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The Freedom of Information Act

TITLE 5, U.S.C. Sec. 552

§ 552. Public information; agency rules, opinions, orderl!i, records,
and proceedingli

(a) Each agency shaJl make available to the public information al:i
follows:

(1) Each agency shall separately state and currently publish in
the Federal Register for the guidance of the public-

(A) descriptions of ita central and field organization and the
established places at which, the employees (and in the case of a
unifonned service, the members) from whom, and the methods
whereby, the public may obtain information, make submittals
or requests, or obtain decisions;

(B) statements of the general cour$C and method by which its
functions are channeled and determined, including the nature
and requirements of all formal and informal procedures avail
able;

(C) rules of procedure, descriptions of forms available or the
places at which forms may be obtained, and instructions as to
the scope and contents of all papers, reports, or examinations;

(D) substantive rules of general applicability adopted as au
thorized by law, and statements of general policy or interpreta
tions of general applicabil~ty formulated and adopted by the
agency; and

(E) each ame~dment. revision, or repeal of the foregoing.
Except to the extent that a person has actual and timely notice of
the terms thereof, a person may not in any manner be required to
resort to, or be adversely affected by. a matter required to be pub.
lished in the Federal Register and not 80 published. For the pur·
pose of this paragraph, matter reasonably available to the class of
persons affected thereby is deemed published in the Federal Regis
ter when incorporated by reference therein with the approval of
the Director of the Federal Register.

(2) Each agency, in accordance with published rules, shall make
available for public inspection and copying-

(A) final opinions, including concurring and dissenting opin
ions, as well as orders, made in the adjudication of cases;

(B) those state.rpents of policy and interpretations which
have been adopted by the agency and are not published in the
Federal Register; and· .

(C) administrative staff manuals and instructions to staff
- that affect a member of the public;

unless the materials are promptly published and copies offered for
sale. To the extent required to prevent a clearly unwarranted inva
sion of personal privacy, an agency may delete identifying details
when it makes available or publishes an opinion, statement of
policyt interpretation, or staff manual or instruction. However, in
each case the justification for the deletion shall be explained fully
in writing. Each agency shall also maintain and make available for
public inspection and copying current indexes providing identifying
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information for the public as to any matter issued, adopted, or pro
mulgated after July 4, 1967, and required by this paragraph to be
made available or published. Each agency shall promptly publish,
quarterly or more frequently, and distribute (by sale or otherwise)
copies of each index or supplements thereto unless it determines by
order published in the Federal Register that the publication would
be unnecessary and impracticable, in which case the agency shall
nonetheless provide copies of such index on request at a cost not to
exceed the direct cost of duplication. A final order, opinion, state
ment of policy, interpretation, or staff manual or instruction that
affects a member of the public may be relied on, used, or cited as
precedent by an agency against a party other than an agency only
if-

(i) it has been indexed and either made available or pub-
lished as provided by this paragraph; or

(ii) the party has actual and timely notice of the terms there·
of.

(3) Except with respect to the records made available under para
graphs (1) and (2) of this subsection, each agency, upon any request
for records which (A) reasonably describes such records and (B) is
made in accordance with published rules stating the time, place,
fees (if any), and procedures to be followed, shall make the records
promptly available to any person.

(4XA)(i) In order to carry out the provisions of this section, each
agency shall promulgate regulations, pursuant to notice and re
ceipt of public comment, specifying the schedule of fees applicable
to the processing of requests under this section and establishing
procedures and guidelines for determining when such fees should
be waived or reduced. Such schedule shall conform to the guide.
lines which shall be promulgated, pursuant to notice and receipt of
public comment, by the Director of the Office of Management and
Budget and which shall provide for a uniform schedule of fees for
all agencies.

(ii) Such agency regulations shall provide that-
(1) fees shall be limited to reasonable standard charges for

document search, duplication, and review, when records are re
quested for commercial use;

(11) fees shall be limited to reasonable standard charges for
document duplication when records are not sought for commer
cial use and the request is made by an educational or noncom
mercial scientific institution, whose purpose is scholarly or sci
entific research; or a representative of the news media; and

(Ill) for any request not described in (I) or (II), fees shall be
limited to reasonable standard charges for document search
and duplication.

(iii) Documents shall be furnished without any charge or at a
charge reduced below the fees established under clause (ii) if disclo
sure of the information is in the public interest because it is likely
to contribute significantly to public understanding of the oper~

ations or activities of the government and is not primarily in the
commercial interest of the requester.

(iv) Fee schedules shall provide for the recovery of only the direct
costs of search, duplication, or review. Review costs shall include
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only the direct costs incurred during the initial examination of a
document for the purposes of determining whether the documents
must be disclosed under this section and for the purpo~es of with
holding any portions exempt from disclosure under this section.
Review costs may not include any costs incurred in resolving issues
of law or policy that may be raised in the course of processing a
rec.::·_l~st under this section. No fee may be charged by any agency
under this section-

(I) if the costs of routine collection and processing of the fee
are likely to equal or exceed the amount of the fee; or

(II) for any request described in clause (iiXII) or (Un of this
subparagraph for the first two hours of search time or for the
first one hundred pages of duplication.

-(v) No agency may.require advance payment of any fee unless
the requester has previously failed to pay fees in a timely fashion,
or the agency has determined that the fee will exceed $250.

(vi) Nothing in this subparagraph shall supersede fees chargeable
under a statute specifically providing for setting the level of fees
for particular types of records.

(vii) In any action by a requester regarding the waiver of fees
under this section, the court shall determine the matter de novo:
Provided, That the courCs review of the matter shall be limited to
the record before tne agency.

(B) On complaint, the district court of the United States in the
district in which the complainant resides, or has biB principal place
of business, or in which the agency records are situated, or in the
District of Columbia, has jurisdiction to enjoin the agency from
withholding agency records and to order the production of any
agency records improperly withheld from the complainant. In such
a case the court shall determme the matter de novo, and may ex
amine the contents of such agency records in camera to determine
whether such records or any part thereof shall be withheld under
any of the exemptions set forth in subsection (b) of this section, and
the burden is on the agency to sustain its action.

(C) Notwithstanding any other provision of law, the defendant
shall serve an answer or otherwise plead to any complaint made
under this subsection within thirty days after service upon the de
fendant of the pleading in which such complaint is made, unless
the court otherwise directs for good cause shown.

(D) [Repealed.]
(E) The court may assess against the United States reasonable at·

tomey fees and other litigation costs reasonably incurred in any
case under this section in which the compla.inant has substantially
prevailed. . :

(F) Whenever the court orders the production of any agency
records improperly withheld from the complainant and assesses
against the United States reasonable attorney fees and other litiga
tion costs, and the court additionally issues a written finding that
the circumstances surrounding the withholding raise questions
whether agency personnel acted arbitrarily or capriciously with re-
spect to the withholding, the Special Counsel shall promptly initi
ate a proceeding to detennine whether disciplinary action is war·
r~ted against the officer or employee who was primarily responsi- 3
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ble for the withholding. The Special Counsel, after investigation
and consideration of the evidence submitted, shall submit his fmd
ings and recommendations to the administrative authority of the
agency concerned and shall send copies of the findings and recom
mendations to the officer or employee or his representative. The
administrative authority shall take the corrective action that the
Special Counsel recommends.

(G) In the event of noncompliance with the order of the court,
the district court may punish for contempt the responsible employ
~, and in the case of a uniformed service, the responsible member.

(5) Each agency having more than one member shall maintain
and make available {or public inspection a record of the final votes
of each member in every agency proceeding.

(6XA) Each agency, upon any request for records made under
paragraph (1), (2), or (3) of this subsection, shall-

(i) determine within ten days (excepting Saturdays, Sundays,
and legal public holidays) after the receipt of any such request
whether to comply with such request and shall immediately
notify the person making such request of such determination
and the reasons therefor, and of the right of such person to
appeal to the head of the agency any adverse determination;
and

(ii) make a determination with respect to any appeal within
twenty days (excepting Saturdays, Sundays, .and legal public
holidays) after the receipt of such appeal. If on appeal the
denial of the request for records is in whole or in part upheld,
the agency shall notify the person making such request of the
provisions for judicial review of that determination under
paragraph (4) of this subsection.

(B) In unusual circumstances as specified in this subparagraph,
the time limits prescr,ibed in either clause (i) or clause (ii) of sub
paragraph (A) may be extended by written notice to the person
making such request setting forth the reasons for such extension
and the date on which a determination is expected to be dis
patched. No such notice shall specify a date that would result in an
extension for more than ten working days. As used in this subpara
graph, "unusual circumstances" means, but only to the extent rea
sonably necessary to the proper processing of the particular re
quest-

(i) the need to search for and collect the requested records
from field facilities or other establishments that are separate
from the office processing the request;

(ii) the need to search fOT, collect, and appropriately examine
a voluminous amount of separate and distinct records which
are demanded in a single r~uest; or

(iii) the need for consultation, which shall be conducted with
all practicable speed, with another agency having a substantial
interest in the determination of the request or among two or
more components of the agency having substantial 6ubject
matter interest therein.

(C) Any person making a request to;any agency for records under
paragraph (1), (2), or (3) of this subsection shall be tdeemed to have
exhausted his administrati¥e remedies with respect to such request
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if the agency fails to comply with the applicable time limit provi- .
sions of this paragraph. lf ~the Government can show exceptional

-'circumstances exist and that the agency is exercising due diligence
in responding to the request, the court may retain jurisdiction and
allow the agency additional time to complete its review of the
records. Upon any determination by an agency to comply with a
request for records, the records ,shall be made promptly available to
such person making such request. Any notification of denial of any
request for records under this subsection shall set forth the names
and titles or positions of each person responsible for the denial of
such request.

(b) This section does not apply to matters that are-
(lXA) specifically authorized under criteria. established by an

Executive order to be kept secret in the interest of national de
fense or foreign JX>licy and (B) are in fact properly classified
pursuant to such Executive order;

(2) related solely to the internal personnel rules and prac
tices of an agency;

(3) specifically exempted from disclosure by statute (other
than section 552b of this title), provided that such statute (A)
requires that the matters be withheld from the public in such
a manner as to leave no discretion on the issue, or (B) estab
lishes particular criteria for withholding or refers to particular
types of matters ro be withheld;

(4) trade secrets and commercial or financial information oir
tained from a person and privileged or confidential;

(5) inter·agency or intra~agency memorandums or letters
which would Dot be available by law to a party other than an
agency in litigation with the agency;

(6) personnel and medical files and similar files the disclo
sure of which would constitute a clearly unwarranted invasion
of personal privacy;

(7) records or information compiled for law enforcement pur
poses, but only to the extent that the production of such law
enforcement records or information (A) could reasonably be ex
pected to interfere with enforcement proceedings, (B) would de
prive a person of a right to a fair trial or an impartial adjudi
cation, (C) could reasonably be expected ro constitute an un·
warranted invasion of personal privacy, (D) could reasonably
be expected to disclose the identity of a confidential source, in·
eluding a State, local, or foreign agency or authority or any
private institution which furnished information on a confiden·
tial basis, and, in the case of a record or information compiled
by criminal law enforcement authority in the course of a crimi·
nal investigation or by an agency conducting a lawful national
security intelligence investigation, information furnished by a
confidential 80urce, (E) would disclose techniques and proce
dures for law enforcement investigations or prosecutions, or
would disclose guidelines for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to
risk circumvention of the law, or (F) could reasonably be ex·
pected to endanger the life or physical safety of any individual;

5
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(8) contained in or related to examination, operating, or con
dition reports prepared by, on behalf of, or for the use of an
agency responsible for the regulation or supervision of finan
cial institutions; or

(9) geological and geophysical infonnation and data, includ-
ing maps, concerning wells.

Any reasonably segregable portion of a record shall be provided to
any person requesting such record after deletion of the portions
which are exempt under this subsection.

(cXl) Whenever a request is made which involves access to
.records described in subsection (bX7XA) and-

(A) the investigation or proceeding involves a possible viola-
tion of criminal law; and '

(B) there is reason to believe that (i) the subject of the inves
tigation or proceeding is not aware of its pendency, and (ii) dis
closure of the existence of the records could reasonably be ex
pected to interfere with enforcement proceedings,

the agency may, during only such time as that circumstance con
tinues, treat the records as not subject to the requirements of this
section.

(2) Whenever informant records maintained by a criminal law
enforcement agency under an informanfs name or personal identi
fier are requested by a third party according to the informanfs
name or personal identifier, the agency may treat the records as
not subject to the requirements of this section unless the inform
ant's status as an informant has been officially confirmed.

(3) Whenever a request is made which involves access to recorda
maintained by the Federal Bureau of Investigation pertaining to
foreign intelligence or counterintelligence, or international terror
ism, and the existence of the records is classified information as
provided in subsection (bXl), the Bureau may, as long as the exist
ence of the records remains classified information, treat the
records as not subject to the requirements of this section.

(d) This section does not authorize withholding of information or
limit the availability of records to the public, except as specifically
stated in this section. This section is not authority· to withhold in
formation from Congress.

(e) On or before March 1 of each calendar year, each agency shall
submit a report covering the preceding calendar year to the Speak
er of the House of Representatives and President of the Senate for
referral to the appropriate committees of the Congress. The report
shall include-

(1) the number of determinations made by such agency not
to comply with requests for records made to such agency under
subsection (a) and the reasons for each such determination;

(2) the number of appeals made by persons under subsection
(aX6), the result of such appeals, and the reason for the action
upon each appeal that results in a denial of information;

(3) the names and titles or positions of each person responsi
ble for the denial of records requested under this section, and
the number of instances of participation for each;
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(4) the results of each proceeding conducted pur::;uant to sub
section (a)(4XF), including a report of the disciplinary action
taken against the officer or employee who was primarily re
sponsible for improperly withholding records or an explanation
of why disciplinary action was not taken;

(5) a copy of every rule made by such agency regarding this
section; .

(6) a copy of the fee schedule and the total amount of fees
collected by the agency for making records available under this
section; and
. (7) such other information as indicates efforts to administer

fully this section.
The Attorney General shall submit an annual report on or before
March 1 of each calendar year which shall include for the prior
calendar year a listing of the number of cases arising under this
section, the exemption involved in each case, the disposition of
such case, and the cost, fees, and penalties assessed under subsec
tions (aX4)(E), (F), and (G). Such report shall also include a descrip
tion of the efforts undertaken by the Department of Justice to en
courage agency compliance with this section.

<0 For purposes of this section, the term "agency" as defined in
section 551(1) of this title includes any executive department, mili
tary department, Government corporation, Government controlled
corporation, or other establishment in the executive branch of the
Government (including the Executive Office of the President), or
any independent regulatory agency.
(Pub. L. 89-554, Sept. 6, 1966, 80 Stat. 383; Pub. L. 90-23, § I, June
5, 1967, 81 Stat. 54; Pub. L. 93-502, §§ 1-3, Nov. 21, 1974, 88 Stat.
1561-1564; Pub. L. 94-409, § 5(b), Sept. 13, 1976, 90 Stat. 1247; Pub.
L. 95-454, title IX, § 906(aXlO), Oct. 13, 1978, 92 Stat. 1225; Pub. L.
98-620, Nov. 8, 1984, 98 Stat. 335; Pub. L. 99-570, Oct. 27, 1986, 100
Stat. 3207-48 and 3207-49.)

7
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The. Privacy Act

TITLE 5, U.S.C. Sec. 552a

' ....

1552a. Records Maintained on Individuals
(a) DEFlNITIONs.-For purposes of this section-

(1) the term "agency" means agency as defined in section
552(e) of this title;

(2) the term "individual" means a citizen of the United
States or an alien lawfully admitted for permanent residence;

(3) the term fjmaintain" includes maintain, collect, use, or
disseminate;

(4) the term "record" means any item, collection, or grouping
of information about an individual that is maintained by an
agency, including, but not limited to, his education, financial
transactions, medical history, and criminal or employment his
tory and that contains his name, or the identifying number,
symbol, or other identifying particular assigned to the individ
ual, such as a finger or voice print or a photograph;

(5) the term Usystem of records" means a group of any
records under the control of any agency from which informa
tion is retrieved by the name of the individual or by some iden
tifying number, symbol, or other identifying particular as
signed to the individual;

(6) the term Hstatistical record" means a record in a system
of records maintained for statistical research or reporting pur
poses only and not used in whole or in part in making any de
termination about an identifiable individual, except as provid-

. ed by section 8 of title 13;

1
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(7) the term "routine use" means, with respect to the disclo
sure of a record, the use of such record for a purpose which is
compatible with the purpose for which it was collected;

(8) the term "matching program"-
(A) means any computerized comparison of-

(i) two or more automated systems of records or a
system of records with non-Federal records for the
purpose of-

(1) establishing or verifying the eligibility of, or
continuing compliance with statutory and regula
tory requirements by, applicants fOf, recipients or
beneficiaries of, participants in, or providers of
services with respect to, cash or in-kind assistance
or payments under Federal benefit programs, or

(II) recouping payments or delinquent debts
under such Federal benefit programs, or

(ii) two or more automated Federal personnel or
payroll systems of records or a system of Federal per
sonnel or payroll records with non~Federal records,

(B) but does not inc1ude-
(i) matches performed to produce aggregate statisti

cal data without any personal identifiers;
(ii) matches performed to support any research or

statistical project, the specific data of which may not
be used to make decisions concerning the rights, bene
fits, or privileges of specific individuals;

(iii) matches performed, by an agency (or component
thereoD which performs,as its principal function any
activity pertaining to the enforcement of criminal
laws, subsequent to the initiation of a specific criminal
or civil law enforcement investigation of a named
person or persons for the purpose of gathering evi
dence against such person or persons;

(iv) matches of tax information (l) pursuant to sec
tion 6103(d) of the Internal Revenue Code of 1986, (II)
for purposes of tax administration as defined in sec
tion 6103(b)(4) of such Code, (lIn for the purpose of
intercepting a tax refund due an individual under au
thority granted by section 464 or 1137 of the Social Se-
curity Act; or (IV) for the purpose of intercepting a tax
refund due an individual under any other tax refund
intercept program authorized by statute which has
been determined by the Director of the Office of Man
agement and Budget to contain verification, notice,
and hearing requirements that are substantially simi
lar to the procedures in section 1137 of the Social Se.
curity Act;

(v) matches-
(1) using records predominantly relating to Fed

eral personnel, that are performed for routine ad
ministrative purposes (subject to guidance provid
ed by the Director of the Office of Management
and Budget pursuant to subsection (v»; or
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(II) conducted by an agency using only records
maintained. by that agency;

if the purpose of the match is not to take any adverse
financial, personnel, disciplinary, or other adverse
action against Federal personnel; or

(vi) matches performed for foreign counterintelli·
gence purposes or to produce background checks for
security clearances of Federal personnel or Federal
contractor personnel;

(9) the term "recipient agency" means any agency, or con
tractor thereof, receiving records contained in a system of
records from a source agency for use in a matching program;

(0) the term "non-Federal agency" means any State or local
government, or agency thereof, which receives records con
tained in a system of records from a source agency for use in a
matching program;

(1) the term "source agency" means any agency which dis
closes records contained in a system of records to be used in a
matching program, or any State. or local government, or
~gency thereof, which discloses records to be used in a match
mg program;

(12) the term "Federal benefit program" means any program
administered or funded by the Federal Government, or by any
agent of State on behalf of the Federal Government, providing
cash or in-kind assistance in the form of payments, grants,
loans, or IDan guarantees to individuals; and

(13) the term "Federal personnel" means officers and em
ployees of the government of the United States, members of
the uniformed services (including members of the Reserve
Components), individuals entitled to receive immediate or de.
ferred retirement benefits under any retirement prDgTam of
the Government of the United States (including survivor bene
fits).

(b) CoNDITIONS OF DISCLOSURE.-No agency shall disclose any
record which is contained in a system of records by any meanS of
communication to any person, or to another agency, exC'.ept pursu
ant to a written request by, or with the prior written consent of,
the individual to whom the record pertains, unless disclosure of the
record would be-

0) to those officers and employees of the agency which main
tains the record who have a need for the record in the per
formance of their duties;

(2) required under section 552 of this title;
(3) for a routine use as defined in subsection (aX7) of this sec·

tion and described under subsection (eX4)(D) of this section;
(4) to the Bureau of the Census for purposes of planning or

carrying out a census or surveyor related activity pursuant to
the provisions of title 13;

(5) to a recipient who has provided the agency with advance
adequate written assurance that the record will be used solely
as a statistical research or reporting record, and the record is
to be transferred in a form that is not individually identifiable;

.3
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(6) to the National Archives and Records Administration as a
record which has sufficient historical or other value to warrant
its continued preservation by the United States Government,
or for evaluation by the Archivist of the United States or the
designee of the Archivist to determine whether the record has
such value;

(7) to another agency or to an instrumentality of any govern
mental jurisdiction within or under the control of the United
States for a civil or criminal law enforcement activity if the ac
tivity is authorized by law, and if the head of the agency or
instrumentality has made a written request to the agency
which maintains. the record specifying the particular portion
desired and the law enforcement activity for which the record
is sought;

(8) to a person pursuant to a showing of compelling circum
stances affecting the health or Sflfety of an individual if upon
such disclosure notification is transmitted to the last known
address of such individual;

(9) to either House of Congress, or, to the extent of matter
within its jurisdiction, any committee or subcommittee thereof,
any joint committee of Congress or subcommittee of any such
joint committee;

(0) to the Comptroller General, or any of his authorized rep
resentatives, in the course of the performance of the duties of
the General Accounting Office;

(11) pursuant to the order of a court of competent jurisdic
tion; and

(12) to a consumer reporting agency in accordance with sec
tion 3711(f) of title 31.

.(c) ACCOUNTING OF CERTAIN DISCLOSURES.-Each a.gency, with r~

spect to each system of records under its control shall-
(1) except for disclosures made under subsections (bXl) or

(bX2) of this section. keep an accurate accounting of-
(A) the date, nature, and purpose of each disclosure of a

record to any person or to another agency made under
subsection (b) of this section; and

(B) the name and address of the person or agency to
whom the disclosure is made;

(2) retain the accounting made under paragraph (1) of this
subsection for ~t least five years or the life of the record,
whichever is longer, after the disclosure for which the account
ing is made;

(3) except for disclosures made under subsection (b)(7) of this
section, make the accounting made under paragTaph (1) of this
subsection available to the individual named in the record at
his request; and

(4) inform any person or other agency about any correction
or notation of dispute made by the agency in accordan~ with
subsection (d) of this section of any record that has been dis
closed to the person or agency if an accounting of the disclo
sure was made.

(d) ACCESS TO RECORDS.-Each agency that maintains a system of
records shall-
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(1) upon request by any individual to gain access to his
record or to any information pertaining to him which is con
tained in the system, permit him and upon his request, 8
person of his own choosing to accompany him, to review the
record and have a copy made of all or any portion thereof in a
fonn comprehensible to him, except that the agency may re
quire the individual to fumish a written statement authorizing
discussion of that individual's record in the accompanying per
son's presence;

(2) pennit the individual to request amendment of a record
pertaining to him and-

(A) not later than 10 days (excluding Saturdays. Sun
days, and legal public holidays) after the date of receipt of
such request, acknowledge in writing such receipt; and

(B) promptly, either-
(i) make any correction of any portion thereof which

the individual believes is not accurate, relevant,
timely, or complete; or

(ii) inform the individual of its refusal to amend the
record in accordance with his request, the reason for
the refusal, the procedures established by the agency
for the individual to request a review of that refusal
by the head of the agency or an officer designated by
the head of the agency, and the name and business ad
dress of that official;

(3) permit the individual who disagrees with the refusal of
the agency to amend his record to request a review of such re
fusal. and not later than 30 days (excluding Saturdays, Sun
days, and legal public holidays) from the date on which the in
dividual requests such review, complete such review and make
a final determination unless, for good. cause shown, the head of
the agency extends such 30--day period; and if, after his review,
the reviewing official also refuses to amend the record in ac
cordance with the request, permit the individual to file with
the agency a con.cise statement setting forth the reasons for his
disagreement with the refusal of the agency, and notify the in
dividual of the provisions for judicial review of the reviewing
official's determination under subsection (gXIXA) of this sec
tion;

(4) in any disclosure, containing information about which the
individual has filed a statement of disagreement, occurring
after the filing of the statement under paragraph (3) of this
subsection, clearly note any portion of the record which is dis
puted and provide copies of the statement and, if the agency
deems it appropriate, copies of a concise statement of the rea
sons of the agency for not making the amendments requested.
to persons or other agencies to whom the disputed record has
been disclosed; and

(5) nothing in this section shall allow an individual access to
any information compiled in reasonable anticipation of a civil
action or proceeding.

(e) AGENCY REQUIREMEN't"S.-Each agency that maintains a
8~~mof~nbsh~1-



Sec. 5521 TITLE 5, U.S.C.

6

(1) maintain in its records only such information about an
individual as is relevant and necessary to accomplish a purpose
of the agency required to be accomplished by statute or by ex
ecutive order of the President;

(2) collect information to the greatest extent practicable di
rectly from the subject individual when the information may
result in adverse de~rminations about an individual's rights,
benefits, and privileges under Federal programs;

(3) inform each individual whom it asks to supply informa
tion, on the form which it uses to collect the information or on
a separate form that can be retained by the individual-

(A) the authority (whether granted by statute, or by ex
ecutive order of the President) which authorizes the solici
tation of the information and whether disclosure of such
information is mandatory or voluntary;

(B) the principal purpose ·or purposes for which the in
formation is intended to be used;

(C) the routine uses which may be made of the informa
tion, as published pursuant to paragraph (4XD) of this sub
section; and

CD) the effects on him, if any, of not providing all or any
part of the requested information;

(4) subject to the provisions of paragraph (11) of this subsec
tion, publish in the Federal Register upon establishment or re
vision a notice of the existence and character of the system of
records, which notice shall include-

(A) the name and location,of the system;
(13) the categories of individuals on whom records are

maintained. in the system;
(C) the categories of records maintained in the system;
(1) each routine use of the records contained in the

system, including the categories of users and the purpose
of such use;

(E) the policies and practices of the agency regarding
storage, retrievability, access controls, retention, and dis
posal of the records;

(F) the title and business address of the agency official
who is responsible for the system of records;

(G) the agency procedures whereby an individual can be
notified at his request if the system of records contains a
record pertaining to him;

ill) the agency procedures whereby an individual can be
notified at his request how he can gain access to any
record per-..a~ning to him contained in the system of
records, and how he can contest its content; and

U) the categories of sources of records in the system;
(5) maintain all records which are used by the agency in

making any determination about any individual with such ac
curacy, relevance, timeliness, and completeness 88 is reasona

ably necessary to assure fairness to the individual in the detera

mination;
(6) prior to disseminating any record about an individual to

any person other than an agency, unless the dissemination is
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made pursuant to subsection (bX2) of this section, make reason
able efforts to assure that such records are accurate, complete,
timely, and relevant for agency purposes;

(7) maintain no record describing how any individual exer·
cises rights guaranteed by the First Amendment unless ex
pressly authorized by statute or by the individual about whom
the record is maintained or unless pertinent to and within the
scope of an authorized law enforcement activity;

(8) make reasonable efforts to serve notice on an individual
when any record on such individual is made available to any
person under compulsory legal process when such process be
comes a matter of public record;

(9) establish rules of conduct for persons involved in the
design, development, operation, or maintenance of any system
of records, or in maintaining any record, and instruct each
such person with respect to such rules and the requirements of
this section, including any other rules and procedures adopted
pursuant to this section and the penalties for noncompliance;

nO) establish appropriate administrative, technical, and
physical safeguards to insure the security and confidentiality
of records and to protect against any anticipated threats or
hazards to their security or integrity which could result in sub
stantial harm, embarrassment, inconvenience, or unfairness to
any individual on whom information is maintained;

(11) at least 30 days prior to publication of information under
paragraph (4XD) of this subsection, publish in the Federal Reg
ister notice of any new use or intended use of the information
in the system, and provide an opportunity for interested per
sons to submit written data, views, or arguments to the
agency; and

(12) if such agency is a recipient agency or a source agency
in a matching progra.m with a non-Federal agency, with re
spect to any establishment or revision of a matching program,
at least 30 days "prior to conducting such program, publish in
the Federal ReglSter notice of such establishment or revision.

(f) AGENCY RULES.-In order to carry out the provisions of this
section, each agency that maintains a system of records shall pro-
mulgate rules, in accordance with 'the requirements (including gen
eral notice) of section 553 of this title, which shall-

(1) establish procedures whereby an individual can be noti
fied in response to his request if any system of records named
by the individual contains a record pertaining to him;

(2) define reasonable times, places, and requirements for
identifying an individual who requests his record or informa
tion pertaining to him before the agency shall make the record
or information available to the individual;

(3) establish procedures for the disclosure to an individual
upon his request of his record or information pertaining to
him, including special procedure, if deemed necessary, for the
disclosure to an individual of medical records, including psy
chological records pertaining to him;

(4) establish procedures for reviewing a request from an indi
vidual concerning th,e amendment of any record or information
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pertaining to the individual, for making a determination on
the request, for an appeal within the agency of an initial ad
verse agency determination, and for whatever additional
means may be necessary for each individual to be able to exer
cise fully his rights under this section; and

(5) establish fees to be charged, if any. to any individual for
making copies of his record, excluding the cost of any search
for and review of the record.

The Office of the Federal Register shall biennially compile and
publish the rules promulgated under this subsection and agency
notices published under subsection (eX4) of this section in a form
available to the public at low cost.

(gXl) CIVIL REMEDlES.-Whenever any agency-
(A) makes a determination under subsection (dX3) of this sec

tion not to amend an individual's record in accordance with his
request, or fails to make such review in conformity with that
subsection;

(B) refuses to comply with an individual request under sub
section (dXl) of this section;

(C) fails to maintain any record concerning any individual
with such accuracy, relevance, timeliness, and completeness as
is necessary to assure fairness in any determination relating to
the qualifications, character, rights, or opportunities of, or ben
efits to the individual that may be made on the basis of such
record. and consequently a determination is made which is ad-
verse to the individual; or .

(D) fails to comply with any 'Other provision of this section,
or any rule promulgated thereunder, in such a way as to have
an adverse effect on an individual,

the individual may bring a civil action against the agency, and the
district courts of the United States shall have jurisdiction in the
matters under the provisions of this subsection.

(2XA) In any suit brought under the provisions of subsection
(gXIXA) of this section, the court may order the agency to amend
the individual's record in accordance with his request or in such
other way as the court may direct. In such a case the court shall
determine the matter de novo.

<B) The court may assess against the United States reasonable at
torney fees and other litigation costs reasonably incurred in any
case under this paragraph in which the complainant has substan
tially prevailed.

(3XA) In any suit brought under the provisions of subsection
. (gXIXB) of this sectic!1, the court may enjoin the agency from with

holding the records and order the production to the complainant of
any agency records improperly withheld from him. In such a case
the court shall determine the matter de novo, and may examine
the contents of any agency records in camera to determine whether
the records or any portion thereof may be withheld under any of
the. exemptions set forth in subsection (k) of this section, and the
burden is on the agency to sustain its action.

(B) The court may assess against the United States reasonable at
torney fees and other litigation costs reasonably incurred in any
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case under this paragraph in which the complainant has substan
tially prevailed.

(4) In any 6uit brought under the provisions of subsection (gXl)(C)
or (D) of this section in which the court determines that the agency
acted in a manner which was intentional or willful, the United
States shall be liable to the individual in an amount equal to the
sum of-

(A) actual damages sustained by the individual as a result of
the refusal or failure, but in no case shall a person entitled to
recovery receive less than the sum of $1,000; and
. (B) the costs of the action together with reasonable attorney
fees as determined by the court.

(5) An action to enforce any liability created under this section
may be brought in the district court of the United States in the di&
trict in which the complainant resides, or has his principal place of
business, or in which the agency records are situated, or in the Dis·
trict of Columbia, without regard to the amount in controversy,
within two years from the date on which the cause of action arises,
except that where an agency has materially and willfully misrepre
sented any information required under this section to be disclosed
to an individual and the information so misrepresented is material
to establishment of the liability of the agency to the individual
under this section, the action may be brought at any time within
two years after discovery by the individual of the misrepresenta
tion. Nothing in this section shall be construed to authorize any
civil action by reason of any injury sustained as the result of a dis
closure of a record prior to September 27, 1975.

(h) RIGHTS OF LEGAL GUARDIANS.-For the purposes of this sec
tion, the parent of any minor. or the legal guardian of any individ
ual who has been declared to be incompetent due to physical or
mental incapacity or age by a court of competent jurisdiction, may
act on behalf of the individual.

(iXl) CRIMINAL PENALTIES.~Any officer or employee of an agency,
who by virtue of his employment or official position, has possession
of, or access to, agency records which contain individually identifia
ble infonnation the disclosure of which is prohibited by this section
or by rules or regulations established thereunder, and who know
ing that disclosure of the specific material is so prohibited, willfully
discloses the material in any manner to any person or agency not
entitled to receive it, shall be guilty of a misdemeanor and fined
not more than $5,000.

(2) Any officer or employee of any agency who willfully main
tains a system of records without meeting the notice requirements
of subsection (eX4) of this section shall be guilty of a misdemeanor
and fined not more than $5,000.

(3) Any person who knowingly and willfully requests or obtains
any record concerning an individual from an agency under false
pretenses shall be guilty of a misdemeanor and fined not more
than $5,000.

(j) GENERAL EXEMPTtONs.-The head of any agency may promul
gate rules, in accordance with the requirements (including general
notice) of sections 553(b) (1), (2), and (3), (c), and (e) of this title, to
exempt any system of records within the agency from any part of
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this section except subsections (b), (c) (1) and (2), (eX4) (A) through
(F), (e) (6), (7), (9), (0), and (11), and (i) if the system of records iB

(1) maintained by the Central Intelligence Agency; or
(2) maintained by an agency or component thereof which

performs as its principal function any activity pertaining to
the enforcement of criminal laws, including police efforts to
prevent, control, or reduce crime or to apprehend criminals,
and the activities of prosecutors, courts, correctional, proba-

. tion, pardon, or parole authorities, and which consists of (A) in
formation compiled for the purpose of identifying individual
criminal offenders and alleged offenders and consisting only of
identifying data and notations of arrests, the nature and dispo
sition of criminal charges, sentencing, confinement, release,
and parole and probation status; (B) information compiled for
the purpose of a criminal investigation, including reports of in
formants and investigators, and associated with an identifiable
individual; or (C) reports identifiable to an individual compiled
at any stage of the process of enforcement of the criminal laws
from arrest or indictment through release from supervision.

At the time rules are adopted under this subsection, the agency
shall include in the statement required under section 553(c) of this
title, the reasons why the system of records is to be exempted. from
a provision of this section.

Ck) SPECIFIC EXEMPTIONs.-The head of any agency may promul
gate rules, in accordance with the requirements (including general
notice) of sections 553(b) (1), (2), and (3), (c), and (e) of this title, to
exempt any system of records within the agency from subsections
(cX3), (d), (eXl), (eX4) (G), (H), and (I) and (f) of this section if the
system of records is- r

(1) subject to the provisions of section 552(bXl) of this title;
(2) investigatory material compiled for law enforcement pur

poses, other than material within the scope of subsection (j)(2)
of this section: Provickd, however, That if any individual is
denied any right, privilege, or benefit that he would otherwise
be entitled by Federal law, or for which he would otherwise be
eligible, as a result of the maintenance of such material, such
material shall be provided to such individual, except to the
extent that the disclosure of such material would reveal the
identity of a source who furnished information to the Govern
ment under an express promise that the identity of the source
would be held in confidence, or, prior to the effective date of
this section, under an implied promise that the identity of the
source would be held in confidence;

(3) maintained in connection with providing protective serv
ices to the President of the United States or other individuals
pursuant ro section 3056 of title 18;

(4) required by statute to be maintained and used solely as
statistical records;

(5) investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or
access to classified information, but only ro the extent that the
disclosure of such material would reveal the identity of a
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source who furnished information to the Government under an
express promise that the identity of the source would be held
in confidence, or~ prior to the effective date of this section,
under an implied promise that the identity of the source would
be held in confidence;

(6) testing or examination materia) used solely to determine
individual qualifications for appointment or promotion in the
Federal service the disclosure of which would compromise the
objectivity or fairness of the testing or examination process; or

(7) evaluation material used to determine potential for pro
motion in the armoo services, but only to the extent that the
disclosure of such material would reveal the identity of a
source who furnished information to the Government under an
express promise that the identity of the source would be held
in confidence, or~ prior to the effective date of this section,
under an implied promise that the identity of the source would
be held in confidence.

At the time rules are adopted under this subsection, the agency
shall include in the statement required under section 553(c) of this
title, the reasons why the system of records is to be exempted from
a provision of this section.

aXl) ARCHIVAL RECoRDs.-Each agency record which is accepted
by the Archivist of the United States for storage, processing, and
servicing in accordance with section 3103 of title 44 shall, for the
purposes of this seCtion, be considered to be maintained by the
agency which deposited the record and shall be subject to the provi·
sians of this section. The Archivist of the United States shall not
disclose the record except to the agency which maintains the
record, or under rules established by that agency which are not in·
consistent with the provisions of this section.

(2) Each agency record pertaining to an identifiable individual
which was transferred to the National Archives of the United
States as a record which has sufficient historical or other value to .
warrant its continued preservation by the United States Govern
ment, prior to the effective date of this section, shall, for the pur
poses of this sectioIl', be considered to be maintained by the Nation
al Archives and shall not be subject to the provisions of this sec
tion, except that a statement generally describing such records
(modeled afWr the requirements relating to records subject to sub
sections (eX4) (A) through (G) of this section) shall be published in
the Federal Register.

(3) Each agency record pertaining to an identifiable individual
which is transferred to the National Archives of the United States
as a record which has sufficient historical or other value to war
rant its continued preservation by the United States Government.
on or after the effective date of this section, shall. for the purposes
of this section, be considered to be maintained by the National Ar
chives and shall be exempt from the requirements of this section
except subsections (eX4) (A) through (0) and (eX9) of this section.

(m) GoVERNMENT CoNTRACTORS.--(l) When an agency provides by
a contract for the operation by or on behalf of the agency of a
system of records to accomplish an agency function, the agency

. shall, consistent with its authority, cause the requirements of this

11
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section to be applied to such system. For purposes of subsection (i)
of this section any such contractor and any employee of such con
tractor, it such contract is agreed to on or after the effective date of
this section, shall be considered to be an employee of an agency.

(2) A consumer reporting agency to which a record is disclosed
under section 3711(f) of title 31 shall not be considered a contractor
for the purposes of this section.

(n) MAIUNG LISTS.-An individual's name and address may not
be sold or rented by an agency unless such action is specifically au
thorized by law. This provision shall not be construed to require
the withholding of names and addresses otherwise permitted to be
made public.

(0) MATCHING AGREEMENTS.-(l) No record which is contained in
a system of records may be disclosed to a recipient agency or non
Federal agency for use in a computer matching program except
pursuant to a written agreement between the source agency and
the recipient agency or non-Federal agency specifying-

(A) the purpose and legal authority for conducting the pro
gram;

(B) the justification for the program and the anticipated re.
sults, including a specific estimate of any savings;

(C) a description of the records that will be matched, includ
ing each data element that will be used, the approximate
number of records that will be matched, and the prG;~ted

starting and completion dates of the matching program;
(D) procedures for providing individualized notice at the time

of application, and notice periodically thereafter as directed by
the Data Integrity Board of such agency (subject to guidance
provided by the director of the Office of Management and
Budget pursuant to subsection (v)), ro-

(i) applicants for and recipients of financial assistance or
payments under Federal benefit programs, and

(ii) applicants for and holders of positions as Federal per-
sonnel,

that any information provided by such applicants, recipients,
holders, and individuals may be subject to verification through
matching progams;

(E) procedures for verifying information produced in such
matching program as required by subsection (p);

(F) procedures for the retention and timely destruction of
identifiable records created by a recipient agency or non-Feder
al agency in such matching program;

(G) procedures for ensuring the administrative, technical,
and physical security of the records matched and the results of
such programs;

(H) prohibitions on duplication and redisclosure of records
provided by the source agency within or outside the recipient
agency or the non-Federal agency, except where required by
law or essential to the conduct of the matching program;

U) procedures governing the use by a recipient agency or
non-Federal agency of records provided ina matching program
by a source agency, including procedures governing return of
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the records to the &ource agency or destruction of records used
in such program;

(J) information on assessments that have been made on the
accuracy of the records that will be used in such matching pro
gram; and

(K) that the Comptroller General may have access to all
records of a recipient agency or a non-Federal agency that the
C<>mptroller General deems necessary in order to monitor or
verify compliance with the agreement.

(2)(A) A copy of each agreement entered into pursuant to para
graph (1) shall-

(i) be transmitted U) the Commmittee on Governmental Af
fairs of the Senate a.1d the Committee on Government Oper
ations of the House of Representatives; and

(ii) be available upon request to the public.
(B) No such agreement shall be effective until 30 days after the

date on which such a copy is transmitted pursuant to subpara
graph (AXi).

(C) Such an agreement shall remain in effect only for such
period, not to exceed 18 months, as the Data Integrity Board of the
agency determines is appropriate in light of the purposes, and
length of time necessary for the conduct, of the matching program.

(D) Within 3 months prior to the expiration of such an agree-
ment pursuant to subparagraph (C), the Data Integrity Board of
the agency may, without additional review, renew the matching
agreement for a current, ongoing matching program for not more
than one additional,year if-

(i) such program will he conducted without any change; and
(in each party' to the agreement' certifies to the Board in

writing that the program has been conducted in compliance
with the ~eement.

(p) VERIFICATION AND OPPORTUNITY TO CONTEST FINDINGS.--(l)
In order to protect any individual whose records are used in match
ing programs, no recipient agency, non-Federal agency, or source
agency may suspend, terminate, reduce, or make a final denial of
any financial assistance or payment under a Federal benefit pro
gram to such individual, or take other adverse action against such
individual as a res.ult of information produced by such matching
programs, until an officer or employee of such agency has inde
pendently verified such information. Such independent verification
may be satisfied by verification in accordance with (A) the require
ments of paragraph (2); and (B) any additional requirements gov*
erning verification under such Federal benefit program.

(2) Independent verification referred to in paragraph (1) requires
independent investigation and confirmation of any information
used as a basis for an adverse action against an individual includ
ing, where applicable-

(A) the amount of the asset or income involved,
(B) whether such individual actually has or had access to

such asset or income for such individual's own use, and
(C) the period or periods when the individual actually had

such asset or income.
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(3) No recipient agency, non-Federal agency, or source agency
may suspend, terminate, reduce, or make a final denial of any fi·
nancial assistance or payment under a Federal benefit program to
any individual described in paragraph (1), or take other adverse
action against such individual as a result of information produced
by a matching program, (A) unless such individual has received
notice from Buch agency containing a statement of its findings and
informing the individual of the opportunity to contest such find·
ings, and (B) until the subsequent expiration of any notice period
provided by the program's iaw or regulations, or 30 days, whichev
er is later. Such opportunity to contest may be satisfied by notice,
hearing, and appeal rights governing such Federal benefit pro
gram. The exercise or-any such rights shall not affect any rights
available under this section.

(4) Notwithstanding paragraph (3), an agency may take any ap"
propriate action otherwise prohibited by such paragraph if the
agency determines that the public health or public safety may be
adversely affected or significantly threatened during the notice
period required by such paragraph.

(q) SANCTIONS.-(l) Notwithstanding any other provision of law,
no source agency may disclose any record which is contained in a
system of records to a recipient agency or non·Federal agency for a
matching program if such source agency has reason to believe that
the requirements of subsection (p), or any matching agreement en
tered into pursuant to subsection (0), or both, are not being met by
such recipient agency.

(2) No source agency may renew a,matching agreement unless
(A) the recipient agency or non-Federal agency has certified

that it has complied with the provisions of that agreement; and
(B) the source agency has no reason to believe that the certi

fication is inaccurate.
(r) REPORT ON NEW SYSTEMS AND MATCHING PRooRAMs.-Each

agency that proposes to establish or make a significant change in a
system of records or a matching program shall provide adequate
advance notice of any such proposal (in duplicate) to the Commit
tee on QQvernment Operations of the House of Representatives, the
Committee on Governmental Affairs of the Senate, and the Office
of Management and Budget in order to permit an evaluation of the
probaule or potential effect of such proposal on the privacy or other
rights of individuals.

(8) BIENNIAL REPORT.-The President shall biennially submit to
the Speaker of the House of Representatives a.nd the President pro
tempore of the Senate a report-

(l) describing the actions of the Director of the Office of
Management and Budget pursuant to section 6 of the Privacy
Act of 1974 during the pr~eding 2 years;

(2) describing the exercise of individual rights of access and
amendment under this section during such years;

(3) identifying changes in or additions to systems of recorda;
(4) containing such other information concerning administra

tion of this section as may be necessary or useful to the Con
gress in reviewing the effectiveness of this section in carrying
out the purposes of the Privacy Act of 1974.
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<tXl) EFFECT OF Om" LAws.-No agency shall rely on any ex
emption contained in section 552 of this title to withhold from an
individual any record which is otherwise accessible to such individ
ual under the provisions of this section.

(2) No agency shall rely on any exemption in this section to with
hold from an individual any record which is otherwise accessible to
such individual under the provisions of section 552 of this title.

(u) DATA INTEGRITY BoARDS.-(l) Every agency conducting or par
ticipating in a matching program shall establish a Data Integrity
Board to oversee and coordinate among the various components of
such agency the agency's implementation of this section.

(2) Each Data Integrity Board shall consist of senior officials de&
ignated by the head of the agency, and shall include any senior of
ficial designated by the head of the agency as responsible for imple
mentation of this section, and the inspector general of the agency,
if any. The inspector general shall not serve as chairman of the
Data Integrity Board.

(3) Each Data Integrity Board-
(A) shall review, approve, and maintain all written agree

ments for receipt or disclosure of agency records for matching
programs to ensure compliance with subsection (0), and all rel~

evant statutes, regulations, and guidelines; .
(B) shall review all matching programs in which the agency

has participated during the year, either as a source agency or
recipient agency, determine compliance with applicable law8t

regulations, guidelines, and agency agreements, and assess the
costs and benefits of such programs;

(C) shall review all recurring matching programs in which
the agency has participated during the year, either as a source
agency or recipient agency, for continued justification for such
disclosures;

(D) shall compile an annual report, which shall be submitted
to the head of the agency and the Office of Management and
Budget and made available to the public on request, describing
the matching activities of the agency including-

(i) matching programs in which the agency has partici
pated as a source agency or recipient agency;

(ii) matching agreements proposed under subsection (0)
that were disapproved by the Board;

(iii) any changes in membership or structure of the
Board in the preceding year;

(iv) the reasons for any waiver of the requirement in
paragraph (4) of this section for completion and submission
of a cost-benefit analysis prior to the approval of a match
ing program~

(v) any violations of matching agreements that have
been alleged or identified and any corrective action taken;
and

(vi) any other information required by the Director of
the Office of Management and Budget to be included in
such report;
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(E) shall serve as a clearinghouse for receiving and providing
information on the accuracy, completeness, and reliability of
records used in matching programs;

(F) shall provide interpretation and guidance to agency com·
ponents and personnel on the requirements of this section for
matching programs;

(G) shall review agency recordkeeping and disposal policies
and practices for matching programs to assure compliance
with this section; and

(H) may review and report on any agency matching activities
that are not matching programs.

(4XA) Except as provided in subparagraphs (B) and (C), a Data In
tegrity Board shall not approve any written agreement for a
matching program unless the agency has completed and submitted
to such Board a cost-benefit analysis of the proposed program and
such analysis demonstrates that the program is likely to be cost ef
fective.

(B) The Board may waive the requirements of subparagraph (A)
of this paragraph if it determines in writing, in accordance with
guidelines prescribed by the Director of the Office of Management
and Budget, that a cost-benefit analysis is not required.

(C) A cost-benefit analysis shall not be required under subpara
graph (A) prior to the initial approval of a written agreement for a
matching program that is specifically required by statute. Any sub
sequent written agreement for such a program shall not be ap
proved by the Data Integrity Board unless the agency has submit
ted a cost·benefit analysis of the program as conducted under the
preceding approval of such agreement.

(5XA) If a matching agreement is disapproved by a Data Integrity
Board, any party to such agreement may appeal the disapproval to
the Director of the Office of Management and Budget. Timely
notice of the filing of such an appeal shall be provided by the Di
rector of the Office of Management and Budget to the Committee
on Governmental Affairs of the Senate and the Committee on Gov
ernment Operations of the House of Representatives.

(B) The Director of the Office of Management and Budget may
approve a matching agreement notwithstanding the disapproval of
a Data Integrity Board if the Director determines that-

(i) the matching program will be consistent 'with all applica
ble legal, regulatory, and policy requirements;

(ii) there is adequate evidence that the matching agreement
will be cost-effective; and

(iii) the matching program is in the public interest.
(C) The decision of t1:e Direcror to approve a matching agreement

shall not take effect until 30 days after it is reported to committees
described in subparagraph (A).

CD) If the Data Integrity Board and the Director of the Office of
Management and Budget disapprove a matching program proposed
by the inspector general of an agency, the inspector general may
report the disapproval to the head of the agency and to the Con
gress.

(6) The Director of the Office of Management and Budget shall,
annually during the first 3 years after the date of enactment of
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this subsection and biennially thereafter, consolidate in a report to
the Congress the information contained in the reports from the
various Data Integrity Boards under paragraph (3)(D). Such report
shall include detailed information about costs and benefits of
matching programs that are .conducted during the period: covered
by such consolidated report, and shall identify each waiver granted
by a Data Iategrity Board of the requirement for completion and
submission of 8 cost-benefit analysis and the reasons for granting
the waiver.

(7) In the re~rta required by paragraphs .(3XD) and (6), agency
matching actiVlties that are not matching programs may be repo~

ad on an aggregate" basis, if and to the extent necessary to protect
ongoing law enforcement or counterintelligence investigations.

(v) OFFICE 0 .. MANAGEMENT AND BUDGET" RESPONSIBlLITI1CS.-The
Director of the Office of Management and Budget shall-

(1) .develop and, after notice and opportunity for public com
ment; prescribe guidelines and regulations for the use ofagan
cieein implementing the provisions of this section; and

(2) provide continuing assistance to and oversight of the im·
plementation of this section by agencies.

(Added Pub. L. 93-579, § 3, Dec. 31, 1974, 88 Stat. 1897, and amend
ed Pub. L. 94-183, § 2(2), Dec. 31, 1975, 89 Stat. 1057; Pub. L. 97
365, § 2, Oct. 25, 1982,96 Stat. 1749; Pub. L. 97-375, title II, § 201(8),
(b), Dec. 21, 1982, 96 Stat. 1821; Pub. L. 97-452, § 2(aX1), Jan. 12,
1983,_ 96 Stat. 2478; Pub. L. 98-477, Oct. 15, 1984, 98 Stat. 2211; Pub.
L. 98-497, Oct. 19, 1984, 98 Stat. 2292; Pub. L. 100-503, Oct. 18,
1988, 102 Stat. 2507.)

o
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PART 16-PRODUCTION OR DIS
CLOSURE OF MATERIAL OR IN
FORMATION

Subpart A-~ocedures '01 Disclosure of
ReeOfds Under the Freedom of InfO'
matlon Act

Sec.
16.1 General provisioDS.
16.2 Public reference fa.cilities.
]6.3 Requirements pertaining to requests.
16.4 Responses by components to requests.
16.5 Form and content of component re-

sponses.
16.6 Classified information.
16.7 Business information.
16.8 Appeals.
16.9 PreserVatIon of records.
16.10 Fees.
16.11 Other rights and services.
APPENDIX A TO SUBPART A-DELEGATION OF

AUTHORITY
APPENDIX B TO SUBPART A-·DELEGATION OF

AUTHORITY

P1. 16

Subpart B-Productlon or Disclosure In
Federal and State Proceedings

16.21 Purpose a.nd SCOPe.
16.22 General prohibit-ion of production or

disclosure in Federal and StaLe proceed
Ings in which the United States is not a
party.

16.23 General dIsclosure authority in Fed
eral and State proceedin~s in which the
United States is a party.

16.24 Procedure in the event of a demand
where disclosure is not otherwise author·
ized.

16.25 Final acLion by the Deputy or Associ
ate Attorney General.

16.26 Considerations In determining wheth
er productIon or disclosure should be
made pursuant to a demand.

16.27 Procedure In the event a depa.rtment
decision concerning a demand Is not
made prior to the time a response to tlle
demand is required.

16.28 Procedure in the event of an adverse
ruling.

16.29 Delegation by Assistant Attorneys
General.

APPENDIX TO SUBPART B-REDEL£GATION OF
AUTHORITY TO THE DEPUTY ASSISTANT AT
TORNEY GENERAL FOR LITIGATION, ANTI
TRUST DIVISION. To AUTHORlZE PRODUC
TION OR DISCLOSURE OF MATERIAL OR IN
FORMATION

Subpart C-Productk>n of FBI Identification
Records In Response 10 Written Re
quests by Subjects Thereof

16.30 Purpose and scope.
16.31 Definition of Identification record.
16.32 Procedure to obtain an identIfication

record.
16.33 Fee for production of identificatIon

record.
16.34 Procedure to obtain change. correc

tion or updating of identification
records.

Subpart D-Protection of Privacy and Ac
cess to IndMdual RecOf'ds Under the
Privacy Act of 1974

16.40 General provisions.
16.41 Requests for access to records.
16.42 Responses by components to requests

for access to records.
16.43 Form and content of component re-

sponses.
16.44 Classified information.
16.45 Records in exempt systems of records.
16.46 Access to records.
16.47 Fees for access to records.
16.48 ApPeals from denials of access.
16.49 Preservation of records.
16.50 Requests for correction of records.
16.51 Records not subject t.o correction.
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16.52 Requests for accounting of record dis
closures,

16.53 Notice of subpoenas and emergency
disclosures.

16.54 Security of systems of recordR.
16.55 Contracting record systems.
16.56 Use and collection of social security

numbers.
16.57 Employee standards of conduct,
16.58 Other rights and services.
ApPENDIX A TO SUBPART D-DELEGATION OF

AUTHORITY
ApPENDIX B TO SUBPART D-DELEGATION OF

AUTHORITY

Subpart E-Exemptlon of ~ecordsSystems
Under the Prlvacy Act

16.70 Exemption of the Office of the Attor
ney General System-limited access.

16,71 Exemption of the Office of the Deputy
Attorney General System-limited ac
cess.

16.72 Exemption of Office or the Associate
Attorney General System-limi~ed ac
cess.

16.73 Exemption of Office of Lega.l Policy
System-limited access,

16.74 Exemption of Office of Intelligence
Policy and Review Systems--limited ac
cess.

16.75 Exemption of the Office of the Inspec
tor General Systems/Limited Access.

16.76 Exemption of Justice Management Di
vision,

16.77 Exemption of U.S. Trustee Program
System-limited access.

16.78 Exemption of the Special Counsel for
Immigration-Related. Unfair Employ
ment Practices Systems.

16.79 Exemption of Pardon Attorney Sys
tems.

16.80 Exemption of Office of Professional
ReSpOnsibility System-limited access.

16.81 Exemption of United States Attorneys
Systems--limi ted access.

16.82 Exemption of the National Drug Intel
ligence Center Data Base-limited ac
cess,

16.83 Exemption of the Executive Office for
Immigration Review System-limited ac
cess.

16.84 Exemption of Immigration Appeals
System.

16.85 Exemption of U.S, Parole Commis
sion-limited access.

16.88 Exemption of Antitrust Division Sy~

tems--limited access.
16.89 Exemption of Civil Division Systems-

limited access.
16.90 Exemption of Civil Ri"htR Division

Systems,
16.91 Exemption of Criminal Division Sys

tems-limited access, as i!l(licated.
16.92 Exemption of Land and Natural Rc·

::;ourcm; Division System··1 i mi ted access.
as indicated.
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16,93 Exemption of Tax Division Systen
limited access.

16.96 Exemption of Federal Bureau of Inves
tigation Systems--limited access.

16,97 Exemption. of Bureau of Prisons Sys
tems--limited access.

16.98 Exemption of the Drug Enforcement
Administration <DEA}-limi ted access.

16.99 Exemption of Immigration and Natu
rallzation Service System-lim I ted ac
cess.

16.100 Exemption of OffiCe of Justice Pro
grams--limlted access.

16.101 Exemption of U,S. Marshals Service
Systems--limi ted access. as indicated.

16.102 Exemption of Drug Enforcement Ad
ministration and Immigration and Natu
ralization Service Joint System of
Records.

16.103 Exemption of the INTERPOL-United
States National Central Bureau
(INTERPOL-USNCB) System.

SUbpart F-Public Observation of Parole
Commission Meetings

16.200 Defini t,i on$.
16.201 Voting by the Commissioners without

joint deliberation.
16.202 Open meetings.
16.203 Closed meetings--Formal procedure.
16,204 Public notice.
16.205 Closed meetings--Informal PI'

dures.
16.206 Transcripts. minutes, and miscellane

ous documents concerning Commission
meetings.

16.207 Public access to nonexempt tran
scripts and minutes of closed Commis
sion meetings--Documents used at meet
ings--Record retention.

16.208 Annual report.
ApPENDIX I TO PART 16-COMPOSENTS OF THl::

DEPARTMENT OF JUSTICE

AUTHORITY: 5 U.S.C. 301. 552, 552a. 552b(gl.
553; 18 U.S.C. 4203(al(11; 28 U,S.C. 509. 510. 534;
31 U.S,C. 3717.9701.

Subpart A-Procedures for Disclo
sure of Records Under the
Freedom of Information Act

SOURCE: Order No. 1055--84, 49 FR 12254. Mar.
29. 1984. unle::;::; otherwise noted.

*16.1 General provisions.
(al This subpart contains the reg-ula

tlons of the Department of ,Justice im
plementin~ the Freedom of Informa
tion Act ("FOIA"). 5 U.S.C. 552. All re
quest::; for re(;ords that are not r
essed under suopaI·ts C or D of tllis
sha.ll lw processed under t.his suhpan.
Information customarily furnished to
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the public in the regular course of the
performance of official duties may con
tinue to be furnished to the public
without complying with this subpart,
provided that the furnishin~ of such in
formation would not violate the Pri
vacy Act of 1974, 5 U.S.C. 552a, and
would not be inconsistent with sub
parts C, D, or E of this part. To the ex
tent permitted by other laws. the De
partment will also consider making
available records which it is permitted
to withhold under the FOIA if it deter
mines that such disclosure could be in
the public interest.

(b) As used in this subpart. the fol
lowing terms shall have the following
meanings:

(1) Appeal means the appeal by a re
quester of an adverse determination of
his request, as described in 5 U.S.C.
552(a)(6)(A)(ii).

(2) Agency has the meaning given in 5
U.S.C. 5510) and 5 U.S.C. 552(e).

(3) Component means each separate
bureau. office. board, division, commis
sion, service. or administration of the
Department of Justice.

(4) Request means any request for
records made pursuant to 5 U.S.C.
552(a)(3).

(5) Requester means any person who
makes a request to a component.

(6) Business information means trade
secrets or other commercial or finan
cial information.

(7) Business submitter means any com
mercial entity which provides business
information to the Department of Jus
tice and which has a proprietary inter
est in the information.

(c) The Assistant Attorney General,
Office of Legal Policy, shall be respon
sible to the Attorney General for all
matters pertaining to the administra
tion of this subpart within the Depart
ment of Justice. The Assistant Attor
ney General, Office of Legal PolicY,
may take or direct such actions. di
rectly or through the Office of Informa
tion and Privacy within the Office of
Legal Policy. to carry out this respon
sibility as he deems necessary.

(d) Components of the Department of
Justice shall comply with the time
limi ts set forth in the FOIA for re
sponding- to and processing requests
and appeals, unless there are excep
tional circumstances within the mean-

§ 16.2

ing of 5 U.S.C. 552(a.)(6)(C). A compo
nent shall notify a requester whenever
the component is unable to respond to
or process the request or appeal wi thin
the time Jimi ts established by the
FOIA. Components shall respond to and
process requests and appeals in their
approximate order of receipt, to the ex
tent consistent wi th sound administra
tive practice.

§ 16.2 Public reference facilities.
(a) The Department of Justice shall

maintain public reading rooms or areas
at the locations listed below:

(1) United States Attorneys and Unit
ed States Marshals-at the principal
offices of the United States Attorneys
listed in the United States Government
Manual;

(2) Federal Bureau of Investigation
at the J. Edgar Hoover Building, 9th
Street and Pennsylvania Avenue NW.,
Washington. DC;

(3) Immigration and Naturalization
Service-at the Central Office, 425 I
Street NW., Washington, DC, and at
each District Office in the United
States listed in the United States Gov
ernment Manual;

(4) Drug Enforcement Administra
tion-in Room 1207. 1405 I Street NW.,
Washington, DC;

(5) Civil Rights Division-in Room
948. 320 First Street, NW.. Washington,
DC;

(6) Communi ty Relations Service-in
Suite 330, 5550 Friendship Boulevard,
Chevy Chase. Maryland;

(7) Office of the Pardon Attorney-in
Suite 490. 5550 Friendship Boulevard,
Chevy Chase, Maryland;

(8) United States Parole Commis
sion-on the Fourth Floor, 5550 Friend
ship Boulevard. Chevy Chase. Mary
land;

(9) Office of Justice Programs-in
Room 1268 B. 633 Indiana Avenue, NW.,
Washington. DC;

(10) Foreign Claims Settlement Com
mission-in Room 400. 1120 20th Street,
NW.• Washington, DC;

(11) Executive Office For Immigra
tion Review (Board of Immigration Ap
pea]s)--in Suite 1609. 5203 Leesburg
Pike. Falls Church, Virginia;

(l2) INTERPOL--in Room 907. 806
15th St.reet, NW .. Washington. DC:
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(13) All other components of the De
partment of Justice-at the Depart
ment of Justice, 10th Street and Con
stitution Avenue. NW .. Washington.
DC.

The public reference facilities of all
components shall contain the mate
rials relating to those components
which are required by 5 U.S.C. 552(a)(2)
to be made available for public inspec·
tion and copying.

(b) Each component shall maintain.
make available for public inspection
and copying, and publish each Quarter
a current index of the materials avail
able at its public reading room or area
which are required to be indexed under
5 U.S.C. 552(a)(2). However, if a compo
nent determines by order published in
the FEDERAL REGISTER that publica
tion of such an index would be unneces
sary or impracticable, then it shall not
be required to publish the index.

(c) Each component is responsible for
determining which materials it gen
erates or maintains are required to be
indexed under 5 U.S.C. 552(a)(2). The
Justice Managem~ntDivision shall en
sure that a current index of all mate
rials required to be indexed under 5
U.S.C 552(a)(2) is published in the FED
ERAL REGISTER, except to the extent
that such publication is considered un
necessary or impracticable and an
order to that effect is published in the
FEDERAL REGISTER.

(Order No_ 1055-84. 49 FR 12254, Mar. 29. 1984.
as amended by Order No. 1286-88. 53 FR 27161.
July 19. 1988]

§ 16.3 Requirements pertaining to re
quests,

(a) How made and addressed. A re
quester may make a request under this
subpart for a record of the Department
of Justice by writing to the component
that maintains the record. A request
should be sent to the component at its
proper address and both the envelope
and the request itself should be clearly
marked: "Freedom of Information Act.
Request." (appendix I to this part lists
the components of the Department and
their addresses. Tbe functions of each
component are summarized in part 0 of
this title and in the description of the
Department and its components in the
United States Government Manual.
which is issued annually and is avaiI-

28 CFR Ch. I (7-1-94 Edition)

able from the Superintendent of Doc
ments.) A requester in need of guidanc,
in defining a request or determining
the proper component to which he
should send his request may write to
the FOINPA Section, Justice Manage
ment Division. United States Depart
ment of Justice, 10th Street and Con
stitution Avenue NW.. Washington. DC
20530. Requests for certain historical
records of the Department maintained
in National Archives and Records Serv
ice centers must be directed to the
General Services Administration in ac
cordance with its regulations.

(b) Request must reasonably describe
the records sought. A request must de
scribe the records sought in sufficient
detail to enable Department personnel
to locate the records wi th a reasonable
amount of effort. A request for a spe
cific category of records shall be re
garded as fulfilling this requirement if
it enables responsive records to be
identified by a technique or process
that is not unreasonably burdensome
or disruptive of Department oper
ations. Wherever possible. a reqlv-~

should include specific informa
about each record sought. such as
date. title or name. author. recipient.
and subject matter of tbe record. In ad
dition. if the request seeks records per
taining to pending litigation. the re
quest should indicate the title of the
case. the court in which the case was
filed. and the nature of the case. To the
extent possible. requesters are encour
aged also to include in their requests
the file designations of the records
they seek. If a component determines
that a request does not reasonably de
scribe the records sought. the compo
nent shall either advise the requester
what additional information is needed
or otherwise state why the request is
unsufficient. The component also shall
extend to the requester an oPPortunity
to confer with Department personnel
with the objective of reformulating the
request in a manner which will meet
the reQUirements of this section.

(c) Agreement to pay fee:>. The filing of
a request under this subpart shall be
deemed to constitute an agreement by
the requester to pay all applicab' "'es
charged under § 16.10 of this subpp
to 125. unless a waiver of fees is Sl-._""lt.
The component responsible for re-
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s.ponding- to the request shall confirm
this ag-reement in it.s letter of acknowl
edgement to the request.er. When filing
a request, a requester may specify a
willingness to pay a greater amount, if
applicable.

§ 16.4 Responses by components to re
quests.

(a) In general. Except as otherwise
provided in this section, the componen t
that: (1) First receives a request for a
record; and (2) has possession of the re
Quested record is the component ordi·
narily responsible for responding to the
request.

(b) Authority to grant or deny requests.
The head of a component, or his des
ignee. is authorized to grant or deny
any request for a record of that compo
nent.

(0) initial action by the receiving com
ponent. When a eomponent receives a
request for a record in its possession,
the component shall promptly deter
mine whether another component, or
another agency of the GQvernment, is
better able to determine: (l) Whether
the record is exempt, to any extent.
from mandatory disclosure under the
FOrA; and (2) wrlether the record, if ex
empt to any extent from mandatory
disclosure under the FOIA. should
nonetheless be released to the re
quester as a matter of discretion. If the
receiving component determines that
it is the component or agency best able
to determine whether or not to disclose
the record in response to the request.
then the receiving component sha.ll re
spond to the request. If the receiving
component determines that it is not
the component or agency best able to
determine whether or not to disclose
the record in response to the request,
the receiving component shall either:

(1) Respond to the request, after con
sulting with the component or other

. agency best able to determine whether
or not to disclose the record and with
any other component or agency having
a substantial interest in the requested
record or the information contained
therein; or

(ii) Refer the responsibility for re
sponding to the request to the compo
nent best able to determine whether or
not to disclose the record, or to an
other agency that ~enerat,ed or origi-

nated t.he reem'd. but. only if
component. or a.g-ency is suh~

provisions of the FOlA.

Under ordinary circumsta
component. or agency that g€
originat.ed a requested reCOI

presumed to be the compone:
cy best able to determine ,
not to disclose the record i
to the request. However, J

this section shall prohibit a,
that generated or origina
quested record from referri
sponsibili ty for responding
quest to another compone
component that generated
nated the requested record,
that the other component ha
interest in the requested re(
information contained there:

(d) Law enforcement i
Whenever a request is m
record containing informal
relates to an investigation o.
violation of criminal law or
nal law enforcement proc(
which was generated or ori
another component or agen
ceiving component shaH re
sponsibility for responding
quest to that other compone
cy; however, such referral s~

only to the information ge
originated by that other cor
agency.

(e) Classified infDrmation. ,
request is made for a record
information which has been
or which may be eligible fOI

tion, by another component
under the provisions of
Order 12356 or any other
order concerning the classi
records, the receiving comp
refer the responsibility for
to the request to the con
agency that classified the i
or should consider the infor
classification. Whenever a J

tains information that has t
tivelY classified by a com
cause it contains informatio
by another component or [
component shall refer the J

ity for responding to the reQ
component or ag'ency tha1
the underlying informatior
such referral shall ext.end (
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information classified by the other
component or agency.

({) Notice of referral. Whenever a com
ponent refers all or any part of the re
sponsibility for responding to a request
to another component or to another
agency. it ordinarily shall notify the
requester of the referral and inform the
requester of the name and address of
each component or agency to which the
request has been referred and the por
tions of the request'so referred.

(g) Agreements regarding consultations
and referrals. No provision of this sec
tion shall preclude formal or informal
agreements between components, or
between a component and another
agency, to eliminate the need for con·
sultations or referrals of requests or
classes of requests.

(h) Separate referrals of portions of a
request. Portions of a request may be
referred separately to one or more
components or to one or more other
agencies whenever necessary to process
the request in accordance with the pro
visions of this section.

(i) Processing of requests that are not
properly addressed. A request that is not
properly addressed as specified in
§ 16.3(a) of this subpart shall be for
warded to the FOIN?A Section, Jus
tice Management Division. which shall
forward the request to the appropriate
component or components for process
ing. A request not addressed to the ap
propriate component will be deemed
not to have been received by the De
partment of Justice until the FOIAIPA
Section has forwarded the request to
the appropriate component and that
component has received the request, or
until the request would have been so
forwarded and received with the exer
cise of reasonable diligence by Depart
ment personnel. A component receiv
ing an improperly addressed request
forwarded by the FOIAIPA Section
shall notify the requester of the date
on which it receivedthe request.

(j) Date for determining responsive
records. In determining records respon
sive to a request. a component ordi
narily will include only those records
within the component's possession and
control as of the date of its receipt of
the request.

28 CFR Ch. I (7-1-94 Edition)

§ 16.5 Form and content of compone.
responses.

(a) Form of notice granting a request.
After a component has made a deter
mination to grant a request in whole or
in part. the component shall so notify
the requester in writing. The notice
shall describe the manner in which the
record will be disclosed. whether by
providing a copy of the record to the
requester or by making a COpy of the
record available to the requester for in
spection at a reasonable time and
place. The procedure for such an in
spection shall not unreasonably disrupt
the operations of the component. The
component shall inform the requester
in the notice of any fees to be charged
in accordance with the provisions of
§ 16.10 of this subpart.

(b) Form of notice denying a request. A
component denying a request in whole
or in part shall so notify the requester
in writing. The notice must be signed
by the head of the component. or his
designee. and shall include:

(1) The name and title or position of
the person responsible for the denial

(2) A brief statement of the reaso
reasons for the denial, including 1"...;

FOIA exemption or exemptions which
the component has relied upon in deny
ing the request and a brief explanation
of the manner in which the exemption
or exemptions apply to each record
withheld; and

(3) A statement that the denial may
be appealed under § 16.8(a) and a de
scription of the requirements of that
subsection.

(c) Record cannot be located or has
been destroyed. If a requested record
cannot be located from the information
supplied. or is known or believed to
have been destroyed or otherwise dis
posed of. the component shall so notify
the requester in writing.

§ 16.6 Classified information.
In processing a request for informa

tion that is classified 0[' classifiable
under Executive Order 12356 or any
other Executive order concerning the
classification of records. a component
shall review the informa.tion to deter
mine whether it warrants clas~

tion. Information which does not
rant cla.ssification sha,ll not be Wlch·
held from a requester on the basis of 5
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U.S.C. 552(b)(1l. The Office of Informa
tion and Privacy shall, upon receipt of
any appeal involving classified or clas
sifiable information. take appropriate
action to ensure compliance with part
17 of this chapter.

§ 16.7 Business information.

(a) In general. Business information
provided to the Department of Justice
by a submitter shall not be disclosed
pursuant to a Freedom of Information
Act request except in accordance with
this section.

(b) Definitions. The following defini
ti ons are used in reference to this sec
tion:

Business information means commer
cial or financial information provided
to the Department by a submitter that
arg-uably is protected from disclosure
under Exemption 4 of the Freedom of
Information Act. [) U.S.C. 552(b)(4).

Su.bmitter means any person or entity
who provides business information, di
rectly or indirectly, to the Depart
ment. The term includes. but is not
limited to. corporations, state govern
ments and foreign governments.

(c) Notice to sUbmitters. A component
shall. to the extent permitted by law.
provide a submitter with prompt writ
ten notice of a Freedom of Information
Act; request or administrative appeal
encompassing its business information
wherever required under paragraph (d)
of this section, except as is provided for
in paragraph (i) of this section, in order
to afford the submitter an opportunity
to object to disclosure pursuant to
paragraph (f) of this section. Such writ
ten notice shall either describe the
exact nature of the business informa~
tion requested or provide copies of the
records or portions thereof containing
the business information. The re
quester also shall be notified that no
tice and an opportunity to object are
being prOVided to a submitter.

(d) When notice is required. Notice
shall be given to a submitter whenever:
(1) The information has been des
ig-nated in good faith by the submitter
as information deemed protected from
disclosure under Exemption 4, or (2)
the component has reason to believe
that the information may be protected
from disclosure under Exemption 4.

§ 16.7

(c} J)('siQlltl/ion of fmsin('ss i11jormut.ir)7l.
Submi t·t.ers of businesR information
shall us" ~ood-faith effort.s to des
ignate, by appropriate marking-so either
at the time of submission or at a rea
sonable time thereafter. those portions
of t,heir submissions which they deem
to be protected from disclosure under
Exemption 4. Such designations shall
be deemed t.o have expired ten years
after the da.t.e of the submission unless
the submitt.er requests. and provides
reasonable justification for. a designa
tion period of g-reater duration.

(f) Opportunity to object to disclosure.
Through the notice described in para
graph (c) of this section, a component
shall afford a submitter a reasonable
period of time within which t.o provide
the component with a. detailed written
statement of any objection to disclo
sure. Such stat-ement shall specify all
grounds for withholding any of the in
formation under any exemption of the
Freedom of Information Act and. in the
case of Exemption 4. shall demonstrate
why the information is contended to be
a trade secret or commercial or finan
cial information that is privileged or
confidential. \\'henever possible, the
submitt.er's claim of confidentialit.y
should be supported by a statement or
certification by an officer or author
ized representative of the SUbmitter.
Information provided by a submitt.er
pursuant to this parag-raph may itself
be subject to disclosure under the
FOIA.

(g) Notice of intent to disclose. A com
ponent shall consider carefully a sub
mitter's objections and specific
grounds for nondisclosure prior to de
termining whether to disclose business
information. Whenever a component
decides to disclose business informa
tion over the objection of a submitter.
the component shall forward t.o the
SUbmitter a writ-ten notice which shall
include:

(1) A statement of the t'ea-sons for
which the submitt.er's disclosure objec
tions were not sustained:

(2) A deseript,ion of the business in
formation to be disclosed; and

(3) A sppcified disclosure date.
Such notice of intent t.o disclose

shall be forwarded \,0 the submitt.pr (l.

reasonn.bl(' llumbl'r of dn.ys prior t.o the
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specified disclosure date and the re
quester shall be notified likewise.

(h) Notice of FOIA lawsuit. Whenever a
requester brings suit seeking to compel
disclosure of business information, the
component shall promptly notify the
submitter.

(i) Exceptions to notice requirements.
The notice requirements of paragraph
'(c) of this section shall not apply if:

(1) The component determines that
the information should not be dis
closed;

(2) The information lawfully has been
published or has been officially made
available to the public;

(3) Disclosure of the information is
req'uired by law (other than 5 U.S.C.
552); or

(4) The designation made by the sub
mitter in accordance with paragraph
(e) of this section appears obviously
frivolous; except that, in such case, the
component shall provide the submi tter
with written notice of any final admin
is trative decision to disclose business
information within a reasonable num
ber of days prior to a specified disclo
sure date.

(Order No. 1286--88, 53 FR 27161. July 19, 1988]

§ 16.8 Appeals.
(a) Appeals to the Attorney General.

When a request for access to records or
for a wai vel' of fees has been denied in
whole or in part, or when a component
fails to respond to a request within the
time limits set forth in the FOIA, the
requester may appeal the denial of the
request to the Attorney General within
30 days of his receipt of a notice deny
ing his request. An appeal to the Attor~

ney General shall be made in writing
and addressed to the Office of Informa
tion and Privacy, United States De
partment of Justice. 10th Street and
Constitution Avenue, NW., Washing
ton, DC 20530. Both the envelope and
the letter of appeal itself must be
clearly marked: "Freedom of Informa
tion Act Appeal." An appeal not so ad
dressed and marked will be forwarded
to the Office of Information and Pri
vacy as soon as it is identified. An ap
peal that is improperly addressed will
be deemed not to have been received by
the Department until the Office of In
formation and Privacy receives the ap
peal, Or would hl"We done so wi th the
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exercise of rea.sonable diligence by I
partment personnel.

(b) Action on appeals by the Office of
Information ang Privacy. Unless the At
torney General oth'erwise directs, the
Director, Office of Information and Pri
vacy, under the supervision of the As
sistant Attorney General, Office of
Legal Policy, shall act on behalf of the
Attorney General on aU appeals under
this section, except that:

(1) In the case of a denial of a request
by the Assistant Attorney General, Of·
rice of Legal Policy, the Attorney Gen
era} or his designee shall act on the ap
peal, and

(2) A denial of a request by the Attor
ney General shall constitute the final
action of the Department on that re
quest.

(c) Form of action on appeal. The dis
posi tion of an appeal shall be in wri t
ing, A decision affirming in whole or in
part the denial of a request shall in
clude a brief statement of the reason or
reasons for the affirmance. including
each FOrA exemption relied upon and
its relation to each record withh"'.-l.
and a statement that judicial revil
the denial is available in the U.S.
trict Court for the judicial district in
which the requester resides or has his
principal place of business. the judicial
district in which the requested records
are located. oz' the District of Colum
bia. If the denial of a request is re
versed on appeal, the requester shall be
so notified and the request shall be
processed promptly in accordance with
the decision on appeal.

§ 16.9 Preservation of records.

Each component shall preserve all
correspondence relating to the requests
it receives under this subpart. and all
records processed pursuant to such re
quests, until such time as the delOltruc
tion of such correspondence and
records is authorized pursuant to title
44 of the U.S. Code. Under no cir
cumstances shall records be destroyed
while they are the subject of a pending'
request, appeal. or lawsuit under the
Act.

§ 16.10 Fees.
ta.) In gerterul. Fees pursu:tn 5

U.S.C. 552 shall be assessed aec(J. "Lng
to the schedule contained in parag-raph
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(b) of t.his section for servieC5 rendered
by components in responding to and
processing requests for rC(~ords under
this subpart. All fees so assessed shall
be charged to the requester, except
where the charging- of fees is limi ted
under paragraph (c) of this section or
where a waiver or reduction of fees is
granted under paragraph (d) of this sec
tion. A component shall collect all ap
plicable fees before making copies of
requested records available to a re
Quester. Requesters shall pay fees by
check or money order made payable to
tihe Treasury of the United States.

(b) Charges. In responding to requests
under this subpart. the following fees
shall be assessed, unless a wa.iver or re
duction of fees has been gra.nt.ed pursu
ant to paragraph (d) of this section:

(1) Search. (i) No search fee shall be
assessed with respect to request.s by
educational institutions. noncommer
cial scientific institutions, and rep.
resentatives of the news media (as de~

fined in paragraph {j) (6). (7) and (8) of
this section, respectively). Search fees
shall be assessed with respect to all
other requests. subject to the 1imita~

tions of paragraph (C) of this section.
Components may assess fees for time
spent searching even if they fail to lo
cate any respective record or where
records located are subsequently deter
mined to be entirely exempt from dis
closure.

(ii) For each quarter hour spent by
clerical personnel in searching for and
retrieving a requested record, the fee
shall be S2.25. Where a search and re
trieval cannot be performed entirely by
clerical personnel-for example. where
the identification of records within the
scope of a request requires the use of
professional personnel-the fee shall be
S4.5O for each quarter hour of search
time spent by such professional person
nel. Where the time of managerial per
sonnel is required, the fee shall be $7.50
for each quarter hour of time spent by
such managerial personnel.

(iii) For computer searches of
records, which may be undertaken
through the use of existing program
ming, requesters shall be charged the
actual direct costs of conducting the
sparch, although certain requesters (as
defined in paragraph(c)(2) of this sec
tion) shall be entitled to t.he cost

§ 16.1

equivalent of two h()ur~ of rna.nUl
search t.ime without chan~e_ These d
reel costs sha]1 include the cost of OJ
erating- a central processin~ unit f(
that portion of operating time that
directly attributable to searching f(
records responsive to a request. as we
as the costs of operator/programm·
salary apportionable to the search (;
no more than $4.50 per Quarter hour
time so spent). A component is not r
quired to alter or develop prog-rammir
to conduct a search.

(Z) Duplication. Duplication fees sha
be assessed wi th respect to all req ues
ers. subject. to the limitations of par
graph (c) of this section. For a pap
photocopy of a record (no more thl
one copy of which need be supplie(
the fee shall be $0.10 per page. For co
ies produced by computer. such
tapes or printouts. components sh~

charge the actual direct costs. inclu
ing operator time, of producing t
copy. For other methods of duplic
tion. components shall charge the 2

tual direct costs of duplicating
record.

(3) Review. (i) Review fees shall be ~

sessed with respect to only those 1

questers who seek records for a co:
mercial use, as defined in paragra
0)(5) of this section. For each Quart
hour spent by agency personnel in )
viewing a requested record for possi!
disclosure, the fee shall be $4.50, eXCE
that where the time of managerial p<
sonnel is required. the fee shall be $7
for each Quarter hour of time spent
such managerial personnel.

(ii) Review fees shall be assessed or
for the initial record review, i.e., all
the review undertaken when a com]
nent analyzes the applicability of
particular exemption to a particu
record or record portion at the init
request level. No charge shall be
sessed for review at the administrat"
appeal level of an exemption alrea
applied. However, records or reCI
portions withheld pursuant to an '
emption that is subsquently det
mined not to apply may be revie\l
again to determine the applicability
other exemptions not. previously Cl

sidered. The costs of such a subsequ(
review are properly assessa.ble. patti
larly where t.hat. review is made n
essary by a change of circumt;(,anC'l's.
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(c) Limitations On charging fees. (1) No
search or review fee shall be charged
for a Quarter-hour period unless more
than half of that period is required for
search or review.

(2) Except for requesters seeking
records for a commercial use (as de
fined in paragraph 0)(5) of this sec
tion), components shall provide with
out charge-

(i) The first 100 pages of dUPlication
(or its cost equivalent), and

(ii) The first two hours of search (or
its cost equivalent).

(3) Whenever a total fee calculated
under paragraph (b) of this section is
sa.OO or less, no fee shall be charged.

(4) The provisions of paragraph (c) (2)
and (3) of this section work together.
For requesters other than those seek
ing records for a commercial use, no
fee shall be charged unless the cost of
search in excess of two hours plus the
cost of duplication in excess of 100
pages exceeds $8.00.

Cd} Waiver or reduction of fees. (I)
Records responsive to a request under 5
U.S.C. 552 shall be furnished without
charge or at a charge reduced below
that established under paragraph (b) of
this section where a component deter
mines, based upon information pro
vided by a requester in support of a fee
waiver request or otherwise made
known to the component, that disclo
sure of the requested information is in
the public interest because it is likely
to contribute significantly to public
understanding of the operations or ac
tivities of the government and is not
primarily in the commercial interest of
the requester. Requests for a waiver or
reduction of fees shall be considered on
a case-by-case basis.

(2) In order to determine whether the
first fee waiver requirement is met
i.e., that disclosure of the requested in
formation is in the public interest be
cause it is likely to contribute signifi
cantly to public understandinF;" of the
operations or activities of the govern
ment-eomponents shall cansider the
folloWing four factors in sequence:

(1) The subject of the request: Whether
the subject of the requested records con
cerns "the operations or activities of the
government." The subject matter of the
requested records, in the context of the
request, must specifica.lly concern

28 CFR Ch. I (7-1-94 Editior

identifiable operations or activi tiel
the federal government-with a Cu.
nectian that is direct ami clear, not r'
mote or attel)uated. Furthermore, tl
recards must be sought far their i
formative value with respect to tho
government operations or activities;
request for access to records for the
intrinsic informational content alo:
will not satisfy this threshold consid€
ation.

(li) The informative value of the inf!
mation to be disclosed: Whether the d
closure is "likely to contribute" to an u
derstanding of government operations
actit,ities. The disclosable portions
the requested records must be mea
ingfully informative on specific gc
ernment operations or activities
order to hold potential for contributi
to increased public understanding
those operations and acti vi ties. T
disclosure of information that alrea
is in the public domain, in either a (
plicative or a substantially identi\
form, would not be likely to contrib1
to such understanding. as nothing n
would be added to the public recor

(iii) The contribution to an under.
ing of the sub/ect by the public likely
result from disclosure: Whether disclos
of tke reQuested information will cont~

ute to "public understanding." The (
closure must contribute to the und
standing of the public at large, as
posed to the individual understand
of the requester or a narrow seg-meni
interested persons. A requester's id
tity and qualifications-e.g., exper1
in the subject area and ability and
tention to effectively convey infOr!
tion to the general public-should
considered. It reasonably may be I

sumed that a representative of
news media (a.s defined in paragr
(j)(8) of this section) who has aeces!
the means of public disseminat
readily will be able to satisfy this c
sideration. Requests from librariN
other record repositories (or reques'
who intend merely to disseminate
forma.tion to such institutions) shal
analyzed, like those of other requ
e1's, to identify a PLtrticu1a.r person'
represents that he actu,1.lly will .
requested information in scho
ot.her a,nalytic work a.nd then u._ ,_
nate it to the t-:'t~neral public.
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(iv) The significance of th£' ermtrihutionto public understanding: Whether the disclosure is likely to con/rilmlc "significantly" to public understanding of government opcrations or activities. Thepublic's understanding of the subjectmatter in question. as compared to thelevel of public understanding existingprior to the disclosure. must be likelyto be enhanced by the disclosure to asignificant extent. Components shallnot make separate value judgments asto whether information. even though itin fact would contribute significantlyto public understanding of the operati ons or acti vi ties of the governmen t.is "important" enough to be made public.
(3) In order to determine whether thesecond fee waiver requirement is met-'--i.e .. that disclosure of the requested information is not primarily in the commercial interest of the requester-components shall consider the followingtwo factors in sequence:
(i) The existence and magnitude of acommercial interest: Whether the requester has a commercial intcrest thatwould be furthered by the requested disclosure. Components shall consider allcommercial interests of the requester(with reference to the definition of"commercial use" in paragraph 0>(5) ofthis section), or any person on whosebehalf the requester may be acting, butshall consider only those interestswhich would be furthered by the reQuested disclosure. In assessing themagnitude of identified commercial interests, consideration shall be given tothe role that such FOIA-disclosed information plays with respect to thosecommercial interests. as well as to theextent to which FOrA disclosures servethose interests overall. Requestersshall be given a reasonable opportuni tyin the administrative process to provide information bearing upon thisconsideration.

(ii) The primary interest in disclosure:Whether the magnitude oj the identifiedcommercial interest of the requester is sufficiently large. in comparison with thepublic interest in disclosure. that disclosure is "primarily in the commercial interest of the requester. " A fee wai ver or reduction is warranted only where. oncethe "public interest" standard set outin paragraph (d)(2) of this section is

§ 16.10
satisfied. that. public interest. can fairlybe rCf,':"arded as f.;n~ateI' in ma~~nitudethan that of the requesl.el'·s commercial interest, iii disclosure. Component.sshall ordinarily presume that.. where anews media requester has satisfied the"public interest" standard, that will bethe interest primarily served by disclosure to that requester. Disclosure todata brokers or others who compile andmarket government information for direct economic return shall not be presumed to primarily serve the "publicinterest...

(4) Where only a portion of the requested records satisfies both of the reQuirements for a waiver or reduction offees under this paragraph, a waiver orreduction shall be granted only as tothat portion.
(5) Requests for the waiver or reduction of fees shall address each of thefactors listed in paraf,':"raph (d) (2) and(3) of this section. as they apply toeach record request.
(e) Notice of anticipated fees in excessof $25.00, Where a component determines or estimates that the fees to beassessed under this section mayamount to more than S25.00, the component shall notify the requester assoon as practicable of the actual or estimated amount of the fees, unless therequester has indicated in advance hiswillingness to pay fees as high as thoseanticipated. (If only a portion of thefee can be estimated readily. the component shall advise the requester thatthe estimated fee may be only a portion of the total fee.) In cases where arequester has been notified that actualor estimated fees may amount to morethan $25.00, the request will be deemednot to have been received until the requester has af.;reed to pay the anticipated total fee. A notice to the requester pursuant to this paragraphshall offer him the opportunity to confer with Department personnel in orderto reformulate his request to meet hisneeds at a lower cost.

(f) Aggregating requests. Where a component reasonably believes that a requester or a group of requesters actingin concert is attempting to divide a request into a series of requests for thepurpose of evading the assessment offees. the compon<>nt. may agf,':"reg-at.e anysuch requ('f;t.g and c hal'f,':"e accordi ng-ly.
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Components may presume that mul:..
tiple requests of this type made within
a aQ-day period have been made in
order to evade fees. Where requests are
separated by a longer period, compo
nents shall aggregate them only where
there exists a solid basis for determin
ing that such aggregation is warranted,
e.g., where the requests involve clearly
related matters. Multiple requests in~

volving unrelated matters shall not be
aggregated. .

(g) Advance payments. (1) Where a
component estimates that a total fee
to be assessed under this section is
likely to exceed $250.00, it may require
the requester to make an advance pay
ment of an amount up to the entire es
timated fee before beginning to process
the request, except where it receives a
satisfactory assurance of full payment
from a requester with a history of
prompt payment.

(2) Where a requester has previously
failed to pay a records access fee with
in 30 days of the date of billing, a com
ponent may require the requester to
pay the full amount owed. plus any ap
plicable interest (as provided for in
paragraph (h) of this section). and to
make an advance payment of the full
amount of any estimated fee before the
component begins to process a new re
quest or continues to process a pending
request from that requester.

(3) For requests other than those de
scribed in paragraphs (g) (1) and (2) of
this section, a component shall not re
quire the requester to make an advance
payment. i.e .• a payment made before
work is commenced or continued on a
request. Payment owed for work al
ready completed is not an advance pay
ment.

(4) Where a component acts under
paragraph (g) (1) or (2) of this section.
the administrative time limi ts pre
scribed in subsection (a)(6) of the ForA
for the processing of an ini tial request
or an appeal. plus permissible exten
sions of these time limits, shall be
deemed not to begin to run until the
component has received payment of the
assessed fee.

(h) Charging interest. Components
may assess interest charl;es on an un
paid bill starting on the 31st day fol
lowing the day on which the bill was
sent to the requester. Once a fee pay-
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ment has been received by a. corr.
nent, even if not processed. tho accn....._
of interest shall be stayed. Interest
charges shall- be assessed at the rate
prescribed in section 3717 of title 31
U.S.C. and shall accrue [['om the date
of the billing. Components shall follow
the provisions of the Debt Collection
Act of 1982, Public Law 97-265 (Oct. 25,
1982). and its implementing procedures,
including the use of consumer report
ing agencies, collection agencies. and
offset.

(0 Other statutes specifically providing
fOT fees. (1) The fee schedule of this sec
tion does not apply with respect to the
charging of fees under a statute specifi
cally providing for setting the level of
fees for particular types of records
Le.• any statute that specifically re
quires a government entity such as the
Government Printing Office or the Na
tional Technical Information Service.
to set and collect fees for particular
types of records-in order to:

(i) Serve both the general public and
private sector organizations by conven
iently making available governIT-~t,

information;
(ii) Ensure that groups and ind.

uals pay the cost of publications and
other services that are for their special
use so that these costs are not borne by
the general taxpaying public;

(iii) Operate an information-dissemi
nation activity on a self-sustaining
basis to the maximum extent possible:
or

(iv) Return revenue to the Treasury
for defraying. wholly or in part. appro
priated funds used to pay the cost of
disseminating g-overnment informa
tion.

(2) Where records responsive to re
quests are maintained for distribution
by agencies operating statutorily based
fee schedule programs. components
shall inform reQuesters of the steps
necessary to obtain records from those
sources.

(j) Definitions. For the purpose of this
section:

(l) The term direct co.~ts means those
expenditures which an agency actually
incurs in searchinr; for and duplicating
(and. in the case of commercial w .~

questers, reviewing) records to f(

to a ForA request. Direct COSL~ .[1.

cludt~. for example the sa.lary of thf
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employee performing the work (t.he
basic rate o[ pay for the employee plus
16 percent of that rat.e to Gover bene
fits) and U1C cost of operating- duplicat
ing machinery. Not. includ{ld in direct
costs are overhead expenses such as
costs of space and heating or lif{htin~

of t,he facility in which t.he records are
stored.

(2) The term search includes all time
spent looking for material that is re
sponsive to a request, inclUding page
by-page or line-by-line identification of
material within documents. Compo
nents shall ensure, however, that
searches are underta.ken in the most e[

ficient and least expensive manner rea
sonably possible; thus, for example.
components shall not engage in line
by-line search where merely duplicat
ing an entire document would be
quicker and less expensive.

(3) The term duplication refers to the
process of making a copy of a record
necessary to reSpOnd to a FOrA re
quest. Such copies can take the form of
paper copy, microform, audio-visual
materials, or machine-readable docu
mentation (e.g., magnetic tape or disk),
among others. The copy provided shall
be in a form that is reasonably usable
by requesters.

(4) The term review refers to the proc
ess of examining a record located in re
sponse to a request in order to deter
mine whether any portion of it is per
mitted to be Withheld. It also includes
processing any record for disclosure.
e.g., doing all that is necessary to ex
cise it and otherwise prepare it for re
lease, al though review costs shall be
recoverable even where there ulti
mately is nO disclosure of a record. Re-
view time does not include time spent
resolving general legal or policy issues
regarding the application of exemp
tions.

(5) The term commercial use in the
context of a request refers to a request
from or on behalf of one who seeks in
formation for a use or purpose that fur~

thers the commercial, trade. or profit
interests of the requester or the person
on whose behalf the request is made,
which can include furthering those in
terests through litigation. Components
shall determine. as well as reasonably
possi bIe, the use to which a r'('Qu('ster
will put the records request.eel. Where

§ 16.10

the circurnst.anees of a n:q\H~"1. suggest
that the request,er will put. t.h(' records
soug-ht, to a commercial USP, either be
ca.use of the nature of t.he r(>.qUt~stit5elf

or beca.use a component oU1erwii'O ha.s
reasonable cause to doubt a l'cquestcr's
stated use. the component sha.ll pro
vide the requester a reasonable oppor
tunity to submit further cla.rification.

(6) The tel'm educational inst.itution re
fers to a preschool. a public or pri vat.e
elementary or secondary school, an in
stitution of undergraduate higher edu
cation. an instiLl.Ition of graduate high

"er education. an institution of profes-
sional education, and an institution of
vocational education. which operat.es a
program or programs of scholarly re
search. To be eligible [or inclusion in
this category. a requester must show
that the request. is being- made as au
thorized by and under the auspices of a
qualifying- in~titution and that the
records are not sought for a commer
cial use but a.re sought in furtheran.:::e
of scholarly research.

(7) The term noncommercial scientific
institution refers to an insti tu tion that
is not operat.ed on a "commercial"
basis as that term is referenced in
paragraph (j)(5) of this section, and
which is operat.ed solely for the pur
pose of conducting scientific research
the results of which are not intended t.o
promote any particular product or in
dustry. To be eligible for inclusion in
this category, a requester must show
that the request is being made as au
thorized by and under the auspices of a
qualifying- institution and that the
records are not:. sought for a commer
cial use bu t are sought in furtherance
of scientific research.

(8) The term representative 01 the news
media refers to any person active1y
gathering news [or an entity that is 01'+

ganized and operated to publish or
broadcast news to the public. The term
news means information t.hat is about
current events or that would be of cur
rent interest to the public. Examples of
news media ent.ities include t.elevision
or radio st.ations broadcasting to the
public at larg-e. and pUblishers of peri
odicals (but. only in those instances
where t.hey can qu~tlify H,s dissemina.
tors of "news") who make theil' prod
ucts available for pur'chase or subscrip
tion by 1.1lt' gpIH'I'al public. For "fn'\'-
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lance" journalists to be regarded as
working for a news organization, they
must demonstrate a solid ba..<;is for ex
pecting publication through that orga
nization; a publication contract would
be the clearest proof, but components
shall also look to the past publication
record of a requester in making this de
termination. To be eligible for inclu·
sian in this category, a requester also
must not be seeking the requested
records for a commercial use. In this
regard, a request for records supporting
the news dissemination function of the
requester shall not be considered to be
for a commercial use.

(k) Charges for other services and mate
rials. Apart from the other provisions
of this section. where a component
elects, as a matter of administrative
discretion. to comply with a request
for a special service or materials. such
as certifying that records are true cop
ies or sending them other than by ordi
nary mail. the actual direct costs of
providing the service Or materials shall
be charged.

[Order 1212-87,52 FR 33231, Sept. 2. 1987J
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§ 16.11 Other rights and services.
Nothing- in this subpart shall be c,

strued to pnt.it.lp a.ny pprl'lon. a.s
right, to any'service or to the disc
sure of any record to which such per:
is not entitled under 5 U.S.C. 552.

ApPENDIX A TO SUBPART A
DELEGATION OF AUTHORITY

1. By virtue or the authority vested in
by § 16.S(b) of title 28 of the Code of Fed
Regulations, the authority to deny requ
under the Freedom of Information Act is
egated to the occupant of the positioJ
Chief, Freedom of Information-Privacy,
Section. Records Management DiVision, :
eral Bureau of Investigation. This same
thority is delegated to the occupant of
position of Special Agent in Charge of l

of the field offices of the Federal Burea'
Investigation for records in their cus
and control.

2. This directive Is effective ,June 9. 198'

[46 FR 32021. June 19. 1981, as amended:
FR 11625, Mar. 27, 1981)

ApPENDLX B TO SUBPART A
DELEGATION OF AUTHORITY

(a) By virtue of the authority vestecl
by §

ApPENDIX TO SUBCHAPTER E-TEMPORARY REGULATIONS
{EOfTOR,,o,L NOTE: The following is a list Of temporary regUlations. except delegations ot authOfity. which relate to Federal pI

management and are in effect as ot the revision dale 0' this volume.)

FPMR Temp. Reg. Subject Exp<res FR Publication

I E-90 Orderin9 items reom tile GSA July 31. 1989 53 FR 29234. Aug. J. 1
Supply Catalog.

, E-90. Supp. 1 do July 31. 1990 54 FA 3' 030. July 26•.
, E-90. Supp. 2 do July 31.1991 56 FR 33309. Aug. 15.

I This temporary rll9u1ation appears In full texl below.

6.5(b) of title 28 of the Code of Federal Reg
ulations. I hereby delegate authority to the
United States Attorney for the District of
Columbia to:

(1) Respond initially to requests;
(2) Grant and deny access to rec0rds;
(3) Communicate directly with the Office

of Information and Privacy concerning ad
ministrative appeals; and

(4) Prepare affidavits. litigation report~.

and other necessary documents in prepara·
tion for civil litigation in suits pursuant to
5 U.S.C. 552(4)(B).

Ib) This authority is limited to those
records which are under the custouy and con
trol of the United States Attorney for the
District of Columbia. The authority dele
R"ated herein may be redeleg-ated.

(c) This directive Is effective Immedi~

[49 FR 11625, Mar. 27. 1984J

Subpart B-Production or Dis
sure in Federal and State
ceedings

SOUHCE: Order No. 919-80. 45 FR 83210
18. 1980. unless otherwise noted.

§ 16.21 Purpose and scope.
(n.) This subpart sets forth proce(

to be followed with respect Lo the
duction 01' disclosure of any rnn t

contained in the files of the
ment, any information ro]aUng
terial co~tained in the files of th.
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partment, or any information ,\cquired
by any person while such person was an
employee of the Department a,s a part
of the performance of that person's of
ficial duties or because of that person's
official stat.us:

0) In all federal and state proceed
ings in which the United States is a
party; and

(2) In all federal and state proceed
ings in which the United States is not
a party, inc! uding any proceedings in
which the Department is representing
a government employee solely in that
employee's individual capacity, when a
SUbpoena, order, or other demand
(hereinafter collectively referred to as
a "demand") of a court or other au
thori ty is issued for such material or
information.

(b) For purposes of this su bpart, the
term employee of the Department in
cludes aU officers and employees of the
United States appointed by, or subject
to the supervision, jurisdiction, or con
trol of the Attorney General of the
United States. including U.S. Attor
neys, U,S. Marshals. U.S. Trustees and
members of the staffs of those officials.

(c) Nothing in this subpart is in
tended to impede the appropriate dis
closure, in the absence of a demand, of
information by Department law en
forcement agencies to federal, state,
local and foreign law enforcement.
prosecutive. or regulatory agencies.

(d) This subpart is intended only to
provide guidance for the internal oper
ations of the Department of Justice.
and is not intended to, and does not,
and may not be relied upon t,o create
any right or benefit, substantive or
procedural, enforceable at law by a.
party against the United States.

§ 16.22 General prohibition of produc
tion or disclosure in Federal and
State proceedings in which the
United States is not a party.

(a) In any federal or state case or
matter in which the United States is
not a party, no employee or former em
ployee of the Department of Justice
shall, in response to a demand, produce
any mat,erial contained in the files of
the Department, or disclose any infor
mation relating to or based upon mate
rial contained in the files of the De
partment, or disclose any information

§ 16.23

or produce any maLerialacquired as
part of the performanec of th"t. per
son's official duties or h(~ut\lse of that.
person's official status without prior
approval of the proper Depart.ment offi
cial in accordance with §§ 16.21 and 16.25
of this part.

(b) Whenever a demand is made upon
an employee or former employee as de
scribed in paragraph (a) of this section,
the employee shall immediately notify
the U.S. Attorney for the district
where the issuing authorit,y is located.
The responsible United States Attor
ney shall follow procedures set forth in
§ 16.24 of this part.

(c) If oral testimony is sought by a
demand in any case or matt.er in which
the United States is not a party. an af
fidavit, or, if that is not feasible. a
statement by the party seeking the
testimony or by his attorney, setting
forth a summary of the testimony
sought and its relevance to the pro
ceeding, must be furnished t,o the re
sponsible U.S. Attorney. Any author
ization for testimony by a present or
former employee of the Department
shall be limited to the scope of the de·
mand as summarized in such state·
ment.

(d) When information other than oral
testimony is sought by a demand, the
responsible U.S. Attorney shall request
a summary of the information sought
and its relevance to the proceeding.

§ 16.23 General disclosure authority in
Federal and State proceedings in
which the United States is a party.

(a) Every attorney in the Department
of Justice in charge of any case or mat
ter in which the United States is a
party is authorized, after consultation
wi th the "originating component" as
defined in § 16.24(a) of this part, to re
veal and furnish to any person, includ
ing an actual or prospective witness. a
grand jury. counsel, or a court. either
during or preparatory to a proceeding.
such testimony, and relevant unclassi
fied material. documents, or informa
tion secured by any attorney. or inves
tigator of the Department of Justice.
as such attorney shall deem necessary
or desirable to the discharge of the at.
torney's offical duties: Provided. Such
an attorney shall consider, with rp
spect to any disdosur('. the fadors ~et
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forth in § 16.26(a) of this part: And fur
ther provided, An attorney shall not re
veal or furnish any material, docu
ments. testimony or information when,
in the attorney's judgment, any of the
factors specified in §16.26(b) exists,
without the express prior approval by
the Assistant Attorney General in
charge of the division responsible for
the case or proceeding, the Director of
the Executive Office for United States
Trustees (hereinafter referred to as
"the EOUST"), or such persons' des
ignees.

(b) An attorney may seek higher
level review at any stage of a proceed
ing, including prior to the issuance of a
court order, when the attorney deter
mines that a factor specified in
§ 16.26(b) exists or foresees that higher
level approval will be required before
disclosure of the information or testi
mony in question. Upon referral of a
matter under this sUbsection. the re
sponsible Assistant Attorney General.
the Director of EOUST, or their des
ignees shall follow procedures set forth
in § 16.24 of this part.

(c) If oral testimony is sought by a
demand in a case or matter in which
the United States is a party, an affida
vit, or, if that is not feasible, a state
ment by the party seeking the testi
mony or by the party's attorney set
ting forth a summary of the testimony
sought must be furnished to the De
partment attorney handling the case or
matter.

~ 16.24 Procedure in the event of a de
mand where disclosure is not other
wise authorized.

(a) Whenever a matter is referred
under § 16.22 of this part to a U.S. At
torney or, under §16.23 of this part. to
an Assistant Attorney General, the Di
rector of the EOUST, or their designees
(hereinafter collectively referred to as
the "responsible official"), the respon
sible official shall immediately advise
the official in charge of the bureau, di
vision, office. or agency of the Depart
ment that was responsible for the col
lection, assembly. or other preparation
of the material demanded or that, at
the time the person whose testimony
\"'as demanded acquired the informa
tion in Question. employed such person
(hereinafter collectively referred to as

28 CFR Ch,
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agree that such testimony or such a
disclosure should not, be made. Lhey
shall determine if the demand involves
information that was collected, assem
bled, or prepared in connection with
litigation or an investigation super
vised by a division of this Department
or the EOUST. If so, the U.S. attorney
shall notify the Director of the EOUST
or the Assistant Attorney General in
charge of the division responsible for
such litigation or investigation, who
may:

(i) Authorize personally or through a
Deputy Assistant Attorney General,
the demanded testimony or other dis
closure of the information if such testi
mony or other disclosure, in the Assist
ant or Deputy Assistant Attorney Gen
eral's judgment or in the judgment of
the Director of the EOUST, 1S consist
ent with the factors specified in
§ 16.26(a) of this part, and none of the
factors specified in §16.26(b)of this part
exists with respect to the demanded
disclosure;

(it) Authorize, personally or by a des
ignee, the responsible official, through
negotiations and, if necessary, appro
priate motions, to seek to limit the de
mand to matters, the disclosure of
which, through testimony or docu
ments, considerations specified in
§ 16.26 of this part, and otherwise to
take all appropriate steps to limit the
scope or obtain the withdrawal of a de
mand; or

(iii) If, after all appropriate steps
have been taken to limit the scope or
obtain the wi thdrawal of a demand, the
Director of the EOUST or the Assistant
or Deputy Assistant Attorney G€neral
does not authorize the demanded testi
mony or other disclosure, refer the
matter, personally or through a Dep.
uty Assistant Attorney General. for
final resolution to the Deputy or Asso
ciate Attorney General, as indicated in
§ 16.25 of this part,

(2) If the demand for testimony or
other disclosure in such a case does not
involve information that was collected,
assembled, or prepared in connection
with litigation or an investigation su
pervised by a division of this Depart
ment, the originating component shall
decide whether disclosure is appro
priate, except that. when especially
significant issues are raised. the re-

~p()n$ihle official may r!'fpl' lh(' r
to the Depue.v or Assoeiat,(: Atl
General, as indicated in § IG.2:\ (
part. If the orig-inating C0mpont::
termines t.hat disclosure would
appropriate and the responsihle c
does not refer the mat.ter for
level review, the responsible (
shall t,ake all appropriate steps t.
the scope or obtain the withdraw
demand. .

(e) In a case in which the
States is a party, the Assistant G
or the Director of the EOUST r
sible for the case or matter. 0

persons' deshmees, are auth
after consultation with the origi
component. to exercise the auth
specified in paragraph (d)(1) (i) t~

(iii) of this section: Provided, Th
demand involves information th
collected. assembled, or preparec
nally in connection with litig-at
an investigation supervised by a
unit of the Department, the resp,
official shall notify the other d
or the EOUST concerninf':' the d
and the anticipated response.
litigating units of the Departmi
unable to resolve a disagreemel
cerning disclosure, the Assista
torneys General in charge of t
divisions in disagreement, or t.he
tor of the EOUST and the appr
Assistant Attorney General. rna
the matter to the Deputy or As
Attorney General. as indica
§ 16.25(b) of this part.

(f) In any case or matter in wh
responsible official and the orig
component agree that it would
appropriate to authorize testirr.
otherwise to disclose the infor
demanded. even if a. court wer'
require. no Department attarl
sponding to the demand shoule
any representation that implil
the Department would, in fact,
with the demand if directed to d
a court. After taking all appr
steps in such cases to limit t.h
or obtain the withdrawal of a d
the responsible official shall r€
matter to the Deputy or Associ
torney General, as indicated il
of thi s part.

(g) In any case or matter ir
the Attorney General is P<"rson
valved in t.he claim of privileg-e,
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sponsible officiai may consult with the
Attorney General and proceed in ac
cord with the Attorney General's in
structions without subsequent review
by the Deputy or Associate Attorney
General.

~ 16.25 Final action by the Deputy or
Associate Attorney General.

(a) Unless otherwise indicated, all
matters to be referred under §16.24 by
an Assistant Attorney General, the Di
rector of the EOUST. or such person's
designees to the Deputy or Associate
Attorney General shall be referred (1)
to the Deputy Attorney General, if the
matter is referred personally by or
through the designee of an Assistant
Attorney General who is within the
general supervision of the Deputy At
torney General. or (2) to the Associate
Attorney General, in all other cases.

(b) All other matters to be referred
under § 16.24 to the Deputy or Associate
Attorney General shall be referred (l)
to the Deputy Attorney General, if the
originating component is. within the
supervision of the Deputy Attorney
General or is an independent agency
that, for administra.tive purposes, is
within the Department of Justice, or
(2) to the Associate Attorney General,
if the originating component is within
the supervision of the Associate Attor
ney General.

(C) Upon referral, the Deputy or Asso
ciate Attorney General shall make the
final decision and give notice thereof
to the responsible official and such
other persons as circumstances may
warrant.

§ 16.26 Considerations in determining
whether production or disclosure
should be made pursuant to a de
mand.

(a) In deciding whether to make dis
closures pursuant to a demand, Depart
ment officials and attorneys should
consider:

(1) Whether such disclosure is appro
priate under the rules of procedure gov
erning the case or matter in which the
demand arose. and

(2) Whether disclosure is appropriate
under the relevant substant.ive law
concerning privilege.

(b) Among the demands in response
to which disclosure will not be made by

28 CFR Ch. I (7 -1-94 Edition)

any Department officiaJ are those
mands with respect to which any of thu
following factors exist:

(1) Disclosure would violate a stat
ute, such as the income tax l".ws, 26
U.S.C. 6103 and 7213. or a rule of proce
dure. such as the grand jury secrecy
rule, F.R.Cr.P.. Rule 6(e).

(2) Disclosure would violate a specific
regulation:

(3) Disclosure would reveal classified
information. unless appropriately de
classified by the originating agency,

(4) Disclosure would reveal a con
fidential source or informant, unless
the investigative agency and the
source or informant have no objection.

(5) Disclosure would reveal investiga
tory records compiled for law enforce
ment purposes, and would interfere
with enforcement proceedings or dis
close investigative techniques and pro
cedures the effectiveness of which
would thereby be impaired,

(6) Disclosure would improperly re
veal trade secrets without the owner's
consent.

(e) In all cases not involving cc
erations specified in paragraphs )
through (b)(6) of this section, the Dep
uty or Associate Attorney General will
authorize disclosure unless, in that
person's judgment. after considering
paragraph (a) of this section, disclosure
is unwarranted. The Deputy or Associ
ate Attorney General will not approve
disclosure if the circumstances speci
fied in paragraphs (b)(l) through (b)(3)

of this section exist. The Deputy or As
sociate Attorney General will not ap
prove disclosure if any of the condi·
tions in paragraphs (b)(1) through (b)(6:
of this section exist, unless the Deput:y
or Associate Attorney General deter
mines that the administration of jus·
tice requires disclosure. In this regard
if disclosure is necessary to pursue ~

ci vil or criminal prosecution or affirm
aU vo relief. such as an injunction, con
sideration shall be gi ven to:

(1) ThG seriousness of the violation 0:

crime involved.
(2) The past history or crimina

record of the violator or [tccused.
(:l) The importance of the 'le

sou~ht.

(4) The impol'LctnCe of the leg-al .",,,,ue
presented.
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(&) Other matters brought to the at
t.ention of the Deputy or Associate At.
torney General.

(d) Assistant Attorneys General, U.S.
Attorneys, the Director of the EOUST.
U.S. Trustees, and their designees, are
authorized to issue instructions to at
torneys and to adopt supervisory prac
tices, consistent with this subpart. in
order to help foster consistent applica
tion of the foregoing standards and the
requirements of this subpart.

§ 16.27 Procedure in the event a de
partment decision concerning a de
mand is not made prior to the time
a response to the demand is re
quired.

If response to a demand is required
before the instructions from the appro
priate Department offidal are re
ceived, the responsible oWcial or other
Department attorney designated for
the purpose shall appear and furnish
the court or other authority with a
copy of the reg-ulations contained in
this subpart and inforlll the court or
other authori ty that the demand has
been or is being, as the case may be, re
ferred for the prompt consideration of
the appropriate Department official
and shall respectfully request the court
or au thori ty to stay the demand pend
ing receipt of the requested instruc
tions.

§ 16.28 Procedure in the event of an·
adverse ruling.

If the court or other authority de
clines to stay the effect of the demand
in response to a request made in ac
cordance with § 16.27 of this chapter
pending receipt of instructions, or if
the court or other authority rules that
the demand must be complied with 'ir
respective of instructions rendered in
accordance with §§ 16.24 and 16.25 of this
part not to produce the material or dis
close the information sought, the elll
ployee or former employee upon whom
the demand has been made shall, if so
directed by the responsible Department
official, respectfully decline to comply
with the demand. See United States ex
reI. Touhy v. Ragen. 340 U.S. 462 (1951).

§ 16.29 Delegation by Assistant Attor-
neys General,

Wi th respect to any function that
this subpart permi ts the desig-nee of an

§ 16.31

Assistant Attorney General to perform.
the Assistant Attorneys General are
authorized to delegate their authority,
in any case or matter or any category
of cases or matters, to subordinat.e di
vision officials or U.S. attorneys. as ap
propriate.

ApPENDIX TO SUBPART B-REDELEGA
TION OF AUTHORITY TO THE DEPUTY
ASSISTANT ATTORNEY GENERAL FOR
LITIGATION, ANTITRUST DIVISION. To
A UTHoRIZE PRODUCTION OR DISCLO
SURE OF MATERIAL OR INFORMATION

1. By virtue of the authority vested In me
by 28 CFR 16.23(b)(]) the authority delegated
to me by that section to authorize the pro
duction of material and disclosure of Infor
mation described in '28 CFR IG.21(a) is hereby
redelegated to the Deputy Assistant Attor
ney General for Litigation, Antitrust Divi
sion.

2. This directive shall become effective on
th-e dat,e of Its publication in the FEDERAL
REGlSTER.

[Arndt. No. 96(4l1, 46 FR 52356. Oct. 7:7. 1981]

Subpart C-Production of FBI
Identificaflon Records in Re
sponse to Written Requests by
Subjects Thereof

SOURCE: Order No. 556-73, 38 FR 32806, Nov.
'28. 1973, unless otherwise noted.

§ 16.30 Purpose and scope.
This subpart contains the regulations

of the Federal Bureau of Investigation.
hereafter referred to as the FBI, con
cerning procedures to be followed when
the subject of an identification record
requests production thereof. It also
contains the procedures for obtaining
any change, correction or updating of
such record.

§ 16.31 Definition of identification
record.

An FBI identification record. often
referred to as a "rap sheet", is a listing
of certain information taken from fin
gerprint cards SUbmitted to and re
tained by the FBI in connection with
arrests and. in some instances. includes
information taken from fingerprint
cards submitted in connection with
Federal employment. naturalization,
or military service. The identification
record includes the name of t,he a~ency
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or institution which submitted the fin
gerprint card to the FBI. If the finger
print card concerns a criminal offense,
the identification record includes the
date arrested or received. the arrest
charge, and the disposition of the ar
rest if known to the FBI. All arrest
data included in an identification
record are obtained from fingerprint
cards, disposi tion reports and other re
ports submitted by agencies having
criminal justice' responsibilities.
Therefore, the FBI Identification Divi
sion is not the source of the arrest data
renected on an identification record.

(Order No. 960-81, 46 FR 52356. OCt. Z1, 1981)

§ 16.32 Procedure to obtain an identi
fication record.

The subject of an identification
record may obtain a copy thereof bJr
submitting a written request via the
U.S. mails directly to the FBI, Identi
fica.tion Division, Washington. DC
20537-9700, or may present hislher writ
ten request in person during regular
business hours to the FBI Identifica
tion Division. Room 11262. J. Edgar
Hoover F.B.I. Building. Tenth St['eet
and Pennsylvania Avenue, NW.• Wash
ington, DC. Such request must be ac
companied by satisfactory proof of
identity, which shall consist of name,
date and place of bi['th and a set of
rolled-inked fingerprint impressions
placed upon fingerprint cards or forms
commonly utilized for applicant or law
enforcement purposes by law enforce
ment agencies.

[Order No. 1134-86. 51 FR 166TI, May 6, 19861

§ 16.33 Fee for production or identi
fication record.

Each written request for production
of an identification record must be ac
companied by a fee of $17.00 in the form
of a certified check or money order,
payable to the Treasury of the United
States. This fee is established pu['suant
to the provisions of 31 U.S.C. 9701 and is
based upon the clerical time beyond
the first quarter hour to be spent in
searching for. identifying, and repro
ducing each identification record re
quested as specified in § 16.10 of this
part. Any request for waiver of the fee
shall accompany the orig-inal ['equest

26 CFR Ch. I (7 -1-94 Edition)

for the identification recol'd and sh1
include a claim and proof of indigene\..

[Order No. 1494-91.56 FR 22825, May 17, 1991)

§ 16.34 Procedure to obtain change,
correction or updating of identifica
tion records.

If. after reviewing hislher identifica
tion record, the subject thereof be
lieves that it is incorrect or incomplete
in any respect and wishes changes. cor
rections or updating of the alleged defi
ciency, he/she should make application
directly to the agency which contrib
uted the questioned information. The
subject of a record may also direct hisl
her challenge as to the accuracy or
completeness of any entry on hislher
record to the Assistant Director of the
FBI Identification Division. Washing
ton. DC 20537-9700. The FBI will then
forward the challenge to the agency
which submitted the data requesting
that agency to verify or correct the
challenged entry. Upon the receipt of
an official communication directly
from the agency which contributed the
original information. the FBI Ide'
fication Division will make
changes necessary in accordance Wh.,

the information supplied by that agen
cy.
[Order No. 1134--86.51 FR 16677. May 6. 1986]

Subpart D-Protection of Privacy
and Access to Individual
Records Under the Privacy
Act of 1974

SOURCE: Order No. 1055-84, 49 FR 12258, Mar.
29. 1984, unless otherwise noted.

*16.40 General provisions.
(a) Purpose and scope. This subpart

contains the regulations of the Depart
ment of Justice implementing the Pri
vacy Act of 1974, 5 U.S.C. 552a. The reg
ulations apply to all records which are
contained in systems of records main
tained by the Department of Justice
and which are retrieved by an individ
ual'sname or personal identifier. These
regulations set forth the procedures by
which an individual may seek access
under the Privacy Act to records '
taining- to him. may request carre
of :mch records. or may seek an ~

countin~ of disclosures of such records
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by the Department. These regulations
a.re a.pplicable to each eomponent of
the Department.

(b) Transfer of law cn!oH'('lnrnt records.
The head of a component, or his des
ignee, is authorized to make written
requests under 5 U.S.C. 552a(b)(7) for
transfer of records maintained by other
agencies which are necessary to carry
out an authorized law enforcement ac
tivity of the component.

(c) Definitions. As used in this sub
part, the following terms shall have
the following meanings:

(1) Agency has the meaning given in 5
U.S.C. 551(1) and 5 U.S.C. 552a(a)(1).

(2) Component means each separate
bureau, office. board. division, commis
sion, service, or administration of the
Department of Justice.

(3) Record means any item, collec
tion, or g-rouping of information about
an individual which is maintained by
any component within a system of
records and which contains the indi vid
ual's name. identifying number, sym
bol, or other identifying part:icu~ar as
signed to the individual, such as a fin
gerprint, voiceprint, or photograph.

(4) Request fOT access means a request
made pursuant to 5 U.S.C. &52.a(d)(1).

(5) Request for correction means a re
quest made pursuant to 5 U.S.C.
552a(d)(2).

(6) Request for an accounting means a
request made pursuant to 5 U.S.C.
552a(c)(3).

(7) Requester means an individual who
makes either a request for access. a re
quest for correction, or a request for an
accounting.

(8) System of records means a group of
any records under the control of any
component from which information' is
retrieved by the name of an individual
or "by some identifying number. sym
bol. or other identifying particular as
signed to that individual.

§ 16.41 Requests for access to records.
(a) Procedure for making requests for

access to records. An individual may re
quest access to a record about him by
appearing in person or by writing to
the component that maintains the
record. (appendix I to this part lists the
components of the DepartmE'nt of Jus
tice and their addresses. The "Notice of
Records Systems" published bY the Na-

§ 16.41

tional Archives <cnd H,r.cord" Service.
General Services Administ,rat.ion. de
!',cri bes Lhe sYJitems of records mai n
tained by all federal a~encieP,. includ
ing" the Department and its compo
nents.) A requester in ne(~d of guidance
in defining his request may write to
the FOIAJPA Section, Justice Manage
ment Division, U.S. Department of Jus
tice, 10th Street and ConstitutJon Ave
nue. NW., Washing-ton, DC 20530. A re
quest should be addressed to the com
ponent that maintains the requested
record. Both the envelope and the re
quest itself should be marked: "Pri
vacy Act Request," Requests for cer
tain historical records of the Depart
ment maintained in National Archives
and Records Service centers must be
directed to the General Services Ad
ministration in accordance with its
regulations.

(b) Description of records sought. A re
quest for access to records must de
scribe the records sought in sufficient
detail to enable Department personnel
to locate the system of records con
taining the record with a reasonable
amount of effort. Whenever possible. a
request for access should describe the
nature of the record sought, the date of
the record or the period in which the
record was compiled, and the name or
identifying number of the system of
feeords in which the requester believes
the record is kept, The Notices the De
partment publishes in the FEDERAL
REGISTER describing its components'
systems of records may require. in ap
propriate instances, that requests for
access to records describe the records
sought with even greater specificity.

(e) Agreement to pay fees. The filing of
a request for access to a record under
this subpart shall be deemed to con-
stitute an agreement to pay all appli
cable fees charged under § 16.47 up to
$25.00. The component responsible for
responding to the request shall confirm
this ag-reement in its letter of acknowl
edgment to the requester. When filing
a request, a requester ma.y specify a
willingness to pay a greater amount, if
applicable.

(d) Vfiijication of identity. Any indi
vidual who submits a request for access
to records must. v<.>rify his ident,it,y in
one of the following- ways, unless t.he
notice pulJlis}wd in t.he FEllERAL HEG-
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ISTER. describing the relevant system of
records provides otherwise:

(1) Any requester making a request
in writing must state in his request his
full name, current address, and date
and place of birth. In addition, a re
Quester must provide with his request
an example of his signature, which
shall be notarized. Sample forms used
for such notarized statement of iden
ti ty may be obtained from the FOIA!
PA Section, Justice Management Divi
sion, U.S. Department of Justice, 10th
Street and Constitution Avenue. NW.,
Washington, DC 20530. In order to fa
cilitate the identification and location
of the requested records, a requester
may also, at his option, include in his
request his Social Security number.

(2) Any requester submitting a re
quest in person may provide to the
component a form of official photo
graphic identification, such as a pass
port or an identification badge. If a re
quester is unable to produce a form of
photographic identification, he may
provide to the component two or more
acceptable forms of identification
(such as a driver's license or credit
card) bearing his name and address.

(e) Verification of guardianship. The
parent or guardian of a minor (or the
guardian of a person judicially deter
mined to be incompetent) who submits
a request for access to the records of
the minor or incompetent must estab
lish:

(1) His own identity and the identity
of he subject of the record, as required
in paragraph (d) of this section.

(2) That the is the parent or guardian
of the subject of the record, which may
be proved by providing a copy of the
subject's birth certificate showing par
entage or by providing a court order es
tablishing the guardianship, and

(3) That he seeks to act on behalf of
the subject of the record.

§ 16.42 Responses by components to re
quests for access to records.

(a) in general. Except as otherwise
provided in this section, the component
that: (1) First receives a request for ac
cess to a record. and (2) has possession
of the r~que~ted record is the compo
nent ordmanly responsible for respond
ing to the request.
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(b) Authority to grant or deny reqUI
The head of a component. or his 0",_
ignee. is authorized to grant or deny
any request for access to a record of
that component.

(c) Initial action by the receiving com
ponent. When a component receives a
request for access to a record in its
possession. the component shall
promptly determine whether another
component. or another Government
agency. is better able to determine
whether the record is exempt. to any
extent, [rom access. If the receiving
component determines that it is the
component or agency best a.ble to de
termine whether the record is exempt.
to any extent. from access, then the re
ceiving component shall respond to the
request. If the receiving component de
termines that it is not the component
or agency best able to determine
whether or not the record is exempt
from access, the receiving component
shall respond to the request. after con
sulting with the component or agency
best able to determine whether or not
the record is exempt from ac"- -c;,

Under ordinary circumsta.nces,
component or agency that generat-. ~

originated a requested record shall be
presumed to be the component or agen
cy best able to determine whether or
not the record is exempt from access.
However. nothing in this section shall
prohibit a component that generated or
originated a requested record from con
sulting with another component or
agency, if the component that gen
erated or originated the requested
record determines that the other com
ponent or agency has an interest in the
requested record or the information
contained therein.

(d) Law enforcement information.
Whenever a req uest for access is made
for a record containing information
which relates to an investigation of a
possible violation of criminal law or to
a criminal law enforcement proceeding
and which was generated or originated
by another component or agency. the
receiving component shall consult with
that other component or agency. as ap
propriate.

(e) Classified information. When- - a
request for access is ma.de for a ·c
containing- information which ha:, ~~er.

classified. or which may be eligible fOI

222



Department of Justice

classification. hy another component
or agency under the provisIon of Exec
uti ve Order 12356 or any other Execu
tive order c.oncerning the classification
of records, the receiving component
shall refer the responsi bili ty for re
sponding to the request to the compo
nent or agency that classified the in
formation or should consider the infor
mation for classification. Whenever a
record contains information that has
been derivatively classified by a com
ponent because it contains information
classified by another component or
agency, the component shall refer the
responsi bili ty for responding to the re
quest to the component or ,agency that
classified the underlying information;
however, such referral shall extend
only to the information classified by
the other component or agency.

(D Agreements regarding consultations.
No provision of this section shall pre
clude formal or informal agreements
between components, or between a
component and another agency, to
eliminate the need for consultations
concerning requests or classes of re
Quests.

(g) Processing of requests for access not
properly addressed. A request for access
that is not properly addressed as speci
fied in § 16.41(a) of this subpart shall be
forwarded to the FOIAJPA Section,
Justice Management Division, which
shall forward the request to the appro
priate component or components for
processing. A request not addressed to
the appropriate component will be
deemed not to have been received by
the Department until the FOIAIPA
Section has forwarded the request to
the appropriate component and that.
component has received the request. or
until the request would have been so
forwarded and received with the exer
cise of reasonable diligence by Depart
mentpersonnel. A component receiv
ing an improperly addressed request
from the FOIAfPA Section shall notify
the requester of the date on which it
received the request.

(h) Date for determinin.Q responsi1.1e
records. In determining records respon
sive to a request for access. a compo
nent ordinarily will include only those
records within the component's posses
sion and control as of the dat,e of it.s re
ceipt of the request.
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~ 16.43 Forro and content of compo
nent responses.

(a) Form of 11011('(.' [lHH! ling request [or
access. Aft,t>f a. component ilas made a
determination to g-ra.nt a request for
access in whole or in part. t.he compo
nent shall so notify the request.er in
writing. The notice shall deRcrilie the
manner in wh1ch access t.o the record
will be granted and shall inform t.he re
quester of any fees to be charged in ac
cordance with § 16.47 of this subpart.

(b) Form of noticc denying request for
access. A (~omponent. denying a request
for access in whole or in part shall so
notify the requester in writing. The no
tice shall be signed hy the head of the
responsible component. or his designee.
and shall include:

0) The name and title or position of
the person responsible for the denial;

(2) A brief statement of the reason or
reasons for the denial, including the
Privacy Act exemption or exemptions
which the component has relied upon
in denying the request and a brief ex
planation of the manner in which the
exemption or exemptions apply to each
record wi thheld; and

(3) A statement that the denial may
be appealed under § 16.48(a) of this sub
part, and. a description of the require
ments of that subsection.

(c) Record cannot be located or has
been destroyed. If a requested record
cannot be located from the information
supplied, or is known or believed to
have been destroyed or otherwise dis
posed of, the component shall so notify
the requester in writing.

(d) Medical records. When an individ
ual requests medical records pertaining
to himself which are not otherwise ex
empt from individual access, the com
ponent may advise the individual that
the records will be prOVided only to a
physician.desig-nated by the individ
ual. who requests the records and es
tablishes his identity in writing. The
designated physician shall determine
which records should be provided to the
individual and which records should
not be disclosed to the individual be
cause of possible harm to the individ-

. ual or another person.

§ 16.44 Classified information.
In processi ng- a l'eq uest for access t.o

a record cont.aining- informat.ion that is
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classified or classifiable under Execu
tive Order 12356 or any other Execu tive
order concerning the classification of
records, a component shall review the
information to determine whether it
warrants classification. Information
which does not warrant classification
shall not be withheld from a requester
on the basis of 5 U.S.C. 552a(k)(l). The
Office of Information and Privacy
shall, upon rec~ipt of any appeal in
volving classified or classifiable infor
mation, take appropriate action to en
sure compliance with part 17 of this
chapter.

§ 16.45 Records in exempt systems of
records.

(a) Law enforcement records exempted
under subsection (k)(2). Before denying a
request by an individual for access to a
law enforcement record which has been
exempted from access pursuant to 5
U .S.C. 552a(k)(2), the component must
review the requested record to deter
mine whether information in the
record has been used or is being used to
deny the individual any right, privi
lege, or benefit for which he is eligible
or to which he would othel"wise be enti
tled under federal law. If so, the com
ponent shall notify the requester of the
existence of the record and disclose
such information to the requester, ex
cept to the extent that the information
would identify a confidential source. In
cases where disclosure of information
in a law enforcement record could rea
sonably be expected to identify a con
fidential source, the record shall not be
disclosed to the requester unless the
component is able to delete from such
information all material which would
identify the confidential source.

(b) Employee background investiga
tions. When a requester requests access
to a record pertaining to a background
investigation and the record has been
exempted from access pursuant to 5
U.S.C. 552a(k)(5). the record shall not
be disclosed to the requester unless the
component is able to delete from such
record all information which would
identify a confidential source.

§ 16.46 Access to records.

(a) Manner of access. A component
that has made a determination to
grant a request for access shall grant
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the requester access to the reql.. .;d
record either by: (1) Providing the re
quester witl} a copy of the record or (2)
making the record available for inspec
tion by the requester at a reasonable
time and place. The component shall in
either case charge the requester appli
cable fees in accordance with the provi
sions of § 16.47 of this subpart. If a com
ponent provides access to a record by
making the record available for inspec
tion by the requester. the manner of
such inspection shall not unreasonably
disrupt the operations of the compo
nent.

(b) Accompanying person. A requester
appearing in person to review his
records may be accompanied by an
other individual of his own choosing.
Both the requester and the accompany
ing person shall be required to sign a
form stating that the Department of
Justice is authorized to disclose the
l"ecol"d in the presence of both i ndi vid
uals.

*16.47 Fees for access to records.
(a) IVhen charged. A componer ,,11

charge fees pursuant to 31 U.S. .01
and 5 U.S.C. 552a(f)(5) for the copynig oj
records to afford access to individual~

unless the component. in its discretion
waives or reduces the fees for gooe
cause shown. A component shall chargE
fees only at the rate of $0.10 per page
For materials other than paper copies
the component may charge the direct
costs of reproduction, but only if tht
requester has been notified of sue!'
costs before they are incurred. Fee:
shall not be charged where they woul(
amount, in the aggregate. for one re
quest or for a series of related requests
to less than $3.00. However. a compo
nent may, in its discretion, increasl
the amount of this minimum fee.

(b) Notice of estimated fees in excess 0
$25. When a component determines 0

estimates that the fees to be charge,
under this section may amount t,
more than $25. the component shall no
tHy the requester as soon as prac
ticable of the actual or estimate
amount of the fee. unless the requeste
has indicated in advance his willing
ness to pay a fee as hig-h a.s th:- lei
pated. (If only a portion of tht: ca
be estimated readily. the componen
shall actvise Lhe ["pque:.;tl~r that. the est.:
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mat,ed fee may be only a portion of the
total fee.) Where the estimat,ed fee ex
eeeds $25 and a component has so noti
fied the requester. the component will
be deemed not to have recei ved the re
quest for access to records until the re
quester has agreed to pay the antici
pated fee. A notice to a requester pur
suant to this paragraph shall offer him
the opportunity to confer with Depart
ment personnel with the object of re
formulating his request to meet his
needs at a lower cost.

(c) Form of payment. Requesters must
pay fees by check or money order made
payable to the Treasury of the United
States.

(d) Advance deposits. (1) Where the es
timated fee chargeable under this sec
tion exceeds S2S, a compontnt may re
quire a requester to make an advance
deposit of 25 percent of the estimated
fee or an advance payment of $25.
whichever is greater.

(2) Where a requester has previously
failed to pay a fee charged under this
part, the requester must pay the Com
ponent or the Department the full
amount owed and make an advance de·
posit of the full amount of any esti·
mated fee before a component shall be
required to process a new or pending
request for access from that requester.

§ 16.48 Appeals from denials of access.

(a) Appeals to the Attorney General.
When a component denies in whole or
in part a request for access to records,
the requester may appeal the denial to
the Attorney General within 30 days of
his receipt of the notice denying his re
quest. An appeal to the Attorney Gen·
eral shall be made in writing, addressed
to the Office of Information and Pri·
vacy. U.S. Department of Justice, 10th
Street and Constitution Avenue. NW.,
Washington, DC 20530. Both the enve
lope and the letter of appeal itself must
be clearly marked: "Privacy Act Ap
peal." An appeal not so addressed and
marked shall be forwarded to the Office
of Information and Privacy as soon as
it is identified as an appeal under the
Privacy Act. An appeal that is improp
erly addressed shall be deemed not to
have been received by the Department
until the Office of Information and Pri
vacy receives the appeal, or until the

§16

appea.l would hav(' l}('('n ~() n~cei'

wi th t.he ('x(~rcise of l'ea~oniLble d
gence by Department per:->onnel.

(1)) Adion on appeals lip the Olfief
Information and Privacy. Unless the
torney Genera] otherwise directs,
Director, Office of Information and I
vacy, under the supervision of the
sistant Attorney General, Office
Legal Policy, shall act on behalf of
Attorney General on all appeals un
this section, except that:

(1) In the case of a denial of a requ
for access by the Assistant Atton
General, Office of Legal Policy, the
torney General or his designee s1
act on the appeal, and

(2) A denial of a request for access
the Attorney General shal1 constit
the final action of the Department
that request.

(c) Form oj action on appeal. The (
position of an appeal shall be in w
ing. A decision affirming in whole o~

part the denial of a request for ace
shall include a brief statement of
reason or reasons for the affirmaI
including each Privacy Act exempt
relied upon and its relation to e
record withheld, and a statement t
judicial review of the denial is av
able in the U.S. District Court for
judicial district in which the requel
resides or has his principal place
business. the judicial district in wl"
the requested records are located,
the District of Columbia. If the de:
of a request for access is reversed
appeal. the requeste1' shall be so n
fied and the request shall be proce~

promptly in accordance wi th the d
sian on, appeal.

§ 16.49 Preservation of records.

Each component shal1 preserve
correspondence relating to the reqw
it receives under this subpart, and
records processed pursuant to such
quests, until such time as the dest)
tion of such correspondence
records is authorized pursuant to t
44 of the U.S. Code. Under no
cumstances shall records be destro
while they are the subject of a penc
request for access. appeal. or law;
under the Act.
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§ 16.50 Requests for correction of
records.

(a) How made. Unless a record is ex~

empted from correction and amend
ment, an individual may sUbmit a re
quest for correction of a record per
taining to him. A request for correc
tion must be made in writing and must
be addressed to the component that
maintains the record. (appendix I to
this part lists th~ components of the
Department and their addresses.) The
request must identify the particular
record in question, state the correction
sought. and set forth the justification
for the correction. Both the envelope
and the request for correction itself
must be clearly marked: "Privacy Act
Correction Request." If a requester be
lieves that the same record appears in
more than one system of records. he
should address his request for correc
tion to each component that controls a
system of records which contains the
record.

(b) Initial determination. Within 10
working days of receiving a request for
correction. a component &hall notify
the requester whether his request will
be granted or denied, in whole or in
part. If the component grants the re
quest for correction in Whole or in
part, it shall advise the requester of his
right to obtain a copy of the corrected
record, in releasable form. upon re
quest. If the component denies the re
Quest for correction in whole or in
part. it shall notify the requester in
writing of the denial. The notice of de
nial shall state the reason or reasons
for the denial and advise the requester
of his righ t to appeal.

(c) Appeals. When a request for cor
rection is denied in whole or in part.
the requester may appeal the denial to
the Attorney General within 30 days of
his receipt of the notice denying his re
quest. An appeal to the Attorney Gen
eral shall be made in wri ting, shall set
forth the specific item of information
sought to be corrected. and shall in
clude any documentation said to jus
tify the correction. An appeal shall be
addressed to the Office of Information
and Privacy. U.S. Department of Jus
tice. 10th Street and Constitution Ave
nue. NW., Washington. DC 20530. unless
the appeal is from a denial by the As
sistant Attorney General. Office of
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Legal Policy. in Which or
shall be addressed to the J

eral, at the same address
velope and trie letter of
must be clearly marked~

Correction AppeaL"
(d) Determination on al

rector. Office of Inform8
vacy. under the supervis
sistant Attorney Gener
Legal Policy, or the Att
in appropriate cases, sb
appeals from denials of rl

reet records~ -"A... ll such aI
decided wi thin 30 workiJ
ceipt of the appeal. unles
cause to extend this per
nial of a request isaffirr
the requester shall be
wri ting- and advised of: I

or reasons the denial
firmed, (2) the requester
a Statement of DisagTC(
vided in paragraph (e) 0

and (3) the requester's r
judicial review of the der
District Court for the jt
in which the requester
his principal place of bt:
dicial district in which t
cated, or the District 0

the denial is reversed on
quester sha.ll be so notif
quest for correction sha:
to the component that
quest for processing in a,
the decision on appea.l.

(e) Statements of disaf;
quester whose appeal u
tion is denied shall ha\
file a Statement of DisD
the Office of Informatio
10th Street and Constil
NW.• Washing-ton. DC 2
days of receiving notice
appeal. Statements of
may not exceed one typE
disputed. Statements I

limi t shall be returned t
for condensation. UpOT·
Statement of Disag-reerr
secUon. the Direct.or. (
mation and Privacy, ~

statement included in
records in which the dis
maint,lincd and sha.ll ha
record marked so a.s to i
n, SLa.tl'mc'n(, of Disag-r f:(
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filed, and (2) where in the sy::;tem of
records the Statement may be found.

(f) Notices of correction or disagreement.
Within 30 working days of the correc
tion of a record, the component that
maintains the re'cord shall advise all
components or agencies to which it
previously disclosed the record that
the record has been corrected. When
ever an individual has Wed a State
ment of Disagreement, a component
shall append a copy of the Statement
to the disputed record whenever the
record is disclosed. The component
may also append to the disputed record
any written statement it has made giv
ing the component's reasons for deny
ing the request to correct the record.

~ 16.51 Records Dot subject to correc
tion.

The following records are not subject
to correction or amendment as pro
vided in § 16.50 of this subpart:

(a) Transcripts of testimony given
under oath or written statements made
under oath;

(b) Transcripts of grand jury proceed
ings, judicial proceedings. or Quasi-ju
dicial proceedings which constitute the
official record of such proceedings;

(C) Presentence reports which are the
property of the courts. but are main
tained by a component in a system of
records; and

(d) Records dUly exempted from cor
rection pursuant to 5 U.S.C. 552a(j) or
552a(k) by notice published in the FED
ERAL REGISTER.

§ 16.52 Request for accounting
record disclosures.

(a) An individual may request a com.:
ponent t.hat maintains a record per
taining to him to provide him with an
accounting of those other agencies to
which the component has disclosed the
record, and the date. nature. and pur
pose of each disclosure. A request for
an accounting must be made in writing
and must identify the particular record
for which the accounting is requested.
The request also must be addressed to
the component that maintains the par
ticular record, and both the envelope
and the request itself must clearly be
marked: "privacy Act Accounting Re
quest.'· <appendix I t.o thisp,trt lists
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the component.$ of the Department and
thei r addresses.)

(b) Component.s shall not be required
to provide an account,ing to an individ
ual to the extent that the accounting
relates to:

(1) Records for which no aceounting
must be kept pursuant to 5 U.S.C.
552a(c)(1 ),

(2) Disclosures of records to law en
forcement agencies for lawful law en
forcement activities, pursuant to writ
ten requests from such law enforce
ment agencies specifying records
sought and the law enforcement activi
ties for which t.he records arc sought,
under 5 U.S.C. SS2a(c)(3) and (b)(7). or

(3) Records for which an accounting
need not be disclosed pursuant to 5
U.S.C. 552a (j) or (k).

(c) A denial of a request for an ac
counting may be appealed to the Attor
ney General in the same manner as a
denial of a request for access. wi th
both the envelope and the letter of<ap
peal itself clearly marked: "Pri vacy
Act Accounting Appeal."

~ 16.&3 Notice of subpoenas and emer
gency disclosures.

(a) Subpoenas. When records pertain
ing to an individual are subpoenaed by
a grand jury. court. or quasi-judicial
authority. the official served with the
subpoena shall be responsible for ensur
ing that written notice of its service is
forwarded to the individual. Notice
shall be provided within 10 working
days of the service of the subpoena or.
in the case of a grand jury subpoena,
within 10 working days of its becoming
a matter of public record. Notice shall
be mailed to the last known address of
the individual and shall contain the
follOWing information: The date the
subpoena is returnable. the court or
quasi-judicial authority to which it is
returnable, the name and number of
the case or proceeding, and the nature
of the records sought. Notlee of the
service of a subpoena is not required if
the system of records has been exempt
ed from the notice requirement of 5
U.S.C. 522a(e)(8), pursuant t.o 5 U.S.C.
552a(j), by a Notice of Exempt.ion pub
lished in the FEDERAL REGIST{o;R.

(b) Emergency disclosures. If the record
of an individua.l has been disclosed t.o
any person under compl'1ling- cir-
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cumstances affecting the health or
safety of any person, as described in 5
U.S.C. 552a(b)(8), the individual to
whom the record pertains shall be noti
fied of the disclosure at his last known
address wi thin 10 working days. The
notice of such disclosure shall be in
writing and shall state the nature of
the information disclosed, the person
or agency to whom it was disclosed,
the date of disclosure, and the compel
ling circumstances justifying the dis
closure. The officer who made or au
thorized the disclosure shall be respon
sible for providing such notification.

§ 16.54 Security of systems of records.

(a) The Assistant Attorney General
for Administration, Justice Manage
ment Division. shall be responsible for
issuing regulations governing the secu
ri ty of systems of records. To the ex
tent that such regulations govern the
security of automated systems of
records, the regulations shall be con
sistent with the· guidelines developed
by the National Bureau of Standards.

(b) Each component shall establish
administrative and physical controls to
prevent unauthorized access to its sys
tems of records, to prevent the unau
thorized disclosure of records, and to
prevent the physical damage or de
struction of records. The stringency of
such controls shall reflect the sensitiv
ity of the records the controls protect.
At a minimum, however, each compo
nent's administrative and physical con
trols shall ensure that:

(1) Records are protected from public
view,

(2) The area in which records are
kept is supervised during- business
hours to prevent unauthorized persons
from having access to the records, and

(3) Records are inaccessible to unau
thorized persons outside of business
hours.

(c) Each component shall establish
rules restricting aCcess to records to
only those individuals within the De
partment who must have access to
such records in order to perform their
duties. Each component a.lso shall
adopt procedures to prevent the acci
dental disclosure of records or the acci
dental granting- of access t.o rl~(~ords.
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*16.55 Contracting record systems.

ta) No component of the Department
shall contract. for the operation of a
record system by or on behalf of the
Department without the express ap
proval of the Attorney General, the
Deputy Attorney General, or the As
sistant Attorney General for Adminis
tration.

(b) Any contract which is approved
shall contain the standard contract re
quirements promulgated by the Gen
eral Services Administration to ensure
compliance with the requirements im
posed by the Privacy Act. The con
tracting component shall have respon
sibility for ensuring that the
contracter complies with the contract
requirements relating to privacy.

~ 16.56 Use and collection of social se
curity numbers.

(a) Each system manager of a system
of records which utilizes Social Secu
rity numbers as a method of identifica
tion without statutory authorization,
or authorization by regulation adopt r "

prior to January 1. 1975. shall tf
steps to revise the system to avoid L
ture collection and use of the Social
Security numbers.

(b) The head of each component shall
take such measures as are necessary to
ensure that employees authorized to
collect information from individuals
are advised that individuals may not be
required to furnish Social Security
numbers without statutory or regu
latory authorization and that individ
uals who are requested to provide So
cial Security numbers voluntarily
must be advised that furnishing- the
number is not required and that no
penal ty or denial of benefi ts will flow
from the refusal to provide it.

~ 16.57 Employee standards of conduct.

(a) Ea<;h component shall inform its
employees of the provisions of the Pri
vacy Act, including the Act's civil Ii
abili ty and criminal penalty provi
sions. Each component also shall no
tify its employees that they have a
duty to:

(1) Protect the security of records.
(2) En:-;ure the aL:curacy. rnleval

timeline::;:-;. and completeness ot

records,
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(3) Avoid the unaut.hol'izul dbclo
sure, (~ither verbal (H' writ.kn. of
records. and

(4) Ensure that, t.he c.omponent. main
t,ains no system of re(~ords without
pUblic notice.

<b) Except to the ext.enC that the Pri
vacy Act permi ts such acti vi t.ies. an
employee of the Department of Justice
shall:

(1) !'iot collect information of a per
sonal nature from individuals unless
the employee is authorized Lo collect
such information to perform a functi on
or discharge a responsibility of the De
partment;

(2) Collect from individuals only that
information which is necessary to the
performance of the functions or to the
discharge of the responsibilities of the
Department.;

(3) Collect information about, an indi
vidual directly from that individual.
whenever practicable:

('1) Inform each individual from
whom information is collected of:

(i) The legal authority that author
izes the Department to collect such in
formation.

(ii) The principal purposes for which
the Department intends to use the in
[ormation,

(iii) The routine uses the Department
may make of the information, and

(i .... ) The practical and legal effects
upon the individual of not furnishing
the information;

(5) Maintain all records which are
used by the agency in making any de
termination about any individual with
such accuracy. relevance. timeliness,
and completeness as to ensure fairness
to the individual in the determination;

(6) Except as to disclosures to an
agency or pursuant to 5 U.S.C.
552a(b)(2). make reasonable efforts.
prior to disseminating any record
about an individual. to ensure that
such records are accurate, relevant.
timely. and complete;

(7) Maintain no record concerning an
individual's religious or political be
liefs or acti vities, or his membership in
associations or organizations, unless:

(i) The individual has volunteered
such information for his own benefi t.

(i i 1 A statute expressly authorizes
the Department to collect. maint.ain.
use. or disseminat.e t.he information. or
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(iii) The individua)":-; bf'lH:fs. activi
tit's. 01' membership ltl'l' rwrtinpnL to
n.nd within t.hp;. S(;Opt· of an aut.borized
law cnf(Jrc('mt~nt. or (;o!'l'('(;t.ional lLeU v
ity;

(8) Notify t,he head of t.he component
of the exist.ence or dE>ve]opment. of any
system of records that has not, been
disclosed to Lhe public;

(9) When required by the Act. main
t.ain an accounting in the prescribed
form of all disclosures of records by the
Department t.o agencies or individual's
whet.her verbally or in writing:

DO) Disclose no record to anyone. ex
cept a component. for any use, unless
authorized by the Act:

(1) Maintain and use records with
care t.o prevent the inadvert.ent diselo
sure of a record to anyone: and

(]2) Notify the hE~ad of the component
of any record that cont.ains informa
tion that the Act or the foregoin~ pro
visions of this paragraph do not permit
the Department to maintain,

(c) Not less than once each year. the
head of each component shall review
the systems of records maintained by
that 'component to ensure that the
component is in compliance with the
provisions of the Privacy Act.

§ 16.58 Other rights and services.

Nothing in this subpart shall be con
strued to entitle any person. as of
right. to any service or to the disclo
sure of any record to which such person
is not entitled under 5 U.S.C. 552a.

ApPENDIX A TO SUBPART D
DELEGATION OF AUTHORITY

1. By virtue of the authority vested in me
by § 16.45 of title 28 of Lhe Code of Federal
Regulations, the a.uthority to deny requests
under the Privacy Act of 1974 is dele~ated to
the occupant of t.he position of Chief. Free
dom of Information-Privacy Acts Section.
Records Management Division, Federal Bu
reau of Im·estigation. This same authority is
delegated to the occupant of Lhe position of
Special Al;'ent in Charge of ea(~h of t.he field
offices of t.he Federal Bureau of Inn>stiga.
tion for records in their cUi'tody and control.

2. This directi\'e is effective June 9. 1981.

(46 FR 36140. July 14. 19$1, as amt'IHiect at 49
FR 11625, Mal'. 27,19841
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ApPENDIX B TO SUBPART D
DELEGATION OF AUTHORITY

(a.) By virtue of the authority vested in me
by § 16.45(a) of title 28 of the Code of Federal
Regulations, I hereby delegate authority to
the United States Attorney for the District
of Columbia to:

(1) Respond initially to requests;
(2) Grant and deny access to records;
(3) Communicate directly with the Office

of Information and Privacy concerning ad
ministrative appeals; and

(4) Prepare affidavits. litigation reports.
and other necessary documents in prepara
tion for civil litigation in suits pursuant to
5 U.S.C. 552a(g)(1)(B).

(b) This authority. is limited to those
records which are in the systems of records
under the custody and control oC the United
States Attorney for the District of Colum
bia. The authority delegated herein may be
redeleg-ated.

(e) This directive is effective immediateiy.

[49 FR 11625. Mar. 27, 19841

Subpart E-Exemption of Records
Systems Under fhe Privacy Act

SOURCE: Order No. 645--76. 41 FR 12640. Mar.
26. 1976. unless otherwise noted.•§ 16.70 Exemption of the Office of the

Attorney General 'System-limited
access.

(a) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4);
(d); (e) (1), (2) and (3), (e)(4) (G) and (H).
(e)(5); and (g):

(1) General Files System of the Office of
the Attorney General (JUSTICEJOAG-OOll.
These exemptions apply only to the ex
tent that information in the system is
subject to exemption pursuant to 5
U.S.C. 552a (j)(Z). (k)(l) , (k)(2). and
(k)(5).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because
making available to a record subject
the accounting of disclosures from
records concerning himfher would re
veal investigative interest on the part
of the Departmen t of .Justice as well as
the recipient agency. This would per
mit record subjects to impede the in
vestigation, e.g., destroy eVidence, in
timidate potential witnesses, or flee
the area to avoid inquiries or apprehen
sion by law enforcement personnel.

28 CFR Ch. J (7 -1-94 Edition)

(2) From subsection (c)(4) becau~

this system is exempt from the access
provisions of subsection (dl pursuant to
subsections (jj and (k) of the Privacy
Act.

(3) From subsection (d) because the
records contained in this system relate
to official Federal investigations. Indi
vidual access to these records might
compromise ongoing investigations, re
veal confidential informants or con
stitute unwarranted invasions of the
personal privacy of third parties Who
are involved in a certain investigation.
Amendment of the records would inter
fere with ongoing criminal law enforce
ment proceedings and impose an im
possible administrative burden by re
quiring criminal investigations to be
continuously reinvestigated.

(4) From subsections (e) (1) and (5) be
cause in the course of law enforcement
investigations, information may occa
sionally be obtained or introduced the
accuracy of which is unclear or which
is not strictly relevant or necessary to
a specific investigation. In the inter
ests of effecti ve law enforcement. it
appropriate to retain all informat
that may aid in establishing patterb"
of criminal activity. Moreover, it
would impede the specific investigative
process if it were necessary to assure
the relevance. accuracy, timeliness and
completeness of all information ob
tained.

(5) From subsection (8)(2) because in
a law enforcement investigation the re
quirement that informa.tion be col
lected to the greatest extent possible
from the sUbject individual would
present a serious impediment to law
enforcement in that the subject of the
investigation would be informed of the
existence of the investigation and
would therefore be able to avoid detec
tion. apprehension, or legal obligations
of duties.

(6) From subsection (e)(3) because to
comply with the requirements of this
subsection durin~ the COurse of an in
vestig-ation could impede the informa
tion t-;:Lthering process. thus ha.mpering
the investigation.

(7) From SUbsections (c)(4l (0) and
(H) because this system is exempt r
the access provisions of subsectic.
pursua,nt to subsections (j) and (k) of
the Priva.cy Act.
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Deportment of Justice

(8) From sUbsection (g-) I.>ccausc this
system is exempt from the access and
amendment provisions of subsection (d)
pursuant to subsections (j) and (k) of
the Privacy Act.

[Order No. 31--85, 51 FR 751, Jan. 8. 1986J

*16.71 Exemption of the Office of the
Deputy Attorney ~neral System
limited access.

(a) The following systems of records
and exempt from 5 U.S.C. 552a(d)(l) and
(e)(1 ):

(1) President.ial Appointee Ca.ndidate
Records Sj-'stem rJUSTlCEiDAG-006).

(2) Presidential Appointee Records System
(JUSTICEIDAG-{)()7).

(3) Special Candidates for President.ial Ap.
pointments Records S:,-'stem (JUSTICEiDAG
008).

(4) Miscellaneous Attorney Personnel
Records System (JUSTICEiDAG--{)ll).

These exemptions apply only to the extent
that infol'mation in these systems is subject
to exemption pursuant to 5 U.S.C. 552a(k)(S).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (d)(l) because
many persons are contacted Who, with
out an assurance of anonymity. refuse
to provide information concerning a
candidate for a Presidential appointee
or Department attorney position, Ac
cess could reveal the identity of the
source of the information and con
stitute a breach of the promise of con
fidentiality on the part of the Depart
ment of Justice. Such breaches ulti
mately would restrict the free flow of
information vital to a determination of
a candidate's qualifications and suit
ability.

(2) From subsection (e)(1) because in
the collection of information for inves
tigative and evaluative purposes, it is
impossible to determine in advance
what exact information may be of as~

sistance in determining the Qualifica
tions and suitabili ty of a candidate, ln~

formation which may appear irrele
vant. when combined with other seem
ingly inelevant information, can on
occasion provide a composite picture of
a candidate for a position which assists
in determining Whether that eandidate
should be nominat.cd for appoint.ment.

§ 16.71

(;J Thl: [0110winl-; (>ystkIl\S of records
are eX(Hnpt from ;) U.S.C. :l52',L(C}(3} and
(4); (d): (e)(lJ., (2). (3) and (5); a.nd (g):

(l) Dru~: Enforcement. Task Foree Evalua
tion and Reporting Syst.em (JUSTICF.JDAG
003J.

(2) General Files Sy!;\t.em of "he Offiee of
the Deputy AttorJ"wy General (.rusTleEi
DAG-OI3).

(d) In addition, the Drug- Enforce
ment Task Force Evaluation and Re
porting System is exempt from 5 U.S.C.
552,a(e){4){G) and (H). The exemptions
for the Drug- Enforcement Task Force
Evaluation and Reporting System
apply only to the extent that informa
tion is subject to exemption pursuant
to 5 U.S.C, 552a(j)(2) and (K}(2). The ex
emptions Cor the General Files System
apply only to the extent that informa
tion is subject to exemption pursuant
to 5 U.S.C. 552a(j)(2), (k)(l), (kH2) and
(k}(5).

(e) Exemptions from the particular
subsect.ions arc justified for the foilow
ing reasons:

(1) From subsection (c)(3) because
making- available to a record subject
the accounting of disclosures from
records concerning himlher could re
veal investigative interest on the part
of the Department of Justice. as well
as the recipient agency. This would
permit record subjects to impede the
investigation, e.g., destroy evidence.
intimidate potential Witnesses, or flee
the area to avoid inquiries or appre.hen
sion by law enforcement personnel.
Further, making available to a record
subject the accounting of disclosures
could reveal the identity of a confiden
tial source. In addition, release of an
accounting of disclosures from the
General Files System may reveal infor
mationthat is properly classified pur
suant t.o Executive Order 12356. and
therebY cause damage to the national
security.

(2) }<'rom subsection (c)(4) because
these systems are exempt from the ac
cess provisions of subsection (d) pursu
ant to subsections (j) a.nd (k) of the
Privacy Act.

(3) F,'om subsection (d) because t,he
records contained in t.hese syst,ems re
late to official Federal investig-ations.
Jndi vidual ac(~ess to these r(\cords could
compromise on~oing- investi~a.tions. ]'e
veal confidl'nt.ial in[(lt'mlWCS and/or



§ 16.72

sensitive investigative techniques used
in particular investigations. or con
stitute unwarranted invasions of the
personal privacy of third parties who
are involved in a certain investigation.
In addition, release of records from the
General Files System may reveal infor
mation that is properly classified pur
suant to Executive Order 12356, and
thereby cause damage to the national
security. Amendment of the records in
either of these systems would interfere
with ongoing law enforcement proceed
ings and impose an impossible adminis
trative burden by requiring law en
forcement investigations to be con
tinuously reinvestigated.

(4) From subsections (e)(1) and (e)(5)
because in the course of law enforce
ment investigations information may
occasionally be obtained or introduced
the accuracy of which is unclear or
which is not strictly relevant or nec
essary to a specific investigation. In
the interests of effective law enforce
ment, it is appropriate to retain all in
formation that may aid in establishing
patterns of criminal activity. More
over, it would impede any. investigative
process, whether civil or criminaL if it
were necessary to assure the relevance.
accuracy, timeliness and completeness
of all information obtained.

(5) From subsection (e)(2) because in
a law enforcement investigation the re
quirement that information be col
lected to the greatest extent possible
from the subject individual would
present a serious impediment to law
enforcement in that the subject of the
investigation would be informed of the
existence of the investigation and may
therefore be able to avoid detection,
apprehension, or legal obligations or
duties.

(6) From subsection (e )(3) because to
comply with the requirements of this
subsection dUring the course of an in
vestigation could impede the informa
tion gathering process. thus hampering
the investigation.

(7) From subsections (e)(4) (G) and
(H) because no access to these records
is available under subsection (d) of the
Privacy Act. (This exemption applies
only to the Drug Enforcement Task'
Force Evaluation and Reporting- Sys
tem.)

28 CFR Ch. I (7 -1 ~94 Edition)

(8) From suhseetion (IZ) bl'cause these
systems of records are exr-mpt from the
access and amendment provisions of
subsection (d) pursuant to subsections
(j) and (k) of the Privacy Act.

(Order No. 57-91. 56 FR 58305. Nov. 19, 1991]

§ 16.72 Exemption of Office of the As
sociate Attorney General System
limited access.

(a) The following system of records is
exempt from 5 U.S.C. 552a{c) (3) and (4);
(d); (e)(1). (Z). (3) and (5); and (g):

(1) General Files System of the Office of
the Associate At-torney General <JUSTICE!
AAG-OOl).
These exemptions apply only to the extent
that information in the system is subject to
exemption pursuant to 5 U.~.C. 55Za(j)(Z).
(kJ{1). (kl(Zl and (k){5).

(b) Exemptions from the plL!"ticular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because
making available to a record subject
the accounting of disclosures from
records concerning himJher could reo
veal investigative interest on the par
of the Department of Justice. as well
as the recipient agency, This would
permit record subjects to impede the
investigation, e,g.. destroy evidence.
intimidate potential witnesses. or flee
the area to avoid inquiries or apprehen
sion by law enforcement personnel.
Further. making available to a record
subject the accounting of disclosures
could reveal the identity of a confiden
tial source. In addition, release of an
accounting of disclosures may reveal
information that is properly classified
pursuant to Executive Order 12356, and
thereby cause damage to the national
security.

(2) From subsection (c)(4) because
this system is exempt from the access
provisions of subsection (d) pursuant to
subsections (j )(2). (k)( 1), (k HZ) and
(k){5) of t,he Privacy Act.

(3) From subsection (d) because the
records contained in this system relate
to official Federal investi~a.tions. Indi
vidual access to these records could
compromise ongoing- invc;;tigat,ions, re
veal confidential informants and!
sensitive investig,\tive teehniques us
in particular investigations, or con
stitute unwarranted invasion" of the
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personal privacy of third parties who
are invol ved in a certain investigation.
In addition, release of these records
may reveal information that is proJr
erly classified pursuant to Executive
Order 12356, and lhereby cause damage
to the national security. Amendment
of the records in this system would
interfere with ongoing law enforcement
proceedings and impose an impossible
administrative burden by requiring law
enforcement investigations to be con
tinuously reinvestigated.

('1) From subsections (e)(1) and (e)(5)
because in the Course of law enforce
ment investigations information may
occasionally be obtained or introduced
the accuracy of which is unclear or
which is not strictly relevant or nec
essary to a specific investigation. In
the interests of effective law enforce
ment, it is appropriate to retain all in
formation that may aid in establishing
patterns of criminal activity. More
over, it would impede any investigative
process, whether civil or criminal, if it
were necessary to assure the relevance,
accuracy, timeliness ang completeness
of all information obtained.

(5) From subsection (e)(2) because in
a law enforcement investigation the re
quirement that information be col
lected to the greatest extent possible
from the subject individual would
present a serious impediment to law
enforcement in that the subject of the
investigation would be informed of the
existence of the investigation and may
therefore be able to avoid detection,
apprehension, or legal obligations or
duties.

(6) From subsection (e)(3) because to
comply with the requirements of this
subsection during the course of an in
vestigation could impede the informa
tion gathering process, thus hampering
the investigation.

(7) From subsection (g) because this
system of records is exempt from the
access and amendment provisIons of
subsection (d) pursuant to subsections
(j)(2), (k)(l), (k)(2) and (k)(5) of the Pri
vacy Act.

[Order No. 57-91, 56 FR !)83()S, Nov. 19, 1991]

*16.73 Exemption of Office of Legal
Policy System-limited access.

(a) The following system of records is
exempt from 5 V.S.C 552a (d)(1), (2), (3)

§ 16.73

and (4); (e)(1) and (2), (c)\1)(G) fLnd (H).
(e)(5); and (go):

(l) Freedom -of InfonnatioJl and Privacy
Appeals Index (JUSTJCElOLP,-OOJ),

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a(j)(2), (k)(2) and (k)(5).

(b) Exemptions from the particular
subsections are justified [or the follow
ing reasons:

(1) From subsections (d)(l), (2), (3),
and (4) to the extent that information
in this record system relates to official
Federal investigations and matters of
law enforcement. Individual access to
these records might compromise ongo
ing investigations, reveal confidential
informants or constitute unwarranted
invasions of the personal privacy of
third parties who are involved in a cer
tain investigation. Amendment of the
records would interfere with ongoing
criminal law enforcement proceedings
and impose an impossible administra
tive burden by requiring criminal in
vestigations to be continuously
reinvestigated.

(2) From subsections (e)(l) and (5) be
cause in the course of law enforcement
investigations, information may occa
sionally be obtained or introduced the
accuracy of which is unclear or which
is not strictly relevant or necessary to
a specific investigation. In the inter
ests of effective law enforcement, it is
appropriate to retain all information
that may aid in establishing patterns
of criminal activity. Moreover, it
would impede the specific investigative
process if it were necessary to assure
the relevance, accuracy, timeliness,

'and completeness of all information
obtained.

(3) From subsection (e)(2) because in
a law enforcement investigation the re
quirement that information be col
lected to the greatest extent possible
from the subject individual would
present a serious impediment to law
enforcement in that the subject of the
investigation would be informed of the
existence of the investigation and
would therefore be able to avoid detec
tion, apprehension, or legal obligations
or duties.

(4) From subsections (e)(4}(G) fLnc! tH)
because this system is exe.mpt from t.he
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access provisions of subsection (d) pur
suant to subsections (j) and (k) of the
Privacy Act.

(5) From subsection (g) because this
system is exempt from. the access pro
visions of subsection (d) pursuant to
subsections 0) and (k) of the Privacy
Act.

(c) The following system of records is
exempt from 5 U.S.C. 552a(d)(1) and
(e)(1):

(l) U.S. Judges Records System (JUSTICE'
OLP-002).

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(k)(5}.

(d) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (d)(1) because
many persons are contracted who,
wi thout an assurance of anonymity,
refuse to provide information concern
ing a candidate for a judgeship, Access
could reveal the identity of the source
of the information and constitute a
breach of the promised confidentiality
on the part of the Department. Such
breaches ultimately w0W-d restrict the
free flow of information' vital to the de
termination of a candidate's qualifica
tions and suitability.

(2) From subsection (e)(l) because in
the collection of information for inves
tigative and evaluative purposes. it is
impossible to determine advance what
exact information may be of assistance
in determining the qualifications and
suitability of a candidate. Information
which may seem irrelevant, when com
bined with other seemingly irrelevant
information. can on occasion provide a
composite picture of a candidate which
assists in determining whether that
candidate should be nominated for ap
pointment.

(e) The following system of records is
exempt [rom U.S.C. 552a(c} (3) and (4):
(d); (e)(1), (2) and (3), (e)('1)(G) and (H)
(e)(5); and (g):

(l) General Files System of the Office of
Legal Policy (JUSTICE/OLP-0031.

These exemptions apply only to the ex
tent that information in the system is
subject to exemption pUl'sua'nt to .')
U.S.C. 552a.(j)(21. (k)(l), (k)(2), and
(k)(Sl.

28 CFR Ch. I (7-1-94 Edition)

(0 Exemptions (rom the p"rt.iculal
subsections are justified for the foll ow
ing reasons:

(1) From subsection (c)(3) because
making available to a record subject
the accounting of disclosures from
records concerning himfher would re
veal investigative interest on the p.l.rt
of the Department as well as the recipi
ent agency. This would permit record
subjects to impede the investigation,
e.g., destroy evidence, intimidate po
tential witnesses, or flee the area to
avoid inquiries or apprehension by law
enforcement personnel.

(2) From subsection (c)( '1) because
this system is exempt from the access
provisions of subsection (d) pursuant to
subsections (j) and (k) of the Privacy
Act.

(3) From subsection (d) because the
records contained in this system relate
to official Federal investig-ations. Indi
vidual access to these records might
compromise ongoing investigations, re
veal confidential informants, or con
stitute unwarranted invasions of the
personal privacy of third parties wr
are involved in a certain investigatio
Amendment of records would interfert:
with ongoing criminal law enforcement
proceedings and impose an impossible
administrative burden by requiring
criminal investigations to be continu
ously reinvestigated.

(4) From subsections (e) (1) and (5) be
cause in the course of law enforcement
investigations, information may occa
sionally be obtained or introduced the
accuracy of whjch is unclear or which
is not strictly relevant or necessary to
a specific investigation. In the inter
ests of effective law enforcement, it is
appropriate to retain all information
since it may aid in establishing pat
terns of criminal activity. Moreover, it
would impede the specific investig-ation
process if it were necessary to assure
the relevance, accuracy, timeliness and
completeness of all information ob
tained.

(5) From subsections (e)(Z) because ill
a law enforcement investig'ation the re
quirement that information be col
lected to tht~ g-reatest ext.ent. possible
[l'om the suhject individual woo
present. a seriolls impediment. to
enforcement in that the sut)j(~ct. of t.t1<.:
inv('stig-n.tioll would be inf()rrn(~d of the
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SYlllem" it nol accessed by any other
agency. All w.clOllUfeIl of cDmputerized
inforlJl8tWn are made in printed form in
accordanoe with the routine UlIe5 which
are set forth below.

Records also a~ maintained on a
temporary b8l'is relevant to the mrll
domestic police cooperating program.
where assistance in obtaining
information is provided to &tate and
local police agencies.

Also, personnel type idonnation.
dealing with such matlers 8S aUendarn;e
aDd production and accUTracy

requirement. iI maintained by tlOme
dlviswna,

(The following chart identifiefl various
listings or indexes maintained by the
FBI which have been or are being Iaed
by variOUl divisions of the FBI in their
dlly-to-day operations. The chllrt
identifie1l the Ii.t by name. description
and Uie. and where IDaintai.lled. I.e. FBI
Headquarterll and/or Field Office. The
number in parenthe&e1l in the field office
column indicatell the number of field
office. which maintain the3e indices.
The chaM indicates. under "status of
index," those indexes which are in

current use (designaled by the word
"active") and those which are no longer
being uted although maintained
(designated by the word "inactive").
There are 27 separate indices "'-hicb are
classified in accordance with eXisting
regulations and are not included in this
chart. The following indices are no
longe-r being used by the FBI and are
being maintained at FBIHQ pending
receipt of authority to destroy; Black
Panther Party Photo Index: Black Unitec
Front Index; Security Index; and
Wounded Knee Album.)

Mainllllned 111-

FlElld office

A:j"",,,slfatMllroex (Al)£)Q ConsIsts of CllrdI with~ dllla on~ IIlltCM.•._ ..__w_ yes Yes (29).
.,. who ~ aubtect to inves1lQ6lion in •
~ _\j8IlC'( because 1tIe) 'I"'llfll befteved
10 oon&lIWI. a potenlJal Of~ 1Ivee.t to !he
.inIem6I !leCUnty at Ifle UMed S\.llIIl6 Wl\en
ADEX w. BtlI1ted in 1971. it *all m.ade up of
~ Who -e 10<met1~ on tt>e Secunty Index.
ReNnoe inOllk. -.d Agitator Inclex. Thi5 inOe. is
~ In lwO separate iOCabOnS In FB1
Headquartll"S. ADEX .....as <hconbnlJed In J.tsru.
ary 1978

~ Lenar Ale Con.iIIb ot~ of anon~ communi- Acliv8 yes...•.._ _ 1110.
e:atIofw and IIIXlOnOnate credit transaction&. loO
~ UIOtlIOn and threatening IelllQ.

A8soC\ales of DEA Cle.sa I Coos<sts 01 • compu19i' r~ ~ ~...nom AcbY9 _ _.............. y w_.__ "-lloIllSt').

NIlrcobcll VlOilllln Usbng. DEA hal identified as asllOCildell cA Qa$ ,
~ VlOIiliora.

Baci<[lfound ~ eor..cs ot eatdl; on~~ have been!he Aclive.__ yea _ No.
Index-Department ot Jus· ~1JlI'CI at • lui foejd lflVSS\I98lion 111 COf\~

tlc:6. wiItllheV ~lion tor employment in sensi
live positions WIt7l Oepam>enl ot JUIltice. MJCh
lIS IJ.S. Al1omey. Fede<1II~~ -/9 ilMlI
~... lIIpoM1On.

~ ~\iorl CooMb 01 cards on persons who h~& bGen Itl& Ac1tve.....__.._. .... yes........._......_....._..._..... No.
Inclex-WMe Houae.~ &Ibjed 01 " lull tield irwe5b-Jatioo in connElCliO'l
Ex9C\JtMI Agenc;es. and with lheil considec'ation lor empkloylnenl in 88ftlIi.
Congr"",,- tive pO$iIiOna Wlth the WIN ~. EJI8cuM

8IgIIIl'lCieS 10tha' ItIan tne Departrnenl 01 JullUOIt)
8nd the Congress.

Ban~i:=l(.aoo Embsz:l:I&- ~a:~~~~the.::: Aetive_ _ \ No , Yes (1l·

tiorI. This file ill used a, an~ aid.
BanI< Robbery Ab.Im ..__ ConsistJl at photoa ot bank robbers. burglars. and AdMl .. _ No _ .._ .._.. . Yeti (47),

WCeor lUlfec:U. In some lIeId olfic;e& aI will
also CXl/'Il.ain pocUllS obtained flom local police
d&partmenti of I<nowr1 armed robber5 and thus
pot8!'lba1 bank roI:>bers. rna It>de~ is l.-d 10
develop ~tivG !GadS in .. robbery
ea- and mer .'SO be .-d to Ilhow to wit·
nesses ot banil robberies. It i6 usually 1iled by
race', heigh\. and egG. This 1ndex is also main-
tIlmed in one resident ag<oncy (Il ouboftlc-e 01 "
field ol'fic;e)

BanI< ~ Hicnl&me Consists 01 nteltnarnes used bI' known bar*. rob- AetNe_.....•._..__.._ No Yes (1).

jr1delL beiS. The indlJk Cl!rd on each would contalfl the
real name and method 01 operalJon and are
flied in alpha,!jetic:a1 or(ler.

aank Aobbe<y Note FlIe Consi,,,, at photographs at not used in benk ~ yes.__. .__._ ; No.
fCtlbeneI; W1 which tne 1ItJspect has been identi-
fied. Thos index i& used to he.., &oMl robberies
in which the ~b;ect has not been identified but
a notG was left. Tna role is compared w!ttl !he
indel< to try to match !he sentence structure and
handwn1ing lor tne purpose 01 idenlll)'lllg p0ssi-
ble suspects.
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...................... No.

>40 Y6lI (3).

__ Yr>sCnminal lnformanl,lndel

Computenzoo Te1epnone
N~ FlIe (eTNF) Intellt
gence.

BanI< Aobberi St.lIID8d Irw.1eK ••. Q:ln8iIda 01 • control IiIe 01 index carda with Ac1iYe _ __._ No Yas (33).
p/loIo$. if ....aAable. 01 beniI robbers or~.
In =orne fieIO offlceI U- people may be part
<It the bank rollb8ly album. This iflde)( III genet'.

lilly INII01ained n "* in the aame ".",..
• the beniI robbety album.

C. Ring Cue PtlOlO -'bJm ConIisl1l <It pholos 01 subjeCta It'd~ in- Ac1Ml _ _ _ No Yas (3).
voIYed in • Iafge C*' rtl8ft ling in¥estiQItJon. nit
~&San~eicl

C. Ring C=e POOlo Album Ccncists <It phcJlos 01 :;ubjects ond IUllPSda in- .-.etMI __ NO Vas (1).
n Ir>dex.. 'IOI\Ied in a large C8f 1lleft ring irrYe$ligalion. The

C8fll inOelt: mU1tained in 8ddition 10 the photo
aIbom oontlIins the nM'l8S and~ ap
P-rinll 0I'l ~1 title historiea b' stolen
\I8hide$. Most of ltIew nIIr.18lI appearing on
lhe3e IitI8s _ lictit>.JuL But the photo aibum
and card indexes Ire used as an investigative
aid. '

Car R"'1l Case Toa Can I~x.. ConIi&ts 01 etroa IlIitf\ formation on pllfSOf'lll who Ac1lve __ No Y88 (2).
IIJbscnbe \0 telephone~ 10 which toll
calla have been pIaceod by the majo( IIl.lbjects of
• large car ll'lllft I'inii i1v6stiga!ion. n III maio
tained numor.caJly by IelepOooe number. It ill
IIlIed \0 facilitate !he development 01 probably ,
c_ lor a oourt-apfTCI\Ied """"'tap. I

ell' AI"') Tllef1 Worl\tr>g Il'I<'ex Co=nsca~:: ~dua~~~~ IACtIVe -._- - _. yes No.

doon\l eXMllr\IlbOn WOJiL I
C'-lall" Album ~.:,~':;:,~:~U1~~ i ~tJve .

int"'3lale st"pm",.,t 0< IntllfS\<lto transpottatlOn i
01 610lGn P' x,<Y1y _e there IS a rea6Of'l " I
be!re'te t:'>ey may rep<ial the offense It III used
in irIYost>q~"ng !he ab<>ve W>lSlIo<15.

ChannekzIng Index ~~' r;;:.;: ::0'::e~~ IA~e " _ No . Yes (9).

boo'1ed Il'\ inlorlTll\!lO<l "'v.>t'1S.The index is U$<Xl I I
10 faClhUlte lhe di$'"tlullOg 01 et1~ 01 I '

Chedo CoI=Iar Pole c:=~ '=~~,:~e shl:'trol file on ! ACllve . y"",... . 1 YEtS (43).
~11l"'e-s w'"oo lITe (·ot'XlOUS fradulent ched< I
p.1SS<>'s and 'llIIlO we ll"'JlI~ in a CQ<1tr",,,"')
operS\lOO of passin~ c'>eCl<,. The ~~ wt\lctl
nclU'1e tile suQiect's ""me. p."101o.• oummary
at tile !lUt'lo;;t', me(+,od ?I operabOn and Otnef
IOel'ltrlylni/ data ill Uf,>d to atef'l Olnel' FBI hekl
office,; 8,-1 busln&.l& astablisl'lmoots v,lllIer. may
be !tleY\Cbms oi bad .:t'Iecl<a. I

C:i::s~a~;~~cl~= IA~we yes : No.

whdl come to tile FBI'5 ett...,\h><l dunng rroIljOr I
investIgallOnS- 0uMg subseQueot UwestJgatlOO"
telephone numbers. OOtaJned ltlrouqh subpoena, I
_ matched wittl th6 releohone N.>/TIbers on file I
10 delarmtne COO"tr-.ectiOllS or 8!lSQa8llon1;.

::~:~=~=,§~~E~=~!::••..••• :::.:.: :.....••..•.••••••••..•••••• J: ",.
1Wlu'" OOvoduals wt10 havll been arresl<'d lor conti- '

~ ga-nes and (eJ~IM acltvrt-es_ It IS~ 11$

an ffl\le.sbaatiV19l 8Jd.
Copynght Matt..." Indel _ Consists 01 'cards of in1Mduals ",,-no are film col- Active No Yes (1).

klctor.l and film titles It is used as 8 ref&.'ence
on tile ,nvs3b!J<l00n of =pynghl tnat1!li'S.

Cmnmal Intellogence Index Consists of c.a'ds wrttl rlIlfT16 and fil<! number 01 I AclNe _. No _ YeS (2).
ir,dividua,s whO nave btocome the sub~ of an .
&nt1rac~el~"g jnves'ig<;tion. T~ I1ldex is used :
S5 a QUOC~ "';;1' to ascertaJn file nUiT,be<'$ snd I
!he CO<Toct ~1""9 Of Nlmes. Th,s "'001 IS alSO. 'I
rnatntamed In one _'cIerIl agency.

C¢oSlSlS 01 cards cor lalr!1f19 ideflnty and bnef I AclNe .
bad<ground ",lonnal,.,., on all &ctrYe a'l<i inac· :
1M! ",formsnts lum'sI)"'9 intormabOn on tile',
crimma

'
a.rea
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IY9S._....__....... ..... __..1Yes (49).

OEA Claa 1 NMlOioI \/" eo.- 01 •~~ 01 .-c<;l6c 'fiola. "c\Ml yus _ Yes Ism·
10nl l.Jll1IOg. ~ kroowl 10 manuf$C1ure. ~. 01

cIrstnb<Ile la'98 Qua~l<lleS of ;1~CI1 drugs--wlth

tlel::I<9'OUrlCl dlIta. II iii used bv the FEll in thetI
role 01 8$SlSb1'lQ OE.A '" lhsemonatong inlali
genoe Da.a coocem,ng IIlICll etug tratflClllng.
TM~•• ~~ in -..0 ~n\ 1
~. I

Oe&en", Index :::;~~~o~W::::~-: "etr.-e foI0 _ \'I'es (4).

falS<l 100ntitJes Index _ ContaJn$ car06 MIh ltle na"'68 01 deceased iodi- I<>ac;1ive yes .1 No.
\iiduals W!'l<ise txrth certJf>cGI~S have been 00- 1
llMned by ott'-er pef!lO<1S for po~l:>kl ta~!'8 odenti-
licahon uses /Inc in con""",.on .... th ...-ndl the .
FBI klbor8t:>') has bee~ r,;quested to pet1'orm II I
8xanvna~~~~. .

falsef~ LisL. C::51';~~=~~~R(;=a:::: j Inllevve......... NO _ _ , '1'8$ {31J

.her the pe(!\O<"s ~\h. Il"d '''"s .mose i
names are posSlb/y bet"9 used fOl falf><l tOen!JIi- !
cat>on J>lIIl'O"8$. 'The Iishn~ IS ma,nlalned a.
pert 01 the Fa: s program It' find persons usmq ;
lelge 1den1l1>eS 101 ~I&ga' purposes. :

f"I!loE! IcIerllJty Ptloto !'Ub<Im Co<>SlSllO of na~ IIf'lCl P"OIOS of people whO j InacllVe No (' Yt:s (2,.
he"I!I~ POS'!'Vely ~,,"d as .mng II ia;!>6
lClenl11x;allon This II ~ as an .,v~bgalrv. I !
8'd '" the FIji'S Ifwestoga1,0fI of t",se IQentrtJes. I I

FB6::peCt~oonl~enenJ!~~ '[ c.: : ()f:"~~.m:~ : ='~ iAetrve --- yBL ·_ · •··.. ·1 No.

IFICPS). . a::t1Ye and 'Met .... "aud nwesl'~l'ons. alOll\l I
"'1Ttl the name or lh<> ,,~eocy COl"o,J~"'''9 the
in-IestJpauon. Data .. aVilJiable to IG oHlces I

I t!)I'ougt>ou1!he '_a! governmenl to preoli1nl I

I OupIIc8bon 01 in-Ies1lglllt'll lI(i\",'lly. I
FBI W;a",ed Persons Index " "1 Co~~~15 ;,f ~~:=~~~~~~~,:,~ l-.etr.-" _ · · · · Yes "'j' No

• whic.. fall under ttle j<J"SOIcblo" of the FBI It IS
I used as a ready relllfence to >aent'ty those

\ lugo~ 1
ForelOn COunlenntelhgerce : ConsostS 01 _i1rdS W'tt- ldenli:f backgrou'l<l datll on I Aetrve _ , Yes - No.

(FCoI I Illl echve and ,naC1Jve DP<"a~""aJ and ",Iorma·
i 1.'011<11 asse:s in ttle 'ore'\l~ CJ:'-u"'e""tell.gen~~ \I 1....0 11 IS uwd as I rel..'ence a.d on the FCl I'
I AsS<'! program j

Fraud All'llnst the Gavem-) ConSIstS ollnC'!'Clva!~ 0 hO,e ~r: It.., subt"::1 I -.C1lV9 _ !'Io _ -..... .. ! Yes I')
menl Index. of a ""eud ega,n~t Ihe GcvefOr'lenl" ,n,e~bga· I !

bon tt l5 USM as In~11Qah\le ,ltd. I I
f~~vc Ba~ R~rs Fh =~l;;?:=coE:~~~~;d~ \jl Active _ • · _.. _··1 yes .• __ _ ·- ..···1 Yes {43l.

r~ '" a lu<)ll've slatus lor 15 or mJ(e days I
III le.ctlttate tt\etf \<)<;$C"

General Sec..-ity Index.. _ Contains cards on all pefSOr.s that ha." t.ee" the I Active_.__ _ No _ - _._ , Yes (I).
sub,ocl 0' 8 $eCUnly clei>Sltr...at,oo nwas:'!lal,on I I
by the Fe: field offICe. These cards are used I~ .

\Ill'l'l9f8l re!eranc:e pt#pOSeS. 1
Hoodlum LJcenSe Plate Ind€Ill Consists of Cards 1tI tne license p1at<,~ numbe's I AcWe__ _ .._ -_ NO _ - y~ (3)

and descnrtive dats on ~nown hoodlums and I
~ ObS€<Ved In the V1CInot) of hoodlum home.s . I'
n IS lIS9:l lor QUick iden~ftcation 01 suct1 person
in the course ot inv-llSIJgaIlOll. The one index
wt><ch is no' tul"t ....lnevat;,\e In ma,nla,ned by a \
reso:lent eg'J'lC)'.

lOeotificalioo Order l"ugttivg. Consists 01 ft;ers numt't':atly Ih " CO"'lfol lile "ctivtL _._.
Fliel F~e. WIlen llfIfllll<lo.ate leeds t\l!ve tlOOn ext\l!USled in

Iuglti,e inves&llallQl'\S and 8 C"me of consiOO<·
tIbIe public II'lt8reS1 haS t>een CO/T'itl'Iined. thIl
nlef$ lite ll;yen W'de csrC<JlabOfl among ta... eo
forcement agencoes throughOul the United
Stales and are posted in post offices. The fltan;

contain the fus'IIVe'S pIlolograph, ImgerprinlS.
and <.\eSCnplion
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Field office

Infom1ant Index __ Consist, of cards Wltt1 th<; name. 5Y'llbol flUI'IIbers, AdMl .•__.•......_._.._ No ._."_."_.._ .•_._._._ Y. /561
end boeI b3cto tl'0UI'ld II1toonatcn on tOO follow-
r.g ~Iecpc:es 01 aetJv6 lind onact.... e inlormants.
lop 8C~ cnmor.aJ ,nlQr.:l8nts. security inform-
ants. criTTllf'ai iniormallOn, opef8lior\al and intor·
mabonal asse!S, aaemlSI informa·~ts (diSCOnlJr>..
ued1. plant tnlor'1\ill1l-inlormants 00 and about .
.certain mi!-.a')' bases (discontillUe:1). and pot~

till! crimina/Informants.
lnformantl in Other F.t'ld Of· Crosis1 of cards.,;u, names and/or symbOl num- AcWe......_ ...._. No .......-_..._ ..__...._...... Yas (lSI.

lices. In08x 01. ben; 01 nformanl$ in other Fal li$ld offoees !hal
ate in a jX)Sltjon to furnish I1ltormallon tl".at
would also be includeC 01\ tne Inde. card.

Interstate Transpot'lation of IConsists of phou:. -'ll descriptrve diltS 00 indMd- ActMo _._ _ .._._ No __ _.__.._ '1'. (1).
Stolen A1.......alt Photo Album. ~..no are ~Is kl"lOW'1 to Ilave beerI

I
involved in inle<stale lransportabOn 0/ stOl&n
pcratt It III used 8S an investpgatlve llJd.

IRS W8~:ad LIs!. CY!s:sts ot one-pag<> lIIefs from IRS on Individuals AdNe _ .. _.._ _ .._ .. 101o_ _ _ Yes (11).
with backgrOUnd onfc~dfion who are wanted by I

!
IRS 10< tw. pvrpoS8$. " i& used in the identitlCa· ,
lion 01~ _led by IRS. I

K~ 8001< ~~~tC~~ 1~~~~r;::::C~·e~i= IN:1INe _ -._.._-_ 'fe. .._.._ No.

The ~","s' names and !tie S"Spec\s. rt kroown,
wovld be ksl6d wIt1'I 8 boef ooscnpt'on 01 tOO
citcumstanees StJrTOl>nding ltltl ludnappong. The
file IS used as 8 reference aid in matchIng up
P!'()( memoos o! OPEI"atJon in unsolved kidnap
pong cases.

I<nown Check Pass9fS Albu'n ConSIsts 01 photos with descnptlve c1ata 01 pe<' CiN8 _._ _ ..__.__._ No _._._ _ _ Yes (4).
S04'I$ kpown \0 pes.s ,Iolen, lorged. 0< COUI'tl8,.
f"'l ched\s II IS use<l as an invesllgalive aid.

Known Gambler Inde Cotls1s:s of cards Wl1fl names, desctiptive c1ata, Acwe _ _.__.._._ _. No . .__ _._ Yas (5)
and $o<TlElI'<ne5 photos 01 indIViduals 'Nflo are
k"OWl! tl<:>OI\ma'.'3fS and \l8rnb1e<s. The inde. IS
used in organIZed crime Ilnd gamhllrlg~.
bons Subs.eouenl \0 GAO's reVIeW. and at tt>e
rucomtne!'ll1aflon 01 the inspectIOn leam at one
Of the two fi"ld offices whe<e tOO ,ode. -was
destroy'3d and tnus is not II1cIUO;x:j in !he tomI. I

La Cosa Nostra (LCt,) Mem. Contams cards on irldvlduals I\avlOg been identi· I /4drve _. '1'01$ _ .. _ _ Yes (55).
b<Y.sh'p fnde", !oed as memr-ers of tt:e LeN 'n.:Jex T'>9 cards I

contain p"'sr,na' dara and p.ctu'2S. The ifldEo. is
used SOlely by FBI agents lor assiStance in I
1I1'.esugabng olgan'~ej crime maners.

leased Woe lener Re<:jUBst ContaJrs cards on individ"als and t".anlZa~ons At::lNe _.__ yes No.
Inde. wt',o are Of Ilave been th& SUbject 01 a M!lonaJ

secunty elooc"O'lIC i\UlVe;lIance ""","re II -..ad
line lena.- was ne=-essary. II IS lJse;j as an
tKtmmiSiratrv~ and sta'~slical a.d.

MJJ1 Cover Indi:' ConSIStS 01 carjs C':)r(aln'ng a r9(;ord of all ma~ N::Jve.. .. _ Yell .. • . . No

".~ o-w _. . coo:§~1?f~~~~~~:'::: I~____ __~ ,~ _ --_ J"0

\

mlil'.3'Y oo..a"er5 ",h-Jt'e ,"" venous m.lltary' I
\::'8xl-es I\a~e '~"'eo ~Sl assIstance III lo-
cat1f,g It IS used &5 &l'" iljr:1lruStretlV'3: ~:i.1(J.

Na\lOl\al 83"11< RtJbbE:y Album ., eo .s15IS of H'e's on ba~. robOOoy su<pe.·ls held "'-c'._. " yes _ Yes (42).
I saquentI3':Y III a contrOl file Wilen an I<lenU"d

ble bark C5'>"era pholcgraph IS aV31Iab'<:> and
the case has b-'€n uf"\Jo::r In\l4?Suge:.li.)n for 30
ddys W1:h~ct 1dem;1yIPg tne s..bte.::t, FBiHO I
sends a II £, to tM !If 10 oftJces to he~p id",ntify·
the s,Jb~t;!c·... . \

NutTonaJ FraU<JJlenl Chec~ Centis01s p~,otog'~pt.s of tI'E! $lgr.al"'~ on $!oIen , MINe Yes .....•.. No.
File. an,j counle<1e<1 cre;:!os. II IS (,lcod a,phabe~c.airy I

but the,a ;s no W1Y ot knowing r~,e roames arc I
lea! or ficn~o·Js. Tile ,nde. is used to help 5IOl"" I
stolAn che;'. cases by matching cn.;ct.s 00-1
talnea in suCh :::a,;es ~gainst tt1e index 10 lder.~

I fy a posoible susP'Sct



49100 Federal Register / Vol. 55, No, 227 I Monday, November Z6, 1900 I Notices -
Foeld off.CG

National ~~ Coo'lIllina CMo. ..coning lIW>c';ronic~ IrwctiYe _ _ '1'8& _._ No,
~ Caftl file. prev!OUlIly aMorited ~ 1he Attorney General

and p<ev1OUSly and c:um>nlly Buthonzed by the
FlSC; CUfTlIOl and previouI _ in 1he foffli';r\
c::ounlerintelDgenoe field; end • hilJtoncal, !M0

M IeCbOf1 wIlICh COOI8ina cards beiIeYed to
record fIOOCOIlSett8d physical entries II'l nellOrl8l
tee\Jrily C8!leS, preWlusly toll billings, mail
~ and IeeMd w.-. The Inactive lleetion
IIIao oorrtaim cwdl ~ng previouI. At1(l1T1Ely
Genera! ltll<lf0Yllla and OOrwM lot w~\\esa
electrOOlC BUI'\'8illance in 1he neliOnal lIll(UTly
cases.

Noght Deposototy Trap Inde_ CorrlaIna CIlfOs wi1tl 1he~ of pet"SOnI who Active yes No.
have been involved in 1he ttlllfI of deposi\lI
made in bani< night c:Iepostto<y bo.as, $irlCG

these Ihetts 1\Il'19 nvoIved vanoua methods. the
FBI UlIM the irlr:lel< lD eolw ""'*' ClaMS by
rl\lll~ng up Similar methods to ident1fy possible
llUSPOCts.

Or\l8flized Come Photo Album.. ConsIsts of photoa lind bllcllground infonnabo<"1 on Active.................................. No - Yl:l$ \1'3).
a-dviduala inYolv9d in orgatllZ9d crime ectrvitJes.
The onde1< .. used a$ II ready reference in
ident1fytng Ofl)8naed Clime figures Wl\hjn the
tie4d oliic>e&'~.

Ptx>\.OSpftlad kkmtificalioo ConsiStS 01 p/lotos 01 indMdua~ who have b&en Active _...... No Y s (14j,
Elwnonabon File. ~ and auspeclS in FBI inves1>gabons. 11

alIIO includes pOOto8 received from otller law
enforcement ageocies. These po;tures can be
used to lIhowWl~ 01 0ElltaJn cnmes.

ProstIMe Photo AJt>um Consists of photos wi1tl bftd(ground data 00 pros- ActivB No Y&,; (41,
li'tuI\lS who l"lIMl priof k>CaI or Federal arr...sts
'0< pros\JMion. 11 is used to idenllly prostiMes
In conrlllCtJOn wlttt invesbQ/IllOn$ undo< the
White Slave TreffiC Act.

Royal Cal\adian Mounled Consists of a ex>ntrol file of individuals with bIlek· Active _ _. No Yes (17),
Pohcy (RCM?) Wanted Clf· grourlCl informatioO of persons warned rPf the
c.aas File. RCMP. It .. used to notify the RCMP if an

lndt.idual is Iocaled,
S&curity Informant InOe ConllI'its of cards contasning idenll1y and bOel Active................................. yes No,

background inl00nabOn on all acti,e and inac·
lMl inlO<1M.nts IumIsho<-og itlloomallOo in the
Ctirntnal &fll8.

Secvn1y ~ Control ConSIsts or Cllr<!l; containing the names and case Active No Yes (1).
Index. file numbers of lndMduals who have been ~

jec1 10 sac:urt1y ir1veSt"ilal1OllS cheCk. It is used
as a rf;!f\lfll'lCe source.

S<>cumy T~ Number Contains cardS wiltl1elephone subscriber idorma· Active No Yes (1),

InOOK tion aubpoorlaed from the telephone company
in any S&CUnty itl\'e$tiljation. II is mainUl.nad
numencaJ/y by the last ltlree dlgll$ In the tel&
phone number. It is used for ~al relBtBr>oo
purposes in secuti1y investigations.

SelectNe Service VIOlators Contains cards OIl indMduals being $OUght on tt1e AetiIIe yes No.
Index. basis of Federal warrants 10< VIOlation 01 the

Selective S$rvice Act.
Sources of Information Inde Consist of cards on individ..als and organizations Activ No Yes (101.

such as banks. motels, local gcwarnmenl that
are wilk~ 10 Iumish inlormalloo 10 thI3 FSI with
lIUff:c\ent frequency 10 ~tity ~sting lor the bet\-
efit of all agents, II is maJntained Ie facil<tale tt1e
use of such SOUfC8$.

Special Services Inde Contains cards 01 promnenl individuals who are in Aclille.................................. No Yes (28).
• posilJO~ to furnish assistance in connectIon
with FBI investigative respons~ility.

S\olen Cl'oe<;ks and Fraud by ConslSts of cards on individuals involved 'm c!'ecl< Aewe No Yes (I).
W..e InOeJ<. 8l'ld !taud by wif... violations. It is used as an

investigative aid.
StOll Noticas Index Consists of cards on names 01 subjects or propel". ~live _ No Ves i43)

ty where the field office has placed a SlOP at
another law enlor~ntagency or private busi-
ness such as pawn 5hops in lfle ev...nt informa·
tion comes to the al1ention 01 thaI agency
conc...rni~ the subject 0( property. This is filed
numerically by investigatMl c18S$iflcation. 11 is
used to insur... tl\8t the .gooey ..merit the Slop
is placed is no\ifilld when the suOject is 1iPP'9-
handed or the property is located 0< recovered.



Federal Register I Vol. 55. No. W I Monday, November 26. 1990 I Notices 49167

~ l.oc3Iat lode" ~ ~ of gyd$ witl bas;(: clata on inOvidual6 Aclive__ .__ No _.__._.__ _ Yes (2).
end busifleSS'>S wticI'I~ come under pIlysi-
eaJ IlUfVeillance in the city in which the fiekj
oITics is Ioc.ated. It ill usOO IOf \}6"e'1ll reference
purposes in lIllirack.eteeriog invesbgaOOns.

Telephone Number Inde>- Contains information on p&r$Of"IS identified usually Ac;:livll __._••_._._ No _ _._._ Yes (2).
GambIeta. as a resulI 01 • IllbPOena !Of the n&me$ 01

~s 10 partJculaT lelePllofl9 numbers 0"
loll recon:1s lor • particoJlaT phone~ 01
area gamblers end bookmal<ers. TI><I inde"
I:8rds ¥e tiled by the las! ttwee digits of the
~ 1lU/Tlber. The indeJ< in IISed 98mb1inQ
investigatiOOIi.

'TfIIecll"oooe StbscOOet tnd ConTain1l C8J'ds with "ormation on per.sons identi- AC4MI..__• No .._ __..__._ _ · y"" (1).

Toll RecOttls Check tilde... lied as !he result ot a formal request Of 5UbpOO
na to the pI\one company lOt !he idenbty 01
~ 10 panjcular \elephone'~
The irJdex cards are filed by telephone number
end would If$O include iOenbty 01 the SI.Ibscflb
•• boliUlll party', identity,~s IlOdIBSS.
dine 01 teQU6st from the lelophone COl1'\PlIr1Y,
end .. nt.m:ler.

Thieves. CouienIlIIId F800lll Consicta 0( llOOIoa and~ inloNnatJon lltl -'c'<iW. .. .. No _ .•._.· Vee (").
Photo Ir>&.;x. roviduBls wno •• or ate suspec1ed 01 beit'9

1tlleYe5, counars. CIt fences based on~ past
8Cfivi1y in~ _ 01 im~tate ttan$pQ<l8.!ion of
*klllIn~. It II used as an in-tesligaM lIid.

Toll Rec<Yd~ indeI<..__ Cortaint C8rtIII on kldlVl~ and~ ActiYe Ye~ _ _ No.
on whOm Ic/f rec;ords have been~ in
/lIIlio<laI IIeCYfity related cateS Itld v.nt1 respect
tIo wNctl FBtHO had to prepsr. a request !eller.
II Ie~ prirlwily 10 facililate the handIIog 01
"'P*~ on indMduaM lialed.

Top Burgle! Albu'n__• eot.sls 01 pho1O$ and bacl<gotni dIU 01~ Al::tM.. ._. No - __._ y..,; (4).
end S4JSP<ICt lOp ~gl$r1l itrvQh.oed in ... __ 01
1nlema\e trartsporlaliOO of stolen propllI'ly. It ill
..-d as an ~trveW.

Top EctwlIon CIW!'inai InfOtm. eor-tI 01 ards conlamiog identity II1d briel Acfiote __ y9ll _ No.
III p,.~ (TEClPllnQaL ~ound inlQmlation on indMduels wt10 lint

eilher lumishing high ..,81 Wont.tion in Vwl
Qr9llni2t>d crime _ Of are ul'det develcpmelll
tIo fInlCSh IUdI inIormalior.. The 'nOe~ ill \I!lIld
~ to ~e, corTOOo<s:te. .-cI~
nate inIormanl informahoo &tid to~ prot
ecutive da~ against r'2cket liQl.lre$ ...... F.oer
aI. ~te. rod local stat~.

Top Ten Progam FIle_ __ Coreists ol fliera. liled nurnwicaJly in a lXlf\Iroi ilB, Actllle .. _ _. yElS __ Y. (44).

on Iugf1Mn 0008idered by !tie Fal 10 be 1 of
lhs 10~ wanlad. Indoding e fog!!Ml of !he
top 10 usually &SSIJ(lIS • gr_ rtlI1IOIWI~
~ 8B welt asM~ CioQJlaIio<l of..........

Top ThoeI Program ilde>r _ ConsisIs DI cards 01 it1dNiduals who lUll prates· Ac1ive _ _ No _..................... Yeti (.27).
IionaI ~. roooers. Of Ienoes lloeling in
items ~kety to be passed ,n interstate~
or wt>o travel imllfstate to comrril the crime.
lJauaIy~s and backgrOW'ld infoona.
lio<l would uno boo oblamec;l on the Inliex CBtd.
The lndeJ< is used lIS an investigative aid.

Trucl< Hijacl< f'tlolo ,fJburn Contains photos and~ deta 01 indio'id- AeliYe No Yes (4).
uals wf10 _ SJo,;pected trucl<. h;jeclun. It III
used as an lrrIIesbgatrve lIId .-.d tor 0I5p1ayVlg
pIlolo& 10~ and/or victims to io:Ier\lify
unknown SlJbjects II hliac>-ir1\l cases.

True!< 'Thillf S<Jspect f'tlolo Consis.:s 01 pIlOtOll and background d3!a on jnd;. Activo No Yes (I).
Albtnl. viduaIs previously ..-rested or 81e ctJIT9nlly Sl.:S·

peets reqardjr>g vehicle Ih9ft. Thol ftiex .. UMd
lIS an ir1'vesIlgatr-e aid.

Traveling CrimInal Pholo Con.>ists 01 pIlOIo6 wilt\ ~ti¥ng d'itS of individ- Actwe .... _. No ....._.__..._._................ Ye;; (1).
Album. uels convicted of ...arious criminal ottenses and

may be suspects in other~. " is used as
*' w-ligal;ve aid.

"etennl Adminial1a1ive (II1'\j1 Consists of cards 01 individuals who Ile\08 boon AclM! .__._ _._ _.. No .__ YIIA (1).

Fedefal Housing J\dlrinis.. &Uhj<lCl 01 an in_ligation relative to VA aod
tra:ion Mal!Brll (FHAllndex. FHA maller'S. It is used as an investig2live aid.

Wamed Fliers File __._... Coosists oIl1iers. fiIad numencally In a con1rQ! 1IIe. ActiYe _ _ yes._ _ Yes \46).
lltl blldIy --'ad '-'grtlves wtlOSII apprllhenllion
..... be facilitated by 8 nis<. The _ containa

the nam8Ii, pholographs. aJ~ prl'Nious coo-
W:t>ons. Md a caution notice.
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Mamaiood 8t-

FMlld office

WheeIcIox ....•._ _ •• .. ContainlI the~ IlI'ld 1he caM IiIe I'll.Im- Activ'e ••_ ••.....__._ No .." - _.- y~ ('I.
ber1 of organi2ed c:nme ITlIII\"bln. It is t-""Cl in
o<gari2ed <:rime I'I'IIMbgabona. •

WMe Houlwl $pecoallndex.. Contam cam. en all POlenbaJ White Hou5e ap- Active.................................. yes _ No.
poont_, -uaff rnernb4n.~ and IIlailonJ
~t ~~ t1Ifemld to the FBt by the While
Hoo.me II<ICUi1y office tOf I recortIS CheCk to
Identify any~ Of QIIrogaloly inlomlation.
This IOOeX it U8ed to e>cpe<jte lIUCh dleCl< in
If'i8w of the tight 1imIrITame usually I'I'lQUired.

W~ Protso:1ion Program Containa c:artIa on IndividuaIa who ha"" ~ ~ .._.__ _ ,,_•. yea _ _ No.
lodell. ~ I Mw identity bv Ihe U.S.~

Deper1met1t because 01 lhei' Iestimony in orga-
~ed airne 1riaJa. It is UlIed primarily to nollIy
the U.S. M.anitIaII S<lrva wt*> inlofmetion I"&
lated \l;l \lle I&l~ 01 , ~1l6~ 004'l'lII'
to the FBI'. Itlenlioo.

AUTHOfUTY FOIl 1lAJtn'£HA.NCE OF TH!'

lYaTE":
Federal Records Act of 1950, Title 44.

United States Code. chapter 31. section
3101; and title 36, Code of Federal
Regulations, chapter xn. require Federal
agencies to insure that adequate and
proper records are made and preserved
to document the organization, functions.
policies, decisions, procedures and
transactions and to protect the legal and
financial rights of the Federal
Government, title 28, United States
Code, section 634, delegates authority to
the Attorney General to acquire. collect,
classify, and preserve identification.
criminal identification. crime and other
records.

ItOtmHEU~ Of'RECOROIIIIIAIIfTAlHU:l1tj
THE SYSTEM, lHCUJOINO CAnQOftIEl Of'
USEM Altl> TH£ PVRPOSU Of SUCH US£$:

Records. both investigative and
administrative. are maintained in this
system in order to permit the FBI to
function efficiently 8a an authority,
responsive component of the
Department of Justice. Therefore.
information in this system is disclosed
to officials and employees of the
Department of Justice, and/or all
components thereof. who have need of
the infonnation in the performance of
their official duties.

Personal information from this system
may be disclosed 8S a routine use to any
Federal agency where the purpose in
making the disclosure is compatible
with the law enforcement purpose for
which it was collected. e.g., to assist the
recipient agency in conducting a lawful
criminal or intelligence investigation, to
assist the recipient agency in making 8
determination concerning an
individual's suitability for employment
and/or trustworthiness for employment
and/or trustworthiness for access
clearance purposes, or to assist the
recipient agency in the performance of

any authorized function where access to
records in this system is declared by the
recipient agency to be relevant to that
function.

In addition. personal information may
be disclosed from this system to
members of the Judicial Branch of the
Federal Government in response to a
specific request. or at the initiation of
the FBI, where disclosure appears
relevant to the authorized function of
the recipient judicial office or court
system. An example would be where an
individual is being cousidered for
employment by 8 Federal judge.

Information in this system may be
disclosed as a routine use to any state or
local government agency directly
engaged in the criminal justice process.
e.g.• police. prosecution, penal,
probation and parole. and the judiciary,
where access is directly related to a law
enforcement function of the recipient
agency e.g. in connection with a lawful
criminal or intelligence investigation. or
making a determination concerning an
individual's suitability for employment
as a state or local law enforcement
employee or concerning a victim's
compensation under a state statute.
Disclosure to a state or local
government agency. (a) not directly
engaged in the criminal justice process
or (b) for a licensing or'regulatory
function, is considered on an individual
basis only under exceptional
circumstances, as determined by the
FBI.

Information in this system pertaining
to the use, abuse or traffic of controlled
substances may be disclosed as II
routine use to federal, state or local law
enforcement agencies and to licensing or
regulatory agencies empowered 10
engage in the institution and prosecution
of cases before courts and licensing
boards in matteI'6 relating to controlled
substances. including courts snd
licensing boards responsible for the

licensing or certification of indh'iduals
in the fields of pharmacy and medicine.

Information in this system may be
disclosed as a routine use in a
proceeding before a court or
adjudicative body, e.g:. the Equal
Employment Opportunity Commission
and the Merit Systems Protection Board.
before which the FBI is authorized to
appear, when (a) the FBI or any
employee thereof in his or her official
capacity, or (b) any employee in his or
her individual capacity where the
Department of Justice has agreed to
represent the employee, or (c) the United
States, where the FBI detennines it is
likely to be affected by the litigation, is
8 party to litigation or has an interest in
litigation and such records ar!!
determined by the FBI to be relevant to
the litigation.

Infonnation in this system may be
disclosed as 8 routine use to an
organization or individual in both the
public Of private sector if deemed
necessary to elicit information or
cooperation from the recipient for US!! by
the FBI in the performance of an
authorized activity. An example would
be where the activities of an individual
am disclosed to a member of the public
In order to elicit his/her assistance in
our apprehension or detection efforts.

Information in this system may be
disclosed 8S 8 routine use to an
organization or individual in both the
public or private sector where there is
reason to believe the recipient is or
could become the target of 8 particular
criminal activity or conspiracy, to the
extent the infonnation is relevant to the
protection of life or property .

Infonnatron in this system may be
disclosed to legitimate agency of II

foreign government where the FBI
determines that the infonnation is
relevant to that agency's
responsibilities, and dissemination
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serves the best interests of the U.S.
Government. and where the purpose in
making the disclosure is compatible
with the purpose for which the
infonnation was collected.

Relevant information Inay be
disclosed from this system to the neW8
media and general public where there
exists a legitimate public interest. e.g.• to
assist in the location of Federal
fugitives, to provide notification of
arrests, and where necessary for
p!'otection from imminent threat of life
or property. This would include releases
of inIormetion in accordance with 28
CFR 50.2.

A record relating to an actual 0'[ .
p'ltential civil or cri.:ninal violation of
the copyripht statutfJ, Title 17, t.:nited
Stated Code, or the tradema!'k statutes.
TitJes15 and 17. U.S. Code. may be
d;sseminated to a person injl.:red by
8uch violatior. to assist him/her in the
institution Ctf maintenance of a wit
brought under such titles,

The FBJ has received inquiries from
private citizens !lad Co~.gressio:Jal
offh:es on behalf of cons~ituents sceking
assistance in locating ir.dividu'ils such
as missing children and heirs to e~tale~.

Where the need is acute. and where it
a['pearsFBI files may be the only lead in
lccati:\g the indi ... idual, con~ideralion

will be given to furnishing rele·...ant
irJormalion to the r~q~estcr.

Idorrr.ation will be provided only in
those instances "here there are
reasor.able grounds 10 conclude from
available information the individual
being sought would want the
information to be furnished, e.~" an hpir
toa la.ge estale. Infonnation with
regard to missing children will not be
provided where they have reached their
majority.

Information contained in L~is system.
(nay be made available to a Men;ber of
Congre~3 or staff acti."lg UPO~l the
merr.ber's behalf when the member of
staffrequesls the information in bl'ha!f
of aud at ~he requcst of the individual
who is the subject of :he recQrd.

A record from this system of records
nlay be disclosed as a routir.c use to the
j-.'ationcl Archives and Record~'

AdministraUoll and General Ser:-ice.~
Administration in records management
i1:spections conJucted under thc
authority of 44 U.S.C. 2904 and 2906. to
the extent that legislation gover;'\ing the
t\~corcls pennits.

POUCles AHD PRACTICES FOR STORINn.
"ETl'II~ING.ACCESSING, RETAINING, AHD

DISPOSING Of' RECORDS IN TliE SYSTEM:

STORAGE:

The active main files are maintained
in hard copy fonn and some inactive
records are maintained on microfilm,

Investigative information which is
maintainecl in computerized form may
be stored in memory, on disk storage. on
computer tape. or on a computer printed
listing.

"ETRIOAfJUTV:

The FBI General'Index must be
searched to determine what information,
if any, the fBI may have in its files,
hldex records, or pointers to specific FBI
files, are created on all manner of
subject matters. but the predominant
type record is the name index record. It
anould be noted the FBt does not indilx
ell individuals who furnish infonnalion
or all names ~eveloped during the
course of an investIgation. Only that
informatilln considered pertinent.
relevant. or essenUal for future ret'iev2 1,
b indexed. In certain major cases.
individualo interviewed mdY be index.ed
to facilitate thl? administr~tlOn of the
jm;esjgallOn. The FBI hilS a:,lumated
that p'Jrtion of its index contiiining the
most recent informatlO;1-15 years for
criminal reld!ed matters and 30 j'e;trs for
il1te:l;g€!1ce and other type m8ttt'~s.

Automation will not change tht "Central
Records System"; it will only faci!;tate
more econcmic and expeditious access
to the main file~. Seart.;hes against the
automated r~cords are accomplished on
II "olltch off-line" basis for cer\iiin
su~:;;itlil\g agencies where the r:ame
search requests conform to FBI specified
fOnTIi'_ts and also in an "o:db.e" mode
\'Jitli the use of video di~?Ii:lY tp.rmina!s
for other requE'sts. The Fl3I will not
permit ar.:: crga:lizat:on. publi;:; or
private. o'JlsiJe thP. fBl!o haVE direct
flCU'SS to the fBI indices sy"ter:1. A!I
s~arches against the indices data base
will be performed on site wit::ill FBI
space by FBI persor-ne! 1/I.-ith tne
assists:lCC of the automated proceJtires,
where fpasible. Automation of the
Varil)l'S FBI field office indices was
rOJT:plered in 1989. This automat jon
iT1itidtive has been on a "day-one" basis.
This ;~djces systElm points to specific
files within a given field office.
Additionally, certain cornplic<.Jted
investigative mattei'S may be supported
by ppecia!ized computer sYi'!ems or by
individl.lnl microcomputers. lndice3
(.rectted in thesa environments are
m3in:ained as part of the pa~!iCIJ!,\r

l'Ol!'putc~ system and accessible only
th.rC):.Jgh the syste:n or through printed
Ustings of the indices. Fuff lext ret!'ie~'al

is used in a Jimited number of cases as
an investigative techr:ique. It is not part
of the normal search process and is not
uSf]d as a substitute for the General
Index or computer indices mentioned
abo,·e.

The FBI will transfl:'r historical
records to the National Archives

consistent with 44 U.S.C. 2103, No
record of indhiduals or lIubject rna!ler
will be retained for transferred files;
however. a record of the file numbers
will be retained to provide full
accountability of FBI files and thus
preserve the integrity of the filing
system.

S"~GUARDS:

Recoros are maintained in a restricted
area and are accessed only by agency
personnel. All FBI employees receives a
complete background investigation prior
to beil"& hireJ. All employees are
Gdutioned about divulging confide:1t:al
information or any information
contained in FBI files. Failure to abide
loy this pro .... ision violates Department of
Justice regulations and may violate
cert.ain statutes providing maximum
severe penalties of a ten thousand dolldr
fine or 10 years imprisonment or both.
Employees who resign or retire are also
cautioned about divulging information
llcquired in the jobs, Registered mail is
use,lto transmit routine harJ copy
records bel ween field offices. Highly
classiiicd records are hand camed by
Special Agents or personnel of the
Armed Forces Courier Service. Highlj'
cl.wsifif:d or sensitive privacy
information, which is electronically
t~ansmilted between field offices. is
t:ansmitlcd in encrypted form to prevent
bten;pption and interpretation.
ll'lfmmation transmitted in teletype fonn
is placed in the main flies of both the
receiving and transmitting field offices.
Field offices bvolved in certain
C'JmplicatPod investigcttive matters may
b~ provided with on-line access to the
dup lica live compu terized information
which is maintained for them on disk
f>!orage in thPo FBI Computer Center in
Wdshington. D.C., and this
c:omputeri~ed data is also transmillPod in
t'ncrypted form.

R£T1i1<lT10H ;lNO DISPOSAL.:

A3 the result of an €x:ensive review of
FBI re;;orcs ccnducted by r-.;ARA.
rC!cLJrds evaluFlted as historical and
permanent will be transferred tn the
National A:chive,o; after established
retention periods and administrat:w!
r.eeds of the FBI have elapsed. As
deemed necessary, certain records may
be st;~jec! to restricted exami~alion and
usage. as prOVided by 44 U.S.C. section
21'.>4. .

FBI record disposition programs
relevant to this System are conducted in
accordance with the FBI Records
Retention Plan and Disposition Sc:hedu!e
which was approved by the Archivist of
t:le United States and the U.S. District
Court, District of Colt.:mbia.
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Investigative. applicant and
administrative record. which meet the
destruction aiteria will be destroyed
after 20 or 30 yean at FBI Headquarters
end after 1. 5, 10 or 20 ye81'1 in FBI Field
Offices. Historical recon::la will be
transferred to the National Archives
after 30 or 50 years, contingent upon
investigative and administrative needs.
The administrative indices and listings
della'ibed within this System were
appnWed .eparately and disposition
authority established. Uob No. NCI-6S
62-4 and amendmenta)

SYnUI MAHAQER(S) 4NO ADDItUS:

Director, Federal Bureau of
InveiUgation; Washington. DC 2OSJ5.

MOTlAC.\TlOM~E:

Same as above.

MlCORD Aca:as~AD:

A request for access to a record from
the system ,hall be made in writing with
the envelope and the letter clearly
marked "Privacy Accell8 Request".
Include in the request your fuU name.
complete addren. date of birth, place of
birth. notarized signature. and other
Identifying data you may wish to furnish
to assist in making a proper seal"Cb of
our records. Also include the general
subject matter of the document or its file
number. The requester will al.Jio provide
a return eddreas for transmitting the
informatiolL Requests for access to
information maintained at FBI
Headquarten must be addressed 10 the
Director, Federal Bureau of
Investigation. Washington. DC 20535.
Requests for inIorm3tion maintained at
FBI field divisions or Legal Attaches
must be made lJeparately and addressed
to the specific field division or Legal
Attache listed in the appendix to this
system notice.

cotrr£S"NQ RECORD PAOC£DUAES:

Individuals desiring to contest or
amend infonnation maintained in the
system should also direct their request
to the Director. Federal Bureau of
Investigation. Washington. DC 20535.
stating clearly and concisely what
information is being contested. the
reasons for contesting it.-and the
proposed amendment to the information
,ought.

R£CORD~ UT£QORIES:

The FEI, by the very nature and
requirement to investigate violations of
law within its investigative jurisdiction
and its responsibility for the internal
security of the United States. collects
information from a wide variety of
sources. Basically, it is the result of
investigative efforts and information
furnished by other Government

agenciell, law CIlIorcemenl .genciea, and
the general public. informants,
witneSlleIl, and public lIOUTCe material.

SYn'l5MI IEXEMl"n!) FftOflI CEJn'AI"
I'f'OVlSIONI Of' THI! ACT:

The Attorney General has exempted
this system from IJUbsectlons (c){S). {d),
(B)(1)(2) and (3), (e)(4)(G) and (H). {ella)
(f), (g), of the Privacy Act pursuant to 5
U.S.C. 5523 OJ and (k). Rules have been
promulgated in accordance with the
requirement! of 5 U.S.c. 553 (b). (e) and
(e)

Appendix of Field Divisions and Legal
Attaches for the Federal BureIl'U of
Investigation Field Divisions; Justice!
fBI-99\)
5tb Floor. 445 Broadway, Albany. NY

12201.
POB 2.5186. Albuquerque, NM snZ5.
POB100560. Anchorage, AI< 99510.
POB 1683, Atlanta. GA 30370.
7142 Ambassador Road, Baltimore. t.ID

21.207.
21.Z1 Building. Binningham. At 35203.
John F. Kennedy Federal Office Building.

Boston. MA 02203.
111 West Huron Street, Buffalo. NY

14~.

6010 Kenley Lane. Charlotte. NC 28217.
219 S. Dearborn St., Chicago, n. 60004.
POB 1277, Cincinnati, OH 45201.
1240 E. 9th St.. Cleveland. OH 44199.
P08 137, Columbia. SC 29202,
1801 W. Lamar. Dallas, TX 75202
POB 1229. Denver, CO 00201.
POB 2118. Detroit, Ml48Z31.
700 E. San Antonio Ave., El Paso, TX

79901.
POB 50164. Honolulu. Hl96850.
POB 61369, Houston, TX 77208.
POB1100, Indianapolis. IN 46206.
100 W. Capitol St., Jackson. MS 39269.
POB 8928, Jacksonville. FL 32.239.
POB 2449. Kansas City, MO 64142.
POB 10368. Knoxville. TN 37919,
POB 16032. Las Vegas. NV 89101.
POB 21470. Little Rock, AR 72221-1470.
11000 Wilshire Blvd., Los Angeles. CA

90024.
POB 2467, Louisville. ICY 40201.
167 N. Main St., Memphis. TN 38103.
POB 592418. MiamI, FL 33159.
POB 2058, Milwaukee. WI 53Z01.
392 Federal Building. Minneapolis. MN

55401.
POB 2128. Mobile, At 36652.
POB 1158. Newark, NJ 07101.
POB 2058. New Haven, CT 06521.
POB 51930. New Orleans, LA 70151.
POB 1425, New York, NY 10008.
POB 3828. Norfolk, VA 23514.
POB 54511. Oklahoma City. OK 73154.
POB 548, Omaha, NE 68101.
600 Arch St.. Philadelphia. PA 19106.
201 E. Indianola. Phoenix, AZ 85012.
POB 1315. Pittsburgh. PA 15230.
POB 709. Portland.. OR 97207.

POB 12325, Richmond, VA Z3Z41.
POB 13130, Sacramento. CA 95813.
POB 7Z51, 8t. Loui,. MO 63177.
125 S. State St.. Salt Lake City. trr

64138.
POB 1630, San Antonio, TX 78296.
880 Front St., San Diego. CA 92188.
POB 36015. San FrancisCtl, CA 94102.
POB BT, San Juan. PR 00936.
915 2nd Ave.. Seattle. WA 98174.
POB 3646. Springfield. n. 62700.
POB 172177, Tampa, FL 33602.
Washington FieldOffice. Washington.

DC 20535.
Federal Bureau of Investigation

Academy. Quantico, VA 22135.
Legal Attaches: (Send c/o the Americ81

Embassy for the Cities indicated).
Bern. Switzerland.
Bogola. Colombia (APO. Miami 34038).
Bonn. Germany (Box 310, APO, New

York 09080).
Bridgetown. Barbados (Box B, FPO.

Miami 34054).
Brusaela. Belgium {APO, New York

09667}.
Canberra. Australia (APO, San

FrancillCQ 96404-00(1).
Hong Kong. B.C.G. (FPO, San Francisco

96659-00(2). .
London. England (Box 2., FPO. New Yor

00509).
Manila. Philippines (APO. San Francise

96528).
Mexico City, Mexico (POB 3087. wede

TX 78044-3087).
Montevideo, Uruguay (APO. Miami

34035).
Ottawa. Canada.
Panama City, Panama (Box E. APO.

Miami 340(2).
Paris, France CAPO. New York (9777).
Rome, Italy (APQ, New York 09794).
Tokyo. Japan (APO. San Francisco

96503).

JUSTICE / F~r - 003

IVSTnI NAME:

Bureau Mailing Lists.

.SYSTEM LOCATION

Federal Bureau of Investigation. J.
Edgar Hoover Bldg. 10th and
Pennsylvania Ave., NW.• Washington,
DC 20535. 66 field divisions and 16 Legl
Attaches (see Appendix to 002)

CATEGOIIl£S Of' INl)IVIOUAUl COVERED BY TH
avSTEM:

Individuals who have requested
receipt of Bureau material and who me,
established criteria (basically law
enforcement or closely related areas).
With regard to lists maintained in field
divisions or Legal attaches. individuals
and organizations who may be In
position to furnish assistance to the
FBI's law enforcement efforts.
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eA~CW MCORDI .. THE IY'ITBC:

Name. address and business
affiliation. if appropriate.

AUTHOMil' POI'~ OF nte
nsTRI:

Title 5. U.S. Code. Section 301 and
Title 44. U.S. Code. Section 3101.

IlIOUT'II'CI: USB Of' IIl£COfIDS IlAlNTAlHED IN

THI!~ tMCl.UDIMG CAnGOfttd Of'
~ .., THE PUIlPOIU OF IUCH USES:

For mailing of FBI material whenever
necessary. For example. various fugitive
r·.lblications are fumished to local law
enforcement agencies.

In addition. information may be
r~leased to the news media and the
public pursuant to Z8 CFR 50.2 unless it
is determined tha t release of the specific
information in the context of a particular
case would consitute an unwarranted
hvasion of personal privacy;

To a Member of Congress or staff
a::ti.!l.,g upon the member'S behalf when
t"e member or staff requests the
infurmation on behalf of and at the
I..JQuest of the individual who is the
nbjcct of the record: and,

10 lhe :-Iational Archives and Records
.I\dminislration and the General
fen.;ces Administration in records
r ,anagement inspections conducted
under the authoMty of 44 U.s.c. 2904 and
71Ol3.

f")UCIU "NO PRACTICES FOtt STORING.
f'ETtnEVU.G, ACCESSING, R£TAINlH<l, AND
DISPOSI/tG Of' ,,£CORDS IN THE SYSTEM:

SrotV.OE;

Computerized. In field divisions SOf;7P.

l"ailing lists are maintained on
toJdressogI'<lph.

PETAI£V AllIUTY:

ID number in computer, alphabetically
['lr addressograph.

SAF£GUAROS:

C.)mputer records are maintainp.d in
I:mited access space of the Technical
Services Division.

RE:T£HTlON AND DISPOSAl.:

Field offices revise the lists as
necessary anJ/or on an annual basis.
The records are destro)'ed when
eJministrative needs are satisfied (Job
r;0. NC1-{)5-8Z-4. Part Eo 13 i.J
SYSTEM MANAGER(S) AHa AODflE5S:

Director. FBI. Washington. D.C. 20535

NOTlACAnoN PROCEDUfte

Director. FBI. Washington D.C. 20535.

RECORD ACCESS~

Inquiry addressed to DireclOr. FIll.
\Vashinglnn, D.C. 20535.

~'ES l'IHa ftlCOIU>~

Same as the above.

IIllECOftI) SOURCI! CATEGO«IU:

The mailing list inronnation is based
either on Information supplied by the
individual or public SOUl'CC data.

.VITEIII EXEMPTED FROM CfJ'lTAIN PItOYI$I~

(W 1'HI: ACT:

None.

JUSnCE/FBI-00.4

SY5TUiI IIIAIlIE:

Routine Correspondence Handled By
Preprinted Fonn.

SYSTEM LOCATION';

Federal Bureau of Investigation: J.
Edgar Ifoo\'er Bldg.. 10th and
P~nnsylvaniaAve.. NW .. Washins\on.
DC 20535.

CATEGORIES Of INDIVIDUALS COVEltED BY THE
'YSTE~

Rou~ine correspondence from citizens
loot rec;uiring an original response.

CATEGORIES OF ItECO~C' IN THE SySTEM:

Or'gir.al correspondence and 3 x ;,
index card.

AUTHORITV FOR MAlNTEHAHC£ OF THlIi

SYSTCU:

Tilie 5. U.S. Code. Section 301 and
"itl~ 44, U.S. Code. Section 3101.

PO\JTINE US£S Of' A£COflr;,S UAIHTAlloiED IN
THE SYSnM. IHCUJDING CATEGORIIES OF
U$i;~ <UfO THE PVRPOSES OF svet-l USES;

Internal reference use of record of
~ll(;h correspondence.

In addition. infc1rmatian may be
't::lt::ilsed to the news media and the
p~b!ic pursuant Ul CrR 50.2 unless it is
deterrnin"d that release of the specific
information in the context of a particular
Lase would constitute an unwarranted
im asion of personal privacy: to 8

Member of Congress or staff acting
upon the member's behalf v..-hen the
mernber or staff requests the
information on beh:llf of and at the
request of the individual who is the
suLject of the record: and. to the
National Archives and Records
Administration and the General
Services Administration in records
management inspect.:ons conducted
under the authoMty of 44 U.S.C. 2904 and
2906.

rOUCIES AND PflACTlCES FOR STORING.
"nRlnlNG. ACCESSING, RETAINING. AND
DISPOSING OF RECOfWS IN TME SYSTEII:

Sl'O'UIGE:

Filing of original correspondenl;e pIllS
3 X 5 index card.

~AetUTr.

Correspondence alphabetically and
chronologically; index card
alphabetically.

llAFeOU,tJlOS:

Maintained by F'B[ personnel; locked
file cabinets during nonduly hours.

AETamOH AHD DISPOSAl.:

Original correspondence retained 90
days and destroyed: 3 x 5 index cards
maintained one year and destroyed.
(GRS .#14. Item 3)

£YSTnt MAHAGER{S) AND ADOftESS:

Director. FBI. Washlngton. DC 20535

HOTlF1<::AnoH PAOCI!DURE:

Director. FBI. Washington. DC 20535

ItECORD ACCESS PROCEDURES:

inquiry directed to Director. fBI.
Washington. DC 20535

CQKTESTl"O Rl::CORO PftOCEDURES:

Sdme 6S the above.

RECORD SOUR~ CATEGORIIfiS:

Incoming citizen ccrrespondence.

SYSTEMS E'l:EMP'l'a) "'OM CERTAIN
~VlSl~S Of' ll1E ACT:

None.

JUSTICE/FBl-OOS

S"STEM N"YE:

Routine Correspondenr:ePreparf"d
With:Jut File Copy.

SYSTEM U>CATlON:

Federal Bureau of Investigation; J.
Edgar Hoover Bldg.. 10th and
P~nn.•y'vania Ave.. NW.. Washington.
De20S;);;.

CATEGORIES Of' llUllYIOUALS COVERED BY TME
SYSTEU:

Citiz.,'ns who correspond with the FBI.

CATEGORIES Of' RI!:CORDS IN ll1E sySTEM:

Copy of routine response and citiwn's
original leiter.

AUTHORITY FOA MAINT£NANCE OF TtlE
SYSTEM:

Title 5. U.S. Code. Section 301 and
Titl!! 44. U.S. Code. Section 3101.

ROUTlNE USES Of' MCORDS MAIHTAIHI;O IN
THE SYSTE·.... INCLUDING CATEGORIES OF
USERS AND tHe: PURPOSES OF SUCH USES:

Temporary record of routine inquiries
without substantive. historical or record
\'alue for which no record is to be mfldr.
in central FBI files.

In addition. infonnation may be
~Ieased to the news media and the
public pursuant to 28 CFR 50.2 unless it
is dp.!p.rmineci that release of the specific
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information in the context of a particular
C86e would constitute an unwarranted
invasion of personal privBCy:

To a Member of Congres8 or staff
acting upon the momber's behalf when
t11l~ member Of staff requests the
iniormation on behalf of and at the
request of the individual who is the
subject of the record; and.

To the National A!"Chives and RecorOs
Administration and the General
Services Administration in records
management inspections conductl..-d
under the authority of 44 U.S.c. 2ro4 and
2906.

I'OL..IOLI ANO PflACTlCU fQfllJTORUiG,

IIETIIIEIIIHQ. ACCESSIMG, IIE'TAIMIMG, ANO

OISPQSING OF RI'COIllDS IN TW£ ''''STat:
nOR4OE:

Poper recordB are stored in file
folders. Pertinent information from
correspondence is temporarily s tared on
magne lie tape ant! disks.

RETRIEVABIL1TY:

Paper recordfllre retrieved by came
and date of correspondence, Automated
records are retrieved by n,,:ne, locality,
and dote.

SAFEGUARDS:

Access to all records is limited to fBI
personnel. Paper records are mai:1~d:ncd

in locked file cabinets. Access 10
automaled records is restricted through
the use of pHssword.

RETENTION AND DI:lPOSAL;

Paper records retained 9U duys and
destroyed throu8h confidcntiil! trash
disposal (GRS #14. Item 3J. A one-year
retention period has been established
for the Butomllted records. (Job No. Nl
65-<17--5)

$YSTElf IlA.NAQEII(SI '-HP AOOftaS:

Director, FBI, Washinb~on. DC 20535.

tlOTlF1CATlON PftOCEO\.lRE:

Director, FIll Washlng:on. DC 20535.

RECORD ACCESS PftOCEOUR£:

Inquiry directed to Director. fBI.
Washington, PC 20535.

CONTi:STING RECOflD PAO~RES;

Same as the above.

RECORD~ CATEGOIUC.S:

Incoming clti~en correspondence.

SYSTEMS UEMP'TED FROM CERTAIN
PIIOVlSJOHS OF Tl4E Acr.

None.

JUSTICE/FBI 006

$VSTnI~

Electronic Surveillance (E1sur)
Indices..

SV8TD1 U>CATlOM:

Federal Bureau of Investigation, J.
Edgar Hoover Bldg., 10th and
Pennvylvania Ave., NW.• Washington,
DC W535.. Thl)1)C fteld offJccll which
have sought conducted electronic
surveillances also maintain an index..
See appendix to System 022.

CATEGORIES Of INOIVIOU~COVE¥O BY ntE
SYSTEM:

Individuals who have been the targets
of direct electronic surveiUance
cover~8e by FBI in a court order; those
whose Gommunicationls have been
monitored/intc.'Cepled by an FBI
electronic surveillance installation,
those who won, lease. or license
premises suLjected to electronic
surveillance coverage t\Oughl by the Fm
in a court order.

C..T£CNllE5 Of RECOROS '" 'mE SYSTEM:

The EJ.SUR Index is compri5ed of
three types of 3 x 5 cards: 1. Principal
carns ider.tify. by true name or best
known name, all interceptees (targeUl)
identified in lin applicalion filed by the
FE! in 5lJpport of an affidavit seeking a
court order to conduct an electronic
eurveiiJance: 2. Proprietary Interest
calds identIfy entities and/or
individuals who own, lease, license or
otherv.·ise hold a possessory interest in
locations subjected to an eleclronic
surveillance sought by the FBI in a court
order. and, 3. Overhear cards identify,
by true name or best known name,
individuals and/cr entities who ha\'e
b~cn rellscnabl)' identified by a first
name or initi<ll and a last name a being a
party to a communication monitored/
intercPlJtcd by the FBI.

AUTIiOAlTY FOO 1oUUMT~AHC£ 01' TtlE

SYSTEM:

The ELSUR Index was initiated in
Octoher, 1968. at the recommendation of
the Depa:tment of Justice and rel .. tes to
elec.tronic surveillances conducied/
saU!ojht by the FBI since 1/1/00. The
authority for the maintenance of these
records is Title 5, Sectjon 301, USC,
which grants the Attorney General the
authority to issue ruleo and regulations
prescribing how Department of justice
informalion can be employed. Title 18,
U.S-C., Section 3504, also sets forth
recordl..eeeping requirements.

ROIJTIi't£ US'ES OF R£COflDS MAIHTA~£O IN
TH£ SY'$TEM, NfCl.lJI*fO CATEOOftfES Of'
USERS "'Nl) nil, PUlll'OSES OF SUCH USES;

The Elsur Indices are utilized: (1) To
respond to judicial inquiries about
possibleeleclronic surveillance
coverage of witnesses. defendants. or
attorneys involved in Federal court
proceedings. and (2) To enable the
Government \0 certify whether 8 person

regarding whom court-order lluthOi
being sought for electronic COvera~

ever been so covered in the past. l'
actual users of the indices are alwl
employees of the FBI.

In addition, information may be
relea!oed to the news media and th.
public pursuant to 2'8 eFR 50.2 unl(
is dctenrJned lhat release of the Sj:

information in the context of a pari
case would constitute an unwarrar
invasion of personal privacy;

Member of Congress or staff a(;ti
upon the member's behali wben th
member or sta ff requests the
info:mation on behalf of "nd &t thE
request of tJle individual who is thl
subject of the record: and, to the
Nationi1l Archives and Recorus
Administration and the General
Sen'ices Administration in rer;ords
management inBpectio;::s conduc:tc
t:nder the authority of 44 V.S.c. 2!:H
2908 to tue extent that legislatlon
governing the records perrr.its.

POUCtl;S AHD PRA~' FOil STORING,
RFn'liEYlHG, Ace£SSlNG, RETAIHING, AN
DISPQSIN<;i Of' RE<Xl«OS I" Tli£ sysn;",:

STORAGE:

The records are maintained maIl
on 3 x 5 cards.

AETRIEVASIUTY:

Names/facilities a~e indexed an
1l1phabetica!ly, Telephone number~

other such serial or identiIlcation
numbers targeted are indexed and
numcricully. Locations targeted at'
indexed by address and filed by 6t
namC.

SAFEGUAROS:

The index is maintained in a
J'elitricted access room at all times
entrance is equipped with a specia
locking device and alarm system f.
duty hours when the index is not i:

RETEHTlON AND OlSPOs.u:

Until advised to the contrary by
Department~ the courts or Congres
these indices will be maintained
indefinitely. The indices have becI
declared permanent by NARA. UO
NCHi5-82-4. Part E. 2. t.)

SYSTEM MANAGER(S) AND ADOMSS:

Director, Federal Bureau of
Investigation, Washington, DC 2DI:

NOnFICATIO., PftOC£DUll,E:

Same as the above.

RECOOD ACCESS PftOC:EJ"t-.:

Inquiry addressed to Director. F
Washington, D.C. 2D535.
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~~ flM)Cl!lMlIllEII:

Same as the above.

MCOflO llOUftaE CATEOORI'Q:

Category of Individual.

ltYSTDI~ FROM c:arTAl'lI PfIlOVlStONS

Of' THI ACT:

The Attorney General has exempted
this system from subsectiom [c} (3) and
(4), (dl, (e) (t), (2) and (3). (e}{4) fG) and
(H), (e) (5) and (8), (fJ, (s) and (m) of the
Privacy Act pursuant to 5 U.S.C, 552a(j).
Rules have been promulgated in
ar.cordance with the requirements of 5
U.S.C. 553 (b). (c) and leI and have beep
publiahed in the FedBral Regi3ter.

JUS11CE/FBHlO7

• YSTUI MAIIII!:

FBI Automated Payroll System.

Sft'TP'LOCA'nO'f:

Federal Bureau of Investigation: J.
Edgar Hoover Bldg.• 10th and
Pennsylvania Avenue NW.. W8shington.
DC 205'35.

CATEGORIES (If' IHDtVIOU.u.s COVEJI£O a... TME

IlYS'T1:I1:

[Al CWT1!n1 employees of the Federal
Bureau of Investigation [FBI). ra)
Resigned employees of the FBI are
retained in the automated file for the
current year for the purpose (If clearing
all pay actions and providing for any
retroactive actions that might be
legisJa ted.

c;"'TEGO'"U OF RECOftOS .. nq: SYSTEM:

System contains full record for each
employee reflecting all elements relative
to payroll status, plus accounting
records and authorization records
through which payrolls are iSSued and
by which payrolls are issued and by
which payrolls are audited. For
example. this system contains tht:
employees' Social Security Number.
time and attendance data. and place
assignment.

AUTlfOfllTY FOR IlAlllTBCANa OF THE
SYST£M:

System is established and maintained
in acrordance with Federal pay
requirements. and all legislative
enactment.&, Office of Personnel
Manageroont regulations. General
Accounting Office rulings and decisions.
Treasury Department regulation. and
Office of Management and Budget
regulations relative thereto, TItle 5, U.s.
Code. Section 301 and Title 44. U.s.
Code. Section 3101.

IIOU1lHE lIRS Of' RECORD$ IL\IIIITIWaIaO •
1lta nSTEM, lHCI'lOINO CAT1EGIOftfI.I Of'
USERS AND 1HI f'UIIIIlOIa OF SUCH URS:

Biweekly issuance of payroll and
related mattefll. Quarterly Issuance of
Slate Tax Report and Federallnsurance
Contributions Act Report. Resign and
End-or-Year Federal Tax Records {W
2·s). Di-weeldy, quarterly, fiscal and
annual Budget and Accounting Reports.
Appropriate information is made
ave.;lable to the Internal Revenue
Servi.::e. Social Security Administration
(to compute future entitlement to Social
Security payments and Medicare!
Medicaid benefil..~). Thr~ft B(){)rd (to
report Tfm/t Savings Plan contributions
so /he Thrift Board can compute future
annuities). and stote and dty tax
bureaus.

In addition. illformation may be
released to the nt'Wll media and the
public pursuant to 2.6 CFR 50.2 unless it
is determined that release of the specific
II'Jormation in the context of a particular
cas':l would COMtitute an unwarranted
invasion of personal privacy;

To a Member of Congress or staff
acting upon the member's behalf when
the member or staff requests the
information on behalf of and at the
request of the individual who is the
subject of the record: and.

To the Natior.al Archives and Recorda
Administration and the General
Seryices Administration in records
managp.ment inspections conducted
under the authority of 44 U.S.C. Z904 and
2906.

l"OUCIES ANI) PftACTICl:S FOR STORlMG,
R£TI'IIE:YING, "CCESSINC., R£TAJNIHG, AIW
DISPOSING OF Rf.COROS IN nil: SYSTEM:

STORAGE:

Information maintllined in the sY8tem
is .tored electronicaUy on magnp.tic
tapes and disks for use in 8 computer
environment.

R£Tl'IEVASIUTY;

Wormalion is retrieved by Social
Security Number. (The authority to
solicit an employee's Social Security
Number is based on Title 26. Code of
Federal Regulations. Section 31.B011(b)-
2(b).)

llAF£QUARtls:

Information contained in the system is
relative to the individual employee's
payroll status and ill considered
confidential to that employee and to
official business conducted for that
employee's pey and accounting
purposes. It is II.Bfeguarded and
protected in accordance with the FBI's
Computer Center's regulatiol18 that
permit acceQ and UAe by only
authorized personnel.

IIf:T1!NT1OH AJiID DWOSA1.:

Master payroll and accounting
record. are atared electronically and
retained for I period of three years.
Federal tax file, are retained for four
years. Auxiliary filee pertinent to main
payroll funCtiOIlll are retained for
periods varying from thrae pay periods
to three years, depending all BUPP(}f!
files needed for any retroactive or Budit
purposes. [GRS # 2; GSA Reg. 3: eSA
Bulletin FPMR 8-47, "Archives and
Records"; and Job No. NC1-a&-&--t.
Part E, 13 c. (1))

.Vin., "'''faGER(s) AND ADOf'US:

Director. Federal Bureau ot
!nvesugation. Ninth and Pennsylvania
Avenue. NW.• Washington. DC 20535.

N011FM;AnOfl PftOCEDURES:

Same as the abov,e.

RECOAI>~I PRO(:lII)UM:S:

A request of access to information
may be made by an employee through
his supervisor or by a former employee
by writint! to the Federal Bureau of
Investigation.9\h and Pennsylvania
Avenue. NW.• Washington, DC. 20535.
Attention Payroll Office.

COffTESTlNQ RECOflD PROC!:DUMlt.

Conlest of any inIormation should be
set out in detail and a check of all
supportive records will be made to
determine the tactual data in existence,
which i. predetermined by source
documents and accounting pl'Ocedu..-es
governing pay matters.

MCOfll) SOURCECA~:

Source of information is derived from
pe~sonnel actions, employee
authorizations. and time records which
are issued and recorded in accordance
with regulations governing Federal pay.

rtW1"Da DEIIPTEO AWM CEm"A111l
PfIlOItISKlefS ". THE AC'r.

None.

Justice/FBHlO8

Bureau Personnel Management
Syst~m (BPMS).

S'iltTEM L.OCATlON:

Federal Bureau of Investigation, }.
Ed,gar Hoover Building. 10th and
Pennsylvania Avenue, NW.•
Washington, DC 20535.

c:ATEOORIES OF IHOfVIOUAJ..$ COVERED BY THE

tlVSTnt:

Federal Bureau of Investigation
employees and former employees.

CATEGORIES Of' MCOIWS IN TlfE SYSTeM:

The .)'Stem contains pel'1lonnel
infonnation which iuclude$ information
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sel forth on (1) Standard Form 50
NotifiCB tion of Personnel Action. (2) SF
176-T-Federal Employee Group Life
Insurance Plan. (3) fBI fonn 12-{j() in lieu
of SF 1126--Notification of Pay Change,
(4) SF 2801 and esc l084-Application
for and additional information in
support of retirement. respectively, (5)
SF Z8W-Federal Employment Health
Benefit Plan and (6) various intra-agency
forms and memoranda.

AUT'HOIUtY FOtI~ Of' 'niE

~

The ~ys\em it e1l\ablished and
maintained pursuant to regulations set
forth in the Federal Personnel Manual.
Title 5, U.S. Code. Section 301 and Tille
44: U.S. Code, Section 3101.

ItOUTIHE USES 0' It£CORO$ .......WTAIHED 1M

THI SYSTnI, INCLUDING CA~~ES OF
~ "HI)~ l"\MPOSES Of' IIJQC USES:

The BPMS is used (1) to prepare the
Notific6tion of PeI1\onne! Action, copies
of which are furnished to the Office of
Personnel Management. (2) tel prepare
Slandard Form 52.B-Request for
Personnel Action. (3) 10 generate !ists of
employees which are U8~ internally by
authonzed pers:mnd fot record.J..eE'ping.
plannin&. and decision making purposes,
llnd (4) a8 a source for the dissemination
of information (A) to fl!deral. sl(lte and
local agencies and to pri\'8te
organizations pursuant to service record
inquiries and (B) pursu,mt 10 credit
inquiries. In respon!le to proper credit
inquiries from credit bureilu~ and
financial institutions, the FBI will verify
employment and furnish salary and
length of service).

In addition, information may be
released 10 the news media and the
public pursuant to Z8 CFR 50,2 unless it
is determined that release of the specific
information in the context of a particular
case would constitute an unwarranted
invasion of personal privacy; Member of
Congress or staff acting upon the
member's behalf when the member or
staff requests the information on behalf
of and at the request of the individual
who is the subject of the record; aiid. to
the National Archives and Records
Administration and the General
Services Administration in records
managemp.nt inspections conducted
under the authority of 44 U.S.C. 2904 and
2900.

POLICIES AHD PRAcncES FOR STORING,
RETfU~INQ, Ac:<:€SSlMQ., N:TlUNlMll., AHO

DISPOSING Of' Jl£COROB IN Tlt£ SYSTElf:

STOUaE:

Information mainlainf!d in BPMS is
lltorcd b~' disc and magnetic tape.

mtnEvA8ll.JTr.
Information is retrieved (1) on-line

through Intelligent workstations and
terminals by keying the name or Social
Security Number of the employee and
(2) off-line through data base retrievals.

(It is noted tlIe authority to Bolicit an
employee's Social Security Number is
based on Tille Z6, Code of Federal
Regulations, Section 31.6011(b}-2(b}.)

-.vt:QUAROS:

Areas housing the system and access
terminals are located in secure buildi~s
available \0 authorized FBI personnel
and escorted maintenance and repair
personnel only. Access terminals are
operational only during nomoi daytime
working hours at which time they are
constantly llt~ended.

ItET£HTlOIII ANO DlSPO&A1.:

Electronically stored records for
employees and fonner employees are
maintained indefinilely in a vault under
the control of a vault supervisor.
Pursuant to regulations set forth in the
federal Personnel Manual a copy of the
Notification of Personnel Action is made
Il part or the employees' personnel file.

The automated records are disposable
when administrative needs have
expired. Uob No. NC1-&r-8.2-4, Part E.
13c. (1)).

nan.. MA'lAQEJI(S) AIID AOORESS:

Direclor. Federal Bureau of
Investigation, John Edgar Hoover
Building, 10th Street and Pennsylvania
Avenue. N.W., Washington. DC 20535.

IoIOT1ACATlOfl PROC£Oum!:

Same as the above.

IlECOftO Acan PROC£OUIl£:

A request for access to 8 record from
this sj'stem shall be made in writing.
with the envelope and the letter clearly
marked "Privacy Accesil Request."
Include in the request the name and
return address of the requestor. Access
requests will be directed to the Director.
Federal Bureau of Investigation.

COttTUTINC AECOftD PRoc.EOURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
Director, FBI stating clearly and
concisely what infonnation is being
contested, the reasons for contesting it,
and the proposed amendment to the
infonnation sought.

Jl£CORD SOURCE CATEOOftIE$;

Sources of information contained in
this system are present and former FBI
employees and employee personnel
files.

Sl'STENS EXEW"nD F1lOM C£RTA'"
""OVlSlOM$ Of~ ACT.

None.

.JUSTlCE/FBH)('9

lIYSTE" 'lAME:

Identification Division Records
System.

sYSTalLO<:ATlOH:

Federal Bureau of Investigation: J.
Edgar Hoover Bldg., 10th and
Pennsylvania Avenue NW" Washington.
DC 20537-9700.

CAnGORIES Qf INt)fVID4JAL.S COVERED BY ntE

If1'1iT EM:
A. Individuals fingerprinted as a result

of SITest or incarceration.
B: Persons fingerprinted as a result of

Federal employment applications,
military stlrvice. alien registration and
naturalization purposes and individuals
desiring 10 have their fingerprints plilced
on record with the FBI for personal
identifica lion purposes.

C4TEo.oflt£$ OF RECORDS.N TliIO SYSTEM:

A. Criminal fingerprint cards and
related criminal justice information
submilled by authorized agencies
hS\'ing criminal justice rcsponsibili!ies.

B. Civil fingerprint cards submitted bv
Federal agencies and civil fingerprint .
cards submitted by persons desiring to
have their fingerprints placed on record
for personal identification purposes.

C. Identificll tion records sometimes
referred \0 as "rap sheets" which are
compilJtions of criminal history
information pertaining to individUals
who have criminal fingerprint cards
mainlain~d in the system.

D. An alphabetical name index
pertaining to all individuals whose
fingerprints are maintained in the
system.

AVTliORrTY FOR MAlI'l'TENANCl! OF nlE
IYSTEJI:

The system is established, maintaineu
and used under authority granted by 28
U.S.C. 534.15 U.S.C. 78q. 7 U.S.C.1Za,
and Pub. L 92-544 (86 Stat. 1115), and
Pub. L. 99-399. The authority is also
codified in 28 crn 0.85 (b) and (j).

ROUTlNIE USES OF RECORDS MAINTAINED IN
ntt SYSTEM, INCLUDING CATEGORIl:S OF
USERS AND TItlE PUIlPOSES OF BUCII US£S:

The FBI operates the Identification
Division Records System to perform
identification and criminal hislory
record information functions, for
Federal. Slate, local. and foreign
criminal justice agencies. and for
noncriminal justice agencies, and other
entities where authorized by Federal
slatute. State statue pursuanllo Pub. L.
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82-544 (ae Stat. '1115). Preslodential
executive orner. or ~18tiooof the
Attorney Gemmtl of the United Sta tea.
maddition.ldentlIicatiol'l aS8i.tance i,
provided in disaetel'l and fur other
humanitarian purposes.

Information may be relecJ!Jed to the
news media and the public pursuant to
Z8 CFR 2V.33(a}(4). 2O.33(c}. and 50.2
unlt!sl it i, determined that release of
the specific information in the context
of a particular Ct1!1e would con!1titute an
unwarrantedinrasion ofpef'$onal
privacy; to 11 Member of Congress or
staff acting upon the mli/flber't; behaU
when the member or staff request! the
information an behalf of and at the
request of the individual who is the
subject of the record: and. to the
National A1t:hivell and Record.
Administration and the General
Services Adminilltration in records
management Inspections conducted
under the authority of « U.S.C. 2904 lind
2906.

~ //tIC ""ACTICU JlOtt~

~ Accal. O"..,.~AJQ)

Dl~~ MICQlU)'&.THE'~

STOIU~

Information in the system is Btored
manually in file c:a.bineU either in its
natural ,tate or on microfilm. In
addition. some of the information is
stored in computeric~eddata storage
devices. '

Il1T'UFtfAIIIUTY:

(1) lnIormation in the B)'stem ill
retrievable by technical n.ngerprint
classification and positive identification
is effected only by cotnparison of unique
identifying characteristics appea...'"ing in
fmgerpli.nt impressioll8 suLmilted for
search a.gainst the fmgerprint cards
maintained within the system.

(<:) An auxiliary means of l'1!trievsl i.8
through alphabetical name indexes
which contain name. of the individuals.
their birth date. ot.ljer physical
descriptors, and the indh;duals
technical fingerprint daaliification and
FBI numbers, if such have been
assigned.

S.-niau,uws:

Information in the lIystem is
unclassified. Disclosure of information
from the system ill made only to
authorized recipientJ upon
aUlhentication and verification of the
right to access the sYlItem by such
persons and agencies. The physical
security and maintenance of inIorma lion
within !be system III provided by FBI
rules. regulation. and procedures.

MT\iJfT1C* a.J DII"OCAl.:

(1} The Arcblvilll of the United Slatee
ball approved the delltroction ofreoords
maintained in the crlmin.al file when the
records indicated ind:.viduala have
l"8Qched 80 years of age, and the
destruction of records maintained in the
civil file when the recorda indicate
individuals have l'1!acbed 75 years of
8,Ile. Uob. No. NCl-&-i&-l and NN-l71
16}

(2) Fingerprint cards and related
arrest data in the system are destroyed
aeven years following notification of the
death of an individual whose records is
mlJntained in the s)'stem. Uob No. 351
S190)

(3) Fingerprint cards submitted by
State and local criminal juatice agencies
are remo~'ed from the system Q1'ld
destroyed upon the request of the
submitting agencies. The destroction of
a fingerprint card under !hill procedure
results in the deletion from the system of
all attest infonnation related to that
fingerprint card.

(4) Fingerpri.nl cards and related
arreat data are removed from the
Identification Diviaion Records System
upon receipt of Federal court ordel'l fat
expunctioll8 wbeo ac:.eompanied by
necessary identifying information.
Recognizing lack of jurisdiction of local
and State courtJ over an entity of the
Federal GQvemroent. the Identification
Division Records System. 8S a matter of
comity, destroys fingerprint cards and
related arrest data submitted by lor;;a1
and Stale criminal justice agencies upon
receipt of orders of expunction directed
to auch agencies by local and Slate
courts wben accompanied by necessary
Identifying inIormations.

.VSTnol ...."-,oER{S) lUm ADOMSS:

Director. Federal Bureau of
Investigation. 10th and Pennsylvania
Avenue ?>t"W., Washington. DC 20535.

It(l'nFICA'TIOtf~E:

Address inquiries to \he System
Manager.

RECOfl'O ..~ !"l'Oa:DUfIf::

The Attorney General has exempted
the Identificauon Di..ision Recorca
System from compliance with
Guhsection (d) of the Act. However,
plJrtIJant to 28 CFR 16.3O-3-t. ann Rulea
and Regulations prumuigttted by the
Oepartme:lt of Justice on May ZO, 1975 at
oW FR 22144 (Section 2C.34) for CrUninal
[ustice Information SystelIl.8, an
individual is permitted access to bis
identification record maintained in the
Identification Divisioo Records Syslem
and procedures are furnished. for
correcting or chaUenging alleged
deficiencies appearing therein.

COfC'JUllNO ..COMl~

Same III above.

~~CA'J"""'-:

See Categoriet crllndividuals.

SYSTeMlIXBII'TED .... CMTAIIl
..,VWIOMt~ It'a~

The Attorney General has exempted
this system from lIubsections (c)(3) and
(4); (d); (e}{l). (Z), P). (4){G) and [H), (5)
and (8); (0; and (g] of the Privacy Act
punuant to 5 U.S.C. 55Za(jJ. Rules have
been promulgated in accordance with
the requirementJ of 5 U.S.C. 553(b~ (el
and ee) and have been published in the
Federal Register.
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JUS1'1CEIFBHl15

t\'STPI MAM£:

National Center for the Analysis of
Violent Crime (NCAVC). .

'Ynnr l.OCAnoH:

Federal Bureau of Investigation,
Training Division. FBI Academy,
Behavioral Selenee Unit, Quantico.
Virginia Z2135.

CAnOQfnQ 01" JNt)MOUALI COY£fm) IY T1ff
rtCT£M:

A. Individuals who relate in any
manner to official FBI investigations into
violent crimes including. but not limited
to. subjects, suspects. victims.
witnesses. close relatives. medical
personDel, and associates who are
f'elev3nt to an inves ti8s lion.

B.lndividuals who are the subject of
unsolicited information or who offer
unsolicited information. end law
enforcement pel'!lonnel who request
assistance andlor make inquiries
concerning records.

C. lndh';cluals who are the subject of
violent crime research studies including.
but notlimiled to, criminal per60nality
profiles. scholarly journals, anc! news
media references.

CAnOOftIES 01" IIECOfIOI IN T'Ift IVsnM:

The National Center for the Analysis
of Violent Crime will maintain in both
manual Bnd automated formats case
investigstion reports on all forms of
solved and unsolved violent crimes.
These violent crimes include, but are not
limited to. acts or attempted acts of
murder. kidnapping. incendiary arson or
bombing, rape. physical torture. 8exus)
trauma. or evidence of violent forms of
death. Less than ten percent of the
records which are analyzed may not be
directly related to violent activities.

A. Violent Criminal Apprehension
Program (VlCAPI case reportll llubmitted
to the fBI by a duly constituted Federal,
State. county, or muntcipallaw
enforcement agency in any violent
criminal matter. VlCAP reports include
but aTe not limiled to, criJ:ne scene
deScriptions. victim and offender
descriptive data. laboratory reports.

criminal h.I.tory ~rd., court records.
Dew. media references. crime .cene
photographs. and atatements.

B. Violent crime case reports
lubmitled by FBI headquarters or field
offices.

C. Violent crime reaea.F..h ltudiu.
lCholarly journallllticles. textbooks.
training malerials. and news media
references of Interest to VCAVC
personnel.

D. An inde~ of all detecled trends.
patterns. profiles and methods of
operation of known and unknown
violent criminals whose records are
maintained in the system.

Eo AIl index or the names. addresses.
and contact telephone numbers of
professional individuals and
organizations who ate in 8 position to
furnish assistance to the FBI's NCAVC
operation.

F. An index of public record sources
for historical, 'tatistical and
demographic data collected by the U.S.
Bureau of the Census.

G. An alphabetical name index
pertaining to all individuals whose
recordll are maintained in the syslem.

Al1l'ItOlUTY rOtI IIAIHTVt.IoNC£ Of' THE

rnTEM:

44 U.S.C. Section 3101: 41 ern
Subpart 101-11.2.~d 28 U.S.C. Section
534.

ROIITINIE usn OF J1ECORDIIlIAINTAlNEO IN
'nf1E 'TSTUI, INCUIDlI+G CAnoO'"1ES OF
USlftS ,\He 'nilE fIUIlPOSU OF 'UCl( UUS·.

A3 currently envisioned. the NCAVC
will be administered by t.~e FBI through
ltlo Training Division's Beha\'ioral
Science Unit Located al the fBI
Academy. Quantico, Virginia. Its
primary millsion is to consolidate
research., training. and operstional
support activitiell for the express
pUl'poses of providing expertise to any
legitimate law enforcement agency
confronted with unusual. bizarre. and/or
particularly vicious or repetitive violenl
crimes.

Records described above are
maintained in this syslem 10 pennil the
FBI to function efficiently as an
ll\lthori:I.ed. responsive component of the
Departmenl of Justice. Therefore. the
infonnalion in this system is disclosed
to officials and employees of the
Department of Justice. Bnd/or all
components thereof. who need the
infonnation to perform their official
duties.

Information in this system may be
disclosed 8S a routine use 10 any
FederaL Slate, local. or foreign
government agency directly engaged in
the criminalj\Ultice proceas where
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access 1. directly related to a law
enforcement function of the recipient
agency in connection with the tracking
identification. and apprehenaion of
persona believed to be engaged in
repeated or exceptionally violent acts of
criminal behavior.

Information in tWs system may be
disclosed as a routine use in a
proceeding before 8 court or
adjudicative body. e.g., the Equal
Employement Opportunity Commission
and the Merit System Protection Board.
before which the FBI is authorized to
appear. when (a) the FBI or any
employee thereof in his orber official
capacity. or (b) any employee in his or
her individual capacity where the
Department of Justice has agreed to
represent the employee. or (cl the United
Slates. where the FBI determines it is
likely to be affected by the li tiga tion. is
a party to litigation or has an interest in
litigation and such records are
determined by the FBI to be relevant to
the litigation.

Information in this system may be
disclosed 8S a routine use to an
organization or individual in both the
public or private sector pursuant to an
appropriate legal proceeding or, If
deemed necessary. to eUcit information
or cooperation from the recipient for use
by the FBI in the performance of an
authorized activity. An example could
be where the activities of an individual
are disclosed to a member of the public
to elicit his/her Bssistance in FBI
apprehension or detection efforts.

Information in this system may be
disclosed as a routine use to an
organization or individual in the public
or private sector where there is reason
to believe the recipient Is or could
become the target of B. particular
criminal Bctivity or conspiracy and to
the l",xtent the information is relevant to
the protection of life or property.

Relevant information may be
disclosed from this system to the news
media and general public where there
exists a legitimate public interest.
Examples would include: to obtain
public or .media assistance in the
tracking. identifying. and apprehending
of persons believed to be engaged in
repeated acts of violent criminal
behavior: to notify the public and/or
media of arrests; to protect the public
from imminent threat to life or property
where necessary; and to disseminate
information to the public andlor media
to obtain cooperation with violent crime
research. evaluation. and statistical
programs.

Information in this system tlIay be
disclosed 8S is necessary to
appropriately respond to congressional
inquiril:.' on behalf of constituents.

A record from a system of records
may be disclosed as 8 routine use to the
National Archives and Records
Adminlstration (NARA) in records
management inspections conducted
under the authority of 44 U.S.c. 2004 and
2906 to the extent that legislation
governing the record permits.

POUC1Q AJlD PRAc:TK.:U FOIl lJTOIItIHO.
M'TlHYINQ, ACCESSING,RET~ AHO
DItf'OIINQ Of' f!lE<:0ft0I IN THE SYSTEM:

STORAGE

Information in the system is stored
manually in locked file cabinets. either
in its natural stale or 00 microfllm. at
the NCAVC in Quantico. Virginia. The
active main. files are maintained in hard
copy form and 80me inactive records are
maintained on microfilm.

In addition. some of the information 18
stored In computerized data storage
devices at the NCAVC and FBI
Computer Center in Washington. DC.
Investigative information which is
maintained in computerized form may
be stored in memory on disk storage on
computer tape. or on computer printed
listings.

tt£1lltlVAalUTV:

On-Une computer access to NCAVC
files is achieved by using the following
search descriptors:

A. A data base which contains the
names of individuals. their birth dales.
physical deSCriptions. and other
identification numbers such 8S FBI
numbers, if such have been assigned.

B. Sununary variables contained on
VlCAP reports submitted to the NCAVC
as previously described.

C. Key words citations to violent
crime research studies. scholarly journal
e.rticles. textbooks. training materials.
and media references.

L\FEOUAIIos;

Records are maintained in restricted
areas and accessed only by FBI
employees. All FBI employees receive a
complete pre-employment background
investigation. All employees are
cautioned about divulging confidential
information or any information
contained in FBI files. Failure to abide
by this provision violates Department of
Justice regulations and may violate
certain statutes providing max.imum
severe penalties of a ten thousand dollar
fine or 10 years' imprisonment or both.
Employees who resign or retire are also
cautioned about divulging information
acquired in the job.

Registered mail is used to transmit
routine hard copy records between field
offices. Highly classified records are
hand carried by Special Agents or
personnel of the Armed Forces Courier

Service. Highly clall8ified or sensitive
privacy information. which is
electronically transmitted between field
offices and to and from FBI
Headquarters. Is transmitted in
encrypted form to prevent interception
and interpretation.

Information transmitted in teletype
form between the NCAVC in Quantico.
Virginia and the FBI Computer Center in
Washington. DC, Is encrypted prior to
transmission at both places to ensure
confidentiality and security of the data.

FBI field offices involved in certain
complicated. investigative matters may
be provided with on-line access to the
computerized infonnation which Is
maintained for them on disc storage in
the FBI Computer Center In Washington.
DC. This computerized data is also
transt:utted in encrypted form.

unN1'1ON AND 0lSPOSAJ..:

Records are proposed for destruction
after EIO years or upon termination of the
progrElm. whichever is earlier. The
disponition schedule i8 pending with
NARA as Job No. Nl-85-88-13.

SVSTEJI 1IUUUo00R(S) AHD ~U::

DirE~ctor. Federal Bureau of
Investigation. 10th and Pennsylvania
Avenue. NW.• Washington. DC 20535.

MQT1AI:ATlC*~

Address inquiries to the System
Mana.ger. .

MCOftt>S ACCUS ~R£S:

Requests for accesll to recordll in this
system shall be made in writing with the
envelope and the letter clearly marked
"PriVEICy AcceAs Request." The request
must provide the full name, complete
address. date of birth. place of birth.. and
notarized signature of the individual
who i;1 the subject of the record
reque:;ted. The request should also
lncluc.e the general subject matter of the
document or its file number-along with
any o::her known informa lion which may
assist in making a lIearch of the records.
The request must a.lso provide a return
addressing for transmitting the
Womlation. Access requests should be
addressed to the Director. Federal
Bureau of Investigation, Washington.
D.C. 20535.

COHTEmHG RECORD PROCEOURE:

Ind:.viduals desiring to conlest or
amend information maintained in the
system should also direct their request
to the Director. Federal Bureau of
Investigation. Washington. D.C. 20535.
The r(!quest should state clearly a.nd
concinely (1) the reasons for contesting
the information. and (2) the proposed
'lmendment to the Information.
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JUSTICE/FBI..~110

SYSTfM NAME:

Employee 1'ravel Vouchers and
Individual Earning Records.

aY8T£M 1.000TlO~

Federal Bureau or Investigation: J.
Edgar Hoover Bldg.• 10th and
Pennsylvania Avenue. NW~
Washington. D,C. Z0535. Record&
pending audit are located at Fedend
Record. Centers.

CATEGORIES OF INDIVIDOALS COVEltED BY THE
sysnM:

Former and current employees of the
FBI.

C"UCOIlIES Of "ECOI\OS 1M TME SYSnM:

Payroll, travel and retirement records
of current and former employees of the
FBI.

AVTHORITY FOR MAINtENANCE OF THE
IYBnM:

The head or each executive agency, or
his delegate. is responsible for
establishing and maintaining an
adequate payroll system. covering pay,
leave and allowances, as a part of the
system of accounting and internal
control of the Budget and Accounting
Procedures Act of 1950. as amended, 31
U.S,C. 66. 66a. and 200(a).

RDUllNE USES OF ~ECOROS MAINTAINED IN

Ttl£ SYSrEM, INCLUDING CATEGORIES OF
USERS AND TtlE PUItPDSES OF SUCH USES:

These records are used by
Departmental personnel to prepare and
document payment to employees of the
FBr end 10 carry oul financial matters
tela ted \0 the paytoll Ot accounting
functions.

Release of information to the National
Archives and Records Administration
(NARA) and the General Services
AdminIstration (GSA): A record from a
syslem of records may be disclosed as 8
routine use to the National Archives and
Records NARA and GSA in records
management inspections conducted
under the authority of 44 U.S.C. Z9G4 and
2900.

f'OUCIES _NO PRACTl':ES fOR STORING,

RETRiEVING, ACCESSING, RIETAINING, AHD
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE::

Manual on paper files.

'IIETJ1IEVAIILJTY:

The recorda can be retrieved by name;
lind either social security account
number or employee identification
number.

....FEGU...RDI:

Accessed by Bureau employees at FBI
Headquartert and by Field Office
employees at Records Centeno
Transmittal document contains Bureau
.tatement concerning security. I.e.. who
may access or view records. Records are
maintained ifl rooms under the control
of employees during working hours and
maintained in locked file cabinets In
locked rooms at other times. Security
guards further restrict access to the
building to authorized personnel only.

RET':NTION AND DISPOSAL:

Employee Travel Vouchers are
destroyed 6 years. 3 months. after the
period covered by the account {GRS #6.
Item 1.42). Individuol Earnings necords
are destroJ'ed 56 years after date of last
entry (GRS 4i2. Item 1),

SYSTEM MAHAGER(S) AND ADDRESS:

Director. Federal Bureau of
Investigation. 9th and Pennsyh'ania
Avenue, NW., Washington, D,C. 20535.

NOTIFICATlON PROCEDUflE::

Written inquiries, including name,
date of birth. and social security
number; to determine whether this
system contains records abOlltan
Individual may be addressed 10 Director,
Federal Bureau of Investiga lion, 9th and
Pennsylvania Avenue, to.'\IV.,
Washington, D,C. 20535.

RECORD "'CCESS PROCEDURE:

CONTESTING RECORD PROCEDURES:

Written inquiries. including name.
delte of birth and socialsecurily number.
requesting access or contesting the
accuracy of records may be addressed
10: Director, Federal Bureau of
Investigation, 9th and Pennsylvania
Avenue. NW., Washington, D,C. 20535.

RECORD SOURCE CATEGOIlIES;

Travel vouchers turned in by
individual employees for official
business. Pay records-lime and
attendance records, pay determined by
the agency.

SVST£=.tS EXEMPTED FROM CERTAIN
PROVISIONS OF TtlE "'CT:

None.
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...,..,-nJ IIAIft:

Employee Health Records.

8Yr1W LOCATlOH:

Federal Bureau of Investigation.
Administrative Services Divi&ion.
Health Service, J. Edgar Hoover Bldg..
10th and Pennsylvania Avenue. NW.,
Washington. DC 20535 and the following
field offices: New York, Newark.
Philadelphia, Chicago. Los Angeles. San
Francisco. and FBI Academy, Quantico,
Virginia. Addres&ell for field officell can
be found in the appendix of Field
Offices (or the Federal Bureau of
Investigation in System notice Justice/
FBI 00"

CATE~IUM INOMDUAL.S COvtJW) 8Y THE
8YI"TDI:

Current and former employees of the
FBI.

c:.aTEOOIttU OF II:!CORDI 1M nil IYI'TEM;

Records of visits to health facilities
relating to sickness, injuries or
accidents.

AlI'rHOflrrv POttMAI~ OF TH£
nSTEM:

The head of each agency is
responsible, under 5 U.S.C. 7902. for
keeping a record of injuries and
accidenla to its employees and for
reducing accidents and health risks.
These records are maintained under the
general authority of 5 U.S.C. 301 so that
the FBI can be kept aware of the health
rels ted ma tters of its employees and
more expeditiously identify them.

ft<X1T1Hl! usu 0' RECORDS MA.INTAINED IN
TIft: IYITUlI, INCl..lJC)IH(J C;An~sOf'
U.EM NIl) 'nil PURPOSES OF IUCN UUJItS:

These records are maintained by the
FBI to identify matters relating to the
health of its present and former
emp\oyees. Information is available \0
employeea of the FBI whose job function
relate. to identifying and l'1!llOlving

health matterl of former and eummt
penonnel of the FBI.

In addition. information may be
released to the National Archives and
lle1Xlroa Administration and the General
Services AdminiJtration in recorda
management InapectiOIlS conducted
under the authority of 44 U.S.C. 2.904 and
!906.

POUQU N«I NAcnc:u POfIITOMMJ"
.-nallV!NQ, Ac:e:asP'G, fIET-a, AND
MPOSlNG Of'.~ If THE SYSTEM:

8'TOMO£
A clinical reccrd is created to

maiIltain an employee health record and
SF 510, "Nuning Notes", The
information i8 maintained manually in a
file folder.

IIETfIIl EYA8lUTY:

By name.

aAI"IGUAItOs:

These records are maintained by FBI
personnel dUl'ing working hours and in
locked file cabinets dW"ing non-working
bours. Security guards further restrict
.ceese to the building to authorized
personnel.

IIn'IN'OOfC A.IIO~

Remaining index cards wiU be
destroyed 6 years after date of last entry
{CRS #l.1tem 19}. The fo)der containing
the health record snd nursing notes will
be maintained in the Health Unit for 5
years after the last entry. Thereafter. the
conteJlts of the folder will be transferred
10 the Employee Medial Folder. an
appendage of the OffiCial Personnel
Folder.

aYITIM ....NAODt(S) AHC AOOfIESS:

Director. Federal Bureau of
Investigation. 9th and Pennsylvania
Avenue. NW., Washington. DC 20535.

IIOTIJ1CAT1OIl ll'AOCIOUR~

Written inquiries. including name.
address and social security number. to
determine whether this sj'stem of
records contains records about an
individual may be addressed to Director,
Federal Bureau of Investigation, 9th and
Pennsylvania Avenue. NW..
Washington. DC 20535. and/or
individually to the field offices which
maintain similar records.

flECOftO ACCECI ~Ul'lf:S:

CONTlSTINQ ftECORD~ES:

Written inquiries. including name.
date of birth and aodal security number.
requesting access or contesting the
accuracy of records may be addressed
to: Director. Federal Bureau of
Investigation. 9th and Pennsylvania
Avenue. NW.. Waahington. DC ZOS35.

and the above-mentioned field offices at
addresses referred 10 in .ystem notice
JUitice/FBIOO2.

.-c:OfIO IOUI'la! c:ATlOOf'IU:

Employees of the Federal Bureau of
Investigation originate their own
records. Nursing Notes appear on SF
510.

SYnDIa PIWTID AIOII CUTAIH
flM)VlS1C*S 01' "* ACT:

None.
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.IUsnCElFBI-Q12

SYSTnl IlAIIE:

Time Utiliz.ation Record{KeepiDg
(TURK) System.

SYSTEM LOCAnott~

Administrative Services Division.
Federal Bureau of Investigation, J. Edgar
Hoover Building, 10th and Pennsylvania
Avenue. N.W.• Washington. D.C. 20535.

CATEGOfU£S OF IHOfVlOUALS eOVEJlED BY Tm!
lIYlJTUl:

Special A,!)ents, Accounting
Technicians. Investigative Assistants.
and Laboratory Technicians.

CATEOORIES OF RECORD. INTMlS~

System contains bl-weekly time
utilizalion data of Special Agents.
Accounting Technicians. Investigative
A.uistanlJ and Laboratory Technicianll.

AUTHORITY FOR UAIHTANANCE Of THE
SYSTEM:

This system of records Is maintained
under the authority of 31 U.S.C. 668
which requires the head of the
Department. or his delegate. to establish
8 system of accounting and internal
control designed to provide full
disclosure of the financial results of the
FBI's activities; adequate financial
information needed for the FBI',
management purposes and effective
control over and accountability for all
funds, property and other assets for
which the FBI is responsible.

ROUTJNE VSES OF RECORDS "'AIHTANED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS

AND THE PURPOSES OF SUCH USES:

For the purpose of producing cost
accounting reports reflective of
personnel utulization. records may be
made available to the General
Accounting Office. the Office of
Management and Budget and the
Treasury Department.

POUCIES AND PRACTICES FOil STORING.
IlETJlIEVIHO, ACCESSING. RETAINING, AND
DISPOSING OF IIECORDS IN THE SYSTEM:

STORAGE:

lnfonnation maintained in the system
is stored electronically on magnetic
tapes and discs for use in a computer
environment.

flETRIEVA81UTY:

Information is retrieved by name andl
or Bocial security number:

SAFEGUARDS:

Information is safeguarded and
protected in accordance with the FBI's
Computer Center regulations that pennit
access and use by authorized personnel
only.

fl;ETEl'ITIOH AND DISPOSAL:

Bi·week/y magnetic tapes are
retained for 0 period of 3 years. Hard
copy records are retained in accordance
with instructions contailled in GRS #8,
Items 7 and 8, and GSA Bulletin FPMR
47, "Archives and Records". Hard copy
records are destroyed: magnetic tapes
are erased and reused. (fob No. NCI-65
82-4. Part E.13e.(1))

SYSTEM MANAGER(S) AND AOOMSS:

Director. Federal Bureau of
Investigation. 9th and Pennsylvania
Avenue. NW, Washington. D.C. %0535.

NOTIFlCATlOtI ~DUlU!:

Same a& abO"l'e.

MCt)N) AeC:UI""~
CONTESTING IlECOllD I"tlIOCEDUIlES:

Written requests for access to
information may be made by an

employee through his supervisor or by
former employees by writing to: Federal
Bureau of Investigation. 9th and
Pennsylvania Avenue. NW, Washington,
D.C. 20535 (Attn: Administrative
Services Division). Contesting of any
Information should be set out in written
detail and forwarded to the above
address. A check of all supportive
records will be made to detennine the
factual data in existence. .

""CORD SWRCt CATEO~IES:

Source of infonnation is derived from
daily time utilization recording made by
the employees.

SYSTEMS EXEMPTED FRO,", CUlTAlM
PROVISIONS OF THE ACT:

None.

JUSTICE/FBI...()13

.ySTDI .......E:

Security access control system
(SACS)

SYSTEM LOCATION:

Federal Bureau of Investigation. J.
Edgar Hoover BuHcling. 10th and
Pennsyh'ania Avenue. NW..
Washington. D.C. 20535.

CATEGORIES OF INOIVItlUAU COVEREtI BY THf.
SYSTEM:

Individuals. both FBI employees and
outside visitors. who have been granted
access to the 1. Edgar Hoover Building.

CATEGOIIIES OF R[COMlS IN~£ SYST£U:

The system contains computeriz.ed
information concerning names. badge
numbers. and the dates and timet! of
entries of those individuals. including
escorted Visitors. who have been issued
access badges to the J. Edgar Hoover
Building.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM;

The maintenance of this sylltem is
authorized by Executive Order 12065,
the Privacy Act of 1974 (5 U.S.C.
552a[e)(10)) and Pub. 1. No. 90-620. as
amended (44 U.S.C. Chapters 21 and 33).
Each of these two statutes. as well as
the Executive Order. is directed toward
security of United States Government
records maintained by Federal agencies.

1I0UTlNE \lSES OF RECORDS MAINTAINED IN
THE SYSTEM, INCl.UDIIro C:ATEGOR1ES OF
USER. AHD THf PURPOSES 01' SUCtf US£!:

Category of users: FederalBureau 0'
Investigation management officials and
security personnel. The information iJ
used tl) determine the lltat\l.ll cf
individuals entering the building and
maintain control of badges issued to
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individuals requiring access to the J.
Edgar Hoover Building.

POUCIES AND PRACTICES FOR STORINQ,
RETRIEVING, ACCESSING, RETAINING. AND
tliSPOS1NG OF AECOP-OS IN THE SYSTEM;

STORAGE:

The automated portion of the records
is maintained on ~ magnetic tape.
Documentary records are maintained in
manual file folders.

ItETAIEVABIUTV:

Alphabetically by last name;
numerically by access badge number.

"FEGUAAOS;

Maintained in a locked room, which Is
manned 24 hours per day, with access
limited to FBI security personnel.

ftETENTlON ANO DIsPOSAL:

Computerized records are maintained
for one year and hard copy computer
listings are maintained for six months.
Cards containing badge information are
destroyed when administrative needs
have expired. Duplicate badges are
maintained on individuals granted
permanent access to the building until
access is no longer required and/or
upon separation or transfer. (Job No.
NC1-{}5-82-4, Part B. 66c. (B); Part E. 13
c. (1))

SYSTEM MA~AGER($)AND ADOfOlE5S:

Director, Federal Bureau of
Investiga1ion, J. Edgar Hoover Building,
10th and Pennsylvania Avenue NW.,
Washington, D.C. 20535.

NOTIFICATION PROCEDURE:

Inquiry conceming this system should
be in writing and made to the system
manager listed above.

AECOIlO AcqsS PROClDUllU:

Same as above.

(;ONnSTINO AECOflO PROCEDURES:

Same as above.

MCORa SOUJICE CA'nQCfUU:

See categories of individuals.

SYSTEM UIEMPTEO FROM CEIlTAIN PROVISIONS
OF THE ACT;

None.

JUST1CE'''Bl-014

SYSTtJol NAME

FBI Alcoholism Program.

tlVS'nM LOCATION:

FBI Headqnar1ers. Administrative
Services Division. 10th and
Pennsylvania Avenue NW.. Washington.
DC 20535; end FBI Field DivisloDs.

CATl!GORIES OF' INDIVIDUALS COVEReD BY THE
SYSTEM:

This system contains information on
current and former FBI employees who
have been counseled or otherwise
treated regarding alcohol abuse or
referred to the Alcoholism Program
Coordinator or Counselor.

CATEGOAIES OF AECOROS IN THE SYSTEfoI:

This system contains correspondence
and J'ecordsregarding employees and/or
their families who have been referred 10
the Alcoholism PrDgram Coordinator or
Counselor. the results of any counseling
which may have occurred,
recommended treatment and results of
treatment, In addition to Interview
appraisals and other notes or records of
discussions held with employees
relative to this program.

AUTllOAITY rOA MAINTENANCE OF THI:
SYSnM:

The maintenance of this system is
authorized by Pub. L. 91-{)16 and Pub. 1..
92-255, as amended by Pub. 1.. 93-282,
Section 122. and the Implementing
regulations. 4Z CPR Part 2.

ROUTINE USES O~ ReCORDS MAINTAINED IN
Tl'lE SYSTEM. INCLUDING CATEGORIES OF USES
ANO THE PURPOSE OF SUCH USES:

All disclosures of infonnation
pertaining to an individual are made in
compliance with Public Law No. 91-{)16,
Section 333. and the Confidentiality of
Alcoholism and Drug Abuse Patient
Records Regulations. 42 CFR Part 2.2. as
amended. for the sole purpose of
administering the program.

These records are used to document
the nature of an individual's alcohol
abuse problem and progress made, and
to record an individual's participation in
and the results of community or private
sector trea tment or rehabilitation
programs.

POLICIES AND PRACTICES FOil STOAING.
RETRIEVING, ACCESSING. AETAINI~Q, AND
DISPOSING OF MCORDS Jtj TNE SYSTEHI:

STORAGe:

Records are maintained in file folders.

tlETJIIEVABILITY:

Records are retrieved by employee's
name.

SAFEGUARD&:

Files are maintained In locked file
cabinets. or safes under the immediate
control of \be Alcoholism Program
Coordinator or other authorized
individuals. Access is atrictly limited to
the Coordinator and other authorized
pertQMel. .

RETENTION ANa DISPOSAL

Files are destroyed 3 years alter case
is closed. (GRS #1. Item 27 b.; lob No.
NC1-65-82-4. Part B. 67d.)

SYSTEM MAhAGER(S) AND ADORESS;

Director. FBI J. Edgar Hoover Building.
10th and Pennsylvania Avenue NW.•
Washington, DC 20535.

NOTIFICATION PROCEDuAr;S;

Inquiry concerning this system should
be in writing and made to the system
manager listed above.

RECORD Accns PROCEOURES:

Requests made by employees should
be made in writing to the Director, FBI,
Washington. D.C. 20535. Requests must
contain employee's full name, date and
place of birth. and current office of
assignment and/or home address where
records are 10 be sent. If the individual
making the request is a former
employee. he/she must submit a duly
notarized signature in order to establish
identity. In addition. the requester must
specify the location of the system of
records sought, i.e., those maintained at
FBI headquarters or those maintained in
Ii particular field division.

CONTESTING RECORD PROCEDURES:

Requests for correction/amendment of
records in this system should be made in
writing to the Director. FBI, Washington,
D.C. 20535, specifying the information to
be amended. and the reasons and
justifications for requesting such
amendment.

RECORD SOURCE CATEGORIES:

See categories of individuals.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS Of TliE -'C'T:

None.
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JUSTICE/FBI 001

SYI'nM NAIl£:

National Crime Information Center
(NCJC).

~ L()CATlOM;

Federal Bureau of Investig8tioD~'J.
Edgar Hoover Bldg.. lOth and
Pennll)'lvanie. Avenue NW., Wsshington;
D.C. 20535.

~nGORrIOll. Of' .-HVlOIJAL& ooVQ\ED BV~

IYSTEM:
A. Wanted Person': 1. Individuals for

whorr: Federal warrants are outstanding.
2. Individuals who have commitled or

have been identiiied with an \>ffensc
which is classified a9 a felony or serious
misdemeanor under the existins per:al
statutes of \he jurisdictions origi.1dting
the entry lind felony or misdemeanor
warrant has been issued for the
individual w:th respect to the offense
which WClS t.~e basis of the entry.
Probation ar:d parole \'iolators meeting
the foregoing criteria.

3. A "Temporary Felony Want" lI'ay
be entered when a law enforcenent
agency has need to ta~.e prompt aclion
to establish a "want" entry for the
apprehension of a person who hilS
committed. or the oiffcer has reasonable
gro:.mds to believe has committed. a
felony and who may seek refuge by
fleeing across jurisdictionary boundaries
and circumstances preclude the
immediate procurement of a felony
warrant. A ''Temporary Felony Want"
sha\l he specifically identified as su(.h
and subject to verification and support
by a proper warrant within 46 hours
following the initial entry of a temporary
Want. The agency originating the
"Temporary Felon)' Want" t.hall be
~sponsiblefor subsequent verificatio~

or re-e:ntr)- of 8 permanent want.
4. Jweniles who have been

adjllc.!icafl'd dE.'linquent and who have
escapee or absl;onded. from custody.
even thL1Ugh no arrest warrants were
iSSUE:d. Juveniles who have been
charged with the commissiol' of a
delinquent act that would bl' a Clime if
committed by an adult. and who have
fled from the state where the act was
committed.

5.lndividuitls who have committed or
have been identified with an offense
commit led in a foreign country. which
,",ould be a felony if commHted in the
United States, and for whom a ..... arrant
of arrest is outstanding and for which
act an extradition treaty exists between
the United Stales and that country.

(l.. Indi\'iduals who bave committed or
have been identified with aD offense
committed in Canada and [or whom a
Ca:lada-Wide Warranl has been issued
which mep.ts the requirements or the
Canatla·U S. Ext~adition Treafy. 18
US.C.3184.

B Indil,iduals who have been charged
with serious and/or significant offenses.

C. Missing Persons: 1. A person of any
age who is missing and who is under
proven physical/mental disability or is
r.enile. the~eby subjecting himself or
others to personal and imrnediat'!
danger.

2. A person of any age who i~ mi!lsing
under cin:umstancl?s indicating thal his
disappearance was not voluntary.

3. A pel1\un of any age who is millsing
under c.ircumst1:lCeS indicating that his
physical safety is in danger.

4. A pefsofl .....ho is missing and
dea!ared unemancipated as dcflTl.:"d by
the laws of his state of residence and
does not meet any of the entry criteria
set forth in 1. 2, or 3 l:Ibove.

D lndividllals designated by the u.s.
Secret Service as posing a potential
danger to the Presid~nl and/or other
authorized protectees.

E. Unidentified Persons: 1. Any
unidentified deceased person. 2. Any
persen who is lhing and unable to
ascertain his/her identity (e.s.• infant,
amnesia victim). 3. Any unidentified
ca tastrophe victim. 4. Body parts when a
body has been dismembered.

CAT1:00RIES O!' Rt!CORDol I" THE IlVST1:M:

A. Stolen Vehicle FUr.: 1. Stolen
vehicles. 2. Vehicles wanted in
cor-junction with felonies or serious
misdemeanors. 3. Siolen vehicle parts.
including certificates of origin or tille.

B. Siolen License Plute File: 1. S:olen
o~ mis3ing license pl<.lte.

C. Stolen/Missing Gun Filft: 1. Stolen
or missing guns. 2. Recovered guns.
when ownership of which has not been
established.

D. Stolen Article File.
E. Wanted Persons File; Described in

"CATEGOPJF.S OF INDIVIDUALS
COVER.£D B'Y THE SYS'T'E.\.1. A.
\'\'anted Persons."

f. Securities File: 1. Serially numbered
slolen. emb€~zled. counterfeited.
missing securities.

2. "Sect:rities" for present purposes of
this me are currency (e.g~ bills. bank
poles) and those documents or
certificates which genE:rally Bre
considered to be evidence of dE'bl (e.g .•
bonds. debentures. notes) or ownership
of property {e.g" common stock.
preferred stock), and documents which
repr'l!l~nt subscription rights, warrants
and which are of those types trades in
the sel,u,.-ities exC±anges in the United

States. except for r;ommodities futures.
AlEO Includec are warehouse receipts,
t:'avelers checks and money orders.

G. Stolen BOBt File
H, Computeriz.ed Criminal His'ory

File: A cooperative F~cleral-state

program for the interstate exchange of
criminal history record information for
the purpose of facilitating the interntate
exchange of such information among
criminal justice agencies.

I. Missing Person File: Described in
"CATEGORIES OF INDIVIDUALS
CO\'ER.ED BY THE SYSTE.\t C. Missing
?ersons."

}. U.S. Secret service Protective file:
Described in "CATEGORIES OF
L"IDIVmUALS COVERED BY THE
SYSTEM: D."

1<. Identification recon.ls regarding
persons enrolled in the United Sta tea
Marshals Service Witness Security
Program who have been charged with
serious Bnd/or significant offenses:
Desr.rihed in "CATEGORIES OF
INmVlDUALS COVERED BY THE
SYSTEM: B:'

I.. Foreign Fugitive File:
IndentifJcation data regerding persons
who are fugitives from foreign countries,
who are described in "CATEGORIES
OF INDIVIDUALS COVERED BY THE
SYSTE1vf: A, Wal'lted Persons. 5."

M. Canadian Warrant File:
Id£:ntiflcation data regarding Canadian
wanted persons who are described in
"CATEGOF.lI::S OF INDIVIDUALS
COVERED BY THE SYSTE.\f: A.
Wanted Persons. 6."

N. Unidl'ntifi"d Person File: Described
in "CATEGORIES OF INDIVIDUALS
COVERF.D BY THE SYSTEM: E.
Unidentified Persons."

AUTliaR:TY feR MAINTENANCe Of'THE
SVST1:..:

The system is established and .
maintained in accordance with 28 U.S.C.
534; Deparbnent of Justice
Appropriation Act. 1973, Pub. L92-&H,
86 Sll:'t. 1115. Secu.:ities Acts
Anwnd.ment of1975. Pub. L. 94-29. 89
Stat. 97; and Exec. Order No. 10450. 3
ern (1914).

ROUTINE USfS OF AECOROS MAINTAINED IN
T'W£ SYSTEM, INCLUOING CAT'EGORIES Of'
USERS AND THE PURPOSES OF SUCH USES:

Data in NCIC mes is exchanged with
and for the official use of authorized
officlals of the Federal Government. the
States. cities. penal Bnd other
institutions. Bnd certaln foreign
governments. The data is exchanged
through NCrc lines to Federal criminal
just1ce agencica. criminal justice
agencies ill the 50 Sta\es. the District of
Coltlmhia. Puerto Rico. V.S. Possessions
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and u.s. Territories. Additionally. data
contained in the VariOIUl ''want files,"
le.• the Itolen vehicle file. Itolen license
plate file. stolen milSing gun file. Btolen
article file. wanted person file. securities
file and boat file may be accessed by the
Royal Canadian Mounted Pollce.
Criminal history data is disseminated to
DOo-crlminal justice agencies for use in
connection with licensing for local/state
employment or other uses. but only
where such dis&emination is authorized
by Federal or atate statutes and
approved by the Attorney General of the
United States. .

Data in NCIC fileB. other than the
Computerized Criminal History File. is
disseminated to (1) a nongovernITlental
agency or subunit thereof which
allocates B substantial part of its annual
budget to the admini&tration of criminal
justice. whose regularly employed peace
officers have full police powers pursuant
to atate law and have complied with the
minimum employment standards of
govenunentally employed police officers
as specified by state statute; (2) a
noncriminal iu&tice governmental
department of motor vehicle or driver's
license registry established by a statute.
which proy:ides vehicles registration and
d;iver record inIormation to criminal
Justice agencies; (3) a governmental
regional dispatch center. established by
a state statute. resolution. ordinance or
Executive order. which provides
communications services to criminal
justice agencies; and (4) the national
Automobile Theft Bureau. a
nongovernmental nonprofit agency
which acts as a national clearinghouse
for information on stolen vehicles and
offers free assistance to la w
enforcement agencies concerning
automobile thefts. identification and
recovery of stolen vehicles,

Disclosures of information from this
system. 8s described above. are for the
purpose of providing information to
authorized agencies to facilitate the
apprehension of fugitives. the location of
missing persons. the location and/or
return of stolen property. or similar
criminal justice objecti\·es.

Information on missing children.
missing adults who were reported
missing while children. and unidentified
living and deceased persons may be
disclosed to the National Center for
Missing and Exploited Children
(NCMEC). The NCMEC is a
nongovernmental. nonprofit. federally
funded corporation. serving as a
national resource and technical
assistance cJeari.'1ghouse focusing on
missing and exploited children.
L'1fonnation is disclosed to NCMEC to

. assist it in its efforts to provide

technical aBsistance and education to
parents and localgovemments regarding
the problems .of missing and exploited
children, and to operate a nationv.;de
missing children hotline to permit
members of the public to telephone the
Center from anywhere in the United
States with information about a missing
child.

In addition, information may be
released to the news media and the
public pursuant to 28 CPR 50.2. unless it
is determined that release of the specific
information in the context of a particular
case would constitute an unwarranted
invasion of personal privacy.

To a Member of Congress or staff
acting upon the member's behalf whom
the member or staff requests the
information on behalf of and at the
request of the individual who is the
8ubject of the record; and,

To the National Archives and Records
Administration and the General
Services Administration in records
management inspections conducted
under the authority of 44 U.S.C. 2904 and
2906.

l'OUCIES AND I'ttACTlCES flOfI 1ITORtHG,
\IIETRIFt'IH<1, ACCE.UlN<1, IlETAINING, AAD
D1SPOSII6O Of ""CORDS IN TH£ SYSTEM:

STORAOE:

Information maintained in the NCIC
system is stored electronically for use in
a computer environment.

\IIETRlEVABILlTY:

On-line access to data in NCIC is
achieved by using the following search
descriptors. 1. Vehicle file:

(a) Vehicle identification number;
(b) Ucense plale number;
(e) NCIC number (unique number

assigned by the NCIC computer to each
NCIC record). 2. lJcense Plate File: (a)
License plate number; (b) NCIC number.
3. Gun file: (a) Serial number of gun; (b)
NCIC number. 4. Article File: (a) Serial
number of article; (b) NCIC number. 5.
Wanted Person File, U.S. Secret Service
Protective File. Foreign Fugitive File.
and Canadian Warrant File; (a) Name
and one of the follOWing numerical
identifiers, date of birth. FBI f\'umber
(number assigned by the Federal Bureau
of Investigation to an arrt'st fingerprint
record). Social Security number (it is
noted the requirements of the Privacy
Act with regard to the solicitation of
Social Security numbers have been
brought to the altention of the members
of the NCIC system). Operalor's license
number (drivers number). Miscellaneous
identifying number (military number or
number assigned by Federal. state, or
local authorities to an individual'S
record). Origination agency case
number. (b) Vehicle or license plate

known to be in the pos68ssion of the
wanted person. (e] NCIC number
(unique number assigned to each NCIC
reco.rdl. 6. Securities File: (a) Type,
aerial number. denomination of security:
(b) Type of security and name of owner
of security; (c) Social Security number of
owner of security; (d) NCIC number. 7.
Boat File: (a) Registration document
number; (b) Hull serial number. (e) NCIC
number. 8. Computerized Criminal
History File: (a) Name. sex. race and
date of birth; (b) FBI number; (cl State
identification number; (d) Social
Security number: {e} Miscellaneous
number. 9. Missing Person File; Same as
"Wanted Person" File. plus the age. sex.
race. height and weight. eye and hair
color. of the missing individual. 10.
Unidentified Person File: Age. sex. race.
height and weight. eye and hair color. of
the unidentified indi\;dual.

SAnOUARDS:

Data stored in the NCIC is
documented criminal justice agency
information and access to that data is
restricted to duly authorized criminal
justice agencies. The following security
measures are the minimum to be
adopted by all criminal justice agencies
having access to the NCIC.

Computerized Criminal History File.
These measures are designed 10 prevent
unauthorized access to the system dala
andlor unauthorized use of data
obtained from the computerized file.

1. Computer Center. a. The criminal
justice agency computer site must have
adequale physical security to protect
against any unauthorized personnel
gaining access to the computer
equipment or to any of the Btored data.
b. Since personnel at these computer
centers can haye access data stored in
the system, they· must be screened
thoroughly under the authority and
supervision of an NCIC control terminal
agency. (This authority and supervision
may be delegated to responsible
criminal justice agency personnel in the
case of a satellite computer center being
serviced through 8 stated control
tenninalagency.) This screening will
also apply to non-criminal justice
maintenance or technical personnel. c.
All visitors to these computer centers
must be accompanied by staff personnel
at all times. d. Computers havir:.g access
to the NCIC must have the proper
computer instructions written and other
built-in controls to prevent criminal
history data from being accessible to
any terminals other than authorized
tennin<ils. e. Computers hsving access to
the NCIC must maintain 8 record of all
transactions against the criminal history
filed in the same reanner the NCIC
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comp\l\er logs aU transactions. The
NCIC identifies each specific agency
entering or receiving information and
maintains 8 record of those transactions.
null transaction record must be
monitored and reviewed on a regular
buill to detect any possible misuse of
criminal history data. f. Each State
Cantrol terminal shall build its data
system aJ'Ound 8 central computer,
through which each inquiry must p811S

for screening and verifica !.ion. The
configuration and operation of the
center shall provide for the integrity of
the data base.

%.. Communications: a. Lines/channels
bein8 used to trallSmit criminal history
information mlUt be dedicated solely to
criminal jUBtk.e. I.e.• there must be no
terminals belonging \0 agencies outside
the criminal justice system sharing these
lines/channels. b. Physical security of
the lines/channels must be protected too
guard against c1andp.stine devices being
utilized to intercept of inject system
traffic.

3. Terminal Devices Having Access to
~CIC: a. All agencies having terminals
on fuill system must be required to
physicaIly place these terminals in
s~ure loca tion! within the authorized
agency.b. The agencies having
ter.ninaa with access to criminal history
muat have terminal operators screened
and restricted lloCC6U to the terminal \0 a
minimum number of authorized
employees. c. Copies of criminal history
data obtained from terminal devices
mua! be afforded security to prevent any
unauthorized access to or use of the
data. do All remote terminals on NCIC
Computerized Criminal History will
maintain a hard copy of computerized
criminal history inquiries with notations
of individual making request for record
(90 days).

KEiEHTIO" 00 DIPOSAL:

Unless otherwise removed. records
will be retained in files as follows:

1. Vehicle File: a. Urtre{:Overed stolen
vehicle records (including snov'o'lTlobile
records) which do not contain vehicle
identificfl~.ionnumbers (VlN) therein,
will be purged from file 90 dllYs after
date of entry. Unrecovered stolen
vehicle records (includiT'3 snowmobile
records) which contain VlN's will
rem~in in file for the year of entry plus

4. Unrecovered vehicles wanted in
conjunction with a felony will remain in
flle for 00 days after entry. In the event a
lunger retention periud is desired, the
vehicle must be reentered. c.
Unrecovered stolen VIN plates.
certificates or origin or tille. and serially
numbered atolen vehicles engines or
transmiss:ons will remai'1 in file for the
year of ent..-y plus 4.

Uob No. NC1-65-SZ-4. Part E, 13 h.(1}}
2.. Ucen.se Plale File: Unrecovered

stolen license plates not associated with
a vehicle will rema.in in file for on.e year
after the end of the plate's expiration
year as shown in the record.
(Job No. NCl-£.S-.a2-4, Part Eo 13 h.(211

3. Gun file: a. Unrecovered weapons
will be retained in file for an indefmite
period until Bction is taken by the
originating agency to clear the record. b.
Weapons entered in file as "recovered"
weapons will remain in file for the
balance of the year entered plus 2.
Uob No. NC1~-4. Part Eo 13 h.(3)}

4. Article File: Unrecovered stolen
articles will be retained for the balance
uf L1e year entered plus one year.
(Job No. NCl-65-8Z-4. Part E. 13 h.(4J)

5. Wanted Person File: Person not
located will remain in file indefinitely
until action is taken by the originating
cgency to clear the record {except
"Temporary Felony Wants", which will
be 8utom8!icBlI~'removed from the file
after 48 hours}.
(Job No. NCl--65-87-114. Part E. 13 h.(7»)

6. Securities file: Unrecovered. stolen.
embezzled. counterfeited or missing
securities will be retained for the
balance of the year entered plus 4.
except for \ravelers checks and money
orders, which will be retained for the
balance of the year entered plus 2.

Uob No. NC1-as--a2-4. Part E. 13h. (5))

7. Boat file: Unrecovered slolen boatll
will be retained in me for the balance of
the year entered plus 4. Unrecovered
stolen boat records which do not
contain a hull ,erial number will be
purged from file 90 days after date of
entry.
Gob No. NCl-65-82-4, Part E. 13h. {6}}

8. Missing Persons File: Will remain in
the file until the individual is located or.
in the case of unemancipated persous.
the individual reaches the age of
emancipation as defined by law of his
state.
(Job No. N 1--65--87-11. Part Eo 13h. (al)

9. Computerized Criminal History File:
When an individual reaches age of 00.
Gob No. NC1~5-75-1)

10. U.S. Secret Service Protective File:
Will be retained until names are
removed by the U.S. Secret Service.

11. Foreign Fugitive File: Person not
located will remain in file indefinitely
until action is taken by the originating
agency to clear the record.

12. Canadian Warrant file: Person
and located will remain in file
indefinitely until action is taken by the
originJling agency to clear the recorJ.

13. Unidentified PeTlJon rl.le; WiD be
retained for the remainder of Ule year of
entry plus 9.

n'I'TH MANAO£ft(S) "1iIO ADDRf;5S:

Director, federal Bureau of
Investigation, J. Edgar HoovEIl Building.
10th and PelUls~'1vania Avenue NW..
Washington. DC 20535.

MOnACATIOl'I PAOCEPUR£5:

Same a. the above.

MCOflD ACCESS PROCEDURE:

It is noted the Attorney General is
exempting this system from Ule access
and contest procedures of the Privacy
Act. However, the following alternative
procedures are available to requester.
The procedures by which an individual
may obtain a copy of hi5 computerized
Criminal History are as follows;

IT an individuaJ has a criminal record
supported by fingerprints Bnd ~at

record has been entered in the NCIC
CCH File. it is available to \hat
individual for review. upon presentation
of appropriate identification and in
aooordance with applicable State and
Federal administrative lind statutory
regulations.

Appropriate identification includes
being fingerprinted for the purpose of
insuring that he is the individual that he
purports to be. The record on file will
then be verified as his through
comparison of fingerprints.

Procedure 1. All requellts ror review
must be made by the subject of his
record through a law enron::ement
agent:y _'hich has access to the NCIC
CCH File. That agency within statutory
or regulatory limits can require
additional identification to assist in
securing a positive identification.

2. IT the cooperative law enforcement
agency can make an identification with
fingerprints '9revlously taken which are
on file locallv and if the FBI
identification number of the individual's
record is available to that agency. it can
make an on-line inquiry of NClC to
obtain his record on-line or, if it does
not have suitable equipment to obtain
an on-line response, obtain the record
from Washington, DC by mail. The
individual will then be afforded the
opportunity to see that record.

3. Should the cooperating law
enforcement agency not have the
individual's fingerprints on file locally. it
is necessary for that agency to relale his
prints to an existing record by having
his identification prinls compared with
those already on file in the FBI or
possibly. in the State's central
identification agency.
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The subject of the requested record
shan request the appropriate arresting
agency, court. or correctional agency to
initiate action necessary to correct any
stated inaccuracy in his record or
provide the information needed 10 make
the record complete.

IaECOf'O IOUItC%CA~

InJormation contained in the NCIC
system is obtained from local, State.
Federal and international criminal
justice agencies.

IYITDUI EXDIf'nO FROM CatTAIH
l'fIOVIlhOHS OF THE ACT:

The Attorney General has exempted
this system from 8ubsection (e) (3) and
(4). (d). (e) (1). (2) and (3). (e)(4) (G). (H),
(e)(8) (f) and (g) of the Privacy Act
pursuant to 5 U.S.c. 5528 (j)(2) and
(kJ(3). Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553 (b). (c) and [e) and have been
published in the Federal Register.

JusnCE/fBH)02

'VSTDI NAME:

The FBI Central Records System.

SVSTDII LOCAnoN:

a. Federal Bureau of Investigation. J.
Edgar Hoover Building. 10th and
Pennsylvania Avenue. NW,.
Washington, DC Z0535; b. 56 field
divisions [see Appendix); c. 16 Legal
Attache (see Appendix).

CATEGORIES Of IHOfVlDUAU COVVtED SV~
SV1JT'EM:

a. Individuals who relate in any
manner to official fBI investigations
including. but not limited to subjects.
suspects, victims. witnesses, and close
relatives and associates who are
relevant to an investigation.

b. Applicants for and current and
fonner personnel of the FBI and persons
related thereto who are considered
relevant to an applicant investigation.
personnel inquiry. or other personnel
matters.

c. Applicants for and appointees to
sensitive positions in the United States
Government and persons related thereto
who are considered relevant to the
investiga tion.

d. Individuals who are the subject of
unsolicited inIormation, who offer
unsolicited information. request
assistance. and make inquiries
concerning record material. including
general correspondence, and contacts
with other agencies, businesses,
institutions, clubs; the public and the
news media.

e. Individuals associated with
administrative operations or services

including pertinent functions.
contractors and pertinent-persons
related thereto.

(AU manner of information concerning
individuals may be acquired in
connection with and relating to the
varied investigative responsibilities of
the FBI which are further described in
"CATEGORIES OF RECORDS IN THE
SYSTEM." Depending on the nature and
scope of the investigation this
information may include. among other
things. pemonal habits and conduct.
financial information. travel and
organizational affIliation of individuals.
The information collected is made a
matter of record and placed in fBI files)

CATEOOfl... Of flll!COftDS IN THE SYSTnI

The fBI Central Records Systems-
The FBI utilizes a central records system
of maintaining its investigative.
personnel. applicant. administrative.
and general files. This system consists
of one numerical sequence of subject
matter files. an alphabetical index to the
files. and a supporting abstract system
to facilitate processing and
accountability of all important mail
placed in files. This abstract system is
both a textual and an automated
capability for locating mail. Files kept in
FBI field offices are also structured in
the same manner. except they do not
utilize an abstract system.

The FEI277 classifications used in its
basic filing system which pertain
primarily to Federal \-;olations over
which the FBI has investigative
jurisdiction. However. included in the
277 classifications are personnel.
applicant, and administrative mattem to
facilitate the overall filing scheme.
These classifications are as follows (the
word "obsolete" following the name of
the classification indicates the FBI is no
longer initiating investigative cases in
these matters. although the material is
retained for reference purposes):

1. Training Schools; Nat.ional
Academy Matters: FBI National
Academy Applicants. Covers general
infonnation concerninB the FBI National
Academy. including background
investigations of individual candidates.

2. Neutrality Matters. Tille 18. United
States Code. Sections 95e and 958 962;
Title 2.2. United States Code, Sections
1934 and 401.

3. Overthrow or Destruction of the
Government. Title 18. United States
Code. Section 2385.

4. National Fireanns Act. Federal
Fireanns Act: Slate Fireanns Control
Assistance Act; Unlawful Possession or
Receipt of Fireanns. Title 26, United
States Code. Sections 5801-5812: Title
18. United Slales Code. Sections 921-

928: Title 18, United States Code.
Sections 1201-1203.

5. Income Tax. Covers violations of
Federal income tax laws reported to the
FBI. Complaints are forwarded to the
Commissioner of the Internal Revenu p

Service.
6. Interstate Transportation of

Strikebreakers. Title 18. United States
Code. Section 1231.

7. Kidnapping. Title 28. United States
Code. Sections 1201 and 1202,

8. Migratory Bird Act. Title 18. l,Inited
States Code. Section 43; Title 16. United
States Code, Section 703 through 718.

9. Extortion. Title 18. United States
Code SectioIUl 876. 877, 875. and 873-

10. Red Cross Act. Title 18. United
States Code. Sections 706 and 917.

11. Tax (Other than Income) This
classification covers complaints
concerning violations of Internal
Revenue law as they apply to other than
alcohol. social security and income and
profits taxes, which are forwarded to
the Internal Revenue Service.

12. Narcotics. This classification
covers complaints receivedby the FBI
concerning alleged violations of Federal
drug laws. Complaints are forwarded to
the headquarters of the Dnlg
Enforcement Administration (OEA), or
the nearest district office of OEA.

13. Miscellaneous. Section 125.
National Defense Act. Prostitution:
Selling Whiskey Within Five Miles of
An Army Camp. 1920 only. Subjects
were alleged violators of abuse of U.S.
flag. fraudulent enlistment. selling liquor
and operating houses of prostitution
within restricted bounds of military
reservations. Violations of Section 13 of
the Selective Service Act (Conscription
Act were enforced by the Department of
Justice as a war emergency measure
with the Bureau exercising jurisdiction
in the detection and prosecution of
cases within the purview of that Section.

H. Sedition. Title 18. United States
Code. Sections 2387. 2388. and 2391.

15. Theft from Interest Shipment. Titl~
16, United States Code. Section 859;
Title 18. United States Code, Section
660; Title 18 United Slates Code. Section
2117.

16. Violations of Federallnjunction
(obsolete). Consolidated into
Classification 69, "Contempt of Court".

17. Fraud Against the Government
Department of Veterans Affairs,
Department of Veterans Affairs
Matters. Tille 18. Uniled States Code,
Section 287. 289. 290, 371. or 1001. and
Tille 38, United States Code. Sections
787[a), 787(b). 3405, 3501. and 3502.

18. May Act. Title 18. United States
Code, Section 1384.
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19. Censorship Matter (obsolete}. Pub.
L 77th Congress.

20. Federal Grain Standards Act
(oblolete)1820 only. Subjec1.8 were
alleged violators vf contractB for sale.
Slllpment of Interstate Commerce.
Section S. U.S. Grain Slllndards Act

21. Food and Drugs. This c1ils8wcr.tion
covel'8 complaints received concerning
alleged violations of the Food. Orog and
Cosmetic Act; Tea Act; Import Milk Act;
Caustic Poison Act; and Pilled Milk Act.
These complaints are referred to the
Commissioner of the Pood and Drug
Administration of the field. component of
that Agency.

22. National Motor Vehicle Traffic
Act, 1922-27 (obsolete]. Subjects were
possible violators of the National Motor
Vehicle Theft Act: Automobiles &eire<!
·by Prohibitions ~ents.

23. Prohibition. Thi.e classification
covers complaints received conceming
bootlegging aclivitie1l and other
violatioDll of the alcohol tax laws. Such
complaints are referred \0 the Bureau of
Alcohol. Tobacco and FireamuJ.
Department of the Treasury. or field
repreaentBtivefi of the Agency.

24. Profiteering1~ [obsolete).
Subject are poaaible violators of the'
Lever Act-Profiteering in food and
clothing or 8cctUled compa.r:y was
subject of me. Bureau conducted
investigations to ascertain profi15.

ZS. Selective Service Act; Selective
Training and Service Act. Title 50.
United States Code. Section 462; Title 50
United States Code. Section 459.

26. lntel'tltate Transportation of Sialen
Motar Vehicle; Interstate Transportation
of Stolen A.iJttafl. Title 18, United States
Code. Sections 2311 (in part), 2312, and
2.313.

Z7. Patent Ma.tter. Title 35. United
Slates Code. Sections 104 and 105.

2.8. Copyright Matter. Title 17. United
States Code. Sections 104 and lOS.

29. Ban.Ic Fraud and Embezzlement.
Title 18. United States Code. Sections
212. 213. 215. 334.655-657,l004-1a06.
100a. 1009. 1014. and 1306; Title 12,
llnited State! Code. Section 17::5(&).

30. Interstate Quarantine Law..19ZZ-25
(obsolete). Subjects alleged violators of
Act of February 15. 1893. as amended.
regarding interstate travel of persons
llfflicted with infectious diseases. Cases .
also involved unlawful tramportation of
animals. Act of February 2. 1900.
Referrals were made to Public Health
Senice and the Department of
Agriculture.

31. White Slave Traffic Act. Title 18.
United States Code. Section 2421-2424.

32. Identification (Fingerprint)
Matters. This classification covers
general information concerning
Identification (fingerprint) matters.

33. Uniform Crime Reporting. This
classification coven general information
conceming the Uniform Crime Reports.
• periodic compilation of stalistica of
criminal violatiOOB throughout \he
United State1l.

34. Violation of Lacy Act. 19Z2-43.
(obsolete) Unlawfu.! Transportation and
SbiP~Dt of black baM and fur seal
skins.

35. Civil Service. This classification
covel'1l complainll received by the FBI
concerning Civil Service matters which
are refeJTed to the Office of Personnel
Manasement in Washington or regional
offices of thai Agency.

36. Mail Fraud.. Title 16. United States
Code. Section 13341.

37. False Claims Against the
Government. 1921-22. lobaolete}
Subjects submitted claims for allotment,
vocational training. compensation as
veleraJUI under the Sweet Bill. Letters
were generally referred elsewhere
[Veterans Bureau}. Violators
apprehended for violation of Article No.
1. War Risk Insurance Act.

36. Application for Pardon to Restore
Civil Rights. 19Z1-35. (obsolete) Subjects
allegedly obtained their naturaliultion
papers by frauaulent means. Cases later
referred 10 ~ation and
Naturalization Service.

39.. Falsely Claiming Citizenship.
(obsolete) Title 18. United States Code,
Sections 911 and 1015(a)(bl.

40. Passport and Visa Matter. Title 18.
United States Code. Sections 1451-1546.

41. Explosives (obsolete). Title 50.
Vnited States Code. Sections 121
through 144.

42. Deserter: Deserter. Harboring. Title
to. United Slates Code, Sections fI08 and
885.

43. Illegal Wearing of Uniforms: False
Advertising or Misuse of Names, Words.
Emblems or Insignia: megal
Manufacturer. Ulle. Possession. or Sale
of Emblems tlnd Insignia: lIIegal
Manufacture. Possession. or Wearing of
Civil Defense Insignia: Miscellaneous.
Forging or Using Forged Certificate of
Discharge from Military or Naval
Service; Miscellaneous. Falsely Making
or Forging Naval, Military. or Official
Pass; Miscellaneous. Forging or
Counterfeiting Seal of Department or
Agency of the United States. Misuse of
the Great Seal of the United States or of
the Seals of the President or the Vice
President of the United States;
l'nauthorized Use of "Johnny Horizon"
Symbol; Unauthuri7.ed Use of Smokey
Bear Symbol. Title 18. United States
Code. Sections 702, 703. end 704; Title
18, United States Code. Sections 701.
705. 7rfT. and 710; Tille 36. United States
Code. Section 162; Title SO. Appendix.
United Stales Code, Section 2Z84; Title

46, United Stetes Code. Section 249;
Title 18, United Stales Code. Sections
498, 499, 506, 709. 711. 7118, 7lZ. 713. and
714; Title 12, United States Code.
Sectiona 1457 and 172.38; Title 22.. United
States Code. Section 2.518.

44. CjvU Rights: Civil Rights. EJection
Laws. Voting Rights Act. 1965. Title 18,
United States Code. Sections 241. 242.
and 245; Title 4Z. United States Code.
Section 197'3; Title 18. United States
Code. Section 243: Title 18. United
States Code, Section Z44. Civil Rights
Act-Federally Protected Activities;
Civil Righ~ Ac~verseas Citizens
Voting Rights Act of 1975.

45. Crime on the High Seas (Includes
stowaways on boats and aircraft). Title
18, United States Code. Sections 7. 13.
1243, and 2199.

46. Fraud Against the Government:
(Includes Department of Health.
Education and Welfare: Department of
Labor (CErA). and Miscellaneous
Government Agencies) Anti-Kickback
Statute; Department Assistance Act of
1950; False Claims. Civil; Federal-Aid
Road Act; Lead and Zinc Act; Public
Works and Economic Development Act
of 1965; Renegotiation Act. Criminal:
Renegotiation Act, Civil; Trade
Expansion Act of 1962; Unemployment
Compensation Statutes; Economic
Opportunity Act. Title SO. United Stales
Code, Section 1211 at s.eq~ Title 31.
United States Code, Section 2.'31; Title
41. United States Code. Section 119;
Title 40. United States Code. Section
489.

47. Impersonation. Title lS. Uniled
States Code. Section 912. 913. 915. and
916.

48. Postal. Violation (Except Mail
Fraud). This classification covers
inquiries concerning the Postal Service
and complaints pertaining 10 the theft of
mail. Such complaint8 are either
forwarded to the Postmaster General or
the nearest Postal Inspector.

49. Bankruptcy Fraud. Title 18, United
States Code. Sections 151-155.

SO. Involuntary Servitude and Sla\'ery.
U.s. Constitution. 13th Amendment;
Title 16. United States Code. sections
1581-1588. 241. and 242..

51. Jury Panel InvestigaEons. This
c1assifica tion covers jury panel
investigations which are requested by
the appropriate Assistant Attorney
General as authorized bv 2.8 U.S.C. 533
and AG memorandum #781. dated 11/9/
72. These investigations can be
conducted only up-on 8uch 8 request
and consist oC an indices and arrest
check. and only in limited important
trials where defendant co~ld have
influence over a juror.
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52. Theft., Robbery, Embezzlement.
mega! Possession or Destruction Qf
Government Pmperty. Title 13. Ur.ited
Slates Code, Sections 641. 1024, 1660.
211Z, and 2114. Interference With
Government Communi<A!tions, Title 18..
U.S.c.. Section 1632.

53. ExcelS Frofia On WooL 1918
(obsolete). Subjects possible violator of
Government Control of Wool Clip of
1918.

54. Customs LaW8 and Smuggling. This
dtissificil tion covers complaints
received concerning smuggling and other
matters involving importation and entry
of merchandis'l into and the exportation
of mer:.i;.,ndise from the United States.
Com;;IQints are referred tathe nearest
distriCt cAfi(:e of the U.S. Customs
Service or tht! Commiasioner of
Customtl, Washington, DC.

55. Coun!erfeiting, This classifiCAtion
covers complaints received concerning
alleged violations of counterfeiting of
U.S. coins. notes, and other obligations
and securities of the Government. These
complaints are referred to eitller the
Director. U.S. Secret Service. or the
nearest office of that Agency.

56. Election Laws. Title 18. United
Stales Code. Sections 241, 2420 245. and
591-607; Title 42. United States Code,
Section 1973; Tille 26. United States
Code, Sections 9012 and 9042; Title 2.
United Slates Code. Sections 431-437.
439, and 441.

57. Will: Labor Dispute Act [obsolete).
P'ub. 1.. 8~77th Congress.

58. Corruption of Federal Public
Off:'cials. Title 18. United Stales Cod~.

Sections 201-Z03, 2OS-211. Pub. L 89-4
and 89-136-

59. W'lrld War Adiusted
Compensation Act of 1924-44 (obsolete)
Bureau of invettigation was cha\1;ed
with the duty of investigi\ting aileged
violations of all sections of the ...... ::lrld
War Adjusted Compensation Act (Pub.
L 472.. 69th CongrP.SIl (H.R. 10271)) with
t.he exception of Section 7(14.

60. Anti-TrJst. Title 15, United Slilles
Code. Sections 1-7. 12-27. and 1.3.

61, Treason or Misprision of Trea~on.
Title 18, United States Code. ~clJons
2381. 2382, 2389. 2390, 756, and 757

62, Administrative Inquiries.
Misconduct Investiga!jons of Officers
and Employees of the Departmen~of
Justice and F!ederallcn.liciary Census
Matters (Title 13. Unitd States Code.
Sections 211-2H. 221-224. 304. and 3051
Domestic Police Coop'2ration: Eight
Hour-Day Law (Title 40. United States,
Codl!. Sections 321. 332. 325a. 3:51: Fair
Credit Reporting Act (Title 15. United
Slates Code, Sections 1681q and 1681rl:
Federal Cigarette Labeling and
Advertising Act [Title 15. United States
Code. Section 1333); Federal fudiciary

Investigatiom: Kickback Racket Act
(Title 18, United States Code. Section
874); Lands Division Matler. other
Violations and/or MaUers; Civil Suita
M.isr.ellaneou8; Soldiers' and Sailors'
Civil Relief Act of 19-W [Title SO.
Append..ix, United States Code. Sections
510-590): Tariff Acl of 19Z0 (Title 19.
United States Code. Section 1304);
Unreported lnterstata Shipment of
Cigarettes (Title 15. United States Code,
Sections 375 and 376); Fair Labor
Standards Act of 193a (Wages and
Hours Law) (Title 29, United States
Code. Sections 201-219); Cor.spiracy
(Title 18. United States Code. Section
371 (fonnerly Section 88, Tille t8, United
States Coqe}; effective September 1.
1948}.

63. Miscellaneou~No[1subversive.
This classification concerns
correspondence from the public which
does not relate to mattel1l within FBI
jurisdiction.

64. Foreign },,1iscellaneous, This
classification is a control file utilited as
a repository for intelligence infol'ID8tion
of value identifil!d by country. More
specific categories are placed in
claSSification 106-113.

65. '&pionage. Attorney General
Guidelines on Foreign
Cou!lterintelligence: Internal Security
Act of 1950; Executive Order 11905,

66. Administrative Matters. This
classification covers such itew as
supplies. automobiles: salary mattel1l
and vouchers.

67. Personnel Matters. This
claSSification concerns background
investigations of applicants for
emplcymc'1l with the FBI and folders for
curren: Bnd former employet!s.

68. Alaskan ma~ters (obsc;:ete). This
dds5ification concerns FB!
investigations in the Territory of Alaska
prior te its beeomming a Slate.

69. Conlenpt of CoW't. Title 18. United
States Code. Sections -rot. 402.. 32i35.
3691.3692; Title 10. United Slates Code.
Seeton 847; and Rule 4.2. Federal Rul~s
0{ Cr'minal P1-vl~edure.

70. Crime on Go~·e:'D..-nentReseryation.
Title lB, United States u-Jr;:, Sectior..s 7
cnJ 13.

71. Bills of Ladir.& Act Titie 49, Uniled
SIR~es Code. Section 121.

72. Obs!ruction of Criminal
Inveo;!ig<l.tions·. Obstt".lc!ion of I'Jst:ce.
Obstruction of Court Orders. Title 1!J.
United States Code. Sections 1503
through 1510.

73, Application for Parcon After
Completion of Senttlnce a.'1d Applicdtion
for Executive Clemency. This
classification concerns the FBI'~

background inlles~igation in conn€'Ction
v.ith pardon applications and reql.1est for
rxecuti"e clemency.

74. Perjury. Title 18. United Stales
Code. Sections 162.1, 1622. and 16:.3.

75, Bondsmen and Sureties. Title 13,
United States Code. Section 1506.

76. Escaped Federal Prisoner. Escape
end Rescue; Probation Violator. Pa:ole
Violator Parole Violator, Mandatory
Release Violator. Title 18, United State
Code. Sectionll 751-757.1012.; Title 18
United Statet Code. Sections 3651-3656;
and Tille 18. United States Code.
Sections 4202-4207, 5037. IUld 4161-4166.

77. Applicants (Sepciallnquiry.
Departmental and Other Government
Agencies, except those having special
c1assifir-ations). Thill classification
cevers the backgroWld investigations
conducted by the FBI in ecnnectiofJ with
the aforementioned positions.

78. Illegal Use of Government
Transportation Requests. Title 18.
United States Code. Section 287. 405,
508. 641,1001 and 1002-

79, Missing Persons. This
classification covers the FBI's
Identification Divsion's assistance in the
locating of missing persons.

80. Laboratory Research Matters. At
FBI Headquarters this classification is
used for Laboratory research maHer:>. In
field office files thi.a classification em'en.
the FBI'. public affairs matters and
in....olves contact by the FBI with the
general public. Federal and State
e.genciea. the Armed Forces.
Corporations. the news media and other
outside organi1:ations.

81. Gold Hoarding. 1933-45. (obsolete)
Gold Hoarding investigatioflB conducted
in accordance with an Act of March 9.
1933 and Executive Order issued Aupst
28. 1933. Bureau instructed by
Department to conduct no further
investigations in 1935 under thl! GIlld
Reserve Ar.t of 1934. Thereafter. aU
correspondence referred to Secret
Service

82. War Risk (nsuranel' (Naliond Life
Insurance (obsolete)). This classjficatiun
cov':!rs invelltiga:ions conducte:! by the
rut in connec\i;m with ci'JH suits filed
und8f this stolu!e.

83. Court of Claimll. This c1asslficaOon
covers requests for inveslig;:llions of
cases pendin~ in the Bcurt of Claim.~
from the A&sis!ant Atlomey Genera! in
charge of the Civil DiviRion of the
Oe?artment of Justice.

84. Reconstruction Finance
Corporation Act (obsoletp). Title 15,
United States Code. Chapler 14.

85. Howe Owner Loan Corporation
(obsolete). This classification concerned
complaints received by the FBI about
allegp.rl violulions of the Home Owners
Loan Act. which were referred to the
Home Owners Loan Corporation. Title
1'.'! lJnit('d Stales Code, Section 14{\4.
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86. Fraud Against the Government
Small Business Administration. Title 15,
United Stllies Code. Section 645; Title 18,
United States Code. Sections 212. 213.
215, 216. 217. 657, 658. 1006. 1011, 1013,
1014, 1906. 1907. and 1909.

87. lntel'lltate Transportation of Stolen
Property (Heavy Equipment
Commercialized Theft). Title 16, United
States Code, Sections 2311. 1314. 2315
and 2.316.

88. Unlawful Flight to Avoid
Prosecution. Custody. or Confinement;
Unlawful Flight to Avoid Giving
Testimony. Title 18. United States Code.
Sections 1073 and 1074.

00. Assaulting or Killing a Federal
Officer. Crimes Against Family
Members. Congressional Assassination
Statute. Title 18, United States Code.
Sections 1111. 1114.2232.

00. Irregularities in Federal Penal
Institutions. Title 18. United States
Code. Sections 1791 and 1792.

91. Bank Burglary: Bank Larcency:
Bank Robbery. Title 16, United States
Code. Section 2113.

92. Racketeer Enterprise
lnvestigations. Title 16. United States
Code. Section 3237.

93. Ascertaining Financial Ability.
This classification concerns requests by
the Department of Justice for the fBI to
ascertain a person's ability to pay a
claim. flne or judgment obtained against
him by the United States Government.

94. Research rna tters. This
classification concerns all general
correspondence of the FBI with private
individu;;ls which does not invQhe any
substantive violation of Federal law.

95. Laboratory Cases {Examination of
E\;dence in Other Than Bureau's
Cases). The classification concerns non'
fBI cases where a duly constituted
Stale. county or a municipal law
enforcement agency in a criminal matter
has requested an examination of
evidence by the FBI Laboratory.

96. Alien Applicant (obsolete). Title
10. United States Code, Section 310.

97. Foreign Agents Registration Act.
Title 18, United States Code, Section
951; Title 22. United States Code.
Sections 611--621; Title SO. United States
Code, Sections 851-857.

98. Sabotage. Title 18. United States
Code. Sections 2151-2),56; Title 50.
United States Code. Section 797.

99. Plant Survey (obsolete). This
classification covers a program wherein
the FBI inspected industrial plants for
the purpose of making suggestions to the
operations of those plants to prevent
espionage and sabotage.

100. Domestic Security. This
classification covers investigations by
the FBI in the domesitc security field.
e.g.. Smith Act violations

101. Hatch Act (obsolete). Pub. L. 252.
76th Congress.

102. Voorhis Act. title 18. United
States Code. Section 1386.

103. Interstate Transportation of
Stolen Livestock, Title 18, United States
Code. Sections 667, 2311. 2316 and 2317.

104. Servicemen's Dependents
Allowance Act of 1942 [obsolete). Pub. L
625. 77th Congress. Sections 11S-119.

105. Foreign Counterinte11igence
Mattei'll. Attorney General Guidelines
on Foreign Counterintelligence.
Executive Order 11905.

106. Alien Enemy Control; Escaped
Prisonel'll of War and lnternees, 1944-55
(obsolete). SUllpects were generally
suspected !::scaped prisoners of war,
membel'll of foreign organizations. failed
to register under the Alien Registration
Act. Cases ordered closed by Atlorney
General after alien enemies returned to
their respective countries upon
termination of hostilities.

107. Denaturalization Proceedings
(obsolete). This classification covers
investigations conceming allegations
that an indi\idual fraudulently swore
allegiance to the United States or in
Bome other manner illegally obtained
citizenship to the U.S.• Title 8, United
States Code. Section 738.

108. foreign Travel Control (obsolete).
This classification concerns security
type investigations wherein the subject
is involved in foreign tra vel.

109. Foreign Political Matters. This
classification is a control file utilized as
Ii repository for intelligence information
concerning foreign political mattei'll
broken down by country.

110. Foreign Economic Matters. This
classification is a control file utilized as
a repository for intelligence information
concerning foreign economic matters
broken down by country.

111. Foreign Social Conditions. This
classification is a control file utilized as
a repository for intelligence information
concerning foreign social conditions
broken do....m by country.

112. Foreign Funds, This classification
is 8 control file utilized as a repository
for intelligence information concerning
foreign funds broken down by country.

113. Foreign Military and Naval
Matters. This classification is a control
file utilized as a repository for
intelligence information concerning
foreign military and naval matters
broken down by country.

114. Alien Property Cus\odian Matter
(absolute). Title 50, United States Code,
Sections 1 through 38. This classification
covers investi!lations concerning
ownership and control of property
subject to claims and litigation under
this statute.

115. Bond Default: Bail Jumper. Title
18, United States Code. Sections 3146
3152.

116. Department of Energy Applicant;
DeplU'tmen\ of Energy, Employee. This
classification concerns background
investigations conducted in connection
with employment with the Department
of Energy.

117. Department of Energy. Criminal.
Title 42, United States Code, Sections
2011-2281: Pub. L. 93-438.

118. Applicant. lntelligence Agency
(obsolute). This classification covers
applicant background investigations
conducted of persons und~r

consideration for employment by the
Centrallntelligence Group.

119. Federal Regulation of Lobbying
Act. Title 2, United States Code.
Sections 261-270.

120. Federal Tort Claims Act. Title 2.8.
United States Code, Sections 2671 to
2680.lnvestigations are conducted
pUl'l3uant to specific request from the
Department of Justice in connection with
cases in which the Department of Justice
represents agencies sued under the Act.

121. Loyalty of Government
Employees [obsolute). Executive Order
9835.

122. Labor Management Relations Act.
1947, Title 29, United States Code.
Sections 161, 162,176-178 and 186.

1Z3. Section inquiry, States
Department. Voice of America (U.S.
Information Center) (Pub. L. 402, 60th
Congress) (absolute}. This classification
covers loyalty and security
investigations on personnel employed
by or under consideration for
employment for Voice of America..

124. European Recovery Program
Administration}, formerly Foreign
Operations Administration. Economic
Cooperation Administration or E.R.P..
European Recovery Programs: A.l.D..
Agency for lnternational Development
(obflo1ete). This· classification covers
securiry and loyalty investigations of
personnel employed by or under
consideration for emplorment with the
European Recovery Program. Pub. L. 472.
80th Congress.

125. Railway Labor Act; Railway
Labor Act-Employer's Liability Act
Title 45. United States Code. Sections
151-163 and 181-188.

126. National Security Resources
Board. Special Inquiry (obsolete). This
classification covers loyaity
investigations on employees and
'applicants of the National Security
Resources Board.

127. Sensitive Positions in the United
States Government. Pub. L.266
(obsolete). Pub. L. 81st Congress.
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us. mtemational Development
Prosram (Foreign Ope1lltioM
AdminilJfration) (obsol~te).Thi8
classification coven beckground
investipt1O!U1 conducted on lndividuala
who are to be assigned to duties under
the L-1temationlll Development Program.

129. Evacuation Claims (obsolete).
Pub. L. ll86, 80th eonsreu.

130. Special Inqulry. Armed Force8
Security AI:;. [ob801ete~ Thi.
classification coven applicant-type
invesligatioos conducted for the Armed
Fon:es security agencies.

131. Admiralty Matter. Title 46, United
Stata Code. Sections 741-752 and 781
799.

132. Special Inquiry. Office of Defen.e
Mobilization (oblotete). T'bi.a
claaaificatioo cove", applicant-type
investigations of indi..idual.l associa led
with the Office of Defense Mobilization.

133. National Science Foundation Act.
Applicant (obsolete). Pub. I- 507. 31st
Congress.

134. Foreign Counterintelligence
Assets. This classification concerns
individuals who provide infonnation to
the FBI concerning Foreign
Counterintelligence matters.

135. PROSAB (Protection of Strategic
Air Command Balles of the U.S. Air
Fo~ (e>bsolete). This clllll5ificlltion
covered contact! with individuals with
the aim to develop information useful to
protect bases of the Strat~c Air
Command.

136. American Legion Contact
(obsolete). This classification covered
liaison contracts with American Legion
offices.

137. Informants. Other than Foreign
Counterintelligence Asset&. This
classification concerns individuals who
furnish information to the FBI
concerning criminal viola tions on 8

continuing and confidential basis.
138. Loyalty of Employees of the

United Nations and Other Public
International Organizations. This
classification concerns FBI
investigations based on referrals from
the Of1'lce of Personnel r.1anagement
wherein a question or allegation has
been received regarding the applicant's
loyalty to the U.s. Government as
described in Executive Or·der 10422.

139. Interception of Communications
(Formerly. Unauthorized Publication or
Use of Communicationsl. Title 47,
United States Code, Section 605; Title
47. United States Code. Section 501;
Title 18. UnitedSta tes Code. Sections
2510-2513.

140. Security of Government
Employees; Fraud Against the
Government Executive Order 10450.•

141. False Entries in Records of
Inte[~tateCamel'S. Title 47. United

Stat~Code, Section Z2O; Title 49.
United States Code. Section 20.

141. illegal U6e or Railroad Pass. Title
49, United States Code, Section 1.

143. Interstate Transport of Gambling
Devices. TItle 15, United States Code,
Sections 1171 through 1180.

144. Interstate Transportation or
Lottery TIckets. TItle 18. United States
Code. Section 1301.

US. Intilrstale Transportation oC
Obscene Materials. Title 18, United
States Code, Sections 1462., 1464 and
1465.

146. Interstate Ttansporation of
Prison-Made Gooda. Title 18, United
States Code, Sections 1761 and 1762.

147. Fraud Against the Govemment
Department of Housing and Urban
Development. Matters. Title 18, United
States Code. Sections 657, 709. 1006, and
1010; Title l.Z, United States Code,
Sections 17~ and 1715.

148. Interstate Transportation of
Firework.. Title 18. United States Code.
Section 836.

149. Destruction oC Aircraft or Motor
Vehicles. Title 18, United States Code.
Sec:tiona 31-35.

150. Harboring oC Federal Fugitives.
Statistica (obsolete).

IS1. (Referral cues received from the
Office of Personnel Management under
Pub. 1.. 296). Agency for International
Development Department of Energy;
National Aeronautics and Space
Administration; Nation Science
Foundation; Peace Corps: Action: U.s.
Arms Control and Disannament Agency;
World Health Organization:
International Labor Organiultion;
International Communications Agency.
This classification covers referrrais from
the Office of Perwnnel Manugement
where an allegation has been received
regarding an applicant's loyalty to the
U.S Government. These referrals refer to
applicants from Peace Corps;
Department oC Energy, National
Aeronautics and Space Administration.
Nuclear Regulatory Commission. United
States Arms Control and Di~armament

Agency Hnd the International
Communication, Agenry.

152. Switchblade Knife Act. Title 15.
United Srate9 Code. Sections 1241-1244.

153. Automobile Information
Disclosure Act. Tille 15. United States
Code. Sections 1231-1233.

154. Interstate Transportation of
Unsafe Refrigerators. Title 15. United
States Code. Sections 1211-1214.

'155. National Aeronautics and Space
Act of 1958. Title 18. Uni\ed States Code.
Section 799.

156. Employee Retirement Income
Securi~yAct. Title:9. UniteJ Slates
Code. Se:;tions 1021-1029, 1111. 1131.

and 1141; Title 18. United Slates Code.
Sections 644, 1027, and 1954.

157. Civil Unrest. This classification
concems FBI responsibility for reporting
information on civil disturbances or
demonstrations. The FBI's investigative
responsiblity is based en the Attorney
General's Guidelin" for Reporting on
Civil Disorders and Demonstrations
Involving a Federal Interest which
became effective AprilS, 1978.

158. Labor-Management Reporting
and Disclosure Act of 1959 (Security
Maner) (obsolete). Pub. 1.. 86-257.
Section 504.

159. Labor·Management Reporting
and DisclotruJ'e Act of 1959
(Investigative Matter). Title 29, United
Statet Code. Sectiona 501. 504, 5ZZ, and
530.

160. Federal Train Wreck Statute.
Title 18. United States Code, Section
1992.

161. Special Inquiries for White
Hoose. Congressional Committee and
Other Govemmenl Agencies. This
classification covers investigations
requested by the White House.
Congressional committees or other
Government agencies.

162..lnterstate Gambling Activities.
This clausification covel'1l information·
acquired concerning the nature and
scope of illegal gambling activities in
each field offica.

163. Foreign Police Cooperation. This
c1assifica lion covers request& by foreign
police for the FBI to render investigative
assistance to such agencies.

184. Crime Aboard Aircraft. Title 49.
United States Code, Sections 1472 and
1473.

165. Inlerstate TrlillSrnission or
Wagering Infonnation. Title 18. United
States Code, Section 1065.

166. Interstate Transportation in Aid
or Racketeering. Title 18. United States
Code. Section 1952-

167. Destruction of Interstate Property.
Title 15. United Slales Code. Sections
1281 and 1282.

168. Interstate Transportation of
Wagering Paraphendia. Title 1B.
United Slales Code, Section 1953.

169. Hydraulic Brake Fluid Act
(obsolete); 76 Stal. 437. Pub. L. 87-637.

170. Extremist Infonnants (obsolete).
This classification concerns individuals
who provided information on a
continuing basis on various ext~emist

elements.
171. Motor Vehicle Seat Belt Act

(obsolete). Pub. L. 88-201. 60th Cong:'CSS.
172. Sports Bribery. Title 18. United

States Code, Section 244.
173. Public Accommodations. Civil

Rights Act of 1964 Public Facilities; Civil
Righ ts Act of 1964 Public Educa tion:
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Civil Rights Act of 1964 Employment;
Civil Rights Act of 1964. Tille 42, United
States Code. Section 2000; Title 16.
United States Code. Section 245.

174. Explosi\'c8 and Incendiary
Devices; Bomb Threats ('Formerly
Bombing MB.tter1l~ Bombing Mailers.
Threats}, Tille 18, United Stales Code.
Section 844.

175. Ass8ulting. Kidnapping or Killing
the President (or Vice President) of the
United States. Title 18. United States
Code. Section 1751.

176, Anti·riot Laws. Tille 18. United
Slates Code. Section 245.

177. Discrimination in Housing. Title
42. United States Code. Sections 3601
3619 and 3631.

178. Interstate Obscene or Harassing
Telephone Calls. Title 47. United States
Code, Section 223.

179. Extortionate Credit Transactions.
Title 18. United States Code. Section
891-a96.

180. Desecration of the Flag. Title lB.
United States Code. Section 700.

181. Consumer Credit Protection Act.
Title 15, United States Code. Section
1611.

182, illegal Gambling Business: megal
Gambling Business. Obstruction; Illegal
Gamling Business Forfeilure. Title 18.
United States Code. Section 1955; Title
18, United States Code. Section 1511.

183. Racketeer. Influence and Corrupt
Organi:z:ations. Title 16. United States
Code. Sections 1961-1968.

184. Police Killings. This classifica tion
concerns investigations conducted by
the FBI upon written request from local
Chief of Police or duty constituted head
of the local agency to actively
participate in the investigation of the
killing of a police officer. These
investigations are based on a
Presidential Directive dated June 3. 1971.

165. Protection of Foreign Officials
and Officials Guests of the United
States. Title 18. United States Code.
Sections 112. 970. 1116. 1117 and 1201.

186. Real Easlate Settlement
Procedures Act of 1974. Tille 12. United
States Code. Section 2602: Title 12.
United States Code. Section 2606. and
Title 12. United States Code. Section
2tlO7.

187. Privacy Act of 1974. Criminal.
Title 5. United States Code. Section
5528..

168. Crime Resistance. TIlls
classification coven; FBI efforts to
develop Dew or improved approaches.
techniques. systems. equipment and
devices to improve and atrengthen law
enforcement as mandated by the
Omnibus Crime Control and Safe Streets
Action of 1966.

189. Equal Credit Opportunity Act
Tille 15. United States Code. Section
1691.

190. Freedom of rnformation/Privacy
Acts. This classification covers the
creation of a correspondence file to
preserve and maintain accurate records
concerning the handling of requests for
records submitted pursuant to the
Freedom of Information-Privacy Acts.

191. False Identity Matters. (obsolete)
This classification covers the FBI's study
and examination of criminal elements'
efforts to create false identities.

192. Hobbs Act-Financial
Institutions; Commercial Institutions;
Armored Carrier. Title 18. United States
Code. Section 1951.

193. Hobbs Act-eommercial
lnstitutions (obsolete}. Title 18. United
States Code. Section 1951; Title 47.
United Stales Code. Section SOil

194. Hobbs Act-Corruption or Public
Officials. Title 18, United States Code.
Section 1951.

195. Hobbs Act-Labor Related. Title
18. United States Code. Section 1951.

196. Fraud by Wire. Title 18. United
States Code, Section 1343.

197. Civil Actions or Claims Against
the Government. This classification
covers all civil suits involving FBI
maHers and most administrative ciaims
filed under the Federal Tort Claims Act
arising from FBI activities.

198. Crime on Indian Reservations.
Title 18. United States Code. Sections
1151.1152. and 1153.

199. Foreign Counterintelligence
Terrorism. Attorney General Guidelines
on Foreign Counterintelligence.
Executive Order 11905.

200. Foreign Counterintelligence
Matters. Attorney General Guidelines
on Foreign Counterintelligence.
Executive Order 11905.

201. Foreign Counterintelligence
Matters. Attorney General Guidelines
on Foreign Counterintelligence.
Executive Order 11905.

202. Foreign Counterintelligence.
Matters. Attorney General Guidelines
on Foreign Counterintelligence.
Executive Order 11905.

203. Foreign COW1terintelligence
Matters. Altornfj' General Guidelines
on Foreign Counterintelligence.
Executive Order 11005.

204. Federal Revenue Sharing. This
classification covers FBI uwestigations
conducted where the'Attorney General
has been authorized to bring civil action
whenever be has reason to believe that

. 8 pattern or practice of discrimination in
disbursement of funds under the Federal
Revenue Sharing status exists.

205. Foreign Corrupt Practices Act of
1977. Title 15. United States Code.
Section 76.

206. Fraud Against the Government
Department of Defense. Department of
Agriculture. Department or Commerce,
Community Services Organization.
Department or Transportation. (See
classification 46 (supra) for a statutory
authority for this and the four foHowing
classifications.}

207, Fraud Against the Govenunent
Environmental Protection A!lency.
National Aeronautics and Space
Administration, Department of Energy,
Department or Transportation.

208. Fraud Against the Govemrnent
General Services Administration.

209. Fraud Against the Govemrnent
Department of Health, and Human
Services (Formerly. Department or
Health. Education. and Welfare}.

210. Fraud Against the Government
Department of Labor.

211. Ethics in Government Act of 1978,
Title VI (Title 28. Sections 591-596J.

212. Foreign Counterintelligence
Intelligence Community Support. This is
an administrative classification for the
FBI's operational and technical supporl
to other Intelligence Community
agencies.

213. Fraud Against the Government
Department of Education.

2.14. Civil Rights of Institutionalized
Per1lOns Act (Title 42. United States
Code. Section 1997).

215. Foreign Counterintelligence
Matters. Attorney General Guidelines
on Foreign Counterintelligence.
Executive Order 11905.

216. thru 229. Foreign
Counterintelligence Matters. (Same
authority as 215)

230. thru 240. FBI Training Matters.
241. DEA Applicant Investigations.
242. Automation Matters.
243. Intelligence Identities Protection

Act of 1982.
244. Hostage Rescue Team.
245. Drnglnvesligative task Force.
mthru 248. Foreign

Counterintelligence Mailers. (Same
authority as 215)

249. Environmental Crimes
Investigations involving toxic or
hazardous waste violations.

250. Tampering With Consumer
Products (Title 18. U.S. Code. Section
1395)

251. Controlled Substance
Robbery;-Burglary (Title 18. U.S. Code,
Section 2118)

252. Violent Crime Apprehension
Program (VICAP). Case folders
containing records relevant to the
VICAP Program. in conjunction with the
National Center for the Analysis of
Violent Crime Record System at the fBI
Academy; Quantico. Virginia.
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253. rillse IJen:ifica!ion Cr..me Control
Act of 198Z (Tille 18. US. Code. Section
102&-Fraud and Related Activity in
Cotlflection With Identification
Documents, and Section 17~Maili.ng
Private Identification Documenls
Without 8 Disclaimer)

254. Destruction of Energy Facilities
(Title 18. U.S. Code. Section 1365)
relates to the destruction of proyerty of
nonnuclear energy facilities.

255. Counterfeiting of State an.J
Corporate Securitie~ (Title 16. U.S. Code,
&ction l'l1) covers counterfeiting and
furgery of all forms of w~al i£ loosely
i"terpreled as securities.

Z56. Hostage Taking-Terrorism (Title
J 3. US. Code. S~ction 1203) prohibits
takh,g of ho,tagl:l(s) 10 compel third
r-'1rty to do or refrdin from doing 'Illy
act.

257. Trademark Counterft'iti'18 Act
(Titie 18 United Statp.s Code. Section
2320J cover" the internatona! tr3f[icking
ill floods which bpBr a counterfeited
trademark.

258 Credit Card Fraud Act of l~
(Title 18. United Slotes Code, Section
1029) covers fraud and related activities
in connp-Clion with access devices
(credit and debit cards),

Z59. Security Clearance Investigations
Progr<im. (Same authority as 215)

2(~J Industrial Security Prugra~.

ISame authority as Z15}
261. Sl!curily Officer Mnrlers, (Same

il'-lthority as 215)
2G2. Overs"as Homicirle [A ttempled

.Homicide-lnterpatiunal Terrorism
Title 18 United States Code) Section
2331.

263. Office of Profe<;slOnal
Responsibility Mott::rs

Z64. \'omputer F'raud and Abt:se Act
of 1985. Electronic Communkiltions
PriVdCY Act of 1ge6. Tille 18. United
States Code. Section l03(); Title 18.
Unlled Slates Code. Section 2701.

255 Acts Terrorism tn the Uniled
~!ales-lmemati')na\Terrorist
(Foll()wed by prediultfl offer.se hom
c::her c! i..~sificl' lion.}

266 Acts of Ter~)['ll>;n In tile Umted
States-Domeslic Terrorist. (Ful1oweJ
Ly predjcat~ offenst:' fr'Jm 0thpr
(.;J.ssificalion)

267. Drug-Relowd H.:Jmj(.ide TI'/!£, 21
t'.S. Code. Si:clion 848(p).

268. £.1gineering r",d:nicd Mu/lers
FC/.

289 E:I::llnc(:ring T,!~:IJIJ;c(]J Malw:;;;
Non-FCI.

270. Coopo!rrJlil-'e Witnesses.
2;'1. F<Jrel!5r. Cr;;un:erinteilig<Jf?ce

/'. fatters. A /lome}' CEnerc! Cuidei.:J1e~'

(Irl Fureign Cuullterifildligence.
Executin:1 Order lIDOS.

272. Money LaundNJflJ. Title 18. U.S.
Code'. Six/ions 1955 and 1957.

273. Adoptive Forfeiture Matler
Drus. Forfeiture based on seizure of
property by stote. local or other Federol
authority.

274. Adoptive Forfeiture Matter
Organized C!"ime. (Same explanation as
273.)

275. Adopti~'e Forfeiture Motter
WMle Collar Crime. (Same explanation
as 273.)

276. Adoptive Forfeiture Matter-
~Tiolent Crime/Major Offenders
Program. (Same explanation as 273.)

277. A.doplive Forfeiture Matter
Counterter.orism Program. (Some
eY.planation as 273.)

Records Maintained ir. FBI Field
Divisions-FBI field divisions maintain
for limjt~d periods of time investigative,
administrative and correspondence
records. induding files. index cards and
r"llated material, some of which are
duplicated copies of reports and similar
documents forwarded 10 FBI
Headquarters. Mosl investigative
activities conducled by FBI field
divisions are reported to FBI
Ileadquarters at one or more stagi:ls of
the investigation. There are, however.
i!lvesti~'lliveactivities wherein no
rcportingw8s made to FBI
Headquarters. e.g.• pending cases not as
yet reporl~d and cases which were
dosed in the field division for any of a
number of reasons without reporting to
FBl Headquarters.

Duplicate records and records which
extract information reported in the main
fdes are a Iso kept in the various
divisions of the FBI 10 assist thCr:1 in
their day·to-day operation. These
r':!cords are lists of individuals which
contain certain biographic data.
including physical description and
photcgraph. They may also contain
information concerning activities of the
individual as reported to FBll-rQ by the
various field offices. The establishment
of these lists is necessitated by the
needs of \he Division to have immediate
ll';cess to pertinent information
duplicative of dal'! found in th(' central
records without L~e delay caused by 8
time·consum:ng manuel search of
central indices. The manner of
segregatir.g thesl:l individuals varies
depending on the partic~!arneeds of the
FB! Division. The information pe:1aining
to indi·:iduals who are a part of the hst
is deriviltive cf information contained in
the Central Records System. These
duplicative records fall into the
f"llewing categories:

(1) Listings of individuals used to
<l!;sist in the location and apprehension
of individuals for whom legal process is
('u\standing (fugitives):

(2) Listings of individuals used in the
idenlific.Jtion of particular offenders in

cases where the FBI has jurisdiction.
These listings include various
photograph albums and background
data concerning pel'Sons who have been
formerly charged with a particular crime
and who may be suspect in similar
crimindl activities: and photographs of
individuals who are unknown but
suspected of involvement in a particular
criminal activity. for e"ample. bank
surveillance photographs:

{3} Listings of individuals as part of an
overall criminal intelligence effort by the
FBI. This would include photograph
albums. lists of individuals known to be
involved in criminal activity. induding
theft from interstate shipment, intersli'lte
transportation of stolen property. and
individuals in tile upper echelon of
organized crime:

(4) Listings of individuals in
connection wlth the FBI's mandate to
carry out Presidential directives on
January B. 1943. July 24. 1950. December
15,1953, and F~bruary18, 1976, which
designll!~d the FBI 10 Citrry out
investigative work in matters relating to
espionage. sabotage. and foreign
counterintelligence. These listings may
inclljde photograph albums and other
listings containing biographic data
regarding individuals. This would
include lists of identified and suspected
foreign lntelligpnce agents and
informants:

(5) Special indices duplicative of the
C'ent:al indices used to access the
Central Records System have been
created from time to time in conjunction
with the administration and
investigll tion of major cases. This
duplication and segregation facililates
access to documents prepared in
connection with major cases.

In recent years. as the emphasis on
the investigalion of while collar crime,
organized crime. and hostile foreign
inlelligence operations has increased.
tl,e FBI has been conf:onted with
increasingly complicated cases, which
require more intricate information
processing capabilities. Since these
complicated invesligations frequently
involve massive volumes of evidence
and other investigative information. the
FBI uses its computers. when neces~ary

to collate. analyze, and retrieve
bV6sUgative irJorma\ion in the most
accurate and expeditious manner
possible. II should be noted /.hat this
c.?mputerized investigative information.
which is extracted from the main files
or other commercial or governmental
sources. is only- n;aintained as
necessary to support the FBI's
inrestigative activities. Information
from these inlerni;\ computerized
subsystems of the "Central Records
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lIIII!COItD~ CAlI!lI au:
The FBI, b,. the vf:r1 rmture of tts

re1Jl"O'Tlsibt1ities fo~te Yioltl'tiom
oflaw within)t! ~~tive
jurisdiction and err;llm: the internal
.ec:urny or~ thrlte<i Stlltes. coRects
information from 8 wide vltT'iety of
.ources. B.!r.ricall,., lnfuml /I tion is
obtained. 8ll • ~uJt of investigative
efi'om, from otherG<>~nt
asencie1l, law enforcemem agencies. the
senera.J public, tnf0'l1lJ'aIrt8. wltnes&e5,
and public lIIOUJ'ee material.

SY'I'TDI EU...-rm ..- c:sn_~O¥~
Clf'TWE~

The Atl.ol'ney Genl:'ral hal exempted
this syatem from lube~On. (G}{3~ (d).
(e}{l), (e}{<I}(G) and (H), (f) and l&.J of the
Privacy Act pU1'!luant to 5 Us.c. 552a
U)[2) and [k)(2}. Ru1eB Mve been
promulgated in accordance with the
requirements of 5 U.5.C. 553 fbl, [el, ~d
(el·
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Deportment of Justice §SO.8

§ 50.8 Policy with regard to criteria for
discretionary access to investiga
tory records of historical interest.

(a) The Department of Justice recog
nizes that portions of certain inves
tigatory files compiled by the Depart
ment for law enforcement purposes. al
though of significant historical inter
est, are nevertheless exempt from man
datory disclosure under the Freedom of
Information Act. 5 U.S.C. 552, as
amended. In responding to requests
pursuant to that Act. it is the general
policy of the Department that such
files that are more than fifteen years
old and that are no longer substan
tially related to current law enforce
ment activities will be processed for
disclosure subject to deletions to the
minimum extent necessary to protect
law enforcement efficiency, personal
privacy, or other legitimate interests
that would be implicated by the disclo
sure of such files.

(b) The policy set forth in this sec
tion shall not be deemed to constitute
a waiver of any applicable exemption
under the Freedom of Information Act.
By providing for exemptions in the
Act, Congress conferred upon agencies
the discretion to grant access to ex
empt materials, unless. otherwise pro
hibited. All disclosures pursuant to the
policy set forth in this section are at
the sole discretion of the Attorney

59



§50.9

General and of those persons to whom
authority therefor may be delegated.

(c) This policy is intended to further
the public's knowledge of matters of
historical interest and, at the same
time, to preserve the Department's law
enforcement efficiency and to protect
personal privacy and other legitimate
interests.

[Order No. 1D5S-84 , 49 FR 12263. Mar. 29. 19M]

60
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Deportment of Justice

existence of the invest.igation a.nd
would therefore be able to avoid detec
tion. apprehension, or legal obligations
and duties.

(6) From subsection (e)(3) because to
comply with the requirements of this
subsection during the course of an in
vestigation could impede the informa~
tion gathering process, thus hampering
the investigation.

(7) From subsections (e)(1) (G) and
(H) because this system is exempt from
the access provisions of subsection (d)
pursuant to subsections (j) and (k) of
the Privacy Act.

(8) From subsection (g) because this
system is exempt from the access and
amendment provisions of subsection (d)
pursuant to subsections (i) and (k) of
the Privacy Act.

(g) The following system of records is
exempt from 5 U.S.C. 552a (c)(3) and (4);
(d); (e)(1), (2) and (3), (e)(4)(G) and (H),
(e)(5); and (g):

(1) Declassification Review System (JUSTiCE!
OLP·OM).

These exemptions apply only to the
extent that information in this system
is subject to exemption pursuant to 5
U.S.C. 552(j)(2), (k)(1), (k}(2), and (k)(5).

(h) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because
making available to a record subject
the accounting of disclosures from
records concerning hirnJher would re
veal investigative interest on the part
of the Department of Justice as well as
the recipient agency. This would per
mit record subjects to impede the in
vestigation e.g., destroy evidence, in
timidate potential witnesses, or nee
the area to avoid inquiries or apprehen
sion by law enforcement ~rsonnel.

(2) From subsection (c)(4) because
this system is exempt from the access
provisions of subsection (d) pursuant to
subsections (j) and (k) of the Privacy
Act.

(3) From subsection (d) to the extent
that information in this record system
relates to official Federal investiga
tions and matters of law enforcement
andior is properly classified pursuant
to E.O. 12356. Individual access to these
records might compromise ongoing in
vestigations, reveal confidential

§ 16.73

souree:;; or constitute unwal'l"(wted in
vasions of the personal pri vacy of third
parties who are involved in a certain
investigation, or jepoardize national
securit.y or foreign policy interests.
Amendment of the records would inter
fere with ongoing criminal law enforce
ment proceedings and impose an im
possible administrative burden by re
quiring criminal investigations to be
continuously reinvestigated.

(4) From subsections (e) (1) and (5) be
cause in the course of law enforcement
investigations, information may occa
sionally be obtained or introduced the
accuracy of which is unclear or which
is not strictly relevant Or necessary to
a specific investigation. In the inter
ests of effective law enforcement, it is
appropriate to retain all information
which may aid in establishing patterns
of criminal activity. 1'\'1oreover, it

. would impede the specific investigative
process if it were necessary to assure
the relevance, accuracy, timeliness,
and completeness of all information
obtained.

(5) From subsection (e)(2) because in
a law enforcement investigation the re
quirement that information be col
lected to the greatest extent possible
from the subject individual would
present a serious impediment to law
enforcement in that the subject of the
investigation would be informed of the
existence of the investigation and
would therefore be able to avoid detec
tion, apprehension, or legal obligations
or duties.

(6) From subsection (e)(3) because to
comply with the requirements of this
subsection during the course of an in
vestigation could impede the informa
tion gathering process. thus hampering
the investigation.

(7) From subsections (e)(4) (G) and
(H), and (g) because this system is ex
empt from the access provisions of sub
section (d) pursuant to subsections (j)
and (k) of the Privacy Act..
[Order No. 34-85, 51 FR 754, Jan. 8. 1986. Re
designated by Order No. &~6. 51 FR 15476.
Apr. 24. 1986 and further redesignated and
amended by OrMt· No. 19~6, 51 FR 39373, Oct.
28. 1986)
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§ 16.74 Exemption of Office of Intel
ligence Policy and Review Sys
tems-limited access.

(a) The following systems of records
is exempt from 5 U.S.C. 552a (c)(3),
(c)(4), (d), (e)(2), (e)(3), (e)('1)(G),
(e)(4)(H), (e)(B). (f) and (g);

(l) Policy and Operational Records System
(JUSTICElQIPR-(X)1 );

(2) Foreign lntelligence Surveillance Act
Records Syst.em (.]USTIC·ElOIPR-002);

(3) Litigation Records System (JUSTICE!
QIPR-(X)3); and

(4) Domestic Securitytl'errorism Investiga
tions Records System (JUSTICElOIPR-004).

These exemptions apply only to the ex
tent that information in those systems
is subject to exemption pursuant to 5
U.S.C. 552a(j)(2), (k)(l) and (k)(2).

(b) Exemptions from the particular
SUbsections are justified for the follow
ing reasons;

(1) From subsection (c)(3) because re
lease of the disclosure accounting
WQuld put the target of a surveillance
or investigation on notice of the inves
tigation or surveillance and would
thereby seriously hind~r authorized
United States intelligence activities.

(2) From subsections (c)(4), (d),
(e)('l)(G), (e)(4)(H), (f) and (g) because
these provisions contemplate individ
ual access to records and such access
would compromise ongoing surveil
lances or investigations and reveal the
sources and methods of an investiga
tion.

(3) From subsection (e)(2) because. al
though this office does not conduct in
vestigations. the collection efforts of
agencies that supply information to
this office would be thwarted if the
agency were required to collect infor
mation with the subject's knowledge.

(4) From subsections (e){3) and (e)(8)
because disclosure and notice would
provide the subject with substantial in
formation which could impede of com
promise an investigation. For example,
an investigatory subject could, once
made aware that an investigation was
ongoing, alter his manner ·of engaging
in intelligence or terrorist activities in
order to avoid detection.

[Order No. 19--86, 51 FR 39374. Oct. 28. 1986]
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§ 16.75 Exemption or the Office of the
Inspector General Systems/Limited
Access.

(a) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections (c)
(3) and (':1), (d), (e}(l). (2). (3). (5), and (8),
and (g) of 5 U.S.C. 552a. In addition, the
following system of records is exempt
ed pursuant to the provisions of 5
U.S.C. 552a(k)(1) and (k)(2) from sub
sections (c)(3), (d), and (e)(l) of 5 U.S.C.
552a:

(1) Office of the Inspector General In
vestigative Records (JUSTICEIOIG
(01).

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a 0)(2). (k)(1) and (k)(2).
Where compliance would not appear to
interfere with or adversely affect the
law enforcement process, andlor where
it may be appropriate to permit indi
viduals to contest the accuracy of the
information collected, e.g., public
source materials, the applicable ex
emption may be waived, either pa'
tially or totally, by the Office of th
Inspector General (OIG).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because re
leaseof disclosure accounting could
alert the subject of an investigation of
an actual or potential criminal. civil,
or regulatory violation to the existence
of the investigation and the fact that
they are subjects of the investigation,
and reveal investigative interest by not
only the OIG. but also by the recipient
agency. Since release of such informa
tion to the subjects of an investigation
would provide them with significant in-
formation concerning the nature of the
investigation, release could result in
the destruction of documentary evi
dence, improper influencing of wit
nesses, endangerment of the phy::;ical
safety of confidential sources, wit
nesses. and law eniorcement persofinel,
the fabrication of testimony, night of
the subject from the area, and other
activities that could impede or COlT'

promise the investigation. In additi
accounting for each disclosure co\.
result in the release of properly classi
fied information which would com~
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promise the national defense or disrupt
foreign policy.

(2) From subsection (c)('l) because
this system is exempt from the access
provisions of subsection (d) pursuant to
subsections (j) and (k) of the Privacy
Act.

(3) From the access and amendment
provisions of subsection (d) because ac
cess to the records contained in this
system of records could inform the sub
ject of an investigation of an actual or
potential criminal, ciVil, or regulatory
violation. of the existence of that in
vestigation: of the nature and scope of
the information and evidence obtained
as to his activities: of the identity of
confidential sources. witnesses. and
law enforcement personnel. and of in
formation that may enable the subject
to avoid detection or apprehension.
These factors would present a serious
impediment to effective law enforce
ment where they prevent the successful
completion of the investigation. endan
ger the physical safety of confidential
sources. witnesses, and law enforce
ment personnel. and/or lead to the im
proper inOuencing of witnesses, the de
struction of eVidenc~ or the fabrica
tion of testimony. In addition. grant
ing access to such irtformation could
disclose security-sensitive or confiden
tial business information or informa
tion that would constitute an unwar
ranted invasion of the personal privacy
of third parties. Finally, access to the
records could result in the release of
properly classified information which
would compromise the national defense
or disrupt foreign policy. Amendment
of the records would interfere with on
going investigations and law enforce
ment activities and impose an impos
sible administrative burden by requir
ing investigations to be continuously
reinvestigated.

(4) From subsection (e)(1) because the
application of this prOVision could im
pair investigations and interfere with
the law enforcement responsibilities of
the OlG for the following reasons;

(i) It is not possible to detect rel
evance or necessity of specific informa
tion in the early stages of a civil,
criminal or other law enforcement in
vestigation. case, or mattcr, including
investi~ations in which use is made of
properly classified information. Rel-

cvance and necessi t,y an
jud~rnent and timing-, a
after the in-formation is (
the relevance and necess
formation can be establis

(ii) During' the course
tigation, the OlG may 01
tion concerning actual or
lations of laws other tha
the scope of its jurisdict
terest of effective lawen:
OIG should retain thiS il
it may aid in establishi:
criminal activity, and CC!

uable leads for Federal
enforcement agencies.

(iii) In interviewing
obtaining other forms of
ing an investigation. inf
be supplied to an investi!
lates to matters inciden
mary purpose of the im
which may relate also to
the investigative juris(
other agency. Such infor
readily be segregated.

(5) From subsection (e
some instances, the appJ
provision would present
pediment to law enfore
following reasons:

(i) The subject of ar
would be placed on noti,
istence of an investigat
therefore be able to avo
apprehension. to improj
witnesses, to destroy e
fabricate testimony.

(ij) In certain circums
ject of an investigation
quired to provide infanT
tigators, and informatic
subject's illegal acts.
rules of conduct, or a
conduct must be obtail
sources.

(iii) In any investiga
essary to obtain (widen,
ety of sources other tha:
the investigation in ord
evidence necessary for
gation.

(6) From subsection (e
application of this provi
vide the subject of al
with substantial infol
could impede or compl'O
tigation-. Providing sue
subject of lU1 invest.ig-a,t.
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fere with an undercover investigation
by revealing its existence, and could
endanger the physical safety of con
fidential sources. witnesses. and inves
tigators by revealing their identities.

(7) From subsection (e)(5) because the
application of this provision would pre
vent the collection of any data not
shown to be accurate, relevant. timely.
and complete at the moment it is col
lected. In the collection of information
for law enforcement purposes. it is im
possible to determine in advance what
information is accurate. relevant.
timely, and complete. Material which
may seem unrelated. irrelevant, or in
complete when collected may take on
added meaning or significance as an in
vestigation progresses. The restrictions
of this provision could interfere with
the preparation of a complete inves
tigative report. and thereby impede ef
fective law enforcement.

(8) From subsection (e)(8) because the
application of this provision could pre
maturely reveal an ongoing criminal
investigation to the subject of the in
vestigation. and could reveal investiga
tive techniques, procedures. or evi
dence.

(9) From subsection (g) to the extent
that this system is exempt from the ac
cess and amendment provisions of sub
section Cd) pursuant to subsections
0)(2) and (k)(l) and (k)(2) of the Pri
vacy Act.

(c) The following system of records is
exempted from 5 U.S.C. 552a(d).

(1) Office of the Inspector General,
Freedom of InformationJPrivacy Acts
(FOl'PA) Records (JUSTICEIOIG-003).
This exemption applies only to the ex
tent that information in this system is
subject to. exemption pursuant to 5
U.S.C. 552a 0)(2), (k)(l), and (k)(2). To
the extent that information in a record
pertaining to an individual does not re
late to official Federal investigations
and law enforcement matters. the ex
emption does not apply. In addition.
where compliance would not appear to
interfere with or adversely affect the
overall law enforcement process. the
applicable exemption may be waived by
the Office of the Inspector General
COIG).

(d) Exemption from subsection (d) is
justified for the following- reasons:

28 CFR Ch. I (7 -1-94 Edition)

(1) From the access and amendment
provisions of subsection (d) because ac
cess to the records contained in this
system of records could inform the sub
ject of an investigation of an actual or
potential criminal. civil. or regulatory
violation of the existence of that inves
tigation; of the nature and scope of the
information and evidence obtained as
to his activities: of the identity of con
fidential sources, witnesses. and law
enforcement personnel; and of informa~
tionthat may enable the subject to
avoid detection or apprehension. These
factors would present a serious impedi
ment to effective law enforcement
where they prevent the successful com
pletion of the investigation. endanger
the physical safety of confidential
sources, witnesses, and law enforce
ment personnel. and/or lead to the im
proper influencing of witnesses. the de
struction of evidence. or the fabrica
tion of testimony. In addition. grant
ing access to such information could
disclose securi ty-sensi tive or confiden
tial business information or informa
tion that would constitute an unwar
ranted invasion of the personal privacy
of third parties. Finally. aCcess to the
records could result in the release of
properly classified information which
would compromise the national defense
or disrupt foreign policy. Amendment
of the records would interfere with on
going investigations and law enforce
ment activities and impose an impos
sible administrative burden by requir
ing investigations to be continuously
reinvestigated.

[Order No. 63-92. 57 FR 8263. Mar. 9. 1992. as
amended by Order No. 64-92. 57 FR 8263. Mar.
9. 1992) .

§ 16.76 Exemption of Justice Manage
ment Division.

(a) The follOWing system of records is
exempt from 5 U.S.C. 552a(d): .

(1) Controlled Substances Act Nonpublic
Records (JUSTICElJMD-002).

This exemption applies only to the ex~

tent that information in this system is
subject to exemption pursuant to 5
U.S.C.552a(j)(21.

(b) Exemption from subsection (d) i
justified for the followin~ reasons:

(l) Public Law 91-513 (Controlled Sub
stances Act), section 401(b) states that
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t,he nonpublic record "shall be retained
by the Department of Justice solely for
the purpose of use by the courts in de
termining whether or not, in subse
Quent proceedings, such person quali
fies under this subsection."

(2) Information in this system con
sists of arrest records. including those
of co-defendants. The records include
reports of informants and investiga
tions. Therefore. access could disclose
investigative techniques. reveal the
identity of confidential sources, and in
vade the privacy of third parties:

(c) The following system of records is
exempt from 5 U.S.C. 552a(d):

(1) Security Clearance Information System
(SClS) (JUSTICEiJMn-ooB)--Llmited access.

This exemption applies only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a 0)(2) and (k)(5).

(d) Exemption from subsection (d) is
justified for the following reason:

(1) Access to records in the system
would reveal the identity(ies) of the
source(s) of information collected in
the course of a background investiga
tion. Such knowledge might be harmful
to the source who provided the infor
mation as well as violate the explicit
or implicit promise of confidentiality
made to the source during the inves
tigation. Access may also reveal infor
mation relating to actual or potential
criminal investigations.

(e) Consistent with the legislative
purpose of the Privacy Act of 1974, the
Justice Management Division will
grant access to nonexempt material in
SClS records which are maintained by
the Security Programs Staff. Disclo
sure will be governed by the Depart
ment's Privacy regulations. but will be
limited to the extent that the identity
of confidential sources will not be com
promised; subjects of an investigation
of an actual or potential criminal vio
lation will not be alerted to the inves
tigation; the physical safety of wit
nesses, infOrmants and law enforce
ment personnel will not be endangered;
the privacy of third parties will not be
violated: and that the disclosure would
not otherwise impede effective law en
forcement. Whenever possible. informa
tion of the above nature will be deleted
from the requested documents and the
balance made available. The control~

§ 16.77

ling- principle behind this limited ac
cess is to allow disclosures except
those indicated above. The decisions to
release inforfnation from this system
will be made on a case-by-case basis.

(f) The following system of records is
exempt from 5 U.S.C. 552a(d);

(1) Freedom of Information/Privacy Act
Records System (JUSTICE/JMD....()19}.

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C.552a(k)(2).

(g) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (d) because of the
need to safeguard the identity of con·
fidential informants and avoid inter
ference with ongoing investigations or
law enforcement activities by prevent
ing premature disclosure of informa
tion relating to those efforts.

(h) Consistent with the legislative
purpose of the Privacy Act of 1974, the
Justice Management Division will
grant access to non-exempt material in
FOIAIPA records. Exemptions will
apply only to the extent that other
correspondence or internal memoranda
retained with the request file contain
investigatory material for law enforce
ment purposes.

(Order No. 64&-76. 41 FR 12640, Mar. 26. 1976.
as amended by Order No. 688-77, 42 FR 9999.
Feb. 18, 1977; Order No. 899-80, 45 FR 43703.
June 30, 1980; Order No. 6-86. 51 FR 15176. Apr.
24.1986]

§ 16,77 Exemption of U.S. Trustee Pro
gram System-limited access.

(a) The following system of records is
exempt from 5 U.S.C. 552a (c) (3) and
(4); (d); (e) (1), (2) and (3), (e)(4) (G) and
(li), (e) (5) and (8); (f) and (g):

(1) u.s. Trustee Program Case Referral
System, J1JSTICElUST--004.

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(j)(2) and (k)(2).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because the
release of the disclosure accounting
would permit the subject of an inves
tigation to obtain valuable information
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concerning the nature of that inves
tigation. This would permit record sub
jects to impede the investigation, e.g.,
destroy evidence, intimidate potential
witnesses, or flee the area to avoid in
quiries or apprehension by law enforce
ment personnel.

(2) From subsection (c)(4) since an ex
emption being claimed for subsection
(d) makes this subsection inapplicable.

(3) From subsection (d) because ac
cess to the records contained in this
system might compromise ongoing in
vestigations, reveal confidential in
formants, or constitute unwarranted
invasions of the personal privacy of
third parties who are involved in a cer
tain investigation. Amendment of the
records would interfere with ongoing
criminal law enforcement proceedings
and impose an impossible administra
tive burden by requiring criminal in
vestigations to be continuously
reinvestigated.

(1) From subsections (e)(l) and (e)(5)
because in the course of law enforce
ment investigations, information may
occasionally be obtained or introduced
the accuracy of which is unclear or
which is not strictly relevant or nec
essary to a specific investigation. In
the interest of effective law enforce
ment, it is appropriate to retain all in
formation that may aid in establishing
patterns of criminal activity. More
over, it would impede the specific in
vestigative process if it were necessary
to assure the relevance, accuracy
timeliness, and completeness of an in~
formation obtained.

(5) From subsection (e)(2) because in
a criminal investigation the require
ment that information be collected to
the greatest extent possible from the
subject individual would present a seri
ous impediment to law enforcement be
cause the subject of the investigation
would be placed on notice as to the ex
istence of the investigation and would
therefore be able to avoid detection or
apprehension, to influence witnesses
improperly, to destroy evidence, or to
fabricate testimony.

(6) From subsection (e)(3) because the
requirement that individuals supplying
information be provided with a form
stating the requirements of subsection
(e)(3) would constitute a serious im
pediment to law enforcement in that it
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would compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants. ~

(7) From subsections (e)(4) (G) and
(H) because this system of records is
exempt from the access provisions of
subsection (d) pursuant to subsections
(j) and (k).

(B) From subsection (e)(B) because the
individual notice requirement of this
subsection could present a serious im
pediment to law enforcement in that
this could interfere with the U.S. At
torney's abili ty to issue subpoenas.

(9) From subsections (f) and (g) be
cause this sY13tem has been exempted
from the access provisions of sub
section (d).

[Order No. 1~7, 52 FR 3631. Feb. 5.1987]

§ 16.78 Exemption of the Special Coun
sel for Immigration-Related, Unfair
Employment Practices Systems.

(a) The following system of records is
exempt from 5 U.S.C. 552a(c)(3) and (d).

(1) Central Index File and Associater'
Records. JUSTICEtOSC-OOl.

These exemptions apply to the extent.
that information ·in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(k)(2).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because the
release of the disclosure accounting
would permit the subject of an inves
tigation to obtain valuable information
concerning the nature of that inves
tigation. This would permit record sub
jects to impede the investigation, e.g..
destroy evidence. intimidate potential
witnesses. or flee the area to avoid in
quiries.

(2) From subsection (d) because ac-
CesS to the records might compromise
ongoing investigations, reveal con
fidential informants. or constitute un
warranted invasions of the personal
privacy of third parties who are in
volved in a certain investigation.

[Order No. lo-&!. 53 FR 7735. Mar. 10. 1988J

§ 16.79 Exemption of Pardon Attorn
Systems.

(a) The following- systems of records
are exempt [I'om 5 U.S.C. 552a(d):
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(1) Executive Clemency Files (JUS
TICE fOPA-OOl).

(2) Freedom of InformationJPrivacy
Acts (FOI/PA) Request File (,JUSTICE!
OPA-003).

These exemptions apply only to the ex
tent that information in these systems
is subject to exemption pursuant to 5
U.S.C. 552a(j)(2).

(b) Exemption from subsection (d) is
justified for the following reasons:

(1) Executive Clemency Files contain
investigatory and evaluative reports
relating to applicants for Executive
clemency. The FOI/PA Request File
contains copies of documents from the
Executive Clemency Files which have
not been released either in whole or in
pa.rt pursuant to certain provisions of
the FOI/PA. Release of such informa
tion to the subject would jeopardize
the integrity of the investigative proc
ess, invade the right of candid and con
fidential communciations among offi
cials concerned with recommending
clemency decisions to the President,
and disclose the identity of persons
who furnished information to the Gov
ernment under an express or implied
promise that their identities would be
held in confidence.

(2) The purpose of the creation and
maintenance of the Executive Clem
ency Files is to enable the Pardon At
torney to prepare for the President's
ultimate decisions on matters which
are within the President's exclusive ju
risdiction by reason or Article II. Sec
tion 2. Clause 1 of the Constitution
which commits pardons to the exclu:
sive discretion of the President.

(Order No. 2&-88, 53 FR 51542. Dec. 22, 1988)

~ 16.80 Exemption of Office of Profes
sional Responsibility System-lim
ited access.

(a) The following system of records is
exempt from 5 U.S.C. 552a(c)(3) and (4),
(d). (e)(1), (2) and (3), (e)(4)(G) and (H),
(e)(5) and (8), (f) and (g):

(1) Office of Professional Responsibility
Record Index (JUSTICEfOPR-001).

These exemptions apply only to the ex
tent that information in the system is
subject to exemption pursuant to 5
U.S.C. 552atj)(2). (k)(1), (k)(2), and
(k )(5).

§ 16.81

(b) Exemptions from the p;trticular
subsections are justified for the follow
ing reasons:

(1) From sub-section (0)(3) because re
lease of the disclosure a.ccounting
would enable the subject, of an inves
tigation to gain information aoneern
ing the existence, nature and scope of
the investigation and seriously hamper
law enforcement efforts.

(2) From subsections (c)(o1). (d).
(e)(4)(G) and (H), ([) and (g) because
these provisions concern individual ac
cess to records and such access might
compromise ongoing investigations, re
veal confidential informants and con
stitute unwarranted invasions of the
personal privacy of third persons who
provide information in connection with
a particular investigation.

(3) From subsections (e)(1) and (5) be
cause the collection of information
during an investigation necessarily in
volves material pertaining to other
persons or events which is appropri:;!.te
in a thorough. investigation. even
though portions thereof are not ulti·
mately connected to the person or
event subject to the final action or rec
ommendation of the Office of Profes
sional Responsibility.

(4) From subsection (e)(2) because
collecting the information from the
subject would thwart the investigation
by placing the subject on notice of the
investigation.

(S) From subsections (e)(3) and (e)(8)
because disclosure and notice would
provide the subject with substantial in
formation which could impede or com
promise the investigation. For exam
ple, an investigatory subject occupying
a supervisory position could. once
made aware that a misconduct inves
tigation was ongoing, put undue pres
sure on subordinates so as to preclude
their cooperation with investigators.

[Order No. 58--,ll1, 46 FR 3509, Jan. 15, 1981J

§ 16,81 Exemption of United States At·
torneys Systems-limited access.

(a) The following systems of records
are exempt from 5 U.S.C. 552a(c) (3) and
(4), (d), (e) (1), (2) and (3), (e)(4) (G) and
(R), (e) (5) and (8), (f), and (g):

(1) Ci tizen Complaint Files (JUSTICE'
USA-O(3).

\2) Civil Case Files (JUSTICEilJSA-0051.
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(3) Consumer Complaints (JUSTICE/USA
(06).

(4) Criminal Case Files (JUSTICElUSA
0(7).

(5) Kline-District of Columbia and Mary
land-Stock and Land Fraud Interrelationship
Filing System (JUSTICElUSA-009).

(6) Major Crimes Division Investigative
Files (JUSTlCE/USA-OIO).

(7) Prosecutor's Management Information
System (PROMlS) (JUSTICE/USA-Oll).

(8) United States Attorney. District of Co
lumbia Superior Court Division. Criminal
Files (JUSTICElUSA-013).

(9) Pre-trial Diversion Program Files (JUS
TICE/USA-014).

These exemptions apply to the extent
that information in these systems is
subject to exemption pursuant to
U.S.C. 552a(j)(2), (k)(1) and (k)(2),

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because the
release of the disclosure accoun ting.
for disclosures pursuant to the routine
uses pUblished for these systems, would
permit the subject of a criminal inves
tigation and/or civil case or matter
under investigation, litigation, regu
latory or administrative review or ac
tion, to obtain valuable information
concerning the nature of that inves
tigation. case or matter and present a
serious impediment to law enforcement
or civil legal activities.

(2) From suosection (c)(4) since an ex
emption is being claimed for sub
section (d), this subsection will not be
applicable.

(3) From subsection (d) because ac
cess to the records contained in these
systems would inform the subject of
criminal investigation and/or civil in
vestigation, matter or case of the ex
istence of that investigation. provide
the subject of the investigation with
information that might enable him to
avoid detection. apprehension or legal
obligations. and present a serious im
pediment to law enforcement and other
civil remedies.

(4) From subsection (e)(1) because in
the course of criminal investigations
and/or civil investigations. cases or
matters, the U.S. Attorneys often ob
tain information concerning the viola
ti on of laws or civil obligations other
than those relating to an active case or
matter. In the interests of effective law
enforcement and civil Iitig-ation. it is

28 CFR Ch. I (7-1.4

necessary that the U.S. Alt
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information be provided w:
stating the requirements of
(e)(3) would constitute a ~

pediment to law enforcemen
could compromise the exis
confidential investigation,
identity of confidential sot:
formation and endanger tl
physical safety of confident
ants.

(7) From subsection$ (e)(
(H) because these systems
are exempt from individual
suant to subsections (j) anc
Privacy Act of 1974.

(8) From subsection (e)(5)
the collection of informati
enforcement purposes it is
to determine in advance wh
tion is accurate, relevant,
complete. With the passa~

seemingly irrelevant or unti
mation may acquire new I

as further investigation bri
tails to light and the aecur
information can only be de'
a court of law. The restrict
section (e)(5) would restrict
of trai ned investigators
ligence analysts to exercise
ment in reporting on in'
and impede the deve]opme
ligence necessary for effect
forcement.

(9) From subsection (e)(8)
indiVidual notice requireml
section (e)(8) could presen
impediment to law enforcer
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could interfere with the United States
Attorneys' ability to issue subpoenas
and could reveal investigative tech
niques and procedures.

(10) From subsection (f) because these
systems of records have been exempted
from the access provisions of sub
section (d).

(11) From subsection (g) because
these systems of records are compiled
[or law enforcement purposes and have
been exempted from the access provi
sions of subsections (d) and (f).

(c) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4),
(d), (e) (1). (2) and (3). (e)(4) (G) and (H).
(e) (5) and (8), (0, and (g):

(1) Freedom of Information ActiPrivacy
Act Files (JUSTICE/USA-ClO8)

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(j)(2), (k)(l) and (k)(2).

(d) Because this system contains De
partment of Justice civil and criminal
law enforcement, investigatory
records. exemptions from the particu
lar subsections are justified for the fol
lowing reasons;

(1) From subsection (c)(3) because the
release of the disclosure accounting
would permi t th,e subject of a criminal
investiga.tion and/or civil case or mat
ter under investigation, in litigation,
or under regUlatory or administrative
review or action to obtain valuable in
formation concerning the nature of
that investigation, case or matter, and
present a serious impediment to law
enforcement or civil legal activities.

(2) From subsection (c)(4) because an
exemption is being claimed for sub
section (d) of the Act (Access to
Records), rendering this subsection in-
applicable to the extent that this sys
tem of records is exempted from sub
section (d).

(3) From subsection (d) because aC
cess to the records contained in these
systems would inform the subject of a
criminal or civil investigation. matter
or case of the existence of such, and
provide the subject with information
that might enable him to avoid detec
tion, apprehension or legal obligations,
and present a serious impediment to
law enforcement and other civil rem
edies. Amendment of the records would
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interfere with on~oing criminal law en
forcement proceeding-s and impose an
impossible administrative burden by
requiring criminal investigations t,o be
continuously reinvestigated.

(4) From subsection (e)(l) because in
the course of criminal investigations
andJor civil investigations. cases or
matters, the U.S. At.torneys often ob
tain infornnation concerning the viola
tion of laws or civil obligations other
than those relating to an active case or
matter. In the interests of effective law
enforcement and civil litigation, it is
necessary that the U.S. Attorneys re
tain this information since it can aid
in est,ablishing patterns of activity and
provide valuable leads for other agen
cies and fu ture cases that may be
brought within the U.S. Attorneys' of
fices.

(5) From subsection (e)(2) because to
collect information to the greatest ex
tent possible from the subject individ
ual of a criminal investigation or pros
ecution would present a serious impedi
ment to law enforcement in that the
subject of the investigation would be
placed on notice of the existence of the
investigation and would therefore be
able to avoid detection, apprehension,
or legal obligations and duties.

(6) From subsection (e)(3) because to
provide individuals supplying informa
tion with a. form stating the require
ments of subsection (e)(3) would con
stitute a serious impediment to law en
forcement in that it could compromise
the existence of a confidential inves
tigation. reveal the identity of con
fidential sources of information. and
endanger the life and physical safety of
confidential informants.

(7) From subsections (e)(4) (G) and
(H) because this system of records is
exempt from the individual access pro
visions of subsection (d) and the rules
provisions of subsection (f).

(8) From subsection (e)(S) because in
the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa
tion is accurate. relevant. timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor
mation may acquire new significance

. as further investigation brings new de
tails to light and the accuracy of such
information can only be determined in
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a court of law. The restrictions of sub
section (e)(5) would inhibit the ability
of trained investigator and intelligence
analysts to exercise their judgment in
reporting on investigations and impede
the development of intelligence nec
essary for effective law enforcement.

(9) From subsection (e)(8) because the
individual notice requirements of sub
section (e)(8) could present a serious
impediment to law enforcement as this
could interfere with the U.S. Attor
neys' ability to issue subpoenas and
could reveal invel>tigative techniques
and procedures.

(10) From subsection (f) because this
system has been exempted from the in
dividual access provisions of subsection
(d).

(11) From subsection (g) because the
records in this system are generally
compiled for law enforcement purposes
and are exempt from the access provi
sions of subsections (d) and (f), render
ing subsection (g) inapplicable.

(e) The following systems of records
are exempt from 5 U .S.C. 552a(d)(1) and
(e)(1):

(1) Assistant U.S. Attorneys Applicant
Records System <JUSTICE'USA-(16).

(2) Appointed Assistant U.S. Attorneys
Personnel System <JUSTlCEiUSA-e17).
These exemptions apply only to the extent
that information in these systems is subject
to exemption pursuant to 5 U.S.C. 552a(k)(S).

<D Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (d)(1) because
many ~rsons are contacted who, with
out an assurance of anonymity, refuse
to provide information concerning a
candidate for an Assistant U.S. Attor
ney position. Access could reveal the
identity of the source of the informa
tion and constitute a breach of the
promise of confidentiality on the part
of the Department of Justice. Such
breaches ultimately would restrict the
free flow of information vital to a de
termination of a candidate's qualifica
tions and suitability.

(2) From subsection (e)(1) because in
the collection of information for inves
tigative and evaluative purposes, it is
impossible to determine in advance
what exact information may be of as
sistance in determining the qualifica
tions and suitability of a candidate. In-

28 CFR Ch. I (7-1·94 Editiol"l\

formation which may appear irre
vant, when combined with other seem
ingly irrelevant information, can on
occasion provide a composite picture of
a candidate for a position which assists
in determining whether that candidate
should be nominated for appointment.

(g) Consistent with the legislative
purpose of the Privacy Act of 1974. the
Executive Office for United States At
torneys will grant access to nonexempt
material in records which are main
tained by the U.S. Attorneys. Disclo
sure will be governed by the Depart
ment's Privacy regulations, but will be
limited to the extent that the identity
of confidential sources wi]} not be com
promised; subjects of an investigation
of an actual or potential criminal, civil
or regulatory violation will not be
alerted to the investigation; the phys
ical safety of witnesses, informants and
law enforcement personnel will not be
endangered, the privacy of third par
ties will not be violated; and that the
disclosure would not otherwise impede
effective law enforcement. Whenever
possible, information of the above
ture will be deleted from the requet
documents and the balance made avall
able. The controlling principle behind
this limited access is to allow disclo
sures except those indicated above. The
decisions to release information from
these systems will be made on a case
by-case basis.

[Order No. 645-76. 41 FR 12640. Mar. 26. 1976,
as amended by Order No. 716-77. 42 FR 23506.
May 9, 19TI; Order No. 738-77. 42 FR 38177,
July 27, 19TI; Order No. 6--86, 51 FR 15476, Apr.
24. 1986; Order No. 57-91. 56 FR 58306, Nov. 19.
1991)

§ 16.82 Exempti<?D of the National
Drug Intelhgence Center Data
Base-limited access.

(a) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections (c)
(3) and (4): (d); (e) (1), (2), and (3);
(e)(4)(1); (e) (5) and (8); and (g) of 5
U.S.C. 552a. In addition, the following
system of records is exempted pursuant
to the provisions of 5 U.S.C. 552a (k)(l)
and (k)(2) from subsections (c)(3), (d),
and (e)(1) and (e)(4)(1) of 5 U.S.C. r

(1) National Drug Intelligence Ce
Data Base (JUSTICEINDIC-001).

(2) (Reserved]
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(b) These exemptions apply only to
the extent that information in l,his sys
tem is subject to exemption pursuant
to 5 U.S.C. 552a(j)(2), (k)(l), and (k)(2).
Where compliance would not appear to
interfere with or adversely affect the
law enforcement process, andlor where
it may be appropriate to permit indi
viduals to contest the accuracy of the
information collected, e.g., public
source materials, the applicable ex
emption may be waived, either par
tially or totally, by the National Drug
Intelligence Center (NDIC). Exemt>
tions from the particular subsections
are justified for the following reasons:

(1) From subsection (0)(3) for the
same reasons that the system is ex
empted from the provisions of sub
section (d).

(2) From subsection (c)(4) because
this system is exempt from the access
provisions of subsection (d) pursuant to
subsection (j)(2) of the Privacy Act.

(3) From subsection (d) because dis
closure to the subject could alert the
subject of an investigation pertaining
to narcotic trafficking or related activ
ity of the fa-ct and nature of the inves
tigation. andlor of the investigative in
terest of NDIC and other intelligence
or law enforcement agencies (including
those responsible for civil proceedings
related to laws against drug traffick
ing); lead to the destruction of evi
dence, improper inDuencing of wit
nesses, fabrication of testimony, andlor
night of the subject; reveal the details
of a sensitive investigative or intel
ligence technique, or the identity of a
confidential source; or otherwise im
pede, compromise. or interfere with in
vestigative efforts and other related
law enforcement and/or intelligence ac
tivities. In addition. disclosure could
invade the privacy of third parties andJ
or endanger the life and safety of law
enforcement personnel. confidential in
formants, witnesses, and potential
crime victims. Finally, access to
records could result in the release of
properly classified information that
could compromise the national defense
or foreign policy. Amendment of the
records would interfere with ongoing
investigations and law enforcement ac
tivities and impose an impossible ad
ministrative burden by requiring inves
tigations, analyses. and reports to be

continuously reinvestig-al
vised.

(4) From sulJsect.ion (c)(l
the course o~( its acquisiti<
and analysis of informatio
need to retain informatio
diately shown to be
counterdrug law enforcem
lish patterns of activity l

other agencies charged ,
forcement of laws and re
garding drug trafficking
with the acquisition of in'
lated to international aSI
trafficking. This consider
equally to information a<
or collated or analyzed t
enforcement agencies an<
the U.S. foreign intellig(
nity.

(5) From subsection (e)(~

plication of this pro'
present a serious impedi
enforcement in that it w
subject of an investigati
analysis on notice of the
investigation, study, or ar
by permitting the subject
conduct intended to frus
tivity; because, in some c
the SUbject of an investig~

be required to provide to
certain information; and
ough analysis and inves
require seeking informa
number of different sourc~

(6) From subsection (e)i
tent applicable) because
ment that individuals su
mation be provided a for
requirements of subsectic
constitute a serious impe
enforcement in that it
promise the existence of
investigation and reveal 1
confidential informants
their lives and safety.

(7) From subsection (e
extent that this subsec
preted to require more de
the record sources in thi
have been published in
REGISTER. Should the su'
interpreted. exemption fr
sian is necessary to pre
fidentiali ty of the sourc
and other law enforcemel
and to protect the privac
safety of witnesses an
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Furthermore, greater specifici ty con
cerning the sources of properly classi
fied records could compromise national
defense or foreign policy.

(8) From subsection (e)(5) because the
acquisition, collation. and analysis of
information for law enforcement pur
poses does not permit advance deter
mination whether such information is
accurate or relevant, nor can such in
formation be limited to that which is
complete or apparently timely. Infor
mation of this type often requires fur
ther analysis and investigation to de
velop into a comprehensive whole that
which is otherwise incomplete or even
fragmentary. Moreover, its accuracy is
continually subject to analysis and re
view. and. upon careful examination.
seemingly irrelevant or untimely infor
mation may acquire added significance
as additional information brings new
details to light. The restrictions im
posed by subsection (e)(5) would re
strict the ability of trained investiga
tors and intelligence analysts to exer
cise their judgment in collating and
analyzing information and would im
pede the development of criminal intel
ligence necessary for effective law en
forcement.

(9) From subsection (e)(8) because the
individual notice requirements of sub
section (e)(8) could present a serious
impediment to law enforcement by re
vealing investigative techniques. pro
cedures. or evidence.

(10) From subsection (g) to the extent
that the system is exempt from sub
section (d).

[Order No. 78-93. 58 FR 41038. Aug. 2. 1993)

§ 16.83 Exemption of the Executive Of.
fice for Immigration Review Sys
tem-limited access.

(a) The following system of records is
exempt from 5 U.S.C. 552a(d):

(1) The Executive Office for Immigration
Review's Records and Management Informa
tion System (JUSTICEfEOI.R-{)()11.

This exemption applies only to the ex
tent that information in the system is
subject to exemption pursuant to 5
U.S.C. 552a(k) (1) and (2).

(b) Exemption from the particular
subsections are justified for the follow
ing reasons:

28 CFR Ch. I (7 - 1-94 Edition)

(1) From subsection (d) because ac
cess to information which has been
properly classified pursuant to an Ex
ecutive Order could have an adverse ef
fect on the national security. In addi
tion. from subsection (d) because unau
thorized access to certain investiga
tory material could compromise ongo
ing or potential investigations; reveal
the identity of confidential informants;
or constitute unwarranted invasions of
the personal privacy of third parties.

(2) From subsection (d) (2), (3). and (4.)
because the record of proceeding con
stitutes an official record which in
cludes transcripts of Quasi-judicial ad
ministrative proceedings, investiga
tory materials. evidentiary materials
such as exhibits. decisional memo
randa, and other case-related papers.
Administrative due process could not
be achieved by the ex parte "correc
tion" of such materials by the individ
ual who is the subject thereof.

[Order No. 18-M. 51 FR 32305. Sept. 11. 1986]

~ 16.84 Exemption of Immigration Ap
peals System.

(a) The following system of records is
exempt from 5 U.S.C. 552a(d) (2). (3) and
(4):

(1) Decisions of the Board of lmmlgration
Appeals (JUSTICEIBlA-001).

This exemption applies only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C.552a(k).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsections (d) (2), (3) and
(4) because the decisions reflected con
stitute official records of opinions ren
dered in quasi-judicial proceedings. Ad
ministrative due process could not be
achieved by the ex parte "correction"
of such opinions by the subject of the
opinion.

~ 16.85 Exemption of U.S. Parole Com
mission-limited access.

(a) The following systems of records
are exempt from 5 U.S.C. 552a (c) (3)
and (4), (d). (e) (2) and (3). (e)(4) tG) ar
(H). (e)(8), (0 and (g>:

(1) Docket Schedulin~ and Cont,!'o! System
(JUSTICEJPRC-OOl ).
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(2) Inmate and Supervision Files System
lJUSTICEtPRG-003).

(3) Lauor and Pension Case. Legal FJle. and
General Correspondence System <JUSTICE!
PRC-004).

(4) Statistical. Educational and Devel
opmental System (JUSTICElPRC--006).

(5) Workload Record. Decision Result. and
Annual Report System (JUSTICEtPRC-OQ7).

These exemptions apply only to the ex
tent that information in these systems
is subject to exemptions pursuant to 5
U.S.C.552a(j)(2).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because re
vealing disclosure of accountings to in
mates and persons on supervision could
compromise legitimate law enforce
ment activities and U.S. Parole Com
mission responsibilities.

(2) From subsection (c)(4) because the
exemption from subsection (0) will
make notification of disputes inap
plicable.

(3) From subsection (d) because this
is essential to protect internal proc
esses by which Commissi on personnel
are able to formulate decisions and
policies with regard to federal pris
oners and persons under supervision, to
prevent disclosures of information to
federal inmates or persons on super
vision that would jeopardize legitimate
correctional interests of security, cus
tody. supervision, or rehabilitation. to
permit receipt of relevant information
from other federal agencies. state and
local law enforcement agencies, and
federal and state probation and judicial
offices. to allow private citizens to ex
press freely their opinions for or
against parole, to allow relevant crimi- .
nal history type information of co-de
fendants to be kept in files, to allow
medical, psychiatric and sociological
material to be available to professional
staff, and to allow a candid process of
fact selection. opinion formulation,
evaluation and recommendation to be
continued by professional staff. The
legal files contain case development
material and. in addition to other rea
sons. should be exempt under the attor
ney-client privilege. Each labor or pen
sion applicant has had served upon him
the material in his file which he did
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not prepare and may' see his own file at
any time.

(4) From slibsection (e)(2) beca.use
primary collection of information di
rectly from federa.l inmat,es or persons
on supervision about criminal sen
tence. criminal records, institutional
performance. readiness for release from
custody, or need to be returned to cus
tody is highly impractical and inappro
priate.

(5) From subsection (e)(3) because ap
plication of this provision to the oper
ations and collection of information by
the Commission which is primarily
from sources other than the indiVidual.
is inappropriate.

(6) From subsections (e)(4) (G) and
(H) because exemption from the access
provisions of (d) makes publication of
agency procedures under (dl inapplica
ble.

(7) From subsection (e)(8) because the
nature of the Commission's activities
renders notice of compliance wi th com
pulsory legal process impractical.

(8) From subsection (0 because ex
emption from the provisions of sub
section (d) will render compliance with
provisions of this subsection inapplica
ble.

(9) From subsection (g) because ex
emption from the provisions of sub
section (d) will render the provisions
on suits to enforce (d) inapplicable,

(c) Consistent with the legislative
purpose of the Privacy Act of 1974 the
U.S. Parole Commission will initiate a
procedure whereby present and former
prisoners and parolees may obtain coI>"
ies of material in files relating to them
that are maintained by the U.S. Parole
Commission. Disclosure of the contents
will be affected by providing copies of
documents to requesters through the
mails. Disclosure will be made to the
same extent as would be made under
the substantive exemptions of the Pa~

role Commission and Reorg-aniza.tion
Act of 1976 (18 U.S.C. 4208) and Rule 32
of the Federal Rules of Criminal Proce~

dure, The procedure relating to disclo
sure of documents may be chang-ed gen~

eraIly in the interest of improving the
Commission's system of disclosure or
when required by pending or future de-
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cisions and directions of the Depart
ment of Justice.

[Order No. 64&-76. 41 FR 12640. Mar. 26. 1976.
as amended by Order No. 14-78. 43 FR 45993,
Oct. 5, 1978; Order No. 899--80, 45 FR 43703.
June 30, 1980; Order No. 6--S6. 51 FR 15477, Apr.
24. 1986)

§ 16.88 Exemption of Antitrust Divi~

sion Systems-limited access.

(a) The following system of records is
exempt from 5 U.S~C. 552a (c)(3). (d).
(e)(4) (0) and (R), and (0:

(l) Antitrust Caseload Evaluation System
(ACES}-Monthly Report (JUSTICFJATR-
006).

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a (k)(2).

(b) Exemption from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because in
formation in this system is maintained
in aid of ongoing antitrust enforcement
investigations and proceedings. The re
lease of the accounti~ of disclosures
made under subsectiolr (b) of the Act
would permit the subject of an inves
tigation of an actual or potential
criminal or civil violation to determine
whether he is the subject of an inves
tigation. Disclosure of the accounting
would therefore present a serious im
pediment to antitrust law enforcement
efforts.

(2) From subsection (d) becau.se ac
cess to the information retrievable
from this system and compiled for law
enforcement purposes could result in
the premature disclosure of the iden
ti ty of the subject of an investigation
of an actual or potential criminal or
civil violation and information con
cerning the nature of that investiga
tion. This information could enable the
subject to avoid detection or apprehen
sion. This would present a serious im
pediment to effective law enforcement
since the subject could hinder or pre
vent the successful completion of the
investigation. Further, confidential
business and financial information, the
identities of confidential sources of in
formation, third party privacy infor
mation, and statutorily confidential
information such as grand jury infor-

28 CFR Ch. I (7-1-94 Edition)

mation must be protected from disc1\...
sure.

(3) From ~ubsections (e)(4)(G) and
(H), and (f) because this system is ex
empt from the individual access provi
sions of subsection (d).

(c) The following system of records is
exempt from 5 U.S.C. 552a (c)(3), (d),
(e)(4)(0) and (H). and (f):

(1) Freedom of InformatiOnJPrivacy-Re
questertSubject Index Flle (JUSTICE/AT&
(08).

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a (k)(2).

(d) Because this system contains De
partment of Justice civil and criminal
law enforcement. investigatory
records, exemptions from the particu
lar subsections are justified for the fol
lowing reasons:

(1) From subsection (c)(3) because the
release of the accounting of disclosures
made under subsection (b) of the Act
would permit the subject of an inv'
tigation of an actual or potent
criminal or civil violation to determin1:'
whether he is the subject of an inves
tigation. Disclosure of accounting
would therefore present a serious im
pediment to antitrust law enforcement
efforts.

(2) From subsection (d) because ac
cess to information in this system
could result in the premature disclo
sure of the identity of the subject of an
investigation of an actual or potential
criminal or civil violation and informa
tion concerning the nature of the in
vestigation. This information could en
able the subject to avoid detection or
apprehension. This would present a se
rious impendiment to effective law en
forcement since the subject could
hinder or prevent the successfUl com
pletion of the investigation. Further.
confidential business and financial in
formation. the identities of confiden
tial sources of information. third party
privacy information, and statutorily
confidential information such as grand
jury information must be proter
from disclosure.

(3) From subsections (e)(4)(G) and
(H), and (0 because this system is ex-
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empt from the individual access provi
sions of subsection (d).

{Order No. ~6, 51 FR 884, Jan. 9, 1986)

*16.89 Exemption of Civil Division
Systems-limited access.

(a) The following systems of records
are exempted pursuant to 5 U.S.C,
552a(j)(2) from subsections (e) (3) and
(4), (d). (e)(1), (e)(2), (e)(3), (e){4) (G) and
(H), (e)(5). (e)(8). and (g); in addition,
the following systems of records are ex
empted pursuant to 5 U.S.C. 552a (k)(l)
and (k)(2) from subsections (c)(3), (d).
(e)(1). (e)(4) (G) and (H):

(1) Civil Division Case File System,
JUSTICEtCIV--OOl.

(2) Freedom of InformatioWPrivacy
Acts File System, JUSTICEtCIV-OOS.

These exemptions apply only to the
ex"ent that information in these sys
tems is subject to exemption pursuant
to 5 U.S.C. 552a (j)(2), (k)(1) and (k)(2).

(b) Only that information which re
lates to the investigation, prosecution,
Dr defense of actual or potential crimi
nal or civil litigation, or which has
been properly classified in the interest
of national defense and foreign policy
is exempted for the reasons set forth
from the following subsections:

(1) SUbsection (c)(3). To provide the
subject of a criminal or civil matter or
case under investigation with an ac
counting of disclosures of records con
cerning him or her would inform that
individual (and others to whom the
subject might disclose the records) of
the existence. nature. or scope of that
investigation and therebY sedous!y im
pede law enforcement efforts by per
mitting the record subject and others
to avoid criminal penalties and civil,
remedies.

(2) Subsections (c)(4), (e)(4) (0) and (R),
and (g). These provisions are inapplica
ble to the extent that these systems of
records are exempted from subsection
(d).

(3) Subsection (d). To the extent that
information contained in these systems
has been properly classified, relates to
the investigation and/or prosecution of
grand jury, civil fraud, and, other law
enforcement matters, disclosure could
compromise matters which should be
kept secret in the interest of national
security or foreign policy; compromise
confidential investigations or proceed-
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ings; hamper sensitive civil or criminal
investigations; impede affirmative en
forcement acUons based upon alle~ed

violations of regulations 01' of civil or
criminal laws: reveal the identi toy of
confidential sources; and result in un
warranted invasions of the privacy of
others. Amendment of the records
would interfere with ongoing criminal
law enforcement proceedings and im
pose an impossible administrative bur
den by requiring criminal investiga
tions to be continuously
reinvestigated.

(4) Subsection (e)(J). In the course of
criminal or civil investigations. cases.
or matters. the Civil Division may ob
tain information concerning the actual
or potential violation of laws which are
not strictly within its statutory au
thority. In the interest of effective law
enforcement, it is necessary to retain
such information since it may estab
lish patterns of criminal activity or
avoidance of other civil obligations and
provide leads for Federal and other law
enforcement agencies.

(5) Subsection (e)(2). To collect infor
mation from the subject of a criminal
investigation or prosecution would
present a serious impediment to law
enforcement in that the subject (and
others to whom the subject migbt be in
contact) would be informed of the ex
istence of the investigation and would
therefore be able to avoid detection or
apprehension, to influence witnesses
improperly. to destroy evidence. or to
fabricate testimony.

(6) Subsection (e)(3). To comply with
this requirement during the course of a
criminal investigation or prosecution
could jeopardize the investigation by
disclosing the existence of a confiden
tial investigation, revealing the iden
tity of witnesses or confidential in
formants, or impeding the information
gathering process.

(7) Subsection (e)(S). In compiling in
formation for criminal law enforce
ment purposes, the accuracy, com
pleteness, timeliness and relevancy of
the information obtained cannot al
ways be immediately determined. As
new details of an investigation come to
light. seemingly irrelevant or untimely
information may acquire new signifi
cance and the accuracy of such infor
ma~ion can often only be determined in
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a court of law. Compliance with this
requirement would therefore restrict
the ability of government attorneys in
exercising their judgment in develop
ing information necessary for effective
law enforcement.

(8) Subsection (e)(8). To serve notice
would give persons sufficient warning
to evade law enforcement efforts.

(c) The following system of records is
exempted pursuant to 5 U.S.C. 552a(j)(2)
from subsections (c) (3) and (4), (d),
(e)(l) and (e)(5); in addition, this sys
tem is also exempted pursuant to 5
U.S.C. 552a(k)(2) from subsections
(c)(3), (d), and (e)(1).

Consumer InquirylInvestigatory SyS
tem, JUSTICFJCIV-Q06.

These exemptions apply only to the
extent that information in this system
of records is subject to exemption pur
suant to 5 U.S.C. 552a (j)(2) and (k)(2).

(d) Only that information compiled
for criminal or civil law enforcement
purposes is exempted for the reasons
set forth from the following sub
sections:

(1) Subsections (c)(3). This system oc
casionally contains investigatory ma
terial based on complaints of actual or
alleged criminal or civIl violations. To
provide the subject of a criminal or
civil matter or case under investiga
tion with an accounting of disclosures
of records concerning himlher would in
form that individual of the existence,
nature, or scope of that investigation,
and thereby seriously impede law en
forcement efforts by permitting the
record subject and other persons to
whom he might disclose the records to
avoid criminal penalties and civil rem
edies.

(2) Subsections (c)(4). This subsection
is inapplicable to the extent that an
exemption is being claimed for sub
section (d).

(3) Subsection (d). Disclosure of infor
mation relating to the investigation of
complaints of alleged violation of
criminal or civil law could interfere
wi th the investigation, reveal the iden
tity of confidential sources, and result
in an unwarranted invasion of the pri
vacy of others. Amendment of the
records would interfere with ongoing
criminal law enforcement proceedings
and impose an impossible administra
tive burden by requiring criminal in-
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vestigations to be continuousl.,
reinvestigated.

(4) Subsection (e)(l). In the course of
criminal or civil investigations. cases,
or matters, the Civil Division may ob
tain information concerning the actual
or potential violation of laws which are
not strictly within its statutory au
thority. In the interest of effective law
enforcement, it is necessary to retain
such information since it may estab
lish patterns of criminal activity or
avoidance of other civil obligations and
provide leads for Federal and other law
enforcement agencies.

(5) Subsection (e)(S). In compiling in
formation for criminal law enforce
ment purposes, the accuracy, com
pleteness. timeliness and relevancy of
the information obtained cannot al
ways be immediately determined. As
new details of an investigation come to
light. seemingly irrelevant or untimely
information may acquire new signifi
cance and the accuracy of such infor
mation can often only be determined in
a court of law. Compliance with tn'"
requirement would therefore rest:
the ability of government attorney::,
exercising their judgment in develop
ing information necessary for effective
law enforcement.

(e) The follOWing system of records is
exempt pursuant to 5 U.S.C. 552a (j)(2)
and (k)(2) from subsection (d):

Congressional and Citizen Cor
respondence File, JUSTICEtCIV-007.

This exemption applies only to the
extent that information in this system
is subject to exemption pursuant to 5
U .S.C 552a (j)(2) and (k)(2).

(f) Only that portion of the Congres
sional and Citizen Correspondence File
maintained by the Communications Of
fice which consists of criminal or civil
investigatory information is exempted
for the reasons set forth from the fol
lowing subsection:

(1) Subsection (d). Disclosure of inves
tigatory information would jeopardize
the integrity of the investigative proc
ess, disclose the identity of individuals
who furnished information to the ~ov

ernment under an express or implied
promise that. their identities wotlld '--"
held in confidence. and result in ar
warranted invasion of the privac.>
others. Amendment of the ['ecord::
would interfere with ongoing criminal

250



Department of Justice

law enforcement proceedings and im
pose an impossible administrative bur
den by requiring criminal investiga
tions to be continuously
reinvestigated.

[Order No. 27-88. 54 FR 113. Jan. 4. 1989]

§ 16.90 Exemption of Civil Rights Divi
sion Systems.

(a) The following system of records is
exempt from 5 U.S.C. 552a(d):

(1) Flles on Employment Civil Rights Mat
ters Referred by the Equal Employment Op
portunity CommIssion (JUSTICEICRT-{)()7).
This exemption applies to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(k )(2).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (d) because this
system contains investigatory material
compiled by the Equal Opportunity
Commission pursuant to its authority
under 42 U.S.C. 2000e-8. 42 U.S.C. 2000e
5(b), 42 U.S.C. 2000e-8(e), and 44 U.S.C.
3508 make it unlawful to make public
in any manner whatsoever any infor
mation obtained by the Commission
pursuant to the authority.

(c) The following system of records is
exempt from 5 U.S.C. 552a(c)(3), (d) and
(g):

(1) Central Civil Rights Division Indilx File
and Associated Records (JUSTICEICRT-OOl).
These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursual'~t to 5
U.S.C. 552a (j)(2) and (k)(2).

(d) Exemptions from the particular
subsections are justified for the follow
ing reasons:

0) From subsection (c)(3) because the
release of the disclosure accounting for
disclosure pursuant to the routine uses
published for this system may enable
the subject of an investigation to gain
valuable information concerning the
nature and scope of the investigation
and seriously hamper law enforcement
efforts.

(2) From subsection (d) because free
ly permitting access to records in this
system would compromise ongoing in
vestigations and reveal investigatory
techniques. In addition, these records
may be subject to protective orders en-
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tered by federal courts to protect their
confidentiality. Many of the records
contained in t}1is system are copies of
documents which are t,he property of
state agencies and were obtained under
express or implied promises to strictly
protect their confidentiali ty.

(3) From subsection (g) because ex
emption from the provision of sub
section (d) will render the provisions
on suits to enforce (d) inapplicable.

(e) The following system of records is
exempt from 5 U.S.C. 552a (c)(3), (d).
and (g):

(1) Freedom of InformationfPrivacy Act
Records (JUSTICEtCRT-010).

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a (j)(2) and (k)(2). '

(f) Because this system contains De
partment of Justice civil and criminal
law enforcement, investigatory
records, exemptions from the particu
lar subsections are justified for the fol
lowing reasons:

(1) From subsection (c)(3) because the
release of the disclosure accounting
may enable the suoject of an investiga
tion to gain valuable information con
cerning the nature and scope of the in
vestigation and seriously hamper law
enforcement efforts.

(2) From subsection (d) because ac
cess to records in this system would
compromise ongoing investigations
and reveal investigative techniques. In
addition, certain of these records may
be subject to protective orders entered
by Federal courts to protect their can·
fidentiality, and many are copies of
documents which are the property of
State agencies and were obtained under
express or implied promises to strictly
protect their confidentiality. This sys
tem also contains investigatory mate
rial compiled by the Equal Opportunity
Commission pursuant to its authority
under 42 U.S.C. 2000e-8. Provisions of 42
U.S.C. 2000e-5(b), 42 U.S.C. 200oe-8(e),
and 44 U.S.C. 3508 make it unlawful to
make public in any manner whatsoever
any information obtained by the Com
mission pursuant to the authority.
Amendment of the records would inter
fere with ongoing criminal law enforce
ment proceedings and impose an im
possible administrative burden by re-
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QUlflng criminal investigations to be
continuously reinvestigated.

(3) From subsection (g) because ex
emption from subsection (d) will render
the provisions on suits to enforce sub
section (d) inapplicable.

[Order No. 645-76, 41 FR 12640. Mar. 26, 1976.
as amended by Order No. 688-77, 42 FR 10000,
Feb. 18, 1977; Order No. 8--82, 47 FR 44256, Oct.
7. 1982; Order No. 6-a6. 51 FR 15477, Apr. 24,
1986J

§ 16.91 Exemption of Criminal Division
Systems-limited access, as indi
cated.

(a) The following systems of records
are exempted pursuant to the provi
sions of 5 U.S.C. 552aO)(2) from sub
sections (c) (3) and (4). (d), (e) (1), (2)
and (3). (e)(4) (G), (H) and (I), (e) (5) and
(8), (f) and (g) of 5 U.S.C. 552a; in addi
tion, the following systems of records
are exempted pursuant to the provi
sions of 5 U.S.C. 552a (k)(l) and (k)(2)
from subsections (c)(3), (d), (e)(1), (e)('1)
(G), (H), and (1), and (f) of 5 U.S.C. 552a:

(1) Central Criminal Division, Index File
and Associated Records System of Records
(JUSTICElCRM-OOl).-Limited Access.

(2) General Crimes Section, Criminal DIvi
sion, Central Index File and Associated
Records System of Rec-ords (JUSTICE'CRM
(04)-Limlted Access.

These exemptions apply to the extent
that information in those systems are
subject to exemption pursuant to 5
U.S.C. 552a (j)(2), (k)(l) and (k)(2).

(b) The systems of records listed
under paragraphs (b)(l) and (b)(2) of
this section are exempted, for the rea~

sons set forth, from the following pro
visions of 5 U.S.C. 552a:

(1). (c)(3). The release o( the disclosure ac
counting for disclosures made pursuant to
subsection (b) of the Act, inclUding those
permitted under the routine uses pUblished
(or these systems o( records, would permit
the subject of an investigation of an actual
or potential criminal. civil, or regulatory
violation to determine whether he is the sub
ject of investigation, or to obtain valuable
information concerning the nature of that
investigation, and the information obtained,
or the identity of witnesses and informants
and would therefore present a serious im
pediment to law enforcement. In addition,
disclosure of the accounting would amount
to notice to the Individual of the existence of
a recO:'d; such notice requirement under sub
section (n(1) is specifically exempted for
these systems of records.
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(2). (c)(4). Since an exemption is beiL
claimed for subsection <d) of the Act (Access
to Records) this subsection is inapplieable to
the extent thaVthese systems of records are
exempted from subsection (d).

(3). (d). Access to the records contained in
these sys~mswould inform the subject of an
investigation of an actual or potential crimi
nal. civil, or regulatory violation of the ex
istence of that investigation. or the nature
and scope of the information and evidence
obtained as to his activities, of the identity
of witnesses and informants. or would pro
vide infonnation that could enable the sub
ject to avoid detection or apprehension.
These factors would present a serious Im
pediment to effective law enforcement be
cause they could prevent the successful com·
pletion of the investigation, endanger the
physical safety of witnesses or informants,
and lead to the improper influencing of wit
nesses, the destruction of eVidence, or the
fabrication of testimony.

(4). (c)(I). The notices of these systems of
records published In the F~;DF.RAL REGISTER
set forth the basic statutory or related au
thority for maintenance of this system. How
ever, in the course of criminal or other law
enforcement investigations, cases, and mat
ters. the Criminal Division or its compo
nents will occasionally obtain informati('~

concerning actual or potential vioiation,
law that are not strictly within its statut,
or other authority or may compile Informa
tion in the course of an investigation which
may not be relevant to a specific prosecu-·
tion. In the interests of effective law en
forcement, it is necessary to retain such in
formation in these systems of records since
it can aid in establishing patterns of crimi
nal activity and can provide valuable leads
for federal and other law enforcement agen
cies.

(5). (e)(2). In a criminal inve~tigation or
prosecution, the requirement that informa
tion be collected to the greatest extent prac
ticable from the subject Individual would
present a serious impediment to law enforce
ment because the subject of the investiga
tion or prosecution would be placed on no
tice as to the exlstence of the investigation
and would therefore be able to avoid detec
tion or apprehension. to influence witnesses
improperly. to destroy evidence, or to fab
ricate testimony.

(6). (e)(3). The requirement t.hat individuals
supplying information be pl'ovided with a
form stating the requirement.s of subsection
(e)(3) would const.itute a serious impediment
to law enforcement in that it could com·
promise the existence of a confidential inves~

t.1gation or I'eveal the identity of witnesse~

or confidentjal jnformants.
(7). (e)(4) (0) and m). Sin<.:e an exemp

is being claimed for subsections (f) (Age•.
Rules) and (d) (Access to Re(:onis) of the Act
these subsectioD!; are inapplicable to the ex·
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tent that thc~e systems of records arc ex
empted from gU bsect.ions (f) and (d l.

(8). (e)(4)(1l. The cate,::-ories of sources of
the records in these l'ystcms have becn pub
lished in the FEDERAL REGIRTElt in IJroadge
neric terms in the belief that this is all that
subsection (c)('l)CI) of the Act requin~s. In I,he
event, however, th/lt this subsection should
be interprel,cd to require marc detail as to
the identity of sourceS of the records in
these systems, exemption from this provi
sion is necessary in order to protect the con
fidentiality of the sources of criminal and
otner law enforcement information. Such ex
emption is further necessary to protect the
privacy and physical safety of witnesses and
informants.

(9). (e)(5). In the collection of information
for criminal law enforcement purposes it is
impossible to determine in advance what in
formation is accurate, relevant, timely, and
complete. With the passage of time, seem
ingly irrelevant or untimely information
may acquire new si!mlficance as further in
vestigation brings new details to Jig-ht and
the accuracy of such information can often
only be determined In a court of law. The re
strictions of subsection le)(:» would restrict
the abiUty of trained investigators, intel
ligence anaiysts, and government attorneys
in exercising their judgment in reporting on
information and Investigations and impede
the development of criminal or other intel
ligence necessary for effective law enforce
ment.

(10). (e)(a). The individual notice require
ments of subsection (e)(8) could present a 5e
rious impediment to law enforcement as this
could interfere with the ability to issue war
rants or subpoenas and could reveal inves
tlg-ative techniques, procedures, or evidence.

(1). (f). Procedures for notice to an indi
Vidual pursuant to subsection (!)(1) as to the
existence of records pertaining to him deal
ing with an actual or potential criminal.
civil, or regulatory investigation or prosecu
tion must be exempted because such notice
to an individual would be detrimental to the
successful conduct and/or completion of an
investigation or prosecution pending or fu
ture. In addition, mere notice of the fact of
an investigation could inform the suuject or
others that their activities are under or may
become the subject of an investigation and
could enable the subjects to avoid detection
or apprehension, to lnfiuence witnesses im
properly. to destroy evidence. or to fabricate
testimony.

Since an exemption is being claimed for
subsection (dl of the Act (Access to Records)
the rules require pursuant to subsection ([)
(2) through (51 are inappllcable to the:;e sys
tems of records to the extent that the~e sys
tems of records are exempted from sub
section (d \.

(12). (f:). Since an exemption is heing
claimed for subsections (d) (A,'cess to Rec-
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ords) and (f) (A/.ff'ncy !tlliesl this sf'ct,ion j:-;

inapplic:tllle. ano Is ~xcTllpted for (,}W reasons
set fonh for those subsection:-;. t·o t.he ('xLent
that t,hese SystCrllS of rt'l~o['(Js an) exempt.f't!
(rom su bsections (d) anti i fl.

(3). In addition. ('xemptlon I:; daitned (O\'

these gyf;tems of records from ('ompliance
with the followin~ provisions of the Privacy
Act of 1974 (5 U.S.C. 552a) pursuant to the
provisions of 5 U.S.C. 552a( k)(1): Sub~el'tions

(c)(3l, <dl, (e1(1), le1(4) (Gl, cH) and (l) and (f)

to the extent that the records contained in
these systems are specifically authorized to
be kept ;:;ecret In the interests of national de
fense and forei[fn pollcy.

(C) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j) (2) from subsection (c)
(3) and (4), (d), (e) 0), (2) and (3), (el ('l)
ca), (H) and W, (e) (5) and (a), ([) and
(g) of 5 U.S.C. 552a:

Criminal Division Witness Security File
System of Records rJUSTICE'CRl\1--{)()2).

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(j )(2).

Cd) The system of records listed under
paragraph (c) of this section is exempt
ed, for the reasons set forth, from the
following provisions of 5 U.S.C. 552a:

(1). (c)(S) The release of the disdosure ac
counting for disclosures made pursuant to
subsection (b) of the Act, including those
permitted under the routine uses published
for these systems of records, would permi t
the subject of an investigation of an actual
or potential criminal violation, which may
include those protected under the Witness
Security Program, to determine whether he
is the subject of a. criminal investigation, to
obtain valuable information concerning the
nature of that investigation and the infor
mation obtained, or the identity of witnesses
and informants and the nature of their re
ports, and would therefore present a serious
impediment to law enforcement. In addition,
disclosure of the accounting would amount
to notice to the individual of the existence of
a record; such notice requ!I'ement under sub
section (f)(1) is spe.clfically exempted for
these systems of rl'cords. Moreover, disclo
sure of the disclosure accounting to an indi
vidual protected under the Witness Security
Program could jeopardize the effectiveness
and security of the Program by revealing the
methods and techniques utilized in relocat
ing witnesses and ('auld therefore jeopardize
the ability t.o Obtain, and t.o protel:t the con
fidentiality of. information compiled for pur
poses of a criminal ill\'e~ti~:lWon.
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(2). (c)(4) Since an exemption is being
claimed for subsection (d) of the Act (Access
to Records) this section is inapplicable.

(3). (d) Access to the records contained in
these systems would inform the subject of an
investigation or an actual or potential crimi
nal violation, which may include those pro
tected under the Witness Security Program,
of the existence of that investigatlon, of the
nature and scope of the information and evi
dence obtained as to his activities. of the
identity of witnesses and informants. or
would provide information that could enable
the subject to avoid detection or apprehen
sion. These factors would present a serious
impediment to effective law enforcement be
cause they could prevent the successful com
pletion of the investigation, endanger the
physical safety of witnesses Or informants,
and lead to the improper influencing of wit
nesses, the destruction of evidence, or the
fabrication of testimony. In addition, access
to the records in these systems to an individ
ual protected under the Witness Security
Program could jeopardize the effectiveness
and securi ty of the Program by revealing the
methods and techniques utilized in relocat
ing witnesses and could therefore jeopardize
the ability to obtain, and to protect the con
fidentiality or. information compiled Cor pur
poses of a criminal investigation.

(4), Exemption is claimed from subsection
(e)(l) for the reasons stated in subsection
(b)(4) of this section.

(5). (e)(2) In the course of preparing a Wit
ness Security Program for an individual,
much of the information is collected from
the subject. However. the requirement that
the information be collected to the greatest
extent practicable from the subject individ
ual would present a serious impediment to
criminal law enforcement because the indi
vidual himself may be the subject of a crimi
nal investigation or have been a participant
in. or observer of. criminal activity. As a re
sult. it is necessary to seek information from
other sources. In addition, the failure to ver
ify the information provided from the indi
vidual when necessary and to seek other in
formation could jeopardize the confidential
ity of the Witness Security Program and
lead to the obtaining and maintenance of in
correct and uninvestigated information on
criminal matters.

(6). (e)(3) The requirement that individuals
supplying information be provided with a
form stating the requirements of subsection
(e)(3) would constitute a serious impediment
to law enforcement in that it could com
promise or reveal the identity of witnesses
and informants protected under the Witness
Security Program.

(7). (e)(4) (G) and (H). Since an exemption
is being claimed [or subsections (f) (Agency
Rules) and <d) (Access to Records> of the Act
these suosectiom; are inapplicable.
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(8). (e)(4)(l). The categories of sources
the records In these systems have been pub
lished in the FEDERAl, REOISn~R in bI'oad ge
neric terms in the belief that this Is all that
subsection (e)(4)(1) of the Act requires. In the
event, however, that this subsection should
be interpreted to require more det.1.i1 as to
the identity of sources of the records in the
system. eltemption from this provision Is
necessary in order to protect the confiden
tiality of the sources of criminal law, en
forcement information and of witnesses and
informants protected under the Witness Se
curl ty Program.

(9). Exemption is claimed from subsections
(e)(5) and (e)(8) for the reasons sUlted in sub
section (b)(9) and (b)<lO) of this section.

(0). Procedures for notice to an individual
pursuant to subsection (f)(1) as to the exist
ence of records contained in these systems
pertaining to him would inform the subject
of an investigation of an actual or potential
criminal violation. which may include those
protected under the Witness Security Pro
gram. of the existence of that investigation,
of the nature and scope of the information
and evidence obtained as to his activities, of
the identity of witnesses and informants, or
would provide information that could 6'nable
the subject to avoid detection or apprehen
sion. These factors would present a seri r

impediment to effective law enforcemenT
cause they could prevent the successful ~

duct and/or completion of an investigation
pending or future, endanger the physical
safety of witnesses or informants, and lead
to the improper influencing of witnesses, the
destruction of evidence. or the fabrication of
testimony. In addition, notices as to the ex
istence of records contained in these systems
to an Individual protected under the Witness
Security Program couid jeopardize the effec
tiveness and security of the Program by re
vealing the methods and techniques utilized
in relocating witnesses and could therefore
jeopardize the ability to obtain. and to pro
tect the confidentiaHty of. information com
piled for purposes of a criminal investiga
tion.
Since an exemption is being claimed for sub
section (d) of the Act (Access to Record:;) the
rules required pursuant to sub~ection ([) (2)
through (5) are inapplicable.

(11). (g) Since an exemption j:-; being
claimed for subsections (d) (Access to
Records) and (f) (Agency Rules) thi:; section
is inapplicable and is exempted for the rea
sons set forth for those subsections.

(e) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections (~)

(3) and (4), (d), (e) (4) (G). (H) ani
(f), and (g) of 5 U.S.C. 552a:

Organized Crime and Racketeering Sec
tion. Intelligence and Special Sel'vices Unit.
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Information Request System of Records
(JUSTICElCRM-{)14).

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(j )(2).

(f) The system of records listed under
paragraph (e) of this section is exempt
ed for the reasons set forth. from the
following provisions of 5 V.S.C. 552a:

(1). (c)( 3). The release of the disclosure ac
counting for disclosures made pursua.nt to
subsection (b) of the Act. including those
permitted under the routine uses published
for these systems of records. wQuld permit
the subject of an investigation of an actual
or potential criminal violation to determine
whether he is the subject of a criminal inves
tigation and would therefore present a seri
ous Impediment to law enforcement. The
records in these systems contain the names
of the subjects of the files in Question and
the system is accessible by name of the per
son checking out the file and by name of the
subject of the file. In addition. disclosure of
the accounting would amount to notice to
the individual of the existence of a record;
such notice requirement under subsection
{on} is specifically exempted for these sys
tems of records.

(2). (c}('O. Since an exemption is being
claimed for subsection (d) of the Act (Access
to Records) this section is inapplicable.

(3). (d). Access to the records contained in
these systems would inform the subject of an
investigation of an actual or potential crimi
nal violation of the existence of that inves
tigation. This wouid present a serious im
pediment to effective law enforcement be
cause it could prevent the successful comple
tion of the investigation. endanger the phys
Ical safety of witnesses or informants, and
lead to the improper influencing of wit
nesses. the destruction of evidence, or tbe
fabrication of testImony.

(4). Exemption is claimed from subsections
(e)(4) (G). (H) and (1) for the reasons stated in
subsections (b)(7) and <b)(8) of this section.

(5). (f). These systems may be accessed by
the name of the person who is the subject of
the file and who may a.lso be the subject of
a criminal investigation. Procedures (or no
tice to an individual pursuant to subsection
(f}(1) as to the existence of records pertain
ing to him. which may deal with an actual or
potential criminal investigation or prosecu
tion. must be exempted because such notice
to an indiVidual would be detrimental to the
successful conduct and.'or completion of the
investigation or prosecution pending or fu
ture. In addi tion mere notice of the fact of
an investigation could Inform the subject or
others t.hat their activities are under or may
become the subject of an investigation and
could enable the subjects to avoid detection
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or apprehension. to inOuence witnesses im
properly. to destroy evidence. or to fabricate
testimony.
Since an exemption is being claimed for sub
section (d) of the Act (Access to Records) the
rules required pursuant to subsection (f) (2}

through (5) are inapplicable.
(6). (g). Since an exemption is being

claimed for subsections (d) (Access to Rec
ords) and (f) (Agency Rules) of the Act this
section is inapplicable and is exempted for
the reasons set forth for those subsections.

(g) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections
(c)(4), (d). (e)(4) (0). (H) and (1), (f) and
(g) of 5 U.S.C. 552a.

File of Names Checked to Determine If
Those Individuals Have Been the Subject of
an Electronic Surveillance System of
Records (JUSTICEJCRM-Q03).

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 V.S.C.
552aO )(2).

(h) The system of records listed
under paragraph (g) of this section is
exempted. for the reasons set forth,
from the following provisions of 5
U.S.C.552a:

(1). (c}(4). Since an exemption is being
claimed for subsection (d) of the Act (Access
to Records) this section is inapplicable to
the extent that this system of records is ex
empted from subsection (d).

(2). (d). The records contained in this sys
tem of records generally consist of informa
tion filed with the court in response to the
request and made avallable to the requestor.
To the extent that these records have been
so filed. no exemption is sought from the
provisions of this subsectiQn. Occasionally,
the records contain pertinent logs of inter
cepved communications and other investiga
tive reports not filed With the court. These
records must be exempted because access to
such records could inform the subject of an
investigation of an actual or potential crimi
nal violation of the existence of that inves
tigation and of the nature of the Information
and evidence obtained by the government.
This would present a serious impediment to
effective law enforcement because it could
prevent the successful completion of the in
vestigation. endanger the physical safety of
witnesses or informants. and lead to the Im
proper inUuenclng of witnesses. the destruc
tion of evidence. or the fabrication of testi
mony.

(3), Exemption is claimed from subsections
(e)(4) (0). (H) and (I) for the reasons stated in
subsectIons (b)(7) and (b}(BI of this section.
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(4). <n. The records contained in this sys
tem of records generally consist of informa
tion filed with the court and made available
to the requestor. To the extent that these
records have been so filed. no exemption is
sought from the provisions of this sub
section. Occasionally. the records contain
pertinent iogs of intercepted communica
tions and other investigative reports not
filed with the court. These records must be
exempted from a requirement of notification
as to their existence because such notice to
an individual would be detrimental to the
successful conduct and/or completion of a
criminal investigation or prosecution pend
ing or future. In addition. mere notice of the
existence of such logs or investigative re
ports could inform the subject or others that
their activities are under or may become the
subject of an Investigation and could enable
the subjects to avoid detection or apprehen
sion. to influence witnesses improperly, to
destroy eVidence, or to fabricate testimony.
Since an exemption is being claimed for sub
section Cd) of the Act (Access to Records) the
rules required pursuant to subsection (f) (2)
through (5) are inapplicable to the extent
that this system of records is exempted for
subsection (d).

(6). (g). Since an exemption is being
claimed for subsections (d) (Access to Rec
ords) and (f) (Agency Rules) this section is
inapplicable. and is ex.em}Sted for the reasons
set forth for those subsections. to the extent
that this system of records is exempted from
subsections (d) and (f).

(i) The following systems of records
are exempted pursuant to the provi
sions of 5 U.S.C. 552a(j)(2) from sub
sections (c) (3) and (4), (d), (e) (1), (2),
and (3), (e)(4) (G), (H); and (1). (e) (5)
and (8). (f) and (g) of 5 U.S.C. 552a:

(1) Information File on Individuals and
Commercial Entities Known or Suspected of
Being Involved In Fraudulent Activities Sys
tem of Records (JUSTICEfCRM....()()6).

(2) The Stocks and Bonds Intelligence Con
trol CarQ File System of Records (JUSTICE;
CRM...()2l).

(3) Tax Disclosure Index File and Associ
ated Records (JUSTICEiCRM-C25).

These exemptions apply only to the ex
tent that information in these systems
is subject to exemption pursuant to 5
U.S.C.552aO)(2).
. (j) The systems of records listed in
paragraphs (i)(1), (i)(2), and (i)(3) of this
section are exempted. for the reasons
set forth. from the following provisions
of 5 U.S.C. 552a:

(1)(c)(3) The release of the disclosure ac
counting for disclosures made pursuant to

28 CFR Ch. I (7-1-94 Editio"-

subsection (b) of the act, Including those IX
mitted under the routine uses published for
these systems of records, would permit the
subject of an investigation of an actual or
potential criminal violation to determine
whether he Is the subject of a criminal inves
tigation, to obtain valuable information con
cerning the nature of that investigation. and
the information obtained. or the identity of
witnesses and informants, and would there
fore present a serious impediment to law en
forcement. In addition. disclosure of the ac
counting would amount to notice to the indi
vidual of the existence of a record; such no
·tice requirement under subsection (f)O) Is
specifically exempted for this system of
records.

(2)(c)(4) Since an exemption is being
claimed for subsection (d) of the act (access
to records), this section Is inapplicable to
the extent that these systems of records are
exempted from subsection (d).

(3)(d) Access to the records contained in
these systems would inform the subject of an
Investigation of an actual or pOtential crimi
nal violation of the existence of that inves
tigation, of the nature and scope of the infor
mation a.nd evidence obtained as to his ac
tivities. of the identity of witnesses and in
formants. or would provide information that
could enable the subject to avoid detect'
or apprehension. These factors would pre
a serious impediment to effective law
forcement because they could prevent the
successful completion of the investigation,
endanger the physical safety of witnesses or
informa.nts, and lead to the improper influ
encing of witnesses. the destruction of evi
dence. or the fabrica.tion of testimony.

(4) Exemption is claimed from subsections
(e) (1). (2), and (3), (e)(4) (G), (H). and (1).
(e)(5) and (e)(8) for the reasons stated in sub
sections (b)(4), (b)(5), (b){6), (b)(7), (b)(8).
(b)(9). and (b)(10) of this section.

(5)(f) Procedures for notice to an individual
pursuant to subsection (f)(l) as to the exist
ence of records pertaining to him dealing
with an actual or potential criminal inves
tigation or prosecution must be exempted
because such notice to an individual would
be detrimental to the successful conduct and!
or completion of an investigation or prosecu
tion pending or future. In addition, mere no
tice or the fact of an investigation could in
form the subject or others that their activi·
ties are under or may become the subject 01
an investigation and couid enable the sub
jects to avoid detection or apprehension, to
influence witnesses improperly. to destroy
evidence. or to fa.brIcate testImony. SInce an
exemption is being claimed for subsection (d:
of the act (access to records), the rules reo
quired pursuant to subsection (f) (2) thl'
(5) are inapplicable to these systen
records.

(6)(g) Since an exemption is being claime(
for subsections (d) (access to records) and (f
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(Ag-ency rules). this section i~ lnRppli<':I\.l.lic
and is exempted fol' the reaSOllS ti(,t, fort,h for
those subsections.

(k) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections (c)
(3) and (4), (d), (e) (1), (2) and (3), (e)(4)
(Gl, (H) and m. (e) (5) and (8), (0 and
(g) of 5 U.S ,C. 552a; in addition, the fol
lOWing systems of records are exempted
pursuant to the provisions of 5 U.S.C.
552a{k)(l) from subsections (c) (3), (d),
(e)(1), (e)(4) (G), (H) and (I) and (f) of 5
U.S.C.552a:

Organized Crime and Racketeering Sec
tion, Criminal DIvision, Gel'jera.l Index File
and Associated Records System of Records
(JUSTICElCRM-QlZ).

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(j)(2) and (k)(l).

(1) The system of records listed under
paragraph (rn)l of this section is ex
empted. for the reasons set forth, from
the following provisions of 5 U.S.C.
552a:

(1). Exemption is claimed from subsections
Ic) (3) and (4) and (d) for the reasons stated
in subsections (j)(J). (j)(2) and (j)(3) of this
section.

(2). (e)(l). The notice for this system of
records published in the FEDERAl, REGISTER
sets forth the basic stat.Oltory or related au
thority for maintenance of this system. How
ever, in the course of criminal investiga
tions. cases, and matters, the Orga.nized
Crime and Racketeering Section will occa
sionally obtain information concerning ac·
tual or potential violations of law that are
not strictly wIthin its statutory or other au·
thority, or may compJle information in the
course of aD investigation which may not be
relevant too a specific prosecution. In the in
terests of effective law enforcement. It is .
necessary to retain such information in thjs
system of records since it can aid in estab.
lishing patterns of criminal activity and can
provide valuable leads for federal and o~her

law enforcement agencIes.
(3). EJtemption is claimed from subsections

(e) (2) and (3), (e)(4) (G), (H) and m. (e) IS)
and (B), (f) and (g) for the reasons stated in
SUbsections (b)(5), (b)(6). (b)(7), (bHB). (b)i9),
(b)(10), (b)(1l) and (b)02) of this section.

(4). In addition, exemption is claimed for
this system of records from compliance with
the following provisions of the Pri\'acy Act
of 1974 (5 U.S.C. 552a) pursuant to the provi-

I Paragraph (m) was redesignated as para
graph (k) at 44 FR 54046. Sept. 18. 1979.
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SiOHti of 511.S.C. b52a(kH!): Sul!S('(;(,iolls (c)(3\,
iU). lc)(ll, ie)(4) IGI. (HI and (I) ;llllilfl t.o Uw
extent that the records cont.ained in thi!l sys
tem are spedficrSI.y authorized t.o be kept se
l:ret. in the interest." of national defense :md
foreign polky.

(m) The following system of records
is exempted pursuant to the provisions
of 5 U.S.C. 552a(j)(2) from subsections
(C) (3) and (4), (d), (e) (2) and (3), (el (4}
(G), (H) and m, (e) (8), ([) and (g) of 5
U.S.C.552a:

ReqUests to the Attorney General For Ap
prova.l of Applications to Federal Judges For
Electronic Interceptions System of Records
(JUSTICEiCRM...{l19).

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C.552a{j)(2).

(n} The system of record~ lis~ed in
paragraph (m) of this sectIOn 15 ex
empted for the reasons set forth. from
the fol1owing provisions of 5 U.S.C.
&52a:

(1). (c)(S). The relea.se of the disclosure ac
counting for disclosures made pursuant to
subsection (b) of the Act. including those
permitted under the routine uses published
for these systems of records. would permit
the subject of an electronic interception t.o
obtain valuable information concerning the
Interception, including information as t.o
whether he is the subject of a criminal inves
tigation, by means other than those pro.vided
for by statute. Such information could lnter
fere with the successful conduct andlor com
pletion of a criminal investigation, and

. would therefore present a serious impedi
ment to law enforcement. In addition. disclo
sure or the accounting would amount to no
tice to the individual or the existence of a
record; such notice reQuirement under sub
sectioll (fJ(l) is specJfically exempted for
these systems of records.

(2). (c)(4). Since an exemption is being
cla.imed for subsection (d) of the Act (Access
to Records) this section is inapplicabl~. .

(3). (d). Access to the records con tawed In

these systems would inform the subject of an
electronic interception of the existence of
such surveilla.nce including information as
to whether he is the subject of a criminal In
vestigation by means other than those pro
Vided for by statute. This couid interfere
with the successful conduct andlor comple
tion of a criminal investigation and there
fOI'e present a serious Impediment to law en-
forcement. .

(4). (e)(2). In the cont.ext of an electromc
Interception. the requirement that informa
tion be collected to the greatest extent prac
ticable from the l'lltlject individuai would
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present a serious Impediment to law enforce
ment because the subject of the investiga
tion or prosecution would be placed on no
tJce as to the existence of the Investigation
and this would therefore de!ltroy the efficacy
of the interception.

(5). (e)(3). The requIrement that indiyjdua.1s
supplying information be provided with a
form stating the reqUirements of subsection
(e)(3) would constitute a serious Impediment
to law enforcement in that It could com
promise the existence of a confidential elec
tronic interception or' reveal the identity of
witnesses or confidential informants.

(6). (e)(4) (G) and <H). Since an exemption
Is being claimed for subsections (f) (Agency
Rules) and (d) (Access to Records) of the Act
these subsections are inapplicable.

(7). Exemption is claimed from subsections
(e)(4)(I) and (e){8) for the reasons stated In
subsections (b)(B) and (b)(lO) of this section.

(8). (fl. Procedures for notice to an Individ
ual pursuant to subsection ([)(1) as to the ex
istence of records pertaining to him deallng
with an electronic Interception other than
pursuant to statute must be exempted be
cause such notice to an individual would be
detrimental to the successful conduct aodJor
completion of an investigation pending or fu
ture. In addition, mere notice of the fact of
an electronIc Interception could inform the
subject or others that their activities are
under or may become the subject of an inves
tigation and could enable the subjects to
avoid detectJon or atlPrehension, to Influence
witnesses improperly, to destroy evidence. or
to fabricate testimony.

Since an exemption is being claimed for sub
section (d) of the Act (Access to Records) the
rUles required pursuant to subsection (f){2)

through (5) are Inapplicable to these systems
of records to the extent that these systems
of records are exempted from subsection ld).

(9). (g). Since an exemption is being
claimed for subsection (d) (Access to Rec
ords) and <0 (Agency Rules) this section Is
Inapplicable, and is exempted for the reasons
set forth for those subsections. to the extent
that these systems of records are exempted
from subsection (d) and (f).

(0) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections (c)
(3) and (4), (d), (e) (2) and (3), (e) (1,) (G),
(H), and (1), (e)(8), (f) and (g) of 5 U.S.C.
552a; in addition the follOWing system
of records is exempted pursuant to the
provisions of 5 U.S.C. 552a(k)(l) and
(k)(2) from subsections (c)(3). (d), (e)(4)
(0), (H) and (I); and (0 of 5 U.S.C. 552a:

Witness Immunity Records System of
Records (JUSTICEiCRM~22l.

28 CFR Ch. I (7 -1-94 Edition'

These exemptions apply only t.Q the e.
tent that information in this system is
subject to .exemption pursuant to 5
U.S.C. 552a (j)(2) and (k)(1) and (k)(Z).

(p) The system of records listed under
paragraph (q)2 of this section is ex
empted, for the reasons set forth. irom
the following provisions of 5 U .S.C.
552a:

(1). (c)(3). Release of the accounting of dis
closures made pursuant to subsection (b) of
the Act, including those permitted under the
toutine uses pubUshed for this system of
records, (a) as to a witness for whom immu
nity has been proposed, would inform the in
dividual of the existence of the proposed im
munjty prematurely, thus creating a serious
impediment to effective law enforcement in
that the witness could flee, destroy evidence,
or fabricate testimony; and (b) as to a wit
ness to whom immunity has been granted. or
for whom it has been denied. would reveal
the nature and scope of the activities. jf any.
of the witness known to the government,
which would also create a serious Impedi
ment to effective law enforcement.

(2). (c)(1). Since an exemption is being
claimed for subsection (d) of the Act (Access
to Records) this section is Inapplicable .....
the extent that this system of records If
empted from SUbsection (d).

(3). (d). Access to the records contained HI

this system (a) as to a witness for whom im
munity has been proposed, would inform the
Individual of the existence of the proposed
immunity prematurely, thus presenting a se
rious Impediment to effective law enforce
ment in that the witness could nee. destroy
evidence. or fabricate testimony; and (b) as
to a witness to whom immunity has been
granted, or for whom it has been denied.
would reveal the nature and scope of the ac
tivities. if any, of the witness known to the
government, which would also create a seri
ous impediment to effective law enforce
ment.

(4). (e){2). In a witness immunIty request
matter. the requirement that information b€
collected to the greatest extent practicabl€
from the subject individual would present a
serious impediment to law enforcement be·
cause the subject of the immunity request
and often the subject of the underlying in
vestigation or prosecution would be placec
on notice as to the existence of the inves
tigation and would therefore be able to avoil
detection or apprehension, to inOuence wit
nesses improperly, to destroy evidence, or tc
fabricate testimony.

(5). Exemption is claimed from subsection
(e)(31. (e)(4)(0). (H) and (I). and (e)(8) fc-

2 Para~raph (q) was redes!l-rnated as para
g-raph (0) at. 44 FR 54046. Scpt. 18. 1979.
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rcason~ stated in subsections (lJ}(6l. (u}(7l.
(blt8) and (b)(1O) of this section.

(6). (f). Procedures for notice to an individ
ual pursuant to subsection ([)(l) as to the ex
istence of records pertaining- to him (a) as to
a witness for whom immunity has been pro
posed, would inform the individual of the ex
istence of the proposed immunit.y pre
maturely. thus presenting- a serious impedi
ment to effective law enforcement in that.
the witness could flee. destroy evidence, or
fabricate testimony; and (b) as to a witness
to whom immunity has been granted, or for
whom it has been denied. would reveal the
nature and scope of the activity, if any, of
the wit.ness known to the government. which
would also create a serious impediment to
effective law enforcement.

Since an exemption is being claimed for sub
section <d) of the Act (Access to Records) the
rules required pursuant to subsection (f)(2)
through (5) are inapplicable to this system of
records to the extent that this system of
records is exempted from sub~ection (d).

(7), (g). Since an exemption is being
claimed for subsections <d) (Access to Rec
ords) and (f) (Agency Rules) this section is
inapplicable, and is exempted for the reasons
set forth for those subsections, to the extent
that this system of records Is exempted for
subsections (d) and (f).

(B). In addition. exemption is claimed for
this system of records from compliance with
the follOWing provisions of the Privacy Act
of 1974 (5 U.S.C. 552a) pursuant to the provi
sions of 5 U.S.C. 552a(k)(I): subsections (c)(3).
(d), (e){1), (e)(4) (G), (H) and (I) and (f) to the
extent that the records contained in this sys
tem are specifically authorized to be kept se
cret in the interests of national defense and
foreign policy.

(q) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4),
(d), (e) (1), (2) and (3). (e)(4) (G). (H) and
m. (e) (5) and (8), <n. and (g):

(1) Freedom of InformatioruPrivacy Act
Records <JUSTICE'CRM...()24)
These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(j)(2), (k)(l) and (k)(2).

(1') Because this system contains De
partment of Justice civil and criminal
law enforcement, investigatory
records, it is exempted for the reasons
set forth from the following provisions
of:> U.S.C. 552a:

(1 )(<.')(3). The release of the disclosure ac
counting would pre\'t'nt a serious impedi
ment to law enforcement by permitting the
subjef't, of an investigation of an actual or
potential criminal, civil. 01' re~ulat.ory viola
tion to (jPL('rmine whf>t.h('!' he is the :-;ubject

§ 16.9\

of investi~aUon. or to obtain v:dualtlt· infor
mation concerning- the. nature of t.hat inves
tigation and the information obt,ained. or to
identify witncsRe5 and informant.s,

(2)(c)(41, Since an ex(>mption is being
claimed for subsection <d) of thr Act <Access
to Records). this subsection is inapplicable
to the ext·~nt that this system of records is
exempted from subsection (d).

(3)(d). Access to recordS contained in this
system would enable the subiect of an inves
tigation of an actual or potential criminal or
civil case or regulatory violation to deter
mine whether he or she is the subject of in
vestigation, to obtain valuable information
concerning the nature and scope of the inves
tigation, and information or evidence ob
tained as to hiSi'her activities. to identify
witnesses and informants, or to avoid detec
tion or apprehension. Such results could pre
vent the successful completion of the inves
tigation. endanger the physical safety of wit
nesses or informants, lead to the improper
influencing of witnesses. the destruction of
evidence. or the fabrication of testimony.
and therebY present a serious impediment to
effective law enforcement. Amendment of
t.he records would interfere with ongoing
criminal law enfoI'cement proceedings and
impose an impossible administrative burden
by requiring criminal investigations to be
continuously reinvestigated.

(4)(e)(1). In the course of criminal or other
law enforcement Investigations. cases, and
matters. the Criminal Division will occasion
ally obtain information concerning actual or
potential violations of law that are not
strictly within its statutory or other author
ity. or it may compile information in the
course of an investigation which may not be
relevant to a specific prosecution. In the in
terests of effective l:o...w enforcement, It is
necessary to retain such information since it
can aid in establishing patterns of criminal
activity and can provide valuable leads for
Federal and other law enforcement agencies.

(S){e}(2). To collect information to the
greatest extent practicable from the subject
IndIvidual of a criminal investigation or
prosecution would present a serious impedi
ment to law enforcement. The nature of
criminal and other investigative activities is
such that vital information about an individ
ual can only be obtained from other persons
who are familiar with such individual and
his/her activities. In such investigations it is
not feasible to rely upon information fur
nished by the individual concerning- his own
activities.

(6) (e)(3). To provide individuals 8upplying
information with a form stating the require
ments of suo8ection (e)(3) would constitute a
serious impediment to law enforcement in
that it could compromi:::;e the existence of a
confidential invegt.ig-ation or reveal t.he idrn
tit.y of witnci;ses or ,·onfidcnt.ial informantg.
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('1)(e)(4) (G) and (H). These subsections are
Inapplicable to the extent that this system is
exempt from the access provisions of sub
section (d) and the rules provisions of sub
section (f).

(8)(e)(4)(I). The categories of sources of the
records in this system have been published in
the FEDERAL REGISTER in broad generic
terms in the belief that this is all that sub
section (e)(4)(I) of the Act requires. In the
event. however, that this subsection should
be interpreted to require more detail as to
the identity of sources· of the records in this
system. exemption from this provision is
necessary to protect the confidentiality of
the sources of criminal and other law en
forcement information. Such exemption is
further necessary to protect the privacy and
physical safety of witnesses and informants.

(9) (e)(5). In the collection of information
for criminal law enforcement purp<:>ses it Is
impassible to determine in advance what in
formation is accurate, relevant. timely, and
complete. With the passage of time. seem
ingly irrelevant or untimely information
may acquire new significance as further In
vestigation brings new details to light and
the accuracy of such information can often
only be determined in a court of law. The re
strictions of subsection (e)(5) would inhibit
the ability of trained investigators. intel
ligence analysts. and government attorneys
in exercising their judgment in reporting on
Infor-mation and investigations and impede
the development of criminal or other intel
l1gence necessary for effective law enforce
ment.

(10)(e)(8). The individual notice require
ments of subsection (e)(8) could present a se
rious impediment to law enfor-cement as thls
could interfere with the ability to issue war
rants or SUbpoenas and could reveal inves
tigative techniques, procedures. or evidence.

(11)(0. This subsection is inapplicable to
the extent that this system is exempt from
the access provisions of subsection (d).

(12)(g). Because some of the records in this
system contain information which was com
piled for law enforcement purposes and have
been exempted from the access provisions of
subsection (d l, subsection (g) is inapplicable.

(s) The following system of records is
exempted from 5 U.S.C. 552a(d).

Office of Special Investigations Displaced
Persons Listings (JUSTICElCRM...{)27l.
This exemption applies to the extent
that the records in this system are sub
ject to exemption pursuant to 5 U.S.C.
552a(k)(2).

(t) Exemption from subsection (d) is
justified for the following reasons:

(1) Access to records contained in
this system could inform the subject of
the identity of witnesses or inform-

28 CFR Ch, I (7·1-94 Editio"-

ants. The release of such informati\'"
could present a serious impediment to
effective law enforcement by endanger~

ing the physical safety of witnesses or
infol'mants; by leading to the improper
influencing of witnesses, the destruc
tion of evidence. or the fabrication of
testimony; or by otherwise preventing
the successful completion of an inves
tigation.

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976,
as amended by Order No. 659--76. 41 FR 32423.
Aug. 3. 1976; Order No. 11-78, 43 FR 38386.
Aug. 28, 1978; Or-der No. 30-79, 44 FR 54046,
Sept. 18. 1979; Order Nos. &-86. 7-s6. 51 FR
15475. 15177. Apr. 24, 1986]

§ 16.92 Exemption or Land and Natural
Resources Division System-limited
access, as indicated.

(a) The following system of records is
exempt from 5 U.S.C. 552a(c)(3) and (d):

(1) Docket Card System (JUSTICEiLDN
003).

These exemptions apply only to the ex
tent that information in this system j"

subject to exemption pursuant t,
U .S.C. 552a(k)(2).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because
that portion of the Docket Card Sys
tem relating to enforcement of crimi
nal provisions of the Refuse Act of 1899
(33 U.S.C. 407). section 10 of the River
and Harbor Act of 1899 (33 U.S.C. 403).
section 5 of the Outer Continental
Shelf Act (43 U.S.C. 1151 et seq.), the
Clean Air Act (42 U.S.C. 1857 et seq.)
and the Noise Control Act of 1972 (42
U.S.C. 4901), is being exempted from ac
cess and contest; the provisions for dis
closure of accounting is not applicable.

(2) From subsection (d) because of the
need to safeguard the identity of con
fidential informants and to facilitate
the enforcement of the criminal provi
sions of the above statutes.

(c) The following system of records is
exempt from 5 U.S.C. 552a (c)(3) and (d):

(I l Freedom of InformatlontPrivacy Act
Records System. (Justlce/LDN-OOSl.
These exemptions apply only to th(
tent that information in this syster.
subject to exemption pursuant to 5
U .S.C. 55241.( k )(2).
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(d) Exemptions fr'om the particul::tr
subsections arc jm;tified for t.hl~ follow
i ng- reasons:

(1) From subsection (c) (3) becfluse
t.hat portion of the Freedom of Infor
mationfPrivf\,cy Aet Records Syst.em
that consists of investig-atory mate
rials compiled for law enforcement pur
poses is being exempted from access
and contest; the provision for disclo
sure of accounting is not applicable.

(2) From subsection (d) because of the
need to safeguard the identi ty of con
fidential informants and avoid inter
ference wi th ong-oi ng investigations or
law enforcement activities by prevent
ing premature disclosure of informa
tion relating to those efforts.

[Order No. 688-77. 42 FR 10000. Feb. 18. 1977J

§ 16.93 Exemption of Tax Division Sys
tems-limited access.

(a) The following systems of records
are exempted pursuant to the provi
sions of 5 U.S.C. 552a (j)(2) from sub
sections (c)(3). (c)('1). (d)(1), (d)(2),
(d)(3), (d)(4), (e)(l). (e)(2), (e)(3),
(e)(4){G), (e)(4)(H). (e)(4)(1), (e)(5J, (e)(8),
(f) and (g) of 5 U.S.C. 552a:

0) Tax Division Central Cla.ssification
Cards. Index Docket Cards. and Associated
Records-Criminal Tax Cases (JUSTICE!
T AX-OOl l-Limi ted Access.

(2) Tax Division Special Projects Files
(JUSTICETAX-OOS)-Limited Access.
These exemptions apply to the extent
that information in these systems is
subject to exemption pursuant to 5
U.S,C, 552a(j)(Z).

(b) The systems of records listed
under paragraphs (a)(l) and (a)(Z) of
this section are exempted for the rea
sons set forth below, from the follow
ing provisions of 5 U.S.C. 552a:

(l)(Cl(3), The release of the disclosure ac
counting, for disclosures made pursuant to
subsection (b) of the Act. including those
permitted under the routine uses published
for those systems of records, would enable
the subject of an investigation of an actual.
or potential criminal t,ax case to determine
whether he or she is the sul>ject of investiga
tion, to obtain valuable information con
cerning the nature of that investig-ation and
t.he information obtained, and to determine
the identi ty of witnesses or informants. Such
access to investiliatJve infomlat.ion would.
acconiing-h', present a serious impedinwnt to
law enforcement. In addit.ion. discJosuI'e of
t.lle accounting- would c.;Oll$titut-e 110t ice to
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the individual of tIl(! existeIH'(' or a record
even thoudl such noLie{' n~q\lin'mt·ll1. under
suusectiul1 (fH l) is sppdfically t'xPllIlll.e(\ for
these sysLPf!ls of records.

(2)((;){41. ~illt:e <lll ('X('lllpt.iOIl i:; ll(>ill~

cla.imed for suosection ltl) of the Act (At'cess
to Recordsl this suuscct.ion is inr..pplit;alJle t.o
the extent that these systems of records are
exempted from subsection (d).

(3) (d)(l \; <d)<Z); Id)(3); Idll4l. Acee",,;; to the
records contained in these systems would in
form ~he subject of an actual 01' potential
criminal tax investig-atlon of the existence of
that investigation, of the nature and scope of
the information and evidence obtained as to
his or her actjvj ties, and of the ident! ty of
witnesses or informants. Such access WOUld,
accordingly, provide information that could
enaole the subject to avoid detection. appre
p,ension and prosecution. This resul t. there
fore, would constitute a serious impediment
to effective law enforcement not only be
cause it would prevent the successful com
pletion of the investigation but al=>o because
it could endangE'r the physical safety of Wit
nesses or informants. lead to the improper
inOuenclng of witnesses, the destruction of
evidence. or the fabrication of testimony.

(4)(e)(ll. The notices for these systems of
records published in the FEDERAL REGISTER.
set forth the basic statutory or related au
thority (or maintenance of these systems.
However. in the course of criminal tax and
related law enforcement Investigations,
cases. and matters, the Tax Division will oc
casionally obtain information concerning ac
tual or potential violations of law that may
not be technically within Its statutory or
other authority or may compile information
in the course of an investigation which may
not be relevant to a specific prosecution, In
the interests of effective law enforcement, it
is necessary to retain some or all of such in
formation In these systems of records since
it can aId in establishing patterns of crJmi
nal activity and can provide valuable leads
for Federal and other law enforcement ag-t'n
cies,

(5)(e)(2). In a criminal tax investi/n1.tion or
prosecution, "he requirement that informa
tion be collected to the greatest extent prac
ticable from the subject individual would
present a serious impediment to law enforce
ment because the subject of the investiga
tion or prosecution would be plaeel1 on no
tice as to the existence of the investigation
and would therefore be able to Hvoid detec
tion or apprehension. innuence wi t.ness('s im
properly, destroy evidence. or fabricat.e tes
timony.

(6)(el(31. The requirement that individuals
supplying' information oe provided with a
form st,ating the rrQull'Cmrnt.s of subsection
(e)(3l would constitute a serious impc(iiment.
to law enforcemellt in t,hat it could COIll
promise tlw PXist-l'IKP of a confitlelll i,ll inv!'s-
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tigatlon or reveal the identity of witnesses
or confidential informants.

(7)(e)(4) (G) and (H). Since an exemption Is
being claimed for subsections {O (Agency
Rules) and (d) (Access to Records) of the Act
these subsections a.re inapplicable to the ex
tent that these systems of records are ex
empted from subsection (f) and (d).

(8)(e)(4)(I). The categories of sources of the
records in the systems have been published
in the FEDERAL REGISTER in broad generic
terms in the belief that this is all that sub
section (e)(4)(1) of the. Act requires. In the
event. however. that this subsection should
be interpreted to require more detail as to
the identity of sources of the records in
these systems, exemption from this provi
sion is necessary in order to protect the con
fidentiality of the sources of criminal tax
and related law enforcement information.
Such exemption is further necessary to pro
tect the privacy and physical safety of wit
nesses and informants.

(9)(e)(5). In the collection of Information
for criminal tax enforcement purposes it is
impossible to determine In advance what in
formation is accurate. relevant. timely. and
complete. With the passage of time, seem
ingly Irrelevant or untimely information
may acquire new significance as further in
vestigation brings new details to light. Fur·
thermore, the accuracy of such information
can often only be determined in a court of
law. The restrictions of subsection (e)(5)
would restrict the ability of government at
torneys In exercising their judgment in re
porting on information and investigations
and impede the development of criminal tax
information and related data necessary for
effective law enforcement.

(10)(e)(8). The individual notice require
ments of suosection (e)(8) could present a se
rious impediment to law enforcement as this
could interfere with the ability to Issue war
rants or subpoenas and could reveal inves
tigative techniques. procedures, or evidence.

Dl)(f). Procedures for notice to an individ
ual pursuant to subsection (0<1) as to the ex
istence of records pertaining to him dealing
with an actual or potential criminal tax,
civil tax, or regulatory investigation or pros
ecution must be exempted because such no
tice to an individual would be detrimental to
the successful conduct and/or completion or
an investigation or prosecution pending or
future. In addition. mere notice of the fact of
an investigation could inform the subject or
others that their activities are under or may
become the subject of an investigation and
could enable the subjects to avoid detection
or apprehension. to inUuence witnesses im
properly, to dest.roy evidence, or to fabricate
testimony.

Since an exemption is being claimed for
subsection (dl of the Act (Access to Re~ords)

the rules required pursuant to subsection (f)
(2) throug-h (5) are inapplicable to these sys·

28 CFR Ch, I (7·1-94 Editior'

tems of records to the extent that these sy_
tems of records are exempted from sub
section (d).

(12)(gl. Since an exemption Is being
claimed for subsections (dl (Access to Rec
ords) and (f) (Agency Rules) this section is
inapplicable. and l·s exempted for the reasons
set forth for those subsections. to the extent
that these systems of records are exempted
from subsections (d) and W.

(e) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(k)(2) from subsections
(c)(3). (d)(l). (d)(2), (d)(3). (d)(4), (e)(1).
(e)(4)(G. (e)(4)(H. (e)(4)(1) and (f) of 5
U.S.C. 552a:

(1) Tax Division Central Classification
Cards. Index Docket Cards. and Associated
Records---Civi} Tax Cases (JUSTICEi'I'AX
<X!2}-Limi ted Access.
These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(k)(2).

(d) The system of records listed under
paragraph (c)(1) is exempted for the
reasons set forth below, from the fol
lowing provisions of 5 U.S.C. 552a:

(l)(c}(3). The release of the disclosure
counting. for disclosures made pursuant \,v

subsect.ion (b) of the Act. including those
permitted under the routine uses publlshed
for this system of records. would enable the
subject of an investigation of an actual 01'
potential civil tax case to determine whether
he or she is the subject of investigation. to
obtain valuable information concerning the
nature of that investigation and the infor
mation obtained, and to determine the Iden
tity of witnesses or informants. Such access
to investigative information would. accord
ingly, present a serious impediment to law
enforcement. In addition, disclosure of the
accounting would constitute notice to the
individual of the existence of a record even
though such notice requirement under sub
section ([)rlJ Is specifically exempted for this
system of records.

(2) (d)(1); (d)(2); (d)(3); (d)(4). Access to the
records contained in this system would in
form the subject of an actual or potential
civil tax investigation of the existence of
that investigation. of the nature and scope of
the information and evidence obtained as to
his or her activities and of the identity of
witnesses or informants. Sut:h access would,
accordingly, provide information that could
enable the subject to avoid detection. This
result. therefore, would constitute a sar'
impediment to effective law enfOl'cemen
only because it would prevent the sUCce~,.

compleCion of the investi/.iation but also be
cause it r.o.uld endl1.ng-er the physical safety
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of witnesses or informants. lead to the im
proper Int1ueneing of witnesses, t.he destruc
tion of evidence, or the fabrication of testi
mony.

(3)(e )(1). The notices for thi~ system of rec
ords publlshed in the FEDEllA!, R~;GI:;TF;I~ set
forth the basic statutory or related author
ity for maintenance of this system. However,
in the course of civil tax and related law en
forcement investigations, cases and mat.ters.
the Tax Division will occasionally obtain in
formation concerning actual or potential
violations of law that are not strictly or
technically within its statutory or other au
thority or may compile information in the
course of an investigation which may not be
relevant to a. specific case. In the int.crests of
effective law enforcement, it is necessary to
retain some or all of such information in this
system of records since it can aid in estab
lishing patt.erns of tax compliance and can
provide valuable leads for Federal and other
law enforcement agencies.

(4)(e)(4) (0) and (H). Since an exemption is
being claimed for subsections (f) (A~ency

Rules) and (dl (Access to Records) of the Aiel.,
these subsections are inapplicable to the ex
tent that this system of records is exempted
from subsection (f) and «(l).

(S)(e)(4)(I). The categories of sources of the
records in this system have been published in
the FEDERAL REGISTER in broad generic
terms in the belief that this is all that sub
section (elVl}m of the Act requires. In the
event. however, that this subsection should
be Interpreted to require more detail as to
the Identity of sources of the records in this
system, exemption from this provision is
necessary in order to protect the confiden
tiality of the sources of civil tax and related
law enforcement Information. Such exemp
tion is further necessary to protect the pri
vacy and physical safety of witnesses and in
formants.

(6)(f). Procedures for notice to an individ
ual pursuant to subs~ction (flO) as to exist
ence of records pertaining to the individual
dealing with an actual or potential crimin.al
tax. civil tax, or regulatory investigation or
prosecution must be exempted because such
notice to an individual would be detrimental
to the successful conduct and/or completion
of an investigation or case, pending or fu
ture. In addition, mere notice of the fact of
an investigation could inform the subject OX'
others that their activities are under or may
become the subject of an investigation and
could enable the subjects to avoid detection,
to inOuence witnesses improperly. to destroy
evidence, or to fabricate testimony.

Since an exemption is being claimed
for subsection (d) of the Act (Access to
Records) the rules required pursuant to
subsection (f) (2) through (S) are inap
plicable to this system of reconls to
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the extent. that this syst(~m of records
is exempt.ed from subsection <d}.

(e) The roHowing system of records is
exempt from 5 U.S.G. 552a (c)(3l, (c)(4),
(d). (0)(1), (e}(2), (e}(3), (c)(1), (C),
(e)(4)(H), (e)(4)(1). (e) (5) and (8), m, and
(g),

(1) Freedom of Information-Priva.cy Act
Request Files (JUSTICEiTAX-{)()4l

These exemptions apply to the extent
that information in this system is sub
ject to exemption pursuant to 5 U.S.C.
552a(j)(2) and Ck)(2).

(f) Because this system contains De
partment of Justice civil and criminal
law enforcement. investigatory
records, it is exempted for the reasons
set fort,h from the following provisions
of 5 U.S.C. 552a:

(l )(c)\3). The release of the disclosure ac
counting- would pregent a serious impedi
ment to law enforcement by permitting the
subject of a investigation of an actual or po
tential criminal, civil, or ret;ulatory viola
tion to determine whether he is the subject
of investigation, or to obtain valuable infoI"
mation concerning the nature of that Inves
tigation and the information obtained, or to
identify witnesses and informants.

(2)(C){4l. Since an exemption is being
claimed for subsection (dl of the Act (Access
to Records), this subsection is inapplicable

·to the extent that this system of records is
exempted from subsection (d).

(3)(d). Access to records contained in th;s
system would inform the subject of an act.ual
or potential criminal tax investigation of
the existence of that investigation, of the
nature and scope of the investigation, of the
information and evidence obtained as to his
or her activities. and of the identity of wit
nesses or informants. Such access would, ac
cordingly, provide information that· could
enable the subject to avoid detection, appre
hension. and prosecution. This result. there
fore, would constitute a serious impediment
to effective law enforcement not only be
cause it. would prevent the successfUl com
pletion of the investigation but also because
it could endanger t.he physical safety of wit
nesses or informants, lead to the improper
int1uencing of witnesses. the destruction of
evidence, of the fabrication of testimony.
Amendment of the records would interfere
with ongoing cI'iminal law enforcement pro
ceedings and imposes an impossible adminis
trative burden by requiring criminal inves
tigations t.o be continuously I'einvestigated.

(4)(e)(I). In the course of criminal tax and
related law enforcement investigations,
cases, and matters. the Tax Division will oc
casionally Qbtain information I.:oncerning ac
t.ual 01' pot.ent.ial violat.iom; of law t.hat may
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not be technically within its statutory or
other authority, or it may compile informa
tion in the course of an investigation which
may not be relevant to a specific prosecu
tion. In the interests of effective law en
forcement, it Is necessary to retain some or
all of such information since it can aid In es
tablishing patterns of criminal activity and
can provide valuable leads for Federal and
other law enforcement agencies.

(5)(e)(2). To collect information to the
greatest extent practicable from the subject
individual of a criminal· investigation or
prosecution would present a serious impedi
ment to law enforcement because the subject
of the investigation or prosecution would be
placed on notice as to the existence of the in
vestigation and would therefore be able to
avoid detection or apprehension, improperly
innuence witnesses, destroy evidence, or fab
ricate testimony.

(6)(e)(3). To provide Individuals supplying
information with a form which includes the
information reqUired oy subsection (e)(3)

would constitute a serious impediment to
law enforcement, I.e.. it could compromise
the existence of a confidentla.l investIgation
or reveal the identity of witnesses or con
fidential informants.

(7)(e)(4) (G) and (H). These subsections are
inapplicable to the extent that this system is
exempt from the access provisions of sub
section (d) and the rules provisions of sub
section <fl.

(8)(e)(4)(I). The categories of sources of the
records in this system have been published In
the FEDERAL REGISTER in broad generic
terms in the oelief that this is all that sub
section (e) (4) (1) of the Act requires. In the
event. however. that this subsection should
be Interpreted to require more detail as to
the identity of sources of the records in this
system. exemption from this provision is
necessary to protect the confidentiality of
the sources of criminal tax and related law
enforcement information. Such exemption is
further necessary to protect the privacy and
physical safety of witnesses and informants.

(9)(e)(':;). In the collection of informacion
for criminal tax enforcement purposes it Is
impossible to determine in advance what in
formation is accurate. relevant. timely. and
complete. With the passage of time. seem
ingiy irrelevant or untimely information
may acquire new significance as further in
vestigation brings new details to light. Fur
thermore. the accuracy of such information
can often only be determined in a court of
law. The restrictions of subsection (e)(5)
would inhibit the ability of government at
torneys in exercising their judgement in re
porting on information and investigations
and impede the development of criminal tax
information and related data necessary for
effective law enforcement.

(lO)le)(8). The individual ,notice require
ments of subsection (ell8) could present a se·

28 CFR Ch. 1 0·1-94 Edition)

dous impediment. to law enforcement. as this
could interfere with the ability to issue war
rants or subpoenas and could reveal Inves
tigative technique:>. procedures. or evidence.

(11)([). This subsection is inapplicabie to
the extent that this system is exempt from
the access provisions of subsection (d).

(lZ)(g). Because the records in this system
are generally compiled for law enforcement
purposes and are exempt from the access pro
visions of subsection (d), subsection (g) is in
applicable.

[Order No. 742-77, 42 FR 40906. Aug. 12. 1977,
as amended by Order No. EHl6. 51 FR 15478.
Apr. 24.1986]

§ 16.96 ExemI?tion of Federal Bureau
of Inveshgation Systems-limited
access.

(a) The following system of records is
exempt from 5 U.S.C. 552a(c)(3). (d).
(e)(1), (2). and (3), (e)(4)(G) and (m.
(el(S). (f) and (go).

(1) Central Records System (CRS) (JUS
TICE/FBI-.ooZ l.

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552(j) and (k). Where compliancE'
would not appear to interfere with o.
adversely affect the overall law en
forcement process, the applicable ex
emption may be waived by the FBI.

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subseotion (c)(3) because
making available to a record subject
the accounting of disclosures from
records concerning himlher would re
veal investigative interest by not only
the FBI. but also by the recipient agen
cy. This would permit the record sub
ject to take appropriate measures to
impede the investigation, e.g.• destroy
evidence, intimidate potential wit
nesses or Dee the area to avoid the
thrust of the investigation.

(2)(i) From subsections (d). (e)(4) (G)
and (H), (f) and (g) because these provi
sions concern individual access to in
vestigative records. compliance with
which could compromise sensitive in
formation classified in the interest of
national securi ty. interfere with the
overall law enforcement process by re
vealing a pending sensitive investig'
tion. pos::;ibly identify a confidentl
source or disclose information whicl,
would constitute an unwarranted inva-
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sion of anot.her individual's personal
privacy, reveal a sensitive investiga
tive technique. or constitut.e a poten
tial dang-er t.o the health or safety to
law enforcement personnel.

(ii) Also, individual access to non
criminal investigative records, e.g.,
civil investig-ations and administrative
inquiries. as described in subsection (k)
of the Privacy Act, could also com
promise classified information related
to national security, interfere with a
pending investigation or internal in
quiry. constit.ute an unwarranted inva
sion of privacy, reveal a confidential
source or sensitive investigative tech
nique, or pose a potential threat to law
enforcement personnel. In addition.
disclosure of information collected pur
suant to an employment suitability or
similar inquiry could reveal the iden
t1 ty of a source who provided informa
tion under an express promise of con
fidentia.lity, or could compromise the
objectivity or fairness of a testing or
examination process.

(iii) In addition, from paragraph
(d)(2) of this section. because to require
the FBI to amend information thought
to be incorrect. irrelevant or untimely,
because of the nature of the informa
tion collected and the essential length
of time it is maintained, would create
an impossible administrative and in
vestigative burden by forcing the agen
cy to continuously retrograde its in
vestigations attempting to resolve
questions of accuracy, etc.

(3) From subsection (e)(1) because:
(i) It is not possible in all instances

to determine relevancy or necessity of
specific information in the early stages
of a criminal or other investigation.

(iO Relevance and necessity are Ques
tions of judgment and timing; what ap.
pears relevant and necessary when col
lected ul Wnately may be deemed un
necessary. It is only after the i nforma
tion is assessed that its relevancy and
necessity in a specific investigative ac
tivity can be established.

(iii) In any investigation t.he FBI
might obt.ain information concerning
violations of law not under its jurisdic
tion, but. in the int.erest of effective law
enforcf:ment, dissemination will be
made t.o the agency charged wit.h en
forcing- such law.

§ 16.96

(Iv) In int.crviewing individuals 01' ob
t.aining- other forms· of evidence during
an invcRtig-ation. information could be
obtained, t.he nature of which would
leave in doubt its relevancy and neces
sity. Such information. however, could
be relevant to another investigation or
to an investigative activity under the
jurisdiction of another agency.

(1) From subsection (e)(2) because the
nature of criminal and other investiga
tive activities is such that vital infor
mation about an individual can only be
obtained from other persons who are
familiar with such individual and hisl
her activities. In such investigations it
is not feasible to rely upon information
furnished by the indi vidual concerning
his own activities.

(5) From subsection (e)(3) because
disclosure would provide the subject
with substantial information which
could impede or· compromise the inves
tigation. The individual could seriously
interfere with undercover investigative
activities and could take appropriate
steps to evade the investigation or flee
a specific area.

(6) From subsection (e)(8) because the
notice requirements of this provision
could seriously interfere with a law en
forcement activity by alerting the sub
ject of a criminal or other investiga
tion of existing investigative interest.

(c) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4),
(d), (e) (1), (2) and (3), (e)(4) (G) and (H),
(e) (5) and (8). (0, (g) and (m):

(1) Electronic Surveillance (Elsur) Indices
<J1]STICEJFB1..006).
These exempti ons apply only to the ex
tent that information in the system is
subject to exemption pursuant to 5
u.s ,C. 552a(j).

Cd) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because the
release of accounting disclosures would
place the subject of an investigation on
notice that he is under investigation
and provide him with significant infor
mation concerning the nature of the
investigation. resulting in a serious
impediment to law enfol"Ccment.

(2) From subsections (c)(4), (d). (e)(4)
(0) and (H), a.nd (go) because these pro
visions concern an individual's access
to records which concern him a.nd such
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access to records in this system would
compromise ongoing investigations, re
veal investigatory techniques and con
fidentis.l informants, and invade the
privacy of private citizens who provide
information in connection with a par
ticular investigation.

(3) From subsection (e)(l) because
these indices must be maintained in
order to provide the information as de
scribed in the "routine uses" of this
particular sYlStem,

(4) From subsections (e) (2) and (3) be
cause compliance is not feasible given
the subject matter of the indices.

(5) From subsection (e)(5) because
this provision is not applicable to the
indices in view of the "routine uses" of
the indices. For example, it is impos
sible to predict when it will be nec
essary to utilize information in the
system and. accordingly it is not pos
sible to determine when the records are
timely.

(6) From subsection (e)(8) because the
notice requirement could present a se
rious impediment to law enforcement
by revealing investigative techniques.
procedures and the existence of con
fidential investigations.

(7) From subsection (m) for the rea
sons stated in subsection (b)(7) of this
section.

(e) The following system of records is
exempt [rom 5 U.S.C. 552a(c) (3) and (4),
(d), (e) (1), (2) and (3), (e)(4) (G) and (R),
(e) (5) and (8), (0, and (g):

(1) Identification Division Records System
<JUSTICElFBI-009).

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C.552a(j).

CO Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) for the rea
sons stated in subsection (d)(1) of this
section.

(2) From subsections (c)(4), (d), (e)(4)
(G) and (R), ([) and (g) because these
provisions concern an individual's ac
cess to records which concern him.
Such access is directed at allowing the
subject of a record to correct inaccura
cies in it. Althoug-h an alternate sys
tem of access has been provided in 28
CFR 16.30 to 34 and 28 CFR 20.34, the
vast majol'ity of records in this system

28 CFR Ch. I (7-1-94 Edition)

concern local arrests which it would b"
inappropriate for the FBI to undertake
to correct.

(3) From subsection (e)(1) because it
is impossible to state with any degree
of certainty that all information on
these records is relevant to accomplish
a purpose of the FBI, even though ac
quisition of the records from state and
local law enforcement agencies is based
on a statutory requirement. In view of
the number of records in the system it
is impossible to review them for rel
evancy.

(4) From subsection (e)(2) because the
records in the system are necessarily
furnished by criminal justice agencies
due to their very nature.

(5) From subsection (e)(3) because
compliance is not feasible due to the
nature of the records,

(6) From subsection (e)(5) because the
vast majority of these records come
from local criminal justice agencies
and it is administratively impossible
to ensure that the records comply WIth
this provision. Submi tting agencies
are, however, urged on a continuin~

basis to ensure that their records aJ
accurate and include all dispositions,

(7) From subsection (e)(8) because the
FBI has no logical manner to ascertain
whether process has been made public
and compliance with this provision
would in any case, provide an impedi
ment to law enforcement by interfering
with the ability to issue warrants or
subpoenas and by revealing investiga
ti ve techniques. procedures or evi
dence.

(g) The follOWing system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4),
(d), (e)(1), (2) and (3), (e)(4) (G) and (H).
(e)(8), (0, and (g):

National Crime Information Center (NCIC)
(JUSTICEiFBI-001).

This exemption applies only to the ex
tent that information in the system is
subject to exemption pursuant to 5
U.S.C. 552a(j)(2) and (k)(3).

(h) Exemptions from: the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) for the rea
sons stated in subsect.ion (d)(1) of this
section.

(2) From subsections (c)(4), (d). (e.
(G) and (H), and (g) for the reasOl.~

stated in subsection (d)(2) of this scc-
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tion. When records are properly subject
to access by the individual. an alter

. nate means of access is provided in sub
section (i) of this section.

(3) From subsection (e)(1) because in
formation contained in this system is
primarily from state and local records.
and it is for the official use of agencies
outside the Federal Government in ac
cordance with 28 U.S.C. 534.

(4) From subsections (e) (2) and (3) be
cause it is not feasible to comply with
these provisions given the nature of
this system.

(5) From subsection (e)(8) for the rea
sons stated in subsection (d)(6) of this
section.

(i) Access to computerized criminal
history records in the National Crime
Information Center is available to the
individual who is the subject of the
record pursuant to procedures and re
quirements specified in the Notice of
Systems of Records compiled by the
National Archives and Records Service
and pUblished under the designation:

(j) The following system of records is
exempt from 5 U.S.C. 552a (c){3). (d).
(e)(1). (e)(4) (0) and (H), (f) and (g):

(1) National Center for the Analysis of Vio
lent Crime (NCAVC) (JUSTICErFBI-{l15).

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 5523. (j)(2) and <k)(2}.

(k) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because
providing the accounting of disclosures
to the subject could prematurely reveal
investigative interest by the FBI and
other law enforcement agencies, there
by providing the individual an oppor
tunity to impede an active investiga
tion. destroy or alter evidence, and
possibly render harm to violent crime
victims and/or witnesses.

(2) From subsections (d). (e)(4) (0)
and (H). and ([) because disclosure to
the subject could interfere with en
forcement proceedings of a criminal
justice agency. reveal the identity of a
confidential source, result in an unwar
ranted invasion of another's privacy.
reveal the details of a sensitive inves
tigative technique. or endanger the life
and safety of law enforcement person
nel, potential violent crime victims.
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and wi tnesses. Disclosure also could
prevent the future apprehension of a
violent or ~ exceptionally dangerous
criminal fugitive should he or she mod
ify his or her method of operation in
order to evade law enforcement. Also,
specifically from subsection (d)(2).
which permits an individual to request
amendment of a record. because the na
ture of the information in the system
is such that an individual criminal of
fender would frequently demand
amendment of derogatory information.
forcing the FBI to continuously retro
grade its criminal investigations in an
attempt to resolve Questions of accu
racy. etc.

(3) From subsection (g) because the
system is exempt from the access and
amendment provisions of subsection
(d).

(4) From subsection (e)(1) because it
is not always possible to establish rel
evance and necessity of the informa-"
tion at the time it is obtained or devel
oped. Information. the relevance and
necessity of which may not be readily
apparent, frequently can prove to be of
investigative value at a later date and
time.

National Crime Infonnatlon Center (NOIC)
(JUSTICEiFBI-001)).

Information on access is also published
in the appendix to part 20 of the Code
of Federal Regulations in relation to 28
CFR 20.34..

[Order No. 4O-S0. 45 FR 5301. Jan. 23. 1980, as
amended by Order No. 64-81. 46 FR 20540, Apr.
6. 1981; Order No. 63-S1. 46 FR 22362. Apr. 17.
1981; Order No. 6'H31. 46 FR 30495. June 9,
1981; Order No. 1&-85, 50 FR 31361, Aug. 2. 1985:
Order No. 6-86,51 FR 15479. Apr. 24, 1986)

§ 16.97 Exemption of Bureau or Pris
ons Systems-limited access.

(a) The following systems of records
are exempt from 5 U.S.C. 552a (e) (3)
and (4), (d), (e) (2) and (3). (e)(4) (H),
(e )(8). (f) and (g):

(1) Custodial and Security Record System
(JUSTICEiBOp--OCn ).

(2) Industrial Inmate Employment Record
System (JUSTICEIBOP-.oo3).

(3) Inmate Administrative Remedy Record
System (JUSTICE/BOP-C04).

(4) Inmate Central Record System (JUS
TICEfBOP-005).

(5) Inmate Commissary Accounts Record
S~'stem (JUSTICEIBOP-006l.
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(6) Inmate Physical and Mental Health
Record System (JUSTICEtBOP-007).

(7) Inmate Safety and Accident Compensa
tion Record System (JUSTICEIBOP-008).

(8) Federal Tort Claims Act Record System
(JUSTICEIBOP-009).
These exemptions apply only to the ex
tent that information in these systems
is subject to exemption pursuant to 5
U.S.C. 552a(j).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because in
mates will not be permitted to gain ac
cessor to' contest contents of these
record systems under the provisions of
subsection (d) of 5 U.S.C. 552a. Reveal
ing disclosure accountings can com
promise legitimate law enforcement
activities and Bureau of Prisons re
5Ponsibili ties.

(2) From subsection (c)(4) because ex
emption from provisions of sUbsection
(d) will make notification of formal
disputes inapplicable. .

(3) From subsection (d) because ex
emption from this subsection is essen
tial to protect internal processes by
which Bureau personnel are able to for
mulate decisions and policies with re
gard to federal prisoners, to prevent
disclosure of information to federal in
mates that would jeopardize legitimate
correctional interests of security, cus
tody. or rehabilitation, and to permit
receipt of relevant information from
other federal agencies. state and local
law enforcement agencies. and federal
and state probation and jUdicial of
fices.

(4) From subsection (e)(2) because
primary collection of information di
rectly from federal inmates about
criminal sentences or criminal records
is highly impractical and inappropri
ate.

(5) From subsection (e)(3) because in
view of the Bureau of Prisons' respon
sibilities. application of this provision
to its operations and collection of in
formation is inappropriate.

(6) From subsection (e)(4)(H) because
exemption from provisions of sub
section (d) will make publication of
agency procedures under this sub
section inapplicable.

(7) From subsection (e)(8) because the
nature of Bureau of Prisons law en
forcement activities renders notice of

28 CFR Ch. I (7 -1-94 Edition)

compliance with compulsory legal
process impractical.

(8) From subsection (f) because ex
emption from provisions of subsection
(d) will render compliance with provi
sions of this subsection inapplicable.

(9) From SUbsection (g) because ex
emption from provisions of subsection
(d) will render prOVisions of this sub
section inapplicable.

(0) Consistent with the legislative
purpose of the Privacy Act of 1974 (Pub.
L. 93--579) the Bureau of Prisons will
initiate a procedure whereby federal
inmates in custody may gain access
and review their individual prison files
maintained at the institution of incar
ceration. Access to these files will be
limited only to the extent that the dis
closure of records to the inmate would
jeopardize internal decision-making or
policy determinations essential to the
effective operation of the Bureau of
Prisons; to the extent that disclosure
of the records to the inmate would
jeopardize privacy rights of others. or a
legitimate correctional interest of se
curity, custody. or rehabilitation; and
to the extent information is furnished
with a legitimate expectation of con
fidentiality. The Bureau of Prisons will
continue to provide access to former
inmates under existing regulations as
is consistent with the interests listed
above. Under present Bureau of Prisons
regulations. inmates in federal institu
tions may file administrative com
plaints on any subject under the con
trol of the Bureau. This would include
complaints pertaining to information
contained in these systems of records.
(Order No. 64!>--76. 41 FR 12640. Mar. 26. 1976.
as amended by Order No. &-aG. 51 FR 15479.
Apr. 24, 1986J

§ 16.98 Exempti~n of the Drug Enforce
ment Administration (DEA)-lim
ited access.

(a) The following systems of records
are exempt from 5 U.S.C. 552a(c)(3) and
(d):

(1) Automated Records and Con
summated Orders SystemJDiversion
Analysis and Detection System
(ARCOS/DADS) (JusticeIDEA-Q03)

(2) Controlled Substances Act Ref
istration Records (JusticeIDEA....(}()5)

(3) Registration StatuslInvestigatory
Records (JusticeIDEA-{)12)
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(b) These exemptions apply only to
the extent that infol'mation in these
systems is subject to exemption pursu
ant to :> U.S.C. 552a(k)(2). Exemptions
from Lhe particular subsections are jus
tified for the following reasons:

(l) From subsection (c)(3) because re
lease of the disclosure accounting
would enable the subject of an inves
tigation to gain valuable information
concerning the nature and scope of the
investigation and seriously hamper the
regulatory functions of the DEA.

(2) From subsection (d) because ac
cess to records contained in these sys
tems may provide the subject of an in
vestigation information that could en
able him to avoid compliance with the
Drug Abuse Prevention and Control
Act of 1970 (Pub. L. 91-513).

(e) Systems of records identified in
paragraphs (c)(1) through (c)(6) below
are exempted pursuant to the provi
sions of 5 U.S.C. 552a(j)(2) from sub
sections (c)(3) and (4), (d), (e)(1), (2) and
(3). (e)(5), (e)(8) and (g) of 5 U.S.C. 552a.
In addition. systems of records identi
fied in paragraphs (c)(l). (c)(3), (c)(4).
and (c)(5) below are also exempted pur
suant to the provisions of 5 U.S.C.
552ack)(2) from subsections (c)(3). Cd)
and (e)(1). Finally. systems of records
identified in paragraphs (c)(l), (c)(2), (c)
(3) and (c)(5) below are also exempted
pursuant to the provisions of 5 U.S.C,
552a(k)(1) from subsections (c)(3), (d)
and (e)(1):

(1) Air Intelligence Program (Justicel
DEA-OOl)

(2) Investigative Reporting and Fil
ing System (JusticeIDEA---QOS)

(3) Planning and Inspection Division
Records (JusticeIDEA-QIO)

(4) Operations Files (Justice/DEA~
011)

(5) Security Files (JusLlce/DEA-v13)
(6) System to Retrieve Information

from Drug Evidence (Stride/Ballistics)
(JustieeIDEA-OH)

(d) Exemptions apply to the following
systems of records only to the extent
that information in the systems is sub
ject to exemption pursuant to 5 U.S.C,
552a(j)(2), (k)(l). and (k)(2): Air Intel
ligence Program (Justice/DEA-001);
Planning and Inspection Division
Rtjl.:vrd:; (Justice/DEA-OIO); and Secu
rity Files (Justice/DEA-013). Exemp
tions apply to the Investig-ative Rc-
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porLin~ and Filing- System (.Justice/
DEA-{)08) only to the extent that infor
mation in the syst.cm is subject to ex
emption pursuant to 5 U.S.C. 5~)2a(j) (2)

and (k)( 1). Exemptions apply to the Op
erations Files (JusticeIDEA-Oll) only
to the extent that information in the
syst.em is subject to exemption pursu
ant to 5 U.S.C. 552a(j)(2) and (kH2). Ex
emptions apply to the System to Re
trieve Information from Drug Evidence
(STRIDE/Ballistics) (JusticeIDEA--Q14)
only to the extent that information in
the syst.em is subject to exemption pur
suant to 5 U.S.C. 552a(j)(2). Exemption
from the particular subsections are jus
tified for the following reasons:

(1) From subsection (0)(3) because re
lease of disclosure accounting would
provide to the subjects of an investiga
tion significant information concern
ing the nature of the investir;at.ion and
thus would present the same impedi
ments to law enforcement as those
enumerated in paragraph (d)(3) regard
ing exemption from subsection Cd).

(2) From subsection (0)(4) to the ex
tent that it is not applicable because
an exemption is being claimed from
subsection (d).
- (3) From the access provisions of sub

section (d) because access to records in
this system of records would present a
serious impediment to law enforce
ment. Specifically, it could inform the
record subject of an actual or potential
criminal. civil, or regulatory investiga
tion of the existence of that investiga
tion; of the nature and scope of the in
formation and evidence obtained as to
his activi ties; of the identity of con
fidential sources, witnesses, and law
enforcement personnel; and of informa
tion that may enable the subject to
avoid detection or apprehension. Simi
larly. it may alett collateral suspects
yet unprosecuted in closed cases. It
could prevent the successful comple
tion of the investigation; endanger the
life. health, or physical safety of con
fiden tia1 sources, wi tnesses. and law
enforcement personnel, andlor lead to
the improper innuencing of witnesses,
the destruction of evidence. or the fab
rication of testimony: or it may simply
reveal a sensitive investigative tech
nique. In addit.ion. grantinK access to
such information could result in the
disclosure of confidentiallsecur1t.y-sen-
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si ti ve or other information that would
constitute an unwarranted invasion of
the personal privacy of third parties.
Finally, access to the records could re
sult in the release of properly classified
information which would compromise
the national defense or disrupt foreign
policy. From the amendment provi
sions of subsection (d) because amend
ment of the records would interfere
with ongoing investigations and law
enforcement activities and impose an
impossible administrative burden by
requiring investigations to be continu
ously reinvestigated.

(4) From sUbsection (e)(1) because the
application of this provision could im
pair investigations and interfere with
the law enforcement responsibilities of
the DEA for the following reasons;

(i) It is not possible to detect rel
evance or necessity of specific informa
tion in the early stages of a civil,
criminal or other law enforcement in
vestigation. case, or matter, including
investigations during which DEA may
obtain properly classified information.
Relevance and necessity are questions
of judgment and timing, and it is only
after the information is evaluated that
the relevance and necessity of such in
formation can be established.

(ii) During the DEA's investigative
activities DEA may detect the Viola
tion of either drug-related or non·drug
related laws. In the interests of effec
tive law enforcement, it is necessary
that DEA retain all informa.tion ob
tained because it can aid in establish
ing patterns of activity and provide
valuable leads for Federal and other
law enforcement agencies or otherwise
assist such agencies in discharging
their law enforcement responsibilities.
Such information may include properly
classified information, the retention of
which could be in the interests of na
tional defense andJor foreign policy.

(5) From subsection (e)(2) because, in
some instances, the application of this
provision would present a serious im
pediment to law enforcement for the
following reasons:

0) The SUbject of an investigation
would be placed on notice as to the ex
istence of an investigation and would
therefore be able to avoid detection or
apprehension. to improperl.v influence
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witnesses, to destroy evidence, or to
fabricate testimony.

(ii) In certain_circumstances the sub
ject of an investigation cannot be re
quired to provide information to inves
tigators, and information relating to a
subject's illegal acts must be obtained
from other sources.

(iii) In any investigation it is nec
essary to obtain evidence from a vari
ety of sources other than the subject of
theinvestigation in order to verify the
evidence necessary for successful pros
ecution.

(6) From subsection (e)(3) because the
requirement that individl:lals supplying
information oe provided a form stating
the requirements of subsection (3)(3)

would constitute a serious impediment
to law enforcement in that it could
compromise the existence of an actual
or potential confidential investigation.
reveal the identity of confidential
sources of information and endanger
the life, health or physical safety of
confidential informants, witnesses, and
investigators/law enforcement person
nel.

(7) From subsection (e)(5) because iT.
the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa
tion is accurate, releva.nt, timely and
complete. With the passage of time.
seemingly irrelevant or untimely infor
mation may acquire new significance
as further investigation brings new de
tails to light and the accuracy of such
information can only be determined in
a court of law. The restrictions im
posed by subsection (e)(5) would re
strict the ability of trained investiga
tors and intelligence analysts to exer·
cise their judgment in reporting on in
vestigations and impede the develop
ment of criminal intelligence nec
essary for effective law enforcement.

(8) From subsection (e)(8> because the
application of this provision could pre
maturely reveal an ongoing criminal
in vestigation to the subject of the in
vestigation, and could reveal investiga
tive techniques. procedures. or evi
dence.

(9) From subsection (~) to the extf
that this system is exempt from the.
cess and amendment provisions of sub
section (d) pursua.nt to subsections
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W(2), (k)(l) and (k)(2) of the Privacy
Act.

(e) The following systems of records
are exempt from 5 U.S.C. 552a (d)(I) and
(e)(l):

(1) Grants of Confidentiality Files
(GCF) (JusticeIDEA-017), and

(2) DEA Applicant Investigations
(JusticeIDEA--018).

(f) These exemptio9ns apply only to
the extent that information in these
systems is subject to exception pursu
ant to 5 U.S,C. 552a(k)(5). Exemptions
from the particular subsections arc jus
tified for the following reasons:

(1) From subsection (d)(1) because
many persons are contacted who, wi th
out an assurance of anonymity, refuse
to provide information concerning an
applicant for a grant of confidentiali ty
with DEA. By permitting access to in
formation which may reveal the iden
ti ty of the source of that information
after a promise of confidentiali ty has
been given-DEA would breach the
promised confidentiality. Ultimately,
such breaches would restrict the free
flow of information which is vital to a
determination of an applicant's quali
fications for a grant.

(2) From subsection (e)(1) because in
the collection of information for inves
tigative and evaluation purposes, it is
impossible to determine in advance
what exact information may be of as
sistance in determining the qualifica
tions and suitability of a candidate. In
formation which may appear irrele
vant, when combined with other appar
ently irrelevant information, can on
occasion provide a composiw picture of
an applicant which assists in determin
ing whether a grant of confidentiality
is warranted.

(g) The following system of records is
exempted pursuant to the provisions of
5 U.S.C. 552a(j)(2) from subsections (c)
(3) and (4), (d), (e) (1), (2) and (3), (e)(5),

(e)(8) and (g) of 5 U.S.C. 552a. In addi
tion, this system of records is exempt
ed pursuant to the provisions of 5
U.S.C. 552a (k)(l) and (k)(2) from sub
sections (0)(3), (d)' and (e)(1):

Freedom of InformationiPrivacy Act Records
lJustice.'DEA-OOO)

(h) These exemptions apply only to
the extent that information in this sys
tem is subject t.o exemption pursuant
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to 5 U .S.C. 5f>2a (j)(2) , (k)(l), and (k)(2).

Exemptions from the particular sub
sections are }ustified for the following
reasons:

(1) From subsection (c)(3) for the rea
sons gi ven in paragraphs (b)(]) and
(d)(1).

(2) From subsection (c)(4) to the ex
tent that is not applicable because an
exemption is being claimed from sub~

section (d).
(3) From subsection (d) for the rea

sons given in paragraphs (b)(2), (d)(3),
and (f)(l).

(1) From subsection (e)(1) for reasons
given in paragraphs (d)(4) and ([)(2).

(5) From subsection (e)(2) for reasons
gi ven in paragraph (d)(5).

(6) From subsection (e)(3) for reasons
given in paragraph (d)(6).

(7) From subsection (e)(5) for reasons
given in paragraph (d)(7).

(8) From subsection (e)(8) for the rea
sons given in paragraph (d)(S).

(9) From subsection (g) to the extent
that this syst,em is exempt from the ac
cess and amendment provisions of sub
section (d) pursuant to subsections
(j)(2), (k)(l) and (k)(2) of the Privacy
Act.

[Order No. 88-94, 59 FR 29717, June 9. 1994}

!'l16.99 Exemption of Immigration and
Naturalization Service System-lim
ited access.

(a) The following systems of records
of the Immigration and Naturalization
Service are exempt from 5 U.S.C. 552a
(e) (3) and (4), (d), (e) (1), (2) and (3), (e)
(4)(G) and (H). (e) (5) and (8), and (g):

(1) The Immigration and Naturaliza
tion Service Alien File (A-File) and
Central Index System (CIS), JUSTICE!
INS...oOIA.

(2) The Immigration and Naturaliza
tion Service Index System, JUSTICE!
INS--oOl which consists of the following
subsystems:

(1) Agency Information Control
Record Index.

(ii) Alien Enemy Index.
(iii) Congressional Mail Unit Index.
(iv) Air Detail Office Index.
(v) Anti-smuggling Index (genera).
(vi) Anti-smuggling Information Cen-

ters Systems for Canadian and Mexican
Borders.

(vii) Boreler' Patrol Sector's General
Index System.
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(viii) Con tact Inde>:.
(ix) Criminal. Narcotic. Racketeer

and Subversive Indexes.
(x) Enforcement Correspondence Con

trol Index System.
(xi) Document Vendors and A]terers

Index.
(xii) Informant Index.
(xiii) Suspect Third Party Index.
(xiv) Examination Correspondence

Control Index.
(xv) Extension Training Enrollee

Index.
(xvi) Intelligence Index.
(xvii) Naturalization and Citizenship

Indexes.
(xviii) Personnel Investigations Unit

Indexes.
(xix) Service Look-Out Subsystem.
(xx) White House and Attorney Gen

eral Correspondence Control Index.
(xxi) FraUdulent Document Center

Index.
(xxii) Emergency Reassignmen t

Index.
(xxiii) Alien Documentation. Identi-

fication. and Telecommunication
(ADIT) System.

The exemptions apply to the extent
that information in these subsystems
is subject to exemption pursuant to 5
U.S.C. 552a (j)(2) and (k)(2).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because the
release of the disclosure accounting for
disclosure pursuant to the routine uses
published for these subsystems would
permi t the subject of a. criminal or
civil investigation to obtain valuable
information concerning the nature of
that investigation and present a seri
ous impediment to law enforcement.

(2) From subsection (c)(4) since an ex
emption is being claimed for sub
section (d), this subsection will not be
applicable.

(3) From subsection (d) because ac
cess to the records contained in these
subsystems would inform the subject of
a criminal or ci vil investigation of the
existence of that investigation. provide
the subject of the investig-ation with
information that might enable him to
a.void detection or apprehension, and
present a serious impediment to law
enforcement.
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(4) From subsection {e)(1) hecause il.
the COUl'se of criminal 01' civil inves
tigations. the JmmigTation and Natu
ralization Service often ohtains infor
mation concerning- the violation of
laws other than those relating- to viola
tions over which INS has investigative
jurisdiction. In the interests of effec
tive law enforcement. it is necessary
that INS retain this information since
it can aid in establishing patterns of
criminal activity and provide valuable
leads for those law enforcement agen
cies that are charged with enforcing
other segments of the criminal law.

(5) From subsection (e)(2) because in
a criminal or civil investigation. the
requirement that information be col
lected to the greatest extent possible
from the subject individual would
present a seriOUS impediment to law
enforcement in that the subject of the
investiga,tion would be placed on notice
of the existence of the investig-ation
and would therefore he able to avoid
detection or apprehension.

(6) From subsection (e)(3) beca.use the
requirement that individuals supplyir
information be provided with a for.
stating the ['equirements of subsection
(e)(3) would constitute a serious im
pediment to law enforcement in that it
could compromise the existence of a
confidential investigation. reveal the
identity of confidential sources of in
formation and endanger We life or
physical safety of confidentia.l inform
ants.

(7) From subsections (eJ(1) (G) and
(H) because these subsyst.ems of rec
ords are exempt from individual access
pursuant to subsection (j) of the Pri
vacy Act of 1974.

(8) From subsection (e)(5) because in
the collection of information for law
enforcement. purposes it it-> impossible
to determine in adva.nce what informa
tion i~ accurate, releva.nt. timely. and
complete. With the pa.ssage of time.
seemingly irrelevant or untimely infor
mation may acquin' new significance
as further investigat.iotl brings new de
t.ails to light amI the accuracy of such
informa!.ioll can only be ddennined in
a court of law. Thl:' restl'ic.tions of suh
sertion (p)fS) wOllI<l restrict the abil
of tra.ineel inv(\st.hra.t.ors and in~

lig-ence a.nalysts t.o 1.'xuJ'ci~u their judg
mf'nt in n·p()rl.in~ on invpstigations
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and impede the development of crimi
nal intelligence necessary for effective
law enforcement.

(9) From subsection (e)(8) because the
individual notice requirements of sub
section (e)(8) could present a serious
impediment to law enforcement as this
could interfere with the Immigration
and Naturalization Service's ability to
issue administrative subpoenas and
could reveal investigative techniques
and procedures.

(10) From subsection (g) because
these subsystems of records are com
piled for law enforcement purposes and
have been exempted from the access
provisions of subsections (d) and (fl.

(1) In addition, these systems of
records are exempt from subsections
(c)(3), (d), (e)(l), (e)(4) (G) and (H) to the
extent they are subject to exemption
pursuant to 5 U.S.C. 552a(k)(1). To per
mi t access to records classified pursu
ant to Executive Order would violate
the Executive Order protecting classi
fied information.

(c) The Border Pat.rol Academy Index
Subsystem is exempt from 5 U.S.C. 552a
(d) and (f).

This exemption applies only to the ex
tent that information in this sub
system is subject to exemption parsu-'
ant to 5 U.S.C. 552aCk).

Cd) Exemptions for the particular
subsections are justified for the follow
ing reasons.

(1) From subsection (d) because ex
emption is claimed only for those test
ing and examination materials used to
determine an individual's qualifica
tions for retention and promotion in
the Immigration and Naturalization
Service. This is necessary to protect.
the integrity of testing materials and
to insure fair and uniform exa.mina"
tions.

(2) From subsection (f) because the
subsystem of records has been exempt
ed from the access provisions of sub
section (d).

(e) The Orphan Petitioner Index and
Files (Justice/INS-D07) system of
records is exempt from 5 U.S.C. 552a(d).
This exemption applies only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. .'i52a(k)(l l.

(n Exemption from paragraph (d) of
this section is claimed solely because
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of tne pos~ilJiljty of reeeipt of classified
information during- the course of INS
invesl.,iga.Lion _of prospect.ive adoptive
parents.
Althoug-h it would be rare, prospective
adoptive parents may orig-inally be
from foreign countries (for example)
and information received on them from
their native countries may require
classification under Executive Order
12356 which safeguards national secu
rity information. If such information is
relevant to the INS determination with
respect to adoption, the information.
would be kept in the file and would be
classified accordingly. Therefore, ac
cess could not be granted to the record
subiect under the Privacy Act without
violating E.O. 12356.

[Order No. 645--76, 41 FR 12640, Mar. 26. 1976,
as amended by Order No. 68S-77. 42 FR 100:>1.
Feb. 18. 1917; Order No. &-84. 49 FR 20812. May
17. 1984; Order No. 25-88. 53 FR 41161, Oct. 20,
1988]

*16.100 Exemption of Office of Justice
Programs-limited access.

(a) The follOWing system of records is
exempt from f> U.S.C. 552aCd):

(1) The Civil Rights Investigative System
(JUSTICEiOJP--008).

This exemption applies only to the ex
tent that information in this s,ystem is
subject to exemption pursuant to 5
U.S.C. 552a(k)(2).

(b) Exemption from subsection (d) is
claimed since access to information in
the Civil Rights Investigative System
prior to final administrative resolution
will deter conciliation and compliance
efforts, Consistent wi th the legislative
purpose of the Privacy Act of 1974, de
cisions to release information from the
system will be made on a case-by-case
basis and information will be made
available where it does not compromise
the complaint and compliance process.
In addition. where explicit promises of
confidentiality must be made to a
source dUring an investigation. disclo
sure will be limited to the extent that
the identity of such confidential
sources will not be compromised.

(Order No. 64:>-76. 41 FR 12640. Mar. 26. 1976,
as amended by Order No. :>-78. 43 FR 36439,
Aug. 17. 1978; Order 1'10.43---80. 45 FR 6780. Jan.
30, 1980; Order No. (Hl6. 51 FR It>479. Apr. 24.
1986J
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§ 16.101 Exemption of U.S. Marshals
. Service Systems-limited access. as

indicated.

(a) The following system of records is
exempt from 5 U.S.C. 552(a)(c) (3) and
(4), (d). (e) (1), (2) and (3). (e)(4) (G) and
(H), (e)(5), (e)(8). (f) and (g):

(l) Warrant Information System <,JUS
TICE/uSM--0O7).

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C.552a(j)(2).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because the
release of disclosure accounting for dis
closure made pursuant to subsection
(b) of the Act. including those per
mitted under routine uses published for
this system of records would permit a
person to determine whether he is the
subject of a criminal investigation, and
to determine whether a warrant ha..;;
been issued against him. and therefore
present a serious impediment to lr.:w
enforcement.

(2) From subsection (c)(4) since an ex
emption is being claimed for sub
section (d) of the Act. this ::;ection is
inapplicable.

(3) From subsection (d) because ac
cess to records would inform a person
for whom a federal warrant has been is
sued of the nature and scope of infor
mation obtained as to his activities. of
the identity of informants, and afford
the person sufficient information to en
able the subject to avoid apprehension.
These factors would present a serious
impediment to law enforcement in that
they would thwart the warrant process
and endanger lives of informants etc.

(4) From subsections (e)(l) and (e)(5)
because the requirements of these sub
sections would present a serious im
pediment to law enforcement in that it
is impossible to determine in advance
what information collected during an
investigation will be important or cru
cial to the apprehension of Federal fu
gitives. In the interest of effective law
enforcement. it is appropriate in a
thorough investigation to retain seem
ingly irrelevant. untimely, or inac
curate information which. with the
passag-e of time. would aid in establish-
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ing patterns of activity and provide ii.
vestigative leads toward fugitive ap
prehension an.d assist in law. enforce
ment activities of other agencIes.

(5) From subsection (e)(2) because the
requirement that information be col
lected to the greatest extent practical
from the subject individual would
present a serious impediment to law
enforcement because the subject of the
investigation or prosecution would be
placed on notice as to the existence of
the warrant and would therefore be
able to avoid detection or apprehen
sion.

(6) From subsection (e)(3) because the
requirement that individuals supplying
information be provided with a form
stating the requirements of subsection
(e)(3) would constitute a serious im
pediment to law enforcement in that it
could compromise the existence of a
confidential investigation or reveal
identity of confidential informants.

(7) From subsections (e)(4) (G) and
(H) since an exemption is being
claimed for subsections (f) and (d) ,.. ~
the Act, these subsections are im
plicable.

(8) From subsection (e)(8) because t~e

individual notice requirement of thls
subsection would present a serious im
pediment to law enforcement in that it
would give persons sufficient warning
to avoid warrants, subpoena, etc.

(9) From subsection (f) because proce
dures for notice to an individual pursu
ant to subsection (f)(l) as to existence
of records pertaining to him dealing
with warrants must be exempted be
cause such notice to individuals would
be detrimental to the successful serv
ice of a warrant. Since an exemption is
being claimed for subsection (d) of the
Act the rules required pursuant to sub
sections (f) (2) through (5) are inap
plicable to this system of records.

(10) From subsection (g) since an ex
emption is being claimed for sub
section (d) and (f) this section is inap
plicable and is exempted for the rea
sons set forth [or these subsections.

(c) The following system of records is
exempt from 5 U.S.C. 552a (c) (3) and
(4), (d), (e) (2) and (3). (c)(4) (G) and'
(e)(8), (fH2) and (g):

(1) Witness Security Sy~tem <JUSTICEI
USM--ooa).
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These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U .S.C. f>52a(j)(2).

(d) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because the
release of the disclosure accounting for
disclosures made pursuant to sub~

section (b) of the Act including those
permitted under routine uses published
for this system of records would ham~

per the effective functioning of the
Witness Security Program which by its
very nature requires strict confiden
tiality vis-a-vis the records.

(2) From subsection (c)(4) for the rea
son stated in (b)(2) of this section.

(3) From subsection (d) because the
U.S. Marshals Service Witness Security
Program aids efforts of law enforce
ment officials to prevent, control or re
duce crime. Access to records would
present a serious impediment to effec
tive law enforcement through revela
tion of confidential sources and
through disclosure of operating proce
dures of the program, and through in
creased exposure of the program to the
public.

(4) From subsection (e){2) because in
the Witness Security Program the re
quirement that information be col
lected to the greatest extent possible
from the subject individual would con
stitute an impediment to the program.
which is someti:mes dependent on
sources other than the subject witness
for verification of information pertain
ing to the witness.

(5) From subsection (e)(3) for the rea
son stated in (b)(6) of this section.

(6) From subsection (e}(4) (G) and (H)
for the reason stated in (b){7) of this
section.

{7) From subsection (e)(B) for the rea
son stated in (b)(B) of this section.

(8) From subsection (f)(2) since an ex
emption is being claimed for sub
section (d) of the Act the rules required
pursuant to subsection ([) (2) through
(5) are inapplicable to this system of
records.

(9) From subsection (g) for the reason
stated in (b)(10) of this section.

(e) The following system of records is
exempt from 5 U.S.C. 552a (c) (3) and
(4), (d), (el (2) and (3), (e)(4) (O) and (H),
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(0 and (~) and may be addit.ionally ex
empt. from sub~cction (e)(H):

(1) Int.ernal Investigations System (JUS·
TJCE'USM·OOZl-Limited acc('~:-;.

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant t·o 5
U.S.C. 552a(k)(5) or (j)(2).

(f) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) where the
release of the disclosure accounting for
disclosures made pursuant to sub
section (b) of the Act would reveal a
source who furnished information to
the Government in confidence.

(2) From subsection (c)(4) for the rea
son stated in (b)(2) of this section.

(3) From subsect.ion (d) because ac
cess to information in this system
which was obtained from a confidential
source would impede the effective in
vestigation into employee conduct for
purposes of determining suitability,
eligibili ty, or qualifications for Federal
employment in that it would inhibit
furnishing of information by sources
which desire to remain confidential.

(4) From subsection (e)(2) because the
requirement that information be col
lected to the greatest extent prac
ticable from the subject individual
would present a serious inpediment to
law enforcement because the subject of
the investigation or prosecution would
be placed on notice as to the existence
of the investigation and would there
fore be able to compromise the inves
tigation and avoid detection or appre
hension.

(5) From subsection (e)(3) for the rea
son stated in (b)(6) of this section.

(6) From subsections (e)(4) (G) and
(H) for the reason stated in (b)(7) of
this section.

(7) From subsection (e)(8) because the
individual notice requiremen t of this
subsection would present a serious im
pediment to law enforcement in that
the subject of the investigation would
be alerted as to the existence of the in
vestigation and therefore be able to
compromise the investigation and
avoid detection. subpoena, etc.

(8) From subsection (f) because proce
dures for notice to an individual pursu
ant to subsection (f)(l) as t.o the exist
ence of records dealing with investi!;a-
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tions of criminal or civil law violations
would enable the individual to com
promise the investigation and evade
detection or apprehension. Since an ex
emption is being claimed for sub
section (d) of the Act, the rules re
quired pursuant to subsections (f}(2)
through (D(5) are not applicable to this
system.

(9) From subsection (g) fQr the reason
stated in (b)(10) of this section.

(g) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4),
(d), (e)(1). (2) and (3), (e)(4) (G) and (H),
(e)(5), (e)(8), (D and (g):

(1) U.S. Marshals Service Threat Analysis
Information System (JUSTICElUSM-Q09).
These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U .S.C. 552a(j)(2).

(h) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (0)(3) because to
release the disclosure accounting
would permit a person to determine
whether he or she has been identified
as a specific threat to DSMS protectees
and to determine the need for counter
measures to USMS protective activi
ties and thereby present a serious im
pediment to law enforcement.

(2) From subsection (c)(4) because it
is inapplicable since an exemption is
being claimed for subsection (d).

(3) From subsection (d) because to
permi t access to records would inform
a person of the nature and scope of in·
formation obtained as to his or her
threat-related activities and of the
identity of confidential sources. and af
ford the person sufficient information
to develop countermeasures to thwart
protective arrangements and endanger
lives of USMS protectees, informants,
etc. To permit amendment of the
records would interfere with ongoing
criminal law enforcement and impose
an impossible administrative burden
requiring criminal investigations to be
continuously reinvestigated.

(1) From subsections (e) (1) and (5) be
cause the collection of investigatory
information used to assess the exist
ence. extent and likelihood of a threat
situation necessarily includes material
from which it is impossible to identify
and segregate information which may.
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not be import,ant to the conduct of a
t,horough assessment. It is often impos
sible to determine in advance if all in
formation collected is accurate,
relevent. timely and complete but, in
the interests of developing effective
protective measures, it is necessary
that the U.S. Marshals Service retain
this information in order to establish
patterns of activity to aid in accu~

rately assessing threat situations. The
restrictions of subsections (e) (1) and
(5) would impede the protective respon~

sibilities of the Service and could re
sult in death or serious injury to Mar~

shals Service protectees.
(5) From subsection (e)(2) because to

collect information from the subject
individual would serve notice that he
or she is identified as a specific threat
to USMS protectees and would enable
the subject individual to develop coun
termeasures tQ protective activities
and thereby present a serious impedi
ment to law enforcement.

(6) From subsection (e)(3) because to
inform individuals as required by this
subsection would enable the subject iT
dividual to develop countermeasures t
USMS protective arrangements or
identify confidential sources and there
by present a serious impediment to law
enforcement.

(7) From subsections (e)(4) (G) and
(H) because they are inapplicable since
an exemption is being claimed for sub
sections (d) and (D of the Act.

(8) From subsection (e)(8) because to
serve notice would give persons suffi
cient warning to develop counter
measures to protective arrangements
and thereby present a serious impedi
ment to law enforcement through com·
promise of protective procedures, etc.

(9) From subsection (0 because this
system of records is exempt from the
provisions of subsection (d).

(IO) From subsection (g) because it is
inapplicable since an exemption is
being- claimed for subsections (d) and
(f).

0) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (d):

<l) Judicial Facility Sel.:urity Index Sys
tem (.JUSTICE'USM··010)

These exemptions apply only to the
tent that information in this system IS
exempt pursuant to 5 U.S.C. 552a(k)(5).
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(j) }<jxemptions from the particular
subsections are justified for the follow
i:1g reasons:

(1) From subsection (c)(3) only to the
extent that release of the disclosure ac
counting would reveal the identity of a
confiden tial source.

(2) From subsection (d) only to the
extent t.hat access to information
would reveal the identity of a confiden
tial source.

(k) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4).
(d), (e)(1), (2) and (3). (e)(4) (G) and (H).
(e)(5), (e)(8). <0 and (g):

(]) U.S. Marshals Service Freedom of Infor
mation/Privacy Act (FOlA/PA) Files (JUS
TICElUSM-(12)

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a (j)(2). (k)(2) and (k)(S).

(1) Because this system contains De
partment of Justice civil and criminal
law enforcement. investigatory
records, exemptions from the particu
lar subsections are justified for the fol
lowing reasons:

(1) From subsection (c)(3) because to
release the disclosure accounting
would permit the subject of an inves
tigation to obtain valuable information
concerning the existence and nature of
the investigation and present a serious
impediment to law enforcement.

(2) From subsection (c)(4) because
that portion of this system which con
sists of investigatory records compiled
for law enforcement purposes is being
exempted from the provisions of sub
section (d), rendering this provision
not applicable.

(3) From subsection (d) because to
permit access to investigatory records
would reveal the identity of confiden
tial sources and impede ongoing inves
tigative or law enforcement activities
by the premature disclosure of infor
mation related to those efforts. To per
mi t amendment of the records would
interfere with ongoing criminal law en
forcement and impose an impossible
administrative burden by requiring
criminal investigations to be continu
ously reinvestigated.

(4) From subsections (e) (1) and (5) be
cause it. is often impossible to deter
mine in advance if investigatory
records contained in this system are

§ 16.101

accurate. relevant. timely and com
plete but. in the interests of effective
law enforceme.nt, it is necessary to re
tain this information to aid in estab
lishing- patterns of activit.y and provide
leads in criminal investigations.

(5) From subsection (e)(2) because to
collect information from the subject.
individual would serve notice that he
or she is the subject of criminal inves
tigative or law enforcement activity
and thereby present a serious impedi
ment to law enforcement.

(6) From subsection (e)(3) because to
inform individuals as required by this
subsection would enable the subject in
dividual to identify confidential
sources. reveal the existence of an in
vestigation. and compromise law en
forcement efforts.

(7) From subsections (e)(4) (G) and
(H) because they are inapplicable since
an exemption is being claimed for sub
sections (d) and (f) for investigatory
records contained in this system.

(8) From subsection (e)(8) because to
serve notice would give persons suffi
cient warning to evade law enforce
ment efforts.

(9) From subsection (0 because inves
tigatory records contained in this sys
tem are exempt from the provisions of
subsection (d).

(10) From subsection (g) because it is
inapplicable since an exemption is
being claimed for subsections (d) and
(f).

(m) The follOWing system of records
is exempt from 5 U.S.C. 552a(c) (3) and
(4). (d). (e) (2) and (3). (e}(4) (G) and (H).
(e)(8). (f) and (g):

(1) U.S. Marshals Service Administrative
Proceedings, Claims and Civil Litigation
Files (JUSTICEruSM-013).

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a(j)(2) or (k)(S).

(D) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because to
release the disclosure accounting for
disclosures pursuant to the routine
uses published for this system would
permit the subject of a criminal or
civil case 01' matter under invest,iga
tion. or a case or matter in liti~ation,

or under reg-ula-tory or administ.rative
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review 01:'" action, to obtain valuable in
formation concerning the nature of
that investigation, case or matter, and
present a serious impediment to law
enforcement or civil legal activities, or
reveal a confidential source.

(2) From subsection (c)(4) because the
exemption claimed for subsection (d)

will make this section inapplicable.
(3) From subsection (d) because to

permit access to records contained in
this system would provide information
concerning Ii tigation strategy. or case
development, and/or reveal the nature
of the criminal or civil case or matter
under investigation or administrative
review, or in litigation, and present a
serious impediment to law enforcement
or civil legal activities. or reveal a con
fidential source.

(4) From subsection (e)(2) because ef
fective legal representation, defense. or
claim adjudication necessi tates col
lecting information from all indi vid
uals having knowledge of the criminal
or civil case or matter. To collect in
formation primarily from the subject
individual would present a serious im
pediment to law enforcement or civil
legal activities.

(5) From subsection (e)(3) because to
inform the individuals as required by
this subsection would permit the sub
ject of a criminal or civil matter under
investigation or administrative review
to compromise that investigation or
administrative review and thereby im
pede law enforcement efforts or civil
legal activities.

(6) From subsections (e)(4) (G) and
(H) because these provisions are inap
plicable since this system is exempt
from subsections (d) and (f) of the Act.

(7) From subsection (e)(8) because to
serve notice would give persons suffi
cient warning to compromise a crimi
nal or civil investigation or adminis
trative review and thereby impede law
enforcement of civil legal acti vi ties.

(8) From subsection (0 because this
system of records is exempt from the
provisions of subsection (d).

(9) From subsection (g) because it is
inapplicable since an exemption is
claimed for subsections (d) and (0.

(0) The following system of records is
exempt from 5 U.S.C. 552a{c) (3) and (4).
<dJ. (e) (1), (2), (5) and (g):
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(1) u.s. Marshals Service Prisont.
Transportation System (,JUSTICEI
USM-003). ~

These exemptions apply only to the ex
tent that information in this syst.em is
subject to exemption pursuant to 5
U .S.C. 552aO )(2).

(p) Exemptions from the particular
subsections are justified for the follow
ing reasons:

0) From subsection (c)(3) where the
release of the disclosure accounting for
disclosures made pursuant to sub
section (b) of the Act would reveal a
source who furnished information to
the Government in confidence.

(2} From subsection (c)(4) to the ex
tent that the system is exempt from
subsection (d).

(3) From subsection (d) because ac
cess to records would reveal the names
and other information pertaining to
prisoners, including sensitive securi t,y
information such as the identities and
locations of confidential sources. e.g.,
informants and protected witnesses;
and disclose access codes, data entry
codes and message routing symb
used in law enforcement communi
tions systems to schedule and effe"v
prisoner movements. Thus, such a com
promise of law enforcement commu
nications systems would subject law
enforcement personnel and other pris
oners to harassment and possible dan
ger, and present a serious threat to law
enforcement activities. To permit
amendment of the records would inter
fere with ongoing criminal law enforce
ment and impose an impossible admin
istrative burden by requiring that in
formation affecting the prisoner's secu
rity classification be continuously
reinvestigated when contested by the
prisoner. or by anyone on his behalf.

(4) From subsections (e) (1) and (5) be
cause the security classification of
prisoners is based upon information
collected during official criminal in
vestigations: and, in the interest of en
suring safe and secure pri~oner move
ments it may be neceSSary to reta.in in
formation the relevance, necessity, ac
curacy, timeliness, and completeness
of which cannot be readily established.
but which may subsequently prove
ful in establishing patterns of crir.
activity or avoidance, and thus be 1::8

sential to a.ssigning- an appropriate se-
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curi ty classification to the prisoner.
The restrictions of subsection (e) (1)

and CEi} would impede the informa.tion
collection responsibilities of the
USMS, and tbe lack of all available in
formaLion could resul t in death or seri
ous injury to USMS and other law en
forcement personnel, prisoners in cus
tody, and members of the public.

(5) From subsection (e)(2) because the
requirement to collect information
from the subject individual would im
pede the information collection respon
sibilities of the USMS in that the
USMS is often dependent upon sources
other than the subject individual for
verification of information pertaining
to s~curity risks posed by the individ
ual prisoner.

(6) From subsection (g) to the extent
that the system is exempt from sub
section (d).

(q) The following system of records is
exempt from 5 U.S.C. 552a(c)(3) and (4),
Cd), (e)(l), (2), (3), (e)(5) and (e)(8) and
Cg):

(1) U.S. Marshals Service Prisoner Process
ing and Population Management System
(JUSTICE'USM-OOS J.

These exemptions apply only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a{j)(2).

(r) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From subsection (c)(3) because to
release the disclosure accounting
would permit the subject of a criminal
proceeding to determine the extent or
nature of law enforcement authorities'
knowledge regarding hislher alleged
misconduct or criminal activities. The
disclosure of such information could
alert the subject to devise ways in
which to conceal hislher activities and!
or prevent law enforcement from learn
ing additional information about hiS!
her activities, or otherwise inhibit law
enforcement efforts. In addition, where
the individual is the subject of an on
going or potential inquiry/investiga
tion, such release could reveal the na
ture thereof prematurely, and may also
enable the subject to determine the
identity of witnesses and informants.
Such disclosure could compromise the
ongoing or potential inquiry/investiga
tion. endanger the lives of witnesses
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and informants, or otherwise impede or
thwart law enforcement cfrOI'tS.

(2) From subsection (c)(4) t.o t.he ex
tent that the system is exempt from
subsection (d). -

(3) From subsection Cd) hecause to
permit. unlimited access would permit
the subjeet of a criminal proceeding to
determine the extent or nature of law
enforcement authorities' knowledge re
garding his/her alleged misconduct 01'
criminal activities. The disclosure of
such information could alert the sub
ject to devise ways in which to conceal
hislher activities and/or prevent law
enforcement from learning additional
information about his/her activities, or
otherwise inhi bi t law enforcement ef
forts. Disclosure would also allow the
subject to obtain sensitive information
concerning the existence and nature of
security measures and jeopardize the
safe and secure transfer of the prisoner,
the safety and securi ty of other pris
oners, informants and witnesses, law
enforcement personnel, and the public.
In addition, disclosure may enable the
subject to learn prematurely of an on
going or potential inquiry/investiga
tion, and may also permit him/her to
determine the identities of confidential
sources, informants, or protected wit
nesses. Such disclosure could COm
promise the ongoing or potential in
quiry/investigation, endanger the lives
of witnesses and informants, or other
wise impede or thwart law enforcement
efforts. Disclosure may also constitute
an unwarranted invasion of the per
sonal privacy of third parties. Further,
disclosure would reveal access codes,
data entry codes and message routing
symbols used in law enforcement com
munications systems. Access to such

. codes and symbols would permit the
subject to impede the flow of law en
forcement communications and com
promise the integrity of law enforce
ment information, and thus present a
serious threat to law enforcement ac
tivities. To permit amendment of the
records would expose security matters,
and would impose an impossible admin
istrative burden by requiring that se
curity precautions, and information
pertaining thereto, be continuously re
evaluated if contested by the prisoner,
or by anyone on his or her behalf.
Similarly, to permit amendment could
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interfere with ongoing or potential in
quiries/investigations by requirinf{ that
such inquiries/investigations be con
tinuously reinvestigated, or that infor
mation collected (the relevance and ac
curacy of which cannot readily be de
termined) be sUbjected to continuous
change.

(4) From subsections (e)(1) and (5) be
cause the system may contain inves
tigatory information or information
which is derived from information col
lected during official criminal inves
tigations. In the interest of effective
laW enforcement and litigation, of se
curing the prisoner and of protecting
the public, it may be necessary to re
tain information the relevance, neces
sity, accuracy, timeliness and com
pleteness of which cannot be readily es
tablished. Such information may nev
ertheless provide investigative leads to
other Federal or law enforcement agen
cies, or prove necessary to establish
patterns of criminal activity or behav
ior, and/or prove essential to the safe
and secure detention (and movement)
of prisoners, Further, the provisions of
(e)(1) and (e)(5) would restrict the abil
ity of the USMS in exercising its judg
ment in reporting information during
investigations or during the develop
ment of appropriate security measures,
and thus present a serious impediment
to law enforcement efforts.

(5) From subsection (e)(2) because the
requirement to collect information
from the su.bject individual would im
pede the information collection respon
sibilities of the USMS which is often
dependent upon sources other than the
subject individual for verification of
information pertaining to security
risks posed by the individual prisoner,
to alleged misconduct or criminal ac
tivity of the prisoner. or to any matter
affecting the safekeeping and disposi
tion of the individual prisoner.

(6) From subsection (e)(3) because to
inform individuals as required by this
subsection could impede the informa
tion gathering process, reveal the ex
istence of an ongoing or potential in
quiry/investigation or security proce
dure, and compromise law enforcement

. efforts.
(7) From subsection (e)(8) because to

::;erve notice would give persons suffi
cient warning to compromise an ongo-
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ing or potential inquiry/invesl,i~atic

and thereby evade and impede law el.
forcement and security efforts.

(8) From subsection (g) to the extent
that the system is exempt from sub
section (d).

(s) Consistent with the legislative
purpose of the Privacy Act of 1974, the
United States Marshals Service will
grant access to nonexempt material in
records which are maintained by the
Service. Disclosure will be governed by
the Department's Privacy Regulations,
but will be limited to the extent that
the identity of confidential sources
will not be compromised; subjects of an
investigation of an actual or potential
criminal, civil or regulatory violation
will not be alerted to the investigation;
the physical safety of witnesses, in
formants and law enforcement person
nel will not be endangered; the privacy
of third parties will not be violated;
and that the disclosure would not oth
erwise impede effective law enforce
ment. Whenever possible, information
of the above nature will be deleted
from the requested documents and the
balance made available. The contr'
ling principle behind this limited .
cess is to allow disclosures exce};"
those indicated above. The decisions to
release information from these systems
will be made on a case-by-case basis.

[Order No. 645-76. 41 FR 12640, Mar. 26. 1976,
as amended by Order No. 8-83. 48 FR 19024.
Apr. '1:7, 1983; Order No. l(}-..W, 51 FR 20275,
June 1. 1986; Order No. ll--&l, 51 FR 20277.
June 4. 1986; Order No. 61-92, 57 FR 3284, Jan.
29, 1992; Order No. 66-92. 57 FR 20654. May 14.
1992]

§ 16.102 Exemption of Drug Enforce
ment AdmInistration and Immigra
tion and Naturalization Service
Joint System of Records.

(a) The following system of records is
exempted pursuant to provisions of 5
U.S.C. 552a(j)(2) from subsections (c) (3)
and (1), (d), (e) (1), (2) and (3), (e)(4) (0),
(H), and (D. (e)(5) and (8), <0, (g), and
(h) of 5 U.S.C. 552a; in addition the fol
lowing system of records is exempted
pursuant to the provisions of 5 U.S.C.
552 (k)(l) and (k)(2) from subsections
(c)(3J, (d), (c)(l), (e)(4) (G), (H), and (1),

and ([) of 5 U.S.C. 552a.

(1) Automated IntelliR'enee Record Sy~

(Pathfi nder). JUSTICE/DEA-INS-lll.
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These exemptions apply to the extent
that information in those systems is
subject to exemption pursuant to 5
U.S.C. 552a (j)(2), (k)(1) and (k)(Z).

(b) The system of records listed under
paragraph (a) of this section is exempt
ed, for the reasons set forth from the
following provisions of 5 U.S.C. 552a:

(1 )(c)(3). The release of the disclosure ac
counting for disclosures made pursuant to
subsection (b} of the Act, includ1ng those
permitted under the routine uses published
for these systems of records, would permit
the subject of an investigation of an actual
or potential criminal. civil. or regulatory
violation to determine whether he is the sub
ject of investigation. or to obtain valuable
information concerning the nature of that
investigation, and the information obtained,
or the Identity of witnesses and informants
a.nd would therefore present a serious Im
pediment to law enforcement. In addition,
disclosure of the accounting would amount
to notice to the individual of the existence of
a record: such notice reQuirement under sub
section (fl(1) is specifically exempted for
these systems of records.

(2)(C)(4). Since an exemption is being
claimed for subsection (d) of the Act (Access
to Records) this subsection is inapplicable to
the extent that these systems of records are
exempted from subsection (d).

(3)(d). Access to the records contained in
these systems would inform the subject of an
investigation of an actual or potential crimi·
nal. ciVil. or regulatory violation of the ex·
istence of that investigatIon, or the nature
and scope of the information and evidence
obtained as to his actiVities, of the identity
of witnesses and informants, or would pro·
vide information that could enable the sub
ject to avoid detection or apprehension.
These factors would present a serious im
pediment to effective law enforcement be
cause they could prevent the successful com
pletion of the investigation, endanger the
physical safety of witnesses or informants.
and lead to the improper influencing of wit- .
nesses. the destruction of evidence, or the
fabrication of testimony,

(4)(e)(1). Tbe notices of these systems of
records publlshed in the FEDERAL REGISTER
set forth the basic statutory or related au
thority for maintenance of this system. How
ever. in the course of criminal or other law
enforcement investigations, cases, and mat
ters, the Immigration' and Naturalization
Service or the Drug Enforcement Adminis
tration will occasionally obtain information
concerning actual or potential violations of
law that are not strictly within its statutory
or other authority or' may compile informa
tion in the course of an investigation which
may not. lie relevant to a specific prosecu
tion. In the interests of effective Jaw en-

. forcement, it is necessary to retain such in
formation in these systems of record!> since
It can aid in establishing patterns of crimi
nal activity and can provide valuable leads
for federal and other law enforcement agen
cies.

(5}(e)(2l. In a criminal investigation or
prosecution, the requirement that informa
tion be collected to the greatest extent prac
ticable from the subject Individual would
present a serious impediment to law enforce
ment because the subject of the investiga
tion or prosecution would be placed on no
tice as to the existence of the investigation
and would therefore be able to avoid detec
tion or apprehension, to influence witnesses
improperly, to destroy evidence, or to fab
ricate testimony.

(6}(e)(3). The reQuirement that Individuals
supplying information be provided wit.h a
form stating the requirements of subsection
(e)(3) would constitute a serious impediment
to law enforcement in that it could com·
promise the existence of a confidential inves
tigation or reveal the identi ty of witnesses
or confidential informants.

(7)(e}('l) (G) and (H). Since an exemption is
being claimed for subsections (f) (Agency
Rules) and (d) (Access to Records) of the Act
these subsections are inapplicable to the ex
tent that these systems of records are ex
empted from subsections (f) and (d).

(8}(e)('l)(l). The categories of sources of the
records in these systems have been pUblished
in the FEDERAL REGISTER in broad generic
terms in the belief that this is all that sub
section (e)(4)(I) of the Act requires. In t.he
event. however. that this subsection l'.hould
be interpreted to require more detail as to
the Identity of sources of the records in
these systems. exemption from this provi
sion is necessary in order to protect the con
fidentiality of the sources of criminal and
other law enforcement information. Such ex
emption is further necessary to protect the
privacy and physical safety of witnesses and
informants.

(9)(e )(5). In the collection of information
for criminal law enforcement purposes it is
impossible to determine in advance what in
formation is accura.te, relevant, timely, and
complete. With the passage of time, seem
ingly irrelevant or untimely information
ma.y acquire new slgnif1cance as further in
vestigation brings new details to light and
the accuracy of such information can often
only be determined in a court of law. The re
strictions of subsection (e)(5) would restrict
the ability of trained investigators, intel
ligence analysts, and government attorneys
in exercising their judgment in reporting on
information and investigations and impede
the development of crimina.l or other Intel
llgence necessary for effective law enforce
ment.

(10)(e)(8). The individual notice require
ments of subse<:tion (e)(8) could present a se-
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rious impediment to law enforcement as t.his
could Interfere y;ith the ability to issue war
rants or subpoenas and could reveal inves
tigative techniques. procedures. or evIdence.

(1 l)W. Procedures for notice to an individ
ual pursuant to subsection (f)( 1) as to the ex
istence of records pertaining to him dealing
with an actual or potential criminal. civil. or
regulatory investigation or prosecution must
be exempted because such notice to an indi
vidual would be detrimental to the success
ful conduct andior completion of an inves
tigation or prosecution pending or future. In
addition, mere notice of ·the fact of an inves
tigation could inform the subject or others
that their activities are under or may be
come the subject of an investigation and
could enable the subjeccs to avoid detection
or apprehension. to influence witnesses Im
properly. to destroy evidence. or to fabricate
testimony.

Since an exemption is being claimed
for subsection (d) of the Act (Access to
Records) the rules required pursuant to
subsections ([) (2) through (5) are inap
plicable to these systems of records to
the extent that these systems of
records are exempted from subsection
(d).

(12)(g). Since an exemption is being
claimed for subsections (d) (Access to
Records) and (0 (Agency Rules) this section
is inapplicable. and Is exempted for the rea
sons set forth for those subsections. to the
extent that these systems of records are ex
empted from subsections (d) and CO.

(13)(h). Since an exemption is l:>eing
claimed for subsection (d) (Access to
Records) and ([) (Agency Rules) this section
is inapplicable. and is exempted for the rea
sons set forth for those subsections. to the
extent that these systems of records are ex
empted from subsections (d) and <0.

(14) In addition. exemption is claimed for
these systems of records from compllance
with the following provisions of the Privacy
Act of 1974 (5 U.S.C. 552a) pursuant to the
provisions of 5 U.S.C. 552a(k)(1): subsections
(c)(3). (d). (e)(1·). (e)(4) (Gl. (H). and m. and (f)

to the extent that the records contained in
these systems are specifically authorized to
be kept secret In the interests of national de
fense and foreign policy.

[Order No. 742-77.42 FR 40907. AUg". 12. 1977]

*16.103 Exemption of the INTERPOL
United States National Central Bu
reau (INTERPOL-USNCB) System.·

(a) The following system of records is
exempt from 5 U.S.C. 552a(c) (3) and (4).
(d). (e) (1), (2), and (3), (e)(4) <G) and O·i),
(e)(5) and (8). ([) and (go):

28 CFR Ch. I (7-1-94 Edition)

(1) The INTERPOL-United States Nationa'
Central Bureau (IN'TERPOL-USNCB) <De·
partment of Justice) INTERPOL-USNCB
Records System (JUSTICElINTERPOL-OOl).
This exemption applies only to the ex
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a 0)(2), (k)(2), and (k)(5).

(b) Exemptions from the particular
subsections are justified for the follow
ing reasons:

(1) From SUbsection (c)(3) because the
release of accounting disclosures would
place the subject of an investigation on
notice that he is under investigation
and provide him with significant infor
mation concerning the nature of the
investigation, thus resulting in a seri
ous impediment to law enforcement.

(2) From subsections (c)(4), (d), (e)(4)
(G). and (H), (f) and (g) because these
provisions concern individual access to
records and such access might com
promise ongoing investigations reveal
investigatory techniques and confiden
tial informants, and invade the privacy
of private ci tizens who provide infor
mation in connection with a particular
investigation.

(3) From subsection (e)(1) because i
formation received in the course of an
international criminal investigation
may involve a violation of state or
local law. and it is beneficial to main
tain this information to provide inves
tigative leads to state and local law en
forcement agencies.

(4) From subsection (e)(2) because
collecting information from the sub
ject of criminal investigations would
thwart the investigation by placing the
subject on notice.

(5) From subsection (e)(3) because
supplying an individual with a state
ment of the intended use of the re
quested information could compromise
the existence of a confidential inves
tigation, and may inhibit cooperation.

(6) From subsection (e)(5) because the
vast majority of these records come
from local criminal justice agencies
and it is administratively impossible
to ensure that the records comply with
this provision. Submitting agencies
are. however, urged on a continuting
basis to ensure that their records 8·r <>

accurate a.nd include all disposition~

(7) From subsection (e)(B) because
notice requirements of this provision
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*16.201 Voting by the Commissioners
without joint deliberation.

(a) Whenever the Commission's
Chairman so directs, any matter which
(1) does not appear to require joint de
liberation among the members of the
Commission, or (2) by reason of its ur
gency, cannot be scheduled for consid
eration at a Commission meetIng, may
be disposed of by presentation of the
matter separately to each of the mem
bers of the Commission. After consider
ation of the matter each Commission
member shall report his yote to the
Chairman.

(b) Whenever any member of the
Commission so requests, any matter
presented to the Commissioners for dis
position pursuant to paragraph (a) of
this section shall be withdrawn and
scheduled instead for consideration at
a Commission meeting.

(c) The provisions of §16.206(a) of
these rules shall apply in the case of
any Commission determination made
pursuant to this section.

Subpart F- Public Observation of
Parole Commission Meetings

I Part 4a was removed at 44 FR 6890. Feb. 2.
1979.

SOUHCE: 42 FR 14713. Mar. 16. 1977. unless
otherwise noted.

(1) Ikt,ermination made throug-h
independent . v0Ung- of the Commis
sioners without the joint deliberation
of the numbef of Commissioners re
quired to take such action. pursuant to
§ 16.201;

(2) Original jurisdiction cases deter
mined by sequential vote pursuant to
28 CFR 2.17;

(3) Cases determined by sequential
yote pursuant to 28 CFR 2.24 and 2.25:

(4) National Ap~als Board cases de
termined by sequential vote pursuant
to 28 CFR 2.26;

(5) Meetings of special committees of
Commissioners not constituting a

§ 16.200 Definitions. quorum of the Commission. which may
As used in this part: be established by the Chairman to re-
(a) The term Commission means the port and make recommendations to the

U.S. Parole Commision and any sub- Commission or the Chairman on any
division thereof authorized to act on matter.
its behalf. (6) Determinations required or per-

(b) The term meeting refers to the de- mitted by these regulations to open or
liberatio!'\s of at least the number of close a meeting. or to withhold or dis
Commissioners required to take action close documents or information per
on behalf of the Commission where taining to a meeting.
such deliberations determine or result (e) All other terms used in this part
in the joint conduct or disposition of shall be deemed to have the same
official Commission business. . meaning as identical terms used in

(c) Specifically included in the term chapter I, part 2 of this title.

meeting are; (42 FR 14713. Ma.r. 16. 1977. as amended at 43
(1) Meetings of the Commission re- FR 4978. Feb. 7. 1978)

Quired to be held by 18 U.S.C. 4203(a);
(2) Specia1 meetings of the Commis

sion called pursuant to 18 U.S.C.
4204(a)( 1):

(3) Meetings of the National Commis
sioners in original jurisdiction cases
pursuant to 28 CFR 2.17(a);

(4) Meetings of the entire Commis
sion to determine original jurisdiction
appeal cases pursuant to 28 CFR 2.27;
and

(5) Meetings or'the National Appeals.
Board pursuant to 28 CFR 2.26.

(6) Meetings of the Commission to
conduct a hearing on the record in con
junction with applications for certifi
cates of exemption under section 504(a)
of the Labor-Management Reporting
and Disclosure Act of 1959. and section
411 of the Employee Retirement In
come Security Act of 1974 (28 CFR 4.1··
17 and 28 CFR 4a.1-17).1

(d) Specifically excluded from the
term meeti:lg are:

could present a serious impediment to
law enforcement by revealing inves
tigative techniques. procedures, and
the existence of confidential invcst.hm
tions.

[Order No. 8--82. 47 FR 442fl!'J, Oet. 7. 1982. a:,;
amended by Order No. 6--SG. 51 FR 15479. Apr.
24. 1986]
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~ 16.202 Open meetings.
(a) Every portion or every meeting of

the Commission shall be open to public
observation unless closed to the public
pursuant to the provisions of § 16.203
(Formal Procedure) or §16.205 (Informal
Procedure).

(b) The attendance of any member of
the public is condi tioned upon the or
derly demeanor of such person during
the conduct of Commission business.
The public shall be permitted to ob
serve and to take notes, but unless
prior permission is granted by the
Commission, shall not be permitted to
record or photograph by means of any
mechanical or electronic device any
portion of meetings which are open to
the public.

(c) The Commission shall be respon
sible for arranging a suitable site for
each open Commission meeting so that
ample seating, visibility, and acoustics
are provided to the public and ample
security measures are employed for the
protection of Commissioners and Staff.
The Commission shall be responsible
for recording or developing the minutes
of Commission meetings.

(d) Public notice of open meetings
shall be given as prescribed in
§ 16.204(a), and a record of votes kept
pursuant to §16.206(a).

§ 16:203 Closed meetings-Formal pro
cedure.

(a) The Commission, by majority
vote, may close to public observation
any meeting or portion tnereof, and
withhold from the public announce
ment concerning such meeting any in
formation, if public observation or the
furnishing of such information is likely
to:

(1) Disclose matters: (i) Specifically
authorized under criteria established
by an executive order to be kept secret
in the interests of national defense or
foreign policy and (ii) in fact properly
classified pursuant to such executive
order;

(2) Relate solely to the internal per
sonnel rules and practices of the Com
mission or any agency of the Govern
ment of the United States;

(3) Disclose matters specifically ex
empted from disclosure by statute
(other than 5 U.S.C. 552. or the Federal
Rules of Criminal Procedure): Provided,

28 CFR Ch. I (1- 1-94 Edition)

That such statute or rule (i) requiref
that the matters be withheld in such ~

manner as to leave no discretion on the
issue, or (ii) et.tablishes particular cri
teria for withholding or refers to par
ticular types of matters to be withheld.
including exempted material under the
Privacy Act of 1974 or the Commis
fSion's Alternate Means of Access under
the Privacy Act of 1974, as set forth at
28 CFR 16.85;

(4) Dh,close a trade secret or commer
cial or financial information obtained
from any person, corporation, business,
labor or pension organization. which is
privileged or obtained upon a promise
of confidentiality, including informa
tion concerning the financial condition
or funding of labor or pension organiza
tions, or the financial condi tion of any
individual, in conjunction with appli
cations for exemption under 29 U.S.C.
504 and 1111. and information concern
ing income, assets and liabilities of in
mates. and persons on supervision;

(5) Involve accusing any person of a
crime or formally censuring any per
son;

(6) Disclose information of a persor
nature, where disclosure would co•.
stitute a clearly unwarranted invasion
of personal privacy;

(7) Disclose an investigatory record
compiled for Jaw enforcement purposes,
or information derived from such a.
record. which describes the criminal
history or associations of any person
under the Commission's jurisdiction or
which describes the involvement of any
person in the commission of a crime.
but only to the extent that the produc
tion of such records or information
would:

(i) Interfere with enforcement pro
ceedings;

(it) Deprive a person of a right to a
fair trail or an impartial adjudication;

(iii) Constitute an unwarranted inva
sion of personal privacy;

(tv) Disclose the identity of a con
fidential source and, in the case of a
record compiled by a criminal law en
forcement authority in the course of a
criminal investigation, or an agency
conducting a lawful national securitv
intellig-ence investigation. confiden'
information furnished only by the t
fidential source;
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(v) Disclose investigative techniques
and procedures. or

(vi) Endanger the life or physical
safety of law enforcement personnel:

(8) Disclose information, the pre
mature disclo:mre of which would be
likely to s)~nificantly frustrate imple
mentation of proposed Commission ac
tion except where

0) The Commission has already pub
licly disclosed the content or nature of
its proposed action or

Oi) The Commission is required by
law to make such disclosure on its own
initiative prior to taking final Com
mission action on such proposal;

(9) Specifically concern the Commis
sion's issuance of subpoena or partici
pation in a civil action or proceeding:
or

(0) Specifically concern the initi
ation, conduct, or disposition of a par~

ticular case of formal adjudication pur
suant to the procedures in 5 U.S.C. 554.
or of any case involving a determina
tion on the record after opportunity for
a hearing. Included under the above
terms are:

(i) Record review hearings following
opportunity for an in-person hearing
pursuant to the procedures of 28 CFR
4.1 through 4.17 and 28 CFR 4a.l
through 4a.17 1 (governing applications
for certificates of exemption under the
Labor-Management Reporting and Dis
closure Act of 1959 and the Employee
Retirement Income Security Act of
1974, and

(ii) The initiation, conduct, or dis
posi tion by the Commission of any
matter pursuant to the procedures of 28
CFR 2.1 through 2.58 (parole, release.
supervision. and recommitment of pris
oners, youth offenders. and juvenile
delinquents).

(b) Public Interest Provision. Notwith
standing the exemptions at paragraphs
(a)(l) through (a)(lO) of this section.
the Commission may conduct a meet
ing or portion of a meeting in public
when the Commission determines, in
its discretion, that the public interest
in an open meeting clearly outweighs
the need for confidentiality.

(c) Nonpublic matter in announcemrnts.
The Commission may delete from any

I Part 4a was removed at 44 FR 6890. Feb. 2.
1979.

§ 16.203

announcement or notice requirecl in
these regulati ons information the dis
closure of which would be likely to
have any of th~ consequences described
in paragraphs (a)(l) through (a)(lO) of
this section, including the name of any
individual considered by the Commis
sion in any case of formal or inform?l
adjudication.

(d) Voting and certification. (1) !l sepa
rate recorded vote of the Commission
shall be taken with respect to each
meeting or portion thereof which is
proposed to be closed, and with respect
to any information which is proposed
to be withheld pursuant to this section.
Voting by proxy shall not be per
mitted. In the alternative, the Com
mission may, by a single majority
vote. close to public observation a se
ries of meetings. or portion(s) thereof
or withhold information concerning
such series of meetings, provided that:

(i) Each meeting in such series in
volves the same particular matters.
and

(ii) Each meeting is scheduled to be
held no more than thirty days after the
initial meeting in the series.

(2) Upon the request of any Commis
sioner, the Commission shall make a
determination as to closure pursuant
to this subsection if any person whose
interests may be directly affected by a
portion of a meeting requests the Com
mission to close such portion or por
tions to the public observation for any
of the grounds specified in paragraph
(a) (5), (6) or (7) of this section.

(3) The determination to close any
meeting to public observation pursuant
to this section shall be made at least
one week prior to the meeting or the
first of a series of meetings as the case
may be. If a majority of the Commis
sioners determines by recorded vote
that agency business requires the
meeting to take place at any earlier
date. the closure determination and an
nouncement thereof shall be made at
the earliest practicable time. Within
one day of any vote taken on whether
to close a meeting under this section,
the Commission shall make available
to the pUblic a written record reflect
ing the vot.e of each Commissioner on
the question, including a full written
explanation of it.s action in closing the
meeting, portion(s) thereof. or series of
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meetings, together with a list of all
persons expected to attend the
meetingCs) or portionCs) thereof and
their affiliation, subject to the provi
sions of paragraph (c) of this section.

(4) For every meeting or series of
meetings closed pursuant to this sec
tion, the General Counsel of the Parole
Commission shall publicly certify that,
in Counsel's opinion, the meeting may
be closed to the public and shall state
each relevant exemptive provision.

§ 16.204 Public notice.
(a) Requirements. Every open meeting

and meeting closed pursuant to §16.203
shall be preceded by a public announce
ment posted before the main entrance
to the Chairman's Office at the Com
mission's headquarters, 5550 Friendship
Boulevard, Chevy Chase. Maryland
20815-7286, and, in the case of a meeting
held elsewhere, in a prominent place at
the location in which the meeting will
be held. Such announcement shall be
transmitted to the FEDERAL REGISTER
for publication and, in addition, may
be issued through the Department of
Justice, Office of Public Affairs. as a
press release, or by such other means
as the Commission shall deem reason
able and appropriate. The announce
ment shall furnish:

(l) A brief description of the subject
matter to be discussed;

(2) The date, place, and approximate
time of the meeting;

(3) Whether the meeting will be open
or closed to public observation; and

(4) The name and telephone number
of the official designated to respond to
requests for information concerning
the meeting. See §16.205Cd) for the no
tice requirement applicable to meet
ings closed pursuant to that section.

(b) Time of notice. The announcement
required by this section shall be re
leased to the public at least one week
prior to the meeting announced therein
except where a majority of the mem
bers of the Commission determines by
a recorded vote that Commission busi
ness requires earlier consideration. In
the event of such a determination, the
announcement shall be made at the
earliest practicable time.

(c) Amendments to notice. The time or
place of a meeting may be changed fol
lowing- the announcement only if the

28 CFR Ch. I (7-1-94 Edition)

Commission publicly announces such
change at the earliest practicable time.
The subject matter of a meeting, or de
termination of the Commission to open
or close a meeting, or portion of a
meeting, to the public may be changed
following the announcement only if:

(1) A majority of the entire member
ship of the Commission determines by
a recorded vote that Commission busi
ness so requires and that no earlier an
nouncement of the change was pos
sible, and

(2) The Commission publicly an
nounces such change and the vote of
each member upon such change at the
earliest practicable time: Provided,
That individual items which have been
announced for Commission consider
ation at a closed meeting may be de~

leted without notice.

[42 FR 14713. Mar. 16, 1977 as amended by
Order No. 960-81,46 FR 52357, Oct. 27. 1981)

*16.205 Closed meetings-Informal
procedures.

(a) Finding. Based upon a review of
the meetings of the U.S. Parole Com
mission since the effective date of t 1

Parole Commission and Reorganizath
Act (May 14, 1976), the regUlations is
sued pursuant thereto (28 CFR part 2)
the experience of the U.S. Board of Pa
role, and the regulations pertaining to
the Commission's authority under 29
U.S.C. 504 and 29 U.S.C. 1111 (28 CFR
parts 4 and 4a), the Commission finds
that the majority of its meetings may
properly be closed to the public pursu
ant to 5 U.S.C. 552 (d){4) and (c)(10). The
major part of normal Commission busi
ness lies in the adjudication of individ
ual parole cases, all of which proceed
ings commence with an initial parole
or revocation hearing and are deter
mined on the record thereof.

Original jurisdiction cases are decided
at bi-monthly meetings of the National
Commissioners (28 CFR 2.17) and by the
entire Commission in conjunction with
each business meeting of the Commis
sion (held at least quarterly) (28 CFR
2.27).
The National Appeals Board normally
decides cases by sequential vote on a
daily basis, but may meet f!'Om tim'
time for joint deliberations. In the
riod from October. 1975 through Sev-
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LemLer. 1976. the National Appeals
Board made 2,072 Appellate decisions.
Finally. over the last two years the
Commission determined eleven cases
under the Labor and Pensi on Acts,
which are proceedings pursuant to 5
U.S.C. 554. The only meetings of the
Commission not of an adjudicative na
ture involving the most sensitive in
quiry into the personal background and
behavior of the individual concerned,
or involving sensitive financial infor
mation concerning the parties before
the Commission, are the normal busi
ness meetings of the Commission.
which are held at least quarterly.

(b) Meetings to which applicable. The
follOWing types of meetings may be
closed in the event that a majority of
the Commissioners present at the
meeting, and authorized to act on be
half of the Commission, votes by re
corded vote at the beginning of each
meeting or portion thereof, to close the
meeting or portions thereof:

(1) Original jurisdiction ini tial and
appellate case deliberations conducted
pursuant to 28 CFR 2.17 and 2.27;

(2) National Appeals Board delibera
tions pursuant to 28 CFR 2.26;

(3) Meetings of the Commission to
conduct a hearing on the record regard
ing applications for certificates of ex
emption pursuant to the Labor-Man
agement Reporting and Disclosure Act
of 1959, 29 U.S.C. 504, and the Employee
Retirement Income Security Act of
1974,29 U.S.C. 1111 (28 CFR 4.1-17 and 29
GFR 4a.1-17).1

(c) Written record of action to close
meeting. In the case of a meeting or
portion of a meeting closed pursuan t to
this section, the Commission shall
make avaHable to the public as soon as
practicable:

(1) A written record reflecting the
vote of each member of the Commis
sion to close the meeting; and

(2) A certification by the Commis
sion's General Counsel to the effect
that in Counsel's opinion, the meeting
may be closed to the public, which cer
tification shall state each relevant ex
emptive provision.

(d) Public notice. In the case of meet
ings closed pursuant to this section the

I Part 4a was removed at 44 FR 6890. Feb. 2,
1919.

§ 16.206

Commission shall make a public an
nouncement of the subject maLLer to be
considered, and the d,~tc, pJa,ce, and
time of Lhe meet.ing. The announce
ment described 1101'oin shall be released
to the public at. the earliest practicable
time.

Ii 16.206 Transcripts, minutes, and mis
cellaneous documents concerning
Commission meetings,

(a) In the case of any Commission
meeting, whether open or closed. the
Commission shall maintain and make
available for public inspection a record
of the final vote of each member on
rules. statements of policy. and inter
pretations adopted by it: 18 U.S.C.
4203(d).

(b) The Commission shall maintain a
complete transcript or electronic re
cording adequate to record fully the
proceeding-s of each meeting, or portion
of a meeting, closed to the public pur
suant to § 16.203. In the case of a meet
ing, or portion of a meeting, closed to
the public pursuant to § 16.205 of these
regulations, the Commission may
maintain either the transcript or re
cording described above, or a set of
minutes unless a recording is required
by title 18 U.S.C. 4208{f). The minutes
required by this section shall fullY and
clearly describe all matters discussed
and shall provide a full and accurate
summary of any actions taken, and the
reasons therefor, inclQding a descrip
tion of each of the views expressed on
any item and the record of any rollcall
vote (reflecting the vote of each Com
missioner on the question). All docu
ments considered in connection with
any action shall be identified in such
minutes.

(c) The Commission shall retain a
copy of every certification executed by
the General Counsel's Office pursuant
to these regulations. together with a
statement from the presiding officer of
the meeting, or portion of a meeting to
which the certification applies. setting
forth the time and place of the meet
ing, and the persons present.

(d) Nothing herein shall affect any
other provision in Commission proce
dures or regulations requiring- the prep
aration and maintenance of a record of
all official actions of the Commission.
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§ 16.207

§ 16.207 Public access to nonexempt
transcripts and minutes of closed
Commission meetings-Documents
used at meetings-Record reten
tion.

(a) Public access to records. Within a
reasonable time after any closed meet
ing. the Commission shall make avail
able to the public, in the Commission's
Public Reading Room located at 5550
Friendship Boulevard. Chevy Chase.
Maryland 20815-7286, the transcript,
electronic recording .. or minutes of the
discussion of any item on the agenda,
or of any item of the testimony of any
witness received at such meeting.
maintained hereunder. except for such
item or items of such discussion or tes
timony which contain information ex
empt under any provision of the Gov
ernment in the Sunshine Act (Pub. L.
94-409). or of any amendment thereto.
Copies of nonexempt transcripts, or
minutes, or a transcription of such re
cording disclosing the identity of each
speaker. shall be furnished to any per
son at the actual cost of duplication or
transcription.

(b) Access to documents identified or
discussed in any Commission meeting,
open or closed, shall be governed by
Department of Justice regulations at
this part 16, subparts C and D. The
Commission reserves the right to in
voke statutory exemptions to disclo
sure of such documents under 5 U.S.C.
552 and 552a, and applicable regula
tions. The exemptions provided in 1)

U.S.C. 552b(c) shall apply to any re
quest made pursuant to 5 U.S.C. 552 or
552a to copy and inspect any tran
scripts, recordings or minutes prepared
or maintained pursuant hereto.

(c) Re~ention of records. The Commis
sion shall maintain a complete ver
batim copy of the transcript, or a com
plete copy of the minutes, or a com
plete electronic recording of each
meeting, or portion of a meeting,
closed to the public, for a period of at
least two years after such meeting. or
until one year after the conclusion of
any Commission proceeding with re
spect to which the meeting or portion
thereof was held, whichever occurs
later.

[42 Ffi 14713. Mar. 16. 1977, as amended by
Order No. 9OO-S1. 46 FR 52357. Oct. 'l:I. 1981]

28 CFR Ch. I (7-1-94 Edition)

§ 16.208 Annual report.

The Commission shall report annu
ally to Cong-ress regarding- its compli·
ance with Sunshine Act requirements.
inclUding a t.abulation of the total
number of meetings open to the public.
the total number of meetings closed to
the public. the reasons for closing such
meetings. and a description of any liti
gation brought against the Commission
under this section, including any costs
assessed against the Commission in
such Ii tigation and whether or not
paid.

ApPENDIX I TO PART l&-COMPONENTS OF
THE DEPARTMENT OF JUSTICE

Unless otherwise noted, the address for
each component is: United States Depart
ment of Justice. 10th Street & Constitution
Avenue. NW., Washington. DC 20530.

Office of the Attorney General
Office of the Deputy Attorney General
Office of the Associate Attorney General
Office of the Solicitor General
Office of Legal Counsel
Office of Legal Policy
Office of Legislative and Intergovernmental

Affairs
Civil Division
Civil Rights Division
Criminal Division
Land and Natural Resou!'ces Division
Tax Division
Office of Justice Assistance. Research, and

Statistics. United States Department of
Justice, 633 Indiana Avenue, NW.. Washing
ton, DC 20531

Justice Management Division
Bureau of Prisons, United States Depart

ment of Justice. HOLC Building. 320 First
Street.. NW .. Washington, DC 20534

Community Relations Service. United States
Department of Justice, 5550 Friendship
Boulevard, Chevy Chase, MD 20815

Drug Enforcement Administration. Eye
Street Building. 1405 Eye Street. NW..
Washington. DC 20005

Executive Office for Immigration Review,
United States Department of Justice. 5203
Leesburg Pike. Falls Church. VA 22041

Executive Office for United States Attorneys
Executive Office for United States Trustees,

United States Department of Justice.
HOLC Building, 320 First Street, NW..
Washington. DC 20534

Federai Bureau of Investigation. 9th St. &
Pennsylvania Ave.. NW., Washington, DC
20535 [for field offices, consult the list of
FBI field offices in the United States Gov
ernment Manual]

Federal Prison Industries. Inc.. HOLC B'
iIlg-, 320 Fir~t Street. NW., Washin~tor,

20534
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Department of Justice

Foreign Claims Settlement Commission.
Vanguard Building, 1111 20th Street. NW..
Washington. DC 20519

Immigration and Naturalization SerVIce. 425
Eye Street, NW., Washington, DC 20536 (for
district offices consult the list of INS dis
trict offices In the United States Govern
ment Manual]

Office of Intelligence Policy and Review
Ofnce of the Pardon Attorney, United States

Department of Justice. Park Place Build
ing. 5550 Friendship Blvd.. ChevY Chase,
MD 20015

Office of Professional RespOnsibi1ity
Office of Public Affairs
United States Marshals Service, One Tysons

Corner Center. McLean, VA 22102
Uni ted States National Central Bureau

interpOl
United States Parole Commission. Park

Place Building. 5550 Friendship Blvd"
Chevy Chase, MD 20815

Field Offices

Antitrust Division:

Richard B. Russell Building, 75 Spring
Street, SW.• Suite 1394. Atlanta. Georgia
30303. (404) 331-7100

John C. Kluczynski BuilUing, 230 South
Dearborn Street. Room 3820. Chicago. Illi
nois 60604, (312) 353-7530

995 Celebrezze Federal Building, 1240 East 9th
Street. Cleveland. Ohio 44199--2089. (216) 522
4070

Earle Cabell Federal Bul1dlng, 1100 Com
merce Street. Room BC6. Dallas, Texas
75242. (214) 76'1-8051

26 Federal Plaza, Room 3630. New York, New
York 10278-0096, (212) 2&Wl390

11400 U.S. Courthouse. 601 Market Street,
PhlladeJph1a. Pennsylvania 19106, (215) 597
7405

450 Golden Gate Avenue, Box 36046, San
Francisco, California. 94102, (415) 55&-6300

[Order No. 105~4, 49 FR 12263. Mar. 29. 1984:
Order 1215-87, 52 FR 34214. Sept. 10, 19B?}
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PART I

SECTION 190. FREEDOM OF INFO~~TIO~-PRIVACY ACTS (FOIPA)

190-1 STAn~TES

(1) The Flet>dom of Information Act (FOlA) should be cited as
Tit1e 5, USC, § 552.

(2) 1118 Privacy Act of 1974 should be cited as Title 5, USC, §
552<'1.

190-2 ACCESS TO COVER.\'!'lE~T RECORDS

(1) The Privacy Act pemits a U.S. CItlZen or peI1nanent resident
alien to access records mailltained in a system of records by an agency of the
E~:ecutive Bl-anch of the: Fedel'"l Government. Under the Act, only records about
the person making the request can be accessed. A system of records is any
procedure ""hereby infol'lnation is maintained in a manner pel1nitting retrieval
by name or other personal identifier, e. g., records maintained alphabetically,
rather than chronologically.

(2) The FOIA provides for access by any person to all infomation
maintained by a Federal agency, e.g., information relating to individuals
other than the requestn-, and il;formation relating to some phase or phases of
the agency's work.

(3) FBI LIes cor:tCiir~ing information compiled for a criminal
investigation, including determining possible violations of the espionage and
related statutes, are exempt from ~he access provisions of the Privacy Act:
however, a release of such records may be required under the FOIA. This
includes FBI criminal, counterintelligence, and terrorism investigations.

190·2.1 Exclusions From rh0 FOTA

(1) "Tip-off" provisions in the FOIA allow the Government to
treat certain reco::ds ,:is not subject to the requirements of the ForA. The
provisions may be applied to a request which involves:

(a) interference with a pending criminal investigation ~len

the subject of the invl?stigation is not a\.;are of its pendency;

(b) a request for records about an informant ~,ose status as
an informant has not b·~en officially confil:'med \.,.hen the request is from
someone other than the informant; or

(c) 9. foreign intelligence, foreign counterintelligence, or
international terroris:n investigation \,'hen the existence of the records is
classified infol~ation.

(2) If the only records about the subject of the request are
\\'ithin the tip-off provisions, the response \dll be the same as if no record
identifiable with the subject of the request was found. The response to the
requester in both situations \\'il1 be: "There are no records responsive to
your FOIA request." [If some records about the subject of the request are
within the tip-off provisions and some are not, the response \.Ji11 be: "The
records responsive to your FOIA request are ... " followed by a description of
the records not \dthin the tip-off provisions.]
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PART I

SECTION 190. FREEDOM OF INFORMATION-PRIVACY ACTS (FOIPA)

(3) FBIHQ approval is required prior to the use of the tip-off
prov~s~ons. Approval is obtained by sending a teletype to FBIHQ, Attention:
FOIPA Section Front Office, containing:

(a) sufficient information about each of the essential
elements of the recommended exclusion;

(b) any additional information known about the subject
matter of the request or the requester that might affect the decision;

(c) the caption and a brief description of the investigation
to be protected, along with it$ current status, field office file number, and
Bufile number if known; and

(d) the identity of the field office official recommending
the use of the "tip off" and the person in the office to contact about the
request.

A copy of the teletype should be sent to the office of orlgln and any other
interested offices. If approval is given, the field office will notify the
requester as indicated above in 190-2.1(2).

190-2.2 Time Deadlines

(1) A first-party request (an individual asking for records
concerning himselfjherself) requires that a determination concerning
disposition of the request be made under both the Privacy Act and the FOIA.
While the Privacy Act contains no time deadlines concerning access to records,
the time limits for responding to FOIA requests, as set out below in
190-2.2(2), should be followed.

(2) The time limits dictated by the FOrA are as follows:

(a) Within ten working days upon receipt of a valid request,
i.e., one that contains sufficient descriptive info~ation, and the authoriza
tion of living third party when necessary, provided no unusual ci~cumstances

exist; or

(b) Within no more than ten additional working days, upon
written notice of extension to requester, where there exists a need to collect
records from offices other than the one receiving the request, the need to
collate voluminous records for a single request exists, or consultation wich
another agency is required.

(3) While it is recognized that these time limits may be diffi
cult to meet in all instances, acknowledgment of the request and some
indication of whether records exist that will be reviewed for possible dis
closure should be made within ten working days after receipt of the request.

(4) Should the request involve a highly sensitive covert
investigation, contact the Training, Research, and Field Coordination Unit,
FOIPA Section, FBIHQ, by secure telephone or teletype for direction before
acknowledgment.

190-2.3 [Searching Procedures

(1) An FOIPA request sent to a field office should be considered
to be a request for records in the Central Records System, unless another
system of records is specifically mendoned in the request. The fact that thE'
requester directed the request to a specific field office raises the
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PART I

SECTION 190. FREEDOM OF INFORMATION-FRIVACY ACTS (FOrPA)

presumption that only records of that office are of interest to the requester.
Thus, while a computer search might indicate that another field office or FBIHQ
has information about the subject of the request, only information entered into
the computer by the field office to which the FOIPA request was directed should
Oe .. considered. Also, there is normally no processing of the computer printout
for an FOrPA requester. unless it contains information in addition to that
maintained in the source document or unless there is no source document.

(2) In response to FOIPA requests for records in the Central
Records System, a field office must search the indices and other meanS by which
it retrieves information from this system of records, including:

(a) the general indices, both manual and automatedj

(b) automated investigative support systems, such as the
Organized Crime Information System (OeIS), the Investigative Support
Information System (ISIS), and the Intelligence Information System (lIS); and

(c) [a]microcomputer[data base]currently being operated by
the field[division must be searched if a comparison of the specific FOIPA
request with the list of microcomputer data bases indicates that a specific
data base could reasonably be expected to contain responsive information. J

(3) The Information Systems Administrator (ISA) will furnish a
[list)of microcomputer data bases (see rart II, Section 16-18.4 (3)(a)) to the
Field L. ~acy Control Officer (FPCO) and inform the FPCO[whenever]a
microcomputer data base is to be added to or removed from the list. {The ISA
is responsible for providing the FPCO with a list of microcomputer data bases
which shall be current, have a revision date, include the case caption and/or
an indication of the subject matter and type of investigation being conducted,
and indicate whenever full-text retrieval capabilities have been or are being
used. )

(4) [The FPCO will identify the system of records with which the
microcomputer data base is associated and will ensure that the appropriate
microcomputers are searched in response to FOIFA requests. When full-text
retrieval capabilities are being used on the data base to be searched, in
accordance with section (2)(c) above, the FPCO must determine if a full-text
retrieval search of the data base is required for the FOIPA request. Full
text retrieval is used in a limited number of cases as an investigative
technique to collate, analyze. and retrieve information. It is not part of
the normal search process and is not used as a substitute for the ~eneral
indices or the automated investigative support systems. However, ~f, at the
time an FOIPA request is received, full-text retrieval capabilities are being
used to retrieve information about individuals by name or personal
identifier, a full-text retrieval search of that data base should be
considered. In such cases, it may be appropriate to contact the requester
before the search is conducted to determine if the requester is willing to pay
the actual direct costs of conducting the search (see 28 CFR 16.10 and 16.47).J

[(5)) A microcomputer[data base]used exclusively in connection with
a system of records other than the Central Records System. such as the Elsur
Index or the National Center for the Analysis of Violent Crime, need be
searched only in response to a request involving the other system of records.

190-2.4 Filing Procedures, Classification l~O

(1) In order to preserve and maintain accurate records concerning
the handling of a request SUbmitted pursuant to the FOIPA, a separate
correspondence-type file in the 190 classification is to be initiated at such
time as it is determined that records are being maintained which pertain to the
requester or to the SUbject matter which has been requested; however. a
separate 190 file should not be opened if an exclusion (one of the tip-off
provisions) is being used-and no records are being released. Such a file can
be opened when searching procedures determine the existence of records under
the requester's name, even though it might be determined at a later time that
those records are not identical with the requester.

(2) Where the initial search fails to locate the existence of
possibly identifiable information or when a tip-off provision is used to
exclude all the information about the subject of the request, the incoming
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PART I

SECTION 190. FREEDOM OF INFORMATION-PRIVACY ACTS (FOIPA)

request letter and the response are to be maintained in the
control file, rather than in a separate, substantive file.
also be utilized to maintain copies of correspondence where
the field office is to forward the request to FBIHQ.

(3) The handling of all documents concerning the use of the tip
off provisions should be[in accordance]with procedures for the maintenance of
the classified and informant information these documents often contain.

190-2.5 Field Office Records Referral Procedures

(1) The field office receiving a request for access to FBI records
must determine what records (files) are responsive to the request. Existing
Bureau instructions will determine where the records are processed, i.e., at
FBIHQ, at the office receiving the request, or at the office of origin (00).

(2) All main files which show the investigation was reported to
FBIHQ will be processed at FBIHQ. Unreported main files will be processed by
the 00. All "see" references normally are processed by the office receiving
the request. Where the request is referred to FBIHQ, the FOIPA
Section,[IMD,)will process the main file records, not only in the FBIHQ file,
but also in the files of the office receiving the request and/or the 00, which
are responsive to the request.

190-~ Seeking Access in Person

When a Privacy Act request is presented to a field office in
person, the requester should be advised to put the request in writing or to
complete an FD-706, after which the field office will process the request
pursuant to the same time limits pertaining to requests received by mail.
Should the individual wish to return to the field office to personally review
processed documents, when available, it should be permitted. In addition, the
requester is permitted to have one other person accompany him/her, providing
the requester furnishes a statement authorizing a discussion of his/her
personal records in the presence of this other individual. An FBI employee is
to be present at all times during the requester's review of copies of FBI
records in FBI space.

190-2.7 Consultation and Referral to Other Agency

(1) Where material to be released includes information previously
obtained from another Federal agency, that agency is to be consulted prior to
release of the information.

(2) Where the material being considered for release includes
copies of the original documents obtained from another Federal agency, said
documents will be referred to that agency whether on local or headquarters
level. The field office should inquire at the local office of the Federal
agency as to the proper disposition of the referral.

190-3

190-3.1

CONDITIONS OF DISCLOSURE

Written Authorization By Subject

The Privacy Act prohibits disclosure of personal information, with
certain exceptions, to any person or other agency unless specifically
authorized in writing by the person to whom the record pertains.
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Exceptions

The Act provides for twelve exceptions to this disclosure
prohibition. The exceptions used most often by the FBI in disseminating
information from the central records system are:

(1) Information from FBI files may be disseminated as a proper
"routine use" \olithout the subject's authorization to any Federal Executive
Branch agency to the extent the information is relevant to an authorized
function of such agency. Information also may be disclosed as a routine use
to a membex of the Federal Judiciary if considered relevant to an authorized
function of the recipient. In addition, information may be disclosed to a
state or local criminal justice agency for an legitimate law enforcement
purpose. ("Routine Use" is defined in the Privacy Act as the use of such
record for a purpose which is compatible with the purpose for which it was
collected.) Such a routine use dissemination does not constitute any change in
past policy or procedures as the FBI always has been authorized to disseminate
its records to other Government agencies for official business only. Such
d;~-~~ination will continue under this new routine use procedure.

(2) Background and descriptive information on Federal fugitives
is disseminated as a routine use to the general public and the news media to
assist in the apprehension of the fugitives.

(3) News releases are disseminated as a routine use to the
general public and the news media concerning apprehensions and other
accomplishments.

(4) Public source information is similarly disseminated as a
routine use on a continuing basis.

(5) Information is disclosed to private individuals and/or
organizations when necessary to solicit information or cooperation for an
authorized purpose, i.e., when it is necessary during the course of an
official investigation to seek information from private individuals such as
their observations, descriptions, or account of events which transpired. In
such instances it might be necessary to disclose the nature of the crime of
which the subject was suspect or similar personal information about the
subject. Also, information may be disclosed to the private sector to the
extent necessary to protect life or property.
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Accounting of Disclosures

(1) Each time a record pertaining to an individual is disseminated
to a person or other Federal, state l local, or forei~n agency, whether orally
or by any type of communication, wrltten or electronlc, an accounting of such
dissemination, consisting of the date, nature, and purpose of each disclosure
as well as the n~e and address of the person or agency to whom the disclosure
is made, must be maintained for at least(six]years or the life of the record,
whichever is longer, following the disclosure.

(2) The Act provides for access by the individual subject
requester to the accounting of disclosure made of records pertaining to
him/her. Normally, the FBI will release this accounting to the individual at
his/her request; however, the FBI is exempt from this particular statutory
requirement and, where circumstances so dIctate, the FBI will deny such a
request, e.g., where disseminatio.n was of a sensitive n~ture to an agency such
as National Security Agency, Central Intelligence Agency or Drug Enforcement
Administration. '

190-4 INFORMATION COMPILED FOR CIVIL LITIGATION

(1) The Privacy Act does not permit an individual access to any
information compiled in reasonable anticipation of a civil action or proceeding
brought either by the Government or against the Government. '

(2) In order for information to be deniec a requester based on
this provision, Office of Management and Budget COMB) has indicated the civil
action actually must have been filed so that the agency is on notice, as the
original intent of this provision is to protect information collected by or at
the request of the Office of the USA in preparation for civil litigation
brought by or against the Government.

190-5 REQUIREMENTS IMPOSED BY THE PRIVACY ACT

(1) Only that information about an individual which is relevant
and necessary to accomplish a purpose authorized by statute, Executive order of
the President, or by the Constitution is to be recorded in FBI files.

(2) When interviewing an individual in an applicant- or civil
type investigation to solicit information about that individual,
~imse~f(herself, and not about someone else, the individual must be apprised
1n wrltJ.ng, of:
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(a) The authority, whether by statute or Executive Order,
which authorizes solicitation of the information and whether disclosure of
such information is mandatory or voluntary;

(b) The principal purpose for which the information is
intended to be used;

(c) The routine use which may be made of the information;

(d) The effects on the interviewee, if any, of not providing
all or any part of the requested information.

(3) Written forms containing the above information in all of the
suitability- and civil-type classifications are maintained in each field
office. At the termination of the interview, the form should be left with the
interviewee. [Note: This requirement is not necessary in those applicant
matters which are referred to the FBI by another agency or department,
including the Department of Justice. The FBI conducts the interviews in these
instances with the understanding that the referral agency or department
notifies each person it solicits information from of the Privacy Act
requirements described in subparagraph (2).)

(4) All information about an individual is to be maintained with
such accuracy. relevance, timeliness, and. completeness as is reasonably
necessary to assure fairness in any determination made concerning the
individual based on such information. Only information meeting these four
standards should be disseminated to other agencies.

190-5.1 Restrictions on Infor~ation Relating to First Amendment Fights

(I) The FBI is prohibited from maintaining records describing how
any individual exercises rights guaranteed by the First Amendment unless
authorized by statute or by the individual, or unless the particular record is
pertinent to and within the scope of an authorized law enforcement activity.

(2) This restriction prohibits the collection, maintenance, use
or dissemination of information concerning an individual's religious or
political bel~efs or activities, or membership in associations or
organizations, unless:

(a) The individual has volunteered such information for
([his/herJown benefit~

(b) The information is expressly authorized by statute to be
collected, maintained, used, or disseminated; or

(c) The activities involved are pertinent to and within the
scope of an authorized investigation, adjudication, or correctional activity.

190-6

190-6.1

CRIMINAL PENALTIES

Unauthorized Disclosure

Any officer or employee of any agency, who by virtue of[his/her]
employment or official position) has possession of, or access to) agency
records which contain individually identifiable information, the disclosure of
which is prohibited by this Section or by rules or regulations established
thereunder, and who knowing that disclosure of the specific material
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is so prohihi teil, willfully discloses the materi,al in any manner to any person
or agency not entitled to receive it, shall he guilty of a misdeMeanor and
fined not more than $5,000.

190-6.2 Unpublished Records System

Any officer or employee of any agency who willfully maintains a
system of records without meeting the notice requirements of the Act shall be
guilty of a misdemeanor and fined not more than $5,000.

190-6.3 Use of False Pretenses

Any person who knowingly and willfully requests or ohtains any
record concerning an individual from an agency under false pretenses shall be
guilty of a misdemeanor and fined not more than $5,000.

190-6.4 FBI Jurisdiction

The FBI has been designated hy the Department of Justice as the
agency having jurisdiction to investigate violations of the Privacy Act,
described ahove. The classification is 187, Privacy ActloE 1974]- Criminal.

190-7

190-7.1

PROMISE OF CONFIDENTIALITY

When Applicable

(1) In applicant, background-type investigations and
investigations involving civil matters, as well as administrative inquiries,
individuals interviewed in order to solicit information about someone other
than the interviewee have a right to request from the FBI an express promise
that the identity of the interviewee will be held in confidence. Such a
promise is not to be encouraged, but granted on a selective hasis when it is
the only means to secure the-information from the individual being
interviewed.

(2) All individuals from whom information is sought in applicant
and civil-type cases must be apprised not only of the purpose for which the
information is sought, as well as the uses to be made of the information; but
also of the provisions of the Privacy Act regarding access to records and the
allowance for confidentiality.

[ [(3) At what point in the interview process the person interviewed
[ should be told of the Privacy Act and given the opportunity to request
( confidentiality is left to the best judgment of the interviewing Agent.
[ HOHever, in almos t every cafie, the logical time is at the beginning of the
[ interview to avoid the appearance of intentionally mislearling or misinforming
[ the person interviewed. Where confidentiality is requested, the person being
[ interviewed should be assured any information he or she provides, which could
( identify them as the source, will be withheld from anyone requesting access to
I the records under the Privacy Act or the Freedom of Information Act.]
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Recording of Promise of Confidentiality

Where such an express promise has been requested and granted, it
is absolutely imperative this fact be clearly recorded along with the results
of the interview. Failure to note the interviewee was granted an express
promise of confidentiality will result in the disclosure of the interviewee's
identity to the subject of the investigation upon the latter's request to
review the results of the investf.gation in accordance with the Priv~cy Act.

190-7.3 Types of Confidenti.ality

A promise of confidentiality, when furnished to a source of
information, may pertain to anyone of three areas:

[(1)] Source's identity to be concealed only from the subject of
the investigation.

[(2)] Source's identity not to be unnecessarily revealed until such
ti~e as the information is required in a judicial proceeding or administrative
hearing.

[( 3) 1 Source 's identity is to be concealed from anyone olltside the
FBI, in which case the use of "T" symhols should be employed in all
communications prepared for dissemination.·
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190-7.4 Custodian of Records

The express pro~ise of confidentiality May also be furnished on
request to a state or local custodian of records, e.g., police depart~ent,

private corporation, credit bureau, in applicant- and civil-type
investigations. The custodian must be made aware that this is the only
procedure which will afford adequate confidentiality to his/her agency.

190-8

190-8.1

USE OF SOCIAL SECURITY ACCOUNT NUMBER (SSAN)

Restrictions

(1) No Federal, state or local agency shall deny an individual
any right, benefit or privilege provided by law because of the individual's
refusal to disclose his/her SSAN except:

(a) A disclosure required by Federal statute, or

(b) A disclosure to a Federal, state or local agency
maintaining a system of records in existence prior to 1/1/75, if such
discloRure was required under statute or regulation adopted prior to that date
to verify the identity of the individual.

(2) When requesting an individu~l to furnish SSAN, ensure that
the individual be apprised of whether such disclosure is voluntary or
mandatory, the statutory or other authority for its solicitation, and what
uses will be made of it.

(3) There is no statutory provision for enforcement of this
requirement; therefore, the FBI is not authorized to conduct an investigation
of alleged violations by Federal, state or local agency personnel.

190-9 H1PLOYEE STANDARDS OF CONDUCT

Except to the extent permitted pursuant to the Privacy Act,
employees of the FBI shall:

[(I)] Collect no information of a personal nature unless authorized
to collect it to achieve a function or carry out a responsibility of the FBI;

[(2)] Collect only that information which is necessary to FBI
functions or responsibilities;

[(3)] Collect information, wherever practicable, directly from the
individual to whom it relates;
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SECTION 190. FREEDOM ON INFOR}lATION-PRIVACY ACTS (FOrPA)

[(4)J Inform individuals from who~ information (about themselves)
is collected, of the authority for collection, the purposes thereof, the uses
that will be mane of the information, and the effects both legal and
practical, of not furnishin~ the information;

[(5)] Neither collect, maintain, use, nor disseminate information
concerning an individual's religious or political beliefs or activities or
his/her membership in associations or organizations, \mless, (i) the
individual has volunteered such information for his/her own henefit; (ii) the
information is expressly authorized by statute to he collected, maintainerl,
used, or disse~inated; or (iii) the activities involved are pertinent to and
within the score of an authorized investigation, adjudication or correctional
activity;

[(6») Advise their supervisors of the existence or contemplated
development of any record system which retrieves information about individuals
by individual identifier;

[(7)] Wherever required by the Act, maintain an accounting, in the
prescribed form, of all dissemination of personal information outside the
Department, whether made orally or in writing;

[(8)] Disseminate no information concerning individuals outside the
Department except when authorized by Title 5, USC, § 552a, or pursuant to a
routine use puhlished in the Federal Register;

[(9)] Maintain and process information concerning individuals with
care in order to ensure that no inadvertent disclosure of the information is
made either within or without the Department; and

[(lO)J Call to the attention of the field office Privacy Control
Officer any information in a system maintained by the FBI which is not
authorized to be maintained under the provisions of the Privacy Act of 1974,
including information on First AmendMent activities and information that is
inaccurate, irrelevant or so incomplete as to risk unfairness to the
individual concerned. The field office Privacy Control Officer should then
consider the appropriate action to be taken after consultation with FBIHQ
where necessary.

190-10

190-10.1

SYSTD1S OF RECORDS-NOTICE REQl1IRF:MENTS

Definitions

(1) Record - a documentary or computer record containing per~onal

information identifiable with a U.S. citizen or permanent resident alien.

(2) System of records - a group of "records," under the control
of the FRI, from which information is retrieved hy name or other personal
identifier.

190-10.2 Notice Requirements

(1) The DepartMent of Justice, like every Executive Branch
agency, must publish in the Federal Register a complete description of each
systeM of records maintained by each component of the DepartMent (system
notice).
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SECTION 190. FREEDOM OF INFORMATION-PRIVACY ACTS (FOIPA)

(2) For the FBI, the Department has published notices of several
records systems, including National Crime Information Center (NCIC),
Identification Division Records System, and the Central Records System.

(3) The FBI.Central Records System is comprised of the over 200
classifications of investigative, administrative and correspondence files
maintained at FBIHQ, all FBI field divisions, and the Legal Attache offices
abroad. Information is retrieved from the Central Records System by means of
manual and/or automated indices in each location at which the records are
stored.

190-10.3 Noncompliance

Maintaining a system of records, as describp.d above, independent
of published FBI systems, without meeting the notice requirements, can subject
the FBI to civil liability and the responsible FBI official or employee to
criminal prosecution (see 190-6.2),

190-10.4 Special Indices Relating to Individual Major Investigations

(1) [The]FBI can maintain a separate index or listing, containing
individually retrievable personal information, only by publishing a system
notice in the Federal Register, or making the information also retrievable
through[a search of]the Central Records System (GAO Report to the Comptroller
General, 12/26/77),

(2) Making information[about an individual]retrievable through a
search of the Central Records System is accomplished by[making the
individual's name or personal identifier retrievable in the general indices,
in an automated investigative support system, or in a microcomputer searched
under the procedures described in 190-2.3.]

(3) If the information[to be)maintained separately[(e.g., in a
microcomputer»)is only duplicative of that which was previously[made equally
retrievable through the Central Records System, the information is already
part of the Central Records System and no additional action need be taken.]

908.01
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INTRODUCTION

The Freedom of Information Act' generally provides that any person has
a right, enforceable in court, of access to federal agency records, except to the
extent that such rt:cords (or portions thereof) are protected from disclosure by
one of nine exemptions or by one of three special law enforcement record
exclusions.

Enacted in 1966, the FOIA established for the first time an effective
statutory right of access to government information. The principles of govern
ment openness and responsibility underlying the ForA, however, are inherent
in the democratic ideal: ''The basic purpose of [the] FOIA is to ensure an in
formed citizenry, vital to the functioning of a democratic society, needed to
check against corruption and to hold the governors accountable to the gov
erned. "2 The Supreme Court has emphasized that "[o]fficial information that
sheds light on an agency's performance of its statutory duties falls squarely
within that statutory purpose. ,,)

To be sure. achieving an informed citizenry is a goal often counterpoised
against other vital societal aims. Society's strong interest in an open govern
ment can conflict with other important interests of the general public--such as
the public's interests in the effective and efficient operations of government; in
the responsible governmental use of limited fiscal resources; and in the preser
vation of the confidentiality of sensitive personal, commercial, and governmen
tal information. Though tensions among these competing-interests are charac
teristic of a democratic society, their resolution lies in providing a workable
formula that encompasses, balances, and appropriately protects all interests,
while placing emphasis on maximum responsible disclosure. 4 It is this task of
accommodating countervailing concerns, with disclosure as the predominant ob
jective. that the FOIA seeks to accomplish.

The FOIA evolved after a decade of debate among agency officials, leg
islators, and public interest group representatives. It revised the public disclo~

sure section of the Administrative Procedure Act,S which generally had been
recognized as falling far short of its disclosure goals and had come to be looked
upon by some as more a withholding statute than a disclosure statute.6

By contrast. under the thrust and structure of the FOIA, virtually every
record possessed by a federal agency must be made available to the public in
one form or another, unless it is specifically exempted from disclosure or spe-

I 5 U.S.C. § 552 (1988).

2 NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 242 (1978).

3 United States Dep't of Justice v. Reporters Comm. for Freedom of the
Press, 489 U.S. 749, 773 (1989).

4 See S. Rep. No. 813, 89th Cong., 1st Sess. 3 (1965).

S5 U.S.C. § 1002 (1964) (amended 1966).

6 See S. Rep. No. 813. 89th Cong., 1st Sess. 5 (1965).



INTRODUCTION

dally excluded from the Act's coverage in the first place. 7 The nine exemp
tions of the FOrA ordinarily provide the only bases for nondisclosures and gen
erally are discretionary, not mandatory. in nature. 9 (For a discussion of the
discretionary nature of FOrA exemptions, see Discretionary Disclosure and
Waiver, below.) Dissatisfied record requesters are given a relatively speedy
remedy in the United States district courts, where judges determine the propri
ety of agency withholdings de novo and agencies bear the burden of sustaining
their nondisclosure actions. lO

The FOIA contains six subsections, the first of which establishes two
categories of information which must automatically be disclosed. Subsection
(a)(1) of the FOlAll requires publication in the Federal Register of informa
tion such as descriptions of agency organization, functions, procedures, substan
tive rules and statements of general policy.12 This requirement provides auto
matic public access to important basic information regarding the transaction of
agency business. 13

Subsection (a)(2) of the FOIA14 requires that materials such as final opin
ions rendered in the adjudication of cases, specific policy statements, and cer
tain administrative staff manuals routinely be made available for public inspec-

7 See NLRB v. Sears, Roebuck & Co., 421 U.S. 132, 136 (1975).

8 See 5 V.S.c. § 552(d).

9 See Chrysler Corp. v. Brown, 441 U.S. 281, 293 (1979); see also. e.g.,
FOIA Update, Summer 1985, at 3 ("OIP Guidance: Discretionary Disclosure
and Exemption 4").

10 See 5 U.S.C. § 552(a)(4)(B)-(C); see also FOIA Update, Spring 1985, at
6.

115 U.S.c. § 552(a)(1).

12 See, e.g" Hughes v. United States, 953 F.2d 531, 539 (9th Cir. 1992);
NI Indus" Inc. v. United States, 841 F.2d 1104, 1107 (Fed. Cir. 1988); Bright
v. INS, 837 F.2d 1330, 1331 (5th eir. 1988); see also DiCarlo v. Commission
er, T.C. Memo 1992-280, slip op. at 9-10 (May 14, 1992) (publication in Unit
ed States Government Manual, special edition of Federal Register, satisfies
publication requirement of subsection (a)(l)(A» (citing 1 C.F.R. § 9 (1992»;
cL e.g., Daingerfield Island Protective Soc'y v. Babbitt, 823 F. Supp. 950,
958 (D.D.C. 1993) (approval of highway design by National Park Service not
substantive rule and thus not required to be published in Federal Register).

13 See FOTA Update, Summer 1992, at 3-4 ("OIP Guidance: The 'Auto
matic' Disclosure Provisions of FOIA: Subsections (a)(1) & (a)(2)") (advising
agencies to meet their subsection (a)(1) responsibilities on no less than a quar
terly basis).

14 5 U.S.C. § 552(a)(2).
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INTRODUCTION

tion and copying. IS Additionally, these materials are required to be indexed to
facilitate that public inspection. 16 These records commonly are referred to as
"reading room" materialsY Public access to such information serves to guard
against the development of agency "secret law" known to agency personnel but
not to members of the public who deal with agencies. 18

The courts have held that providing official notice and guidance to the
general public is the fundamental purpose of the publication requirement of
subsection (a)(1) and the availability requirement of subsection (a)(2).19 Fail
ure to comply with the requirements of either subsection can result in inval
idation of related agency action,20 unless the complaining party had actual and
timely notice of the unpublished agency policy, 21 or unless he is unable to

15 See. e.g., Leeds v. Commissioner of Patents & Trademarks, 955 F.2d
757, 763 (D.C. Cir. 1992); Capuano v. National Transp. Safety Bd., 843 F.2d
56, 57-58 (1st Cir. 1988); Public Citizen v. Office of the U.S. Trade Repre
sentative, 804 F. Supp. 385, 387 (D.D,C. 1992) (documents containing state
ments of policy or interpretations--in addition to descriptive information--held
subject to subsection (a)(2».

16 5 U,S.c. § 552(a)(2).

17 See FOIA Update, Summer 1992, at 4 (advising that all agencies should
at a minimum have published procedures by which "reading room~' access is
allowed).

18 See, e.g., NLRB v. Sears, Roebuck & Co., 421 U.S. at 153-54; Skelton
v. Postal Serv., 678 F.ld 35,41 (5th Cir. 1982) ("That requirement was de
signed to help the citizen find agency statements 'having precedential signifi
cance' when he becomes involved in 'a controversy with an agency. 'It (quoting
H.R. Rep. No. 1497, 89th Cong.. 2d Bess. 8 (1966»); see also Vietnam Veter
ans of America v. Department of the Navy, 876 F.2d 164, 165 (D.C. Cir.
1989) (opinions in which Judge Advocates General of Army and Navy have
authority only to dispense legal advice--rendered in subject areas for which
those officials do not have authority to act on behalf of agency--found not to be
"statements of policy or interpretations adopted by" the agencies and held not
required to be published or made available for public inspection).

19 See, e.g., Welch v. United States, 750 F,2d '1101, 1111 (Ist Cir. 1985).

20 See, e.g., NI Indus .. Inc. v. United States, 841 F.2d at 1:108; D&W
Food etrs .. Inc, v. Block, 786 F.2d 751, 757-58 (6th Cir. 1986); Anderson v.
Butz, 550 F.2d 459, 462-63 (9th Cir. 1977); see also Texas Health Care Ass'u
v. Bowen, 710 F. Supp. 1109, 1113-14, 1116 (W.D. Tex. 1989).

21 See, e.g., United States v. FIV Alice Amanda, 987 F.2d 1078, 1084-85
(4th Cir. 1993) (statutory defense of subsection (a)(I) not available where de
fendant had copy of unpublished regulations); United States v. Bowers, 920
F.2d 220, 222 (4th Cir. 1990) (IRS failure to publish tax forms did not pre
clude defendants' convictions for income tax evasion, as defendants had notice
of duty to pay those taxes, duty is "manifest on face" of statutes, listing of

(continued ... )

~ 5 -



INTRODUCTION

show that he was adversely affected by the lack of publication,22 However,
unpublished interpretive guidelines that were available for copying and inspec~

tion in an agency program manual have been held not to violate subsection
(a)(1),23 and it also has been held that regulations pertaining solely to internal
personnel matters that do not affect members of the public need not be pub
lished. 24

Under subsection (a)(3)--by far the most commonly utilized portion of the
FOIA--all records not covered by subsections (a)(1) or (a)(2),25 or exempted
from mandatory disclosure under subsection (b), or excluded under subsection
(c), are subject to disclosure upon an agency's receipt of a proper access re
quest from any person. (See discussions of the procedural aspects of subsection
(a)(3) (including fees and fee waivers), the exemptions of subsection (b), and
the exclusions of subsection (c), below.)

21(. •• continued)
places where forms can be obtained is published in Code of Federal Regula
tions, and defendants had filed tax returns before); Lonsdale v. United States,
919 F.2d 1440, 1447 (10th Cir. 1990); Tearney v. National Transp. Safety Bd.,
868 F.2d 1451, 1454 (5th Cir. 1989); Bright v. INS, 837 F.2d at 1331; Mada
Luna v. Fitzpatrick, 813 F.2d 1006, 1018 (9th Cir. 1987); see also United
States v. 5200,000 in United States Currencv, 590 F. Supp. 866, 874-75 (S.D.
Fla. 1984) (alternative holding) (published regulations adequately apprised
individuals of obligation to use unpublisht::d reporting form).

22 See, e.g., United States v. Bowers, 920 F.2d at 222; Sheppard v. Sulli
van, 906 F.2d 756, 762 (D.C. Cir. 1990); Nguyen v. United States, 824 F.2d
697, 702 (9th Cir. 1987); Coos-Curry E1ee. Coop .. Inc. v. Jura, 821 F.2d
1341, 1347 (9th Cir. 1987).

23 See McKenzie v. Bowen, 787 F.2d 1216, 1222-23 (8th Cir. 1986); see
also Capuano v. National Transp. Safety Bd., 843 F.2d at 57-58; Medics, Inc.
v. Sullivan, No. 88-2120, slip op. at 7-9 (D.P.R. May 31, 1991); Sturm v.
James, 684 F. Supp. 1218, 1223 n.6 (S.D.N.Y. 1988).

Z4 Pruner v. Department of the Army, 755 F. Supp. 362, 365 (D. Kan.
1991) (Army regulation governing procedures for applications for conscientious
objector status concerned internal personnel matters and was not required to be
published); see also Lonsdale v. United States, 919 F.2d at 1446-47 (FOIA
does not require publication of Treasury Department orders which internally
delegate authority to enforce internal revenue laws). But see also Smith v.
National Transp. Safety Bd., 981 F.2d 1326, 1328-29 (D.C. Cir. 1993) (unpub
lished policy statement regarding sanctions not valid basis for suspension of
license because sanctions policy affects public by altering public's behavior).

25 See 5 U.S.C. § 552(a)(3) ("FOIA request" under subsection (a)(3) cannot
be made for any records encompassed within "reading room" materials required
to be made available under subsection (a)(2»; United States Dep't of Justice v.
Tax Analysts, 492 U.S. 136, 152 (1989); Hardy v. Bureau of Alcohol, Tobacco
& Firearms, 631 F.2d 653, 657 (9th Cir. 1980); see also FOrA Update, Sum
mer 1992, at 4; FOrA Update, Spring 1991, at 5.
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Subsection (c) of the FOJA, added as a part of the Freedom of Informa
tion Reform Act of 1986,26 establishes three special categories of law enforce
ment-related records which have been entirely excluded from the coverage of
the FOIA in order to safeguard against unique types of harmY The extraordi
nary protection now embodied in subsection (c) permits an agency to respond to
a request for such records as if the records in fact did not exist. (See discus
sion of the operation of these special provisions under Exclusions, below.)

Subsection (d) makes clear that the FOIA was not intended to authorize
any new withholding of information, including from Congress. While individu
al Members of Congress possess merely the rights of access guaranteed to "any
person" under subsection (a)(3), Congress as a body (or through its committees
and subcommittees) cannot be denied access to information on the grounds of
FOIA exemptions. 28

Subsection (e) requires an annual report to Congress from each federal
agency regarding its FOIA operations and an annual report from the Attorney
General regarding FOIA litigation and the Department of Justice's efforts
(through the Office of Information and Privacy) to encourage agency compli
ance with the FOIA. Subsection (f) defines the term "agency" so as to subject
the records of nearly all executive branch entities to the FOIA. (See discussion
of the term "agency" under Procedural Requirements, below.)

As originally enacted in 1966. the FOIA contained, in the views of many,
weaknesses which detracted from its ideal operation. In response, the courts
fashioned certain procedural devices, such as the requirement of a "Vaughn
Index" --a detailed index of withheld documents and the justification for their
exemption, established in Vaughn v. Rosen29--and the requirement that agen
cies release segregable nonexempt portions of a partially exempt record, first
established in EPA v. Mink. 3D

In an effort to further extend the FOIA's disclosure requirements, and
also as a reaction to the abuses of the Watergate era, the ForA was substantial-

26 Pub. L. No. 99-570, §§ 1801-1804, 100 Stat. 3207, 3207A8.

27 See generally Attorney General's Memorandum on the 1986 Amendments.
to the Freedom of Information Act 18 (Dec. 1987) .[hereinafter Attorney Gener
al's Memorandum].

28 See FOIA Update, Winter 1984, at 3-4 ("OIP Guidance: Congressional
Access Under FOIA 11 (citing, e.g., H.R. Rep. No. 1497, 89th Cong., 2d Sess.
11-12 (1966)); see also 5 U.S.C. § 552a(b)(9) (1988) (counterpart provision of
Privacy Act of 1974).

29 484 F.2d 820, 827 (D.C. Cir. 1973), cert. denied, 415 U.S. 977 (1974).

30 410 U.S. 73, 91 (1973); see 5 U.S.C. § 552(b) (final sentence) (explicitly
requiring disclosure of any "reasonably segregable" nonexempt information);
see also. e.g., Army Times PublishiI1g Co. v. Department of the Air Force,
998 F.2d 1067, 1068, 1071-72 (D.C. Cir. 1993) (emphasizing importance of
Act's "reasonable segregation" requirement).
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Iy amended in 1974. The 1974 FOIA amendments considerably narrowed the
overall scope of the Act's law enforcement and national security ex.emptions
and broadened many of its procedural provisions, such as those relating to fees,
time limits, segregability, and in camera inspection of withheld information by
the courts.

In 1976, Congress again limited what could be withheld as exempt from
disclosure under the FOrA, this time by narrowing its incorporation of the
disclosure prohibitions of other statutes. (See discussion of Exemption 3, be
low.) A technical change was made in 1978 to update the FOIA's provision for
administrative disciplinary proceedings,31 and in 1984 Congress repealed the
expedited court-review provision previously contained in former subsection
(a)(4)(0) of the Act. 32

In 1981, after several years of administrative ex.perience with the FOIA,
as amended, congressional hearings demonstrated that the Act was in need of
both substantive and procedural reform. 33 Consequently, new FOIA amend
ments were advanced through the legislative process with the aim of strengthen
ing the Act's nondisclosure provisions and improving many of its procedural
provisions. 34 Through mid-1986, though, those FOIA reform efforts contin
ued to be stalled.35

Late in 1986. however, in a relatively sudden development, Congress
passed major FOIA reform legislation as part of the Anti-Drug Abuse Act of
1986. Signed into law on October 27, 1986, the Freedom of Information Re
form Act of 198636 amended the FOIA to provide broader exemption protec
tion for law enforcement information, plus special law enforcement record
exclusions, and it also created a new fee and fee waiver structure.3' While all
of the law enforcement provisions of the 1986 FOIA amendments became ef-

31 5 U.S.C. § 552(a)(4)(F) (1988).

32 5 U.S.C. § 552(a)(4)(D) (1982); see Federal Courts Improvement Act of
1984, Pub. L. No. 98-620, § 402, 98 Stat. 3335, 3357 (1984) (codified at 28
U.S.C. § 1657); see also FOIA Update, Spring 1985, at 6.

33 See generally Freedom of Information Act: Hearings on S. 587, S.
1235, S. 1247, S. 1730, and S. 1751 Before the Subcomm. on the Constitution
of the Senate Comm. on the Judiciary, 97th Cong., 1st Sess. (1981) (two vol
umes).

34 See FOIA Update, Fan 1984, at 1; FOIA Update, Summer 1984, at 1, 4;
FOIA Update, Winter 1984, at 1, 6; FOIA Update, Summer 1983, at 1-2;
FOIA Update, Spring 1983, at 1; FOrA Update, June 1982, at 1-2; FOIA Up
date, March 1982, at 1-2; FOIA Update, Dec. 1981, at 1-2.

35 See FOIA Update, Spring 1986, at 1.

36 Pub. L. No. 99-570, 100 Stat. 3207.

37 See ForA Update, Fall 1986, at 1-2; see also id. at 3-6 (setting out stat
ute in its amended form, interlineated to show exact changes made),
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fective immediately, the revised fee and fee waiver provisions were made effec
tive only after the expiration of a 180-day implementation period. on April 25,
1987, with implementing regulations required to be in place for their full effec
tiveness. 38 The Depanment of Justice and other federal agencies have taken
numerous steps to implement all provisions of the 1986 FOIA amendmems. 39

In sum. the FOIA is a vital. continuously developing mechanism which,
with necessary refinements to accommodate technological advancements40 as
well as society's countervailing interests in an open yet fully responsible gov
ernment, can truly enhance our democratic way of life.

PROCEDURAL REQUIREMENTS

The Freedom of Information Act applies to "records" maintained by
"agencies" within the executive branch of the federal government, including the
Executive Office of the President and independent regulatory agencies.! Not
included are records maintained by state governments,2 by municipal corpora
tions,3 by the courts,4 by Congress,S or by private citizens.6

38 See FOIA Update, Winter/Spring 1987, at 1-2.

39 See id.; ForA Update, Summer 1988, at 1-14; FOIA Update, Winter
1988, at 2; see also Attorney General's Memorandum.

40 See. e.g., FOIA Update. Spring 1992, at 3 (discussing need to adjust
FOIA to accommodate "electronic record" enviromnent not envisioned when
statute enacted).

15 U.S.C. § 552(f) (1988).

2 See, e.g., Butler v. Marshall, No. 92-16955, slip op. at 2 (9th Cir. June
4, 1993); Smith v. Herriott, No. 91-35424, slip Opt at 2 (9th Cir. June 9,
1992); Davidson v, Georgia, 622 F.2d 895.897 (5th Cir. 1980); see also
Gillard v. United States Marshals Sery" No. 87-0689. slip Opt at 1-2 (D.D.C.
May 11, 1987) (District of Columbia government records not covered).

3 See, e.g., Rankel v. Town of Greensburgh. 117 F.R.D, 50, 54 (S.D.N,Y.
1987).

4 See. e.g., Warth v, Department of Justice, 595 F.2d 521, 523 (9th Cir.
1979); Williams v. Thornburgh, No. 89-2152, slip op. at 2 n,2 (D.D.C. Mar.
24. 1992), summary affirmance granted sub nom. Williams v, Barr, No. 92
5149 (D.C. Cir. Jan. 29, 1993); see also Andrade v. United States Sentencing
Comm'n. 989 F.2d 308, 309-10 (9th Cir. 1993) (Sentencing Commission. an
independent body within judicial branch, not subject to FOrA); Chambers v.
Division of Probation, No, 87-0163. slip op. at 2 (D.D.C. Apr. 8, 1987) (Divi
sion of Probation. part of Administrative Office of United States Courts, not
covered).

5 See. e.g .• Goland v. CIA. 607 F.2d 339, 348 (D.C. Cir. 1978), cen. de
(continued...)
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In general, the FOIA does not apply to entities that "are neither chartered
by the federal government [n]or controlled by it. "7 Nor does the FOIA apply
to a presidential transition team. 8 Additionally, the personal staff of the Presi
dent and units within the Executive Office of the President whose sole function
is to advise and assist the President are not intended to fall within the definition
of "agency."9 The Court of Appeals for the District of Columbia Circuit illus
trated this point this past year in holding that the former Presidential Task
Force on Regulatory Relief--chaired by the Vice President and composed of
several cabinet members--was not an agency for purposes of the FOIA, as the
cabinet members were not acting as heads of their departments "but rather as
the functional equivalents of assistants to the President." 10

5( ...continued)
nied, 445 V.S. 927 (1980); see also Dow Jones & Co. v. Department of Jus
tice, 917 F.2d 571, 574 (D.C. Cir. 1990) (Congress not an "agency" for any
purpose under FOIA).

(, See, e.g., Kurz-Kasch v. DOD, 113 F.R.D. 147, 148 (S,D. Ohio 1986).

7 H.R. Rep. No. 1380, 93d Cong., 2d Sess. 14 (1974); see, e.g., Forsham
"II. Harris, 445 U.S. 169, 179·80 (1980) (private grantee of federal agency not
subject to FOrA); Public Citiz.en Health Research Group v. HEW, 668 F .2d
537, 543-44 (D.C. Cir. 1981) (medical peer review committees not "agencies"
under FOIA); Irwin Memorial Blood Bank v. American Nat'l Red Cross, 640
F.2d 1051, 1057 (9th Cir. 1981) (American Red Cross not an "agency" under
FOIA). But see also Cotton v. Adams, 798 F. Supp. 22,24 (D,D.C. 1992)
(Smithsortian Institution held an "agency" under FOIA on basis that it "per
forms governmental functions as a center of scholarship and national museum
responsible for the safekeeping and maintenance of national treasures"); Asso
ciation of Community Orgs. for Reform Now v. Barcia):, No. 3-89-409T, slip
op. at 8 (N.D. Tex. June 9, 1989) (holding federal home loan banks "agencies"
under ForA).

8 Illinois Inst. for Continuing Legal Educ. v. United States Dep't of Labor,
545 F. Supp. 1229, 1232-33 (N .D. 111, 1982); see also FOIA Update, Fall
1988, at 3-4 ("FOIA Counselor: Transition Team FOIA Issues").

9 S. Conf. Rep. No. 1200, 93d Cong., 2d Sess. 15 (1974); see. e.g.,
Rushforth v. Council of Economic Advisors, 762 F.2d 1038, 1042-43 (D.C.
Cir. 1985) (Council of Economic Advisors held not an "agency" under FOIA);
Nation Co. v, Archivist of the United States, No. 88-1939, slip op. at 5-6
(D. D.C. July 24, 1990) (Tower Commission held not an "agency" under
FOIA); National Sec. Archive v. Executive Office of the President, 688 F.
Supp. 29, 31 (D.D.C. 1988) (Office of Counsel to the President not an "agen
cy" under FOIA), affd sub nom. National Sec. Archive v. Archivist of the
United States, 909 F.2d 541 (D.C. Cir. 1990).

[Q Meyer v. Bush, 981 F.2d 1288, 1294 (D.C. Cir. 1993); cf. Association
of Am. Physicians & Surgeons v. Clinton, 997 F.2d 898, 911 (D.C. Cir. 1993)
(President's Task Force on National Health Care Reform, composed of cabinet
officials and chaired by First Lady, held not subject to Federal Advisory Com
mittee Act).
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Such government entities whose functions are not limited to advising and
assisting the President are "agencies" under the FOlA." For example, the
D.C. Circuit, after examining one entity's responsibilities in detail, concluded
that its investigatory, evaluative and recommendatory functions exceeded mere
ly advising the President and that therefore it was an "agency" subject to the
FOIA. 12

The Supreme Court has articulated a basic. two-part test for determining
what constitutes an "agency record" under the FOIA: "Agency records" are
documents which are (1) either created or obtained by an agency, and (2) under
agency control at the time of the FOIA request. 13 The D.C. Circuit has pro
vided comprehensive discussions of relevant factors and precedents regarding
the "agency record" concept l4 and of how certain records maintained by

11 See Soucie v. David, 448 F.2d 1067, 1075 (D.C. Cir. 1971); see also
Rvan v. Department of Justice, 617 F.2d 781, 784-89 (D.C. Cir. 1980).

12 Energy Research Found. v. Defense Nuclear Facilities Safety Bd., 917
F.2d 581, 584-85 (D.C. Cir. 1990); see also Pacific Legal Found. v. Council
on Envti. Quality, 636 F.2d 1259, 1263 (D.C. Cir. 1980) (Council on Environ
mental Quality held an "agency" under FOlA).

13 United States Dep't of Justice v. Tax Analysts. 492 U.S. 136, 144-45
(1989) (court opinions in agency files held to be agency records); see, e.g.,
International Bhd. of Teamsters v. National Mediation Bd., 712 F.2d 1495,
1496 (D.C. Cir. 1983) (submission of gummed-label mailing list as required by
court order held not sufficient to give "control" over record to agency); KDVA
v. Thornburgh, No. 90-1536, slip op. at 11 (D.D.C. Sept. 30, 1992) (Canadian
Safety Board report of aircrash, although possessed by National Transportation
Safety Board, not under "control" of agency because of restrictions imposed by
Convention on International Civil Aviation); Teich v. FDA, 751 F. Supp. 243,
248-49 (D.D.C. 1990) (documents submitted to FDA in "'legitimate conduct of
its official duties'" are agency records notwithstanding FDA's pres.ubmission re
view regulation allowing submitters to withdraw their documents from agency's
files) (quoting Tax Analysts, 492 U.S. at 145), appeal voluntarily dismissed,.
No. 91-5023 (D.C. Cir. July 2, 1992); Rush v. Department of State, 716 F.
Supp. 598. 600 (S.D. Fla., 1989) (correspondence between former ambassador
and Henry Kissinger (then Assistant to the President) held "agency records" of
Department of State as it exercised control over them); see also FOIA Update,
Summer 1992, at 5 (advising that records subject to "protective prder" issued
by administrative law judge remain within agency control and are subject to
FOIA).

14 See Wolfe v. HHS, 711 F.2d 1077, 1079-82 (D.C. Cir. 1983) (transition
team records, physically maintained within the "four walls" of agency. held not
"agency records" under FOIA); see also, e.g., United States Dep't of Justice v.
Tax Analysts, 492 U.S. at 146 (federal court tax opinions maintained and used
by Justice Department's Tax Division are "agency records"); Hercules, Inc. v.
Marsh, 838 F.2d 1027, 1029 (4th Cir. 1988) (army ammunition plant telephone
di rectory prepared by contractor at govenunent expense, bearing "property of

(continued... )
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agency employees may qualify as "personal" rather than "agency" records. f5

14(... continued)
the U.S." legend, held "agency record"); General Elec. Co. v. NRC, 750 F.2d
1394, 1400-01 (7th Cir. 1984) (agency "use" of internal report submitted in
connection with licensing proceeding; resulted in finding report an "agency
record"); Animal Legal Defense Fund v. Secretary of Agric., 813 F. Supp.
882, 892 (D.D.C. 1993) (plans regarding treatment of animals maintained on
site by entities sUbject to USDA regulation held not "agency records "); Rush
Franklin Publishing, Inc. v. NASA, No. 90-CV-2855, slip op. at 10 (E.D.N.Y.
Apr. 13, 1993) (mailing list created by contractor held not "agency record" as
agency did not create, obtain or exercise control over it); Washington Post v.
DOD, 766 F. Supp. 1, 17 (D.D.C. 1991) (transcript of closed congressional
committee hearing furnished to testifying witnesses held not "agency record" as
Congress had not "abandoned control over a transcript released to witnesses
from an agency for the limited purpose of correcting and emending"); Lewis
burg Prison Project, Inc. v. Federal Bureau of Prisons, No. 86-1339, slip op. at
4-5 (M.D. Pa. Dec. 16, 1986) (training video~pe provided by contractor not
"agency record"); Marzen v. HHS, 632 F. Supp. 785,801 (N.D. Ill. 1985)
(records created outside federal government which the "agency in question
obtained without legal authority" held not "agency records"), affd on other
grounds, 825 F.2d 1148 (7th Cir. 1987); Waters v. Panama Canal Comm'n,
No. 85-2029, slip op. at 5-6 (D.D.C. Nov. 26, 1985) (Internal Revenue Code
held not "agency record"); Center for Nat'l Sec. Studies v. CIA, 577 F. Supp.
584, 586-90 (D.D.C. 1983) (agency report, prepared "at the direct request of
Congress" with intent that it remain secret and transferred to agency with con
gressionally imposed "conditions" of secrecy, held not "agency record"); see
also "Department of Justice Report on 'Electronic Record' Issues under the
Freedom of Information Act" [hereinafter Department of Justice "Electronic
Record" Report], abridged in ForA Update, Fall 1990, at 6-12 (discussing
issue of "agency record" status of computer software).

15 See Bureau of Nan Affairs. Inc. v. United States Dep't of Justice, 742
F.2d 1484, 1488-96 (D.C. Cir. 1984) (appointment calendars and telephone
message slips of agency officials held not "agency records"); see also Gallant v.
NLRB, No. 92-873, slip op. at 8 (D.D.C. Nov. 6, 1992) (letters written on
agency time on agency equipment by board member seeking renomination,
which had been reviewed by other agency employees but not integrated into
agency record system and over which author had not relinquished control, held
not "agency records") (appeal pending)~ Hamrick v. Department of the Navy,
No. 90-283, slip op. at 6 (D.D.C. Aug. 28, 1992) (employee notebooks con
taining handwritten notes and comments, created and maintained for personal
convenience and not placed in official files or referenced in agency documents,
held not "agency records") (appeal pending); Sibille v. Federal Reserve Bank,
770 F. Supp. 134, 139 (S.D.N.Y. 1991) (handwritten notes of meetings and
telephone conversations taken by employees for their personal convenience and
not placed in agency's files held not "agency records"); Dow Jones & Co. v.
GSA, 714 F. Supp. 35, 39 (D.D.C. 1989) (agency head's recusal list, shared
only with personal secretary and chief of staff, held not "agency record");
Forman v. Chapotan, No. 88-1151, slip op. at 14 (W.D. Okla. Dec. 12, 1988)

(continued ... )
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Each federal agency is required to publish in the Federal Register its
procedural regulations governing access to its records under the FOIA. 16

These regulations must inform the public of where and how to address requests;
of what types of records are maintained by the agency; of its schedule of fees
for search, review and duplication; of its fee waiver criteria; and of its adminis
trative appeal procedures. 17 Although an agency may occasionally waive some
aspect of its published procedures for reasons of public interest, speed, or sim
plicity, unnecessary bureaucratic hurdles should not be imposed and no require
ment may be imposed on a requester beyond those prescribed in the agency's
regulations. 18 A requester's failure to comply with an agency's procedural
regulations governing first-party access to records has been held to constitute a
failure to properly exhaust administrative remedies. 19

A FOIA request can be made by .. any person," as defined in 5 U. S. C.

J5( ...continued)
(materials distributed to agency officials at privately sponsored seminar held not
"agency records"), affd, No. 89-6035 (10th Cir. Oct. 31, 1989); American
Fed'n of Gov't Employees v. United States Dep't of Commerce, 632 F. Supp.
1272, 1277 (D.D.C. 1986) (employee logs created voluntarily to facilitate work
held not "agency records" even though containing substantive information),
affd, 907 F.2d 203 (D.C. Cir. 1990); Miranda Manor v. HHS, No. 85-C
10015, slip op. at 5-7 (N.D. Ill. Apr. 7, 1986) (personal notes of agency sur
veyors held not "agency records"); Kalmin v. Department of the Navy, 605 F.
Supp. 1492, 1494-95 (D.D.C. 1985) (uncirculated personal notes maintained at
residence or in office desk drawer held personal property, not "agency rec
ords"); British Airports Auth. v. CAB, 531 F. Supp. 408, 416 (D.D.C. 1982)
(employee notes maintained in personal file and retained at employee's dis- ....:.-.
cretion held not "agency records"); Porter County Chapter of the Izaak Walton
League of Am. v. United States Atomic Energy Corom'n, 380 F. Supp. 630,
633 (N.D. Ind. 1974) (handwritten notes within personal files held not "agency
records "); see also FOIA Update, Fall 1988, at 3-4 (discussing circumstances
under which presidential transition team documents can be regarded as "person
al records" when brought to federal agency); FOrA Update, Fall 1984, at 3-4
("alP Guidance: 'Agency Records' vs. 'Personal Records'''). But see Wash- .
iogton Post Co. v. United States Dep't of State, 632 F. Supp. 607,616
(D.D.C. 1986) (logs compiled by Secretary of State's staff--without his knowl
edge--held "agency records").

16 5 U.S.C. § 552(a)(3), (4)(A).

17 See. e.g., 28 C.F.R. pt. 16(A) (1993) (Department of Justice FOIA
regulations).

18 See Zemansky v. EPA, 767 F.2d 569, 574 (9th Cir. 1985); see also
FOrA Update, Summer 1989, at 5 (addressing submission of FOIA requests by
"fax" in absence of contrary agency regulation).

19 See. e.g., Keil v. HHS, No. 88-C-360, slip op. at 3-4 (E.D. Wis. May
20. 1989); see also Muhammad v. United States Bureau of Prisons, 789 F.
Supp. 449, 450 (D.D.C. 1992) (inmate's initial request for records made to
court, rather than to agency, "constitutes a failure to exhaust his administrative
remedies") .
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§ 551 (2), which encompasses individuals (including foreign citizens), partner
ships, corporations, associations and foreign or domestic governments. 20 The
statute specifically excludes federal agencies from the definition of a "per_
son. "21 but state agencies certainly can make FOIA requests. 22 The only ap
parent exception of any significance to this broad" any person" standard is for
those who flout the law, such as a fugitive from justice. 23 This is true also
where the FOIA plaintiff isan agent acting on behalf of a fugitive. 24

FOIA requests can be made for any reason whatsoever, with no showing
of relevancy required. Because the purpose for which records are sought "has
no bearing" upon the merits of the request, FOIA requesters do not have to
explain or justify their requests. 25 As a result. despite repeated Supreme
Court admonitions for restraint,26 the FOIA has been invoked successfully as a

20 See generally Doherty v. United States Dep't of Justice, 596 F. Supp.
423, 427 n.4 (S.D.N.Y. 1984) (reviewing legislative history), affd on other
grounds, 775 F.2d 49 (2d Cir. 1985); see, e.g., Constangy, Brooks & Smith v.
NLRB, 851 F.2d 839, 840 0.2 (6th Cir. 1988) (recognizing standing of attorney
to request documents on behalf of client).

2\ See FOrA Ugdate, Winter 1985, at 6 (citing 5 U.S.C.§ 551(2)).

22 See, e.g., Texas v. ICC, 935 F.2d 728, 728 (5th Cir. 1991); Massachu
setts v. HHS, 727 F. Supp. 35, 35 (D. Mass. 1989).

23 See Doyle v. United States Dep't of Justice, 494 F. Supp. 842, 843
(D.D.C. 1980) (fugitive not entitled to enforcement of the FOIA's access provi
sions because he can.'1ot expect judicial aid in obtaining government records
when he has fled the jurisdiction of the courts), affd, 668 F.2d 1365 (D.e.
Cir. 1981), cert. denied, 455 U.S. 1002 (1982). But cf, O'Rourke v. United
States Dep't of Justice, 684 F. Supp. 716, 718 (D.D.e. 1988) (convicted crimi
nal, a fugitive from his home country undergoing U.S. deportation proceedings,
held to qualify as "any person" for purpose of making FOlA request); Doherty
v. United States Dep't of Justice, 596 F. Supp. at 424-29 (same).

24 See Javelin Int'l. Ltd. v. United States Dep't of Justice, 2 Gov't Disclo
sure Servo (P-H) 1 82,141, at 82,479 (D.D.C. Dec. 9, 1981).

"5 United States Dep't of Justice v. Reporters Comm. for Freedom of the
Press, 489 U.S. 749,771 (l989); see North V. Walsh, 881 F.2d 1088, 1096
(D. C. Cir. 1989) (requester's identity and intended use not proper factors in
determining access rights under FOrA); Durns v. Bureau of Prisons, 804 F.2d
70 I, 706 (D. C. C ir. 1986) (" Congress granted the scholar and the scoundrel
equal rights of access to agency records. "), cerro granted. judgment vacated on
other grounds & remanded, 486 U.S. 1029 (1988); Forsham v. Califano, 587
F.2d 1128, 1134 (D.C. Cir. 1978) (while factors such as need, interest or
public interest may bear on agency's determination of order of processing. they
have no bearing on individuals' rights of access under FOIA); see also FOrA
Update, Spring 1989, at 5; FOIA Update, Summer 1985, at 5.

26 See United States v. Weber Aircraft Corp., 465 U.S. 792, 801-02
(continued... )
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substitute for, or a supplement to, document discovery in the contexts of both
civiF7 and criminal28 litigation.

By the same token, as the Supreme Court has stated, a FOIA requester's
basic rights to access "are neither increased nor decreased" by virtUe of having
a greater interest in the records than that of an average member of the general
public. 29 However, such considerations do logically have a bearing on certain
procedural areas of the FOIA--such as expedited access, waiver or reduction of
fees, and the award of attorney's fees and costs to a successful FOIA plaintiff-
where it is appropriate to examine a requester's need or purpose in seeking rec
ords. And as the Supreme Court has observed, a requester's identity can be sig
nificant in one substantive respect: "The fact that no one need show a particu
lar need for information in order to qualify for disclosure under the FOIA does
not mean that in no situation whatever will there be valid reasons for treating
[an exemption] differently as to one class of those who make requests than as to
another class. "30 In short, an agency should not invoke a FOIA exemption to

26(, .. continued)
(1984); Baldrige v. Shapiro, 455 U.S. 345, 360 n.14 (1982); tjLRB v. Robbins
Tire & Rubber Co., 437 U.S. 214, 242 (1978); NLRB v. Sears. Roebuck &
Co., 421 U.S. 132, 143 n.10 (1975); Renegotiation Bd. v. Bannercraft Clothing
Co., 415 U.S.!, 24 (1974). -

Z7 See, e.g., Jackson v. First Fed. Say., 709 F. Supp. 887, 889 (E.n. Ark.
1989); see also FOIA Update, Dec. 1981, at 10. But cf. Injex Indus. v.
NLRB, 699 F. Supp. 1417, 1419 (N.D. Cal. 1986) (FOrA cannot be used to
circumvent nonreviewab1e decision to impound requested documents); Morri
son-Knudsen Co. v. Department of the Army of the United States, 595 F.
Supp. 352, 356 (D.D.C. 1984) ("[T]he use of FOIA to unsettle well established
procedures governed by a comprehensive regulatory scheme must be ...
viewed not only 'with caution' but with concern. "), affd, 762 F.2d 138 (D.C.
Cir. 1985) (table cite).

28 See, e.g., North Y. Walsh, 881 F.2d at 1096.

29 NLRB Y. Sears. Roebuck & Co., 421 U.S. at 143 n.10; see also United
States Y. United States Dist. Court, Central Dist. of Ca1., 717 F.2d 478, 480
(9th Cir. 1983) (FOIA does not expand scope of criminal discovery permitted
under Rule 16 of Federal Rules of Criminal Procedure); Johnson v. United
States Dep't of Justice, 758 F. Supp. 2, 5 (D.D.C. 1991) ("Resc}rt to Brady v.
Maryland as grounds for waiving confidentiality is ... outside the proper role
of FOIA. "); Stimac v. United States Dep't of Justice, 620 F. Supp. 212, 213
(D.D.C. 1985) ("Brady v. Maryland ... provides no authority for releasing
material under FOIA. "); cr. Calder v. IRS, 890 F.2d 781, 783 (5th Cir. 1989)
(historian denied access under FOIA also held to have no "constitutional right
of access" to Al Capone's tax records).

30 United States Dep't of Justice v. Julian, 486 U.S. I, 14 (1988); accord
United States Dep't of Justice v. Reporters Corom. for Freedom of the Press,
489 U.S. at 771 (recognizing single exception to general FOrA-disclosure ntle
in case of "first-party" requester).
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protect a requester from himsel f. 31

The FOIA specifies only two requirements for access requests: that they
"reasonably describe" the records sought32 and that they be made in accord
ance with agencies' published procedural regulations. 33 The legislative history
of the 1974 FOIA a.mendments indicates that a description of a requested record
is sufficient if it enables a professional agency employee familiar with the sub
ject area to iocatl:~ the record with a "reasonable amount of effort. "3.. It has
been observed that "[t]he rationale for this rule is that FOIA was not intended
to reduce government agencies to full-time investigators on behalf of re
questers. "35 Accordingly, one FOIA request was held invalid on the grounds
that it required an agency's FOIA staff either to have "clairvoyant capabilities"
to discover the requester's needs or to spend "countless numbers of personnel
hours seeking needles in bureaucratic haystacks. "36 However, an agency
"must be careful not to read [a] request so strictly that the requester is denied

31 See FOrA Update, Spring 1989, at 5 (advising agencies to treat first
party FOIA requests in accordance with the protectible interests that requesters
can have in their own information, such as with personal privacy information,
and to treat third-party FOIA requesters differently).

32 5 U,S.C. § 552(a)(3)(A).

335 U.S.C. § 552(a)(3)(8); see, e.g., McDonnell v. United States, No. 91
5916, slip op. at 10-11 (3d Cir. Sept. 21, 1993) (to be published).

34 H.R. Rep. No. 876, 93d Cong., 2d Sess. 6 (1974), reprinted in 1974
U.S.C.C.A.N. 6267, 6271; see also, e.g., Brumley v. United States Dep't of
Labor, 767 F.2d 444, 445 (8th Cir. 1985); Goland v. CIA, 607 F.2d at 353;
Marks v. United States Del"t of Justice, 578 F.2d 261, 263 (9th Cir. 1978).

35 Assassination Archives & Research Ctr .. Inc. v. CIA, 720 F. Supp. 217,
219 (D.D.C. 1989), affd in pertinent part, No. 89-5414 (D.C. Cir. Aug. 13,
1990); Blakey v. Department of Justice, 549 F. Supp. 362, 366-67 (D.D.C.
1982), affd, 720 F.2d 215 (D.C. Cir. 1983) (table cite); see also Trenerry v,
Department of the Treasury, No. 92-5053, slip op, at 6 (10th Cir. Feb. 5,
1993) (agency not required to provide personal services such as legal research);
Davis v. United States Dep't of Justice, 968 F.2d 1276, 1280-82 (D.C. Cir.
1992) (burden is on requester, not agency, to show prior disclosure of other
wise exempt records).

36 Devine v. Marsh. 2 Gov't Disclosure Servo (P-H) 182,022, at 82,186
(E.D. Va. Aug. 27, 1981); see also Canning v. United States Dep't of Justice,
No. 92-503, slip op. at 2 (D.D.C. July 15, 1992) (subsequent request for addi
tional searches of State Department files "unjustified" after agency had conduct
ed "reasonable and adequate search"); Freeman v. United States Dep't of Jus
tice, No. 90-2754, slip op. at 3 (D.D.C. Oct. 16, 1991) (liThe FOIA does not
require that the govenunem go fishing in the ocean for fresh water fish. ");
Massachusetts v. HHS, 727 F. Supp. at 36 n.2 (request for all records "relating
to" particular subject held overbroad, "thus unfairly plac(ingl the onus of non
production on the recipient of the request and not where it belongs--upon the
person who drafted such a sloppy request").
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information the agency well knows exists in its files. albeit in a different form
from that anticipated by the requester." ,7

The fact that a FOiA request is very broad or "burdensome" in its mag
nitude does not, in and of itself, entitle an agency to deny that request on the
ground that it does not "reasonably describe" the records sought. 38 The key
factor is the ability of an agency's staff to reasonably ascertain and locate exact~

Iy which records are being requested. 39 It has been held that agencies are not
required to conduct wide-ranging, "unreasonably burdensome" searches for
records. 40

37 Hemenway v, Hughes, 601 F. Supp. 1002, 1005 (D.D.C. 1985); see also
Miller v. Casey, 730 F.2d 773, 777 (D.C. Cir. 1984) (agency required to read
FOIA request as drafted, "not as either [an] agency official or [the requester]
might wish it was drafted"); Ferri v. Bell, 645 F.2d 1213, 1220 (3d Cir. 1981)
(request Itinartfully presented in the form of questions" cannot be dismissed, in
toto, as too burdensome); Landes v. Yost, No. 89-6338, slip op. at 4-5 (E.D.
Pa. Apr. 11, 1990) (request fou'nd II reasonably descriptive It where it relied on
agency's own outdated identification code), affd, 922 F.2d 832 (3d Cir. 1990)
(table cite); FOIA Update, Summer 1983, at 5; cr. Truitt v. Department of
State, 897 F.2d 540, 544-46 (D.C. Cir. 1990) (where request was "reasonably
clear as to the materials desired," agency failed to conduct adequate search as
its search did not include file likely to contain responsive records). But see also
Maynard v. CIA, 986 F.2d 547, 560 (1st Cir. 1993) (agency search properly
limited to scope of FOIA request, with no requirement that secondary refer
ences or variant spellings be checked).

38 See FOIA Update, Summer 1983, at 5.

39 See Yeager v. DEA, 678 F.2d 315, 322, 326 (D.C. Cir. 1982) (holding
valid a request encompassing over 1,000,000 computerized records: "The
linchpin inquiry is whether the agency is able to determine 'precisely what
records [are] being requested.''') (quoting legislative history).

40 See Van Strum v. EPA, No. 91-35404, slip op. at 3 (9th Cir. Aug. 17,
1992) (agency justified in denying or seeking clarification of overly broad
requests which would place inordinate search burden on agency resources);
American Ped'n of Gov't Employees v. United States Dep't QfCQmmerce, 907
F.2d 203, 209 (D.C. Cir. 1990) (holding request which would require agency
"to locate, review, redact, and arrange for inspection a vast quaptity of rna..:
terial" tQ be "SQ broad as to impose an unreasonable burden upon the agency"
(citing Goland v. CIA, 607 F.2d at 353»; Marks v. United States Dep't of
Justice, 578 F.2d at 263 (FBI not required tQ search every one of its field of
fices); Canning v. United States Dep't of the Treasury, No. 91-2324, slip op. at
8 (D.D.C. Apr. 28, 1993) ("[1]f the locations to be searched are not plain from
the face of the request, the government agency . . . need not imply additional
locations into the search. "); Rob!(rts v. United States Dep't of Justice, No. 92
1707, slip op. at 3 (D.D.C. Jan. 28, 1993) (agency not expected to "search
every nook and cranny of its vast offices" in order to locate records which
requester believes may exist); Nance v. United States Postal Serv., No. 91-

(continued...)
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It also has been held by the courts that agencies do not have to organize
or reorganize fIle systems in order to respond to particular FOlA requests,4\ to
write new computer programs to search for "electronic" data not already com
piled for agency purposes,42 or to aggregate computerized data files so as to
effectively create new, releasable records.43 The adequacy of an agency's
search under the FOIA is to be determined by a test of "reasonableness," which
may vary from case to case.44 (For a discussion of the litigation aspects of
adequacy of search, see Litigation Considerations, below.)

Although "a person need not title a request for government records a

40( ...continued)
1183, slip op. at 5 n.3 (D.D.C. -Jan. 24, 1992) (dictum) (there may be instances
where "search burden is too disruptive," regardless of requester's ability to pay
fees); Hale Fire Pump Co. v. United States, No. 90-2714, slip op. at 2 (E.D.
Pa. July 30, 1990) (agency not required to direct FOIA request to "hundreds of
[its] installations that might have responsive documents "); see also, e.g., Nolen
v. Rumsfeld, 535 F.2d 890, 891-92 (5th Cir. 1976) (FOIA does not compel
agencies to locate missing records), cer!. denied, 429 U.S. 1104 (1977). But
see also Truitt v. Department of State, 897 F.2d at 546 (subsequent search re
quired for responsive records agency knew were removed from file).

41 See, e.g., Church of Scientology v. IRS, 792 F.2d 146, 150*51 (D.C.
Cir. 1986); Miller v. United States Dep't of State, 779 F.2d 1378, 1385 (8th
Cir. 1986); Neff v. IRS, No. 85-816, slip op. at 8 (S.D, Fla. Nov. 24, 1986);
Auchterlonie v. Hodel, No. 83-C-6724, slip op. at 13 (N.D. III. May 7, 1984).

42 See Burlington N. R.R. v. EPA, No. 91-1636, slip op. at 4 (D.D.C.
June 15, 1992); Clarke v. United States Dep't of the Treasury, No. 84-1873,
slip op. at 2-3 (E.D. Pa. Jan. 24, 1986); see also FOIA Update, Spring 1992,
at 3-7 (congressional testimony discussing "electronic record" FOrA issues).

43 See Yeager v. DEA, 678 F.2d at 324; see also Department of Justice
"Electronic Record" Report, abridged in FOIA Updatt;;, Spring/Summer 1990,
at 8-21 (discussing use of "computer programming" for FOIA search and pro
cessing purposes). But cf. International Diatomite Producers Ass'n v. United
States Social Sec. Admin., No. 92-1634, slip op. at 13-14 (N.D. Cal. Apr. 28,
1993) (agency must respond to request for specific information, portions of
which are maintained in four separate computerized listings, by either compiling
new list or redacting existing lists) (appeal pending).

44 See Oglesby v. United States Dep't of the Army, 920 F.2d 57, 68 (D.C.
Cir. 1990) (agency may not limit search to one record system if others are
likely to contain responsive records); Meeropol v. Meese, 790 F.2d 942, 956
(D.C. Cif. 1986) ("[A] search need not be perfect, only adequate, and adequa
cy is measured by the reasonableness of the effort in light of the specific re
quest. "); Spannaus v. DOD, No. 92-2435, transcript at 16 (D.D.C. Sept. 13,
1993) (bench order) (fact that it is "conceivable" that other responsive docu
ments exist "does not mean that the search itself was inadequate"); see also
Zemansky v. EPA, 767 F.2d at 571-73 (reasonableness of agency search de
pends upon facts of each case (citing Weisberg v. United States Dep't of
Justice, 705 F.2d 1344, 1351 (D.C. Cir. 1983))).

- 18 -
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'ForA request. "'45 a request should be made in full observance of an agency's
procedural regulations. 46 However, agencies should exercise sound adminis
trative discretion in this regard--for example, a first-party access request that
cites only the Privacy Act of 197441 should be processed under both that stat
ute and the FOIA as welJ. 48

Until a FOrA request is properly received by an agency (and, further, by
the proper component of that agency), there is no obligation on the agency to
search, to meet time deadlines or to release documents. 49 Requests not tiled
in accordance with published regulations are not deemed to have been received
until such time as they are identified as proper FOIA requests by agency per
sonnel. 50 For example, the Department of Justice regulation requiring either a
promise to pay fees (above a minimum amount) or a determination to waive all
fees before the request is deemed received51 has been specifically upheld. 52

Moreover, if a requester fails to pay properly assessed search, review andlor
duplication fees, despite his prior commitment to pay such an amount, an agen
cy may refuse to process subsequent requests until that outstanding balance is
fully paid by the requesterY (For a discussion of procedures pertaining to the
assessment of fees. see Fees and Fee Waivers, below.)

Once an agency is in receipt of a proper FOIA request. it is required to
inform the requester of its decision to grant or deny access to the requested

45 Newman v. Legal Servs. Corp .• 628 F. Supp. 535, 543 (D.D.C. 1986);
see also FOIA Update, Winter 1986, at 6.

~6 See. e.g., Church of Scientology v. IRS, 792 F.2d at 150 (requesters
must follow "the statutory command that requests be made in accordance with
published rules"). But see also Summers v. United States Del"t of Justice, 999
F.2d 570, 572-73 (D.C. Cir. 1993) (holding that 28 U.S.C. § 1?46--which re
quires that unsworn declarations be treated with "like force and effect" as
sworn decIarations·-can be used in place of notarized-signature requirement of
agency regulation for verification of FOIA privacy waivers).

47 5 U.S.C. § 552a.

48 See FOIA Update, Winter 1986, at 6.

49 See Brumley v. United States Dep't of Labor, 767 F.2d at 445; see also
McDonnell v. United States, slip op. at 11 (person' whose name does not appear
on request does not have standing).

50 See. e.g., Lykins v. United States Dep't of Justice, 3 Gov't Disclosure _.
Servo (P-H) , 83,092, at 83.637 (D.D.C. Feb. 28, 1983).

51 28 C.F.R. § 16.10(e) (1993).

52 See Irons V. FBI, 571 F. Supp. 1241. 1243 (D. MasS. 1983); se~ also
Oglesby V. United States Dep't of the Army, 920 F.2d at 66.

53 See Atkin v. EEOC, No. 92-3275, slip op. at 5 (D.N.J. June 24, 1993);
Crooker v. United States Secret Serv., 577 F. Supp. 1218, 1219-20 (D.D.C.
1983); FOIA Update, Spring 1986, at 2; see also 5 U.S.C. § 552(a)(4)(A)(v),

- 19 -
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records within ten working days.54 Agencies are nor necessarily required to·
release records within the ten days, but access to releasable records should be
granted promptly thereafter. 55 The FOIA provides for extensions of initial
time limits for three specific situations: (1) the need to search for and collect
records from separate offices; (2) the need to examine a voluminous amount of
records required by the request; and (3) the need to consult with another agency
or agency component. 56 Further, determinations of administrative appeals are
required to be made within twenty working days. 57

In many instances, however, agencies are unable to meet these time limits
for a variety of reasons, including the limitations of their resources.58 The
D.C. Circuit has approved the general practice of handling backlogged FOIA
requests on a "first-in, first-out" basis. 59 However, if a requester can show an
"exceptional need or urgency." his or her request may be "expedited" and proc
essed out of sequence.60 Expedited access has been granted where exceptional
circumstances surrounding a request warrant such treatment to the relative
disadvantage of prior FOIA requesters, such as jeopardy to life or personal
safety ,61 or a threatened loss of substantial due process rights .62 (For a fur-

54 5 U.S.C. § 552(a)(6)(A)(i); see also FOrA Update, Summer 1992, at 5
(merely acknowledging request within ten-day period is simply insufficient).

55 5 U .S.C. § 552(a)(6)(C); see Larson v. IRS, No. 85-3076, slip op. at 2-3
(D.D.C. Dec. 11, 1985) (As the FOIA "does not require that the person re
questing records be informed of the agency's decision within ten days, it only
demands that the government make [and mail] its decision within that time. ").
Contra Manos v. United States Dep't of the Air Force, No. C-92-3986, slip op.
at 12 (N.D. Cal. Feb. 10, 1993) (exceptional decision holding that mailing
response within ten-day period not sufficient and that requester must actually
receive response within ten-day period).

56 5 U.S.C. § 552(a)(6)(B).

57 5 U.S.C. § 552(a)(6)(A)(ii).

58 See. e.g., FOIA Update, Spring 1992, at 8-10; FOrA Update, Wimer
1990, at 1-2.

S9 Open America v. Watergate Special Prosecution Force, 547 F.2d 605,
614-16 (D.C. Cif. 1976) (citing 5 U.S.C. § 552(a)(6)(C)).

60 liL. at 616; see FOIA Update, Summer 1983, at 3 ("OIP Guidance:
When to Expedite FOIA Requests"); see also FOIA Update, Summer 1992. at 5
(emphasizing need to promptly determine whether to expedite processing of a
request).

61 See. e.g., Exner v. FBI, 443 F. Supp. 1349, 1353 (S.D. Cal. 1978)
(plaintiff entitled to expedited access after leak of information exposed her to
harm from organized crime figures), affd, 612 F.2d 1202 (9th Cir. 1980);
Cleaver v. Kellev, 427 F. Supp. 80,81 (D.D.C. 1976) (plaintiff faced multiple
criminal charges carrying possible death penalty in state court); compare Free-

(continued ... )
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ther discussion of expedited access, see the "Open America" Stays subsection of
Litigation Considerations, below.)

When an agency locates records responsive to a FOIA request, it should
determine whether any of those records, or information contained in those
records, originated with another agency or agency component.6> As a matter
of sound administrative practice, an agency receiving such a request should
consult with the component or agency whose information appears in responsive
records and, if the response to that consultation is delayed, notify the requester
that a supplemental response will follow its completion.64 When entire records
originating with another agency or component are located, those records ordi
narily should be referred to their originating agency for its direct response to
the requester ,65 and the requester ordinarily shou~d be advised of such a refer
ral. 66 Some agencies have streamlined their practices of continually referring
certain routine records or classes of records to other agencies or components by

61 ( ••• continued)
man v. United States Dep't of Justice, No. 92-557, slip op. at 6 (D.D.c' Oct.
2, 1992) (expedited treatment granted where requester "reasonably has dem
onstrated" that FOIA release may produce information from limited amount of
records that will assist his defense of pending state criminal charges where
discovery not available) with Freeman v. United States Dep't of Justice. No.
92-557, slip op. at 11-12 (D.D.C. June 28, 1993) (denying any further ex
pedited treatment for requested "hand search of approximately 50,000 pages ").

&2 See, e.g., Ferguson v. FBI, 722 F. Supp. 1137, 1141-43 (S.D.N.Y.
1989) (noting that II due process interest must be substantial tI and holding that
plaintiffs request for information regarding his particular postconviction pro~

ceeding required expedition).

63 Accord 5 U.S.c. § 552(a)(6)(B)(iii).

64 See FOIA Update, Summer 1991, at 3-4 ("OIP Guidance: Referral and
Consultation Procedures").

65 See id.; FOIA Update, Summer 1983, at 5; see. e.g., Stone v, Defense
Investigative Serv., No. 91-2013, slip op. at 2 (D.D.C. Feb. 24, 1992) (agen
cies may refer responsive records to originating agencies in responding to FOIA
requests), affd, 978 F.2d 744 (D.C. Cir. 1992) (table cite); see also. e.g.,
28 C.F.R. § 16.4(c) (1993) (Department of Justice FOIA regulation concerning
referrals and consultations). But see also Williams v. FBI, No. '92-5176, slip
op. at 2 (D.C. Cir. May 7, 1993) (illustrating that, in litigation, referring agen
cy is nevertheless required to justify withholding of record that was referred to
another agency); Grove v. Department of Justice, 802 F. Supp. 506, 518
(D. D.C. 1992) (agency may not use "'consultation' as its reason for a deletion,
without asserting a valid exemption").

66 But see FOlA Update, Spring 1991, at 6 (warning agencies not to notify
requesters of identities of other agencies to which record referrals are made, in
any exceptional case in which so doing would reveal sensitive abstract fact
about record's existence).
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establishing standard processing protocols .67

Regarding the mechanics of responding to FOIA requests. it should be
noted that the D.C. Circuit has suggested that an agency is not required to mail
copies of requested records to a FOIA requester if it prefers to make the "re
sponsive records available in one central location for [the requester's] perus
al. "68 As a matter of sound policy and administrative practice, however, the
Department of Justice strongly advises agencies to decline to follow such a
practice except where it is the requester's preference as wel1. 69

The Act requires that "any reasonably segregable portion of a record"
must be released after appropriate application of the nine exemptions.70 Agen
cies should pay particularly close attention to this "reasonably segregable" re
quirement as the courts can closely examine whether segregability determina
tions have been made properly. 71 (For a further discussion of segregabiJity.
see the "Vaughn Index" subsection of Litigation Considerations, below.) If.
however, an agency determines that nonexempt material is so "inextricably
intertwined" that disclosure of it would "leave only essentially meaningless
words and phrases," the entire record may be withheld. n In cases involving a

67 See, e.g., 28 C.F,R. § 16.4(g) (1993) (Department of Justice FOIA reg
ulation on such formal or informal agreements).

68 Oglesby v. United States Dep't of the Army, 920 F.2d at 69.

69 See FOIA Update, Spring 1991, at 5 ("OIP Guidance: Procedural Rules
Under the D.C. Circuit's Oglesby Decision"); accord Carson v. United States
Pep't of Justice, 631 F.2d 1008, 1016 0.30 (D.C. Cif. 1980).

70 5 U.S.c. § 552(b) (final sentence).

71 See, e.g., Krikorian v. Department of State, 984 F.2d 461,467 (D.C.
eir. 1993) (affirming general application of exemption but nevertheless remand
ing to district court for finding as to segregabiliry); Schiller v. NLRB, 964 F.2d
1205, 1209-10 (D.C. Cir. 1992) (noting that agency's affidavit referred to
withholding of "documents, not information," and remanding for specific find
ing as to segregability); Wightman v. Bureau of Alcohol. Tobacco & Firearms,
755 F.2d 979, 983 (lst Cif. 1985) ("detailed process of segregation" held not
unreasonable for request involving 36 document pages); Bristol-Myers Co. v.
FTC, 424 F.2d 935, 938 (D.C. Cif. 1970) ("statutory scheme does not permit a
bare claim of confidentiality to immunize agency [records] from scrutiny" in
their entireties); Church of Scientology v. IRS, 816 F. Supp. 1138, 1162 (W.O.
Tex. 1993) ("The burden is on the agency to prove the document cannot be
segregated for partial release. ") (appeal pending); Schreibman v. United States
Dep't of Commerce'. 785 F. Supp. 164, 166 (D.D.C. 1991) (segregation re
quired for computer vulnerability assessment withheld under Exemption 2);
Wellford v. Hardin, 315 F. Supp. 768, 770 (D.D.C. 1970) ("It is a violation of
the Act to withhold [entire] documents on the ground that parts are exempt and
pans [are] nonexempt. ").

n Neufeld v, IRS, 646 F.2d 661,663 (D.C. Cir. 1981); see Local 3, 1m']
(continued ... )

- 22 -



PROCEDCRAL REQUJRE\1E:\TS

large amount of records or an unreasonably high-cost "Iine-by-line" review, it
has b~en held that agencies may withhold small segments of nonexempt facts "if
the proportion of nonexempt factual material is relatively small and is so inter
spersed with exempt material that separation by the agency and policing by the
courts would impose an inordinate burden. "13 .

It also has been held without contradiction that the agency, not the re
quester, has the right to choose the format of disclosure, so long as the agency
chooses reasonably under the circumstances presented.74 While it is well es
tablished "that computer-stored records, whether stored in the central process
ing unit, on magnetic tape or in some other form. are records for the purposes
of the FOIA, "75 it also has been held [hat the FOIA "in no way contemplates

72( ... continued)
Bhd. of Elec. Workers v. NLRB, 845 F.2d 1177, 1179 (2d Cif. 1988); ~ead
Data Cent .. Inc. v. United States Dep't of the Air Force, 566 F.2d 242, 261
(D.C. Cir. 1977); see also Yeager v. DEA, 678 F.2d at 322 n.16 (appropriate
to consider "intelligibility" of dpcument and burden imposed by editing and
segregation of none:{empt matters).

73 Lead Indus. Ass'n v. OSHA, 610 F.2d 70, 86 (2d Cir. 1979); see also
Doherty v, United St=1.tes Dep't of Justice, 775 F.2d at 53 ("The fact that there
may be some nonexempt matter in documents which are predominantly exempt
does not require the district court to undertake the burdensome task of analyz
ing approximately 300 pages of documents, line-by-line. "); Neufeld v. IRS, 646
F.2d at 666 (segregation not required where it "would impose significant costs
on the agency and produce an edited document of little informational value");
Journal of Commerce v. United States De?'t of the Treasury, No. 86-1075, slip
op. at 16 (D.D.C. Mar. 30, 1988) (segregation "neither useful, feasible nor
desirable" where it would compel agency "to pour through [literally millions of
pages of documents] to segregate nonexempt material [and] would impose an
immense administrative burden . . . that would in the end produce little in the
way of useful nonexempt material").

74 See Coalition for Alternatives in Nutrition & Healthcare v. FDA, No. 90
1025, slip op. at 3 (D.D.C. Jan. 4, 1991) (release of requested documents in
microfiche format, rather than paper, held to be disclosure in "reasonably ac
cessible form"); National Sec. Archive v. CIA, No. 88-119, slip op. at 1-2
(D.D.C. July 26, 1988) (agency not required to provide requested records in
"electronic data base" format where it already had provided paper copy in
response to FOIA request), affd on mootness grounds, No. 88-5298 (D.C. Cir.
Feb. 6, 1989); Dismukes v. Department of the Interior, 603 F. Supp. 760.761-'
63 (D.D.C. 1984) (providing requested data in microfiche form, rather than "9
track, 1600 bpi, DOS or unlabeled, IBM Compatible formats, with me dumps
and file layouts," held proper in light of fact that microfiche form preferred by
most requesters as well as by agency); see also Department of Justice "Elec
tronic Record" Report, abridged in FOIA Update, Fall 1990, at 3-6 (discussing
"choice of format" issues regarding "electronic records").

75 Yeager v. DEA, 678 F.2d at 321; ~ Long; v. IRS, 596 F.2d 362,364
(continued...)
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that agencies, in providing information to the public, should invest in the most
sophisticated and expensive form of technology. ,,76

All notifications to requesters of denials of initial requests and appeals
should contain certain specific information. While" [t]here is no requirement
that administrative responses to FOIA requests contain the same documentation
necessary in litigation," 77 a decision to deny an initial request must inform the
requester of the reasons for denial, of the right to appeal and of the name and
title of each person responsible for the denial. 78 Agencies now must include
administrative appeal notifications in all of their "no record" responses to FOlA
requesters. 79 An administrative appeal decision upholding a denial must in~

form the requester of the reasons for denial, of the requester's right to judicial
review in the federal courts and· of the name and title of each person responsible
for the appeal denial. 8o

75(., .continued)
65 (9th Cir. 1979), cert. denied, 446 U.S. 917 (1980): see also ForA Update,
Spring/Summer 1990, at 4 n.l.

76 Martin & Merrell, Inc. v. United States Customs Serv., 657 F. Supp.
733, 734 (S.D. Fla. 1986) ("computer terminals for public reference" not reo
quired).

77 Crooker v. CIA, No. 83-1426, slip op. at 3 (D.D.C. Sept. 28, 1984); see
Schaake v. IRS, No. 91-958, slip op. at 9-10 (S.D. Ill. June 3, 1991) (court
"lacks jurisdiction" to require agency to provide Vaughn Index at initial request
or administrative appeal stages); SafeCard Servs .. Inc. v. SEC, No. 84-3073,
slip op. at 4-5 (D.D.C. Apr. 21, 1986) (requester has no right to Vaughn Index
during administrative process), affd & remanded on other grounds, 926 F.2d
1197 (D.C. Cir. 1991); see also ForA Update, Summer 1986, at 6.

78 5 U.S.C. § 552(a)(6)(A)(i), (C); see also Mayock v. INS, 714 F. Supp.
1558, 1567 (N.D. Cal. 1989) (denying plaintiff's request for Vaughn Index at
administrative level, but suggesting that even agency's own regulations require
"more information than just the number of pages withheld and an unexplained
citation to the exemptions"), rev'd & remanded on other grounds sub nom.
Mayock v. Nelson, 938 F.2d 1006 (9th Cir. 1991); Hudgins v. IRS, 620 F.
Supp. 19,20-21 (D,D.C. 1985) (suggesting that statements of appellate rights
should be provided even where request was interpreted by agency as not rea
sonably describing records), affd, 808 F.2d 137 (D.C. Cir.), cert. denied, 484
U.S. 803 (1987); see also FOIA Update, Fall 1985, at 6 (discussing signifi
cance of apprising requesters of their rights to file administrative appeals of
adverse ForA determinations).

79 See Oglesby v. United States Dep't of the Army, 920 F.2d at 67 (holding
that a "no record" response constitutes an "adverse determination" and therefore
requires notification of appeal rights under 5 U.S.C. § 552(a)(6)(A)(i)); see also
FOIA Update, Spring 1991, at 5 ("OIP Guidance: Procedural Rules Under the
D.C. Circuit's Oglesby Decision") (superseding FOIA Update, Summer 1984,
at 2),

&05 V.S.c. § 552(a)(6)(A)(ii), (C).
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Notifications to requesters should also contain other pertinent informa
tion: when and where records will be made available; what fees, if any, must.
be paid prior to the granting of access; what records are or are not responsive
to the request; the date of receipt of the request/appeal; and the nature of the
request/appeal and, where appropriate, the agency's interpretation of it. 81

Agencies may apply a "cut-off" date for including records as responsive to
requests. 82 Where an agency employs a particular "cut-off" date, however, it
should give notice of that to requesters through a published regulation to that
effect, if not also in the agency's letter to the requester as well. S

) As this let
ter of notification is the primary means of agency communication with a FOIA
requester, as well as potentially the initial basis for the agency's position in the
event of litigation, it should be as comprehensive as reasonably possible.s4

An agency's failure to comply with the time limits for either the initial
request or the administrative appeal may be treated as a "constructive exhaus
tion" of administrative remedies, and a requester may immediately seek judicial
review if he or she wishes to do SO.85 However, the D.C. Circuit has modi
fied this rule of constructive exhaustion by holding that once the agency re
sponds to the FOIA request--after the ten-day time limit but before the requester
has filed suit--the requester must administratively appeal the denial before pro
ceeding to court. 86 (For a discussion of the litigation aspects of exhaustion of

81 See, e.g., Astley v. Lawson, No. 89-2806, slip op. at 5 (D.D.C. Jan. 11,
1991) (suggesting that agency "might have been more helpful" to requester by
"explaining why the information he sought would not be provided").

82 See, e.g., Church of Scientology v. IRS, 816 F. Supp. at 1148 (docu
ments generated subsequent to date specified in request held outside of scope of
request and need not be disclosed).

8) Accord McGehee v. CIA, 697 F.2d 1095, 1105 (D.C. Cir.), vacated on
other grounds on panel reh'g & reh'g en bane denied, 711 F.2d 1076 (D.C.
Cir. 1983); see also FOIA Update, Fall 1983, at 14; see also. e.g., 28
C.P.R. § 16.4(j) (1993).

84 See Grove v. Department of Justice, 802 F. Supp. 506, 519 (D.D.C.
1992) (agency required to provide plaintiff with l~gible copies of releasable
records or else to state that no better copies exist); see also McDonnell v.
United States, slip op. at 60-61 n.21 (FOIA requester should "receive the best
possible reproductions of the documents to which he is entitled").

85 5 U.S.C. § 552(a)(6)(C); see. e.g., Spannaus v. United States Dep't of
Justice, 824 F.2d 52, 58 (D.C. Cir. 1987)~ see also Information Acquisition
Corp. v. Department of Justice, 444 F. Supp. 458, 462 (D.D.C. 1978); FQIA
Update, Jan. 1983, at 6 (superseded in part).

86 Oglesby v. United States Dep't of the Army, 920 F.2d at 61-65; accord
McDonnell v. United States, slip op. at 59 (dismissal of claim proper where
plaintiff filed suit before filing administrative appeal of denial received after
exhaustion of ten-day period); see also FOIA Update, Spring 1991, at 3-4
("OIP Guidance: Procedural Rules Under the D.C. Circuit's Oglesby Deci
sion").
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administrative remedies, see Litigation Considerations, below.)

Once in court, if an agency can show that its failure to meet the statutory
time limits resulted from "exceptional circumstances" and that it is applying
"due diligence" in processing the request, the agency may be allowed additional
time to complete its processing and possibly to prepare a Vaughn Index as
well. 87 In this connection, the need to process an extremely large volume of
requests has been held to constitute "exceptional circumstances," and the com
mitment of large amounts of resources to process requests on a first-come, first
served basis has been held to constitute "due diligence" under this subsec
tion. 88 (For a discussion of the litigation aspects of "exceptional circumstan
ces," see the "Qpen America Stays" subsection of Litigation Considerations,
below.) .

Finally, several miscellaneous characteristics of the FOIA should also be
noted. First, it applies only to records, not to tangible, evidentiary objects. 89

Also, agencies are not required to create records in order to respond to FOIA
requests. 90 Nor are agencies required to answer questions posed as FOIA re-

87 5 U.S.C. § 552(a)(6)(C); see also ForA U~date, Fall 1988, at 5.

88 See Open America v. Watergate Special Prosecution Force, 547 F.2d at
615-16; see also Caifano v. Wampler, 588 F. Supp. 1392, 1394-95 (N.D. Ill.
1984) (agency directed to "continue to work diligently and expeditiously in a
good faith manner to respond to plaintiffs requests"); see generally FOIA
Update, Spring 1992, at 8~10 (discussing agency difficulties with FOIA time
limits and administrative backlogs); FOrA Update, Winter 1990, at 1-2 (dis
cussing effects of budgetary constraints upon agency FOIA operations).

89 Nichols v. United States, 325 F. Supp. 130. 135-36 (D. Kan. 1971)
(archival exhibits consisting of guns, bullets and clothing pertaining to assassi
nation of President Kennedy held not "records"), aff'd on other ~rounds, 460
F.2d 671 (10th Cir.), ceft. denied, 409 U.S. 966 (1972); see also FOIA Up
date, Winter 1993, at 1 (discussing implementation of President John F.
Kermedy Assassination Records Collection Act of 1992, 44 U.S.c. § 2107
note).

90 See, e.g., NLRB v. Sears. Roebuck & Co., 421 U.S. at 162 (agency not
required to produce or create explanatory materials); Yeager v. DEA, 678 F.2d
at 321-23 (agency not obligated to restructure records for release); Krohn v.
Department of Justice, 628 F.2d 195, 197-98 (D.C. Cir. 1980) (an agency
Ifcarmot be compelled to create the [intermediary records] necessary to produce"
the information sought); see also FOIA Update, Winter 1984, at 5. But see
McDonnell v. United States, slip op. at 26 (suggesting, in dictum, that agency
might be compelled to create translation of any disclosable encoded infonna
tion); cf. International Diatomite Producers Ass'n v. Uoited States Social Sec.
Admin., slip op. at 13-14 (agency given choice of compiling responsive list or
redacting existing lists containing responsive information).
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PROCEDURAL REQUIREMENTS

quests. 91 It likewise is well recognized that the FOIA does not provide for
limited disclosure; rather, it "speaks in terms of disclosure and nondisclosure.
It does not recognize degrees of disclosure, such as permitting viewing, but not
copying, of documents. "n Moreover, it has been held that requesters cannot
compel agencies to make automatic releases of records as they are created. 93

There also is no damage remedy available to FOIA requesters for oon
disciosure.'i4 Furthermore, agencies are not required to seek the return of rec
ords wrongfully removed from their possession,95 or to seek the delivery of
records held by private entities.96 Lastly, the District Court for the District of

91 See. e.g., Zemansky v. EPA, 767 F.2d at 574; DiViaio v. Kelley, 571
F.2d 538, 542-43 (lath Cir. 1978)~ Patton v. United States R.R. Retirement
Bd" No. ST-C-91-04-MU, slip op. at 3 (W.D.N.C. Apr. 26, 1991) (The FOIA
"provides a means for access to existing documents and is not a way to interro
gate an agency."), affd, 940 F.2d 652 (4th Cir. 1991) (table cite); Astley v.
Lawson, slip op. at 5 (agency not required to respond to requests for answers to
questions); Priest v. IRS, No, C88-20785 , slip op. at 7-8 (N.D. Cal. Jan, 10,
1990) (agency not required to create explanatory material in response to FOrA
request); HUdgins v. IRS, 620 F. Supp. at 21 ("FOIA creates only a right of
access to records, not a right to personal services. "); see also FOIA Update,
Winter 1984, at 5.

92 Julian v. United States Dep't of Justice, 806 F.2d 1411, 1419 n.7 (9th
Cir. 1986), affd, 486 V.S. 1 (1988); Berry v. Department of Justice, 733 F.2d
1343, 1355 n.19 (9th Cif. 1984); see also Seawell. Dalton, Hughes & Timms
v. EXQort-Import Bank of the United States, No. 84-241~N, slip op. at 2 (E.D.
Va. July 27, 1984) (no "middle ground between disclosure and nondisclosure").

93 See Mandel Grunfeld & Herrick v. Unitect States Customs Serv., 709
F.2d 41, 43 (11 th Cir. 1983) (plaintiff not entitled to automatic mailing of
materials as they are updated); Howard v. Secretary of the Air Force, No. SA
89-CA-lOO8, slip Opt at 6 (W.D. Tex. Oct. 2, 1991) (plaintiffs request for
records on continuing basis would "create an enormous burden, both in time
and taxpayers' money"); see also FOIA Update, Spring 1985, at 6.

94 See. e.g., Lanter v. FBI, No. CIV-93-34, slip op. at 2 (W.D. Okla. July
30, 1993) (appeal pending); Lufkin v. Director. Executive Office for United
States Attorneys, No. 85-1959, slip op. at 1 (D.D.C. Mar. 10, 1987); Daniels
v. St. Louis VA Re2.ionaI Office, 561 F. Supp. 250, 252 (E.D. Mo. 1983);
King v. Califano, 471 F. Supp. 180, 182 (D.D.C. 1979).

95 Kissinger v. Reporters Comm. for Freedom of the Press, 445 U.S. 136,
151-55 (1980).

96 Forsham v. Harris, 445 U.S. at 182-86 (data generated and held by fed
eral grantee); Rush Franklin Publishing. Inc. v. NASA, slip op. at 9-10
(mailing list generated and held by federal contractor); Conservation Law
Found. v. Department of the Air FOice, No. 85-4377, slip op. at g (D. Mass.
June 6, 1986) (computer program generated and held by federal contractor);
cf. United States v. Napper, 887 F.2d 1528, 1530 (lIth Cir. 1989) (FBI en-
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EXE:MPTION 1

Columbia has held, in the first such decision, that under some circumstances a
FOIA claim may not be extinguished by the death of a requester. 97

EXEMPTION 1

Exemption 1 of the FOIA protects from disclosure national security infor
mation concerning the national defense or foreign policy, provided that it has
been properly classified in accordance with the substantive and procedural re
quirements of an executive order. 1 The applicable executive order currently in
effect is Executive Order No. 12,356,2 which replaced predecessor Executive
Order No. 12,065 on August L 1982.

It should be noted, however, that earlier this year President Clinton estab
lished an interagency task force to draft a proposed executive order on national
security information to supersede Executive Order No. 12,356.3 The President
has directed this task force to submit its draft to him through the National Secu
rity Council staff by November 30, 1993, for formal coordination.4 The issu
ance of a new executive order, of course, will have a significant impact upon
the implementation of Exemption 1 in the future. Meanwhile, Exemption 1's
proper application continues to be governed by the provisions of Executive

96(... continued)
titled to return of documents loaned to city law enforcement officials, notwith
standing fact that copies of some documents had been disclosed) (non-FOIA
case). But see also Cal-Almond, Inc. v. United States Dep't of Agric., No. 89
574, slip op. at 3-4 (E.D. Cal. Mar. 17, 1993) (agency ordered to reacquire
records which were returned mistakenly to submitter upon closing of adminis
trative appeal).

97 D'Aleo v. Department of the Navy, No. 89-2347. siip op. at 3 (D.D.C.
Mar. 21, 1991) (allowing decedent's executrix to be substituted as plaintiff).
But see Hayles v. United States Dep't of Justice, No. H-79-1599, slip op. at 3
(S.D. Tex. Nov. 2, 1982) (case dismissed upon death of plaintiff where no
timely motion for substitution filed).

1 5 U.S.C. § 552(b)(1) (1988).

23 C.F.R. 166 (1983), reprinted in 50 U.S.C. § 401 note (1988); see also
FOrA Update, June 1982, at 6-7.

3 See Presidential Review Directive 29 (Apr. 26, 1993) (stating that purpose
of effort to review present classification and safeguarding systems is "to ensure
that they are in line with the reality of the current, rather than the past, threat
potential," given end of Cold War).

4 llL. at 1-2 (matters to be addressed in review include identifying steps that
can be taken "to avoid excessive classificationf,l to declassify information
as quickly as possible ... [and] to declassify the large amounts of classi-
fied information that currently exist in Government archives").
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EXEMPTION 1

Order No. 12,356.5

In order to appreciate the evolution of Exemption I, it is necessary to
review brlefly the early decisions construing it and its legislative history. In
1973, the Supreme Court in EPA v. Mink6 held that records classified under
proper procedures were exempt from disclosure per S~, without any further
judicial review, thereby obviating the need for in camera review of information
withheld under this exemption.7 Responding in large part to the thrust of that
decision, Congress amended the FOIA in 1974 to provide expressly for de novo
review by the courts and for in camera review of documents, including classi
fied documents, where appropriate. 8 In so doing, Congress apparently sought
to ensure that national security records are properly classified by agencies and
that reviewing courts remain cognizant of their authoriry to verify the correct
ness of agency classification determinations. 9

Standard of Review

Numerous litigants thereafter challenged the sufficiency of agency affida
vits in Exemption I cases, requesting in camera review by the courts and hop
ing to obtain disclosure of challenged documents. Nevertheless, courts initially
upheld agency classification decisions in reliance upon agency affidavits, as a
matter of routine, in the absence of evidence of bad faith on the part of an
agency.IO In 1978, however, the Court of Appeals for the District of Colum
bia Circuit departed somewhat from such routine reliance on agency affidavits,
prescribing in camera review to facilitate full de novo determinations of Exemp
tion 1 claims, even where there was no showing of bad faith on the part of the
agenc)'.11 This decision nevertheless recognized that the courts should "fIrst
'accord substantial weight to an agency's affidavit concerning the details of the

5 See, e.g., Bonner v. United States Dep't of State, 928 F.2d 1148, 1152
(D.C. Cir. 1991) (judicial review of agency withholdings "evaluated" as of time
of agency's determination, not time of judicial proceedings); King v. United
States Dep't of Justice, 830 F.2d 210, 215-17 (D.C. Cir. 1987) (judicial as
sessment of Exemption 1 excisions is based upon executive order in effect at
time "agency's ultimate classification decision ... actually made"); Lesar v ..
United States Dep't of Justice, 636 F.2d 472, 480 (D.C. Cir. 1980) (same),

6 410 U.S. 73 (1973).

7 kL. at 84.

8 See 5 U.S.C. § 552(a)(4)(B),

9 See H.R, Rep, No. 876, 93d Cong., 2d Sess. 7-8 (l974), reprinted in
1974 U.S.C.C.A.N. 6267, 6272-73, and in House Comm. on Gov't Operations
and Senate Comm. on the Judiciary, 94th Cong., 1st Sess., Freedom of Infor~

mation Act and Amendments of 1974 (P.L. 93-502) Source Book: Legislative
History, Texts and Other Documents 121, 127-28 (1975).

10 See,~, Weis~\lnan v. CIA, 565 F.ld 692, 698 (D.C. Cir. 1977).

11 RaJ! v. TllLIJf.r. 587 F.2d 1187, 1194-95 (D.C. Cir. 1978).
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EXEI'.1PTION I

classified status of the disputed record. "'12

The D.C. Circuit further refined the appropriate standard for judicial
review of national security claims under Exemption I (or under Exemption 3,
in conjunction with certain national security protection statutes), finding that
summary jUdgment is entirely proper if an agency's affidavits are reasonably
specific and there is no evidence of bad faith. 13 Rather than conduct a detailed
inquiry, the court deferred to the expert opinion of the agency, noting that
judges "lack the expertise necessary to second-guess such agency opinions in
the typical national security FOIA case. "14 This review standard has been re
affirmed by the D.C. Circuit on a number of occasions,15 and it has been

12 ML at 1194 (quoting legislative history).

13 Halperin v. CIA, 629 F.2d 144, 148 (D.C. Cir. 19~O); see also Hunt v.
CIA, 981 F.2d 1116, 1119 (9th Cir: 1992) (Exemption 3); d. Center for Nat'l
Sec. Srudies v. Office of lndep. Counsel, No. 91-1691, slip op. at 3-4 (D.D.C.
Mar. 2, 1993) (discovery denied in FOIA lawsuit involving Exemption 1 be
cause affidavits It relatively detailed, . . . nonconclusory and submitted in good
faith It). But see Wiener v. FBI, 943 F.2d 972, 978-79 (9th Cir. 1991) (reject
ing as inadequate agency justifications contained in coded Vaughn affidavits,
bas~d upon view that they consist of "boilerplate" explanations not "tailored" to
particular information being withheld pursuant to Exemption 1), cert. denied,
112 S. Ct. 3013 (1992); Oglesbv v. United States Dep't of the Army, 920 F.2d
57,66 n.12 (D.C. Cir. 1990) (notHlg degree of specificity required in public
Vaughn aftidavit in Exemption 1 case, especially with regard to agency's obli
gation to segregate and release nonexempt material); Bay Area Lawyers Alli
ance for Nuclear Arms Control v. Department of State, 818 F. Supp. 1291,
1300 (N.D. Cal. 1992) (ordering new Vaughn affidavits for all disputed docu
ments, finding that to rule on "a few" sufficient affidavits would be "waste of
time" and "unnecessary splitting of issues"), subsequent decision, No. C89
1843, slip op. at 22-23 (N.D. Cal. June 4, 1993) (upholding Exemption 1 with
holdings for most of documents at issue given more detailed affidavits, but or
dering in camera inspection and additional affidavits for several remaining
documents because excisions on them were still inadequately justified by agen
cy).

14 629 F.2d at l48; see also Military Audit Project v. Casev, 656 F.2d 724,
738 (D.C. Cir. 1981) (emphasizing deference due agency's classification judg
ment).

15 See, e.g., Krikorian v. Deoartmem of State, 984 F.2d 461,464 (D.C.
Cif. 1993); King v. United States Dep't of Justice, 830 F.2d 210,217 (D.C.
eif. 1987) (lithe court owes substantial weight to detailed agency explanations
in the national security context"); Goldberg v. United States Dep't of State, 818
F.2d 71, 79-80 (D.C. Cir. 1987), cert. denied, 485 U.S. 904 (1988); see also
Steinberg v. United States Dep't of Justice, 801 F. Supp. 800, 802-03 (D.D.C.
1992) (rejecting plaintiffs attack that coded Vaughn Index constituted inade
quate "boilerplate." especially given "nature of underlying materials" which
purportedly concern assassination of prime minister of friendly country) (appeal

(continued... )
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EXEMPTION I

adopted by courts in other circuits as well. 16

Indeed, if an agency affidavit passes musier under this standard, in cam
era review may be inappropriate because substantial weight must be accorded
that affidavit. 17 In one case. the Court of Appeals for the Seventh Circuit ana-

15( ... continued)
pending); National Sec. Archive v. Office of Indep. Counsel, No. 89-2308, slip
op. at 6-7 (D.D,C. Aug. 28, 1992) (finding adequate VaughQ Index which in
cludes copies of redacted pages and "topic codes" explaining FOIA exemptions
applied to each deletion when "read in conjunction with agency declarations");
Washington Post v. 000,766 F. Supp. 1,6-7 (D.D.C. 1991) Uudicial review
of agency's classification decisions should be "quite deferential"; national secu
rity threat of disclosure of working files of Iranian hostage rescue attempt "evi
dent even to a judicial eye"); National Sec. Archive v. FBI, 759 F. Supp. 872,
875 (D.D.C. 1991) (government's burden to demonstrate proper withholding of
material "relatively light" in Exemption 1 context because court is required to

"accord substantial weight to determination of (agency] officials"); cf. Depart
ment of the Navy v. Egan, 484 U.S. 518, 529-30 (1988) (deference to agency
expertise in granting of security clearances) (non-FOIA case); Mangino v. De
partment of the Army, No. 91-2318, slip op. at 17-18 (D. Kan. Mar. 30, 1993)
(similar deference regarding revocation of security clearance) (non-FOIA case).

16 See, e.g., McDonnell v. United States, No. 91-5916, slip op. at 23 (3d
Cir. Sept. 21, 1993) (summary judgment appropriate where agency's affidavits
reasonably specific and not controverted by contrary evidence or showing of
bad faith) (to be published); Maynard v. CIA, 986 F.2d 547, 555-56 & n.? (lst
Cir. 1993) ("substantial deference" so long as withheld information logically
falls into exemption category cited and there exists no evidence of agency "bad
faith"); Bowers v. United States Dep't of Justice, 930 F.2d 350, 357 (4th Cir.)
("What fact or bit of information may compromise national security is best left
to the intelligence experts. "), cert. denied, 112 S. Ct. 308 (1991); Patterson v.
FBI, 893 F.2d 595, 601 (3d Cir. 1990) (It[C]ourts are expected to accord 'sub
stantial weight' to the agency's affidavit. It), cert. denied, 498 U.S. 812 (1990);
see also Jones v. FBI, No. C77-IOO!, slip op. at 8-9 (N.D. Ohio Aug. 12,
1992) (rejecting plaintiff's argument that agency must demonstrare that national
security source actually provided classified information because "to do so would
violate ... principle of affording substantial weight to ... agency's expert
opinion It) (appeal pending); cf. Hunt v. CIA, 981 F.2d at 1119 (similar defer
ence in Exemption 3 case involving national security); Knight.v.' CIA, 872 F.2d
660,664 (5th Cir. 1989) (same), cert. denied, 494 U.S. 1004 (1990).

17 See, ~, Doherty v. United States Dep't of Justice, 775 F.2d 49, 53 (2d
Cir. 1985) ("the court should restrain its discretion to order in camera review");
Hayden v. NSA, 608 F.2d 1381, 13R7 (D.C. Cir. 1979) ("When the agency
meets its burden by means of affidavits, in camera review is neither necessary
nor appropriate."), cere denied, 446 U.S. 937 (1980); Carney v. CIA, No. 88
602, slip op. at 48-51 (C.D. CaL Feb. 28, 1991) (magistrate's recommenda
tion) (in camera review "not required, necessary, or appropriate" because agen
cy's affidavits sufficient and "entitled to substantial deference"), adopted (C.D.

(continued ...)
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EXEMPTION 1

Iyzed the legislative history of the 1974 FOIA Amendments and went so far as
to conclude that "Congress did not intend that the couns would make a true de
novo review of classified documents, that is, a fresh determination of the legiti
macy of each classified document. "l8 It is also noteworthy that the only Ex
emption 1 ForA decision to find agency "bad faith."19 which initially held that
certain CIA procedural shortcomings amounted to "bad faith" on the part of the
agency, was subsequ~ntly vacated OIl panel rehearing. 20

Deference to Agency Expertise

While the standard of judicial review is often expressed in different ways,
courts have generally deferred to agency expertise in national security cases. 21

17( ••• continued)
Cal. Apr. 26, 1991); King v. United States Dep't of Justice, 586 F. Supp. 286,
290 (O.D.C. 1983) (in camera review last resort), afrd in part & rev'din part
on other grounds, 830 F.2d 210 (D.C. Cir.1987); cr. Young v. CIA, 972 F.2d
536, 538·39 (4th Cir. 1992) (district court did not abuse its discretion by refus
ing to review documents in camera--despite snlall number--because agency's
affidavits found sufficiently specific to meet required standards for proper with
holding). But see, e.g., Patterson v. FBI, 893 F.2d at 599 (in camera review
of two documents appropriate where agency description of records was insuffi
cient to permit meaningful review and to verify good faith of agency in con-
ducting its investigation); Allen v. CIA, 636 F.2d 1287, 1291 (O.c. Cir. 1980)
(conclusory affidavit by agency requires remand to district court for in camera
inspection of IS-page document); Moore v. FBI, No. 83-1541, slip op. at 7
(D.D.C. Mar. 9, 1984) (in camera review particularly appropriate where only
small volume of documents involved and government makes proffer), aff'd, 762
F.2d 138 (D.C. Cir. 1985) (table cite); cr. Wiener v. FBI, 943 F.2d at 979 &
n.9 (in camera review by district court cannot "replace" requirement for suffi
cient Vaughn Index and can only "supplement" agency's justifications contained
in affidavits); ~rea Lawyers Alliance for Nuclear Arms Control v. Depart
ment of State, 818 F. Supp. at 1301 (applying Wiener standard).

18 Stein v. Departmen.L.9J Justice, 662 F.2d 1245, 1253 (7th Cir. 1981).

19 McGehee v. CIA, 697 F.2d 1095, 1113 (D.C. Cir. 1983).

20 McGehee v. CIA, 711 F.2d 1076, 1077 (D.C. Cif. 1983); see also

Washington Post Co. v. DOD, No. 84-2949, slip op. at 9 (O.D.C. Feb. 25,
1987) (addition of second classification category at time of litigation "does not
create an inference of 'bad faith' concerning the processing of plaintiffs request
or otherwise implicating the affiant's credib,ility"); cf. Gilmore v. NSA, No.
C92-3646, slip op. at 21-22 (N.D. Cal. Apr. 30. 1993) (fact that agency subse
quently released some material initially withheld pursuant to Exemption 1 not
any indication of "bad faith"); Center for Nat'l Sec. Studies v. Office of Indep.
Counsel, slip op. at 5-6 (same) (discovery dellied in FOIA litigation).

21 See, e.g., Young v. CIA, 972 F.2d 536, 538-39 (4th Cif. 1993); Bowers
v. United States Oep't of Justice, 930 F.2d 350, 357 (4th Cir.), cere denied,
112 S. Ct. 308 (1991); Doheny v. United States Dep't of Justice, 775 F,2d 49,

(continued... )
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EXEMPTION 1

Accordingly, courts are usually reluctant to substitute their judgment in place of
the agency's "unique insights" in the areas of national defense and foreign re
lations. 22 Courts have demonstrated this general deference to agency expertise
by according little or no weight to opinions of persons other than the agency
classification authority when reviewing the propriety of agency c1assification.23

21( ... continued)
52 (2d Cir. 1985); Miller v. Casey, 730 F.ld 773, 776 (D.C. Cir. 1984); Tay
lor v. Department of the Army, 684 F.2d 99, 109 (D.C. eir. 1982) (classifica
tion affidavits entitled to "the utmost deference") (reversing district court dis
closure order).

22 See, e.g., Miller v. United States Dep't of State, 779 F.ld 1378, 1387
(8th Cir. 1985); see also Maynard v. CIA, 986 F.2d 547, 556 n.9 (1st Cir.
1993) (court "not in a position to 'second-guess'" agency's determination re
garding need for continued classification of material); Krikorian v. Department
of State, 984 F.2d 461,464-65 (D.C. Cir. 1993) (acknowledging agency's
"unique insights" in areas of national defense and foreign relations); Holland v.
CIA, No. 91~1233, slip op. at !5~16 (D.D.C. Aug. 31, 1992) (deferring to
judgment of agency's designated classification officer as to possible harm~ re
jecting plaintiffs claim that she lacks subject-matter expertise); Willens v.
NSC, 726 F. Supp. 325,326-27 (D.D.C. 1989) (court cannot second-guess
agency's national security determinations where they are "credible and have a
rational basis"); Washington Post Co. v. DQD, No. 84-2949, slip op. at 13-14
(D.D.C. Feb. 25, 1987) (court need not agree with government's evaluation of
harm; court's task is to determine whether agency judgment is "plausible, rea
sonable, and exercised in good faith It). But see also King v. United States
Dep't of Justice, 830 F.2d 210, 226 (D.C. Cir. 1987) (where executive order
presumed declassification of infonnation over 20 years old and agency merely
indicated procedural compliance with order, trial court erred in deferring to
agency's judgment that infonnationmore than 35 years old remained classi
fied); Lawyers Comm. for Human Rights v. INS, 721 F. Supp. 552, 561
(S.D.N.Y. 1989) (such deference does not give agency "carte blanche" to with
hold responsive documents without "valid and thorough affidavit")' subsequent
decision, No. 87-Civ-l1l5, slip op. at 1-2 (S.D.N.Y. June 7, 1990) (after in.
camera review of certain documents and classified CIA Vaugh..'l affidavit, Ex
emption 1 withho1dings upheld).

23 See. e.g., Van Atta v. Defense Intelligence Agency, No. 87-1508, slip
op. at 2-4 (D.D.C. July 6, 1988) (rejecting opinion of requester /Who claimed
that Willingness of foreign diplomat to discuss issue indicated no expectation of
confidentiality); Washington Post Co. v. DOD, slip op. at 14 (rejecting opinion
of U.S. Senator who read document in official capacity as member of Commit
tee on Foreign Relations); cf. Lawyers Alliance for Nuclear Arms Control v.
Department of Energy, No. 88-CV-7635, slip op. at 1-5 (E.D. Pa. Dec. 18,
1991) (upholding Exemption 1 claim for Joint Verification Agreement records
where requester provided no "admissible evidence" that officials of Soviet
Union consented to release of requested nuclear test results); Alveska Pipeline
Servo Co. v. EPA, 856 F.2d 309, 315 (D.C. Cir. 1988) (no "special deference
to agency beyond Exemption 1 context"). But cf. Washington Post v. DOD,

. (continued...)
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EXEMPTION 1

Persons whose opinions have been rejected by the courts in this context include
a former ambassador who originated some of the records at issue,24 a retired
admiral,25 a former CIA agent26 and a retired CIA staff historianY

In Camera Submissions

There are numerous instances in which courts have permitted agencies to
submit explanatory in camera affidavits in order to protect certain national
security information which could not be discussed in a public affidavit. 28 It is
entirely clear, though, that agencies taking such a special step are under a duty
to "create as complete a public record as is possible" before so doing. 29

23( ...continued)
766 F. Supp. 1, 13-14 (D.D.C. 1991) ("non-official releases" contained in
books by participants involved in Iranian hostage rescue attempt--including
ground assault commander and former President Carter--have "good deal of
reliability" and require goverrunent to explain "how official disclosure" of code
names "at this time would damage national security").

24 Rush v. Department of State, No. 88-8245, slip op. at 17-18 (S.D. Fla.
Sept. 12, 1990) (magistrate's recommendation), adopted, 748 F. Supp. 1548,
1554 (S.D. Fla. 1990); d. Goldberg v. United States Dep't of State, 818 F.2d
71, 79-80 (D.C. Cir. 1987) (classification officer's determination accepted even
though more than 100 ambassadors did not initially classify information), cert.
denied, 485 U.S. 904 (1988).

25 Hudson River Sloop Clearwater, Inc. v. Department of the Navy, 891
F.2d 414, 421-22 (2d Cir. 1989).

26 Gardels v. CIA, 689 F.2d 1100,1106 n.S (D.C. Cir. 1982); Liechty v.
CIA, No. 79-2064, slip op. at 6 (D.D.C. Apr. 16, 1981).

27 Pfeiffer v. CIA, 721 F. Supp. 337, 340-41 (D.D.C. 1989); accord Pfeif
fer v. CIA, No. 91-736, slip op. at 10 n.2 (D.D.C. Sept. 28, 1992) (non-FOIA
case).

28 See. e.g., Patterson v. FBI, 893 F.2d 595, 599-600 (3d Cir. 1990), cert.
denied, 498 U.S. 812 (1990); Simmons v. United States Dep't of Justice, 796
F.2d 709, 711 (4th Cir. 1986); Ingle v. Department of Justice, 698 F.2d 259,
264 (6th Cir. 1983) (in camera review should be secondary to testimony or
affidavits); Salisbury v. United States, 690 F.2d 966, 973 0.3 (D.C. Cir.
1982); Stein v. Department of Justice, 662 F.2d 1245, 1255-56 (7th Cir. 1981);
Wilson v. Department of Justice, No. 87-2415, slip op. at 3 (D.D.C. June 30,
1993) (agency must submit in camera affidavit to justify Exemption 1 withhold
ings as to certain documents and describe "with greater specificity ... rea
sones] for their nondisclosure").

29 Phillippi v. CIA, 546 F.2d 1009, 1013 (D.C. Cir. 1976); accord Patter
son v. FBI, 893 F.2d at 60.0; Simmons v. United States Dep't of Justice, 796
F.2d at 710; National Sec. Archive v. Office of Indep. Counsel, No. 89-2308,
slip op. at 4-5 (D.D.C. Aug. 28, 1992) (applying Phillippi standards, refusing

(continued... )
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EXEMPTION 1

In this regard, it is reasonably well senled that counsel for plaintiffs are
1lQ1 entitled to participate in such in camera proceedings. 30 Several years ago,
however. one court took the unprecedented step of appointing a special master
to review and categorize a large volume of classified records. 31 In other in
stances involving large numbers of records, courts have on occasion ordered
agencies to submit samples of the documents at issue for in camera review. 32

In a decision which highlights some of the difficulties of Exemption l liti-

:9( ... continued)
to review in camera affidavits until agency "has stated publicly 'in as much de
tail as possible' ... reasons for nondisclosure"); Green v. United States Dep't
of State, No. 85-504, slip op. at 17-18 (D.D.C. Apr. 17, 1990) (classification
of documents upheld after reviewing in camera submissions in conjunction with
public record); Moessmer v. CIA, No. 86-948, slip op. at 9-11 (E.D. Mo. Feb.
17, 1987) (in camera review appropriate when record contains contradictory
evidence), affd, 871 F.2d 1092 .(6th Cir. 1988) (table cite). But see Public
Citizen v. Department of State, No. 91-746, slip op. at 5-6 (D.D.C. Aug. 26,
1991) (ordering in camera review of records upon basis that public testimony of
ambassador may have "waived" Exemption 1 protection).

30 See Salisbury v. United States, 690 F.2d at 973 n.3; Weberman v. NSA,
668 F.2d 676, 678 (2d Cir. 1982); Hayden v. NSA/Cent. Sec. Serv., 608 F.2d
1381, 1385-86 (D.C. Cir. 1979), cert. denied, 446 U.S. 937 (1980); Macrin v.
United States Dep't of Justice, No. 83-2674, slip op. at I (W.O. Pa. June 5,
1986) (agency required to release unclassified portions of transcript of in cam
era testimony), affd, 800 F.2d 1135 (3d Cir. 1986) (table cite); see also Ells
berg v. Mitchell, 709 F.2d 51, 61 (D.C. Cir. 1983) (plaintiffs counsel not
permitted to participate in in camera review of documents arguably covered by
state secrets privilege); Pollard v. FBI, 705 F.2d 1151, 1154 (9th Cir. 1983)
(no reversible error where court not only reviewed affidavit and documents in
camera, but also received authenticating testimony ex parte); cr. Arieff v. Unit
ed States Dep't of the Navy, 712 F.2d 1462, 1470-71 & n.2 (D.C. Cir. 1983)
(no participation by plaintiffs counsel permitted even where information with
held was personal privacy information). But cr. Lederle Lab. v. HHS, No. 88
249, slip op. at 2-3 (D.D.C. May 2, 1988) (restrictive protective order granted
in Exemption 4 case permitting counsel for requester to review contested busi
ness information).

31 See Washington Post Co. v. DOD, No. 84-3400, slip op. at 2 (D.D.C.
Jan. 15, 1988), petition for mandamus denied sub nom. In re DOD, 848 F.2d
232 (D.C. Cir. 1988); cf. Bay Area Lawyers Alliance for Nuclear Arms Con
trol v. Department of State, 818 F. Supp. 1291, 1301 (N.D. Cal. 1992) (court
"will not hesitate" to appoint special master to assist in in camera review of
disputed documents if agency fails to submit adequate Vaughn affidavits).

32 See. e.g., Wilson v. CIA, No. 89-3356, slip op. at 5-6 (D.D.C. Oct. 15,
1991) (ordering in camera submission of "sample" of 50 documents because
"neither necessary nor practicable" for court to review all 1000 processed rec~

ords). .
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gation practice, the Court of Appeals for the Fourth Circuit issued a writ of
mandamus which required that court personnel who would have access to clas
sified materials submitted in camera in an Exemption 1 case obtain security
clearances prior to the submission of any such materials to the court. 33 On
remand, the district court judge reviewed the disputed documents entirely on his
own. 34 Consistent with the special precautions taken by courts in Exemption 1
cases, the government also has been ordered to provide a court reporter with
the requisite security clearances to transcribe in camera proceedings, in order
"to establish a complete record for meaningful appellate review. "35

Agencies have in other cases been compelled to submit in camera affida
vits where disclosure in a public affidavit would vitiate the very protection
afforded by Exemption 1.36 Such a procedure is sometimes employed where
even the confirmation or denial of the existence of records at issue would pose

33 In re United States Oep't of Justice, No. 87-1205, slip op. at 4-5 (4th
Cir. Apr. 7, 1988).

34 See Bowers v. United States Oep't of Justice, No. C-C-86-336, slip op.
at 1 (W.O.N.C. Mar. 9. 1990).

35 Willens v. NSC, 720 F. Supp. 15, 16 (D.D.C. 1989); cf. Physicians for
Social Responsibility, Inc. v. United States Dep't of Justice, No, 85-169, slip
op. at 3-4 (D.D.C. Aug. 25, 1985) (transcript of in camera proceedings--from
which plaintiff's counsel excluded--placed under seal). But ~(, Pollard v. FBI,
705 F.2d at 1154 (no reversible error where no transcript made of ex parte
testimony of FBI agent who merely "authenticated and described" documents at
issue).

36 See, e.g., Green v. United States Dep't of State, slip op. at 17-18 (public
Vaughn affidavit containing additional informationcould "well have the effect
of prematurely letting the cat out of the bag"); cf. Maynard v. CIA, 986 F.2d
547, 557 (1st Cir. 1993) ("[AJ more detailed affidavit could have revealed the
very intelligence sources and methods the CIA wished to keep secret. rt); Gil
more v. NSA, No. C92-3646, slip op. at 14-15 (N.D. CaL Apr. 30,1993)
(agency has provided as much information as possible in public affidavit with
out "thwarting" purpose of Exemption 1); Center for Nat'l Sec. Studies v.
Office of Indep. Counsel, No. 91-1691, slip op. at 4 (D.D.C. Mar. 2, 1993)
(" In the national security context, the release of detailed information through
discovery may render the FOIA exemption meaningless and compromise intelli
gence sources and methods. ~); Varelli v. FBI, No. 88-1865, slip op. at 6
(D.D.C. Oct. 4, 1991) ("[T]oo much detail [in public affidavit] defeats the
claim of the exemption in the national security area. Release of too much
information would result in the exact harm sought to be avoided by [itsJ asser
tion."); Krikorian v. Department of State, No. 88-3419, slip op. at 6-7 (O.D.C.
Dec. 19, 1990) (agency's public affidavits sufficient because requiring more
detailed descriptions of substance of information would give foreign govern
ments and confidential intelligence sources "reason to pause" before offering
advice or useful information to agency officials in future), affd in pertinent
part, 984 F.ld 461, 464-65 (D.C. Cir. 1993).

- 36 -
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a threat to the national security. 37 (For a further discussion of in camera in
spection, see Litigation Considerations, below.)

Rejection of Classification Claims

Prior to 1986, no appellate court had ever upheld, on the substantive
merits of the case, a decision to reject an agency's classification claim. In
1980, the Court of Appeals for the District of Columbia Circuit let stand, but
on entirely procedural grounds, a district court determination that the CIA's
affidavits were general and conclusory and that its Exemption 1 claims had to
be rejected as "overly broad. 1138 Moreover, that portion of the D.C. Circuit's
decision was subsequently vacated by the Supreme Court.39 Several years
later, in an unprecedented and exceptionally complex case, a district court
ordered the disclosure of classified records belatedly determined by it to be
within the scope of the request and therefore not addressed in the agency's
classification affidavits. 40 The government never had the opportunity to obtain
appellate review of the merits of this adverse decision because the records were
disciosed after stays pending appeal were denied, successively, by the district
court, the Court of Appeals for the Ninth Circuit, and even by the Supreme
Court. 41 In addition, the district court ordered the disclosure of certain other
segments of classified information because it was "convinced [that] disclosure

37 Phillippi v. CIA, 546 F.2d at 1013 (request for documents pertaining to
Glomar Explorer submarine.,retrieval ship; consequently ~ It neitl1er confirm ncr
deny" response now known as "Glomar" denial or "Glomarization"); see. e.g.,
Miller v. Casey, 730 F.2d 773, 776 (D.C. Cir. 1984) (request for any record
reflecting any attempt by western countries to overthrow Albanian government);
Gardels v. CIA, 689 F.2d !lOO, 1105 (D.C. Cir. 1982) (request for any rec
ord revealing any covert CIA cormection with University of California); Peter
zeJl v. CIA, No. 85-2685, slip op. at 2 (D.D.C. July 11, 1986) (request for
records describing CIA covert paraInilitary operations in Nicaragua); Marrera
v. United States Dep't of Justice, 622 F. Supp. 51, 53-54 (D.D.C. 1985) (re
quest for any record which would reveal whether requester was target of sur
veillance pursuant to Foreign Intelligence Surveillance Act); Kapsa v. CIA, No.
C-2-78-1062, slip op. at 7-8 (S.D. Ohio Mar. 6, 1985) (request for any record
revealing any covert CIA connection with Ohio State University); see also
Attorney General's Memorandum on the 1986 Amendments to the Freedom of
Information Act 26 (Dec. 1987); FOJA Update, Spring 1983, at 5.

38 Holy Spirit Ass'n v. CIA, 636 F.2d 838, 845 (D.C. Cir. 1980).

39 See CIA v. Holy Spirit Ass'n, 455 U.S. 997 (1982); see also FOIA
Update, March 1982, at 5.

40 Powell v. United States Dep't of Justice, No. C-82-326, slip op. at 16
(N.D. Cal. Mar. 27, 1985); see also Powell v. United States Dep't of Justice,
584 F. Supp. 1508, 1517-18, 1530-31 (N.D. Cal. 1984).

41 See Powell v. United States Dep't of Justice, No. C-82-326, slip op. at
4-6 (N.D. Cal. June 14, 1985), stay denied, No. 85-1918 (9th CiT. July 18,
1985), stay denied, No. A-84 (U.S. July 31, 1985) (Rehnquist, Circuit Justice)
(undocketed order).
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of this information poses no threat to national security. ,,42 The district co'urt
did, however, grant a stay of this aspect of its disclosure order so the govern
ment could take an appeal. 43 Ultimately, the case was settled with the govern
ment being permined to withhold this classified information.

In 1986, the Court of Appeals for the Second Circuit upheld a district
court disclosure order in a case in which the district court found that the affida
vit submined by the FBI inadequately described the withheld documents and
was unconvincing as to any potential harm which would result from disclo
sure. 44 This finding, coupled with in camera inspection of the documents by
the district court, led the court of appeals to conclude that "it would be inappro
priate ... to give more deference to the FBI's characterization of the informa
tion than did the trial court. "45 The case was subsequently settled, however,
and the plaintiff withdrew his request for the classified records ordered dis
closed in exchange for the government's agreement not to seek to vacate the
Second Circuit's opinion in the Supreme Court. The precedential value of the
Second Circuit's decision is therefore questionable in light of the extraordinary
procedural and factual nature of the case.

Also of note in this regard is a district court decision in which it required
in camera affidavits on all records, most of which were classified, II not because
the agencies' good faith had been controverted, but 'in order that the Court may
be able to monitor the agencies' determinations'''; ultimately, the district court
did order some classified information disclosed. 46 However, the D. C. Circuit,
on appeal, remanded the case for submission of briefs in light of the Supreme
Court's decision in CIA v. Sims.47 On remand, the district court found most
of the information to be protected under Sims, but it affirmed its disclosure or
der with regard to some of the information that the CIA had sought to protect
under Exemptions 1 and 3.48 The D.C. Circuit subsequently reversed that
part of the district court's order on remand that still required disclosure of
certain CIA information, though it rested its decision upon Exemption 3

42 Powell v. United States Dep't of Justice, No. C-82-326, slip op. at 8
(N.D. Cal. Mar. 27, 1985).

43 Powell v. United States Dep't.of Justice, No. C-82-326, slip op. at 6
(N .0. Cal. June 14, 1985).

44 Donovan v. FBI, 806 F.2d 55 (2d Cir. 1986); see also Donovan v. FBI,
625 F. Supp. 808, 811 (S.D.N.Y. 1986).

45 806 F.2d at 60.

46 Fitzgibbon v. CIA, 578 F. Supp. 704, 709 (D.D.C. 1983), motion for
reconsideration granted in part, No. 79-956 (D.D.C. July 5, 1984).

47 471 U.S. 159 (1985); see Fitzgibbon v. CIA, No. 84-5632 (D.C. Cir.
Mar. 13, 1986).

48 Fitzgibbon v. CIA, No. 79-956, slip op. at 14-15, 17-18 (D.D.C. May
19, 1989).

- 38 -



EXEMPTION 1

grounds a.lone. 49 It concluded that "whatever merits" there may have been to
suppon disclosure of the information at issue in the case had been "vaporized
by the unequivocal sweep of the Supreme Court's decision in Sims. "50

Two significant D.C. Circuit decisions, each of which reversed a district
coun disclosure order, strongly reaffirmed the deference that is due an agency's
classification judgment. In the first, the D.C. Circuit overturned a lower court
conclusion that the existence of information in the public domain similar to the
information at issue warranted the disclosure of that classified information.51

Emphasizing that the least "bit" of classified information deserves protection, it
observed that the "district coun's finding ... reveals a basic misunderstanding
of the information withheld," and that the "district court did not give the re
quired 'substantial weight' to the [agency's] uncontradicted affidavits. "52

Similarly, in the second case, the D.C. Circuit vacated a district court
determination that public statements by senior executive and legislative branch
officials constituted sufficient official acknowledgment of "covert action" by the
government against Nicaragua to warrant release of the sensitive documents at
issue, specifically chastised the lower court for "refusing to consider in camera
the confidential declaration and confidential memorandum of law offered by the
government," and remanded the case for a more careful consideration of the
government's classification judgment. 53 On remand, the district coun found
that the "Government's general acknowledgment of covert activities ... is
insufficient to require release" of its records.54

In a more recent district court case, the full Supreme Court has taken the
extraordinary step of staying a district court disclosure order of classified inforw

mation pending a full review of the decision by the Ninth Circuit.55 Rejecting

49 Fitzgibbon v. CIA, 911 F.2d 755, 757, 760, 764 (D.C. Cir. 1990).

50 Id. at 760; see also Siminoski v. FBI, No. 83-6499, slip op. at 14-18
(C.D. Cal. Jan. 16, 1990) (rejecting magistrate's recommendation to disclose
classified information).

51 Abbotts v. NRC, 766 F.2d 604,607-08 (D.C. Cir. 1985).

52 Id. at 607 & n.3; see also Bowers vt United 'States Dep't of Justice, 930
F.2d 350, 352, 354-55 (4th Cir.) (reversing district court order to disclose
classified information because lower court was "clearly erroneous" in not apply
ing proper standards in review of records and in not giving any weight to de
tailed explanations of FBI as to why undisclosed information in its counterintel
ligence files should be withheld), cert. denied, 112 S. Ct. 308 (1991).

53 Peterzell v. Department of State, No. 84-5805, slip op. at 2 (D.C. Cir.
Apr. 2, 1985).

S4 Peterzell v. Department of State, No. 82-2853, slip op. at 3 (D.D.C.
Sept. 20, 1985).

55 Rosenfeld v. United States pep't of Justice, 761 F. Supp. 1440, 1451
(continued...)
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an FBI Exemption 1 claim, the district court judge ignored the recommendation
of a magistrate who had concluded that the information was properly classi~

tied. 56 In so ruling, the district court grounded its decision on the supposition
that the information involved was "likely to have been public knowledge. "57

"Public Domain" Information

Several courts also have had occasion to consider whether agencies have
a duty to disclose classified information which has purportedly found its way
into the public domain. In this regard, it has been held that, in asserting a
claim of prior public disclosure, a FOIA plaintiff bears "the initial burden of
pointing to specific information in the public domain that appears to duplicate
that being withheld. "58 Accordingly, Exemption 1 claims should not be under~

mined by mere allegations that classified information has been leaked to the
press or otherwise made available to members of the public. Courts have care
fully recognized the distinction between a bona fide declassification action or
official release and unsubstantiated specutation lacking official confirmation,

55(. ..continued)
(N.D. Cal. 1991), emergency stay denied on iurisdictional grounds, No. 91
15854 (9th eir. June 12, 1991), stay pending appeal granted, IllS. Ct. 2846
(1991); see also FOIA Update, Summer 1991, at 1-2.

56 761 F. Supp. at 1451.

57 Id.

58 Afshar v. Department of State, 702 F.2d 1125, 1130 (D.C. CiT. 1983);
see Holland v. CIA, No. 91-1233, slip op. at 13 (D.D.C. Aug. 31, 1992)
(plaintiff failed to overcome "number of hurdles" involved in meeting initial
burden of proving official disclosure of information at issue); Public Citizen v.
Department of State, 782 F. Supp. 144, 145-46 (D.D.C. 1992) ("[F]act [plain
tiff has shown] that some of the information [contained in documents] was
revealed does not negate the confidentiality of the documents as they exist. "),
reconsideration & summary judgment granted, 787 F. Supp. 12 (D.D.C. 1992)
(appeal pending); Pfeiffer v. CrA, 721 F. Supp. 337, 342 (D.D.C. 1989)
(plaintiff must do more than simply i.dentify "information that happens to find
its way into a pUblished account" to meet this burden); cf. Davis v. United
States Dep't of Justice, 968 F.2d 1276, 1279 (D.C. Cir. 1992) ("[P]arty who
asserts . . . material publicly available carries the burden of production on that
issue . . . because the task of proving the negative--that the information has not
been revealed--might require the government to undertake an exhaustive, poten
tially limitless search. ") (Exemptions 3, 7(C) and 7(D»; Occidental Petroleum
Corp. v. SEC, 873 F.2d 325/' 342 (D.C. Cir. 1989) ("It is far more efficient,
and ... fairer, to place the burden of production on the party who claims that
the information is publicly available. ") (reverse FOIA suit). But see Wash
ington Post v. DOD, 766 F. Supp. 1, 12-13 (D.D.C. 1991) (agency has ulti
mate burden of proof when comparing publicly disclosed information with in
formation being withheld, determining whether information is identical and, if
not, determining whether release of slightly different information would harm
national security).
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holding that classified information is not considered to be in the public domain
unless it has been the subject of an official disclosure. 59

In a 1990 decision, the Court of Appeals for the District of Columbia
Circuit held that for information to be "officially acknowledged" in the context
of Exemption 1, it must: (1) be as "specific" as the information previously
released; (2) "match" the information previously disclosed; and (3) have been
made public through an "official and documented" disclosure. 60 In applying

59 See, e.g., Hoch v. CIA, No. 88~5422, slip op. at 2 (D.C. Cir. July 20,
1990) (Without official confirmation, "clear precedent establishes that courts
will not compel [an agency] to disclose information even though it has been the
subject of media reports and speculation. "); Carney v. CIA, No. 88-602, slip
op. at 61-62 (C.D. Cal. Feb. 28, 1991) (magistrate's recommendation) (suc
cessful "prior disclosure" argument must be based upon factual allegations that
agency "officially previously disclosed documents that are identical in content to
documents [it] continues to exempt from disclosure"; newspaper articles and
press conferences not considered "official disclosures"), supplemental report &
recommendation (C.D. Cal. Apr. 25, 1991), adopted (C.D. Cal. Apr. 26,
1991); see also Simmons v. United States Dep't of Justice, 796 F.2d 709, 712
(4th Cir. 1986) (there had been no "widespread dissemination" of information
in question); Abbotts v. NRC, 766 F.2d 604, 607-08 (D.C. Cir. 1985) (even if
withheld data was same as estimate in public domain, not same as knowing
NRC's QffjJ;;ial policy as to "proper level of threat a nuclear facility should
guard against"); Afshar v. Department of State, 702 F.2d at 1130-31 (foreign
government can ignore" [u]nofficial leaks and public surmise ... but official
acknowledgment may force a government to retaliate"); Steinberg v. United
States Dep't of Justice. 801 F. Supp. 800, 802 (D.D.C. 1992) ("Passage of
time, media reports and informed or uninformed speculation based on state
ments by participants carmot be used ... to undennine [government's] legiti
mate interest in protecting international security [information] If) (appeal pend
ing); Rush v. Department of State, No. 88-8245, slip op. at 19 (S.D. Fla. Sept.
12, 1990) (magistrate's recommendation) (fact that existence of secret negoti
ations officially acknowledged does not mean that substance of such talks has
been officially disclosed by government), adopted. 748 F. Supp. 1548, 1549..
1555 (S.D. Fla. 1990); Van Alta v. Defense Intelligence Agency, No. 87-1508,
slip op. at 5-6 (D.D.C. July 6, 1988) (disclosure of information to foreign gov
ernment during diplomatic negotiations held not "public disclosure"); IT.. Hunt
v. CIA, 981 F.2d 1116, 1120 (9th Cir. 1992) (fact that some information about
subject of request may have been made public by other governmental agencies
found not to defeat agency's "Glomar" response in Exemption 3 context); Max
well v. First Nat'l Bank of Md., 143 F.R.D. 590, 597-98 (D. Md. 1992) (pub
lished articles "speculating" on possible relationship between CIA and corpor
ation do not constitute official confirmation of such fact) (state secrets privi
lege). Contra Lawyers Comm. for Human Rights v. INS, 721 F. Supp. 552,
569 (S.D.N.Y. 1989) (Exemption 1 protection not available where same docu
ments were disclosed by foreign government or where same information was
disclosed to press in "off-the-record exchanges").

60 Fitzgibbon v. CIA, 911 F.2d 755, 765 (D.C. Cir. 1990); see also Afshar
(continued...)
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these criteria, the D.C. Circuit reversed the lower COllrt':, disclosure order and
held that inforrJ1<ltion published ill a congressional report did not constitute
"official acknowledgment" of the purported location of a CIA station, because
the information sought related to an earlier time period than that discussed in
the report. 61 II', so ruling, it did not addl'ess tlie broadl~r question of whether
congressional release of the identical information relating to i11telligence sources
and methods could ever constitute "official acknowkdgm~llt," thus requiring
disclosure under the FOIA.62 However, the D.C. Circuit had previously con
sidered this broader question and had concluded that congressional publications
do not constitute "0ffic i:": I acknowledgment" for purpo:;es of the FOIA. 63

In anorhu caSt~, the Court of Appeals for the Second Circuit rejected the
argument that n rt:\ired admiral's statements constituted an authoritative disclo
sure by the govcrnrncnt. 64 It pointedly stated: "OfJicials no longer serving
with an executil'e hnmclI department cannot continue to disclose official agency
policy, and certainly they cannot establish what h <J3ency policy through specu
lation, no matter how reasonable it may appear to he. "65 Additionally. the
Second Circuit affirmed the decision of the district r,ourt in holding that the
congressional testimony of high-ranking Navy oftlr,ials did not constitute official
disclosure becall~e it did not concern the specific ini'ormation being sought. 66

Indeed, ill one case, the court went so far as [() hold that 180,000 pages
of CIA records pertaining to Guatemala were propeily classifii~d despite the fact
that the public domnin containr~d significant infonnation and speculation about
CIA involvement in the 1954 coup in (;uatemala: "CIA clearance of books and

60(. ..continued)
v. Departrn~!J.t.;).f Strtf, 702 F.2d at 1130, 1133-J4; P1lblic Cjtizen v. Depart
ment of StrtlC, 737 F. :3;:p[I. 12, 13 (i).D.C. liN!) ("rr1ying Eltzgihhon stand
ards) (appeal p<ndil~:3); r!.lt:E(:_.r)jjL:':!'L~c. !1~;!.:E:"'(.I;.'r!~.s.L~;10}..!2, 782 F. Supp. at
146 (same). BI:\.:·,,'.:;2 K(l,J!,~·J.i~~LY,-C:~fi~·nJ~:.'!.,l..,}rj)·'.f~, S84 F.2d 461, 467-68
(D.C. Cir. 1:"/)3) (1':2:':i:H1di[;~ tD di~:t:'ir: \;(;ijrt tn rU,::T{l1il1~ v,'!.,dher information
excised in one (IOCWflCiH II nflkiallj' ;,d:n:....vkdg;:d iI hy compa:'ing publicly
available reccrd \ViCl r,-~conl wilht:d..I; ~:;aVi!lt to (jiu!'i:~t ,:::Ollr:'s discretion
whether this ca;l k: belt~r ~!C~'~m~rtis\l(;dby !';!\:ifol;·.m~r.tnl 2gCr.CY affidavit or by
in camera insp<;.;:;~i(";il';.

61 911 F.ld aT, "/6':-i-M.

62 ld.

63 See, e.g., S~!!iEhIlIY....L-lJl1U.~d SInes, 6<;0 F.2J 966, 971 (D.C. Cir.
1982) (information in Scnute [(:pcJrt "cannot ti.: t:qu,ited with disclosure by the
agency itself"); Milit8rv Audit p~{,. Cas(~;i, 656 F.2d n·l, 744 (D.C. Cir.
1981) (Senate rl~pon due:; nol constitute official r;;J.:~~;se of information).

M Se~ .tID.ill,~)~~JE~:r..:l',!DPS1~1D:,!;!kr-,- fn\~~._\:". i}~~:!:lun}rJ,r of the Navy,
891 F.2d 414, ·:21-22 C2d C:r. 11..189). .

65 hL at ..+2::.

66 Id. at 421.
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articles, books written by former CIA officials, and general discussions in Con
gressional publications do not constitute official disclosures. "07 In a subse
quent case, one court went even further and held that documents were properly
classified even though disclosed "involuntarily as a result of [a] tragic accident
such as an aborted rescue mission [in Iran], or used in evidence to prosecute
espionage. "bS

A recent district court case involved the question of whether the public
congressional testimony of the U.S. Ambassador to Iraq had "waived" the
agency's ability to invoke Exemption 1 to withhold related records. 69 In the
first of two decisions, the court held, after in camera review, that the public
testimony had not "waived" Exemption 1 protection as to five of the seven
documents at issue, because the "context" of the information in the documents
was sufficiently "different" so as to not "negate" their "confidentiality. "70 It
ruled, however, that "waiver" had occurred as to the other two documents, and
ordered disclosure of the Ambassador's memorandum relatlng to the published
"transcript" of her last meeting with the Iraqi leader prior to the invasion of
Kuwait. 71 Upon reconsideration, the court confessed "clear error" and held
that "while certain facts contained in the [two remaining] documents were re
vealed [in the public testimony], the context in which the information appears is
significantly different. "n Accordingly, in applying the "strlct" standard for a
finding of "waiver" in Exemption 1 cases, it found that the Ambassador's testi
mony did not constitute an "official acknowledgment" requiring disclosure
under the FOlA. 73 (For a further discussion of this issue, see Discretionary
Disclosure and Waiver, below.)

A final, rather obvious point--but still one not accepted by some request
ers--is that classified information will not be released under the FOIA even to a

67 Schlesinger v. CIA, 591 F. Supp. 60, 66 (D.D.C. 1984); accord Pfeiffer
v. CIA, 721 F. Supp. at 342; .see <lisa WashiJ1&ton Post v. DOD, 766 F. Supp.
at 11~12 (no "presumption of reliability" for facts contained in books subject to
prepublication review by government agency); cf. McGehee v. Casey, 718 F.2d
1137, 1141 & n.9 (D.C. Cir. 1983) (CIA cannot reasonably bear burden of
conducting exhaustive search to prove that particular items of classified infor
mation have never been published) (non-FOrA case).

68 Washington Post Co. v. DOD, No. 84-3400, slip op. at 3 (D.D.C. Sept.
22, 1986).

69 Public Citizen v. Department of Sw.te, 782 F. Supp. at 145.

70 782 F. Supp. at 146.

71 llL at 146-47.

n 787 F. Supp. at 13, 15.

73 Id' at 15.
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requester of "unquestioned loyalty ... 74 In a case decided several years ago, a
government employee with a current "Top Secret" security clearance was de
nied access to classified records pertaining to himself hecause Exemption 1
protects "information from disclosure based on the nature of the material. not
on the nature of the individual requester ...75

Executive Order No. 12,350

Until a new executive order on national security information is issued,76
the course of future litigation of Exemption 1 Wilhholdings wHi continue to
depend upon precedents established under Executive Order No. 12,356. 77 On
August 1, 1982, when Executive Order No. 12,356 replaced Executive Order
No. 12,065, many government records had already been reviewed and marked
pursuant to the superseded executive order. The appropriate executive order to
be applied, with accompanying procedural and substantive standards, depends
upon when the responsible agency official took the final classification action on
the record in question.n In early decisions under Executive Order No.

74 Levine v. Department of Justice, No. 83-1685, slip op. at 6 (D.D.C.
Mar. 30, 1984) (regardless of requester's loyalty, release of documents to him
could "open the door to secondary disclosure to others").

75 Martens v. United States DeR't of Commerce, No. 88-3334, slip op. at 8
(D.D.C. Aug. 6, 1990) (Privacy Act case); see also Miller v. Casey, 730 F.2d
773, 778 (D.C. Cir. 1984) (agency decision to deny historical research access
not reviewable by courts); cf. United States Dep't of Justlce v. Reporters
Comm. for Freedom of the Press, 489 U.S. 749, 771 (1989) ("[T]he identity of
the requester has no bearing on the merits of his or her fOJA request. ") (Ex
emption 7(C»; FOrA 'Update, Spring 1989, at 5 (as general rule, all FOIA re
questers should be treated alike).

76 See Presidential Review Directive 29 (Apr. 26, 1993) (establishing inter
agency task force to draft new executive order on national security informa
tion).

77 3 C.F.R. 166 (1983), wrint.ed in 50 U.S.C. § 401 note (988).

78 See Bonner v. United Stat~s Dep't of State, 928 F.2d 1148; 1152 (D.C.
Cir. 1991) (holding that judicial review of Exemption 1 excisions "properly
focuses on the time the determination to withhold is made (by the agency]," and
rejecting requester's argument that court should apply procedural and substan
tive requirements in existence at time of court's de novo review, because "[tlo
require an agency to adjust or modify its FOIA responses hased on post-re
sponse occurrences could create an endless cycle of judicially mandated repro
cessing"); King v. United Slates Dcp't of Justice, 830 F.2d 210, 21S-17 (D.C.
Cir. 1987); Miller v. United States Dep't of State, 779 r.2d 1378, 1388 (8th
Cir. 1985); Lesar v. United States Delil of Justice, 636 r.2d 472, 480 (D.C.
Cir. 1980); Assassination Archives & Research Or., Inc. v. CIA, no f. Supp.
217,221-22 (D.D.C. 1989), Clfrd ill nerrincntpan, No. 89-5414 (D.C. Cir.
Aug. 13, 1()90); lIoch v. CIA, 593 F. S\lPp. 675, 679·80 (D.D.C. I~Xi4),

aff'd, 907 f.20 1227 (D.C. Cir. 1990) (table cite). Ii!.!u~~ PoweLL.'L"",J)nitcd
(continued ... )
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12,356, the most controversial aspect of Executive Order No. 12,065--Section
3-303'5 balancing of the public's interest in disclosure against the government's
need for national security secrecy--was found to have been mooted by the issu
ance of the current executive order, which does not contain a balancing pro
visior.. 79

Executive Order No. 12,356 recognizes both the right of the public to be
informed about activities of its government and the need to protect national
security information from unauthorized or untimely disclosure. Accordingly,
information may not be classified unless ., its disclosure reasonably could be
expected to cause damage to the national security. "80 Courts grappling with
the degree of certainty necessary to demonstrate the contemplated damage under
this standard have recognized that an agency's articulation of the threatened
harm must always be speculative to some extent and that to require an actual
showing of harm would be judicial "over-stepping." BI In the area of intelli
gence sources and methods, courts are strongly inclined to accept the agency's
position that disclosure of this type of information will cause damage to national
security interests because this is "necessarily a region for forecasts in which
[the agency's] informed judgment as to potential future harm should be
respected. 1182

This standard is elaborated upon in Section 1.3 of the order, which speci
fies the types of information that may be considered for classification. Execu
tive Order No. 12,356 establishes as bases for classification several widely

78( ... continued)
States Dep't of Justice, No. C-82-326, slip op. at 3 (N.D. Cal. June 14, 1985)
(upon court-ordered re-review of classification, agency "cannot now hide be
hind the classification system in effect at the time the agency first analyzed the
documents") .

79 See Afshar v. Department of State, 702 F.2d 1125, 1137 (D.C. Cir.
1983); Republic of New Afrika v. FBI, 656 F. Supp. 7, 14 (D.D.C. 1985);~
also King v. United States Dep'! of Justice, 830 F.2d at 216; Keys v. United
States Dep't of Justice, No. 85-2588, slip op. at 5 (D.D.C. May 12, 1986) ,
("The public interest is not [now] a concern to be balanced in applying this
exemption. "), affd, 830 F.2d 337 (D.C. Cir. 1987); cf. Halkin v. Helms, 690
F.2d 977, 994 n.65 (D.C. Cir. 1982) (state secrets privilege case).

80 Exec. Order No. 12,356, § 1.1(a)(3).

81 Halperin v. CIA, 629 F.2d 144, 149 (D.C. Cir. 1980); cr. Snepp v.
United States, 444 U.S. 507, 513 n.8 (1980) ("The problem is to ensure, in
advance, and by proper [CIA prepublication review] procedures, that informa
tion detrimental to the national interest is not published. ") (non-FOIA case).

82 Gardels v. CIA, 689 F.2d 1100, 1106 (D.C. Cir. 1982); see also Wash
ingtonPost v. 000,766 F. Supp. 1, 7 (D.D.C. 1991) (disclosure of working
files of failed Iranian hostage rescue attempt containing intelligence planning
documents would "serve as a model of 'do's and don't's'" for future counter
terrorist missions "with similar objectives and obstacles").
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recognized information categories: foreign government information;83 vulnera
bilities or capabilities of systems, installations, projects Or plans relating to
national security;84 intelligence sources or methods;85 foreign relations or for
eign activities;86 and military plans, weapons, or operations. 87 Executive Or-

83 See, e.g" Krikorian v. Department of State, 984 F.2d 461,465 (D.C.
Cir. 1993) (telegram reporting discussion between agency official and high
ranking foreign diplomat regarding terrorism properly withheld as foreign gov
ernment information; release would "jeopardize 'reciprocal confidentiality'"
between governments); Southam News v. INS, 674 F. Supp. 881, 884 (D.D.C.
1987); Shaw v. United States Dep't of State, 559 F. Supp. 1053, 1063 (D.D.C.
1983).

84 See, e.g., Gottesdiener v. Secret Serv., No. 86-576, slip op. at 5
(D.D.C. Feb. 21, 1989).

8S See, e.g., Patterson v. FBI, 893 F.2d 595, 597, 601 (3d Cir. 1990)
(information pertaining to intelligence sources and methods used by FBI in
investigation of student who corresponded with 169 foreign nations), cert.
denied, 498 U.S. 812 (1990); Jones v. FBI, No. Cn-IOO1, slip op. at 8 (N.D.
Ohio Aug. 12, 1992) (" numerical designators" assigned to national security
sources) (appeal pending); Jan-Xin Zang v. FBI, 756 F. Supp. 705, 709-11
(W.D.N.Y. 1991) (intelligence activities or methods, intelligence file numbers
and other detailed information which could reveal a source); Center for Nat'l
Sec. Studies v. INS, No. 87-2068, slip op. at 4-7 (D.D.e. Dec. 19, 1990)
(counterterrorism policy paper which could inhibit potential sources from pro
viding intelligence information and limit ability of government to "penetrate"
terrorist organizations); Allen v. DOD, 658 F. Supp. 15, 19-21 (D.D.C. 1986)
(inclUding deceased, potential and unwitting intelligence sources); cf. Knight v.
CIA, 872 F.2d 660, 664 (5th Cir. 1989) (intelligence sources and methods pro
tected under Exemption 3), cere denied, 494 U.S. 1004 (1990).

86 See, e.g., United States Comm. for Refugees v. Department of State,
No. 91~3303, slip op. at 4-6 (D.D.C. Aug. 30, 1993) (disclosure of withheld
information could damage nation's foreign policy by jeopardizing success of
negotiations with Haiti on refugee issues "because documents contain frank as
sessments about the Haitian goverrunent"); St. Hilaire v. Department of Justice,
No. 91-0078, slip op. at 8 (D.D.C. Mar. 18, 1992) (protecting portions of two
cables between Department of State and its embassies because "protecting com
munications between . . . diplomatic instmments of sovereign states certainly
[is an] ... appropriate reason for classifying documents"); Van Ana v. De
fense Intelligence Agency, No. 87-1508, slip op. at 4 (D.D.C. July 6, 1988)
(information compiled at request of foreign government for purpose of negotia
tions); American Jewish Congress v. Department of the Treasury, 549 F. Supp.
1270, 1276-79 (D.D.C. 1982), affd, 713 F.2d 864 (D.C. Cir.) (table cite),
cerro denied, 464 U.S. 895 (1983).

87 See, e.g., Taylor v. Department of the Army, 684 F.2d 99, 109 (D.C.
Cir. 1982) (protection of combat-ready troop assessments); Washington Post
Co. v. DOD, No. 84-2403, slip op. at 3 (D.D.C. Apr. 15, 1988) (foreign mili
tary information); Hudson River Sloop Clearwater, Inc. v. Department of the

(continued...)
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der No. 12.356 also includes as classified any information which concerns cryp
tology,aa and scientific, technological, or economic matters relating to national
security. a9

Of the classification categories identified above, it should be noted that
Executive Order No. 12.356 establishes a presumption that the unauthorized
disclosure of certain categories of information--foreign government information,
the identity of a confidential foreign source and intelligence sources and meth
ods--will cause damage to the national security. 90 This presumption has been
recognized and applied in FOIA cases involving Exemption 1. 91

In addition, Executive Order No. 12,356 permits the classification of
other categories of information that are related to the national security and

ay ..continued)
Navy, 659 F. Supp. 674, 679 (E.D.N.Y. 1987) (NEPA/FOIA case). affd, 891
F.2d 414,417 (2d Cir. 1989); Washington Post Co. v. DOD, No. 84-2402,
slip op. at 16 (D.D.C. Apr. 11, 1988).

88 See McDonnell v. United States, No. 91-5916, slip op. at 25 (3d eir.
Sept. 21, 1993) (upholding classification of cryptographic information dating
back to 1934 where release "could enable hostile entities to interpret other,
more sensitive documents similarly encoded") (to be published); Gilmore v.
NSA, No. C92-3646, slip op. at 14, 17-18 (N.D. Cal. Apr. 30, 1993) (mathe
matical principles and techniques in agency treatise protectible under this
category of executive order).

89 Exec. Order No. 12,356, § 1.3; cf. U.S. News & World Report v. De
partment of the Treasury, No. 84-2303, slip op. at 9 (D.D.C. Mar. 26. 1986)
(protection of information regarding armoring of President's limousines).

90 Exec. Order No. 12,356, § 1.3(c).

91 See. e.g., Maynard v. CIA, 986 F.2d 547, 555 (1st Cir. 1993) (applica
tion of presumption in case involving intelligence sources and methods); Krikor
ian v. Department of State, 984 F.2d at 465 n.4 (noting presumed damage in
connection with unauthorized disclosure of foreign 'government information);
Holland v. CIA, No. 91-1233, slip op. at 12, 22 (D.D.C. Aug. 31, 1992)
(court will not "second guess" propriety of classification, especi~l1y due to fact
that identity of intelligence sources and methods and foreign government infor
mation is "presumed" to cause damage to national security); Green v. United
States Dep't of State, No. 85-504, slip op. at 13 n.31 (D.D.C. Apr. 17, 1990)
("In examining the plausibility of defendant's explanation as to how disclosure
of the information . . . could reasonably be expected to pose a danger to the na
tional security. the [c]ourt must take into account that [disclosure of much of
the information in question] is presumed to cause damage to the national securi
ty. "); Siminoski v. FBI, No. 83-6499, slip op. at 15, 17 (C.D. Cal. Jan. 16,
1990) (disclosure of redactions relating to identity of foreign liaisons and intelli
gence sources presumed to result in damage to national security; no agency bad
faith shown to "upset that presumption").
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which require protection against unauthorized disclosure. 92 Moreover, in
those instances in which there is "reasonable doubt" about the need to classify
infonnation, or to classify information at a higher level, the order permits clas
sification pending a final determination within 30 days.93

It should be noted that Executive Order No. 12,356 also contains a num
ber of limitations on classification.94 For example, information may not be
classified to conceal violations of law,95 to prevent embarrassment to a person
or an agency,96 or to restrain competition. 97

Agencies with questions about the proper implementation of the substan
tive or procedural requirements of Executive Order No. 12,356 may consult
with the Information Security Oversight Office (1S00) within the General
Services Administration, which holds governmentwide oversight responsibility
for classification matters under the executive order «202) 634-6150).98 The
Director of ISOO has been named by the President to chair the interagency task
force established to draft a replacement executive order. 99

Duration of Classification

Another important provision of Executive Order No. 12,356 is that "in-

92 Exec. Order No. 12,356, § 1.3(a)(10); see, e.g., Gottesdiener v. Secret
Serv,. slip op. at 5 (records concerning United States' "emergency preparedness
programs ").

93 Exec. Order No. 12,356, § I.l(c).

94 Id. § 1.6.

9S Id. § 1.6(a); see also Navasky v. CIA, 499 F. Supp. 269, 275-76
(S.D.N.Y. 1980) (rejecting as irrelevant requester's claim of illegality under
similar provision in prior executive order so long as infonnation properly clas
sified pursuant to order's substantive requirements; likewise rejecting defend
ant's claim of national security harm based upon possible loss of employment or
damage to reputation for those persons cooperating with CIA's clandestine
book-publishing activities), affd, 679 F.2d 873 (2d Cir. 1981) (table cite), cert.
denied, 459 U.S. 822 (1982).

96 Exec. Order No. 12,356, § 1.6(a); see also Wilson v. Department of Jus~

tice, No. 87-2415, slip op. at 3-4 (D.D.C. June 13, 1991) (rejecting requester's
claim that information was classified to prevent embarrassment to foreign gov
e'roment official and holding that "even if some ... information ... were
embarrassing to Egyptian officials, it would nonetheless be covered by Exemp
tion 1 if, independent of any desire to avoid embarrassment, the information
withheld [wasJproperly classified").

97 Exec. Order No. 12,356, § L6(a).

98 See id. § 5.2; see aIsQ FOIA Update, Winter 1985, at 1-2.

99 See Presidential Review Directive 29 at 2.
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formation shalJ be classified as long as required by national security consider·
ations" and time frames no longer trigger automatic declassification.l()(} To be
sure, the passage of time from the origination of the information to the classifi
cation review might cause a court to question the national security damage that
could result from disclosure. IOI Accordingly, while the age of records has
some bearing on whether they warrant continued protection under Exemption I,
numerous precedents stand firmly for the proposition that the passage of time
does not, by itself, require that national security information be declassified
automatically and disclosed. 1

0
2

100 Exec. Order No. 12,356, § 1.4(a), 3 C.F.R. 166 (1983), reprinted in 50
U.S.C. § 401 note (1988); see Branch v. FBI, 700 F. Supp. 47, 48 (D.D.C.
1988) ("Executive Order No. 12,356 does not create a presumption favoring
disclosure of documents once they reach a certain age. ").

101 See King v. United States Dep't of Justice, 830 F.2d 210, 226 (D.C.
Cir. 1987) (documents more than 35 years old); see also SUets v. FBI, 591 F.
Supp. 490, 496 (N.D. Ill. 1984) (documents over 20 years old regarding Jimmy
Hoffa); Powell v. United States Dep't of Justice, 584 F. Supp. 1508, 1517
(N.D. Cal. 1984) (fact that information is 22 to 35 years old and concerns
"highly publicized treason and sedition case which has been closed for over
twenty years" requires government to "address the significance of the age of the
information"); cr. CIA v. Sims, 471 U.S. 159, 177 (1985) (Exemption 3 case
upholding protection for documents over 20 years old the disclosure of which
would reveal the identities of intelligence sources, including deceased, potential
and unwitting sources); Fitzgibbon v. CIA, 911 F.2d 755, 764 (D.C. Cir.
1990) (holding that, in contrast to traditional Exemption 1 analysis, passage of
time has no impact on releasability of information in Exemption 3 context in
volving intelligence sources and methods).

102 See, e.g., McDonnell v. United States, No. 91-5916, slip op. at 25-26
(3d Cir. Sept. 21, 1993) (rejecting plaintiffs argument that cryptographic
information classified as exempt in 1934 is no longer entitled to protection
because of passage of time) (to be published); Maynard v. CIA, 986 F.2d 547,
556 n.9 (1st Cif. 1993) ("[P]assage of some thirty years does not, by itself,
invalidate [agency's] showing under Exemption 1. "); Afshar v. Department of
State, 702 F.2d 1125, 1138 n.18 (D.C. Cir. 1983) (change in circumstances
does not require review of original classification); Holland v. CIA, No. 91
1233, slip op. at 12 (D.D.C. Aug. 31, 1992) (fact that intelligence estimate is
25 years old held "of no consequence [where] plaintiffs speculation that ...
passage of time diminishes need for its secrecy ... a 'mere hypothetical,' and
because Executive Order 12356 establishes no presumption in favor of disclo
sure of [classified information] after a period of time");Varelli v. FBI, No. 88~

1865, slip op. at 9 (D.D.C. Oct. 4, 1991) (upholding application of Exemption
1 because "passage of time ... does not dissipate ... possibility of retribution
being visited upon ... intelligence sources and their families"); Siminosld v.
FBI, No. 83-6499, slip op. at 17-18 (C.D. CaL Jan. 16, 1990) (upholding
classification of documents more than 40 years old because "age alone does not
mandate release of otherwise sensitive documents"); Assassination Archives &
Research Ctr., Inc. v. CIA, 720 F. Supp. 217,222 (D.D.C. 1989) (permitting

(continued... )
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In addition, the order prohibits any automatic declassification because of
"unofficial publication or inadvertent or unauthorized disclosure" of classified
information. 10) In fact, declassified and disclosed information may be reclas
sified if the information is classified and "may reasonably be recovered. "104

Moreover, it is well settled that information may be "classified or reclassified"
after it has been requested under the FOIA. loS

102(...continued) .
withholding of "old" information and distinguishing King v. United States Del"t
of Justice on basis of involvement of intelligence agency and applicability of
more "protective" executive order), affd in pertinent part, No. 89-5414 (D.C.
Cir. Aug. 13, 1990); Oglesby v. United States De.,'! of the Army, No. 87
3349, slip op. at 5 (D.D.C. May 23, 1989) (Exemption 1 properly applied to
documents over 30 years old), affd on other grounds, 920 F.2d 57 (D.C. Cir.
1990); Southam News v. INS, No. 85-2721, slip op. at 10-11 (D.D.C. May
18, 1989) ("If the United States were to proceed unilaterally to declassify docu
ments provided by Canada as secret merely because twenty years has passed,
the value of a promise of confidentiality by the United States would be greatly
diminished. ").

103 Exec. Order No. 12,356, § 1.3(d); see, e.g., Simmons v. United States
Dep't of Justice, 796 F.2d 709, 712 (4th Cir. 1986) (possible disclosure of
classified documents by FBI agent was not in official capacity, hence did not
reqUire automatic declassification).

104 Exec. Order No. 12,356, § 1.6(c).

105 Id. § 1.6(d); see also Goldberg v. United States Dep't of State, 818 F.2d
71, 79-80 (D.C. Cir. 1987) (fact that many cables sought under FOIA initially
marked unclassified by ambassadors held "immaterial," as pertinent executive
order allows agencies to reclassify records in response to FOIA requests), cert.
denied, 485 U.S. 904 (1988); Miller v. United States Dep't of State, 779 F.2d
1378, 1388 (8th Cir. 1985) (l6-year delay between origination and classifica~

tion of documents held "insufficient to justify disclosure"); Lesar v. United
States Dep't of Justice, 636 F.2d 472, 484-85 (D.C. Cir. 1980) (belated classi
fication appropriate); National Sec. Archive v. FBI, No. 88-1507, slip op. at 3
n.2 (D.D.C. Apr. 14, 1993) (reclassification of portions of briefing book held
proper) (appeal pending); Green v. United States Dep't of State, No. 85-504,
slip op. at 4-5 (0.0.c. Apr. 17, 1990) (agency may reclassify documents
"pursuant to executive orders issued subsequent to its initial classification deci
sion"); cr. Nation Co. v. Archivist of the United States, No. 88-1939, slip op.
at 8 (D.D.C. July 24, 1990) (reclassification after initiation of litigation not
"fatal" unless "used to cover up embarrassing information") (FACA case);
American Library Ass'n v. NSA, 631 F. Supp. 416, 422 (D.D.C. 1986) (no
First Amendment right to access to documents classified subsequent to their in
advertent public disclosure), affd on other grounds, 818 F.2d 81 (D.C. CiT.
1987). But see Shanmugadhasan v. United States Dep't of the Navy, No. 84
6474, slip op. at 1 (9th Cir. Dec. 17, 1985) (remanding for in camera inspec
tion due to belated classification and generalized affidavit).
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Additional Considerations

Two additional considerations addressed by Executive Order No. 12,356
have already been recognized by the courts. First, the "Glomar" denial, dis
cussed above, is incorporated into the order: "[A]n agency shall refuse to con
firm or deny the existence or nonexistence of requested information whenever

. its existence or nonexistence is itself classifiable under this Order. "106

Second, the "mosaic" approach--the concept that apparently harmless
pieces of information. when assembled together. could reveal a damaging pic
ture--is recognized in the very definition of classified information: "Informa
tion ... shall be classified when ... its unauthorized disclosure, either by
itself or in the context of other information, reasonably could be expected to
cause damage to the national security. "107 This approach was presaged by a
decision of the Court of Appeals for the District of Columbia Circuit in
1980108 and, after the issuance of the executive order, subsequently endorsed
by the same courL I09 The D.C. Circuit has also reaffirmed that even if there

106 Exec. Order No. 12,356, § 3.4(f)(1), 3 C.F.R. 166 (1983), reprinted in
50 U.S.C. § 401 note (1988); see, e.g., Hudson River Sloop Clearwater, Inc.
v. Department of the Navy, 891 F.2d 414,417 (2dCir. 1989) (fact of presence
of nuclear weapons aboard particular naval ships is classified in itself); Miller
v. Casey, 730 F.2d 773, 776 (D.C. Cir. 1984) (whether CIA conducted covert
activities in Albania fonowing World War II is classified in itself); Weberman
v. NSA, 668 F.2d 676, 678 (2d Cir. 1982) (fact that, even under prior Execu~

tive order, "existence or non-existence" of intercept by NSA of cable purport
edly sent by Jack Ruby's brother to Cuba prior to Kennedy assassination classi
fied); D' Aleo v. Department of the Navy, No. 89-2347, slip op. at 4 (D.D.C.
Mar. 27, 1991 ) (any confirmation or denial of existence of nondisclosure agree
ment allegedly signed by plaintiff would cause serious damage to national secu
rity); Nelson v. United States Dep't of Justice, No. 1:90-1119, slip op. at 1-3
(N.D. Ga. Sept. 12, 1990) (fact of existence of records agency might possess
under Foreign Intelligence Surveillance Act itself classified), affd, 953 F.2d
650 (11th CiT.) (table cite), cerro denied, 112 S. Ct. 1955 (1992); Marrera v.
United States Dep't of Justice, 622 F. Supp. 51, 53 (D.D.C. 1985) (same); see
also Gardels v. CIA, 689 F.2d 1100, 1103 (D.C. Cir. 1982) (Exemptions 1 and
3); cf. Hunt v. CIA, 981 F.2d 1116, 1118-20 (9th Cir. 1992) (agency's refusal
to confirm or deny existence of records pertaining 'to Iranian national requested
by person on trial for murder of that Iranian held proper pursua.1;1t to Exemption
3).

107 Exec. Order No. 12,356, § 1.3(b).

108 Halperin v. CIA, 629 F.2d 144, 150 (D.C. Cir. 1980) ("Each individual
piece of intelligence information, much like a piece, of a jigsaw puz.zle, may aid
in piecing together other bits of information even when the individual piece is
not of obvious importance in itSelf. ").

109 See Salisbury v. United States, 690 F.2d 966, 971 (D.C. Cir. 1982)
(explicitly acknowledging "mosaic-like nature of intelligence gathering"); ~

(continued...)
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is other information that if released If would pose a greater threat to the national
security, If Exemption 1 If 'bars the government from prying loose even the
smallest bit of information that is properly classified.'''llo

Another point to remember under Exemption 1 is the requirement that
agencies segregate and release nonexempt information, unless the segregated
information would have no meaning. lll The duty to release information that
is "reasonably segregable "112 applies in cases involving classified information
as well as cases involving nonclassified information. 113 During the past two

109( •••continued)
cord CIA v. Sims, 471 U.S. 159, 178 (1985) (Exemption 3); American Friends
Servo Comm. v. DOD, 831 F.2d 441,444-45 (3d Cir. 1987) (recognizing
"compilation lf theory); Taylor v. Department of the Army, 684 F.2d 99, 105
(D.C. Cir. 1982) (upholding classification of compilation of information on
army combat units); see also Varelli v. FBI, No. 88-1865, slip op. at 8
(D.D.C. Oct. 4, 1991) (upholding agency's determination that release of "such
mundane information ... as file numbers, code names and symbol source iden
tifiers If would enable "hostile analyst to piece together information, which
could, in aggregate with other information, lead to disclosure" of intelligence
sources and activities); National Sec. Archive V. FBI, 759 F. Supp. 872, 877
(D.D.C. 1991) (disclosure of code names and designator phrases could provide
hostile intelligence analyst with "common denominator" permitting analyst to
piece together seemingly unrelated data into snapshot of specific FBI counter·
intelligence activity); Jan-Xin Zang v. FBI, 756 F. Supp. 705, 709-10
(W .D. N.Y. 1991) (upholding classification of any source-identifying word or
phrase, which could by itself or in aggregate lead to disclosure of intelligence
source).

110 Abbotts v. NRC, 766 F.2d 604, 608 (D.C. Cir. 1985) (quoting Afshar
v. Department of State, 702 F.2d 1125, 1130 (D.C. Cir. 1983}).

III See, e.g., Doherty v. United States Dep't of Justice, 775 F.2d 49, 53
(2d'Cir. 1985); Paisley v. CIA, 712 F.2d 686, 700 (D.C. Cir. 1983); Bevis v.
Department of the Army, No. 87-1893, slip op. at 2 (D.D.C. Sept. 16, 1988)
(redaction not required when it would reduce balance of text to "unintelligible
gibberish"); American Friends Servo Carom. v. DOD, No. 83-4916, slip op. at
11-12 (E.D. Pa. Aug. 4, 1988) (very fact that records sought would have to be
extensively Ifreformulated, re-worked and shuffled" prior to any disclosure es
tablished that nonexempt material was "inextricably intertwined" with exempt
material), affd, 869 F.2d 587 (3d Cir. 1989) (table cite).

112 5 U.S.C. § 552(b) (final sentence) (1988).

113 See. e.g .• Oglesby v. United States Dep't of the Army, 920 F.2d 57, 66
n.12 (D.C. Cir. 1990) (dictum) (noting failure of Army affidavit to specify
whether any reasonably segregable portions of 483-page document were with
held pursuant to Exemption 1); Ray v. Turner, 587 F.2d 1187, 1197 (D.C. Cir.
1978) (remanding for greater specificity in affidavit because agency may not
rely on "exemption by document" approach even in Exemption 1 context):
Branch v. FBI, 658 F. Supp. 204, 210 (D.D.C. 1987) (criticizing language in

(continued ... )
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years, the D.C. Circuit has reemphasized the FOIA's segregation requirement
in a series of decisions, 114 one of which involved records withheld pursuant to
Exemption 1. lIS In that Exemption 1 decision, the D.C. Circuit--although
upholding the district court's substantive determination that the records con
tained information qualifying for. Exemption 1 protection--nonetheless remanded
the case to the district court because it had failed to "make specific findings of
segregability for each of the withheld documents. "ll~

As a final matter, agencies should be aware of the FOIA's "(c)(3) exclu
sion. "117 This special record exclusion applies to certain especially sensitive
records maintained by the Federal Bureau of Investigation which pertain to
foreign intelligence, counterintelligence or international terrorism matters.
Where the existence of such records is itself a classified fact, the FBI may, so
long as the existence of the records remains classified, treat the records as not
subject to the requirements of the FOrA. (See discussion under Exclusions,
below.)

EXEMPTION 2

Exemption 2 of the FOIA exempts from mandatory disclosure records
"related solely to the internal persOIUlel rules and practices of an agency. "1

The courts have interpreted the exemption to encompass two distinct categories
of information:

113(. ..continued)
FBI affidavit regarding segregation); see al~o Holland v. CIA, No. 91-1233,
slip op. at 22 (D.D.C. Aug. 31, 1992) (finding "sufficient showing of good
faith" by agency in segregating exempt from nonexempt information, based on
review of declarations, together with examination of redacted documents and
fact that subsequent releases were made during litigation).

114 See Anny Times Publishing Co. v. Department of the Air Force, 998
F.2d 1067, 1068, 1071·72 (D.C. Cif. 1993); Krikorian v. Department of State,
984 F.2d 461,466-67 (D.C. Cir. 1993); PHE, Inc. v. Department of Justice,
983 F.2d 248, 252-53 (D.C. Cir. 1993); Schiller v: NLRB, 965 F.2d 1205,
1210 (D.C. Cir. 1992).

115 Krikorian v. Department of Stale, 984 F.2d at 466-67; see also Bay Area
Lawyers Alliance for Nuclear Arms Control v. Department of State, No. C89
1843, slip op. at 7-8, 11-12 (N.D. Cal. June 4, 1993) (applying Schiller stand
ard in Exemption 1 case).

116 Krikorian v. Department of State, 984 F .2dat 467.

117 5 U.S.C. § 552(c)(3) (1988); see also Attorney General's Memorandum
on the 1986 Amendments to the Freedom of Information Act 24-25 (Dec.
1987).

1 5 U.S.C. § 552(b)(2) (1988).
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(a) internal matters of a relatively trivial nature--sometimes referred to
as "low 2" information; and

(b) more substantial internal matters, the disclosure of which would
risk circumvention of a legal requirement--sometimes referred to as
"high 2" information. 2

There has long existed some confusion concerning the intended coverage
of both aspects of Exemption 2. The case law interpreting the exemption has
been divided. reflecting the differing ways in which Exemption 2 was addressed
in the Senate and House Reports when the FOlA was enacted. The Senate Re
port stated:

Exemption No. 2 relates only to the internal personnel rules and
practices of an agency. Examples of these may be rules as to per
sonnel's use of parking facilities or regulation of lunch hours,
statements of policy as to sick leave, and the like.3

The House Report provided a more expansive interpretation of Exemption 2's
coverage, srating that it was intended to include:

[o]perating rules, guidelines, and manuals of procedure for Govern
ment investigators or examiners ... but [that] this exemption
would not cover all It matters of internal management It such as
employee relations and working conditions and routine administra
tive procedures which are withheld under present law.4

These two statements contain an evident conflict in their treatment of the
first category of information encompassed by this exemption--routine internal
matters. The Supreme Court confronted this conflict in a case in which a re
quester sought to obtain case sununaries of Air Force Academy ethics hearings,
and it found the Senate Report to be more authoritative, at least with regard to
the coverage intended for routine internal matters.s In Department of the Air
Force v. Rose, the Supreme Court construed Exemption 2's somewhat ambigu
ous language as protecting internal agency matters so routine or trivial that they
could not be "subject to ... a genuine and significant public interest."6 The
Supreme Court also declared that Exemption 2 was intended to relieve agencies
of the burden of assembling and providing access to any "matter in which the
public could not reasonably be expected to have an interest. 117 At the same
time, the Court also suggested in Rose that the policy enunciated by the House

2 See FOIA Update, Summer 1989, at 3.

3 S. Rep. No. 813, 89th Cong., 1st Sess. 8 (1965).

4 H.R. Rep. No. 1497, 89th Cong., 2d Sess. 10 (1966).

5 Department of the Air Force v. Rose, 425 U.S. 352, 366-67 (1976).

6 ML at 369.

7 Id. at 369-70.
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Report might permit an agency to withhold matters of some public interest
"where disclosure may risk circumvention of agency regulation. "8

"Low 2": Trivial Matters

It is quite evident from its legislative history and the Supreme Court's
decision in Department of the Air Force v. Rose that, with respect to its "low
2" aspect, Exemption 2 is the only exemption in the FOlA having a conceptual
underpinning totally unrelated to any harm caused by disclosure per se.9 Rath
er, this application of the exemption is based upon the unique rationale that the
very task of processing and releasing some requested records would place a
harmful administrative burden on the agency that would not be justified by any
genuine public benefit. 10

Although cases decided immediately subsequent to Rose demonstrated
that a great deal of uncertainty existed as to the extent of coverage provided by
this first aspect of Exemption 2, it now seems to be well established that routine
internal personnel matters are properly included within its scope. l1 However,
personnel matters of greater gener-al public interest are not so protected. 12

8 Id. at 369.

9 See Department of the Air Force v. Rose, 425 U.S. 352, 369-70 (1976).

lO See FOrA Update, Winter 1984, at 10-11 ("FOIA Counselor: The
Unique Protection of Exemption 2"); see, e.g., Martin v. Lauer, 686 F.2d 24,
34 (D.C. Cir. 1982) (Exemption 2 "serves to relieve the agency from the ad
ministrative burden of processing FOIA requests when internal matters are not
likely to be the subject of public interest. "); Fisher v. United States Dep't of
Justice, 772 F. Supp. 7, 10 n.8 (D.D.C. 1991) (citing Martin), affd, 968 F.2d
92 (D.C. Cir. 1992) (table cite).

11 See. e.g., Small v. IRS, 820F. Supp. 163, 168 (D.N.J. 1992) (employee
service identification numbers); Pruner v. Department of the Army, 755 F.
Supp. 362, 365 (D. Kan. 1991) (Army regulation concerning discharge of con
scientious objectors); FBI Agents Ass'n Y. FBI, 3 GOy't Disclosure Servo (P-H)
, 83,058, at 83,566-67 (D.D.C. Jan. 13, 1983) (information relating to per
formance ratings, recognition and awards, leave practices, transfers, travel
expenses and allowances); National Treasury Employees Union v. United States
Dep't of the TreasuQ!, 487 F. Supp. 1321, 1324 (D.D.C. 1980) (bargaining
history and IRS interpretation of labor contract provisions); Frank'v. United
States Dep't of Justice, 480 F. Supp. 596, 597-98 (D.D.C. 1979) (FBI special
agents' complaints of mismanagement about personnel matters such as leave,
work assignments and overtime, as well as information about ensuing investiga
tion).

12 See, e.g., Department of the Air Force v. Rose, 425 U.S. at 365-70 (Air
Force' Academy cadet honor code proceedings); Vaughn v. Rosen, 523 F.2d
1136, 1140-43 (D.C. Cir. 1975) (evaluations of how effectively agency policies
were being implemented); Globe Ne\NSpaper Co. v. FBI, No. 91-13257, slip
op. at 6-8 (D. Mass. Dec. 29, 1992) (amount paid to FBI informant found to be

(continued...)
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Particularly significant to the coverage of "low 2" is its unique applica
tion to far more mundane, yet pervasive, administrative records. In a case
whose Exemption 2 holding now appears completely undermined, the full Court
of Appeals for the District of Columbia Circuit in Jordan v. United States De
Qartrnent of Justice ordered the local U.S. Attorney's Office's prosecutorial
guidelines released on the ground that the documents did not fit the narrowly
read exemption for "personnel" rules.1) Subsequently, in Allen v. CIA, the
D.C. Circuit ordered the release of such trivial internal information as filing
and routing instructions, based upon the conclusion that Congress intended Ex
emption 2 protection for agency personnel records only, not for "trivial matters
unrelated to personnel. "14 The court of appeals panel deciding Allen chose to
perceive no conflict with several of the D.C. Circuit's own post-Jordan opin
ions which had upheld the withholding of items of information pursuant to
Exemption 2 that clearly were not related to personnel matters. 15

One year after Allen, though, the full D.C. Circuit, in Crooker v. Bureau
of Alcohol. Tobacco & Firearms, revisited the issue involved in Jordan and
adopted a distinctly broader view of Exemption 2, specifically with regard to its
law enforcement aspect. 16 Then, in its decision in Founding Church of Scien
tology v. Smith,17 the D.C. Circuit finally made it clear that Exemption 2 al
lows the withholding of a great variety of internal rules, procedures and guide
lines, effectively overruling Allen. In Founding Church, the Department of
Justice pointedly admitted that it had withheld routine administrative notations
"indistinguishable from the filing and routing instructions that were held un-

12(.•. cominued)
personally involved in "ongoing criminal activities"); News Group Boston. Inc.
v. National R.R. Passenger Corp., 799 F. Supp. 1264, 1266~68 (D. Mass.
1992) (disciplinary actions taken against Amtrak employees), appeal dismissed.
No. 92-2250 (1st Cir. Dec. 4, 1992); North v. Walsh, No. 87-2700, slip op. at
3 (D.D.C. June 25, 1991) (travel vouchers of senior officials of Office of Inde
pendent Counsel); Phoenix Newspapers, Inc. v. FBI, No. 86-1199, slip op. at
16, 18 (D. Ariz. July 9, 1987) (agency response to MSPB appeal and adminis
trative inquiry memorandum concerning death of FBI agent), motion to vacate
denied (D. Ariz. Dec. 22, 1987); FBI Agents Ass'n v. FBI, 3 Gov't Disclosure
Servo at 83,566-67 (standards of conduct, grievance procedures, EEO proce
dures); Ferris v. IRS, 2 Gov't Disclosure Servo (P-H) 182,084, at 82,363
(D.D.C. Dec. 23, 1981) (SES performance objectives).

13 591 F.2d 753, 767 (D.C. Cir. 1978) (en bane).

14 636 F.2d 1287, 1290 n.21 (D.C. Cir. 1980).

IS See, e.g., Lesar v. United States Dep't of Justice, 636 F.2d 472,485
(D.C. Cir. 1980) (informant symbol numbers held protectible under Exemption
2); Cox v. United States Dep't of Justice, 601 F.2d 1, 4 (D.C. Cir. 1979) (per
curiam) (sensitive portions of Marshals Service manual held protectible under
Exemption 2).

16 670 F.2d 1051, 1073-74 (D.C. CiT. 1981) (en bane).

17 721 F.2d 828 (D.C. Cir. 1983).
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protected under FOlA Exemption 2 in ABen," but it urged that Allen be aban
doned in light of its discerned conflict with Crooker and Lesar v. United States
Department of Justice. 18 Recognizing this conflict, and concluding that
Crooker in fact "repudiated the narrow construction of exemption 2 that [had
been] adopted in Jordan," the D.C. Circuit in Founding Church did exactly
what was urged, expressly holding that Allen "no longer represents the law of
this circuit." 19 Instead, it articulated an expanded test to include such routine
material:

First, the material withheld should fall within the terms of the
starutory language as a personnel rule or internal practice of the
agency. Then, if the material relates to trivial administrative mat
ters of no genuine public interest, exemption would be automatic
under the statute. If withholding frustrates legitimate public inter
est, however, the material should be released unless the govern
ment can show that disclosure would risk circumvention of lawful
agency regUlation. zo

Consequently. agencies may consider a wide range of administrative in
formation for possible withholding under Exemption 2, regardless of whether it
is personnel-related. based upon the unique rationale that the very process of
releasing such information would be an unwarranted administrative burdenY
Trivial administrative data such as file numbers, mail routing stamps, initials,
data processing notations. brief references to previous communications, and
other like administrative markings may properly be withheld under "low 2...22

18 Id. at 829.

19 hL at 830.

20 Id. at 830-31 nA.

21 See FOIA Update, Winter 1984. at 10-11.

22 See, e.g., Hale v. United States Dep't of Justice, 973 F.2d 894, 902
(10th Cir, 1992) ("administrative markings and notations on documents; room
numbers, telephone numbers, and FBI employees' identification numbers; a .
checklist form used to assist special agents in consensual monitoring; personnel
directories containing the names and addresses of FBI employees; and the dis
semination page of Hale's 'rap sheet' "), cere granted, vacated & remanded 00

other grounds, 113 S. Ct. 3029 (1993); Lesar v. United States Dep't of Justice,
636 F.2d at 485-86 (informant codes held "a matter of internal significance in
which the public has no substantial interest [and which] bear no relation to the
substantive contents of the records released"); Scherer v. Kelley. 584 F.2d 170,
175-76 (7th Cir. 1978) ("file numbers, initials, signature and mail routing
stamps, references to interagency transfers, and data processing references"),
cert. denied, 440 U.S. 964 (1979); Nix v. United States. 572 F.2d 998, 1005
(4th Cir. 1978) ("file numbers, routing stamps, cover letters and secretary ini
tials"); Maroscia v. Levi, 569 F.2d 1000, 1001-02 (7th Cir. 1977) (markings
used to maintain control of investigation); Engelking v. DEA, No. 91-165, slip
op. at 5 (D.D.C. Nov. 30, 1992) ("The means by which DEA refers to its files

(continued...)
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In many instances, however, it can be less burdensome for an agency simply to
release such information--and agencies should do so.23

Most significantly, Exemption 2 has been held to justify the withholding
of more extensive and substantive portions of administrative records, even

22(. ••continued)
(violator identifier and informant identifier codes) is a matter of internal signifi
cance in which the pUblic has no substantial interest. "); Allen v. Bureau of Al
cobol, Tobacco & Firearms, No. 91-2640, slip. op at 1-2 (D.D.C. June 30,
1992) (computer codes, symbols and Treasury Enforcement Communication Sys
tem numbers are "clearly matters" of internal significance), summary affirm
ance granted, No. 92-5312 (D.C. Cir. May 25,1993); Doe v. United States
Dep't of Justice. 790 F. Supp. 17, 22 (D.D.C. 1992) (internal administrative
codes and procedures); Gale v. FBI, 141 F.R.D. 94,97 (N.D. 111. 1992)
(source symbol numbers relating only to internal procedures of the FBD; Sand
ers v. United States Dep't of Justic~, No. 91-2263, slip op. at 5 (D. Kan. Apr.
21, 1992) (FBI computer codes used to access National Crime Information Ceno:
ter); Sote> v. DEA, No. 90-1816, slip op. at 4 (D.D.C. Apr. 4, 1992) (inform
ant identifier codes, G-DEP codes, NADDIS numbers, special agent group as
sigmnents and internal criminal case file numbers); Fisher v. United States
Dep't of Jystice. 772 F. Supp. 7, 10 (D.D.C. 1991) (internal symbols and
markings); Rodrequez v. United States Postal Serv., No. 90-1886, slip op. at 7
(D.D.C. Oct. 2, 1991) (DEA informant and violator codes, computer codes,
telephone numbers and other communications information); Spirovski v, DEA,
No. 90-1633, slip op. at 9 (D.D.C. July 24, 1991) (Treasury Department com
puter database case and file numbers and other administrative markings); Beck
v. United States Dep't of the Treasury, No. 88-493, slip op. at 19-20 (D.D.C.
Nov. 8, 1989) (computer access codes, system identification numbers, and case
and file numbers pertaining to maintenance and security of computer-based tele
communications system), aff'd, 946 F.2d 1563 (D.C. Cir. 1992) (table cite);
Southam News v. INS, No. 85-2721, slip op. at 14 (D.D.C. May 18, 1989)
(agency control numbers and cover sheet for classified material); Simpson v.
United States Dep't of Justice, No. 87-2832, slip op. at 3-4 (D.D.C. Sept. 30,
1988) (routing markings to facilitate communication between DEA headquarters
and field offices and other law enforcement agencies "clearly fall within the
ambit of administrative trivia"); Branch v. FBI, 658 F. Supp. 204, 208
(D.D.C. 1987) ("There is no question that [source symbol and file r.umbers are]
trivial and may be withheld as a matter of law under Exemption 2. "). But see
Fitzgibbon v. United States Secret Serv., 747 F. Supp. 51,57 (D.D.C. 1990)
(applying Schwaner to hold that administrative markings do not "relate to" an
agency rule or practice).

23 See. e.g., Fonda v. CIA, 434 F. Supp. 498, 503 (D.D.C. 1977) (where
administrative burden is minimal and it would be easier to release material,
policy underlying Exemption 2 does not permit withholding); see also FOIA
Update, Winter 1984, at 11 (advising agencies to invoke exemption only where
doing so truly avoids burden).
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entire documents. 24 As a matter of sound policy and administrative discretion,
agencies should concentrate their attention on Exemption 2 withholdings of this
latter variety.25 (See Discretionary Disclosure and Waiver, below.)

One type of administrative record--federal personnel lists--has caused the

24 See, e.g., Schiller v. NLRB, 964 F.2d 1205, 1208 (D.C. Cir. 1992)
(internal time deadlines and procedures, recordkeeping directions, instructions
on contacting agency officials for assistance and guidelines on agency decision
making); Nix v. United States, 572 F.2d at 1005 (cover letters protected as
matters of merely internal significance); Starkey v. IRS, No. C91-20040, slip
op. at 10 (N.D. Cal. Dec. 6, 1991) (facsimile cover sheets, transcript, and
employee travel information); Wilson v. Department of Justice, No. 87-2415,
slip op. at 5-6 (D.D.C, June 13, 1991) (State Department transmittal slips from
low-level officials); Barrett v. OSHA, No. C2-90-147, slip op. at 3-4 ($,0.
Ohio Oct. 18, 1990) (administrative steps followed by OSHA prior to issuance
of citation are internal); Benavides v, DEA, No. 88-427, slip op. at 4-5
(D.D.C. Feb. 9, 1989) (letters describing administrative procedures properly
withheld as purely internal and of no public interest), SUmmar)! affirmance
granted in part sub nom. Benavides v. United States Marshals Serv., No. 89
5060 (D.C. Cir. Sept. 21, 1989); KTVY-TV v. United Stat~s Postal Serv., No.
87-1432, slip op. at 15 (W.D. Okla. May 4, 1989) (computerized list of evi
dence gathered during investigation of shooting incident), affd on other
grounds, 919 F.2d 1465 (10th eiL 1990); Destileria Serralles. Inc. v. Depart
ment of the Ireasur)!, No. 85-837, slip op. at 6-7 (D.P.R. Sept. 22, 1988)
(transmittal correspondence, materials outlining work assigrunents and time
spent by ATF inspectors on assignments, documents reflecting evaluation of
evidence compiled during inspection and recommending agency action, and
materials describing procedures to be followed in conducting inspections prop
erly withheld as Wno more than internal and merely procedural determinations
about whether and how to proceed with an investigation"); Cox v. United States
Dep't of Justice, No. 87-158, slip op. at 3 (D.D.C. Nov. 17, 1987) (investiga
tion code name, supervising unit, details of property and funding); Dickie v.
Department of the Treasury, No. 86-649, slip op. at 3 (D.D.C. Mar. 31, 1987)
(case-reporting procedures); Heller v. Marshals Serv., 655 F. Supp. 1088, 1092
(D.D.C. 1987) (brief and personal intra-agency memorandum); Martinez v.
FBI, No. 82·1547, slip op. at 10-11 (D.D.C. Dec.·19, 1985) (43 pages of
postal inspector caseload management and timekeeping records); Berkosky v.
Department of Labor, No. 82-6464, slip op. at 2 (C.D. Cal. May 2, 1984)
(routing slip and complaint time log); Ferri v. United States De~'t of Justice,
573 F. Supp. 852, 862 (W.O. Pa. 1983) (two entire documents dealing with an
internal administrative matter); Associated Press v. Department of Justice, No.
82-803, slip op. at 44 (D.N.J. Dec. 6, 1982) (entire "closing form"); National
Treasury Employees Union v. United States Dep't of the Treasury, 487 F.
Supp. at 1324 (internal discussion of collective bargaining matters); Stassi v.
Department of the Treasury, No. 78-533, slip op. at 11 (D.D.C. Mar. 30,
1979) (records concerning manhours and dollars spent on investigation).

25 See FOIA Update, Winter 1984, at 11 (advising this approach given
exemption's underlying rationale of avoiding administrative burden involved in
processing such records).
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courts to struggle with the problem of determining when the threshold Exemp
tion 2 requirement of being "related to" internal agency rules and practices is
satisfied. The personal privacy protection of Exemption 6--successfully invoked
to protect the names and home addresses of federal employees--is generally
unavailable to protect the names and duty addresses of federal employees inas
much as there ordinarily is no privacy interest in such information.26

In 1990, the D.C. Circuit dispositively addressed the possible protection
of federal personnel lists under Exemption 2 in Schwaner v. Department of t~
Air Force.27 In a two-to-one decision, it held that a list of the names and duty
addresses of military personnel stationed at Bolling Air Force Base does not
meet the threshold requirement of being "related solely to the internal rules and
practices of an agency. "28 The' panel majority ruled that "the list does not
bear an adequate relation to any rule or practice of the Air Force as those terms
are used in exemption 2. "29 In so doing, it gave a new, stricter interpretation
to the term "related to" under Exemption 2--holding that if the information in
question is not itself actually a "rule or practice," then it must "shed significant
light" on a "rule or practice" in order to qualify.30 The D.C. Circuit conclud
ed that "lists do not necessarily (or perhaps even normally) shed significant
light on a rule or practice; insignificant light is not enough. "31 Thus, under
Schwaner, Exemption 2 is no longer available at the administrative level to pro
tect agencies from the burdens of processing requests for federal personnel
lists. 32

The second part of the "low 2" analysis concerns whether there "is a
genuine and significant public interest" in disclosure of the records request
edY A useful illustration of how this "public interest" delineation has been
drawn in the past can be found in a decision in which large portions of an FBI
administrative manual were ruled properly withholdable on a "burden" theory
under Exemption 2, but other portions (because of a discerned "public interest"

26 See, e,g., FLRA v. United States Del"t of the Treasury, 884 F.2d 1446,
1452-53 (D.C. Cir. 1989), cert. denied, 493 U.S. 1055 (1990); see also FOIA
Update, Sept. 1982, at 3; FOIA Update, Summer 1986, at 3-4 (recognizing
exceptions for law enforcement and certain military personnel).

27 898 F.2d 793 (D.C. Cir. 1990).

28 Id. at 794.

29 Id.

30 Id. at 797.

31 Id.

32 See FOIA Update, Spring/Summer 1990, at 2 (modifying prior guidance
in light of controlling nature of D.C. Circuit ruling, as circui,t of "universal
venue" under FOIA).

33 See Department of the Air Force v. Rose, 425 U.S. at 369.
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in them) were not. 34 In making such delineations for administrative records in
the wake of Founding Church, agencies must always bear in mind the D.C.
Circuit's admonition in that case that "a reasonably low threshold should be
maintained for determining when withheld administrative material relates to
significant public interests." l5

The nature of this "public interest" in "low 2" cases may be affected by
lhe Supreme Coun's decision in United States Department of justice v. Re
porters Committee for Freedom of the Press. 36 In Reporters Committee, the
Supreme Court rejected the argument that the "public interest" in the context of
Exemption 7(C) requires an assessment of the specific purpose for which the
document is soughtY Instead, the Court held that the "public interest" de
pended solely on the nature of the document sought and its relationship to "the
basic purpose [of the FOIA] 'to open agency action to the light of public scruti
ny.'''38 The Coun concluded that the FOIA's "core purposes" would not be
furthered by disclosure of a record about a private individual, even if it "would
provide details to include in a news story, [because] this is not the kind of
public interest for which Congress enacted the FOlA. "39 It also emphasized
that a particular FOIA requester's intended use of the requested information
"has no bearing on the merits of his or her FOlA request" and that FOlA re
questers therefore should be treated alike. 40 (See further discussion of the
ramifications of Ret:!orters Committee under Exemption 6, below.)

Although the Supreme Court's decision in Reporters Committee is based

34 FBI Agents Ass'n v. FBI, 3 Gov't Disclosure Servo at 83,565-66; see
also Church of Scientology v. IRS, 816 F. Supp. 1138, 1149 (W.D. Tex. 1993)
("public is entitled to know how IRS is allocating" taxpayers' money as it per
tains to IRS advance of travel funds to employees); News Grout:! Boston. Inc.
v. National R.R. Passenger Corp.• 799 F. Supp. at 1267 (finding legitimate
public interest in disclosure of Case Handling Statements despite agency fear
that information may be misunderstood or misinterpreted); Globe Newspaper
Co. v. FBI, slip op. at 6 (amount paid to FBI informant personally involved in
continuing criminal activity should be disclosed because it "falls squarely within
the parameters set by Rose"); Singer v. Rourke, No. 87-1213, slip op. at 3-4
(D. Kan. Dec. 30, 1988) (holding Exemption 2 inapplicable to documents relat
ing to investigation of sexual and racial harassment. at Air Force facility, be
cause public has "genuine and significant interest" in whether the government
has engaged in "such noxious actiVity").

35 721 F.2d at 830-31 n.4.

36 489 U.S. 749 (1989).

37 Id. at 771-72.

38 Id. at 772 (quoting Department of the Air Force v. Rose, 425 U.S. at
372).

39 Id. at 774.

40 Id. at 771: see also ForA Update, Spring 1989, at 5.
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on an analysis of Exemption 7(C), its interpretation of what constitutes "public
imerest" under the FOIA logically may be applicable under Exemption 2 as
well. 41 Since Reporters Committee, courts have increasingly focused upon the
lack of any "legitimate public interest" when applying this aspect of the exemp
tion to information found to be related to an agency's internal practices.42 In
deed. a number of courts had already been taking such an approach in analyz
ing "low 2" cases before Reporters Committee.43 Nevertheless, agencies still

41 See Schwaner v. Department of the Air Force, 898 F.2d at 800-01 (Rev
ercomb, J., dissenting on issue not reached by majority) (relying on Reporters
Committee "core purposes" analysis and finding no "meaningful" public interest
in disclosure of names and duty addresses of military personnel).

42 See Hale v. United States Dep'! of Justice, 973 F.2d at 902 (no public
interest in administrative markings and notations, personnel directories con
taining names and addresses of FBI employees, room and telephone numbers,
employee identification numbers, consensual monitoring checklist form, rap
sheet-dissemination page); News Group Boston. Inc. v. National R.R. Passen
ger Corp., 799 F. Supp. at 1268 (no public interest in payroll and job title
codes); Buffalo Evening News. Inc. v. United States Border Patrol, 791 F.
Supp. 386, 390-93 (W.D.N.Y. 1992) (no public interest in "soundex" encoding
of alien's family nam:;, ·,·,;-,:;ther or not alien is listed in Border Patrol Lookout
Book; codes used to identify deportability; narratives explaining circumstances
of apprehension: internal routing information); McCoy v. Moschella, No. 89
2155. slip op. at 6 (D.D.C. Sept. 30, 1991) (no public'interest in file numbers
identifying bank robberies with similar patterns).

43 See, e.g., Martin v. Lauer, 686 F.2d at 34 (Exemption 2 "designed to
screen out illegitimate public inquiries into the functioning of an agency");
1-esar v. l!nited States Dep'r of Justice, 636 F.2d at 485-86 (pUblic has "no
legitimate interest" in FBI's mechanism for internal control of informant identi
ties); Hall v. United States Dep't of Justice, No. 87-474, slip op. at 4-5
(D. D.C. Mar. 8, 1989) (magistrate's partial recommendation) (plaintiff failed to
offer "a single legitimate interest" to justify public access to teletype routing
symbols and data entry codes maintained by Marshals Service), adopted
(D.D.C. Juiy 31, 1989); Gonzalez v. United States Dep't of Justice, No. 88
913, slip op. at 2-3 (D,D,C. Oct. 25, 1988) (source symbol numbers); Lam
Lek Chong v. DEA~ No. 85-3726, slip op. at 11 (D.D.C. Mar. 14, 1988)
(same), aff'd on other grounds, 929 F.2d 729 (D.C. Cir. 1991); Heller v,
United States Marshals Serv" 655 F. Supp, at 1092; Struth v. FBI, 673 F,
Supp. 949, 959 (E.D. Wis. 1987) (plaintiff offered no evidence of public inter
est in source symbol or source file numbers); White v. United States Dep't of
Justice. slip op. at 6 ("Exemption 2 is designed, .. to screen out illegitimate
public inquiries into the functioning of an agency, "); Fiumara v. Higgins, 572
F. Supp, 1093, 1102 (D.N,H. 1983) (plaintiff failed to show legitimate public
or private interest in disclosure of agency's law enforcement computer system
information); Texas Instruments, Inc. v. United States Customs Serv., 479 F.
Supp, 404, 406-07 (D.D.C. 1979) (internal access or report numbers of no
value to plaintiff), But cf. Tax Ar.alysts v. United States Dep't of Justice, 845
F,2d 1060. 106.+ n.8 (D.C. Cir. 1988) (pre~Reporters Committee case finding

(continued ...)
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must be mindful of the fact that the special protection of "low 2" simply is not
available for any information in which there is "a genuine and significant public
interest. ,,~~

"High 2": Risk of Circumvention

The second category of information withholdable under Exemption 2-
internal matters of a more substantial nature the disclosure of which would risk
the circumvention of a statute or agency regulation--has generated considerable
controversy. In Department of the Air Force v. Rose45 the Supreme Court
specifically left open the question of whether such records fall within the cover
age of Exemption 2. Most of the cases first developed this aspect of the ex
emption in the context of law enforcemem manuals containing sensitive staff
instructions. For example, the position adopted by the Court of Appeals for the
Eighth Circuit on this subject is that Exemption 2 does not relate to such mat
ters, but that section (a)(2)(C) of the FOIA,46 which arguably exclUdes law
enforcement manuals from the automatic disclosure provisions of the FOIA,
bars disclosure of manuals whose release to the public would significantly im
pede the law enforcement processY Although tacitly approving the Eighth
Circuit's argument, the Courts of Appeals for the Fifth and Sixth Circuits have
an alternative rationale for withholding law enforcement manuals: Disclosure
would allow persons "simultaneously to violate the law and to avoid detection"
by impeding law enforcement efforts. 48

The majority of the courts in other circuits, however, have placed greater
weight on the House Report in this respect and accordingly have held that Ex
emption 2 is applicable to a wide range of internal administrative and personnel
matters, including law enforcement manuals, to the extent that disclosure would
risk circumvention of an agency regulation or statute or impede the effective
ness of an agency's law enforcement activities.49

43( •..continued)
Exemption 2 inapplicable, without discussion, because of "public's obvious
interest" in agency copies of court opinions), affd on other grounds, 492 U.S.
136 (1989).

44 Department of the Air Force v. Rose, 425 U.S. at 369; see also FOIA
Update. Winter 1984, at 11 (emphasizing "low threshold" for disclosure of such
information) .

45 425 U.S. 352, 364, 369 (1976).

46 5 U.S.C. § 552(a)(2)(C) (1988).

47 See Cox v. Levi, 592 F.2d 460,462-63 (8th Cir. 1979); Cox v. United
States Del"t of Justic~, 576 F.2d 1302, 1306-09 (8th Cir. 1978).

48 Hawkes v. IRS, 467 F.2d 787,795 (6th CiT. 1972); Sladek v. Bensinger,
605 F.2d 899, 902 (5th Cir. 1979).

49 See, e.g.., Hardy v. Bureau of AlcQhol. Tobacco & Firearms, 631 F.2d
(continued...)

. 63 -



EXEMPTION 2

The Court of Appeals for the District of Columbia Circuit adopted this
majority approach when the full court addressed the issue in Crooker v. Bureau
of Alcohol, Tobacco & Firearms, a case involving a law enforcement agents'
training manual. 50 Although not explicitly overruling the holding in Jordan v.
United States Department of Justice that guidelines for the exercise of prosecu
torial discretion were not properly withholdable,51 the en bane decision in
Crooker specifically rejected the rationale of Jordan that Ex.emption 2 cannot
protect law enforcement manuals or other documents whose disclosure would
risk circumvention of the law. 52

In Crooker, the D.C. Circuit fashioned a two-part test for determining
which sensitive materials are exempt from mandatory disclosure under Exemp
tion 2. This test requires both;

(1) that a requested document be "predominantly internal" and

(2) that its disclosure "significantly risks circumvention of agency
regulations or statutes. "53

Of course, whether there is any public interest in disclosure is entirely irrele
vant under this "circumvention" aspect of Exemption 2. 54 Rather, the concern
in such a case is that a FOIA disclosure should not "benefit those attempting to

49( ...continued)
653, 656 (9th Cir. 1980); Caplan v. Bureau of Alcohol, Tobacco & Firearms,
587 F.2d 544, 547 (2d Cir. 1978); Wilder v. IRS, 607 F. Supp. 1013, 1015
(M.D. Ala. 1985); Ferri v. Bell, No. 78-841, slip op. at 7-9 (M.D. Pa. Dec.
15, 1983); Fiumara v. Higgins, 572 F. Supp. 1093, 1102 (D.N.H. 1983); ~
also Watkins v. Commissioner, No. C81-0091J, slip op. at 1 (D. Utah Mar.
29, 1982) (criteria for administrative or judicial enforcement actions found
protectible) .

50 670 F.2d 1051, 1074 (D.C. Cir. 1981) (en bane).

51 591 F.2d 753, 771 (D.C. Cir. 1978) (en bane).

:52 See 670 F.2d at 1074.

53 Id. at 1073-74.

:54 See Kaganove v. EPA, 856 F.2d 884,888-89 (7th Cir. 1988), cert. de
nied, 448 U.S. 1011 (1989); Institute for Policy Studies v. Department of the
Air Force, 676 F. Supp. 3, 5 (D.D.C. 1987). But see Wilkinson v. FBI, 633
F. Supp. 336, 342 (C.D. Cal. 1986) (suggesting that charge that underlying
investigation was conducted illegally might render exemption inapplicable);
Kaganove v. EPA, 856 F.2d at 889 (suggesting that document may not meet
Crooker test if its purpose were not "legitimate"); Oatley v. United States, 3
Gov't Disclosure Servo (P~H) , 83,274, at 84,065 (D.D.C. Aug. 16, 1983)
(holding that civil service testing materials satisfy two-part Crooker test, but
leaving open possibility that information would not be considered predominantly
internal if grounds existed to suspect bias on the basis of race l."r sex in mate
rials).
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violate the law and avoid detection. 1155 As the D.C. Circuit recognized, this is
simply a matter of "common sense."56

In the years since Crooker, a growing body of decisions has expressly
applied both parts of this test, providing some guidance as to the kinds of infor
mation that will qualify for protection under these standards.5 Courts in other
circuits have followed similar tests, all containing an element similar to {he
"risk of circumvention" factor critical to the D.C. Circuit's Cooker analy
sis. 58

With respect to the first part of the Crooker test, it is f: irly easy in prac
tice to meet the requirement that the materials be "predomina tly internal."
Although the standard initially appeared difficult to define, p icularly in view
of the implication in the majority opinion in Crooker that pro ecutorial guide
lines do not meet this requirement, 59 subsequent decisions ha suggested oth
erwise. For example, the standard of "predominant internali "has been held
not to exclude from protection even a document distributed t 1700 state, feder
al and foreign agencies when the dissemination was necessar for maximum law
enforcement effectiveness and access to the general public w stringently de
nied. 60 Specific guidance on what constitutes an "internal" d cument may be
found in Cox v. United States Department of Justice, which eld protectible
information which

55 Crooker, 670 F.2d at 1054.

S6 lQ... at 1074.

58 See. e.g., Dirksen v. HHS, 803 F.2d 1456, 1458 (9th ir. 1986) (citing
Hardy v. Bureau of Alcohol. Tobacco & FirearmS, 631 F.2d at 657); Caplan v
Bureau of Alcohol. Tobacco & Firearms, 587 F.2d at 547; los v. FBI, No.
82-1143, slip op. at 2 (D. Mass. Mar. 31, 1986), rev'd re a ed on ther
grounds, 811 F.2d 681 (1st Cir. 1987).

59 See 670 F.2d at 1075.

60 See Shanmugadhasan v. United States Dep't of Justice No. 84~OO79, $1\;)
op. at 31·34 (c. D. Cal. Feb. 18, 1986) (portions of DEA pe iodical discussinl
drug enforcement techniques and exchange of information he d protectible); ~~~

also Kaganove v. EPA, 856 F.ld at 889 (EPA, like any emp oyer, "reasonl:lbiy
would expect" an applicant rating plan to be internal); Natio al Treasur Em:
ployees Union v. United States Customs Serv., 802 F.2d at 31 (appoinunent
of individual members of the lower federal bureaucracy is pr marily question 0:'

internal significance for agencies involved); Institute for Poli Studies v. De
partment of the Air Force, 676 F. Supp. at 5 ("[I]t is difficu t to conceive of a
document that is more 'predominantly internal'than a guide y which agency
personnel classify documents. ").
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does not purport to regulate activities among members of the pub
lic ... [and} does [not) ... set standards to be followed by agen
cy persoTUlel in deciding whether to proceed against or to take
action affecting members of the public. Differently stated, the
unreleased information is not" secret law," the primary target of
[the FOIA's] disclosure provisions. 61

Last year, however, the District Court for the District of Columbia held
that a computer algorithm used by the Department of Transportation to deter
mine the safety rating for motor carriers is "not purely internal because its
effect and the legal status it imposes on carriers are adopted by other agencies
without further analysis or discretion. "62 In a second case, that same court
held that documents relating to the procurement of telecommunications services
by the federal government could not qualify as "primarily" internal given the
project's "massive" scale and significanceY

No other court has declined to extend "high 2" protection to any docu
ment for its lack of "predominant internality," perhaps reflecting a measure of
deference that is implicitly accorded to agencies under this substantive aspect of
Exemption 2.64 Courts have uniformly treated a wide variety of information
pertaining to law enforcement activities as "internal," including:

(1) general guidelines for conducting investigations;65

61 601 F.2d 1, 5 (D.C. Cir. 1979) (per curiam).

62 Don Ray Drive-A-Way Co. v. Skinner, 785 F. Supp. 198, 200 (D.D.C.
1992).

63 Mel Telecommunications Corp. v. GSA, No. 89-746, slip op. at 11-12
(D.D.C. Mar. 25, 1992).

64 See Schwaner v. Department of the Air Force, 898 F.2d 793, 796 (D.C.
Cir. 1990) ("Judicial willingness to sanction a weak relation to 'rules and prac
tices' may be greatest when the asserted government interest is relatively
weighty. ").

65 See. e.g., PHE. Inc. v. United States Dep't of Justice, 983 F.2d 248,
251 (D.C. Cir. 1993) ("[R]elease of FBI guidelines as to what sources of infor
mation are available to its agents might encourage violators to tamper with
those sources of information and thus inhibit investigative efforts. t1); Becker v!
IRS, No. 91-C-1203, Slip op. at 15 n.1 (N.D. Ill. Mar. 27, 1992) (exemption
protects operational rules, guidelines, and procedures for law enforcement
investigations and examinations) (appeal pending); Wilder v. Commissioner.
601 F. Supp. 241, 242-43 (M.D. Ala. 1984) (agreement between state and
federal agencies concerning when to exchange information relevant to potential
violations of tax laws held "predominantly internal" because it did not interpret
substantive law, but instead governed exchange of information); Goldsborough
v. IRS, No. 81-1939, slip op. at 15-16 (D. Md. May 10, 1984) (protecting law
enforcement manual setting out guidelines to be used in criminal investigation);
Berkosky v. Department of Labor, No. 82-6464, slip op. at 3 (C.D. Cal. May

(continued... )
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(2) guidelines for conducting post-investigation litigation;66

(3) guidelines for identifying law violators;67

(4) a study of agency practices and problems pertaining to undercover
agents;68 and

(5) sections of a Bureau of Prisons manual which summarize procedures
for security of prison control centers, including escape prevention plans, control
of keys and locks within a prison, instructions regarding transportation of feder
al prisoners and the arms and defensive equipment inventory maintained in the
facility.69

65( ... continued)
2, 1984) (holding that guidance for proper conduct of investigation of gov
ernment contractor is designed solely to instruct investigators and does not
.. regulate the public").

66 See, e.g.. Schiller v. NLRB, 964 F,2d 1205, 1208 (D.C. Cir. 1992) .
(exemption protects litigation strategy pertaining to Equal Access to Justice Act
because disclosure would render information "operationally useless"); Silber v.
United States Dep't of Justice, No. 91-876, transcript at 21 (D.D.C. Aug. 13,
1992) (bench order) (disclosure of agency's fraud litigation monograph would
allow access to 'itrategies and theories of government litigation and its efforts to
enforce False Claims Act).

67 See. e.g., Buffalo Evening News, Inc. v. United States Border Patrol,
791 F. Supp. 386, 393 (W.D.N.Y, 1992) (methods of apprehension and state~

ment of ultimate disposition of case); Williston Basin Interstate Pipeline Co. v.
Federal Energy Re~ulatory Comm'n, No. 88~592, slip op, at 3-4 (D.D.C. Apr.
17, 1989) (portions of audit report held to be "functional equivalent" of investi~

gative techniques manual, and thus protectible under Exemptions 2 and 7(E),
because disclosure would reveal techniques used by agency personnel to ascer·
tain whether plaintiff was in compliance with federal law); Fund for a Conserv
ative Majority v. Federal Election Comm'n, No. 84-1342, slip op. at 4
(D.D,C. Feb. 26, 1985) (audit criteria not "secret law" because they merely ob
serve pUblic behavior for illegal activity and do not define illegal activity);
Windels. Marx, Davies & Ives v. Department of Commerce, 576 P. Supp. at
412 (computer program protected under Exemptions 2 and 7(E) because it
merely instructs computer how to detect possible law violations/rather than
modifying or regulating public behavior); Zorn v. IRS, 2 Gov't Disclosure
Servo (P-H) 1 82,240, at 82,664 (D.D.C. Mar. 19, 1982) (guidelines for iden~

tifying tax protester churches held not "secret law").

68 See COX V. FBI, No. 83-3552, slip op. at 1 (D.D.C. May 31,1984)
(holding that report concerning undercover agents had no effect on public and
contained no "secret law"), appeal dismissed, No, 84-5364 (D.C, Cir. Feb, 28,
i985).

69 Miller V. Department of Justice, No. 87-533, slip op. at 1-2 (D.D.C.
Jan. 31, 1989).
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More case law exists on what constitutes circumvention of legal require
ments, because in many instances the "internality" of the documents is simply
assumed. Most fundamentally, records that reveal the nature and extent of a
particular investigation repeatedly have been held protectible on this "circum
vention" basis.7o On a point of increasing significance, the nondisclosure of
computer codes used by law enforcement agencies that might provide the so
phisticated requester with access to information concerning agency investiga
tions stored in a computer system likewise has been upheld on this basis.'!

70 See. e.g., Albuquerque Publishing Co. v. United States Dep't of Justice,
726 F. Supp. 851, 854 (D.D.C. 1989) (liThe public has no legitimate interest in
gaining information [pertaining to violator and informant codes] that could lead
to the impairment of DEA investigations. "); Barkett v. United States Dep't of
Justice, No. 86-2029, slip op. at 2-3 (D.D.C. July 18, 1989) (release of G-DEP
and NADDIS index numbers might severely hamper DEA's enforcement and
investigatory activities); Simpson v. Uclted States Dep't of Justice, No. 87
2832, slip op. at 3-4 (D.D.C. Sept. 30, 1988) (disclosure of G-DEP and
NADDIS numbers would allow suspects to evade apprehension by changing
their criminal activity, while release of informant codes would "jeopardize ...
investigations by frightening away" and endangering the lives of potential DEA
informants); Webster v. United States Dep't of Justice, 3 Qov't Disclosure
Servo (P-H) , 83,195, at 83,876 (D.D.C. June 2, 1983) (G-DEP and NADDIS
index numbers); Ferri v. Bell, No. 78-841, slip op. at 9, II (M.D. Pa. Dec.
15, 1983) (disclosure of charge-out cards for electronic surveillance devices
would impede the FBI's law enforcement effectiveness; however, purchase
records of electronic surveillance equipment must be released because FBI has
not demonstrated that release would similarly frustrate its effectiveness);~
v. United States Dep't of Justice, 3 Gov't Disclosure Servo (P-H) , 83,127, at
83,740 n.6 (D.D.C. Mar. 2, 1983) (release of Bureau of Prisons memorandum
regarding telephone surveillance might risk circumvention of agency regula
tions). But see also KTVK-TV v. DEA, No. 89-379, slip op. at 1-3 (D. Ariz.
Aug. 30, 1989) (ordering disclosure of tape of speech by local police chief,
given at seminar sponsored by DEA, which contained remarks on police depart
ment programs used or contemplated to discourage illegal drug use--finding that
"disclosure of any of these programs would tend to discourage illegal use of
drugs").

71 See. e.g., Dirksen v. HHS, 803 F.2d at 1459 (instructions for computer
coding protected); Wightman v. Bureau of Alcohol. Tobacco & Firearm~, 755
F.2d 979, 982 Ost Cir. 1985) (computer codes protected); Allen v. Bureau of
Alcohol. Tobacco & Firearms, No. 91-2640, slip op. at 1-2 (D.D.C. June 30,
1992) (protection of computer codes, symbols and numbers used in law en
forcement communications system), summary affirmance granted, No. 92-5312
(D.C. Cir. May 25, 1993); Hall v. United States Dep't of Justice, No. 87-474,
slip op. at 4-5 (D.D.C. Mar. 8, 1989) (teletype routing symbols, access codes
and data entry codes protected); Laroque V. United States Dep't of Justice, No.
86-2677, slip op. at 2 (D.D.C. July 12, 1988) (computer systems ID numbers
and entry station numbers); Bennett v. Department of Justice, No. 86-891, slip
op. at I (D.D.C. Oct. 28, 1986) (computer code); Rizzo v. United States Dep't
of Justice, No. 84-2091, slip op. at 3-4 (D.D.C. Feb. 25, 1985) (teletype rout-

(continued... )
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Exemption 2's "circumvention" protection also should be readily applic
able to vulnerability assessments, which are perhaps the quintessential type of
record warranting protection on that basis. Such records generally assess an
agency's vulnerability (or that of another institution) to some form of outside
interference or harm, by identifying those programs or systems deemed the
most sensitive and describing specific security measures that can be used to
counteract such vulnerabilities.72 A prime example of vulnerability assess
ments warranting protection under "high 2" are the computer security plans that
all federal agencies are now required by law to prepare. 73 In a recent decision
involving such a document, Schreibman v. United States Department of Com
merce,74 Exemption 2 coverage was invoked to prevent unauthorized access to
information which could result in "alternation [sicI, loss, damage or destruction
of data contained in the computer system. ,,75 It should be remembered, how
ever, that even such a sensitive document must be reviewed to determine whe
ther any "reasonably segregable" portion can be disclosed without harm. 76

Affording Exemption 2 protection to vulnerabiliry studies such as these
would follow the line of cases in which courts have already applied the "cir
cumvention" prong to items of sensitive computer-related information. 77 In
one such case, involving a sensitive computer program found protectible under
"high 2," the court observed that disclosure would be like "putting a fox inside

71(... continued)
ing codes); Fiumara v. Higgins, 572 F. Supp. at 1102 (disclosure of access
codes to the Treasury Enforcement Communication System "might enable out
siders to circumvent agency functions"); see also Windels. Marx, Davies &
rves v. Department of Commerce, 576 F. Supp. at 412 (computer program
withheld under Exemptions 2 and 7(E»; Kiraly v. FBI, 3 Gov't Disclosure
Servo (P-H) 1 82,465, at 83.135 (N.D. Ohio Feb. 17, 1982) (computer codes
withheld under a combination of Exemptions 2 and 7(E», affd, 728 F.2d 273
(6th Cir. 1984).

72 See FOIA Update, Summer 1989, at 3-4 ("OIP Guidance: Protecting
Vulnerability Assessments Through Application of Exemption Two").

73 See id. at 4 (citing Computer Security Act of 1987. Pub. L. No. 100
235, 101 Stat. 1724 (1988».

74 785 F. Supp. 164 (D.D.C. 1991).

75 Id. at 166.

76 Id.; see also PHE, Inc. v. United States Dep't of Justice, 983 F.2d at 252
(remanding for "high 2" segregration; "district court clearly errs when it
approves the government's withholding of information under the FOIA without
making an express finding on segregability fl (citing Schiller v. NLRB, 964 F .2d
at 1210); Wightman v. Bureau of Alcohol. Tobacco & Firearms, 755 F.2d at
982-83 (remanding for determination on segregability).

77 See, e.g., Hall v. United States Dep't of Justice, slip op. at 4-5 (protect
ing various items that "could facilitate unauthorized access to [agency] com
munications systems").
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the chicken coop. "18 The "circumvention" protection of Exemption 2 is well
designed to prevent such a result.79 However, in an exceptional decision, one
court refused to apply this aspect of Exemption 2 to procedures designed to
protect against states ,. circumventing" federal audit criteria for welfare re
imbursement.80

Release of various other categories of information also has been found
likely to result in harmful circumvention:

(1) information that would reveal the identities of informants;81

(2) information that would reveal the identities of undercover agents;82

78 Windels. Marx, Davies & Ives v. Department of Commerce, 576 F.
Supp. at 413,

79 See. e.g., Institute for Policy Studies v. Department of the Air Force,
676 F. Supp. at 5 (according Exemption 2 protection to record revealing most
sensitive portions of agency system which "could be used to seek out the
[system's] vulnerabilities"); see also FOIA Update, Summer 1989, at 3-4.

80 See Massachusetts v. HHS, 727 F. Supp. 35, 42 (D. Mass. 1989) (liThe
Act simply cannot be interpreted in such a way as to presumptively brand a
sovereign slate as likely to circumvent federal law. The second prong of Ex
emption 2 does not apply when it is [the state] itself that seeks the informa
tion. If),

81 See. e.g., Lesar v. United States Dep't of Justjce, 636 F.2d 472, 486
(D.C. Cir. 1980) (informant codes); Durham v. United States Dep't of Justice,
No. 91-2636, slip op. at 3-4 (D.D.C. Aug. 17, 1993) (informant symbol num
bers); Stone v. Defense Investigative Serv., 816 F. Supp. 782, 787 (D.D.C.
1993) (disclosure of code used to evaluate informants) (appeal pending);~
v. FBI, No. 89~941, slip op. at 4-5 (D.D.C. Nov. 2, 1990) (symbols identify
ing confidential informants and source-symbol file numbers); Faris v. United
States DeR't of Justice, No. 88-2329, slip op. at 4 (D.D.C. June 16, 1989)
(informant file numbers and codes); Gonzalez v. United States Dep't of Justice,
No. 88-913, slip op. at 2-3 (D.D.C. Oct. 25. 1988) (informant symbols); Struth
v. FBI, 673 F. SuPP. 949, 959 (E.D. Wis. 1989) (informant file numbers and
codes); Wilkinson v. FBI, 633 F. Supp. at 341-42 (informant codes); Rizzo v.
FBI, No, 83-1924, slip op. at 3 (D.D,C. Feb. 10, 1984) (source symbols);
Malizia v. United States Dep't of Justice, 519 F. Supp. 338, 344 (S.D.N.Y.
1981) (source numbers and identifying information). But see also Globe News
paper Co. v. FBI, No. 91-13257, slip op. at 7-8 (D. Mass. Dec. 29, 1992)
(amount paid to FBI informant personally involved in continuing criminal activ
ity ordered released).

82 See Cox v. FBI, slip op, at 2 (report concerning FBI's undercover agent
program protected because of potential for discovering identities of agents),
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(3) sensitive administrative notations in law enforcement files;83

(4) security techniques used in prisons;84

(5) agency audit guidelines;85

83 See, e.g., Founding Church of Scientology v. Smith, 721 F.2d 828, 831
(D.C. CiL 1983) (protecting sensitive instructions regarding administrative
handling of document); Curcio v. FBI, slip op. at 5 (protecting expense ac·
counting in FBI criminal investigation); Meeropol v. Smith, No. 75-1121, slip
op. at 47-48 (D.D.C. Feb. 29, 1984) (release of handling and dissemination
instructions could jeopardize the means by which FBI has transmitted certain
sensitive intelligence information), afrd in part & remanded in part sub nom.
Meeropol v. Meese, 790 F.2d 942 (D.C. Cir. 1986).

84 See, e.g., Cox v. United States Dep't of Justice, 601 F.2d at 4-5 (weap
on, handcuff and transportation security procedures); Powell v. Department of
Justice, No. 86-2020, slip op. at 4 (D.D.C. Oct. 31, 1989) (records relating to
prisoner security procedures), summary affirmance granted, No. 89-5447 (D.C.
Cir. June 28, 1991); Hall v. United States Dep't of Justice, slip op. at 4-5 (dis
closure of teletype routing symbols, access codes and data entry codes main
tained by the Marshals Service "could facilitate unauthorized access to informa
tion in law enforcement communications systems, and [thereby] jeopardize
[prisoners' security]"); Miller v. Department of Justice, slip op. at 1-3 (disclo
sure of sections of Bureau of Prisons Custodial Manual describing procedures
for security of prison control centers would "necessarily facilitate efforts by
inmates to frustrate (BOP's} security precautions"); Crooker v. Federal Bureau
of Prisons, No. 86-510; slip op. at 3-4 (D.D.C. Feb. 27, 1987) (general prison
post orders, handcuff procedures, security and anning of officers, and alarm
procedures); Cox v. Bureau of Prisons, No. 83-1032, slip op. at 1 (D.D.C.
July 19, 1983) (release of Central Inmate Monitoring Manual would create sig
nificant risk of circumvention of agency regulations designed to safeguard secu
rity of inmates), appeal dismissed, No. 83-1859 (D.C. CiT. Oct. 20, 1983); cf.
Thornburgh v. Abbott, 490 U.S. 401, 417 (1989) (rejecting constitutional chal
lenge to Bureau of Prisons· regulation excluding any' publications that, although
not necessarily likely to lead to violence, are determined by warden "to create
an intolerable risk of disorder ... at a particular prison at a particular time")
(non-FOIA case).

85 See, e.g., Dirksen v. HHS, 803 F.2d at 1458-59 (internal audit guide
lines protected in order to prevent risk of circumvention of agency Medicare
reimbursement regulations); Archer v. HHS, 710 F. Supp. 909, 911 (S.D.N.Y.
1989) (Medicare reimbursement-review criteria ordered disclosed, but with
deletion of specific number that triggers audit); Windels, Marx. Davies & Ives
v. Department of Commerce, 576 F. Supp. at 412-13 (computer program con
taining anti-dumping detection criteria properly withheld). But see Don Ray
Drive-A-Way Co. v. Skinner, 785 F. Supp. at 200 (knowing agency's regula
tory priorities would allow regulated carriers to concentrate efforts on cor
recting most serious safety breaches).
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(6) agency testing materials;86 and

(7) an agency's unclassified manual detailing the categories of informa
tion that are classified and their corresponding classification levels. 87

Under some circumstances, Exemption 2 may be applied to prevent po
tential circumvention through a "mosaic" approach: Information which would
not by itself reveal sensitive law enforcement information can nonetheless be
protected to prevent damage that could be caused by the assembly of different
pieces of similar information by a requester. 88 This circumstance arose in
three cases involving requests for .. Discriminant Function Scores"--scores used
by the Internal Revenue Service to select returns for examination. Although the
IRS concedes that release of a~y one individual's tax score would not disclose
how tax returns are selected for audit, it takes the position that the routine re
lease of such scores would enable the sophisticated requester to discern, in the
aggregate, its audit criteria, thus facilitating circumvention of the tax laws; all
three courts accepted this rationale as an appropriate basis for affording pro
tection under Exemption 2.E9 In a related case, one court upheld the denial of

86 See, e.g., Patton v. FBI, 626 F. Supp. 445, 447 (M.D. Pa. 1985) (test
ing materials withheld under Privacy Act Exemption (k)(6) and FOIA Exemp
tion 2 because release would impair effectiveness of system and give future
applicants unfair advantage), aff'd, 782 F.2d 1030 (3d Cif. 1986) (table cite);
Oatley v. United States, 3 Gov't Disclosure Servo at 84,065 (civil service test
ing materials satisfy the two-part Crooker test); see also Kaganove v. EPA, 856
F,2d at 890 (disclosure of applicant rating plan would render it ineffectual and
allow future applicants to "embellish tt job qualifications); National Treasury
Employees Union v. Uoited States Customs Serv., 802 F.2d at 528-29 (disclo
sure of hiring plan would give unfair advantage to some future applicants). But
see also Commodity News Serv., Inc. v. Farm Credit Admin., No. 88-3146,
slip op. at 13-15 (D.D.C. July 31, 1989) (steps to be taken in selecting receiver
for liquidation of failed federal land bank, including sources agency might con
tact when investigating candidates, not protectible under "high 2" because
agency did not demonstrate how disclosure would allow any applicant to 11 gain
an unfair advantage in the ... process").

87 Institute for Policy Studies v. Department of the Air Force, 676 F. Supp.
at 5. But see Wilkinson v. FBI, 633 F. Supp. at 342 & n.13 (codes that identi
fy law enforcement techniques not protectible under Exemption 2; instead must
meet threshold requirement of compilation for law enforcement purposes for
protection under Exemption 7(E».

88 See, e.g., Jan-Xin Zang v. FBI, 756 F. Supp. 705, 712 (W.D.N.Y.
1991) (source symbol and administrative identifiers withheld on basis that "ac
cumulation of information" known to be from same source could lead to detec
tion).

89 See Burns v. IRS, No. 85-1027, slip op. at 8 (D. Ariz. Oct. 16. 1985),
dismissed on procedural grounds, No. 85-2833 (9th Cir. Sept. 12, 1986); Ray
v. United States Customs Serv., No. 83-1476, slip op. at 8-9 (D.D.C. Jan. 28,

(continued...)
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access to an IRS memorandum containing tolerance criteria used by the agency
in its investigations, finding that disclosure would "undermine the enforcement
of ... internal revenue laws. "90

Although originally, as in Crooker, the "circumvention" protection af~

forded by Exemption 2 was applied almost exclusively to sensitive portions of
criminal law enforcement manuals, it has since been extended to civil enforce~

mem and regulatory matters. 91 Most significantly, "high 2" protection has
further been extended to matters that have nothing to do with law enforcement
in any ordinary sense. In a pivotal case in this regard, the National Treasury
Employees Union sought documents known as "crediting plans," records used
to evaluate the credentials of federal job applicants; the Customs Service suc
cessfully argued that disclosure of the plans would make it difficult to evaluate
the applicants because they could easily exaggerate or even fabricate their quali
fications, such falsifications would go undetected because the government
lacked the resources necessary to verify each application, and unscrupulous
future applicants could thereby gain an unfair competitive advantage. 92 The
D.C. Circuit approved the withholding of such criteria under a refined applica
tion of Crooker, which focused 'directly on its second requirement, and held
that the potential for circumvention of the selection program, as well as the
general statutory and regulatory mandates to enforce applicable civil service
laws, was sufficient to bring the information at issue within the protection of
Exemption 2. 93 The agency demonstrated "circumvention" by showing that
disclosure would either render the documents obsolete for their intended pur-

89( ..•continued)
1985); Wilder v. Commissioner, 607 F. Supp. at 1015; accord Institute for
Policy Studies v. Department of the Air Force, 676 F. Supp. at 5 (classification
guidelines could reveal which parts of sensitive communications system are
most sensitive and enable foreign intelligence services to gather related unclassi
fied records and seek out system's vulnerabilities); ~ Halperin v. CIA, 629
F.2d 144, 150 (D.C. Cir. 1980) ("mosaic" analysis in Exemptions 1 and 3 con
text).

90 O'Connor v. IRS, 698 F. Supp. 204, 206-07 (D. Nev. 1988). But see
also Archer v. HHS, 710 F. Supp. at 911 (requiring careful segregation so that
only truly sensitive portion of audit criteria is withheld).

91 See. e.g., Dirksen v. HHS, 803 F.2d at 1458:.59 (guidelines for process
ing Medicare claims properly withheld where disclosure could allow applicants
to alter their claims to fit them into certain categories and guideiines would thus
"lose the utility they were intended to provide"); Archer v. HHS, 710 F. Supp.
at 911 (specific number of "nerve blocks" used by HHS contractor to detennine
whether health care providers' claims for reimbursement under Medicare should
be subjected to greater scrutiny held protectible, because disclosure would allow
providers "to avoid review and ensure automatic payment by submitting claims
below the number ... scrutinized [by agency's contractor}").

92 National Treasury Employees Union v. United States Customs $erv., 802
F.2d at 528-29.

93 Id. at 529-31.
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pose. make the plan's criteria "operationally useless" or compromise the utility
of the selection program.94

This approach has been expressly followed by the Court of Appeals for
the Seventh Circuit in Kaganove v. EPA to withhold from an unsuccessful job
applicant the agency's merit promotion rating plan on the basis that disclosure
of the plan "would frustrate the document's objective [and] render it ineffect
ual" for the very reasons noted in the National Treasury Employees Union v.
United States Customs Service case.95

It is also quite noteworthy that the Seventh Circuit in Kaganove v.
EPA,96 the Court of Appeals for the Ninth Circuit in Dirksen v. HHS,97 and
the D.C. Circuit in National Treasury Employees Union v. United States Cus
toms Service,98 all reached their results even in the absence of any particular
agency regulation or statute to be circumvented. Thus. it now seems clear that
the second part of the Crooker test can properly be satisfied by a showing that
disclosure would risk circumvention of legal requirements generally. 99

Finally, with the enactment of the Freedom of Information Reform Act of
1986. many of the materials heretofore protectible only on a "high 2" basis now
may also be protectible under Exemption 7(E).IOO Post-amendment cases have
held such information to be exempt from disclosure under both Exemption 2

94 rd. at 530-31; d. United States Dep't of Justice v. FLRA, 988 F.2d
1267, 1269 (D.C. Cir. 1993) (crediting plans also held exempt from disclosure
under Federal Service Labor-Management Relations Act).

95 Kaganove v. EPA, 856 F.2d at 889.

96 rd.

97 803 F .2d at 1458-59.

98 802 F.2d at 529-31.

99 See National Treasury Employees Union v. United States Customs Serv.,
802 F.2d at 530-31 ("Where disclosure of a particular [record] would render
[it] operationally useless, the Crooker analysis is satisfied whether or not the
agency identifies a specific statute or regulation threatened by disclosure. ");
see, e.g., Knight v. DOD, No. 87-480, slip op. at 4 (D.D.C. Feb. 11, 1988)
(memorandum detailing specific inventory audit guidelines held protectible
because disclosure "would reveal Department of Defense rationale and strategy"
for audit and would "create a significant risk that this information would be
used by interested parties to frustrate ongoing or future audits"); Boyce v.
Department of the Navy, No. 86-2211, slip op. at 2 (C.D. Cal. Feb. 17, 1987)
(withholding routine hearing transcript under Exemption 2 where disclosure
would circumvent terms of mere contractual agreement entered into under
labor-relations statutory scheme); see also FOIA Update, Summer 1989, at 4.

100 See Attorney General's Memorandum on the 1986 Amendments to the
Freedom of Information Act 16-17 & n.32 (Dec. 1987); see also Kaganove v.
EPA, 856 F.2d at 888-89.
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and Exemption 7(E) .101 While Exemption 2 must still be used if any informa
tion fails to meet Exemption Ts "law enforcement" threshold, Exemption 2's
history and judicial interpretations should be helpful in applying Exemption
7(E). (See discussion of Exemption 7(E), below.)

EXEMPTION 3

Exemption 3 of the FOIA incorporates the disclosure prohibitions that are
contained in various other federal statutes. As originally enacted in 1966, Ex~

emption 3 protected information "specifically exempted from disclosure by stat
ute. III The Supreme Court, in FAA v. Robertson, interpreted this language as
evincing a congressional intent to allow statutes which permitted the withhold
ing of confidential information, and which were enacted prior to the FOIA, to
remain unaffected by the disclosure mandate of the ForA. In so reading the
exemption, the Court held that a withholding provision in the Federal Aviation
Act which delegated almost unlimited discretion to agency officials to withhold
specific documents in the "interest of the public" was incorporated within Ex
emption 3. 2 Fearing that this interpretation would allow agencies to evade the
Act's disclosure intent, Congress in effect overruleCl Robertson by amending Ex
emption 3 in 1976.3

As amended, Exemption 3 allows the withholding of information prohibit
ed from disclosure by another statute if one of two disjunctive requirements are
met: that the statute either "(A) requires that the matters be withheld from the
public in such a manner as to leave no discretion on the issue, QI (B) establish
es particular criteria for withholding or refers to particular types of matters to
be withheld; "4 A statute thus falls within the exemption's coverage if it satis-

101 See PHE, Inc. v. United States Dep't of Ju~tice, 983 F.2d at 251 (re
lease of "who would be interviewed, what could be asked, and what records or
other documents would be reviewed" in FBI investigatory guidelines would risk
circumvention of law); Silber v. United States Pep't of Justice, transcript at -21
(disclosure of agency litigation tactics and strategy would create a significant
risk of circumvention of agency regulations by enhancing adversary's posture);
Williston Basin Interstate Pipeline Co. v. Federal Energy Regulatory Comm'n,
slip op. at 4-5 (identities of auditors, "purpose, source and conclusion" portions
of audit reports and section abstracts consisting of auditors' discussions of in
vestigative techniques protectible under both exemptions); O'Connor v, IRS,
698 F. Supp. at 206-07 (memorandum containing criteria used internally by IRS
in investigations).

1 5 U.S.C. § 552(b)(3) (1966) (amended 1976).

2422 U.S. 255, 266 (1975).

3 Pub. L. No. 94-409, § 5(b)(3), 90 Stat. 1241, 1247 (1976).

4 5 U .S.C. § 552(b)(3) (1988) (emphasis added).
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fies anyone of its disjunctive requirements.s

Initial Considerations

The determination as to whether a statute meets the threshold requirement
of being a nondisclosure statute is subject to strict scrutiny. The Court of Ap
peals for the District of Columbia Circuit has held that records may be withheld
under the authority of another statute pursuant to Exemption 3 "if·-and only if-
that statute meets the requirements of Exemption 3, including the threshold re
quirement that it specifically exempt matters from disclosure. "t) The D.C. Cir
cuit emphasized that:

a statute that is claimed t9 qualify as an Exemption 3 withholding
statute must, on its face, exempt matters fromdisclosure. We must
find a congressional purpose in the actual words of the statute (or
at least in the legislative history of FOIA)--not in the legislative
history of the claimed withholding statute, nor in an agency's inter
pretation of the statute.7

That is not to say that the breadth and reach of the disclosure prohibition
must be found on the face of the statute, but that the statute must at least
"explicitly deal with public disclosure. "8 (Previously, the D.C. Circuit had
found legislative history probative on the issue of whether an enactment was
intended to serve as a withholding statute within the meaning of Exemption 3.9

)

In any event, though, the legislative history of a newly enacted Exemption 3

S See American Jewish Congress v. Kreps, 574 F.2d 624, 628 (D.C. Cir.
1978); see also Long v. IRS, 742 F.2d 1173, 1178 (9th Cir. 1984); Irons &
Sears v. Dann, 606 F.2d 1215, 1220 (D.C. Cir. 1979), cert. denied, 444 U.S.
1075 (1980).

6 Reporters COmIll. for Freedom of the Press v. United States Dep'l of
Justice, 816 F.2d 730, 734 (D.C. Cir.), modified on other grounds, 831 F.2d
1124 (D.C. Cir. 1987), rev'd on other grounds, 489 U.S. 749 (1989); see also
Cal-Almond, Inc. v. United States Dep't of Agric., 960 F.2d 105, 108 (9th
Cir. 1992) (language must specifically prohibit disclosure, not merely prohibit
expenditure of funds used in releasing information).

7 Reporters Comm., 816 F.2d at 735; see also Anderson v. HHS, 907 F.2d
936, 951 n.19 (10th Cir. 1990) (agency interpretation of statute not entitled to
deference in determining whether statute qualifies under Exemption 3). But see
also Meyerhoff v. EPA, 958 F.2d 1498, 1501-02 (9th Cir. 1992) (looking to
legislative history of withholding statute to determine that statutory amendment
clarified rather than changed it).

8 Reoorters Camm., 816 F.2d at 736. But see also Cal-Almond, Inc. v.
United States Dep't ofAgric., 960 F.2d at 108 (disclosure prohibition sought to
be effectuated through appropriations limitation held inadequate under Exemp
tion 3).

9 See Public Citizen Health Research Group v. FDA, 704 F.2d 1280, 1284
(D.C. Cir. 1983).
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statute may be considered in determining whether the statute is applicable to
matters that are already pending. 10

Exemption 3 generally is triggered only by federal statutes. 11 Federal
rules of procedure, which are promulgated by the Supreme Court, ordinarily do
not qualify under Exemption 3.12 However, when a rule of procedure is sub
sequently modified and thereby specifically enacted into law by Congress, it
may qualify under the exemption. 13 While the issue of whether a treaty can
qualify as a statute under Exemption 3 has not yet been ruled upon in any
FOIA case, there is a sound policy basis for concluding that a treaty can so
qualify. 14

Once it is established that a statute is a nondisclosure statute and that it
meets at least one of the disjunctive requirements of Exemption 3, an agency
must also establish that the records in question fall within the protective ambit
of the exempting statute. IS With respect to subpart (B) statutes--which permit
agencies some discretion to withhold or disclose records--review under the
FOIA of agency action is limited to the determination that the withholding stat
ute qualifies as an Exemption 3 statute and that the records fall within the stat-

10 See Long v. IRS, 742 F.2d 1173, 1183-84 (9th Cir. 1984).

1\ See Washington Post Co. v. HHS, 2 Gov't Disclosure Servo (P-H)
, 81,047, at 81,127 1l.2 (D.D.C. Dec. 4, 1980) ("an Executive Order ... is
clearly inadequate to support reliance on exemption 3"), rev'd on other
grounds, 690 F.2d 252 (D.C. Cir. 1982).

12 See Founding Church of Scientology v. Bell, 603 F.2d 945, 952 (D.C.
Cir. 1979) (Rule 26(c) of the Federal Rules of Civil Procedure, governing is
suance of protective orders, held not a statute under Exemption 3).

13 See, e.g., Fund for Constitutional Gov't v. National Archives & Records
Serv., 656 F.2d 856, 867 (D.C. Cir. 1981) (Rule 6(e) of Federal Rules of
Criminal Procedure, regulating disclosure of matters occurring before a grand
jury, satisfies Exemption 3's "statute" requirement because it was specially .
amended by Congress in 1977); Berry v. Department of Justice, 612 F. Supp.
45, 49 (D. Ariz. 1985) (Rule 32 of the Federal Rules of Criminal Procedure,
governing disclosure of presentence reports, is "statute" for Exemption 3 pur
poses as it was affirmatively enacted into law by Congress in 1975).

!
14 Cf. Whitney v. Robertson, 124 U.S. 190, 194 (1887) ("By the Constitu

tion a treaty is placed on the same footing, and made of like obligation, with an
act of legislation. "); Public Citizen v. Office of the United States Trade Repre
sentative, 804 F. Supp. 385, 388 (D.D.C. 1992) (trade agreement not ratified
by Senate does not have status of "statutory law" and thus does not provide Ex
emption 3 protection).

15 See, e.g., Public Citizen Health Research Group v. FDA, 704 F.2d at
1284; Fund for Constitutional Gov't v. National Archives & Records Serv.,
656 F.2d at 868; G01and v. CIA, 607 F.2d 339, 350 (D.C. Cir. 1978), cert.
denied; 445 U.S. 927 (1980).
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ute's scope. 16 Beyond this determination, the agency's exercise of its discre
tion under the withholding statute is governed not by the FOIA, but by the
withholding statute itself; 17 jUdicial review of that should not be within the
FOIA's jurisdiction. IS

Subpart (A)

Rule 6(e) of the Federal Rules of Criminal Procedure,19 which regulates
disclosure of matters occurring before a grand jury, has been held to satisfy the
"statute" requirement of Exemption 3 because it was specially amended by Con
gress in 1977 .20 It is well established that "Rule 6(e) embodies a broad sweep
ing policy of preserving the secrecy of grand jury material regardless of the
substance in which the material is contained. "21 However, defining the param
eters of Rule 6(e) protection is not always a simple task "and has been the sub
ject of much litigation. In Fund for Constitutional Government v. National
Archives & Records Service, the Coun of Appeals for the District of Columbia
Circuit stated that the scope of the secrecy that must be afforded grand jury ma
terial "is necessarily broad" and, consequently, that" it encompasses not only
the direct revelation of grand jury transcripts but also the disclosure of informa
tion which would reveal the 'identities of witnesses or jurors, the substance of
the testimony, the strategy or direction of the investigation, the deliberations or
questions of the jurors, and the like.' 1122

16 See Aronson v. IRS, 973 F.2d 962, 967 (1st Cir. 1992); Association of
Retired R.R. Workers v. United States R.R. Retirement Bd., 830 F.2d 331,
335 (D.C. CiT. 1987). But see Long v. IRS, 742 F.2d at 1181.

\7 See Aronson v. IRS, 973 F.2d at 966; Association of Retireg R.R.
Workers, 830 F.2d at 336.

IS Cf. Roley v. Assistant Attorney Gen., No. 89-2774, slip op. at 8
(D.D.C. Mar. 9, 1990) (court's grant of permission to disclose grand jury rec
ords pursuant to Rule 6(e)(C)(i) of the Federal Rules of Criminal Procedure
does not govern disposition of same records in FOIA suit); Garside v. Webster,
733 F. Supp. 1142, 1147 (S.D. Ohio 1989) (same). But cf. Palmer v. Derwin
ski, No. 91-197, slip op. at 3-4 (E.D. Ky. June 10, 1992) (court's disclosure
order pursuant to 38 U.S.C. § 7332(b) (1988) requires VA to disclose records
under FOrA).

\9 Fed. R. Crim. P. 6(e).

20 Fund for Constitutional Gov't v. National Archives & Records Serv., 656
F.2,d 856, 867 (D.C. Cir. 1981); see also Watson v. United States Dep't of
Justice, 799 F. Supp. 193, 195 (D.D.C. 1992).

21 Iglesias v. CIA, 525 F. Supp. 547,556 (D.D.C. 1981).

22656 F.2d at 869 (quoting SEC v. Dresser Indus., 628 F.2d 1368, 1382
(D.C. Cir.), cert. denied, 449 U.S. 993 (1980»; see also McDonnell v. United
States, No. 91-5916, slip op. at 30-31 (3d Cir. Sept. 21, 1993) ("[i]nformation
and records presented to a federal grand jury . . . names of individuals sub-

(continued...)
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However. neither the fact that information was obtained pursuant to a
grand jury subpoena nor the fact that the information was submitted to the
grand jury is sufficient. in and of itself. to warrant the conclusion that disclo
sure is necessarily prohib1ted by Rule 6(e).23 Rather. an agency must establish
a nexus between the release of that information and "revelation of a protected
aspect of the grand jury's investigation. "24 This requirement is particularly
pertinent to "extrinsic" documents that were created entirely independently of
the grand jury process; for such a document, the D,C. Circuit emphasized in
Washington Post Co. v. United States Department of Justice. the required nexus
must be apparent from the information itself and "the government cannot immu-

ll( .. . continued)
poenaed ... federal grand jury transcripts of testimony") (to be published);
Silets v. United States Dep't of Justice. 945 F.2d 227, 230 (7th Cir. 1991)
(" identity of witness before grand jury and discussion of that witness's tes
timony ... falls squarely within" Rule 6(e)'s prohibition); Helmsley v. United
States Dep't of Justice, No. 90-2413, slip op. at 4-6 (D.D.C. Sept. 25. 1992)
(records identifying witnesses who testified or were consulted. documents and
evidence not presented but obtained through grand jury subpoenas, immunity
applications and orders. exhibit lists, reports and memoranda discussing evi
dence, correspondence regarding compliance with subpoenas, documents, notes
and research relating to litigation regarding compliance with subpoenas. and
letters among lawyers discussing grand jury proceedings, all protected by Rule
6(e»; Senate of P.R. v. United States Dep't of Justice, No. 84-1829. slip op. at
13-14 (D.D.C. Apr. 15, 1991) ("charts. maps or documents that were actually
created in their entireties in the grand jury room during testimony by witness
es . . . are the closest thing imaginable to an actual transcript of grand jury
testimony" and thus are protected).

23 See Washington Post Co. v. United States Dep't of Justice, 863 F.2d 96,
100 (D.C. Cir. 1988); Senate of P,R. v. United States Dep't of Justice, 823
F.2d 574, 582 (D.C. Cir. 1987); see also John Doe Corp. v. John Doe Agen
0:, 850 F.2d 105, 109 (2d Cir. 1988) C'A document that is otherwise available
to the public does not become confidential simply because it is before a grand
jury. "), rev'd on other grounds, 493 U.S. 146 (1989); Astley v. Lawson, No.
89-2806, slip op. at 3-4 (D.D.C. Jan. 11, 1991) (~ocuments ordered released
even though requester might have been able to deduce purpose for which rec
ords were SUbpoenaed, because records on their face did not reveal inner
workings of grand jury).

24 Senate of P.R., 823 F.2d at 584; see also Wilson v. Department of Jus
tice, No. 87-2415, slip op. at 4 (D.D.C. June 30, 1993) (Exemption 3 protects
from disclosure not only documents presented to grand jury but also those
which would reveal govermnent's "audit trail" leading to those documents);
Karu v. United States Dep't of Justice, No. 86-771, slip op. at 4-5 (D.D.C.
Dec. 1. 1987) (nexus established because "[wJere this information to be re
leased the very substance of the grand jury proceedings would be discernible"),
But se~ LaRouche v. United States Dep't of Justice. No. 90-2753. slip op. at 9
10 (D.D.C. June 24, 1993) (letter prepared by AUSA discussing upcoming
grand jury proceedings held not to reveal inner workings of grand jury).
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nize [it] by publicizing the link. "25

The Supreme Court in Baldrige v. Shapiro,26 while not actually distin
guishing between the two subparts, held that the Census Act27 is an Exemption
3 statute because it requires that certain data be withheld in such a manner as to
leave the Census Bureau with no discretion whatsoever?l The Court of Ap
peals for the Ninth Circuit held that a provision of the Ethics in Government
Act of 1978,29 protecting the financial disclosure reports of special government
employees, meets the requirements of subpart (A).30

Sections 706(b) and 709(e) of Title VII of the Civil Rights Act of 196431

have also been held to meet the subpart (A) requirement because they allow the
EEOC no discretion to publicly' disclose matters pending before the Commis
sion. 32 Similarly, the statute governing records pertainirig to Currency Trans
action Reports33 has been found to meet the requirements of subpart (A).34
The International Investment Survey Act of 197635 has been held to be a sub
part (A) statute36 and certain portions of the overall pUblic disclosure provi
sions of the Consumer Product Safety Act37 likewise have been found to amply

25 863 F.2d at 100.

26 455 U.S. 345 (1982).

27 13 U.S.C. §§ 8(b), 9(a) (1988).

28 455 U.S. at 355.

29 5 U.S.C. app. § 207(a)(1) (1988 & Supp. IV 1992).

30 Meyerhoff v. EPA, 958 F.2d 1498, 1502 (9th Cir. 1992) (construing
1978 version of statute). But se~ Church of Scientology v. IRS, 816 F. Supp.
1138, 1152 (W.D. Tex. 1993) (implying that Ethics in Government Act is
subpart (B) statute because FOIA disclosure can be made only if requester
meets statute's disclosure requirements) (appeal pending).

31 42 U.S.C. §§ 2000e-5(b) , 2000e-8(e) (1988 & Supp. III 1991).

32 American Centennial Ins. Co. v. EEOC, 722 F. Supp. 180, 183 (D.N.J.
1989).

3331 U.S.C. § 5319 (1988).

34 Small v. IRS, 820 F. Supp. 163, 166 (D.N.J. 1992); Vennes v. IRS, No.
5-88-36, slip op. at 6 (D. Minn. Oct. 14, 1988), affd, 890 F.2d 419 (8th Cir.
1989) (table cite).

35 22 U.S.C. § 3104(c) (1988).

36 Young Conservative Found. v. United States Dep'tof Commerce, No.
85-3982, slip op. at 10-11 (D.D.C. Mar. 25, 1987).

37 15 U.S.C. § 2055(a)(2) (1988).
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satisfy subpart (A)'s nondisclosure requirements).38

Additionally, the Hart-Scott-Rodino Antitrust Improvement Amendments
to the Clayton Antitrust Act, prohibiting disclosure of premerger notification
materials submitted to the Department of Justice or the FTC,39 have been held
to qualify as a subpart (A) statute,40 as has a provision of the Antitrust Civil
Process Act,41 which explicitly exempts from the FOIA transcripts of oral
testimony taken in the' course of investigations under that Act,42 and section
21 (f) of the FTC Act,43 which expressly exempts from disclosure any material
received by the FTC in the course of an FTC investigation authorized by that
Act. 44 Likewise, information contained in the Social Security Administration's
t1Numident system." which was obtained from death certificates provided by
state agencies, has been held exempt on the basis of subpart (A) on the grounds
that the language of the statute, 42 U.S.C. § 405(r), "leaves no room for
agency discretion... 45

The D.C. Circuit, in a recent decision construing the application of the
identical Exemption 3 language of the Government in the Sunshine Act46 to the
Defense Nuclear Facilities Safeqr Board Ad7 held that the latter statute allows
no discretion with regard to the release of the Board's proposed recommenda
tions, thus meeting the requirement of subpart (A).43 By contrast, the D.C.
Circuit found that the statute governing release by the FBI of criminal record

38 Mulloy v. Consumer Prod. Safety Comm'n, No. C-2-85-645, slip op. at
2-4 (S.D. Ohio Aug. 2, 1985).

39 15 u.s.c. § 18a(h) (988).

40 Lieberman v. FTC, 771 F.2d 32, 38 (2d Cir. 1985); Mattox v. FTC, 752
F.2d 116, 121 (5th Cir. 1985).

41 15 U.S.C. § 1314(g) (1988).

41 Motion Picture Ass'n of America v. United States Dep't of Justice, No.
80 Civ. 6612, slip op. at 1 (S.D.N.Y. Oct. 6, 1981).

43 15 U.S.C. § 5Th-2(t) (1988).

44 A. Michael's Piano, Inc. v. FTC, No. 2:92 CV 00603, slip op. at 1 (D.
Conn. Jan. 29, 1993) (appeal pending).

45 International Diatomite Producers Assoc. v. United States Social Sec,
Admin., No. C-92-1634, slip op. at 8-9 (N.D. Cal. Apr. 28, 1993) (appeal
pending).

46 5 U.s.C. § 552b (1988).

47 42 U.S.C. §§ 2286-2286i (1988 & Supp. III 1991).

48 Natural Resources Defense Council v. Defense Nuclear Facilities Safety
Bd., 969 F.2d 1248, 1249 (D.C. Cir. 1992), cert. denied, 113 S. Ct. 2332
(1993) ..
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information ("rap sheets")49 fails to fulfill subpart (A)'s requirement of abso
lute withholding because the statute implies that the FBI has discretion to with
hold records and, in fact, the FBI had exercised such discretion by its inconsis
tent manner of releasing II rap sheets" to the public .50

In a most extraordinary decision, the Ninth Circuit held that language in
. an appropriations act specifying that "[n]one of the funds provided in this Act

may be expended to release information acquired from any handler" under a
particular agricultural program,SI does not satisfy the requirement of subpart
(A) because through such language Congress prohibited only "the expenditure
of funds" for releasing the information, not release of the information under the
FOIA itself. 52

Subpart (B)

Most Exemption 3 cases involve subpart (B), either explicitly or implicit
ly. For example, a provision of the Consumer Product Safety Ad3 has been
held to set forth sufficiently definite withholding criteria for it to fall within the
scope of subpart (B),54 and the provision which prohibits the Commission
from disclosing any information that is submitted to it pursuant to section 15(b)
of the AdS has been held to meet the requirements of subpart (B) by referring
to particular types of matters to be withheld. 56

Section 777 of the Tariff Act,57 governing the withholding of "proprie
tary information, II has been held to refer to particular types of information to be

49 28 U.S.C. § 534 (1988).

50 Reporters Comm. for Freedom of the Press v. United States De$!'t of
Justice, 816 F.2d 730, 736 n.9 (D.C. Cir.), modified on other grounds, 831
F.2d 1124 (D.C. Cir. 1987), rev'd on other grounds, 489 U.S. 749 (1989); see
also Dayton Newspapers, Inc. v. FBI, No. C-3-85-815, slip op. at 6 (S.D.
Ohio Feb. 9, 1993) (motion for reconsideration pending).

51 Agricultural, Rural Development, and Related Agencies Appropriations
Act of 1988, Pub. L. No. 100-460, § 630, 102 Stat. 2229, 2262 (1988).

52 Cal-Almond. Inc. v. United States Dep't of Agric., 960 F.2d 105, 108
(9th Cir. 1992).

53 15 U.S.C. § 2055(b)(1) (1988).

54 Consumer Prod. Safety Comm'n v. GTE Sylvania, Inc., 447 U.S. 102,
122 (1980).

55 15 U.S.c. § 2055(b)(5) (1988).

56 Reliance Elec. Co, v. Consumer Prod. Safety Comm'n, No. 87-1478,
slip op. at 16-17 (D.D.C. Sept. 19, 1989).

57 19 U.S.C. § 1677f (1988 & Supp. IV 1992).
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withheld and thus to be a subpart (B) statute. 58 Section 12(d) of the Railroad
Unemployment Insurance Act59 refers to particular types of matters to be with
held--information which would reveal employees' idenrities--and thus has been
held to satisfy subpart (B).6O

Similarly, it has been held that section 12(c)(l) of the Export Administra
tion Act, governing the disclosure of export licenses and applications,61 au
thorizes .the withholding of a sufficiently narrow class of information to satisfy
the requirements of subpart (B) and thus qualifies as an Exemption 3 statute. 62
Likewise, the Collection and Publication of Foreign Commerce Act,63 which
explicitly provides for nondisclosure of shippers' export declarations, qualifies
as an Exemption 3 statute under subpart (B). 64

The Supreme Court has held that section 102(d)(3) of the National Secu
rity Act of 1947,65 which requires the Director of the CiA to protect" intelli
gence sources and methods," clearly refers to particular types of matters to be
withheld and thus comes within the ambit of subpart (B).66 Likewise, section

58 Mudge Rose Guthrie Alexander & Ferdon v. United States Int'l Trade
Comm'n, 846 F.2d 1527, 1530 (D.C. Cir. 1988).

59 45 U.S.C. § 362(d) (1988 & Supp. III 1991).

60 Association of Retired R.R. Workers v. Unit~d States R.R. Retirement
Bd., 830 F.2d 331, 334 (D.C. Cir. 1987); National Ass'n of Retired & Veteran
Ry. Emplo)'ees v. Railroad Retirement Bd., No. 87-117, slip op. at5 (N.D.
Ohio Feb. 20, 1991). .

61 50 U.S.C. app. § 241l(c)(l) (1988).

62 Africa Fund v. Mosbacher, No. 92 Civ. 289, slip op. at 14 (S.D.N.Y.
May 26, 1993) (Export Administration Act protection held to apply to agency
denial made after Act expired and before subsequent reextension); Lessner v.
United States Dep't of Commerce, 827 F.2d 1333, 1336-37 (9th Cir. 1987)
(construing statute as effective in 1987).

63 13 U.S.C. § 301(g) (1988).

64 Africa Fund v. Mosbacher, slip op. at 13; Young Conservative Found. v.
United States Dep't of Commerce, No. 85-3982, slip op. at 8 (D.D.C. Mar.
25, 1987).

65 50 U.S.C. § 403(d)(3) (1988).

66 CIA v. Sims, 471 U.S. 159, 167 (1985); see also Maynard v. CIA, 986
F.2d 547, 554 (Ist Cir. 1993) (under § 403(d)(3) it is responsibility of Director
of Central Intelligence to determine whether sources or methods should be
disclosed); Krikorian v. Department of State, 984 F.2d 461, 465 (D.C. Cir.
1993 (same); Hunt v. CIA, 981 F.2d 1116, 1118 (9th Cir. 1992) (same); Fitz
gibbon v. CIA, 911 F.2d 755, 761 (D.C. Cir. 1990) (same); Knight·v. CIA,
872 F.2d 660, 663 (8th Cir. 1989) (same), cert. denied, 494 U.S. 1004 (1990).
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6 of the Central Intelligence Agency Act of 194~7--protecting from disclosure
"the organization, functions, names, official titles, salaries or numbers of per
sonnel" employed by the CIA--meets the requirements of subpart (B).68 Simi
larly, section 6 of Public Law No. 86-36,69 pertaining to the organization,
functions, activities and personnel of the NSA, has been held to qualify as an
subpart (B) statute,7° as has 18 U.S.C. § 798(a), which criminalizes the dis~

closure of any classified information "concerning the nature, preparation, or use
of any code, cipher or cryptographic system of the United States."71 A provi
sion of the Atomic Energy Act, prohibiting the disclosure of "Restricted Data"
to the public,72 refers to particular types of matters and thus has been held to
qualify as a subpart (B) statute as well. i3

Section 7332 of the Veterans Health Administration Patient Rights Stat
ute74 generally prohibits disclosure of even the abstract fact that medical rec
ords on named individuals are maintained pursuant to that section, but it pro
vides specific criteria under which particular medical information may be re
leased, and thus has been found to satisfy the requirements of subpart (B).7S

67 50 U.S.C. § 403g (1988).

68 See. e.g., Rothschild v. CIA, No. 91-1314, slip op. at 6 (D.D.C. Mar.
25, 1992); Carney v. CIA, No. 88-602. slip op. at 11 (C.D. Cal. Apr. 30,
1991); Lawyers Commo for Human Rights v. INS, 721 F. Supp. 552, 567
(S.D.N.Y. 1989); Pfeiffer v. CIA, 721 F. Supp. 337, 34142 (D.D.C. 1989),

69 50 U.S.C. § 402 note (1988).

70 Founding Church of Scientology v. NSA, 610 F.2d 824, 828 (D.C. Cir.
1979); Hayden v. NSA, 452 F. Supp. 247, 252 (D.D.C. 1978), affd, 608 F.2d
1381 (D.C. Cir. 1979), cert. denied, 466 U.S. 937 (1980). But see Weberman
v. NSA, 490 F. Supp. 9, 14-15 (S.D.N.Y. 1980) (confirming or denying exis~

tence of intercepted telegram does not reveal information integrally related to
specific NSA activity), rev'd on other grounds & remanded, 646 F.2d 563 (2d
Cir. 1980).

71 Winter v. NSA, 569 F. Supp. 545, 548 (S.D. Cal. 1983); see also
Gilmore v. NSA, No. C 92-3646, slip op. at 20-21 (N.D. Cal. May 3, 1993)
(information on cryptography currently used by NSA "integrally related" to
function and activity of intelligence gathering and thus protected).

72 42 U.S.C. § 2162(a) (1988).

73 Meeropol v. Smith, No. 75-1121, slip op. at 53-55 (D.D.C. Feb. 29,
1984), affd in relevant part & remanded in part sub nom. Meeropcl v. Meese,
790 F.2d 942 (D.C. Cir. 1986). But see General Elec. Co. v. NRC, 750 F.2d
1394, 1401 (7th Cir. 1984) (42 U.S.C. § 2133(b)(3) (1988), concerning techni
cal information furnished by license applicants, lacks sufficient specificity to
qualify as Exemption 3 statute).

74 38 U.S.C. § 7332 (1988 & Supp. III 1991).

75 Palmer v. Derwinski, No. 91-197, slip op. at 3-4 (E.D. Ky. June 10,
1992).
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One court has suggested that section 5038 of the Juvenile Delinquency Records
Statute,76 which generally prohibits disclosure of the ex.istence of records com
piled pursuant to that section, but which does provide specific criteria for
releasing the information, qualifies as a subpart (B) statute. 77

The Court of Appeals for the District of Columbia Circuit has held that a
portion of the Patent Aces satisfies subpart (B) because it identifies the types
of matters--patent applications and information concerning them--intended to be
withheld. 79 As well, the portion of the Civil Service Reform Act concerning
the confidentiality of certain labor relations training and guidance materials,80
has been held to qualify as a subpart (B) withholding statute. 81

The Commodity Exchange Act,82 which prohibits the disclosure of busi
ness transactions, market positions, trade secrets, or customer names of persons
under investigation under the Act, has been held to refer to particular types of
matters and thus to satisfy subpart (B).83 The D.C. Circuit has recently held
that section 316(d)(2) of the Federal Aviation Act. 84 relating to security data
the disclosure of which would be detrimental to the safety of airline travelers,
similarly shields that particular data from disclosure under the ForA. 85 Fi
nally, it also has been held that the DOD's "technical data" statute,86 which
protects technical information with "military or space application" for which a
license is required for export, satisfies subpart (B) because it refers to suffi-

76 18 U.S.C. § 5038 (1988).

17 McDonnell v. United States, No. 91-5916, slip op. at 35-40 (3d Cir.
Sept. 21, 1993) (holding state juvenile delinquency records not within scope of
statute) (to be published).

7& 3S U.S.C. § 122 (l988).

79 Irons & Sears v. Dann, 606 F.2d 1215, 1220 (D.C. Cir. 1979), cert.
denied, 444 U.S. 1075 (1980); accord Leeds v. Quigg, 720 F. Supp. 193, 194
(D.D.C. 1989).

80 5 U.S.C. § 7114(b)(4) (1988).

81 Dubin v. Department of the Treasury, 555 F. Supp. 408, 412 (N.D. Ga.
1981), affd •.697 F.2d 1093 (11th Cif. 1983) (table cite); NatiQoal Treasury
Employees Union v. OPM, No. 76-695, slip op. at 4 (D.D.C. July 9, 1979).

82 7 U.S.C. § 12 (1988 & Supp. IV 1992).

83 Hunt v. Commodity Futures Trading Comm'n, 484 F. Supp. 47, 49
(D.D.C. 1979).

84 49 U.S.C. app. § 1357(d)(2) (1988).

85 Public Citizen. Inc. v. FAA, 988 F.2d 186. 194 (D.C. Cir. 1993).

86 10 U.S.C. § 130 (1988 & Supp. IV 1992).
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ciently particular types of matters. 87

Alternative Analyses

Some statutes have been found to satisfy both Exemption 3 subparts. For
example, while the Court of Appeals for the Third Circuit has held that section
222(t) of the Immigration and Nationality AcrS8 sufficiently limits the category
of information it covers~-records pertaining to the issuance or refusal of visas
and permits to enter the United States--to qualify as an Exemption 3 statute un
der subpart (8),89 the Court of Appeals for the District of Columbia Circuit
has specifically held that the section satisfies subpart (A) as well as subpart
(B).90

Similarly, Exemption 3 protection for information pertaining to court
ordered wiretaps91 has been recognized by district courts on a variety of bas
es. 92 However, in Lam Lek Chong v. DEA,93 the D.C. Circuit, finding that
"on its face, Title III clearly identifies intercepted communications as the sub
ject of its disclosure limitations, II held that II Title III falls squarely within the
scope of subsection (8)'s second prong, as a statute referring to particular mat
ters to be withheld. "94 Recently, "pen register II applications and orders, ob-

87 Colonial Trading Corp. v. Department of the Navy, 735 F. Supp. 429,
431 (D.D.C. 1990); see also American Friends Sen~. Comm. v. DOD, No. 83
4916, slip op. at 10 (E.D. Pa. Sept. 25, 1986), rev'd on other grounds, 831
F.2d 441 (3d Cir. 1987).

888 U.S.C. § 1202(t) (1988).

89 DeLaurentiis v. Haig, 686 F.2d 192, 194 (3d Cir. 1982); accord Smith v.
Department of Justice, No. 81-CV-813, slip op. at 10-11 (N.D.N.Y. Dec. 13,
1983).

90 Medina-Hincapie v. Department of State, 700 F.2d 737, 741-42 (D.C.
eir. 1983).

91 18 U.S.C. §§ 2510-2520 (1988 & Supp. IV 1992).

92 See Gonzalez v. United States Dep't of Justice, No. 88-913, slip op. at 3
4 (D.D.C. Oct. 25, 1988) (holding that 18 U.S.C. § 2511(2)(a)(ii), which reg
ulates disclosure of existence of wiretap intercepts, meets requirements of sub
part (A)); Dacal v. Bennsinger, 543 F. Supp. 38, 43-44 (M.D. Pa. 1981) (rely
ing upon entire statutory scheme of Title III, 18 U.S.C. §§ 2510-2520, but not
distinguishing between Exemption 3 SUbparts); Carroll Y. United States Dep't of
Justice, No. 76-2038, slip op. at 2-3 (D.D.C. May 26, 1978) (holding that 18
U.S.C. § 2518(8), which regulates disclosure of contents of wiretap intercepts,
meets requirements of subpart (A».

93 929 F.2d 729 (D.C. Cir. 1991).

94 Id. at 733; see also Manchester v. DEA, No. 91-2498, slip op. at 14
(E.D. Pa. June 11, 1993) (wiretap applications and derivative information fall
within purview of statute).
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tained pursuant to Title III of the Omnibus Crime Control and Safe Streets Act
of 1968, have been held to be protected from disclosure by a provision of that
statute95 and Exemption 3. 96

The withholding of tax return information has been approved under three
different theories. The United States Supreme Court and most appellate couns
to have considered the matter have held either explicitly or implicitly that
§ 6103 of the Internal Revenue Code97 satisfies subpart (B) of Exemption 3. 98

The Courts of Appeals for the D.C., Fifth, Six.th and Tenth Circuits have fur
ther reasoned that § 6103 is a subpart (A) statute to the extent that a person is
not entitled to access to tax returns or return information of other taxpayers. 99

It should be noted that pursuant to § 6103(b)(2), individuals are not entitled to
tax return information on themselves if it is determined that release wouldim
pair enforcement by the IRS.IOO Of course, it also must be remembered that

95 18 U.S.c. § 3123(d) (1988).

96 Manna v. United States Del"t of Justice, 815 F. Supp. 798, 812 (D.N.J.
1993). .

97 26 U.S.C. § 6103 (1988 & Supp. III 1991).

98 See, e.g., Church of Sdentology v. IRS, 484 U.S. 9, 15 (1987); Aron
son v. IRS, 973 F.2d 962, 964-65 (Ist Cir. 1992) (IRS lawfully exercised dis
cretion to withhold street addresses pursuant to 26 U.S.C. § 6103(m)(l»; Long
v. IRS, 891 F.2d 222, 224 (9th Cir. 1989) (deletion of taxpayers' identification
does not alter confidentialiry of § 6103 information); DeSalvo v. IRS, 861 F.2d
1217, 1221 (10th Cir. 1988); Grasso v. IRS, 785 F,2d 70, 77 (3d Cir. 1986);
Long v. IRS, 742 F.2d 1173, 1179 (9th Cif. 1984); Ryan v. Bureau of Alco
hoL Tobacco & Firearms, 715 F.2d 644, 645 (D.C. Cir. 1983); Currie v. IRS,
704 F.2d 523, 527-28 (lith Cir. 1983); Willamene Indus. v. United States, 689
F.2d 865, 867 (9th CiL 1982), cert. denied, 460 U.S. 1052 (1983); Barney v.
IRS, 618 F.2d 1268, 1274 n.15 (8th Cir. 1980) (dictum); Chamberlain v.
Kurtz, 589 F.2d 827, 843 (5th Cif.), cen. denied, 444 U.S. 842 (1979).

99 D.C. Circuit: Stebbins v. Sullivan, No. 90-5361, slip op. at 1 (D,C.
Cir. July 22, 1992); Fifth Circuit: Linsteadt v. IRS, 729 F.2d 998, 1000 (5th
Cir. 1984); Sixth Circuit: Fruehauf Corp. v, IRS, 566 F.2d 574, 578 n.6 (6th
Cir. 1977); Tenth Circuit: DeSalvo v. IRS, 861 F.2d at 1221 n.4; see also
Kamman v. IRS, No. 91-1352, slip op. at 7 (D. Ariz. Mar. 13, 1992) (deletion
of taxpayer name from appraisals of property does not remove documents from
protection under § 6103(b)); Stephenson v. IRS, No, C78-1071A, slip op. at 3
(N.D. Ga. Sept. 21, 1981). But see Gray, Plant. MQoty. Mooty &Benn~tt v,
IRS, No. 4-90-210, slip op. at 7 (D. Minn. Dec. 12, 1990) (public report must
be released because it does not qualify as II return information II as it does not in
clude data in form which can be associated with particular taxpayer),

100 See Gillin v. IRS, 980 F.2d 819, 822 (Ist Cir. 1992) (per curiam)
(differential function scores used to identify returns most in need of examination
or audit held exempt from disclosure); Long v. IRS, 891 F.2d at 224 (computer
tapes used to develop discriminant function formulas protected); In re Church

(continued...)
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§ 6103 applies only to tax return information obtained by the Depanmem of the
Treasury, not to such information maintained by other agencies which was
obtained by means other than through the provisions of the Internal Revenue
Code. IOl

At least one court of appeals and several district courts have explicitly
embraced a third theory based upon the reasoning of Zale Corp. v. IRS. 102

These courts have held that it is not necessary to view § 6103 as an Exemption
3 statute in order to withhold tax return information because the provisions of
this tax code section are intended to operate as the sole standard governing the
disclosure or nondisclosure of such information, thereby "displacing" the
FOIA. 10J

Viewing § 6103 as a "displacement" statute permits the courts to avoid
the de novo review required by the FOIA and to apply instead less stringent
standards of review pursuant to the Administrative Procedure Act,104 and can
relieve agencies from certain procedural requirements of the FOIA, such as the
time limitations for responding to requests and the duty to segregate and release

100(. .• continued)
of Scientology Flag Servo Org.lIRS FOIA Litigation, No. 91-423, slip op. at 3
4 (M.D. Fla. May 19, 1993) ("tolerance criteria" and "discriminant function
scores" properly withheld) (multidistrict litigation case); Rollins v. United
States Dep't of Justice, No. 90-3170, slip op. at 11 (S.D. Tex. June 30, 1992)
(IRS memoranda revealing scope and direction of investigation properly with
held); Starkey v. IRS, No. 91-20040, slip op. at 5 (N.D. Cal. Dec. 6, 1991)
(same); Church of Scientology v. IRS, No. 89-5894, slip op. at 3 (C.D. Cal.
Mar. 3, 1991) (release of document referring to information obtainable under
various treaties would chill future cooperation of foreign governments and tax
treaty partners); Ferguson v. IRS, No. C-89-4048, slip op. at 4 (N.D. Cal.
Oct. 31, 1990) (standards and data used in selection and examination of returns
are exempt from disclosure where they would impair IRS enforcement); Casa In
vestors, Ltd. v. Gibbs, No. 88-2485, slip op. at 5-6 (D.D.C. Oct. 11, 1990)
(recommendation for settlement of tax controversies prepared by low-level IRS
employees require protection). But see LeMaine v. IRS, No. 89-2914, slip op.
at 12 (D. Mass. Dec. la, 1991) (release of information commonly revealed to
public in tax enforcement proceedings would not "seriously impair Federal tax
administration" overall).

lOt See FOIA Update, Spring 1988, at 5.

102 481 F. Supp. 486, 490 (D.D.C. 1979).

103 See, e.g., Cheek v. IRS, 703 F.2d 271,271 (7th Cir. 1983) (§ 6103
also "displaces" Privacy Act of 1974); King v. IRS, 688 F.2d 488, 495 Oth
Cif. 1982); Kuzma Y. IRS, No. 81-600E, slip op. at 7-8 (W.D.N,Y, Dec. 31,
1984); Hosner v. IRS, 3 GOy't Disclosure Servo (P-H) 183,164, at 83,816
(D.D.C, Mar. 31, 1983); Hulsey v. IRS, 497 F. Supp. 617, 618 (N.D. Tex.
1980); see also White v. fRS, 707 F.2d 897, 900 (6th Cir. 1983) (indicating
approval of Zale).

104 5 U.S.C. §§ 701"706 (1988).
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nonexempt information. 105 Nevertheless. even under this approach the govern
ment may be required to provide detailed Vaughn Indexes of the information
being withheld, rather than general affidavits; the Sixth Circuit required this
despite the fact that the court below had relied solely on the "displacement"
theory for its decision. 106

However, other courts have specifically refused to adopt this "displace~

ment" analysis on the ground that to do so. once it is already evident that
§ 6103 is an Exemption 3 statute. "would be an exercise in judicial futility
[requiring district courts] to engage in both FOIA and Zale analyses when con
fronted" with such cases. 107 Most significantly, the D.C. Circuit in 1986
squarely rejected the "displacement" argument on the basis that the procedures
in § 6103 for members of the public to obtain access to IRS documents do not
duplicate, and thus do not "displace," those of the FOlA. Hl%

The D.C. Circuit's rejection of the "displacement" theory in relation
to § 6103 is consistent with previous D.C. Circuit decisions involving similar
"displacement" arguments. For example, it had previously rejected a "displace
ment" argument involving the Department of State's Emergency Fund stat-
utes 109 when it held that inasmuch as Exemption 3 is not satisfied· by these
statutes. information cannot be withheld pursuant to them, even though they
were enacted after the FOIA. llo

lOS See Grasso v. IRS, 785 F,2d at 73-74; White v. IRS, 707 F.2d at 900;
Goldsborough v. IRS, No. Y-81-1939, slip op, at 12 (D. Md. May la, 1984);
Green v. IRS, 556 F. Supp. 79, 84 (N.D. Ind. 1982), affd, 734 F,2d 18 (7th
Cir. 1984) (table cite); Meyer v. Department of the Treasury, 82-2 U.S. Tax
Cas. (CCH) , 9678, at 85,448 (W.O. Mich. Oct. 2, 1982).

106 See Osborn v. IRS, 754 F.2d 195, 197-98 (6th Cir. 1985).

lO7 Currie v. IRS, 704 F.2d at 528; accord Grasso v. IRS, 785 F.2d at 74~

Long v. IRS, 742 F.2d at 1177 (also rejecting ERTA Amendment as "displace
ment" statute); Linsteadt v. IRS, 729 F.2d at 1001-02; see also Britt v. IRS,
547 F. Supp. 808, 813 (D.D.C. 1982); Tigar & Buffone v. CIA, 2 Gov't Dis
closure Servo (P-H) 1 81,172, at 81,461 (D.D.C. Feb. 23, 1981).

108Church of Scientology v. IRS, 792 F.2d 146, 148-50 (D.C. CiT. 1986).

109 22 U.S.C. § 2671 (1988); 31 U.S.C. § 107 (1988).

110 See Washington Post Co. v. Unit~Q States D~p't of State, 685 F.2d 698.
703-04 & n.9 (D.C. Cir. 1982), cen. granted, 464 U.S. 812, vacated & re
manded, 464 U.S. 979 (1983). (After the Supreme Court granted the govern
ment's petition for certiorari, the Washington Post Company withdrew its FOIA
request, which had the procedural effect of nullifying the D.C. Circuit's deci
sion. Thus, the Supreme Court has never substantively reviewed this issue.)
See also FOIA Update, Fall 1983, at 11; d. United States Dep't of Justice v.
Tax Analysts, 492 U.S. 136, 153-54 (1989) (FOIA, not 28 U.S.C. § 1914
(1988), governs disclosure of court records in possession of government agen
cies); Paisley v. CIA, 712 F.2d 686, 697 (D,C. Cir. 1983) (FOIA, not Speech

(continued.. ,)
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Yet the D.C. Circuit has held that the procedures of the Presidential Re
cordings and Materials Preservation Ad ll exclusively govern the disclosure
of transcripts of the tape recordings of President Nixon's White House conver
sations, based upon the Act's comprehensive, carefully tailored procedure for
releasing Presidential materials to the public. 112 Thus, the "displacement"
theory may still be advanced for statutes which provide procedures for the
release of information to the public that, in essence, duplicate the procedures
provided by the FOIA,I13 or for statutes which comprehensively override the
FOIA's access scheme. 114 In this connection, it should be noted that the
ForA's specific fee provision referring to other statutes that set fees for partic
ular types of records ll5 has the effect of causing those statutes to "displace"
the FOIA's basic fee provisions. (For a further discussion of this point, see
Fees and Fee Waivers, below.)"

Additional Considerations

Certain statutes fail to meet the requisites of either Exemption 3 prong.
For instance, the Court of Appeals for the District of Columbia Circuit, in "
holding that proVisions governing the FBI's sharing of "rap sheets"116 do not
qualify as an Exemption 3 statute because they do not expressly prohibit the
disclosure of "rap sheets," explained that even if the provisions met the exemp
tion's threshold requirement, they would not qualify as an Exemption 3 statute
as they fail to satisfy either of its subparts. 117 Similarly, the Copyright Act of
1976 118 has been held to satisfy neither Exemption 3 subpan because rather
than prohibiting disclosure, it specifically permits public inspection of copy-

110(. .• continued)
or Debate Clause, is definitive word on disclosure of information within gov
ernment's possession); Church of Scientology v. United States Postal Serv., 633
F.2d 1327, 1333 (9th Cir. 1980) (postal statute does not displace more detailed
and later-enacted ForA absent specific indication of congressional intent to the
contrary).

11144 U.S.C. § 2111 (1988).

112 Ricchio v. Kline, 773 F.2d 1389, 1395 (D.C. Cir. 1985).

1I3 See Church of Scientology v. IRS, 792 F.2d at 149 (dictum).

114 See Ricchio v. Kline, 773 F.2dat 1395; d. SOC Dev. Corp. v. Math
ews, 542 F.2d 1116, 1120 (9th Cir. 1976) (reaching "displacement-type" result
for records governed by National Library of Medicine Act, 42 U.S.C. § 275
(1988»; FOrA Update, Fall 1990, at 7-8 n.32.

115 5 U.S.c. § 552(a)(4)(A)(vi) (1988).

116 28 U.S.C. § 534 (1988).

117 Reporters Comm. for Freedom of the Press v. United States Dep't of
Justjce, 816 F.ld 730, 736 n.9 (D.C. Cir.), modified on other grounds, 831
F.2d 1124 (D.C. Cir. 1987), [ev'd on other grounds, 489 U.S. 749 (1989).

118 17 U.S.C. § 705(b) (1988).

- 90 -



EXEMPTION 3

righted documents. \ \q It has also been held that section 360j(h) of the Medi
cal Dev ice Amendments of 1976120 is not an Exemption 3 statute because it
does not specifically prohibit disclosure of records, 121 nor is section 410(c)(6)
of the Postal Reorganization Actin because the broad discretion afforded the
Postal Service to release or withhold records is not sufficiently specific. 123

A particularly difficult Exemption 3 issue was finally put to rest by the
Supreme Court in 1988. In analyzing the applicability of Exemption 3 to the
Parole Commission and ReorganizatIon Ad24 and Rule 32 of the Federal
Rules of Criminal Procedure, each of which governs the disclosure of presen
tence reports, the Supreme Court decisively held that they are Exemption 3 stat~

utes in part. m The Court found that they do not permit the Withholding of an
entire presentence report, but rather only those portions of a presentence report
pertaining to a probation officer's sentencing recommendations, certain diagnos
tic opinions, information obtained upon a promise of confidentiality, and infor
mation which, if disclosed, might result in harm to any person, and that "the
remaining pans of the reports are not covered by this exemption, and thus must
be disclosed unless there is some other exemption which applies to them." 126

Another Exemption 3 issue concerns the Trade Secrets Actl27 which pro
hibits the unauthorized disclosure of commercial and financial information. Al
though the Supreme Court declined to decide whether the Trade Secrets Act is
an Exemption 3 statute,128 most courts confronted with the issue have held
that it is not. 119

119 See St. Paul's Benevolent Educ. & Missionary lnst. v. United States,
506 F. Supp. 822, 830 (N.D. Ga. 1980); see also FOIA Update, Fall 1983, at
3-5 ("DIP Guidance: Copyrighted Materials and the FOIA").

120 21 U.S.C. § 360j(h) (1988).

121 Public Citizen Health Research Group v. FDA, 704 F.2d 1280, 1286
(D.C.Cir. 1983).

122 39 U.S.C. § 41O(c)(6) (1988).

123 Church of Scientology v. United States Postal Serv., 633 F.2d 1327,
1333 (9th Cir. 1980).

124 18 U.S.C. § 4208 (1988).

125 United States Dep't of Justice v. Julian, 486 U.S. 1,9 (1988).

126~ at 11; see also FOIA Update, Spring 1988, at 1-2.

127 18 U.S.c. § 1905 (1988).

128 Chrysler Corp. v. Brown, 441 U.S. 281, 319 n.49 (1979).

129 See, e:g., Anderson v. HHS, 907 F.2d 936, 949 (lOth Cir. 1990)
(" [T]he broad and ill-defined wording of § 1905 fails to meet either of the re
quirements of Exemption 3. "); Acumenics Research & Technology v. United

(continued ...)
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In 1987, the D.C. Circuit issued a long-awaited decision which "defini
tively" resolved the issue by holding that the Trade Secrets Act does not satisfy
either of amended Exemption 3's requirements and thus does not qualify as a
separate withholding statute .130 First, its prohibition against disclosure is not
absolute, as it prohibits only those disclosures that are "not authorized by
law. "131 Because duly promulgated agency regulations can provide the neces
sary authorization for release, the agency "possesses discretion to control the
applicability" of the Act. 132 The existence of this discretion precludes the
Trade Secrets Act from satisfying subpart (A) of Exemption 3. l33 Moreover,
the court held that the Trade Secrets Act fails to satisfy the first prong of sub
part (B) because it "in no way channels the discretion of agency decision
rnakers."134 Indeed, the court concluded, this utter lack of statutory guidance
renders the Trade Secrets Act 'susceptible to invocation at the "whim of an ad
ministrator. "m Finally, it was held that the Act also fails to satisfy the sec
ond prong of subpart (B) because of the "encyclopedic character" of the materi
al within its scope and the absence of any limitation on the agencies covered or
the sources of data included. 136 Given all these elements, the court held that
the Trade Secrets Act simply does not qualify as an Exemption 3 statute. 137

The D.C. Circuit's decision on this issue is entirely consistent with the
legislative history of the 1976 amendment to Exemption 3, which states that the

129(...continued)
States Dep't of Justice, 843 F.2d 800, 805 n.6, 806 (4th Cir. 1988) (finding
"no basis" for argument that Exemption 3 and § 1905 prevent disclosure of
information that is outside scope of Exemption 4); General Elec. Co. v. NRC,
750 F.2d 1394, 1401-02 (7th Cir. 1984) (same); National Parks & Conservation
Ass'n v. Kleppe, 547 F.2d 673, 686~87 (D.C. Cir. 1976) (implying that
§ 1905's prohibition is too general to be incorporated into Exemption 3); see
also 9 to 5 Org. of Women Office Workers v. Board of Governors of the Fed.
Reserve Sys., 721 F.2d 1, 12 (lst Cir. 1983) (specifically declining to address
issue); United Technologies Corp. v. Marshall, 464 F. Supp. 845, 851 (D.
Conn. 1979); St. Mary's Hasp., Inc. v. Califano, 462 F. Supp. 315, 317 (S.D.
Fla. 1978), aff'd sub nom. St. Mary's Hosp.! Inc. v. Harris, 604 F.2d 407 (5th
Cir. 1979); accord FOrA Update, Summer 1985, at 3 ("alP Guidance: Discre
tionary Disclosure and Exemption 4").

130 CNA Fin. Corp. v. Donovan, 830 F.2d 1132, 1137-43 (D.C. Cir.
1987), cert. denied, 485 U.S. 977 (1988).

131 Id. at 1138.

132 Id. at 1139.

133 Id; at 1138.

134 Id. at 1139.

135 Id.

136 Id. at 1140-41.

137 Id. at 1141.
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Trade Secrets Act was not intended to qualify as a nondisclosure statute within
the exemption's purview and that any analysis of trade secrets and commercial
or financial infonnation should focus instead on the applicability of Exemption
4. 138 It also followed the Department of Justice's stated policy position on the
issue. l)9

Lastly, a particularly controversial issue at one time was whether the
Privacy Act of 1974140 could serve as an Exemption 3 statute. The Privacy
Act authorizes an individual to obtain access to those federal records maintained
under the individual's name or personal identifier, subject to certain broad, sys
tem-wide exemptions. \41 If the Privacy Act had been regarded as an Exemp~

tion 3 statute, records exempt from disclosure to first-party requesters under the
Privacy Act also would have been exempt under the FOIA; if not, requesters
would have been able to obtain information on themselves under the FOIA not
withstanding that such information was exempt under the Privacy Act. In the
early 1980's, the Department of Justice took the position that the Privacy Act
was an Exemption 3 statute within the fIrst-party requester context. \41 When
a conflict subsequently arose among the circuits which considered the proper re
lationship between these two access statutes, the Supreme Court agreed to
resolve the issue. 143 However, these cases became moot when Congress, up-
on enacting the Central Intelligence Agency Information Act in 1984, explicitly
provided that the Privacy Act is not an Exemption 3 statute. l44 Thus, the Su
preme Court dismissed the appeals in these cases and this issue has been placed
entirely to rest. 145

138 H.R. Rep. No. 880, 94th Cong., 2d Sess. 23 (1976), reprinted in 1976
U.S.C.C.A.N. 2191, 2205; see Anderson v. HHS, 907 F.2d at 949-50; CNA
Fin. Corp. v. Donovan, 830 F.2d at 1142 n.70; see also Acumenics Research
& Technology v. United States Dep't of Justice, 843 F .2d at 805 n.6; General
Elec. Co. v. NRC, 750 F.2d at 1401-02; General Dynamics Corp. v. Marshall,
607 F.2d 234, 236-37 (8th Cir. 1979).

139 See FOIA Update, Summer 1986. at 6 (advising agencies that Trade
Secrets Act should not be regarded as Exemption 3 statute).

140 5 U.S.C. § 552a (1988 & Supp. IV 1992).

141 See. e.g., 5 U.S.C, § 552a(j)(2).

141 See FOrA UPdate, Spring 1983, at 3.

143 See Provenzano v. United States Dep't of Justice, 717 F.2d 799 (3d Cir.
1983), cert. granted, 466 U.S. 926 (1984); Shapiro v. DEA, 721 F.2d 215 (7th
Cir. 1983), cert. granted, 466 U.S. 926 (1984).

t44 Pub. L. No. 98-477, § 2(e), 98 Stat. 2209, 2212 (1984) (amending what
is now subsection (t) of the Privacy Act).

145 See United States Dep't of Justice v. Provenzano, 469 U.S. 14 (1984);
FOIA Update, Fall 1984, at 4.
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EXEMPTION 4

Exemption 4 of the FOIA protects "trade secrets and commercial or fi
nancial information obtained from a person [that is] privileged or confiden-
tial. III This exemption is intended to protect the interests of both the govern
ment and submitters of information. It encourages the voluntary submission of
useful commercial or financial information to the government and provides as
surance that stich information will be reliable. The exemption also protects
those who are required to submit such commercial or financial information from
the competitive disadvantages that could result from disclosure. The exemption
covers two broad categories of information in federal agency records: (1) trade
secrets; and (2) information which is (a) commercial or financial, and (b) ob
tained from a person, and (c) privileged or confidential.

Trade Secrets

For purposes of Exemption 4, the Coun of Appeals for the District of
Columbia Circuit in Public Citizen Health Research Group v. FDA,2 has adopt
ed a narrow "cornman law" definition of the term "trade secret" that differs
from the broad definition used in the Restatement of Torts. The D.C. Circuit's
decision in Public Citizen represented a distinct departure from what until then
had been almost universally accepted by the courts--that "trade secret" is a
broad tenn extending to virtually any information that provides a competitive
advantage. In Public Citizen, the term "trade secret" was narrowly defined as
"a secret, commercially valuable plan, fonnula, process, or device that is used
for the making, preparing, compounding, or processing of trade commodities
and that can be said to be the end product of either innovation or substantial ef
fort. "3 This definition requires that there be a "direct relationship" between the
trade secret and the productive process.4

I 5 U.S.C. § 552(b)(4) (1988).

2704 F.2d 1280, 1288 (D.C. Cir. 1983).

3 Id.

4 Id.; see, e.g., Citizens Comm'n on Human Rights v. FDA, No. 92-5313,
slip op. at 14 (C.D. Cal. May 10, 1993) ("infonnation about how a pioneer
drug product is formulated, chemically composed, manufactured, and quality
controlled" held protectible as trade secrets); Pacific Sky Supply. InQ. v. De
partment of the Air Force, No. 86-2044, slip op. at 1-2 (D.D.C. Nov. 20,
1987) (design drawings of airplane fuel pumps developed by private company
and used by Air Force held protectible as trade secrets), modifying (D.D.C.
Sept. 29, 1987), motion to amend judgment denied (D.D.C. Dec. 16, 1987);
Yamamoto v. IRS, No. 83-2160, slip op. at 2 (D.D.C. Nov. 16, 1983) (report
on computation of standard mileage rate prepared by private company and used
by IRS held protectible as trade secret); ct. Myers v. Williams, No. 92-1609
(D. Or. Apr. 21, 1993) (preliminary injunction granted to prevent FOrA re
quester from disclosing trade secret acquired through mistaken, but nonetheless
official, FOIA release) (non-FOIA case).
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Three years ago, the Court of Appeals for the Tenth Circuit expressly
adopted the D.C. Circuit's narrow definition of the term "trade secret," finding
it "more consistent with the policies behind the FOIA than the broad Restate
ment definition. loS In so doing, the Tenth Circuit noted that adoption of the
broader Restatement definition "would render superfluous" the remaining cat
egory of Exemption 4 information "because there would be no category of in
formation falling within the latter" category that would be "outside" the reach
of the trade secret category.6 Like the D.C. Circuit, the Tenth Circuit was
"reluctant to construe the r01A in such a manner. ,,7

~:ommercial or Financial Information

The overwhelming hulk of Exemption 4 cases focus on whether the with
held information falls within its second, much larger category. To do so, the
information must be commercial or financial, obtained from a person, and
privileged or confidential.8

If information relates to business or trade, courts have little difficulty in
considering it "commercial or flnancial. "9 The Court of Appeals for the Dis
trict of Columbia Circuit has firmly held that these terms should be given their
"ordinary meanings," and has specifically rejected the argument that the term
"commercial" be confined to records that II reveal basic commercial operations,"
holding instead that records are commercial so long as the submitter has a
"commercial interest" in them. 1O Similarly, in a case involving information

5 Anderson v. HHS, 907 F.2d 936, 944 (lOth eir. 1990).

6I.Q....

7 Id.

a See, e.g., Gulf & Western Indus. v. United States, 615 F.2d 527, 529
(D.C. Cir. 1979); Consumers Union v. VA, 301 F. Supp. 796, 802 (S.D.N.Y.
1969), appeal dismissed as moot, 436 F.2d 1363 (2d Cir. 1971).

9 See, e.g., RMS Indus. v. DOD, No. C-92-1545, slip op. at 6 (N.D. Cal.
Nov. 24, 1992) (requested "information is all financial because it directly re
flects the financial capability of the companies to perform" a government con
tract and was obtained "in the bidding and award process").

lO Public Citizen Health Research Group v. FDA, 704 F.2d 1280, 1290
(D.C. Cif. 1983) {citing Washington Post Co. v. HHS, 690 F.2d 252, 266
(D.C. Cir. 1982); Board of Trade v. Commodity Futures Trading Comm'n,
627 F.2d 392, 403 (D.C. CiL 1980»; see. e.g., Allnet Communication Servs.,
Inc. v. FCC, 800 F. Supp. 984, 988 (D.D.C. 1992) (appeal pending); rsc
Group v. DOD, No. 88-631, slip op. at 7 (D.D.C. May 22, 1989); MIA-COM
Info. Sys. v. HHS, 656 F. Supp. 691, 692 (D.D.C. 1986) (settlement negoti
ation documents reflecting "accounting and other internal procedures" deemed
"commercial" as submitter had "commercial interest" in them); see also FOIA
Update, Winter 1985, at 3-4 (JlOIP Guidance: Protecting Intrinsic Commercial
Value"); FOIA Updat~, Fall 1983, at 3-5 ("OIP Guidance: Copyrighted Mate~

(continued... )
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submitted by a labor union, the Court of Appeals for the Second Circuit held
that the term "commercial" includes anything "penaining or relating to or deal
ing with commerce. III J Indeed, commercial information can include even ma
terial submitted by a nonprofit entity. 12

Moreover, protection for financial information is not limited to economic
data generated solely by corporations or other business entities. but rather has
been held to apply to personal financial information as well. IJ Examples of
items generalty regarded as commercial or financial information include: busi
ness sales statistics; research data; technical designs; customer and supplier
lists; profit and loss data; overhead and operating costs; and information on fi
nancial condition. 14

Obtained from a "Person"

The second of Exemption 4's specific criteria, that the information be
,.obtained from a person," is quite easily met in almost all circumstances. The
term "person" refers to a wide range of entities, including corporations, state

to(. .. continued)
erials and the FOIA "). But see also Washington Research Project, Inc. v.
HEW, 504 F.2d 238,24445 (D.C. Cir. 1974) (scientific research designs sub
mitted in grant applications not "commercial" absent showing that the research
itself had any commercial character), cert. denied, 421 U.S. 963 (1975).

II American Airlines. Inc. v. National Mediation Bd., 588 F.2d 863, 870
(2d Cir. 1978); see also Hustead v. NQrwood, 529 F. Supp. 323, 326 (S.D.
Fla. 1981) ("information relating to the employment and unemployment of
workers constitutes commercial or financial information"); Brockway v. Depart
ment of the Air Force, 370 F. Supp. 738, 740 (N.D. Iowa 1974) (reports gen
erated by a commercial enterprise "must generally be considered commercial
information"), rev'd on other grounds) 518 F.2d 1184 (8th Cir. 1975).

12 Critical Mass Energy Project v. NRC, 975 F.2d 871,880 (D.C. Cir.
1992) (en bane) (finding that safety reports submitted by nonprofit consortium
of nuclear power plants were "commercial in nature"), cert. denied, 113 S. Ct.
1579 (1993); see also Sharyland Water Supply Corp. v.Block, 755 F.2d 397,
398 (5th Cir.) (nonprofit water supply company's audit reports deemed "clearly
commercial"), cerro denied, 471 U.S. 1137 (1985); American Airlines, Inc. v.
National Mediation Bd., 588 F.2d at 870 (nonprofit union's information deemed
"commercial ").

13 See Washington Post CO. V. HHS, 690 F.2d at 266; FOIA Update, Fall
1983, at 14. But see also Washington Post Co. v. HHS, 690 F.2d at 266 (list
of nonfederal employment positions held not "financial" within meaning of
Exemption 4).

14 See, e.g., Landfair v. United States Dep't of the Army, 645 F. Supp.
325, 327 (D.D.C. 1986).
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governments and agencies of foreign governments. IS The courts have held,
however, that information generated by the federal government is not "obtained
from a person" and is therefore excluded from Exemption 4's coverage. 16

Such information might possibly be protectible under Exemption 5, though,
which incorporates a qualified privilege for sensitive commercial or financial
information generated by the government. 17 (For a further discussion of the
"commercial privilege," see Exemption 5, below.)

Documents prepared by the government can still come within Exemption
4, however, if they simply contain summaries or reformulations of information
supplied by a source outside the government. 18 Moreover, the mere fact that
the government supervises or directs the preparation of information submitted
by sources outside the government does not preclude that information from
being "obtained from a person. "19

15 See. e.g., Comstock In1'1. Inc. v. Export-Import Bank, 464 F. Supp.
804, 806 (D.D.C. 1979) (corporation); Hustead v. Norwood, 529 F. Supp.
323,326 (S.D. Fla. 1981) (stat~ government); Stone v. Export-Import Bank:,
552 F.2d 132, 137 (5th Cir. 1977) (foreign government agency), cert. denied,
434 U.S. 1012 (1978); see also Neal-Cooper Grain Co. v. Kissinger, 385 F.
Supp. 769, 776 (D.D.C. 1974) (foreign goverrunent or instrumentality is "per
son" for purposes of FOIA).

\6 See AHnet Communication Servs., Inc. v. FCC, 800 F. Supp. 984, 988
(D.D.C. 1992) ("person" under Exemption 4 "refers to a wide range of entities
including corporations, associations and public or private organizations other
than agencies") (appeal pending); see also, e.g., Board of Trade v. Commodity
Futures Trading Comm'n, 627 F,2d 392, 404 (D.C. Cir. 1980); Buff{!lo Eve
ning News, Inc. v. SBA, 666 F. Supp. 467, 469 (W.D.N.Y, 1987); Consumers
Union v. VA, 301 F. Supp. 796, 803 (S.D.N.Y. 1969), appeal dismissed as
moot, 436 F.2d 1363 (2d Cir. 1971).

17 See Federal Open Mkt. Comro. v. Merrill, 443 U.S. 340, 360 (1979);
accord Morrison-Knudsen Co. v. Department of the Army of the United States,
595 F. Supp. 352, 354-56 (D.D.C. 1984), aff'd, 762 F.2d 138 (D.C. Cir.
1985).

18 See. e.g., Gulf & Western Indus. v. United States, 615 F.2d 527, 529
(D.C. Cir. 1979); Mulloy v. Consumer Prod. Safety Comm'n, No. 85-645, slip
op. at 2 (S.D. Ohio Aug. 2, 1985) (manufacturing and sales data compiled in
Establishment Inspection Report prepared by Commission investigator after on-

. site visit to plam held protectible under Exemption 4), aff'd, No. 85-3720 (6th
Cir. July 22, 1986); BDM Corp. v. SBA, 2 Gov't Disclosure Servo (P-H)
'81,044, at 81,121 (D.D.C, Dec. 4, 1980).

19 Silverberg v. HHS, No. 89-2743, slip op. at 6 (D.D.C. June 14, 1991),
appeal dismissed per stipulation, No. 91-5255 (D.C. Cir, Sept, 2, 1993); Dan
i~l~ Mfg. Corp. v. DOD, No. 85-291, slip op. at 4 (M.D. Fla. June 3, 1986).
But see Consumers Union v. VA, 301 F. Supp. at 803 (where product testing
was actually perfonned by government personnet, using their expertise and
government equipment, resulting data held not "obtained from a person" for
purposes of Exemption 4).



EXEJ\1PTION 4

"Confidential" Infonnation

The third requirement of Exemption 4 is met if information is "privileged
or confidential." By far, most Exemption 4 litigation has focused on whether
or not requested information is "confidential" for purposes of Exemption 4. In
earlier years, courts based the application of Exemption 4 upon whether there
was a promise of confidentiality by the government to the submitting party ,20

or whetl1er the information was of the type not customarily released to the
public by the sUbmitter. 21

These earlier tests were then superseded by the rule of National Parks &
Conservation Ass'n v. Morton,ll long considered to be the leading case on the
issue, which significantly altered the test f(jr confidentiality under Exemption 4.
In National Parks, the Court of Appeals for the District of Columbia Circuit
held that the test for confidentiality was an objective one. 23 Thus, whether
information would customarily be disclosed to the pUblic by the person from
whom it was obtained was not considered dispositive. 24 Likewise, an agency's
promise that information would not be released was not considered disposi
tiveY Instead, the D.C. Circuit declared in National Parks that the term "con
fidential" should be read to protect governmental interests as well as private
ones, according to the following two-part test:

To summarize, commercial or financial matter is "confiden
tial" for purposes of the exemption if disclosure of the information
is likely to have either of the following effects: (1) to impair the
Government's ability to obtain necessary information in the future;
or (2) to cause substantial harm to the competitive position of the
person from whom the information was obtained. 26

These two principal Exemption 4 tests, which apply disjunctively, have
often been referred to in subsequent cases as the "impairment prong" and the
"competitive harm prong. It In National Parks, the D.C. Circuit expressly
reserved the question of whether any other governmental interests-~such as
compliance or program effectiveness-~might also be embodied in a "third

20 See, e.g., GSA v. Benson, 415 F.2d 878, 881 (9th Cir. 1969).

2\ See, e.g., Sterling Drug, Inc. v. FTC, 450 F.2d 698, 709 (D.C, Cir.
1971); M.A. Schapiro & Co. v. SEC, 339 F. Supp. 467, 471 (D.D.C. 1972).

22 498 F.2d 765 (D.C. Cir. 1974).

23 ld. at 766.

t4 Id. at 767.

25 Washington Post Co. v. HHS, 690 F.2d 252, 268 (D.C. Cir. 1982)
(citing ~ationalParks, 498 F.2d at 766).

26 498 F.2d at 770.
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prong" of the exemption. n

Two years ago, in a surprising new development, D.C. Circuit Court
Judge Randolph, joined by Circuit Court Judge Williams, suggested in a con~

curring opinion in Critical Mass Energy Project v. NRC, that if it were a ques
tion of first impression, they would "apply the common meaning of [the word]
'confidential' and [would] reject" the National Parks test altogether.2a Judges
Randolph and Williams contended that there was no "legitimate basis" for the
D.C. Circuit's addition of "some two-pronged 'objective' test" for determining
if material was "confidential tI in light of the unambiguous language of the ex.
emption. 29 Nevertheless, they recognized that they "were not at liberty" to
apply their "common sense" definition because the D.C Circuit had "endorsed
the National Parks definition many times," thus compelling them to follow it as
wel1. 30 Accordingly, the govermnent petitioned for, and was granted, an en
banc rehearing in Critical Mass J1 so that the full D.C. Circuit could have an
opportunity to consider whether the definition of confidentiality set forth in
National Parks-~and followed by the panel majority in Critical Mass--was in
deed faithful to the language and legislative intent of Exemption 4. 32

In August of 1992, the D.C. Circuit issued its en bane decision in Criti·
cal Mass. After examining the "arguments in favor of overturning National
Parkii, [the court] concJude[d] that none justifies the abandonment of so well
established a precedent. "33 This ruling was founded on the principle of stare
decisis--which counsels against the overruling of an established precedent.~4

The D.C. Circuit determined that "[i)n obedience to" stare decisis, it would not
"set aside circuit precedent of almost twenty years' standing. "3~ In so holding,
it noted the "widespread acceptance of National Parks by [the} other circuits,"
the lack of any subsequent action by Congress that would remove the "'concep
tual underpinnings'" of the decision, and the fact that the test had not proven to

27 Id. at 770 n.17.

28 931 F.2d 939, 948 (D.C. Cir.) (Randolph & Williams, 11., concurring),
vacated & reh'g en banc granted, 942 F.2d 799 (D.C. Cir. 1991), grant of
summarY judgment to agency affd en bane, 975 F.2d 871 (D.C. Cir. 1992),
cert. denied, 113 S. Ct. 1579 (1993).

29 931 F.2d at 948.

30 Id.

31 942 F.2d 799 (D.C. Cir. 1991).

32 See ForA Update, Fall 1992, at 1.

33975 F.2d 871, 877 (D.C. Cif. 1992), cert. denied, 113 S. C1. 1579
(1993).

J4 975 F.2d at 875.
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be "so flawed that [it] would be .justified in setting it aside. ")6

Although the National Parks test for confidentiality under Exemption 4
was thus reaffirmed, the fun D.C. Circuit went on to "correct some misunder
standings as to its scope and application. ")7 Specifically, the court "confined"
the reach of National Parks and established an entirely new standard to be used
for determining whether information "voluntarily" submitted to an agency is
"confidential. "38 The United States Supreme Court declined to review the
D.C. Circuit's en bane decision39 and thus it now stands as the leading Ex
emption 4 case on this issue. 4o

The Critical Mass Decision

Through its en bane decision in Critical Mass. a'seven-to-four majority of
the Court of Appeals for the District of Columbia Circuit established two dis
tinct standards to be used in determining whether commercial or financial infor
mation submitted to an agency is "confidential" under Exemption 4.41 Specifi
cally, the tests for confidentiality set forth in National Parks & Conservation
Ass'n v. Morton,42 were confined lito the category of cases to which {they
were] first applied; namely, those in which a FOIA request is made for finan
cial or commercial information a person was obliged to furnish the Govern
ment."43 The D.C. Circuit announced an entirely new test for the protection
of information that is "yoluntarily" submitted: Such information is now cate
gorically protected provided it is not "customarily" disclosed to the public by
the submitter. 44

In reaching this result, the D.C. Circuit first examined the bases for its
decision in National Parks and then identified various interests of both the
government and submitters of information that are protected by Exemption 4Y
By so doing. it found that different interests are implicated depending upon
whether the requested information was submitted voluntarily or under compul~

36 Id. at 876-77.

37 Id. at 875.

38 Id. at 871, 879.

39 113 S. C1. 1579 (1993).

40 See FQIA Update, Spring 1993, at 1.

41 975 F.2d 871. 879 (D.C. Cir. 1992), cerro denied, 113 S. Ct. 1579
(1993).

42 498 F.2d 765, 770 (D.C. Cir. 1974).

43 975 F.2d at 880.

44 Id. at 879.

45 Id. at 877-79.
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sion.46 As to the government's interests, the D.C. Circuit found, where sub
mission of the information is "compelled" by the government the interest pro
tected by nondisclosure is that of ensuring the continued reliability of the infor
mation. 47 On the other hand, it concluded, where information is submitted on
a "volumary" basis. the governmental interest protected by nondisclosure is that
of ensuring the cominued and full availability of the information. 48

The D.C. Circuit found that this same dichotomy between compelled and
voluntary submissions applies to the submitter's interests as well: Where sub
mission of information is compelled, the harm to the submitter's interest is the
"commercial disadvantage" that is recognized under the National Parks "com_
petitive injury" prong. 49 Where information is volunteered, on the other hand,
the exemption recognizes a different imerest of the submitter--that of protecting
information that "for whatever reason, 'would customarily not be released to
the public by the person from whom it was obtained. "'50

Having delineated these various interests that are protected by Exemption
4, the D.C. Circuit then noted that the Supreme Court had "encouraged the
development of categorical rules~' in FOIA cases "whenever a particular set of
facts will lead to a generally predictable application. "SI The court found that
the circumstances of the Critical Mass case--which involved voluntarily submit
ted reports--Ient themselves to such tt categorical" treatment. 52

Accordingly, the D.C. Circuit held that it was reaffirming the National
Parks test for "determining the confldentiality of information submltted under
compulsion," but was announcing a categorical rule for the protection of infor
mation provided on a voluntary basis.53 It declared that such voluntarily pro
vided information is "'confidential' for the purpose of Exemption 4 if it is of a
kind that would customarily not be released to the public by the person from
whom it was obtained. "54 It also emphasized that this categorical test for vol
untarily submitted information is "objective" and that the agency invoking it

46 llL.

47 .liL at 878.

48 Id.

49 Id.

so Id. (citing Sterling Drug. Inc. v. FTC, 450 F.2d 698. 709 (D.C. Cir.
1971».

51 Id. at 879 (citing United States Del''t of Justice v. Reporters Carom. for
Freedom of the Press, 489 U.S. 749 (1989».

52 .liL

53 llL.

54 Id.
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"must meet the burden of proving the provider's custom. "55

Applying this test to the information at issue in the Critical Mass case,
the D.C. Circuit agreed with the district court's conclusion that the reports
were commercial in nature, that they were provided to the agency on a volun
tary basis. and that the submitter did not customarily release them to the pub
IiC. 56 Thus, the reports were found to be confidential and exempt from disclo
sure under this new test for Exemption 4.57

The D.C. Circuit concluded its opinion by observing the objection raised
by the requester in the case that the new test announced by the court II may lead
government agencies and industry to conspire to keep information from the
public by agreeing to the voluntary submission of information that the agency
has the power to compel. IIS8 The court dismissed this objection on the
grounds that there is "no provision in FOIA that obliges agencies to exercise
their regulatory authority in a manner that will maximize the amount of infor
mation that will be made available to the public through that Act" and that it
did not "see any reason to interfere" with an agency's "exercise of its own
discretion in determining how it can best secure the information it needs. "59

Applying Critical Mass

The pivotal issue that has arisen as a result of the decision in Critical
Mass,60 is the distinction that the court drew between information "required"
to be submitted to an agency and information provided "voluntarily." Although
the Court of Appeals for the District of Columbia Circuit never expressly artic
ulated a definition of these two terms in its opinion in Critical Mass, the De-

5S Id.

56 Id. at 880 (citing first district court decision and first panel decision in
Critical Mass, which recognized that submitter made reports available on confi
dential basis to individuals and organizations involved in nuclear power produc
tion process pursuant to explicit nondisclosure policy).

57 Id.; see also AHnet Communication Servs .. Inc. v. FCC, 800 F. Supp.
984, 990 (D.D.C. 1992) (applying newly established Critical Mass test and
holding that voluntarily submitted information properly withheld because it had
been "amply demonstrated" that it would not be customarily released to public)
(appeal pending).

58 975 F.2d at880.

59 Id.; see Animal Legal Defense Fund v. Secretary of Agric., 813 F. Supp.
882, 892 (D.D.C. 1993) (based upon this holding in Critical Mass, court found
that there was "nothing" it could do, "however much it might be inclined to do
sO,'\ to upset agency regulations that permitted regulated entities to keep docu
ments "on-site," outside possession of agency, and thus unreachable under
FOIA) (non-FOIA case brought under Administrative Procedure Act),

60 975 F.2d 871 (D.C. Cir. 1992) (en bane), cert. denied, 113 S. Cc. 1579
(1993).
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partment of Justice has issued policy guidance on this subject based upon an
extensive analysis of the underlying rationale of the D.C. Circuit's decision, as
well as several other indications of the court's intent. 61 It has concluded that a
submitter's voluntary participation in an activity··such as seeking a government
contract or applying for a grant or a Joan--does not govern whether any submis
sions made in connection with that activity are likewise "voluntary. "62 Rather
than examining the nature of a submitter's participation in an activity, agencies
are advised to focus on whether submission of the information at issue was
required by those who chose to participate.63 The Department of Justice's
policy guidance on Critical Mass also points out that information can be "re
quired" to be submitted by a broad range of legal authorities, including infor
mal mandates that call for submission as a condition of doing business with the
government. 64 Furthermore, the existence of agency authority to require sub
mission of information does not automatically mean such a submission is "re
quired"; the agency authority must actually be exercised in order for a par
ticular submission to be deemed "required. "65

There has been only one case decided thus far that contains any detailed
analysis of the Critical Mass distinction between "voluntary" and "required"
submissions.66 In that case, involving an application for approval to transfer a
contract, the court found that the submission had been required both by the
agency's statute--which did not, on its face, apply to the submission at issue,
but was found to apply based upon the agency's longstanding practice of inter
preting the statute more broadly-wand by the agency's letter to the submitters
which required them to "submit the documents as a condition necessary to
receiving approval of their application. "67 Using the same approach as the
Department of Justice's Critical Mass guidance, the court specifically held that
"[u)nder Critical Mass, submissions that are required to realize the benefits of a
voluntary program are to be considered mandatory. ,,68

61 See FOrA Update, Spring 1993, at 3-5 ("OlP Guidance: The Critical
Mass Distinction Under Exemption 4"); see also id. at 6-7 ("Exemption 4 Un
der Critical Mass: Step-By-Step Decisionmaking").

62 Id. at 5.

63 Id.; see also id. at 1 (pointing to significance of this guidance to pro
curement process and to its development in coordination with the Office of

Federal Procurement Policy).

64 Id.; accord Lykes Bros. S.S. Co. v. Pena, No. 92-2780, slip op. at 8-11
(D.D.C. Sept. 2, 1993) (submission "compelled" both by agency statute and by
agency letter sent to submitters) (reverse FOIA suit).

65 FOrA Update, Spring 1993, at 5; accord Government Accountability
Project v. NRC, No. 86-1976, slip op. at 12 (D.D.C. July 2, 1993) (dicta).

66 See Lykes Bros. S.S. Co. v. Pena, slip op. at 7-11.

67 1!L at 9.

68 1!L; accord FOIA Update, Spring 1993, at 3-5.
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There have been five other cases decided subsequent to Critical Mass that
have applied the new voluntary/required distinction, but in none of these deci
sions did the courts set forth any rationale or analysis for their conc1\lsions on
this pivotal issue and instead the information at issue was either summarily
declared to have been voluntarily provided69 or, conversely, to have been re
quired. 70

In one other case, the court discussed the applicability of the Critical
Mass distinction to documents that had been provided to the agency not by their
originator, but as a result of the unauthorized action of a confidential source. 71

Although these documents were not actually at issue in the case, the court
nevertheless elected to analyze their status under Critical Mass.n The court
first noted that the decision in Critical Mass provided it with "little guidance"
as those documents "had heen produced voluntarily by the originator, without
any intervening espionage. 1I73 The court nevenheless opined that in its case
"the secret, unauthorized delivery" of the documents at issue made the submis
sion '''involuntary' in the purest sense," but that application of the "more strin
gent standard for involuntary transfer would contravene the spirit" of Critical
Mass. 74 Thus, the court declared that in such circumstances the proper test
for determining the confidentiality of the documents should be the "more per
missive standard" of Critical Mass, i.e., protection would be afforded if the
information was of a kind that is not customarily released to the public by the
submitter. 75

Under Critical Mass, once information is determined to be voluntarily
provided it is to be afforded protection as "confidential" information" if it is of
a kind that would customarily not be released to the public by the person from

69 See Environmental Technolo~y, Inc. v. EPA, 822 F. Supp. 1226, 1229
(E.D. Va. 1993) (unit price information) (reverse FOrA suit); McDonnell
Douglas Corp. v. Rice, No. 92-2211, transcript at 35 (D.D.C. Sept. 30, 1992)
(bench order) (exercised option price) (non-FOIA case brought under Adminis
trative Procedure Act) (petition for reh'g pending); Cohen, Dunn & Sinclair,
P.C. v. GSA, No. 92-OQ57-A, transcript at 28 (E.D. Va. Sept. 10, 1992)
(bench order) (unit price information).

70 See Africa Fund v. Mosbacher, No. 92-289, slip op. at 15-16 & n.3
(S.D.N.Y. May 26, 1993) (information concerning export license applications);
Citizens Comm'n on Human Rights v. FDA, No. 92-5313, slip op. at 15 (C.D.
Cal. May 10, 1993) (information concerning New Drug Application).

71 Government Accountability Project v. NRC, slip op. at 2.

72 See id. at 10.

73 Id. at 11-12.

74 1f:L at 12.

75 Id.; see also & at 11 (citing Critical Mass, 975 F.2d at 879).
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whom it was obtained. "76 The D.C. Circuit observed in Critical Mass that
this test was "objective" and that the agency invoking it "must meet the burden
of proving the provider's custom. ,\11 The subsequent cases that have applied
this "customary treatment" standard to information found to have been vol
untarily submitted contain rather limited and often conclusory discussions of the
showing necessary to satisfy it. 78 Nevertheless, in one of these cases the court
did provide some useful elaboration by specifically noting and then rejecting, as
"vague hearsay," the requester's contention that there had been "prior, unre
stricted disclosure" of the information at issue. 79 In so doing, the court ex
pressly found the requester's evidence to be "nonspecific" and lacking precision
"regarding dates and times" of the alleged disclosures; conversely, it noted that
the submitter had "provided specific, affirmative evidence that no unrestricted
disclosure" had occurred. 80 Accordingly, the court concluded that it had been
"amply demonstrated" that the information satisfied the customary treatment
standard of Critical Mass. 81

In creating this customary treatment standard, the D.C. Circuit in Critical
Mass articulated the test as dependent upon the treatment afforded the informa
tion by the individual submitter and not the treatment afforded the information
by an industry as a whole. 82 This approach has been followed by all the cases
applying the customary treatment standard thus far, although one court also

76 975 F.2d at 879.

Ti Id.

78 See Government Accountability Project v. NRC, slip op. at 11 (it "is not
to be doubted" that documents are "unavailable to the public"); Environmental
Technology. Inc. v. EPA, 822 F. Supp. at 1229 (it is "readily apparent that the
information is of a kind that [the submitter] would not customarily share with
its competitors or with the general public"); McDonnell Douglas Corp. v. Rice,
transcript at 35 ("it is not challenged that [the submitter] does not customarily
make available to the public the prices it proposes in its contract bids"); Coben,
Dunn & Sinclair, P.C. v. GSA, transcript at 27 (pricing information "is of a
kind that would customarily not be released to the public by the entity from
which it is obtained"); Harrison v. Lujan, No. 90-1512, slip op. at 1 (D.D.C.
Dec. 8, 1992) (agency's "uncontradicted evidence ... establishes that the
documents at issue contain information that the provider would not customarily
make available to the public"); AHnet Communication Serys.. Inc. Y. FCC, 800
F. Supp. 984, 990 (D.D.C. 1992) ("it has been amply demonstr~ted that [the
submitters] would not customarily release the information to the 'public") (ap
peal pending).

79 See Allnet Communication Servs., Inc. Y, FCC, 800 F. Supp. at 989.

80 IsL

8t .kL. at 990.

82 See 975 F.2d at 872, 878, 879, 880; accord FOIA Update, Spring 1993,
at 7 (advising agencies applying customary treatment standard to examine treat
ment afforded information by individual submitter).
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found it "relevant" that the requester--who was a member of the same industry
as the submitters--had, "up until the eve of trial," taken the position that the
type of information at issue ought not to be released. 83 Further, as applied by
the D.C. Circuit in Critical Mass, the customary treatment standard allows for
some disclosures of the information to have been made, provided that such
disclosures were not made to the general pUblic. 8ol

As a matter of sound administrative practice the Department of Justice
has advised agencies to employ procedures analogous to those set forth in Exec
utive Order No. 12,600&5 when making determinations under the customary
treatment standard.86 (For a further discussion of the Executive Order and its
requirements, see Competitive Harm Prong of National Parks, and "Reverse"
FOrA, below.) Accordingly, whenever an agency is uncertain of a submitter's
customary treatment of requested information, the submitter should be notified
and given .an opportunity to provide the agency with a description of its treat
ment of the information, including any disclosures that are customarily made
and the conditions under which such disclosures occur .g1

Impairment Prong of National Parks

For information that is "required" to be submitted to an agency, the
Coun of Appeals for the District of Columbia Circuit has held that the tests for,
confidentiality originally established in National Parks & Conservation Ass'n v.
Morton,aa continue to apply.89 The first of these tests, the impairment prong,
traditionally had been found to be satisfied when an agency demonstrated that
the information at issue was provided voluntarily and that submitting entities
would not provide such information in the future if it were subject to pUblic
disclosure. 9o Conversely, protection under the impairment prong traditionally

83 Cohen, Dunn & Sinclair. P.C. v. GSA, transcript at 27.

84 See 975 F.2d at 880 (specifically citing to lower court decision that noted
records had been provided to numerous interested parties under nondisclosure
agreements, but had not been provided to public-at-large); accord ForA Up
date, Spring 1993, at 7 (advising agencies that customary treatment standard
allows submitter to have made some disclosures of information, provided such
disclosures are not "public" ones) ..

85 3 C.F.R. 235 (1988), ~Qrinted in 5 U.S,C. § 552 note (1988) and in
ForA Updllte, Summer 1987, at 2-3.

86 FOIA Update, Spring 1993, at 7.

88498 f,2d 765, 770 (D.C.Cir. 1974).

89 Critical Mass, 975 F.2d 871. 880 (D.C. Cir. 1992) (en bane), cert.
denied, 113 S, Cr. 1579 (1993).

90 See. e&. Bowen v. FDA, 925 F.2d 1225, 1228 (9th Cir. 1991) (manu
(continued ...)
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has been denied when it was determined that the benefits associated with sub
mission of particular information made it unlikely that the agency's ability to

obtain future such submissions would be impaired. 41

'JO( ... continued)
facturing formulas, processes, quality control and internal security measures
submitted voluntarily to FDA to assist with cyanide-tampering investigations
protected pursuant to impairment prong because agencies relied heavily on such
information and would be less likely to obtain it jf businesses feared it would be
made public); Klayman & Gurley v. United States Dep't of Commerce, No. 88
0783, slip op. at 4 (D.D.C. Apr. 17, 1990); ISC Group v. DOD, No. 88-0631.
slip op. at 7 (D.D.C. May 22, 1989); Landfair v. United States Dep't of the
Arm,.Y. 645 F. Supp. 325. 328 (D.D.C. 1986); Carlisle Tire & Rubber Co. v.
Customs Serv .• I Gov't Disclosure Serv. (P-H) 1 79,162, at 79,268 (D.D.C.
Nov. 21. 1979) (impairment prong satistied when agency's guarantee of confi
dentiality was essential to voluntary cooperation of foreign manufacturers in
providing "essential" information). affd in part, rev'd in part on other grounds.
663 F.2d 210 (D.C. Cir. 1980) ..

91 See, e.g., Buffalo Evening News, Inc. v. SBA, 666 F. Supp. 467. 471
(W. D. N. Y. 1987) (no impairment because it is unlikely that borrowers would
decline benefits associated with obtaining loans simply because status of loan
was released); Daniels Mfg. Corp. v. DOD. No. 85-291, slip op. at 6 (M.D.
Fla. June 3. 1986) (no impairment when submission "virtually mandatory" if
supplier wished to do business with government); Budhwar v. United States
Dep't of the Air Force. 622 F. Supp. 1364, 1377 (D.D.C. 1985) (same). affd
in part & rev'd in part on other grounds, 829 F.2d 182 (D.C. Cir. 1987);
Racal-Milgo Gov't Sys. v. SBA, 559 F. Supp. 4, 6 (D.D.C. 1981) (no impair
ment because "[i]t is unlikely that companies will stop competing for Govern
ment contracts if the prices contracted for are disclosed"); see also Key Bank of
Me., Inc. v. SBA, No. 91-362-P, slip op. at 7 (D. Me. Dec. 31, 1992) (no im
pairment based on speculative assertion that public disclosure of Dun & Brad
street reports will adversely affect company's profits and thus make it "un
likely" that credit agencies will do business with government; this "intimation
regarding impainnent of profits in no way speaks to the ability of affected
credit agencies to continue to exist and supply needed data"); RMS Indus. v,
DOD, No. C-92-1545, slip op. at 7 (N.D. Cal. Nov. 24. 1992) (no impairment
for "contract bid prices, terms and conditions . , . since bias by nature are
offers to provide goods and/or services for a price and under certain terms and
conditions"); Wiley Rein & Fielding v. United States Dep't of Cpmmerce, 782
F. Supp. 675, 677 (D.D.C. 1992) (no impairment given fact that requested doc
uments contained no "sensitive information" and there was "no reason to be
lieve" that such information would not be provided in future), appeal dismissed
as moot, No. 92-5122 (D.C. Cir. Mar. 8, 1993). But see Orion Research. Inc.
v. EPA, 615 F.2d 551,554 (Ist Cir.) (finding impairment for technlcal pro
posals submitted in connection with government contract because release
"would induce potential bidders to submit proposals that do not include novel
ideas"), cert. denied, 449 U.S. 833 (1980); RMS Indus. v. DOD. slip op. at 7
(finding impairment for equipment descriptions. employee, customer, and sub
contractor names submitted in connection with government contract because

(continued... )
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Under the new categorical test announced by the D.C. Circuit in Critical
Mass, the voluntary character of an information submission is now sufficient to
render it exempt, provided the information would not be customarily released to
the public by the submitter. 92 (For a further discussion of this point, see Ap
plying Critical Mass, above.) In this regard, the D.C. Circuit has made it clear
that an agency's unexercised authority, or mere "power to compel" submission
of information, docs not preclude such information from being provided to the
agency "voluntarily. "93 This holding was compatible with several decisions
rendered prior to Critical Mass that had protected information under the impair
ment prong despite the existence of agency authority that could have been used
to compel its submission. 94

As a result of the D.C. Circuit's ruling in Critical Mass the significance
of the impairment prong is undoubtedly diminished. 95 Nevertheless, the D.C.
Circuit recognized that even when agencies require submission of information
"there are circumstances in which disclosure could affect the reliability of such
data. "96 Thus, in the aftermath of Critical Mass, the impairment prong of

9\(... continued)
"bidders only submit such information if it will not be released to their com
petitors"); Cohen, Dunn & Sinclair, P.C. v. GSA, No. 92-0057-A, transcript at

.29 (E.D. Va. Sept. 10, 1992) (bench order) (finding impairment for detailed
unit price information despite lack of "actual proof of a specific bidder being
cautious in its bid or holding back").

92 975 F.2d at 879.

93 Id. at 880; ~ FOIA Update, Spring 1993, at 5 ("OIP Guidance: The
Critical Mass Distinction Under Exemption 4"); see also id. at 6-7 ("Exemption
4 Under Critical Mass: Step-By-Step Decisionmaking").

94 See Timken Co. v. United States Customs Serv., 3 Gov't Disclosure
Servo (P-H) 1 83,234, at 83,974 (D.D.C. June 24, 1983); Klayman & Gurley
v. Department of Commerce, slip op. at 5-6; see also. e.g., Public Citizen
Health Research Group v. FDA, 704 F.2d 1280, 1291 n.29 (D.C. Cir. 1983)
(whether submissions are mandatory was a factor to be considered in an im
pairment claim, but was "not necessarily dispositive"); Washington Post Co. v.
HHS. 690 F.2d 252, 268-69 (D.C. Cir. 1982); Duman V. United States Dep't
of Commerce, 777 F. Supp. 965, 967 (D.D.C. 1991); Atkinson v. SEC, No.
83-2030, slip op. at 4 (D.D.C. Oct. 27, 1983); Stewart v. Customs Serv., 2
Gov't Disclosure Servo (P-H) 181,140, at 81,380 (D.D.C. Feb. 6, 1981). But
see Teich v. FDA, 751 F. Supp. 243,251 (D.D.C. 1990) ("[W}here compelled
cooperation will obtain precisely the same results as voluntary cooperation, an
impairment claim cannot be countenanced. ") (decided prior to Critical Mass and
thus now in conflict with that decision), appeal voluntarily dismissed, No. 91
5023 (D.C. Cir. July 2, 1992).

95 See FOIA Update, Spring 1993, at 7.

96 Critical Mass, 975 F.2d at 878 (citing Washington Post Co. v. HHS, 690
F.2d at 268-69); see also ISCGroup V. DOD, slip op. at 8 (report voluntarily

(continued ...)
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National Parks now applies to those situations where information is required to
be provided, but where disclosure of that information under the FOIA will
result in a diminution of the "reliability" or "quality" of what is submitted.97

If an agency determines that release will not cause impairment. that deci
sion should be given extraordinary deference by the courts. 98 In this regard
there are cwo conflicting decisions addressing the feasibility of a submitter
raising the issue of impairment on behalf of an agency. In one, the district
court ruled that a submitter has "standing" to raise the issue of impairment;99
but in a more recent case, the Court of Appeals for the Fourth Circuit specif
ically refused to allow a submitter to make an impairment argument on the
agency's behalf. 100

A decade ago, in Washington Post Co. v. HHS, the D.C. Circuit held
thac an agency must demonstrate that a threatened impairment is "significant,"
because a "minor" impairment is insufficient to overcome the general disclosure
mandate of the FOIA. 101 Moreover, in Washington Post the D.C. Circuit

96( ... continued)
submitted "may contain more information and be more helpful" to agency "than
any information submitted pursuant to a compulsory production demand"). But
see Silverberg v. HHS, No. 89-2743, slip op. at 11-12 (D.D.C. June 14, 1991)
(rejecting, as "entirely speculative," claim of qualitative impairment based on
contention that laboratory inspectors--who work in teams of three and whose
own identities are protected--would fear litigation and thus be less candid if
names of laboratories they inspected were released), appeal dismissed per stipu
lation, No. 91-5255 (D.C. Cir. Sept. 2, 1993); Teich v. FDA. 751 F. Supp. at
252 (rejecting, as "absurd," contention that companies would be less likely to
conduct and report safety tests to FDA for fear of public disclosure because
companies' own interests in engendering good will and in avoiding product
liability suits is assurance that they will conduct "the most complete testing
program" possible).

97 See 975 F.2d at 878; accord Africa Fund v. Mosbacher, No. 92-289, slip
op. at 17 (S.D.N.Y. May 26, 1993) (protection of information submitted with
ex.port license applications "fosters the provision of full and accurate informa~

tion").

98 See. e.g., General Rlee. Co. v. NRC, 750 F.2d 1394, 1402 (7th Cir.
1984) (observing that there is not "much room for judicial review of the quin
tessentially managerial judgment" that disclosure will not cause impairment);
AT&T Info. Sys. v. GSA, 627 F. Supp. 1396. 1401 (D.D.C. 1986) (fmding
that the agency" 'is in the best position to determine the effect of disclosure on
its ability to obtain necessary technical information'" (quoting Orion Research,
Inc. v. EPA, 615 F.2d at 554», rev'd on procedural grounds & remanded, 810
F.2d 1233 (D.C. Cir. 1987).

99 United Technologies Corp. v. HHS, 574 F. Supp. 86, 89 (D. Del. 1983).

100 Hercules. Inc. v. Marsh. 839 F.2d 1027, 1030 (4th Cir. 1988).

101 690 F.2d at·269.
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held that the factual inquiry concerning the degree of impairment "necessarily
involves a rough balancing of the extent of impairment and the importance of
the information against the public interest in disclosure. It 102 Because the case
was remanded for further proceedings, the court found it unnecessary to decide
the details of such a balancing test at that time. 103

Five years later, in the first panel decision in Critical Mass, the D.C.
Circuit cited Washington Post to reiterate that a threatened impairment must be
significant, but it made no mention whatsoever of a balancing test. 104 The
notion of a balancing test was resurrected in a subsequent decision of the D.C.
Circuit in the WaShington Post case. 105 This time the D.C. Circuit elaborated
on the balancing test--even suggesting that it might apply to all aspects of Ex
emption 4, not just the impairment prong--and held that "information will be
withheld only when the affirmative interests in disclosure on the one side are
outweighed by the factors identified in National Parks I (and its progeny) mili
tating against disclosure on the other side. "106 Because the case was remand-
ed once again (and ultimately was settled), the court did not actually rule on the
outcome of such a balancing process. IO?

The district court decision in Critical Mass, on remand from the first
panel decision of the D.C. Circuit, is the only decision to date to explicitly
apply this balancing test under the impairment prong of Exemption 4. 108 (Al
though it did not expressly reference the term, one other district court has
utilized a balancing test in ruling under the competitive harm prong. 109 For
further discussion of this point, see Competitive Harm Prong of National Parks,
below.) In Critical Mass, the district court held that a consumer organization
requesting information bearing upon the safety of nuclear power plants had "no
particularized need of its own" for access to the information and thus was "re
mitted to the general public interest in disclosure for disclosure's sake to sup
pon its request. 1<110 Although the court conceded that the public has an inter-

102 Id.

!O3 Id.

104 830 F.2d 278, 286 (D.C. Cir. 1987), vacated en bane, 975 F.2d 871
(D.C. Cir. 1992), cert. denied, 113 S. Ct. 1579 (1993).

105 865 F.2d 320, 326-27 (D.C. Cir. 1989).

106 Id. a.t 327.

10? Id. at 328.

108 731 F. Supp. 554, 555-56 (D.D.C. 1990), rev'd in part on other
grounds & remanded, 931 F.2d 939 (D.C. Cir.), vacated & reh'g en bane
granted, 942 F.2d 799 (D.C. Cir. 1991), grant of summary judgment to agency
affd en bane, 975 F.2d 871 (D.C. Cir. 1992), eert. denied, 113 S. Ct. 1579
(1993).

109 See Teich v. FDA, 751 F. Supp. at 243.

11°731 F. Supp. at 556.
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est "of significantly greater moment than idle curiosity" in information concern
ing the safet)' of nuclear power plants. that same interest was shared by the
NRC and the submitter of the information and their interest in preventing dis
closure was deemed to be of "a much more immediate and direct nature. "111

Curiously. when this decision in Critical Mass was subsequently reviewed by
the both a second panel of the D.C. Circuit and then by the entire D.C. Circuit
sitting en banc, no mention was made of any balancing test under Exemption
4. 112

Competitive Harm Prong of National Parks

The great majority of Exemption 4 cases have involved the competitive
harm prong of the test for confidentiality established in National Parks & Con
servation Ass'n v. Morton. 1l3 In order for an agency to make a determina
tion under this prong it is essential that the submitter of the requested informa
tion be given an opportunity to provide the agency with its views on the possi
ble competitive harm that would be caused by disclosure. While such an op
portunity had long been voluntarily afforded submitters by several agencies and
had been recommended by the Department of Justice. 114 it is now required by
executive order. Executive Order No. 12,600115 now provides for mandatory
notification of submitters of confidential commercial information whenever an
agency "determines that it may be required to disclose" such information under
the FOIA. 116 Once submitters are notified, they must be given a reasonable
period of time within which to object to disclosure of any of the requested
information. l17 The Executive Order requires that agencies give careful con
sideration to the submitters' objections and provide them with a written state
ment explaining why any such objections are not sustained. ll8 (For a further
discussion of these procedures, see "Reverse" FOIA, below.) If an agency de
cides to invoke Exemption 4 and that decision is subsequently challenged in
court by a FOrA requester, the submitter's objections to disclosure--usually
provided in an affidavit filed in conjunction with the agency's papers--will, in
turn, be evaluated and relied upon by the court in determining the propriety of

111 Id.

IJ2 See 931 F.2d 939, 945-47 (D.C. Cir.), vacated & reh'g en banc grant
ed, 942 F.2d 799 (D.C. eir. 1991), grant of summary judgment to agency affd
en banc, 975 F.2d 871 (D.C. Cir. 1992), cert. denied, 113 S. Ct. 1579 (1993).

113 498 F.2d 765, 770 (D.C. Cir. 1974).

114 See FOIA Update, June 1982, at 3.

115 3 C.F.R. 235 (1988), reprinted in 5 U.S.C. § 552 note (1988) and in
FOIA Uodate, Summer 1987, at 2-3.

116 Exec. Order No. 12,600, § l.

117 llL. § 4.

liS Id. § 5.
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the exemption claim. 119

The courts have tended to resolve issues of competitive harm on a case
by-case basis rather than by establishing general guidelines. For example, in
some contexts customer names have been withheld because disclosure would
cause substantial competitive harml20 and in other contexts customer names
have been ordered released because disclosure would not cause substantial com
petitive harm. 121 The individualized and sometimes conflicting determinations
indicative of competitive harm holdings is well illustrated in one case in which
the Court of Appeals for the District of Columbia Circuit originally affirmed a
district court's decision which found that customer names of "CAT" scanner
manufacturers were protected, 122 but subsequently vacated that decision upon
the death of one of its judges.12~ On reconsideration, the newly constituted
panel found that disclosure of the customer list raised a factual question as to

119 See, e.g., North Carolina Network for Animals v. United States Dep't
of Agric., No. 90-1443, slip op. at 8 (4th Cir. Feb. 5, 1991) (noting absence of
sworn affidavits or detailed justification for withholding from submitters of
information); Wiley Rein & Fielding v. United States Dep't of Commerce, 782
F. Supp. 675, 676 (D.D.C. 1992) (noting that "no evidence" was provided to
indicate that submitters objected to disclosure), appeal dismissed as moot, No.
92-5122 (D.C. Cir. Mar. 8, 1993); Brown v. Department of Labor, No. 89
1220, slip op. at 6 (D.D.C. Feb. 15, 1991), appeal dismissed, No. 91-5108
(D.C. Cir. Dec. 3, 1991); Teich v. FDA, 751 F. Supp. 243, 254 (D.D.C.
1990) (after striking original declaration of submitter "on basic fairness
grounds, It court found submitter then "not able to support its position"), appeal
voluntarily dismissed, No. 91-5023 (D.C. Cir. July 2, 1992); Black Hills Alli
ance v. United States Forest Serv., 603 F. Supp. 117, 121 (D.S.D. 1984) (dis
closure ordered with court noting that "{ilt is significant that [the submitter]
itself has not submitted an affidavit addressing" the issue of competitive harm);
see also Duman v. United States Dep't of Commerce, 777 F. Supp. 965, 967
(D.D.C. 1991) (rejecting challenge to agency's reliance on submitter's declara
tion, finding it entirely "relevant" to competitive harm determination); Silver
berg v. HHS, No. 89-2743, slip op. at 2-3 (D.D.C. June 26, 1990) (where only
some submitters made objections to disclosure, court permitted requester to
obtain copies of those objections through discovery to enable him to substantiate
his claim that not aU submitters were entitled to Exemption 4 protection) (dis
covery order).

no See, e.g., RMS Indus. v. DOD, No. C-92-1545, slip op. at 7 (N.D.
Cal. Nov. 24, 1992); Goldstein v. ICC, No. 82-1511, slip op. at 6 (D.D.C.
July 31, 1985) (case reopened and customer names found protectible); BDM
Corp. v. SBA, 2 Gov't Disclosure Servo (P-H) , 81,044, at 81,120 (D.D.e.
Dec. 4, 1980).

121 See, e.g., Ivanhoe Citrus Ass'n v. Handley, 612 F. Supp. 1560, 1566
(D.D.C. 1985); Braintree Elec. Light Dep't v. Department of Energy, 494 F.
Supp. 287, 290 (D.D.C. 1980).

122 Greenberg v. FDA, 775 F.2d 1169,1172-73 (D.C. Cir. 1985).

123 Greenberg v. FDA, 803 F.2d 1213, 1215 (D.C. Cir. 1986).
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the showing of competitive harm that precluded the granting of summary judg
ment after all. 124

Actual competitive harm need not be demonstrated for purposes of the
competitive harm prong; evidence of "actual competition and a likelihood of
substantial competitive injury" is all that need be shownYs One court, how
ever, has gone so far as to employ a balancing test under this prong--although it
never expressly referred to it as such or cited to any authority supporting its
application--finding that disclosure of certain safety and effectiveness data per
taining to a medical device was "unquestionably in the public interest" and that
the benefit of releasing this type of information "far outstrips the negligible
competitive harm" alleged by the submitter .126 (For a further discussion of
this point, see Impairment Prong of National Parks, above.)

Although conclusory allegations of harm are unacceptable,127 it is clear
that "elaborate antitrust proceedings" are not requhed. 128 One court conclud
ed that disclosure of certain wage information would cause competitive harm
based upon the fact that the requester, who was a competitor of the submitter,

124lQ.,. at 1219.

[25 CNA Fin. Corp. v. Donovan, 830 F.2d 1132, 1152 (D.C. Cir. 1987),
cert. denied, 485 U.S. 977 (1988); see, e.g., Gulf & Western Indus. v. United
States, 615 F.2d 527, 530 (D.C. Cif. 1979); accord NBC v. SBA, No. 92 Civ.
6483, slip op. at 5 n.3 (S.D.N.Y. Jan. 28,1993) (although court noted that
agency "should have provided more details" regarding possible competitive
harm, generalized sworn deciaration from submitter found sufficient); Journal
of Commerce, Inc. v. United States Dep't of the Treasury, No. 86-1075, slip
op. at 4 (D.D.C. June 1, 1987) (submitter not required to document or pinpoint
actual harm, but need only show its likelihood) (partial grant of summary judg
ment), renewed motion for summary judgment granted (D.D.C. Mar. 30,
1988); see also Hercules, Inc. v. Marsh, 659 F. Supp. 849, 854 (W.D. Va.
1987) (given fact that contract always awarded to submitter, protection under
competitive harm prong unavailable as submitter failed to meet "threshold
requirement" of facing competition) (reverse FOIA suit), aff'd, 839 F.2d 1027
(4th Cir. 1988).

126 Teich v. FDA, 751 F. Supp. at 253. But cf. Citiz.ens Comm'n on Hu
man Rights v. FDA, No. 92-5313, slip op. at 18 (C.D. Cal. MAy 10, 1993)
(finding competitive harm and so protecting research data used to support safety
and effectiveness of pharmaceutical drug).

127 See, e.g., Lykes Bros. S.S. Co. v. Pena, No. 92-2780, slip op. at 13
(D.D.C. Sept. 2, 1993) (submitters "required to make assertions with some
level of detail as to the likelihood and the specific nature of the competitive
harm they predict") (reverse FOrA suit).

1~8 National Parks & Conservation Ass'n v. Kleppe, 547 F.2d 673, 681
(D.C. Cir. 1976); accord Public Citizen Health Research Group v. FDA, 704
F.2d 1280, 1291 (D,C. Cir. 1983).
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had requested confidential treatment for its own similar submission,129 In de
nying a competitive harm claim, another court noted that because the requested
information pertained to every laboratory in a certain program, disclosure
would not create a competitive advantage for anyone of them because "each
laboratory would have access to the same type of information as every other
laboratory in the program. "130

Some courts have utilized a "mosaic" approach to sustain a finding of
competitive harm, thereby protecting information that would not in and of itself
cause harm, but which would be harmful when combined with information al
ready available to the requester. 13l In one case where it was found that a com
pany's labor costs would be revealed by disclosure of its wage rate and man
hour information, the court emp.loyed what could be called a "reverse·mosaic"
approach and ordered release of the wage rates without the manhour informa
tion, finding that release of one without the other would not cause the company
competitive harm. 132

Many courts have held that if the information sought to be protected is
itself publicly available through other sources, disclosure under the FOIA will
not cause competitive harm and Exemption 4 is not applicable. 133 (The public

129 HLI Lordship Indus. v. Committee for Purchase from the Blind & Other
Severely Handicapped, 663 F. Supp. 246, 251 (B.D. Va. 1987).

130 Silverberg v. HHS, No. 89-2743, slip op. at 10 (D.D.C. June 14,
1991), appeal dismissed per stipulation. No. 91-5255 (D.C. Cir. Sept. 2, 1993);
see also Carolina Biological Supply Co. v. United States Dep't of Agric., No.
93CVOOl13, slip op. at 8 (M.D.N.C. Aug. 2, 1993) (competitive harm unlikely
when all companies in same business will have equal access to disputed infor
mation) (reverse ForA suit).

131 See, e.g., Lederle Lab. v. HHS, No, 88-0249, slip op. at 22-23
(D.D.C. July 14, 1988) (scientific tests and identities of agency reviewers
witlilield because disclosure would permit requester to "indirectly obtain that
which is directly exempted from disclosure"); Timken Co. v. United States
Customs Serv., 491 F. Supp. 557, 559 (D.D.C. 1980); Carlisle Tire & Rubber
Co. v. United States Customs Serv., 1 Gov't Disclosure Servo (P-H) , 79,162,
at 79,269 (D.D.C. Nov. 21, 1979).

132 Painters Dist. Council Six v. GSA, No. 85-2971, slip op. at 8 (N.D.
Ohio July 23, 1986); see also Lykes Bros. S.S. Co. v. Pena, slip op. at 15
(submitter failed to show any harm given fact that proposed disclosures would
"redact all price terms, financial terms, rates and the like"); San Jose Mercury
News v. Department of Justice, No. 88-20504, slip op. at 4-5 (N.D, Cal. Apr.
17, 1990) (no harm once company name and other identifying information
deleted from requested forms).

133 See. e.g., Anderson v, HHS, 907 F.2d 936,952 (lOth Cir. 1990) ("[N]o
meritorious claim of confidentiality" can be made for documents which are in
the public domain.); CNA Fin. Corp. v. Donovan, 830 F.2d at 1154; Continen
tal Stock Transfer & Trust Co. v. SEC, 566 F.2d 373, 375 (2d Cir. 1977);

(continued... )
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availability of information has also defeated an agency's impairment c1aim. 134
)

One court has held, however, that simply because individuals subject to a drug
test had "a right of access to the performance and testing information" of the
laboratory conducting their tests, that did "not make the [requested] information
rconcerning all certified laboratories1publicly available." 135

The feasibility of "reverse engineering" has been considered in evaluating
a showing of competitive harm. In Worthin~ton Compressors, Inc. v. Cos
tle,136 the D.C. Circuit held that the cost of reverse engineering (i.e., the cost
of obtaining a finished product and dismantling it to learn its constituent ele
ments) is a pertinent inquiry and that the test should be "whether release of the
requested information, given its commercial value to competitors and the cost
of acquiring it through other means, will cause substantial competitive harm to
the business that submitted it." 137 (This inquiry into the possibility of reverse
engineering is not applicable to documents withheld under the trade secret
category of Exemption 4. 138)

In Worthington Compressors, the D.C. Circuit poimed out that agency
disclosures of information that benefit competitors at the expense of submitters

133(. .. continued)
MCI Telecommunications Corp. v. GSA, No. 89-0746, slip op. at 17 (D.D.C.
Mar. 25, 1992); International Computaprint v. United States Dep't of Com
merce, No. 87-1848, slip op. at 13 (D.D.C. Aug. 16, 1988) (reverse FOIA
suit); Goldstein v. ICC, slip op. at 2; Trend Imports Sales. Inc. v, EPA, 3
Gov't Disclosure Serv. (P-H) 1 83,115, at 83,707 (D,D.C. Mar. 1, 1983),

134 See Farmworkers Legal Servs. v. United States Dep't of Labor, 639 F.
Supp. 1368, 1371 (E.D.N.C. 1986).

135 Silverberg v. HHS, slip op. at 7 (D.D.C. June 14, 1991); see also AIl
net Communication Servs .. Inc. v. FCC, 800 F, Supp. 984, 989 (D.D.C. 1992)
(nonspecific allegation of prior, unrestricted disclosure insufficient to remove
Exemption 4 protection in light of specific, affirmative evidence that no unre
stricted disclosure had occurred) (appeal pending).

136 662 F.2d 45, 52 (D.C. Cir.), supplemental opinion sub nom. Worthing
ton Compressors, Inc. v. Gorsuch, 668 F.2d 1371 (D.C. Cir. 1981).

137 Accord Greenber~ v. FDA, 803 F.2d at 1218; Daniels Mfg. Corp. v.
DOD, No. 85-291, slip op. at 7-8 (M.D. Fla. June 3, 1986); Air Line Pilots
Ass'n Int'l v. FAA, 552 F. Supp. 811, 814 (D.D.C. 1982); see also Zotos Int'l
v. Young, 830 F.2d 350, 353 (D.C. Cir. 1987) (if commercially valuable infor
mation has remained secret for many years, it is incongruous to argue that it
may be readily reverse-engineered) (non-FOIA case).

138 See Pacific Sky Supply, Inc. v. Department of the Air Force, No. 86
2044, slip op. at 2-3 (D.D.C, Dec. 16, 1987) (refusing to consider feasibility of
reverse engineering for documents withheld as trade secrets because once trade
secret determination is made, documents "'are exempt from disclosure, and no
further inquiry is necessary'" (quoting Public Citizen Health Research Group v,
FDA, 704 F.2d at 1286»).
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deserve "close attention" by the courtS. 139 As the court of appeals observed:

Because competition in business turns on the relative costs and
opportunities faced by members of the same industry, there is a
potential windfall for competitors to whom valuable information is
released under FOIA. If those competitors are charged only mini
mal FOIA retrieval costs for the information, rather than the con
siderable costs of private reproduction, they may be getting quite a
bargain. Such bargains could easily have competitive consequences
not contemplated as part of FOIA'8 principal aim of promoting
openness in government. 140

Further, neither the willingness of the requester to restrict circulation of
the information nor a claim by the requester that it is not. a competitor of the
submitter should logically defeat a showing of competitive harm. The question
is whether "public disclosure" would cause harm; there is no "middle ground
between disclosure and nondisclosure. "141 Additionally, the mere passage of
time does not necessarily erode Exemption 4 protection, provided that disclo
sure of the material would still be likely to cause substantial competitive
harm. 142

139 662 F.2d at 51.

140 Id.; accord Washington Psychiatric Soc'y v. OPM, No. 87-1913, siip
op. at 5 (D.D.C. Oct. 13, 1988); Pacific Sky Supply. Inc. v. Department of the
Air Force, No. 86-2044, slip op. at 9 (D.D.C. Sept. 29, 1987), modified
(D.D.C. Nov. 20, 1987), motion to amend judgment denied (D.D.C. Dec. 16,
1987); Air Line Pilots Ass'n v. FAA, 552 F. Supp. 811, 814 (D.D.C. 1982);
see also AlInet Communication Servs .. Inc. v. FCC, 800 F. Supp. at 988-89
(noting submitter's twenty-two million dollar investment and rejecting request
er's argument that receipt of seven million dollars in annual sales revenue is
somehow "de minimis"); SMS Data Prods. Group, Inc. v. United States Dep't
of the Air Force, No. 88-0481, slip op. at 7 (D.D.C. Mar. 31, 1989) (noting
that release would allow competitors access to information that they would have
to spend "~onsiderable funds" to develop on their own).

141 Seawell. Dalton, Hughes & Timms v. Export-Import Bank, No. 84-241,
slip op. at 2 (E.D. Va. July 27, 1984); Burke Energy Corp. v. Department of
Energy for the United States, 583 F. Supp. 507, 512 (D. Kan. 1984).

142 See, e.g., Burke Energy Corp. v. Department of Energy for the United
States, 583 F. Supp. at 514 (nine-year-old data protected); Timken Co. v. Unit
ed States Customs Serv., 3 Gov't Disclosure Servo (P-H) 1 83,234, at 83,976
(D.D.C. June 24, 1983) (ten-year-old data protected); see also FOIA Update,
Fall 1983, at 14; see generally Africa Fund v. Mosbacher, No. 92-289, slip op.
at 19-20 (S.D.N.Y. May 26, 1993) (rejecting argument that exemption perma
nently precludes release because passage of time might render later disclosures
"of little consequence"); Teich v. FDA, 751 F. Supp. at 253 (rejecting com
petitive harm protection based partly upon fact that documents were as much as
20 years old).
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Numerous types of competitive injury have been identified by the courts
as properly cognizable under the competitive harm prong, including the harms
generally caused by disclosure of: detailed financial information such as a
company's assets, liabilities, and net worth; 143 actual costs, break-even calcu
lations, profits and profit rates; 144 data describing a company's workforce
which would reveal labor costs, profit margins and competitive vulnerabil-
ity; 145 a company's selling prices, purchase activity and freight charges; 146 a
company's purchase records, including prices paid for advertising;147 technical
and commercial data, names of consultants and subcontractors, performance,
cost and equipment information; 148 shipper and importer names, type and
quantity of freight hauled, routing systems, cost of raw materials, and informa
tion constituting the "bread and butter" of a manufacturing company;149 cur
rently unannounced and future products, proprietary technical information,
pricing strategy and subcontractor information; 150 raw research data used to

support a pharmaceutical drug's safety and effectiveness, information regarding
an unapproved application to market the drug in a different manner, and sales
and distribution data of a drug manufacturer; lSI and technical proposals which
are submitted, or could be used, in conjunction with offers on government
contracts. IS1

143 See, e.g., National Parks & Conservation Ass'n v. Kleppe, 547 F.2d at
684; Cleveland & Vicinity Dist. Council v. United States Dep't of Labor, No.
87CV2384, slip op. at 8-9 (N.D. Ohio Apr. 22, 1992) (magistrate's recommen
dation) (dollar volume of business), adopted (N.D. Ohio May 22, 1992).

144 See, e.g., Gulf & Western Indus. v. United States, 615 F.2d at 530,

145 See, e.g., Westinghouse Elec. Corp. v. Schlesinger, 392 F. Supp. 1246,
1249 (E.D, Va. 1974), affd, 542 F.2d 1190 (4th Cir. 1976), cert. denied, 431
U.S. 924 (1977).

146 See, e.g., Braintree Elec. Light Dep't v. Department of Energy, 494 F.
Supp. at 289.

147 See, e.g., Destileria Serralles, Inc. v. Department of the TrS(asury, No.
85-0837, slip op. at 9 (D.P.R. Sept. 22, 1988).

148 See, e.g., RMS Indus. v. DOD, slip op. at 7; BDM Corp. v. SBA, 2
Gov't Disclosure Servo (P-H) 181,189, at 81,495 (D.D.C. Mar. 20, 1981).

149 See, e.g., Journal of Commerce, Inc. v. United States Dep't of the
Treasury, No. 86-1075, slip op. at 6-8 (D.D.C. Mar. 30, 19881.

150 See, e.g., SMS Data Prods. Group v. United States Dep'! of the Air
Force, slip op. at 6-8.

151 See Citizens Comm'n on Human Rights v. FDA, slip op. at 18-20.

152 See, e.g., IQint Bd. of Control v. Bureau of Indian Affairs, No. 87-217,
slip op. at 8 (D. Mont. Sept. 9, 1988); Landfair v. United States Dep't of the
Army, 645 F. Supp. 325, 329 (D.D.C. 1986); Professional Review Org. v.
HHS, 607 F. Supp. 423, 426 (D.D.C. 1985) (detailing manner in which profes
sional servkes contract was to be conducted).
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On the other hand, protection under the competitive harm prong has been
denied when the prospect of injury is remote I53 _-for example when a govern
ment contract is not awarded competitivelyI54_-or when the requested informa
tion is too general in nature. 155

In addition, several courts, including the D.C. Circuit, have held that the
harms flowing from "embarrassing" disclosures, or disclosures which could
cause "customer or employee disgruntlement," are not cognizable under Exemp
tion 4. 156 (Moreover, such harms would not be cognizable under Exemption

153 See, e.g., Carolina Biological Supply Co. v. United States Dep't of
Agric., slip op. at 9 (disclosure' of number of animals sold by companies sup
plying laboratory specimens "will be simply a small addition to information
available in the marketplace" and thus will not cause competitive harm); Teich
v. FDA, 751 F. Supp. at 254 (safety and effectiveness data pertaining to medi
cal device ordered disclosed on basis of finding that at "this late date" in prod
uct approval process, disclosure "could not possibly help" competitors of sub
mitter); see also Brown v. Department of Labor, slip op. at 5 (certain wage
information not protected because no showing submitter would suffer "'substan
tial' injury" if information were disclosed).

154 Hercules. Inc. v. Marsh, 839 F.2d 1027, 1030 (4th Cir. 1988) (reverse
FOIA suit); see also U.S. News & World Report v. Department of the Treas
!la, No. 84-2303, slip op. at 12 (D.D.C. Mar. 26, 1986) (aggregate contract
price for armored limousines for the President ordered disclosed as not competi
tively harmful given unique nature of contract and agency's role in design of
vehicles); cr. Cove Shipping, Inc. v. Militaa' Sealift Command, No. 84-2709,
slip op. at 8-10 (D.D.C. Feb. 27, 1986) (contract's wage and benefit break
down not protected because it related to "one isolated contract, in an industry
where labor contracts vary from bid to bid") (civil discovery case in which Ex
emption 4 case law applied).

155 North Carolina Network for Animals v. United States Dep't of Agric.,
slip op. at 9 (general information· regarding sales and pricing that would not
reveal submitters' costs, profits, sources, or age, size, condition, or breed of
animals sold); SMS Data Prods. Group v. United States Dep't of the Air Force,
slip op. at 8 (general information regarding publicly held corporation's manage
ment structure, financial and production capabilities, corporate history and
employees, most of which would be found in corporation's annual report and
SEC filings and would in any event be readily available to a stockholder);
Davis Corp. v. United States, No. 87-3365. slip op. at 9 (D.D.C. Jan. 19,
1988) (information contained in letters from contractor to agency regarding
performance of contract that did not reveal contractor's suppliers or costs)
(reverse FOTA suit); EBE Nat'l Health Serv., Inc. v. HHS, No. 81-1087, slip
op. at 5 (D.D.C. Feb. 24, 1984) ("mundane" information regarding submitter's
operation) (reverse FOIA suit); American Scissors Corp. v. GSA, No. 83-1562,
slip op. at 8 (D.D.C. Nov. 15, 1983) (general description of manufacturing
process with no details) (reverse FOIA suit).

156 General Elee. Co. v. NRC, 750 F.2d 1394, 1402-03 (7th Cir. 1984); see
(continued...)
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6 either, for it is well established that businesses have no "corporate priva-
cy. "157 For a further discussion of this point, see the cases cited under Ex
emption 6, below.) More recently, the D. C. Circuit skirted this issue and
expressly did not decide whether an allegation of harm flowing only from the
embarrassing publicity associated with disclosure of a submitter's illegal pay
ments to government offIcials would be sufficient to establish competitive
harm. 158 Nevertheless, the court did go on to hold that the submitter's "right
to an exemption, if any, depends upon the competitive significance of whatever
information may be contained in the documents" and that the submitter's motive
for seeking confidential treatment, even if it was to avoid embarrassing publi
city, was II simply irrelevant. 11159

The status of unit prices in awarded government contracts has once again
become a controversial issue under Exemption 4. Previously, there were three
cases which contained a thorough analysis of the possible effects of disclosure
of unit prices, including two appellate decisions, and in all three of these cases
the court denied Exemption 4 protection, finding that disclosure of the prices
would not directly reveal confidential proprietary information, such as a compa
ny's overhead, profit rates, or multiplier, and that the possibility of competitive
harm was thus too speculative. l60

In the most recent of these cases, the Court of Appeals for the Ninth Cir
cuit denied Exemption 4 protection for the unit prices provided by a successful
offeror despite the offeror's contention that competitors would be able to de
termine its profit margin by simply subtracting from the unit price the other

156( •.. continued)
also CNA Fin. Corp. v. Donovan, 830 F.2d at 1154 ("unfavorable pUblicity"
and "demoralized" employees insufficient for showing of competitive harm);
Public Citizen Health Research Group v. FDA, 704 F.2d at 1291 n.30 (compet
itive harm limited to that flowing from "affirmative use of proprietary informa
tion by competitors"); Silverberg v. HHS, slip op. at 10 (D.D.C. June 14,
1991) (possibility that competitors might "distort" requested information and
thus cause submitter embarrassment insufficient for showing of competitive
harm); Badhwar v. United States Dep't of the Air Force, 622 F. Supp. 1364,
1377 (D.D.C. 1985) Cfear of litigation" insufficient for showing of competitive
harm), affd in part & rev'd in part on other grounds, 829 F.2d 182 (D.C. Cir.
1987). .

157 See, e.g., National Parks & Conservation Ass'n v. Kleppe, 547 F.2d at
685 n.44.

158 See Occidental Petroleum Corp. v. SEC, 873 F.2d 325, 341 (D.C. CiT.
1989) (reverse FOIA suit).

1591£L

160 See Pacific Architects & Eng'rs v. United States Dep't of State, 906
F.2d 1345, 1347 (9th Cir. 1990) (reverse FOlA suit); Acumeoics Research &
Technology. Inc. v. United States Dep't of Justice, 843 F.2d 800, 808 (4th Cir.
1988) (reverse FOIA suit); J.H. Lawrence Co. v. Smith, No. 81-2993, slip op.
at 8-9 (D. Md. Nov. 10, 1982).
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component parts which are either set by statute or standardized within the in
dustry. J6J The Ninth Circuit upheld the agency's determination that competi
tors would not be able to make this type of calculation because the component
figures making up the unit price were not, in fact, standardized, but instead
were subject to fluctuation. 162

Similarly, in the absence of a showing of competitive harm, the District
Court for the District of Columbia has denied Exemption 4 protection for the
prices charged the government for computer equipment, stating that U[d]isclo
sure of prices charged the Government is a cost of doing business with the
Government. II 163 Later, this same court recognized the "strong public interest
in release of component and aggregate prices in Government contract awards, II

and thus again rejected an Exemption 4 claim for unit prices. 164

The current Federal Acquisition Regulation (FAR) also mandates the
disclosure of successful offerors' unit prices (with some exceptions) in negotiat
ed contracts in excess of $10,000 through a post-award debriefing process. 16S

Because Exemption 4 protection is vitiated if the information is publicly avail
able elsewhere, all unit prices of successful offerors that are required to be
disclosed under the FAR debriefing scheme should not be considered to be
within the available protection of Exemption 4. 166

16J Pacific Architects & Eng'rs v. United States Dep't of State, 906 F.2d at
1347.

162 Id. at 1347-48; accord RMS Indus. v. DOD, slip op. at 7 (court "t;m
convinced based on the evidence that the release of contract bid prices, terms
and conditions whether interim or final will harm the successful bidders").

163 Racal-Milgo Gov't Sys. v. SBA, 559 F. Supp. 4, 6 (D.D.C. 1981);
accord JL Assocs., 90-2 CPD 261, B-239790 at 4 (Oct. 1, 1990) (Comptroller
General decision noting that "disclosure of prices charged the government is
ordinarily a cost of doing business with the government"); see also EHE Nat'l
Health Serv.. Inc. v. HHS, slip op. at 4 ("[O]ne who would do business with
the government must expect that more of his offer is more likely to become
known to others than in the case of a purely private agreement. ").

164 AT&T Info. Sys. v. GSA, 627 F. Supp. 1396, 1403 (D.D.C. 1986);
rev'd on other grounds & remanded, 810 F.2d 1233, 1236 (D.C. Cir. 1987).
But see Sperry Univac Div. v. Baldrige, 3 Gov't Disclosure Servo (P-H)
, 83,265, at 84,052 (E.D. Va. June 16, 1982) (protecting unit prices on finding
that they revealed submitter's pricing and discount strategy), appeal dismissed,
No. 82-1723 (4th Cir. Nov. 22, 1982).

165 48 C.F.R. § 15.1001(c)(I)(iv) (1992).

166 See ForA Update, Fall 1984, at 4; FOIA Update, Winter 1986, at 6;
accord JL Assocs., 90-2 CPO 261, B-239790 at 4 n.2 (Oct. 1, 1990) (Comp
troller General decision rejecting argument that disclosure of option unit prices
would cause submitter competitive harm by revealing pricing strategy and deci
sionmaking process and noting that FAR "expressly advises awardees that the

(continued ...)
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During the past two years, however, and prior to the decision by the
D.C. Circuit in Critical Mass,167 there were three cases involving unit prices
decided by the District Court for the District of Columbia, with each case
reaching a different result. In one, the court ordered disclosure of the unit
prices. rejecting as "highly speculative" the argument that their release would
allow competitors to calculate the submitter's profit margin and thus be able to
underbid it in future procurements. 16B In another case, the court determined
that the submitter's competitive harm arguments were not speculative and it
even went so far as to issue an injunction permanently prohibiting the agency
from releasing those unit prices to the public. 169 In the third case, the court
found that it was a "fact-intensive question" whether the submitter would suffer
competitive harm from release of its "price information" and it therefore de
clined to rule on the applicability of Exemption 4 in the context of a summary
judgment motionYo

That same district court issued another opinion during that same time
period in a case involving unexercised option prices rather than "ordinary" unit
prices. l7l In that case, the court expressly stated that it "generally agrees that
'[dlisclosure of prices charged the Government is a cost of doing business with
the Government. "'172 It then upheld the agency's decision to release the op
tion prices because "competitively sensitive information such as cost, overhead,

!66(...continued)
unit prices of awards will generally be disclosed to unsuccessful offerors"). But
~ Environmental Technology. Inc. v. EPA, 822 F. Supp. 1226, 1229 n.4
(E.D. Va. 1993) (interpreting FAR provision to actually prohibit release of unit
prices if such information "constitutes 'confidential business information' It)
(reverse FOIA suit); McDonnell Douglas Corp. v. Rice. No. 92-2211, tran
script at 38 (D.D.C. Sept. 30, 1992) (bench order) (in ruling on different FAR
disclosure provision, found that even if such provision required disclosure of
exercised option prices, such a disclosure would be "arbitrary and capricious")
(non-FOIA case brought under Administrative Procedure Act) (petition for
reh'g pending).

\
67 975 F.2d 871 (D.C. Cir. 1992) (en bane), cert. denied, 113 S. Ct. 1579

(1993).

168 Brownstein Zeidman & Schomer v. Department of the Air Force, 781 F.
Supp. 31, 33 (D.D.C. 1991).

169 McDonnell Douglas Corp. v. NASA, No. 91-3134, transcript at 10
(D.D.C. Jan. 24, 1992) (bench order) (reverse FOIA suit) (appeal pending).

170 Mel Telecommunications Corp. v. GSA, slip op. at 15.

17! General Dynamics Corp. v. United States Dep't of the Air Force, 822 F.
Supp. 804, 807 (D.D.C. 1992) (reverse FOIA suit) (appeal pending).

172 Id. (quoting Racal-Milgo Gov't Sys. v. SBA, 559 F. Supp. at 6).
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or profit identifiers would not be revealed." l73

None of the above cases concerning unit prices involved a request for
pricing information submitted by an unsuccessful offeror. Three years ago, in
the first decision to touch on this point, a court considered a situation in which
the requester did not actually seek unit prices, but instead had requested the
bottom-line price (total cumulative price) that an unsuccessful offeror had pro
posed for a government contract, as well as the bottom-line prices it had pro
posed for four years' worth of contract options. J74 In accepting the sub-
mitter's contention that disclosure of these bottom-line prices would cause it to
suffer competitive harm by enabling competitors to deduce its pricing strategy,
the court found that unsuccessful offerors had a different expectation of confi
dentiality than successful offero'rs, that the public interest in disclosure of pric
ing information concerning unawarded contracts was slight, and most important
Iy, that the unsuccessful offeror--who would be competing with the successful
offeror on the contract options as well as on future related contracts--had dem
onstrated factually how the contract and option prices could be used by its
competitors to derive data harmful to its competitive position. 175 Thus, in
rare instances, it might be possible for an unsuccessful offeror to make out a
claim under Exemption 4 for protection of its pricing information. 176

rnthe aftermath of Critical Mass there have been three decisions that
have afforded protection to unit and option prices premised on the theory that
contract submissions are "voluntary" and that such pricing terms are not cus
tomarily disclosed to the public. 177 (These decisions appear to implicitly
define voluntary submissions according to the nature of the activity to which
they are connected and thus are contrary to the guidance issued by the Depart
ment of Justice concerning the voluntary/required distinction. 178 For a further
discussion of Critical Mass and its new standard, see Applying Critical Mass,
above.) In addition to affording protection to contract pricing information
under Critical Mass, two of these decisions--in rather cursory orders issued

173 Id.; see RMS Indus. v. DOD, slip op. at 7 (rejecting competitive harm
claim for "interim" prices).

174 Raytheon Co. v. Department of the Navy, No. 89-2481, slip op. at 2-3
(D.D.C. Dec. 22, 1989).

175 rd. at 8-15.

176 See also FOrA Update, Spring/Summer 1990, at 2; FOIA Update, Fall
1983, at 10-11.

177 See Environmental Technolo~y, Inc. v. EPA, 822 F. Supp. at 1229 (unit
price information); McDonnell Douglas Corp. v. Rice, transcript at 35 (exer
cised option price); Cohen. Dunn & Sinclair. P.C. v. GSA, No. 92-0057-A,
transcript at 28 (E. D. Va. Sept. 10, 1992) (bench order) (unit price informa
tion).

17S See FOIA Update, Spring 1993, at 3-5 (ltOIP Guidance: The Critical
Mass Distinction Under Exemption 4"); id. at 6-7 ("Exemption 4 Under Critical
Mass: Step-By~Step Decisionmaking").
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from the bench--went on [0 alternatively afford protection under the competitive
harm prong. !7Q

Third Prong of National Parks

In addition to the impairment prong and the competitive harm prong of
the test for confidentiality established in National Parks & Conservation Ass'n
v. Monon, the decision specifically left open the possibility of a third prong
that would protect other governmental interests, such as compliance and pro
gram effectiveness. 18o Several subsequent decisions reaffirmed this possibility
in dicta,18! and with its en banc decision in Critical Mass, the Court of
Appeals for the District of Columbia Circuit conclusively recognized the
existence of a "third prong" under National Parks. 182

The third prong received its first thorough appellate court analysis and
acceptance by the Court of Appeals for the First Circuit. 183 That court ex
pressly admonished against using the two primary prongs of National Parks as
"the exclusive criteria for determining confidentiality" and held that the perti~

nent inquiry is whether public disclosure of the information will harm an "iden
tifiable private or governmental interest which the Congress sought to protect
by enacting ExemptiDn 4 of the FOIA." 184

179 McDonnell Douglas Corp. v. Rice, transcript at 34, 36 (accepting sub
mitter's assertion that disclosure of exercised option price would reveal pricing
strategy and permit future bids to be predicted and undercut); Cohen. Dunn &
Sinclair, P.C. v. GSA, transcript at 29; Findings of Fact at 7-8 (accepting same
argument based on disclosure of detailed unit price information).

180 498 F.ld 765,770 n.17 (D.C. Cir. 1974).

lSI See Washington Post Co. v. HHS, 690 F.2d 252, 268 n.51 (D.C. Cir.
1982); National Parks & ConservatiQn Ass'n v. Kleppe, 547 F.2d 673,678 .
n.l6 (D.C. Cir. 1976); Public Citizen Health Research Group v. FDA, 539 F.
Supp. 1320, 1326 (D.D.C. 1982), rev'd & remanded on other grounds, 704
F.2d 1280 (D.C. Cir. 1983).

182 975 F.2d 871, 879 (D.C. Cir. 1992), cerl. denied, 113 S. Ct. 1579
(1993); see also FOIA Update, Spring 1993, at 7 C'Exemption 4 Under Critical
Mass: Step-By-Step Decisionmaking").

183 See 9 to 5 Or~. for Women Office Workers v. Board of Governors of
the Fed. Reserve Sys., 721 F.2d 1 (1st Cir. 1983); accord Africa Fund v.
Mosbacher, No. 92-289, slip op. at 16 (S.D.N.Y. May 26, 1993) (finding third
prong satisfied when agency "submitted extensive declarations that explain why
disclosure of documents ... would interfere with the export control system"
(citing Duman v. United States Dep't of Commerce, 777 F. Supp. 965, 967
(D.D.C. 1991»).

184 9 to 5, 721 F.ld at 10; see, eg., AHnet Communication Servs .. Inc. v.
FCC, 800 F. Supp. 984, 990 (D.D.C. 1992) (computer models protected under
third prong because disclosure would make providers of proprietary input data

(continued...)
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Thereafter, the Department of Justice issued policy guidance regarding
Exemption 4 protection for "intrinsically valuable" records--records that are
significant not for their content, but as valuable commodities which can be sold
in the marketplace. 185 Because protection for such documents is well rooted
in the legislative history of Exemption 4, the third prong of the National Parks
test should permit the owners of such records to retain their full proprietary
interest in them when release through the FOIA would result in a substantial
loss of their market value. 186 Of course, this protection would be available
only if there were sufficient evidence to demonstrate factually that potential cus
tomers would actually utilize the FOIA as a substitute for directly purchasing
the records from the submitter. 187

184(•.. continued)
reluctant to supply such data to submitter, and without that data computer
models would become ineffective, which, in turn, would reduce effectiveness of
agency's program) (appeal pending); Clarke v. United States Dep't of the
Treasury, No. 84-1873, slip op. at 4-6 (E.O. Pa. Jan. 24, 1986) (identities of
Flower Bond owners protected under third prong because government had
legitimate interest in fulfilling "pre-FOIA contractual commitments of con
fidentiality" given to investors in order to ensure that pool of future investors
willing to purchase government securities was not reduced; if that occurred, the
pool of money from which government borrows would correspondingly be re
duced, thereby harming national interest); Comstock In!'I, Inc. v. Export
Import Bank, 464 F. Supp. 804, 808 (D.D.C. 1979) (loan applicant information
withheld under third prong on showing that disclosure would impair Bank's
ability to promote U.S. exports); see also FOIA Update, Fall 1983, at 15; cf.
MIA-COM Info. Sys. v. HHS, 656 F. Supp. 691, 692 (D.D.C. 1986) (settle
ment negotiation documents protected upon finding that "it is in the public
interest to encourage settlement negotiations in matters of this kind and it would
impair the ability of HHS to carry out its governmental duties if disclosure . . .
were required"). But see News Group Boston. Inc. v. National R.R. Passenger
~, 799 F. Supp. 1264, 1269 (D. Mass. 1992) (recognizing existence of
third pro!1g. but declining to apply it based on lack of specific showing that
agency effectiveness would be impaired), appeal dismissed, No. 92-2250 (1st
Cir. Dec. 4, 1992).

185 See FOIA Update, Winter 1985, at 3-4 ("alP Guidance: Protecting
Intrinsic Commercial Value").

186 See id.; see also FOrA Update, Fall 1983, at 3-5 (setting forth similar
basis for protecting copyrighted materials against substantial adverse market
effect caused by FOIA disclosure).

187 See Brittany Dyeing & Printing Corp. v. EPA, No. 91-2711, slip op. at
10-12 (D.D.C. Mar. 12, 1993) (rejecting argument that FOrA disclosure of
Dun & Bradstreet report would cause "loss of potential customers" because no
evidence was presented to support contention that potential customers would use
FOIA in such a manner, particularly in light of time involved in receiving
information through FOIA process; nor was it shown how many such reports
would be available through FOIA and court would not assume that majority, or

(continued... )
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The third prong was at issue in a case decided several years ago that
concerned an agency that had the authority--but had not yet had the time and
resources--to promulgate a regulation that would require submission of certain
data. 188 During this interim period the agency was relying on companies to
voluntarily submit the desired informatiolJ,.189 The court rejected the agency's
argument that under these circumstances disclosure would impair its efficiency
and effectiveness, holding instead that because Congress had "announced a
preference for mandatory over voluntary submissions," the agency was "hard
pressed to support its claim that voluntary submissions are somehow more effi
cient. "190

Thirteen years after the National Parks decision first raised the possibility
that Exemption 4 could protect interests other than those reflected in the impair
ment and competitive harm prongs, a panel of the Court of Appeals for the
District of Columbia Circuit embraced the third prong in the first appellate
decision in Critical Mass. 19

! There, the panel adopted what it termed the "per
suasive" reasoning of the First Circuit and expressly held that an agency may
invoke Exemption 4 on the basis of interests other than the two principally
identified in National Parks. 192

Upon remand from the D.C. Circuit, the district court in Critical Mass
found the requested information to be properly withheld pursuant to the third
prong. 193 The court reached this decision based on the fact that if the re
quested information were disclosed, future submissions would not be provided
until they were demanded under some form of compulsion--which would then
have to be enforced, precipitating "acrimony and some form of litigation with

187( ••• continued)
even substantial number, could be so obtained); Key Bank of Me.. Inc. v. SBA,
No. 91~362-P, slip op. at 7 (D. Me. Dec. 31, 1992) (denying protection for
Dun & Bradstreet reports because "the notion that those who are in need of
credit information will use the government as a source in order to save costs
beties common sense").

188 See Teich v. FDA, 751 F. Supp. 243, 251 (D.D.C. 1990), appeal vol-
untarily dismissed, No. 91-5023 (D.C. Cir. July 2,1992).

189 751 F. Supp. at 251.

190 rd. at 252-53.

191 830 F.2d 278, 282, 286 (D.C. Cir. 1987), vacated en bane, 975 F.2d
871 (D.C. Cir. 1992), cer!. denied, 113 S. Ct. 1579 (1993).

192 830 F.2d at 286.

193 731 F. Supp. 554, 557 (D.D.C. 1990), rev'd in part & remanded, 931
F.2d 939 (D.C. Cir.), vacated & reh'g en banc granted, 942 F.2d 799 (D.C.
Cir. 1991), grant of summary judgment to agency affd en bane, 975 F.2d 871
(D.C. Cir. 1992), cert. denied, 113 S. Ct. 1579 (1993).
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attendant expense and delay. 11194 On appeal for the second time, a panel of
the D.C. Circuit reversed the lower court on this point, but that decision was
itself vacated when the D.C. Circuit decided to hear the case en banc. 195

In its en bane decision in Critical Mass, the D.C. Circuit conducted an
extensive review of the interests sought to be protected by Exemption 4 and
expressly held that" [i]t should be evident from this review that the two inter
ests identified in the National Parks test are not exclusive." 196 In addition,
the court went on to state that although it was overruling the first panel decision
in Critical Mass, it "note[d]" that that panel had adopted the First Circuit's
conclusion that Exemption 4 protects a "governmental interest in administrative
efficiency and effectiveness. "197 Moreover, the D.C. Circuit specifically rec
ognized yet another Exemption 4 interest--namely, "a private interest in pre
serving the confidentiality of information that is provided the Government on a
voluntary basis. ,,19& It declined to offer an opinion as to whether any other
governmental or private interests might also fall within Exemption 4's protec
tion. 199

Privileged Information

The term "privileged" in Exemption 4 has been utilized by some courts as
an alternative for protecting nonconfidential commercial or financial informa
tion. Indeed, the Court of Appeals for the District of Columbia Circuit has
indicated that this term should not be treated as being merely synonymous with
"confidential," particUlarly in light of the legislative history's explicit reference
to certain privileges, e.g., the attorney-client and doctor-patient privileges. 2OO

Nevertheless, during the FOIA's first two decades, only two district court de
cisions had discussed "privilege" in the Exemption 4 context. In one case, a
court upheld the Department of the Interior's withholding of detailed statements
by law firms of work that they had done for the Hopi Indians on the ground
that they were "privileged" because of their work-product nature within the
meaning of Exemption 4: "The vouchers reveal strategies developed by Hopi
counsel in anticipation of preventing or preparing for legal action to safeguard

194 731 F. Supp. at 557.

195 931 F.2d 939, 944-45 (D.C. Cir.), vacated & reh'g en banc granted,
942 F.2d 799 (D.C. Cir. 1991), gram of summary judgment to agency aff'd en
bane, 975 F.2d 871 (D.C. Cir. 1992), cert. deni~d, 113 S. Ct. 1579 (1993).

196 975 F.2d at 879.

197 Id.; see also Allnet Communication Servs., Inc. v. FCC, 800 F. Supp.
at 990 (recognizing, after Critical Mass, third prong protection to prevent agen
cy effectiveness from being impaired).

198 975 F.2d at 879.

199 Id.

20() See Washington Post Co. v. HHS, 690 F.2d 252, 267 n.50 (D.C. eir.
1982).
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tribal interests. Such communications are entitled to protection as attorney
work product. "201 In the second case, a legal memorandum prepared for a
utility company by its attorney qualified as legal advice protectible under Ex
emption 4 as subject to the attorney-client privilege. 202 In both of these cases
the information was also withheld as "confidential."

Eight years ago, for the first time, a court protected material relying
solely on the "privilege" portion of Exemption 4, recognizing protection for
documents subject to the "confidential report" privilege. 203 In a brief opinion,
one court recognized Exemption 4 protection for settlement negotiation docu
ments, but did not expressly characterize them as "priVileged, "204 Another
court subsequently recognized Exemption 4 protection for documents sUbject to
the critical sel [-evaluative privilege. 205

On the other hand, the Court of Appeals for the Tenth Circuit has re
cently held that documents subject to a state protective order entered pursuant to
the State of Utah's equivalent of Rule 26(c)(7) of the Federal Rules of Civil
Procedure--whiCh permits courts to issue orders denying or otherwise limiting
the manner in which discovery is conducted so that a trade secret or other
confidential commercial information is not disclosed or is only disclosed in a
certain way--were not "privileged" for purposes of Exemption 4.206 While
observing that discovery privileges "may constitute an additional ground for
nondisclosure" under Exemption 4, the Tenth Circuit noted that those other
privileges were for information "not otherwise specifically embodied in the
language of Exemption 4. "207 By contrast, it concluded, recognition of a priv-

201 Indian Law Resource Ctr. v. Department of the Interior, 477 F. Supp.
144, 148 (D.D.C. 1979).

202 See Miller, Anderson, Nash. Yerke & Wiener v. United States Dep't of
Energy, 499 F. Supp. 767, 771 (D. Or. 1980).

203 Washington Post Co. v. HHS, 603 F. Supp. 235, 237-39 (D.D.C.
1985), rev'd on procedural grounds & remanded, 795 F.2d 205 (D.C. Cir.
1986).

204 See MIA-COM Info. Sys. v. HHS, 656 F. Supp. 691, 692 (D,D.C.
1986); see also FOlA Update, Fall 1985, at 3-4 ("OlP Guidance: Protecting
Settlement Negotiations It). .

205 Washington Post Co. v. United States Dep't of Justice, No. 84-3581,
slip op. at 21 (D.D.C. Sept. 25, 1987) (magistrate's recommendation), adopted
(D.D.C. Dec. 15, 1987), rev'd in part on other grounds & remanded, 863 F.2d
96, 99 (D.C. Cir. 1988). But cf. Kansas Gas & Elec, Co. v. NRC, No. 87
2748, slip op. at 4 (D.D.C. July 2, 1993) (because self-critical analysis priv
ilege previously rejected in state court proceeding brought to suppress dis
closure of documents, "doctrine of collateral estoppel" prevented "relitigation"
of that claim in federal court) (reverse FOIA suit).

206 Anderson v. HHS, 907 F.2d 936, 945 (10th Cir. 1990).

207 M.:.
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ilege for materials protected by a protective order under Rule 26(c)(7) "would
be redundant and would substantially duplicate Exemption 4's explicit coverage
of 'trade secrets and commercial or financial information.' "208 Similarly, the
Court of Appeals for the Fifth Circuit has "decline[d] to hold that the [FOrA]
creates a lender-borrower privilege," despite the express reference to such a
privilege in Exemption 4's legislative history. 209

Interrelation with Trade Secrets Act

Finally, it should be noted that the Trade Secrets AcrllO--an extraordi
narily broadly worded criminal statute--prohibits the disclosure of much more
than simply "trade secret" information and instead prohibits the unauthorized
disclosure of all data protected by Exemption 4. (See discussion of this statute
in connection with Exemption 3, above.) Indeed, virtually every court that has
considered the issue has found the Trade Secrets Act and Exemption 4 to be
"coextensive. "21 t In 1987, the Court of Appeals for the District of Columbia
Circuit issued a long-awaited decision which contains an extensive analysis of
the argument advanced by several commentators that the scope of the Trade
Secrets Act is narrow, extending no more broadly than the scope of its three
predecessor statutes.212 The D.C. Circuit rejected that argument and held that
the scope of the Trade Secrets Act is "at least co-extensive with that of Exemp
tion 4. "213 Thus, the court held that if information falls within the scope of
Exemption 4, it also falls within the scope of the Trade Secrets Act. 214 The
court concluded that it need not "attempt to define the outer limits" of the Trade
Secrets Act, i.e., whether information falling outside the scope of Exemption 4
was nonetheless still within the scope of the Trade Secrets Act, because the
FOIA itself would provide authorization for release of any information falling
outside the scope of an exemption.215

208 Id.

209 Sharyland Water Supply Corp. v. Block, 755 F.2d 397, 400 (5th Cir.),
cert. denied, 471 U.S. 1137 (1985).

210 18 U.S.C. § 1905 (1988).

211 See, e.g., General Elec. Co. v. NRC, 750 F.2d 1394, 1402 (7th Cir.
1984).

212 See CNA Fin. Corp. v. Donovan, 830 F,2d 1132, 1144-52 (D.C. CiT.
1987), cert. denied, 485 U.S. 977 (1988).

213 830 F.2d at 1151.

214 Id. at 1151-52; see also id. at 1140 (noting that Trade Secrets Act "ap
pears to cover practically any commercial or financial data collected by any
federal employee from any source" and that "comprehensive catalogue of
items" listed in Act "accomplishes essentially the same thing as if it had simply
referred to 'all officially collected commercial information' or 'all business and
financ ial data received''').

215 llL at 1152 n.139.
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The practical effect of the Trade Secrets Act is to limit an agency's abil
ity to make a discretionary release of otherwise-exempt material, because to do
so in violation of the Trade Secrets Act would not only be a criminal offense, it
would also constitute "a serious abuse of agency discretion" redressable through
a "reverse" FOIA SUit. 216 Thus, in the absence of a statute or properly pro
mulgated regulation authorizing release--which would remove the disclosure pro
hibition of the Trade Secrets Act--a determination by an agency that material
falls within Exemption 4 is "tantamount" to a decision that it cannot be re
leased. 217

EXEMPTION 5

Exemption 5 of the FOIA protects "inter-agency or intra-agency memo
randums or letters which would not be available by law to a party . . . in
litigation wi th the agency." 1 As such, it has been construed to "exempt those
documents, and only those documents, normally privileged in the civil dis
covery context. ,,2

Although originally it was "not clear that Exemption 5 was intended to
incorporate every privilege known to civil discovery, "3 the Supreme Court has
now made it clear that the coverage of Exemption 5 is quite broad, encompass
ing both statutory privileges and those commonly recognized by case law, and
that it is not limited to those privileges explicitly mentioned in its legislative
history.4 .Accordingly, the Court of Appeals for the District of Columbia Cir
cuit has stated that the statutory language "unequivocally" incorporates "all civil
discovery rules into FOIA [Exemption 5]. lIS However, this incorporation of
discovery privileges requires that a privilege be applied in the FOIA context as

216 National argo for Women v. Social Sec. Admin., 736 F.2d 727, 743
(D.C.·Cir. 1984) (Robinson, J., concurring); accord Pacific Architects &
Eng'es v. United States Dep't of State, 906 F.2d 1345, 1347 (9th Cir. 1990)
(reverse FOiA suit); Charles River Park "A." Inc. v. HUD, 519 F.2d 935, 942
(D.C. Cir. 1975); see also FOJA Update, Summer 1985, at 3 ("DIP Guidance:
Discretionary Disclosure and Exemption 4").

111 CNA Fin. Corp. v. Donovan, 830 F.2d at 1144.

1 5 U.S.C. § 552(b)(5) (1988).

2 NLRB v. Sears, Roebuck & Co., 421 U.S. 132, 149 (1975); see also
FTC v. GroHer Inc., 462 U.S. 19,26 (1983); Martin v. Office of Special
Counsel, 819 F.2d 1181, 1184 (D.C. Cir. 1987).

3 Federal Open Mkt. Comm. v, Merrill, 443 U.S. 340, 354 (1979).

4 See United States v. Weber Aircraft Corp., 465 U.S. 792, 800 (1984);
see also FOTA Update, Fall 1984, at 6.

S Martin v. Office of Special Counsel, 819 F.2d at 1185; see also Badhwar
v. United States Dep't of the Air Force, 829 F.2d 182, 184 (D.C. Cir. 1987)
("Exemption 5 requires the application of existing rules regarding discovery. n).
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it exists in the discovery context. 6 Thus. the precise contours of a privilege.
with regard to applicable parties or types of information which are protectible.
are also incorporated into the FOIA.7

The three primary, most frequently invoked privileges that have been
held to be incorporated into Exemption 5 are the deliberative process privilege
(referred to by' some courts as "executive privilege"), the attorney work-product
privilege and the attorney-client privilege. 8

Initial Considerations

The threshold issue under Exemption 5 is whether a record is of the sort
intended to be covered by the phrase "inter-agency or intra-agency memoran
dums." a phrase which would' seem to contemplate only those documents gener
ated by an agency and not circulated beyond the executive branch. In fact,
however, in recognition of the necessities and practicalities of agency opera
tions, the courts have construed the scope of Exemption 5 far more expansively
and have included documents generated outside of an agency. This pragmatic
approach has been characterized as the "functional test" for assessing the appli
cability of Exemption 5 protection.9 However, some documents generated
within an agency, but transmitted outside of the executive branch. have been
found to fail this threshold test and thus not qualify for Exemption 5 protec
tion. 10

Regarding documents generated outside of an agency but created pursuant
to agency initiative, whether purchased or provided voluntarily without compen
sation, it has been held that "Congress apparently did not intend 'inter-agency
and intra-agency' to be rigidly exclusive terms, but rather to include any agency

6 See United States Dep't of Justice v. Julian, 486 U.S. 1, 13 (1988) (pre
sentence report privilege, designed to protect report subjects, cannot be invoked
against them as first-party requesters).

7 Id.

s See NLRB v. Sears. Roebuck & Co., 421 U.S. at 149.

9 See Durns v. Bureau of Prisons, 804 F.2d 701,704 n.5 (D.C. Cir.) (em·
ploying "a functional rather than a literal test in assessing whether memoranda
are 'inter-agency or intra-agency'''), cert. granted. judgment vacated on other
grounds & remanded, 486 U.S. 1029 (1988); see also United States Dep't of

Justice v. Julian, 486 U.S. 1, 11 n.9 (1988) (Scalia. J.• dissenting) (issue not
reached by majority).

10 See, e.g., Dow Jones & Co. v. Department of Justice, 917 F.2d 571,
575 (D.C. Cir. 1990) (agency records transmitted to Congress for purposes of
congressional inquiry held not "inter-agency" records under Exemption 5 on
basis that Congress is not an "agency" under FOIA); see also Paisley v. CIA,
712 F.2d 686, 699 n.54 (D.C. Cir. 1983) (presaging Dow Jones by suggesting
that agency responses to congressional requests for information may not con
stitute protectible "inter-agency" communications).
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document that is part of the deliberative process." 11 Thus, recommendations
from Congress may be protected,I2 as well as advice from a state agency.13
Similarly, the Court of Appeals for the District of Columbia Circuit has held
that Exemption 5 likewise applies to documents originating with a court. 14

Under this "functional" approach, documents generated by consultants outside
of an agency are typically found to qualify for Exemption 5 protection because
agencies, in the exercise of their functions, commonly have "a special need for
the opinions and recommendations of temporary consultants. "15 Indeed, such
advice can "piayll an integral function in the government's decision-
[making]. "16

Several years ago, the D.C. Circuit made broad use of the "functional"
test, holding that Exemption 5's "inter-agency or intra-agency" threshold re
quirement was satisfied even where no "formal relationship" existed between
HHS and an outside scientific journal reviewing an article submitted by an HHS

11 Ryan v. Department of Justice, 617 F.2d 781,790 (D.C. Cir. 1980); see
also Hooper v. Bowen, No. 88-1030, slip op. at 18 (C.D. Cal. May 24, 1989)
("courts have regularly construed this threshold test expansively rather than
hypertechnically"); FOIA Update, June 1982, at 10 ("FOIA Counselor: Pro
tecting 'Outside' Advice").

12 Ryan v. Department of Justice, 617 F.2d at 790 (protecting judicial rec
ommendations from senators to Attorney General).

13 Mobil Oil Corp. v. FTC, 406 F. Supp. 305,315 (S.D.N.Y. 1976) ("the
rationale applies with equal force to advice from state as well as federal agen
cies ").

14 Durns v. Bureau of Prisons, 804 F.2d at 704 & n.5 (presentence report
prepared by probation officer for sentencing judge, with copies provided to
Parole Commission and Bureau of Prisons); cr. Badhwar v. United States Dep't
of the Air Force, 829 F.2d 182, 184-85 (D.C. Cir. 1987) (upholding appli
cation of Exemption 5--without discussing "inter-agency and intra-agency"
threshold--to material supplied by outside contractors).

15 Soucie v. David, 448 F.2d 1067, 1078 n.44 (D.C. Cir. 1971); cf. CNA
Fin. Corp. v. Donovan, 830 F.2d 1132, 1161 (D.C. Cir. 1987) (recognizing
importance of outside consultants in deliberative process privilege context),
cert. denied, 485 U.S, 977 (1988).

16 Hoover v. United States Der't of the Interior, 611 F.2d 1132, 1138 (5th
Cir. 1980); see also. e.g., Lead Indus. Ass'n v. OSHA, 610 F.2d 70, 83 (2d
Cir. 1979); Wu v. National Endowment for Humanities, 460 F.2d 1030, 1032
(5th Cir. 1972) (recommendations of volunteer consultants protected), cert.
denied, 410 U.S. 926 (1973); Hooper v. Bowen, slip op. at 17-19 (records
originating with private insurance companies which acted as "fiscal intermediar
ies" for Health Care Financing Administration protected); Sehone E1ec. Corp.
v. FTC, No. 81-1360, slip op. at 9-10 (D.D,C. Dec. 6, 1983) (documents
prepared by paid outside consultants protected); American Soc'y of Pension
Actuaries v. Pension Benefit Guar. Corp., 3 Gov't Disclosure Serv. (P-H)
, 83,182, at 83,846 (D.D.C. June 14, 1983) (same).
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scientist for possible publication. 17 The D.C. Circuit held that the deciding
factor is the "role" the evaluative comments from the journal's reviewers play
in the process of agency deliberations-~that is, they are regularly relied upon by
agency authors and supervisors in making the agency's decisions. 18 While
courts ordinarily require that there be some formal or informal relationship be
tween the "consultant" and the agency, some courts have accorded Exemption 5
protection even absent such a relationship.19 .

However, a minority of courts, particularly in the context of witness
statements taken in NLRB investigations, have not embraced the "functional
test" and have rigidly applied the "inter-agency or intra-agency" language of
Exemption 5's threshold to find that documents submitted by nonagency person
nel are not protectible under tbe exemption.20

In 1990, the D.C. Circuit held in Dow Jones & Co. v. Department of
Justice,21 that documents transmitted to Congress do not qualify for Exemption
5 protection, based upon the simple fact that Congress is not an "agency" under

17 Formaldehyde lnst. v. HHS, 889 F.2d 1118, 1123-24 (D.C. Cir. 1989).

18 Id. at 1123-24 (citing CNA Fin. Corp. v. Donovan, 830 F.2d at 1161).
But cf. Texas v. ICC, 889 F.2d 59, 62 (5th Cir. 1989) (embracing "functional
test" but finding it not satisfied for documents submitted by private party not
standing in any consultative or advisorial role with agency).

19 See Destileria Serralles, Inc. v. Department of the Treasury, No. 85-837,
slip op. at 10 (D.P.R. Sept. 22, 1988) (protecting confidential business infor
mation furnished to agency by business competitor); Information Acquisition
Corp. v. Department of Justice, No. 77-839, slip op. at 4 (D.D.C. May 23,
1979) (protecting unsolicited comments from members of public on presidential
nomination); see also FOIA Update, Summer 1987, at 4-5 ("DIP Guidance:
Broad Protection for Witness Statements"); ForA Update, June 1982, at 10.

20 See Thurner Heat Treating Corp. v. NLRB, 839 F.2d 1256, 1259-60 (7th
CiT. 1988) (witness statements taken from nonagency employees in contempla
tion of litigation held not intra-agency); Van Bourg, Allen, Weinberg & Roger
v. NLRB, 751 F.2d 982, 985 (9th Cir. 1985) (Exemption 5 narrowly construed
to apply "only to internal agency documents or documents prepared by out
siders who have a formal relationship with the agency"); Pass v. NLRB, 654

F.2d 659, 659 (lOth Cif. 1977) (same); Kilroy v. NLRB, 633 F. Supp. 136,
140 (S.D. Ohio 1985) (witness statements taken from nonagency employees not
intra-agency), affd, 823 F.2d 553 (6th Cir. 1987) (table cite); see also Southam
News v. INS, No. 85-2721, slip op. at 17 (D.D.C. May 18, 1989). (letters to
and from private parties held not to meet threshold); Knight v. DOD, No. 87
480, slip op. at 2-3 (D.D.C. Dec. 7, 1987) (correspondence to contractors not
intra-agency); American Soc'y of Pension Actuaries v. Pension Benefit Guar.
~, No. 82-2806. slip op. at 3 (D.D.C. July 22, 1983) (advice of profes
sional advisory committees does not merit protection as disclosure would not
chill outsiders' candor).

21 917 F.2d 571 (D.C. CiT. 1990).
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the terms of the statute22 _-even though prior to Dow Jones, several district·
court decisions had accorded such documents protection under Exemption 5,23
Nevertheless, the D.C. Circuit stated that agencies may "protect communica
tions outside the agency so long as those communications are part and parcel of
the agency's deliberative process. "24

The issue remains unsertled as to documents generated in the course of
settlement negotiations. Communications reflecting settlement negotiations
between the government and an adverse party, which are of necessity ex
changed between the parties, have been held not to constitute "intra-agency"
memoranda under Exemption 5. 25 However, certain of those courts recog
nized the great difficulties inherent in such a harsh Exemption 5 construction,
especially in light of the "logic and force of [the] policy plea" that the govern
ment's indispensable settlement mechanism can be impeded by such a result. 26

Accordingly, one court has held that notes of an agency employee which
reflected positions taken and issues raised in treaty negotiations were properly
withheld pursuant to Exemption 5 because their release would harm the agency
deliberative process.27 Other courts have found the attorney work-product and
deliberative process privileges to be properly invoked for documents prepared
by agency personnel which reflected the substance of meetings between adverse

22 Id. at 574 (citing 5 U.S.C. § 551(1)).

23 See, e.g., Demetracopoulos v. CIA, 3 Gov't Disclosure Servo (P-H)
, 82,508, at 83,283 (D.D.C. Nov. 9, 1982) (documents transmitted to Con
gress); Letelier v. United States Dep't of Justice, 3 Gov't Disclosure Servo
(P-H) , 82,257, at 82,714 (D.D.C. May 11, 1982) (same); see also FOIA
Update, Spring 1983, at 5 (superseded in part by Dow Jones).

24 917 F.2d at 575.

25 See County of Madison v. United States Dep't of Justice, 641 F.2d 1036,
1042 (lst Cir. 1981); MIA-COM Info. Sys. v. HHS, 656 F. Supp. 691, 692
(D.D.C. 1986) (privilege allowed under Exemption 4 but not under Exemption
5); NAACP Legal Defense & Educ. Fund. Inc. v. United States Dep't of
Justice, 612 F. Supp. 1143; 1145-46 (D.D.C. 1985); NQrwood v. FAA, 580 F.
Supp. 994, 1002-03 (W.D. Tenn. 1984) (on motion'for clarification and recon
sideration); Center for Auto Safety v. Department of Justice, 576 F. Supp. 739,
747-49 (D.D.C. 1983).

26 County of Madison v. United States Dep't of Justice, 641 F.2d at 1040;
Center for Auto Safety v. Department of Justice, 576 F. Supp. at 746 n.18
(quoting County of Madison v. United States Dep't of Justice, 641 F.2d at
1040); see also Murphy v. TVA, 571 F. Supp. 502, 506 (D.D.C. 1983) (public
policy favoring compromise over confrontation would be "seriously under
mined II if internal documents reflecting employees' thoughts during course of
negotiations were released).

27 Fulbright & Jaworski v. Department of the Treasury, 545 F. Supp. 615,
620 (D.D.C. 1982).
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parties and agency personnel in preparation for eventual settlement of a case. 28

Furthermore, Justice Brennan, noting the need for protecting attorney work
product information, has specifically cited as a particular disclosure danger the
ability of adverse parties to "gain insight into the agency's general strategic and
tactical approach to deciding when suits are brought ... and on what terms
they may be settled. "29

Thus, the law with respect to settlement documents stands in a state of
flux, with repeated judicial suggestions underscoring the dangers of their disclo
sure, but with substantial case precedents standing as obstacles to Exemption 5
protection for those documents that have been shared with opposing parties.
All of the adverse decisions in this area, though, have failed to take cognizance
of the relatively recent development of a distinct "settlement negotiation" privi
lege. 30 In addition, settlement information may qualify for protection under
Exemption 4 where the information meets the "commercial or financial" thresh
old,3] or under the more traditional Exemption 5 privileges. Accordingly,
while such information should be withheld by agencies at the administrative
level pursuailt to Exemption 5, particularly where strong policy interests militat
ing against disclosure are present, special care should be taken to maximize the
prospects of favorable case law development on this delicate issue.

Additionally, it is not the "hypothetical litigation" between particular par-

28 See Coastal States Gas Corp. v. Department of Energy, 617 F.2d 854,
866 (D.C. Cir. 1980) (deliberative process privilege); Wilson v. Department of
Justice, No. 87~2415, slip op. at 8-11 (D.D.C. June 14, 1992) (attorney work
product privilege); Oxy USA Inc. v. United States Dep't of Energy, No. 88-C
541-B (N.D. Okla. July 13, 1989) (deliberative process and attorney work
product privileges); Citie$ Servo CO. V. FTC, 627 F. Supp. 827, 832 (D.D.C.
1984) (attorney work-product privilege), affd, 778 F.2d 889 (D.C. Cir. 1985)
(table cite); Burke Energy Corp. v. Department of Energy, 583 F. Supp. 507,
513 (D. Kan. 1984) (deliberative process privilege); Fulbright & Jaworski v.
Department of the Treasury, 545 F. Supp. at 620 (deliberative process privi
lege); see also FOIA Update, June 1982, at 10; cr. United States v, Metropoli
tan S1. LQuis Sewer Dis1., 952 F.2d 1040, 1045 (8th Cir. 1992) (draft consent
decrees covered by both deliberative process and attorney work-product privi
leges; remanded for determination of whether privileges waived). But see
Mead Data Cent .. Inc. v. United States Dep't of the Air Force, 566 F .2d 242,
257-58 (D.C. Cir. 1977) (certain documents prepared by agency concerning
negotiations failed to reveal any inter-agency deliberations and therefore were
not withholdable).

29 FTC v, Gtolier Inc., 462 U.S. 19, 31 (1983) (Brennan, 1., concurring)
(emphasis added).

30 See. e.g., Olin Corp. v. Insurance Co. of N. America, 603 F. Supp.
445, 449-50 (S.D.N.Y. 1985); Bottaro v. Hatton Assocs., 96 F.R.D. 158, 159
60 (E.D.N.Y. 1982); see also FOIA Update, Fal! 1985, at 3-4 ("OIP Guidance:
Protecting Settlement Negotiations ").

31 See MIA-COM Info. Sys. v. HHS, 656 F. Supp. at 692.
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ties (in which relevance or need are appropriate factors) which governs the
Exemption 5 inquiry;32 rather, it is the circumstances in private litigation in
which memoranda would "routinely be disclosed, "33 Therefore, whether the
privilege invoked is absolute or qualified is of no significance. 34 Accordingly,
no requester is entitled to greater rights of access under Exemption 5 by virtue
of whatever special interests might influence the outcome of actual 'civil discov.
ery to which he is a party.35 Indeed. such an approach, combined with a prag
matic application of Exemption 5's threshold language, is the only means by
which the Supreme Court's firm admonition against use of the FOIA to circum
vent discovery privileges can be given full effect. 36 Nevertheless, the mere
fact that information may not generally be discoverable does not necessarily
mean that it is not discoverable by a specific class of parties in civil litigation.
Just as the FOIA's privacy exemptions are not used against a first-party request
er,37 a privilege that is designed to protect a certain class of persons cannot be
invoked against those persons as FOIA requesters. 38

Deliberative Process Privilege

The most commonly invoked privilege incorporated within Exemption 5
is the deliberative process privilege, the general purpose of which is to "prevent
injury to the quality of agency decisions. "39 Specifically, three policy purpos-

32 NLRB v. Sears, Roebuck & Co., 421 U.S. 132, 149 n.16 (1975).

33 H.R. Rep. No. 1497, 89th Cong., 2d Sess. 10 (1966).

34 See FTC v. Groner Inc., 462 U.S. at 27; see also ForA Update, Fall
1984, at 6.

35 See FTC v. Grolier Inc., 462 U.S. at 28; NLRB v. Sears, Roebuck &
Co., 421 U.S. at 149; see also. e.g., Martin v. Office of Special Counsel, 819
F.2d 1181, 1184 (D.C. Cir. 1987) ("the needs of a particular plaintiff are not
relevant to the exemption's applicability"); Swisher v. Department of the Air
Force, 660 F.2d 369, 371 (8th Cir. 1981) (fact that privilege may be overcome
by showing of "need" in civil discovery context in no way diminishes Exemp-
tion 5 applicability). '

36 See United States v. Weber Aircraft Corn .. 465 U.S. 792, 801-02 (1984)
("We do not think that Congress could have intended that the weighty policies
underlying discovery privileges could be so easily circumvented i "); see also
Martin v. Office of Special Counsel, 819 F.2d at 1186 (Where a requester is
"unable to obtain those documents using ordinary civil discovery methods, ...
FOIA should not be read to alter that result. ").

37 See H.R. Rep. No. 1380, 93d Cong., 2d Sess. 13 (1974); see also FOIA
Update, Spring 1989, at 4.

38 See United States Dep't of Justice v. Julian, 486 U.S. at 13 (presentence
report privilege, designed to protect reports' subjects, cannot be invoked against
them as first-party requesters).

39 NLRB v. Sears, Roebuck & Co., 421 U.S. 132, 151 (1975).
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es consistently have been held to constitute the bases for this privilege: (1) to
encourage open, frank discussions on matters of policy between subordinates
and superiors; (2) to protect against premature disclosure of proposed policies
before they are finally adopted; and (3) to protect against public confusion that
might result from disclosure of reasons and rationales that were not in fact ulti
mately the grounds for an agency's action. 40

Logically flowing from the foregoing policy considerations is the privi
lege's protection of the "decision making processes of government agencies. 1141

In concept, the privilege protects not merely documents, but also the integrity
of the deliberative process itself where the exposure of that process would result
in harm. 42

Indeed, in a major en bane decision, the Court of Appeals for the District
of Columbia Circuit emphasized that even the mere status of an agency decision
within an agency decisionmaking process may be protectible if the release of
that information would have the effect of prematurely disclosing "the recom
mended outcome of the consultative process ... as well as the source of any
decision. 1143 This is particularly important to agencies involved in a regulatory
process that specifically mandates public involvement in the decision process

40 See, e.g., Russell v. Department of the Air Force, 682 F.2d 1045, 1048
(D.C. Cir. 1982); Coastal States Gas Corp. v. Department of Energy, 617 F.2d
854, 866 (D.C. Cir. 1980); Jordan v. United States Dep't of Justice, 591 F.2d
753, 772-73 (D.C. Cir. 1978) (en bane); Citizens Comm'n on Human Rights v.
FDA, No. 92-5313, slip op. at 23 (C.D. Cal. May 10, 1993) (release of prede
cisional documents may confuse public about agency policy and procedure).
But see also ITT World Communications. Inc. v. FCC, 699 F.2d 1219, 1237
38 (D.C. Cir. 1983) (suggesting that otherwise exempt predecisional material
"may" be ordered released so as to explain actual agency positions) (dictum),
rev'd on other grounds, 466 U.S. 463 (1984).

41 NLRB v. Sears. Roebuck & Co., 421 U.S. at 150.

42 See. e.g., National Wildlife Fed'n v. United States Forest Serv., 861
F.2d 1114, 1119 (9th Cir. 1988) ("[T]he ultimate objective of exemption 5 is to
safeguard the deliberative process of agencies, not the paperwork generated in
the course of that process."); Schell v. HHS, 843 F.2d 933,940 (6th Cir.
1988) ("Because Exemption 5 is concerned with protecting the deliberative
process itself, courts now focus less on the material sought and more on the
effect of the material's release. "); Dudman Communications Corp. v. Depart
ment of the Air Force, 815 F.2d 1565, 1568 (D.C. Cir. 1987) ("Congress
enacted Exemption 5 to protect the executive's deliberative processes--not to
protect specific materials. "); Chemical Mfrs. Ass'n v. Consumer Prod. Safety
Comm'n, 600 F. Supp. 114, 117 (D.D.C. 1984) (ongoing regulatory process
would be subject to "delay and disrupt[ion]" if preliminary analyses were pre
maturely disclosed).

43 Wolfe v. HHS, 839 F.2d 768, 775 (D.C. Cir. 1988) (en bane).
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once the agency's deliberations are complete. 44 Moreover, the predecisional
character of a document is not altered by the fact that an agency has subse
quently made a final decision,45 nor by the passage of time in general. 46

Traditionally, the courts have established two fundamental requirements,
both of which must be met, for the deliberative process privilege to be in
voked. 47 First, the communication must be predecisional, i.e., "antecedent to
the adoption of an agency policy. 1148 Second, the communication must be
deliberative, i.e., "a direct part of the deliberative process in that it makes
recommendations or expresses opinions on legal or policy matters. "49 The
burden is upon the agency to show that the information in question satisfies
both requirements. 50

In determining whether a document is predecisional, an agency does not
necessarily have to point specifically to an agency final decision, but merely
establish "what deliberative process is involved, and the role played by the
documents in issue in the course of that process." S1 On this point, the Su
preme Court has been very clear:

44 See id. at 776; see also National Wildlife Fed'n v. United States Forest
Serv., 861 F.2d at 1120-21 (draft forest plans and preliminary draft environ
mental impact statements protected); Chemical Mfrs. Ass'n v. Consumer Prod.
Safety Comm'n. 600 F. Supp. at 118 (preliminary scientific data generated in
connection with study of chemical protected).

45 See. e.g., May v. Department of the Air Force, 777 F.ld 1012, 1014-15
(5th Cir. 1985); Cuccaro v. Secretary of Labor, 770 F.ld 355, 357 (3d Cir.
1985).

46 See, e.g., Founding Church of Scientology v. Levi, 1 Gov't Disclosure
.Servo (P-H) 180,155, at 80,374 (D.D.C. Aug. 12, 1980).

47~ MapQther v. Department of Justice, No. 92-5261, slip op. at 7 (D.C.
Cir. Sept. 17, 1993) (liThe deliberative process privilege protects materials that
are both predecisional and deliberative." (citing Petroleum Info. Corp. v!
United States Dep't of the Interior, 976 F.2d 1429, 1434 (D.C. Cir. 1992») (to
be published).

48 Jordan v. United States Dep't of Justice, 591 F.2d at 774.
f

49 Vaughn v. Rosen, 523 F.2d 1136, 1143-44 (D.C. Cir. 1975).

50 See Southam News v. INS, No. 85-2721, slip op. at 16-17 (D.D.C. May
18, 1989).

5J Coastal States Gas Corp. v. Department of Energy, 617 F.2d at 868; ~
also Providence Journal Co. v. United States Dep't of the Army, 981 F.2d 552,
559 (lst Cir. 1992); Formaldehyde Inst. v. HHS, 889 F.2d 1118, 1123 (D.C.
Cir. 1989); Knowles v. Thornburgh, No. 90-1294, slip op. at 5-6 (D.D.C.
Mar. 11, 1992) (information generated during process preceding President's
ultimate decision on application for clemency held predecisional).
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Our emphasis on the need to protect pre-decisional documents
does not mean that the existence of the privilege turns on the ability
of an agency to identify a specific decision in connection with
which a memorandum is prepared. Agencies are, and properly
should be, engaged in a continuing process of examining their poli
cies; this process will generate memoranda containing recommen
dations which do not ripen into agency decisions; and the lower
courts should be wary of interfering with this process. 52

Thus, so long as a document is generated as part of such a continuing
process of agency decisionmaking, Exemption 5 can be applicable. 53 In a par
ticularly instructive decision, Access Reports v. Department of Justice,54 the
D.C. Circuit emphasized the importance of identifying the larger process to
which a document sometimes contributes. Further, "predecisional" documents

52 NLRB v. Sears, Roebuck & Co., 421 U.S. at 151 n.18; see also Schell
v. HHS, 843 F.2d at 941 ("When specific advice is provided, ... it is no less
predecisional because it is accepted or rejected in silence, or perhaps simply
incorporated into the thinking of superiors for future use."); Chemical Mfrs.
Ass'n v. Consumer Prod. Safety Comm'n, 600 F. Supp. at 118 ("[t]here should
be considerable deference to the [agency's] judgment as to what constitutes.
'part of the agency give-and-take--of the deliberative process--by which the
decision itself is made'''); Pfeiffer v. CIA, 721 F. Supp. 337. 340 (D.D.C.
1989) (court "must give considerable deference to the agency's explanation of
its decisional process, due to agency's expertise ").

S3 See, e.g., Maryland Coalition for Integrated Educ. v. United States Dep't
of Educ., No. 89-2851, slip op. at 6 (D.D.C, July 20, 1992) (material prepared
during compliance review that goes beyond critique of reviewed program to dis
cuss broader agency policy held part of deliberative process) (appeal pending);
Washington Post Co. v. DOD, No. 84-2949, slip op. at 21 (D.D.C. Feb. 25,
1987) (document generated in continuing process of examining agency policy
falls within deliberative process); Ashley v. United States Dep't of Labor, 589
F. Supp. 901, 908-09 (D.D.C. 1983) (documents containing agency self-evalua
tions need not be shown to be part of clear process leading up to "assured II

final decision so long as agency can demonstrate that documents were part of
some deliberative process). But see also Senate of P.R. v. United States Dep't
of Justice, 823 F.2d 574, 585 (D.C. Cir. 1987) (suggesting agency must speci
fy final "decisions to which the advice or recommendations .. , contributed");
Cook v. Watt, 597 F. Supp. 545, 550-52 (D. Alaska 1983) (confusingly refus
ing to extend privilege to documents originating in deliberative process merely
because process held in abeyance and no decision reached). Compare Parke.
Davis & Co. v. Califano, 623 F.2d 1, 6 (6th Cir. 1980) (holding document
must be "essential element" of deliberative process) with Schell v. HHS, 843
F.2d at 939-41 (appearing to reject, at least implicitly, "essential element" test).

54 926 F.2d 1192, 1196 (D.C. Cir. 1991); see also Taylor v. United States
Dep't of the Treasury, No. C90-1928,slip op. at 3-4 (N.D. Cal. Jan. 20, 1991)
(deliberatlve process privilege protects "communications leading to the actual
enactment of a law, not merely communications preceding a decision to com
mence the process of amending a law").
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are not only those circulated within the agency, but can also be those from an
agency lacking decisional authority which advises another agency possessing
such authority.55

In contrast, however, are postdecisional documents. They generally em
body statements of policy and final opinions that have the force of law,56 that
implement an established policy of an agency, 57 or that explain actions that an
agency has already taken. 58 Exemption 5 does not apply to postdecisional
documents, as "the public is vitally concerned with the reasons which did sup
ply the basis for an agency policy actually adopted. "59

Indeed, many courts have questioned whether certain documents at issue
were tantamount to agency "secret law," i.e., "orders and interpretations which
[the agency] actually applies to cases before it, "60 and which are "routinely
used by agency staff as guidance. "61 Such documents should be disclosed be
cause they are not in fact predecisional, but rather "discuss established policies
and decisions. "62 Only those portions of a postdecisional document that dis
cuss predecisional recommendations not expressly adopted can be protected.63

55 See Renegotiation Bd. v. Grumman Aircraft Eng'g Corp., 421 U.S. 168,
188 (1975); Bureau of Nat'l Affairs, Inc. v. United States Dep't of Justice, 742
F.2d 1484, 1497 (D.C. Cir. 1984).

56 See, e.g., Taxation With Representation Fund v. IRS, 646 F.2d 666,677
(D.C. CiT. 1981).

57 See. e.g., Brinton v. Department of State, 636 F.2d 600, 605 (D.C. Cir.
1980), cert. denied, 452 U.S. 905 (1981).

58 See, e.g., NLRB v. Sears, Roebuck & Co., 421 U.S. at 153-54. But cf.
Murphy v. TVA, 571 F. Supp. 502, 505 (D.D.C. 1983) (protection afforded to
"interim" decisions which agency retains option of changing).

59 NLRB v. Sears, Roebuck & Co., 421 U.S. at 152.

60 Sterling Drug, Inc. v. FTC, 450 F.2d 698, 708 (D.C. Cir. 1971).

61 Coastal States Gas Corp. v. Department of Energy, 617 F.ld at 869; ~
also Schiefer v. United States, 702 F.2d 233, 243-44 (D.C. Cir. 1983).

62 Coastal States Gas Corp. v. Department of Energy, 617 F.2d at 868;
Hansen v, United States Dep't of the Air Force, 817 F, Supp. at 124-25 (draft
document' used by agency as final product ordered disclosed) .

. 63 See NLRB v. Sears, Roebuck & Co., 421 U.S. at 151 (holding post
decisional documents subject to deliberative process privilege "as long as prior
communications and the ingredients of the decisionmaking process are not
disclosed"); see also Mead Data Central. Inc. v. United States Dep't of the Air
Force, 566 F.2d 242, 257 (D.C. Cir. 1977) ("It would exalt form over sub
stance to exempt documents in which staff recommend certain action or offer
their opinions on given issues but require disclosure of documents which only
'report' what those recommendations and opinions are. ").
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Several criteria have been fashioned to clarify the "often blurred" distinc
tion between predecisional and postdecisional documents.64 First, an agency
should determine whether the document is a "final opinion" within the meaning
of one of the automatic disclosure provisions of the FOIA, subsection
(a)(2)(A).65 In an extensive consideration of this point, the Court of Appeals
for the Fifth Circuit held that, as section (a)(2)(A) specifies "the adjUdication of
[a] case[]," Congress intended "final opinions" to be only those decisions result
ing from proceedings (such as that in Sears) in which a party invoked (and
obtained a decision concerning) a specific statutory right of "general and uni
form" applicability. 66

Second, the nature of the decisionmaking authority vested in the office or
person issuing the document must be considered.67 If the author lacks "legal
decision authority," the document is far more likely to be predecisional.68 A
crucial caveat in this regard, however, is that courts often look "beneath formal
lines of authority to the reality of the decisionmaking process. "69 Hence, even
an assertion by the agency that an official lacks ultimate decisionmaking author
ity might be "superficial" and unavailing if agency "practices" commonly ac
cord decisionmaking authority to that officia1.70 Conversely, an agency offi-

64 Schiefer v. United States, 702 F.2d at 237; see generally ITT World
Communications, Inc. v. FCC, 699 F.2d at 1235; Arthur Andersen & Co. v.
IRS, 679 F.2d at 258-59.

65 5 U.S.C. § 552(a)(2)(A) (1988); see Federal Open Mkt. Comm. v. Mer
rill, 443 U.S. 340, 360-61 n.23 (1979).

66 Skelton v. United States Postal Serv., 678 F.2d 35, 41 (5th Cir. 1982).
But see also Afshar v. Department of State, 702 F.2d 1125, 1142-43 (D.C. Cir.
1983) (even single recommendation of no precedential value or applicability to
rights of individual members of public loses protection if specifically adopted as
basis for final decision).

67 See Pfeiffer v. CIA, 721 F. Supp. at 340 ("What matters is that the
person who issues the document has authority to speak finally and officially for
the agency.").

68 Renegotiation Ed. v. Grumman Aircraft Eng'g Corp., 421 U.S. at 184
85; see alsQ Badhwar v. United States Dep't of the Air Force, 615 F. Supp.
698, 702~03 (D.D.C. 1985) (Air Force safety board does not make decisions,
only recommendations), affd in part & remanded in part on other grounds, 829
F.2d 182 (D.C. Cir. 1987); American Postal Workers Union v. Office of Spe
cial Counsel, No. 85-3691, slip op. at 6 (D.D.C. June 24, 1986) (prosecutorial
recommendations to special counsel which were not binding or dispositive con
sidered predecisional).

69 Schiefer v. United States, 702 F.2d at 238; see also National Wildlife
Fed'n v. United States Forest Serv., 861 F.2d at 1123.

70 Schiefer v. United States, 702 F.2d at 238,241; see, e.g., Badran v.
United States Dep't of Justice, 652 F. Supp. 1437,1439 (N.D. m. 1987) (INS

(continued ...)
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cia! who appears to have final authority may in fact not have such authority or
may not be wielding that authority in a particular situation. 71

Careful analysis of the decisionmaking process is sometimes required to
determine whether the records reflect an earlier preliminary decision or recom·
mendations concerning follow-up issues,n or whether the document sought
reflects a final decision or merely advice to a higher authority. 73 Thus, agen
cy recommendations to OMS concerning the development of proposed !egis
lation to be submitted to Congress are predecisional,74 but descriptions of
"agency efforts to ensure enactment of policies already established" are post
decisional.75

Third. it is useful to examine the direction in which the document flows

70( ...continued)
decision on plaintiffs bond was final, even though it was reviewable by immi
grationjudge, because "immigration judges are independent from the INS, and
no review of plaintiffs bond occurred within the INS").

71 See, e.g., National Wildlife Fed'n v. United States Forest Serv., 861
F.2d at 1122-23 (headquarters' comments on regional plans held to be opinions
and recommendations); Jowett. Inc. v. Department of the Navy, 729 F. Supp.
at 874 (audit reports prepared by entity lacking final decisionmaking authority
held protectible).

72 See, e.g., City of Va. Beach v. United States Dep't of Commerce, 995
F .2d at 1254 (protecting documents discussing past decision as it impacts on
future decision); Access Reports v. Department of Justice, 926 F.2d at 1196
(staff attorney memo on how proposed FOIA amendments would affect future
cases not postdecisional working law but opinion on how to handle pending
legislative process); Hamrick v. Department of the Navy, No. 90-283, slip op.
at 4 (D.D.C. Aug. 28, 1992) ("[D]ocuments prepared after [agency's] decision
to dual source the F404 engines are not 'formal agency policy,' but, recommen
dat10ns for future deciSl0ns relating to F404 procurement based upon lessons
learned from the dual sourcing decisionmaking process. U); COYQte Valley Band
of Pomo Indians v. United States, No. 87-2786, slip op. at 4 (N.D. Cal. Nov.
6, 1987); Dow. Lohnes & Albertson Y. Presidential Comm'n on Broadcasting
to Cuba, 624 F. Supp. 572, 574-75 (D.D.C. 1984).

73 See, e.g., Bureau of Nat'l Affairs, Inc. v. United States Dep't of Justice,
742 F.2d at 1497; American Fed'n of Gov't Employees v. United States Dep't
of Commerce, 632 F. Supp. 1272, 1276 (D.D.C. 1986), remanded on other
&rounds, No. 86-5390 (D.C. Cir. Dec. 9, 1987).

74 See Bureau of Nat'! Affairs, Inc. Y. United States Dep't of Justice, 742
F.2d at 1497.

75 Dow, Lohnes & Albertson v. USIA, No. 82-2569, slip op. at 15-16
(D.D.C. June 5, 1984), vacated in part, No. 84-5852 (D.C. Cir. Apr. 17,
1985); see also Badhwar v. Dnlted States Dep't of Justice, 622 F. Supp. 1364,
1372 (D.D.C. 1985) ("There is nothing predecisional about a recitation of
corrective action already taken. ").
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along the decisionmaking chain. Naturally, a document "from a subordinate to
a superior official is more likely to be predecisional, ,,76 than is the contrary
case: "[F]inal opinions ... typically flow from a superior with policymaking
authority to a subordinate who carries out the policy. ,,77 However, under cer
tain circumstances, recommendations can flow from the superior to the subor
dinate. 78 Perhaps most important of all is to consider the '''role, if any, that
the documertt plays in the process of agency deliberations. ' "79

Finally, even if a document is clearly protected from disclosure by the
deliberative process privilege, it may lose this protection if a final decision
maker "chooses expressly to adopt or incorporate [it] by reference. "80 At least
one court, though, has suggested a less stringent standard of "formal or in
formal adoption. "81 Also, although mere "approval" of a predecisional docu
ment does not necessarily constitute adoption of it.82 an inference of incorpora
tion or adoption has twice been found to exist where a decisionmaker accepted

76 Coastal States Gas Corp. v. Department of Energy, 617 F.2d at 868; see
also Nadler v. United States Dep't of Justice, 955 F.2d 1479, 1491 (lIth Cir.
1992) ("recommendation to a supervisor on how to proceed is predecisonal by
nature"); MCI Telecommunications Corp. v. GSA, No. 89-746, slip op. at 9-~0

(D.D.C. Mar. 25, 1992) (guidelines developed by panel members making
recommendations, not final decisionmaker, held predecisional); Government
Accountability Project v. Office of Special Counsel, No. 87-235, slip op. at 5-6
(D.D.C. Feb. 22, 1988) (protected documents "plainly contain advisory po
sitions adopted by officials subordinate in rank to the final decisionmakers ").

77 Brinton v. Department of State. 636 F.2d at 605; see also American
Fed'n of Gov't Employees v. United States Dep't of Commerce, 632 F. Supp.
at 1276; Ashley v. United States Dep't of Labor, 589 F. Supp. at 908.

7S See National Wildlife Fed'n v. United States Forest Serv., 861F.2d at
1123 (comments from headquarters to regional office found, under circumstanc
es presented, to be advisory rather than directory).

79 Formaldehyde lnst. v. HHS, 889 F.2d at 1122 (quoting CNA Fin. Corp.
v. Donovan, 830 F.2d 1132, 1161 (D.C. Cir. 1987), cert. denied, 485 U.S.
977 (1988») (emphasis added).

80 NLRB v. Sears. Roebuck & Co., 421 U.S. at 161; see also Atkin v.
EEOC, No. 91·2508, slip op. at 23-24 (D.N.J. July 14, 1993) (recommenda
tion to close file not protectible where contained in agency's actual decision to
close file); Afshar v. Department of State, 702 F.2d at 1140.

81 Coastal States Gas Corp. v. Department of Energy, 617 F.2d at 866; see
also American Soc'y of Pension Actuaries v. IRS, 746 F. Supp. 188, 192
(D.D.C. 1990) (ordering disclosure after finding that IRS's budget assumptions
and calculations underlying final estimate for President's budget were "implicit
ly adopted" by government); Skelton v. United States Postal Serv., 678 F.2d at
39 n.5 (dictum).

82 See, e.g., American Fed'n of Gov't Emplovees v. Department of' the
Army, 441 F. Supp. 1308, 1311 (D.D.C. 1977).
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a staff recommendation without giving a statement of reasons.S3 Where it is
unclear whether a recommendation provided the basis for a final decision, the
recommendation should be protectible. 84

A second primary limitation on the scope of the deliberative process priv
ilege is that of course it applies only to "deliberative" documents and it ordi
narily is inapplicable to purely factual matters, or to factual portions of oth
erwise deliberative memoranda. 8s Not only would factual material "generally
be available for discovery, "86 but its release usually will not threaten consult
ative agency functions.&1 This seemingly straightforward distinction between
deliberative and factual materials can blur, however, where the facts themselves
reflect the agency's deliberative process88--which has prompted the D.C. Cir
cuit to observe that "the use of the factual matter/deliberative matter distinction
produced incorrect outcomes ill a small number of cases. "89 In fact, the full
D. C. Circuit has firmly declared that factual information should be examined
"in light of the policies and goals that underlie" the privilege and "the context
in which the materials are used. ,,90

Recognizing the shortcomings of a rigid factual/deliberative distinction,
courts generally allow agencies to withhold factual material in an otherwise

&3 See American Soc'y of Pension Actuaries v. IRS, 746 F. Supp. at 191;
Martin v. MSP~, 3 Gov't Disclosure Servo (P-H) , 82,416, at 83,044 (D.D.C.
Sept. 14. 1982). But see American Postal Workers Union v. Office of Special
Counsel. slip op. at 7-9 (incorporation not inferred).

84 See Renegotiation Ed. V. Grumman Aircraft Eng'g Corp., 421 U.S. at
184-85; Afshar v. Department of State, 702 F .2d at 1143 n.22; see also Africa
Fund v. Mosbacher, No. 92-289, slip op. at 19 (S.D.N.Y. May 26, 1993) (rec
ord did not suggest either "adoption" or "final opinion" of agency); Wiley, Rein
& Fielding v. United States Dep't of Commerce, No. 90-1754, slip op. at 6
(D.D.C. Nov. 27, 1990) ("Denying protection to a document simply because
the document expresses the same conclusion reached by the ultimate agency
decision-maker would eviscerate Exemption 5. "); Ahearn v. United States
Army Materials & Mechanics Research Ctr., 580 F. Supp. 1405, 1407 (D.
Mass. 1984).

85 See. e.g., Coastal States Gas Corp. V. Denartment of Energy, 617 F.2d

at 867.

86 EPA v. Mink, 410 U.S. 73, 87-88 (1973).

87 See Montrose Chern. Corn, V. Train, 491 F.2d 63, 66 (D.C. Cir. 1974).

88 See, e.g. Skelton v. United States Postal Serv., 678 F.2d at 38-39,

89 Dudman V. Department of Air Force, 815 F.2d at 1568,

90 Wolfe v. HHS, 839 F.2d at 774; see also National Wildlife Fed'n v.
United States Forest Serv., 861 F.2d at 1119 ("ultimate objective" of Exemp
tion 5 is to safeguard agency's deliberative process).
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"deliberative" document under two general types of circumstances.9
\ The first

circumstance occurs where the author of a document selects specific facts out of
a larger group of facts and this very act is deliberative in nature. In Montrose
Chemical Corp. v. Train, for example, the summary of a large volume of pub
lic testimony compiled to facilitate the EPA Administrator's decision on a parti
cular matter was held to be part of the agency's internal deliberative process.92

The very act of distilling the testimony, of separating the significant facts from
the insignificant facts, constituted an exercise of judgment by agency person
ne1. 93 Such "selective" facts are therefore entitled to the same protection as
that afforded to purely deliberative materials, as their release would "permit
indirect inquiry into the mental processes,"94 and so "expose" predecisional
agency deliberations.95 Thus, to protect the factual materials, an agency must
identify a process which "could·reasonably be construed as predecisional and
deliberative. "96

A recent D.C. Circuit opinion concerning a report consisting of factual

91 See FOIA Update, Summer 1986, at 6.

92 See 491 F.2d at 71.

93 See id. at 68; see, e.g., Atkin v. EEOC, slip op. at 21 (staff selection of
certain factual documents to be used for report preparation held deliberative);
Bentson Contracting Co. v. NLRB, No. 90-451, slip op. at 3 (D. Ariz. Dec.
28, 1990) (document characterizing issues most important to parties and how
factual framework is utilized to determine precedent used in rendering decision
held deliberative).

94 Williams v. United States Dep't of Justice, 556 F. Supp. at 65.

95 Mead Data Cent.. Inc. v. United States Dep'! Qf the Air Force, 566 F.2d
at 256; see also Providence Journal Co. v. United States Dep't of the Army,
981 F.2d at 562 (revealing IG's factual findings would divulge substance of
related recommendations); Lead Indus. Ass'n v. OSHA, 610 F.2d at 85 (dis
closing factual segments of summaries would reveal deliberative process by
"demonstrating which facts in the massive rule-making record were considered
significant to the decisionmaker"); Farmworkers Legal Servs. v. United States
Dep'! of Labor, 639 F. Supp. 1368, 1373 (E.D.N.C. 1986) (list of farmworker
camps was "selective fact" and thus protected); Sorensen v. U oited States Del' 't
of Agric., No. 83-4143, slip op. at 7 (D. Idaho Mar. 11, 1985) (document

comprising agency's "attempt to organize, evaluate and prioritize the facts of

importance" held exempt).

96 City of Va. Beach v. United States Dep't of Commerce, 995 F.2d at
1255; see also ITT World Communications, Inc. v. FCC, 699 F.2d 1219. 1239
(D.C. Cir. 1983) (notes must be more than "straightforwarad factual narrations"
to be protected); Playboy Enters. v. Department of Justice, 677 F.2d 931,936
(D.C. Cir. 1982) (factual materials must be generated in course of agency's
decisionmaking process); Lacy v. United States Dep't of the Navy, 593 F.
Supp. 71, 78 (D. Md. 1984) (photographs attached to deliberative report "do
not become part of the deliberative process merely because some photographs
were selected and others were not").
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materials prepared for a decision by the Attorney General as to whether to al
low former U.N. Secretary General Kurt Waldheim to enter the United States
provides an illustration of the factual/deliberative distinction. 97 The D.C.
Circuit found that "the majority of the Waldheim Report's factual material was
assembled through an exercise of judgment in extracting pertinent material from
a vast number of documents for the benefit of an official called upon to take
discretionary action, " and that it therefore fell within the deliberative process
privilege. 98 By contrast, it also held that a chronology of Waldheim's military
career was not deliberative, as it was "neither more nor less than a compre
hensive collection of the essential facts" and "reflect[ed] no point of view. "99

The second such circumstance is where the information is so inextricably
connected to the deliberative material that its disclosure will expose or cause
harm to the agency's deliberations. If revealing factual information is tanta
mount to revealing the agency's deliberations, then the facts may be with
held. lOo In a recent example, the D.C. Circuit held that the deliberative proc
ess privilege protects construction cost estimates, which the court characterized
as "elastic facts," finding that their disclosure would reveal the agency's delib
erations. 101

Similarly, where factual or statistical information is actually an expression
of deliberative communications it may be withheld on the basis that to reveal

97 Mapother v. Department of Justice, slip op. at 9-12.

98 Id. at 11 (distinguishing and confining Playboy as a report designed only
to inform Attorney General of facts he would make available to Member of Con
gress, rather than one involving any decision he would have to make); see also
City of Va, Beach v. United States Dep't of Commerce, 995 F.2d at 1255 (simi
larly observing that in Playboy" [the] agency identified no decision in relation
to the withheld investigative report").

99 Mapother, slip op. at 12.

100 See, e.g., Wolfe v. HHS, 839 F.2d at 774-76 ("fact" of status of pro
posal in deliberative process protected); Brownstein Zeidman & Schomer v.
Department of the Air Force, 781 F. Supp. 31, 36 (D.D.C. 1991) (release of
summaries of negotiations would inhibit free flow of informatio~ as "summaries
are not simply the facts themselves"); Jowett. Inc. v. Department of the Navy,
729 F. Supp. at 877 (manner of selecting and presenting even most factual seg
ments of audit reports would reveal process by which agency's final decision is
made); Washington Post Co. v. DOD, No. 84-2403, slip op. at 5 (D.D.C. Apr.
IS, 1988) (factual assertions in briefing documents found "thoroughly inter
twined" with opinions and impressions); Washington Post Co. v. DOD, No.
84-2949, slip op. at 23 (summaries and lists of materials relied upon in drafting
report found "inextricably intertwined with the policymaking process").

lOl Quarles v. Department of the Navy, 893 F.2d 390, 392-93 (D.C. Cir.
1990)..
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that information would reveal the agency's deliberations. 102 Exemption 5 thus
protects scientific reports that constitute the interpretation of technical data,
insofar as "the opinion of an expert reflects the deliberative process of decision
or policy making." 103 The government interest in withholding technical data
is heighte.J.1ed if such material is requested at a time when disclosure of a scien
tist's "nascent thoughts ... would discourage the intellectual risktaking so
essential to technical progress. "104 Moreover, it is noteworthy that the D.C.
Circuit has stated that the "results of . . .. factual investigations" may be within
the protective scope of Exemption 5. 105 However, the D.C. Circuit also has
emphasized that agencies bear the burden of demonstrating that disclosure of
such information "would actually inhibit candor in the decision-making proc
ess. "106

Documents that are commonly encompassed by the deliberative process
privilege include "advisory opinions, recommendations, and deliberations com
prising part of a process by which governmental decisions and policies are
formulated,"107 the release of which would be likely to "stifle honest and

102 See, e.g., SMS Data Prods. Group, Inc. v. United States Dep't of the
Air Force, No. 88-481, slip op. at 3 (D.D.C. Mar. 31, 1989) (technical scores
and technical rankings of competing contract bidders held predecisional and
deliberative); National Wildlife Fed'n v. United States Forest Serv., No. 86
1255, slip op. at 9 (D.D.C. Sept. 26, 1987) (variables reflected in computer
program's mathematical equation held protectible); American Whitewater Affil
iation v. Federal Energy Regulatory Comm'n, No. 86-1917, slip op. at 7
(D.D.C. Dec. 2, 1986) ("the cost and energy comparisons involved in this case
are deliberative"); Brinderson Constructors, Inc. v. United States Army Corps
of Eng'rs, No. 85-905, slip op. at 11 (D.D.C. June 11, 1986) ("computations
are certainly part of the deliberative process");Professional Review Org., Inc.
v. HHS, 607 F. Supp. 423, 427 (D.D.C, 1985) (scores used to rate procure
ment proposals may be "numerical expressions of opinion rather than 'facts''').

103 Parke. Davis & Co. v. Califano, 623 F.2d at 6; see also Quarles v.
Department of the Navy, 893 F.2d at 392-93 (cost estimates held protectib!e as
"elastic facts"); National Wildlife Fed'n v. United States Forest Serv., 861 F.2d
at 1120 ("opinions on facts and their [sic] consequences of those facts form the
grist for.the policymaker's mill"). But see Ethyl Corp. v. EPA, 478 F.2d 47,
50 (4th Cir. 1973) (characterizing such material as "technological data of a
purely factual nature").

104 Chemical Mfrs. Ass'n v. Consumer Prod. Safety Comm'n, 600 F. Supp.
at 118.

105 Paisley v. CIA, 712 F.2d 686, 698 n.53 (D.C. Cir. 1983) (dictum).

106 Army Times Publishing Co. v. Department of the Air Force, 998 F.2d
1067, 1070 (D.C. Cir. 1993) (agencies must show how process would be
harmed where some factual material was released and similar factual material
was withheld).

107 NLRB v. Sears. Roebuck & Co., 421 U.S. at 150; see also National
(continued... )
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frank communication within the agency. 11108 Accordingly, though the case
law is not yet entirely settled on the point, "briefing materials" --such as reports
or other documents which summarize issues and advise superiors--should be pro
tectible under the deliberative process privilege. 109

A particular category of documents likely to be found exempt under the
deliberative process privilege is "drafts, "110 although it has been observed that
such a designation "does not end the inquiry." III It should be remembered,

107( ...continued)
Wildlife Fed'n v. United States Forest Serv., 861 F.2d at 1121 ("Recommenda
tions on how to best deal with a particular issue are themselves the essence of
the deliberative process. "); Four Corners Action Coalition v. United States
Dep't of the Interior, No. 92-Z-2I06, transcript at 4-5 (D. Colo. Dec. 9, 1992)
(bench order) (marginal notes and editorial comments reflect deliberative
process); Fine v. United States Dep't of Energy, No. 88-1033, slip op. at 9
(D.N.M. June 22, 1991) (notes written in margins of documents constitute
deliberations of documents' recipient); Jowett, Inc. v. Department of the Navy,
729 F. Supp. 871, 875 (D.D.C. 1989) (documents that are "part of the give
and-take between government entities"); Strang v. Collyer, 710 F. Supp. 9, 12
(D.D.C. 1989) (meeting notes that reflect the exchange of opinions or give-and
take between agency personnel or divisions of agency), aff'd sub nom. Strang
v. Desio, 899 F.2d 1268 (D.C. Cir. 1990) (table cite).

108 Coastal States Gas Corp. v. Department of Energy, 617 F.2d at 866; ~
also Schell v. HHS, 843 F.2d at 942 ("It is the free flow of advice. rather than
the value of any particular piece of information, that Exemption 5 seeks to pro
tect. ").

109 See Access Reports v. Department of Justice, 926 F.2d at 1196-97 (dic
tum); Washington Post Co. v. DOD, slip op. at 23 (summaries and lists of
material compiled for general's report preparation held protectible); Williams v.
United States Dep't of Justice, 556 F. Supp. 63, 65 (D.D.C. 1982) ("briefing
papers prepared for the Attorney General prior to an appearance before a con
gressional committee" held protectible); see also FOIA Update, Fall 1988, at 5.
Contra National Sec. Archive v. FBI, No. 88-1507, slip op. at 3-5 (D.D.C..
Apr. 15, 1993) (briefing papers found not protectible) (appeal pending).

110 See, e.g., City of Va. Beach v. United States Dep'! of Commerce, 995
F.2d at 1253; Town of Norfolk v. United States Corps of Eng'rs, 968 F.2d
1438, 1458 (lst Cir. 1992); Dudman Communications Corp. v. Department of
the Air Force, 815 F.2d at 1569; Russell v. Department of the Air Force, 682
F.2d at 1048; Arthur Andersen & Co. v. IRS, 679 F.2d 254, 259 (D.C. Cir.
1982); Lead Indus. Ass'n v. OSHA, 610 F.2d 70, 85-86 (2d Cir. 1979); Lyons
v. OSHA, No. 88-1562, slip op. at 4 (D. Mass. Dec. 2, 1991); Exxon Corp. v.
Department of Energy, 585 F. Supp. at 698.

III Arthur Andersen & Co. v. IRS, 679 F.2d at 257 (citing Coastal States
Gas Corp. v. Department of Energy, 617 F.2d at 866); see Petroleum Info.
Corp. v. United States Dep'! of the Interior, 976 F.2d at 1436 n.8 (suggesting
new harm standard for "mundane," nonpolicy-oriented documents, which can

. (continued...)
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though, that the very process by which a "draft" evolves into a "final" docu
ment can itself constitute a deliberative process warranting protection. J J2 As
a result, Exemption 5 protection can be available to a draft document regardless
of whether it differs from its final version. 113

Two years ago, the factual/deliberative distinction led to sharply contrast
ing decisions by two circuit courts of appeal, where the issue was the Com
merce Department's withholding of numeric material. 114 Both the Assembly
of the State of California and the Florida House of Representatives sought
"adjusted" census figures for their respective states that were developed in the
event that the Secretary of Commerce decided to adjust the 1990 census, an
event that did not occur. 115 The Court of Appeals for the Eleventh Circuit
applied a rigid "fact or opinion"· test in determining whether such numerical

111 ( •••continued)
include drafts); see also Hansen v. United States Dep't of the Air Force, 817 F.
Supp. 123, 124-25 (D.D.C. 1992) (unpublished internal document lost draft
status when consistently treated by agency as finished product over many
years).

112 See. e.g., National Wildlife Fed'n v. United States Forest Serv., 861
F.2d at 1122 ("To the extent that [the requester} seeks through its ForA request
to uncover any discrepancies between the findings, projections, and recommen
dations between the draft[s) prepared by lower-level [agency] personnel and
those actually adopted . . . , it is attempting to probe the editorial and policy
judgments of the decisionmakers. "); Dudman CommuniCations Corp, v. Depart
ment of the Air Force, 815 F.2d at 1568-69; Russell v. Devartment of the Air
Force, 682 F.2d at 1048-50; Pies v. IRS, 668 F.2d 1350, 1353-54 (D.C. Cir.
1981); Rothschild v. CIA, No. 91-1314, slip op. at 6-7 (D.D.C. Mar. 25,
1992) (extending protection to "marginalia consisting of comments, opinions,
further relevant information and associated notes" on drafts); Oxy USA Inc. v.
United States Dev't of Energy, No. 88-C-541-B, slip op. at 5 (N.D. OkJa. July
13, 1989) (agency need not show extent to which draft differs from final docu
ment, because to do so would itself expose what occurred in deliberative proc
ess); Strang v. Collyer, 710 F. Supp. at 12; Exxon Corp. v. Department of
Eneq~y, 585 F. Supp. at 698; ~e also FOIA Uvdate, Spring 1986, at 2; FOIA
Update, Jan. 1983, at 6.

113 See Mobil Oil Corp. v. EPA, 879 F.2d 698, 703 (9th Cir. 1989) (dicta);
Lead Indus. Ass'n v. OSHA, 610 F.2d at 86; see also Exxon Corp. v. Depart
ment of Energy, 585 F. Supp. at 698; City of W. Chicago v. NRC, 547 F.
Supp. 740, 751 (N.D. 111. 1982); FOIA Update, Spring 1986, at 2. But see
Texaco. Inc. v. United States Dep't of Energy, 2 Gov't Disclosure Servo (P-H)
~ 81,296, at 81,833 (D.D.C. Oct. 13, 1981) (aberrational ruling, without analy
sis, to the contrary).

114 Assembly of Cal. v. United States Dep't of Commerce, 968 F.2d 916
(9th Cir. 1992); Florida House of Representatives v. United States Dep't of
Commerce, 961 F.2d 941 (l1th Cir. 1992).

115 Assembly of Cal., 968 F.2d at 917-18; Florida House of Representa
tives, 961 F.2d at 943-44.
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data are protectible. 116 It viewed the census data as "opinion" that was ulti
mately rejected by the decisiorunaker and therefore held them to be withhold
able pursuant to the deliberative process privilege. 117 The Court of Appeals
for the Ninth Circuit, on the other hand, applied a "functional" test under which
it found that the data, on "the continuum of deliberation and fact ... , fell
closer to fact." lI8 The Ninth Circuit ordered the California data released on
the basis that disclosure would not reveal any of the Department of Commerce's
deliberative processes. IJ9 Since neither case went to the Supreme Court, this
narrow conflict remains.

This past year, in a case involving purely factual data found not to fall
within the deliberative process privilege, Petroleum Information Corp. v.
Uoited States Department of the Interior, the D.C. Circuit strongly indicated
that such information should be shielded by the privilege or not according to
whether it involves "some policy matter."120 It focused on "whether the agen
cy has plausibly demonstrated the involvement of a policy judgment in the de
cisional process relevant to the requested documents," 121 while at the same
time suggesting that more "mundane" documents should be protected where
"disclosure genuinely could be thought likely to diminish the candor of agency
deliberations in the future. "m While it remains to be seen exactly how this
emerging "policy" focus will be applied by the courts in future cases,123 at a
minimum it provides a focal point for the exercise of sound administrative dis-

116 Florida House of Representatives, 961 F.2d at 950.

117 Id.

\\8 Assembly of Cal., 968 F.2d at 921-22.

119 ld. at 923.

120 Petroleum Info. Corp. v. United States Dep't of the Interior, 976 F,Zd at
1435.

121 ld. at 1436.

122 Id. at 1436 n.8; accord Army Times Publishing Co. v. Department of
the Air Force, 998 F.2d at 1071, 1072 (concluding that "potentially harmful"
factual information could be withheld if it were determined that it "would ac
tually inhibit candor in the decision-making process if made available to the
public").

123 See Maryland Coalition for Integrated Educ. v. United States Dep't of
Educ., No. 89~2851. slip op. at 5-6 (D.D.C. July 20, 1992) (agency's "routine
review" of state compliance and "assess[ment of] how well existing policies are
being implemented by the state" held not protectible because they "do not
suggest or recommend future agency policy") (appeal pending); accord Mary
land Coalition for Integrated Educ, v. United States Dep't of Educ., slip op. at
2 (same); see also Mapother v. Department of Justice, slip op. at 8-10 (dis
cussing and harmonizing existing D.C. Circuit case law); Army Times Publish
ing Co. v. Department of the Air Force, 998 F.2d at 1070 (pointing to "process
by which decisions and policies" are formulated).
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cretion in the application of the deliberative process privilege on a case-by-case
basis. (See Discretionary Disclosure and Waiver, below, for a discussion of
discretionary disclosure in connection with Exemption 5.)

Lastly, the protection of the very integrity of the deliberative process can,
in some contexts, be the basis for protecting factual information. 124 It also
should be noted that under some circumstances disclosure of even the identity
of the author of a deliberative document could chill the deliberative process,
thus warranting protection of that identity under Exemption 5. 125 One court
has noted that the danger of revealing the agency's deliberations by disclosing
facts is particularly acute where the document withheld is "short. "126 Factual
information within a deliberative document may be withheld also where it is
impossible to reasonably segregate meaningful portions of that factual infor
mation from the deliberative information. 127

Attorney Work-Product Privilege

The second traditional privilege incorporated into Exemption 5 is the
attorney work-product privilege, which protects documents and other memoran
da prepared by an attorney in contemplation of litigation. 128 As its purpose is
to protect the adversarial trial process by insulating the attorney's preparation

124 See, e.g., Wolfe v. HHS, 839 F.2d at 776 (revealing status of proposal
in deliberative process "could chill discussions at a time when agency opinions
are fluid and tentative"); Dudman Communications Corp. v. Department of the
Air Force, 815 F.2d at 1568 (revealing editorial jUdgments would stifle creative
thinking).

m See, e.g., Brinton v. Department of State, 636 F.2d 600, 604 (D.C. Cir.
1980), cert. denied, 452 U.S. 905 (1981); Miscavige v. IRS, No. 91-1638, slip
op. at 8 (N.D. Ga. June 15, 1992); see also ForA Update, Spring 1985, at 6;
cr. Wolfe v. HHS, 839 F.2d at 775-76 (discussing how partiCUlarized disclosure
can chill agency discussions)

126 Nadler v. United States Dep't of Justice, 955 F.2d at 1491 (dicta) (con
sidering document "one and one-half pages in length").

127 See Local 3, Int'l Bhd. of Elec. Workers v. NLRB, 845 F.2d 1177,
1180 (2d CiI. 1988) (short document would be rendered "nonsensical" by seg
regation); see also Lead Indus. Ass'n v. OSHA, 610 F.2d at 86 ("Instead of
merely combing the documents for 'purely factual' tidbits, the court should
have considered the segments in the context of the whole document and that
document's relation to the administrative process. "); Badhwar v. United States
Dep't of the Air Force, 622 F. Supp. at 1375 (impossible to "reasonably" segre
gate nondeliberative material from autopsy report); Morton-Norwich Prods.,
Inc. v. Mathews, 415 F. Supp. 78, 82 (D.D.C. 1976). But see also Army
Times Publishing Co. v. Department of the Air Force, 998 F.2d at 1070 (em
phasizing agency obligation to specifically address possible segregability and
disclosure of factual information).

128 See Hickman v. Taylor. 329 U.S. 495, 509-10 (1947); Fed. R. eiv. P.
26(b)(3).
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from scrutiny, 129 the work-product privilege ordinarily does not attach until at
least "some articulable claim, likely to lead to litigation," has arisen. IJO The
privilege is not limited to civil proceedings, but rather extends to administrative
proceedings,I]1 and to criminal matters as well. 132 Similarly, the privilege
has also been held applicable to documents generated in preparation of an ami
cus brief. IJJ

The privilege sweeps broadly in several respects. 134 First, litigation
need never have actually commenced, so long as specific claims have been
identified which make litigation probable. 1J5 Significantly, the Court of Ap
peals for the District of Columbia Circuit has ruled that the privilege "extends
to documents prepared in anticipation of foreseeable litigation, even if no spe
cific claim is contemplated." 136 The privilege also has been held to attach to
law enforcement investigations, where the investigation is "based upon a spe
dfic wrongdoing and represent[s) an attempt to garner evidence and build a
case against the suspected wrongdoer. "137

129 See Jordan v. United States Dep't of Justice, 591 F.2d 753, 77S (D.C.
Cir. 1978) (en bane).

130 Coastal States Gas Corp. v. Department of Energy, 617 F.2d 854,865
(D.C. Cir. 1980).

131 See. e.g., Exxon Corp. v. Department of Energy, 585 F. Supp. 690,
700 (D.D.C. 1983); see also Martin v. Office of Special Counsel, 819 F.2d
1181, 1187 (D.C. Cir. 1987) (same result under Exemption (d)(5) of Privacy
Act).

131 See, e.g., Antonelli v. Sullivan, 732 F.2d 560, 561 (7th Cir. 1983); see
also FOIA Update, Spring 1984, at 7. But cf. Powell v. Department of Justice,
584 F. Supp. 1508, 1520 (N.D. Ca1. 1984) (suggesting, but not deciding, that

. attorney work-product materials generated in criminal case should be subject to
disclosure under criminal discovery provisions).

l3J See Strang v. Collyer, 710 F. Supp. 9, 12-13 (D.D.C. 1989), afrd sub
DQ!Ih Strang v. Desio, 899 F.2d 1268 (D.C. Cir. 1990) (table cite).

134 See generally FOIA Update, Summer 1983,. at 6.

135 See J<ent Corp. v. NLRB, 530 F.2d 612, 623 (5th Cir.), cert. denied,

429 U.S. 920 (1976); see, e.g., Chemcentral/Grand Rapids CorP. v. EPA, No.
91-C-4380, slip op. at 10-11 (N.D. Ill. Oct. 6, 1992) (privilege applies to legal
advice given for specific agency clean-up sites); Savada v. DOD, 755 F. Supp.
6, 7 (D.D.C. 1991) (threat of litigation by counsel for adverse party held
sufficient) .

IJ6 Schiller v. NLRB, 964 F.2d 1205, 1208 (D.C. Cir. 1992); see also
Delaney, Migdail & Young, Chartered v. IRS, 826 F.2d 124, 127 (D.C. Cir.
1987) (privilege ex.tends to documents prepared when identity of prospective
litigation opponent unknown).

137 SafeCard Sen's., Inc. v. SEC, 926 F.2d 1197, 1202 (D.C. Cir. 1991) .
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However, the mere fact that it is conceivable that litigation may occur at
some unspecified time in the future will not necessarily be sufficient to protect
attorney-generated documents; "the policies of the FOIA would be largely de
feated" if agencies were to withhold any documents created by attorneys "sim
ply because litigation might someday occur. "l38 But where litigation is inevi
table, a specific claim need not yet have arisen. 139

Further, it has been held that a document prepared for two disparate
purposes was compiled in anticipation of litigation if "litigation was a major
factor" in the decision to create it. 140 However, documents prepared in an
agency's ordinary course of business, not sufficiently related to litigation, may
not be accorded protection. 141

The attorney work-product privilege also has been held to cover docu
ments "relat[ing] to possible settlements" of litigation. 142 Logically, it can

---------
138 Senate of P.R. v. United States Dep't of Justice, 823 F.2d 574, 587

. (D.C. CiL 1987) (citing Coastal States Gas Corp. v. Department of Energy,
617 F.2d at 865).

139 See Schiller v. NLRB, 964 F.2d at 1208 (documents that provide tips
and instructions for handling future litigation held protectible); Delaney,
Migdail & Young. Chartered v. IRS, 826 F.2d at 127 (memoranda that "advise
the agency of the types of legal challenges likely to be mounted against a pro
posed program, potential defenses available to the agency and the likely out
come" held protectible); Lacefield v. United States, No. 92-N-1680, slip op. at
14 (D. Colo. Mar. 10, 1993) (knowledge that adversary plans to challenge
agency position constitutes articulable claim); Silber v. United States Dep't of
Justice, No. 91-876, transcript at 23-24 (D.D.C. Aug. 13, 1992) (bench order)
(privilege covers monograph written to assist attorneys in prosecuting cases);
Anderson v. United States Parole Comm'n, 3 Gov't Disclosure Serv. (P-H)
, 83,055, at 83,557 (D.D.C. Jan. 6, 1983) (privilege covers case digest of
legal theories and defenses frequently used in litigation); Automobile Importers
of America, Inc. v. FTC, 3 Gov't Disclosure Servo (P-H) 1 82,488, at 83,226
(D.D.C. Sept. 28, 1982) (privilege protects set of agency options and consid
erations used in auto-safety enforcement proceedings).

140 Wilson V. Department of Energy, No. 84-3163, slip op. at 7 n.1
(D.D.C. Jan. 28, 1985). But see also United States v. Gulf Oil Corp., 760
F.2d 292, 296-97 (Temp. Emer. Ct. App. 1985) (holding that anticipation of
litigation must be "the primary motivating purpose behind the creation of the
document") (non-FOIA case).

141 See Hill Tower, Inc. v. Department of the Navy, 718 F. Supp. 562, 567
(N.D. Tex. 1988) (aircraft accident investigation information in JAG Manual
report not created in anticipation of litigation).

142 See, e.g., United States v. Metropolitan St. Louis Sewer Dist., 952 F.2d
1040, 1045 (8th Cir. 1992) (remanded to determine if privilege was waived);
Cities Servo Co. v. FTC, 627 F. Supp. 827, 832 (D.D.C. 1984), affd, 778
F.2d 889 (D.C. Cir. 1985) (table cite); Church of Scientology v. IRS, No. 90-

(continued...)
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also protect the recommendation to close litigation,143 and even the final agen
cy decision to terminate litigation. 144 But documents prepared subsequent to
the closing of a case are presumed, absent some specific basis for concluding
otherwise. not to have been prepared in anticipation of !itigation. 145 More
over, one court has even held that documents not originally prepared in antici
pation of litigation cannot assume the protection derived from the work-product
privilege merely by their later placement in a litigation-related document. 146

Second, Rule 26(b)(3) of the Federal Rules of Civil Procedure allows the
privilege to be used to protect documents prepared "by or for another party or
by or for that other party's representative." Not only do documents prepared
by agency attorneys who are responsible for the litigation of a case which is be
ing defended or prosecuted by the Department of Justice qualify for the privi
lege,147 but also documents prepared by an attorney "not employed as a litiga
tor. "148 Courts have looked at the plain meaning of the rule and have ex
tended work-product protection to materials prepared by nonattorneys who are
supervised by attorneys.149 The unstated assumption in such cases is that

142( ... continued)
11069, slip op. at 20 (D. Mass. Apr. 22, 1992) (magistrate's recommendation)
(fact that parties were contemplating settlement does not foreclose application of
attorney work-product privilege); cf. Carey-Canada. Inc. v. Aetna Casualty &
Sur. Co., 118 F.R.D. 250, 251-52 (D.D.C. 1987) (civil discovery context).

143 See A. Michael's Piano, Inc. v. FTC, No. 2:92 CV 00603, slip op. at 1
(D. Conn. Jan. 29, 1993) (even if staff attorney is considering or recom
mending closing an investigation, exemption still applies) (appeal pending).

144 See FOIA Update, Summer 1985, at 5.

145 See Senate of P.R. v. United States Dep't of Justice, 823 F.2d at 586;
see also. e.g., Senate of P.R. v. United States Dep't of Justice, No. 84-1829,
slip op. at 20 (D.D.C. May 13, 1992) (finding reasonable anticipation of litiga
tion where case was closed but where agency was carefully reevaluating it in
light of new evidence).

146 Dow Jones & Co. v. Department of Justice, 724 F. Supp. 985, 989
(D.D.C. 1989), afrd on other grounds, 917 F.2d 571 (D.C. Cir. 1990).

147 See, e.g., Cook v. Watt, 597 F. Supp. 545, 548 (D. Alaska 1983).

148 Illinois State Bd. of Educ. v. Bell, No. 84-337, slip op. at 9-10 (D.D.C.
May 31, 1985).

149 See, e.g., Durham v. United States Dep't of Justice, No. 91-2636, slip
op. at 6-7 (D.D.C. Aug. 17, 1993) (material prepared by government personnel
under prosecuting attorney's direction) (to be published); Taylor v. Office of
Special Counsel, No. 91-N-734, slip op. at 17 (D. Colo. Mar. 22,1993) (tele
phone interview conducted by examiner at request of attorney); Joint Bd. of
Contfol v. Bureau of Indian Affairs, No. 87-217, slip op. at 9-10 (D. Mont.
Sept. 9. 1988) (water studies produced by contract companies); Nishnic v.

(continued ...)
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work-product protection is appropriate where the nonattorney acts as the agent
of the attorney; where that is not the case, the work-product privilege as incor
porated by the FOIA has not been extended to protect the material prepared by
the nonattorney. 150

Third, the work-product privilege has been held to remain applicable
where the information has been shared with a party holding a common interest
with the agency.151 The privilege remains applicable even where the docu
ment has become the basis for a final agency decision. 152

149(. .. continued)
Uttited States Dep't of Justice, 671 F. Supp. 771, 772-73 (D.D.C. 1987) (his
torian's research and interviews); Wilson v. Department of Energy, slip op. at
8 (consultant's report); Exxon Corp. v. FTC, 466 F. Supp. 1088, 1099
(D.D.C. 1978) (economist's report), affd, 663 F.2d 120 (D.C. Cir. 1980),
But cf. Brittany Dyeing & Printing Corp. v. EPA, No. 91-2711, slip op. at 7-8
(D.D.C. Mar. 12, 1993) (confusing attorney-work product privilege and delib
erative process privilege to hold that witness statements taken by investigator at
behest of counsel cannot be protected because they would "not expose agen~y

decision making process").

(SO See Hall v. Department of Justice, No. 87-414, slip op. at 17-19
(D.D.C. Mar. 8, 1989) (magistrate's recommendation) (agency's affidavit failed
to show that prosecutorial report of investigation was prepared by Marshals
Service personnel under direction of attorney), adopted (D.D.C. July 31, 1989);
Nishnic v. United States Dep't of Justice, 671 F. Supp. at 810-11 (summaries
of witness statements taken by USSR officials for United States Department of
Justice held not protectible).

151 See United States v. Gulf Oil Corp., 760 F.2d at 295-96 (documents
shared between two companies contemplating merger); Chilivis v. SEC, 673
F.2d 1205, 1211-12 (11th Cir. 1982); Nishnic v. United States Dep't of Justice,
No. 86-2802, slip op. at 10 (D.D.C. May IS, 1987) (documents shared with
foreign nation). But see also Texas v. ICC, 889 F.2d 59, 62 (5th Cir. 1989)
(communications between agency and interested nonagency held not protectible
because nonagency "did not stand in any consultative or advisorial role" to

agency).

152 See Uribe v. Executive Office for United States Attorneys, No. 87--1836,
slip op. at 5-6 (0.0.c. May 23, 1989) (criminal "prosecution declination mem
orandum" protected) (citing FTC v. Grolier Inc., 462 U.S. 19 (1983»; Iglesias
v. CIA, 525 F. Supp. 547, 549 (D.D.C. 1981); FOIA Update, Summer 1985,
at 5; see also Federal Open Mkt. Comm. v. Merrill, 434 U.S. 340, 360 0.23
(1979) (protecting final determination under commercial privilege); cf. NLRB
v. Sears. Roebuck & Co., 421 U.S. 132, 160 (1975) (holding t}Jat memoranda
reflecting agency decision to prosecute party do not constitute "final disposi
tion" of "case" within the meaning of subsection (a)(2) of FOIA). But see ETC
v. Grolier Inc" 462 U.S. at 32 n.4 (Brennan, J., concurring) ("[IJt is difficult
to imagine how a final decision could be 'prepared in anticipation of litigation
or for trial. ''').
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In NLRB v. Sears. Roebuck & CO.,153 ~he Supreme Court allowed the
withholding of a final agency decision on the basis that it was shielded by the
work-product privilege,154 but it also stated that Exemption 5 can never apply
to final decisions and it expressed reluctance to "construe Exemption 5 to apply
[0 documents described in 5 U.s.C. § 552(a)(2)," 155 the "reading room" pro
vision of the FOIA .I~(' This result led to considerable confusion,l57 which
was cleared up by the Supreme Court in Federal Open Market Committee v.
Merrill. m In Merrill, the Court explained its statements in Sears,159 and
plainly stated that even if a document is a final opinion, and therefore falls
within subsection (a)(2)'s mandatory disclosure requirements, it may still be
withheld if it falls within the work-product privilege. 160

Fourth, the Supreme Coun's decisions in United States v. Weber Aircraft
~161 and FTC v. Grolier Inc. ,162 viewed in light of the traditional con-
tours of the attorney work-product doctrine, afford sweeping attorney work
product protection to factual materials. Because factual work-product enjoys
qualified immunity from civil discovery, such materials are discoverable"only
upon a showi ng that the party seeking discovery has substantial need" of mate
rials which cannot be obtained elsewhere without "undue hardship. "163 In
Grolier, the Supreme Court held that the "test under Exemption 5 is whether
the documents would be 'routinely' or 'normally' disclosed upon a showing of

IS3 421 U.S. 132 (1975).

154 I.d.,. at 160.

155 1Q." at 153-54.

156 See ForA Update, Summer 1992, at 3-4 ("alP Guidance: The 'Auto
matic' Disclosure Provisions ofFOIA: Subsections (a)(l) & (a)(2)").

157 See, e.g., Bristol-Meyers Co. v. FTC, 598 F.2d 18, 24 n.11, 29 (D.C.
Cir. 1978).

IS8443 U.S. 340 (1979).

159 Id. at 360 n.23 (clarifying that Sears observations were made in relation
to privilege for predecisional conununications only).

160 Id. ("It should be obvious that the kind of mutually exclusive relationship
between final opinions and statements of policy, on one hand, ahd predecisional
communications, on the other, does not necessarily exist between final state~

ments of policy and other Exemption 5 privileges. "). But see also SafeCard
Servs., Inc. v. SEC, 926 F.2d at 1203-05, 1206 (mistakenly applying Bristol
Meyers, a pre-Merrill decision, in requiring release of work-product that me
morializes final decision).

161 465 U.S. 792 (1984).

162 462 U.S. 19 (1983).

163 Fed. R. Civ. P. 26(b)(3).
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relevance. "164 Because the rules of civil discovery require a showing of "sub
stantial need II and "undue hardship II in order for a party to obtain any factual
work-product,165 such material is not "routinely" or "normally" discoverable.
This "routinely or normally discoverable" test was unanimously reaffirmed by
the Supreme Court in WeberAircraft. 166

Although several pre-Weber Aircraft circuit court decisions mistakenly
limited attorney work-product protection to "deliberative" material,167 no dis
tinction between factual and deliberative work-product should be applied. This
broad view of the privilege has been expressed by several courts, including the
D.C. Circuit, to clarify once and for all that factual information is fully entitled
to work-product protection. 168

A collateral issue is the applicability of the attorney work-product priv
ilege to witness statements. Within the civil discovery context, the Supreme

164 462 U.S. at 26. See also NLRB v. Sears, Roebuck & Co., 421 U.S. at
149 & n.16.

165 Fed. R. Civ. P, 26(b)(3).

166 465 U.S. at 799.

167 See Robbins Tire & Rubber Co. v. NLRB, 563 F.2d 724, 735 (5th Cir.
1977), rev'd on other grounds, 437 U.S. 214 (1978); Deering Milliken Inc. v.
Irving, 548 F.2d 1131, 1138 (4th Cir. 1977); Title Guar. Co. v. NLRB, 534
F.2d 484, 492-93 n,15 (2d Cir.), cert. denied, 429 U.S. 834 (1976).

168 Martin v. Office of Special Counsel, 819 F.2d at 1187 ("The work
product privilege simply does not distinguish between factual and deliberative
material."); see also Norwood v. FAA, 993 F.2d 570,576 (6th Cir. 1993)
(work-product privilege protects documents regardless of status as factual or
deliberative); Nadler v. United States Dep't of Justice, 955 F.2d 1479, 1492
(lIth Cir. 1992) ("[U]n1ike the deliberative process privilege, the work-product
privilege encompasses factual materials. "); Manchester v. DEA, 823 F. Supp.
1259, 1269 (E.D. Pa. 1993) (segregation not required where "factual infor
mation is incidental to, and bound with, privileged" information); Manna v.
United States Dep't of Justice, 815 F. Supp. 798, 814 (D.NJ. 1993) (following
Martin); Spannaus v. United States Dep't of Justice, No. 85-1015, slip op. at
21-22 (D. Mass. Nov. 12, 1992) (documents need not show litigative strategy
to be withheld in full); Wilson v. Department of Justice, No. 87-2415, slip op.
at 5-6 (D.D.C. June 17, 1991) (work-product privilege covers entire docu
ment); Jochen v. Office of Special Counsel, No. 86-4765, slip op. at 4 (C.D.
Cal. Feb. 4, 1987); Pennsylvania Dep't of Pub. Welfare v. HHS, 623 F. Supp.
301, 307 (M.D. Pa. 1985); United Technologies Com. v. NLRB, 632 F. Supp.
776, 781 (D. Conn. 1985) ("if a document is attorney work product the entire
document is privileged"), affd on other grounds, 777 F.2d 90 (2d Cir. 1985);
Christmann & Weborn v. Department of Energy, 589 F. Supp. 584, 586 (N.D.
Tex. 1984) (citing Weber Aircraft), affd, 768 F.2d 1348 (5th Cif. 1985) (table
cite); accord FOlA Update, Fall 1984, at 6. Contra Fine v. United States
Dep't of Energy:, No. 88-1033, slip op. at 8-12 (D.N.M. Aug. 27, 1993)
(refusing to follow Martin).
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COl.lrt has recogni7.ed at least a qualified privilege from civil discovery for such
documents, i.e., such material was held discoverable only upon a showing of
necessity and justification. 1~9 Applying the "routinely and normally discover
able" test of Grolier and Weber Aircraft, the D.C. Circuit has firmly held that
witness statements are protectible under Exemption 5. 170 Despite the weight
of law that supports the proposition that the contours of Ex.emption 5 are coex.
tensive with the protections of the work-product privilege, though, some courts
have held that witness statements are not orotectible. either on the theory that
they fail to meet Exemption 5's threshold' requireme'nt, 171 or that the wit~ess
statements are merely unprivileged factual information which must be segre
gated for disclosure. 172

Any such differences over the traditional protection accorded witness
statements do not in any event affect the viability of protecting aircraft accident
witness statements. Such statements are protected under a distinct common law
privilege first enunciated in Machin v. Zuckert l73 and applied under the FOIA
in Weber Aircraft. 174 (See discussion of Other Privileges, below.)

As a final point, it should· be noted that the Supreme Court's decision in
Grolier resolved a split in the circuits by ruling that the termination of litigation
does not vitiate the protection for material otherwise properly categorized as

169 See Hickman v. Taylor, 329 U.S. at 511.

170 See Martin Y. Office of Special Counsel, 819 Fo2d at 1187.

171 See Thurner Heat Treating Corp. v. NLRB, 839 Fo2d 1256, 1259-60
(7th Cir. 1988) (witness statements taken from nonagency employees held not
"int~a-agency"); Van Bourg, Allen, Weinberg & Roger v. NLRB, 751 Fo2d
982, 985 (9th Cir 0 1985) (Exemption 5 narrowly construed so as to apply only
to "internal agency documents or documents prepared by outsiders who have a
formal relationship with the agency"); Poss v. NLRB, 565 F.2d 654, 659 (lOth
Cir. 1977) (same); Kilroy v. NLRB, 633 F. Supp. 136, 142 (S.D. OhiQ 1985)
(rejecting application of Weber Aircraft to witness statements), aff'd, 823 F.2d
553 (6th Cif. 1987) (table cite).

172 See, e.g., Uribe v. Executive Office for United States Attorneys, slip
op. at 6 (statements made by plaintiff during interrogation did not "represent
the attorney's conclusions, recommendations and opinions"); Wayland v.
NLRB, 627 F. Supp. 1473, 1476 (M.D. Tenn. 1986) (witness statements not
shown to be other than objective reporting of facts and "thus do not reflect the
attorney's theory of the case and his litigation strategy"). But see FOrA Up
date, Summer 1987, at 4-5 ("OIP Guidance: Broad Protection for Witness
Statements").

173 316 F.2d 336 (DoC. Cir.), cert. denied, 375 U.S. 896 (1963).

174 See 465 U.5. a~ 799; see also Badhwar v. United States Dep't of the Air
Force, 829 F.2d 182, 185 (D.C. Cir. 1987) ("[T]he disclosure of 'factual'
information that may have been volunteered would defeat the policy on which
the Machin privilege is based. ").
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attorney work-product. 175 Thus, there exists no temporal limitation on work
product protection under the FOrA, as a matter of law. 176 Consequently, this
is an area of exemption applicability in which there exists much opportunity for
the exercise of sound administrative discretion on a case-by-case basis to dis
close technically exempt information. 177 (See discussion of such discretionary
disclosure in Discretionary Disclosure and Waiver, below.)

Attorney~Client Privilege

The third traditional privilege incorporated into Exemption 5 concerns
"confidential communications between an attorney and his client relating to a
legal matter for which the client has sought professional advice. II 178 Unlike
with the attorney work-product. privilege, the availability of the attorney-client
privilege is not limited to the context of litigation. Moreover, although it ordi
narily applies to facts divulged by a client to his attorney, this privilege also
encompasses any opinions given by an attorney to his client based upon those
facts,179 as well as communications between attorneys which reflect client
supplied information. 180

The Supreme Court, in the civil discovery context, has emphasized the
policy underlying the attorney-client privilege--"that sound legal advice or
advocacy serves public ends and that such advice or advocacy depends upon the
lawyer's being fully informed by the client. II 181 As is set out in greater detail
in the attorney work-product discussion above, the Supreme Court held in
United States v. Weber Aircraft COrp.182 and in FTC v. GroUer Inc. 183 that

175 See 462 U.S. at 28; d. Clark-Cowlitz Joint Operating Agency v. Feder
al Energy Regulatory Comm'n, 798 F.2d 499, 502-03 (D.C. Cir. 1986) (en
banc) (same result under Government in the Sunshine Act).

176 See FOIA Update, Summer 1983, at 1-2.

177 See, e.g., F01A Update, Summer 1985, at 5 (suggesting consideration
be given to discretionary disclosure of work-product information).

178 Mead Data Cent.. Inc. v. United States Dep't of the Air Force, 566
F.2d 242, 252 (D.C. Cir. 1977).

179 See, e.g., SchIefer v. United States, 702 F.2d 233, 245 (D.C. Cir.
1983); Brinton v. Department of State, 636 F.2d 600, 605 (D.C. Cif. 1980),
cere denied, 452 U.S. 905 (1981); NBC v. SBA, No. 92-6483, slip op. at 7

(S.D.N.Y. Jan. 28, 1993) (privilege protects "professional advice given by
attorney that discloses" information given by client).

180 See. e.g., Green v. IRS, 556 F. Supp. 79, 85 (N.D. Ind. 1982), affd,
734 F.2d 18 (7th Cir. 1984) (table cite).

181 Upiohn Co. v. United States, 449 U.S. 383, 389 (1981); ~ FOrA
Update, Spring 1985, at 3-4.

182 465 U.S. 792, 799-800 (1984).

183 462 U.S. 19,26-28 (1983).
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the scopes of the various privileges are coextensive in the FOIA and civil dis
covery contexts. Thus, those decisions that expand or contract the privilege's
contours according to whether it is presented in a civil discovery or a FOIA
context lH4 do not accurately reflect the law .IH~

The parallelism of a civil discovery privilege and Exemption 5 protection
is particularly significant with respect to the concept of a "confidential commu
nication" within the attorney-client relationship. To this end, one court has
held that confidentiality may be inferred when the communications suggest that
'''the government is dealing with its attorneys as would any private party seek
ing advice to protect personal interests. '''186 In Uniohn Co. v. United States,
the Supreme Court held that the privilege protects attorney-client communica
tions where the specifics of the communication are confidential, even though
the underlying subject matter is known to third parties. 187 Accordingly, the
line of FOIA decisions that squarely conflicts with the Upjohn analysis 188

should not be followed. 189

Finally, the Supreme Court in Upjohn concluded that the privilege en~

compasses confidential communications made to the attorney not only by deci~

sionmaking "control group" personnel, but also by lower-echelon employees as
well. 190 This broad construction of the attorney~client privilege acknOWledges
the reality that such lower-echelon personnel often possess information relevant
to an attorney's advice-rendering function. 191

184 See, e.g., Mead Data Cent.. Inc. v. United States Dep't of the Air
Force, 566 F.2d at 255 & n.28,

185 See FOIA Update, Spring 1985, at 3-4.

186 Alamo Aircraft Supply, Inc. v. Weinberger, No. 85-1291, slip op. at 4
(D.D.C. Feb. 21, 1986) (quoting Coastal States Gas Corp. v. Department of
Energy, 617 F.2d 854, 863 (D.C. Cir. 1980». But see Dow. Lohnes & Al
bertson v. Presidential Comm'n on Broadcasting to Cuba, 624 F. Supp. 572,
578 (D.D.C. 1984) (confidentiality must be shown in order to invoke Exemp
tion 5).

187 See 449 U.S. at 395-96; see also United States v. Cunningham, 672
F.2d 1064, 1073 n.8 (2d Cir. 1982), cert. denied, 466 U.S. 951 (1984); In re
Ampicillin Antitrust Litig., 81 F.R.D. 377, 388-90 (D.D.C. 1978).

188 See, e.g., Schiefer v. United States, 702 F.2d at 245: Brinton v. De~

partment of State, 636 F.2d at 604; Mead Data Cent.. Inc. v. United States
Dep't of the Air Force, 566 F.2d at 255.

189 See FOIA Update, Spring 1985, at 4.

190 See 449 U.S. at 392-97.

191 See id.; see also Murphy v. TVA, 571 F. Supp. 502, 506 (D.D.C.
1983) (circulation within agency to employees involved in matter for which
advice sought does not breach confidentiality); LSB Indus. v. Commissioner,

(continued... )
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Other Privileges

The FOIA neither expands nor contracts existing privileges, nor does it
create any new privileges. 192 However, the Supreme Ccurt has indicated that
Exemption 5 may incorporate virtually all civil discovery privileges; if a docu
ment is immune from civil discovery, it is similarly protected from mandatory
disclosure under the FOIA. 193 Because Rule 501 of the Federal Rules of Evi
dence provides for courts to create privileges as necessary, 194 there exists the
strong potential for "new" privileges to be applied under Exemption 5. How
ever, one caveat should be noted in the application of discovery privileges
under the FOlA: A privilege should not be used against a requester who would
routinely receive such information in civil discovery. 195

The Supreme Court in Federal Open Market Committee v. Merrill 196

found an additional privilege incorporated within Exemption 5 based upon
Federal Rule of Civil Procedure 26(c)(7), which provides that "for good cause
shown ... a trade secret or other confidential research, development or com
mercial information" is protected from discovery. This qualified privilege is
available "at least to the extent that this information is generated by the Gov
emInent itself in the process leading up to the awarding of a contract" and
expires upon the awarding of the contract or upon the withdrawal of the of
fer. 197 The theory underlying the privilege is that early release of such infor
mation would likely put the government at a competitive disadvantage by en-

191 ( •••continued)
556 F. Supp. 40, 43 (W.O. Okla. 1982) (agency investigators reporting infor
mation used by agency attorneys).

192 See Association for Women in Science v. Califano, 566 F.2d 339, 342
(D.C. Cir. 1977); see also Badhwar v. United States Dep't of the Air Force,
829 F.2d 182, 184 (D.C. Cir. 1987) ("To decide [whether a recognized privi
lege should be abandoned] in a FOIA case would be inappropriate, as Exemp
tion 5 requires the application of existing rules regarding discovery, not their
reformulation. ").

193 See United States v. Weber Aircraft Corp., 465 U.S. 792, 799-800
(1984); FTC v. Grolier Inc., 462 U.S. 19, 26-27 (1983). But see Powell v.
United States Dep't of Justice, 584 F. Supp. 1508, 1519 (N.D. Cal. 1984)
(suggesting that greater access under criminal discovery could affect whether
disclosure required under FOIA),

194 See Trammel v. United States, 445 U.S. 40,47 (1980).

195 See, e.g., United States Dep't of Justice v. Julian, 486 U.S. 1,9 (1988)
(presentence report privilege, designed to protect report's subject, cannot be
invoked against him as first-party requester); cf. Badhwar v. United States
Dep't of the Air Force, 829 F.2d at 184 ("Exemption 5 requires application of
existing rules regarding discovery, not their reformulation. ").

196 443 U.S. 340 (1979).

197 Id. at 360.
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dangering consummation of a contract; consequently, "the sensitivity of the
commercial secrets involved, and the harm that would be inflicted upon the
Government by premature disclosure should ... serve as relevant criteria. "198

Indeed, this harm rationale has led one court to hold that the commercial privi
lege may be invoked when a contractor who has submitted proposed changes to
the contract requests sensitive cost estimates. l99 Based upon this underlying
theory, there is nothing to prevent Merrill from being read more expansively to
protect the goverrunent from competitive disadvantage outside of the contract
setting; indeed, the issue in Merrill was not presented strictly within such a
setting.2oo

While the breadth of this privilege is not yet fully established, a realty
appraisal generated by the goverrunent in the course of soliciting buyers for its
property has been held to fall squarely within it,201 as have an agency's back
ground documents which it used to calculate its bid in a "contracting out" pro
cedure,202 as well as portions of inter-agency cost estimates prepared by the
government for use in the evaluation of construction proposals submitted by
private contractors. 203 Quite clearly, however, purely legal memoranda draft
ed to assist contract award deliberations are not encompassed by this privi
lege. 204

198 Id. at 363.

199 Taylor Woodrow Int'l, Ltd. v. United States, No. 88-429, slip op. at 5-7
(W.O. Wash. Apr. 6, 1989) (concluding that disclosure would permit requester
to take "unfair commercial advantage" of agency).

200 See 443 U.S. at 360.

201 See Government Land Bank v. GSA, 671 F.2d 663, 665-66 Ost Cir.
1982) ("FOIA should not be used to allow the government's customers to pick
the taxpayers' pockets. ").

202 See Morrison-Knudsen Co. v. Department of the Army of the United
States, 595 F. Supp. 352, 354-56 (D.D.C. 1984), affd, 762 F.2d 138 (D.C.
Cir. 1985) (table cite).

203 See Hack v. Department of Energy, 538 F. Supp. 1098, 1100 (D.D.C.
1982); see generally Feldman, The Government's Commercial Data Privilege
Under Exemption Five of the Freedom of Information Act, 105 Mil. L. Rev.
125 (1984); Belazis, The Government's Commercial Information Privile~e:

Technical Information and the FOIA's Exemption 5, 33 Admin. L. Rev. 415
(1981); see also FOIA Update, Fall 1983, at 14-15. But see also American
Soc'v of Pension Actuaries v. Pension Benefit Guar. Corp., No. 82-2806, slip
op. at 3-4 (D.D.C. July 22, 1983) (distinguishing Merrill).

204 See Shermco Indus. v. Secretary of the Air Force, 613 F.2d 1314, 1319
20 n.] 1 (5th Cif. 1980); see also News Group Boston, Inc. v. National R.R.
Passengers Corp,." 799 F. Supp. 1264, 1270 (D. Mass. 1992) (affidavits in
sufficient to show why Amtrackpayroll info.rmation covered by privilege),
appeal dismissed, No. 92-2250 (1st Cir. Dec.A, 1992).
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More recently, the Supreme Court, in United States v. Weber Aircraft
Corp. ,205 held that Exemption 5 incorporates the special privilege protecting
witness statements generated during Air Force aircraft accident investigations.
Broadening the holding of Merrill that a privilege "mentioned in the legislative
history of Exemption 5 is incorporated by the exemption, "206 the Court ruled
in Weber Aircraft that this long-recognized civil discovery privilege, even
though not specifically mentioned there, nevertheless falls within Exemption
5. 207 The "plain statutory language "l08 and the clear congressional intent to
sustain claims of privilege when confidentiality is necessary to ensure efficient
governmental operations209 support this result.210 This privilege has been
applied also to protect statements made in Inspector General investigations. 211

Similarly, in Hoover v. Department of the Interior, the Court of Appeals
for the Fifth Circuit recognized an Exemption 5 privilege based on Federal Rule
of Civil Procedure 26(b)(4), which limits the discovery of reports prepared by
expert witnesses.2[2 The document at issue in Hoover was an appraiser's re
port prepared in the course of condemnation proceedings.213 In support of its
conclusions, the Fifth Circuit stressed that such a report would not have been
routinely discoverable and that premature release would jeopardize the bargain
ing position of the government. 214

Because Exemption 5 incorporates virtually all civil discovery privileges,
courts are increasingly recognizing the applicability of other privileges, whether

205 465 U.S. at 799.

206 Id. at 800.

207 See also ForA Update, Spring 1984, at 12-13.

208 465 U.S. at 802.

209 Id.

210 See also Badhwar v. United States Dep't of the Air Force, 829 F.2d at
185 (privilege applied to contractor report).

211 See Ahearn v. United States Army Materials & Mechanics Research
Ctr., 583 F. Supp. 1123, 1124 (D. Mass. 1984); see also Walsh v. Department
of the Navy, No. 91-C-7410, slip op. at 10-11 (N.D. Ill. Mar. 23, 1992);
American Fed'n of Gov't Employees v. Department of the Army, 441 F. Supp.
1308, 1313 (D.D.C. 1977). But see also Washington Post Co. v. United States
Dep't of the Air Force, 617 F. Supp. 602, 606-07 (D.D.C. 1985) (finding
privilege inapplicable where report format provided anonymity to witnesses).

212 See 611 F.2d 1132, 1141 (5th Cir. 1980).

m See id. at 1135.

214 See id. at 1142; cf. Chemical Mfrs. Ass'n v. Consumer Prod. Safety
Comm'n, 600 F. Supp. 114, 118-19 (D.D.C. (984) (Rule 26(b)(4) provides
parallel protection in civil discovery for opinions of expert witnesses who will
not testify at trial).
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traditional or new. in the FOIA context. Among those other privileges now
recognized for purposes of the FOlA are the confidential report privilege,215
the presentence report privilege,1I6 the critical self-evaluative privilege.217

and the settlement negotiations privilege. 218 (For a detailed discussion of the
settlement negotiations privilege. see Initial Considerations, above.)

Lastly, while it is evident that courts will continue to apply such civil
discovery privileges under Exemption 5 of the FOIA, the mere fact that a par
ticular privilege has been recognized by state law will not necessarily mean that
it will be recognized by a federal court. 219

EXEMPTION 6

Personal privacy interests are protected by two provisions of the FOIA,
Exemptions 6 and 7(C). While the application of Exemption 7(C), discussed
below, is limited to information compiled for law enforcement purposes, Ex
emption 6 permits rhe government to withhold all information about individuals
in "personnel and medical files and similar files" where the disclosure of such
information "would constitute a clearly unwarranted invasion of personal priva
cy. "I Of course, these exemptions cannot be invoked to withhold from a re
quester information pertaining only to himself. 2

Initial Considerations

To warrant protection under Exemption 6, information must ftr5t meet its
threshold requirement; in other words, it must fall within the category of "per-

21S Cf. Washington Post Co. v. HHS, 603 F. Supp. 235, 238-39 (D.D.C.
1985) ("confidential report" privilege applied under Exemption 4), rev'd on
other grQunds, 795 F.2d 205 (D.C. Cir. 1986).

216 See United States Dep't of Justice v. Julian, 486 U.S. at 9 (recognizing
privilege, but finding it applicable to third-party requesters only).

217 Cf. Washington Post Co. v. United States Dep't of Justice, No. 84
3581, slip op. at 18-21 (D.D.C. Sept. 25, 1987) (magistrate's recommenda
tion), adopted (D.D.C. Dec. 15, 1987) (privilege applied under Exemption 4),
rev'd & remanded on other grounds, 863 F.2d 96 (D.C. Cir. 1988).

218 Cf. MIA-COM Info. Sys. v. HHS, 656 F. Supp. 691, 692 (D.D.C.
1986) (privilege applied under Exemption 4 but not under Exemption 5).

219 See. e.g., Sneirson v. Chemical Bank, 108 F.R.D. 159, 162 (D. Del.
1985) (non-FOJA case); Cincotta v. City of N.Y., No. 83-7506, slip op. at 3-4
(S.D.N.Y. Nov. 14, 1984) (non-FOJA case).

15 U.S.C. § 552(b)(6) (1988).

2 See H.R. Rep. No. 1380, 93d Cong., 2d Sess. 13 (1974); see also FOIA
Update, Spring 1989, at 5.
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sonnel and medical files and similar files. "3 Personnel and medical files are
easily identified. However, there has not always been complete agreement
about the meaning of the term "similar files." Prior to 1982, judicial interpre
tations of that phrase varied considerably and included a troublesome line of
cases in the Court of Appeals for the District of Columbia Circuit, commencing
with Board of Trade v. Commodity Futures Tradjng Commission,4 which nar
rowly construed the term to encompass only "intimate" personal details.

In 1982, the Supreme Court acted decisively to resolve this controversy.
In United States Department of State v. Washington Post Co.,s it firmly held,
based upon a review of the legislative history of the FOrA, that Congress in
tended the term to be interpreted broadly, rather than narrowly. 6 The Court
stated that the protection of an individual's privacy "sureiy was not intended to
turn upon L.le label of the file which contains the damaging information. "7

Rather, the Court made clear that all information which "applies to a particular
individual" meets the threshold requirement for Exemption 6 protection.8

The D.C. Circuit, sitting en bane, subsequently reinforced the Supreme
Court's broad interpretation of this term by holding that a tape recording of the
last words of the space shuttle Challenger crew. which II reveal [ed] the sound
and inflection of the crew's voices during the last seconds of their lives ...
contains personal information the release of which is subject to the balancing of
the public gain against the private harm at which it is purchased. "9 Not only
did the D.C. Circuit determine that "lexical If and "non-lexical" information are

3 5 U.S.C. § 552(b)(6).

4 627 F.2d 392, 400 (D.C. Cir. 1980).

5456 U.S. 595 (1982).

6 See id. at 599-603 (citing H.R. Rep. No. 1497, 89th Cong., 2d Sess. 11
(1966); S. Rep. No. 813, 89th Cong., 1st Sess. 9 (1965); S. Rep. No. 1219,
88th Cong., 2d Sess. 14 (1964».

7456 U.S. at 601 (citing H.R. Rep. No. 1497, 89th Cong., 2d Sess. 11
(1966».

8456 U.S. at 602. But see Providence Journal Co. v. United States Dep't
of the Army, 781 F. Supp. 878, 883 (D.R.I. 1991) (investigative report of
criminal charges not "similar file" because "created in response to specific
criminal allegations" rather than "regularly compiled administrative record"),
rev'd in part on other grounds, 981 F.2d 552 (1st Cir. 1992).

9 New York Times Co. v. NASA, 920 F.2d 1002, 1005 (D.C. Cir. 1990)
(en bane). But see also Greenpeace USA, Inc. v. EPA, 735 F. Supp. 13, 14
(D.D.C. 1990) (information pertaining to employee's compliance with agency
regulations regarding his appearance at public meeting at which he was identi
fied as agency employee "does not go to personal information ... [e]ven in
view of the broad interpretation [of Exemption 6] enunciated by the Supreme
Court").
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subject to identical treatment under the ForA,lo it also concluded that Exemp
tion 6 is equally applicable to the "author" and the "subject" of a file. l1

It is also important to note that, in order to qualify for protection under
Exemption 6, information must be identifiable to a specific individual. Infor
mation pertaining to a large group of individuals is not identifiable to any spe
cific individual, unless that bit of information is attributable to members of the
group as a wholeY Likewise, information pertaining to a single individual
whose identity cannot be determined after deletion of his name from the records
does not qualify for Exemption 6 protection. 13

Once it has been established that information meets the threshold require
ment of Exemption 6, the focus of the inquiry turns to whether disclosure of the
records at issue "would constitute a clearly unwarranted invasion of personal
privacy." This requires a balancing of the public's right to disclosure against
the individual's right to privacy.14 First. it must be ascertained whether a pro
te~tible privacy interest exists which would be threatened by disclosure. If no
pri vacy interest is found, further analysis is unnecessary, and the information at
issue must be disclosed. 15

10 920 F.2d at 1005.

\1 Yd. at 1007-08.

12 See. e.g .• Arieff v. United States Dep't of the Navy, 712 F.2d 1462,
1467-68 (D.C. Cir. 1983) (list of drugs ordered for use by some members of
group of over 600 individuals).

13 Citizens forEnvtl. Quality v. United States Dep't of Agric., 602 F.
Supp. 534, 538-39 (D.D.C. 1984) (health test results ordered disclosed because
identity of only agency employee tested could not, after deletion of his name,
be ascertained from information known outside agency) (citing Department of
the Air Force v. Rose, 425 U.S. 352. 380 n.19 (1976) (dicta»; see also Senate
of P.R. v. United States Dep't of Justice, No. 84-1829. slip op. at 23 (D.D.C.
Aug. 24, 1993) (information about inmate's cooperation ordered released a«:er
redacting name and identifying details); Frets v. Department of Transp., No.
88-404-W-9, slip op. at 9 (W.O. Mo. Dec. 14, 1989) (urinalysis reports of air
traffic controllers ordered disclosed with names and .dates redacted to conceal
identities); cf. United States Dep't of State v. Ray, 112 S. Ct. 541, 548 (1991)
(" Although disclosure of [highly] personal information constitutes only a de
minimis invasion of privacy when the identities of the interviewees are un
known, the invasion of privacy becomes significant when personal information
is linked to particular interviewees. ").

14 Rose, 425 U.S. at 372; Fund for Constitutional Gov't v. National Ar
chives & Records Serv., 656 F.2d 856,862 (D.C. Cir. 1981).

15 Ripskis v. HUD, 746 F.2d 1,3 (D.C. Cir. 1984); Holland v. CIA, No.
91-1233. slip op. at 32 (D.D.C. Aug. 31, 1992) (information must be disclosed
when there is no significant privacy interest, even if public interest is also de
minimis).
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On the other hand, if a privacy interest is found to exist, the public inter
est in disclosure, if any, must be weighed against the privacy interest in nondis
closure.16 If no public interest exists, the information should be protected; as
the D.C. Circuit has observed, "something, even a modest privacy interest,
outweighs nothing every time." 17 Similarly, if the privacy interest outweighs
the public interest, the information should be withheld; if the opposite is found
to be the case, the information should be released. 18

The Reporters Committee Decision

In 1989. the Supreme Court issued a landmark ForA decision in United
States Department of Justice v. Reporters Committee for Freedom of the
Press,19 which greatly affects all privacy-protection decisionmaking under the
Act. The Reporters Committee case involved FOIA requests from members of
the news media for access to. any criminal history records--known as "rap
sheets rr --maintained by the FBI regarding certain persons alleged to have been
involved in organized crime and improper dealings with a corrupt Congress
man. 20 In holding "rap sheets rr entitled to protection under Exemption (7)(C) ,
the Supreme Court set forth five guiding principles that now govern the process
by which determinations are made under both Exemptions 6 and 7(C) alike:

First, the Supreme Court made clear in Reporters Committee that sub
stantial privacy interests can exist in personal information even though the
information has been made available to the general public at some place and
point in time. Establishing a "practical obscurity" standard,21 the Court ob
served that if such items of information actually "were 'freely available,' there
would be no reason to invoke the FOIA to obtain access to" them. 22

Second, the Court articulated the rule that the identity of a FOIA request
er cannot be taken into consideration in determining what should be released
under the Act. With the single exception that of course an agency will not in
voke an exemption where the particular interest to be protected is the request-

16 Ripskis, 746 F.2d at 3.

17 National Ass'n of Retired Fed. Employees v. Horner, 879 F.2d 873, 879
(D.C. Cir. 1989), cert. denied, 494 U.S. 1078 (1990); see also International
Bhd. of Elec. Workers Local No.5 v. HUD, 852 F.2d 87, 89 (3d Cir. 1988)
(no public interest in disclosure of employees' social security numbers).

18 See FOIA Update, Spring 1989, at 7 (outlining mechanics of balancing
process).

19 489 U.S. 749 (1989); see also FOIA Update, Spring 1989, at 3-6 ("OIP
Guidance: Privacy Protection Under the Supreme Court's Reporters Committee
Decision").

20 489 U.S. at 757.

21. Id. at 762, 780.

22 Id. at 764.
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er's own interest, the Court declared, "the identity of the requesting party has
no bearing on the merits of his or her ForA request. ":!J

Third, the Court declared that in determining whether any public interest
would be served by a requested disclosure, one should no longer consider "the
purposes for which the request for information is made. "24 Rather than turn
on a requester's "particular purpose," circumstances, or proposed use, the
Court ruled, such determinations "must turn on the nature of the requested
document and its relationship to" the public interest generally. 25

Fourth, the Court sharply narrowed the scope of the public interest to be
considered under the Act's privacy exemptions, declaring for the first time that
it is limited to "the kind of public interest for which Congress enacted the
FOIA."26 This "core purpose of the FOIA," as the Court termed it,2i is to
"shed[] light on an agency's performance of irs statutory duties. "28

Fifth, the Court established the proposition, under Exemption 7(C), that
agencies may engage in "categorical balancing" in favor of nondisclosure. 29

Under this approach, which builds upon the above principles, it may be deter~

mined, h as a categorical matter," that a certain type of information always is
protectible under an exemption, "without regard to individual circum-
stances. tt30

Privacy Considerations

The first step in the Exemption 6 balancing process requires an assess
ment of the privacy interests at issue.J' The relevant inquiry is whether public
access (Q the information at issue would violate a viable privacy interest of the

23 lQ." at 771.

24 Id.

25 Id. at 772.

26 rd. at 774.

27 rd. at 775.

28 rd. at 773.

29 rd. at 776-80 & n.22.

30 rd. at 780; see. e.g., Reed v. NLRB, 927 F.2d 1249, 1252 (D.C. Cir.
1991) ("Exemption 6 protects 'Excelsior' lists [names and addresses of employ
ees eligible to vote in union representation elections] as a category"), cer!. de
nied, 112 S. Ct. 912 (1992); Grove v. Department of Justice, 802 F. Supp.
506, 511 (D.D.C. 1992) (Categorical balancing is appropriate for "information
concerning criminal investigations of private citizens.") (Exemption 7(C).

31 See FOIA Update, Spring 1989, at 7.
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subject of such information. 32 In its Reporters Committee decision, the Su
preme Court stressed that "both the common law and the literal understandings
of privacy encompass the individual's control of information concerning his or
her person. "33 Thus, in Reporters Committee, the Court found a "strong pri
vacy interest" in the nondisclosure of records of a private citizen's criminal
history, "even where the information may have been at one time public. "34 Of
course, information need not be intimate or embarrassing to qualify for Exemp
tion 6 protection. 35

As a general rule, the threat to privacy must be real rather than specula
tive. 36 In some cases, this principle formerly was interpreted to mean that the
privacy interest must be threatened by the very disclosure of information and
not by any possible "secondary effects" of such release.37 The material itself
had to contain information which itself would cause an invasion of an individu
al's privacy, because, it was said, "Exemption 6 does not take into account
unsubstantiated speculation about possible secondary side effects that may fol
low release. "38 One such "secondary effect" previously held not to be cogni
zable under Exemption 6 was the "receipt of unsolicited commercial mailings"
upon disclosure of names and office addresses of stateside military person-
nel. 39

The Court of Appeals for the District of Columbia Circuit, however, has
pointedly clarified its holding in Arieff v. United States Department of the
NavY,40 which had been read as stating that "secondary effects" were not cog
nizable under Exemption 6. In National Association of Retired Federal Em
ployees v. Horner [hereinafter NARFE}, the D.C. Circuit has explained that the

32 See Schell v. HHS, 843 F.2d 933, 938 (6th Cir. 1988); Ripskis v. HUD,
746 F.2d 1, 3 (D.C. Cir. 1984).

33489 U.S. 749, 763 (1989).

34 IQ.,. at 767; see also FOIA Update, Spring 1989, at 4.

35 United States Dep't of State v. Washington Post Co., 456 U.S. 595, 600
(1982); National Ass'n of Retired Fed. Employees v. Horner, 879 F.2d 873,
875 (D.C. Cir. 1989), cere denied, 494 U.S. 1078 (1990).

36 Department of the Air Force v. Rose, 425 U.S. 352, 380 n.19 (1976);
Carter v. United States Dep't of Commerce, 830 F.2d 388, 391 (D.C. CiT.
1987); Arieff v. United States Dep't of the Navy, 712 F.2d 1462, 1467-68
(D.C. Cir. 1983).

37 See, e.~., Southern Utah Wilderness Alliance, Inc. v. Hodel, 680 F.
Supp. 37, 39 (D.D.C. 1988), vacated as moot, No. 88-5142 (D.C. Cir.
Nov. 15, 1988).

38 lil. at 39.

39 Hopkins v. Department of the Navy, No. 84-1868, slip op. at 5 (D.D.C.
Feb. 5, 1985).

40 712 F.2d at 1468.
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point in Arieff was that Exemption 6 was inapplicable because there was only
"mere speculation" of a privacy invasion, i.e., only a slight possibility that the
information, if disclosed, would be linked to a specific individual. 41 On the
other hand, it has now explicitly been recognized that "[w]here there is a sub
stantial probability that disclosure will cause an interference with personal
privacy, it matters not that there may be two or three links in the causal
chain. "42 Even prior to that clarification, one court pragmatically observed
that to distinguish between the initial disclosure and unwanted intrusions as a
result of that disclosure would be "to honor form over substance. "4) Now,
with the D.C. Circuit's clarification in NARFE of this troubling point, there
should no longer be any such concern over "secondary effects" under Exemp
tion 6.

In some instances, the disclosure of information may involve little or no
invasion of privacy because no expectation of privacy exists. For example, if
the information at issue is particularly well known or is widely available within
the public domain, there generally is no such expectation of privacy.44 At the
same time, if the information in question was at some time or place available to
the public, but is now "hard-to-obtain information," the individual to whom it
pertains may have a privacy interest in maintaining its "practical obscurity. "45

As another example, FOIA requesters, except when they are making first
party requests, do not ordinarily expect that their names will be kept private;
therefore, release of their names would not cause even the minimal invasion of
privacy necessary to trigger the balancing test.46 Personal information about

41 879 F.2d at 878.

42 Id.; see, e.g., Haugan & Denton v. United States Dep't of Justice, No.
90-1312, slip op. at 3 (D.D.C. July 3, 1991) (solicitation by employers would
invade privacy of participants in local union's training program). But see also
United States Dep't of State v. Ray, 112 S. Ct. 541, 550-51 (1991) (Scalia, J.,
concurring in part).

43 Hudson v. Department of the Army, No. 86-1114, slip op. at 6 (D.D.C.
Jan. 29, 1987) (protecting personal information on basis that disclosure could
ultimately lead to physical harm), affd, 926 F.2d 1215 (D.C. Cir. 1991) (table
cite); see also. e.g., Hemenway v. Hughes, 601 F.. Supp. 1002, 1006-07
(D.D.C. 1985) (same).

44 See. e.g., National W. Life Ins. Co. v. United States, 512 F. Supp. 454,
461 (N.D. Tex. 1980) (names and duty stations of Postal Service employees);
see also Core v. United States Postal Serv., 730 F.2d 946, 948 (4th Cir. 1984)
(no substantial invasion of privacy found in information identifying successful
federal job applicants).

45 Reporters Committee, 489 U.S. at 780; accord United States Dep't of
State v. Washington Post Co., 456 U.S. at 603 n.5.

46 See FOIA Update, Winter 1985, at 6; see also Holland v. CIA, No. 91
1233, slip op. at 30-32 (D.D.C. Aug. 31, 1992) (researcher who requested

(continued ...)

- 169 -



EXEMPTION 6

requesters, however, such as home addresses and phone numbers, should not be
disclosed. 47 In addition, the identities of first-party requesters under the Pri
vacy Act of 197448 should be protected because, unlike under the FOIA, an
expectation of privacy can fairly be inferred from the personal nature of the
records involved in those requests.49 Moreover, individuals who write to the
government expressing personal opinions generally do so with some expectation
of confidentiality; their identities, but not necessarily the substance of their
letters, should be withheld accordingly. 50

Additionally, neither corporations nor business associations possess pro
tectible privacy interests. 51 The closely held corporation or similar business
entity, however, is an exception to this principle: "While corporations have no
privacy, personal financia:J information is protected, including information about
small businesses when the individual and corporation are identical. "52

The right to privacy of deceased persons is not entirely settled, but the

46( ...continued)
assistance of presidential advisor in obtaining CIA files he had requested held
comparable to FOIA requester whose identity is not protected by Exemption 6);
Martinez v. FBI, No. 82-1547, slip op. at 7 (D.D.C. Dec. 19, 1985) (identities
of news reporters seeking information concerning criminal investigation not
protected) (Exemption 7(C).

47 See FOIA Update, Winter 1985, at 6.

48 5 U.S.c. § 552a (1988 & Supp: IV 1992).

49 See ForA Update, Winter 1985, at 6.

50 See Wilson v. Department of Justice, No. 87-2415, slip op. at 13
(D.D.C. June 14, 1991); see also Holy Spirit Ass'n v. FBI, 683 F.2d 562, 564
(D. C. Cir. 1982) (Mackinnon, J., concurring). But see also Powell v. United
States Dep't of Justice, No. C-82-326, slip op. at 5 (N.D. Cal. Mar. 27, 1985)
(ordering disclosure of names of private citizens who wrote to Members of
Congress and to Attorney General expressing views on McCarthy-era prose
cution).

51 See, e.g., Sims v. CIA, 642 F.2d 562, 572 0.47 (D.C. Cir. 1980); Na
tional Parks & Conservation Ass'n v. Kleppe, 547 F.2d 673, 685 n.44 (D.C.
Cir. 1976); Ivanhoe Citrus Ass'n v. Handley, 612 F. Supp. 1560, .1.567
(D.D.C. 1985).

52 Providence Journal Co. v. FBI, 460 F. Supp. 778, 785 (D.R.I. 1978),
rev'd on other grounds, 602 F.2d 1010 (1st Cir. 1979), cere denied, 444 U.S.
1071 (1980); see also National Parks & Conservation Ass'n v. Kleppe, 547
F,2d at 685-86; ForA Update, Sept. 1982, at 5. But see Ackerson & Bishop
Chartered v. United States Dep't of Agric., No. 92-1068, slip op. at 1 (D.D.C.
July 15, 1992) (commercial mushroom growers operating under personal names
have no expectation of privacy).
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majority rule is that death extinguishes their privacy rights 53 The Department
of Justice follows this rule as a matter of policy.~4 However, particularly sen
sitive, often graphic. personal details about the circumstances surrounding an
individual's death may be withheld where necessary to protect the privacy
interests of surviving family members. 55 Even information that is not particu
larly sensitive in itself may be withheld to protect the privacy of surviving
family members if release of the information would cause "a disruption of their

53 See. e.g., Tigar & Buffone v. United States Dep't of Justice, No. 80
2382, slip op. at 9-10 (D.D.C. Sept. 30, 1983) (Exemption 7(C»; Diamond v.
FBI, 532 F. Supp. 216, 227 (S.D.N.Y. 1981), affd on other grounds, 707
F.2d 75 (2d Cir. 1983), cert. denied, 465 U.S. 1004 (1984); Rabbitt v. Depart
ment of the Air Force, 383 F. Supp. 1065, 1070 (S.D.N.Y. 1974), on motion
for reconsideration, 401 F. Supp. 1206, 1210 (S.D.N.Y. 1975): lie United
States v. Schlette, 842 F.2d 1574,1581 (9th Cir.) (disclosure of presentence reo
port of deceased person pursuant to Rule 32(c) of Federal Rules of Criminal
Procedure), amended, 854 F.2d 359 (9th Cir. 1988). But see Kiraly v. FBI,
728 F.2d 273, 277-78 (6th Cir.1984) (Exemption 7(C».

54 See FOIA Update, Sept. 1982, at 5.

55 See Hale v. United States Dep't of Justice, 973 F.2d 894, 902 (lOth Cir.
1992) (" no public interest in photographs of the deceased victim, let alone one
that would outweigh the personal privacy interests of the victim's family")
(Exemption 7(C», cert. granted, vacated & remanded on other grounds, 113 S.
Ct. 3029 (1993); Bowen v. FDA, 925 F.2d 1225, 1228 (9th Cir. 1991)
(affirming nondisclosure of autopsy reports of individuals killed by cyanide
contaminated products); Badhwar v. United States Dep't of the Air Force, 829
F.2d 182, 186 (D.C. Cir. 1987) (autopsy reports might "shock the sensibilities
of surviving kin"); Marzen v. HHS, 825 F.2d 1148, 1154 (7th Cir. 1987) (de
ceased infant's medical records exempt because their release "would almost
certainly cause ... parents more anguish"); KTVY-TV v. United States, No.
87-1432-T, slip op. at 9 (W.D. Okla. May 4, 1989) ("The privacy rights as
serted--those of the survivors and family of the victims in not having photo
graphs of the bodies of the victims and clinical descriptions of their wounds
being divulged--are patent and compelling and within the protections of the
Act. ") (Exemption 7(C)), affd per curiam, 919 F.2d 1465 (10th Cir. 1990);
Crooker v. Federal Bureau of Prisons, No. 86-510,. slip op. at 5 (D.D.C. Feb.
27, 1987) (release of "painful and graphic details" of murder of corrections
officer "would cause great pain to the deceased's surviving family"); Price v.
United States Dep't of Justice, No. 84-330A, slip op. at 5-8 (M.D. La. June
24, 1985) (protecting highly detailed medical and psychiatric data concerning
inmate who died in federal facility). But see Outlaw v. United States Dep't of
the Army, 815 F. Supp. 505, 506 (D.D.C. 1993) (ordering disclosure in ab
sence of evidence of existence of survivors who would be offended by release
of murder-scene photographs of man murdered 25 years earlier ); Journal
Gazette Co. v. lJnited States Dep't of the Army, No. F89-147, slip op. at 8-9
(N.D. Ind. Jan. 8, 1990) (because autopsy report of Air National Guard pilot
killed in training exercise contained "concise medical descriptions of the cause
of death," not "graphic, morbid descriptions," survivors' minimal privllcy in
terest outweighed by public interest).
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peace of minds. "56

Public figures do not surrender all rights to privacy by plaCing themselves
in the public eye, though their expectations of privacy certainly may be dimin
ished. In some instances, "[t]he degree of intrusion is indeed potentially aug
mented by the fact that the individual is a well known figure." S7 It has been
held that disclosure of sensitive personal information contained in investigative
records about a public figure is appropriate "only where exceptional interests
militate in favor of disclosure. "58 Thus, although one's status as a public fig
ure might in some circumstances tip the balance in favor of disclosure, a public
figure does not, by virtue of his status, forfeit all rights of privacy.59 It also
should be noted that, unlike under the Privacy Act, foreign nationals are enti
tled to the same privacy rights.under the FOIA as are U.S. citizens.60

In addition, individuals who testify at criminal trials do not forfeit their
rights to privacy except on those very matters that become part of the public
record. 61 Similarly, individuals who provide law enforcement agencies with
reports of illegal conduct have well-recognized privacy interests, particularly

56 New York Times Co. v. NASA, 782 F. Supp. 628,631-32 (D.D.C.
1991) (withholding audiotape of voices of Challenger astronauts recorded imme
diately before their deaths, to protect family members from pain of hearing
final words of loved ones); see also FOrA Update, Sept. 1982, at 5.

57 Fund for Constitutional Gov't v. National Archives & Records Serv., 656
F.2d 856, 865 (D.C. Cir. 1981) (Exemption 7(C).

58 Id. at 866; see also Wilson v. Department of Justice, No. 87-2415, slip
op. at 13 (D.D.C. June 14, 1991) (even Richard Secord would have privacy

.interest in fact that he was investigated; such investigation would reveal "little
about 'what government is up to'''). But see also Wilson v. Department of
Justice, 87-2415, slip op. at 8 (D.D.C. June 17, 1991) (ordering further decla
rations to determine whether any of the individuals investigated "are 'public
figures' like the plaintiff whose involvement in Government operations would
be of interest to the public").

59 Fund for Constitutional GOV'! v. National Archives & Records Serv., 656
F.2d at 865; see also ForA Update, Sept. 1982, at 5; cf. Strassman v. United
States Dep't of Justice, 792 F.2d 1267, 1268 (4th Cir. 1986) (Exemption 7(C».

60 Shaw v. United States Del"! of State, 559 F. Supp. 1053, 1067 (D.D.C.
1983); see. e.g., United States Dep't of State v. Ray, 112 S. Ct. 541 (1991)
(applying traditional analysis of privacy interests under FOrA to Haitian nation
als); see also FOIA Update, Summer 1985, at 5.

6l See Kiraly v. FBI, 728 F.2d at 279; Brown v. FBI, 658 F.2d 71, 75 (2d
eir. 1981); cf. Irons v. FBI, 880 F.2d 1446, 1454 (lst eir. 1989) (en bane)
(holding that disclosure of any source information beyond that actually testified
to by confidential source is not required) (Exemption 7(0».
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when such persons reasonably fear reprisals for their assistance.~z (For a
more detailed discussion of the privacy protection accorded such law enforce
ment sources, see discussion of Exemption 7(C), below.) Even absent any
evidence of fear of reprisals, however, witnesses who provide information to
investigative bodies--administrative and civil, as well as criminal--are generally
accorded privacy protection. G

)

An agency generally is not required to conduct research to determine
whether an individual has died or whether his activities have sufficiently be
come the subject of public knowledge so as to bar the application of Exemption
6. M This is further strengthened by the Supreme Court's observations in Re
l'ill-rters Committee that "without regard to individual circumstances" certain
categories of records will always warrant privacy protection and that "the stand
ard virtues of bright-line rules are thus present, and the difficulties attendant to

6~ See Holy Spirit Ass'n v. FBI, 683 F.2d at 564-65 (concurring opinion)
(Exemptions 6 and 7(C)); Manna v. United States Dep't of Justice, 815 F.
Supp. 798, 809 (D.N.J. 1993) (Because the La Cosa Nostra "is so violent and
retaliatory, the names of interviewees, informants, witnesses, victims and law
enforcement personnel must be safeguarded. ") (Exemption 7(C».

63 See, e.~., Walsh v. Department of the Navy, No. 91-C-741O, slip op. at
11 (N.D. Ill. Mar. 23, 1992); Fine v. United States Dep't of Energy, No. 88
1033, slip op. at 7-8 CD.N.M. June 23, 1991). But cr. Fine v. United States
Dep't of Energy, 823 F. Supp. 888, 896 (D.N.M. 1993) (ordering disclosure
based, in part, upon fact that plaintiff no longer employed by agency and "not
in a position on-the-job to harass or intimidate employees of DOE/OIG and/or
its contractors").

64 See FOIA Update, Winter 1984, at 5; see also. e.g., Williams v. United
States Dep't of Justice, 556 F. Supp. 63, 66 (D.D.C. 1982) (agency good-faith
processing, rather than extensive, research for public disclosures, sufficient in
lengthy, multi-faceted judicial proceedings); cf. McGehee v. Casey, 718 F.2d
1137, 1141 n.9 (D.C. Cir. 1983) (CIA cannot reasonably bear burden of con
ducting exhaustive search to prove that particular items of classified information
have never been published) (non-FOIA case). But see also Diamond v. FBI;
707 F.2d at 77 (requiring agency to review 200,000 pages outside scope of re
quest to search for evidence as to whether subjects' privacy had been waived
through death or prior public disclosure) (Exemption 7(C»; Outlaw v. United
States Dep'L,cl)ustice, 815 F. Supp. at 506 (photographs of vic~im murdered
25 years ago not withholdable to protect privacy of relatives where "[d]efend
ant's concern forthe privacy of the decedent's surviving relatives has not ex
tended to an effort to locate them ... [and] there is no showing by defendant
that, as of now, there are any surviving relatives of the de~eased, or if there
are, that they would be offended by the disclosure"); Wilkinson v. FBI, No.
80-1048, slip op. at 12-13 (C.D. Cal. June 17, 1987) (holding Exemption 7(C)
inapplicable t\) documents more than 30 years old because government relied on
presumption that "all persons the subject of FOIA requests are ... living");
Powell ..Y". United States Dep't of Justice, slip op. at 12-13 (requiring agency to
determine present "specific life situations" of individuals who were referenced
in 30-year-old treason/sedition investigation) (Exemption 7(C).
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ad hoc adjudication may be avoided. ,,65

Likewise, it has been held that the FOIA does not require an agency "to
track down an individual about whom another has requested information merely
to obtain the former's permission to comply with the request. "66 However,
several pre-Reporters Committee cases held that the fact that a requester has not
submitted authorizations from third parties may not in and of itself justify the
automatic withholding of all information regarding those third parties on priva
cy grounds. 67

Factoring in the Public Interest

Once it has been determined that a personal privacy interest is threatened
by a requested disclosure, the second step in the balancing process comes into
play; this stage of the analysis requires an assessment of the public interest in
disclosure. 68 The burden of establishing that disclosure would serve the public
interest is on the requester. 69 In its Reporters Committee decision, the Su
preme Court has limited the concept of public interest under the FOIA to the
"core purpose" for which Congress enacted it: To "shed[] light on an agency's
performance of its statutory duties.I\IO Information that does not directly re
veal the operations or activities of the federal government,71 the Supreme

65 489 U.S. at 780; accord Halloran v. VA, 874 F.2d 315,322 (5th Cir.
1989); see also FOrA Update, Spring 1989, at 4.

66 Blakey v. Department of Justice, 549 F. Supp. 362, 365 (D.D.C. 1982)
(Exemption 7(C)), affd in part. vacated in part, 720 F.2d 215 (D.C. Cir.
1983). But cr. War Babes v. Wilson, 770 F. Supp. 1,4-5 (D.D.C. 1990)
(allowing agency 60 days to meet burden of establishing privacy interest by ob
taining affidavits from World War II servicemen who object to release of their
addresses to British citizens seeking to locate their natural fathers).

67 See Ray v. United States Dep't of Justice, No. 86·5972, slip op. at 1 (6th
Cir. June 22, 1987) (Exemption 7(C) "is not absolute simply because the person
implicated in the sought-after documents refuses to consent to their disclo-
sure. "); McTigue v. United States Dep't of Justice, No. 84-3583, slip op. at 15
(D. D.C. Dec. 3, 1985) (failure of plaintiff to submit authorization does not
alone justify withholding; burden is on government to establish information is
within Exemption 7(C)).

68 See FOIA Update, Spring 1989, at 7.

69 See Carter v. United States Dep'! of Commerce, 830 F.2d 388, 391 nn.8
& 13 (D.C. Cir. 1987).

70 489 U.S. 749, 773 (1989).

71 See Landano v. United States Dep't of Justice, 956 F.2d 422, 430 (3d
Cir.) (There is "no FOIA-recognized public interest in discovering wrongdoing
by a state agency. ") (Exemption 7(C», cert. denied, 113 S. Ct. 197 (1992); see
also FOIA Update, Spring 1991, at 6 (advising that "government" should mean
federal government).
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('oun has stressed, "falls outside the ,iiJJhit (If the puhlic interest that the FOIA
Wi,S ellacteu to serve, "n If an aSStT\(,;;J pL~)Lc im-:rcsl is found to qualify un

dL'r this narrowed standard, it then must be Jc;;orded sollie Oleasure of value so
that it can be weighed against the threat [0 pri\'a~y.71

Even prior to Reporters Committee the law was clear that disclosure must
benefit the public overall and not just thl;.' requester himself. For example, a
number of courts determined that a request made for purely commercial pur
poses does not further a public interest. 74 Likewise, a request made in order
to obtain or supplement discovery in a privati: lawsuit does not thereby further a
public interest. 75 In fact, one court has observed that if the requester truly had
a great need for the records for purpvs\:.'s of litigation, he or she should seek

n 489 U.S. at 775; see, e.g., Gallant v. NLRB, No. 92-873, slip op. at 8
10 (D.D.C. Nov. 6, 1992) (disclosure of names of individuals to whom NLRB
member sent letters in attempt to secure reappointment would not add to under
standing of NLRB's performance of its duties) (~ppeal pending); Andrews v.
United States Dep't of Justice, 769 F. Supp. 314, 316-17 (E.D. Mo, 1991)
(although release of individual's address, telephone number and place of em
ployment might serve general public interest in satisfaction of monetary judg
ments, "the nature of the public interest inquiry under the FOlA ... turns on
the relationship of the information to the basic purpose of the FOIA, which is
'to open agency action to the light of public scrutiny'" (quoting Reporters
Committee, 489 U.S. at 772, quoting, in turn, Department of the Air Force v.
Rose, 425 U.S. 352, 372 (1976»); see also FOrA Update, Spring 1989, at 4,
6.

73 See, e.g., Rose, 425 U.S. at 372; Ripskis v. HUD, 746 F.2d 1,3 (D.C.
Cir. 1981); Fund for Constitutional Gov't v. National Archives & Records
Serv., 656 F.2d 856,862 (D.C, Cir. 1981).

74 See, e.g., Multnomah County Medical Soc'y v. Scott, 825 F.2d 1410,
1413 (9th Cir. 1987) (commercial solicitation of Medicare recipients); Minnis
v. United States Dep't of Agric., 737 F.2d 784, 786-87 (9th Cir. 1984) (appli
cants for rafting permits requested by commercial establishment located on .
river), cert. denied, 471 U.S, 1053 (1985); Wine Hobby USA, Inc. v, IRS, 502
F.2d 133, 137 (3d Cir. 1974) (individuals licensed to produce wine at home re
quested by distributor of amateur wine-making equipment); see also Aronson v.
HUD, 822 f.2d 182, 185~86 (lSi Cir. 1987) (Plaintiff's "commercial motiva
tions are irrelevant for determining the ~lublic interest served by ,disclosure; they
do, however, suggest one of the ways in which private interests could be
harmed by disclosure and a reason why individuals would wish to keep the
information confidential. ")

75 See FOIA Update, Sept. 1982, at 6 {citing, e.g., Lloyd & Henniger v.
Mars)Jall, 526 F. Supp. 485, 487 (\'1.D. Fb, 1(81)~ see also Brown v. FBI,
658 F .2d 71, 75 (2d Cif. 198 I) (rI'i\'a~eliti1;,!,;:'LJ0n); Harry v. DeJ;lartment of the
Army, No. 92-1654, slip op. at 7·8 (D,D.C. Sept. 10, 1993) (to appeal nega
tive officer efficiency n:port); N:~li()i';;'c!JlblSU'{ Emplovees Union v. United
States Dep't of the Treasury, 3 GO,'l Di::.c:1us:.J1'1: Scrv. (P-B) ~ 83,224, at
83,9-18 (D,D.C. Jun~ 17, 198:') (sri-:Liilc(: iJruCcecl.ing). .
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them in that forum, where it would be possible to provide them under an appro
priate protective order.76 The Court of Appeals for the Ninth Circuit alone
had adopted a position which specifically factored into the balancing process the
requester's personal interest in disclosure. 77

In Reporters Committee, the Supreme Court clearly approved· the majori
ty view that the requester's personal interest is irrelevant. First. as the Court
emphasized, the requester's identity can have "no bearing on the merits of his
or her FOrA request. "78 In so declaring, the Court ruled unequivocally that
agencies should treat all requesters alike in making FOrA disclosure decisions;
the only exception to this, the Court specifically noted, is that of course an
agency should not withhold from a requester any information that implicates
only that requester's own interest. 79 Furthermore, the "public interest" balanc
ing required under the privacy exemptions should not include consideration of
the requester's "particular purpose" in making the request. so Instead, the
Court has instructed, the proper approach to the balancing process is to focus
on "the nature of the requested document" and to consider "its relationship ro"
the public interest generally. 81 This approach thus does not permit attention to
the special circumstances of any particular FOrA requester. 82 Rather, it neces
sarily involves a more general "public interest" assessment based upon the
contents and context of the records sought and their connection to any "public
interest" that would be served by disclosure. In making such assessments,
agencies should look to the possible effects of disclosure to the public in gener
al.

One purpose that the ForA was designed for is to "check against corrup-

76 Gilbey v. Department of the Interior, No. 89-801, slip op. at 4-5
(D.D.C. Oct. 22, 1990).

77 See, e.g., Multnomah County Medical Soc'y v. Scott, 825 F.2d at 1413;
Minnis v. United States Dep't of Agric., 737 F.2d at 786; Van 13oure:. Al;ec,.,.
Weinberg & Roger v. NLRB, 728 F.2d 1270, 1273 (9th Cir. 1984), vacated,
756 F.2d 692 (9th Cir.), reinstated, 762 F.2d 831 (9th Cir. 1985); ~_hu!s;.h of
Scientology v. United States Dep't of the Army, 611 F.2d 738, 747 (9th C::.
1979).

1M 489 U.S. at 771; see also FOrA Update, Spring 1989, at 5-6.

79 See 489 U.S. at 771; FOJA Update, Spring 1989, at 5; seeJ!Ls.Q.....g ...Z~_.
Frets v. Department of Transp., No. 88-404-W-9, slip op. at 9-10 (W.D Ma.
Dec. 14, 1989) (withholding names of third parties mentioned in plaintiffs' owr.
statements).

80 489 U.S. at 772.

82 See id. at 771-72 & n.20.

_ 1 if.. _
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tion and to hold the governors accountable to the governed. "83 Indeed, infor
mation which would inform the public of violations of the public trust has a
strong public imerest and is accorded great weight in the balancing process. As
a general rule, proven wrongdoing of a serious and intentional nature by a high
level government official is of sufficient public interest to outweigh the privacy
interest of the official. R4 By contrast, less serious misconduct by low-level
agency employees generally is not considered of sufficient public interest to
outweigh the privacy interest of the employee.8~ Nor is there likely to be

83 Multnomah County Medical Soc'y v. Scott, 825 F.2d at 1415 (quoting
NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 242 (1978»; see also
Washington Post Co. v. HHS, 690 F.2d 252, 264 (D.C. Cir. 1982); Arieff v.
United States Dep't of the Navy, 712 F.2d 1462, 1468 (D.C. Cir. 1983); Na
tional Ass'n of Atomic Veterans, Inc. v. Director, Defense Nuclear Agency,
583 F. Supp. 1483, 1487 (D.D.C. 1984).

84 See, e.g., Cochran v. United States, 770 F.2d 949, 956-57 (llth Cir.
1985) (nonjudicial punishment findings and discipline imposed on Army major
general for misuse of government funds and facilities) (Privacy Act "wrongful
disclosure" suit); Stern v. FBI, 737 F.2d 84, 93-94 (D.C. Cir. 1984) (name of
high~level FBI official censured for deliberate and knowing misrepresentation)
(Exemption 7(C)); Columbia Packing Co. v. United States Dep't of Agric., 563
F.2d 495,499 (lst Cir. 1977) (federal employees found guilty of accepting
bribes); Sullivan v. VA, 617 F. Supp. 258, 260-61 (D.D.C. 1985) (reprimand
of senior official for misuse of government vehicle and failure to report acci
dent) (Privacy Act "wrongful disclosure" suit/Exemption 7(C)); Congressional
News Syndicate v. United States Dep't of Justice, 438 F. Supp. 538, 544
(D. D.C. 1977) (misconduct by White House staffers); £L. Castaneda v. United
States, 757 F.2d 1010, 1012 (9th Cir.) (identity of USDA investigator ordered
disclosed where court found his reports "were inconsistent and may have been
unreliable" and his motives and truthfulness were "in doubt") (Exemption
7(C», amended upon denial of panel reh'g, 773 F.2d 251, 251 (9th Cir. 1985);
Ferri v. Bell, 645 F.2d 1213, 1218 (3d Cir. 1981) (attempt to expose alleged
deal between prosecutor and witness found to be in public interest) (Exemption
7(C», vacated & reinstated in part on reh'g, 671 F.2d 769 (3d Cir. 1982);
Stern v. SBA, 516 F. Supp. 145, 149 (D.D.C. 1980) (names of agency per
sonnel charged with discriminatory violations),

85 See, e.g., Department of the Air Force v. Rose, 425 U.S. at 381 (names
of cadets found to have violated Academy honor code protected); Beck v. De
tlartment of Justice, 997 F.2d 1489, 1493 (D.C. Cir. 1993) ("The identity of
one or two individual relatively low-level government wrongdoers, released in
isolation, does not provide information about the agency's own conduct. ");
Stern v. FBI, 737 F.2d at 94 (protecting names of mid~level employees
censured for negligence); Chamberlain v. Kurtz, 589 F .2d 827, 842 (5th Cir.)
(names of disciplined IRS agents protected), cer!. denied, 444 U.S. 842 (1979);
Cotton v. Adams, 798 F. Supp. 22, 26-27 (D.D.C. 1992) (release of Inspector
General reports on cOilduct of low-level Smithsonian Institution employees
would not allow public to evaluate Institution's discharge of duties); Heller v.
United States Marshals Serv., 655 F. Supp. 1088, 1091 (D.D.C. 1987) (pro-

(continued ...)
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strong public interest in the names of censured employees when the case has not
"occurred against the backdrop of a well-publicized scandal" which has resulted
in "widespread knowledge" that certain employees were disciplined. 86 And any
general public interest in mere allegations of wrongdoing does not outweigh an
individual's privacy interest in unwarranted association with such allegationsY

Prior to Reporters Committee, some courts held that the public interest in
disclosure may be embodied in other federal statutes.8S In light of Reporters
Committee and National Association of Retired Federal Employees v. Horner
(hereinafter NARFE],89 the D.C., First, Second, Sixth, Seventh, Tenth and
Eleventh Circuit Courts of Appeals have flatly rejected this approach, refusing
to order disclosure of the home addresses of government employees on the ex
plicit basis that the public interest in disclosure evidenced in the Federal Service
Labor-Management Relations Act cannot be factored into the balance under the

8\... continued)
leeting names of agency personnel found to have committed "only minor, if
any, wrongdoing") (Exemption 7(C».

86 Beck v. Departmentof Justice, 997 F.2d at 1493-94.

87 See, e.g., Hunt v. FBI, 972 F.2d 286,288-90 (9th Cir. 1992) (Exemp
tion 7(C»; Dunkelberger v. Department of Justice, 906 F.2d 779. 781-82 (D.C.
eir. 1990) (Exemption 7(C)); Carter v. United States Dep't of Commerce, 830
F.2d at 391 (protecting identities of attorneys subject to disciplinary proceed
ings that were later dismissed); Varelli v. FBI, No. 88-1865, slip op. at 10-13
(D.D.C. Oct. 4, 1991). But see Providence Journal Co. v. United States Dep't
of the Army, 981 F.2d 552, 569 (lst Cir. 1992) (ordering disclosure of identi
ties of high-ranking officers of Rhode Island National Guard accused of crim
inal wrongdoing even though allegations were mostly "unsubstantiated"); Mc
Cutchen v. HHS, No. 91-142, slip op. at 7-12 (D.D.C. Aug. 24, 1992) (refus
ing to protect identities of scientists found not to have engaged in alleged
scientific misconduct) (Exemptions 6 and 7(C) (appeal pending); Dobronski v.
FCC, No. 91-1295, slip op. at 3-4 (D. Ariz. June 16, 1992) (ordering release
of employee's leave slips for period during which there were allegations of
abuse of leave time) (appeal pending).

88 See, e.g., International Bhd. of Eke, Workers Local No.5 v. HUD, 852
F .2d 87, 90 (3d Cir. 1988) (wage rates payable by federal contractors regulated
by Davis-Bacon Act); United States Dep't of Agric. v.FLRA, 836 F,2d 1139,
1143 (8th Cir.) (names and addresses of federal employees under federal labor
relations statute), cere. granted & remanded, 488 U.S. 1025 (1988), vacated,
876 F.2d 50 (8th Cir. 1989); Common Cause v. National Archives & Records
Serv., 628 F.2d 179, 183-85 (D.C. Cir. 1980) (political campaign activities
under Federal Corrupt Practices Act) (Exemption 7(C»); Washington Post Co.
v. HHS, 690 F .2d at 265 (public disclosure of financial statements required by
Ethics in Government Act); see also Marzen v. HHS, 825 F.2d 1148, 1154 (7th
eir. 1987) (finding nondisclosure proper upon consideration of state statute
mandating same).

89 879 F.2d 873 (D.C. Cir. 1989), cert. denied, 494 U.S. 1078 (1990).
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FOIA. GO On the other hand, the Third, Fifth and Ninth Circuit Courts of Ap
peals have reached the opposite conclusion and have ordered disclosure of the
home addresses of bargaining unit employees to unions that requested them
under the FSLMRA. 91 These circuit courts said the Supreme Court had not
considered specifically whether the public policy favoring collective bargaining
embodied in the FSLMRA could be considered in balancing under the rOIA;
consequently, none of these courts found an inconsistency between its holding
and the teaching of Reporters Committee.n Because of this split in the cir
cuits, the Supreme Court has granted certiorari in the Fifth Circuit case93 and
should finally resolve this issue during the coming year.

On a related issue, two district courts have departed from the direction
taken by Reporters Committee with regard to another federal statute, the Davis-

90 D.C. Circuit: FLRA v. United States Dep't of the Treasury, 884 F.2d
1446, 1453 (D.C. Cif. 1989) (court not "entitled to engage in the sort of imag
inative reconstruction that would be necessary to introduce collective bargaining
values into the balancing process It), cert. denied, '493 U.S. 1056 (1990); First
Circuit: FLRA v. United States Dep't of the Navy, 941 F.2d 49,56-57 Ost
Cir. 1991) (in balancing privacy and public interests under FOIA, court must
disregard "public interest in labor organization and collective bargaining");
Second Circuit: FLRA v. VA, 958 F.2d 503, 511~12 (2d Cir. 1992) ("The
public interest in fostering effective collective bargaining falls outside this cen
tral purpose of the FOJA. "); Sixth Circuit: FLRA v. Department of the Navy,
963 F.2d 124, 125 (6th Cif. 1992) (adopting reasoning of First, Second and
D.C. Circuits); Seventh Circuit: FLRA Y. United States Dep't of the Navy,
975 F.2d 348, 354·55 Oth Cir. 1992) ("Neither [Privacy Act], nor FOJA,
makes a further exception for information requests that originate under some
other federal statute. "); Tenth Circuit: FLRA v. DOD, 984 F.2d 370, 375
(10th Cir. 1993) ("disclosure of federal employees' home addresses has nothing
to do with public scrutiny of government activities "); Eleventh Circuit: FLRA
v. 000,977 F.2d 545,548 (lIth Cir. 1992) (finding "no authority for allow
ing Labor Statute principles to override FOIAprinciples"). See also Reed v.
NLRB, 927 F.2d 1249, 1251 (D.C. Cir. 1991) (disclosure of "Excelsior" list
[names and addresses of employees eligible to vote in union representation
elections] would not reveal anything about NLRB's operations), cert. denied,
112 S. C1. 912 (1992).

91 Third Circuit: FLRA v. United States Dep't of the Navy, 966 F.2d 747,
758-59 (3d Cir. 1992) (en bane) (alternative holding); Fifth Circuit: FLRA v.
DOD, 975 F.2d 1106, 1113-15 (5th Cir.), cert. granted, 113 S. Ct. 1642
(1993); Ninth Circuit: FLRA v. United States Dep't of the Navy, 958 F.2d
1490, 1497 (9th Cir. 1992) (petition for rehearing en bane pending); see also
FLRA v. Department of Commerce, 954 F.2d 994, 997 (4th Cif. 1992), va
cated & petition for reh'g en bane granted, No. 90-1852 (4th Cir. Apr. 22,
1992).

92 FLRA v. United States Dep't of the Navy, 966 F.2d at 757-59; FLRA v.
United States Dep't of the Navy, 958 F.2d at 1496-97.

93 113 S. Ct. 1642 (1993).
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Bacon Act,94 which requires that contractors on federal projects pay to their
laborers no less than the wages prevailing for comparable work in the geo~

graphical area. Three years ago, the District Court in Hawaii decided that the
analyses comparing the public interest expressed in other federal statutes to that
underlying the FOIA survive Reporters Committee and held that the public
interest in monitoring compliance with the Davis-Bacon Act is cognizable under
FOIA.95 Subsequently, the District Court for the Western District of Wash
ington agreed.96 However, while both of these cases remain on appeal, the
D.C. and Second Circuits, the first post-Reporters Committee courts of appeals
to confront this issue, have firmly held that although there may be a minimal
pUblic interest in facilitating the monitoring of compliance with federal labor
statutes, disclosure of personal information that reveals nothing "directly about
the character of a government agency or official" bears only an "attenuated . . .
relationship to governmental activity. "97 Accordingly, it has been held that
such an "attenuated public interest in disclosure does not outweigh the construc
tion workers' significant privacy interest in [their names and addresses]. "98

Even though public oversight of government operations is the essence of
public interest under the FOIA, one who claims such a purpose must support
his claim by more than mere allegation. He must show that the information in
question is "of sufficient importance to warrant such" oversight,99 and he must
show how the public interest would be served by disclosure in the particular
case. IOO Assertions of "public interest" should be scrutinized carefully to en
sure that they legitimately warrant the overriding of privacy interests. As stated
by the Second Circuit in Hopkins v. HUD, "[t]he simple invocation of a legiti~

mate public interest . . . carmot itself justify the release of personal informa
tion. Rather, a court must first ascertain whether that interest would be served

94 40 U.S.C. § 276a (1988).

95 Painting Indus. of Hawaii Mkt. Recovery 'Fund v. United States Dep't of
the Air Force, 751 F. Supp. 1410, 1417 (D. Haw. 1990), reconsideration de
nied, 756 F. Supp. 452 (D. Haw. 1990) (appeal pending).

96 Seattle Bldg. & Constr. Trades Council. AFL-CIO v. HUD, No. C89
1346C, slip op. at 10-11 (W.D. Wash. Oct. 30, 1990) (appeal pending).

97 Hopkins v. HUD, 929 F .2d 81, 88 (2d Cir. 1991); see Painting & Dry
wall Work Preservation Fund. Inc. v. HUD, 936 F.2d 1300, 1303 (D.C. Cir.
1991).

98 Painting & Drywall Work Preservation Fund. Inc. v. HUD, 936 F.2d at
1303; see Hopkins v. HUD, 929 F.2d at 88.

99 Miller v. Bell, 661 F.2d 623,630 (7th Cir. 1981), cert. denied, 456 U.S.
960 (1982); see also Allard v. HHS, No. 4:90-CV-156, slip op. at to-II (W.D.
Mich. Feb. 14. 1992) ("conclusory allegations" of plaintiff--a prisoner with
violent tendencies--concerning ex-wife's misuse of children's Social Security
benefits do not establish public interest), affd, 972 F.2d 346 (6th Cir. 1992)
(table cite).

100 See Halloran v. VA, 874 F.2d 315,323 (5th Cir. 1989).
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by disclosure. "WI The Second Circuit in Hopkins acknowledged a legitimate
public interest in monitoring HUD's enforcement of prevailing wage laws but
found that disclosure of the names and addresses of workers employed on
HUD-assisted public housing projects would shed no light on the agency's
performance of that duty. 102 Thus, in Minnis v. United States Department of
Agriculture, while the Ninth Circuit recognized a valid public interest in ques
tioning the fairness of an agency lottery system which awarded permits to raft
down the Rogue River, it found, upon careful analysis, that the release of the
names and addresses of the applicants would in no way further that interest. 103

Similarly, in Heights Communitj Congress v. VA, 104 the Sixth Circuit found
that the release of names and home addresses would result only in the "involun
tary personal involvement" of innocent purchasers rather than appreciably fur
thering a concededly valid public interest in determining whether anyone had
engaged in "racial steering. "

Such holdings are entirely consistent with the Supreme Court's determina
tion in Reporters Committee that the "rap sheet" of a defense contractor, if such
existed, would reveal nothing directly about the behavior of the Congressman
with whom the contractor allegedly had an improper relationship, nor would it
reveal anything about the conduct of the DOD. lOS The information must

llli 929 F.2d at 88 (citing Halloran v. VA, 874 F.2d at 323).

102 Id.; see also Gannett Satellite Info. Network. Inc. v. United States Dep't
of Educ., No. 90-1392, slip op. at 13-14 (D.D.C. Dec. 21,1990) ("If in fact a
student has defaulted, [his] name, address and social security number would
reveal nothing about the Department's attempts to collect on those defaulted
loans. Nor would [they] reveal anything about the potential misuse of public
funds. tr).

103 737 F.2d at 787; see Hunt v. FBI, 972 F.2d at 289 (disclosure of single
internal investigation file "will not shed any light on whether all such FBI
investigations are comprehensive or whether sexual misconduct by agents is
common lt

); New York Times Co. v. NASA, 782 F. Supp. 628, 632-33
(D.D.C. 1991) (release of audiotape of Challenger astronauts' voices just prior
to explosion would not serve "undeniable interest in learning about NASA's.
conduct before, during and after the Challenger disaster").

104 732 F.2d 526, 530 (6th CiL), cert. denied, 469 U.S. 1034 (1984).

lOS See 489 U.S. at 774; see also NARFE, 879 F.2d at 879 Jnames and
home addresses of federal annuitants reveal nothing directly about workings of
government); Halloran v. VA, 874 F.2d at 323 (It[M]erely stating that the
interest exists in the abstract is not enough; rather, the court should have
analyzed how that interest would be served by compelling disclosure. "); Kim
berlin v. Department of the Treasury, 774 F.2d 204, 208 (7th Cir. 1985) ("The
record fails to reflect any benefit which would accrue to the public from disclo
sure and [the requester's] self-serving assertions of government wrongdoing and
coverup do not rise to the level of justifying disclosure. It) (Exemption 7(C);
Johnson v. United States Dep't of Justice, 739 F.2d 1514, 1519 (10th Cir.
1984) (finding that because allegations of improper use of law enforcement

(continued...)
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clearly reveal official government activities; it is not enough that the informa
tion would permit speculative inferences about the conduct of an agency or a
governmentofficia1. 106 Nor is it enough that the information would allow a
union to question private-sector employees and thus determine whether the
agency is adequately monitoring compliance with prevailing wage laws,107 or
that the information might aid the requester in lobbying efforts that would result
in passage of laws and thus benefit the public in that respect. IOS

The most significant recent development concerning this issue occurred in
United States Department of State v. Ray,109 when the Supreme Court recog
nized a legitimate public interest in whether the State Department was adequate
ly monitoring Haiti's promise not to prosecute Haitians who were returned to
their country after failed attempts to enter the United States, but it determined
that this public interest had been "adequately served" by release of redacted
summaries of the agency's interviews with the returnees and that "[t]he addition
of the redacted identifying information would not shed any additional light on

105(...continued)
authority were not at all supported in requested records, disclosure of FBI
special agent names would not serve public interest) (Exemption 7(C)); Stern v.
FBI, 737 F.2d at 92 (finding that certain specified public interests "would not
be satiated in any way" by disclosure) (Exemption 7(C»); Miller v. Bell, 661
F.2d at 630 (noting that plaintiff's broad assertions of government cover-up
were unfounded as investigation was of consequence to plaintiff only and there
fore did not "warrant probe of FBI efficiency") (Exemption 7(C»; KTVY-TV
v. United States, No. 87-1432-T, slip op. at 9-10 (W.D. Okla. May 4, 1989)
(liThe plaintiff has failed to establish any nexus between the information re
quested and the asserted public interest of determining whether the defendant
has made an effort to prevent like occurrences.") (Exemption 7(C», affd per
curiam, 919 F.2d 1465 (lOth Cir. 1990). .

106 See Reporters Committeet 489 U.S. at 774, 766 n.18; see also Gannett
Satellite Info. Network. Inc. v. United States Deptt of Educ.,slip op. at 12
(names, addresses and social security numbers of student loan defaulters would
reveal nothing directly about Department of Education's administration of stu
dent loan program). But see International Diatomite Producers Ass'n v. United
States Social Sec. Admin., No. C-92-1634, slip op. at 12-13 (N.D. Cal. Apr.
28, 1993) (release of vital status information concerning diatomite industry
workers serves "public interest in evaluating whether public agencies (OSHA,
MSHA, and EPA) carry out their statutory duties to protect the public from the
potential health hazards from crystalline silica exposure") (appeal pending).

107 Hopkins v. HUD, 929 F.2d at 88.

108 NARFE, 879 F.2d at 875; see also FOIA Update, Spring 1989, at 6.
But cr, Aronson v. HUD, No. 88-1524, slip op. at 1 (1st Cir. Apr. 6, 1989)
(affirming award of attorney fees on basis that disclosure of names and addres
ses of mortgagors to whom HUD owes money sheds light on HUD's perform
ance of statutory reimbursement. duty).

109 112 S. Ct. 541 (1991).
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the Government's conduct of its obligation. "I1D Although the plaintiff claimed
that disclosure of the identities of the unsuccessful emigrants would aHow him
to reinterview them and elicit further information concerning their treatment,
the Court found "nothing in the record to suggest that a second set of inter
views with the already-interviewed returnees would produce any relevant infor
mation . . .. Mere speculation about hypothetical public benefits cannot out
weigh a demonstrably significant invasion of privacy. 1111 J

Finally, if alternative, less intrusive means are available to obtain infor
mation that would serve the public interest, there is less need to require disclo
sure of information that would cause a substantial invasion of·an individual's
privacy. Accordingly, "[w]hiIe [this is] certainly not a per se defense to a
FOIA request, II it is entirely appropriate, when assessing the public interest side
of the balancing equation, to consider "the extent to which there are alternative
sources of information available that could serve the public interest in disclo
sure. tlII2 If there are alternative sources, the D.C. Circuit has firmly ruled,
the public interest in disclosure should be "discounted" accordingly. 113

The Balancing Proce~s

Once both the privacy interest at stake and the public interest in disclo
sure have been ascertained, the two competing interests must he weighed

110 IQ" at 549; see also Public Citizen, Inc. v. Resolytion Trust Corp., No.
92-0010, slip op. at 8-9 (D,D.C. Mar. 19, 1993) (public interest in agency's
compliance with Affordable Housing Disposition Program served by release of
information with identities of bidders and purchasers redacted).

11l 112 S. Ct. at 549.

112 DOD v. ELRA, 964 F.2d 26, 29-30 (D.C. Cir. 1992); see FLRA v.
United States Dep't of Commerce, 962 F.2d 1055, 1060 n.2 (D.C. Cir. 1992)
(union may "distribute questionnaires or conduct confidential face-to-face inter
views" to obtain rating information about employees); Painting & Drywall
Work Preservation Fund, Inc, v. HUn, 936 F.2d at 1303 (contact at workplace
is alternative to disclosing home addresses of employees); Multnomah County
Medical Soe'y v. Scott, 825 F.2d at 1416 (Medical Society can have members
send literature to their patients as alternative to disclosure of identities of all
Medicare beneficiaries); Hemenway v. Hughes, 601 F. Supp. 1002, 1007
(D.D.C. 1985) (personal contact with individuals whose names and work ad
dresses were released to plaintiff is alternative to agency releasing personal
information he seeks); cr. Cotton v. Adams, 798 F, Supp. at 27 n.9 (suggesting
that request for all Inspector General reports, from which identifying informa
tion could be redacted, would better serve pUblic interest in overseeing dis
charge of Inspector General duties than does request for only two specific in
vestigative reports involving known individuals).

113 DOD v. FLRA, 964 F.2d at 29-30. But cr. FLRA v. United States
De,,'t of the Navy, 958 F,2d at 1497 (union's ability to approach employees at
work place is not adequate alternative to disclosing home addresses).
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against one another. 1l4 In other words, it must be determined which is the
greater result of disclosure: the harm to personal privacy or the benefit to the
pUblic. llS In balancing these interests, "the 'clearly unwarranted' language of
Exemption 6 weights the scales in favor of disclosure. "116 If the public bene
fit is weaker than the threat to privacy, the latter will prevail, and the informa
tion should be withheld. 1l7 The threat to privacy need not be obvious; it need
only outweigh the public interest. 118

Although "the presumption in favor of disclosure is as strong [under Ex
emption 6] as can be found anywhere in the Act, 11119 the courts have vigor
ously protected the personal, intimate details of an individual's life, the release
of which is likely to cause distress or embarrassment. Courts regularly uphold
the nondisclosure of information concerning marital status, legitimacy of chil
dren, welfare payments, family fights and reputation,120 medical details and
conditions,12I date of birth,122 religious affiliation,123 citizenship,124 so-
cial security account numbers,125 criminal history records (most COIIUllonly

114 Department of the Air Force v. Rose, 425 U.S. 352, 372 (1976).

1lS Ripskis v. HUD, 746 F.2d 1, 3 (D.C. Cir. 1984); see FOM Update,
Spring 1989, at 7.

116 Ripskis, 746 F.2d at 3.

117 S« FOIA Update, Spring 1989, at 6 (emphasizing possible applicability
of Privacy Act disclosure prohibitions, particularly in light of Reporters Com
mittee).

118~ Public Citizen Health Resears~h Group v. United States Dep't of
Labor, 591 F.2d 808, 809 (D.C. Cir. 1978).

119 Washington Post Co. v. HHS, 690 F.2d 252, 261 (D.C. Cir. 1982).

120 See. e.g., Rural Hous. Alliance v. United States Dep't of Agric., 498
F.2d 73, 77 (D.C. Cir. 1974).

121 See. e.g., id.; Citizens Comm'n on Human Rights v. FDA, No. 92
5313, slip op. at 23-24 (C.D. Cal. May 10, 1993).

122 See. e.g., Centracchio v. FBI, No. 92-357, slip op. at 15 (D.D.C. Mar.
16, 1993).

123 See. e.g., Church of Scientology v. United States Dep't of the Army,
611 F.2d 738, 747 (9th Cir. 1979).

124 See, e.g., Hemenway v. Hughes, 601 F. Supp. 1002, 1006 (D.D.C.
1985) ("Nationals from some countries face persistent discrimination . . . [and]
are potential targets for terrorist attacks. It).

125 See. e.g., Rice v. Department of Transp., No. 91-3306, slip op. at 1
(D.D.C. Nov. 17, 1992)~ Fidelity Nat'l Title Ins. Co. v. HHS, No. 91-5484,
slip op. at 6-7 (C.D. Cal. Feb. 13, 1992).
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referred to as "rap sheets), "126 incarceration of United States citizens in for
eign prisons,127 sexual inclinations or associations, \28 and financial sta-
tuS. 129 Even "favorable information," such as the details of an employee's
outstanding performance evaluation, can be protected on the basis that it "may
well embarrass an individual or incite jealousy" among co-workers. 130 More
over, release of such information "reveals by omission the identities of em
ployees who did not receive high ratings, creating an invasion of their pri-
vacy. "DI .

A subject which has generated extensive litigation and which warrants
special discussion is requests for compilations of names and home addresses of
individuals. Traditionally, prior to the Reporters Committee decision, the
courts' analyses in "mailing list" cases turned on the requester's purpose~orthe'~~~
"use" to which the requested information was intended to be put. As noted
before, many courts have held that requests made for the sole purpose of ob-
taining mailing lists for solicitation are purely commercial and consequently
involve no public interest. 132 In those cases where "mailing list" requests
were made for noncommercial purposes, however, the courts prior to Reporters
Committee recognized a variety' of public interest factors entitled to heavy and

126 See, e.g., United States Dep't of Justice v. Reporters Corom. for Free
dom of the Press, 489 U.S. 749, 780 (1989).

127 See Harbolt v. Department of S1;gte, 616 F.2d 772, 774 (5th Cir.), cert.
denied, 449 U.S. 856 (1980).

l28 See, e.g., Siminoski v. FBI, No. 83-6499, slip op. at 28 (C.D. Cal. Jan.
16, 1990).

\29 See~, Public Citizen, Inc. v. Resolution Trust Corp., No. 92-0010,
slip op. at 6-10 (D.D.C. Mar. 19, 1993); Oklahoma Publishing Co. v. HUD,
No. 87-1935, slip op. at 4 (W.P; Okla. June 17, 1988). But see Buffalo Eve
.ning News, Inc. v. SBA, 666 F. Supp. 467, 472 (W.O.N.Y. 1987) (ordering
disclosure of information concerning recipients of disaster loans, including
payment and default status).

130 Ripskis v. HUD, 746 F.2d at 3;~ MRS v, FLRA, No. 92-1012, slip
op. at 2 (D.C. Cir. Dec. 10, 1992); FLRA v. United States Dep't of Com
~, 962 F.2d 1055, 1059-61 (D.C. Cir. 1992).

13\ FLRAy. United States Dep't of Commerce, 962 F.2d at 1059.

132 .s~.~.lL., Multnomah County Medical Soc'y v. Scott, 825 F.2d 1410,
1411 (9th Cir. 1987) (names and addresses of Medicare beneficiaries not dis
closed to physicians' professional organization); Minnis v. United States Dep't
of Agric., 737 F.2d 784, 788 (9th Cir. 1984), cert~ dknied, 471 U.S. 1053
(1985) (names and addresses of applicants for rafting permits not released to
commercial establishment located on river); Wine Hobby USA, Inc. v. IRS,
502 F.2d 133, 137 (3d Cit. 1974) (names and addresses of individuals licensed
to produc.e wine at home for their own consumption not released to distributor
of amateur wine··making equipment).
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The Supreme Court in Reporters Committee, however, firmly repudiated
any analysis based on either the identity, circumstances or intended purpose of
the particular FOIA requester at hand. 134 Rather, it said, the analysis must
turn on the nature of the document and its relationship to the basic purpose of
the FOIA. 135 Following Reporters Committee, the Court of Appeals for the
District of Columbia Circuit found that those cases relying 00 the stated "bene
ficial" purpose of the requester were grounded on the oow-disapproved proposi
tion that "Exemption 6 carries with it an implicit limitation that the information,
once disclosed, [may] be used only by the requesting party and for the public
interest purpose upon which the balancing was based. "136

133 See, e.g., Aronson v. HUD, 822 F.2d 182, 185-87 (1st Cir. 1987)
(public interest in "the disbursement of funds the government owes its citizens"
outweighs the privacy interest of such citizens to be free from others' attempts
"to secure a share of that sum" when the government's efforts at disbursal are
inadequate); Van Bourg, Allen. Weinberg & Roger v. NLRB, 728 F.2d 1270,
1273 (9th Cir. 1984) (strong public interest in determining whether election
fairly conducted), vacated, 756 F.2d 692 (9th Cir.), reinstated, 762 F.2d 831
(9th Cir. 1985); Getman v. NLRB, 450 F.2d, 670, 675-76 (D.C. Cir. 1971)
(public interest need for study of union elections held sufficient to warrant
release to professor); Florida Rural Legal Servs., Inc. v. United States Dep't of
Justice, No. 87~1264, slip op. at 6 (S.D. Fla. Feb. 10, 1988) (names and ad
dresses of illegal aliens ordered disclosed so legal services group can inform
them of citizenship registration requirement where INS not informing of such);
National Ass'n of Atomic Veterans, Inc. y. Director, Defense Nuclear Agency,
583 F. Supp. 1483, 1487-88 (D.D.C. 1984) (names and addresses of veterans
involved in atomic testing ordered disclosed because of public interest in in
creasing their knowledge of benefits and possible future health testing); Dis
abled Officer's Ass'n v. Rumsfeld, 428 F. Supp. 454, 458 (D.D.C. 1977)
(nonprofit organization serving needs of retired military officers held entitled to
names and addresses of such personnel), aff'd, 574 F.2d 636 (D.C. Cir. 1979)
(table cite).

134 See 489 U.S. at 771-72.

135 Id. at 772; see also FQIA Update, Spring 1989, at 5-6 (old "use" test
has been overruled and should no longer be followed).

136 National Ass'n of Retired Fed. Employees v. Horner, 879 F.2d 873,
875 (D.C. Cir. 1989), cert. denied, 494 U.S. 1078 (1990) [hereinafter
NARFEJ; see also Pennies From Heaven, Inc. v. Department of the Treasury,
No. 88-1808, slip op. at 7-9 (D.D.C. Aug. 14, 1992) (withholding names and
addresses of individuals who own United States treasury securities that are
matured but unredeemed or on which interest is owed); Gannett Satellite Info.
Network, Inc. v. United States Dep't of Educ., No. 90-1392, slip op. at 15
(D.D.C. Dec. 21, 1990) (denying access to names, social security numbers and
addresses of individuals who have defaulted on government-backed student
loans); Schoettle v. Kemp, 733 F. Supp. 1395, 1397-98 (D. Haw. 1990) (rely-

(continued...)
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Because agencies may neither distinguish between requesters nor limit the
use to which disclosed information is put, an analysis of the consequences of
disclosure of a mailing list cannot turn on the identity or purpose of the request
er. l37 Thus, it was found to be irrelevant in NARFE that the requester's pur
pose was to use the list of federal retirees to aid in its lobbying efforts on be
half of those retirees. '38 Although stopping short of creating a nondisclosure
category encompassing all mailing lists, the D.C. Circuit in NARFE did hold
that mailing lists consisting of names and home addresses of federal annuitants
are categorically withholdable under Exemption 6. 139 Thus, though the issue
is not yet finally settled, all mailing lists involving home addre~ses would ap
pear to be well suited for "categorical" protection. (See discussion of home
addresses of bargaining unit employees requested by unions under the Federal
Service Labor-Management Relations Act, above.)

Another area which merits particular discussion is the applicability of Ex~
emption 6 to requests for information about civilian and military federal em
ployees. Generally, civilian employees'names, present and past position titles,
grades, salaries and duty stations are releasable as no viable privacy interest
exists in such data. 140 In addition, the Justice Department recommends the
release of additional items, particularly those relating to professional qualifica-

136(•..continued)
ing upon both Reporters Committee's observation that "public interest" is not
equivalent to II interesting or socially beneficial in some broad sense" and
HUD's improved methods of tracing people to withhold identities of mortgagors
eligible for distributions of money). But see Aronson v. HUD, No. 88-1524,
slip op. at 1 (Ist Cir: Apr. 6, 1989) (affIrming award of attorney fees to plain
tiff on basis that disclosure of list of mortgagors to whom HUD owes money
sheds light on agency's performance of its duty to reimburse those mortgagors);
Aronson v. IRS, 767 F. Supp. 378, 391-92 (D. Mass. 1991) (public interest in
information concerning individuals who are owed tax refunds is related to· basic
purpose of FOIA, in this case "evaluating the efforts of the IRS to locate those
owed refunds"), affd in part & [ev'd in part on other grounds, 973 F.2d 962
(Ist Cir. 1992).

137 NARFE, 879 F.2d at 875.

138 Id.; Center for Auto Safety v. National Highway Traffic Safety Admin.,
809 F. Supp. 148, 150 (D.D.C. 1993) (requester's function as "significant
consumer rights advocate" does not imply right to "take over the functions of
NHTSA") (appeal pending).

139 NARFE, 879 F.2d at 879; see also Retired Officers Ass'n v. Depart
ment of the Navy, No. 88-2054, slip op. at 3-4 (D.D.C. May 14, 1990) (upon
reconsideration) (names and home addresses of retired military officers
exempt); cf. Reed v. NLRB, 927 F.2d 1249, 1251-52 (D.C. Cif. 1991)
(categorically protecting "Excelsior" list [names and addresses of employees
eligible to vote in union representation elections]), cert. denied, 112 S. Ct. 912
(1992).

140 See 5 C.F.R. § 293.311 (1993); see also FOrA Update, Summer 1986,
at 3.
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tions for federal employment. 141

Certain military personnel, though, are properly afforded greater privacy
protection than other servicemen and nonmilitary employees. Courts have
found that because of the threat of terrorism, servicemen stationed outside the
United States have a greater expectation of privacy. 142 Courts have, however,
ordered the release of names of military personnel stationed in the United
States. 143 In addition, certain other federal employees such as law enforce
ment personnel possess, by virtue of the nature of their 'work, protectible priva
cy interests in their identities and work addresses. 144 (See also discussions of
Exemption 2, above, and Exemption 7(C), below.)

Purely personal details pertaining to government employees are protect
ible under Exemption 6. 145 Indeed, courts generally have recognized the sen-

141 See FOIA Update, Sept. 1982, at 3; see also Core v. United States
. Postal Serv" 730 F.2d 946, 948 (4th Cir. 1984) (qualifications of successful

federal applicants); Associated Gen. Contractors. Inc. v. United States, 488 f.
Supp. 861, 863 (D. Nev. 1980) (education, former employment, academic
achievements and employee qualifications).

142 Se~ Hudson v. Department of the Army, No. 86-1114, slip op. at 8-9
(D.D.C. Jan. 29, 1987) (finding threat of terrorism creates privacy interest in
names, ranks and addresses of Army personnel stationed in Europe, Middle
East and Africa), aff'd, 926 F.2d 1215 (D.C. Cir. 1991) (table cite); Falzone v.
Department of the Navy, No. 85-3862, slip op. at 2-3 (D.D.C. Nov. 21, 1986)
(finding same with respect to names and addresses of naval officers serving
overseas or in classified, sensitive or readily deployable positions).

143 See Hopkins v. Department of the Navy, No. 84-1868, slip op. at 4
(D.D.C. Feb. 5, 1985) (ordering disclosure of "names, ranks and official duty
stations of servicemen stationed at Quantico" to life insurance salesman); Jafari
v. Department Qf the Navy, 3 Gov't Disclosure Serv. (P-H) 1 83,250, at
84,014 (E.D. Va. May 11, 1983) (finding no privacy interest in "duty status"
or attendance records of reserve military personnel) (Privacy Act "wrongful dis
closure" suit), afi'd on other grounds, 728 F.2d 247 (4th Cir. 1984).

144 See New England Apple Council v. Donovan, 725 F.2d 139, 142-44 (lst
Cir. 1984) (Exemption 7(C); Lesar v. United States Dep't of Justice, 636 F.2d
472, 487-88 (D.C. Cir. 1980) (same); see also FOIA Update, Summer 1986, at
3-4.

145 See. e.g., American Fed'n of Gov't Employees v. United States, 712
F .2d 931, 932-33 (4th Cir. 1983) (employees' home addresses); Plain Dealer
Publishing Co. v. United States Dep't of Labor, 471 F. Supp. 1023, 1028-30
(D.D.C. 1979) (medical, personnel and related documents of employees filing
claims under Federal Employees Compensation Act); Information Acquisition
Com. v. Department of Justice, 444 F. Supp. 458, 463-64 (D.D.C. 1978)
("core" personal information, such as marital status or college grades). But see
Washington Post Co. v. HHS, 690 F.2d at 258-65 (personal financial informa
tion required for appointment as HHS scientific consultant not exempt when

(continued...)
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sitivity of information contained in personnel-related files and have accorded
protection to the personal details of a federal employee's service. 146 In addi
tion, the identities of persons who apply but are not selected for federal govern
ment employment may be protected. 147

Similarly, the courts customarily have extended protection to the identi
ties of mid- and 10w~leve] federal employees accused of misconduct, as well as
to the details and results of any internal investigations into such allegations of

14S( .••continued)
balanced against need for oversight of awarding of goverrunent grants); Husek
v. IRS, No. 90-CV-923, slip op. at 1 (N.D.N.Y. Aug. 16, 1991) (citizenship,
date of birth, educational background and veteran's preference of federal em
ployees not exempt), affd, 956 F.2d 1161 (2d Cir. 1992) (table cite).

146 See, e.g., Ripskis v. HUD, 746 F~2d at 3-4 (names and identifying data
contained on evaluation forms of BUD employees who received outstanding
performance ratings); Gilbey v. Department of the Interior, No. 89-801, slip
op. at 3-4 (D.D.C. Oct. 22, 1990) (United States Park Police officer's job per
formance evaluations); Tannehill v. Derm.rtment of the Air Force, No. 87-1335,
slip op. at 4-5 (D.D.C. Feb. 4, 1988) (identities of, and reasons why, Air
Force officers not eligible for reassignment); Ferri y. United States Dep't of
Justice, 573 F. Supp. 852, 862-63 (W.D. Pa. 1983) (FBI background investi
gation of Assistant U.S. Attorney); Rosenfeld v. HHS, 3 Gov't Disclosure
Servo (P-H) ,. 83,082, at 83,617 (D.D.C. Jan. 31, 1983) (names of those on
proposed reduction-in-force list), aff'd on other grounds, No. 83-1341 (D.C.
Cir. Nov. 11, 1983); Dubin v. Department of the Treasury, 555 F. Supp. 408,
412 (N .D. Ga. 1981) (studies of supervisors' performance and recommenda
tions for performance awards), affd, 697 F.2d 1093 (lIth Cir. 1983) (table
cite); Ferris v. IRS, 2 Gov't Disclosure Servo (P-H) , 82,084, at 82,362-63
(D.D.C. Dec. 23, 1981) (forms reflecting supervisors' performance objectives
and expectations); Information Acquisition Corp. v. United States Dep't of
Justice, 3 GOV'! Disclosure Servo (P-H) , 83,149, at 83,782-83 (D.D.C. Dec.
14, 1981) (FBI background investigation concerning federal jUdicial appoint
ment); Metropolitan Life Ins. Co. v. Usery, 426 F. Supp. 150,167-69 (D.D.C.
1976) (job performance evaluations, reasons for termination and affirmative
action program reports), affd on other grounds sub nom. National Org. for
Women V. Social Sec. Admin., 736 F.2d 727 (D.C. Cir. 1984); cr. Profession
al Review Org" Inc. v. HHS, 607 F. Supp. 423, 427 (D.D.C. 1985) (resume
data of proposed staff of government contract bidder).

147 Core V. United States Postal Serv., 730 F.2d at 948-49 (protecting iden
tities and qualifications of unsuccessful applicants for federal employment);
Holland v. CIA, No. 91-1233, slip op. at 26-29 (D.D.C. Aug. 31, 1992) (pro
tecting identity of person not selected as CIA General Counsel); Commodity
News Serv.. Inc. V. Farm Credit Admin., No. 88-3146, slip op. at 6-8 (D.D.C.
July 31, 1989) (protecting identity of person not selected as receiver of failed
bank).
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impropriety. 148 The D.C. Circuit has reaffirmed this position in Dunkelberg
er v. Department Qf Justice. 149 It made very clear in Dunkelberger that, even
post-Reporters Committee, the D.C. Circuit's decision in Stern v. FBI remains
solid guidance for the balancing of the privacy interests of federal employees
accused of wrongdoing against the public interest in shedding light on agency
activities. ISO

In the early 1980's, a peculiar line Qf cases began tQ develQp within the
D.C. Circuit regarding the professional or business cQnduct of an individual.
Specifically, the courts began to require the disclosure of jnfQrmation concern
ing an individual's business dealings with the federal government; indeed, even
embarrassing information, if related to an individual's professiQnal life, was

148 See. e.g., Stern v. FBI, 737 F.2d 84, 94 (D.C. Cir. 1984) (protecting
identities of mid-level employees censured for negligence, but requiring disclo
sure of identity of high-level emplQyee fQund guilty Qf serious, intentional
misconduct) (ExemptiQn 7(C); Chamberlain v, Kurtz, 589 F.2d 827, 841-42
(5th Cir.) (names of disciplined IRS agents), cert. denied, 444 U.S. 842 (1979);
Atkin v. EEOC, No. 91-2508, slip op. at 30-36 (D.N.J. July 14, 1993) (In
spector General's investigation of low-level employees Qf EEOC) (Exemption
7(C); Cotton v. Adams, 798 F. Supp. 22, 25-28 (D.D.C. 1992) (report Qf In
spector General's investigation of low-level employees of Smithsonian Institu
tion Museum Shops); Schonberger v. National Tramp. Safety Bd., 508 F.
Supp. 941, 944-45 (D.D.C. 1981) (results of complaint by employee against
supervisor), aff'd, 672 F.2d 896 (D.C. Cir. 1981) (table cite); Iglesias v. CIA,
525 F. Supp. 547, 561 (D.D.C. 1981) (agency attorney's response to Office .of
Professional Responsibility misconduct allegations); cf. Heller v. United States
Marshals Serv., 655 F. Supp. 1088, 1091 (D.D.C. 1987) ("extremely strong in
terest" in protecting privacy of individual who cooperated with internal inves
tigation of possible criminal activity by fellow employees). But see McCutchen
y. HHS, No. 91-142, slip op. at 7-12 (D.D.C. Aug. 24, 1992) (ordering dis
closure of identities of bQth federally and privately employed scientists in
vestigated for possible scientific misconduct) (Exemptions 6 and 7(C) (appeal
pending); Gannett River States Publishing Corp. v. Bureau of the Nat'l Guard,
No; J91-455, slip op. at 12-14 (S.D. Miss. Mar. 2, 1992) (given previous dis
closure of investigative report of helocasting accident, disclosure of actual
discipline received would result in "insignificant burden" on soldiers' privacy
interests).

149 906 F.2d 779, 782 (D.C. Cir. 1990) (upholding FBI's refusal to confirm
or deny existence of letters of reprimand or suspension for alleged misconduct
by undercover agent) (Exemption 7(C».

ISO See id. at 781; see also Beck v. Department of Justice, 997 F.2d 1489,
1494 (D.C. Cir. 1993) (upholding agency's refusal to either confirm or deny
existence of records concerning alleged wrongdoing of named DEA agents);
Hunt v. FBI, 972 F.2d 286, 288-90 (9th Cir. 1992) (protecting contents of in
vestigative file of nonsupervisory FBI agent accused of unsubstantiated
misconduct) .
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subject to disclosure. 151 Similarly, the Court of Appeals for the Sixth Circuit
has suggested that the disclosure of a document prepared by a government em
ployee during the course of his employment "will not constitute a clearly un
warranted invasion of personal privacy simply because it would invite a nega~

tive reaction or cause embarrassment in the sense that a position is thought by
others to be wrong or inadequate. "152

It is quite significant, however, that in five later cases--Beck v, Depart
ment of Justice, Dunkelberger v. Department of Justice, Carter v. United States
Department of Commerce, Stern v. EBI and Ripskis v. HUD--the D.C. Circuit,
in reaching firm nondisclosure decisions, paid no heed to this consideration at
all. 153 Moreover, under Reporters Committee, an individual doing business

151 See, e.g., Sims v. CIA, 642 F,2d 562, 574 (D.C. Cir. 1980) (names of
persons who conducted scientific and behavioral research under contracts with
or funded by CIA); Board of Trade v. Commodity Futures Trading Comm'n,
627 F.2d 392, 399-400 (D.C. Cir. 1980) (identities of trade sources who sup
plied information to CFTC); Cohen v. EPA, 575 F. Supp, 425, 430 (D.D,C.
1983) (names of suspected EPA "Superfund" violators) (Exemption 7(C»; Stern
v, SBA, 516 F. Supp. 145, 149 (D.D.C. 1980) (names of agency personnel
accused of discriminatory practices).

152 Schell v. HHS, 843 F.2d 933,939 (6th Cir. 1988); see also Kurzon v.
HHS, 649 F.2d 65, 69 (1st Cir. 1981) (names and addresses of unsuccessful
grant applicants to National Cancer Institute); Lawyers Comm. for Human
Rights v. INS, 721 F. Supp. 552, 569 (S.D.N.Y. 1989) ("disclosure [of names
of State Department's officers and staff members involved in highly publicized
case] merely establishes State employees' professional relationships or associ
ates these employees with agency business").

153 Beck v. Department of Justice, 997 F.2d at 1492 (where no evidence of
wrongdoing exists, there is "no public interest to be balanced against the two
[DEAl agents' obvious interest iIi the continued confidentiality of their person
nel records"); DUnkelberger v. Department of Justice, 906 F.2d at 781-82
(recognizing that FBI agent has privacy interest in protecting his employment
records against public disclosure); Clirter v. United States Dep't of Commerce,
830 F.2d at 391-92 (withholding identities of private-sector attorneys subject to
Patent and Trademark Office disciplinary investigations); Stern v. FBI, 737
F.2d at 91 (federal employees have privacy interest in information about their
employment); Ripskis v. HUn, 746 F.2d at 3-4 ("substantial prjvacy interests"
in performance appraisals of federal employees); see also Professional Review
Org.. Inc. v. HHS, 607 F. Supp. at 427 (finding protectible privacy interests in
resumes of professional staff of successful government contract applicant sought
by unsuccessful bidder); Hemenway v. Hughes, 601 F. Supp. at 1006 (citizen
ship information on journalists accredited to attend press briefings held protect
ible). But see Washington Post Co. v. United States Dep't of Justice, 863 F.2d
96, 100-01 (D.C. Cir. 1988) (information relating to business judgments and
decisions made during development of pharmaceutical not protectible under Ex
emption 7(C»; McCutchen v. HHS, slip op. at 7-12 (finding diminished pri
vacy interest in professional activities in connection with allegations of scientific
misconduct).
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with the federal government certainly may have some protectible privacy inter
est, and such dealings with the government do not alone necessarily implicate a
public interest that furthers the purpose of the FOIA. 154

In applying Exemption 6, it must be remembered that all reasonably
segregable, nonexempt portions of requested records must be released. ISS For
example, in Department of the Air Force v. Rose, the Supreme Court ordered
the release of case summaries of disciplinary proceedings, provided that person
al identifying information was deleted. 156 Likewise, circuit courts of appeals
have upheld the nondisclosure of the names and identifying information of
employee-witnesses where disclosure would link each witness to aparticular
previously disclosed statement,157 have ordered the disclosure of computerized
lists of numbers and types of drugs routinely ordered by the congressional·
pharmacy after deletion of any item identifiable to a specific individual,ls8 and
have ordered the disclosure of documents concerning disciplined IRS employ-

154 See 489 U.S. at 774 (information concerning a defense contractor, if
such exists, would reveal nothing directly about the behavior of the Congress
man with whom he allegedly dealt or about the conduct of the Department of
Defense in awarding contracts to his company); accord Halloran v. VA, 874
F.2d 315, 324 (5th Cir. 1989) (public interest in learning about VA's relation
ship with its contractor is served by release of documents with redactions of
identities of company employees suspected of fraud). But cr. Commodity News
Serv.. Inc. v. Farm Credit Admin., No. 88-3146, slip op. at 4-5 (D.D.C. July
31, 1989) (personal resume of appointed receiver of failed bank not protect
ible).

ISS See 5 U.S.C. § 552(b) (1988) (final sentence); see also Krikorian v.
Department of State, 984 F.2d 461, 466-67 (D.C. Cir. 1993) ('''The "segre
gability" requirement applies to all documents and all exemptions in the
FOIA.'" (quoting Center for Auto Safety v. EPA, 731 F.2d 16, 21 (D.C. Cir.
1984))) (Exemptions I, 3 and 5).

156 425 U.S. at 380-81; see also FOIA Update, Winter 1986, at 6; cf.
Ripskis v, HUD, 746 F.2d at 4 (agency voluntarily released outstanding
performance rating forms with identifying information deleted); Church of
Scientology v. IRS, 816 F. Supp. 1138, 1160 (W.O. Tex. 1993) (agencyor
dered to protect employees' privacy in handwriting by typing records at re
quester's expense) (appeal pending).

157 L&C Marine Transp.. Ltd. v. United States, 740 F,2d 919, 923 (11th
Cir. 1984) (Exemption 7(C»; cf. United States Dep't of State v. Ray, 112 S.
Ct. 541, 548 (1991) (de minimis privacy invasion from release of personal
information about unidentified person becomes significant when information is
linked to particular individual).

158 Arieff v. United States Dep't of the Navy, 712 F.2d 1462, 1468-69
(D.C. Cir. 1983); cf. Frets v. Department of Transp., No. 88-404-W-9, slip
op. at 9 (W.D. Mo. Dec. 14, 1989) (urinalysis reports of air traffic controllers
ordered disclosed with identities deleted).
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ees, provided that all names and other identifying information were deleted. \S9

Nevertheless, in some situations the deletion of personal identifying infor
mation may not be adequate to provide privacy protection. It is significant in
this regard that in Department of the Air Force v. Rose, the Supreme Court
specifically admonished that if it were determined on remand that the deletions
of personal references were not sufficient to safeguard privacy, the summaries
of disciplinary hearings should not be released. 160

Despite the admonition of the Supreme Court in~. though. two courts
recently have permitted redaction only of information that directly identifies the
individuals to whom it pertains. In ordering the disclosure of information per
taining to air traffic controllers who were reinstated in their jobs shortly after
the 1982 strike, the Sixth Circuit held that only items that "by themselves"
would identify the individual--names, present and pre-removal locations, and

. social security numbers--could be withheld. \6\ It later modified its opinion to
state that, although there might be instances in which an agency could justify
the withhOlding of "information other than 'those items which "by themselves"
would identify the individuals,'" the FAA in this case had "made no such par
ticularized effort, relying generally on the claim that 'fragments of information'
might be able to be pieced together into an identifiable set of circumstanc-
es. "\62 Similarly. the District Court for the Northern District of California
ordered the disclosure of application packages for candidates for an Air Force
graduate degree program with the redaction of only the applicants' names. ad
dresses and social security numbers. 163 Although the packets regularly con
tained detailed descriptions of the applicants' education, careers, projects and
achievements, the court concluded that it could not "discern how there is any
thing more than a 'mere possibility' that [plaintiff] or others will be able to dis~

cern to which particular applicant each redacted application corresponds." 164

The majority of courts, however, take a broader view of the redaction
process. For example, to protect those persons who were the subjects of disci
plinary actions which were later dismissed, the D.C. Circuit has upheld the
nondisclosure of public information contained in such disciplinary files where

\59 Chamberlain v. Kurtz, 589 F.2d at 841-42; cf. Senate of P.R. v. De
partment of Justice. No. 84-1829, slip op. at 23 (D.D.C. Aug. 24, 1993) (in
formation concerning cooperating inmate released after redaction of identifying
details).

160 425 U.S. at 381.

16\ Norwood v. FAA, 993 F.2d 570. 575 (6th Cir.), modified, No. 92-5820
(6th Cir. July 9, 1993), reh'g denied (6th Cir. Aug. 12, 1993).

162 Norwood v. FAA, No. 92-5820, slip op. at 1 (6th Cif. July 9, 1993).

163 Manos v. United States Deptt of the Air Force, No. C-92-3986, slip op.
at 2-5 (N.D~ Cal. Mar. 24, 1993), reconsideration denied (N.D. Cal. Apr. 9,
1993), stay of disclosure Qrder denied, No. 93-15672 (9th Cir. Apr. 28, 1993).

\64 Id. at 3.
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the redaction of personal information would not be adequate to protect the pri
vacy of the subjects because the requester could easily obtain and compare
unredacted copies of the documents from public sources. 16S Likewise, when a
FOIA request is by its very terms limited to privacy-sensitive information per
taining to an identified or identifiable individual, segregation is not possi
ble. l66

When a request is focused on records concerning an identifiable individu
al and the records are of a particularly sensitive nature, it may be necessary to
go a step further than withholding in full without segregation: It may be neces
sary to follow special "Glomarization" procedures to protect the "targe~d" indi
vidual's privacy. If a request is formulated in such a way that even acknowl
edgment of the existence of responsive records would cause harm, then the
subject's privacy can be protected only by refusing to confirm or deny that re
sponsive records exist. This special procedure is a widely accepted method of
protecting, for example, even the mere mention of a person in law enforcement
records. 167 (For a more detailed explanation of such privacy "Glomariza-
tion," see the discussion of Exemption 7(C), below.)

This procedure is equally applicable to protect an individual's privacy

16S Carter v. United States De.n't of Commerce, 830 F.2d at 391; see also.
u.., MaTZen v, HHS, 825 F.2d 1148, 1152 (7th Cir, 1987) (redaction of
.. identifying characteristics" would not protect privacy of deceased infant's
family because others could ascertain identity and "would learn the intimate
details connected with the family's ordeal"); Alirez v. NLRB. 676 F.2d 423, .
428 (10th Cir. 1982) (mere deletion of names and other identifying data con
cerning small group of co-workers determined to be inadequate to protect them
from embarrassment or reprisals because requester could still possibly identify
individuals) (Exemption 7(C»; Harry v, Department of the Anny, No. 92
1654, slip op. at 9 (D.D.C. Sept. 13, 1993) (redaction of ROTC personnel
records impossible because "intimate character" of ROTC corps at requester's
university would make records recognizable to him); Frets v. J)epartment of
Transp" slip op, at 7 (disclosure of handwritten statements would identify those
who came forward with information concerning drug use by air traffic control
lers even if names were redacted); Singer v. Rourke, No. 87-1213, slip op. at
11 (D. Kan. Dec. 30, 1988) (given the particularity of the information and the
parties' familiarity with each other, redaction would be impracticable and would
not sufficiently protect identities),

166 See, e.g., Hunt v. FBI, 972 F.2d at 288 ("public availability" of accused
FBI agent's name does not defeat privacy protection and "would make redac
tions of [the agent's name in] the file a pointless exercise"); Cotton v, Adams,
798 F, Supp. at 27 (releasing any portion of documents would "abrogate the
privacy interests" when request is for documents pertaining to two named indi
viduals); Schonberger v. National Transp, Safety Bd., 508 F. Supp. at 945 (no
segregation possible where request was for one employee's file).

167 See, e.g., Dunkelberger v, Department of Justice, 906 F .2d at 782~ An::.
tonelli v. FBI, 721 F,2d 615, 617-19 (7th Cir. 1983), cert. denied, 467 U.S,
1210 (1984); see also FOIA Update, Winter 1986, at 3,
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interest in sensitive non-law enforcement records. 168 For example, many age
ncies maintain an Employee Assistance Program for their employees, operating
it on a confidential basis in which privacy is assured. An agency would release
neither a list of the employees who participate in such a program nor any other
information concerning the program without redacting the names of partici
pants. Logically, then, in responding to a request for any employee assistance
counseling records pertaining to a named employee, the agency could protect
the privacy of that individual only by refusing to confirm or deny the existence
of responsive records.

Similarly, the "Glomarization" approach would be appropriate in respond
ing to a request targeting such matters as a particular citizen's welfare records
or the disciplinary records of an employee accused of relatively minor miscon
duct. 169 Generally, this approach is proper whenever mere acknowledgment of
the existence of records would be tantamount to disclosing an actual record the
disclosure of which "would constitute a clearly unwarranted invasion of person
al privacy. "170 It must be remembered, however, that this response is
effective only so long as it is given consistently for a distinct category of re
quests. l7I If it were to become known that an agency gave a "Glomarization"
response only when records do exist and a "no records" response otherwise, the
purpose of this special approach would be defeated. 172

EXEMPTION 7

Exemption 7 of the FOrA, as amended, protects from disclosure "records
or information compiled for law enforcement purposes, but only to the extent
that the production of such law enforcement records or information (A) could
reasonably be expected to interfere with enforcement proceedings, (B) would
deprive a person of a right to a fair trial or an impartial adjudication, (C) could

168 See FOIA Upgate, Spring1986, at 2.

169 See Beck v. Department of Justice, 997 F.2d at 1493 (refusing to con
firm or deny existence of disciplinary records pertaining to named DEA agents)
(Exemptions 6 and 7(C»; Dunkelberger v, Department of Justice, 906 F.2d at
782 (refusal to confirm or deny existence of letter of reprimand or suspension
of FBI agent) (Exemption 7(C»; Cotton v. Adams, 798 F. Supp. at 26 n.8
(suggesting that "the better course would have been for the Government to
refuse to confirm or deny the existence of responsive materials "); Ray v.
United States Dep't of Justice, 778 F. Supp. 1212, 12J3-15 (S.D. Fla. 1991)
(upholding INS's refusal to confirm or deny existence of investigative records
concerning INS officer) (Exemptions 6 and 7(C).

170 See FOrA Update, Spring 1986, at 2; see also Ray v. United States
Dep't of Justice, 558 F. Supp. 226, 228 (D.D.C. 1982) (dicta) (upholding
agency's refusal to confirm or deny existence of records pertaining to plaintiff's
former attorney), aff'd, 720 F.2d 216 (D.C. Cir. 1983) (table cite).

171 See ForA Update, Winter 1986, at 3.

m See id.
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reasonably be expected to constitute an unwarranted invasion of personal priva
cy, (D) could reasonably be expected to disclose the identity of a confidential
source, including a State, local, or foreign agency or authority or any private in
stitution which furnished information on a confidential basis, and, in the case of
a record or information compiled by a criminal law enforcement authority in the
course of a criminal investigation, or by an agency conducting a lawful national
security intelligence investigation, information furnished by a confidential
source, (E) would disclose techniques and procedures for law enforcement in- .
vestigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such. disclosure could reasonably be expected to
risk circumvention of the law, or (F) could reasonably be expected to endanger
the life or physical safety of any individual. "'

As originally enacted, this exemption permitted the withholding of "inves
tigatory files compiled for law enforcement purposes except to the extent avail
able by law to a party other than an agency. "2 As such, it was consistently
construed to exempt all material contained in an investigatory file, regardless of
the status of the underlying investigation or the· nature of the documents re
quested.3 In 1974, Congress rejected the application of a "blanket" exemption
for investigatory files and narrowed the scope of Exemption 7 by requiring that
.withholding be justified by one of six specified types of harm. Under this re
vised Exemption 7 structure, an analysis of whether a record was protected by
this exemption involved two steps. First, the record had to qualify as an "in
vestigatory record compiled for law enforcement purposes." Second, its disclo
sure had to be found to threaten one of the enumerated harms of Exemption Ts
six subparts.4

In 1986, after many years of administrative and legislative consideration
of the need for FOIA reform legislation, Congress amended Exemption 7 once
again, retaining its basic structure as established by the 1974 FOIA amend
ments, but significantly broadening the protection given to law enforcement rec
ords virtually throughout the exemption and its subparts.s The Freedom of In~

1 5 V.S.C. § 552(b)(7) (1988).

25 U.S.C. § 552(b)(7) (1970) (amended 1974 and 1986).

3 See. e.g., Weisberg v. United States Dep't of Justice, 489 F.2d 1195,
1198-1202 (D.C. Cir. 1973), cert. denied, 416 U.S. 993 (1974).

4 See FBI v. Abramson, 456 U.S. 615, 622 (1982).

S United States Dep't of Justice v. Reporters Comm. for Freedom of the
Press, 489 U.S. 749, 756 n.9 (1989) (shift from "would constitute" standard to
"could reasonably be expected to constitute" standard "represents a congression
al effort to ease considerably a Federal law enforcement agency's burden in in
voking [Exemption 7]"); Hopkinson v. Shillinger, 866 F.2d 1185, 1222 n.27
(lOth Cir. 1989) ("The 1986 amendment broadened the scope of exemption 7's
threshold requirement .... "), cert. denied, 497 U.S. lOlD (1990); Washington
Post Co. v. United States Dep't of Justice, No. 84-3581, slip op. at 22 (D.D.C.
Sept. 25, 1987) (magistrate's recommendation) (bolding that record created by

(continued...)
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formation Reform Act of 1986 modified the existing threshold requirement of
Exemption 7 in several distinct respects. It deleted the word "investigatory"
and added the words "or information," such that Exemption 7 protections are
now potentially available to all "records or information compiled for law en
forcement purposes. "6 And, except for Exemption 7(B) and part of Exemption
7(E), it altered the requirement that an agency demonstrate that disclosure
"would" cause the harm each subsection seeks to prevent, to the lesser standard
that disclosure "could reasonably be expected to" cause the specified harm. 7

The most technical of these language modifications is the expansion of
the exemption to cover "information" compiled for law enforcement purposes.
Th;~ ...-nnrl~":;"'~t~.n.n h'U itC! to.,.".,s T'\QJ..-t't'\;t~ 'P'VAfnnt;n.n '7 tn Q1'\t'\h, "rtt 1'\"1" tn ....nTn'!!l'
.&.U•.l~ ..UVU.L ... ' .....Q.uvJ,a. U) Ii"~ """""oU t .t'","u.a.n.~ ,.......n."..utJ ...n,l ... " I '"'" "'PY"J .&IV" Va.U) ,,"" 'WV.l ......

pilations of information as they are preserved in particular records requested,
but also to any information within the record itself, so long as that information
was compiled for law enforcement purposes.8 It plainly was designed lIto en~

sure that sensitive law enforcement information is protected under Exemption 7
regardless of the particular format or record in which [it] is maintained. ,,9 It
was intended to avoid use of any mechanical process for determining the pur
pose for which a physical record was created and to instead establish a focus on
the purpose for which information contained in a record has been generated. 10

In making their determinations of threshold Exemption 7 applicability, agencies
should now focus on the content and compilation purpose of each item of infor
mation involved, regardless of the overall character ·of the record in which it
happens to be maintained. ll

The amendment altering the unit of focus under Exemption '1 from a
"record" to an item of "information" builds upon the approach to Exemption Ts
threshold that was employed by the Supreme Court in FBI v. Abramson,12 in
which the Court pragmatically focused on the "kind of information" contained

~(...continued)
nongovernmental entity independent of Department's investigation but later com
piled for that investigation satisfied threshold of Exemption 7 as "broadened" by
1986 amendments and noting that an "[a]gency's burden of proof in this thresh
old test has been lightened considerably"), adopted (D.D.C. Dec. 15, 1987),'
rev'd in part on other grounds & remanded, 863 F.2d 96 (D.C. Cir. 1988).

6 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 3207-48.

7 Id.; ~ Attorney General's Memorandum on the 1986 Amendments to the
Freedom of InformatiQn Act 9-13 (Dec. 1987) [hereinafter Attorney General's
Memorandum] .

8 Attorney General's Memorandum at 5.

9 S. Rep. No. 221, 98th Cong., 1st Sess. 23 (1983).

11 Id.

12 456 U.S. at 626.
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in the law enforcement records before it. The amendment essentially codifies
prior judicial determinations that an item of information originally compiled by
an agency for a law enforcement purpose does not lose Exemption 7 protection
merely because it is maintained in or recompiled into a non-law enforcement
record. 13 This properly places "emphasis on the contents, and not the physical
format of documents. \il~

A partiCUlarly difficult "compilation" issue has finally been put to rest by
the Supreme Court. In resolving whether information which the government
did not initially obtain or generate for law enforcement purposes that subse
quently was compiled for a valid law enforcement purpose qualifies for Ex
emption 7 protection,an issue in which lower court decisions were in con
flict, IS the Supreme Court decisively held that the "compilation for law en
forcement purposes" need not occur at the time the information was created,
but merely must occur prior to "when the Government invokes the Exemp
tion. ,,16 In rejecting the distinction between documents originally compiled or
obtained for law enforcement purposes and those later assembled for such pur
poses, the Court held that the term "compiled" must be accorded its ordinary
meaning--which includes "materials collected and assembled from various

13 See. e.g., Lesar v. United States Dep't of Justice, 636 F.2d 472, 487
(D.C. Cir. 1980).

14 Center for Nat'l Sec. Studies v. CIA, 577 F. Supp. 584, 590 (D.D.C..
1983) (applying Abramson to hold duplicate copy of congressional record main
tained in agency files is not an "agency record"); see also, e.g., ISC Group v.
DOD. No. 88-631, slip op. at 13 (D.D.C. May 22, 1989) (failure to protect
investigatory report prepared by private company expressly for agency criminal
investigation pursuant to Exemption 7 "would elevate form over substance and
frustrate the purpose of the exemption"); cr. In re Sealed Case, 856 F.2d 268,
271 (D.C. Cir. 1988) (law enforcement privilege protects testimony about con
tents of files which would themselves be protected, because public interest in
safeguarding ongoing investigations is identical in both situations).

IS Compare Crowell & Moring v. 000,703 F. Supp. 1004, 1009-10
(D~D.C. 1989) (solicitation and contract bids protected) .l'l.llil Gould Inc. v.
GSA, 688 F. Supp. 688. 691 (D.D.C. 1988) (routine audit reports protected)
with John Doe Corp. v. John Doe Agency, 850 F.2d 105, 109 (2d Cir. 1988)
(routine audit reports not protected), rev'd & remanded, 493 U.S. 146 (1989), .
reh'g denied, 493 U.S. 1064 (1990) and Hatcher v, United States Postal f~rv.,

556 F. Supp. 331, 335 (D.D.C. 1982) (routine contract negotiation and over
sight material not protected).

16 John Doe Agency v. John Doe Corp., 493 U.S. 146, 153 (1989), reh'g
denied, 493 U.S. 1064 (1990); see also KTVY-TV v.' United States, 919 F.2d
1465, 1469 (lOth Cir. 1990) (per curiam) (applying John Doe Agency to hold
that information regarding personnel interview conducted before investigation
commenced and later recompiled for law enforcement purposes satisfied Ex
emption 7 threshold); Africa Fund v. Mosbacher, No. 92-289, slip op. at 9
(S.D.N.Y. May 26, 1993) (applying John Doe Agency to hold "original pur
pose for which the documents were collected is irrelevant to Exemption 7(A)").
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sources or other documents" --and it found that the plain meaning of the statute
contains "no requiren:tent that the compilation be effected at a specific time. "17

A considerably greater expansion of Exemption 7'8 scope results from the
FOIA Reform Act's removal of the requirement that records or information be
"investigatory II in character in order to qualify for Exemption 7 protection. 18

Under the former formulations, agencies and courts considering Exemption 7
issues often found themselves struggling with the "investigatory" requirement,
which held the potential of disqualifying sensitive law enforcement information
from Exemption 7 protection. Courts construing this statutory term generally
interpreted it as requiring that the records in question result from specifically
focused law enforcement inquiries as opposed to more routine monitoring or
oversight of government programs. 19

The distinction between "investigatory" and "noninvestigatory" law en
forcement records, however, was not always so clear.20 Moreover, the "in~

vestigatory" requirement per se was frequently hlurred together with the "law
enforcement purposes tI aspect of the exemption, so that it sometimes became
difficult to distinguish between the twO. 21 Law enforcement manuals contain
ing sensitive information about specific procedures and guidelines followed by
an agency were held not to qualify as "investigatory records" because they had
not originated in connection with any specific investigation, even though they
clearly had been compiled for law enforcement purposes.22

By eliminating the "investigatory" requirement under Exemption 7, the
FOIA Reform Act should put an end to such troublesome distinctibns and

17 John Doe Agency v. John Doe Corp., 493 U.S. at 153.

18 Attorney General's Memorandum at 6.

19 Compare, e.g., Sears, Roebuck & Co. v. GSA, 509 F.2d 527, 529-30
(D.C. Cir. 1974) (records submitted for mere monitoring of employment dis
crimination found not "investigatory") with Center for Nat'l Policy Review on
Race & Urban Issues v. Weinberger, 502 F.2d 370, 373 (D.C. Cir. 1974) .
(records of agency review of public schools suspected of discriminatory prac
tices found "investigatory").

20 Compare, e.g., Gregory v. FDIC, 470 F. Supp. 1329, 1334 (D.D.C.
1979) (bank examination report "typifies routine oversight" a~d/thus is not
"investigatory"), rev'd on other grounds, 631 F.2d 896 (D.C. Cif. 1980) with
Copus v. Rougeau, 504 F. Supp. 534, 538 (D.D.C. 1980) (compliance review
forecast report "clearly" an investigative record),

21 See, e.g., Rural Hous. Alliance v. United States Dep't of Agric., 498
F.2d 73, 81 & n.47 (D.C. CiT. 1974).

22 See Sladek v. Bensinger, 605 F.2d 899, 903 (5th Cir. 1979) (holding
Exemption 7 inapplicable to DEA manual that "was not compiled in the course
of a specific investigation"); Cox v. United States Qep't of Justice, 576 F.2d
1302, 13 ~o (8th Cir. 1978) (same).
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broaden the potential sweep of the exemption's coverage. /1 The prolecliU1\l' HI'

Exemption 7's six subparts are now available to iill records or inf(lfI11ation 'th~lt

have been compiled for "law enforcement purposes. "14 Even records ·generat
ed pursuant to routine agency activities that could never he regarded as "investi
gatory H now qualify for Exemption 7 protection where those activities involve a
law enforcement purpose. This includes records generated for general law en
forcement purposes that do not necessarily relate to specific investigations.
Records such as law enforcement manuals, for example, which previously were
found unqualified for Exemption 7 protection only because they were not "in
vestigatory" in character,2S now should readily satisfy the exemption's revised
threshold requirement. 26 The sole issue thus remaining is the application of
the phrase "law enforcement purposes" in !he context of the amended Exemp
tion 7.

Although there is still relatively little case law under the. 1986 FOIA
amendments addressing the parameters of this new, less demanding threshold
standard of Exemption 7, it is useful to examine the cases interpreting the ideo..
tical "law enforcement purposes" language under the prior version ofthis'ex
emption, as all law enforcement records found qualified for exemption protec·
tion under the pre-1986 language of Exemption 7 undoubtedly remain SO.21

The "law" to be enforced within the meaning of "law enforcement purposes"

2) Attorney Generai's MemQrandum at 7.

24.kl

25 S~e. e,g" Sladek v, Bensinger, 605 F.2d at 903; Cox v. United States
Dep't of Justice, 576F.2d at 1310.

26 Attorney General's Memorandum at 1; see also. e.i., Center for Naf)
S~CI Studi~s V t INS, No, 87~2068, slip OPt at 14-15 (D.D.C, Dec. 19, 1990)
(documents which relate to INS's iaw enforcement procedures meet threshoid
requirement as "purpose in preparing these documents relat[esJ to legitimate
concerns that federal immigration laws have been or may be violated"). nut
~ Cowsen-EI v, United States Dep't of Justik~' 826 F. Supp. 532, 533·
(D "t"" 1°9"'1 {tl. "l.old ..",t ",..t by Bure"'u Of D ..:"",.." , g,,:rie':n"s c"'v"''':''g.~.v. ,., ..} ,.... U "U J UV," III"" • a J IlhlVl&~ UIU u.~ V ~IUJ

how prison officials should count and inspect prisoners).

27~ Rural HQus. ,Allianc~ v, United States Dep't of. Agric., ,498 F.2d at
80-82 (threshold of Exemption 7 met if investigation focuses directly on speCific
illegal acts which could result in civil or criminal penalties); Southam New!} v,
INS, 674 F. Supp. 881, 887 (D.D.C. 1987) (based upon pre-1986 language,
Service Lookout Book used to assist in exclusion of inadmissible aliens found to
satisfy threshold requirement); U.S, News & World Report v, Department of
the Treasury, No. 84-2303, slip op. at 4 (D.O,e. Mar, 26, 1986) (records per
taining to acquisition of two armored limousines for President meet threshold

. test; activities involved investigation of how best to safeguard President); Nader
v. ICC, No. 82-1037, slip op. at 10-11 (D.D.C. Nov. 23,1983) (disbarment
proceeding meets Exemption 7 threshold because it is l'quasi-criminal" in na
ture).
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includes both civil and criminal statutes,28 as weB as those statutes authorizing
administrative (Le., regulatory) proceedings.29 In addition to federal law en
forcement, Exemption 7 applies to records compiled to enforce state law,30 as

. ,

28 See. e.g., McDonnell v. United States, No. 91-5916, slip op. at 61 (3d
Cir. Sept. 21, 1993) (threshold satisfied where FBI investigated allegations of
crimes involved in Morro Castle incident); Rural Hou§. Alliance v. United
States Dep't of Agric., 498 F.2d at 81 & n.46; Williams v. IRS, 479 F.2d 317,
318 (3d eiL), cert. denied, 414 U.S. 1024 (1973); Durham v, United States
Pep't of Justice, No. 91-2636, slip op, at 8 (D.D.C. Aug. 17, 1993) (threshold
met by investigation of murder of Postal Service employee); Assassination
Archives & Re§earch Ctr. v. United States Dep't of Justice, No. 92-2193, slip
op. at 6-7 (D,D.C. Apr. 29, 1993) (threshold met where file compiled in
course of FBI investigatory activities to determine possible violations of federal
statutes); Stone v, Defense Investigative Serv., 816 F. Supp. 782. 787 (D.D,C.
1993) (threshold met in foreign counterintelligence investigation and by in
vestigation into possible violation of Interstate Transportation of Stolen Property
Act) (appeal pending); Abdullah v. FBI, No. 92-356, slip op. at 4 (D.D.C.
Aug. 10, 1992) (threshold met by records compiled in course of FBI investi
gation of drug trafficking) (appeal pending); Buffalo Evening News. Inc. v.
United States Border Patrol, 791 F. Supp. 386, 394 (W.D.N.Y. 1992) (USBP
form meets threshold because it is generated in investigations of violations of
federal immigration law); May v. IRS, No, 90-1l23~W-2. slip Op.1 at 6 (W.O.
Mo. Dec. 9, 1991) (threshold satisfied by documents compiled as part of crimi
nal and civil investigations involving tax liability); Rodreguez v. United States
Postal Serv., No. 90-1886, slip op. at 12 (D.D.e. Oct. 2, 1991) (threshold met
where Postal Service information came from documents recording law enforce
ment agencies' criminal investigations).

29 See, e.g., Center for Nan Policy Review on Race & Urban Issues v.
Weinberger, 502 F.2d at 373 (administrative determination has "salient charac
teristics of 'law enforcement' contemplated" by Exemption 7 threshold require
ment); Johnson v. Federal Bureau of Prisons, No.90-H-645-E. &lip op. at 5~6

(N,D. Ala. Nov, I, 1990) (documents pertaining to. investigation of assault in
federal correctional institution, of which plaintiff was found guilty by adminis
trative hearing, meet threshold of Exemption 7); Ehringhaus v, FTC, 545 F.
Supp, 21, 22-23 (D.D.C, 1980) (documents prepared as part of I;"TC investiga
tion into advertising practices of cigarette manufacturers satisfy pxemption 7
threshold),

30~ HQpkinson v. Shillinger, 866 F.2d at 1222 n.27; WQjtczak v. United
States Dep't of Justice, 548 F. Supp. 143, 146-48 (E.D. Pa. 1982); see also·
Shaw v. FBI, 749 F.2d 58, 64 (D.C. Cir. 1984) (authorized federal investiga
tion into the commission of state crime constitutes valid criminal law enforce
ment investigation, which qualifies confidential sOUTce-provided information for
protection under the second half of Exemption 7(D»; Rojem v. United States
Dep't of Justice, 775 F. Supp. 6, 10 (D.D.C. 1991) (material provided to FBI
by state law enforcement agency for assistance in that state agency's criminal
investigation is "compiled for law enforcement purposes").
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well as foreign law. 31 However, if the agency lacks the authority to pursue a
particular law enforcement matter, Exemption 7 protection may not be afford
ed.:12

Additionally, .. [b]ackground security investigations by goverrunental units
which have authority to conduct such functions" have been held by most courts
to meet the threshold tests under the former formulations of Exemption 7.33

31 See, e.g., Bevis v. Department of State, 801 F.2d 1386, 1388 (D.C. Cir.
1986); see also FOIA Update, Spring 1984, at 6-7.

32 See, e.g., Weissman v. CIA, 565 F.2d 692, 696 (D.C. Cir. 1977) (CIA's
"fun background check within the United States of a citizen who never had any
relationship with the CIA is not authorized and the law enforcement exemption
is accordingly unavailable."); Kuzma v. IRS, 775 F.2d 66,69 (2d Cir. 1985)
("[u]nauthorized or illegal investigative tactics may not be shielded from public
by use of FOIA exemptions"); Miscavige v. IRS, No. 91-3721, slip op. at 2, 5
(C.D. Cal. Dec. 9, 1992) (no law enforcement purpose for post-1986 docu
ments because IRS investigation concluded in 1985) (appeal pending). But sel;
Pratt v. Webster, 673 F.2d 408, 423 (D.C. Cir. 1982) ("Exemption 7 refers to
purposes rather than methods"; questionable methods do not defeat exemption's
coverage where law enforcement is primary purpose); Iglesias v. FBI, No.
079-350, slip op. at 15 (W.D. Mich. July 3, 1985) (provided a rational nexus
can be found between investigation and agency's law enforcement duties, courts
will not inquire 'into legality of agency's methods), subsequent opinion (W.D.
Mich. Nov: 18, 1985); Hrones v. CIA, 685 F.2d 13, 19 (Ist Cir. 1982) (legali
ty of agency's actions in national security investigation falls outside scope of
judicial review in·FOIA action); Edwards v. CIA, 512 F. Supp. 689, 694
(D.D.C. 1981) (dictum) (disciosure of sources, methods and identities of those
involved in actions outside agency charter not necessarily required because of
risks attendant upon public scrutiny).

33 S. Conf. Rep. 1200, 93d Cong., 2d Sess. 12 (1974), reprinted in 1974
U.S.C.C.A.N. 6267,6291; see, e.g., Doe v. United States Dep't of Justice,
790 F. Supp. 17,20-21 (D.D.C. 1992) (threshold met by background investiga
tion of individual conditionally offeted employment as attorney); Miller v.
United States, 630 F. Supp. 347, 349 (E.D.N.Y. 1986) (USIA baCkground
security investigation of federal job applicant meets Exemption 7 threshold);
Block v.FBI, No. 83·813, slip op. at 14-15 (D.D.C, Nov. 19, 1984) (FBI
background investigation of applicant for federal employment protectible under
Exemption 7); MeeropoI v. Smith, No. 85-1121, slip op. at 78 (D.D.C. Feb.
29, 1984) (CIA background investigation falls within threshold of Exemption
7), affd in part sub nom. MeeropoI v. Meese, 790 F.2d 942 (D.C. Cir. 1986);
Information Acquisition Corp. v. United States Dep't of Justice, No. 77-839,
slip op, at 4-5 (D.D.C, May 23, 1979) (citizen complaint in pre-appointment
background investigation of Supreme Court Justice Rehnquist protected pursuant
to Exemption 7); DeFina v. FAA, No. 75-]526, slip op. at 16 (S.D.N.Y. Feb.
26, 1976) (FBI background investigation protectible pursuant to Exemption 7);
Koch v. Department of Justice, 376 F. Supp. 313, 315 (D.D.C. 1974) (back
ground investigations fell within Exemption 7 because they involved determina-

(continued... )
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Personnel investigations of government employees also are protected if they
focus on "specific and potentially unlawful activity by particular employees" of
a civil or criminal nature. 34 By contrast, "an agency's general monitoring of
its own employees to ensure compliance with the agency's statutory mandate
and regulations" does not satisfy Exemption 7's threshold requirement.35

33( •••continued)
tions as to whether applicants had engaged in criminal conduct which would
disqualify them for federal employment); see also FOIA Update, Fall 1985, at
6. But see Benson v. United States, No. 80-1S-Me, slip op. at 3 (D. Mass.
June 12, 1980) (court "not satisfied" that background investigations conducted
by the Civil Service Commission are "investigatory records compiled for law
enforcement purposes"); Information Acquisition Corp. v. United States Dep't
of Justice, No. 77-840, slip op. at 3 (D.D.C. Apr. 7, 1978) (court "not per
suaded" that records of pre-appointment background investigation of former
Chief Justice Burger qualify for protection under Exemption 7).

34 Stern v. FBI, 737 F.2d 84, 89 (D.C. Cir. 1984); see also Strang v. Arms
Control & Disarmament Agency, 864 F.2d 859,862 (D.C. Cir. 1989) (agency
investigation into employee violation of national security laws); JacksQn v.
Federal Bureau Qf PrisQns, NQ. 87-5186, slip op. at 4 (D.C. Cir. Jan. 5, 1988)
(prison investigation into allegation that prison official improperly disclQsed in
mate's personal me does nQt satisfy threshold without showing that investiga
tion focused on law viQlation rather than internal personnel matters); Atkin v.
EEOC, NQ. 91-2508, slip op. at 28-29 (D.N.J. June 24, 1993) (threshold met
by documents compiled in investigation of agency employees conducted in
response to allegations which, if proven, could result in disciplinary proceed
ings, as well as criminal sanctions); Taylor v. Office of Special Counsel, NQ.
91-N-734, slip op. at 6-8 (D. CQlo. Mar. 22, 1993) (investigation meets thresh
old where it pertains tQ violation of particular federal personnel law); Housley
v. United States Dep't Qf the Treasury, 697 F. Supp. 3, 5 (D.D.C. 1988) (in
vestigation concerning misconduct by special agent, which if proved eQuId have
resulted in federal civil or criminal sanctions, satisfies ExemptiQn 7 threshold);
Snider v. Mossinghoff, No. 82-2903, slip op. at 2 (D.D.C. Sept. 14, 1983) (in
vestigation concerning attorney's professional conduct meets Exemption 7
threshQld); Schwartz v. Department of Justice, No. 76-2039, slip op. at 1-2
(D.D.C. Feb. 9, 1978) (investigation concerning alleged imprQprieties by As
sistant United States Attorney in prosecution of criminal case satisfies Exemp
tion 7 threshold); cr. In re Dep't of Investigation of City of New York, 856
F.2d 481, 485 (2d Cir. 1988) (law enforcement privilege found ."lpplicable in
discovery CQntext where investigation served "dual purposes of evaluating con
duct in office and enforcing the criminal law").

35 Stern v. FBI, 737 F.2d at 89 (dictum); see also Rural Hous. Alliance v.
United States Dep't of Agric., 498 F.2d at 81 (distinguishing between oversight
of performance of employees and investigations focusing on specific illegal acts
of employees); Fine v. United States Dep't of Energy, 823 F. Supp. 888, 907
08 (D.N.M. 1993) (threshold met by agency with both administrative and law
enforcement functions where documents compiled during investigation of specif
ic allegations and not as part of routine oversight); Maryland CoalitiQn fQf In-

(continued .. .)
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In determining whether a document was "compiled for law enforcement
purposes" under Exemption 7, the courts have in the past generally distin
guished between agencies with both law enforcement and administrative func
tions and those whose principal function is criminal law enforcement.36 An
agency whose functions are "mixed" usually had to show that the records at
issue involved the enforcement of a statute or regulation within its authority.37

Courts have additionally required that the records be compiled for "adjudicative

35( •.•continued)
tegrated Educ.. Inc. v. United States Dep't of Educ., No. 89~2851, slip op. at
9-10 (D.D.C. July 20, 1992) (mixed-function agency's documents,compiled as
result of its "routine oversight responsibilities, II do not meet threshold) (appeal
pending); Cotton v. Adams, 798 F. Supp. 22, 25 (D.D.C. 1992) (citing Stern
and Rural Hous. Alliance, holding agency's internal investigation of its own
employees satisfies threshold only if it focuses directly on illegal acts which
could result in criminal or civil sanctions); Greenpeace USA. Inc. y. EPA, 735
F. Supp. 13, 15 (D.D.C. 1990) (threshold not met for internal investigation into
whether employee complied with agency conflict~of-interest regulations); Frets
v. Department of Transp., No. 88-404-CV-W-9, slip op. at 4-5 (W.D. Mo.
Dec. 14, 1989) (records compiled for FAA investigation into possible drug use
by air traffic controller, which could result in dismissal, held not compiled for
law enforcement purposes); Phoenix Newspapers, Inc. v. FBI, No. 86-1199,
slip op. at 15 (D. Ariz. July 9, 1987) (internal investigation of shooting death
of FBI Special Agent does not meet Exemption 7 threshold). But cf. Nagel v.
HEW, 725 F.2d 1438, 1441 (D.C. Cir. 1984) (An "employer's determination
whether a federal employee is performing his job adequately constitutes an
authorized law enforcement activity" within the meaning of subsection (e)(7) of
the Privacy Act of 1974.).

36 Attorney General's Memorandum at 7.

37 See Lewis v. IRS, 823 F.2d 375, 379 (9th Cir. 1987) (threshold met
where IRS "had a purpose falling within its sphere of enforcement authority in
compiling particular documents"); Birch v. Uniteq States Postal Serv., 803 F.2d
1206, 1210-11 (D.C. Cir. 1986) (threshold met because enforcement of laws
regarding use of mails falls within statutory authority of Postal Service); Church
of Scientology v. United St;!.tes Dep't of the Army, 611 F.2d 738, 748 (9th Cir.
1979) (remanded for Naval Investigative Service to show investigation involved
enforcement of statute or regulation within its authority); Irons v. Bell, 596
F.2d 468, 473 (1st Cir. 1979) (mixed-function agency must demonstrate pur
pose falling within its sphere of enforcement authority); McCutchen v. HHS,
No. 91-142, slip Opt at 7 (D. D.C. Aug. 24, 1992) (law enforcement purpose
satisfied because records involve enforcement of statute and regulation within
agency's authority to investigate scientific fraud) (appeal pending on other
grounds); Author Servs.. Inc. v. IRS, No. 90-2187, slip op. at 2 n.1 (C.D.
CaL July 30, 1992) (law enforcement purpose not satisfied where documents
compiled after termination of IRS investigation); cf. Church Qf ScientQlogy Int'1
v. IRS, 995 F.2d 916, 919 (9th Cir. 1993) ("This court has clearly held that the
IRS has the 'requisite law enforcement mandate'" through its enforcement pro
visions of the federal tax code.).
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or enforcement purposes. "38

In the case of criminal law enforcement agencies. the courts have accord
ed the government varying degrees of special deference when considering
whether their records meet the threshold requirement of Exemption 7.39 In
deed, the First, Second, and Eighth Circuit Courts of Appeals have adopted a
per se rule that qualifies a]) "investigative" records of criminal law enforcement
agencies for protection under Exemption 7.40 Other courts. while still accord-

38 Rural HOlls. Alliance v. United States Dep't of Agric.,498 F.2d at 81.
See Church of Scientology lnt'! v. IRS, 995 F.2d at 919 (IRS Exempt Organi
zations Division "performs law enforcement function by enforcing provisions of
the federal tax code"); see also Church of Scientology v. IRS, No. 90-11069,
slip op. at 25 (D. Mass. Apr. 22, 1992) (magistrate's recommendation) (records
compiled for law enforcement purpose in connection with IRS inquiry into tax
exempt status); Becker v. IRS, No. 91-C-1203, slip op. at 12-13 (N.D. Ill.
Mar. 27, 1992) (documents compiled for law enforcement purposes where IRS
authorized to investigate illegal tax protesters' strategies and activities); Church
of Scientology Ipt'l v. United States NaCl Cent. Bureau-In~ol, No. 89-707,
slip op. at 6-7 (C.D. Cal. Sept. 10. 1991) (law enforcement purpose met where
documents compiled for crimes within scope of enforcement authority); May v!
IRS, slip op. at 6-7 (documents compiled for law enforcement purposes as part
of criminal and civil investigation); see, e.g., Reed v. NLRB, 927 F.2d 1249.
1252 (D.C. CiT. 1991) (dictum) (court gratuitously noted its "skepticism" of
government's alternative argument regarding application of Exemption 7(C)'s
threshold to lists of names and addresses of eligible voters in union represent
ative election compiled for NLRB compliance purposes), cen. denied, 112 S.
Ct. 912 (1992); Author Servs" Inc. v. IRS, slip op. at 6 (IRS has not met
burden of identifying alleged illegal act with sufficient specificity for court to
determine whether mixed-function agency acting within its law enforcement
mandate).

3~ Compare, e.g., Pratt v. Webster, 673 F.2d at 416-18 with Kuehner( v.
FBI, 620 F.2d 662, 666-67 (8th Cir. 1980).

40 First Circuit: Curran v. Department of Justice, 813 F.2d 473, 475 (1st
Cir. 1987) (investigatory records of law enforcement agencies are "inherently"
compiled for law enforcement purposes); Irons v. Bell, 596 F.2d at 474-76
("investigatory records of law enforcement agencies are inherently records
compiled for 'law enforcement purposes' within the meaning of ,Exemption 7");
Second Circuit: Ferguson v. FBI, 957 F.2d 1059, 1070 (2d Cir. 1992) ("no
room for [al district court's inquiry into whether the FBI's asserted law en
forcement purpose was legitimate"); Williams v. FBI, 730 F.2d 882, 884"85
(2d Cir. 1984) (records of a law enforcement agency given "absoh,lte protec- .
tion" even if "records were compiled in the course of an unwise, meritless or
even illegal investigation"); Eighth Circuit: Kuehner! v. FBI, 620 F.2d at 666
(FBI need not show law enforcement purpose of particular investigation as
precondition to invoking Exemption 7). See also Arenberg v. DEA, 849 F.2d
579, 581 (lIth Cir. 1988) (applicable standard not articulated, but suggesting
courts should be "hesitant" to reexamine law enforcement agency's decision to

(continued...)
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ing significant deference to criminal law enforcement agencies, have held that
an agency must demonstrate some specific nexus between the records and a
proper law enforcement purpose.41

The existing standard for review of criminal records in the Court of Ap
peals for the District of Columbia Circuit is somewhat more stringent than the
per se rule discussed above. The D.C. Circuit held in Pratt v. Webster that
records generated as part of a counterintelligence program of questionable
legality which was part of an otherwise clearly authorized law enforcement in·
vestigation met the threshold requirement for Exemption 7 and rejected the per

40(•. •continued)
investigate if there is plausible basis for agency's decision); Binion v. United
States Dep't of Justice, 695 F.2d 1189, 1193-94 (9th Cir. 1983) Ca fortiori"
approaGh appropriate where FBI pardon investigation was "clearly legitimate");
Struth v. FBI, 673 F. Supp. 949, 961 (E.D. Wis. 1987) (interpreting Stein v.
Department of Justice, 662 F.2d 1245, 1260-61 (7th Cir. 1981), as following
per se approach); Black v. FBI, No. 82-370, slip op. at 3 (N.D. Ohio May 30,
1986) ("court will conclusively presume that the investigation which generated
the document was undertaken for a law enforcement purpose").

41 See, e.g., Jones v. FBI, No. C77-1OO!, slip op. at 10-11 (N.D. Ohio
Aug. 12, 1992) (holding that even under rational nexus test, FBI documents
invoiving alleged abduction and shooting plainly were complied for proper law
enforcement purpc;:>se because "even if the investigation was part of COINTEL
PRO, COINTELPRO investigations were not~ illegitimate") (appeal pend
ing); Rosenf~ld v. United States Dep't of Justice, 761 F. Supp. 1440, 1445-48
(N.O. Cal. 1991) (FBI investigation of Free Speech Movement "was begun in
good faith and with a plausible basis," but ceased to have "colorable claim [of
rationality] as the evidence accumulated" and became "a case of routine moni
toring . . . for intelligence purposes"; date at which FBI's initial law enforce
ment~related suspicions were "demonstrably unfounded" was "cut-off point for
the scope of a law enforcement purpose" under Exemption 7) (appeal pending);
Siminoski v. FBI, No. 83-6499, slip op, at 25 (C.D. Cal. Jan. 16, 1990) (ques
tion is not whether investigations were "upstanding" or "appealing," but wheth
er agency was authorized to undertake investigations of such nature); Friedman
Vt FBI, 605 F. Supp. 306, 321 (N.D. Ga. 1984) (review of records showed that
FBI was '" gathering information with the good faith belief that the subject may
violate or has violated federal law' rather than 'merely monitoring the subject
for purposes unrelated to enforcement of federal law' II (quoting Lamont v, De
partment of Justice, 475 F. Supp. 761, 770 (S,D.N.Y. 1979))); Malizia v.
United States Dep't of Justice, 519 F. Supp. 338, 347 (S.D.N.Y. 1981) (in
order to qualify for Exemption 7 protection, "agency must demonstrate at least
a 'colorable claim of a rational nexus' between activities being investigated and
violations of federal laws "); see also Powell v. United States, 584Ft Supp.
1508, 1522 (N. D. Cal. 1984) (in camera inspection required to determine
whether FBI investigation of legal defense committees was "realistically based
on a legitimate concern" that the committees' actions threatened the national
security), summary judgment granted in pertinent part, No. C-82-326 (N.D.
Cal. Mar. 27, 1985).
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se approach.42 Instead, it adopted a two-part test for determining whether the
threshold for Exemption 7 has been met: (1) whether the agency's investigato
ry activities that give rise to the documents sought are related to the enforce
ment of federal laws or to the maintenance of national security; and (2) whether
the nexus between the investigation and one of the agency's law enforcement
duties is based on information sufficient to support at least a colorable claim of
rationality.43

Since the removal of the word "investigatory" from the threshold require
ment of Exemption 7, the D.C. Circuit has had few opportunities to reconsider
the Pratt test, a portion of which expressly requires a nexus between requested
records and an investigation.44 In Keys v. United States Department of Jus
tice, however, the D.C. Circuit modified the language of the Pratt test to reflect
those amendments and to require that an agency demonstrate the existence of a
nexus "between [its] activiti' (rather: than its investigation) "and its law en
forcement duties. "45 Although not specifically relying on the amended test,
the D.C. Circuit in Keys held that records compiled solely because the subject
had a known affiliation with organizations that were strongly suspected of har
boring Communists met the Exemption 7 threshold. 46 Nevertheless, as no

42 See 673 F.2d at 416 n.17.

43 Id. at 420·21; see also. e.g., Keys v. United States Dep't of Justice, 830
F.2d 337, 340 (D.C. Cir. 1987); King v. United States Dep't of Justice, 830
F.2d 210, 229 (D.C. Cir. 1987); Laborers' Infl Union v. United States Dep't
of Justice, 772 F.2d 919, 921 (D.C. Cif. 1984) (Pratt is "governing legal stand
ard"); Founding Church of Scientology v. Smith, 721 F.2d 828, 829 n.1 (D.C.
Cir. 1983); cf. Shaw v. FBI, 749 F.2d at 63 (Pratt standard applies as well to
second half of Exemption 7(0».

44 See. e.g., King v. United States Dey't of Justice, 830 F.2d at 229 n.141
(dictum) (1986 FOIA amendments did not "qualif[y] the authority of Pratt"
test).

45 830 F.2d at 340; see also Rochon v. Department of Justice, No. 88-5075,
slip op. at 3 (D.C. eir. Sept. 14, 1988) (agency must demonstrate nexus be-.
tween its compilation of records and its law enforcement duties); Abdullah v.
FBI, slip op. at 3 ("[L]aw enforcement agencies such as the FBI must show that
the records at issue are related to the enforcement of federal laws and that the
law enforcement activity was within the law enforcement duty of. that agen~

cy. "); Beck v. United States Dep't of Justice, No. 87-3356,' slipfOP. at 26-27
(D.D.C. Nov. 7, 1989) ("[D]efendants must merely establish that the nexus
between the agency's activity and its law enforcement duty" is based on a "col
orable claim of rationality. "). But see Simon v. Department of Justice, 980
F.2d 782, 783 (D.C. Cir. 1992) (agency must demonstrate nexus between in
vestigation and one of its law enforcement duties (citing Pratt v, Webster, 673
F.2d at 420-21); Assassination Archives & Research Ctr. v. United States Dep't
of Justice, slip op. at 6 (government must establish that investigation related to
enforcement of federai law and raise colorable claim investigation rationally
related to one or more of agency's law enforcement duties).

46 830 F.2d at 341-42.
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appeBate decision has yet employed the modified Pratt test adopted by Keys,
the impact of this change in the threshold is still not entirely clear. .

Even under the test enunciated in Pratt, significant deference has been
accorded criminal law enforcement agencies.47 Nevertheless, the D.C. Circuit
has indicated in £Dill and elsewhere that if an investigation is shown to have
been in fact conducted for an improper purpose, Exemption 7 may not be appli
cable to the records of that investigation.48

The full effects of the 1986 FOIA amendments on the parameters of Ex;,.
emption 7's threshold still remain to be seen. As courts now apply the plain
meaning of its language in the absence of any "investigatory" requirement, it
will command the careful attention of all federal agencies who wish to consider
the extent to which, if at all, any of their records may now qualify for possible
Exemption 7 protection. For the principal federal law enforcement agencies,
this means that any record previously not considered covered by Exemption 7

47 See 673 F.2d at 421 (" a court should be hesitant to second-guess a law
, enforcement agency's decision to investigate if there is a plausible basis for its
decision"); see also, e.g., Keys v. United States Dep't of Justice, 830 F.2d at
344 (court generally "understood" former requirement that records be "inves
tigatory" "to impose little substantive limitation on the exemption independent
of the finding of a qualifying purpose"); King v, United States Dep't of Justice,
830 F.2d at 230-32 (subject'S close association with "individuals and organiza
tions ... of investigative interest to the FBI" and consequent investigation of
subject during the McCarthy era for possible violation of national security laws
meets threshold in the absence of evidence supporting the existence of an im
proper purpose); Simon v, United States Pep't of Justice, 752 p, Supp. 14, 18
(D.D.C. 1990) (Given the subject's prior passivist activities, it was not "ir
rational or implausible for [FBI]--operating in the climate existing during the
early 1950's--[to conduct] what appears to have been a brief criminal investi
gation into the possibility that the plaintiff harbored Communist affiliations. "),
affd on other grounds, 980 F.2d 782 (D.C. Cir. 1992); Doe v. United States
Dep't of Justice, No. 86-1050, slip op. at 2-4 (D.D.C. Sept. 4, 1987) (citing
pre-amendment language of Exemption 7, court noted that expense and other
administrative records concerning FBI informant met lesser burden imposed on
law enforcement agencies to show records are compiled for law enforcement
purposes); Abramson v. FBI, 566 F. Supp. 1371, 1375 (D.D.C. 1983) (dictum)
(plausible though unlikely explanation of law enforcement purpose is "color-
'Qh.tp. u pvnl~""':)t";I'\" C't1ffi~;","t tA ""'~At t'lQ'-"I"\"A r'\1], ....t nl" Df"""!Iott tAcot'
"VI-"",, ""I'\.PUA..I1.uuv.u ..,1(,I.... ,u."'.1""'U~ \.V JUw,"",,- ~..""V.......U pALL VI. J. .. aLi. U .....,"I.

48 See Pratt v. Webster, 673 F.2d at 420-21 (Exemption 7 not intended to
"include investigatory activities wholly unrelated to law enforcement agencies' .
legislated functions of preventing risks to the national security and violations of
the criminal laws and of apprehending those who do violate the laws"); Shaw v.
FBI, 749 F.2d at 63 ("mere existence of a plausible criminal investigatory rea
son to investigate would not protect the files of an inquiry explicitly conducted
... for purposes of harassment"); Lesar v. United States Dep't of Justice, 636
F.2d at 487 (questioning whether records that were generated after investigation
"wrongly strayed beyond its original law enforcement scope" would meet·
threshold test for Exemption 7).
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EXEMPTION 7(A)

due solely to its noninvestigatory character likely is sufficiently related to the
agency's general law enforcement mission that it can be considered for Exemp
tion 7 protection.

Because of the significance of this change in the coverage of Exemption
7, it is important that other agencies be alert to and carefully consider the extent
to which any of their records, albeit noninvestigatory, are so directly related to
a specific law enforcement activity that they might reasonably qualify for any
necessary protection under one of Exemption 7's subparts; such records as law
enforcement manuals, background investigation documents, and program OVer
sight reports can be prime candidates for such consideration.49

. The' full effects
of these amendments, however, will be realized only upon the case-by-case
identification of particular items of noninvestigatory law enforcement informa
tion, the continued disclosure of which could cause one of the harms specified
in Exemption 7's six subparts.

EXEMPTION 7(A)

The first subpart of Exemption 7, Exemption 7(A), authorizes the with·
holding of "records or information compiled for law enforcement purposes, but
only to the extent that production of such law enforcement records or informa
tion . . . could reasonably be expected to interfere with enforceme~t proceed
ings. "I The Freedom of Information Reform Act of 1986 lessened the showing
of harm required from a demonstration that release "would interfere with It to
"could reasonably be expected to interfere with" enforcement proceedings.2

Determining the applicability of this Exemptipo 7 subsection thus requires
a two-step analysis focusing on: (1) whether a law enforcement prOCeeding is
pending or prospective; and (2) whether release Qf information about it could
reasonably be expected to cause some articulable harm. The courts have held
that the mere pendency of enforcement proceedings is an inadequate basis for
the invocation of Exemption 7(A); the government must also establish that some
distinct harm is likely to result if the record or information requested is dis
closed. 3 The Court of Appeals for the District of Columbia Circuit has gone

49 Attorney General's Memorandyrn at 8-9.

1 5 U.S.C. § 552(b)(7)(A) (1988).

2 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 3207-48; see Attorney Gen
eral's Memorandum on the 1986 Amendments to the Freedom gf Information
A&1 10 (Dec. 1987) [hereinafter AttQTDe}' General's MemQrandum].

3 See, e.g., Crooker v. Bureau of Alcohol. Tobacco & Firearms, 789 F.2d
64, 65-67 (D.C. Cir. 1986); Ab.Q,ullah v. FBI, No. 92-356, slip op. at 4-5
(D.D.C. Aug. 10, 1992) (simple fact that information related to pending or
prospective law enforcement proceeding does not, in and of itself, justify
"wholesale" with..holding; agency "must show that disclosure could reasonably
be expected perceptibly to interfere with an enforcement proceeding") (appeal

(continued...)

- 209-



EXEMPTION 7(A)

so far as to hold that the fact that a judge in a criminal trial specifically delayed
disclosure of certain documents until the end of the trial is alone insufficient to
establish interference with that ongoing proceeding.4

Although it still remains for further development of case law under the
1986 FOIA amendments to determine the precise applicability of Exemption
7(A) in its amended form, it is instructive to look at pre~amendment cases.
With regard to the first step of the Exemption 7(A) analysis, the legislative his
tory. as well as judicial interpretations of congressional intent of this subsection
as it was originally enacted make clear that Exemption 7(A) was not intended to
"endlessly protect material simply because it [is] in an investigatory file. "5

Rather, Exemption 7(A) is temporal in nature and, as a general rule, may be
invoked as long as the proceeding remains pending, 6 or so long as the proceed
ing is fairly regarded as prospective7 or as preventative.8

3(..•continued)
pending); LeMaine v. IRS, No. 89-2914, slip op. at 13 (D. Mass. Dec. 10,
1991) (no showing that release would result in any specific harm).

4 NQrth v. Walsh, 881 F.2d 1088, 1100 (D.C. Cir. 1989) (standard is
"whether disclosure can reasonably be expected to interfere in a palpable, par
ticular way" with enforcement proceedings).

5 NLRB v. Robbin§ Tire & Rubber Co., 437 U.S. 214, 232 (1978).

6 See. e.g., Seegull Mfg. Co.v. NLRB, 741 F.2d 882, 886-87 (6th Cir.
1984) (NLRB administrative practice of continuing to assert Exemption 7(A) for
six-month "buffer period" after tennination of proceedings found to be "arbi
trary and capricious"); Barney v. IRS, 618 F.2d 1268, 1273-74 (8th Cir. 1980)
(once enforcement proceedings are "either concluded or abandoned, exemption
7(A) will no longer apply"); Kilroy v. NLRB, 633 F. Supp. 136, 142, 143
(S.D. Ohio 1985) (Exemption 7(A) "applies only when a law enforcement
proceeding is pending. "), affd, 823 F.2d 553 (6th Cir. 1987) (table cite);
Antons~n v, UniWd States Uep't of Justice, No, K-82-008, slip op. at 9-10 (D.
Alaska Mar. 20, 1984) ("It is difficult to conceive how the disclosure of these
materials could have interfered with any enforcement proceedings" after a
criminal defendant had been tried and convicted.).

7 See; e.g., Southam News v. INS, 674 F. Supp. 881, 887 (D.D.C. 1987)
(Service Lookout Book, containing "names of violators, alleged violators and
suspected Violators," is protected as proceedings clearly are at least prospective
against each violator.); Marzen v. HHS, 632 F. Supp. 785,805 (N.D. Ill.
1985) (Exemption 7(A) prohibits disclosure of law enforcement records where
release "would interfere with enforcement proceedings, pending, contemplated,
or in the future."), affd, 825 F.2d 1148 (7th Cir. 1987); Ehringhaus v. FTC,
525 F. Supp. 21, 22-23 (D.D.C. 1980) (Exemption 7(A) applicable where
enforcement proceeding Ifin prospect").

8 See, e.g., Moorefield v, United States Secret Serv., 611 F.2d 1021, 1026
(5th Cir. 1980) (material pertaining to "Secret Service investigations carried out
pursuant to the Service's protective function," Le., to prevent harm to protec

(continued...)
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Exemption 7(A) remains viable throughout the duration of long-term
investigations. 9 For example, it has been held applicable to the FBI's 16-year
investigation into the disappearance of Jimmy Hoffa. 10 Even where an investi
gation is dormant, Exemption 7(A) has been held to be applicable because of
the possibility that the investigation could lead to a "prospective law enforce
ment proceeding. "J1 The "prospective 11 proceeding, however, must be a con
crete possibility, rather than a mere hypothetical one. 12

Further, even after an investigation is closed the exemption may be appli
cable if disclosure could be expected to interfere with a related, pending en
forcement proceedingY Indeed, in one of the first district court cases to ap-

8(. ..continued)
tees, held eligible for Exemption 7(A) protection), cert. denied, 449 U.S. 909
(1980); see also Brinkerhoff v. Montoya, 3 Gov't Disclosure Servo (P-H)
, 82,421, at 83,055 (N.D. Tex. July 1, 1981) (fact that judicial adjudication is
not "imminent" held not dispositive of applicability of Exemption 7(A».

9 See Africa Fund V. Mosbacher, No. 92-289, slip op. at 10 (S.D.N.Y.
May 26, 1993) (documents that would interfere with lengthy or delayed investi
gation fall within protective ambit of Exemption 7(A».

10 Dickerson v. Department of Justice, 992 F.2d 1426, 1432 (6th Cif. 1993)
(affirming district court's conclusion that FBI's investigation into 1975 disap
pearance of Jimmy Hoffa remains ongoing and therefore is still a "prospective"
law enforcement proceeding).

II See. ~, National Pub. Radio v, Bell, 431 F. Supp. 509, 514-15
(D.D.C. 1977); see also FOIA Update, Spring 1984, at 6.

12 See Badran v. United States Dep't of Justice, 652 F. Supp. 1437, 1440
(N.D. Ill. 1987) (relying on pre-amendment language, court held that mere
possibility that person mentioned in file might some day violate law was insuf
ficient to invoke Exemption 7(A»; National Pub. Radio V. Ben, 431 F. Supp.
at 514 (Exemption 7(A) applicable where investigation, though in dormant
stage, "is nonetheless an 'active' one which will hopefully lead to a 'prospec~ive

law enforcement proceeding'''); see also 120 Congo Rec. S9329 (daily ed.
May 30, 1974) (statement of Sen. Hart).

13 See. e.g., New England Medical Ctr. Hosp. v. NLRB, 548 F.2d 377,
386 (1st Cir. 1976) (Exemption 7(A) applicable "where subject matter of closed
file complaint is contemporaneous and so intimately connected with that of the
pending enforcement proceeding"); Engelking v. DBA, No. 91-165, slip op. at
6 (D.D.C. Nov. 3D, 1992) (fugitive discussed in requester's file was still at
large and release of information could jeopardize current investigation) (appeal
pending); Warmack v. Huff, No. 88-H-1191-E, slip op. at 22-23 (N.D. Ala.
May 16, 1990) (Exemption 7(A) applicable to documents in multidefendant case
involving four untried fugitives), affd, 949 F.2d 1162 (11th Cir. 1991) (table
cite); Freedberg v. Department of the Navy, 581 F. Supp. 3, 4 (D.D.C. 1982)
(Exemption 7(A) applicable where two murderers convicted, but two others re
mained at large); Automobile Importers of Am.. Inc. V. FTC, 3 Gov't Dis-

(continued...)
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ply Exemption 7(A)'s amended. language, it was held that records concerning
proceedings now closed that were still a part of a related case in which an in
dictment had been issued remained protected under the exemption. 1ft Exemp
tion 7(A) protection also applies to concluded proceedings that are subject to
pending motions for new trials. 15

Similarly, Exemption 7(A) also may be invoked where an investigation
has been terminated but an agency retains oversight or some other continuing
enforcement-related responsibility .16 In a case decided under Exemption 7(11)"
as amended, it was held that although the unfair labor practice proceeding in"':
volved had been closed, the exemption still protected impounded ballotsbecau.se,
their disclosure could interfere with the NLRB's responsibility to conduct and

D(...continued)
closure Servo (P-H) 1 82,488, at 83,227 (D.D.C. Sept. 28, 1982) (FfC memo
randa discussing general remedies found properly withheld pursuant to Exemp
tion 7(A) because some proceedings still pending); see also FOIA Upda~,

Spring 1984, at 6; ~ Senate Qf P.R. v, United States Dep't Qf Justice, 823 ,
F.2d 574, 578 (D,C. Cir. 1987) (relying on language of statute prior to 1986
amendments,' case remanded for additional explanation of .why no segregable
portions of documents could be released without interference to related prQceed
ings).

14 Dickie v, Department of the Treasury, No. 86-649, slip op. at 8 (D.D.C.
Mar. 31, 1987) (release of documents from closed federal prosecution could
jeopardize pending state criminal proceedings).

IS Neil! v. United Stlltes Dep't of Justice, No. 91-3319, slip op. at 5
(D.D.C. July 20, 1993) (requester granted new'trial; release Qf records "could
reasonably be expected to harm the pending proceeding"); H~lmsley v. United
States Dep't of Justice, NQ. 90-2413, slip op. at 10 (D.D,C, Sept. 24, 1992)
(Exemption 7(A) protection for information where "only pending criminal prQ
ceeding11 is appeal of denial of new trial motion; "disclosures reasonably CQuld
be expected to genuinely harm" government's case).

16 See. e.g., Alaska Pulp Corp. v. NLRB, NQ, 90~151OD" slip op, at 2
(W.D. Wash. Nov. 4, 1991) (Exemption 7(A) remains applicable where corpo
ration found liable for unfair labor practices, but parties remain embrQiled in
controversy as to compliance); CrQoker v. Bureau Qf Alcohol. Tobacco & Fire
arms, No. 83-1646, slip QP,. at 1-2 (D.D,C, Apr, 30, 1984) (Exemption 7(A)
remains appiicable while motion to withdraw guilty plea 8tiiI pending); Erb y,
United States Dep't of Justice, 572 F. Supp. 954, 956 (W.O. Mich. 1983) (in
vestigation "concluded 'for the time being'" subsequently reopened); ABC
Home Health Servs.. Inc. v. HHS, 548 F. Supp. 555, 556, 559 (N.D. Ga.
1982) ("final settlement" subject to reevaluation for at least three years); Tim
ken CQ, v. United States Customs Serv., 531 F, Supp, 194, 199-200 (D.D.C.
1981) (final determination could be challenged or appealed); Zeller v, United
States, 467 F. Supp. 487, 501 (S.D.N.Y. 1979) (records cQmpiled to determine
wheh1er party is complying with consent decree). But see Center for Auto
Safety v. Department Qf Justice, 576 F. Supp. 739, 751-55 '(D.D.C. 1983)
(records cQncerning mQdificatiQn of CQnsent decree held nQt exempt).
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process future collective bargaining representation elections. 17

The "law enforcement proceedings" to which Exemption 7(A) may be
applicable have been interpreted broadly. Such proceedings have been held to
include not only criminal actions,18 but civil actions19 and regulatory proceed
ings20 as well. They include "cases in which the agency has the initiative in
bringing an enforcement action and those ... in which it must be prepared to
respond to a third party's challenge. 1\21 Enforcement proceedings in state
courts22 and foreign courts23 also qualify for Exemption 7(A) protection.
However, in order to satisfy the '''law enforcement proceedings" requirement of
Exemption 7(A), an agency must be able to point to a specific pending or
contemplated law enforcement proceeding which could be harmed by disclo
sure.24

17 Injex Indus. v. NLRB, 699 F. Supp. 1417, 1420 (N.D. Cal. 1986).

18 See. e.g., Gould Inc. v. GSh, 688 F. Supp. 689, 701 (D.D.C. 1988);
National Pub. Radio y. Bell, 43-1 F.' Supp. at 510.

19 See. e.g., Bender v. Inspector Gen. NASA, No. 9O~2059, slip op. at 1-2,
8 (N.D. Ohio May 24, 1990) (information relating to "official reprimand" rea
sonably expected to interfere with government's proceeding to recover damages
"currently pending" before same court).

20 See. e.g., Farm Fresh. Inc. v. NLRB, No. 91-603-N, -slip Qp. at 1. 7-9
(B.D. Va. Nov. 15, 1991) (NLRB's unfair labor practice action constitutes law
enforcement proceedings; disclosure of audiotape of meeting between employ
ees and managers likely to interfere with NLRB's ongoing enforcement pro~

ceeding); Alaska Pulp Corp. v. NLRB, slip op. at 2. 5 (after finding of unfair
labor practice, compliance investigation to determine back pay awards consti~

tutes enforcement proceedings); Concrete Conste. Co. v. United States Dep't of
Labor, No. C2-89-649, slip op. at 2-6 (S.D. Ohio Oct, 26, 1990) (Department
of Labor's regulation and inspection of construction sites constitute enforcement
proceedings); Injex Indus. v. NLRB, 699 F. Supp. at 1420 (NLRB's respon
sibility to process coll~tive bargaining representation elections constitutes law
enforcement proceedings); fedders Corp. v. ETC, 494 F. Supp. 325. 327-28'
(S.D.N.Y.), affd, 646 F.2d 560 (2d Cir. 1980) (table cite).

21 Mapother v. Department of Justice, No. 92-5261, slip op. at 13 (D.C.
Cir. Sept. 17, 1993) (to be published).

22 See. e.g .• Dickie y. Department of the TreasuO', slip op. at 8 (release
could jeopardize pending state criminal proceedings).

23 See. e,g., Bevis v. Department of State, 801 F.2d 1386, 1388 (D.C. eir.
1986).

24 See Mapother v. Department of Justice, slip op. at 16-17 eWe believe
that a categorical approach is appropriate in determining the likelihood of en
forcement proceedings in cases where an alien is excluded from entry into the
United States because of his alleged participation in Nazi persecutions on

(continued...)
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With respect to the showing of harm to law enforcement proceedings
required to invoke Exemption 7(A), the Supreme Court has rejected the position
that "interference" must always be established on a document-by-document
basis, and it has held that a determination of the exemption's applicability may
be made "generically," based on the categorical types of records involved.25

Indeed, the Supreme Court in United States Denartment of Justice v. Reporters
CQrnmittee for Freedom of the Press emphatically affirmed the vitality of its
RQbbins Tire approach and further extended it to include situations arising un
der other FOIA exemptions in which records can be entitled to protection on a
"categorical" basis. 26 Thus, almost all courts have accepted affidavits in Ex
emption 7(A) cases that specify the distinct, generic categories of documents at
issue and the harm that would result from their release, rather than requiring
extensive detailed itemizations of each document. 27

24 •(...continued)
genocide. Otherwise, we must exercise our faculties as mind-readers. If); Na.::
tional Sec. Archive v. FBI, 759 F. Supp. 872, 883 (D.D.C. 1991) (FBI's justi
fication that disclosure would interfere with its overall counterintelligence
program "must be rejected" as too general to be type of proceeding cognizable
under Exemption 7(A); FBI permitted to demonstrate whether there existed any
specific pending or contemplated law enforcement proceedings).

25 NLRB v. Robbins Tire & Rub~r Co., 437 U.S. at 236.

26 489 U.S. 749, 776-80 (1989) (Exemption 7(C».

27 Dickerson v. Qepartment of Ju&,tice, 992 F.2d at 1431 ("often feasible for
courts to make 'generic determinations' about interference"); accord In re Dep't
of Justice, 999 F.2d 1302, 1308 (8th Cir. 1993) (en bane) ("Supreme Court has
consistently interpreted Exemption 7 of the FOIA (specifically so far subsec
tions 7(A). 7(C), and 7(D))" to permit government to pro.;eed on "categorical
basis" to justify nondisclosure; government not required to produce document
by-document Vaughn Index); see t e.g" Wright v. OSHA, 822 F.2d 642, 646
(7th Cir. 1987); Spannaus v. United States Dep't of Justice, 813 F.2d 1285,
1288-89 (4th Cir. 1987); Curran v. Department of Justice, 813 F.2d 473, 475
(1st Cir. 1987); Bevis v. Depaljment of State, 801 F.2d at 1389 (agency may
take "generic approach, grouping documents into relevant categories"); Camp
bell v. HHS, 682 F.2d 256,265 (D.C. Cir. 1982) ("The government may focus
upon categories of records ... under Exemption 7(A)."); Barney v, IRS, 618
F.2d at 1271 n.5; Moorefield v, United States Secret Serv., 611 F.2d at 1022;
Abdullah v. FBI, slip op. at 5 (agency's categorical affidavit demonstrates
disclosure could reasonably be expected to interfere with ongoing drug traffick
ing investigation); Manna v. United States Dep't of Justice, 815 F. Supp. 798,
806 (D.N.J. 1993) (agency's generic affidavit demonstrates disclosure would
interfere with ongoing criminal investigation); Spannaus v. United States Dep't
of Justice, No. 85-1015-K, slip op. at 3 (D. Mass. Jan. 6, 1992) (goverrunent
may take generic approach and group documents by categories); ,Kacilauskas v.
Department of Justice, 565 F. Supp. 546, 548-49 (N.D. Ill. 1983) (noting that
with exception of one case, "all post-Robbins district and appellate court deci
sions have heeded the Supreme Court's teachings" and "have focused on the

(continued...)
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Specific guidance has been provided by the Courts of Appeals for the
First, Fourth and D.C. Circuits as to what constitutes an adequate "generic
category" in an Exemption 7(A) affidavit. 28. The general principle uniting
these cases is that affidavits must provide at least a general, "functional" de
scription of the types of documents at issue sufficient to indicate the type of
interference threatening the law enforcement proceeding.29 It should be noted,
however, that both the First and the Fourth Circuits have approved a "miscella
neous" category of "other sundry items of information. "30 The D.C. Circuit
has not yet specifically addressed an affidavit with such a category.

The functional test set forth by the D.C. Circuit does not require a de~

tailed showing that release of the records is likely to interfere with the law
enforcement proceedings ~ it is sufficient for the agency to make a generalized
showing that release of these particular kinds of documents would generally

2\...continued)
type of records involved rather than their individual content"); ~e~ also FOIA
Update, Spring 1984, at 3-4 ("FOIA Counselor: The 'Generic' Aspect of
Exemption 7(A)"); cf. Lewis v. IRS, 823 F.2d 375, 378~79 (9th Cir. 1987)
(records described in opinion only as containing information relating to pending
criminal investigation found sufficient). .

2& See Spannaus v. United States Dep't of Justice, 813 F.2d at 1287, 1289
("details regarding initial allegations giVing rise to this investigation; notifica
tion of [FBI Headquarters] of the allegations and ensuing investigation; inter
views with witnesses and subjects; investigative reports furnished to the prose
cuting attorneys," and similar categories all sufficient); Curran v I l)eQartmen!
of Justice, 813 F.2d at 476 (same); Bevis v. Department of State, 801 F.2d at
1390 ("identities of possible witnesses and informants, reports on the location
and viability of potential evidence, and polygraph reports" sufficient; categories
"identified only as 'teletypes,' 'airtels,' or 'letters' II insufficient).

29 See, e.g., Curran v. Department of Justice, 813 F.2d at 475 ("Withal, a
tightrope must be walked: categories must be distinct enough to allow mean:
ingful judicial review, yet not so distinct as prematurely to let the cat out of the
investigative bag. "); Crooker v. Bureau of Alcohol. Tobacco & Firearms, 789
F .2d at 67 ("The hallmark of an acceptable Robbins category is thus that it is
functional; it allows the court to trace a rational link: between the, nature of the
document and the alleged likely interference. II); d. SafeCard Servs .. Inc. v:
SEC, No. 84-3073, slip ap. at 6 n.3 (D.D.e. May 19, 1988) "(agency "file" is
not sufficient generic category to justify withholding pursuant to Exemption
7(A», aff'd in l2art, rev'd in part on other grounds & remanded, 926 F.2d 1197
(D.C. Cir. 1991); Pruitt Elec. Co. v. United States Dep't Qf Labor, 587 F.
Supp. 893, 895-96 (N.D. Tex. 1984) (disclosure of reference material consulted
by investigator that might aid an unspecified target in unspecified manner found
not to cause interference).

30 Spannaus v. United States Dep't of Justice, 813 F.2d at 1287, 1289;
Curran v. Department of Justice, 813 F.2d at 476 (wide range of records made
some generality "understandable--and probably essential").
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interfere with enforcement proceedingsY Making this showing should be eas
ier under the amended language of the statute.32

On a related procedural issue, the D.C. Circuit in Bevis v. Department of
State, held that even though an agency "need not justify its withhOlding on a
document-by-document basis in court, [it] must itself review each document to
determine the category in which it properly belongs. "33 (See discussion of
"Vaughn Index" under Litigation Considerations, below.)

It has generally been recognized that once Exemption 7(A) applicability
ceases with changed circumstances, an agency then may invoke other applicable
exemptions. As a result, when entire documents are determined to be protec
tible under Exemption 7(A), agencies generally need not consider what other
exemptions are appropriate until the underlying investigation reaches a point at
which the documents no longer merit Exemption 7(A) protection.34 (See
Waiver of Exemptions subsection under Litigation Considerations, below.) It
also has been held that an agency is not expected to monitor the investigation
after completion of the FOIA administrative process and to process the docu
ments once the investigation is closed.35

31 See Gould Inc. v. GSA, 688 F. Supp. at 703-04 n.34; Alyeska Pipeline
Servo CO. V. EPA, No. 86-2176, slip op. at 6-7 (D.D.C. Sept. 9, 1987) (gov
ernment need not "show that intimidation will certainly result," but it must
"show that the possibiliiy of witness intimidation exists"), affd, 856 F.2d 309
(D.C. Cir. 1988).

32 See Gould Inc. v. GSA, 688 F. Supp. at 703 n.33 (1986 FOIA amend
ments "relaxed the standard of demonstrating interference with enforcement
proceedings tI).

33 801 F.2d at 1389; accord In re Dep't of Justice, 999 F.2d at 1309 (The
"government may meet its burden by ... conducting a document-by-document
review to assign documents to proper categories."); Hillcrest Eqyities. Inc. V.

United States Dep't of Justice, No. CA3-85-2351-R, slip op. at 7 (N.D. Tex.
Jan. 26, 1987) (government must review each document to determine category
in which it belongs).

34 See Senate of P.R. v. United States Dep't of Justice, 823 F.2d at 589
(tldistrict court did not abuse its discretion in permitting the DOJ to press addi
tional FOIA exemptions after its original, all-encompassing (7)(A) exemption
claim became moot"); Chilivis v. SEC, 673 F.2d 1205, 1208 (lIth eir. 1982)
(govermnent not barred from invoking other exemptions after reliance on Ex
emption 7(A) rendered untenable by conclusion of underlying law enforcement
proceeding). But see Curcio v. FBI, No. 89-941, slip op. at 11-12 (D.D.C.
Nov. 2, 1990) (where Exemption 7(A) no longer applicable, agency may not .
raise additional exemption claims at later stage of district court litigation) (mo
tion for reconsideration pending).

JS Church of Scientology v. IRS, 816 F. Supp. 1138, 1157 (W.O. Tex.
1993) (An "agency is not required to monitor the investigation and release the
documents once the investigation is closed and there is no reasonable possibility

(continued...)
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The courts have long accepted that Congress intended that Exemption
7(A) apply "whenever the government's case in court would be harmed by the
premature release of evidence or information, n36 or where disclosure would
impede any necessary investigation prior to the enforcement proceeding. 37 In

35(.••continued)
of future proceedings.") (appeal pending); see also Bonner '(. United States
Dep't of StAte, 928 F.2d 1148, 1152 (D.C. Cir. 1991) ("To require an agency
to adjust or modify its FOIA responses based on posHesponse occurrences
could create an endless cycle of judicially mandated reprocessing. "); ~~
v. United States Dep't of Justice, 636 F.2d 472, 480 (D.C. Cir. 1980) (remand
ing FOIA cases whenever new classification schemes are established would
delay FOIA processing).

36 NLRB v. Robbins Tire & Rubber Co., 437 U.S. at 232; M~er v,
Department of Ju§tice, slip op. at 18 (release of prosecutor's index of all doc
uments he deems relevant would provide "critical insightss into [government's]
legal thinking and strategy"); Ruruam Y, United $tates Postal Serv., No. 91
2234, slip op. at ~ (D.D.C. Nov. 25, 1992) (release of investigative memoran
da, witness files and electronic surveillance material would substantially inter
fere with pending homicide investigation by impeding government's ability to
prosecute its strongest case); Starkey v. IRS, No. C91-20040, slip op. at 6-7
(C.D. Cal. Dec. 6, 1991) (release would reveal evidence and impair govern
ment's ability to present its best case). But see LeMaine v. IRS, slip op. at 11
(agency failed to demonstrate that release would "seriously impairlany onsoing
effort to collect taxes or penalties ... or to pursue criminal charges").

31 S~eJ e.g., Dickerson y. DeJ?3rtment Qf Justi~, 992 F.2d at 1.429 (public
disclosure of information in Hoffa kidnapping file eQuId reasQnably be expected
to interfere with enforcement proceedings); Cbur9h of ScientolQgy Int'l v. IRS,
No. 91-1025, slip op. at 10 (C.D. Cal. Aug. 26, 1993) (release of documents
likely to interfere with IRS's ability to investigate requester pursuant to Church
Audit Procedures Act); Atkin y. EEOC, No. 91-2508, slip op. at 37 (D.NJ.
June 24, 1993) (disclosure of information provided by EEOC to FBI would in
terfere with investigation); Church of Scientglog:f y. IRS, 816 F~ Supp. at 1157
(disclosure could reasonably be expected to interfere with enforcement pro
ceedings,subject IRS employees to harassment or reprisal and reveal direction
and scope of IRS investigation); Dusenberry v. FBI, No. 91-0665, slip op. at 4
(D.D.C. May 5, 1992) (disclosure would compromise ongoing law enforcement
investigations); Computer Professionals for Social ReSponsibi!it~'vr United
States Secret Serv., No. 91-248, transcript at 8 (DrD.C. Mar.- 12, 1992) (bench
order) (disclosure would interfere with enforcement proceedings by revealing
"total package of the govenunent's approach" in ongoing investigation) (appeal
pending); May v. IRS, No. 9O-1l23-W-2, slip op. at 7 (W.D. Mo. Dec. 9,
1991) (release of third-party correspondence, witness statements, worksheets,
and travel vouchers would interfere with pending law enforcement actions);
Church of Scientology Inn v, United States Nat'l C~nt. Bureau-JntemQ}, No.
89-707, slip op. at 9 (C.D. Cal. Sept. 10, 1991) (disclosure would impede on
going investigation); National Pub, Radio v. Bell, 431 F. Supp. at 514-15
(disclosure would impair continued, long-term investigation into suspicious

(continued...)
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RobQins Tire, the Supreme Court found that the NLRB had established interfer
ence with its unfair lli.bor practice enforcement proceeding by showing that re
lease of its witness statements would create a great potential for witness in
timidation and could deter their cooperation.38 Other courts have ruled that
interference has been established where, for example, the disclosure of informa
tion could prevent the government from obtaining data in the future. 39 Indeed,
the D.C. Circuit in Alyeska Pipeline Service Co. v. EPA ruled that disclosure
of documents that might identify which of the requester's employees had pro
vided those documents to a private party (who in turn had provided them to
EPA) would "thereby subject them to potential reprisals and deter them from
providing further information to [the] EPA. "40

The exemption has been held to be properly invoked when release would
hinder an agency's ability to control or shape investigations,41 would enable
targets of investigations to elude detection42 or suppress or fabricate evi-

37(...continued)
death of nuclear-safety whistleblower). But see also Wrenn v. Kemp, No. 91
5383, slip op. at 1-2 (D.C. Cir. Dec. 2, 1992) (agency failed to explain its
reasons for withholding and failed to demonstrate how disclosure could rea
sonably be expected to interfere with enforcement investigation).

38 437 U:S. at 239.

39 See. e.g., Manna v. United States Dep't of Justice, 815 F. Supp. at 808
(disclosure of FBI reports could result in chilling effect on potential witnesses);
Crowell & Moring v. DOD, 703 F. Supp. 1004, 1011 (D.D.C. 1989) (disclo
sure of identities of witnesses would impair grand jury's ability to obtajn coop
eration and would impede government's preparation of its case); Gould Inc. v,
GSA, 688 F. Supp. at 703 (disclosure of information would have chilling effect
on sources who are employees of requester); Nishnic v. United States Dep't of
Justice, 671 F. Supp. 776, 794 (D.D.C. 1987) (disclosure of identity of foreign
source would end its ability to provide information in unrelated ongoing law
enforcement activities); Timken Co, y. United States Customs Serv., 531 F.
Supp. at 199-200 (Disclosure of investigation records would cause interference
with agency's ability "in the future to obtain this kind of information. It).

40 856 F.2d at 311. But cf. Clyde v. United States Dep't of Labor, No. 85
139, slip op. at 6 (D. Ariz. July 3, 1986) (possible reluctance of contractors to
enter into voluntary conciliations with govermnent jf substance of negotiations
released does no( constitute open law enforcement proceeding when specific
conciliation process has ended); Cohen v. EPA, 575 F. Supp. 425, 428-29
(D.D.C. 1983). (Exemption 7(A) held inapplicable to protect letters sent to en
tities suspected of unlawfully releasing hazardous substances; disclosure not
shown to deter parties from cooperating with voluntary cleanup programs).

41 See, e.g., J.P, Stevens & Co. v. :?try, 710 F.2d 136, 143 (4th Cir.
1983).

42 See, e.g., Moorefield y. United States Secret Serv., 611 F.2d at 1026.
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dence,43 or would prematurely reveal evidence or strategy in the government's
case. 44 Exemption 7(A) protection also has been extended to circumstances
involving prospective new trials where "[kJnowledge of potential witnesses and
documentary evidence that were not used during the first trial would allow the
plaintiff to inhibit further investigation, destroy undiscovered evidence, intimi
date witnesses, and fabricate evidence. "45 Additionally, information that
would reveal investigative trends, emphasis, and targeting schemes has been
determined to be eligible for protection under Exemption 7(A) where disclosure
would provide targets with the ability to perform a "costl benefit analysis" of
compliance with agency regulations.46

Still other courts have indicated that any premature disclosure, by and of
itself, can constitute interference with an enforcement proceeding.47 In con
trast, the D.C. Circuit has held that the mere fact that defendants in related
ongoing criminal proceedings might obtain documents through the FOIA that

43 See. e.g., Mapother v. DeI2artmegt ofJystice, slip op. at 18 (release of
prosecutor's index of all documents he deems relevant would afford a "virtual
roadmap through the [government's] evidence ... which would provide critical
insights into its legal thinking and strategy"); Alyeska PipeJin~ Serv, Co. v.
ErA, 856 F.2d at 312; Nishnic v. United States Dep't Qf Justice, 671 F. Supp.
at 794;VQsburgh v. IRS, No. 87-1179, slip 0p. at 5 (D. Kan. Nov. 24, 1987).

44 See. e.g., Africa Fund v. Mosbacher, slip op. at 11 (disclosure "risks
alerting targets to the existence and nature" of investigation); Manna v. United
States Dep't of Justice, 815 F. Supp. at 808 (disclosure would obstruct justice
by revealing agency's strategy and extent of its knowledge); Starkey v. IRS,
slip op. at 6-7 (release of internal memoranda "would reveal evidence and
impair [government's] ability to present its best case"); Lyons v. OSHA, No.
88-1562-T, slip op. at 3 (D. Mass. Dec. 2, 1991) (release would interfere with
law enforcement proceedings); Raytheon Co. v. Department of the Navy, 731
F. Supp. 1097, 1101 (D.D.C. 1989) (information "could be partiCUlarly valu
able to (target] in the event of settlement negotiations"); Ebringhaus v. FTC,
525 F. Supp. at 22-23.

45 Helmsley v. United States Dep't of Justice, slip op. at 10; see also Neill
v. United States Dep't of Justice, slip op. at 5 (where requester was granted
new trial, release of information "could reasonably be expected to harm the
pending proceeding through the circumvention of investigative leads, destruc
tion of evidence, Of intimidation of witnesses").

46 Concrete Constr. Co. v. United States Dep't of Labor, slip op. at 3-5
(disclosure of past fiscal year's Field Operation Program Plans, containing
projections for inspections and areas of concentration, would be "obviously a
detriment to the enforcement objectives of the Department of Labor"); see also
Farmworkers Legal Servs. v. United States Dep't of Labor, 639 F. Supp. 1368,
1374 (E.D.N.C. 1986) (Exemption 7(A) applicable'to information pertaining to
agency's "targeting scheme," disclosure of which "would 'reveal the amount of
investigative resources targeted and allocated'" for inspections).

47 See Lewis v. IRS, 823 F.2d at 378-79, 380; Barney v, IRS, 618 F.2d at
1273; Steinberg v. IRS, 463 F. Supp. 1272, 1273 (S.D. Fla. 1979).
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were ruled unavailable "through discovery, or at least before [they] could obtain
them through discovery," is insufficient alone to "constitute interference with a
law enforcement proceeding. "48

Exemption 7(A) ordinarily will not afford protection where the target of
the investigation has possession of or submitted the information in question.49

Nevertheless, it is now increasingly clear that courts will protect such material·
if an agency can demonstrate that its "selectivity of recording" information
provided by the target would suggest the nature and scope of the hivestiga
tion,50 or if it can articulate with specificity how each category of documents,
if disclosed, would cause interference.51

Thus far. only relatively few cases have been decided addressing the stat
utory changes in the language of Exemption 7(A) since the enactment of the
FOIA Reform Act. No Exemption 7(A) decision to date has dispositively based
its holding on the new language, but several decisions recognize that the change
in the language of this exemption effectively broadens its protection.52

48 North v. Walsh, 881 F.2d at 1097; ~ Senat~ of P.R. v. United States
Dep't of Justice, 823 F.2d at 579, 589 (trial court's failure to describe harm
from release·of undescribed documents developed for closed law enforcement
investigation but allegedly relevant to open criminal law enforcement proceed
ing did not permit upholding Exemption 7(A) applicability).

49 See, e.g., Wright v. OSHA, 822 F.2d at 646; Grasso v. IRS, 785 F.2d
70, 77 (3d Cir. 1986); Campbell v. HHS, 682 F.2d at 262.

so Willard v. IRS, 776 F.2d 100, 103 (4th Cir. 1985); Gould Inc, y. GSA,
688 F. Supp. at 704 n.37; Brinkerhoffv. Montoya, 3 Gov't Disclosure Serv,
(P-H) at 83,055.

51~ Campbell v. HHS, 682 F.2d at 265; Linsteadt v, IRS, 729 F.2d 998,
1004-05 (5th Cir. 1984); Doe v. United States Dep't of Justice, No. 86-1050,
slip op. at 5-6 (D.D.C. Sept. 4, 1987) ("defendant must recite with particularity
how revelation of the requested information will interfere with enforcement
proceedings"); d. Alyeska Pipeline Serv. Co. ·Y. EPA, 856 F.2d at 314 (mere
assertions that requesterlrnows scope of investigation not sufficient to present
genuine issue of material fact that would preClude summary judgment).

52~ Alyeska Pipeline Servo Co. v. EPA, 856 F.2d at 311 n.18 (improper
reliance of lower court on pre-amendment version of Exemption 7(A) irrelevant
as it simply "required EPA to meet a higher standard than FOrA now de
mands "); Curran V. De.partment of Justice, 813 F.2d at 474 n.1 ("the drift of
the changes is to ease--rather than to increase--the government's burden in re
spect to Exemption 7(A)"); Gould Inc. v, GSA, 688 F. Supp. at 703 n.33 (The
"1986 amendments relaxed the standard of demonstrating interference with en
forcement proceedings. "); Korkala Y, United States Pep't of Justice, No. 86
242, slip op. at 6 n.* (D.D.C. July 31, 1987); see also Wright v. OSHA, 822
F.2d at 647; Spannaus y, United States Qep't of Justice, 813 F.2d at 1289; cf.
John Doe Agency v. John Doe Cor,p., 493 U.S. 146, 157 (1989) (Court takes
"practical approach II when confronted with interpretation of FOrA and applies

(continued...)
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As a final Exemption 7(A)-related matter, agencies should be aware of
the "(c)(l) ex.clusion, "53 which was enacted by the FOIA Reform Act in
1986.54 This special record exclusion applies to situations in which the very
fact of a criminal investigation's existence is as yet unknown to the investiga
tion's subject, and disclosure of the existence of the investigation (which would
be revealed by any acknowledgment of the existence of responsive records)
could reasonably be expected to interfere with enforcement proceedings. In
such circumstances, an agency may treat the records as not subject to the re
quirements of the FOIA. (See discussion under Exclusions, below.)

EXEMPTION 7(B)

Exemption 7(B) of the FOIA, which is aimed at preventing prejudicial
pretrial publicity that could impair a .court proceeding, protects "records or in
formation compiled for law enforcement purposes [the disclosure of which}
would deprive a person of a right to a fair trial or an impartial adjudication." I

Despite the possible constitutional significance of its function, in practice this
exemption is rarely invoked. In the situation in which it would most logically
be employed--i.e., an ongoing law enforcement proceeding--an agency's appli
cation of Exemption 7(A) to protect its institutional law enforc.ement interests
invariably would serve to protect the interests of the defendants to the prosecu
tionas well. Even in the non-law enforcement realin, the circumstances which
call for singular reliance upon Exemption 7(B) occur only rarely.

Consequently, Exemption 7(8) has been featured prommently in only one
case to date, Washington Post Co. v. United States Department of Ju§tice.2 At
issue there was whether public disclosure of a pharmaceutical company's inter
nal self-evaluative report, submitted to the Justice Department in connection
with a grand jury investigation, would jeopardize the company's ability to re
ceive a fair and impartial civil adjudication of several personal injury cases

52(••.continued)
"workable balance" between interests of public in greater access and needs of
government to protect certain kinds of information); Unit¢ States Dep'! of .
Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749, 777-78
n.22 (1989) (Congress intended identical modification of language of Exemption
7(C) to provide greater "flexibility in responding to FOIA requests for law en
forcement records" and replaced "a focus on the effect of a partiyular disclo
sure" with a· "standard of reasonableness" which supports "categorical" ap- .
proach"to dOCuments of similar character); Allen v. 000,658 F. Supp. 15, 23
(D.D.C. 1986) (parallel change of language of Exemption 7(C) created "broad
er protection" than available under former language).

S3 5 U.S.C. § 552{c){1) (l988).

54 Pub. L. No. 99-570, § 1802, 100 Stat. at 3207-49; ~ Attorne~ Gener
al's Memorandum at 18-22.

1 5 U.S.C. § 552(b)(7)(B) (1988).

2 863 F.2d 96, 101-02 (D.C. Cir. 1988).
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pending against it. 3 In remanding the case for further consideration, the Court
of Appeals for the District of Columbia Circuit articulated a two-part standard
to be employed in determining Exemption 7(B)'s applicability: "(1) that a trial
or adjudication is pending or tfuly imminent; and (2) that it is more probable
than not that disclosure of the material sought would seriously interfere with the
fairness of those proceedings. "4 Although the D.C. Circuit in Washington Post
offered a single example of proper Exemption 7(B) applicability--Le., where
"disclosure through FOIA would furnish access to a document not available un
der the discovery rules and thus would confer an unfair advantage on one of the
parties"--it did not limit the scope of the exemption to privileged documents
only.s

EXEMPTION 7(C)

Exemption 7(C) provides protection for personal information in law
enforcement records. This exemption is the law enforcement counterpart to
Exemption 6, providing protection for law enforcement information the disclo
sure of which "could reasonably be expected to constitute an unwarranted inva
sion of personal privacy. "1 Despite their similarities in language, though, the
sweep of the' two exemptions can be significantly different. (See discussion of
Exemption 6, above.)

Whereas Exemption 6 routinely requires an identification and balancing
of the relevant privacy and public interests, Exemption 7(C) can be even more
"categorized" in its application. Indeed, the Court of Appeals for the District
of Columbia Circuit recently held in SafeCard Services. Inc. v. SE(J that,
based upon·the traditional recognition of the strong privacy interests inherent in
law enforcement records and the logical ramifications of United States Depart
ment of Justice v. Reporters Committee for Freedom of the Press,3 the "cate
gorical withholding" of information that identifies third parties in law enforce
ment records will ordinarily be appropriate under Exemption 7(C).4 (See dis
cussion of Reporters Committee under Ex.emption 6, above.)

3 l4.. at 99.

4 ld. at 102.

5.liL.

1 5 U.S.C. § 552(b)(7)(C) (1988).

2926 F.2d 1197 (D.C. Cir. 1991).

3489 U.S. 749 (1989); see also FOIA Update, Spring 1989, at 3-7 (discus
sing mechanics of privacy-protection decisionmaking process employed under
Exemptions 6 and 7(C) alike).

4926 F.2d at 1206; see. e.g., Grove v. Department of Justice, 802 F.
Supp. 506, 511 (D.D.C. 1992) (information concerning criminal investigations
of private citizens held categorically exempt).
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EXEMPTION 7(C)

At the outset, certain distinctions between Ex.emption 6 and Exemption
7(C) are apparent. In contrast with Exemption 6, Exemption 7(C)'s language
establishes a lesser burden of proof to justify withholding in two distinct re
spects. It is well established that the omission of the word "clearly" from the
language of Exemption 7(C) eases the burden of the agency and stems from the
recognition that law enforcement records are inherently more invasive of priva
cy than "personnel and medical files and similar files. ,,5 Indeed. the "'strong
interest' of individuals, whether they be suspects, witnesses, or investigators,
'in not being associated unwarrantedly with alleged criminal activity'" has been
repeatedly recognized.6

Additionally, the Freedom of Information Reform Act of 1986 has further
broadened the protection affOi'ded by Exemption 7(C) by lowering the risk-of
harm standard from "would" to "could reasonably be expected to. "7 The result
of this amendment to the Act is an easing of the standard for evaluating a
threatened privacy invasion through disclosure of law enforcement records.s

One court, in interpreting the amended language, has pointedly observed that it
affords the agency "greater latitude in protecting privacy interests" in the law
enforcement context.9 Such information "is now evaluated by the agency un
der a more elastic standard; exemption 7(C) is now more comprehensive. "\0

5 See Congr~ssional News Syndicate v. United States Dep't of Justice, 438
F. Supp. 538, 541 (D.D.C. 1977) ("[A]n individual whose name surfaces in
connection with an inves.tigation may, without more, become the subject of
rumor and innuendo."); see also, e.g., Iglesias v. CIA, 525F. Supp. 547, 562
(D.D.C. 1981).

6 Fitzgibbon v. CIA, 911 F.2d 755, 767 (D.C. Cir. 1990) (quoting Stern v;
FBI, 737 F.2d 84, 91-92 (D.C. Cir. 1984)); see also Hunt v. FBI, 972 F.2d
286, 288 (9th CiT. 1992) (association of FBI "agent's name with allegations of
sexual and professional misconduct could cause the agent great personal and
professional embarrassqlent"); Dunkelberger v. Department of Justice, 906 F.2d
779, 781 (D.C. Cir. 1990) (refusing to confirm or deny existence of letter of
reprimand or suspension of named FBI agent).

7 Pub. L. No. 99-570, § 1802, 100 Stat. 3207, 3207-48;~ Attorney Gen
eral's Memorandum on the 1986 Amendments to the Freedom of Infonnation
Act 9-12 (Dec. 1987) [hereinafter Attorney General's MemQrandum].

8 Reporters Committee, 489 U.S. at 756 n.9; Stone v. FBI, 127 F. Supp.
662, 665 (D.D.C. 1990) (1986 FOIA amendments have "eased.the burden of an
agency claiming that exemption"), affd, No. 90-5065 (D.C. tiro Sept. 14,
1990); Allen v. DOD, 658 F. Supp. 15, 23 (D.D.C. 1986).

9 WashincytoIl Post Co. v. United States De 't nf lucti"e, No. 84=3581. slip
op. at 31 (D.D.C. Sept. 25, 1987) (magistrate's recommendation). adopted
(D.D.C. Dec. 15, 1987), rev'd on other grounds & remanded, 863 F,2d 96
(D.C. Cir. 1988).

10 Id.; see also Keys v. United States Dep't of Justice. 830 F.2d 337, 346
(D.C. Cir. 1987) (at least after 1986 FOIA amendments, "government need not

(continued...)
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EXEMPTION 7(C)

Under the balancing test that traditionally has been applied to both Ex
emption 6 and Exemption 7(C), the agency must first identify and evaluate the
privacy interests, if any, implicated in the requested records. l1 But in the case
of records related to investigations by criminal law enforcement agencies, the
case law has long recognized, either expressly or implicitly, that" 'the mention
of an individual's name in a law enforcement file will engender comment and
speculation and carries a stigmatizing connotation. '"12 Thus, Exemption 7(C)
has been regularly applied to withhold references to persons who were of "in
vestigatory interest" to a criminal law enforcement agency; indeed, the Supreme
Court in Reporters Committee placed strong emphasis on such protection. 13

to(...continued)
'prove to a certainty that release will lead to an unwarranted invasion of per
sonal privacy'" (quoting Reporters Committee, 816 F.2d 730, 738 (D.C. Cir.
1987», rev'd on other grounds, 489 U.S. 749 (1989); Nishpic v. Department of
Justice, 671 F. Supp. 776, 788 (D.D.C. 1987) (holding phrase "could reason
ably be expected to" to be more easily satisfied standard than "likely to materi
alize").

11 See Albuquerque Publishing Co. v. United States Dep't of Justice, 726 F.
Supp. 851, 855 (D.D.C. 1989) COur preliminary inquiry is whether a personal
privacy interest is involved. "); FOrA Update, Spring 1989, at 7.

12 Fitzgibpon v. CL,\, 911 F.2d at 767 (quoting Branch v. FBI, 658 F.
Supp. 204, 209 (D.D.C. 1987»: see also Massey v. FBI, No. 92-6086, slip op.
5667, 5675 (2d Cir. Aug. 27, 1993) (same) (to be published); Miller y. Bell,
661 F.2d 623, 631-32 (7th Cir. 1981) ("real potential for harassment"), cert.
denied, 456 U.S. 960 (1982); Lesar v. Unit~d States Dep't of Justice, 636 F.2d
472, 488 (D.C. Cir. 1980) ("'It is difficult if not impossible, to anticipate all
respects in which disclosure might damage reputation or lead to personal em
barrassment or discomfort.' " (quoting J-,esar v. United States Dep't of Justice,
455 F. Supp. 921, 925 (D.D.C. 1978))); Maroscia y. Levi, 569 F.2d 1000,
1002 (7th Cir. 1977) (deletion of references to third parties "to minimize the
public exposure or possible harassment"); Southam News v. INS, 674 F. Supp.
881, 887 (D.D.C. 1987) (disclosure of identities of individuals excludable from
U.S. "would result in derogatory inferences about and possible embarrassment
to those individuals"); Stauss v. IRS, 516 F. Supp. 1218, 1222 n.7 (D.D.C.
1981) (disclosure could chill tax protestors' lawful expression of disagreement
with tax policies); cf. Cerveny v. CIA, 445 F. Supp. 772, 776 (D. Colo. 1978)
(mere mention of individual's name as subject of CIA file could be damaging to
his or her reputation) (Exemption 6).

13 See 489 U.S. at 779; see also, e.g., Maynard v. CIA, 986 F.2d 547,566
(1st Cir. 1993) ("potential for harassment, reprisal or embarrassment" if names
of individuals investigated by FBI disclosed); Davis v. United States Pep't of
Justice, 968 F.2d 1276, 1281 (D.C. Cir. 1992) ("embarrassment and reputa·
tional harm" would result from disclosure of taped conversations of individuals
with boss of New Orleans organized crime family); SUets v. United States
Dep't of Justice, 945 F.2d 227, 230 (7th Cir. 1991) (en bane) (protection of
associates of Jimmy Hoffa who were subject to electronic surveillance), cert.

(continued...)
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EXEMPTION 7(C)

Hence, the small minority of older federal district court decisions that failed to
appreciate the strong privacy interests inherent in the association of an individ
ual with a law enforcement investigation should no longer be regarded as au
thoritative. 14

The identities of federal, state and local law enforcement personnel refer
enced in investigatory files are also routinely withheld, usually for reasons simi
lar to those described quite aptly by the Court of Appeals for the Fourth
Circuit:

One who serves his state or nation as a career public servant is not
thereby stripped of every vestige of personal privacy, even with
respect to the discharge of his official duties. Public identification
of any of these individuals could conceivably subject them to har
assment and annoyance in the conduct of their official duties and in
their private lives. 15

13( •••continued)
~, 112 S. Ct. 2991 (1992); Antonelli v. FBI, 721 F.2d 615, 618 (7th Cir.
1983) ("revealing that a third party has been the subject of FBI investigations is
likely to constitute an invasion of [personal privacy]"), cert. denied, 467 U.S.
1210 (1984); Fund for COQStitutional GQv't v. National Archives & Re~rds

Serv., 656 F.2d 856, 861-66 (D.C. Cir. 1981) (identities of those investigated
but not charged must be withheld unless "exceptional interests militate in favor
of disclosure"); Baez v, United States Dep't of Justice, 647 F.2d 1328, 1338
(D,C. Cir. 1980) ("There can be no clearer example of an unwarranted inva
sion of privacy than to release to the public that another individual was the sub
ject of an FBI investigation. "); Maroscia v. Levi, 569 F.2d at 1002: Heller v.
United States Marshals Serv., 655 F. Supp, 1088, 1090 (D.D.C. 1987) (federal
employees "have a strong [privacy] interest in not being associated unwar
rantedly with alleged criminal activity"); Rushford v. Civiletti, 485 F. Supp.
477, 479 (D.D.C. 1980) ("severe adverse impact upon both his personal life
and his official performance~), aff'd sub nom. Rushford v. Smith, 656 F.2d
900 (D.C. Cir. 1981) (table cite)..

14 See SUets v, FBI, 591 F. Supp. 490, 498 (N.D. Ill. 1984); Cunningham
v. FBI, 540 F. Supp. 1, 2 (N.D. Ohio 1981), rev'd & remanded with order to
vacate, No. 84-3367, slip op. at 3 (6th Cir. May 9, 1985); Lamont v. Depart
ment of Justice, 475 F. Supp. 761, 778 (S.D.N.Y. 1979).

15 Nix v. United States, 572 F.2d 998, 1006 (4th Cir. 1978). See FOIA
Update, Spring 1984, at 5; see also Massey v. FBI, slip op. at 5674-75 (dis
closure of names of FBI agents and other law enforcement personnel "could
subject them to embarrassment and harassment"); Church of Scientology Inn v.
IRS, 995 F.2d 916, 920-21 (9th Cir. 1993) (privacy interest exists in handwrit
ing of IRS agents in official documents); Maynard v. CIA, 986 F.2d at 566
(names and initials of low-level FBI agents and support personnel protectible);
Hale v. United States Dep't of Justice, 973 F.2d 894. 902 (10th Cir. 1992)
(FBI employees have substantial privacy interest in concealing their identities),
ceq. granted, vacated « remanded on other grounds, il3 S. Ct. 3029 (1993);

(continued...)
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It should be noted that prior to the Reporters Committee and SafeCard
Services decisions, courts ordinarily held that because Exemption 7(C) involves
a balancing of the private and public interests on a case-by-case basis, there
existed no "blanket exemption for the names of all [law enforcement] personnel
in all documents. "16 Nonetheless, absent proven, significant misconduct on
the parts of investigators, the overwhelming majority of courts have held the
identities of law enforcement personnel exempt pursuant to Exemption 7(C).17

15(...continued)
In re Wade, 969 F.2d 241, 246 (7th Cir. 1992) (risk of "annoyance and harass
ment" of FBI agent); Davis v. United States De.p't of Justice, 968 F.2d at 1281
("undercover agents" held to have protectible privacy interests); Johnson v.
United States Dep't ofJustice, 739 F.2d 1514, 1518-19 (lOth Cir. 1984) (quot
ing with approval Nix v. United States, 572 F.2d at 1(06); New England Apple
Council v. Donovan, 725 F.2d 139, 142-44 (1st Cir. 1984) (Inspector General
investigator has "interest in retaining the capability to perform his tasks effect
ively by avoiding untoward annoyance or harassment"); Miller v. Bell, 661
F.2d at 630 ("It is not necessary that harassment rise to the level of endan
gering physical safety before the protections of 7(C) can be invoked. "); Lesar
v, United States Dep't of Justice, 636 F.2d at 487-88 (annoyance or harass
ment); Maroscia v. Levi, 569 F.2d at 1002; Church of Scientology v. IRS, 816
F. Supp. 1138, 1160 (W.D. Tex. 1993) (disclosure of identifying information
and handwriting could subject IRS employees to "harassment and annoyance ")
(appeal pending); Manna v. U!'lted St<>t...s Dep't of Justice, 815 F. Supp. 798,
809 (D.N.J. 1993) (because La Cosa Nostra is so violent and retaliatory, names
of law enforcement personnel must be safeguarded); Church of Scientology v.
IRS, No. 90-11069, slip op. at 26-28 (D. Mass. Apr. 22, 1992) (magistrate's
recommendation) (because IRS and Scientologists have long history of confron
tation, IRS properly withheld identifying information, including handwriting of
employees); Author Serys., Inc. v. IRS, No. 90-2187, slip op. at 7 (C.D. Cal.
Nov. 14, 1991) (same); Malizia v. United States Dep't of Justice, 519 F. Supp.
338, 348-49 (S.D.N.Y. 1981) (protection against retaliation).

16 Lesar v. United States Dep't of Justice, 636 F.2d at 487; see, e.g., Stem
v. FBI, 737 F.2d at 94 (name of high-level FBI employee who directly partic
ipated in intentional wrongdoing ordered released; names of two mid-level
employees whose negligence incidentally furthered cover-up held protectible).

17 See, e.g., Hale v. United Stjites Dev't of Justice, 973 F.2d at 901 (un
substantiated allegations of government wrongdoing do not justify disclosing
law enforcement persoI1..nel names); Davis v. United Statc:s nep't of Justice, 968
F.2d at 1281 ("undercover agents"); In re Wade, 969 F.2d at 246 (FBI agent);
Patterson v. FBI, 893 F.2d 595, 601 (3d Cir.), cert. denied, 498 U.S. 812
(1990); Doherty v. United States Dep't of Justice, 775 F.2d 49, 52 (2d Cir.
1985) ("Identities of FBI agents, of FBI non-agent personnel [and] of employees
of the Immigration and Naturalization Service are embraced by exemption
(b)(7)(C). "); Johnson v. United States Dep't of Justice, 739 F.2d at 1519 (FBI
agents' identities found properly protectible absent evidence in record of impro
priety); Manchester v. DEA, 823 F. Supp. 1259, 1271 (B.D. Pa, 1993)
(agents' names protected despite plaintiffs sweeping allegations of govern-

(continued...)
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EXEMPTION 7(C)

The few aberrational decisions ordering disclosure of the names of government
investigators--other than where proven misconduct has been involved--all pre
ceded Reporters Committee and contain no persuasive reasoning contrary to the
overwhelming majority of decisions on this issue. 18

The history of one case in the District Court for the District of Columbia
illustrates the impact of the Reporters Committee decision in this area of law.
In Southam News v. INS,19 the district court initially held that the identities of
FBI clerical personnel who performed administrative tasks with respect to re
quested records could not be withheld under Exemption 7(C). Even then, this
position was inconsistent with other, contemporaneous decisions. 20 Following
the Supreme Court's decision in Reporters Committee, the government sought
reconsideration of the Southam News decision. Agreeing that revelation of
identities and activities of low-level agency personnel ordinarily will shed no
light on government operations, as required by Reporters Committee, the dis
trict court reversed its earlier disclosure order and held the names to be proper
ly protected.21 Significantly, the court also recognized that "the only imagina~

ble contribution that this information could make would be to enable the public
to seek out individuals who had· been tangentially involved in investigations and
to question them for unauthorized access to information as to what the investi-

17(...continued)
mental misconduct); Ray v. United States Dep't of Justice, 778 F. Supp. 1212.
1215 (S.D. Fla. 1991) (government may neither confirm nor deny existence of
records concerning results of INS investigation of alleged miscond~ct of em
ployee); Heller v. United States Marshals Serv., 655 F. Supp. at 1090-91
(identities of federal marshals held protectible where there was "virtually no
wrongdoing" on their parts).

18 See, e.g., Castaneda v. United States, 757 F.2d 1010, 1012 (9th Cir.)
(holding USDA investigator's privacy interest "not great" and noting that his
"name would be discoverable in any civil case brought [against the agency]"),
amended upon denial of panel reh'g, 773 F.2d 251 (9th Cir. 1985); Iglesias v.
CIA, 525 F. Supp. at 563 (names of government employees involved in con
ducting investigation ordered disclosed); Canadi~ Javelin, Ltd. v. SEC, 501 F.
Supp. 898, 904 (D.D.C. 1980) (names of SEC investigators ordered disclosed).

19 674 F. Supp. at 888.

20 See, e.g., Doherty v. United States Dep't of Justice, 775 F.2d at 52
(identities of FBI agents and FBI nonagent personnel protected); Kirk v! United
States Dep't of Justice, 704 F. Supp. 288, 292 (D.D.C. 1989) ("Just like FBI
agents, administrative and clerical personnel could be subject to harassment,
questioning, and publicity, and the Court concludes that the FBI did not need to
separate the groups of employees for purposes of explaining why disclosure of
their identities was opposed. ").

21 Southam News v. INS, No. 85-2721, slip op. at 3 (D.D.C. Aug. 30,
1989).
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gation entailed and what other FBI personnel were involved. tIn More recent
ly, after undertaking a post-Reporters Committee analysis, the same district
court strongly reaffirmed that identities of both FBI clerical personnel and low
level special agents are properly withheld as a routine matter under Exemption
7(C), even when they take part in a highly publicized investigation.23

Traditionally, it has been held that Exemption 7(C) cannot be invoked to
shield the fact that a third party has been investigated once the agency has
pUblicly confirmed the existence of such an investigation, because there is little
or no privacy interest in such pUblic-record information.24 However, in~
porters Committee, the Supreme Court found that substantial privacy interests
can exist in personal information such as is contained in "rap sheets, " even
though the information has been made available to the general public at some
place and point in time. Applying a "practical obscurity" standard,2s the
Court observed that if such items of information actually "were 'freely avail
able,' there would be no reason to invoke the FOIA to obtain access to
[them]. "26

All courts of appeals to have addressed the issue have found protectible
privacy interests--in conjunction with or in lieu of protection under Exemption
7(D)--in the identities of individuals who provide information to law enforce-

22 Id.; see also Manna v. United States Dep't of Justice, 815 F. Supp. at
809 (names of law enforcement personnel involved in La Cosa Nostra investi
gation); Simon v. United States Dep't of Justice, 752 F. Supp. 14, 19 (D.D.C.
1990) (identities of FBI agents and other government personnel involved in
processing FOIA request), ~, 980 F.2d 782 (D.C. Cir. 1992).

23 See-Stone v. FBI, 727 F. Supp. at 663 n.l (protecting identities of FBI
special agents and FBI clerical employees who participated in investigation of
assassination of Robert P. KelUledy).

24 Se~. e,g., RizzQ v. United States Dep't of Justice, No. 84-2080, slip op.
at 5-6 (D.D.e. Feb. 28, 1985) (facts elicited at public trial are matters of pub
lic knowledge); Te:nnessean Newspapers. Inc. v' Levi, 403 F. Supp. 1318,
1320-21 (M.D. Tenn. 1975) (identities of individuals recently arrested or indict
ed ordered disclosed); s~e alsQ Akron Standard Diy. of Eagle-Picher Indus. v.
Donovan, 780 F.2d 568, 572 (6th Cir. 1986) (information relating to job per
formance that "had been fully explored in public proceedings" not exempt);
Myers v. United States Dep't of Justice, No. 85-1746, slip op. at 5 (D.D.C.
Sept. 22, 1986) (matters discussed in trial testimony of law enforcement offi
cials not exempt). (See Exemption 7(D), below, for a discussion of the status
of open-court testimony under that exemption.) But see Kimberlin v. Depart
ment of the Treasury, 774 F.2d 204, 209 (7th Cir. 1985) (Exemption 7(C) held
applicable to third party's driver's license and passport "which were introduced
into evidence" in federal criminal trial).

25 489 U.S. at 762-63, 780.

26 Id, at 764.
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ment agencies.27 Consequently, the names of witnesses, their home and busi
ness addresses, and their telephone numbers have been held properly protectible
under Exemption 7(C). 28 Additionally, protection has been afforded to the

27 See, e.&., Mas§ey v. FBI, slip op. at 5674-75 (disclosure of names of
cooperating witnesses and third parties, inclUding cooperating law enforcement
officials. could subject them to "embarrassment and harassment"); KTVY-TV
v. United States. 919 F.2d 1465. 1469 (lOth CiT. 1990) (per curiam) (withhold
ing interviewees' names as "necessary to avoid harassment and embarrass
ment"); Cleary v. FBI, 811 F.2d 421, 424 (8th Cir. 1987) (disclosure would
subject "sources to unnecessary questioning concerning the investigation [and]
to subpoenas issued by private litigants in civil suits incidentally related to the
investigation"); Cuccaro v. Sec:retary of Labor, 770 F.2d 355, 359 (3d Cir.
1985) ("privacy interest of ... witnesses who participated in OSHA's investi
gation outweighs public interest in disclosure"); L&C Marine Transp.. Ltd. v.
United States, 740 F.2d 919, 923 (11th Cir. 1984) (disclosure of identities of
employee-witnesses in OSHA investigation could cause "problems at their jobs
and with their livelihoods "); New England Apple Council v. ponovan, 725
F.2d at 144-45 ("Disclosure could have a significant, adverse effect on this in~

dividual's private or professional life."); Kiraly v. FBI, 728 F.2d 273, 278-80
(6th Cir. 1984); Holy Spiri~ Ass'n v. FBI, 683 F.2d 562, 564-65 (D.C. Cir.
1982) (concurring opinion) ("risk of harassmenC and fear of reprisals); Alirez
v. NLRB, 676 F.2d 423, 427 (10th Cir. 1982) (disclosure would result tn
"embarrassment or reprisals"); Lesar v. United States Dep't of Justice, 636
F.2d at 488 ('''Those cooperating with law enforcement should nQt now pay the
price of fun disclosure of personal details.'") (quoting Lesar v, United States
Dep't of Justice, 455 F. Supp. at 925); Scherer v, Kelley, 584 F.2d 170, 176
(7th Cir. 1978), cere denied, 440 U.S. 964 (1979); Maro§Cia v. Levi, 569 F.2d
at 1002.

28 See L&C Marine Tramp.. Ltd. v, United States, 740 F.2d at 922 ("em
ployee-witnesses ... have a substantial privacy interest lt

); Antonelli v. Sul
fu.!m, 732 F.2d 560, 562 (7th Cir. 1984) (It[The requester) has mentioned no
legitimate need for the witnesses' phone numbers and we can well imagine the
invasions of privacy that would result should he obtain them. It); Taylor v.
Office of Special Counsel, No. 91-N-734, slip op. at 10 (D. Colo. Mar. 22,'
1993) (release of documents would subject witnesses to a reasonable likelihood

" of harassment and embarrassment); Brittany Dyeing & Printing Corp. v. EPA,
No. 91-2711, slip op. at 3-4 (D.D.C. Mar. 12, 1993) (identities of witnesses
whQ assisted in preparation of environmental report protectible)~ Manna v.
UniWd States Dep't of Justice, 815 F. Supp. at 809 (names of witnesses in La
Cosa Nostra case safeguarded); Farese v. United States Dep't of Justice, 683 F.
Supp. 273, 275 (D.D.C. 1987) (names and number of family members of partic
ipants in Witness Security Program, as well as funds authorized to each, held
exempt because disclosure "would pose a possible danger to the persons
named" or "might subject those persons to harassment"); United States Steel
Corp. v. United States Dep't of Labor, 558 F. Supp. 80, 82-83 (W.D. Pa.
1983) (names, addresses and phone numbers of witnesses found exempt); Fried
man v. FBI, 605 F. Supp. 306, 321 (N.D. Ga. 1981) ("names and other unique
personal information" about witnesses held exempt); see also Harper v. United

(continued...)
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identities of informants,29 even where it was shown that "the information pro
vided to law enforcement authorities was knowingly false. n30

Although on occasion a pre-Reporters Committee decision found that an
individual's testimony at trial precluded Exemption 7(C) protection,31 under
the Reporters Committee "practical obscurity" standard, trial testimony should
not ordinarily diminish Exemption 7(C) protection.32 Plainly, if a person who

28( •••continued)
States Dep't Qf Justic~. No. 86·5489, slip op. at 3 (D.C. Cir. Sept. 22, 1987)
(names of potential witnesses held exempt); Kilroy v. NLRB, 633 F. Supp.
136, 145 (S.D. Ohio 1985) (names and telephone numbers of persons who pro
vided affidavits held exempt). affd, 823 F.2d 553 (6th Cir. 1987) (table
cite); cf. Brown v. FBI, 658 F.2d 71, 75-76 (2d Cir. 1981) (information con
cerning witness who testified against requester protected under Exemption 6).
But see Ferri v. Bell, 645 F,2d 1213, 1218 (3d Cir. 1981) (public interest in
"~material" concerning possible "deal" between witness and prosecution
outweighs witness' privacy interests).

29 Nadler v. United States Dep't of Justice, 955 F.2d 1479, 1490 (11th Cir.
1992) ("Disclosure of the identities of the FBI's sources will disclose a great
deal about those sources but in this case will disclose virtually nothing about the
conduct of the government. "); Canning v. United States Dep't of th~ Treasury,
No. 91-2324, slip op. at 6 (D.D.C. Apr. 28, 1993) (information that would
identify individuals who cooperated with law enforcement agency is protect
ible); Manna v. United States P~p't of Justice, 815 F. Supp. at 809 (because
organization so retaliatory, names of informants in La Cosa Nostra case safe
guarded); Epps v. United States Dep't of Justice, 801 F. Supp. 787, 793
(D.D.C. 1992) (identities of third parties who provided information to agency
properly withheld), summary affirmance granted in pertinent part, No. 92-5360
(D.C. Cir. Apr. 29, 1993); Johnson v. United States Dep't of Justice, No. 85
714, slip op. at 3 (D.D.C. Nov. 13, 1991) (requester's interest in overturning
his conviction does not outweigh substantial privacy interests of informants).

30 Gabrielli v. United States Dep't of Justice, 594 F. Supp. 309, 313
(N.D.N.Y. 1984); see also Block v, FBI, No. 83-813, slip op. at 11 (D.D.C.
Nov. 19, 1984) ("(Requester's} personal interest in knowing who wrote letters
concerning him . . . is not sufficient to demonstrate a public interest. ") (Ex
emption 6).

31 Compare Myers v. United States Dep't of Justice, slip op. at 3-6 ("no
privacy interest exists" as to names of law enforcement personnel who testified
at requester's trial) with Prows v. United States Dep't of Justice, No. 87-1657,
slip op. at 6 (D.D.C. Apr. 13, 1989) ("[T]he protection of Exemption 7(C) is
not waived by the act of testifying at trial. "), summary affirmance granted, No.
89-5185 (D.C. Cir. Feb. 26, 1990).

32 See Burge v. Eastburn, 934 F.2d 577, 579 (5th Cir. 1991) (affirming re
fusal, under Exemption 7(C), to confirm or deny existence of information in
FBI files regarding individuals who testified at plaintiffs murder trial); Engel
king v. DEA, No. 91-0165, slip op. at 7-8 (D.D.C. Nov. 30, 1992) (even

(continued...)
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actually testifies retains a substantial privacy interest, the privacy of someone
w~o is identified only as a potential witness likewise should be preservedY

Moreover, courts have consistently recognized that the mere passage of
time will not ordinarily diminish the applicability of Exemption 7(C).34 This
may be especially true in instances in which the information was obtained
through questionable law enforcement investigations. 35 In fact, the "practical
obscurity" concept expressly recognizes that the passage of time may increas~

the privacy interest at stake when disclosure would revive information that was

'32( •••continued)
though information sought is available in requester's trial transcript, Exemption
7(C) protects information about people who were implicated, involved, or were
associated with requester); Jones v. FBI, No. C77-100l, slip op. at 13 (N.D.
Ohio Aug. 12, 1992) ("fact that a person has given testimony at trial does not
mean that person has waived his or her privacy for all purposes") (appeal pend
ing); Curro v. United States Dep't of Justice, No. 90-1887, slip op. at 5
(D.D.C. Mar. 20, 1991) ("[W]itness[es] who testify at criminal trial do not
forfeit their privacy interests, except, perhaps, as to the public testimony. If); ~
alsQ Pittman v. Phillips, No. 91-3146, slip op. at 2-4 (D.D.C. Oct. 8, 1992)
(protecting names of law enforcement officers in audiotape recordings made of
requester's plea-bargain negotiations with government agents).

33 See Watson v. United States Dep't of Justice, 799 F. $upp. 193, 196
(D.D.C. 1992) (identities of potential witnesses protectible); Harvey v. United
States Dep't of Justice, 747 F. Supp. 29, 37 (D.D.C. 1990).

34 See, e.g., Maynard v. CIA, 986 F.2d at 566 n.21 (effect of passage of
time upon individual's privacy interests found "simply irrelevant"); Fitzgibbon
v. CIA, 911 F.2d at 768 (passage of more than 30 years irrelevant where rec
ords reveal nothing about government activities); Keys v. United States Dep't
of Justice, 830 F.2d at 348 (passage of 40 years did not "dilute the privacy
interest as to tip the balance the other way"); King v. United States Dep't of
Justies:, 830 F.2d 210, 234 (D.C. Cir. 1987) (rejecting argument that passage
of time diminished privacy interests at stake in records more than 35 years old);
Diamond v. FBI, 707 F.2d 75, 77 (2d Cir. 1983) ("the danger of disclosure
may apply to old documents"), cert. denied, 465 U.S. 1004 (1984); Simon v.
United States Dep't of Justice, 752 F. Supp. at 20 (The "pa~sage.of almost
forty years does not so abate the privacy interests at stake in a C,Ontroversial
case of this kind. "); Stone v. FBI, 727 F. Supp. at 664 (FBI agents who partici
pated in an investigation over 20 years ago, even one as well known as RFK
assassination, Ifhave earned the right to be 'left alone' unless an important pub
lic interest outweighs that right. "); Branch v. FBI, 658 F. Supp. at 209 (The·
"privacy interests of the persons mentioned in the investigatory files do not
necessarily diminish with the passage of time. ").

35 See. e.g., Dunaway v. Webster, 519 F. Supp. 1059, 1079 (N.D. Cal.
1981) ("[The target of a McCarthy era investigation] may ... deserve greater
protection, because the connection to such an investigation might prove particu
larly embarrassing or damaging. ").
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once public knowledge but has long since faded from memory.:l6

An individual's Exemption 7(C) privacy interest is not extinguished mere
ly because a requester might on his own be able to "piece together" the iden
tities of third parties whose names have been deleted.37 Nor do persons men
tioned in law enforcement records lose aU their rights to privacy merely be
cause their names have been disclosed.38 Similarly, "[tlhe fact that one docu
ment does disclose some names . . . does not mean that the privacy rights of
these or others are waived; [requesters] do not have the right to learn more
about the activities and statements of persons merely because they are men
tioned once in a public document about the investigation. "39

36 See Reporters Committee, 489 U.S. at 767 ("[Olur cases have also rec
ognized the privacy interest inherent in the nondisclosure of certain information
even where the information may at one time have been public. "); Rose v. De
partment of the Air Force. 495 F.2d 261, 267 (2d Cir. 1974) ("[A] person's
privacy may be as effectively infringed by reviving dormant memories as by
imparting new infonnation.") (Exemption 6), affd, 425 U.S. 352 (1976). But
~ Outlaw v. United States Dep't of the Army, 815 F. Supp. 50S, 506
(D.D.C. Mar. 25, 1993) (agency must release 25-year-old photographs of
murder victim with no known surviving next of kin; murder is "surely long
forgotten by whatever public noticed it at the time"); SUets y. FBI, 591 F.
Supp. at 498 (" [W}here documents are exceptionally old, it is likely that their
age has diminished the privacy interests at stake. "); Wilkinson v. FBI, 633 F.
Supp. 336, 345 (C.D. Cal. 1986) ('''There is likely to be little fear of retali
ation, humiliation, or embarrassment over twenty years after the events.'"
(quoting Powell v. United States Dep't of Justice, 584 F. Supp. 1508, 1526
(N.D. Cal. 1984)).

37 Weisberg v. United States Pep't of Justice, 745 F.2d 1476, 1491 (D.C.
Cir. 1984); see also L&C Marine Transp., Ltd. v, United States. 740 F.2d at
922 ("An individual does not lose his privacy interest under 7(C) because his
identity . . . may be discovered through other means."); Larson v. ExeQutive
Office for United States Attorneys, No. 85-2575, slip op. at 5 n.6 (D.D.C.
Nov. 22, 1988) ("[T]he fact that [the requester] might know the names of some
agents and witnesses who testified against him (as he alleges] does not justify
release of documents that mayor may not contain similar information. ").

38 See, e.g., Hunt v. FBI, 972 F.2d at 288 ("public availability" of accused
FBI agent's name does not defeat privacy protection and "would make redaction
of (the agent's name in] the file a pointless exercise"); Fitzgibbon v, CIA, 911
F .2d at 768 (fact that CIA or FBI may have released information about individ
ual elsewhere does not diminish that individual's "substantial privacy inter
ests"); Engelking v. DEA, slip op. at 7-8 (even though information sought is
available in requester's trial transcript, Exemption 7(C) protection remains).
But see Grove v. CIA, 752 F. Supp. 28, 32 (D.D.C. 1990) (FBI must further
explain Exemption 7(C) withholdings in light of highly publicized. nature of
investigation and fact that CIA and Secret Service released other records per
taining to same individuals).

39 Kirk v. United States Dep't of Justice, 704 F. Supp. at 292.
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EXEMPTION 7(C)

Under the traditional Exemption 7(C) analysis, once a privacy interest
had been identified and assessed, it is balanced against any public interest that
would be served by disclosure. 4o And under Reporters Committee the stand
ard of public interest to consider is one specifically limited to the FOIA's "core
purpose" of "shed[ding} light on an agency's performance of its statutory
duties. "41 Accordingly, for example, the courts have consistently refused to
recognize any public interest, as defined by Reporters Committee, in disclosure
of information to assist a convict in challenging his conviction.42 Indeed, a

40 See Massey v. FBI, slip op. at 5676 (once agency establishes that privacy
. interest exists, that interest must be balanced against value of information in
furthering FOIA's disclosure objectives); Church of Scientology Int'! v. IRS,
995 F.2d at 921 (case remanded where district court failed to determine wheth
er public interest in disclosure outweighed privacy concerns); Keys v. United
States Dep't of Justice, 830 F.2d at 346; Globe Newspaper Co. v. FBI, No. 91
13257, slip op. at 10 (D. Mass. Dec. 29, 1992) (public interest in disclosing
amount of money government paid to officially confirmed informant guilty of
criminal wrongdoing outweighs 'informant's de minimis privacy interest);
Church of Scientology v. IRS, 816 F. Supp. at 1160 (while employees have
privacy interest in their handwriting, that interest does not outweigh public in
terest in disclosure of information contained in documents not otherwise
exempt; agency must, at requester's expense, transcribe and disclose documents
not otherwise exempt); Harvey v. United States Dep't of Justice, 747 F. Supp.
at 36; Albuquerque Publishing Co. v. United States Dep't of JustiCe, 726 F.
Supp. at 855; see alsQ FOIA Update, Spring 1989, at 7. .

41 489 U.S. at 773.

42 See. e,g., Hale v. United States Dep'l of Justice, 973 F.2dat 901 (no
FOIA-recognized public interest in death-row inmate's allegation of unfair
trial); Landano v. United States Dep't of Justice, 956 F.2d 422, 430 (3d Cir.
1992) (no public interest in disclosure of identities of individuals involved in
murder investigation because such release would not shed light on how FBI
fulfllls its responsibilities), cert. denied, 113 S. Ct. 197 (1992); Burge v. East
bum, 934 F.2d at 580 ("requester's need, however significant, does not warrant
disclosure"); Neill v, United States Pep't of Justice, No. 91-3319, slip op. at 5
6 (D.D.C. July 20, 1993) (Exemption 7(C) protects information notwithstanding
claim that withholding identities of individuals involved in investigation of
plaintiff would violate "~doctrine"); Durham v. United States Postal
Serv., No. 91·2234, slip op. at 4-5 (D.D.C. Nov. 25, 1992) ("C;ilomar" re
sponse appropriate even though plaintiff argues information would prove his
innocence), summary affirmance granteQ, No. 92-5511 (D.C. Cir. July 27,
1993); lQhnson v. United States Dep't of Jy§tice, slip op. at 3 (in absence of
compelling evidence of agency misconduct, plaintiffs contention of "indirect
public purpose»--collateral attack on his criminal conviction-does not outweigh
substantial privacy interests of informants); Wagner v. FBI, No. 90-1314, slip
op. at 6-7 (D.D.C. June 4, 1991) (public interest "is that of the public at large
in investigating the actions of government agencies, not plaintiffs interest"),
sUlIlJ1lary affirmance granted, No. 91-5220 (D.C. Cir. Aug. 3, 1992); Curro v,
United States Dep't of Justice, slip op. at 5 ("plaintiff cannot use the FOIA as a

(continued...)
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FOIA requester's private need for information in connection with litigation
plays no part in whether disclosure is warranted.43 Unsubstantiated allegations
of official misconduct have been held insufficient to establish a public interest
in disclosure.44 Further, it has been held that no public interest exists in fed
eral records that lJlight reveal alleged misconduct by state officials;45 such an
attenuated interest "falls outside the ambit of the public interest the FOIA was
enacted to serve. ,,46

It is important to remember that a requester must do more than identify a
pUblic interest that qualifies for consideration under Reporters Committee. He
or she must demonstrate that the public interest in disclosure is sufficiently

42(...continued)
substitute for criminal discovery"); Johnson v. United States Dep't of Justice,
758 F. Supp. 2, 5 (D.D.C. 1991) ("Resort to Brady v. Maryland as grounds
for waiving confidentiality [under Exemptions 7(C) and 7(D)] is ... outside
the proper role of the FOIA. Exceptions cannot be made because of the subject
matter or (death"row status] of the requester. ").

43 Massey v. FBI, slip op. at 5677 (mere possibility that information sought
may aid individual in pursuit of litigation does not give rise to public interest);
Andrews v. United States Dep't of Justice, 769 F. Supp. 314, 317 (E.D. Mo.
1991) (no public interest in satisfaction of private judgments); see also Johnson
v. Federal Bureau of Prisons, No. CV-90-H"645-E, slip op. at 8 (N.D. Ala.
Nov. 1, 1990) (citing L&C Marine Transp.. Ltd. v. United States, 740 F.2d at
923); Joslin v. United States Dep't of Labor, No. 88-1999, slip op. at 8 (10th
Cir. Oct. 20, 1989) (no public interest in release of documents sought for use in
private tort litigation). But see Outlaw v, United States Dep't of the Army, 815
F. Supp. at 506 (agency must release 25-year-old photographs of murder vic
tim; obvious public interest in disclosure as check on administration of justice).

44 See. e.g., Beck v. Department of Justice, 997 F.2d 1489, 1492-94 (D.C.
Cir. 1993) (agency properly "Glomarized" request for records concerning al
leged wrongdoing by two named employees; no public interest absent any evi
dence of wrongdoing); KTV¥-TV v. United States, 919 F.2d at 1470 (allega
tions of "possible neglect"); Manchester v. DEA, 823 F. Supp. at 1271 (sweep
ing allegations of governmental misconduct); Wagner v. FBI, slip OPT at 6-7
(allegations that agents conducted warrantless search of plaintiffs home). But
see Providence Journal Co. v. United States Dep't of the Army, 981 F.2d 552,
567-69 (1st Cir. 1992) (aberrational finding of public interest in disclosure of
unsubstantiated allegations against two senior officials); McCutchen v. HHS,
No. 91-142, slip OPT at 10-13 (D.D.C. Aug. 24, 1992) (refusing to protect
identities of agency scientists found not to be engaged in alleged scientific
misconduct) (Exemptions 6 and 7(C) (appeal pending).

45 Landano v. United States Dep't of Justice, 956 F.2d at 430 (There is "no
FOIA-recognized public interest in discovering wrongdoing by a state agen-
cy. ").

46 Reporters Committee, 489 U.S. at 775; see also FOrA Update, Spring
1991, at 6 (explaining that IIgovernment activities II in Reporter's Committee
standard means activities of federal government).
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EXEMPTION 7(C)

compelling to overcome legitimate privacy interests.41 Of course, "[w]here
the requester fails to assert a public interest purpose for disclosure, even a less
than substantial invasion of another's privacy is unwarranted. ,,48 Moreover, it
should be remembered that any special expertise claimed by the requester is ir
relevant in assessing any public interest in disclosure. 49 In the wake of Report
ers Committee, the public interest standard will ordinarily not be satisfied
where FOIA requesters seek law enforcement information pertaining to living
individuals. so

47 See Senate of P.R. v. United States Dep't of Justice, 823 F.2d 574, 588
(D.C. Cir. 1987) (general interest of legislature in "getting to the bottom" of
highly controversial investigation held not sufficient to overcome "substantial
privacy interests"); Fitzgibbon v. United States Secret Serv., 747 F. Supp. 51,
59 (D.D.C. 1990) (pUblic interest in.alleged plot in United States by agents of
now.deposed dictatorship held insufficient to overcome "strong privacy inter
ests"); Stone v. FBI, 727 F. Supp. at 667·68 n.4 ("[N]ew information consid
ered significant by zealous students of the RFK assassination investigation
would be nothing more than minutia of little or no value in terms of the public
interest. "); Aleman v. Shapiro, No. 85-3313, slip op. at 5 (D.D.C. May 5,
1987) (plaintiff must assert sufficient public interest in disclosure to outweigh
privacy interest of individuals mentioned in law enforcement files).

48 King v. United States Dep't of Justice, 586 F. Supp. 286, 294 (D.D.C.
1983), affd, 830 F.2d 210 (D.C. CiT. 1987); see also Beck v. Department of
Justice, 997 F.2d at 1494 (where request implicates no public interest at aU,
court" 'need not linger over the balance; something ... outweighs nothing
every time'" (quoting National Ass'n of Retired Fed. Employees v. Horner,
879 F.2d 873, 879 (D.C. Cir. 1989), cert. denied, 494 U.S. 1078 (1990»)
(Exemptions 6 and 7(C»; Fitzgibbon v. CIA, 911 F.2d at 768 (same); FOrA
Update, Spring 1989, at 7.

49 See Massey v. FBI, slip op. at 5677 (identity of requesting party and use
that party plans to make of requested information "has no bearing" on assess
ment of public interest served by disclosure); Stone v. FBI, 727 F. Supp. at
668 n.4 (court looks to public interest served by release of information. "not to
the highly specialized interests of those individuals who understandably have a
greater personal stake in gaining access to that information").

so See, e.g., Maynard v. CIA, 986 F.2d at 566 (no public interest in disclo
sure of information concerning low-Level FBI employees and thi~d parties);
Fitzgibbon v. CIA, 911 F.2d at 768 ("[T]here is no reasonably conceivable way
in which the release of one individual's name . . . would allow citizens to know .
'what their government is up to. ", (quoting Reporters Committee, 489 U.S. at
1481); Stone v. FBI, 727 F. Supp. at 666-67 (no public interest in disclosure
of identities of low-level FBI agents who participated in RFK assassination
investigation); Albuquerque Publishing Co. v. United States Dep't of Justice,
726 F. Supp. at 855~56 (no public interest in disclosure of information DBA
obtained about individuals and their activities, where such material would not
shed light on DEA's conduct with respect to its investigation); see also KTVY
TV v. United States, 919 F.2d at 1470 (disclosure of identities of witnesses and

(continued.. .)
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In Re120rters Committee, the Supreme Court emphasized the desirability
of establishing "categorical balancing" under Exemption 7(C) as a means of
achieving "workable rules" for processing FOIA requests. 5l In so doing, it
recognized that entire categories of cases can piOpeily receive uniform disposi
tion "without regard to individual circumstances; the standard virtues of bright
line rules are thus present, and the difficulties attendant to ad hoc adjudication
may be avoided. "52 This approach, in conjunction with other elements of Re
porters Committee and tipditional Exemption 7(C) principles, subsequently led
the D.C. Circuit to largely eliminate the need for case-by~case balancing in
favor of "categorical" withholding of individuals' identities in law enforcement
records. 53

In SafeCard Services, Inc. v. SEC, the plaintiff sought information per
taining to an SEC investigation of manipulation of SafeCard stock, including
"names and addresses of third parties mentioned in witness interviews. of cus
tomers listed in stock transaction records obtained from investment compafljes,
and of persons in correspondence with the SEC. ,,54 Reiterating the fundamen~

tally inherent privacy interest of individuals mentioned in any way in law en
forcement files,55 the D.C. Circuit found that the plaintiff's asserted public
interest--urovidiUl! the uublic "with insillht into the SEC's conduct with resuect
to SafeC~rd"~-wa~ "notjust less sUbstamial [butl insubstantial. lf56 Based upon
the Supreme Court's endorsement of categorical rules in Reporters Committee,
it then further determined that the identities of individuals who appear in law
enforcement files would virtually never be "very probative of an agency'~

behavior or performance. "57 It observed that such information would serve a
"significant" public interest only if "there is compelling evidence that the agen
cy ... is engaged in illegal activity."58 Consequently, the D.C. Circuit held

50(. •.continued)
third parties would not further plaintiffs unsupported theory that post office
shootings could have been prevented by postal authorities); Halloran v. VA,
874 F.2d 315, 323 (5th Crr. 1989) (1f[~y1]erely stating t.iat the interest exists in
the abstract is not enough; rather, the court should have analyzed how that
interest would be served by compelling disclosure. If); FOIA Update, Spring
1989, at 6.

51 Reporters Committee, 489 U.S. at 776-80.

52 ld. at 780.

53 See SafeCard Servs .. Inc. v. SEC, 926 F.2d at 1206.

54 Id. at 1205.

55 See id. (recognizing privacy of suspects, witnesses and investigators).

56 Id.

57 Id.

58 rd. at 1206; cf. Dunkelberger v. Department of Justice, 906 F.2d at 782
(finding some cognizable public interest in "FBI agent's alleged participation in

(continued ...)
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that "unless access to the names and addresses of private individuals appearing
in files within the ambit of Ex.emption 7(C) is necessary in order to confirm or
refute compelling evidence that the agency is engaged in illegal activity, such
information is [categorically] exempt from disclosure. "59

Protecting the privacy interests of individuals who are the targets of
FOIA requests and are named in investigatory records requires special proce
dures. Many agencies with criminal law enforcement responsibilities follow the
approach of the FBI, which is to respond to FOIA requests for records concern
ing other individuals by refusing to confirm or deny whether such records exist.
Such a response is necessary because, as previously discussed, members of the
public may draw adverse inferences from the mere fact that an individual is
mentioned in the files of a criminal law enforcement agency.60

Therefore, except where the third-party subject is deceased or provides a
written waiver of his privacy rights, law enforcement agencies should categor
ically "Glomarize" all such third-party requests--refusing either to confirm or
deny the existence of responsive records--in order to protect the privacy of
those who are in fact the subject of or mentioned in investigatory files.61 (Pri
or to Reporters Committee, before an agency could give such a response, it was
required to check the requested records, if any existed, for any official ac
knowledgment of the investigation (e.g., as a result of prosecution) or for any

~8( ...continued)
a scheme to entrap a public official and in the manner in which the agent was
disciplined"). But see Providence Journal Co. v. United States Dep't of the
Army, 981 F.2d at 567-69 (exceptional finding of public interest in disclosure
of unsubstantiated allegations); M«~utchen v. HHS, slip op. at 10 (finding
significant public interest in disclosing identities of scientists investigated on
(and ultimately cleared 00 charges of scientific misconduct, based upon belief
that such disclosure would foster greater public oversight).

59 .SafeCard Servs., Inc. v. SEC, 926 F.2d at 1206; see. e.g" Coleman v.
FRI,No. 89 p 2773, slip op. at 16 (D.D.C. Dec. 10, 1991) (citing Safc;Card
Servs.. Inc. v. SEC, 926 F.2d at 1205-06», symroary affinnance granted, N.o.
92-5040 (D.C. Cir. Dec. 4, 1992).

60~ Ray v. United States Qep't of Justice, 778 F. Supp. at 1215; FOIA
Update, Summer 1989, at 5; FOIA Update, Winter 1986, at 3-4 ("OIP Guid
ance: Privacy 'Glomarization"'); FOIA Update, Sept. 1982', at fl.; see also 
Massey v. FBI, slip op. at 5675 (tlindividuals have substantial- privacy interests
in information that either confirms or suggests that they have been subject to
criminal investigations or proceedings"); Antonelli v. FBI, 721 F.2d at 617
("even acknowledging that certain records are kept would jeopardize the privacy
interests that the FOIA exemptions are intended to protect").

61 See Antonelli v. FBI, 721 F.2d at 617 ("Glomar" response appropriate
for third-party requests where requester has identified no public interest in
disclosure); Durham v. United States Postal Serv., slip op. at 4-5 ("Glomar"
response concerning possible subject of murder investigation warranted); FOIA
Update, Summer 1989, at 5; FOIA Update, Winter 1986, at 3-4.
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overriding public interest in disclosure that would render "Glomarization" inap
plicable. However, in Reporters Committee, the Supreme Court eliminated the
need to consider whether there has been a prior acknowledgment when it ex
pressly "recogniz.ed the privacy interest inherent in the nondisclosure of certain
information even where the information may have been at one time public. ,,62

Further. as the very fact of an arrest and conviction of a person, as reflected in
his FBI "rap sheet," creates a cognizable privacy interest, any underlying inves
tigative file, containing a far more detailed account of the subject's activities,
gives rise to an even greater privacy interest.63)

At the litigation stage, the agency must demonstrate to the court, either
through a Vaughn affidavit or an in camera submission, that its refusal to con
firm or deny the existence of responsive records is appropriate.64 Although
this "refusal to confirm or deny" approach is now widely accepted in the case
law,65 several cases have illustrated the procedural difficulties involved in de-

62 489 U.S. at 767.

63 See FOIA Update, Summer 1989, at 5 (under Reporters Committee, Ex
emption 7(C) "Glomarization" can be undertaken without review of any re
sponsive records, in response to third-party requests for routine law enforce
ment records pertaining to living private citizens who have not given consent to
disclosure); see also FOIA Update, Spring 1991, at 6 (warning agencies not to
notify requesters of identities of other agencies to which record referrals are
made, in any exceptional case in which so doing would reveal sensitive abstract
fact about existence of records).

64 See Ely v. FBI, 781 F.2d 1487, 1492 n.4 (11th Cir. 1986) ("the govern
ment must first offer evidence, either publicly or in camera to show that there
is a legitimate claim"); Grove v. CIA, 752 F. Supp. at 30 (agency required to
conduct search to properly justify use of "Glomar" response in litigation).

65 See, e.g., Reporters Committee, 489 U.S. at 757 (request for any "rap
sheet" on defense contractor); Beck v. Department of Justice, 997 F.2d at
1493-94 (request for records concerning alleged wrongdoing by two named
DEA agents); Dunkelberger v. Department of Justice, 906 F.2d at 780, 782
(request for information that could verify alleged misconduct by an undercover
FBI agent); Freeman v. United Stgtes Dep't of Justice, No. 86-1073, slip op. at
2 (4th Cir. Dec. 29, 1986) (request for alleged FBI informant file of Teamsters
president); Strassman v. United States Dep't of Justice, 792 F.2d 1267, 1268
(4th Cir. 1986) (request for records allegedly indicating whether gover-nor of
West Virginia threatened to invoke Fifth Amendment); Antonelli v! FBI, 721
F.2d at 616-19 (prisoner seeking flies on eight third parties); Durham v. United
States Postal Serv., slip op. at 4-5 (prisoner seeking file on possible suspect in
murder investigation); Ray v, United States Dep't of Justice, 778 F. Supp. at
1215 (request for any records reflecting results of INS investigation of alleged
employee misconduct); Knight Publishing Co. v. United States Dep't of Justice,
No. 84-510, slip op. at 1-2 (W.D.N.C. Mar. 28,1985) (newspaper seeking any
DBA investigatory file on governor, lieutenant governor or attorney general of
North Carolina); Ray v. Department of Justice, No. 3-84-1234, slip op. at 2-3

(continued...)
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fending a "Glomar" response when the requester's "speculation" as to the con
tents of the records (if any exist) raises a qualifying public interest.66 And
when a third-party request is made for both administrative and investigatory
records, an agency may need to bifurcate the request: The agency can provide
a substantive response to the administrative records aspect and a "Glomar" re
sponse to the investigatory records aspect of the request. 67

The significantly lessened certainty of harm now required under Exemp
tion 7(C) and the approval of "categorical II withholding of privacy-related law
enforcement information in most instances should permit agencies to afford full
protection to personal privacy interests in law enforcement files wherever it can
reasonably be foreseen that those interests are threatened by a contemplated
FOIA disclosure. 68

6S( •• •continued)
(M.D. Tenn. Nov. 28, 1984) (convicted killer of Dr. Martin Luther King, Jr.,
seeking file on former Tennessee state senator who, introduced legislation which
would bar convicts from' receiving payment for literary works); Ely v, Secret
Serv" No. 83-2080, slip op. at 1-2 (D.D.C. Dec. 14, 1983) (inmate seeking
file on third party "wen known to plaintifflt

); Ray v. United State~ Delft of
Justice, 558 F. Supp. 226, 228-29 (D.D.C. 1982) (convicted killer of Dr.
Martin Luther King, Jr., seeking any file on his former attorney, Percy Fore
man, or Congressman Louis Stokes), affd, 720 F.2d 216 (D.C, Cir. 1983)
(table cite); Blakey v. Department of Justice, 549 F. Supp. 362, 365-66
(D.D,C. 1982) (professor seeking any records relating to a minor figure in in
vestigation of assassination of President Kennedy who was indexed under topics
other than Kennedy assassination), affd in part & vacated in part, 720 F.2d
215 (D.C. Cir. 1983) (table cite); Rushford v. Civiletti, 485 F. Supp. at 479~81
(reporter seeking criminal files on federal judges).

66 See Shaw v, FBI, 604 F. Supp. 342, 344-45 (D.D.C, 1985) (requester
seeking any investigatory files on individuals whom he believed participated in
assassination of President Kennedy); Flynn v. United States Dep't of Justice,
No. 83-2282, slip OPT at 1-3 (D.D.C. Feb. 18, 1984) (allegation of documents
reflecting judicial bias), summary judgment for agency granted (D.D,C. Apr. 6,
1984); see also Knight Publishing Co. v. United States Dep't pi Justice, slip
OPT at 2 (on motion to compel unsealing of in camera affidavit).

61 See, e.g., Grove v. Department of Justice, 802 F. Supp. at 510-11 (agen
cy conducted search for administrative records sought but "Glomarized" part of
request concerning investigatory records); accord Gardels v. CIA, 689 F.2d
1100, 1103 (D.C. Cir. 1981) (early "Glomarization" case bifurcating between
classified and unclassified activities) (Exemptions 1 and 3).

68 See Attorney General's Memorandum at 9-12; see also Stonev. FBI, 727
F. Supp. at 665 (discussing breadth of Exemption 7(C) protection after 1986
FOIA amendments).
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EXEMPTION 7(D)

It has long been recognized that Exemption 7(0) of the FOIA, which
protects against disclosure of information pertaining to confidential sources, af
fords the most comprehensive protection of all of the FOIA's law enforcement
exemptions. Moreover, the Freedom of Information Reform Act of 1986 sig
nificantly strengthened the protections of Exemption 7(D) in a number of re
spects. 1

As amended, Exemption 7(D) provides protection for "records or infor
mation compiled for law enforcement purposes [which} could reasonably be
expected to disclose the identity of a confidential source, including a State,
ioeal, or foreign agency or authority or any private institution which furnished
information on a confidential basis, and, in the case of a record or information
compiled by a criminal law enforcement authority in the course of a criminal
investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source. tl2

Although in some respects the 1986 FOIA amendments essentially codi
fied what had been the prevailing judicial interpretation of the prior language of
t"le exemption, in ot.'1er areas the amendments represent a significant expansion
of the exemption's shield for confidential sources. Both Congress and the
courts have clearly manifested their appreciation that a "robust" Exemption
7{D) is crucial3 to ensuring that "confidential sources are not lost through retal
iation against the sources for past disclosure4 or because of the sources' fear of

1 See Irons v. FBI, 880 F.2d 1446, 1452 (lst Cir. 1989) (en bane) ('''In
1986 Congress acted again to ... broaden the reach of this exemption and to
ease considerably a Federal law enforcement agency's burden in invoking it. "')
{quoting Irons v. FBI, 811 F.2d 681, 687 (lst Cir. 1987»; Fisher v. United
States Dep't of Justice, 772 F. Supp. 7, 11 (D.D.C. 1991) (same); Attorney
General's Memorandum on the 1986 Amendments to the Freedom of Informa
tion Act 13-15 (Dec. 1987) [hereinafter Attorney Q!!Cneral's Memorandum].

25 U.S.C. § 552(b)(7)(D) (1988).

3 Brant Constr. Co. v. EPA, 778 F.2d 1258, 1262 (7th Cir. 1985); Johnson
v. United States Dep't of Justice, 739 F.2d 1514, 1518 (10th Cir. 1984).

4 See, e.g., KTVY-TV v. United States, 919 F.2d 1465, 1470-71 (10th Cir.
1990) (per curiam) ("indications of fear of harassment and embarrassment sup
port an implied request for confidentiality"); Keys v. United States Dep't of
Justice, 830 F.2d 337, 345-46 (D.C. Cir. 1987) (fear of "harassment, ridicule
or retaliation" by interviewees justifies nondisclosure); Williams v. FBI, 822 F.
Supp. 808, 814 (D.D.C. 1993) (same); Engelking v. DEA, No. 91-165, slip
op. at 9 (D.D.C. Nov. 30, 1992) ("assistance ... would be inhibited as a
result of fear of exposure and possible retaliation"); Helmsley v. United States
Dep't of Justice, No. 90-2413, slip op. at 13 (D.D.C. Sept. 24, 1992) ("infor
mation . . . must be afforded protection to ensure that cooperating private
citizens will not be SUbjected to harassment and will continue to cooperate");

(continued...)
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future disclosure. u5

As previously noted, the shift from the "would constitute" to the "could
reasonably be expected to constitute" standard in the threshold of the exemption
should "ease considerably" a federal law enforcement agency's burdens in
justifying withholding.6 Moreover, by specifically identifying particular cate
gories of individuals and institutions to be included in the term "source," the
FOIA Reform Act enacted into positive law the position reflected in the legisla
tive history of the 1974 amendments to the FOIA: that the term "confidential
source II was chosen by design to encompass a broader group than would have
been included had the term "informer" been used.7

4 ( •••continued)
Gula v. Meese, 699 F. Supp. 956, 960 (D.D.C. 1988) ("[Sluccess of law en
forcement investigations rests upon information provided by individuals who
may be exposed to relentless harassment and possible harm if their identities
were revealed. "); se~ also Struth v. FBI, 673 F. Supp. 949, 965 (E.D. Wis.
1987) ("[T]his exemption need hot be construed narrowly because, in enacting
it, Congress displayed an intent to preserve, not destroy, confidentiality in
certain necessary situations. ").

s See, e.g., McDonnell v. United States, No. 91-5916, slip op. at 53 (3d
Cir. Sept. 21, 1993) ("goal of Exemption 7(D) [is] to protect the ability of law
enforcement agencies to obtain the cooperation of persons having relevant in
formation and who expect a degree of confidentiality in return for their cooper
ation") (to be published); Providence Journal Co. v. United States Dep't of the
Arm,y, 981 F.2d 552, 563 (1st Cir. 1992) (Exemption 7(0) intended to avert
"drying-up" of sources); Nadler v. United States Dep't of Justice, 955 F.2d
1479, 1486 (11th Cir. 1992) ("[Flear of exposure would chill the public's will
ingness to cooperate with the FBI ... (and] would deter future cooperation. ");
Shaw v. FBI, 749 F.2d 58, 61 (D.C. Cir. 1984) (purpose of Exemption 7(D) is
lito prevent the FOIA from causing the 'drying up' of sources of information in
criminal investigations"); Johnson v. United States Dep't of Justice, 739 F.2d at
1514 (same); He1rnsley v. United States Dep't of Justice, slip op. at 13 ("re
lease of the confidential source information would chill cooperation with the.
government"); Wagoner v. United States Postal Serv., No. 91-1529, slip op. at
9 (D.D.C. Feb. 5, 1992) (Information "must be afforded protection to ensure
that cooperating private citizens will not be subjected to harassment and will
continue to cooperate. "), summary affirmance granted, No. ,92-5101 (D.C. Cir.
Dec. 10, 1992); Fitzgibbon v. United States Secret Serv., 747 F. Supp. 51, 60
(D.D.C. 1990) (noting "law enforcement's interest in assuring future sources
that their identities will remain confidential").

6 United States Dep't of Justice v. Reporters Comm. for Freedom of the
Press, 489 U.S. 749, 756 n.9 (1989); see also Providence Journal Co. v. Unit~

cd States Dep't of the Army, 981 "F.2d at 564 n.14 ("1986 amendment eased
the government's burden of proof substantially"); Attorney General's Memoran
dum at 9-13.

7 See S. Conf. Rep. No. 1200, 93d Cong., 2d Sess. 13 (1974), reprinted in
1974 U.S.C.C.A.N. 6285, 6291.
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By its own terms, however, this statutory enumeration is not exhaustive.
The term "source" historically has been interpreted to include a broad variety of
individuals and institutions not legislatively specified, such as crime victims,8
citizens providing unsolicited allegations of misconduct,9 citizens responding to
inquiries from law enforcement agencies, 10 private employees responding to an
OSHA investigation of an industrial accident.1I prisoners.12 mental healthcare
facilities,13 ancl commercial or financial institutions. 14 Both the statute and
the case law have recognized that sources include state and local law enforce
ment agencies lS and that they include foreign law enforcement agencies as

8 See. e.g.• Coleman v. FBI. No. 89-2773. slip op. at 21 (D.D.C. Dec. 10,
1991). summary affirmance granted, No. 92-5040 (D.C. Cir. Dec. 4, 1992);
Gula v. Meese, 699 F. Supp. at 960.

9 See. e.g., Brant Constr. Co, v. EPA, 778 F.2d at 1263; Pope v. United
States, 599 F.2d 1383, 1386-87 (5th Cir. 1979); MQbil Oil Com. v. ErC. No.
74-Civ-311, slip op. at 3 (S.D.N.Y. Dec. 7, 1978).

10 See. e.g" Providence Journal Co. v. United States Dep't of the Army,
981 F.2d at 565; Miller v. Bell, 661 F.2d 623. 627-28 (7th Cir. 1981), cert.
denied, 456 U.S. 960 (1982). .

11 See. e.g., !&C Marine Transp" L,td. v. United States, 740 F.2d 919,
924-25 (11th Cir. 1984).

12 IQhnson v. Federal Bureau of Prisons, No. CV-90-H-645-E, slip op. at
6-7 (N.D. Ala. Nov. 1, 1990).

13 Se~. e.g., Sanders v. United States pep't of Justice, No. 91-2263, slip
op. at 9 (D. Kan. Apr. 21, 1992).

14 See, e.g., Jones v. FBI, No. C77-1001, slip op. at 16 (N.D. Ohio June
2, 1991) (magistrate's recommendation), adopted (N.D. Ohio Aug, 12, 1992)
(appeal pending); Coleman y. FBI, slip op. at 22; McCoy v. Moschella, No.
89-2155, slip op. at 2 (D.D.C. Sept. 30, 1991); Founding Church of Scientol
ogy V. Levi, 579 F. Supp. 1060, 1063 (D.D.C. 1982). affd, 721 F,2d 828
(D,C. Cir. 1983); Biberman v. FBI, 528 F. Supp. 1140, 1143 (S.D.N.Y.
1982); Dunaway v. Webster, 519 F. Supp. 1059, 1082 (N.D. Cal. 1981).

IS See. e.g., Ferguson v. FBI, 957 F.2d 1059, 1068 (2d Cir. 1992); Hop
kinson v. Shillinger, 866 F.2d 1185, 1222 & n.27 (lOth Cir. 1989) (Exemption
7(0) "encourages cooperation and information sharing between local law en
forcement agencies and the FBI. "), cert. denied, 497 U.S. 1010 (1990); Parton
v. United States Dep't of Justice, 727 F.2d 774, 775-77 (8th Cir. 1984) (state
prison officials interviewed in connection with civil rights investigation); Lesar
V. United States Dep't of Justice, 636 F.2d472, 489-91 (D.C. Cir. 1980);
Shafmaster Fishing Co. v. United States, 814 F. Supp. 182, 184 (D.N.H.
1993); Watson v. United States Dep't of Justice, 799 F. Supp. 193, 196
(D.D.C. 1993) (state bureau of investigation); Buffalo Evening News. Inc. v.
United States Border Patrol, 791 F. Supp. 386, 400 (W.D.N.Y. 1992).
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well. 16 Other federal law enforcement agencies, however, should not receive
protection as confidential sources. 17

The same underlying considerations which mandate that a broad spectrum
of individuals and institutions be encompassed by the term "source" also require
that the adjective "confidential" be entitled to a similarly broad construction: It
merely signifies that the information was provided in confidence or in trust,
with the assurance that it would not be disclosed to others. 18 Thus, "the ques·
tion is not whether the requested document is of the type that the agency usual
ly treats as confidential, but whether the particular source spoke with an under
standing that the communication would remain confidential. ,,19 And because

16 See, c.s., Shaw v. FBI, 749 F.2d at 62; Weisberg v. United States Dep't
of Justice, 745 F.2d 1476, 1491·92 (D.C. Cir. 1984); Founding Church of
Scientology y. Regan, 670 F.2d 1158, 1161·62 (D.C. Cir. 1981) (including
foreign Interpol national bureaus), cerro denied, 456 U.S. 976 (1982); Shafmas
ler Fishing Co. v. United States, 814 F. Supp. at 184; Church of Scientology
In1'l V. United States Nat'l Cent. Bureau·lnterpol, No. 89-707, slip op. at 10

.~ (C.D. Cal. Sept. 10, 1991) (foreign Interpol national bureaus). But see also
United States Dep't of Justice v. Landano, 113 S. Ct.2014, 2022 (1993) (es
tablishing more specific evidentiary standard for demonstrating that any such
source provided information based upon an implied understanding of confidenti
ality).

11 See Retail Credit Co. v. FTC, 1976-1 Trade Cas. (CCH) 160,727, at
68,127 n.3 (D.D.C. May 10, 1976); see also FOIA Update, Spring 1984, at 7.

18 See. e.g., Nadler v. llnited States Dep't of Justice, 955 F.2d at 1484;
Dow Jones & Co. v. Department of Justice, 917 F.2d 571,575-76 (D.C. Cir.
1990); Irons v. FBI, 880 F.2d at 1448; Shaw v. FBI, 749 F.2d at 61; Rado
wich v. United States Attorney, Dist. of Md., 658 F.2d 957, 959 (4th Cir.
1981); Coleman v. FBI, slip op. at 22; Borton, Inc. v. OSHA, 566 F. Supp.
1420, 1425 (B.D. La. 1983) (magistrate's recommendation published as "ap
pendix").

19 United States Dep't of Justice V. Landano, 113 S. Ct. at 2019; ~ Mc
Donnell v. United States, slip op. at 54 ("content based test [is] not appropriate
in evaluating a document for Exemption 7(D) status, rather the proper focus of
the inquiry is on the source of the information"); Providence Journal Co. v,
United States D~'t of the Army, 981 F.2d at 563 ("confidential)ty depends not
on [document's] contents but on the terms and circumstances under which"
agency acquired information); Ferguson V. FBI, 957 F.2d at 1069 (key to
withholding under Exemption 7(0) is document content and not circumstances
under which information obtained); Weisberg v. United States Dep't of Justice,
745 F.2d at 1492 ("[T]he availability of Exemption 7(0) depends not upon the
factual contents of the document sought, but upon Whether the §ource was con
fidential. "); Shaw V. FBI, 749 F.2d at 61 (same); Lesar v. United States Dep't
of Justice, 636 F.2d at 492; Gordon V. Thornberg, 790 F. Supp. 374, 377
(D.R.I. 1992) (term "'confidential' means provided in confidence or trust; nei
ther the information nor the source need be 'secret"'); Gale V. FBI, 141 F.R.D.

(continued...)
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the applicability of this exemption hinges on the circumstances under which the
information is provided, and not eXclusively on the harm resulting from disclo
sure (in contrast to Exemptions 6 and 7(C», no balancing test is applied under
Exemption 7(D),20 .

The first clause of Exemption 7(D), with respect to any civil or criminal
law enforcement records, focuses upon the identity of a confidential source,
rather than the information furnished by the source. The 1974 legislative histo
ry of Exemption 7(D), though, plainly evidences Congress's intention to abso-
lutely and comprehensively protect the identity of anyone who provided infor
mation to a government agency in confidence.21 Thus, this exemption's first
clause protects "both the identity of the· informer and information which might .
reasonably be found to lead to disclosure of such identity. n22 Consequently.
the courts have readily recognized that the first clause of Exemption 7(D) safe
guards not only such obviously identifying information as an informant's name
and address,23 but also all information which would "tend to reveal" the
source's identity. 24

19(. •• continued)
94, 98 (N.D. Ill. 1992) ("focusO on the source of the information, not the in
formation itself"); accord Dow Jones & Cg. v. Department of Justice, 917 F.2d
at 575; Schroeder v. FBI, 900 F.2d 333,338 (D.C. Cir. 1990); Lesar v. Uni
ted States Dep't of Justic" 636 F.2d at 492.

20 See. e.g .• McDonnell v, United States, slip op. at 52 (Exemption "7(D)
does not entail a balancing of public and private interests "); Fergusgn y, FBI,
957 F .2d at 1068 ("If we are to hold that the unique circumstances here justify
a deviation from the blanket rule. we would be opening the door for a time
consuming consideration of factors in every situation. "); Nadler v. United
States Dep't of Justice. 955 F.2d at 1487 n.8 ("Once a source has been found
to be confidential, Exemption 7(D) does not require the Government to justify
its decision to withhold information against the competing claim that the pUblic
interest weighs in favor of disclosure. "); Parker v. Department of Justice, 934
F.2d 375, 380 (D.C. Cir. 1991) ("judiciary is not to balance interests under
Exemption 7(D)"); Schroeder v. FBI, 900 F.2d at 336 ("statute admits no such
balancing"); Katz y. FBI. No. 87-3712. slip op. at 9 (5th Cir. Mar. 30, 1988);
Irons v. FBI, 811 F.2d at 685; Brant Constr. Co. v. EPA. 778 F.2d at 1262-63
("Congress has struck the balance in favor of nondisclosure."); Cuc((aro y. Sec
retary of Labor. 770 F.2d 355, 360 (3d Cir. 1985); Sands v. Mumhy, 633 F.2d
968. 971 (lst Cir. 1980).

21 See S. Conf. Rep. No, 1200 at 13.

22 120 Congo Rec. 17033 (1974) (statement of Sen. Hart).

23 See Cuccaro v. Secretary of Labor, 770 F.2d at 359-60; Cleveland &
Vicinity Dist. Council v. United States Dep't of Labor, No. 1:87-2384, slip op.
at 12 (N.D. Ohio Apr. 22, 1992) (magistrate's recommendation), adQPted
(N.D. Ohio May II. 1992).

24 Pollard v. FBI. 705 F.2d 1151. 1155 (9th Cir. 1983); see, e.g., Williams
(continued...)
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Accordingly, protection for source~identifying information extends well
beyond material which is merely a substitute for the source's name. To prevent
indirect identification of a source, even the name of a third party who is not a
confidential source~-but who acted as an intermediary for the source in his
dealings with the agency--can be withheld.2s And when circumstances war
rant, a law enforc~ment agency may employ a "Glomar" response--refusing to
confirm or deny the very existence of records about a particular individual--if a
more specific response to a narrowly targeted request would reflect that he
acted as a confidential source.26 Even greater source-identification protection
is now provided by the "(c)(2) exclusion, "27 which permits a criminal law en
forcement agency to entirely exclude records from the FOIA under specified
circumstances when necessary to avoid divulging the existence of a source
relationship. (See discussion of E~clusions, below.) Additionally, information
provided by a source may be withheld under the first clause of Exemption 7(D)
where disclosure of that information would permit the "linking" of a source to
specific source-provided material. 28

24( •.•continued)
v. FBI, 822 F. Supp. at 812 n.1 & 813-14 (source symbol numbers and source
file numbers); Church of Scientology v. IRS, 816 F. Supp. 1138, 1161 (W.D.
Tex. 1993) ("agency may withhold any portion of the document that would re
veal the identity of the confidential source") (appeal pending); Doe v. United
States Del"! of Justice, 790 F. Supp. 17,21 (D.D.C. 1992) (where source well
known to investigated applicant, agency must protect "even the most oblique in
dications of identity"); Soto v. DEA, No. 90-1816, slip op. at 6 (D.D.C. Apr.
13, 1992) ("'coded' informants" and "dates, locations, and circumstances by
which someone familiar with the criminal enterprise could deduce the inform
ant's identity" protected); Church of Scientology Int'l v. United States Nat'l
Cent. Bureau-Interpol, slip op. at 10 ("information with a realistic likelihood of
disclosing the source's identity may be redacted"); McDonnel) v. United States,
No. 88-3682, slip op. at 45 n.20 (D.N.J. June 10, 1991) (magistrate's recom
mendation), adopted (D.N.J. Sept. 6, 1991) (permanent symbol numbers), MfJ!
in pertinent part & rev'd & remanded, No. 91-5916 (3d Cir. Sept. 21, 1993);
Katz v. Webster, No. 82-Civ-1092, slip op. at 26 (S.D.N.Y. May 20, 1985)
(source and symbol file numbers); Martinez v. FBI, No. 82-1547, slip op. at 13
(D.D.C. Oct. 11, 1983) (same).

2S See Birch v. Postal Serv., 803 F.2d 1206, 1212 (D.C. Cir. 1986); United
Technologies Corp. v. NLRB, 777 F.2d 90, 95 (2d Cir. 1985).

26 See Benavides v. ORA, 769 F. Supp. 380, 381-82 (D.D.C. 1990), rev'd
& remanded on procedural grounds, 968 F.2d 1243, modified, 976 F.2d 751
(D.C. Cir. 1992).

27 5 U.S.C. § 552(c)(2) (1988).

28 L&C Marine Transp., Ltd. v. United States, 740 F.2d at 923-25; see,
~, Stone v. Defense Investigjltive Serv., 816 F. Supp. 782, 788 (D.D.C.
1993) (withholding proper where "information so singular that to release it
would likely identify the individual ") (appeal pending); Barrett v. OSHA, No.
C2-90-147, slip op. at 13 (S.D. Ohio Oct. 18, 1990) (protecting statements

(continued...)
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Informants' identities are protected wherever they have provided informa
tion either under an express promise of confidentiality,29 or "under circum
stances from which such an assurance could be reasonably inferred."30 Courts
have uniformly recognized that express promises of confidentiality are deserv
ing of protection under Exemption 7(D).31 Several courts have held that the
identities of persons providing statements in response to routinely given "unso
licited assurances of confidentiality" are protectable under Exemption 7(0) as
well. 32

Historically, there had existed a conflict in the case law as to the availa
bility of Exemption 7(D) protection for sources who were advised that they

28( •.• continued)
obtained from witnesses regarding single incident involving only three or four
persons).

29 See KTVY-TV v. United States, 919 F.2d at 1470; King v. United States
Dep't of Justice, 830 F.2d 210, 235 (D.C. Cir. 1987); Cleveland & Vicinity
Dist. Council v. United States Dep't of Labor, slip op. at 14 (telling interview
ees "that their identities, aswell as any information they relayed, would be held
in confidence" equals an express promise of confidentiality); Savada v. DOD,
755 F. Supp. 6, 8 (D.D.C. 1991); Simon v. United States Dep't of Justice, 752
F. Supp. 14, 21 (D.D.C. 1990), affd, 980 F.2d 782 (D.C. Cir. 1992).

30 S. Conf. Rep. No. 1200 at 13; United States Dep't Qf Justice v. Landa
00, 113 S. Ct. at 2019 (same).

31 See McDonnell v. United States, slip ap. at S3 ("identity of and infor
mation provided by [persons given an express assurance of confidentiality} are
exempt from disclosure under the express language of Exemption 7(D)"); Wien
er v. FBI, 943 F.2d 972, 986 (9th Cir. 1991) ("An express grant of confiden
tiality is virtually unassailable ... [agency] need only establish the informant
was told his name would be held in confidence. "), cert. denied, 112 S. Ct.
3013 (1992); Birch v. United States Postal Serv., 803 F.2d 1206, 1212 (D.C.
Cir. 1986) ("Since the informant requested and received express assurances of
confidentiality prior to assisting the investigation, he or she was a 'confidential
source.'''); Buhovecky v. Department of Justice, 700 F. Supp. 566, 571
(D.D.C. 1988) ("there is clear authority to with)lold the names of those sources
to whom confidentiality was expressly granted"); Simon v. United. States Dep't
of Justice, 752 F. Supp. at 21 (withholding proper where "source/explicitly re
quested that his identity be kept confidential")~ Nishnic v. United States Dep't
of Justice, 671 F. Supp. 776, 799 (D.D.C. 1987) (source identity properly
withheld where agency "made an express assurance of confidentiality" to
source).

32 See, e.g., Brant Constr. Co. v. EPA, 778 F.2d at 1263; L&C Marine
Transp.. Ltd. v. United States, 740 F .2d at 924 n.S; Pope v. United States, 599
F.2d at 1386-87; Borton. Inc. v. OSHA, 566 F. Supp. at 1422; see also Provi
dence Journal Co. v. United States Dep't of the Army, 981 F.2d at 555, 565
(24 individuals held to have been provided express promises of confidentiality
based upon IG regulation).
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might be called to testify jf a trial eventually were to take place.33 However,
in United States DeQartment of Justice v. Landano,34 the Supreme Court re
solved this conflict by holding that "[aJ source should be deemed confidential if
the source furnished information with the understanding that the [agency] would
not divulge the communication except to the extent . . . thought necessary for
law enforcement purposes. 1135 (It should be noted that the effect of a source's
actual testimony upon Exemption 7(D) protection presents a distinctly different
issue,36 which is addressed below together with other issues regarding waiver
of this exemption.)

In contrast to the situation involving express confidentiality, a particularly
difficult issue under Exemption 7(D) recently arose regarding the circumstances
under which an expectation of confidentiality can be shown to have been im
plied. An implicit promise of confidentiality may be discerned from the inher
ent sensitivity of both criminal and civil investigations.37 Over the years, a
number of courts of appeals employed a "presumption" of confidentiality in
criminal cases, particularly those involving the FBI. 38 Historically, these

33 Compare Van Bourg. Allen. Weinberg & Roger v. NLRB, 751 F.2d
982, 986 (9th Cir. 1985) (no confidentiality recognized) and Poss v. NLRB,
565 F.2d 654, 658 (10th Cir. 1977) (same) with Irons v. FBI, 811 F.2d at 687
(confidentiality recognized); Schroeder y. FBI, 900 F.2d at 339 (same) and
llnited Technologies Corp. v. NLRB, 777 F.2d at 95 (same).

34 113 S. Ct. at 2020.

3S Id. ("(T]he word 'confidential,' as used in Exemption 7(0), refers to a
degree of confidentiality less than total secrecy. ").

36 See Parker v. Department of Justice, 934 F.2d at 381.

37 See, e.g., United Technologies Com. v. NLRB, 777 F.2d at 94 ("An
employee-informant's fear of employer retaliation can give rise to a justified
expectation of confidentiality. "); see also Voelker v. FBI, 638 F. Supp. 571,
573 (B.D. Mo. 1986) (identifying individuals who supplied information in an
FBI background investigation could subject them to "possible loss of business
or social standing, ridicule, harassment, and even bodily harm") (Privacy Act
case).

38 D.C. Circuit: Parker v. Department of Justice, 934 F.2d at 378; Dow
Jones & Co. v. Department of Justice, 917 F.2d at 576; Schmerler v. FBI, 900
F.2d at 337; Second Circuit: Donovan v. FBI, 806 F.2d 55, 61 (2d Cir.
1986); Diamond v. FBI, 707 F.2d 75, 78 (2d Cir. 1983), cen. denied, 465
U.S. 1004 (1984); Sixth Circuit: Ingle y. Department of Justice, 698 F.2d 259,
269 (6th Cir. 1983); Seventh Circuit: Kimlxlrlin v. Department of the Treas
.Y!:j:, 774 F.2d 204, 208 (7th CiT. 1985); Miller v. Bell. 661 F.2d at 627;
Eighth Circuit: Parton v. United States Del"t of Justice, 727 F.2d at 776;
Tenth Circuit: KTVY-TV v. United States, 919 F.2d at 1470; Hopkinson v.
Shillinger, 866 F.2d at 1222-23; Johnson v. United States Dep't of Justice, 739
F.2d at 1517~18; Eleventh Circuit: Nadler v. United States Dep't of Justice,
955 F.2d at 1486 & n.7. Contra Wiener v. FBI, 943 F.2d at 986 ("A claim

(continued...)
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_courts applied a "categorical" approach to this aspect of Exemption 7(D), of the
type generally approved by the Supreme Court in United States Department of
Justice v. Reporters Committee for Freedom of the Press,39 thereby eliminat
ing the burdensome task for criminal law enforcement agencies of proving im
plied confidentiality on a case-by-case basis. However, this past year the Su
preme Court effectively reversed all of these cases on this point of evidentiary
presumption in Landano.40

At issue in Landano was "whether the Government is entitled to a pre
sumption that all sources supplying information to the Federal Bureau of Inves
tigation . . . in the course of a criminal investigation are confidential sourc-
es. "41 In deciding Landano, the Supreme Court made clear that its decision
affects only implied assurances of confidentiality42 and that a source need not
have an expectation of "total secrecy" to be deemed a confidential source.43

However, the Court found that it was not Congress' intent to provide for a
"universal" presumption or broad categorical withholding under Exemption
7CD)44; rather, it said, a "more particularized approach" is required.4s Under
this new approach, agencies seeking to invoke Exemption 7(D) must prove
expectations of confidentiality based upon the IIcircumstances II of each case.46

Such specific showings of confidentiality, the Court indicated, can be
made on a "generic" basis,47 where "certain circumstances characteristically

38(. ..continued)
that confidentiality was impliedly granted . . . requires the court to engage in a
highly contextual, fact-based inquiry. "); Lame v. United States Dep't of Justice,
654 F.2d 917, 928 (3d Cir. 1981) ("detailed explanations relating to each al
leged confidential source" required so that court can determine whether Exemp
tion 7(D) withholding appropriate as to "each source").

39 489 U.S. 749 (1989).

40 See 113 S. Ct. at 2023-24.

41 Id. at 2017.

42 Id. at 2020 (liThe precise question before us ... is how the Government
can meet its burden of showing that a source provided information on an im
plied assurance of confidentiality. ").

43 J4.. ("[Aln exemption so limited that it covered only sources who
reasonably could expect total anonymity would be. as a practical matter, no
exemption at all. ").

44 Id. at 2021-23.

45 Id. at 2023.

46 Id.

47 Id.
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support an inference of confidentiality. "48 Throughout its opinion the Court
stressed two "factors" to be applied in deciding whether implicit confidentiality
exists: "the nature of the crime ... and the source's relation to it. "49 It also
pointed to five lower court rulings in which the respective courts highlighted
the potential for harm to the witness as examples of decisions in which courts
have correctly applied these two factors. 50 Henceforth, law enforcement agen
cies seeking to invoke Exemption 7(0) for "implied confidentiality" sources
will have to specifically address such factors in order to meet Landano's new
evidentiary standard on a case-by-ease basis. 51

Few courts have yet to address the issue of implied confidentiality in the
wake of the Supreme Court's decision in Landano, although several courts have
remanded the issue for further review or allowed the government the opportuni
ty to submit supplemental filings in accordance with Landano's new evidentiary
requirements. sz The courts that hav~ addressed the issue under kandano thus
far have recognized the nature of the crime and the source's relation to it as the

48 Id. at 2022.

49 Id. at 2023-24.

5() Id. at 2023 (citing Keys v. United States Dep't of Justice, 830 F.2d at
345-46 (individuals providing information regarding possible Communist sym
pathies. criminal activity, and murder by foreign operatives would have worried
about retaliation); Donovan v. FBI, 806 F.2d at 60-61 (individuals providing
information about four American churchwomen murdered in El Salvador may
likely face fear of disclosure); Parton v, United States Pep't of Justice, 727
F.2d at 776-77 (prison officials providing information regarding alleged attack
on irun(Jte faced "high probability of reprisal"); Nix v, United States, 572 F.2d
998. 1003-Q4 (4th Cir. 1978) (guards and prison inmates providing information
about guards who allegedly beat another inmate face risk of reprisal); Miller v.
lliill. 661 F.2d at 628 (individuals providing information about self-proclaimed
litigious subject seeking to enlist them in "anti-government crusades" faced
"strong potential for harassment "» .

51 rd,' at 2024.

52 See ~cDonnell y. United State~, slip op. at 3, 58; M§ssey v. FBI, No.
92-6068•. slip op. 5667, 5673 (2d Cir. Aug. 27, 1993); Hale v. United Stat~s

DW'! of Justice, No. 91~6135, slip op. at 4 (lOth Cir. Aug; 19,.'1993);~
v. Unitw States Dtm't of Justice, No. 92-56348, slip op. at 1, (9th Cir. July 26,
1993); Ferguson v. FBI, No, 92-6272, slip op. at 2 (2d Cir. July 19. 1993);
Oliva v. United States Dep't of Justice, 996 F.2d 1475, 1477 (2d Cir. 1993);
Steinberg v. United States Pep't of Justice, No. 91-2740, slip op. at 8-9
(D.D.C. Sept. 13, 1993); Freeman v. United States Dep't of Justice, No. 92
557, slip op. at 2 (D.D.C. June 28, 1993); Manchester v. DEA. 823 F. Supp.
1259. 1262 (E.D. Pa. 1993). But see Senate of P.R. v. United St§ltes Dep't of
Justice, No. 84~1829. slip op. at 26 (D.D.C. Aug. 24, 199~) (goverrunent "has
not carried its burden [in light of Landano] of justifying its nondisclosure of the
documents. and the documents must be released") (motion for reconsideration
pending).
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primary factors in determining whether implied confidentiality existsY In two
of these cases, courts have already applied these factors to find the existence of
implied confidentiality under Landano. 54

The second clause of Exemption 7(D) protects all information furnished
to law enforcement authorities by confidential sources in the course of criminal
or lawful national security intelligence investigations.ss Thus, the statutory
requirement of an "investigation," while no longer a component of Exemption
7's threshold language, remains "a predicate of exemption under the second
clause of paragraph (D). "56 For the purposes of this clause, criminal law en~

forcement authorities include federal agency inspectors general.S7 In an
interesting elaboration on the definition of a "criminal investigation," courts
have recognized that information originally compiled by local law enforcement
authorities in conjunction with a nonfederal criminal investigation fully retains
its criminal investigatory character when subsequently obtained by federal
authorities,58 even if received solely for use in a federal civil enforcement

S3 See McDonnell v. United States, slip op. at 57; Mas§ey v. FBI, slip op.
at 5673~74; Hale v. United States Dep't of Justice, slip op. at 3; Steinberg v.
United States Dep't of Justice, slip op. at 8; Manna v. United States Dep't of
Justice, No. 92-2772, slip op. at 21-22 (D.N.J. Sept. 13, 1993); Government
Accountability Project v. NR!:, No. 86-3201, slip op. at 9-10 (D.D.C. June 30,
1993); Manchester v. DBA, 823 F. Supp. at 1262.

54 Manna v. United States Dep't of Justice, slip op. at 22 ("[The] govern
ment has provided a particularized showing of circumstances from which con
fidentiality can reasonably be inferred . . . where there has been disclosure of
intelligence information regarding organized crime activity from local or state
personnel to federal agents. "); Government Accountability Project v. NRC, slip
op. at 9-10 (persons providing information "about potentially criminal matters
involving co-workers" face II risk of reprisal ").

5S See Shaw v. FBI, 749 F.2d at 63~65 (articulating standard for determin~

ing if law enforcement undertaking satisfies "criminal investigation" threshold);
Meeropol v. Smith, No. 75-1121, slip op. at 76-78 (D.D.C. Feb. 29, 1984)
(intelligence investigations), affd in part & remanded in part sub nom. Meero
pol v. Meese, 790 F.2d 942 (D.C. Cir. 1986); see. e.g., Ferguson v. FBI, 957
F.2d at 1069 (FBI properly withheld publicly circulated material provided to it
by confidential source).

56 See, e.g., Keys v. United States Dep't of Justice, 830 F.2d at 343.

57 See Providence Journal Co. v. United States Dep't of the Army, 981
F.2d at 563 n.13 (Inspectors General "deemed" same as criminal law enforce
ment authorities); Brant Constr. Co. v. EPA, 778 F.2d at 1265 (recognizing
II substantial similarities between the activities of the FBI and the OIGs ").

58 See Harvey v. United States Dep't of Justice, 747 F. Supp. 29, 38
(D.D.C. 1990).
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proceeding.59 In addition, protection for source#provided information has been
extended to information supplied to federal officials by state or local
enforcement authorities seeking assistance in pursuing a nonfederal inves
tigation.60

Obviously, confidential source information that may be withheld under
the second clause of Exemption 7(D) need not be source-identifying.61 ThUS,
under the second clause of Exemption 7(D), courts have permitted the withhold
ing of confidential information even after the source's identity has been official
ly divulged or acknowledged,62 or where the requester knows the source's

59 See Cleveland & Vicinity Disc. Council v. United States Dep't of Labor,
slip op. at 12 n.3 (Exemption 7(D) "clearly applies to information obtained
from confidential sources in all investigations, both civil and criminaL If); DaYQ
v. INS, No. C-2-83-1422, slip op. at 5-6 (S.D. Ohio Dec. 31, 1985).

60 See Hopkinson v. ShiHinger, 866 F.2d at 1222 (state law enforcement
agency's request for FBI laboratory evaluation of evidence submitted by state
agency and results of FBI's analysis protected); Gordon v, Thornberg, 790 F.
Supp. at 377-78 ("When a state law enforcement agency sends material to an
FBI lab for testing, confidentiality is 'inherently implicit.' , .. [A]ll informa
tion from another agency must be protected to provide the confidence necessary
to law enforcement cooperation. "); Rojem v. United States D~p't of Justice,
775 F. Supp. 6, 12 (D.D.C. 1991) (to release file "would unduly discourage
States from enlisting the FBI's assistance on criminal cases"), appeal dismissed,
No. 92-5088 (D,C. Cir. Nov. 4, 1992); Payne Y. United States Dep't of Jus
tice, 772 F. Supp. 229, 231 (E.D. Pa, 1989) (The "requirement is met
... [when] the documents sought are FBI laboratory and fingerprint examina
tions of evidence collected by local law enforcement 'agencies. "), i!f.fjl, 904
F.2d 695 (3d Cir. 1990) (table cite). .

61 See, e.g., Providence Journal Co. v. United States Dep't of the Army,
981 F.2d at 564 ("agency may not be ordered to disclose information from a
confidential source even if nonconfidential sources have provided the agency
with the identical information"); see also Parker v. Department of Justice, 934
F.2d at 375; Shaw v. FBI, 749 F.2d at 61-62; Radowich v. United States At
torney, Dist. of Md., 658 F.2d at 964; Duffin v, Carlson, 636 F.2d 709, 712
(D.C. Cir. 1980); SimQn v. United States Dep't of Justice, 752 F. Supp. at 22.

62 See Ferguson v. FBI, 957 F.2d at 1068 (subsequent disclosure of
source's identity or some of information provided by source does not require
"full disclosure of information provided by such a source"); Shafmaster Fishing
Co. v. United States, 814 F. Supp. at 185 (source's identity or information pro
vided need not be "secret" to justify withholding); Church of Scientology v.
IRS, 816 F. Supp. at 1161 ("irrelevant that the identity of the confidential
source is known"); see, e.g., Cleary v. FBI, 811 F.2d 421, 423 (8th Cir.
1987); Shaw Y, FBI, 749 F,2d at 62; Rljdowich v. United States Attorney. Dist,
of Md., 658 F.2d at 9?4; Lesar v. United States Dep't of Justice, 636 F.2d at
491. .,'
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identity.63 Similarly, information provided by an anonymous Source remains
protected.64 Moreover, even where source-provided information has been re
vealed and the identities of some of the sources independently divulged, Exemp
tion 7(D) can protect against the matching of witnesses' names with the specific
information that they supplied.65

Because the phrase "confidential information furnished only by the confi
dential source" sometimes caused confusion in the past, the 1986 FOIA amend
ments unequivocally clarified the congressional intent by deleting the word
"confidential" as a modifier of "information" and omitting the word "only"
from this formulation. Even prior to the legislative change, courts regularly
employed this portion of Exemption 7(D) to protect all information provided by
a confidential source. both because such withholdings were anticipated by the
language and legislative history of the statute,66 and in recognition of the fact
that disclosure of any of this material would jeopardize the system of confiden
tiality that ensures a free flow of information from sources to investigatory
agenciesY Now, however, courts need look no further than the Act's literal

63 See Radowich v. United States Attorney. Dist. of Md., 658 F.2d at 960
(Exemption 7(D) applies even where "identities of confidential sources were
known."); see, e.g., L&C Marine Trans!>.. Ltd. v. United States, 740 F.2d at
923, 925 (fact that employee-witnesses could be matched to their statements
does not diminish Exemption 7(D) protection); Keeney v. FBI, 630 F.2d 114,
119 n.2 (2d CiT. 1980) (Exemption 7(0) applies to "local law enforcement
agencies [that) have now been identified. "); Shafmaster Fishing CQ. v. United
States, 814 F. Supp. at 185 (source's identity "need not be secret to justify
withholding information under [E]xemption 7(D)"); Sanders v. United States
De12't of Justice, slip op. at 9 (fact that requester knows identity of source does
not eviscerate Exemption 7(0) protection).

64 See Providence Journal Co. v. United States Dep't of the Army, 981
F.2d at 565-67; Mitchell v. Ralston, No. 81-4478, slip op. at 2 (S.D. Ill. Oct.
14, 1982).

65 See Kirk v. United States Dep't of Justice, 704 F. Supp. 288, 293
(D.D.C. 1989); accord L&C Marine Transp.. Ltd. v. United States, 740 F.2d
at 925.

66 See Irons v. FBI, 880 F.2d at 1450-51.

67 Id. at 1449; Church of Scientology v. IRS, 816 F. Supp. at 1161 (Ex·
emption 7(D) enacted "to ensure that the FOIA did not impair federal lawen
forcement agencies' ability to gather information"); Dayton Newspapers, Inc. v.
FBI, No. C-3-85-815, slip op. at 13 (S.D. Ohio Feb. 9, 1993) ("purpose of Ex
emption 7(0) is to ensure that the FOIA did not impair the ability of federal
law enforcement agencies to gather information, thus to ensure that information
continued to flow to those agencies"); Shafmaster Fishing Co. v. FBI, 814 F.
Supp. at 185 (object of Exemption 7(D) '''not simply to protect the source, but
also to protect the flow of information to the law enforcement agency"') (citing
Irons v. FBI, 880 F.2d at 1449, 1453); ~ee, e.g., Shaw v. FBI, 749 F.2d at 62
("Whatever the phrase 'furnished only by the confidential source' may mean, it

(continued...)
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language to see that all source-provided information is protected in criminal and
national security investigations.68

Once courts determine the existence of confidentiality under Exemption
7(D), they are reluctant to find a subsequent waiver of the exemption's protec
tions. This restraint stems both from the potentially adverse repercussions that
may result from additional disclosures, and from a recognition that any "judicial
effort£] to create a 'waiver' exception" to exemption 7(D)'8 language runs afoul
of the statute's intent to provide "workable rules. "69 It therefore has been ob
served that a waiver of Exemption 7(D)'s protections should be recognized only
upon '''absolutely solid evidence showing that the source of an FBI interview in
a law enforcement investigation has manifested complete disregard for confi
dentiality. ,,,70

Thus, even authorized or official disclosure of some information provided
by a confidential source in no way opens the door to disclosure of any of the
other information the source has provided.71 In this vein, it is now well estab
lished th&t source-provided information remains protected even where some of
it has been the subject of testimony in open court. 72 Moreover, in order to

67( •••continued)
assuredly cannot mean 'obtainable only from the confidential source. ,t1); Weis
berg v. United States Dep't of Justice, 745 F.2d at 1492; Duffin Y.· Carlson,
636 F.2d at 712-13.

68 See, e.g., Irons v. FBI, 880 F.2d at 1448.

69 Parker v. Department of Justice, 934 F.2d at 380; Irons v. FBI, 880 F.2d
at 1455-56 (citing RepQrters Committee, 489 U.S. at 779).

70 Parker v. Department of Justice, 934 F.2d at 378 (quoting DQW Jones &
Co. v. Department of Justice, 908 F,2d 1006, 1011 (D .C. Cir .), superseded,
917 F.2d 571 (D.C. Cir. 1990».·

7I Shaw v. FBI, 749 F.2d at 62 ("Disclosure of one piece of information
received from a particular party~-and even the disclosure of that party as its
source--does not prevent that party from being a 'confidential source' for other
purpQses. "); Brant Constr. Co. v. EPA, 778 F.2d at 1265 n.8 ("[S]ubsequent
disclosure of the information, either partially or completely, does not affect its
exempt status under 7(D). "); Johnson v. Department of Justice, 758 F. Supp. 2,
5 (D.D.C. 1991) (liThe mere fact that someone makes a public statement con
cerning an incident does not constitute a waiver of the Bureau's confidential
file. A press account may be erroneous or false Qr, more likely, incomplete. H).

72 See. e.g., Davis v. United States Dep't of Justice, 968 F.2d 1276, 1281
(D.C. Cir. 1992); Ferguson v. FBI, 957 F.2d at 1068 (local law enforcement
officer does not lose status as confidential source by testifying in court); Parker
v. Department of Justic~, 934 F.2d at 379-81 ("[A] government agency is not
required tQ disclose the identity of a confidential source or information con
veyed to the a~ency in confidence in a criminal investigation notwithstanding
the possibility that the informant may have testified at a public trial. "); Irons v.

(continued...)
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demonstrate a waiver by disclosure through authorized channels, the requester
must demonstrate both that It'the exact information given to the [law enforce
ment authority] has already become public, and the fact that the informant gave
the same information to the [law enforcement authority] is also public. ,"73

Consequently, one court has found that the government is not required even to
"confirm or deny that persons who testify at trial are also confidential infor
mants. ,174

The lengths to which it is proper to go in order to safeguard informant
provided information are illustrated by one decision holding that letters shown
to a suspect for the purpose of prompting a confession were properly denied the
suspect under the FOIA--even though the suspect was the very author of the
letters which, in turn, had been provided to authorities by a third party.7S

Similarly, the release of informant-related material to a party aligned with an

72(. ..continued)
FBI, 880 F.2d at 1454 ("There is no reason grounded in fairness for requiring a
source who disclosed information during testimony to reveal, against his will
(or to have the FBI reveal for him), information that he did not disclose in
public. "); Kirnberlin v. Department of the Treasury, 774 F.2d at 209 ("The
disclosure [prior to or at trial] of information given in confidence does not
render non-confidential any of the information originally provided. "); Scherer
v. Kelley, 584 F.2d 170, 176 n.7 (7th eir. 1978), cert, denied, 440 U,S. 964
(1979); Johnson v. Federal Bureau of Prisons, slip op. at 6-7 (no waiver not
withstanding fact that individuals were called as plaintiff's witnesses at prison
disciplinary hearing and testified in plaintiffs presence); Williams v. FBI, 822
F. Supp. at 183 n.4 (llpubli~ testimony by confidential sources does not waive
the FBJ's right to withhold the identity of or information supplied by a confi
dential source, when the identity or information is not actually revealed in
public "); Kirk v. United States Dep't of Justice, 704 F. Supp. at 293 ("[T]he
limited mention of sources in documentation and the fact that certain sources
may have testified at trial does not destroy these or other persons' rights 'of
confidentiality. "); see also FOIA Update, Spring 1984, at 6; cf, Helmsley v.
United States Dep't of Justice, slip op. at 13 (agency may protect information
provided by confidential sources who did not testify at trial).

13 Parker v. Department of Justice, 934 F.2d at 378; Dow Jones & Co. v,
Department of Justice, 917 F.2d at 577; see, e.g., Rojem v. United States
Dep't of Justice, 775 F. Supp. at 12 (where fact of law enforcement agency's
communication with FBI known, substance still should be protected); see also
Davis v. United States Dep't of Justice, 968 F.2d at 1280 (government entitled
to withhold tapes obtained through informant's assistance "unless it is specifi
cally shown that those tapes, or portions of them, were played during the in
formant's testimony").

74 Schmerler v. FBI, 900 F.2d at 339 (testimony by source does not auto
matically waive confidentiality because he may be able "to camouflage his true
role notwithstanding his court appearance") (quoting Irons v. FB1, 811 F.2d at
687); see also Parker v. Department of Justice, 934 F.2d at 381.

7S See Gula v. Meese, 699 F. Supp. at 960.
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agency in an administrative proceeding in no way diminishes the government's
ability to invoke Exemption 7(D) in response to a subsequent request by a oon
allied party.76 Logically, this principle should be extended to encompass par
ties aligned with the government in actual litigation as well. Nor is the pro
tection of Exemption 7(D) forfeited by "court-ordered and court-supervised"
disclosure to an opponent in civil discovery. 77 Although it had previously
been held that where the government fails to object in any way to such discov
ery and consciously and deliberately puts confidential source material into the
public record, a waiver of the exemption will be found to have occurred,78
more recent decisions have undermined this position.79 However, "if the exact
information given to the [law enforcement agency) has already become public.
and the fact that the informant gave the same information to the [agency] is also
public, there would be no grounds to withhold. "gO

Obviously, if no waiver of Exemption 7(0) results from authorized re
lease of relevant information, "(t]he per se limitation on disclosure under 7(D)
does not disappear if the identity of the confidential source becomes known
through other means. 1181 It should be observed that in the unusual situation in
which an agency elects to publicly disclose source-identifying or source-provid
ed information as necessary in furtherance of an important agency function, it
"has no duty to seek the witness's permission to waive his confidential status
under the Act. "82 Conversely, because Exemption 7(0) "mainly seeks to pro-

76 United Technologies Corp. v. NLRB, 777 F.2d at 95-96; accord EQIA
Update, Spring 1983, at 6.

77 Donohue v. United States Dep't of Justice, No. 84-3451, slip op. at 11
(D.D.C. Dec. 23, 1987).

78 Nishnic v. Unit~d States Dep't of Justice, 671 F. Supp. at 812.

79 See Glick v. Department of Justice, No. 89-3279, slip op. at 8-9 (D.D.C.
June 20, 1991); see also Parker v. Department of Justice, 934 F.2d at 380
("[J]udicial efforts to create a 'waiver' exception to the Exemption are contrary
to the statute's intent to provide workable rules. ").

80 Dow Jones & Co. v. Department of Justice, 917 F.2d at 577.

81 L&C Marine Transp.. Ltd. v. United States, 740 F.2d at 925 (first clause
of Exemption 7(D»; see, e.g., Weisberg v. United States Dep't1of Justice. 745
F.2d at 1491 Goint Withholding under Exemptions 7(C) and 7(0»; Lesar v.
Department of Justice, 636 F.2d at 491 (information provided by local law en
forcement agencies whose participation had become known); Keeney v. FBI,
630 F.2d at 119 n.2 (confidentiality for information supplied by local law en~

forcement agency unaffected by identification of agency as source).

82 Borton. Inc. v. OSHA, 566 F. Supp. at 1422; see, e.g., Doe v. United
States Dep't of Justice, 790 F. Supp. at 21-22 ("fT]he FBI is not required to try
to persuade people to change their rninds[; to] require the FBI on a regular
basis to urge its sources to waive confidentiality would undermine the Bureau's
effectiveness. ").
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teet law enforcement agencies in their efforts to find future sources,"83 '''waiv
er' by 'sources' will not automatically prove sufficient to release the [source
providedJ information. 1184

Of course, Ex.emption 7(0)'8 protection for sources and the information
they have provided is in no way diminished by the fact that an investigation has
been closed.85 Indeed, because of the vital role that· Exemption 7(D) plays 'in
promoting effective law enforcement, courts have regularly recognized that its
protections cannot be lost through the mere passage of time. 86 Additionally,
unlike with Exemption 7(C), the safeguards of Exemption 7(0) remain wholly
undiminished by the death of the source. 87 . , .

83 Irons v. FBI, 880 F.2d at 1453; see. e.g., Koch v. United States Postal
Serv" No. 92-233, slip op. at 12 (W.D. Mo. Dec. 17, 1992) ("If the inform
ant's identity is disclosed ... , individuals would be less likely to come for
ward with information in future investigations. ").

84 Id. at 1452. But see Providence Journal Co. v, United States Dep't of
the Arm~, 981 F.2d at 567 n.16 (express waiver of confidentiality by source
vitiates Exemption 7(D) protection).

85 See KTVY-TY v. United States, 919 F.2d at 1470-71; Akron Standard
Diy. of Eagle-Picher Indus. v. Donovan, 780 F.2d 568, 573 (6th Cir. 1986);
Church of Scientology Y. IRS, 816 F. Supp. at 1161 (source identity and infor
mation provided "remains confidential ... after the investigation is conclud
ed"); Soto v. DEA, slip op. at 7 ("It is of no consequence that these sources
provided information relating to a criminal investigation which has since been
completed. "); Gale v. FBI, 141 F,R.D. at 98 (Exemption 7(D) protects state
ments made even "while no investigation is pending. ").

Il6 See, e.g., Schroeder v. FBI, 900 F.2d at 336 (liThe statute contains no
sunset provision .... "); Keys v. Department of Justice, 830 F.2d at 346
("'Congress has not established a time limitation for exemption (7)(D) and it
would be both impractical and inappropriate for the Court to do so. tit (quoting
Keys v. Department of Justice, slip op. at 7»; King v. United States Dep't of
Justice, 830 F.2d at 212-13, 236 (interviews conducted in 1941 and 1952 pro
tected); Irons Y. FBI, 811 F.2d at 689 (information regarding 1948-56 Smith
Act trials protected); Brant Constr. Co. v. EPA, 778 F.2d at 1265 n.8 (in view
of "policy of 7(D) to protect future sources of information, II passage of time
"does not alter status" of source-provided information); Diamond v. FBI, 707
F.2d at 76-77 (protecting McCarthy.-era documents); Fitzgibbon v. United
States Secret Serv., 747 F. Supp. at 60 (information regarding alleged 1961
plot against President Kennedy by Trujillo regime in Cuba); Abrams v. FBI,
511 F. Supp. 758, 762-63 (N.D. Ill. 1981) (protecting 27-year-old documents).

87 See. e.g., McDonnell v. United States, slip op. at 54 (consideration of
whether source "deceased does not extend to the information withheld pursuant
to Exemption 7(D)"); Schmerler v. FBI, 900 F.2d at 336 ("[T]hat the sources
may have died is of no moment to the analysis. "); Kiral~ v. FBI, 728 F.2dat
279 (information provided by deceased source who also testified at trial);' Cohen
v. Smith, No. 81-5365, slip op. at 4 (9th Cir. Mar. 25, 1983), cert. denied,

(continued...)
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Perhaps because Exemption 7(0) had been traditionally afforded such a
broad construction by the courts, few opinions since the passage of the FOIA
Reform Act have hinged on its specific revisions. It is evident, however, that
the Act's relaxation of Exemption 7(D)'s harm standard, in conjunction with the
other legislative amendments to it, strives to ensure that the utmost protections
possible will continue to be afforded to confidential sources.88 All federal
agencies maintaining law enforcement information should be applying the
strengthened Exemption 7(0) to provide adequate source protection. They
should employ, in the words of one of the first courts to consider the matter
under the Reform Act, "[a] 'robust' reading of exemption 7(D). "89

EXEMFrION 7(E)

As with other parts of Exemption 7, Exemption 7(E) was significantly
strengthened by the Freedom of Information Reform Act of 1986. 1 Previously,
Exemption 7(E) encompassed only investigatory records compiled for law en
forcement purposes the production of which "would ... disclose investigative
techniques and procedures."2 It now affords protection to all law enforcement
information which "would disclose techniques and procedures for law enforce
ment investigations or prosecutions, or would disclose guidelines for law en
forcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law."3 Thus, "all of the applications of
Exemption 7(E) recognized under its former version are in no way diminished
by the provision's amendment and remain fully effective.

As reconstituted, the first clause of Exemption 7(E) permits the withhold
ing of "records or information compiled for law enforcement purposes •..
[Which] would disclose techniques and procedures for law enforcementinvesti-

87(.••continued)
464 U.S. 939 (1983); Jones v. FBI, slip op. at 14 (identity protected "even if
the informant is dead"); see also FOlA Update, Summer 1983, at 5; £f. A.lkn
y. DOD, 658 F. Supp. 15, 20 (D.D.C. 1986) (protection of deceased intel
ligence sources under Exemption 1).

88 see Attorney general's Memorandum at 13.

89 Sluby y. United States Dep't of Justice, No. 86-1503, slip op. at 5
(D.D.C. Apr. 30, 1987); accord Irons v. FBI, 811 F.2d at 687·89 (post-amend
ment decision extending Exemption 7(D) protection to sources who received
only conditional assurances of confidentiality).

1 Pub. L. No. 99~570, § 1802, 100 Stat. 3207,.3207-48 to 3207-49.

2 See Attorney General's Memorandum on the 1986 Amendments to the
Freedom ~f Information Act 15 (Dec. 1987) {hereinafter Attorney General's
Memorandum] .

3 5 U .S.C. § SS2(b)(7)(E) (1988) .
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EXEMPTION 7(E)

gations or prosecutions."4 It should not be overlooked that this first clause is
phrased in such a way as to not require any particular determination of harm 8



or ,risk of circumvention of law--that would be caused by disclosure of the
records or information within its coverage. Rather, it is designed to provide a
more "categorical" protection of the information so described.5

Notwithstanding this broadening of the scope of Exemption 7(EYs pro
tection, the general requirement that the technique or procedure not be already
well known to the pUblic remains.6 Examples of investigatory techniques pre 8

viously held not protectible under ~xemption 7(E) because courts have found
them to be publicly known are "documentation appropriate for seeking search
warrants before launching raiding parties" when this information has been
revealed in court records,' "mail covers" and the "use of post office boxes,"8
"security flashes," and the "tagging of fingerprints. "9

Post-amendment cases have dealt similarly with this requirement, holding
that details of a pretext contact which constituted "no more than a garden vari
e'ty ruse or misrepresentation" were ineligible for Exemption 7(E) protection,10

and disallowing the use of Exemption 7(E) where there was no indication "that
disclosure of these documents would reveal secret investigative techniques ... II

4 Id.

s See Attorney General's Memorandum at 16 n.27.

6 See Attorney General's Memorandum at 16 n.27 {citing S. Rep. No. 221,
98th Cong., 1st Sess. 25 (1983) (citing, in turn, H.R. Rep. No. 180, 93d
Cong., 2d Sess. 12 (1974»).

1 National Org. for the Reform of Marihuana Laws v. DEA, No. 80-1339,
slip op. at 8 (D.D.C. June 24, 1981).

8 Dunaway v. Webster, 519 F.. Supp. 1059, 1082-83 (N.D. Cal. 1981).

9 Ferguson v. Kelley, 448 F. Supp. 919, 926 (N.D. Ill. 1977).

10 Strnth V. FBI, 673 F. Supp. 949, 970 (E.D. Wis. 1987); see also Rosen
feld y. United States Dep't of Justice, 761 F. Supp. 1440, 14~O (N.D. Cal.
1991) (information pertaining to specific pretext phone call held ineligible for
exemption protection) (appeal pending). But se~ also Nolan v. United States
Pep'! of Justice, No. 89-A-2035, slip op. at 13 (D. Colo. Mar. 13. 1991) (in
formation surrounding pretext phone call properly withheld because disclosure
may harm ongoing investigations), aff'd on other grounds, 973 F.2d 843 (lOth
Cir. 1992).

II Smith v. United States Dep'! of Justice. No. 86-6162. slip op. at 2 (E.D.
Pa. Sept. 1. 1987); see also Don Ray Drive-A-Way Co. v. Skinner, 785 F.
Supp. 198, 200 (D.D.C. 1992) (computer algorithm used by Department of
Transportation to determine safety rating of motor carriers "does not simply
involve investigative techniques or procedures" because it has same status as
regulations or agency law); Albuquerque Publishing Co. v, United States Dep't

(continued...)
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However, even commonly known procedures have been protected from
release where "[t]he techniques themselves may be known to the public, but the
circumstances of their usefulness ... may not be widely known, 1112 or where
"their use in concert with other elements of an investigation and in their totality
directed toward a specific investigative goal constitute a 'technique' which mer
its protection to insure its future effectiveness." 13

11(•••continued)
of Justice, 726 F. Supp. 851, 858 (D. Ariz. 1989) (agencies "should avoid
burdening the Court with techniques commonly described in movies, popular
novels, stories or magazines or television"); Astley v. Lawson, No. 89-2806,
slip op. at 13 (D.D.C. Jan. 11, 1991) (mere assertion that technique falls within
scope of exemption is insufficient).

12 Parker v. United States Dep't of Justice, No. 88-760, slip op. at 8
(D.D.C. Feb. 28, 1990), aff'd in pertinent part, No. 90-5070 (D.C. Cir. June
28, 1990); see also Hale v. United States Dep't of Justice, 973 F.2d 894, 902
03 (10th Cir. 1992) (information concerning security devices, modus operandi
and polygraph matters), cert. granted. vacated & remanded on other grounds,
113 S. Ct. 3029 (1993); Buffalo Eveninlt News. Inc. v. United States Border
Patrol, 791 F. Supp. 386, 392 n.5, 393 n.6 (W.D.N.Y. 1992) (fact of whether
alien's name is listed in INS Lookout Book and methods of apprehension);
McCoy v. Moschella, No. 89-2155, slip op. at 9-10 (D.D.C. Sept. 30, 1991)
(categorization of similar bank robberies for purposes of subject identification);
Ellis v. United States Dep't of Justice, No. 90-132, slip op. at 4 (D.D.C. Sept.
25, 1990) (FBI polygraph material).

13 Martinez v. FBI, No. 82-1547, slip op. at 16 (D.D.C. Oct. 11, 1983);
see, e.g., Neill v. United States Dep't of Justice, No. 9i-33i9, siip op. at 7-8
(D.D.C. July 20, 1993) ("known techniques used in conjunction with unknown
techniques"); Hassan v. FBI, No. 91-2189, slip op. at 8-10 (D.D.C. July 13,
1992) (common techniques used with uncommon technique to achieve unique
investigative goal), smnmary affh:manc~ granted, No. 92-5318 (D.C. Cir. Mar.
17, 1993); Coleman v. FBI, No. 89-2773, slip op. at 26 (D.D.C. Dec. 10,
1991) (while techniques themselves may be known, disclosure of specific use or
patterns of use reduces future effectiveness), summary affirmance granted, No.
92-5040 (D.C. Cir. Dec. 4, 1992); Fisher v. United States Dep't of Justice,
772 F. Supp. 7, 12 (D.D.C. 1991) (disclosure of information within context of
documents at issue could alert subjects of investigation about techniques used to
aid FBI); Varelli v. FBI, No. 88-1865, slip op. at 17 (D.D.C. Qct, 4, 1991)
(routine techniques protected when used with uncommon technique to accom
plish unique investigative goal); Wagner v. FBI, No. 90-1314, slip op. at 5
(D.D.C. June 4, 1991) (exemption protects detailed surveillance and undercover
investigative methods and techniques), summary affirmance granted, No. 91
5220 (D.C. Cir. Aug. 3, 1992); D'AlessandrQ v. United States Dep't of Jus
tice, No. 90-2088, slip op. at 8 (D.D.C. Feb. 28, 1991) (certain known inves
tigative techniques, when used in conjunction with other techniques, could
reasonably be expected to risk circumvention of law); PHE, Inc. v. United
States Dep't of JustiQe, No. 90-1461, slip op. at 7 (D.D.C. Jan. 31, 1991)
(descriptions of even corruT!.only known obscenity investigation techniques pro-

(continued...)
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~.

In some cases, it is not possible to describe secret law enforcement tech
niques, even in general terms, without disclosing the very infonnation to be
withheld. 14 Several recent decisions, though, have described the general na
ture of the technique while withholding the details. 's Numerous cases decided

13(. •.continued)
teeted when they are used "in concert with other elements of an investigation
and in their totality [are] directed toward a specific investigative goal"), affd jn
pertinent part. rev'd in Qther part & remanded, 983 F.2d 248 (D.C. Cir. 1993);
Beck v. Unjted States Dep't of the Treasury, No. 88-493, slip op. at 26
(D.D.C. Nov. 8, 1989) (certain documents, including map, withheld because
disclosure would reveal surveillance technique used by Customs Service, as
well as why certain individuals were contacted with regard to investigations),
aff'd, 946 F.2d 1563 (D.C. Cir. 1992) (table cite); Gonzalez v. United States
Dep't of Justice, No. 88-913, slip op. at 8 (D.D.C. Oct. 25, 1988) (protecting
investigative techniques used in particular investigations, and their effectiveness
ratings, which could assist criminals in employing countermeasures to circum
vent these techniques); accord Dettman v. United States Dep't of Justice, No.
82-1108, slip op. at 14 (D.D.C. Mar. 21, 1985), affd, 802 F.2d 1472, 1475
n.4 (D.C. CiT. 1986); see also FOIA Update, Spring 1984, at 5; cf. United
States v. Van Horn, 789 F.2d 1492, 1508 (11th Cir. 1986) ("Disclosing the
precise locations where surveillance devices are hidden or their precise specifi
cations will educate criminals regarding how to protect themselves against
police surveillance. ") (recognizing qualified privilege in criminal case).

14 See. e.g" Engelking v. PEA, No. 91-165, slip op. at 10 (D.D.C. Nov.
30, 1992) (release of two specific DEA techniques "would make them inef-·
fective by allowing drug violators to evade detection and apprehension"); Soto
v. PEA, No. 90-1816, slip op. at 7 (D.D.C. Apr. 13, 1992) (detailed descrip
tion of technique pertaining to detection of drug traffickers would effectively
disclose it); Fitzgibbon v. Unit~g States Secret Serv., No. 86-1886, slip op. at
3 (D.D.C. Mar. 17, 1992) (descriptions of how certain law enforcement inves
tigations are conducted and "Administrative Profile" forms); Rojem v. United
States Ds<v't of Justice, No. 90-3021, slip Opt at 2 (D.D.C. Oct. 31, 1991)
(critical descriptions and chronologies of law enforcement tactics not known to
public); Martorano v. FBI, No. 89-377, slip op. at 20-21 (D.D.C. Sept. 30,
1991) (narcotics investigation techniques not commonly known to public);
Spiroyski v. DEA, No. 90-1633, slip op. at 6 (D.D.C. July 24, 1991) (details
regarding thre~ specific DEA investigative techniques); Fernandez v. United
States Dep't of Justice, No. 88-1539, slip op. at 8 (D.D.C. Feb. 5, 1990) (ac
cepting DEA claim that "at least three proven techniques and procedures not
commonly known to the public" could not be explained without revealing their
substance or risking integrity of their effectiveness); Lam Lek Chong v. DEA,
No. 85~3726, slip op. at 19-20 (D.D.C. Mar. 14, 1988), affd on other
grounds, 929 F.2d 729 (D.C. Cir. 1991).

IS See, e.g., Bowen v. FDA, 925 F.2d 1225, 1228 (9th Cir. 1991) (release
of specifics of cyanide-tracing techniques would present serious threat to future
product-tampering investigations); Becker v. IRS, No. 91-C-1203, slip op. at
14-15 (N.D. Ill. Mar. 27, 1992) (protects investigatory techniques used by IRS

(continued... )
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EXEMPTION 7(E)

before the 1986 amendments are consistent with current case law in allowing
agencies to describe the general nature of the technique while withholding full
detail. 16

. While the former version of Exemption 7(E) protected law enforcement
techniques and procedures only where they could be regarded as II investigatory II

or "investigative" ,in character, the first clause of the amended Exemption 7(E)
no longer contains that limitation. Rather, it now simply covers "techniques
and procedures for law enforcement investigations and prosecutions. "n As

15(.•.continued)
to identify and investigate tax protestors) (appeal pending); 'Destileria Serralles.
In!? v. Department of the Treasury, No. 85-837, slip op. at 15 (D.P.R. Sept.
22, 1988) (technique for examining records of alcoholic beverage retailers "to
determine whether discounts offered by a wholesale liquor dealer were used as
a subterfuge' for the giving of a thing of value to the retailer"); O'Connor v.
IRS, 698 F. Supp. 204, 206-07 (D. Nev. 1988) ("tolerance and criteria used
internally by the IRS in investigations"); Laroque v. United States D@'t of
Justic~, No. 86-2677, slip op. at 7-8 (D.D.C. July 12, 1988) ("reason codes"
and "source codes" in State Department "lookout notices"); Luther v. IRS, No.
5-86-130, slip op. at 3-4 (D. Minn. June 8, 1987) (magistrate's recommenda
tion) (alternative holding) ("IRS's Discriminant Function Scores" used to select
returns for audit), adopted (D. Minn. Aug. 13, 1987).

16 See. e.g., Cohen v. Smith, No. 81-5365, slip op. at 8 (9th CiT. Mar. 25,
1983) (details of telephone interviews), cert. denied, 464 U.S. 939 (1983); Ray
v. United States Customs Serv., No. 83-1476, slip op. at 16-17 (D.D.C. Jan.
28, 1985) (same); Fund for a CQnservative Majority v. Federal Election
Comm'n, No. 84-1342, slip op. at 6-8 (D.D.C. Feb. 26, 1985) (alternative
holding) (audit criteria); Oliva v. FBI, No. 83-3724, slip op. at 4 (D.D.C.
Mar. 30, 1984) (model, serial number and type of equipment used in connec
tion with surveillance); leClair v. United States Secret S~rY., No. 82-2162, slip
op. at 5 (D. Mass. Feb. 23, 1983) ("Administrative Profile" used to evaluate
individuals in connection with protective services); Windels. Marx, Davies &
Ives v. Department of Commerce, 576 F. Supp. 405, 413-14 (D.D.C. 1983),
(alternative holding) (computer program used to detect anti-dumping law viola
tions); Minnesota v. Department of Energy, No. 4-81-434, slip op. at 10 (D.
Minn. Dec. 14, 1982) (details of techniques utilized in oil refinery audit); HAY:
ward v. United States Dep't of Justice, 2 Gov't Disclosure Serv., (P-H)
, 81,231, at 81,646 (D.D.C. July 14, 1981) (methods and techniques used by
U.S. Marshals Service to relocate protected witnesses); Malloy v. United States
Dep't of Justice, 457 F. Supp. at 545 (details concerning "bait money" and
"bank security devices"); Boyce v. Deputy Director, No. 78-084, slip op. at 4
5 (D.D.C. Oct. 25, 1978) (procedures unique to counterfeiting investigations);
Ott v. Levi, 419 F. Supp. 750, 752 (B.D. Mo. 1976) (laboratory techniques
used in arson investigation); see also U.S. News & World Report v. Dem!rt
ment of the TreasuO,', No. 84-2303, slip op. at 7 (D.D.C. Mar. 26, 1986)
(extending former version of Exemption 7(E) to protect even Secret Service's
contract specifications for President's armored limousine).

17 5 U.S.C. § 552(b)(7)(E) (1988).

- 261 -



EXEMPTIQN7(E)

such, it authorizes the withholding of information consisting of, or reflecting, a
law enforcement "technique" or a law enforcement "procedure," wherever it is
"for law enforcement investigations or prosecutions" generally. 18

The protection now available under this first clause of the exemption is
thus broader than that which formerly was available under Exemption 7(E) as a
whole. 19 One of the Exemption 7 weaknesses specifically addressed by Con
gress in achieving FOIA reform was its inadequacy to protect such records as
law enforcement manuals which, though certainly containing law enforcement
"techniques" and "procedures," ran afoul of the former "investigatory" require
ment of the exemption.20 Such documents, including those which pertain to
the "prosecutions" stage of the law enforcement process, now meet the require
ments for withholding under Exemption 7(E) to the extent that they consist of,
or reflect, law enforcement techniques and procedures best kept confidential. 21

Exemption 7(E)'s entirely new second clause separately protects "guide
lines for law enforcement investigations or prosecutions if [their] disclosure
could reasonably be expected to risk circumvention of the law. "22 This dis
tinct new protection was added by Congress to ensure proper protection for the
type of law enforcement guideline information found ineligible to be withheld in
the en banc decision of the Court of Appeals for the District of Columbia Cir
cuit in Jordan v. Department of Justice,z3 a case involving guidelines for pro
secutions. It reflects a dual concern with the need to remove any lingering ef
fect of that decision, while at the same time ensuring that agencies do not un
necessarily maintain "secret law" on the standards used to regulate behavior.24

Accordingly. this clause of Exemption 7(E) is available to protect any
"law enforcement guideline" information of the type involved in Jordan, wheth
er it pertains to the prosecution or basic investigation stage of a law enforce
ment matter, whenever it is determined that its disclosure "could reasonably be

18 Id.; ~ Attorney General's MemQrandum at 15. But see also Cowsen-EI
v. JJnit~ States Dep't of Justice, 826 F. Supp. 532, 533-34 (D.D.C. 1992) .
(Bureau of Prisons Program Statement held internal policy wholly unrelated to
investigations or prosecutions).

19 S~e Attorney General's Memorandum at 16.

20 See S. Rep. No. 221, 98th Cong., 1st Sess. 23 (1983) (citing, e.g.,
Sladek v. Bensinger, 605 F.2d 899 (5th Cir. 1979».

21 Attorney General's Memorandum at 16.

22 5 U.S.C. § 552(b)(7)(E) (1988).

23 591 F.2d 753, 771 (D.C. CiL 1978).

24 S. Rep. No. 221, 98th Cong., 1st Sess. 25 (1983). See Attorney Gener
al's Memorandum at 16-17; see also Don Ray Drjve-A-Way Co. v. Skinner,
785 F. Supp. at 200 & n.l (shrouding safety rating process in secrecy "is not
an acceptable solution to the agency's proper concern over severe budgetary re-,
strictions ").
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expected to risk circumvention of the law." 25 In choosing this particular harm
formulation, Congress employed the more relaxed harm standard now used
widely throughout Exemption 7, and obviously "was guided by the 'circumven
tion of the law' standard that the D.C. Circuit established in its en bane deci
sion"26 in Crooker v. Bureau of Alcohol. Tobacco & FirearmsY However,
in applying this clause of Exemption 7(E) to law enforcement manuals, agencies
should be careful to withhold only the portions of those guidelines that correlate
to a specific harm to law enforcement effons. 28

25 See. e.g., PHE. Inc. v. United States Dep't of Justice, 983 at 251 (D.C.
Cir. 1993) ("release of FBI guidelines as to what sources of information are
available to its agents might encourage violators to tamper with those sources of
information and thus inhibit investigative efforts"); Silber v. United States Dep't
of Justice, No. 91-876, transcript at 25 (D.D.C. Aug. 13, 1992) (bench order)
(disclosure of agency's monograph on fraud litigation "would present the spec
ter of Circumvention of the law"); Small v. IRS, 820 F. Supp. 163, 165-66
(D.N.J. 1992) (disclosure of "IRS's Discriminant Function Scores" would result
in circumvention of tax laws; IRS tolerance and audit guidelines withheld be
cause disclosure would allow taxpayers to devi§e circumvention strategies);
Center for Nan Sec. Studigs v. INS, No. 87-2068, slip op. at 14 (D.D.C. Dec.
19, 1990) (exemption protects final contingency plan in event of attack on Unit
ed States, guidelines for response to terrorist attacks, and contingency plans for
immigration emergencies); Powell v, United States Dep't of Justice, No. 86
2020, slip op. at 18 (D.D.C. Aug. 18. 1988) (magistrate's recommendation)
(although agency released documents describing various enforcement tech
niques, disclosure of specific technique used in particular case would reveal
agency's strategy in similar cases), adopted (D.D.C. Oct. 31, 1989); Williston
Basin Interstate Pipeline Co. v. Federal Energy Regulatory Comm'n, No. 88
592, slip op. at 4-5 (D.D.C. Apr. 17, 1989) (finding portions of FERC regu
latory audit describing (1) significance of each page in audit report, (2) in
vestigatory technique utilized and (3) auditor's conclusions, to constitute "the
functional equivalent of a manual" of investigative teChniques"). But see Church
of Scientology y. IRS, 816 F. Supp. 1138, 1162 (W.O. Tex. 1993) (IRS did
not establish how release of notes and memoranda "regarding harassment of
Service employees" written during course of investigation "could reasonably be
expected to circumvent the law") (appeal pending).

25 S. Rep. No. 221, 98th Cong., 1st Sess. 25 (1983); m Attorney Gener
aI's Memorandum at 17.

27 670 F.2d 1051 (D.C. Cir. 1981).

28 See PHE. Inc. v. United Stiltes Dep't of Justice, 983 F.2d at 252 (Na
tional Obscenity Enforcement Unit failed to submit affidavit containing "precise
descriptions of the nature of the redacted material and providing reasons why
releasing each withheld section would create a riskof circumvention of the law,
or . . . clearly indicat[ingJ why disclosable material could not be segregated
from exempted material"); c[ Wightman v. Bureau of Alcohol, Tobacco &
Firearms, 755F.2d 979, 982-83 (Ist Cir. 1985) (remanding for determination
of segregability) (Exemption 2); Schreibman v. United States Dep't of Com-

(continued...)
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Law enforcement agencies therefore may avail themselves "of the distinct 
protections now provided in Ex.emption 7(E)'s two clauses. Their "noninvesti-"
gatory" law enforcement records, to the extent that they can be fairly "regarded
as reflecting techniques or procedures, are now entitled to categorical protection
under Exemption 7(E)'s expanded first clause. As well, law enforcement
guidelines that satisfy the broad "could reasonably be expected to risk circum
vention of law" standard can be protected under Exemption 7(E)'s newer sec
ond clause.29 (See also discussion of overlapping "circumvention" protection
available under Exemption 2, above.)

EXEMPTION 7(F)

As a result of the Freedom of Information Reform"Act of 1986,1 Exemp
tion 7(F) now permits the withholding of information necessary to protect the
physical safety of a wide range of individuals. Whereas Exemption 7(F) previ
ously protected records that tlwmild ... endanger the life or physical safety of
law enforcement personnel, lIZ the amended exemption provides protection to
"any individual" where disclosure of information about- him "could reasonably
be expected to endanger [his] life or physical safety. "3 "

Prior to the 1986 FOIA amendments, this exemption had been invoked to
protect both federal and local law enforcement officers.4 Cases decided after
the 1986 FOrA amendments continue this strong protection for law enforcement
agents.s Under the amended language of Exemption 7(F), courts have applied

18(... continued)
meree, 785 F. Supp. 164. 166 (D.D.C. 1991) (remanding for segregability
finding involving VUlnerability assessment) (Exemption 2).

29 See Attorney General's Memorandum at 17 & n.31.

I Pub. L. No. 99~S70, § 1802, 100 Stat. 3207, 3207-48 to 3207-49.

2 5 U.S.C. § 552(b)(7)(F) (1982) (amended 1986).

35 U.S.C. § 552(b)(7)(F) (1988).

4 See. e.g., Maroscia v. Levi, 569 F.2d 1000, 1002 (7th Cir. 1977) (FBI
special agents and "other law enforcement personnel"); Barham v. Secret Serv.,
No. 82-2130, slip op. at 5 (W.O. Tenn. Sept. 13, 1982) (Secret Service
agents); Dacal v. Bennsinger, 543 F. Supp. 38, 48 (M.D. Pa. 1981) (DEA"
special agents, supervisory special agents, and local law enforcement officers);
Mahler v. United States Dep't of Justice, 2 Gov't Disclosure Servo (P-H)
, 82,032, at 82,263 (D.D.C. Sept. 29, 1981) (Deputy U.S. Marshal); Nunez v.
DEA, 497 F. Supp. 209, 212 (S,D.N.Y. 1980) (DEA special agents); Ray v.
Turner, 468 F. Supp. 730, 735 (D.O.C. 1979) (U.S. Customs Service agent).

5 See. e.g.., Freeman V. United States Dep't of Justice, No. 92-557, slip op.
at 6 (D.D.C. June 28, 1993) (names, identifying data, and aliases of Ideal
undercover law enforcement officers); Mancheswr v, DEA. 823 F. Sopp. 1259,

(continued...)
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the broader protection now offered by this exemption. They have held that this
exemption is appropriate to withhold the "names and identifying information of
federal employees, and third persons who may be unknown" to the requester. 6

Withholding of such information can be necessary to protect such persons from

5( ...continued)
1273 (E.D. Pa. 1993) (names and identities of DEA special agents, superv:~ory

special agents, and other law enforcement officers); Engelking v. DEA, No.
91-165, slip op. at 10 (D.D.C. Nov. 30, 1992) (same); Watson v. United States
D~'t of Justice, 799 F. Supp. 193, 197 (D.D.C. 1992) (same); Epps v. United
States Dep't of Justice, 801 F. Supp. 787, 795 (D.D.C. 1992) (same), symmary
affirmance 2ranted in pertinent part, No. 92~5360 (D.C. Cir. Apr. 29, 1993);
Soto v. DEA, No. 90-1816, slip op. at 8 (D.D.C. Apr. 13, 1992) (same); Mar.:
torano v. DEA, No. 89-813, slip op. at 21~22 (D.D.C. Sept. 30, 1991) (identi
ties of DEA agents and other law enforcement personnel who associate with vi
olators in undercover capacities); Fisher y. United States Dep't of Justice, 772
F. Supp. 7, 11 (D.D.C. 1991) (identities of DBA law enforcement personnel);
Beck v. United States Dep't of Justice, No. 88-3433, slip op. at 2-3 (D.D.C.
July 24, 1991) (names mentioned in criminal investigative files), summary
affirmance granted in pertinent part, No. 91-5292 (D.C. Cir. Nov. 19, 1992);
Spirovski y. DEA, No. 90-1633, slip op. at 4 (D.D.C. July 24, 1991) (names,
telephone numbers and addresses of DEA personnel); Wagner v. FBI, No. 90
1314, slip op. at 6 (D.D.C. June 4, 1991) (identities of DBA agents who
routinely operate in undercover narcotics investigations), summary' affirmance
granted, No. 91-5220 (D.C. Cir. Aug. 3, 1992); Clarkson v; IRS,I No. 8:88
3036-3K, slip op. at 7-8 (D.S.C. May 10, 1990) (identities of IRS agents who
participated in undercover operations involving violent tax-protester groups);
Atkins v. Department of Jystice, No. 88-842, slip op. at 10 (D.D.C. Feb. 26,
1990) (names and identities of DEA agents and other law enforcement per
sonnel who associate with violators in undercover capacities), affd, 946 F.2d
1563 (D.C. Cir. 1991) (table cite).

6 Luther y. IRS, No. 5-86-130, slip op. at 6 (D. Minn. Aug. 13, 1987); see
also Durham v. United States Dep~t of Justice, No. 91-2636, slip op. at 11
(D.D.C. Aug. 17, 1993) (given requester's past violent behavior, agency can
protect identities of individuals who assisted FBI in its case against requester);
Manna v. United States Dep't of Justice, 815 F. Supp. 798, 810 (D.N.J. 1993)
(release of FBI reports would endanger life or physical safety of victims,
informants, and potential and actual witnesses); Kele v. United States Parolf(
Comm'n, No. 92-1302, slip op. at 3 (D.D.C. Aug. 18, 1992) (~gency can'
withhold adverse witness's address and also statements concerning his involve
ment with requester and willingness to testify at requester's probation hearing);
Sanders v. United States Dep't of JuStice, No. 91-2263, slip op. at 10 (D. Kan.
Apr. 21, 1992) (in view of requester's mental difficulties, disclosing identities
of medical personnel who prepared requester's mental health records would en
danger their safety); AUthQr Servs" Inc. v. IRS, No. 90-2187, slip op. at 7
(C.D. Cal. Nov. 14, 1991) (identities of third parties and handwriting and iden
tities of IRS employees withholdable in view of previous conflict and hostility
between parties); VareUi v. FBI, No. 88-1865; slip op. at 17 (D.D.C. Oct. 4,
1991) (identities of individuals in El Salvador who knew of requester's relation~

ship with FBI protected).
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EXEMPTION 7(F)

possible harm by a requester who has threatened them in the past.7 More re
cently, courts have held that the expansive language of "any individual" encom
passes protection of the identities of informants who have been threatened with
harm.8

Significantly, Exemption 7(F) protection has been held to remain applic
able even after a law enforcement officer subsequently retired.9 On the other
hand, in one instance it was held that Exemption 7(F) could not be employed to
protect the identities of law enforcement personnel who testified at the request
er's criminal trial. 10

Several years ago, one court approved a rather novel, but certainly appro
priate, application of this exemption to a description in an FBI laboratory report
of a homemade machine gun because its disclosure would create the real possi
bility that law enforcement officers would have to face "individuals armed with
homemade devices constructed from the expertise of other law enforcement
people .• 11

Although Exemption 7(F)'s coverage may in large part be duplicative of
that afforded by Exemption 7(C), it is potentially broader in that no balancing is
required for withholding under Exemption 7(F).12 It is difficult to imagine
any circumstance, though, in which the public's interest in disclosure could out
weigh the safety of any individual. Moreover, Exemption 7(F), as amended,
should be of greater utility to law enforcement agencies, given the lessened

7 See. e.g., Luther v. IRS, slip op. at 6; Durham v. United States Del"! of
Justice, slip op. at 11 (protection for third parties who have knowledge about
crime in which requester was involved); Manna v, United States Dep't of Jus
tice, 815 F. Supp. at 810 (victims, informants, and potential and actual witness
es in La Cosa Nostra case protected).

8 See. e.g., HQusl~y v. FBI, No. 87-3231, slip ap. at 7 (D.D.C. Mar. 18,
1988) (identities of informants); see glso Spi{ovski v, DEb, slip op. at 4
(names, telephone numbers and addresses of informants).

9 See Moody v. DEA, 592 F. Supp. 556,559 (D.D.C, 1984).

10 Myers v. Unit~Q States Dep't of Justice, No. 85-1746, slip op. at 6
(D.D.C. Sept. 22, 1986). Contra Beck v. United States Dep't of Justice, slip
Opt at 2-3 (exemption not necessarily waived when information revealed at
public trial); Prows v. United States Dep't of Justice, No. 87-1657, slip op. at
6 (D.D.C. Apr. 13, 1989) (similar to protection under Exemption 7(C), DEA
agents' identities protected even though they testified at trian, affd, No. 89·
5185 (D.C. Cir. Feb. 26, 1990).

II LaRouche v. Webster, No. 75-6010, slip Opt at 24 (S.D.N.Y. Oct. 23,
1984); see also Pfeffer v. Director, Bureau of Prisons, No. 89-899, slip Opt at
4 (D.D.C. Apr. 18, 1990) (information about smuggling weapons into prisons
could reasonably be expected to endanger physical safety of "some individual II

and therefore was properly withheld under Exemption 7(F».

12 See FOlA Update, Spring 1984, at 5.
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"could reasonably be expected" harm standard now in effectY Agencies can
reasonably infer from this modification Congress' approval to withhold infor
mation wherever there is a reasonable likelihood of its disclosure causing harm
to someone. 14

EXEMPTION 8

Exemption 8 of the FOIA covers matters that are "contained in or related
to examination, operating, or condition reports prepared by, on behalf of, or for
the use of an agency responsible for the regulation or supervision of financial
institutions. "I

This exemption received little judicial attention during the first dozen
years of the FOIA's operation. The Only significant decision during that period
was one which held that national securities exchanges and broker-dealers are
not "financial institutions" within the meaning of the exemption.2 With respect
to stock exchanges, which have been held to constitute "financial institutions"
under Exemption 8, that decision has not been followed. 3

Subsequent courts interpreting Exemption 8 have declined to restrict the
"particularly broad, all-inclusive" scope of the exemption.4 They have rea
soned that "if Congress has intentionally and unambiguously crafted a particu
larly broad, all-inclusive definition, it is not our function, even in the FOIA

13 See. e.g., Simpson v. United States Dep't of Justice, No. 87-2832, slip
op. at 11 (D.D.C. Sept. 30, 1988) (need to protect identities of DEA agents
held so "clear" that in camera review unnecessary); cr. Hoch v. CIA, No. 82
754, slip op. at 3 (D.D.C. Sept. 30, 1988) ("disclosures by the congressional
committees did not purport to be official acknowledgements as to any of the
information" sought), aff'd, 907 F.2d 1227 (D.C. Cir. 1990) (table cite).

14 Ses; Attorney General's Memorandum on the 1986 Amendments to the"
Freedom of Information Act at 18 & n.34 (Dec. 1987); see also, e.g., Dickie
v. Department of the Treasury, No. 86-649, slip op. at 13 (D.D.C. Mar. 31,
1987) (upholding application of Exemption 7(F) as amended based upon agency
judgment of "very strong likelihood" of harm).

1 5 U.S.C. § 552(b)(8) (1988).

2 M.A. Schapiro & Co. v. SEC, 339 F. Supp. 467, 470 (D.D.C. 1972).

3 See Mermelstein v. SEC, 629 F. Supp. 672, 673-75 (D.D.C. 1986) (opin
ion based in part upon legislative history of Sunshine Act).

4 Consumers Union of United States, Inc. v. Office of the Comptroller of
the Currency, No. 86-1841, slip op. at 2 (D.D.C. Mar. 11, 1988); McCullough
v. FDIC, 1 Gov't Disclosure Servo (P-H) 1 80,194, at 80,494 (D.D.C. July 28,
1980).
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EXEMPTION 8

context, to subvert that effort. lIS The Court of Appeals for the District of Co
lumbia Circuit has gone so far as to state that in Exemption 8 Congress has
provided "absolute protection regardless of the circumstances underlying the
regulatory agency's receipt or preparation of examination, operating or condi
tion reports. "6 More recently, in a major Exemption 8 decision, the D.C. Cir
cuit broadly construed the term "financial institutions" and held that it is not
limited to "depository" institutions.7

In examining the sparse legislative history of Exemption 8, courts have
discerned two major purposes underlying it: (1) "to protect the security of
financial institutions by withholding from the public reports that contain frank
evaluations of a bank's stability," and (2) "to promote cooperation and commu
nication between employees and examiners. "8 Accordingly, different types of
documents have been held to fall within the broad confines of Exemption 8.
First and foremost, the authority of federal agencies to withhold bank examina
tion reports prepared by federal bank examiners has not been questioned.9

Further, matters that are "related to" such reports~-that is, documents that "rep
resent the foundation of the examination process, the findings of such an exami
nation, or its follow-up"-have also been held exempt from disclosure. lO Like
wise, Exemption 8 has been employed to withhold portions of documents--such
as internal memoranda and policy statements--that contain specific information

s CQnsum~rs Union of United States. Inc. v. Heimann, 589 F.2d 531, 533
(D.C. Cir. 1978); see also Sharp v. FDIC, 2 Gov't Disclosure Servo (P-H)
, 81,107, at 81,270 (D.D.C. Jan. 28, 1981); McCullough v, FDIC, 1 Gov't
Disclosure Serv. (P-H) at 80,494.

6 Gregory v. FDIC. 631 F,2d 896, 898 (D.C. Cir. 1980); see a}sQ P.Y!lli£
Citizen v. Farm Credit Admin., 938 F.2d 290, 293-94 (D.C. Cir. 1991) (hold
ing that National Consumer Cooperative Bank is "financial institution" for pur
poses of Exemption 8; exemption protects audit reports prepared by Farm
Credit Administration for submission to Congress regarding NCCB, although
FCA does not regulate or supervise NCCB).

7 Public Citizen v. Farm Credit Admin., 938 F.2d at 292-94.

8 Atkinson v. FDIC, 1 Gov't Disclosure Servo (P-H) , 80,034, at 80,102
(D.D.C. Feb. 13, 1980); see also Consumers Union of United States. Inc. v.
Heimann, 589 F.2d at 534; Feinberg v. Hibernia Corp., No. 90-4245, slip op.
at 8 (E.D. La. Jan. 7, 1993); Fagot v, FDIC, 584 F. Supp. 1168, 1173
(D.P.R. 1984), aff'd in pertinent part & rev'd in part, 760 F.2d 252 (1st Cir.
1985) (table cite).

9 See Sharp v. FDIC, 2 Gov't Disclosure Servo (P-H) at 81,270; Atkinson
v. FDIC, 1 Gov't Disclosure Servo (P-H) at 80,102. .

10 Atkinson v. FDIC, 1 Gov't Disclosure Servo (P-H) at 80,102; see also
Teichgraeber v. Board of Governors. Fed. Reserve Sys., No. 87·2505, slip op.
at 2-3 (D. Kan. Mar. 20, 1989); Consumers Union Qf United States. Inc. V.

Office Qf the Comptroller of the Currene)!, slip op. at 2·3; Folger V. Conover,
No. 82-4, slip op. at 6-8 (E.D. Ky. Oct. 25, 1983); Sharp v. FDIC, 2 Gov't
Disclosure Servo (P-H) at 81,271.
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EXEMPTION 8

about named financial institutions. II

Bank examination reports and related documents prepared by state regula
tory agencies have been found protectible under Exemption 8 on more than one
ground. The purposes of the exemption are plainly served by withholding such
material because of the "interconnected" purposes and operations of federal and
state banking authorities. Ii A state agency report transferred to a federal agen
cy strictly for its confidential use, however, and thus still within the control of
the state agency, was held as a threshold matter not even to be an "agency rec
ord" under the FOIA subject to disclosure. 13 In general. "all records, regard
less of the source, of a bank's financial condition and operations and in the
possession of a federal agency 'responsible for the regulation or supervision of
financial institutions,' are exempt. ,,14

Indeed, even records pertaining to banks that are no longer in operation
can be withheld under Exemption 8 in order to serve the policy of promoting
"frank cooperation" between bank and agency officials. 15 The exemption pro
tects even bailk examination reports and related memoranda relating to insolven
cy proceedings. 16 Documents relating to cease-and-desist orders that issue af
ter a bank examination as the result of a closed administrative hearing are also
properly exempL I7 Additionally, reports examining bank compliance with
consumer laws and regulations have been held to "fall squarely within the ex
emption. 1118 .

II See Wachtel v. Office of Thrift Supervision, No. 3-90-833, slip op. at
19-20, 23, 26-28, 30, 33 (M.D. Tenn. Nov. 20, 1990) (protecting portions of
documents that contain specific information about two named financial institu
tions-namesof institutions, names of officers and agents, any references to
their geographic locations, and specific information about their financial
conditions).

12 See Atkinson v. FDIC. 1 Gov't Disclosure Servo (P~H) at 80,102.

13 McCUllough v. FDIC, 1 Gov't Disclosure Servo (P-H) at 80,495.

14 kh (quoting legislative history).

15 Gregory v. FDIC, 631 F.2d at 899.

16 See. e.g., Tripati v. United States Dep't of Justice, No. 87-3301, slip op.
at 2-3 (D.D.C. May 23, 1990). But cf. In re Sunrise Sec. Litig'., 109 n.R.
658, 664-67 (E.D. Pat 1990) (holding that Federal Home Loan Bank of Atlanta
could not rely upon regulation implementing Exemption 8 as independent evi
dentiary "bank examination priVilege," and even under more general "official
information privilege" there exists no absolute protection for internal working
papers and other documents generated in government's examination of failed
bank) (non-FOIA case).

17 See, e.g., Atkinson v. FDIC, 1 Gov't Disclosure Servo (P-H) at 80,103.

18 liL.;' cr. Consumers Union of United States. Inc. V. H~imann, 589 F.2d at
(continued...)
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EXEMPTION 9

Moreover, in keeping with the expansive construction of Exemption 8,
courts have generally not required agencies to segregate and disclose portions of
documents unrelated to the financial state of the institution: "rA]n entire exami
nation report, not just that related to the 'condition of the bank' may be prop
erly withheld. 1119

EXEMPTION 9

Exemption 9 of the FOIA covers "geological and geophysical information
and data, including maps, concerning wells. "1 While this exemption is very
rarely invoked or interpreted,2 one court has held that it applies only to "well
information of a technical or scientific nature. "3 Only two other decisions have
addressed Exemption 9; however, both merely mentioned the exemption without
discussing its scope or application.4

EXCLUSIONS

The Freedom of Information Reform Act of 1986 created an entirely new
mechanism for protecting certain especially sensitive law enforcement matters

18(•••continued)
534-35 (Truth in Lending Act does not narro\', Exemption. 8'8 broad 1a.'1guage);

. Consumers Union of United States, Inc. v, Office of the Comptroller of the
Currency, slip op. at 2-3 (reports fall within Exemption 8 "because they ana
lyze and summarize information concerning consumer complaints").

19 Atkinson v. FDIC, 1 Gov't Disclosure Servo (P-H) at 80,103, But see
Fagot v, FDIC, No. 84-1523, slip op, at 5-6 (1st Cir. Mar. 27, 1985) (portion
of document which does not relate to bank report or examination cannot be
withheld); see gen~rany PRE. Inc. v. Department of Justice, 983 F.2d 248, 252
(D.C. Cir. 1993) (emphasizing general agency segregation obligation under
FOIA).

I 5 U .S.C. § 552(b)(9) (1988).

2 S~e National Broadcasting Co. v. SBA, No. 92 Civ. 6483, slip Opt at 5
n.2 (S,D.N,Y. Jan, 28, 1993) (merely noting that document withheld under
Exemption 4 "also contains geographic or geological information which is
exempted from disclosure pursuant to FOIA Exemption 9"),

3 Black Hills Alliance v. United States Forest Serv" 603 F. Supp, 117, 122
(D,S.D. 1984) (excluding number, locations, and depths of proposed uranium
exploration drill-holes).

4 See Superior Oil Co. v. Federal Energy Regulatory Comm'n, 563 F.2d
191, 203-04 & n.20 (5th Cir. 1977) (non-FOIA case); Pennzoil Co. v. Federal
Power Comm'n, 534 F.2d 627, 629-30 & n.2 (5th Cir. 1976) (non-FOIA case);
cr. Ecee. Inc. v. Federal Energy Regulatory Comm'n, 645 F.2d 339, 348-49
(5th Cir. 1981) (requirement that producers of natural gas submit confidential
geological information held valid) (non-FOIA case).
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under new subsection (c) of the FOIA. l These three special protection pro
visions, referred to as record "exclusions," now expressly authorize federal law
enforcement agencies, for especially sensitive records under certain specified
circumstances. to "treat the records as not subiect to the reauirements of fthe
FOIA]."2 It s'hould be appreciated at the outs~t, however, that the unfamiliar
procedures required .to properly employ these special record exclusions are by
no means straightforward and must be implemented with the utmost care. 3

Any agency considering employing an exclusion or having a question as to their
implementation should first consult with the Office of Information and Privacy,
at (202) 514-3642. 4

Initially, it is crucial to recognize the somewhat subtle, but very signifi
cant, distinction between the result of employing a record exciusion and the
concept that is colloquially known as "GJomarization. "5 That latter term refers
to the situation in which an agency expressly refuses to confirm or deny the
existence of records responsive to a request.6 (A more detailed discussion of
HI"'!1_....... ",_=_......:..... _n :01"1 1\ ....... ",__..t... 1"_..4",,_ 1:' ........__.: ...... _ '1 .....1.._.. , ..... \ T1-..,.... .....__1:"""....... : .... _ ,..&
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one of the three record exclusions, on the other hand, results in a response to
the FOIA requester stating that there exist no records responsive to his FOIA
request. While "Glomarization" remains adequate to provide necessary protec
tion in certain situations; these special record exclusions should prove invalu
able in addressing the exceptionally sensitive situations in which even "Glomar
ization" is inadequate to the task.

The (c)(l) Exclusion

The first of these novel provisions, known as the "(c)(l) exclusion,"
provides as follows:

Whenever a request is made which involves access to records
described in subsection (b)(7)(A) and -- (A) the investigation or
proceeding involves a possible violation of criminal law; and (B)
there is reason to believe that (i) the subject of the investigation or
proceeding is not aware of its pendency, and (ii) disciosure of the
existence of the records could reasonably be expected to interfere

I See Attornev General's Memorandum on the 1986 Amendments to the-. . ._- . --

Freedom of Information Act 18-30 (Dec. 1987) [hereinafter Attorney General's
Memorandum] .

2 5 U.S.C. § 552(c)(l), (c)(2), (c)(3) (1988).

3 See Attorney General's MemQrandum at 27 n.48.

4 See id.

s See id. at 26 & n.47; see alsQ Benavides v. DEA, 968 F.2d 1243, 1246
48 (D.C. Cir.) (initially confusing exclusion mechanism with T1Glomarizationtl),
modified, 976 F.2d 751,753 (D.C. Cir. 1992).

6 See. e.g., (hrdels v. qA, 689 F.2d 1100, 1103 (D.C. Cir. 1982); Phil
lippi v. CIA, 546 F.2d 1009, 1013 (D.C. Cir. 1976).
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with enforcement proceedings, the agency may, during only such
time as that circumstance continues, treat the records as not subject
to the requirements of this section.7

In most cases, the protection of Exemption 7(A) is sufficient to guard
against any impairment of law enforcement investigations or proceedings
through the FOIA. To avail itself of Exemption 7(A), however, an agency
must routinely specify that it is doing so--first administratively and then, if
sued, in court--even when it is invoking the exemption to withhold all respon
sive records in their entireties. Thus, in specific situations in which the very
fact of an investigation's existence is yet unknown to the investigation!s subject,
invoking Exemption 7(A) in response to a FOIA request for pertinent records
permits an investigation's subject to be "tipped off" to its existence. By the
same token, any person (or entity) engaged in criminal activities could use a
carefully worded FOIA request to try to determine whether he (or it) is under
federal investigation. An agency response that does not invoke Exemption 7(A)
to withhold law enforcement files tells such a requester that his activities have
thus far escaped detection.

The (c)(l) exclusion now authorizes federal law enforcement agencies;
under specified circumstances, to shield the very existence of records ofongo
ing investigations or proceedings by excluding them entirely from the FOIA's
reach.8 To qualify for such exclusion from the FOIA, the records in question
must be those which would otherwise be withheld in their entireties under Ex
emption 7(A). Further, they must relate to an "investigation or proceeding
[that] involves a possible violation of criminal law. "9 Hence, any records per
taining to a purely civil law enforcement matter cannot be excluded from the
FOrA under this provision, although they may qualify for ordinary Exemption
7(A) withholding. However, the statutor'j requirement t..~at there be orJy a
"possible violation of criminal law, " by its very terms, admits a wide range of
investigatory files maintained by more than just criminal law enforcement agen
cies. 10

Next, the statute imposes two closely related requirements which go to
the very heart of the particular harm addressed through this record exclusion.
An agency determining whether it can employ (c)(l) protection must consider
whether it has "reason to believe" that the investie:ation's' subiectis not aware

~ ..
of its pendency and that, most fundamentally, the agency's disclosure of the
very existence of the records in question IIcould reasonably be expected to

75 U.S.C. § 552(c)(1).

8 See Attorney General's Memorandum at 18-22.

9 5 U.S.C. § 552(c)(1)(A).

10 See Attorney General's Memorandum at 20 & n.37 (files of agencies
which are not primarily engaged in criminal law enforcement activities may be
eligible for protection if they contain information about potential criminal viola
tions which are pursued toward the possibility of referral to the Department of
Justice for further prosecution).
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interfere with enforcement proceedings. "II

Obviously, where all investigatory subjects are already aware of an inves
tigation's pendency, the "tip off" harm sought to be prevented through this rec
ord exclusion is not of concern. Accordingly, the language of this exclusion
expressly obliges agencies contemplating its use to consider the level of aware·
ness already possessed by the investigative sUbjects involved. It is appropriate
that agencies do so, as the statutory language provides, according to a good
faith, "reason to believe" standard, which very much comports with the "could
reasonably be expected to" standard utilized both elsewhere in this exclusion
and in the amended language of Exemption 7(A).12

This "reason to believe" standard for considering a subject's present
awareness should afford agencies all necessary latitude in making such determi
nations. As the exclusion is phrased, this requirement is satisfied so long as an
agency determines that it affirmatively possesses "reason to believe" that such
awareness does not in fact exist. While it is always possible that an agency
might possess somewhat conflicting or even contradictory indications on such a
point, unless an agency can resolve that a subject is aware of an investigation,
it should not risk impairing the investigation through a telling FOIA disclo
sure. 13 Moreover, agencies are not obligated to accept any bald assertions by
investigative subjects that they "know" of ongoing investigations against them~
such assertions might well constitute no more than Sheer speculation. Because
such a ploy, if accepted, could defeat the exclusion's clear statutory purpose,
agencies should rely upon their own objective indicia of subject awareness and
consequent harm. 14 .

In the great majority of cases, invoking Exemption 7(A) will protect the
interests of law enforcement agencies in responding to FOIA requests for active
law enforcement files. The (c)(l) exclusion should be employed only in the
exceptional case in which an agency reaches the judgment that, given its belief
of subject unawareness, the mere invocation of Exemption 7(A) could reason
ably be expected to cause harm~-a judgment that should be made distinctly and
thoughtfully. IS

Finally, the clear language of this exclusion specifically restricts its appU..
cability to "during only such time" as the above required circumstances contin~

ue to exist. This limitation comports with the extraordinary nature of the pro
tection afforded by the exclusion, as well as with the basic temporal nature of
Exemption 7(A) underlying it. It means, of course, that an,agency that has
employed the exclusion in a particular case is obligated to cease!doing so once
the circumstances warranting it cease to exist. Once a law enforcement matter

11 5 U.S.C. § 552(c)(l)(B).

12 See Attorney General's MemQrandum at 21.·

13~ kL.

14 See id. at n.38.

1~ See id. at 21.
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reaches a stage at which all subjects are aware of its' pendency, or at which the
agency otherwise determines that the public disclosure of that pendency no
longer could lead to harm, the exclusion should be regarded as no longer appli
cable. If the FOIA request which triggered the agency's use of the exclusion
remains pending either administratively or in court at such time, the ex.cluded
records should be identified as responsive to that request and processed in the
ordinary manner .16 However, an agency is under no legal obligation to spon
taneously reopen a closed FOIA request, even though records were excluded
during its entire pendency: By operation of law, the records simply were,not
subject to the FOIA during the pendency of the request, 17

Where all of these requirements are met, and an agency reaches the
judgment that it is necessary and appropriate that the (c)(l) exclusion be em
ployed in connection with a request, this means that the records in question will
be treated, as far as the FOrA requester is concerned, as if they did not ex
ist. 18 Where it is the case that the excluded records are just part·of the totali
ty of records responsive to a FOIA request, the request will be handled as a .
seemingly routine one, with the other responsive records processed as if they
were the only responsive records in existence. Where the only records respon~

sive to a request fall within the exclusion, the requester will lawfully be advised
that no records responsive to his FOIA request exist. 19

In order to maintain the integrity of an exclusion, each agency that em
ploys it must ensure that its FOIA responses are consistent throughout. There
fore, all agencies that could possibly employ at least one of the three record
exclusions should ensure that their FOIA communications are consistently
phrased so that a requester cannot ever discern the existence of any excluded
records, or of any matter underlying them. through the agency's response to his
FOIA request.

Th~ (c)(2) Exclusion

The second exclusion created by the FOIA Reform Act applies to a nar
rower situation, involving the threatened identification of confidential infor
mants in criminal proceedings.20 The "(c)(2) exclusion" provides as follows:

Whenever informant records maintained by a criminal law enforce
ment agency under an informant's name or personal identifier are
requested by a third party according to the informant's name or
personal identifier. the agency may treat the records as not subject

16 See id. at 22.

17 See id. at 22 n.39.

18 See id. at 22.

19 Id.

20 See id. at 22-24.

- 274 -

J



EXCLUSIONS

to the requirements of [the FOIA] unless the informant's status as
an informant has been officially confirmed.21

This exclusion contemplates the situation in which a sophisticated request
er could try to identify an informant by forcing a law enforcement agency into a
position in which it otherwise would have no lawful choice but to tellingly
invoke Exemption 7(0) in response to a request which encompasses informant
records maintained on a named person. 22 In the ordinary situation. Exemption
7(D), as now amended. should adequately allow a law enforcement agency to
withhold all items of information necessary to prevent the identification of any
of its confidential sources.23

But as with Exemption 7(A), invoking Exemption 7(0) in response to a
FOIA request tells the requester that somewhere within the records encom
passed by his particular request there is reference to at least one confidential
source. Again, under ordinary circumstances the disclosure of this fact poses
no direct threat. But under certain extraordinary circumstances, tbis disclosure
could result in devastating harms to the source and to the system of confiden
tiality existing between sources and criminal law enforcement agencies.

The scenario in which the exclusion is most likely to be employed is one
in which the ringleaders of a criminal enterprise suspect that they have been
infiltrated by a source and therefore force all participants in the criminal ven
ture either to directly request that any law enforcement files on them be dis
closed to the organization or to execute privacy waivers authorizing disclosure
of their files in response to a request from the organization. Absent the (c)(2)
exclusion. a law enforcement agency could effectively be forced to disclose
information to the subject organization (Le., through the very invocation of
Exemption 7(0» indicating that the named individual is a confidential
source.24

The (c)(2) exclusion is principally intended to address this unusual, but
dangerous situation by permitting" an agency to escape the necessity of giving a
response that would be tantamount to identifying a named party as a law en
forcement source.2S Any criminal law enforcement agency is now authorized
to treat such requested records, within the extraordinary context of such a FOIA

21 5 U.S.C. § 552(c)(2).

22 See Attorney General's Me~orandum at 23.

23 See, e.g., Keys v, United States Dep't of Justice, 830 F.2d 337. 345-46
(D.C.Cir. 1987); "see also United States pep't of Justice v, Landano, 113 S.
Ct. 2014, 2023-24 (1993) (although "the Government is not entitled to a pre
sumption that a source is confidential within the meaning of Exemption 7(D)
whenever the source provides information to the FBI in the course of a criminal
investigation," it should "often" be able to identify circumstances supporting an
inference of confidentiality).

24 See Attorney General's Memorandum at 23,

2S See ill:. at 23-24.
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request. as beyond the FOIA's reach. As with the (c)(l) exclusion•. the agency
would have "no obligation to acknowledge the existence of such records in re
sponse to such request. 1126

A criminal law enforcement agency forced to employ th~s exclusion
should do so in the same fashion as it would employ the (c)(1) exclusion al
ready discussed.t1 It is imperative that all information which ordinarily would
be disclosed to a first-party requester, ot.'ler t.'lan information which would
reflect that an individual is a confidential source, be disclosed. If, for example,
the Federal Bureau of Investigation were to respond to a request for records
pertaining to an individual having a known record of federal prosecutions by
replying that "there exist no records responsive to your FOIA request," the
interested criminal organization would surely recognize that its request had been
afforded extraordinary treatment and would draw its conclusions accordingly.
Therefore, the (c)(2) exclusion must be employed in a manner entirely con
sistent with its source-protection objective.

The (c)(3) Exclusion

The third of these special record exclusions pertains only to certain law
enforcement records that are maintained by the FBI,28 The "(c)(3) exclusion"
provides as follows:

Whenever a request is made which involves access to records
maintained by the Federal Bureau of Investigation pertaining to
foreign intelligence or counterintelligence, or international terror
ism, and the existence of the records is classified information as
provided in [Exemption 1], the Bureau may, as long as the exis-.
tence of the records remains classified information, treat the rec
ords as not subject to the requirements of [the FOIA).29

This exclusion recognizes the exceptional sensitivity of the FBI's activi
ties in the areas of foreign intelligence, counterintelligence and .the battie against
internationai terrorism, as weli as the fact that the ciassified files of these activi,..
ties can be particularly vulnerable to targeted FOIA requests. Sometimes,
within the context of a particular FOIA request, the very fact that the FBI does
or does not hold any records on a specified person or subject can itself be .a
11"<.0. ...": ...:",,,0. ~n.n. -_-t"'p...lu I'Iol ... ,""~+:.o."'" :_ ..,. ....,..".....,.1".."",01:1 .... ,1 ..'" 'tiVQ.I'H'.:'l.TA n ..rl.o._ 1\.J~
03t;;U.~lLJV\;;l IQ."-'1., p1Vr-11] .....lai3~.l.l.l~U JlI a"".....VJ.UAl.lw\;r VYJ.U.L .L..IA""'''''"UU'Y ..... '"'.l.U""," J,.",v.

12,356 and protectible under FOIA Exemption 1.30 Once again, however, the
mere invocation of Exemption 1 to withhold such information can provide
information to the requester which would have an extremely adverse effect on
the government's interests. In some possible contexts, the furnishing of an

26 S. Rep. No. 221, 98th Cong., 1st Sess. 25 (1983).

27 See Attorney General's Memorandum at 24.

28 See id. at 24-27.

29 5 U.S.C. § 552(c)(3).

30 5 U.S.C. § 552(b)(I); see Attorney General's Memorandum at 25.
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actual "no records" response, even to a seemingly innocuous "first-party" re
quest, can compromise sensitive activities. 3

\

The FOIA Reform Act took cognizance of this through the (c)(3) exclu
sion, in which it authorizes the FBI to protect itself against such harm in con
nection with any of its records pertaining to these three, especially sensitive,
areas. To do so, the FBI must of course reach the judgment, in the context of
a particular request, that the very existence or nonexistence of responsive rec
ords is itself a classified fact and that it need employ this record exclusion to
prevent its disclosure. 32 By the terms of this provision, the excluded records
may be treated as such so long as their existence, within the context of the re
quest, "remains classified information. "33

Additionally, it should be noted that while the statute refers to records
maintained by the FBI, exceptional circumstances could possibly arise in which
it would be appropriate for another component of the Department of Justice or
another federal agency to invoke this exclusion.34 Such a situation could occur
where information in records of another component or agency is derived from
FBI records which fully qualify for (c)(3) exclusion protection. In such ex
tr~ordinary circumstances, the agency processing the derivative information
should consult with the FBI regarding the possible joint invocation of the exclu
sion in order to avoid a potentially damaging inconsistent response. 35

Procedural Considerations

Several procedural considerations regarding the implementation and oper
ation of these special record exclusions should be noted. .First, it should be
self-evident that the decision to employ an exclusion" in response to a particular
request must not be reflected on anything made available to the requester.
Where an agency reaches the jUdgment that it is necessary to employ an exclu
sion, it should do so as a specific official determination that is reviewed careful
ly by appropriate supervisory agency officials.36 The particular records cover
ed by an exclusion action should be concretely and carefully identified and
segregated from any responsive records that are to be processed according to
ordinary procedures.31

It must be remembered that providing a "no records II response as part of
an exclusion strategy does not insulate the agency from either administrative or

31 See Attorney General's Memorandum at 25.

32~m..

33 5 U.S.C. § 552(c)(3).

34 See Attorney General's Memorandum at 25 n.45.

35 See ill..

36 See id. at 27.
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judicial review of the agency's action. The recipient of a "no records" response
may challenge it because he believes that the agency has failed to conduct a
sufficiently detailed search to uncover the requested records. 38 Alternately,
any requester, mindful of the exclusion mechanism and seeking information of a
nature which could possibly trigger an exclusion action, could seek review in an
effort to pursue his suspicions and to have a court determine whether an exclu
sion, if in fact used, was appropriately employed.

Moreover, because the very objective of the exclusions is to preclude the
requester from learning that there exist such responsive records, all administra
tive appeals and court cases involving a "no records" response must now re
ceive extremely careful attention. If one procedure is employed in adjudicating
appeals or litigating cases in which there are genuinely no responsive records,
and any different course is followed where an exclusion is in fact being used,
sophisticated requesters could quickly learn to distinguish between the two and
defeat an exclusion's very purpose.39

Consequently, agencies should prepare in advance a uniform procedure to
handle administrative appeals and court challenges which seek review of the
possibility that an exclusion was employed in a given case. In responding to
administrative appeals from "no record" responses,4Q agencies should accept
any clear request for review of the possible use of an exclusion and specifically
address it in evaluating and responding to the appeal. 41

In the ex.ceptional case in which an exclusion was in fact invoked, the
appellate review authority should examine the correctness of that action and
come to a judgment as to the exclusion's continued applicability as of that
time.42 In the event that an exclusion is found to have been improperly em
ployed or to be no longer applicable, the appeal should be remanded for prompt
processing of all formerly excluded records, with the requester advised accord~

ingly.43 Where it is determined either that an ex.clusion wa$ properly em
ployed or that, as in the overwhelming bulk of cases, no exclusion was used,
the result of the administrative appeal should be, by all appearances, the same:
The requester should be specifically advised that this aspect of his appeal was

38 & id. at 29~ see generally Oglesby v. United States Dep't of the Army,
920 F.2d 57, 67 (D.C. Cir. 1990).

39 See Attorney General's Memorandum at 29.

40 See FOIA Update, Spring 1991, at 5 ("alP Guidance: Procedural Rules
Under the D.C. Circuit's Oglesby Decision") (agencies now obligated to advise
any requester who receives "no record" response of its procedures for filing
administrative appeal) (superseding FOIA Update, Summer 1984, at 2).

41 See Attorney General's Memorandum at 29 (superseded in part by FOIA
Update, Spring 1991, at 5).

42~ Attorney General's Memorandum at 28.

43 See id.
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reviewed and found to be without merit. 44

Such administrative appeal responses, of course, necessarily must be
stated in such a way that does not indicate whether an exclusion was in fact in
voked. 45 Moreover, in order to preserve the effectiveness of the exclusion
mechanism, requesters who inquire in any way whether an exclusion has been
used should routinely be advised that it is the agency's standard policy to refuse
to confirm or deny that an exclusion was employed in any particular case. 46

Exclusion issues in court actions must be handled with similarly careful
and thoughtful preparation. First, it need be recognized that any judicial review
of a suspected exclusion determination must of course be conducted ex parte,
based upon an in camera court filing submitted directly to the judge. 47 Sec
ond, it is essential to the integrity of the exclusion mechanism that requesters
not be able to determine whether an exclusion was employed at all in a given
case based upon how any case is handled in court. Thus, it is critical that the
in camera defenses of exclusion issues raised in FOIA cases occur not merely in
those cases in which an exclusion actually was employed and is in fact being
defended.48

Accordingly, the Attorney General has stated that it is the government's
standard litigation policy in the defense of FOIA lawsuits that, whenever a
FOlA plaintiff raises a distinct claim regarding the suspected use of an exclu~

sion, the government will routinely submit an in camera declaration addressing
that claim, one way or the other. 49 Where an exclusion was in fact employed,
the correctness of that action will be justified to the court. Where' an exclusion
was not in fact employed, the in camera declaration will state simply that it is
being submitted to the court so as to mask whether or not an exclusion is being
employed, thus preserving the integrity of the exclusion process overall.50 In
either case, the government will of course urge the court to issue a public de
cision which does not indicate whether it is or is not an actual exclusion case.
Such a public decision, like an administrative appeal determination of an exclu
sion-related request for review, should specify only that a full review of the
claim was had and that, if an exclusion was in fact employed, it was, and re~

mains, amply justified.sl

44 See id. at 28-29.

45 See id. at 29.

46 See id. at 29 & n.52.

47 See id. at 29.

48 See id.

49 See i.l:L. at 30.

50 See id.

SI Se~ id.; ~ Beauman V. FBI, No. Cv~92-7603, slip op. at 2 (C.D. Cal.
(continued...)
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DISCRETIONARY DISCLOSURE AND WAIVER

The Freedom of Information Act is an information disclosure statute
which, through its exemption structure, strikes an overall balance between in
formation disclosure and nondisclosure, 1 with an emphasis on the "fullest re
sponsible disclosure."2 Inasmuch as the FOIA's exemptions are discretionary,
not mandatory,3 agencies are free to make "discretionary disclosures" of ex
empt information, as a matter of good public policy and government account
ability, wherever they are not otherwise prohibited from doing SO.4 Where
they do so, agencies should not be held to have "waived" their ability to invoke
applicable FOIA exemptions for similar or related .information in the future. In
other situations, however, various types of agency conduct and circumstances
can reasonably be held to result in exemption waiver.

Discretionary Disclosure

Because the Freedom of Information Act does not itself prohibit the
disclosure of any information,S an agency's ability to make a discretionary
disclosure of information covered by a FOIA exemption necessarily hinges on
whether any separate legal barrier to disclosure applies to the information in
question. Some of the FOIA's exemptions--such as Exemption 26 and Exemp-

51(•••continued)
Apr. 12, 1993) ('''In response to the plaintiffs claim of the (c)(l) exclusion
being utilized in this action, ... [w]ithout Gonfirming or denying that any such
exclusion was actually invoked by the defendant, the Court finds and concludes
[after review of an in camera declaration] that if an exclusion was in fact em
ployed, it was, and remains, amply justified.'" (adopting agency's proposed
conclusion of law».

1 See John Doe Agency v. John Doe Corp., 493 U.S. 146: 153 (1989).

2 S. Rep. No. 813, 89th Cong., 1st Sess. 3 (1965); see also Attorney Gen
eral's Memorandum on the 1986 Amendments to the Freedom of Infonnation
Act 30 (Dec. 1987); FOIA Update, Summer 1988, at 14.

3 See Chrysler Corp. v. Brown, 441 U.S. 281, 293 (1979).

4 See CNA Fin. Corp. v. Donovan, 830 F.2d 1132, 1334 n.l (D.C. Cir.
1987) (An agency's FOIA disclosure decision can "be grounded either in its
view that none of the FOIA exemptions applies, and thus that disclosure is
mandatory, or in its belief that release is justified in the exercise of its discre
tion, even though the data fall within one or more of the statutory exemp
tions."), cert. denied, 485 U.S. 977 (1988); see also FOIA Update, Summer
1985, at 3 ("It is well known that agencies generally have discretion under the
Freedom of Infonnation Act to decide whether to invoke applicable FOIA ex
emptions. ").

5 See 5 U .S.C. § 552(d) (1988).

6 5 U.S.C. § 552(b)(2).

- 280-



,...-:~

t,')
\.

DISCRETIONARY DISCLOSURE AND WAIVER

tion 5,7 for example--protect a type of information that is not subject to any
such disclosure prohibition.' Other FOIA exemptions--most notably Exemption
38~-directly correspond to, and serve to accommodate, distinct prohibitions on
information disclosure that operate entirely independently of the FOIA. An
agency is constrained from making a discretionary FOIA disclosure of the types
of information covered by the following FOIA exemptions:

Exemption 1 of the FOIA protects from disclosure national security infor
mation concerning the national defense or foreign policy, provided that it has
been properly classified in accordance with both the substantive and procedural
requirements of an executive order.9 As a general rule, an ag~ncy official
holding classification authority determines whether any particular information
requires classification and then that determination is implemented under the
FOIA through the invocation of Exemption 1.10 Thus, if information is in fact
properly classified, and therefore is exempt from disclosure under Exemption 1,
it is not appropriate for discretionary FOIA disclosure. (See discussion of Ex
emption 1, above.)

Exemption 3 of the FOIA explicitly accommodates the nondisclosure pro
visions that are contained in a variety of other federal statutes.· Some of these
statutory nondisclosure provisions, such as those pertaining to grand jury infor
mationll and census data,12 categorically prevent disclosure harm and establish
absolute prohibitions on agency disclosure; others leave agencies with some
discretion as to whether to disclose certain information, but such administrative
discretion generally is exercised independently of the FOIA. 13 (See discussion
of Exemption 3, above.) Therefore, agencies ordinarily do not make discre
tionary disclosure under the FOIA of information that falls within the scope of
Exemption 3.14

7 5 U.S.C. § 552(b)(5).

85 U.S.C. § 552(b)(3).

9 See 5 U.S.C. § 552(b)(1) (implementing current Executive Order 12,3~6,

3 C.F.R. 166 (1983), reprinted in 50 U.S.C. § 401 note (1988)).

10 See generally FOIA Updat~, Winter 1985, at 1-2.

11 See Fed. R. Crim. P. 6(e) (enacted as statute in 1977)

12 See 13 U.S.C. §§ 8(b), 9(a) (1988).

13 See. e.g., Aronson v. IRS, 973 F.2d 962, 966 (lst Cir. 1992).

]4 See. e.g., Association of Retired R.R. Workers v. Railroad Retirement
Bd" 830 F.2d 331,335 (D.C. Cir. 1987) (FOIA jurisdiction does not extend to
exercise of agency disclosure discretion within Exemption 3 statute). But s~
Palmer v. Derwinski, No. 91-197, slip op. at 3-4 (E.D. Ky. June 10, 1992)
(exceptional FOIA case in which court ordered Veterans Administration to dis
close existence of certain medical records pursuant to discretionary terms of 38
U.S.C, § 7332(b».
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Exemption 4 of the FOrA protects "trade secrets and commercial or fi
nancial information obtained from a person [that is] privileged or confiden
tial. " IS For the most part, Exemption 4 protects information implicating pri
vate commercial interests that would not ordinarily be the subject of discretion
ary FOrA disclosure. (See discussions of Exemption 4, above, and "Reverse"
FOIA, below.) Even more significantly, a specific criminal statute, the Trade
Secrets Act, 16 prohibits the unauthorized disclosure of most (if not all) of the
information falling within Exemption 4; its practical effect is to constrain an
agency's ability io make a discretionary disclosure of Exemption 4 informa
tion,l7 absent an agency regulation (based upon a federal statute) that expressly
authorizes disclosure. IS

t:;'v...,...nt;nn" " <lnil 7{r'\ nf th.. POT A n,..nt",,.t ,.",.,.."nn<l1 n,..;"o,." ;nt"' llt" in.......n..""•.u ..,p ....I.va..u '" "A...... '\"-'} V.&. 1..1""'" A ......, ...... t'j.V"~" ¥""... UV......U4 y"'.&yw.",,) .j,.IL- w.,;,"',." .1.1.

non-law enforcement recordsl9 and law enforcement records/o respectively.
As with private commercial information covered by Exemption 4, the personal
information protected by Exemptions 6 and 7(C) is not the type of information
ordinarily considered appropriate for discretionary FOIA disclosure; with these
exemptions, a balancing of public interest considerations is built into the deter
mination of whether the information is exempt in the first place. (See discus
sions of Exemption 6 and Exemption 7(C), above.) Moreover, the personal
information covered by Exemptions 6 and 7(C) in many cases falls within the
protective coverage of the Privacy Act of 1974,21 which mandates that any
such information concerning U.S. citizens and permanent-resident aliens that is .
maintained in a "system of records ..22 not be disclosed unless that disclosure is
permitted under one of the specific exceptions to the Privacy Act's general dis
closure prohibition.23 Inasmuch as the FOIA-disclosure exception in the Pri
vacy Act permits only those disclosures that are "required" under the FOIA,24
the making of discretionary FOIA disclosures of personal information is funda
mentally incompatible with the Privacy Act and, in many instances, is pro-

15 5 U.S.C. § 552(b)(4).

16 18 U.S.C. § 1905 (1988).

17 See CNA Fin. Corp. v. Donovan,830 F.2d at 1144; see also FOIA Up
date, Summer 1985, at 3 ("OIP Guidance: Discretionary Disclosure and Ex
emption 4").

18 See Chrysler v. Brown, 441 U.S. at 295-96; see, e.g., St. Mary's Hosp..
Inc. v. Harris, 604 F.2d 407, 409-10 (5th Cir. 1979). (See discussion of this
point under "Reverse" FOIA, below.)

19 5 U.S.C. § 552(b)(6).

20 5 U.S.C. § 552(b)(7)(C).

21 5 U.S.C. § 552a (1988 & Supp. IV 1992).

225 U.S.c. § 552a(a)(5).

23 5 U.S.C. § 552a(b).

24 5 U.S.C. § 552a(b)(2).
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hibited by it. 25

With the exception of information that is subject to th.e disclosure prohibi~

tions accommodated by the above FOIA exemptions, agencies may make discre~

tionary disclosures of any exempt information under the FOIA and agency
FOIA officers should be encouraged to do so. Such disclosures are most
appropriate where the interest protected by the exemption in question is
primarily an institutional interest of the agency (rather than a private interest of
an individual or commercial entity), one that the agency might choose to forego
in a particular case--or in particular types of cases--as a matter of sound
administrative discretion and overall public interest. 26

One example is the type of administrative information that can fall within
the "low 2/1 aspect of Exemption 2, which uniquely shields agencies from sheer
administrative burden rather than from any reasonably foreseeable disclosure
harm. (See discussion of Exemption 2, above.) In many instances, especially
where the information in question is a portion of a document page not otherwise
exempt in its entirety, such information would more efficiently be released than
withheld. 27 As a practical matter, information should not be withheld unless it
need be.

More common examples of the types of information appropriate for dis
cretionary FOIA disclosure can be found under Ex~mption 5, which incorpor~

ates discovery privileges that nearly always protect only the institutional inter
ests of the agency possessing the information. (See discussion of Exemption 5,
above.) Information that might otherwise be withheld under the deliberative
process privilege for the purpose of protecting the deliberative process in gener
al can be disclosed where to do so would cause no foreseeable harm to any
particular process of agency deliberation. 28 Similarly I many litigation-related

25 See DOD v. FLRA, 964 F.2d 26, 30-31 n.6 (D.C. Cir. 1992) (discuss
ing Privacy Act's limitations on discretionary FOIA disc1osure)~ see also FOIA
Update, Summer 1984, at 2 (discussing interplay between FOIA and Privacy
Act).

26 See. e.g., Gregory v. pOIC, 631 F.2d 896, 899 & n.4 (D.C. Cir. 1980)
(discretionary disclosure of information falling within Exemption 8); Superior
Oil Co. v. Federal Energy Regulatory Comm'n, 563 F.2d 191,203-05 (5th
Cir. 1977) (discretionary disclosure of information falling within -Exemption 9);
Nationwide Bldg. Maintenance. Inc. v. Sampson, 559 F.2d 704! 707 n.11, 712
n.34 (D.C. Cir. 1977) (discretionary discLosure of "deliberative process" infor
mation falling within Exemption 5).

27 See FOIA Update, Winter 1984, at 11-12 ("FOIA Counselor: The
Unique Protection of Exemption 2") (advising agencies to invoke exemption
only where doing so truly avoids burden).

28 See, e.&., Nationwide Bldg. Maintenance. Inc. v. Sampson. 559 F.2d at
707 n.ll, 712 n.34; accord Army Times Publishing Co. v. Department of the
Air Force, 998 F.2d 1067, 1072 (D.C. Cir. 1993) (suggesting harm standard

(continued... )
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records that otherwise might routinely be withheld under the attorney work
product privilege long after the conclusion of litigation can be considered for
disclosure on the same basis.29 Any such information, though· technically or
arguably falling within a FOrA exemption, need not be withheld if its disclosure
would not foreseeably harm any governmental or other interest intended to be
protected by that exemption.30

In this regard, it should be remembered that the FOIA requires agencies
to disclose all "reasonably segregable" nonexempt portions of requested rec
ords.3l The satisfaction of this important statutory requirement can involve an
onerous delineation process, one that readily lends itself to the making of dis
cretionary disclosures, particularly at the margins of FOIA exemption appIica
bility.32

Furthermore, as a general rule, making a discretionary disclosure under
the FOIA can significantly lessen an agency's burden at all levels of the admin
istrative process, and it also eliminates the possibility that the information in
question will become the subject of protracted litigation-thus serving an addi
tional public interest in the conservation of increasingly scarce agency
resources.

Where an agency considers making a discretionary disclosure of exempt
information under the FOIA, it should be able to do so free of any concern that
in exercising its administrative discretion with respect to particular information
it is impairing its ability to invoke applicable FOIA exemptions for any argu
ably similar information. In the leading judicial precedent on this point, Mobil

28(•.•continued)
for factual information under deliberative process privilege); Petroleum Info.
Corp. v. United States Dep't of the Interior, 976 F.2d 1429, 1436 n.8 (D.C.
Cir. 1992) (same for relatively "mundane," nonpolicy-oriented information).

29 See. e.g., FOIA Update, Summer 1985, at 5 (encouraging consideration
of discretionary disclosure of attorney work-product information where possible
to do so without causing harm to litigation process).

30 Accord. e.g., Nationwide Bldg. Maintenance. Inc. v, Sampson, 559 F.2d
at 712 n.34 (observing that agencies should be willing to "disclos[e] information
which while arguably exempt need not be withheld").

31 5 U.S.C. § 552(b) (final sentence); see also. e.g., PRE. Inc. v. Depart
ment of Justice, 983 F.2d 248, 252 (D.C. Cir. 1993) (both agency and court
must determine whether any withheld information· can be segregated from ex~

empt information and released).

32 See. e.g., Army Times Publishing Co. v. Department of the Air Force.
998 F.2d 1067, 1071 (D.C. Cil. 1993) (emphasizing significance of segregation
requirement in connection with deliberative process privilege under Exemption
5); Wightman v. Bureau of Alcohol. Tobacco & Firearms, 755 F.2d 979, 983
(1st Cir. 1985) ("detailed process of segregation" held not unreasonable for
request involving 36 document pages).
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Oil Corp. v. EPA,33 a FOIA requester argued that by making a discretionary
release of certain records that could have been withheld under Exemption 5, the
agency had waived its right to invoke that exemption for a group of "related"
records. 34 In rejecting such a waiver argument, the Court of Appeals for the
Ninth Circuit. surveyed the law of waiver under the FOIA and found "no case
. . . in which the release of certain documents waived the exemption as to other
documents. On tl)e contrary, [courts1generally have found that the release of
certain documents waives FOIA exemptions only for those documents re
leased. "35

.Such a general rule of nonwaiver through discretionary disclosure is sup
ported by sound policy considerations, as the Ninth Circuit in Mobil Oil dis
cussed at some length:

Implying such a waiver could tend to inhibit agencies from making
any disclosures other than those explicitly required by law because
voluntary release of documents exempt from disclosure require
ments would expose other documents [of a related nature] to risk of
disclosure. An agency would have an incentive to refuse to release
all exempt documents if it wished to retain an exemption for any
documents. .,. [R]eadily finding waiver of confidentiality fOT

exempt documents would tend to thwart the [FOIA's] underlying
. statutory purpose, which is to implement a policy of broad disclo
sure of government records. 36

This rule was presaged by the Court of Appeals for the D.C. Circuit many

33879 F.2d 698 (9th CiL 1989).

34 kL at 700.

35 kL. at 701;~ Salisburyv. United States, 690 F.2d 966, 971 (D.C. Cir.
1982) ("[D]isclosure of a similar type of information in a different case does
not mean that the agency·;must make 'its disclosure in every case."); Stein v.
Rwartment of Justice, 662 F.2d 1245, 1259 (7th Cir. 1981) (exercise of discre
tion should waive no right to withhold records of "similar nature"); Schiller v.

._ NLRB, No. 87-1176, slip op. at 7 (D.D.C. July 10, 1990) ("Discretionary
release of a document pertains to that document alone, regardless of whether
similar documents exist."), rev'd on other grounds, 964 F.2¢ 1205 (D.C. Cir.
1992); see also. e.g., United States Student Ass'n v. CIA, 620 F. Supp. 565,
571 (D.D.C. 1985) (no waiver through prior disclosure except as to "duplicate"
information); Dow. Lohnes & Albertson v, Presidential COmm'n on Broadcast
ing to Cuba, 624 F. Supp. 572, 578 (D.D.C. 1984) (same); cf. Silper v. United
States Dev't of Justice, No. 91-876, transcript at 18 (D.D.C. Aug. 13, 1992)
(bench order) (no waiver would be found even if it were to be established that
other comparable documents had been disclosed)..

36 879.F.2d at 701; see also Army Times Publishing Co. v. Department of
the Air Foree, 998 F.2d at ,1068 (articulating general principle of no waiver of
exemption simply because agency released "information similar to that request-
ed" in past). .
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years ago, when it observed:

Surely this is an important consideration. The FOIA should
not be construed so as to put the federal bureaucracy in a defensive
or hostile position with respect to the Act's spirit of open govern~

ment and liberal disclosure of information.37

As another court more recently phrased it: "A contrary rule would create
an incentive against voluntary disclosure of information. 1138 Agencies should
be mindful, though, that this nonwaiver rule applies to true discretionary disclo
sures made under the FOIA--which should be made available to anyone--as dis
tinguished from any "selective" disclosure made more narrowly outside the
context of the FOIA. 39 Such non-FOIA disclosures can lead to more difficult
waiver questions.

Waiver

Sometimes, when a FOIA exemption is being invoked, a further inquiry
must be undertaken: a determination of whether, through some prior disclosure
or an express authorization, the applicability of the exemption has been waived.
Resolution of this inquiry requires a careful analysis of the specific nature of
and circumstances surrounding the prior disclosure involved.40 First and fore
most, if the prior disclosure does not "matchn the exempt information in ques
tion, the difference between the two might itself be a significant basis for reach-

37 Nationwide Bldg. Maintenance. Inc. v. Sampson, 559 F.2d at 712 n.34.

38 Mehl y. EPA, 797 F. Supp. 43, 47 (D.D.C. 1992); see also Public Law
Educ. lnst. v. United States Dep't of Justiq~, 744 F.2d 181, 183-84 (D.C. Cir.
1984) (no FOIA attorneys fees liability where agency disclosed requested record
as matter of administrative discretion); Military Audit Project v. Casey, 656
F.2d 724, 754 (D.C. Cir. 1981) (agency should not be penalized for declas~

sifying and releasing documents during litigation; otherwise, there would be "a
disincentive for an agency to reappraise its position and, when appropriate,
release documents previously withheld").

39 See. e.g., North Dakota ex reI. Qlson v. Andrus, 581 F.2d 177, 182 (8th
Cir. 1978) (finding waiver where agency made "selective" disclosure to one
interested party only); Committee to Bridge the Gap y. Department of EnergJ':,
No. 90-3568, transcript at 5 (C.D. Cal. Oct. 11, 1991) (bench order) (waiver
found where agency gave preferential treatment to interested party; such action
is "offensive" to FOIA and "fosters precisely the distrust of government the
FOIA was intended to obviate").

40 See FOIA Update, Spring 1983, at 6; see also Mobil Oil Corp. v. EPA,
879 F.2d 698, 700 (9th Cir. 1989) (tiThe inquiry into whether a specific disclo
sure constitutes a waiver is fact specific. "); Carson v. United States Dep't of
Justice, 631 F.2d 1008, 1016 n.30 (D.C. Cir. 1980) ("[T]he extent to which
prior agency disclosure may constitute a waiver of the FOIA exemptions must
depend both on the circumstances of prior disclosure and on the particular ex
emptions claimed. ").
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ing the conclusion that no waiver has occurred. 41

Although courts are generally sympathetic to the necessities of effective
agency functioning when confronted with an issue of waiver ,42 courts do look
harshly upon prior disclosures that result in unfairness. 43 In one case, Hop-

41 See, e.g., Afshar v. Department of State, 702 F.2d 1125, 1132 (D.C.
Cir. 1983) (finding that "withheld information is in some material respect dif
ferent" from that to which requester claimed had been released previously);
Public Citizen v. Department of State, 787 F. Supp. 12, 13 (D.D.C. 1992)
(appeal pending); see also. e.g., Fitzgibbon v. CIA. 911 F.2d 755, 765 (D.C.
Cir. 1990) (no waiver where withheld information "pertain[s] to a time period
later than the date of the publicly documented information"); Freeman v. United
States Dep't of Justice, No. 92-557, slip op. at 9 (D.D.C. June 28, 1993) (no
waiver where requester failed to show that information available to public du
plicates that being withheld); Hunt v. FBI, No. C-92-1390, slip op, at 15-16
(N.D. Cal. Sept. 16, 1992) (agency not required to disclose documents where
"similar" ones were previously -released; none of released documents were "as
specific as" or "match" requested documents); Silber v. United States Dep't of
Justice, transcript at 18 (release of other manuals in other subject-matter areas
does not compel release of fraud monograph). But see also Committee to
Bridge the Gap v. Department of Energy, transcript at 2-5 (distinguishing Mo
bil Oil and finding deliberative process privilege waived for draft order by prior
voluntary disclosure of earlier draft order to interested party; agency ordered to
release earlier draft order and all subsequent revisions).

42 See, e.g., Massey v. FBI, No. 92-6086, slip op. 5667, 5676 (2d Cir.
Aug. 27, 1993) (individuals held not to waive "strong privacy interests in gov
ernment documents containing information about them even where the informa
tion may have been public at one time"); Irons v. FBI, 880 F.2d 1446, 1452
(1st Cir. 1989) (en bane) (public testimony by confidential source does not
waive FBI's right to withhold information pursuant to Exemption 7(D»; Cooper
v. Department of the Navy, 558 F.2d 274, 278 (5th Cir. 1977) (prior disclosure
of aircraft accident investigation report to aircraft manufacturer held not to
constitute waiver); Van Atta v. Defense Intelligence Agency, No. 87-1508, slip
op. at 5-6 (D.D.C. July 6, 1988) (disclosure to foreign government does not
constitute waiver); Medera Community Hosp, v. United States, No, 86-542,
slip op. at 6-9 (E.D. Cal. June 28, 1988) (no waiver where memoranda inter
preting agency's regulations sent to state auditor involved in enforcement pro
ceeding); Erb v. United States Dep't of Justice, 572 F. Supp. 9~4, 956 (W.D.
Mich. 1983) (nondisclosure under Exemption 7(A) upheld after "limited disclo
sure,j of FBI criminal investigative report to defense attorney and state pros
ecutor).

43 See. e.g., North Dakota ex reI. Olson v. Andrus, 581 F.2d 177, 182 (8th
Cir. 1978) ("selective disclosure" of record to one party in litigation deemed
"offensive" to FOIA and held to prevent agency's subsequent invocation of Ex
emption 5 against other party to litigation); Committee to Bridge the Gap v.
Department of Energy, transcript at 3-5 (deliberative process privilege waived
for draft order by prior voluntary disclosure of earlier draft order to interested

(continued...)
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kins v. Department of the Navy,44 a commercial life insurance company
sought access to records reflecting the name, rank, and duty location of .service
men stationed at Quantico Marine Corps Base. The district court, although not
technically applying the doctrine of waiver, rejected the agency's privacy argu~

ments on the grounds that officers' reassignment stations were routinely pub
lished in the Navy Times and that the Department of Defense had disclosed the
names and addresses of 1.4 million service members to a political campaign
committee.4s

An agency's failure to heed even its own regulations regarding circulation
of internal agency documents was found determinative and led to a fmding of
waiver in Shermco Industries v. Secretary of th~ Air Force.46 Similarly, an
agency's personnel regulation reqUiring disclosure of (or a promise by an agen~

cyofficial to disclose) the information,47 an agency's carelessness in permit
ting access to certain information,48 and an entirely mistaken disclosure of the
contents of a document49 have all resulted in waiver. so

43(•.•continued)
party; selective disclosure is "offensive" to FOIA); Northwest EnvtI. Defense .
Ctr. v. United States FQrest Serv., No. 91-125, slip op. at 12 (D. Or. Aug. 23,
1991) (magistrate's recommendation) (deliberative process privilege waived as
to portion of agency report discussed with "interested" third party), adopted (D.
Or. Feb. 12, 1992).

44 No. 84-1868, slip op. at 5-6 (D.D.C. Feb. 5, 1985).

45 See kL. at 6; see also In re Subpoena Duces Tecum, 738 F.2d 1367,
1371-74 (D.C. Cir. 1984) (voluntary disclosure by private party of information
to one agency waived attorney work-product and attorney-client priviieges when
same information sought by second agency) (non~FOIA case).

46 613 F.2d 1314, 1320 (5th Cir. 1980).

47 See Johnson v. HHS, No. 88-243-5, slip op. at 10-11 (E.D.N.C. Feb. 7,
1989).

48 See. e.g., Cooper v. Department of the Nayy, 594 F.2d 484,488 (5th
Cir. 1978), cert. denied, 444 U.S. 926 (1979); cr. Allnet CommunicatiQn
Servs.. Inc. v. FCC, 800 F. Supp. 984, 989 (D.D.C. 1992) (no waiver where
information disclosed under "strict confidentiality") (appeal pending).

49 See. e.g., Dresser Indus. Valve Operations, Inc. Y, EEOC, 2 Gov't Dis
closure Servo (P-H) , 82,197, at 82,575 (W.D. La. Jan. 19, 1982). But see
also Nation Magazine v. Department of State, 805 F. Supp. 68, 73 (D.D.C.
1992) ("[N]o rule of administrative law requires an agency to extend erroneous
treatment of one party to other parties, 'thereby turning an isolated error into a
uniform misapplication of the law. '" (quoting fulcred Heart Medical Ctc. V.

Sullivan, 958 F.2d 537, 548 n.24 (3d Cir. 1992) (dicta))); Astley v. Lawson,
No. 89-2806, slip op. at 20 (D.D.C. Jan. 11, 1991) (inadvertent placement of
documents into public record held not to waive exemption where it was reme
died immediately upon agency's awareness of mistake); cf. M~rs v. Williams,

(continued...)
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On the other hand, the Court of Appeals for the First Circuit has firmly
held that the mere fact that a confidential source testifies at a trial does not
waive Exemption 7(D) protection for any source-provided information not ac
tually revealed in public. sl Nor does public congressional testimony waive
Exemption 1 protection where the context of the information publicized is dif
ferent and only some of the information is revealed. 52

In one case it was held that the oral disclosure of only the conclusion
reached in a predecisional document "does not, without more, waive the [deIib-

49(•..continued)
No. 92-1609 (D. Or. Apr. 21, 1993) (preliminary injunction granted prohibiting
FOIA requester from disclosing original and all copies of erroneously disclosed
document containing trade secrets) (non-FOIA case).

50 See also Gannett River States Publishing Corp. v. Bureau of the Nat'l
Guard, No. J91-0455-L, slip op. at 14 (S.D. Miss. Mar. 2, 1992) (privacy
interests in withholding identities of soldiers disciplined for causing accident is
de minimis because agency previously released much identifying information);
Powell v. United States, 584 F. Supp. 1508, 1520-21 (N.D. Cal. 1984) (sug
gesting that attorney work-product privilege may be waived where agency made
earlier release of such information which "reflect[ed] positively" on agency, and
later may have withheld work-product information on same matter which did
not reflect so "positively" on agency).

51 See Irons v. FBI, 880 F .2d at 1454; see also LaRouche v. United States
Dep't of Justice t No. 90-2753, slip op. at 14 (D.D.C. June 24 t 1993) (agency
must review requested file and disclose those portions which were revealed at
trial); Church of Scientology In1'l v. FBI, No. 9l-l0850-Y, slip op. at 4-5 (D.
Mass. Nov. 23, 1992) (privacy protection waived for information about individ
uals who publicly testified at trial and who have been identified). But see Jones
v. FBI, No. e77-tOOl, slip op. at 13-14 (N.D. Ohio Aug. 12, 1992) (identities
of confidential informants and third parties are not waived even if they have
testified in court and are publicly known) (appeal pending); but see also Wil
liams v. FBI, 822 F. Supp. 808, 814 n.3 (D.D.C. 1993) (public testimony by
confidential sources does not waive exemption); cf. Spannaus v. United States
Dep't of Justice, No. 85-1015, slip op. at 25-26 (D. Mass. Nov. 12, 1992)
(neither testimony at trial nor actual trial itself waives prote,ction, for documents
prepared in anticipation of litigation); Wechsler v. United State~ Consumer
Prod. Safety Comm'n, No. 92,.402, slip op. at 4 (S.D. Fla. Oct. 19, 1992)
(magistrate's recommendation) (fact that confidential source andlor confidential
information may subsequently be disclosed does not affect exemption), adopted
sub nom. United States v. United States Consumer Prod. Safety Comm'n (S.D.
Fla. Dec. 1, 1992).

52 See Fitzgibbon v. CIA, 911 F.2d at 765 (prior disclosure does not waive
"information pertaining to a time period later than the date of the publicly docu~

mented information"); see also Afshar v. Department of State, 702 F.2d at
1131-32 (finding no waiver where withheld information is in some respect ma
terially different); ~blic Citizen v. Department of State, 787 F. Supp. at 15.
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erative process] privilege."s3 In another, an agency disclosure to a small
group of nongovernmental personnel, with no copies permitted, was held not to
inhibit agency decisionmaking so that the deliberative process privilege was not
waived.54

As is suggested above, if the agency is able to establish that it acted re
sponsibly and in furtherance of a legitimate governmental purpose, its later
claim of exemption will likely prevaiIY Of course, circulation of a document
""rith." thQ ~tTo"''''lr A_aa tr'lInf' 1:l11'''';''.Cto .... _ .a.vo.~-. ..:",_ S6 _ ...... A_..... "" A:,.. .....1_..".__ ("'---
'" ..uuu U1...., Q.5""U\;) UV"\o.ri:) UV," VY(1.1 ""'" au ""'J\\,;o.1UpUUU, UVI UVCi:) U!\)\"JU.,U1C i:llUVJ.l1$

agencies,57 or to advisory committees (even those including members of the

S3 Morrison v. United States Dep't of Justice, No. 87-3394, slip op. at 3
(D.D.C. Apr. 29, 1988). But see Myles-Pirzada v. Department of the Army,
No. 91-1080, slip op. at 6 (D.D.C. Nov. 20, 1992) (privilege waived when
agency official read report to requester over telephone); Washington Post Co.
v. United States Dep't of the Air Force, 617 F. Supp. 602, 605 (D.D.C. 1985)
(disclosure of document's conclusions waived privilege for body of document).

S4 See Dow. Lohnes & Albertson v. Presidential Comm'n on Broadcasting
to Cuba, 624 F. Supp. 572, 577-78 (D.D.C. 1984); see also Brinderson Con
structors, Inc. v. Army Corps of Eng'rs, No. 85-0905, slip op. at 12 (D.D.C.
June 11, 1986) (requester's participation in agency enterprise did not entitle
requester to all related documents). But see Myles-Pirzada v. Department of
the Army, slip op. at 6 (privilege waived when agency official read report to
requester over telephone); Shell Oil Co. v. IRS, 772 F. Supp. 202, 211 (D.
Del. 1991) (finding waiver when agency employee read aloud entire draft docu·
ment at public meeting: "Where an authorized disclosure is voluntarily made to
a non-federal party, the government waives any claim that the information is
exempt from disclosure under the deliberative process privilege.").

55 See FOIA Update, Spring 1983, at 6; see, e.g., Badhwar v. United States
Dep't of the Air Force, 629 F. Supp. 478, 481 (D.D.C. 1986) (disclosure to
outside person held necessary to assemble report in first place), aff'd in part &
remanded in part on other grounng, 829 F.2d 182 (D.C. Cir. 1987); FOIA Up
date, Winter 1984, at 4.

S6 See. e.g., ChemcentrallGrand Rapids Corp, v. EPA, No. 91-C-4380, slip
op. at 12~14 (N.D. Ill. Oct. 5, 1992) (no waiver of attorney-elient privilege
where documents in question were circulated to only those employees who
needed to review legal advice contained in it); Lasker-Goldman Corp. v. GSA,
2 Gov't Disclosure Servo (P-H) , 81,125, at 81,322 (D.D.C. Feb. 27, 1981)
(no waiver where document was circulated to management officials within
agency).

57 See. e.g., Chilivis v. SEC, 673 F.2d 1205,1211-12 (lIth Cir. 1982)
(agency does not automatically waive exemption by releasing documents to
other agencies); Silber v. United States Dep't of Justice, transcript at 10-18
(distribution of manual to other agencies does not constitute waiver). But cf.
Lacefield v. United States, No. 92-N·1680, slip op. at 11 (D. Colo. Mar. 10,
1993) (attorney-client privilege waived with respect to letter from City of Den
ver attorney to Colorado Department of Safety because letter was circulated to
IRS).
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public).58 Similarly, deference to the common agency practice of disclosing
specifically requested information to a congressional committee,s9 or to the
General Accounting Office (an arm of Congress),60 or to state attorneys gener~

al,61 does not waive FOIA exemption protection for that information.

Indeed, when an agency has been compelled to disclose a document under
limited and controlled conditions, such as under a protective order in an admin
istrative proceeding. its authority to withhold the document thereafter is not
diminished. 62 This applies as well to other disclosures in the criminal discov~
ery context. 63

58 S~e. e.g., Aviation Consumer Action Project v. Washburn, 535 F.2d
101, 107-08 (D.C. Cir. 1976).

59 See. e.g., Florida House of Representatives v. United States Dep't of
Commerce, 961 F.2d 941,946 (lIth Cir. 1992) (holding no waiver of exemp
tion due to court-ordered disclosure, involuntary disclosure to Congress, or
disclosure of related informatioQ); Aspin v. DOD, 491 F.2d 24, 26 (D.C. Cir.
1973); see also Eagle-Picher Indus. v. United States, 11 Ct. Cl. 452, 460-61
(1987) (work-product privilege not waived in nonspecific congressional testi
mony "if potentially thousands of documents need be reviewed to determine if
the gist ora significant part of documents were revealed") (non-FOIA case);
FOIA Update, Winter 1984, at 3-4 ("OIP Guidance: Congressional Access
Under FOIA ") (analyzing and cabining Murphy v. Department of the Army,
613 F.2d 1151 (D.C. Cir. 1979».

60 S~e. e.g., Shermco Indus. v. Secretary of the Air Force, 613 F.2d at
1320-21.

61 Interco. Inc. v. FTC, 490 F. Supp. 39, 44 (D.D.C. 1979).

62 See, e.g., Lead Indus. Ass'" v. OSHA, 610 F.2d 70, 79 n.13 (2d Cir.
1979); see also Silverberg v. HHS, No. 89~2743, slip op. at 7 (D.D.C. June
14, 1991) (fact that individual who is subject of drug test by particular laborato
ry has right of access to its performance and testing information does not render
such information publicly available), appeal dismissed per stipulation, No. 9l
5255 (D.C. Cir. Sept. 2, 1993).

63 See. e.g" Ferguson v. FBI, 957 F.2d 1059, 1068 (2d Cir. 1992) (fact
that local police department released records pursuant to New York Freedom of
Information Law and one of its officers testified at length in cotit held not to
waive police department's status as confidential source under Exemption 7(D»;
Parker v. Department of Justice, 934 F.2d 375, 379 (D.C. Cir. 1991) (nondis
closure under Exemption 7(0) upheld even though confidential informant may
have testified at requester's trial); Fisher v. United States Dep't of Justice, 772
F. Supp. 7, 12 (D.D.C. 1991) (even if some of withheld information has ap~

peared in print, nondisclosure is proper because disclosure from official source
would confirm unofficial information and thereby cause harm to third parties);
Beck v. United States Dep't of Justice, No. 88-3433, slip op. at 2-3 (D.D.C.
June 24, .1991) (nondisclosure under Exemptions 7(A), 7(C), 7(0) and 7(F)
upheld even though agency disclosed information in criminal proceeding), sum-

(continued ...)
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The one circumstance in which an agency's failure to treat information in
a responsible, appropriate fashion should not result in waiver is where the
failure is not fairly attributable to the agency--Le., where an agency employee
has made an unauthorized disclosure, a "leak" of information. Recognizing that
a finding of waiver in such circumstances would only lead to "exacerbation of
the harm created by the leaks, "64 the courts have consistently refused to penal
ize agencies by holding that because of such conduct a waiver has occurred.65

63( •••continued)
mary affirmance granted in pertinent part, No. 91-5292 (D.C. Cir. Nov. 19,
1992); Glick v. Department of Justice, No. 89-3279, slip op. at 8 (D.D.C. June
20, 1991) (fact that agency discloses information in one context does not waive
confidentiality of information or of those who provide it); Crooker v. Bureau of
Alcohol. Tobacco & Firearms, No. 85-615, slip op. at 4-5 (D.D.C. Aug. 2,
1985) (nondisclosure under Exemption 7(A) upheld even though requester re
viewed document in prior parole hearing), rev'd on other ~rounds, 789 F.2d 64
(D.C. Cir. 1986); 6rb Y, United States Dep't of Justice, 572 F. Supp. at 956
(nondisclosure to third party upheld under Exemption 7(A) even though docu
ment provided to defendant through criminal discovery); Krohn v. Department
of Justice, 3 Gov't Disclosure Serv, (P-H) , 83,120, at 83,724 (D.D.C. Sept
7, 1979) (nondisclosure under Exemption 7(0) upheld even though requester
previously reviewed documents as defendant in criminal discovery); see also
MUq?hy Y. FBI, 490 F. Supp. 1138, 1141 & n.6 (D.D.C. 1980) (citing Krohn
with approval), summary judgment vacated as moot, No. 80-1612 (D.C. Cif.
Jan. 8, 1981).

64 Murphy v. FBI, 490 F. Supp. at 1142.

65 ~.,.p e g ~;rr""'An"" Un;h'rl <;:tat ",,, o",... 't Af' U .;,..'" '70,; F 2d 7flO '712u ....."", .., ~I. .I.U.U.U ".., .,... U ,.",w U t.""'a,J '"" Vol lh.,,,,,,, J ,.,.v ~ U;i', 1.1-

(4th Cir. 1986) (unauthorized disclosure does not constitute waiver); Medina
Hincapie v. Department of State, 700 F.2d 737, 742 n.20 (D.C. Cir. 1983)
(official's ultra vires release does not constitute waiver); LaRouche v, United
States Dep't of Justic;e. slip op. at 14 (fact that some aspects of grand jury
proceeding were leaked to press has "no bearing" on FOIA litigation); Resolu
tion Trust Com. v. Dean, 813 F. Supp. 1426, 1429-30 (D. Ariz. 1993) (no
waiver of attorney-client privilege where agency took precautions to secure
confidentiality of document but inexplicable leak nonetheless occurred) (non
FOrA case); Silber v. United States Dep't of Justice, transcript at 18 (unauthor
ized publication of parts of document does not constitute waiver); Washington
Post Co, v. DOD, No. 84-2949, slip op. at 16-18 (D.D.C. Feb. 25, 1987) .
(congressional leaks); Lone Star Indus. v. FTC, No. 82-3150, slip op. at 17 n.8
(D.D.C. June 8, 1983); Lawrers' Int'l Union v. United States Dep't of Ju§tice,
578 F. Supp. 52, 58 n.3 (D.D.C. 1983), affd, 772 F.2d 919 (D.C. Cir. 1984);
Lasker-Goldman Corp. v. GSA, 2 Gov't Disclosure Serv. (P-H) at 81,322;
Safeway Stores. Inc. v. FTC, 428 F. Supp. 346, 347 (D.D.C. 1977); see also
in re Engram, No. 91-1722, slip op. at 3, 6-7 (4th Cir. June 2, 1992) (per
curiam) (permitting discovery as to circumstances of suspected leak); £L. Hunt
v. CIA, 981 F.2d 1116, 1120 (9th Cir. 1992) (agency not required to confIrm
or deny accuracy of information released by other government agencies regard
ing its interest in certain individuals); Rush v. Department of State, 748 F.

(continued...)
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On the other hand, "official" disclosures--i.e., direct acknowledgments by
authoritative government officials--may well waive an otherwise applicable
FOIA exemption.66 In this context, one decision held. that information that
was the subject of an "off-the-record" disclosure to the press cannot be protect
ed under Exemption 1. 67 Similarly, an individual's express disclosure author
ization with respect to his own interests implicated in requested records can also
result in a waiver.68

Finally, it should be noted that an agency should not be required to dem
onstrate in a FOIA case that it has positively determined that not a single dis
closure of any withheld information pas occurred.69 Indeed, the burden is on

65( .••continued)
Supp.· 1548, 1556 (S.D. Fla. 1990) (finding that author of agency documents,
who had since left government service, did not have authority to waive Exemp
tion 5 protection).

66 See Abbotts v. NRC, 766 F.2d 604, 607-08 (D.C. Cir. 1985); see. e.g"
Myles-Pirzada v. pepartment of the Army, slip op. at 6 (privilege waived when
agency official read report to requester over telephone); Schlesinger v. CIA,
591 F. Supp. 60, 61 (D.D.C. 1984); see also Krikorian v. Department of State,
984 F.;2d 461, 467-68 (D.C. Cir. 1993) (court on remand must determine
whether redacted portions of £Jocument had been "officially acknowledged");
Afshar v. Department of State, 702 F.2d at 1133 (books by former agency
officials do not constitute "an official and documented disclosure"); Hunt v.
FBI, slip op. at 16-18 (alleged nongovernmental disclosure of contents of re
quested documents does not constitute "official" acknowledgement); HQIIand v.
CIA, No. 91-1233, slip Opt at 13-14 (D.D.C. Aug. 31, 1992) (applying .Afi.Imr
and finding that requester has not demonstrated that specific information in pub
lic domain has been "officially acknowledged"); United States Student Ass'n v.
ga, 620 F. Supp. at 571. .

67 Lawyers Comm. for Human Rightsv. INS, ·721 F. Supp. 552, 569
(S.D.N.Y. 1989), motion for reargument denied, No. 87~Civ-1115, slip op. at
1-3 (S.D.N.Y. May 23, 1990).

68 See, e.g., Providence Journal Co. v. United States Dep't of the Army,
981 F.2d 552, 567 (lst Cir. 1992) (source statements not entitled to Exemption
7(0) protection where individuals expressly waived confidentiality); Key Bank
of Me.. Inc. v. SBA, No. 91-362, slip op. at 16 (D. Me. Dec. 3.1, 1992) (giv
en that subject of documents has specifically waived any privacyt interest she
might have in requested information, agency has not demonstrated that release
of iq.formation would harm any privacy interest) (Exemption 6). But see
Church of Scientology Int'l v. IRS, 995 F.2d 916, 921 (9th Cir. 1993) (IRS
agents' purported waivers of privacy interests held insufficient to compel disclo
sure).

69 See Williams v. United States D~ 'to of Justice, 556 F. Supp. 63, 66
(D.D.C. 1982) (court refused, in.FOrA action brought by former Senator con
victed in Abscani investigation, to impose upon agency duty to search for possi
bility that privacy interests "may have been partially breached in the course of

(continued...)
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the plaintiff to show that the information sought is public.70 As the Court of
Appeals for the District of Columbia Circuit pointedly observed: "It is far
more efficient, and obviously fairer, to place the burden of production on the
party who claims that the information is publicly available. "71

69( ••.continued)
many-faceted proceedings occurring in different courts over a period of prior
years," for to do so "would defeat the exemption in its entirety or at least lead
to extended delay and uncertainty"); ~ McGehee v. Casey, 718 F.2d 1137,
1141 n.9 (D.C. Cir. 1983) (in non-FOIA case involving CIA's prepublication
review, agency "cannot reasonably bear the burden of conducting an exhaustive
search to prove that a given piece of information is not published anywhere"
else).

70 See, e.g., Davis v, United States Dep't of Justice, 968 F,2d 1276, 1279
82 (D.C. Cir, 1992) ("party who asserts ... material publicly available carries
the burden of production on that issue . . . because the task of proving the
negative--that the information has !!Qt been revealed-might require the govern-.
ment to undertake an exhaustive, potentially limitless search"; where neither
requester nor agency knows exactly which portions of wiretap tapes were play
ed in open court, requester has burden of proving actual disclosure to establish'
waiver); Freeman v. United States Dep't of Justice, slip op. at 6-9 (finding that
requester failed to demonstrate that agencies have shown "complete disregard
for confidentiality" and had not shown that information available to public
duplicated that being withheld); Public Citizen v. Department of State, 782 F.
Supp. 144, 145-46 (D.D.C. 1992) ("fact [plaintiff has shown] that some of the
information [contained in documents] was revealed does not negate the confi
dentiality of the documents as they exist"), reconsideration & summary judg
ment granted, 787 F. Supp. 12 (D.D.C. 1992) (appeal pending); Pfeiffer v.
CIA, 721 F. Supp. 337, 342 (D.D.C. 1989) (plaintiff must do more than sim
ply identify "information that happens to find its way into a published account"
to meet this burden); Dow. Lohnes & Albertson v. Presidential Comm'n on
Broadcasting to Cuba, 624 F. Supp. at 578 ("Unless plaintiff can demonstrate
that specific information in the public domain appears' to duplicate that being
withheld, it has failed to bear its burden of showing prior disclosure. "); United
States Student Ass'n v. CIA, 620 F. Supp. at 571 (plaintiffs generalized assert
ion rejected as unsupported by factual submission); g" Occidental Petroleum
Com. v. SEC, 873 F.2d 325, 342 (D.C. Cir. 1989) ("It is far more efficient,
and . . . fairer, to place the burden of production on the party who claims that
the information is publicly available. ") (reverse FOIA case). But see Resolu
tionTrust Corp. v. Dean, 813 F. Supp. at 1429 ("[A] party seeking to invoke
the attorney-client privilege has the burden of affirmatively demonstrating non
waiver. ") (non-FOIA case); Washington Post v. DOD, 766 F. Supp. 1, 12-13
(D.D.C. 1991) (agency has ultimate burden of proof when comparing publicly
disclosed information with information being withheld, determining whether in
formation is identical and, if not, determining whether release of slightly differ
ent information would harm national security).

71 Occidental PetrQIeum Corp, v. SEC, 873 F.2d at 342 (reverse FOrA
case).
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FEES AND FEE WAIVERS

(The related issue of whether an agency waives its ability to invoke an
exemption in litigation by not raising it at an early stage of the proceedings is
discussed in the Waiver of Exemptions in Litigation subsection of Litigation
Considerations, below.)

FEES AND FEE WAIVERS

Prior to the passage of the Freedom of Information Reform Act of 1986,
the FOIA authorized agencies to assess reasonable charges only for document
search and duplication, and any assessable fees were to be waived or reduced if
disclosure of the requested information was found to be generally in the "public
interest. "I The FOIA Reform Act brought significant changes to the way in
which fees are now assessed under the FOIA. A new fee structure was estab
lished, including a new provision authorizing agencies to assess "review" charg
es when processing records in response to a commercial-use request, and spe
cific fee limitations and restrictions were set on the assessment of certain fees
both in general as well as for certain categories of requesters. 2 Additionally,
this FOIA amendment replaced the statutory fee waiver provision with a revised
standard.3

These new fee and fee waiver provisions were made effective as of April
25, 1987, but required implementing agency regulations to be fully effective.4

Under the FOIA Reform Act, the Office of Management and Budget was charg
ed with the responsibility of promulgating, pursuant to notice and receipt of
public comment, a "uniform schedule of fees" for individual agencies to follow
when promulgating their FOIA fee regulations.~ On March 27, 1987, the Uni
form Freedom of Information'Act Fee Schedule and Guidelines [hereinafter .
OMB Fee Guidelines] were pUblished in final form. 6

The FOIA Reform Act required agencies to promulgate not only a fee
schedule but also specific "procedures and guidelines for determining when
such fees should be waived or reduced. "7 Thus, the Department of Justice, in
accordance with its statutory responsibility to encourage agency compliance

1 5 U.S.C. § 552(a)(4)(A) (1982), amended by Pub. L. 99-570, § 1803,
100 Stat. 3207, 3207-49 to 3207-50.

2~ Pub. L. No. 99-570, § 1803, 100 Stat. 3207, 3207-49, .3207-50 (codi-
fied as amended at 5 U.S.C. § 552(a)(4)(A) (1988».

3 See id. § 1803, 100 Stat. at 3207-50.

4 See id. § 1804(b), 100 Stat. at 3207-50.

s Id. § 1803, 100 Stat. at 3207-49; Media Access Project v. FCC, 883 F.2d
1063, 1069 (D.C. Cir. 1989) (OMB expressly mandated to establish fee sched
ule and guidelines for statutory fee categories).

6 52 Fed. Reg. 10,011 (1987).

7 Pub. L. No. 99-570, § 1803, 100 Stat. at 3207-49.
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with the FOIA, g developed new governmentwide policy guidance on the waiver 
of FOIA fees, to replace its previous guidance issued in January 1983 (supple
mented in November 1986) implementing the predecessor- statutory fee -waiver
standard. 9 On April 2, 1987, to assist federal agencies in addressing fee waiv
ers in their new FOIA fee regulations, the former Assistant Attorney General
for Legal Policy issued the New FOIA Fee Waiver Policy Guidance to the
heads of all federal departments and agencies. IO .

Because Congress provided only a 180-day period for the preparation:a.nd
implementation of new agency fee regulations, virtually aU 'federal agencies
were still engaged in this multiple-step process as of the April 25, 1987 -effec
tive date. Consequently, the Office of Management and BUdget advised-agen
cies to give FOIA requesters the full benefits of both the old and the new pro
visions, consistent with the clear contemplation of the new law~11 for the inter
im period between April 25, 1987, and the time at which an agency's new im
plementing regulation became effective; the Department of Justice advised
likewise regarding the making of fee waiver' determinations. 12

As amended by the Freedom of Information Reform Act of 1986, the
FOIA sets forth three levels of fees which may be assessed in response to FOIA 
requests according to categories of FOIA requesters. These categorical provi
sions contain limitations on the assessment of fees, with the level of fees to be
charged depending upon the identity of the requester and the intended use of the
information sought. 13 The following discussion will summarize these fee pro
visions. The OMB Fee Guidelines, however. discuss these provisions in great
er, authoritative detail and should be consulted by ~yone with a FOIA fee (as
opposed to fee waiver) question. 14

The first level of fees includes charges for "document search, duplication

8 See 5 U.S.C. § 552(e) (1988).

9 See FOIA Update, Winter/Spring 1987, at 1-2; EQIA Update, Summer
1986, at 3; FOJA Update, Jan. 1983, at 34.' -'

10 See FOIA Update, Winter/Spring 1987, at 3-10; Attorney General's
Memorandum on the 1986 Amendments to the Freedom of Information Act 41
50 (Dec. 1987).

11 See Pub. L. No. 99~570, § 1804(b)(2), 100 Stat. at 3207-50.

12 See ForA Update, Winter/Spring 1987, at 2. (For a sample fee regula
tion, see the Department of Justice's final regulation, pUblished at 28 C.F.R.
§ 16.10 (1993).) -

13 See 5 U.S.C. § 552(a)(4)(A)(ii) (1988); see also FOIA Update, Win-
ter/Spring 1987, at 4. - . '

14 See OMB Fee Guidelines, 52 Fed. Reg. 10,011 (1987).
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and review, when records are requested for commercial use."15 The OMB
Fee Guidelines define the term "commercial use" as "a use or purpose that fur
thers the commercial, trade or profit interests of the requester or the person on
whose behalf the request is being made," which can include furthering those
interests through litigation. 16 The "review" costs which may be charged on
such requests consist of the "direct costs incurred during the initial examination
of a document for the purposes of determining whether [it] must be disclosed
[under the FOIA]. "17 Review time thus includes processing the documents for
disclosure, i.e., doing all that is necessary to prepare them for release; but it
does not include time spent resolving general legal or policy issues regarding
the applicability of particular exemptions or reviewing on appeal exemptions
already applied. 18

The second level of fees limits charges to document duplication costs
only, "when records are not sought for commercial use and the request is made
by an educational or noncommercial scientific institution, whose purpose is
scholarly or scientific research; or a representative of the news media. "19 Al
though FOIA requesters falling into one or more of these three subcategories of
requesters under the amended Act enjoy a complete "exemption" from the as
sessment of search fees, their requests, like those made by any FOIA requester,
still must "reasonably describe" the records sought in order to not impose upon
an agency "'an unreasonably burdensome search.' "20 (For a further discussion
of this requirement, see Procedural Requirements, above.)

The OMB Fee Guidelines define "educational institution" to include var
ious categories of schools, as well as institutions of higher learning and voca
tional education. 21 This definition is limited, however, by the requirement that
the educational institution be one "which operates a program or programs of

15 5 U.S.C. § 552(a)(4)(A)(ii)(I).

160MB Fee Guidelines, 52 Fed. Reg. at 10,017-18. But see McClellan
Ecological Seepage Situation v. Carlucci, 835 F.2d 1282, 1285 (9th Cir. 1987)
(no "commercial interest" found in records sought in furtherance of requesters'
tort claim); Muffoletto v. Sessions, 760 F. Supp. 268, 277-78 (E.D.N.Y. 1991)
(no commercial use found where records were sought to defend against state

" court action to recover debts).

17 5 U.S.C. § 552(a)(4)(A)(iv).

18 See OMB Fee Guidelines, 52 Fed. Reg. at 10,017-18.

[9 5 U.S.C. § 552(a)(4)(A)(ii)(II).

20 American Fed'n of Gov't Employees v. United States Dep't of Com
merce, 907 F.2d 203, 209 (D.C. Cir. 1990) (quoting Goland v. CIA, 607 F.2d
339, 353 (D.C. Cir. 1978»; see also Nance v. United States Postal Serv., No.
91-1183, sUp'op. at 5 03 (D.D.C. Jan. 24, 1992) (dictum) (in some instances,
search burden might be too disruptive to agency).

2[ OMB Fee Guidelines, 52 Fed. Reg. at 10,018.
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scholarly research. "22 The definition of a "non-commercial scientific institu
tion" refers to a "non-commercial" institution "operated solely for the purpose
of conducting scientific research the results of which are not intended to
promote any particular product or industry. 1123

The definition of a "representative of the news media" refers to any per
son actively gathering information of current interest to the pUblic for an orga
nization that is organized and operated to publish or broadcast news to the
general public.24 The Court of Appeals for the District of Columbia Circuit
has elaborated upon this definition, holding that "a representative of the news
media is, in essence, a person or entity that gathers information of potential
interest to a segment of the public, uses its editorial skills to turn the raw mate
rials into a distinct work, and distributes that work to an audience. "25 Such a
definition, the D.C. Circuit made clear, excludes '''private librar[ies]' or 'pri
vate repositories'" of government records, or middlemen such as '''information
vendors [or] data brokers,'" who request records for use by others.26 This fee
category, however, may include freelance journalists, where they can demon
strate a solid basis for expecting the information disclosed to be published by a
news organization. 27 The first case to construe this provision held that even a
foreign news service may qualify as a representative of the news media.28

The third level of fees, which applies to all requesters who do not fall
within either of the preceding two fee levels, consists of reasonable charges for
document search and duplication, as was provided for in the former statutory
FOIA fee provision. 29 Reasonable charges for search time include all the time
spent looking for responsive material, including page-by-page or line-by-line
identification of material within documents. 30 Additionally, agencies may
charge for search time even if they fail to locate any records responsive to the
request or even if the records located are subsequently determined to be exempt

22 Id.; see also National Sec. Archive v. DOD, 880 F.2d 1381, 1383-85
(D.C. Cir. 1989) (approving implementation of this standard in DOD regula
tion), cerl. denied, 494 U.S. 1029 (1990).

230MB Fee Guidelines, 52 Fed. Reg. at 10,018.

24 M..

2S National Sec. Archive v. DOD, 880 F.2d at 1387; cf. Carney v. United
States Dep't of Justice, No. 92-Cv-6204, slip op. at 16-17 (W.n.N.Y. Apr. 27,
1993) (occasional journalistic activities do not qualify requester as representa
tive of news media) (appeal pending).

26 National Sec. Archive v. DOD, 880 F.2d at 1387.

270MB Fee Guidelines, 52 Fed. Reg. at 10,018.

28 Southam News v. INS, 674 F. Supp. 881, 892 (D.D.C. 1987).

29 See 5 U.S.C. § 552(a)(4)(A)(ii)(III).

300MB Fee Guidelines, 52 Fed. Reg. at 10,017.
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from disclosure. 31

The fee structure now also includes restrictions both on the assessment of
certain fees and on the authority of agencies to ask for an advance payment of a
fee. 32 No FOIA fee may be charged by an agency if the government's cost of
collecting and processing the fee is likely to equal or exceed the amount of the
fee itself. 33 In addition, except with respect to requesters seeking records for
a commercial use, agencies must provide the first 100 pages of duplication, as
well as the first two hours of search time, without charge to the requester. 34

These two provisions work together so that, except with respect to commercial
use requesters, agencies should not begin to assess fees until after they provide
this amount of free search and duplication; the assessable fee for any requester
then must be greater than the agency's cost to collect and process it in order for
the fee actually to be charged.35

Agencies also may not require a requester to make an advance payment,
Le., payment before work is begun or continued on a request, unless the agen
cy first estimates that the assessable fee is likely to exceed $250.00, or unless
the requester has previously failed to pay a properly assessed fee in a timely
manner (i.e., within 30 days of the billing date).36 This restriction does not
prevent agencies from requiring payment before records which have been pro
cessed are released. Where an agency reasonably believes that a requester is
attempting to break a request down into a series of requests for the purpose of
avoiding the assessment of fees, the agency may aggregate those requests and

31 rd. at 10,019; see also Cheek v. IRS, No. 83 C 6851, slip op. at 2 (N.D.
Ill. June 11, 1984).

32 See 5 U.S.C. § 552(a)(4)(A)(iv)-(v).

33 rd. § 552(a)(4)(A)(iv)(I); see also OMB Fee Guidelines, 52 Fed. Reg. at
10,018.

34 5 U.S.C. § 552(a)(4)(A)(iv)(II); see also OMB Fee Guidelines, 52 Fed.
Reg. at 10,018-19.

35 5 U.S.C. § 552(a)(4)(A)(iv)(I); see also OMB Fee Guidelines, 52 Fed.
Reg. at 10,018.

36 5 U.S.C. § 552(a)(4)(A)(v); see OMB Fee Guidelines, 52 Fed. Reg. at
10,020; see also Centracchio v. FBI, No. 92-357, slip op. at 5 ¢.D.C. Mar.
16, 1993) (failure to pay requested advance deposit on fee in excess of $250
held fatal to requester's FOIA claim); Nance v. United States POllw,l Serv., slip
op. at 3 (where fees exceed $250 and fee waiver is inappropriate, agency may
refuse to begin search until requester makes advance payment); Schmanke v.
United States Postal Serv., No. 89-1551, slip op. at 6 (D.D.C. Jan. 4, 1.990)
(advance payment appropriate where requester previously failed to pay fees in
timely manner and fee is likely to exceed $250); Hall v. United States Dep't of
Justice, No. 88-3071, slip op. at 2-3, 5 (D.D.C. Mar. 31, 1989) (where request
for advance payment permissible and agency requests mere promise to pay in
stead, requester's failure to provide such promise warrants summary judgment
for agency).
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charge accordingly.)7 The OMB Fee Guidelines should be consulted for addi
tional guidance on aggregating requests. 38

The amended law also provides that FOIA fees are superseded by "fees
f'ohf'.l?"IV.oah\oOl I1nAor Q ~tt:ltHt,::a. <.'no.f"'ih.f"al1l.1 nr.n.l11r1inlT fnr t:'g.tf~nr"f' tl·,,~. 10uo1 ,...F ~QIO.~ 4='".
""Ul:1l5....u.uu.. UUuvl. Q ~ ..u. ...u. .."" ~pv............ ""w.UJ p ... v'f.n,......u6 .l.v,t Io:Jlw"l,.U.l.O 1.11'-' .III.,·V"",,. VI u ...\,;.~ IVI

particular types of records. "39 Thus, when documents responsive to a FOIA
request are maintained for distribution by an agency according to a statutorily
based fee schedule, requesters must obtain the documents from that source and
pay the applicable fees in accordance with the fee schedule of that other stat
ute.40 The superseding of FOIA fees by the fee provisions of another statute
raises a related question as to whether an agency with a statutorily based fee .
schedule is subject to the FOIA's fee waiver provision; although this question
has been raised,it has not yet been reached by the courtS.41

Because the FOIA Reform Act is silent with respect to the standard and
scope of judicial review of FOIA fee issues,42 the standard should remain the
same as that under the predecessor statutory fee provision--i.e., agency action
should be upheld unless it is found to be "arbitrary or capricious," in accord
ance with the Administrative Procedure Act. 43 Perhaps due to this lack of
statutory clarity, the appropriate standard of review has yet to be clearly estab
lished and the extent of judicial deference to agency fee regulations, based upon
the OMB Fee Guidelines, remains somewhat unclear.""

37 See OMB Fee Guidelines, 52 Fed. Reg. at 10,019; see also Atkin v,
EEOC, No. 91-2508, slip op. at 20-21 (D.NJ. Dec. 4, 1992) (agency's deci
sion to aggregate requests found proper; it was reasonable for agency to believe
that 13 requests submitted within three-monLi period. relating to same subject
matter were made by requester to evade payment of fees) (appeal pending).

38 See OMB Fee Guidelines, 52 Fed. Reg. at 10,019-20.

39 5 U.S.C. § 552(a)(4)(A)(vi).

40 See OMB Fee Guidelines, 52 Fed. Reg. at 10,017, 10,018.

41 Compare Qgl~ v. Uni~ States Pep't of the Armv, 920 F.2d 57, 70
n.17 (D.C. Cir. 1990) (fee waiver issue not reached because plaintiff failed to
exhaust administrative remedies) with St. Hilaire v. Department of Justice, No.
91-0078, slip op. at 4-5 (D.D.C. Sept. 10, 1991) (fee waiver issue not reached
because requested records made publicly available).

42 See 5 U.S.C. § 552(a)(4)(A)(vii) (specifying new de novo/administrative
record standard and scope of review for fee waiver issues).

43 5 U.S.C. § 706 (1988).

44 Compare Media Access Project v. FCC, 883 F.2d 1063, 1071 (D.C. Cir.
1989) (agency's interpretation of its own fee regulations "must be given at least
some deference") with National Sec. Archive v. DOD, 880 F.2d at 13$3 (ques
tion of deference owed to age.ncy's fee regulations riot resolved).
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Fee Waivers

Prior to the passage of the Freedom of Information Reform Act of 1986,
the FOIA authorized agencies to waive or reduce the customary charges for
document search and duplication where it was determined that such action was
"in the public interest because furnishing the information can be considered as
primarily benefiting the general public. 1145 As the Court of Appeals for the
District of Columbia Circuit had emphasized, this provision "was enacted to en
sure that the public would benefit from any expenditure of public funds for the
disclosure of public records. "46 In January 1983, the Department of Justice
issued fee waiver guidelines setting forth five specific criteria. developed in
numerous court decisions, for federal agencies to apply in determining whether
the public interest warranted a waiver or reduction of feesY These criteria
called upon agencies to determine: (1) whether there was a genuine public in
terest in the subject matter of the request; (2) whether the responsive records
were informative on the issue of public interest; (3) whether the requested in~

formation was already in the public domain; (4) whether the requester had the
qualifications and ability to use and disseminate the information; and (5) Wheth
er the benefit to the general public was outweighed by any commercial or per
sonal benefit to the requester.48

The replacement fee waiver standard established by the FOIA Reform
Act, effective as of April 25, 1987, now more specifically defines the term
"public interest," by providing that fees should be waived or reduced "if disclo
sure Qf the information is in the public interest because it is likely to contribute
significantly to public understanding of the operations or activities' of the gov~

ernment and is not primarily in the commercial interest of the requester. ,,49 In
light of this new fee waiver provision, the Department of Justice issued new fee
waiver policy guidance on April 2, 1987--which superseded its 1983 substantive
fee waiver guidance, as well as that issued in November 1986 (concerning insti
tutions and record repositories)-and it advised agencies of six analytical factors
logically to be considered in applying the new statutory fee waiver standard.5o

These six factors, as incorporated in the Department of Defense's fee regula
tion, were applied and implicitly approved by the Court of Appeals. for the

45 5 U.S.C. § 552(a)(4)(A) (1982), amended by Pub. L. No. 99-570,
§ 1803, 100 Stat. 3207, 3207-49 to 3207·50 (1986).

46 Ely v. United States Postal Serv., 753 F.2d 163, 165 (D.C. eir.), cert.
denied, 471 U.S. 1106 (1985).

47 See FOIA Update, Jan. 1983, at 3-4.

48 See id.

49 Pub. L. No. 99-570, § 1803, 100 Stat. 3207, 3207-50 (codified as
amended at 5 U.S.C. § 552(a)(4)(A)(iii) (1988».

50 See FOIA Update, Winter/Spring 1987, at 3-10; see also id. at 10 (speci
fying that previous "procedural" guidance on fee waiver issues remains in ef~

feet); FOIA Update, Jan. 1983, at 4.
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Ninth Circuit in McClellan Ecological Seepage Situation v. CarluccPJ

The amended statutory fee waiver standard sets forth two basic require
ments, both of which must be satisfied before properly assessable fees can, and
should, be waived or reduced under the statutory standard.52 Requests for a
waiver or reduction of fees must be considered on a case-by-case basis and
should address both of these requirements in sufficient detail for the agency to
make an informed decision as to whether it can appropriately waive or reduce
the fees in question.53

In order to determine whether the first fee waiver requirement has been
met--i.e., that disclosure of the requested information is in the public interest
because it is likely to contribute significantly to public understanding of govern
ment operations or activities54--agencies should consider the following four fac
tors in sequence:

1. First, the subject matter of the requested records, in the context of the
request, must specifically concern identifiable "operations or activities of the
goverrunent." As the D.C. Circuit specifically indicated in applying the prede-

51 835 F.2d 1282, 1286 (9th Cir. 1987); see also Sloman v. United States
Dep't of Justice, No. 92 eiv. 4982, slip op. at 11-12 (S.D.N.Y. May 4, 1993);
Hoffman v. IRS, No. 90-459, slip op. at 3 (D.D.C. Oct. 23, 1991).

52 See FOIA Updgte, Winter/Spring 1987, at 4; see also Sloman v. United
States Dep't of Justice, slip op. at 9 (two-pronged statutory test used to deter
mine when fees should be waived); Hoffman v. IRS, slip op. at 2 (burden on
requester to establish that fee waiver standard has been met); Martorano v. FBI,
.... T..... on f..,At ....1:_ .......... -..0 in n r'1 C' ....._ .. "ll\ 1nn1\ f ..".. ....... ,...,.. ..,..._ _ ..... '" ..... _ • .:..1.... ..:1 4-....
L~V. O;;t-.l..;t'tJ, :iUP up. IU 0 \.v.V.\.., I;JCV~' JU, J.77.l} \.LCY.UClltCI HUt l;;UUUCU tU

documents where he failed to provide agency with information necessary to jus
tify a fee waiver, nor has agreed to pay fees).

53 See FOIA Update, Winter/Spring 1987, at 6; National Sec. Archive v.
DOD, 880 F.2d 1381, 1383 (D.C. Cir. 1989) (dictum) (fee waiver decisions
made on "case-by-ease" basis), cere denied, 494 U.S. 1029 (1990); WilsQU v.
CIA, No. 91...Q087, slip op. at 3 (D.D.C. Nov. 5, 1991) (agency must necessar
ily evaluate each fee waiver request); sex also McClellan Ecological Seepase
Situation v. Carlycci, 835 F.2d at 1285 (conc1usory statements will not support
fee waiver request).

54 See. e.g., Oglesby v. United States Dep't of tbe Army, 920 F.2d 57, 66
n. 11 (D.C, Cir. 1990) (conclusQry statements insufficient to make public inter
est showing); National Treasury EmPloyees Union v. Griffin, 811 F.2d 644,
647 (D.C. Cif. 1987) (requester seeking fee waiver bears burden of identifying
"public interest" involved); Sloman v. United States Dep't of Justic~, slip op. at
11 (public interest requirement not met by merely quoting statutory standard);
Schmanke v. United States Postal Serv., No. 92-701, slip op. at 2 (D.D.C.
Dec. 30, 1992) (requester bears burden of identifying "with reasonable
specificity 11 public interest to be served); Prows v. United States Dep't of Jus
tice, No. 90-2561, slip op.at 2 (D.D.C. Mar. 30, 1992) (denial of fee waiver
proper where plaintiff failed to identify specific public interest).
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cessor fee waiver standard. "the links between furnishing the requested informa
tion and benefiting the general public" should not be "tenuous."5S Although in
most cases records possessed by a federal agency will meet this threshold, the
records must be sought for their informative value in relation to specifically
identified government operations or activities;56 a request for access to records
for their intrinsic informational content alone would not satisfy this threshold
consideration.57

2. Second, in order for the disclosure to be "likely to contribute" to an
understanding of specific government operations or activities, the disclosable
portions of the requested information must be meaningfully informative in re
lation to the subject matter of the request,58 It has been held that requests for
information that is already in the public domain, either in a duplicative or a
substantially identical form, may not warrant a fee waiver where the disclosure
would not be likely to contribute to an understanding of government operations
or activities where nothing new would be added to the existing public record. 59

55 National Treasury EmQloyees Union v. Griffin, 811 F.2d at 648.

56 See, e.g., Atkin v. EEOC, No. 91-2508, slip op. at 27-28 (D.N.J. Dec.
4, 1992) (requested list of agency attorneys and their bar affiliations "clearly
does not concern identifiable government activities or operations ") (appeal
pending); Nance v, United States Postal Serv., No. 91-1183, slip op. at 3-4
(D.D.C. Jan. 24, 1992) (disclosure of illegally cashed money orders will not
contribute significantly to public understanding of operations of government).

57 See FOrA Update, Winter/Spring 1987, at 6.

5& Id.; Larson v. CIA, 843 F.2d 1481, 1483 (D.C. Cir. 1988) (character of
information proper factor to consider); Gray v. United States Dep't of Agric.,
No. 91~1383, slip op. at 3 (D.D.C. Nov. 25, 1991) (no showing that minute
amount of relevant information that may be found among masses of irrelevant
material will enlighten public understanding of agency's operations); American
Fed'n of Gov't EmQloyees v. United States Dep't of Commerce, 632 F. Supp.
1272, 1278 (D.D.C. 1986) (union's allegations of malfeasance too ephemeral to
warrant waiver of search fees without further evidence that informative material
will be found), aff'd on other grounds, 907 F.2d 203 (D.C. Cir. 1990); Shaw
y. CIA, 3 Gov't Disclosure Servo (P-H) , 83,009, at 83,444 (D.D.C. Oct. 29,
1982) (denying fee waiver request so "broadly framed" it would include large
amount of material uninformative on issue).

.59 See McClellan Ecological Seepage Situation v. Carlucci, '835 F.2d at
1286 (new information has more potential to contribute to public understand
ing); Durham V. United States Dep't of Justice, No. 91-2636, slip op. at 11-12
(D.D.C. Aug. 17, 1993) (no fee waiver for 2,340 pages of public court rec-·
ords); Harrison v. United States Nat'l Archives, No. 93-448, slip op. at 1-2
(D.D.C. May 21, 1993) (upholding agency denial of fee waiver request on vo
luminous amount of JFK assassination records already released under FOIA and
available through National Archives and Records Administration); Atkin v.
EEQ~, slip op. at 28 (disclosure of information already in public domain has
little if any potential for contributing to understanding of government activities);

(continued...)
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3. Third, the disclosure must contribute to the understanding of the pub
lic at large, as opposed to the individual understanding of the requester or a
narrow segment of interested persons. 6O Whether the "public at large" encom-

5\...continued)
Siminoski v. FBI, No. 83-6499, slip op. at 12 n.2, 13 (C.D. Cal. Jan. 16,
1990) (doubtful that rerelease of documents would contribute significantly to
public understanding of agency's investigations); Prows v. United State~ Dep't
of Justice, No. 87-1657, slip op. at 9 (D.D~C. Apr. 13, 1989) (no fee waiver
for "564 pages of public court records"), affd, No. 89-5185 (D.C. Cir. Feb.
26, 1990); Conner v. CIA, No. 84-3625, slip op. at 2 (D.D.C. Jim. 31, 1986)
(no fee waiver for information available in agency's public reading room),
appeal dismissed for lack of prosecution, No. 86-5221 (D.C. Cir. Jan. 25,
1987); Blakey v. Department of Justice, 549 F. Supp. 362, 364-65 (D.D.C.
1982) (applying this principle under the previous statutory fee waiver standard),
affd, 720 F.2d 215 (D.C. Cir. 1983) (table cite); see also FOIA Update, Win
ter/Spring 1987, at 7; d. Tax Analysts v. !Jnited States Dep't of Justice; 965
F.2d 1092, 1094-96 (D.C. eir. 1992) (news organization not entitled to attor
ney fees because, inter alia, requested information already in public domain).
But s.ee also Sinito v. United States Dep't of Justice, No. 87-814, slip op. at 4
5 (D.D.C. Feb. 13, 1991) (although documents did not appear to add to infor
mation already disclosed in media, they were likely to contribute to public's un
derstanding of government activities); Fitzgibbon v. Agency for Inn Dev., 724
F. Supp. 1048, 1051 & n.lO (D.D.C. 1989) (agencies failed to demonstrate
"public's understanding" of publicly available information in pUblic reading
rooms an.d reports to Congress); Coalition for Safe Power, Inc. v. United States
Dep't of Energy, No. 87-1380, slip op. at 6~8 (D. Or. July 22, 1988) (ma
terial's availability in agency's public reading room only one factor'to consid
er).

60 See Wagner v. United States Dep't of Justice, No. 86-5477, slip op. at 2
(D.C. Cir. Mar. 24, 1987) (general public must benefit from release); Hoffman
v. IRS, slip op. at 3 (no showing that information will contribute to understand
ing of IRS operations by anyone other than requester); D'Alessandro v. United
States Dep't of Justice, No. 90-2088, slip op. at 10 (p.D.C. 'Feb. 28, 1991)
(plaintiff failed to make requisite showing that request was in public interest);
Frank;enberry v. United States Dep't of Justice, No. 87-3284, slip op. at 2
(D.D.C. Sept. 20, 1989) (records used in requester's criminal prosecution are
"personal" to requester and will not enhance public understanding)~ Cox v.
O'Brien, No. 86-1639, slip op. at 2 (D.D.C. Dec. 16, 1986) (fee waiver denial
proper where prisoners, not general public, would be beneficiaries ofinforma
tion pertaining to wholesalers for prison commissary); Crooker v. Department
of the Army, 577 F. Supp. 1220, 1223 (D.D.C. 1984) (rejecting fee waiver
under previous standard for information of interest to "a small segment of the
scientific community. II which would not "benefit the public at large"), appeal
dismissed as frivolous, No. 84-5089 (D.C. Cir. June 22, 1984); see also Na
tional Treasury Employees Union v. Griffin, 811 F.2d at 648 (rejecting "un
ion's suggestion that its size insures that any benefit to it amounts to a public
benefit"); Fazzini v. United States Dep't of Justice, No. 90 C 3303, slip op~ at
12 (N.D. Ill. May 2, 1991) (requester cannot establish public benefit merely by

(continued...)
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passes only the population of the United States has not yet been clearly resolved
by the courts. One case has held that disclosure to a foreign news syndicate
that publishes only in Canada satisfies the requirement that it contribute to
"public understanding. "61

As the proper focus must be on the benefit to be deri ved by the general
public, any personal benefit to be derived by the requester, or the requester's
particular financial situation, are not factors entitling him or her to a fee waiv
er .62 Indeed, it is well settled that indigence alone, without a showing of a
public benefit, is insufficient to warrant a fee waiver. 63

60(...continued)
alleging he has "corresponded" with members of media and intends to share re
quested information with them), summar.y affirmance granted, No. 91-2219 (7th
Cif. July 26, 1991); Schmanke v. United States Postal Serv., No. 89-1551, slip
op. at 5 (D.O.C. Jan. 4, 1990) (mere fact that information relates to govern
mental activity is insufficient to .demonstrate "public benefit"). But see Johnson
v. United StatSls Dkl"t of Justice, No. 89~2842, slip op. at 3 (D.D.C. May 2,
1990) (death-row prisoner seeking previously unreleased and possibly exculpa
tory information entitled to partial fee waiver because potential "miscarriage of
justice ... is a matter of great public interest"), sYmmary judgment granted,
758 F. Supp. 2, 5 (D.D.C. 1991) (holding, ultimately, that FBI not required to
review records or to forego statutory exemption for possibly excu~patory infor
mation).

61 SouthiJ,m News v. INS, 674 F. Supp. 881, 892-93 (D.D.C. 1987). Byt
d. NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 242 (1978) (basic
purpose of FOIA is to hold governors accountable to governed).

62 See. e.g., Nance v. United States Postal Serv., slip op. at 4 n.2 (fee
waiver inappropriate where only purpose for seeking records is collateral attack
on criminal conviction); ManoranQ v, FBI, slip op. at 9 (no indication release
would benefit public; only person to benefit is requester); Perotti v. Uniteg
States D~p't of Justice, No. C-1-89-844, slip op. at 4 (S.D. Ohio Api. 26;
1991} (magistrate's recommendation) (requester failed to substantiate that fee
waiver would benefit public rather than individual), adopted (S.D. Ohio Aug.
22, 1991); Warmack v. Huff, No. CV-88-H-1191-E, slip op. at 30 (N.D. Ala.
May 16, 1990) (magistrate's recommendation) (fee waiver denial appropriate
where disclosure benefits only person making request), adopted (N.D. Ala.
Aug. 14, 1990), aff'd on other grounds, No. 90-7630 (11th Cir/. Nov. 18,· ..
1991); Crooker v. DeRartment of the Arm.x, 577 F. Supp, at ·1223-24 (prison
inmate's intent to write book about brother's connection with dangerous toxin
not considered benefit to public).

63 See, s;.g., Wagner v. United States DeR't of Justic~, slip op. at 2 ("indi
gency does not ipso facto require a fee waiver"); Ely v. United States Postal
Serv., 753 F .2d at 165 ("Congress rejected a fee waiver provision for indi
gents. "); Durham v. United States Dep't Qf Justice, slip op. at 12 n.l0 (indi
gence alone does constitute adequate grounds for fee waiver); B,odriguez
Estrada v. United States, No. 92-2360, slip op. at 2 (D.D.C. Apr. 16, 1993)

(continued...)
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Additionally, agencies should evaluate the identity and qualifications of
the requester--e.g., expertise in the subject area of the request and ability and
intention to disseminate the information to the general public--in order to deter
mine whether the general pUblic would benefit from disclosure to that request
er.64 Specialized knowledge may be required to extract, synthesize and effec
tively convey the information to the public and requesters vary in their ability to
do SO.65 Although established representatives of the news media, as defined in
the OMB Fee Guidelines,66 should readily be able to meet this aspect of the
statutory requirement by showing their connection to a ready means of effective
dissemination,67 other requesters should be required to describe with greater

(no entitlement to fee waiver on basis of plaiiltiff's in forma pauperis status
under 28 U.S.C. § 1915); Perotti v. United States Dep't of Justice, slip op. at 4
(indigence does not entitle requester to fee waiver); CrQQJ<:er v, Department of
the Army, 577 F. Supp. at 1224 (indigence alone does not automatically entitle
requester to fee waiver); see also S. Conf. Rep. No. 1200, 93d Cong.,2d Sess.
8 (1974), reprinted in 1974 U.S.C.C.A.N. 6285, 6287 (specific fee waiver pro
vision for indigents eliminated; "such matters are properly the subject for in~

dividual agency determinatiQn in regulations").

64 See, e.g"" Larson v. CIA, 843 F.2d at 1483 & n.5 (inability tQ dissemi
nate infQrmation alQne is sufficient basis for denying fee waiver request; re
quester cannot rely on tenuous link to newspaper); McClain v. United States
Dep't of Justice, No. 91 C 241, slip Opt at 5 (N.D. Ill. Nov. 27, 1992)
(plaintiffs "contentiQn that he intends to give the requested infQrmation to a
reporter ... [and] to two public interest groups" insufficient to show dissemi
nation tQ public); Hoffman v! IRS. slip op. at 34 (principal consideration in fee
waiver cases is requester's ability to disseminate information to genera! public;
requester cannot· satisfy statutQry standard merely by representing that he will
make information available to Qthers); Fazzini v. United States Dep't of Justice,
slip Opt at 12 (plaintiffs intention to share requested infQrmation with members
of media not evidence of ability to disseminate information to public); PrQws v,
United States Dep'! Qf Justice, No. 87-1657. slip Qp. at 15 (denial of fee waiver
upheld where requester "is incarcerated, has no apparent cOlmection with the
news media, and has no apparent access to facilities or personnel that might en
able him to disseminate the information"); Budey v. CIA, 478.F. Supp. 1175,
1177 (D.n. C. 1979) (articulating such approach under predecessor fee waiver
standard); cf. Wilson v. CIA, slip OPt at 2 (plaintiffs failure to demonstrate
intent and ability to disseminate infQrmation no impediment to subsequently
filing revised and perfected request).

65 McClellanEcological Seepage Situation v. Carlucci, 835 F.2d at 1286
(fee waiver request gave no indication of requesters' ability to understand and
process the information nor whether they intended to actually disseminate it);
see FOIA Update, Winter/Spring 1987, at 7.

660MB Fee Guidelines, 52 Fed. Reg. 10,011, 10,018 (1987); see alsQ Na
tional Sec. Archive v. DOD, 880 F.2d at 1387 (elaoorating Qn OMB definition
of news media representative to include requester QrganizatiQn in this case).

67 See FOIA Update, Winter/Spring 1987, at 8 & n.S.
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substantiation their expertise in the subject area and their ability and intention to
disseminate the information.68

Some decisions under the former fee waiver standard suggested that
journalists should presumptively be granted fee waivers.69 The Department of
Justice encourages agencies to give special weight to journalistic credentials
under this factor,70 though the statute provides no specific presumption that
journalistic status alone is to be dispositive under the fee waiver standard over
all and such a presumption would run counter to the amended fee provisions
which set forth a special fee category for representatives of the news media.it

(For a discussion of news media requesters in the context of attorney fee
awards under the FOIA, see Tax Analysts v, United States Department Qf Jus
tice,n and Litigation Considerations, below.)

Additionally, the requirement that a requester demonstrate a contribution
to the understanding of the public at large is not satisfied simply because a fee
waiver request is made by a library or other record repository, or by a request
er who intends merely to disseminate the information to such an institution.73

Such requests which make no showing of how the information would be dis
seminated, other than through passively making it available to anyone who

68 See id.; see. e.g., Oglesby v. United States Dep't of the Army, 920 F.2d
at 66 n.11 (assertion that requester was writer and had disseminated in past,
coupled with bare statement of public interest, insufficient to meet statutory
standard); McClellan Ecological Seepage Situation v. Carlucci, 835 F.2d at
1286-87 (agency may request additional information; 23 questions not burden
some); Burriss v. CIA, 524 F. Supp. 448, 449 (M.D. Tenn. 1981) (denial of
plaintiff's fee waiver request "based upon mere representation that he is a re
searcher who plans to write a book" held not abuse of discretion).

69 See National Treasury Employees Union v. Griffin, 811 F.2d at 649;
Goldberg v. United States Dep't of State, No. 85-1496, slip op. at 3-4 (D.D.C.
Apr. 29, 1986), modified (D.D.C. July 25, 1986); Badhwar v. United States
Dep't of the Air Force, 615 F. Supp. 698, 708 (D.D.C. 1985); Rosenfeld v.
United States Dep't of Justice, No. C-85-2247, slip op. at 4-5 (N.D. Cal.
Oct. 29, 1985), motign for reconsideration denied (N.D. Cal. Mar. 25, 1986);
Leach v. United States Customs Serv., No. 85-1195, slip op. at 8-9 (D,D.C,
Oct. 22, 1985).

70 Accord FOIA Update, Fall 1983, at 14; see also FOlt\. Update, Win..,
ter/Spring 1987, at 8.

il See 5 U.S.C.§ 552(a)(4)(A)(ii)(II) (1988); cr. National Sec. Archive v,
DOD, 880 F,2d at 1383 (dictum) (fee waiver decisions are to be made on
"case-by~case" basis); McClellan Ecological Seepage Situatign v. Carlucci, 835
F.2d at 1284 (legislative history makes plain that "public interest" groups must
satisfy statutory test).

72 965 F,2d at 1095-96 (litigant's status as news organization does not ren
der award of attorney fees automatic) .

73 See FOIA Update, Winter/Spring 1987, at 8.
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might seek access to it, do not meet the burden of demonstrating with particu
larity that the information will be communicated to. the PllbHc.74 These re
quests, like those of other requesters, should be analyzed to identify a particular
person who actually will use the requested information in scholarly or other an
alytic work and then disseminate it to the general public. 7s

4. Lastly, the disclosure must contribute "significantly" to public under
standing of government operations or activities; To warrant a waiver or reduc
tion of fees, the public's understanding of the subject matter in question, as
compared to the level of public understanding existing prior to the disclosure,
must be likely to be enhanced by the disclosure to a significant extent.76 Such
a determination must be an objective one; agencies are not permitted.to make
separate value judgments as to whether any information that would in fact con
tribute significantly to public understanding of government operations or activi
ties is "important" enough to be made pUblic.17

Once an agency determines that the "public interest" requirement for a
fee waiver has been met, the statutory standard's second requirement calls for
the agency to determine whether "disclosure of the information . ... is not pri·
marily in the commercial interest of the requester. "78. In order to decide· whe
ther this requirement has been satisfied, agencies should consider the foHowing
two factors in sequence;

1. First, an agency must determine as a threshold matter whether the
request involves any commercial interest of the requester which would be fur
thered by the disclosure.79 A "commercial interest" is one that furthers a com·
mercial, trade or profit interest as those terms are COmInoniy understood. 80

74 rd.

75 Id.; accord National Treasury Employees Union y. Griffin. 811 F.2d at·
647 (observing under previous standard that public benefit should be "identified
with reasonable specificity").

76 See SIQIDan v. United States Dep't of Justice, slip op. at 11-12 (infor
mation previously released to author and "more important[ly]" available in
agency's reading room will not contribute significantly to public understanding
of operations of government); Carney v. United States Dep't of Justice, No. 92
Cv-6204, slip op. at 16 (W.D.N.Y. Apr. 27, 1993) (requester's proposed dis
sertation, scholarly publishing, and tentative book publication found insufficient
to establish that release would contribute significantly to public understanding)
(appeal pending).

77 Ettlinger v. FBI, 596 F. Supp. 867, 875 (D. Mass. 1984); see FOIA
Update, Winter/Spring 1987, at 8.

78 5 U.S.C. § 552(a)(4)(A)(iii).

79 See FOIA Update, Winter/Spring 1987, at 9.

80 IQ...; OMB Fee Guidelines, 52 Fed. Reg. at 10,017-18; accord, e.g~,.

(continued...)
I
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Information sought in furtherance of a tort claim for compensation or retribu
tion for the requester is not considered to involve a "commercial interest. "81

However, not only profit-making corporations but also individuals or other or
ganizations may have a commercial interest to be furthered by the disclosure,
depending upon the circumstances involved.82 Agencies may properly consid
er the requester's identity and the circumstances surrounding the request and
draw reasonable inferences regarding the existence of a commercial interest.8

]

Where a commercial interest is found to exist and that interest would be
furthered by the requested disclosure, an agency must assess the magnitude of
such interest in order subsequently to compare it to the "public interest" in
disclosure. 84 In assessing the magnitude of the commercial interest, the agen
cy should re~sonably consider the extent to which the FOIA disclosure will
serve the requester's identified commercial'iriterest.85

2. Then, an agency must balance the requester's commercial interest
against the identified public interest in disclosure and determine which interest
is "primary." A fee waiver or reduction must be granted where the public in
terest in disclosure is greater in magnitude than the requester's commercial
interest.86 Or, as one court phrased'it when considering the balance to be
strock under the predecessor fee waiver standard: "[I)n simple terms, the
public should not foot the bilI unless it will be the primary beneficiary of the
[disclosqre] .d7

Although newsgathering organizations ordinarily have a commercial
interest in obtaining information, agencies may generally presume :that where a
news media requester has satisfied the "public interest" standard, that will be
the primary interest served. 88 On the other hand, disclosure to private reposi-

80(•••continued)
American Airlines, Inc. v. National Mediation Bd., 588 F.2d 863, 870 (2d Cir.
1978) (defining "commercial" in Exemption 4 as meaning anything "pertaining
or relating to or dealing with coriunerce").

81 McClellan Ecological Seepage Situation v. Carlucci, 835 F.2d at 1285.

82 See FOIA Update, Winter/Spring 1987, at 9; Critical Mass Energy Pro
ject v.NRC, 830 p.2d 278, 281 (D.C. Cir. 1987) (entity's "non-profit status is
not determinative" of commercial status) (Exemption 4 case).

1I~ See FQIA Update, Winter/Spring 1987, at 9.

84 !d:.

85 Id.

86 Id.

87 Burriss v. CIA, 524 F. Supp. at 449.

88 See FQrA Update, Winter/Spring 1987, at 10; accord National Sec.
Archiye v. DOD, 880 F.2d at 1388 (requests from news media entities, in
furtherance of their newsgathering function, are not for "commercial use").
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tories of government records or data brokers may not be presumed to primarily
serve the public interest; rather, requests on behalf of such entities can more
readily be considered as primarily in their commercial interest, depending upon
the nature of the records and their relation to the exact circumstances of the
enterprise.89

When agencies analyze fee waiver requests by considering these six
factors, they can rest assured that they have carried out their statutory obliga
tion to determine whether a waiver is in the public interest.90 Where an agen
cy has relied on factors unrelated to the public benefit standard to deny a fee
waiver request, however, courts have found an abuse of discretion.91

An analysis of the foregoing factors routinely requires an agency to first
assess the nature of the information likely to be released in response to an ac
cess request, because the statutory standard speaks to whether "disclosure" of
the responsive information will significantly contribute to public understand
ing. 92 This assessment thus necessarily focuses on the information that would
be disclosed, which in turn logically requires an estimation of the applicability
of any relevant FOIA exemption(s). Yet the extent to which an agency must
establish at the fee waiver determination stage the precise contours of its antici
pated withholdings was raised in Project on Military Procurement y. Depart-

.. ",

89 See FOrA Update, Winter/Spring 1987, at 10; see also National Sec.
Archive v, DOD, 880 F.2d at 1387-88.

90 See FOIA Update, Winter/Spring 1987, at 10.

91 See. e.g., Goldberg v. United States Dep't of State, slip op. at 3-5 (agen
cy policy of granting waiver of search fees but refusing to grant waiver of dup
lication fees for "public interest" documents held "both irrational and in viola
tion of the statute"); Idaho Wildlife Fed'n v, United States Forest Serv., 3
Gov't Disclosure Servo (P-H) , 83,271, at 84,056 (D.D.C. July 21, 1983) (reli
ance on regulation that proscribes granting of fee waiver where records are
sought for litigation is abuse of discretion because regulation is overbroad in
that it ignores "public interest" in certain litigation); Diamond v. FBI, 548 F.
Supp. 1158,1160 (S.D.N.Y. 1982) (agency may not decline to waive fees
based merely upon perceived obligation to collect them); Common Cause v.
IRS, 1 Gov't Disclosure Servo (P-H) , 79,188, at 79,351 (D.D.C. Nov. 8,
1979) (IRS cannot deny requests for waiver of search fees simply on ground
that search would be burdensome), affd, 646 F.2d 656 (D.C. Cir. 1981) (table
cite); Eudey v. CIA, 478 F. Supp. at 1177 (agency may not consider quantity
of documents to be released); Fitzgibbon V. CIA, No. 76-700, slip op. at 1
(D.D.C. Jan. 19, 1977) ("An agency's determination not to waive fees is arbi
trary and capricious where there is nothing in the agency's refusal of fee waiver
which indicates that furnishing the information requested cannot be considered
as primarily benefiting the general public. ").

92 5 U .S.c. § 552(a)(4)(A)(iii).
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ment of the Navy,93 where the district court seemed to suggest that an agency
must defend the contemplated application of FOIA exemptions in the fee waiver
context with an index pursuant to the requirements of Vaughn v. Rosen. 94

Such a requirement not only is unprecedented, it is also unworkable--as it
would compel an agency to actually process responsive records at the threshold
fee waiver determination stage in order to compile the Vaughn Index. This
would turn the normal, longstanding procedure for responding to FOIA/fee
waiver requests on its head. Until a fee waiver determination has been made
and (if a full fee waiver is not granted) the requester has agreed to pay all the
assessable fees, the request is not yet ripe for processing because there has been
no compliance with the fee requirements of the FOIA. 95 Because the decision
on this issue in Project on Military Procurement would yield impracticable re
sults, it should not be followed. Agencies should retain the general discretion,
though, to consider the cost~effectiveness of their investment of administrative
resources in their fee and fee waiver determinations.%

The FOIA does not specifically provide for administrative appeals of
denials of requests for fee waivers. Nevertheless, many agencies, either by
regulation or by practice, have appropriately considered appeals of such actions.
The Court of Appeals for the Fifth Circuit and the D.C. Circuit have recently
made it clear, moreover, that administrative appeal exhaustion is required for
any adverse determination, including fee waiver denials.97

93 710 F. Supp. 362, 366-68 (D.D.C. 1989); see also Wilson v. CIA, No.
89-3356, slip op. at 3-4 (D.D.C. Mar. 25, 1991) (agency may not deny fee
waiver request based upon "likelihood" that information will be withheld)~

SinHa v. United States Dep't af Justice, slip op. at 5 (denial of fee waiver
based upon claim of exempt status of documents inappropriate before validity of
exemptions established).

94484 F.Zd 820, 826-28 (D.C. Cir. 1973), c~rt. denied, 415 U.S. 977
(1974).

95 See 5 U.S.C. § 552(a)(3); see also Vennes v. IRS, No. 89-5136, slip op.
at 2-3 (8th Cir. Oct. 13, 1989) (agency under no obligation to produce material
until either requester agrees to pay fee or fee waiver approved); Perotti v.
United States Dep't of Justice, slip op. at 4-5 (where fee waiver properly de
nied, requester must comply with procedural requirements before documents are
processed)~ Irons v. FBI, 571 F. Supp. 1241, 1243 (D. Mass. 1983) (upholding
regulation requiring payment of fees or waiver of fees before FOIA request is
deemed to have been received); d. Nance v. United States Post~1 Sen~... , slip
op. at 3 (where fee waiver inappropriate and fees exceed $250, agency may
refuse to begin search until requester makes advance payment).

96 cr. Rodriguez v. United States Postal Serv., No. 90-1886, slip op. at 3
n.l (D.D.C. Oct. 2, 1991) (despite requester's failure to comply with ex
haustion requirement, court suggests agency "consider" waiving de minimis
fee).

97 See Voinche v. United States Dep't of the Air Force, 983 F .2d 667, 669
(5th Cir. 1993) (requester seeking fee waiver under FOIA must exhaust admin-

- (continued...)
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Prior to the FOIA Reform Act, the discretionary nature of the FOIA's fee
waiver provision led the majority of courts to conclude that "the proper stand
ard for judicial review of an agency denial of a fee waiver is whether that deci
sion was arbitrary and capricious, \191\ in accordance with the Administrative
Procedure ACt. 99 This meant that a court could not "replace its own judgment
for that of [an agency] without first concluding that the {agency's} decision was
completely unreasonable and unfair. "100

This standard was changed, however, with the passage of the FOIA Re
form Act. A specific jUdicial review provision was included in the amended
FOIA,101 which now provides for the review of agency fee waiver denials ac
cording to a de novo standard. Yet this provision also explicitly provides that
the scope of judicial review remains limited to the administrative record estab
lished before the agency, 102 and thus it is crucial that the agency's fee waiver
denial letter create a comprehensive administrative record of all the reasons for
the denial. 103 In this regard, agencies should also be aware that a challenge

97(. •• continued)
istrative remedies before seeking judicial review), petition for cert. filed, 61
U.S.L.W. 3820 (U.S. May 17, 1993); Oglesby v. United States Dep't of the
Army, 920 F.2d at 66 & n.ll, 71 ("Exhaustion does not occur until fees are
paid or an appeal is taken from the refusal to waive fees. "); American Fe~:l'n of
Gov't Employees v. United States Dep't of Commerce, 907 F.2d at 209 (court
declined to consider fee waiver request when not pursued during agency admini
strative proceeding); see also Rodriguez v. United States Postal Serv., slip op.
at 3 (in fairness to agency and judicial economy, administrative appeal of fee
waiver denial required before jUdicial review); Williams v. Executive Office for
United States Attorneys, No. 89-3071, slip op. at 7 (D.D.C. Mar. 19, 1991)
(requester seeking fee waiver must first exhaust his administrative remedies);
cf. Camgbell v. Unknown Power Superintendent of Flathead Irrigation & Pow
er PrQject, No. 91-35104, slip op. at 3 (9th Cir. Apr. 22, 1992) (exhaustion
requirement not imposed where agency ignored fee waiver request).

98 Eudey v. CIA, 478 F. Supp. at 1176; see also Ely v. United States Postal
Serv., 753 F.2d at 165; Ettlinger v. FBI, 596 E Supp. at 871. But see Rizzo
v. Tyler, 438 F. Supp. 895, 899 (S.D.N.Y. 1977) (agency fee waiver denial
reviewed de novo).

99 5 U.S.C. § 706 (1988).

100 Crooker v. Department of the Army, 577 F. Supp. at 1224.

101 5 U.S.C. § 552(a)(4)(A)(vii).

102 Id.; see. e.g., American Fed'n of Gov't Employees v, United States
Dep't of Commerce, 907 F.2d at 209 (judicial review limited to record before
agency); Carney v. United States Dep't of Justice, slip op. at 16 (court's con
sideration of fee waiver request limited to record before agency).

103 See National Treasury Employees Union v. Griffin, 811 F.2d at 648
(court may consider only information before the agency at time of decision);

(continued... )
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to an agency's fee waiver policy is not automatically rendered moot where the
agency reverses itself and grants the specific fee waiver request; courts may
still entertain such challenges from plaintiffs who are frequent FOIA request
ers. 104

Because the FOIA Reform Act's statutory fee waiver provision has still
received only relatively limited interpretation by the courts thus far. lOS it still
remains to be seen how novel issu~s of interpretation regarding its "public inter
est" standard will be adjudicated. for additional guidance on any particular fee
waiver issue, agencies may contact OIP's FOIA Counselor Service.

LITIGATION CONSIDERATIONS

.A Freedom of Information Act lawsuit involves unique procedural and
substantive concerns that even the experienced litigator might at first find bewil
dering. As one appellate court has frankly acknowledged: "Freedom of Infor
mation Act cases are peculiarly difficult. " 1 To provide a general overview of
selected FOIA litigation considerations, this discussion will follow a rough
chronology of a typical FOIA lawsuit, from the point of determining whether
jurisdictional prerequisites have been met to the assessment of costs on appeal.

Jurisdiction and Venue·

The United States district cOUrts are vested with exclusive jurisdiction
over FOJA cases by sel=tion (a)(4)(B) of the Act, which provides in pertinent
part:

On complaint, the district court of the United States in the

103(•••continued)
Larson v, CIA, 843 F.2d at 1483 (information not part of administrative record
may not be considered by district court when reviewing agency fee waiver de
nial); Fitzgibbon v. Agency fsu: Int'} D~v., 724 F. Supp. at 1051 n.lO ("post
hoc rationales" offered in response to lawsuit held untimely); Gilday v. Unit!:d
States Dep't of Ju~tic({, No. 85-292, slip op. at 5 (D.D.C. July 22, 1985)
(agency cannot wait until after litigation has commenced before giving reasons
for denying fee waiver); Allen y. QOQ. No. 81-2543, slip op. at 12 (D.D.C.
Aug. 24, 1984) (post hoc rationalization for fee waiver denial rejected); ~
also rOJA UrKlate, Winter/Spring 1987, at 10; EQIA Upda~, Winter 1985, at
6.

104 See Hetter GQV't Ass'n v. Department of State, 780 F.2d 86, 91-92
(D.C. Cir. 1986); Public C:itiz~D y. QSHA. No. 86-705, slip op. at 2-3
(D.D.C.Aug. 5, 1981).

105 S({e Hoffman v, IRS. ~Up op. at 3 (observing that relatively little prece
dent exists construing fee waiver standard).

I Miscavige v. IRS. No. 92-8659, slip op. 3284, 3285 (11th Cir. Sept. 17,
1993) (to be published).
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district in which the complainant resides, or has his principal place
of business, or in which the agency records are situated, or in the
District of Columbia, has jurisdiction to enjoin the agency from
withholding agency records and to order the production of any
agency records improperly withheld from the complainant.2

Initially, it should be noted that subject matter jurisdiction is determined
as of the date on which the complaint in a FOIA lawsuit is filed. J The Su~

preme Court ruled in 1980 that jurisdiction in a FOIA case is predicated upon
the plaintiff showing that an agency has (1) improperly (2) withheld (3) agency
records. 4 Thus, a plaintiff who does not allege any improper withholding of
agency records fails to state a claim for which a court has jurisdiction under the
FOIA. 5 In a companion case, the Supreme Court elaborated upon the defini~

tion of agency records, explaining that "an agency must first either create or
obtain a record as a prerequisite to its becoming an 'agency record' within the
meaning of the FOIA . .,6 More recently, in .united States Department of Justice
v. Tax Analysts, the Supreme Court further refined the agency record definition
by requiring that a record be in the agency's possession for official purposes at

25 U.S.C. § 552(a)(4)(B) (1988); see also Rogers v. United Stat!(~, 15 et.
Cl. 692, 698 (1988) (no FOIA jurisdiction in Court of Claims).

3 Atkin v. EEOC, No. 92*3275, slip op. at 6-7 (D.N.J. June 24, 1993)
(where plaintiff exhausted administrative remedies by paying requisite FOIA
fees only after compla!nt was filed, court lacked subject matter jurisdiction in
case) (appeal pending).

4 Kissinger v. Reporters Comrn. for Freedom of the Press, 445 U.S. 136,
150 (1980).

5 See, e.g., Shafinaster Fishing Co. v, United States, 814 F. Supp. 182,
184 (D.N.H. 1993) ("The court thus lacks subject matter jurisdiction if the
information was properly withheld under FOIA exemptions. "); National Fed'n
of Fed. Em-p1oyees v. United States, No. 87-2284, slip op. at 39 (D.D.C. May
27, 1988) (The FOIA "authorizes this Court only to 'enjoin the agency from
withholding agency records and to order the production of any agency records
improperly Withheld. ," (quoting 5 U.S.C. § 552(a)(4)(B»)). But see Payne En
ters. v. United States, 837 F.2d 486, 490-92 {D.C. Cir. 1988) (repeated, unac
ceptably long agency delays in providing nonexempt information found suffi
cient to create jurisdiction); Public Citizen v. Office of the United States Trade
Representative, 804 F. Supp. 385, 387 (D.D.C. 1992) (court has jurisdiction to
consider "agency's policy to withhold temporarily, on a regular basis, certain
types of documents").

6 Forsham v. Harris, 445 U.S. 169, 182 (1980); se~ also Rush Franklin
Publishing, Inc. v. NASA, No. 90-CV-2885, slip op. at 8-9 (E.D.N.Y. Apr.
13, 1992) (mailing list generated and maintained by contractor for purposes of
disseminating agency publication held not an agency record); Conservation Law
Found. v. Department of the Air Force, No. 85-4377, slip op. at 8 (D. Mass.
June 6, 1986) (computer program produced and possessed exclusively by gov
errunent contractor in connection with contract to analyze federal data held not
an agency record).
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the time of the FOIA request. 7 (For a further discussion of "agency records,"
see Procedural Requirements, above.)

Whether an agency has "improperly" withheld records usually turns on
the application of one or more exemptions applied to the documents at issue.s

Of course, if the agency can establish that no responsive records exist,9 or that
all responsive records have been released to the requester,1O the agency's
refusal to produce them should not be deemed "improper" withholding within
the meaning of the FOIA's jurisdictional provision. Similarly, an agency has
not improperly withheld records where it is prohibited from disclosing them by
a preexisting court order. II While the validity of such a preexisting court

7492 U.S. 136, 145 (1989).

g See United States Dep'l of Justice v. Tax Analysts, 492 U.S. at 152-54
(nonexempt federaL district court tax case opinions maintained by Justice De
partment's Tax Division found to be "improperly" withheld notwithstanding
public availability through another source).

9 See. e.g., Cal-Almond. Inc. v. United States Dep'l of Agri~., 960 F.2d
105, 108-09 (9th Cir. 1992) (absent improper conduct by government, FOIA
does not require recreation of destroyed records); Ray v. United States Dep't of
Justice, 908 F.2d 1549, 1558-59 (11th Cir. 1990), [ev'd on other grounds sub
!!Q1IL. United States Dep't of State v. Ra~, 112 S. Ct. 541 (1991); Prows v. Un
ited States Dep't of Justice, No. 87~1657, slip op. at 17 (D.D.C. Apr. 13,
1989), aff'd, No. 89-5185 (D.C. Cir. Feb. 26, 1990). But see Cal-Almond.
Inc. v. United States Dep't of Agric., No. CV-F-89-574, slip op. at 2-3 (E.D.
Cal. Mar. 12, 1993) (where agency returned requested records to submitter
four days after denying requester's administrative appeal, in violation of its own
records-retention requirements, and court determined such records were re
quired to be disclosed, agency must seek return of records from submitter for
disclosure to requester); see also FOIA Update, Spring 1991, at 5 (advising
agencies to afford administrative appeal rights to FOIA requesters in "no rec
ord" situations (citing Oglesby v. United States Dep't of the Army, 920 F.2d
57, 67 (D.C. Cir. 1990»).

10 See. e.g." Steffen v. United States Dep't of Justice, No. 89-3434, slip op.
at 7-8 (D.D.C. July 12, 1990); Williams v. United States Dep't ofJustice, No.
87-1567, slip op. at 1 (D.D.C. Nov. 5, 1987), summary affirmance granted,
No. 87-5410 (D.C. CiT. Aug. 31, 1988); Southam News v. INS, 674 F. Supp.
881, 889 (D.D.C. 1987).

II See. e.g., GTE Sylvania. Inc. v. Consumers Union, 445 U.S. 375, 384
86 (1980); Freeman v. United States Dep't of Justice, 723 F. Supp. 1115, 1120
(D. Md. 1988); L~gal Times, Inc. v, FDIC, 1 Gov't Disclosure Servo (P-H)
, 80,234, at 80,585 (D.D.C. Sept. 2, 1980); see alsQ FOIA Update, Summer
1983, at 5. But see al~o FOIA Update, Summer 1992, at 5 (advising that "pro
tective orders" issued by administrative law judges do not qualify as such court
orders).
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order does not depend upon whether it is based upon FOIAexemptions,12 it is
the agency's burden to demonstrate that the order was intended to operate as an
injunction against the agency, rather than as a mere court seal. I)

A somewhat related principle under the FOIA, although one not at all
well settled or commonly applied, is that in a rare case~ a court may decline to
order the disclosure of nonexempt information as a matter of II equitable discre
tion." The Court of Appeals for the District of Columbia Circuit has recog
nized .that this principle can be applicable under IIexceptional circumstances. "14

This principle should be advanced in court only under strongly compelling cir~

cumstances. 15

12 See Wagar v. United States Dep't of Justic~, 846 F.2d 1040, 1047 (6th
Cir. 1988).

13 Morgan v. United Stales Dep't of Justice, 923 F.2d 195, 197-99 (D.C.
Cir. 1991); see. ~.g., Armstrong v. Executive Office of the president, No. 89
142, slip op. at 8 (D.D.C. Sept. 3. 1993) (" (Ilt is also clear that the Protective
Order was not intended to act as a limitation on the Goveniment's ability to
determine the final disposition of these classified materials. "); Senate of P.R. v.
United State$ Dep't of Justice, No. 84-1829, slip op. at 13-14 (D.D.C. Aug.
24, 1993) (finding agency declaration failed to satisfy Morgan test and requiring
more detailed explanation of intended effect of sealing order); McDonnell
Douglas CorP. v. NASA, No. 91-3134. slip Opt at 1-2 (D.D.C. July 12, 1993)
("While this court's sealing Order temporarily precluded release, that order was
not intended to operate as the functional equivalent of an injunction prohibiting
release. It was only approved by the court for the purposes of expediting this
litigation and protecting information . . . until this lawsuit was resolved. ")
(appeal pending); see also Lykins v. United States Dep't· of Justice, 725 F.2d
1455, 1460-61 & n.7 (D.C. Cir. 1984) (state court order does not affect analy
sis or conclusion of federal court as to whether document "improperly with
held").

14 See Halperin v. Department of State, 565 F.2d 699, 706 (D.C. Cir.
1977) (citing SQucie v. Davi~!. 448 F.2d 1067, 1077 (D.C. Cir. 1971», W1:.
denied, 434 U.S. 1046 (1978); see also Weber Aircraft Corp. v I United States,
688 F.2d 638, 646 (9th Cir. 1982), rev'd on other grounds, 465 U.S. 792
(1984); Patriarca v. FBI, No. 85-707, slip Opt at 1 (D.R.I. Nov. 13, 1985)
(order preliminarily enjoining defendants from making release of nonexempt
records), motion to dismiss denied, 639 F. Supp. 1193 (D.R.I. 1986); K. Da
vis, Administrative Law Treatise § 5:25 (2d ed. 1978 & Supp. 1989). But see
Washington Post CO. v, United States Dep't of State, 685 F.2d 698, 700, 704
(D.C. Cir. 1982), vacated & remanded, 464 U.S. 979 (1983).

15 See, e.g., O'Rourke v. United States Dep't of Justice, 684 F. Supp. 716,
719 (D.D.C. 1988) (finding insufficient basis for denying access On such equi
table grounds); Caplan V. Bureau of Alcohol, Tobacco & Firearms, 445 F.
Supp. 699, 705-06 (S.D.N.Y. 1978) (denial based on equitable discretion),
affd on other grounds, 587 F.2d 544, 546 (2d Cir. 1978) (equitable discretion
accepted in principle).
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The venue provision of the FOIA, quoted above, provides requesters with
a broad choice of forums in whiCh to bring suit. The United States District
Court for the District of Columbia has over the years decided a great many of
the leading cases under the FOIA, largely as the result of its designation as an
appropriate forum for any FOIA action against a federal agency under 5 U.S.c.
§ 552(a)(4)(B). Indeed, the District of Columbia has been held to be the sale
appropriate forum· for cases in which the requester resides and works outside
the United States and the records requested are located in the District of Colum
bia. 16 It is not yet settled, however, whether this provision affords "personal
jurisdiction" in that judicial district for FOIA suits brought against the Tennes
see Valley Authority, a wholly owned federal corporation outside the court's
normal extraterritorial service of processY It should also be noted that, un
like under other federal venue provisions, aliens are treated the same as citizens
for ForA venue purposes. IS

The judicial doctrine of forum non conveniens--as codified in 28 U,S.C.
§ 1404(a)--can permit the transfer of a FOIA case to a different judicial district.
The courts have invoked this doctrine to transfer FOIA cases under a variety of
circumstancesY Similarly, where the requested records are the subject of

16 See Akutowicz v. United Statks, 859 F.2d 1122, 1126 (2d Cir. 1988).

17 Compare Jones v. NRC, 654 F. Supp. 130, 132 (D.D.C. 1987) (no) with
Murphy v. TVA, 559 F. Supp. 58, 59 (D.D.C. 1983) (yes).

18 See Arevalo-Franco v, INS, 889 F.2d S89, 590-91 (5th Cir. 1989) (alien
may bring FOIA suit in district where he in fact resides).

19 Sec:, e,g" Bauer ~. Unit~dSfiites, No. Civ. 91-374A, slip op. at 3
(W.D.N.Y. Feb. 3, 1992) (venue improper where pro se suit filed; action
transferred to jurisdiction where records located); Housley v. United States
Dep't of Justice. No. 89-436, slip op. at 3-4 (D.D.C. Nov. 13, 1989) (transfer
to district where criminal proceeding against. plaintiff was held and where evi
dence obtained by government's electronic surveillance allegedly was improper
ly withheld); Sims v. Unite<! &tates Dep't Qf Justice, No. 86-231, slip op. at 1
(D.D.C. Apr. 22, 1986) (transfer to district where documents are located, near
where pl~intiff resides, when "[n]one of the matters at issue ... have any

" connection with the District of Columbia"); General Dynamics Corp. v. Depart
ment of the Army, No. 85-3901, slip op. at 2 (D.D.C. Jan. 10, 1986) (transfer
to district where there are pending criminal charges relating' genirally to subject
matter of requested documents); Mobil Corp. v. SEC, 550 F. SUPP. 67, 70-71
(S~D.N.Y. 1982) (sua sponte transfer to district where the 7,000 documents at
issue were located and where related litigation was pending); F§lrri v, United
St;ltes Dep't of Justice, 441 F. Supp. 404, 406-07 (M.D. Pa. 1977) (sua sponte
transfer because records sought were located in District of Columbia, all admin
istrative action on request was taken there, and plaintiffs only nexus with
transferring forom was his incarceration there); see l!lso Lead Indu/!. Ass'n v.
QSHA. 610 F.2d 70, 79 (2d Cir. 1979) (expressing dissatisfaction with plain
tiffs decision to lay venue for FOIA action in Southern District of New York
where related, ~igh1y complex review of substantive OSHA rule was pending in

. . .' . (continued...)
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pending FOIA litigation in another judicial district, the related doctrine of
"federal comity" can permit a court to defer to the jurisdiction of the other
court, in order to avoid unnecessarily burdening the federal judiciary and
Aa.l;'r.o. .... ;nrr I"'l"\nf1;""t~nn t:;"r A ;UrlITTYUu,tt:' 20
U""UV'-'4.J.u5 rvvu.tUVUU5 .l '\J.l.c-l. J""U5""U,",,ULLJ.

On rare occasions, FOrA plaintiffs have attempted to expedite judicial
consideration of their suits by seeking a preliminary injunction to "enjoin" the
agency from continuing to withhold the requested records. 21 When such extra
ordinary relief is sought, the court does not adjudicate the parties' substantive
claims, but rather weighs: (1) whether the plaintiff is likely to prevail upon the
merits; (2) whether the plaintiff will be irreparably harmed absent relief; (3)
whether the defendant will be substantially harmed by the issuance of injunctive
relief; and (4) whether the public interest'will be be~efited by such relie'f. 22

In a FOIA case, the granting of such an injunction would invariably force
the government to irrevocably disclose the very information that is the subject
of the litigation prematurely, without affording it any opporrunity to fully and
fairly litigate its position on the merits; such an injunction would moot the gov
ernment's claims before they could ever be adjudicated and would effectively

19(...continued)
District of Columbia; suggesting transfers or stays on court's own motiqn if
such cases arise in future). But see In re Scott, 709 F.2d 717, 721-22 (D.C.
Cir. 1983) (writ of mandamus issued and case remanded where district court
sua sponte transferred case, without determination of whether venue was proper
in other forum, merely in effort to reduce burden of "very targe number of in
forma pauperis cases").

20 See, e.g., Atkin v. EEOC, No. 92-1061, slip op. at 2 (D.D,C. July 7,
1992); Beck v. United States Dep't of Justice, No. 88-3433, slip op. at 11-12
(D.D.C. Jan. 31, 1991), summaty affirmance granted in relevant part, No. 91
5292 (D.C. Cir. Nov. 19, 1992); see also FOIA Update, Summer 1985, at 6
("[G]iving a litigant more than one opportunity in court is a 'luxury that cannot
be afforded. "') (quoting C. Wright, Law of Federal Courts 678 (4th ed. 1983).

21 See United States Dep't of Commerce v. Assembly of Cal., 112 S. Ct.
In rln91' (.' I" ..•.. d' N ,.... S {\. f\9nO (n D

;J \;J ) s~aYillg pre lmmary mJunC~jon issue ill! O. dV. -,I-V' C. .
Cal. Aug. 20, 1991»; Aronson v. HUD, 869 F.2d 646, 648 (1st Cir. 1989); .
Assassination Archives & Research Ctr.. Inc. v. CIA, No. 88-2600, slip op. at
I (D.D.C. Sept. 29, 1988), summary reversal denied, No. 88-5315 (D.C. Cir.
Oct. 13; 1988).

22 Nation Magazine v. United States Dep't of State, 805 F. Supp. 68, 72
(D.D.C. 1992); see Assassination Archives & Research Cfr" Inc. v. CIA, slip
op. at 1; accord Washington Metro Area Transit Comm'n v. Holiday Tours.
Inc., 559 F.2d 841, 843 (D.C. Cir. 1977) (non-FOIA case); see also Mayo v.
United States Gov't Printing Office, No. C-92-1922, slip op. at 4-5 (N.D. Cal.
June 16, 1992) (fact that FOIA expressly authorizes injunctive relief does not
divest district court of obligation to "exercise its sound discretion," relying on
traditional legal standards, in granting such relief (citing Weinberger v. Romero
Barcelo, 456 U.S. 305, 312 (1982»).

- 318 -



LITIGATION CONSIDERATIONS

destroy any possibility of appellate review Y Consequently, the government
would presumptively sustain irreparable harm in any instance in which a pre
liminary injunction were issued in a FOIA case,24

Moreover, because a court can exercise FOIA jurisdiction only after it
has first determined that there has been an improper withholding, there exists a
substantial question as to whether the statute even empowers a court to issue a
preliminary injunction. 2s These considerations lead to the conclusion that the
extraordinary mechanism of preliminary injunctive relief should be unavailable
in FOIA cases, although expedited processing may sometimes be appropriate.
(See discussion of expedited processing under "Open America~' Stays, below.)

As a final jurisdictional point, it should be remembered that a FOIA
plaintiff, like any other. must file suit before expiration of the applicable statute
of limitations. In Spannaus v. Department of Justice, the D.C. Circuit applied
the general federal statute of limitations, 28 U.S.C. § 2401(a) (1988), to FOrA
actions. 26 Section 2401(a) states, in pertinent part, that "every action com
menced against the United States shall be barred unless the complaint is filed
within six years after the right of action first accrues." In Spannaus it was held
that the FOlA cause of action accrued--and, therefore, the statute of limitations
began to run--once the plaintiff had "constructively" exhausted his administra
tive remedies (see discussion of Exhaustion of Administrative Remedies, below)
and not when all administrative appeals had been finally adjudicated,27 In ac
cordance with the Spannftus decision, the National Archives and Records Ad
ministration propounded NARA Bulletin No. 87-6 (Apr. 6, 1987); which now
sets the record-retention period at six years for all correspondence,and support
ing documentation relating to denied FOIA requests,28

23 See Aronson v. HUP, 869 F.2d at 648 (ltTo issue the preliminary injunc
tion discloses the names, permanently injuring the interest HUD seeks to pro
teet .... It).

24 See &enerally FOIA Update, Summer 1991, at 1-2 (discussing compara
ble situation of unstayed disclosure orders).

2S~ Kissinger v, Reporters Carom. for Freedom of the Press, 455 U.S. at
150 (absent improper withholding, FOIA confers no "mudicial authority to
devise remedies and enjoin agencies"); NLRB v. Sears. Roebuck & Co., 421
U.S. 132, 147-48 (1975) (once it is determined that withheld information falls
within one of FOIA's exemptions FOIA '''does not apply' to such documents").

26 824 F.2d 52, 55-56 (D.C. Cir. 1987).

27 rd. at 57-59; see Peck v. CIA, 787 F. Supp. 63, 65-66 (S.D.N.Y. 1992)
(once ten-day constructive exhaustion period has run, statute of limitations is
not toUed while request for information is pending before agency).

28 See Attorney General's Memorandum on the 1986 Amendments to the
Freedom of Information Act 28 n.51 (Dec. 1987) (agencies should be sure to
maintain any "excluded" records for purposes of possible further review) (citing
FOIA Update, Fall 1984, at 4 (same regarding "personal" records»; see also

(continued...)

- 319 -



I LITIGATION CONSIDERA'fIONS

Pleagings

The agency's time to answer a FOIA complaint is 30 days from the date
of service of process,29 not the usual 60 days that are permitted by Federal
Rule of Civil Procedure 12(a). While courts are no longer required to auto
matically accord expedited treatment to FOIA lawsuits, they may still, in their
discretion, expedite any such case "if good cause therefor is shown. 1t30 .

FOIA lawsuits are adjudicated according to standards and procedures that
are quite atypical within the field of administrative law. Not only is the usual
tI substantial evidence tI standard of review of agency action replaced in the
FOIA by a de novo review standard, but the defendant agency bears the burden
of justifying its decision to withhold any information.31 (Lawsuits brought os
tensibly under the FOIA may be summarily dismissed, pursuant to 28 U.S.C.
§ 1915(d), where tI[r]eview of the complaint, and its supplements and amend
ments, show that [the] suit is utterly frivolous, vexatious, and m~licious. tin)

28(•..continued)
Cal-Almond. Inc. v. United States Dep't of Agric., slip op. at 2-3 (where agen
cy returned requested records to submitter in violation of its own records
retention requirements, and court determi.ned. such records were required to be
disclosed, agency must seek return of records from sllbmitter for disclosure to
requester).

29 5 U.S.C. § 552(a)(4)(C) (1988).

30 28 U.S.C. § 1657 (1988) (repealing 5 U.S.C. § 552(a)(4)(D) (1982»; ~
also FOIA Update, Spring 1985, at 6.

31 5 U.S.C. § 552(a)(4)(B); see also King v. United States Dep't of Justice,
830 F.2d 210, 217 (D.C. Cir. 1987); Alyeska Pipeline Servo eg. v. EPA, 856
F.2d 309, 315 (D.C. Cir. 1988); Vaughn v. Rosen, 484 F.2d 820, 823 (D.C.
Cir. 1973), cert. denied, 415 U.S. 977 (1974); ~ Trenerry v. United Stat~s

Dep't of Treasury, No. 92-5052, slip op. at 9-10 (10th Cir. Feb. 5, 1993)
(although district court used phrase "arbitrary and capricious" in discussing
scope of review. its decision will be upheld where "reviewing the entire order
clearly reveals that the court performed a de novo review and correctly placed
the burden on IRS").

32 Chambers v. Carlson, No. 87-0390, slip op. at 2 (D.D.C. June .16,
1987); see. e.g., Butler v. Marshall, No. 92-16955, slip op. at 1'-2 (9th Cir.
May 25, 1993) (district court properly dismissed, as frivolous, in forma paupe~

ris complaint before service of process where plaintiff sought to sue state agen
cy under federal FOIA); McCloud v. Mees!(, No. 87-3011, slip op. at 2 (6th
Cif. Sept. 30, 1987) (suit dismissed as frivolous when plaintiff failed to amend.
complaint to allege which records were improperly withheld); Franklin V. Ore
gQll, 563 F. Supp. 1310, 1331 (D. Or. 1983) (suit dismissed as frivolous where
plaintiff failed to explain how state officials could have violated FOIA); cf.
United Statesv. Kaun, 827 F.2d 1144, 1152-53 (7th Cir. 1987) (frivolous
FOIA suits not constitutionally protected, so injunction against filing one not
overbroad); Crooker v. Marshals Serv., 641 F. Supp.1141, 1143 (D.D.C.

. (continued... )
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Where Exemption 1 is invoked, most courts have applied a somewhat lesser
standard of review for classified documents in order not to compromise national
security. (See discussion of Exemption 1, above.) With respect to FOIA issues
other than those involving the propriety of agency withholding of records, one
circuit court has applied the de novo standard of review in a lawsuit dealing
with an alleged violation of subsection (a)(l) of the FOIA, 5 U.S.C.
§ 552(a)(l).33

A major exception to the de novo standard of review are "reverse" FOIA
lawsuits, in which the more deferential "arbitrary and capricious" standard is
applied. (See discussion of "Reverse" FOIA, below.) Judicial review of fee
waiver denials was undertaken according to the ..arbitrary and capricious"
standard prior to the 1986 FOIA amendments, which now mandate that courts
are to determine fee waiver issues under the de novo standard of review, but
are to limit their scope of review to the record before the agency. (See dis
cussion of Fees and Fee Waivers, above.)

There is a sound general rule that only federal agencies and departments
are proper party defendants in ~OIA litigation. This rule is derived from the
language of 5 U.S.C. § 552(a)(4)(B), which vests the district courts with juris
diction to enjoin "the asency" from withholding records. 34 The great majority
of courts have held that the head of an agency or other agency officials or em
ployees sued in their official capacities are not proper party defendants under
the FOIA.3s A minority of courts, however, has disagreed with this posi-

32(...continued)
1986) (given "plethora" of FOIA suits filed by plaintiff and fact that plaintiff
fails routinely to oppose motions to dismiss, plaintiffs "litigation efforts have
been for purposes of harassment"; plaintiff ordered to attach a memorandum to
any subsequent lawsuit explaining why that suit is not barred by res jUdicata).

33 See Mada-Luna v. Fitzpatrick, 813 F.2d 1006, 1011 (9th Cir. 1987).

34 See. e.g.,Voinche v. United States Dep't of Justice, No. 87-4781, slip
op. at 1-2 (5th Cir. Feb. 4, 1988) (no basis for suit against state governor,
private citizen or telephone company), cert. denied, 486 U.S. 1040 (1988);
Maxben:y v. Eastern Plasma, No. 87-3022, slip op. at 3 (6th Cir. Aug. 11,
1987) (private institutions not proper party defendants); Espenshade v. Carbone,
No. 86-2610, slip op. at 2-3 (D.D.C. May 15, 1987) (no proper party defend
ant where plaintiff sued individuals, Pennsylvania State University and the Unit-

I

ed States, without naming agency that allegedly withheld records improperly);
Gillard v. United States Marshals Serv., No. 87-689, slip op. at 1-2 (D.D.C.
May 11, 1987) (District of Columbia not proper party defendant under federal
FOIA).

35 See. e.g., Thompson v. Walbran, 990 F.2d 403, 405 (8th Cir. 1993);
Petrus v. Bowen, 833 F.2d 581, 582 (5th Cir. 1987); Stone v. Defense Investi
gative Serv., 816 F. Supp. 782, 785 (D.D.C. 1993) (appeal pending); SMr:
wood Van Lines v. United States Dep't Qf the Navy, 732 F. Supp. 240, 241
(D.D.C. 1990); Friedman v. FBI, 605 F. Supp. 314, 317 (N.D. Ga. 1984);

(continued...)
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rion. 36 It also has been observed that the "United States," as such, is not a
proper party defendant in a FOIA case.37

It is clear that an agency in possession of records originating with another
agency cannot refuse to process those records merely by advising the requester
to seek them directly from the other agency. 38 In litigation, the defendant
agency ordinarily will include, in its court submissions, affidavits from the orig
inating agency to address any contested withholdings in its records. 39 (For a
further discussion of agency referral practices, see Procedural Requirements,
above.)

Exhaustion of Administrative Remedies

The general rule under the FOlA is that administrative remedies must be
exhausted prior lo judicial review.40 Indeed, where a FOIA plaintiff attempts
to obtain judicial review without first property undertaking fuH and timely
administrative exhaustion, his lawsuit is subject to ready dismissal for iack of

35( .••continued)
Providence Journal Co. v. FBI, 460 F. Supp. 778, 782-83 & n.2 (D.R.I. 1978)
rev'd 011 other ~rounds, 602 F.2d 1010 (1st Cir. 1979), ~...e.rt. denied, 444 U.S.
1071 (1980).

36 See. e.g., Henry v. FBI, No. 90~1987, slip op. at 5-6 (W.D. La. Oct. 7,
1991); Diamond v. FBI, 532 F. Supp. 216, 219-20 (S.D.N.Y. 1981), affd on
oth~r grounds, 707 F.2d 75 (2d Cir. 1983), c~r.t. denied, 465 U.S. 1004
(1984); Hamlin v. Kell~, 433 F. Supp. 180, 181 (N.D. Ill. 1977).

37 See Maginn v. United States, No. 92-313, slip op. at 7 (W.D. Pa. May
29, 1992); Western Life Ins. Co. v. UrJted States, 512 F. Supp. 454, 463
(N.D. Tex. 1980).

3& See Ostrer 'It Department of Justice, No. 85-506, slip op. at 7-8 (D.D.C.
Feb. 7, 1986), amended, slip op. at 2-3 (D.D.C. Apr. 9, 1986).

39 See, e.g., Williams v. FBI, No. 92-5176, slip op. at 2 (D.C. Cir. May
7, 1993); Oglesby v. United States Dep't of the Army, 920 F.2d 57,69 & n.t5
(D.C. Cir. 1990); Fitzgibbon v. CIA, 911 F.2d 755, 757 (D.C. Cir. 1990);
Jan-Xin Zans v. FBI, 756 F. Supp. 705, 706-07 & n.l (W.D.N.Y. 1991); see
~ FOrA Update, Summer 1991, at 3-4 ("OIP Guidance: Referral and Con
sultation Procedures ").

40 Oglesby v. United States Dep't of the Army, 920 F.2d 57, 61-62 (D.C.
eir. 1990); American Fed'n of Gov't Employees v. United States Dep't of
Commerce, 907 F.2d 203, 209 (D.C. Cir. 1990); Spannaus v. United States
Dep't of Justice, 824 F.2d 52, 58 (D.C. Cir. 1987); Stebbins v. Nationwide
Mutual Ins. Co., 757 F.2d 364, 366 (D.C. Cir. 1985); TuchinslsY V. Selective
Servo S):§., 418 F.2d 155, 158 (7th Cir. 1969); Gale V. United States Gov't,
786 F. Supp. 697, 699 (N.D. Ill. 1990).
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subject matter jurisdiction.41 It is self-evident that a plaintiff cannot evade
proper FOIA procedures by attempting to file his FOIA request as part of a
judicial proceeding.42 (For a further discussion of the proper submission of
requests, see Procedural Requirements, above.)

It is important to recognize, though, that theFOIA permits requesters to
treat an agency's failure to comply with its specific time limits as full, or "con
structive," exhaustion of administrative remedies.43 Thus, when an agency
does not respond to a perfected request within the ten~day statutory. time limita
tion set forth in 5 U.S.C. § 552(a)(6)(A)(i), the requester is deemed to have ex
hausted administrative remedies and can seek immediate judicial review, even
where the requester has not filed an administrative appeal. 44 Interestingly, the

41 See, e.g .• Dettman v. United States Dep't of Justice, 802 F.2d 1472,
1477 (D.C. Cir. 1986); Hymen v. MSPB, 799 F.2d 1421, 1423 (9th Cir.
1986); Brymley v. United Stales Dep't of Labor. 767 F.2d 444, 445 (8th Cir.
1985); Epps v. United States Dep't of Ju~[ice, 801 F. Supp. 787, 790 (D.D.C.
1992) (although U.S. Attorney's' Office aware that information requester sought
from FBI included certain U.S. Attorney's Office material, it was under no ob
ligation to independently search its own files for responsive information absent
a direct request); Crooker v. United States Secret Serv., 577 F. Supp. 1218,
1219-20 (D.D.C. 1983), appeal dismissed, No. 83-2203 (D.C. Cir. Feb. 21,
1984).

42 Gillin v. IRS, 980 F.2d 819, 822-23 (1st Cir. 1992) (Where "flawed"
request was predicated upon a misunderstanding with agency but, within one
week after submission, information provided by agency should have prompted
requester to revise his request, requester cannot salvage request by clarification
in litigation); Pollack v. United States Dep't of Justic~, No. 89-2569, slip op. at
8-9 (D. Md. July 23, 1993) (court lacks subject matter jurisdiction where re~

quest not submitted until after litigation filed); Centracchio v. FBI, No. 92-357,
slip op. at 13 (D.D.C. Mar. 16, 1993); Muhammad v. United States Bureau of
Prisons, 789 F. Supp. 449, 450-51 (D.D.C. 1992); s~e also McDonnell v.
United States, No. 91-5916, slip op. at 11 (3d Ck. Sept. 21, 1993) ("[AI per
son . . . whose names does not appear on a FOIA request for records may n9t
sue in district court when the agency refuses to release requested documents
because he has not administratively asserted a right to receive them in the first
place. ") (to be published). But see Hamroie v. Social Sec. Admin., 765 F.
Supp. 1224, 1226 (E.D. Pa. 1991) (in considering goverrunent's dismissal
motion, court is required to accept plaintiff's averments that he submitted re~

quests).

43 5 U.S.C. § 552(a)(6)(C) (1988).

44 See, e.g" Campbell v. Unknown Power Superintendent, No. 91~35104,

slip op. at 3 (9th Cir. Apr. 22, 1992); AssociationQf Community Orgs. for
Reform NQw v. Barclay, No. 3-89-409, slip op. at 4-7 (N.D. Tex. June 9,
1989); Virginia Transformer Corp. v. United States Dep't of Energy, 628 F.
Supp. 944, 947 (W.D. Va. 1986); Jenks v. United States Marshals Serv., 514
F. Supp. 1383, 1384-87 (S.D. Ohio 1981); Information Acquisition Corp. v.

(continued...)
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Court of Appeals for the Fifth Circuit has recently held that a lawsuit brought .
under 5 US.C. § 552(a)(6)(e) as a result of the agency's failure to comply with
these time limits is properly dismissed for moomess as soon as the agency
makes a determination to either disclose or withhold the requested records.4s

The special right to immediate judicial review lapses, however, if an agency
responds to a request at any time before suit is filed. In that situation, the re~

quescer must administratively appeal a denial and wait at least twenty working
days for the agency to adjUdicate that appeal--as is required by 5 U.S.C .

. § 552(a)(6)(A)(ii)--before commencing litigation. This point was made by the
Court of Appeals for the District of Columbia Circuit in Oglesby v, United
St;!tes Department of the Army, which held that "an administrative appeal is
mandatory if the agency cures its failure to respond within the statutory [ten
day] period by responding to the FOIA request before suit is filed." 46 Thus,
under Oglesby, if a FOIA requester waits beyond the ten-day period for the
agency's initial response and then, in fact, receives that response before suing
the agency, the requester must exhaust his administrative appeal rights before
litigating the matter.~?

Furthermore, of additional significance under Oglesby is a requester's
obligation to file an administrative appeal within the time limit specified in an

44( ...continued)
Department of Justice, 444 F. Supp. 458, 462 (D.D.C. 1978); see also FOIA
Update, Jan. 1983. at 6.

45 Voinche v. FBI, No. 93-4262, slip op. 6153, 6154 (5th Cif. Sept. 3,
1993) (to be published).

46 920 F.2d at 63; see. e.g., Government Employees' Advisors & Represen
tatives. Inc. v, United States Dep't of Labor, No. 4-85498-K, slip op., at 5-6
(N.D. Tex. Nov. 6, 1986); Walker v. IRS, No. 86-0073, slip op.at 4 (M.D.
Pa. June 16, 1986); kaifano v. Parole Comm'n, No. 85-3513, Slip op. at 2
(D.D.C. Feb. 26, 1986), dismissed (D.D.C. Sept. 18, 1986). Butsee generally
Manos v. United States Dep't of the Air Force, No. C-92-3986, slip op. at 10·
12 (N.D. Cal. Feb. 10, 1993) (exceptional decision holding that period for
agency response determined by date response actually received by requester,
not date response mailed by agency).

47 920 F.2d at 63-64; see. e.g., McDonnell v. United States,slip op. at 18
19 (applying Oglesby); Sloman v. United States Dep't of Justice, No. 92 Civ.
4982, sUp op. at 6-8 (S.D.N.Y. May 4, 1993) (same); Triplett v. Attorney
General, No, C-2-92-211. slip op. at 13-14 (S.D. Ohio Feb. 22, 1993) (same);
Maryland Coalition for Integrated Educ .. Inc. v. United States Dep't of Educ.,
No. 89-2851, slip op. at 7-8 (D.D.C. July 20, 1992) (same) (appeal pending);
Gassei v. United States Dep't of Justice, No. 91-1031, slip op. at 1 (W.D.
Okla. Nov. 22, 1991) (same); Grove v, CIA. 752 F. Supp. 28, 31 (D.D.C.
1990) (same); see also FOIA Update, Spring 1991, at 3-5 ("OIP Guidance:
Procedural Rules Under the D.C. Circuit's Oglesby Decision").
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agency's FOIA regulations. 48 Indeed, even prior to Oglesby, several courts
had held that o'nce a requ'ester'receives an initial response, he must file an
appeal within any applicable time limit. or els'e his lawsuit is subject to dis
missal for failure to exhaust administrative remedies.49

In any event, it must be' remembered that an agency response which
merely acknowledges receipt of a 'request does not constitute a "determination"
under the FOJA in that it neither denies records nor grants the right to appeal
the agency's determination.50 Significantly. the ten-day time period does not
run until the request is received by the appropriate office in the agency. as set
forth in the agency's regulations. 51 In fact, when an agency has regulations
requiring that requests be' made to specific offices for specific records, a request
will not be deemed received--and no search for responsive records need be per
formed--if the requester does not follow those regulations. 52 Additionally.
even where a requester has "constructively" ,exhausted his administrative reme
dies by the agency's failure to respond determinatively to the request within tbe
statutory time limits, the requester is not entitled to a Vaughn Index during the
administrative process. 5J

Even if the agency has exceeded its ten-day time limit for the processing
of initial responses to a request; its twenty-day time limit for the processing of
administrative appeals, or its ten-day extension of either time Iimit,S4 request
ers have been deemed not to have constructively exl:J.austed administrative rem
edies where they have failed to comply with agency requisites--for example,

48 See. e.g., 920 F.2d at 65 & n.9 (citing regulations of agencies involved
in Oglesb;y); Lanter v. Department of Justice, No. 93-34, slip op. at 2 (W.O.
Okla. July 30, 1993) (court compelled to dismiss FOIA claim when plaintiffs
administrative appeal from agency's response not filed in timely manner); ~
also FOIA Update, Spring 1991, at 4-5.

49 See. e.g., Lindsey v. NSA, No. 90-2408, slip op. at 3 (4th Cir. Oct. 9,
1990); Tripati v. United States Deg't of JUstice, No. 87-3301, sUp op. at 2
(D.D.C. Apr. 15, 1988).

so See Martinez v. FBI, 3 Gov't Disclosure Servo (P-H) , 83,005, at 83,435
(D.D.C. Dec. 1, 1982); ForA Update, Summer 1992, at 5; see also Brumley
v, United States Pep't of Labor, 767 F.2d at 445; tl.. Dickstein v. IRS, 635 F.
Supp. 1004, 1006 (D. Alaska 1986) (letter referring requester to alternative
"procedures which involved less red tape and bureaucratic hassle!' not deemed'
to be denial).

51 Brumley v, United States Dep't of Labor, 767 F.2d at 445.

52~ Church of Scientology v. IRS, 792 F.2d 146, 150 (D,C. Cir. 1986);
Hahn v. IRS, No. CA3-89-3254-D, slip op, at 2-3 (N.D. Tex. Aug. 24, 1990).

53 See SafeCard Servs.. Inc. v. SEC, No. 84-3073, slip op, at 3-5 (D.D.C.
Apr. 21, 1986); Schaake v. IRS, No. 91-958, slip op. at 7-8 (S.D. Ill. June. 3,
1992); see also FOrA Update; Summer 1986; at '6. '

. . . •. ..

54 See 5 U:S.C, §552(a)(6),
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failed to provide required proof of identity55 in first-party requests56 or author
ization by third parties,S7 failed to "reasonably describe" the records
sought,58 failed to comply with fee requirements,S9 failed to pay authorized
fees incurred in a prior request before making new requests,6O failed to present
for review at the administrative appeal level any objection to earlier processing

S5~ Summer~ v. United States Dep't of Justice, 999 F.2d 570, 572-73
(D.C. Cir. 1993) (holding that authorjzation for release of records need not be
notarized, but can be attested to under penalty of perjury pursuant to 28 U.S.C.
§ 1746).

56 See. e.g., Lilienthal v. Parks, 574 F. Supp. 14. 17-18 (E.D. Ark. 1983).

57 Freedom Magazine v. IRS, No. CV-91-4536, slip op. at 7-10 (C.D. Cal.
Nov. 13, 1992) (court lacked jurisdiction where, prior to filing suit, plaintiff
failed to provide waivers for third-party records as required by IRS regula
tions). But see LaRouche v. United States Dep't of Justice, No. 90-2753, slip
op. at 15 (D.D.C. June 24, 1993) (although third-party waivers not submitted
during administrative process, "they present solely legal issues which can prop
erly be resolved by [the] Court").

58 See, e.g., Gillin v. IRS, 980 F.2d at 822-23 (where defective request was
predicated upon misunderstanding with agency, but within one week after sub
mission, information provided by agency should have prompted requester to
revise his request; request does not "reasonably describe" records actually
sought); Marks v. United States Dep't of Justice, 578 F.2d 261, 263 (9th Cir.
1978); see also VQinche v. United States Dep't of the Air FQrce, 983 F.2d 667,·
669 n.5 (5th Cir. 1993) (administrative remedies on fee waiver not exhausted
where requester failed tQ amend request to conform to specificity required by
agency regulations), petitiQn for cerro filed, 61 U.S.L.W. 3820 (U.S. May 17,
1993).

59 See. e.g., Kuchta v. Harris, No. 92-1121, slip op. at 5-9 (D. Md. Mar.
25, 1993) (failure to either pay fees or request fee waiver halts administrative
process and precludes exhaustion); CentracchiQ v. FBI, slip op. at 5 ("Plain
tiff's failure to pay the deposit or request a waiver is fatal to his claim and
requires dismissal ...."); Atkin v. EEOC, No. 91-2508, slip op. at 21-22
(D.N.I. Dec. 4, 1992) (ltexhaustion does not occur where the requester has
failed tQ pay the assessed fees, even though the agency failed to timely process
a request") (appeal pending); Martorano v. FBI, No. 89-377, slip op. at 8
(D.D.C. Sept. 30, 1991) (plaintiff failed to either pay processing fees or prQ
vide information supporting fee waiver); Morello v. United States Dep't Qf
Justice, No. 90-1078, slip op. at 4-5 (D.D.C. Oct. 16, 1990), affd, 948 F.2d
1337 (D.C. Cir. 1991) (table cite); Crooker v. CIA, 577 F. Supp. 1225, 1225
(D.D.C. 1984); seealso Atkin v. EEOC, slip op. at 8-9 ("the fact that Atkin
paid his fees after he instituted this actiQn does not confer jurisdiction").

60 See, e.g., Crooker v. United States Secret Serv., 577 F. Supp. at 1219
20; Mahler v. Department of Justice, 2 Gov't Disclosure Servo (P-H) ; 82,032,
at 82,262 (D.D.C. Sept. 29, 1981).
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practices,61 or failed to administratively request a waiver of fees62 or to chal
lenge a fee waiver denial at the administrative appeal stage.63

"Open America" Stays

Even when a requester has constructively exhausted administrative reme
dies, due to an agency's failure to comply with the FOIA's time deadlines, the
Act provides that a court may retain jurisdiction and allow the agency additional
time to complete its processing of the request if it can be shown that 11 excep
tional circumstances exist and that the agency is exercising due diligence in re
sponding to the request. "64

The leading case construing this important "safety valve" provision of the
FOIA is Open America v. Watergate Special Prosecution Force.65 In~
America, the Court of Appeals for the District of Columbia Circuit held that
"exceptional circumstances" may exist when an agency can show that it "is de
luged with a volume of requests for information vastly in excess of that antici
pated by Congress [and] when the existing resources are inadequate to deal with
the volume of such requests within the time limits of subsection (6)(A). 1166
The D.C. Circuit further ruled that the "due diligence" requirement may be
satisfied by an agency's good faith processing of all requests on a "first-inffirst
out" basis, and that a requester's right to have his request processed out of turn
requires a particularized showing of "exceptional need or urgency ...67 In so
ruling, the D.C. Circuit rejected the notion that the mere filing of a lawsuit was
a basis for such expedited treatment. 68

Where Open America's requirements are met, an agency can apply for a
stay of judicial proceedings to obtain whatever additional time is necessary to
complete the administrative processing of the request.69 In considering such

61 See, e.g., Dettman v. United States Dep't of Justice, 802 F.2d at 1477.

62 Voinche v. United States Dep't of the Air Force, 983 F.2d at 669.

63 See, e.g., Crooker v. CIA, No. 86-3055, slip op. at 4-5 (D.D.C. May
10, 1988).

64 5 U.S.C. § 552(a)(6)(C) (1988).

65 547 F.2d 605 (D.C. Cir. 1976).

66 M... at 616.

67 kL.

68 Id. at 615. But see Exner v. FBI, 542 F.2d 1121, 1123 (9th Cir. 1976)
(adopting Judge Leventhal's concurring opinion in Open America and holding
that filing of suit can move requester "up the line").

69See, e.g., Billington v. United States Dep't of Justice, No. 92-462, slip
Opt at 2-3 (D.D.C. July 27, 1992) (circumstances justify nearly three-year stay
from date of order); Samuel Gruber Educ. Project v. United States Dep'l of

(continued.,,)
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applications, most courts have found "exceptional circumstances it where the
agency is unable to meet the FOIA's time deadlines due to increased' backlogs' ..
of requests and inadequate resources to handle them, and have found "due diii- .
gence ~ where the agency acts in good faith to process requests on a II first
in/first out" basis. 70 Nevertheless, in Mayock v, INS,?l a district court ruled
that Open America's requisites were not satisfied when processing delays result
ed from a "normal" backlog of routine requests.n Significantly, though, the

69( ••• continued)
Justice, No. 90-1912, slip Opt at 6 (D,D~C. Feb. 8, 1991) (circumstances justi
fy 22-month stay from date of order); Lisee v. CIA, 741 F. Supp. 988. '989-90
(D.D.C. 1990) (circumstances justify 26-month stay from date of order); Sum
mers v. United Stat~s De.p't of Justi~e, 729 F. Supp. 1379, 1379 (D.D.C.
1989) (circumstances justify 22-month stay from date of order); B~nny v. Unit
ed States Dep't of Justice, No. 86-1172,. slip op. at 4-6 (D.D.C. Oct. 21,1986)
(circumstances justify 12~month stay from date of order); Ely v~ Executive
Office for U,S. Attorneys, No. 84-2962, slip op. at 1 (D.D.C. Dec. 21. 1984)
(24-month stay from date of FOIA request granted).

70 See. e.g., Williamson v. INS, No. H-89-342L slip op. at 2-3 (S.D. Tex.
Apr. It, 1991), affd per curiam, No. 91~2526. slip op. at 2 (5th Cir. May 4,
1992) (due diligence employed in "responding to the seemingly limitless num
ber of FOIA requests on a first in/first out basis ") (dicta); F.keman v. Unit~d

States Delft of Justice, 822 F. Supp. 1064, 1967 (S.D.N.Y. 1993) (ItDefendant
has established that it faces exceptional circumstances in that it has a substantial
backlog even though it processes requests as quickly as possible within its fin
ancial ability.It); Russell v. Barr, No. 92-2546, slip op. at 1-2 (D.D.C. Mar. 5,
1993); Wisconsin Project on Nuclear Arms Control v. United States Det?,t gf
Energy, No. 90-1432, slip op. at 2-5 (D.D.C. Dec. 18, 1990); see generally
FOIA Update. Spring 1992, at 8-10; FOrA Update, Winter 1990, at 1-2. But
~ Laroque v. United States Dep't of Justice, No. 86-2677, slip op. at 1-2
(D.D.C. Aug. 11, 1987) (further stays denied because agency failed to process
records during one year since previous court deadline and failed to give reason
for delay); Ely v. United States Marshals S~rv., No. 83-C-569-S, slip op. at 2
(W.n. Wis. Oct. 31, 1983) (stay denied because length of agency b~ckIog had
not improved in six years);~ Gilmore v. NSA, No. C-92-3646, slip op.at 20
(N.D. Cal. Sept. 13, 1993) (declining to exercise jurisdiction because "[g]iven
the substantial number of FOIA requests that the NSA receives and the short
deadline that FOIA imposes. the only way in which the NSA could consistently
meet the deadlines would be if it vastly expanded the resources it devotes to
responding to FOIA requests"); Caifano v. Wampler, 588 F. Supp. 1392, 1394
95 (N.D. Ill. 1984) (expressing concern that when agency is exercising due
diligence no relief can be given for violation of 1D-day response period; cannot
order agency to reallocate resources; will not permit filing of suit to jump
requester to "front of line").

7\ 714 F. Supp. 1558 (N.D. Cal. 1989), rev'd & remanded sub nom. May
ock v. Nelson, 938 F.2d 1066 (9th Cir. 1991).

n 714 F. Supp. at 1565-66; aCCQrd Ray Y. United States Dep't of Justice,
No. 89-288. slip op. at 11-12 (S.D. Fla. Dec. 27, 1990). .
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Court of Appeals for the Ninth Circuit subsequently reversed and remanded
MayQck, findi,ng that it was unclear whether the district court had considered
agency evidence that it had attempted to get increased funding to reduce its
backlQg.73

It shQuld be remembered that an "Open America" stay may be denied
where the requester can show an "exceptiQnal need or urgency" for having his
requesl processed Qut of turn. 74 Such a showing has been made in cases
where the requester's life Qf personal safety, or substantial due process rights.
would be jeopardized by the failure to process a request immediately.75 Ab
sent truly exceptional circumstances, though, mQst courts have declined to order
expedited processing where records are "needed" fQr post-judgment attacks on

73 938 F.2d at 1007-08; see also Narducci v. United States Dep't of Justice,
No. 91-2972, slip op. at 2 (D.D.C; June 16, 1992) (government's motion to
dismiss denied when year had passed since request was made, it did not appear
that request would be processed in near future, and FBI had not indicated that it
had attempted to reduce its large ba~1dog by propQsing legislation or requesting
additional staft); Rosenfeld v, United States Dep't of Justice, No. C-90-3576,
slip op. at 8-13 (N,D. Cal. Feb, 18, 1992) ("exceptional circumstances" just
ifying processing stay not present where, despite substantial backlog, FBI made
no significant effort to increase resources to satisfy FOIA obligations; nonethe
less, FBI given one year to complete processing of 220,000 pages lof records).

74 Open America, 547 F.2d at 616,

7S See, e.g., Ferguson v. FBI, 722,F. Supp. 1137, 1141-44 (S,D.N,Y,
1989). (need for documents, not otherwise available, in post-convictionchal
lenge and upcoming criminal trial); Cleaver v. Kelley, 427 F. Supp. 80, 81
(D,D.C, 1976) (plaintiff facing multiple criminal charges carrying possible
death penalty in state court); Boult v. Department of Justice, No. C76-1217A,
slip op. at 3-4 (N.D. Ga. Oct. 22, 1976) (pending deportation that could en
danger requester's physical safety); s~e also Florida Ruml Legal Servs, v.
United States Deptt of Justice, No. 87-1264, slip op. at 3-4 (S,D, Fla. Feb. '10,
1988) (processing priority granted to nQnprofit organization needing list of
undocumented aliens in order to assist them in making timely applications for
legalization); FOIA Update, Summer 1983, at 3 ("OIP Guidance: When to
Expedite FOIA Requests"); Compare Freeman v, United States Dep't of Jus
tice, No. 92..557, slip op. at 6 (D.D.C. Oct. 2, 1992) (expedited processing
granted where scope of request limited, ".fenks Act" type material unavailable
in state prose<::ution, and information useful to plaintiffs criminal defense may
be contained in requested documents)~ Freeman v. United States Dep't of
Justice, No. 92-557, slip op. at 11-12 (D.D,C. June 28, 1993) (denying further
expedited treatment where processing "would require a hand search of approx
imately 50,000 pages, taking approximately 120 days"), But see Billington v.
United States Dep't of Justice, No. 92-462, slip op, at 3-5 (D,D.C, July 27,
199~) (expedited treatment denied despite pendency of prosecutions, where re
quester had not shown any likelihQod that files contain "materially exculpatory
information").
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criminal convictions,76 or for use in ocher civil litigation. 77 In addition, it
has been held fIrmly chat publishing deadlines are not sufficient grounds for
expedited processing.18 (For a further discussion of expedited processing, see
Procedural Requirements, above.)

Where there is a large volume of responsive documents that have not
been processed, instead of granting an unconditional Open America stay to the
agency until aU initial processing has been completed, a court may grant a stay
that provides for interim or "timed" releases.19

Finally, an "Open America" stay should, where necessary, include the
time required for preparation of a Vaughn Index. g(} While the Open America
decision does not directly address the additional time needed by an agency to

76 See, e.g., Russell v. Barr, slip op. at 2 ("[p]laintiffs claim that the re·
quested information may 'minister [his] defense in the civil proceeding and
motion for a new trial' in his criminal proceeding" inadequate to justify expedi
tion); Thompson v. FBI, No. 90-3020, slip op. at 3 (D.D.C. July 8, 1991);
Shilling v. Bureau of Alcohol, TobaccQ ~ Firearms, No. 90-1422, slip Opt at 3
(D.D.C. Dec. 3, 1990); Crabtree v. United States Dep't of Justice, No. 88
0861, slip op. at 5 (D.D.C, Aug. 26, 1988); Antonelli v. FBI, No. 84-1047,
slip op. at 2-3 (D.D.C. Nov. 13, 1984); Gonzalez v. DEA, 2 Gov't Disclosure
Servo (P-H) 181,016, at 81,069 (D,D.C. Nov. 20,1980).

77 See, e.g., Price v. CIA, No. 90-1507, slip op. at 2 (4th Cir. Oct. 2,
1990); Steffen V. United States Dep't of Justice, No. 89-3434, slip op. at 3
(D.D.C. July 12, 1990); Benny v. United States Dep't of Justice, slip Opt at 5;
Grandison v. DEA, No. 81-1001, slip op. at 2 (D.D.C. July 9, 1981); cf.
Armstrong v. Bush, 807 F. Supp. 816, 819 (D.D.C. 1992) (priority afforded to
additional FOIA requests added to those already subject of litigation, where
responsive records might otherwise be destroyed).

78 See, e.g., Freeman V. United States Dep't Qf Justice, 822 F. Supp. 1064,
1067 (S.D.N.Y. 1993) ("Plaintiff's desire to inform the public [through pUblica
tion and submission to a Congressional committee], while conunendable, does
not constitute an exceptional need. Since almost every request can be linked to
such a desire, granting expedited treatment for that purpose would allow the
exception to swallow the rule. "); Nation Magazine v. United States Dep't of
State, 805 F. Supp. 64, 73 (D.D.C. 1992) ("[TJhere are numerous reasons why
this Court should not broaden the definition of 'exceptional need or urgency' to
include FOIA requests concerning Presidential candidates pending weeks before
an election. "); Lisee v. CIA, 741 F. Supp. 988, 989 (D.D.C. 1990); Summers
V. United States Dep't of Justice, 733 F. Supp. 443, 444 (D.D.C. 1990),~
peal dismissed 011 procedural grounds, 925 F.2d 450 (D.C. Cir. 1991); Sum~
mefS v. United States Dep't of Justice, 729 F. Supp. 1379, 1379 (D.D.C.
1989); Mangold v. CIA, No. 88-1826, slip Opt at 6-7 (D.D.C. May 3, 1989).

79 See, e.g., Samuel Gruber Educ. Project v. United States Dep't of Justice,
slip OPt at 6 (71,000 pages of documents); Hinton v. FBI, 527 F. Supp. 223,
223-25 (E.D. Pa. 1981) (21,000 pages of documents).

80 See FOlA Update, Fall 1988, at 5.
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justify nondisclosure of any withheld records once they are processed, courts
have, as a practical matter, tended to merge the record-processing and the affi
davit-preparation stages when issuing stays of proceedings under Open Ameri
ca. a!

Adequacy of Search

In many suits under the FOlA, the defendant agency will face challenges
not only to its reliance on particular exemptions, but also to the manner in
which, and extent to which, it has endeavored to locate responsive documents.
(For a discussion of administrative considerations in conducting searches, see
Procedural Requirements, above.) To prevail in a FOIA action, the agency
must prove that "each document that falls within the class requested either has
been produced, is unidentifiable, or is wholly exempt from the Act's inspection
requirements. ,,82 Thus, the agency is under a duty to conduct a "reasonable"
search for responsive records.s3

Courts generally evaluate a search l s reasonableness by reviewing the
agency's retrieval efforts in light. of the parameters specified in the FOIA re
quest. 84 Although the adequacy of a search is "dependent upon the circum-

8! See. e.g., Lisee v. CIA, 741 F. Supp. at 989-90 ("Open America" stay
granted for both processing records and preparing Vaughn Index); Ettlinger v.
FBI, 596 F. Supp. 867, 878-79 (D. Mass. 1984) (same); Shaw v. Department
of State, 1 Gov't Disclosure Serv. (P-H) 180,250, at 80,630 (D.D.C. July 31,
1980) (same).

82 Miller v. United States Dep't of State, 779 F.2d 1378, 1383 (8th Cir.
1985) (citing National Cable Television Ass'n v. FCC, 479 F.2d 183, 186
(D.C. Cir. 1973)).

83 See, e.g., In re Wade, 969 F.2d 241, 249 n.Il (7th Cir. 1992); Oglesby
v. Department of the Army, 920 F.2d 57,68 (D.C. Cir. 1990); Weisberg v.
United States Dep't of Justice, 705 F.2d 1344, 1352 (D.C. Cir. 1983).

84 See, e.g., Church of Scientology v. IRS, 792 F.2d 146, 150 (D.C. Cir.
1986) (where agency regulations require requests be made to specific offices for
specific records, no need to search additional offices when those regulations are
not followed); Marks v. United States Dep't of Justice, 578 F.2d 261, 263 (9th
Cif. 1978) (no duty to search FBI field offices where requester directed request
only to FBI Headquarters and did not specify which field offices/he wanted
searched); Church of Scientology Int'l v. IRS, No. 90-2567, slip op. at 5-6
(C.D. Cal. Aug. 2, 1991) (where request plainly limited to IRS national and
international offices, IRS under no obligation to search offices other than those
specified); MarTera v. United States Dep't of Justice, 622 F. Supp. 51, 54
(D.D.C. 1985) ("There is no requirement that an agency search every division
or field office in response to a FOlA request, especially where the requester has
indicated specific areas where responsive documents might be located ....");
Biberman v. FBI, 528 F. Supp. 1140, 1144 (S.D.N.Y. 1982) ("It has frequent
ly been held that a general FOIA request to headquarters does not 'reasonably

(continued...)
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stances of the case, "85 the agency "must show that it made a good faith effort
to conduct a search for the requested records, using methodS which can be rea
sonably expected to produce the information· requested. "86 . In this conne.ction,
it is firmly settled that "the issue to be resolved is not whether there might exist
any other documents possibly responsive to the request, but rather whether the
sean;;h for those documents was adequate. "87

A requester's "[m]ere speculation that as yet uncovered documents may
exist does not unde:o:mine the finding that the agency conducted a reasonable

M(...continued)
describe' a search of numerous field offices. "); £t. American Fed'n of Gov't
Employees v. United States Dep't of Commerce, 632 F. Supp. 1272, 1278
(D.D.C. 1986) (agency's refusal to perform canvass of 356 bureau offices for
multitude of files held justified), afrd, 907 F.2d 203 (D.C. Cir. 1990).~
Krikorian y. United States Dep't of State, 984 F.2d 461, 468-69 (D.C. Cir.
1993) (on remand, district court must explain why it was unnecessary for agen
cy to search 11 regional security offices identified in article which formed basis
for plaintiffs FOrA request).

85 Truitt v. Department of State, 897 F.2d 540, 542 (D.C. Cir. 1990);~
also Maynard v. CIA, 986 F.2d 547, S59 (1st Cir. 1993) ("depends upon the
facts of each case").

86 Oglesb~ v. Department of the Army, 920 F.2d at 68;~ Maynard v.
CIA, 986 F.2d at 559; SafeCard Servs" Inc. v. SEC, 926 F.2d 1197, 1201 .
(D.C. Cir. 1991); see also Goland v. CIA, 607 F.2d 339, 353 (D.C. Cir. 1978)
(production of records not previously segregated required only where material
can be identified with reasonable effort), vacated in other part & reh'g denied,
607 F.2d 367 (D.C. Cir. 1979), cere. d~nie5i, 445 U.S. 927 (1980); Dettman v.
Unit~d States Del"t of Justice, No. 82-1108, slip op. at 8 (D.D.C. Mar. 21,
1985) (government expected to operate under "reasonable plan designed to pro
duce the requested documents"), gff'd on other grounds, 802 F.2d 1472 (D.C.
Cir. 1986).

87 Weisberg v. United States Dep't ofJustice, 745 F.2d 1476, 1485 (D.C.
Cir. 1984); see glsQ In re Wade, 969 F.2d at 249 n.11; Meeropol v. Meese,
790 F.2d 942, 952-53 (D.C. Cir. 1986) ("a search is not unreasonable simply
because it fails to produce all relevant material; no search of this [large] size
... will be free from error"); Miller v. United States Dep't of State, 779 F.2d
at 1385 (" [P]laintiff alleges that the search was insufficient because the Depart
ment did not do all that it could; we agree ... , however, that it did all the
Act required. It); Freeman v. United States Dep't of Ju~tice. No. 9O~2754, slip
op. at 3 (D.D.C. Oct. 16, 1991) (ItThe FOIA does not require that the govern~

ment go fishing in the ocean for fresh water fish. "); Fitzgib!IDn v. United S~t~s

Secret Serv., 747 F. SupP. 51, 54 (D.D.C. 1990) (paucity of documents pro
duced held to be "of no legal consequence" where search is shownto be rea
sonable).
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search for them. ,,88 It has been observed that" [n]othing in the law requires
the agency to document the fate of documents it cannot find. "89 And when
agencies do subsequently locate documents initially believed to have been lost
or destroyed, courts have accepted this as evidence of the agency's good-faith
efforts.90

Additionally, it has been held that the FBI is not required to search be
yond its indices in pro se cases where the requester has refused to pay the cost
of the search, unless the requester pinpoints a specific file. 91 The FBI's
search of 1tS indices has been deemed "reasonable" where it has searched
through "main files" (where the subject of the request was the subject of the
file) and "cross" or "see references" (where the subject of the request was
merely mentioned in a file in which another individual or organization was the
subject).92 It has also been held that, It[b]ecause the scope of a search is limit-

88 SafeCard Servs .. Inc. v. SEC, 926 F.2d at 1201; see also Oglesby v.
Department of the Army, 920 F.2d at 67 n.13 (adequacy of agency's search not
undercut by requester's specula~ive claim that other records "must exist" due to
perceived importance of subject matter); Stone Y. Defense Investigative Serv.,
816 F. Supp. 782, 786 (D.D.C. 1993) (appeal pending); Bay Area Lawyers
Alliance for Nuclear Arms Control v. Department of State, 818 F. Supp. 1291,
1295 (N.D. Cal. 1992) ("Plaintiffs incredulity at t4e fact that no responsive
documents were uncovered . . . does not constitute evidence of unreasonable
ness or bad faith. It).

89 Roberts v. United States Dep't of Justi~, No. 92-1707, slip op. at 4
(D.D.C. Jan. 28, 1993);~ Maynard v. CIA, 986 F.2d at 564 ('''The fact that
a document once existed does not mean that it now exists; nor does the fact that
an agency created a document necessarily imply that the agency has retained
it.'" (quoting Miller v. United States Dep't of State, 779 F.2d at 1385).

90 See Maynard v. CIA, 986 F.2d at 565 ("Rather than bad faith, we think
that the forthright disclosure by the INS that it had located the misplaced file
suggests good faith on the part of the agency. "); Meeropol v. Meese, 790 F.2d
at 953; Ooland v. CIA, 607 F.2d at 370 (revelation one week following deci
sion by court of appeals that agency had discovered numerous, potentially re
sponsive, additional documents several months earlier, insufficient to undermine
validity of agency's prior search); Gilmore v. NSA, No. 92-3646, slip op. at
21-22 (N.D. Cal. Apr. 30, 1993) (acceptance of plaintiffs '''perverse theory
that a forthcoming agency is less to be trusted in its allegations than an unyield
ing .agency' II would "'work mischief in the future by creating a Clisincentive for
the agency to reappraise its position'" (quoting Military AudilProject v. Casey,
656 F.2d 724, 754 (D.C. Cir. 1981))).

91 See Ely v. FBI, No. 84-1615, slip op. at 2-3 (D.D.C. Jan. 28, 1985).
But see Larouche v. Webster, No. 75-6010, slip op. at 10 (S.D.N.Y. Oct. 23,
1984) (FBI must search all specialized files on subject of request about which
req:uester is unlikely to know).

92 See Beauman v. FBI, No. CV-92-7603, slip op. at 9 (C.D. Cal. Apr. 28,
1993); Lawyers Cornm. for Human Rights v. INS, 721 F. Supp. 552, 567 n.12

(continued...)

- 333 -

;",
.to" .-' q .•



LITIGATION CONSIDERATIONS

ed by a plaintiff's FOIA request, there is no general requirement that an agency
search secondary references or variant spellings. "93

Similarly, with respect to the processing of "cross" or "see references,"
only those portions of the file which pertain directly to the subject of the re
quest are considered within the scope of the request. 94 As one court has
phrased it, fI [t]o require the government to release an entire' document where
plaintiffs name is only mentioned a few times would be to impose on the gov
ernment a burdensome and time consuming task." 95 With respect to a docu
ment in the requester's file which pertained entirely to a third party, one court
has held that "[g]iven the lack of any relation between these pages and [the
requester], as well as the minimal information that would remain after redac
tion, [the agency's] decision not to release these documents was not errone
ous. "96

To prove the adequacy of its search, as in sustaining its claims of exemp
tion, an agency may rely upon affidavits (see the discussion of Vaughn Indexes,
below), provided that they are "relatively detailed, nonconclusory, and submit
ted in good faith." 91 Such affidavits must show "that the search method was

92( ...continued)
(S.D.N.Y. 1989); Freeman v. United States Dep't of Justige, No. 85-0958A,
slip op. at 6 (E.D. Va. Mar. 12, 1986), affd, No. 86-1073 (4th Cir. Dec. 29,
1986); Friedman v. FBI, 605 F. Supp. 306, 311 (N.D. Ga. 1981); Stern v.
United States Dep't of Justice, No. 77-3812-C, slip op. at 7 (D. Mass. Aug.
25, 1980); see also Maynard v. CIA, 986 F.2d at 562 (Treasury Department
properly limited its search to its automated Treasury Enforcement Communica
tions System ("TECS"»; Manna v. United States Dep't of Justice, 815 F. Supp.
798, 817-18 (D.N.J. 1993) (indices search by United States Attorney's Office
held adequate).

93 Ml!)'nard v. CIA, 986 F.2d at 560.

94~ Posner v. Department of Justice, 2 Gov't Disclosure Servo (P-H)
f 82,229, at 82,650 (D.D.C. Mar. 9, 1982).

95 Dettman v. Unitlild States Dep't Qf Justice, slip op. at 5-6; see alsQ~
borne v. United States Dep't Qf Justice, No. 84-1910, slip op. at 2~3 (D.D.C.
Feb. 28, 1985) (DBA search of relevant records systems and case files regard
ing requester held sufficient); Dunaway v. Web§ter, 519 F. Supp. 1059, 1083
(N.D. Cal. 1981).

96 Greenspun v. IRS, No. 84-3426, slip op. at 4 (D.D.C. Sept. 30, 1985).

97 Pollack v. Bureau of Prisons, 879 F.2d 406, 409 (8th Cir. 1989);~
Miller v, United States Dep't of State, 779 F.2d at 1383; Weisb~rg v. United
States Dep't of Justice, 705 F.2d at 1351; Perry v, Block, 684 F.2d 121, 127
(D.C. Cir. 1982) ("affidavits that explain in reasonable detail the scope and
method of the search conducted by the agency will suffice to demonstrate com
pliance with the obligations imposed by the FOIA"); Galand v, CIA, 607 F .2d
at 352; Grove V. United States Dep't of Justice, 802 F. Supp. 506, 518

(continued...)
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reasonably calculated to uncover all relevant documents" and must "identify the
terms searched or explain how the search was conducted. "98 It is not neces
sary that the agency employee who actually performed the search supply an
affidavit describing the search; rather, the affidavit of an official responsible for
supervising or coordinating the search efforts should be sufficient to fulfill the
personal knowledge requirement of Rule 56(e) of the Federal Rules of Civil
Procedure. 99 (For a further discussion of this "personal knowledge" require
ment, see Summary Judgment, below.)

An inadequate description of the search process, or a description which
reveals an inadequate search, will necessitate denial of summary judgment. 100

97( ••. continued)
(D.D.C. 1992); Pacific SkY Supply, Inc, v. Department of the Air Force, No.
86-2044, slip op. at 10 (D.D.C. Sept. 29, 1987) (affidavits held to sufficiently
describe adequate search "[i]n the absence of countervailing evidence or appar
ent inconsistency of proof"); se~ also FOIA Update, Jan. 1983, at 6.

98 Oglesby v, Department of the Army, 920 F.2d at 68; see Maynard v.
CIA, 986 F.2d at 559.

99 See, e.g., Maynard v. CIA, 986 F.2d at 560 ("[AJn agency need not
submit an affidavit from the employee who actually conducted the search.
Instead, an agency may rely on an affidavit of an agency employee responsible
for supervising the search. "); Safecard Servs .. Inc. v. SEC, 926 F.2d at 1202
(employee "in charge of coordinating the [agency's] search and recovery efforts
[is] most appropriate person to provide a comprehensive affidavit"); Meeropol
v, Meese, 790 F;2d at 951 (supervisor/affiant properly relied on information
provided by personnel who actually performed search); CarI1ey v. United States
Del"t of Justice, No. 92-CV-6204, slip op. at 11-12 (W.D.N.Y. Apr. 27,
1993) ("There is no basis in either the statute or the relevant caselaw to require
that an agency effectively establish by a series of sworn affidavits a 'chain of
custody' over its search process. The format of the proof submitted by defend
ant--<lec1arations of supervisory employees, signed under penalty of perjury--is
sufficient for purposes of both the statute and Fed.R.Civ.P. 56. ") (appeal pend
ing); Spannaus v. United States Dep't of Justice, No. 85-1015, slip op. at7 (D.
Mass. July 13, 1992) (where third party claimed to have knowledge of addition
al documents, affidavit of agency employee who contacted that party found suf
ficient); Pennsylvania Dep't of Pub. Welfare v. HHS, No. ~4-0690, slip op. at
34 (M.D. Pa. Nov. 10, 1985) (affidavits of supervisory officials who directed
search held adequate); cr. MeW v. EPA, 797 f. Supp. 43, 46 (D.D.C. 1992)
(although agency employee with "firsthand knowledge" of relevant files was
appropriate person to supervise search undertaken by contractor, affidavit must
also describe search).

100 See, e.g., Oglesby v. Department of the Army, 920 F.2d at 68; Southam
News v. INS, 674 F. Supp. 881, 889-91 (D,D.C. 1987); Hydron Lab.. Inc. v.
EPA, 560 F. Supp. 718, 721 (D.R.I. 1983); see also Lindsey v. NSC, No. 84
3897, slip op. at 2 (D.D.C. Mar. 11, 1985) (government rebuked for not sub
mitting affidavit describing whether search was legally sufficient); Applegate v.

(continued...)
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For example, summary judgment has been denied where the agency's affidavit
described circumstances in which destruction of the requested records~ have
occurred, but the affidavit failed to specify that destruction had in fact occur
red. lOJ Where an agency's search is disputed, a grant of summary judgment
to the agency may be reversed and remanded where the district court fails to
expressly hold that a disputed search was adequate under the "reasonableness"
standard. tOl

Mootness

In a FOIA action, the courts have jurisdiction only where an agency has
improperly withheld agency records. t03 Therefore, if during the litigation of
a FOlA lawsuit it is determined that all documents found responsive ~o the un
derlying ForA request have been released in full to the requester, the suit
should be dismissed on mootness grounds as there is no justiciable contro
versy.t04

Dismissal of a FOIA lawsuit can be appropriate also when the plaintiff

100 . d(...continue )
NRC,3 Gov't Disclosure Servo (P-H) , 83,081, at 83,614 (D.D.C. Jan. 18,
1983) (permitting discovery on adequacy of search), summary judgment grant
ed, 3 Gov't Disclosure Servo (P-H) , 83,201, at 83,887 (D.D.C. May 24,
1983) (court held for government but found it "disturbing" that agency designed
"a filing and oral search system which could frustrate the clear and express
purposes of FOIA").

101 Pafenberg v. Department of the Army, No. 82-2113, slip op. at 12
(D.D.C. Nov. 22, 1983) ("Casual destruction of [the requested] materials seems
unlikely, and cannot be demonstrated by the conjecture of one official, where
defendants have themselves admitted the existence of a body of information
pertaining to the handling of the requested materials. ").

102 Krikorian v. Department of State, 984 F.2d at 468 (requiring express
findings by district court on adequacy of searc~ issue). .

103 5 U.S.C. § 552(a)(4)(B) (1988).

104 See In re Wade, 969 F.2d 241, 248 (7th CiL 1992); Tijerina v. Walters,
821 F.2d 789, 799 (D.C. Crr. 1987); DeBold y. StjmsQn, 735 F.2d 1037, 1040
(7th Cir. 1984); Perry Vo Block, 684 F.2d 121, 125 (D.C. Cir: 1982); Crooker
v. United States Dep't of State, 628 F.2d 9, 10 (D.C. Cir. 1980); see also.
~, Constangy, Brooks & Smith VO NLRB. 851 F.2d 839, 842 (6th Cir. 1988)
(full disclosure of records pursuant to district court order moots appeal); Mitch
en v. Kemp, No. 91 Civ. 2983, slip op. at 8-9, 11 (SoD.N.Y. July 27, 1992)
(dismissal for mootness warranted where "all unproduced documents that would
have been responsive to [plaintiff's] request were destroyed before he requested
them"); cf. Anderson v~ HHS, 907 F.2d 936, 941 (10th Cir. 1990) (although
plaintiff had already obtained an responsive documents, sUbject to protective
order, in private civil litigation, plaintiffs FOrA litigation to obtain documents
free from any such restriction still viable).
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fails to prosecute the suit. 105 Dismissal likewise may be appropriate where:
(1) records are publicly available upon payment of fees;106 (2) a complete
factual record has yet to be presented to the agency; 107 (3) there is a change
in the factual circumstances underlying the lawsuit; 108 or (4) the agency is
processing responsive records. 109 However, it has been held that a FOIA
claim may survive the death of the plaintiff and, under some circumstances,
may be continued by a properly substituted party. \10

In Payne Ent~r.prises v. United States, the Court of Appeals for the Dis~

triet of Columbia Circuit held that when records are routinely withheld at the
initial processing level, but consistently released after an administrative appeal,
and when this situation results in continuing injury to the requester, a lawsuit
challenging that practice is ripe for adjudication and is not sUbject to dismissal.
on the basis of mootness. 111 The defendant agency's "voluntary cessation" of
that practice in~ did not moot the case where the plaintiff challenged the
agency's W~ as an unlawful, continuing wrong. 112

10:; See, c.s .. Warden v. FBI, 530 F. Supp. 66, 68-69 (N.D. Ill. 1981).

106 See, e.g., Kleinerman v. Patent & Trademark Office, No. 82-295, slip
OPt at 2-3 (D. Mass. Apr. 25, 1983).

107 See, e.~., Rodrequez v. United States Postal Serv., No, 90-1886, slip
Opt at 4-5 (D.D.C. Oct. 2, 1991) (absent submission of further information
enabling identification of plaintiffs records from among those of 36 persons
with same name, case not yet ripe); National Sec. Archive v. United States
Dep't of Commerce, No. 87-1581, slip Opt at 6 (D.D.C. Nov. 25, 1987) (fee
waiver case).

108 See, e.g., National Wildlife Fed'n v. Department of the Interior, No,
83-3586, slip Opt at 6-7 (D.D.C. Oct. 15, 1987) (suit challenging fee waiver
guidelines dismissed as moot after pertinent FOIA section amended).

109 See. e.g., Voinche v. FBI, No. 93-4.262, slip op. 6153, 6154 (5th Cir.
Sept. 3, 1993) (because sole issue in action based on 5 U.S.C. § 552(a)(6)(C) is
"tardiness II of agency response, district cour.t litigation rendered moot by agen
cy's disclosure detennination) (to be published); Larson v. Executive Office for
United States Attorneys, No. 85-6226, slip op. at 4-5 (D.C. Cir. Apr. 6, 1988)
(appeal of district court denial of relief to plaintiff for defendant's processing
delays mooted upon completion of processing).

110 See D'Aleo v. Department of the Navy, No. 89-2347, slip op. at 2-3
(D.D.C, Mar. 27, 1991) (deceased plaintiffs sister, appointed executrix of his
estate, substituted as plaintiff). But see Hayles v. United States Dep't of Jus,,:
tice, No. H-79-1599, slip op. at 3 (S.D. Tex. Nov. 2, 1982) (ca$e dismissed
upon death of plaintiff where no timely motion for. substitution filed).

111 837 F.2d 486, 488-93 (D.C. Cir. 1988).

112 Id. at 491; see also, e.g., Hercules. Inc. v. Marsh, 839 F.2d 1027, 1028 .
(4th Cir. 1988). (threat of disclosure of agency telephone directory not mooted

(continued...)
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Of course, a claim for attorney fees or costs survives dismissal of a· FOIA
action for mootness. ll3 When agencies belatedly release requested records in
the midst of a FOIA lawsuit, courts frown upon efforts to avoid, on mootness
grounds, the payment of attorney fees. 114 (See discussion of Attorney Fees
and Litigation Costs, below.)

A FOIA lawsuit may be precluded by the doctrine of res judicata (claim
preclusion) when it is brought by a plaintiff against the same agency for the
same documents whose withJlOlding has been previously adjudicated. lls How-

112(...continued)
by release because new request for subsequent directory pending; agency action
thus "capable of repetition yet evading review") ("reverse" FOIA context);
Better Gov't Ass'a v. Department of State, 780 F.2d 86, 90-91 (D.C. Cir.
1986) (although challenge to fee waiver standards as applied held moot, chal
lenge to facial validity of standards held ripe and not moot); Public Citizen v.
Office of the United States Trade Representative, 804 F. Supp. 385, 387
(D.D.C. 1992) (despite disclosure of specific records requested, court retains
jurisdiction where plaintiff challenges Ifagency's policy to withhold temporarily,
t'\n'f), .....o.n·ull'J1'f6 'h.,('l;£< ~s:*,,··t~1n hl'l"\AC r.F r'lru"Hrvu:a ..... trl"\. ""'"t''''' ...rI 'DnhHn ,....~...:".4_ 'It
vu «4 a ....oy...iJ,u. vp."'".;J, ,,","""l.,,"J.U "JY""''' VJ,. UvvU.lU,",Ul.\3 " «""""Vi\.,&. .L U.Uu......, '-'11.1£-\,;11 v~

OSHA, No. 86-705, slip op. at 2 (D.D.C. Aug. 5, 1987). But spe Atkins v.
Department of Justice. No. 90-5095, slip op. at 1 (D.C. Cir. Sept. 18, 1991)
("The question whether DEA complied with the [FOIA's) time limitation in
responding to (plaintiff's] request is moot because DEA has now responded to
this request.").

113 Anderson v. HHS, No. 924125, slip op. at 4 (10th Cir. Aug. 27, 1993)
('''We think it indisputable that a claim for attomev's fees is not part of the
merits of the action" to which the fees pertain.' If (quoting Budinich v. Becton
Dickinson & Co., 486 U.S. 196,200 (1988»); Carter v. VA. 780 F.2d 1479,
1481-82 (9th Cir. 1986); SeeguU Mfg. Co. v. NLRB, 741 F.2d 882, 884-86
(6th Cir. 1984); DeBold v. Stimson, 735 F.2d at 1040; Webb v, HHS, 696
F.2d 101, 107~08 (D.C. Cir. 1982).

114 See, e.g., PhQenix Newspapers. Inc, v. FBI. No. 86-1199. slip op. at 4
S (D, Ariz. Dec. 12, 1987) (goverrunent should not be able to foreclose recov
ery of attorney fees whenever it chooses to moot an action by releasing records
after having denied disclosure at administrative level); Harrison Bros. Meat
Packing Co. v. United States Dep't of Agric., 640 F. Supp. 402, 405-06 (M.D.
Pa. 1986) (finding it "ludicrous" for government to "suddenly and inexplicably"
release records and assert mootness to avoid paying fees after having denied
disclosure at administrative level).

llS Fazzini v. United States Dep't of Justice, No. 92-5043, slip op. at 1
(D.C. Cir. Oct. 14, 1992) (per curiam); National Treasury Employees Union v.
IRS, 765 F.2d 1174, 1177 (D.C. Cir. 1985); Hanner v. StQne, No. 92-CV
72719, slip op. at 3-7 (E.D. Mich. Oct. 26, 1992), aff'd, No. 92-2565 (6th
Cir. Aug. 6, 1993); see also Heckman v. Olive, No. CV-88-2981, slip op. at
14 (E.n.N.Y. Dec. 9,1992) (appeal pending); Prows v. United States Dep't of
Justice, No. 90-2561, slip op. at 3-4 (D.D.C. Mar. 30, 1992); Stimac v. Treas-
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ever, a subsequent claim for records is not precluded by res judicata where the
litigation of an earlier, non-FOIA case involving the same records did not per
mit raising a FOIA c1aim. 1J6 In addition, res judicata is not applicable where
there has been a change in the factual circumstances or legal principles applica
ble to the lawsuit. 117

Litigation also may be foreclosed by the applicability of the doctrine of
collateral estoppel (issue preclusion), which precludes relitigation of an issue
previously litigated by one party to the action. 118 As with the doctrine of res
judicata, collateral estoppel is not applicable to a subsequent lawsuit if there is

m(...continued)
un Dep't, No. 87-C-4005, slip op. at 4 (N.D. Ill. Jan. 15, 1988), affd, 872
F.2d 424 (4th Cir. 1989) (table cite); Crooker v. United States Dep't of Justice,
No. 86-2333, slip op. at 3-4 (D.D.C. Oct. 2, 1987), aff'd, No. 87-5372 (D.C,
Cir. Apr. 8, 1988); Crooker v. United States Marshals Serv., 641 F. Supp.
1141, 1143 (D.D.C. 1986); FOIA Update, Summer 1985, at 6 ("FOIA Coun
selor: 'Preclusion' Doctrines Under the FOlAn); compare Hanner v. Stone,
No. 92-2565, slip op. at 2 (under doctrine of res judicata, "a final judgment on
the merits of an action precludes the parties or their privies from relitigating
issues that were or could have been raised in a prior action") (emphasis added)
with Hanner v. Stone, No. 92-1579, slip op. at 1 (6th Cir. Dec. 8, 1992)
(where appellate court had previously adjudicated a claim that is similar, but
involving a different issue, present claim not precluded under res judicata).

116 See North v. Walsh, 881 F.2d 1088, 1093-95 (D.C. Cir. 1989) (claim
for records under FOIA not barred by prior discovery prohibition for same
records in criminal case in which FOIA claim could not have been interposed).

117 See. e.g., Graphic Communications Int'( Union. Local 554 v. Salem
Gravure, 843 F.2d 1490, 1493 (D.C. Cir. 1988) (non-FOIA case); Wolfe v.
Froehlke, 358 F. Supp. 1318, 1219 (D.D.C. 1973) (lawsuit not barred because
national security status changed), affd, 510 F.2d 654 (D.C. Cir. 1974); ~
also FOIA Update, Summer 1985, at 6.

118 Yahama Corp. of America v. United States, 961 F.2d 245, 254 (D.C.
Cir. 1992) (non-FOIA case); see Church of Scientology v. United States Dep't
of the Army, 611 F.2d 738, 750-51 (9th Cir. 1980) (complete identity of plain
tiff and document at issue precludes relitigation); Williams v. EJecutive Office
for United States Attorneys, No. 89-3071, slip op. at 3-4 (D.D.C. Mar. 19,
1991) (same); see also FOIA Update, Summer 1985, at 6. But see North v.
Walsh, 881 F.2d at 1093-95 (issue preclusion inapplicable where exemption
issues raised in FOIA action differ from relevancy issues raised in prior action
for discovery access to same records); Ely v. FBI, No. 83-876-T-15, slip op. at
4 (M.D. Fla. July 13, 1988) (collateral estoppel not appropriate where plaintiff
did not have "full and fair opportunity to litigate" defendant's claim of privi
lege); Robertson v. DOD, 402 F. Supp. 1342, 1347 (D.D.C. 1973) (private
citizen's interest in subsequent FOIA action was not protected by government in
prior "reverse" FOIA suit over same documents because interests not congru
ent).
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an intervening material change in the law or factual predicate. 119

"Vaughn Index"

A distinguishing feature of FOIA litigation is that the defending agency
bears the burden of sustaining its action of withholding records .120 ,The most
commonly used device for meeting this burden of proof is the "Vaughn Index,"
fashioned by the Court of Appeals for the District of Columb~a Circuit in
Vaughn v, Rosen, 121 .

The Vaughn Index came into prominence mainly as a resUlt of the 1974
amendments to the FOIA, especially due to the addition of the "reasonably,.
segregable" provision to subsection (b).122 This requirement that agencies
segregate and release disclosable information from that which is exempt grew
out of congressional concern in 1974 over the agencies' sweeping applicatIon of
exemptions up to that time. 123 Particularly in cases involving large numbers
of documents, the requirement that courts conduct a de novo review of each
portion of a record at issue effeCtively transferred the burden from agencies to
the courts themselves. Moreover, reliance on in camera examination had the
effect of weakening the adversarial process somewhat, as it afforded a plaintiff .
and his counsel no real input to the merits of a case.124

The Vaughn decision addressed these concerns by requiring agencies to
prepare an itemized index, correlating each withheld document (or portion)'with
a specific FOIA exemption and the relevant part of the agency's nondisclosure
justification. 12S Such an index not only makes the trial court's job more man~

ageable, it also enhances appellate review by ensuring that a 1i,l1l public
record is available upon which to base an appellate decision. 126

. If an index is

119 See. e.g" Minnis v. United States Pep't of Agric.. 737 F.2d 784, 786
n.1 (9th Cir, 1984), cert. denied, 471 U.S. 1053 (1985).

120 5 U,S.C, § 552(a)(4)(B) (1988).

121 484 F.2d 820 (D.C. Cir. 1973), cert. denied, 415 U.S. 977 (1974).

122 5 U.S.C. § 552(b) (final sentence).

123 See generally H.R. Rep. No. 876, 93d Cong., 2d Sess. 7 (1974), re
printed in 1974 U.S.C.C.A.N. 6267, 6292.

124 See King v, United States Dep't of Justice, 830 F.2d 210, 218 (D.C.
eir. 1987); Vaughn v. Rosen, 484 F.2d at 826.

12S Vaughn v. Rosen 484 F.2d at 827;~ King v. United States Dep't
of Justice, 830 F.2d at 217.

126 See Vaughn v, Rosen, 484 F.2d at 824-25; King v. United States Dep't
of Justice, 830 F.2d at 219; see also Ingle v. Department of Justice, 698 F.2d
259, 263-64 (6th Cir, 1983). But see AntOnelli v. Sullivan, 732 F.2d 560, 562
(7th Cir. 1984) (no index required where small number of documents at issue

(continued...)
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not sufficiently detailed, a court may remand and require a more detailed in
dex. 127

The Vaughn Index has evolved into an extremely effective tool with
which to resolve FOIA cases, developing various permutations to fit particular
circumstances. Courts have routinely accepted the observation that "[t]here is
no set formula for a Vaughn index; ... it is the function, not the form, which
is important. 11128 In fact, U[a] II that is required, and that is the least that is
required, is that the requester and the trial judge be able to derive from the in
dex a clear explanation of why each document or portion of a document with
held is putatively exempt from disclosure. u129 Therefore, U[t]he degree of
specificity of itemization, justification, and correlation required in a particular
case will . . . depend on the nature of the document at issue and the particular
exemption asserted. u130 However, in 'order to fulfill its purpose, a Vaughn

126(••• continued)
and affidavit contains sufficient detail); National Treasury Employees Union v.
United States Customs Serv., 602 F. Supp. 469, 473 (D.D.C. 1984) (fact th~t

only one exemption is involved "nullif[ies] the need to formulate the type of
itemization and correlation system required by the Court of Appeals in
Vaughn"), aff'd, 802 F.2d 525 (D.C. Cir. 1986).

127 See Founding Church of Scientology v. Bell, 603 F.2d 945, 949 (D.C.
Cir. 1979) (also seemingly establishing requirement that Vaughn Index be con
tained in no more than one document per case).

128 Hinton v. Department of Justice, 844 F.2d 126, 129 (3d Cir. 1988); see
Keys v, United States Dep't of Justice, 830 F.2d 337, 349 (D.C. Cir. 1987).

129 Hinton y. Departm~nt of Justice, 844 F.2d at 129; see Miscavige v. IRS,
No. 92-8659, slip op. 3284, 3826-27 (11th Cir. Sept. 17, 1993) (separate docu
ment, expressly designated as "Vaughn Index" unnecessary where agency "dec
larations are highly detailed, focus on the individual documents, and provide a
factual base for withholding each document at issue") (to be pUblished).

130 Information Acquisition Corp. v. Department of Justice, 444 F. Supp.
458, 462 (D.D.C. 1978); see. e.g" NLRB v. Robbins Tire & Rubber Co., 437
U.S. 214, 223-24 (1978) (generic explanations, focusing on types of records
and harm to investigations resulting from disclosure, permitted under Exemp
tion 7(A); Davis v. Rnited States Dep't of Ju~tice, 968 F.2d 1276, 1282 n.4
(D.C. Cir. 1992) (precise matching of exemptions with speCific lNithheld items
"may well be unnecessary" when all of government's generic claims have mer
it)~ Vaughn v, United States, 936 F.2d 862, 868 (6th Cir. 1991) (categorical
approach approved where over 1,000 pages were withheld under Exemptions 3,
5, 7(A), 7(C), 7(D) and 7(E»); Keys v. United States Dep't of Justice, 839 F.2d
at 349 (upholding adequacy of indexing system of generic explanations which
need not specifically address each deletion)~ Antonelli v. FBI, 721 F.2d 615,
617-19 (7th Cir. 1983) (no index required in third-party request for records
where agency would neither confirm nor deny existence of records on particular
individuals absent showing of public interest in disclosure), cert. denied, 467
U.S. 1210 (1984); Linneman v, FBI, No. 89-505, slip op. at 7-8 (D.D.C. July

(continued...)
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Index should either expressly specify131 or, at a minimum, plainly reflect132

that all segregable information has been disclosed.

When voluminous records are at issue, courts have sanctioned the use of

130( •• ,continued)
13, 1992) ("traditional" index not required to justify withholding solely of
identities of confidential sources and law enforcement personnel in criminal
investigation); Peco v. United States Dep't of Justice, No. 86-3185, slip op. at
1-2 (D.D.C. July 28, 1988) (Vaughn Index not required where affidavit pro
vides sufficient justification for claimed exemptions); Ferri v. United States
Dep't of Justice, 573 F. Supp. 852, 856-57 (W.D. Pa. 1983) (6,000 pages of
grand jury testimony not indexed held sufficiently described); Agee v. CIA,
517 F. Supp. 1335, 1337-38 (D.D.C. 1981) (index listing 15 categories upheld
where more specific index would compromise national security); see also Air
line Pilots Ass'n v. FAA, 552 F. Supp. 811, 815 (D.D.C. 1982) (Vaughn
Index not required where agency provided requester with equivalent of informa
tion that it would provide). But see King v United States Dep't of Justice, 830
F.2d at 224 (requiring more complete Vaughn Index to support Exemption 1
claim for particularly old records).

131 See Army Times Publishing Co. v. Department of the Air Force, 998
F.2d 1067, 1071 (D.C. Cir. 1993) (inherently erroneous for district court to
approve withholding of entire document without entering finding on segregabili
ty); Krikorian v. Department of State, 984 F.2d 461, 467 (D.C. Cir. 1993)
(same); PHE. Inc. v. United States Dep't of Justice, 983 F.2d 248, 252 (D.C.
Cir. 1993) (remand required because of failure of either affidavit or district
court to address issue of segregability of Exemption 7(E) material); Schiller v,
NLRB, 964 F .2d 1205, 1209~1O (D.C. CiT. 1992) (notwithstanding district
court's in camera review, case remanded for specific findings on segregability
where agency withheld documents in entireties and failed to correlate exemp
tions with particular record segments to which exemptions applied); Wiener v.
FBI, 943 F.2d 972, 988 (9th Cir. 1991) (liThe court on remand must make a
specific finding that no information contained in each document or substantial
portion of a document withheld is segregable. "), cert. denied, 112 S. Ct. 3013
(1992); see also Bay Area Lawyers Allian~e for Nuclear Arms Control v. De
partment of State, 818 F. Supp. 1291, 1300 (N.D. Cal. 1992) ('Iboilerplate ,.
statement that "no segregation of non-exempt, meaningful information can be
made for disclosure" deemed "entirely insufficient"),

132 See Bay Area Lawyers Alliance for Nuclear Arms Control v. Depart
ment of State, No. C-89-1843, slip op. at 12 (N.D. Cal. June 4, 1993) ("specif
ic claim regarding segregability" not required where "brevity of the document
in question and the detail in which the contents of the document and the reason
for its withholding are described" were sufficient to enable court to discern
absence of segregable, nonexempt, material); Holland v. CIA, No. 91-1233.
slip op. at 22 (D.D.C. Aug. 31, 1992) (proper segregation apparent from ex
press statement by affiant combined with review of documents as redacted);
Dusenberry v. FBI, No. 91-665, slip op. at 5 (D.D.C. May 5. 1992) (accepting
government's representations that "[t]he subject matter of these specific pages,
as described, makes it impossible to segregate disclosable material ").
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Vaughn Indexes based upon representative samplings of the withheld docu
ments. I33 This special procedure "allows the court and the parties to reduce a
voluminous FOIA exemption case to a manageable number of items" for the
Vaughn Index and, "[ilf the sample is well-chosen, a court can, with some
confidence, 'extrapolate its conclusions from the representative sample to the
larger group of withheld materials. "'134 Once a representative sampling of
the withheld documents is agreed to, however, the agency's subsequent release
of some of those documents may destroy the representativeness of the sample
and thereby raise questions about the propriety of withholding other responsive,
non-sample, documents. 135 In recognition of this danger, the D.C. Circuit
has held that an agency "must justify its initial withholdings and is not relieved
of that burden by a later turnover of sample documents," and that "the district
court must determine whether the released documents were properly redacted
[when] initially reviewed. "136

The courts have generally accepted the use of "coded" indexes--in which
agencies break certain FOIA exemptions into several categories, explain the
particular nondisclosure rationales for each category, and then correlate the
exemption and category to the particular documents at issue. 137 The general

133 See. e.g., Meeropol v. Mee~e, 790 F.2d 942, 956-57 (D.C. Cir. 1986)
(index of sampling of every looth document allowed where approximately
20,000 documents were at issue); Weisberg v. United States Dep't of Justice,
745 F.2d 1476, 1490 (D.C. Cir. 1984) (index of sampling of withheld docu
ments allowed, where over 60,000 pages at issue, even though no example of
certain exemptions provided); Jones v, FBI, No. C77-1ool, slip op. at 4 (N.D.
Ohio Aug. 12, 1992) (sample of 57 documents, comprising two percent of total
number of documents at issue, held adequate) (appeal pending); Washington
Post v. DOD, 766 F. Supp. I, 15-16 (D.D.C. 1991) (where more than 14,000
pages of responsive material involved, agency should produce detailed Vaughn
Index for sample of files, such sample to be determined by parties or court);
Peck v. FBI, 3 Gov't Disclosure Servo (P-H) , 82,353, at 82,916 (N.D. Ohio
Nov. 25,1981) (sample Vaughn Index of "one of every 50 documents" em
ployed "for the purpose of relieving defendants of the burden and expense of
preparing a complete index"). But see SafeCard Servs.. Inc. v. SEC, No. 84
3073, slip op. at 7-9 (D.D.C. May 19, 1988) (burden of indexing relatively
small number of documents--approximately 200--insufficient to justify samp
ling).

134 Bonner v. United States Dep't of State, 928 F.2d 1148, 1151 (D.C. Cir.
199J) (quoting Fensterwald y. CIA, 443 F, Supp. 667, 669 (D.h.c. 1977».

135 Id. at 1153-54.

136 Id. at 1154.

137 See. e.g" Maynard v. CIA, 986 F.2d 547, "559 n.13 (1st Cir. 1993);
~ys v. United States Dep't of Justice, 830 F.2d at 349; Steinberg v. United
States Dep't of Justice, 801 P. Supp. 800, 803 (D,D.C. 1992) (appeal pend
ing); Albugy.erque Publishing Co. v. United States Dep't of Justice, 726 P.
Supp. 851, 859 (D.D.C. 1989); Branch v. FBI, 658 F. Supp. 204, 206·07

(continued...)
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acceptability of coded indexes is consistent with the Supreme Court's endorse
ment of "workable rules" under which general categories of records may be
uniformly withheld under FOrA exemptions "without regard to individual cir~

cumstances." 138 Innovative formats ,for "coded" affidavits have been found
acceptable, so long as they enhance the ultimate goal of overall "descriptive
accuracy" of the affidavit. 139 A "coded" affidavit has been held sufficient
when "(e}ach deletion was correlated specifically and unambiguously to the cor
responding exemption [which] . : . was ade'quately explained by functional cate
gories , , , [so as to) placeD each document into' its historical and investigative
perspective. "140 '

The D.C. Circuit has gone so far as to hold that the district court judge's
review of only the expurgated documents--an integral part of the "coded" affi
davit--was sufficient in a situation in which the applicable exemption was obvi
ous from the face of the documents. 141 However, this approach has been
found inadequate where the coded categories are too "far ranging" and more
detailed subcategories could be provided. 142 Indeed, where numerous pages
of records are withheld in full, a "coded" affidavit that does not specifically

137( •••continued)
(D.D.C. 1987); United States Student Ass'n v. CIA, 620 F. Supp. 565, 568
(D.D.C. 1985); Bevis v. Department of State, 575 F. Supp. 1253, 1255
(D.D.C. 1983); Bubar v. FBI, 3 Gov't Disclosure Servo (P-H) , 82,477, at
83,158 (D.D.C. Sept. 3, 1982). But see Wiener V. FBI, 943 F.2d at 978-79
(rejecting coded affidavits on ground that such categorical descriptions fail to
give requester sufficient opportunity to contest withholdings).

138 United States Dep't of Justice v. Reporters Comm. for Freedom of the
Press, 489 U.S. 749, 779-80 (1989).

139 National Sec. Archive v. Office ofIndep. Counsel, No. 89-2308, slip
op. at 6-7 (D.D.C. Aug. 28, 1992) (where information withheld by multiple
agencies under various exemptions, "alphabetical classification" employed to
facilitate coordination of \Ilithhclding justifications);~ King v. Ur.ited State~

Dep't of Justice, 830 F.2d at 225. ,

140 Keys v. United States Deptt of Justice, 830 F.2d at 349-50 (citations
omitted); @ Maynard v. CIA, 986 F.2d at 559 n.13; £L. Varelli v. FBI, No.
88-1865, slip op. at 5-6 & n.4 (D.D.C. Oct. 4, 1991) (coded index employing
"eight separate codes for the national security information withheld" deemed
adequate).

141 Delaney, Migdail & Young, Chartered v. IRS, 826 F.2d 124, 128 (D.C.
Cir. 1987); ~ Whittle v. Moschella, 756 F. Supp. 589, 595 (D.D.C. 1991)
("For two large redactions, the contents are not readily apparent, but since the
information there redacted was provided by confidential sources, it is entirely
protected from disclosure. "); see also King v, United States Dep't of Justice,
830 F.2d at 221 ("Utilization of reproductions of the material released to supply
contextual information about material withheld is clearly permissible, but cau
tion should be exercised in resorting to this method of description. ").

141 King: v, United States Dep't of Justice, 830 F,2d at 221-22.
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correlate multiple exemption claims to particular portions of the pages withheld
has been found to be impermissibly conclusory. 143

Agencies employing "coded" indexes ordinarily attach copies of the rec
ords released in part--i.e., the "expurgated" documents--as part of their public
Vaughn submission. But agencies seeking to justify withholding records from
first-party FOIA requesters should be mindful of the fact that the public filing
of expurgated documents about the individual requester (or even detailed de
scriptions of them in briefs) may constitute a "disclosure" under subsection (b)
of the Priv~cy Act of 1974.144 Unless proceeding under seal, or with the pri
or written consent of the requester, an agency should make such a disclosure
only in accordance with one of the exceptions set forth in the Privacy Act--such
as the "routine use" exception.145

In an extreme, and probably u:nworkable, departure from the overall trend
toward "workable rules" and more efficient and streamlined Vaughn indices,
the Court of Appeals for the Ninth Circuit has rejected the government's use of
a coded Vaughn Index, even where further supplemented by the district court's
in camera review of all withheld ciocuments.146 . In reaching this singular con
clusion, the Ninth Circuit placed· an unprecedented emphasis upon the role of
the Vaughn Index in "afford[ing] the requester an opportunity to intelligently
advocate the release of the withheld documents. "147 It entirely neglected to
explain, however, how such exacting specificity could be made public without

143~ Coleman v. FBI, No. 89-2773, slip op. at 9-12 (D.D.C. Apr. 3,
1991) (allowing "coded" affidavit for expurgated pages, but rejecting it as to
pages withheld in full), summary affirmance granted, No. 92-5040 (D.C. Cir.
Dec. 4, 1992); see also Williams y. FBI, No. 90-2299, slip op. at 11-12
(D.D.C. Aug. 6, 1991) ("coded" affidavit found insufficiently descriptive as to
documents withheld in their entireties).

144 5 U.S.C. § 552a(b) (1988 & Supp. IV 1992); see. e.g" Krohn v. United
States D<a>'t of Justice, No. 78-1536, slip op. at 2-7 (D.D.C. Mar. 19, 1984),
vacated in part on other grounds (D.D.C. Nov. 29, 1984); Citizens Bureau of
Investigation y. FBI, No. C78-80, slip op. at 3 (N.D. Ohio Dec, 12, 1979); see
also Laningham v. United States Nav)!, No. 83-3238, slip op. at 2-3 (D.D.C.
Sept. 25, 1984), summary judgment granted (D.D,C. Jan. 7, 1985), ~ff'd per
curiam, 813 F.2d 1236 (D.C. Cir. 1987).

145 5 U.S.C. § 552a(b)(3); see. e.g., 53 Fed. Reg. 2651 (1988) (routine use
(number 7) applicable to records in Justice Department's "Civil Division Case
File System"); 53 Fed. Reg. 1865 (1988) (routine uses (letters "a" and "p")
applicable to records in U.S. Attorneys' Offices' "Civil Case Files").

146 Wiener v. FBI, 943 F.2d at 977 (rejecting adequacy of Vaughn Index
for withholdings under Exemptions 1, 3, 7(C) and 7(0) for "lack of specifici
ty").

147 IQ.. at 979; see also United States Dep't of Justice v. Landano, 113 S.
Ct, 2014, 2024 (1993).
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jeopardizing disclosure of the very information being protected. 148 Within the
Ninth Circuit, this decision has led district courts to order the preparation of far
more detailed Vaughn Indexes in a number of cases. 149 .

Although, an agency ordinarily must justify its withholdings on a page
by-page or document-by-document basis, under certain circumstances courts
have approved withholdings of entire, but discrete, categories of records which
encompass similar information.1SO Most commonly, courts have permitted the
withholding of records under Exemption 7(A) on a category-by-category or
"generic" basis. 151 While the outennost contours of what constitutes an ac-

148 Cf. Simon v. United States Dep't of Justice, 980 F.2d 782, 784 (D.C.
Cir. 1992) (rejecting appellant's Wiens:r-based argument and holding that de
spite inadequacy of Vaughn Index, in camera review--"although admittedly im
perfect for the reason the appellant states--is the best way to assure both that the
agency is entitled to the exemption it claims and that the confidential source is
protected").

149 See. e.g., Bay Area Lawyers Alliance for Nuclear Arms Control v. De
partment of State, 818 F. Supp. at 1298 (declarations insufficient "for failure to
identify what specific harm will befall disclosure of a particular withheld
document"); Church of Scientology Int'l v. IRS, No. 89-4504, slip op. at 2-4
(C.D. Cal. Jan. 7, 1992) (in light of Wiener, IRS ordered to supplement 38
volume Vaughn Index, exceeding 3800 pages, within 90 days); Churcb of
Scientology Int'! v. IRS, No. 91-1025, slip op. at 3 (C.D. Cal. Nov. 14, 1991)
(liThe Ninth Circuit has made it very clear that withholdings under the FOIA
must be very specifically detailed, and that where Vaughn Indexes are ordered,
they are not only for the benefit of courts, but also to enable plaintiffs to com
petently engage in the adversarial process. ").

150 See NLRB v. Robbins Tire & Rubber Co., 437 U.S. at 212-13 (lan
guage of Exemption 7(A) "appears to contemplate that certain generic determi
nations may be made"); Crooker v. Bureau of Alcohol. Tobacco & Firearms,
789 F.2d 64, 66-67 (D.C. Cir. 1986) (distinguishing between unacceptable
"blanket" exemptions and permissible generic determinations); see also United
Stat~s Dep't of Justice v. Landaoo, 113 S. Ct. at 2023 eThere may well be
other generic circumstances in which an implied assurance of confidentiality
fairly can be inferred. "); United States Dep't of Justice v. Reporters Comm. for
Freedom of the Press, 489 U.S. at 776 ("categorical decisions may be appropri
ate and individual circumstances disregarded when a case fits into a genus in
which the balance characteristically tips in one direction").

151 See. e.g., NRLB v. Robbins Tire & Rubber Co., 417 U.S. at 218-23
(endorsing government's position Ilthat a particularized, case-by-case showing is
neither required nor practical, and that witness statements in pending unfair
labor practice proceedings are exempt as a matter of law from disclosure [under
Exemption 7(A») while the hearing is pending"); In re Department of Justice,
No. 91-2080, slip op. at 13-14 (8th Cir. Aug. 5, 1993) (en bane) (to be pub
lished); Dickerson v. Department of Justice, 992 F.2d 1426, 1428-31 (6th Cif.
1993) (approving FBI justification of Exemption 7(A) for documents pertaining

(continued...)
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ceptable "generic" Vau~hn are sometimes unclear,152 it appears well estab
lished that if the agency has (1) defined its Exemption 7(A) categories func
tionally, (2) conducted a document-by-document review in order to assign docu
ments to the proper category, and (3) explained how the release of each cate
gory of information would interfere with the enforcement proceedings, the
description will be found sufficient.l5) Moreover, where "a claimed FOIA ex
emption consists of a generic exclusion, dependent upon the category of records
rather than the subject matter which each individual record contains [so that]
resort to a Vaughn index is futile." 154 such generic descriptions can also satis
fy an agency's Vaughn obligation with regard to other exemptions as well. 155

151(. ..continued)
to disappearance of Jimmy Hoffa on "category-by-document" basis by supplying
R a general description of the contents of the investigatory files, categorizing the
records by source or fuJlction"); Lewis v. IRS, 823 F.2d 375, 389 (9th Cir.
1987) ("The IRS need only make a general showing that disclosure of its inves
tigatory records would interfere with its enforcement proceedings. "); Helmsle.x
v. United States Dep't of Justice, No. 90-2413, slip op. at 9 (D.D.C. Sept. 25,
1992) ("The agency is allowed to use categorical descriptions to explain how
the information would interfere with law enforcement proceedings, as long as
the categories are sufficiently defined so as to allow the Court to determine
whether the alleged harm is likely to occur. "); May v, IRS, No. 90-1123, slip
op. at 5, (W.n. Mo, Dec. 9, 1991) ("Because the plaintiffs requests basically
encompass all documents relating to his pending investigation, the documents in
question fit into a genus that does not warrant a document-by-document re
view. "); see also FOIA Update, Spring 1984, at 3-4.

1S2 Compare Curran v. Department of Justice, 813 F.2d 473, 476 (lst Cir.
1987) (approving category entitled "other sundry items of information" because
"[a)bsent a 'miscellaneous' category of this sort, the FBI would, especially in
the case of one-of-a-kind record, have to resort to just the sort of precise de
scription which would itself compromise the exemption") and May v. IRS, slip
op. at 6~7 (approving categories of "intra-agency memoranda" and "work
sheets") with Bevis v. Department of State, 801 F.2d 1386, 1390 (D.C. Cir.
1986) ("categories identified only as 'teletypes,' or 'airtels,' or 'letters'" held
inadequate) .

1S3 In re Department of Justice, slip op. at 14 (citing Bevis v. Department of
State, 801 F.2d at 1389-90); Manna v. United States Dep't of Justice, 815 F.
Supp. 798, 806 (D.N.J. 1993); ~ Dickerson v. Department of Justice, 992
F.2d at 1433 (enumerating categories of information withheld); .Curran v. De
partment of Justice, 813 F.2d at 476 (same); May v. IRS, slip op. at 6-7
(same); see also Dacal v. Bennsinger, 543 F. Supp. 38, 44 n.12 (M.D. Pa.
1981) (enumerating categories of "interference"); cf. Curran v. Department of
Justic~, 813 F.2d at 476 (stating that FBI affidavit met Bevis test and therefore
finding it unnecessary to determine whether Bevis test is too demanding).

154 Church of Scientology v. IRS, 792 F.2d 146, 152 (D.C. Cir. 1986).

ISS See United States Dep't of Justice v, Reporters Comm. for Freedom of
the Press, 489 U.S. at 779-80 (authorizing "categorical" protection of informa

(continued... )
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. It also should be noted that the "single document Vaughn index require
ment" purportedly established in Founding Church Qf Scientology v. Bell,156
is not followed as a practical matter, particularly where more than one agency
is involved in a suit. 151 Additionally, it has been suggested that in certain cir
cumstances a Vaughn affidavit which by itself would be inadequate to support
withholding may be supplemented by in camera review of withheld materi
al. 158 (See discussion of In Camera Inspection, below.)

In a broad range of contexts, most courts have refused to require agencies
to file public Vaughn Indexes which are so detailed as to reveal sensitive infor
mation, the withholding of which is the very issue in the litigation. 159 There-

ISS( •• •continued)
tion under Exemption 7(C); Church of Scientology v, IRS, 792 F.2d at 152
(generic exemption under IRS Exemption 3 statute, 26 U,S.C. § 6103, appro
priate if "affidavit sufficiently detailed to establish that the document or group
of documents in question actually falls into the exempted category"); Helmsley
v. United States Dep't of Justice, slip op. at 3-13 (categorical descriptions ac
cepted for withholdings under Exemptions 3 (in conjunction with Rule 6(e) of
the Federal Rules of Criminal Procedure and 28 U.S.C. § 6103), 5, 7(A), 7(C)·
and 7(0»; MCI Telecommunications Corp, v. GSA, No. 89-0746, slip op, at
5-10 (D.D.C. Mar. 25, 1992) (Exemption 5 withholdings); May v IRS, slip op.
at 9 (withholdings protected under both Exemption 7(A) and 28 U.S.C.
§ 6103); National Treasury Employees Union v. United States Customs Serv.,
602 F. Supp. 469, 472-73 (D,D.C. 1984) (no index required for 44 empioyee
evaluation forms withheld under Exemption 2); see also FOIA Update, Spring
1989, at 6.

1s6603 F,2d at 949.

151 See, e.g., Afshar v. Department of State, 702 F.2d 1125, 1144-45 (D,C.
Cir. 1983). (more than one affidavit may be supplied); United States Student
Ass'n v. CIA, 620 F. Supp. at 567-68 (in request for voluminous documents,
agency filed monthiy indices as documents indexed).

lS8 See. e.g., Ma;Xnard v. CIA, 986 F.2d at 557 ("Where, as here, the
agency, for good reason, does not furnish publicly the kind of detail required
for a satisfactory Vaughn index, a district court may review the documents in
camera, "); King v. United States Dep't of Justice, 830 F.2d at 225; WilliamS v.
FBI, slip op. at 12; S3feCard Servs., Inc. v. SEC, slip op, at 12 n.7; Struth v.
FBI, 673 F. Supp. 949, 956 (E.D. Wis. 1987); see also National Wildlife
Fed'n v, United States Forest Serv., 861 F.2d 1114, 1116 (9th Cif, 1988)
("[W]here a trial court properly reviewed contested documents in camera, an
adequate factual basis for the decision exists."). Contra Wiener v. FBI, 943
F.2d at 979 (flIn camera review of the withheld documents by the court is not
an acceptable substitute for an adequate Vaughn index.").

159 See, e.g., United States Dep't of Justice v. Landano, 113 S. Ct. at 2024
(liTo the extent that the Government's proof may compromise legitimate inter
ests, of course, the Government still can attempt to meet its burden with in
camera gffidavits. t1); Iv!aynard v~ CIA, 986 F.2d at 557 (aILi.ough. public decla=

(continued...)

- 348 -

......

,
.I

,.)
. ~



A' '

( )

LITIGATION CONSIDERATIONS

fore, in camera affidavits are frequently utilized in Exemption 1 cases, as is dis
cussed below, where a public description of responsive documents would com
promise national security.16O The same principle has been applied in Exemp~

tion 5 cases,161 in the context of Exemption 7(A),162 and in Exemption 7(0)
litigation. 163

FinaIly, it should be noted-that courts generally do not require the sub
mission of a Vaughn Index prior to the time at which a dispositive motion is
filed. This standard practice is based upon the need to maintain an orderly and
efficient adjudicative process in FOIA cases, and upon the practical reality that

159( •.•continued)
ration "lacked specifics, a more detailed affidavit could have revealed the very
intelligence sources or Q'lethods that the CIA wished to keep secret"); Curran v.
Department of Justice, 813 F.2d at 476 (agency should not be forced "to resort
to just the sort of precise description which would itself compromise the exemp
tion"); Church of Scientology v. United States Dep't of the Army, 611 F.2d
738, 742 (9th Cir._ 1980) ("the government need not specify its objections in
such detail as to compromise the secrecy of the information"); Manna v. United
States Dep't of Justice, 815 F. Supp. at 817 ("[P]laintiffs request for a Vaughn
index must be denied because submission of a detaiied Vaughn index may pre
sent the same risks that production of the underlying documents presents. ").
But see Wiener v, FBI, 943 F.2d at 977-87.

160 See, e.g., Doy1~ v. FBI, 722 F.2d 554, 556 (9th Cir. 1983); Keys v.
United States Dep't of Justice, No. 85-2588, slip op. at 3 (D.D.C: May 12,
1986), aff'd on other grounds', 830 F.2d at 337; see also CIA v. Sims, 471
U.S. 159, 179 (1985) ("the mere explanation of why information must be with
held can convey [harmful] information").

161 See. e.g., Wolfe v. HHS, 839 F.2d 768, 771 n,3 (D.C. Cir. 1988) (en
bane) ("Where the index itself would reveal significant aspects of the delibera
tive process, this court has not hesitated to limit consideration of the Vaughn in-
dex to in camera' inspection. If). '

162 See. e.g., Alyeska Pipeline Servo Co. v. EPA, No. 86-2176, slip op. at
8 (D.D.C. Sept. 9, 1987) ("[R]equiring a Vaughn index in this matter will
result in exactly the kind of harm to defendant's law enforcement proceedings

.' which it is trying to avoid under exemption 7(A)."), afrd on other grounds,
856 F.2d 309 (D.C. CiT. 1988); Dickerson v. Department of Justice, No. 90
60045, slipop. at 4-5 (E.b. Mich. July 31, 1991), .eff.Q, 992 F,L2d 1426 (6th
Cir; 1993).

163 See. e.g., Drilted States Dep't of Justice v. Landano, 113 S. Ct. at 2024
(government can meet its burden with in camera affidavits in order to avoid
identification of sources in Exemption 7(D) withholdings); Keys v. United
States Dep't of Justice, 830 F',2d at 349 (no requirement to produce Vaughn
Index in "degree of detail that would reveal precisely the information that the
agency claims it is entitled to withhold"); Doe v. United States Dep't of Justice,
790 F. Supp. 17, 21 (D.D.C. 1992) ("[A] meaningful description beyond that
provided by the Va~ghn code utilized in this case would probably lead to dis-
closure of !;he identity of sources. ").. .
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some form of affidavit, declaration or index virtually always accompanies the
defendant agency's motion for summary judgment. 164 Efforts to compel the
preparation of Vaughn indices prior to the time of an agency's dispositive mo
tion are typically denied as premature. 165

In Camera Inspection

In camera examination of documents is specifically authorized in the
statutory language of the ForA,166 but it certainly is the exception and not the

164 See, e.g., Tannehill v. Department of the Air Force, No. 87-1335, slip
op. at 1 (D.D.C. Aug. 20, 1987) (standard practice is to await filing of agen
cy's dispositive motion before deciding whether additional indexes will be
necessary); British Airports Auth. y. CAB, 2 Gov't Disclosure Servo (P-H)
, 81,234, at 81,654 (D.D.C. June 25, 1981) ("standard practice which has
developed is for the Court to commit the parties to a schedule for briefing sum
mary jUdgment motions," with "defendant typically m[ing] first and simultane
ously with or in advance of filing submit[ting] supporting affidavits and indi
ces").

165 See, e.g., Miscavigev. IRS, slip op. at 3287 ("The plaintiff's early
attempt in litigation of this kind to obtain a Vaughn Index . . . is inappropriate
until L"e govermnent has first had a chance to provide the court wiLl the infor
mation necessary to make a decision on the applicable exemptions. "); Franken
berry v. United States Dep't of Justice, No. 87-3284, slip op. at 2 (D.D.C.
Feb. 23, 1988) (motion to compel Vaughn Index prior to SUtlUlUll'y judgment
motion denied as premature); Covington & Burling v. Farm Credit Admin.,
No. 87-2017, slip op. at 1 (D.D.C. Oct. 23, 1987) (whether case warrants
Vaughn Index is "question of fact that can only be determined II after dispositive
motion is filed); Stimac v. United States Dep't of Justir;;e, 620 F. Supp. 212,
213 (D.D.c' 1985) (motion to compel Vaughn Index denJed as premature on
ground that "filing of a dispositive motion, along with detailed affidavits, may
obviate the need for indexing the withheld documents"); see also Government
Accountability Project v. NRC, No. 87-2053, slip op. at 1 (D,D.C. Aug. 13,
1987) ("[U]ntil defendant files an answer this Court is unable to determine pre
cisely what will be contested and whether a Vaughn Index is appropriate and
proper. "). But see also Rosenfeld v. United States Dep't of Justice, No. C-90
3576, slip op. at 18-19 (N.D. Cal. Feb. 18, 1992) (no "indication that the pro
vision of material justifying claimed exemptions should be delayed until a
dispositive motion has been filed by the government") (appeal pending);
Providence Journal Co. v. United States Dep't of the Army, 769 F. Supp. 67,
69 (D.R.I. 1991) (contention that Vaughn Index must await dispositive motion
found to be "insufficient and sterile" where agency "has not even indicated
when it plans to file such a motion"); Hansen V. United States Dep't of the Air
~, No. 91-0099, slip op. at 3 (D.D.C. Apr. 15, 1991) (unfair to allow
government months to prepare its case and then force plaintiff to formulate his
entire case within two weeks).

166 5 U.S.C. § 552(a)(4)(B) (1988).
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rule,l67 Where an agency meets its burden by means of sufficiently detailed
affidavits, in camera review may be deemed unnecessary and inappropriate. 168

It has been held that "when agency affidavits are insufficiently detailed to
permit meaningful review of exemption claims, and when evidence of agency
bad faith is before the court," in camera inspection may be appropriate. 169

Most appellate courts have applied the same, or a very similar, standard for
evaluating the necessity of in camera submissions. 170

At the broad discretion of the trial judge. in camera examination can be
ordered even if a Vaughn Index is filed. l71 This may occur where the record

167 See NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 224 (1978)
("The in camera review provision is discretionary by its terms, and is designed
to be invoked when the issue before the District Court could not be otherwise
resolved ...."); Miscavige v. IRS, No. 92-8659, slip op. 3284, 3286 (11th
Cir. Sept. 17, 1993) (in camera review "is discretionary and not required,
absent an abuse of discretion If) (to be published); Ingle v. D~artment of Jus
tice, 698 F.2d 259, 266 (6th Cir. 1983); see also rAE, Jnc. v. United States
Dep't of Justice, 983 F.2d 248, i52-53 (D.C. Cir. 1993) (in camera review
generally disfavored, but permissible on remand arising from inadequate affida
vit); Schiller v. NLRB, 964 F.2d 1205, 1209 (D.C. Cir. 1992) (in camera
review, tlthough permitted under FOIA and sometimes necessary, is generally
disfavored tl ); Lykins v. United States Dep't of Justice, 725 F.2d 1455, 1463
(D.C. Cir. 1984) (in camera examination not substitute for government's obli
gation to provide detailed indexes and justifications); Cooley v. De~artment of
the Navy, No. 85-1045, slip op. at 4 (D.D.C. Dec. 30, 1985) ("Considerations
other than efficiency alone must dictate whether the judge should undertake an
in camera inspection. tI).

168 See. e.g., Young v. CIA, 972 F.2d 536, 538 (4th Cir. 1992); SUets v.
United States Dep't of Justice, 945 F.2d 227, 229-32 (7th Cir. 1991) (en bane),
cerro denied, 112 S. Ct. 2991 (1992); Vaughn v, United States, 936 F.2d 862,
869 (6th Cif. 1991) (in camera review "neither favored nor necessary where
other evidence provides adequate detail and justification"); Local 3. Int'l Bhd.
of Eleg. Wgrkers v. NLRB, 845 F.2d 1177, 1180 (2d Cir. 1988); Brinton v,

. Department of State, 636 F.2d 600, 606 (D.C. Cir. 1980), cert. denied, 452
U.S. 905 (1981).

169 Lam Lek Chong v. DEA, 929 F.2d 729 (D.C. Cir. 1991) (citing Carter
v. United States Dep't Qf CQmmerce, 830 F.2d 388, 392 (D.~. Cir. 1987»;
see, e.g., Dow Jones & Co, v, FBI, No. 85-0097, slip op. at 6-7/(D.D.C. Jan.
5, 1988) (in camera inspection ordered following submission of agency's second
inadequate affidavit);'d. SUets v. United States Dep't of Justice, 945 F.2d at
231 (mere assertion, as opposed to actual evidence, of bad faith on part of
agency found insufficient to warrant court's in camera review).

170 See Silets v. Unjted States Dep't of Justice, 945 F.2d at 229 (collecting
cases).

171 But see J.P. Stevens & Co. Vr Perry, 710 F.2d 136, 142 (4th Cir. 1983)
(district court's in camera inspection held to be error where Exemption 7(A)

(continued...)
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in the case is too vague or the agency's claims of exemption are too sweep-:
ing. 172 In camera inspection is also appropriate where the description of with
held information in the Vaughn Index conflicts with other public agency state
ments regarding the nature of the material withheld. 173 However, an agency
should first have an opportunity to submit its public affidavit. 174 Neverthe
less, by conducting in camera inspection, a district court necessarily establishes
an adequate factual basis for determining the applicability of the claimed ex
emptions, regardless of the adequacy of an agency's affidavit. 175

171 (. ••continued)
Vaughn affidavit was sufficient to show "interference" category-by-category);
Lead Indus. Ass'n v. OSHA, 610 F.2d 70, 87-88 (2d Cir. 1979) (in camera
inspection order found to be abuse of discretion); NorwQod v. FAA, No. 83
2315, slip op. at 15-16 (W.n. Tenn. Dec. 11, 1991) (proffered in camera
inspection rejected where "extensive declarations submitted ... provide suffi
cient information to enable the Court to rule on the application of the asserted
FOIA exemptions"), affd in part. rev'd in part on other grounds, 993 F.2d 570
(6th Cir. 1993).

172 King v. United States Dep't of Justice, 830 F.2d 210, 225 (D.C. Cir.
1987); see, e.g., Weissman v. CIA, 565 F.2d 692, 697-98 (D.C. Cir. 1977);
Miscavige v. IRS, No. CV-91~3721, slip op. at 8-9 (C.D. Cal. Dec. 9, 1992);
Dow Jones & Co. v. FBI, slip op. at 6-7; Struch v. FBI, 673 F, Supp. 949, 956
(E.D. Wis. 1987).

173 See. e.g., Mehl v. EPA, No. 90-1377, slip op. at 9-10 (D.D.C. Aug.
26, 1992).

174 See Ingle v. Department of Justice, 698 F.2d at 264 ('''In camera inspec
tion requires effort and resources and therefore a court should not resort to it
routinely on the theory that "it can't hurt I' .''' (quoting Ray v. Turner, 587 F.2d
1187, 1195 (D.C. Cir. 1978»); HQch v. CIA, 593 F. Supp. 675, 680 (D.D.C.
1984) ("In camera proceedings are a last resort, .. particularly in national se
curity situations. "), aff'd, 907 F.2d 1227 (D.C. Cir. 1990) (table cite); Schles
inger v. CIA, 591 F, Supp. 60, 67-68 (D.D.C. 1984) (selective in camera re
view undertaken in Exemption 1 case to determine whether classification and
agency justifications for withholding were proper where public disclosure would
compromise national security); see also Meeropol y. Meese, 790 F.2d 942,
958-59 (D.C. Cir. 1986) (upholding district court decision to sample only one
percent of voluminous documents).

175 National Wildlife Fed'n v. United States Forest Serv., 861 F.2d 1114,
1116 (9th Cir. 1988); see City of Va. Beach v. United States Dep't of <;om- '
merce, 995 F.2d 1247, 1252 n.12 (4th Cir. 1993) ("By conducting in camera
review, the district court established an adequate basis for its decision. ").
Contra Wiener v. FBI, 943 F.2d 972, 979 (9th Cir. 1991) ("In camera review
of the withheld documents bv the court is not an accentable substitute for an_ 1.. - .

adequate Vaughn index. If), cert. denied, 112 S. Ct. 3013 (1992).
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Although there is no per se rule requiring in camera inspection,I76 it
has been found to be appropriate where only a small volume of records is in
volved,171 and where it is the only method by which the district court could
properly review a privacy claim under Ex.emption 6.178 Similarly, where a
discrepancy exists between representations in the Vaughn Index and other mate
rial that the agency has publicly disclosed, in camera inspection has been held
to be an appropriate method by which to resolve that inconsistency.179 Addi
tionally, an in camera description of a sample of a larger number of documents
has been found appropriate where national security concerns make detailed,
public affidavits impracticable. IBo On the other hand, it has been held that in
camera review is not a procedure to be employed as a means of determining
whether a requester should be charged duplication fees. \8\

In limited circumstances, in camera, ex parte, oral testimony may be

176 See Young v: CIA, 972 F.2d at 539 ("this rule would eviscerate the
discretion Congress gave district courts in section 552(a)(4)(B)"); Vaughn v.
United States, 936 F.2d at 868-:69; Center for Auto Safety v. EPA, 731 F.2d
16, 20 (D.C. Cir., 1984) (in camera inspection not required under Exemption
5).

177 See Maynard v. CIA, 986 F.2d 547, 558 (1st Cir. 1993); Carter v.
United Stat~s Dep't of Commerce, 830 F.2d at 393; Currie v. IRS, 704 F.2d
523, 531 (lIth Cir. 1983); Allen v. CIA, 636 F.2d 1287, 1291-92 (D.C. Cir.
1980); Simon v. United States Dep'l of Justice, No. 89-2117, slip op. at 4
(D.D.C, Sept. 14, 1990); see also Asee v. CIA, 517 F. Supp. 1335, 1336
(D.D.C. 1981) (selective in camera review). But see Young v. CIA, 972 F.2d
at 549 (rejecting per se rule which would require in camera review "whenever
the examination could be completed quickly").

118 See Public Citizen Health Research Group v. United States Dep't of
LaQQ.r, 591 F.2d 808, 809 (D.C. Cir. 1978); see also Weberman v. NSA, 668
F.2d 676. 678 (2d Cir. 1982) (in camera inspection of classified affidavit ap
propriate where "[d]isc1osure of the details ... might result in serious conse
quences to the nation's security"). But see Landfair v. United States Dep't of
the Army, No. 85-1421, slip op. at 9~1O (D.D.C. Mar. 27, 1986) (no in cam
era inspection necessary "irrespec~ive of the number of documents involved II

.' where affidavits appear adequate).

179 See Mehl v. EPA, 797 F. Supp. 43,46 (D.D.C. 1992).

180 See. e.g., Wilson v. CIA, No. 89-3356, slip op. at 5-6 (D.D.C. Oct.
15, 1991) (50-document sample of approximately 1000 pages withheld in whole
or in part, selected equally by parties, for in camera explanation); Wilson v.
Department of Justice, No. 87-2415, slip op. at 4 (D.D.C. June 13, 1991)
(sample of eight of approximately 80 withheld documents, to be selected equal
ly by each side, for detailed in camera description). But cf. Lame v. United
States Dep't of Justice, 654 F.2d 917, 927 (3d Cir. 1981) (in camera sampling
of criminal law enforcement documents held insufficient) .

181 ~ Larson v. United States Dep't of Justice, No. 85-2991, slip op. at 2
(D.D.C. Sept. 30, 1986).
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permitted, particularly in cases where documents contain national security infor
mation, because providing a: more informative public description of the docu
ments would risk revealing the very information the agency states is exempt
from disclosure under the FOrA. 182 When in camera testimony is taken, how
ever, it should be transcribed and maintained under seal. 183

Summary Judgment

Summary judgment is the procedural vehicle by which virtuaily all FOIA
cases are resolved. 184 Motions for summary jUdgment are governed by Rule
56 of the Federal Rules of Civil Procedure, which provides, in part, that the
"jUdgment sought shall be rendered forthwith if the pleadings, depositions, an
swers to interrogatories, and admissions on file, together with the affidavits, if
any, show that there is no genuine issue as to any material fact." 18S As long
as there are no material facts at issue and no facts "susceptible to divergent
inferences bearing upon an issue critical to disposition of the case," summary
judgment is appropriate. 186 The Court of Appeals for the District of Colum
bia Circuit has held that "a motion for summary judgment adequately under
pinned is not defeated simply by bare opinion or an unaided claim that a factual
controversy persists. "187 In addition, "summary judgment need not be denied

182 See, e.g., Stein v. Department of Justice, 662 F.2d 1245, 1255 (7th Cir.
1981); Agee v. CIA, 517 F. Supp. at 1338; see also Arieff v. United States
Dep't of the Navy, 712 F.2d 1462, 1469-71 (D.C. Cir. 1983); North Am.
Man/Boy Love Ass'n v, FBI, 3 Gov't Disclosure Servo (P-H) f 83,094, at
83,639 (S.D.N.Y. July 9, 1982), affd, 718 F.2d 1086 (2d Cir. 1983) (table
cite).

183~ Pollard V. FBI, 705 F.2d 1151, 1154 (9th CiT. 1983); Physicians for
Social Responsibility V. United States Dep't of Justice, No. 85-0169, slip op. at
3-4 (D.D.C. Aug. 23, 1985); cr. Martin v. United States Dep't of Justice, No.
85-3091, slip op. at 3 (3d Cir. July 2, 1986) (nonexempt portion of in camera
transcript ordered disclosed).

184 See Struth v. FBI, 673 F. Supp. 949, 953 (E.D, Wis. 1987) ("Summary
judgment is commonly used to adjudicate FOrA cases. ").

18S Fed. R. Civ. P. 56(c).

186 Alyeska Pipeline Servo Co. v. EPA, 856 F.2d 309, 314 (D.C. Cir.
1988); see, e.g., PattersQn v. IRS, No. 90-1941, slip op. at 3 (S.D. Ind. Nov.
1 1QQ?) (" fTlhp r1i"nlltPfl f!>t't mll"t hI'> nJ,tt'nmp rtPh.rmin<>ti",. "\. P.,,.,ifi,, <:,1,.-"... , ... .,,'-, \ l~.J"''&'''''' _ ........t'-........- 6._~~ ....u._..., .... V'-' v""' .........v ..... .a..... w_....,." .......u ... .l.l.'-4"..... v. /, ~ """.1..1......... we!

Supply. Inc. v. Department of the Air Force, No. 86-2044, slip op. at 3-4
(D.D.C. Sept. 29, 1987); Windeis. Marx, Davies & Ives v. Department Qf
Commerce, 576 F. Supp. 405, 409-11 (D.D.C. 1983).

IS7 Alyeska Pipeline Servo Co. v. EPA, 856 F.2d at 314 (footnote omitted);
see also Duckworth v. Department of Nayy, No. 91-15921, slip op. at 2 (9th
Cir. Sept. 10, 1992) C"Conc1usory allegations unsupported by factual data will. .
not create a triable issue of fact. '" (quoting Marks v. United States, 578 F .2d .
261, 263 (9th Cir. 1978»); Gale v. FBI, 141 F.R.D. 94, 96 (N.D. m. 1992)

(continued...)
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automatically in the face of non-substantive factual disputes, such as those that
are .. , 'metaphysical' in nature. "188

In a FOIA case, the agency has the burden of justifying nondisclo-
sure, 189 and it must sustain its burden through the submission of detailed affi
davits which identify the documents at issue and explain why they fall under the
claimed exemptions. l90 The widespread use of Vaughn Indexes, of course,
means that affidavits, in the form of Vaughn Indexes, will nearly always be
submitted in FOIA lawsuits, notwithstanding Rule 56's language making affida
vits optional in general.

As one court has put it, "(s]ummary judgment is available to the defend
ant in a FOIA case when the agency proves that it has fully discharged its ob
ligations under the FOIA, after the underlying facts and the inferences to be
drawn from them are construed in the light most favorable to the FOIA request
er. "191 Summary judgment may be granted solely on the basis of agency affi
davits if they are clear, specific and reasonably detailed, if they describe the

187(••.continued)
(plaintiff's "own self-serving statements [alone} are insufficient to create a
genuine issue of material fact barring summary judgment"); Lawyers Alliance
for Nuclear Arms Control v. D~partment of Energy, No. 88-CV-7635, slip op.
at 3-5 (B.D. Pa. Dec. 17, 1991) (plaintiffs reliance on "inadmissible hearsay"
statements insufficient to preclude summary jUdgment where rebutted by gov
ernment's "highly persuasive" sworn statements). But see Washin~ton Post Co.
v. HHS, 865 F.2d 320, 325-26 (D.C. Cir. 1989) (summary judgment found to
be inappropriate, in Exemption 4 case, where affidavits conflicted on "critical
factual issue" of whether government's information-gathering ability would be
impaired by disclosure); Washington Post Co. v. United States Dep't of State,
840 F.2d 26, 29 (D.C. Cir. 1988) (surrunary judgment found to be inappropri
ate "when litigants quarrel over key factual premises"), vacated on petition for
reh'g en bane, 898 F.2d 793 (D.C. Cir. 1989).

188 Lombardo v. United States Dep't of Justice, No. 87-2652, slip op. at 2
(D.D.C. June 22, 1988);~ In Ie Wade, 969 F.2d 241, 249 n.ll (7th Cif.
1992) ("speculation would not defeat the summary jUdgment motion"); Trenerry
v. IRS, No. 90-C-444, slip op. at 3 (N.D. Okla. Jan. 7, 1992) Cplaintiff must
do more than vituperatively hypothesize"), affd in pertinent part. rev'd in part
& remanded in part sub nom. Trenerry v. Department of the Treasury, No. 92
5053, slip op. at 3-4 (10th CiI. Feb. 5, 1993).

189 See. e.g" United States Dep't of Justice v. Reporters Comm. for Free
dom of the Press, 489 U.S. 749, 755 (1989); Coastal States Gas Corp. v. De
partment of Energy, 617 F.2d 854, 868 (D.C. Cir. 1980); Epps v. United
States Dep't of Justice, 801 F. Supp. 787, 789 (D.D.C. 1992).

190~ King v. United States Dep't of Justice, 830 F.2d 210, 217 (D.C.
CiI. 1987); Vaughn v. Rosen, 484 F.2d 820, 826-28 (D.C. Cil. 1973), cert.
denied, 415 U.S. 977 (1974).

191 Miller v. United States Dep't of State, 779 F.2d 1378, 1382 (8th Cir.
1985).
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withheld information in a factual and nonconclusory manner, and if there is no
contradictory evidence on the record or evidence of agency bad faith. 192 If all·
of these requisites are met, such affidavits are usually accorded substantial
weight by the courts. 193

However, in a controversial two-to-one panel opinion, the D.C. Circuit
indicated that, at least in the Exemption 4 context, it would give great weight to
the rebuttal evidence of the requester and therefore require particular specificity
in the affidavit of a company that submitted information to the FDA that both
the agency and the company argued was protectible pursuant to Exemption
4. 194 In the event of a trial on a contested issue of fact, it will be decided by
a judge alone because a FOIA requester is "not entitled to a jury trial. 11195

In certain circumstances, opinions or conclusions may be asserted in
agency affidavits, especially in cases in which disclosure would compromise
national security. 196 On the other hand, "[C]ourts have consistently held that a .

192 See. e.g., Hayden v. NSA, 608 F.2d 1381, 1387 (D.C. Cir. 1979),~
denied, 446 U.S. 937 (1980); Hemenway v. Hughes, 601 F. Supp. 1002, 1004
(D.D.e. 1985) (in FOIA cases, summary judgment does not hinge on existence
of genuine issue of material fact, but rather on basis of agency affidavits if they
are reasonably specific, demonstrate logical use of exemptions and are not con..:
troverted by evidence in record or by bad faith) (applying standard developed in
national security context to Exemption 6); see also In re Wade, 969 F.2d at 246
("Without evidence of bad faith, the veracity of the government's submissions
regarding reasons for withholding the documents should not be questioned. ").

193 See, e.g., Gardels v. CIA, 689 F.2d 1100, 1104 (D.C. Cir. 1982);
Taylor v. Department of the Army, 684 F.2d 99, 106-07 (D.C. Cir. 1982);
Schreibman v. United States Dep't of Commerce, 785 F. Supp. 164, 165
(D.D.C. 1991).

194 See Greenberg v. FDA, 803 F.2d 1213, 1217-18 (D.C. Cir. 1986)
(plaintiff "introduced evidence that placed material issues of fact in dispute");
see also Washington Post Co. v. HHS, 865 F.2d at 325-26 ("competing ex
perts' affidavits as to the effect of disclosure" held to constitute "genuinely con- .
troverted factual issue" under Exemption 4); MCr Telecommunications Corp. v,
GSA, No. 89-746, slip op. at 15-16 (D.D.C. Mar. 25, 1992) ("fact-intensive
question" under Exemption 4 as to whether disclosure will cause submitter
competitive harm precludes summary judgment).

195 Clarkson v. IRS, No. 8:88-3036, slip op. at 8 (D.S.C. May 10, 1990).

196 See Gardels v. CIA, 689 F.2d at 1106 (there is "necessarily a region for
forecasts in which informed judgment as to potential harm should be respect
ed"); Halperin v. CIA, 629 F.2d 144, 149 (D.C. Cir. 1980) ("courts must take
into account ... that any affidavit of threatened harm to national security will
always be speculative"); Hoch v. CIA, 593 F. Supp. 675, 683-84 (D.D.C.
1984), aJf'd, 807 F.2d 1227 (D.C. Cir. 1990) (table cite); see also Moore v.
FBI, No. 83-1541, slip op. at 2 (D.D.C. Aug. 30, 1984) (FBI sufficiently
identified "particular incident" given national security nature of documents),
aff'd, 762 F.2d 138 (D.C. Cir. 1985) (table cite).
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requester's opinion disputing the risk created by disclosure is not sufficient to
preclude summary judgment for the agency when the agency possessing the
relevant expertise has provided sufficiently detailed affidavits. 11197

Rule 56(e) of the Federal Rules of Civil Procedure provides that the
affidavit must be based upon the personal knowledge of the affiant, must dem
onstrate the affiant's competency to testify as to matters stated, and must set
forth only facts which would be admissible in evidence. (A federal statute
specifically permits unsworn declarations (i.e., without notarizations) to be util
ized in all cases in which affidavits otherwise would be required. 198) "Gratu
itous recitations of the affiant's own interpretation of the law, ~' however, are in
appropriate. 199

In FOIA cases, the affidav,it of an agency official who is knowledgeable
about the way in which information is processed should satisfy the personal
knowledge requirement.2OO Similarly, in instances in which an agency's
search is questioned, an affidavit of an agency employee responsible for coordi
nating the search efforts should be sufficient to fulfill the personal knowledge

197 Struth v. FBI, 673 F. Supp. at 954; see. e.g., Goldberg v. United States
Dep't of State, 818 F.2d 71, 78-79 (D.C. Cir. 1987) (under Exemption 1),
cerl. denied, 485 U.S. 904 (1988); Spannaus v. United States Dep't of Justice,
813 F.2d 1285, 1289 (4th Cir. 1987) (under Exemption 7(A»; CU,rran v. De
partment of Justice, 813 F.2d 473, 477 (lst Cir. 1987) (under Exemption 7(A»;
Gardels v. CIA, 689 F.2d at 1106 n.5 (under Exemptions 1 and 3); Windels.
Marx, Davies & Ives v. Department of Commerce, 576 F. Supp. at 410-11 (un
der Exemptions 2 and 7(E»; see also Lindsey v. NSC, No. 84-3897, slip op. at
3 (D.D.C. JUly 12, 1985) (plaintiff carulOt defeat summary judgment by saying
that he will raise genuine issue "at a time of his own choosing It).

198 28 U.S.C. § 1746 (1988); see Summers v. United States Dep't of Jus
tice, 999 F.2d 570, 572-73 (D.C. Cir. 1993).

199 Alamo Aircraft SuW1y. Inc. v. Weinberger, No. 85-1291, slip op. at 3
(D.D.C. Feb. 21, 1986).

200 See. e.g., Spannaus v. United States Dep't of Ju§tice, 813 F.2d at 1289
(declarant's attestation "to his personal knowledge of the procedures used in
handling [the] request and his familiarity with the documents in question" held
sufficient); Coleman v. FBI, No. 89-2773, slip op. at 8-9 (D.Di~. Dec. 10,
1991) (liThe law does not require the affiant preparing a Vaughn Index to be
personally familiar with more than the procedures used in processing the partic
ular request."), summary affirmance granted, No. 92-5040 (D.C. Cir. Dec. 4,
1992); United States Student Ass'n v. CIA, 620 F. Supp. 565, 567-68 (D.D.C.
1985); Laborers' Infl Union v. United States Dep't of Justice, 578 F. Supp.
52, 55-56 (D.D.C. 1983) (affiant competent where" observationsbased on re
view of investigative report and upon general familiarity with the nature of
investigations similar to that documented in requested report), aff'd, 772 F.2d
919 (D.C. Cir. 1984); Founding Church of Scientology v. Levi, 579 F. Supp.
WOO, 1064 (D.D.C. 1982); Ramo v. Department of the Navy, 487 F. Supp.
127, 130 (N.D. Cal. 1979), aff'd, 692 F.2d 765 (9th Cir. 1982) (table cite).
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requirement. 201 Likewise, in justifying the withholding of classified informa
tion under Exemption 1, the affiant is required only to possess document·clas
sification authority for the records in question, not personal knowledge of the
particular substantive area that is the subject of the request.202 However, affi
ants must establish that they are personally familiar with all of the withheld rec
ords. 203 and should not be selected merely because they occupy a particular
position in the agency. 204

201 See. e.g., Maynard v. CIA, 986 F.2d 547, 560 (1st Cir. 1993) ("[A]n
agency need not submit an affidavit from the employee who actually conducted
the search. instead, an agency may rely on an affidavit of an agency employee
responsible for supervising the search. "); SafeCard Servs.. Inc. y. SEC,. 926
F.2d 1197, 1202 (D.C. Cir. 1991) (employee "in charge of coordinating the
[agency's] search and recovery efforts [is] most appropriate person to provide a
comprehensive affidavit"); Meeropol v. Meese, 790 F.2d 942, 951 (D.C. Cir.
1986) (supervisor/affiant properly relied on infonnation provided by personnel
who actually performed search); Carney v. United States Dep't of Justice, No.
92-CV-6204, slip op. at 12 (W.D.N.Y. Apr. 27, 1993) ("There is no basis in
either the statute or the relevant caselaw to require that an agency effectively
establish by a series of sworn affidavits a 'chain of custody' over its search
process. The format of the proof submitted by defendant--declarations of su
pervisory employees, signed under penalty of perjury--is sufficient for purposes
of both the statute and Fed.R.Civ.P. 56.") (appeal pending); Spannaus v, Unit
ed States Dep't of Justice, No. 85-1015, slip op. at 7 (D. Mass. July 13, 1992)
(where third party claimed to have knowledge of additional documents, affidavit
of agency employee who contacted that party found sufficient); Pennsylvania
Dep't of Pub. Welfare v. HHS, No. 84-690, slip op. at 3-4 (M.D. Par Nov.
10, 1985) (affidavits of supervisory officials who directed search held ade
.quate); cr. Mehl v. EPA, 797 F. Supp. 43, 46 (D.D.C. 1992) (while agency
employee with "firsthand knowledge" of relevant files was appropriate person
to supervise search undertaken by contractor, affidavit must specifically de
scribe search).

202 Holland v. CIA, No. 91-1233, slip op. at 15-16 (D.D.C. Aug. 31,
1992); McTigue v. United States Dep't of JustiQe, No. 84-3583, slip op. at 8-9
(D.D.C. Dec. 3, 1985), affd, 808 F.2d 137 (D.C. Cir. 1987).

203 See Sellar v. FBI, No. 84-1611, slip op. at 3 (D.D.C. July 22, 1988).

204 See Timken Co. v. United States Customs Serv., 3 Gov't Disclosure
Servo (P-H) ,. 83,234, at 83,975 n.9 (D.D.C. June 24, 1983) (affiant merely
sampled documents that staff had reviewed for him).
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Discovery

Discovery is greatly restricted in FOIA actions. 205 It is generally limit
ed to tlie scope of an agency's search,206 its indexing and classification proce
dures, and similar factual matters. 207 Discovery may also be appropriate
when the plaintiff can raise sufficient question as to the agency's good faith in
processing or in its search.208 However, in all cases, determinations of wheth-

205 Center for Nat'l Sec. Studies v. Office of fndeD. Counsel, No. 91-1691,
slip op. at 3 (D.D.C. Mar. 2, 1993) ("In the context of FOIA cases, discovery
is generally inappropriate."); ~ In re Shackelford, No. 93-25, slip op. at 1
(D.D.C. Feb. 19. 1993) ("plaintiffs effort to depose two former FBI agents,
now retired, concerning the purpose and conduct of the investigation of John
Lennon over 20 years ago, is beyond the scope of allowable discovery in a
[FOIA] action").

206 Weisberg v. United States Dep't of Justice, 627 F.2d 365, 371 (D.C.
Cir. 1980) (discovery appropriate to inquire into adequacy of document search);
Exxon Corp.v. FTC, 384 F. Supp. 755, 760 (D.D.C. 1974) (discovery limited
to adequacy of search for identifiable records).

207 Church of Scientology v. IRS, 137 F.R.D. 201, 202 (D. Mass. 1991);
Mumhy v. FBI, 490 F. Supp. 1134, 1136 (D.D.C. 1980);~ Washington Post
Co. v. United States Dep't of Justice, No. 84-3581, slip op. at 1-2 (D.D.C.
Aug. 2, 1990) (permitting discovery, in Exemption 7(B) case, on issue of
whether it is more probable than not that disclosure would seriously interfere
with fairness of pending or "truly imminent" trial or adjudication); Silverberg
v. HHS, No. 89·2743, slip op. at 2-3 (D.D.C. June 26, 1990) (permitting dis
covery, in Exemption 4 case, of responses by private drug-testing laboratories
to agency's inquiry concerning whether their "performance test results" are
customarily released to pUblic); ABC v. USIA, 599 F. Supp. 765, 768-70
(D.D.C. 1984) (agency head ordered to submit to deposition on issue of wheth
er transcripts of tape-recorded telephone calls constitute "personal records" or
"agency rec,ords"). But see also Local 3~ Int'I Bhd. of Elec. Workers y.
NLRB, 845 F.2d 1177, 1179 (2d CiT. 1988) (discovery may be permitted to
determine whether complete disclosure was made and whether exemptions
properly applied).

208 See, e.g., Church of Scientology v. IRS, 991 F.2d 560, 563 (9th Cir.
1992) (finding abuse of discretion in district court's denial of di~covery in light
of ~the special disadvantages facing this FOIA plaintiff," including "the ques
tionable sufficiency of the Vaughn Index, the apparent evasiveness of the IRS
responses [and] the slim showing of a need for as e,xtensive a cloak of secrecy
as the Government claimed"); Armstrong v. Bush, 139 F.R.D. 547, 553
(D.D.C. 1991) (discovery permitted to test government's claim that request for
electronically stored records "would place an unreasonable burden on the agen
cy"); Van Strum v. EPA, 680 F. Supp. 349, 350-51 (D. Or. 1987) (discovery
appropriate where documents received by anonymous source raise "valid con
cerns" of affiant's credibility and good faith of search); cf. Spannaus v. United
States Dep't of Justice, No. 85-1015, slip op. at 7 (D. Mass. July 13, 1992)

(continued...)
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er discovery should be permitted--and, if so, the type and extent of such discov
ery-~are vested in the sound discretion of the district court.209

Such factual issues can properly arise, if at all, only after the government
moves for summary judgment and submits its supporting affidavits and memo
randum of law, 210 For example, one court entered a protective order barring
discovery until the defendant had an opportunity to submit a second Vaughn

. affidavit, even after the court had found that the agency's affidavit was insuffi
cient to establish the adequacy of t.,;e agency's search.21l At least one court

20S(•••continued)
(discovery denied where "[p]laintiff has not offered any evidence to rebut the
presumption of good faith that is accorded to [defendant's affidavit detailing its
search]").

2(),} North Carolina Network for Animals. Inc. v. United States Dep't of
A~ric., No. 90-1443, slip op. at 12 (4th Cir. Feb. 5. 1991) ("The district court
should exercise its discretion to limit discovery in this as in all FOIA cases.' and
may enter summary judgment on the basis of agency affidavits when they are
sufficient to resolve issues .... "); see, e.g.. !rener!"! v. United States Dep't
of Tre'!§ury, No. 92-5053, slip op. at 10 (10th Cir. Feb. 5, 1993); Maynard v.
CIA, 986 F.2d 547, 567 (1st Cir. 1993); Gillin v. IRS. 980 F.2d 819, 823 (1st
Cir. 1992) (per curiam); Nolan v. United States Dep't of Justice. 973 F.2d 843,
849 (10th Cir. 1992); Meeropol v. Meese. 790 F.2d 942, 960-61 (D.C~ Cir.
1986); Goland v. CIA, 607 F.2d 339, 352 (D.C. Cit'. 1978), cert, denied, 445
U.S. 927 (1980).

210 See. e.lh Miscavige y. IRS, No. 92-8659, slip op. 3284, 3287 (11th
Cir. Sept. 17, 1993) ("The plaintiffs early attempt in litigation of this kind. ,.
to take dis~overy depositions is inappropriate until the government has first had
a chance to provide the court with the information necessary to make a decision
on the applicable exemptions. ") (to be published); Farese v. United States Dep't
of Tn~ti('p No 83-Q18 ~11'n np ~t 6 (0 C ('iT All0 11 lQ8(7) (~ffinnina tip_

- ... _1.1 ...._-, .. _. ,-_, w r - .. - -" ......... ." ....-c ...... fi/III/, " 'J \_ ......Io .............&b-V

Dial of discovery filed prior to affidavits because discovery "sought to short
circuit the agencies' review of the voluminous amount of 'documentation re
quested"); Simmons v. United States Dep't of Justice. 796 F.2d 709. 711-12
(4th Cir. 1986); MilitarY Audit Project v. Casey, 656 F.2d 724, 750 (D.C. Cir.
1981); Church of Scientology y. IRS, 137 F.R.D. at 202; Stone v. FBI, No.
87-1346, slip op. at 2 (D.D.C. Jan. 19, 1988); Ferri v. Department of Justic~.

No. 86-1279, slip op. at 2 (D.D.C. Oct. 3, 1986); Citizens for l;::nvt:L Qualit):..
Inc. v. United States Dep't of Agric., No. 83-3763, slip op. at 2 (P.p.C. May
24, 1984), summary judgment granted, 602 F. Supp. 534 (D.D.C. 1984);
Murphy v, FBI, 490 F. Supp. at 1137; Diamond v. FBI, 487 F. Supp. 774.
777-78 (S.D.N.Y. 1979), affd on other grounds, 707 F.2d 75 (2d Cir. 1983),
ceit. denied, 465 U.S. 1004 (1984).

211 Founding Church of Scientology v.United States Marshals Serv .• 516 F.
Supp. 151, 156 (D.D.C. 1980). aut §ee Center for Nat'! Sec. Studies v. INS,
No. 87-2068, slip op. at 2 (D.D.C. July 27. 1988) (plaintiff permitted discov
ery on issue of due diligence even prior to filing of government's affidavits);

(continued...)
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has afforded a higher standard for Exemption 1 cases, stating the "[i]t would be
inappropriate to open this up to inadvertent statements by 0 0 • a deponent in a
national security area. "212 In any event, the "trial court bas broad discretion
o .. to stay discovery until preliminary questions that may dispose of the case
are determined." 213

A FOIA plaintiff should not in any case be permitted to extend his dis
covery efforts into the agency's thought processes for claiming particular ex.
emptions. 214 Moreover, discovery should not be permitted where a plaintiff
seeks thereby to obtain the contents of withheld documents, the issue that lies at
the very heart of a FOIA case.21S Nevertheless, in one Exemption 4 case the
court permitted the plaintiffs counsel to review an in camera submission, sub~

211(. ..continued)
Shurberg Broadcasting of Hartford, Inc, v, FCC, 617 F. Supp. 825, 832
(D.D.C. 1985) (court permitted discovery after receiving Vaughn affidavit and
determining that there was a genuine issue as to thoroughness of agency's
search); Exxon Corp. v. FTC, 384 F. Supp. 755, 758-60 (D.D,e. 1974) (court
permitted discovery by interrogatories when affidavits raised questions regard~

ing adequacy of search, but denied further discovery after answers to interroga
tories, together with entire record in case, resolved such questions), remanded,
527 F.2d 1386 (D.C. CiT. 1976) (table cite).

212 McTigue v. United States Dep't of Justice, No. 84-3583, slip op, at 8
(D.D.C. Dec. 3, 1985), affd, 808 F,2d 137 (D.C. Cir. 1987) (table cite).

213 Petrus v. Brown, 833 F.2d 581, 583 (5th Cir, 1987) (granting stay of
discovery pending determination of proper party defendant).

214 See Pearson v. Bureau of Alcohol. Tobacco & Firearms, No. 85-3079,
slip op, at 1-2 (D.D.C. Sept. 22, 1986); Murphyv. FBI, 490 F. Supp. at 1136
(citing United States v. Morgan, 313 U.S. 409, 422 (1941».

21S See. e.g., Local 3. Int'l Bhd. of Elec. Workers v. NLRB, 845 F.2d at
1179 (plaintiff not entitled to discovery which would be tantamount to disclo
sure of contents of exempt documents); Pollard v. FBI, 705 F.2d 1151, 1154
(9th Cir. 1983) (discovery denied where directed to substance of withheld docu
ments at issue); Curcio v. FBI, No. 89-941, slip op. at 3-4 (DoD.C. Mar. 6,
1990) (same); Moore v. FBI, No. 83-1541, slip op. at 6 (D.D.C. Mar. 9,
1984) (court denied discovery requests which "would have to go to the sub
stance of the classified materials" at issue, noting that "[tJhis is precisely the
case when the court can and should ex.ercise its discretion to deny that discov
ery"), affd, 762 F.2d 138 (D.C. Cir. 1985) (table cite); Laborers' In1'1 Union
v. United States Dep't of Justice. 578 F. Supp. 52. 56 (D.D.C. 1983) (objec
tions to interrogatories sustained where answers would "serve to confirm or
deny the authenticity of the document held by plaintiff"), affd, 772 F.2d 919
(D.C. Cir. 1984); £L. Indiana Coal Council v. Hodel, 118 F.R.D. 264, 265-66
(D.D.C. 1988) (discovery of legal research system barred as a request for law,
not factual information). But cf. Public Citizen v. EPA, No. 86-0316, slip op.
at 7 (D.D,C. Oct. 16, 1986) ("While plaintiff has no right to material about
deliberative processes, it at the least has a right ... to know if the material it
seeks justifies a deliberative process privilege. ").
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ject to the terms of a restrictive protective order. 216

Discovery also should not be permitted where the plaintiff is plainly using
the FOIA lawsuit as a means of questioning investigatory action taken by the
agency or the underlying reasons for undertaking such investigations.217

Courts will refuse to "allow [a] plaintiff rouse this limited discovery opportun~

ity as a fishing expedition {for] investigating matters related to separate law
suitS." 218

Discovery should be denied altogether if the court is satisfied from the
agency's affidavits that no factual dispute remains,219 and where the affidavits
are "relatively detailed" and submitted in good faith. 220 Consequently, discov
ery should routinely be denied when the plaintiff's "efforts are made with [noth
ing] more than a 'bare hope of falling upon something that might impugn the
affidavits '" submitted by the defendant agency.m In any event, curtailment
of discovery is particularly appropriate where the court takes in camera inspec-

216 Lederle Lab. v. HHS, No. 88-249, slip op. at 1 (D.D.C. May 2, 1988).

217 See Williams v. FBI, No. 90-2299, slip op. at 7-8 (D.D.C. Aug. 6,
1991); Donohue v. United States Dep't of Justice, No. 84-3451, slip op. at 4
(D.D.C. May 16, 1986); see also Frydman v. Department of Justice, No. 78
4257, slip op. at 3-4 (D. Kan. Jan. 3, 1990) (discovery concerning electronic
surveillance investigative practices denied).

218 Tannehill v. Department of the Air Force, No. 87-1335, slip op. at 4
(D.D.C. Nov. 12, 1987) (discovery limited to determination of FOIA-issues,
not to underlying personnel decision); see also Morrison v. United States Dep't
of Justice, No. 87-3394, slip op. at 4 (D.D.C. Apr. 29, 1988) (denying deposi~

tions and refusing to "sanction a fishing expedition" where plaintiff argued
newspaper article evidenced waiver of Exemption 5, but article actually
"raise[dJ precisely the opposite inference").

219 Ooland v. CIA, 607 F.2d 339, 352 (D.C. Cir. 1978), vacated in part &
reh'g denied, 607 F.2d 367 (D.C. Cir. 1979), cert. denied, 445 U.S. 927
(1980); see also Stone v. FBI, slip op. at 2.

220 See SafeCard Servs.. Inc. v. SEC, 926 F.2d 1197, 1200-02 (D.C. Cir.
1991) (affirming decision to deny discovery as to adequacy of search on ground
that agency's affidavits were sufficiently detailed); Military Audit Project v.
Casey, 656 F.2d at 751 (affirming trial court's refusal to permit discovery
where plaintiffs had failed to raise "substantial questions concerning the sub
stantive content of the [defendants'] affidavits"); Freeman v. United States
Dcp't of Justice, No. 90-2754, slip op. at 3 n.3 (D.D.C. July 12, 1991) (plain
tiff's "conjecture and unsupported allegation" that agency has "motive" to pre
vent release of responsive records held insufficient basis for discovery concern
ing adequacy of search); see also Gardels v. CIA, 689 F.2d 1100, ·1106 & n.5
(D.C. Cir. 1982); Murphy v. FBI, 490 F. Supp. at 1136-37.

221 Center for Nat'l Sec. Studies v. Office of rnder. Counsel, slip op. at 5
(quoting FoundiI}gjdlUrch of Scientology v. NSA, 610 F.2d 824, 836-37n.l01
(D.C. Cir. 1979»; ~~~ Military Audit Project v. Casey, 656 F.2d at 751-52.
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inspection.222

Finally, it should be noted that in appropriate cases, the goverrunent can
conduct discovery against the requester,223 but there is no jurisdiction under
the FOIA to permit either party to take discovery against a private citizen. 224

Waiver of Exemptions in Litigation

As noted above, the FOIA directs district courts to review agency actions
de novo. 225 Thus, an agency is not barred from invoking a particular exemp
tion in litigation merely because that exemption was not cited in responding to
the request at the administrative level. 226

Failure to raise an exemption in a timely fashion in litigation at the dis
trict court level, however, may result in a waiver. Although an agency should
not be required to plead its exemptions in its answer, 227 it has been held that

222 See Mehl v. EPA, 797 F. Supp. 43, 46 (D.D.C. 1992) (in camera re
view, rather than discovery I employed to resolve inconsistency between repre
sentations in Vaughn Index and agency's prior public statements); Laborers'
Int'l Union v. United States Dep't of Justice, 772 F.2d at 921.

223 See In re Engram, No. 91-1722, slip op. at 6-7 (4th Cir. June 2, 1992)
(per curiam) (discovery regarding how plaintiff obtained defendant's document
permitted as relevant to issue of waiver under Exemption 5); Weisberg v. Unit
ed States Dep't of Justice, 749 F.2d 864, 868 (D.C. Cir. 1984). .

224 See Kurz-Kasch. Inc. v. DOD, 113 F.R.D. 147, 148 (S.D. Ohio 1986).

225 5 U.S.C. § 552(a)(4)(B) (1988).

226 See. e.g., Young v. CIA, 972 F.2d 536, 538-39 (4th Cir. 1992); Gula
v, Meese, 699 F. Supp. 956, 959 n.2 (D.D.C. 1988); Farmworkers Legal
Servs, v. United States Dep't of Labor, 639 F. Supp. 1368, 1370-71 (E.D.N.C.
1986); Illinois Inst. for Continuing Legal Educ. v, United States Dep't of La~
bor, 545 F. Supp. 1229, 1236 (N.D. Ill. 1982); Dubin v. Department of the
Treasury, 555 F. Supp. 408, 412 (N.D. Ga. 1981), aff'd, 697 F.2d 1093 (lIth
Cir. 1983) (table cite); see also Conoco Inc. v. United States Dep't of Justice,
521 F, Supp. 1301, 1306 (D. Del. 1981) (agency is not barred from asserting
work-product claim under Exemption 5 merely because it had not acceded to
plaintiffs demand for Vaughn Index at administrative level); affid in part. rev'd
in part & remanded, 687 F.2d 724 (3d Cir. 1982). But cf. AT&T Info. Sys. v,
GSA, 810 F.2d 1233, 1236 (D.C. Cir. 1987) (in "reverse" FOIA context-
whert~ standard of review is "arbitrary [and] capricious" based upon "whole"
administrative record--agency may not initially offer at litigation stage its rea
sons for refusal to withhold material); Gilday v. United States Dep't of Justice,
No. 85-292, slip op. at 5 (D.D.C. July 22, 1985) (agency rationale asserted in
litigation over denial of fee waiver cannot correct shortcomings of administra
tive record).

227 See. e.g., Johnson v. Federal Bureau of Prisons, No. 90-H-645-E, slip
(continued...)
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'''agencies [may] not make new exemption claims to a district court after the
judge has ruled in the other party's favor,' nor may they 'wait until appeal to
raise additional claims of exemption or additional rationales for the same
claim.' "228 Thus, an agency's failure to preserve its exemption claims can
kad to serious waiver consequences as FOiA litigation progresses, not oriiy
during the initial district court proceedings,229 but also at the appellate Iev
el,230 and even following a remand.231

227(...continued)
op. at 4-5 (N.D. Ala. Nov. 1, 1990); Farmworkers Legal Servs. v. United
States Dep't of Labor, 639 F. Supp. at 1371; Berry v. Department of Justice,
612 F. Supp. 45, 47 (D. Ariz. 1985); se~ also American Fed'n of Gov't Em
ployees v. United States DeR't of Commerce, 907 F.2d 203, 206-07 (D.C. Cir.
1990). But see Ray v. United States Dep't of Justice, 908 F.2d 1549, 1557
(11th Cir. 1990) (going so far as to suggest that all exemptions must be raised
by defendant agency "'in a responsive pleading'" (quoting Chilivis v. SEC, 673
F.2d 1205, 1208 (11th Cir. 1982»), rey'd on other grounds sub nom. United
States Dep't Qf State v. Ray, 112 S. Ct. ,541 (1991).

228 Senate of P.R. v. United States Dep't of Justice, 823 F.2d 574, 580
(D.C. Cir. 1987) (quoting Holy Spirit Ass'n v. CIA, 636 F.2d 838, 846 (D.C.
Cir. 1980), vacated in part as moot, 455 U.S. 997 (1982».

229 See, e.g., Ray v. United States Dep't of Justice, 908 F.2d at 1551 (new
exemption claims waived when raised for first time after district court ruled
against government on its motion for summary judgment); Miller v. Sessions,
No. 77-C-3331, slip op. at 2 (N.D. Ill. May 2, 1988) ("misunderstanding" on
part of government counsel of court's order to submit additional affidavits held
insufficient to overcome waiver; motion for reconsideration denied); Nishnic v.
United States Dep't of Justice, No. 86-2802, siip op. at 2-3 (D.D.C. Oct. 20,
1987) (defendant's motion for reconsideration to present additional affidavits,
exemptions and evidence under seal denied as defendant had "ample oppor~

tunity" to present all FOrA defenses at earlier stage of litigation); Powell v.
United States Dep't of Justice, No. C-82-326, slip op. at 4 (N.D. Cal. June 14,
1985) (government may not raise Exemption 7(D) for documents declassified
during pendency of case when only Exemption 1 raised at outset).

2:;0 See. e.g., Jordan v. United States Dep't of Justice, 591 F.2d 753, 779
80 (D.C. CiT. 1978) (en bane) (refusing to consider government's Exemption 7
claim first raised in a "supplemental memorandum" filed one month prior to
appellate oral argument).

23\ See. e.g., Fendler v. Parole Comm'n, 774 F.2d 975, 978 (9th CiT.
1985) (government barred from raising Exemption 5 on remand to protect pre
sentence report because it was raised for first time on appeal); Ryan v. Depart
ment of Justice, 617 F.2d 781, 792 & n.38a (D.C. Cir. 1980) (government
barred from invoking Exemption 6 on remand because it was raised for first
time on appeal); see also Benavides v. United States Bureau of Prisons, 995
F.2d 269, 273 (D.C. eir. 1993) ("[T]he government is not entitled to raise
defenses to requests for information seriatim until it finds a theory that the court
will accept, but must bring all its defenses at once before the district court. ")

(continued...)
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The effect of these holdings is somewhat mitigated by the Court of Ap
peals for the District of Columbia Circuit's observation in Jordan v. United
States Department ofJustice that if the government "through pure mistake"
failed to assert the proper exemption in district court and the information in
volved was of a very sensitive nature and was "highly likely" to be protected by
an exemption, then the appellate court would have discretion under 28 U.S.C.
§ 2106 to remand the case for such further proceedings "as may be just under
the circumstances. "232

Sometimes, changes in factual circumstances may dictate revisions of an
agency's exemption position--for example, where an agency's Exemption 7(A)
withholding is rendered moot by intervening factual developments.23J Simi-

231(•.•continued)
(Privacy Act access case). Compare Washington Post Co. v. HHS, 795 F.2d
205, 208-09 (D.C. Cir. 1986) ("privilege" prong of Exemption 4 may not be
raised for first time on remand--even though "confidential" prong was previous
ly raised--absent sufficient extenuating circumstances) and Washington Post Co.
v, HHS, 865 F.2d 320, 327 (D.C. Cir. 1989) (agency prohibited from raising
new aspect of previously raised prong of Exemption 4) with Lame v, United
States Dep't of Justice, 767 F.2d 66, 71 n.7 (3d Cir. 1985) (new exemptions
may be raised first on remand, as compared to raising new exemptions on ap
peal).

232 591 F.2d at 780;~ Ryan v. Department of Justice, 617 F,.2d 781,792
(D.C. Cir. 1980) (following Jordan, rejects exemption not raised at district
court; no nextraordinary circumstances" to warrant relief under 28 U.S.C.
§ 2106); see also Oklahoma Publishing Co. v. HUD, No. 87-1935-P, slip op.
at 4 (W.D. Okla. June 17, 1988) (because Exemption 6 found applicable to
material originally ordered disclosed, court held exemption not waived--to pro
tect subject--but imposed sanctions on defendant and counsel); Washington Post
Co. v. DOD, No. 84-2402, slip op. at 5 (D,D.C. Apr. 11, 1988) (permitting
agency to raise new Exemption 1 claim for records previously found not pro
tected by Exemption 5, where disclosure "could compromise the nation's for
eign relations or national security" (citing Jordan v. United States Dep't of
Justice, 591 F.2d at 780». But cr. Schanen y, United States Dep't of Justice,
798 F.2d 348, 349-50 (9th Cir. 1986) (although government's Rule 60(b) mo
tion, based on procedural errors, was properly denied, government may with
hold identities of informers and PEA agents due to possibility of imminent
harm to those individuals; government subject to attorney fee~, ?owever).

233 See, e.g., Chilivis v, SEC, 673 F.2d 1205, 1208 (llth'Cir. 1982) (gov
ernment not barred from invoking other exemptions after reliance on Exemption
7(A) rendered untenable by conclusion of underlying law enforcement proceed
ing); Donovan v. FBI, 625 F, Supp. 808, 809 (S.D.N.Y. 1986) (same); accord
Senate of P.R. v. United States Dep't of Justice, 823 F.2d at 581 (making no
"broad pronouncement" on whether conclusion of law enforcement proceedings
used to justify Exemption 7(A) claim will always be sufficient factual change,
court found, based upon showing of good faith by agency, that trial judge did
not abuse discretion in allowing agency to advance, other exemptions); see also

(continued...)
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lady, an agency should be able to belatedly assert new defenses if there is "an
interim development in applicable legal doctrine. 1,234

In the district court, exemption claims should, of course, ·be substantiated
by adequate Vaughn submissions. (See discussion of "Vaughn Index," above.)
Failure to submit an adequate Vaughn affidavit, however, should not result ip a
waiver of exemptions and justify the granting of summary judgment against an
agency_235 The most prudent practice for agency defendants, though, is to en~

sure that their initial Vaughn affidavits contain detailed justifications of every·

233( ••.continued)
Church of Scientology v. IRS, 816 F. Supp. 1138, 1157 (W.O. Tex. 1993) ("If
tIie investigation is open . . . at tie time of tie request, the documents are
exempt. Furthermore, the agency is not required to monitor the investigation
and release the documents once the investigation is closed and there is no rea
sonable possibility of future proceedings." (citing Bonner v. United States Dep't
of State, 928 F.2d 1148, 1152 (D.C. Cir. 1991))). But see Curcio v. FBI, No.
89-941, slip op. at 10-11 (D.D.C. Nov. 2, 1990) (government barred from rais~

ing new exemptions where it originally relied entirely upon Exemption7(A»
(motion for reconsideration pending); cf. Washington Post Co. v. HHS, 795
F.2d at 208 (fact that court recommended in previous decision, in dicta, that
HHS raise new argument could not be considered "extraordinary circumstance tI

that would justify actually raising argument on remand).

234 Jordan v. United States Dep't of Justice, 591 F.2d at 780; see also Cot
ner v. United States Parole Comm'n, 747 F.2d 1016, 1018-19 (5th Cir. 1984)
(new exemptions may be asserted when remand due to "fundamental" change in
government's position "not calculated to gain any tactical advantage in this
particular case"); Carson v. United States Dep't of Justice, 631 F.2d 1008,
1015 n.29 (D.C. Cir. 1980) (declining to preclude consideration of particular
FOIA exemptions on remand where, in holding that presentence report was
agency record of Parole Commission for purposes of FOlA, court was "em
bark[ing] upon previously uncharted territory"). aut se~ Lykirts v. Ros~. 608
F. Supp. 693, 695 (D.D.C. 1984) ("interim developments" justification for new
exemptions does not include losses in instant case or rejection of alternative
defense).

235 See Coastal S!atell Gas Corp. v. Department of EnerllY, 644 F.2d 969,
982 (3d Cir. 1981) (abuse of discretion to refuse to consider revised index and
instead award "partial judgment" to plaintiff, even though corrected index was
submitted one day before oral argument on plaintiffs "partial judgment" mo
tion); Q.. Wilkinson v. FBI, No. 80-1048, slip op. at 3 (C.D. Cal. June 17,
1987) (after providing government 30 days to further justify exemptions, and
after reviewing those subsequent declarations, court found same faults with new
declarations as with original ones and ordered in camera review). But see
Carroll v. IRS, No. 82~3524, slip op. at 28 (D.D.C. Jan. 31, 1986) (holding
affidavits insufficient and affording agencies no further opportunities to fe-assert
their claims; "(a]fter years of litigation, the suit must be resolved lt

).
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exemption planned to be asserted on the basis of all known facts. 236 By the
same token, courts also have held that they will not consider issues raised for
the first time on appeal by FOIA plaintiffs. 237

. Attorney Fees and Litigation Costs

The FOIA is one of more than 100 different federal statutes which can·
tains a "fee-shifting" provision permitting the trial court to award reasonable
attorney fees and litigation costs if the plaintiff has "substantially prevailed" in
Iitigation.238 This provision, added as part of the 1974 FOIA amendments,
requires courts to engage in a two-step substantive inquiry: (1) Is the plaintiff
eligible for an award of fees and/or costs? (2) If so, is the plaintiff entitled to
it?239 The award of fees is discretionary with the court, once the threshold of
eligibility has been crossed.240

As a preliminary matter, it should be noted that 5 U.S.C. § 552(a)(4)(E)

236 See Coastal States Gas Corp. v. Department of Energy, 644 F.2d at 981
(suggesting that agencies might be restricted to one index); see also ABC v.
USIA, 599 F. Supp. 765, 768 (D,D.C. 1984) (flatly denying government's re
quest to first litigate "agency record" issue and to raise other exemptions only if
threshold defense fails).

237 See. e.g., Curran v. Department of Justice, 813 F.2d 473, 477 (lst Cir.
1987) (in camera inspection of records not considered when raised for first time
on appeal); Wightman v. Bureau of Alcohol. Tobacco & Firearms·, 755 F.2d
979, 983 (1st Cir. 1985) (appointment of counsel not considered when raised
for first time on appeal); Bush v. Webster, No. 85-4262, slip op. at 2-3 (5th
Cir. Feb. 10, 1986) (government's lack of expeditious handling of case raised
for first time on appeal); Kimberlin y. United States Pep't of the Treasury, 774
F.2d 204, 207 (7th Cir. 1985) (issue of deletions taken pursuant to FOIA ex
emptions raised for first time on appeal). But see Carter v. United States Dep't
of Commerce, 830 F.2d 388, 390 n.8 (D.C. Cir. 1987) (appellate court sua
sponte considered new theories of public interest in its Exemption 6 balancing
not raised by plaintiff at district court); Farese y. United States Dep't of Jus
tice, No. 86-5528. slip op. at 9-10 (D.C. Cir. Aug. 12, 1987) (plaintiff not·
estoooed from challene:ine: use of soecific exemotions at aooellate stal!e where

~... _. _ .. .. ....... ......

" he merely argued at trial level that agency failed to meet its burden of establish
ing documents exempt).

238 5 U.S.C. § 552(a)(4)(E) (1988).

239 See Tax Analysts y. United States Dep't of Justice, 965 F .2d 1092, 1093
(D.C. Cir. 1992); Church of Scientology v. United States Postal Serv., 700
F.2d 486, 489 (9th Cir. 1983).

240 See, e.g., Young v. Director. CIA, No. 92.:.2561, slip op. at 4 (4th Cir.
Aug. 10, 1993); Maynard v. CIA, 986 F.2d 547, 567 (1st Cir. 1993); Tax
Analysts v. United States Dep't of Ju~tice. 965 F.2d at 1094 ("sifting of [fee]
criteria over the facts of a case is a matter of district court discretion"); Weis~

berg v, United States Dep't of Justice, 745 F.2d 1476, 1495 (D.C. Cir. 1984);
Church of Scientology v. United States Postal Serv., 700 F.2d at 489.
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provides for the assessment of fees and costs reasonably incurred in litigating an
action under the FOIA. Accordingly, fees and other costs may not be awarded
for services rendered at the administrative level,241 Similarly, fees are not re
coverable for services rendered in related rulemaking proceedings.242

The vast majority of courts have held that 5 U.S.C. § SS2(a)(4)(E) does
not authorize the award of fees to a pro se nonattorney.243 Previously, only
the Court of Appeals for the District of Columbia Circuit had unqualifiedly
approved the award of fees to pro se nonattorney litigants. 244 Following the
Supreme Court's decision in Kay v. Ehrler,245 however, the D.C. Circuit con
cluded in Benavides v. Bureau of Prisons, that it was "constrained" to reverse
its position.246 It observed that "absent congressional intent to the contrary,
the Supreme Court believes that the word 'attorney,' when used in the context
of a fee-shifting statute, does not encompass a layperson proceeding on his own
behalf. "247 In rejecting the plaintiff's contention that the "the fee provision in

241 See Newport Aeronautical Sale~ v. Department of the Navy, No. 84
120, slip op. at 8 (D.D.C. Apr. 17, 1985); Associated Gen. Contractors v.
EPA, 488 F. Supp. 861, 864 (D. Nev. 1980); cf. Kennedy v. Andrus, 459 F.
Supp. 240, 244 (D.D.C. 1978) (no fees for services rendered at administrative
level under Privacy Act of 1974), aff'd, 612 F.2d 586 (D.C. Cir. 1980) (table
cite). But see Mahler v. IRS, No. 79-3238, slip op. at 1 (D.D.C. Mar. 28,
1980) (one-page order granting pro se plaintiffs unopposed motion for attorney
fees for work done at administrative level).

242 See Newport Aeronautical Sales v. Department of the Nayy, slip op. at
8; see also Nichols v. Pierce, 740 F.2d 1249, 1252-54 (D.C. Cir. 1984) (no
fees awarded where plaintiff was successful in APA ru!emaking action in which
FOIA had not been referenced or primarily relied upon).

243 See, e.g" Carter v, VA, 780 F.2d 1479, 1481 (9th Cir. 1986); DeBold
v. Stimson, 735 F.2d 1037, 1041-43 (7th Cir. 1984); Wolfe! v. United States,
711 F .2d 66, 68 (6th Cir. 1983); Clarkson v. IRS, 678 F.2d 1368, 1371 (11th
Cir. 1982); Cunningham v. FBI, 664 F.2d 383, 384-88 (3d Cir. 1981); Barrett
v. Bureau of Customs, 651 F.2d 1087, 1089 (5th Cir. 1981), cert. denied, 455
U.S. 950 (1982); Crooker v. United States Dep't of Justice, 632 F.2d 916,.
920-21 (1st Cir. 1980); Burke v, Department of Justice, 432 F. Supp. 251,253
(D. Kan. 1976), aff'd, 559 F.2d 1182 (10th Cir. 1977); kL. Crooker v. EPA,
763 F.2d 16, 17 (Ist Cir. 1985) (pro se FOIA plaintiff may not collect fees
under Equal Access to Justice Act).

244 See Cox v. United States Dep't of Justice, 601 F.2d 1, 5-6 (D.C. Cir.
1979); Holly v. Acree, 72 F.R.D. 115, 116 (D.D.C. 1976), aff'd sub nom.
Holly v. Chasen, 569 F.2d 160 (D.C. Cir. 1977) (table cite).

245 111 S. Ct. 1435, 1436-37 (1991) (holding that 42 U.S.C. § 1988 (1988),
a fee-shifting statute similar to FOIA, does not authorize payment of fees to pro
se attorney litigants).

246 993 F.2d 257, 259 (D.C. Cir. 1993).

247 Id.
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FOIA is designed principally to deter government noncompliance,"248 the
D.C. Circuit declared: "To the extent that the fee-shifting provision in FOIA
helps deter violations of the law, that result is only a serendipitous by-product
of encouraging aggrieved individuals to obtain an attorney. "249

In the wake of Kay and Benavides, the scant residual authority approving
attorney fees awards to a pro se plaintiff may be regarded as tenuous, at best.
An earlier decision of the Court of Appeals for the Second Circuit implicitly
held open the possibility of an award of attorney fees to a pro se litigant, al
though affirming the district court's denial of fees in that particular case.2SO

In a subsequent decision, however, the Second Circuit appeared to retreat from
even this equivocal position.2Sl

Although in its decision in Benaviqes the D.C. Circuit specifically re
fused to comment on the availability of fees to pro se plaintiffs who are attor
neys,2S2 it should be noted that in Kay v. Ehrler, the Supreme Court specifi
cally ruled that even a pro se attorney is ineligible for a fee award under
42 U .S.C. § 1988,253 implicitly endorsing a line of cases that had reached the
same conclusion under the FOlA.254 It is significant that in Kay v. Ehrler,
the Supreme Court employed reasoning virtually identical to that of Falcone v.
IRS,2SS a FOIA decision upon which the district court in Kay v. Ehrler had

248 Id.; see also Sellers v. Bureau of Prisons, No. 93-5090, slip op. at 1
(D.C. Cir. July 27, 1993) (applying principle of Ka}: and Benavides to deny
fees to prevailing pro se plaintiff in Privacy Act litigation).

249 993 F.2d at 260.

2S0 Crooker v. United States Dep't of the Treasury, 634 F.2d 48, 49 (2d
Cir. 1980).

2S1 See Kuzma v. United States Postal Serv., 725 F.2d 16, 17 (2d.Cir.)
(emphasizing that Crooker. was limited decision in which court had merely
"held out the possibility that a pro se litigant might be entitled to some fee
award if he could show that he had foregone an opportunity to earn 'regular
income for a day or more in order to prepare and pursue a pro se suit'" (quot
ing Crooker, 634 F.2d at 49», cert. denied, 469 U.S. 831 (1984).

252 993 F.2d at 260.

. 2S3 111 S. Ct. at 1436-39.

254 See. e.g., Aronson v. HUD, 866 F.2d 1, 4-6 (1st Cir. 1989) (denying
fee awards for pro se attorney); Rotondo v. FBI, No. 88-3035, slip. op. at 2
(6th CiT. Aug. 24, 1988) (same); Falcone v. IRS, 714 F.2d 646, 647-48 (6th
Cir. 1983) (same), cert. denied, 466 U.S. 908 (1984). But see Cazalas v,
United States Dep't of Justice, 709 F.2d 1051, 1055-57 (5th Cir. 1983) (grant
ing fee awards for pro se attorney); Cuneo v. Rumsfeld, 553 F.2d 1360, 1366
(D.C. Cir. 1977) (same).

2SS 714 F.2d at 647-48.
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relied in originally denying pro se attorney fees. 256

Under the circumstances, it appears reasonable to conclude that the Su
preme Court's rationale in Kay v. Ehrler would preclude an award of fees to
any pro se FOIA litigant. 257 In the only post-Kay decision to address this is
sue thus far, the court reasoned: "Because substantially similar policies under
lie the attorneys' fees provisions of FOJA and section 1988, Kay strongly sup
ports a denial of fees under FOIA to pro se attorney plaintiffs. ,,258 The appli
cability of these principles to the FOIA is further buttressed by the Supreme
Court's practice of construing similarly worded fee-shifting statutes "uniform
ly. "259 In contrast to the apparent prohibition against pro se fees, however, it
has been firmly held that a state is eligible to recover attorney fees under the
FOIA.26O

Unlike with attorney fees, the law is settled that costs of litigation can be
reasonably incurred by, and awarded to, even a pro se litigant who is not an
attorney.261 As the D.C. Circuit has noted, "[t]he fixing of costs, if any, is
handled routinely under 28 U.S.C. § 1920. "262 More recently, "costs" in a

256 111 S. Ct. at 1436-38 & n.4; ~ Benavides, 993 F.2d at 260 ("In dis
cussing Falcone, the Supreme Court in Kay says absolutely nothing to suggest
that . . . considerations affecting the disposition of fee claims under FOIA and
section 1988 should be viewed differently. ").

257 See 111 S. Ct. at 1438 (observing that "awards of counsel fees to pro se
litigants--even if limited to those who are members of the bar--would create a
disincentive to employ counsel" and that "policy of furthering the successful
prosecution of meritorious claims is better served by a rule that creates an
incentive to retain counsel in every such case").

258 Manos v. United States Dep'! of the Air Force, No. 92-3986, slip op. at
5-6 (N.D. CaL Aug. 13, 1993) (recognizing prior split in circuits and even
between district courts within Ninth Circuit regarding pro se attorney fee
awards, but adopting blanket prohibition against such awards in light of Kay.).

259 City of Burlington v. Dague, 112 S. Ct. 2638, 2641 (1992) ("[Clur case
law construing what is a 'reasonable' fee applies uniformly to all [similar fee
statutes]. ").

260 See, e.g., Texas v. ICC, 935 F.2d 728, 734 (5th Cir. 1991); Assembly
of Cal. v. United States Dep't of Commerce, No. Civ-S-91-990, slip op. at 13
14 (B.D. Cal. May 28, 1993) ("Although the Assembly may have more re
sources than some private citizens, this does not mean the Assembly is any less
restricted with respect to allocating its resources. ")

261 See Carter v. VA, 780 F.2d at 1481-82; DeBold v. Stimsog, 735 F.2d at
1043; Clarkson v. IRS, 678 F.2d at 1371; Crooker v. United States Dem't of
Justice, 632 F.2d at 921-22; see also Trenerry v. Unit~d States Dep't of Treas
ury, No. 92-5053, slip op. at 10-12 (10th Cir. Feb. 5, 1993).

262 Gregory v. FDIC, 631 F.2d 896, 900 n.8 (D.C. Cir. 1980); see also
(continued ...)
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FOIA case have been interpreted to include the fees paid to a special master ap
pointed by the court to review documents on its behalf. 263 Of course, if it pre
vails, even the government may recover its costs pursuant to Rule 54(d) of the
Federal Rules of Civil Procedure. 264

To be eligible for a fee award, the plaintiff must "substantially prevail"
within the meaning of 5 U.S.C. § 552(a)(4)(E). The determination of whether
the plaintiff has substantially prevailed is "largely a question of causation. "265

Though a court order compelling disclosure is not a condition precedent to an
award of fees, the plaintiff must prove that prosecution of the suit was reason
ably necessary to obtain the requested records and that a causal nex.us existed
between the suit and the agency's disclosure of the records.266 The mere fil
ing of the lawsuit and the subsequent release of records does not necessarily
mean that the plaintiff substantially prevailed.267 Indeed, eligibility for a fee

262( ••• continued)
Kuzma v. IRS, 821 F.2d 930, 931-34 (2d Cir. 1987) (finding that reimbursable
costs included photocopying, postage, typing, parking and transportation ex
penses, in addition to filing costs and marshal's fees awarded at trial level).

26~ See Washington Post v. DOD; 789 F. Supp. 423, 424 (D.D.C. 1992)
(apportioning master's fees equally between plaintiff and government).

164 See, e.g., Donohue v. United States Dep't of Justice, No. 84-3451, slip
op. at 1-2 (D.D.C. Mar. 7, 1988) (granting government's bill of costs for re
imbursement of reporter, witness and deposition expenses); see also Baez v.
United States Dep't of Justice, 684 F.2d 999, 1005-06 (D.C. Cir. 1982) (en
bane) (assessing costs of appeal against unsuccessful plaintiff).

265 Weisberg v. United States Dep't of Justice, 745 F.2d at 1496; Church Qf
Scientology v. Harris, 653 F.2d 584, 587 (D.C. Cir. 1981).

266 See, e.g., Maynard v. CIA, 986 F.2d at 568; Co'x v, United States
Dep't of Justice, 601 F.2d at 6 (citing Vermont Low Income AdvQcacy CQun
cil. Inc, v. Usery, 546 F.2d 509, 513 (2d Cir. 1976»; Cuneo v. Rum§feld, 553
F.2d at 1366); cr. Transit Performance Eng'g v. Department of Transp., No.
92-722, slip op. at 4 (D.D.C. June 26, 1992) (no causation where "undisputed
evidence [showed] that the officials who decided to release the documents were
not even aware that a lawsuit had been filed until after the requested documents
were releasedU

); National Wildlife Fed'n v. Department of the Interior, No. 83
3586, slip op. at 9-12 (D.D.C. Aug. 19, 1988) (fees denied where plaintiffs
failed to prove that suit played "catalytic role" in prompting Congress to amend
FOIA fee waiver provision).

267 See Maynard v. CIA, 986 F.2d at 568 (production of documents by two
agencies after suit filed held "not determinative" as to causation); Weisberg v.
United States Dep't of Justice, 745 F.2d at 1496; Frye v. EPA, No. 90-3041,
slip op. at 8 (D.D.C. Aug. 31, 1992) ("while plaintiff's lawsuit appears to have
served as a catalyst for EPA's eventual disclosures, it is not at all clear that it
was the cause" of EPA's voluntary disclosure); see also Gray v. United States
Dep't of Agric., No. 91-1383, slip op. at 3 (D.D.C. Mar. 27, 1992) (agency's

(continued...)
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LITIGATION CONSIDERATIONS

award may be lacking where the plaintiff could reasonably have obtained the
same information through other means,268 or where the release resulted from
events independent of the lawsuit,269 or where it was due to routine, though
delayed, administrative processing. 27o Of course, if a requester unconditional-

267( ••• continued)
granting of fee waiver on administrative appeal after plaintiff "precipitously
filed II court complaint--involving ..new and time-eonsuming issue II in context of
"blunderbuss request"--held insufficient to establish plaintiff as prevailing par
ty).

268 See. e.g., Murty v. OPM, 707 F.2d 815, 816 (4th Cir. 1983) C'tele
phone call of inquiry as to what had happened to his request . . . would have
produced the same result as the law suit"); Palmer v. Sullivan, No. H-C-91-13,
slip op. at 3 (E.D. Ark. July 8, 1991) (fees denied where "telephone call or
follow-up letter could easily have avoided this lawsuit"); Mendez-Suarez v.
Veles, 698 F. Supp. 905, 907 (N.D. Ga. 1988) (fees denied where "the pen
dency of the discovery requests conclusively demonstrates that the information
sought was available through means other than the filing of a FOIA claim");~
also Nicolau v. United States Dep't of Justice, 699 F. Supp. 1063, 1066
(S.D.N.Y. 1988) (fees denied where "no reason to believe that the suit was
necessary for the actions of the [agency] ... [i]ndeed, it is not even clear that
those individuals in the [agency] were aware of the suit at the time the docu
ments were turned over").

269 See, e.g., Ostrer v. FBI, No. 83-0328, slip op. at 12 (D.C. Cir, Jan.
19, 1988) (no causation where release of records was due to changein factual
circumstances during course of litigation); Pyramid Lake Paiute Tribe of Indi
ans v. United States De.p't of Justice, 750 F,2d 117, 119-21 (D.C. Cir. 1984)
(release by senator of his letter to Attorney General held not caused by filing of
FOrA suit); Public Law Educ. Inst. v. United States Dep't of Justice, 744 F.2d
181, 183-84 (D.C. Cir. 1984) (no causation where government exercised its
discretion to release requested document in unrelated, non-FOIA suit); Nation
wide Bldg. Maintenance, Inc. v. Sampson, 559 F.2d 704, 712 n.34 (D.C. Cir.
1977) ("[W]here the government can show that information disclosed after
initial resistance was nonetheless exempt from the FOIA a plaintiff should not
be awarded attorney fees. "); Pfeiffer v. CIA, No. 87-1279, slip op. at 2-3
(D.D.C. Oct. 23, 1991) ("[P]ermitting attorneys' fees for the voluntary release
of exempt material would have a chilling effect. It). But see Phoenix Newspa
pers. Inc. v. FBI, No. 86-1199, slip op. at 4-5 (D. Ariz. Dec: 12, 1987) (fact
that plaintiffs acquired documents independently does not preclude them from
substantially prevailing; a "contrary determination is inconceivable as the gov
ernment would be able to foreclose the recovery of attorney's fees whenever it
chose to nioot an action II by releasing records after having denied disclosure at
administrative level).

270 See, e.g., Van Strum v. EPA, No. 91-35404, slip op. at 5 (9th Cir.
Aug. 17, 1992) (no causation where, in litigation, agency disclosed 18,000
pages within two months after narrowing of request); Weisberg v. United States
Del"! of Justice. 848 F.2d 1265, 1268-71 (D.C. Cir. 1988) (no causation where

(continued... )
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Iy waives his right to fees as part of a settlement, he cannot go back on his
agreement. 271

270(. .. continued)
majority of records were released as result of administrative processing and not
suits); \!arelli v. FBI, No. 88-1865, slip op. at 3-4 (D.D.C. July 13, 1992)
(fees denied where disclosures resulted from "[t]he lengthy and thorough review
of plaintiff's request [which] was initiated by the FBI well before the filing of
this suit and proceeded throughout the pendency of the normal administrative
process"); Art(valo-Franco v. INS, 772 F. Supp. 959, 961 (W.D. Tex. 1991)
(requesters "generally" held not to have substantially prevailed when they
"know that administrative problems are causing the delay ... and file lawsuits
anyway"); Alliance for Responsible CFC Policy. Inc. v. Costle, 631 F. Supp.
1469, 1470 (D.D.C. 1986) (fees denied where agency's "failure to disclose in
timely fashion appears to be 'an unavoidable delay accompanied by due dili
gence in the administrative processes' and not the result of agency intransi
gence" (quoting Cox v. United States Pep't of Justice, 601 F.2d at 6»; Lovell
y. Department of Ju§tice, 589 J:1. Supp. 150, 153-54 (D.D.C. 1984) (fees de
nied even though plaintiff waited three years pefore filing suit and records were
released only several months thereafter); Simon y. United States, 587 F. Supp.
1029, 1032 (D.D.C. 1984) (fees denied where "routine administrative inertia or
unavoidable delay in identifying and assembling the. information requested was
the reason for defendants' belated compliance"); Bybar v. FBI, 3 Gov~t Dis
closure Serv. (P-H) , 83,218, at 83,930 (D.D.C. June 13, 1983) (fees denied
even though over 5,400 pages of records released pursuant to rev~sed process
ing procedures after suit filed, because plaintiff "failed to meet his burden of
showing that the filing of this lawsuit caused the release of the additional docu
ments"); Liechty v. CIA, 3 Gov't Disclosure Servo (P-H) , 82,482, at 83,193
(D.D.C. Sept. 16, 1982) (fees denied where plaintiff "offer[edl no evidence
other than his conclusory allegations that the filing of this suit 'actually provok~

ed' the release of the 424 documents provided by the CIA without an order of
the court"). But see Northwest Coalition for Alternatives to Pesticides v. Reil
lY, No. 90-707, slip op. at 2-4 (D.D.C. May 28, 1992) (government's claim
that disclosure was made in course of "administrative processing" rejected
where agency failed to respond to plaintiffs letters of administrative appeal);
Church of Scientology v. IRS, 769 F. Supp. 328. 330 (C.D. Cal. 1991) (not
withstanding agency appeal backlog, plaintiff eligible where government denied

.' documents initially, had yet to respond to administrative appeal, and released
documents only following order to produce Vaughn Index); Muffoletto v. Ses
sions, 760 F. Supp. 268, 274 (E.D.N.Y. 1991) (lawsuit provid~d "impetus" for
FBI to act, "even if simply to negotiate ... in a more expeditious manner");
Harrison Bros. Meat Packing Co. v. United States Dep't of Agric., 640 F.
Supp. 402, 405-06 (M.D. Pa. 1986) (holding it "ludicrous" for govenunent,
after "suddenly and inexplicably" releasing records, to assert mootness to avoid
paying fees after having denied disclosure at administrative level); Des Moine~

Register & Tribune Co. v. United States Dep't of Justice, 563 F. Supp. 82, 85
(D.D.C. 1983) (delay of over three years from submission of request to date
records were released held not reasonable).

271 See National Senior Citizens Law Ctf. v. Social Sec, Admin., 849 F.2d
, (continued...)
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A requester may also be deemed not to have substantially prevailed where
the records disclosed were "not significant in terms of the overall FOIA re
quest. '\272 Considering a contention that an agency's release of documents
was so de minimis as to preclude an award of attorney fees, the D.C. Circuit
has stated that the "sheer volume of La] release is not determinative," and re
manded the case for the trial court to "explain why it believes the release of
eleven pages [out of the 1,500 pages at issue] is of such substance and quality
as to make [plaintiff] eligible for an attorney's fee award. ,,273

On the other hand, in some instances, a plaintiff might be deemed to have
substantially prevailed even if no records are released. For example, if the
lawsuit results in a fee waiver,274 expedited processing,275 or a significant
change in the agency's FOIA policies, 276 the plaintiff may be eligible for a fee

.'

271(. .. continued)
401, 402-03 (9th Cir. 1988) .. But see also Eitzgibbon v. Agency for lnt'l Dev.,
No. 87-1548, slip op. at 2-3 (D.D.C. Mar. 26, 1992) (in FOIA context, stipu
lation in which plaintiff renounces any claim for "costs or fees" precludes
claims for court costs only and does not waive plaintiffs right to seek attor
ney's fees).

272 Weisberg v. United States Dep't of Justice, 848 F.2d at 1270-71; see
Maynard v. CIA, 986 F.2d at 568 (court~ordered "disclosure of a single name
was of minimal importance when compared with plaintiff's overall FOIA re
quest"); Wayland v. NLRB, No. 3-85-553, slip op. at 3 (M.D. Tenn. May 19,
1986); Nuclear Control lnst. v. NRC, 595 F. Supp. 923, 926 (D.D.C. 1984);
Braintree Elec. Light Dep't v. Department of Energy, 494 F. Supp. 287, 291
(D.D.C. 1980).. But see also Church of Scientology v. Harris, 653 F.2d at 589
("no reason in law or logic to discount significance of" 108 envelopes and
tranl,;mittal slips).

273 Union of Concerned Scientists v. NRC, 824 F.2d 1219, 1226 (D.C. Cir.
1987); see also McTigue v. United States Dep't of Justice, No. 84-3583, Slip
op. at 5 (D.D.C. Aug. 20, 1987) ("While it is true that a court must assess the
·quality of information released as welt as the volume, the inform~tion obtained
in this action was scant under either standard. II) (citation omitted).

274 See, e.g., Wilson v. United States Dep't of Justice, No. 87-2415, slip
op. at 2 (D.D.C. Sept. 12, 1989), appeal dismissed, No. 89-5206 (D.C. Cir.
Mar. 9, 1990); Ettlinger v. FBI, 596 F. Supp. 867, 879-82 (D. Mass. 1984).

275 See Exner v. FBI, 443 F. Supp. 1349, 1353 (S.D. Cal. 1978) (primary
basis for awarding fees was plaintiffs success in obtaining court-ordered expe
dited processing), affQ, 612 F.2d 1202 (9th Cir. 1980).

276 See, e.g., Halperin v. Department of State, 565 F.2d 699, 706 n.11
(D.C. Cir. 1977) (suit caused agency to revise its manner of recording "off-the
record" briefings, even though litigation caused no records to be disclosed);
Washington Post v. DOD, 789 F. Supp. at 425 (plaintiff "substantially pre
vailed" where government produced several key documents and "has undertaken
to reexamine 2,000 more that had been previously withheld"); Birkland v. Ro-

(continued ...)
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award.

Even if a plaintiff satisfies the eligibility test, a court still must exercise
its equitable discretion in separately determining whether that plaintiff is entitled
to an award. 277 This discretion is guided by fOUf criteria: (I) the public bene
fit derived from the case; (2) the commercial benefit to the complainant; (3) the
nature of the complainant's interest in the records sought; and (4) whether the
government's withholding had a reasonable basis in law. 278 "Because these
factors are intended to foster multiple congressional goals, no single factor is
dispositive. "279 It should be noted that these four entitlement factors have
nothing to do with determining an appropriate fee amount and, as such, they
cannot be considered in that entirely separate analysis.28o

The "public benefit" factor "'speaks for an award [of attorney fees}
where the complainant's victory is likely to add to the fund of information that
citizens may use in making vital political choices. "'281 Accordingly, a perti-

276(. ..continued)
tan Plaza. Ioc., 643 F. Supp. 223, 225-26 (N.D. Cal. 1986) (suit necessary to
force agency to comply with FOIA's subsection (a)(1) requirements); Bollen v.
Smith, No. 82-2424, slip op. at 3-4 (W.D. Pa. May 27, 1983) (suit was found
necessary to force FBI to admit it had no records; during administrative process
it had refused to confirm or deny the existence of the requested records); ~
ill.§Q Crooker v. United States Parole Comm'n, 776 F.2d 366, 367 (lst Cir.
1985) (suit ultimately resulted in disclosure of records by causing Solicitor
General to abandon prior position that presentence reports were not "agency
records" subject to FOIA). But cf. Hendricks v. United States Dep't of Justice,
No. 92-5621, slip op. at 2 (E.D. Pa. July 29, 1993) (in absence of agency bad
faith, plaintiff did not "substantially prevail" where filing suit clarified that
records that agency previously "withheld" did not, in fact, exist).

277 See Young v. Director. CIA, slip op. at 4 ("Even if a plaintiff substan
tially prevails, however, a district court may nevertheless, in its discretion,
deny the fees. "); Texas v. ICC, 935 F.2d at 733 (liThe district court did not
specify which of the criteria [plaintiff] failed to satisfy. But so long as the
record supports the coures exercise of discretion, the decision will stand. ").

278 Tax Analysts v. United States Dep't of Justice, 965 F.2d at 1093;
Church of Scientology v. United States Postal Serv., 700 F.2d at 492; Fenster
v. Brown, 617 F.2d 740, 742-45 (D.C. Cir. 1979); Cuneo v. Rumsfeld, 553
F.2(.l at 1364-66. .

279 Republic of New Afrika v. EBI, No. 78-1721, slip op. at 2 (D.D.C.
Apr. 29, 1987) (denying plaintiffs motion for reconsideration); see. e.g" Weis
ker v. United States Dep't of Justice, No. S-89-543 , slip op. at 11-17 (E.D.
Cal. Mar. 7, 1990) ("balancing" all four factors he.Jd to be proper approach).

280 See Long v. IRS, 932 F.2d 1309, 1315-16 (9th Cir. 1991).

281 Fenster v. Brown, 617 F.2d at 744 (quoting Blue v. Bureau of Prisorul,
570 F.2d 529, 534 (5th Cir. 1978»; see Texas v. ICC, 935 F.2d at 733-34

(continued...)
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nent consideration is "the degree of dissemination and likely public impact that
might be expected from a particular disclosure. "282 Where the information re'
leased is already in the public domain, this factor does not weigh in favor of a
fee award. 283

The second factor requires an examination of whether the plaintiff had an
adequate private commercial incentive to litigate its FOIA demand even in the
absence of an award of attorney fees. 284 The third factor, often evaluated in

281( •••continued)
(tllittle public benefit" in disclosure of documents that fail to reflect agency
wrongdoing; tlTexas went fishing for bass and landed an old shoe. Under the
circumstances, we decline to require the federal government to pay the cost of
tackle. tl); Muffoletto v. Sessions, 760 F. Supp. at 277 (public benefit in com
pelling FBI to act more expeditiously is "remote and of little consequence It);
Mendez-Suarez v, Veles, 698 F. Supp. at 908 ("[Though] the treatment of
Cubans at the Atlanta penitentiary is a matter of public concern [it] is by no
means certain . . . that significant pUblic benefit inures from disclosure of
information concerning an incident between inmates at 'the penitentiary. It);
Brainerd v. Department of the Navy, No. 87-C-4057, slip op. at 6 (N,D. Ill.
Apr. 21, 1988) ("[Though) disclosure of the requested information could con
ceivably benefit the plaintiff's co-workers ... , this does not strike the Court
as the kind of disclosure which FOIA was intended to facilitate. "); Sage v.
NLRB, No. 85-943-CV-W-6, slip op. at 6 (W.D. Mo. Nov. 4, 1987) (finding
insufficient public benefit where suit "was essentially one to assist a private
litigant with discovery problems in a related [unfair labor practices] suit for
damages"); Guam Contractors Ass'n v. United States Dep't of Labor, 570 F.
Supp. 163, 168 (N.D. Cal. 1983) ("[m]erely incidental or inevitable public
benefits of disclosure from a FOIA suit ... will not automatically satisfy [the
requirement of subsection (a)(4)(E)]"), But see Aronson v. HUD, 866 F.2d at
3 (public interest served by disclosure to "private tracer" of information con
cerning mortgagors who were owed "distributive share" refunds).

282 Blue v. Bureay of Prisons, 570 F.2d at 533; Church of Scientology v.
IRS, 769 F. Supp. at 331 (recognizing public interest in ~the apparently im
proper designation of a religion as a 'tax shelter' project"); ~ Repyblic of
New Afrika v. FBI, 645 F. Supp. 117, 121 (D.D.C. 1986).

283 See, e.g., Tax Analysts v. United States Dep't of Justice, 965 F.2d at
1094 (district court did not abuse its discretion in finding that more prompt
reporting by Tax Analysts of additional 25 % of publicly available district court
tax decisions was "less than overwhelming" contribution to public interest).

284 See, e.g., Fenster v. Brown, 617 F.2d at 742-44 (fees denied to law
firm which obtained disclosure of government auditor's manual used in review
ing contracts of the type entered into by firm's clients); Chamberlain v. Kurtz,
589 F.2d 827, 842-43 (5th Cir.) (plaintiff who faced a $1.8 million deficiency
claim for back taxes and penalties· It needed no additional incentive" to bring
FOIA suit against IRS for documents relevant to his defense), cert. denied, 444
U.S. 842 (1979); Frye v. EPA, slip op. at 9 (fees denied where "plaintiff does
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tandem with the second factor, militates against awarding fees in cases where
the plaintiff had an adequate personal incentive to seek judicial relief. 285 In
deed, it is "logical" to read the second and third factors together "where a
private plaintiff has pursued a private interest. "286 To disquaHfy a fee appli
cant under the second and third factors, "a motive need not be strictly commer-

284(•••continued)
not effectively dispute that the prime beneficiaries of the information requested
will be commercial entities with commercial interests that either are, or might
become. his clients"); Lyons v, OSHA, No. 88-1562, slip op. at 5 (D. Mass.
Dec. 2, 1991) ("As a general rule, courts should not award fees if the requester
is a large corporate interest."); Hill Tower, Inc. v. Department 9f th~ Navy,
718 F. Supp. 568, 572 (N.D. Tex. 1989) (plaintiff who had filed tort claims
against government arising from aircraft crash "had a strong commercial inter~

est in seeking [relatedJ information [as) it was [its] antenna that was damaged
by the crash"); Isometrics, Inc. v. Orr, No. 85-3066, slip op. at 9 (D.D.C.
Feb. 27, 1987) (bidder's commercial benefit advanced considerably more than
public interest when it received competitor's winning bid). But see Aronson v.
HUD, 866 F.2d at 3 ("potential for commercial personal gain did not negate the
public interest served" by private tracer's lawsuit since "failure of HUD to
comply reasonably with its reimbursement duty would probably only be dis
closed by someone with a specific interest in ferreting out unpaid recipients").

285 See. e.g., Frye v. EPA, slip op. at 10 (where plaintiff was partner in
environmental law firm, his "proffer that he frequently writes and lectures on
environment[al] law without pay is insufficient to overshadow his obvioUs per
sonal and pecuniary interest in his request"); Muffoletto v! Sessions, 760 F.
Supp. at 275 (rejecting plaintiffs entitlement to fees on grounds that "[tJhe
plaintiffs sole motivation in seeking the requested information was for discov~

cry purposes, namely, to assist him in the defense of a private civil action");
Adams v. United States, 673 F. Supp. 1249, 1259 (S.D.N.Y. 1987) (fees de
nied where "private self-interest motive" and "[potential] pecuniary benefit" to
plaintiff were sufficient inducement to bring suit); Republic of New Afrika v.
FBI, 645 F. Supp. at 121 (purely personal motives of plaintiff--to exonerate its
members of criminal charges and to circumvent civil discovery--dictated against
award of fees); Simon v. United States, 587 F. Supp, 1029~ 10:.13 (D.D.C,
1984) (use of FOrA as substitute for civil discovery "is not proper and this
court will not encourage it by awarding fees"); Guam Contractors Ass'n v.
United States Dep't of Labor, 570 F. Supp. at 169 (fee award improper where
plaintiff "used the FOIA as a 'headstart' for discovery"). But see Crooker v:
United States Parole Comm'n, 776 F.2d at 368 (third factor found to favor
plaintiff where "interest was neither commercial nor frivolous; instead his inter
est was to ensure that the Parole Commission relied on accurate information in
making decisions affecting his liberty").

286 Church of Scientology v. United States Postal S~rv., 700 P.2d 486, 494
(9th Cir. 1983).
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cia]; any private interest will do. "287

The fourth factor counsels against a fee award where the agency "had a
reasonable basis in law for concluding that the information in issue was exempt
and that it had not been recalcitrant in its opposition to a valid claim or other
wise engaged in obdurate behavior. "288 In general, an agency's legal basis
for withholding is "reasonable" if any pertinent authority exists to support the
claimed exemption. 289 Even in the absence of supporting authority, withhold
ing may also be "reasonable" where no precedent directly contradicts the agen
cy's position. In an illustrative example, the D.C. Circuit has upheld a district
court's finding of reasonableness when there was "no clear precedent on the
issue, "290 even though the district court's decision in favor of the agency's
withholding was reversed unanimously by the court of appeals, which decisiOr1,
in turn, was affirmed by a near-unanimous decision of the United States Su·

287 Tax Analysts v. United States Dep't of Justice, 965 F.2d at 1095
("'[PJlaintiff was not motivated simply by altruistic instincts, but rather by its
desire for efficient, easy access to [tax] decisions.' II (quoting Tax Analysts v.
United States Dep't of Justice, 759 F. Supp. 28, 31 (D.D.C. 1991»). But see
Asseml;?ly orCal. v. United State~ Dep't Qf CQrnmerce, slip op. at 12 (where
state legislature sought information to challenge federal census count, fees not
precluded by fact that benefits may thereby accrue to state in that "plaintiffs did
not stand to personally benefit but acted as public servants").

288 Cuneo v. Rumsfeld, 553 F.2d at 1365-66;~ LaSalle Extension Univ.
v. FTC, 627 F.2d 481, 484-86 (D.C. Cir. 1980); Fenster v. Brown, 617 F.2d
at 744; Frye v. EPA, slip op. at 11 ("[T]he district court may still deny fees
and costs upon finding that the government had a colorable legal basis for con
cluding that the information in issue was exempt and that the government had
not been recalcitrant in its opposition to a valid claim or otherwise engaged in
obdurate behavior. "); Palmer v. Derwinski, No. 91-197, slip op. at 9-10 (E.D.
Ky. June 10, 1992) ("[Agency] also exhibited good faith in providing substan
tially all of the requested documents, and in redacting only limited portions
which were arguably subject to specific identifiable exemptions. "); see also
Blue v. Bureau of Prisons, 570 F.2d at 534 (factor points in favor of fee award
"if an agency's nondisclosure was designed to avoid embarrassment or thwart
the requester").

289 See Adams v. United States, 673 F. Supp. at 1259-60; see also Ameri
can Commercial Barge Lines Co. v. NLRB, 758 F.2d 1109, 1112-14 (6th Cir.
1985); Republic of New Afrika v. FBI, 645 F. Supp. at 122; ~ United Ass'n
of Jourpeymen & Apprentices. Local 598 v. Department of the Army, 841 F.2d
1459, 1462-64 (9th Cir. 1988) (withholding held unreasonable where agency
relied on one case that was "clearly distinguishable" and where "strong contrary
authority [was] cited by the [plaintiff]"); Core v. United States Postal Serv.,
No. 82-280-A, slip op. at 7 (E.D. Va. May 2, 1984) (agency's refusal to dis
close information, contravening Department of Justice disclosure guidelines
published in FOIA Update, held to raise "a question as to the reasonable basis
in law" for withholding).

290 Tax Analysts v. United States Dep't of Justice, 965 F.2d at 1096-97.
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preme Court. It should also be noted that where the delay in releasing records,
rather than the agency's substantive claim of exemption, is challenged, this
factor does not favor a fee award so long as the agency has not engaged in
"obdurate behavior or bad faith. "291

If a court decides to make a fee award, its next task is to determine an
appropriate fee amount. The starting point in this endeavor is to multiply the
number of hours reasonably expended by a reasonable hourly rate--a calculation
which yields what is termed the "lodestar" fee amount. 292 Not all hours ex~

pended will be deemed to have been "reasonably" expended. For example,
courts have directed attorneys to subtract hours spent litigating claims upon
which the party seeking the fee did not ultimately prevail. 293 In such a case,
a distinction has been made between a loss on a legal theory where "the issue
was all part and parcel of one [ultimately successful] matter, "294 and a reject-

291 Republic of New Afrika v. FBI, 645 F. Supp. at 122; see Frye v. EPA,
slip op. at 11-13 (although agency failed to adequately explain plaintiffs more
than two-year wait for final response (delay previously found "unreasonable" by
court), agency's voluntary disclosure of documents two days before Vaughn
Index deadline did not warrant finding of "obdurate" behavior absent affirma
tive evidence of bad faith); Alliance for Responsible CFC Policy. Inc, v. Cas
tle, 631 F. Supp, at 1471; Simon v. United States, 587 F. Supp. at 1032
("[W]ithout evidence of bad faith, the court declines to impose a fee award to
sanction sluggish agency response. "); Guam Contractors Ass'n v. United States
Dep't of Labor, 570 F. Supp. at 170; &ee also Ridley v. Director, Secret Serv.,
2 Gov't Disclosure Servo (P-H) 182,176, at 82,536 (D.D.C. Feb. 16, 1982)
(mere inadvertent withholding of records should not be considered "unreason
able" for purposes of this factor), affd, 692 F.2d 150 (D.C. Cir. 1982) (table
cite). But see Miller v, United States Dep't of State, 779 F.2d 1378, 1390 (8th
Cir. 1985) ("While these reasons [for delay) are plausible, and we do not find
them to be evidence of bad faith ... they are practical explanations, not rea
sonable legal bases."); United Merchants & Mfrs. V. Meese, No. 87-3367, slip
op. at 3 (D.D.C. Aug. 10, 1988) (unnecessary for plaintiff to show "that de
fendant was obdurate in order to prevail" where there was "no reasonable basis
for defendant to have failed to process plaintiffs application for nearly a
year").

292 See Hensley v. Eck.t(rhart, 461 U.S. 424, 433 (1982) (civil rights case);
Copeli,md v. Marshall, 641 F.2d 880, 891 (D.C. Cir. 1980) (en bane) (Title
VII case).

293 See Hensley v. Eckerhart, 461 U.S. at 434-40; Copeland v. Marshall,
641 F.2d at 891-92.

294 Copeland v, Marshall, 641 F.2d at 892 n.18; see National Ass'n of
Concerned Veterans v. Secretary of Defense, 675 F.2d 1319, 1327 n.13 (D.C.
Cir. 1982) (as modified); National Ass'n of Atomic Veterans. Inc. V. Director,
Defense Nuclear Agency. No. 81-2662, slip op. at 7 (D.D.C. July 15, 1987)
(because plaintiff "clearly prevailed" on its only claim for relief, it is "entitled
to recover fees for time expended ~m the few motions upon which it did not
prevail ").
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ed claim that is "truly fractionable" from the successful claim.295

Additionally, prevailing plaintiffs are obligated to exercise sound billing
judgment; the Supreme Court has emphasized that "[clounsel for the prevailing
party should make a good-faith effort to exclude from a fee request hours that
are excessive, redundant, or otherwise unnecessary. "296 It should be remem
bered, however, that where attorney fees are awarded, the hours expended by
the plaintiff pursuing the fee award also are ordinarily compensable.297

Courts will accept affidavits from local attorneys to support hourly rates,
but they should be couched in terms of specific market rates for particular types
of litigation and they must be well documented. 298 The most recent articula
tion of the proper rate standard, at least within the D.C. Circuit, was set forth
in Save our Cumberland Mountains. Inc. v. Hodel,299 which, in overruling
Laffey v. Northwest Airlines. Inc.,3°O held that the "prevailing market rate
method heretofore used in awarding fees to traditional for-profit firms and pub
lic interest legal services organizations sball apply as well to those attorneys
who practice privately and for profit but at reduced rates reflecting non-

295 See. e.g., Weisberg v. Webster, No. 78-322, slip op. at 3 (D.D.C. June
13, 1985); Newport Aeronautical Sales v. Department of the Nav~, slip op. at
10-11; see also Weisberg v. United States Dep't of Justice, 745 F.2d at 1499
(no award for issues in which plaintiff did "not ultimately prevail" and for
"non-productive time"); Steenland v. CIA, 555 P. Supp. 907, 911 (W.n.N.Y.
1983) (award for work performed after release of records, where all claims of
exemptions subsequently upheld, "would assess a penalty against defendants
which is clearly unwarranted"); Agee v. CIA, No. 79-2788, slip op. at 1
(D.D.C. Nov. 3, 1982) ("plaintiff is not entitled to fees covering work where
he did not substantially prevail"); Dubin v. Department of the Treasury, 555 F.
Supp. 408, 413 (N.D. Ga. 1981) (fees awarded "should not include .fees for
plaintiffs' counsel for their efforts after the release of documents by the Gov
ernment . . . since they failed to prevail on their claims at trial "), aff'd, 697
F.2d 1093 (11th Cir. 1983) (table cite). But se~ Badhwar v. United Sta~s

Dep't of the Air Force, No. 84,,154, slip op. at 3 (P.D.C. Dec. 11, 1986)
("[D]efendants' attempts to decrease [fees] on the grounds that the' plaintiffs did
not prevail as to all issues raised . . . are not persuasive. [The FOIA] requireS
only that the plaintiff should have 'substantially prevailed.'''). .

296 Hensley v. Eckerhart, 461 U.S. at 434, quoted in Assembly of Cal. v,
United States Dep't of Commerce, slip op. at 26.

297 See Copeland v. Marshall, 641 F.2d at 896; see. e.g., Assembly of Cal.
v. United States Deit of Commerce, slip op. at 37-39; Katz v. Yiebster, No.
82-1092, slip op. at 4-5 (S.D.N.Y. Feb. 1, 1990).

298 See National Ass'n of Concerned Veterans v. Secretary of Defense, 675
F.2d at 1325.

299 857 F.2d 1516 (D.C. Cir. 1988) (en bane) (Surface Mining Control alld
Reclamation Act case).

300 746 F.2d 4 (D.C. Cir. 1984), cert. denied, 472 U.S. 1021 (1985).
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economic goals. "30J

The lodestar calculation is strongly presumed to yield the reasonable
fee. 302 Indeed, the Supreme Court has placed stringent limitations on the
availability of any fee i'enhancement" (sometimes termed a "multiplier") above
the lodestar figure, based upon the quality of representation and the results
obtained?03 Except in Powell v. Department of ]ustice,304 a quality en
hancement has never been awarded in a FOIA case.30S

Although it previously has been held that a fee enhancement as compen
sation for the risk in a' contingency fee arrangement might be available in FOIA
cases,306 the Supreme Court has now clarified that such enharicements are DQt
available under statutes authorizing an award of attorney fees to a "prevailing or
substantially prevailing party," such as the FOIA.307

301 857 F.2d at 1524.

302 See Pennsylyania v. Delaware Valley Citizens' Counsel for Clean Air,
478 U.S. 546, 564-65 (1985) [hereinafter Delaware Valley I] (Clean Air Act
case); Blum v. Stenson, 465 U.S. 886, 897 (1984) (civil rights case).

303 See Delaware Valley I, 478 U.S. at 565 (quality enhancements appropri
ate "only in certain 'rare' and 'exceptional' cases, where supported by 'specific
evidence' on the record and detailed findings by the lower courts~ (quoting
Blum v. Stenson, 465 U.S. at 898-901».:

304 No. C-82-326, slip op. at 22-23 (N.D. Cal. Sept. 19, 1985) (pre-Dela
ware Valley I decision awarding fee enhancement based upon "superior repre
sentation").

305 See,' e.g~, National Ass'n of Atomic Veterans. Inc, v. Director. Defense
~cJear Agency, slip op. at 12-13 (fee applicant bears "heavy burden of proof"
to justify quality enhancement; court "not convinced that this is the 'rare or ex
ceptional' case where an upward adjustment is appropriate" (quoting Murray v.
Weinberger, 741 F.2dI423. 1428 (b~c. Cir. 1984»); Newport Aeronautical
Sales v. Department of the Nayy, slip op. at 17 ("Blum v. Stenson makes clear
that only the most exceptional cases wiH warrant an increase to the lodestar.").

306 See, e.g., Weisberg v. United States Dep't of Justice, 848 F.2d at 1272
(ruling that two-part test fashioned in Justice O'Connor's concurring opinion in
PennSYlvania v. Delaware Valley Citizens' CQuncil for Clean Air, 483 U,S.
711, 731-34 (1987), is applicable to FOrA cases); Allen v. FBI', 751 F. Supp.
255, 256 (D.D.C. 1990) (100% fee enhancement awarded in FOIA case); see
also McKenzie v. KennickeU, 875F.2d 330, 334 (D.C. Cir. 1989) (Title VII
case) .

. 307 City of BurJingtonv. Dague, 112 S. Ct. at.2641 (prohibiting contingen
cy enhancement in environmental fee-shifting statutes and noting that case law
"construing what is a 'reasonable' fee applies uniformly to all [federal fee
shifting'statutes]"); see also King v. Palmer, 950 F.2d 771, 775 (D.C. Cir.
1991) (en bane) (pre-City of Burlington Title VII contingency enhancement case

(continued...)
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While "interim" attorney fees may be sought before the conclusion of a
suit,308 a majority of courts have declined to award them, absent extenuating
circumstances, due to the inefficient and "piecemeal n nature of such relief. 309
Where interim fees are approved, however, payment of the fees need not await
the final judgment in the action.310 It should also be noted that where an sub
stantive legal issues have been resolved by the district court, the mere pendency
of an application for fees does not preclude appellate review of the district
court's decision on the merits. 3ll

307(... continued)
which anticipated result later reached by Supreme Court), cert. denied, 112 S.
Ct. 3054 (1992).

308 See Rosenfeld v. United States, 859 F.2d 717, 723-27 (9th Cir. 1988);
Washington Post v. DQD, 789 F. Supp. at 424-25; Allen v. DOD, 713 F.
Supp. 7, 11-12 (D.D.C. 1989).

309 See, e.g., Irons v. FBI, No. 82-1143-G, slip op. at 9-10 (D. Mass. June
26, 1987) (no interim fees where government has not "resisted actively, or
through egregious delay, compliance with a proper document request"); Shan
mugadhasan v. Arms Control & nisarmament Agency, No. 84-3033, slip op. at
2 (D.D.C. Aug. 9, 1985) (interim fees denied as "premature"); Hydron Lab..
Inc. v. EPA, 560 F. Supp. 718, 722 (D.R.I. 1983) (refusing to deal "piece
meal" with questions concerning entitlement to attorney fees); Letclier v. Unit
ed States Dep't of Justice, 1 Gov't Disclosure Servo (P-H) 1 80,252, at 80,631
(D.D.C. Oct. 2, 1980) (interim award "would likely result in duplication of
effort, as fees might be requested at successive stages"); Biberman v. FBI, 496
F. Supp. 263, 265 (S.D.N.Y. 1980) (interim fees are exceptional and "because
of the inefficiency of such a procedure, such an award ought to be made only in
those cases in which it is necessary to the continuance of the litigation which
has proven to be meritorious at the time of the application"). But see Wilson v.
United States Dep't of Justice, slip op. at 3 (interim fees awarded "for time
spent addressing the fee waiver question" on which plaintiff prevailed); Allen v.
FBI, 716 F. Supp. 667, 669-72 (D.D.C. 1989) (awarding interim fees for work
leading toward "first phase" release of nonexempt documents, but declining to
award them as to all such documents not yet released); Allen v. DOD, 713
F.2d at 12-13 (awarding interim fees, but only "for work leading toward the
threshold release of non-exempt documents" and holding that "(a]ny claims for
fees resulting from a dispute over the applicability of a particular exemption to
specific documents (a phase two dispute) would only be cognizable at the end of
the litigation"); Powell v. United States Dep't of]ustice, 569 p, Supp. 1192,
1200 (N.D. Cal. 1983) (four factors to be considered, in court's discretion, for
award of interim fees: degree of hardship on plaintiff and counsel; existence of
unreasonable delay by government; length of time case already pending; and
length of time required before litigation is concluded).

310 Rosenfeld v. United States, 859 F.2d at 727; Washington Post v. DOD,
789 F. Supp. at 425.

311 See McDonnell v. United States, No. 91~5916, slip op. at 9 (3d Cir.
Sept. 21, 1993) ("Even if a motion for attorney's fees is still pending in the

(continued...)
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Finally, it should be noted that in a case decided under Title VII, but
logically applicable to the FOIA as well, the Supreme Court has held that,
absent an express waiver, a private party cannot recover interest against the
federal government. 312 Indeed, a fee enhancement to compensate counsel for
delay in receiving fees was deemed "interest" and, accordingly, was denied in
Weisberg v. Department of Justice. 313

Sanctions

Although the FOIA does not authorize any award of monetary damages to
a requester, either for an agency's unjustified refusal to release records,314 or
for allegedly improper disclosure of information,3ls the Act does provide that,
in certain narrowly prescribed circumstances, agency employees who act arbi
trarily or capriciously in withholding information may be subject to disciplinary
action. Subsection (a)(4)(F) of the FOIA, as amended, provides:

Whenever the court orders the production of any agency records
improperly withheld from the complainant and assesses against the
United States reasonable attorney fees and other litigation costs,
and the court additionally issues a written finding that the circum
stances surrounding the withholding raise questions whether agency
personnel acted arbitrarily or capriciously with respect to the with
holding, the Special Counsel [of the Merit Systems Protection
Board] shall promptly initiate a pr.oceeding to determine whether

311 ( •••continued)
district court, that motion does not constitute a bar to our exercise of jurisdic
tion under § 1291. II (citing Budinich v, Becton Dickinson & Co., 486 U.S.
196, 198-202 (1988») (to be pUblished); see also Anderson v. HHS, No. 92
4125, slip op: at 4 (10th Cir. Aug. 27, 1993) ("'We think: it indisputable that a
claim for attorney's fees is not part of the merits of the action to which the fees
pertain. '" (citing Budinich, 486 U.S. at 200» (to be published).

312 Librarx of Congress v, Shaw, 478 U.S. 310, 314 (1986).

313 848 F.2d at 1272,
. .

314 Thompson v. Walbran, 990 F,2d 403, 405 (8th Cir.199~); Papich V.
:United States Parole Comm'n, No, 92-790, slip op, at 1 (D.D.C. June 23,
1993); Duffy v. United States, No. 87-C-10826, slip op. at 31-32 (N.D, Ill.
May 29, 1991) ("money damages is not a remedy authorized in the FOIA");
Daniels v, St. Louis Veterans Admin. Regional Office, 561 F. Supp. 250, 251
(E,D. Mo. 1983); Diamond v, FBI, 532 F. Supp. 216, 233 (S.D,N.Y. 1981),
aff'd on other grounds, 707 F.2d 75 (2d Cir. 1983), cerL denied, 465 U.S.
1004 (1984).

31S Sterling v. United States, 798 F. Supp. 47, 48 & n,2 (D,D.C. 1992)
(neither FOIA nor Administrative Procedure Act authorize award of monetary
damages for alleged improper disclosure) (appeal pending).
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disciplinary action is warranted against the officer or employee who
was primarily responsible for the withholding.316

Thus, there are three distinct jurisdictional prerequisites to the commence
ment of a Special Counsel investigation under the FOIA: (1) the court must
order the production of agency records found to be improperly withheld; (2) it·
must award attorney fees and litigation costs; and (3) it must issue a specific
"written finding" of suspected arbitrary or capricious conduct. 317 In one case,
Miller v. Webster, it was found that the circumstances surrounding the with- .
holding of small portions of three documents did "suggest that the agency deci
sion was arbitrary and capricious. ,,318 Despite having ordered disclosure of
this information and awarding attorney fees, the court refused to refer the "al
leged violation" to the Merit Systems Protection Board, citing the common law
maxim of "de minimis non curat lex" (the law takes no notice of trifling mat
ters).319 Nevertheless, the viability and importance of this sanction provision
should not be overlooked by agency FOIA personnel.320

Additionally, the Special Counsel of the Merit Systems Protection Board
is authorized by a provision of the WhistleblowerProtection Act of 1989 to in
vestigate certain allegations concerning arbitrary or capricious withholding of·
information requested under the FOiA.:m A significant distinction between
this provision and subsection (a)(4)(F) of the FOIA is that the former does not
require a judicial finding--indeed, no lawsuit need even be filed. to invoke this

3t65 U.S.c. § 552(a)(4)(F) (1988).

317 See, e.g., Simon v. United States Dep't of Labor, No. 83-3780, slip.op.
at 2-3 (D.D.C. Mar. 21, 1984) (court refused to issue "sancti()ns" finding
where all requested records had been produced in their entireties, because it .
could not order production of any records); Emery v. Laise, 421 F. Supp. 91,
93 (D.D.C. 1976) (same), afrd sub nom. Emery v. Reinhardt, No. 76-1973
(D.C. Cir. Oct. 26, 1977); see also Wilderv. IRS, 601 F. Supp. 241, 243
(M.D. Ala. 1984) (although disclosure delayed, no sanctions imposed because
all material released); Idaho Wildlife Fed'n v, Forest Serv" 3 Gov't Pisclosure.
Servo (P-H) f 83,271, at 84,058 (D.D.C. July 21, 1983) (no sanctions wh~re

agency records not improperly withheld); Norwood v. FAA, No. 83-2315, slip
op. at 20 (W.D. Tenn. pee. 11, 1991) (where court denies fees o.n ground that
plaintiff is pro se, "the issuance of written findings pursuant to 5 U,S.C.
§ 552(a)(4)(F) would be inappropriate since both prerequisites have not been
met"), aff'd in part, rev'd in part on other grounds, 993 F.2d 570 (6th Cir. .
1993). Contra Ray V. United States Dep't of Justice, 716 F. Supp. 1449, 1451
52 (S.D. Fla. 1989) ("court order" requirement satisfied even though no record
found to be improperly withheld):

318 No. 77-C-3331, slip op. at 4 (N.D. Ill. Oct. 27, 1983);

319 Id.

320 See FoIA Update, Summer 1983, at 5..

321 5 U.S.C. § 1216(a)(3) (Supp. IV 1992).
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other sanction procedure.312

Finally, as in all civil cases, courts may exercise their discretion to im
pose sanctions on FOIA litigants and government counsel who have violated
court rules or shown disrespect for the judicial process.323 In determining
whether to impose sanctions on plaintiffs, district courts review the number and
content of court filings and their effect on the courts as indicia of frivolousness
or harassment.324 ~[M}ere litigiousness alone does not support the issuance of
an injunction" against filing further lawsuits. 325 For example, as a sanction
under Rule 11 of the Federal Rules of Civil Procedure, a frequent FOIA re
quester who filed more than forty-nine FOIA lawsuits over eight years and who
routinely failed to oppose motions to dismiss, was ordered to justify in any sub
sequent lawsuits why the principle of res judicata did not bar the intended
suit.326

Considerations on Appeal

As a threshold matter, particularly in view of the exceptionally high
percentage of FOIA cases decided by means of summary judgment, it should
always be remembered that not all orders granting judgment to a party on a

, .

322~ H.R. Rep. No. 1717, 95th Cong., 2d Sess. 137 (1978), reprinted in
1978 U.S.C.C.A.N. 2723, 2870 ("[T]his provision is not intended to require
that an administrative or court decision be rendered concerning withholding of
infonnation before the Special Counsel may investigate allegations c;>f such a
prohibited practice. ").

323 See,e',g., Schanen v. United States Dep't of Justice, 798 F.2d 348, 350
(9th Cir. 1986) (although exemption claims ultimately upheld, government
ordered to pay plaintiffs attorney fees and costs due to government counsel's
failure to competently defend claims); Oklahoma Publishing Co. v. HUD, No.
87-1935-P, slip op. at 7 (W.O. Okla. June 17, 1988) (attorney fees assessed
against government when counsel failed to comply with scheduling and disclo
sure orders); Hill v. Department of the Air Force. No. 85-1485, slip op. at7
(D,N.M. Sept. 4, 1987) (because of unreasonable delay in processing FOIA
request, documents ordered processed at no further cost to plaintiff), aifd on

" other grounds, No. 86-2418 (10th Cir. Mar. 30, 1988); see also Van Bourg,
Allen, Weinberg & Roger v. NLRB, 762 F.2d 831, 833 (9th Cir. 1985) (warn
ing that sanctions will be imposed if plaintiffs counsel again "fails to inform us
about material facts or procrastinates in obeying our orders "); £f.., Center for·
Nat'l Sec. Studies v. INS, No. 87-2068, slip op. at 2 (D.D.C. .July 27, 1988)
(discovery ordered against government for failure to comply with previous
estimates of processing time and to explain discrepancies in time estimates).

324 See, e.g., In re Powell, 851 F.2d 427,431-34 (D.C. Cir. 1988) (per
curiam).

325 rd, at 434.

326 Crooker v. United States Marshals Serv., 641 F. Supp. 1141, 1143
(D.D.C. 1986).
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ForA issue are immediately appealable. 327

Once a case is on appeal, it is necessary for the government to obtain a
stay of any trial court disclosure order. The government's motion for such a
stay should be granted as a matter of course in FOIA cases, as denial would
destroy the status quo and would cause irreparable harm to the govermnent
appellant by mooting the issue on appeal, whereas granting such a stay causes
relatively minimal harm to the appellee.32&

327 See. e.g., Church of Scientology Int'l v. IRS, 995 F.2d 916, 921 (9th
Cir. 1993) (court ruling that document is nonexempt, without accompanying
disclosure order, held nonappealable); Ferguson v. FBI, 957 F.2d 1059, 1063,:,
64 (2d Cir. 1992) (while "partial disclosure orders in FOIA cases are appeal
able," fact that district court may have erred in deciding question of law does
not vest jurisdiction in appellate court where no disclosure order has yet been
entered and, consequently, no irreparable harm would result); Center for Nat'l
Sec. Studies v. CIA, 711 F.2d 409, 413-14 (D.C. Cir. 1983) (no appellate jur
isdiction to review district court order granting summary judgment to defendant
on only one of twelve counts in complaint because district court order did not
affect "predominantly all" merits of case and plaintiffs did not establish that
denial of relief under 28 U.S.C. § 1292(a)(l) (1988) would cause them irrepa
rable injury); see also Summers v. United States Dep't of Justice, 925 F.2d
450, 453 (D.C. Cir. 1991) (grant of stay of proceedings under Open America
not appealable "final decision"); Rosenfeld v. United States, 859 F.2d 717, 727
(9th Cir. 1988) (award of interim attorney fees not appealable); Hinton v. FBI,
844 F.2d 126, 129-33 (3d Cir. 1988) (form of Vaughn order not appealable); In
re Motion to Compel filed by Steele, 799 F.2d 461, 464-65 (9th Cir. 1986);
Metex Corp. v. ACS Indus., 748 F.2d 150, 153 (3d Cir. 1984); Green v. De
partment of Commerce, 618 F.2d 836, 839-41 (D.C. Cir. 1980). Byt see also
John Doe Corp. v. John Doe Agency, 850 F.2d 105, 107-08 (2d Cir. 1988)
(finding district court order denying motion for disclosure of documents, prepa
ration of Vaughn Index and 'answers to interrogatories appealable, and reversing
on merits), rev'd, 493 U.S. 146 (1989); Irons v. FBI, 811 F.2d 681, 683 (lst
Cir. 1987) (allowing government to appeal motion for partial summary judg
ment for plaintiff, stating that appellate jurisdiction vests at time order is made
for government to turn over records).

328 See. e.g., Assembly of Cal. v. United States Dep't of COmmerce, No.
S91-990, slip op. at 3 (E.D. Cal. Aug. 20, 1991) (order granting preliminary
injunction and refusing to stay disclosure), stay denied, No. 91-16266 (9th Cir.
Aug. 30, 1991), stay granted, 112 S. Ct. 19 (1991); Rosenfeld v. United States
Dep't of Justice, 111 S. Ct. 2864 (1991) (full stay pending appeal granted);
John Doe Agency v. John Doe Corp., 488 U.S. 1306, 1307 (Marshall, Circuit
Justice 1989) (granting stay based upon "balance of the equities"); see also Prov
idence Journal Co. v. FBI, 595 F.2d 889, 890 (1st Cir. 1979); Antonelli v.
FBI, 553 F. Supp. 19, 25 (N.D. Ill. 1982); see generally FOIA Update, Sum
mer 1991, at 1-2. But see Manos v. United States Dep't of the Air Force, No.
93-15672, slip op. at 2 (9th Cir. Apr. 28, 1993) (stay of district court disclo
sure order denied where government "failed to demonstrate . . . any possibility
of success on the merits of its appeal," despite appellate court's recognition that

(continued...)
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In reviewing FOIA decisions, appellate courts most commonly determine
(1) whether the district court had an adequate factual basis for its determination,
and (2) assuming the existence of an adequate factual basis, whether the court's
determination was clearly erroneous.J29 Arguably, however, the legal stand
ard of review for cases in which the district court awarded summary judgment
should be more akin to de novo review. 330 Nevertheless, a trial court deci-
sion refusing to allow discovery will be reversed only if the court abused its
discretion.m Similarly, a "reverse" FOIA case--which is brought under the
Administrative Procedure Act--is reviewed only with reference to whether the
agency acted in a manner that was "arbitrary, capricious, an abuse of discre
tion, or otherwise not in accordance with law," based upon the "whole [ad-

328( ••• continued)
such denial would render appea~ moot); Powell v. United States Dep't of Jus
tice, No. C-82-326, slip·op. at 5 (N.D. Cal. June 14, 1985) (denying stay of
decision ordering release of, inter aHa, classified information, because of gov
ernmental delay and "obfuscation"), stay denied, No. 85-1918 (9th Cir. July
18, 1985), stay denied, No. A~84 (Rehnquist, Circuit Justice July 31, 1985)
(undocketed order).

329 See, e.g., McDonnell v. United States, No. 91-5916, slip Opt at 2 (3d
Cir. Sept. 21, 1993) (to be published); Miscavige y. IRS, No. 92-8659, slip op.
3284, 3285 (11th Cir. Sept. 17, 1993) (to be published); Van Strum y. EPA,
No. 91-35404, slip op. at 2 (9th Cir. Aug. 17, 1992); SUets v. United States
Dep't of Justice, 945 F.2d 227, 232 n.2 (7th Cir. 1991) (en bane), cen. denied,
112 S. Ct. 2991 (1992); National Wildlife Fed'n v. Forest Serv., 861 F.2d
1114,1116 (9th Cir. 1988); Spannaus v. United States Dep't of Justice, 813
F.2d 1285, 1288 (4th Cir. 1987); Villanueva 'l. United States Dep't of Justice,
782 F.2d 528, 530 (5th Cir. 1986); International Bhd. of Elec. Workers v.
HUD, 763 F,2d 435; 435-36 (D.C, Cir. 1985); see also Pa,yne Enters. v. Unit
ed States, 837 F,2d 486, 494 (D.C. Cir, 1988) (abuse of discretion standard);
DeBold v. Stimson, 735 F,2d 1037, 1040 (7th Cir. 1984) (trial court's factual
finding that aU requested records had been produced was not c1eariy erroneous
and would therefore not be reversed on appeal).

330 See Anderson v. HHS, 907 F.2d 936, 942 (10th Cir. 1990) ("[W]e must
review de novo t."Ie district court's legal conclusions that the requested materials
are covered by the relevant FOIA exemptions."); Aronson v. BUD, 822 F.2d
182, 188 (1st Cir. 1987); 10 Charles A. Wright et al., Federal Practice and
Procedure § 2716 (1983); see alsg Bowers v. !Jnited States De.p't of Justice,
930 F.2d 350, 353 (4th Cir.) (appe!!ate review de novo on question of law),
cert. denied, 112 S. Ct. 308 (1991); Kaganove v. EPA, 856 F.2d 884, 886 (7th
Cir. 1988) (same), cert. denied, 488 U.S. 1011 (1989).

331 See Church of Scientology v. IRS, 991 F.2d 560, 562 (9th Cir. 1993);
Meeropol v. Meese, 790 F.2d 942, 960 (D.C. Cir. 1986); Northrop Corp. v.
MqDopnell Douglas Corp" 751 F.2d 395, 399 (D.C. Cir. 1988).
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ministrative] record. 11332

It is noteworthy that in routine FOIA cases where the merits and law of a
case are so clear as to justify summary disposition, summary affirmance or re
versal may be appropriate. 333 Other procedures are available for discharging
the appellate court's functions in unusual procedural circumstances.334

Lastly, Rule 39(a) of the Federal Rules of Appellate Procedure is applied
to award costs to the government when it is successful in the FOIA appeal; the
Court of Appeals for the District of Columbia Circuit has held that the pre
sumption in Rule 39(a) favoring such awards of costs is fully applicable in
FOIA cases.335

"REVERSE" FOIA

A "reverse" FOIA action is one in which the submitter of information-
usually a corporation or other business entity that has supplied an agency with
data on its policies, operations or products--seeks to prevent the agency from
releasing the information to a third party in response to a FOrA request. I The
agency's decision to release the information will ordinarily "be grounded either
in its view that none of the FOrA exemptions applies, and thus that disclosure
is mandatory, or in its belief that release is justified in the exercise of its discre
tion, even though the information falls within one or more of the statutory

332 AT&T Info. Sys. v, GSA, 810 F.2d 1233, 1236 (D.C. Cir. 1987);~
Reliance Elee, Co. v. Consumer Prod. Safety Comm'n, 924 F.2d 274, 277
(D.C. Cir. 1991).

333 See. e.g., Taxpayers Watchdog. Inc. v. Stanle~, 819 F.2d 294, 297
(D.C. Cir. 1987) (per curiam); Walker v. Washington, 627 F.2d 541, 545
(D.C. Cir.) (per curiam), cert. denied, 449 U.S. 994 (1980).

334 See, e.g., Constan,gy. Brooks & Smith v. NLRB, 851 F.2d 839, 842
(6th Cir. 1988) (inappropriate to vacate district court order, after fully complied
with, when attorney fees issue pending; proper procedure is to dismiss appeal);
Larson v. Executiv~ Office for United States AttQrney~. No. 85-6226, slip op.
at 4 (D.C. Cir. Apr. 6, 1988) (when only issue on appeal is mooted, initial
lower court order should be vacated without prejudice and case remanded).

335 See Baez v. United States Dep't of Justice, 684 F.2d 999, 1005-07
(D.C. Cir. 1982) (en bane).

l See CNA Fin. Corp. v. Donovan, 830 F.2d 1132, 1133 n.1 (D.C. Cir.
1987), cert. denied, 485 U.S. 977 (1988); cf. Gulf Oil Corp I V. Brock, 778
F.2d 834, 838 (D.C. Cir. 1985) (when FOIA request withdrawn while case on
appeal, dispute that was once before court became moot); Sterling v. United
States, 798 F. Supp. 47, 48 (D.D.C. 1992) (once record has been released,
"there are no plausible factual grounds for a 'reverse FOIA' claim") (appeal
pending).
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exemptions. "2

The landmark case in the reverse FOIA area is Chrysler Corp. v.
Brown,3 in which the Supreme Court held that jurisdiction for a reverse FOIA
action cannot be based on the FOIA or the Trade Secrets Act4 (a broadly word
ed criminal statute prohibiting disclosure of "practically any commercial or
financial data collected by any federal employee from any source"S), but that
such actions can be brought under the Administrative Procedure Act (APA).6
Accordingly, reverse FOIA plaintiffs ordinarily argue that an agency's contem
plated release would violate the Trade Secrets Act and thus would "not be in
accordance with law" or would be "arbitrary and capricious" within the mean
ing of the APA.7

In Chrysler, the Supreme Court specifically did not address the "relative
ambits" of Exemption 4 and the Trade Secrets Act, nor did it determine wheth
er the Trade Secrets Act qualified as an Exemption 3 statute. 8 Almost a dec
ade later, the Court of Appeals for the District of Columbia Circuit, after re
peatedly skirting these difficult issues, "definitively" resolved them. 9 With re-

2 CNA, 830 F.2d at 1134 n.1.

3441 U.S. 281, 292-317 (1979).

4 18 U.S.C. § 1905 (1988).

5 CNA, 830 F.2d at 1140.

65 U.S.C. §§ 701-706 (1988); see. e.g., Kansas Gas & Elec. Co. v. NRC,
No. 87-2748, slip op. at 3 (D.D.C. July 2, 1993) ("party seeking to prevent
disclosure ... must rely on other sources of law, independent of FOIA, to
justify enjoining disclosure"); Environmental Technology. Inc. v. EPA, 822 F.
Supp. 1226, 1228 (B.D. Va. 1993); see also McDonnell Douglas Corp. v.
~, No. 92-2211, transcript at 32 (D.D.C. Sept. 30, 1992) (bench order)
(submitter sought injunction under APA to prevent agency from making public
announcement of exercised option price in government contract awarded to
submitter) (motion for reconsideration pending).

7 See, e.g., Acumenics Research & Technology v. Department of Justice,
843 F.2d 800, 804 (4th Cir. 1988); General Elec. Co. v. NRC, 750 F.2d 1394,
1398 (7th Cir. 1984); Lykes Bros. S.S. Co. v. Pena, No. 92-2780, slip op. at 5
(D.D.C. Sept. 2, 1993); General Dynamics Corp. v. United States Dep't of the
Air Force, 822 F. Supp. 804, 806 (D.D.C. 1992) (appeal pending); McDonneH
Douglas Corp. v. NASA, No. 91-3134, transcript at 6 (D.D.C. Jan. 24, 1992)
(bench order) (appeal pending); Raytheon Co. v. Department of the Navy, No.
89-2481, ·slip op. at 4- (D.D.C. Dec. 22, 1989); cr. Kansas Gas & Elec. Co. v.
NRC, slip op. at 4 (holding that submitter's "unsuccessful earlier attempt" to
suppress disclosure in state court "effectively restrains it" from raising same
arguments again in reverse FOIA action).

8441 U.S. at 319 n.49.

9 See CNA, 830 F.2d at 1134.
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gard to the Trade Secrets Act and Exemption 3, the D.C. Circuit held that the
Trade Secrets Act does not qualify as an Exemption 3 statute under either of
that exemption's subparts, particularly as it acts only as a prohibition against
"unauthorized" disclosures. 1o Indeed, because "agencies conceivably could
control the frequency and scope of its application through regulations adopted
on the strength of statutory withholding authorizations which do not themselves
survive the rigors of Exemption 3," the D.C. Circuit found it inappropriate to
classify the Trade Secrets Act as an Exemption 3 statute. II (For a further dis
cussion of this poin~, see Exemption 3, above.)

In addition, the D.C. Circuit ruled that the scope of the Trade Secrets
Act is not narrowly limited to that of its three predecessor statutes, and that
instead, its scope is "at least co-extensive with that of Exemption 4. "12 Thus,
information faIling within the ambit of Exemption 4 would also fall within the
scope of the Trade Secrets Act. l3 Accordingly, in the absence of a regulation
authorizing disclosure--which would remove the Trade Secrets Act's disclosure
prohibition14--a determination that requested material falls within Exemption 4
is tantamount to a determination that the material cannot be released, because to
do so would violate the Trade Secrets Act-IS To the extent information faUs
outside the scope of Exemption 4, the D.C. Circuit found that there was no
need to determine whether it nonetheless still fits within the outer boundaries of
the Trade Secrets Act. 16 Such a ruling was unnecessary because the FOIA it
self would provide the necessary authorization to release any information not

10 Id. at 1141.

11 Id. at 1139-40.

12 Id. at 1151; accQrd McDonnell Douglas Corp. v. Rice, transcript at 35;
General Dynamics Corp. v. United States Dep't of the Air Force, 822 F. Supp.
at 806.

13 See. e.g., Raj'theon Co. v. Department of the Navy, slipop. at 4.

14 See. e.g., St. Mary's Hasp.. Inc. v. Harris, 604F.2d 407,409-10 (5th
Cir. 1979); Jackson v. First Fed. Sav., 709 F. Supp. 887, 890-94 (E.D. Ark.
1989); cf. South Hills Health Sys. v. Bowen, 864 F.2d 1084, 1093 (3d Cir.
1988) (rejecting challenge to validity of Trade Secrets Act disclosure regulation
as unripe).

15 CNA, 830 F.2d at 1151-52; accord Pacific Architects & Eng'rs v. United
States Dep't of State, 906 F.2d 1345, 1347 (9th Cir. 1990) (where release of
requested information is barred by the Trade Secrets Act, agency "does not
have discretion to release it"); Environmental Technology, Inc. v. EPA, 822 F.
Supp. at 1228 (Trade Secrets Act "bars disclosure of information that falls
within Exemption 4"); General Dynamics CQrp. v. United States Dep't of the
Air Force, 822 F. Supp. at 806 (finding that Trade Secrets Act "is an indepen
dent prohibition on the disclosure of information within its scope"); see also
FOrA Update, Summer 1985, at 3 (discussing Trade Secrets Act bar to discre
tionary disclosure under Exemption 4).

16 CNA, 830 F.2d at 1152 n.139.
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falling within one of its exemptions. 17

In Chrysler, the Supreme Court held that the APA's predominant scope
and standard of judicial review--review on the administrative record according
to an arbitrary and capricious standard--should "ordinarily" apply to reverse
FOIA actions. '8 Indeed, the D.C. Circuit has strongly emphasized that jUdi
cial review in reverse FOIA cases should be based on the administrative record,
with de novo review reserved for only those cases where an agency's adminis
trative procedures were "severely defective." 19

More recently, the D.C. Circuit reaffirmed its position on the appropriate
scope of judicial review in reverse FOIA cases, holding that the district court
"behaved entirely correctly" when it rejected the argument advanced by the
submitter--that it was entitled to de novo review because the agency's factfind
ing procedures were inadequate--and. instead confined its review to an examina
tion of the administrative record.zo The Court of Appeals for the Ninth Cir
cuit, likewise rejecting a submitter's challenge to an agency's factfinding proce
dures, recently held that judicial review based on the administrative record was
appropriate in a reverse FOIA suit. 21

Because judicial review in reverse FOiA cases is ordinarily based on a
review of an agency's administrative record, it is vitally important that agencies

17 Id.

18 441 U.S. at 318; accord Reliance Elec. Co. v. Consumer Prod. Safe~

Comm'n, 924 F.2d 274, 277 (D.C. Cir. 1991).

19 National Org. for Women v. Social Sec. Admin., 736 F.2d 727, 745
(D.C. Cir. 1984) (per curiam) (McGowan & Mikva, JJ., concurring in result);
accord Acumenics Research & Technology v. United States Dep't of Justice,
843 F.2d at 804~05; Burnside-QtJ Ayiation Traimng Ctr" Inc. v. United States,
617 F. Supp. 279, 282-84 (S.D. Fla. 1985); £f.. Alcolac. Inc. v. Wagoner, 610
F. Supp. 745,749 (W.D. Mo. 1985) (agency confidentiality determination
upheld as "rational"). But see Carolina Biological Supply Co. v. United Sta~s

Dep't of Agric., No. 93CVOO1l3, slip op. at 4 & n.2 (M.D.N.C. Aug. 2,
1993) (applying de novo review after observing that standard of review issue
presented close "judgment call"); Artesian Indus. v. HHS, 646 F. Supp. 1004,
1005-06 (D. D.C. 1986) (court flatly rejected position advanced by both parties
that it base its decision on agency record according to arbitrary .and capricious
standard).

20 CNA, 830 F.2d at 1162; see. e.&., General Dynamics Corp. v. United
States D~p't of the Air Force, 822 F. Supp. at 806-07; McDowell Douglas
Corp. v. NASA, transcript at 6 (recognizing that court has "very limited scope
of review"); International Computaprint Corp. v. United States Dep't of Com
merce, No. 87-1848, slip op. at 12-13 (D.D.C. Aug. 16, 1988); Davis Corp. y.
United States, No. 87-3365, slip op. at 5 (D.D.C. Jan. 19. 1988).

21 Pacific Architects & Eng'rs v. United States Dep't of State, 906 F.2d at
1348.
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take care to develop a comprehensive one. 22 Indeed, the Couft or'Appea]s'for '
the Seventh Circuit once chastised an agency for failing to develop an ,adequate
record in areverse FOIA action. Although recognizirtg fuat' procedures de
signed to determine the confidentiality of requested records need not be "as '
elaborate as a licensing," it found that the agency's one-line decision rejecting
the submitter's position "validates congressional'criticisms of the excessive
casualness displayed by some agencies in resolving disputes over the application
of exemption 4. ,,23 '. ,

Likewise, two other reverse FOIA cases had to be remanded' back to the
agency for development of a more compl~te administrative record before the
court could conduct its review. In one, the D.t. Circuit reversed the decision
of the district court, which had permitted an inadequate record to be supple
mented in court by an agency affidavit, 'holding that because th~ agehcy had
failed at the administrative level to give a reason fOf'its refusal to 'withhold
certain price information, it was precluded from offering a "post-hoc rationali
zation it for the first time in court. 24 The D.C>CIrcuit emphiui!.z6d' that jUdicial
review in reverse FOrA cases must be conducted on the' basis of the' "admini
strative record compiled by the agency in advan6e' of Iit~gatioiI.h2s ' Of course,
agency affidavits that do "no more than summarize'the administrative record"
are permissible. 26 '.. ': '

In another case, the D.C. Circuit affirmed the decision of the district
court to remand the case back to the SEC for further proceedings because the
court was unable to perform its II reviewing function'" in the absence of a com-

, .

n See Reliance Elec. Co. v. Consumer Prod. Safw Conyri;n, 924 F.id at
277 (court "cannot properly perform" its revieWing functlon '''urness the agency
has explained the reasons for its decision"). Compare McDQnneli DO)lglas
Corp. v. NASA, transcript at 6 (agency's action'found arbitrary and capricious
based on insufficient agency record) with General Dynamics Corp. v. United
States Dep't of the Air Force, 822 F. 5upp. at 806 (agepcy's action found not
to be arbitrary and capricious based upon "lengthy and thorough'" admirustrative
record). ' .',

23 General Elec. eg. v. NRC, 750 F.2d at 1403 (case remanded,for elabo
ration of basis for agency's decision).

l4 AT&T Info. Sys. v. GSA, 810 F.2d 1233, 1236 (D.C. Cir. 1987).
. ::

25 Id.; see also General Dynamics Corp. v. United States Dep'tof the Air
Force, 822 F. Supp. at 805 n.1 (refusing to allow submitter to supplement
record). ,"

26 Hercules, Inc. v. Marsh, 839 F.2d 1027, 1030 (4th Cir. 1988); accQrd
Lykes Bros. 5.S. Co. v. Pena, slip op. at 16 (agency affidavit that "merely
elaborates" on basis for agency decision and "provides a background for under
standing the redactions" proposed, found permissible); see also, e.g., Interna
tional Computaprint Corp. v. United States Dep't of commerce, slip op:af 12
0.36. "
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plete admini~trative recordY In that decision, the D.C. Circuit also rejected
the SEC's argument ,that a reverse-FOIA plaintiff bears the burden of proving
the nonpublic availability of information, finding that it is "far more efficient,
and obviously fairer" for the burden to be placed on the party who claims that
the information is public. 28 It also upheld the district court's requirement that
the SEC prepare a document-by-document explanation for its denial of confi
dential treatment,29 Specifically, the D.C. Circuit found that the agency's
burden of justifying its decision "cannot be shirked or shifted to others simply
because the decision was taken in a reverse-FOIA rather than a direct FOIA
context. "30 Moreover, it observed, in cases where the public availability of
information is the basis for an agency's decision to disclose, the justification of
that position is "inevitably documenHpecific. "31

Rather than order a remand, the District Court for the District of Colum
bia has recently ruled against an agency--even going so far as to permanently
enjoin it from releasing the requested information--on the basis of a record that
it found insufficient under the standards of the APA.32 Specifically, the court
noted that the agency "did not rebut any of the evidence produced" by the sub
mitter, "did not seek or place in the record any contrary evidence, and simply
hard] determined" that the evid~nce offered by the submitter was "insufficient
or not credible. "33 This, the court found, "is classic arbitrary and capricious
action by a government agency. "34

Conversely, this same court upheld an agency's disclosure determination
on the basis of an administrative record that demonstrated that the agency "spe
cifically considered II and "understood" the arguments of the submitter and
"provided reasons for rejecting them. "35 In so ruling, the court took note of
the "lengthy and thorough" administrative process, during which the agency

27 Occidental fettoleuffi Cgrp. v, SEC, 873 F.2d 325, 346 (D.C. Cir.
1989); see also Reliance Elec, Co, v. Consumer Prod. Safety Comm'n, 924
F.2d at 278-81 (remanding case due to inadequacy of agency's administrative
record). ' , '

28 Occidental PetroJ(mm Corp I v. SEC, 873 F.2d at 342.

29 .M:. at 343-44.

30 kl at 344.

31 Id.

32 McD~nnell QQYilgs Com. v, NASA, transcdpt at 5-6, 10; see also Envi
ronmental Technolgsy. Inc. v. EPA, 822 F. Supp. at 1230 (without even ad
dressing adequacy of agency record, court perfunctorily granted submitter's
motion for permanent injunction).

33 McDQnnell Douglas Call'. v. NASA, transcript at 6.

34 I4..
, ' ,

35 qeneral Dynamics C;oQ;!.v. United States Dep't of the Air FQrce, 822 F.
Supp. at 807.
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"repeatedly solicited and welcomed" the submitter's views on the applicability·
of a FOrA exemption. 36 This record demonstrated that the agency's ·action, ,
was not arbitrary or capricious. 37

Administrative practice in potential reverse FOIA situations is generally
governed by an executive order issued six years ago. Executive Order No.
12,600 requires federal agellcies to establish certain predisclosure notification
procedures which 'will assist agencies in developing adequate administrative rec
oros. 3% The executive order recognize~ that submitters of proprietary infnrmll
tion have certain procedural tights and it therefore mandates that notice be ..
given to submitters of confidential commercial information .whenever the· agency
"determines that it may be required to.disclose" the requested,data. 39 .

Once submitters are notified under this procedure. they must be given a
reasonable period of time within which to object to disclosure of any of the re
quested materiaL40 If that objection is not sustained by the agency. the sub
mitter must be notified in writing and given a brief·explanation of the agency's
decision.41 Such a notification.must be provided a 'reasonable number of days
prior to a specified ·disclosure date, which gives the submi.tter an opportunity to
seek judicial relief.42 This executive order mirrors in many ways the policy
guidance issued by the Department of Justice in June 1982,4:J and for most
federal agencies it reflects what already was existing practice.44

This executive order predates the decision of the.D.C. Circuit in Critical
Mass Energy Project y. NRC,45 and thus does not contain any .procedures for
notifying submitters of voluntarily provided information in' order to determine if

36 ld. at 806.

37 Id. at 807; accord Lykes Bros. S.S. Co. v. Pena, slip op. at 15 (agency
"provided considerable opportunity" for submitters to "contest the proposed
disclosures, and provided sufficient reasons on the record for rejecting" submit
ters' arguments).

38 3 C.F.R. 235 (1988) (applicable to all executive branch departments and
agencies), reprinted in 5 U.S.C. § 552 note (1988) audin FOIA Update, Sum
mer 1987. at 2-3.

39 Exec. Order No. 12.600. § 1.

40 Id. § 4.

41 W:- § 5.

42 ld.

43~ FOrA Update, June 1982, at 3.

44 See ForA Update, Fall 1983. at 1; see also FOrA Update, Summer 1987,
at 1. .

45 975 F.2d 871 (D.C. Cir. 1992) (en bane). cert. deni~, 113 S. Ct. 1579
(1993).
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that information is Hof a kind that would customarily not be released to the
public by the person from whom it was obtained. "46 (For a further discussion
of this new "customary treatment" standard, see the Applying Critical Mass
subsection of Exemption 4, above.) As a matter of sound administrative prac
tice, however, agencies should employ procedures analogous to those set forth
in Executive Order No. 12,600 when making determinations under this "cus
tomary treatment"standard;47 Accordingly, "if an agency is uncertain of the
submitter's customary treatment of information, the submitter should be notified
n. .... A ..... :uA_ n __.:...__ u ...;hl tn "-1"n,/:.rI.o tho #"JnArlII"''' "'1th Q ·rlQc~r;nt;nn nf 1t~ tT'P~t_
QUU 5IY,",,1J. au '-'pyVl" .lU."} LV 'p.lVY11.1", u~"'" "O""U""'] rfu,u a UIlwW''-'I. ...PI,.lVU VJ Uot.J I.l\otU...

ment--including any disclosures that are customarily made and the conditions
under which such disclosures occur .48 The agency should then make an objec
tive determination as to whether or not the "customary treatment" standard is
satisfied.49

The procedures set forth in Executive Order No. 12,600 do not provide a
submitter with a formal evidentiary hearing. "This is entirely consistent with
what has now become well-established law, Le., that an agency's procedures
for resolving a submitter's claim of confidentiality are not inadequate simply
because they do not afford the submitter a right to an evidentiary hearing. so
Agencies should be aware, tho~gh, mat confusion and litigation can result from
using telephone conversations as a short-cut method of avoiding scrupulous ad~

herence to these submitter-notice procedures.sl

Similarly, the procedures in the executive order do not provide for an ad
ministrative appeal of an adverse decision on a submitter's claim for confiden
tiality. The lack of such an appeal right has not been specifically considered by
the D.C. Circuit, but it was recently addressed by the District Court for the
District of Columbia, which flatly rejected a submitter's contention that an
agency's decision to disclose information "must" be subject to an administrative
appeal.S2

" The Court of Appeals for the Fourth Circuit had an opportunity to con-
front this issue in Acumenics Research & Technology v. Deuartment of Jus-

46 975 F.2d at 879.

47 See FOIA Update, Spring 1993, at 6-7 ("Exemption 4 Under Criticld
Mass: Step-By-Step Decisionmaking"); see also id. at 3-5 ("OlP Guidance:
The Critical Mass Distinction Under Exeinption4").

49l4.. "

so See National Org. for Women v. Social Sec. Admin., 736 F.2d at 746;
accord CNA, 830 F.2d at 1159. "

SI See. Q.g., Federal Elec, Com. v. Carlucci, 866 F,2d 1530, 1531-33
(D.C. Cir. 1989).

$2 Lyk;e$ Bros. S.S. CO. v. :pena, slip op. at 6.
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ti~e. 53 There, in ~nalyzing Department of JusHce regulations which do not
provide for ari administrative appeal, the Fourth Circuit found that th~ proce- ...
dures provided for in the regulations~-namely, notice of the request, an·opportu,:, .
nity to submit objections to disclosure, careful consideration of those objections
by the agency, and issuance of a written statement describing the reasons why
any objections were not sustained--in combinatIon with a "face-to-face meeting
that, in essence, amounted to an opportunity to appeal [the agency's] tentative
decision in favor of disclosure,» were adequate. 54 The Fourth Circuit, how- .
ever, expressly dedined to render an opinion as to whether the procedures im
plemented by the regulations alone would have been adequate. 55

Likewise, the Court of Appeals for the Ninth Circuit has upheld the
adequacy of an agency's factfinding·procedures that did not provid~ for an ad
ministrative appeal per se.56 In thatcase,the agency) procedures provided
for notice and an opportunity to object to the request; for considel'atiOIiof .the
objection by the agency followed by a written explanation as to why. the objec
tion was not sustained, and then for another opportunity for the submitte.r to,
provide information in support of its objection.5'7 After independei].tly review
ing the record, the Ninth Circuit. found that such procedures were 'adequate.58

Accordingly, it held that the agency's decision to disclose the information did
not require review in a trial de novo.59 . .

BASIC FOIA REFERENCES

CongressiQnal Ref~rences

House of Representatives Committee on GQvernment Operations, Clarify
ing and Protecting !he Rigbt of !he :PUblic to Iriformation. H.R. Rep. No.;
1497, 89th Cong., 2d Sess. (1966), 14 pages. Out of print. Available in most
law libraries. .
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dom of information Act (Compiiation and Anaiysis of Department Reguiations
Implementing 5 U.S.C. § 552). Committee Print, 90th Cong., 2d Sess. (1968),
303 pages with appendices. Out of print. Available in most law libraries.

53 843 F.2d at 805.

54 IQ.,.

55 Id. at 805 n.4.

56 Pacific Architects & Eng'rs v. Uniteg States Dep't of State, 906 F.2d at
1348.

57 Id.

58 Id.

S9 Id.
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Reprinted in Gov't Disclosure Serv, (Prentice-Hall), Vol. 1, 1300,601.

Attorney General's MemQrandum on the 1974 Amendments to the Free
dom of Information Act, February 1975, 26 pages and appendices. Known as
the "Blue Book." Available from the Office of Information and Privacy, U.S.
Department of Justice, Washington, D.C. 20530.

. Attorney General's Memorandum on the 1986 Amendments to the Free-
dom of Information Act, December 1987, 30 pages and appendices. Available
from the Office of Information and Privacy, U.S. Department of Justice, Wash
ington, D.C. 20530.

ForA Update, a newsletter of information and guidance for federal agen
cies, published quarterly by the Office of Information and Privacy, U.S. De
partment of Justice. Distributed without charge by alP to all FOIA offices and
other interested offices governmentwide. Also available from the Superinten
dent of Documents, U.S. Government Printing Office, Washington, D.C.
20402. (Stock number: 727-002-00000·6. Annual subscription price: $5.00,
domestic; $6.25, foreign.)

Freedom of Information Case List, September 1993 Edition, 477 pages.
A compilation of judicial decisions, both published and unpublished, addressing
access issues under the Freedom of Information Act and the Privacy Act of
1974, categorized and indexed according to subject matter topics. Also in
cludes decisions issued under the Federal Advisory Committee Act and the
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Government in the Sunshine Act, as well as a list of "reverse" FOIA decisions.
Available from the Office of Information and Privacy, U.S. Department of
Justice, Washington, D.C. 20530. Also available from the Superintendent of
Documents, U.S. Government Printing Office, Washington, D.C. 20402.

Nongovernment Publications

Access Reports, a biweekly newsletter published (together with Access
~PQrts Reference File) by Access Reports, Inc., Lynchburg, VA 24503.

Administrative Law Treatise (2d ed. 1978-84), Kenneth Culp Davis,
K.C. Davis Publishing Co., University of San Diego, San Diego, CA 92110.
Supplement entitled 11 Administrative Law of the Eighties" published in
1989.

Federal Information Disclosure (2d ed. 1990), James T. O'Reilly, Shep
ard's/McGraw-Hill, Inc., P.O. Box 35300, Colorado Springs, CO 80935-3530.
Semiannual supplements.

Government Disclosure Service ("GDS"), Prentice-Hall, Englewood
Cliffs, NJ 07632. A monthly summary of FOIA-related matters which included
full-text publication of FOIA and PA decisions from 1980 through October
1983. (Discontinued as of October 1983.)

Guigebook to the Freedom of Information and Privacy Acts (2d ed.
1991), Justin D. Franklin and Robert F. Bouchard, Clark Boardman Callaghan,
Deerfield, IL 60015. Semiannual supplements.

Information Law: Freedom of Information. Privacy. Open Meetings and
Other Access Laws (1986), Burt A. Braverman and Frances J. Chetwynd,
Practising Law Institute, New York City, NY 10019. Two volumes. Supple
ment published in 1990.

Litigation Under the Federal Open Government Laws (18th ed. 1993),
American Civil Liberties Union Foundation, Washington, D.C. 20002.

Privacy Times, a newsletter that reports Privacy Act/Freedom of Infor
mation Act news, published biweekly by Privacy Times, Inc., Washington,
D.C. 20009.

Step-By-Step Guide to Using the Freedom of Information fAct (1992),
American Civil Liberties Union Foundation, Washington, D.C. 20002.

Tapping Officials' Secrets: A State Open Government Compendium (2d
ed. 1993), Reporters Committee for Freedom of the Press, Washington, D.C
20006. Available as a complete set or as art individual guide for a particular
state.

Your Right to Federal Records (1992), a joint publication of the General
Services Administration and the Department of Justice. Available from the
Consumer Information Center, Department452Z, Pueblo, CO 81009. (Publica-
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tion number: 452Z; cost: $.50.)
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FOIPA Manual Numbered Memo Index
(Alphabetical)

Abstracts : )t_g:iiIw.:~i,

Acce1erat~d Processing: a~Q~~~

Administrative Claims leivil Suit Files: ;::(~g::::::::?;:~:n

Anti-Racket~erinq Investigative Files: :j:(Bg::;j:~ql~::

Appeals. Administrative :;tmg:;::::~;l:\

Appeal Time Limit
Classification Appeals Involving Referrals;
Coordination of HQ/Field Office Appeals;
Cross-reference Policy Pursuant to Appeal;
Exemption (b) (7)A) Appeals;
General Procedures;
Information from Other Agencies;
Preprocessed cases;

Background Investigations for Unsuccessful Job Applicants;
Testing Material/speci~~.!:>:S:~.~.t:...(;1Il~__support

Interview Forms ;;(see;H~~ffi!;n::7tlX

Application for Pardon After completion of Sentence: ;:(~$.HQ;;/$.p)}

Army Documents: ;1~~q:f:$.:Q¥:

Autopsy Reports and Photographs: X~MQ;:::$:X

Background Inves tigations : :(~MQ?:~:~:)::

Behavioral Science Unit: :KM$R~)m~:~:x

Currently known as National Center for the Analysis of
Violent Crimes (NCAVC);

Bureau -Source ::li9,~~~i~:~:~;;:#,P;::1:@~¥Mgr:;;~:~:::

1:0-.. Bureau Source _ (Hunter Proi ect): i(}!~~,§:~A:~::;:~a:;::::~¥,Qi:t9'),\:

Bureau ':I:'.~ll:!.t.Y.J?~s, TeJ.,egrams And Radiograms Originating Prior to
1955: 1~9/k§X
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CASKU (Child Abduction and Serial Killer Unit): }l{eglill;i~;;~i~i:i

"'.. CIA (Centra). Intelligence Agenqy): :l~gM@m~¥

ClAP (Criminal Investigative Analysis Program>: &~q%~W~

COINTELPRO (Counter - :tnte11igenee Program): :;:(glg!::::;~:~:~~:

CTNf Computerized Telephone Number File): ~:1~91K~~Ji;

Career BOard Minutes: ~~gj~j;l§]~J,~

Caution Statements: K~i;!(~i~;!

Central Intelligence Agency: £££~#~~;~g~i~~~2@*

Bureau Source (Number Classified)
Bureau Source _ (Hunter Proj ect)
General Referral Policy;
Employee Names and Component Designations ;:($:Ei~::{iit+'~§

Exemp~!~:~::\::~:~:~I(1): \r$*:~:::::~i%.#l.9)ip:~:)',:
Intelligence Sources and Methods: :(r~:~~?!4~§9.?{~:g;~i

Name Checks rJ$¥,§.\};:4'1)3.:§:::::M~##.~f::j"t;~J::
Operational Filesj
Outgoing Mail To;
Presence Abroad;
Preprocessed Documents Containing e!A Materiali

Child Abduction and Serial Killer Unit (CASKU): :(~~9i:::'$~X

Children. HeIe Entries for Missing:

Civil Rights Diyision. Department of Justice Referral: ::rt~$~9:\?Ql

Civil Suits and Administrative Claim Files ::n1:~¢)r?:~')i

Classi fication Stamps. Use of: il~.$Hi;f!!::;;;~i).}

Classified MateriaL Handling and Transmittal of :':{.~MQ;i::J+:Q:r)::

Classification Stamps, Use of :K$\iiifm::N~m§Jt:~¥
Information Upgraded/Downgraded by DCUi
Filing of TS/SCr/ELSUR Documents;
Referrals of TS/SCI Information;
Transfer of TS/SCI Information;
Transmittal of Classified Materials Within the FBI;
Transmittal of Classified Materials outside the FBI;

Clerical Names and .In! tiSlls (FBI Enmloyees): i:(~.~¢l!im?;}::
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Closing a FOI:PA R~quest: :::(fmi§::):t~:!i,:;:~::

Abandoned Cases, Use of OPCA-25 Formi
Advising Field Offices of Final Disclosurei ,
Closing of Field Office Requests When Referred to FBIHQi
Multiple Requests from One Requester When Failure

to Submit Fees;

Confidential Material. Handling of: +?~~B~M9B~P~

Commercial Sources:

Information;

Computerized Telephone Number File (CTNF): KM~~gBggm

Telephone Application

Congressional Documents: ::(~~f;;~:g::::±t.:~:

Contacts With Field Office Personnel :K~Q':I:4~'):1

CoordinatiQn of FOIPA Releases ::::E.:::::lM~Q:;:::+~J:

Between FOIPA Personnel;
with Other FBIHQ Divisions;

Correction/Expungement of FBI Records :l~~Q;j:'~!4.J.:'?

Correspondence : J~~P::::::+'$.):!

Annotating Correspondence by LTs/PLSSi
Annotating Request Letters by RTSSi
Classification of Notes and Addendai
Placing Initial Correspondence on Record:k$:~:ii:il4.~¥§.;t:~q}:

Counter-Intelligence PrQgram (COINTELPRO): J~Q*g~v

Court Orders ::lt~~t:Ji1fg:l~

David Dellinger et. al., (Chicago Seven): j'(s·e~~;:::::~~§::)::~;e:l':
National Caucus of Labor Committees (NCLC);
National Lawyers Guild (NLG)i'
Spartacist League/Spartacus Youth League;
Southern Christian Leadership

Conference (SCLC): :{S~:i:@:;M~9:ti:g:9.':)i!

Credit Bureau Reports: *~M~8qRX

~ also Personnel Filesi::r$.#ft:::j:M~§:It9::g).:::

Criminal Investigative Analysis Program (CIAP): X~Qii!9~);
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Criminal Diyision. Department of Justice: I!~~gm~,~~):::

\, Cross-References: f\{m:Q;;*:i¥~;)'I

Cross-reference policy;
Cross-reference policy pursuant to Appeal: :K:$·~:~:;::;:f.n~m:9::!it~1;::

DBA Fonm 7: Report of Drug Property Collected,
Purchas~d or Seized: ::~!i;M9\:::::~;~j,~;[

Death. Proof Qf: a~~~~~

Death Row Regyestca: .::U~l~f§;:I::g:~l.

D~funct Agenciel'l or Departments: f(~§![f@[~;~J

Department of the ArmY: «~2~}g2~

Classified Info to Army Intelligence Agency (AlA);

Department of Heal th and Human Services: :X~~Mg:::::I9.i~~::

Social Security Information;

Department of Justice Appointment Files (File
Classification 1177 11

): :XM~9.;jU!::~.p.:X:

pepartment of Justice, Civil Rights Division: J~Ei19:;~:rOr

pepartment Qf Justice. Criminal Division :,(M..~9.m!~·:~J)

Direct Response Referrals;
Foreign Agents Registration List;

Department of Justice, Pardon Attorneys Office: :I~.~9:\;~?J

Release of Pardon Applications;

pissemination Letter to Secret Service (FD-37§) :l~¥.Q;:t!~):
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Dooument Classifioation Unit (pCP): ;:(~gl:j~:~i~i.

Classification Review of Documents Previously
Examined by DCU;

Classification of Notes and Addenda;
Dell "Regular Review" or "Walk-up";
File Classifications Requiring DCU Review;

Mandatory assification Rev~ews;

Notification to DCO of Prior Releases of Information;
Sensitive Compartmented Information (SCI) Material;
Submitting Files to DCU for Review;

Draft Board Information: X~N~I;:::7.R::~::

Drug Enforoement Administration (DEA): ::':\::::::;:J.~Mg:):}~:?;f:

(

DEA Form 7;

bID

Duplioate Doouments« Processing of: :(~M9\i::~:!l:X:

Duplication of: 'KM~9:::;Ig:?,:l':

FOIPA Related Records (Original FBI Files);
Microfilm/Microfiche Records;
Processed Material;
Special File Room Files;

Electronio Surveillance (ELSUR) Records :(l-1li;~Q;:i~'eI

Criminal, Security and FCI Investigations;
Index Records;
Information pertaining to Martin Luther King, Jr. and

the Southern Christian Leadership Conference (SCLC);
New Haven Elsurs NH 605-R* and NH 687-R*;
Records in the Matter of David Dellinger, Et. AI.,

(Chicago Seven) ;
Searches and Reviews;
Types of Electronic Surveillance;

Executive Secretariat Control Data Sheets: ::lM~Mg::::::l~itt::~:
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Exemption (b) {3}: i[fM§M.9::~Ig:~:~i

Examples of (b) (3) Statutes:
Grand Jury Informationi
Intelligence Sources and Methods;
Internal Revenue Code;
Juvenile Delinquency Act;
Juvenile Justice and Delinquency Prevention Act (JJDPA);
National Driver Register;
National Drivers Records Act;
National Security AgencYi
Pen Registers/Trap and Trace Devices;
Pre-sentence Reports;
Title IIIl Wiretap Intercepts;
Trap and Trace Devicei
Visa and Permits; Issuance or Refusal of;
Examples Which are Not (b) (3) statutes;

Exemption (b) (7) (A): :;(~M.g:::~tf·:P)J

Exemption (b) (7) CD): '~'(~~MQ)::::r:~'~:l:

Caution statements :Ks~e:Wiit.~rn.9X@.)'i
General Overview of"Exemptioo'(b} (7) (D) ;
Informant File Numbers;
Mosaic Theory;
Foreign Agencies and Authorities;
State/Local Law Enforcement Agencies Requesting

Confidentiality
Witnesses - Protection of Information Provided in

Confidence to the FBI by Persons Who Subsequently
Test i fy in Criminal Trials xsee~::::M~§If~:mr:;

Exemption (b) (7) (E): :I~~Q2$..~J:

List of Possible Investigative Techniques;

CIA Records;

Expedited Regyests: ;:(~.m.gl::@.:1:\

Expungement/correction of FBI Records: !Xg@~;:i::+'jl::)::

Federal YQuth Correction Act (FYCA): :K~~~rg:t~~~:lj\

FYCA is not a (b) (3) Statute;

6
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\ ..
Failure to Submit Fees When Multiple Requests with One

Requester

Field 0 £ £ i 0 es : :;n111i!*~;H:::~;:~a::

Contact with Field Office Personnel;
Files Transmitted to FBIHQ-Use of Green File Fronts;
Furnishing Field Division With a Copy of the FOIPA

Disclosure Letter for Their Information ;[~~~~~'~J\lt{Sm9i[!;:ig;.~;Xi
Procedures for Field Office FOIPA Requests -

(Searches and Referral to FBIHQ);

File Classifioation "67": :::t.~Qj;:J~.g;¥

Personnel Filesi
Unsuccessful Applicants 'X$:i¥::t~U~m§:J;:~;X

File Classification "73": J~g:::ji:::~$:)'j

Pardon Application Investigative Background Files;
Release of Pardon Applications;

File Classification "77 11
: J~gJ::~:~'X

DOJ Appointment Files;
Judicial Appointment Files;

File Classification "92": K~~~:};~:Zl':

Anti-Racketeering Investigative Files;

File Classification "157": ;(M:e:~q'::/4.~t

Civil Rights/Unrest Investigations (Initial DCU Review is
not Required for Entire File);

File Classification "161 n : :JM.~M.g::[::::a:~1:

Special Inquiry Investigations;

File Classification "197": :lM~M:§;:::::~::~:);::

Civil Suits and Administrative Claims;

Violent Crime Apprehension Program-VICAPi

7



Files: InformatiQn CQncerning:

Filing of FOIPA Material: 2(H~g0IPm

Classification of Notes and Addenda;
Placing Initial Correspondence on Recordi
Preparing Mail for Filei
Previously Released FOIPA Material;

Financial Sources: AM~~gli§R$

Foreign Agents Registration List: Il1~g:{?.t.l'-

FO:t"eign Countries; Investigations in :-l~11.9'-···6.~)

Foreign Intelligence Surveillance Court (FISC): ;(~M9;::::.:~A-:)':;

Application;
Minimization proceduresi
Certification;
Primary order;
Secondary orderi

Foreign Police Agenpies and Author! ties: :J~g§.:::2:~:)::

Forms:

Executive Secretariat Control Data Sheets: :i:~~~M~~tit:g:tt:~i:
DEA Form 7 - Report of Drug Property Collected,

~~=~~~a ~~~E;t~i;~l:!~!~~~~~~d!~!~Kl\IIll ..
FD-376 Dissemination letter to Secret Service: :n~~q:::I~~J::

~~=:!~ ~;~~~~:;!~~a~~E~~~~:~~~~;!!r_~;···············
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FOrms (Continued):

FD-525

FD-498
FD-510

.FD-511
FD-515
FD-524

FD-761.
FD-799
FD-800
OPCA-25

Polygraph Examination Report: ::,{~§:::*:~i~,~:::
SA Applicant Interview Board Background

~~c=m~~~:~i~:~~~~n,!(~~
Polygraph Zone Comparison Numerical.

Analysis Data: \:~_9::::::i.!t:~in .
Polygraph Review Modified General

Question Test: w~m#lln
Public Corruption Data Transmittal Form: J~O:T~pJ:
Clerical Selection Battery (CSB): X~qJ.;t~~:~r ...".- "..
Clerical Selection Battery (CSB): .JaN~.!</?:.7:1;:
Abandoned Cases - Transmit Processed Documents

to Fi 1e: j[~Mg9:::::1;,;~:J[

Fugi t iye Reqye s ters : ::nm.M;~:ii:l;f,:§::~[:

bIn

Fusion Energy Foundation (FEF) :X~§;'::[:~R}::[

Grand Jury Information (b) (3): 'JJ.1.~~g:::i::~::$[)::

..-=.;====-..",w.....i ....t=h : :J¢+:~~:~::i!;.;?J.:~g~:M~Q::::}~:1:r

Green File Front on Field Office Files ( Use of :(~.M.q;m;~:~);

Handwri tten Interview Notes. Special Agent: :(~9::[i,:.:?:$.)]

High Visibility Communications: 1¥~MQ04~X

Historical Processing :(~M§::::ii[~:$:)::

Hoover Official & Confidential (0 & C) Files: ;<i4~Q)};~tQ;11

Hous!i! Select Conunitte.e on Assassinations (HSCA): :::(~.$!(g}t$:+.X

File 62-117290;
LeN Figures processed for;

b~ Hunter Project (Bureau source"': 'irq*'!~§;;:;*f:i;eW:!1#.:t:12.:j\!i~;;):;\

Identification Records :J~g§1:':::§:!:):i

NCIC and III printoutsj
NCIC Message Keys and ORI numbers;
processing Identification Records in FBI files;

Immigration and Naturalization Service (INS) :;:Uitg9;::];:;:§;§;:l::
InfOrmal Access Review of Persgnnel File~: :n~mRgj:i[:;~:~;:Z::
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InfOrmant File Regyests: R~~tB~~

- - - ---~-------~~---

Initials/Names of FBI Employees: i:JMmt§;::JZ~m

Insti tutional Sources: X~Q.iIi!$:p!:1i

b'lD:::: Commercial Sources

Financial Sources

Intelligence Sources and Methods of the FBI/CIA:

Exemption (b) (3): ir$:~:t~(j::'M~ffi.9::;:j:~:$.;:t

Inte~esting Case (I.C.) Memoranda Located in
Bureau Files: :XW.1!;Msf:t:$::Z;l:

Internal Rev~nue Code:

Exemption (b) (3): :1$e:i:n:t.H~#.iQ:'i::4.:~J

Internal Revenue Service (IRS): It1~9g?~):!

Social Security Numbers;

Intirstate Identification Index (III) printouts: :U1~gqJt$:~J;

Interview Notes« Special Agent (Handwritten): J~~Q}J§~n;:

Compromising the Investigation of an Organization
Through Disclosure of a Member's file;

In Foreign Countries;
Multiple Subject;

Iran-Contra/Front Door Material: iKM~9J:l~};:'~:::

Judicial Appoint1Jl~t Files (1177 11 Classifications): :K~gri:(:R.:§:l:

10



Juvenile Delinquency Proceedings; FOIPA Requests
Relating to;

Juvenile Delinquency Act (JDA)i
Juvenile Justice and Delinquency Prevention Act

(JJDPA) ;

La Costa Nostra (LQN): ::t~.~~:::t§:li1)1

processing Files of LeN Figures;

Laborat0l:Y Notes: K~M~::;B~:~::);

LEGATS (Legal Attaches): K~Q~:m9.:e);::

Legal Attaches (LEGATS): XW$.Mqt,::::::::~:@.;)·:

f~~:~t~IJ:~;~n~o~n t~O~~~~~n C~~~t~;:;Chi:P~!·~t4~~~~;I:ii~#@:::{:~.:~)::

MECTF (Missing and Exploited Children Task Force): K~:¢~2:;::::§':~;)

Mafia/Organized Crime:

Anti-Racketeering Investigative Files X~~~l~~ffi§m$Am

Mail Covers :J~M9Ji"(i~:X

Main File Egyivalents: R~~gW~6£

Management Aptitude Program (MAP): :K~~M9(:§.~~i

Manuals« FBI: :~M~g:H::~t$:~::

List of processed FBI Manuals;

Medical Records of FBI Employees :i~~P.:::::::§.:~n

Metropolitan Psychiatric Group :l::{~~::t:Z:~:~J

Microfilm Record,@: lUl.i!l:;~:?:i}::

Missing and Exploited Children Task Force (MECTF}: K~gg~~~

Multiple Subject Investigations: RgM9:mf§:g::~;~

NCAVC {National Center for the AnalYiis of
Violent Crime: 'KM~c;M}~p:~'i;:

11



NCIe (National Crime InformAtion Center):

NH 905 - R"': ~;~gggH~:g:}:i

NH 687 - R'" : i,:£1:g~mg:§;l;

Names and Initials« Special Agent and Support Employee: fi:(~N,9:::tX~J:

Nat~onal Center for the Analysis of Violent
Crime (NCAVC): K_Q@p;§i~;:

Child Abduction and Serial Killer unit (CASKU)i
Criminal Investigative Analysis Programs (CIAP)i
Missing and Exploited Children Task Force (MECTF);
Profiling and Behavioral ASSessment Unit (PBAU);
Violent Crime Apprehension Program (VICAP)i

National Crime Information Center (NCle): ~~§B§7~

NCIC Entries For Missing Children
NCIC Message Keys/Originating Agency

Identifiers (ORr s )TSeef::;l~$:D:9\}i:5~)
Stop Index (or Notice) Placed'Iri"NCic

National Driver Register: :l~MQ)~',9.:):;

National Driyers Records Act: E(M~9:i):'~9.'»)

National Lawyers Guild (NLG): ~~~Q.%+?*

National Security Agency {NSA} :J~l19:;§'~X

Referral PolicYi
Public Law 86-36 Section 6 (a) :($:fJ~;:,:::¥~§:i::f2~,)::

Notes:

~~~m~~~:~~~~~:!~~~=qff~~
ORI Numbers: ::)~:M~M9:I:;§':~::~::

Organized Crime/Mafia~

Anti -Racketeering Investigative Files ::r§~!i.:::jt!~ffi§}::::?:1::)::

Organizational File: Compromising the Investigation: ;;(~M9,::$PX

12



PBW 'Frofiling and Behavioral Assessment Unit): ::!Bg!::::Rj~:t::

( Pardon Attorney· s Qffice« Department of Justice: ilitf:mgg:~:~~;:2;:1::

Pim Registex:s: i[(~M:gJi:g~~:~::

Personnel Files: ::}~gSg:i:~~;:~::

Career Board Minutes;
CIA Name Checks in Suitability/Applicant Filesj
Credit Bureau Reports;
Current Employees;
Former Employees;
Informal Accessj
Medical Records;
Personnel Type Records From the FBI Academy, Quantico;
Psychological Services;
Sending Processed Material to File;

Photographs and Autopsy Reports: :lM~MQ;;:;:i9X:

Photograph Albums, FBI: X~g9)l7:;P.?X!'

Police DepartmentS :IM~qE::~;~~:l:

Requesting Confidentiality;

Polygraph Examinations: 'Jl.1~g::::t~t:

List of Questions;
Polygraph Charts;
Polygraph Examination Worksheet (FD-497) i
Polygraph Examination Report (FD-498)i
Polygraph Zone Comparison Numerical Analysis Data {FD-524)i
Polygraph Review Modified General Question Test (FD-525);

Pre-Sentence Reports: X~Q:i;:~~g:1;:

Previously Processed Material (Preprocessed): :X~9.::::::;t;g,:~::

Assignment of Preprocessed Requests;
Filing of Previously Released FOIPA Material;
Proof of Death; ,

Profiling and Behaviora1 Assessment Unit (PBAU): :;(~M:g::::I§:~::~j:

::H1~Mg:;:::it~::)::

b~

Psychological Services to FBI Employees:

Doctors
Metropolitan

Public Corruption Data Transmittal Form (FD-761) :;(~M.Q:::;:::~?::X

13



Radiograms Originating Prior to 1955: X~glli~~~

Rap Sheets (Identification Records): :::{'~M~~;t!

Processing of Rap Sheets, NCIC and III printouts
NCIC Message Keys and ORI Numbers

Reading Room, FOIPA: R'I59:::M~)I:~);

Adding Preprocessed Material to Reading Room;
General Information Concerning the FOIPA Reading Room;

Referrals-General Policy (Federal Government only): XB9lMZ:e):!:
FBI Documents Containing Other Agency Information (known as

"Consultation" Referrals) ;
Other Agency Documents (known as "Direct Response"

Referrals) ;
Sensitive Information Contained in Referral Documents;

Reterrals (Specific)-Federal Government Agencies:

Report of Drug Property Collected. Purchased or Seized;
PEA Form. 7: ;&!'t..~!1~ti~@:@;l~

Requests:

Assignment of Requests for Previously Processed

Closi~~t:r~~i~~::};~~~~;~,~')::: :(~QJf!:SJ;')'!
Field Office Requests; Referral to FBIHQ for

~~~i~~:H:~~~~~:~:~m~.b'!ll11
Multiple Subjects; ,. closlng....f"or failure to submit

fee s: :T~~~~M§::::{;l/~;::)::
Third Party Requests; KM.~q!:r~:~:l:

Searches:

Procedures for Field Office FOIPA Requests Referred
to FB IHQ ::t's.~~::[l~QN§::~::~l ;

Segret Material: :::($.:~~;:i:::~9:;i;:@'9::~:;

Selective Service System: 4~9%Z§,~

Draft Board Information
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Sensitive ComS3rtmented Information (SCI): *~gm~~m

Downgraded by DCUi
Filing of;
Referrals of;
Transfer of;
Upgraded by DCU;

's nd

Social Se9urity Information:

Department of Heal th and Human Services: !:~!~§~M¥.:~:~:!

SQuthern Christian Leadersh1-p Conference (SCLC}: :;l~.~g:::':;~:R::~!;

Spartacist Leaguei Spartacus Youth League:

Special Agent/Support Applicant Interview Forms/Testing
Material : ![(M!if!Q,;::IZ:tm

Special Agent Interview Notes (Handwritten): Xt1$l4q,j::::!$.:$.)::

Special Agent/Support Employge Names and Initials (FBI
Employees) ::(~p',:i;:Jl.§)::

Special File Room (SFR): il~~gtt~;l;

Statutes; protection by:

Stop Index (or Notice) Placed in NeIe:

~ Ncrc !n1~.g:!i:;§tl::~::;

Subpoena Duces Tecum: AM.~Mgjm~m

Substantial Equiyalents of Main FilE!s: :::(MJ1j~Q:i:!:;!'f~;~l

Support Applicant{Special Agent Interview Forms/Testing
Mat@riaJ,: ::n~f:.~g:::nt:1i.:)::

Telegrams/Teletypes Originating Prior to 1955: RM~M~llig~~\

Telephong Application: ::(~g:!l;~;g,iX

Third Party Privacy; 100 year old rule:

~ Historical Processing K~~g¥*~~;

15



Third Party Requests I Informati,Qn : j:t.tm!~j01i~)lij

1ip-Q~fs:

See Exclusions A~9&~~~i

Title III Intercepts:

TOp Secret Material:

TraP and Tr~c§ pevices:

Undercover

ith:

United States Labor Party {USLP}:

~ Court Orders i'¥~Q}i\l,~:?))i

Unsyccessful Job Applicants. Background Investigations
.f.m,: : ;,(~qg~!;~::

VICAP (Violent Crime Apprehension Program): (}$~.Q:::;:~~:);;

Violent Crime Apprehension Program (VICAP): K!1m~DliJt?;:n

Visyal Investigation Analy~is (VIA) Chart: X~~M9lli~§X

Definition Ofi
Duplication of;

Visas and Permits. Issuance or Refusal of:

~ Exemption (b) (3) ~;~~Q:;\t~~ij)b

Walk-up Program of Dey: ::,(gg§;)!i~,~:lil

White House Referrals!Consult§tions : l~qlli~~m

16
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Wiretaps:

Witnesses - Protection of Information Provided in
Confidence to the FBI by Persons who Subsequently
Testify in Criminal Trial: (K~§;@§Jt:':::

WQrld War II Censorship Documents: OCM~mg~~i

National Archives and Records Administration Guidelines for
Processing World War II Censorship Documents

17
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Appeals, Administrative
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Caution Statements
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Classification Stamps, Use of
Classified Material, Handling of and Transmittal of
Closing a FOIPA Request
Congressional Documents
Coordination of FOIPA Releases
Correction/Expungernent of FBI Records
Correspondence
Court Orders
Cross-References
Defunct Agencies or Departments
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Department of Justice, Criminal Division
Document Classification Unit
Drug Enforcement Administration
Duplicate Documents, Processing of
Duplication
Electronic Surveillance Records
Executive Secretariat Control Data Sheet
Exclusions
Exemption (b) (3)
Exemption (b) (7) (A)
Exemption (b) (7) (D)
Exemption (b) (7) (E)
Exemption (j) (1)
Field Offices
File Classification "73"
File Classification "77 11

File Classification "92"
File Classification "161"
File Classification "197"
Filing of FOIPA Material
Foreign Intelligence Surveillance Court
FD-376 Dissemination Letter to Secret Service
FD-430 Bank Robbery Summary Report
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FD-761 Public Corruption Data Transmittal Form
~sters
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High Visibility Communications
Historical Processing



\,.. -
50
51
52
53
54
55
56
57
58
59
60
6~

62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

78
79
SO
81
82
83
84
85
86
87
88
89
90

FOIPA Manual Numbered Memo Index
(Continued)

Hoover Official and Confidential Files
House Select Committee on Assassinations
Identification Records
Immigration and Naturalization Service

File Requests

nstitutiona Sources
Interesting Case Memoranda Located in Bureau Files
Internal Revenue Service
Interview Notes, Special Agent
Investigations
Iran-Contra/Front Door Material
Laboratory Notes
Legal Attaches
Mail Covers
Manuals, FBI
National Center for the Analysis of Violent crime
National Crime Information Center
National Securi~y Agency
Personnel Files
Photograph Albums, FBI
Polygraph Examinations
previously Processed Material
Psychological Services to FBI Employees
Reading Room, FOIPA
Referrals-General Policy (Federal Government Only)
Selective Service System
Special Agent/Support Applicant Interview Form/Testing

Material
Special Agent/Support Employee Names and Initials
Special File Room
Subpoena Duces Tecum
Substantial Equivalents of Main Files
Telephone Application
Third Party Requests/Information
Undercover operations
Visual Investigation Analysis Chart
White House Referrals/Consultations
Witnesses, Protection of
World War II Censorship Documents
Counter-Intelligence Program (COINTELPRO)
D~partment of the Army
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All FBI FOIPAPersonnel
1. Kevin O'Brien

Abstracts
March 31, 1998

Description of Abstracts

Abstracts are 3x5 inch forms (Attachment 1) which were designed to summarize in one
or two sentences the content of any serialized or recorded document and to facilitate the filing,
accountability and location ofall important mail placed in a file. Abstracts were previously
prepared in duplicate except for communications in personnel matters wherein a single abstract
was required. The preparation of abstracts was discontinued on 10/16179 for investigative
files and on 4/11/89 for personnel and applicant matters.

Abstracts of mail were previously filed in two ways:

(1) Numerical Order by file and serial number.
(These abstracts were maintained in the Numbering Unit where they were filed
by the Bureau file number. They have since been boxed and sent to an off-site
location and are not available for use.)

(2) Alphabetical by their ori~in

(These abstracts, which cover approximately 1959-1979, are still being utilized
and are maintained at Pickett Street in file cabinets. Abstracts of mail originating
prior to 1959 may be found on microfilm.)

The Alphabetical abstracts were broken down into several categories with the mail being
filed alphabetically under its respective category (incoming mail was filed alphabetically by
source and outgoing by addressee):

(a) Field Offices
(b) Special Agent reports (filed by Agent's name)
(c) u.S. Government Agency
(d) Local and State (filed by State - usually police reports)
(e) Foreign Governments (filed by country)
(f) Private citizens (filed by last name first, e.g., Smith, John)
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Abstracts

The personnel and applicant matter abstracts are maintained at an off-site location
and are not available for usc.

In 1979, the Automated Incoming Mail Serialization (AIMS) System became
operational. This system provides computerized positive accountability for each serial placed on
record in FBI files. Infonnation maintained in AIMS includes the date, subject, type of
communication, status of the case, file classification, source and destination ofevery document.
AIMS provides virtually aU ofthe data describing a document which is contained on abstracts
with the exception of the narrative portion. Therefore, mail generated after 1979 and entered
into the AIMS system is accessible through the Automated Case Support (ACS) System.

Purpose and Procedures for Abstract Checks

The purpose of an Abstract check is to ascertain the specific file and serial number(s) of
documents located within Bureau files. This is an extremely useful means oflocating FBI
documents that have been referred from other government agencies to the FBI for processing
under the FOIPA.

For Abstract checks to be conducted at Pickett Street on mail dated 1959-1979,
Form 4-860 (currently referred to as OPCA-13), Attachment 2, to this memorandum must be
completed and contain the following information:

(1) The origin of the document

(2) The date of the document

(3) The subject matter

(4) Indicate whether the mail is incoming to FBlllQ or outgoing and the type of mail
(e.g., Airtel, teletype, Special Agent report, etc.)

For Abstract checks on mail prior to 1959, the same Fonn 4-860 (OPCA-13) should be
completed and searched in the Micrographics Unit,Roo~ extension",by the
LTfPLS. Currently, this unit is in the process ofdestroying the older abstracts.

Mail generated after 1979 can be reviewed on the computer through the ACS
System. Ifthe LTIPLS does not have access to a computerto search the ACS System, he/she
~submit Form 4-860 (OPCA-13) to the Service Unit located in the Special File Room, Room
~ and they will conduct the search and advise the LT/PLS of the file number(s) on the
records.



25-16350-10 I
SAC, DN

10 I 11/28/79
ROBERT SMITH ""- Su..IU"ec.:rMA~

Sf"AfU.S of CASe

Subject born 1/26/49 at NYC, NY. Subject
resides at 3186 New Haven St. NYC, NY.
Subject. was apprenended without incident.
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4-860 (Rev. 9-21-94)

o To: Service Unit
Room 5991

FOIPA SECTION
REQUEST FOR ABSTRACT CHECK

Date:

o Return to: Name: __....,.".-:--__--,---:-__--:-~,.__

Room 0 6361 0 6362 0 4356
Room 0 4362 0 4366 0 _

Ext.

Type of Communication Date Results of Search:
Subiect or Title File Where located

0 Airtel From:

0 letter

0 LHM

0 Memo To:

0 Teletype

0 Report of:

1ype of CommumcatlOn Date Results of Search:
S~bject or Title File Where Located

[l Airtel From:

.etter

0 LHM

0 Memo To:

0 Teletype

0 Report of:

1 ype ot ~ommunlCatIOn vate Kesults of Search:
Subject or Title FIle Where Located

0 Airtel From:

0 Letter

0 LHM

0 Memo To:

0 Teletype

0 Report of:

MEMO 1 - ATTACHMENT 2
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To:
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Subject:

Date:

All FBI FOlPA Personnel
1. Kevin 0 'Brien
Ac:celerated Processing

March 31. 1998

Accelerated Processing

Individuals seeking accelerated processing oftheir requests should be advised that the
established policy of the FBI is to process requests based upon the approximate order of
receipt, to the extent consistent with sound administrative practices. Use ofthe chronological order
system is an equitable procedure; however, exceptions may arise l:Uld must be recognized.
See, Open America v. Watergate Special Prosecutor's Office. et al., 547 F. 2d 605 (D.C. Cir. 1976).

Priority processing wiIl only be considered where there is some d~monstrated exceptional
need or urgency. These exceptional needs and urgencies are outlined below and are also addressed
in the attached reprints ofthe Attorney General's press release "Attorney General Reno Moves to
Expedite Exceptional FOIA Requests" (Attachment I) and the FOIA Update from September,
1983, (Attachment 2) which should be included in the response to a request for accelerated
processing.

1.) A loss to life or saftey

2.) Loss of substantial due process rights

3.) Widespread and exceptional media interest in the requested information

4.) Involves possible questions about the government's integrity which affects
public confidence

Where such factors have been presented, the decision to grant or deny the request for
accelerated processing will be made by the FOlPA Section Chiefor the DOJ Director ofPublic
Affairs.

Death RQw Inmates FOJPA Requests to be Expedited

Effective October 13.1994, all regue$ts from death row inmates will be expedited. Such
requests will be identified by the Initial Processing Unit and immediately sent to the Request
Management Unit (RMU) for preparation ofthe case for assignment to a Disclosure Unit. These
requests will then be assigned to the Disclosure Units on a rotational basis for immediate
processing.
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~tpartmtnt 1J~ .~ustitt

ATTORNEY GENERAL RENO MOVES TO EXPEDITE EXCEPTIONAL FOIA REQUESTS

WASHINGTON, D.C. -- Attorney General Janet Reno. said today
tFat she has authorized a chanqe in Justice Departme~t procedures
to expedit~ the hanaling of Freedom of Information Act requests
in certain cases of extraordinary interest to the news media.

Current law permits only two exceptions to normal first
in, first out processing: when information is needed to prevent
a threat to life or safety, or vhen a delay would result in
the loss of substantial due process rights such as the chance
to file a claim.

The Justice Department's Office of Information and Privacy
beqan studying whether a third category could be added after
the Attorney General in December and January inquired why it
was taking so long to process FOIA requests for the U.S. Park
Service and FBI reports on the death of Vincent Foster? The
reports ~ere completed in Auqust.

fctct ~
Under the new procedure, approved on February ,,'FOIA

requests can be moved to the head of the line whenever the
Justice Department·s Director of Public Affairs expressly
finds two things:

thera exists widespread and exceptional media interest
in the requested information; and

expedited processing is warranted because the information
sought involves possible questions about the government's
integrity which affect public ccnt1dencee

'A memorandum communicating the Attorney General's new policy
said "The 90al of sueh expedited processinq is to permit the.
public to make a prompt and informed assessment of the propriety
of the government's aetions 1n exceptional eases." However,
it also cautioned that in some situations, .specially involvinq
active law enforcement investiqations, the law ••y still prevent
immediate disclosure no matter bow q~ickly the request is
processed. .

The policy was implemented by a directive to Justice
Department FOIA and Privacy Act coordinators from Richard L.
!:o.1ff and Daniel J. Metcalfe, co-Directors of the Office of
Information and Privacy. 1'hey w~re assisted byPeQ9Y Irving •.

94-050 "",
MEMO 2 - ATTACHMENT 1
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FOIA UPDATE
OIP Guitltuu:e

When to Expedite FOIA Req~~sts
Aa lie ClODfioaIed 100., or Iller by d compelllisJjulUration can ukt for special FOIA uatmcm.

fed~ it 10 1M ccnaiA nquesters ~ orSU.....1Out"... RI&fn
apcdnc'lf bat * Fw 'om ofJaI'onaation Act. As I JCDIftJ rule, • request also Ihould bt c'.pedited ir it is
Jua.. the araatiaa fill a~_ lor apedilion ''Callril)' shown that subslantiaJ due procss riJhts of the requester
works l~ the direct disadYamaac of eMber FOIA nquaun. ..ouJd be impaired by the failure to proc:cu immediately Ind
the ments of IUdt requests lhouJd be a..sed carduDy. that the information soupt is not. otherwise ...·ailablc.

The FOIA nquira IMl federal qencits deccrmiac wbether Iftdeed, the practices of man)' federal qmeies reflect luch
to rdc:ac nq-.ed ncords within 10 wortinI days. but that conccm for the due procas ",hts of requesters. At the Justice
period ma)' be extended for aD additiouJ 10 workina days Dcpanmmt's DIlII Enforcement Administl'lltion. for ex·
.hcnever 1ft)' of three statuton'ly defined "'1lnUlual circum- ample, lhe portion of a dnaa offender's file that is relc-.·antlO
It&nces- exist. 5 U.S.C. '552(.)(6)(8). Many aacnaa are an upeomin, parole hcarift& is routinely processed for reluse
o(tm unable to IDCCt these dcad1iCl5due toSYCb c.et~.",bc out of turD -.ndct the fOlA.. Similarl)'. other 'Fne\cs
Dumber of requesu mzived, the volume of records 10101,1\1. rqularly expedite F01A requests for information needed in
dcc:cntl'lllized rccordkeepina procedures. and JimiutioQS on contl'lle:t award protests 10 that fiJin, deadlines can be met.
mources-often coupled with the need ror • lineo-by·linc It is Dot sufficimt. however. ror a requestcr merel)'tc allCJI:
m'itw of scnsiti~ documenu:The U.S. Coun of Appeals for that requested records are '"needed- in c:onntetion .·ith lome
the D.C. Circuit hu recopiud this problem and has judicial or administf1tive procccdin,: rather. the immediate
specirlQlly approved the equitable praCtice of bandlina usc of the FOIA must be Iho"'"Jl to be critical t,. the
requests on I -rnt·in. first-out- basis. Sn Opm Awwricrl \I. presmration of a substantial riahc. SH Ri~,{/ \I. DEA. 2
WtllnJ41t Sprci41 PrOJ~eu/;Of'I For". 5047 F.2d 605.614-16 ODS ~81.36S at It.9S3 (D.D.C. 1981) (-" pmdin& civil suit
(D.C. Cit. 1976). ati,., 5 U.S.C. tSS2(.)(6)(C). does ilot Fnerally quarif)' • fO." demand (or upeditcd

Al the same time, hOwn'Cr. the D.C. Circuit in O/H" processin,.'. Indeed. in MilSubiJni £J#CIri~ C01'p. ".
Amrr;ciI rceopized that JOme FOIA requesu nccmaril)' Dtptlr,,,,,,,, 01JlISliet. 39,V L.Rep.2d (P&:F) 1133. 11~2
involve. (ar IR*ter dqrec: o( UI'JCftC)' than others .nd that (D.D.C. 1976). the ~oun pointedly refused to order clr,pedited
_hen I requester can shov; ·exceptional need or ufJmc)'.- his processin, where & requester bad not Ivailed itself or ui;stiftl
requnt should bt prOCClsed out ohum. $47 F.2d &t616. The civil diJc:overy meebanisms for obUinin, tM morels sou,ht.
()prn Arrwricc decision did ftOl. lpecify any panic:ular In connection with criminal proceedinp. weak -due pr~~·
circumstance whieh mi,ht constitute -C1ceptionaJ Mcd or claims have likewise been found inadequate. SH, '.6.•
uraency,-IO decisions on .hcthcr to &rant apedit;~n bave Gotu.1t: \t. DEA. 2 ODS ~SJ.OI6 at 11.069 (D.D.C. 1980)
been Idt (or 'FQ()' fOIA offac:en to make on a c:ase-by<ase (use or ForA as diKcMry tool to aid standard post-judlft'Cftt

'"basis. Sewral yean of adminisuatiyt practice in this &fC&. .ttaek Oft criminal conviaioft held il\S\&rrlCicnt)~ ...bot ".
thou,h. tOJe1.Mr .ith at leut IOJDC spcc:U1C judic:iaJ f/rIil,d $llltn DqMnmmt of JUSIW. 3 (iDS "83.211
pn:a:denu. have acned to develop ,he {ollowina JUiddi:a (D.D.C. 1911) (need for docvmems for pr'q)&I'lIlion as v;itness
and considerations. in criminal uiaI held insuffICient).

,..,.. .. 1..-, • .,.., "CD 'd ulllda8l
f"1J'St. FOIA prOC'CUia& should be aped.i1ed whcnc"ttr it • Ieyond UMR two IUUTOW CIlClorics. it is uocIa.r to _-hat

dnnOftStrated lbat aD iDdividua1\ lift or pmoul safet, &Steal l,aria M... cliscretioll to pant requests for
would be jeopardized ., 1M failure 10 proclIII a rcquesl apcditioft under U)' other circumstances. Only one judicial
immediately. or tbe MndIuI 0( CIOUft derisioN Ia tine ...~und beyond IMsc catepils-Sc'/wt'ftr v.
ordered expedk.ed procali., aU~ raHcn ao dUI IItS. JGDS .12.515 at 13.30%..Q3 (D.D.C. 1912). _-here I
eateIO'J. $lor. ~-6.. £-.r ". ,." ) F. Supp. J:Mt. US) COUll __ fIbal perfuae:toril)t ordered immediate disdosun
(S.D. Cal 1911) (pIaia&ifr -..ifted apedi&.......... after fJI. t'eCIOrd Ida&ed 10 iauDi_ ae:tioft by Conps.s
leU 0( inlomIIlioe npoMd bet Ia lanD ., orpIIind aime WOftOWr. alCftCics ahou1d DOt forpt the iateratI of al
rIPI'D). I/Ttl. 612 F.2lI .212 C9W Cr. ._~ CMIwIr... nquaten iIlbaWti their nquesu UUled equably. IS weU I:
1:I1JrJ'. 421 F. s-.. .. I' (I).D.c. '''6) (pIIiIItift'r...s .. public iaIemt in the iftte,rit)' or FOIA procenina .s;.

.. , 1Dulliplc~c-.. anyina poui'* deatll ...ItJ in MiwbiIJrJ ElMrk Crwp. Y.~ 01JIISIW•..",.. )l
~ ..te COCIft). AI~ level. tbe DepIrUDeDt or Ad.L aep.2d (P&f) at 11.2 (bpedited procasina, '"i
~' Justice bas ex"'" • ~IO Cacilitau dilClaaare or puled. will advcnely impact upon the conrncdna interest

tnedical infonaation ..... chiId\ father wiIaJ Ia Ibt cbiId'l of aumetOUS iadiYiduais wbaIc RqUCIU and IPpeaIs MIl
cmcrlClliC) med~ uar.mnL Anathcr apaq' ..... 10 (tied [eadier)." 8ccausc • clec:isioll to taU • fOrA rcqua
process immediately • request froID the parents or a yOUlS' out·of tum DeCllSlarily entails further dda)' r~r ochc
woman believed to be fadn,. lefioul threat to her life in tile nquestm .-.iii. petiwly in line. simpl: fairness demand
custody of a cub. To be Illft. FOIA nquesu iDvoIvin& lbat it be IUde oldy upoc: atR:-uJ 1Cf1nin)' oftrul)' ex=p1ioN
.ubstamiatcd "tiIe-or~th· matteft are rare. but no mort c:imnnsla~

==============~======~~~-_.~.....----_.....-_------

(:.
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To:
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Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien
Appeals, Administrative
March 31, 1998

Appeals to be Filed Within 60 Days from the Release Date

DOJ regulations state that "the requester may appeal the denial of the request to the
Attorney General within 60 days or his receipt ora notice denying his request." (28 C.F.R.
§ 16.8) The Office ofInfonnation and Privacy (DIP), previously accepted and adjudicated
appeals filed late, but now enforces the 60-day time limit. Since DIP cannot detennine the date
the requester actually received notice ofthe denial (unless the requester tells DIP), in fairness to
requesters they have adopted a rule that an administrative appeal received 60 days or more after
the date ofthe final release and notice ofdenial will be deemed to be filed late, and will be
dismissed.

In those cases where OIP can detennine the date of the release from readily available
information (i.e.) where the requester mentions it in his appeal letter to OIP), OIP will apply this
rule and not send late filed appeals to the FBI. All other appeals from FBI cases will still be sent
to the FBI in the nonnal course ofbusiness.

Therefore, in order to avoid needless work by LTslPLSs in gathering files and preparing
for appeal adjudication, only to find out that the appeal was filed 60 or more days after the
release, and DIP is willing to dismiss the appeal, the LTIPLS, who handled the request will take
the following initial step:

Unless it is clear on the appeal correspondence that it was timely filed, the LTIPLS will
review their case folder or the FOIPA computer to detennine the date of the release/denial. If
this search reveals the appeal was filed 60 or more days~ the final release) the LTIPLS will
return the appeal correspondence to OIP with a notation ofthe date of release and that the appeal
was filed 60 days or more after the release. DIP will then advise the requester that his appeal
will not be considered.

Ifthe search reveals that the appeal was filed prior to 60 days ofthe date ofthe release
letter, the appeal will be handled and adjudicated in the usual manner.
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General Procedures for Handling Appeals

. When an appeal has been submitted by a requester to OIP. the Field Coordination ream
(FCT) win be notified ofthe appeal The FCT will then identify the LTIPLS who is handling or
handled the case and will forward a copy ofthe appea11etter to the LTIPLS. FCT will document
this information in the appeal folder, including the date the LTIPLS was notified ofthe appeal.
It is encouraged and recommended that the appeal review be handled by the PLS within ten
working days from notification of the appeal. However, an appeal should not be scheduled until
all files, processed documents. arid any other pertinent materials have been located. Once all of
the material is available, the LT/PLS is to schedule the appeal in the appointment book
maintained in FeT by providing their name, extension, appeal number, and the approximate
number of pages for review. ·On the date that the appeal has been scheduled, a DOJ appeals
attorney will contact the LTIPLS for the material to be reviewed.

If during the appeal review, a determination is made to release additional material, that
release may be made by either the PLS or the DOJ Attorney. Ifthe release is to be made by the
PLS, the additional release should not be made until a copy ofthe DOl's adjudication letter has
been received. Regardless ofwho makes the release, the PLS should ensure a copy ofthe final
DOl letter and the additional release is retained in the 190 file.

In addition to the above procedures, when an appeal involves classified
information where (b)(1) was cited to the requester, that information must be further reviewed
during the appeal stage by the Departmental Review Committee (ORC). OPCA-33 fonn
(formerly 4-809) must be completed by the PLS and submitted to DCU along with a copy of the
original DCU addendum and all pertinent files containing the classified material. Following
ORC's review, any information which is declassified must be reviewed by the PLS for possible
release or application of other FOIA exemptions. If information has been declassified by DRC
and is now being withheld from disclosure pursuant to an exemption other than (b)(l), the OIP
attorney is to review these excisions for their appropriateness. Upon completion ofthe entire
ORC process, the requester must be advised in writing of the outcome and provided with copies
of documents that contain any changes in processing. A copy of OPCA-33 form is attached.

Information FrOm Other Agencies

For information which originated with another agency, notice to a requester of his right
to appeal should advise him that any appeal concerning another agency's infonnation should be
sent to the appeal authority of that agency. The PLS should ensure throughout the appeal
process that we are dealing only with information which originated with the FBI.
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Classification Appeals Involving Referrals

When conducting a classification review, DCU prepares an addendum noting the results
of the review. Ifappropriate, instructions are given regarding the referral ofFBI documents to
other agencies. Disclosure PLSs are responsible for making such referrals promptly.

In those cases where a classification decision is appealed, the results ofthe referral must
be recorded prior to presentation ofthe appeal to the DRC. Ifthe referral has not been made,
DRC win instruct that it be done promptly. The results ofthe referral and the original
documents are to be sent to the DCU for presentation to the DRC. ncu will note the
classification action taken by DRC on the original documents.

Coordination of Headquarters/Field Office Appeals

If it is determined that a field office appeal involves an ongoing HQ request or appeal,
the FCT Regional Program Manager, the PLS and his or her Team Captain will determine if the
field office appeal should be assigned to the HQ PLS to ensure consistency in processing and
coordination ofthe request and the appeal. Otherwise, if there are no apparent conflicts or
problems, the FCT will routinely handle the field office appeal.

Exemption (b)(7)(A) Appeals

If a (b)(7)(A) case has been appealed, and the case is now closed, the processing ofthe
material should commence after consultation with the OIP attorney. The appeal should be closed
on the appeals statistical sheet under the "reversed" category.

Appeals Involving Preprocessed Cases

From time to time, a PLS may handle a request which was previously processed
("preprocessed") for another requester. Preprocessed cases are assigned to the Disclosure Units
for prompt handling, since they do not require any processing, but rather, just duplicating the
material for release. However, in several instances, the preprocessed cases were originally
processed prior to the LandanofReno guidelines. Ifrequesters appeal any denials contained in
the preprocessed material and DOl/OIP remands the case for processing under the
LandanolReno guideline~ this action will involve reprocessing the case for any additional
infonnation to be released. It is the policy of the FOIPA Section to reopen the request and place
it in the backlog based on the date of receipt ofthe initial request letter. These cases will then
wait their turn in the queue along with those which require initial processing.
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Appeals Involving the Cross-Reference Policy

The FOIPA Section's policy for processing requests is to only proces~ ide'ntifiable main
files even though cross-references for the subject may exist. Requesters are advised ofthis
policy, and occasionally, will appeal this procedure. Ifan appeal by a requester includes an
appeal of the cross-reference policy, the PLS should process the cross-reference(s) at this time.



Background Investigations for Unsuccessful Job Applicants

When unsuccessful applicants for the FBI seek to detennine why they were not hired,
they are often told to submit FOlPA requests to the FBI for their background investigative file.
This expedient response presents the following problems:

1) It takes much longer for the FOIPA Section to process a file than it would take a
personnel officer or applicant coordinator to write a responsive letter;

2) Processing an entire file is much more expensive than drafting a letter; and

3) Records from the processed file may not inform the requester why he was not hired,
especially in those cases where relevant information would be redacted or the applicant was just
not as competitive a candidate as those hired.

This problem is being addressed by both the Special Agent Applicant Unit and the
Bureau Support Applicant Unit, by advising field personnel who deal with applicant matters of
the following:

1) If the applicant achieves an unsuccessful score in either an examination or interview,
field applicant personnel will advise the applicant of the passing scores and the waiting period to
be retested;

2) If the applicant was simply not as competitive a candidate as those hired, field
applicant personnel will advise the applicant what must be done to become competitive; and

3) If the applicant was not hired due to derogatory information from the background
investigation, the applicant's inquiry will be referred to the Personnel Resources Unit at FBffiQ.
In those cases where the derogatory information came from credit, arrest, academic, or
employment records, the Personnel Officer will advise the applicant of the specific reason he
was not hired.
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Further, at FBlliQ, FOIPA letters from applicants denied employment will be sent to the
Unit Chief.of either the Special Agent Applicant Unit or the Bureau Support Applicant Unit if
the requester is seeking the reason he or she was not hired. Ifthe respective Unit cannot give the
reason for denied employment (i.e., source giving derogatory infonnation), then the letter will be
returned to the FOlPA Section to be handled.

Periodically, we will receive FOIPA requests for records on FBI background
investigations conducted on individuals applying or being appointed for other federal
government positions (i.e., DOJ positions, DEA, Special Inquiries for White House
appointments). If the requester, a non-FBI applicant, clearly indicates in the letter that he is
primarily interested in detennining why he was not hired for government employment, and the
releasable records would not clearly indicate the reason for that decision, then a letter should be
sent to the requester advising him ofthis and that an FOIPA release would not be very
informative. The letter should explain that, although the FBI may conduct background
investigations for another agency, the FBI does not make hiring decisions for that agency. The
letter should suggest that the requester contact the official who made the hiring decision at the
other agency and explain the situation to him or her. We cannot, of course, refuse to process an
FOIPA request, so the requester must be asked ifhe would still like his request processed.

A final point concerns verification of the identity ofthe requester. If the requester's
address in the request letter is identical to the address documented in the background
investigative file, then it is not necessary to obtain a notarized signature or a certificate of
identity from the requester.

Source Information in ApplicantlBackground
Type Files - Confidentiality?

In some instances, applicant files compiled after September 27, 1975, the effective date
of the Privacy Act, will not indicate whether a source of information requested confidentiality.
Often it is felt that many of these sources would want confidentiality because of the type of
information (i.e., derogatory information) being provided to the FBI. Therefore, ifthis situation
occurs and there is a concern in the release of the information, it is suggested that the PLS
contact the field office Case Agent prior to releasing the material. If the field Agent indicates the
source did request confidentiality and it was overlooked in documenting it on the typed interview
statement, it should be made a matter of record in the applicantlbackground file. In processing
this material, the identity of the source and any information which would tend to identifY the
source should be protected. If the field Agent is unable to articulate or provide proof that
confidentiality was requested the infonnation must be released.
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To: All FBI FOIPA Personnel
From: J. Kevin O'Brien

Subject: Autopsy Reports and Photographs
Date: March 31, 1998

When processing FBI records pursuant to a third party request which contain autopsy
reports and/or related photographs, initially deny those reports and/or photographs in order to
protect the privacy interests of the heirs ofthe victim under Exemption (b)(6) andlor (b)(7)(C).
Further, the PLS should identifY to the requester on OPCA Form 20, the Deleted Page Sheet, an
explanation under the "For your infonnation" portion of the form, as to what the deleted material
contains and the graphic nature ofthe material.

If the request is from the heirs' andlor family member ofth~ victim, the requester should
also be notified of what is contained in the material, such as any graphic photographs or
summary autopsy reports. Once the heir and/or family member is fully advised of the contents
and still requests a copy of the material, it will be forwarded to them.

One exception to the preceding paragraphs would be in those instances where the
Coroner and/or Medical Examiner provided the autopsy reports and related photographs in
confidence or there was a circumstance of foreseeable harm and implied confidentiality could be
considered. In those situations, the autopsy reports and/or related photographs should be
withheld pursuant to Exemption (b)(7)(D) in addition to the citing of (b)(6) and/or (b)(7)(C).
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To:
From:
Subject:
Date:

All FBI FOIPA Personnel
J. Kevin O'Brien
Bureau Teletypes, Telegrams and Radiograms Originating Prior to 1955
March 31, 1998

JIandJing of Bureau Teletypes, Telegrams and Radiograms
Originating Prior to 1955

Certain information contained in Bureau teletypes, telegrams and radiograms originating
prior to 1955 requires special handling to insure sensitive information is deleted prior to release
pursuant to an FOIPA request.

To insure proper handling, the above described conununications should be reviewed by
the DCU whether located in Security or Criminal files prior to release.



When processing FBI documents pursuant to the FOIPA, caution statements may appear
on the document such as "ARMED AND DANGEROUS." In most cases, these statements are
typed with upper case letters and/or underlined and usually appear at the bottom portion of the
document, however, they may be found elsewhere. When caution type statements appear on a
document, the PLS should thoroughly research the file(s) before releasing any statement in order
to determine whether or not the statement was obtained from a confidential source. Ifthe
source's identity is not recqrded and the statement appears to be singular in nature, the PLS
should consider protecting the statement under exemption (b)(7)(D).

The following is an example of where the caution statement was released to the requester
without excision: "ARMED AND DANGEROUS, SUBJECT MAY TAKE RETALIATION
AGAINST SENTENCING JUDGE." On appeal, a review of the HQ file failed to determine the
source of the infonnation and the field office was telephonically requested to search its file.
Through the review ofthe field office file, it was detennined the source was the subject's
mother, who had recevied the information from the subject's brother, and had alerted the FBI on
a very confidential basis. Had this been known prior to the release, the caution statement would
not have been disclosed.
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MAN U A L

To:
From:
Subject:

Date:

All FBI FOIPA Personnel
1. Kevin O'Brien
Central1nteDigence Agent)' (CIA)
May 15, 1998.

ReferratQf CIA Information (Q)

The CIA has a representative currently assigned to the FBI's FOIPA Section, Litigation
Unit, who can review CIA operational·type information in FBI files eliminating the need for the
PLS to refer the information to the CIA. The CIA representative will make a release
determination or classification/declassification decision only on documents or information
that has never been reviewed or previously referred to the CIA- The procedures for
directing all such referrals to the .CIA representative are as follows: (U)

1) Provide the following information on a routing slip: (U)

a) FOIPA Number;
b) Subject ofRequest;
c) Name ofPLS, Room Number and Extension. (U)

2) Mark or highlight the CIA information that requires revi~w. (U)

3) Provide a photocopy ofthe referral document along with any background information
necessary to detennine the origin ofthe CIA information. (U)

4) Leave the referral package in the CIA incoming box in the Litigation Unit. (U)

CLf~l¥&bgBY:SO 7 (11 t I

REASON: 1.5 ('C.) -
DECLASSIFY ON; X I General Referral Policy (U)

bJ

XLL INroreUTION CO:Nl'AINJi:j)
HE'Rtrn IS r:r~t,:t~~T.FI.EI)

:EXCE?T ~:17u..E SHOV.:N.. •
OT~.t'IS~ .. .... '
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In an effort to satistY CIA concerns and at the same time hopefully shorten the time it
takes the CIA to respond to our referrals, the following agreement has been made with the CIA
for their material that cannot be handled by the CIA representative in the Litigation
Unit: (U)

The PLS will hold'in abeyance each FOINPA response to the requester for a period of
60 days starting from the date of the referral to the CIA. A referral may encompass FBI
documents containing CIA information sent to the CIA for coordination which are
to be returned for our response to the requester, or documents referred for direct
response. (U)

The PLS will provide two copies (one redacted copy, one clean copy) ofthe referred
documents/pages. The PLS will attempt to furnish the CIA 'With enou~ information
to help them locate the records and detennine what the investigation is about. The PLS
will either process the pertinent documents/pages to be referred as they plan to release
them to the requester or advise the CIA what they plan to release and/or deny. This
facilitates their review. (U)

The CIA, upon receipt ofthe referral, will review the material Ifthe CIA determines
that the material warrants further treatment, the CIA Coordinator's office will notify the
FBI within the 60-day period stipulated above. This notification will include an
identification of the affected portions ofthe material, applicable exemptions and statutes
and the responsible authority for the determination reached by the CIA. (U)

The absence ofsuch CIA notice to the FBI withID the stipulated time will indicate full
CIA concurrence with the FBI's proposed action. (U)

----_._------- ". ---- -_. ,.
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CIA Name Check Information (U)

When the PLS locates information in an FBI document which indicates that·a-name check
was made with the CIA, this fact may be released by the PLS without coordination with the CIA.,
provided the check reveals that the CIA has !!Q record. !lQ. information or no trace. However, jf
this same name check shows that coordination was effected with a CIA person by name or with a
CIA component, the document should be reviewed by the CIA representative currently assigned
to the Litigation Unit prior to release. References to major CIA components, at the Directorate
or Office level, or the titles oftheir Directors, may be released without referral or coordination.

bl

hI

Ifany such document is located during a review pursuant to an FOIPA request, it shou d
be referred to the CI~ ~ the nonna! manner. (U)

.....:.,

bd-. Bureau Source· Hunter PrQject (U)

b~ . -
Bureau Sourc. (Hunter Project) was a CIA mail opening operation for foreign

in New York City. When'mail was opened which was of interest to the FBI, the content ofth

·.rl't~rT·
:\~~..,.nL ...
. '"
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letter·was furnished to the FBI. Such material was consistently stamped "Secret". Project
Hunter has been discontinued by the CIA and both its existence and its nature publicly
acknowledged by that agency. The CIA called this mail intercept program HTLINGUAL. (U)

On 5/13/98, Infonnation and Privacy Office, CIA, advised they want the documents
referred to the CIA. The agency indicated that in almost aU instances the information would be
declassified and released in its entirety.

CIA Employee Names and Component Designations (U)

By letter dated 3/1-6/76, Mr. Gene F. Wilson, Information and Privacy Coordinator, CIA,
requested we ensure that all CIA employee names and component designations are deleted from
any CIA document, or from any other document containing CIA information, which is being
released to a requester through the FBI, after such documents have been coordinated with the
CIA. (U) .

Such deletions are authorized under Exemptions (b)(3) ofthe FOIA, and (j)(l) ofthe PA.
The (b)(3) exemption applies to the Director's statutory obligations to protect from disclosure
intelligence sources and methods, as well as the organization, functions, names, official titles,
salaries and number of personnel employed by the CIA, in accordance with subsection 102(d)(3)
ofthe National Security Act of 1947 {Public Law 86-36 Section 6(a)}, and section six ofthe
CIA Act of 1949 (50 U.S.C. Section 403), respectively. (U)

CIA Operational Files (U)

Operational files ofthe CIA are exempt from the provisions ofthe FOIA which require
publication or disclosure, or search or review in connection therewith (See 50 U.S.C. Section
431). The term "operational files" means: (U)

1) files of the Directorate ofOperations which document the conduct offoreign
intelligence or counterintelligence operations or intelligence or security liaison arrangements pr
information exchanges with foreign govermnents or their intelligence or security services; (U)

2) files ofthe Directorate for Science and Technology which document the means by
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which foreign intelligence or counterintelligence is
systems; and (U)

ected through scientific and teclmical

b'

b\

3) files ofthe Office ofSecurity which document investigations conducted t~determine
the suitability ofpotential foreign intelligence or counterintelligence sources; except that files
which are the sole repository ofdisseminated intelligence are not operational files. This law
applies to any'FOIA request for records, even ifmade prior to the enactment ofthe
aforementioned statute. (U)

C.IA Presence Abroad (U)

bJ
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MAN U A L

To:

From:

Subject:

Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Classification Stamps, Use of

March 31, 1998

Referral Form OPCA-6

When referring classified information to other agencies, OPCA-6 referral form letter
must be properly marked to indicate the level ofclassification of the infonnation contained in the
referral document(s). Ifthe referral document contains unredacted "classified" information,
(i.e., "Confidential" information) then all copies ofthe referral fonn should be stamped to
indicate the highest level ofunredacted classified information. For example..."Confidential" on
both the front and back of the form at the top and bottom of the page, "Confidential
Material Attached" and "This Communication Is Unclassified Upon the Removal of
Classified Enclosures" stamps are to be placed on the front of the form at the bottom. See
Attachment 1.

Ifno exposed classified information is contained in the copy ofa document being
referred to the other agency. there is no reason to place the above stamps on the referral form
letter. For example, an FBI document consisting ofone page was surfaced during the processing
of a request and the document 'contains one paragraph of other agency information. Lets assume
that paragraph one of the referral document contains classified FBI information which has been
deleted/blacked-out by the FBI, paragraph two is bracketed because it contains the other agency
information which the FBI wants the other agency to review, and paragraph three is left in
because it contains information being released to the requester, do not send the document to
the other agency with the classification stamps on the referral form since tliere is no
classified material on the copy of the document being sent to the other agency.

Disclosure Form OPCA-16

When the (b)(l) block is checked on the OPCA-16 disclosure form, it will be necessary
for the tickler and the yellow copies only to be properly marked to indicate the highest level of
classification contained in the processed (red-out) documents. For example, ifthe highest level
of classification indicated by the neD addendum is "Secret," then the "Secret" stamp should
be placed on both the front and back and at the top and bottom of the page of the tickler
and yellow copies. The "Secret Material Enclosed" and "This Communication Is
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Is Unclassified Upon Removal of the Enclosures" stamps are to be placed on the bottom of
the front of both copies. Do notplace the classification stamps on the copy ofthe disclosure
letter going to the requester. See Attachment 2.

Electronic Communications (Ee)

There will be times when classification stamps will be placed on ECs. For example. if the
Electronic Surveillance (Elsur) Indices search slip is classified and the LTIPLS is enclosing the search
slip to the EC going to the field office{s). The" Material Attached" and "This
Communication Is Unclassified Upon Removal of the Enclosures" stamps will need to be placed on all
copies of the EC. The classification level will be indicated on the EC when it is prepared.

For infonnation concerning the transmittal ofclassified material also review Memo 10
concerning the "Handling and Transmittal of Classified Material."
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To:

CONFIDENTIAL
U.S. Department of Justice

Federal Bureau of Investigation
935 Pennsylvania Ave.,N.W.

Washington, D.C. 20535·0001

From: Chief
Freedom of Information/Privacy Acts (FOIPA) Section
Federal Bureau of Investigation

Subject: FOIIPA Request of -= _
FBI FOI/PA# Re:

In connection with review of FBI files responsive to the above request, the following was surfaced:
o unclassified document(s} which originated with your agency is/are being referred to

you for direct response to the requester. We will advise the requester that your agency will correspond
directly concerning this matter, and request that you furnish us a copy of your letter to the requester
reflecting final determination regarding the document(s). (See index A).

o FBI document(s} containing information furnished by or related to your agency. Please
review this information (outlined in red) and return the document(s) to us, making any deletions you
deem appropriate, and citing the exemption(s) claimed. (See index B).

o classified document(s) which originated with your agency is/are being referred to you
for direct response to the requester. We will advise the requester that your agency will correspond directly
concerning this matter, and request that you furnish us a copy of your letter to the requester reflecting
final determination regarding the document(s). Additionally, please advise us if the classification of the
document(s) is changed so that we may amend our files. (See index C).

o classified FBI document(s) containing infonnation furnished by or related to your agency.
Please review this information (outlined in red) and return the document(s) to us, making any deletions
you deem appropriate, citing the exemption(s) claimed, and advising if the document(s) still warrant(s)
classification. (See index D).

o Please note that some of the enclosed documents contain deletions made by this Bureau. The
appropriate exemption appears next to the redacted infonnation. Please advise the requester they
may appeal these denials to the following address: Co·Director, Office of Infonnation and Privacy,
U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530-0001.

A copy of the requester's initial letter and any other significant correspondence is enclosed for your
convenience. If you have any questions concerning this referral, please contact ~ -:-~ _
on (202) 324- . The FBI tile nwnber appearing on the lower right·hand corner of the
enclosed document(s) as well as on the Index Listing (see reverse) should be utilized during any
consultation with this Bureau concerning this referral.

Additional Remarks:

Enclosure(s) ( ) CONFIDENTIAL THIS COMMUNIC.I\TICN IS UNCLASSIFIED
MEMO 9 ~ ATTACHMENT 1 UPON THE REWoOVAL OF CLASSIFIED ENCLOS

(FRCNl') (Index Listing on Reverse)

CONFICENTIAL MArt:~IAL £NCLOS£O
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Index C:

Index D:

CONFIDENTIAL
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l!.S. Department of Justice

Federal Bureau of Investigation
935 Pennsylvania Ave., N.W.

Washington, D.C. 20S3S.()()()1

Subject of Request; _

FOIPA No. 1190- _

Dear Requester:

Enclosed are copies of documents from FBI records. Excisions have been made to protect
information exempt from disclosure pursuant to Title 5, United States Code, Section 552 (Freedom of
Information Act) and/or Section 552a (Privacy Act). In addition. where excisions were made, the
appropriate exempting subsections have been cited opposite the deletions. Where pages have been withheld
in their entirety, a deleted page information sheet has been substituted shOWing the reasons or basis for the
deletion. The subsec:tions cited for Withholding information from the enclosed documents are marked below:

Section SS2

Ia (b)(l)

o (b)(2)

o (b)(3) _

o (b)(4)

o (b)(5)

o (b)(6)

Section SS2a

0 (b)(7)(A) o (d)(S)

0 (b)(7)(B) o (j)(Z)

0 (b)(7)(C) 0 (k)(l)

o (b)(7)(D) o (k)(2)

o (b)(7)(E) o (k)(3)

o (b)(7)(F) o (1<)(4)

o (b)(8) 0 (k)(5)

o (b)(9) 0 (1<)(6)

0 (1<)(7)

(See Fonn OPCA-16a, enclosed, for an explanation of these exemptions.)

Pursuant to your request, page(s) were reviewed and page(s) are
being released.

DUring the review of material peninent to the subject of your request, documents were located
which

D originated with another Government agency(ies).
These documents were referred to that agency(ies) for review and direct response to you.

-o contain information furnished by another Government agency(ies). You will be advised by the
FBI as to the releasability of this information following our consultation with the other
agency(ies). .

$ECRfT THIS COMMUNICI'.TiCN IS UNCLASSIFIED
UPON THE RE.MOVAL OF CLASSifiED ENCl.OSUR

$ECRET MATERIAL ENCLOSED

MEMO 9 - ATTACHMENT ~
(FP£NT)



.SECRET
'.:

o If you desire, you may appeal any denials contained herein. Appeals should be directed in
writing to the Co--Director, Office of Information and Privacy, U.S. Depanment of Justice, Flag
Building, Suite 570, Washington, D.C. 20530-0001 within thirty days from receipt of this letter.
The envelope and the letter should be clearly marked "Freedom of Information Appeal"
or "Information Appeal.· Please cite 1he FOIPA number assigned to your request so that it
maY be easily ideodfied. . .

o The enclosed material is from the main investigative file(s) in which the subject of your request
was the sub,iec:t of the investigation. There are additional references to the subject(s) of your
request in flIes relating to other individuals, organizations, events or activities. These additional
mentions or references have not been reviewed to determine if, in fact. they are identifiable
with the subject(s) of your request. Our experience has shown that such references are
frequently similar to information contained in the processed main file(s). We will process these
references if you pow make a specific request for them. However, because of a significant
increase in FOIPA requests and an expanding backlog, we have given priority to the processing
of main investigative files and can only complete the processing of these additional references
as time and resources permit.

o See additional information which follows.

Sincerely yours,

Chief
Freedom of Information

Privacy Acts Section
Office of Public and Congressional Affairs

Enclosures ( )

MEMO 9 - ATTACHMENT 2
(BACK)

SECf{t~
~ .
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MEMO 10
MAN U A L

To:

From:

Subject:

Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Oassified Material, Handling and Transmittal of

March 31, 1998

Handling Top Secret/Sensitive Compartmented
Information (TS/SCI) and Elsur Records

A. Information Upgraded by Document Classification Unit (DeU)

1. When neu reviews information in FBI Headquarters (FBIHQ) files which requires
classification at the IS or SCI level and which has not been marked previously (such as
documents dated prior to July 1, 1977), DCD will mark the information. DCU will also locate
and mark any other FBlliQ files containing the same document, then hand carry these files to the
Special File Room (SFR). (If there is outside agency information within the file or document,
the information must be referred to the outside agency before being sent to the SFR.)

2. The SFR will remove the original TS/SCI document from the file for retention in the
SFR and prepare a Custody Control Form, FD-SOla, for each document. They will then stamp
the file front "TOP SECRET FILE EXISTS."

3. When the LT/PLS is advised by DCD that a document is upgraded to TS, the LTIPLS
will obtain a copy of the document from the SFR. (See the "Special File Room" numbered
memorandum for procedures when the SFR advises the LTIPLS that he/she does not have the
appropriate clearance to review the document.)

B. Information Down~raded by DeU

When nCD discovers that information in a document maintained by the SFR is no longer
classified at the TS/SCI level, DeD will take the FD-SOla and document to the SFR. The SFR
will make a notation on the SFR copy of the FD-S01a, remove the FD-S01a form from the
document and retain the FD-501a. The document will be returned to the PLS to complete the
FOIPA processing.

Thereafter, the document will be routed to the SFR so that they can remove the serial
charge-out and put the downgraded document in the proper investigative file.
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C. Referrals of TS/SCI Information

1. When FBI infonnation in other-agency documents is classified at the TS/SCI level,
regardless of the date of the document, ncu will have the SFR remove the document from the
file and stamp the file front "TOP SECRET Ffi..E EXISTS." At the request of the Disclosure
PLS, the SFR will copy the document. The PLS will prepare a referral to the other agency with
directions to delete exempt FBI-originated information from its document. Once the referral has
been finalized, the PLS will take all copies ofthe referral form (OPCA-6) and the enc1osure(s) to
the SFR where an FD-502a will be prepared. The SFR will place a note in the margin ofthe
yellow copy to indicate that the originals of the enclosures are retained in the SFR. Do not
retain copies of the TS/SCI documents behind the yellow of the referral form. The SFR win
handle the delivery ofother agency referrals with the exception of NSA. NSA referrals will be
handled by the PLS who will hand deliver the material to the FBI's NSA Liaison Agent in Room
••• (See the "Special File Room" numbered memorandum for procedures when the SFR
advises the LTIPLS that he/she does not have the appropriate clearance to review the document.)

2. When other-agency information in FBI documents is classified TS and/or contains
SCI, DCU will not automatically act to have the TS/SCI information removed from the file, but
will await notification from the other agency of its intent to retain the classification. Thus the
FBI document will be retained in the file until after the PLS sends a referral to the other agency,
and the other agency responds to the referral. The PLS will take all copies of the referral form
(OPCA-6) and the enc1osure(s) to the SFR where an FD.;.502a will be prepare by the SFR. Do
not retain copies of the TS/SCI documents behind the yellow of the referral form.

a. If the other agency indicates that the information is to retain its classification, the PLS
will hand carry the referral response along with the original FBI document to DCU. DCU will
update the classification in the FBI document and hand carry the file to the SFR for filing in the
SFR. The PLS will obtain a copy of the document from SFR in order to complete the processing
ofthe FOIPA request. (See paragraph A.3.)

b. If the other-agency information is downgraded below the TS level or no longer
considered SCI, DCU will handle the document as described in paragraph B above.

D. Handling Disclosure Packages with TS/SCI

When the red-outs ofa disclosure package contains TS/SCI material, the TC win date
stamp all copies of the disclosure form, place appropriate stamps on the original and the yellow
file copy, but the TC will not package the material or send it to the Mail Services Unit (MSU).
The PLS will hand carry all copies of the disclosure form (OPCA-16) and all enclosure(s),
including the black-outs, to the SFR, who will then prepare an FD-501a. Once this has been
handled the original disclosure form and the black-outs can be packaged for mailing.
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E. Transfer of TS/SCI Information

Ifa TS/SCI document (that is not tiled in a TS folder or file maintained by the SFR)
needs to be reviewed by another individual, it is the responsibility of the person who has the
document to ensure that the person to whom the document is transferred has a "need to know"
and, ifit is SCI, the necessary SCI access. This can be accomplished by calling the Personnel
Security Unit on extensio~ To transfer the TS/SCI document, call the SFR on extension

_ Any TS/SCI document must be hand carned to another individual. When not being
used, the TS/SCI document must be maintained in a combination safe when it is outside of the
SFR.

F. Filine TS/SCI And Elsur Documents

It is the policy ofInformation Resources Division that when any part of a document or
enclosure to a document is TS, the entire serial is treated as TS. Therefore, when a TS document
is in a FOIl'A disclosure package (processed documents), the SFR considers the entire disclosure
package as TS. The FOIPA disclosure form should be stamped "Top Secret" on the top and
bottom and "Top Secret Material Attached" and "This Communication Is Unclassified Upon the
Removal ofClassified Enclosures"on the bottom by the PLS. Similar handling is given to Elsur
records. The disclosure package should be hand carried to the SFR for filing in their portion of
the 190 file. Be aware that any original document or yellow/white file copy that is stamped
"Top Secret" or has "Top Secret" material attached must be filed in the SFR

Transmittal of Classified Materials Within FBmQ

All FBIHQ employees are reminded of the importance ofproperly handling classified
information in order to prevent the loss or disclosure of that information. The following
procedures should be adhered to in all cases involving the routing of classified information
within FBllIQ:

Top Secret (TS) Documents or documents containine Sensitive Compartmented
Information (SCI) must have an attached form FD-SOla and be hand-carried in an envelope
when being moved within FBffiQ. SCI documents must be hand-earned by an individual who
has been cleared for SCI access. TS and SCI documents must never be placed in outgoing .
mailboxes or routed through MSU.

Confidential and Secret documents may be placed in outgoing mailboxes and be
delivered by MSU, but must be inside a messenger envelope.
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Transmittal of Classifie<lMaterials Outside FBmQ

TS and SCI documents being sent outside FBllIQ must have an attached form FD-502a
b':l. and be hand-carried to the Special File Room(Roo~ for recording and packaging. These

documents will be delivered by a designated FBI courier or the Defense Courier Service. If the
package is designated for the Washington Metropolitan area, delivery will be handled by the FBI
courier. For this reason, there must be a point of contact listed on the address label. If the PLS
does not know who the point of contact is for a particular agency, the PLS should contact the
agency for this information. Ifthe designated addressee is outside of the Washington
Metropolitan area, delivery will be handledby the Defense Courier Service.

Confidential and Secret Documents being sent to FBI offices must be placed in a
messenger envelope and then routed to MSU, Room IB341. Confidential and Secret documents
being sent to other government agencies (including DOJ) must be placed in a messenger
envelope and routed to MSU, Room IB341, for recording, receipting, and packaging. However,
if the TC packages this material, the TC should place a sticky on the outside mailing envelope
indicating whether there is "Confidential" or "Secret" material inside the package, and place in a
messenger envelope or hand carry to the MSU.

Everyone has a responsibility to protect classified information. Additional information
concerning the handling and marking ofclassified information can be found in the MIOG, Part
II, Section 26, "Classified National Security Information and Material." Questions may be
directed t Information Systems Security Unit, National Security Division,
extension-' Questions regarding mail~cedures may be directed to MSU,
Information Resources Division, extensio~oom IB006.



Closing an FBmQ FOIPA Request and
Advising Field Offices of Final Disclosure

A FOIPA request may be closed through processing when there is no further action to be
taken by the PLS on the request. An example of this is when a final disclosure has been made,
including responses to final determinations on any and all documents referred for consultation:
A request may also be closed administratively in situations where the requester fails to respond
within 60 days to an action' sought by the LTI PLS. For example, if there is no response from the
requester after asking for their willingness to pay for duplication fees prior to processing the
material or if the requester provided his or her willingness to pay and then never responded to
the "cost" or "money" letter. It is suggested that the LTIPLS maintain the case folder and all
pertinent mail or files after closing a request for a minimum of 60 to 90 days. If after this time
no further communication has been received, any original mail should be sent to the 190 file and
all FBI files returned to the Filing Unit or the field office(s).

Furthermore,·when a FBIHQ request is closed, wherein a release of information was
made, an information copy ofthe final disclosure letter should be forwarded to the field office in
which the greater portion of the investigation was conducted. The disclosure letter should
contain a briefnote to the field office identifying the Bureau file(s) processed and any details
which may be relevant to the request, a requester or the files processed. There will be certain
cases where it would not be necessary to notify the field office ofa release, such as, third party
historical interest cases, requests on deceased individuals or personnel files. If in doubt on
whether to provide a copy ofthe letter to the field office, resolve the doubt in favor offurnishing
the field with a copy.

Closing Field Office FQIPA Requests When Referred to FBWQ

On many occasions, FOIPA requests are made directly to a field office for subject
matters and records of interest. Ifthe request is for records maintained in the field office only
and the responsive fiIe(s) contain 500 pages or less, that field office will process the file(s), make
the release or denial of any material and close the case. Requests of 501 pages or more are to be
referred to FBIHQ by Electronic Communication (EC) for handling. Upon· referring these



Abandoned Cases - Use of Form OPCA-25
(Transmitting Processed Documents to File)

To close FOIPA requests when material has been prepared for release and the requester
has abandoned fees, withdrawn the request, etc., OPCA·25 (previously referred to as Form
4-780) should be completed in order to document the reason for closing the case and to send the
processed material to the 190 file. Attached is copy of OPCA-25 which should be utilized for
this purpose.

Closing of Multiple Requests from One Requester
When Failure to Submit Fees

Some requesters submit numerous requests (multiple requests) for information
concerning various subject matters. When these requesters do not submit requested fees, no
further processing of their requests should be done. Further,!lQ releases should be made to these
individuals until they pay the requested fees. A stop should be placed with RTSS to insure that
the FBI's FOIPA Section does not accept further requests from the requester. Ifpayment·offees
is not made within 60 days from the date of the FBI's request for payment, all of this individual's
requests should be closed for failure to pay requested fees.



Occasionally FBI files contain documents which were generated by Congress such as
transcripts ofCongressional hearings which were held either in executive (closed to the public)
or open sessions. The issue is whether those documents are "agency records" subject to access
under the Freedom ofInfonnation Act (FOIA) or Privacy Act (PA).

The FOIA and PA only apply to records maintained by agencies within the Executiv~

Branch of the Federal Government. Records maintained by Congress (the Legislative Branch)
are not subject to FOIPA processing. The test which is used to determine whether a document is
an agency record or a Congressional record was established in Paisley v, Central Intelligence
Agency, 712 F.2d 686 (D.C. Cir. 1983). In that case, the court focused on the following factors:
1) whether at the time Congress created the document, it placed any indicia ofcontrol or
confidentiality on the face of the document (a congressional document is one generated by any
official body of Congress {i.e., a committee}, or by a member acting on behalf of an official
body of Congress, but not a document generated by an individual Congressman on behalf of a
constituent); 2) whether the hearing or activity which generated the document was conducted
under any special conditions of secrecy (e.g., executive session documents); and, 3) whetherthe
document was sent to the agency under contemporaneous and specific instructions from
Congress limiting its use or disclosure. The Court further remarked that if Congress neither
created the document nor physically possessed the document, it would be difficult to find the
document a Congressional record.

If it is detennine under this test that a document in an FBI file is a Congressional record,
the requester should be advised ofthe existence ofthe document and it cannot be accessed under
the FOIPA. If the document is an "agency record," it is subject to the provisions of the FOIPA
and should be processed accordingly. See Department ofJustice v. Tax Analysts, No.' 88-782
(U.S.S. Ct. June 23, 1989).

Note that an FBI-originated document may contain Congressional or Judicial information
such as direct quotes from an Executive Session hearing, which may not be accessible under the
FOIPA. In makin~ that determination, consideration should be given as to how the FBI acquired
the information, whether any restrictions were placed on the derivative Congressional or Judicial
material or if there would be a substantial harm in the disclosure of the information.
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Coordination of FOIPA Releases with Other Divisions

From time to time material proposed for release will have to be coordinated and reviewed
by other investigative or administrative divisions at FBIHQ. This is particularly true in
organized crime, sensitive FeI, and terrorist cases where the material being processed, even
though a closed investigation, may relate to a pending matter on another individual or
organization. The substantive division and/or field office must always be consulted when
processing records which are part of an active investigation, even ifthe case has been ongoing
for a number ofyears. It is also necessary to contact the Laboratory Division whenever the
material being processed relates to a sophisticated scientific laboratory technique (especially
those in support ofFer investigations), or the Finance Division on contract matters.

In addition, any material being processed which relates to a matter currently in litigation
(197 classification), or which relates to an OPR inquiry (62 and 263 classifications) should be
closely coordinated with and reviewed by personnel in the Office of General Counsel and/or
OPR prior to release. (See Memo 39 for further information on processing 197 files for lawsuits
involving civil actions or administrative claims.)

A note should be included on the file copy of the disclosure letter identifying the
persons(s) consulted, the date, and whether or not they requested to review the material prior to
release.

Coordination of FOIPA Releases Between Paralegal Specialists

LTs,and PLSs should be alert for documents/information which have been previously
processed or are currently being processed, as well as, requests which are subject to aggregate
fees. It is imperative that these requests be coordinated by all LTs and PLSs when necessary.
This will enable the handling of the FOIPA releases, requests and/or requesters in a consistent
and accurate manner.



When an incoming letter requests a correction, change or destruction of information in
FBI records, it should be referred on the same day toPLS~inthe Field Coordination
Team (FCT) who handles all correction and amendment requests. Every effort should be made to
providedPL~th the following:

1) all correspondence between the Bureau and the requester

2) the actual excised (processed) documents ofthe material released to the
requester

PLSs are expected to cooperate in any way possible in locating the above material and
resolving the request, as the Privacy Act requires a response and notification of the FBI's
intentions within ten working days after the date of receipt of the request.

Furthermore, there are times when a citizen requests only an addition to his or, her file
clarifying material which was submitted to the FBI. In such cases, the PLS should follow the
above procedures and promptly refer the request to the FCT.

The only person who can make a request for amendment/correction is the subject ofthe
record. However, even improper requests, such as repeated submissions ofwritten data from an
organization for inclusion in the organizational file, should be coordinated with PLS_ cb
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Correspondence
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Annotating Correspondence by LTslPLSs

When action has been taken by the LT or PLS on correspondence from FOIPA requesters,
a penciled notation should be made on the incoming communication showing the action taken, the
date ofthe action, and the initials of the person who took the action. This notation should be
made at the lower left margin ofthe document. If, after reviewing the correspondence, the
supervisor determines no acknowledgment is necessary, this notation should also be documented
on the mail and initialed for filing. Proper notations on the incoming communication win help the
190 Processing Subunit recognize that necessary action has been taken and that the
correspondence is ready to be sent to the 190 file.

Also, insure that notations of any action taken in response to teletypes, radiograms, and
other communications are recorded on the original communication since, in most cases, copies of
these communications are destroyed. Copies with notations ofaction taken held for reference
purposes by supervisory personnel should notbe sent for filing, but destroyed, unless the copy is
designated for a Bureau file other than the file where the original communication is maintained.

Annotation of Incoming FOIPA Request Letters
by the Request Tracking and Statistics Subunit (RTSS)

When RTSS receives a request letter, the FOIPA database will be searched to determine if
the requester has made a previous request and/or ifthe subject has been previously requested. The
results ofthe search will be noted on the bottom left comer ofthe request as follows:

NOTATION
NP
PR
PS
Poss 190

MEANING
No previous request by requester andlor subject
Previous requester (consider aggregate fees ifmultiple)
Previous subject
Possible 190 file exists, however RTSS is unable to
determine if same requester
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Ifthere is a previous history ofeither the requester or subject, RTSS will affix the appropriate
computer printout(s) to the letter.

. Incoming mail concerning requests which have been closed administratively will be
handled by RTSS in one oftwo ways. Ifthe request was closed for no notary. insufficient
information, no fees guaranteed, or abandoned fees. RTSS will reopen the old request if
warranted. If the request was closed administratively for any other reason, such as a no record or
withdrawn, RTSS will open a new request. However, if a request was closed by a Disclosure
PLS through processing and the same requester writes in about the same subject matter, if
necessary. RTSS will confer with the Disclosure PLS and/or team captain for instructions on
opening, reopening or assignment ofthe case.

When correspondence assigned to a LT in RMU is identified as a previous request on the
same subject matter, they will indicate the name and team ofthe PLS who previously processed
the request. Ifthe processed material is maintained in the FOIPA Reading Room, RMU will
handle the new request.. ~f the previous request is still pending in Disclosure, the LT should
consult with the PLS handling the prior request for a response to the new request. RMU will then
direct the new request to the PLS handling the subject matter. If the previous request has been
closed, RMU will consult with Disclosure to determine if fees are at issue. Ifthere
are no fees involved, RMU will designate the new request to the same PLS who previously
processed the subject.

Classification of Notes and Addenda

Classification regulations require that any notes or addenda which are added to a
communication/correspondence, or to certain copies of it should be treated separately. In order
to comply with these regulations, the following guidelines should be followed:

1. When classifiable national security information is set forth in a note or
addendum to a communication, the note or addendum should be prepared on a
separate page. This allows for independent classification marking of the note or
addendum.

2. Top Secret or Sensitive Compartmentalized (SCI) Information should be avoided in a
note or addendum. Ifpossible, every effort should be made to exclude all classifiable
information from the note or addenda.
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All FBI FOIPA Personnel
J. Kevin O'Brien

Court Orders Affecting FBI Processing ofFOIPA Requests
March 31. 1998

National Caucus of Labor Committees (NCLC)
United States Labor PatlY.!USLP)
Fusion Energy Foundation (FEF)

Since 1975, the NCLC has been involved in civil litigation with the FBI in the matter of
Lyndon H. LaRouche, Jr. ·v. Clarence M. Kelley, Civil Action Number 75-CIV-6010. (S.D.N.Y.
1975) One ofthe issues in the litigation concerns accessibility, by parties other than plaintiffs, of
investigative records maintained by the FBI regarding NCLC,

On March 5, 1979, the Court ordered that the FBI could not release to requesters under
the FOIPA or make public generally any ofthe documents pertaining to the NCLC. This order
includes documents pertaining to the USLP and the FEP, whether contained in NCLC main files
or in other files such as SDS, SWP, or CPUSA. All employees should remain alert for any
information pertaining to NCLC, USLP, and FEF so that releases of documents are not
inadvertently made. See "Attachment 1" for a copy of the Court Order included for your review
and assistance.

National Lawyers Guild

On 10/13/89, an Order of Settlement and Dismissal was entered in National Lawyers
Guild v. Attorney General, 77 Civ. 999 (U.S.D.C., S.D.NY.). The settlement requires in part
that the FBI's investigative files on the National Lawyers Guild (NLG) be maintained in secure
storage at FBlliQ until they are transferred to the National Archives and Records Administration
(NARA) in or after the year 2025. Covered are the following records:

(1) all Headquarters, Field Office and Legat main files on the NLG and its
projects (see Appendix A), including all enclosures behind the files
(EBF's) and bulky exhibits;

(2) electronic surveillance (ELSUR) logs contained in the Headquarters and
. Field Office main file ofROBERT Sll..BERSTEIN, including all EBFs;
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(3) reference cards and any similar computerized or non-computerized
reference system capable ofloeating NLG-related information in files other
than the NLG main file;

(4) references to the NLG in the ELSUR Index. and any infonnant file indices;
and

(5) any copies of the foregoing documents and any summaries thereofwhich
may be included in the FBI litigation file (62-117572).

This portion of the Order. which is limited to documents created prior to 10/13/89, prohibits the
FBI from using, or granting access to, these records prior to their transfer to NARA, subject to
the following exceptions: (1) The records can be used by the government to defend itselfin civil
actions for activities prior to 10/13/89; and 2) The records can be used to respond to FOIA
requests .from the NLG submitted on or after 1/1/94. All other ForA requests for these records
should be denied.

Another portion of the Order covers records on an individual, created prior to 3/1/77,
which reflect an affiliation with the NLG. Included are main files on the individual, cross
references to the NLG, and serials which are see-referenced to the individual and accessed
through the name ofthe individual. (At this time these records are still being identified.) The FBI
may not use, release, or disclose these records, within or outside the Government, except with the
authorization of the individual mentioned in the records.

In order to clarify this Order, the following points should be noted: 1) The NLG may not
receive information on one ofits individual members; 2) An individual member may not receive
information from an NLG file; 3) The NLG may not authorize release ofinfonnation pertaining
to it to a third party, and; 4) Cross~referencesto the NLG, as opposed to one of its members, are
not protected by the Order. Only the reference cards, or equivalent finding aids, are protected.

Most of the records covered by this Order will be stored in the Special File Room (SFR).
If you have any questions as to whether specific records are covered, please contact your Team
Captain first, and then your Unit Chief, for guidance. If a determination cannot be made at
that level, then the Civil Litigation Unit ofthe Office ofGeneral Counsel should be consulted.

Denial letters should cite the full caption of the NLG case and advise that the Order of
Settlement and Dismissal dated 10/13/89 prohibits the FBI from releasing the requested records.

See Memorandum dated 8/9/90, designated as "Attachment 2," for a copy ofthe Court
Order and a list ofthe National Projects and Committees, and individuals ofthe NLG protected
under this Court Order. In addition, a memorandum dated 5/13/85 is attached for infonnational
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purposes on handling NLG material and a list ofNLG Organizations with the known file numbers
which are protected under the Court Order is also included in this attachment..

Spartacist League; SpartacDs Youth League

On 11130/84, settlement was reached in a civil action against the Department ofJustice
and the FBI by referenced Leagues. (FBIHQ Airtel to AU SACS, 12118/84, Captioned
"SPARTACIST LEAGUE; SPARTACUS YOUTH LEAGUE; JAMES M. ROBERTSON AND
SUSAN ADAMS V. ATTORNEY GENERAL OF THE UNITED STATES, et al., (U.S.D.C.,
S.D.N.Y.) Crvrr.. ACTION NO. 83-CIV-7680.)

In the settlement agreement, the FBI agreed to change its characterization ofthe
Spartacist League. The text ofthe new characterization is provided below. Effective 11/30/84,
all PLSs are instructed to advise the requester that a new characterization exists and should
include the court-approved characterization in the disclosure letter ofany future FOIPA releases
containing a prior Spartacist League characterization.

"The Spartacist League (SPL), a Marxist political organization, was founded in 1966. The
historical and theoretical roots of the SPL derive from the early Communist Party, U.S.A.
and the Socialist Workers Party. The immediate precursor of the SPL was the Revolutionary
Tendency of the Socialist Workers Party. The SPL has an official youth section named the
Spartacus Youth League. to

" The SPL was once the subject ofan FBI domestic security investigation. The investigation
was closed in 1977, however, and it did not result in any criminal prosecution."
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pe~~inq suit against the FBI in the Southern Pistriet of
New York. Attaehec5.1. a copy of the Stipulation and Orc!er
N~r 15 C.iv. 6010 ,(HJL),;overning what information mAY be
4issemin.ted co~cerniD9 tHis organi%at1on. You ..y desire
to consul~ A.s1.tant~anite4'StatQ.Attorney Steven Z. Obus,
.Southern J:)1auiC't:" of'·lIw York, for 1nformat1021 "raqulU:1'
the pencUni' ,uit: :~·'-'1t>~~'·~:~· '

•• '. -:: ......~.::{~~;: '.. f

NCLC 1.tt.ili:~ ita front' group, the WQrth Anerican
Onemplcye~ an4 Welfare ~9hts Or9&ni:ation (~~O), to attract
poer people to its philosophy; it. youth grCNp. the Jlevclutionary
Y;l;":'''1 Movement (~M), t.o or9ani~e ,hetto yout!ls: and ita .
political arm, the Onite~ States Labor Party (~S~). ~o con!uet
rclitical c&m?Aigns aimed at aequainting the ,eneral publi=
vi~~ the.&c~ivities o~ NCtc. .

Tbe TBI ce.secS investiVltinq thJ N~ in Sep~~rr

1977, pursuant to the Atto:~ey Geaeral·s Gui4elines for 
Do~~s~~e Security Investi9.~icns. Therefore, receipt of an
alle~a~ion that an inc5ivic5ual is • =e=ber of the N~ voulc5 ~
J.c~ser warrant an n1 i.n"e.'ti9'atiCl~.

lIfhe Rational eaucUs of l.a!>or CCIlII1tteel CRC:U:l
..... & riol.n::e-or.len~.l!, .elf-4esc:r1M4 ·orgwzaU= of
Z'evolu~lozi&::y eociaU.lu- which Vb fO:'Jl4l4 1B 1'" vi t:b .
1ts luted .1m ~ idenUfy vith American workers-aDa oriet
them toward'. aociali.t ~rica. 1n 1u attempt to _cc=e
t.he cfc:=.Ln~t Le.ft ~roup .in the United State., wet.C --=era
bave attacked .t~en4ees at _eunge, c!emoneuaUon., .
conferences u4 ccnvetiC1Ul of ...&d.O\1. cCl:rll'lnm!st, !'rotatyi.t
&n~ .o::i.li.~ organizations becaua. it ccDten4ea that it 1•

. Ileeeasar:r 'to use viol.~ce 'to achieve ~c1alil;lS. AccorcS..f.ng
to It.atementl ude J:ty %.on ~S, lIaUcmal Chai:=an, ac:u:
vill have ,alnet! aUt. powr ~ t:be OJU.ted 'taUI ~ 1'" a=4
by the 3'ear 2000 .i.D 1:he world. 1IC:U:, which va. be.c!qu&r1:arecl b
We", York C:i~. hac! chapter, 1n DOre than 40 c!U.,
in· this counrty and bad affiliated chapt.ers 1n.five fore1vn
coun~ries.
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Division

NATtONAL LAWYERS GUILD v.
AT'I'ORNEY GENERAL, et al.
(U. S • t>. C., So. D•N•Y • )
CIVIL ACTION NO. 77 CIV 999
MAJOR CASE NO. 41

Subjm :

T~ ii~j.Stant Director
~~o~ationManagement

From: Legal Counsel~ ~~~ ~
5Y.f-'" . 10P SER\f\L .. .

'\C"'T\nN MUST
T"U'~ COMMUN or.:.... "'~'Q\' r.l
H\ v U\£ 'vI" ..,t. .. "

REMMN f\i. 00 t~(}1 f'~E .
(PKL) \N flL ~ TH\S'

. 'MMl ON 10f Jr I

COt-AMUNICA1iON.
.t

PURPOSE: To request that Information Management Division (IMD)
conduct a search of general indices to identify any

person on the attached list that has an individual file
reflecting activities in or affiliation with the National Lawyers
Guild (NLG) and its projects and to appropriately label the file
to insure compliance with the attached settlement.

. r~ M~morandum

RECOMMENDATION: '(1) That IMO conduct a search of general indices
to determine whether any individual on the

attached list has a file identifiable with the NLG or 'its
projects.

APPROVED: ~~m. Servs. ,LtCal Coo., ..nt~~~!lOI ""

(;:rector f~~i. hIV. ~:;h.M~~~. c~l AIfs. ..
l:' !P. O,r, lns~ection Training Pllblic Affs. _ ...
;'::lO·Adm. Intell. Coni, ,,"S, 011. _
~OD·lnv. la:lCrilory 011. of EEO _

(2) That IMO place a copy of the attached settlement in
each file identified or otherwise appropriately label each file to
insure compliance with the attached settlement.

APPROVED; "'ell'll. Servs. legal Coun1"!'~J~~. i100 '-
Ctim. lnv_ Rtt. "'&lIt. 9~ (or Afts. --..

Oirectof Id~nl. Teell. $eM. • of
Dell. Oi,. , 'n~pectlOll Triining Public ....lfs.~
AOO·Adm. Inlell. ' Conl. A.fls, Off.__..
...O[).lnv... lilJOralQty 011. of EEO _

DETAILS: On 10/12/90, the parties to the captioned civil action
entered into the attached settlement and stipulation of

Dismissal. The settlement was approvea by the Court on 10/13/90.
In addition to a general prohibition on the use or dissemination

Enclosures (2) ---NO"r RECORDED

MAY 2 4 1991MEMO 16 - ATTACHMENT 2 -- -
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Memorandum from Legal Counsel to Assistant Director,
Info~ation Management Division

Re: Natipnal Lawyers Guild v. Attorney General, et al.

of information on the NLG or its projects, the court approved
settlement provides that present or former NLG members may request
that their individual files which reflect Guild affiliation or
activities.be similarly withheld. PUrsuant to this provision, the
NLG has compiled the attached list of individual NLG members Who
have requested reli~f under 8c(iv) of the Settlement. l

Accordingly, XMD is requested to identify any individual
on the attached list who has a file reflecting NLG affiliation or
activities Which was created prior to 3/1/77. Any identified file
should be appropriately labeled to insure non-disclosure as
required by the settlement. Please advise Legal Counsel Division
as to the results of the indices searCh, including the number of
individual files identifiable with the NLG, individuals for whom
no file could be located or are not identical, and the actions
taken to comply with the order. In addition, please preserve all
search slips in case we are required to respond to the Court
regarding our compliance. It is likely that no files will be
identified with a substantial number of the individuals on the
attached list. Finally, inasmuch"as the Settlement applies to
all FBI files, the Field should also be requested to conduct
indices searches and to appropriately label their files.

We recognize that this is a time-consuming chore that is
being imposed on IMD during a time of limited resources. Never
theless, we have made this commitment to the court and we are

1 ac(iv) provides in part:

c. The federal agencies which are parties defendant to this
action (specifically, the FBI, the Central Intelligence Agency,
the National Security Agency, the Internal Revenue service, the
Office of Personnel Management, the Postal service, and the
Departments of Defense, Justice, State, the Treasury, the Army,
the Navy and the Air Force) shall not use, release or disclose,
within or outside the Government:

(iv) any portion of any document or record created prior to
March 1, 1977, or the information contained therein, to the extent
that it mentions the Guild affiliation or Guild activities of any
individual, provided, however, that because of the federal
defendants' representation of the practical impossibility of
assuring compliance· with such broad restrictions, the following
limitations shall apply:

- 2 -



Memorandum from Legal Counsel to Assistant Director,
Information Management Division

Re: National Lawyers Guild v. Attorney General, et ale

obligated to comply irrespective of the unreasonably large number
of individuals. Therefore your cooperation will be appreciated.

~y questions regarding this matter may be directed to
supervisory Special. Agent WILLIAM. D. CHASft, Administrative Law
Unit, LCD, at extension WZSi.

- 3 -
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT O~ NEW YORK
- -- - - - - - - - - - - - - -
NA~IONAL LAWYERS GUILD,

Plaintiff,

against -

ATTORNEY GENERAL OF THE
UNITED STATES, et al.,--

Defendants.

-x

·•
:

··"".:.

··
··

'\ .-'" .-- ' -,.' , "-.? .:...,r..: ' .' ... I to... , ,

/ " " .... '- .,.
l~' F\\.CO /,,"

~..:J' OCT 13 li9 »". .'
',~ D. ':' - .\,~/

...-.....: ....... . .. .....,..
STIPULATION AND -'
ORDER OF SETTLEMENT
AND DISMISSAL

77 Clv. 999 (PKL)

. "

- - - - - - - - - - - - -x
IT IS HEREBY STIPULATED AND AGREED by and amohg the

parties as follows:

1. The parties agree to sett~e and compromise this

action on the terms indicated below.

2. This action is hereby dismissed with prejudice as

to all defendants except the City of New York, ~., the ·federal

defendants."

3. Plaintiff hereby releases and forever discharqes,
•and for its administrators, successors and assigns releases and

forever discharges, the United States of America, its depart-

ments, agencies and past or present officials, officers and

employees (and their heirs, executors, administrators, successors

and assigns) from all claims whatsoever, in law, admiralty, or

equity, which plaintiff and its administr~~ors, successors and
,

assigns hereafter can, shall or may have £or, upon or by reason

of any surveillance, investiqation, disruption, or similar

conduct by the Federal Bureau of Investigation (-FBI W
) directed

toward the National Lawyers Guild (the -Guild-) at any time prior

to the date of this stipulation; provided, however, that
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plaintiff is entitled to rely upon the federal defendants'

representations set forth in paragraph 7 below, and any claim

based upon any conduct of the federal defendants inconsistent

with such representations shall not be barred by the above
.:

release. •

4. Each party shall bear the costs and expenses of
,

this litigation as they have been incurred or paid as of the date

of this stipulation and no costs or expenses shall be taxed sub

sequently. Plaintiff and its attorneys waive all claims for

attorneys' fees and expenses in connection with the prosecution

of this action.

5. This· stipUlation and agreement does not constitute

an admission by the plaintiff ttiat any of the conduct of the

federal defendants was lawful,. or an admission by the federal

defendants or any of their present or former officials, officers

or employees that any of their conduct was unlawful orleqally

actionable.

6. Without conceding the legality or illegality of

any of the federal defendants' actions, the parties agree that

the discovery in this case has shown the following:

a. The FBI engaged in extensive activities with

respect to the Guild for the period 1940 through March 1975, and

in the course of those activities generated voluminous files on

the Guild.

b. It appears more likely than not that between

1940 and 1951 the FBI surreptitiously entered the Guild's

national office approximately 7 times without judicial warrant or

- 2 -
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Attorney General authorization and copied the Guild's internal

r~cords. Some of the material thus obtained provided the

Government in advance with drafts of a report the Guild was

planning to release criticizing FBI surveillance practices, and
• 4 •

with deta~ls of the Guild's related public campaign callinq for

an investigation of the FBI. The FBI used this material in an

effort to counter the Guild's report even before its issuance.

c. The FBI without judicial warrant maintained ~

wiretap on the Guild's national office telephone between 1947 and

1951.

d. Information derived frQm the surreptitious

entries formed a material part of the information placed before

the Attorney General for his consideration in deciding whether to

initiate proceedings to designate the Guild as a subversive

organization under the Federal Employment Loyalty Security

Program, Executive Order 10450. Such designation proceedinqs

were bequn in 1953.

e.' The FBI received information from an

informant on the national executive board of the Guild in 1953

and 1954 who report~d on its deliberations and discussions with

counsel concerning the Guild's defense of the EO 10450 admini

strative designation proceedings and its conduct of related

litigation against the Government.
.,.t.

f. In 1958, the Department of Justice determined

that on the basis of the evidence then available it was unable to

SO forward with the designation proceedings, and the Attorney

General therefore rescinded the proposal to designate the Guild
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as a sUbversive organization under EO 10450. There were no

further proceedings against the Guild under EO 10450.

g. The FBI continued its activities with respect

to the Guild after the designation proceedings were discontinued

in 1958. A Department of Justice review conducted in 1972 of

the FBI's files on the Guild for the preceding five years

concluded that there was no basis at that time for an

investigation of the Guild under the Internal Security Act of

1950. In 1974-1975 the FBI, with Department of Justice

authorization, conducted a preliminary inquiry concerning the

Guildts prison work without discovering an~ basis for a further

investigation.

, h. Alleged or suspected criminal wrongdoing was

not the predicate or reason for FBI activity concerning the

Guild. No criminal prosecutions of the Guild were ever author-

ized or undertaken by the Department of Justice.

i. From 1940 through the early 1970 t s, the FBI

placed Guild members on its Security Index, ~dex and related

indices because of their leadership positions in the Guild or, in

some cases, because of their membership in the Guild in con-

junction with t~eir actual or suspected membership in other

organizations.

j. The FBI engaged in certain COINTELPRO and

similar-disruptive operations against the Guild and Guild

members. The FBI used information it had derived from its other

activities with respect to the Guild and Guild members for that

purpose.

- 4 -
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k. The FBI over several decades provided

in~ormation from its files on the Guild affiliation and

activities of individuals to the National Conference of Bar

Examiners at the request of the NCBE.

1. Further, at various times in its activities

with respect to the Guild, the FBI used numerous infor.mants and

confidential sources, including Guild members and staff and third

parties in contact with the Guild; obtained Guild bank records

from banks with which the Guild had banking relations; obtained

information from the National Conference of Bar Examiners and

from some character committees; monitored trash covers on the

GUild; and obtained information about the Guild from its

surveillance of the law offices of some Guild members, which

surveillance included use of trash covers, wiretaps, informants

on the temporary or permanent staff of the law offices, bank

records and surreptitious entries.

m. The conclusions stated here do not imply that

the FBI did or did not engage in other activities.

7. The federal defendants represent as follows:

a.' There is not now, and has not been since

March 1977, any FBI investigation or preliminary inquiry of any

nature of the Guild or its chapters, or of its projects,

activities or enterprises readily id~ntifiable as such or of

individuals based upon their Guild affiliation or activities, and

the FBI does not presently have information warranting any such

investigation or preliminary inquiry.

- 5 -
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b. To the extent, if an~, th~t FBI inquiries or

investigation of third parties has resulted in surveillance or

acquisition of information about the Guild since March 1, 1977,

no information so acquir~d has been stored in FBI investigative

(~., non-litigation) '~ain files on the Guild or its projects

(as specified in Appendix A hereto) or see-referenced or

otherwise indexed to the Guild or its projects, except as may

have been disclosed to the plaintiff in this litigation.

c. There pave been no additions to FBI investi-

gative (i.e., non-litigation) main files on the Guild or its

projects (as specified in Appendix A) or to see-references on the

Guild or its proj.ects, since March 1977. except as may have been

disclosed to the plaintiff in this litigation.

d. The FBI is not now, and has not since March

1977, engaged in any activities intended to disrupt or impede the

activities of the Guild or the Guild activities of its members,

or the activities of individuals based upon their Guild

affiliation.

e. The FBI does not now, and has not since March

tial sources1977, used Guild members~as informants or

with respect to matters involvinq the Guild or Gu·ld activities,

placed wiretaps or pen registers on Guild telepho es,

surreptitiously entered Guild premises, obtained ccess to Guild

bank records, maintained mail covers on Guild mai , maintained '

trash covers on the Guild, obtained access to Guild information

at mai1houses used by the Guild, otherwise

- 6 -
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membership lists of the Guild or obtained-phone records on the

Guild's phones.

f. Since March 1, 1977, and presently, the FBI

has not provided information on the Guild affiliation-or

activities of individuals to the National Conference of Bar

Examiners or to ba~ admission committees.

8. The federal defendants agree to the followinq:

disposition of their files concerning the plaintiff:

a. For purposes of this provision, the "FBI

files on the Guild ft means Headquarters, Field Office and Legat

main files on the National Lawyers Guild al1d its projects (as

'specified in Appendix A); wiretap logs included in the main file

on Robert Silberstein; EBF's to the Guild main files and the

wiretap logs in the Silberstein main file; the see-reference

cards and any other similar computerized or non-computerized

"reference capable of locating Guild-related information in files

other than main files on the Guild, as well as references to the

Guild in the Elsur Index and any indices to the informant files;

and copies of the foregoing and any summaries thereof included in

the FBI file on this lit!gation (62-117572). It is limited to

documents created prior ~o the date of this stipulation.

b. Within 180 days after the date of ,this

stipulation, the FBI shall place all copies of the'·FBI files on

the Guild- in its possession or custody in secure storage under

the supervision of the Deputy Assistant Director, Legal Counsel

Division, and shall not dispose of, or permit access to, such

- 7 -
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files before the year 2025. At that time' the files may be

\. transferred to the National Archives and Records Service.

c. The federal agencies which are parties

defendant to this action (specifi~ally, the FBI, the C~ntral
I

Intelligence Agency, the/National Security Agency, the Internal

*Revenue Service, ~pe Office of Personnel Management, the Postal

Service, and the De~artments of Defense, Justice, State, the;

Treasury, the Army, the Navy and the Air Force) shall not use,

release or disclose, within or outside the Government~

(i) any -FBI files on the Guild-

readily identifiable as such, or copies

thereof, in their possession or custody,

(ii) any portion of any document

or record which is shown on its face to have

been generated, prior to the date of this

stipulation, in the course of any FBI

activities directed in whole or in part

toward the Guild, to the extent it concerns

the Guild or its activities or the Guild

,affiliation or Guild activities of any

individual,

(iii) any information contained in

(1) and (ii) or reasonably identifiable as

naving been derived from (i) and (ii), or

* The Office of Personnel Management is substituted as a party
defendant in place of the Civil Service Commission pursuant to
Rule 25 of the Federal Rules of Civil Procedure.

--8 -
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(iv) any portion of any document

or record created prior to March 1, 1977, or

the information contained therein, to the

extent that it mentions the Guild affili-

~at~~n or Guild activities of any individual,

provided-, however, that because of the

federal defendants' representation of the

practical impossibility of assuring

compliance with such broad restrictions, the

following limitations shall apply:

(a) With respect to documents or

records of defendant federal agencies

other than the FBI, this subparagraph

(iv) shall apply only to such documents

or records as are contained in a file

the subject of which is either the

Guild or a "Requestinq Individual- (as

defined below).

(b) With respect to documents or

records of the FBI, this subparagraph

(iv) shall apply only to such documents

or records as are contained in a main.

file the subject of which is a

-Requesting Individual- (as defined

below), or in a volume containing

see-references to the Guild, or in

serials which are see-referenced to a

- 9 -
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Requesting Individual (but on;y to the

extent that such serials are accessed

through the name of the Requesting

!ndividua~~.:

(c) A "Reguesting Individual" is

a present or former Guild member who
';

requests, in writing, that this sub-

paragraph (iv) be applied to him or

her, and who includes in such request

his or her full name, any previous

names, date and place of bi~th, and

social security number. Such infor

mation is required to identify relevant

documents and records and will not be

used for any other purpose. Requests

must be sent to plaintiff's counsel and

forwarded by them to counsel for the

federal defendants within 180 days of

the date of this stipulation.

d. Nothins herein shall preclude any agency from

returning to the FBI any "FBI files on the Guild" or copies

thereof in its possession (in which event the FBI shall handle

such files as. provided in'subparaqraph (b) above), or from

disposin9 of any files by either destroying them in the ordinary

course of business, or transferring them ~o the National Archives

and Records Service in or after the year 2025. The United States

Attorney's Office for the Southern District of New York will

- 10 ..
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return any copies of the "FBI files on the Guild" in its

possession to the rBI within 90 days of the date of this

Stipulation.

e. If, upon the application of a third party,

subparagr~phs (b) or (e) above, or any portion thereof, shall be

invalidated by any-court, no other provision of this stipulation

and order shall thereby be affected.

f. Anything in this stipulation to the contrary

notwithstanding, the Department of Justice may have access to and

use of any of the documents and records described in sub-

paragraphs (al, (bl and (el above to the e~tent relevant and

material to the defense of the United States or any of its

departments, agencies, officers ·or employees in any judicial or

administrative proceedings the gravamen of which arises from

conduc~ alleged to have occurred prior to the date of this

stipulation. Appropriate records shall be maintained of any such

use. Upon completion of the litigation for which the records

were necessary, they and any records derived from them shall be

restored to the status quo~ except if they were filed as part

of the court record in the litigation.

g. Nothing in this stipulation shall preclude

the Guild from requesting the release to it, under the Freedom of

Information Act or any successor statutes, of those portions of

the "FBI files on the Guild w not previously released to it, or

the FBI from releasing the same to the Guild if appropriate under

such statutes; provided, however, that the Guild shall make no

such request prior to January 1, 1994.

- 11 -
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h. Nothing in this stipulation shall preclude the

federal defendants from releasinq or disclosing any document or

file at the request or with the authorization of the subject of

such document or file •

Dated: • New York, New.¥ork
d'?efcba.r n., 1989

RABINOWITZ, BOUDIN, STANDARD,
KRINSKY' LIEBERMAN, P.C.

A orneys for Plaintiff

By:
=d.~~=td:iF--;::-:;:J;;:;--------HI HA L R S , E O.
740 Broadway at Astor Place
New York, New York 10003
Telephone: (212t 254-1111

BENITO ROMANO
United States Attorney for the
Southern District of New York
Attorney for Federal Defendants

BYlr?~~
PAUL K. MILMEI>
Assistant United States Attorney
One St. Andrew's Plaza
New York, New York 10007
Telephone: (212) 791-9175

SO ORDERED:

- 12 -



~ATIONAL LAWYERS GOILD

National Project. , Co~itte••

National L4bor project
National Labor COMmittee
Labor Law Center '1'ask force.
National tabor Lav Center
Lahor committee
National Immigration Projec~
National In~erlm Commission on Oppression of Women
National committee to Combat Women's oppression (NCCWO)
National Committee on Women's Oppression
Police Crimes Tas~ Force
Task Force on Minority Leqal Resources
International Co~ittee

Prison Task Force
National Prison Net~ork

Military Law Project
.Military Law Office
Military Law Task rorce
Military Law ottice/Military Law TasKForce
Summer projects Committee
NLG Lav Student Clearinghouse
Law Students in Action
National Housing Task Force
Legal Services Task Force
Task Force on Minority Adms.
Puerto Rico Project
Puerto Rico Subcommittee
Instituto Puertorriqueno de Derechos Civiles
Crand Jury Project
Affirmative Action/Anti-Discrimination Committee
Anti-Fascist Contact
Anti-Nuke Legal Project
Anti-SemitisA Task Force

Housinq Contact
IMmigration Project
Subcommittee on China, International Committee
Subcommittee on CUba, International Committee
Cuba Subcommittee
Subcommittee on southern Africa, International Committee
Subcommittee on Vietnam, International Co~ittee
Law Student organizing committee '
Legal ~orker. Caucus
National Committee Against Gov't Repression , police Crimes
Prison committee
Red Baiting Task Force
Theoretical Studies on the taw and the Stat.
Theoretical Studies Committee
Central America Task Force
Civil Liberties Committe.

APPENDIX A



WATIONAL ~WYERS GUILD

National Enerqy Project
People's Ene~qy Project
Subcommittee on Racist Croups

. The Publ ic Eye
Irish Task Foree
Ireland Task Force
Middle East Subcommittee
South African Subcommittee
Travel Subcommittee
Visa.Denial Project
Third World Caucua
Criminal Law Task Foree
Criminal Justice Co~ittee
Economic Rigbts Task Force
International Debt Crisis Subcommittee
Legal Services Task 'Torce
Anti-Sexis~ Task Force
Cay Rights Subco~ittee

Gay ~i9hts Task Force
AI OS Net....ork
Committee on Native ~erican Struggles (CONAS)
Rethinking Indian. La....
Anti-Represssion Task Foree
Faculty Network
Asia SubcoMmittee
Chile Task Force
Oisinformation 'Information Restriction
International Law Subco~ittee

Peace ~ Disarmament Subcommittee
Phillippines Subcommittee
Relations • International Organizations
Central America Re!uqee Defense Fund (CARDF)
Movement support Network .
Rural Justice Committee
50th Anniversary committee
Air War Project
At~ica Legal Defense
Attica Brothers Offense-Defense
Attica Memorial Day Rally, Buffalo, ~.Y., 9/14/74
Attica Now
Attica Brothers Legal Defense, AKA Attica Defense Committee
Committee for Le9a1 Assistance in the South, AKA Committee to

Aid Southern Lawyers
Crand Jury Defense Office
Hidnight Special
Military Legal Center
National Electronic Surveillance Project
Selective Service Law Committee
Southeast Asia Military Law Office
Wounded Knee Offense/Defense Committee

APPENDIX A
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FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE INFORMATION SHEET

XXXXXX
XXXXXX
XXXXXX

\~ Page(s) withheld entirely at this location in the file. One or more of the following statements, where indicated,
explain this deletion.

)( Deletions were made pursuant to the exemptions indicated below with no segregable material available for
release to you.

Section 552

o (b)(l)

o (b)(2)

o (b)(3)

o (b)(4)

D (b)(5)

)( (b)(6)

Section S52a

0 (b)(7)(A) 0 (d)(5)

o (b)(7)(B) 0 (j)(2)

~ (b)(7)(C) o (k)(l)

o (b)(7)(D) D (k)(2)

0 (b)(7)(E) 0 (k)(3)

D (b)(7)(F) 0 (k)(4)

0 (b)(8) 0 (k)(5)

o (b)(9) 0 (k)(6)

0 (k)(7)

o Information pertained only to a third party with no reference to the subject of your request or the subject of your
request is listed in the title only.

o Documents originated with another Government agency(ies). These documents were referred to that agency(ies)
for review and direct response to you.

Pages contain information furnished by another Government agency(ies). You will be advised by the FBI as
to the releasability of this information following our consultation with the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be advised as to the
disposition at a later date.

Pages were not considered for release as they are duplicative of -'- _

V Page(s) withheld for the following reason(s):~ la.., n.. QU>:t Ii .tiL rN'lJt\\UJ &Stv s <vNl.tt...
~tti~~ 0\ NL~~. · \) )

o The following number is to be used for reference regarding these pages:

xxxxxx
XXXXXX
XXXXXX

XXXXXXXXXXXXXXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXXXXXXXXXXXXX
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ORGANIZATIONS
(and known file numbers)

1) National Lawyers Guild

HO 100-7321

2) Southeast Asia Military Law Office
aka Peoples House

SF 100-75891

3) Committee for Legal Aid in the South
aka Committee to Aid Southern Lawyers

DE 100-31330

4) Selective Service Law Committee

HQ 25-579217
LA 100-71639
BH 100-5696
CO 100-605
LA' 25-81540

. SF 100-61391

5) Demonstration Known as Air War Project

NK 100-54465
PH 100-53960

6) Military Legal Center

NY 100-174506

7) Attica Legal Defense Committee, AKA-

EO 157-30240
Al 100-23968 Attica Brothers Defense Group
AL 157-1469 Attica Defense Committee
AL 157-1637 Attica Memorial Day Rally
BS 100-46777 Attica Brothers Legal Defense
as 157-5301 Attica Memorial Day Rally
BU 157-1495 Attica Brothers Legal Defense

Attica Defense Committee

tJ;~"d.ed MJec. 6HIv~ ~.
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SU 157-2236 Attica Memorial Day Rally
SU 175-83 Attica Defense committee
CG 100-55519 Attica Memorial Day Rally
DE 157-10230 Attica Defense Committee
DE 157-10825 Attica Memorial Day Rally
IP 100-26923 Attica Trial Demonstration
IP 100-27006 Attica Brothers Legal Defense
HI 175-54 Attica Defense Committee
MP 157-4142 Attica Memorial Day Rally
NK 100-56734 Attica Memorial Day Rally
NY 157-10646 Attica Defense Committee
PG 157-2332 Attica Memorial Day Rally
PH 157-9270 Attica Memorial Day Rally
SF 157-10735 Attica Memorial Day Rally
WFO 100-58764 Demonstration Sponsored By The

Washington Area Attica Brothers
Legal Defense Committee

Midnight Special

HQ 100-460251
NO 100-18762
BU 100-21461
MI 100-18382
NY 100-179625
SF 100-79556
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To

$object :

Assistant Director
Records Management Division (HMO)

Legal counselstiJ')/_.

NATIONAL LAWYERS GUILD v.
ATroRNEY GENERAL OF THE UNITED STATES,
(U.S.D.C., S.D.N.Y.)
CIVIL ACTION HO. 77-CIV-0999 (PRL)
MAJOR CASE 41

ET AL.

------_ ... --""-;._....--._._-

•

• 1_ ..' ....,-.m 1_...oI.U __. ....t. DIr...
. .... s.-._

c........ _......_-.....-....\1._-
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PURPOSE: To provide further explanation to the Freedom of
Information!privacy Acts Section (FOIPA), RMD, concerning Pretrial
~ger 115 (PTO 11~) issued in the captioned civil litigation.

RECOMMENDATION: That FOIPA follow guidelines set forth in this
.memorandum.

£.we:. AO·I·...'. __ i...:.:~·:~.::~ "':"~.~·t $.."'f"."$. _

Elf:. AO·I..tS _ l:'.:~:. j" :l.r,. _

DETAILS: As FOIPA is aware, PTO 115 ~upersedes Pretrial Order ~
which prohibited the FBI from releasing to persons not a party to
the NLG litigation any document produced to plaintiff as. part of
discovery. PTO 115 has considerably lessened the burden on the
FBI, and particularly on FOIPA. This memorandum will outline the
provisions of PTO 115 and will address several questions still
outstanding.

A)Coverage of PTO 115:
.. -~

..--

.
"' ~:-,
r ",;.

.. .' 11 . J
./

•• "1 •

. . "."00"'- . ~
",. .

(CONTINUED - OVER)

Folder

, .
2 - Mr. Monroe

Attention: Mr. I!1J-...
Attention: Mr. __

1 - Mr. Kelley
l-Mr.~
1- Mr.,,--,
1 - Third Party Disclosure

~~~)(7)
~\.

1) PTO 115 prohibits the release to' third party requesters
of any document filed in Headquarters or field main files on the
~or one of the NLG<projects. (Refer to number Cl below for a
list of the projects.) This prohibition, of course, would include --~

requests specifically for materials on the NLG or the projects. -.~~-,

However, firat-person requesters may be provided documents from these
files if those documents are referenced to them. This exception is
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Memorandum froM Legal Counsel to Assistant Director,
Records Management Division (RMD)

Re: National Lawyers Guild v.
Attorney General of the united States, et ale

reiterated in number 82 below. Also. see references to the NLG
and projects appearing in"other files could not be released to
persons requesting material about the NLG or projects. As discussed
in number B3 below, though, these same documents could be released
if the request was on another subject.

2) If we refuse to release documents pursuant to PTC 115,
we should inform the requester that the NLG can waive the provisions
of the order and grant access. A request for such a waiver should
be directed to MICHAEL KRINSKY or JONATHAN MOORE, of the law firm
of RABINOWI~%, BOUDIN, STANDARD, KRINSKY' LIEBERMAN, 740 Broadway
at Astor Place, New York, NY 10003, telephone (212) 254-1111. If
the requester does not receive permission for access from the
NLG, he would still have the right to intervene in the litigation
to gain access.

B) Material Covered by PTO'lOO not Covered by PTO 115:

1) None of the files or see references relating to the
71 member -Representative Group· are covered by PTO 115. Requesters
may be given normal access to these materials.

2) First party requesters may receive see references to
themselves filed in NLG main files and files on the projects.
FOIPA should process these documents as they normally would handle
see r~ferences to first party requesters. '

3) Documents which incidentally happen to be see referenced
to the NLG or projects, and which appear in files not on the NLG
or projects, may be released to first or third party requesters
who have made requests on subjects other than the NLG or projects.

C) Issues Left Outstanding

1) In issuing PTO 115, the Court directed both sides to
the litigation to come to an agreement on a definitive list of
the NLG projects inasmuch as there has been some dispute over the
inclusion of certain projects. Plaintiff's counsel has yet to
respond to our request for a final list. Once that list is received,
it will be immediately forwarded to FOIPA. In the interim, however,
the following list should be used.

(CONTINUED - OVER)

- 2 -



,

Memorandum from Legal Counsel to Assistant Director r
Records Management Division (RMD)

Re: National Lawyers Guild v.
Attorney General of the United States, et al.

a) Committee to Assist Southern Lawyers, a/k/a
Committee to Aid Southern Lawyers, a/k/a
Committee of Legal Aid in the South

b) The Midnlgbt Special (We have found that there
were two publications in the 1970s which were named The Midnight
Special and which the FBI investigated. One was affiliated with
the NLG and is the publication in question here. The other was
affiliated with the Students for a Democratic Society (SDS) and
is not covered by PTO 115. The NLG publication was directed towards
prisoners of the nation's penitentiaries.)

c) The National Electronic Surveillance Project.

d) Attica Legal Defense Committee

e) Wounded Knee Offense/Defense Committee

f) Selective Service Law Committee

g) Grand Jury Defense Office

h) Southeast Asia Military Law Office, aka the
People's House'

s
other
n~e

1n their

(CONTINUED - OVER)

- 3 -
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Memorandum from Legal Counsel to Assistant Director,
Records Management Division (RMD)

Re: National Lawyers Guild v.
Attorney General of the United States, et al •

....

stions in thi~ regard should be addre.
eztension 45~.2 0 to Legal Technician

as ee, extension......,
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MEMO 17
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CROSS-REFERENCE POLICY

All FBI FOlPA Personnel

J. Kevin O'Brien

Cross-References

March 31, 1998

To:
From:

Subject:
Date:

The FBI FOIPA Section cross-reference policy is as follows:

When a FOIPA request was received prior to approximately 2/20/97, the IPU Legal
Assistant listed main files and identifiable cross-references. During the processing ofthe
responsive material, PLSs will initially process only the "mainft files which are identified on the
request search slip. If cross-references also exist, the PLS should advise the requester of the
existence ofthe cross-references and that he should separately request the cross references ifhe
wants them processed. Each Unit will maintain a log ofall requests received for processing of
cross-references. Those references will be processed as time and resources permit. However, if
the requester appeals the FBI's cross-reference policy, the PLS should process all cross references
pursuant to that appeal.

If there are only cross-references listed on the search slip, then the PLS should process
those cross-references. If there are numerous cross-references (15 or more) listed on the search

..~. slip, which are identifiable to the subject matter, the PLS may want to discuss with their Team
Captain about producing a ttsampling" of the material for the requester. In this regard, the
requester could be advised of a release being a "sampling" of references, how many existing
references remain to be processed and if they are still interested in receiving the rest ofthe
material.

For FOlPA requests received after approximately 2/20/97, cross-references will no
longer be listed on the search slip. The File Assistant will not advise requesters as to the existence
of cross-references nor will they advise requesters that a description ofany such references will be
furnished to the requester at a later date.
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MEMO 18
To:
From:
Subject:

Date:

All FBI FOIPA Personnel
J. Kevin O'Brien
Defunct Agencies or Departments
March 31, 1998

Information From Defunct Agencies or Departments

On occasion, information appears in FBI files which was obtained from other U.S.
Government agencies which have been abolished, transferred, or terminated. Referrals or
consultation concerning this information can usually be made ifthe functions of the former agency
were transferred to another department or agency of the U.S. Government. The list ofDefunct
Agencies can be located in Appendix C ofthe U.S. Government Manual, ofwhich copies ofthis
Appendix have been reproduced and provided to all PLS's for inclusion into the FOlPA manual.
Ifthe functions of the former agency were not transferred to another agency, the records from the
defunct agency are probably at the National Archives and Records Administration (NARA).
Referral questions should be directed to Director ofRecords Declassification Division, telephone
number 9-301-713-6620.

DOl has also made the following partial list of defunct offices of the DOJ available, as
well as the current record holder or component now responsible for their functions.

DEFUNCT COMPONENTS OF DOJ

Administrative Division

Bond and Spirit Division

Bureau of Criminal Identification

Bureau ofNarcotics and Dangerous Drugs

Bureau ofProhibition

Bureau ofWar Risk Litigation

CURRENT RECORD HOLDER

Justice Management Division

Criminal Division

FBI

DEA

Criminal Division

Civil Division



FOIPA Numbered Memo 18
Page 2
Defunct Agencies or Departments

DEFUNCTCO~ONENTSOFDOJ

Civil Liberties Unit

Claims Division

Communications and Records Section

Criminal Statistical Bureau

Customs Division

Department ofVeterans Insurance

Internal Security Division

Office ofAlien Property

Office of Criminal Justice

Office ofPolicy and Planning

Office ofthe Special Prosecutor

Public Lands Division

Special War Policies Unit

War Contract Division

War Division

CURRENT RECORD HOLDER

Civil Rights Division

Civil Division

Justice Management Division

FBI

Civil Division

Civil Division

Criminal Division

Civil Division

Office for Improvements in the
Administration of Justice

Office for Improvements in the
Administration ofJustice

National Archives and Records
Administration

Land and Natural Resources Division

Criminal Division

Criminal Division

Criminal Division
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MEMO 19
MAN U A l

To:
From:
SUbject:
Date:

All FBI FOlPA Personnel

J. Kevin O'Brien

Department of Health and Human Services
March 31, 1998

Social Security Information in FBI Files

Effective 11/21/88, Russell Roberts, Director, FOIPA Division. Department ofHealth and
Human Services, advised that information from Social Security records which is contained in FBI
files may be released to first party requesters. Such material is to be denied to all third PartY
requesters under FOIA exemptions (b)(6) and/or (b)(7)(C). Furthermore, Social Security
numbers of deceased individuals are releasable.

It is to be noted that this type of information is occasionally set forth in our records as
b':).. attributed to a symbol source. for example . . When processing this

material for release to first party requesters, the symbol numbers are to be excised pursuant to
FOIA exemption (b) (2).
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MEMO 20
MAN U A L

To:
From:
Subject:

Date:

All FBI FOIPA Personnel
1. Kevin O'Brien
Department of Justice, Civil Rights Division
March 31, 1998

The Department ofJustice, Civil Rights Division, has requested that the FBI provide a
clean copy of documents originated by their agency along with the redacted (blacked-out or
highlighted) referral copy.
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MEMO 21
MANUAL

To:
From:

Subject:
Date:

All FBI FOIPA PersOJmel
J. Kevin O'Brien

Department of Justice, Criminal Division

March 31, 1998

Direct Response Referrals

When referring documents to the Criminal Division for their direct response, any FBI
information you wish redacted should be highlighted and/or bracketed along with the request that
the stated exemptions be asserted on behalfofthe FBI. Do not black out the information.

Foreign Agents Registration List

On 4/29/76, Mr. O'Shea, Criminal Division, Department of Justice, advised the Foreign
Agents Registry is a public record and is available to anyone having an interest in it.
Consequently, there is no necessity for referring material or contacting the Department regarding
the release ofinformation derived from examination of the list of persons or organizations
registered as agents of a foreign government as required by the Foreign Agents Registration Act
of 1938.
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MEMO
MAN U A L

To:

From:

Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Document Classification Unit (Den)
March 31, 1998

Submitting Files to DCU

Effective July 9, 1997, Legal Technicians (LTs) in the Request Management Unit are
responsible for submitting FBlliQ and/or the field office file(s) which may warrant or require
classification review to OCU. OPCA -18 fonn should be completed and attached to the fiIe(s)
submitted for review. All fonns should have the appropriate "PA" or "FOIA" box checked, to
notify DCU whether the review is for a. Privacy Act or Freedom ofInfonnation Act request.
DCU personnel will then conduct a preliminary review of the file(s) and determine if they actually
warrant a classification review. Ifit is determined a review is necessary, the file(s) will be placed
in the DCU backlog maintained in RMU. If it is determined a file does not warrant classification
review, Form 4-774 (See Attachment 1) will be placed as the top serial of the file and will
indicate this fact. The file(s) will then be returned to RMU to be placed in one of the three queues
for the Section's backlog.

When submitting material for OCU review, LTslPLSs are responsible for providing OCD
with all raw files, EBFs and Bulky enclosures for classification review (for files, EBFs and Bulky
enclosures maintained by the Special File Room (SFR) See Numbered Memo 79). This
includes referrals from other government agencies of FBI documents or information which
requires oeu review. The LTIPLS should submit all material requiring review to nCD as one
package. Some exceptions to this would be ifcertain files/documents have been on locate for an
extended period oftime and cannot be found or if the case is in litigation with a Court deadline.

Questions regarding this or any other nCD policy should be discussed with the ncu Unit
Chief or Administrative Team Captain.

DCU "Regular Review" or "Walk-Up"

neD will process all requests requiring classification review which involves 50 pages or
less, as part of its "walk-upft program. This program was designed as an administrative practice
in order to allow cases involving minimal pages requiring classification review to be handled
within a few days ofbeing submitted to DCD, rather than sitting in the backlog for an extended

ALL INFORMATlflN SONTArNED
HFDI"':I'f 1<" U~"-l' I' ~'(.'Il.·!C:j1 EXCEPT

1.1 "l " •.J 1'1',). t~h..)H H ... .J

WHERE SHOWN OTHERWISE.



FOIPA Numbered Memo 22
Page 2
Document Classification Unit (DCU)

period oftime. All other requests for DCD review ofmaterial containing over 50 pages will be
conducted as a "regular review. tt

For those requests which involve only certain "serials"needing classification review,
OPCA-18 form should contain the list ofthe serials being requested for review as well as placing
tabs (yellow "stickies") on the actual serials in the raw file. The same procedures stated above for
establishing a case as a walk-up or regular review is also applied to the submission of liserialsII for
DCUreview.

File Classifications Requiring nCD Review

Documents in the following classifications, surfaced as a result ofa FOIPA request,
should be processed through DCU. This classification list is not meant to exclude reviews
involving other classifications. Ifit appears that a question of national security protection is
involved, the documents should be forwarded to DCU regardless ofthe classification.

oor s ftj '-1
FCI_l: (J

FCI - Foreign Travel Control
Foreign Political Matters
Foreign Economic Matters
Foreign Social Conditions
Foreign Fund~

Foreign Military and Naval Matters
Atomic Energy Act
Labor Managem~ntRelations Act - 1947
Counterintelligence Assets
Domestic Security Informants
Loyalty Matters

102
105
108
109
110
111
112
113
117
121
134
137
138

2 Neutrality Matters
3 Overthrow or Destruction of the Government
9 Nuclear Extortion

14 Sedition
61 Treason; Misprision of Treason
64 Foreign Liaison
6S Espionage
97 Registration Act
98 Sabotage

100 Domestic Securi



FOIPA Numbered Memo 22
Page 3
Document Classification Unit (DCU)

155
163
170
174
176
185
199

200 - 203
205
212

215 - 229
230
239
243

246 - 248
256
253

256
262

265

266

268
270

271
277
278
279
283
284
285
288
290
291
292
293

National Aeronautics and Space Act of 1958
Foreign Police Cooperation
Extremist Matters
Bombing Matters
Anti-Riot Laws"
Protection ofForeign Officials
International Terrorism
Foreign Counterintelligence Investigations
Foreign Conupt Practices Act - 1977
IntelJigence Community Support
Foreign Counterintelligence Investigations
Training Received - FeI
Training Received - Terrorism
Intelligence Identities Protection Act
Foreign Counterintelligence Investigations
Hostage Taking - Terrorism
Fraud and Related Activities-Ident Documents
(FRAUD) - Terrorism
Hostage Taking by International Terrorists
Overseas Homicide!Attempted Homicide·
International Terrorism

Acts ofTerrorism in the United States 
International Terrorists
Acts ofTerrorism in the United States
Domestic Terrorists
Engineering Technical Matters - FeI
Cooperative Witnesses-Domestic Terrorism
Extraterritorial International Terrorism-Cooperating Witness
Arms Control Treaty Matters
Adoptive Forfeiture Matters - Counter Terrorism
President's Intelligence Oversight Board
Biological Weapons - Anti-Terrorism
FCI
Economic Counterintelligence
Acts of Economic Espionage

. Computer Investigations - Threat Analysis
Alien Terrorist Removal Court
Animal Enterprise Protection Act
Domestic Emergency Support Team
Foreign Emergency Support Team



FOIPA Numpered Memo 22
Page 4

\. Document Classification Unit (DeU)

""All 176 classifications that are 25 years or older (prior to and including 1971) have been sent to
the National Archives along with the index cards.

Since minimal information from the files in the following list is classifiable, these files will
be assigned directly to the FOIPA Section's backlog for processing. However, prior to the PLS
processing the file(s). he or she should peruse the file(s) first to determine if there is any
information that may have been classified at the time the document originated or ifthere is
information which appears to warrant classification. Should information ofthis type appear, the
PLS will be responsible for sending the material to ncu for review.

40 Passport and Visa Matters
67 Personnel Matters - Reinvestigation'ofFBI Personnel
140 Security of Government Employees (SGE)
157 Civil Unrest (SEE A'ITACHMENT 2)

183 RICO - Terrorism""
259 Security Clearance Investigations Program
260 Industrial Security Program
261 Security Officer Matters
263 Office ofProfessional Responsibility (OPR) Matters

*Not aU 183 (RICO) investigations need classification review. Only those investigations dealing
with terrorism, foreign government sources (those listed on the Foreign Government
Classification Guide #1 [G-l]) or information provided by foreign/domestic security
informants/assets should be sent for ncu review.

It is recognized that unique classification situations periodically arise which require special
handling because of the unusual type of information or where short deadlines have been
imposed. These situations should be brought to the attention of the DCU Unit Chief.

Classification of Notes and Addenda

Classification regulations require that any notes or addenda which are added to a
communication/correspondence or to certain copies of it should be treated separately. In order to
comply with these regulations, the following guidelines should be followed:

1. When classifiable national security information is set forth in a note or
addendwn to a communication, the note or addendum should be prepared on a
separate page. This allows for independent classification marking ofthe note or
addendum.
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Document Classification Unit (DCU)

2. Top Secret or Sensitive Compartmentalized Infonnation (SCI) should be avoided in a
note or addendum. Ifpossible, every effort should be made to exclude all classifiable
information from the note or addenda.

Classification Review of Documents Previously Examined By DCU

A classification review by DCU ofpreviously classified documents, cross-references as
well as main files, is required under any ofthe following circumstances: .

1. The requester is unwilling to accept the prior classification.

2. A classification review was conducted prior to 10/14/95, but no release was
made and Communist Party Informants are involved.

3. There has been no release ofthe previously classified documents and there is
serious concern about the prior classification.

Notification to DCU of Prior Releases of Information

Generally, material which is already in the public domain cannot be classified. In some
instances, however, material is being referred to neu which already has been released in whole or
part through another FOIPA release or civil litigation.

If a prior release ofmaterial from all or even a portion of a file has already been made, it
would be of great assistance to DCU if this fact were noted on the referral memorandum. Such
information might be known to the PLS either through a review of the search slip, preliminary
review of the file, or knowledge ofother previously processed requests for the same information
or portions thereof. Do not engage yourself in a research effort to make this determination, but
note it only if readily available to you.

Your cooperation in bringing this to the attention ofDeD would be appreciated and
should not only help in speeding up the classification process, but will assist in providing for a
more uniform and consistent classification procedure.

Mandatory Classification Review

Included as Attachment 3 are some examples of requests for mandatory classification
reviews from the National Security Council (NSC). These requests have previously been placed
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with FOIPA referrals to be handled in the queue.

Reguests for mandatory classification reviews are handled by ncu and/or the Historical
and Executive Review Unit (HERD). These mandatory classifications require no action by the
FOIPA Disclosure Units. The mandatory reviews are to be completed within one year; therefore.
it is essential that they be appropriately routed to nco or HERU for handling. Outlined below
are certain items which distinguish a request for mandatory review from a referral made to the
Bureau in connection with an FOIPA request. .

--Mandatory review requests are usually made by a Presidential Library. Archives or
NSC.

--Letters requesting mandatory review will cite Section 3.6 ofExecutive Order 12958.
which is the provision for mandatory review.

--Letters requesting mandatory review will be delivered with a receipt requiring the
signature of the recipient.

--Letters requesting mandatory review will have enclosed "Certification of Citizenship"
of the requester.

Review of Special Compartmentalized Information (Sen Material

S,pecial security clearances are required in order to review or handle "Top Secret" files or
documents which contain SCI material. Ifyou should be notified that you do not have the
appropriate clearance to review the classified material requested, one ofthe following PLSs
should be contacted to conduct the review. It is recommended that the individual contacted to
review the classified material be from the same Unit as the PLS handling the case.
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\. Document Classification Unit (DCU)

Disclosure Units:

t
'Db

\

'I"••" Unit 1
- Unit 4

Litigation Unit:

Deu:

Help Desk:

""~;::
~/." .

- Unit 3

All Team Captains in DCU are afforded SCI clearances. However, should there be any
questions concerning classification matters on a case prior to OCU review, the LT or PLS should
initially contact the OCU Administrative Team Captain.

RMU"--"

Currently, there are no RMU employees with the SCI clearance. If a RMU employee has
been advised by the SFR that Wy do not have the proper clearance to review file material" they
should contact one of the above Disclosure PLSs.



The fo"owlflg documents appearing fn FBf files havfI bSfln revlflwed under thfl provlsfons of The Freedom ofInformation Act (FO/A) (TiUfI 5, IJnited States
Code, SflCtion 652); Thfl Privacy Act of 1974 (PA) (Title 5, IJnlted Statfls Code, Section 662a); and/orUtiQaUon.

\
o FOIAlPA o LitIgation o Executive Ordflr Applied

Requester. _
Subject;' • _

CompUlerorcase Identification Number. --' _
Tille of Case:: _

-File. ==-=--:::-::-:--::-__------------------ Section'-- _
SerialsAeviewed:THTS Err.R HAS BERN DETER1J4IISmD HOX TO WARR"J.NT REVIEW BY THB

DOCUMBNT CLA88IFICAl'IOn UNllf. DATE

"
ReleaseLocation: -File _ Section, _

o FOIAlPA o LlttgatiOfl o Executive Order Applied

Requesler:' _
Subject:' _

ComputerorCaseldentiflcation Number:: _
TitleofCase: -:- _
·Flle, ....,-______________________ SectionL- _
Serials Reviewed;, _ I
,elease Location: -File, _ Section' _

o FOIAlPA o LItIgation o Executive Order Applied

SectionL- _

ReQuester.: _
Subjecl: '-- _
Computer or Case Identification Number:: -.:... _
TilleofCase:: _

• File, _
Serials Reviewed,=- --------

....~... Release Location: ·File, _

-INDICATE IF FBIHQ OR FIELOOFFICE FILE NUMBER.

(THIS FOR~ IS TO BE MAINTAINED AS THE TOP SERIAL OF THE ALE, BUT NOT SERIALIZED.)

MEMO 22 - ATTACHMENT 1

.8eclion, _
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FROM:

SUBJECT:

4/15/94

J. Kevin o'Brien
section chief
Freedom of Information-Privacy Acts section (FOIPA)

b\o
Supervisory Para egal Specialist
Disclosure Unit 1, FOIPA section

FOIPA HANDLING OF 157 CLASSIFICATION FILES

RECOMMENDATION: That the current procedure requiring that ncu
review all 157 files be modified.

APPP. 1". " .....
t I ~; r .

". I • .~.

DETAILS: Reference is made to our conversation regarding the
possibility of changing the procedure for handling files in the
157 classification (Civil Unrest - Disorders and Demonstrations).
In particular, we discussed the FOIA request of Professor .\

for records pertaining to James Meredith/Integration of
the University of Mississippi. Responsive records consist of 230 ~~

volumes (approximately 32,000 pages). The request was made in
February 1991. Document Classification Unit (DCU) advised that l
this request is approximately number 238 in their backlog and
will not come up for classification review for many months.
Professor has made numerous calls regarding the status of
this request and is now becoming quite impatient.

Consultation with DCO Unit Chiefllllllllllllllland b~
several team captains in both Disclosurea~ that
information in 157 classification files is rarely classifiable
under current guidelines. Therefore, I propose that records
responsive to the above-mentioned request as well as most 157
classification files no longer require complete DCU review as is
required ,by Section Memo No. 103. Disclosure PLSs could list the
symbol numbers of all informants appearing in the records and DCU
could indicate whether any of the informants are classifiable.
Disclosure could then request that DCU review only the documents
in which a classifiable informant appears along with any other
information that Disclosure determines to be possibly
classifiable such as foreiqn police data. This would eliminate
the need for a complete review of these files, thus minimizing
OCU's backlog and allowing Disclosure to respond to requests on a
more timely basis.

MID1022 - ATTACHMENT 2



Re: FOIPA Handling of 157 Classification Files

It is recognized that there could be exceptions, in
which case Disclosure could request that an entire 157 file be
reviewed by OCU prior to Disclosure processing.
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'NATIONAL SECURITY COUNCIL
WASHINGTON. O.C. 20506

December 14, 1990

MEMORANDUM FOR EMIL P. MOSCHELLA
CHIEF, FOI!PA SECTION
FEDERAL BUREAU OF INVESTIGATION

SUBJECT: ~ Declassification Release Request of •

The attached document has been requested under provisions of
Executive Order 1~3S6.

t

Please review the document and advise the National Security
Council if, in your opinion, the document may be declassified
and/or released.

If you recommend the document or portions thereof should remain
classified in the interest of national security or otherwise not
releasable, please provide the NSC with the provisions of the
appropriate sections of Executive Order 12356 on which your
decision is based. If applicable, please provide downgrading
recommendations as well.

We ask that you return the document along with your recommenda
tions. Questions shoUld be directed to Charlotte Palmer Seeley
at (395-3103).

Additional co~ents for your information: NLE 90-124 document 9
- the bracketed portions are C~'8 recommendations. Please
review r~iningportions for your e~ities.

Hb~~FOI/Mandatory Review Officer
Information Policy Directorate

Attachments: NLE 90-124, f 9 '.c

MEMO 22 - ATTACHMENT 3
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NA1l0NAL SECURITY COUNCIL
WASHINGTON. D.C. 20506

August 15, ..1'990
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MEMORANDUM FOR

SUBJECT:
b~

EMIL P. MOSCHELLA
CHIEF, FOI/PA SECTION
.FEDERAL BUREAU OF INVESX.IGATION - '•..,' . /,,:~. -' ....;. .. _. --: ..... ~7 '. -..~:-=-~~ ~ ..•..

cation/Release Request of •

I

The attached docu ent has been requested under provisions of
the Freedom of Information Act.

Please review the document and advise the National Security
Council if, in your opinion, the document may be declassified
and/or released.

!f you recommend the document or portions thereof should remain
classified in the interest of national security or otherwise not
releasable, please, provide the NSC with the provisions of the
appropriate sections of the Freedom of Information Act on which
your decision is based. If applicable, please provide downgrad
ing recommendations as well.

We ask that you return the document along with your'recommenda
tions. Questions should be directed to Charlotte Palmer Seeley
at (395-3103).

Additional comments for your information: The Criminal Division
of the Justice Department recommanded that you review tbe enclos
ed document. Tbe Departments of State, Energy, and Defense have
no objection to declassify and release in full. The proposed
deletions of tbe Criminal Division are sbown in red brackets.
~he document is also out to eLk. I

c~~~~a~Y
FOr/Mandatory Review Officer
Information Policy Directorate

....

Attachment: NND 899013-475
.. ':l/f.'
,~- .
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"August 15, 1990

MEMORAh"DUM FOR EMIL P. MOSCHELLA
CHIEF, FOI/PA SECTION - --- ------
FEDERAL BUREAU OF INVESTIGATION

SuBJECT:
Ipl.o

Declassification/Release Request of •.
The attached document has been requested under provisions of
the Freedom of Information Act.

,'.' 50-:. ~. t •,
Please revie~ the document and advise the National Security
Council if, in your opinion, the document may be declassified
and/or released.

If you recommend the document or portions thereof should remain
classified in the interest of national security or otherwise not
releasable, please provide the NSC with the provisions of the
appropriate sections of the Freedom of Information Act on which
your decision is based. If applicable, please provide downgrad~

ing reco~~endations as well.

We ask that you return the document along with your reco~~enda

tions. Q~estions should be directed to Charlotte Palmer Seeley
at (395-3103).

-..-- .... -...-..-----_ ...

\.
\

~._ ... _-.III'- __ .".- _.-..-.. _~ --.....- - .... -.._- "--
(

Additional co=ne::l.ts for your iDformation: '1"be Criminal DivisiOD~~
of the Justice Department recoc=eDded that you review the enclos- \
ed doc~e.nt. The t>epartmeIltl of State f Energy I aDd. Defense have
no objection to declassify and release in full. ~he proposed )
deletioDs of the Criminal DivisioD are shown in red brackets.
~he document is also out to C~.

'--------I
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MEMO 23
MAN U A L

To:
From:

Subject:

Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Drug Enforcement Administration (DEA)
March 31, 1998

DEA Form 7 (Report of Drug Property Collected,
Purchased or Seized}

As the FBI becomes more involved in drug investigations, FBI field offices have been
utilizing DEA Form 7 (See Attachment 1) for transmitting evidence to the DEA Lab in Bureau
drug cases. While it is properly a DEA form when used in a Bureau drug case, the top halfofthe
form will be FBI information while the lower halfwill be the results of examination conducted by
the DEA lab personnel.

b\o On 7-18-90,_ 2 I DBA, agreed that henceforth when any DBA Form 7 is located
in a Bureau file in response to FOIPA requests, it should be referred to DEA for consultation.

Upon receipt, DEA will review the Form 7 and 1) return it to the FBI with appropriate
notations, if any; or, 2) if any overriding factors exist, will opt to handle it as a direct response. If
the latter should occur, DEA will call the PLS and advise them that DEA will handle the response
to the requester.

*Using our standard referral letter (OPCA-6), check the second block "FBI documents
containing information furnished by your agency." On the reverse side complete Index B with the
FBI file and serial number ofthe document and further identify the referred document as a DBA
Form 7 (See Attachment 2).
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OPCA-6 (12·3·96)

U.S. Department of Justice

Federal Bureal1 of Investigatio:l
935 Pennsylvania Ave.,N.W.

Washington, D.C. 20535.0001

To:

From: Chief
Freedom of InfonnationlPrivacy Acts (FOIPA) Section
Federal Bureau of Investigation

Subject: FOI/PA Request of
FBI FOI/PAJI Re:

In connection with review of FBI files responsive to the above request. the following was surfaced:
o unclassified document(s) which originated with your agency is/are being referred to

you for direct response to the requester. We will advise the requester that your agency will correspond
directly concerning this matter. and request that you furnish us a copy of your letter to the requester
reflecting final determination regarding the document(s). (See index A).

[:

FBI document(s) containing information furnished by or related to your agency. Pleaje

.
review this information (outlined in red) and retUrn the document(s) to us, making any deletions you
deem appropriate, and citing the exemptton(s) claimed. (See index B).

o classified document(s) which originated with your agency is/are being referred to you
for direct response to the requester. We will advise the requester that your agency will correspond directly
concerning this matter, and request that you furnish us a copy of your letter to the requester reflecting
final determination regarding the document(s). Additionally, please advise us if the classification of the
documem(s) is :~ianged so that we may amend our files. (See index C).

o classified FBI document(s) containing information furnished by or related to your agenc)'.
Please review this information (outlined in red) and return the document(s) to us, making ariy deletions
you deem appropriate, citing the exemption(s) claimed, and advising if the document(s) stU! warrant(s)
classification. (See index D).

o Please nOle that,some of the enclosed documents contain deletions made by this Bureau. The
appropriate exeniplib~d\Ppears next to the redacted information. Please advise the requester they
may appeal these denials"to the foilowing address: Co-Director, Office of Information and Privacy,
U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530-0001.

A copy of the requester's initial letter and any other significant correspondence is enclosed for your
convenience. If you have any questions concerning this referral, please contact -:---:" -:--:- _
on (202) 324- . The FBI file number appearing on the lower right-hand comer of the
enclosed document(s) as well as on the Index Listing (see reverse) should be utilized during any
consultation with this Bureau concerning this referral.

Additional Remarks: _

Enclosure(s) ( ) MEMO 23 - ATTACHMENT 2 (FRONT)

(Index Listing on Reverse)



Index A:

Index B:

HQ 12-3456-78 (DEA Form 7)

Index C:

Index D:

MEMO 23 - ATTACHMENT 2 (BACK)
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MEMO 24
MAN U A L

To:
From:
Subject:
Date:

All FBI FOIPA Personnel

1. Kevin O'Brien

Duplicate Documents, Processing of
March 31, 1998

Processing of Duplicate Documents

With the increased number ofFOIPA requests being made to FBlliQ and the field offices,
we are frequently encountering duplicate copies of the same document to be processed by the
FOIPA Section. To process and release all copies of a single document not only causes an
unnecessary duplication ofeffort, it also provides no additional substantive information to the
requester. For reference purposes, duplicate documents are described as a document «recorded"
or "serialized" at different locations within FBI record(s). (Duplicate documents should not be
confused with additional "copies" of documents which are routinely provided by a reporting office
and maintained within the same serial.)

In processing duplicate documents, if handwritten notations or administrative markings on
one document substantially alter the document or contain additional information to which the
requester seeks access, only the copy which contains the consensus of pertinent information
should be processed. For those documents considered as duplicates, OPCA Form 20 (Deleted
Page Sheet) can be completed in order to identifY that the withheld pages are being considered as
duplicate to another document record~d and already processed at another location in an FBI file.
The following language should be included in your disclosure letter as a further explanation to the
requester:

«Numerous documents in the file(s) that were processed pursuant to
your request were found to be duplicate of those contained in the file(s) at _
which have also been processed. To minimize costs to both you and the Federal Bureau of
Investigation, these duplicate documents have not been considered for release unless additional
information was included on the duplicate document.)J
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MEMO 25
To:
From:
Subject:
Date:

AlI FBI FOlPA Personnel
J. Kevin O'Brien
Duplication

March 31, 1998

Duplication of FOIPA Related Records

When responsive files are located for FOlPA requests, whether it be FBlliQ or field office
files, they are duplicated by personnel in IPU's Duplication Center. This is accomplished by
completing and attaching OPCA Form 19 - Duplication Requisition Form to the file and
forwarding it to the Duplication Center. The file will then be duplicated and returned to the
LT/PLS. As a reminder, if the files to be duplicated are Personnel type files (i.e., 67, 263,280,
etc.), they must be transmitted in a messenger envelope.

Files to be duplicated on a "Special" basis must be hand delivered to the Duplication
Center and given directly to the Supervisor who will personally keep control over the files.
Either a pink "Special" tag should be affixed to the requisition form or "SPECIAL" should be
written on the form in large red letters to denote that expedite duplication is requested.

When reque$ting only certain serials to be duplicated, the serial numbers must be listed on
the requisition fonn in vertical order, rather than horizontal order, directly under the
word "Serials."

REMINDER: Do not duplicate any files in which duplication fees could exceed $25 until a
statement of willingness to pay has been received from the requester.

Duplication of Special File Room Files

When it is necessary to have files from the Special File Room (SFR) duplicated, the same
form should be completed; however, the actual duplication will be performed by personnel in the
SFR. Therefore, once the form is completed and attached to the file, the file should be hand
carried to the SFR for duplication. The SFR will notify the LT or PLS once the duplication is
completed in order to retrieve the material.
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Duplication

Duplication of MicrofichelMicrofilm

To have paper copies made of information that is maintained on microfilm or microfiche,
contact the :Micrographics Unit on extensio~Room __ An administrative duplication
form must be completed for personnel ofthat unit to duplicate the material. This form can be
completed over the phone by micrographics personnel or copies ofthe form can be sent to the LT
or PLS for completion and return to the Unit. Once the material has been duplicated, it will be
sent to the LT or the PLS through the Bureau mail, unless a request had been made to be notified
for it to be picked up.

Duplication of Processed Material

Where duplication fees are applicable, materials should not be duplicated until the
requested amount of money has been received from the requester. This win eliminate
unnecessary duplication c.osts to the FBI in the event the requester should abandon the fees.

Once responsive FOIPA files have been processed and fees, if applicable, have been
received, the material may then be sent to the Duplication Center. At this time, the attached
duplication fonn should be affixed to all volumes/sections in which duplication is requested. In
addition to providing your name, date, extension and room number on this form, it should also
indicate the number of copies requested, the subject matter, file number/section and any
comments for special duplicating instructions, such as reducing the image to 98%, etc.
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MEMO 26
MAN U A L

To:

From:

Subject:

Date:

All FBI FOIPA Personnel

1. Kevin O"Brien

Electronic Surveillance (ELSUR) Records

March 31, 1998

Types of Electronic Surveillance

There are several forms ofelectronic surveillance. Following are a few examples: 1) a
telephone wiretap records both sides of a conversation, 2) a microphone surveillance is when a
small microphone is placed inconspicuously in a room to record conversations in the surrounding
area, 3) a pen register records the telephone numbers being called by a monitored telephone, 4) a
trap and trace is the opp.osite ofa pen register, in that it determines the number ofa telephone
used to call a monitored telephone, 5) a transmitter (body recorder) is a device worn by a
consenting individual or concealed in an item such as a purse, gym bag, attache, etc., and 6) a
consensual monitoring means the FBI has the permission of the individual whose telephone is
being monitored, or who has agreed to wear a body recorder. The transmitter (body recorder)
may be worn by or concealed in an item carried by a consenting individual or by an FBI Special
Agent.

ELSUR Searches and Reviews

When a request is made for a search ofthe electronic surveillance indices pursuant to a
FOIPA request, RMU employees will complete the ELSUR form 0·63 (See Attachment 1) and
forward it to the ELSUR Unit, Room"for the indices to be searched. The search will be
limited to only retrieving Elsur information on those individuals considered as a target of the
investigation and listed as a "principal" for the electronic surveillance. If records which may be
identifiable to the subject or the request are located, an electronic communication must be sent
to the appropriate field office(s) requesting a review of the field office file(s) to detennine ifit is
identifiable to the requester/subject matter. The field office will notify RMU ofthe results ofthe
review. If the material is not identifiable to the subject, RMU personnel will advise the
requester that no responsive records were located which indicate the subject of the request
has been the target of an ELSUR. If the records are identifiable, RMU will obtain a copy of
the responsive material from the field office(s) to be maintained in the case folder until the time to
be processed by the Disclosure PLS.
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Electronic Surveillance (ELSUR) Records

EI.SUR Index Records

A search ofthe ELSUR index can surface three types of references: 1) a principal means
the individual/organization is the target of the ELSUR, 2) an overhear indicates the conversation
of a third party (other than the principal) has been recorded and 3) a mention indicates that a
participant of the recorded conversation mentioned the name ofa third party. Form 0-63 (copy
attached) should be used when requesting an ELSUR search. Under "REQUEST FOR
SEARCH OF ELSUR INDEX FOR THE PURPOSE OF:" check the FOIPA block and write
principals only next to it.

ELSUR index records showing electronic coverage in foreign intelligence, counter
intelligence or international terrorism investigations, should be carefully reviewed to determine
whether or not the (c)(3) exclusion is appropriate before admitting the existence of the record.
Where the mere existence ofthe electronic coverage is classified, the (c)(3) exclusion may be
appropriate.

ELSURS Conducted in Criminal, Domestic Security
and FeI Investigations

The history of electronic surveillance at the federal level is set forth in House of
Representatives Report 95-1283 which pertains to the Foreign Intelligence Surveillance Act
(FISA). This six page summary, which is available in the FOIPA library, explains the
development of the FBI's authority to use electronic surveillance in criminal, domestic security
and foreign counterintelligence/international terrorism investigations. Each of these investigative
programs has a specific date identified after which a court order is required to conduct electronic
surveillance as follows:

A) ELSUR Conducted in Criminal Investigations

Prior to 6/19/68, electronic surveillance in criminal investigations was generally
conducted without a court order. Effective 6/19/68, Title III of the Omnibus Crime Control and
Safe Streets Actof 1968 (18 U.S.C. § 2510-2520) was enacted. With the establishment of this
statute, Title III not only banned warrantless electronic surveillance in criminal investigations, it
specified the offenses against which electronic surveillance could be used (18 U.S.C. § 2516).

For electronic surveillance conducted in criminal investigations prior to 6/19/68 (pre-Title
III), the following FOIA exemptions may be asserted depending upon the type ofrequest being
made:
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1) When a request has been made by a non-participant in the intercepted
conversation, Exemption (b)(7)(C) andlor (b)(7)(D) may be asserted on
information which would tend to identify an individual or source.

2) When a request is made by a participant in the conversation, the requester's side
ofthe conversation should be released. however. all conversations ofa third party
should be withheld pursuant to Exemption (b)(7)(C) ifit would tend to identifY
the individual. If the release ofinformation to a participant would pose potential
harm or threaten the safety of the participant's life, then, Exemption (b)(7)(F)
can be considered to withhold the information.

(In processing items 1 and 2, ifany of the participants in the conversation are
deceased, the information must be released. The only privacy interests left to be protected
are those held by living persons who are mentioned in the conversation.)

3) ExemQtion <b)(7)(D) may be asserted. in addition to (b)(7)(Ct for third Qarty
requests wherein the electronic surveillance was conducted with the consent of
one of the Qarties to the conversation. However, if the requester is the party
who gave the consent, then the requester should be given access to hislher side
of the conversation as discussed in item 2.

4) Ifthe investigation in question or a related investigation is pending when the
request is received. Exemption (b)(7)(A) is appropriate if release will interfere
with enforcement proceedings. This may be the case when an organized crime
investigation is involved.

For those intercepts after 6/19/68. post-Title III. Exemption (b)(3) should be invoked in
addition to the exemptions discussed above.

B) ELSUR Conducted in Domestic Securityfl'errorism Investigations

In general, these investigations focus on organizations and individuals ("enterprises").
other than those involved in international terrorism or which have a nexus to a foreign
government. whose goals are to achieve political or social change through activities that involve
force or violence.

Prior to 6/19/72, electronic surveillance in domestic security cases was generally
conducted without a court order. On 6/19/72, the decision in United States v. United States
District CQurt 407 U.S. 297, changed this procedure. This decision, commonly called the Keith
Case. mandated a court order in such cases. The Attorney General Guidelines on domestic
security/terrorism investigations have, since 4/5/76, mandated that non-consensual electronic
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surveillance must be conducted pursuant to the warrant procedures and requirements ofTitle III
ofthe Omnibus Crime Control and Safe Streets Act of 1968 (as amended). In other words, when
members ofthe group being investigated commit, or intend to commit imminently, an offense
specified in 18 U.S.C. § 2516, any non-consensual electronic surveillance conducted to
investigate that offense must be conducted pursuant to a Title 111 court order. Therefore, the
records from such intercepts conducted on or after 6/19n2, are withheld pursuant to
Exemption (b)(3).

For intercepts prior to 6/19n2, pre-Keith intercepts, or those involving the consent of
one ofthe parties to the conversation, apply the principles discussed above regarding pre-Title III
criminal investigations.

C) ELSUR Conducted in Foreign CounterintelligencelInternational
Terrorism Investigations

Foreign Counterintelligence (FCI) investigations are conducted to protect against
espionage and other intelligence activities, sabotage, or assassinations conducted by, or on behalf
offoreign powers, organizations or persons, or international terrorist activities.

International terrorism investigations are conducted for activities of the following nature:

1. Involve violent acts or acts dangerous to human life that are a violation ofthe
criminal laws of the U.S. or of any State; or that would be a criminal violation if
committed within the jurisdiction ofthe U.S. or of any State~

2. Appears to be intended:

a) to intimidate or coerce a civilian population;
b) to influence the policy of a government by intimidating or coercion; or
c) to affect the conduct-of a government by assassination or kidnaping;" and

3. Occur totally outside the U.S., or transcend national boundaries in terms of the
means by which they are accomplished, the persons they appear intended to
coerce or intimidate, or the locale in which their perpetrators operate or seek
asylum.

The Foreign Intelligence Surveillance Act (FISA), which was enacted on 10/25178, was
the first legislation governing the use ofelectronic surveillance in these investigative programs.
Prior to 10/25/78. pre-FISA, electronic intercepts were generally conducted without a court
order. Post-FISA intercepts are generally conducted pursuant to a court order, but in rare
cases are conducted without one.
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Exemptions (b)(l), (b)(7)(A) and (b)(7)(C) may be applicable to records from pre-FISA
intercepts. The Exemption (b)(l) and (b)(7)(C) implications are obvious, but those involving
(b)(7)(A) are less so. The National Security Division, Division 5, should be consulted if necessary
to determine whether the investigation' in question is ongoing in another form or whether there is
a related, pending investigation which may be impaired through disclosure.

Post-FISA intercepts can be protected by these same exemptions, however, Exemption
(b)(3) is also available. Application ofExemption (b)(3) is relevant when the records which
resulted from the intercept can no longer be classified and Exemption (b)(l) can no longer be
invoked.

Consensual monitoring situations occurring prior to 10/25178, which are not covered by
the FISA, did not require a court order. The Attorney General Guidelines for FCI investigations
state that FBffiQ may authorize consensual monitoring for up to 90 days, with extensions
available if necessary. Al~hough Exemption (b)(3) would not be available, the other exemptions
discussed above could oe applicable.

Court Orders Prohibiting Disclosure of ELSUR Material

When a request is received for records which are covered by a court order prohibiting
disclosure, that information should be denied as the FBI has no discretion to release the records.
There can be no "improper withholding II under these circumstances. See GTE Sylvania. Inc. v.
Consumers Union, 445 U.S. 375 (1980). The court order should be cited as the basis for
withholding the records.

The following topics are listed for assistance in handling ELSUR material, particularly
those topics which are known to involve court orders:

ELSUR Information Pertaining to
Martin Luther King. Jr., and The Southern Christian

Leadership Conference (SCLCl

The United States District Court for the District ofColumbia has ordered results of certain
microphone and telephone surveillance ofDr. King and the SCLC turned over to the National
Archives and sealed for fifty years, Leev. Kelley, No. 76-1185, and SCLC v. Kelley, No. 76-1186
(D.D.C. Jan. 31, 1977). This order includes paraphrased information obtained through electronic
coverage which is included in documents such as letters, letterhead memoranda and reports.

PLSs should be alert for documents reporting contacts between individuals and Dr. King
or representatives of the SCLC. Ifthe infonnation reported could have originated from some
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electronic coverage ofDr. King or the SCLC, consult with SupervisoryPLS-' be,

ELSUR Records in the Matter of David Dellinger et at, (Chicago Seven)

On 2/26n4, a protective order was issued by the United States District Court for the
District ofColumbia in the matter ofDavid Delljpger vs. John N. Mitchell, which placed
restrictions on the release and dissemination ofELSUR documents and records involved in that
case. The material in question dealt specifically with ELSUR coverage ofthe plaintiffs, David
Dellinger. Jerry C. Rubin (deceased). Lee 1. Weiner, John R. Froines. Abbott H. Hoffinan aka
Abbie Hoffman (deceased). Thomas E. Hayden. Rennard C. Davis aka Rennie Davis. as well as
the Black Panther Party. Although the orderdid not specially prohibit the FBI from releasing
documents involved in the case. the Court's permission was sought each time such a disclosure
was to be made.

On 11/28/77. this Order was modified to permit dissemination ofthe logs and transcripts
mentioned above pursuant to FOIPA requests by any person who was overheard or mentioned in
any of these electronic surveillance.

Release of Information from Wiretaps
NH 60S-Ric and NH 687-R*

Memorandum dated 11128/80. advised that in the civil action ofMiriam Abramovitz. et
a1.. v. James Ahem, et a1.. (U.s.D.C.• D Conn.) Civil Action No. N77-207, an agreement was
entered into by the government and the plaintiffs. In this agreement a complete copy of the logs
and transcripts from NH 60S-R* and NH 687-R* (wiretaps on the Black Panther Party in New
Haven, Connecticut) was provided to the plaintiffs. In exchange. the plaintiffs dropped
allegations of illegal activity by the Federal defendants (four Former FBI Special Agents) which
arose out of the Federal wiretaps.

Many ofthe 165 plaintiffs in this civil action are from the New Haven area and are
represented by attorney John R. Williams. In addition, a number of them have made FOIPA
requests. the processing ofwhich may involve the same ELSUR logs. transcripts or information
from NH 60S-R* and NH 687-R*.

In view ofthe release already made ofthe logs and transcripts, any information from these
two wiretaps. including the source symbol numbers, can generally be released without excision to
any individual who was a party to the conversation, a plaintiff in the civil action or known to be
represented by John R. Williams. See Attachment 2 for the list ofplaintiffs represented by Mr.
Williams in the above-referenced civil suit.
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MEMO 26 - ATTACHMENT 2

\

TO:

ROUTE IN ENVELOPE

Records Management Division, ELSUR Index Date _

FROM: 0 CIO o LCD o INTO o RMD o Other --0:----:-::-:--
(specify)

Priority: 0 Expedite, wilt pick up;
o Routine
o Date needed:

REQUEST FOR SEARCH OF ELSUR INDEX FOR THE PURPOSE OF:

o Title fII Application 0 FBI 0 DEA
o FISC Application
o Legal Motion (DOJ)

~FOIPA~~~

o SPIN/DAPLI
o SPU
o Investigative Leado Other _

(specify)

(One of the above must be checked before search will be conducted.)

Requesting/Authorizing Agent

Name

NAME; TELEPHONE #; VIN; OR
ADDRESS TO BE SEARCHED

.tile _

Complete and Return to:

Name

KNOWN ALIASES

Searched by

ROUTE IN ENVELOPE

Ext. Room TLJI

SEARCH RESULTS

Date

MEMO 26 - ATi'ACHMENT 2
FBI/DOol
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MEMO 27
To:
From:
Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Executive Secretariat Control Data Sheet
March 31, 1998

Executive Secretariat Control Data Sheet

Attached is a copy ofan Executive Secretariat Control Data Sheet. These control sheets
are used by the Departmental Executive Secretariat to track certain incoming correspondence and
replies. From time to time these sheets are retrieved during a search for records responsive to
FOIPA requests.

In processing the control sheets for release, it ~ nQt necessary to refer them to the
Executive Secretariat for its determination, but please keep in mind that the sheets may contain
sensitive information that warrants protection in the same way as the underlying records. In many
instances, the sheets simply describe the correspondence in a summary fashion and indicate the
office(s) to which the correspondence is being directed. In other cases, however, they may
include information that may be withheld under various FOIA exemptions (for example, to protect
material that is predecisional and deliberative or that implicates personal privacy concerns.)

The Executive Secretariat is no longer using the notation, "THIS DOCUMENT MUST
BE DISPOSED OF BY SHREDDING," so you do not need to be concerned about its
significance on prior versions of the form. If you have any questions about processing the control

• sheets, please do not hesitate to call DOJ/OIP at 514....
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DEPARTMENT OF JUSTICE
EXECUTIVE SECRETARIAT CONTROL DATA SHEET

From: POE, ~OHN J. PAWTUCKET, HI
To: AG.
Date Rece~ved: 10-13-89 Date Due: NONE Control #: x9101317596
Subject', Date
10-01-89 LETTER REGARDING THE ISSUE OF IMMUNITY FOR CERTAIN
KNOWN CRIMINALS INVOLVED WITH THE MARY K. DOE TRIAL WHICH IS
SET FOR NOVEMBER 24, 1989. WRITER STATES THAT IMMUNITY
SHOULD NOT BE GRANTED BASED ON THE CHANCE THAT 00.1 MAY
OBTAIN INFORMATION THAT MAY LEAD TO THE ARREST OF
CRIME KINGPIN, JOE SCARPQOLA.

NOT E !! T HIS IS A
Referred To: Date:

(1) CRM;POLKA 10-13-69
(2)
(3)
(4 )

INTERIM BY:
Sig. For: NONE

emarks
INFO CC: OAG.
(1) REPLY DIRECTLY TO THE WRITER.
4400-AA, WITH ONE COpy OF REPLY.

T EST R E COR D ***
Referred To: Date:

( 5 )
( 6 )
(7)
(6 )

DATE:
Date Released:

PROVIDE EXEC. SEC., ROOM

W/IN:

PRTY:
1B
OPR:
LON

other Remarks:
NOT E !! , I I. . .

..",.
~~.

THIS IS JUST A TEST RECORD DESIGNED

THIS DOCUMENT MUST BE DISPOSED OF BY SHREDDING
**********************************************

TO ASSIST FOIA OFFICE IDENTIFY CERTAIN FIELDS THAT MAY

EXPEDITE SEARCHING CAPABILITIES FOR COMPONENTS TASKED TO

DO SEARCHED IN SUPPORT OF FOIA AND PRIVACY ACT.
FILE:

MEMO 27 - ATTACHMENT 1 .=...
•
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To: All FBI FOIPA Personnel

From: J. Kevin O"Brien
Subject: Exclusions ("Tip-offs")
Date: March 31, 1998

Exclusions, also known by the term "tip-offs," are special provisions to the FOIA which
were designed to allow for the protection of sensitive law enforcement matters. The three
provisions authorize federal law enforcement agencies to "treat the records as not subject to the
requirements ofthe FOIA." In other words, ifa case falls within the purview of an exclusion, the
requester can legally be given a "no record" response even though an identifiable record exists.
Thus, the use of the "no records responsive to your request" language in all no record responses.

Listed below are the three provisions that may be implemented on law enforcement
records. For funher details, a review of the FOIA Guide and Privacy Act Overview publication
provides an in-depth discussion and requirements for utilizing an exclusion.

(c)O) Exclusion -- Whenever a request is made which involves access to records
described in subsection (b)(7)(A) and (A) the investigation or proceeding involves a possible
violation of criminallaw~and (B) there is reason to believe that (i) the subject ofthe investigation
or proceeding is not aware ofits pendency, and (ii) disclosure of the existence ofthe records
could reasonably be expected to interfere with enforcement proceedings, the agency may, during
only such time as that circumstance continues, treat the records as not subject to the requirements
of this section.

(elf2) Exclusion - Whenever informant records maintained by a criminal law
enforcement agency under an informant's name or personal identifiers are requested by a third
party according to the infonnant's name or personal identifier, the agency may treat the records as
not subject to the requirements ofthe FOIA unless the informant's status as an informant has been
officially confirmed.

(c)(3) Exclusion .- Whenever a request is made which involves access to records
maintained by the FBI pertaining to foreign intelligence or counterintelligence, or international
terrorism, and the existence ofthe records·js classified information as provided in Exemption
(b)(l), the FBI may, as long as the existence ofthe records rem~ns classified information, treat
the records as not subject to the requirements ofthe FOIA.
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Procedures in Handling Possible Exclusion Records

For the most part, exclusions are rarely asserted on FBI records. In most instances, any
consideration for the possible assertion ofan exclusion will be initiated by the LT in RMU during
the initial review ofthe file to determine ifit is identifiable to the subject. On rare occasions, this
may be detennined after a case has been assigned to a Disclosure Unit.

If there is an indication bya review ofthe file that an exclusion might apply, immediately
notify and discuss the case with your Team Captain. If the Team Captain is in agreement, then
the FOIPA Exclusion Coordinator should be contacted and provided with the case folder along
with the identifiable file(s). Ifan exclusion is appropriate, the LT or PLS will be advised by the
Coordinator, who will in turn, handle all of the paperwork. Ifan exclusion is not necessary, the
Coordinator will also advise the LT or PLS of such and routine processing of the file may be
conducted.
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To:
From:
Subject:
Date:

All FBI FOIPA Personnel
1. Kevin O'Brien
Exemption (b)(3)
March 31, 199&
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Exemption (b)(3) should be cited to protect infonnation which is prohibited from
disclosure by statute. To qualify as a (b)(3) statute, the statute must be worded in a manner that
leaves no discretion on the issue, or establish specific criteria for withholding, or refer to
particular types ofmatters to be withheld.

I. Examples of Authorities Which are (b)(J) Statutes

Central Intelligence Agency (CIA) Personnel

Section 6 ofthe Central Intelligence Agency Act of 1949, requires the Director ofthe
CIA to protect from disclosure, "the organization, functions, names, official titles, salaries and
numbers ofpersonnel" employed by the CIA from public disclosure pursuant to SO U. S.C., §
403.
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CIA Intelligence Sources and Methods

so U.S.C. § 403-3(c)(S) requires the Director of the CIA to protect its "intelligence
sources and methods."

Grand Jury Information

Federal Rules ofCriminal Procedure (PRCP) Rule 6(e) generally prohibits disclosure of
matters occurring before a Federal grand jury. Since a FRCP is usually promulgated by the U.S.
Supreme Court. the argument has been made that such a rule cannot be used as Exemption (b)(3)
authority because no statute is involved. However, since Congress did enact Rule 6(e) by
statute, the courts have held that Rule 6(e) can be used as an Exemption (b){3) statute.

The District ofColumbia Circuit Court (D.C. Circuit) has limited the use ofRule 6(e) as
an Exemption (b)(3) statute, at least in that circuit. In order to prevent the Government from
shielding infonnation from the public simply by presenting the information to a grand jury, the
D.C. Circuit has held that Rule 6(e) only prohibits the disclosure of information concerning the
"inner workings" of the grand jury. Senate QfPuerto Rico v. U. S! Department ofJustice, 8233 F.
2d 574, 582 (D.C. Cir. 1987). Included in the "inner workings" concept protected by
Exemption (b)(3) are such items as grand jury transcripts or subpoenas, the identities of
witnesses or jurors, the substance of testimony to the grand jury, tbe strategy or direction
of a grand jury investigation, and the deliberatiops or questions of the jurors..

Records falling into such categories as grand jury transcripts and subpoenas are easy to
recognize, but it is another matter to determine whether a record reveals the strategy or direction
ofa grand jury investigation. It can be especially difficult for someone not familiar with the
investigation, with the background knowledge possessed by the subject concerning the matter
under investigation. In Senate ofPuerto Rico, for instance, the D.C. Circuit helq that a release of
.wI nonexetnpt records in an investigative file would not reveal the "inner workings" ofthe grand
jury ifthe grand jury material was not labeled as such. Under those circumstances, the court
reasoned the requester would be unable to even determine which records had been submitted to
the grand jury. This overlooks the fact that a sophisticated requester can detennine which
records went to the grand jury ifhe has enough knowledge and experience to know which
records could only be obtained with a grand jury subpoena. That, in turn, could reveal the
direction ofthe grand jury investigation. '

Compounding the problem is the fact that most ofthe other circuit courts have not
decided this issue. Furthennore, at the time a FOIPA request is initially processed, one cannot
be certain in which circuit a disgruntled requester will eventually file suit. Without that
information, one cannot determine which rule oflaw to apply.
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In light of these problems, the following processing procedure will be followed. At the
initial processing stage, Exemption (b)(3) shall be applied to all properly stamped grand jury
material. Ifit is obvious that records bearing the grand jury stamp were not actually submitted to
.1..0 noPG ...,f :,......y +""~+ YMft+~ftl rtl..,......lA "'4 ........... ,.:!M':!.!'AI'l ~_.. ,.,,11 A+1...a. 81__1:....el..la 'C'I"\T A -''''''4__+:__''' ... ,,,",: ...It.
11.-1"''''' 6~""'.lU J"".l , u""'" J,uQ.J".\;;il.aQ.l ~UVU1U 1.1'" J.~YI"'"~ J.VI cu.1 V~U.~l Q,t'pu.\fQ.UI.... '&-V.,I...T"I. ~"'UI(J.....V.l...., nuJ.\"ru

may be invoked. However, this procedure should be discussed with the Unit Chiefprior to
disclosure ofany material.

Intelligence Sources and Methods of tbe EBI

so U.S.C., § 403-3(c)(5) authorizes not only the CIA, but other intelligence gathering
agencies ofthe Federal Govenunent, LTlcluding the FBI, to protect their intelligence sources and
methods. Often there is an overlap between the Exemption (b)(1) and Exemption (b)(3)
protection of intelligence sources and methods. Citing these two exemptions in conjunction with
one another is appropriate; however, either can be cited independently ofthe other. The
Exemption (b)(3) protection has an equal force to the Exemption (b)(l) protection. Therefore,
should Exemption (b)(l) be downgraded, Exemption (b)(3) could still be applied in situations
where release ofthe information would jeopardize the FBI's intelligence sources and methods.

Foreign intelligence and counterintelligence investigations are vital aspects ofthe FBI's
law enforcement mission. When it engages in these activities, the FBI utilizes national security
intelligence sources and methods and relies not only on the Executive Order, but also on
Exemption (b)(3), 50 U.S.C. 403-3(c)(5) to protect these intelligence sources and methods from
disclosure under the FOIA.

With respect to intelligence sources in particular, the Supreme Court has held that the
broadest possible protection is necessary in order for intelligence agencies to carry out their
mission and to protect the intelligence process. The Court recognized that intelligence sources
are diverse and are not iimited to covert or secret agents but may include such open and
innocuous sources as books, magazines, newspapers, and the citizens who travel abroad. As to
all intelligence sources, the court held that they must be provided "an assurance of
confidentiality that is as absolute as possible."

Jnternal Revenue Codg

26 U.S.C. Seetion6103 ofthe Internal Revenue Code protects tax records obtained from
the Department ofthe Treasury. Iftax records were obtained from a source other than the
Department ofthe Treasury, then Exemptions (b)(6) and (b)(7)(C) should be considered in third
party requests. See FO!" Undate, Volume IX, No.2, page 5. .

-
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Juvenile Delinquency Act and Juvenile Justice
Delinquency Prevention Act (JJDPA)

18 U.S.C. § 5038, which is known as the Juvenile Delinquency Act, protects records of
juvenile delinquency proceedings.

The attached memorandum of 11/17/87, from the Office ofInformation and Privacy
(OIP), clarifies instructions regarding JJDPA documents. (See Attachment 1)

In summary, OlP suggests that although the Juvenile Justice and Delinquency Prevention
Act (JJDPA) qualifies as an Exemption (b)(3) statute, it should not be invoked to deny the
juvenile access to his/her own file. Similarly, information pertaining to other adult subjects
unrelated to the juvenile and reasonably segregable cannot be withheld. OJP further suggests
that to ensure the privacy interests ofjuvenile offenders, Exemption (b)(7)(C) in conjunction
with Exemption (b)(3) should be used to protect records showing ajuvenile's arrest regardless of
whether the juvenile was subsequently released or formally charged.

OIP also notes that the IJDPA authorizes release ofthe final disposition to a victim or
immediate members ofa deceased victim's family. Should the court's sentence or court's
disposition appear in·the records (not the AUSA's opinion concerning prosecution), it can be
disclosed to the victim or deceased victim's family upon satisfactory proofof identity.

Furthermore, the IJDPA should not be confused with the Federal Youth Corrections Act
which is not an Exemption (b)(3) statute. Thus, the PLS must be certain under which statute the
subject was prosecuted before it can be determined ifExemption (b)(3) applies.

National Driver Register

23 U.S.C., Section 206 (c) protects from third party requesters information obtained by
the Secretary ofTransportation for the National Driver Register concerning drivers who have
committed serious traffic offenses.

National Drivers Records Act

On 2/3/88, National Highway Safety Administration, Department ofTransportation,
advised that the National Drivers Records Act is a (b)(3) statute, and any information furnished
to the FBI from this system ofrecords is exempt from THlRD PARTY access under (b)(3).
Information from this system is releasable to a FIRST PARTY requester.
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National Securitt Agency

Pnhl;,. T .!tU1 Ri'i:_~i'i: ~ ...t"t;nn ':'(;0.'\ 1'\..ntpM~ thp t'\..~n;m.t;l'>'1'\ni'th.. 'NSlt1nnlll ~P""Thv... -_.....--_....,-- --, _~_·_a .. -'-J 1".. _ ...--.............., - ..0-----.... _....--- ....._..._...- -_........--.J
Agency, its function and activities, and the names, titles. salaries. and number ofits employees.

Pen Registersrrrap and Trace Devices

Pen registers and trap and trace devices are opposite sides ofthe same coin. While a pen
register determines a telephone number being called by the monitored telephone, a trap and trace
device ~etennines the number ofa telephone being used to call the monitored telephone.

Effective 1/18/87, 18 U.S.C.• § 3123 mandated that a court order be obtained prior to
installing or using a pen register or trap and trace device. unless the user ofthe telephone
consents to the device. Pursuant to 18 U.S.C. Section 3123(d), these court orders are sealed
unless otherwise ordered by the court. Ifthe file does not indicate the court order is unsealed,
assume it is still sealed and deny pursuant to Exemption (b)(3). Furthermore. the telephone
company responsible for the line is not to disclose either the existence ofthe device or the
investigation unless otherwise ordered by the court. Therefore, Ex.emption (b)(3) of the FOIA
_ ..~ ..._ ...4-.... fI'.._~ d:lI."I_I"'iE"•• _n 4-1..4 _"''Io1t.lt'''ftI<f.:__ ",...d.6._ ..............ft." ....... _ ..dA_ 41-._ .....I ...._L ..._1. ..I
p' UL",,,,,," AI VI.. ""'""IV.:I&U" L"" 4pp.." ....V .. VI U\:;I, IU\:; ,",VLll" V' U'I;;&, ",,'I;; """'I;;pll\lU'I;; IIUlUU"••nl""

the identity of the individual on which it was placed. Exemption (b)(7)(C) will still apply to
protect the subscribers names and identifying information.

Prior to 1/18/87, the date 18 U.S.c. § 3123 was established, it was DOJ policy to
obtain a court order before using a pen register. However, those court orders were issued
pursuant to Federal Rules ofCriminal Procedure 57. Since no statute was involved, Exemption
(b)(3) cannot be used to protect information concerning pen registers not covered by
1 Q U S r Cl.....t:...n 3'2-:t Tn thos" Sl·t-n"tl·On" anA +"v-;ng m'to .....couftt the 'mpl,,."'tl·"'''5 "'fthe.&",.. • .""'• ...,.""'''' .VI ...."",....... & '"' n"'Q J.~ IU "qn.,U g.", ,loll. 1..1 II 1 U~L VU v

Landano decision, Exemption (b)(7)(D) will neither protect information obtained via a pen
register prior to 1/18/87, nor will Exemption (b)(7)(D) protect the involvement ofthe telephone
company regarding installation ofthe device.

The same dates and procedures for invoking Exemption (b)(3) for the use ofthe trap and
trace devices should be followed as stated for the pen registers.

~nr t-J... ti n ..rin~ t'Ilt"lf ,..n"prM hu Pv.......nt;nn fh\(~'\ thp n~P nf' .. n ...n r ..md..... t"lr !t t n
................- - 1""'_66.",,_~ -- ._.-- .... j _r·_··..r--..... ,-,,-J) ....- --- _ ... - r-·..... -0...,.....,· "'..... ~ .t'

and trace device may be released. Exemption (b)(7)(E) will!lQ! protect the use ofthe trap and
trace devices or the pen registers as investigative tools because their general principles of
operation have been widely publicized. Exemption (b)(7)(E) will apply for the technical or
mechanical details regarding these devices.
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Pre-sentence Reports

18 U.S.C. § 4208(c) and Rule 32(c)«3)(A) ofthe Federal Rules ofCriminal Procedure
exempt those portions ofa pre-sentence report pertaining to a probation officer's sentencing
recommendations, diagnostic opinions which would seriously disrupt a rehabilitation program if
disclosed, infonnation obtained upon a promise ofconfidentiality, and information which might
result in hann to any person ifdisclosed.

Title ID. Wiretap Intercepts

18 U.S.C., Section 2518 (8) governs the disclosure ofinfonnation from Title III wiretap
intercepts. This statute does not cover all wiretap intercepts. (Se~ Electronic Surveillance
Records, Memo 26. for a detailed discussion of the applicable exemptions for wiretaps.)

Visas and Permits; Issuance or Refusal of

8 U.S.C., § 1202(f) protects records pertaining to the issuance or refusal ofvisas and
pennits to enter the United States. Generally, all VisalPennit matters are referred to the
Department of State for handling.

n. Examples of Authorities Which Are Not (b)(3) Statutes:

1) Executive Orders and Federal Regulations do not qualify because they are not
statutes.

2) Federal Rules of Procedure promulgated by the Supreme Court generally do not
qualify unless they are modified and specifically enacted into law by Congress, thus becoming
"statutes." See Fund for Constitutional Government v. NatiQnal Archiyt}s and Records Service,
656 F. 2d 856 (D.C. Cir. 1981). [See prior discussions ofRule 6(e) and Rule 32 ofthe Federal
Rules of Criminal Procedure, which were specifically enacted into law by Congress.]

3) 5 U.S.C., Section S51 of the Administrative Procedure Act does not qualify
because it merely defines tenns. (This section, which defines the tenn "Federal Agency,"
apparently has been erroneously used to exempt documents prepared by the Judicial and
Legislative Branches.)

4) The Privacy Act is not an Exemption (b)(3) statute because Congress explicitly
provided so in Public Law 98-477.
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5) 28 U.S.C., Section 534 does not qualify because it does not expressly prohibit the
disclosure of"rap sheets." See Reporters Committee for Freedom ofthe Press v. Department of
Justice, 816 F. 2d 730, at 736 n.9 (D.C. Cir. 1987). Note. however, that Exemptions (b)(6) and
(b)(7)(C) may be used to protect third party requests for rap sheets ofliving subjects.

6) The Copyright Act of 1'76, 17 U.S.C., Section 101-810, does not qualifY because it
specifically pennits public inspection ofcopyrighted documents. Note, however, that
application ofExemption (b)(4) to copyrighted documents may be appropriate. For an overview
of this issue, see FOrA Update, Fall 1983, at 3-5, "Copyrighted Materials and the FOlA"

7) The Federal Youth Corrections Act (FYCA) which began as 18 U.S.C. § 5005, is
not an Exemption (b)(3) statute. Thus, a PLS must be certain under which statute the subject
was processed, the previously mentioned Juvenile Justice Delinquency Prevention Act or the
FYCA, before making a determination on whether Exemption (b)(3) applies or not.
Furthennore, if the requester's conviction was set aside under Section 5021 ofthe FYCA, one
must determine whether the court issued an order for the record to be sealed. IfS;Qnviction
records have been ordered sealed, they should IlQ1 be released pursuant to an FOIA or PA
request. The PLS should advise the requester that records are sealed from disclosure pursuant to
FYCA Court Order by citing the court case number and the date ofthe order (Le., #84-726-CR
RYSKAMP, dated September 4, 1987).
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MEf:t°BANptTM

~: Emil P. Moschella
Chief, 'FOI/PA Section
Records Management Division
Federal Bureau of Investigation

FROM: ~icharc2 L. Huff
Co-1)irector
Office of J:nformation and pri~acy

SUBJECT: FOIA Requests Relating to
Juyenile Qelinquency Ptgeeedings

I wish to .uggest a clarification of FBI FOX/FA ~p.morandum

No~ 708. dated D@c~er 28, 1983~ regarding 18 u.s.c. 55038, a
~rovision of the Juvenile Jus~ice and Delinquency Prevention Act.
~hat _e~o~andum authorizes use of Exe~ption 3 to withhola
juvenile records ·where -the juvenile was charged f01'1l!ally.· It
has been,generally construed to authorize a blanket withholdinq
of all FBI files in Which a juvenile is a captioned subject ana,
by some teams, 'to inclUde withholdinq of such ·files from the
juvenile himself •.

As _oat recently r.vi••~, 18 u.s.e. 15038(a), in pertinent
part, states that -rt]hrcuqhcut end upon COlDpletion of 'the
juvenile delinquency proceeding, 'the record ahall be safeguarded
from discl05ure to unautbori&ed persons. The records shall be
releaseeS t=.o 1:.he extent 1\ecessary to aeet [six enumerated]
cireumstances.-1 Although ve regard this .tatute •• qualifying
as an Exemption 3 atatute it is our view that. the -juvenile cannot
be considered to J:>e an -unauthorized person- vithin the _.aning

1, Of 'the s1x circumstances -enWllerated, ~ive pertain t.o
inquiries tram .qenc!e. which are .ither government entities or
acting on behal f of the cjovernment .uch as a '"Court. -.e law
enforcement agency, an agency considering the juvenile for
employment in ••ensit.ive positlon or a t.reatment.gency.or
f'acility 'to which 'the juvenile has been cOJDIittel5 by "the court.
Presumably such inquiries would be received 'through Channels
other 1:han the 1'01". 1'he effect on FOIA processinq of 'the
remaining provision, ISO~8(a)(6), 1. discussed below.

MEMO 29 ATTACHMENT i
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of the atatutory language and that Exemption 3 cann~ be-invoked
~o deny the juvenile access to hi. own file. Additionally, while
~e entire record of the juvenile court proceeding is protected,
6n entire FBI file cannot be exemptea si~ply because a juvenile
appears a. one of several captioned subjects. Information
pertaining to other adult SUbjects Which is ~nrelated to the
juvenile and reasonably a.gregabl. from information pert.aining to
~e juvenile cannot be withheld under tn- Juvenile j~stjce &nd
Delinquency Prevention Act.

It is not absolutely clear whether a mere arrest.involving a
juvenile constitute. a juvenile delinquency proceeding triggering
Exemption 3 protection. If not, this would produce the anomalous
result of a juvenile who 1. arre.ted and subsequently released
receiving less protection than a juvenile Who 15 formally
charged. ~o ensure .aximum proteetion for juveniles, in light of
the express congressional concern for the privacy interests of
juvenile offenders, Exemption 7(C) should be invoked in
conjunction with Exemption 3 in such circumstances.

Finally, I note that 15038(a) (6) authorizes disclosure of
juvenile records in response to -inquiries fro. any victi. of _
such juvenile delinquency, or if th. victim is deceased from tn~
i-eedia~e family of such victim, ~elated to the rinal dJsposition
of su.ch juvenile by ~e court in accordance with section S037. H

Section 5037 pertains to sentencing of juveniles. Con~equently,

in the unusual instance in which a requester satisfactorily
identifies himself •• a victim or immeaiate me3ber of a deceasea
victim's familY. the sentence••hould it aDDear in the file. can
})e disclosed. -All other information pUtaliling to the juve~i1e
lDust be withhelc1,bowever, even from the victim or tt,e victim's
survivors.

. ..... ...
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To: ..

From:
Subject:
Date:

All FBI FOIPA Personnel
1. Kevin O"Brien

Exemption (b)(7)(A)
March 31, 1998

When reviewing a responsive files(s) pUISuant to a FOIPA request, an important factor to
initially determine is whether the investigation is "pending" or "closed." Ifthis cannot be determined by
a review of the documents contained in the file(s), this infonnation may be obtained through the
Automated Case Support system located in the FBI Network. In some instances, this information may
not be recorded in the ACS and it may be necessary to contact the field office which is the Office of
Origin of the investigation in order to obtain the status.

Generally when a responsive file(s) involves an ongoing investigation, Exemption (b)(7)(A) is
cited to withhold the material from disclosure. This includes even the amount ofmaterial 'compiled
during the investigation. Therefore, if (b)(7(A) is cited, the existing number of pages should not be
revealed to the requester.

On the other hand, it may be determined that certain portions ofa pending investigation may be
processed for release, but only after discussions and coordination with the substantive HQ Division or
the field office Case Agent wherein a decision was made that release will not interfere with
enforcement proceedings. Contact and coordination must always be conducted when dealing with
pending investigations and the proposed release made available for review by either the Case Agent or
the substantive HQ Division prior to disclosing any material to the requester.

Further, even after an investigation is closed the (b)(7)(A) exemption may be applicable if
disclosure could be expected to interfere with a related, pending enforcement proceeding. This not
only appli«;s to other pending federal cases, but may be applicable to the possibility ofjeopardizing
pending state or local criminal proceedings. In these instances, it will be necessary to obtain a solid
justification for asserting the exemption in this case. and therefore, should be coordinated with the Case
Agent and possible contact with the state/local authorities.

In most cases. the (b)(7)(A) exemption is sufficient to guard against any impairment oflaw
enforcement investigations or proceedings through the FOlA. However. FOIPA employees should be
alert for situations in which the (c)(l) Exclusion could be asserted in lieu ofExemption (b)(7)(A) in
order to protect even the existence of the investigation. Another consideration that should be kept in
mind is the possible assertion ofex:emption (b)(7)(B) which protects records or information compiled
for law enforcement purposes, the disclosure ofwhich would deprive a person ofa right to a fair trial
or an impartial adjudication. {See the DO] FOrA Guide and Priva£}' Act Overview publication for an
in-depth discussion ofthese provisions.)
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MEMO 31
M A N U A L

To: All FBI FOIPA Personnel
From: J. Kevin O'Brien
Subject: Exemption (b)(7)(D)
Date: March 31, 1998

During the course ofFBI investigations, numerous sources are contacted to obtain
information. These sources may be individuals, institutions, foreign state or Jocallaw
enforcement agencies, etc. All sources ofinfonnation are IlQ1 confidential sources. Therefore,
some sources ofinformation are not protectable under Exemption (b)(7)(D). The standard for
identifying confidential sources was established by the Supreme Court in the civil lawsuit
US. Department of Justice v. LaodanQ, (lB. Ct. 2014, May 24, 1993).

Implied Confidentiality

The Supreme Court made it clear that not all sources of information are entitled to a
"presumption" ofconfidentiality. Instead, the Court ruled that implied confidentiality must be
determined on a case-by-case basis. Therefore, the PLS must be able to articulate that the source
had an expectation that he/she was providing infonnation in confidence.

Factors that figure prominently in detennining implied confidentiality under the Landano
standard are:

1) nature pf the crime - investigations involving violent crimes, drug related, organized
crime, terrorism, etc.

2) spurce's rdationship to the crime - source's relationship to the crime is such that
there would be fear of reprisal ifcooperation were known (e.g., physical harm, harassment, legal
action, etc.).

Once implied confidentiality has been established, the identity and the infonnation
provided by the source is technically and legally exempt from release under Exemption (b)(7)(D).
However, a further review ofthe information provided by the source must be conducted pursuant
to Attorney General Janet Reno's policy ofdiscretioncuy release (hereafter referred to as the Reno
policy). The Reno policy requires consideration ofa discretionary release oftml infonnation .
which is teclmically and legally exempt with an eye towards "foreseeable hann." That is,
(b)(7)(D) information which!!O.l!l.d. not tend to identify the source and there is no
"foreseeable harm" in releasing the information gm!d be subject to discretionary release.
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In most instances. it will no longer be appropriate to protect the source of
jnfonnation under Exemption (b)(7)W> in the following situations when it is an exchange of
«routine infonnation":

1) Police Departments (PD) negative record checks. arrest records
(Ex&~tiQn: Exemption (b)(7)(D) may be applied to actual PD records which contain information
from their investigation or intelligence reports.

2) State and local agencies (marriage records, court documents, Department orMotof
Vehicles, Board ofElections. etc.)

3) Credit Bureau reports
(Exception' which are protected under expressed cQnfidentiality.)

4) Commercial Institutions (schools Qf college registrars, utility companies {telephone,
electric, gas companies}, insurance companies, etc.)

Ifany ofthe above infonnation indicates that the material may not be released to the public or
otherwise used without the production Qra subpoena duces tecum, then Exemption (b)(7)(D)
should be utilized to protect the identity ofthe source and, ifnecessary, the information since this
statement is paramount to an expressed assurance ofconfidentiality.

Exemption (b)(7)(C) should continue to be applied to protect infonnation, the release of
which would be an unwarranted invasion of privacy, i.e., the name of the individual who provided
the information and information pertaining to third parties.

Expressed Confidentialiu

The Landano ruling did not affect instances where an expressed assurance of
confidentiality was granted to the source. The identity ofand the information provided by these
sources may be protected by the first and second clauses ofExemption (b){7)(D). respectively.
However. the Reno policy should be applied to the source's information and discretionary
releases made where there is no ''foreseeable harm" to the confidential source. The following are
examples of sources granted an expressed assurance of confidentiality:

1) T-symbols and pennanent symbol source numbers - assert exemptions (b)(2) and
(b)(7)(D) for human sources. For non-human sources (i.e., techs, mikes, telephQnes, etc.) assert
only exemption (b)(2), unless doing so will identifY human sources. (S,tt, Mosaic Theory,
inful.)

2) Paid informants
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3) Potential Security Informant (pSI) and Potential Criminal Informant (PCl)

4) Specifically stated "Request Identityt" "Protect Identity by Request (pmR),".
"Confidentiality Requested," etc.

5) Foreign Agencies/Authorities (Refer to the G-I Guide)

Informant File Numbers

It is also important to protect the file number ofan infonnant case as well as any other
material which would identify the informant. The informant file designations are shown below:

134 - Security Infonnant
137 - Crin:Unal Informant
170 - Extremist Informant
270 - Cooperative Witness

FOIA exemptions (b)(7}(D) and (b)(2) are appropriate to protect these file numbers.

Mosaic Theon:

Once it has been established that Exemption (b)(7)(D) is being utilized for informant
information, the PLS should be aware ofthe "mosaic theory," which involves the analysis of
apparently innocuous bits of information to identify sensitive sources. methods or investigative
direction. The PLS should become familiar with the overall investigation and any related files to
be processed. Helshe should be aware ofthe informant information and its reappearance later in
the same investigation or any related files abbreviated or written in paraphrased form. Ifthis
information is singular in nature or would tend to identifY the source. even though the normal .
identifiers are not indicated (Le.• the source's name. symbol number. etc.). then the information
may be exempt pursuant to Exemption (b)(7)(D) under the mosaic theory.

Enreign Agencies and Authorities

In many instances, foreign police departments or foreign authorities are classified;
however, several are not. The PLS should refer to the G-1 Classification Guide to identify
foreign agencies/authorities (listed in alphabetical order by countries) cooperating with the FBI
and whether confidentiality has been requested. In those cases where a foreign agency/authority
is not classified. it is the responsibility of the PLS to insure the level ofprotection requested by the
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foreign agency/authority is honored (i.e., some may request only their identity be protected, while
others do not mind that their cooperation is made public and they mayor may not request their
information be protected. Others may request that neither their cooperation nor their information
be made public). Iftbe foreign agency/authority is not listed on the 0-1 Guide and there is no
indication on the document ofwhether confidentiality was requested, the PLS should review the
material to determine ifthere was implied confidentiality and process accordingly.

police DepartmentslSheriff Offices Requesting CQnfideptialiU

In processing FBI records, the following police departments and sheriffoffices have
requested confidentiality for their identity and information provided:

,
bID

\

1)

2)

3

For a further discussion and an in-depth review ofexemption (b)(7)(0), please refer to the
Freedom ofInformatioD Act Guide and Privacy Act Qvend~w publication provided by the
Department ofJustice.



With the Freedom ofInformation Reform Act of 1986, Exemption (b)(7)(E) was
strengthened to allow for protection ofall law enforcement information which would disclose
technigues and procedures for law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably
be expected to risk circumvention of the law.

In applying the first clause of the exemption, a technique or procedure need not be new or
even sophisticated to quality for protection -- however, it should be generally unknown to the
public and be ofsuch character that revelation would impair its future effectiveness. On the other
hand, a technique or procedure may.be protected ifit is known to the public, but the
circumstances of its usefulness may' not be widely known and release of the information would
risk circumvention of the law.

The second clause of the exemption protects guidelines (e.g., guidelines for response to
terrorist a~acks or a final contingency plan in the event ofan attack on the U.S.) prepared for law
enforcement investigations and prosecutions if release could reasonably be expected to give
anyone with that particular knowledge the ability to circumvent the law.

".~..~~~
Therefore, the mere fact that a "technique was utilized" in an investigation is

insufficient for asserting Exemption (b)(7)(E), even though it falls within the scope of the
exemption. A PLS must review each technique or procedure on its own merit and detennine
if there is any "foreseeable hann" in the disclosure of the information. In other words, could the
disclosure of a particular technique, procedure or guideline lessen the effectiveness, assist in
circumvention or compromise its integrity? Ifthere is a question as to whether information could
be protected by Exemption (b)(7)(E), it should be disCussed with the Team Captain or Unit Chief.
Also, contacting the Case Agent ofthe investigation or the substantive Division for assistance is
recommended when contemplating whether to protect this type of information.
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Listed below are some situations where Exemption (b)(7)(E) might apply:

1) Location, denomination. and serial numbers ofbait money (See Memo 43)

2) Location, activati.on, and type ofbank security devices (See Memo 43)

3) Location and type ofcars used in a surveillance

4) Mechanics of surveillance

5) Location of and types ofaircraft used in a surveillance

6) Model, serial number and type of recording equipment (e. g.,~ransmitters)
{Exemption (b)(7)(E) does not provide protection for the fact that a Nagra body recorder
was utilized in an investigation.}

7) Mechanics of installation of recording equipment

8) Mechanics ofwire tap monitoring

9) Certain polygraph infonnation (See Memo 71)

10) Computerized Telephone Number File (CTNF)/Telephone Application (TA)
(See Memo 82)

11) Effectiveness ratings of known techniques (FD-SlS) (See Memo 44)

12) Personality profiles, equivocal death analysis (See Memo 66)

~h7E.13) (See Memo 55)

14) Mail Covers (limited use) (See Memo 64)

15) Pretext phone calls



Discussion of Exemption (nO) - CIA Records

Title 5, United States Code, Section 552a 0)(1) provides that "The head of any agency may
promulgate rules, in accordance with the requirements (including general notice) of Sections 553
(b)(l), (2), and (3), (c), and (e) ofthis title, to exempt any system of records within the agency from
any part ofthis section except subsections (b), (c)(l) and (2), (e)(4)(A) through (F), (e)(6), (7), (9),
(10) and (11), and (I) ifthe system of records is maintained by the Central Intelligence Agency."

The Privacy Act contains two general exemptions which permit heads ofspecified agencies
to promulgate regulations exempting certain systems of records from the Privacy Act's access and
amendment requirements. The first ofthese is exemption 0)(1), which pertains exclusively to Central
Intelligence Agency (CIA) records, pennitting the Director ofthe eIAto exempt certain records from
access under the Privacy Act and the second being Exemption 0)(2).

The Director ofCentral Intelligence has promulgated regulations! which provide, "Pursuant
to authority granted in subsection 0) ofthe Act, the Director ofCentral Intelligence has determined
to exempt from access by individuals under subsection (d) of the Act those portions and only those
portions ofall systems ofrecords maintained by the CIA that: (1) consist of, pertain to, or otherwise
would reveal intelligence sources and methods; and (2) consist of documents or infonnation provided
by foreign, Federal or state or other public agencies or authorities."

FOIPA personnel ofthe FBI will claim exemption 0)(1) only after consultation with, and on
behalfo( the CIA. The claim ofexemption (D(l) will be made in conjunction with FOIA exemptions
(b)(1) and (b)qv,

!Titie 32, Code ofFederal Regulations, Section 1901.61(d).

2 Title 5, United States Code, Section 552a (t)(2).
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To:
From:
Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Field Offices

March 31, 1998

Contacts with Field Office Personnel

Effective June 9, 1995, all requests for field office assistance, will be made by Electronic
Communication (EC) or by a routing slip. ECs should be used for all requests concerning
ELSUR reviews. ECs or routing slips may be utilizied for requesting files to be sent to FBrnQ or
to return the files to the field office(s).

Any requests for assistance which will require a substantial amount ofwork to be done by
the field office Paralegal Specialist will now be made by EC. All ECs ofthis nature are to be
initially coordinated with the Regional Coordinator in the Field Coordination Team (PCT) prior to
transmitting the communication to the field office. Once this has been done, the EC should be
directed to the attention ofthe field office Chief Division Counsel for appropriate handling.
Requests for routine minor assistance may be made via routing slips.

Telephone requests are to be kept at a minimum. Prior to making any telephone requests,
the HQ PLS is required to contact the proper Regional Coordinator in FCT and discuss the nature
and need ofthe telephone contact or request.

Procedures for Field Office FOIPA Requests
(Searches and Referrals to FBIHQ)

Effective April 1997, the following search procedures are to be followed in handling
FOIPA requests made to FBI field offices:

• When a FOIPA request is limited or directed to a particular field office) only the indices
for that field office will be searched for responsive main files. No processing ofauxiliary
offices or FBllIQ files will be conducted, unless a requester states he desires a search of
the indices for other field offices or FBIHQ; or if he actually directs his correspondence to
other field offices and FBIHQ.

• When a field office searches its indices upon receipt ofa FOIPA request and determines
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that one or more main files exist and the investigation(s) were "reported" to FBlliQ. the
field office will follow established procedures in referring those files to FBIHQ for
processing. In addition, if cross~references exist, the field office will advise the FBIHQ
PLS ofthis fact, and it will be his or her responsibility to advise the requester in the
disclosure letter of the existence and that the requester must specifically request them to
be processed.

• When a field office searches its indices and only "unreported" main files and/or "cross
references" exist, the field office PLS will process the responsive file(s) and release the
material directly to the requester.

Field Office Files Transmitted to FBlliQ
(Use of Green File Fronts)

Since the field offices use the same type offile fronts as FBlllQ, on many occasions they
had been confused with FBlllQ files and misplaced into the FBlliQ filing system. Therefore, it
was necessary to develop special procedures for field office files being transmitted to FBffiQ so
they would be visibly distinguishable from FBIHQ files. To minimize this problem, the field file
front remains on the field file, but is covered by a green file front that prevents intenningling of
field and FBiHQ files. Furthermore, it allows the field file front to be marked appropriately
relative to FOIPA processing. No file number or other markings should be placed on the green
file front so that it can be used again.
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MEMO 35
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To:
From:
Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien
File Classjfication "73"
March 31,1998

Application for Pardon After Completion
Qf Sentence (APACS) Cases

(File Classification "73")

A Presidential pardon is a constitutional power ofthe Executive Branch under Article IT.
Section 2, and as such is fully discretionary with the President. Pardon applications are frequently
referred to the FBI in order to conduct an Application for Pardon After Completion of Sentence
(APACS) background investigation. Often, the subject ofthat investigation submits a FOIPA
request for this material.

As of June 30, 1996, in conducting an APACS background investigation, Manual of
Investigative Operations and Guidelines (MIOG) Part IT. Section 17~5.4 and (3)(b) procedures are
currently being f01lowed in order to record interview results ofpersons requesting total
confidentiality. These procedures are the same as followed in background investigations
conducted in 67,77,116, 140, 161,259 and 260 classifications. That is, all personS interviewed
are advised ofthe appropriate provisions ofthe Privacy Act and. if requested, their identities and
information may be kept confidential.

Therefore, in processing an APACS file ofa first party requester, the PLS should consider
the file exempt pursuant to (k)(2) ofthe Privacy Act and provide the requester all infonnation with
the exception ofthat material which would identify a source who furnished information under an
expressed promise ofconfidentiality. For those cases compiled prior to June 30, 1996, an
implied promise ofconfidentiality exists for those individuals interviewed during the course ofthe
background investigation.

Upon completion of processing an APACS, the Pardon Attorney's Office has requested a
copy ofthe FBI disclosure letter and a black out copy ofthe release made to first party requesters.

PardQn Applications

The FBI is authorized to release a Copy ofthe pardon application in its entirety to first party
~Ques:ers without consulting the Pardon Attorney's Office. However, continue to consult with
the office with respect to any intra~departmentalmemoranda or infonnation in FBI documents
which originated with this office.
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To:
From:

Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

File Classification "77"
March 31,1998

File Classification "77"
DOJ and Judicial Appointment Files

The Office of the Deputy Attorney General maintains DOJ and Federal judicial
appointment files which include FBI background investigation reports. When 001 receives a
request for one ofthose files, the request letter will be referred to the FBI for handling. Prior
procedures required that the proposed release be reviewed by any Office of Information and
Privacy (OIP) attorney upon completion of processing these files. By memorandum dated
4/11/96, Richard L. Huff, Co-Director, OIP, advised that these files may now be released without
OIP review.
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To:
From:
Subject:
Date:

All FBI FOWA PersOlmel
1. Kevin O'Brien
File Classification "92·'

March 31,1998

File Classification "92"
Anti-Racketeering Investigative Files

Anti-Racketeering (AR) investigative files serve as a repository for the collection of criminal
intelligence data usually gathered during an organized crime investigation. There is not a substantive
criminal violation associated with this type of investigation; when a substantive violation is discovered,
a separate case is opened ~der the appropriate character. AR files may remain open for a lengthy
period of time on individuals who are known members or longtime associates of an organized crime
family, or may be closed on lesser members or those no longer active. Their activities may still be
monitored, nevertheless, through informants or through the investigation ofother members of the same
LCN family or organized crime group to which the subject belongs.

It is important, therefore, to recognize that when processing a FBIHQ or Field Office "92" file,
particularly one which is closed, that it may contain information applicable to another open
investigation either on the subject, one or more ofms associates, or on the organized crime family to
which he belongs. At this time, exemption (b)(7)(A) should be considered to protect this information.

One area often overlooked in these AR files is the intelligence information gathered as a result
of surveillance by FBI Agents. Such material will show, for example, the identity ofassociates,
meeting places, methods and frequency oftravel. If released, this information could enable the subject
or his associates to alter their activities and change their current method ofoperation, thereby
frustrating the ability of the FBI to actively investigate either the subject, his associates, or the
organized crime family of which he is a member. To prevent this, such information should be withheld
as (b)(7)(A) material as long as it can be established that the subject is a member or a longtime key
associate of an organized crime family whose activities are currently under investigation by the FBI.

While most AR files relate to individuals who are members ofan organized crime family
currently under investigation, some pertain to individuals who are later determined not to be members
of the LeN. If the file itself does not indicate the status or affiliation of the subject, you should contact
the Organized Crime Section. Criminal Investigative Division, prior to processing to establish if the
subject is an LeN member or longtime key associate. You should also contact the appropriate Field
Office to ascertain if there are any other pending investigations on the subject and to alert them as to
the nature ofthe FOIPA request.
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To:

From:

Subject:

Date:

All FBI FOIPA Personnel

1. Kevin O'Brien

File Classification "161"

March 31, 1998

File Classification "161"
Special Inquiry Investigations

The 161 classification covers investigations requested by the White House, Congressional
Committees and other Government agencies. From 1993 through May 1995, former Special
Agent H. Gary Harlow from the AM 1 squad at WFO, was assigned to investigate or conduct some
aspect of Special InquirY investigations. In January 1996, Harlow pled guilty to several counts of
an indictment in which he was charged with, among other things, falsifying his investigations in
certain 161 investigations and was sentenced in U.S. District Court, Eastern District of Virginia,
Alexandria, Virginia.

Special Inquiry and General Background Investigations Unit (SIGBJU) advised that all of
the applicant type investigations have not been identifi~d wherein former SA Harlow was the
investigator. As fDece 31, 1996, discussions with SAs Richard Hildreth, Jr., Section
Chief, and nit Chief, SIGBIU, resulted in the following procedures being
implemente w en processmg a 161 file pursuant to a FOIPA request within the time frame of
1993 through 1995:

1) When any portion of a 161 file has been identified by SIGBIU as having been
handled by Harlow, a "Routing Slip" (example attached) should appear as the top document in the
file and is to be released to the requester.

2) Ifthere is no indication in the file that SIGBUJ has reviewed the file (i.e., there
is not "Routing Sli II in fi and it contains investigative 1Jlaterial condu<!ted by former SA
Harlow, contact SIGBIU. Room 4371, Ext.~ so that SIGBUJ is made
aware ofthat spec c investigation.

In all instances, when PLSs are processing 161 investigations which were conducted by
fonner SA Harlow in the above time frame, his name is to be released throughout the file.
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To: FiI~ (l6I.t- HQ.- j.a~.t!~)

From: UcltCmc b~
Special Inquiry and Gene."'a1 Background Investigations Unit (SIGBIU)
Personnel Division ;

...

Subject: :._:. d··R IZL.£:.-_~ ::~
CLASSIFICATION 161 BACKGROUND INVESTIGATION CONl'AIN1NG
n-TVESTIGATION M.LEGEDLY CONDUCTED BY FOR..\1ER w'1v1FO SPECIA L
AGENT (SA) H. GARY HARLOW :

I:'i VIE\V OF THE 'IJ'i"FO~'lA.. nON SET FORTH BELOW. ur.""DER r-;o 'n.

cmc'(J(v!STANCES IS THERE TO BE A..~'Y FURTIITR DISSEl'tffi"."ATIO~ OF A!\"\'
Thr-OR\IATIOl'i OR DOCulV!E~lC01'l1ATh"ED IN CAPTIO~"ED 161 mE \VITEOUT
PRIOR APPROVAL OF. A!'t1) COORD~ATION \wrH. THE SIGBW u~1TCEItF.

Attached is one xerox copy of those cccume:1t(s) [tfmcre tha..'1 one. staple: tcge±e: ~-.C

considered as one e:.closure) contained in captioned 161 case £lie reflecting investigation
cor.ducted cn captionerl subject by \\'MFO, inciuding investigation allegedly conduc:ed by fcr.ue:
W}..fFO SAH~7Harloi' (here:nafter ccHarlew").

Thi~ .1-P 1 case file is one of ma.ny contair.ing inve'stigation allegedly conduc:ed by Ea:ic"",,,
during the tioe he was assi!Zned to the A-I scuac in \V}vrFO Harlow is currently a'';!''a1tins:;;
se:1t~;cing in U.S. District Court, Eastern Di~u:1ct ofVirgini~, I-Jexancria, Virginla.-Ear!;w
&\e~iiously plead g'.!ilty to seve:-al counts ofa.'1. indict..ne~t re:umd in 1/96, in which pe~
c'harged with. a!'nong other thirigs:-falslfjing his investigation in certain 161 cases.

Regarding captioned 161 case, it is not known ifEarlow falsified any par. cfhis
investigation. If Harlow did falsify any part efhis investigation, the:'l th.eFEr's sutr'.r.-.2rf
me:norandum(s) dated I DIIS / c;, ,contained in cacti6ned 161 fiie as we!! as the
doc..lment(s) e:ldosed herewit\ c;r;~ inaccurate information. It is noted that th~
afore:nentioned summary memorandum (s) were furnished by the SIGBru to the client ·e~tity in
re#onse to its request ofthe FBI to coeduct a background in':estig:nion en cz,pdcne-: subjec:.

1 - WNfFO (161f. HQ ., t J~tt(Enclosure)
(Attention:SS~Squad A-I)_ 2) .

H.EMO 38 - ATTACHMEtfT 1
b~
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_ ~he haridling of 161 background investigations corita1fmg:mv€stigation allegedly
conductea by Harlow is'being addressed on a case by caseb~as follows:

.-., .

. (A) In the event a request is received of the-FBI which would involve dissemination of'
investi~ili>~,or document;.\ reportipg investigation, allegedly conducted by Harlow and contained
in captioned 161 case file, SIGBfU will prompty initiate appropriate steps) 'With the-assistance of
W2YfFO, to detennine ifHarlow falsffied any part his investigation. Based upon~those findings)
SIGBru will (1) initiate further steps to amend any summary memoranda to aca.:rate!y reflect the
results of the b;!.ckground investigation and make it suitable for dissemination, ifnecessary, arld
(2) will ma.'<:e other appropriate corrections/notations in-eaptioned case file to avoid c.ny
dissemination ofincorrect information.

. .
. .~~?

(B) ~ in the future, the FBI is requested by an outside entity to conduct a..,other
background inves+.igation on captioned subject, SIGBIU will ta.'<:e appropriate steps to dete:-rni::e
ifHarlow falsmed any pa.:t of his investigation L."l the prior FEI background inve~Jg:.tio.n, 2:-':1C, i:
so, redo that part 2.!ld report the results in the current background investigation. -'~" .

....
\VMFO IS "REQUESTED TO l\t.\.L'iTATh" THIS ROUTI;,';G SL~ A!'1l) THE
Er-iCLOS1JR.E THERETO AS THE TOP SERIA.L(S) n-; ITS 161 CASE FILE

"' ....

. ......-

.
,.-

\..

•T
!.." ..'. ,
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To:
From:
Subject:

Date:

All FBI FOlPA Personnel

J. Kevin O'Brien

File Classification "197"
March 31, 1998

File Classification "197"
Civil Suits and Administrative Claims

Prior to a decision to disclose information from any 197 classification file (or equivalent
file reporting civil actions or claims against the Government or individual employee such as 62 or
63 classifications), the PLS should identify through the Automated Case Support system the
status of the litigation and'to whom the case is assigned within the Office ofGeneral Counsel
(OGe). Upon obtaining this information, the PLS should consult with the attorney to determine
the following: 1) whether there is any privileged material in the file, and; 2) whether affidavits
and other similar records were actually filed with the court, thus making them public source
material.

Records prepared for litigation involving DOJIFBI matters may generally be protected
from disclosure by Exemption (d)(S) ofthe Privacy Act and/or FOIA exemption (b)(S), in
addition to, any other applicable FOrA exemptions. The basis for claiming (d)(5) ofthe Privacy
Act is that "nothing in this [privacy Act] shall allow an individual access to any information
compiled in reasonable anticipation ofa civil action or proceeding." The basis for claiming
Exemption (b)(5) is either: (1) the deliberative process privilege, which is to protect decision
making processes ofgovernment agencies; (2) the attorney work-product privilege, which
protects documents prepared by an attorney in contemplation oflitigation; or (3) the attorney
client privilege, which protects confidential communications between an attorney and his client
regarding a legal matter for which the client has sought professional advice.

In applying these exemptions to 197 files, the PLS must determine what type of request is
being made (Le., first ys. third party) and if the requester is a party to the lawsuit or administrative
claim. Records requested by third parties (those individuals which are not a party to the lawsuit)
are processed strictly under FOIA. The applicability ofExemption (b)(S) may be considered,
however, the PLS must be mindful of Attorney General Janet Reno's "foreseeable harm" standard
to establish ifthe disclosure ofthe information would harm the basic institutional interests. The
information should be disclosed unless the PLS is able to articulate a specific harm after his or her
discussion with the OOC attorney.
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Records processed for first party requesters who are a party to the civil suit or claim (i.e.,
a plaintifl) must be reviewed pursuant to Exemption (d)(5) of the Privacy Act. It should be
noted, however that this provision in certain respects is not as broad as Exemption (b)(5) and
does not incorporate certain (b)(S) privileges. It should be kept in mind the application ofother
PA and FOIA exemptions may be contained within the documents maintained in these files and
that information should be processed accordingly.

First party requests for 197 files wherein the requester was represented by a DOJ attorney
(i.e., a DOl attorney represents an Agent who is being sued), are also processed using the (d)(5)
exemption, and generally, he or she should have access to the entire file.

It is recommended the PLS refer to the DOI/OIP FOIA Guide and Privacy Act Overview
publication for a detailed and in-depth discussion concerning the application of Exemptions
(b)(5)/(d)(5) and the "foreseeable harm" standard.
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To:

From:

Subject:

Date:

All FBI FOIPA Personnel

1. Kevin O'Brien

Filing ofFOIPA Material

March 31. 1998

Preparing Mail for File

Once the LTIPLS has closed a case, wait approximately 60 days prior to preparing or
sending the mail to file. This will avoid unnecessary delays in handling appeals or responding to
the requester should he/she correspond after the final disclosure letter or the last action taken by
the FBI.

The following steps will assist the LTIPLS in preparing and sending the mail to file:

(1) Date Order: Mail should be placed in date order before sending it to file. Do not
staple communications together. Intra·Bureau forms such as the OPCA-18 form (referral to
DeD) should also be treated as separate pieces of correspondence and not stapled to any
outgoing or incoming mail. All enclosures indicated on the correspondence should be placed
directly behind the piece of mail. Every enclosure should be accounted for and any missing
enclosure should be identified and a notation made as to the disposition. Once the separate
pieces of correspondence have been arranged in date order, the package should be secured by
heavy rubber bands or straps to ensure that it will not detach in the mail during transmittal. Do
not staple the packa~e together or place the entire package on a file back.

(2) Enclosure Count: The number ofenclosures designated on the yellow should
correspond with the number ofenclosures being sent to file with the exception of routine
enclosures such as the "Explanation of Exemptions" sheet, a copy of the requester's letter, "Fee
Waiver Regulations", "Attorney General Order 556-73" (instructions for requesting arrest
records), etc. It might be helpful to note on the yellow the identity of each enclosure if there is
any doubt a~ to the number ofenclosures being transmitted. Place a file cover sheet on top of
each enclosure in the processed package (See Attachment for an example). When an enclosure
has been detached, (such as a field office file from an EC) the LTIPLS should make a notation on
the EC that "files detached in Room __It and initial the notation. A blank sheet of paper
should be placed on the bottom of all the enclosures so that during routine handling and filing of
the mail if the bottom page becomes tom it will be the blank sheet of paper torn and not the last
page ofyour processing package or an original communication.
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(3) Search Slips: The search stipes) should be attached to one ofthe following: a) the
yellow no record letter, b) the processed package (place between the file cover sheet and the
inventoxy sheet of the top enclosure in the processed package), or c) stapled to the front of the
initial FOIPA request.

(4) Duplicate Copies: Do not send the following documents to file: tickler copies, extra
copies, or duplicate copies which have been made ofany correspondence. Carbon copies of
original correspondence directed to the FBI may be detached and destroyed, however, a notation
should be made on the copy count that the additional copies have been detached. Since each
piece ofmail is being recorded/serialized, tros will ensure that only one piece of correspondence
is placed on record.

(5) Mail not Addressed to the FBI: Place the notation "FBI" on the lower left-hand
corner of correspondence not addressed to the FBI (e.g., copies of1etters sent by DOJ to the
requester acknowledging receipt of an administrative appeal or advising of the final
determination ofthe appeal). This designates it as an official FBI copy.

(6) Receipts: Copies of receipts which FOIPA employees sign acknowledging receipt of
mail from a requester, DOJ, or another Government agency should not be sent to file. The fact
that the mail is in file is sufficient acknowledgment of our possession. The only receipts that are
necessary to file are those which we might ask a requester to sign acknowledging hislher receipt
of certain material. Therefore, all other receipts will be kept in IPUIRTSS.

(7) Abandoned Cases: Form OPCA-25 should be used to transmit documents to file in
cases where the material has been processed but is not sent to the requester (i.e., the material was
processed and the money letter sent to the requester, but no reply was received, or the material
was processed and not sent because the request was withdrawn).

(8) Mail Returned by the Postal Service: When material is sent to the requester and
then returned by the Postal Service for insufficient address, addressee unknown, etc.) the LTIPLS
will write the complete file number and, ifk.nown, the serial number of the outgoing yellow at
the bottom of the original letter and send the letter with the envelope on top to the 190
Processing Subunit to be filed behind the original yellow. There is no need to send· the enclosure
(the black-out copy ofthe release material) to the 190-file, therefore, the LTIPLS should indicate
on the original letter that the enclosure has been detached and destroyed.

(9) Copies of Oridnal Mail: Ifthe original piece ofmail is not available (misplaced or
inadvertently destroyed) and the LTIPLS maintained a copy ofthe original, then the copy ofthis
mail may be sent to file with the notation "Treat as Original" in red pencil on the bottom left side
of the copy. Ifthe original mail is located, it will be inserted in file in place of the copy.
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(10) Placine the 190 number on the documents: The LTIPLS should write the 190
file number in red on the lower right comer of every document. In all instances, when
sending the mail to be placed on record and tiled by the 190 Processing Subunit, the salmon tag
(O-IOOe) should be completed and attached to the upper right-hand comer ofthe most current
piece of mail. If a Universal Case File Number for the 190-file (the case number consists of
seven or more digits) has been assigned to the FOIPA case, the 190 number should be
documented and placed on the 0-100c by checking the block adjacent to "Place in Existing __
_ ". Ifa pre-UCFN 190-fiJe (six digits or less) is still being used, a new UCFN 190-fi1e number
will be assigned to the case when it is sent to the 190 Processing Subunit for placing the mail on
record. In this situation, the 0-1 OOc should be completed by checking the blocks adjacent to
"New 190" and "Place in Existing ", entering the pre-UCFN on this line. At the time
the 190 Processing Subunit places the mail on record, a new UCFN 190 number will be assigned
to the case. Keep in mind that these FOIPA requesters will now have both a pre-UCFN and a
regular UCFN 190 tile.

(11) Indexing: Underline the subject in green pencil on the most recent piece of mail
when the package has been'assembled, If the most recent piece of correspondence is something
other than the disclosure letter, such as a DOJ/OIP letter affirming an appeal or an electronic
communication returning field office files, the PLS should underline the subject of the request in
green pencil on the disclosure letter. This allows IPU to easily determine the subject ofthe
request for indexing purposes.

(12) Enclosure Behind File (EBF)/ Bulky: When an enclosure contains 50 pages or
less, the material will be placed in the main 190 tile behind the original mail. If the enclosure is
approximately 51 to 99 pages, the material will be placed on record as an EBF, or when over 100
pages, it will be prepared as a Bulky. This step of preparing an EBF and Bulky will be done by
the 190 Processing Subunit.

Sending Processed Personnel Material to File

When preparing processed personnel material for file, the above procedures should be
followed except the 62 {Administrative Inquiry (AI)}, 67, 263, or 280 file number should be
documented on the bottom ofeach document instead ofa 190 file number. Each piece of mail
(all incoming, outgoing and inter/intra office communications) should also have "FOIPA" or
"OPCA" written or stamped on the bottom right corner and the PLS should initial through the
FOIPA or OPCA.

When a Privacy Act request involves processing ofmaterial from a 62 (AI), 67,263 or
280 file classification, .Q!lh! those pages containing deletions should be forwarded to the
Personnel Records Section, Room 11741, for filing into the respective 62 (AI), 67, 263 or 280
file along with the original FD-488 and/or OPCA-16 fann (Disclosure letter). Please note those
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documents from the 67 Sub M and/or the Sub S which contain redactions are to be filed in the 67
Sub M and/or Sub S. along with a copy oftheFD-488 or the OPCA-16 fonn, and not in the main
67 file.

. Ifprocessing also involves additional file classifications other than personnel type
records, a 190 file should be opened and the processed documents from the other file
c1assification(s) should be filed in the 190 file along with~ of the FD-488 and/or OPCA-16
fonn. The 190 file number should be recorded in the "Miscellaneous" block on the computer
sheet.

Note: All personnel type records must be placed in and transmitted by a messenger envelope.

Filing of Previously Released FOIPA Material

When a request is made for the same infonnation which has been previously released, it
will not be necessary to have the released documents filed again. Instead, place the notation
"previously processed material" in the lower left margin next to the referral blocks on the
disclosure letter. A notation of the prior release should be noted on the yellow outgoing
communication (disclosure letter) by indicating the 190-file number where the preprocessed
material is located and the serial number (Bulky and/or EBF). The note should also include a
list of the preprocessed file numbers and/or documents as well as the number ofpages being
released to the subsequent FOIPA requester. Further, the PLS should forward a copy ofthe
current FOIPA release letter to the preprocessed 190-file (where the documents were originally
released) in order to keep the original 190-file from being destroyed.

190 Classification Control Files

Below is a list ofFOIPA control files:

190

190-0

190-00

190~1

*190-2

190-3

Main File for each requester

General Type Mail,.Administrative Closings

FOIPA Policy and Federal Legislation

FOIPA Regional Field Division Conferences

FOIPA No Record Responses

ForA Impact on Law Enforcement Activities
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190-4 FOIPA Reading Room Requests and Releases

190-6 FOIA Annual Report to Congress

190-710 FOIPA - Instruction to Field Offices

190-711 State Privacy Legislation

190-56511 FOIPA Training FBIHQ

190-HQ-I046286 FOIPA Third Party Denials

190-HQ-I056344 FOIPA Referral Policy Matters

197-122 FOIPA Litigation Cases

242-42 FOlPA Automation

"'190-2 has been changed to 190-HQ-1189353



F o I p A

MEMO 41
MANUAL

To:
From:
Subject:
Date:

All FBI FOIPA Personnel
J. Kevin O'Brien
Foreign Intelligence Surveillance Court (FISC)
March 31, 1998

Foreign Intelligence Surveillance Court (FISC)

The FISC was established pursuant to the Foreign Intelligence Surveillance Act (FISA) of
1978 and has sole responsibility for approving requests for electronic surveillance coverage in FCI
and international terrorist cases. Unlike other federal courts, the records of the FISC are!lQ.1
public in nature and must be maintained under secure conditions. Care must be exercised in order
to avoid releasing under the FOrA any FISC material where disclosure would violate the FISA.

The investigative file ofan individual, group, entity, or organization which was the target
ofan FISC approved electronic surveillance will normally contain the following documents:

(1) Application to the FISC for an order approving the electronic surveillance.

(2) Minimization procedures adopted by the Attorney General which govern the FBI's
acquisition, retention, and dissemination of infonnation obtained through the electronic
surveillance ordered by the court.

(3) Certification attesting to certain facts concerning the electronic surveillance (i.e.,
purpose of the surveillance, type offoreign intelligence information sought, etc.). It can only be
signed by the Director ofthe FBI or certain other high~level government officials designated by
the President.

(4) Primary order authorizing the FBI to conduct electronic surveillance. This order also
makes reference to the minimization procedures by directing that they be followed.

(5) Secondary order directing a communications carrier to render operational assistance
to the FBI in connection with the electronic surveillance.

The application and minimization procedures are classified by the Deputy Counsel for
Intelligence Operations, Office ofIntelligence Policy and Review (OIPR), Department ofJustice
(DOJ). The certification is classified by the FBI Director or other certifying official and both the
primary and secondary orders receive derivative classification by the FISC clerk of court based on
the application.
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Since the minimization procedures originate from DOJ and are classified by OIPR, that
portion must be referred to OIPR for a decision regarding access under the FOrA.

Established procedures should then be followed as
10 the memorandum pertaining to Exclusions.

Prior to processing FISC records or notifYing the requester that FISC records were
referred to DO] for review. the PLS -is to consult with the National Security Division (Room
_.Ext." as well as DOJ. OIPR.
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To:
From:
Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

FD-376 Dissemination Letter to Secret Service
March 31, 1998

FD-376 Dissemination Letter to Secret Service

Pursuant to the letter from William 1. Bachenuan, ATSAIC, Freedom ofInfonnation and
Privacy Acts Officer, U.S. Secret Service, to Mr. Thomas Bresson, FBI, dated 1211/80, the
practice ofconsulting with the U.S. Secret Service prior to the release of each FD-376 was
discontinued. Experience indicated that there were very few situations where the U.S. Secret
Service objected to the release ofan FD-376 pursuant to exemptions (b)(S) and (b)(7)(E).
Likewise, Mr. Bacherman' believed that their objections would most likely be overruled on appeal.
Therefore, the PLS may process and release the FD-376 form, however, other applicable
FOIA exemptions such as privacy interests may apply. (See Attachment)



FD-376 (Rev. 8·6·82)

Director
United States Secret SelVice
Department of the Treasury
Washington. D. C. 20223 AE:

U.S. Department ofJustice

Federal Bureau of Investigation

Washington. D.C. 2(J5l5

The information furnished herewith concerns an individual or organization believed to be covered
by the agreement between the FBI and Secret Service concerning protective responsibilities, and to fall
within the category or categories checked.

1. 0 Threats or actions against persons protected by Secret Service.

2. 0 Attempts or threats to redress grievances.

3. 0 Threatening or abusive statement about U.S. or foreign official.

~ -= Participation in civil disturbances, anti-U.S. demonstrations or hostile incidents against foreign
diplomatic establishments.

5. C lIlegaJ bombing, bomb·making or other terrorist activity.

6. 0 Defector from U.S. or indicates desire to defect.

7. C Potentially dangerous because of background, emotional instability or activity in groups engaged in
activities inimical to U.S.

Photograph 0 has been furnished o enclosed o is not available.

Director
Federal Bureau of Investigation

, • Special Agent in Charge (Enclosure(s))
U.S. Secret Service

Enclosure(s)
MEMO 42 - ATTACHMENT 1

I<SI/DOJ
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To:
From:
Subject:
Date:

AD FBI FOIPA Personnel
I. Kevin O'Brien
FD-430 Bank Robbery Summary Report
March 31, 1998

When processing the FD-430, copies attached, the following procedures should be
utilized:

All ofthe boxes for the answers in the "Security Devices" portion of the FD-430 should
be redacted when any of the boxes are checked pursuant to Exemption (b)(7)(E). (The response
boxes cannot be selectively withheld since that would reveal which devices were in use at the time
ofthe crime, thus rendering the bank vulnerable to future robbery attempts.) The names ofthe

.devices should not be redacted. Ifnone of the boxes are checked, this portion ofthe form may
be released entirely.

In the "Modus Operandi" portion ofthe form, all ofthe information should be redacted
with the exception ofthe checked boxes with their corresponding techniques in first party
requests pursuant to Exemption (b)(7)(E). (Since the requester is the perpetrator ofthe crime, he
already knows the modus operandi which was utilized.) In third party requests, thiS entire portion
ofthe form should be redacted. The concern in both cases is that a list ofrobbery techniques may
suggest to the requester a technique to be used in a future robbery.

The older FD-430 forms include a statement in the "Solution" portion ofthe form
indicating whether informant infonnation contributed to the solution ofthe crime. This statement
has been challenged under the Landano decision, and the statement itself can be released, however
the boxes should be redacted in all cases under (b)(7)(D).

At times there may be a letterhead memorandum (LHM) attached as an enclosure to the
FD-430 or other documents within the file which may indicate the denomination and serial
numbers ofthe bait money taken during the robbery. Ifthe PLS is able to determine from a
review ofthe file that all ofthe bait money was recovered, there is no harm in the release ofthe
denomination and the serial numbers. Ifonly partially recovered, not recovered, or if the PLS is
unable to determine this information from the file, excise~ the denomination and serial
numbers ofthe bait money pursuant to Exemption (b)(7)(E). Exemption (b)(7)(E) may also be"
applied to the specific location ofthe bait money in the teller's drawer. Do Dot withhold the fact
that bait money was taken.

",.
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FD-340 Summary Bank Robbery Reports

Many banks utilize what is known as "dye packs." This exploding device, when
detonated, releases a red dye on its surroundings. The denomination and serial numbers ofthe
money in the dye pack are recorded by the bank in the same manner as bait money. The
denomination and serial numbers should be redacted using the same criteria applied to the bait
money mentioned above.

Exemption (b)(7)(E) should be cited for any mention or details ofthe construction of the
dye pack and Exemption (b)(4) for the specific chemical makeup ofthe dye.



FD-430 (Rev. 1-28-97) -
Field OffICe Case:

Subject:

!'1EMO 43 - ATTACHMENT 1 (Fl!ONT)
Dart::

TYPE:
o Robbery
o Burglary
IJ Larceny
o Extortion
IJ Hobbs Act • Armored Camer

Time of offcnse 0 am 0 pm
Demand Note Avail&ble 0 Yes 0 No
Surveillance Photos Available 0 Yes 0 No
Quality of Photos 0 (P) Poor 0 (F) Fair 0 (0) Good
Is Ibere any Notewonhy Tat lor tbis case 0 Yes 0 NoCounty _

ENTRY (check one):
o NewCase
o Change or addition • complete applicable categories only
o Deletion - remove eDtry. DO violation

Initial submi$sion must be uploaded wilhin 10 caleDdar days of lbe offense.

INS'ITI1ITION TYPE:
o (A) Armored Carrier

.0 (B) Commercial· Bank
o (C) Credit Union
o (M) Mumal Savings Bank
o (S) Savings and Loan

INSTITUllON/COMMUNIlY CHARACTElUSnCS: (Check one of each group)
Facility Type: Facility Location: Community Type:
[] (B) Branch Office 0 (e) Commercial Districl 0 (C) Small City or Town
o (M) Main Office [] (L) Rural 0 (M) MetropoliWl
o (0) Olher 0 (R) Residential 0 (R) Rura1
o (R) Re1llOte Facility 0 (S) Shopping Center 0 (S) Suburban

INS'ITIUTION AREA INVOLVED:
o (A) Teller Counter 0 (E) Drive-inlWalk-up
o (8) Vault/Safe 0 (F) Night Depository
o (C) Safe Deposit Area 0 (O) .Armored Vehicle
[) (D) Office Area [) (H) Automatic Teller Machine

o (l) Courier
o (0) Other

SECUlUTY DEVICES:
Alarm System o Yes 0 No Activated DYes 0 No Functioned 0 Yes CI NoSurveillance Camera DYes 0 No Activated DYes 0 No Functioned 0 Yes 0 NoBait money maintained DYes CI No Talcen DYes CI No Bail Criteria met CI Yes 0 NoGuaros(s) DYes o No On Duty DYes 0 No Anned DYes 0 NoCurrency dye/gas pack DYes o No Tuen DYes 0 No Functioned DYes .0 No o (U) UnknownElectronic Tracking Devices o Yes IJ No Activated CI Ycs 0 No Functioned DYes Cl No
Bullct resistanl enclosure DYes o No

SUBJECTS: Number known involved or 0 (U) Unknown
Race/scx-specify number eacb:
White Male White Female _
Black Male Black Female _

Hispanic Male Hispanic Femalc _
Other Male Olller Female

Unknown Male Unknown Female _
Unknown Race/Sex _

VIOLENCE: 0 Yes 0 No

o Shooting
Cl Explosion

Injury 0 Yes 0 No Death CI Yes 0 No

o Physical Assault
o Hostage Talcen

Hostage 0 Yes CI No

o No

S ec·fic u ber of ea"h·p , nm

Injury Death Hostage

Customer

Employee

Employee Family

Subjecr

Law Offtccr

Guard

Other

o (U) Unknown
o (U) Unknown
o (tJ) Unknown
o (U) Unknown
o (U) Unknown
o (U) Unknown

o No

$----
$----
$----
$-----$ _

$ _

DYes

$----
$-----$ _

$-----$ _

$-----

LOOT TAKEN: 0 Yes
o Cash
Cl Security - Facc Value
o Checks
[J Traveler's Checks
[J Food Stamps
[J Olher Propcny

LOOT RECOVERED:
[J Cash
[J Secunly • Face Value

":hecks
"ravcler's Checks

Food Stamps
o Olller Propeny



MEMO 43 - ATTACHMENT 1 (BACK)

)DUS 9PERANDI:

o Oral demand
o Demand Note
o No weapon threatened
o Weapon threatened

[) Orally
o Written
[) Ge$1Ured

o firearm used
[) Hand gwi
[) Shoulder weapon
[) Sawed-off shotgUn

[) Elqllosive device or hoax bomb
o Knife UsedfThreatened
o Hypodermic: Needle UsedJThreatened
o Other weapon used
[) Counter vaulted
o Occupants orden:d to floor
o Bank business pretense
[) Facial disguise

, (wig, mustache., beard, etc.)
[) Ski masks/theatrical masks
o Head CoveringlHelmet Used
o G10veslhand covering worn

[) Law enfott:ement impersonation
[) Walkie-talkies used
o Handcuffs/other resaaints used
o Employees confronted before won:
o Employee(s)/victim(s) pUI in

vaultlback room
[) Subjea(s) rook employee's vehicle
o Till tbeftfgrab and nln

o FOOl getaway
o Vehicle getaway

o Auto 0 Truck 0 Other
[) Motorcycle [) Aircraft [) Bicycle

o Switch vehicle(s) used
o Police diversion
[) Alarm compromised
o VaulllSafe BurglarylLarceny

o Rip/peel
o Punch
o Torch/thermaJ bar
o Explosive
[) Drill
[) Hydraulic equipment/tools

[) Night Depository Burglary/Larceny
[) Forcible entry
o Depository II1Iplbasket
'0 Drill
o Explosives
[J G1uelAdhesive

[J Automatic Teller Machine Attack
o Extortionate Demand

o Phone call
o Written

o Mailed to .victim
[J Left in Night Depository
[) Other delivery

[) Bomb threat
o Hostage claimed

OReal
o Hoax

o Residence invasion
o Forcible
o Pretense

o Other M.O
(Describe in narrative)

Demand NOle Text (Is Demand Note Texi Exact or Par.lphrased: [) Exaci [) Par.lphrased)

Significant Information

SOLUTION: Complete only upon identification of all subjects. Complete justification for solution credit must be 5Ct forth in '"Dmpanying narrative pages.

Solution communication date: (l1lIIIIdd/yyyy)
Solution by: [J (F) FBI 0 (J) Joint PolicelFBl lJ (P) Police
Predominate solution factor: [J (0) Defensive action b}' employee. guard, eu:. [J (E) Extended investigation 0 (L) Lawenforcement response
Elapsed time-violation to solution: [) (A) Response [j (B) Same Day 0 (e) 1-5 Days 0 (D) 6-30clays lJ (E) 1-3 months 0 (F) 3-6 months

(G) C 6-12 months 0 (H) I year or longer
Total number of subjects:
Interslate aspect: 0 Yes 0 No 0 (U) Unknown Multiple BR. BB. BL or BE activity 0 Yes 0 No

'ject(s) previously convicted (Federal or Slate) for BR, BB, BL, or BE: 0 Yes 0 No Number
jeet(s) on parole/probation (Federal or Slate) at the time of offense: 0 Yes 0 No Number

_"bjc:ct(s) in escape s1atuS: [J Yes C No Number
Drug use~s) involved: 0 Yes 0 No 0 (U) Unkno-w-n-N'"'u-mbe....,....-r----

NABRA ca~llation: 0 Yes [) No (AIracb administrative comments)
I"

--- '-



r.

fO.43C!.:(Rev. 9·28-87)
(:.,..': .NE1'10 43 - ATTACHMENT 2,

Federal Bureau of Investigation

..':""-

.:. ··.1
:..... AIRTEL

Date: 5/18/88

o WedneSday 0 Thursday
o Sunday 0 Unknown
o 1\.",·1pm 0 Unknown
o 6pm-6am

K Switch vehlc:le(s) used
o Police diverSiOn
o A1atmcompromised
o Vaull/Safe BurgiarylLarceny

o RipIpeel
o Puncho ToreMhermalbar
o Explosive
o Drillo H)'driWlic: equipmentll90l~

o Nighl DepositoryBurglarylLalQliltl/o FoIOble entry
o Oeposl1ory tra;lltias~' ,
o Drillo fJcpiosives

o Automalic:TelIetM~

o EJdr:lftionB1e Demand
o Phone call
o Writteno MaikldtoYie:tim

o left in Night oeposi1Dl).o
" 0 OtherGelivery
o ~lhrPat

O~Z-~
o HolD<o Residenc:lIInvasioll
O~. 'o PnItltDSe'

t:I OIherM.O.
~~~tNe)

o Unknown

Fundioned 51 Yes 0 No
Func1ioned JZl Yes 0 No
Ball cri1eria met jil Yes 0 No
Armed S. Yes 0 No
Functioned 0 Yes 0 No

MODUS OPERANDI:
o Oral dernandlno weapon ItlrNtene<l
o Weapon threatened

o Orally
o Written
o Gestured

o Robberynote.:s. Firearm used
)C1 Handgun
g Shoulder weapon
o Sawed-oll $hotgun

o ExplQsiW device or hoaX bomb
o OtIlerweeponused
K Countetvaulled
Jl[ OCCupants Ol'llered to floor
o Elankbusine$$pt8tens4l
ji?( Facial disguise

(wig, mllSlaChe. beard. etc.)
o Ski masksMleatriCal masks
~ GJovesihand c:overing wom
o Lawegentimpersonation
o w~ d

o Haor3<:ull ~r.~·
o EITIpIqyees confronred" f worlc
o EmpIoyee{s}Mctim(, .

\IIIu~c:I"oom .
o Sutljec:t(s) look e!fll1Qr'Ge's Whlc:lo.
o T~ltheltl;rab.,..run

o FootgelaWay
g Veh\l;le gelaWay
~~ 0 T~ 0 Other
o Mo!orcycle 0 AiIo"aft 0 8ic:yde

(P)

o Unknowno Unknown
o Unknown

k'tivated Rl Yes 0 No
kWated Iiil Yes 0 No
Taken H Yes 0 No
On duty Xl Yes 0 No
Taken 0 Yes 0 No

Wl\iteFemale _
~lackFemale _

HispanicFemale _
OtllerFelTlllle _

UnknownFemale _

o No
o No
o No
o No.
E No
.s.. No

Dndor.FBI

-sAC•. CHICAGO

See attached for Title.

.. ,"*:1

JECTS: Number known irNoIved __..,;40--__ Of 0 Unknown
..else•• spec:ify number each:

White Mate __--
BlackMale _4.;;....__

Hispank:Male _
Other Male _

UnknownMale _

&pOT TAKEN:.:s:: Yes 0 Noo Cash $ 41,456 00o Sec:vrities-Face\/lllue $ _o Otherproperty $ _

LOOT RECOVERED:
~Cash S 1,635.00
o Secl.Irities -Face value $o ou-~ $ -------

VIOLENCE::f!t Yes 0 Noa Shooting 0 Physical Assaull
o ElCpIosion' 0 HostageTaken

SgeCify number each:
Dlnjury

TYPE:
)l.1 Aobbe'Yo Burglary
o Larceny
o Extortion
o Hobbs~ • AtmoIed carrier
Subc:la$$:B 91A 0 IlIB 0 e1C 0 e1F 0 1920

EHlRY (cheek _):
E:Newease
o~ or eddition • complete applicable eategolie$ 0ri'Io o.lelion • _ ..my, no WlIallotl

Oftenee Iocetlon: HQ/RA c:ode: ••~tlJtO(_ cxxle$ isted on back)

Inltllli IWbm/eelon muef ". ",ede WIthin 14 e.1endI1I1' dII~ of 1M Dff."...

'NSTlTllTlON TYPE: IHStlTUTlONlCOMMUNlTY CHARACTt:RI~: 0Ieck _ 01 each gtO\Ip
o Commen:iaJ Bank FeellltyType: FaclIltyLocatlon: c:omrnunltyType:
o MuIuaI$aYing$ Elank 0 Main Offll:e J;irCommen:ialDistrict ){ M.~ilan
~ SaWlgs and Loan JK.Branch Office 0 Shopping Center 0 Suburban
o Ct8d~ Union 0 RemoteFacility 0 Res;dentiaJ 0 smauCltyorTown
o Atmofed camet Co. 0 Olhef 0 RuI1ll 0 Rural
INST1TUTION AREA INVOLVED: OCCURRENCE. Indlc:et, bo1h Day and TIme:
~ TeIlefCountet 0 Prive-inM'alk-up 0 Courier Oat.: 0 Mortday 0 Tuesday
a VaulIISate 0 NightDeposilofy a Other i/! friQay 0~
o Safe~Area 0 Armon!dVehicle TIme: 06·9arn KG-l1amo OtIioeAtea 0 AutomaIicTelierMachine 0 1.3pm 03·epm

~ECURITYDEVICES:
Alarm System h Ves
SurYeillal'lot camera ~ Yes
Bail money mP'rtained i& Yes
Guard(s) . ;gi Yes
Cunenc:ydye'gas;llIck 0 Yes
n, oIIet resislarlt enclo$Ure 0 Yes

Springfield
St. Louis
Chicago LJF:rnam

t1 Q \

1
1
7

SOLUTION: Complete only upon ldentlncatlon of.n nb'Nb. Complete lustlflcatlon 'or IIOlutlon CfMlt mutt be Nt 100000ln lICe ~mpenyIng NmItIve pltgH.

$olutionby: 0 FBI Cl Police !i'JointFBIJPolice ~numberofsubjeets __4~,...- _
PrvdominalUOlutiot'l fa<:lOr: ~ Law enlolteme~~ 0 Extended investigation 0 Defensive ae:ticm by ernplcoJee, guW. w:.
E!apsedlime-violaliOnIOSOlution: £1 Flespor.se g Same day 0 1·Sdays 0 6-30days Cll·31nO$ Cl3-6rnos 0 6-12mos 0 _lyr
Interstate aspea: 0 Yes~ No D Unknown Multiple BR. 8B. Bl... or BE aetMty: Cl .Yes CJ No

." ··'ecl(slpreviouslyc:onvicled(FederilorS1ate)forBR.8B,Sl.orBE:.Il Yes Cl No Number :z.
e:t(s) Ol\ parole/probation (Federal.or Stale)~ the lime of oIIeI\se: 0 Yes a No Number _
·<:l(s)in~status: 0 Yes z: No Number _

_.cotic:suser(s)invo~J8d: 0 Yes.Dl~S:known Humtler _

~RAe&noIl!'*'~ Cl 1l.~ ;FiNO. (): minis1ralNe CCIlTlmlIllISj .. \'\1'. .
(;.JI:Buruu !. ; ... ~~\.~•• -1 - Cincinnati ~r--"!'1,l.J,waukee

CJ CopyofclemandnoteendoSed. 1 - Cleveland ~~in'iteapolis
o Surveillance/arteslpholosenc:losed. 1 - Detroit t" - Omaha

, Tnt'li",n~nn' ; c: , - T.nl1; c:~ri 1'".



...
FD-43C'...,(Rev. 9oo28ooB7} . t-1EMO .. 43 - ATTACHMEIJT 2a.- ·.··,..-1

(FI~ST ~ARTY REQUEST)
Federal Bureau of InvestigiUon

AIRTEL·
Dale: 5/18/88

...
Diredor. FBI,. Attenllon: CRIUlNAL INVESTlGAlTVE DIVISION

o wednesday 0 'Tl1ur$day
o Sunday 0 Unknown
Cl ".rn·1pm 0 Unknowno 6prn-6am

Springfield'
St. Louis
Chicago LJF:mam

(l Q\

1
1
7

(P)SAC. CHICAGO

See attached for·Title.

fi1ofn:

~:

Customer
EmplQOIee
Ernp!O'!'" famlly
SWjeet
Law 0lf1Cllr
Guard
Other

"TYPE:
~ Robbery
o Burglary
o Latceny
[J Ex1oc'Iion
o Hol.lbs~ • ArlncQd carrier
SUbelass:.l!llIl1A C Il1B [J 91C [J 91F [J 192C

&N1RY (c:hecIc one):
gNewcase
o Change or Iddlllonoo ClOFTll*te~~ onlyo DMtion - _ 1ft!JY. no Yiolalion

Off...... 1ocetIon: HQ/RA c:ode: ..~tl_~O(_ COdes Isted on back)

IIJW.I.lIbmluJo" mll.t be mild. wlthl" 14 C.lendar"Ys of ".. otten_

tHSTlTUTION TYPf: 1NS11TUTIONICO....UNI'TY CHARACTERIS11CS: Check one 01 each group
o Commerc:i8I Bank flIcIllty~: hclUtyl.ocatJon: Communlty1'ype:o Mutual Savlngs Bank 0 Main Office }lCOmmerc:iBl District Jg.MebOpOlitBn

;gr Savings 8Ild loan )1J.. Branch 0Ilice 0 SIlopping Center 0 SubuI1:lan
o er.dH Union 0 Remote Facility 0 ResidentiBJ Cl SmallCltyorbwn
o Armot1Id Catrier Co. 0 OCher 0 Rural 0 Rural

INST1TUT10N AREA INVOLVEtl: OCCURRENCE _ Irldlc8te both Day and TIme:
)!! Teller COunter 0 DrMHnIWalk-up Cl COurier Date: Cl Monday Cl T~y
o VaultJSale 0 NighlOepository 0 Other lZ: Friday 0 SalUl'llay
Cl SaleOepo$ilArea Cl Armor1ldVlthicle TIme: 06-$aIn J1U-11am
o OlIiceArea 0 AulomBtleTeUerMachine 01-3pm Cl3-6pm

.E~:;;:: IY:~I~ Etl~I~~ =J~I~ loblJnlcnownri~Guard(s) . Yes., On duty Ye No Armed Yes No
Currency dyelgaspack es 0 Taken Ye No fIInc:lioned Yes No
..·.lletresistanlanclosure es .10 MOOUSO RAND!:

lECTS: Number known Irwolved 4 or 0 Unlcnown Cl
,,~I( - specify number each: 0

While Male ---:ot!t--- WhileFemale
Black Male _"'*.::-__ alackFem8Je ---- 0

Hispanic Male Hispalllc:FtlmaIe 0
OIherMale __........._ OtherFtmlale 0

Unknown Male Unknown Hlmale ~ Firearm
)I:J. Hanel gun

!,pOT TAKEN: :8:: Yes 0 No .g Shoulder weapon
o Cash S 41 ,~56 on 0 Unknown ~o Secvrities-F.c:evaJue $ Cl Unknown t:. 0
o OlharptOperty S 0 Unknown ~t1." 0

LOOT RECOVERED: ~ I K COUnlervautled
~ cash $ 1, 6 35 • 0 0 .g.Occupajijj"'jSordeji.rediiliiiOiiiflooriiiil~
o Securilies-FacevaJue S -------- )i('IIl::lalCl~
Cl Olher~ $ -------- ~rd.rnustache bea •etc.
VlOLENCE:~ Yes 0 No
[j. Shooting Cl Pnysic:al A$$aUII ;s;. ve n coverin worn .
o Explosion 0 ~Taken 0
SpeciflI number Nc:h: g

o Injury 0 Dealh 0 Hostage 0
t:l

o
Cl
o
ji{ ~etaW3

~Aulo 0
o :J



.., FO-"3(~JRev. 9-26-87) ',ME-MO 43 - ATTACJ!t'1ENT 2b .<,:': ,
~,..>. .. (THlijD PARTY!tEh:ti:eST)

Federal Bureau of Investigation
AIRTE

Dale: 5/18 /88
•

Oinlctor. FBI AlWntlon: CRIMINAL INVESllGAllVE DMSIOH

....

I

o WedIlesday 0 Thursday
Cl Sunday 0 Unknown
011am·1pm 0 Unknown
ClGpm·6am

Springfield'
St. Louis
Chicago LJF:mam

11 Q l

1
1
7

(P)

WlliteFemaIe
tllackFemale ---

Hisl)anic:female
OlllerFemale ----

Unknownfemale _

SAc.. CHICAGO

See attached for Title.
~:

~:

CoISlomer
Employee
EmpIo'fee family
&IbjeCl
Law Ollicer
Guard
Other

TYPE:
)!:l Robbery
OMlary
o Latteny
o Extor1icn
o Hobbs~ • A:rnotecI C«nier
Subctass:,l\Il81A 0 elB 0 elC 0 elF 0 1l12C

ENTRY (cMck one):
gNfwcase
o Change Off llddffion • c:amplete applicable C&legoriII$ only
o Deletion· NIIlCMI MIry, no YioIaliDn

011_ 1oclIllon: HQIRA code: ..~tl_5_0(_ c:odeS bled on baek)

Intu.t evbml.lJlon III.-t be _de wtthln 14 ,.lentUr*". or tINt otten...

lNSTt1'Ul1Cm TYPE: 1NSTffiTTl000000MUHITY CHARA~RlSTlCS: Check one of each group
o Commercial Bank Fec:UIty'frpe; fKlIlty LocatIon: ComIllUl\ItyType:o Mlllual Savings Bank 0 Ml1in 0fIlce J;rCommerclaI Ol$lrict J!' Metropolitan

Xl SaYings and Loan )&Branct10tfi0e 0 ShoPPIngCenler 0 Suburb4n
o <Adil Union 0 ~Facility 0 Residential 0 SmdCityar~
o Armored carner Co. 0 ()Iher 0 Rlnl lJ Rn
INSTJTl)TlON AREA INVOlYED: OCCURRENCE·Ind~ both Dey end TIme:
)!t 1"eUerCo\mtef a ~'\IP 0 CourieI' Date: 0 Monday 0 Tuesdayo VautliSale 0 Nigh! 0ep0siI0ty 0 Other JZ( Fridq 0 s.IurdIIy
o SafeOeposilArea 0 A/TnonldYehicie TIme: [] 6·9am J!1 g·11am
o OffICi!Nea 0 AuIon'IaIIcTellert.1achlne 0 1.3pm 0 3-6pm

~::~=t::S:J~:~I~ ==I::I~ =-t:••~~1bfl e,Baitmooey tnaimaiMd Yes 0 Taken es .0 BaIt c:ntena Yes No
GuardCs) Yes 0 OndUtY Yes NO Armed YeS No
Cutrell<:)'dyefgas paC!< Yes 0 1llI<en Yes NO Functioned Yes No 0 tJnknQwn
'lullel resiStantonclosu Yes NO

"EFlANDI:
!JECTS: Nllrnber known~ 4 or 0 Unknown

.efsex - specify number otaCh:
WMeMale -AA--
BlllCl<Mllle _.:."t__

Hispanic Male _
OlherMale _

UnknOwnMaIe _

!,pOTTAKEN: ;Bt Yes 0 No
~ Cash $ 4 1 , 4 5 6• 0 0o Sec:urities-FacevaJue $ _o O\hefpropeny $ _

LOOT RECOVER£!;):
~Cash $ 1,635.00o S6c\1ri\~-Facevalve $ _o Otherproperty $ _

VlOLENCE:):?1 Yes Cl No
{j, Shooling 0 f'I'rysical Assault
o Explosion 0 HostaQ8Taken
Specity numbMeach;

CllnjUly

.._..._.~ ,..



F o I p A

MEMO 44
MAN U A L

To:
From:
Subject:

Date:

AU FBI FOIPA Personnel

1. Kevin O"Brien

FD-515 Accomplishment Report

March 31. 1998

Attached is a copy ofBureau fonn FD~515 (Attachment I-two samples) and FD-515a
(Attachment 2). The FD-515 is used to record convictions, recoveries, and other FBI field office
accomplishments credited to a particular investigation. The FD-515a, a supplemental page to the
Accomplishment Report, is prepared when reporting an indictment and/or conviction of a subject
of an Organized Crime Program case. At times. several FD-S15a reports may be attached to the
FD-51S since a supplemental page is required for each subject indicted and/or convicted.

When processing the FD-SlS, particular attention should be given to the "Investigative
Assistance or Techniques (lAIT) Used" block located in the upper right comer ofthe form. The
"IArr" block lists various items of1M which are publicly known; however, opposite each item
is a space for a numerical rating ofeach !AfT (from one to four) to record its assistance in the
captioned investigation. If any IAfI' block has a numerical rating assigned to it, all spaces
adjacent to each activity under the word "rating" in aU four columns should be redacted
pursuant to Exemption (b)(7)(E). This will preclude disclosure ofwhich activities were used
and what ratings were awarded, while the list ofactivities remain visible.

In addition, the agent's social security number, located to the left ofthe "IAfI''' block;
should be redacted pursuant to Exemption (b)(7)(C).

The FD-51Sa supplemental page is generally releasable. although privacy issues maybe
considered if warranted.
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.'
Code
Ho DMcrIptlon

MEMO 44 - ATTACHMENT 1 (BACK)
Sample 1

Potent"l Econom!c to.. P,...t1l-es (PEl.P) Typ. coer..'
Code

No D..crlptlon

.-

Cast! (U.S. and foreign currency) 22
$lOCk. Bonds or Negoll&ble lna1Nl'nerlta IchecQ. travelers checks. 23
money Otdtra. cer1iflcal.. of depotIt. etc) 2'

3 .~ Retd Merch8nliH (c:IoltlIng. food,lquor, C1g••ttes, TV., etcl 25
4 VehlcIes (1Utos. Wcka. tnlCtDrI. hllera. eampera. motorcycles, etc) 26
5 HN:Yy MachNry & EQUIpment (tlMvy equipment. compultn, eIC) 21
e Bulk~ (;rUl, fuel, ..- rnetllrtala. mnIs, wire, etc) 30
7 Jfttefty (IncludinQ .....pr~and Ml'IlIpredoua atoneal
8 PrecIoua MetIla (gold, II/vw, ................ tile)
9 Nt,. AnllQue. or Rat. CoIectIona

11 Weepoftl or~
20 N. Other Rec:o¥._ (not Wing In -oy category above)

Counterfeit StOCks. Bonds, ~ency or Negotiable Instrument! ".
Courtterfeit or Pirated Sound Recordings or Motion Pictures . }
Bank Theft Scheme Aborted
Ransom, Extotllon or Btl~ Demand Aborted
Theft from. or Fraud Aoainst. GoY4lirnrMnt SCheme Aborted
CommercillI or Industril/ Theft Scheme Aborted
N. Other Pot«l~ Economic Loss PreYlnted (not tailing in any
cateoorY Ibovel

• Except fat cash. the R8l1Wb MCtiOn nwJSt contJl/n Itt e~tiOnof the computation of the recovery vllue or loss prevented. An explanation ainel must
'~i1 ttIIa report If 1M~ II $, mIlion 0( more, or H the PELP IS $5 million or more.

6$ LegiSlator
6T Judge
6U Prosecutor
6V Law Eniorcement Olftce
6W All Others· Local "

Local
6R Mayor

SUbject Oelerlpllon Cod..•
• Enter o.lcrlDtlon Code Only When Reporting e Conviction·

Orvenlnd Crime $ublKtl (Include Fem"r Neme Or Group): Union Memberl:
1It. Boss. Undefbc)s$ 0( Consigliere 5" International or National Officer
18 Capodecina or SoIcfief 5B Local Officer
, C Posaible LCN M4tmber or Associate SC Union Employee
, D OC Subject 0Ihet TMn LeN
1E Not. Member or Assoclate of LCN Femay or OC Organization Governm.nt Official. Or Employ...:

Known Criml"all (Oth.r Then OC M.mbera).: Federal Shltl
211. Top Ten or 1.0. Fugitiye 6A Presidential AppOintee 6J GOYernor
2B Top Thief 68 U.S. Senator 6K Lt. Goyernor
2C Top Con Man 6C U.S. Representatiye 6L Legislator

FontIO" N.tlo"lll: 60 Judge 6M Judge
3A Legal Alien 6£ PrO$lcutor 6N Prosecutor
38 IIlegel Alien 6F Law Enforcement Ollieer 6F> Law Enforcement Officer
3C Foreign OffiCiat Without Diplomatic Immunity 6G Fed Empl • GS 13 & aboye 60 All Others· State
o U.No Employee Without Diplomatic ImmUf'lily 6H Fed Empl • as 12 & below

.E Foreign Siudents Sink Olflc.r. or Employ.es:
3F All Others 7A Bank Ollleer

Terror/ltl: 78 Bank Employee
4A Known Member of a Terrorist Organization All Oth.rl:
48 Possible Temmst Member or SympathiZer 8A All Other Subjects (not fittingaboye calegoriesl

·If a $ubje<:1 can be classified in more than one of the categories. select the most appropriate in°the circumstance.

.J

tnltructlonl
$ubjec1 PrIortt'" for FBI ArTllt or Locat••:

A· Subject WWlted for crimes of violence (i.e. murder. tnaI'ISIaughter. forcible fatM!. robbery end aggravated assault) or conYic:ted of lucl1 crimes in the past IiI
yews.

B • Subjec1a wanted tor cnnes in¥OMng the bas or destruction of property yaluecl in ell;cess of $25.000 or convicted tlf such crimes in tne past liye year
C· AI others

~tmlnll Non-FlCSeral Arrest., Summon.... ReconC'lea 01 ConYictIona:
It ia~ to cIaitn alocel arrest. aummons. recovery or comrietion If the Fal alClnlflcanlly contrlbut.d to the eccompll.hmenl. A succinct narraliy
setttng fClrth the~ for the dIIrn must~y thIS report. When c1IImlng a local recovery, enter the word -LOCALM to the right of the llTIount. Entt
'1.F" In the Mk't_Jar' bloCk tor all ife Mrltencea ~d "CP- for capital punishment sentences.

Reporting Cormctlona:
Col Mctions ahouId not be r.ported until the ...tence haa been Iuued. There are two 8Il;ceptions to this rule.· The conviction information can be submitte
by UNit II: •
1. The subject becomes. fugltive after conYlctlon but prio( to aentencing.
2. The aubje(;t dies ,tier conviCtion but prior to aentendng.
M .~"r~recl.1n lhe Renwics.-cllon for~ of lhe &bolle IlCcep!ions.

Rul. 20 SItUlitlona:
The field offiCe that CIl:ItIIined the process (normely the offICe of OriQin)1t. the office that should claim the conviction. not the office where tne subject enlers II
plea in cues In'lQ/Ylng Rule 20 of the FederI/ R1IIU of CritninII Procedures.

tn"lt!;atl". A..lstence or Tee:hnlqu.. (tAITa) U.ed:
.Sinee more lMn one IAIT COUld have conlribclted ~ the eccomplishment. each IAIT used musl be ratedo .
•The IAIT uaed must be wecl .ach time an loCCornplishmenl" claimed. (For example· if informant information WIS tne basis tor a complaint. In arrest.
recovery IItId a COf\'iIIic1iof• .-lCllf Mparale FD·5' 51 are .ubmitted for each of the aforementioned .ccomplishments. the "lnlormanllnlormalion" block m" ..

lIed on each FD·515 eY&n if it wlS the aame information that contributed to all the accomplishments.)
• CodeI:
C.Chinese; I-Indian/American; J-JlI;)anese; N-Neoro; 0."" other; U.Unknown; W-While

- 2 -
MEMO 44 - A't'.tACHMENT 1 ~ "./

(BACK)



'AT

Date Prepared _
Date Loaded _

Data LOader's Initials _

Evid Purchase

InrlCW Info

Invesllgltlve Assistance or Technique Used
l·Used, tlvt did nol help 3 • HlIlped, stJbslantially
2 -Helped, minimally 4 • Absolutely essenljaJ

For Sub. Invesr. Assist. by other FO (s) Indlcate A,B,C,D lor Q)rr8sponding FO

!AT !AT Rat. FO 'AT Aale FO

Fin. Analyst Lab. Oiv. Exam UCO· Group I

Aircraft Asst. lab. Field Sup UCO· Group D

Computer Pen Registef5 UCO • Nat. Sack

ConsenMon. NCAVCtVI·CA

Rat. FO

Acc:ompllshment Report
(AccompliShment must be reported and loaded inlo ISAM

within 30 days from date 01 accomplishment)

Ale Number

Stat Agent Soc. Sec. No•

Name:

Name:

2.
ancies x.

Accomplishment involves:
(check all that eppIy)

Assistin

2.

1.

FO·515 (Rev. 10-20-97)

I ISquad supervisor -woval
. . (please InitialI

.......Jg$ 0
Igitive 0

..lkruptc:y Fraud 0
COmputer Fraud/Abuse 0
~ 01 Public 0lIiciaIs 0
FOIf8ilurv Assets 0 j St_a_tA_ge,,--fl_'_N_a_m_e _

Svb II1\/'8StAsstby Fe (5) 0 ====:=:==;:=====~

IAsst. FO(s) --' -' -' _ I. I_-"RA~ ..;;;;Sq""u:;::a;;;;d_-:

I A. B, C. 0 . . ~+_~E~~~r/_F_IS~C~r-

Task Force I Assisting nts Soc. Sec. No. )( Elsur I T.m
r------....;,..;----< 1. tOng. Aeld Spt.

Eng. Tape Ex

Legats Asst.

or

Other Civil Matters Date

Judgment -

Judicial Outcome _ _ X·

Amount: $ _

Suspension:

F. ClvU Rico Matters Date

Also Complete Section I

G. Administrative Sanctions Date _

Subject Description Code -

Type: Length:

o Suspension 0 Permanent

o Debarment 0 Years Months

o Injunction

Restlt\ltlon Date _

o Court Ordered
o Pretrial Diversion

Code • Amount

'---_1_$ _
PELP Date _

Code • Amount

E. Recovery! Restitution! PELP X

o Federal 0 Local 0 International
Recovery Date _

Code' Amount

D. Hostage(s) Released Date _

Released by: 0 Terrorist 0 Other

Number of Hostages: _

Child Located Date _

A. Complaint 1'nlonnatlon I Indictment

o Federal 0 Local 0 International
Complaint Date _

Check jf Civil Rico Complaint 0
Information Date _

indictment Da\e

B. Locate! Arrest

o Federal 0 Local 0 International

Subject Priority; 0 A 0 B 0 C

Loc.ta Date

AmtltDate

o SUbject Resisted Arrest

o SUbject Arrested was Armed

C. Summons

o Federal 0 Local
Summons Date _

H. Conviction

o Federal 0 Local 0 Inlernational

I. U.S. Code Violations

Required for Sections A. B. F. and H
(Federal only)

J. Sentence Date: _

Senlence type: __,-_,__ •

Conviction Dete: _

Subject Description Code: __• (1-__-1).

For 6F. G. H--Include Agency Code

o Felony Or 0 Misdemeanor

o Plea Or 0 Trial

State: Judicial District: _

Tille Section Jt 01
counts

In-Jail Suspended Probation
Years Months Years Months Years Months

I I I
Flne5:$

K. Acquittal I Dismissal I Pretrial DiversIon

Acquittal Date
Dismissal Date
Pretrial Diversion Date

if availabllName Race • Sex Date 01 Birth

S\lbject Information (RequIred for 11I1 sections excfudlng section 0 (Hostages) and E (RecoveryIPELP))

"or Indictments/Convictions only:
Subject related to an LCN, Asian Organized Crime (AOC). Italian Organized Crime (IOC). Russian/Eastern European, Caribbean, or Nigerian Organized Crime Grou
Complete FO-5l5a, Side 1 and Side 2•

..J Subject related to an OC/Drug Organization. a VCMO Program National Gang Strategy target group, or II VCMO Program Nationlll Priority Initiative lllrget group,
Complete FD·515a, Side 2.

X Additional information may be ackled by attaching another form or a plain sheet 01 paper lor additional entries. Serial No. of F ·51

• . See codes on reverse side,

MEMO 44 - ATTACHMENT 1
Sample 2

(FRONT)



For FuJ1her Instructions See: MAOr, Pan II, Sectillll$ 3-S thru 3-5.3.
MEMO 44 ATTACHMENT 1 (BACK)

SamJ?le 2
JUDGMENT COPES

CJ COJl$elllJu,dgmcnt
co Coon Ordered SettlemclU
OF Default Judgmcnt
Dl Dismissal
IN Judgnlell1 NOlWilhsWlding
MV Mw.d Verdict
5J Summary Judgtnent
VD Verdict for Dcfendam
VI' Verdict for Plaintiff

RACE CODES

AGENCY CODES

B Subject Wl/llcll for crimes involvin&
loss or destnlction ofpropcrty valued in
e~ces.s of S~,OOO or eonvieled of such
a crime in the past live ,·cars.

C All otIter subjects.

" Subjeet wanted for crimes of violence
(i.e .• murder. manslaUGhter. forcible
rape) against another individual Dr
convictcd of such a crime in tlte pasl
live yea",

JUDICIAL OUTCOME

SunJICT PRIORITY

AG Agreement
BR BarredIRemoved
CC CivU COnlempl
DC Disciplinary Cllarges
FI Fine
PI Preliminary Injunction
I'll. Temporary Rcstralning Oreler
PS Pre·filing Settleinenl
RN Restitution
51' Suspension
VR VolullW)' Resignation
OT Other

Army CriminallllVestigative Service
Bwuu of Alcohol. Tobacco & Fireanns
Bl&RalI of IllI1iaA Mabs
Defense COnlraa: A:adil AgeN:y
Dcfe= Crimiad IllYCSIigative Service
Drug lhlfon:t:me1ll Administration
Dcpu1mcm of Corrc<:tions
Dcpl. otlnterioT
Enviroamearal PnJCec:lion AgClCj
Federal Aviation AdministmioII
Food and DnIg Administration
Dc:pl. of Health &: Human Services
Dcpl. of Housinj: '" Urban Developmc:m
ltJ:u:IIigration and Naturalization Service
Internal 1l.CY<:nue Service
Nat'l Aeronautics &: Spice Admin
Nat'( NARC BOl"der Imerdietion
Naval Criminal Investigative Service
Royal Canadian Moonted Police
SttWl Bluiness Administration
U.S. Border Patrol
U.S. Coas[ Guard
U.S. CustOlllS Service
U,5, Depanmc:nt of SUle
U.S, Mlt$lu.1s Service
U.S. Postal Service
U.S. Secret Service
U.S. Treasury
~I

City
Cool\l)'
Sute
Other

A AsianlPacific lslallclc:r
B BIac1:
1 IndiaJIIAmcricl,n
U UnIaIowll
W WhIte
X Nonindividual

AClS
BAlF
lIlA
OCAA
DCIS
DEA
DOC
DOl
EPA
FAA
FDA
HHS
Hl.lD
INS
IRS
NASA
NDlS
NCIS
ReMP
5BA
USBI'
USCG
uses
USDS
USMS
USPS
USSS
US-rn.
l.OC
em'
COUN
ST
oum

PROPERTY CODES

01 Cash
02 Stocks. BoJlds or Negol. IllStnlUlelllS
03 General Retail Merclwldise
04 Vehicles
O~ Iteavy Machinery & Equipment
06 Aircraft
ff1 Jewelry
OS Vessels
09 An. AJIliques or Rare Colll;(:tjons
11 Real Propeny .
20 All Other

SENTENCE mES

PEU'CODES

22 Counterfeit
Stoc~lB'>nds!Currew;y/

l':e&OIiable InSlruments
23 Counterfeitil'irared Sound

Recordings Or Motion Pictures
24 Bank TI,eft Scheme Aborted
25 Ransom, E~onion or Bribe

DelnAnd Aboned
26 Theft Froln or Fraud Against

Government Scheme Aborted
Z7 Commercia] or Indusllial

Theft Scheme Aborted
30 AU Other

CP Capital PwIislImtIll
JS 1ail Sentence
LS Life Sentence
NS No Sentence (Subject is • Fugitive.

11l.WlC. ll&S Died. or is a
Corporation)

I'D Probatioll
5J Suspcnsioa 0{ 1.&.i1 SellIe"""
YC Youth Conection Act

SURJECT DESCRIPTIO:" CODES

ORGA.'1Z.ED CRl.\lE
SVBJECTS

IF Doss
lG Underbo.ss
lH Consiglie""
II Acting Doss
lK earodedna
lL Soldier

10\0,,"1'\ CRl\tr\ALS

2A Top Ten or 1.0. l'ugitive
2D Top Thief
2C Top Con Man

FORElGS r;,\TIO:-;ALS

3.'\ Legal Alien
3ll IUegal Alien
3C Foreign Official W/out

Diplomatic Immunity
30 U.N. Elllployee W/ool

Diplomatic IlMIUnity
3E Foreign Student
31' All Olhers

TERRORISTS

4A Kno":n MelUbcr of a
Terrorist Ors.nization

413 Possible Terroris[ ~lembc:r

or S)"mpalhizer

~D President
5£ Viee·Presidenl
SF Treasurer
50 SecretaryrTn:ilSurcr
5H Executive Board Member
SI Ilusine$s Agelll
51 Rcpresenutive
SK Organizer
SL Dusiness Manager
5M Financial Secretary
SN Recording Seereul)'
51' Office Manager
SQ Clerk
SR Shop Slev.·trd
SS Member
ST Trustee
SO O!Jlc:r

GO\T::R....."lE.'':f SU"BJECTS
(6F,6G,6Il- Indude A:enc)" Code)

6,' Presidential Appointee
61l U.S. Senator/Staff
6C U.S. Representative/Staff
6D Federal Ju<!&e/MagLslrate
6E Federal Prosecutor
61' Federal Law Enforcement Officer
6G Federal ElllP!oyee • as 13 & Above
6H Federal EDlfl!O)~e • GS 12 & Below
6J Governor
6K U. Guvemcr
6L State Lcgislalor
6.M State Judge/Magistrate
6:-': State Prosecutor
61' State Law Enforcement Officer
6Q State· All alit.",
6R Mayor
6S Local Legislator
6T LoeaIJudge/Magistrale
6'0 ~I Prosecutor
6V Local Law Enforcelllent Officer
6W Local - All Others
6X Coun,,' Commissioner
6Y Cil)' COIIncilman

OTIIERS 11,\"""1-.: E.\fi'LOYEES

SA
88

All Other Subje='S
COll1po1l1Y or Corporation

7A !lank Oflicer
7B nank Emplo)"ee

MEMO 44 ATTACHMENT 1 (BACK)
Sample 2



fl).S ISa (Rev. 10-29-97)
MEMO 44 -ATTACHMENT 2 (FRO~

Supplemental Page to the Accomplishment Report (FD-515)
for Organized Crime Program (OCP) Matters Only

This supplemental page is required with the FD-515 reporting an indictment and/or conviction of 8 subject of an OCP case. Aseparate pa
~"ired for each subject indicted and/or convicted. The completion of Section A - D is mandatory. The other sections should be campi

':lpplicabfe. .

Fie/dOfficeFfleNo. _

\.A. NsmeofSubject _

B. Field Office _

c. Criminal Activity. Indicate the·primary criminal activity which resulted in the reported indictment and/or conviction..(Indicate onl}
activity.)
o Labor Racketeering (LRK) (See Section Eand Gif applicable) 0 Extortion (EXT)
o COi'i'Uption (COR) (See Section F if applicable) 0 Loanshar'r<lng (LNS)
o Illegal GambUng (IGM) 0 Drugs (DRS)
o Other (OT). specify ~---------

D. OrganizedCriminal Group
1. LCN: 0 Member (MEM) 0 Associate (ASO)
o BU 0 KC
o CG 0 LA
OCV OMI
o ON 0 NK - De Cavalcante
o DE 0 NE - New England ~

Patriarca

o NO
o NY- Bonanno (BO)
o NY· Colombo (CO)
o NY· Gambino (GA)
o NY· Genovese (GE)

o NY ·Luchese (LU)
o PH
o PX
o PG
o PI· Pittson 

Bufalino

o RC· Rochester
o SF
o SO·,San Jose
o SL
o TP

Position:
o Boss
o Underboss (USS)

o Consigliere (CNS)
o Acting Boss (ASS)

o Capo (CPO)
o Soldier (SOL)

2. Other Non-LCN OC Groups, specify -'- 0 Member (MEM) 0 Associate (,

o HotellRestaurant (HR)

E. Business Influenced/Affected (If applicable) Indicate below if the subject's criminal activity influenced or affected a particular tra
industry:
o Toxic Waste (TW) 0 Building Trades (BT) 0 Entertainment (ET)
'J Carting (CR) 0 MeatIPoultry/Fish (MD 0 Garment (GR)
) Vending (VN) 0 Shipping (SH) 0 Truckingrtrans (TT)

.J Other (OT) Specify _

Name of company subject connected with _

F. Elected/Appointed Public Officials· Complete if subject was a public oHicial at time of indictment and/or conviction. Indicate one
each category.
Level • 0 Federal (FD) 0 State CST) 0 local (LO)
Branch - 0 Executive (EX} 0 Legislative (LE} 0 Judicial (JD)

o Law Enforceme
Officer (LE)

o Prosecutor (PRo House of Repl
Staff (HR)

o JudgelMagistrate (JM)o Senator/Staff (SE)

o Cityo Mayor(MY)

o County Comm (Ce)o Lt. Governor (LG)

o Other (aT). specify _

PositionfTitle:
o Governor (GV)

G. Union Members or Officials - [f the subject was a Union member or official at the time of indictment andlor conviction, indicate the hi
position the subject heldlholds in the Union and the Union's name.

Name of Union _

Union Affiliation:
o Teamsters o Hotel and Restaurant

Employee
o Laborers

International
o Longshoremans

Associationo Other, specify _

Level - 0 International 0 Conference 0 Council 0 Local· Local No. _

Position:
J Pres (PR) 0 SecfTreas (ST) 0 Repr (AP) 0 Fin Sec (F5)

I Vice Pres (VP) 0 Ex Brd Memb (EB) 0 Orgzr (OR) 0 Rec Sec (RS)
.J Tres (TR) 0 Bus Agt (BA) 0 Bus Mgr (BM) 0 Off Mgr (OM)
o Other (OT). specify - _

o Clerk(CL)
o Shop Stew (SS)
o Memb(ME)

o Trustee(T

Side 1 MEMO 44 - ATTACHMENT 1 (FRONT)'
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MEMO 44 ~ ATTACHMENT 2 (BACK)
Supplemental Page to the Accomplishment Report (FD-SlS)
for Organized CrimelDrug (OClDrug) Program Matters or
Violent CrimesIMajor Offenders (VCMO) Program Matters

relating to street gangs involved in drugs.

This supplemental page is required with the FD-515 when afield office has either disrupted or dismantled an
organization under the OClDrug Program or the VCMO Program relating to street gangs involved in drugs.

Subject Name: _

Field Office File Number: _

A. For the Subject identified on Section "L" of the FD-5I5, was the Subject's Role in the
OrganizationlEnterprise (check only one): Mandatory

o Leadership o AssociatelMember o Other

B. The investigative efforts resulted in the (check only one): Non-Mandatory

o Disruption of a Drug Organization/Criminal Enterprise

or

o Dismantlement of a Drug Organization/Criminal Enterprise

Note: A disruption should only be claimed once per event.
A dismantlement should only be claimed once per organization.

C. As 10 the OrganizationlEnterprise Disrupted or Dismantled, the scope of the OrganizationlEnterprise
was (check only one): Only Check if B was Claimed

o International o National o Regional o Local

D. Case file serial(s) in which disruption/dismantlement is documented: _

Definitions

A. Disruption occurs when the normal and effective operation of a specific enterprise is significantly
impacted as a result of an affirmative law enforcement action, including (but not limited to) the
indictment/conviction of the organization's leadership. A substantial seizure of the organization's assets
may constitute a Disruption if the organization's operations are significantly impacted by the event.

B. Dismantlement occurs when an organization's structure is removed to the extent that it no longer
operates as a coordinated organized criminal enterprise. and that removal is a result of an affirmative law
enforcement action as outlined abpve. Further, if any components of the organization remain. their ability to
re-form into another such organized criminal enterprise is not possible for an extended period of time.

C. As to the scope, although the membership of an organization/enterprise may have contacts or
relationships with persons or entities in other countries, regions or states. Section C describes the primary
scope of operations and influence of the organization/enterprise. "International" and "Local"
OrganizationslEnterprises are self-explanatory. "Regional" OrganizationslEnterprises are multi-state (or
multi-metropolitan area in a large state), "National" OrganizationslEnterprises are multi-region.

D. May be any case file communication or document describing the events resulting in the reported
disruption/dismantlement, and the nature of the organization/enterprise as contained in Sections Band C.

"iote: .
Divisions currently are to communicate significant investigative developments (such as disruptions/dismantlements)
to FBIHQ subst:lntive units.

Side 2
MEMO 44 - ATTACHMENT 2 (BACl



F o p A

MEMO 45
MAN U A L

To:
From:
Subject:
Date:

AIl FBIFOIPA Personnel

1. Kevin O'Brien

FD·761 Public Corruption Data Transmittal Form
March 31, 1998

Form FD-761 was previously utilized for statistical purposes by the Public Corruption
Unit, Criminal Investigative Division. However, the use ofthis form was telminated in 1995.
Since the form is no longer in use, it would be difficult to articulate harm or risk of circumvention
of the law. Therefore, none ofthe information contained on this form is exempt pursuant to
(b)(7)(E).

In certain instances, the code asserted for the subject (public official) in item number 6 of
the fonn may warrant protection pursuant to (b)(7)(C).



F 0 I P A

MEMO 46<
\.

M A N U A L

To: All FBI FOIPA Personnel

From: 1. Kevin O'Brien

Subject: Fugitive Requesters

Date: March 31,1998

The issue ofFOIPA requests from or on behalfoffugitives was decided in Doyle v. United
States Department ofJustice, 668 F.2d 1365 (D.C. Cir. 1981). Invoking the equitable doctrine that
"those who demand equity must come into court with clean hands," the court ruled that a fugitive
cannot seek assistance from the courts in his FOIPA claim because he has removed himself from
the jurisdiction of the courts. Thus, FOlPA requests from fugitives should be denied the release of
any material and the request suspended at the outset.

Procedures for Handling a FOIPA Request
Involving a Fugitive

When reviewing files responsive to a FOIPA case which may involve 88 classifications or
information contained in any security or criminal investigative file, the LT or PLS should
immediately determine if the fugitive requester has been apprehended and the status ofthe overall
case. In some instances, it may be necessary to contact the Violent Crimes/Fugitive Unit on

'0';)-.. extension. to obtain this information. Ifdetermined that the subject has been apprehended
and the case is closed, the file .or information may be processed under normal guidelines.
However, if the subject is still considered a fugitive. then the file(s) should not be released to the
requester. The LT/PLS should advise the Team Captain and/or the Unit Chiefand, ifnot already
done, the Fugitive Unit should be notified and provided with all pertinent information pertaining
to the FOIPA request. A response to the fugitive requester will be determined on a caSe-by-case
basis.

The following is an excerpt of the response which was made in the aforementioned Doyle
v. DOJ lawsuit:

"In view ofthe fact that (subject's name) remains in a fugitive status, a determination has
been made that it would be improper for this Agency to make any records pertaining to your client
available pursuant to the Freedom ofInformation and Privacy Acts, and therefore, this office is
suspending further processing. This condition can be remedied by the resolution or termination of
(subject's name) fugitive status."

"This response is not a denial ofrecords. However. ifyou construe this response to be a
denial. you may appeal ... II



(

MAN U A L

To: All FBI FOIPA Personnel

From: J. Kevin O'Brien

biD Subject:~iaisonwith
Date: May 15. 1998

MEMO 47

~\ .

All infonnation concerning the above foreign law enforcement agencies is to be
classified "Secret" in accordance with Executive Order 12958. Sections 1.5 and 1.6(b)(5),
(d)(6) and Section 3.4(6). (U)

0J;a/9R' r "
CLASSIFIED BY~;P -7 Co ' ~
REASON: i.5 ('.B J) . ,•.
DeCLASSIFY ON: XJ-, fa ,.~

I

ALL INFORl,t:\TIcm CONTAJI~

HEREI:N IS UN'Cr.A~SI!1'lED

EXCE?'T V.11ERE SHOWN
07'ilE.~WI SiC



MAN U A L

F o p A

MEMO 48
To:
From:
Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

High Visibility Electronic Communications (ECs)
March 31, 1998

Purpose: A High Visibility EC is prepared by a PLS prior to a release of documents in cases
where the release is likely to result in publicity. The memo is brief in content but contains enough
information to info~.theOPCA Front Office and the Director's Office of possible publicity and
the resulting inquiries from the press and/or public.

-. ."

~~tf··: .
Hign.~Si.biIity ECs are notices ofproposed action and not requests for approval. They

should include language to the effect that the release will be made upon return of the
communication. Please do not include language indicating that the release will be made upon
approval. The FOIPA Section Chief is to be notified upon return ofthe communication with an
indication evidencing the fact that it has been read in the OPCA Front Office and/or the Director's
Office.

When to prepare High Visibility. Communications:

High visibility Ees are prepared whenever:

A) the requester is:

1. A current high Government official, i.e., President, Vice President, Cabinet Level
official, Supreme Court Justice, House and Senate leadership, Chairman or
ranking members of a committee having oversight of the FBI, the Assistant
Attorney General and above in the Department of Justice and United States
Attorneys.

2. Any other individual who may have personal contact with a high level FBI
official.

3. Persons who may be high profile public figures. e.g., Presidential candidates, civil
rights leaders, corporate or union leaders.

4. Any other requester who has received recent substantial press notoriety.
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B) the FOIPA release may result in the accusation of improper FBI activities.

C) whenever the r~uesterhas the ability and intent to disseminate information to the
public (typically requesters associated with the media, authors or journalists) and the
subject matter:

1. Is or was a person in the public eye, e.g., public officials, entertainers, sports
figures, persons prominently associated with a course or movement, etc.

2. Is controversial, derogatory, or shows improper activity on the part ofthe subject
not previously known.

3. Relates to FBI internal administrative matters, e.g., use of representation funds,
Office of Professional Responsibility summaries, shooting incident reports,
schedules or telephone logs of high Bureau officials, or disclose the individual
activities of the Director or other Bureau officials.

4. Has received recent publicity.

5. The request involves a deceased Congressman or other significant political figure.
(It is OPCA's policy to contact the next of kin, advising of the release and
providing a copy of the release. Therefore, one week prior to the release to the
requester, a copy of the release package should be forwardedt~
OPCA, Room 7240, for delivery to the next of kin.)

If the need for the hi h visibili is uestionable contact for requests
n extensio~or all other

Information to include in the EC:

The EC should be limited to one or two pages and include the following:

1) The identity ofthe requester.

2) The subject ofthe request.

3) The date ofthe request.

4) The number ofpages to be released.
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5) A brief summary of the material processed and the type ofcIassification, i.e.,
Bank Robbery, Special Inquiry, etc. (Do not include the actual file number or caption
ofthe investigation.)

6) A statement on whether or not derogatory information was found in material
processed and, ifso, a briefdescription ofthe derogatory information.

7) A characterization ofthe exemption(s) asserted, e.g., "unwarranted invasion of
personal privacy" instead of "(b)(7)(C):'

8) Language indicating that the release will be made once the EC is returned to the
FOIPA Section.

Approval Process for the EC:

Prior to preparing an EC in final form, a rough draft is to be submitted to the PLS's Team
Captain, Unit Chief, the Public Information Officer and the FOIPA Section Chief for any
revisions.
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All FBI FOIPA Personnel

J. Kevin O'Brien

Historical Processing of FBI Documents under the FOIA

March 31, 1998

The policy ofthe FOIPA Section for processing historical FBI cases under the FOrA is
governed by the guidelines as set forth in 28 CFR 50.8 and the agreement with the National
Archives and Records Administration (NARA) dated 9/4/84, which authorizes the transfer of
files to NARA for permanent retention.

Any file in which the last serial is dated more than 50 years ago will be presumptively
historical. It is noted that there will be cases which will qualifY for historical processing wen
before the SO years and approval for such processing will be given on a case-by-case basis by the
Section Chief or the Public Information Officer.

In processing historical files, as defined above, only the first clause of Exemption
(b)(7)(D) will be implemented in order to protect the identity of sources of information, including
institutional sources, and/or informants with either an implied or express promise of
confidentiality, but only to the extent that the information would tend to identifY those individuals
and/or institutions. On rare occasions the second clause may be applied, however, where the
information would not harm or identify the source, it should be released.

Information will continue to be protected which is exempt from disclosure by another
statute or which is properly classified. In addition, Exemption (b)(2) will only be asserted to
protect permanent symbol source numbers and T-symbols in conjunction with (b)(7)(D).

Exemption (b)(5) should not be used to protect the internal deliberative process.
Likewise) it is difficult to imagine investigative techniques, unless classified, which continue to
warrant protection today; therefore, assertions ofExemption (b)(7)(E) is unlikely.

Requests for 50 year old documents concerning an individual for whom there is no
evidence ofdeath or notarized authorization will continue to receive third party live responses
unless the individual would be more than 100 years old at the time of the request. Any individual
known to be 100 years old or older will be presumed dead and should not be afforded any privacy
protection under Exemptions (b)(6) or (b)(7)(C).

The privacy rules for third parties mentioned in any high profile investigation being
processed under historical guidelines will be determined on a case-by-case basis. The age of the
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documentfmfonnation being processed will be a critical factor in this decision as well as ifthe
investigation received wide publicity. The decision to release names and infonnation pertaining to
third parties mentioned in the file should be discussed between the PLS and the Team Captain and
must have the approval ofthe Section Chief.



J. Edgar Hoover's Official and Confidential (O&C file
have been the subject oflitigation with FOIPA requester,
"folders" on various individuals and topics. There is also a older w
listing ofthese individuals and topics.

ently preprocessed and
The O&Cs consist of 164

c contains the numerical

The O&Cs are indexed to the central records system by use of file number 62
116606-1. This number corresponds to Hoover's index boxes which contain hundreds of index
cards and is maintained in the Special File Room (SFR) along with the 164 folders.

When this file number appears on the search slip, it's an indication that your subject is
indexed to the O&Cs. At this point, send the search slip (the same one that came back from the
190 Processing SubUnit with the 62 number listed) to the SFR with a notation that you need
search results of62-116606-1 to be listed on the attached search slip. SFR will conduct a search
of 62-116606-1 and will write on the bottom of the search slip exactly what appears on the index
card(s). Subsequently; the SFR will determine where your subject is located in the O&C files by
using the information on the search slip and the numerical listing of the folders. Once located,
the SFR will provide the pertinent folder(s) to the LT or PLS who will review the material to
determine ifit's identifiable to the subject matter. If the LT or PLS determines the material to be
identifiable, it will be necessary to obtain a copy ofand review the preprocessed O&C material
located in the FOIPA Reading Room.

When detennining fees to be assessed or when processing a case, it is important not to
overlook 62-116606-1 because documents in the O&C file may be duplicate of regular Bureau
file material or the O&C material may qualify as a main file or a main file equivalent.



House Select Committee on Assassinations
(RQ File 62-117290)

The FBI was previously in litigation with requester, Mark Allen, for all material provided
to the House Select Committee on Assassinations (HSCA) concerning its investigation into the
assassination ofPresident Kennedy. The House ofRepresentatives joined the litigation in an
attempt to claim Congressional privilege for all ofthe material connected to the HSCA
investigation. This included all correspondence between the FBI and HSCA, as well as internal
FBI communications. The HSCA's position was that these materials, as well as materials
concerning its investigation of the assassination of Martin Luther King, are congressional
documents and not agency records. (It is noted that the HSCA investigation of the assassination
of Martin Luther King was not in litigation.)

Questions concerning any material contained in Bufile 62-117290, or duplicate documents
which may be unrecorded in other Bureau files, should be directedt_prior
to any disclosure of material.

Processing of Material Pertaining to La Costa Nostra Figures

In connection with the investigation ofthe HSCA, and the request ofMark Allen for
information provided to the HSCA, voluminous material was released pertaining to La Costa
Nostra (LCN) figures.

Employ~g a file containing infonnation concerning any LeN figure
should contact~todetermine if and/or obtain any material which may be in
the public realm.
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J. Kevin O'Brien

Identification Records (Rap Sheets), NCIC and Interstate Identification
Index (ID) Printouts
March 31, 1998

Identification Records of First Party Individuals

When processing a first party request, identification records (rap sheets), NCIC printouts
and Interstate Identification Index (III) printouts located in FBI files pertaining to the requester
should be released and the disclosure letter should include the following paragraph:

"The enclosed documents from our Central Records System (CRS) files contain a copy of
an identification record or "rap sheet." We have released this rap sheet as it existed when it was
placed in the CRS file; it mayor may not reflect current information. Ifyou want an up to date
copy of the rap sheet, please comply with the instructions set forth on the enclosed copy of
Attorney General Order 556-73. Fingerprint impressions are needed for comparison with records
in the Criminal Justice Information Services (enS) Division to ensure that an individual's
identification record is not disseminated to an unauthorized person."

Acopy of Attorney General Order 556-73 is attached.

Identification Records of Third Party Individuals

Please keep in mind that if the identification record, NCIC or III printout belongs strictly
to a third party and it is not known ifthat person is deceased, it will be assumed he or she is
living. In such cases, the identification record should automatically be withheld pursuant to
Exemptions (b)(6) and/or (b)(7)(C). On the other hand, if the individual is deceased, it should be
released in its entirety.

NC!C Message Keys and OR! Numbers

Identification records (rap sheets), NCIC and ill printouts may contain NCIC Message
Keys and/or Originating Agency Identifier (OR!) numbers. These message keys and ORI
numbers do not warrant protection pursuant to a FOIPA exemption.

A Message Key is a two-or three-character designator which identifies the type ofentry or
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query sent. Although there are over 75 keys in present use, they will typically begin with the
alpha characters "e" (Clear or Cancel), liE" (Enter). "Mil (Modify), "0" (query), "X" (Clear), or
"ZI I" (Test). All letters in a Message Key are capital letters, and they generally appear at the
beginning ofa message. They often follow the entry code "MKEI", although they also appear in
other places, such as in a header line, separated from the OR! by a period. (Note: the MKEI code
may also be fonowed by a narrative description of a message key for responses from system
records.)

An OR! is a nine-character entry which identifies the agency entering the message, or
another agency related to a previous NCIC message or event. ORIs begin with a two-letter
state code, but may end in either a numeric or alphabetic character, They mayor may not follow
the entry code "ORl". They commonly appear in three places: .

1) the beginning ofa record, representing the agency requesting a record;

2) in the body of a record, representing the agency which entered the record; and

3) in an III record, following identification of an arrest event, representing the arresting
agency:

Due to variances in state and federal system formats, the positions of message keys and
ORIs may vary from record to record. In addition, anticipated changes in the NCIC system may
create similar codes (An example is the proposed "eTI" identifier for courts issuing warrants.)
The examples provided below are typical of how the codes may appear as discussed above:

1.) 2L0102077MJM XIR~p.Qm!Yl%~~.NAMI•••••••

2.) 7LO102077MJM
t.ip.mt.W~~§'
THIS NCIC INTERSTATE IDENTIFICATION INDEX RESPONSE IS THE RESULT OF YOUR
INQUIRYONN~SEXIM RACIW DOlalL._

NAME

FINGERPRINT CLASS
PO PI co PO PM
PI PM 10 PI 13

ALIAS NAMES-
FEINO.,••• INQUIRY DATE

10125/90

IDENTIFICATION DATA UPDATED 10/16/90
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THE CRIMINAL HISTORY RECORD IS MAlNTAINED AND AVAILABLE FROM THE

FOLLOWING:

. FBI -FB~

THE RECORD(S) CAN BE OBTAINED THROUGH THE INTERSTATE IDENTIFICATION INDEX
BY USING TIm APPROPRIATE NCIC TRANSACTION.
END

3) QW;[QpmWl&~~.NAMlBADGUY,JOHN T.DOB/OIOIOI

ppj;,JnW~ij
NO NCIC WANT DOB/OIOI01 NAM/BADGUY,JOHN T
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RULES AND REGULATIONS

263

Published in the Federal Register on
11128/73; ll/Ilendedon 10/27/78,
10/27/81, 8/8/83, 5/6/86, 5/17/91, and
1/3/95.

PBI
CllS Divisiou
Attn: sco, Mod. D-2
1000 Custer Bollow Road
Clarksburg, West Virginia

If. after revi~in; his/her
identification record, the subject·
thereof believes that it is incorrect
or Inc:~lete In any respect arr;j wishes
changes, corrections or updating of the
atte;ed deficiency, helshe should ma"e
application dir~tly to the ageney
wftich contriblsted the q..IeStioned
I~formetion. The Subject of a record
~y also direct his/her c~allenge as to
the eceuracy or c~leteness of any
entry on his/her record to the
Assistent Director of the FBt
Identification Division, ~ashington,

D.C. 20537'9700. The FBr will then
forward the challenge to the agency
which s~itted the data requesting
that agency to verify or correct the
challenged entry. Upon the re-celpt of
ll/'\ official cOl'IIIU\ication directly frCldl
'the agency which c:ontributed the
orivinal informetion, the FBI
Identification Division will ~!:e any
changes necessary in accDrdanc:e with
the informstion s~l ied by that
agency.

i 16.33 Fee for proc:i.tr:t i on of
identification record

Each written request for production
of an identification record Il'U'>t be
accompanied by a fee of S18.00 in the
fOrlll of • certified dlec!: or lftCI'Iey
order. peyable to the Treasury of the
United States. This fee is established
pursuant to the provisions of 31 U.S.C.
9701 a~ Is based~ the clerical
tillle beyOl"d the fi rst quarter hour to
be spent in searching for, identifying,
and reprociJc:ing each Identification
re<:ord r~ted as specified in
S 16.10 of this pert. Any request
for waiver of the fee shall accompany
the originel request for the
identific;ation re<:ord and shalt include
• claim and proof of Indigence.

§ 16.34 Proc::ec1re to obtain~.
correct i on or updBt i~ of
i Oem: If i cadon reeorQs

cCImIOl'lly utH{zed for appl fcat1t or lav
""forcelftef'lt purposes by law ""fore:elftef'lt
agencies.

The slbject of ll/'\ identification
record My obtain. copy thereof by
s~itting a writt"" request via the
U.S. Mils direcUy to~ *
""Mig. io "·,5., ¥''1.'~'_
liCtli.':*.«~b £~l«'fl KOlx~
1£1. I ,W'hiM ,JIm xMidI>: W ,
HUOlKtb .....bM Igwi, ."MigsO!t! *
Mapt'A KMi4i'lil MflJiMl\l91\f"""',* a x, Pj x
a'·..... · ",." 'Wi'.'_.'
§V-atB ..... ' .......fa ••«wu; Ie "* i , j

... Hew-" AI I IC el ¥If.' -ox
accompanied by satisfactory proof of
identity, which shall consist of MIlI:.
date and place of birth and a set of
rolled-inlced fingerprint i~ressions

placed~ fingerprint card:s or forms

i 16.:2 Prt:ICild.Ire to cbtain .,
idl:nti ficat; an record

An FBI identification record, often
referred to as I -rap sn~t-, is a
listing OT certain info~tion ta~en
frora fi~t'p1"itlt cards s&bllitted to erd
retained by the FBI in connection with
arrests and. in some instllnc;es,
inc;ludes infoMllBtion talc"" frcn
fingerprint cards sl.bnitted in
connection with Federal employment,
naturalization. or Military service.
The identification record includes the
MIll: of the egerw;y or institution which
s~itted the fingerprint card to the
FBI. If the finge~rint ~ard concerns
a ~ri~inal offense, the identification
record incll.Oe$ the date arrested or
received, the arrest charge, and the
disposition of the arrest if~ to
the FBI. All arrest data included in
an identification record are obtained
frora fingerprint cards, disposition
reports end other reports submitted by
agencies having criminal justice
responsibilities. Therefore, the FBI
Identification Division Is not the
source of the arrest Catl reHected on
an identification record.

This S\tlp8rt contains the regulationr.
of the Federal lureau of Investigation,
hereafter referred to IS the fit,
C1lnCeming proceciJres to be followed
tIhen the Slolbjen of .., identification
record r~ts production ther_f_ tt
Ilso contllns the proced.u'es for
obtaining any c:!ulnge, correction 01"

updating of such record.

i 16.31 Definition of
identific:.tion~

de(eogated to the Director. FlI by 28
CfR O.8S(b), Part 16 of 28 CFR Chapter
I, is Mel'ded by lidding the following
I"lIN ~rt c:

$U::lpal"t C-Procu:dan vf Rf
1000tifisatian ItlI:CIf"ds in
I~ to vritttn
ItqJeSU by Sibjecu Thereof

8y order dated Septellber 24, 1973,
the Attomey General of the united
States directed that the F~rll 8urell.l
of lnvesti;atfon, hereinafter referred
to as the FBI, publish rules for the
dissemination of arrest and conviction
records tel the sl.bjects of sueh records
upon request. This order resulted frCllll
a Oetel"lllinetion that 28 U.S.C. S34~
not Foilibit the sl.bjeets of arrest ana
CCllwictiOt\ records f.-- "avfT'lll access
to those records. In accordance wi th
the Attorney Generat's order. the FBI
will releese to the subjects of
identificatiOl'l recorcls copies of such
records upon submission of a written
r~est, satisfactory proof .01 identity
of the person whose identification
record is requested and a processing
f~ of $18.00.

Since the FBI Identification Division
net the source of the Gat;.a a~arinsl

identification records,~ Obtains
.l Gats thereon frcn finge~rint cards

or related identification fOMmS
submitted to the fBI by local. state,
and Federal agencies. the
responsibility for authentication and
correction of such data rests WOO the
contributing agencies. Therefo~e. the
rules set forth for changing,
corr~til'lq or l.¢ating suc;h data
r~ire that the subject of a~

identification record make application
to the original eontributi~ agency in
order to correct the oeficiency
c~lained of.

The retevent provisions of the
Administrative Procedure Act (5 U.S.C.
553) requiring notice of proposed rule
lI\al:;iT'lll. ~rt\llity for j:lYblic
participation and delay in effective
Gate are inapplicable because the
lIIaterial contained herein relates to
the inte~retation of 28 U.S.C. 534 as
allowing the granting of an e~emption

to subjects of identification records
and relief of prior ~inistr.tive

restrictions on disselllination of such
records to them. Furthermore, it is
deemed in the publ ic interest thu
there be no delay In effective date of
availability of identification records
to the subjects thereof.

By virtue of the order of the
•norney General, dated Septell'ber 24,

73, and pursuant to the authority

~O!"Cler 556-73]
PART 16-PROOUCTI0Il OR

D1SCl.OSlJRE OF
""TERIAL OR
I HfORAATlOll

l1EMO 52 - ATTACHMENT 1
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All FBI FOlPA Personnel

1. Kevin O'Brien

Immigration 'and Naturalization Service (INS)

March 31, 1998

INS Lookout and Stop Notices
for NAILS And OASIS

INS Lookout and Stop Notices regarding the National Automated Immigration Lookout
System (NAILS) and the Operational Activities Specific Information System (OASIS) should be
referred to INS before acknowledging the existence ofthis material to the requester. INS policy,
in most instances, is to ne~ther confirm nor deny the information to first and third party requesters.

Referrals From INS Containing "Tentative Index Card" Documents

Many referrals from the INS consist ofonly "TENTATIVE IDENT" index cards and the
fingerprint classifications shown thereon which mayor may not be identifiable with the subject of
the request. Any such referrals sent to FBlliQ will be handled in RMU.

In responding to the requester concerning these INS referrals, the following two
paragraphs should be utilized:

"This is in reference to your Freedom ofInfonnation-Privacy Acts (FOIPA) request sent
to us from the Immigration and Naturalization Service (INS)."

"The INS referred information originating with the FBI Criminal Justice Information
Services (errS) Division (formerly known as the Identification Division) which mayor may not be
identifiable with the subject ofyour request. In order to access ens Division records responsive
to your request, you will have to comply with the enclosed instructions set forth in Attorney
General Order 556-73. Fingerprint impressions are needed for comparison with records in the
ens Division to insure that an individual's record is not disseminated to an unauthorized person."

In closing the case, the FOIPA computer sheet should be closed by checking the
"Miscellaneous" box (item number 9) from block 17 along with the date being closed, then the
notation "Ident Pitch sent" should be written in block 15.
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All FBI FOIPA Personnel
J. Kevin O'Brien
Informant Files, Requests for
March 31, 1998

Establishing an Informant

L Background:

An informant is defined as any person or entity who furnishes information to the FBI on a
confidential basis. (MIOG Section 137-1). Although many informants are able to furnish
information because th~y are criminals themselves or are directly involved with criminals, others,
such as confidential sources, are not criminals or involved in criminal activities. Confidential
sources are defined as those who provide information to the FBI on a regular basis as a result of
legitimate employment or access to records, not as a result of association with persons ofFBI
investigative interest. [(MIOG Section 137-1.1(7)] Thus, an"informant" can be a hardened
criminal, an honest office worker who happens to have access to relevant records, or a high-level
official who would be appalled to learn he had been characterized as an "informant." The
hardened criminal, ofcourse, normally becomes an informant because he expects to benefit from
the relationship, such as by receiving payment for information or a reduction of pending charges
against him. The high-level official would likely offer his seJVices out ofa sense ofduty and
would probably refuse any payment for information provided.

Informants should not be confused with Cooperative Witnesses. A Cooperative Witness
is an individual who, on a continuing basis and under the direction of an agent, contributes
substantial operational assistance to the resoll:ltion ofa'case through active participation in the
investigation. Although that individual's relationship with the Government is concealed until
testimony is required at trial, he is treated as a witness and not opened as an infonnant. (MIOG
Section 137-1.2.)

When a field agent recognizes that an individual has informant potential, he opens an
informant file for the purpose of conducting a "suitability and pertinence inquiry. II This inquiry,
usually completed within 120 days. is intended to deteIm;ine the suitability ofthe person as an
informant and the pertinence of the infonnation he is likely to provide. At the end of the inquiry,
the field supervisor must make a written finding whether the individual should be converted to an
operational infonnant. Ifthe case is closed because th'e individual is not suitable for an informant,
all information volunteered by the individual regarding his background and substantive matters
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may be retained by the field office, however, currerit procedures require the field office to destroy
all other information regarding the individual which was obtained without his consent. [MIOG
Section 137-3.1.3(2)] HtIle individual is certified as an operational informant, the field agent
gives the informant a number ofadmonishments regarding his status and activities, which usually
clearly indicates that the FBI considers the individual an informant. Confidential Sources are
given only a few admonishments which may not clearly indicate their status.

Only a small portion ofthe considerable paperwork which is generated in the field will be
included in the FBIHQ informant file. In general, the FBlliQfile will contain only records of an
administrative nature: the opening communication, the communication which converts the
individuars status to that ofa certified operational informant, requests fr~m the field for funds to
operate the informant, and communications concerning problems with the informant such as
unauthorized criminal ~ctivity. The field office file, on the other hand, contains not only the '.
administrative information, but also detailed substantive information received from th~ informant
pertaining to crimes. This substantive information, ,generally contained in an FD-306 or FDw 209.
may be summarized in a communication to FBlliQ requesting funds to pay the informant, so at
least some substantive information will be"found in the FBlliQ file.

In order to avoid security problems inherent in the transmittal of informant files between
offices, an informant file is generally processed for FOIA purposes by the office where it is
located: field office files are processed by the field and FBlliQ files are processed by FBlliQ.
This procedure can be changed only in exceptional cases and with the approval of the Section
Chief The classifications which should be processed as informant type files are: 134, 137, 170
(obsolete) and 270. The PLS should be alert for any informant information in the main
investigative file which is also contained and being protected in the main informant file.

Processing Guidelines for Informant Files

Given the background circumstances, the processing guidelines which follow are meant to
accomplish the following ends: 1) to protect the 'safety ofinformants who have S\lbmitted
FOIPA requests under duress or who do not appreciate the dangers inherent in their requests; 2)
to protect the viability ofthe informant program; 3) to protect the privacy ofthird parties named
in informant files; 4) to protect ongoing investigations; 5) to protect the techniques involved in
developing, operating, and evaluating informants; and 6) to avoid alienating confidential sources.
The guidelines are not rules which must be followed even when the facts ofan exceptional case
require a different approach: they are some functional frameworks in which most informant file
requests can be handled with the aforementioned goals in mind. Unusual cases should be referred
to a FOIPA Section Supervisor and/or the substantive Division for advice.
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IT. First Party Reguests:

A) Requester's Incarcerated)

B) Requester is Not Aware of "Infonnant" Status:

Ifthe requester is not incarcer is unaware of his status as an informant or ofthe
existence ofhis informant file,

In essence, the requester s ou e treate as a ooperatlve Itness:
1 orma IOn e nus ed should be processed using the pertinent exemptions [Le., exemptions

(b)(2), (b)(7)(A), (b)(7)(C), and (b)(7)(E)] except for exemption (b)(7)(D). Determining that a
requester is unaware of his status as an informant is a matter ofjudgment. Some factors which
may lead to such a conclusion are the following: 1) the requester was never certified as an
operational informant; 2) the requester never furnished any information ofvalue; 3) the requester
was never paid, or never signed anything as an informant; 4) the informant file contains only a
few serials; and 5) the requester's letter does not specifically indicate a desire for his informant
status, his informant file or the confidential information he provided to the FBI.

C) Requester is Aware of"Informant" Status:

If the requester is not incarcerated and is aware ofhis status as an informant or the
existence ofhis informant file, the field office which operated the informant should be notified of
the request

The outgoing FOlPA Sectionss electronic communication to the field should advise the
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Informant Unit.

D) Informant Status Officially Confinned:

Ifthe requester is not incarcerated, is aware ofhis informant status/file, and he advises
the request was submitted voluntarily, then a detennination must be made as to whether the
requester's informant status has been officially confirmed such as through testimony in open court
or an official media release. When there has been no such official confirmation, the full range of
applicable exemptions, to include exemption (b)(7)(D), CaJ.l be used to avoid confirming the
informant's status by the release. When there has been official confinnation through testimony or
an official media release, the information which was publicly disclosed and which can be identified
as such in FBI records is subject to release; the remaining information should be processed using
the full range ofrelevant exemptions.

m. Third Party Requests:

If information about or from an informant is requested by a third party, the Case Agent
handling the informant should be advised at once.

After first considering the (c)(2) exclusion, all ofthe potentially applicable FOIA
exemptions should be considered. If an informant has been officially disclosed, only information
concerning his identity as an informant and information about others which has been previously
disclosed will be provided to the requester.

IV. The Exemptions:

In addition to the manner in which the FOIA exemptions are normally used, the following
applications should be considered for informant files:

Exemption (b)(2) may be used to protect informant symbol numbers, informant code
names, and the designation "infonnant" or its equivalent in a file. This exemption would be most
useful in those situations where the requester was not yet aware that he was being considered to
become an informant or when his informant status has not been officially confirmed.

Exemption CP)C7)(A) may be used ifdisclosure would reveal the direction of, or otherwise
interfere with, a pending investigation. This may occur, for instance, when a report of an
informant interview includes only some ofthe infonnation furnished by the informant. The
selective inclusion ofinformation in the report may reveal the focus or direction ofan
investigation. Since even a thorough review ofa file may not.indicate whether disclosure could
reasonably be expected to inteIfere with an investigation, it is recommended that the PLS discuss
the matter with the case agent for the informant or investigation in question.
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Exemption (b)(7)(C) may be used to protect the privacy rights of third parties mentioned
in an informant file. Although one factor weighing in favor ofdisclosure is the public interest in
ensuring that information is recorded properly in government files, the other side ofthe balance,
at least where the infonnant receives some form ofconsideration or payment for the information,
will include the notion that the proprietary right to that information has passed from the informant
to the government. That factor, when combined with the traditional privacy concerns inherent in
such information, will usually outweigh the factors favoring disclosure, especially in light of the
Supreme Court decision in Reporters Committee fQr FreedQm of the Press v. Department Qf
Justice.

As mentioned in Section n part D of this memo, the first clause ofexemption (b)C7)(P)
should be used when the requester's informant status has not been officially confirmed. Thus) we
would withhold any information which could reasonably be expected to disclose that the requester
had been an informant. When the requester's informant status has been officially confirmed,
exemption (b)(7)(D) can be used to withhold any infQrmation which could reasonably be expected
to disclose that the requester had been an informant on matters which were not disclosed in the
"Qfficial confirmation." Exemption (b)(7)(D) would also apply to information which had been
provided by others on a confidential basis such as information provided by a local police
department concerning the informant's criminal activities. It should be noted, however, that much
of the substantive information provided by the requester will be withheld under exemption
(b)(7)(C). .

Exemption (b)(7)(E) may be used to protect FBI techniques involved in developing,
operating, and evaluating informants which are nQt well known to the public.

Exemption (b)(7)(F) may be used to protect the physical safety of any individual, including
the informant/requester.

In a particularly sensitive case, additiQnal measure
ould be considere. uc a 10n s ou d 0 yet

consideration and only with the approval ofthe Unit Chiefandlor Section Chief

Finally, the Criminal Informant (Ext."'Room~tnessSecurity Programs Unit
(Ext._RQo~houldbe consulted prior to disclQsing any information concerning an
infQrmant.
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Th . an extremely vital and
sensitive program the existence ofwhich is protectable under Exemptions (b)(l.) and (b)(7)(E).
The program is further characterized in the following excerpt from a R. M. Bryant' Memorandum
to Mr. Baugh dated3/28/Q1t~

"As the lead agency for counterterrorism Within the U.S., the FBI has developed and
implemented 0 reduce the threat of
terrorist violence" he objective of this
proactive FBI project (as rder 12656, signed by former President Reagan
on 11118/88) is to identi here
necessary, and by doing so, to facilitate the protection of the U.S. infrastructure.

"OUf infrastructure is defined as a system ofinterd endent networks

«It is important to note that although individual assets can be advised oftheir designation.
the comprehensive list cannot be disseminated in its entirety outside the FBI. This restriction is
based on the securi classification .

l,~:"I. WFOn.MA'J.'ION C(;¥fA~~'q
llE~~.'\~,~TF. ~.,/
~;a:til-.P -
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"Ifyou have any further questions, do not hesitate to contact the Counterterrorism
Section, Counterterrorism Planning Unit, National Security Division, at extensio~"\ bJ..-..
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J. Kevin O'Brien
Institutional Sources and Information Provided by Them
March 31, 1998

On May 24, 1993, the Supreme Court issued a ruling in the civil litigation orDO] vs.
Landano that had a significant impact in regard to the protection of confidential law enforcement
sources under exemption (b)(7)(D). The Supreme Court's decision basically stated that a
confidential relationship cannot be inferred with every individual or institution contacted by the
FBI during the course ofa criminal investigation. As such, one difficult area that was affected in
the Landano ruling was the protection ofinstitutional sources, i.e., commercial and financial
institutions, especially where the information provided by such a source is ofa "routine" nature.

However, there are certain circumstances in which we may be able to demonstrate
implied confidentiali!y where the focus is on the nature of the information provided, and the
proposition that, where an institution provides information that the subject would not want given
out, it may be concluded that the institution was doing so with a tacit understanding of
confidentiality.

The approach in this regard would be to infer that an institution providing information to a
federal law enforcement agency is acting with implied assurances ofconfidentiality whenever it is
providing information that it would not normally make available to the public. The FBI may be
able to support such an approach if it can demonstrate that particular sources or categories of
sources are known to have policies restricting the public dissemination ofthe type of information
in question. In this respect, the courts may take a harrower view ofimplied confidentiality in this
context. and may be willing to find implied confidentiality only where the infonnation provided is
ofa sensitive nature. Examples of communications where we may able to characterize as
"confidential" under this theory include the following:

1. Institutions providing financial information about the subjects of investigations, other
persons suspected of involvement in criminal activities, or criminal organizations or their
members.

2. Institutions providing infonnation about the activities of suspects or members of criminal
organizations, e.g., sp~fic telephone calls made by them.

3. Institutions providing derogatory information, or intimate or embarrassing personal
information about any person.
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4. Institutions providing assessments about the character or work of employees, if the
infonnation concerns a criminal suspect or is derogatory.

In other circumstances, involving less sensitive types ofinfonnation, a theory of implied
confidentiality will be more difficult to justi1)r in the absence of some indication that the source
treated the information as confidential. Examples of such information include the following:

1. Information concerning vehicle registration or ownership from motor vehicle
departments.

2. Infonnation about the fact that utility services were provided at particular locations and
dates.

.3. Routine infonnation from state or local prison officials, such as release dates, etc.

4. Routine information provided by employers about starting and ending dates of
employment, salaries, etc.

5., Contacts in which no information was provided or, on the other hand, where
innocuous/unimportant information was provided.

6. Routine law enforcement record checks or credit checks.

In aU ofthe above examples, it should be kept in mind that the identities of persons contacted at
such organizations and supplying the information to the FBI should be protected under
Exemption (b)(7)(C), unless such persons are known to be deceased. In the same respect, should
the information itselfpenain to a third party individual, the name(s) and any identifiers concerning
the individual(s) should likewise be protected pursuant to Exemption (b)(7)(C).

In applying the standards ofthe Landano ruling, it should be kept in mind that this only
affects the application of implied confidentiality. Wherein a confidential relationship does exist
by virtue ofan "expressed" or "specific" request of confidentiality, exemption (b)(7)(D) will be
applied to protect the identity of the source, as well as, the information provided by the source.
However, if the information would not tend to identifY the source, it may be released as addressed
in Attorney General Janet Reno's policy of discretionary disclosure ofOctober 1993.

The following institutional sources have requested confidentiality as indicated:

1.)-------- -------------- Information

requires a subpoena duces tecum before sUbstantive~le information
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~ifan investigation is not related to a violationagains~ In addition,
_ policy requires that the customer whos~ records are being sought must be advised of

the issuance ofthe subpoena unless the subpoena directs"to refrain from notifying the
customer. .

Therefore, infonnation from_should beconsid~ng been furnished
under a promise ofconfidentiality ifthe document containingth~nformation does not
mention whethe~notified its customer. Assume it did not and protect the information
under exemption (b)(7)(D) pursuant to an "express" grant of confidentiality. However if

advises the customer that it has furnished information to the FBlliiiiiiiiiiiihould be
considered to have waived its confidentiality rights and the information may~ first
party requests. Privacy issues may be warranted and the appropriate exemptions asserted when
the information pertains to third party individuals.

'o\D 2.)

_iaisonfor Federal Customers has requested confidentiality in
crimi~ture and past information. Exemption (b)(7)(D) should be
asserted to protec_nd the information provided.
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Interesting Case (I.C.) Memoranda Located In FBI Files
March 31, 1998

Interesting Case (I.C.) Memoranda Located in Bureau Files

I.C.s were originally created by the public relations staff for the media and the public.
These narratives consist of approximately 2-12 pages, span the years 1932-1972 and can be
identified by the letters "I.C. file No...." located at the top left comer ofthe document. As all
LC.s have been publicly disclosed, they can be released in their entirety without redactions.
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1. Kevin O'Brien

Internal Revenue Service (IRS)

March 31, 1998

Social Security Account Numbers

When referring documents or infonnation to the IRS, it has been requested that, when
known, the Social Security Account Number (SSAN) ofthe FOIPA requester also be furnished.
Generally, the SSAN is provided on the initial FOIPA request letter offirst party requesters,
however, extensive file reviews should not be conducted to ascertain the number. The SSAN
assists IRS in locating the original copies of the records referred by the FBI.
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Interview Notes; Special Agent
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Special Agents are required to retain the handwritten notes they make during or
after any interview ifthey anticipate the results will become the subject of testimony. These
notes are usually identified as the" 1A" portion of an FBI field office file.

Exercise care in processing the handwritten interview notes. Compare the typed FD
302 interview notes, normally located in a main section of the investigative file, with the
handwritten notes to eqsure that all applicable exemptions have been asserted and that the
same information has been protected in a consistent manner. Remain alert for additional
information contained in the handwritten interview notes, such as the Agent's idea ofareas to be
explored while questioning the interviewee, leads sent out, or information provided by the
interviewee which does not appear in the typed FD-302 and process this information
accordingly.



Compromising the Investigation of an Organization
Through Disclosure of a Member's File

The purpose of this memorandum is to emphasize the importance ofconsidering the full
range ofFOIA exemptions when processing material from organizational files ofa security
nature. For example, the FBI investigates organizations such as various mafia groups around the
country and in the past, the. FBI investigated various communist groups fronting as legitimate
organizations. Pursuant to Attorney General guidelines, the number of domestic security
investigations conducted on organizations have been reduced.

It is imperative that we process material from organizational files in a manner which will
adequately protect the Bureau's penetration and the scope of the coverage. A situation which
merits particular attention is a reguest from a member of an organization "front." or other group
for his or her individual file. The individual's file may be closed, while the investigation of the
organization may be continuing and guite sensitive. Documents concerning the investigation of
the organization may have been channelized into the individual member's file. This
"channelization" of documents from an organizational file to an individual member's file was
created so that FBI investigators could have all current investigative information concerning an
investigative subject. The indication that a document has been channelized is generally
determined by an analysis of the copy count area on the document. The copy count will indicate
the subject name and file number of all investigative files in which a copy of the organizational
document was to be placed.

In processing these types Ofinv.~s1igative files, it is in].Pgrtlj.Pt 19 consider the use..p~
(c)(l) exclusion or the (b)(7)(A) exemption if the mvestigationoftqforgan1'Zation is ~ncrmg7'
In processing closed investigations, all applicable FOIPA exemptions should be considered.

In order to ensure that organizational investigations are not compromised and that they
are adequately protected, a PLS should call the last section ofan organization's file to determine
whether the organization continues to be of investigative interest to the FBI. Consideration
should also be given to consulting with the substantive Division ifany doubt exists as to the
status ofthe case. These same procedures should be used in FeI organizational files. In certain
instances it might also be appropriate to follow these procedures in closed organization files
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where a relationship might exist between the organization which was the subject ofthe closed
case and another organization presently under investigation.

Investigations in Foreign Countries

The presence ofan FBI Legat in a foreign country is at the pleasure .ofthe host
goverrunent. Any disclosure indicating that an investigation was conducted in a foreign country,
by or on behalfofthe FBI, may jeopardize the continued operation ofour Legat in that country.

In processing FBI files, the PLS will ordinarily find documents reporting information
from foreign agencies or authorities, however, the PLS may encounter documents which report
FBI investigative activities in foreign countries The latter type information is often classified
and in such situations, Exemption (b)(1) should be cited to protect the information. Therefore,
disclosure PLSs should be certain that information of this type is reviewed by the Document
Classification Unit, keeping in mind this situation may also exist in non-security investigations.
If the information does not warrant classification, the PLS should consult the Foreign
Government Information Classification Guide (G-IY to determine whether or not the foreign
agency requests its information be protected and whether or not the foreign agency wants its
relationship with the FBI made public. Some foreign agencies or authorities request that their
information be protected; however, they do not object to their relationship with the FBI being
made public. In those situations, the PLS would protect the foreign agency information pursuant
to Exemption (b)(7)(D), but would release the identity of the foreign agency. Other foreign
agencies request that both the information and their identity remain protected, and thus. all ,,~~)'~
information would be redacted pursuant to (b)(7)(D).

\

Documents which often report foreign agency or authority information usually originate
from an FBI Legat. It is important to note that even the "From" line in a Legat-authored
communication can be sensitive information because""it specifically identifies the host country
and when combined with the details ofthe communication, reveals the fact that the host country
has furnished information to the FBI. Situations do arise wherein the "From" line ofa Legat
communication is properly classified "Secret;" which is possible even in criminal cas~s. If the
document has been classified "Secret" in its entirety that classification covers the "F~om" li~e. If
the document is not classified in its entirety the "From" line is not classified uf!less there is a
classification marking opposite that line. In all cases where the document is not classified in its
entirety and there is no classification marking by the "From" line, the same procedures should be
followed a~ a~ove in utilizing the G-l guide. If there are any questions concerning the

IThe G-l Guide provides instructions on the classification of national security
information pertaining to foreign government information.
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classification of the "From" line, the PLS should contact the neD PLS who reviewed the
document for classification even if the case is of a criminal nature. .

If the PLS has any questions concerning the application ofexemptions to Legat/foreign
government information and/or the Legal's activities in a foreign country, the matter should be
discussed with the Team Captain andlor Unit Chief. Ifa disclosure is still contemplated after
that point, the matter should be discussed with personn~l from the International Relations Unit.

.Multiple Subject Investigations

If the Team Captain and/or PLS determines that the requester is carried in a multiple
subject investigation, it may be appropriate to check the other names with RTSS to determine if
the file has been previously processed for another requester. It is recognized that privacy
interests will dictate how much information will be provided other requesters; however, the
possible use ofExemptions (b)(6) andlor (b)(7)(C) may depend on whether the information was
withheld or disclosed in a prior release.

Since these multiple subject cases vary in their makeup, a hard and fast rule that other
subjects' names should be checked for prior processing in every instance is not necessary.
However, the advantages of uniformity in processing and the time saving factors should be
carefully considered, resolving any doubts in favor of checking the indices.
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To: AU FBI FOIPA Personnel

From: J. Kevin O'Brien

Subject: Iran-Contnll Front Door Material
Date: March 31, 1998

Iran-Contra Investi.gation; Front Door Files

FRONT DOOR is the code word for the investigation conducted by the Office of
Independent Counsel (OIC) relating to the Iran-Contra. Information pertaining to the Iran
Contra is filed in FBffiQ files 58-11887 and HQ 211-26.

If either of the above file numbers appear on a search slip, DO NOTcall the files and
DO NOT PROCESS the files. The Special File Room (SFR) controlled access to HQ 58
11887, but the SFR has released HQ 211-26 for review. Ifyou should receive either ofthe
above files, contact PL~immediately. bto

The Office ofthe Independent Counsel on Iran-Contra has been disbanded and all oftheir
material has been transferred to National Archives pursuant to Title 28, U.S.c., Section 594(k).
Material indexed into 58-11887 or 211 ..26 will no longer be reviewed or processed by FBI PLSs
and, where appropriate, the following paragraphs should be used for response to reQuesters:

A.) First Party Request Which Results in Cross-references

"A search of the indices to our Central Records System files at FBI Headquarters
revealed material that mayor may not be identical to you in files concerning the sale of arms to
Iran and the possible diversion of proceeds from those sales to Nicaraguan "Contras." This
material is located at the Office ofNational Archives. Ifyou have further interest in "Iran
Contra" related material, you may wish to correspond directly with the Office ofNational
Archives."

B.) Request for the Entire Investieation

"Reference is made to your request for material relating to the "Iran-Contra"
investigation which concerns the sale ofaImS to Iran and the possible diversion of proceeds from
those sales to Nicaraguan "Contras." This material is located at the Office ofNational Archives.
If you have further interest in ''Iran-Contra'' related material, you may wish to correspond
directly with the National Archives."
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FBI Laboratory Notes

The Scientific Analysis Section, Laboratory Division, has advised that it has no objection
to the release ofLaboratory notes and reports in Bureau cases. However, if such notes from this
Section, or any other Section within the Laboratory Division for that matter, contain unique
Laboratory exams or possibly unknown techniques, a Laboratory examiner should be consulted,
preferably the examiner who made the notes, before such releases are made. If the original
examiner is not available, the particular Unit Chief should be contacted for any questions or to
review the proposed release of laboratory material.

In cases where the Laboratory examination was done at the request of a local or state
police agency involving a matter over which they have exclusive jurisdiction, the Landano
standard of processing must be applied if a specific request for confidentiality for the material
was not indicated. On rare occasions, it may be necessary to contact the law enforcement agency
for assistance or for further information to complete the analysis and processing of the case.



Search Procedures for Legal Attache (Legat) Eiles

When a request is made for a search to be conducted of the Legat files, the LT or PLS
should complete and submit a search slip to the Special File Room, Room_to the attention b';;)..."
o Indicate on the search slip that the scope of the search is for the "Automated"
Data Base only, unless the FOIPA request letter specifically asks for the "Manual" indices to be
searched or ifthe information being requested would in itself only be found in the manual index.
Also, indicate that the type'of search requested is "Legat Indices," specifying which Legat is to
be searched (~ sample attached). If an initial FOIPA request is received in RMU for a specific
Legat, the search should be completed a,nd the copies of the file(s) obtained'prior to assignment
of the request to a Disclosure Unit.

Storage of and Obtaining Legat Files

On May 23, 1984, the Legat Micrographics Program was initiated to enhance security
because of the potential hazardous environment of an overseas post and to relieve overcrowded
file storage conditions in the Legats.

When an investigation has been closed in the Legat for 90 days, the raw file is sent to
FBIHQ to be stored or placed on microfiche. A copy of the microfiche is furnished to the Legat
and a copy is maintained at FBIHQ in the Micrographics Unit, Room_ extensione.
The IA and Bulky Exhibits are not microfiched, only the covers to this material. If copies of the
1A or Bulky enclosures are needed, they can be retrieved from either Pickett Street or Boyers.
Pennsylvania. Ifa copy ofthe file will suffice, the Microfiche can be duplicated and sent to the
LT or PLS. Ifthe raw material is needed, it will be retrieved by the Micrographics Unit and
forwarded to the LTor PLS.

!&gat ELSIJR Requests

If a request has been made for a search of a specific Legat's ELSUR indices, the
requester should be advised there are nQ ELSUR indices in the Le~ats. The FBI has no
authority to conduct ELSUR in foreign countries, therefore an ELSUR indices is not maintained.
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Mail covers are placed with the Postal Service and entail the Postal Service watching for
and recording the addressee and addresser of all mail written to a particular individual or
organization. The existence ofa mail cover is not generally protected under Exemption
(b)(7)(E); however, National Security mail covers are often classified and governed by
Exemption (b)(1) law.

At times, unique circumstances may exist where infonnation pertaining to a mail cover
may need to be protected, such as when the mechanics/details ofthe mail cover (which are not
generally known to the public) are set forth in an FBI record. Should it surface, the PLS may be
able to protect those aspects of the mail cover under Exemption (b)(7)(E). In other instances in
which mail covers were utilized, the assertion of Exemption (b)(7)(E) should be considered for
cases recently closed by administrative means and did not reach a prosecutive status. Ifthe case
has the possibility ofbeing reopened or a «spin-off" case was involved, the release of the fact a
mail cover was utilized could be a detriment to the reopening ofthe investigation or any related
pending investigations. Contact with the field office Case Agent is recommended in these
situations in order to detennine if there is a "foreseeable harm" in disclosure of the information.



The following FBI manuals have been processed and are available for release:

• Manual ofAdministrative Operations and Procedures (MAOP)

Manual of Investigative Operations and Guidelines (MIOG)

Foreign Counterintelligence Manual (FeIM)

• National Crime Information Center (NCIC) Manual

• Legal Handbook for Special Agents

Inasmuch as these manuals are available for review in the FOIPA Reading Room and
they undergo periodic changes, information being considered for release should be coordinated

'0\.0 with Team Captai_orPL~Unit3, prior to any disclosure.



"252" Files and Other Bureau Classifications

The National Center for the Analysis ofViolent Crime (NCAVC) is managed under the
auspices of the Critical Incident Response Groyp (CIRG), a field office entity located at the

. FBI Academy in Quantico, Virginia. Previously, the NCAVC has encompassed several
programs and units to include:

1. The Violent Criminal Apprehension Progra.-n (VICAP) and the Criminal
Investigative Analysis Program (ClAP), both ofwhich have been administered
by the Profiling and Behavioral Assessment Unit (pBAU).

2. The Missing and Exploited Children Task Force (MECTF) which has been
administered by the Child AbducP.on and Serial Killer Unit (CASKU).

'''')-

The CIRG consolidated PBAU and CASKU resources under the single descriptor, the
National Center fUi the Analysis Of ViQlent Crime.
functions under the NCAVC umbrella.

All NCAVC components are designed to provide assistance to federal, state and local
law enforcement agencies in the detection and apprehension ofviolent criminal offender:s,
including those persons commonly referred to as "serial murderers."

The material compiled at the request of federal (non~FBI). state and local law
enforcement agencies is maintained in the 252 classification. The NCAVC also provides
assistance to FBI field divisions during the course ofFBI criminal investigations such as •
kidnaping, extortion, crime on government reservation, etc. In these instances the NCAVC
material will be found in the FBI investigative file classification.

The subject's name, ifknown, as well as that ofthe victim(s), is indexed in the general
indices at FBllIQ. These records will appear in the indices and/or on the search slip as Universal
Case files (i.e., 252-IR-12345) or the pre-Universal Case file numbering system (i.e., 252-2345).
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Since April 1992, all opened and closed HQ 252 classifications have been manually
maintained at Quantico as a part ofthe NCAVC record system (JUSTICElFBI 015). The HQ
252 files generated prior to 1992 are maintained at Picket Street or Quantico. You should also
be aware that NCAVCIVICAP manually maintains their equivalent 252 file classification and
other file classifications concerning violent crimes investigated by the FBI (such as kidnaping,
extortion or crime on government reservation) at Quantico.

The NCAVC is maintaining a control file, 190-IR-C-2246, for FOIPA requests involving
252 files and the other cJassifications, as described above. Ifan FOIPA search reveals that a 252
file or other classifications exists, the LT or PLS should:

b~ 1.

'00-.. 2.

3.

Contact the Rotor Clerk for the NCAVC at or 540-720 • Dr"
in order to obtain the file(s) for duplication and processing.

EC or FAX. a copy ofthe FOIPA request letter to the attention ofthe
NCAVCMCAP Unit Chief at (540)-720 II Land the CIRG, ChiefDivision
Counsel at (703)-640'"

Provide NCAVC with the requester's 190 file number and the FOIPA
computer number.

Data concerning violent crimes is also stored in an automated data base maintained by
the NCAVC in a separate FBI record system which is part of the NCAVC (JUSTICElFBI-OIS).
This data base contains information which is used in the overall VICAP Program. .
NCAVCMCAP analyses the information in this data base to identity any common threads
which might run through the various cases.

Components ofthe NCAVCIVICAP data base should not be searched unless the
requester specifically asks that it be searched or includes information in his request letter which
indicates it should be searched.

The information in the NCAVCNICAP data base and the 252 VICAP files is exempt
from access under the Privacy Act pursuant to exemption 0)(2). When processed under the
Freedom ofInformation Act, the appropriate Exemption 7 provisions should be utilized in
addition to any other applicable FOIA exemptions. In addition, contact and coordination should
be made with NCAVCIVICAP when processing these cases.

Because ofthe sensitive nature ofthe techniques used by all NCAVC components in
their development ofunknown offender profiles, investigative recommendations, interviews and
interrogation techniques, prosecutive and trial strategies, threat assessments, overall crime
analysis, search warrant affidavits and expert testimony, the NCAVC should be consulteq. Upon
completion ofthe processing ofthe 252 file or other classification, the PLS should:
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1. Provide NCAVC with a black-out copy ofthe proposed release for their
review prior to disclosing any material to the requester.

2. Provide NCAVC with a copy oftbe final disclosure or denial letter. lfthe
case is being closed administratively, notify NCAVC ofthis action and the reason
for closing the case.

If the FBI receives an administrative appeal concerning the material from a 252 file and
the DOJ/OIP attorney affirms the appeal, there is no need to advise NCAVC. n: however, the
DO} attorney suggests an amended release, consult with the NCAVC before agreeing to the
release of additional material. Then provide NCAVC with copies of:

1. The requester's appeal letter.

2. The DOJ acknowledgment letter.

3. The DO] letter advising requester of a remand or an amended release.

4_ The FBI letter releasing the additional material.

If the FBI receives an appeal concerning one ofthe other file classifications, as described
above, containing NCAVC material and the DOl attorney affirms the appeal or the DOJ attorney
recommends release of material that does not include the NCAVC material, there is no need to
advise NCAVC ofthe appeal. However, ifthe DOJ attorney recommends the release of
information ofinterest to NCAVC. consult with NCAVC before agreeing to the release ofthe
additional material. Provide NCAVC with copies ofitems I through 4 above.

Be aware that much ofthe work done by NCAVC is for other federal (non-
FBI), local and state law enforcement agencies, and there will be times when the FBI file is
closed and the other federal. state or local investigation is still pending. The (b)(7)(A)
exemption ofthe FOIA should be considered.

When processing a VICAP report, the PLS will release the cover page. For the report
itself. the PLS will need to review the report to determine the origin of the infonnation in the
report. Ifthe material in the report was furnished by a state or local law enforcement agency, the
PLS will deny the report in its entirety citing Exemption (b)(7)(D) and ifapplicable Exemption
(b)(7)(C). Ifthe material in the report was furnished by a federal (non-FBI) law enforcement
agency, the PLS will consult with the contributing agency.
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MEMO 67
To:
From:
Subject:
Date:

All FBI FOIPA Personnel
J. Kevin O'Brien

National Crime Infonnation Center (NCIC)
March 31, 1998

NCIC Entries For Missing Children

The Missing Children Act, which was signed on 10/12/82, gives a parent, legal guardian,
or next of kin of a missing child the legal right to inquire of the FBI whether data on the missing
child has been entered in the NCIC Missing Person File. Such inquiries should not be processed
under the Freedom of Information Act (FOIA) or Privacy Act (PA), but should be referred to the
FBI field office which covers the locality involved.

Requests to verify the missing child entry which are made by anyone other than a parent,
legal guardian, or next of kin must be considered FOIA requests. In most cases, such requests
should be denied under Exemption (b)(7)(C).

NCIC Message Keys and Originating Agency Identifiers (ORIs)

Identification records (rap sheets), NCIC and III printouts may contain NCIC Message
Keys and/or Originating Agency Identifier (ORl) numbers. These message keys and ORI
numbers do not warrant protection pursuant to a FOIPA exemption.

A Message Key is a two-or three-character designator which identifies the type of entry
or query sent. Although there are over 75 keys in present use, they will typically begin with the
alpha characters "C" (Clear or Cancel), "E" (Enter), "M" (Modify), "0" (query), "X" (Clear), or
"21\" (Test). All letters in a Message Key are capital letters, and they generally appear at the
beginning of a message. They often follow the entry code "MKEI", although they also appear in
other places, such as in a header line, separated from the OR! by a period. (Note: the MKEf code
may also be followed by a narrative description ofa message key for responses from system
records.

An OR! is a nine-character entry which identifies the agency entering the message, or
another agency related to a previous NCIC message or event. ORIs begin with a two-letter
state code, but may end in either a numeric or alphabetic character. They mayor may not follow
the entry code "ORI". They commonly appear in three places:
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1) the beginning of a record, representing the agency requesting a record;

2) in the body ofa record, representing the agency which entered the record; and

3) in an III record, following identification of an arrest event, representing the arresting
agency.

Due to variances in state and federal system formats, the positions ofmessage keys and
ORIs may vary from record to record. In addition, anticipated changes in the NCrC system may
create similar codes. (An example is the proposed "eTI" identifier for courts issuing warrants.)
The examples provided below are typical ofhow the codes may appear as discussed above:

1.) 2L0102077MJM .QH.DCFBIWA36.N

7L0102077MJM
DCFBIWA36
THIS NCIC INTERSTATE IDENTIFICATION INDEX RESPONSE IS THE RESULT OF YOUR
INQUIRY ON NMQ I SEXlMRACIWDO·a1J._ ,

\
b~

blc....

INQUIRY DATE
10/25/90

EYES HAIR BIRTHPLACE
BRO BRO _

&

WEIGHT
185

FBI NO....NAME

S::X RACE BIRTH DATE HEIGHT
M W 5'11"

2.)

FINGERPRINT CLASS
PO PI CO PO PM
PI PM 10 PI 13

ALIAS NAMES

IDENTIFICATION DATA UPDATED 19116/90

THE CRIMINAL HISTORY RECORD IS MAINTAINED AND AVAlLABLE FROM THE
FOLLOWING:

FBI &

THE RECORD(S) CAN BE OBTAINED THROUGH THE INTERSTATE IDENTIFICAnON INDEX
BY USING THE APPROPRIATE NCIC TRANSACTION.
END

3) QW.DCFBIWA36.NAMlBADGUY,JOHN T.DOB/OIOIO!
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DCFBIWA36
NO NCIC WANT DaB/DIDIO) NAMIBADGUY,JOHNT

Stop Ind~ in NCIC

The Bureau Stop Index Program was instituted in April, 1971. Essentially, it was a
computerized file included in NCIC for intelligence purposes on individuals against whom
warrants were not outstanding. NCIC queries by any NCIC user would result in a "No NCIC
Want" response to that user, but would generate a special notice to the NCIC Control Room to
notify the appropriate Field Office of the inquiry. The Program was discontinued in February,
1974.

NCIC has determined there can be no entry into NCIC except for categories of
individuals or records published in the Federal Register pursuant to the Privacy Act.
Consequently, language in FBI documents, especially form FD-305, such as "Stop Notice Placed
with NCIC" or "Stop NotiCe Placed with the Bureau Stop Index" is not protectable under
(b)(7)(E).

Please take the foregoing into consideration when processing documents pertaining to
NCIC Stop Notices.
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MEMO 68
MAN U A L

To:
From:

Subject:
D.ate:

All FBI FOIPA Personnel
1. Kevin O'Brien
National Security Agency (NSA)
March 31, 1998

NSA Referral Policy

When any NSA originated document or information is located in an FBI file being
reviewed for release under the FOIPA, no information will be released to the requester from that

6,:3 file or document until a referral is made to NSA and a re . ived.

~
NSA will make reasonable efforts to respond to the referral within ten days (allow an

additional ten days for mailin ). Depending on the particular circumstances, NSA will advise

Time extensions can be arranged with NSA in those rare cases that
involve voluminous referrals.

Since special clearances are normally required to handle NSA documents, the following
individuals who have the proper clearances will handle all NSA referrals:

Unit 1 
Unit 3

bb

If you locate an NSA document or NSA information in an FBI document while reviewing
a file, refer the matter to the PLS listed above who is designated to handle NSA matters in your
Unit. The designated PLS will review the document and instruct the PLS on how to handle the
referral or, ifthe document contains information that is Sensitive Compartmented Information
(SCI), he or she will handle the document. The NSA has requested that the FBI refer only Qne
copy ofthe referred document(s). The designated PLS's name will be on all referrals as the
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person for NSA to contact. After the referral is initialed for approval, the designated PLS will
hand carry the referral to the Special File Room and an FD-501a form will be attached to the
referral. The designated PLS will then hand carry the referral to the FBI's NSA Liaison Agent in
Room.. .

When the referral has been returned by NSA. the designated PLS will hand cany the
referral from the Special File Room and will handle the processing of the NSA information if it
is SCI. If, however, the information is Top Secret (IS) or lower and not SCI, the PLS to whom
the case is assigned will handle the returned referral since all FBI employees have access to TS
information. The returned referral in all instances must be presented to Document Classification
Unit. (See FOIPA Section numbered memorandum "Classified Material, Handling and
Transmittal of' which provides instruction on handling IS/SCI information.)



Personnel Files of Current and Former FBmQ Employees

A) CURRENT EMPLOYEES

Experience has shown that few deletions are made from personnel records and few
employees ever request a copy of their complete file. For this reason, it is more expedient to
permit the employee to review the raw file and to copy, process, and retain only those documents
wherein information is being withheld. The procedures outlined below should, therefore, be
followed by the PLS:

(1) Obtain the Official Personnel File (OPF). PersoIll1el files are requested through the
Automated Case Support (ACS) system. Many of the personnel files have now been separated
into a main 67, a Medical Section (Sub M) and a Security Section (Sub S). If a Sub M or Sub S
file exists, it will be stamped with a notation on the outside jacket of the main 67 file. If a
personnel file is needed by the PLS for more than a day, it must be secured overnight in a locked
cabinet.

(2) Review the entire file and identify those documents containing information to be
withheld.

(3) Duplicate only those documents which contain material that requires protection from
disclosure and use the duplicate as a work copy to delete the material. A final disclosure copy
(black-out copy) should then be made and temporarily inserted into the file in place of the
original document. (Ifa large amount ofduplication is to be done, complete the duplication
form, place the file in a messenger envelope and forward it to the Duplication Center.)

(4) Since an employee will normally be afforded the opportunity to review classified
information contained in their personnel file, it is not necessary to have the file reviewed by
DeU prior to review by the employee. Ifthe employee wants a copy of a document containing
classified or potentially classifiable infonnation, only those documents that the employee wants
copies ofwill be reviewed by Deu. The file should be submitted to DeD with the documents
which warrant classification review noted on OPCA·I8 form. The following are examples of
information which may be found in personnel files and require DeU review: Special Agent,
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Radio Maintenance Technician, and Special Employee files which may contain references or
notations in the annual peIformance rating to security informants or the specific nature ofFCI
investigations handled by the employee; a synopsis of an FCI investigative matter handled by an
employee as justification for a letter of commendation; in-service memos detailing the nature of
FCI training; or material in the background investigation ofthe employee which may have been
obtained from foreign police agencies.

(5) Prepare an addendum to the FD488 (privacy Act Request Form) setting forth the
following: the reason for any excisions; number ofpages withheld in their entirety, ifany; and a
description ofthe last document/serial in the file as ofthe time of processing. Since a formal
disclosure letter is normally not prepared in connection with these reviews/releases, it is
recommended that the employee initial the addendum as evidence of his or her understanding of
the deletions made.

(6) The proposed disclosure must be reviewed by a Team Captain.

(7) Contact the employee and make an appointment to review the file. If possible,
provide an appropriate location where the review can be conducted other than the PLS 's work
area. If the employee is not located at FBlliQ and is not in a position to review the material in
the FOIPA Section, contact the Field Coordination Team to determine the appropriate procedure
for the employee to review the file.

(8) Have the employee sign the lower portion of the FD-488 acknowledging the
employee was given appeal rights and the right to obtain copies of reviewed material.

(9) Have copies made ofany documents requested. A notation may be added to the
addendum identifying documents requested by the employee.

Requests by FOIPA Section employees for access to their own personnel files will be
assigned for processing by the Section's Front Office.

In addition to the OPF, personnellpeIformance folders are maintained by the rating
official on FBI employees. At the time the employee is provided with his or her performance
rating, a request may be made by the employee for access to physically review this folder.
Should the employee request copies of any material maintained in this folder, he or she should be
advised that a FOIPA request must be submitted in order to obtain copies of the material.

There may be particular circumstances which preclude the release ofcertain performance
related information or documentation to the employee. These circumstances may include

. information or documentation which is relevant to a pending complaint, charge or internal
investigation.
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B) FORMER EMPLOYEES

Fonner employees are generally treated as members of the public. They may not review
their files in the FOIPA Section space or have access to classified information. When their files
contain infonnation which may require classification, the entire file should be sent to ncu for
review.

FOIPA personnel should remain alert for information located in personnel records which
may require classification. This includes1 but is not limited to, such items as: references to the
SSG (Special Support Group);' language training for certain vice training classes; various Bureau
codes and systems data; some security clearance forms; and information concerning the duties
or responsibilities ofRadio Maintenance Technicians.

C) MEDICAL RECORDS

Employee medical records may be located in the following places: 1) the employee's
personnel file; 2) the employee's medical folder, which is part of the personnel file
but is maintained separately from it; and 3) the employee's clinical file, which is located in the
Health Services Unit.

Medical folders were first established for agents in 1986 and for support personnel in
1988. Prior to the establishment of those folders, all medical records were filed in the
employee's personnel file. Since the records in a personnel file were not removed and placed in
a newly opened medical folder, an employee's medical record can be located in all three places
mentioned above. Existence of a medical folder will be indicated by the stamp "Medical
Records Filed Separately" on the personnel file. Medical folders are requested by calling the
Personnel Records Unit (Ext. 4857).

Clinical files, which were first established on 1/13/86, contain the original EOn physical
examination report ofa current employee hired after that date and various other records. After
employment ends, the documents in the clinical file are placed in the medical folder. Clinical
files should be requested by calling the Supervisory Occupational Health Nurse (SORN). If
records are obtained from the clinical file for processing, an FOIPA Section employee must
annotate the FD.488 Privacy Act Request to show which records were retrieved and included in
the processed package.

If a release of medical records pursuant, to a Privacy Act request might cause harm to the
requester or another person, then those records should first be discussed with the SOHN. This
can occur, for instance, when records are found concerning a psychiatric/emotional condition, or
any other sensitive medical problem. If the decision is made that potential harm could occur if
released directly to the requester, then the requester should be advised the material will be
released pursuant to Title 5, U.S.C. §552a (f) (3). That is, the requester must provide the FOIPA
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Section with the name and address ofhis or her personal physician and the records will be
forwarded to the physician for release to the requester. The release ofthis type of information is
done through the physician so the medical information can be clearly discussed and explained to
the requester.

D) SENDING PROCESSED MATERIAL TO FILE

When a Privacy Act request involves processing ofmaterial from a 62 {Administrative
Inquiry (Al)}, 67, 263 or 280 file classification, the pages containing deletions should be
forwarded to the Personnel Records Section for filing into the respective 62 (AI), 67, 263 or 280
file along with the original FD-488 and/or OPCA-16 form (Disclosure letter). Please note those
documents from the 67 Sub M and/or the Sub S which contain redactions are to be filed in the 67
Sub M and/or Sub S, along with~ ofthe FDA88 or the OPCA-16 form, and not in the main
67 file. If processing also involves additional file classifications, then a 190 file should be
opened and the processed documents from the other file classifications should be filed in the 190
file along with~ of the FD-488 and/or OPCA·16 form. The 190 file number should be
recorded in the "Miscellaneous" block on the computer sheet.

Personnel Type Records Maintained at the FBI Academy,
Quantico, Virginia

Presently, there are two administrative units at the FBI Academy which maintain separate
folders containing records identifiable with Special Agent (SA) personneL The New Agents
Unit maintains folders containing information compiled during New Agent's training. The
Personnel Assessment Unit maintains similar folders containing infonnation on those SA
Personnel who attend the Management Aptitude Program (MAP) training sessions at the
Academy.

In order to bring these records within the FBI Central Records System, a memorandum is
inserted in each employee's personnel file at Headquarters at the time they go through either the
New Agents or the MAP training program. This procedure was implemented in approximately
November 1981. .

As a result of discussion with the MAP Assessment Unit, FBI Academy, it was
determined that much ofthe material maintained in the MAP folder is exempt from access
pursuant to Exemption (k)(6) of the Privacy Act (FA) and (b)(2) of the Freedom ofInformation
Act (FOIA), as disclosure would compromise the evaluation process.

In order to facilitate the processing ofMAP materials, and to eliminate the need for the
unnecessary transfer of documents from the FBI Academy to the FOIPA Section, all requests for
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MAP documents will be reviewed personally by the Unit Chief of the Personnel Assessment
Unit. The Unit Chiefwill remove all MAP documents previously detennined to be exempt from
disclosure pursuant to Exemptions (k)(6) and (b)(2). Any remaining documents will be
forwarded by routing slip to the FOIPA Section for processing, setting forth the number of pages
withheld pursuant to Exemption (k)(6)/(b)(2).

In the event the request for MAP documents reaches the litigation stage, the Unit Chiefof
the Personnel Assessment Unit will provide justification for withholding exempt material.

Documents· forwarded to the FOIPA Section for processing will include, but are not
limited to, the cover page ofthe MAP report, biographical statements filled out by the MAP
candidate, the assessor rating sheets, and the post MAP documents.

The MAP report, which the MAP candidate reviews and initials upon completion ofthe
assessment or shortly thereafter, is exempt pursuant to Exemptions (k)(6)/(b)(2). If the FOIPA
requester desires a second review of this MAP report, they should be advised to contact the Unit
Chief of the Personnel Assessment Unit at Quantico.

CIA Name Checks in Suitability/Applicant Type Files

Forms used for CIA name checks in suitability applicant files do not have to be referred
to CIA ifthe form indicates "No Record", "No information," or "No Trace." For further
information concerning the handling of these forms if any other type of response was noted, see
the FOIPA Numbered Memo 8 pertaining to CIA.

Credit Bureau Reports Contained in Personnel Files

PLSs will often encounter credit bureau reports in personnel files. These reports are
often denoted as "confidential"; however, this designation does not mean the report is classified
and per discussion with personnel ofCredit Bureau Reports, Incorporated, it does not denote the
manner in which the reports were furnished to the FBI. Therefore, it is the policy ofthe FBI's
FOIPA Section to release these credit bureau reports to first party requesters as well as third
party requesters with proper notarized authorization to receive such information.
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Psychological Services Provided to the FBI

Doctors

Doctors and who are no longer under contract with the FBI,
previously provided psychological services to Bureau employees as part of the Bureau's
psychological services program. As ofMarch 1998,Dr_on behalfof himselfand
his wife, Dr_CSocial Worker), requested they be given the opportunity to retain
confidentiality on a case-by-case basis. Therefore, Dr._requested that he or his
wife continue to be notified if information provided by them is in a file being processed pursuant
to the FOIPA. Dr may be contacted at the~••••••••••••
~t telephonenumbe~o~. Since the current work environment
ofDr_is not conducive to receiving telephone calls,_advised the
message could be left with him or a message could be left at their home telephone number_
••••; an; IDwould return the call. This notification should be done at the Team

Captain level or higher.

Thus, if information provided by the Doctors is located in any document being processed
by FOlPA Section employees, the doctors should be notified. Unless advised to the contrary by
them, the information should be protected by FOIPA exemptions (k)(5)/(b)(7)(D) in order to
protect the confidentiality ofboth doctors. If the information cannot be protected for some
reason such as prior public disclosures, the Doctors should be contacted and notified of that fact.

Metropolitan Psychiatric Group

Dr. Metropolitan Psychiatric Group (MPG), telephone 202-452-9080, is
currently providing psychological services to FBI employees. Information provided by Dr.
_and/or any member of the MPG should be afforded protection for confidentiality
purposes pursuant to FOIPA exemptions (k)(S)/(b)(7)(D). Also, should there be situations where
a document being processed contains information provided by the MPG about a third party
employee, not the requesting employee, the third party information should be protected in its
entirety for privacy rights of the third party and the confidentiality ofMPG pursuant to FOIPA
exemptions (k)(5), (b)(7)(D), (b)(6), etc.

Any questions concerning the FBI's psychological services program or specific questions
concerning particular cases should be directed to the Unit Chiefof the Employment Assistance
Program at extension 5244.
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Access to Career Bgard Minutes

In July 1989, a 67 control file was established to maintain all information pertaining to
Career Board Minutes. This file contains agenda which outlines all ofthe positions considered
on a listing, and each agenda item is addressed separately, setting forth the position considered,
the person selected and why, and all persons whose qualifications were considered. Due to the
sensitivity and personal nature of the material, access to the Career Board Minutes is
limited to PLS .' Unit 1.

When a request is made for Career Board Minutes pursuant to a FOIPA request, it will be
assigned to PLS ~ for processing of any or all Career Board tape recordings,
accompanying minutes and/or agenda. Documents that are physically contained in a personnel
file which pertain to Career Board activities or information will, in most instances, be processed
by the PLS to whom the case is assigned. However, the PLS should contactPL~ in
order to verify that he does not need to process the documents.

Informal Access Review of Personnel Files

(The request for an Informal Access review is not processed through or by the
FOIPA Section or its employees. Employees have been designated from each field office
and FBmQ Division to handle these requests. This is a request only to review the
personnel me and no copies of any documents are made available to the employee through
the Informal Access procedu~es.)

In the Settlement Agreement reached in Emanuel Johnson. et. at V. Stuart M. Gerson.
Acting Attorney General, the FBI agreed to establish procedures whereby all FBI employees
could access their personnel files without submitting a Privacy Act request.

With the exception of Legats, all offices including FBIHQ Divisions and offices, will be
responsible for handling requests for informal access to personnel files from employees assigned
to their offices. (Legats will forward requests from employees assigned to their offices to
FBlliQ for handling.) Field offices will also be responsible for handling requests from
employees assigned to Resident Agencies within that office's territory.

FBIHQ employees may make an informal access request by executing a request form and
submitting their request to the Assistant Director (AD) or office head of their assigned division.
Field office employees may execute a request form and submit their request to the Special Agent
in Charge (SAC) or the Assistant Director in Charge (ADIC). The request will then be
forwarded to the designated employee handling these requests for processing.



FOIPA Numbered Memo 69
Page 8

\, Personnel Files
"-

Fifteen and 45 day periods have been established as a time frame in which the
employee's file will be available for review. This 15 and 45 day period will begin upon receipt
ofthe employee's request by the SAC, ADIC, AD or office head.

Upon review of the file, an employee will be afforded an opportunity to submit to the
respective SAC, ADIC, AD or office head a response or rebuttal to any information in their
personnel file for inclusion in that file.
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To: All FBI FOIPA Personnel

From: J. Kevin O'Brien

Subject: Photograph Albums, FBI
Date: March 31, 1998

Processing under the Freedom of Information Act

A partial list of FBI Photograph Albums is published in the FBI's Privacy Act Records
Systems Notices (52 Fed. Reg. 47, 237, October 5, 1993), which is included in the FOIPA
Manual. Some of the Photo Albums identified in this systems notices are:

Bank Robbery Album
Known Check Passers Album
Organized Crime Photo Album
Prostitute Photo Album
Thieves, Couriers and Fences Photo Index
Top Burglar Album
Truck Hijack Photo Album
Truck Thief Suspect Photo Album
Traveling Criminal Photo Album

Not all of the FBI's Photograph Albums are published since some ofthem are classified. Since
it would be impractical to research and treat each of the FBI's Photograph Albums in detail, this
memo wilt only give some general guidelines concerning processing of information from a
Photograph Album.

If the Photograph Album consists of subjects suspected of criminal activity, the album is
probably published in the Federal Register and will generally not require classification review.
DCU should be consulted, however, if there' is a potential foreign relations impact in the event
information is released. For example, ifthe document being processed indicates the FBI
received an LeN member's photo from Italian authorities, the document should be referred to
DeD for classificationreview. Release ofsuch information could have a negative impact upon
the United States' National Security as well as the future relationship between the FBI and the
Italian authorities. Documents concerning domestic and international terrorism should always be
forwarded to neu for classification review.

In addition to Exemption (b)(l), Exemptions (b)(7)(A), (b)(7)(C), (b)(7)(D) and
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(b)(7)(E), and Exclusions (c)(l) and (c)(3), should also be considered. The use ofExemption
(b)(7)(E) should be considered to protect the criteria used to determine when a subject is of
sufficient interest to be shown in a Photograph Album.

Processing under the Privacy Act

Information from Photograph Albums will generally be protected from disclosure under
Exemptions (j)«2) or (k)(1).
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MAN U A L

To:
From:
Subject:
Date:

All FBI FOIPA PefsOtUlel
J. Kevin O'Brien
Polygraph Examinations
March 31, 1998

e the use ofthe polygrap an e ectIve
mvestigative teclmique. Countermeasures could be employed by an individual to defeat the
procedure if the exact sequence ofquestions was known, along with the purpose for some ofthe
questions and the importance placed on them by the FBI. Therefore, Exemptions (b)(2) and/or
(b)(7)(E) are appropriate to withhold the following types of infonnation concerning polygraph
examinations in FBI criminal/security files:

1) Numerical ratings on Polygraph Charts:..
Polygraph charts may be released to first party requesters with the exception of any

numerical ratings. The numerical ratings usually appear at'the bottom portion of the chart along with
a minus (-) or plus (+) symbol. These ratings should be exempt pursuant to (b)(7)(E). In recent
cases, computerized polygraph charts are being generated and the information as bracketed on
Attachment 1 should be protected pursuant to Exemption (b)(7)(E).

2) Polygraph Examination Worksheet (FD-497)

Exemptions (b)(2) and (b)(7(E) should be utilized to protect the information in the
boxes reponing the "Type Test, Series, Charts, and Instrument Serial No." Also, a complete list
of questions asked during the polygraph examination will nonnally be found on the reverse side
of the FD-497 or sometimes on a separate sheet of paper as original notes. If a complete list of the
questions exists, redact the list entirely pursuant to Exemptions (b)(2)/(b)(7)(E). (See Attachment 2)

3) Polygraph Examination Report (FD-498)

The Polygraph Examination Report is releasable in first party requests, including references
to the relevant questions and the examinee's answers in the "conclusion" portion ofthe report, unless
it contains additional material exempt under some other provision of the FOIA or PA. For example,
some polygraph examinations will include FeI material and will have been classified at the time of
origination. In many cases, these polygraphs remain classified upon completion ofDocument
Classification Unifs review and are withheld from disclosure in their entirety pursuant to Exemption
(b)(l). (See Attachment 3)



(
FOIPA Numbered Memo 71
Page 2
Polygraph Examinations

4) Polygraph Zone Comparison Numerical Analysis Data Sheet (FD-524)
Polygrapb Review Modified General Question Test Numerical Evaluation (FD-525)

The numerical ratings on these two forms (See Attachments 4 and 5) may be released
entirely to first party requesters, however, the examiner's name should be protected pursuant to
exemption (b)(7)(C).

When encountering polygraph examinations conducted on third party individuals in FBI
investigatory files, who are assumed or known to be living, they should be withheld entirely applying
the above exemptions as indicated in addition to exemption (b)(7)(C).

NOTE: The same Polygraph information should be protected as outlined above when
processing an appJicantJbackground investigation or personnel type files. The appropriate
Privacy Act and FOIA exemptions should be asserted for this information.

Any questions concerning polygraph material should be directed to the Polygraph Unit,
Laboratory Division, after consultation with the Team Captain and/or the Unit Chief.
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MEMO 71 - ATI'ACHMENT 1
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?F9700i~E;';;-1~;t-l-------1!-----1J---------------G;i~;~-In--St;;t--En~--

Subj~ct: b1E: I~'O 5.0
Examwer: bJ~ ::L5 3.5
Date: Mon, May 5, 1997 3.5 4.5
Time: Start: 10:08:41 AM End: 10:12:21 AM 2.5 2.5

Duration: 3 min 40 sec
Cuff Fressure Start: 60 End: 55

-----------------------------------------------------------~-------------------
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FD-497 (Rev. 6-24-87)

Polygraph Examination Worksheet
.E! of Report Date of Examination Bureau File Number IField File Number

\
t.. In of Examination Examiner Name

Examinee Name (Last, First, Middle) , ISSN
Date of Birth Age Place of Birth

rlT lWT sex Marital Status ICurrentAddress

Previous Polygraph Examination language During Exam I Requested By Examinee
DYes o No

Education (Total Years--------J)

Employment HistorylMilitary

"iealthlMedication

'siConvictions

Check One Only FBIEMP/APP Type of Investigation Total ExaminerTime (InclUde Travel)

Subject Special Agent Criminal
Victim Support FCI
Witness Translator Admin. Inquiry Hours
Suspect Contraet PSpp
Asset Applicant Estimated PropertyValue
Informant Leak Case DYes o No WITSEC
Applicant Other Federal

. FBI Employee

Date(s)

Examination Results

TIme In TImeOut lypeTest zoe MGQT RII POT STIM Total

No.Senes
No. Charts
'nstrument Serial No.

1r-c~,",,~::CI-------iRI-""'~o::;::-C------E

Comments (Name ofW/tness or Interpreter)

Pretest Admission
PostTest Admission

Confession
Confession

MEMO 71 - ATI'ACHMENT 2 (FRONT)



Questions
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Ans.



FD-498 (Rev_ 6-24-87)

POLYGRAPH REPORT

DATE OF REPORT DATE OF EXAMINATION BUREAU FILE NUMBER FIELD FILE NUMBER

FIELD OFFICE OR AGENCY REQUESTING EXAMINATION

AUTHORIZING OFFICIAL

EXAMINEE NAME (LAST, FIRST, MIDDLE)

CASE TITLE

REFERENCES

CASE SYNOPSIS/EXAMINER CONCLUSION

MEMO 71 - ATrACHMENT 3

,JCAMINER NAME:

IDATE AUTHORIZED

-FBI/OOJ



FD-524 (Rev. 6-24-81)

#1

PNEUMO

GRS

CARDIO
SUB
TOTAL

#2

PNEUMO

GSR

CARDIO
SUB
TOTAL

#3

PNEUMO

GSR

CARDIO
SUB
TOTAL

PNEUMO

GSR

CARDIO
SUB
TOTAL

I TOTAL

NUMERICAL ANALYSIS SHEET
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EXAMINEE

DATE OF EXAM

EXAMINER

REVIEWER

DATE OF REVIEW

COMMENTS

FBI/DOJ
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MEMO 72
MAN U A L

To:
From:

Subject:

Date:

AIl FBI FOIPA Personnel

1. Kevin O'Brien

Previously Processed Material, Assignments and Handling of

March 31, 1998

Assignment of Requests for Previously Processed Material

When a request is received for records which have been previously processed, excluding
those maintained in the FOIPA Reading Room, the request will be assigned to the PLS who
originally processed the documents. If the PLS is no longer assigned to a Disclosure Unit, the
request will be assigned to any PLS and there should be no unnecessary delay in handling the
request.

Note: Requests for preprocessed files maintained in the FOIPA Reading Room, will continue to
be handled by lPU employees.

Referrals Contained in Preprocessed Releases

In order to streamline the handling of preprocessed releases, it will no longer be
necessary to coordinate referrals to others government agencies that were made in the initial
release. The original processed material should be copied and sent out "as is." If direct response
and/or consultation referrals have been noted in the original release, please advise the requester
that the referrals were not handled in response to his or her request. Language similar to the
following should be used:

"The documents responsive to your request were previously processed for another
requester. In order to provide the infonnation you requested as soon as possible, we have
released the FBI information as it was originally processed. We have not contacted other
government agencies concerning their information in FBI files."
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MEMO 73
MAN U A L

To:
From:

Subject:

Date:

All FBI FOIPA Personnel
J. Kevin O'Brien

Psychological Services for FBI Employees

March 31, 1998

Psychological Services Provided to the FBI

Doctors nd

Doctors an who are no longer under contract with the FBI,
previously provided psychological services to Bureau employees as part of the Bureau's
psychological services program. As ofMarch 1998, Dr. on behalfof himself and
his wife, Dr. _(Social Worker), requested they be given the opportunity to retain
confidentiality on a case-by-case basis. Therefore, Dr.~equested that he or his bb
wife continue to be notified if information provided by them is in a file being processed pursuant
to the FOIPA. Dr_may_be contacted at the
"at telephonenumbe~01 • Since the current work environment
of Dr. is not conducive to receiving telephone calls, advised the
~ouldbe left with him or a message could be left at their home telephone number"
...-, and would return the call. This notification should be done at the Team
Captain level or higher.

Thus, if information provided by the Doctors is located in any document being processed
by FOIPA Section employees, the doctors should be notified. Unless advised to the contrary by
them, the information should be protected by FOIPA exemptions (k)(5)/(b)(7)(D) in order to
protect the confidentiality ofboth doctors. If the information cannot be protected for some
reason such as prior public disclosures, the Doctors should be contacted and notified ofthat fact.

Metropolitan Psychiatric Group

-.Metropilitan Psychiatric Group (MPG) telephone 202-452-9080, is
currently providing psychological services to FBI employees. Information provided by Dr. b(0

• Land/or any member ofthe MPG should be afforded protec..tion for confidentiality
purposes pursuant to FOIPA exemptions (k)(5)/(b)(7)(D). Also, should there be situations where
a document being processed contains information provided by the MPG about a third party
employee, not the requesting employee, the third party information should be protected in its
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'. Psychological Services to FBI Employees

entirety for privacy rights of the third party and the confidentiality ofMPG pursuant to FOIPA
exemptions (k)(5), (b)(7)(D), (b)(6), etc.

Any questions concerning the FBI's psychological services program or specific questions
concerning particular cases should be directed to the Unit Chiefofthe Employment Assistance
Program at extension 5244.
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1\1EMO 74
To:

From:
Subject:

Date:

All FBI FOIPA Personnel

1. Kevin O'Brien

Reading Room, FOIPA

March 31, 1998

Reading Room Appointments

The FOIPA Reading Room is open from 8:00 a.m. to 2:30 p.m., by appointment only,
Monday through Friday, except holidays. Appointments can be made by requesters calling (202)
324-8057 forty-eight hours in advance. It is staffed by employees assigned to the Initial
Processing Unit (IP.u).

If you receive a request to view previously processed material that is not on the Reading
Room list, please prepare the package and provide the documents to Reading Room personnel
before advising the requester to schedule an appointment. All appointments will be made by
Reading Room personnel to insure the Reading Room is not over booked.

Adding Previously Processed Material to the Reading Room

Consideration should be given to adding previously processed material to the FOIPA
Reading Room if the following applies: the material is processed in such a fashion as to make it
releasable to the general public in its excised form; the release could be ofinterest to a large
segment of the general public; and it is anticipated that many additional requests for the
information will be received. However, prior to the submission ofany material considered for
the Reading Room, all direct and/or consultation referrals to other government agencies should
have been sent and a response received with the material processed accordingly.

In order to assist in the maintenance of a neatly organized system ofReading Room
materials, PLSs are requested to submit their processed materials to their Unit Chief. The
material should be placed on a file back with a file cover on top containing notations which
accurately describe the material contained therein (i.e., subject matter, file number, number of
pages). In voluminous cases, each section should be assembled as described above. Each PLS is
responsible for insuring the copy count on the previously processed material is correct and
should furnish a copy of the disclosure letter along with the material to Reading Room
personnel. The PLS should also prepare an electronic communication (EC) to the Reading
Room Subunit describing the material the PLS is forwarding to the Public Reading Room.
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Attached hereto are two examples of the EC.

If additional information is being released on Reading Room subjects as a result of
reprocessing, appeals or litigations, the Reading Room package should be updated through
coordination with Reading Room personnel.



(12131/1995)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/23/1997

To: IPU/Public Reading Room Subunit

I
bb

)••••:crw

•••••••••:, Acting Unit Chief
Disclosure Unit One
Contact: Ext.4IIIfa

From:

Approved By:

Drafted By:

Case ID #: 190-4

Title: PLACING FOrA PREPROCESSED MATERIAL
INTO THE READING ROOM

Synopsis: Preprocessed material pertaining to Jackie Robinson is
available for placement in the FOIPA Reading Room.

Enclosures: Black-out package consisting of 131 pages and
disclosure lette~.

Details: The late Jackie Robinson was the first African-American
to play major league baseball in the United States. His career
spanned ten seasons which began in 1947 until his retirement from
the game in 1956. He was elected to the Baseball Hall of Fame in
his first year of eligibility, 1962. Mr. Robinson later became
an executive in numerous businesses and a member of the New York
State Athletic Commission. While serving as a board member of
the National Association for the Advancement of Colored People
and being associated with many such groups, he was an outspoken
civil rights activist who publicly defended the Black Panthers
organization. He testified before the House Committee on Un
American Activities in 1949. Mr Robinson died in 1972.

The preprocessed material consists of FB!HQ files 100
428850, 9-24780, 9-20570 and three cross-references. A
Department of State document is contained in this package as
declassified and excised by that agency. The original processed
copies are located in HQ file 190-43620 and 190-62179.

cc: 1 
1 
1 - Disclosure
ATE: crw (5)

Room 6941
Room 6941

Unit One (Attn: •••••• , Room 6927

•• MEMO 74 - ATI'ACHMENT 1 (SAMPLE 1)
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(12f31/1995)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: IPU/Public Reading Room Subunit

Date: ~~/23/~997

From: ............' Acting Unit Chief
Disclosure unit One
Contact: •••• Ext.~

Approved By:~

Drafted By: .jsb

Case XD #: 190-4

Title: PLACING FOIA PREPROCESSED MATERIAL
INTO THE READING ROOM

Synopsis: Preprocessed material pertaining to Peter Lorre is
available for placement in the FOIPA Reading Room.

Enclosures: Black-out package consisting of 180 pages and
disclosure lette~.

Details: Peter Lorre was a major motion picture actor during the
1940's and 1950's. He associated with many people who were
involved in left-wing activities. Lorre signed petitions,
appeared at gatherings and sent his written support for leftist
causes. He was the subject of a FBI investigation because of his
fringe involvement. His name appeared in a 1951 Report of the
Senate Fact-finding Committee on Un-American Activities in
California. Peter Lorre died in 1964.

The preprocessed material consists of FBIHQ files 100
351116 (one section) and approximately 100 cross-references.
Completed consultation referrals are incorporated into the
package. The original processed copies are located in HQ 190
25650 and 190-36269.

cc:
bto

++

1. 

~ 
~ - Disclosure
ATB: jsb (5)

Room 6941
Room 6941

Unit One (Attn:

MEMO 74 - ATrACHMENI' 1 (SAMPLE 2)

Room 6927
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MEMO 75
MAN U A L

To:
From:

Subject:
Date:

All FBI FOIPA Personnel

J Kevin O'Brien

Referrals; General Policy (Federal Government Only)
March 31, 1998

Protection of Sensitive Information in Referral Documents

This is to remind aU FOIPA Section personnel of the necessity to protect sensitive
information located in FBI documents referred to other government agencies.

When referring Bureau documents containing other government agency infonnation for
consultation or direct response to the requester, be alert for documents which may contain
particularly sensitive infarmation, such as the true identity of an. informant or classified
information. In certain situations, neither the FBI informant's identity nor the classified
information is needed by the other agency to process their material. Therefore, in these sensitive
situations, the information should be redacted prior to referring the FBI document to another
agency for review of their information.

FBI Documents Which Contain Other Agency
Information Which Can Be Segregated from FBI Material

When processing FBI documents pursuant to the FOIPA, the documents will often
contain other Federal Government agency information which, in many instances, is separate or
easily segregated from the FBI material. In view of lengthy delays at some agencies in
responding to FBI consultations, the document may be prepared for release to the requester with
the exception of the other agency information. This procedure applies only where the other
agency information is segregable and does not require FBI information that is exempt from
disclosure in order to process their infonnation. When referrals are handled in this manner, the

bd.... requester will be advised of the referral and that the other
Government agency win be requested to process their information and make a direct release to
the requester. The other agency will be requested to forward a copy oftheir response to the FBI.
In the event of an appeal and/or litigation, the PLS may be required to contact and follow-up
with the other agency if copies of their response have not been forwarded to the FBI.

It should be noted that a copy ofthe request letter should always be sent to the other
agency when a referral is made.
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Consultation Referrals Returned from Other Government Agencies

When FBI consultation referrals are returned to the FBI following review by the other
agency, they sometimes contain changes in classification. Regardless ofwhether the
classification changes, all consultation referrals returned from other government agencies
containing classified information must be returned to DCU for annotation ofclassification
markings desired by the other government agency. The returned referral documents are being
treated as walk-ups by the DeU, thus eliminating needless administrative requirements and
delays.

Credit for Direct Response Referrals

Effective 7/1/95, PLSs will receive credit for reviewing documents originated by other
government agencies. Therefore, the pages referred to other agencies for direct response are to
be counted as reviewed pages by the PLS.

When referring documents originated by the other agency, refer only one copy of the
document with any FBI information which needs protected blacked out except for the following:

1. CIA· Send two copies of the document (1 black out copy and 1 clean copy)

2. DOl/Civil Rights Division - Send two copies of the document (1 black out copy
and 1 clean copy)

3. DOl/Criminal Division - Highlight or bracket information to be protected and cite
exemption (Do not black out)

4. NSA - Coordinate with PLS assigned to the Unit which handles referrals to NSA
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MEMO 76
MAN U A L

To:
From:

Subject:

Date:

All FBI FOIPA Personnel
J. Kevin O'Brien

Selective Service System

March 31, 1998

Draft Board Information

Effective 2/14/91, Mr. Henry Williams, Selective Service System, advised Draft Board
information pertaining to an individual ofa first party request may be released to that individual.
Likewise, Draft Board information concerning a deceased individual may also be released to
third party requesters. Therefore, DO NOT refer Draft Board information to Selective Service
concerning deceased individuals.
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MEMO 77
MAN U A L

To:
From:
Subject:
Date:

A11 FBI FOIPA Personnel
1. Kevin O'Brien
Special Agent and Support Applicant Interview Fonnsrresting Material
March 31, 1998

Special Agent Interview Forms

Effective 7/14/93, there is no longer a need to protect any infonnation in the captioned
forms listed below, since they are not being used in the current Special Agent selection system.

FD-190
FD-511
FD-510

Special Agent Interview Form
Special Agent Dimension Evaluation Work Sheet
Special Agent Applicant Interview Board Background

Interview Form

Since the implementation ofthe new Special Agent selection system in August of 1994,
no testing material of any kind is being maintained in the applicant's personnel record (67
classification). This material is securely stored in Personnel Resources Unit (PRU) for a time
period of one year, at which time, it is transferred to an off-site location for an additional year.
At the end of this two-year period, aU testing material on a Special Agent Applicant is destroyed.
When processing a personnel file, if it appears that any testing material from the Special Agent
selection process is included in the background portion of the file, contact the Unit Chiefof the
PRU immediately on extension 4991. DO NOT PROCESS OR RELEASE any ofthis material.

"Checklists" of the material contained in testing packages are occasionally found in the
Special Agent applicant file. One such "checklist" is the Checklist for Health Fraud Written
Simulation form. Ifthis check list is found in the applicant file, the PLS should cite the
appropriate exemption for testing material. Other "checklists" of testing packages found in the
applicant file should be reviewed for disclosure on a case-by-case basis.

The'FBI started audio taping the interview process of Special Agent applicants during
1995. The applicant is advised of this before the start ofthe interview. If the cassette tape is
located in the personnel file during processing, contact the Unit ChiefofPRU on extension
4991. DO NOT PROCESS OR RELEASE this tape.
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Support Applicant Intervit;w Forms

Ifthe LTIPLS finds the Support Applicant Interview Form (FD-190a) in the
background portion ofa personnel file with a revision date prior to 9/4/96. the form is to be
released in its entirety with the exception ofany FBI employees names which should be
protected pursuant to the appropriate FOlPA exemptions. Currently, the 9/4/96 revised version
contains specific inteIView questions, responses and ratings which, if released, would give an
unfair advantage to future support employee applicants. Therefore, this infolltlation on the
current version of the FD-190a should be exempted as testing material. If the current version of
this form is found in the personnel file during processing pursuant to an FOIPA request, the form
should be removed and sent to PRU at Room PA-750. A copy of the FD-190a dated prior to
9/4/96 is attached.

In addition, any Clerical Selection Battery (CSB) interview documents (e.g., FD-799
and FD-800) should not be contained in any personnel files since field offices are instructed to
send these to the PRU for maintenance and destruction (after two years). However, PRU is
aware that the ens Division in West Virginia made copies ofall their interviews and included
them in packages submitted to the Applicant Unit for background investigations. These
interviews are removed from the files as detected, but there are of some CSB documents that
remain in the personnel files. In the event these documents are found in personnel files when
processing pursuant to an FOIPA request, they should be removed and sent to PRU at Room PA
750.

During 1997) the FBI started audio taping the interview process of support applicants.
The applicant is advised of this fact before the interview is started. If the cassette tape is located
in the personnel file at the time ofprocessing, the tape should be removed from the file and sent
to PRU at Room PA-750. DO NOT PROCESS OR RELEASE this tape.

When the FBI receives a Privacy Act request for material related to the Special Agent or
clerical applicant testing and interview process, IPU personnel will place a note (copy attached)
in the request folder confirming they advised PRU of the existence ofthe request. When
processing such a request, the PLS should contact eithe Unit 2, extension 4-
••~br Unit 3, extension 4 who have been designated as liaisons to

review this restricted material. These individuals will verify that the material is responsive,
provide a page count and advise as to the releasabilityofthe material.
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MEMO 78
MAN U A L

To:

From:
Subject:
Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Special Agent and Support Employee Names and Initials
March 31, 1998

INITIALS OF FBI EMPLOYEES

Effective May 6, 1997, the initials of FBI employees, both handwritten or typed, will no
longer be deleted as a routine practice, but rather handled on a case-by-case basis. Consideration
should be given to the age and type of investigation as well as the likelihood of retribution by the
requester or others involved in the investigation. If it is determined that there is a foreseeable
harm in the release of the initials and the decision is made to protect them, Exemptions (b)(2)
and/or (b)(7)(F) should be cited.

NAMES OF FBI EMPLOYEES

In general, names ofFBI personnel should continue to be withheld pursuant to
Exemptions (b)(6) and/or (b)(7)(C). However, in processing documents for release, the names of
high level FBI officials (Section Chieflevel and above) should be released. Additional
exceptions to releasing FBI names other than high level officials would be: 1) if a case involved
reporting of the news media and wide publicity was given to the case and the FBI employee; 2)
if the FBI employee is deceased~ or 3) the requester has provided sufficient infonnation which
would make withholding the name impossible to justifY ifchallenged in Coun.

FBI Employee Names Located in Personnel Files

In accordance to Section policy, the applicant background portion ofpersonnel files is to
be exempted from the Privacy Act pursuant to (k)(2). Therefore, when processing this portion of
the personnel file, the names of FBI employees who are operating in their official capacity (other
than high level officials) should be protected pursuant to exemption (b)(7)(C).

FBI employee names located in the "on board" portion ofpersonnel files should be
released in most instances unless a clearly unwarranted invasion ofpersonal privacy exists. If a
privacy factor is warranted, the withheld information should be identified as "third party"
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information along with Exemptions (b)(6) aneIJor (b)(7)(C) being cited. The following language
should also be included on the disclosure letter:

"The documents responsive to your request contain personal information about other
indiViduals, without whose written consent release to you is precluded by the Privacy Act, Title
5, United States Code, § 552a(b). This infonnation is exempt under the Freedom ofInfonnation
Act, Title 5, United States Code, § 552 (b)(6) and/or (b)(7)(C). This information was not used
by the FBI to make any determination about you.*"

"'The last sentence may not be appropriate for every release; use it at your discretion.



Procedures for FOIPA and DCU Access to Material
Maintained in the Special File Room (SFR)

Material maintained in the SFR is considered extremely sensitive for a number of
reasons; consequently, access to this material must be limited and strict controls maintained.

Recognizing the need to process such material in accord with the FOIPA and the
necessary classification reviews in connection therewith, the following procedures for access to
this material must be followed:

(1) When the LTtPLS calls a file that is maintained in the SFR, he/she will be advised
that the file is permanently charged out or a peo. When this happens, the LTtPLS should
wait for the SFR to advise himlher to pick up the filets) inRoo~ bel

(2) The handling of the material while charged out from the SFR must be restricted only
to those employees having a "need to know." If the file(s) is kept out of the SFR overnight, it
must be secured in a safe-like cabinet.

(3) If the material needs to be processed through the DCU, the LTtPLS should fill out
the OPCA-I8 form listing the file(s) needing review and indicate after the file number "file is in
theS~ June Mail folder or Top Secret folder." The LTtPLS will return the file/folder to the
SFR. The file/folder maintained in the SFR can not be transferred from person-to-person
or office-to-office. The ncu employee handling the classification review will obtain the
file/folder from the SFR for their review. Upon completion ofthe classification review, DCU
will forward the OPCA-18 form with their addendum to the LT/PLS and return the file/folder to
the SFR.

(4) When it is necessary to duplicate SFR material for FOIPA processing, the material
must be returned to the SFR with OPCA-19 form (formerly 4-690), duplication form, attached
indicating exactly what is to be duplicated. The SFR will call the LTIPLS when the duplication
is completed.
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Special File Room

(5) If copies are made for processing, the copies must also be secured overnight in a
safe-like cabinet.

. (6) When the PLS closes a case which includes a copy ofmaterial from the SFR, the
PLS should hand carry the disclosure letter and aU ofthe processed documents to the SFR for
filing. If the PLS referred a copy ofa document(s) maintained in the SFR to another Federal
Government agency and is attaching a copy of the referred document(s) to the yellow ofthe
referral form, the referral with enclosure must also be sent to the SFR for filing. This also
applies to any referral response enclosing a copy of a document(s) maintained in the SFR
All other FOIPA mail should be sent to the 190 Processing Subunit in IPD.

(7) All material from the SFR must be hand carried to and from the SFR.

Review of Special Compartmentalized Information (SCI) Material

Special security clearances are required to review or handle certain "Top Secret" files or
documents which contain SCI material. If the LT/PLS is notified by the SFR that he/she does
not have the appropriate clearance to review the classified material requested, one of the
following PLSs should be contacted to conduct the review. It is recommended that the
individual contacted be from the same unit as the PLS handling the case.

Disclosure Units:

Litigation Unit:

Unit 1
Unit 4

Help Desk:

• Unit 3

All Team Captains in DeU are afforded SCI clearances. However, should there be any
questions concerning classification matters on a case prior to OCU review, the LT or PLS should
initially contact the DCU Administrative Team Captain.

Currently, there are no RMU employees with an SCI clearance. If an RMU employee
has been advised by the SFR that they do not have the proper clearance to review the file
material, they should contact one of the Disclosure PLSs listed above.



Attorney General Notification to Agent Personnel in Response to
Issuance of Subpoena Duces Tecum

By memorandum dated 6/21/82, the Office of Information and Privacy (OIP), Department
ofJustice advised that it was no longer necessary for the FBI to refer to alP for processing
copies of routine notifications sent from the Attorney General to SACs and/or Agents concerning
their appearance in a local court in response to a Subpoena Duces Tecum. Generally these
notifications are in the form of a teletype from the AG to a named SAC and specified Agents
within the Field Office who have been requested to appear in a local court to testify about and/or
produce information contiirted in Departmental files, including those ofthe FBI. The AG's
teletype states that if the AUSA is unsuccessful in quashing the subpoena, the Agent(s) is
authorized to appear pursuant to the subpoena, but directs that they respectfully refuse to testify
or produce any documents in compliance with Departmental Order 381-67.

Referral of these notifications need not be made to OIP so long as they contain no other
substantive information and the only material being deleted is the name ofa Special Agent.

Subpoena Duces Tecum Statements

At times, FBI documents may contain information obtained from sources such as financial
or commercial institutions which may not be generally available to the public. In these instances.
the source (i.e., financial institution, etc.) may provide the information to the FBI, however, may
use the disclaimer to the effect that "this infonnation may not be released to the public in general
without the issuance a subpoena duces tecum.'·' When this statement or a statement similar to this
appears in an FBI document, the information and the source should be protected pursuant
Exemption (b)(7)(D) and be considered as an expressed grant of confidentiality.
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To:
From:

SUbject:

Date:

All FBI FOIPA Personnel
J. Kevin O'Brien

Substantial Equivalents ofMain Files
March 31, 1998

Pursuant to the searching procedures established by the Initial Processing Unit (IPU) in
February 1997, "main file equivalents" will be listed on the search slips.

A "substantial equivalent ofa main file" exists when the subject matter ofa FOIPA
request is included in, or indexed as, the subject ofa serial or reference in one or more of the
following classifications or files:

All - Os
AlI- 625
All - 63s

64-32001
65-69260

AlI- 66s
All - 94s

100-3-Sub 104
100-358086
100-434445
100-436291
100-446533
100-448006
100-449698
105-1

105-7
105-16424
105-70374
105-93124
105-99938
105-174254
105-190290
121-1
140-1
157-6-Subs
157-9
174-1
174-2
174-3

These are serials or references which, by their nature, could logically establish a main file
on their own. It should be noted that the nature of the information in the document, not the
method arfiling it, determines whether or not it is a "substantial equivalent."

When the search slip contains what appears to be a "cross-reference" in one ofthe above
listed classifications or files, it must be reviewed and determined ifit is responsive to the subject
of the FOIPA request. Ifthe serial/reference meets the above criteria and is responsive to the
request, it will be processed for disclosure as a main file.
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To:

From:

Subject:

Date:

All FBI FOIPA Personnel

J. Kevin O'Brien
Telephone Application

March 31, 1998

The Telephone Application (TA), formerly known as the Computerized Telephone
Number File (CTNF), supports FBI investigative squads in collecting, analyzing and processing

b;;). telephone data obtained during investigations.

bJe

The main value ofusins' the TA is the ability

When processing a FOIPA request that contains information which refers to TA or the
former CTNF, the mere mention ofthese systems should be protected pursuant to Exemption
(b)(7)(E) since they are not systems of records and their use is not generally known to the public.
In addition, all FBI infonnation or documents that reflect or denote~ infonnation or the~
of information that has been entered into these systems such as the FD-450 (Attachment 1)
should be denied from public disclosure pursuant to the same exemption.
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MEMO 83
To:
From:
Subject:
Date':

All FBI FOIPA Personnel
1. Kevin O'Brien
Third Party Requestsrrhird Party Information
March 31, 1998

Third Party RequestslInformation

Ifa person makes a request for information concerning himself, this is referred to as a
"first party" request. Ifa person makes a request for information aboutanother person, an
organization, or incident, this is referred to as a "third party" request. Personal information
concerning someone other than the requester, whether in files responsive to first or third party
requests, may be described as third party information. Third party requests and third party
information should be processed pursuant to the following instructions.

Third Party Requests

Ifa person makes a request for the records ofa third-party and the requester provides
proofofdeath or the authorization (privacy waiver), lPU will acknowledge the receipt ofthe
third-party request, conduct a search for records and handle accordingly.

If IPU receives a request for records concerning a widely acknowledged investigation
concerning a third party (i.e., 0.1. Simpson), and the requester does not provide proof ofdeath or
the authorization (privacy waiver), IPU will send a letter to the requester advising that the FBI
needs either proofofdeath or the authorization from the subject oftheir request, and without

'either one or the other, only public source material such as court records, newspaper clippings,
etc., will be processed for release. The requester is also advised to let the FBI know in writing if
public source material is desired (See Attachment 1).

Ifa person makes a request for records concerning an investigation pertaining to a 'third
party that is not widely acknowledged, and neither proofofdeath nor the authorization are
provided, IPU will send a letter to the requester advising that either proofof death or the
authorization must be submitted. The letter also advises the requester that without either of the
above, such records, if they exist, are exempt from disclosure pursuant to Exemptions (b)(6) ano
(b)(7)(C) ofthe FOrA, Title 5, United States Code, Section 552 (See Attachment 2).
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Proof of Death

The guidelines concerning the proof needed before processing and releasing records
about a subject whom the requester asserts is dead are as follows:

1. The subject ofa third party request should be presumed to be alive unless there is a
record confinning death. The record ofdeath can be a death certificate, obituary, or
recognized reference source (e.g., Who Was Who in America).

2. A mere assertion by a requester that" a subject is dead is not sufficient proofofdeath.

3. Death can be presumed ifthe requester asserts the subject is dead, and there is proof
that the subject is at least 100 years old.

4. Ifour own records establish death, then that is satisfactory.

Waivers of Privacy

Waivers ofprivacy require careful analysis, since there is significant potential for an
inadvertent violation of the Privacy Act's disclosure prohibitions if a waiver is interpreted
inaccurately or if a waiver is insufficient. A waiver does not authorize anything more than what
is stated in the waiver itself The waiver should be compared with the request letter to ensure
that a limited waiver is not misquoted by the requester. Ifany aspect ofthe waiver is not clear,
the request should be brought to the attention ofsupervisory personnel for additional review.

Waivers ofpersonal privacy must be signed by the person waiving privacy, preferably in
the presence ofa notary, must specifically identify the person waiving privacy (including full
name, date ofbirth and present address), and must be specifically directed to the FBI, pennitting
the FBI to release personal information (about the person executing the waiver) from its files.
The waiver should be dated within a reasonable time period preceding the request, and the
original copy of the waiver must be provided to the FBI.

Third Party Information

Infonnation in FBI files concerning third parties which has not been provided by the
requester, and which is not outweighed by a public interest in disclosure, should be denied
pursuant to Exemption (b)(7)(C). An exception to this general standard will involve historical
processing, wherein substantive information concerning third parties may be considered for
released.

•
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Information in FBI files concerning third parties which h3s .been provided by the first
party requester will be processed to protect the identity ofthe third parties pursuant to
Exemption (b)(7)(C). This may require the redaction ofthe third party's name, or it may require
the redaction ofsignificant portions ofthe substantive infonnation, ifan identifiable profile
would otherwise be revealed. Although considerable flexibility and judgement will be required
to determine how much information can be released without identifying the third party, the
standard should be to protect all information which would identify the third party to a member of
the public who does not have inside infonnation about the case. The special knowledge ofan
individual requester should not be considered. This balances the right ofa first party requester to
know what infonnation a governmental agency may have recorded from his own statements to
that agency, while still protecting the privacy interests ofpersons who have been mentioned in or
been the subject of an investigation.

Third party information in government files being processed pursuant to a first or third
party request must be weighed between the public's right to know and the individual's right to
privacy. In balancing the public interest in disclosure against personal privacy rights of
individuals, the reviewer should first determine that a right ofprivacy exists. Unless the
infonnation at issue can significantly contribute to a public understanding ofgovernment
operations and activities, the privacy interest should prevail and disclosure ofmore than public
source information in widely acknowledged cases would be unwarranted. For additional
information concerning the balancing of interests in personal infonnation, see FOIA Update,
Vol. X, No- 2, Spring 1989 edition, published by the Office ofInformation and Privacy, u.s.
Department ofJustice (See Attachment 3).

'-"



Dear Requester:

U.S. Department of Justice

Federal Bureau of Investigation

Washington. D. C. 20535

Request No.

Re:

....__ •...

The records responsive to your Freedom of Information
Act (FOIA) request pertain to the investigation of third party
individuals. In order to process any records other than
public source material, we need either proof of death or the
authorization (privacy waiver) from them. The only information
subject to processing under the ForA without either of the above
would be public source material (court records, newspaper
clippings, etc.). Such material mayor may not be contained in
our records.

If you want us to search for any releasable public
source information responsive to your request, please let us know
in writing. In addition, to enSure an accurate search of our
indices, please provide the complete name, as well as ~he date
and place of birth of the subject or subjects involved in the
investigation if you have not already done so.

Proof of death can be a copy of a death certificate,
obituary, or a recognized reference source. We ask that waivers
of personal privacy be notarized. Waivers must specifically
identify the person waiving privacy (including full name,
date and place of birth, and present address), and must be
specifically directed to the FB!, permitting the FBI to release
personal information from its files about the person executing
the waiver. The waiver should be dated within a reasonable time
period preceding the request, and the original copy of the waiver
must be provided to the FBI.

Without proof of death or appropriate authorization,
the disclosure of law enforcement records or information about
another person is considered an unwarranted invasion of personal
privacy. Such records are exempt from disclosure pursuant to .
exemptions (b) (6) and/or (b) (7) (el of the FOrA, Title 5, United
States Code, Section 552.

MEMO 83 - ATTACHMENT 1



You may submit an appeal from any denial contained
herein by writing to the Co-Director, Office of Information and
Privacy, U. S. Department of Justice, Suite 570, Flag Building,
Washington, D. C. 20530, within 30 days from receipt of this
letter. The envelope and letter should be clearly marked
"Freedom of Information Appeal." Please cite the ForA request
number assigned to your request so that it may be easily
identified.

Sincerely yours,

J. Kevin O'Brien, Chief
Freedom of Information-Privacy

Acts Section
Office of Public and

Congressional Affairs

2



OPCA-lO (12-3-96)

U.S. Department of Justice

Federal Bureau of Investigation
935 Pennsylvania Ave.,N.W.

Washington, D.C. 20535-0001

Subject of Request:

FOJPA No.: _

Dear Requester:

A~y of your letter asking for information maintained by the FBI under the Freedom of
Information Act (FOIA) concerning another individuaI(s) is being returned to you.

Before we commence processing your request for records pertaining to another individual(s), we ask
that you submit to the FBI either proof of death or a privacy waiver from that person. Proof of death can be
a copy of a death cenificate, obituary or a recognized reference source. Death is presumed if the birth date
of the subject is more than 100 years ago. Without proof of death or a privacy waiver. the disclosure of law
enforcement records or information about another person is considered an unwarranted invasion of personal
privacy. Such records, if they exist, are exempt from disclosure pursuant to Exemptions (b)(6) and/or
(b)(7)(C) of the FOIA, Title 5, United States Code, Section 552.

Enclosed is a Privacy Waiver and Certification of Identity form. (You may make additional copies if
you are requesting information on more than one individual.) The subject of your request should complete
this form and then sign it, preferably in the presence of a notary. The original privacy waiver must be
provided to the FBI.

In order to ensure an accurate search of our records, please provide your subject's complete name,
date of birth and place of birth, if you have not already done so.

Once you have provid~ us with the necessary information, as described above, we will conduct a
search of our records and advise you of the results.

This response should not be considered an indication of whether or not records responsive to your
request exist in FBI files.

You may submit an appeal from any denial contained herein by writing to the Co-Director, Office of
Information and Privacy, U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530-0001,
within 30 days from receipt of this letter. The envelope and the Jetter should be clearly marked wPreedom of
Information Appeal.· Please cite the FOIA number assigned to your request so that it may easily be
identified. .

Sincerely yours,

Chief
Freedom of Information

Privacy Acts Section
Office of Public and Congressional Affairs

All Attached Correspondence Must Be Returned To The FBI With This Letter

Enclosure MEMO 83 - ATTACHMENT 2



Full Name:

Currenl Address:

Date of Binh:

Privacy Waiver and Certification of Identity

Place of Birth:

Under penalty of peJjury. I hereby declare thal I am the person named above and I understand 'that any

falsification of this statement is punishable under the provisions of Title 18, United States Code (U .S.C.),

Section 1001 by a fmc of nol more that $] 0,000or 'by imprisonment of not more than five years, or both;

and that requesting or obtaining any record(s) under false pretenses is punishable under the provisions of

Title 5, U.S.C.,Section SS2a (i)(3) as a misdemeanor and by a fmc of not more than $5,000. J hereby

waive my right to privacy, and I authorize the FBI to release any and all information relating to me

to:
(Attorney or other Designee)

Your Signature:

Subscribed and sworn to before me, this

year of 19 _

Signature of Notary:

My Commission Expires:

Notary Seal or Stamp

________dayof
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MEMO 83 - .ATTACHMENT 3
FOlA Counselor

Exemption 6 and Exemption 7(C):
Step-by-Step Decisiomnaking

(

1he~ Cca.ln'$ decisiCl1 1n Ile:parprent of
"Justice v Rgpon:ers Camtinee for Freed::nl of the
~, 109 S. Ct. 1468 (1989), greatly affects the
proteetial of personal priV<iCy inb:rests urder tN
Freedan of InfODllaticn ItJ:;t. "!he new ~di%lg prin
ciples set forth in Remtters Cgmdtt«. Wdcll are
applicable to EXe:!ptial 6 and txenptial 7(C) of
the kt alike, alter the 1!BC:himi.cs of the basic
"ba1anc:ing process" by \ohi.ch privaq-protection
decisions are to be made uroer these e.xerrt>tlons.
Belew is a step-by-step guide to the deciSiOl"lllak
1.ng process that t'PoI' sh::cld be follCJloled uOOer both
~~it7il 6 am ~tion 7 (C):

S11:P CH:: IEII:RMINE \lHEIm1t A~ IU
VICi DmREST IS :IN\lOLVEI).

1he first step in considering the possible
applic.ahilit:y of El<a:pticm 6 or ~tion 7(C)
(or-ce it.s threshold Teq,ri:rment is passed) is to
c1etem.ire lihe~r d1scloSlJl'.'e ~d threaten a
personal privacy interest. There first JD,.,lSt be a
viable privacy interest in the requested infoma
tion for crrry ~r consideration of privacy
~tion proteel:ion to be appropriate. See ,
.£...&:.. FOIA Update, Sr..mrer 1986, at 3-4. Re::rEr.ber:
To qualify, the infonnatioo IIl.1St involve the pri
vacy interest of an identifiable: living person.
See £PIA lpte. Sept. 1982, at 5. Possible Fe
suIt:: If ro personal privacy interest is involv
ed, then the privacy execptions clo rot awly.

SID' 'N:): ~ WHE'DiER A RJBUC IN'm\
EST IS lWOLVD>.

Ch::e a Viable personal privacy interest is
ident:ified, the~ shifts tNet' to the "p.bUc
interest" sicle of l:he balan::.e. Here, full consid
eration ~d be given to 00.. di.sclOSlJ:l':e loonlld
benefit the general pblic, ~ only in l~t of
the c:ontent and c:on~"t: of the iI'lfotmation 1n
question. Rszezber: '1he nq.JeS~r' s partic:ular
~, ci.rCl.nstanees, and pt"ClpCl$ed use flO longer
are UI be CCln';idered; this ueans that a ~
er'.$ own "socially useful purpose" flC\o1 receives ro
special attention. 109 S. Ct. at 1480-81 & n.20.
Possible Resulc: If disclosure to the gereral
pblic ~d serve ro ptblic interest at all, then
any identified privacy interest srow.d be proteC
ted U'rler the applicable prlwcy el'.erq:don.

SIEP '.tHREE: 1EIm'ONE WEJHER AN rte."I'lF.IED
roBLIC~ tp...UFIES FtR cnS!DE1lJJICN.

'Jl"e ~ step, required mw for the first
time t.n1er Reporters Qcnrrinee, is to detell:lli.re
lohether an identified pblic interest actually

qJB11.fies for balsn::~ \lU!r the ~ Rfmrters
Q.:mnittee pbl1c interest stlilrdard. ~ 109 S.
Ct. at 1482. Ra1:Jf!nber: cnl.y 1£ an identified
pb11c interest falls within the Act's ·core p.zr
poSe" of "sl-ed{d.!.ngl li£Jlt an C\ 8f1!rCJ'$ perfom
an:::e of its st:atutoty dJties,· does it qualify for
in:lusion in the balan:~ prcc:ess, M. at 1481
83. lnfomatian that "~ little or ro~
.about an agrcy's own can:iIc'C" does rot ueet this
~ pblic 1nter~ st:al:"dard. ~,at 1481.
Possible Result: If dtsclosure wuld serve ro
"core p.n-pose" interest, then arrj identified pri
vacy interest sh:W.d be protected \.I'.der the ap
plicable privacy ~tion.

STEP FllJR: P.aAl.AN:L 'mE~ PPJ)/1C'l IN
'lERE:ST .AG\.Im! JBl~ FUBLIC INIDESl'.

lastly, if it is deteI:Xllired that a td>lic in
terest ~ify1ng urder the J3,ep0tters Qroittee .
st:arx3ard is present, then that interest sh:Wd be
'balarud against the -personal privacy interest
identified at the o.J.tset. 'nlis balarc~ process
recessarily requires Selle asse.ssmmt arrl CCIlparl
Sa'l of the relative magnio.rles of the two inter
ests. See. e,g., lOlA Update, llinter 1986, at 4.
Reas:ber: At this stage, the clecisi~pro
cess bec.alEs the sate as the one traditionally em
ployed urrler the Act's privacy exstptians. ~
f'OJA yPdate, Spring 1988, at 3. Possible Results:
If the privacy interest is greater, tb:!n it s1nJJ.d
be protected under the applicable privacy exenp
tion; if the pblic interest is greater, then tile
privacy ~tions do rot apply.

Additlalal O:x1s1deratia1s
In follM.rig this step-by-step decis~

process, certain additi.onal OOIt'ISiderations, 'otU..ch
will apply in Sale cases, sh:::uld be kept in 1Xli.rli.
First, l!lrrj pblic avidlsbility of the Womation
in ~tial will disqualify it fran privacy pro
teetim enly 10here it fails the new "practical ob
scurity" stan:lard. ~ 109 S. Ct. at 1485. Sec
cn:l, the re:iaction of all identifying infomation
saDetiJEes will be sufficient to protect privacy
.interests, scneti.Des n>t,~ \J'l'.llX'l the na
bJre of the records in full conteXt of'the re
quest. See. e,g,. Carter v, Deparment of Can
perce, 830 F.2d 388, 391 (D.C. Gir. 1987); ~
~ FPlA Update, Sprirl; 1986, at 2. f'inally,
.sane Wotmaticn, as with the "rap sheets" ~t
in Rep?rters Q;gmittee itself. my be appropriate .
for "categorical" wit:i'mldirlg. ~ 109 S. Ct. at
1483-85; see also ;PIA J¥1ate, Spri.ng 1989, at 6.
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MEMO 84
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To:

From:

Subject:

Date:

All FBI FOIPA Personnel

1. Kevin O'Brien

Undercover Operations
March 31, 1998 .

The recording ofan undercover contact is usually made on an FD-302 by the office
responsible for the undercover operation and since the targets/subjects may reside or work
anywhere in the country, copies of the FD-302 may appear in substantive files ofother field
offices. The contact with the subject may have been productive or unproductive; prosecution
may have ensued or the investigation of the individual may have been closed. Theundercover
operation which generated the contact, however, could still be operative.

The FD-302 may be prefaced in the following manner: "On (date) SA._..........,,~""'--_,

using the undercover name (Name), contacted (Subject) at (Address)
References to the contact, however, could appear in any format or communication.

An unintentional disclosure of information regarding the contact to the subject could
jeopardize an ongoing operation and the agents who are in contact with other individuals known
to the sub"ect of the closed case.

To prevent this possibility, the Undercover Operations Unit, Division 6, as well as the
office responsible for the undercover operation, should be contacted to determine ifthe
operation is still functional and if disclosure of the document in question would jeopardize the
operation.

b7c-
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To:

From:

Subject:

Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

Visual Investigation Analysis (VIA) Chart

March 31, 1998

Visual Investigation Analysis (VIA) Chart

The VIA chart, which is prepared by the VIA Group of the Criminal Investigative
Division, is one continuous roll of paper and its size is determined only by the complexity of the
case. It is utilized in rather large cases, especially white-collar investigations, to show all
important events in a case.

For example, during the processing of a field office file pertaining to a kidnaping
investigation, a VIA chart measuring 11;2 feet in width by 35 feet in length was located. Neither
the field office, nor FBlliQ, had a machine capable of reproducing a document of this size. At
the suggestion of the VIA Group, a memo was written from Division 4 to Division 6 requesting
reproduction of the chart. Thereafter, the chart was reproduced by the VIA Group at another
Government agency having a machine capable of photocopying this document. The duplication
fee incurred by FBlliQ was 39 cents per foot, which was passed on to the requester. Since the
chart required the assertion ofFOIPA exemptions, a second copy was prepared in excised form
which was feasible for maintaining in the 190 file.

In the past, the VIA charts were retained by the VIA Group. However, they are now
being incorporated into FBlliQ files and may be encountered by PLSs as a bulky enclosure to
the main file. These charts are merely a recapitulation of information contained elsewhere in the
file, are difficult to reproduce, and may contain exempt material. PLSswho receive requests for
VIA charts or who locate one of the charts while processing either FBIHQ or field office files
are to ensure that the Disclosure Unit Chief and/or the FOIPA Section Chief is notified prior to
any processing. In most instances, it may be more practical to first advise the requester of the
duplication fees involved, since there could be an exorbitant charge, or there may be no
additional substantive information available for release on the chart.
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To:
From:
Subject:
Date:

All FBI FOIPA Personnel
. 1. Kevin O'Brien

White House Referrals and Consultations
March 31, 1998

The following is the full text ofa memorandum sent by Associate Attorney General
Webster L. Hubbell to the principal FOIA administrative and legal contacts at all federal agencies
on November 3, 1993, regarding the FOIA consultation procedures required for any White
House-originated record or information found in agency files:

"The purpose ofthis memorandum is to set forth the procedures to be followed by all
federal agencies for the handling of any White House-originated record or information that is
found responsive to an access request made under the Freedom ofInfonnation Act,S U.S.C. §
552 (1988).1"

"In processing FOIA requests, agencies searching for responsive records occasionally find
White House-originated records (or records containing White House-originated information) that
are located in their files. These records raise special concerns, including questions of
executive privilege, and require special handling-·particularly in light of the White House's
unique status under the FOIA."

"By its terms, the FOrA applies to "the Executive Office ofthe President," 5 U.S.C.
§552(f), but this term does not include either 'the President's immediate personal staff or any
part of the Executive Office·ofthe President 'whose sole function is to advise and assist the
President.' Meyer v. Bush. 981 F.2ed 1288, 1291 nJ (D.C. Cir. 1993) (quoting H.R. Rep. No.
1380, 93d Cong., 2d Sess. 14 (1974); see also. e.g., Soucie v. David, 448 F. 2d 1067, 1075
CD.C. Cir. 1971). This means, among other things, that the parts ofthe Executive Office ofthe
President that are known as the 'White House Office' are not subject to the FOIA; certain other
parts of the Executive Office ofthe President are."

"In coordination with the Office ofthe Counsel to the President, the Department ofJustice
has determined that agencies should implement the following FOlA procedures regarding all
White House related records or information found in their files. Please note that these procedures
prescribe 'consultations,' which do not involve a transfer of administrative responsibility for

IThis memorandum supersedes the Department of Justice's January 28, 1992
memorandum on this subject.
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responding to a FOIA request, as distinct from complete record 'referrals.'2 In all instances
involving White House records or information, your agency will be responsible for
responding directly to the. FOIA requester once the process of consultation is completed."

"1. RecQrds originating with any part of the 'White House Office'] should be forwarded
to the Office oftbe Counsel to the President for any recommendation or comment it may wish to
make, including any assertion ofprivilege, prior to your response to the FOIA requester. Please
be sure to advise the White House Counsel's Office ofany sensitivity that these records have from
the perspective ofyour agency and whether you believe any FOIA exemption applies. Ifafter
considering the possibility ofdiscretionary disclosure in accordance with the Attorney General's
FOIA Memorandum ofOetober 4, 1993, you believe that a FOIA exemption applies, you should
mark each record accordingly to facilitate review by the Counsel's Office ofyour proposed
response."

"All such consultation communications should be forwarded to the White House
Counsel's Office at the following address:

Office ofthe Counsel to the President
The White House
1600 Pennsylvania Avenue, N.W.
Washington, D.C. 20500

"Please note that many records originating with the White House Press Office. such ilS
"Press Briefings" and "White House Talking Points" (unless they are marked as, or appear to be
drafts), are in the public domain and thus may be disclosed without consultation. Questions
concerning records likely to be in the public domain should be referred to the White House

211See FOIA Update, Summer 191, at 3-4 ('OIP Guidance: Referral and Consultation
Procedures') (further discussing differences between these two procedures).

JItThe 'White House Office' includes, among other components. the Offices of the
President, Cabinet Affairs. Chiefof Sta.ff, Communications, First Lady, Counsel to the President,
Intergovernmental Affairs, Legislative Affairs. Management and Administration, Operations,
Political Affairs. Presidential Personnel, Public Liaison, Scheduling and Advance, Staff Secretary,
Correspondence, Visitors, Policy Development, Domestic Policy Council, Environmental Policy,
Council ofEconormc Advisors, National Economic Council, Assistant to the President for
National Security Affairs and Deputy Assistant to the President for National Security Affairs,
Assistant to the President for Science and Technology, and the Presidents Foreign Intelligence
Advisory Board. The White House Office also includes task forces and working groups created
by the President or an official in the White House, and reporting to the President Of an official in
the White House, including, for instance, the National Performance Review."



.;

FOIPA Numbered Memo 86
Page 3·
White House Referrals and Consultations

Counsel's Office as well:'

"It is possible that a record originating in the White House Office (or in the Office ofthe
Vice President--see below) will be one over which the White House Office (or the Office of the
Vice President) has retained control. in which case it will not be an 'agency record' subject to the
FOIA even though it is located by a federal agency in response to a FOIA request. Accord. e.g.,
Goland v. CIA, 6707 F.2d 339, 345·48 (D.C. Cir 1978) (honoring 'retention of control' by non
FOIA entity), cect. denied, 445 U.S. 927 (1980; see also Paisley v. CIA" 712 F.2d 686, 692-94
(D.C. Cir. 1983); Holy spirit Ass'n v. CIA, 636 F.2d 838,840-042 (D.C. Cir. 1981), Any such
records should be identified for special handling."

"2. Any record originating with the Office of the Vice President or any orus component
offices, offices which likewise are not subject to the FOIA should be forwarded for consultation
purposes to the Office ofthe Counsel to the Vice President. Old Executive Office Building, Room
269. Washington. D.C. 20501."

"3. All records onginating with other offices within the Executive Office of the President
(EOP--including the Office ofAdministration; the Office of Management and Budget~ the Office
of Science, Technology and Space Policy; the Office of the U.S. Trade Representative; the
Council on Environmental Quality; and the Office ofNational Drug Control P'olicy--should be
forwarded to the FOIA officers ofthe relevant individual EOP offices. This, again, is for
consultation purposes only; agencies remain responsible for responding directly to the FOIA
requester once these EOP consultations have been completed. For your convenience, a contact
list for these EOP offices is attached."

"4. Responses to FOIA requests for any classified White House records or records
originating with the National Security Council should be coordinated with Ms. Nancy V. Menan
of the National Security Council at the following address:

Director of Information Disclosure
Office of Information Disclosure
National Security Council
Old Executive Office Building, Room 392
Washington, D.C. 20506

Records originating with the Assistant to the President for National Security Affairs or his deputy
should continue to be treated as records originating in the White House Office (see footnote 3
above)."

"Ifany question arises regarding these procedures, either generally or in any particular
case? please do not hesitate to contact Margaret Ann Irving, Acting Deputy Director ofthe Justice
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Department's Office ofInfonnation and Privacy, at (202) 514-425 I."

"Executive Office of the President-Agencies Subject to the FOIA"

Council on Environmental Quality
Deputy General Counsel
722 Jackson Place, N.W., Room 31
Washington, D.C. 20006

Office ofAdministration
Director, Administrative Services Division
Old Executive Office Building, Room 350
Washington, D.C. 20500

Office ofManagement and Budget
Deputy Assistant Director for Administration
New Executive Office Building, Room 9026*
Washington, D.C. 20503

Office ofNational Drug Control Policy
FOIA Officer /
750 17th Street, N.W., 8th Floor
Washington, D.C. 20500

Office of Science, Technology and Space Policy
Executive Director
726 Jackson Place, N.W., Room 5013
Washington, D.C. 20500

Office oftheU,S, Trade Representative
FOIA Officer
600 17th Street, N.W., Room 222
Washington, D.C. 20506

* OMB requests that records be forwarded to the attention ofDarrell A. Johnson at this address.
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All FBI FOIPA Personnel

J. Kevin O'Brien

Witnesses - Protection of Infonnation Provided in Confidence to the FBI by
Persons Who Subsequently Testify in Criminal Trials
March 31, 1998

FBI records, such as FD-302s, often contain information provided on a confidential basis
by persons who subsequently testify in criminal trials. The issue to be considered is whether
Exemptions (b)(7)(C) and (b)(7)(D) protect the information provided by confidential sources
who later testify in open court.

Exemption (b)(7)(C) protects information compiled for law enforcement purposes which,
if disclosed, could reasonably be expected to constitute an unwarranted invasion of personal
privacy. The personal privacy interests inherent in that information must be balanced against the
public interest in disclosure. Several courts have found, however, that there is no reasonable
expectation of privacy in matters ofa public record. Since testimony in open court becomes a
public record, personal information given in testimony in open court may not be withheld under
exemption (b)(7)(C). See, e.g., Kiraly v. FBI, 728 F.2d 273,280 (6th Cir. 1984); Brown v. FBI,
658 F.2d 71, 75 (2d Clf. 1981); Cooper v. IRS, 450 F. Supp. 752, 754 (D.D.C. 1977).

An obvious problem in applying this rule is that FBI records may not reflect what
testimony was given during a trial. IfFBI records do not include a trial transcript, Exemption
(b)(7)(C) may apply because there is no way for a PLS to determine from FBI records which
information is in the ublic record.

It should be noted that in applying the balancing test under Exemption (b)(7)(C), the
interest ofthe general public must be served by disclosure and not the personal interest ofthe
defendant/requester. Convicted requesters often make FOIPA requests in the hope of
overturning their convictions: they argue that the public interest to be served by disclosure is the
maintenance of the integrity ofour criminal justice system. Courts have generally held that such
a naked assertion is too uncertain to warrant the invasion of another's personal privacy rights.
Brown, supra, 658 F.2d at 75.

As for exemption (b)(7)(D), the general rule is that "subsequent disclosure of information
originally given in confidence does not render nonconfidential any of the information originally
provided." Lame V. United States Qepartment of Justice, 654 F.2d 917,925 (3rd Cir. 1981);
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accord Lesar v. United States Department ofJustice, 636 F.2d 472 (D.C. Cir. 1980). However,
there can be a waiver of confidentiality, either explicit or implicit, by the source. DOJ policy at
this time is that a waiver will be found as to information which is given in testimony in open
court. Once again, though, ifFBI records do not include a trial transcript, Exemption (b)(7)(D)
may apply because there is no way to determine from FBI records which information is in the
public record.

Another point which needs to be made is that Exemption (b)(7)(D) does not depend on a
balancing test or on the information provided: "Exemption (b}(7)(D) differs from other FOIA
exemptions in that its applicability depends not on the specific factual contents ofa particular
document; instead, the pertinent question is whether the information at issue was furnished by a
'confidential source' during the course ora legitimate criminal law enforcement investigation."
Once this question has been answered in the affirmative, it must be determined if it was provided
under an expressed or implied promise of confidentiality and reviewed as such for any
discretionary disclosure of information.

Finally, PLSs should be aware that under certain circumstances, Exemption (b)(7)(F)
may be used even though (b)(7)(C) and (D) are inapplicable.

. .11'" ~ !t .,-
....... I ~ ....... .
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To: All FBI FOIPA Personnel

From: J. Kevin O'Brien

Subject: World War IT Censorship Documents
Date: March 31, 1998

By letter dated 11/14/77, the National Archives and Records Administration (NARA)
transmitted guidelines which are set out below, to be used by our agency and other agencies to
review and process World War IT censorship documents or documents that contain information
taken from censorship documents. It is !lQ! necessary to refer censorship documents to NARA.
We process them using the following NARA guidelines.

Guidelines for Declassification and Release
of World War II Censorship Documents

1. Coverage: These guidelines may be applied to:

(a) Censored communications and information derived therefrom whether from mail,
cable, radio or other means ofcommunications, passing between the United States and its
territories or possessions and any foreign country or touching the territory ofthe United States at
any point while in transit from one foreign country to another.

(b) Censorship activities carried on by the War and Navy Departments from December
8, 1941 and the Office of Censorship from March 15, 1942 through August 15, 1945.

(c) Except for those portions ofRG 216 (Records of the Office ofCensorship) which
were placed under seal by President Truman in 1945, these guidelines may be applied to all
censored communications and related documents and/or information derived therefrom in
documents found in government agency records and in donated historical materials.

2. Security-classified infonnation: All national security-classified infonnation in
censored communications covered by this guideline which was originated by the military
depanments or the Office ofCensorship is automatically declassified unless it contains
information categorized under paragraphs (a), (b), and (c) of this section. Infonnation in these
three categories will be referred to the Director, Records Declassification Division, National
Archives and Records Service, for further action.

(a) Information concerning communications intelligence or cryptography and their
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related activities.

(b) Information concerning the intelligence method of secret writing, microphotography
and their detection.

(c) Information concerning foreign governmental censorship activities as disclosed by
U.S. liaison with foreign censorship agencies and not previously declassified and released.

3. Unclassified and declassified information in censorshin intercents and similar
documents: Information in censored communications and related documents covered by this
guideline that clearly identifies living individuals or organizations will normally be exempted
from release in those cases where its disclosure would constitute a clearly unwarranted invasion
of personal privacy [cf. 5 U.S.C. 552 (b)(6) and/or (b)(7)(C)]. Reviewers ofdocuments covered
by this portion of the guideline should determine whether the document contains information
about a living individual which reveals details of a highly personal nature which the individual
could reasonably assert a claim to withhold from the public to avoid a clearly unwarranted
invasion of privacy. Such information may be disclosed, however, to the individuals who were
parties to the communication or their authorized representatives. Further, segregated portions of
a record document requested under the Freedom ofInformation Act shall be provided to any
person requesting such record after deletion of the portions which are exempt under this
guideline. Information which may be exempted from such release may be further defined as:

(a) Information clearly identitying living individuals or organizations whose
communications were intercepted, were the object of surveillance or were of particular interest to
the intelligence agencies of the United States or its Allies, including the following:

(J) Originals, photocopies, transcripts or extracts from intercepted communications;

(2) Daily reports (also known as "Dayreps") which were Office ofCensorship messages
to stations providing background information on persons and organizations ofinterest to the
Office ofCensorship;

(3) Special watch instructions (also known as SWIs) which were instructions or
supplemental information on particular persons, addresses, organizations, etc., whose
communications are to be intercepted;

(4) Watch lists/flash lists which are lists of persons, organizations, addresses, etc., with
indicator ofsubject interest, whose communications are to be intercepted, including proposed
entries and deletions;

(5) White lists which are names of persons whose communications were to be bypassed
without examination including entries and deletions;
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(6) Border watch/flash lists which includes names ofpersons whose communications
across the U.S. borders were ofparticular interest to a local censorship station, including entries
and deletions thereto.

(b) Information clearly identifying living individuals or organizations involved in either
complaints or recommendations arising out of such complaints about carrying out the specific
provisions ofthe Code ofWartime Practices for the American Press and Broadcasters and not
previously wholly releasable.
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To:
From:
Subject:

Date:

All FBI FOIPA Personnel

J. Kevin O'Brien

COINTELPRO (Counter-Intelligence Program)
March 31, 1998

Description of COINTELPRO

The FBI's Counterintelligence Program, widely referred to as COINTELPRO, was the
overall name for numerous programs ofdisruption, dirty tricks, and other projects undertaken by
the FBI against individuals and organizations under investigation by the FBI. One such
organization was the Communist Party USA. Through a variety of techniques, such as
anonymous letters and mailings, these activities caused unexpected consternation and disruption
among the members, At tiines, the more sophisticated techniques and activities exposed and
neutralized the communists and caused defections or expulsions within the Party ranks.
COINTELPRO activities were formalized in 1956 and was discontinued in 1971.

In 1978, the Department ofJustice, Office ofProfessional Responsibility completed the
COINTELPRO Notification Program which sought to notify 527 individuals (61 ofwhom the
program failed to locate) that they could receive information on COINTELPRO actions against
them, however, many people besides the 527 were targeted under COINTELPRO.

Procedures on Handling FOIPA Requests Involving COINTELPRO

When a COINTELPRO action was conducted against an individual or organization,
appropriate correspondence was inserted in one of the COINTELPRO files. A copy of the
correspondence may, or may not, have been designated for the main substantive file on the
individual or organization. The name of the individual or organization may, or may not, have
been indexed depending on the circumstances and the action ofthe employee processing the
mail.

As there are an estimated 50,000 or more pages in the twelve COINTELPRO files, it
would be impractical to conduct a page-by-page review for a particular subject. Therefore, when
a FOIPA requester indicates in the request letter that the subject ofthe request was a target of
COINTELPRO activities, our search ofFBlliQ files should be limited to a review of: 1) the
main substantive file oftbe requesting individual or organization and 2) any main file
equivalents which indicate the individual or organization has been indexed in anyone ofthe
twelve COINTELPRO files. The twelve main file equivalent COINTELPRO files are:
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Communist Party
Socialist Workers Party
White Hate
Black Nationalist
New Left
Special Operations
Soviet-Bloc
Border Coverage
Yugoslav
Cuban
Puerto Rican
Hoodwink

Bufile:
Bufile:
Bufile:
Bufile:
Bufile:
Bufile:
Bufile:
Bufile:
Bufile:
Bufile:
Bufile:
Bufile:

100-3·104
100-436291
157-9
100-448006
100-449698
105·174254
65-69260
100-434445
105-190290
105-99938
105-93124
100-446533

If a "no record" response is going to be given to a requester who has indicated he may
have been the target of a COINTELPRO action, the following language should be used:

"A review ofthe appropriate records pertaining to COINTELPRO actions was
conducted and no indication that you were ever the target of a COINTELPRO action was
located."

NOTE: If FBI records indicate a COINTELPRO action was not reviewed in accordance with
the Attorney General's notification program regarding COINTELPRO activities, then notice
should be sent to the attention ofthe Counsel, Office ofProfessional Responsibility, Room 4304
- MJB at the Department ofJustice.

CLASSIFICATION MATTERS CONCERNING
COINTELPRO MATERIAL

During a review of previously processed material located in the FBI FOIPA Reading
Room, it was determined that there were some instances where the Reading Room copy and the
original file copy were marked differently as to classification.

In order to ensure that COINTELPRO material processed under FOIPA, litigation or any
other purpose, is consistent with material previously released and currently located in the FBI
FOIPA Reading Room, a memorandum is being placed as a "Top Serial," not to be serialized, in
each of those original COINTELPRO files. PLSs processing material from these files are placed
on notice that the Reading Room copy must also be reviewed to insure both are marked in a
consistent manner. When such a review is completed, a notation must be made on the original
that it has been compared to the Reading Room copy.
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To: All FBI FOIPA PersoIUlel.
From: 1. Kevin O'Brien
Subject: Department of the Army

Date: March 31, 1998

Army Intelligence Agency (AlA)

This following instructions set forth procedures for the handling of referrals to the Army
Intelligence Agency (AlA) in which classified information is involved.

(1) If documents 'classified "Top Secret" or "Secret" are to be referred to the AlA.
receipts should be attached indicating among other required infonnation the name and telephone
number ofthe FBI employee involved. Receipt forms are maintained by the Document
Classification Unit (DCD).

(2) Regarding Army documents in FBI files referred to the Army for handling and direct
response to the requester, the PLS should specifically request in the referral letter that the FBI be
notified of any classification changes. Upon receipt of the Army's notice of a classification
change, the material should be forwarded to DCU where the changes will be noted on the FBI file
copies ofthe Army documents. After those changes are noted, the photocopied material
furnished by the Army should be destroyed.
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~IEPARY CONTROL NUMBER 972-3P(1)

NO RECORD PITCH

A search of the indices to our central records
system files at FBI Headquarters revealed no record
responsive to your Freedom of Information-Privacy Acts
request.

NOTE: A search of indices, conducted under approved procedures,
located no main files or see references.

8/15/89
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NO RECORD - ELSUR

A search of the FBI's electronic surveillance indices
revealed no record responsive to your Freedom of Information
privacy Acts (FOIPA) request.

A search of the indices to our central records system
files at FBI Headquarters revealed no records responsive to your
FOIPA request. If you believe records of interest to you are
located in the i~les of an FBI field office and were not
reported to Headquarters, you may write directly to that field
office for those materials.

NOTE: Use the second sentence in paragraph two when the field
office has been specifically requested or when appropriate based
on the request letter.

8/15/89



LIBRARY CONTROL NUMBER 972-3P(3)

NO RECORD - FIELD OFFICE PITCH

A search of the indices to our central records system
files at FBI Headquarters revealed no record responsive to
your Freedom of Information-Privacy Acts request. If you
believe records of interest to you are located in the files of
an FBI field 0ffice and were not reported to Headquarters, you
may write directly to that field office for those materials.

NOTE: Use the second sentence when the field office has been
specifically requested or when appropriate based on the request
letter.

6/15/89
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This is in reference to your Freedom of Information-
privacy Acts (FOrp~) request to the Sa) •
Contained in their records was materlal which originated with
the FBI. This material was received by this Bureau on
jb) , with the request that the FBI
determine its releasability.

As a result of the large number of FOIPA requests
received by the FBI, some delay may be encountered in
processing thi~ m?terial. The FBI has allocated substantial
resources, including personnel, to insure that delays in
responding to FOIPA requests are minimized.

Prior to the processing or release of the referred
material which may pertain to you, please submit your
notarized signature. This proced~re is designed to insure
that information concerning an individual is released only to
that person.

Your request has been assigned number ~{~c~)~ __
which you are asked to use in any further correspondence
concerning this matter.

1/8/87



LIBRARY CONTROL NUMBER 972-3P(6)

fEE ESTIMATE WHERE CHARGES EXCEED $25

Docwuents which appear to be responsive to your
Freedom of Information-privacy hcts (FOIPA) request consist of
approximately (a) ! pages. If all pages are
determined to be releasable, duplication costs of ~$~(~b~) __
could result, representing a charge of ten cents per page. No
fees are assessed for the first 100 pages of duplication. It
is emphasized that this is only an estimate; and that the
actual charges, after completion of processing of these
records, will most likely be less. No duplication fees will
be charged for pages that are withheld in their entirety
pursuant to any FOIPA exemptions.

Department of Justice regulations (Title 28, Code of
Federal Regulations, Sections 16.10 and 16.47) require
notification to ~ requester when anticipated charges exceed
$25. This letter constitutes such notification.

Please indicate in writing your willingness to pay
the estimated fees so that further action can be taken on your
request. No payment should be submitted at this time. If you
wish to reduce the scope of your request to meet your needs at
a lower cost, please advise this office at your earliest
convenience.

NOTE FOR ANALYST: In estimating fees, round off page
estimates to nearest 100 pages.

2/15/89



LIBRARY CONTROL NUMBER 972-3P(6a)

FEE ESTIMATE WUE~E CUA.RGES EXCEED $250
(25% Deposit Requested)

Documents which appear to be responsive to your
Freedom of Information-Privacy Acts (FOIPA) request consist of
approximately (a) pages. If all pages are
determined to be releasable, duplication costs of $(b) .
could result, representing a charge of ten cents per page. No
fees are assessed for the first 100 pages of duplication. It
is emphasized that this is only an estimate; and that the
actual charges, Qfter completion of processing of these
records, will most likely be less. No duplication fees will
be charged for pages that are withheld in their entirety
pursuant to any FOIPA exemptions.

Department of Justice regulations (Title 28, Code of
Federal Regulations, Sections 16.10 and 16.47) require
notification to a requester when anticipated charges exceed
$25. This letter constitutes such notification.

Please indicate in writing your willingness to pay
the estimated fees so that further action can be taken on your
request. Department of Justice regulations further provide
that, where the anticipated fee exceeds $250, an advance
payment of an amount up to the estimated fee may be required.
A 25% deposit of $(c) is hereby requested. Your check
or money order should be made payable to the Federal Bureau of
Investigation. Include the FOIPA request number with your
payment. If you wish to reduce the scope of your request to
meet your needs at a lower cost, please advise this office at
your earliest convenience.

N6TE FOR ANALYST: When charges will exceed $250, the above
pitch should be used, unless the requester

has a history of prompt payment. In estimating fees, round
off page estimates to nearest 100 pages.

2/15/89



LIBRARY CONTROL NUMBER 972-3P(6b)

FEE ESTIMATE WHEN WAIVER REQUESTED
(Justi~ication Provided)

DCCUwc~tz which appear to be responsive to your
Freedom of Information-Privacy Acts (FOIPA) request consist of
approximately (a) pages. If all pages are
determined to be releasable, duplication costs of ~$~(~b_) ~
could result, representing a charge of ten cents per page. No
fees are assessed for the first 100 pages of duplication. It
is emphasized that this is onl~ an ~stimatei and that the
actual charqes, after completion of processing of these
records, will most likely be less. No duplication fees will
be charged for pages that are withheld in their entirety
pursuant to any FOIPA exemptions.

Department of Justice regulations (Title 28, Code of
Federal Regulations, Sections 16.10 and 16.47) require
notification to a requester when anticipated charges exceed
$25. This letter constitutes such notification.

A determination has not been made with respect to
your request for a waiver of fees. If you are Willing to pay
the estimated fees in the event your fee waiver request is
denied or only reduced, please advise us in writing. Your
agreement to pay will not affect our decision with respect to
your fee waiver request, but will allow us to proceed further
with the review and processing of the documents while the fee
waiver determination is pending. If you wish to reduce the
scope of your request to meet your needs at a lower cost, please
advise this office at your earliest convenience.

NOTE FOR ANALYST: In estimating fees, round off page
estimates to nearest 100 pages.

2/15/89



LIBRARY CONTROL NUMBER 972-3P(6c)

FEE ESTIMATE WHEN .W~rVER REQUESTED
(Insufficient Justification)

Documents which appear to be responsive to your
Freedom of Information Act (FOIA) request consist of
approximately (a) pages. If all pages are determined
to be releasable, duplication costs of $(b) could
result, repres~~ti~g a charge of ten cents per page. No fees
are assessed for the first 100 pages of duplication. It is
emphasized that this is only an estimate; and that the actual
charges, after completion of processing of these records, will
most likely be less. No duplication fees will be charged for
pages that are withheld in their entirety pursuant to any
FOIA exemptions.

Department of Justice regulations (Title 28, Code of
Federal Regulations, Section 16.10) require notification to a
requester when anticipated charges exceed $25. This letter
constitutes such notification.

Department of Justice regUlations implementing the
fee waiver provisions of the Freedom of Information Reform Act
of 1986 provide that fee waiver requests be considered on a
case-by-case basis and be abased upon information provided by
a requester in support of a fee waiver request or otherwise
made known to the component."

Your request for a fee waiver will be considered
in accordance with Title 28, Code of Federal RegUlations,
Section 16.10. This section provides that requested information
will be furnished without charge if the disclosure of the
requested information is in the public interest because it is
likely to contribute significantly to the public understanding
of the operations or activities of the government. The
determination of whether the fee waiver requirement is met
is governed by the following four factors in sequence:

(1) The subject of the request: Whether the
s"hjec~ of the requested records concerns
"the operations or activities of the
_~~ .. ~ _ .. _._ -~. ~ _.L.. rt

";j "" ........ _ ~""'".""""'40 "- ..

(ii) The informative value of the information to
be disclosed: Whether the disclosure is
"likely to contribute" to an understanding
of government operations or activities.



LIBRARY CONTROL NUMBER 972-3P(6c)

FEE ESTIMATE WHEN WAIVER REQUESTED
(Insufficient Justification)

(continued)

(iii) The contribution to an understanding of the
~ubject bX the public likely .to result from
disclosure: Whether disclosure of the
requested information will contribute to
"public understanding."

(iv) The significance of the contribution to
public understanding: Whether the
n~~~losure is likely to contribute
"significantly" to public understanding
of government operations or activities.

It is necessary for you to respond in writing to
each of the criteria listed above before your fee waiver
request is considered. Also, make reference to any prior
articles or books published; and if under contract to
publish, provide the publisher's name. A copy of the
pertinent section of the regulations is enclosed for your
assistance.

If you are willing to pay the estimated fees in
the event your fee waiver request is denied or only reduced,
please include a statement to this effect along with the
requested information. Your agreement to pay will not affect
our decision with respect to your fee waiver request, but
will allow us to proceed further with the review and processing
of the documents while the fee waiver determination is pending.
If you wish to reduce the scope of your request to meet your
needs at a lower cost, please advise this office at your
earliest convenience .

. NOTE FOR A~ALYST: In estimating fees, round off page
estimates to nearest 100 pages.

4/28/89



LIBRARY CONTROL NUMBER 972-3P(6d)

FEE ESTIMATE FOLLOWING PARTIAL WAIVER OF FEES

Documents which appear to be responsive to your
Freedom of Information-Privacy Acts (FOIPA) request consist of
approximately (a) pages. If all pages are determined
to be releasable, duplication costs with a (b) % reduction
1n fees would amount to $(c) . • This represents a charge
of (d) cents per page. No fees are assessed for the
first 100 PQg~5 of duplication. It is emphasized that this is
only an estimate, and that the actual charges, after
completion of processing, will most likely be less. NO
duplication fees will be charged for pages that are withheld
in their entirety pursuant to any FOIPA exemptions.

Department of Justice regulations (Title 28, Code of
Federal RegUlations, Section 16.10) require notification to a
requester when anticipated charges exceed $25. This letter
constitutes such notification.

Please indicate in writing your willingness to pay
the estimated fees so that further action can be taken on your
request. No Eayment should be submitted at this time. If you
wish to reduce the scope of your request to meet your needs at
a lower cost, please advise this office at your earliest
convenience.

If you disagree with the decision regarding your tee
waiver, or from any other denial contained herein, you may
appeal in writing to the Assistant Attorney General, Office ot
Legal Policy (Attention: Office of Information and Privacy),
United States Department of Justice, Washington, o. C. 20530,
within 30 days from receipt of this letter. The envelope and
~etter should be clearly marked "Freedom of Information
Appeal" or "Information Appeal." Please cite the FOIPA number
assigned to your request so that it may be easily identified.

NOTE FOR ANALYST: In estimating fees, round off page
estimates to nearest 100 pages.

10/8/87



LIBRARY CONTROL NUMBER 972-3p(6e)

FEE ESTIMATE FOLLOWING PARTIAL WAIVER OF FEES WITH DEPOSIT

Documents which appear to be responsive to your
Freedom of Information-Privacy Acts (FOIPA) request consist of
approximately (a) pages. If all pages are determined
to be releasable, duplication costs with a (b) , reduction
in fees would amount to $(c) • This represents a charge
of (d) cents per page. No fees are assessed for the
first 100 p~ges of duplication. It is emphasized that this is
only an estimate, and that the actual charges, after
completion of processing, are most likely to be less •. No
duplication fees will be charged for pages that are withheld
in their entirety pursuant to any FOIPA exemptions.

Department of Justice regulations (Title 28, Code of
Federal Regulations, Section 16.10) require notification to a
requester when anticipated charges exceed $25. This letter
constitutes such notification.

Please indicate in writing your willingness to pay
the estimated fees so that further action can be taken on your
request. An advance deposit of See) is also
requested in accordance with the above regulations. Your
check or money order shoUld be made payable to the Federal
Bureau of Investigation. Include the FOIPA request number
with your payment. If you wish to reduce the scope of your
request to meet your needs at a lower cost, please advise this
office at your earliest convenience.

If you disagree with the decision regarding your fee
waiver, or from any other denial contained herein, you may
appeal in writing to the Assistant Attorney General, Office of
Legal policy (Attention: Office of Information and Privacy),
United States Department of Justice, Washington, D. C. 20530,
within 30 day~ iLom receipt of this letter. The envelope and
letter should be clearly marked "Freedom of Information
Appeal- or "Information Appeal." Please cite the FOIPA number
assigned to your request so that it may be easily identified.

NOTE FOR ANALYST: In estimating fees, round off page
estimates to nearest 100 pages.

10/8/87



LIBRARY CONTROL NUMBER 972-3P(7)

This is to acknowledge receipt of your Freedom of
Information-Privacy Acts request.

I
Your request is currently being reviewed to

determine if we have the records you are seeking. You will be
advised at the earliest possible date concerning the results
of this review.

Should you find it necessary to correspond with us
concerning this matter prior to release of any documents,
please reter to number ~(~a~) , which has been
assigned to your request.

10/14/83



LIBRARY CONTROL NUMBER 972-3P(8)

If you have not already requested a current search
of our Identification Division records for any arrest record
that might pertain to you and wish to do so, please comply
with the enclosed instructions set forth in Attorney General
Order 556-73. Fingerprint impressions are needed for
comparison with records in the Identification Division to
insure that an individual's record is not disseminated to an
unauthorized person.

Eff:=ti~~ January 17, 1983, the combined NCIC-CCH
file was discontinued. Information which formerly was
contained in the NCIC-CCH file now is maintained in the
Identification Division records system. However, to obtain
this information you must comply with the attached
instructions.

10/8/87



LIBRARY CONTROL NUMBER 972-3P(8a)

If you have not already requested a current search
of our Identification Division records for any arrest record
that might pt4laicl to you and wish to do so, please comply
with the enclosed instructions set forth in Attorney General
Order 556-73. Fingerprint impressions are needed for
comparison with records in the Identification Division to
insure that an individual's record is not disseminated to an
unauthorized person.

10/8/87



LIBRARY CONTROL NUMBER 972-3P(8b)

Thil';: is in response to your request for records
pertaining to la} •

The information you have requested is exempt from
disclosure under the Freedom of Information Act (FOIA) because
release of our Identification Division records could
reasonably be expected to constitute an unwarranted invasion
of personal privacy pursuant to exemption (b) (7) (C) of the
FOIA.

You have 30 days from receipt of this letter to
appeal to the Attorney General from any denial contained
herein. Appeals should be directed in writing to the Attorney
General, Attention: Freedom of Information Appeals Unit,
Washington, D. C. 20530. The envelope and letter should be
clearly marked -Freedom of Information Appeal" or "Information
Appeal."

6/24/88



LIBRARY CONTROL NUMBER 972-3P(9)

Should you desire a check of our field office files,
it will be necessary for you to direct your requests to the
appropriate fi~ld offices.

10/14/83



•

LIBRARY CONTROL NUMBER 972-3P(lO)

Background investigations for military and
nonmilitary security clearances are conducted by many
different Goveuuuentagencies. The FBI conducts such
background investigations in only a limited number of areas
but does not issue security clearances. you may write
directly to the agency which you believe initiated the
background investigation or issued the security clearance.

10/14/83



LIBRARY CONTROL NUMBER 972-3P(l3)

Your request for information concernirlg yourself has
been considered in light of the provisions of both the Freedom
of Information Act (FOIA) (Title 5, United States Code,
Section 552) and the privacy Act of 1974 (Title 5,
United States Code, Section 552a). Any documents which are
found to be exempt from disclosure under one law will also be
processed under the provisions ot the other law. Through
these procedures you receive the greatest degree of access
authorized by both laws.

10/27/87



LIBRARY CONTROL NUMBER 972-3P (14)

FEE WAIVER DENIAL - FIRST PARrY REQUEST

Your request for a waiver of fees has been denied.
Title 5, United States Code, Section 552 (a) (4) (A) (iii),
provides that documents shall be furnished without charge or
at a reduced charge "if disclosure of the information is in
the public interest because it is likely to contribute
significant1y T~ ~)blic understanding of the operations or
activities of the Government and is not primarily in the
commercial interest of the requester." Our decision in this
matter is based on the statutory standard and the fee waiver
guidelines issued by the Department of Justice, a copy of
which is enclosed. We have concluded that your interest in
these records is personal in nature and that the information
pertains primarily to you. Disclosure of this material will
not contrlbute to the understanding of the pUblic at large
and, therefore, a waiver of fees is inappropriate.

If you disagree with the decision regarding fee
waiver, or from any other denial contained herein, you may
appeal in writing to the Assistant Attorney General, Office of
Legal Policy (Attention: Office of Information and Privacy) ,
United States Department of Justice, Washington, D. C. 20530,
within 30 days fram receipt of this letter. The envelope and
the letter should be clearly marked "Freedom of Information
Appeal" or "Information Appeal." Please cite the FOIPA number
assigned to your request so that it may be easily identified.

10/8/87



LIBRARY CONTROL NUMBER 972-3P(14a)

FEE WAIVER DENIAL - FIRST PARrY REQUEST BASED ON INDIGENCY

Your request for a waiver of fees has been denied.
Title 5, United States Code, Section 552{a) (4) (A) (iii),
provides that documents shall be furnished without charge or
at a reduced charge "if disclosure of the information is in
the pUblic interest because it is likely to contribute
signif icar't 1 =:. r,.., rubl ic understanding of the operations or
activities of the Government and is not primarily in the
commercial interest of the requester." Our decision in this
matter is based on the statutory standard and the fee waiver
guidelines issued by the Department of Justice, a copy of
which is enclosed. We have concluded that your interest in
these records is personal in nature and that the information
pertains primarily to you. Disclosure of this material will
not contribute to the understanding of the public at large
and, therefore, a waiver of fees is inappropriate. Your
indigency was only one factor considered in making this
decision and alone was not sufficient to require a waiver of
fees.

If you disagree with the decision regarding fee
waiver, or from any other denial contained herein, you may
appeal in writing to the Assistant Attorney General, Office of
LelJal Policy (Attention: Office of Information and Privacy) ,
UnIted States Department of Justice, Washington, D C. 20530,
within 30 days from receipt of this letter. The envelope and
the letter should be clearly marked NFreedom of Information
Appeal tl or "Information Appeal. II Please cite the FOIPA number
assigned to your request so that it may be easily identified.

10/8/87



LIBRARY CONTROL NUMBER 972-3P(14b)

Fee Waiver Denial - Third Party Request

Your request for a waiver of fees has been considered
in accordance with the provisions of Title 5, United States Code,
Section 552 (a) (4) (A) which permits an agency to waive or reduce
fees in the public interest -because furnishing the information
can be considered as primarily benefiting the general public."
The principal question is whether release of the particular
information you have requested will benefit the general pUblic.
We have concluded that it will not and, therefore, your request
for a waiver of fees is being denied. In reaching this decision,
a number of factors were considered, including the pUblic interest
in the subject matter of the records requested, the nature of the
information contained in the FBI files and whether the releasable
portions of the records will meaningfully contribute to the
public's understanding of the SUbject matter; whether any of the
information in our files is already in the public domain~ your
,..U .. 'l·Foi .... e. .:"'n.. "'b~''''''''· """-d ..: _ .: ~ t d l
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information to the general pUbliCi and whether the material is
personal in nature or serves only your private interests. We
will reconsider our decision on your fee waiver request if, upon
processing the records, it is evident that we have understated
the potential pUblic benefit of the released information.

If you disagree with the decision regarding fee waiver,
or from any other denial contained herein, you may appeal in
~.~~~~"~ ~o th~ ~s~~~~~n~ ~ttorn~y ~hn~r~l n~~l'"~ of LAgal PO'~"y... .1. ... ""''''&&':f '- .u~ ~ t:;I ..... i:)","Q.'& 4,.. C10 & 't; \.:I,.; ... g , V.L. .... 'tW'\; "'II;; ........ w

(Attention: Office of Information and Privacy}, United States
Department of Justice, Washington, D. C. 20530, within thirty
days from receipt of this letter. The envelope and the letter
should be clearly marked "Freedom of Information Appeal" or
"Information Appeal." Please cite the FOIPA number assigned to
your request so that it may be easily identified.

1/31/85



LIBRARY CONTROL NUMBER 972-3P(14c)

Partial Fee Waiver - Third Party Request

Your request for a waiver of fees has been considered
in accordance with the provisions of Title 5, United States Code,
Section 552 (a) (4) CAl which permits any agency to waive or reduce
fees in the public interest -because furnishing the information
can be considered as primarily benefiting the general public.
The principal question is whether release of the particular
information you have requested will benefit the general public.
We have determined that a (a) percent reduction in
duplication fees is appropriate in this instance in view of the
limited amount of useful and substantive information contained in
the releasable portions of the records and the extent to which
this information will meaningfUlly contribute to the public's
understanding of the subject matter. Other factors considered
included the public interest in the subject matter of the records
requested; whether any of the information in our files is already
in the public domain; your qualifications, ability and intentions
to disseminate the information to the general public; and whether
the material is personal in nature or serves only yoUr private
interests. We will reconsider our decision on your fee waiver
request if, upon processing the records, it is evident that we
have understated the potential public benefit of the information
contained in the records released to you.

If you disagree with the decision regarding tee waiver,
or from any other denial contained herein, you may appeal in
writing to the Assistant Attorney General, Office of Legal Policy
(Attention: Office of Information and Privacy), United States
Department of Justice, Washington, D. C. 20530, within thirty
days trom receipt of this letter. The envelope and the letter
should be clearly marked -Freedom of Information Appeal" or
-Information Appeal." Please cite the FOIPA number assigned to
your request so that it may be easily identified.

7/29/86



LmRARY CONTROL NUMBER 972-3P(15)

As a result of the large number of FOIPA requests
received by the FBI, delay may be encountered in processing
your request. The FBI has allocated substantial resources,
including personnel, to insure that delays in responding to
FOIPA requests are minimized. We solicit your patience and
assure you that your request will be processed as soon as
possible.

8/29/86



LIBRARY CONTROL NUMBER 972-3p(l5a)

FOIPA No • ..1(.:;aJ...) _

Reference is made to your pending Freedom of
Information-Privacy Acts (FOIPA) request concerning
(b) •

Additional delay may be encountered before the
processing of your request can be completed. Every effort is
made to handle requests in the approximate order of their
receipt con8i~tent with sound administrative practices. The
time required to process a request, however, will vary
depending upon such factors as the volume and complexity of
the material requested, the need to consult with other
government agencies as to information originated by them, and
in many instances, a classification review. While it is not
possible to furnish an exact date when your request will be
completed, I want to assure you that it is being processed,
and that all documents ~hich can be released will be made
available as soon as possible.

I regret the delay incurred in complying with your
request and solicit your continued patience.

Sincerely yours,

Emil P. Moschella, Chief
Freedom of Information

Privacy Acts Section
Records Management Division

6/27/84



(

LIBRARY CONTROL NUMBER 972-3P(lSb)

FOIPA No • .,J,(.;;;.a.:...) _

Reterence is made to your pending Freedom of
Information-Privacy Acts (FOIPA) request concerning
(b)

f)O('\l1TlpnrR pertaining to your request have been
located; however, before release can be made, they must be
reviewed to ascertain it they warrant classitication under
current standards. Due to the heavy volume of requests
received, our personnel handling classification matters have
accumulated a backlog of work. Please be assured that your
request will be handled in turn, and we will notify you of the
results as expeditiously as possible.

I regret the delay encountered in complying with
your request and again solicit your patience and
understanding.

Sincerely yours,

Emil P. Moschella, Chief
Freedom of Information

Privacy Acts Section
Records Management Division

2/11/87



LIBRARY CONTROL NUMBER 972-3P(15c)

FOIPA No • ...l(=a.l-) _

This is to advise you of the status of your pending
Freedom of Information-Privacy Acts (FOIPA) request for
documents per~aining to ~{~b~) __

You have previously been informed that documents
responsive to your request must be reviewed to ascertain if
they warrant classification under current standards and that
our personnel handling classification matters have accumulated
a backlog of work.

We are still experiencing delays of several months
in the classification process1 however, I want to assure you
that your request will receive attention as soon as possible.
You will be advised when the classification review has been
completed. Your continued patience and understanding are
appreciated.

Sincerely yours,

Emil P. Moschella, Chief
Freedom of Information

Privacy Acts Section
Records Management Division

7/31/87



LIBRARY CONTROL NUMBER 972-3P(15d)

FOIPA No • ..l(_a..) _

Reference is made to my letter dated
(b) , advising you of the status of your
Freedom of Information-Privacy Acts (FOIPA) request for
documents pertaining to ~(~c~) __

The classification review process has been completed
and the documents responsive to your request will now be
examined for release in accordance with the provisions of the
FOIPA. All ~~~~~~mpt information will be made available to
you.

Sincerely yours,

Emil P. Moschella, Chief
Freedom of Information

Privacy Acts Section
Records Management Division

7/31/87



LIBRARY CONTROL NUMBER 972-3P(16)

In order to obtain records of other Government
agencies, you must write directly to the agency where you
believe the records are maintained.

5/1/87



LIBRARY CONTROL NUMBER 972-3P(l7)

You may submit an appeal from any denial contained'
herein by writing to the Assistant Attorney General, Office of
Legal Policy (Attention: Office of Information and privacy),
United States Department of Justice, Washington, D. C. 20530,
within thirty days from receipt of this letter. The envelope
and the letter should be clearly marked ·Freedom of
Information Appeal" or "Information Appeal." Please cite the
FOIPA number assigned to your request so that it may be easily
identified.

10/14/83



(

LIBRARY CONTROL NUMBER 972-3P(18)

I

If you know of any matter in which your name may
have been recorded by the FBI and can identify the matter in
sufficient detail, including approximate time frame and
location, a further search will be made.

10/14/83



LIBRARY CONTROL NUMBER 972-3P(19)

Enclosed are copies of documents from our files.
Excisions have been made from these documents, and other
documents have been withheld in their entirety in order to
protect materials which are exempt from disclosure by the
following subsections of Title 5, United states Code,
Section 552:

(b)( 1}

(b)(2)

(b)(4)

(b)(S)

(b)(6)

(A) specifically authorized under criteria
established by an Executive order to be kept secret
in the interest of national defense or foreign
policy and (B) are in fact properly classified
pursuant to such Executive order;

related solely to the internal personnel rules and
practices of an agency;

specifically exempted from disclosure by statute
(other than section 552b of this title), provided
that such statute (A) requires that the matters be
withheld from the public in such a manner as to
leave no discretion on the issue, or (B) establishes
particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial
information obtained from a person and privileged or
confidential;

in~er-agency or intra-agency memoranda or letters
which would not be available by law to a party other
than an agency in litigation with the agency;

personnel and medical files and similar files, the
disclosure of which would constitute a clearly
unwarranted invasion of personal privacy.

1110/90



(

(b) (7)

(b) (8)

(b) (9)

LIBRARY CONTROL NUMBER 972-3P(20}

records or information compiled for law enforcement
pnrpoB€'~t but only to the extent that the production
ot suen law enforcement records or information

(A) could reasonably be expected to intertere with
enforcement proceedings,

(B) would deprive a person of a right to a fair
trial or an impartial adjudication,

(C) could reasonably be expected to constitute an
unwarranted invasion of personal privacy,

(D) could reasonably be expected to disclose the
identity of a confidential source, including a
State, local, or foreign agency or authority or
any private institution which furnished
information on a confidential basis, and, in
the case of a record or information compiled by
a criminal law enforcement authority in the
course of a criminal investigation, or by an
agency conducting a lawful national security
intelligence investigation, information furnished
by a confidential source,

(E) would disclose techniques and procedures for
law enforcement investigations or prosecutions,
or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure
could reasonably be expected to risk
circumvention of the law, or

(F) could reasonably be expected to endanger the
life or physical safety of any individual;

CUUl..a.iut=u in or related to examination, operating,
or condition reports prepared by, on behalf of, or
tor the use of an agency responsible for the regUla
tion or supervision of financial institutions~ or

geological or geophysical information and data,
including maps, concerning wells.

1/15/87



(

LIBRARY CONTROL NUMBER 972-3P(21)

A portion of the documents from our f~les has
been processed In accordance with Title 5, United States
Code, Section ~S2a (Privacy Act of '974), and the
material w.i.. t.ljlH:::l<.i are exempt from disclosure by the
following subsections of this statute:

Enclosed are copies of documents from our
files. Excisions have been made from these documents,
and other documents have been withheld In their entirety
in order to protect materials which are exempt from
disclosure hv the following subsections of Title 5,
United States Code, Section 552a:

(d){S)

(j)(1)

(j)(2)

(k)(l)

(k)(2)

(k)(3)

information compiled in reasonable anticipation
of a civil action or proceeding;

information maintained by the Central
Intelligence Agency;

material reporting investigative efforts
pertaining to the enforcement of criminal law,
including efforts to prevent, control, or
reduce crime or apprehend criminals, except
records of arrest;

information which Is currently and properly
classified pursuant to Executive Order 12356 in
the interest of the national defense or foreign
policYi

material compiled for law enforcement purposes,
other than criminal, which would reveal the
identity of an individual who furnished
information pursuant to a promise that his or
h"," ,cjpr!t j ty would be held in confidence;

=~t:~:~: ~~intained in connection with
prOViding protective services to the President
of the United states or any other individual
pursuant to the authority of Title 18,
United States Code, Section 3056.

1/10/90



(k) (4)

(k) (5)

(k) (6)

(k) (7)

LIBRARY CONTROL NUMBER 972-3P(22)

required by statute to be maintained and used
solely as statistical records;

irlVl;d:iL..iyatory material compiled solely for the
purpose of determining suitability,
eligibility, or qualifications for Federal
civilian employment or for access to classified
information, the disclosure of which would
reveal the identity of an individual who
furnished information pursuant to a promise
that his or her identity would be held in
confidence;

testing or examination material used to
determine individual qualifications for
appointment or promotion in Federal Government
service, the release of which would compromise
the testing or examination process;

material used to determine potential for
promotion in the armed services, the disclosure
of which would reveal the identity of the
person who furnished the material pursuant to a
promise that his identity would be held in
confidence.

10/14/83



LIBRARY CONTROL NUMBER 972-3P(25)

THIRD PARTY PITCH
(Investigation is known to public, public source information
exists)

This is in response to your request for records
pertaining to another individual(s), ~(~a~) __

Disclosure of most ot the records you requested
could constitute an unwarranted invasion of the privacy ot the
other individual(s). Access is denied pursuant to
exemptions (b) (6) and/or (b) (7) (C) of the Freedom of
Information Act (FOrA) unless you can obtain the notarized
authorization of the other individual(s) involved and furnish
the original of such authorization to us.

The collection, maintenance and disclosure of the
records to which you seek access, like the records ot all
Federal agencies, are governed by the provisions of the
Privacy Act (5 U.S.C. 552a). This Federal law prohibits
disclosure ot such records in the absence of written
authorization from the individual to whom the records pertain,
unless, among other things, disclosure is required by the
FOIA.

The records you have requested contain other
information generally available to the public, such as court
records, newspaper clippings, official publications, etc. If
you request in writing copies of these records, we will
release them to you.

(APPEALS PITCH)

1/11/88



LIBRARY CONTROL NUMBER 972-3p(25a)

THIRD PARTY PITCH
(Investigation not publicly known)

This is in response to your request for records
pertaining to anotherindividual(s), ~(~a~) __

We can neither confirm nor deny the existence of the
records you ere seeking. The disclosure ot the records to
which you seek access is governed by the provisions of the
Privacy Act (5 U.S.C. 552a) and the Freedom of Information Act
(FOIA) (5 U.S.C. 552). The Privacy Act prohibits disclosure
ot such records in the absence of a written authorization of
the other individual(s), which we require to be notarized and
the original furnished to us.

Also, the Privacy Act allows for the release of
documents pertaining to an individual if disclosure is
required by the FOIA. In this regard, we have determined
that, if records exist, disclosure of the FBI'S investigative
interest in the subject(s) of your request could constitute an
unwarranted invasion ot personal privacy, and as such, would
be exempt from disclosure pursuant to exemptions (b) (6) and/or
(b) (7) (C) of the FOIA.

(APPEALS PITCH)

NOTE FOR ANALYST: Where the request is tor a record of a
non-citizen or alien not admitted for
permanent residence, reference to the
Privacy Act must be deleted.
(See Pitch 25c)

1/11/88
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LIBRARY CONTROL NUMBER 972-3P{25b)

THIRD PARTY PITCH
(Investigation publicly known--but no public source into)

This is in response to your request for records
pertaining to another individual(s), ~(~a~) __

The collection, maintenance and disclosure of the
records to which you seek access, like the records of all
Federal agencies, are governed by the provisions of the
Privacy Act (5 U.S.C. 552a). This Federal law prohibits
disclosure of such records in the absence ot written
authorization of the other individual(s), which we require to
be notarized and the original furnished to us.

Also, the privacy Act allows for the release of
documents pertaining to an individual if disclosure is
required by the Freedom of Information Act (FO!A). In this
regard, we have determined that disclosure ot the records you
have requested could constitute an unwarranted invasion of
personal privacy, and as such, would be exempt from disclosure
pursuant to exemptions (b) (6) and/or (b) (7) (C) of the FOIA.

(APPEALS PITCH)

1/11/88
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LIBRARY CONTROL NUMBER 972-3P(25c)

THIRD PARTY PITCH -- SUBJECT IS NON-CITIZEN OR

ALr~N ~OT ADMITTED FOR PERMANENT RESIDENCE

(THIRD PARTY LIVE - INVESTIGATION NOT OFFICIALLY ACKNOWLEDGED)

This is in response to your Freedom of Information
Act (FOIA) t"PqI1P~t for records pertaining to (an)other
individual (5), .....<_a...) _

We can neither confirm nor deny the existence of the
records you are seeking. The FOIA (5 U.S.C. 552) contains
provisions to protect information pertaining to other
individuals which could, if it exists, constitute an unwarranted
invasion ot personal privacy, namely:

(b) (6)

and

(language)

(b) (7) (C) (language)

Confirmation of any information pertaining to the
subject(s) of your request can only be made, if it exists,
upon receipt of an original, notarized written authorization
from .....<...b....) _

(APPEALS PITCH)

6/18/87



LIBRARY CONTROL NUMBER 972-3P(26)

A preliminary review of the index to the
central records system files at FBI Headquarters
discloses references to a name similar to
J:~ .... \.~ J _A~ •• n A: ~~~cne_~e_~~v:~~~~~e~:~ __ A_
VIA.L,}' \'UOC' .LUUOC'A \."" VUI. 1.OC'\';V.r.U;:O, CUIU I""\. \"In; CI\';"UCl~ .............. u;:>

themselves, we do not know at this point if the records
pertain to your request.

Your request is being handled as equitably as
possible QU~ ~11 ~ocuments which can be released will be
made available at the earliest possible date. Every
effort is made to handle each request in the approximate
ord:r.of receipt to ~he extent consistent with sound
admlnlstrative practlces.

10/14/83
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LIBRARY CONTROL NUMBER 972-3P(27)

Client, Background and Notary

This is in reference to your Freedom of Information
Privacy Acts request on behalf of your client,
(a)

Based on the limited information you provided
concerning your client, it is not possible to make an accurate
search of our records. To insure an accurate search of our
records, please furnish (b) .
complete name, U~~C aHJ place of birth, and any specific data,
such as aliases, prior addresses or employments, that would
permit us to locate the documents ~(~c~.)~ _
seeks.

Before we can commence processing for release any
documents which may pertain to your client, it will be
necessary for (d) to submit a
notarized stat~e~m~e-n~t--a-u~t~h-o~r~i~z-1~'n-g---u-s~t~o---r-e~1-e-a-s-e--d~ocuments
concerning ~(~e~) to you.

Upon receipt of your client's additional personal
information and notarized authorization, we will review the
index to our central records system files at FBI Headquarters
and advise you of the results.

11/1/88



LIBRARY CONTROL NUMBER 972-3P(28)

Records maintained in the FBI central records system,
to the extent they are subject to exemption pursuant to Title 5,
United States Code, Section 552a (j) and (k), are exempt from
the amendment provisions of the Privacy Act, as described in
Title 28, Code of Federal Regulations, Part 16.96 (b) (2).
However, even though the records are exempt, it is the policy
of this Bureau to consider each request on an individual basis
in order to reach an equitable determination consistent with
the best inte~est~ of both the individual and the Government.
Where amendment is appropriate, such action will be considered;
where not appropriate, the exemption will be justification for
denial of the request.

Should you make a request for correction or amendment
of information in our records, your letter of request should
indicate the particular record involved, the nature of the
correction sought and the justification for the correction or
amendment. Your request should be submitted to FBI Headquarters
and should be clearly marked "privacy Correction Request."

1/15/87



LIBRARY CONTROL NUMBER 972-3P(32)

Your recent Freedom of Information-Privacy Acts
(FOIPA) request to our (a) Office was
referred to FBI Headquarters for handling.

In an effort to be fair, each request is
handled in the approximate order of receipt. As a result
of the large number of FOIPA requests received by the
FBI, delay may be encountered. We solicit your patience
and assure you that your request will be processed at the
earliest possible date.

Please use the number (b) , which has
been assigned to your request, in all correspondence
concerning this matter.

4/1/87



LIBRARY CONTROL NUMBER 972-3P(32a)

Your recent Freedom of Information Act (FOlA) request
concerning (a) to our ~(~b~)__~~ __
Office was referred to FBI Headquarters for handling.

In an effort to be fair, each request is handled in
the approximate order of receipt. As a result of the large
number of FOIA requests received by the FBI, delay may be
encountered. We solicit your patience and assure you that
your request will be processed at the earliest possible date.

Please use the number {c) , which has been
assigned to your request, in all correspondence concerning
this matter.

4/1/87



LIBRARY CONTROL NUMBER 972-3P(33)

Your recent Freedom of Information-Privacy Acts
(FOIPA) request to our (a) . Office was referred
to FBI Head~UdrLcLs for handling. This is to advise you
ot our determination to comply with your request pursuant
to Title 5, United States Code, Section 552(a) (6) (A) (i)
and other applicable Federal statutes and regulations.
Additional information, if needed by us in this matter,
will be requested of you by separate letter.

A s~~rch of the indices to our central records
system files at FBI Headquarters will be made in an effort
to determine if we have the information you seek. If the
search fails to indicate the existence of any record(s)
pertaining to the subject matter ot your request, you
will be notified. In the event the search reveals the
existence of any record(s) responsive to your request, it
will be retrieved and processed pursuant to the provisions
of the FOIPA at the earliest possible date.

Your request has been assigned number (b) ,
which you are asked to use in any further correspondence
concerning this matter.

10/14/83



LIBRARY CONTROL NUMBER 972-3P(34}

We are currently searching the indices to our
central records system files at FBI Headquarters for any
documents ~ti ch mal'" pertain to your request. Upon
completion of this search you will be notified of the
results.

10/14/83



LIBRARY CONTROL NUMBER 972-3P (35)

Before we can commence processing for release
any documen~s which may pertain to you, it will be
necessary for you to submit your notarized signature.
This procedure is designed to insure that documents are
released only to an individual having a right of access
to the information.

10/14/83



. -- LIBRARY CONTROL NUMBER 972-3P(36)

Sincerely yours,

J. Kevin O'Brien, Chief
Freedom of Information-

Privacy Acts Section
Information Management Division

10/1/90



LIBRARY CONTROL NUMBER 972-3P(37)

REQUESTS TOO VAGUE TO SEARCH

The Freedom of Information Act provides for access
to Government records where the records sought are "reasonably
described ft (Title 5, United States Code, Section 552(a) (3».
Your letter does not contain enough descriptive information to
permit a search of our records.

In accordance with Title 28, Code of Federal
Regulations, Part 16.3(b), we are requesting that you provide
more specific information to enable us to locate the records
with a reasonable amount of effort. This should include the
names of individuals, organizations or events, and the
approximate time frame, if known.

10/14/83
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. -- LIBRARY CONTROL NUMBER 972-3P(38)

RESPONSE FOR REQUESTS TO INSPECT RECORDS
PRIOR TO PAYMENT OF DUPLICATION COSTS

To permit you to inspect the records you requested
prior to the payment of duplication costs would be tantamount
to a waiver of fees, as the records still must be processed
under the applicable statutes and duplicated for your review.
Your request for inspection prior to the payment Of
duplication fees must be denied.

10/14/83



· --

LIBRARY CONTROL NUMBER 972-3P(39)

READING ROOM APPOINTMENT

In the event that you are in the Washington, D.C.
area, you may at no charge, review this material in our FOIPA
Reading Room at FBI Headquarters by making an appointment 48
hours in advance by calling (202) 324-3386.

6/28/90



LIBRARY CONTROL NUMBER 972-3P(40}

AGGREGATE FEES

The records and subject matters of interest to you
are considered a series of related requests, and as such, are
subject to aggregate fees as provided by Title 28, Code of
Federal Regulations, Sections 16.10 and 16.47. Accordingly,
there will be a copying charge of lO¢ per page for all
documents released to you. No charge will be assessed for the
first 100 pages ot duplication or if the aggregate duplication
fee for the remaining documents does not exceed $8.

5/1/87



LIBRARY CONTROL NUMBER 972-3P(40a)

No fees are assessed for the first 100 pages of
duplication or if the search and duplication costs for the
remaining pages do not exceed $8. Therefore, the enclosed
documents are being forwarded to you at no charge.

7/31/87



LIBRARY CONTROL NUMBER 972-3P(42)

DUPLICATION DOCUMENTS - FIELD OFFICE

Numerous documents in the field office file(s) that
were processed pursuant to your request were found to be
duplicative of those contained in the file(s) at FBI
Headquarters, which have also been processed. To minimize
costs to both you and the Federal Bureau of Investigation,
these duplicate documents have not been considered for release
unless addiLlvJldl information was included on the duplicate
document.

12/16/83



LIBRARY CONTROL NUMBER 972-3P(43)

Preprocessed
MONEY LETTER

The records which you requested have been previously
processed under the provisions of the Freedom of Information
Act for anuUlt::i" .rt::quester. The documents available for
release consist of (a) pages.

Pursuant to Title 28, Code of Federal Regulations,
Section 16.10, there is a fee of ten cents per page for
duplication. No fees are assessed for the first 100 pages.
Upon receipt of your check or money order payable to the
Federal Bureau of Investigation in the amount of $(b) ,
the documents will be copied and forwarded to you. Please
place your request number on your check or money order.

7/5/88
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LIBRARY CONTROL NUMBER (44)

CITIZEN'S GUIDE RESPONSE

This is in response to your inquiry about obtaining Government

records under the Freedom of Information Act and/or the Privacy Act. The

Committee on Government Operations of the House of Representatives has

released a report intended to serve as a general introduction to both Acts.

This report discusses how to make a request. the various exemptions included

in the Acts. administrative appeal procedures, and judicial review.

This publication. "A Citizen's Guide on Using the Freedom of

Information Act and the Privacy Act of 1974 to Request Government Records" is

available for $2.75. Send prepayment (check or money order) to Superintendent

of Documents, PO Box 371954. Pittsburgh. PA 15250-7954. stock number

052-071-00999-0; or to order with VISA or MasterCard. phone (202) 783-3238.

8/24/93



LIBRARY CONTROL NUMBER 972-3P (45)

Commercial Use Request -Designation

Your request has been designated as a ·commercial
use" request. This refers to a request from or on behalf of
one who seeks information for a use or purpose that furthers
the commercial, trade or profit interests of the requester.
As such, it is subject to search, review and duplication fees.

For each quarter hour spent by clerical personnel in
searching for and retrieving a requested record, the fee is
$2.25. Where a search and retrieval cannot be performed
entirely by clerical personnel - for example, where the
identification of records within the scope of the request
requires the use of professional personnel - the fee is $4.50
for each quarter hour for search time spent by professional
personnel. Where the time of managerial personnel is
required, the fee is $7.50 for each quarter hour of time spent
by such managerial personnel.

It is estimated that a search for the records you
seek will take approximately (a) hours at a rate of
$(b) per hour.

If you advise us of your willingness to pay search
fees, we will conduct a search of records.

If this cheCk of our records reveals documents
pertinent to your request, you will be advised of review and
duplication fees.

Should you disagree with the designation of your
z;equest as a "commercial use" request, you may respond by
furnishing the reason(s) you believe that the results of your
request wil~ ~~~, :~ fact, further your commercial, trade or
profit interest.

7/28/88



LIBRARY CONTROL NUMBER 972-3P(46)

Commercial Use Request - Review Cost

Reference is made to our letter to you dated ~(;a~)~~ _
pertaining to your Freedom of Information Act request regarding
(b)

It has been determined that for each quarter hour spent
by clerical personnel in preparing the documents for review, the
fee is $2.25 per quarter hour and in reviewing a requested record
for possible disclosure, the professional fee is $4.50 per
quarter hour, except that where the time of managerial personnel
is required, the fee is $7.50 for each quarter hour spent by such
managerial personnel.

It is estimated that a review of the records found to
be pertinent to your request will take approximately ~(~c~)~~ _
hours at the rate of Sed) per hour, approximately ~(~e~) _
hours at the rate of $(f) per hour, and approximately
(g) hours at the rate of 5(h) per hour.

• In addition to this, all documents found to be
releasable will be subjected to a duplication cost of 10 cents

, per page which may amount to approximately ~$~(~i~) _

If you advise us of your willingness to pay review and
duplication £ees r these documents will be processed.

11/1/88



LIBRARY CONTROL NUMBER 972-3P(47}

Commercial Use Request - Fee Letter

Subject of Request: ~(_a~)__~ _
FOIPA No.: ..;(l.:b;;:..)'-- ........---- _

Reference is made to our letter of ~(~c~} ~~-----

The records which you requested have been processed, and the
documents are available for release.

Pursuant to Title 28, Code of Federal Regulations,
Sections 16.10 and 16.47, fees were assessed at the following
rates:

Hourly Rate X Number of Hours = Fee for Service

Search Fees: (....~....) _

Review Fees:

Clerical ($ )
~---

Professional ($).;:;,..,:..---
Managerial ($)--...._--

Number of Pages X 10 cents per page

( $ )

~ $ }

($ )

( $ )

Duplication Fees: ~(~$~) __

Total accumulated fees ~(~$~) __

upon ~e~eipt of your check or money order, in the
amount of ($)(d) , payable to the Federal Bureau of
Investigation, the r~leasable documents will be forwarded to you.

11/1/88



Commercial Use Request - Fee Letter
(continued)

To insure proper identification of your request, please
return this letter or include the above referenced FOIPA request
number with your payment.

(e) See Continuation Page for additional information.

- 2 -



LIBRARY CONTROL NUl-tBER 972-3P (48)

REFERRAL LETTER
(Response to other agency)

Date:

To:

~:

NOTE:

Operator, typed date must be spelled out.

Operator, FOIPA will attach preprinted 7-line
label here. Delete this message, but do not
delete blank lines between "To" and "From. n

From: Emil P. Moschella, Chief
Freedom of Information-

Privacy Acts (FOIPA) Section
Federal Bureau of Investigation

Subject: FOIA/PA REQUEST OF ...1(~a.L} _
FB I FOIPA NO. ~(.::::;bL)_--.~~;-::;-;-__
(c) No. ...1.(,:.dL.} _
Re: ..l(.=e.l.} --_

This is in response to your letter dated
~f) , requesting the FBI to make a
lsclosure deterrninatlon regarding the bracketed information

contained in the attached (g) document(s).

After reviewing the information, we recommend that:

all of the information be disclosed.

all of the information be withheld pursuant to
subsection (s) (h~ of Title 5,
u~r~~~ ~~.tes Co e, Section 552.

part of the information, highlighted in yellow,
should be withheld pursuant to sUbsection(s) ~(~i~)~_

of Title S, United States Code,
Section 552. The remainder of the information may
be disclosed.

...t..']01../')t....-_:_ ( 4 ) 9/28/88



REFERRAL LETTER (Response to other agency)
(continued)

(k)

Please call (l)
(202) 324- (m) if y~o~u.L.;-h-a-v"'e-a-n-y-q-u-e"'s-:::t"':!i"'o"'n"'s-.-

Enclosure(s)

of my staff at

REMARKS: ..l>(:.;;n",-) _

--------------------------------



LIBRARY CONTROL NUMBER 972-3P(49)

REFERENCES ("Cross n References)

The above fee estimate does not include
references which may be identifiable with your request.
A reference is a mention of the subject of your request
in the file of another individual, organization, or
activity. A further description of any such references
will be made at a later date.

2/15/89
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This index covers the following sources of infor.mation:

Source

1. FOIPA Section Numbered Memos

2. Privacy Act
,

3. Freedom of Information Act

4. Code of Federal Regulations

5. Manual of Investigative
Operations and Guidelines

6. DOJ Guide to the Freedom of
Information Act (FOIA)

Abbreviation

M

PA

FOIA

eFR

MIOG

GF

If a citation in the index pertains to a particular
issue, that issue will be shown 1n parentheses next to the
citation. All GF citations, of course, will pertain to the FOIA.

Any suggestions for inclusion of additional items
should be submitted in writing to the Training, Research and
Field Coordination Unit.

"
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Index

Abstn'locts - Ml

Accelerated processing - H60

Accounting of disclosures from Privacy Act
system of records - PA S 552a (C); 28 CFR S 16.52

Accuracy of records required by Privacy Act -
PA S 552a (e)(5)

Administrative inquiry records, Privacy Act exemption 
PA S 552a (k) (2)

Administrative markings - GF403 (b2)

Administrative remedies, exhaustion of - GF384, 540

Advance payment of fees - GF526; 28 CFR S 16.10(9)
(FOIA); 28 CPR § 16.47{d) (PA)

Adv1c~ to agency - GF436 (b5)

Affiant requirements for declarations - GF555

"Agency" defined - GF376i FOIA S 552(f); PA S 552a (a)(1)

"Agency record" defined - GF377

Aggregating requests - 28 CFR S 16.10 (f), MI09

)( .-
~r;''' :

\".... ~ '. . . ~. '. . . . ...... .-.
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Annotating correspondence re action

Allen, Mark - H26

Amendment of records under the Privacy Act - PA S 552a
( c)( 2 ); 28 CFR SS 16. 50 - 16. 51; ~15 .

b7D
- H2



~t~T
Annotating request letters - M64

Anonymous source - GF507 (b7P)

wAny personw as FOrA requester - GF379

Appeals - M61; GF383 (Notice of); 28 S CFR 16.8 (FOrA);
28 CPR S 16.46 (Privacy Act)

Appeal of district court decisions - GF571

Appeals involving exclusions - GF523
I

cApplicants (unsuccessful) for federal employment
GF474 (b6); M3

A~y documents -,M93

Assignment of requests for preprocessed material - M83

Associations, privacy interests of - GF464

Attica Legal Defense Committee - H39

Attorney - client privilege - GF453 CbS)

Attorney fees - GF561 (Generally); FOIA S 552 (8}(4}(E):
PA S 552a (g}(2)(B); GF546 (After dismissal of action
for mootness); GF566 (Amount); GF561 (Pro se litigants);
GF564 (Test for entitlement to award of attorney fees)

Attorney General Notification to Agent Personnel in Response
to Issuance of Subpoena Duces Tecum - M65

Attorney work-product privilege - GF449 (bS)

Authority to deny requests - 28 CFR, Appendix A to Subpart A
(FOrA); 28 CFR, Appendix A to Subpart D (Privacy Act)

Automatic release of records as created - GF385

Awards to employees - GF401 (b2)

Background investigations - GF474 (b6); GF481 (b7); PA
S 552a (k)(5); M3 (unsuccessful job applicants)

Bag jobs in domestic security investigations - M16
",£,, __ ,-.~

, . l . " .".- ~ :
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Bait money - GPS12 (b7E)

, Bank .ecurity devices - GPS12 (b7E) .'

__ :. Black-bag'j~bs in domestic security investigations
(See "B8g 8obs")

"
- B~ack Panther Party ELSUR records - M19

Brady material - GP496 (b7C) hI

........

- ------ ----------- -~- - - ---- ------~---------

..,

Bureau Source (Number Classified) - M4 Kept Separately

•
.b~

Bureau Source - M5

Burdensome requests '~ GP381

aus1ne.s dealLOgB with the federal government - GF475 (b6)

Business information - 28 CPR 5 16.7

Certifying records as true copies - 28 CPR S 16.10 (k)

Child's legitimacy - GP471 (b6)

central Records System exemption from Privacy Act -
28 CPR S 16.96 (a)

Chicago 7 ELSUR information - M19

CIA, material ~egarding - M6; M20 '

CIA referral matters - M94

Circumvention of statute or regulation by disclosure - GF400
(b2); GF510 (b7E) ,

Citizenship - GP471 (b6)

Civil litigation recordS"Pr,1.vacy Act exemption -
PA S 552a (k)(2) ,

Civil remedies under the Privacy Act - PA S 552a (g)(1)

- 3 
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Classification 77 cases - M7

Classification 92 cases - M8

Classification 197 cases - M9

Classification 252 cases - MIO

Classification appeals involving referrals - M9S

Classification decisions, court deference to - GF387

Classification, duration of - GF397

Classification guidelines - GF412 (b2)

Classification of notes and addenda - MIOI

Classification review - MI02 (Documents previously examined
by (DCAAU);
MI03 (POIPA requests requiring);
M104 (previously released material);
MIOS (Field office files.)
MIlO (ReVerSeProcesslng)

Classified documents - GF386 (Generally); GF397 (Age of);
PA S S52a (k)(I);

28 CPR S 16.44 (To be reviewed for
classification under Privacy Act);
28 CFR S 16.6 (to be reviewed for
classification under FOIA)

Classified information in the public domain - GF392

Code name for investigation - GP404 (b2)

COINTELPRO - MIl

Collateral estoppel - GF547

Commercial information of a privileged/confidential nature 
GF422 - 423 (b4)

·Commercial use" request defined - GFS25; GF532; 28 CFR §
16.10 (j )(5)

Committee of Legal Aid in the South - M39

Committee to Aid Southern Lawyers - M39

-4
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Committee to Assist Southern Lawyers - M39

competitive harm - GF428, 431 (b4)

Compelling circumstances exception to Privacy Act
nondisclosure rule - PA S 5528 (b)(8); 28 CFR S 16.53 (b)

·Compiled for law enforcement purposes· - GF482 (b7)

Components of DOJ - 28 CFR AppendiX I to Part 16

Computerized Telephone Number File - M12

·Confidentialw defined for exemption b4 purposes - GF425

wconfidential source W (b7D) - GF501

Confidentiality, types of promises - MIOG S 190-7.3

Congressional access to records - GF375; FOIA S 552(d); PA
S 552a (h)(9); 52 FR 47241 (1987)

Congressional documents - MI)

Consent as exception to disclosure rule of Privacy Act - PA
S 552a (b)

Consultants - GF438-439 (b5)

Contract records - M14

Control files (FOIPA) - M79

Coordination of FOIPA releases with other divisions - M67

Copyrighted documents - H20

Corporations, privacy interests of - GF464

Costs of litigation - GF561

Court order, as exception to Privacy Act nondisclosure rule
PA S 552a (b)(ll)

Cover letters - GF404 (b2)

Creation of records not required by FOIA -
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Cr~inal discovery's effect on exemptions - GP459

CrLToinal penalties under the Privacy Act - PA §
552a (i)(l)

Customer lists - GP424 (b4)

Data brokers, fee waivers - GFS26, 532

Date for determining responsive records - 28 CPR § 16.4
(j)(POIA); 28 CFR S 16.42 (h)(PA)

Davis, Rennard - Mig

DEA Form 7 (Report of Drug property) - MIll

Death of requester/litigant - GF546

Death of source of 1nfo~at1on (b7D) - GFS09

Death of ~~bject of r~~est, proof of - M53

Deceased persons, privacy interests of - GF464

Defunct agencies/departments - M68

Deliberative process privilege (bS) - GF441

"Deliberative" nature of exemption b5 documents - GF442

Dellinger, David - M19

Denial notice to requester - GF383

De novo review standard - GF537

"Direct costs" defined for fee purposes - 28 CFR S 16.10
(j)(l)

Disciplinary action for arbitrary/capricious withholding 
FOIA S 552(a)(4)(F)

Disclosure format - GF383

Disclosure (official) of exempt material - GF459

Discovery - GF555
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Discretionary nature of exemptions - GF373

Displacement statute, 26 U.S.C. S 6103 as - GF419 (b3)

Dissemination of information, requester's ability and intent
re fee waiver GFS30

Dormant investigation - GF486 (b7A)

Draft documents - GF444 (bS)

-Due diligence" in processing requests - GF384, GF542
.o1J:>

- M17

Duplicate dbcuments, processing - M69

"Duplication" defined for fee purposes - 28 CPR S 16.10
(j ) (3)

Duplication of proposed FOIA releases exceeding 180 pages 
~70

"Educational institution" defined for fee assessment 
GF526; 28 CFR S 16.10 (j)(6)

EEO procedures - GF401 (b2)

Electronic surveillance records - MI06

ELSUR indices, exemption from Privacy Act - 28 CFR S
1.:;'96 (c)

Emergency disclosure of Privacy Act records - 28 CFR S
16.53 (b)

Employee Assistance Program - Glomarization - GF476 (b6)

Employee (FBIRQ) files - M43

Employee standards of conduct, Privacy Act - 28 CFR S 16.57

Equitable discretion of court to decline ordering disclosure
GF536

-Exceptional circumstances," Open America rule - GP384
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Exclusions (Tip-offs) - GFS17; FOIA S 552 (c); M89; GF523

(judicial review)

Executive Order 12356 - GF394 (bl)

Executive Order 12600 - GF428 (b4)

Exemption 1 - GF385

Exemption 2 - GF400

Exemption 3 - GF414, M20

Exemption 4 - GF422
I

Exemption 5 - GF437

Exemption 6 - GF460

Exemption 7 threshold - GF477

Exemption 7A - GF485

Exemption 7B - GF491

Exemption 7C - GF492 (Generally); GF498 (Age of
info~ation); GF497 (Balancing test)

Exemption 7D - GF500 (Generally); GF509 (age of
information); M21

Exemption 7E - GF510

Exemption 7F - GF513

Exemption first asserted in litigation - GF5S8

Exhaustion of administrative remedies - GF384, 540

Expedited processing - GFS42

Extensions of time limits for processing - GF382

Factual matters (bS) - GF447; GF4S2

Family fights - CF471 (b6)

Favorable information - GF47l (b6)

-8
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FD 190 - M22

PO 190a - M22

. FD 376 - M23

PO 430 - M24

FD 510 - M22

FDSll - M22

FD515 - M25
j

Federal employees - GF473 (b6)

Federal nondisclosure statute (b3) - GF414

Federal Register, agency info to be published in-FOIA §
552(8)(1)

Federal Register, publication of Privacy Act system of
records - PA S 552a (e)(4)

Federal Register, publication of routine uses under privacy
Act PA S 552a (e)(4)(D); PA S 5528 (e)(11)

Federal Rule of Civil Procedure 26 (c) - GP415 (b3)

Federal Rule of Crtminal Procedure 6 (e) - GP415 (b3)

Federal Rule of Criminal Procedure 32 - GF415 (b3); GF418
(b3); GF464 (b6)

Fees, Privacy Act, tmplied agreement to pay - 28 CFR §
16.41 (e)

Fees, Privacy Act - 28 CFR S 16.47; M71

Fees, FOIA - GF524; M71; FOIA S 552(a)(4)(A); 28 CPR § 16.10

Fees, failure to pay - GF382; GF541; FOIA S 552(a)(4)(A)(v)

Fee waivers (FOIA) - GF528, FOIA S 552(8)(4)(A), 28 CFR S
16.10 (d)

Fee waivers (Privacy Act) - 28 CPR S 16.47(a)
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Field Division personnel, contact With - H66

File 62 - 117290 - M26

File Duplication Requests - M72

File numbers - GF403 (b2); GFS03 (b7D)

File Recharge Fo~s - H13

Filing of previously released FOIPA material - M74

Final opinions - GF444 (bS)

Final opinions of agency to be publicly available 
FOIA S 552(a)(2)

Financial condition - GF424 (b4); GF471 (b6)

Financial information of a privileged/confidential nature 
GF422 (b4)

First Amendment activities in Privacy Act records 
PA S 552a (e)(7)

First-party requests also processed under FOIA - GF382

FOIA exemptions not a bar to Privacy Act access 
PA S 552a (t)(1)

FOIA request requirements - 28 CFR S 16.3

Foreign Agents Registration List - M27

Foreign countries, investigations in - M33

Foreign Intelligence Surveillance Court records - H28

Foreign news service, fee assessment - GFS26

Foreign nationals, privacy interests of - GF465

Forum non-conveniens (venue) - GPS36

Freelance journalists, fee assessment - GF 526;28 CFR S
16.10 (j) (8)

Frivolous lawsuits - GF570

-10
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Froines, John - MI9

Fugitive as requester - GF379; H29

Functional test for exemption bS - GF437

FUsion Energy Foundation - M38

General Accounting Office, access under the Privacy Act 
PA 5 552a (b)(lO)

General exemptions under the privacy Act (rap sheets,
criminal enforcement information) - PA S 552a (j)(2)

Glomar denial - GF392; GF399 (bl)

Glomarization - GF476-477 (b6)

Glomarization of third party requests (b7C) - GF499

Grand Jury Defense Office - M39

Grand jury material - GF41S~(i.Di H20

- H30

Green file fronts - H76

Grievance procedures - GF401 (b2)

Guardianship, verification under the privacy Act - 28 CPR S
16.41 (e)

Guidelines for law enforcement investigations/prosecutions
(b7E) - GFS13

Hayden, Thomas - M19

High 2 information (b2) - GF400, 406, 407

High visibility memo policy - M77

Hiring criteria - GF412 (b2)

Historical processing - 28 CFR S 50.8, HIDS

Hoffman, Abbie - M19

-11
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Identification Division records system exemption from
Privacy Act - 28 CFR S 16.96 (e)

Identification record - 28 CFR S 16.31 (Defined);
28 CFR S 16.32 (Obtaining); 28 CFR S 16.33 (Pee ~o

obtain) ;
28 CFR S 16.34 (Correcting); M47 (Ascertaining accuracy
before disclosure); GF4I6 (b3); GF462 (b6); GF462 (b7C);
GF499 (b7C - Glomar)

Identity of confidential source - GF502 (b7D)

Illegal investigation - GF408 (b2); GF481; GF485 (b7)

Implied promise of confidentiality - GF503 (b7D)

"Improper withholding" of records - GF535 (Based on delay);
GF535 (Based on use of exemption); GF535 (Based on public
availability); GF535 (Based on pre-existing court order)

Improperly addressed requests - 28 CPR S 16.4 (i}(FOIA);
28 CFR S 16.42 (g) (Privacy Act)

In camera affidavits re classified documents - GF391 (bl)

In camera inspection of documents - GFSSI

In camera review of classified documents - GF386 (bl)

Indigent's request for fee waiver - GF530

"Individual" defined for Privacy Act purposes - PA S 552a
(a) (2)

Informant file numbers - GF411 (b2); M21

Informant files, requests for - MI07; GF520 (exclusion
(c)(2»

Informant symbol numbers - GF402 (b2)

Information compiled for law enforcement purposes - GF477
(b7A)

Initials of person - GF403 (b2)

Intelligence sources and methods - GF417 (b3)
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Inter-agency memoranda defined for exemption b5 - GF437

Interest on fees - 28 CFR S 16.10 (h)

Interesting case memoranda - M31

"Interfere" with enforcement proceedings - GF487 (b7A)

Internal agency matters of a trivial nature - GF400 - 401
(b2)

"Internal" document defined for exemption b2 - GF407

Interview notes taken by agents - M32
j

Interviews in criminal investigations - GFS05 (b7D)

Intra-agency memoranda defined for exemption b5 - GF437

Investigations, status of - GF485 (b7A)

IRS, referrals to - M96

Judicial review of exclusions - GF523

Jurisdiction of courts over FOIA cases - GF535; FOIA S 552
(a)(4)(B)

Jurisdiction of courts over Privacy Act cases - PA S 5528
(g) (5)

Juvenile delinquency proceedings - H20, M34

Juvenile Justice and Delinquency Prevention Act - M34

King, Martin Luther - M18 (Elsur info); M26 (House Select
Committee on Assassinations)

Laboratory notes - M35

LaRouche, Lyndon - M3B

Law enforcement activity exception to Privacy Act - PA §
5528 (b){7)

Law enforcement personnel - GF473 (b6)

"Law enforcement proceedings" - GF487 (b7A)

-13
4/1/91



"Law enforcement purposes· - GF480 (b7)

Leaked information - GF459

.':f:"C;'F!f-, .
u ... f-{:. J

Leave practices - GF40l (b2)

Legal guardian access to Privacy Act records - PA S 552a (h)

Legal Handbook for Special Agents - M36

Legsts (FBI) - M33; M78

Library as requester, fee waivers - GF531

"Likely to contribute" to public understanding of government
activit~es, fee waivers - GF529

Location of surveillance devices - GFSll (b7E)

Law 2 information - GF401 (b2)

Mail covers - CF5ll (b7E)

Mail, handling FOIPA request mail - M79

Mail, outgoing to CIA and NSA - Mao

Mailing lists - GF471 (b6)

Manuals (administrative) to be publicly available - FOIA §
552(8)(2)(c)

Manuals, FBI - M36

Manuals for law enforcement - GF406 (b2); GF480 (b7); GF512
(b7E)

M.A.P. (Management Aptitude Program) records - M44

Marital status - GF471 (b6)

Medical condition - GF471 (b6)

Medical files - GF460 (b6)

Medical records to be provided to physician (Privacy Act) 
28 CFR S 16.43 (d)

Microfilm records, reproduction of - Mel
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Midnight Special - M39

Ni.conduct of govemment .mployeeB - GP4.68, 4'4, 4'7 (b6)

- Nootness ~ GP545
~

~osaic approach - GF399 (b1); GP4.12 (b2); GP429 (b4)

Multiple subject cases - N37

Names and addresses to compile mailing lists GF471 (b6)

Names of POIA requesters - GP4.64 (b6)

Names of individuals in law enforcement file - GP492 (b7C)

Names of law enforcement pers~nnel - GP494 (b7C); GF514
(b7P)

\

Names of privacy Act requesters - GP464 (b6)

Names of sources of information - GF496 (b7C); GPS03 (b7D)

N.A.R.A. preservation of records under the Privacy Act -
PA S 552a (b)(6)

National Caucus of LabOr committees - M38

National Electronic Surveillance Project M39

National Lawyers Guild -' M39

National S~curity Act of 1947 - GF417 (b3)

National Security Agency - H20 (b3); N97 (referral policy)

HCAVC exemption from Privacy Act - 28 CPR 5 16.96 (j)

NCIC entries for missing children - M40

NCIC exemption from Privacy Act - 28 CPR S 16.96 (9)

NCICMessage Keys & Orlg1Dat!ng Agency Identifiers
(ORIS) - Ml12

!few Agents Unit (Quantlco) records - N44

.!
-15

4/1/91



Newsgathering organizations, fee waivers - GF532

"Noncommercial scientific institutionft defined for fee
assessment - GF526; 28 CPR S 16.10 (j)(7)

Notarized signature required for Privacy Act request 
28 CPR S 16.41 (d)(l)

Objects not covered by FOIA GF385

Official disclosure of exempt material - GF459

Old documents - GF498 (b7C)

·Operations or activities of the government,· fee waivers 
GF529

Organizational files - H41

Overhead and operating costs - GF424 (b4)

Passive dissemination, fee waivers - GF531

Payments received for FOIPA releases - H82

Pen registers - H20; H42

Pending investigation - GF485 (b7A)

People's House - H39

Performance ratings - GF401 (b2); GF474 (b6)

"person" defined for exemption b4 purposes - GF424

Personal privacy expectations - GF463 (b6)

Personal records - GF378 (b2)

Personnel files - GF460 (b6)

Personnel investigations of government employees - GF482
(b7)

Personnel lists - GF403 (b2)

Photograph albums (FBI) - H45

-16
4/1/91



, . r-.~.. -. __r ,... ,
,... ,,1 '_ r

I' L'-. .' i. '"' . 10

physical safety of a person threatened by disclosure 
GF513 (b7F)

policy documents - CF444 (bS)

policy statements of agency to be publicly available - FOIA
S 552(a)(2)(B)

Polygraph examinations - H46

post-decisional documents - GF444 (bS)

Post office boxes ~ CPSll (b7E)

Predecisional communications - GF442 (bS)

Presentence reports - GF415, 418 (b3); GF464 (b6); H20

Preservation of records - 28 CFR 5 16.9 (FOIA); 28 CFR 5
16.49 (PA)

presidential entities as agencies - GF376

Pretext contact - GF511 (B7E)

Prior disclosure of priVileged 1nfo~at1on (exemption bS
waiver)- GF456

privacy Act exemptions not a bar to FOIA access - PA S 552
(t)(2)

Privacy Act request requirements - 28 CPR S 16.41

Privacy interests, exemption b6 general rule - GF463

Privileged commercial/confidential information - GF435 (b4)

profiling as investigative tool - GFS12 (b7E)

Profit and loss data - GF424 (b4)

prospective investigation - GF485 (b7A)

Protective services to public officials - PA S 552a (k)(3)

Public-at-large understanding, fee waiver - GF529

Public availability of exemption b6 information - GF463

-17
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Public corruption - GF468 (b6)

Public figures, privacy interests of - GF46S

Public interest in FOIA disclosure - GF461 (b6)

Public reference facilities (See Reading Room) - 28 CFR §
16.2

Public source information - GF430 (b4); GF463 (b6);
GF496 (b7C); GF529 (fee waivers)

Publicity, prejudicial pretrial - GF49l' (b7B)

Publicly known investigative techniques/procedures - GFSIO
(b7E)

Purpose of FOIA - GF373

Purpose of request irrelevant - GF379

Questions disguised as FOIA requests - GF38S

Rap sheets (see identification record)

Reading Room (Public Reference Facility) - Me4 (FOIPA);
Mas (Adding material to); 28 CFR S 16.2

-Reasonably describe" records sought under FOIA - GF3BO;
28 CFR S 16.3(b)

Reclassification of information - GF398 (bl)

"Record" defined for Privacy Act purposes - PA S 552a{a){4);
28 CFR S 16.40 (c)(3)

Referrals - M98 (Segregable other agency information);
M99 (Sensitive FBI information); MI00 (stamp labeled
"Classified Material Attached"); MIll (DEA Form 7)

Referral/consultation responsibility of agency - 28 CFR §
16.4 (c)-(e)(FOIA); FOIA - 28 CFR § 16.42(c}-(e)(Prlvacy
Act)

Regulations governing FOIA requests - GF382

Religious affiliation - GF471 (b6)

-18
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Report on agency FOIA compliance to Congress - FOIA S 552(e)

·Representative of the news media" defined for FOIA fee
assessment - GF526; 28 CFR S 16.10 (j)(8)

Reputation - GF471 (b6)

Requester as -any person" - GF379

Requester'S ability & intention to disseminate information -
GP530

Res judicata - GF547

Research data - GP424 (b4)

Research required by exemption b6 - GF466

Retired law enforcement officers - GFSl4 (b7F)

Reverse FOIA - GF572

Reverse Processing - MIlO

"Review costs" for fee assessment - GF525; 28 CPR § 16.10
(j ) (4)

"Routine use" of records - FA 552a(a) (7) (Defined); PA § 552a
(b) (3}(EXception to nondisclosure rule)

Rubin, Jerry - MIg

Sales statistics - GF424 (b4)

Sanctions against FOIA litigants - GF569

Scope of request, narrowing - M86

Search adequacy - GF382, 543, 555

"Search" defined for fee purposes - 28 CFR S 16.10 (j)(2)

Search procedures at FBIHQ for field office FOIPA requests -
1487

Search time charges - GF526

Search warrant affidavit - GF510 (b7E)

( -19
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Security techniques - GF4!! (b2)

Security clearances for court personnel - GF392 (bl)

Segregability - GF382, 399 (b2); GF475 (b6); POIA S 552(b)

Selective Service Law Committee - M39

Sensitive compartmented 1nfocmaton. handling - M91

Sensitive non-law enforcement records - GF476 (b6)

Settlement negotiations - GF439 (bS)

"S1gnlficent- contribution to public understanding
of government activities, fee waivers - GF53l

Social Security information - M48

Sole source information - GF503 (b7D)

~':49
Source symbol numbers - GFS03 (b7D)

Southeast Asia Military Law Office - M39

Southern Christian Leadership Conference ELSUR information -
MIB

Spartacist League - HSO

Spartacus Youth League - M50

Special File Room - Ma8

Special Master to review classified records - GF392 (bl)

Specific exemptions under the Privacy Act - PA S 552a (k)

Specifications of equipment - GF51l (b7E)

Standards of conduct - GF40l (b2)

statements attributed to subject of file where source is
not recorded - M51

·Statistical records w - PA S 552a (a)(6)(Oefined); PA S 552a
(k)(4) (Specific exemption)

-20
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statistical research, exception to Privacy Act nondisclosure
rule - PA S 552a (b)(5)

statute of 1~itat1ons - GF537; PA S 552a (g)(5)

statute mandating nondisclosure - GF469 (b6)

stop index 1n NCIC - HS2

Subject/requester possess or submitted information - GF490
(b7A)

Submitter objections to disclosure - GF429 (b4)

Subpoena Duces Tecum, A. G. notification to agent personnel
in response to issuance of - M65

wSubstantially prevail" in litigation - GF562

Summary judgment - GFS53

Supplier lists - GF424 (b4)

"system of records" defined for Privacy Act purposes -
PA S 552a(a)(5); 28 CFR S 16.40 (c)(8)

Tax return information - GF419 (b3); H20

Technical designs - GF424 (b4)

Techniques for law enforcement investigations - GF510 (b7E)

Terminated investigations - GF487 (b7A)

Testing material, exemption under the Privacy Act 
PA S 552a (k)(6)

Third party requests -M53

Time limits - FOIA S 552(a)(6)

Tip-offs - See Exclusions

Title of FOIPA communications, wording of - H92

Title III wiretaps - GF416-417 (b3)

Top secret material - M90 (Transmittal); M91 (Handling)

Trade secrets - GF422 (b4)

-21
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Transfers - GF401 (b2)

Trap and trace devices - M20; M42

Travel expenses and allowances - GF401 (b2)

Undercover agent study - GF408 (b2)

Undercover operations - MS4

unit prices - GF432 (b4)

united states Labor party - M38

·Unusual circumstances· re time l1mis - FOIA S 552(a)(6)(b)

vaughn Index - GFS47

Verification of requester's identity (Privacy Act) 
28 CPR S 16.41 (d)

VICAP Program - MlO

Visas - GF4l8 (b3); H20

Visual Investigative Analysis Chart - MSS

waiver of confidentiality - GFS04 (b7D)

Waiver of exemptions through prior disclosure - GF4S8 (bS)

waiver of exemption bS privilege through prior disclosure -
GF4S6

watergate Special Prosecution Force - MS6

Weiner, Lee - M19

welfare payments - GF471 (b6)

White House records - N57

Wiretap intercepts - GF417 (b3)

Witnesses, privacy interests of - GF465 (b6); GF496 (b7C);
GFS14 (b7F); MS8

Witness statements - GF452 (bS); GF504-S0S
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world War II censorship documents - M59

SEo/(ET
Wounded Knee Offense/Defense committee - M39

8 U.S.C. S 1202 (f) - GF418 (b3)

18 U.S.C. S 2518 (8) - GF417 (b3)

18 U.S.C. S 4208 - GF418 (b3)

26 U.S.C. S 6103 - GF419 (b3)

28 U.S·.C. S 534 - GF418 (b3)

50 U.S.C. S 403 (d)(3) - GF417 (b3)

/
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