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United States Department of State

Washington, D.C. 20520

AUG 20 2010

Case No.: 200801204
ISCAP No. 2006-025

I refer to your appeal letter dated September 13, 2006 addressed to the
Interagency Security Classification Appeals Panel (ISCAP) and to the ISCAP
letter to the Secretary of State dated May 27, 2010, regarding the release of
certain Department of State material under the Mandatory Declassification
Review provisions of Executive Order 12958. In addition to the provisions of
E.O. 12958, we also undertook to review the material under the Freedom of
Information Act (Title S USC Section 552).

In processing your request, the material which we retrieved from the Office of
the Inspector General was processed in a way which resulted in a total of 23
documents. After reviewing these documents, we have determined that six
may be released 1n full, 16 may be released with excisions, and one must be
withheld in full. All released material is enclosed.

An enclosure provides information on Freedom of Information Act exemptions
and other grounds for withholding material. Where we have made excisions,
the applicable exemptions are marked on each document. The one document
withheld in full was withheld under exemptions (b)(2), (b)(5), and (b)(7)(e).
This document, numbered 01G, was withheld by the Department of Homeland
Security.

In some cases, two or more exemptions may apply to the same document. In
the case of @ document released in part, all non-exempt material that is
reasonably segregable from the exempt material has been released.
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With respect to material withheld by the Department of State, you have the
right to appeal our determination within 60 days. A copy of the appeals
procedures is enclosed.

In some of the documents released in part, the Department of Homeland
Security has withheld material under the following exemptions:

Doc.01:
p-8- (b)(7)e)
p-36 - (b)(7)(e)
p.37 - (b)(7)e), (bX(2)
p-38 - (b)(7)(e), (b)(5)
p-39 - (b)(7)(e)

Doc.01A
p-50 - (b)(7)(e), (b)(2)

Doc. 01B
p-54 - (b)(7)(e), (b)(2)
p.55 - (b)(7)(e), (b)(2)

Doc.02
p-29 - (b)(7)(e)

Should you wish to appeal any of the determinations made by the Department
of Homeland Security, you may write to the USCIS FOIA/PA Appeals Office,
150 Space Center Loop, Suite 500, Lee’s Summit, MO 64064-2139, within 60
days of the date of this letter. Both the letter and the envelope should be
clearly marked “Freedom of Information Act Appeal,” and should refer to the
DHS case number COW 2008000009.

In some of the documents released in part, the Drug Enforcement Agency has
withheld information under the following exemptions:

Doc.02
p- 23 (B)(3), (BY 7)), (b)(7)(e)



Doc. 03
p- 5-7 (1)(3), (b(7)(d), (b)(7)(e)

Should you wish to appeal any of the determinations made by the Drug
Enforcement Agency, you may write, within 60 days of the date of this letter,
to the following address:

Chief, Operations Unit
FOI/Records Management Section
U.S. Department of Justice

Drug Enforcement Administration
700 Army Navy Drive
Washington, D.C. 22202

We have now completed the processing of your case. If you have any
questions, you may write to the Office of Information Programs and Services,
SA-2, Department of State, Washington, DC 20522-8100, or telephone us at
(202) 261-8484. Please be sure to refer to the case number shown above in all
correspondence about this case.

Sincerely,
W’ / meg

Margaret P. Grafeld, Director
Office of Information Programs and Services

Enclosures: As stated.



(b)(1)

(b)(2)
(b)(3)

(b)(8)

(b)(9)

NR

The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Withholding specifically authorized under an Executive Order in the interest of national
defense or foreign policy, and properly classified. E.O. 12958, as amended, includes
the following classification categories:

A(a) Military plans, systems, or operations

A{b) Foreign government information

A(c) Intelligence aclivities, sources or methods, or cryptology

(d) Foreign relations or foreign activities of the US, including confidential sources

(e) Scientific, technological, or economic matters relating to national security,
including defense against iransnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,

plans, or proteclion services relating to US national security, including delense

against transnational terrorism

1.4(h} Information on weapons of mass destruction

1
1
1
14
14

Relted solely to the internal personnel rules and practices of an agency
Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMEX  Arms Export Control Act, 22 USC 2778(e)

CiA Ceniral Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT Export Administration Act of 1979, 50 App. USC 2411{c){1)
FSA Foreign Service Act of 1980, 22 USC 4003 & 4004

INA Immigration and Nationality Act. 8 USC 1202(f)

IRAN Iran Claims Setllement Act, Sec 505, 50 USC 1701, note

Privleged/confidential trade secrets, commercial or financial information from a person

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Information that would constitute a clearly unwarranted invasion of personal privacy

Infarmation compiled for law enforcement purposes that would:
(A} interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C}) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E} disclose investigation technigues
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions

Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Malerial not responsive to a FOIA request, excised with the agreement of the requester
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Report of Audit

REVIEW OF THE VISA-ISSUING PROCESS
PHASE I: CIRCUMSTANCES SURROUNDING
THE ISSUANCE OF VISAS TO
- SHEIK OMAR ALI AHMED ABDEL RAHMAN
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IMPORTANT NOTICE
This Department of State report is intended solely for the official use of the Departmeat, o component thereof or any
agency or organization receiving a copy directly from the Office of Inspecior General. Public availability of the
document will be determined by the Inspector General under the US. Code, § 11.5.C. 552.

UNITED STATES DEPARTMENT OF STATE
REVIEW AUTHORITY: ROBERT R STRAND

DATE/CASE ID: 29 MAR 2010 -20080120V’ - UNCLAS SIF IED
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT
of Federal programs and resources
hurts everyone.

" Call the Office of Inspector General
HOTLINE -
202/647-3320
to report illegal or wasteful activities.
Collect calls accepted.

Or write to
Office of Inspector General Hotline
United States Department of State
. Post Office Box 19392
Washington, D.C. 20036-9392

Cables to the Inspector General

should be slugged "OIG Channel—State"”
to ensure confidentiality.

]

Audits are conducted by the Office of Inspector General under authority of Section 209 of the Foreign
Service Act of 1980, as amended, and as provided for by the Inspector General Act of 1978, as amended.
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United States Department of State

The Inspector General

Washington, D.C. 20520

PREFACE

This report was prepared by the Office of Inspector General
in fulfillment of our responsibilities mandated by the Inspector
General Act of 1978 and by Section 209 of the Foreign Service Act
of 1980. It is one of a series of audit, inspection, security
oversight, investigative, and special reports issued by my office
as part of our continuing efforts to promote positive change in
the Department of State and to identify and prevent waste, fraud,
abuse, and mismanagement.

The report is the result of a careful effort to assess both
the strengths and wveaknesses of the post, office, or function
under review. It draws heavily on interviews with employees of
the Department of State and other interested agencies and
institutions, and reflects extensive study of relevant documents
and questionnaires.

The recommendations 1nc1uded in the report have been
developed on the basis of the best knowledge available to the
Office of Inspector General and have been discussed in draft with
the offices responsible for implementing them. It is our hope
that these recommendations will result in a more effective and
efficient Department of State.

I wish to express nmy appreciation to all of the employees
and other persons who cooperated in the review documented by this

[Otine £ Kt

Roscoe S. Suddarth
Acting Inspector General

UNCLASSIFIED
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AF Bureau of African Affairs
AVLOS Automated Visa Lookout System
cA Bureau of Consular Affairs
CIA Central Intelligence Agency
CLASS Consular Lookout and Support System .
DCM Deputy chief of mission
DNC " Distributed Namecheck System
FAM Foreign Affairs Manual
FBI Federal Bureau of Investigation
FSN Foreign Service National
IBIS Interagency Border Inspection System
INA Immigration and Nationality Act

Bureau of Intelligence and Research

: Immigration and Naturalization Service
JFK John F. Kennedy International Airport
MRV Machine Readable Visa : :
NAILS . National Automated Immigration Lookout System
NEA Bureau of Near Eastern Affairs
NEA/EGY Office of Egyptian Affairs, NEA
NIIS Nonimmigrant Information System
OIG Office of Inspector General
S/CT Ooffice of Counter-Terrorism
TAGS Traffic analysis by geography and subject
TECS Treasury Enforcement Communications System
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AUDIT REPORT 4-CI~007
REVIEW OF THE VISA-ISBUING PROCESS

!PHASE I: cxncunaraﬁcns SURROUNDING
THE ISSUANCE OF VIBAS TO
SHEIK OMAR ALI AHMED ABDEL RANMAN

MARCH 1994
. EXECUTIVE SUMMARY
Purpose = (U) At least six persons who worshipped at

mosques in New York and New Jersey where
Sheik Omar Ali Ahmed Abdel Rahman regularly
preached jihad, or Muslim holy war, were
accused of the February 26, 1993, bombing of
the World Trade Center building. The
bombing killed 6 persons, injured more than
1,000 others, and caused damage estimated at
more than half a billion dollars. The
publicity resulting from this act of
terrorism and the request of several members
of the Congress prompted the Office of
Inspector General (0IG) to initiate a review
of the process for issuing nonimmigrant
visas, which we are performing in two
phases. .

{(U) The goal of the first phase, which is
concluded with the issuance of this report,
was to identify the circumstances
surrounding the issuance of visas to the
Sheik and to determine why efforts failed to
prevent him from entering the United States
or to expel him after his entry. 1In the
second phase we will focus on worldwide

VS e T TS R RS R TS e W e
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EXECUTIVE SUMMARY

systemic problems of the visa lookout system
and the adequacy of internal controls for
issuing nonimmigrant visas. .

(U) The Inspector General of this
Department testified on this issue before
open and closed hearings of the House
committee on Foreign Affairs, the House
Permanent Select Committee on Intelligence,
and tha Senate Select Committee on
Intelligence in June and July 1993.

W" )

]

Background

(C) Sheik Abdel Rahman was born in Egypt in
May 1938 and became blind in infancy. A
high-profile opponent of secular Egyptian
regimes, he is known for his criticism of
Gamal Abdel Nasser, a past president of
Egypt. He was specifically accused of )
issuing the Islamic sanction in 1981 to Al-
Jihadists that resulted in the assassination
of former Egyptian President Anwar Sadat.
The Sheik's acquittal of these charges in
1984, after the courts confirmed that
security officials had tortured him during
his imprisonment, enhanced his reputation in
fundamentalist circles.

(U) Since entering the United States, it is
alleged that he regularly preaches jihad.

In cairo, he is also suspected of
sanctioning a string of murders, including
extremist attacks on foreign tourists, which
have seriously damaged the multibillion-
dollar Egyptian tourist industry.

. UNCLASSIFIED
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in Brief

(S) Sheik Abdel Rahman submitted seven
applications and received at least three

‘visas from two U.S. embassies. One of the

visas was issued by the embassy in Khartoum
in 1986, another by the embassy in Cairo in
1987, and the third by the embassy in
Khartoum in 1990.- In addition, the Sheik
may have received still another visa in
.1988.

1.4(D) FOIA B3

FOIA B3

(U) Early in our review, several .
possibilities were advanced as explanations
for how the Sheik was able to obtain U.s.
visas and ultimately adjust his nonimmigrant
status to that of legal permanent resident
alien. Among these explanations were:

. Inadequate systems of control or
inappropriate implementation of
immigration laws, regulations, and
guidelines, and the generally poor
performance of both American officers
and Foreign Service nationals (FSNs)
involved in the visa-issuing and
immigration processes:;

. An agency or agencies of the U.S.
Government conspired to bring him into

SECRET
3
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23

the United States either to promote
internal stability in Egypt or as a
reward for services rendered in
assisting the U.S.-backed

who were training in Pakistan for
activities in Afghanistan; and

. Individual officers or FSNs of the U.S.
embassies in Cairo and Khartoum
asgisted the Sheik in obtaining visas
for reasons of personal gain, fear of
reprisal, or sympathy with the Sheik’s
‘political views.»

. "n

(U) Our work, thus far, has not led us to
conclude that any agency or individual
employed by the U.S. Government
intentionally violated or circumvented

immigration laws and requlations in order to

help the Sheik gain entry to the United
States. Rather, the documents we examined
and the interviews we conducted indicate
that the Sheik obtained visas to enter the
United States and received permanent
resident status because of inadequate
systems of control and inadequate
implementation of immigration laws,
regulations, and guidelines. We alsc
attributed this breakdown in the systems to
the poor performance by some of the American
officers and FSNs involved.

(U) The review team examined data and met
with former and current officials of the
U.S. embassies in Cairo and Khartoum where
the visas were issued. Also, the team
interviewed FSNs who were employed by the
enbassies at tha time the visas were issued.

UNCLASSIFIED
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(U} Records of visa applications and
issuances normally are not retained by posts
more than one year. The team's efforts
were, therefore, hampered by the absence of
key documents, which had either been
routinely destroyed or destroyed by the
Department of State during the 1991
evacuation of the embassy in Khartoum, and
the need to rely on the memories of key
individuals of events which occurred 3 to 7
'years ago. Their recollections of relevant
past events wvere sometimes unclear and, on

occasion, conflicting. [ !

Principal Findings

S

LOOKOUT SYSTEM

(U) Aalthough Sheik Abdel Rahman's name
should have been entered into the
Department's lookout system after his arrest
in 1981, his name was not put into the
system until 1987. During this 6-year
period, he was issued at least two U.S.
nonimmigrant visas. The reasons identified
for not including the Sheik's name in the
lookout system were that: the embassy had
higher priority concerns, it was believed
that the Sheik would not want to travel to
the United States; there were frequent
changes in the staff at posts: and no group

SECRET
S
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in washington or at posts was specifically

accountable for proactively identifying and

preemptivaly including the names of

ineligible persons or persons thought to be

ineligible into the consular lookout systen. :

(C)° Even -after-the name was added to the
system, the lookout was not checked, as
required, when he applied for and was issuec
a third visa. This oversight occurred .
because the FSN who was delegated the

responsibility did not perform this vital

-step, but indicated obh the form submitted to
the American officer that he had checked the
consular microfiche lookout system. In
addition, adequate controls were not in
place whereby the American consular staff
could ensure that the antiquated, time- wd
consuming, and difficult-to-use consular

microfiche lookout system had been checked.

X | FOIAB3 '
| |1.4(D) FOIA B3
FOIA B3
e 4(D)FOIAB3
h 7 A(D)FOIAB3
[ FOIA B3 !
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DIA B2, B3

INS RECEIVED
LATE .
NOTIPICATION ON
THE KIBTAKE IN
ISBUING THE VIBA

* -

(S) Although persons in the Department
recognized within weeks after it happened
that an error had been made when the third
visa was issued to the Sheik, they did not
notify the Immigration and Naturalization
Service (INS) until approximately 6 months
later, during which time the Sheik had made
several trips into and out of the United
States. The late notification of INS was .

attributed to the post and the Department's

Bureau of Consular Affairs (CA) mishandling
of the process for revoking the visa.

UNCLASSIFIED
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MIBSING THE
S8HEIK -

AT THE PORT OF
ENTRY

(U) Even after the Department finally
notified 'INS of the mistake in issuing the

third visa to the Sheik in 1950 and advised '

INS that the visa had been revoked, INS
continued to miss his departures from and
entries into the United States. We did not
perform a comprehensive review of the INS
role on this matter because such a review is
outside of the authority of the OIG of the
Department of State. However, our work
revealed that weaknesses in the INS lookout
system and apparent human errors, such as
not comparing the name: on the INS
Arrival/Departure Card‘'with the name in the
Sheikt's passport (when the Sheik used
different variations of his name each time),
also contributed to INS missing him on

subsequent entries. -

ADJUSTMENT TO
PERMANENT -
RESIDENT BTATUS

(U) The INS acted positively on the Sheik's
request for adjusted status and issued a
green card to him on April 8, 1991.

hdicate UFIn itial
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wﬁrocessing of each adjustment of status

application, the Biographic Information
Inquiry should be promptly sent to the
consular office to obtain adverse

- information on any ineligibillities related

to the applicant. |

EXCLUBION AND

. DEPORTATION

{U) Appeal procedures available to the
Sheik under current immigration law and his
later being taken into custody by the INS
have thus far effectively stalled actions to
deport him. In January 1992, the Department
of Justice identified its intent to rescind
the Sheik's adjustment of status. The
recision occurred in March 1992. After
requesting political asylum in the April 30,

1992, exclusion hearing, the Sheik's reguest

was denied in March 1993 as the immigration
judge ordered him excluded and deported.
The Sheik appealed the ruling in late March
1893. In July, the Board of Appeals
dismissed the appeal and the Sheik was taken ’
into custody, where he remains as of March
1994. ~. .

Recommendations

(U) 1If the Department is to reduce the
likelihood of a recurrence of visa issuance
to individuals who may pose a threat to
American society, it must institute a number
of changes. We are making the following
recommendations to bureaus and offices of
the Department and will make others based on
the work performed in the second phase of

- the review:

. DeVelép and disseminate guidance to
posts which defines criteria for

UNCLASSIFIED
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wbrocessing of each adjustment of status

application, the Biographic Information
Inquiry should be promptly sent to the
consular office to obtain adverse '
information on any ineligibilities related
to the applicant.

EXCLUBION AND
DEPORTATION

(U) Appeal procedures available to the
Sheik under current immigration law and his
later being taken into custody by the INS
have thus far effectively stalled actions to
deport him. In January 1992, the Department
of Justice ldentified its intent to rescind
the Sheik's adjustment of status. The
recision occurred in March 1992. After .
requesting political asylum in the April 30,
1992, exclusion hearing, the Sheik's request
was denied in March 1993 as the immigration
judge ordered him excluded and deported.

The Sheik appealed the ruling in late March
1893. In July, the Board of Appeals .
dismissed the appeal and the Sheik was taken
into custody, where he remains as of March
1994. -~

Recommendations

(U) If the Department is to reduce the
likelihood of a recurrence of visa issuance
to individuals who may pose a threat to
American society, it must institute a number
of changes. We are making the following
recommendations to bureaus and offices of
the Department and will make others based on
the work performed in the second phase of
the review: .

. Develép and disseminate guidance to
posts which defines criteria for

UNCLASSIFIED
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preemptively placing the names of
individuals who may pose a danger to
the American public into the consular
lookout system before they apply for a
nonjimmigrant visa. :

. Require each mission to establish a
committea with representatives of its
consular, political, and intelligence -
resources that meets regularly for the
purpose of implementing the previously
stated criteria; and ensuring that the
names of undesirables are put into the
lookout system before they apply for a
nonimmigrant visa.

. Establish controls to ensure that the
consular lookout system is checked as
paxrt of the visa issuance process
(especially when the visa microfiche
lookout system is usad).

Department
Comments

(S) In providing comments, the Under
Secretary for Management, the Bureau of
Intelligence and Research (INR), CA, and INS
fully agreed with the report's recommenda-

tions, (and the CIA/0IG had no objection to i:

the report's recommendations.? In addition,
the Under Secretary for Management stated
that the Deputy Secratary in his capacity as
Acting Secretary of State had already
directed chiefs of mission to establish a
comnittee with representatives of
approprlate sections and agencies to review
the names of individuals who should be added
to the lookout list, and that a number of
posts had already reported on the results of
their initial meetings.

10
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(S) similarly, INR stated that embassies
and consulates had been instructed to submit
information on suspected terrorists in the
name of the "Visas Viper" program. That
information would be reviewed by INR and CA
to determine if it met the requirements for
inclusion in the ‘lockout system. | Also, INR
had coordinated its efforts with the CIa,
the Federa) Bureau of Investigation (FBI),
the National Security Agency, the Defense

-Intelligence Agency, the Secret Service,

INS, and Customs to determine which agencies
will be on distribution for the Viper
messages and how those agencies will handle
Viper information. |

{(U) 'some agencies recommended changes to
the draft report to clarify issues addressed
in the report, some of which we have
incorporated in this report, others we have
highlighted and addressed below. To review
the comments in their entirety, see
Append}ces D through H of the report.

{(S) believed the report went
out or Ivs way to attribute the failure to
check the consular microfiche to the
consular officer rather than the FSN
involved, and that the report placed too
much emphasis on the 1988 application the
Sheik made in Cairo. We believe our
discussion of these issues is appropriate
primarily for two reasons. '

- The INA and the Department's Foreign
Affairs Manual (FAM) clearly place the
responsibility, for issuing visas and
ensuring that Department procedures and
policies for processing visas are

11
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effectively and efficiently carried
out, with consular officers. This
would include not only examining visa
applications to ensure that notations
are properly made, but alseo
periodically looking behind these
notations and- implementing intermal _
control procedures to ensure that they
are carried out. -

.

FOIA B2,

w3

3

12
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(S) The INS offered a number of reasons why
it d4id not intercept the Sheik at U.S. ports
of entry. It stated that (1) the Department
of Staté issued the certificate of
revocation and asked that it take action to
refuse entry to Abdel Rahman; (2) the
revocation was made under the name of Omar
Ali Abdel Rahman; (3) Egyptian passports do
not specify a format for the bearer's name;
(4) the Sheik's passport listed his name as
Omar Ahmed Ali Abdel Rahman with Rahman
placed on a separate line; and ($) the Sheik
subsequently entered the United States under
the name Ahmed Omar and adjusted status
under the name Omar Ali. While we did not
perform a comprehensive audit of the INS
role on this matter, we accept the INS
assessment. As indicated in the report,
however, we also believe that the INS kept
missing the Sheik at ports of entry because
of problems with its lookout system and
apparent human errors. Such weaknesses must
be corrected to prevent similar occurrences
in the future.
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II. PURPOSE AND SCOPE

(U) The OIG Office of Audits performed a review to determine
the circumstances surrounding the issuance of visas to Sheik
Abdel Rahman by the U.S. Embassies in Cairo and Khartoum and
to examine efforts to prevent the Sheik from entering the

" United States or to expel him after his entry. .The review was
initiated pursuant to the requests of several Members of
Congress and the national publicity resulting from the World
Trade Center bombing. The initial requests were made by the
Honorable Tom Lantos, Chairman of the Subcommittee on
International Security, International Organizations and Human
Rights, House Committee on Foreign Affairs, and by the
Honorable Elton Gallegly, Member of the Subcommittees-on
Europe and the Middle East, and on the Western Hemisphere,
House Committee on Foreign Affairs. The Honorable Olympia J.
Snowe, Ranking Republican Member of the Subcommittee on
International Operations, House Committee on Foreign Affairs,
and the Honorable Benjamin A. Gilman, Ranking Republican of
the House Committee on Foreign Affairs, joined Congressman
Gallegly in requesting a review and posed a number of
questions concerning the various visa lookout systems. The
questions are partially addressed in Appendix B of this
report. We will more fully address these questions during the
second phase of our review.

(U) The review is being conducted in two phases. This report
describes the results of the first phase where we reviewed the
circumstances surround;ng the issuance of the visas to the
Sheik and efforts to prevent him from entering the United
States or to expel him after he had entered. In the second
phase we will focus on identifying worldwide problems with the
lookout systems and evaluate the adequacy of internal controls
for issuing nonimmigrant visas.

(S) WVork on the first phase was performed during the period

vember 1993.:
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(U) We testified on the preliminary results of our work in
open and closed hearings before House and Senate subcommittees
and committees on June 30, July 21, July 22, and July 27,
1993.

(U) To meet the objectives of the first phase, we examined
relevant records and interviewed American officers and FSNs
who were assigned to Embassy Cairo and Embassy Khartoum at the
time of the review and when the visas were issued. Also, we
interviewed American officials in Paris, Asmara, Addis Ababa,
and Nairobi who were assigned to the U.S. Embassies in Cairo
and Khartoum in 1986, 1987, and 1990, when the visas were
issued to the Sheik.

(U) In Washington, the audit team reviewed records and
interviewed officials of the Department of State's Bureau of
Near Eastern Affairs (NEA), Bureau of African Affairs (AF),
Office of Counter-terrorism (S/CT), CA, and INR. Interviews
of U.S. Government officials in organizations outside of the
Department.of State included the (1) INS and FBI, (2) _.
Department of Treasury's U.S. Customs Service, and (3) cxa._
All persons interviewed were knowledgeable about the visa -
issuance process or the various "lookout systems." We also
revieved. existing files of INS and the U.S. Customs Service.

(U) Data were largely not available on the circumstances
surrounding the visas issued to Sheik Abdel Rahman in Khartounm
in 1986 and 1990. Pertinent records were destroyed. when the
post was evacuated between January and April 1991 in
connection with the Desert Storm campaign. Other records were
purposely destroyed in order to reduce to a bare minimum the
time required for a possible emergency destruction. Federal
law and regulations also require periodic destruction of
records as a matter of course. Therefore, in reconstructing
the sequence of events surrounding the issuance of visas to
the Sheik and information relating to Embassy Cairo's
biographic files on the Sheik prior to 1987, we were forced to
rely upon the recall of the knowledgeable individuals, which
wvas not always clear and concise.

(U) In planning both phases of the assignment, emphasis was
placed on responding to guestions concerning:
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+ the effectiveness of the Department’s lookout system
and how it interfaces with those of other agencies;

+ the vulnerability of the visa-issuance process to the
issuance of fraudulent visas;

»+ the adeguacy of procedures used to properly identify
- visa applicants; and

+ the adeguacy of human and equipment resources at
overseas posts, which affect the posts' capabilities
to handle the visa workload.

(U) The review was conducted in accordance with generally
accepted government auditing standards and included
appropriate tests to evaluate the adequacy of internal
controls and procedures that the team considered necessary
under the circumstances.

(U) Work on the audit was performed by the staff of the
office of Inspector General's Office of Audits, Consular and
International Programs Division. ' Major contributors to this
report were Edward Brennan, division director; Norma Brown,
audit manager; Louis McCall, 0IG inspector and consultant to
theiteam. Gary Petrovich, shyrl Cokexr, and James Doty,
auditors.
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IIX.  BACKGROUND

(C) Sheik Abdel Rahman, a high-profile opponent of secular -
Egyptian regimes, was born on May 3, 1938, in the Delta :
governorate of Dagahliyya, Egypt. He became blind at the age
of 10 months. After graduating from Al-Azhar University in
1965, he was assigned to a village mosque in the Fayoum
governorate. He received a masters degree 2 years later and
was promoted to a mosque in the city of Fayoum. He received a
doctorate degree with honors from the Al-Azhar's Asyut campus
in 1972, .and left Egypt in 1977 to teach at a women's college
in saudi Arabia. For unknown reasons, he returned to Egypt in
1980, 1 year before the assignment was scheduled to end. At
the Asyut campus, where he later returned, he was appointed as
' chairman of the Department for Explanation of the Koran

(Tafsair). In the late 15708, he was known for his criticism

of Gamal Abdel Nasser, a former president of Egypt.

(S) Sheik Abdel Rahman's prominence increased in 1981, when
. the government accused him of being the spiritual leader, of
° © the Al-Jihad group that assassinated President Anwar Sadat.
. He was specifically accused of issuing the "fatwa," or the
Islamic sanction for Sadat's assassination, which revealed to
Al-Jihadists that it was consistent with Islamic Law to remove
a leader who did not rule according to God's ordinances.

(S) The acquittal of the charges in 1984, after the courts ..

confirmed he had been tortured by security officials, further
l eénhanced his reputation in fundamentalist circles. His
repeated arrests between 1985 and 1983 for attempting to take
over mosques, inciting violence, attacking police officers,
- and demonstrating illegally, resulted in imprisonment and in
l his being placed under house arrest until he left Egypt for
Sudan in March or April 1990. /In 1987 and 1988, the Sheik was
also convicted of several counts of falsifying checks. From
l Sudan, he went to Pakistan. He arrived in the United States
in July 1990, 2 months before he was acquitted of the 1989 _ .
charges, ; :

(U) In the United States, the Sheik has regularly preached,
in support of jjihad, or Muslim holy war,'at the Abu Bakr

mosque in Brooklyn and the Al-Salaam mosque in Jersey City.
The mosques have been identified as sites of worship for at

. 17
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least six of the suspects accused of the February 26, 1993,
bombing of the World Trade Center building. That bombing
killed 6 people, injured more than 1,000, and caused damage
estimated at more than half a billion dollars.

(S) The Sheik's message has included calls to eradicate
anyone who stands in the way of Islam and to replace the *-
Egyptian Government with a fundamentalist Islamic state. - He
publicly attacked the regime of Egyptian President Hosni
‘Mubarak and stated that he believes Mubarak should suffer the
same fate as Sadat. . Some claim he is using the United States
as a base to organize and raise money for the Gamaa al

vioclent campaign to unseat the Mubarak regime. In
cairo, he is alsc suspected of sanctioning a string of -
murders, including extremist attacks on foreign tourists,
which have seriously damaged the multibillion-dollar quptian
taurist industry., s

18
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. ’ IV. SULTS VIEW

1{4(D) FOIA B3

L our work thus far has not lead us to conclude

or individual employed by U.S. Government : ‘-
agencies intentionally violated or circumvented immigration
laws to bring the Sheik into the United States, either to
promote internal stability in Egypt or to rewara him for
services rendered in assisting the U.S.-backed Afghan
Mujahideen that were based in Pakistan.  -What we did find,
rather, was evidence of: sloppiness; poor performance by some
American officers and FSNs involved; inadequate systems of
control; and inadequate implementation of immigration laws,
regulations, and guidelines.

4(D) FOIA B3

revealed that:

+ The Sheik was igsued the first two visas largely
because of communication breakdowns within the mission
between the technical expertise of the consular
section and the knowledge of local people and
conditions held by the political and intelligence
resources at posts. The breakdowns in communication
between these groups and the Department resulted in
the Sheik's name not being entered into the consular
lookout system in a timely manner.

» Even after the name was added to the system, a third
visa was issued to the Sheik by Embassy Khartoum in
May 1990 because the consular staff failed to perform
the required name check in the lookout system before
issuing the visa, and adegquate controls were not in
place to ensure that the name check requirement had
hbeen met by the staff. e

)
-
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+ Efforts to revoke the latter visa were delayed because
confusion existed between the Department and the post.
This caused INS agents at U.S. ports of entry to be
notified even later of the visa revocation.

*» The Sheik's July 18, and November 15, 1990, entries
- were not detected because his name had not been
provided to INS and entered into its lookout systenm
until December 1990. o

+ Subsequent efforts to intercept him during his
arrivals and departures at U.S. ports of entry failed
‘because of weaknesses in the INS lookout system, e.g.,
transliteration problems, and because INS officers at

the port of entry did not even compare the name on the

INS form to the name in the Sheik's passport.

+ Efforts to deport the Sheik failed partly because of
communication problems: for example, while one INS
office was pursuing.an investigation to determine if
material misstatements had been made which could
subject the Sheik to prosecution and/or deportation
proceedings, another was processing his application
for an adjustment. to permanent resident status, which
was approved on April 8, 1991.

" {U) cCan the series of omissions and commissions that occurred
regarding the Sheik happen again? We believe that the
problems we ‘identified persist and can reoccur. Our
discussion of the issues and recommendations for corrective
actions are identified below. '

A. oum: g v

-(8) On December 15, 1986, Sheik Abdel Rahman applied for and
received what was most likely his first U.S. nonimmigrant
visa. The decision by Embassy Khartoum to issue the visa was
based on the information available to the adjudicating officer
at the time the visa was issued. The embassy did not submit
an inquiry to the Sheik’s consular home district in cairo
because there was no requirement to do so.

20
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/17@) FOIA B3

Embassy Khartoum had difficulties in getting an 1

1.4{D) FOIAB3

P

/4(1)) FOIA B3
l At

that time, the post was issuing approximately 300 to 350
immigrant visas a month, primarily to Eritrean refugees. This

wvas a significant workload for a small post whose consular
I gection was staffed by two officials) ///f4UD)FOth3!
l : FOIA B2, B3
LY
FOIA B3

(U) There are, however, several important points that should
be noted regarding the 1986 visa.

» Had Embassy Cairo, the Sheik's home district,
eantered his name into the consular lookout system
in a more timely manner, a visa would likely.not
have been issued to him, assuming Embassy
Khartoum's consular section would have checked
the microfiche lookout systemn.

+ In subsequent visa applibations consular officers
give weight to evidence that a person has

. m:ml
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received a previous visa and has not abused the " i
visa by overstaying in the United States.
Therefore, the 1986 Khartoum visa may have helped
to ease the Sheik's path for future visas by
establishing his credibility as a cleric and
religious scholar who was in demand
internationally but who would return to his home

abroad.

B-W‘

e

e
%

(S) Sheik el Rahman presented three applications for
nonimmigrant visas to the Cairo consular section in April
1987. The first two applications were refused under section
214(b) of the INA because the adjudicating officer ruled that l
the Sheik had not overcome the presumption that he was an :
intending immigrant. On the third application, on april 26,

1987, the Sheik presented letters requesting his appearance to

preach at mosques in the United States as well as a return l
airline ticket, enabling him to overcome the previous section

214(b) refusals and to be issued a 3 month visa.;\ * FOL&'3

1.4(d) FOIA B
- The officer

sald that he knew who the Sheik was, but after receiving the
needed documents decided to issue the visa because ot his
understanding that the Sheik had not been convicted of any

rzﬂM 1.4(D) FOIA B3 i

FOIA B2, B3

FOIA B3
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(8) To explain why the Sheik was not entered into the
consular lookout system in a more timely manner, we were told
that the embassy had higher priority concerns, including
another terrorist organization:of Palestinian origin that was
anti-American, and .the larger internal instability problems in
Egypt. Add to this, the frequent changes in Embassy staffing
(with the resultant loss of institutional memory) and the two
assumptions: (1) that the Sheik did not want to visit the
United States; and (2) that someone else at the embassy or in
wWashington would enter his name into the system, and then the
simple task of adding the Sheik's name to the consular lookout
system, which seems obvious in hindsight, was not done in a
timely manner. ‘

[ I

{U) Sheik Abdel Rahman's name should have been entered into
the consular lookout system under section 212(a)28(F) or
section 212(a)27 of the INA then in effect. Section

~ 212(a)28(F) relates to visa ineligibility for advocating the .
violent overthrow of a government. Section 212(a)27 states
that "Aliens who the consular officer or the Attorney General
knows or has reason to believe seek to enter the United States
solely, principally, or incidentally to engage in activities
which would be prejudicial to the public interest, or endanger
the welfare, safety or security of the United States" are
ineligible to receive visas and should be excluded from
admission to the United States. Under the INA in effect at
the time, section 212(a)27 was used to deny visas to
terrorists. In the case of both sections of the law, a quasi-
refusal finding could have been made by the post at least
initially.

(U) Department procedures permit the names of potentially :
ineligible applicants to be entered into the lookout system by

posts as quasi-refusals, rather than actual refusals, when a
formal application has not been submitted or the alien is not

® .
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available for an interview at post. As indicated, a quasi- ‘
refusal under code 77, which Cairo later used for the Sheik,

212(a) (27) of the INA. .

!
' represented an alien presumed ineligiyle under Section 'J
. _ B

(U) The code 77 does not mandate that a visa application be -

denied. It does require that the post with information about
the applicant be gueried and that a security advisory opinion
be submitted to the Department and a reply received before any
final action on the application is taken.

(U) The question that arises is, at what point should the
Sheik's name have been entered into the automated visa lookout
system? There is no guidance from the Department about what
should trigger a decision to proactively identify and
preemptively enter the names of ineligible persons or persons
. thought to be ineligible for a visa into the consular lookout
system before an application is submitted. o

{C) Following the assassination of Egyptian President Anwar
Sadat in 1981, a crackdown by the Government of Egypt resulted
in the arrests of hundreds of individuals. Not everyone
arrested could be said to have received "due process.™ 1In the
subsegquent trials (1982-1984), although some of the accused
were convicted and executed, the Sheik and others were
acquitted by Egypt's independent judiciary. Nevertheless,
during the trial, Embassy Cairo reported that Sheik Abdel
Rahman was "the nunmber one suspect.®™ Moreover, given the
position of Sheik Abdel Rahman as the Amir or spiritual leader
of the radical fundamentalists, some observers question.
whether Egypt could have withstood the likely internal
instability that would have followed the conviction and
execution of the Sheik. 1In acquitting the Sheik, the court
was not endorsing the Sheik's innocence, but was accepting the
Sheik's claims that he had been tortured by the authorities
while in prison. The court refused to accept evidence that
had been obtained through torture. .

(S) Generally, it was a practice in Embassy Cairo's consular
section that all applicants for nonimmigrant visas, except
those whose applications were accompanied by a diplomatic note

and those in the Egyptian military whose applications were
accompanied by an equivalent military document, had to apply

SECRET
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FOIA B3 '|
‘ gcf/ The nonimmigrant visa application form approved by the
Department (Form OF-156) is to be completely filled out and
signed by the applicant per regulations (9 FAM 41.103). i
‘ FOIA B2, B3
[ Furthermore, a key question relating to
the Sheik's previous arrests either was not answered or was
answered falselyj.j
l FOIA B2, B3
i
l | FOIA B3
l' i FOIA B2, B3

| UNCLASSIFIED



UNCLASSIFIED

‘I’ . | SECRET

The FAM stated that a quasi-refusal can only be uﬁdraded to an’ i
actual refusal when there is an actual application on hand for,

adjudication. , ‘ .
HOIA B2, B3
c. : b: v
(C) on May 5, 1988, Sheik Abdel Rahman applied for another
visa at Embassy Cairo. His visa issued on April 26, 1987, had ‘
expired by that time. { * — S
\ FOIAi3
(S) According to the FSN, she placed the application in the
. pile representing those that should be given careful
consideration during the interview by the consular officer.
J 4(D)Y FOIA B2, B3

FOIA B2, B3
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(S) ' While the former consul general did not recall this
incident, he did acknowledge that, on occasion, FSNs would
come to him questioning an officer's decision on applications.
He also confirmed that a practice of the consular section
under his direction allowed for a very loose accounting of

FOIA B2, B3

cancelled visas, | .
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applying for the visa, when another Egyptian passport, number
0147195, had been issued to him on August 27, 1987. A note in
the latter passport indicated that it was issued to replace
passport number 739686, ‘whose pages were filled.

(U), A consequence of the officer's failure to close the loop
on the guasi-refusal at the time of the 1988 application is
that the lockout system continued to show a 214(b) refusal and

a code 77 .quasi-refusal for the Sheik. ‘Neither 214(b) . -

refusals nor guasi-refusals are included in the lookout
systems used by INS at ports of entry. Only actual refusals
(Category I refusals) become a part of these systenms.

Although the Department had been supplying data to the INS on
both gquasi-refusals and actual refusals from its lookout
system since the early 1980s, it was not until July 1988 that
the lockout systems at ports of entry began using data on
actual refusals. '

(V) The decision by the INS to not use data on quasi-refusals
was an administrative one based on the different requirements
of the Department and the INS.' In essence, a consular
officer's refusal can only be administratively appealed at the
Foreign Service post where the refusal is made. Once an alien
reaches the United States, however, a decision by an-
immigration officer at the port of entry to refuse entry on a
presumed ground of ineligibility can be appealed
administratively through an immigration judge. However, such
appeals do not have to stop there. Once having exhausted
administrative appeals within the INS, an alien's case may be
taken to the civil courts. Because of this, the quality of
evidence needed to support a refusal by an immigration officer
is much higher than that required by a consular officer.

SECRET
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D. rtoum? Vis
L < FOIAB2 .
. r
(U) Had the consular section in Cairo been consulted when the
political section initially drafted the May 2 cable, a message
might have been sent, with appropriate TAGS to ensure that the
consular section in Khartoum was alerted. However, it is not
a standard practice for consular officers to clear on cables
drafted by political officers.
1.4(D) FOIA B3

¥

29

UNCLASSIFIED



UNCLASSIFIED 1

¢ o - N

1.4(D) FOIA B2, B3

= FOIAB2,B3

/ FOIA B2, B3

J 1.4(D) JOIA B2, B3

I FOIA B2, B3
I

—_— 1.4(D) TIA B2, B3
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(S) The most decisive error in Khartoum was the failure to
check the visa lookout microfiche as required before issuing
the visa on May 10, 1990, to the Sheik. The FSN who was
delegated that responsibility admitted that he did not perform:
this vital step, but that he indicated on the form submitted
to the consular officer that he had done so using the
microfiche lookout system. 1In addition,.adequate controls
were not in place whereby American consular personnel could
ensure that the system had been checked. .

(5) The consular lookout system on microfiche is antiquated, 4
time-consuming, and difficult to use. The FS5N delegated the
responsibility for checking the microfiche said he made the
decision not to check because of the Sheik's age, his physical
appearance, and the fact that he had received previous U.S.
nonimmigrant visas. The FSN did not think that the Sheik was
somecne who would be in the lookout system and so the task of
checking the microfiche was not performed.

(S) He later told the audit team that he may have been
distracted by other duties at the -time and thought he had
checkéd the system when in fact he had not. In any event, it
is clear that the system was not checked, and the Sheik
received a visa when he “should not have.

R . I‘Ib A R Em B Ifli R . "'FL L}

(U) The team reviewed the process of looking at the
microfiche and confirmed that it is indeed cumbersome and -
time-consuming to look for specific names, especially Arabic
names, which may have different spellings and numerous
variations in the order of surnames. Because of this, and
other information obtained during our review, we believe that
the failure to check the microfiche in Khartoum is not an
isolated case and that there are numerous occasions at posts
throughout the world where the microfiche is not being checked
as reqguired.

®
:
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FOIA B2,
"
(¢) The Sheik's visa appligatioh and the way it was processed
by Embassy Khartoum raise questions about the quality of 'work
that was being performed in the consular section. It also .
highlights weaknesses in the application process. T IA B2 B3
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".¥FOIA B3

(S) The Sheik's application also indicated that he had a
fiancee in the United States. Such a revelation is usually
grounds for denying a visitor's visa and instructing the
applicant to have the U.S. citizen fiancee file a -petition
with INS as the first step in applying for the appropriate
visa category.

I FOIA B2, B3
R
scover omethi o
(S) It is not clear when Embassy Khartoum discovered the visi
n issued in error or what prompted the discovery. The
\ FOIA B2, B3

4 1.4(P) FOIA B2, B3

'What 1s clear is that the Department was notified of the erro:
on May 20, 1990, 10 days after the visa was issued.

HOIA B2, B3
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FOIA B2, B3

E. V¥ evoc

(U) Department guidance for revoking a visa states that post

should initially try to cancel the nonimmigrant visa by :

writing or stamping the word "REVOKED" plainly across the face

of the visa. If the visa is not physically cancelled, the

post should then (1) give notice of the revocation to the

carrier on which it believes the alien intends to travel to

the United States; (2) promptly notify the Department of the
revocation and submit a full report on the facts in the case

to the Department; and (3) complete a certificate for its

files including a statement of the reasons for the revocation.

Upon receipt of notice of the revocation, CA would notify INS. -
In spite of the clarity of the establighed guidance, some

confusion existed between Embassy Khartoum and CA on who [
should revoke the visa and the procedures they should follow.

(8) A May 21, 1990, cable from Khartoum asked the Department

for advice on whether the embassy should revoke the visa.

Another cable from Khartoum to the Department indicated that

unless advised otherwise, the post would issue a letter of

revocation to British Airways on May 24, 1990.J 1 FOIA B3

: visa was not revoked
and INS was not notified until November 26, 1990. At that
time the Department also entered his name into the lookout

system which means a visa should not be issued .
. withouL'Tpprm —Trom the Department of State. ..~ FOIAB2
(C) By the time the potice was given, however, the Sheik had
already left Khartoum for Karachi on May 13 via Gulf Air. [:::] FOIA B3

PPN LY TP
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FOIA B3

had asked the Department, INS, and FBI, per céble 90 CAIRO
17056, to keep an eye on the Sheik as early as August 23,
1990,) In late September 1990, INS confirmed that the Sheik
had arrived in the United States on July 18, .1990.

F. Whv INS Missed the Sheik

(S) Sheik Abdel Rahman was able to enter the United States

‘ several times after being issued a visa in error on May 10,
1990, by Embassy Khartoum. The question arises as to how the
Sheik was able to elude INS for long periods. For the Sheik's

l initial entry on July 18, 1950, the answer appears to be that
CA did not notify INS of his planned trip, despite Embassy
Khartoum's advice that the Department may want to alert INS at
JFK of the planned visit. Also, it was not until Novémber 27,

l 1990, that the Department asked INS to enter the Sheik's name
into its National Automated Immigration Lookout System
(NAILS). INS entered his name into NAILS on December 10,

' -1990, 13 days later. -
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(U) The first line of defense failed when Embassy Khartoum’
issued the Sheik a visa without checking the consular lookout
microfiche and the Department d@id not immediately alert INS of
the Sheik's plans to enter the United States on what should
have been a revoked visa. The second line of defense failed
at the port of entry for reasons internal to INS.
(U) On alternate occasions, the Form I-94 arrival/departure
card, completed for the Sheik by a travelling companion upon
entry, used the following surnames:

Rahman

Omar . .
Abdel Rahman
“Aldl

Apparently, the INS officers at the port of entry did not
compare the name on the Form I-94 to the name appearing in the

passport presented. |

| | This confusion over the Sheik's
name and how it appeared in the INS lookout system also worked
to the Sheik's advantage when he applied to adjust his status.

G. Adiustment of Status

(U) oOn January 31, 1991, at about the same time that the INS

office in New York was seeking information from Khartoum to
determine if material misstatements had been made which would
subject the Sheik to prosecution and/or deportation
proceedings, he applied for status as a permanent resident of
the United States at the INS office in Newark, New Jersey.
The application, which is typed, includes several false or
misleading statements. It states that the Sheik was issued a
nonimmigrant visa on May 1, 1990, by Embassy London and not

Embassy Khartoum; and the Sheik had never advocated, or taught .

by personal utterance, by written or printed matter, or
through affiliation with an organization, opposition to .
organized government, the overthrow of government by force or
violence, or the assaulting or killing of government officials

SECRET
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because of their official character. The application further

states that he had never engaged, and never intended to

engage, in prejudicial activities or unlawful activities of a
subversive nature.

-

FOIA[B2, B7(E)

(S8) . \we were told that another G-325A sent to Cairo was not
redeived until months after the adjustment of status had been
approved. It is possible that the form was.not even sent
until after the Sheik's adjustment of status had been

oved.
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(the so-called "green card"), however
fraudulently, his legal position to resist subsequent efforts

to exclude and deport him became much stronger.

(S) An INS official stated that the Sheik was not in the
United States illegally. Consequently, there was no statutory
bar to adjusting his status here in the United States. The
official also stated that the time for processing adjustment

of status applications at the New Jersey office is below the
national average, therefore, the 60-day period that occurred .
for the Sheik was not unusual for that\oftice. 7

H. Deportation: Recision and Exclusion

(C) On September 21, 1990, the NEA/EGY asked Embassy Cairo if
deportation of the Sheik should be pursued. Two days later,
Embassy Cairo responded, saying it was unwilling to recommend
initiating proceedings against the Sheik given the Persian
Gulf crisis. The Sheik subsequently left the United States
and entered Great Britain on October 28, 1990.

i

FOIA B5, B7(E)
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(U) The memo recommended monitoring the Sheik as a part of

the investigation of the terrorist organization, pl-Jihad. A !
January 10, 1991, INS telegraphic message to Khartoum asked

for the original or certified copies of the Sheik's

application since he was under investigation for fraudulent

statements on his application. It was January 1991 when

Embassy Khartoum was evacuated. : :

(C) On July 31, 1991, the Sheik was intercepted and detained
at JFK airport. He presented an Egyptian passport along with .
his valid I-551 "green card" bearing the file number '
A029753750. i

(U) In an internal INS memo dated October 22, 1991, an
Associate General Counsel recommended to the INS General
Counsel that the Sheik's passport and green card be returned
- and that he be served with a Notice of Intention to Rescind
" his lawful permanent resident status. The memo also stated
that the INS could not get around the Fleuti' problem to put
him in exclusion and that its regulations did not seem to
allow them to put the Sheik straight into deportation. ’

(U) The Department of Justice issued a letter dated January . '
16, 1992, to the Sheik declaring the INS intent to rescind the i
adjustment of status. The letter discussed several reasons

for the recision, stating in part that, "... at the time of

your adjustment of status you were excludable from admission

to the United States under section 212(a)(11l) as an alien who

is a polygamist or who practices polygamy. Your failure to ;
disclose your prior marriage on your application for permanent

residence cut off a line of inquiry which could have resulted '

in your being found excludable at the time of your adjustment ) i
of status to that of a lawful permanent resident which also

makes you excludable under Section 212(a)(6) (c). Section

! The Fleuti problem relates to a legal precedent, Fleuti v. Rosenberg, 302 F.2d 652 (9th Cir. 1962), .
afP’d, 374 U.S. 449 (1963). The Fleuti problem is the need for INS to present evidence that the purpose of !
an alien leaving the country was to accomplish some objective which is fiself contrary 1o some policy
reflected in U.S. immigration laws that would make him inadmissible to the United States.
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212(a) (2) (a) excludes from admission aliens convicted of a
crime involving moral turpitude (other than purely political
offenses). This service has received from the Director of
Prosecution, Ministry of Justice, a record indicating that on
December 8, 1987, you were found guilty of three counts of
falsification of a private note ‘cheque,' for which you were
sentenced to three months imprisonment for the convictions.
You fajled to disclose the arrests and convictions at the time
of your interview for permanent residence and are further
excludable from admission under section 212(a)(6)(c) of the
Act for material nisrepresentation.

(U) The Sheik's permanent resident status was rescinded on
March 6, 1992. 1In the exclusion hearing on April 30, 1992, he
- asked for political asylum. The application stated that: he
feared for his life if returned to Egypt, that he had opposed
the Egyptian government for years, and that the government had
tried many ways and times to quell his voice of protest.

(U) On March 16, 1993, an immigration judge ordered the
Sheik's application for asylum denied. The judge also denied
the Sheik's application for withholding deportation to Egypt
and ordered him excluded and deported from the United States.
" The Sheik appealed the orders of the ruling on March 24, 1993.
On July 2, 1993, the Sheik's parole was revoked and he was
taken into custody by INS after several persons who worshipped
at his mosgues were arrested for allegedly plotting to bomb
more targets, such as the Holland tunnel, in the New York
area. The Board of Immigration Appeals, on July 9, 1993,
dismissed Sheik Abdel Rahman's March 24 appeal.

I.gg_n_&_ﬂepme_n_againz

(U) A July 27 1993 Presxdential initiative requested
additional funds to improve the process for issuing visas and
admitting aliens to the United States, and CA is responding to
that initiative. However, the circumstances surrounding the
issuance of visas to the Sheik and his subsequent entries into
the United States still persist and therefore can be repeated.
We will address these problems in greater detail during the
second phase of our review.
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(8) One area of breakdown in the Shelk's case was in the
communication within a Foreign Service post. Specifically,
there remains a bifurcation within a mission between the
technical expertise of the consular section on one hand and
the political and intelligence sections of that mission on the
other, which do not normally communicate very closely with
each other or get involved in each other's affairs. Yet in
Cairo, for example, we were told that, while a formal system
of communication does not exist, there is constant
communication and cooperation between the political and

- consular sections; the mission's officers and FSNs are

politically aware, and names of some undesirables are passed
from the political section to the consular section.

(S) To test ‘these assertions, the team culled, from recent
political reporting, 4 names out of 39 defendants in the so-
called Afghanistan and Jihad/Hizbollah trials. The four
persons selected were convicted and sentenced to 15-year

prison terms for terrorist acts by an Egyptian court (92 CAIRO
21875), some 5 months earlier. The names were then given to
the consular section to perform a routine lookout check as
would be done for a visa applicant. The consular lookout
system did not reveal any negatxve informatlon on the T
indivijduals. St

(U) After returning to Rashlngton, the team checked the
consular lookout system again, on June 10, 1993. They checked
2 of the original 4 names and 7 others trom the list of 39.
Neither of the original names was in the system, and only one
of the other seven had been entered. we -checked all 39 names
on July 8. The original 4 names still had not been added, and
only 5 of the other 39 were then in the lookout system. None
of the names had been added as a result of our visit to Cairo.

(S) Embassy Khartoum gave assurances, similar to those given

by Embassy Cairo, that communication between the consular and
political sections was good and that the consular section was
informed about persons to whom it is not in the best interest

of the U.S. Government to provide visas. One step taken

recently was to establish a general reading file so that all
officers could be aware of matters going beyond their own ... ¢
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scope of interest. |

(U) Clearly, the automated and microfiche lookout systens
should not be the only tools the consular section relies on to
avoid issuing visas to terrorists, since terrorists have been
known to obtain passports of other nationalities and to use
pseudonyms. The lookout systems can, however, be a valuable
tool to this process,

{U) There remains no clear-cut guidance from the Department
for proactively identifying and preemptively including the
names of ineligible persons or persons thought to be
ineligible for a visa into the consular lookout system. Had
such guidance been identified and a focal point designated for
putting the names of undesirables into the system at the time
of the sadat assassination, Sheik Abdel Rahman's name should
have been put into the visa lookout system and he may not have
been issued the visa in Khartoum in 1986.

(U) Without clear guidance and an officer at each mission
designated as the coordinator or focal point for such an
effort, the door remains open for a repeat performance of visa
issuance to another individual who may pose a threat to the
American society.

(U) A concern voiced both by Embassy Cairo and Embassy
Khartoum was where to draw the line when deciding on names to
be included in the consular lookout system. While many
persons agree that the Sheik's name should have been put in
the lookout system, there are no clear quidelines or criteria
on the parameters to be followed for other individuals without
overburdening the system with names of marginal individuals.
In Egypt, for example, we were tald that hundreds of pecple
are often arrested without ever being brought to trial. Even
in cases that would appear to be of interest, it is sometimes
difficult to get the additional biographic information needed
for the most effective operation of the lookout system.
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(U) Recommendation 1: We recommend that CA, in
coordination with the Bureau of Intelligence and
Research, develop and disseminate guidance to overseas
posts outlining parameters for proactively identifying
and preemptively placing the names of ineligible persons ,
or persons thought to be ineligible for nonimmigrant T
visas (whose grounds of ineligibility constjitute a °
- - serious refusal, known as Category I refusals) into the
visa lookout system before an application is submitted.

"Both CA and INR agreed with this recommendation.
(U) Recommendatjon 2: We recommend that the Under -

Secretary for Management require each mission to -0
establish a committee, chaired by the DCM, with

. representatives from at least the consulat, political,
and intelligence sections, to meet gquarterly for the
purpose of reviewing information in the public domain and.
in post reporting and intelligence files with the purpose
of determining which host country nationals or residents
should be included preemptively in the consular lookout
system .

3--.--";-

The Under Secretary for Management agreed with this
recommendation. The Deputy Secretary sent a cable directing
posts to establish such a committee. Based on this action we,
are closing the recommendation.

<

Lookout Data Retrjeval

(U) -In addition to not putting names into the consular
lookout system, there is the problem of retrieving information
from that system. .There are major problems yet to be overcome
in the way the system handles Arabic names. These problens
are related to transliteration and conventions on name order
and a lack of equivalence with what the Western world calls
the surname or family name. :

FOIA B2, B3
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(U) Reliance on the microfiche lookout system to perform name
checks is still the norm at 108 of the 235 visa-issuing posts.
Also, posts' reliance on FSNs to perform name checks using the
microfiche lookout system and the lack of adequate controls to
ensure that FSNs properly perform this’ function is still a
major vulnerability to the visa issuing process. Alternatives
to the use of the microfiche have been developed and should be
made available to posts as soon as possible.

(U) Recent OIG inspections of several Middle East and other
posts where terrorists are a primary concern, revealed that
many of those inspected were still relying on microfiche to
perform name check clearances. In the review of Embassy
Khartoum, which relies exclusively on microfiche, the
microfiche data was over 4 months old. The microfiche data at
Embassy Cairo was even older. However, Cairo, at the time of
our audit, did have access to the automated consular lookout
system for 4 working days each week. On Sundays, however, a
work day at posts in Muslim countries, like Cairo, the lookout
system was not operational because maintenance was being
performed on the mainframe computer in Beltsville, Maryland.
Therefore, when issuing visas, Embassy Cairo and other posts
that regularly worked on Sundays had to rely on microfiche for
performing name checks. However, Embassy Cairo under the
current consul general took the conservative approach and
decided not to issue visas based on microfiche clearances and
held over part of its Sunday consular workload until Monday,
when the lookout system was again operational.

(U) While we uhdersfand that the day for maintaining the
lookout system has been changed and is no longer performed on

SECRET
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Sundays, in the second phase of this review we will examine
problems regarding the automated and microfiche lookout
systems in greater detail and make additional recommendations
for corrective actions.

{U) Recommendation 3: We recommend that CA request posts
to evaluate the existing internal controls to ensure that
the required name checks of the consular lookout database
are performed effectively, whether on an automated system
or with the visa lookout microfiche. :

CA agreed with this recommendation.

ob s

FOIA B3

———“—‘E_cursji CA should not only encourage the sta
to us n processing visa applications and other
documents, but to periodically review regulations in the FAM,

on this matter, and to .look for ways to increase overall
quality through their active involvement in the process.

(U) Recommendation 4: We recommend that CA inform the -
heads of consular sections to emphasize the need for high
quality in visa documentation and to conduct periodic
checks of application files to ensure that due care is
being given to the process.

CA agreed with this recommendation
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8) (9) A
¢! We recommend that CA, in coordination
with the Bureau of Intelligence and Research, develop and
‘disseminate guidance to overseas posts outlining parameters
for proactively identifying and preemptively placing the names
of ineligible persons or persons thought to be ineligible for
nonimmigrant visas (whose grounds of ineligibility constitute

a serious refusal, known as Category I refusals) into the visa
lookout system before an application is submitted.

! We recommend that the Under Secretary
for Management require each mission to establish a committee,
chaired by the DCM, with representatives from at least the
consular, political, and intelligence sections, to meet
guarterly for the purpose of reviewing information in the
public domain and in post reporting and intelligence files
with the purpose of determining which host country nationals
or residents should be included preemptively in the consular
lookout system.

19) Recommendation 3: We recommend that CA request posts to
evaluate the existing internal controls to ensure that the
required name checks of the consular lookout database are
performed. effectively, whether on an automated system or with
the visa lookout microfiche. ' '

{U) Recommendation 4: We recommend that CA inform the heads
of consular sections to emphasize the need for high quality in
visa documentation and to conduct periodic checks of
application files to ensure that due care is being given to
the process, .
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C s 0
SHEIK ABDEL RAHMAN
September 1981 (U) Sheik Abdel Rahman is scheduled to be

arrested by the Egyptian Government as part
of Sadat's crackdown, but evaded arrest
until October. )

October 6, 1981 (U) President Sadat is assassxnated; Al_

Jihad allegedly carried out the
assassination.
SDU, 1981+ (U) sheik Shdel Rahman is arrested with 300

other members of the Jihad and accused of
attempting to overthrow the Egyptian
government by force.

December 6, 1982 (U} Al-Jihad trial begins and there are
allegations by some defendants of torture
. by their jailers.
September. 1984 (U) Sheik Abdel -Rahman is acquitted of

charges by the Supreme State Security :
Emergency Court. The court noted the legal
requirement to consider inadmissible any
confessions obtained through torture and
indicated that it had reduced the sentences
handed down as a result of the abuses,

October 2, 1984 {U) Sheik Abdel Rahwan is released from
- prison, having spent nearly 3 years there,

December 15, 1986 (U) The Sheik receives a visa from the U.S.
embassy in Xhartoum. (The source of this
information is his April 20, 1987, visa
application. No other information is
available on this visa.)

* SpU = Specific date unknown
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April 20, 1987

April 23, 1987
" April 26, 1987

July 27, 1987

i

July 30, 1987

Auqust 7, 1987

UNCLASSIFIED

SECRET

(U) A visa application by the Sheik is
refused by Embassy Cairo under 214(b} of
the Immigration and Nationality Act,
intending immigrant. -He claims he was
invited to an Islamic conference but had no
written 1nv$tatipn.1

{(U) The Sheik's visa application is again
refused by Embassy Cairo under 214(b)
because he had no return airline ticket.

(U) Visa number 205233, with a 3 month

validity period, is issued by Embassy Cairo

to Sheik Abdel Rahgan.

‘N
(U} The Sheik's visa application is refused
under 214(b) by Embassy Cairo. :

{U) The Deﬁartment notified Embassies Cairo

and London that the Department had
information that, on May 8, the Sheik had
left Cairo for London and might be
intending to proceed to the United States.
The Department asks if any posts have any
information on him.

(U} Based on a July 30 cable from
Washington, Embassy Cairo enters Sheik
Abdel Rahman's name into the consular
lookout system under code 77 (a quasi-
refusal) because its hiographic files
revealed background information which would
make him ineligible for a visa. The
embassy advises the Department against
issuing a visa to the Sheik.

SECRET
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May 5, 1988

May 2, 1990

UNCLASSIFIED -
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(U) Embassy Cairo alerts Embassy Khartounm
that sheik Abdel Rahman is heading that way
and says it would appreciate updates on his
activities in Sudan. (This cable was .
addressed to the Department; Embassy !
Khartoum was an “*Info™ addressee.)

1.4(D)

May 10, 1990

{(U) The Sheik is issued a visa in passport
number 0147195 by Embassy Xhartoum. The
visa had a l-year validity period.

1.4(D)

May 20, 1990

(U) Embassy Khartoum realizes its mistake
in issuing a visa to Sheik Abdel Rahman.

FOIA B3
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November 15,
Rovember 26,

November 27,

December 10,
D;cember 16:
January 31, 1
Aprii 8, 1991
May 6.‘1991
May 20, 1991
Jul} 31, 1991

March 6, 1992

1990
1990

19%0

1990
1990

991
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(U) Sheik Abdel Rahman reenters United
States. .

(U) The Department revokes Sheik Abdel
Rahman's visa. ’

(U) The Department asks the INS to enter
Sheikx Abdel Rahman's name into NAILS; the
Department also enters his name into the
consular lookout system as a code 00 which
means that a Department opinion is required
before issuing a visa.

(U) The INS enters Sheik Abdel Rahman's
name into its lookout system.

(U) Sheik Abdel Rahman reenters the United
States without being intercepted.

(U) Sheik Abdel Rahman applies for
adjustment of status to permanent resident.

(U} The Sheik's requesf for permanent
resident status is approved.

(U) Sheik Abdel Rahman reenters the United
States.

(U} sheik Abdel Rahman reenters the United
States.

(U) Sheik Abdel Rahman is caught and o
detained at JFK Airport by INS.

(U) Sheik Abdel Rahman's permanent residentg
status is rescinded. '

SECRET
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April 30, 1992
February 26, 1993
March 16, 1993

March 24, 19953

July 2, 1993

¥
v
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END
(U) An exclusion hearing is held and Sheik
Abdel Rahman asks for political asylum.

(U) The World Trade Center is bombed.

(V) Immigration Judge'denies the Sheik's

asylum application and orders him excluded
and deported.

(U) The Sheik appeals the Immigration
‘Judge's ruling on his asylum application.

(U) Sheik Abdel Rahman's parole is revoked
and he is taken into INS custody.

(U) Board of Immigration Appeals dismisses
Sheik Abdel Rahman's appeal.
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tions (=) tems

(U) .In April 1993, the Honorable Olympia J. Snowe, Ranking
Republican Membétr of the Subcommittee on International
Operations, House Committee on Foreign Affairs, the Honorable
Benjamin A. Gilman, Ranking Republican of the House Committee
on Foreign Affairs, and the Honorable Elton Gallegly, Menmber
of the Subcommittees on Europe and the Middle East and on the
Western Hemisphere, House Committee on Foreign Affairs asked
0IG to address several questions regarding the visa issuing
process, visa lookout system, and visa fraud. A partial
response to these guestions is presented below. A more
comprehensive response will be provided in the report on the
second phase of our review.

Visa Lookout List

1. Question: ) (U) (a) Is the State Department's visa
lookout list data base comprehensive, and
does it incorporate on a timely basis FBI,

. Drug Enforcement Agency, Alcohol, Tobacco

. and Firearms, Customs Service, and all

) other U.S. law ‘enforcement or intelligence
agencies' lists of individuals who should:
be denled visas because of possible
terrorist, narcotics trafficking, or other -
criminal activity which may legitimately
serve-as a basis for denying entry?

.

" Response: " (U) The State Department's lookout system
at this point is not comprehensive, nor are
all names put into the system in a timely
manner. Our review of the specifics
regarding the Sheik's case showed that
names of persons~-such as those convicted
in Egypt for committing terrorist acts, who
could apply for visas when they were .
released-~-were not being routinely
forwarded to the consular section. This
problem extends at a minimum to the
political section at posts; the second
phase of our audit will look more fully at

® . seom
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Responsae:

2. Question:

Response:
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the names other agencies have that are not

‘getting into the lookout systen.

(U) (b) Are these law enforcement and
intelligence agencies' data base systems

- compatible with State's?

(U) (¢) If not, why?

(U) The various data base systems of
agencies do not appear to be fully
compatible at present. We learned, for
example, that not all names that are

collected by other agencies are in a format

that can be used for name check purposes—-
.unclassified, with name, date of birth, and
place of birth. Also, the State Department
has quasi-refusal information in its name

‘check system that is not used by other

agencies, in particular INS. Finally, the
systems have different capabilities in
terms of performing name queries, or making
“fuzzy matches” of names. The issue of the
compatibility of the systems will also be
scrutinized more fully in the second phase
of our review.

(U) (a) Is the State Department's visa
lookout list coordinated and shared in a
timely fashion with the INS to deny entry
of listed individuals into the United
States at any port of entry, even if a visa
has been erroneously issued to the
individuals by the State Department?

{U) The State Department's name check
listing is not shared with INS in a timely
fashion, in that a tape from the Consular
Lookout and Support System (CLASS) is only
sent to INS about once every 2 months. The
State 0IG has also learned that names of -
individuals who have been denied visas from

SECRET
- 83

UNCLASSIFIED




eTTTEEE T

E

Response:
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nonautomated posts for certain codes
(intending immigrant, or lacking sufficient
documentation) are not put into the CLASS
system, and are thus not shared with INS.
Also, the INS system does not include all
information from the State lookout system,
such as quasi-refusals. Finally, in the
Sheik's case, the State Department failed
to revoke the Sheik's visa and inform INS
in a timely fashion, thus preventing INS
from knowing about the erroneous Khartoum
visa. . :

(U) (b) Is a coordinated visa lookout list
used by INS to limit reentry into the
‘United States of those individuals who
temporarily leave the United States and
seek to return under any circumstances?

FQ
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3. Question:

Reéponso:
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(U) (a) Bow is the lookout list accessed by
personnel at U.S. posts overseas before a

. visa 1is issued?

(U) The visa lookout system is accessed in
different ways at different posts. At the

108 posts that are not automated, for the

most part, name checks are performed
through a microfiche lookout system, where
the names are updated approximately once
every 6 months. At posts that are
automated and have a direct link to the
United States, there is a real time
connection between the consular lookout
system in Washington and the posts. At
other automated posts, a regional subset of
the consular lookout system is downloaded
monthly from a tape into the post's
computer system. - -
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4. Question:

Response:

5. Question:

Response:

6. Question:
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(U) (b) Is the system fully camputer
automated at all U.S. posts arocund the
world that issue visas?

(U) Ne. Approximately 108 consular posts
overseas are not automated, generally
relying on visa lookout microfiche to
perform the name checks.

(U) Do the individuals responsible for
issuing visas check the lookout lists prior
to issuing visas, or is this responsibllity
delegated? !

(U)'Checking the lookout lists, either at

" automated or microfiche posts, is typically

delegated to FSNs. The consular officer is
responsible for confirming that the name
check is done.

(U) As we understand it the visa lookout

- list data base and computer system is

maintained by the State Department in
Washington, D.C. 1Is access to that data
base,available 24 hours, 7 days a week to
overseas posts to conduct such checks?

(U) No. We were told that since August
1993, the automated consular lookout system
has been down for maintenance on Saturdays
from 1700 until 0200 Sunday morning, and
from 0800 Sunday morning until 1800 Sunday
evening. Thus the system is available
during working hours to all of the
automated overseas posts.

{U) When will the State Department have on-
line in all overseas posts the computer
capacity to instantly enter and access the
visa lookout list names of those who might

SECRET .
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7. Question:
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improperly seek to enter this country with
a U.S. visa?

(U) State Department plans, to date, do not
provide for all overseas posts to receive
direct, on-line access to the automated
consular lookout. system. Instead, the goal
is to install automated name check systems
at posts worldwide within the next 2 years.
The systems which may be installed range
from direct, on-line access to CLASS, to
the PC based Distributed Namecheck System
(DNC). CA also plans to install the
Machine Readable Visa (MRV) program at all
posts worldwide within the next 3 years..
Most MRV systems combined with the
automated name check system require

" American officers toiperform the name check
"before the visas can be printed. The 0OIG

has found problems with CA's implementation
of MRV, A report on the MRV (3-CI-024) was
issued in September 1993. °

{(U). (a) What programs dcdes the State
Department have to train employees who
process or issue visas on accessing and
using the visa lookout list program?

(U) (b) Are these training programs
adequate?

(U) Training relating to the visa issuance
and lookout processes will be another focus
of the second phase of our review. We do
know at this point that the officers
involved in issuing the visas to Sheik
Abdel Rahman had taken the standard 26-day
Foreign Service Institute consular training
course. We will examine the adequacy of
that course and other training as it
specifically relates to the visa lookout
process.
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8. Question:

Response:

9. Queaestiont

Response:
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(U) when the State Department discovers it
has issued a visa in error, does it notify
in a timely manner the appropriate U.S. law
enforcement agencies to prevent entry or
possible criminal activity in the United
States of the individual to whom the visa
was issued? :

(U) our inquiry regarding Sheik Abdel
Rahman has shown that INS and other
agencies were not notified in a timely
manner that the 1990 visa had been issued
erronecusly. In the Sheik's case, 10 days
passed between the time the error was made
and the time that State Department
headquarters was notified. After that,
months passed during which time neither
State headquarters nor Embassy Khartoum
revoked the visa. Since the Sheik was in
the system only as a quasi-refusal during
this period, his name would not have been
picked up by the INS system. The séecond
phase of our raview will determine whether
delays like these routinely occur during
the Department's visa issuance process.

(U) (a) What is the potential for
favoritism, fraud, or bribery in both the
visa-lookout check system, and the issuance
of visas? ’

(U) A visa to the United States, which can -
be cobtained through any of the above means, -
continues to be a prized commodity for
illegal immigrants to the United States.

In semiannual reports to Congress, the OIG
Office of Investigations has routinely
reported that between 10 and 20 percent of
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10. Questiont
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its investigations have been related to
visa and passport fraud (in 1989, the

number for visa and passport fraud was even -

higher, at 28 percent). Thus, the
potential for malfeasance in this area
remains high. (See response to question 10
regarding the number of’ convictions )

-

(U) (b) What procadures. controls, and-
recording requirements are in place to
ascertain that the watch list inquiry has

" been- properly parformed before a visa is

issned?

(0 }c} Are these controls adequate?

. *
-~

(U) We.will be examining this issue in
detail during the second phase of our
review. We do know, at this point, that:
the Department requires name checks .to be
performed on all visa applications: visa
applications include the phrase "L.O.
checked" to ‘indicate that the name was
checked in ‘the lookout system; and consular
officers are responsible for ensuring that
the check was performed. Also, our review
thus far has shown that FSNs, at least at
posts with microfiche that the 0IG visited,
were not routinely performing the required
name checks although they were indicating
on the form that they had done so, and that
consular officers have not been given
sufficient guidance to ensure that these
checks have been performed.

(U) How many instances of administrative or

other disciplinary action, as well as
criminal referrals to either the U.S.

- Department. of Justice or local law

enforcement authorjities, has the State

. Department made in the last 5 years for

!
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1l. Question:

Response:
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misconduct related to visa issuance by
State Department personnel’
i

{(U) In the last five years the 0IG Office
of Investigations has opened 153 visa fraud
investigations. Of these investigations,
25 of the cases have resulted in -
administrative or criminal action (17
administrative actions and 8 criminal
actions)

The Department's ottice of Diplomatic

- Security has conducted investigations in

the last 5 years that have resulted in the
outright firing .of 67 FSN employees who
were involved in issuing visas based on
bribery or favoritism. Another 10 FSNs
resigned during the course of the visa
investigations. Additionally, 19 FSNs were
prosecuted locally by host country
authorities at the request of Diplomatic
Security.

{u) (a) The Foreién Service Manual
maintained at State Department posts

contains regulations and guidelines for the

issuance of visas, including document
identification requirements. What are the
appropriate Foreign Service Manual Sections
that deal with the visa lookout list
procedures that address possible fraud,
favoritism, bribery, or other abuses-in the
visa issuance system?

(U) (b) Are these requlations, guidelines,
and procedures adeguate?

(U) Volume 9 of the FAM identifies the
Department's visa issuance procedures and
requirements. . Section 9 FAM 41.113 states
that: "The post must check the applicant's
name against the visa lookout system prior

SECRET
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to issuance." This note then refers to 9
FAM, Part IV, (Appendix D, "General Visa
Instructions®”) which has more specific
requirements:

+ Online posts are to check applicants'
names against the automated system, and
any "hits" are supposed to be given to
the interviewing consular officer for
review. Whan the name check system is
down, posts must either perform the name
checks with the microfiche or wait for
the system to be up again.

+ Posts not on.line are to get a subset of
the name check data base bimonthly on.
microfiche, and the consular officer
"must ensure® that all applicants are
checked against the latest microfiche.

* Supervisory consular officers must
establish procedures to ensure that the
names of all visa applicants are checked
against the automated consular lookout
system data base..

We will be examininq the adequacy of the
FAM's guidance in detail during the second
phase of this review. ,

Identificatjon Procedures

12. Question:

Response:

(U) Are the current document requirements
of visa applicants sufficient for
identification purposes and the visa
lookout ligt?

{U) The only documents that are required to
obtain a nonimmigrant visa are the
application itself and the applicant's
passport. The consular officer, who must

SECRET
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13. Question:

. Response:

14. Question:

Response:

. »

i
H
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make the judgement regarding the identity
of the applicant and his or her eligibility
for a visa, can ‘regquire the applicant to
present any additional documents that would
facilitate that determination. This could
include evidence of bank accounts, family
ties, employment, or whatever the consular
officer determines is necessary. The
consular officer must also determine that
these documents are themselves authentic.

We have not made the determination in this
audit that insufficient documentation is
required for nonimmigrant visas. However,
we will continue to explore the
documentation requirements and improvements
necessary during the second phase of our

- review.

(U) can the identification procedures be
improved to avoid fraud and other abuses?

(U) our work did not reveal that
identification procedures used at the time
of the Sheik's applications were faulty.
The Sheik did not in fact misreoresent who-

he was when applying for visas,f ]

Toa

€ second phase Of Out Teview w
scrutinize this aspect of the application
process more closely, to further determine
the vulnerabilities of visa identification
procedures.

(U) (a) Can improvements be made to reduce .
transliteration problems in the spelling of
applicants' names on visa application

forms?

(U) The information we have gathered to
date from State and INS indicates that
)
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transliteration is indeed a problem in the
name check process with Arabic and other
names. However, defining the scope and
identifying possible solutions to the
problem will require a more in-depth
review, which we plan to perform in the
second phase of this assignment.

(G) (b) Aré visa application forms
available in Arabic or other foreign
languages? '

(U) Yes. The Department does have
nonimmigrant visa forms available in native
languages for some countries, and until
recently the Department routinely produced
a form in English with an Arab translation.

' However, overseas posts have the discretion

on which forms are used, and many posts in
the Arab world have declined the option of
using Arab language forms. One of the
problems they cited was that many of
applicants would f£ill the form out in
Arabic, creating transliteration problems.
Also, at many posts the applicants are
third country nationals who do not speak
Arabic, or well educated nationals who
already know English. The Department
stopped producing visa application forms in
Arabic in 19%91.

(U) {(c) what recommendations are needed to
solve the apparent problems with the
transliteration of names in visa
applications submitted overseas, so that
the visa watch list system works,
regardless of variations in the spelling of
the applicant's name? .

(U) The transliteration problem of the
various border control lookout systems is a
very broad and complex issue. We will
examine that issue in depth in the second
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16. Question:

Response:

15. Question:
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phase of our audit and make the appropriafe
recommendations.

(U) (a) How many overseas posts issue visas
without any computer search capability -
whatsoever, relying instead on manual or
microfiche visa watch searches? p

(U) According to State Department
officials, there are approximately 108
posts that currently rely solely on
microfiche equipment for their name check
searches. .

(b} How often is the microfiche visa watch
list updated, and how much lag time
generally occurs before overseas posts that
r:ly on mmcrofiche receive additions to the
list?

{U) The 0IG found that the State Departument
does ‘not update the microfiche watch list -
in a timely manner. Though the
Department's goal is to update microfiche
posts every 2 months, the average has been
every & ponths.

(U) (a) what kind of search equipment was

available and utilized in the case of the

visa mistakenly issued by the U.S. Embassy
in Sudan, referred to above?

{(U) In Khartoum, the embassy had microfiche
for conducting name check searches.
Although Sheik Abdel Rahman's name was in
the system, the Foreign Sexvice National
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. who normally performed name checks failed

to do so0.

(U) (b} Was the application in this case
made in Arabic?

(U) No. The application was completed in
Engllsh.

7
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NOTE: The terms on this document appear in iﬁe order they are
presented on the graphic illustration on page 68.

{U) IBIS ~ The Interagency Border Inspection System is a
netvork of component systems, primarily TECS and IBIS Local
Area Networks; it is also supported by other agencies' lookout
systems., 1Its principal members are INS, Customs, CA, and the
Department of Agriculture's .Animal and Plant Health Inspection
Service. The IBIS system contains data from its component
systems, including persons, aircraft, vessels, organizations,
vehicles, firearms, locations, documents, and other items.

{U) TECS - The Treasury Enforcement Communications Systenm,
maintained by the Customs Service,-is available through a
network of 13,000 terminals and consists of lookout data from
14 Federal agencies, including persons and organizations. "It
is the primary component of IBIS. .,

{U) AVIOS - The Automated Visa Lookout System (AVLOS),
maintained by the Department of State, is a database of names
of aliens who have been found ineligible for visas. It was
replaced by CLASS in March 1991.

eTTTETERE S

(V) CLASS - The Consular Lookout and Support System,
maintained by the Department of State, is a database of nanes
of aliens who have been found ineligible for visas. CLASS -
replaced AVIOS in March' 1991 and has more advanced name check
functions utilizing linguistically specific algorithms. 1Its
data is passed to TECS. ’

{U) NIVCAPS - The Nonimmigrant Visa Computer-aAssisted
l Processing System is the operating system which facilitates
data entry and retrieval, management functions, and reports at
. high-velume visa posts. It is maintained by the Department of
' State.
- This syster is maintained by the Department of
I State'’s Intelligence and Research Division, It is a listing

of names of possible or known terrorists. Its data is passed
to both the NAILS and CLASS.
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{U) NAILS - The Natjonal Automated Immigration Lookout System
is maintained by the INS. It is a name check system used by
INS inspectors at ports of entry. Its data, consisting of
names and dates of birth of people excludable from the U.S.
under exclusion grounds outlined in the Immigration and
Nationality Act, is passed to TECS.

{U) NIXS - The Nonimmigrant Information System is maintained
by the INS. It documents the arrivals and”departures of non-
immigrants in the U.S. and it contains data obtained from the
I-94 form, including name and date of birth, and also .
information concerning any change in status. .Its data is
passed to the TECS system.

-

See the following page for a graphic description ot the IBIS
network.

~
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.

T0: OIG/AUD - John C. Payne a

FROM: FMP/MP - Carolyn 8. Léweng

SUBJECT: Draft Audit Rebort on Phase I of the Review of
Nonimmigrant Visa Processing

Management to Recommendation 2 of OIG's Draft Audit Report on
Phase I of the Review of Nonimmigrant Visa Processing.

Recommendaticn 2. We recommend that the Under Secretary

. for Management require each mission to estsblish a

. committee, chaired by the DCM, with representstives from at

. . least the consular, political and intelligence sections, to
meet quarterly for the purpose of reviewing information in
the public domain and in post reporting and intelligence
files with the purpose of determining which host country
nationsls or residents should be included preemptively in
the consular lookout system, ’

.

' ' I am responding on behalf of the Under Secretary for

On July 28, 1993, in.response to OIG's earlier findings and
' recommendation, Deputy Secretary Wharton, in his capacity as
Acting Secretary, sent ALDAC message STATE 228336 to chiefs of
mission on "Fighting Terrorism.® This cable instructed each
pest to establish a committee chsired by the DCM with
ll ‘ representastives of sppropriste ssctions and agencies to review
who should be added to the lookout list. Posts have already

started reporting on initial committee meetings snd their
results. ‘

H

)
l ’ Drafted: MP/FMP - aueFSg}.gway
9/24/93 X70768 MMPB 2147
Cleared: M ~ HGeis

M - Cperez|
CA/PA - KKelly
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PAGE 01 STATE 228336 2800332

ORIGIN CA-02

INFO  LQG~0D AF~01 AlT-03 ARA-QL AS+02 A=-Q1 CIAE~-QQ
c-01 JASY~0C DODE~DO0 ANHR~-OL 05-09 EAP-0l EUR-Q1 |
F5l-01 .M-01 INN-02 TEDE~QQ INR~0Q 10-19 JUSE~00
L-03 ADS~=0Q nYP-~-Q0 8-01 NEA-OL NSAE-QD0 NSCE~QO

0IG~04 $CT-03 $$0-00 $5-00 USIE-0C VvO-0& SAa-0l
CORE=~0QO 70546% ‘
DRAFTED 8Y2 CAINSHERWOOD/D3JSWARLICKIGLM

APPROVED 8Y: D:THE ACTING SECRETARY -

CAZ MARY AN MHGEISEL. . ..

C2ADSENS $/5:RLMILSON :
S/CTIBBAOINE $/5~03CCHEINECK _ 5

DBFTOT 2800351 /38
0 2800292 JUL N
FM SECSTATE MWASHDC

" T0 ALL QIPLOMATIC AND CONSWULAR POSTS I*Hﬁ&!AfE

UNCLAS STATE 228336
FOR CHIEF OF MISSION FROM THE ACTING SECRET%RY s
E.Oa 123565 N/A
TAGS: 'CMGTy CVIS, PTER
SUBJECT: FIGHTING TERRORISM
L. THE BOMBING OF THE WORLD TRADE CENTER AND THE
REVELATION OF FURTHER TERRORIST PLOTS HAVE FOCUSED
ATTENTION DN THE IMPORTANCE OF JUR CONSULAR DPERATIONS
UNCLASSIFIED
UNCLASSIFIED
PAGE 02 STATE 228336 2800332
ABROAD. WITH INCREASING CONCEZRN IN CONGRESS AND ™E
ADMINISTRATION ON THE SECURLITY OF OUR 20ROERS AND THE
SAFETY OF THE AMERICAN PECPLEs oE MUST DIRECT ATTENTION
AND RESQURCES TC -ADORESS INTERNATIONAL TERRORISM aS A
PRIORITY AT ALL OVERSEAS MISSIONS..
2. YOUR CONSULAR SECTION IS YITAL IN PROTECTING THE
UNITED STATES FROM THE THREAT OF TERRORISMe WHETHER
YOUR MISSION IMCLUDES A LARGE, COMPLEX CONSULAR
OPERATION OR A SINGLEs PART~TIME OFFICERy CONSULAR
OFFICERS SERVE ON THE FRONT LINES OF THIS HIODEN
BATTLE. YOUR LEADERSHIP AND FULL SUPPORT ARE CRUCIAL TO
THE SUCCESS OF OUR CONSULAR DBJECTIVES. '
3+ 1 URGE EACH OF YOU TO WORK WITH YOUR STAFF TO FIND
WAYS TO ENSURE THMAT THE IOENTITIES OF PEOPLE WHO MAY
THREATEN THE WELFARE OF THE UNITED STATES ARE PROVIOED
TO YOUR CONSULAR SECTION MANAGERS AS QUICKLY AS
POSSIBLE. YOU SMOULD MEET WITH THE CMIEF OF YOUR
CONSULAR SECTION IMMEQLATELY AND DETERMINE WHAT
DUTSTANDING COMCERNS THEY MAY MAVE WITH RESPECT TO
INFORMATION SHARING AND OPERATIONAL GUIDELINES WITHIN
THE MISSION. YOU AND THE CONSULAR CHIEF SHOULD THEN
MEET WITH YOUR MISSION MANAGERS TO REVIEW THE ADEQUACY
UNCLASSTIFIED /
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UNCLASSIFIED
OF YOUR CURRENT PROCEDURES WHICH ENSURT THAT THE
CONSULAR SECTION IS RECEIVING FULL SUPPORT FROM aALL
ELEMENTS OF THE MISSION. IF AFTER THIS REVIEW YOU HAVE
ENCOUNTEREO PROBLEMS THAT PREVENT YOUR MISSION FROM
CARRYING JUT ITS RESPONSISILITEIES TO PROTECT OUR BORDERS
FROM INTERNATIONAL TERRORISMs PLEASE LETY US XNOW
UNCLASSIFIED
UNCLASSIFIED
PAGE 03 . STATE 228336 2800332
IMMEDIATELY.
4o A KEY TOOL IN COMBATTING TERRORISM IS A LOOKOUT LIST
OF INDIVIOUALS WHO MAY BE INELIGIBLE TO RECEIVE A VISA
MATNTAINED BY THE OEPARTMENT. AMONG OTHERS THE LIST
INCLUDES TERRODRISTSs CRIMINALSe AND MARCOTICS
TRAFFICKERSs INCLUSION ON THE LIST DOES NOT
AUTOMATICALLY MAKE AN INDIVIDUAL INELIGIBLE FOR A VISAs
BUT MOULD ENSURE A THOROUGH REVIEW OF THE APPLICATION.
THE LIST IS ONLY AS GOCD AS THE INFORMATION THATY IS PUT
INTO ITe WE NEED YOUR MELP TO MAKE SURE THAT THE LIST-
IS AS COMPLEVE AND UP~TO~DATE AS POSSISLE.
S« THE INSPECTOR GENERAL HAS RECOMMENDED THAT EACH
MISSION ESTASLISH A COMMITTEE CHAIRED BY THE OCM WITH
REPRESENTATIVES OF APPROPRIATE SECTIONS AND AGENCIES TO
REVIEN WHO SHOULD BE ADDED TO THE LOOKOUT LIST. SUCH A
COMMITTEE TAILORED TO THE NEEDS OF YOUR MISSION SHOULOD
BE FORMED IMMEDIATELYe YOU SHOULD BE ALERT TO REPDRTING
CABLES THAT CONTAIN INFORMATION ABOUT SUCH INDIVIDUALS
AND BE SURE THATY THE REPORTS ARE SHARED WITH THE
CONSULAR SECTION IMMEDIATELY. IF YDU HAVE SUGGESTIONS

93 STATE 228336

FOR OTHER MECHANISMS FOR SHMARING CRUCTIAL INFORMATION.

PLEASE LET US KNOWe I WILL ASK ASSISTANY SECRETARY RYAN
TO CONTACT CONSULAR SECTION CHIEFS IN A FEW NEEKS TO SEE
HOM WELL THIS INITIATIVE IS PROGRESSING.

be 1 RELY ON YOU TO LEAD YOUR MISSION IN STRENGTHMENING
OUR EFFECTIVENESS ANO ABILITY TO MEET TMIS CHALLENGE. WHARTON
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T0: OIG/AUD = Mr. John C. Payne

FROM: CA - Mary A. RyanM\-/

SUBJECT: Draft Audit Report on Phase I of the Review of
Nonimmigrant Visa Processing

REF: Your memorandum of September 3, 1993, same subject

The Bureau ‘of Consular Affairs concurs in the four
recommendations contained in the draft audit report titled
*Circumstances Surrounding the Issuance of Visas to Sheik Omar
Ali Ahmed Abdel Rahman,” We already have taken steps to
implement them.

---——.

There are a few peints in the body of the report which we
believe should be reviewed in the interest of greater accuracy:

o
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UNCLASSIFIED .
T0: OIG/AUD - Mr. Payne_
FROM: INR -~ Philip C. Wilgox, Ir., Acting

SUBJECT: INR Comments on OIG Audit: "Circumstances surrounding
the Isguance of Visas to Sheikh Omar Al{ Ahmed Abdel
Rahzan* ' T ) .

INR strongly agrees with tha IG recommendation that Ca,
in coordination with INR, provide posts gquidance in placing
possible terrorists in the visa lookout system. To that end,
CA and INR have.developed the *"Visas Viper* program.

On August 10, 1993 the Departmant instructed embassiaes
and consulates to submit to tha Department post-develcped
information on suspected terrorists for possible inclusion in
the Visa lookout system *CLASS" (copy attachad). INR/TNA’S
TIPOFP program and CA/VO/IC review all incoming Viper cables to
determine if they mest the criteria for inclusion in the lookout
system. As appropriats, TNA now snters names into TIPOFP, CLASS
and/or the IBIS systenm of INS and Customs. ’

§INR/TNA has cootdinataa'vith CIA, FBI, NSA, DIA, Secret
Service, INS and Customs to detarmine which agencies will be on
distribution for the Viper messages and how those agencies will

handle Viper information. |

To date twenty seven Visas Viper messages have been

, received, US Enbassy Beirut, in particular, has providesd

biographic information that has anabled us to watchlist saveral
nazes with INS/Customs. As CA continues to give priority to the
Viper program, the Department will undoubtedly add further names
¢oc the list. CA has not informed-INR of any plans to upgrade
computer support as a result of the Viper program nor has CA {-t
discussed creating similar formata ta include areas of rweporting
such as narcotics or organized crime. --- = T ]

Attachment:
As stated.
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ORIGIN CA-02
INFG LOG-00 AF=01  A-0Ol CIAE-00 C¢-Ol 0ASY-00
DS-00  H=-01 INM~02 TEDE~00- INR-00  INSE-0O
L-03 ADS-00 M-01 NSAE-00 O0IG-d4  $CT-03

VO-0&  CORE-00 7025R
ORAFTED BY: CA/VO/L/C:EJURBAN
APPROVED 8Y: CATIMARYAN

CA/VOZ MLHANCOCK CA:0LHOBAS
INR/TNA D:JBNARLICK
C:SBRANDEL - L/CA3CHBROWN
1973 { e $=S /02 MKENND
Lfga :CUBRIWN, S/CT4| b 05/1/PLIRSRAND
M:CPEREZ

E11736 1016351 /48
0 1015291 AUG 93
FM SECSTATE WASHDC
TO ALL DIPLOMATIC AND CONSULAR POSTS IHHED‘ITE
SPECIAL EMBASSY PROGRANM
AMEMBASSY ASMARA
AREMBASSY KINSHASA
AMEMBASSY BRATISLAVA
ANEMBASSY BRAZZAVILLE
AMEMBASSY OUSHANBE
AMEMBASSY LUANDA
USLO MOGADISHU
UNCLAS STATE 242729

. UNCLASSIFLED
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TO CONSULAR SECTION CHIEFS FROM CA A/S RYAN
EeC. 12356: N/A
TAGS: CVISe CMGTe PTERy ASEC
‘SUBJECT: FIGHTING TERRORISM: VISAS VIPER PROCEDURE
REF: (A) STATE 119348; (B) STATE 228336
1e SUMMARY: REF. (A) INSTRUCTED CONSULAR SECTION
CHIEFS TO SEEX OUT NAMES OF POTENTIAL TERRDRISTS AND TO
SUBMIT THEM TO THE DEPARTMENT FOR POSSIBLE INCLUSION IN
THE VISA LOOKOUT SYSTEM (CLASS)e IN REFs (8)e THE
DEPUTY SECRETARY INSTRUCTED CHIEFS OF MISSION AND
PRINCIPAL OFFICERS TO ESTABLISH. SPECIFIC PROCEDURES AT
EACM POST FOR THIS PURPQSE. THIS TELEGRAM SETS FOATH
THE PROCEDURES FOR SUSMISSION OF NAMES FOR INCLUSIONM INK
THE SYSTEM AND DESCRIBES THE PROCESS WHICH WILL RESULY
FROM SUCH SUBMISSIONS. END SUMMARY. )

INFORMATION ON TERRORISTS MUST 2JE SUBHITTEO TO OEPARTMENT

T A
2o EFFECTIVE IMMEDIATELYy THE CASES OF ALL POTENTIAL
TERRORISTS ON WHOM CREDIALE INFORMATION IS PRDYIDEC TO
UNCLASSIFIED 4
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THE CONSULAR SECTIONs EITHER BY THE “ISSIGN‘S
INTERAGENCY COMMITTEE OR FROM OTHER SOURCESs MUST B8€
SUBMITTED TO THE DEPARTMENT FOR .REVIEW AND POSSISLE.
ENTRY INTO CLASS BY TZLEGRAM USING THE CODE INDICATOR
*YISAS VIPER", THE CRITERIA FOR SUBMISSION AND TWE

< UNCLASSIFIED
UNCLASSIFIED

PAGE 03 STATE 242729 10185322
REQUIRED FORMAT AND CONTENTS OF THESE TELEGRAMS ARE
DESCRIBED BELDW. THE DEPARTMENT HAS OETERMINED THAT
“THIS PROCEDURE 1S NECESSARY FOR THE FOLLOWING REASONS:
~e{A) IT PERMITS THE DEPARTMENT TO ENSURE TRAT NAMES ARE
NOY BEING ENTERED INTD THE LOUKOUY SYSTEM WITHOUT REGARD
TO THE REQUIREMENTS OF SECTION 128{E) OF P. L. 102~138;
AND
—~={B) IT ENSURES THAT THE INFORMATION SUBMITTED WILL NOT
ONLY BE ENTERED INTD THE VISA LODKOUT SYSTEM BUT WILL

-ALSO BE INYEGRATED INTO THE ODEPARTMENT*S OVERALL

PARTICIPATION IN COUNTER~TERRORISM EFFORTS.

VO/L/C ANC(INR/TNA WILL COORDINATE CLASS INPUT

————— 4 14
3, THE COORDINATION DIVISION OF THE YISA OFFICE
{CAZVO/L/CY) WILL NORMALLY 8E RESPONSIBLE FOR DETERMINING
WHETHER THE SUBJECTS OF VLSAS VIPER TELEGRAMS WILL 8E
ENTERED INYQO CLASSe VO/L/C MILL WORK CLOSELY IN THIS
EFFORT WITH INR®*S OFFICE OF TERRORISM AND NARCOTICS
ANALYSIS (IHR/TNA)« FOR YOUR INFORMATICNe INR/TNA IS
THE OFFICE WITHIN THE DEPARTMENT CMARGED WITM MONITORING

© THE ®TIPOFF" PROGRAMy A SYSTEM NOW IN PLACE FOR
COORDINATING THE USE OF INTELLIGENCE INFORMATION 3ET“EEN.

THE INTELLIGENCE COMMUNIYY AND VARIOUS OFFICES OF THE
DEPARTMENT » INCLUDING CAs ~ INR/TNA HAS LONG PROYVIQED

‘ VALUABLE SUPPORT TO THE VISA OFFICE IN THE ADJUOICATION

OF SECURITY ADVISORY OPINION REQUESTS INVOLVING POSSIBLE
TEARORISTS AND IS THE ONLY ENTITY OUTSIDE CA WHICH IS
AUTHORIZED TO MAKE DIRECT 00" ENTRIES INTO CLASS. ..
UNCLASSIFIED .
 UNCLASSIFIED
PAGE 04 STATE = 262729 1015322

¢y —
CRITERION FOR SUBMISSION OF VISAS VIPER TELEGRAMS

L 4
4. THE CRITERION POSTS SHOULD USE IN DECIDING IF A
VISAS VIPER TELEGRAN SHOULD BE SUBNITTED IS WHETHER
THERE ARE REASOMABLE GROUNGS TO SUSPECT THAT THE ALIEN
HAS ENGAGED GR MAY ENGAGE IN A TERRORIST ACT AS DEF INED
IN SECTION 212(A)}(3)(8) OF THE INA. ALL CASES WHICH
MEET THIS STANDARD MUST BE SUBMITTEODe EVEN IF THE
IOENTIFYING INFORMATION ON THE SUSPECTED TERRORIST IS

"SKETCMY (SEE PARAS. 5 AND 6 BELOW)s YOU SHOQULD ENSURE

UNCLASSIFIED 7
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UNCLASSIFIED
THAT APPROPAIATE MEMBERS OF YOUR MISSION®S COUNTRY TEAM
ARE FAMILIAR wITH THE ACTIONS WHICH ARE SPECIFIED AS
CONSTITUTING TERRORIST ACTIVITY IN INA 212(A){3)(B}).
PLEASE NOTE THAT THE YISAS VIPER PROCEDURE COMPLEMENTS
BUT DOES NOT SUBSTITUTE FOR EXISTING VISAS DONKEY

SECURITY ADVISORY OPINION PROCEDURES WHILH ARE USED WHEN

PROCESSING ACTUAL VISA APPLICATIONS.

CRITERIA FOR MAKING CLASS ENTRY

S+ IN DETERNINING WHETHER TO MAKE A CLASS ENTRYe THE.
OEPARTMENT MUST CONCUR WITH THE POST*S EVALUATION THAT
THE ALIEN IS A POTENTIAL TERRORIST AND MUST FURTHER ’
CONSIDER WHETHER THE IDENTIFYING DATA SUBMITTED IN THE
VISAS VIPER TELEGRAM IS SUFFICIENT TO LINK THAT SPECIFIC
UNCLASSIFIED
UNCLASSIFIED
PAGE 0% STATE 242729 1015321
ALIEN 4ITH THE DEROGATORY INFORNATION &Y&lLABLE. IN
QUEST IONABLZ CASESy THIS WILL REQUIRE A SUBJECTIVE
JUDGMENT #MICH WEIGHS THE LEVEL CF THREAT INVOLVEDe THE
LIKEL IHOOD THAT A CLASS ENTRY WILL SERVE A USEFUL
PURPOSEs AND THE LEGAL REQUIREMENTS PERTAINING TO THE
USE OF CLASS.

IOENTIFYING OATA VERY IMPORTANT

L ] .
6 MWHILE THE DECISION OF WHETHER TO ENTER A SUSPECTED
TERRORISY INTO CLASS IS THE DEPARTMENT®S RESPONSIBILITY
(EXCEPT AS PROVIDED IN PARA. 8 BELOW)e THE COOPERATION
OF ADORESSEE POSTS IN PROVIDING ALL POSSIBLE IDENTIFYING
INFORMATION WHICH IS AVAILABLE OR CAN BE GATHERED
LOCALLY—NO SATTER HOW SEEMINGLY INSIGNIFICANT--WILL
ASSIST IMMEASURABLY IN THIS ENDEAVORe OF PARTICULAR
INTEREST ARE THE SUBJECT®S FULL NAME (INCLUDING ANY
ALIASES AND SPELLING VARIATIONS)y DATE AND PLACE OF
BIRTHe PARENTS® NAMES, PASSPORT NUMBER AND DATE ANO

-PLACE OF ISSUANCEs DCCUPATION/PROFESSIONs AND GROUP

AFFILIATIONy IF ANYs IF THE SUBJECT'S EXACT CATE OF
BIRTH IS UNKNOWNs THEN NIS OR MER APPROXIMATE AGE SHOULD
8E REPORTED IF AVAILABLE. ANY KNOWN PHYSICAL .
CHARACTERISTICS AND BIOGRAPHICAL OATA {TRAVEL HISTORY.

_ PREVIOUS EMPLOYMENTy ETC.) SHOULD ALSO BE PROVIDED.

’ X
PREVIOUS ENTRY OF SUBJECT IN CLASS

UNCLASSIFIED
: UNCLASSIFIED
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Te PRIOR TO SUBMITTING A VISAS VIPER TELEGRAN ON A
POTENTIAL TERRORISTy POSTS SHOULO CONDUCT A CLASS CHECK
UNCLASSIFIED /
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TQ DETERMINE WHETHER THE SUBJECT WAS PREVIOUSLY INCLUDED
AS A ®00® ENTRY OR UNDER ANOTHER CODE REQUIRING A
SECURITY ADVISORY OPINION. IF AFFIRMATIVE, THE
DEROGATORY INFORMATION SHOULD STILL BE SUBMITTED UNLESS
P0ST IS CERTAIN THAT THE DEPARTMENT IS ALREADY AWARE OF
IT, THE COMPLETE CLASS ENTRY(IES) SHOULD BE CITED IN
THE TELEGRAMa

ENTRY BY POSTS IN CERTAIN CASES

[ Janad ]
8« WHEN A CONSULAR OFFICER BELIEVES CIRCUMSTANCES
REQUIRE THAT THE SUBJECTY OF DEROGATORY INFDRMATION BE

ANCLUDED IN CLASS IMMEDIATELY (EeGees BECAUSE DF aN

IMMINENT THREAT TO Us Sa INTERESTS OR AN IMPENDING

-APPLICATION FOR A Ue Se VISA BY THE SUBJECT)e THE

CONSULAR OFFICER SHOULD ENTER THE ALIEN®S NAME AS A
QUAST 212(A){3)(®) REFUSAL (INTERIM CODE 90 OR NEW COOE
P38} PRIOR TO SENOING AN IMMEDTATE VISAS VIPER CABLE.
THIS ACTION SHOULO BE REPORTED IN THE TELEGRAM.,

L4
PROCEDURES FOR SUBMITTING ¥ISAS VIPER TELEGRAMS

9. ALL INFORMATION ON POSSIBLE TERRORISTS SHOULD BE
SUBKITTED BY MEANS OF VISAS VIPER TELEGRAMS USING THE
UNCLASSIFIED
UNCLASSIFIED
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FORMAT ILLUSTRATED IN PARA« 11 BELOW AND SLUGGED FOR
CA/NO/L/C ANO INR/TNA. THE VISAS VIPER CODE INOICATOR

. SHOULD SE SHOWN IN BOTH THE CAPTION LINE AND PARA. 1 OF -

THE TELEGRAMe THE SUBJECT LINE SHOULD READ AS INDICATED
IN THE SAMPLE TELEGRAM (PARA. 11)e FARA. 2 OF THE CABLE
SMOULD INCLUDE ALL IDENTIFYING DATA AVAILABLE YO POSY

.REGARDING THE SUBJECT. THE REMAINDER OF THE TELEGRAM

SHOULO PRUVIDE A DETAJLED RECITATION OF THE DEROGATORY
INFORMATIOR KMOWN TO POST (INCLUDING THE IODENTIFICATION
OF ANY TERRORIST GROUPS WITH WHICH THE SUBJECT MAY BE
AFFILIATED)s AN EVALUATION OF ITS RELIABILITYs AND THE
CONSULAR OFFICER®S RECOMMENDATION REGARDING THE
SUBJECT®*S TNCLUSION IN CLASSs THE INFORMATION PROVIDED
SHOULDys OF COURSEs BE CLASSIFIED AT AN APPROPRIATE LEVEL
AND ATTENTION SHOULD BE GIVEN TO ASS!GNING APPROPRI&TE
TELEGRAPHIC PRECEDENCE.

SOURCES AND SOURCE PROTECTION .

10 UNLESS THE SOURCE OF THE DEROGATORY INFORMATION IS

SENSITIVEs PUST MUST PROVIDE SQURCE DATA TO ENABLE THE

DEPARTMENT TO ODETERMINE THE WEIGHY TO BE ATTACHED TO

SPECIFIC INFORMATION. THIS BECOMES PARTICULARLY

IMPORTANY IF THE SUSPECTED TEﬂRDRIST SUBSEQUENTLY
UNCLASSIFIED 7
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APPLIES FOR A VISA AND & OETERMINATION MUST BE MADE OF
THE ALIEN'S ELISIAILITY. IDSENTIFICATION OF PARTICULARLY
SENSITIVE SAQURCES SHOULD 3E PROVIDED THROUGH OTHZR ]
MZANSy AS DETERMINED AT POSTs SUT MAY INCLUDE ROGER OR
UNCLASSIFIED
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DS CHANNELe OR NORMAL INTELLIGENCE CHANNELS IF DEEMED
MECESSARY. FOR YOUR INFORMATIONs IF A VISAS VIPER
TELEGRAM IS CLASSIFIEDs ONLY THE FOLLOWING OATA WILL
MORMALLY BE CONSIDERED AS UNCLASSIFIED FOR ENTRY  INTO
CLASS: NAMEes DPOBy MATIONALITYy AND PASSPORT NUMBER.
ANY ACDITIONAL INFORMATION PROVIDED WILL BE MAINTAINED
BY THE JEPARTMENT FOR FUTURE USE AS NECESSARY.

EXAMPLE OF VISAS VIPER TELEGRAM-

Lle BEGIN SAMPLE CABLE (NeB. THIS SAMPLE SERVES ONLY As
A MODEL FUR FORMAT AND THE NATURE OF THE INFORMATION

.DESIREDes OIFFERENT FACTUAL SITUATIONS WILLs OF COURSEs

RESULT IN OTHER RECUMMENDATIONS, ACTIONS TAKENy AND
REQUESTS FOR ACTION AS INDICATED IN PARAS. T AND 8
ABOVE): .

ACTIONS SECSTATE MWASHLC

VISAS VIPER

DEPARTMENT FOR CA/VO/L/C AND INR/TNA .

Ee O 123563 N/A

TAGS: CVISs PTERy PINRe ASECs XX (DUE» JOMN MAMES)
SUBJECT: REQUEST FOR EVALUATION OF SECURITY INFORMATION

"REF: (A} (THIS CABLE)

UNCLASSIFIED
: UNCLASSIFIED
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‘le VISAS VIPER

2« DODEy JOHN JAMES] AKA ROEy PETER AND OQE. JIMMYS3

MALE; SINGLE; 23 FEBRUARY 1960; PORT CITYe OCEANIA

FATHER®S NAME: DOEes HENRY

MOYHER®S NAME: UNKNOWN

PASSPORY DATA: QOCEANIC PASSPORY NO. 828232,

TSSUED MAY 1989.

PHYSICAL DESCRIPTION: BLACLK HAIRy FAIR COMPLEXION

HEIGHT 170 CMe MEDIUM SUILD

CURRENT JCCUPATION: ELECTRICIAN

3+ MRe DOE IS THE BROTHER OF KHOWMN TERRORIST RICHARD

00Ey WHO WAS CONVICTED IN AN DCEANIC COURT IN JUNE 1993

FOR THE MURDER OF A LJCAL POLICE CHIEF. JOHN JAMES DOE

WAS DETAINED AND QUESTIONEO BY THE POLICE FOR COMPLICITY

IN THE SaME MURDER AEFORE BEING RELEASED FOR LALR OF

EVIDENCE. HOWEVER, RELIASLE INFORMATION AVAILABLE TO

POST INDICATES THAY SUBJECT HAS IN THE PAST BEEN L INKED

WITH RADICAL POLITICAL GROUPS AND HAS OPENLY ADVOCATED
UNCLASSIFIED 7
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THE OYERTHROW OF THME QCEANIC GOVYERNMENT,
4o DURING THE LATE 1980°Se SU3IJELT, THEN A STUDENT AT
NATIONAL UNIVERSITYs 4AS A YOCAL JIPPONENT OF PRESICENT
SMITH, HE WAS OQUESTIONED BY POLILE ON AT LEAST THREE
OCCASIONS RELATED TG HIS INVOLVEMENT WITH THE OCEANIC
STUDENT UNIONs JHICH HAS CLAIMES RESPONSIBILITY FOR
SEVERAL BOMBINGS. 4 POLICE RAID ON ITS HEADQUARTERS

DISCOVERED A STASH OF OVER S0 SMALL ARMS AND LISTS OF .
UNCLASSIFIED
UNCLASSIFIED
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LOCAL MUNMICIPAL QFFICIALS. NEWSPAPER REPORTS FROM
NOVEMSER 1992 INDICATE THAT A RING OF AMATEUR -
REVOLUTIONARIES WAS EXPOSED EARLY IN ITS EXISTEMCE MITH
ITS LEADERy TERRENCE JONESs CURRENTLY SERVING A SIX~YEAR
SENTENCE FOR SEDITION. JONES 1S5 & FRIEND AND FORMER
CLASSMATE OF SUBJECT.

S« SOURCES: OCEANIC DAILY NEWSe QUOTING MINISTER OF
THE INTERIOR. #S0 ALSO SPOKE TO THE LOCAL CHIEF OF
POLICE wH) YERIFIED RECENT PRESS REPORTS. -DATT 1S
PROVIDING ADDITIONA. INFORMATION THROUGH DAD CHANNELS.
6e POST BELIEVES THAT THE INFORMATION IT HAS ON JOHN
JAMES OOF IS CURRENTLY INSUFFICIENT FOR A FINDING OF
VISA INELIGIBILITYe HOWEVERe POST IS BRINGING HIS CASE
TO THE QEPARTMENT®S ATTENTION WITH THE RSCOMMENCATION
THAT HE BE INCLUDED IN CLASS AS A "30% ENTRY.

END SAHPLE CABLE.

1y ——

FEEDB&CK FROM DEPARTHENT

12+ THE DEPARTMERT DOES NMOT PROUPOSE TO RESPOND TO VISAS
‘WIPER CABLES UNLESS IT DECIDES NOT TO ENTER THE SUBJECT
INTO CLASS SECAUSE OF INADEQUAYE IDENTIFYING DAYA OR FOR
ANY OTHER REASONe 1IN SUCH CASESey THE DEPARTMENT wILL
INFORM POSTS OF ITS OECLSION. OTHERWISE, POST wILL BE
‘ABLE TO DETERMINE THAT THE DEPARTMENT HAS ACTED ON ITS
VISAS VIPER TELEGRAM BY SEEING THE CLASS ENTRY. POSTS
UNCLASSIFIED -
URCLASSIFIED
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ARE ENCOURAGED TO FOLLOW UP ON ANY CASE IN WHICH-—AFTER
A REASUNABLE PERIOD OF TIME HAS PASSED (15 WORKING DAYS
OR MORE)—THE SUBJECY OF A VISAS VIPER TELEGRAM IS :
NEITHER ENTERED INTO CLASS NOR IS THE POST ADVISED THAT
NO ENTRY WILL BE MADE.
13. .I COUNT ON YOUR COOPERATION ARD ASSISTANCE IN 7HIS
VITALLY IMPORTANT INITIATIVE AND WELCONE ANY SUG3ESTIONS
CR COMNENTS YDOU MAY HAVE REGARDING ITS IMPLEMENTATION.
I RECOGNIZE THAT FUTURE REFINEMENTS OR MOOIFICATIONS MAY
BE REQUIRED AND AM OPEN TD THEMe. ESPECIALLY IFf THEY
FURTHER OUR USJECTIVE OF OENYING ENTRY TO KNOWN OR

POTENTIAL TERRORISTS. PLElSE ADORESS ALL SUCH INPUT TO
MY ATTENTION AND TO CA/vO/L/Ce
14 MINIMIIE CONSIDERED. CHRISTOPHER
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Centrai Intelligence Agency

24 September 1993

The Honorable Sherman M. Funk
Inspector General
Department of State

Enclosed are our comments on your draft report entitled Circumstances
Surrounding the Issuance of Visas to Sheik Omar Ali Akmed Abdel Rahman that was
prepared by one of your Audit teams. We appreciate the oppornmity to review
the draft report and to work with your staff on this matter

By and large, the draft report is well done, candid in its assessment of
many of the problems that were experienced by the departments and agencies
involved in handling the Sheik's attempts to gain entry and remain in the United
States, and consistent with your previous testimony. We have no objection to the
recommendations made in the report. :

My staff has exumned the draft very carefully, however, and believes
that there are some statements and points of emphasis that do not appear to be
supported by the record. We have discussed the principal issues with the Audit
team that prepared the report, and these {ssues are addressed in the enclosed
comments. We also have enclosed an annotated draft indicating possible ways
in which the draft report could be amended to deal with these issues. -

If you have any questions regarding these comments, please call me or

ik

: luporwr Geoeral
_ [i] FOIA B3, B6

|

i

i

l‘ have your swaff contact| br |FOIA B3, B6  FOIA B3, B6

FOIA B3, [BZJin our Investigations Staff ' FOIA B6 '
1 ‘
f Frederick P. Hitz
1 I Enclosures . |
! -
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The I mpector‘ General
Washington, D.C. 20520

PREFACE

This report was prepared by the Office of Inspector General
in fulfillment of our responsibilities mandated by the Inspector
General Act of 1978 and by Section 209 of the Foreign Service Act
of 1980. It is one of a series of audit, inspection, security
oversight, investigative, and special reports issued by my office
as part of our continuing efforts to promote positive change in
the Department of State and to identify and prevent waste, fraud,
abuse, and mismanagement.

The report is the result of a careful effort to assess both
the strengthe and weaknesses of the post, office, or function
under review. It draws heavily on interviews with employees of
the Department of State and other interested agencies and
institutions, and reflects extensive study of relevant documents

and questionnaires.

- The recommendations included in the report have been
developed on the basis of the best knowledge available to the
Office of Inspector General and have been discussed in draft with
the offices responsible for implementing them. It is our hope
that these recommendations will result in a more effective and

efficient Department of State. )

I wish to express’my*appreciation to all of the employees
and other persons who cooperated in the review documented by this

AL

Harold W. Geisel
Acting Inspector General
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AUDIT REPORT 5-CI-004

REVIEW OF THE NONIMMIGRANT VISA-ISSUING PROCESS
PHASE II

JANUARY 1995

l. EXECUTIVE SUMMARY
Purpose (U) The February 1993 bombing of the

World Trade Center Building prompted the
Congress to request and the Office of
Inspector General (OIG) to initlate a
review of the nonimmigrant visa process.
Our phase I report explored the
circumstances surrounding the issuance of
nonimmigrant visas (NIVs) to Sheik Omar
Ali Ahmed Abdel Rahman. The objective of
the phase II report was to assess whether
the systems and procedures for issuing

" NIVs worldwide are adequate to prevent
ineligible or undesirable individuals from
obtaining NIVs and entering the United

. : States.

Background (U) The Immigration and Nationality Act '
. (INA}. gives consular officers. authority to
issue~and deny visas, and the Department
of State’s Bureau of Consular Affairs (CA)
manages the program. .

| : Results (0) The Department has long identified

! In Brief the NIV process as vulnerable to misuse.
Steps taken to improve the process
include: S

. installing machine readable visas
(MRVs) ;

. creating the Visas Viper Program to
proactively include the names of

CONFIDENTIAL
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known or suspected terrorists in the
lookout systan;uandf o

e participating in an integrated

cooperative data exchange system with
other U.s.'border control agencies.

(U) However, further rogress has been
hampered by a lack of rdsources, action
plans, guldance, and effective
communication and i rdiﬁation. Many
problems associated it%‘isauing NIVs are
complex with no easyg utions. As a
result, individuals who are ineligible
and, perhaps dangerous may be able to
obtain NIVa, enter the Un ted States, and
cause harm. . A

Principal Findings

The Law As It
Relates to
Tarrorism

(U) The case of Sheik Abdel Rahman has
dramatically focused attention on the need
to link advocacy of terroriat activities
or membership in terrorist. organizations

‘with excludability for purposes of visa

issuance. The INA, as amended, defines’
the general grounds of visa ineligibility
for terrorist activities, This Act
pernmits the exclusion of any alien who has
either engaged in a terrorist activity or
who a consular officer (or the Attorney
General) knows, or has reasonable ground
to believe, is likely to engage in any
terrorist activity after entry. Based
upon the legislative history of the
statute, the Department has determined
that statements approving of a specific

CONFIDENTIAL
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terrorist act or mere membership in an
organization that engages in terrorist
activities (as distinct from an
organization in which membership per se
implies participation in terrorist
activities), absent evidence of sonme
action by the individual in furtherance of
a terrorist act, is not necessarily a
basis for exclusion.

The Consular

Lookout System

(U) Before an NIV is issued, the
applicant’s name must be checked against
the Department’s lookout system. That
system, known as the Consular Lookout and .
Support System, or CLASS, contains the
names of ineligibles or individuals
presumed to be ineligible for an NIV.

(C) Although the Department has taken
many steps to ensure that the names of
pergons known or presumed to be terrorists
are proactively entered into CLASS,
problems peraist.

. More than 200 visa issuing posts,
some of which are located in
countries designated as having high
and critical threats and known for
supporting terrorists, still have not
submitted names.

. Data sharing problems also exist at-
the Washington level among '
intelligence and law enforcement
agencies.

UNCLASSIFIED




. No formal nechanisﬂ‘ exists at posts
to proactively shat¢ and add the
names of drug traff ckers, alien
smugglers, organfz érine members
and other ineligibIg ox potentially
ineligibla 1ndivi§u s to CLASS.

}
{
+  CLASS containe Hore than 100 000 |
incomplete recordiz :
5o od ERle
» . CLASS has difticulties se arching
transliterated namés;<corréctly
identifying transyém ‘hanes, and
- discriminating’ anén ' names commonly
used in some- coun?x‘ et. :

‘)»f&“(

. Staffing

Consular
Sections

{(U) Currently, the’ Department does not
have sufficient criteri& for staffing NIV

functions overseas." Howevor, decreases in

the consular staff and: Inadequately
skilled consular officdérs at some posts
have resulted in lax enforcement of
internal controls. :

(U) - Staffing gaps most often occur in
consular sections during peak NIV periocds.
Such gaps contribute to the vulnerability

CONFIDENTIAL

UNCLASSIFIED

FOIA B2




UNCLASSIFIED

CONFIDENTIAL

EXECUTIVE SUMMARY

of the NIV process by increasing the
pressure and workloads of overworked
consular sections.

{U) Some consular officers do not have
sufficient language skills to conduct
applicant interviews and rely on Foreign
Service Nationals (FSNs) or use the little
language they know, risking errors.

(U) - Large numbers of NIV applicants are
being processed without personal .
interviews because posts are relying on
programs where travel agencles submit NIV
applications for applicants. Weak
internal controls exist for these

programs.

Processing
Third Country -
Nationals
Outside of Their
Consular
Districts

(U) Posts are issuing NIVs to third
country nationals (TCHs) outside of the
TCN’s consular district without any

-assurance that the applicants are bona

fide. Guidelines on handling such

~ applicants are limited, and CA’s policy

has been to treat all NIV applicants the
same, regardless of whether the United
States has a consular presence in the
applicant’s home country. The
determination of an alien’s eligibility is
by law left to the discretion of the
consular officer, including cases where
the applicant’s assertions cannot be
verified.
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Perforpance of
Name Checks by
FSNS

Data Analyses
and Information
Needs

i)

Consular otfic. :
decisions withc\n: adequati
the country’ s;lculttpx 3¢ 2

s

. A e‘g;'
environment. AlsojJaddéquate’data are not

being gathered an&nm T £o¥. consular
officer and: INS. in’ }‘,‘ %“3« in: judging
NIV applicanta.. S ;,-

Recommendations

(V) T pus
actions to prevent:- i:; eople trom
obtaining NIVs. Iﬁ R

. The- interpretht Lo

. The names oi texrorists and other
undesirables: are: id’antiﬁed and
included. in cms& in'a timely manner.

. CLASS includeu key; d”‘at:a.on all names
and effectively: searches:.
trmliterated foz'eign namea.

. Consular sectiona ara adequately

: staffed, staffing gaps are minimized,
and consular officers possess the
language skills ‘they: need to
effectively adjudicato NIV
applications.
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Effective internal controls are put

in place for programs in which
applicants are not interviewed.

Sound criteria are established for
adjudicating TCN NI1Vs, particularly
those whose countries have been
identified as sponsors of terrorism.

Adeguate guldance is established on
how consular officers should ensure
that lookout system name checks are
performed.

Department and Although most of the report’s
Other Agency recommendations were made to CA, copies of .
the draft were also distributed for

Comments

comment to other offices and bureaus of
the Department and to the U.S8. Customs
Service (Customs), the U.S. Immigration
and Naturalization Service (INS), the Drug
Enfoxcement Agency (DEA)}, and the Central
Intelligence Agency (CIA). Generally all
agreed with the report’s findings and
recommendations. CA, however, disagreed
with the recommendation regarding the
interpretation of the INA as it relates to
terrorism. CA said that the Department’s
interpretation of the INA is articulated
as clearly as possible. CA believes that’
the Administration has already formally
decided against supporting amendments such
as are propeosed hera. CA also stated that
the report identified a number of systemic
issues, such as personnel levels and the
quality of training, that bear directly on
consular work but would be better
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II. PURPOSE AND SCOPE

(U) In February 1993 a bomb exploded in the New York World
Trade Center building, killing 6 people, injuring more than
1,000 others, and causing damage estimated at more than
half a billion dollars. Sheik Omar Ali Ahmed Abdel Rahman
(the sheik) and at least six other people who worshipped at
mosques in New York and New Jersey were identified as
suspects in the bombing. In May 1994, four of the six
people were arrested, convicted, and sentenced to more than
250 years each in a Pederal prison. The Sheik was also
arrested, but as of December 1994, his trial had not yet
taken place.

(U} The publicity resulting from the act of terrorism at
the World Trade Center and the request of several members
of the Congress prompted us to initiate a review of the NIV
issuing process. The first phase focused on determining
why government efforts failed to prevent the Sheik from
obtaining NIVs, entering the United States, or being
expelled after his entry.

(U) The Inspector General testified on this issue during.
open and closed hearings in June and July of 1993, before
the House Subcommittee on International Security,
International Organizations and Human Rights, Committee on
Foreign Affairs: the House Permanent Select Committee on
Intelligence; and the Senate Select Committee on '
Intelligence. The Inspector General testified that:

~* The Sheik was 1saued the first two visas largely
because of communication breakdowns at posts between
the technical expertise of the consular section and
the knowledge of local people and conditions held by
the political and intelligence resources.

+ Even after his name was added to the lookout system, a -
third visa was issued because the consular staff
failed to perform the required name check before
issuing the visa, and adequate controls were not in
prlace to ensure that the requirement had been met.

- Efforts to revoke the later visa were delayed because
of confusion between the Department and the post on
who would revoke the visa, causing the INS agents at
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U.S. ports of entry to be, noti & the visa’s
revocation too late. _ : L

» Subsequent efforts to interc&n_ the g"@ig uring his -
arrivals and departures at:Y.2i]porte of
because of weaknesses in the:IN foé gn gysten--for

example transliteration problemg ~F ARG use INS
officers at the port of entr%;? ng 3{&» not N
o tha nane in -

compare the name on the INS:I-34 z‘éni; g
the Sheik’s passport. = .- oacyiildva “ a0
: P DEL

‘f‘ 1% };ocause of

. Wiile: one INS
tf ‘determine if

+ Efforts to deport the Sheik fail
communjcation problens. Fox ex
office was performing an invaat
material misstatements had; cq” :
subject the Shaik to proaacu :lq"[ 5
proceedings, another officé waa:pr: ,
application for an adjuatmsntrtél ATRANG ,xeaident
status, which was approved ohs Apr } y éﬁ-ﬁél“_:

wery v r‘hu“'z R A
(U) A report detailing the issuancae o} i;h§ 'visam to the
Sheik, classified Secret, was issued by t¥i Q:ti,ce in
March 1994. Because of the problenmg: dcgg tfg@» regarding
the issuance of the visas to the SHeik!i'quf gffice decideq,
and several members of the Congress: aake ,,;tg .wa- initiate
a second review focusing on the worlduiqk ,gystemic problems
of the visa lookout systems and the: adaq@acgwoﬂ: internal
controls for issuing NIVs. Accordinglyithes goal of the
second phase of the assignment, which is concluded with the
issuance of this report, was to determine whether the
systems and procedures are adequate for issuing- NIVs and
preventing ineligible or undesirable individuals: from
obtaining visas and entering the United stataa;

culd

{(C) The field work for the assignment was performed during
the pericd september 1993 through May 1994. Our review
focused primarily on Department of State programs and
activities administered by CA, the Bureau of Intelligence
and Research (INR), and the embassies and consulates in
Seoul, Taipel, Guangzhou, Lahore, Dubai; Amman, and Athens.
We also interviewed officials of the INS, the DEA, and the
CIA. Wherever possible, we examined files and obtained
copies of relevant documents at these locations.
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(C) The seven posts we visited were selected because of
the diverse NIV processing systems they provided. To be
comprehensive, we wanted to examine the operations of posts
that use different logkout systems, process large numbers
of visa applications,|are identified as having high and
critical terrorist threat levels;) and have variocus staffing
patterns. For example, three o e posts had on-line
access to CLASS (Secul, Taipei, Athens), three others had
the microfiche system (Guangzhou, Lahore, Dubal), and one
had a PC-based lookout system called Distributed Name Check
(DNC) System (Amman). None of the posts had the lookout on
the DNC System with Compact Disk Read Only Memory (CD-ROM).
The number of visas processed by these posts in FY 1993
ranged from a low of 14,703 for Dubai to a high of 229,626
for Seoul. The posts alsc presented a mixture of language
challenges-~Korean, Chinese, Arabic, and Greek.

(U) The review'was conducted in accordance with generally
accepted government auditing standards and included
appropriate tests to evaluate the adequacy of internal
controls and procedures that the team considered necessary
under the circumstances.

(U) The audit was performed by the staff of the Office of
Inspector General’s Office of Audits, Consular and
International Programs Division. Major contributors to the
report were Edward Brennan and Maurice Blais, division
directors: Norma Brown, audit manager; Gary Petrovich, '
senior auditor; sShyrl Coker and James Doty, auditors; and
Robin Schulman, managément analyst. Luciano Mangiafico, a
retired consular officer, served as a consultant to the
tean, -
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III. BACKGROUND
(U) Each year, millions of foreigners wishing to visit the
United States apply for NIVs. at the more than 230 U.S.
visa-issuing embassies and consulates throughout the world.

During FY 1993 nearly 7 million individuals applied for and
more than 5 million (about 76 percent) received NIVs.

(U) The NIV, together with a valid passport, permits an
alien to apply for admission to the United States during
the period of time specified on the NIV. The typical
recipient of an NIV is plinning a short stay and is
traveling to the United States as a tourist or on business.
Depending on the reciprocity agreement with the host
country, and the judgement of the consular officer, an NIV
may be valid for only one visit or for multiple visits over
an extended peried up to 10 years. At ports of entry, the
INS grants or denies admission to the United States based
on the travelers’ documents and credibllity. The INS

"defines the length and purpose of the travelers’ stay in

the Unitéd States,

(U) All aliens, except certain categories of nonimmigrants
(e.g., Canadians, Bahamlans, and others), and citizens of
the 22 countries participating in the Visa Waiver Pilot
Program, reguire NIVas to apply for admission and enter the
United States. INS data show that there were nearly 21
million nonimmigrant admissions to the United States in FY:
1993. Of those, 9 million or more were from the visa

1.

waiver countries. .

(U) Specific and exclusive statutory authority for issuing
and denying visas is conferred on consular officers by
section 104 (a) of the INA. This authority is exercised
under the overall direction of the Secretary of State, the
Assistant Secretary of State for Consular Affairs, and the
Deputy Assistant Secretary for visa Services. Department
regulations in volume 9 of the Foreign Affairs Manual (FAM)
interpret the law and describe procedures for issuing or
refusing visas. CA is responsible for developing policies
for issuing visas, managing the worldwide consular
function, and ensuring that responsive and efficient
consular services are provided abroad. :

CONFIDENTIAL
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(U) Regulations require that the names of all NIV .
applicants must be checked against: CLASS before a visa is
issued (9 FAM Part IV, appendix D). .CLASS. currently
contains the names of approximately 3.5 million individuals
who have either been refused an NIV or have not applied,
but are presumed to be ineligible for an NIV.

(U) A r;cord in CLASS normally includes the alien’s nanme,
date of birth, place of birth, nationality, the grounds for
the visa ineligibility as identified by the INA, or the
grounds for the presumed ineligibility known as a quasi-
refusal. The grounds of ineligibility for an NIV are
generally characterized as either Category I or Category II
refusals. Category I refusals are more serious —
ineligibilities based on medical, criminal, and security
related grounds. ' Most persons refuged & visa under
Category I cannot overcome the reasons. for thae denial. For
the most part, such individuals can only be issued visas
through waivers granted by INS. Category. II refusals are
refusals that can be overcome., For example, individuals
who cannot prove that they would not become a financial
burden to the local or Federal government or-intend to
permanently immigrate to the United States would be
considered Category II. The table showing the Category I .
and II ineligibilities and information on the period for
retaining these files at posts is provided in appendix A of
this report. g .

(U) As of August 1994, there were four different ways the
230 visa issuing posts accessed the CLASS database:

1. Qn=1line. CLASS was accessed by 110 posts via
computer terminals and telecommunications links.
Such posts accessed the entire CLASS. database on a
real-time basis, and processed more than 90 percent
of the NIVas. More than 50 of the on-line posts
also had the MRV, a program designed to limit
fraudulent visas.

2. pistributed Name Check System. The DNC is a stand-

alone personal computer system. The 19 posts that had
the DNC system received a monthly tape with only a
portion of the CLASS database on it. .

CONFIDENTIAL
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3. Distributed Name Check CD-ROM. The DNC CD-ROM is a

second generation DNC system. Instead of a tape, each
ronth, the 30 posts that had DNC CD-ROMs received the
entire CLASS database on compact disks. -
4, Microfiche. The lookout system on microfiche

consists of cards containing CLASS name check records.
The goal has been to update the cards bimonthly and to.
send this information to posts via pouch or mail. The
72 posts with microfiche, like those with the DNC

system, only received a portion of the CLASS database.

Either the DNC, microfiche, or both suffice as backup for
on-line posts when the link with CLASS is interrupted. The
backup system for posts with the DNC is the microfiche.

(U) The Department is striving to install an automated
loockout system at all posts by FY 1997 in conjunction with
.the MRV program. CA plans to install the DNC during FY
1994 and FY 1995 at all visa issuing posts where direct
access to CLASS is not possible because of infrastructure
problems in those countries. Another part of the plan is
to retrofit sites using the older DNC version with the more
powerful CD-ROM version. 8till other posts will be given-

direct access to CLASS. -

(U) CA estimates that modernizing, updating, and
autonmating the name check and NIV issuance within the next .
3 fiscal years will cost about $62 million, with an
estimated $29 million“more required to install adequate
telecommunications facilities at all consular posts to
provide on-line access to CLASS.

Interagency Border Inspection Svstem (IBIS)

(U) CLASS is also a major component of IBIS, a
clearinghouse for data from a variety of U.S. Government
agencies with a role in border control or law enforcement.
IBIS originated in 1988 with the passage of the Anti-drug
Abuse Act. The Act, through section 4604, requires the
Department, Customs, and the INS to (1) develop machine.
readable travel and identity documents and (2) set up an
integrated law enforcement data exchange system. When
fully developed, the system should include the names of
terrorists, drug traffickers, convicted criminals,

CONFIDENTIAL
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fugitives, and others into a single data system for
exchange of timely border security information that is
readily usable by all IBIS agencies through written
agreements. The INA further directs the Department and INS
to "maintain direct and continucus liaison®™ with the CIA
for the purposes of exchanging data relevant to the
internal security of the United States.

(U) As specified in the Act, other contributors to the
IBIS database, include (1) DEA, (2) the Federal Bureau of
Investigation (FBI), (3) the Bureau of Alcochol, Tobacco,
and Firearms, (4) the Internal Revenue Service, (5) the
Federal Aviation Administration, (6) the U.S. Marshals
Service, and (7) the U.S. Coast Guard. The Animal and
Plant Health Inspection Service later joined the principal
members of IBIS. .

(U) The major IBIS database component, the Treasury
Enforcement Communications System (TECS), is operated by
Customs. INS is able to access' TECS through its terminals
at the ports of entry, as well as through its own name
check systems--the National Automated Immigration Loockout
System (NAILS), and the Nonimmigrant Information System
(NIIS). Other major agency sources providing lookout
information to TECS include DEA’s Narcotics and Dangerous
Drugs Information System (NADDIS), Interpol U.S. National
Central Bureau, the National Crime Information Center, and
the National Law Enforcement Telecommunication System.

(U) Under the "International Air Passenger Operations
2000," formed by the IBIS committee, the State Department
would electronically supply data to IBIS on each individual
who has applied for, received or been denied a visa. It is
envisioned under the 2000 program that the State Department -
will also collect biometrics measurements at the time of
application or issuance of NIVs, which would be encoded on
the. NIV and stored electronically. Fulfillment of these
objectives, however, will have major resource implications

for the Department of State.
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IV. FINDINGS AND RECOMMENDATIONS

{(C) CA has been aware of many of the shortcomings of the
NIV process and has taken steps to resolve them. The MRV
program was designed to address some of the problems. As
of June 1994, more than 50 posts were issuing MRVs,
accounting :or nore than 50 percent of total NIV issuance.
In July 1993, responding to an 0IG recommendation, the
Acting Secretary of State told posts to address

" international terrorism as a priority and directed Deputy

Chiefs of Mission to chair a coomitteae at each embassy with
representatives from at least the consular, political, and
intelligence sections, to meet guarterly to review
procedures and identify ways to add names of terrorists to
tthe lookout system.

(U) A month later CA created the Visas Viper Program to
facilitate the transmittal of that information from posts’
to the Department and provided procedures for consular
sections to follow when submitting names under the progranm
and information on what would happen to the information
after it was submitted. 1In April 1994 CA and INR further
defined the program’s scope and priorities, elaborated on
the type of data needed to make the submission of names
wore useful, and liberalized the criteria for entering
names into CLASS.

(U) CA is also participating in an integrated cooperative:
data exchange system'with other U.S. border control
agenciés to improve the security of U.S. borders. As part
of that system, CA has begun ensuring that Category I files
are being maintained at post. It has initiated a review of
the CLASS database which will provide an evaluation of visa
lookout data management. However, despite these
initiatives, more progress is needed to ensure that the
systems and procedures for issuing nonimmigrant visas are
adequate to prevent ineligible or undesirable individuals
trog obtaining nonimmigrant visas and entering the United
States.

(U} The INA, as amended in 1990, defines the general
grounds of visa ineligibility for terrorist activities.
The relevant section--212(a)(3)(B)--reads as followvs:
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Any alien who (I) has engaged in a terrorist activity,
or (1I) a consular officer or the Attorney General
knows, or has reasonable ground to believe, is likely
to engage after entry in any terrorist activity (as
defined in clause (iii)) 1is excludable,

(U) This provision, which became effective on June 1,
1991, permits the exclusion of persons who actively promote
acts of terrorism, through activities such as fundraising,
planning, or solicitation. Rowever, individuals who
advocate terrorist acts are not necessarily ineligible for
NIVs as the terrorist exclusion is now worded; their
advocacy must come within the scope of the statute’s
definition of what it means to engage in terrorist
activity. As the Department’s guidance on the new
provision (91 STATE 178327) noted:

Words uttered or written which directly further or
abet the commission of one of .the acts defined as
"engaging in terrorist activity" may properly
constitute a basis for a finding of ineligibility, but
not otherwise. As an example, evidence of statements
made during the planning or preparation of a terrorist
activity and constituting a part of such planning or
preparation would form such a basis as would specific
threats to commit a terrorist act..[{but] Statements
made outside the context of such situations, no matter
how offensive they might be, would not in the ordinary
course of things. give rise to ineligibility. The
Department has in the past held that statements
approving of a specific terrorist act and asserting
that such acts should and would be repeated formed the
basis for a finding of excludability because of
advocacy. Such a finding will not be permissible
under new section 212(a) (3)(B).

(U) Likewise, the new provisions required revisions in the
interpretation of information pertaining to affiliation
with terrorist organizations. As the Department’s guidance
{91 STATE 178327) noted: o
- The first real difference is that mere membership in
or affiliation with a terrorist organization will no

longer rpt [sic] no longer be a basis for a refusal of
an alien’s application for a visa, immigrant or
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nonimmigrant. It is important to stress the words
"mere membership or affiliation.” Those words mean
membership or affiliation without the commission of
.any of the Acts described in clause (III)...If there
is reason to believe that an alien has committed one
or more of those acts, or intends to do so after
entry, it is that fact which will render the alien
ineligible to receive a visa, not mere membership or
affiliation...Reason to believe that an alien has
committed such acts, or intents to do so after entry
is sufficient to support a finding of ineligibility
even if the alien is not a member of or affiliated
with any organization. - - :

. (U) The definition of terrorist activity in clause (iii)

includes "the solicitation of any individual for membership
in a terrorist organization, terrorist government, or to

; ." [Emphasis added.) The
Act provides further that an alien who is an officer,
official, representative, or spokesman of the Palestine
Liberation Organization is considered, for the purposes of
the INA, "to be engaged in a terrorist activity."

(U) According to CA, leaders of terrorist organizations -
are ineligible for NIVs to enter the United States under

. this provision. However, in accordance with the guidance

quoted above, an individual who merely espouses terrorist
tactics or makes statements approving of a specific

terrorist act and asserts that such acts should and would
be repeated may not be excluded under the new section 212

(a) (3) (B). From January 1993 through April 1994, 52 people

were denied visas under this section of the INA.

(U) As CA pointed out, during the 19808, there were
allegations that provisions of this law were being abused
to deny admission to aliens intending to speak out. against

‘Administration policy on various issues, most particularly

policy toward Central America and nuclear disarmament.
Those espousing that view claimed that the Administration
policy violated the First Amendment rights of Americans who
desired to hear what the aliens had to say. Congress
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enacted an interim statute "Section 901" to prohibit visa
denials on the basis of past, present, or anticipated
statements, beliefs, or associations if the statements,
beliefs, or associations would be legal in the United
States.- This had the effect of bringing into the visa
process certain considerations which previously had only
been relevant in First Amendment cases.

(U) Thus, in the 1990 Amendments, the Congress was
distinguishing between unfriendly rhetoric and speech that
is genuinely tied to terrorist acta. As the Department has
noted, however, although "Section 901" was repealed by P.L.
101-649, the Department’s interpretation of section
212(a) (3) (B) (111) (V) was strongly influenced by that
history. [ T

(U) We agree with CA that it was the intent of the
Congress that the Department be cautious in excluding

" individuals for ideological reasons and that mere
membership in a terrorist organization or mere speech
without action in furtherance of a terrorist act does not
in itself constitute engaging in a terrorist activity.
However, we believe that the active encouragement of
terrorist actions by individuals who are in a position to
incite others into action provides a reasonable basis for
excludability. In certain circumstances, actively
condoning -and promoting acts of violence could be deemed to
constitute solicitation within the meaning of the INA‘s
definition. 1In these circumstances, and particularly in
light of -activities such as the World Trade Center bombing
which highlighted our vulnerability to terrorist activity
within U.S. borders, speech (which incites others to
terrorist activity) should not be viewed as a shield to .
excludability. The reasonable ground standard of the law -
is a minimum standard and does not require visa applicants
to be given the benefit of the doubt.

{(U) We believe that in light of recent events, CA could
more aggressively use these provisions for excludability to

CONFIDENTIAL
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meet the intent of the INA in preventing such individuals
from obtaining NIVs. :

fo} : We recommend that CA take steps
to clarify as necessary guidance on the provisions
pertaining to excludability on the basis of soliciting
others to undertake terrorist activity, or seek .
amendment of the INA, if necessary, so that
individuals who actively encourage acts of terrorism
may be deemed to be excludable. CA should review its
interpretation of section 212(a)({3)(B) of the INA to
ensure that the reasocnable ground standard is applied
as aggressively as possible in the post World Trade
Center environment and inform posts of any revisions.

(U} 1In our draft report, we recommended that "CA take
steps to (1) clarify as necessary the provisions pertaining
to excludability on the basis of terrorist activity, and
(2) seek amendment of the INA so that individuals who
actively encourage and promote acts of terrorism may be
deemed to be excludable even absent proof or evidence of
actual involvement in. terrorist activity. Until this
amendment is made, CA should review its interpretation of
section 212(a) (3) (B) of the INA to ensure that the
reasonable ground standard is applied as aggressively as
possible in the post World Trade Center environment and
inform posts of any revisions.”

(U) CA disagreed with this recommendation. 1In its
comments, CA said that. the Department’s interpretation of
section 212 (a) (3)(B) is articulated as clearly as is

e possible. CA said that the Administration has already

L formally decided against supporting amendments such as are
¥ proposed here. Based on these comments, we have modified
the' recommendation slightly. While we continue to believe
‘that the Department is applying a more stringent
interpretation of the law than is required, a more
permanent solution may be to amend the IRA.

B. THE CONSULAR LOOKOUT SYSTEM

(U) Although the Department has taken a number of steps to
ensure that the names of ineligible individuals or :
individuals thought to be ineligible are proactively

CONFIDENTIAL
® S

UNCLASSIFIED




inform posts of any revisions.®

UNCLASSIFIED

CONFIDENTIAL

meet the intent-of.the INA in preventing such individuals
from obtaining NIVs. .

: We recommend that CA take steps
to clarify as necessary guidance on the provisions
pertaining to excludability on the basis of soliciting
others to undertake terrorist activity, or seek .
amendment of the INA, if necessary, so that
individuals who actively encourage acts of terrorism
may be deemed to be excludable. CA should review its
interpretation of section 212(a)(3)(B) of the INA to
ensure that the reasonable ground standard is applied
as aggressively as possible in the post World Trade
Center environment and inform posts of any revisions.

(U) 1In our draft report, we recommended that "CA take -
steps to (1) clarify as necessary the provisions pertaining
to excludability on the basis of terrorist activity, and
{2) seek amendment of the INA so that individuals who
actively encourage and promote acts of terrorism may be -
deemed to be excludable even absent proof or evidence of
actual- involvement in terrorist activity. Until this
amendpent is made, CA should review its interpretation of
section 212(a) (3) (B) of the INA to ensure that the
reasonable ground standard is applied as aggressively as
possible in the post World Trade Center environment and

(U) CA disagreed with this recommendation. 1In its
comments, CA said that. the Department’s interpretation-of
section 212 (a)(3) (B) is articulated as clearly as is

possible. CA said that the Administration has already

formally decided against supporting amendments such as are
proposed here.. Based on these comments, we have modified
the recommendation slightly. While we continue to believe
that the Department is applying a more stringent
interpretation of the law than is required, a more
permanent solution may be to amend-the INA.

B. THE CONSULAR IOOKOUT SYSTEM

(U} Although the Department has taken a number of steps to
ensure that the names of ineligible individuals or
individuals thought to be ineligible are proactively
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identified and preemptively included in the lookout system,
a number of problems still exist with this process.

4] de ficat

(U} Few of the posts we visited in September and October
1993 had gone beyond the discussion phase of implementing
the Visas Viper Program. While a committee had been formed
at all but two of the posts, and all but one of the
committees had met at least once, only one post had
developed information on terrorists. However, that
information had not been forwarded to Washington until we
reminded the post of the urgency to do so.

(C) The officials at the posts offered a number of reasons
vhy the program had not been fully implemented. While sone
of the reasons appeared sound, none had been communjicated
to Washington as directed by the July 1993 quidance from
the Acting Secretary of State. | | rordB2

; e for performing name checks of
the lookout microfiche at nonautomated posts and apprising
officers of "hits" as they occur. They also performed
similar duties at one automated post we visited. 1In
addition, several agency officials stated that their
headquarters had not authorized the sharing of data.

/() As of October 1994, while more than 440 names of
potential terrorista had been added to the lookout system .
as a result of the Visas Viper Program, only 36 posts had
submitted these names. More than sixty percent had come
from two posts. Of the more than 200 remaining visa
issuing posts, none of which had submitted any names, 1 is
located in a country known for its support of terrorists,
26 others are identified as having a high or critical
terrorist threat level, and 18 are located in countries
that participate in the Visa Waiver Pilot program. Because
of the slow progress in implementing the Secretary’s
mandate, several officials also identified the need to
ensure that the information on terrorists is continuously

Lprovided for CLASS. : :
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(U) The‘visas Viper Program can provide a mechanism for
posts to identify names of terrorists for inclusion into

'CLASS. There is no formal mechahism at posts, however, for

proactively and preemptively identifying and including the
names of other ineligible individuals or individuals
presumed to be ineligible for NIVs, such as drug
traffickers, alien smugglers, organized crime members, and
other undesirable individuals. Therefore, such pecple
could possibly be issued NIVs.

(U) A CA official stated that the Visas Viper Program
could be a prototype and has the potential to include the
names of other types of undesirables. CA should pursue
this idea and develop guidelines so that posts can
proactively submit names of undesirable individuals for
inclusion into CLASs.

c : We recommend that the Under
Secretary for Management (1) reemphasize the
requirement for each mission to establish a Visas
Viper committee, chaired by the Deputy Chief of
Mission, that includes representatives from the
consular, political, and intelligence sections, and
(2) require some form of reporting to Washington on
the periodic meetings. .

(U) CA agreed with this recommendation and prepared a
cable to the Chiefs of Mission from the Under Secretary for:
Management to comply‘&\lhith the recommendation.

{U) Recommendation 3: We recommend that CA develop a
system for following up with poats, particularly those
that are known to have state-supported terrorists, to
identify the reasons why posts have not submitted
names and to ensure that names are eventually
submitted.

(U) CA agreed with this recommendation.
fe) d : We recommend that CA in
coordination with INR initiate dialogue that would
encourage intelligence and law enforcement agencies to -

issue parallel instructions to representatives at post
defining responsibilities under the Visas Viper
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Program and clarifying reporting channels to be used
by these agencies.

(C) Agreeing with the recommendation, CA stated that the.
intelligence and law enforcement agencies had sent

instructions to their representatives at the e that
the Department’s instructions were sent out. FOIA B2

| THerarore, we
belleve the a53ﬁéIEE‘Eﬁﬁﬁru'ua—ﬁncuurugau—tu]further define
their responsibilities under the Visas Viper Program and
clarify reporting procedures.

{U} Recommendation 5: We recommend that CA establish
a program for proactively identifying and including
the names of other individuals ineligibla for an NIV
into CLASS based on Category™I refusal grounds such as
drug traffickers, alian smuggiers, and organized crime
memhars.

(U) CA agreed with this recommendation.

{(C) 1In addition to requiring posts to submit the names of
terrorists through the Visas Viper Program, the names of
other ineligible individuals or individuals thought to be
ineligible for NIVs have also been submitted to CA and INR
by intelligence and law enforcement ‘agencies in washingtan.

IR WY

l FOIA B’](D), B7(E), B3
[ F_ Im
submittead the names and case

8tories of 76,000 aliens whc

were deported in 1993.:..

(U) The Department has also had problems with border ]
control and law enforcement agencies sharing data at the
Washington level. The data have not been routinely

provided nor has it been of the guality needed.

(U) As of March 1994, NAILS included more than 195,000
records generated.by INS and 235,000 records from CLASS.

With the March 1994 direct interface with the Deportable
Aliens chtrol System, NAILS not only has information on

QQEZIQEE!I&L
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deportable aliens, but alsoc the names of individuals

reporting lost and stolen green cards, individuals for whom
INS has a particular lookout, and individuals refused entry
to the United States, which are occasionally entered into
CLASS at ports of entry depending on the time and resources
available. As previously stated, only the INS information

on deportees has been shared with CA. -

(U) Prior to passage of 1990 amendments to the INA, the
INS (on an ad hoc basis) . provided information to CA for the
loockout system. Although it is not clear what data were
provided and why this relationship ended, we were told that
the data exchange "fell through the cracks® after 1990 when
the computer refusal codes of both the Department and INS
were changed and converting the data format became a major
task. Until the recent sharing of the 76,000 names of
aliens deported, CLASS had not included any INS information
since 1990. No formal agreement exists even now between
State and INS regarding the future sharing of data for
CLASS on aliens deported or other information available in
NAILS. As a result, CLASS lacks the necessary derogatory -
information that would facilitate the adjudication of
undesirable NIV applicants at posts.

(C) Efforts are underway, however, for a two~way data

exchange through the IBIS clearinghouse, in which TECS will -

exchange selected sensitive law enforcement data with
CLASS. CA’s access will include, at the discretion of the -
owning agency, selected records of 14 Federal agencies--
including the INS, the.DEA, the FBI, and the Federal
Aviation Administration.

(U) A draft MOU between Customs and the Department
provides for the protection of information maintained in
TECS during the two-way data exchange. An agreement has

-been reached between Customs and State on the first phase,

formatting for the exchange of data from CLASS to TECS;
however, as of August 1994 no agreement has been reached on
the second phase, the transfer from TECS to CLASS. State
has hired a technical contractor who expects to be ready to
carry out the exchange from TECS to CLASS as soon as the
agreement is worked out. Agreement is expected, and more-
progress has been made by the current administration, but
this effort has been ongoing for years.
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(U) The Department has identified quality control problems
with IBIS, such as the inadvertent deletion of some 7,200
State Department records during a TECS update. While some
human and computer based errors are to be expected, the
fact that this deletion went unnoticed and uncorrected for
11 days is cause for concern. During those 11 days, INS
inspectors at ports of entry could not check aliens
entering the United States against those 7,200 State
Department lookout records. Once the problem was
discovered, Customs (the agency housing TECS) had to
deternmine whether anyone in those records was admitted into
the United sStates and if so, notify the proper authorities.
We were told that the State and INS MOU when completed,
will include a provision for data quality reviews.

{U) Also, the reliability of the INS NAILS data is
uncertain. A 1994 Department of Justice OIG report
identified the data in the INS NAILS database that feeds
into TECS as incomplete. The repoxt stated that the data
entry was untimely and nearly one-third of the records in
NAILS were inaccurate. The report recommended that INS
conduct a thorough quality control analysis of the accuracy
and completeness of the NAILS data, correct any errors, and
identify systemic weaknesses. As part of its MOU with
IBI?, the State Department has also included data quality
reviews.

(U) The details of DEA’s and the Department’s information
sharing are addressed in the classified Secret annex to
this report.

[{U) Recommendation 6: We recommend that CA meet with
INS to define its total data needs from INS and
identify ways to expeditiously obtain this data, and
establish milestones for these actions.

{U) CA and INS agreed with this recommendation.

Lﬂlwngggmmgnggsién_Z: We recommend that CA, as part
of IBIS, work expeditiously with the U.S. Custons

Service to obtain agreement on the two-way data
exchange under the IBIS concept and develop a timeline
for providing the data to the Department for entry
into CLAsS.
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(U) CA and Customs agreed with this recommendation. 1In
their responses, they stated that Customs and State have
taken steps to move the agreement forward. A special IBIS
enhancement team has been formed to provide gquidance and
assist with project progress.

e te a me Info ioh (o)

{(C) CLASS does not include the names of all individuals
refused visas, and the refusal data that it dces include
has not always been provided to posts in a timely manner.
Technical limitations of the lookout system at posts
prevent this from happening. Also, not all posts are
required to submit refusal data in a timely manner.

(U) Department regulations (9 FAM, Part IV, appendix D)
require all on-line posts to enter the names of individuals
receiving Categories I and II refusals and quasi-refusals
into CLASS, preferably on the day the visa is denied.

Posts with microfiche are charged with submitting the names
of only their Category I refusals to Washington. The

‘cables from microfiche posts to Washington are required to

be sent weekly, or more often as necessary. There is no
requirement for posts with the microfiche lookout to '
provide the names of their category II refusals to
washington for incorporation into the lookout systenm
largely because it is too much work for posts and the
Department to enter.all the data.

\ .
(C)} As of August 1994}-there were 49 posts with some form
of DNC lookout system. A DNC post maintains the names of
its categories I and II refusals and quasi-refusals on the
local database until monthly updates arrive from Washington
and are loaded onto the post’s system. The locally
generated data are then sent back to Washington where a
month or two often passes before on-line posts have access
to that data. The delay is even longer for microfiche
posts and other DNC posts because additional time is needed
by Washington to transfer the data onto the appropriate
medium (tape, compact disk, or microfiche) and send it out
to posts. Sometimes it takes months before microfiche and
DNC posts can access the updated lookout information. Some
posts with the DNC are issuing visas in high fraud, drug,
and terrorist environments.

-
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(C) No guidance has been provided by CA on exactly when
the names of individuals receiving Category I refusals and
quasi-refusals at a DNC post should be sent to Washington
by cable so that it can notify other posts. In the absence
of such quidance, the DNC posts are holding this
information until the monthly data exchange takes place.
During that time period, a person shopping for a visa could
be denied a visa under a Category I ineligibility by a DNC
post and then issued a visa by an on-line or microfiche
post that lacked the refusal information. The following
table illustrates the general time delays that arise when a
post must rely on updates to learn of Category I refusals.

Aprproxamare Tz DeLAY FOR ALERTING THE
DeparTueNT anD PosTs oF Catzaory | Rerusacs

[ Det - Data Recy :
ecqived By:
By: . Posts
|[Department| ©On Line - DNC Microfiche
Department | Realtime | Real time 1-2months | 1-8 months
— -

On Une Real time Real time 1-2months | 1-8 months
DNC 1-2months | 1-2months | 2-3months | 1-8 months
Microfiche| Real time | by Department | 1-2months | 1-7 months

(U) The Department’s goal of installing an automated .
lookout at all posts by FY 1997 should address the concerns 3
we identified regarding the data sharing among microfiche o
and on-line posts. All posts with microfiche will
gradually be switched over to CLASS through the DNC or 5
' direct on-line access. Thus, rather than receiving partial
information, the posts will receive all refusal ’ .
information. . Even with automation, however, the problem o
DNC posts not providing timely data to Washington on their
Category I and quasi-refusals will remain. .
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'{U) Recommendation 8: We recommend that CA issue

instructicns to posts equipped with DNC to ensure that ;
information on Category I refusals and quasi-refusals ;
is promptly disseminated to the Department for '
distribution to other posts.

'(U) CA agreed with this recommendation.
Incomplete CLASS Records

(U) As of June 1994, more than 100,000 records in CLASS \
were incomplete. More specifically, CLASS contained '
records for more than 76,000 aliens whose country of birth
had not been identified and 45,000 whose date of birth was
not shown. Also, more than 7, 400 of these records lacked
both the alien’s country and date of birth. A complete
éntry for visa lookout purposes includes the alien’s full
hame, date of birth, place of birth, the coded reason for
the entry, and the location of the file or place where

. 4dditional information can be obtained (either a foreign

" service post or the Department). There is also a field for
providing comments on the CLASS entry.

(C) CA stated that the information submitted by posts has
" been complete since it is usually extracted from visa
. applications; however, the data obtained from the law

eniforcement and intelligence agencies have not always been
as comprehensive.

FOIA B2

(U) Obviously, the lack of complete data hinders the
identification of individuals for whom the CLASS entry
applies and may inconvenience bona fide travelers having
the same or similar names. The usefulness of the data in
such instances is very limited and a decision to issue or
deny a visa is difficult. cComplete CLASS information is
especially important to INS inspectors who must make on the
spot decisions about admitting aliens.

P g
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(U) Recommendation 9: We recommend that CA identify
the incomplete information in CLASS and take steps to
ensure that the entries are complete so that it can be
used at posts and by INS inspectors at ports of entry:;
othervise the data should be deleted. :

tlon : We recommend that CA
reemphasize the importance to posts and other Federal
agencies of entering complete data into the lookout
systen.

(U) CA agreed with Recommendations 9 and 10.

File Retentjon

{U) Neither the Department nor posts have retained
adequate files to support Category I refusal entries in the
lookout system. Examples of this'were seen during our
February 1994 visit to the New York port of entry where at
least eight questionable individuals were admitted to the
United States because of the lack of adequate information.
when the INS inspectors contacted the posts, none of the
files on these cases could be found, and the CLASS comment
field, although expected by INS to provide additional
information, did not do so.

FOIA B2

(U) In New York, the g;:;:;:]systen identified one of the "F(oA B7(E)
eight individuals admi¥ted by INS as a drug abuser, another
as having committed a crime of moral turpitude, four others
as drug smugglers, another as an alien smuggler, and the

- CONFIDENTIAL
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last as potentially being associated with visa fraud.
‘Three of the individuals arriving at the New York port of
entry had immigrant visas, four had green cards, and one

had an NIV. There was no indication by INS“that waivers .
permitted by the INA had been granted.

(U) The INS deferred the inspection of six of the above
individuals, admitting them into the United States on the
condition that they appear at the district office for a
hearing to determine their suitability for remaining in the .
United states. The two others shown in the system as
having committed a crime of moral turpitude and having been
associated with possible visa fraud were admitted !
unconditionally to the United states.

(0) CA.sald that the CLASS comment field was not intended
to provide additional information on ineligibles to INS,
instead it was designed to be a short guide to posts on the
location of files or to provide other short, useful
information. The aim of the field was never to provide an
explanation to INS on CLASS entries.

(U) Both the FAM and the CA Records Management Handbook
"indicate that files on Category I refusals should be
retained for at least 10 years and up to 100 years and then
destroyed, depending on the section of the INA for which
the alien is being excluded. For example, the file for an
alien excluded under section 212(a) (3)(B) of the Act (a -
Category I refusal), ¥hich relates to terrorists, would be
retained until the allen is 90 years of age or oclder
provided there had been no visa activity for the past 10
years, whereas the physical record for a person denied a
visa under section 212(a)(4) of the Act (a Category II
refusal), which describes a person that is likely to become
a public charge, should be retained for 2 years after which
the file can be destroyed.

(U) In April 1994, CA began ensuring that Category I files
are maintained at post by initiating a review of the CLASS
database and told all diplomatic and .consular posts that
the review would be performed as part of the Bureau’s
active participation in IBIS. Posts were asked to provide
copies of their files relating to specified CLASS entries.
The request explained that the files selected were part of
a one-percent random sample of the CLASS records that are
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eligible for inclusion into TECS. Because of the CA
review, we are not making a formal recommendation regarding
the retention of files on Category I refusala at thig tinme.
However, we strongly suggest that CA ensure that the files
are available at post in order to aid in keeping
ineligibles out of the country.

(U) While at the ports of entry, we were also told that
CLASS included extraneous data, such as the names of
individuals who have become legal permanent residents in
the United States. No system is in place to ensure that CA
is notified when individuals with CLASS entries become
legalized permanent residents. CA has relied on INS to
notify it of obsolete CLASS data. The names remain in the
lookout system unless the INS flags them during the primary
" inspection at the port of entry. This becomes a _
particularly serious problem when individuals, such as
those with green cards, are referred to the INS secondary
inspection, slowing the inspection process down
unnecessarily and inconveniencing aliens whe may have
already overcome the derogatory information in CLASS.

c : We recommend that CA clarify
the purpose of the CLASS comment field to INS, explore
the feasibility of modifying that field to meet the
INS data needs, and where possible implement such
changes.

{U) Recommendation 12: We recommend that CA in
coordination with posts and INS develop a system for
purging extraneous data from the lookout system.

(U) CA and INS agreed with Recommendations 11 and 12. 1In
its response, CA stated that it has taken steps to increase
the usefulness of CLASS for all concerned, especlally for
port of entry and other law enforcement personnel and to
purge extraneous data from the lookout system.

Transliteration and Transcription Problemg

CONFIDENTTAL

31

UNCLASSIFIED

FOIA B2




UNCLASSIFIED

CONFIDENTIAL

FOIA B2

FOIA B2

(U) In some countries, nationals can easily and legally
change their names and then obtain new passports. Although
in some cases little can be done to prevent this, as a
minimum consular officers should ensure that the name in
the passport, on the application, and on the NIV
correspond.

1

(C) As of now, posts on-line to CLASS and DNC posts use a
system of "fuzzy searching and match,"™ in which the system
automatically searches the database for similar names and
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other data. The CA system, while much better than those

used by other U.S. agencles, 1s not perfect. Enlarging the -

fuzzy search parameters produces too many apparent ®hits,"™
while restricting such parameters causes the system to
decrease precision and miss real “hits."

(U) CA has been aware of these problems and has contracted
for the services of computational linguists to construct
culturally specific linguistic algorithms.  The name search
algorithms should increase the probability of getting true
name matches even though the name may not be transcribeq or

transliterated correctly.

{(C) CA has estimated that $4 million is needed to develop,
test, and install date of birth and culturally specific
langquage algorithms, CA had hoped to have these funds in
its FY 1994 budget to develop the date of birth algorithm.
The algorithm would search for matches in the date of birth
if the name check search came up empty. The first three

- language name search algorithms planned for development
will be Spanish, Arabic, and chinese, which CA chose
because the Department considers many countries with these
* languages to be high threat. The linguists have identified
the requirements for proceeding with the algorithm
davelopment for Spanish, Chinese, and Arabic, but CA is
awaiting funding before it can proceed with implementation.

{(U) After the three initial language algorithms are
created, the Department will go on to develop cultural
language algorithms for countries in West Africa. We found
and CA is aware that transcribing and transliteration
problems exist in other languages such as Greek.

(U) _Assuming that full funding is provided, CA estimates
that for Spanish, Arabic, and Chinese, it would take about
1 year to develop algorithms for each language, although
Chinese is more difficult than the other languages. Once
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?Sigorithms have been developed for the three languages, the
?%@arning curve may decrease for other languages. CA
estimates that it will take another year for each

iitional algorithm to be developed. '

" CA has not developed a long range formal plan defining
he transliteration and transcription problems CLASS faces,
ts strategy for addressing these problems, and the
pproximate costs of this effort. Questions remain on how
fiany ' name search algorithms are needed overall, when they
7s6uld ba completed, and approximately how much the entire
effort will cost.

FOIA B2

e t : We recommend that CA develop
an overall strategy including a time line for

developing, testing, and installing culturally
specific algorithms to improve the probability of
accurate matcheg of names in CLASS. :

: We recommend that CA seek to
obtain full funding to develop the needed algorithms
to eliminate the transliteration and transcription
problems associated with CLASS.

'(U) CA agreed with Recommendations 13 and 14. CA stated
that it has been authorized by the Congress to charge a fee
($20) for each MRV application, a portion of which is being
used to initiate work to address the transliteration and
transcription problems.

C. STAFFING CONSUIAR SECTIONS

FOIA B2
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(U) The RCO program was established by CA in the early
19808 to advise and assist less experienced consular
officers, or first and second tour officers, at nearby
posts to ensure sound consular management, 'a high standard
of customer service and consular efficiency. The program
currently consists of 12 experienced officers at FO-02 or
higher, all but three of whom are assigned to posts in
Africa. All RCOs, except one, were performing consular
functions at their post, as well as assisting inexperienced
officers at nearby posts. Only the RCO in Moscow was a
dedicated full-time position with no secondary line
responsibilities. The geographic bureaus control the
positions and travel funds for the RCO progran.

{C) The ranking of positions at posts, which is performed

by the Bureau of Personnel (M/DGP), relates largely to the

number of staff supervised and not necessarily to the

importance of the officer’s area of responsibility. At

" many of the posts rated as having a critical or high threat
environment, where less experienced officers were assigned,

the size of the staff in the consular section was

relatively small. Consequently, using the M/DGP criteria,

a more experienced, higher graded officer would not be

assigned to these posts. -

(U) In March 1994, a CA workshop for RCOs reviewed the
program and major initiatives and an updated set of
guidelines was sent to the affected posts in April 1994.
The guidelines identified the CA expectation for RCOs to
visit each post at least twice a year, whare possible,
encouraged less experienced officers to observe larger
consular operations, and called on RCOs to review internal
controls to ensure they are understoed and applied to
reduce the potential for waste, fraud, and abuse.

(U) When inexperienced officers are put in charge of
consular sections at posts that process large numbers of
applicants who could be terrorists, the probability that
these officers may issue a visa to an ineligible applicant
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jncreases accordingly. We believe that only experienced
officers should be assigned as heads of consular sections
at these posts.

{U) Recommendation 15: We recommend that CA develop
sufficient criteria for determining staffing needs for
consular operations at posts and use the criteria when
determining staffing. .

U CA agreed with this reconnendation, stating that it is
vising the consular pac ge to provide more sophisticated
ta on which to base staffing decisions by Washington
nagers and direct feedback to managers in the field to
cilitate process improvements. CA noted, however, that
t does not determine staffing for posts abroad, but rather
gonsults with the geographic bureaus, which ‘control
sitions. "

{U) Recommendation 16: 'We recommend that CA in

conjunction with geographic bureaus develop criteria

for determining which posts, based on perceived or

" known threats of the locality or applicant pool,
warrant a more experienced supervisory officer as head

’of the consular section. - )

(U) 'CA agreed with this recommendation. It stated that

existing position classification criteria authorized

.upgrading two junior officer positions and that it will .

“work with geographic\bureaus to determine whether other

e Jtinior officer positions at single officer consular
Asectione should be upgraded. .

{U) Recompmendation 17: We recommend that CA in

" coordination with the Bureau of Personnel identify
ways to obtain (1) the authorizations needed for
assigning higher ranked consular officers to posts
identified in the above recommendation, and (2) the
staff needed to f£ill these positions after they are
authorized.

"(U) CA agreed with this recommendation. Its concern is
consular vacancies, and it anticipates fewer grade 3

consular officers in the future. CA suggested an
alternative proposal ot ‘consolidating the NIV tunction from
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small, high fraud posts, to larger regional posts where
experienced officers would be available to make visa
decisions or improve communications with small posts so
that officers would have on-line access to lookout data and

E-mail.

{U] Recommendation 18: We recommend that CA in
coordination with geographic bureaus take steps to
ensure that the Regional Consular Officer Program is
routinely and adequately funded.

(U} CA agreed with this recommendation.

Staffing Gaps puring Peak Perjods

(U) At many posts, the volume of NIV applicants generally
increased significantly from May to September and in ~

- December. Coincidentally, the greatest demand for NIVs was
also at a time when one-third to one-half of consular .
officers were transferring back to the Department or to
their next post. Each summer it was normal for consular
sections to expect a 35 to 45 percent turnover of their
officer staff. Because of the need for home leave,
training, consultations, and addressing dependent schooling
concerns, many departing officers would leave posts as soon
as they possibly could, whilae their replacements, when
available, would arrive at post as late as they could.
Seldon did the staff at posts overlap.

(Uy We tested the notion that most rotations occur during
the summer months because officers have school-aged
children using February 1994 M/DGP data. - This was the most
frequent reason identified for rotating officers during the
summer months, yet none of thea officials we interviaswed in
CA, M/DGP, or the gaographic bureaus had formally analyzed
this data. (The second most frequently identified reason
for rotating staff was that most of the "good assignments”
were available during the summer months.)

(U) Our goal in performing the analysis, while not to
oversimplify the assignment process, was to gain a sense of
some of tha options available to M/DGP and CA for managing
consular staffing gaps. M/DGP directs the assignment of
junior officers, the majority of. whom spend their first
tour in consular sections.. More than 60 percent of the
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ior officers were rotated between June and September;

the rest were rotated between Octcober and May. oOur
dnalysis showed that only 12 percent of the 470 junior
fficers currently assigned to consular positions had
chool-aged children, whereas B8 percent had no children at
i or children who were not of school age.

U) " _While our analysis only related to junior officers in
onsular positions, we believe that this examination does.
dantify some possibilities available for more effectively
iging the staffing gaps. For example, if the training
nd assignment cycles were changed, and more of the "better
gsignments" were offered during the spring and winter
onths, more officers than anticipated might choose to
2 totate, assuming proper financial and other incentives were
i awarded. ' Another alternative would be to hire suitably
ined staff such as part-time American employees or
6reign Service Officer dependents to backfill vacant
ssitions. CA has attempted this on a number of occasions,
tthe resources needed for hiring such staff were not
.alvays available.

{0y ‘At two of the posts we visited, the consular section
was clogded temporarily because of staffing gaps.

iothexr occasion, to meet the increasing wo oad during a -
eak period, one of the posts used the consul General’s
iver, "who was highly educated," to perform lookout name
xecks on the microfiche. Thus, staffing gaps contribute
“£0-the vulnerability of the NIV process by increasing the

" pressure and work loads of consular sections, most of which
are already overworked.
{U) _Recommendation 19: We recommend that CA, in
coordination with the Bureau of Personnel, the Bureau
of Finance and Management Policy, and the geographic
bureaus (1) develop appropriate statistics on consular
workloads, (2) compare this data to rotation
schedules, and (3) develop and implement an effective
plan to minimize consular staffing gaps.

(U) cA agreed with this recommendation and has a plan for
implementation. .
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Insufficient Language Training

(U} The language skills of consular officers at posts

.where difficult languages are spoken are not sufficient in

two respects: (1) the length of the training provided, and
(2) the lack of emphasis on consular/visa issues and
interviewing skills. Department requlations (3 FAM $72.3),
updated as of February 1994, state that non~tenured junior .
officers can receive up to 30-weeks of language training:
Prior to this, -the regulations prevented such officers from
receiving more than 24 weaks of training. A key reason for
the restrictions is that the Department does not want to
invest in extensive language training for individuals prior
to tenuring in the Foreign Service.

(U) In countries such as Korea, we were told that having
only 24 weeks of language training did not adeguately equip
consular officers with sufficient™skills to effectively
interview NIV applicants. Officials of the Foreign Service-
Institute’s (FSI) School of Language Studies stated that at
least 44 weeks of language training is needed for persons
with a high aptitude for foreign language to function
effectively in the consular section. A numbar of consular
ofticers also said that although most officers on their -
first tour are assigned to consular positions, an adequate
amount of emphasis is not placed on teaching language -
skills related to consular functions. )

(U} As a consequence, consular officers at some posts are
often forced to rely on the interpretations of FSNs
employed by the consular section who are believed to be
reliable, or alternatively the officers do the best they
can with what they know, running the risk of waking errors
because of misunderstanding the applicant. For example,
one post we visited processes large numbers of third '
country nationals from a single neighboring country. when
FSNg were not proficient in the language of these
applicants, the officers simply called up individuals from
}h: waiting room to interpret, aiding in the applicant’s
nterview. -

(U) The Department’s foreign language program has been
evaluated numerous times, including a review by the 0OIG in
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J@ly 1993, That report' stated that the Department
continues to experience problems in staffing language-
‘designated positions with qualified people and may have
‘substantially understated its language requirements.
Although the report did not specifically address the
‘language needs of consular officers, it did state that

>

ggﬁﬁular officers are routinely engaged in passport, visa,
‘and immigration matters with foreign nationals and that .
nowledge of the local languages would be a prerequisite
or these jobs. Several recommendations were made on the
eneral deficiencies of the Department’s foreign langquage
program, but none related specifically to the need for
language training in the consular function. We believe
that CA and FSI should examine this issue to determine the
improvements needed to make the language training more -
jeful for consular officers at post. Such a review should
trongly consider modifying the language instruction to
nphasize consular situations and needs.

{U) Recommendation 20: We recommend that CA, in

coordination with the Foreign Service Institute,

survey the foreign language needs and skills of
~ officers performing visa functions worldwide.

~{U) Recommendation 21:. We recommend that the Foreign
Service Institute, in coordination with Ca, (1)
determine the improvements needed to make the training
"  more effective based on the results of the survey, and
" -(2) take steps ﬁg\ensure that this is achieved.

. (U) In our draft report, we recommended that "CA, in
%. .coordination with the Foreign Service Institute, (1)
.examine the language training provided to officers assigned
.'to ¢onsular sections, (2) determine the improvements needed
-'to make the training more effective, and (3) take steps to
- ehsure that this is achieved.” While CA supported the
- “{ntent of this recommendation, it stated that it is not
. appropriate for CA to lead such an effort nor does CA have
the expertise or resources to do so. CA also stated that
this recommendation should be tasked to FSI or possibly to
the appropriate office in the Office of the Under Secretary

L ‘o:: Special m;atim Review Teem Report: Depertment of State Forsign Language Program (SORT-93-
40, July 1993) ’ . :
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" for Management. Based on these comments, we have modified

the recommendation, divided it into two parts and tasked
both CA and FSI with implementation.

¥aiver of Personal Interviews

(Uy Although Department regqulations place a high priority
on consular officers conducting personal interviews of NIV
applicants and permit waivers of such interviews under
certain circumstances, large numbers of NIV applicants were
not being interviewed at at least two of the posts we
visited, primarily because of the lack of adegquate staff.

(U) With the visa application and other relevant
documents, the personal interview of applicants allows the
officer to determine on the basis of the applicant’s
representations (1) the proper nonimmigrant classitication,
and (2) the alien‘’s eligibility tq receive a visa. A
‘consular officer can walve the requirement for an interview
for children under 14, applicants of certain special visa
categories, diplomats and other government officials,
aircratt crewmen, and other specilal cases.

(u)y Interviews may also be waived for groups of applicants
meeting certain defined criteria. Persons who qualify -
under these criteria may apply through "drop-box” programa.
Typically, these programs involve accepting visa
applications from third parties--such as travel agents for
tour groups, shipping companies for crew lists, and visa
revalidations-~or from individuals themselves. Each day
applications are dropped off at consulates with the
travelers’ passports and other relevant documents, and
picked up after the applications have been processed.

-Applicants are either issued visas'or called for a parsonal

interview. -

(U) A CA official maintains that drop-box programs and the
interview waivers did not begin because of staffing :
constraints. However, officials at the posts we visited
claimed that staffing shortages largely propelled

- increasing reliance on these programs. At two posts we

visited, more than 70 percent of the 250,000 and 300,000
applicants, vare receiving NIVs without personal
interviews.
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) - We also found inconsistencies in the way posts
plemented internal controls for drop-box programs, that
»gould result in the issuance of visas to ineligible and
~andesirable applicants. For example, at the time of our
yisit, the travel agency drop-box program at one post was
~dhstructured, and more than 400 travel agencies were
participating. "A travel agency needed only to complete and
/have three of its officers sign an application and attend
‘an embassy briefing to become a part of the program. With
‘the exception of minor children travelling without a
parent, virtually any applicant could apply for a visa
through travel agencies participating in the program.

!*- The travel agency submitted the client’s application,
agsport, relevant supporting documents, and a narrative
paragraph giving details concerning the person’s
‘@ligibility and proposed travel plans. First time
%Pblicants for NIVs could participate in the program as

; 1. .

{U) The travel agents were penalized if, in the judgement
of:the consular officers, the quality of the completed
applications being submitted through the process was poor
“(dpplications not fully completed). -Penalties for non-
compliance with guidelines ranged from letters of warning
o the agencies to suspension of privileges. The travel
agerits were not required to certify and the embassy was not
¢onducting random followup checks to verify that the "
travélers, who for e most part were issued tourist or
‘business visas, had ually left the United States.
* Although the embassy had had a travel agency program for
some time, it was -only beginning the process of developing
and implementing some internal controls for the program at
the time of our review. On April 4, 1994, in response to
an OIG compliance inspection report, the embassy identified
its plan to reduce the number of travel agencies
. participating in the drop-box program from approximately
* 420 to 120 agencies.

- {U) At another post, on the other hand, the drop-box
program was more structured in that applications were only

accepted from a small number of travel agents who were .

- nembers of the Ministry of Tourism, and from those agents,

only applicants who were traveling as members of tour

. groups were considered. The sponsoring travel agency was
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obliged to report in writing on the return of the group
members, and consular managers periodically verified this
information with border control authorities. If a travel
agency wrongly certified that a traveler had returned, the
agency’s drop-off privileges were revoked. 1In addition,
the office would send a report to the government authority
issuing travel agency licenses in the country. Upon
receipt of the report, the offending agency’s license could
potentially be revoked.

_(U) CA has not issued guidance to posts concerning any
drop-box programs, apart.from the internal referral
program. We were told that it would be difficult to
develop guidance flexible enough to take into considaration
the differing conditions worldwide. Nonetheless, CA
supports expansion of. the use of travel agencies to process
nonimmigrant visa applications more efficiently. To ensure
that post drop-box programs are safeguarded against the
issuance of NIVs to ineligible applicants, internal control
guidance and procedures should be established.

{U) _Recommendation 22: We racommend that CA ensure
that effective internal controls exist for drop~box
programs by requiring posta to submit the criteria for
their drop-box operations for review and evaluation.
Such review should (1) examine the criteria for
selecting travel agencies and other participants in
the program and the procedures for conducting spot
checks of those issued visas, and (2) ensure that
reasonable penalties exist for those who do not comply

with post guidelines.

(U} CA agreed with this recommendation and has taken steps
to implement it,

(U} Posts are processing and issuing NIVs to TCNs outside
of theilr consular district without any verification of
their bona fides or preclearances largely because
Department regqgulations permit consular officers to do so,
and partially because U.S. consulates or embassies are not
located in all countries. This increases the Department’s
chances that a visa will be issued to an ineligible person
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5% . a8 person thought to be ineligible for an NIV. Y“'“_“—_*"' FOL@B3

1Cl€e nes

U) Consular officers are required by Department
regulations (9 FAM 41.101).to accept applications from
individuals who are residing in their consular district.
owever, they are permitted to use their discretion in
¢ accepting applications from individuals who are not
residents but are physically present in the officer’s
iconsular district.
{U) The regulations state that, while clearances from the
‘home district should normally be obtained when processing
applicants who are not residents, but are physically
present in the consular district, the examining consular
. officer has the authority to process the application

j¢’ -without those clearances. The clearances can be deferred
g¥r’. if the officer determines that the applicant is qualified

i, for an NIV. Additionally, clearances between on-line posts
are not required because derogatory information on .
- applicants should already be included in CLASS.

Visits to Post

(C) We were particularly concerned about the processing of
applicants who were not residents but were physically
»_ present in another consular district. For example, two
Y posts we visited were processing large numbers of
applicants from Iran and Iraq, respectively, two.countries
most recently cited by the Department as state sponsors of
terrorism and with whom the United States does not . :
currently have formal diplomatic relations. [Information on |
social and economic conditions in Iran and Iraq used to v !
ascertain the eligibility of applicants is relatively

scarce and often unreliable. In FY 1993, these two posts i
issued approximately 2,000 NIVs to Iranians and 700 NIVs to
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Iraqis. The two posts were not on-line to CLASS, but both
had either the microfiche or DNC lookout syaten.

nationals who are applying for student visas, are present |
or former members of the Baath Party, or are government and
military officials. In FY 1993, from 2 to 10 percent of
the Iranians and Iragis could not be issued NIVs until
clearances were obtained from the Department.

Consequently, for the great majority of applicants,
consular. officers had to rely on face-to-face interviews of
‘applicants, the information presented on .their
applications, and any other documents the applicants
provided.

(C) At one post we visited, the consular officers’
assessment of the quality of data received from Iranian
applicants was inconsistent. One officer said the
documents were of the highest quality, while another saiad
they were of the paorest quality. Bath officers had worked
in the consular section and had processed NIV applications
for at least 6 mcnths.

(U) CA’s policy has been to treat all NIV applicants
uniformly regardless of their nationality unless there is a
special requirement to do otherwise. CA does not consider
the lack of a consular presence in the applicant’s honme
country in determining the applicant’s eligibility.

Besldes requiring special security clearances for selected
applicants from certain countries, if the facts cannot be
_verified, CA has left the eligibility of an alien to the
discretion of the consular officer. At one of the posts we
visited, as indicated earlier under the section on
*Staffing Consular Sections," a junior officer (at the FO~

. 05 rank) was in charge of the consular section. At the

other post, the consular head was more senicr (at the F0-02
level).
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co a ¢ We recommend that CA review
its policy for issuing visas to individuals who are
not residents but are physically present in the
consular district, particularly those whose bona fides
cannot be verified because the United States has no
congular presence in the applicant’s country or-
information is not available. If the decision is made
to continue issuing visas to these individuals, CA
should establish sound criteria for adjudicating these
applicants.

> (U) .CA agreed with this recommendation.

(U) We noted that six ot the seven posts we visited were
relying on FSNs to perform name checks without adeguate
asgurance that the names of applicants had been checked in
the lookout system. This was even true for the embassy
:which had the MRV and on-line access to CLASS. )
ﬁnis!m
(U) Consular officers are tasked by Department regulations
(9 FAM 41.106, 41.113, and § FAM, Part IV, appendix D) with
ensuring that the names of applicants are checked in the
lookout system betore a visa is issued. Further guidance
in the Cons oRe k (chapter 6, IV C, pages
117=118) states thatwa system for verifying the results of
name checks in the ldbkout system should be developed by
each post, and depending on the volume of fraud, an
Xmerican family member (AFM) or a part-time intermittent or
temporary {(PIT) employee should perform the entire name ‘
“check function or monitor FSNs performing that function. .
The handbook goes on to state that when the lookout system
is checked prior to the interview, the adjudicating officer
should review the application for evidence that the check
“was ‘performed, and officers should review all potential
hits to determine their relevance and the appropriate,
course of action. When a lookout check is performed after
. the interview, managers of consular sections are charged
with ensuring that consular officers review all potential
hits before issuing the visa.

\
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Because 1in our op O, TNE WErY CHECKIng U CIe ,
application for the FSN’s initials did not constitute.
verifying that the name checks have been performed, in
March 1994 we recommended that CA require posts to evalilg
existing internal controls to ensure that the required i
checks of the consular lookout system are effectively ...;
performed, whether on an automated system or with the vf
lookout microfiche,
(U) The April 1994 CA response indicated that posts wi x
be informed of the need. to review their internal contxolst
to ensure that the required name checks of the lookout: il
system were being performed. Posts wera also agked tq 33
report any difficulties due to faulty microfiche equip
that they experienced when performing name checks. In
April 1994 the Foreign Relations Authorization Act for:
1994 and FY 1995 established disciplinary procedures f
consular officers who failed to follow lookout systen -
procedures and issued visas to individuals who were
included in the lookout systen. : o

(U) As indicated, however, only one of the posts we .::j;
visited had adequate controls in place to ensure that the§
lookout system had been checked and that FSNs were

notifying consular officers of hits when they occurred
Moreover, most of the officers we talked to seemed to

adequate information on the steps they should take to .
ensure this. Other examples of intarnal control weakness
regarding the microfiche, DNC, and automated lookout . i
systems, that we observed at posts are shown below. . -

. At one post, FSNs were reviewing the microfiche
a separate room, out of the line of gight of th
consular officers. This was because of the-

- physical layout of the consular section and
adequate staff were not available to observe
FSN review.

. 49

UNCLASSIFIED



UNCLASSIFIED

CONFIDENTIAL

The DNC system at another post did not provide a
printout of the results of lookout system checks.

H
At another post, the MRV had been modified to
. provide a printout of hits, and FSNs were charged
~with reviewing these hits and apprising officers
of them. However, AFMs approving NIVas for
issuance did so without verifying that hits had
been brought to the attention of the consular
officers.

At still another post, the machine used for
viewing the microfiche included a printer.
However, because none of the staff knew how to
operate the printer it was not clear whether it
was working, and no paper was available at post
for use in the printer.

The Department is moving towards installing MRVs at
NIV. posts and having an American officer, AFM, or PIT
*{ £y the performance of name checks. There are ,
roximately 230 NIV issuing posts worldwide, and CA plans
install some form of MRV at all posts within the next 3
ars. - Funds for installing MRVs and upgrading software .
e provided in April 1994 when the Congress authorized -
i Déepartment to collect and retain the MRV processing

' Howevar, guidance is needed on how to ensure.that
tout system checks are performed until such time as the.
program is installed worldwide. Guidance is also
gipéded thereafter if MRV and DNC systems similar to those

i ¢ éntified at the posts we visited are installed elsewhere.
¥@tich guidance would aid officers in meeting their roles and
uld reduce the likelihood of future disciplinary actions.

: We recommend that CA (1)
conduct a survey to determine which posts have usable
microfiche readers and printers; (2) provide posts
with the necessary guidance on how to use the printers

1}M other MRV posts, the system sutamatically checks the spplicant’s name and displays the results
: er monitor for the consular officer’s review: Because the MRV by design containe several ‘
Rirsle intended to diminish or eliminate the potential for SN mifeassnce, the system at MRV posts did
B provide printouts of lookout hita. After viewing a hit; consular officers at the other MRV posts were
icted to efther spprove or refuss the spplicant’s viss request by simply striking the sppropriate key on -
¢ conputer keyboard. An approval indicated: to the system that a viss could be printed. -
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to ensure that lockout checks are performed; and (3)
provide guidance to posts on how to ensure that checks
of microfiche have been performed. . g

(U} Recommendation 25: We recommend that CA issue
nore specific instructions on how to ensure that
loockout checks are performed to DNC posts and posts
where the MRV system has been modified to include a
printout of system hits.

{(U) CA agreed with Recommendations 24 and 25.

(U) We found consular officers making decisions at posts
without adequate knowledge of the country’s. cultural and
legal environment. This occurred becausa neither the posts
nor CA ‘had systematically developed and analyzed data
relative to the local environment nor had they issued
adequate guidance on these matters. Also, inadequate
resources sometimes prevented CA and posts from directing
nore effort in these areas. . \

(U} The consular officers we interviewed admitted that the
lack of data may have caused them to make some unsound .
decisions and soma may have issued visas to ineligible
applicants. More formal and routine analyses are needed on,
the type of NIV applicants that (1) are more likely to .
overstay their visas, (2). come to the United States on an
NIV and immediately adjust their status, and (3) have their
visas canceled by INS and be turned around at the port of
entry. While some posts have developed written guidelines
on the nuances of the local environment, at the posts we
visited the officars were relying on anecdotal evidence and
occasional files consisting primarily of cablea to ' .
determine the legitimacy of NIV applicants..-

(U) The majority of Foreign Service Officers spend their
first tour in consular sections. After coming on board and
receiving 26 days of consular training at CONGEN Rosslyn
(wvhich provides for, among other things, consultations with
CA on the visa fraud environment of their post of
assignment, if desired) and some language and other
training in Washington, the typical officer goes out to
post and is placed on the visa line to interview NIV
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applicants, sometimes with only hours of on-the-job -
training. - :

(U) While most junior officers at the posts we visited
expressed satisfaction with the consular training they
received at CONGEN Rosslyn, they stated that the on-the-job
training at post was neither comprehensive nor structured,
and that they vere essentially thrown into consular
operations. Consular officers need more than the limited
training provided to effectively adjudicate NIV
applications.

.
%
L
&
%
1
'%’

(U) 1INS notifies consular officers when an alien with an
N1V adjusts status in the United States or has his/her visa
cancelled and is turned around at the port of entry, using
INS forms G~325A (Biographic Information Form) and _
I-2758 (Notice of Visa Cancellation/Border Crossing Card),
respectively. We found that the information is often
received too late to be useful and that consular officers
are haphazardly reviewing these forms. The forms were
merely being circulated and reviewed by the officers if
tire permitted. Also, each officer was permitted to draw
his/her own conclusions from the information. '

G=325A

(U) Section 245 of the INA states that an alien with an
NIV can adjust his/her.status to that of a lawfully T
admitted permanent resident if (1) the alien applies for
such adjustment, (2) the alien is eligible to receive an
immigrant visa and is admissible to the United States for
permanent residence, and (3) an immigrant visa is
imnediately available to him or her at the time the
application is filed. INS proceédures require that a copy
of the G-3252 be sent to the post that issued the NIV. The
INS relies on the applicant to identify the post; it does
not require the processing district office to check the -
applicant’s passport for this information. '

(U) Upon receipt of a G-325A at posts, consular officers
are expected to check their records, and advise INS of any
derogatory information by cable within 60 days of the '
mailing of the G-325A. If 60 days pass with no response,

. : ‘.
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the INS guidance states that INS should conclude that the
post has no derogatory information and proceed to process
the adjustment of status application. 1If the post does
respond, INS should consider the information provided to
determine whether the adjustment of status should be

granted.

(U) We found that (1) posts were receiving scme G-325As
for NiVs that were issued more than a year before, while
records of visa applications and issuances normally are not
retained at posts for more than one year; (2) frequently
posts were recelving G-325As long after the 60-day window
for replying; (3) the forms receaived did not always have
information identifying the type and date of visa issued
which the post needed to research the visa application:

{4) the forms were sometimes sent to the wrong visa issuing
post: and (5) posts supplying potentially derogatory .
information to INS were expecting, but did not receive,
feedback on that information. Also, INS has provided
limited and outdated guidance to posts on the type of
derogatory information needed to effectively facilitate an
INS review of applicants, and it has not defined what would
conatitute an adequate responsa to an INS inquiry.

(U} The team also found that the Boston INS district
office had discontinued sending G-325As to consular posts
altogether, at the direction of the INS headquarters in.
Washington. On the other hand, the practice of the Newark
district office was to send G-325As to posts if the NIV had
been issued during the previous 24 months. Department
regulations (9 FAM appendix D) state that a copy of the G-

" 325A will be sent to any consular office that issued the
- NIV during the previocus 12 months,

"(U) However, we also noted that the INS Newark office was

interviewing adjustment of status applicants within 30 days
of mailing the G-325As to posts. Thus, even if the post
developed and relayed pertinent derogatory information to
‘the INS Newark office within the 60 day window, that office
would probably have adjudicated the applicants’ cases
before receipt of feedback from the post.

(U} INS examiners in Newark also said that unless the
derogatory information was corroborated by documents, it
would seldom result in the denial of an adjustment of
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status application. Also, the examiners stated that when
an applicant is related to a U.S. citizen or permanent
resident, a waiver is available under the INA to overcome
certain visa ineligibilities (such as a crime involving 3
moral turpitude) and the adjustment is usually granted to ;;;f
the applicant. ) N .
I=275

. (U) .The INS also notifies posts of cancelled NIVs and
aliens turned around at the ports of entry, through the use
of an I-275 Form. ﬂowever, INS officials often expressed
uncertainty about the identity of the aliens turned around
and identified on the forms to posts. This is because the
passports in the possession of the travelers turned around

" may have been stolen or obtained fraudulently. While most
of the posts we visited were receiving I-275s, "hone were-
certain of how the information on the form should be used
or the value of that information. Department regulations
describe the 1-275 form, but provide no guidance on how to
use this information. S

(U) Section 235 of the INA gives INS inspectors the
authority to question everyone seeking admission or
readmission to the United States. If during . this
questioning an alien is determined to be inadmissible by
one of the inspectors, the alien is given a choice to
either withdraw his/her application for admission or have -
an exclusionary hearing before an Administrative Judge. 1If
the alien chooses to withdraw his/her application for
admission, the visa is cancelled and an I-275 is filled out
by the INS inspectors. The I-275 includes descriptive
information on the alien, the circumstances of the denial
of admission, and may include a copy of a sworn statement
containing the "traveler’s signature.™ The inspectors are
O further informed to route the I-275 to the consular officer
i who had issued the visa.

e o : We recommend that CA, in
consultation with INS, clarify the procedures for
processing G-325As and I-275s and provide guidance to
posts on how to effectively process these documents.

é§' (U) CA and INS agreed with this recommendation. 1In its
gff' response, INS said the processing of G-325As is. critical to
\ . 54
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rﬁha adjustment of status process and that the I-275 is a

vital communication tool between the ports-of-entry and the
posts. . INS stated that it will assure the timely
processing and forwarding of these forms in the future.

INS further stated that it will assist in the preparation
of guidance for posts. INS also said that as part of an
INS/DOS data sharing initiative, I-275 information will
eventually be on-line and available to all ports-of-entry

and posts. '

(U) Recommendation 27: We recommend that CA, in
consultation with posts and FSI, devise ways (through
training, manuals, or both) to ensure that officers
are provided more formal structured guidance and ‘
information on the nuances of their consular district ,
and enviromment immediately after they arrive at !
posts.,
(U) CA and FSI agreed with the intent of this
recommendation but do not support achieving it in a
#formal, structured” way. In their responses, CA and FSI
noted that the Consular Management Handbook provides
guidelines of what should constitute a consular section
orientation program for new and inexperienced officers and
that they can-only continue to stress the importance of
post orientation for newly arrived officers. FSI said that
in the 26-day Basic Consular 0fficer Training Course,
officers are required to consult with visa office, Fraud
Division and Overseas Citizen Services in ordex to
familiarize themselves with workloads, fraud trends, and
problem areas that they will encounter when arriving at
post. We continue to believe that the vulnerxability of
having consular officers issuing visas without adequate
knowledge of the country’s.cultural and legal environment
warrants more formal structured guidance at posts.

Qverstay Rates

(U) ©None of the posts we visited were routinely analyzing
data to determine the types and number of people
overstaying their NIVs. ; To obtain a sensa of the overstay
rates, we visited the Iﬂé and found that it estimates that
approximately 300,000 aliens overstay their visas each
year. The INS does not, however, administer any exit
controls for aliens that cross U.S. borders. Although
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Iiens are supposed to turn in their I-94 departure forums
n;exiting the United States, there is no assurance that
80. Aliens that do not turn in the I-94 are termed
;as apparent overstays. INS uses the data in NIIS to
te how many of the apparent overstays were the result
Stem error (i.e., the incomplete collection of
tparture forms), and how many were actual overstays. The
2BUlt ‘is an estimated overstay rate.

g):mWe took a sample of tourist and business visa
Pplications approved by the posts we visited during the
riod April 1992 to August 1993 to determine the number of
le overstaying their NIVs. For two posts, our sample
Bkewed toward Iranians and Iraqgis, respectively. Of
He.-350 cases included in our sample, the INS system
dentified about 45 percent (157) as having entered the
ited States, and 24 percent (38) of the 157 as having not
parted, and were apparent overstays in the United States.

J): ' To determine how many of the apparent overstays were
al overstays, we provided the names to posts for
Ollowup. Not all of the 38 individuals could be contacted
Nce not all had telephones or could be reached in person.
ecifically not all of the individuals issued visas by
N0re, Amman, and Guangzhou could be contacted, and none
‘those issued by Dubai could be contacted.

AU) However, of those contacted, the posts determined that
ae number of actual overstays was much less than the .
St'arent overstay rate of 24 percent. The posts dgtermlned
2at at the most, 12 percent (19) of the 157 individuals

d not left the United States and had overstayed

legally. ‘ ‘

We compared the data obtained by each post to the
test available (FY 1992) INS estimated overstay rate for
& general population of that country. We found that for
OMe countries, the differences between the INS overstay
tes and oig sample overstay rates was relatively large.
.‘S:example, the INS estimated overstay rate for Lahore was
*7 percent while the OIG sample actual overstay rate

Uld be as high as 25 percent. Although our sample size
8 small, we believe it raises questions regarding the
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reliability of the INS data in its current form for
accurately predicting ovarstay rates by country.

- Analyzing INS Data

(U) We also analyzed the most recent INS data (1992) on
overstays to determine the type of visa that accounted for
the largest percentage of overstays for all of the posts we
visited. As the chart below shows, reciplents of tourist
visas from Amman, Guangzhou, and.Lahore are much more
likely to overstay their visas than recipients of busineas
visas. For Athens, aliens with tourist and business visas
are not overstaying nearly as much as aliens with other
types of visas. Such data were not available for Dubai.

Analysis of 0vcratiy- by Type of Visa Holder

7Y 1992 .
(In percentaga)
Post Business Tourist ' other*
Amman 8 91 1
Athens 0 3 87
Guangzhou 0 60 40
Lahore 11 82 7
Seoul 0 ki 63
Taipel 0 100 0
Dubai NA . NA NA

* Other visas include those for students, exchange
visitors, trainees, etc.

(U) with this type of information, as well as other
information that the posts or INS might ultimately be able
to generate (i.e., typical age of the overstayers,
occupation, gender, etc.), posts could develop typical
characteristics of people more likely to overstay. Though
incomplete, NIIS contains biographic data (birthdates,’ s
occupations, and other information) on aliens visiting the
.United States. CA could use INS statistical data to raise
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or confirm post’s suspicions about the percentage of aliens
who apparently overstay in the United States.

{U) Recommendation 28: We recommend that CA, in :
coordination with INS, develop a sound methodology for
collecting and analyzing information on NIV arrivals

and departures including their overstays in the United
States and disseminate this data to posts on a routine

basis. .

(U) {CA and INS agreed with this recommendation. In its
response, INS noted that there is no formal INS inspection
of those departing from the United States. Without
departure control, any system to collect departure data

, will contain some degree of error. INS further stated that
it is working on a procedure to collect arrival -and
departure data electronically. While this procedure, if
adopted, will reduce the magnitude of error in the data, -
unless the United States is willing to establish a control
"mechanism for all peraons seeking to depart the Uniteq

© States, errors will continue to exist in the data system.
INS said that the information collected will eventually be
available on-line to both INS and DOS as part of a mutua
data sharing 1nit1ative.? :

Consolidated/Fraudulent Documents
(0} Each year thousands of aliens arrive in the United j
States with counterfeit documents from various countries
such as Pakistan, Bangladesh, China, Santo Domingo and
Nigeria. In a typical year, according to INS, more than
100,000 people arrive, attempting to enter the United
_ " States with fraudulent, altered, or impostered documents
o (passports, NIVs, alien cards, border crossing cards, etc.)
o ‘This does not include the number of successful entries made
5 with fraudulent documents. :

RS (U) ° As part of its long range planning, CA’s goal is to
Ry electronically provide a list of names of NIV recipients
L and their visa numbers to IBIS to reduce the chance of INS
admitting individuals with counterfeit and fraudulent
documents into the United States. While this report makes
no recommendations regarding this issue, in our opinion
only actions such as these will be effective in
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t We recommend that CA take steps to

{U) Recommendation 1
clarify as necessary guidance on the provisions pertaining

to excludability on the basis of soliciting others to .
undertake terrorist activity, or seek amendment of the INA,
if necessary, so that individuals who actively encourage
acts of terrorism may be deemed to be excludable. CA
should raview its interpretation of section 212(a)(3) (B} of
the INA to ensure that the reasonable ground standard is
applied as aggressively as possible in the post World Trade
Center environment and inform posts of any revisions.

¢ We recommend that the Under

{C) Recormendation 2 :
Secretary for Management (1) reemphasize the requirement
for each mission to establish a Visas Viper committee,

© chaired by the Deputy Chief of Mission, that includes

representatives from the consular, political, and
intelligence sections, and (2) require some form of
reporting to wgshington on the periodic meetings.

{U) Recommepndation 3: We recommend that CA develop a
system for following up with posts, particularly those that
are known to have state-supported terrorists, to identity
the reasons why posts have not submitted names and to
ensure that names are eventually submitted.

{C) Recommendation 4:* We recommend that CA in coordinat ion
with INR initiate dialogue that would encourage

. intelligence and law enforcement agencies to issue parallel
- instructions to representatives at post defining

responsibilities under the Visas Viper Program and .
clarifying reporting channels to be used by these agencies,

{0} Recommendation 5:; We recommend that CA establish a
program for proactively identifying and including the names

of other individuals ineligible for an NIV into CLASS based

on Category I refusal grounds such as drug traffickers,
alien smugglers, and organized crime members.

: We recommend that CA meet with INS

{U] Recommendation € .
to define its total data needs from INS and identify ways
to expeditiously obtain this data, and establish milestonas
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'V. CONSOLIDATED LIST OF RECOMMENDATIONS

{U) Recommendation l: We recommend that CA take steps to
clarify as necessary guidance on the provisions pertaining
to excludability on the basis of soliciting others to -
undertake terrorist activity, or seek amendment of the INA,
if necessary, so that individuals who actively encourage
acts of texrorism may be deemed to be excludable. CA

b should review its interpretation of section 212(a) (3) (B) of
B the INA to ensure that the reasonable ground standard is
;gﬁ? applied as aggressively as possible in the post World Trade
-gﬁg: Center environment and inform posts of any revisions.

: We racommend that the Under .
Secretary for Management (1) reemphasize the requirement
for each mission to establish a Visas Viper committee,
.chaired by the Deputy Chief of Mission, that includes
representatives from the consular, political, and
intelligence saections, and (2) require some form of
reporting to Washington on the periodic meetings.

LU} Recommendation 3: We recommend that CA develop a
system for following up with posts, particularly those that
are known to have state-supported terrorists, to identify
the reasons why posts have not submitted names and to
ensure that names are eventually submitteq.

[¢) Recommendation 4:* We recommend that CA in coordination .
with INR initiate dialoque that would encourage :
intelligence and law enforcement agencies to issue parallel

.- .- instructions to representatives at post defining

&: 7" responsibilities under the Visas Viper Program and

s clarifying reporting channels to be used by these agencies.

& {U) Recommendation 5; We recommend that CA establish a

= program for proactively identifying and including the names
of other individuals ineligible for an NIV into CLASS based
on Category I refusal grounds such as drug traffickers,
alien smugglers, and organized crime members.

[ECREI A S

. {U) Recommendatijon 6: We recommend that CA meet with INS
to define its total data needs from INS and identify ways
to expeditiously obtain this data, and establish milestones
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for these actions.

{U) Recommendation 7: We recommend that CA, as part of
IBIS, work expeditiously with the U.S. Customs Service to
obtain agreement on the two-way data exchange under the
IBIS concept and develcp a timeline for providing the data
to the Department for entry into CLASS. j
i
(U) Recommendation 8: We recommend that CA issue
instructions to posts equipped with DNC to ensure that
intormation on Category I refusals and quasi-refusals is .
promptly disseminated to the Department for distribution to

other posts.

(0} Recommendation 9: We recommend that CA identify the
incomplete information in CLASS and take steps to ensure
that the entries are complete so that it can be used at
posts and by INS inspectors at ports of entry; otherwise
the data should be deleted. i )

{U) Recommendation 10: We reconnend that CA reemphasize
the importance to posts and other Federal agencies of
entering complete data into the lookout system.

{U) Recommendation ll: We recommend that CA clarify the
purpose of the CLASS comment field to INS, eaxplore the .
feasibility of modifying that field to meet the INS data
needs, and where possible implement such changes.

{U} Recommendation 12: We recommend that CA in
coordination with posts and IN5 develop a system for
purging extranecus data from the lookout system.

{9} Recommendation 13: We recommend that CA develop an
overall strategy including a time line for daveloping,
testing, and installing culturally specific algorithms to
improve the probability of accurate matches of names in
CLASS.

{U) Recommendation 14: We recommend that CA seek to obtair
full funding to develop the needed algorithms to eliminate
t?e transliteration and transcription prohlams agsoclated
with Class.
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1U)_Recommendation 15: We recommend that CA develop
sufficient criteria for determining staffing needs for
consular operations at posts and uge the criteria when ‘
determining staffing. }

{U) Recommendation 16: We recommend that CA in conjunction °
with geographic bureaus develop criteria for determining
which posts, based on perceived or known threats of the
locality or applicant pool, warrant a more experienced
supervisory officer as head of the consular section.

{Q) Recommendation 17: We recommend that CA in
coordination with the Bureau of Personnel identify ways to
obtain (1) the authorizations needed for assigning higher
ranked consular officers to posts identified in the above
recommendation, and (2) the staff needed to £ill these
positions after they are authorized.

s ——

LU} Recommendatjon 18: We recommend that CA in :
coordination with geographic bureaus take steps to ensur
that the Regional Consular Officer Program is routinely and
adequately funded.

{U) Recommendation 19: We recommend that CA, in
coordination with the Bureau of Personnel, the Bureau of
Finance and Management Policy, and the geographic bureaus .
(1) develop appropriate statistics on consular workloads,

(2) compare this data to rotation schedules, and (3) ,
develop and implement: an effective plan to minimize )
consular staffing gaps.

{U) Recompendation 20: We. recommend that CA, in :
coordination with the Foreign Service Institute, survey the
forelgn language needs and skills of officers performing
visa functions worldwide.

LR
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{U) Recommendatjon 21: ¥e recommend that the Foreign

s Service Institute, in coordination with CA, (1) determine

s the improvements needed to make the training more effective
based on the results of the survey, and (2) take steps to

ensure that this is achievead. ,

(U} _Recommendation 22: We reconménd that CA ensure that
effective internal controls exist for drop-box programs by
requiring posts to submit the criteria for their drop-box
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operations for review and evaluation. Such review should
(1) examine the criteria for selecting travel agencies and
other participants in the program and the procedures for
conducting spot checks of those issued visas, and (2)
ensure that reasonable penalties exist for those who do not
comply with post gquidelines.

(U) Recommendation 23: We recommend that CA review its
policy for issuing visas to individuals who are not
residents but are physically present in the consular
district, particularly those whose bona fidas cannot be
verified because the United States has no consular presence
in the applicant’s country or information is not available.
If the decision is made to continue issuing visas to these
"individuals, CA should establish sound critaria for
adjudicating these applicants.

LU} Recommendation 24: We recommend that CA (1) conduct a-
survey to determine which posts have usable microfiche
readers and printers, (2) provide posts with the necessary
guidance on how to use the printers to ensura that lookout
checks are performed, and (3) provide guidance to posts on
how to ensure that checks of microfiche have been
performed.

{U} Recopmendation 25: We recommend that CA issue more
spacific instructions on how to ensure that lookout -checks
are performed to DNC posts and posts where the MRV system
has been modiried to include a printout of system hits.

(U)_Recompendation 26: We recomwmend that CA, in
consultation with INS, clarify the procedures for
processing G-325As and I-275s and provide guidance to posts
on how to effectively process thesa documents.

{U) Recommendation 27: We recommend that CA, in
consultation with posts and FSI, devise ways (through
training, manuals, or both) to ensure that officers are
providéd more formal structured guidance and information on
the nuances of their consular district and environment
irmmediately atter they arrive at posts.

{U) Recommendation 28: We recommend that CA, in
coordination with INS, develop a sound methodology for
collecting and analyzing information on NIV arrivals and
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departures including their overstays in the United States
and disseminate this data to posts on a routine basis.
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Category |
Mandatory Maadatory
icable Digense - Ne * Public Charge ro
No * Certain Former Exchange Visitors Ne
A “‘ll'l'ﬁ‘ No * Railure of Application to Comply with ~ Ne
moral tarpkude No*** Immigration and Naturalization Act
d smbetance violstors or traffickers No * latending mmigrant **** Re
u'hh-lm No ’
A commerciatived vice No
slicas Involved lo Serlous Criminal No
Who Have Asserted immunity From Prosecution
pral esplonage, techuology trsusfer, eic. Yo
er wolawlul activity Yes
Act 90 Overthrow USG Yes
Yes
] Yea
Paiticipants (a Next Persecutions* Yoo
Purikcipants la Genocide Ves
Alless previously deported Ne
Certalo sliens previously removed from United States** Ne
N..”
Nﬂ '
» No
Sabject of Civil Peaslty ~ No
Ineligible for Cltizenship: Is General Ne
No

. sctivity for 10 years
*  Physical mmmmhmmndd

mzhl CLASS Records retsiped untll alien is 90 years
< older sud no viss

IR B d ¢ pen . AU

Record Retention .
Physical sad CLASS records retained for 2 years

sead  Dhygical records retained for & minksum of

e Physical records retained for 26 years
*** Ouly in certain circumstances
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(o) In appendix B to tha Phase I report (ngigﬂ_gtnshg

4-CI~007, March 1994), we addressed questions raised by
several members of the Congress regarding the Sheik’s NIVs
and the NIV process, In response to questions 1, 7, 8, 9,
11, 12, 13, and 14, we asserted that we would provide more
complete answers based on information we intended to gather
during phase II of the assigmment. What follows are the
responses provided in the March 1994 report, and the new
information we have subsequently collected.

1. Question: (U). (a) Is the State Department’s visa
lookout list database comprehensive, and
does it incorporate on a timely basis’
FBI, Drug Enforcemgent Agency, Alcohol,

. Tobacco and Firearps, Customs Service,.

' and all other U.S. law enforcement or
intelligence agencies’ lists of
individuals who should be denied visas
because of possible terrorist, narcotics

. trafficking, or other criminal activity
that may legitimately serve as a basis
for denying entxy?

Response: (U) The State Department’s lookout system
at this point is not comprehensive, nor
are all names put into the system in a
timely manner. Our review of the
specifics regarding the Sheik’s case
showed that names of persons--such as
those convicted in Egypt for committing
terrorist acts who could apply for visas
when they were released--were not being
routinely forwarded to the consular
section. This problem extends at least
to the political section at posts. The
second phase of our audit will look more
fully at the names other agencies have
that are not getting into the loockout
systen.

® Z
" UNITED STATES DEPARTMENT OF STATE
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Question: (U) (b) Are these law enforcement and
intelligence agencies’ ﬂatabase systens
compatible with: State s?

{U) (c) If not, why?

Rasponse: (U) The various database systems of the
agencies do not appear to be fully
compatible at present. We learned, for
example, that not all names that are
collected by other agencies are in a
format that can.be used for name check
purposes--unclassified, with name, date
of birth, and place of birth. Also, the
State Department has quasi-refusal
information in its name check system that
is not used by other agencies, in
particular INS. Finally, the systems
have different capabilities in terms of
performing name queries, or making "fuzzy
matches” of names. The issue of the -
compatibilxty of the systems will also be
scrutinized more fully in the second
phase of our review.

Phase II - :

Update: (U} The second phase of our audit
confirmed that the sharing of names and
lookout data among the agencies is indeed’
a systemic problem. Section IV-B of this-
report, on the CLASS system, discusses in
detail the difficulties that have been
experienced in obtaining data from INS
and the other members of the IBIS
committee., 1In .addition, the classified
annex of this report discusses the
difficulties in sharing and exchanging
data with DEA. One bright spot, however,
is that the Visas Viper process
instituted by the Department is improving
the data sharing at the post level,
although, as recommended, there should be
more consistency in the 1eve1 of effort
between posts.
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‘ 7. Question: (U) (a) What programs does the State
Department have to train employees who
process or issue visas to access and use
the visa lockout list program?

n (U) (b) Are these training programs
adequate?

Response: (U) Training relating to the visa
issuance and lookout processes will be
another focus of the second phase of our
review. We do know at this point that
the officers involved in issuing the
visas to sheik Abdel Rahman had taken the
standard 26-day Foreign Service Institute
consular training course. We will )
examine the adequacy of that course and
other ‘training as-it specifically relates
to the visa lookouf process.

Phase II
Update: (U) Section IV~C of this report discusses
the many staffing concerns we encountered
during the second phase of our audit, in
. particular in the area of language

\ training., We also inquired about the

‘ consular training course itself and found
that most officers were satisfied with
the consular training at CONGEN Rosslyn,
however they stated that the on-the-job
training at post was neither
comprehensive nor structured. We make
recommendations to improve these areas.

8. Question: (U) when the State Department discovers
. it has issued a visa in error, does it
notify the appropriate U.S. law ,
enforcement agencies in a timely manner
to prevent entry or possible criminal
activity in the United States of the
! individual to whom the visa was issued?

Regponse: (U) our inquiry regarding Sheik Abdel
Rahman has shown that INS and other
~agencies were not notified in a timely
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Updata:

Question:

Response:
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~

ranner that the 1990 visa had been issued
erroneously. In the Sheik’s case, 10
days passed between the time the error
was made and the time that State .
Department headquarters was notified.
After that, months passed during which
tiwe neither state headgquarters nor
Embassy Khartoum revoked the visa. Since
the Sheik was in the system only as a )
quasi~refusal during this period, his
name would not have been picked up by the
INS system. The second phase of our
review will determine whather delays like
these routinely occur during the
Department’s visa issuance process.

(U) In Phase II, we did not find that the
revocation procedures used by the
Department suffered from inordinate
delays. However, revocations by a post
after a visa issuance are not common, so
it is difticult to draw ganaral .
conclnsions in this area.

)] ca) What is the potential for
favoritism, fraud, or bribery in both the
visa-lookout check system and the
isau{yce of visas? . !

(U) A visa to tha United Statea, which
can be obtained through any of the above
means, continues to be a prized commodity
for illegal immigrants to the United
States. In semiannual reports to
Congress, the OIG Office of
Investigations has routinely reported
that between 10 and 20 percent of its
investigations have been related to visa:
and passport fraud (in 1989, the number
for visa and passport fraud was even
higher, at 28 percent).. Thus, the
petential for malfeasance in this area

remains high.
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Question: (U) (b) What procedures, controls, and
. recording requirements are in place to
ascertain that the watch list inquiry has
been properly performed before a visa is
issued? :

(U) (c) Are these controls adequate?

Response: (U) We will be examining this issue in
detail during the second phase of our
reviewv. We do know, at this point, that
the Department requires name checks to be
performed on all visa applications; visa
applications include the phrase "L.O.
checked” to indicate that the name was
checked in the lookout system; and
consular officers are responsible for -
ensuring that the check was performed.
Also, our review thus far has shown that
FSNs, at least at posts with microfiche
that the 0IG visited, were not routinely
performing the required name checks
although they were indicating on the form
that they had done so, and that consular
officers have not been given sufficient
guidance to ensure that these checks have
been performed. -

Phase IX : ‘

Update: (U) During our field visits for phase II,
we continued to find that the Department
relies almost exclusively an FSNs to
perform name checks, and that there were
inadequate procedures in place for
verifying that the name checks were
performed. This was even the case at an
on-line, MRV post we visited. Section

" IV-E of this report explores this issue
in detail.

11, Question: (U) (a) The Foreign Affairs Manual
maintained at State Department posts
contains regulations and guidelines for
the issuance of visas, including document
~identification requirements. What are
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the appropriate Foreign Affairs xanual
Sections that deal with the visa lookout
list procedures that address possible
fraud, favoritism, bribery, or other
abuses in the visa issuance system?

(U) (b) Are these regulations,
guidelines, and procedures adequate?

Response: (U) Volume 9 of the FAM identifies the
Department’s visa issuance procedures and
requirementa. Section 9 FAM 41.113
states that, "The post must check the
applicant’s name against the visa lookout
system prior to issuance."™ This note
then refers to 9 FAM, Part 1V (appendix
D, "General Visa Instructions“), which
has more specific requirements:

>y

‘o
p2g-
%
3
3
5
Ve

r!f,\

*» Online posts are to check applicants’
names against the automated system,
and any "“"hits" are supposed to be -
given to the ‘interviewing consular
officer for review. When the name -
check system is down, posts must
either perform the name checks with
the microfiche or wait for the system
to be up again.

g

L4

1)

» Posts not on line are to get a subset
of the name check database bimonthly
on microfiche, and the consular
officer "must ensure™ that all

Kot Sl v -'
e R T, 3
. * IRy Ridacrdlott

3 applicants are checked against the
35 latest microfiche.

é% + Supervisory consular officers must
& establish procedures to ensure that
L3 the names of all visa applicants are
% checked against the automated

45 consular lookout system database.

8

%: (U). We will be examining the adequacy of
2 the FAM’s guidance in detail during the
ﬁ% second phase of this review.

:;j
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Phase II .

Update: (U) In section IV-E of this report, we

. recommend that the Department issue more
specific instructions to ensure that
lookout checks are performed at certain

posts.

Question: (U) Are the current document requirements
of visa applicants sufficient for .
identification purposes and the visa
lookout list?

Response: {(U) The only documents that are required
to obtain a nonimmigrant visa are the
application itself and the applicant’s
passport. The consular officer, who must
make the judgement regarding the identity
of the applicant and his or her
eligibility for a yisa, can require the
applicant to present any additional
documents that would facilitate that
determination. This could include
evidence of bank accounts, family ties,
employnment, or whatever the consular
officer determines is necessary. The
consular officer must alsoc determine that
these documents are themselves authentic.
We have not made the determination in
this audit that insufficient
documentation is required for -
nonimmigrant visas. However, we will
continue to explore the documentation
requirements and improvements necessary
during the second phase of our review.

Fhass II ,

Update: (U) During our phase II post visits, we
did not find that additional
docunentation requirements were necessary
to improve the NIV process. However, we
felt that posts did need to ensure
greater consistency among officers in
terms of how they adjudicate the
documentation that is presented. Because
of a lack of post specific training and
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13.

14.

Question:

Response:

Phase IX

Update:

Question:

Response:

UNCLASSIFIED
CONFIDENTIAL APPENDIX B

insufficient feedback on what makes for
good/bad cases, we found that officers
did not appear to have a sound basis for
analyzing documents presented with the
visa application. The lack of a sound
basis for analyzing documents was also a
concern vhen processing out-of-district
third country applicants, as noted in
section IV-D.

(U) can the identification procedures be
improved to avoid fraud and other abuses?

(U) our work did not reveal that
identification procedures used at the

time of the Sheik’s applications were FOIA B2, B3

faulty. [ |

- The. second phas
inize this aspect of
the application process more closely to
further determine the vulnerabilities of
visa identification procedures.

(U) Section IV-D of this report covers
oun concerns regarding the identification
procedures for out-of-district third
country nationals. We did not identify
any other weaknesses relating to the
identification of visa applicants.

(U} (a) Can improvements be made to
reduce transliteration problems in the
spelling of applicants’ names on visa
application forms? :

(U) The information we have gathered to
date from State and INS indicates that
transliteration is indeed a problem in
the name check process with Arabic and

other names. However, defining the scope
and identifying possible solutions to the
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Response:

Question:

Response:
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problem will require a more in-depth
review, which we plan to perform in the
second phase of this assignment.

(U) (b) Are visa application forms
available in Arabic or other foreign
languages? :

(U} Yes. The Department does have
nonimmigrant visa forms available in
native languages for some countries, and
until recently the Department routinely
produced a form in English with an Arab
translation. However, overseas posts
have the discretion of choosing which
forms are used, and many posts in the
Arab world have declined the option of-
using Arab language forms. One of the
problems they citai.was that many
applicants would f£ill the form out in
Arabic, creating transliteration
problems. Also, at many posts the
applicants are third country nationals
vho do not speak Arabic, or well-educated
nationals who already know English. The
Department stopped producing visa
application forms in Arabic in 1991.

(U) (c) What recommendations are needed
to solve the apparent problems with the

transliteration of names in visa

applications submitted overseas, so that
the visa watch list system works
regardless of variations in the spelling
of the applicant’s name?

(U) The transliteration problem of the
various border control lookout systems is
a very broad and complex issue. We will
examine that issue in depth in the second
phase of our audit and make the
appropriate recommendations.
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Phase II

Update: (U) Section IV-B of this report, on the
CLASS system, discusses the difficulties
with transliteration as it relates to
CLASS and the other agency lookout

systens.
:
?
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TO: | OIG/AUD ~ Mp. John C. Payne

FROM: CA - Mary A. Ryan 1 forn PIOR—
SUBJECT: Draft Audit Report on the Review of the

Nonimmigrant

Attached for your use
review are CA's comments o
hope you tind them helpfu]
incomplete, but we wanted ¢
so you could review them

1v audit.

In your report

can only be properl

Plesse feel free to cont LN
questions on our cormnont:c‘: my staff in CA/EX if you have a7

Thomas at 202-647-1148.

UNITED STATES DEPARTMENT OF STATE
REVIEW AUTHORITY: ROBERT R STRAND
DATE/CASE ID: 06 MAY 2009 200801204

ASEISTA
STANT SECRETARY FOR CONSULAR AFFAiRs

We will provi
during the compliance de

you .
issues such as lnl.'sonneti“'a ldentified a number of system

would he better addressed
These issues bear direct)
Cesponsible for thu{fﬂdreaaed by thoze offices that are
between the need to imp
do mo. Lack of adequat
controls and customar s
this Bureau and we enco
this issue in ongoing
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DEPARTMENT OF STATE

WASKMINGTON

November 4, 1994

Visa-Issuing Procesas, Phase I

<
in prepiring the final ragact o
T the draft NIV audit tesm repo
« Owur responses are still .

> forward them to you in this
before the audit team departs f
furthar comwents on the final
Proceas., ) .

levelas and quality of training
by Department management thaw.
Y on the quality of consulsr.

The report also suggests s .basic tehsfols
rove guality and resources available:td
% personnel resocurces for managenspt:
ervice is an issue of deep concerp:tq
urage the OIG to continue to explore
eviews of consular processes. '

P

- The contact person is Holcombe:
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{U) Recoumendation 1: We recommend that CA take steps to (1)
clarify as necessary the provisions pertaining to excludability on
the basis of terrorist activity, and (1) seek amendment of the INA
8o that individuals who actively encourage and promote acts of
terroxism may be deemed to be excludable even absent proof of
evidences of actual involvement in terrorist activicy. Until this
amendment is made, CA should review its interpretation of section
212(a) (31 (B) of the INM to ensure that the reagonahle

standard is applied as aggressively as poassible in the post Worlad

" Trade Center environment and inform posts of any revisions.

{U) Responme: With respact to recommendation 1(1), CA believes that
the Department‘s interpretation of section. 212(a)(3) (B} is
articulated as clearly as is possible.

With respect to recommendation 1(2}, CA bealieves that the
Administration has already formally decided againat supporting
amendments such as are proposed here in its oppesition to the
enactment of H.R. 2730 which, among other things, would have amended
section 212(a) (3) (B} {i) to add *(III) is a member of an organization’
that engages in, or has engaged in, terrorist activity or who
activaly supports or advocates terrorist activity.® The testimony
of Asgistant Secretary Ryan and Deputy INS Commissioner Sale on
February 14, 1594, before the House Judiciary Subcommittea on
International Law, Immigration, and Refugees opposing enactment of
thieg bill was given only after its approval by thes Administration
through standard procedures established for that purpose. -

{C) Recommendation 2: We recommend that the Under Secretary for.
Mansgement (1) reemphasize the requirement for each mission to
establish a committee, chaired by the Deputy Chief of Mission, that
includes representatives from the consular, political, and '
intelligence sectiond, and (2) require some form of reporting to
Washington on the perigdic meetings. .

(U) Response: CA has already informed posts of the need to form
Visas Viper committeas and hold periodic meetings via State ALDAC
228336 dated July 28, 1593, from the Acting Secretary to Chiefs of
Mission. The importance of the program was emphasized via State
ALDAC 108345 dated April 21, 1994, and again July 22, 1994, via
State ALDAC 195933 from CA - A/S Mary A. Ryan to Chiefs of Misaion.
Another ALDAC is being prepared by CA to Chiefs of Mission from
Under Secretary Moose along .the lines suggested by the 0IG
recommendation. B

(U) Recommendation 3: We recommend that CA develop a system for
following up with posts, particularly those that are known to have
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state-supported terrorists, to identify the reasons why posts have
not submitted names and to ensure that names are eventually

submitted.

{0} Response: CA will initiate a dialog with selected posts who
have not submitted nameg for the visas viper program, and will .
follow up with these posts as regquired.

{C! Recommendation 4: We recommend that CA and INR initiace a
dialogue that would encourage intelligence and law enforcement
agencies to issue parallel instructions to representatives at post
defining responsibilities under the Visas Viper Program

clarifying reporting channels to be used by these agencies.

{U) Response: CA understands that the intelligence and law
enforcement agencies sent a communication to their representatives
at posts (Tab A) at the time that State ALDAC 106345 was transmitted

on April 21, 19%4.
L '-\\

{0) Recommendation Si We recommend that CA establish a program for
proactively identifying and including the names of other individuals
ineligible for an NIV into CLASS based on Category I refusal grounds,
guch as drug traffickers, alien smugglers, and organized crime

members.

(C) Regponse: CA will seek recommendations from the field to
determine how individuals who are potentially ineligible might be
identified proactively. We will then assess such recommendations as
are recaived to determine their feasibility. Those found to be
feasible will be reported to the field in either an ALDAC
instruction or in individual post instructions, as may be practical.

*

{U) Recommendation 6: We recommend that CA meet with INS to define
itas total data needs from INS and identify ways to expeditiocualy
obtain this data, and establish milestones for these actions.

(U) Response: See response to Recommendation 7 below.

{U) Recommendaticm 7: We recommend that CA, as part of IBIS, work

expeditiously with the U.S5. Customs Service to obtain agreement on

the two-way data exchange under the IBIS concept and develop a

timeline for providing the data to the Department for entry into
S.

CLAS

(U) Response: This is a combined response to recommendations 6 and
7. The recommendations are concerned with data exchanges relating
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to lookout systems, and this answer,is responsive to that concern.
There are ongoing major efforts to improve data exchanges in a
variety of othér areas. CA will be pleased to brief the OIG on
these other areas, should the OIG so desire.

The Bureau of Consulax Affairs is fully committed to the concept of
IBIS serving as a clearinghouse for the two-way exchange of data
betwean itself and the other IBIS agencies including the INS. While .
work at both CA and Customs continued on completing the software -
module that will provide validation of the transaction involved in
the CLASS to TECS data exchange, an impasse developed that diverted
attention from the technical issues related tc the TECS to CLASS
data exchange to issues of privacy and data accountability. 1In a
recent lunch meeting between Deputy Assistant Secretary for Visa
Services Diane .Dillard and Deputy Commissioner for Customs Robert
Lane, it was decided to make resolution of these important issues
the final step in the implementation of two-way data exchange. Both
CA and Customs are now fully committed to making two-way data
exchange a reality.

Despite the now resolved impasse, some work had been done in
identifying the categories of data contaived in TECS that would be
of use to consular officers in the field. Both CA and Customs have
" now assigned additional contract technical staffs to this project
and are confident of building a sustainable momentum. Among the
first get of data to be targeted is INS deportation data.

{0) Recommendation 8: We recommend that CA issue instructions to
posts equipped with DNC to ensure that information on Category I
refusals and quasi-refugals is promptly disseminated to the
Department for diacribution to other posts.

(0) Response: .A responu! to this recommedation is still being
formulated and will- bk .forwarded separately.

{U) Recoumendation 9: We recommend that CA identify the incomplete
information in CLASS and take steps to ensure that the entries are
complete 8o that it can be used at posts and by INS inspectors at
ports of -entry; othervise the data ghould be deleted.

(U) Response: See response to recommendation 12 below.

(U). Recommendation 10: We recommend that CA reemphasize the
importance to pogts and other Federal agencies of entering complete
data into the lookout system.
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(0) Responge: See response to recommendation 12 below.

(U) Recowmendation 11: We recommend that CA clarify the purpose of
the CLASS comment field to INS, explore the feasibilty of modifying
that field to meet the INS data needs, and where possible mplmnt:

such changes.
(0) Response: Sse response to recommendation 12 below.

{0) Recommendation 12: We recommend that CA in coordination with
posts and INS develop a system for purging extraneous data from the
lockout system.

{7} Response; CA has chosen to address these four recomndacions
together as they all address the question of useful current loockout
data to INS and to the field.

A preliminary report of the IBIS audi® has baen completed and is
avallable for examination. Its main finding is in that three out of
four cases, posts were asble o supply paper files to support

spacific entries in the lookout system. Improving thiu ratio is of
course of major concern to CRA.

An internal Visa 0ffice memorandum of August 15, 1994, entitled
*Cleaning Up Our Contribution to TECS® (copy attached at Tab B) has
been accepted as an unofficial compass for VO’'s efforts to increase’
the usefulness of CLASS for all concerned, especially for port of
entry and other law enforcement personnel. Two more recent

mak randa d:re also attached as exawples of specific ateps wa have
taken to date.

Comments and cbservaticns follow regarding specific
recommendations. How smuch incomplete information can be toleraced
in the system is & judgement call, for which the answer will vary
. depending on ths use of the information. CA is awaxe of ssveral
egregious examples of incomplets information delaying passengers at
port of antry. In one instance a U.S8. citizen physician was dalayed
because his name watched that of a Belfast CLASS entry relating to
possible ineligibility for terrorism. The TECS entry did not show a
date of birth even though the CLASS entry contained a year of birth
entyy. - Our cbservation of similar Belfast entries leads us to
believe it was based on press coverage of the txrial and conviction
of the individual in question. The year of birth was an eatimate.
This is an instance of proactive identification and inclusion of an
ineligible person. We have learned that softwars incompatibilities
bewteen CLASS and TECS precluded the year of birth being paued to
TECS. This 1nccmpat::lbilicy has been recognized and will be

.
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corrected. Although our August 15 memorandum called for limiting
entries passed to TECS to those that contain only a full date of
birth, subsequent discussion and thought is leading us to the
conclusion that while no date of birth inforwation is unacceptable,
only a year of birth might be acceptable.

The ®*comment field®” was intended as the "Province of Birth®" field
and has evolved into a comment field of dubious current value. In
March 1994, we advised all poste that we were working toward adding
the 21 characte: province of birth/comment field to the data that is
passed to TEECS and requested them to "improve the usefulness of the
entry by using the comment field to provide information about the
grounds of refusal itself.” The actual software that will pass the
comment field has been developed, is being tested and will be soon
installed. CA however regards adding information to the comment
field as a stop gap as what truly meets port of entry needs is the
refusal file itself.

The gquestion of nyatematically purging extranecus data from the
lookout system, such as records relating to legal permanent
residents, is one that we are not yet ready to address. We would
first prefer to reduce the number of “ghost® records so that one
record truly equals one file as this is a task we can do cuselves
without the need to involve the INS. Once we were reasonably sure
that we had real records, we could then begin to explore ways in .
which our lookout system could be compared with INS‘s Central Index
System. In the meantime, we will continue to delete extranecus
material just as soon as it is identified as such.

(U) Recommepdation 13: We recommend that CA develop an overall
strategy including a time line for developing, testing and '
installing culturally specific algorithms to improve the probability
of accurate matches ot names in CLASS.

{G) Responsa: CA ccntinues to believe that the implementation of
culturally specific algorithms is important and _lm.;st be accomplished
in conjunction with CA’s modermization program. | ] FOIA B2

81

UNCLASSIFIED




UNCLASSIFIED

CONFIDENTIAL APPENDIX C ’
§
(]
FOIA B2

We currently project this work to be completed in approximately
eight months. Simultaneously, CA and IM have jointly initiated a
study to upgrade the capacity of CLASS, a necessary element in the
implementation of additional algorithms. CA has also develcoped a
general approach to the development of an Arabic. algorithm,
Unforturnately these and other CA systems priorities (such as

terized namecheck to all posts by the end of FY 3%} absord
available CA/EX/CSD resources and initiation of work regarding the
Arabic name check is not acheduled.

(0) Recoomendation 14: We recommend that CA seek to obtain full
funding to develop the needed algorithms to eliminate the
transliteration and transcription prohlems associated with CLASS.

(U) Response: CA has been authorired t% charge a fee ($20) for each
MRV application. A portion of these funds ie being used to initate
work tc address the tranasliteration and transcription problem. CA
is also in the process of regquesting that the authority for MRV
collection be extended. Continued work on the transliteration and -
transcription problem will be a high priority usage of that
additicnal revenua. )

{(0) Recommendation 15:. We recommend that CA develop sufficient
criteria for determining staffing neads for consular operations at
posts and use the criteria when determining staffing.

{(U) Response: . Using consular package data, CA hag developed basic
criteria for determining staffing needs for visa sectiona. CA .
shares this data with geographic bureaus when they make staffing
decisions. CA does not determine ataffing for posts abroad, but
rather consults with the geographic bureaus, which control positions.

As part of its systems modernization, CA is revising the consular
package to make it a better performance measurement and management
toocl. The revigsion of the consular package will include determining
staffing needs through a weighted system for determining both visa
and ACS staffing levels, i.e., providing additional staffing at high
fraud posts or at poats with no infrastructure for American citizen
emergencies. The new package, which will be completed in the next
three to four years, will not only provide more sophisticated data
on which to base staffing decisions by Washington managers but will
also provide direct feedback to managers in the field to facilitate
process improvements. :
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{0} Recommendation 16: We recommend that CA in conjunc:ion with
geographic bureaus, develop criteria for determining which posts,
based on perceived or known threates of the locality or applicant
pocl, warrant a more expreienced supervisory officer as head of the
consular section.

{0} Response: Existing position classification criteria provide for
asaigning a higher grade to a position because of difficult or
dangerous conditions. The consular officer positions in Khartoum
and Doha were recently upgraded from junior officer to grade 3
positions based on such criteria. CA will work with ths geographic
bureaus to determine whether specific action should be taken to
upgrade junior officer positions at other single o!ﬂcer consular
secticns based on perceivad or known threats.

{U) Recommendation 17: We mcoumend that CA, in coordination with
the Bureau of Personnel, identify ways to obtain (1) the
authorizations needed for assigning higher ranked consular officers
to posts identified in the above recommendation, and (2) the staff
needed to £ill these positions after they are authorized.

(0} Response: CA, the geographic bureaus and PER believe there
would be little difficulty in upgrading positions identified through
the process outlined in Recommendation 16. The difficulty will be .
in finding staff to £ill thes positions. Currently, there are not .
sufficient grade 3 consular officers to £ill comsular vacancies, and
we anticipate that with reduced junior officer intake there will be*
fewer grade 3 consular officers available in the future. Positions
which are ranked at higher levels, not because of the content of the
job but because of possible vulnerabilities, will not be perceived

as career enhancing as most officers seek ‘increased responsibilitiy
as they advance in the service.

An alternative p:opoo&\ is to consolidate the NIV function from
small, high fraud posts,” to larger regional posts where experienced
officers would be available to make visa decisions. Another
possibility is to provide improved commications to small posts so
that officers would have on-line access not-only-to-lookout data but
also to-unclassified B-mail.-to-seek -information from larger regiomal

posts. - -As tha geographic bureauii {dentify s:lngle-officer posts |
which are-vulnerable-when staffed with Junio¥ officér eveéction -
chiefs, CA will work with them to identify the most effective mesns

of mnaging the vulnerability either through position upgrading,
regionalization of functions, or wmore effective regional support :

mechanisms,

(U} Racommendation 18: We recommand that CA in coordingtion with
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geographic bureaus take steps to ensure that the Regional Consular
Officer Program ig8 routinely and adequately funded.

(U) Respongse: CA has taken such steps and continues to do eo. The
CA/EX management analyst for AF and NEA is also respongible for the
ROO program. This is an active issue. CA sponsored and held the
firat-ever conference for RCOs in Washington in March 1994. The
relevant regional bureaus participated in that conference and
pledged support for funding RCO travel. The RCOs were inforwed that
CA would support their requests to regional bureaus for additional
funding as necessary. We have done 80 in past and will continue to
do so. Recently for example, CA/EX together with RCO Riyadh jointly
overcame WEA/SA/EX’'s reluctance to allow the RCO to fund a low-cost ~
mini-conference in Abu Dhabi of Gulf area consular officers. The
conference, held September 1994, was an unqualified success.

{0} Recommendation 19: We recommend that CA, in coordination with
the Bureau of Personnel, the Bureau of Finance and Management
Policy, and geographic bureaus (1) ‘develop appropriate statistice on
consular workload, (2} coupare this data to rotation schedules, and
{3} develop and implement an effective plan to minimize consular

scaffing gape. - ,

(U} Response: Oux proposad plan would have CA fund and administex a
program for temporary staff support, both officer and FSN, to cope
with peak workload periods and staffing gaps. CA will present M .
.with a proposal on use of MRV fees if we axvs permitted to xetain »
these fees after FY 95 including a recomsendation to use the fees to
fund such temporary statf rt. While we would begin with
tradicional staffing alternatives such as trained dependents and
WAE’a, as this program grew we would also propose bolder hiring
initiatives puch as internship programs for college students ox
summer ewployment programs for teachers. An effective temporary
gtaffing program would improve the quality of visa services, permit
processing total NIV demand to increase the amount of MRV feas
collected, and reduce permanent staffing abroad if the Department
agrees to adopt a lowexr permanent staffing profile. ,

Ths second aspect of the plan would be to minimize staffing gaps
during peak geasons by facilitating and funding deferred home leave
for consulaxr officres to avoid long leave periods during the summer
transfer season. A related prgram would schedule consular mid-level
and automation training during consular low seasons rather than
during the gummer transfer season. While scheduling howme leave and
training during non-peak seaons would result in additional
transportation and per diem costs, we believe the benefita in
avolding statfing gaps would be worth the extra expense.

A final proposal is that, as long as the majority of line consular
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work is done by junior officers, incoming junior officexr classes be -

timed specifically to get officers to posts before, rather than
after, the consular busy season. This means that the bulk of junior
officers should be brought on in the early part of the fiscal year
to complete language and functional training in time for the
majority of officers to get to post by May or June.

These proposals would need to be fully staffed and approved by
interested offices in the Department prior to implementation.

If gsuch a plan were approved, CA would survey the field for
statistics on seasomnal workload factors to permit appropriates
staffing for the entire year. CA could develop a system to permit
posta to staff for an average workload, providing supplemental
staffing during periods of worklosd surge. We believe such a
staffing structure would provide significant recsurce savinga in
both PSO and FSN staff. However, current staffing-practices, which
provide permanent staff for busy season workload levels, facilitate
informal junior officer rotations to other section of the Embasey

during the off-season. Before agreement to this type of plan,
mplicatione for

Department management would nead to consider zall i
the personnel systen. .

{U) Recommendation 20: We recommend that CA, in coordination with
the Poreign Service Institute (1) examine the language training
provided to officers assigned to consular ssctiong, (2) determine

the improvements needed to make the training more effective, and (3}

take steps to engure that this is achieved.
{U) Response: While CA wholeheartedly supports the intent of this

recomeandation, it not appropriate for CA to lead such an effort nor

does CA have the rtise or resources to do so.. This
recommendation, should be tasked to FSI or possibly to the
appropriate office in M/PO (management planning office). what is
required is a major review of FSI language training, involving a
study of techniques, ap analysis of the effectiveness of those -
techniques, & survey of students’ experiences once they arrive at
post, an identification of training shortcomings where they may
st, and recommendations on how to improve language training for

consulayr needs.
once it is underway.

{U) Recommendation 31: We recommend that CA ensure that effective
internal controls exist for drop-box programs by requiring posts to

submit the criteria for their drop-box operations for review and
evaluation. Such review should (1) eéxamine the criteria for
selecting travel agencies and other participants in the program and
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the procedures for conducting spot checks of those issused visas,
and (2) ensure tabt reasonable penalties exist for those who do not

comply with post guidelines.

{U) Responge: The Visa Office has prepared an ALDAC message
requiring all NIV lseuing posts wbich offer drop-box, travel agency
referral, or application-by-mail services to submit a summary of
their selection criteria and internal controls for review and
evaluation. X copy of the ALDAC is attached (Tab C).

(0) Recomwendation 22: We recommend that CA review its policy for
igsuing visas to individuals who are not reasidents but are -
physically present in the consular digtrict, particularly those
whose bona fides cannot be verified because the U.S, has no consular
presence in the applicant‘’s country or information is not

available. If the decision is made to continue issuing visas to
these individuals, CA should establish sound criteria for
adjudicating these applicants.

(0) Response: The policy for igsuing-visas to individuals who are
not residents but ara physically px:ese;:t in any consular district
are set forth in 9 PAM 41.101 N2. In mest cases, oonsular officaers
are encoursged to accept applications from non-residents of their .
conaulayr discrict. BAny decision to cease igsuing visas to any group
of applicants sclely becausa the U.§. does not maintain a congular. .
presence in their home country would, in our opinion, viglate our
duty to adjudicate each application on its own merits.

Consular officers are instructed to carefully review any application
submitted by a non-resident of the congular district. 1If the
officer has questions or suspicions about applications which the
applicant may have uade elgewhere, the officer can seek information
from any other adjudicating post{s) via a Visas Alpha cable.
Finally, the burden of proof remains with the applicant to
demonstrats that s/he is qualified in all respects to receive a
visa. Should the consular officer have any doubts about the bona
fides of an applican\:, the law requima that the visa bo denied,

While cur duty to facilitate the legitimate travel of bona £icde
aliens requires us to accept out-of-district applications in most
cases, there are excsptions. In.several of the new countries of the
former Soviet Union, for example, the Visa Office has destermined
that posts will be permitted to accept applications only from
citizens of CIS countries, The rationale for this decision is based
on 1) the relative inexperience and isclation of many of the
consular officers assigned to these posta; 2) the lack of physical
security features in the temporary Embassy guarters; and 3) the
likelihcod that the majority of NIV applicanta would be from
countries which can pose special security problems. Only when those
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e resolved to VO’s satisfaction will visa services be
in those countries. '

owmendation 23: We recommend that CA (1} conduct a survey to
nine which posts have usable microfiche readers and printers,
provide posts with the necessary guidance on how to use the
ters to ensure that lookout checks are performed, and (3)

de guidance to posts on how to ensure that checks of microfiche
en performed,

.

Response: Sixty-four {(64) posts still use wmicrofiche as their
’ means of namechecking. (See attachment at Tab D). All
Posts are gcheduled to receive DNC within the next twelve
- -S8ince we will not be purchasing any additional microfiche
Jyipment for posts, we would not have any use over the next year
gurvey information on existing equipment. CA agrees that
ional guidance is needed.on reducing vulnerabilities in the
fiche process. we will prepare a cable instructing posts on
‘to use microfiche printers to verify lookout chacks and provide
d_anr:: d"-" POste on ensuring that microfiche namechecks have been

L

U), Recommendation 24: We recommend that CA issue more specific -
structions on how to ensurs that lookout checks are performed to
28t8 and posts where the MRV system has been modified to .
& printout of system hits.

i muca by u':nmn Office will conabgr:;::e wigh« WEX/CS&;O

™ - providing basic guide g for process

amechecks via CLASS and DNC. The dtatg‘fmual will be veviewed,

sant to the Governmedt Printing Office and thén released to all’ -

foreign service posts. A newsletter will be relessed to VS-MRV

s explaining how td display and printout CLASS hits for use by

% ular officers when adjudicating applicants. The "NIVCAP/MRV

gMon-Jwmmigrant Visa Computer-Assisted Proceaain? System User |
evis

. Reference Manual® f - ed to include .
Q milar in!omtica?r VS-MRV posts will be x

Recoumendation 25: We recommend that CR, in consultation with
clarify the procedures for processing G-325As and I-275s and
idance to posts on how to effectively process these

(U) Response: The form G-325A is a biographic data form used
jexclusively by INS in change/adjustment of status cases. While

.
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consular officers somstimes receive copies of this form from INS,
the forms often arrive too late for the officer to provide INS with
any negativa information they might have on file. The forms which
are sent to consular officers are often missing vital information,
or are 8o faintly written or typed as to be unreadabls.

Form 1-275 is by the INS Notice of Visa Cancellation. It is prepared

by any INS inspector who cancels an NIV at a U.S. port of entry or
INS office. INS normally sends a copy of the 1I-275 to the issuing
NIV post. The consular officer makes any appropriate CLASS entries
based on the. {nformation contained in the form, and annotates the
NIV application accordingly. The NIV application is then placed -
either in the NIV refusal file or, if tha ineligibitlity is a
Category I, in the CAT I refusal file. ) .

(U0) Recommendation 26:; We recommend that CA, in consultation with
" posts and FSI, devise ways (through training, manuals, or both} to
ensure that officers are provided more formal structured guidance
and information on the nuances of thair consular districts and
environment immediately after they arfive at posts..

{U)} Respomse: CA supports this goal but does not support achiaving
it in a “formal, structured* way. Instructions for guch training
are already contained in the Consular Management Handbook {(chapter
2, IXI, E.1) which has been mupplied to all posts. We do not want
to establish a formal requirement te do this at already overworked
posts. We will send a cable to the field to remind them of this

recommendation.
Ia actuality, officers learn the nuances of their consular districts

through consultations with various offices in the Department before .

going to post and through experience acquired in the first weeks and

wonths at post--by read chron files; by exchanging information —

with supariors, subordinates, and colleagues at post; and by calling
on key contacts in the host country. Many consular sections alse
have handbooks with key cables and standard operating proceduxes for
new officers to read-in quickly. Wa do not support imposing such a
requirement on already rssource-strapped consular sections. Such
efforts should be flexible, at posts‘’ dlascretion, and accomplished
through officer initiarive and professional responsibility.

{0) Recommendation 37: We recommend that CA, in coordination with
INS, develop a sound methodology for collecting and analyzing
information on NIV arrivals and departures including their overstays
in the U.S. and disseminate this data toc posts on a routine basis.
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(U} Response: Admission of nonimmigrants and their contyol while in
the U.8. is the responsibiility of the INS. We therefore feel that
we should follow INS‘s lead in this matter. That said, we will
undertake to dispatch arrival and departure statistics to posts as

they become available to us.

Secret Information Deleted.
See Secrst Annex,
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MEMORANDUM

DATE: August 15, 1994

TO: CA/VQ - Diane Dillard

THROUGH : CA/VQ - Mike Hancock

CA/VO/F - George Lannon /(
FROM: .. CA/VO/F/S ~ Alec M. Peltier
SUBJECT: Clesning Up our Contribution to TECS.

The lookout information we provide the border security and

: inspection community through the Treasury Enforcement
Communjications System (TECS) is unique and valuable. Now is 2
good time to make our contribution evén better.

; Several threads have come together to make this an ideal time to
make changes and plan long term injtiatives. The Interagency
Border Inspection System (IBIS) Steering Committee has sffirnmed
$ts intexest in examdning the issue of lookout utility. I have
completed enough of the CLASS audit to have an idea of what the
findings will be. Seversl months of tslking to port of entry
personnel has given me an ides of the usefulness of our lookout
entries to them. CA/EX/CSD is planning to install the data

" transmission verification modules on the CLASS/TECS (Treasury
Enforcement Communications System) link in August and this will an
ideal opportunity to make adjustments to our contribution to TECS,

the IBIS repositocy.

Each entry in a lookout system is a promise to tell the story
behind the entry when asked and cur ablility to 4o this is only as
good as the support we give the lookout system. Support means
adding new and conplete information, removing out of date or
inaccurate entries, preserving the actual files that backup the
lookout entries, and being able to make additionsl information
from these £iles svailable when it is actually needed. What we
want to reduce sre those instances when we can not promptly tell
the story, because we no longer have the file or, indeed, never
had a £file in the first place. We can do this by first getting
rid of those entriex we can not support and then improving the
means of support of the remaining entries and their underlying

files.
This memo first presents & short list-of proposals which is

followed by a3 more detailed discussion of each proposal. It is
intended to provoke discussion out of which a series of
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implementing memos would grow. All these proposals are intended
to apply primarily to the information we pass to TECS. Their

c€an Support. They are in no way intended to reduce the rich
variety of information we now make available to foreign service
posts. RN

PROPOSALS

Limit the entries that we provide to TECS to those entries that
originate at either the Department or the foreign service posts

Attach a contact telephone number from the appropriate foreign
service post for each CLASS record in TECS.

Develop a bulk delete capability of CLASS records based on bar
code labeling. ’

Develop a centrslized repository of Category 1 refussls and make
selected portions of each file available on line through TECS.

DISCUSSION

1. In far too many cases, (more than 25 percent of all cases) we
are providing TECS with data that we do not own, control, or
otherwise manage. This data consists of open INS dats that is
identified by .an INS site code, hidden INS dsta such as P6C
entries based solely op either a I-275 or 1-213, Office of the
Special Investigations data relating to Nazis and Selective

s Service data.

;r‘ Data provided to CLASS by the Immigration and
N Naturalization Service, either previously or as part of

the current deportation dats project, should not be passed

‘ﬂ} back into TECS. Such data is identifiable through the
1 site code associated with each CLASS record.

] INS should be encouraged to enter I-275 and X-213 zépo:ts
% ’ into TECS, from which it can be downloaded for our use.

This would eliminate the need to enter this dats at the
foreign service posts and would eliminate a potentially
confusing duplication of effort..

CONFIDENTIAL
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The entries relating to ineligibility under Section
212(A)8 of the Immigration and Nationality Act
should-not be made available to TECS. These entries
apply only to immigrants and confuse inmigrstion
personnel.

pDo not pass entries relating to Razis to TECS.

3. In April , we sent an ALDAC to foreign service posts
tequesting them to supply 2 contact telephone number that would
enable port of entry personnel to contact consular personnel
directly without having to pass through several layers of voice
mail or operators. We received a woderate response and the
telephone numbers provided have been incorporated into TECS.

We should advise posts that we will attach the telephone number
contained in current Department of State telephone directory to
811 TECS entries for which a more specific contact is not

supplied.

4. The audit of CLASS shows that one CLASS entry out of four
{25 percent) is not backed up by 2 paper file. We need to get
these ghost entries out of our system. As part of the data
transfer verification work done by CA/EX/CSD and US Customs, a
unigue and unchanging record number is being associasted with
each CLASS record. The CLASS audit proved printed label are a

- good mechanism for working with CLASS files. The VICTAR system
takes the label concept one step fucther by printing a bar code
on each label. The next step is to supply pasts sheets of
printed labels, one label per CLASS entry, with the bar coded
CLASS record number on each label. Posts would place the
prepared labels on existing files and return those labels for
which files did not exist or for which duplicated entries
existed for the same files. The bar c¢odes an these returned
labels would be read into the bulk deletion program to delete
ghost entries from the system. In addition, because post

CONFIDENTIAL
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general service sections already use portable bar code scanners
to maintain the property inventory, these scanners could be
borrowed from time to time to quickly re-inventory the CLASS

files. .

S. The single largest shortcoming of the data that we supply
to TECS is that it does not contain sufficient detai) to allow
the port of entry personnel to bring a subject alien to an
exclusion hearing. In many cases, hits are received outside of
normal business hours and the overseas posts can not be
contacted. For that reason, the best solution would be to
place the detailed background data into TECS jitself where it
would be available immediately to inspection personnel. As
discussed above, the non changing record number allows all
data related to a particular record to be deleted should the

* need arise.

We should offer to make the OF-194 Refusal Worksheets available
to the border inspection agencies for inclusion into TECS. I
understand TECS is able to display images associated with a
particular record on 8 PC. The CLASS audit showed that OF-194s
had been completed on a lsrge proportion of Category 1
refusals. These worksheets contain in & precise form enough
information to allow inspection personnel to make an informed
judgement regarding admissibility. Using bar coded labels as
discussed above would make it easier for US Customs to match
the scanned image with the correct record in TECS.

a

SUMMARY 3

As noted above, these proposals are intended to initiate
discussion. They are all in my opinion relatively easily done
and would not require inordinate expenditure of resources.
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MEMORANDUM
DATE: October 5, 1994
. TO: ' 'CA/EX/CSD - L. Travis Farris
FROM: CA/VO - Michael L. Hancock
SUBJECT: Eliminating INS Data From Qur Contribution To TECS

As you are aware, the Visa Office has beeﬁxihinking about ways in
which we can "clean up® our contribution to'TECS and thereby
increase its usefulness to port of entry and other law enforcement
personnel snd at the same time reduce our work. The first step is
to begin restricting the fats we pass to TECS to that originating
at either the foreion service posts or in the Department itself.

This memorandum is to serve as a formal request that CLASS data
originating from the Immigration and Naturalization Service not be
passed to TECS. This data is characterized in CLASS as having one
of the site codes listed on the attached printout. This list also
includes codes relating to our contractors, past and present, ss
well as 3 couple of test sites. At this time, we are restricting
INS data and will talk to other agencies concerning their data.

I would asppreciste it if you would instruct your staff to proceed
with this modification to the CLASS/TECS selection criteria and

interface. Please 4o not consider this memorandum as a regquest to

delete any dAata from the CLASS -data base.
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ATTACHMENT TO VSSA OFFICE MEMORANDUM OF OCTOBER S, 1994
INS AND OTHER 'SITES CODES TO BE RESTRICTED

posicode postname

ALB  ALBANY, NY
ANC ANCHORAGE
ANV PCCI- TESTING REMOVED BY PUR
ATL ATLANTA, GA
BAL BALTIMORE, MD

© BOS BOSTON, MASS
BUF - BUFFALO, NY
CAL CALEXICO, CALIFORNIA
CHI  CHICAGO, itL
CIN  CINCINNATI, OHIO
CLE
0aL,
DEN
DET

. TEST SITE REGRESSION TESTING
5°°LOS  LOS ANGELES, CAL
TUWPT  LOST OR STOLEN PASSPORT
T MEM  MEMPHIS, TENN
MIA  MIAMI, FLA
::g'c MILV\;AUKEE. wISC
N.E. PROCESS!ING CENTER, NY
TNEW  NEWARK, MJ NY : '
NHM  NEW HAMPSHIRE -
NOL NEW ORLEANS, LA
NOR NORFOLK, VA~ -
NYC NEW YORK, NY
OMA OMAHA, NEB
ORK  ORKAND CORP. SILVER SPRING
OSC  OSCAR
PHI  PHILADELPHIA, PA
PHO PHOENIX, ARIZ
:LT PITTSBURGH, PA
K PINKERTOMN ALEXANDRIA_VA
POM PORTLAND, ME oFc
i POO  PORTLAND, ORG
PRV  PROVIDENCE, Ri
+ REN RENO, NEV
RIC  RICHWMOND, VA
SAJ  SAN JUAN. PR
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SUG  SANDIEGO, CAL

SEA  SEATILE, WASH

SFR  SAN FRANCISCO, CAL

SLC  SALTLAXE CITY, UTAH *

SPM ST PALL, MINN

STA  STALBANS, VT
STL  STLOUIS, MO
SYM.  STANFORD,CT
WAS WASHINGTON, D.C. (MAIN OFF)

®
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MEMORANDUM
DATE: October 18, 1994
TO: CA/EX/CSD - L. Travis Farris
FROM: CA/VO -~ Michael L. Hancock
SUBJECT: Making CLASS Better -~ Improving and

Automating Data Management

I think you've probsbly seen a copy of Alec’s
memozrandum to Diane on "Cleaning Up our Contribution
to TECS". The 0IG's asudit of NIV processing
emphasizes the need to get on with the clean up.

Alec worked up the attached sanple labels to give
tangible reality to his ideas and has explained that
there are some steps that we should be taking as soon
as possible so we can continue in this direction.
This memo is to confirm informal discussions he has
had with Shelly, Dave and Cathy on-these subject as
wall as set out our understanding of areas in which

work is needed.

OQur prime assumption is that a unigue identifying
number will be attached to each CLASS record and that
this numbér will be accessible off-line on either a
CD-ROM or a tape. We see this number as providing a
foundation upon which the asutomated management of
CLASE data can be based. With access to this number,
we Ccan prepare bar coded labels like the ones

attached. ~

We assume that the existence of record numbers will
make it possible to prepare a bulk data delete
program that will complement the CLASS bulk data
import program developed by the LAS team. 1 have
written previously concerning the need for such a
tool and it would have been nice to have had it for
the task of deleting the "Hatiangs® from the CLASS.

We will also need the ablility to annotate a CLASS
record to indicate that it has been inventoried,
ete. Our idea is that one or more of the presently
unassigned bytes in the CLASS record format be

101

UNCLASSIFIED

S - . e R




- UNCLASSIFIED

CONFIDENTIAL

assigned to holding the inventory status of that
particular record. We understand that the CLASS
record format is presently under review. This
requirement needs to be met.

I suggest that we meet to discuss the above as well
asjust generslly brain storm the entire topic of
sutomating the management of the CLASS data.
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RELEASED IN FULL — ‘

AUTH:  DLN

T —- 526 i

CLEARANCE INITIALS:

UNCLASSIFIED 1. Db g. S8/73-0
3. M.
CA/VO/F/PiPFORANIPF . S — &
10718794, EX3115k. ¥-975hP —
CA:DLHOBSBS Y YO
CA/VO:DDILLARD $/5-0
ROUTINE ALDAC. SPECIAL EMBASSY PROGRAM +
™

aA

VI3AS

€.0. W2356: N/A
TAGS: (VIS

SYBJECT: NIV DROP~BOX. TRAVEL AGENCY REFERRAL. AND
tPPLICAY;Ol-BY-ﬂlIL PROCEDURES

3. SUMMARY. AS PART OF THE CONTINUING REVIEW OF VISA
ISSUING PROCEDURES WORLDWIDE. VISA OFFICE IS EVALUATING
PROCEDURES GOVERNING NIV DROP-BOX+ TRAVEL AGENCY
REFERRAL, AND APPLICATION-BY-MAXIL SERVICES. ALL NIV
ISSUING POSTS WHICH USE SUCH SERVICES TO FACILITATE
APPLICATIONS 8Y CERTAIN TRAVELERS MUST RESFOND TO THIS
MESSAGE. END SUMMARY.

2. CONSULAR OFFICERS IN MANY HIGH VOLUME NIV POSTS RELY
ON DROP-BOXES. TRAVEL AGENCY REFERRALS. AND
APPLICATIONS~BY-MAIL AS A NEANS OF PROVIDING EFFICIENT
SERVICE TO QUALIFIED TRAVELERS. WHILE THE VISA OFFICE -
SUPPORTS SUCH PROGRANS AND BELIEVES THAT THEIR -
DAY~TO=DAY MANAGEMENT SHOULD BE DETERMINED BY INDIVIDUAL
CONSULAR NANAGERS. 3ONE CONTROLS ARE NECESSARY TO ENSURE
THE INTEGRITY OF THE SYSTEMS.

3. ALL POSTS WHICH OFFER DROP-BOX., TRAVEL AGENCY
REFERRAL. AND/OR APPLICATION-BY-MAIL NIV SERVICES SHOULD
FROVIDE THE FOLLOWING INFORMATION TO THE VISA OFFICE:

UNCLASSIFIED
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~~PERCENTAGE OF POST'S NIV YORKLOAD THAT COMES IN VIA
DROP-BOX+ VIA TRAVEL AGENCY REFERRAL, AND via
APPLICATION-BY~ NAIL‘

~-~THE CRITERIA FOR DETERNINING WRAT APPLICANTS MAY USE
THE DROP-BOX OR TRAVEL AGENCY SERVICE AND FOR VERIFYING
THAT UNQUALIFIED APPLICANTS ARE NOT ABLE To "SLIP IN®
THEIR APPLICATIONS:

~~THE CRITERIA FOR SELECTING TRAVEL AGENCIES FOR
REFERRAL PROGRANS:

~--ANY SPECIAL PROCEDURES FOR ADJUDICATING DROP~BOX.
TRAVEL AGENCY. AND MAIL-IN APPLICATIONS AND CONDUCTING
INTERVIENS IN SUSPICIOUS CASES: .

-=POLICY ON SPOT CHECKING ISSUED VISAS AND MATCHING THEM
WITH THE DROP~BOX OR TRAVEL AGENCY APPLICATIONS:

-~PENALTIES INMPOSED OR APPLICANTS AND TRAVEL AGEMTS uHo
ATTENPT TO INPROPERLY USE THE SYSTEAM.

%. POSTS SHOULD SUBMIT THIS INFORMATION TO CA/VO/F/P
FOR REVIEY AND EVALUATION. POSTS SHOULD ALSO EXPECT TO
RECEIVE A NMORE DETAILED QUESTIONNAIRE ON-THESE SERVICES
FROM THE OFFICE OF THE INSPECTOR GEMNERAL. POSTS ARE
ENCOURAGED TO RESPOND TO THAT TASKING AS QUICKLY ANP

* THOROUGHLY AS POISIBLE. V¥
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PC-MRV INSTALLATION DATES FOR
REMAINING MICROFICBE SITES

Poat RC-MRY Ipatallation Dare

Accra Mar 95

Antananarivo Nov %

Apia Nov 9%

Ashgabad Jul 95

Asmara Oct 94

Auckland Mar 95

Baku ) Jul 95

Bamsko Feb 95

B. 8. Begawan Sep\”

Bangus Hov 94

’ Beirut Apr 95
Blissan Mar 95

. Brazzaville Nov 94
. Bujusbura Jan 93
Conakry Dac 94

Cotonou Sap 95

Dar es Salaan Feh 95

Biiboutd Jun 95

+ Dushanbe Jun 95

. Fukuoka Apr 98
Gadorone 3q FY9S

Ramilton Dec 94

Harare- Aug 95

! Bavana Oct 94
CONFIDENTIAL
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Roak

Lilougwe
Liubl jana

Montavideo
Naha
N*djamena
Niamey
Kouakchott
Ouagadougou
Paramaribo
Phnom Penh

Ponta Delgada

Port Louis
Port Moresby
Porto Alegre
Praia )
Rangoan
Recife

UNCLASSIFIED

Feb 95
Sep 95
Nov 94
Qet 95
Nov 94
Apr 95
Aug 95
39 FY93
May 95
May - 95
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Islamabad Jan 95
Kampala 3¢ FY95
Khartoum Sep 95
Kigali Mar 95
Kinahasa Apr 95
Eolonia Feb 95
Lahore Jan §3
Lidreville Oct 94

&
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United States Department of State
Washington, D.C. 20520

0CT 25 4 62

CONFIDENTIAL
MEMORANDUM

TO!: OIG/AUD - John C. Payne

FROM: FMP/MP - Carolyn S. Lowen& {

SUBJECT: Draft Audit Report on the Review of the Non-Immigrant
Visa-issuing Process, Phase II

’ On behalf of the Under Secretary for Management, I am
pleased to respond to your memo of September 27 concerning the
subject report, in particular Recommendation 2 which states:

(C) We recommend that the Under Secretary for Management
(1) reemphasize the requirement for each mission to
establish a committee, chaired by the Deputy Chief of
Mission, that includes representatives from the consular,
political, and intelligence sections, and (2) require some
form of reporting to Washington on the periodic meetings.

In view of the uneven compliance which Phase II of the audit
reveals with previous instructions sent to post on this matter,
we agree with the recommendation. We understand thst CA is
already-drafting a cable for Under Secretary Moose's signature.

cc: M -~ MIom

FMP/MP: BHe ay 2208MMPB
10/ 4 x70768

CONFIDENTIAL

109

UNITED STATES DEPARTMENT OF STATE

REVIEW AUTHORITY: ROBERT R STRAND . UNCL AS SIFIED

DATE/CASE ID: 02 MAR 2009 200801204




UNCLASSIFIED

CONFIDENTIAL APPENDIX C

United States Department of State
Foreign Service Instituse

National Forsign Affuirs Troining Canter
4000 Arlingion Boulevard

Arlington, Virginia 22204

MEMORANDUM
T0: OIG/AUD - Mr. Joln,Payne
FROM: M/FSI/EX - Hunter

SUBJRCT: Draft Audit Report: Review of tha Noniwmigrant
Visa-Issuing Process, Phase II.

Thank you for the opportunity to review.the subject draft audit
reporti Qur response to the racomcndatg.ons addressed to FSI are
as follows.

{U) Recommendation 20: We recommend that CA, in coordination with
the Poreign Service Institute (1) examine the language training
provided to cfficers sssigned to consulsar sections, (3) determine
the improvements needed tc make the training wore effective, and
{3) take steps to ensure that this ie achieved.

¥S1 Response: No conments at this time.

{0} Recommendation 26. We recommend that CA, in consultation with
posts and PSI, devise ways (through training, maruals, or both) to
ensure that officers are provided more formal -structured guidance
and information on tha nuances of their consular dietrict and
environment immediately after they arrive at postw. :

FBI Response: - Chapter 3, Section IX, of the Consular Management
Handbook provides all posts and consular managers with quidelines
of what should constitute a consular section orientation program
for new and inaxperienced consular officers. In the 26-day Basic
Consulax Officer Training Course, officers are required to consult
with Visa Office, Fraud Division (FPP), and Overseas Citizen
Services lp order to familiarize themselves with workloads, fraud
trends, and problem areas that they will encounter when arriving atc
post. As is currently done at Ovargeas Workshops and in the
Advanced Consular Course, FSI and CA can only continue to stress
the importance of post orientation for all newly arrived foreigm
seyvice personnel. :
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United States Department of Saw
Washington, D.C. 20520
October 20, 1994 :
UNCLASSIFIED :
MEMORANDUM |
TO: OIG/AUD - Mr. John €, Payne

FROM: EUR/EX ~ Woody Igbal

SUBJECT: Comments on Draft Audit Report of the Non-immigrant
visa~Issuing Process, Phase 11

RER: Your memorandum dated September 27, 1954

While I agree with your assesgment that the xeccmndationf
in the draft Audit Report are not directed toward the Buresu o
European aund Cansdisn Affairs, the' personnel of thia Buredu

will endeavor to work with CA and FMP to try to rescolve the
issuas raised by the draft.

With regard to the specific recommendations you referred
to, I offer the following: - ;
Recommendakion 16: CA must certainly take the lead since:
the whole criteria for grading positions must be revi :
Grading of positions will have to be influenced by threat;
as well as workload and supervisory responsibilities. s
Recosmendakion 1f: EUR has only one Regional Consular .
Officer based in Moscow and I am able to tell you that the
travel budget for that position is adequate to allow the !
incumbent to travel as frequently as necessary. ;
Recommendation 19: Staffing gaps are endemic to the
Poreign Service. Absent sufficient human resources to
provide contact replacements, one solution is to provide !

high-threat posts with TDY coverage by experienced sctive;
or retired aofficers. '
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United States Department of State
Washington, D.C. 20520

October 4, 1994

INCLASSIFIEDR
MEMORANDARM

TO: OIG/AUD -~ Mr. John C. Payne
FROM: NEA/SA/EX - James R. Van Laningham, Actin

BUBJECT: Dxaft Audit Report on the Review of thae Nonimmigrant
Viga-Issuing Process, Phase II

Thank you for the opportunity to comment on the subject
report. Although the report does not contain recommendations
. spécifically directed to the Bureau of Near East Affairs and
the Buresu of South Asian Affairs, certain recommendatiens do
call for action on the part of the geographic buresus. .

Our comments follow.
:. We recommend that CA in conjunction with

Recoumendation 186:.
geographic bureaus develop criteris for determining which

posts, based on perceived or known thresats of the locality or
applicant pool, warrant a2 more experienced supervisory officer

as head of the consular section.

Response: Both the NEA and EA Buresus make an affort, wherever .

- possible, to assign experienced officers to supervisory
positions. Unfortunately, the applicant pool does not slways
enable us to make these choices., However, the Bureaus will be
happy to work with CA on this issue.

: We reécommend that CA in coordinastion with

Eecomgendation 18:
geographic buresus take steps to ensure that the Regional
Consular Officer Program is routinely and adequately funded.

Response: Currently, the NEA Buresu is funding regional travel
for one RCO position in Riyadh at 2 cost of $2,500 in PY 94.
We anticipate funding a similar amount im FY 95. The Bureaus
recognize the importance of this program and will continue to
provide funding within current budget constrsints.
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Recommendation 19: We recommend that CA, in coordination with
the Bureau of Personnel, the Buresu of Finance and Management .
Policy, and the geographic bureaus (l) develop appropriaste s
statistics on consular workloads, (2) compare this data to =
rotation schedules, and (3) develop and implement an effective :
plan to minimize consular staffing gapa.

Response: NWNith staffing and budgetary cutbacks, both in
domestic and overseas programs, staffing gaps are inevitablae.
However, our Bureaus do make an effort to minimize staffing
gaps, and will continue to do so for all personnel, not only A
consular staffing. We look forwsrd to working with CA and Fmp A
to minimize staffing gaps. e
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U.S. Department of Justice :’N’ '
immigration and Naturalization Service f%
W; '
Offics of the Comumissioast ) 415 Epe Sremt N. W,
. Weskington, D.C. 20538 62 ‘?\'
NV -1 ooy '
Mr. Harold W. Geisel
Acting Inspector General
Dspartment of State

Washington, D.C. 20620

Dear Mr. Geisel:

Encioged are the immigration and Naturafization Service's {INS} comments on
the draft report titied, "Review of the Nonimmigrant Viss-issuing Procaess, Phasse I.*
The Department of Justice, Office of inspector General, forwarded a copy of the draft
report to us for comments.  The report sddresses probiems for issting nonimmigrant
visss, some of which affect tha INS. Specifically, we have commentad on and concur
with recommendations 6, 9, 11, 12, 26, 27, and 28.
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CONFIDENTIAL ARPENDIX C
Memorandum
(RCLASS TRIED

DSAPT Departmant of State Audic Due PO
Rapart: "Raview of the 25 00T

Visa-Issuing Procese, Phase II*

Fal

To From. MM }!g_‘
Eachlieen M, Stanley %}"jm A. Puleo
Assistant Director Exacutive Associate

Enclosed for your inforsmtion are cur ctoments in to the
otauumpocmmml draft repozt titl
'llrhvctthe Phase IX.* We

Process,
wmwomemmmmzmmm

raport.

Thank fox azford:lng us thes cpportunity to contribute our
views {:uthu work in progress.
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UNCLASSIFIED

Offios of the Executive Asscciats Ccmmissionar for Prograns
the recommendatious contained in the dratt audit
Dapartmsmt of State Inspector Gensral titled,
'mi.v et tho Nonimmigrant Vise-issuing Pxocess, Fhase II*. Wa

{U)} RECOMMENDATION §3 Wea recommend that CA meet with INS to
define its total data needs from INS and idantify ways to
expaditicusly cbtain this data, and es:.:blilh milestonss for
these actions.

INS COMMRNT: We concur with this recosmendation and will
coopaxats fully to i.upmc the availabilicy of INS lookout
informaticn in CLASS

AU EECOMMINDATION 23 Wa recormend that CR identify the
incomplete inforsation in CLASS and take steps to exnsure that the
entries ars complete 80 that it can be used st posts and by INS
nupcctm at ports of entry; otherwise the data should be

INS COMMENT: We coocuy wich this recommendation. Ite
implemantation will ixprove the database.

¥a recommend that CA clarify the
purpose of the CLASS coment field to INE, exploxs tha
feasibility of mcdifying that field.to meet tha INS data needs,
and where possible implemant such changes.

INS COMMENT: We concur with this racommendation.
Isplemantation shodld be sxpedited as including the cm:
f£ield, especially an enbanced one, will be an extremely useful
tool for our iaspecters..

LN _ABCOMMERDATION 12: ¥Ye recoowend that CA in coordimation
with posts and INS develop a system for purging extraneous data
from the lookout eystem. |

ING COMMENT: We comcur with this recoumendation. The purge
of extransous dats fyom CLAYS will measurably increase ite
usefulcess to the ctors. Implementstion discussions are
already undexway wi the IBIS group.
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1U)_RECCMUENRATION 25; We recommend that CA, in
consultation with INS, clarify the procedures for processing G-
325As and I1-27%e and provide guidance to posts ou how to
effectively procese these documents.

INS COMMENT: Wa concur with this recommendation. Timely
proceasing of G-325As is critical to the adjustment of status
process. INS will assure the timely processing and forwarding of
these foxrms in the future. The I- 215 is a vital commnication
tool between the ports-of-entry and the posts. Me will assist in

the preparation of the quidance for the posts. As part of an
INS/DOS data sharing tiative, I-278 informatiom will
eventually be online and available to all ports-of-entry and

posts.

{0} RECOMMENDATION 27: We recosmend that CA, in
" coordination wirh INS, develop a sound methodology for collecting
and analyzing Lntomtian on NIV arrivals and departures
including their overstays in the United States and disseminate
this data to posts oo a routine basis, §

INS COMMENTS: We comcur with this recommendation. Thare is
no formal INS inspection of those departing from the Unired
States. Without dsparture countrol, any Ttn to collect
departure data will coatain some error. FPor example,
there 1is no requirement !o:anuienwhodoumuolcm
carrier to depart the United States Cto surrender the
departure portiocn of the Form I-94/I-94W.

The INS is fordbidden by law to penalize carriers operating
between the United States and contiguous territory. This means
those carriers who do not collect, annotate, Or turn in departure
control forms for travel batwean the United States, Canada, or
Maxico can mot be fined for failing to do so.

There is no practical method to detect aliens departing on common
carriexs whe bave not had the departurs form collected from them

D L T L T evapy arties: dan

SIIT T e S I A S 31 e e\ AR Al LUTin A0 1 21 e RV g0 e

. by the carrier.
. In the cass of an alien whose departure form was not removed from
the pASSpOrt upon ure and who subsequeantly returns to the
United States, somet upon departure the carrier will remove
the eaxrlier departure form and submit that to INS. This results
in the alien being classified as a confirmed departure even .
though 'he or she may have actually departed in a timely manner.
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INS is wo ch & procedure to collect srrival and departure
data elect cally. While this procedure, if adopted, will
reduce ths magnit: of exxox in the data, uniess the haited
States is willing to establish a control mechanism for all
parsons seeking to depazt the United States, errors will comtime
to exist in the dats system. The information collected will
sventually be available on line to both INS and DOS as part of &
mutual data sharing initiative,
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DEPARTMENT OF THE TREASURY
U8, CUSTOMS SERVICE
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AUD O00:BEOAS MB

Mr. Harold ¥, Geisel

Acting Inspactor Generxal

United States Department of State
Washington, D.C. 20520

Dear Mr. Geisel:

Thank you for providing us with the opportunity to review your
draft z'aport. ct:lod. "Review of the Noniomi. t visa-Issuing
Procesa, Phase I3.* We are pleased to prvvﬁn“yw with our
enclosed comments.

Please do not hesitate to call me at (202) 937-2720 if you or
your staff have any questioms.

Sincerely,

2 'mnyD-lnonl

Diractor
Bvaluation Overaight and
Aralysis Staff

Enclosure {classified)
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT
‘of Federal programs and resources ‘
hurts everyone.

Call the Office of Inspector General
HOTLINE
202/647-3320
to report illegal or wasteful activities.

Collect calls accepted. -

Or write to
Office of Inspector General Hotline
U.S. Department of State
Post Office Box 9778
Arlington, VA 22219

Cables to the Inspector General

should be slugged "OIG Channel—State"
to ensure confidentiality.

Audits are conducted by the Office of Inspector General under authority of Section 209 of the Foreign
Service Act of 1980, as amended, and as provided for by the Inspector General Act of 1978, as amended.
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nit ]é)States Department of State

The Inspector General
Washington, D.C. 20520

PREFACE

This report was prepared by the Office of Inspector General
in fulfillment of our responsibilities mandated by the Inspector
General Act of 1378 and by Section 209 of the Foreign Service Act T
of 1980. It is one of a series of audit, inspection, security
oversight, investigative, and special reports issued by my office
as part of our continuing efforts to promote positive change in
the Department of State and to identify and prevent waste, fraud,
abuse, and mismanagement. , :

The report is the result of a careful effort to assess both
the strengths and weaknesses of the post, office, or function
under review. It draws heavily on interviews with employees of
the Department of State and other interested agencies and
institutions, and reflects extensive study of relevant documents
and questionnaires.

The recommendations included in the report have been
‘developed on the basis of the best knowledge available to the
Office of Inspector General and have been discussed in draft with -
the offices responsible for implementing them. It is our hope
that these recommendations will result in a more effective and
efficient Department of State. ,

I wish to express my apprecmatlon to all of the employees
and other persons who coopérated in the rev1ew documented by this

report.

L

4@@

Harold W. Geisel
Acting Inspector General
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s T /NOFO
ABBREVIATIONS

Bureau of Consular Affairs

Office of Visa Services, CA

Central Intelligence Agency
Consular Lookout and Support System
Drug Enforcement Administration
Federal Bureau of Investigation
Foreign Service Institute

Bureau of Intelligence and Research
Office of Terrorism and Narcotics Analysis, INR
Immigration and Naturalization Service '
Memorandum of Understanding «

Narcotics and Dangerous Drugs Information System
National Automated Immigration Lookout System
Nonimmigrant visa

Office of Inspector General

Treasury Enforcement Communications System

SECRET/NOFO
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SECRET/NOFORN

FINDINGS COMMENDATIO

(S) This is a classified annéx to audit report 5-CI-004, Review
of the Nonimmigrant Visa-Issuing Process Phase II. The Office of
Inspector General (O0IG) identified a variety of findings of a

sensitive nature and have included them in this annex. 1.4(D)

SECRET/NOFORN
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' SECRET/NOFORN FOIA B3, B7(D), B7(E)

(U) Recommendation 34: We recommend that CA restart an

active interchange of views with DEA leadership to assess
DEA operational concerns and CLASS lookout data needs and
arrive at mutually satisfactory solutions.

{U) CA and DEA agreed with this recommendation.

‘E. TIPOFF staffing

"(8) In 1987, INR started what has become known as the TIPOFF
system of records. TIPOFF is a classified database of
terrorists, based on information provided by the U.S.
intelligence community. After being sanitized and declassified
by INR’s Office of Terrorism and Narcotics Analysis (INR/TNA),
the TIPOFF record on the alien--name, date, place of birth,
passport number of applitant, and a code designator--is entered
into CLASS as "00." INR/TNA personnel can enter such data into
CLASS directly.

FOIA B2

SECRET/NOFORN
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(S) 8Since its inception, TIPOFF has generated a number of
success stories in preventing potential terrorists from entering
the United States. As of September 1994, 152 persons have been
denied visas as a result of a TIPOFF hit in CLASS, and an
additional 40 persons have been denied entry by INS. The
activities in which these individuals participated ran the gamut
from bombings, assassination, hijacking, and hostage~taking, to
solicitation for terrorist acts and other activities. One TIPOFF
hit led to the arrest and indictment of a terrorist who was
involved in the bombing of the U.S. Marine house in La Paz,

Bolivia.

{S) The total staff managing TIPOFF in INR/TNA consists of two
individuals, a GS-14 and a GS-12 (the GS-12 position was upgraded
from a GS-11 position in June 1994). These employees review
daily the pertinent telegraphic traffic, extract information and
make entries into the classified database, obtain permission from
the originating agencies to use the data in the above indicated
lookout systems and act as liaison with CA/VO and INS on a 24-
hour availability basis.

(s) Thus far, it appears that the system is working well, mainly
due to the enterprise, interest, and willing sacrifice of the two
individuals involved. However, any system depending solely on
two persons is extremely fragile. Should one or the other of the
two employees become ill, transfer, retire, etc., the system is
likely to either break down or limp along for some time. Given
the volume of work handled, we believe that the TIPOFF staff
should be increased to a more appropriate level.

(S) Recommendation 35: We recommend that INR review the

current and projected workload of the TIPOFF staff,
including their 24-hour daily responsibilities, and increase

staffing if appropriate.

{(U) INR did not comment on this recommendation.

24 NOF:
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CONSOLIDATED LIS F_RECO DATIONS

. y

1.4(D),

"{U) Recommendation 34: We recommend that CA restart an
active interchange of views with DEA leadership to assess
DEA operational concerns and CLASS lookout data needs and
arrive at mutually satisfactory solutions.

(S)_Recommendation 35: We recommend that INR review the

current and projected worklcad of the TIPOFF staff,

including their 24~hour daily responsibilities, and increase
staffing if appropriate.

CRET /NOF:
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SECRET/NOFORN 1.4(D) APPENDIX A

OEPARTMENT OF STATE 55

ASSISTANT SECRETARY FOR CONSULAR AFFAIRS
WASHINGTON

November 4, 1994

UNCLASSIEIED
(with SECRET attachment)

TO: OIG/AUD - Mr. John C. Payne
FROM: CA - Mary A. Ryan |~ for MOA—
SUBRJECT: Draft Audit Report on the Review of the

Nonimmigrant Visa-Issuing Process, Phase II

Attached for your use in preparing the final report of this
review are CA's comments on the draft NIV audit team report I
hope you find them helpful. OQur responses are still
incomplete, but we wanted to forward them to you in this form
so you could review them before the audit team departs for the
1V audit. We will provide further comments on the final report
during the compliance process.

In your report you have identified a number of systemic
issues such as personnel levels and quality of training that
would be better addressed by Department management than by CA.
These issues bear directly on the quality of consular work but
can only be properly addressed by those offices that are
responsible for them. The report also suggests a basic tension
between the need to improve quality and resources available to
do so. Lack of adequate personnel resources for management
controls and customer service is an issue of deep concern to
this Bureau and we encourage the OIG to continue to explore
this issue in ongoing reviews of consular processes.

Please feel free to contact my staff in CA/EX if you have any

questions on our comments. The contact person is Holcombe
Thomas at 202-647-1148.

SECRET/NOFORN
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SECRET/NOFORN APPENDIX A

{U) Recommendation 33: We recommend that CA restart an active
interchange of views with DEA leadership to assess DER operational
concerns and CLASS lookout data needs and arrive at mutually

satisfactory solutions.

(U} Responsge: CA agrees that closer cooperation between itself and
DEA would be beneficial to both offices. To that end CA will review
its exising Memorandum of Understanding with DEA to determine how
the MOU might be updated and enhanced. Thereafter, CA will seek
discussions with DEA with a view toward implementing our findings.

(5) Recommendation 34: We recommend that INR review the current and
projected workload of the TIPOFF staff, including their 24-hour
daily responsibilities, armd increase staffing if appropriate.

(S} Response: INR action.

12
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United States Department of State
Fe;rﬂ'gn Service Insticuse
National Foreign Affairs Training Center

4000 Artington Boulevard
Arlington, Virginia 22204

MEMORANDUM
TO: OIG/AUD - Mr. Jo&}n Payne
FROM M/FSI/EX - Ke Hunter

SUBJECT: Draft Audit Repofft: Review of the Nonimmigrant
Visa-lssuing Process, Phase II

Thank you for the opportunity to review the subject draft audit
report. Our response to the recommendations addressed to FSI are
as follows.

SECRET/NOFORN
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U.S. Department of Justics
Immigration and Naturslization Servics

Otfice of i Communoner 425 Epe Street AW,
Weshmgron, 0.C 20338

“ -' w
Mr. Harold W. Geisel
Acting inspector General
Department of State )
Washington, D.C. 20820 _ ~
Dewr Mr. Geisel:

Enclosed are the immigration snd Naturslization Sesrvice's {INS} comments on
the draft report titled, "Review of the Nonimimigrant Viss-lssuing Process, Phase (1.”
The Department of Justics, Office of inspector Genersl, forwarded 8 copy of the draft.
report to us for commaents. The report addresses problems for issuing nonimmigrant
visas, some of which affect the INS. Specificaily, we have comwnentad on and concwr
with recommendations 6, 9, 11, 12, 285, 27, and 28.

We appreciate your giving us ths opportunity to review and commaent on the
report. |f you have sny questions regarding the enciosed information, plesse call
Kathieen Stanley, INS Audit Lisison, at (202) §14-8800.

Sincersty,

/ﬁw c o 7?/;:’.4)2/1«;«.1{
Doris Maissner
Commissioner

Enclosurs

14
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SECRET/NOFORN ARFENDIX A

Memorandum

Subject Date
DRAFT Department of State Audit
Report: “Review of the Nonimmigrant 28 00T 954
Visa-Issuing Process, Phase II"

To ' From M&M ?Zé’*

Kathleen M. Stanley rﬁ’ma A. Pulec
Assistant Director Executive Associate
Analygis and Evaluation Branch Commissioner, Programs

Enclosed for your information are our comments in yesponse to the
Department of State Inspector Genmeral draft report titled
*Review of the Nonimmigrant visa-Issuing Process, Phase II." We
have keyved gur commenta to the relevant recomrendations in the
report,

Thank you for affording us the opportunity to contribute our
views to this work in progress.

15

UNCLASSIFIED

p o,



" UNCLASSIFIED

SECRET/NOFORN

16

UNCLASSIFIED






. RELEASED IN PART

! B2
gL

UNCLASSIFIED

U.S. Department of Justice E 3

Drug Enforcement Administration

Mr. Harold W. Geisel

Acting Inspector General
Office of the 1lnspector Genersal
Department of State
Washington, D.C. 20520

Dear ){lr. Geisgel:

Washingion, D.C. 20537

NoY 0919

The Drug Enforcement Administration (DEA) has reviewed the
draft report issued on the nonimmigrant visa-issuing process. We
eppreciate having the opportunity to comment on those portions
which affect our relationship with the Department of State (DOS).

FOIA B2

our respective agencies.

. Regarding Recommendation 33, the draft report clarifies some
of DEA's concerns es expressed in earlier meetings between our
respective staffs. However, it does not articulate a fully
comprehensive solution to our concerns regarding the handling of
sensitive information by visa-issuing personnel and foreign
service nationals. These issues, however, can be explored in
greater detail in discussions between the cognizant staffs within

Thus, DEA welcomes an active interchange of views with DOS
and looks forward to developing mutually satisfactory solutions
to these issues. To this end, I suggest that DOS give

17
) STATES DEPARTMENT OF STATE
! ¥ AUTHORITY: ROBERT R STRAND
ASE ID: 02 MAR 2009 200801204 UNCLASSIFIED
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SECRET/NOFQRN

Mr. Harold W. Geisel Page 2

substantisl consideration to reopening our informgtion exchange
agreements and revising them, both to reflect more current needs

and existing realities.

If you have any questions regarding this response, please
contact Audit Liaison Lawrence Xandrach at (202) 307-8305. At
such time a8 the Bureau of Consular Affairs may wish to initiate
discussions concerning thase matters, I request that they route
their request through DOS Liaisdn Jamas Mittica.

Sincerely,

Stepx: H. G:eene

Deputy Administrator

8 OFORN
18
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B3, CIA-PO, B6, 1.4(D)

26 October 1994

The Honorable Harold W. Geisel
Acting Inspector General
Department of State
.Washington, D.C. 20508

Dear Mr. Ge{sel: /Ja/wg/

On ‘September 27, 1994, you rwarded a copy of your draft
report eantitled Review of the Lemigrant Visa-Yssulng Process,
Phase II and asked that we make the draft available to
appropriate officials of our Agency. We have done so.

We are advised that'. apptopriate management elements of CIA

03
s

Thank you for the opportunity to comment on your draft
report.

Sincerely,

Fredexick P. Hitz

| A1l portions are e[ ]
; '«glassiried SECRET DECL O.
SECRET
19
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frmComments

COMMENTS FOR THE CASE

Fo Comment Updated Update

By On .

CHECKED OUR WORKFLOW VERSION AGAINST ISCAP HARD COPY. THER NIELSEBH 06-25-20
WERE THREE DISCREPANCIES. IN ONE CASE, WE RELEASED THE
SHEIKH'S PPT NUMBER, WHERE ISCAP HAD WITHHELD IT. THIS IS
INCONSEQUENTIAL, AND NO CHANGE IS NEEDED. OUR REVIEW
DIFFERED FOR TWO CIA COVER
I DID A NEW R/D LETTER TC REFLECT THE CHANGES ABOVE. I WIL NIELSEBH 06-25-20
LOCATE THE WORKSHEET AND MAKE THE CHANGES THERE AS WELL.
REC'D. R/D PACKAGE FROM THE REVIEWER, BARBARA NIELSEN ON BOONEAL 06-25-20
06/25/10.
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