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United States Department of State 

Washington, D.C. 20520 

AUG 20 2010 

Case No.: 200801204 
ISCAP No. 2006-025 

I refer to your appeal letter dated September 13, 2006 addressed to the 
Interagency Security Classification Appeals Panel (lSCAP) and to the ISCAP 
letter to the Secretary of State dated May 27, 2010, regarding the release of 
certain Department of State material under the Mandatory Declassification 
Review provisions of Executive Order 12958. In addition to the provisions of 
E.O. 12958, we also undertook to review the material under the Freedom of 
Information Act (Title 5 USC Section 552). 

In processing your request, the material which we retrieved from the Office of 
the Inspector General was processed in a way which resulted in a total of 23 
documents. After reviewing these documents, we have determined that six 
may be released in full, 16 may be released with excisions, and one must be 
withheld in full. All released material is enclosed. 

An enclosure provides information on Freedom of Information Act exemptions 
and other grounds for withholding material. Where we have made excisions, 
the applicable exemptions are marked on each document. The one document 
withheld in full was withheld under exemptions (b)(2), (b)(5), and (b)(7)(e). 
This document, numbered 01 G, was wi thheld by the Department of Homeland 
Security. 

In some cases, two or more exemptions may apply to the same document. In 
the case of a document released in part, all non-exempt material that is 
reasonably segregable from the exempt material has been released. 



2 -

With respect to material withheld by the Department of State, you have the 
right to appeal our determination within 60 days. A copy of the appeals 
procedures is enclosed. 

In some of the documents released in part, the Department of Homeland 
Security has withheld material under the following exemptions: 

Doc.01: 
p.8 - (b )(7)( e) 
p.36 - (b)(7)(e) 
p.37 - (b)(7)(e), (b)(2) 
p.38 - (b )(7)( e), (b )(5) 
p.39 - (b)(7)(e) 

Doc.01A 
p.50 - (b)(7)(e), (b)(2) 

Doc.01B 

Doc.02 

p.54 - (b )(7)( e), (b )(2) 
p.55 - (b)(7)(e), (b)(2) 

p.29 - (b )(7)( e) 

Should you wish to appeal any of the determinations made by the Department 
of Homeland Security, you may write to the USCIS FOIAJPA Appeals Office, 
150 Space Center Loop, Suite 500, Lee's Summit, MO 64064-2139, within 60 
days of the date of this letter. Both the letter and the envelope should be 
clearly marked "Freedom of Information Act Appeal," and should refer to the 
DHS case number COW 2008000009. 

In some of the documents released in part, the Drug Enforcement Agency has 
withheld information under the following exemptions: 

Doc.02 
p.23 (b)(3), (b)(7)(d), (b)(7)(e) 
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Doc. 03 
p.5-7 (b)(3), (b(7)(d), (b)(7)(e) 

Should you wish to appeal any of the detetminations made by the Drug 
Enforcement Agency, you may write, within 60 days of the date of this letter, 
to the following address: 

Chief, Operations Unit 
FOIlRecords Management Section 
U.S. Department of Justice 
Drug Enforcement Administration 
700 Atmy Navy Drive 
Washington, D.C. 22202 

We have now completed the processing of your case. If you have any 
questions, you may write to the Office of Infotmation Programs and Services, 
SA-2, Department of State, Washington, DC 20522-8100, or telephone us at 
(202) 261-8484. Please be sure to refer to the case number shown above in all 
correspondence about this case. 

Sincerely, 

~-~~~~ 
Margaret P. Grafeld, Director 
Office of Infotmation Programs and Services 

Enclosures: As stated. 



(b)( 1 ) 

(b)(2) 

(b)(3) 

The Freedom of Information Act (5 USC 552) 

FOIA Exemptions 

Withholding specifically authorized under an Executive Order in the interest of national 
defense or foreign policy, and properly classified. E.O. 12958, as amended. includes 
the following classification categories: 

1.4(a) Military plans, systems, or operations 
1.4(b) Foreign government information 
1.4(c) Intelligence activities, sources or methods, or cryptology 
1.4(d) Foreign relations or foreign activities of the US, including confidential sources 
1.4(e) Scientific, technological, or economic matters relating to national security, 

including defense against transnational terrorism 
1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities 
1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects, 

plans, or protection services relating to US national security, including defense 
against transnational terrorism 

1.4(h) Information on weapons of mass destruction 

Related solely to the internal personnel rules and practices of an agency 

SpeCifically exempted from disclosure by statute (other than 5 USC 552), for example: 

ARMEX 
CIt>. 
EXPORT 
FSA 
I Nt>. 
IRAN 

Arms Export Control Act, 22 USC 2778(e) 
Central Intelligence Agency Act of 1949, 50 USC 403(g) 
Export Administration Act of 1979, 50 App. USC 2411 (c)(1) 
Foreign Service Act of 1980, 22 USC 4003 & 4004 
Immigration and Nationality Act. 8 USC 1202(f) 
Iran Claims Settlement Act, Sec 50S, 50 USC 1701, note 

(b)( 4) Privileged/confidential trade secrets, commercial or financial information from a person 

(b)(5) Interagency or intra-agency communications forming part of the deliberative process, 
attorney-client privilege, or attorney work product 

(b)(6) Information that would constitute a clearly unwarranted invasion of personal privacy 

(b)(7) Information compiled for law enforcement purposes that would: 
(A) interfere with enforcement proceedings 
(Bl deprive a person of a fair trial 
(C) constitute an unwarranted invasion of personal privacy 
(0) disclose confidential sources 
(E) disclose investigation techniques 
(FJ endanger life or physical safety of an individual 

(b)(8) Prepared by or for a government agency regulating or supervising financial institutions 

(b)(9) Geological and geophysical information and data, including maps, concerning wells 

Other Grounds for Withholding 

NR Material not responsive to a FOIA request, excised with the agreement of the requester 
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United States Department of State 
Office of Inspector General 

Report of Audit 

REVIEW OF THE VISA-ISSUING PROCESS 
PHASE I: CIRCUMSTANCES SURROUNDING 

THE ISSUANCE OF VISAS TO 
SHEIK OMAR ALI AHMED ABDEL RAHMAN 

4-CI-007 

MARCH 1994 

IMPORTANT NOTICE 
This Department of State report is intended solely for the ocrtcil! use of the Department. or component tbcteof. or any 
agency or or&anizatioD receivin, a copy direcUy from the otrlCe of lnspec::lOr General. Public: availability or the 
documellt will be determined by the Inspector Geu.ctal Wlder the U.s. Codo.. 5 U.S.c. 552. 

I I- SECRET 

UNCLASSIFIED I 
UNITED STATES DEPARTMENT OF STATE 
REVIEW AUTHORITY: ROBERT R STRAND 
DATE/CASE ID: 29 MAR 2010 .20080120Y-' 
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT 
of Federal programs and resources . 

hurts everyone. 

can the Office of Inspector General 
HOTLINE . 

2021647-3320 
to report illt~ga1 or wasteful activities. 

Collect calls accepted. 

Or write to 
Office of Inspector General Hotline 
United States Department of State 

. Post Office Box 19392 
Washington, D.C. 20036-9392 

Cables to the Inspector General 
should be slugged "DIG Channel-State" 

to ensure confidentiality. 

Audits ate conducted by &be Office of InspeclOr General under aIlthority of Section 209 of tbe Foreip 
Service Act of 1980. as amended. and as provided for by the IQspectOt Generil Act of 1978. as amended • 
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United States Departmenl of Slate 

Th~ I nspector C~neral 

Washington. D.C. 20520 

PREFACE 

This report was prepared by the Office of Inspector General 
in fulfillment of our responsibilities mandated by the Inspector 
General Act of 1978 and by Section 209 of the Foreign service Act 
of 1980. It is one of a series of audit, inspection, security 
oversight, investigative, and special reports issued by my office 
as part of our continuing efforts to promote positive ch4nge in 
the Department of state and to identify and prevent waste, fraud, 
abuse, and ai811laJlagement. ' 

The report is the result of a careful effort to assess both 
the strengths and weaknesses of the post, office, or function 
under review. It draws heavily on inte~iews with employees of 
the Department of state and other interested agencies and 
institutions, and reflects extensive study of relevant documents 
and questionnaires. 

The recommendations included in the report have been 
developed on the basis of the best knowledge available to the 
Office of Inspector General and have been discussed in draft with 
the offices responsible for implementing them. It is our hope 
that these recommendations will result in a more effective and 
efficient Department of state. 

I wish, to express my appreciation to all of the employees 
and other persons who cooperated in the review documented by this 
report. 

Roscoe s. Suddarth 
Acting Inspector General 

UNCLASSIFIED 
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AUDIT REPORT 4-CI-007 

RBVIEW OP TBB VISA-ISSUING PROCBSS 
'. 

! PIQ.SB l:: CIRC0H8T~CBS SUUOmIDINO 

. ~ l:S8UUCB OJ' vzau 'to 

8BBl:1t OKU. ALl: .aBKBJ) UJ)BL 1WIMlUI 

'HAllCB 1 •• .& . 

I. EXECUTIVE §UfJlMARv 

(U) At least sIX persons who worshipped at 
mosques in Hew York and New Jersey where 
Sheik Ollar Ali Ahmed Abelel Rahman regularly 
preached jihad, or Muslim holy war, were 
accused of the February 26, 1993, bombinq of 
the 'World Trade Center building_ The 
bombing killed 6 persons, injured more than 
1,000 others, and caused damage estimat~d at 
more than halt a billion dollars. ~e 
publicity resulting from this act of 
terrorism and the request of several members 
of the Congress prompted the Office of 
Inspector General (OIC) to initiate a review 
of the process for issuing nonimmigrant 
visas, which we are performing in two 
phases •. 

(U) The goal of the first phase, which is 
concluded ~ith the issuance of this report, 
was to identify the circumstances 
surrounding the issuance of visas to the 
Sheik and to determine why efforts failed to 
prevent him from entering the United states 
or to expel him atter his entry. In the 
second phase we will focus on worldwide 

SECRET 
1 . 
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EXEcUTIVE SUMMARY 

systemic problems 01 the visa lookout system 
and the adequacy of internal controls for 
issuing ,nonimmigrant visas. 

(U) The Inspector General of this 
Department testified on this issue before 
open and closed hearings of the House 
committee on Foreign Affairs, the House 
Permanent Select Committee on Intelligence, 
and the Senate Select: Committee on 
Intelligence in June and July 1993. 

-----~---------------~) 

ee) sheik Abdel Rahman was born in Egypt in 
May 1938 and became bl·ind in infancy. A 
high-profile opponent of secular Egyptian 
regimes, he is known for his criticism of 
Gamal Abc1el Nasser, a past president of 
Egypt. Se was specifically accused of 
issuing the Islamic sanction in 1981 to Al-' 
Jihadists that resulted 'in the assass~nation 
of former Egyptian President Anwar Sadat. 
The Sheik's acquittal of these charges in 
1984, atter the courts confirmed that 
security officials had tortured him during 
his imprisonment, enhanced his reputation in 
fundamentalist circles. 

(0) Since entering the Onited States, it is 
alleged that he regularly preaches jihad. 
In cairo, he is also suspected of 
sanctioning a string of murders, including 
extremist attacks on foreiqn tourists, which 
have seriously damaged the multibillion­
dollar Egyptian tourist industry. 
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.. 
(S) Sheik Abdel Rahman submitted seven 
applications and received at least three 
'visas from two U.S. embassies. One of the 
visas was issued by the embassy in Khartoum 
in 1986, another by the embassy in cairo in 
1987, and the third by the embassy in 
Khartoum·in1990.- In addition, the Sheik 
may have received still another visa in 

.1988. 

• 

(U) Early in our review, several 
possi~ilities were advanced as explanations 
for how the Sheik was able to obtain u.s. 
visas _nd ultimately adjust his nonimmigrant 
status to that of leqal permanent resident 
alien. Among these explanations were: 

• Inadequate systems of control or 
inappropriate implementation of 
immigration laws, regulations, and 
guidelines, and the qenerally poor 
performance of both American officers 
and Foreign service nationals (FSNs) 
involved in the visa-issuing and 
immiqration processes~ 

• An agency or agencies of the U.S. 
Government conspired to brinq him into 

SECRET 
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the united States either to promote 
internal stability in Egypt or as a 
reward for service. rendered in 
assisting the U.S.~backed HUiabideen 
who 'were training in Pakistan for 
activities in Afghanistan; and 

.- .... "". 

• Individual officers or FSNs of the O.S. 
embassies in'cairo and Khartoum 
assisted the Sheik in obtaining visas 
for reasons·of personal gain, fear of 
reprisal, or sympathy with the Sheik's 
political view.·~~ 

.' (0) OUr work, thus far, has nQt led us to 
conclude that _n1 agency or individual 
employed by the U.S. Government. 
intentionally violated or circumvented 
immigration laws and regulations in order to 
help the Sheik gain entry to the united 
States. Rather, the documents we examined 
aDd the interviews we conducted indicate 
that the Sheik obtained visas to enter the 
United states and received peraanent 
resident status because of inadequate 
systems of control and inadeque.te 
implementation of immigration laws, 
regulations, and guidelines. We also 
attributed this breakdown in the systems to 
the poor performance by some Of the American 
officers and FSNs involved. 

(0) The review team examined data and met 
with former and current officials of the 
u.s. embassies in cairo and Khartoum where 
the visas wera issued. Also, the team 
interviewed FSNa who were employed by the 
embassies at the time the visas were issued. 
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(U) Records of visa applications and 
issuances normally are not retained by posts 
mor~ than one year. The team's ,efforts 
were, therefore, hampered by the absence of 
key documents, which had either been 
routinely destroyed or destroyed by the 
Department of State ,during the 1991 " 
evacuation of the aba.sy in JChartoWII, and 
the need to rely on the .emeries of key 
individuals of events which occurred 3 to 7 
'years ago. '.rheir recollections of relevant 
past events were sometimes unclear and, on 
n~~.~lnn. conflicting. I I 

(U) Although Sheik Abael Rahmanls name 
should have been entered into the 
Department's lookout system after his arrest 
in 1981, his name was not put into the' 
system until 1987. During this 6-year 
period, he was issued at least two u.s. 
nonimmigrant visas. '.rhe reasons identified 
for not including the Sheik's name in the 
lookout system were that: the embassy had 
higher priority concerns, it was believed 
that the Sheik would not want to travel to 
the ~nited states: there were frequent 
changes in the staff at posts; and no group 
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in Washington or at posts was specifically 
accountable for proactively identitying and 
preemptively including the names of 
ineligible parsons 'or parsons thought to be 
ineligible into the consular lookout system. 

ee)- Even 'after-the -name'-was added to the 
system, the loo~ut was not checked, as 
required, when be applied for-and was issuec 
a ~.t.rd visa. This oversight occurred 
because the FSH who was delegated the 
responsibility did n9t perform this vital 

-step, but indicated oh the form submitted to 
the American officer that he had checked the 
consular microfiche lookout system. In 
addition, adequate controls were not in 
place whereby the American consular staff 
could ensure that-the antiquated,- time­
consuming, and difficult-to-use consular 
microfiche lookout system had been checked. 

.... 
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· . · · , (S) Although persons in the Department 
recognized within weeks after it happened 
that an error had been made when the third 
visa was issued to the Sheik, they did not 
notify the Immiqration and Naturalization 
Service (INS) until approximately 6 months 
later, durinq which time the Sheik had made 
several trips into and out of the united 
States. The late notification of INS was, , 
attributed to the post and the Department's 
Bureau of Consular Affairs (CA) mishandlinq 
of the process for revoking the visa. 
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(U) EVen after the Department finally 
notified~INS of the mistake in issuing the 
third visa to the Sheik in.1990 an~ advised 
INS that the visa bad been revoked, INS. 
continued to miss bis departures trom an~ 
entries into the united States. We did not 
perform a· comprehensive ··review of the INS 
role on this. matter because such a review is 
outside ot the authority ot the OIG ot the 
Department ot state. How~er, our work 
revealed that weaknesses in the :tNS lookout 
system and apparent buman errors, such as 
not comparinq the nam~ on the INS . 
Arrival/Departure Card 'with the name in the 
Sheik's passport (when the Sheik used 
different variations ot his name each time), 
also contributed to INS missing him on 
subsequent entries. 

(U) The INS acted positively on the Sheik's 
request for adjusted status and issued a 
green card to him on April 8, 199~. 
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." 

processing of each adjustment of status 
application, the Biographic Information 
Inquiry should be promptly sent to the 
consular office to obtain adverse 
information on any ineligibilities related 
to the appl icant.,.J 

(U) Appeal procedures availabie to the 
Sheik under current immigration law.and his. 
later being taken into custody by the INS 
have thus far effectively stalled actions to 
deport him. In January 1992, the Department 
of Justice identified its intent to rescind 
the Sheik's adjustment of status. The 
recision occurred in March 1992. After 
requesting political asylum in the April 30, 
1992, exclusion hearing, the Sheik's request 
was denied in March 1993 as the immigration 
judge ordered him excluded and deported. 
The Sheik appealed the ruling in late March 
1993. In July, the Board of Appeals 
dismissed the appeal and the Sheik was taken ' 
into custody, where he remains as of March 
1994. ". 

Recommendations (U) If the Department is to reduce the 
likelihood of a recurrence of visa issuance 
to individuals who Ilay pose a threat to 
American society, it must institute a number 
of changes. We are making the following 
recommendations to bureaus and offices of 
the Department and will make others based on 
the work performed in the second phase of 
the review: 

• Develop and disseminate guidanc's to 
posts which defines criteria for 
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.~ 

processing of each adjustment of status 
application~ the Biographic 7nformation 
Inquiry should be promptly sent to the 
consul~r office to obtain adverse ' 
information on any ineligibilities related 
to the applicant.,J 

(U) Appeal procedures aVailable to the 
Sheik under current immigration law and his 
later being taken into custody by the 7NS 
bave thus far effectively stalled actions to 
deport bim. 7n January 1992, the Department 
of Justice identified ita intent to rescind 
the Sheik's adjustment of status. The 
recision occurred in March 1992. After. 
requesting political asylum in the April 30, 
1992, eXClusion hearing, the Sheik's request 
was d~nied in March 1993 as the immigration 
judge ordered him excluded and deported. 
The Sheik appealed the'ruling inlete March 
1993. In July, the Board of Appeals 
dismissed the appeal and the Sheik was taken ' 
into cUstody, where he remains as of March 
1994. ' .... 

Recommendiiions (U) 7f the Department Is to reduce the 
likelihood of a recurrence of visa issuance 
to individuals who may pose a threat to 
American society~ it must institute a number 
of changes. We are making the following 
recolDlDendations to bureaus and offices of 
the Department and will make others based on 
the work performed in the second phase of 
the review: 

• Develop and disseminate guidance to 
posts which defines criteria for 
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preemptively placing the names of 
individuals who may pose a danqer to 
the American public into the consular 

~ lookout eystell before they apply for a 
nonimmigrant visa. 

Require each.mission·to establish a 
committee with 'representative. of its 
consular, political, and intelli9'ence 
resources that meets regularly for the 
purpose of illplementing the previously 
stated criterill'i'I- and ensuring· that the 
names of undesirables are put into the 
lookout system betore they apply tor a 
noniDDigrant visa. 

Establish controls to ensure that the 
consular lookout .ystem is checked as 
part of the vi.a issuance process 
(especially when the visa microfiche 
lookout system i. used). 

(S) In prOViding comments, the Under 
Secretary tor Management, the Bureau of 
Intelligence and Researcb (IHR), CA, and INS 
fully ~+eed with the report's recommenda­
tions, ~ the CIA/OIG bad no obj ection to (; 
the report's recommendations~l In addition, 
the Under Secretary for Management stated 
that the Deputy secretary in his capacity as 
Acting Secretary of state had already 
directed chiefs of-.ission to establish a 
committee with representatives of 
appropriate sections and agencies to review 
the name. of individuals who should be added 
to the lookout list, and that a number of 
posts had already reported on the results of 
their initial beetings • 
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(S) similarly, I"n stated that embassies 
and consulates had been instructed to submit 
information on suspected terror!sts in the 
name of the "Visas Viper" program. 'l'hat 
information would be reviewed by INR and CA 
to determine if it·.et the requirements for 
inclusion in the :~ookout system. rAlso, INR 
had coordinated its efforts with~e CIA, 
the Federal Bureau of Investigation (FBI), 
the National security Agency, the Defense 
Intelligence Agency, the Secret Service, 
INS, and customs to determine which agencies 
will be on distribution for the Viper 
messages and how those agencies will handle 
Viper information. \ 

. ,--
(U) Some .agencies recommended changes to 
the draft report to clarify issues addressed 
in the report, some of whic:;:h we have 
incorporated in'this· report, others we have 
highlighted and addressed below. To review 
the comments In their entirety, see 
Appendices D through B of the report. 

) " 

(8)1 Jbelieved the report ~ent 
out ox 1tS way ~ attribute the failure to 
check the consular microfiche to the 
consular officer rather than the FSN 
involved, and that the report placed too 
much emphasis on the 1988 application the 
Sheik made in Cairo. We believe our 
discussion of these issues is appropriate 
primarily tor two reasons. ! 

• The INA and the Departmentls Foreign 
Affairs Manual (rAM) clearly place the 
responsibility, for issuing vIsas and 
ensuring that Department procedures and 
policies for processing visas are 
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effectively and efficiently carried 
out, with consular officers. This 
would include not only examining visa 
applications to ensure that notations 
are properly made, but also 
periodically looking behind these 
notations. and .. implementing internal 
control procedures to ensure that they 
are carried out •. 

~r-~--------------------------------~ 

SECRET 

12 

UNCLASSIFIED 

I 

-
i 
I 
f 
I' 
I 

FOIAB2, B3 

I 
I 
I 
I 
I 
I 
I 

i .J 



I 

• 
I 
I 
I 
I 
I 
I 
I· 
Ie 
I 
I 
I 
I 
I 
I 

Ie 
f 

UNCLASSIFIED 

EXECUTivE sUMMARy 

(S) The INS offered a number of reasons why 
it did not intercept the Sheik at u.S. ports 
of entry. It stated that (1) the Department 
of State issued the certificate of 
revocation and asked that it take action to 
refuse entry to Abdel Rahman, (2) the 
revocation was made under the name of Omar 
Ali Abdel Rahman; (3) Egyptian passports do 
not specify a format tor the bearer's name; 
(4) the Sheik's'passport listed his name as 
Omar Ahmed Ali Abdel Rahman with Rahman 
placed on a separate line; and (5) the Sheik 
subsequently entered the'United States under 
the name Ahmed Omar and adjusted status 
under the name Omar Ali. While we did not 
perform a comprehensive audit of the INS 
role on this matter, 'we accept the INS 
assessment~ As indicated in the report, 
however, we also believe that the INS kept 
missing the Sheik at ports ot entry because 
of problems with its lookout system and 
apparent human errors. Such weaknesses must 
be corrected to prevent similar occurrences 
in the future. 
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II. PURPOSE 'ANP SCOPE 

CU) The OIG Office of Audits performed a review'to determine 
the circumstances surrounding the issuance of visas to Sheik 
Abdel Rahman by the U.s. Embassies in Cai~o and Khartoum and 
to examine efforts to prevent the Sheik from entering the 
united states or to expel him after his entry. ,The rev~ew was 
initiated pursuant to the requests of several Members of 
Co~gress and the national publicity resulting from the World 
Tra,de Center bombing- 1'he initial requests were made by the 
Honorable Tom Lantos, Chairman of the Subcommittee on 
International Security" International organizations and Human 
Rights, House committee on Foreign Affairs, and by the . 
Honorable Elton Gallegly, Member of the Subcommittees,on 
Europe and the Middle East, and on ·the western Hemisphere, 
House committee on Foreign Affairs. The Honorable Olympia J. 
Snowe, Ranking Republican Member of the Subcommittee on 
International Operations, ~ouse Committee on Foreign Affairs, 
and the Honorable Benjamin A. Gilman, Ranking Republican of 
the House Committee on Foreign Affairs, joined Congressman 
Gallegly in requesting a review and posed a number of 
questions concerning the various visa lookout systems. The 
questions are partially addressed in Appendix 8 of this 
report. We will more fully address these questions during the 
sec~nd phase of our review. 

(U) The review is being condUcted in two phases. This report 
describes the results of~the first phase where we reviewed the 
circumstances surrounding the issuance of the visas to the 
Sheik and efforts to prevent him from entering the united 
states or to expel him after he had entered. In the second 
phase we will focus on identifying worldwide problems with the 
lookout systems and evaluate the adequacy of internal controls 
for issuing'nonimmigrant visas. 

(S) Work on the flrst phase.,~_as performed during the .period. 
u ...... ,..'" i-h .~ November 1993. ":.\ 
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(U) We testified on the preliminary results of our work in 
open and closed hearings before House and Senate subcommittees 
and committees on June 30, July 21, July 22, and-July 27, 
1993. -

(U) To meet the objectives of the first phase, we examined 
relevant records and interviewed American officers and FSNa 
who were assigned to Embassy Cairo and Embassy Khartoum at the 
time of tbe review and when the visas were issued. Also, we 
interviewed American officials·in Paris, Asmara, Addis Ababa, 
and Nairobi who were assigned to the u.S. Embassies in cairo 
and Khartoum in 1986, 1987, ·and 1990, when the visas were 
issued to the Sheik. 

. . 
(U) In Washinqton, the audit team reviewed records and 
interviewed officials of tbe Departmen~ of State's Sure au of 
Near Eastern Affairs (NEA), Bureau of African' Affairs CAF), 
O~fice of Counter-terrorism (S/eT), CA,and INR. Interviews 
of u.s. Government officials in organizations outside of the 
Department.of state included the (1) INS and FBI, (2) _ I 

Department of Treasury's O.S. customs Service, and (3) CIA. 
All persons interviewed were knowledgeable about the visa .. 
issuance process or the various "lookout systems." We also 
reviewed,existing ti~es of INS and the U.S. cUstoms Service. 

CO) . Data were largely not available on the circumstances 
surrounding the visas issued to Sheik Abdel Rahman in Khartoum 
in 1986 and 1990. Pertinent records were destroyed,when the 
post was eva~uated between January and· April 1991 in 
connection with the Desert Storm campaign. other records were 
purposely destroyed in order to reduce to a bare minimum the 
time required for a possible emergency destruction. Federal 
law and regulations also require periodic destruction of 
records as a matter of course. Therefore, in recon~tructing 
the sequence of events surroundinq the issuance o~ visas to 
the. Sheik and information relating to Embassy Cairo's 
bioqraphic files on the Sheik prior to 1987, we were forced to 
rely upon the recall of the knowledgeable individuals, which 
was not always clear and concise. 

(U) In planning both phases of the assignment, emphasis was 
placed on responding to questions concerning: 
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• the effectiveness of the Department's lookout system 
and how it interfaces with those of other agencies; 

• the vulnerability of the visa-issuance process to the 
issuance of fraudulent visas, 

• the adequacy of procedures used to properly identify 
visa applicants: and 

• the adequacy of human and equipment resources 4t 
overseas po~ts, which affect the posts' capabilities 
to handle the visa workload. . 

(U) The review was conducted in acoprdance with generally 
accepted government auditing stan4ards and included 
appropriate tests to evaluate the adequacy of internal 
controls and p'rocedures that the team considered necessary 
under the circumstances. 

(U) Work on the audit.was performed by the staff of th~ 
Office of Inspector General's Office ot Audits, Consular and 
International Programs Division •. Major contributors to this 
report were Edward Brennan, division director, Norma Brown, 
audit manager: Louis Mccall, OIG inspector and consultant to 
the teamr Gary Petrovich, Shyrl Coker, and James Doty, 
auditors. 

' .. 

-', 
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III. BACKGROUND 

(e) Sheik'Abdel Rahman, a high-profile opponent of secular 
Egyptian regimes, was born on'May 3, 1~38, in the Delta 
governorate ot Daqahliyya, Egypt •. He became blind at the age 
of 10 months. After graduating from Al-Azhar University in 
1965, be was assigned to a village mosque in the Fayoum 
governorate. He received a masters degree 2 years later and 
was promoted to a mosque 1n the city of Fayoum. He received a 
doctorate degree with bonors from the Al-Azbar's Asyut ,campus 
in 1972, ,and ,left Egypt in 1977 to teach at a 'women's college 
in Saudi Arabia. For unknown reasons, he returned to Egypt in 
1980,1 year before the assignment. was scheduled to end. At 
the Asyut campus, where be latar returned, he was appointed as 
cbairman of the Department for Explanation of the Koran 
(tafsair). In the late 19708, he was known for his criticism 
ot Gamal Abdel Nasser, a former president of Egypt. 

(S) Sheik ADdel Rahman's prominence increased in 1981, when 
the government accused him of being tbe spiritual leade~of 
the AI-Jihad group that assassinated president Anwar Sadat • 
He was sp~~ifically accused of issuing the nfatwa," or the 
Islamic-sanction for Sadat·s assassination, which revealed to 
AI-J1hadists·that it was consistent with Islamic Law to remove 
a leader who did ~ot rule according to God's ordinances. 

(S) The acquittal of tbe charges in 1984, ,fter the courts . , ..... 
confirmed he had been to+tured by security officials, further 
efihanced his 'reputation in fundamentalist circles. His 
repeated arrests between 1985 and 1989 for attempting to take 
over mosques, inciting violence, attacking police officers, 
and demonstrating illegally, resulted in imprisonment and in 
his being placed under house a~$est until he left Egypt for 
S~~an in March or April 1990. lIn 1987 and 1988, the Sheik was 
'also convicted o'f several counts of falsifying checks. From 
Sudan, he went to Pakistan. He arrived in the United States 
in July 1990, 2 months before he was acquitted of the 1989 /_ 
charqes. . ' 

(U) In the United states, the Sheik has regularly preached, 
in support ot jihad, or Muslim holy war,lat the Abu Bakr i 

mosque in Brooklyn and the Ai-Salaam mosque in Jersey City. 
The mosques have been identified as sites of worship for at 
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least six of the suspects accused' of the Pebruary 26, 1993, 
bombinq of the World Trade center building. That bombinq 
killed 6 people, injured more than 1,000, and caused damage 
estimated at more than half a billion dollars. 

. , 

(S) The Sheik·. message bas included calls to eradicate 
anyone who stands in the way of Islam and to replace the~ 
Egyptian Government with a fundamentalist 'Islamic state.· He 
"p'~~!ply attacked the regime of Egyptian President Hosni 
'Mub.rak and stated that he, believes Mubarak should suffer the 
same fate as Sadat •. Some claim be'is Using the United states 
as a base to organize and raise money for the Gamaa Ai 
IIlam1ya violent. campaign to unseat the'Hubarak regime. In 
Cairo, he is also suspected of sanctioning a string of . 
murders, l~cluding extremist attacka on foreign tourists, 
which have seriou~)y damaqed t~e ~ultibillion-dollar Eqyptian 
tourist industry.;; . , . i' 
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" IV. RESULTS'QF REVIEW 

1 4(D) ForA B3 

'our work us us to CQne u e 
'---If'1'il5.-:Jn'lV'-.,.,'''I''B'',...,..,..,.,J·or individual employed by U. S. Government.: ;­

agencies intentionally violated or circumvented~mmigratiori 
laws to bring the Sheik into the United states,:either to 
promote internal stability in Egypt or to rewarb:him for 
services rendered in assisting the U.S.-backed Afghan 
Muiahideen that. were based in Pakistan.~~, -What we did find, 
rather, was evidence of: sloppiness: poor performance by some 
American officers and FSNs involved; inadequate systems of 
control: and inadequate implementation of immigration laws, 
regulations, and guidelines. 

Our wor 

• The Sheik was i~sued the first two visas largely 
because of comm~ication breakdowns within the mission 
betWeen the technical expertise of the consular 
section and the knowledge of local people and 
conditions held by the political and intelligence 
re~ources at posts. The breakdowns in communication 
between these groups and the Department resulted in 
the' Sheik's name not being entered into the consular 
lookout system in a timely manner. 

• Even after the name was added to the system, a third 
visa was issued,to the Sheik by Embassy Khartoum in 
May 1990 because the,consular staff failed to perform. 
the required name check in the lookout system before 
issuing the visa, and adequate controls were not in 
place to ensure that the name check requirement had 
been met by the staff. . j.;' 

SECRET 

19 ' 

UNCLASSIFIED 

A(D) FOTA B3 



• 

• 

• 

UNCLASSIFIED 

SECRET 

• Efforts to revoke the latter visa were delayed because 
confusion existed between the Department and the post. 
This caused INS agents at U.S. ports of entry to be 
notified even later of the visa revocation. 

• The Sheik's July 18, and November 15, 1990, entries .. :h 

• 

. were not detected because his name had not been 
provided to INS and entered into its lookout system 
until December 1990. . . 

Subaeque~t effort~ to· intercept him during his 
arrivals and departures at U.S. ports of entry failed 
because of weaknesses in the INS lookout system, e.g., 
transliteration problems, .and because INS officers.at 
the port of entry did not even compare the name on the' 
INS form to the name in the Sheik's ·passpo~. 

. \. 

• Efforts to deport the Sheik failed partly because of 
communication problems: for example, while one INS 
office was pursuing an investigation to determine if 
material misstatements had been made which could 
subject the Sheik to prosecution and/or deportation 
proceedings, another was processing his application 
for an adjustment. to permanent resident status,' which 
was approved on April 8, 1991. 

CU) Can the series of omissions and commissions that occurred 
regarding the Sheik happ~ again? We believe that the 
problems ve 'identified persist and can reoccur. Our 
discussion of the issues and recommendations for correctiVe 
actions are identified below. 

A. Kbartoum; The 1986 Visa 

. CSl On December IS, 1986, Sheik Abdel Rahman 'applied for and .. ' 
received what was most likely bis first u.S. nonimmigrant 
visa. The decision by Embassy Khartoum to issue the visa vas 
based on the information available to tbe adjudicating officer 
at tbetlme.the visa was issued. The embassy did not submit 
an inquiry to the Sheik's consular bome ~lstrict in Cairo 
because there was no requirement to do so. 
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Embassy Khartoum had difficulties in qettinq an 
ced sular officer. 1.4 D) FOIAB3 

.. 
~4(D)FOIAB3 
(At ' 

~th~a"""!'t--::-t-:i-m-e-,---:"tb-=--e-p-o-s-:-t-w-a-s-i-:-s-s-u-i::-n-g-a-p-p-r-o-x~i-ma--:-t-e-=-ly--=-3=O=O-t:-O-3::-:5=-O-=--' 
immigrant visas a month, primarily to Eritrean refugees. This 
was a signi~icant workload for a small st whose consular 

af ed b two officials 
.4(D) ForA B3 I 

-------'-_----.11' 
(U) There are, however, several important points that should 
be noted regarding the 1986 visa. 

• Had Embassy cairo, the Sbeik's bome district, 
.entered his name into the consular lookout system 
in a more timely manner, a visa would likely. not 
bave been issued to him, assuming Embassy 
Khartoum's consular section would have checked 
the microfiche lookout system. 

• In subsequent visa applications consular officers 
give weight to evidence that a person has 
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received a previous visa and has not abused the' ,'/ I 

visa by overstaying 'in the United States. 
Theretore, the 1986 Khartoum visa may have helped 
to ease the Sheik's path for tuture visas by 
establishing his credibility as a cleric and 
religious scholar who was in demand 
internationally but who would return to his home 
abroad. 

B. CAiro; The 1987 Visa 
~ . .: .. "... ":" .... 

(S)' Sheik Abdel Rahman presented three applications for 
nonimmigrant visas.to the Cairo consular section in April 
1987. The first two applications were refused under section 
214(b) of the INA because the adjudicating officer ruled that 
the Sheik had not overcome the presump~ion that· he was an 
intending·immigrant. On the third appl~eation, on April 26, 
1987, the Sheik presented letters requestinq his appearance to 
preach at.mosques in the United states as well as a retum 
airline ticket; enabling him to overcome the previous section 
214 b refusals and to be issued a 3 month visa O,.l 

, The officer 
~--~~~~~~----~--~--~~~----~u~-a-f~t-e-r--r~e~'ceiving the 

needed documents decided to issue the vis. because ot his 
understanding that the Sbeik had not been convicted of any 
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(S) To explain why the Sheik was not entered into the 
consular lookout system in a more timely manner, we were told 
that the embassy had higher pri~rity concerns, including . 
another terrorist organization~pf Palestinian origin that was 
anti-American, and.the larger internal instability problems in 
Egypt •. Add to this, the frequent changes in Embassy staffing 
(with~the resultant loss of institutional memory) and the two 
assumptions: (1) that the Sheik did not want to visit the 
United States; and (2) that someone else at the embassy or in 
Washington would enter his name into the system, and then the 
simple task ot adding the Sheik's name to the consular lookout 
system, which seems obvious in hindsight, was not done in a 
timely manner. 

(U) Sheik Abdel Rahman's name should have been entered into 
the consular lookout system under section 212(a)28{F) or 
section 212(a)27 o~ the INA then in effect. section 
212(a)28(F) relates to visa ineligibility for advocating the. 
violent overthrow of a .government. Section 212 (a)'2; states 
that -Aliens who the consular officer or the'" Attorney General 
knows or has' reason to.be1ieve seek to enter the united States 
solely, principally, .or incidentally to engage in activities 
which. would be prejudicial to the public interest, or endanger 
the welfare, safety or. security of the United States'· are 
ineligible to receive visas and should be excluded from 
admission to the United states. Under the INA in ef~ect at 
t~e time, section 212(a)27 was used to deny visas to 
terrorists. In the case of both sections of the law, a quasi­
re~usal finding could have been made by the post at least 
initially. 

(U) Department procedures permit the names of potentially 
ineligible applicants to be entered into the lookout system by 
posts as quasi-refusals, rather than actual refusals, when a 
formal application has not b~en submitted or the alien is not 
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available for an interview at post. As indicated, a quasi­
refusal under cod~ 77, ~hich Cairo later used for the Sheik, I 

. represented an all.en preswned ineligible under Section .. 1 

212 (a) (27) of the INA. .. . j 
(0) Tbe code 77 does not mandate that a visa application be .~ 
denied. It does require that the post with information about 
the applicant be queried and that a security advisory opinion 
be submitted to the Department, and a reply received before any 
final action on the application is taken. 

(U) Th~ ~estion that arises is, at What point should the 
Sheik's name have been entered into the automated visa lookout 
system? There is no guidance from the Department about what 
should trigger a decision to proactively identify and ' 
preemptively enter the names of ineliqible persons or persons 
thought to be ineligible for a visa into the consular lookout 
system be~ore an application is submitted. . 

(C) Following the assassination of Egyptian President Anwar . 
Sadat in 1981, a crackdown by the Government of Egypt resulted 
in thQ arrests 'of hundreds of individuals. Hot everyone 
arrested could be said to have received "due process." In the 
subsequent trials (1982-1984), although some ot the accused 
were convicted and executed, the Sheik and others were 
acquitted'by Egypt's independent judiciary. Nevertheless, 
during the trial, ~~ssy ~a~rp reported that Sheik Abdel 
Rahman was "the number one suspect~· Moreover, given the 
position of Sheik ADdel Rahman as the Amit or spiritual leader 
of the radical fundamentalists, some observers question. 
whether Egypt could have withstood the likely internal 
instability that would have followed the conviction and 
execution of the Sheik. In acquitting the Sheik, the court 
was not enaorsing the Sheik's innocence, but was accepting the 
Sheik's claims that he had been tortured by the authorities 
whil~ in prison. The court refused to accept evidence that 
had been obtained through torture. . 

(S) Generally, it was a practice in Embassy Cairo's consular 
section that all applicants for nonimmiqrant visas, except 
those whose applications were accompanied by a diplomatic note 
and those in the Egyptian military whose applications were 
accompanied by an equivalent .ili~ary document, had to apply 
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The FAM stated that a quasi-refusal can oniy be upqraded to an· 
actual refusal when there is an actual application on hand for, 
adjudication. 

C. Cairo; A Possible 1988 ViSA 

eC) On May 5,1988, Sheik Abdel Rahman applied for another 
visa at Embassy Cairo. His visa issue4 on April 26, 1987, had I eXpired by that time. \ . . " •• ~ 

(S) Accordinq to the FSN, she placed the application in the 

I 
I 
• 

FOIA 82, 83 

pile representinq those that should be qiven careful 
!,c.<;>nsideratiOn during the interview by the consular officer. r(D) FQJA B2, B3 
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(5) : while the former consul general did not recall this 
inciaent, he didacknowledqe that, on occasion, FSNs would 
come to him questioning an officer's decision on applications • 
He also confirmed that a practice of the consular section 
under his'direction allowed for a very loose accounting of 
cancelled visa~ J 
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applying for the visa, when anoth~r Egyptian passport, number 
0147195, had been issued to him on August 27, 1987. A note in 
the latter passport indicated that it was issued to replace 
passport number 739686, 'whose pages were filled. 

(U): 'i consequence ot the o~ficerts f~ilure to close the loop 
on ~he quasi-refusal at the time of the· 1988 application is 
that the lookout system continued to sho~ a 214(b) refusal and 
a code :'I7.quasi-refusal for the Sheik •. \Neither 214 (b) .: _~ ~. 
refusals nor quasi-refusals are include~ in the lookout 
systems .used by INS at ports of entry. Only actual refusals 
(Category I refusals) become. part of these systems. 
Although the Department had been supplying data to the INS on 
both quasi-refusals and actual refusals from its lookout 
system since the early 19805, it was not until July 1988 that 
the lookout systems at ports of entry began using data on 
actual refusals. ' . . 

(U) The decision by the INS to not use data on quasi-refusals 
was an'administrative one based on the different requirements 
of 'the Department and the INS.' In essence, a consular 
officer'~ refusal can only be administratively appealed at the 
Foreign Service post where the refusal is made. Once an alien 
reaches the united states, however, a decision by an' 
immigration officer at the port of entry to refuse entry on a 
presumed ground of ineligibility can be appealed . 
administratively through an immigration judge. However, such 
appeals do not have to stop there. Once having exhausted 
administrative appeals within the INS, an alien's case may be 
taken to the civil courts. Because of this, the quality of 
evidence needed to' support a refusal by an immigration officer 
is much. higher than that required by a consular officer. 
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D. Khartoum: Th. 1990 Visa 

(U) Had the consular section in cairo been consulted when the 
political section initially drafted the May 2 cable, a message 
might have been sent, with appropriate TAGS to ensure that the 
consular section in Khartoum was alerted. However, it is not 
a standard practice for consular officers to clear on cables 
drafted by political officers. 

" FOIAB2: 
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Blunders in the ApplicatioD . 

Checking the microfiche 

(5) 'l'h'e most decisive error in Khartoum was the failure to 
check the visa lookout microfiche as required before issuing 
the visa on May 10, 1990, to the Sheik. The FSN who was 
delegated that responsibility admitted that he did not perform' 
this vital step, but that he indicated on the form submitted 
to the' consular officer that he had done so using the 
microfiche lookout system. In addition,.adequate controls 
were not in place whereby American consular personnel could 
ensure that the system had been Checked. 

'4 (S) '!'he consular lookout system on microfiche.is antiquated, 
time-consuming, and difficult to use. The FSN delegated the 
responsibility for checking the microfiche ~aid he made the 
decision not to check because of the Sheik's age, his physical 
appearance, and the fact that he had received previous u.s. 
nonimmigrant visas. The FSN did not think that the Sheik was 
someone who would be in the lookout system and so the task of 
checking the microfiche was not performed. 

(S) He later told the audi~ team that he may have been 
distracted by other duties at the·time and thought he bad 
checked the system when in fact h~ had not. In any event, it 
is clear that the system was not checked, and the Sheik 
received a visa when he'should not have. 

(U) '!'he team reviewed the process of looking at the 
microfiche 'and confirmed that it is indeed cumbersome and' 
time-cons~ing to look for specific names, especially Arabic 
names, which may have different spellings and numerous 
variations in the order of surnames. Because of this, and 
other information obtained during our review, we believe that 
the failure to check the microfiche in Khartoum is not an 
isolated case and that there are numerous occasions at posts 
throughout the world where the microfiche is not being checked 
as required. 
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(C) The Sheik's visa application and the way it was processed 
by Embassy KhartouDl raise questions about the quality' of' 'work 
that was being performed in the consular section. It also 
highlights weaknesses in the application process. 1 ijoIAB2,B3 
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(S)" The Sheik's application also indicated that he had a 
. fiancee in the united States. Such a revelation is usually 
grounds for denying a visitor's visa and instructinq the 
applicant to have the u.s. citizen fiancee file a·petition 
with INS as the first step in applying for the appropriate 
visa category~ 

piscovery that Something had Gone Awry 

(S) It is not clear when Embassy Khartoum discovered 
n issued in error or what rom ted the discove 
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E. Visa Revocation 

(0) Department guidance for revoking a visa states that posts 
should initially try to cancel the nonimmigrant visa by 
writing or stamping the word "REVOKED" "plainly across the face 
of the visa. If the visa is not physically cancelled, the 
post should then (1) give notice of the revocation to the 
carrier on which it believes the alien intends to travel to 
the United States; (2) promptly notify the Department of the 
revocation "and submit a full report on the facts in the case 
to the Department; and (3) complete a certificate for its " 
files including a statement of the reasons for the revocation. 
Upon receipt ~f notice of therevocat1~n, CA would notify INS. 
In spite of the clarity of the establiqhed guidance, some 
oonfusion existed between Embassy Kbartoum and CA on who 
should r~voke the visa and the procedures they "should follow. 

(S) A May 21, 1990, cable from Khartoum asked the Department 
tor advice on whether the embassy should revoke the visa • 
Another cable from Khartoum to the Department indicated that 
unless advised otherwise w the post wo~ld issue"a letter of 
revocation to British Airways on May 24, 1990. 

, visa was not revoked 
and INS was not notified until November 26, 1990. At that 
time the Department also entered his name into the lookout 
systemb J which means a visa should not be issued 
withou appt~Va1, L1 m the Department of State. _.~" 

(e) By the time the ~otice was given, however, the Sheik had 
already left Kbartoum~or Xarachi on Kay 13 via_G~lt Air. I 
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~~ __ ~~~ ______ ~ __ ~ __ ~~ __ ~-=~ ____ ~IJ Embassy C&x<u I 
had asked the Department, INS, and FBI, per cable 90 CAIRO 
17056, to keep an eye on the Sheik as early as August 23, 
1990.J In late September 1990, INS confirmed that the Sheik 
had arrived in the Unite~ states on July 18,.1990 • 

F. !bY INS Missed the Sheik 

(S) Sheik Abdel Rahman was able to enter the United States 
several times after being issued a visa in error on May 10, 
1990, by Embassy Khartoum. The question arises as to how the 
Sheik was able to elude INS for long periods. For the Sheik's 
initial entry on July 18, 1990, the answer appears to be that 
CA did not notify INS of his planned trip, despite Embassy 
Khartoum's advice that the Department may want to alert IN~ at 
JPK of the planned visit. Also, it was not until November 27, 
1990, that the Department asked INS to enter the Sheik's name 
into its National Automated Immigration Lookout System 
(NAILS). INS entered his name into NAILS on December 10, 

. 1990, 13 days later. 
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(U) The first line of defense failed when Embassy Khartoum· 
~ issued the Sheik a visa without checking the consular lookout 

microfiche and the Department did not immediately alert INS of 
the Sheik's plans to enter the united States on what should 
have been a revoked visa. The second line of defense failed 
at the port of entry for reasons internal to INS. 

(U) On altern~te occasions, the Form 1-94 arrival/departure 
card, completed for the Sheik by a travelling companion uPQn 
entry, used.the following surnames: 

• Rahman 
• Omar .. 
• Abdel Rahman 
• Ali 

...... 
Apparently, the INS officers at the por~ of entry did not 
compare the name on the Form 1-94 to the name aDDearinq in the 

I 
I 
I 

pa'ssport presented. I -FOIA B7(E) 

• 

• 

I This confusl.on over the Sheik's 
~n-a-m-e--a-n-kd~h-,IO-W--1.~"t~a~p~p-e-a-r-e-ld~~11n--t~~he INS lookout' system also worked 
to the Sheik's advantage when he applied to adjust his status~ 

G. Adjustment of status 

(U) On January 31, 1991, at about the same time that the INS' 
office in New York was seeking information from Khartoum to 
determine if material misstatements had been made Which would 
subject the Sheik to prosecution and/or deportation 
proceedings, he applied for status as a permanent resident of 
the united States at the INS office in Newark, New Jersey. 
The application, which is typed, includes several false or 
misleading statements. It states that" the Sheik was issued a 
nonimmigrant visa on Kay 1, 1990, by Embassy London and not 
Embassy Khartoum; and the Sheik had never advocated, or taught 
by personal utterance, by written or printed matter, or 
through affiliation with an organization, opposition to 
organized government, the overthrow of government by force or 
violence, or the assaulting or killing of government officials 
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because of their official' character. The application further 
states that he bad never engaged, and never intended to 
enqaqe, in prejudicial activities or unlawful activities of a 
subversive' nature. 

FOIA 182, B7(E) 

-,,' 
(S) ,."We were told that another G-l25A sent to Cairo was not 
redeived un~il months after the adjustment of status had been 
approved. It 1s possible that the form was, not even sent 
until after the Sheik's adjustment of status had been 
approved. h I FOlAB2,BJ 
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~Mnnn~nD~~~~~~~~the so-called "green card·), however 
fraudulently, his legal position to resist subsequent efforts 
to exclude and deport him became much stronger. 

(S) An INS otficial stated that the Sheik was not in the 
United states illegally. Consequently, there was no statutory 
bar to adjusting his status here in the united states. The 
official also stated that the time f9r processing adjustment 
of status applications at the New Jersey otfice is below th, 
national average, therefore, the 60-day period that occurred 
for the Sheik was not unusual for that~office. .-- ., 

" 
H~ DeportAtion; Recision And EXCIUS1gn' 

(C) On september 21,1990, the NEA/EGY asked Embassy Cairo if 
deportation of the Sheik should be pursued. TWo days later, 
Embassy cairo responded, saying it was unwilling to recommend 
initiating proceedings against the Sheik given the Persian 
Gulf crisis. The Sheik subsequently left the United states . 
and entered Great Britain on October 28,' 1990. 
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(U) The memo recommended monitoring the Sheik as a'part of 
the investigation of the terrorist organization, Al-Jihad. A 
January 10, 1991, INS telegraphic message to Khartoum asked 
for the original or certified copies of the Sheik's 
application since he was under investigation for fraudulent 
statements on his application. It was January 1991 when 
Embassy Khartoum was evacuated. 

(C) on July 31, 1991, the Sheik was intercepted and detained 
at JF.K airport. He presented an Eqyptian passport along with 
his valid 1-551 "green card" bearing the file number . 
A029753750. 

(0) In an internal INS memo dated pctober 22, 1991, an 
Associate General Counsel recommended to the INS General 
Counsel that the Sheik's passport And qreen card be returned 
and that he be served with a Notice of Intention to Rescind 
his lawful permanent resident status. The memo also stated 
that the INS could not get around the Fleuti' problem to put 
him in exclusion and that its regulations did not seem to 
allow them to put the Sheik straight into deportation. ' 

, ' 

(0) . The Department of Justice issued a letter dated January . 
16, 1992, to the Sheik declaring the INS intent to rescind the 
adjustment of status. Tbe letter discussed several reasons 
for the recision, stating'in part that, " ••• at the time of 
your adjustment of status you were excludable from admission 
to the united States under section 212(a) (11) as an alien who 
is a polygamist or who practices polygamy. Your failure to 
disclose your prior marriage on your application for permanent 
residence cut off a line of inquiry which could have resulted 
in your being found excludable at the time of your adjustment 
of status to that of a lawful permanent resident which also 
makes you excludable under section 212(a)(6)(c). section 

1 The Aeuti problem relates 10 a legal prec:.tdenl. Rcu" v. Boscnberc. 302 F.ld 652 (9th Qr. 1962). 
!frJl. 314 U.S. 449 (1963). The F1eulj problem is tbe Deed tor INS to present evidence thaI the purpose ot 
an alien leaving the country was \0 accomplish some objective whkb is itseSf contrary lO some policy 
reneaed in U.S. immi,ration laws thai would make him Inadmissible to tbe United Stales. 
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212(a) (2)(a) excludes from admission aliens' convicted of a 
crime involving moral turpitude (other than purely political 
offenses). This service has received from the Director of 
Prosecution, Mi~istry of Justice, a record indicating that on 
December 8, 1987, you wer~ found quilty of three counts of 
falsification of a private note 'cheque,' for which you were 
sentenced to three months imprisonment for the convictions. 
You failed to disclose the arrests and convictions at the time 
of your interview for permanent residence and are· further 
excludable from admission under section 212(a) (6) (c) of the 
Act for material misrepresentation.- . 

(U) The Sheik's permanent resident ~tatus was rescinded on 
March 6, 1992. In the exclusion hearing on April 30, 1992, he 
asked for political asylum. The application stated that: be 
f~ared for his life if returned to Egypt, that he had opposed 
the Egyptian government for years, and ~at the~overnment had 
tried many ways and times to quell his voice of protest. 

. . 
(U) On March 16,' 1993, an immigration judge ordered the 
Sheik's application for asylum denied. The judge also denied 
the Sheik's application for withholding deportation to Egypt 
and ordered him excluded and deported from the United states • 

. The Sheik appealed the orders of the ruling on March 24,. 1993. 
On July 2, 1993, the Sheik's parolawas revoked and he was 
taken into custody by INS after several persons who worshipped 
at his mosques were arrested for allegedly plotting to bomb 
more targets, such as the Holland tunnel, in the New York 
area. The Board of Immigration Appeals, on July 9, 1993, 
dismissed Sheik ADdel Rahman's March 24 appeal. 

I. Can It Happen Again? 

(U) A July 27, 1993, Presidential initiative requested 
additional funds· to improve the process for issuing visas and 
admitting aliens to the United States, and CA is responding to 
that initiative. However, the circumstances surrounding the 
issuance of visas to the Sheik and his subsequent entries into 
the United states still persist and therefore can be repeated. 
We will address these problems in greater detail during the 
second phase of our review. 

SECRET 

40' 

UNCLASSIFIED 

I 
I 

• 

I 
I 
I 
I 
I 
I 
I 
, J 



·1 

I 
I 
I 
I 
I 

I 
I 
I 
I 
I 
I 

UNCLASSIFIED 

SECRET 

Preemptive Refusals 

(S) One area of breakdown in the Sheik's case was in the 
communication within a Foreiqn Service post. Specifically, 
there remains a bifurcation within a mission between the 
technical expertise of the consular section on one hand and 
the political and intelliqence sections of that mission on the 
other, which do not normally communicate very closely with 
each other or get ·.involved in each other's affairs. Yet in 
Cairo, for example, we were told that, while a formal system 
of communication does not exist, there is constant 
communication and cooperation between the political and 
consular sectionsl the mission's officers and FSNs are 
politically aware, and names of some undesirables are passed 
from the political section to the consular section. 

(S) To test these assertions, the team culled, from recent 
political reporting, 4 names ou~ of 39 defendants in the so­
called Afghanistan and Jihad/Hizbollah trials. The four 
persons selected were convicted and sentenced to 1S-year 
prison terms for terrorist acts by an Egyptian court (92 CAIRO 
21875), some 5 months earlier. The names were then given to 
the consular section to perform a routine lookout check as 

." 
would be done for a visa applicant. The consular lookout 
system did not reveal any negative information on the 
individuals. w • ~:. 

, .. '" 

. . 
(U) After returning to 1(ashinqton, .the team checked the 
consular lookout system aqain, on June 10, 1993. They checked 
2 of the original ~ names and 7 others from the list of 39. 
Neither of the original names was in the system, and only one 
of the other seven had been entered. We "checked all 39 names 
on July 8. The original 4 names still bad not b~en added, and 
only 5 of the other 39 were then in the lookout system. None 
of the names had been added as a result of our visit to Cairo. 

(S) Embassy Khartoum qave assurances, similar to those given 
by Embassy Cairo, that communication between the consular and 
political sections was good and that the consular section was 
informed about persons to whom it is not in the best interest 
of the U.S. Government to provide visas. One step taken 
recently was to establish a general reading file so that all 
officers could be aware of matters going beyond their own 
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.cope of interest. 

(U) Clearly, the automated and microfiche lookout systems 
should not be the only tools the consular section relies on to 
avoid issuing visas.to terrorists, since terrorists have been 
known to obtain passports of other nationalities and to use 
pseudonyms. The lookout systems can, however, be a valuable 
tool to this process. 

(U) Thera reaains 'no clear-cut guidance from the Department 
for proactively identifying and preemptively including the 
names of ineligible persons or persons ~ou9ht to be 
ineligible for a visa into the consular lookout system. Had 
such guidance been identified and a focal point designated for 
p~ttin9 the names of undesirables into the system at the ti.~ 
of the sadat assassination, Sheik ADdel Rahman-s name should 
have been put into the visa lookout system and he may not have 
been issued the visa in Khartoum in 1986. 

(U) Without clear guidance and an officer at each mission 
designated as 'the coordinator or focal point for such an 
effort, the door remains open for a repeat performance of visa 
issuance to another individual who may pose .a threat to the 
American society. 

(U) A concern voiced both by Embassy Cairo and Embassy 
Khartoum was where to draw the line when'deciding on names to 
be included in the consular lookout system. While many 
persons agree that the Sheik's name should have been put in 
the lookout system, there are no clear quidelines or criteria 
on the parameters to be followed for other individuals without 
overburdening the system with names of marginal individuals. 
In Egypt, for example, we were told that hundreds of people 
are often arrested without ever being brouqht to trial. Even 
1n cases that would appear to be of interest, it is sometimes 
difficult to qet the additional bioqraphic information needed 
for the most effective operation of the lookout system. 
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(U) Recommendation 1: We recommend that CA, in 
coordination with the Bure.u of Intelligence and 
Research,' develop and disseminate guidance to overseas 
posts outlining parameters for proactively identifying 
and preemptively placing the names ot ineligible persons 
or persons thought to be ineligible for nonimmigrant 
visas (whose grounds of ineligibility constitute a 
serious refusal, known as category I refusals) into the 
visa lookout system before an application is submitted. 

Both CA and INR agreed with' this recommendation~ 

(0) Recommendation 2: We recommend that the'Under' 
Secretary for Management require each mission to 
e~tablish a comm~ttee, chaired by the DCM, with 
repres~ntatives from at least the consular, political, 
and intelligence sections, to seet quarterly for the 
purpose of reviewing.information in the .public domain and, 
in post reporting and intelligence files with the purpose 
of determining which host country nationals or residents 
should be included preemptively in the consular lookout 
system. 

The Under Secretary for Manage~ent agreed with this 
recommenda.tion. The Deputy Secretary sent a cable directing 
posts to establish such a committe~. Based on this action we, 
are closing the recommendation. 

. ~ 
Lookout Data Retrieval 

(U)In addition to not putting names into the consular 
lookout system, th~re is the problem of retrieving information 
from that system •. :There are major problems yet to be overcome 
in the way the system handles Arabic names. These problems 
are related to transliteration and conventions on'name order 
and a lack of equivalence with what the Western world calls 
the surname or family name .... ~ -:-
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(U) Belianca on the microfiche lookout system to perform name 
checks is still the norm at 108 of the 235 visa-issuing posts. 
Also, posts· reliance on FSNs· to perform name checks using-the 
microfiche lookout system and the lack of adequate controls to 
ensure that FSNs properly perform this:function is still a 
major vulnerability to the visa issuing process. Alternatives 
to the use of the microfiche have been developed and should be 
made available to posts as soon as possible • 

(U) Recent OIG inspections of several Middle East and other 
posts where terrorists are a primary concern, revealed that 
many of those inspected were still relying on microfiche to 
perform name check clearances. In the review of Embassy 
Khartoum, which relies exclusively on microfiche, the 
microfiche data was over 4 months old. The microfiche data at 
Embassy Cairo was even older. However, Cairo, at the time of 
our audit, did have access to the automated consular lookout 
system for 4 working days each week. On Sundays, however, a 
work day at posts in Muslim countries, like Cairo, the lookout 
system was not operational because maintenance was beinq 
performed on the mainframe computer in Beltsville, Maryland. 
Therefore, when issuinq visas, Embassy cairo and other posts 
that reqularly worked on Sundays had to rely on microfiche tor 
performing name checks. However, Embassy cairo under-the 
current consul qeneral took the conservative approach and 
decided not to issue visas based on microfiche clearances and 
held over part of its Sunday consular workload until Monday, 
when the lookout system was again operational. 

(U) While we understand that the day for maintaining the 
lookou~ system has been ·changed and 1s no longer performed on 
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sundays, in the second phase of this review we will examine 
problems regarding the automated and microfiche lookout 
systems in greater detail and make additional recommendations 
for corrective actions. " 

CO) Recommendation 3: We recommend that CA request posts 
"to evaluate the existing internal controls to ensure that 
the required name checks of the consular lookout database 
are" performed effectively, whether on an automated system 
or with the visa lookout microfiche. 

CA agreed with this recommendation. 

ouality Control Problems 

CA S ou no" on y encourage 
to us n processing visa applications and other 
documents, but to periodically review regulations "in the rAM . 
on this matter, and to~look for ways to increase overall 
quality through their a~~iye involvement in the process. 

CO) ReCOmmendation 4: We recommend that CA inform the " 
heads of consular sections to emphasize the need for high 
quality in visa documentation and to conduct periodic 
checks of application files to" ensure that due care is 
being given to the process. 

CA agreed with this recommendation 
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y. CONSOLIDATED LIst OF RECOMMENPATIONS 

(U) BecowgerKIatiQD ;1.: We recommend that CA,. in coordination 
with the Bureau of Intelligence and Research, develop and 
disseminate guidance to overseas posts outlining parameters 
for proactively identifying and preemptively placing the nameS 
of ineligible persons or persons thought to be ineligible for 
nonimmigrant visas (whose grounds of ineligibility constitute 
a serious refusal, known as category I refusals) into the visa 
lookout system before an application is submitted. 

CPJ ReCODglndatign 2: We recommend that the Under Secretary 
for Management require each mission to establish a committee, 
chaired by the DCM, with representatives from at least the 
consular, political, and intelligence sectionay to meet 
quarterly for the purpose of reviewing information in the 
public domain and in post reporting and intelligence tiles 
with the purpose of determining which host country nationals 
or residents should be included preemptively in the consular 
lookout system. 

rv) Becommendatipn 3: We recommend that CA request posts to 
evaluate the existing internal controls to ensure that the 
required name checks of the consular lookout database are 
performed. effectively,. whether on an automated system or with 
the visa lookout microfiche. . 

CUl Becgmmendation 4: We recommend that CA inform the heads 
of consular sections to emphasize the need for high quality in 
visa documentation and to conduct periodic checks of 
application files to ensure that due care is being given to 
the 'process. 
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l.~(D), m,w» A 

CHRQHQlQGY Qf: SELECTED MNTS smmOYHDING 
SUEIK ABDEL RAHMAN 

september 1981 

October 6, 1981 

SOU, 1981* 

December 6, 1982 

September 19S4 

october 2, 1984 

(U) Sheik Abdel Rahman is scbeduled to be 
arrested by the Egyptian Government as part 
of Sadat's crackdown, but evaded arrest 
until October. 

(0) "President sadat is assassinated; Al= 
Jihad allegedly carried out the 
assassination. 

(0) Sheik Abdel Rahman is arrested with 300 
other members of the Jihad and accused of 
attempting to overthrow the Egyptian . 
government by force. 

(0) Al-3ihag trial begins and there are 
allegations by some defendants of torture 
by their jailers. 

(D) Sheik Abdel-Rabman is acquitted of 
charges by the supreme State Security 
berfeney Court. The court noted the legal 
requir~ment to consider inadmissible any 
confessions obtained through torture and 
indicated that it bad reduced the sentences 
handed down as a result of the abuses. 

.(O) Sheik Abdel Rabman is released from 
prison, having spent nearly 3 years there. 

December IS, 1986 (0) The Sheik receives a visa from the U.s. 
embassy in Khartoum. (The source of this 
information 1s his April 20, 1987, visa 
application. No other information is 
available on this visa.) 

* SOU - Specific date unknown 

I 
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April 20, 1987 

April 23, 1987 

April 26, 1987 

July 27, 1987 

• July 30, 1987 

August 7, 1987 

• 
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(U) A visa applic~tion by the Sheik is 
refused by Embassy Cairo under 214(b} of 
the Immigration and Nationality Act, 
intending immigrant •. ~He claims he was 
invited to an Islamic conference but had no 
written invltatl~n. -, . 

(U) The Sheik's visa application is again 
retused by Embassy Cairo under 214Cb) . . 
because he had no return airline ticket. 

-
(U) visa number 205233, with a 3 montb 
validity period, is issued by Embassy Cairo 
to Sheik Abdel Rahman. 

" CU} The Sheik's visa application is refused 
under 2l4(b) by Embassy cairo. 

(U) The Department notified Embassies Cairo 
and London that the Department had . 
information that, on Hay 8, the Sheik had 
lett Cairo for London and might be 
intending to proceed to the United states. 
The Department asks if any posts have any 
information on him. 

CU} Based on a July 30 cable from 
Washinqton, Embassy Cairo enters Sheik 
Abdel Rahman's name into the consular 
lookout system under code 77 (a quasi­
refusal) because its biographic tiles 
revealed background intormation which would 
make him ineligible for a visa. The 
embassy advises the Department against 
issuing a visa to the Sheik. 
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Hay 5, 1988 

Hay 2, 1990 

May 10, 1990 
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(U) Embassy cairo alerts Embassy Khartoum 
that Sheik Abdel Rahman is beading that way 
and says i~ would appreciate updates on his 
activities in sudan. (This cable was 
addressed to the Department; Embassy 
Khartoum was an ~lnfo~ addressee.) 

(U) The Sheik is issued a visa in passport 
number 0147195 by Embassy Xhartoum. The 
visa bad a 1-year validity period. 

(U) Embassy Khartoum realizes its mistake 
in issuing a visa to Sheik Abdel Rahman. 
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Nove~er 15, 1990 (U) Sheik Abdel Rahman-reenters United 
St.ates. 

November 26, 1990 (U) The Department revokes Sheik Abdel 
Rahman's visa. 

Nove~er 27, 1990 (U) The Department asks the INS to enter 
Sheik Abdel Rahmzm' s name into NAILS; the 
Department also enters bis name into the 
consular lookout 8ys~e. as a code 00 which 
means that a Department opinion is required 
before issuing a visa. 

December 10, 1990 (U) The INS enters Sheik ADdel Rahman's 
name into its lookou~ system. 

; 

December 16, 1990 (U) Sheik Abdel-Rahman reenters the United 
states without being intercepted. 

January 31, 1991 

April 8, 1991 

May 6, 1991 

May 20, 1991 

July 31, 1991 

March 6, 1992 

(U) Sheik Abdel ~ahman applies for 
adjustment of status to ,permanent resident. 

«U) The Sheik' B request for permanent 
resident status is approved. 

(U) Sheik Abdel Rahman reenters the United 
States. 

(U) Sheik Abdel Ran-an reenters the United 
States. 

(U) Sheik Abael Rahman is caught and 
detained at JFK Airport' by INS. 

, .. 

(U) Sheik ADdel Rahman's permanent resident 
status is rescinded. 
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April 30, 1992 

February 26, 1993 

March 16, 1993 

March 24, 1993 

I July 2, 1993 

July 9, 1993 

UNCLASSIFIED 
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(U) An exclusion hearing is held and Sheik 
'ADdel Rahman asks for political asylum. 

(U) 'The World Trade Center is bombed. 

(U) Immigration Judge denies tbe Sheik's 
asylum application and orders him excluded 
and deported. 

(U) The Sheik appeals the Immigration 
'Judge'S ruling on his asylum application. 

(U) Sheik Abdel Rahman's parole is revoked 
and he is taken into INS custody. 

(U) Board of Immigration Appeals dismisses 
Sheik Abdel Rahman's appeal. 
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gulgtions BelAtiye to the Lookout §y§tems 

(U) ,In.Apr;l 1~9], the Honorable olympia J. Snowe, Ranking 
Republican Hember of the Subcommittee on International 
Operations,' House C011l1llittee on Foreign Affairs, the Honorable 
Benjamin A. Gilman, Ranking Republican of the House Committee 
on Foreign Affairs, and the. Honorable Elton Gallegly, KeBber 
of the Subcommittees on Europe and the Middle East and on"the 
Western Hemisphere, House committee on Foreign Affairs asked 
OIC to address several questions regarding the visa issuing 
process, visa lookout system, and visa fraud. A partial 
response' to these questions is present~d below. A more 
comprehensive response will be provided in the report on the 
second phase of our review. . 

1. Qu •• tiolu 

il., 

(U) (a) IS the state Department's visa 
lookout list data base comprehensive', and 
does it incorporate on a timely basis FBI, 
Drug Enforcement Agency, Alcohol, Tobacco 
and Firearms, cu~toms Service, and all 
other u.s. law 'enforcement or intelligence 
agencies' lists of individuals who should' 
be denied visas because of possible 
terrorist, narcotics tra~ficking, or other' 
criminal activity which may legitimately 
serve:,as a basis for denyinq entry? 

'I 
I 

'I 
I 
I 
I· 
I 

.espollse: (U) The State Departmentts lookout system 
at this point is not comprehensive, nor are 
all names put into the system in a timely 
manner. Our review of the specifics 
re9arding the Sheik's case showed that 
names of'persons--such as those convicted 
in Egypt tor committing terrorist acts, who 
could apply for visas when they were 
released--were not being routinely 
forwarded to the consular section. ~his 
problem extends at a minimum to the 
political section at posts; the second 
phase of our audit will l.ook more fully at 
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the names other 'agencies have that are not 
'getting into t~e l~okout system. 

(U) (b) Ar. these law enforcement and 
intelligence agencies"data base systems 
compatible with $tate's? ' 

(U) (c) If not, why? 

(U) The various data base systems of 
agencies do not appear to be fully 
compatible at present. We learned, for 
example, that not all names that are 
collected by other agencies are in a fOrmat 
that can be used for name check purposes--

,unclassified, ~with'name, date of birth, and 
place of birtn. Alsp, the state Department 
has quasi-refusal information in its name 
'check system that is not used by other 
agencies, in particular INS. Finally, the 
systems have different capabilities in 
terms of performing name queries, or making 
"fuzzy matches· of names. Tbe issue of the 
compatibility of the 'systems will also be 
scrutinized more fully in the second phase 
of our review. " .. ' 

(U) (a) Is the state Department's visa 
lookout list coordinated and shared in a 
timely fashion with the INS to deny entry 
of listed individuals into the United 
States at any port of entry, even if a visa 
has been erroneously issued to the 
individuals by the State Department? 

(U) The State Department's name check 
listing is not shared with INS in a timely 
fashion, in that a tape from the Consular 
Lookout and Supp~rt System (CLASS) 1s only 
sent to INS about once 'every 2 months. The 
State OIG has also learned that names of " 
individuals who have been denied visas from 
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nonautomated posts for certain 'codes 
(intendinq immiqrant, or.lackinq sUfficient 
documentation) are not put into the CLASS 
system, and are thus not shared with INS. 
Also, the INS system does not include all 
information from the state lookout system, 
such as quasi-refusals. Finally, in the 
Sheik's case, the state Department failed 
to revoke the Sheik's visa and inform INS 
in a timely fashion, thus preventing INS 
from knowing about the erroneous Khartoum 
visa. 

(U) (b) Is a coordinated visa lookout list 
used by INS to limit reentry into the 

-United States of those individuals who 
temporarily leave the· united States and 
seek to return under any circumstances? 

. { 

-: 

FC IA B2, B7(E) 
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(U) (a) How is the lookout list accessed by 
personnel at u.s. posts overseas before a 

. visa is issued? 

(U) The visa lookout system is accessed in 
different ways at different posts. At the 
"108 posts that are not automated, for the 
most part, name checks ar. performed 
through a micrOfiche lookout system, where 
the names are updated approximately once 
every 6 months. At posts that are 
automated and have a direct link to the 
United States, there is a real time 
connection between the consular lookout 
system in Washington and the posts. At 
other automated posts, a regional subset of 
the consular lookout system is downloaded 
monthly from a tape into the post's 
computer system. " " . 
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-(U) (b) Is the system fully computer 
automated at all u.s. posts around the 
world that issue visas? 

(U) No. Approximately 108 consular posts 
overseas are not automated, generally 
relying on visa lookout microfiche to 
perform the name checks. 

(U) Do the individuals responsible for 
issuing visas check the lookout lists prior 
to issuing visas, or is this responsibility 
d~le9ated? 

(U) Checking the lookout lists, either at 
automated or microfiche posts, is typically 
delegated to PSNs •. The consular officer is 
responsible for confirming that the name 
check is done. 

(U) As we understand it the visa lookout 
list data base and computer system is 
maintained by the state Department in 
Washington, .D.C. Is access to that data 
base,available 24 hours, 7 days a week to 
overse~s posts to conduct such checks? 

(U) No. We were told that since AQqust 
1993, the automated consular lOOKout system 
has been down for maintenance on $aturdays 
from 1700 until 0200 sunday morning, and 
from 0800 Sunday morning until 1800 Sunday 
evening. Thus the system is available 
during working hours to all of the 
autom,ted overseas posts. 

(U) When will the State.Department have ori­
line in all overseas posts the computer 
capacity to instantly enter and access the 
visa lOOKout list names of those who might 
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improperly seek to enter this country with 
a u.s. visa? 

(U) state Depa~ment plans, to date, do not 
provide for all overseas posts to receive 
direct, on-line access to the automated 
consular lookout.systea. Instead, the goal 
is to install automated name check systems 
at posts worldwide within the next 2 years. 
The systems which may be installed range 
trom direct, ·on-line access to CLASS, to 
the PC based Distributed Hamecheck System 
(DNe). CA also plans to install the 
Machine Readable Visa ·(MRV) program at all 
posts worldwide within the next 3 years •. 
Most MRV systems combined with the 
automated name check systea require 
American officers to~·perfora the name check 

. before the visas can be printed. The OIG 
has found problems with CAts implementation 
of MRV. A repo;t on the MRV (J-CI-024) was 
issued in September 1993 •. 

(U) (a) What programs does the state 
Department have to train employees who 
process or issue visas on accessing and 
using the visa lookout list program? 

CO) (b) Are these training prog~ams 
adequate? 

(U) Training relating to the visa issuance 
and lookout processes will be another focus 
of the second phase of our review. We do 
know at this point that the officers 
involved in issuing the visas to Sheik 
Abdel Rahman had taken the standard 26-day 
Foreign Service Institute consular training 
course. We will examine the adequacy of 
that course and other training as it 
specifically relates to the visa lookout 
process. 
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(0) When the state Department discovers it 
has issued a visa in error, does it notify 
in a timely manner the appropriate u.s. law 
enforcement agencies to prevent entry or 
possible criminal activity in the United 
States of the individual to whom the visa 
was issued? 

(0) OUr inquiry regarding Sheik Abdel 
Rahman has shown that INS and other 
agencies were not notified in a ti.ely 
manner that the 1990 visa had been issued 
erroneously. In the Sheik's case, 10 days 
passed between the time the error was made 
and the tiae that State Department 
headquarters was notified. 'After that, 
months passed during Which time neither 
State headquarters nor Embassy Khartoum 
revoked the visa. Since the Sheik was in 
the system only as a quasi-refusal during 
this period, his'name would not have been 
picked up by the INS system. The second 
phase of our review will determine whether 
delays like these routinely occur during 
the Department's visa issuance process. 

(U) <a) What is the potential for 
favoritism, fraud, or bribery in both the 
visa-lookout check system, and the issuance 
of visas? 

(U) A visa to the United States, which can . 
be obtained through any of the above means, 
continues to be a .prized commodity for 
illegal immigrants to the United states; 
In semiannual reports to Congress, the DIG 
Office of InVestigations bas routinely 
reported that betWeen 10 and 20 percent of 
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its investigation~ have ~een related to 
visa and passport fraud (in 1989, the 
number for visa and passport fraud was even . 
higher, at 28 percent) •. Thus, the 
potential for aalleasance in this area 
reaains high. (See response to question 10 
regarding the number, of convictions.) 

(D) (b) What procedures, controls, and­
recording requirements are in place to 
ascertain that the watch list inquiry has 

• been· properly:'performed before a visa is 
issued?· . 

.. ~ 

. ' ., 

(D) (C) Are these controls adequate? 
~ ....... '" 

, " . . . \.. 

CD) We. will be examining this issue in 
detail during the second phase of our 
review. We do know, at this point, that: 
the Department· requires name cbeclcs., to be 
performed on all visa applications: visa 
applications include the. phrase -L.O. 
checked" to 'indicate tha"t the name was 
checked·in·the,lookout:system.; and consular 
officers are responsible for. ensuring that 
the check was performed. Also, our review 
thus far has sbown that FSNs, at least at 
posts with microfiche that the'OIG visited, 
were not routinely performing,the required 
name checks although they were indicating 
on the torm that they had done so,· and that 
consular officers have not been given 
SUfficient guidance to enSure that these 
checks have been pe~formed. 

(0) How many instances of administrative or 
other. diSCiplinary action,' as well as 
criminal referrals to either tbe O.S • 

. Department. of. Justice' or local law 
enforcem.efLt authorit.ies, bas the State 
Department made in the last 5 years tor 

I 
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misconduct related to visa issuance by 
State Department ,personnel? 

I 

(0) In the last five years the OIG Office 
of Investigations has opened 153 visa fraud 
investigations. Of these investi~ations, 
25 of the cases have resulted in ' 
administrative or criminal action (17 
administrative actions and 8 criminal 
actions). 

The Department'"s Office of Diplomatic 
" Security bas conducted investigations in 

the last 5 years that have resulted in the 
outright tiring.of 67 FSN employees who 
were involved in issuing visas based on 
bribery or favoritism. Another 10 FSNs 
resigned during the course o~ the visa 
investigations. Additionally, 19 FSNs vere 
prosecuted locally by host country , 
authorities at the request of Diplomatic 
Security. 

, -
eU) Ca) The Foreign Service Manual 
maintained at state Department posts 
,contains regulations and quidelines for the, 
issuance of visas, including document 
identification requirements. What are the 
appropriate Foreign Service Manual Sections 
that deal with the visa lookout list 
procedures that address possible fraud, 
favoritism, bribery, or other abuses-in ~e 
visa issuance system? 

(U) (b) Are these requlations, guidelines, 
and procedures ad~quate? 

(0) Volume 9 of the FAM identifies the 
Department's visa issuance procedures and 
requirements.', Section 9 FAM 41.113 states 
that: "The post must check, the applicant's 
name against the visa lookout system prior 
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to issuance." This note then refers to 9 
FAM" Part IV, (Appendix D, "General Visa 
Instructions·) which bas more specific 
requirements: 

• Online posts are to check applicants' 
names against the automated system, and 
any "hits"'are supposed to be given to 
the interviewin9,co~sular officer for 
review. When the name check system is 
down, posts must either perform the name 
checks with the microfiche or wait for 
the system to be up aqain. 

" , 

• Posts not on ,line are'~o get a subset of 
the name check data base bimonthly on, 
microfiche, and· 'the eonsula~ of,f icer 
"must ensure" tha~ all applicants are 
checked against the latest microfiche. 

• Supervisory consular officers must 
establish procedures to ensure that the 
names of all visa applicants are checked 
against the automated consular lookout 
system data base.· ' 

We will be examining the adequacy of the 
FAK's guidance in detail d~ring the secOnd 
phase of this review. 

Identification Procedures 

12. Question: 

• 
aespollse: 

(U) Are the current document requirements 
of'visa applicants sufficient for 
identification purposes and the visa 
lookout list? 

(U) The only documents'that are required to 
obtain a noni_igrant·visa are"~he 
application itself' and the applicant's 
passport. The'consular officer, who must 
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14. Qu •• t.ion: 

R •• pon •• : 
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make the judgement reqarding the identity 
of the applicant and his or her eligibility 
for a visa, can~requlre the applicant to 
present any additional "documents that would 
facilitate that determination. This could 
include evidence of bank accounts, family 
ties, 'employment, or whatever the consular 
officer determines is necessary. The 
consular officer must also determine that 
these documents are themselves authentic. 

We have not made the determination in this 
audit that insufficient documentation is 
required for nonimmigrant visas. However, 
we will continue to explore" the 
dOcumentation requirements and improvements 
necessary during the second phas~ of our 
review. 

(U) Can the identification procedures be 
improved to avoid fraud and other abuses? 

(U) OUr work did not reveal that 
identification procedures used at the time 
of the Sheik-s applications were faulty. 
The Sheik did, not in fact misreoresent who­
he was wben a I in for visas" .< 

e secon p ase 0 our reV1ew w 
scrutinize this aspect of the application 
process more closely, "to further determine 
the vulnerabilities of visa identification 
procedures. 

(U) (a, Can improvements be made to reduce . 
transliteration problems in the spelling of 
applicants' names on visa application 
forms? 

(U) The information we have gathered to 
date from state and INS indicates that 

SECRET 

62 

I 

UNCLASSIFIED 

FOIAB2 



'. 'APPENDIX B 

,aesponser 

• 

a •• ponser 

• 

UNCLASSIFIED 

SECRET 
APPENDIX B 

transliteration is indeed a problem in the 
name check process with Arabic and other 
names. However, defining the scope and 
identifying possible solutions to the 
problem will require a more in-depth . 
review, which we plan to perform in the 
second phase of this assignment. 

(U) (b) Are visa application forms 
available in Arabic or other foreign 
languages? ' 

(U) Yes. The Department does have 
nonimmigrant visa forms available in native 
languages for some countries, and until , 
recently' the Department r~utinely produced 
a form in English with an Arab translation. 
However, overseas poats have ~e discretion 
on which forms are used, and many posts in 
the Arab 'world have declined the option of 
using Arab language forms.' One of the 
problems they cited was that many of 
applicants would fill the 'form out in 
Arabic, creating transliteration problems. 
Also, at many posts the applicants are 
third country nationa.ls who do not speak 
Arabie, or well educated nationals who 
already know English. The Department 
stopped producing visa application forms in 
Arabic in 1991. 

(U) (c) What recommendations are needed to 
solve the apparent problems with the 
transliteration of names in visa 
applications submitted overseas, so that 
the visa watch list system ~orks, 
regardless of variations in the spelling of 
the applicant's name? 

(U) The transliteration problem of-the 
various border control lookout systems is a 
very broad and complex issue. We will 
examine that issue in depth in the second 
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phase o~ our audit and make the appropriate 
recommendations. 

ayerseas Post Cagabilitie, 

15. gu •• tioJl: 

a •• pOD •• ' 

a •• pon •• : 

16. Qu •• tiolll 

••• pon •• 1 , 

(U) (a) How many overseas posts issue visas 
without any computer search capab~lity' 
whatsoever, relying instead on manual or 
microfiche visa watch searches? 

(U) According to State Department 
officials, there are approximately 108 
posts that currently rely solely on 
.icro~iche equipment for their name check 
searches. 

(b) How often is the microfiche visa watch 
list updated, and how much lag time 
generally occurs before overseas posts that 
rely on microfiche receive additions to the 
list? 

(U) The OI.G found that the State Departaent 
does 'not update the microfiche watch list . 
in a timely manner. Though the 
Department's goal is to update ~icrofiche 
posts every 2 months, the average has been 
every 6 months. 

. 
(0) (a) What kind of search equipment was 
available and utilized in the case of the 
visa mistakenly issued by the u. S. Embassy' 
in Sudan, referred to above? 

(U) In Rhartoum, the embassy had microfiche 
for conducting name check searches. 
Although Sheik Abdel Rahman's name was in 
the system, the Foreign Service National 
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who normally performed name checks failed I 
to do so. 

(U) (b) Was the application in this case I 
made in Arabic? 

Respons.: (U) No. The application was completed i:n I 
English. 
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GLOSSARY OF SELECTED IflMIGBATIQN l.OOIQY.T SYSTEMS 

NOTE: The ~er.ms on this document appear in the order they are 
presented 'on the graphic illustration on page 68. 

CV) IBIS - The Interagency Border Inspection System is a 
ne~vork of cOlllponent sys~elIIS, primarily TECS and IBIS Local 
Area Networks; i~ is also supported by other agencies' lookout 
systems. Its principal members are INS, CUstoms, CA, and the 
Department of Agriculture's ,Animal and Plant Health Inspection' 
Service. The IBIS system contains data trom its component 
systems, including persons,aircraft~,vessels, organizations, 
vehicles, tire4r1ls, locations, documents, and other items. 

(P1 TECS - The Treasury Enforcement Communications System, 
maintained by the CUstoms Service,·~. a~ailable througb a 
network of 13,000 terminals and consists of lookout data trom 
14 Federal agencies, including persons and organizations. 'It 
is the primary component of IBIS. ". 

CD) AYLOS - The Automated Visa Lookout System (AVLOS), 
maintained by the Department of State, is a database of names 
of aliens wbo bave been tound ineligible tor visas. It was 
replaced by CLASS in March 1991. 

(21 CLASS - Tbe Consular Lookout and Support System, 
maintained by the Department of state, is a database or names 
of aliens who bave been found ineligible for visas. CLASS, 
replaced AVLOS in March' 1991 and bas more advanced name cbeck 
functions ut~lizinq linguistically specific algorithms. Its 
data is passed to TECS. ' 

tV} NIVCAfS - The Nonimmigrant Visa Computer-Assisted 
Processing System is the operating system which facilitates 
data entry and retrieval " management functions, and reports at 
high-volume visa posts. It is maintained by the Department of 
state. 

(~) TIpoFF - This system is maintained by the Department of 
State's Intelligence and Res.arch Division. It is a listing 
of names of possible or known terrorists. Its data is passed 
to both the NAIIS and CLASS;. 

I. 
I 
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CU) HAIti - The National Automated Immigration Lookout System 
is maintained by the INS. It is a naDe check system used by 
INS inspectors at ports of entry. Its data, consisting of 
names and dates of birth of people excludable from the u.s. 
under exclusion grounds outlined in the Immigration and 
Nationality Act, .is passed to TEes. 

lV) NilS - The Nonimmigrant Information system is maintained 
by the INS. It documents the arrivals and/departures of non­
immigrants in the u.s. and it contains data obtained from the 
1-94 :torm,' including name and date of birth, and also . 
information concerning any change in status. Its data is 
passed to the TECS system. 

See the following page for a 9faphic description of the IBIS 
network. 
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IBIS NETWORK' 
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. " United SuteJ Depanmeat oC State 

F~ D.C. 20520 

UBCLASSIP'lED 
"f"ORMDIIlI 

TO: 

FROM: 

OIG/AUD - John C. Payne A l OJ ~. 

FMP/MP - Carolyu S. Lowen9~ 
SUBJECT: Duft Auc:Si t Report on Pbase 1 of the Review of 

Nonimmigrant Visl Proce •• ing 

I am responding on bebalf of the Under Secre'tlry tor 
Management to Recommendation 2 of OlO"s Draft Audit Report on 
Phase I of tbe Review of NOnimmigrant Visa processing_ 

~mm.ndlti~n ~. He recommend th.t the Under Secretary 
for Management require each mission to establish • 
committe •• chaired by the DCM. 'with represent.tives from at 
least the consular. poll tical and intelligen'ce sections, to 
meet quarterly for the purpose of reviewing information in 
the public domain and in post repo~ting end intelligence 
files with the purpose of detetmining which host country 
nationals or residents should be included preemptively in 
the consular lookout syatem. 

" 

On July 2B. 1993, 'iD",~espons" to OIG'. earlier findings and 
recommendation, Deputy Secretary Wharton. in his capacity •• 
Acting SecretarY. sent ALDAC me •• a98 STAT! 228336 to chiefs of 
mission on -Pighting Terrorism.- This cable instructed each 
post to establish a committe. chaired by the OCM with 
representatives of appropriate .ections and agenci.. to review 
who shoul~ be added to the lookout list. Posts have already 
started reporting on initial committee meetings ana their 
results. 

Drafted: MP/FMP BH!f~gWay 
9/24/93 X70168 ~~21.7 

Cleared: M - HG.iS~ 
M - CPerez', , 
CA/PA - U~ 1,. 
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93 ~TATE 228316 

PAGE 01 
QIUGIN. eA-OZ 

STue 

UNCI. ASS IFIED 
UNCLASSIFIED 
ZZl3l6 lIoonz 

INFO LOG-O~ 4F-O\ 
C-Ol OASY-OO 
PSI-Ot .H-Ol 
L"O) ADS-oo 
OIG-O~ SCT-03 
tORE-DO 10'6~ 

AtT-03 
OOOE-OO 
1 Nft-02 
M~P-OO 
SSO-OO 

Ua.-ol 
ANHR-01 
TEOE-OO 
"-01 
5$-00 

lS-<lZ 
0$-00 
IN~-OO 
HEA-01 
US Ie-oo 

1.-0\ 
UP-01 
10-1. 
NSAE-OO 
Vo-06 

DRAFTED 8Y: CA:NSHERWOOO/OIJBWARLICK:GLM 
APPRovea 'VI OIT"E ACTING SECRETARV ~. 

CAl "AllY AN ""GEISEL . 
C:ADSENS S/$:RI.WILSOH 
S/CTI1800lNE S/$-OSCCHel~ECK 

o 2eOOl'l JUI. 93 
F" SEeSTATE WASHot 

~--------------DaFTQl 28003,t 

. TO A~L QIPLOMATIC AND CONSULAR POSTS t~"E~IAT~ 
UNCI.AS STATE UIl]6 "'l" 
FOR CHIEF OF MISSION FROM THE ACTING SECRETAR~ ~ 
E.o.. 12 ",:. tf/A 
TAGS: 'CMGT9 tVIS, PTER 
SUBJECT: FIGHTING rERIORIS" 

/38 

1. THE IOMaING OF THE WORLD TRADE CENTER A~O THE 
REVELATION OF FURTHER TERRORIST PLOTS HAVI FDtUSEO 
ATTeNTION ON THE IMP~RTANCE OF OUR CONSULAR OPERATIONS 

. UNCLASSIFIED 
. UNCLASSIFIED 

,,,CEOZ STATE zun6 Zl003U;.·._ ~ 
A8ROAD. _ITM"INCREASING CONt:RN IN CONGRESS AND THE 
ADMINISTRATION ON THE SECURITy OF OUR 10RoeRS AND THE 
SAFETy ~F THE AMERICAH PEOPLE, ~E MUST DIRECT ATTE~TION 
A~D RSSOURCES TC ·ADDRESS INTERNATIONAl TERROAISM AS A 
PlIORITY AT ALL OVERSEAS MISSIONS •. 
2." YOUR CONSULAR SetTION IS VITAL' IN PROTECTING THE 
U'fITED ST4TES FROM THE THREAT Of TERRORISM. WHerHEIt 
YOUR MISSION J~KLUDES A LAR&E. COMPLEX CONSULAR 
OPERATION OR A SINGLE. PART-TIME OFFlcea, CONSULAR 
OfFICERS SERVE ON THE FRONT LINes OF' THIS HIDDEN 
BATTLE. YOUR LEAg£l~Hl' AND FULL SUPPORT ARE CRUCIAL TO 
THe SUCCESS Of OUR CONSULAR OBJECTIves. 
3. I UaGE ~ACH Of yOU TO WORK wtTH YOUR STAFF TO FIND 
WAYS TO ENSURE THAT THE IDENTITIES OF PEOPLE WHO "AY 
THREATEN THE WELFARE OF THE UNITED STATES A'E PROVIDED 
TO YOUR CONSULAR SECTtON MANAGERS AS QUICKLY AS 
POSSIBLe. YOU SHOULD MEET lIlTH THE ".CHt Ell OF YOUR 
CONSULAR SECTION IMMEOIATELV AND DETERMINE W"~T 
QUTSTANOIHG CotlCERNS THEY ""Y HAVE WITH RESPECT TO 
INFORMATION SHARtNG AND'OPERATIONAL GUIDELINES WITHIN 
THE MISSION. YOU AND THE CONSULAR CMIEF SHOULD THEN 
MEET WITH YOUR MISSION MANAGERS TO REVIEW THE ADEQUACY 
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93 STATE 228336 
01/11/94 1]4730 PRI~T!R: HI 

U~CUSSIFUD 
OF YOUR CURlE"T PRQtEDUREl WHICH lHSUR~ THAT THE 
CONSULAR SeCTIml IS ReCEIVI~G FOLL SUPPORT FRO~ ALL 
ELEMENTS OF THE MISSION. IF AFTER THIS REVIEW Y~U HAve 
E~OUNTEReo PROILEMS THAT PREVEHT youa MISSION FROM 
CARRYING ~ur ITS R!SPONSIBILITteS TO PROTECT OUR BDR,!RS 
FROM INT~RNlTIONAL TE~RORIS". P~EASE LET US KNOW 

PAGe 03 • 
t IMMEDIATELY. 

UNCUSS IflEO 
UNCLASSIFIED 

STATE 228J]6 Z800J3Z 

4. A KEY TOOL IN COMBATTING TERRORISM IS A LOOKOUT LIST 
OF I~DIVIJUALS WHO ~AY BE INELIGIBLE TO RECEIVE A VISA 
MAINTAl~ED 8Y THE DEPART~eNT. AMONG OTHERS THE LIST 
INCLUOES TERRORISTS. CRIMINALS. AND NARCOTICS 
TRAFFICKERS. INCLUSION O~ THE LIST DOES NOT . 
AUTOMAT1CALLY JlAKE AN lNDIVlDUAL INELIG'I8LE FOil A VISA. 
BUT WOULD E~SUR! A THOROUGH REVIEW OF THE APPLIC~TION. 
T,HE LIST IS ONLY AS GQCO AS THE INFORMATION THAT IS PUT 
INTO IT. we NEED YOUR HELP TO ~AKE SURE THAT THE LIST' 
IS AS COMPLETE AND uP·Ta.OATE AS PossrlLE. 
S. THE INSPECTOR GeNERAL HAS RECOMMENDED THAT EACH 
MISSION ESTASLISH A CQ"~ITTeE CHAIRED IY THE DCM WITH 
REPRESENTATIVES OF APPROPItUTE SECTIONS _NO AGENtIES <TO 
ReVIEW WHO SHOULD 8E ADDEO TO THE LOOKOUT LIST. SUCH A 
COMMITTEe TAILOREO TO THE NEEDS OF YOUR MISSION SHOULD 
BE FORMED I~MEDIATELY. YOU SHOULD BE 'LEAT TO REPORTING 
CAlLES THAT CONTAIN INFOR~ATION ABOUT SUCH INDIVIDUALS 
AND IE SU~E THAT THE REPORTS ARE SHARED WITH THE 
CONSULAR SECTION IMMEDIATELY. IF YOU HAVE SUGGESTIONS 

.FOR OTHER MECHANISMS FOR SHARING CRUCIAL I~FORMATION. 
PLEASE LEl US KNOW. 'I vtel ASK ASSISTANT seCRETARY RYAN 
TO CONTACT CONSULAR SECTION ,CHIEFS IN A FEW N!EKS TO SEE 
HOW WELL THIS INITIATive IS PROGRESSING • 
. 6. I RELY ON YOU TO LEAD YOUR MISSION IN STR!NGTHENING 
OUR< EFFECTIVENESS AND ABtLITY TO HEET THIS CHALLENGE. WHARTON 
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United SIItI~S O~pltrt"U."ll1 ul ~"h' 

:bsi.~ Swrt'tU)' til Stll'" 
{M CUlUu/flr :\ORi,; 

I'frultinpUII. D.C. #)'i:lfl 

September 27, 1993 

UNCLASSIFIED 

TO: OIG/AUD Mr. John C. 'ayne 

FROM: CA Mary A. Ry.n~ 

SUBJECT: Draft Audlt Report on P~.se t of tbe RevleW of 
Nonimmigrlnt Vis. processlnv 

REF: Your memorandum of September 3. 1993, same subject 

The Bureau'ot Consular Affairs concur. in the four 
recommendations contained in the draft audit report titled 
·Circumstances Surroundlftv the Issuance of Visas to Sheik Omar 
All Ahmed Abdel Rahman,- "e already have taken steps to 
implement them. 

There are a few points in the bOdy of the report which we 
believe should be reviewed in the interest of gteater accuracy: 

o 

o 

o 
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TO: 

URited Statn ~men' of Stale 

, WasAi.np>I\, D.C. 20520 

September 27, 1993 

OIG/ADD - 1Ir. Payne 

IHR - Pbilip C. Wil;::: ".Jr.'; Acting FROM: 

SUBJEC'J:': IHR Ca-enta on OIG Audit:-Cl%'CUJ1Stanc:es surrouru:Unq 
the I •• uanc. ot Vi.a. to sb.ikh Qaar Ali Ahmed Abdel 
RAbllan-

INR strongly a9r •• s with the IG recommendation that CA, 
in coOrdination with Id, prov~de posts guidance in placing 

po.sibl. terrorists in the visa lookout system. To that end, 
CA and IHR bave.d.v.loped the ·Vi.as Vlp.r- program. 

On August iO, 1993 the Department instructed _=bas.ie. 
and consulate. to .ubait to the Department poat-developed 
intormation on suspected terrorist. tor po •• ible inclu.ion in 
the Vi .. lookout .yste. ·CLASS- (copy attached)." IHR/THA'S 
TIPOFF proqr.. and CA/VO/LC review all incoaing Viper cable. to 
det.rmine it they •• et the criteria tor inClusion in the lookout 
.yst_. As appropriate, "l'MA ncv entera nui •• lnto 'l'XPOFF, CLASS 
and/or the IBIS syste. ot~HS and cu.tom.. ' 

~.& t, 
'~IHR/1'NA has coordinat.d 'with CIA, FBI, HSA, DIA, Secret 

~eryice, INS .nd customs to determJne whicb .qanci •• viiI be on 
distribution tor the Viper ••••• q.. and how tho.. .g.nci.. will 
Ihond18 Viper into .... ion. I 

To date tw.nty .ev.n Visas Viper ae ... qe. have been 
. rec.iv.d. OS Emba •• y Beirut, in particular, haa provided 

bloqraphic"intor.ation th.t h •• anabled u. to watcblist saveral 
nalles with IHS/CU.tou. As C.A continue. to 9ive priority to the 
Viper proqrUl, the Departaent will undoubtedly add further nalles 
to the list. CA h •• not informed -IHR ot any plans to .upqr.de 
computer .upport as a re.ul t ot the Viper proqr .. nor ba. CA let 
4i..cue.eeI. creatln9 slailar focaata to inc:lude areas of report n~ 
such as narcotics or o1'9.nbed crt... -,". ' .. . 

Atbcbaent: 
As atated. 

I. 
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PRINTERs HI 

APPENDIX F 

.. 

INFO LOG- 00 AF-01 A-Ol 
DS-OO H-Ol 1 ....... 02 
L-03 ADS·OO M-01 

CUE-OO (-01 
Teoe~o· INR-oO 
Nue-oo 0IG--'4 

DASY-DD 000&·00 
INSE-oO Juse-oo 
SCT-03 Ss-oo 

VQ-Q6 coae-oo /025R 
ORAfTEO IY: CA/VO/L/c:eJURBAN 
APPROVED IY: CA:MAIYAN 
CA/VO:ML"ANCOCK CA:OLHQ8IS 
INR/TNA~ - D:J8WARLICK 
c:saRANOe~ - L/CASCWBROWN 
S/CT. I S-S/Qu,.eMHO 
L/CA:CWSR:2WN. s/CT:I'--_--'~ OS/I,IPII:RSRANO 
'U(PEIiEZ 

------------. ---El11'6 1016351 ''''' o 101529Z AUG 93 
F~ SEeSTAT! WASHDC 
TO ALL DIPLOMATIC AND CONSULAR paSTS IMMeOIATE 
SPECIAL EMIASSY PROGRAM 
AMEH8ASSY ASMARA 
A~£HSASSY KINSHASA 
_MEMBASSY BRATISLAVA 
A~EM8ASSY BRAZZAVILLE 
AMEMIASSY DUSHANBe 
AMEMBASSY LUANDA 
USLO MOGADISHU 
UNCLAS STATE Z~ZTZ9 

UNCLASSIFIED 
UNC.USSIFlED 

PAGE OZ STATE. ZltZlZ' 101'321 
TO CONSULAR SECTION CHIEFS FROM CA A,IS RYAN 
e.c. lZ356: NIA 
TAGS: CVIS. C~GT. PTER. ASEe 
'SU8JECT: FIGHTING TERRORISM: VISAS VIPER PROCEDURE 
REF: 'AJ STATE 119'.'; cal STATE 221336. 
1. SUMMARY: REF. (AI INSTRUCTED CONSULA. SECTION 
CHIEFS TO SEE~ OUT NAMES OF POTENTIAL TERRORISTS AHO TO 
SU8"IT THEM TO THE 'DEPARTMENT FaA POSSIBLE INCLUSION IN 
THE V1SA LOOKOUT SYSTEM (CLASS,. IN REF. (5,. THE 
DEPUTY SECRETARY INSTRUCTED CHIEFS OF MISSION AND 
PRINCIPAL OFFICERS TO ESTABLISH· speCIFIC PROCEDURES AT 
EACH POST FOR THIS PURPOSE. THIS TELEGRAM SETS FORTH 
THE PROCEDURES FOR SUBMISSION OF NAMES FOR INCLUSION IN 
THE SYSTEM AND DESCRIBES THE PROCESS WHICH WILL RESULT 
FROM SUCH SUBMISSIONS. END SUMMARY. ' 

--------------~--------~------~-----·--t----~----~ INFORMATION ON TERRORISTS MUST IE SUBMtTTED TO DEPARTMENT 

z. EfFECTIVE IM"EDIATElY. THE CASES OF ALL POTENTIAL 
TERRORISTS ON NHOM CREOlaLE INFORMATION IS PROVIDED TO 
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01/11/'" 134710 PRI~TE.: HI 
9, STATe 242129 

UNCLASSIFIED 
THE CONSUL •• SECTIm.. EITHER BY THE MISSION-S 
INTERAGENCY CO"MITTEE OR FROM OTHER SOURCES, NUST SE 
sua~ITTeD TO THe DEPARTMENT FOR.REVIEW A~D POSSI9lE, 
ENTRY INTO CLASS BY TELEGRAM USING THE coDe INDICATOR 
-VISAS VIPER-. THE CRITERIA FOR SUBMISSION AND THE 

'- UNCLASSIFIED 
UNCLASSIFIED 

PAGE 01 . STATE 242129 101532Z 
REQUIRED FORKAT AND CONTENTS OF THESE TELEGRAMS ARe 
DESCRIBED eELOW. THE DEPARTMENT HAS DETERMINED THAT 
'THIS PROCEDURE IS NECESSARY FOR THE FOLLOWING REASONS: 
-.IA) IT ~eRMITS THe OEPARTMENT TO ENSURE THAT NAKES ARE 
NOT IEING ENTERED INTl THE LOOKOUT SYSTEM WITHOUT'REGARD 
TO THE RE~UIREMeNTS OF 5EtTID~ 121'&) OF. P. L. 102·131. 
AND . 
--II) IT ENSURES TMAT THE INFORMATION"SUBMITTED WILL HOT 
ONLY IE ENTERED INTO THE YISA LOOKOUT SYST~~ BUT WILL 

. ALSO IE INTEGRATED INTO THE DEPARTMENT'S OVERALL 
PARTICIPATION IN COUNTER-TERRORISM EFFORTS • ........... . ..•. ... ..-;;:-..... --:.;;."!!"--------- .. -.... ~... . ... -
VO/L/C AMO(!NR/TNA;WILL 'OQRDl~AT£ c~ss INPUT -..-.-.... .~~~........-.... --.. ---.... ,-...-..-......... 
3. THE COORDINATION DIVISION OF THE VISA OFFICE 
(C~/VO/L/C. WILL NOR~ALLT Ie RESPONSIBLE FOR OeTeR"tNl~G 
WHETHER THE SUIJECTS OF VlSAS VIPER TELEGRAMS WILL IE 
ENTERED tNTO~CLASS. VO/l/C WILL NORK CLOSELY IN THIS . 
EFFORT ~ITH INA·S OFFICE OF TER~ORtSM AND NARCOTICS 
AN.LYSIS (INRlTNA.. FOR YOUR rNFQRMArIC~. INR/TNA JS 
THe OFFIC! WITHIN THE DE'A.TMEN' CHARGED WITH "OHITORI~G 
THE -TIPOFF- PROGRAM. A $..YSTEM HON JN PLACE FOR 
COORDINATING THE USE OF INTELLIGENCe INFORMATION BETweeN 
THE INTELLIGeNCE COMHUNITY'~NO VARIOUS OFFICES OF THE 
DEPARTMENT. INCLUDING CA.;' I"/TNA HAS LONG PROYIOED 

" VALUABLE SUPPORT TO THe VISA OFFICE I~ THE ADJUDICATIDN 
OF SECURITY ADVISORY OPINION REQUESTS INVDLVING POSSlaLE 
TERRORISTS AND IS THE ONLY ENTITY OUTSIDE CA WHICH IS 
AUTHORIZED TD MAKE DIRECT.-DO- ENTRIES INTO CLASS. 

. UNCLASSIFIED 
UNCLASSIFIED 

PAGE 04 STATE 242729 1015)2% -----... --------~.;...,.---."..",...-..--'---·.-t........-..-... 
CRITERI~ FOR SUBMISSION OF VISAS YIPER TELeGRAMS ----..... -... -.. --,....--~ .... -------~ ........ ---.. ............... -
~. THE CRITERION POSTS SHOULD use IN DECIDING IF A 
VISAS VIPER TELEGRAM SHOULD &E SUBMITTED IS WHETHER 
THERE ARE REASONABLE GROUNeS TO SUS~ECT THAT THE ALIEN 
"AS ENGAGED OR MAY ENGAGE IN A TERRORIST ACT AS DEF lHED 
IN SECTION 21ZIA";,,., OF ,THE INA. ALL CASES WHICH 
MEET THIS STANDARD MUST IE SUIMITTED. EYEN IF THE 
IOeNTIFYI~G INFORMATION ON THE SUSPECTED TERRORIST IS 

'SKETCHY (SEE PARAS. , AND 6 aELOW). YOU SHOULD ENSURE 
UNCLASStFIED / 
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UNCLASSI FIeD 
tHAT APPROPRIATE ~EMBERS OF YOUR MISSION'S COUNTRY TEAH 
A_E F4MILIAl MITH THE ACTIONS WHICH ARE SP~CIFleO AS 
CONSTITUTING TERRORIST ACTIVITY Ih tNA 212(4)(3,,8). 
PLEAse NOTE THAT THE YISAS VIPE_ PROCEDURE COMPLEMENTS 
BUT DOES NOT SUBSTITUTE FOR EXISTING VISAS DONKEY 
SECURITY AOYISoRY OPINION PRDtEDU_ES WHICH ARE USED WHEN 
PROCESSING ACTUAL VISA ,PPLICATIONS. . 
---.~--.... -. .. . ... 
... .. ................. ---
s. IN DETERMINING WHETHER TO MAKE A CLASS ~~TRY' THE· 
DEPARTMENT MUST CONCUR· WITH THE POST'S E¥ALUATIO~ THAT 
THE ALIEN IS A POTENTIAL TERRORIST AND MUST FURTHER 
CONSIDER WHETHER THE IDENTIFYING DATA SUSMITTED IN THE 
VISAS VIPER TELEGRAM IS SUFFICIENT TO LINK THAT SPECIFIC 

UNCLASSIFlEo 
. UNCLASSIFIEO). 

PAGE 05 STATE ZU1Z9 10UJU ;, 
AL,IEN ;"ITH THE DEROGATORY INFOIUUTION AYAILA8LE. IN 
QUESTIONABLi CASES, T~IS WILL REQUIRE A SUaJetTIvE 
JUDGMENT ~ltH WIIGHS THE LEVEL CF THREAT INYOLYED, THE 
LIKELIHOOD THAT A CLASS ENTRY· WILL SERye A USEfUL 
PURPOSE. AND THE LEGAL ReQUIREMENTS P~TAINING TO THe 
USE OF CLASS. 

IDENTIFYING OATA VERY IMPORTANT ----,--- . 
6. "KILE THE :JECtsION OF .... ETHER TO ENTER A SUSPEC TEO 
TERRORIST-INTO CLASS IS THE DEPARTMENT'S RESPO~SIBILITY 
(EXCEPT AS PROVIDED Ir.· PARA •• IELOW" THE COOPERATION 
OF ADDRESSEE POSTS IN PROVIDING ALL POSSIBLE IDENTIFYING 
INFORMATION WHICH IS AYAILAaLi DR CAN IE GATHERED 
LOCALLY--NO AATTER HDW SEEMINGLY IN$IGNIFltANT--WlLL 
ASSIST IMMEASURABLY IN THIS ENDEAVOR. OF PARTICULAR 
INTEREST ARE THE SUBJECT'S FULL HAME (INCLU~ING "HY 
ALIASES AND SPELLING YARIATIONS), DATE AND PLAtE OF 
BIRTH, PARENTS' HAMES. PASSPORT NUM8ER AHD DATE AND 

. PLACE OF ISSUANCE. OCCUPATION/PROFESSION. AND GROUP 
AFFILIATION, IF ANY. IF THE SUBJECT'S EXACT CATe OF 
BIRTH IS UNKNOWN, THEH HIS OR HER APPROXI~ATE AGE· SHOULO 
BE REPORTED IF AYAILABLE. ANY KNOWN PHYSICAL 
CHARACTERISTICS AND JIOGRAPHICAL DATA (TRAVeL HISTORY, 
,PREYl~.S e"PLOYMENT, ETt.' S"(lULD ALSO IE PROVIDED • .................. ,- . .-..---.- ---
PREVIOUS eNTRY OF SUBJECT IH CLASS' ---_ ....... --........ ••.• _------ ._'!I 

UNCLASSIFIED 
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1. PRIOR TO SUB"'"I ..... A YISAS VIPER TELeGIUM Oft A 
POTENTIAL TeRRORIST. POSTS SHOULD CONOUCT A CLASS CHECK 

UNCLASSIFIED I 
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UNCLASSIFIEO , 

Ta DETERMINe WHETHER THE SUBJECT WAS PREVIOUSLY INCLUDED 
AS A ·00· E~TR' OR UNDER A~THER CODE REQUtRINC 1 
SiCURITY ADVISORY DPI~ION. IF AFFIRMATIVE. THE 
DEROGAT~RY INFOR"ATID~ SHOULD STILL Be SUBMITTS' U~Less 
POST IS CERTAIN THAT THe oePARTMENT IS ALREADY A~AqE OF 
IT. THE CO"PL!TE CLASS eNT~Y(IES) SHOULD Be CITED I~ 
THE TELEGRAM .. 
~ ..... -......---------.... -------
ENTRY IY POSTS IN C!RTAIN CAses 
---.-.....f --I --............ -.-.--... -.--..-.--. 

I. WHEN A 'CONSULAR OFFICER BELIEves CIRCUftSTANCes 
REOUIRE THAT ~HE SUBJECT OF DE'OGATORY INFORMATION aE 
.I~CLUDED IN CLASS I"MEOlATay CE.G •• 8ECAUSE OF AN 
IMMINENT THREAT TO U. S. INTERESTS OR AN IMPENDING 
,APPLICATI~N FOR A U. s. VISA IT THE SUIJECT,. THE 
CONSULAR OFFICER SHOULD ENTER THE ALIEN·S NAME AS A 
QUASI Z121A)13)(!) REFUS.L ,1NTERIM cooe '0 OR HEW CODe 
Pl.) PRIOR TO SENDING AN l~EOIATE VISAS VI'ER CAaLE. 
THIS ACTION SHruL.O· aE REPORTED lilt THE TELEGUM., ----... -......------... ,----.. _,..-_ ....... ....-.-.-._---, 
PRDtEDU~ES FOR SUBMITTING VISAS YIPER TELEGRAMS 
__ "'*-.... __ - ________ ~ __ • _______ • II • ,.-.... 

•• ALL INFD~~ATJaN OM POSSI8Le TERRO~ISTS SHQULO'8E 
SUBMITTED BY MEANS OF YISAS VIPER TELeGRAMS USING THE 

. UNCLASSIFIED 
UNCUSSIFIED 

PAGE 01 STATE 2~2129 101532% 
FORMAT ILLUSTRATED IN PARA. 11 BELOW ~D SLUGGED FOR 
CAIVO/L/C AND lHR/fNA. THE ,VISAS YIPER CODE INOICITOR 

, SHOULD 5E S~WN IN BOTH T~E CAPTION LINE AND P4RA. 1 OF 
TriE TeLEG~AM. THE SU8JECT LINE SHOULD READ 'S INDICATED 
IN THE SAMPLE TELEGRAM 'PAR~. 11). 'ARA. Z OF TME CABLE 
SHOULD INCLUDE ALL IDENTIFYING DATA AVAILABLE ~O POST 

. REGARDING THE SUBJECT. THE REMAINDER OF THE TELEGRAM 
SHOULO ~CVIDE A OETAILED RECITATION OF THE DEROGATORY 
INFORMATION K~OWN TO POST (INCLUDING THE IDENTIFICATION 
OF ANY TERRORIST GROUPS WITH wHICH THe' SU8JECT ~AY ie 
AFFILIATEO). AN EVALUATION OF ITS ReLIABILITY, AND THE 
CONSULA~ OFFICER'S RECOMMENOATION REGARDING THE 
SUBJECT'S INCLUSION IH CLASS~ THE tNfORMATIDN PROVIDEO 
SHOULD. OF COURSE. !E CLASSIFIED AT AN APPROPRIATE LEVEL 
ANO ATTENTION SHOULD 8E GIVEN TO ASSIGNING A'P'OPRIATE 
TiLEGlAPHIC 'REceOENCE. 
-----~- ....... ........---....-...-..... - .... 
SQURCES AlltD SOURCE PROTECTION '. 
10. UNLESS THE SOURCE OF THE DEROGATORY INFORMATION IS 
SENSITIVE. POST ~UST PRQYIDE SOURCE DATI TO eNABLE THE 
DEPARntENT TO DETERMtNE THE wEIGHT TO eE ATTACHED TD 
SPECIFIC INFORMATION. THIS BeCOMES PARTICULARLY 
l"PDRTA~T IF THE SUSPECTEO TERRQRIST SUBSEQUENTLY 
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UNCLASSIFIeD 
APPLIE~ f~R A VISA AND , OeTeRMI~ATION MUST aE MADE OF 
THE ALIEM'S ELl~t5ILt'Y. ID!MTlfICATlOH OF 'ARTICULA.LY 
SENSITIVE SOURCES SHOULD 8E PROVIDED THROUGH OTH:R 
":AN5. A5 oeTERMINED 4T POST. ,ur MAY INCLUDE Ro~e~ o. ~ 

UNCLASSIFIED 
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.DS CHA~NEl. OR "ORMAl INTELLIGENCE CHANNELS IF DEEMED 
NECESSARY. FOR YD~ INFOR"4TION. IF A YISAS ·YIP5R 
TELEGRAM 1$ ClASStFtEO. ONLY 'H= FOLLOWING DATA WILL 
NORMALLY aE CONSID!'ED AS UNCLASSIFIEO· ~OR ENTRY' INTO 
CLASS: NAME. OP08, NATIONALITY, ANa PASSPORT 'U"8ER. 
ANY ADDITIONAL INFO~~ATIDN PROVIOED WILL ae MAINTAINeo 
8Y THE lEPARTM~NT FOR FUTURE USE AS NECeSSARY • .......... -, ----------- .. 
eXAMPLe OF YISAS YIPF.R TELeGRAM' 

11. IEGI .. SAHItLE CAf'LE , ... 8. tHIS UHPLE 'SIAyeS ONLY AS 
A ~ODEL F~R FORMAT AND THE NATURE OF THE INFORMATION 
.0eSIR£D. DIFFERENT FACTUAL SITUATIONS WILL, O~ COURSe, 
RESULT IN aTHeR ~£COM~E"DATIONS, ACTIONS TAKEN. AND 
REQUESTS FOR ACTION AS INDICATED IN PARAS. T AND I 
AIOVE): 
ACTION: S£CSTATE WA$HCC 
VISAS V (PER 
DEPART~eNT FOR CA/YO/L/C AND I~R/TNA 
E. O. 123S.: NIA 
TAGS: CVIS, PTER. PI~R. ASEC. xx coDe. JOHN HAM!!) 
SU8JECT: ~EQUeST FOR eVALUATION OF SECURITY INFORMATION 

'REF: CAS eTHIS CABLE) 
UNCL.t.SSlFlEO 
UNCLASSIFIED 

PACE ~ STATE Z~ZTZ' 1015321 
'I. VISAS YIPER 
Z. DOE. JOHN JAHESt AKA ROE. PETER AHa ooE. ·JU'MY; 
MALE; SINGLE; 23 Fe8RUARY 1960; POIlT CITV, DCE'NtA 
FATHER'S ~AMe= DOE, HENRY 
MOTHER'S NAMe: UNKNOWN 
PAsspa~T DATA: OC!ANIC PASSPORT NO. aZBZIZ, 
ISSUED MAV 1.989. 
PHYSICAL DeSCRIPTION: 8lACK HAIR, FAIR COMPLEXiON 
HEIGHT 110 C", MEDIUM SUllO 
CURRENT OCCUPATl~: ELECTRICIAN 
]. M~. Doe IS THE BROTHER Of K~OWN TEP-RORIST RICHARD 
ODE. WHO WAS CONVICTED I~ AN OCEANIC COURT IN JUNE 1993 
FOR THE MURDER' OF A LJCAL POLIC! CHIEF. JOHN JA~ES ODE 
WAS DETAINED AND OUESTIONED BY THE POLICE FOR COM'LICITY 
1M THE SAME MURDER a~FORe IEt"G Re~elseo FDa L ... t~ OF 
EVIDENCe. HOWEVE~, ~ELIASLE I~FORHATtON AYAILA8LE TO 
POST INDICATES THAT SUBJECT HAS IN THE PAST 8!EN llN~eD 
WITH RADICAL POLITICAL GROUPS AND HAS OPENLY ADVOCATED 
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P\lNT'ER: HI 

UH('.LA SSl F tED 
THE OVERTHROW O~ THE oceANIC GOVERNMENT. 
•• O\JlIN(j, THE LATE 1980·S. SU~JEtT t tHEN A STUO!NT AT­
NATIONAL UNIVE_strV. 4'S 4 VOCAL ~p~DNeNr OF PtESlCENT 
SMITH. HE WAS QUISTIONED 8Y POLtCE ~ AT LEAST TH~eE 
otCAS10NS RSLATED TO HIS INVOLYEMENT NITH THE OC!A~IC 
STUDENT UNION. ~HICH HAS tLAIMEJ RESPONSIIILITY FOR 
SEYERAL IO"aINGS~ A POLIce RAID ON ITS HeAOOUA~TERS 
DISCDYEAEO A STASH OF OV!~ 50 SMALL ARMS A~ LISTS DF 

UNCLASSIFIED 
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LotAL MUNICIPAL OFFICIALS. NEWSPA'ER REPORTS FRO" 
NOYEMBER 199Z INDICATE THAT A RI~G DF AMATEUR 
REYOLUTIDNARIES WAS EXPOSED EARLV IN"[TS EXlSTE~e WITH 
ITS LEADER. TERRENC! JO~ES. CURRENTLV SERVING A SIX-VEAR 
SENTENCE fOR SEOITION. JONES IS A FRIEND AND FORMER 
CLASSMATE OF SUBJECT. ' 
5. SOURCES: OCEANIC OAILY NEWS. QUOTING ~INrSTER OF 
THE INTERIOR. -so ALSO SPOKE TO THE LOCAL CHIEF OF 
POLICE wMJ VERIFIED R!Ce~T PRESS REPORTS. ,DATT IS 
PROVIDING ADDITIONA. INFO~ATI~H THROUGH 'AD CHA~NELS. 
6. POST BELIEVES THAT THE INFOR"ATI~N IT HAS ON JOHN 
JAMES Doe IS CURRENTLY INSUFFICIENT FOR A FINDING OF 
VISA INELIGIBILITY. HONeYE~. POST IS BRINGING "IS CASE 
TO THE 'SPART"ENT- S ATTENT,ION wITH THE RECONItCNOAnON 
THAT HE IE INCLUDED IN CLASS AS A ·~O· ENTRY. 
END SAMPLE CAlLE. 

FE£Da~CK FROM DEPARTMENT 

1Z. THE DEPARTME~T DOES "Of 'ROPose TO RESPONO TO VISAS 
'VIPER CAaLES UNLESS IT oe'IOES NOT TO ENTER THE SUBJECT 
tNTO CLASS SEtAUS£ OF INAOEQUATE IDENTIFYING DATA OR FOR 
ANY OTHER REASON. IN SUcH'tASes. TH! DEPARTMENT wILL 
-U(FCR." POSTS OF tTS DECISION. OTHERWISE, POST WIlt.. BE 
'ABLE TO DETERMINE THAT THE DEPARTMENT HAS ACTED ON ITS 
VISAS YIPER TELEGRAM 8Y SEeING THE CLASS ENTRY. POSTS 

UNCLASSIFIED 
UNCUSSlFlEO 

PAGE 11 STATE 2~27Z9 l0153ZZ 
ARE ENCOURAGED TO FOLLOW UP ON ANY CASE IN WHltH--AFTER 
A REASOHA&LE peRIOD OF TIME HAS PASSED t15 WORKING DAYS 
OR MORe)--THE SUBJECT DF A YISAS vIPER TE~eGRA" IS . 
NEITHER ~~TEReD INTO CLASS NOR IS THE POST ADVIseo THAT 
NO ENTRY WILL IE MADe. 
13. :1 COUNT ON VOUR COOPERATION AND A$SJST_NtE IN THIS 
YITALLY IMP3RTANT IMITIATIYE AND WELCOME ANY SU~ESTIONS 
CR COM"ENTS YOU MAY H_VE REG~RDI!tG ITS JMPLEMENT4710N'. 
I ~ECOGNllE THAT FUTURE REFINEMENTS OR MODIFICATIONS MAY 
BE REQUIREO AND AM OPEN TO THEM. ESPECIALLY If THEY 
FURTHER au. OBJECTIVE OF DENYING ENTRY TO KNOWN OR 

f .. * • 
POTENTIAL TERRORISTS. PLE4SE AOGRESS ALL SUCH I~PUT TO 
MY ATTE~TION AND ra CA/yO/L/C. 1.. MINI~IZE CONSIOERED. '~ISTOPHeR 
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The Honorable Shennan M. Funk 
Inspector General 
Deparunent of State' . 
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24 September 1993 

washingto~ 20508 

o.~~ . 
Enclosed are our c:o'uunents on your draft report endtled Circumslanas 

SIlITOUru.ting th41$5W1n~ of VisrIs to Shdk Omar Ali A.hmtd AbdeIIWtm4n that was 
prepared by one oE your Audit teams. We appreciate the opportunity to review 
the draft report and to work With your staff on this matter. 

8y and large. the draft report is well done, c:and.id in its assessment oE 
many of the problen'lS that were experienced by the departments and agenaes 
involved in handling the Sheik's attempts to gain entry and remain in the United 
States, and consistent ~th your previous testimony. We have no objection to the 
recommendations made in the repo!t. 

, , 
My staff has examined the drift very carefully, however, and. believes 

~tthere are some statements and points oE emph.Jsis that do not appear to be 
supported by the record. W. have discussed, the principal issues With the Audit 
team that prepared the report, and these l.5sues are addressed in the enclosed 
comments. We also have enclosed an annotated draft indicating possible ways 
in which the dralt report could be amended to deal with these issues. 

..;.. 
l , 

FOlA 83, 86 

I' U you have any eslions r'lHI!1lrdft,G' lease ca11 me or 
have your staff contI. r---------''''-----''''-----.... r-.::...&-------,FOIA B3, 86 FOIA 83,86 

r--l in our Investigations Stall. 
FOlA 83, 'Bfj-J , 

Enclosures. 

OOWNCRAD£ 1'0 UNCLASSIFIED 
WHEN SEPARATED FROM ENa.osuR.ES 

UNITED STATES DEPARTMENT OF STATE 
REVIEW AUTHORITY: FRANK TUMMINIA 
DATE/CASEID: 25 JUN 2010 200801204 

FOIA 86 

Frederick P. Hitz 
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unitea~t8tes Department of State 

The Inspector Ceneral 

WtJJhingu)1l.t D.C. 20520 

PREFACE 

This report was prepared by the Office of Inspector General 
in fulfillment of ?ur responsibilities mandated by the Inspector 
General Act of 1978 and by Section 209 of the Foreign Service Act 
of 1980. It-_ is one of a series of audit, inspection, security 
oversight, investigative, and special reports issued by my office 
as part of our continuing efforts to promote positive change in 
the Department of State and to identify and prevent waste. fraud. 
abuse, and mismanagement. . 

The report is the result of a careful effort to assess both 
the strengths and weaknesses of the post, office, or function 
under review. It draws heavily on interviews with ,employees of 
the Department of State and other interested agenoies and 
institutions, and reflects extensive study of relevant documents 
and questionnaires. . . 

The recommend.at1o~s included in the report have been 
developed on the basis of the best knowledge available to the 
Office of Inspector General and have been discussed in draft with 
the offices responsible for implementing them. It is our hope 
that these recommendations will result in a more effective and 
efficient Department of State. 

I wish to express' my~~ppreciation to all of the employees 
and other persons who cooperated in the review documented ,by this 
report. 

./).~ 
Harold W. Geisel 
Acting Inspector General 
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AFM 
CA 
CD-ROM 
CIA 
CLASS 
DBA 
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DS 
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ABBREVIATIONS 

Americap family member 
Bureau of· Consular Affairs 
Compact- Disk Read Only Kemory 
Central Intelligence Agency 
Consular Lookout and Support System 
Druq Enforcement Administration 
Distributed Name Check 
BUreau of Diplomatic security 
Foreign Affairs Manua~ , 
Federal, Bureau of Investigation 

'Foreign Service In~titute 
Foreign Service Hational 
Biographic Information Form . 
Notice of Visa cancellation/Border Crossing Card 

.Voidance Form 
Interagency Border Inspection System 
Immigration and Nationality Act 
Bureau of Intelligence and Research ' 
u.s. Immiqration and Naturalization service 
Machine aUthentication code 
Bureau of Personnel ' 
Memorandum of understand!"nq 
Machine Readable Visa 
Narcotics and Dangerous Drug Information syst~ 
National:~utomated Immigration Lookout system 
Nonimmigr\nt Information System . 
Nonimmigrant visa 
Offiee of Inspector General 
Part time, intenli ttent . or temporary' 
Regional Consular Officer 
Treasury ,Enforcement Communications system 
Third country national 
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AUDIT REPORT 5-CI-004 

REVIEW OF THE NONIMMIGRANT VISA-ISSUING PROCESS 
PHASE II 

Purpose . 

~ackground 

Results 
In Brief 

JANUARY 1995 

I. EXECUTIVE SUMMARY 

(U) The February 1993 bombIng of the 
World Trade. center' Building prompted the 
Congress to request and the Office of 
Inspector General (OIG) to initiate a 
review of the nonimmigrant visa process. 
Our phase I report explored the 
circumstances surrounding the issuance of 
nonimmigrant visas (NIVs) to Sheik Omar 
Ali ~ed ADdel Rahman. The objective of 
the phase II report was to assess whether 
the systems and procedures for issuing 
NIVs worldwide are adequate to prevent 
ineligible or undesirable individuals from' 
obtaining HIVs and entering the United 
states. 

(0) The Immigration and NatIonalIty Act 
(INAlgives consular officers. authority to 
issue'and deny visas, and the Department 
of state's Bureau of Consular.Affairs (CA) 
manages the program. 

(U) The Department has long identifIed 
the NIV process as vulnerable to misuse .• 
steps taken to improve the process 
include: 

installing machine readable visas 
(MRVs); 

creating the Visas Viper Program to 
proactively include the names of 
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known or suspected. terrorists in the 
lookout sys~e1:'~ .. ~ .'. 

• participat~g ~ an·integrated 
cooperative. ~t:a., ~~g. syst· .. with 
other·u.S~bo~e~·~~Dtrol agencies. 

'F ,I J .. ~,. '\:.... , 

CU) However, ~er~.:~~99res. bas 'been 
hampered by a lac)(, Q~ : ~~~es, action 
plans, gulda~c~, ~,,!.(~~~y. 
cOJlDllunication and ~~iiiatiOD. Many 
problems a.~oC~at~~Y!~:is~ing Krvs are 
complex with DO easY'. solutions. As- a 
result,' ~ndividual~:.WJi~:~~r. i:neligible 
and, perbaps dang.~C!ttl!i.: ~y .be able to 
obtain RIVa, enter· the united statea', and 
cause harm. . .' ::.' '. '.' ~;. . . 

. . ~ .. 
~.' . " .. ' 

... ! 

CU) The case ot s~el~ iidel Rahman bas 
dramatically focused,. a~t~tlori on the need 
to link'~dvocacy of.t!rrqr~st activitie~ 
or membership inte~~or~.t.organizationa 
'witb excludability for"purposeli of visa 
issuance. The DIA, as .. end84, define.' 
the general groun~·. ot visa' 1neliqibility 
for terrorist activitie.·.. This Act 
permits' the' exclusion 0": any alien Who has 
either enqage4 in a ~~~~rl.t activity or 
who a consular officer (~r the Attorney 
General) knows, or .haa reasonable ground 
to believe, is likely to 8I19age in any 
terrorist activity after entry. Based. 
upon the leqislativ •. bia~ry ot the 
statute, the Department bas deterained 
that statements approvinq of a specific 
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terrorist act or mere membership in'an 
organization that engages in terrorist 
activities (as distinct frca an 
organization in which memberShip per se 
implies participation in terrorist 
activities), absent evidence of soae 
action by the individual in furtherance of 
a terrorist act, is not necessarily a 
basis for exclusion. 

(0) Before an NZV Is Issued, the 
applicant's 'name JDWIt be checked against 
the Department'. lookout systea. '!'bat 
system, known as the Consular Look~ut and , 
support System, or CLASS, contains the 
names of ineligibles or individuals , 
presumed to ,be ineligible for an RIV • 

(C) Al though the Department has t.aken 
many steps to ensure that the naJaes ot . , 
pe~ons )a)own or presumed. to be terrorists 
are proactively entered into CLASS, 
problems persist: 

• 

More than.200 visa ~ssuing posts, 
soae of which are located in 
count~i~s designated as baving high 
and critical threats and known for 
supporting terrorists, still have not 
subaitted names. 

Data sharing problems also .~ist at ' 
the Washington level &JIong , 
intelligence and law enforcement 
agencies. 
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No formal lIlach~i~' ·~i~t •. at posts 

::m~;o:~t~I.*~,:;,.r~:~~~~li:: 
smug'qlera,. ci C{ :''''i'''84f ci'iM: iaubers . 
and other: .fn:¥t,dttl:'qx"potentiaIIY, 
ineliqibl:e· ·:.ir~~~~!~t'~~,.~~ CLASS. I 

CI.4SS ,contain":"~~f~::::tbi:fti 100,000 
incomplete 'racot.di ;1!;e~·,:~,:~;~;.' ,. 

. " . '\ ~ . ~ . f~~4:~:~~ft~f·t·~ /~/: . 
CLASS has.diff1CU1tlea=Lsearcbinq 
translite~at.cijlD.~~}t ca#ect:J.Y . 
identlfyiriq tiarispoHd.i'nue$, and 

, discrim~nat,in~;~ #O'~~~' ~"ea·. commonl~ 
used in' aome 'cOUn1:Jl.1e.;'~' , 

. ,~, ;:;~:~~.:t~f:,~~~. ::' ~:_.~.;~: .' 
. . , :,~';):::t~tt . ... 

(U) CUrrently; the'Departllent does not 
have SUfficient criteria...· for .tatfinq HIV 
functlona oversea a :.' HOW." ... , decreases in 
the consularataf.t ~anCl?!Da48quately 
skilled consular officer,,·:.t '80D1e posts 
have reaulted'in la~ enforcement of 
internal controla~:"" ',' , 

(U), staffing gaps moat often occur in 
consular sections during peak DrY periods. ~ 
such gaps contribute to the Vulnerability 
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of the N~ process by increasing the 
pressure and workloads of overworked 
consular sectiQns. 

- (U) Some' consular officers do not have 
SUfficient language skills to conduct 
applicant interviews and rely on Poreign 
service Nationals (FSRS) or use the little 
lanC]Uage they know, risking errors. 

(U) , Large numbers of NIV applicants are 
being processed without personal ' 
interviews because posts are relying on 
programs where travel agencies submit RIV 
applications for applicants. Weak 
internal controls exist for these 
programs. 

processla, (U) Posta are issuing HIVa to third 
~bird CouDtry' country nationals (TCHs) outside of the 
Nationals TCN'~ consular district without any 
outBide of ~he1r 'assut~nce that the applicants are bona 
CODsular fide. Guidelines on handling such 
Districts applicants are limited, and CA's policy 

has been to treat all HIV applicants the 
same, regardless of whether the united 
state. has a consular presence in the 
applicant's home country.. The 
determination of an alien's eligibility is 
by law lett to the discretion of the 
consular officer, including cases where 
the applicant's assertions cannot be 
verified • 
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(U) Posts 
perform 1.04~kC)u1:.:; 
adequa~e pr~OCt",~r.1 
such CJ1t!!JCJl~ 

) 
decisions, 
the country'", ''I!'',':'''I'!',~I'l'"",~ 
'environment. 
being gathered 
officer an4:! DS,: 
NIV applicants';':.<,~:~', 

• 

• 

The- ln1~ellJr.1:I~~j~~ 
changad,oln Q~.(J~ 
individual .. 
terroris.: can;; 

The names of; ... · ....... '''.,..1 
undesirables'., ~. _..:..:" ..... 
includecl i~' "'~~iZ' 

are not 
consular 
:,judging 

from 

'.' ' 1,'. "'#-~ 

CLUS incl~d~.:)~~Jt. names • 

• 

and effectively.; . 
transliterate.,.", for.e~gn.: names. 

Consular s.ctio~;~~. ~ci~quatelY 
staffed, staff1ngg~pa.ar.:min1mized, 
and consular officers possess the 
language skill. "tbey< n.-d to 
effectively adjudica~. NIV 
applications. 
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• Effective internal controls are put 
in place for programs in which 
applicants are not interviewed. 

• Sound criteria are established for 
adjudicating TCR NIV., particularly 
those whoae countries have been, ' 
identified as sponsors at terrorism. 

• Adequate guidance is established on 
how consular officers should ensure 
that lookout system name cheeks are 
performed. 

CU) Al though most of the report' s 
recommendations were .. de to CA, copies of . 
the draft were also distributed for . 
comment to other otfice. and bureaus at 
the Department and to the U. s. CUstoma 
Service (CUstoms), the u.s. Immigration 
and;~a~uralization Service (INS), the Drug 
Enfo~ce.ment Agency (DEA) I and the Central 
Intelligence Agency (CIA). Generally all 
agreed with the report's findings and 
reeo_endations. CA, however, disagreed 
with the recommendation regarding the 
interpretation of the INA as it relates to 
terrorism. CA said that the Department'. 
interpretation of the'INA ia articulated 
as clearly as possible. CA believes that' 
the Administration has already formally 
decided against supporting amendments such 
as are proposed here. CA also atated that 
the report identified a'number at systemic 
issues, such as personnel levels and the 
quality of training, that bear'directly on 
consular work but would be better 
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II. PORPOSE ANI> a~PI 

(U) In Febl11ary 199'3 a b01Db expioded in the New York World 
Trade center building, killing 6 people, injuring more tha~ 
1,000 others, and causing damage estiaated at more than' 
half a billion dollars. Sheik Omar Ali Ahmed Abdel Rahman 
(the Sheik) and at least six other people who worshipped at 
mosques in New York and New Jersey were identified as 
suspects in the bombing. In May 1994, four of the six 
peopie we~e arrested, convicted, and sentenced to more than 
250 years each in a Federal prison. The Sheik was also 
arrested, but as of Decembe~ 1994, his trial had not yet 
taken place. . . 

(U) The publicity resulting from the aet of terrorism at 
the World Trade Center and the request of several members 
of the Congress prompted us to init.iat.e a r,eview of ~e NIV 
issuing process. Tbe first phase focused on determining 
why government efforts failed to prevent the Sheik from 
obtaining NIVs, entering the United States, or being 
expelled after bis entry. 

(U) Tbe Inspector General testified on this issue during, 
open and closed hearings in June and July of 1993, before 
the House Subcomai ttee on International s.curi ty , 
International Organizations and HUman Rights, C~ittee on 
For.~gn Affairs; the House Permanent Select committee on 
Intelligence, and the Senate Select Comaitte. on 
Intelligence. The Inspector.General testified that: 

• 

• 

'-

The Sheik was, issued the first two visas largely 
because of communication breakdowns at posts between 
the technical expertise of the consular section and 
the knowledge of local people and conditions held by 
the political and intelligence resources. 

Even after his name was added to the lookout system, a 
third visa was issued because the consular staff 
failed to perform the,required name check before 
issuing the visa, and adequate controls were not in 
place to ensure that th·. requirement had been met. 

Efforts to revoke the later visa were delayed because 
of confusion between the Department and the post on 
who would revoke the visa, causing the INS agents at 
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u . s. ports of entry to. btl.." ~9~~t.l~~ .~~.' visa's 
revocation too late. ..~ I ~;'{~r\~a- .,~.::::.; ... 

!. ~ ;~':'~~:'~';i?~!1i'! ·;~'·1;~.~.J\ 
• Subsequent efforts to int~~c;.· ... "::~: ... ·,g~inq his . 

arr i vals and departures a1t;.: lJ • . '. . . . .~ etlb:y" failed 
because of weaknesses ~n. th.~~ .. t~. ~fi .. $jly.~eJll--for 
example transliteration P~ol».l~Ri"~< ·iil\lS.'~ •• ·· INS 
officers at the . port ot en~i;i..ta· ~ . ·Iii~ 'Il,eU:4' not 
compare the nama on .the INS'~: :r;';;9 . ttl'" artii.' name in 
the Sheik's passport ".: '" .... ;;:?;,,::.:~id.::i'.;'~~: ;-';-:""':.:'.-:. 

• • #. • ~ .... ,., 't \.k .•. "".,;t, •• . • 

• Sfforts to deport the s~~ik.~i~t~J~:·· 'ii~~d~use of 
communication problems. F.o~,:e'~t . .t.;:;~ne INS 
office was perform~nq an inye •. tf:g.t ~.~4et;ermine if 
material misstateJllents· ha~"I"~~~l.~ct~ J;'~ '~9P~~~ 
subject the Sheik to PJ;o.~~~~~ij!i.· :«~~r1;.tion. 
proceedings, another offic • .:. W"fP.H :t.· ,*ia 
application for an ad:tustllen~f~. ~. ",. . < ~esident 
status, which was approved on".A~1:,~'\~ttl!:. ~l~l: 
.' . . .. :;; <Jr:; :r·~n~:r·::·~iJY:':,·\ ... 

(U) A report detailing the lss~an¢a!.~~u.· 'vU,aa- to the 
Sheik, classified Secret, was is"':i~(fJ?j.,¢· .. ~~tt.~ce in 
March 1994. Because of the prC?):)~~4d' ,.~,~:.~e9'ardin9' 
the issuance of the visas to the: SJi.U:~·. :::qff~C.' decided, 
and several members of the congre~iI~ a •... ~ ·tIl" ~··ve .. initiate 
a second review focusing on the world'" . :t.Y.t~Q problems 
of the visa lookout systems and' tha<~ ..... _: .~~~~. internal 
controls for issuing KIVs. Accordlngly.}1~'" CJ~];· of the 
second phase of the assiqnment, whicb:·l •. ~oncluded with the 
issuance of this report, was to determine' whether the 
systems and procedures are adequate to~:; issuing-· HIVe and 
preventing ineligible or undesirabl. indiv~dual~ from 
obtaining visas and entering the Uni tect States~.; : 

. . oJ ~,~.¥:;~." (:;. ~ '.' 0' 

(e) The field work for the ~ssiqnment was performed during 
the period september 1993 through May 1994. OUr review 
focused primarily on Department of State' programs and 
activities administered by CA,.the Bureauo~ Intelligence 
and Research (INa), and the embassies and conSUlates in 
Seoul, Taipei, Guangzhou, Lahore, CUbai,. Amman, and Athens. 
We also interviewed officials of the·INS~.the DEA, and the 
CIA. Wherever possible, we examined files and obtained 
copies ot relevant documents at these locations • 
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(C) The seven posts we visited were selected because of 
the diverse NIV processing systems they provided. To be 
comprehensive, we wanted to examine tbe operations ot posts 
that use different lookout systems, process large numbers 
of visa'applications,~re'identified as having high and 
critical terrorist threat level;?t:nd bave various staffing 
patterns. For example, three 0 e posts had on-line 
access to CLASS (Seoul, Taipei, Athens), three others had 
the microfiche system (GUangzhou, Lahore, Dubai), and one 
had a PC-based lookout system called Distributed Name Check 
(DNC) system (Amman). None of the posts bad the lookout on 
the ONe system with compact Disk Read only Memory (CD-ROM). 
The number of visas processed by these posta in FY 1993 
ranged from a low of'14,703 for Dubai to a high of 229,626 
for Seoul. The posts 'also presented a .ixture of language 
challenges--Korean, Chinese, Arabic, and Greek. 

(U) The review'was conducted 1n accordance with generally 
accepted government auditing standards and inclUded 
appropriate tests to evaluate the adequacy of internal 
controls and procedures that the team considered necessary 
under the circumstances. 

(U) The audit was performed by the staff 'of the Office of 
Inspector General's Office of Audits, Consular and 
International Programs Division; Kajor contributors to the 
report were Edward Brennan and Maurice Blais, division 
directors; Norma Brown, audit manaqer; Ga+y Petrovich, 
senior auditor; Shyr~ Coker and. James Doty, auditorsJ and 
Robin Schulman, management analyst. Luciano Manqiafico, a 
retired consular officer, served 'as a consultant to the 
·t'eam •. 
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III. BACKGROUND 

(U) Each year', millions of foreiqnera wishing. to visit the 
united states apply for NIVs. at the Dore than 230 U.S. 
visa-issuing embassies and consulates throughout the world. 
During Py 1993 nearly 7 million individuals applied for and 
more than 5 ~illion (about 76 percent) received NIVs. 

(U) The NIV, together with a valid passport,. permits an 
alien to apply for admission to the united state. during 
the period of time specified on the NIV. The typical 
recipient of an NIV is planning a short stay and is 
traveling to the United st~tes;as a tourist or on business. 
Depending on the reciprocity agreement with the bost 
country, and the judgement of the consular officer, an IUV 
may be valid for only one visit or for multiple visits over 
an extended period up to 10 years. At porta of entry, the 
INS grants or denies admission to the united states based 
on tbe travelers' documents and credibility. The INS 

'defiries the length and purpose of the travelers' stay in 
the united states. 

(U) All aliens, except certain categories of nonimmigrants 
(e.g., Canadians, Bahaaians, and others), and citizens of 
the 22 countries participating 1n the Visa Waiver pilot 
Program, require NIVa to apply for admission and ent.er the 
United states. INS data show that, there were nearly 21 
million nonimmigrant admissions to the United states in FY, 
1993. Of those, 9 m~Jlion or Dore were from the visa 
waiver countries. '-." ' 

('0) Specific and exclusive statutory authority for issuing 
and denying visas is conferred on consular officers by 
sectio~ 104 (a) of the INA. This authority is exerciSed 
under the overall direction of the secretary of state, the 
Assistant Secretary of State tor Consular Affairs, and the 
Oeputy Assistant Secretary for visa services. Department 
requlations in volwa.e 9 of the Foreign Affairs Nanual (F.D.I) 
interpret the law and describe procedures for issuing or 
refusing visas. CA is responsible for developing policies 
for issuing visas, man~ginq the worldwide consular 
function, and ensuring that responsive and efficient 
consular services are provided abroad. 
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LoQKout System 

(0) Regulations require that the name •. 9f,all KIV . 
applicants must be checked against: CLASS before a visa is 
issued (9 FAX Part IV, appendix D). . CLASS, currently 
contains the names of approximately 3 •. 5' million individuals 
who have either been refused. an XIV or have not applied, 
but are presWled to be inellqible for'an KIV. 

\

' "> ',' , :' • ' . . ~ . \: . '" -

(U) A record in CLASS normally includes'the alien's name, 
date of birth, place of_ birth, nationality", the qrounds for 
the visa ineligibility as identiti.~ by the IlIA, or the 
grounds for the presWled ineliqibilit~known' as a quasi­
refusal.. The grounds of inelig.ibilitl'. for an NIV are 
generally characterized as either category 1. or Category II 
refusals. Category I refusals. are 1lO~ •.. serious '. 
ineligibilities based on medical,: crbd.J.'lal,- and security 
related grounds. ~ Host persons refu8ed _ vis. under . 
category I cannot . overcome the reason., for· t:be denial. For 
the most 'part, such !ndi viduals cart only be! .. issueel' visas 
through waivers granted by INS. Category. II- refusals are 
refusals that can be oyercome. For example, individuals 
who cannot prove that they would notbec~e a financial 
burden to. the local or Federal govern:mant or' intend to 
permanently immigrate to the UDite~ state. would be 
considered Category II. The :t.,ble· s1;l.owinq. the· category I , 
and II ineligibilities and.intormatioD on the period tor 
retaining these files at posts i. provided ira appendix A ot 
this report. . ' 

(U) As of August 1994,.there were·four different ways the 
230 visa issuing posts accessed the CLASS database: 

1.. Ort-line. CLASS was accessed by 1.10' P9sts via 
computer terminals and telecommunications links. 
Such posta accessed the entire, CLASS, database on a 
real-time basis, and processe~ more than 90 percent 
of the KIVs. More than. 50 of the on-line posta 
also had the MRV, a program desiqned to limit 
fraudulent visas. 

2. Distributed Ham. ~.cJc systell. The. ONe is • stand­
alone personal computer system. The 19 posts that had 
the DNC system received a monthly tape with only.' 
portion ot the CLASS database on it •. 
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3 • Distributed Name Check CD-ROI. The DNC CD-ROM is a 
second generation DNC system. Instead of'a tape, each 
month, the 30 posts that bad IDNe CD-ROMs received the 
entire CLASS database on COlDpact disks. 

4. lIicrofiche. The lookout system on .icrofiche 
consists of cards containing CLASS name check records. 
The qoa1 has been to update the cards bimonthly and t.o. 
send this information ,to posts via pouch or mail. The· 
72 posts.with microfiche, 11ke those with the DKC 
system, only received a portion of the CLASS databas •• 

Either the DNC, microfiche, or both suffice as backUp for 
on-line posts when the iink with CLASS is interrupted. The 
backup system for posts with the ONC is the'microfiche. 

(U) Th. Department is striving to install an automated 
lookout system at all posts by FY 1997 in conjunction with 

. the M'RV proqram. CA plans to install th. DNC during Py 
1994 and FY 1995 at all visa issuing poata where direct 
access to CLASS is not possible because ~f infrastructure 
problems in those countries. Another part of the plan is 
to retrofit sites using the older DNC version with the more 
powerful CD-ROM version. still other posts will be given­
direct access to CLASS. 

(U) CA estimates that moclemizing, updating, and 
automating the name check and NIV issuance within the next, 
3 fiscal years will dQst about $62 million, with an 
estimated $29 million'more required to install adequate 
telecommunications facilities at all consular posts to 
provide on-line access to CLASS. 

Interagency Border Inspection Sys~em (.BXSl 

(U) CLASS is also a major component ot IBIS, a 
clearinqh~use for data trom a variety ot u.s. -GOvernment 
agencies with a role in borde~ control or law enforcement. 
IBIS originated in 1988 with the passage ot the Anti-drug 
Abuse Act. The Act, through section 4604, require. the 
Department, custOlllS, and the INS to (1) develop machine-. 
readable travel and identity documents and (2) set up an 
integrated law enforcement data exchange system. When 
fully developed, the system should include the names of 
terrorists, drug traffickers, convicted criminals, 
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fuqitives, and others into a single data system for 
exchanqe of timely border security intormation that is 
readily usable by all IBIS agencies througb written 
agreements. Tbe INA further direct. the Department and INS 
to "maintain direct and continuous liaison- vith the CIA 
for the purposes of exchanging data relevant to the 
internal s~curity of the united states. 

(0) As specified in the Act; other contributors to the 
IBIS database, include (1) DBA, (2) the Pederal Bureau of 
Investigation (FBI), (3) the Bureau of A1cohol, To~acco, 
and Firearms, (4) the Internal Revenue Service, (5) the 
Pederal Aviation Adainiatration, (6) the u.S. Marshals 
service, and (7) the U.S. Coast GUard. The Animal and 
Plant Health Inspection Service later joined the principal 
members of IBIS. 

(0) ~e major IBIS database component, the Treasury 
Enforcement COD,Ullunications Syst.. (DCS)', is operated by 
customs. INS is able to access'- TECS' through its terminals 
~t the porta of entry, as well as through its own name 
check systems--the National Automated Immigration Lookout 
sratea (NAIIS), and the Nonimmigrant Information system 
(NIlS). other major agency sources 'providing lookout 
information to DCS include DBA'. Narcotics and Dangerous 
Drugs Information System (MADDIS), Interpol O.S. National 
Central Bureau, the National crime Information Center, and 
~heNational Law Enforcement Telecommunication System. 

(u) Onder the "International Air Passenger Operations 
2000," formed by the IBIS committee,. the state Department 
would electronically supply data to IBIS on each individual 
who has applied.for, received or been denied a visa. It is 
envisioned under the 2000 prograa that the State Department 
will also collect biometrics measurements at the tim. of 
application or issuance of Nrvs, which would be encoded on 
the.NIV and stored electronically. FUlfillment of these 
objectives, however, vill bave major resource implications 
for the Department of state. 

'QNFIDEN'l'IAL 

15 

UNCLASSIFIED 



·;;' .\l 

• 

UNCLASSIFIED 

kQNllDEBTIAL 

IV. FINDINGS AND UGQJtDlElQATIQNS 

(C) CA has been aware of many of the shortcomings of the 
NIV process and has taken steps to resolve them. The MRV 
program was designed to address soae of the prahleas. As 
of June 1994, more than 50 posts were. issuing MRVs, 
accounting for more than 50 percent of total HrV issuance. 
In July 1993, responding to an OIG recommendation, the 
Acting Secretary of state told posts to addre.s 
international terrorism as a priority and directed Deputy 
Chiefs of Kiss ion to chair a commit~ee at each embassy with 
representatives' from at least the consular, political, and 
intelligence sections,. to :meet·· quart.erly to review 
procedures and identify ways to add names of terrorists to 

Lthe lookout system.. 

(U) A month later CA created ths Visas Viper ProgrUl to 
facilitate the transmittal of that information from posts' 
to the o.partment and provided procedures for consular 
sections to follow when submitting names under the' program 
and information on what would happen to the information 
after it was submitted. In April 1994 CA and INR further 
defined the program's scope and priorities, elaborated on 
the type of data needed to make the submission of namas 
more useful,. and liberalized the criteria for entering 
nues into ClASS .• 

(U) CA is also participating in an integrated cooperative" 
data exchange system'',rith other U.S .. border control 
agencies to improve the security of U.S.' borders. As part 
~~ that system, CA bas begun ensuring that cateqory I fi-les 
are being maintained at post. Itha8·initiated a review of 
the CLASS database'which will provide an evaluation of visa 
lookout data. management. HO'!iever, despite these 
initiative~, more progress is needed to ensure that the 
systems and procedures for issuing nonimmigrant visas are 
adequate· to prevent ineliqible or undesirable individuals 
from obtaining nonimmigrant.vis.s and entering the United 
St.ates. 

,A. mE LAW AS IT BELA'tES TO 'l'BRRORISII 

(U) The INA, as amended in 1990, definea the general . 
grounds of visa ineligibility for terrorist activities. 
Th.e·relevant section--212 (a) (l)·(8)--reads as follows: . 
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Any alien who (I) has engaged in a terrorist activity, 
or (II) a consular officer or the Attorney General 
knows, or haa reasonable ground to believe, is likely 
to engage after entry in any terrorist activity Cas 
defined in clause (iii» is excludable. 

(U) This provision, which became effective on June 1, 
1991, permits the exclusion of persons who actively p~omote 
acts of terrorism, through activities auch aa fundraising, 
planning, or solicitation. However, ind!yiduala who 
advocate terrorist acts are not necessarily ineligible for 
KIVs as the terrorist exclusion is now wOrdedl their 
advocacy must come within the scope at tpe statute's 
definition of what it means to engage in terrorist 
activity. As the Department's quidance on the new 
prOVision (91 STATE 118321) noted: 

, 
Words uttered or written whic4 directly further or 
abet the commission of one of ·.the acts del'ined as 
"engaging in terrorist activity" may properly 
constitute a basis for a finding of ineligibility, but 
not otherwise. As an example, evidence of statements 
made during the planning or preparation of a terrorist 
activity and c~nstituting a part of such planning or 
preparation would form such a basis as would specific 
threats to commit a terrorist act •• [b~t] State.ents 
made outside the context of such situationa, no matter 
how offensive they might be, would not in the ordinary 
course of things. give rise to ineligibility. The 
Department has in the past held that statements 
approving of a specific terrorist act and asserting 
that such acts should and would be repeated formed the 
basis for a finding of excludability because of 
advocacy. Such a finding will not be permissible 
under new section 212(a)(3)(8). 

(U) Likewise, the new provisions required revisions in the 
interpretation of information pertaining to affiliation 
with terrorist or9anizatio~s. As the Department's guidance 
(91 STATE 178327) noted: 

The first real difterence is that mere membership in 
or affiliation with a terrorist organization. wIll no 
longer rpt {sic] no longer be a basis for a refusal of 
an alien's application for a visa, immigrant or 
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nonimmigrant. It is important to stress the words 
"mere membership or affiliation." Those words mean 
membership or affiliation'~ithout the commission of 

. any of' the Acts described in clause (III) ••• 1f there 
is reason to believe that an alien has committed one 
or more of those acts, or intends to do so after 
entry, it is that fact which will render the alien 
ineligible to receive a visa, not aere membership or 
at·tiliation ••• Reason to believe that· an alien has 
cOllJllitted such acta, or intents to do so after entry 
is SUfficient to support a finding of ineligibility 
even if the alien is not a member of or affiliated 
with any organization. . 

'--___ -------'1 
. (U) The definition of terrorist activity in clause (iii) 
includes "the solicitation of any individual for membership 
in a terrorist organization, terrorist government, pr to 
engage in a terrorist actiyity." [Emphasis added.] The 
Act provides further ~at an alien who is ~ officer, 
official, representative, or spokesman of the.Palestine 
L~eration Organization is· considered, for the purposes of 
the IHA, "to be engaged in a.terrorist activity." 

(U) According to CA, leaders of terrorist organizations 
are ineligible for utvs to enter the United States under 

. this provision. However, in accordanCe with the quidance 
quoted above, an iridividual who merely espouses terrorist 
tactics or makes statements approving of a specific .' 
terrorist act· and asserts that such acts should and would 
be repeated may not be ex~luded under the new section 212 
(a)(3)(8). From January 1993 through April 1994,52 people 
were denied visas under this section of the INA. 

(U) As CA pointed out, during the 1980s; there were 
allegations that provisions of this law were being abused 
to deny admission.to aliens intendi~g to speak out. against 

'Administration policy on various issue.~ most particularly 
policy toward Central America and nuclear disarmament. . 
Those espousing that view claimed that.the Administration 
policy violated the First Amendment'rights ot Americans who 
desired to hear what the aliens had to say. congress 
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enacted an interim statute ·section 9Ql" to prohibit visa 
denials on the basis of past, present, or'anticipated 
statements,beliafs, or associations if· the statements, 
beliefs, or associations would be legal in the United 
states .. ·' This had the ef~ect of bringing into the .visa 
process' certain considerationa,which previously bad only 
been relevant in First Amendment cases. 

(0) Thus, in the 1990 AJDend:aents, the conqress was 
distinguishing between unfriendly'rhetoric and speech that 
is genuinely tied to terrorist acts. As the Department bas 
noted, bowever" although "Section 901" was repealed by P.L. 
101-649, the Department's interpretation of seation 
212(a) (3) (B) (iii) (V) was strongly influenced by that 
historY. I I 

(0) We agree with CA that it was the intent of the 
Congress that the Department be cautious in. excluding 
individuals for ideological reasons and that mere 
membership in a terrorist orqanization or mere speech 
without aation in furtherance of-a terrorist aat does not 
in itself constitute engaging in a·terrorist aativitY. 
However, we believe that the active encouraqeaent of 
terrorist actions by individuals who are in a position to 
incite others into.action provides a reasonable basis for 
excludability. In certain dir~tances, aatively 
condoning-and promoting acts of, violence could be deemed to 
constitute solicitation. within the .. aning of the IRA's 
definition •. :In these'circumstances, and partiau),arly in 
light of·activities such as the World Trade center bombing 
which highlighted our vulnerability to terrorist activity 
wi~hin O.s. borders, speech (which incites others to 
terrorist activity) should not be viewed as' a shield to 
excludability. The 'reasonable ground standard of the law 
is a minimum standard and does not require visa applicants 
to be given the benefit of the doubt. 

(0) We believe that in light of recent events, CA could 
more aggressively qse these provisions for excludability to 
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meet the intent'of the INA in preyenting such individuals 
from obtaining NIVs. 

('12) BggoMendation 1: We recommend that CA take steps 
to clarify as necessary guidance on the provisions 
pertaining to excludability on the basis of soliciting 
others to undertake terrorist activity, or seek 
amendment of the IRA, i~ necessary, so that 
individuals who actively encourage acts of terrorism 
may be deemed to be excludable. CA should review its 
interpretation of section 212(a) (3) (8) of the INA to 
ensure that the reasonable qround standard i~ applied 
as aggressively' as possible in the post world Trade 
center environment and inform posts of any revisions. 

(U) In our draft report, We reco'lD.'!lLende4 that fiCA. take ' 
steps to (1) clarify as necessary the provisions pertaining 
to excludabili~y on the basis of terrorist activity, and 
(2) seek amendment of the INA so that individuals who 
actively encourage and promote acts of terrorism may be ' 
deemed to be excludable even absent proof or evidence of 
actual involvement in. terrorist activity. Until this 
amendment is made, CA should review its interpretation of 
section 212(a) (3) (B) of the INA to ensure that the 
reasonable ground standard is applied as aggressively as 
possible in the post World Trade center environment and 
inform posts of any revisions." 

(U) CA disagreed wi~ this recommendation. In its 
comments, CA said tbal:,. the Department's interpretation of 
section 212 (a) (3) (B) is articulated as clearly as is 
possible. CA said that the Administration has already 
formally decided against supporting amendments such as are 
proposed here. Based on these comments, we have modified 
the' recommendation slightly. While we continue to believe 
,that the Department is applying a more stringent 
interpretation of the law than is required, a more 
permanent solution may be to amend the INA. 

B. THE CONSOLAR IQQKOUT SISTEK 

(0) Although the Department has taken a number of steps to 
ensure that the names of ineligible individUals or 
individuals thought to be ineligible are proactively 
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meet the intent'of the INA in preventing such individuals 
from obtaining NIVs. 

(D) ReCOMendation 1: We recommend that CA take steps 
to clarify as necessary guidance on the provisions 
pertaining to excludability on the basis ~f sollclttnq 
others to undertake terrorist. activity, or seek. 
amendment of the IlIA, if· necessary, 80. that 
individuals who actively encourage acts of terrorism 
may be deemed to be excludable. CA.abould review its 
interpretation ot section 212(~)(3)(B) of the INA to 
ensure that· the. reasonable ground standard i~ applied 
as aggressively as possible in the post world Trade 
center environment· and inform posts of any revisions_ 

(U) In our draft report, we recommended that "CA taka . 
steps to (1) clarify as necessary the provisions pertaining 
to excludability on the basis of terrorist activity, and 
(2) seek amendment of the .INA so that individuals who 
actively encourage and promote acts of terrori .. may be . 
deemed to be excludable even absent.proof or evidence of 
actual-involvement in terrorist activity. until this 
amendment is made,' CA should review its' interpretation of 
section 212 (a) (3) (B) of the INA to ensure that the 
reasonable ground standard is applied aa aggressively as 
possible in the post World Trade center environment and 
inform posts of any revisions." 

(U) CA disagreed wi1Ul this recommendation. In its 
comments, CA saidtha~· the Department's interpretation·of 
section 212 (a)(3)(8) is articulatedaa clearly as is 
possible. CA said that the Administration bas already 
formally decided against supporting amendments such as are 
proposed here.. Based on these comments, we bave modified 
the reco_endation slightly·. While we continue to believe 
that the Department is applying a more stringent 
interpretation of the law than is required, a more 
permanent solution may he to amend-the INA • 

B -THE COHSULAB LOOIOm' SISTEK 

(U) Althou9h t~e Department haa taken a number of steps to 
ensure that the names ot.ineligible individuals or 
individuals thouqht to be ineligible are prQa~tively 
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identified and preemptively included in the lookout system, 
a number of problems still exist with this process. 

unt1mely Identif1cation ana Input of Hames 
. . 

(U) Few of the posts we visited in september and October 
1993 had gone beyond the discussion phase of implementing 
the Visas Viper prOgram. While a committee bad been formed 
at all but two of the posts, and all but one of the 
committees had met at least once, only one post bad 
developed information on terrorists. However, that 
information had not been forWarded to Washinvton until we 
reminded the post of the urgency to do so. 

(e) The officials at the posts offered a number of reasons 
why the pro~am had not been fully i.pl_ented. While.some 
of the reasons appeared sound, none had bean communicated 
to Washington as directed by the Jul 1993 idance from 
the Actin Secretary of State. 

, a for performing naae checks of 
the lookout microfiche at nonautomated posts and apprising 
officers of "hits" as they occur. They also performed 
similar duties at one automated post we visited. In 
addition, several aqency officials stated that their 
headquarters had not authorized the sharing of data. 

r ee) As of October 1994, while more than ~40 names of 
potential terrorists had been added to the lookout system 
as a result of the Visas Viper Program, only 36 posts had 
Submitted-these names. More than sixtY'percent had come 
from two posts. Of the more than 200 remaining visa 
issuinq posts, none pf which had submitted any names, 1 is 
located in a country known for its support of terrorists, 
26 others are identified as having a high or critical 
terrorist threat level, and 18 are located in countries 
that participate in the Visa Waiver Pilot program. Because 
of the slow progress in implementing the Secretary's 
mandate, several officials also identified tha need to 
ensure that the information on terrorists is continuously 

~provided for CLASS. 
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(U) The Visas Viper Program can provide a mechanism for 
" posts to identify names of terrorists for inclusion into 
I CLASS. There is no formal mechahism at posts, however, for 

proactively and preemptively identifying and including the 
names of other ineligible individuals or individuals 
presumed to be ineligible for KIVs, such as drug 
traffickers, alien smugglers, organized crime members, and 
other undesirable individuals. Therefore, such people 
could possibly be issued Nrvs. 

(U) A CA official stat~d that' the Visas Viper Proqr~m 
could be a prototype and has the potential to include the 
names of other types of undesirables. CA should pursue 
this idea and develop quidelines so that posts can 
proactively submit names of undesirable individuals for 
inclusion into CLASS. 

eCl Recommendation 2: We recommend that the Under 
Secretary for Management (1) reemphasize the 
requirement for each mission to establish a Visas 
Viper committee, chaired by the Deputy Chief of 
Mission, that includes representatives from the 
consular., political, and intelligence sections, and 
(2) require some fOrD of reporting to Washington on 
the periodic meetings. 

(U) CA agreed with this recommendation and prepared a 
cable to the Chiefs of Mission from the Under Secretary fot! 
Management to comply'with the recommendation. 

", 

(U) Recommend@tion 3: We recommend that CA develop a 
system for following up with posts, particularly those 
that are known to have state-supported terrorists, to 
identify the reasons why posts have not submitted 
names and to ensure that names are eventually 
submitted. 

(U) CA agreed with this recommendation. 

fC) Recomm@odation 4: We recommend that CA in 
coordination with IHR initiate dialoque that would 
encourage intelligence and law enforcement agencies to, 
issue parallel instructions to representatives at post 
defining responsibilities.under the Visas Viper 
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Program and clarifying reporting channels ~o be used 
by these agenciea. 

CC) Aqreelngwith the recommendation, CA stated that the, 
intelligence and law enforcement agencies bad ,sent . . 
instructions to their representatives at the e that 

De artment's instructions were' sent out. 

r------------------------------------------.~nn~~re, we 
bilIIiViinffiili9iii\C!l:iiiirali01iI:R~...._;I!m:n:mmrga:.r-1:~ further define 

Program and 

{OJ ReCommendation 5: We recolllllend that CA establish 
a progra. for proactively identifying and includipg 
the name_ of other individuals ineligible for an NlV , 
into CLAss based on cateqorY~ refusal grounds such as 
drug traffickers, 'alien smugglers, and organized crime 
members. ' 

(U) CA agreed with this recommendation • 

DAta SUbmitted by other Feder,l Agengie. 

(C) In addition to requiring posts to submit the names of 
terrorists through the Visas Viper Program, 'the names of 
other ineligible individuals or individuals thought to be 
ineligible for HIVs have also been sub~tted to CA and INR 
l?Y intelligence and law enforcement. agencies in washington:, 

FOIAB2 

T-------------------~~~~~~~ 
FOIA B7(D), B7(E), B3 

(U) The Department has also had problems with border 
control and law enforcement agencies sharing data at the 
Washington level. The data bave not been routinely 
provided nor has it been of the, quality needed. 

(U) As of March 1994, NAILS included .ore than L95,OOO 
records generated,by INS and 235,000 records from CLASS. 
With the March 1994 direct interface with the Deportable 
Aliens Control System, HAILS not only has information o~ 
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deportable aliens, but also the names of individuals 
reporting lost and stolen green cards, individuals for whom 
INS has a particular lookout, and individuals refused entry 
to the United states, which are oc~asionally entered into 
CLASS at ports of entry depending on the time and resources 
available. As previously stated, only the INS information 
on deportees has been shared with CA. 

(U) Prior to passage of 1990 amendments to the INA, the 
INS (on an ad hoc basis) ,provided information to CA tor the 
lookout system. Although it is not clear what data were 
provided and wby this relationship ended, we were told that 
the data exchange "fell through the cracks· after 1990 when 
the computer refusal codes of both the Department and DIS 
were changed and converting the data format bacama a major 
task. Until the recent sharing of the 76,000 names ,of 
aliens deported, CLASS had not included any INS information 
since 1990., No formal agreement exists even now between 
State and INS regarding the future sharing of data for 
CLASS on aliens deported or other information available in 
NAILS. As a result, 'CLASS lacks the necessary derogatory 
information that would facilitate the adjudication of 
undesirable NIV applicants at posta. 

eC) Efforts are underway, however, for a two-way data 
exchange through the IBIS clearinghouse, in which ~ECS will -
exchange selected sensitive law enforcement data with 
CLASS. CA's access· will include, at the discretion of the· 
owning agency, selec~d records of 14 Federal agencies-­
inclu~ing the INS, the.DEA, the FBI, and the Federal 
Aviation Administration • 

(0) A' draft MOD between CUStoms and the Department 
provides tor the protection of information maintained in 
TECS during the two-way data exchange. An agreement has 

·been reached between CUstoms and state on the first pbase, 
formatting for the exchange of data from CLASS to TECS, 
however, as of August 1994 no agreement has been reached on 
the second phase, the transfer from TECS to CLASS. State 
has hired a technical contractor who expects to be ready to 
carry out the exchange from TECS to CLASS as soon as' the 
agreement is worked out. Agreement is expected, and more' 
proqress has been made by the current administration, but 
this effort has been 'ongoing for years. 
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(U) The Department has identified quality control problems :;'-( 
with IBIS, such as the inadvertent deletion of some 7,200 
state Department records during a TECS update. While some' 
human and computer based errors are to be ,expected, the 
fact that this deletion went unnoticed and uncorrected for 
11 days is cause for concern. During those 11 days, INS 
inspectors at ports of entry could not cbeck aliens 
entering the united states against those 7,200 state 
Department lookout records. Once the problem wa. 
discovered, customs (the agency housing TEeS) had to 
determine whether anyone in those records was admitted into 
the united states and if so, notify the proper authorities. 
We were told that the state and INS MOO when completed" 
will include a provision for data quality reviews. 

(U) Also, the reliability of , the INS NAZLS data is 
uncertain. A 1994 Department of Justice OIG report 
identified the data in the INS NAILS database that feeds 
into TEes as incomplete. The repo~ stated that the data 
entry was untimely and nearly one-third of the records in 
NAILS were inaccurate. The report recommended that INS 
conduct a thorough quality control analysis of the accuracy 
and completeness of the NAILS data, correct any errors, and 
identify systemic wealenesses. As part of its MOU with 
IBIS, the State Department has also included data quality 
reviews. 

(U) The details of DEA's and the Department's information 
sharing are addressed in the classified'Secret annex to 
this report. 

CUI Recommendation 6: We recommend that CA meet with 
INS to define its total data needs from INS and 
identify ways to expeditiously obtain this data, and 
establish milestones for these actions. . . 

(U) CA and INS agreed with this recommendation. 

CU) Bt~ommendation 7: We recommend that CA", as part 
of IBIS, work expeditiously with the, U.S. customs 
Service to obtain agreement on the two-way data 
exchange under the IBIS concept and develop a timeline 
for'providing the data to the Department for entry 
into CLASS. 
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(U) CA and Customs aqreed with this recommendation. In 
their responses, they stated that customs and state have 
taken steps to move the agreement· forward. A special IBIS 
enhancement team has been formed to provide guidance and 
assist with project progress. 

Inadequate ang Untimely InformatioD 'fram fOlt. 

(C) CLASS does not include the names of all individuals 
refused visas, and the refusal data that it does include 
~as not al~ays been provided to posts in a timely.manner. 
Technical limitations of the lookout systea at posts 
prevent this from happening_ Also, not all posts are 
required to submit refusal data in a timely manner. 

(0) Department regulations (9 PAM, Part IV, appendix D) 
require all on-line posts to enter the names of individuals 
receiving categories I and II refusals and quasi-refusals 
into CLASS, preterably on the day the visa is denied. 
Posts with microfiche are charged with submitting the names 
of only 'their Category ± refusals to Washington. Tbe 
'cab,les from microfiche posts to Washington are required to 
be sent weekly, or more often as necessary. There is no 
requirement for posts with the microfiche lookout to 
provide the names of their Category II refusals to 
Washington for incorporation into the lookout system 
largely because it is too much work for posts and the 
Department to enter-all the data. 

'\ . 
(C) As of August 1994~·-there were 49 posts with some form 
of nNC lookout system. A DNe post maintains the names of 
its categories I and II refusals and quasi-refusals on the 
local database until monthly updates arrive from Washington 
and are loaded onto the post's system. '~he locally 
generated data are then sent back to Washington where a 
month or two often passes before on-line posts have access 
to that data. The delay is evenlonqer for microfiche 
posts and other DNC posts because additional time is needed 
by washington to transfer the data onto the appropriate 
medium (tape, compact disk, or microfiche) and send it out 
to posts. Sometimes it takes months before microfiche and 
ONe posts can access the updated lookout information. Some 
posts with the DNe are issuing visas in high fraud, drug, 
and terrorist environments. 
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eC) No guidance has been provided by CA on exactly wben 
the naaes of individuals receiving category I refusals and 
quasi-refusals at a ONe post should b. sent to'Wasbington 
by cable so that it can notify other po.ts. In the absence 
of such guidance, the ONC po.~. are balding thi. 
information until the monthly ~ata exchange'take. place. 
During that ti •• period, a per.on .bopping for a visa could 
be denied a visa under a Category I ineligibility by a ONC 
post and then issued a visa by an on-line or microfiche 
post that lacked the refusal information. The'following 
table illustrates the general time delay. that arise when a 
post must rely o~ updates to learn of Category-I refusa~s. 

APPROXlIIATII Till. DB.AY PO" AI..mmHG TH. 
DIUWlTMINT AND Potn'S OF CATI!OOII&Y I R8PUSALS 

.,... Data Rec4tAd IIr: 
SubInIIIIcI 

By: . Po.t8 
o.,.rtrnent OnUne DNe Mlcfoftcbe 

Deparlment Realtime Real time 1-2 months 1-8mon1ha 

Poeta 
OnUne Real time Real tJrne 1-2 months 1-8 months 

DNe 1-2montha 1-2 months 2-3 months 1-8 months 

Microfiche Realtime by Department 1-2 months 1-1 months 

(U) The Department'. goal of installing an automated ' __ 
lookout at all posts by FY 1997 should address the concerns~ 
we identified regarding the data sharing among .. icrofich.. 
and on-line posts. All posts with microfiche vill 
gradually be switched over to CLASS througb the ONe or 

- direct on-line ace.... Thu., rather than receiving partial. 
information, the posts will receive all refusal . . 
information. , Even 'with autcmation, however, the prol::llea ot: 
DNC posts not providing tt.ely data to Washington on their; 
Category I and quasi-refusals will remain. 

. . 
" 
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(U) Recommendation 8: We recommend that CA issue 
instructions to postj equipped with DNC to ensure that· 
information on Category I r6fusals and quasi-refusals I 
is promptly disseminated to the Department for ' 
distribution to other posts. 

CA agreed with this recommendation. 

ID~gmplete CLASS Records 
" 

, (11) As of June 1994, more than 100,000 records in CLASS 
,were incomplete. More specifically, CLASS contained 
"records for more than 76,000 aliens whose country of birth 
had not been identified and 45,000 whose date of birth was 
,not shown. Also, more than 7,400 of these records lacked 

!', b9th the alien's country and date of birth. A complete 
'~nt~ for visa lookout purposes includes ~e alien's fUll 

:', ~e, date of birth, -place of birth, the coded reason for 
", the entry, and the location of the fil~ or place where 

- , additional- informatlon can be obtained (either a foreign 
service post or the Department). There is also a field for 
providing comments on the CLASS entry. 

eC) CA stated that the information submitted by posts has 
been complete since it is usually extracted from visa 
applications; however, the data obtained frOD the law 
enforcement and int lligence-aqancies have not always been 
as comprehensive. 

'(0) Obviously, the lack of complete data hinders the 
identification of individuals for whom the CLASS entry 
applies and may inconvenience bona fide travelers baving 
the same or similar names. The usefulness of the data in 
such instances is very limited and a decision to issue or 
deny a visa is difficult. Complete CLASS information is 
especially important to INS inspectors who must make on the 
spot decisions about admitting aliens. 
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CUl RecODmlndatign 9: We recommend ~at CA identify 
the incomplete information in CLASS and take steps to 
ensure that the entries are complete so that it can be 
used at posts and by INS inspectors at ports at entry; 
otherwise the data should be deleted. ' 

CQ) Recgmmendatigri ~Q: We recommend that CA 
reemphasize the importance to posts and other Federal 
agencies of entering complete data into the lookout 
system. 

CU) CA agreed with Recommendations 9 and 10. 

rile Retention 

.r 

(U) Neither the Department nor posts have retained . 
adequate files to support catego~ I refusal entries in the 
lookout system. Examples of this~were'seen during our 
February 1994 visit to the New York port of entry where at 
least eight questionable individuals were admitted to the 
United states because of the lack of adequate information. 
When the INS inspectors co~tacted the posts, none ot the 
files on these cases could be found, and the CLASS comment 
field, altbough expeoted by INS to provide additional 
information, did not ~o so. 

/FOIAB2 

(0) In New York, the I I system identified one ot the . FOIA B7(E) 
eight individuals admitted by INS aa a drug abuser, another 
as havinq committed a crime of moral turpitude, four others 
as drug smugglers, another as an alien smuggler, and the 
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last as potentially being associated with visa fraud. 
·Three of the individuals arriving at the Hew'York p~rt of 
entry had immigrant visas, ,four had green cards, and one 
bad an NIV. There was no indlcatlOn-by-INS-that waivers. 
permitted by the INA had been granted. 

(U) The INS deferred the inspection of six of the above 
individuals,. admitting them into the United states on the 
condition that they appear at the district office for a 
hearing to determine their suitability for remaining in the 
united states. The two others shown in the syste •. as 
having committed a crime of moral turpitude and having been 
associated with possible visa fraud were admitted 
unconditionally to the United states. 

(U) CA. said that the CLASS comment field was.not intended 
to provide additional information on ineligibles to INS, 
instead it was designed to be a short quide to posts on the 
location of files or to provide other short, useful 
information. The aim of the field was never to provide an 
explanation to INS on CLASS entries. 

(U) Both the PAM and the CA Records Managaaent Handbook 
'indicate that files on category I refusals should be 
retained for at least 10 years and up to 100 years and then 
destroyed, depending on the section of the INA for which 
the alien is being excluded. For example, the file ~or an 
alien excluded under section 212(a) (3)(8) of the Act (a -
Category r refusal), 'Vhich relates to terrorists, would be 
retained until the alten is 90 years of age or older 
provided there had been no visa activity for the past 10 
years, whereas the physical record for a person denied a 
visa under section 212(a) (4) of the Act (a category II 
refusal), which describes a person that is likely to become 
a public charge, should be retained for 2 years after wbich 
the file can be destroyed. . 

(U) In April 1994, CA began ensuring that category I files 
are maintained at post by initiating a review of the CLASS 
database and told all diplomatic and.consular posts that 
the review would be performed as part of the Bureau's 
active participation in IBIS. Posts were asked to provide 
copies of their files relating to specified CLASS entries. 
The request explained that the files selected were part of 
a one-percent rando. sample of the CLASS records that are 
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eliqible for inclusion into TECS. Because of the CA 
review, we are not making a formal recommendation regarding 
the retention of files on category I refusals at thi. time. 
However, we strongly suggest that CA ensure that the files 
are available at post in order to aid in keeping 
ineligibles out of the country. 

(U) While at the ports of entry, we were also. told that 
CLASS included extraneous data, such as the names of 
individuals who have become legal permanent residents in 
the United states. No system 1s in place to ensure that CA 
is notified when.individuals with CLASS·entries become 
legalized permanent residents. CA has relied on INS to 
notify it of obsolete CLASS data. The names' remain in the 
lookout system unless the INS flags them during the primary 
inspection at the port of entry. This becomes a 
particularly serious problem when individuals, such aa 
those with green cards, are refe~ed to the INS seconda;y 
inspection, slOWing the inspection process down 
unnecessarily and inconveniencing aliens wbo may bave 
already overcome the derogatory information in CLASS. 

(V) RecommendQtiQn 11: We recommend that CA clarify 
the purpose of the CLASS comment field to INS, explore 
the feasibility of modifying that field to'meet the 
INS data needs, and where possible implement such 
changes. . 

(U) RecommendQtion 12: . We recommend that CA in 
coordination with posts ,and INS develop a system for 
purging extraneous data from the lookout system. 

,(U) c.A and INS agreed with Recommendations 11 and 12. In I 
its response, CA stated that it haa taken steps to increase 
the usefulness of CLASS for all

f 
concern

t
e4, especlialldY tfOr . 

port of entry and other lawen orcemen personne an 0 
purge extraneous data from the lookout system. 

TransliterAtion and Transqription Problema 

FOIAB2 

COUFIQENTIAJ,. 
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(U) In some countries, nationals can easily and legally 
change their names and then obtain new passports. Although 
in some cases little can be done to prevent this, as a 
minimum consular officers should ensure that the name in 
the passport, on the application, and on the XIV 
correspond. 

ee) As of now, posts on-line to CLASS and DNC posts use a 
system of "fuzzy searching and match," in whiCh the system 
automatically searches the database for similar names and 
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other data. The CA system, while much better than those 
used by other U .'8. agencies, is not perfect. Enlarging the 
fuzzy search parameters produces too many apparent "hits," 
while restricting such parameters causes the system to 
decrease preCision and mi.s real "hits." 

(U) CA bas been aware of these problems and has contracted 
for the services of computational linguists to construct ' 
culturally specific linguistic algorithms. ' The name search 
algorithms should increase the probability of getting true 
name matches even though the name aay not be transcribed or 
transliterated correctly. 

(C) CA has estimated that $4 million is needed to develop, 
test, and install date ot birth and culturally specific 
language algorithms. CA had hoped to have thes. funds in 
its FY 1994 budget to develop the date ot birth algorithm. 
The algorithm would search for matches in the date o~ birth 
if the nam~ check search came up empty_ TIle first three 

'language name search algorithms planned tor development 
will be Spanish,' Arabic, and Chinese, which CA chose 
because the Department considers many countries with these 
languages to be high threat. Tbe linguists have identified 
the requirements for proceeding with the algorithm 
development for Spanish, Chinese, and Arabic, but CA is 
awaiting funding before it can proceed with implementation. 

(U) After the three initial language algorithms are 
created, ~e Department will go on to develop cultural 
language algorithms for countries in West Atrica. W. found 
and CA is aware that transcribing and transliteration 
problems exist in other languages such as Greek. 

eU) .Assuming that full funding is provided, CA estimates 
that for Spanish, Arabic, and£hinese, it would taka about 
1 year t~ de~elop algorithms for each language, although 
Chinese is more difficult than the other languages. Once 
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~gorithms have been developed for the three languages, the 
- curve may decrease for other languages. CA 

s that it will take another year for each 
~~~ •••• ~ ... al algorithm to be developed. 

CA has not developed a long range formal plan defining 
transliteration and transcription problems CLASS faces, 

- :strategy for addressing these problems, and the 
:afp~xiJDate costs of this effort. QUestions remain on how 
-.anY-Dame search algorithms are needed overall, when they 

{(WOuld. be completed, and approximately how JlUch the entire 
···.,.effort will cost. 

(:~; :." '. " 

un Recommendation 13: We recommena Ula~ \;A aeV8.L0p 
~n overall strategy including a time line for 
developing, testing, and installing culturally 
specific algorithms to improve the probability of 
accurate matches of names in CLASS. 

(V] ReCOD!Jnendat'~\n 14: We recommend that CA seek to 
obtain full funding to develop the needed algorithms 
to eliminate the transliter~tion and transcription 
problems,associated with CLASS. 

'(V) CA agreed with Recommendations 13 and 14. CA stated 
that it has been authorized by the Congress to charge a fee 
($20) for each MRV application, a portion of which is being 
used to initiate work to address the transliteration and 
transcription problems. 

c. STAFFING CONSULAR'SECTIONS 
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(0) The RCO proqram was established by CA in the early 
1980s to advise and assist less experienced consular 
officers, or first and second tour officera, at nearby 
posts to ensure· sound consular management, 'a high standard 
of customer service and consular efficiency. The progr~ 
currently consists· of 12 experienced officers at FO-02 or 
higher, all but three of whom are assigned to posts in 
Africa. All RCOs, except one, were performing consular 
functions at their post, as well as assisting inexperienced 
officers at nearby posts. Only the ROO in Moscow was a 
dedicated full-time position with no secondary line " 
responsibilities. The geographic--.bureaua control the 
positions and travel funds' f~r the ROO prograa. 

'(e) The rankinq of positions at posts, which ia performed 
by the Bureau of Personnel CH/DGP), relates largely to the 
number of staff supervised and not necessarily to the 
importance of the officer's area of responsibility. At 
many of the posts rated as having a critical or high threat 
environment, where less experienced officers vere ass igned I 
the size of the staff in the consular section was 
relatively small. Consequently, usinq the M/DGP criteria, 
a more experienced, higher graded officer would not be 
assigned to these posts. 

(U) In March 1994, a CA workshop for ROOs reviewed the 
program and major initiatives and an updated set of 
quidelines was sent to the affected posts in April 1994. 
The quidelines identified the CA expectation for RCO. to 
visit each post at least twice a year, where possible, 
encouraged less experienced officers to observe larger 
consular operations, and called on RCOs to review internal 
controls to ensure they are understood and applied to 
reduce the potential for waste, fraud, and abuse. 

CU) When inexperienced oCficers are put in charge of 
consular sections at posts that process large numbers of 
applicants who could be terrorists, the probability that 
these officers ~ay issue a visa to an ineliqible applicant 
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1m~r"a~.e5,accordingly. We believe that only experienced ( 
should be assigned as heads of consular sections 
posts. I 

eu) Recommendation 15: We recOllJlend that CA develop 
sufficient criteria for determining staffing needs for 
consular operations at posts and use the criteria when 
determininq staffing. . 

. CA aqreed.' with this recommendation, stating that it is 
iSinq the consular package to provide more sophisticated 

on which to base staffing decisions by Washington 
and direct feedback to managerS in the field to 

process'improvements. CA noted; however, that 
not determine staffing for posts abroad, but rather 
with the geographic bureaus, wh.i:ch 'control 

itions. ' 

(V) Recommendation 16: We reC01lUlend that CA in 
conjunction with geographic bureaus develop criteria 
for determining which Poata, based on perceived. or 
known threats of the locality or applicant pool, 
warran~ a'more experienced supervisory officer as head 
'Qf the consular section.; 

(U) 'CA aqreed with this recOIIJIendation. :It stated that 
,~isting position classification criteria authorized 
~pqrading two junior officer positions and that it will 
,~~~k with qeoqrapbic\bureaus to deteraine whether other 
~Unior officer positi~ns at sinqle offic~r consular 
sections' shOUld be upqraded. ' , 

un ReCOllllDendation 17: We recommend that CA in 
coordination with the Bureau ~f"personn.l identify 
ways to obtain (1) the authorizations needed for 
assiqninq higher ranked consular officers to posts 
identified in the above, recommendation, and (2) the 
staff needed to fill these po~itions after they are 
authorized. ' 

" '(U) CA aqreed with 'this recommendation. Ita concern ia 
,that there are not enough grade 3 consular officers to fill 
consular vacancies, and it anticipates fewer grade 3 
consular officers in the future. CA suqqested an 
alternative proposal of consolidating the MIV function from 
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small, high fraud posts, to larger regional posta where 
experienced officers would be available to make visa 
decisions or improve communications with saall posts so 
that officers'would have on-line access to lookoue data and 
E-mail. 

(U] Becg_eildation 48: We re~oDDllend that CA in 
coordination with geographic bureaus taka stepa to 
ensure that the Regional Consular Officer Proqraa ia 
routinely and adequately funded. 

(U) CA agreed. with this reco1lDllendation. 

Stafting Gaps Puring Pelk Per1Qgg 

(U) At many posts, ,the volume of HXV applicants generally 
increased significantly from Kay to september and in ' . 

. December. coincidentally; the qreateat a_nel for NIVs wa. 
also at a time when one-third to cine-halt of consular 
officers' were transferring back to the Department or to 
their next post. Each a~er it was nO%'IDal for consular 
sections to expect a 35 to 45 percent turnover of theit 
officer staff. Because of the need for boae leave, 
training, consultations, and addressing dependant schooling 
concerns, many departing officers would leave posts as Boon 
as they possibly could, while their replaCEments, when 
available, would arrive at post a. late as they could. 
Seldom did the staff at posts overlap •. 

(Ur We tested the notion that most rotations occur durinq 
the summer months because officers bave school-aqed 
children using February 1994 M/DGP data •. This. was the .ost 
frequent reason· identified for rotating officers during the 
summer JIlonths, yet none of the officials. we interviewed in 
CA, "lOOP, c;Jr the geograpbic bureaus bad formally analyzed 
this data. (The aecond most frequently identified reason 
for rotating staff was that JIlOst of the "good a~signments" 
were available during the summer months_) 

. , 

(U) Our g08.1 in performing the analysis, while not to 
over.implify the assignment proc .. s, was to qain a .enae of 
some of the options available to M/OOP and' CA for managing 
consular .• taffinq gaps. M/DGP directs tKe.aasignaent of 
junior officers, the majority of. whom spend their first 
tour in consular sections. . More than 60 percent of the 
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officers were rotated between June and September; 
rest were rotated between October and May. Our 

showed that only 12 percent of the 470 junior 
~~_._ currently assigned to consular positions had 

~""",~-aged chil~ren, whereas 88 percent had no children at 
; or children who were not of school age. 

'. While our analysis only related to junior officers in 
"'u.:aw. .... _·~ posi tiona, we believe that this examination does· 

some possibilities available for more effectively 
the staffing gaps. For example, if the training 

~!uI;s1~pmlenlt cycles were .C!hanged, and more of the "better 
~I,al~~~,ein~,sn were offered during the spring and winter 
-""""'-""., more officers than anticipated might choose to 

assuming proper financial and other incentives were 
."llrCllec1 •. Another alternative would be to hire suitably 

staff such as part-time American employees or 
Ft~re~Q~ Service Officer dependents to backfill vacant 
'~J.'" ....... Q.IlI.. CA has attempted this on a number of occasions, 

~the'resources needed for hiring such staff were not 
. avai:J,able. 

·{·O)'::· At two ot the posts we visited, the consular section 
'closed temporarily because of staffing gaps. On 

'~~ift~~'AP occasion, to meet the increasing workload during a 
period, one of the posts used the Consul General's 

.' iver, Bwho was. highly educated," to perfor. lookout name 
9hecks on the microfiche. Thus, staffing gaps contril:tute' . 

, ~~·.the !YUlnerabil~tY'9f the H:IV process by, increasing the 
·press~re and work loads of consular sections, most of wbich 
a.~e alrea~y overworked. 

(V) beoueMation 19: We recOlD1lend that CA, in 
coordination with the Bureau of Personnel, the Bureau 
of Pinance and Management Policy, and the geographic . 
bureaus (1) develop appropriate statistics on consular 
workloads, (2) compare this data to rotation 
schedules, and (3) develop and implement an effective 
plan to ainimize'consular staffing gaps. ' 

(V) CA agreed with this recommendation and has a plan for 
implementation. 
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Ingufticient Language Training 

(U) The languaq8 skills of consular officers at. posts 
where difficult language. are .p~ken are not sufficient in 
tWo respects: (1) the length of the traininq provided, and 
(2) the.lack of emphasis on consular/visa issues and 
interviewlnq skills.. Departaent regulations (3 PAX 572.3), 
updated a. of February 1994, state that !,\on-tenured junior . 
officers can receive up to 30-weeks ot language training, 
Prior to this, ·th. regulations prevented such officer. from 
receiving more than 24 weeks of training. A key reason for 
the restrictions is. that the Department does not want to 
invest in extensive language traininq for individuals prior 
to tenurinq in the Foreign Service. 

(0) In countries such as Korea, we were told that bavj.nq 
only 24 weeks of language traini~g did not adequately'e~ip 
consular officers with sufficient~sk1lls to effectively 
intervie1( lfIV applicants. Officia!s of the Foreign Service' 
Institute'. (FSI) Sc~ool of Languag. studi •• stated that at 
'least 44 weeks of language training is needed for persons 
with a'higb aptitude for foreign language to function 
effectively 1n the consular section. A nuaber of consular 
offic~rs also said that although most officers on their 
first tour are assigned to con~~lar po.itio~1 an adequate 
aJIiCIunt 'ot emphasis i. not placed. on teach1n9 language -' 
skills related to consular functions. 

(tJ) As a consequence, consular officera at some posts are 
often forced to' rely on the interpretations of FSNs 
employed· by the consular s~t1on who are. believed to be 
reliable, or alternatively the officers 40 tha best they 
can with what they know, running. the risk of lI&iting errors 
because ot misunderstanding the applicant •. Por example, 
one poat we visited processes la1"98 ft1lllbera of third 
country na~ional. from a single neighboring country. When 
Ps~s were not proficient in the language of the •• 
applicants, the officers.imply called up individuals from 
the waiting rOOD to interpret, ai4ing in the· applicant's 
interview. . . 

(U) The Department's toreign language prog'ra has been 
evaluated numerous times, including a review by the OIG in 
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July 1993. That report' stated that the Department 
.~9ntinues to experience problems in staffing lanquage­
~.~signated positions with ~alified people and may have 
·,~~tantially understated its language requirements. 

~ A.:1: ~ough the report did not specifically address the 
.:l~a9'e needs of consular officers, it did state that 
. ~iip.ular officers are· routinely engaged in passport, visa, 

' .. aJid ilDlliqration matters with foreign ~tionals and that . 
edge of the local languages would be a prerequisite 

these jobs. Several recomaendatibns, were made on the 
Cl8lrleJ~a deficiencies of the Department's foreign language 
Drcktra:m, but 'none related 'sJ)eoifically to the need for 
.ft~l.ft_ training in the consular function. We believe 

CA and FSI should examine this issue to determine the 
~rovem,ents needed to make the language training more 

for consular officers at post. Such a rev~ew should 
.t:l:'oJlQ]l~ consider modifying the language instruction to 

consular situations and needs. . 

eU) _commendation ag: We recoDlllend . that cA, in 
coordination with the Foreign $ervice Institute, 
survey the for.eign language needs and. skills of 
officers performing viaa functions worldwide. 

'CU) bwommendatign 21: . 'We racoDlllend ·that the Po~eign 
Service Institute,' in coordination'with CA, (1) 
determine the. tmprovements needed to :make the t~aining 
more effective based on the results of the survey, and 

. (2) taka steps ~~ ensure that thi~ is achi~ved • 

. ('g) In our draft report,. we reCODlllended that "CA, in 
.. coordination with the Foreign service Institute, (1) 
:. . sleuine the lanquaqe training provided to officers. assigned 
.... : ~to consular sections, (2) determine the improvementS needed 

. to make the training more effective, and' (3) ~Jte steps to 
:. ~re that this' is achieved.· 101i1e CA supported the 
::iJitei1t of this recoDlllendation, it stated that it is not 
appropriate for CA to lead such an effort nor does CA have 
the expertise or resources to do so. CA also stated that 
this recommendation should be tasked to fSI or possibly to 
the "appropriate office in the Office of the Under Secretary . . 

" '011 Specf.' ap.;.tIClnl levlew T_ R"rt: Oeparta!nt of It.c. Forelll' ........ 'roar. (SORT-9J-
July 1993) . 
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for Hanagement. Based on these comments, we have modified 
the recommendation, divided it into two parts and tasked 
both CA and FSI with implementation. 

lAiye~ of· Personal IntenieWl 

(DJ Although Department regulations place a biqh priority 
on consular officers conducting personal interviews of NIV 
applicants and permit waivers of such interviews under 
certain circumstances, large numbers of NIV applicants were 
not being interviewed at at least two of the posts we 
visited, primarily because of the lack of adequate staff. 

(U) With the visa application 'and other relevant 
dOOUDents, the personal interview of applicants allows the 
officer to determine on the basis of the applicant's 
representations el) the proper nonim.igrant classification, 
and (2) the alien's eligibility tq receive a visa. A' 
consular officer can waive the requi~8ment for an interview 
tor children under 14, applicants of certain special 'visa 
categories, diplomats and other government officials, 
aircraft crewmen, and other special eases. .; 

(U), Interviews may also be waived for"groups of applicants 
meeting certain defined criteria. Persons ·who quality . 
under theae criteria may apply through ·drop-box~ programs. 
Typically, these program. involve accepting visa . 
applications from third pa~ies--such as travel agents for 
tour groups, shipping companies ·for crew lists, and visa 
revalidations-~or from individuals themselves. Each day 
applications are dropped off" at consulates with the 
travelers' passports and other relevant documents,.and 
picked up atter the applications have been processed. 
Applicants are either iSSUed visas'or called for a personal 
interview .. 

(U) A CA official maintains that drop-box programs and the 
interview waivers did not begin "because of staffing 
constraints. However, officia18 at the posts we visited 
cla~ed that staffing shortages largely propell.d 

. increasing reliance on theae programa. At two posts we 
visited, lIore than 70 percent of the 250,000 and 300,000 
applicants, were receiving KIVs without personal __ -. 
interviews. 
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We also found inconsistencies in the way posts 
internal controls fo~ drop-box programS,- that 

~UAW· result in the issuance of Yisas to ineligible and 
applicants. Por ex_pIe, at the time of our 

,: the travel aqency drop-box program at one post was 
~w: .. t~lct~uz , and Dlore than 400 travel agencies were 

ing. 'A travel agency needed only to complete and 
three of its officers sign an application and attend 

embassy briefing to become a part 'of the program. with 
exception of minor children travelling without a 

virtually any applicant could apply for a visa 
h_'n'll"!rh travel agencies participating in the progru. 

The travel agency submitted the client~s application, 
~I.JSI~%t relevant supporting documents, and a narrative 

. qivinc;r details concerning the person's 
and proposed travel plans. Pirst time 

icants for HIVs could participate in the proc;rram as 
i,,' : 
:t 1:1:., 

.'(U) The travel agents were penalized if, in the jud.gement 
.. q~ithe consular officers, the quality of the completed 

. . . ieations beinq submitted tbrouqb the process was poor 
. ications not.fully completed). 'Penalties for non-
~'''A"'''''''''''U'''''I;I with guidelines ranqed. froa letters' of warnill9 

agencies to suspension of privilaqes. The travel 
aa4ant;s were not required to certify and the· embassy was not 

random followup checks to verify that the . I 

, who for ~e most part were issued tourist or 
iness visas, bad abtually left the Pnited States. 

'l"h,,,,,,,,h the embassy had had a travel agency progr_ for 
.,: some , it was -only baqinninq the process of cJevelopinq 
·:;".nd implementing SODle internal controls for the proqram at 
.. ~e time of our review. on April 4, 1994, in response to 
: fln OI~ compliance inspection report, the embassy identified 
' .. 1 ts plan to reduce the number of travel aqenciee 
participating in the drop-box proqram from approximately 

'. 420 to ];20 agencies. 
1'.: . . t . . 

.. (U) At another poet, on the other hand, the drop-:-box 
program was more structured in that applications were ~nly 
accepted from a amall number of travel aqant. wbo were . 
iiembera of the Ministry of Tourism, and from those agents, 
only applicants who were travelinq aa m8Jll:)era of tour 

. groups were. considered. The sponsoring travel agency was 
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obl1ge~ to report in writlnq on the return of the C)t'Oup . 
members, and consular managers periodically verified this 
information with border control authorities. If a travel 
agency wrongly certified that a traveler had returned, the 
agency's drop-off privileges were revoked. In addition, 
the office would send a report to the government authority 
issuing travel agency licenses in the country. Upon 
receipt of the report, the offending agency's license could 
potentially be revoked. 

. (U) CA bas not issued guidance to posts concerning any 
drop-box proqrau, apart· frca the internal referral 
program. We were told that it would be difficult to 
develop guidance flexible enough to-take into consideration 
the differing conditions worldwide. Monetheless, CA . 
supports expansion of.the use of travel agenCies to process 
nonimmigrant visa applications more efficiently. To ensure 
that pOst drop-box programs are safeguarded against the 
issuance of NIVs to ineligible applicants, internal control 
quidance and procedures should be establish~. 

(0) BeC9Dl11l1ndation 22: We recommend that CA ensure 
that effective internal controls exist for drop-box 
programs by requiring posts to submit the criter.ia for 
their drop-box operations tor review and evaluation. 
such review should (1) examine the criteria for 
selecting travel agencies and other participants.!n 
the program and the procedures tor conducting spot 
checks of those issued visas, and. (2) ensure that 
reasonable penalties exist for those who do not comply 
with ~st guidelines. . 

(U) CA aqteed with this recommendation and has taken steps 
to implement it. 

D. PBOCES3ING TlltBD COUNTRY IiATJ;QNAI,s oumID. Qr THlIR 
CON§ULAR DISfBIC'l'S 

(U) Posts are processin9 and issuing Nrvs to TCNs outside 
ot their consular district without any verification ot 
their bona fides or preclearancea largely becau~e 
Department regulations permit consular officers to do so, 
and partially because u.s. consulates or embas.ies are not 
located in all pountries. This increases the Department's 
chances that a visa will be issued to an ineliqible person 
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to be ineligible for an HIV. 

consular officers are required by Department 
(9 FAIl 41 .. 101),.to accept applications from 

~~'~G~,D who are residing in their consular district. 
~R~'~N~'P, they are permitted to use their discretion in 

applications from individuals who are not 
but are physically present in the officer'. 

tcc~nalu~ar district. 

The regulations atate that·, while clearances from the 
district should normally be obtained when processing 

~ppllc:an~s who are not residents, but are physically 
in the consular district, the examini~ consular 
has the authority to prOcess the application 

thout those clearances. The clearances can be deferred 
if the officer determines that the applicant is qua~ified 

tfor an RIV. Additionally, clearances between on-line posts 
ar. not required because derogatory information on 
applicants-should already be included in CLASS. 

'fistts to Post 

(C) We were particularly concerned about the processing of 
applicants who were not residents but were physically 
present in another consular district. For example, two 
posts We visited were prooessing large numbers of 
applicants from,Iran and Iraq, respectively, two· countries 
most recently cited by the Department as state sponsors of 
terrorism and with whom the United States does not -
currently' have formal- diplomatiC relation,S.. [~nformation on 
social and economic conditions in Iran and Iraq used to 
ascertain the eligibility of applicants is relatively 
scarce and often unreliable. In FY 1993, these two posts 
issued approx~~tely 2,000 NIVs to Iranians and 700 NIVs to 
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Iraqis. The two posts were not on-line to CLASS, put both 
bad either the microfiche or ONC lookout system. 

e 0 J 

nationals applying for student visas, are present i 
or fomer m.embers ot the Baath Party, or are govermaent and 
military otficials. Yn FY 1993, from 2 to 10 percent of 
the Iranians and Iraqis could not be issued Nrvs until 
clearances were obtained from. the Department. 
consequently, for the great majority of applicants, 
_consular, officers had to rely on face-to-face interviews of 
applicants, the information presented on.their . 
applications, and any other documents the applican~s 
provided. 

(e) At one post we visited, the consular officers' 
assessment of the quaiity·of data received from Iranian 
applicants was inconsistent. One officer said the 
documents were of the highestqual1ty, wbile anotber said 
they were of the poorest quality. Both officers had worked 
1n the consular section. and had processed NIV applications 
for at least 6 months'C 

(U) CA's policy has been to treat all HIV applicants 
uniformly regardless of their nationality unless there is a 
special requirement to do 'otherwise. CA does not consider 
the lack of a consular presence in the applicant's bome 
country in determining the applicant's eligibility. 
Besides requiring special security clearances for selected 
applicants from cert~in countries, if the fact. cannot be 

,verified, CA has left the eligibility ot an alien to the 
discretion of the consular officer; A~ one of the posts we 
visited, as indicated earlier under the section on 
"Staffing Consular sections," a junior officer Cat the FO-
05 rank) was in charge of the consular section. At the 
other po.t, the consular head. was more senior (at the FO-O~ 
level) • 

{;ONt'IPElf'l'IAL 

47 

UNCLASSIFIED 

F IAB2 



UNCLASSIFIED 

~NFIDJNTIAL 

(O)'Recommendation 23: We recommend that CA review 
its policy for issuing visas to individuals who are 
not residents but are physically present in the 
consular district, particularly those wbose bona fides 
cannot be verified 'because the United stat.s bas no 
consular presence in the applicant's country or' 
information i8 not available. If the decision is made 
to continue issuing visas to these individuals, CA 
sbould establish sound criteria for adjudicating these 
applicants • 

(0) ,cA agreed,with this recommendation. 

E. 'fERPORMANCE OF NAME ~CKS BY FSII 

(U) We noted that six of the seven posts we visited were 
~elying on FSNs to perform name checks without adequate 
assurance that the names of applicants had been checked. in 

, t;he lookout system. This was even true for the embassy 
, which bad the MaV and on-line access to CLASS. -

GUidancl 

:: (U) Consular officers are tasked by Department regulati~ns 
.::(9 FAM 41.106, 41.113, and 9 FAIl, Part: IV, appendix D) with 
. ensuring that tbe nlUlles of applicants are cheeked in the 
. lookout system before a visa is issued. Further guidance,. 

in' ,~. consuJ.ar JfanaqUent IAn4):?ook (cbapter 6, IV a, pages 
;J.17;';118) states that"a system for verifyinq the results of 
nue' cbecks ,in the lo'bkout system should :be developed by 
each post, . and depending on the volume of fraud, an , 

, Ailerican family m8llber (AJI'II) or a part-time intermittent or 
. temporarY (PIT). em.ployee should perform the entire nuae _ 
',:':Chack function or monitor PBNs performing that function. , 
::. The hanc!book go.s on to, state that when the lookout aystem_ 
, i. cheeked prior to the interview, the adjudicatinq officer 
. ~bould review the· application for evidence that the check , 
,~was'performed, and officers should review all potential 

" hits t.o determine their relevance and the appropriate. 
:". course 'of action. When a lookout check 1. performed after 

the interview, manaqers of consular sections are charged. . 
'" :with .ensuring that' consular officers review all potential 

'hits before issuing the visa. 
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Because, " 
application for PSN's initials did not constitute.: " 
verifying that the naae checks have 'been perforaed, 1n 
March 1994 we recommended that CA require poa1:.s to . 
existing internal controls to ensure that the required 
cbee~ of the consular lookout system are efrectivel~ 
performed, whether on an automated 'system or with the­
lookout .icrofiche~ 

(U) The April 1994, CA response indicated that post. 
be informed of the need. to review their internal co:ntroJ 
to ensure that the required name".checks of the 
system. were being performed. Posts wera also asked 
report any diffiqulties 4ue to faulty microfiche 
that they experienced when performing nam.a checks. In 
April 1994 the Foreign Relations Authorization Act 
1994 and FY 1995 established cUacipl inary procedures 
consular officers who failed t~ follow lookout systea,:, 
procedures and issued viaas to individuals who were . ;: 
included in the lookout aystem. '.' 

(0) As indicated, however, only one of the posta we .. > 
visited had adequate controls in place to ensure th.t;. 
lookout system had been checked and that FSNs'were, . 
notifying consular officers of hits wben tbey occurr8cl.;'·,;' 
Moreover, most .of the officers we talked to seemed to· 
adequate information on the steps they shoulc:l take t4> ' 
ensure this. other ex_ples of internal control W81I)aaesi• 

regarding the microfiehe, ONe, and automated lookout.' 
systems, that we observed at posts are. shown below.' I " 

At one post, FSN. were reviewing the w~c~~~~r1Cln'~ 
a separate room, out of tha line of sight of 
consular officers. This was becaus. of the' 

'physical layout of the consular section and 
adequate staff were not available to observe 
PSH review. 
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The ONe system at another post did not provide a 
printout of the results of lookout system checks. 

I 

At another poat, the MRV bad been modified to 
provide a printout of hits, and PSNa were charged 

. with reviewing these hits and apprising officers 
of theDl. However,.AFKs approving NIVs for 
issuance did so without verifying that hits bad 
been brouFt to the attention of the consular 
officers. 

At still another post, the achine. used tor 
viewing the .icrofiche included a printer. 
However, because none of the staff knev bow to 
operate the printer it was not clear whether it 
was working, and no paper vas available at post 
tor use in the printer • 

.. ·The Department is moving towards installing MRVs at 
NXV.posts and having an American officer, APM, or PIT 

. the performance of name checks. There are . 
1mate;Ly 230 NlV issuing posts worldwide, and CA plans 

some form of HRV at all posts within the next 3 
~c FUnds for'installing MRVs and upgrading software 

.:.·provid8d in .April 1994 when the Congress authorized -
. Department to' collect and retain the MRV processing 

; .. However, guidance is needed on how to ensure . that 
DOkoutsyste. checks are performed until. such tim. as the . 

. . program is instal1ed worldwide. Guidance is also . 
thereafter if XRV and DNe systems similar to those 

'.a'~+ified at the posts we visited are installed elsewhere. 
quidance would aid officers in meeting their roles and 

d reduce the likelihood of future disciplinary actions. 

(V) IeQOmmendation 2t: We recoDend that CA (1) 
conduct a survey to determine which posts have usable 
microfiche readers and printers1 (2) provide posts 
wi tb the necessary guidance on how to use the printers 

: fAt o~r MIV ~t'. the • .,.t. lUt~tfc.lly dMcb the .'cant" .- ... d'lIpl. the ....... It. 
CGIflUter .... ~tor for the conaut.r officer'. r......... 8ec&M ,he JIItV ~ deI'lI" centl'" .....,.., 

Intended to clt.lntsh or aU.tl'llte the pot.,UIl for flit .1fUlance, the ..,.t. It IIW poiItt d.d 
DrOIo,fda pt'lntout. of lookout .hltl. After vl ... l". I hit, c_ullr officers It the other IIW poilU ...... 

either lJIIW'ow or' ref_ the Ipplfcant'l v .......... t II, IllIIPly ,tr.k'". the IflPt'CIIPI"I.te key on 
~CQI.-.n:'" k~rd. An IppI"O'III trdlc::ated· to the ,)'Stell thlt I vf .. could be printed. 
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to ensure that lookout checks are performed; and (3) 
provide gui4ance to posts on how to ensure that checks 
of microfiche have been performed. 

tU) iegQJR!I8Ddation 21: We recOIDIIend that CA issue 
more specifio instructions on how to ensure that 
lookout checks'are performed to DNC posts and poats 
where the MRV systa baa been modified to include a 
printout of aystem hits. 

(U) CA agreed with Reco_endations 24 and 25. 

F. J2A'l'A AHALYSa& ABD INlOmm,:XOH mDS 

(U) We found conaular officers making decisions at posts 
without ,adequate knowledge of the country's, cUltural apd 
legal environment. This occurred because neither the posta 
nor CA ,had systematically developed and analyzed data 
relative ~o the local environment ftor had they issued 
adequate guidance on ~ese matters. Uso, inadequate 
resources sometimes prevented CA and posts trom directing 
more effort in the~e areas. 

(U) The consular officers we interviewed admitted that the 
lack ot data may have cause4 thea to aake sOlIe unsound 
deoisions and som. may bave issued visas to ineligible 
applicants. ,More formal and routine analyses are needed'on, 
the type of HIV applicants that (1) are lIore likely to . 
overstay their visas, (2), oome ,to the United. stat •• on an 
NIV and immediately adjust their'status, an~ (3) have their 
visas aancele4 by INS and b. turned around' at the port of 
entry., While some poata have developed written guidelines 
on the nuances of the local environment, at the poats we . 
visited the officers were relying on anecdotal .vidence and 
occa~ional files,consisting primarily of cables to' 
determine the le9it~acy of IfrV applicants." 

(U) The majority of Poreivn Beryia. Officers spend their 
first tour in consula~ sections. Atter cominq on board and 
receivinq 26 days of consular training at COHGIN Rosslyn -
(which provides tor, among other thing., oonsultations with 
CA on the visa fraud environment ot their post ot 
assignment, if desired) and so •• languar8 and other 
training in Washington, the typical oft car goes out. to 
post and is placed on the visa line to interview NIV 
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applioants, sometimes with only hours of on-the-job 
training_ 

i 

(U) Whiie most junior offioers at the posts we visited 
expressed satisfaction with the consular training they 
received at CONGIN Rosslyn, they stated that the on-the-job 
training at post was neither comprehensive nor ,structured, 
and that they were essentially thrown into c,onsular 
operations. consular officers need more than the limited 
training provided to effectively adjudicate NIV 
applications .. 

Prooessing Information from :the IRS 

(U) ZUS notifies consular officers when an.alien with an 
NIV adjusts status in the united states or bas his/ber visa 
cancelled and is turned around at' the port of entry, u"ing 
INS forms G-325A (Biograpbic Information Form) and 
1-215s (Hotice of Visa cancellation/Border Crossing card), 
respectively. We found' ~at the information i. often 
received too late to be useful and that consular officers 
are haphazardly reviewing these . forms. , The forms were 
merely being circu1ated and reviewed by the officers it 
tiDe permitted. Also, each officer vas permitted to draw 
bis/her own conclusions from the information. ' 

G-325A 

eU) Section 245 of ~e INA states that an alien with an 
NIV can adjust his/bel1-_status to that of a lawfully 
adll:itted permanent resident if (1) the alien applies for 
8ucb adjustment, (2) the alien is eligible to receive an 
immigrant visa and is admissible to the onited States for 
permanent resi~ence, and, (3) an imligrant visa 18 ' 
iDaediatalY'ava;11able to bhl or ber at the, tille the 
application i8 filed. INS pr~dures require that a copy 
of the G-325A be sent to the post 'that iSSUed the NXV ~ The 
INS relies on the applicant to identify the post, it does 
not require the processing district office to cheek the 
applicant'. passport for this information. ' , 

(0) Upon receipt of a G-325A at posta, consular officers 
are expected to check their, records, and adVise INS of any 
d~rogatory in~ormation by cable within 60 days of the 
mailing of the G-325A. If 60 days pass with no response, 
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the INS .guidance states that INS should conclude\tbat the 
post has no derogatory information and proceed to process 
the adjustment of status application. If the post does 
respond, INS should consider the information provided to 
determine whether the adjustment of status should be 
granted. 

(U) We found that (1) posts were receiving some G-325As 
for NIVs·that were issued aore than a year before, while 
records ot visa application. and issuances noraally are not 
retained at posts for more than one year, (2) frequently 
posts were receiving G-32SAa long after the 60-day window 
for replyingJ (3) the forms received did not always have .. 
information identifying the type and "date of visa issued 
which the post needed to research the visa application; 
(4) the foras were sometimes sent to the wrong visa i~suing 
post, and (S) posts supplying potentially derogatory. .1' 
information to INS were expecting, but did not receive, 
feedback on that information. Also, INS has provided 
limited and outdated guidance to posts On the type of 
derogatory information needed to effectively facilitate an 
INS review of applicants, and it has not defined what would 
constitute an adequate response to an INS inquiry • 

(U) The team also found that the Boston ~S district 
office had discontinued sending G~325As to consular posta 
al together, at the direction of the INS headquarters in· 
Washington. On the other hand, the practice of the Newark 
district ott ice was to send G-325As to posts if the NIV had 
been iSSUed during the previous 24 months. Department 
regulations (9 ~AH appendix D) state that a copy of the G-
32SA will be sent to any consular office that issued the 

. NIV during the previous 12 months • 

. (U) However, we also noted that the INS Newark office vas. 
interviewing adjustment of status applicants within 30 days 
of mailing the G-325As to posts. Thus, even if the post 
developed and relared pertinent derogatory information to 
·the.INS Newark off ce within the 60 day window, that otfice 
would probably have adjudicated the applicants' cases 
before receipt of feedback from the post. 

eU} INS examiners in Newark also said that unless the 
derogatory information was corroborated by documents, it 
would seldom result in the denial of an adjustment of 
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status application. Also, the eXUliners stated. that when 
an applicant is related to a O.B. citizen or permanent 
resident, a waiver is available Under the INA to overcome 

" . 

certain visa ineligibilities (such as a crime involving _ 
moral turpitude) and the adjustment is usually granted. to ~':';> 
the applicant. ' / 

(0) .The INS also notifies posts of cancelled NIVa and 
aliens turned around .at the ports ot entry, through the use 
of an 1-215 Form. ':~~wever, INS officials often expressed 
uncertainty about ~e identity of the aliens turned a~ound 
and identit ied on the torms to posts. This is because the 
passports in tbe possession of·the travelers turned around 
may have been stolen or oJ:)tained fraudulently: ", While most 
of the posts we visited were receiving 1-275_;' ~ilone were' 
certain of how the intormation on the form should be used 
or the value of that into~ation. Department regulations 
describe the 1-215 form, but provide no guidance on how to 
use this information. 

J 
(U) section 235'of the INA gives INS inspectors the 
authority to question everyone seeking admission or 
readmission to the united states. If during,this 
questioning an alien is determined to be inadaissible by 
one of the inspectors, the alien is given a choice to 
either withdraw bis/her application for adaissio~ or have ' 
an exclusionary hear~g betore an Administrative Judge. If 
the alien chooses to withdraw his/her application for 
a~ission, the visa is cancelled and an 1-215 is filled out 
by the INS inspectors. The 1-215 includes descriptive 
information on the alien, the circumstances of the denial 
of admission, and may include a copy of a sworn statement 
containing the "traveler's signature." The inspectors are 
further informed to route the 1-215 to the consular officer 
who had issued the visa. 

CU) Recommendation 26: We recommend that CA, in 
conSUltation with INS, clarify the procedures for 
processing G-325As and I-215s and provide, guidance to 
posts on how to effectively process these documents. 

(U) CA and INS agreed with this recommendation. In its 
response, INS said the processing of G-325As is. critical to 
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! the adjustment of status process anel that the 1-275 is a 
vital communication tool between the ports-of-entry anel the 
posts ... IHS stated that it will assure the timely 
processing and forwarding of these foras in the fUture. 
IRS further stated that it viII assist in the preparation 
of guidance for posts. INS also ,aid that as part at an 
IRS/DOS data sharing initiative, 1-275 information viII 
eventually be on~line and available to all ports-at-entry 
and posts., " 

(0) Recommendation 22: We reco_enel that CA, in . 
consultation with posts and PSI, devise vays (through 
training, manuals, or both) to ensure that officers 
are provided aore fot1Rl structured guidance and 
information on the nuances of their consular 4istrict ; 
and environment tmmediately after tbey arrive at j 

posts. 
", 

(U) CA and FSI agreed .with the intent of this 
recommendation but do not support achieving it in a 
"formal, structured" way. In their responses, CA anc:l FSI 
noted that the Consular Management Handbook provides 
guidelines of what should constitute a consular section 
orientation program for new and inexperienced officers and 
that they can only continue to stress the-importance of 
post orientation for newly arrived ofticers. PSI said that 
in the 26-day Basic Consular Officer ~aining course, 
officers are required to consult with Visa Office, Fraud 
Division and overseas Citizen services in order to 
faDiliar~ze themselves with workloads, fraud trends, and 
probleJI areas that they will encounter amen arriving' at 
post. We continue to believe that the vulnerability of 
havin9 consular officers isauin9 visas vithout adequate 
knowledge of the country's. cultural and legal environaent 
warrants more fC?ntal structured guidance a.t posts. 

overstay Bates 

(U) None of the posts we visited were routinely analyzing 
data to determine the type. and number of people 
overstaying their KIVs. {.TO obtain a sense of the overstay 
rates, we visited the INS and· found that it estimates that 
approximately 300,000 aliena overstay their visas each 
year~ The INS does not, however, administer any exit 
controls for aliens that cross u.S. boiders. Although 
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sUpposed to turn in their 1-94 departure forms 
the United States, there is no assurance that 

:80. Aliens that do not turn in the 1-94 are termed 
apparent overstays. lNS uses the data in NIlS to 

hoW many of the ·apparent overstays were the result 
~.iT.~ error (i.e., the inco~plete collection of 

forms), and how many were actual overstays. The 
an estimated overstay rate. 

a sample of tourist and business visa 
approved by the posts we visited during the 
1992 to August 1993 to dete~ine the number of 

overstaying their NIVs. For two posts, our sample 
~&J~~~e,a toward Iranians and Iraqis, respectively. Of 

o cases included in our sample, the INS system 
led about 45 percent (157) as having entered the 
states, and 24 percent (38) of the 157 as having not 

_?_-'-, and Were apparent overstays in the United states • .. 
. :;,To determine how many of the apparent overstays were 

overstays, we provided the names to posts for 
~U~ln. Not all of the 38 individuals could be contacted 

not all had telephones or could be reached in person. 
~~-'44,~~,glly not all of the individuals issued visas by 

; Amman, and Guangzhou could be contacted, and none 
·those issued by Dubai couid be contacted. 

However, of those contacted, the posts dete~ined that 
number of actual overstays was much less than the 

overstay ra~e of 24 percent. The po~ts d~termined 
at the most, 12 percent (19) of the 157 1ndiv1duals 

not left the United States and had overstayed 
>4""uc--lly. 

We compared the data obtained by each post to the 
,~~.~~ available (FY 1992) INS estimated overstay rate for 

general population of that country. We found that for 
countries, the differences between the INS overstay 

and Ole sa~ple overstay rates was relatively large. 
,example, the INS estimated overstay rate for Lahore was 

7 percent While the OIG sample actual overstay rate 
d be as high as 25 percent. Although our sample size 
small, we believe it raises questions regarding the 
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reliability of the INS data in i~s current fora for 
accurately predicting overstay rates by country. 

AJ)alyziM INS natA 

(U) We also analyzed the sost recent INS data (1992)1 on 
overstays to determine the type of viaa that accounted for 
the largest percentage of overstays for all of the posts we 
visited. As the chart below shows, recipients of tourist 
visas from Amman, GU&ngzhou, and, Lahore are much sore 
likely to overstay their visas than recipients of busine.s 
vislla. For Athens, aliena with tourist and business visas 
are not overstaying nearly as much as aliens with other 
types of visas. Such data were not available for Dubai. 

AD.lyais of OVersta7_ bF ~. ot Vi.. Bol~er 
n 1112 • 

(In percentage) 

f2I.t Business Tourist othe,,1t 

Allman 8 91 1 
Athens 0 3 97 
Guanqzhou 0 60 40 
Lahore 11 82 7 
Seoul 0 37 63 
Taipei 0 100 0 
Duba! HA . NA NA 

• Other visas include those for students, exchange 
visitors, trainees, etc. 

(U) Wi th this type of information, as w~ll as other 
information that the posts or IH~ might ultimately be able 
to generate (i.e., typical age of the overstayera, 
occupation, gender, etc.), posts could develop typical­
characteristics of people Dore likely to overstay. Though 
in~omplete, NIlS contains biographic data (birthdates,' 
occupations, and other information) on aliens visiting the 
united States. CA could use INS statistical data to raise 
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or,confirm post's,suspicions about the percentage ot alien~ 
who apparently overstay in the United states. 

(U) BecogendAtigO 28: We recOlDDlend that CA, in 
coordination with INS, develop a sound methodology for 
collectinq and analyzinq information on KIV arrivals 
and departures including their overstays in tbe United 
States and disseminate this data to poata on a routine 
basis. 

(U) CCA and I:MS' agreed with this recommendation. In its' '-, 
response, INS noted that there is no tormal IRS inspection 
of, those departing trOll tb. united Statea. Without 
departure control, any syatea to collect departure data 

. will contairl some degree ot error. IlfS further stated that 
it is wor)dJ')g' on a procedure to collect arrival 'and 

, departure data 'el~ctronically. While t:his procedure, it 
adopted, will reduce the magnitude of error in the data, 
unless the united States is willing to establish a control 

'mechanism tor all persons seeking to depart the united 
~tates, errors will continue to exist in the data system. 
INS said that the information collected will eventually be 
available on-line'to both INS and DOS as part of a mutual 
data s~arinq initiative.] 

CQDIolidated/lXaugulent DPcuaeotg 
('0) Each year thousands of aliens arrive in the united 
states with counterfeit document. tram various countries 
such as Pakistan, Ban91adesb, China, Santo Domingo and 
Nigeria. In a typical year, accord.ing to IHS, more than 
100,000 people arrive, attempting to enter the united 

. states with fraudUlent, altered, or impostered documents 
(passports, NIVs, alien cards, border crossing cards, etc.) 

·Thls does not inclUde the number of Bucces.ful entries aade 
with fraudulent documents. 

('0) . As part ,of its long range planning, CA'. goal 1s to 
electronically provide a list of namas of NTV recipients 
and their visa numbers to IBIS to reduce the chance of INS 
admitting individuals with counterfeit and fraudulent 
documents into the united states. While this report .akes 
no recommendations regarding this issue, in our opinion 
only actions such as these will be etfective in 
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8ignificantly reducing the number of persona entering the 
United States with fraudulent documents. 
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v. CONSOLIDATID LISf OF .RICOJIJIENDATIOlf§ 

(V) RecczmpendaS;ioD :t: We recOllllllen4 that CA take steps to 
clarify as necessary guidance on the provisions pertaining 
to excludability on the basis of soliciting others to 
undertake terrorist activity, or seek uaendment of the DlA, 
if necessary,. so that individuals wo actively encourage 
acta of, terroriSll uy be deQed to be excludable. CA 
sbould review its interpretation o~ section 212 (a) (3) (8) of 
the IliA to ensure tha~ the reasonable ground standard i. 
applied .s aggressively as possible in the post world 'hade 
center environment and infora posta of any revisions. 

(C) RIColVJliWiotion 2: W. recOJllllelld that. the 'Onder . 
secretary for Management (1) reeapbaaize the requirement 
tor each missioft to establish a Visas Viper comait.tee, 
chaired by the Deputy Chief of Mis.ion, that includes 
represent.at.ives trom the consular, political, and 
intelligence sections, ancf (2) require .soa8 form of 
repcrtiD9 to Washington on the periodic m .. timJ8. 

. , 

(U.) B,coJlUDdatioD 3: We recOlIIII8nd that. C!A. develop a 
syst .. for following' up with poate, particularly tho .. that 
are· known t.o bave state-supported terrorists, to identity 
the reason. wby posts have not. submitted nam.. and to 
ensure that names are .ventually·subaitted. 

, 
(ca l\eCogendaliMlD 4 :'.. We recoJllllend that C!A. in coordination 
wi tb IHR' initiate dial-oque that would encourage 
illtelliqence and law enforc.ent agencie. to Issue parallel 
instr.uct~ons to representatives at post detining 
responsibilities under the Visa. Viper Prograa and . 
clarifying reporting channels to be used by theae agencies. 

eY) &egmgcDdaticm 5;, We recOJIIlend that CA .stuliah a 
proqraa tor proactively identifying and including the naa .. 
of other individuals ineligible for an NIV into CLASS baaed 
on category I refusal grounds such as drug traffickers, 
alien smugglers, and organized crime .sabers. 

(Ul Be£QJI11l,ndAt.f.OD I: We recODIend that. CA ... t witll INS 
to define its total data needs fra. INS and identity ways 
to expeditiously obtain this data, and estab1isb mile.tones 
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v. CONSQLIPATED LIST OF RECOMMlNDATIOq 

ca) Becgmmendatign ;J,: We recoaend that. CA take steps t.o 
clarity as necessary guidance on the provisions pertaining 
t.o excludability on the basis of solicit.ing Qt.hers to . 
undertake t.errorist. act.ivit.y, or seek amendment of the INA, 
it necessary, so that individuals who a«:t1vely encourage 
acts of t.errorism _y be deaed to be excludable. CA 
sbould review its interpretation Of section 212(0) (3) (B) of 
the IDA to ensure that the reasonable ground standard is 
applied as aggressively aa possible in the poat World Trade 
Center environment and lnfona posts of any revisions. 

let Reggucndat;l.gn a: We recOlIIle.nd that the Onder 
secretary for Management (1) reemphasize the requirement 
tor eacb mission·to establish a Visas Viper com.ittee, 

.chaired. by the Deputy Chief of .Mission, that includes 
,representatives·trom the consular, political, and 
intelligence sections, and (2) require soae form of 
repo~ing·to Washington on the periodic meetings. 

(Ul Recouendat:;Lgn ~: We reco1llDlelld that CA develop a 
syst~ for following up with posts, particularly those that 
are known to have state-supported terror18ta, to identify 
the reasons why posta have not submitted names and to 
ensure that nalles are eventually sub.itted. : 

, 
un Bagommendation 4:' We recollJl.end that CA in coordination ' 
~itb INR initiat.e dlaloque that would encourage 
i~t,lligence and law enforcement. agencies to issue parallel 

", instructions to representatives at post defining 
7: responsibilities under the Visas Viper Program and 

clarifying reporting channels to be used by these agencies. 

(Ul legoRend.tion 5i We recolllllend that CA establish a 
program for proactively identifying and including the names 
of other indivi~uals ineligible for an NIV into CLASS based 
on category I refusal grounds such as drug traffickers, 
alien smugglers, and organized crime members. 

un BecOJIQDendotion §: We recommend that CA aeet with IRS 
to define its total data needs from INS and identify ways 
to expeditiously obtain this dat.a, and establish .ilestones 

CQHFIQENTIAL 

60 

; ~,I;BI:III . ' 
UNCLASSIFIED 



• 

• 

• 

UNCLASSIFIED 

~HrlpmIAL 

tor these actions. 

(0) Blcommendation 2: We reco_nei that CA, as part of 
IBIS, work ex:pedi tiously with the U. s. CWltou service to 
obtain agreement on the two-way data exchange under the 
IBIS concept and develop a timeline tor providing the data 
to the Department for entry into CLASS. I 

i 
un Bgs;ogenstatioD I: We recommend that CA issue 
instructions to posts ,equipped with DBC to ensure that 
information on category I retasals and quasi-retuaals is 
proaptly disseminated to the Department for distribution to 
other posts. ' 

(0) J'leCQ)N!leOdation 9: We reccmmend that CA identify the 
incomplete information in CLASS and take steps to ensure 
that the entries are complete so that it can be usad at," 
po.ts and by INS inspectors at po~ of entry, otherwise 
the data should be deleted. \ 

(0) RegommeudatioD 12: We reao_end that CA reemphasize 
the importance to posta and other Pederal agencies of 
entering complete data into the lookout system. • 

(51) Recmmtlendation 11: We recom:aand that CA clarif'y the 
purpose of the CLASS comment field to INS, explore the ' 
feasibility of modifying that field to meet the INS data 
needs, and whe~. possible implement such changes. 

llll Rocommendation 12: We recoDlllend that CA in 
coordinatiQft with posts.and INS develop a .yatea tor 
purging extraneous data from the lookout system. 

(U) Recommendation 1~: We reco_end. that CA d.evelop an 
overall strategy inclUding a time line for developing, 
testinq, and installinq culturally specific algori~ to 
improve the probability of accurate match • .- of names in 
CLASS. 

CU) Beco1ll1DendatioD 14: We recommend that CA seek to obtair 
full funding to develop the needed algorithms to eliminate 
the transliteration and transcription problems associated 
with CLASS. 
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(U) B'CC9Dendation l~: 'We recommend that CA develop 
sUfficient criteria for determining staffing needs for 
consular operations at posts and use the criteria when 
determining staffing. . 

(Ul Reg911l1DIJ)dati on ),6: We recoaend that CA in conjunction 
with geographic bureaus develop criteria for deteraining 
which posts, based on perceived or known threat. of the 
locality or applicant pool, warrant a more.experienced 
supervisory officer as bead of tb4' consular section. 

(D) RecOmMndAtiOD :1,7: We reco_end that CA in 
coordination with the BUreau of. Personnel identify ways to 
obtain (1) the authorizations needed for assigning higher 
ranked consular officers to poata identified in the ab9ve 
recOIU1eJldation, and (2) the ataff needed to till these 
positions after they are authorized. 

Ull hCommenaticm fa: We recoDend that CA in 
coordination with geographic bureaus take steps to ensure 
that the Regional consular Officer Program is routinely and 
adequately funded. 

eV) RecOJllDendation :1,9: We reco_end that CA, in 
coordination with the Bureau of Personnel, the BUreau of 
Pinance and Hanagement Policy, and the geographic bureaus . 
(1) develop appropriate statistics on conaular workloads, 
(2) co.pare this data to rotation sChedules, and (3) 
develop and implement, an effective plan to minimize 
consular staffing gaps .•. 

lV) BecoJllUn4atlon 2Q: We. reco_end that CA, in 
coordination with the Foreign Service Institute, aurvey the 
foreign language needs and skills of officers pe~formin9 
visa functions ~rldwide. 

CO) i'commendation 21: We recoDend that the Foreign 
Service Institute, in coordination with CA, (1) deteraine 
the improvements needed to make the training more effective 
based on the results of the survey, and (2) take steps to 
ensure that this i. achieved. 

nl) Bec9mmendatioD za: We recOJllJlend that CA ensure that 
effective internal controls exist for drop-box programs by 
requiring posts to submit the criteria for their drop-box 

• 

62 

UNCLASSIFIED 



• 

.' 

• 

UNCLASSIFIED 

~HlIDEHTIAL 

operations for review and evaluation. Sucb review sbould 
(1) examine the criteria for selectln9 travel agencies and 
other participants in the prograa and the procecJures for -
conducting spot checks of those issued visaB~- and (2) 
ensure that reasonable penalties exist for those who do not 
comply with post quidelines. 

un I.copengation 23: We recoJlUlend that. CA review its 
policy for issuing visas to individual. who are not 
residents but are physically present in the consular 
district, particularly those whose bona fide. cannot be 
verified becau.ethe united states has no consular presence 
in the applicant's country or intoraation 1s not. available. 
It the decision is made to continue issuing visas t.o these 

"individuals, CA should establish sound criteria for _ 
adjudicating these applicants. 

CO) RecopendatloQ 2~: We recoll1ll~ that CA (1) conduct a­
survey to determine which posts hav. usable .icrofiohe 
readers and printers, (2) provide posts with the necessary 
guidance on how to use the printers ~o ensure that lookout 
checks are performed, and (3) provide guidance to posta on 
how to ensure that checks of microfiche have been 
performed. 

eU) Recol!l'DendAt;Lon 25: We recommend that CA iasue more 
specific instructions on how to ensure that lookout· ~eclts 
are pertormed to DNe posts and posts where the KRV ayst .. 
has been modifIed to include a printout of systea hits. 

nn ReCOJUlIlrutAtion 26: We recom:aend that CA, in 
consultatioh with INS, clarity the procedures tor 
processing G-325As and %-275. ,and provide guIdance to posts 
on how to effectively process these documents. 

(D} RecommendatJ,on 27: We recommend. that CA, in 
consultation with posts and PSI, devise way. (through 
training, manuals, or both) to ensure that officers are 
provided more formal structured guidance and information on 
the nuances ot their conSUlar-district and environment 
illJllediately atter they arrive at posta. 

un RecgpdIlendat;Lon all: We recouend that CA, in 
coordination with INS, develop a sound methodology for 
collecting and analyzing. information on NXV arrivala and 
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departures including their overstays in the united states 
and disseminate this data to posts on a routine basia. 
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FOLLQWUP TO QQES1!QllS RAISEP IN PRASE I REPOR'l 

(U) In appendix 8 to the Pbase I report (Reyiew ot tb§ 
yl.0-IBsu1ng Pkacaa. Phase ~t: <;iIQ1UDstAnees Su-ro\}Dding the 
XlsuADQe of Visas to ShAlk om'I All Ahmed Abael RAhmAn. 
4-CI-007, March 1994), we addressed questions raised by 
several members. of the Congress regarding the Sheik's HrVs 
and the NIV process. In response to questions 1, 7, 8, 9, 
11, 12, 13, and 14, we asserted that we would provide more 
complete answers based on infonation we intended to gather 
durinq p~ase II of the assignment;. What follows are the 
responses provided. in tbe March 1994 report, and· the new 
information we have subsequently collected. 

1. Question: 

aespoD.a: 

(U). (a) Is the State Department's visa 
lookout list datab4se campr~ensive, and 
does it incorporate on a timely basis' 
FBI, Druq Bnforc~ent Agency. Alcohol, 
Tobacco B:.nd PirearJ\UI. Customs service" 
and all other u.S. law enforcement or 
intelligence agencies' lists of 
individuals who should be denied visas 
because of possible terrorist, narcotics 
trafficking, or other crimlnal activity 
that may legitimately serve as a basis 
for denying entry? 

(U) The state Department's lookout system 
at this point is not comprehensive, nor 
are all names put into the .ystem in a 
timely manner. Our review of the 
specifics regarding the Sheik's case 
showed that names of persons--sucb as 
those convicted in Bgypt for committing 
terro~ist acts who could apply for visas 
when they were' released--were not being 
routinely forwardea to the consular 
section.· This problem extends ~ at: least 
to the political section at pos~s. The 
second phase of our audit will look more 
fully at the names other agencies have 
that are not gettinq into the lookout' 
system. 
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(U) (b) Are these law enforcement and 
intelligence agencies' database systems 
compatible witbiState's? 

(U) Cc} If not, why? 

(U) The various database systems of the 
agencies do not appear~o be fully 
compatible at presen~. We learned, for 
example, that not all n~mes that are 
collected by other agencies are in a 
format that can.be used for name check 
purposes--unclassified, with name, date 
of birth, and place-of birth. Also, the 
State Department has quasi-refusal 
information in ita name check system that 
is not used by other agencies, in 
particular INS. Finally, the systems 
have different capabilities in terms of 
performing name queriea, or making "fuzzy 
matchea".of names. The issue of the 
compatibility of the systems will also be 
scrutinized more fully in the second .. 
phase of our review. 

(U) The second phase of our audit 
confirmed that the sharing of names and 
lookout data among the agencies is indeed' 
a s?s.temic problem. section IV-B of this' 
report, on the CLASS system, discusses in 
detail the difficulties that have been 
experienced in obtaining data from INS 
and the other members of the IBIS 
committee. In ·addition" the classified 
annex of this report diseusses the 
difficulties in sharing and exchanging 
data with DEA. -One brigbt spot, however, 
is that the Visas Viper process , 
instituted by the Department is improving 
the data 'sharing at the post level, 
althouqh, as recommended, there should be 
more consistency in the level of effort 
between posts. 
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I • 7. Question: (0) (a) What programs does the state 
Department have to train employees who 
process or issue visas to access and use 
the visa lookout list program? 

(0) (b) Are these training programs 
adequate? 

a •• poll •• : (0) Training relating to the visa 
issuance and lookout processes will be 
another focus of the second phase of our 
review. Wa do know at this point that 
the officers involved in issuing the 
visas to Sheik Abdel Rahman had taken the 
standard 26-day Poreign Service Institute 
consular training course. We will .. 
ex_ine the adequacy of that course and 
other--training as...J,t specifically relates 
to the visa lookout process. 

Phase l:l: 
opc1ate: (0) section IV-C of this report discusses 

the many staffing concerns we encountered 

• during the second pbase of our audit, in . 
particular in the area of langtlaqe 
training. W. also inquired about the . 
consular training course itself and found 
that most offioers were satisfied with 
the consular training at CONGER Rosslyn, 
bowever they stated that tbe'on-the-job 
training at post was neither 
comprehensive' nor structured. We make 
recommendations to improve these areas. 

8. QU •• tiOD: (0) When· the state Department disoovers 
it has issued a visa in error, does it 
notify the appropriate u.s. law 
enforcement agencies in a timely manner 
to prevent entry or possible criminal 
activity in the United states of the 
individual to Whom the visa was issued? 

RespoDse: (U) our inquiry regarding Sheik ADdel 
Rahman has shown that INS and other 
agencies were not notified in a timely 
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manner that the 1990 visa had been i •• ued 
erroneously. In theSh.1k'scas., 10 
days passed bet.ween the time th. .rror 
was made and the tiDe that state 
Department headquarters was not.ified. 
After that, months passad d.uring which 
tille n.i ther state headQUarters nor 
Embassy Xbartoum revoked the visa. Since 
the Sheik va. in the systail only as a 
quasi-refusal during this period, his 
name woUld not have been pickecl up ))y the 
INS syst... !l'he second phase of our 
review will detaraine whether delays like 
the.. routin.ly occur d.uring the 
D.partment's visa issuance proc •••• 

(0') In Phase II, va did not tind that tb. 
revocation procedure. usacl by the 
Department suffered from.inordinat. 
d.1ays. However, revocations by a .po.t: 
after a visa ·issuance are not cammon, so 
it is difficult to draw galleral 
conclu8ions in this ar.a. 

9. QUe.t.ioA: (0') 'Ca) What. i8 the potenip!a1 for 
favoritism, fraud, or bribery ill both the 
visa-lookout check systea 'and the 
issuance of visa.?' I 

'-, 
".poIlS.: (0) A visa to the United stat.s, whieb 

can be obtained. through any of the above 
lIleans, continues to be a prizecl COIIIIlOdity 
tor illegal i8igrants to the United 
states. In ... iannual reports to 
Congres., the O~G Office of 
'Investigations has ro1:ltinely reported 
that between 10 and 20 percent of its ' 
investigations have been related to vi.a 
and passport fraud (in 1989, the nUllber 
for visa and passport traud vas even 
bi9her~ " at 28 percent).. 'rhus, the 
potential for malfeasance in this area 
remains high. 
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(0) (b) What procedures, controls, and 
recording requirements are in place to 
ascertain that the watcb list inquiry bas 
been properly performed before a visa is 
issued? 

(U) (c) Are these controls adequate? 

a •• pon.e: (U) We will be eXUlininq this issue in 
detail during the second phase of oUr 
review. We do know, a~ this point, that 
the Department requires name cbeCks to be 
performed on all visa applications, visa 
applications include th~ phrase "L.O. 
checkeda to indicate that the name was 
cbecked in the lookout system; and 
consular officers are responsible for ' 
ensuring that th~cbeck was performed. 
Also, our review tIlus far has shown' that 
pSNs, at least at posts with .icrofiche 
that the OIG visited, were not routinely 
parformilig the required nama checks 
although they ware .indicating on the fora 
that they had done so, and that consular 
officers have not been given sufficient 
guidance to ensure that these checks bave 
been performed. 

CU) During our field visits for phase II, 
we continued to find that the Department 
relies almost exclusively an FSNs to 
perform name checks, and that there were 
inadequate procedures in place for 
verifying that the name checks were 
performed. This was even the case at an 
on-line, MRV post w. visited. Section 
IV-E of this report explores this issua 
in detail. 

11. QUest.ion: (U) Ca) The Foreign Affairs Manual 
maintain~d at state Department posts 
contains regulations and quide1ines for 
the issuance of visas, including document 

, identification requirements. What are 
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the appropriate Poreign Affairs Manual 
Sections that deal with the visa lookout 
list procedures .that address possible 
fraud, favoritism, bribery, or other 
abuses in the visa issuance system? 

(U) (b) Are these regulations, 
guidelines, and procedures adequate? 

aesponse: (U) volume 9 ot the PAIl identifies the 
Departaent's visa issuance procedures and 
requirements. section 9 FAIl 41.113 
states that, ·'The P9st must check .the 
applicant's name against the visa lookout 
system prior to issuance. n This note 
then refers to 9 PAIl, Part IV (appendix 
D, "General Visa Instructions"), which 
has more specific requirements: 

• online posts are to Check applicants' 
naaes against the automated system, . 
and any "hits· are supposed to be . 
given to the 'interviewing consular' 
of.ticer .tor review. When the name . 
check system. is down, posts must 
either perform the n~e checks with 
the microfiche or wait for the system 
to be up again • 

. , 
• ~osts not on line are to get a subset 

ot the name check database bimonthly 
on microfiche, and the consular . 
officer "must ensure" that all 
applicants are cheeked against the 
latest microfiche. 

• Supervisory ponsular officers must 
establish procedures to ensure that 
the names ot all visa applicants are 
cbeeked against the automated 
consular lookout system database. 

(~), We will be examining the adequacy of 
the PAX's quidance in detail during the 
second phase of this review. 
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(U) In section IV-E of this report, we 
recommend that the Department issue more 
specific instructions to ensure that 
lookout checks are performed at certa1n 
posts. . 

(U) Are the current document require"nts 
of visa applicants SUfficient for ' 
identification ~rposes and the visa 
lookout list? 

(U) The only doCuments that are required 
to obtain a nonimmigrant visa are the 
application itself and the applicant's 
passport. The consular officer, who wst 
make the judqeaent regarding tbe identity 
of the applicant ~ndhis or her 
eligibility for a ,i8., can require the 
applicant to present any additional 
documents that would facilitate that 
determination. This could include 
evidence of bank accounts, f~lyties, 
eaployment, Qr whatever the consular 
officer determines is necesaary. The 
consular officer must also determine that 
these documents are themselves 'authentic. 
We have not aade the determination in 
this audit that insufficient 
documentation is required tor -
nonimmigrant visas. However, we will 
continue to explore the documentation 
requirements and improvements necessary 
during the •• cond phase of our review. 

(U) DUring our pbase II post visits,'we 
did not find that additional 
documentation requirements were necessary 
to improve the RXV process. However, we 
felt that poats did need to ensure 
greater cons,istency amang officers in 
terms of how they adjudicate the 
documentation that is presented. Because 
of a lack of post speCific training and 
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insufficient feedback on what makes for 
good/bad cases, we found that officers 
did not appear to bave a sound basis for 
analyzing documents presented with the 
visa application. The lack of a sound 
basis for analyzing dOcuments was also a 
concern'when processing out-of-district 
third country" applicants, as noted in 
section IV-D. 

(U) Can the identification procedures be 
improved to avoid fraud and other abuses? 

(0) Our work did not reveal that 
identification procedures used at the 
·time of the Sheik's a lications were 
faulty. FOIAB2, B3 

e.secon p s 
~~~~~~~"~~inize this aspect of 
the application process more closely to 
further determine the vulnerabilities of 
visa identification procedures. . 

CU) section IV-D of this report covers 
ou~concerns regarding the identification 
pr~dures for out-of-district third 
country nationals. We did not identify 
any other weaknesses relatinq to the 
identification ~f visa applicants. 

(U) Ca) Can improvements be made to 
reduce transliteration problems in the 
spellinq of applicants' names on visa 
application forms? 

(U) The information we bave qathered to 
date from State and INS indicates that 
transliteration is indeed a problem in 
the name check process with Arabic and 
other names. However, defining the scope 
and identifying possible solutions to the 
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problem will require a more in-depth 
review, which we plan to perfors in the 
second phase of this assignment. 

CU) Cb) Are visa application forms 
available in Arabic or other foreign 
lan9Uaqes? 

.espoDse: CU) Yes. The Department doe. have 
nonimmigrant visa forma available in 
native language. for sOlIe countries, and 
until recently the Department routinely 
produced a form in Inqlish with an Arab 
translation. However, overseas posts 
have the discretion of choosing which 
torms, are used, and 1I8ny posts in the 
Arab world have declined the option at· 
using Arab lan9Wl9:,.e foras. One' ot the 
problems they cite4. vas that many 
applicants would fill the form out in 
Arabic, creating transliteration 
problems. Also, at lUDy post. the 
applicants ar .. ' ':thircl country nationals 
who do not speak Arabic, or well-educated 
nationals who already know En91iab. The 
Department stopped produoin9 vi_ 
application torma in Arabic in 1991. 

QUestion: (U) (0) What ,recoDI8Ddationa are needed 
to solve the apparent probl ... vith the 
,transliteration of names in visa 
applicationssUbmitted overseas, so that 
the visa vatab list system works 
regardless ·of'variations in the spelling 
of the applicant's name? 

Response: (U) The transliteration problem of the 
various border control lookout systems is 
a very broad and' complex iSBue. We vill 
examine that issue in depth in the second 
phase of our audit and Jlaka the 
appropriate recammandations. 
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(U), section IV-B of this report, on the 
CLASS 'sy~tem, d~scusses the difficulties 
with transliteration as it relates to 
CLASS and the other agency lookout 
systems. 
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FROM: 

SUBJ1!CT: 

OEPARTh'lENT OF STATE 
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WASJot'N01'ON 

Hovember ~, 1'94 

OIG;AUD - Mr. John c. Payne 

a - Mary A. Ryan Ik-.,f...a ~ 

D~aft Audit Report on tlut Review of the, 
Noniani9rant Vi.a-l.auin9 Proc •••• Pha.e 

'\ 
(. 

Attached tor your u •• in pr.p~'rin9 the Unal r.9(U::~ 
revieW are CA·. COlll1lent.. 0'1\ ~b. 4raft lIIIV audit tea. 
hope you Une! them helpful. Our re.pon.e. are still 
incomplete. but we "anted t'tJ ~o"C1lare! them to you ilr 
so you could review th.m before th. au(Ut te .. depart 
IV audit. "'. will provide f\l rtbar comment. on the Una 
during the compliance process.. ' 

In your report you ba.e lc!entif'l.d a nwabat of "-
issue. 8ucb as personn.l level. and quaUtl" of training., 
would be better addr •• s.d by Department IUnag __ nt, tbilit 
These issu •• bear cUrectll" on tbe quaU.ty of con.ular. 
can only be properll" addressed b1' those office. that· 
responsible for them. Th. report. alao 'Iugge.ts •. ba. 
betwMn the need to improve qUalltl" and resOUrce. 'V' 
do so. 'Lack of adequate personnel resourc •• for m.:n'~'et!I!p,.~ 
control. and custOt'aar •• rvlce 1. an 1 •• u. of de.P 
this Bureau and we encouraV8the Ole; to continua to 
tbl. i •• ue In ongOing reviews of consular proce.s •• ·• 

Pl •• se feel free t.o contact: my staff in CA/Ia if you 
questions on our comments. The contact person h Hol 
Thom.s .t 202-647-1148 • 
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(U) Rec:oIiIIendad011 1: We recommend. that CA take 8tepa to (1) 
clarify as necessary the provisions pertaining to excludability on 
the basis of terrorist activity. and (1) seek aJaendmeDt of the Ila; 
so that individuals who actively encourage and promote acts caf 
t.rrori~ may be deemed to be excludable even abeent proof of 
evidence of actual involvement in terrorist activity. until tbis 
8.IIleIldment is .. de. CA should reV'icn, ita interpretatIon of section 
212 (a) (3) tal of the 110. to ensure that the reaSonable g:counde 
standard is applied as aggresaiwly as possible in ehe poat World 
Trade Center environment and inform poata of any revision.. 

(D) Reaponae: With respect to reccamendation 1{1!. CA believes that 
the Department's interpretation of section. 212 (a) (1)(8) ia 
articulated aa clearly aa ia possible. 

With respect t.o recommendation 1 (2). CA believes that the 
Administration baa already fOE1llll11y decided againat supporting 
amendments such aa are propoaed here ~ its oppoeition to the 
enactment of H.R. 2730 Which, among other things. would have amended 
section 212(a' (3) (8) (1) to add -CIII) is a member of an organization' 
that engages in, or baa engaged in, terrorist activity or who 
actively supports or advocates terrorist activity,- The teatimony 
of Aas:latant Secretary Ryan and Deputy IRS CoaaaissioDer Sale on 
Pebruary U, 19'''. tlefore th'e' HoU8e Judiciary SUbcoaIIIIitt.e on 
Za.te:m.ational Law, I_gration, and Refugees opposing enactaaeDt of 
th1s bill wae given only aft.er ita approval by. the AdaliUlitraUon 
through atandal'd procedures eat.abli8bed for that pu%POae. . 

Ce) Jl.eC:hidWEmticm 2% lie reeorrnend that tbe Under secretary for. 
Manage-.nt (1) retlillpbas:ize thd requiremeDt for each mis.ion eo. 
eatablieb a COIIIIIIit.tee, chaired by the Deputy Chief of Miaaion. that 
includes representative8 from the COD8ular, political, and 
1ntelU,gence 8ectionil, and (2) require some form of reporting to 
Wa.hington 'on the penQClic meetings. 

(V) 1te,;pomHu CA baa already informed posts of the need to form 
Visa. Viper comadtteaa and hold periodic meetings via State ALDAC 
22833& dated July 28. 1993, from the Acting Secretary to Chiefa of 
Misaion. 'l'be illJ)Ottanee of the program vas 8lIIphaeized via State 
J\l.iDAC 106345 dated April 21, :lt9. , a:nd again July 22, 1t94, via 
State ALIlAC 195'33 f%'Olll CA - A/S Mary A. Ryan to Chiefs of Mis.ion. 
Anotber ALtlAC i8 being prepared by CA to Chiefs of Miasion from 
onder Secretary Moose along.the lines suggested by the ora 
recOt'lmlendation. 

(U) RecoanendatioG 3= We recommend that CA develop a system for 
following up with posts, particularly those that are known to have 
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state-supported terrorists, to identify the reasons why posts have 
not submitted. namea and. to ensure that: names are eventually 
auJ::lll\1t te4 • . 

(U) .ae.pcmse: CA rill initiate a dialog with .elected. poau who 
ha'll'e not submitted nasae. for the visas viper p:r:ogrUl, and will . 
follow up with the.e posta .s required. 

(CJ ReCOlllllleDdat:101l 4t We recommend. that CA and. INR initia~e a 
dialogue that would encourage intelligence and law enforcement: 
agencies to i •• ue parall~l ~n.tructiona to representatives at poet 
<!etinitl.g' responsibilities wider t.he Viaas Viper Program and. 
clarifying reporting channels to be used by theee agenciee. 
(U) RespoDsef CA UDderatauda that the intelligence and law 
enforcemene agencies sent a communication t.o their representatives 
at posts (Tab A) at the time that State ALDAC 1063"5 waa transmi~t:ed 
on April 21. 199 ... 

. ..... 
('0) R.ec:cIim'IIeMatiOll S i w. recommend. tha~ CA establish a p%'O!J:r'a. for 
proactively identifying and includ10g the names of other individuals 
ineligible for an NIV into ClASS baaed on Category I refusal grounda. 
such as ~ traffickera, al1en slIlUgglers. and organbed crime 
members • 

(C) Response: CA will .eek reconmteDdations trom the field. to 
determine hov 1n4ividuala who are potentially ineligible might be 
identified. proactively. W. will ehen a ••• S8 such reCOlllUDenclationa .. 
are received to detenUne t1leir-feasibUity. 'thos. found to be 
feasible w111 be reported to the field 10 either an ALDAC 
instruct~on or i~ individual poet instructions! aa may be practical. 

. . 
(UJ Reco ..... ndatlcm 6s We reccanend that:: CA lDeat wi.th INS to define 
its to~al data needs from INS and identify war- to expeditiously 
obt::ain thia data. and establish milestone. for tbe.e actions. 

(UJ ReflPOD88l See response to Recommendation 7 below. 

(U) ReCCI""DeDdatloa"h w~ reCOllllllend that CA. a8 part. of 181S. WOl'k 
expeditiously with the u.s. customs Service to obtain agreement on 
t::he t::we-way dat::a excbange under t::he IBIS concept and develop a 
t::lm.line for providing tne data t::o the Department for .nt::ry into 
C'IASS. 

CU) Reaponae: This i.. a combined response to recoll\l'llenclationa 6 and 
7. The recommendations are coneerned. wit::h data exehanges relating 
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to lookout systelll8, and this iIJl8wer / i8 responsive to that concern. 
There are ongoing IUjor efforts to improve data exchanqea in • 
variety of o~her areas. CA will be pleased to brief the OIG on 
theae other areas. should the 010 80 desire. 

The Bureau of Oonaular Affairs is fully committed to the concept of 
IBIS 8e~ing as a clearinghouse for the two-way exchange of data 
between itaelf and the other IBIS agencies including the INS. While 
work at bOth CA and cu.tOlDS continued 0Zl completing the software 
module that will provide validation of the transaction involved in 
the CLASS to TECS data exchange, an l!11pa8se developed that diverted 
attention from the technical t.aue.'related to the TECS to CLASS 
data exchange to i.ssues of privacy and data accountability. Ita. 
recent lunch lDeeting. betWeen Deputy ~81stant Sec-retary ·for Vis. 
Services Diane.Dlllard:and Deputy eom.issioner for eustOGS Robert 
Lane, it waa decided to make reaolution of these important issue. 
the final 8tep in the illlPlementation of two-way data exchange. Both 
CA and CUStOlll8 are now fUlly coizaitted to making two-way data 
exchange a reality. 

Despite the nOlI resolved impasse, scme work had been d9ne in 
identifying the categories of data contained in "rECS that would be 
of ua. to conaulsr officers in the field. Both CA and CUatOlll8 have 
DOW assigned additional contract technical staffa to this' project 
and are confi4eD.t of building. sustainable IIIIOaIeII.tWll. .HD0n9 tbe 
first set of data to be targeted is INs deportation data. 

(U) ~nd.tioa. 8 J we recOallllend that CA issue instruction. to 
poata equipped with Dlie to ensure that ~nformatiOD on category I 
refu~a18 and quasi-refuaals is promptly dissenaiDA,ted to the 
Department for distribution .to other posts. . , 
(U) RespaDSe: .A reeppnae to tbis r~tion is still being 
formulated and will·he.forwarded s.parately. 

(U) ~datiOD!h We :recoaaend that CA identify the incomplete 
information in CLASS and take stepa t'o ensure that the entries· are 
complete 80 that it can be used at pos~a and by INS l~ctora at 
ports of, entryl otherwise the data should be deleted. 

(0) Jlespcmse J See reapeDse to recOllllllellQation 12 below. 

(0), Rec:oaaendation 10; We recommend that CA reemphasize the 
importance to posta and other Federal agencies of entering complete 
data into the lookout system. 
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(D) &espcmae: See response to recommendation l2 below. 

un Ree~tiOD 11: We reconaen4 that CA clarify the purpose of 
the CLASS comment field to INS. exploxe the feaaibilty of modifyiDg 
that field to meet the INS data Deede I and where possible itlplement 
such changes. . 

(0') bapoDse: See reapol'18e to recoaaendation 12 below. 

(0) Rec~ti0l11.h We recCllllllend that CA in coordination with 
posts and INS develop a syseeaa for purging extraneoua data fJ:'Oll the 
loolcout &ystem. ' 

(m ReaponHI CA haa dsosen to addJ:e.s these four reCOlllDendaticms 
together .. they all acld.res. the question of useful CI.lZTent l~out. 
data to ZNS and·to.the field. 

A prelitdnary report of the ISIS .w1i~, has b8en completed. and 1s 
available for exalllinatiOD. It...:La f111diQg' i.':La that three out of 
four c..... posta were able to supply paper f11es to suppozt 
epacific entri.s in the lookout &yilt... Improving thb ratio is of 
coune of 11IILjor concen to cl\:. 

AD internal vi"a Office memoraDd.um of AugUst 15. 1"4, entitled. 
-Cleaning Up Our Cofttr1bution co 'l'BCS. (copy attached at Tab S) has 
tIeeD accePted. .. an wsofUcial COlIIPl88 for W;. effoxt. to increa .. ' 
the WlefulDes" of CLASS for all concemed., especially far port. of 
entry and other law enforceMAt pe%'8O~l. Two IIlO!'e reeent: . 
IIIe1IIOranda are alao attached .. exutple8 0'1. &Specific steps we have 
taken to date. . 

CoaIIDerlta and obaerval:iona follow regUding .rpecific 
reCOlllllendAtions. How euc:h inc:oaIplel:e iDformation can be t.olerated. 
in the .system i" a judgell8Dt call, for which the alUlweJ:' will vuy 

. depending on tM uee of the infonation. 0. i. awax.' of .everal 
egregious examples of 1nCOlllPlet. information delayUtg patl8eD.g'8r8 at 
port of enl:ry~ In one instance a O'.S. citiaen physician was delayed 
becaWie !U.. naM matched that of a Belfast CLASS entry relating to 
po8.~le ineligibility for terrorislII. The TECS entry 41d not s:now a 
date of blreh even though t~ CLASS entry contained a year of 'birth 
entry.' OUr ~ervat:1on of eimilar Belfaat entrie. leads u" to 
believe it was based on pre." coverag_ of the trial ~ conviction 
of tlie individual in question. The year ot. birth wa. an e.till.te. 
This ia 'an instance of proactive identification and inclusion of an 
ineligible person. We have learned that Boftware incompatibilities 
bewteen CLASS and rECS precluded the year of birth being pas.ed to 
TEC~. This inc01!IP&tibility b .. been recogniz.d and will be 
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corrected. Althougb our August 15 memorandu~ called for limiting 
entries passed to TECS to thoae that contain only a full date of 
birth, aubsequent discussion and thought ia leading u. to'tbe 
conclusion that wbile no date of birth information 1. unacceptable. 
only a year of birth might be acceptable. 

The -comment field- was intended as tbe aprovince of Birtba field 
and has evolved into a comment field of dubious current value. In 
March 19'., we advised all poste that we were working toward adding 
the 21 character province of birth/comment field to tbe data that i. 
passed to. TRECS an4 requested t~ to -improve the usefulneaa of the 
entry by using tbe comment field to provide information about the 
grounds of refusal itaelf.- The actual software that will pasa the 
comment field has been developed, i. being tested and will be aoon 
installed. CA however regards adding informatiaa to tbe comment 
field as a atop gap as what truly meeta port of entry needs is tbe 
refusal file itself. 

The questioD of e~tematically PU%"9ing extraneous data froID tbe 
lOOkout ayates, such as recorda relating. to legal p8r1U1)ent 
reaidents, ia one that we are not yet ready to addre... We would 
firat prefer to reduce the nWllber of aghost- records 80 that one 
record truly equals one file as t.his i. a task we can do ouaelves 
wi thout the need to invel ve the ms. Once we were reasonably aure 
that we had real recorda, we could then begin to explore ways in 
which our lookout aystem could be compared with INS'. Central Index 
Sy.thl. In the meantime, we wl11 continue to delete extraneous 
material just as soon as it ia identified as such. 

(UJ Recommendation 1]: We recommend tbat CA develop an overall 
strategy including a time line for developing, testiDg and . 
installing culturally specific algorithms to improve t.be probability 
of accurate matches of MmeS 1n CLASS. 

'-. 

(u) lteaponse: CA continue •. to believe that the implementation of 
culturally specific algorithms i. important and ~t be accomplisbed 
in conjunction with CA'. modernization program. I I 
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we currently project this work to be ccnpleted in approximately 
eigbt IDOnths. Silll1l1taneou .. dy, CA and 1M have jointly initiated • 
study·to upgrade the capacity of CLASS, a necessary element in the 
illQi)leme.Dtation of additional algorithms. CA haa alao developed a 
general approacb to the development of an Arabic. algorithm. 
Onforturnately theae and other CA eystema priori tie. (euch as 
computerized namecheck to all poats by the' end of FY 95) absorb 
available CA/BX/CSD resources and initiation of work regarding the 
Arabic name check ie not scheduled .. 

(U' ReccclIDendatJ.oa. U: We recommend that CA seek to obtain full. 
funding to develop the needed algorithms to el1adD.ate the 
transliteration and transcription pro~e.a associated with CLASS. 

(U, Reapcmae: CA haa been authorized tb charge a fee ($30) for .ach 
MRV application. A portion of these funda 18 being Wled to init.t. 
work to address the transliteration and tranacription probl... CA 
i. also in the proce.. of requesting that the autbority for MRV 
collection be extended. Continued work on· the tra:naliteration and· 
transcription problem. will be a high priority usage of that 
additional revenue. .. 

(0) Reco-zwnd-tion 15:. We recommend that CA develop euffic1ent 
criteria for determining ataffing needs for consular operations at 
post. and use the criteria wben determining staffing. 

(0) Re8poue •. Using consular package data. CA haa developed basic 
criteria for determining staffing needs for visa •• ctions. CA. 
shares ,this data with geographic bureaus wben they make staffing 
decisions. CA does not determine staffing for poata abroad, but 
rather consults with the geographic bureaus, which control pos~tions. 

As part. of' ita systems lIIOdernization. CA is revising the ccmaular 
package to make it a better performance measurement aDd. IDans~_nt 
tool. The revision of the consular package will include determining 
staffin~ needs through • wei~hted ,ystem for determining both visa 
and ACS ataffing levels, i.e., providing additional staffing at high 
fraud posts or at posts with no infrastructure for American citizen 
emergencies. Tbe new package. which will be·completed in tbe next 
three to four years, will not only provide more sophisticated data 
on which to base ataffing decisions by Washington managers but will 
alao'provide direct feedback to managers in the field to facilitate 
precess improvements. 
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(0) ReCOIIIIIeDdation 1fS: We recOlllll1elld that CA in conjunction with 
geographic bureaus, develop criteria for determining which poets, 
ba.ed on perceived or 'known threates of the locali ty or applicant 
pool, warrant a more expreienced supervisory officer a. head of the 
consular sectiOn. . , 

(0) Response: Existing position cl ... ification criteria provide for 
... igning a higher grade to a position because of difficult or 
dangerous ccndit:iona. Tbe CODIIular officer peBitiona in Khartoum 
and Doha were recently upgraded frctll junior officer to grade 3 
poaitiona based on auc:b criteria. CA will work with the geographic 
bureaus to determine wbether specific action ebould be taken to 
upgrade j~ior officer po.itiona at other .ingle officer coneular 
aectiona baaed on perceived or known threats. 

(0' RecoI.lleDdation 17: We recOQllDend that CA, in coordinatiOD with 
the Bureau of Per.ODDel, identify way. to obtain (1) the 
authorizations needed for .. signing higher ranked consular ofticera 
to posts identified in ehe above rec0llllaell9tion, aDd (2) the staff 
needed to fill the.e poeitiona after they are authorized. 

(0') Reaponaeu CA, the geogr;Aphic bureaus" ~d PER believe there 
would be little difficulty in upgr~d.ing pedt~~ identified through 
the process outlined in Re~ation 16. The difficulty will be 
in finding ataff to fill the ~it:iona. currently, there are not 
eufficiene grade 3 conaular officers to fill conaular vacancies, and 
we anticipate that with reduced junior officer intu. there will be· 
feWl!!!r grade 3 consular officers available in the future. Positions 
which are :r:anJc:ed at higher level., not because of the content of the 
job but because of po.sible vul1'1erabilitie •• will nat be perceived 
.a career "enhancing as moat officera aeek"increased responsibilitiy 
as they advance in the service.' . 

All altenative p~ is to conaolidate the KIV f~tion from 
small, ,high fraud posta, - to la:.;ger regional peate where experienced 
officers. would be available to llI&ke vi .. deciaiona. Another 
po .. ibility is to provide improved COIlIIINnicati~e to small pe.te 80 
th.at officers would have on-line acce.a' not~"oDly"-to·lookout data but 
alao to-unclu.Uie4 -B·_ll .. to-seek'-~r#.o~,~A~_~_~·c~"C~,~er regional' 
pOste. "A8"the-geographic-bureaua--laeatify single-officer post. 
which are··vulnerable-when' staffed'·with-'jiiDior-officer seCtion 
chiefs, CA will work with them to identify the meet effective means 
of managing the vulnerability either through position upgrading. 
regionalizatiOD of functiona, or more effective regional support 
mechanisms . 

(OJ RacoaIaendation 18: We recommend that CA in coordination with 
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geographic bureau. take stepa to ensure that tbe Regional Consular 
Officer Program 1s routinely and adequately funded. 

(0) Re8pOIUie: CA bas taken such steps and continues to do so. The 
CA/a management analyst for 113 an4 N£A is also responsible for the 
RCO prograJl. TIlis 1& an active issue. CA spanaOred and. held the 
f.:l..rat~ever conference tor RC08 in WashingtOll in March 19'''. The 
relevant regional bureaus participated iD that: eoafe:r:e.nce and 
pledged. supPort for funding ~ t:ravel. The RCOs were informed that 
CA would 8upport their request a to regional bureaus for additional 
funding aa necesaary. We bave dane 80 in past and will continue t:o 
do so. Recently for example. OlD together with RCO Riyadh jointly 
overcame IfBA/SA./U! s reluctance to allow the RCO to fund a low-cost . 
mini-conference in Abu Dhabi of Gulf area consular officers. The 
conference, held Septembir 199". vaa an unqualified suc.c~ss. 

(0) "COiII ... _tian 1'= We rec:OIIIII'IeDd that CA, in coordination with 
the Bureau of Peraon.nel. the BureaU of F1nanc:c and. Managale1lt. 
POUcy, and geographic bureaus (1) '~velop appropriate statistics OIl 
canaular workload, (,2) cciInpare this . .,ta to rotation schedules. &ad 
(3) develop and implement an effective plan to llliniadze con8U1ar 
staffing gape. ' '. , 

(0) ".poD_u. OUr prcposed ple WOIlld ba'ftl CA fund and admin1&te~ a 
prograa fOr telllpOZ'ary staff support •. both officer and FSH. ,to cope 
with peak 'IIIOrkload periods and staffing gape. CA will prelleDt If 

. with a PZ'OpOsal aa. uae of MR.V f ... it we. are penit.ted to retain 
ebe.-e tees after FY '5 1ncludiPg· a recom.endat1oa to u.e the fee. to 
.fund' 8uch tuporary 8~aU support. While .. would begia with 
tradit.:l.aa.al .ta~f1ng alternatives such a. tr~ined dependent. and 
WAS'., .. this progr_ grew we tllQUld al80 propose balder hiring 
tait1atives such a8 internabip programs for college students or 
au.'iameZ' elaployment ProgJ:lUII8 for t.aac:hera. An effect.ive temporary 
sta(:,UJIg program would improve the quality of' vi ... ervices •. permit 
proces~iDg total HtV demand to increase the amount of MRV fe •• 
coUected. and reduce p8%1&&J1ent staffing abroad if the Depart1ll8nt 
as.rees t.o adopt a lower permanent ataffing profile. . 

Tbe secend aspect of the plan would ~ to minimize staffing gap. 
dUrias peak seaacma by facilitating ud fu.n4ing deferred home leave 
for ccnsular officres to.avoid long leave periods during the sum.er 
transfer ae..an. A related prgram would schedule consular inid-level 
and automation training during cQnsular low sea80na rather than 
during the awmaer tra.nsfer seaaon. While scheduling heme leave and 
training during nan-peak aeacna would result in additional 
tranaportation and per diem coats,. we believe the benefits in 
avoicling atafting gap. would be worth the extra expense. 
A final proposal 18 that.. ae long a. the majority of line consular 
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work is done by junior ofUcera, IncOaing jWlior officer clasees be 
timed specifically to get officers to posts before. rather than 
after, the COIUhllu busy season.. This _ana that the bulk of junior 
officers should. be brought on in the early part of the fiscal year 
to complete language and functional training in time for the 
majority of officers to get to ~t by Mayor June. 

These proposals would need to be fully staffed and approved by 
~nterested offices in the Department prior to implementation. 

If such a plan were approved, CA would survey the field for 
.tatistics em seasonal workload factors to permit appropriate . 
etaff:Lng for the enUre year. CA could develop a syat.. to permit: 
posta to staff for an avenge workload, providing supplemental 
staffing during periods of worklCNi.a .BUrge. .... believe such· a 
Btsft1J1g structure would provide significant reosurce Bavings in 
both PSO and PSII staff. However. current staffing-practices. which 
provide permanent staff for busy s.ason workload levels, facilitate 
infonsal j'Wlior officer rotations to other section of the BnIbaa8y 
during the off-aea8Oll. Before agree1lMU1t to this type ot plan, . 
Department ~t 'IIfOuld need to CQUider all impUcatione for 
the personnel systell. . . 
un IlecI«w .... datioa. :20 = . We recoalllle,nd that CA, in coordination with • 
the Foreign Service lnatitute (1) 8Xa1II.1ne the language training 
provided to officen .. signed to ccra&\1lar sections. (2) determine 
the ~ement. needed to make the training more etfective, and C3~ 
take stepa to ensure that this is achieved. 

(U) Jte8pCID88: WhileCA wholeheartedly supports the intent of tbis 
recomn.endation, it not appropriate for CA to lead such an effort nor 
does CA have the ~ise or :resources to do so., Thie 
:reCOlallleDdation. shoul . be' taaJted to PSI o~ possibly t:o the 
appropriate oftica in /PO (lDIUlSgement pl~ing office). What is 
required is It" _~or review of PSI language treining, involving a 
study of teclmique •• aD analyailf of the effectiveness of t.hoae· 
techniques, a 8UrV8Y of students' experiences once they arrive at 
poet, an identification of training 8bortCOllllng8 where they uy 
exist. and. HCCIIIH.Ddationa on bow to improve language training for 
conllUlar needa. C!A would be glad to provide input to auch an effort 
once it is underway. 

(U) ReccMllllendation 21: We recocnmend that CA ensure that effective 
internal controls exist for drop·box programs by requiring poats to 
submit tbe criteria for their drop-b9X operations for review and 
evaluation. Suoh review should (1) examine·the criteria for 
selecting travel agencies and other participants in the program and 
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the procedures for conducting spot ehecks of those is.used viaa8# 
and (2) eNlue t.aht naaonable penalties exist fol' theae vho do not 
comply with post guidelines. 

CV) ReapoaSe; The Vi_ Office h .. prepared an ~ _Silage 
requiring all NIV issuing POSU wbleh offe!:' drop-l:!ox. travel agerrc:y 
referral, or application-by-mail service. to_subddt a summary of 
their selection criteria and internal controls for review and 
evaluat:1on. A copy of the ALDAC is attached (Tab CJ. 

(D) Rec::oaia.endation 22: We reCOl'llllleDd that CA review its policy for 
issuing v:i.sas to individual. who are not residents but are -
phyaically present in the c:on8ular dist!:'ict, particula!:'ly-those 
vbose bona fides cannot .be verified becaus. the u.s. baa no consular 
presence in the -applicantl-s country or infoxmation i. not 
available. If the decision is made to continue issuing visae to 
these individUals. CA should establish sound criteria for 
adjudicating theae applicants. -- - . 
(U' ReQoaSe: The policy for i.su!Ug-.vi ... to individual. w:bo are 
DOt residents but are pbysically pre sept in any c:cm.aUlar distdct 
are eet forth in 9 P.AM41.101 H2. In III08t cases, consular officer. 
are encouraged to accept applications f:roa non-r.sidents of their . 
colUlUlar district. Any deciSion t.o c::.... issuIng viaa. to any gro:up 
of appUcants solely .becaus. the U.8 •. does not maintain a conaul.ar. 
pre88llCe in t.beir bOD!t ~try VlUl.d.. in our opiJl1oQ.. vlo1at:e our 
dUt.y to adjudicate each applicatLoQ. on lts OWD merlte • 

COueular officers are instructed to caretully review any application 
eu.baaitt.ed by a non-resident of tile oonsular dist.rict. If the 
officer haa qu •• Uou Or 8UepielOlUl about -applications wbLch the . 
appl1cmt may have 1ISade elaewbere .. the officer Cml s.ek infonsatiOll 
froa any other adjudicating post. C., via a Visa. Alpha c~le. . 
Finally, t~ burden of proof remains with t.ha applicant to 
demonstrate that _/he is qUaUfied in all respects to receive a 
viea. ,S~ld the consular officer have any doubt. about. ~be bona 
fides of an applicant. the lav nquires' that the vie • .be denied. 

While our duty to f.cilit.~e the legitimate travel of .bona fide 
aliens require. us to accept out-ot-district applications in moat 
ca.e., there are exceptions. In-several of the nev countries of the 
former Soviet Uni~, for example. the Vi.a office has determined 
tbat poats will be penUtted. to accept appUcat.iona only frcal 
citizen. of CIS countries. The rationale for ~hia decision is .based 
on 1) the relative inexperience and lealatian of many of the 
consular officers •• signed to theae post.; 2) the lack of p~1cal 
.ecurity features in the temporary EmbaBSY quarters; and 3) t~e 
likelihood that the. majority of NIV applicants would be from 
countries which can pos. special security problema. Only when tho •• ' 
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~_ resolved to W's satisfac;tion will visa services be 
~ thoae countries. . 

"~-lDClat:iclD 2l = We recOllllDll!!ld that CA «1) conduct a aurvey to 
_U ... IC:.n peata bave \18able microfiche readers and printers, 

nrt::tYlI,1WII poata with the necessary guidance 011 how to' use the 
erlaUre that lookout cbecks are performed, and. '(3) 

9U."UoIQ1.ce to POsts on bow to elUlure tbat checka of Idcrofiche 
perfOrmed. 

~."~K;Dllll8l Sixty-four (64) posta atill use Il1crofiche as their 
IIMUlnII of namechecking. (See attachment at Tab D). All 

Scheduled···to receive me vithin tbe next twelve 
tie will bOt he purcbaaing any additional aaic:rofiche 

.. _ .poata, we would not have any WI. over the next year 

.uformation·on existing equipment. CA agrees that 
gu1,~e is needed-on reducing vulnerabilities in t.M· 

r.w:~lt~";I&. prOceaa. . We will prepare • cable inatruct'1ng peata on 
1II1c~fiche printers to verify lookout cbeck8 aDd p:l'OVlde' 

poats on· ensuring that IIIicrofiche naIHcbeckli have been .. 
en.<latioD 2&, We nCClDlMDd that CA iSBue l'IIOft 8P8ciflc . 

g!JlO~~\U:1;lI'Ollt8 on how to ensure· .that lookout cbecu are performed to 
am POSta where the MRV ayste. baa baen modified to 

a printout of ~tt~~'-~t.. . . 

~: The Vi.a Office will collaborate vith·ClJEZ/CSD to 
a uaera manual·p:I'OViding baaic·guideliAes for p~e •• ing 

.Cli'1ec.=kII via CJ:.Ms and DJIC. The draft lUDual will be reviewed. 
~.he ~~t, ·Printing Office aDcI thci~ _~~ •• 8ed to all'· , 
eervice poet....... A raewaletter will be released "to VS-MRV 

ining bow ·tci. display _ printout ct..A.ss hits for use by 
IJIIlil.l.II~:r U'.LJ;J.c:4lrs· ~D adjudicating applicants. ~ -HIVCAP/Ml.V 

Visa eo.puter-Aasisted Processing System User . 
~.~.nce· Manual- for VS-JIRV peats will be revised to include , 

info%1Dation. 

R.eco.meudation 25: We recommend that CA, in conaultaUon with 
clarify the ~u~e~ for,processing G-325Aa and 1·2758 and 

guidance to poata on bow to effectively process theM 
<Ioc:ument:. 

form G-J2SA is a biographic data form used 
in change/adjustment of status cases. While 
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consular officers sometimes receive copies of this fara from IRS, 
th~ forma often arrive too late for the officer to provide INS with 
any negative info:t'lllation they might have on file. 11:\8 forms wbic:b 
are sent to consular officers are often missing vital information, 
or are so faintly written Or t~d &8 to be unreadable. 

Fora 1-275 is by the IBS Notice of Vi •• Cancellation. It ie prepared 
by any IBS inspector who cancels an NIV at aU. S. port of entry or 
IRS office. INS normally senas a copy of the J-275 to the issuing 
WIV post. The consular officer makes any appropriate CLASS entries 
based. on the, infonation cont.a1ned. in t.he fOrlll, and annotate. t.he 
llIV application accordingly. The DIY application is then. placed. . 
either in the BIV refusal file or. if tbe ineligibitlity is a 
category I. in the CAt' I refusal file. ' 

un Beca.ii8n dation 26, w. recommen4 that CA. in consultation with 
posts aDd PSJ, devise WBY8 (through training. manuals, or both)' to 
ensure that officers are provided ~re formal structured guidance 
and info~tiOD on the nuances of t~ir consular dist.ricts aDd 
environment. ilIIIIediately after they arii ve at posta., 

nn Bespoase: CA supports tlUs goal but does not support achieving 
it in a -formal. structured- way. Instructions for such training 
are already contained in the COnsular Manage_nt Handbook lcbapte:c 
2, UI, B.l) which bu been supplied to all posts. We do net want 
to .etabliah a formal requireaent t.o do tbis at already overworke4 II. 

posts. We will send a cable to the field to remind them at this . 
recommendation. 

( I~ actuality, officera learn the nuanees of their cODsular districts 
through consultations with various office. in the Departllmlt before ' 
going to poet and throu~h experie~ce acquired in che first weska and 
1iIOUCba at po8t--by reading chron file., :tJy exchanging information ~ 
with superiors. IiIUbordtnat ... and c:olleagues at poat; and by calling 
on key 'contacts in the boat country. Many cODSular aectiona alao 
have haaclbooks with key c~~ee and etandard operating procedure. for 
new officers to read-in quickly. We do not sUppOrt i~sing such a 
requirement on alrsady.reeource-strapped consular sectione. SUch 
efforts sbo\lld be flexible, at poscs' disc,retion, and accolliPlished 

- through officer iDiti.ti~e and profe.sional reaponaibility. 

(0) ~t1on 27: We recommen.d that CA, in coordination 'witb 
INS, develop a sound methodology for collecting and analyzing 
information on .IV arrivals and departures including their overstays 
in tbe O.S. and disseminate thia data to poete an a routine baeis. 
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(V) Response: Admission of nonimmigrants aod their control while in 
the U.S. i8 the responsibiility of the INS. We therefore feel that 
we should follow INS's lead in thi8 matter. That said, we will 
undertake to dispatch arrival and departure atatistics to poat. aa 
they become available to us. 

Secret :Information Deletad. 
See Secre1; Annex • 

. ~ 

COUF:tDmrrXAL 

89 

UNCLASSIFIED 

. - ..:~. .:."",:, , ..... 



UNCLASSIFIED 

COH!IDEFl'IAJ., 

• 

. '. 
Secret Information Deleted. 

See Secret Annex~ 

• 

CONfIDENTIAL 

• 90 

UNCLASSIFIED 



UNCLASSIFIED 

\ 

Secret Information Deleted. 

CONUDEH'l'IAL 

91 

UNCLASSIFIED 
.. - " ' .. 

UJ'ElfDXX C 
TAB A 

. .,. ~:".' u. ... , w • 



UNCLASSIFIED 

CONPIDElRIAL 

• 

• I 

Secret Information Deleted. 

• 

• 92 

UNCLASSIFIED 



UNCLASSIFIED 

,CONFIDENTIAL 

Secret Information Deleted. 

CONFIDENTIAL 

93 

UNCLASSIFIED 

APPENDIX C 
·ns A 





UNCLASSIFIED 

CONFIDENTIAL 

. RELEASED IN PART 
• B2, B3, INA, 'B6 

• 

UNCLASSIPIED 
MEMORANDUM 

DATE: Auqust 15. 199,( 

TO: CAlVO - Diane Dillard 

THROUGH: CA/VO - Mike Hancock 
CA/VO/P - George Lannon ~~ 

CA/VO/F/S - Alec H. pel(~~ 
SUBJECT: Cleaning Up our Contribution' to TEeS. 

The lookout information we provide the border security .na 
: ins~tion eOlmll.mity tbrou9h the Treasury EnforceMnt 

Communications System (TECS) is unique and valuable. Now is a 
good time to make our contribution eveo, .. better. 

, 
Several tbreads bav. come togetber to make tbis an ideal time to 
make changes and plaa long term initiatives. The Interagency , 
Borde~ Inspection Syetem (IBIS) Steering Committee has affirmed 
its 1nterest in ezaD4ning the issue of lookout utility. I bave 
coapleted enouqb of the CLASS audit to have an ,idea of what tb. 
finding. will be. Several montbs of talking to port of entry 
per~onDel has given me an idea of the usefulness of our lookout 
entxi.. to thUl. CAID/CSD is plannlng to ins tan the data 

. tl'ansllissloa ... rificatioD module. Oil tbe' CLASSIT.ICS (Treasury 
~forcement COdmunlcations system) link in August and this will an 
ideal opportun1~ to make adjustments to our ~Dtribution to TEeS. 
tbe IBIS repositoty. 

E .. cb eatry in a lookout system is a promse to tell the story 
behilld the entryvban asked and our abilit7 to do this is only as 
900d as the support we 9he the lookout system. SUpport ... ns 
adding new aad complete information, removing out of date or 
ill.ccu~.t:e atries. preserving tbe actual files tb,t beckup the 
lookout entries. and being able to make addition,l information 
fra. the •• fl1 •• avaUable wh.n it ia actually ruK4ed. What_ 
vant to ~educe are tbose illstances wben ve caD not promptly tell 
the story. because _ no longer bave the file or. indeed. nevet 
bad a file in tbe first place. We can do this by first getting 
rid of tbose entries we can not support and then impro.lng the 
meaDS of support of the remainin~ entries and their underlying 
files. 

This nemo first presents a shutt list"of propos .. ls which is 
followed by a more detailed discussion of each proposal. It is 
intended to provoke discu'sion out of which a series of 
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implementing memos would grow. All tbese proposals are 
to apply primarily to the information we pass to TECS. 
only purpose is to limit the information passed to TECS 
can SUpport. They are in no way intended to reduce the 
variety of information we now make available to foreign 
posts. , 

PROPOSJU.S 

APPENDIX C; 
TAB B 

intended 
Their 

to that we 
rich 
service 

LiRdt the entries that we provide to TECS to those entries that 
originate at ~it.her the ~pattment Ot the fote19n service posta-

~L--I ~_----:;-___ ------' 

~ Attach a contact telephone number from the appropriate foreivn 
service post for each CLASS record In TECS. 

Develop a bulk delete capability of CLASS records based on bar 
code labeling. 

Develop a centralized repository of Category 1 refusals and make 
selected portions of each file available on line through TECS. 

DISCUSSION 

1. In far too many cases, (more than 25 percent ~f all cases) we 
a~e prOviding TEeS with data that we do not own, control, or 
otherwise manage. This data consists of open INS data that is 
identified hr-an INS' site code. hidden liS data such as P6C 
entries based solely 00 either a 1-275 or 1-213, Office of the 
Special Investigations data relating to Razis and Selective 
Service dat •• 

Data provided to CLASS by the I.-1gration and 
Naturalization Servlce. either previously or as part of 
the current deportation data project l should not be passed 
back intoTECS. Such data is identifiable through the 
site:code associated with each CLASS record. 

INS should be encour.ged to enter 1-275 and %-213 reports 
into TECS, from which it can be downloaded for our use. 

This would eliminate the need to enter this date at tbe 
foreign service posts and would eliminate a potentially 
confusing duplicati~n of effort •. 
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The entries relating to ineligibility un~er Section 
!!1{A)8 of the Immigration and ~ationality Act 
.houla-not be ~ade available to TECS. These entrles 
apply only to immigrants and confuse immigration 
personnel. 

Do not pass entries r&lating to Nazis to TECS. 

3. In April # we sent an ALDAC to forei9n service posts 
requesting them to supply a contact telephone number that woul~ 
enable port of entry personnel to contact consular personnel 
directly without having to pass througb several layers of voice 
mail or opel'&tors. Me received a lII04etate response and the 
telephone nu.bers ,rovi~e4 have been incorporated lato TECS. 
Me should advise posts that we will attach tbe telephone number 
contained in current Department of State telephone directory to 
all TECS entries for vhich a more s~ecific contact is not 
'supplle4. 

-4. Tbe audit of CLASS shows tbat one CLASS entry out of four 
(25 percent) i. not backed up by a p.per file. We need to get 
these ghost entries out of our system. As part of ~he 4ata 
transfer verification work done by CA/EX/CSD and US"CUsto~. a 
unique aDd unchanging record" number is being assoctated with 
each CLASS record. The CLASS audit proved printed label are a 

. go04 mechanlsm. for work1:t11j1 with ClASS files. The VlcrU system 
takes the label conc.p~ one step further by printin9 a bar code 
on each label. The next step is to supply posts sbeets of 
printed labels, one label per CLASS entry. with the bar coded 
CLASS record number on each label. Posts would place tbe 
prepared labels on existing files and return those labels for 
whicb files did not exist or for which duplicated entries 
existed for the same tiles. The bar codes on these returned 
labels would be read into the bulk deletion pro9ram. to delete 
9host entries from the system. In addition. beCause post 
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general service sections already use portable bar code scanners 
to maint.in the property inventory. these scanners could be 
borrowed from time to time to quickly re-inventory the CLASS 
files. 

S. The single largest shortco~ing of the 4ata that we supply 
to TECS is that it 408S not contain sufficient detail to allow 
the port of entry personnel to bring • subject alien to .n 
exclusion hearing. In many cases. hits .re ~ecei.e4 outside of 
normal business hours .nd the overseas posts can not be 
contac~ed. For that reaSOD. the best solution would be to 
pl.ce the detailed background data into TECS itself where it 
would be available imnediately to inspection personnel. As 
discussed above, the non changing reeor4 number allows all 
d.ta related to a particular record to be deleted should the 
need .rise. 

we should offer to .ake the OF-194 Refusal worksheets available 
to tbe bor4er inspection .gencies for inclusion into TECS. I 
uaderstaad TECS is able to display images associated with a 
particular record on • PC. The CLASS au4it :.tioved that OF-l94s 
had been COMpleted on a l.rge proportion of Category '1 
refusals. Theae worksheets contain in a precise fona enough 
iDfo~tion to allow inspection Personnel to make an infOrmed 
judgement regarding. admissibility. Using b.r co4e4 labels as 
discussed above wou14 .ake it easier for US Customs to match 
the scanned image with the cor~ect record 1n TECS. 

'. 

SUMMARY 
;, 

As aoted.above. these proposals are iatended to initiate 
diSCUSSion. They are .11 in my opiniOD relatively easily dODe 
aDd would not require iDor4iDate expen4iture of resources. 
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OCtober S. 1994 

'CA/EX/CSD - L. Travis Farris 

CAlVO - Michael L. HanCOCkK 

APPBHQXX C; 
TAB B 

Eliminating INS Data From OUr Contribution To TECS 

AS you ate aware. the Vis~ Office has bee~~~hinkin9 about ways in 
which we can ·clean up· out contribution to TEes and thereby 
increase its usefulness to port of entry and other law enforcement 
personnel and at the sa .. time reduce our work. The first step is 
to bet!n restricting the data we p.s. to TEeS to that originating 
at either the foreign ser~ice posts or in the Department itself • 

This memorandum is to serve as a formal request that CLASS dati 
originating from the Immigration and Naturalization Service not be 
passed to TECS. This data is characterized in CLASS as having one 
of the site codes listed on the attached printout. This list also 
includes codes relating to our contractors. past and present. 8S 
well as a couple of test sites. At this time, we are restricting 
INS data and will talk to other agencies concerning their data. 

I wou14 appreqiate it if you wou14 instruct your 'staff to proceed 
with this modification to the CLASS/TECS selection criteria aDd 
interface. Please do Dot consider this memorandum as a request to 
delete any 4ata from tbe CLASS'data base. 
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ATTACHMENTT9, VISA, OFFICE MEMORANDUM OF OCTOBER 5,1994 
INS AND OTHER SITES CODES TO SE RESTRICTED 

postname 

AlB ~.NY 
ANC ANCHORAGE 
ANY PeCI· TESTING REMoveD BY POR 
All. ATLANTA. GA 
BAt. BAl TlUORE, MO 

~ '80S BOSTON, MASS 
BUF • BUfFALO, NY 
CAL 
CHI 
CIN 
ClE 

" DAL 
1',,' DEN 
:~: DEl" 
';,ELP 

HAR 
., HEL 

,~':::: 
"HUM 

HOU 
, INS 
;,188 

.JTP 
«AN 

,LAS 
'LOS 
'lPT 

:'MEM 
, ~ MIA 

, MIL 
lEe 

:IE.W 
NHM 
NOL 
HOEt 

'NYC 
~' ClMA 
, OAK 
~,OSC 

PHI 
'PH<> 
prr 

: PHI( 

POM 
POO 
PRv 
REM 

,RIC 
SA.J 

CALEXICO, CALIFORNIA. 
CHICAGO, IlL 
CINCINNATI. OHIO 
CLEVELAND, OHIO 
OAL\.AS. TEX 
DENVER. COLO 
DETROIT, MlCH 
ELPASO. TEX 
I'iARTFORD. CONN 
I-laENA, MONT 
HONOLULU, HAW 
HIOAI.GO, TEX 
HAMMOND.lNO 
HOUSTON, TEX 
IMM AND NAT SERVIce 
pORT ISABEL, TX 
JOESPlACE 
KANSAS CIlY. MO 
TeST SITE REGRESSION TESTING 
LOS .M!GELES. CAL 
LOST OR STOLeN PASSPORT 
MEMPHIS. TENN 
MIoAMI,F1.A 
MILWAUKEE. WlSC 
N.E. PROCESSING CENTER, NY NY 
NEWAFtK.NJ 
NEW HAMPSHIRE 
NEW ORLEANS. LA 
NORFOLK. VA' 
NEW YORK. NY 
OMAHA. NEB 
ORKAND CORP, SILVER SPRING 
oscAR 
PHILADELPHIA. PA 
PHOENIX. ARIZ 
PITTSBURGH, PA 
PINKERTON A1..EXAJI,tORIA. VA OFC 
PORTLAND, ME 
PORTLAND,ORG 
PROVIDENCE. RI 
RENO,HEV 
RICHMOND, VA 
SAN JUAN.PR 
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SOG SAN DIEGO. CAl.. 
SeA SeAT11...E. WASH 
SFR SAN FAANClSCO. CAl 
SlC SALT l.AKE CSTY. UTAH 
$NA SAN AHTONIO. TEX 
SPM ST pMJI.. NINN 
$PO SPOI(.ANE. WASH " 
STA ST AI...I3o'NS. \IT 
STL ST lOUIS. YO 
STtI. STANfORD. C"f 
WAS wASHINGTON. D.C. (MAIN OFF) 
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DATE: 

TO: 

FROM: 

SUBJECT: 

UNCLASSIFIED 

, COHlIDENTIAL 

October 18, 1994 

CA/EX/CSD - L. Travis Farris 

CAlVO - Michael L. Hancock 

Making CLASS Better - Improving and 
Automating Data Management 

I think you've probably seen a copy of Alec's 
memoran~um to Diane on ·Cleaning Up our COntribution 
to TECS·. The OIG's audit of HIV processing 
emphasizes the nee~ to get on with the clean up_ 

Alec worked up the att.che~ sample labels to give _ 
tangible reality to his ideas and has ezplaine~ that 
there are aome steps that we shoul~ be taking as SOOD 
as possible so we can continue in this direction. 
This memo is to confirm informal discussions he has 
had with Sbelly, Dave and Cathy on'these subject a. 
well aa set out our un~erstan~ing of areas in wbich 
work is ~eeded. 

OUr prima assumption is that a unique identifying 
nuaber will be att.che~ to each CLASS record and that 
this number will be acce.sibl. off-line on eitber a 
CD-ROM or a tape. We •• e this number as providing a 
foun~.tion upon which the automated management of 
CLASS data can be baaed. With access to this number, 
we can prepare bar coded labels like the ones 
attacbe~. ~ 

We assume that 'the esi~tence of record numbers will 
make it pos.ible to prepare 8 bulk data delete 
program that will complement the CLASS bulk data 
import program developed-by the LAS team. I have 
written previously concerning' the need for such a 
tool an~ it would have been nice to have had it for 
the taak of deleting the -Hatians- from the CLASS. 

We will also need the ability to annotate a CLASS 
record to indicate that it has been inventoried, 
e~c. Our ide. is that one or ~re of the presently 
unassigned b,rtes in the CLASS record format be ' 

CQIflZDlHTIAL 
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assi9ned to bolding the inventory status of that 
particular recor4. We uaderstan4 that the CLASS 
record format is presently under review. This 
requirement needs to be met. 

1 suggest that we meet to diacuss the above as well 
a.just generally brain storm tbe entire topic of 
automating the management of the CLASS data. 
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RELEASED IN FULL 

UIfCLASSIFIU 

CA/VO/F/P:PfORAH:PF 
10/11/'''. EX11151.. M-'15~P 
CA:DLH0881 

CAlVO: DDULARD S/S-O 

ROUTINE ALDAC. SPECIAL E.nBASSY PROGRA" + 

vISAS 

£.0. lc3S~: MIl 

TAGS: eVIS 

INITIALS 

AUTH: n.t1 

, DRAFT: :ff. ,-4 
CLEARANCE INITIALS: 

1. II i!. ~O 

3. If. 

5. ... 
1. a. 

• SUBJECT: NIV DaOP-BOX, TRAVEL AGENCY RtFtR«AL. ANt 
APPlICATION-By-nAIl PROCEDURES 

• 

1. SUn"ARY. AS PART OF THE CONTINUING REVIEW OF VISA 
ISSUING PROCEDURES VORLDMIIE.· VISA OFFICE IS EVALUATING 
PROCEDURES 'OVERNI~' NIV IROP-BOX. TRAVEL AGENCY 
REFERRAL. AN' APPlICATION-BT-nAIL SERVICES. ALL HIY 
ISSUING POSTS 'WHICH USE SUCH SERYICES TO FACILITATE 
APPLICATIONS BY CEITAIN TRAVELERS nUST RESPOND TO THIS 
nESSASE. ENI SV""ART. 

2. CONSULAR OffICERS IN "ANY HIGH VOLunE NIV POSTS RELY 
ON ORO'-80XES. TRAVEL AGENCY REFERRALS. AND 
APPLICATIONS-IT-,IIAIL AS A nEAMS OF PRO VItI.,..; E'fICIENT 
SERVICE TO aUALIFIE' TRAYELERS. VHIlE THE VISA OFFICE ' 
SUPPORTS SUCH PROGIAns AI' BELIEYES THAT THEIR . 
DAY-TO-DAY "ANAGtnENT SHOULD BE IETERnINtD BY INDIVIDUAL 
CONSULAR nANA',RS. sonE (OtTROLS ARE N[(ESSARY TO ENSURE 
TH( INTEGRITY OF THE SYSTEns. . 

3. ALL POSTS ~HICH OFFER .ROP-BOX. ~RAVEL AGENCY 
RE'ERRAL. AMIIOR APPlI(~TIO"-8V-"AIL NIV SERVICES SHOUL) 
PROVID£ THE POLLOWING IN'OR"ATI0N TO THE VISA OFFICE: 

UNCUSSIfIEl> 
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--PERCENTAGE OF POST'S NIV WORKLOAD THAT COnES IN VIA 
DROP-BOX1 VIA TRAVEL AGENCY REFERRAL. AND VIA 
APPLICATION-Sr-MAIL~ 

--THE CRITERIA fOR DETERMININ' WHAT APPLICANTS MAY USE 
THE DROP-BOX OR TRAVEL "[NCY SERVICE AND FOR VERIfYI"' 
THAT UN'UALIFIED APPLICANTS A~E NOT ABLE TO ·SLIP IN­
THEIR APPLICATIONS' 

--THE CRITERIA fOR'SELECTING TRAVEL A'ENCIES FOR 
REfERRAL PRO'RA"S~ 

--ANY SPECIAL PROCEDURES'fOR ADJUDICATING DROP-BOX. 
TRAVEL AGENCY. AND nAIL-IN APPLICATIONS AND CONDUCTIN' 
INTERVIEWS IN SUSPICIOUS CAS[S\ 

--POLICY ON SPOT CHECKING ISSUED VISAS AND ~ATCHIN' THEM 
WITH THE DROP-BOX OR TRAVEL AGENCY APPLICATIONS, 

--PENALTIES Inpos£. ON APPLICANTS AND TRAVEL AGENTS ~HO 
ATTtnPT TO IMPROPERlY USE THE SYSTEM. 

•• POSTS SHOUL. SUBMIT THIS INFORMATION TO CA/VOIF/P 
fOR REVIEW AND EVALUATION. POSTS SHOULD ALSO EXPECT TO 
RECEIVE A MORE ~ETAILE' QUESTIONNAIRE ON-THESE SERVICES 
fRon THE OfFICe OF THE INSPECTOR GENERAL. POSTS AR[ 
ENCOURAGED TO RESPOND TO THAT TASKING AS QUICKLY AND 

'THOROUGHLY AS POSSIBLE. YY , 

UHClUSIFIEJ> 
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• RELEASED IN FULL 

.!Q&t 

Ace .... 

ADtaaa:aar:ivo 

Apia 

AabaabaMt 

A.naar:a 

Au.ctlaGd 

Ba~ 

.. to 

I. S. Be,.". 

Banp1 

Beirut 
Ii.,ea 

Iruaavill • • kjUAlbUl'& 

Coaakr:J' 
Cot.CGOU 

DR •• Sal ... 

Djl\:1outl 

• DwlIuI:DIM 

FUk..,ta. 

~ 

IIaIdltOD 

JfAran· 

IaYaD& 

• 
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IU1fAJlIfIlfC I'IlCaOF:tCBE S I'IES 

PC="" lna ta11,tiqn Qat • 

liar 95 

Jfo.,. 94 

No" '" 
Jul 95 
Oct ,,, 

Mar '5 

Jul '5 
Feb 9.5 

Se;9~ ,. 
lfoy 94 

~r 95 
MIll' 95 

Boy 94 

Ju 95 
Dec: ,It 
S.,95 
:r.b 95 
J .. 95 

J .. 95 

Ap.: ,5 
3qmS 

.Dec 94 

Aut 95 

Oct 514 

lOS 
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f.cW; PC-MB' In,tallatipn Date 

LilOllpe Feb 95 

Ljubljana Sep 95. 

Lae Nov 94 

J..uaDda Oct 9.5 

tuau Rov 94 

J)lalabo Apr 95 

Maju.ro "US 9.5 

Maputo 3Q FI95 

Hue"" May 95 

Mbabane l'I&y·95 

MoDrov1& 3ut 95 

MoDtmdeo r.b 95 

Jfaba 3aa 95 

H'4J_aa Afr 95 

MiMey Oct 94 

Nouakchott 3aa 95 

Oua,doupu May 9' 

Pu.-.:ibo Dec 94 

PbDom leah Aprts 

routa De1SU& Oct 94 

r02:'t Loui.I 
, 

Dec 95 

Port Moneby Mar 95 

'02:'1:0 .&lear- Ma,95 

Praia F.b 95 

Baq001l Ju 95 

ItICU. Sep 95 

gmFiPEHTIAL 
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• Islamabad Jan 95 

Kampala 3Q FY95 

lhartou. Sep 95 

Ki,all 1'fIlr 95 

KilUlba •• Apr 95 

KolO1lia ';b 95 

l.abOre Jan 95 

Libreville OCt 94 

• 
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AnUMX C 

United States Department of State 

"~D.C. 2052(} 

OCT 25 J994 

CONlIDElJTIAL 
MEMPWDtDl 

TO: 

PROM: 

SUBJECT: 

OIG/AUD -'John C. Payne ~ 10 
FMP/MP - Carolyn S. Lowe~ 
Draft Au~it Report on the Review of the NOD-Immigrant 
viaa-Issuing Process, Phase II 

On bebalf of the Under Secretar7 for Management. I aa 
pleased to respond to your memo of september 27 concerning the 
subject report, in particular RecomnendatloD 2 which atates: 

(C) We recommend that the Under " secretary for Management 
(1) r •• mphaal~. the re~uirement for .acb mission to 
.stablish a co~ittee, chaired by the Depu~ Cbief of 
Miaaion, that includes representativ.s from the consular. 
political. and intelligence sections, and (2) require some 
form of reporting to Washington on the periodic meetings. 

In vie. of the uneven compliance wbich Pbase II of the audit 
reveal. witb previous instructions sent to post on this matter. 
we agre. with the recommendation. .. understand that CA i. 
already"drafting a cable for Under Secretary Moose's signature. 

cc: M - Nrom 

PMP/MP: BHe~ay 2208MHPB 
lO/~~4 %70768 

109 

UNITED STATES DEPARTMENT OF STATE 
REVIEW AUTHORITY: ROBERT R STRAND 
DATE/CASE ID: 02 MAR 2009 200801204 UNCLASSIFIED 



• 

• 

• 

UNCLASSIFIED 

MBMORAHDOIf 

FROIh M/PSI/EX - Hunter 

United States Department of State 

FItnip s.rwc.l,..,*,* 

NAIioItGl I'GnIip "'lfain r,...,.., Carer 
4()Ot)A~Bo~ 
ArIhrpra. ... .,&inia zntH 

TO: orG/ADD - Mr

1
JO Payne 

SOBJBCT: Il:raft Aud.it Repo : Review of the lIforW-.i.grane 
Viaa-Iasuiag Proces., Phaae II. 

APPENDIX s: 

'.1'ba.nJc: you for the opportUAity to review...t.he subject drafe audit 
report:. 0IIr respomte to ehe ncommeDClatfOtlll addre.sed to PSI are 
.a fOll0W8. 

(U) ReCCICIIIMIDdatiao 20 I We reccrmmeDd that CA, in coordiDation with 
the PQftign sen:Lce Institute (1) examine the. laDg\lagtl trdning 
provided to officere a_igned to COIUNlar .ec:t1ou, (2) c:IAIteraf.Qe 
the imprcMIIllleJlt. need4td to make the traJuiDg more etfective_ an4 
(3) take stepa to eJUJUJ:e that this i. achieved. 

PSI lea;pomMl: Ho COIIIIIICmt. at tbilll ti_. 
('0') ~d·tiOll 26. We zoecoalllleA<l tbat CA, :LA ccmau1tation with 
post. a:nd PSI, devis. ways (th.rousJh training, manual., or both) to 
ensure t.b4lt otticera an provldec1 IDOre formal 'Itructured gu.ldance 
aDd iDfo%'lllation OIl the DUa.rJ.Ce8 of their c:ouaular di.trict aDd 
envi~t imaaed1ately after· they arrl"'; at pQat:l!l. . 

PSX Re~; . a.apttllr 3, Section IX, of the Consular Managealent 
BaDdboolt provide. all posta ancI CODI!IUlar III&2Ulgen with guideU-. 
of what ahould COD.titate a coasular sectiao orientation program 
for DeW and i.rut:JCperienced CODSular officera. ID the 4'-day Bask 
CoDaular Officer ~1.QiDg COurse, ~ficen are requ1re4 to.COD8Ul.t 
with Visa Office, Fraud D1viaion (l"PP) , end Over .... CitizeD 
Service. 1D o~r to fUl11iarize t.healaelvea with W01::kload.a, fraud 
treDda, &lid proble. v.I.. that theiy will enCOWlter wbeD arriving at 
po.st. A8 ia CU%'reDtly daDe at Over.... Worleshop. &lid in the 
Mvlmcecl COlUIular cour .. , FSI aDd CA caD only cCllDtiDue to stre.s 
the importance of poat orientation for all newly arrived foreign 
aerv1ce peracmnel.. 
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United States Department of 

1P~ D,C. 20520 

October 20. 1994 

TO: OIG/AUD - Mr. Jobn C. Payne 

nOM: BUR/U - Woody IQbel ~ 
SUBJEcT: COIIIII8nta on Draft Audit Repor't of the Non-inmigrant 

Visa-Issuing Proces., Phase II 

R£'P: You.r: memoran4um dated septembeJ: 11, 1994 

I 

\ 

WhUe I agree witb your .. ae • .,ment that the recommendation.­
in tbe draft Audit Report are not directed toward the 8ureau 
European and Canadian Affairs, the'personnel of this Bureau . 
will endeavor to work with CA and FMP to try to resolve tbe 
i •• ue. raised b.r the draft. 

Witb regacd to t~ specjfic recommendationa you referred 
to, I offer tbe following: 

Btb:AllllltlOc).ti0Q 16: CA IllUst certainly take the l.ad since;, 
tbe whole criteria for grading positions must be reviewed;, 
Grading of position. will bave to be influence<J bY threat t " a. well a. workload and supervisory responsibilities. i 

BeeQIIIIAodIU.Rn....l.I: ma haa only one Regional Consular :: 
Officer based in Moscow and I am able to tell you that tM: 
teavel bUdget for that position is adequate to allow the 
incumbent to tra.el a8 frequently .s necessary. 

ISCia_MaHan 11; staffing gaps aEe endeftlic to the ~,,: 
Poreign Service. Abeent sufficient hWllaD resource. to ( 
provide contact replacements. one solution is to provide r 
high-threat poata with TOY coverage by experienced active)· 
or reUrad officers. .' 

COHFXJ2EHTiAL 
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UDited State. Departm.ellt of State 

".~ D.C. 2OS2O 

October 4. 1994 

TO: OIGI'AUD - .Nr. John C.· Payae 

FROM: RBAlSAI'EX - James R. Van Laningham, Actin~ 
SUBJECT: Draft Audit Report on the Review of the Boniaadg~lnt 

Visa-'rssuing Process, Phase II 

Thank you for the opportunity to cosaent on tbe subject 
report. Altbougb the report does not contain r~a4atlon • 
• peci~lcallr directe4.to the Bureau of Bear East Affairs and 
the Bureau of Soutb ASian Affairs, certain recommendationa do 
call for aQtion on tbe part of tbe geograpbic bureaus. 

Our CORlllllent. fol101t. 

"eCO'D'"n4aUpn 16:, We recot1Dlltnd that CA in conjunction with 
geograpbic buEeaUB develop criteria for determining wbieb 
poata, b •• ~ on perceived or known threat. of tbe locality or 
applicant POOl, .arrant a more ezperienced supervisor" officer 
as bead of the consular •• ction. 

Respon.e: Both tJae MBA abel SA Bure.u. make an effort, wherever 
- ·po.sible, to assip apartenced offlceu to supervisory 

positions. UOfortanatelr, the applicant poOl Ooes not alway. 
enable UB to .aka tbe.e cboices. However, the Bureaul will be 
bappy to work with CA on tbis issue. 

lesqmmeadatiog II: He recommend that CA in coordination with 
geograpbic bureau. take stepa. to ensure tbat tbe Revional 
Consular Officer Program 1s routinely and adequately funded. 

Response: CUrrently. tbe MEA Bureau is funding regional travel 
for one ROO position in Riyadh at a cost of $3,500 in Py 94. 
We antici~ate funding a 8imila~ amount in FY 95. The Bureaus 
recognize tbe importance of this progra. and will" continue to 
provi,de ,funding within current b.udget con$treints. 

CQNPIQINTXAL 

113 

UNCLASSIFIED 
I 



• 

• 

• 

UNCLASSIFIED 

-2-

&£CommeoOation 19: We recommend that CA. in coordination with 
the Bureau of Personnel. the Bureau of Finance and MaDagemen~ 
Policy. and the geographic bureaus (1) develop appropriate 
statistics on cODsular workload.. (2) compare this data to 
rotation schedules. and (3) develop and implement an effective 
plan to minimiz~ co~ular staffing gaps. 

Response: With staffing aDd budgetary cutbacks. both in 
domestic and overseas programs. staffing gaps are inevitable. 
However, our Bureaus do make an effort to minimize staffing 
gaps, and will continue to do so for all personnel. not only 
consular ataffing. We look forward to working wi~b CA and PMP 
to minimize staffing gaps • 

CONFIDERTZAL 
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Mr: • ...-old w. GeiHI 
Acting Inlpector Generll 
De,.,.,....,n: of State 
Wahlngton, D.C. 20520 

DearMr.GIiHI: 

UNCLASSIFIED 

RELEASED IN PART 
~NfIDBHTIAL B2 uPEHDIX C 

u.s. 0epIrI .... of '''''''' 
ImmiplUon and N.curaliuCioll Scrrice 

CQNRPENDAL; . 

4lJ E,tI ..... N." . 
.....,....lJ.c. lOsJt 

fIN -I 1994 

Encloaed .. 1hIlrnmiQrlltlon and NatundIzatIon ~" (INS) commentI on 
1M draft report ttdtcI, -Rwiew of the NonirnrnIorant VJa.lauIng Prooaa. PhMe fl." 
The Dep8r1ment of .......... OffIce of Inspector GeMnII, forwanIec:t • copy of the draft 
report to .. for COI'rIIMnt8 •. The report IdcIf'IIIe8 probIemI for IauIng nonimmigrant 
Yisu, 101M of which eff_ the INS. SpedficIIIy, we hIYa eornrnented on and concw 
with recoftU1'ltndatfona e. 8. 11. 12,-26. 27, and 28. 

w. appreclttl your oMne UI the appom.rity' to rwM!w and comment on the 
report.. "yciu""" my questiona regarding the endotId 1nf0ImIti0ri. pIN.. CIIII 
Kathleen Stanley, '''8 Audit UllIon, at (202) 114-8800. . 

", 

Enctoaure 

UNITED STATES DEPARTMENT OF STATE 
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Memorandum 

To 

D.t.hl_ N. 8taDltry 
AHiatuat Dlrector 

coNlIOMIAL 
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ADalYlti .. .u4 lIvaluat:1on Bn:II.cb 

AftIHDIX C 

IIIrII:l0M4 foc Yooz iDloaat:iOll an our cl on in ~ to tlIe 
~ of Beaea IDapec~ GeIutral. ~t: npott titleS 
• a.n- of tile ~ V1u.~ Iroeeo. l'hue D.· .. 
JI&Ye a,y.d QIIl.'I: ~. to t. .. nl4l'VlUlC J:'ftc ........ t.iou in !:lui 
nport. 

'JtIaDk 100 foe affor4f.l:lg ua tlIe OfjIpOrt'lmity to caa.t.rLbute CIIIr 
YiMIII to t:hlaI IfII:IZ'Jt ill ~ •. 
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I'M Olltae o. I:M ... =t1_ ..... _Ut4J C-U.ioGer ~- 1'II:vsP:­
.... zeri .... thII :l"eGCI_.dat:1ou CIODt.iae4 ill. thII Kat. MlCUt 
npOI:'t d I:M D.pa:r:-t.-.o' BUt. %Dqe01:oIr a..n1 t:1U", --.n_ 0' thII ..... _.srr-. Vt. .. ·t..!I'Ili:acr lP:Eoaee ...... 1:1-, .. d'_ tile 'o:l.1oId.rag _1:11 _ \::bo.. ~ that: lralal:ll to t:IMt 
z.ignt:1_ .a4 Raaanu .. u.aa 8uri_ (DISI # ~ to tM 
tlPP1.f.abl. no_ndaUou. 

C'O) UCIOIi'IaIIIDA'CIf •• .. :nac:~ tMt CA _t with IllS to 
daf1M :It. total data neede frOll nrs aACS ldu.tify -:r- to 
u;ped1tiOUllly obt&:lD thi. dace. anca .eUbl1.b Jail .. tClllee for 
!:b ... ec:t1_. ' 

DIS CXlIMNIIlI'l': 'lie concur with thi. :nac:~tt.OD ad will 
~:nat. tully to 1JIIprcmI the evaU&bU:lty of DIS lookout 
iAf_Ucm 1.0 CLASS. . 

em pIQ"I'IPP1TItII .... ~ 'tbat CA ldu.tify tile 
i.JIcCIeIplete iat_tloo 1.0 CLaSS aACS taU at. to eruNZ'e tbat tlae 
_tri_ an c:c:a,pl.te 80 that it caD :tie uaed at ~I:II ad by IllS 
1upectore at porte of tmtry1 otherw1ee the 'data ~:tIe 
deleted. 

IllS CXlIIIG:IIr.r: Me CCIIICUr with tbi. recOlllDelldatio:u. :Eta 
impl_tat:loa. will 1qIl'CMI the del:abUe. 

em "lIM'!!IIIlITmI n. We ~ tlaat ca. clarify t:ba 
JIII.ZPOH of the CLaSS CCllllleDt field. to DIS. explore the 
t_ibllity of IIOdifylllg that field. to .. at t:ba IllS data Ileedll, 
and vbe:na po.aible impl~ web clIaDgH. 

DIS CCIIHIIft'I .. CCIIlC"IIr with tbi. :na~tio:u. 
l:IIpl_tat:lcm aboI.ll4 be up«dited _ :l.Dc:11.ldiDg the _t 
Uel4. eepecilllly _ .... benc::ecl ODe, will :tie an ext.nDely Wleful 
tool for 0UJi' inepec:t.O:na •. 

on P ..... ""BPR!TJtE 121 We re~ 'tbat ca. 1.0 coord1DatiOD 
with po.l:II IIIld IllS deWlap a .yIIt_ for purgiDg ext.ru.eoua data 
frail the lookout aye~. . 

DI8 CXlIIGIIIft'r We c:oaeur witb thie :nac:OI:IIIIIIII:!IdtiDD. 'l'ha page 
of extraIleOWI data f:rca CLaSS will _uw:al)l.y :l.Dc:nue lte 
uaefu1nea to !:be iIlRIec:tOQ. Zlllpl_tatiClill die_aiODe are 
elready UD4erway rithln the IBTS group. 

I:2tf11'XDEUTIAL 
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CD) UCY""'Dmqr 25. .. rec:alDead tbat CA. in 
coaaultatiOD with ma. clarity the procedur .. tor procudng G-
325A11 aDd I-2758 .m proride guidlulce to poIItii on how to 
.tfect.ivwl." pr0ce88 thae cSoc:uIaut •• 

n.. CXN!BIrl': w. = with thi. rec~d.DQ. rt-11' 
FOC ... iDg of G-325M i. critical to the adjWltIMDt of et&tWl 
proc.... DIS will UIIIU'e the time1" proc: ... iDg aDd forwarding ot 
thee. forme .iD the tutun. 'Tbe I-275 18 & vital cClllllWlication 
tool bet_ the pona-ot-entry aDd the posu ... will ..-tat in 
the prepa.n.t1oZl. ot the guidaDce tor the poilu. JW part ot AD 
11I8/DOS data sb&rlDg iDitiativa. I-275 infomatiOD will . 
_tual1y be online .m available to all port.-ot-entry aDd 
poIIt •• 

em 'E"men .. 2,1 .. ~ that ca., in 
coordiDatiOD with DIS, ~op a aouDd methodology tor collecting 
&lid &DalysiDg iIlfomatlC111. on IfrI arrival. aDd dep&rturea 
iDclu4iAg tbeJ.r . overstays in tbe jrn!t .... Sta.tell &lid dia • ..uat. 
this data to poets oa a rautiDa baai •• , . 

DIS CXll"''1'lh We cCmcur with t:bis r..--Ddation. 'l'btIr. 18 
uo t~ DIS illapecti_ of thoa. i!epartiDg trem the OI1J.eed. 
Stat .. _ 1fitbollt departure control, a.ay 8yIIt_ to collect 
departun data will CODU:l.Q ~ degne of error _ Por exIIIIIpl.e, 
then U DO requu-t tor AD alieD wbo dOM DOt Wle • CCIIalID 
carrier to ~ the VDit.ed Stat_ co I!NX'rCIder the 
departure portiCIII. of. the rem. I-9-1/:t-9-1W_ 

'1'btI 1118 ill tom1ddeD by 1." to paD&1i&. carden operatiag 
bet_ tba tJniUd stat •• aDd CODtiguowt tenitory. '1'bie __ 
tlIoe. c:&J:ri.ra wbo do DDt collect. _tate, or turD in ~ure 
_trol t_ for tnval betweeD the OD.ited Stat ... <:aDada. or 
IImdco call DOt be tiDed ter tailiDg to do eo. 

Tban i. DO practical _tbod to detect alialul d41partiDg on C~ 
carriere wJIG bava DOt bad the departure tm:m COllected tram thaD 
by the carrier • 

COHlIDJQITUL 

118 

UNCLASSIFIED 

IlfS is worlW: 
data electX'Ot Z'edI&ce the _ 

Stae. i. wil 
~ •• aJd 
to axUt in t 
evutuall)' be 
nlt1l&l. data a 

' .. ':".~ . .".ie.. ... ... ~( : .... 



• 

APPEtIJ):pc: c. 

,c..m 
t.oz: proe ... f... G­
• em bow to 

IIIIICIaUCID. Tben t. 
CIII t.bII Ullit.t 
. to collect:: 
or. POll: ea:aapl.f 
DOt ... c:-= 
eDl:'Jjar the 

UI DOt n.:MId t.rCIII 
11 ntw:u to the 
:Tier will ~ 
tlII. 'ftI1II re8\Ilt. tpaftU1'e _ 

a t1lllely __ r • 

• 

UNCLASSIFIED 

'" ----_ ..... ~ .. -._-----------"- -- -- - --'" - ----- - ~~----~-.. ~. 
". 

CQMnDlI'l'rAL 

119 

. UNCLASSIFIED 



UNCLASSIFIED 

• 

" 

Infor.atlon Deleted. 
See sec:ret Annex. 

• 

120 

• 
lJNCLASSIFIED 

. ' ,.' 
MI:. Harold 11. Q. 
~1Dg IUpeeto: 
ODit:ed State. J) 
IlMh.1ngtOD. D. <; 

~ Mr. o.te.l 

'1"haDk )"CI'Il :f_ p: 
draft: npozt til 
PrOc •••• pbue : 
_lo.ed CC8MIIlI 

1'1 __ do DOt 1M 

~ .t~f ba_ 

Enclosure (01 .... 

·1 

! 



• 

APPINDJI C 

• 

• 
... 

UNCLASSIFIED 

DEPARTMENT OF THE TREASURY 
u.s. CUSTOMS III!JMCI! 

tx:T 11 1994 

Mr. Harold 11. GaiHl 
Acti ... llUlpflCltor Gelaeral 
'OIlited Stat •• 'Depu'!:aent ot Stat. 
IfaehingtOD, D.C. 20520 

0elU' Mr. Gai •• I, 

ADD OO,BOAS KB 

Tbank )I'DU for ~ U8 with the opportunity to review ygur 
cl%aft nrpon. titled, "a.vi_ of the lfCzIf~~t vi .. -Za.uiag 
P_aa, ~. II." We an pl.ued te prcw1~ you with our .no lo.ed COlQIIIIIMIAta. 

JiIl_ do IIOt beaitat. to call .. at (202) U7·2720 if you or 
your .talf :bave allY quutiou. 

Siacerely • 

CONFIDIN'UAL 
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT 
of Federal programs and resources 

hurts everyone. 

Call the. Office of Inspector General 
HOTLINE 

202/647·3320 
to report illegal. or wasteful ~vities. 

Collect' calls accepted. : 

Or write to 
Office of Inspector Oeneral Hotline 

U.S. Department of State 
Post Office Box 9778 
Arlington, VA 22219 

Cables to the Inspector General 
should be slugged "010 Channel-State" 

to ensure confidentiality. 

Audits are conducted by the Office of Inspector General under authority of Section 209 of the Poreign 
Service Act of 1980, as amended, and as provided for by the Inspector General Act of 1978, as amended. 
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-UnIteaSt~tes Department of Slate 

The Inspector General 

Washington, D.C. 20520 

PREFACE 

This report was prepared by the Office of Inspector General 
in fulfillment of our responsibilities mandated by the Inspector 
General Act of 1978 and by Section 209 of the Foreign Service Act 
of 1980. It is one of a series of audit,' inspection, security 
oversight, investigative, and special reports issued by my office 
as part of our continuing efforts to promote positive change in 
the Department of State and to identify and prevent waste, fraud, 
abuse, and mismanagement. 

The report is the result of a careful effort to assess both 
the strengths and weaknesses of the post, office, or function 
under review. It draws heavily on interviews with employees of 
the Department of State and other interested agencies and . 
institutions, and reflects extensive study of relevant documents 
and questionnaires. ,/ 

The recommendations included in the report have been 
developed on the basis of the best knowledge available to the 
Office of Inspector General and have been discussed in draft with 
the offices responsible for implementing them. It is our hope 
that these recommendations will result in a more effective and 
efficient Department of State. 

r wish to expressmt. appreciation to all.of the employees 
and other persons who cooperated in the review documented by this 
report. 

/).~ 
Harold"W. Geisel 
Acting Inspector General 
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ABBREVIATIONS 

Bureau of Consular Affairs 
Office of Visa Services, CA 
Central Intelligence Agency 
Consular Lookout and Support system 
Drug Enforcement Administration 
Federal, Bu~eau of Investigation 
Foreign Service Institute 
Bureau of Intelligence and Research 
Office of Terrorism and Narcotics Analysis, INR 
Immigration and Naturalization Service 
Memorandum of Understanding 
Narcotics and Dangerous Drugs Information system 
National Automated Immigration Lookout System 
Nonimmigrant visa 
Office of Inspector General 
Treasury Enforcement communications System 
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FINDINGS AND RECOMMENDATIONS 

(5) This is a classified annex to ~udit report 5-CI-004, Reyiew 
afthe Nonimmigrant Visa-Issuing ~rocess Phase II. The Office, of 
Inspector General (OIG) identified a variety of findings of a 
sensi ti ve nature and have included them in this . annex. r--~------' 
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(0) RecOMm§Ddation 34: We recommend that CA restart an 
active interchange of views with DEA leadership to assess 
DEA operational concerns and CLASS lookout data needs and 
arrive at mutually satisfactory solutions. 

(U) CA and DEA agreed with this recommendation. 

E. TIPOFF staffing 

"(S) In 1987, INR started what has become known as the TIPOFF 
system 'of records. TIPOFF is a classified database of 
terrorists, based on information provided by the u.s. 
intelligence community. After being sanitized and declassified 
by INR's Office of 'Terrorism and Narcotics Analysis (INR/TNA): 
the TIPOFF record on the alien--name, date, place of birth, 
passport number of applibant, and a code designator--is entered 
into CLASS as "00." INR/TNA personnel can enter such data into 
CLASS directly. 

SECRET{NOFORN 
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(S) Since its inception, TIPOFF has generated a number of 
success stories in preventing potential terrorists from entering 
the united states. As of September 1994, 152 persons have been 
denied visas as a result of a TIPOFF hit in CLASS, and an 
additional 40 persons have been denied entry by INS. The 
activities in which these individuals participated ran the gamut 
from bombings, assassination, hijacking, and hostage-taking, to 
solicitation for terrorist acts and other activities. One TIPOFF 
hit led to the arrest and indictment of a terrorist who was 
involved in the bombing of the U.S. Marine house in La Paz, 
Bolivia. 

(S) The total staff managing TIPOFF in INR/TNA consists of two 
individuals, a GS-14 and a GS-12 (the GS-12 position was upgraded 
from a GS-l1 position in June 1994). These employees review 
daily the pertinent telegraphic traffic, extract information and 
make entries into the classified database, obtain permission from 
the originating agencies to use the d~tain the above indicated 
lookout systems and act a~ liaison wi~ CAlVO and INS on a 24-
~our availability basis. . 

(S) Thus far, it appears that the system is working well, mainly 
due to the enterprise, interest, and willing sacrifice of the two 
individuals inVOlved. However, any system depending solely on 
two persons is extremely fragile. Should one or the other of the 
two employees become ill, transfer, retire, eto., the system is 
likely to either break down or limp along for some time. Given 
the volume of work handled, we believe that the TIPOFF staff 
should be increased to a more appropriate levQI. 

(8) RecommgndAtion 35: We recommend that INR review the 
current and projected workload of the TIPOFF staff, 
including their 24-hour daily responsibilities, and increase 
staffing if appropriate. 

{U) INR did not comment on this recommendation. 

SECUT/NOFQRH 
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CONSOLIDATED LIST OF RECOMMENDATIONS 
'.' . 

. (U) RecOmmendation 34: We recommend that CA restart an 
active interchange of views with DBA leadership to assess 
DBA operational concerns and CLASS lookout data needs and 
arrive at mutually satisfactory solutions. 

(S) Recommendation 35: We recommend that INR review the 
current and projected workload of the TIPOFF staff, 
including their 24-hour daily responsibilities, and increase 
staffing if appropriate. 
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DEPARTMENT Of' STATE 

ASSISTANT SltC:RI:TARY FOR CONSULAR ""FAIRS 

WASHINGTON 

RELEASED IN PART 
1.4(D) APPENDIX A 

November 4, 1994 

(with SECRET attachment) 

TO: 

FROM: 

SUBJECT: 

OIG/AUO - Mr. John C. Payne 

CA - Mary A. Ryan ,rr I--~ 
Draft Audit Report on the Review of the 
Nonimmigrant Visa-Issuing Process, Phase II 

Attached for your use in preparing the final report of this 
review are CA's comments on the draft NIv audit team report. I 
hope you find them helpful. Our responses are still 
incomplete, but we wanted to forward them to you in' this form 
so you could review them before 'the audit team departs for the 
IV audit. We will provide further comments on the final report 
during the compliance process. 

In your report you have identified a number of systemic 
is~ues such as personnel levels and quality of training that 
would be better addressed by Department management than by CA. 
These issues bear directly on the quality of consular work but 
can only be properly addressed by those offices that are 
responsible for them. The report also suggests a basic tension 
between the need to improve quality and resources available to 
do so. Lack of adequate personnel resources for management 
controls and customer service is an issue of deep concern to 
this Bureau and we encourage the OIG to continue to explore 
this issue in ongoing reviews of consular processes. 

Please feel free to contact my staff in CA/EX if you have any 
questions on our comments. The contact person is Holcombe 
Thomas at 202-647-1148. 

UNITED STATES DEPARTMENT OF STATE 
REVIEW AUTHORITY: ROBERT R STRAND 
DATE/CASE 10: 18 AUG 2010 200801204 
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(U) Recommendation 33: We recommend that CA restart an active 
interchange of views with DBA leadership to assess DBA operational 
concerns and CLASS lookout data needs and arrive at mutually 
satisfactory solutions. 

(U) Response: CA agrees that closer cooperation between itself and 
DBA would be beneficial to both offices. To that end CA will review 
its exising Memorandum of Understanding with DBA to determine how 
the MOU might be updated and enhanced. Thereafter, CA will seek 
discussions with DBA with a view toward implementing our findings. 

(S) Recommendation 34: We recommend that INR review the current and 
projected workload of the TIPOFF staff, including their 24-hour 
daily responsibilities, SEd increase staffing if appropriate. 

IS) Response: INR action. 
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Lniled Slales Department of State 

F~re~" ~rvic~ ItUtilul~ 

AEPENDIX A 

/V(uioncl Fol"t'i,gll A.ffaiT3 TroiIIu., C~llt~r 
400() . .(rl~01\ Bouk • .'ard 
Ar~". fiTsUUa 22204 

MEMORANDUM 

TO: 

FROM: 

SUB.:JECT: 

OIG/AUD Mr._:t~payne 

M/FsrjEX - Ke'~J1ji Hunter 

Draft Audit Report: Review of the Nonimmigrant 
Visa- Issuing Process, Pha.se I I 

Thank you for the opportunity to review the subject draft audit 
report. Our response to the recommendations addressed to FSI are 
as follows. 

SECRET/NOFORN 
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Mr. HlI'oId W. GeiHI 
ACunt IMpector GIMr .. 
~ofSUte 
WuhingtOn. D.C. 20520 

DNrMr.GtiMI: 

UNCLASSIFIED 

SECRlT/NOFQRN RELEASED ll't&M1A 
B2 

u.s. D ...... of 1 __ 

Im.rncraCioft and N.cuntizacioa s.w:. 

41S E,., ~ lUtl. 
....... D.C1OJJ. 

a.,. 

EnctoMd .. the Immigration 8ftd NaturIIiution s.Mce', fiNS) comments on 
the draft report titled ....... of the NoniIl'll'l'liQrwlt ViM-llluine ProceM, Ph ... II." 
The ~ of JuIdce. Offic:e of IIIIPK10f Genenf. fotw.ad a copy of the draft. 
report to us for eommentI. The taport ...,..... probIMw for iAUiftt nonimmigrlnt 
vi .... some of which ... .ct 1he INS. s,.cHicIIIy. we haw COI'I'II'IWlted on 8I"Id concur 
with recornmendationll. 9. 11, 12. 21. 27. _ 28. 

w. IPpreciate your aMnG UI the opponunity to ...-w .-.d comment on the 
report. If you Mw II\Y quntIonI MgII'ding the II"IdDild information, pl .... CIII 
Kathl..., Stanley .. INS Audit Uliloft. 4It (202) 514-8800. 

Enclolur. 

UNITED STATES DEPARTMENT OF STATE 
REVIEW AUTHORITY: ROBERT R STRAND 
DATE/CASE ID: 02 MAR 2009 200801204 

SinceNty. 

Jl~,,7u~.( 
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APfENDIX A 

Memorandum 

SubjeCt . 
DRAFT Department of State Audit 
Report: -Review of the lIoni.maligraot 
Visa-Iasuing Process, Phase II-

To 

KAthleen M. Stanley 
ASsistant Director 
Analysis and Evaluation Branch 

Dat. 

From {)~ 

Q.~ames A. PUleo 
\ Bxeeutive Associate 

Commissioner, Programs 

(I 

Bnc:loeed. for YOIlr information are OIlr c:caraentfl in re8pOnSe to the 
Department of State lnapector General draft report titled 
-Review of ttle lI~grant visa-Issuing Process. Phase II.· We 
have keyed 0\1X' coa.ae.nt& to t.lU! rel.evant recOIIIIJIEItuta tiona in ~ 
report. 

Tbank you for affording us the opportunity to contribute our 
vieva to this work in progres_ . 

SBCRIT/NOFQRN 
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RELEASED IN PART 
B2 
~ 

:';'t9t' 

Mr. Harold W. Geisel 
-Acting Inspector General 
Office of the Inspector General 
Department of State 
Washington, D.C. 20520 

Dear Mr. Geisel: 

u.s. Department 01 Justice 

Drug Enforcement Administration 

b 09 1994 

APPENDIX A 

The Drug Enforcement Mministration (DBA) has reviewed the 
draft report issued on the noniJaIaigrant visa-1srnUng process. We 
appreciate having the opportunity to COIl1IDent on those portions 
which affect our relationship with the Departllent of State (DOS). 

, Regarding RecoaImendation 33, the draft report c1arifiessome 
of DEA' s ooneerns as expressed in earlier Rleetings between our 
respective staffs. However, it does not articulate a fully 
comprehensive solution to our concerns regarding the handling of 
sensitive ~format10n by visa-issuing personnel and foreign 
service nationals. These issues, however, can be explored in 
greater detail in discussions between the cognizant staffs within 
our respective agencies. 

Thus, DEA welcomes an active interchange of views with DOS 
and looks forward to developing mutually satisfactory solutions 
to these issues. To this end, I suggest that DOS give 

STATES DEPARTMENT OF STATE 
AUTHORITY: ROBERT R STRAND 

ID: 02 MAR 2009 200801204 
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Mr. Harold W. Geisel Page 2 

substantial consideration to reopening our infor.~tion exchange 
agreements and revising them, both to reflect more current needs 
and existing realities. 

If you have any questions regarding tlds response, please 
contact Audit t.J.aison Lawrence Kandracb at (202) 307-8305. At 
such time as the Bureau of Consular Affairs lIUIy wtsh to .1nJ.tie.te 
discussions concerning these aatters. I request that they route 
their request through DOS LiaisOn James MJ.ttica. 

s.tnce~ely. 

""i~~ ~~'-'"~ 
stept\en H. Greene 
Deputy Administrator 

SBCRET/NOFORN 
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B3, CIA-PO, B6, l.4(D) 
CeaInI IDteIIia-~ 

CD 

The Honorable Harold. W. Geisel 
Acting Inspector General 
Department of State 
washington, D.C. 20508 

26 October 1994 

c Gccnl 
I 

Dear Mr. ~el: I~ 
On~Ptember 27, ~994, you torward.ed a copy of your d.raft 

report ent.itled. Revjew of t:be NcJ!IJtJmi.grane Vjsa~Issui.1lg Process, 
Phase II and asked that we make the d.raft available to 
appropriate officials of our Agency. We have d.one so. 

We are advised that appropriate management elements of CIA 
concur . 

Thank you for the opportunity to comment on your draft 
report. 

, . 

'. . ", .~ i.Aii' portions are 
.. \,' '.clusiUed. SECRBT 

ENTOFSTATE 
FRANK TUMMINIA 

. 2010 200801204 

Sincerely, 

Frederick P. Ritz 

SECRET/NOFQRN 
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frmComments 

CASE NO. 200801204 
COMMENTS FOR THE CASE 

IN ONE CASE, WE RELEASED THE 
SHEIKH'S PPT NUMBER, WHERE ISCAP HAD WITHHELD IT. THIS IS 
INCONSEQUENTIAL, AND NO CHANGE IS NEEDED. OUR REVIEW 
DIFFERED FOR TWO CIA COVER 

I DID A NEW RID LETTER TO REFLECT THE CHANGES ABOVE. I WIL NIELSEBH 
LOCATE THE WORKSHEET AND MAKE THE CHANGES THERE AS WELL. 

REC'D. R/D PACKAGE FROM THE REVIEWER, BARBARA NIELSEN ON 
06/25/10. 

BOONEAL 

i 
06 25- 20! 
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