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DEFENSE INTELLIGENCE AGENCY

WASHINGTON, D.C. 20340-5100

January 07, 2021

This responds to your Freedom of Information Act (FOIA) request, dated July 11, 2017 that
you submitted to the Defense Intelligence Agency (DIA) for information concerning Requesting
a copy of the DoD Order or Charter that established the NMMO (National MASINT
Management Office). I apologize for the delay in responding to your request. DIA continues its
efforts to eliminate the large backlog of pending FOIA requests. In order to properly respond, it
was necessary to consult with multiple offices within the agency.

A search of DIA's systems of records located 5 documents (48 pages) responsive to your
request. Of these responsive records, one document (2 pages) was referred to another
government agency for its review and direct response to you. This referral is necessary because
the documents did not originate with DIA.

Upon review, I have determined that some portions of 4 documents (46 pages) must be
withheld in part from disclosure pursuant to the FOIA. The withheld portions are exempt from
release pursuant to Exemptions 3 and 6 of the FOIA, 5 U.S.C. § 552 (b)(3) and (b)(6).
Exemption 3 applies to information specifically exempted by a statute establishing particular
criteria for withholding. The applicable statute is 10 U.S.C. § 424. Statute 10 U.S.C. § 424
protects the identity of DIA employees, the organizational structure of the agency, and any
function of DIA. Exemption 6 applies to information which if released would constitute an
unwarranted invasion of the personal privacy of other individuals.

If you are not satisfied with my response to your request, you may contact the DIA FOIA
Requester Service Center, as well as our FOIA Public Liaison at 301-394-6253.

Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services
they offer. You may contact OGIS by email at ogis(@nara.gov; telephone at 202-741-5770, toll
free at 1-877-684-6448 or facsimile at 202-741-5769; or you may mail them at the following
address:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road-OGIS

College Park, MD 20740-6001




You may also exercise your right to file an administrative appeal by writing to the address
below and referring to case number FOIA-00443-2017. Your appeal must be postmarked no
later than 90 days after the date of this letter.

Defense Intelligence Agency
7400 Pentagon

ATTN: FAC-2C (FOIA)
Washington, D.C. 20301-7400

Sincerely,
[l e
For

Steven W. Tumiski
Chief, Records Management and Information Services

Enclosures: a/s




DEFENSE INTELLIGENCE AGENCY
WASHINGTON, D.C. 20340-5160

U-08-0780/CE
To: Distribution List APR 2 8 2008

Subject: Establishment of National MASINT Management Office

1. In his 22 December 2007 memorandum, the Director of National Intelligence (DNI) assigned
the MASINT Services of Common Concern (SoCC) to DIA on behalf of the Intelligence
Community (IC). In response, on 6 March 2008, I established the National MASINT
Management Office (NMMO) to manage and execute the MASINT SoCC and other related
activities, The NMMO reports directly to me, and I have appointed Colonel Aldon Purdham,
USAF, as its Acting Chief,

2. To ensure these SoCC responsibilities are executed in the best interest of the IC and its
customers, I have directed a mission analysis be accomplished for each of the DNI-assigned
SoCC and other significant MASINT-related activities. Colonel Purdham will lead this effort
and will provide me with a report detailing its conclusions and recommendations. I will rely on
this report to finalize the NMMO’s responsibilities, organizational structure, and composition.

3. The unique perspectives of each organization involved in MASINT activities are paramount
to the success of this mission analysis. For this reason, I request that each of your organizations

provide a senior representative at the GG-15 or O-6 Jevel to participate in this effort. NMMO  |(b)(3) 10
will convene the first Working Group meeting on 30 April 2008, 0900-1500, in Room 1320 of |U.5.C. 424,
the Clarendon Building, 3100 Clarendon Blvd, Arlington, Virginia. Subsequent meetings are | (0)6)

planned for the same time and location on 7 and 14 May 2008. Please provide the name of your-
representative by 23 April 2008 to

4, Ilook forward to your assistance in implementing the NMMO. That assistance is indicative
of the very cooperation I intend for the office to embody as it strives to foster enhanced success
across the MASINT Community and to its customers.

MICHAEL D. MAPLES
Lieutenant General, USA
Pirector
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/Y DEFENSE INTELLIGENCE AGENCY
/| WASHINGTON, D.C. 20340-5100

U-08-0367/CE FEB 2 2 2008
To: Director of National Intelligence

Office of the Director of National Intelligence

Washington, DC 20511

Subject: = Managing and Executing the MASINT Services of Common Concern

References: a. Execution of the Measurement and Signature Intelligence Services of Common
Concern, E/S 01064, 22 Dec 2007
b. National Collection Committees, E/S 01278, 30 Nov 2007
¢. Draft Intelligence Community Directive (ICD) 303, Measurement and Signature
Intelligence (8), undated
d. DoD Directive 5250.01, Management of Signature Support Within the
Department of Defense, 31 Jan 2008.

1. Thank you for the opportunity to provide our plan for managing and executing the
Intelligence Community (IC) Measurement arid Signature Intelligence (MASINT) Services of
Common Concern (SoCC). We agree the continued effective performance of the MASINT
SoCC is essential, and since receiving your memorandum (ref a) we have been working with the
MASINT Community Executive and other key MASINT stakeholders to develop the
comprehensive way ahead (attached).

2. Our plan includes establishing a National MASINT Management Office, subordinate to me,
responsible for managing and executing the MASINT SoCC and other MASINT-related
activities; and continuing the National MASINT Committee, which will also report to me and to
the Deputy Director of National Intelligence for Collection (DDNI/C). I will also establish an IC
MASINT Board of Governors to advise me in my capacity as the primary spokesperson for
MASINT at the IC Executive Committee.

3. My staff and I look forward to working with the DDNI/C, other members of the MASINT
Community, and the IC Chief Financial Officer to ensure personnel and funding upon which this
plan depends are appropriately identified.

4. Ilook forward to working with you to implement this plan. My point of contact for this issue
is

Enclosure: afs MICHAEL D. MAPLES
. Lieutenant General, USA
Director

Copy to: DDNVI/C ©0)3)
USD(D) U.S.C. 424;(b)
MCE &)




The Way Ahead
Background

A Tiger Team was convened on 14 January 2008 to examine all aspects of the Measurement and
Signature Intelligence (MASINT) Services of Common Concem (S0CC}) to include missions and
functions, management, and resource issues, The team consisted of the MASINT Community
Exccutive (MCE), the Defense Intelligence Agency (DIA) Vice Deputy Director of MASINT
and Technical Collection, representatives from the Air Force, CIA/Directorate of Science and
Technology, and the National Intelligence Coordination Center, and was chaired by the DIA
Chief of Staff and the Chairman of the National MASINT Committee.

The following is our intended approach conceming the organization, missions and functions for
managing and executing the MASINT SoCC and other MASINT-related activities.

The National MASINT Management Office

DIA will establish, for the IC, a National MASINT Management Office (NMMO) directly
subordinate to the Director (DRYDIA to manage and execute the MASINT SoCC and other
MASINT-related activities. The NMMO will provide the means and mechanisms necessary to
assist the DR/DIA in leading the dispersed and decentralized MASINT Community as a fully
integrated enterprise.

The NMMO will be led by a Director and Deputy Director drawn from the MASINT
Community who are selected by, and report to, the DR/DIA. The NMMO will be a joint

organization and will support DR/DIA in executing and managing the following MASINT
SoCC:

* Ensuring the development and maintenance of the MASINT Requirements System to
manage requirements receipt, registration, validation, tasking, tracking, and user
satisfaction

» Ensuring the development and maintenance of the MASINT Data Broker to facilitate
information sharing throughout the MASINT enterprise

*  Formulating MASINT Policy including developing security, foreign release, and
disclosure and classification guidelines, and U.S.-Allied MASINT agreements

= Ensuring the development and maintenance of the MASINT Portal to provide a central
reposttory for federated dissemination of MASINT products

= Developing, evaluating, and promulgating MASINT Data and Products Standards to
support information sharing, advanced data-mining, and Community access to MASINT
products and signatures

= Developing a MASINT Enterprise Architecture to ensure an enterprise approach to the
entire MASINT discipline

s Providing Program Management and Execution Advice on MASINT resources within
the National Intelligence Program and Military Intelligence Program

& QOverseeing MASINT Training, Certification, and Education Standards for the IC




= Providing OQutreach to Congress, the IC, and other MASINT customers through
MASINT Liaison Officers and other subject matter experts; and informing various IC
forums, processes, and organizations on current and future MASINT capabilities

*  Guiding the National Consortium for MASINT Research (NCMR) to foster research
and development of new technologies from academia, industry and the National
Laboratories

« Fostering MASINT Research and Development building on the innovations developed in
the NCMR and elsewhere. The goal is to develop and then transition successful
technology demonstrations to the MASINT Enterprise for fielding and use.

The National MASINT Committee

In accordance with references b and ¢, the MASCOM will continue to assist the DNI and the
DR/DIA in fulfilling their responsibilities with respect to MASINT, The DR/DIA will select the
MASCOM Chairperson, who will report to the DR/DIA and to the DDNI/C, The intent of
reference b is to align the core functions of all National Collection Committees; therefore, the
MASCOM Charter may need to be updated in the future to reflect this new direction.

The MASINT Board of Governors

DIA will establish a MASINT Board of Governors (BoG) to advise the DR/DIA in his capacity
as the primary spokesperson for MASINT at the IC’s Executive Committee (EXCOM),

The BoG’s objectives will be to:

* Achieve unity of purpose and effort on MASINT and related activities.

s Establish and maintain a cornmon vision and strategy for the MASINT enterprise.

» Identify and resolve issues of mutual concern to the MASINT enterprise and its
stakeholders,

s Formulate senior-level guidance for the future direction of the MASINT enterprise.

The BoG will be chaired by the DR/DIA, and the MCE will serve as Deputy Chairperson.
Membership wilt consist of senior IC MASINT stakeholders. BoG observers will be other IC,
DoD, or national-level organizations as designated by the BoG Chairperson. The NMMO will
serve as the BoG Secretariat.




Department of Defense

DIRECTIVE

NUMBER 5105.21
March 18, 2008

DA&M
SUBIJECT: Defense Intelligence Agency (DIA)

References: (a) Title 10, United States Code
(by Title 50, United States Code
(¢} Executive Order (E.O.) 12333, “United States Intelligence Activities,”
December 4, 1981, as amended
(d) DoD Directive 5105.21, “Defense Intelligence Agency (BIA),” February 18,
1997 (hereby canceled)
(e} through (am), see Enclosure 1

I. PURPOSE

Under the authorities vested in the Secretary of Defense by References (a), (b), and (¢), this
Directive reissues Reference (d) to update the mission, responsibilities, functions, relationships,
and authorities of DIA. This Directive shall be interpreted consistent with law, policy, and
directive, including, but not limited to, those promulgated by, or pertaining to, the Director of
National Intelligence (DNI), as appropriate.

2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense (OSD), the Military
Departments, the Office of the Chairman of the Joint Chiefs of Staff, the Combatant Commands
(COCOMs), the Office of the Inspector General of the Department of Defense, the Defense
Agencies, the DoD Field Activities, and all other organizational entities in the Department of
Defense (hereafter referred to collectively as the “DoD Components”). The term “Military
Services,” as used herein, refers to the Army, the Navy, the Air Force, and the Marine Corps
(including Active and Reserve Components).

3. DEFINITIONS

Terms used in this Directive are defined in Enclosure 2. Acronyms are in Attachment (1) to
Enclosure 2.
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4. MISSION

DIA shall satisfy the military and military-related intelligence requirements of the Secretary and
Deputy Secretary of Defense, the Chairman of the Joint Chiels of Staff, and the DNI, and
provide the military intelligence contribution to national foreign intelligence and
counterintelligence. DIA shall plan, manage, and cxccute intelligence operations during
peacetime, crisis, and war. DIA shall serve as the DoD lead for coordinating intelligence support
10 meet COCOM requirements; lead efforts to align analysis, collection, and Intelligence,
Surveillance, and Reconnaissance (ISR) activities with all operations; and link and synchronize
Military, Defense, and National Intclligence capabilitics. The mission of DIA includes the
following responsibilities and functions:

4.1. All-Source Intelligence Analysis. Provide all-source intelligence to joint task force and
Combatant Commanders, as well as to Defensc planners and national security policymakers.

4.2. Human Intelligence (HUMINT). Centrally manage the DoD-wide HUMINT enterprise,
and conduct DIA HUMINT collection activities worldwide.

4.3. Joint Staff Intelligence. Operate the Joint Staff Intelligence Directorate (J-2) to respond
to the direct intelligence support requirements of the Chairman of the Joint Chiefs of Staff and
the Secretary of Defense.

4.4, Intelligence Information Systems. Design, implement, and operate a secure information
technology (IT) infrastructure and an assured data environment of the all-source intelligence
" enterprise.

4.5. Technical Intelligence Collection. Conduct integrated planning, coordination, and
execution of DoD Measurement and Signature Intelligence {(MASINT) and designated technical
collection management activities.

4.6. Counterintelligence (CI) and Security. Perform assigned CI functions, as well as
Sensitive Compartmented Information (SCI) policy implementation, security clearance
adjudication, and facility accreditation.

4.7. International Engagement. Enter into military and military-related intelligence
agreements and arrangements with foreign governments and other entities. Manage [oreign
visits and support foreign defense attaché corps interaction with senior DoD officials.

4.8. Intellivence Training and Education. Operate the Joint Military Intelligence Training
Center (JMITC), Joint Military Attaché School (JMAS), Joint Intelligence Virtual University
(JIVU), and National Defense Intelligence College (NDIC).
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4.9. Resource Management. Develop and manage DIA Military Intelligence Program (MIP})
resources and capabilities, the General Defense Intelligence Program (GDIP), and the DIA
portion of the Forcign Counterintelligence Program (FCIP) as an clement of the National
Intelligence Program (NIP).

4.10. Defense Intelligence Operations Coordination Center (DIOCC). Operate the DIOCC

to plan, prepare, integrate, direct, synchronize, and manage continnous full-spectrum Defensc
Intelligence operations and other functions in accordance with the Secretary of Defense guidance
in the Chairman of the Joint Chiefs of Stalf Messages conveying the Joint Intelligence
Operations Center Execute Order (JIOC EXORD) (Reference (e)) and the DIOCC EXORD
(Reference (), as well as Sceretary of Defense Memorandum (Reference (g)), or as otherwisc
directed.

4.11. Joint Reserve Intelligence Program {JRIP). Serve as the JRIP Program Manager; plan,
implement, and integrate the JRIP throughout the Department of Defense.

4.12. Additional Activities. Perform a range of additional [unctions for the Department of
Defense and the Intelligence Community (IC), as specified in Enclosure 3.

5. ORGANIZATION AND MANAGEMENT

5.1. The Sceretary of Defensce excrciscs authority, direction, and control over DIA pursuant
to References (a), (b), and (¢), and other applicable authorities. The Under Secretary of Defense
for Intelligence (USD(I)) exercises the Secretary of Defense’s authority, direction, and control
over the Director, DIA, in accordance with DoD Directive 5143.01 (Reference (h)) and pursuant
to the responsibilities and authorities of the Secretary of Defense in References (a), (b), and (c¢).

5.2. Pursuant to Reference (a), DIA 1s a Defense Agency designated as a Combat Support
Agency (CSA) of the Department of Defense. DIA pertforms combat support activities pursuant to
References (a), (h), and (c), as well as DoD Directive 3000.06 (Reference (i)).

5.3. DIA shall consist of a Director, Deputy Direclor, and such subordinate officials and staff

as are established by the Director within the resources assigned by the Secretary of Defense.

6. RESPONSIBILITIES AND FUNCTIONS

The Director, DIA, under the authority, direction, and control of the USD(I), advises the
Secretary of Defense, the Chairman of the Joint Chiefs of Staff, and the Combatant Commanders
on all matters concerning all-source Delense Intelligence. The Director, DIA, under the
authority, direction, and control of the USD(I), also advises the DNI and the Director of Defense
Intelligence (DDI), as established in the Secretary of Defense and DNI Memorandum of
Agreement (Reference (j)). on all DIA matters under the DNI's purview. The DDI will advise
the DNI, after consultation with the Director, DIA, on critical deficiencies and strengths of DIA,
and assess the effect of such deficiencies and strengths in meeting National Intelligence
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objectives. The Director, DIA, shall serve as the Delense Collection Manager, the Director of
the DIOCC, and the Commander of the Joint Functional Compoenent Command—Intelligence,
Surveillance, and Reconnaissance (JFCC ISR) under the Commandcer, U.S. Strategic Command
(USSTRATCOM). In the exercise of these responsibilities, the Director, DIA, shall plan,
organize, direct, and manage DIA and all assigned resources to provide peacetime, conlingency,
crisis, and combat intelligence support to the operational military forces of the United States
whilc identifying, creating, and cxploiting ncw opportunitics and predicting hostile actions
against the U.S. military consistent with this Directive. The Director, DIA, shall develop and
manage those MIP resources and capabilities under the purview of DIA, the GDIP of the NIP,
and the DIA portion of the FCIP of the NIP. Additionally, the Director, DIA, shall plan for and
provide survival, recovery, and reconstitution of mission cssential functions in accordance with
DoD Directive 3020.26 (Reference (k)). The Director, DIA, shall:

6.1. All-Source Intelligence Analysis

6.1.1. Promulgate and manage a program to establish community management of
Defense Intelligence analytic resources, including the intelligence production centers of the
Military Departments, toward a unified production framework that is consistent with National
Intelligence policics and prioritics.

6.1.2. Manage, organize, train, and develop the expertise of the DIA analytic and
Detense Intelligence workforce; provide and evaluate timely all-source intelligence products to
meet customer needs that conform to standards on analytic integrity and sourcing,

6.1.3. Collect and evaluate Open-Source Intelligence (OSINT) and make it fully
available for use in Defense Intelligence products. Serve as the DoD Lead Component for
OSINT and develop policies and procedures to fully leverage OSINT within Defense
Intelligence.

6.1.4. Maximize resources by assigning defined all-source intelligence analytical
responsibilities within DIA and to each COCOM and Military Service Intelligence Center based
on capabilities, workforce characteristics, and mission requirements, and manage capabilities to
maintain a surge capability.

6.1.5. Provide Defense Intelligence support for the policies and planning activities of the
Heads of the DoD Components and. as appropriate, for similar activities of non-DoD national
authorities 1o identily foreign emerging challenges (o national security and homeland defense.

6.1.6. Prepare intelligence assessments and estimates concerning transfers of technology,
goods, services, munitions, and associated transfer mechanisms and participate in interagency,
national, and international fora on such transfer matters pursuant to DoD Directives 5105.72 and
2040.2 (References (1) and (m)).

6.1.7. Support the DoD weapons system acquisition process by producing threat
assessments within DIA or validating assessments produced by other Defense Intelligence
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Components [or all major DoD acquisition programs pursuant to DoD Directive 5000.1
(Reference (n)).

6.1.8. Provide Defense Intelligence support to disrupt Weapons of Mass Destruction
(WMD) proliferation networks.

6.1.9. Operate the Joint Intelligence Task Force for Combating Terrorism to provide
prompt analysis and dissemination of intelligence on terrorist threats; set DoD terrorist threat
levels; and provide all-source intelligence analysis in support of counterterrorism plans and
operations pursuant to E.O. 13388 (Reference (0)) and DoD Directive 2000.12 (Reference (p)).

6.1.10. Operate the Armed Forces Medical Intelligence Center in accordance with DoD
Directive 6420.1 {Relerence (q)) to provide all-source intelligence on foreign medical
capabilities, infectious disease and environmental health risks, developments in biotechnology
and biomedical subjects of military importance, and support to force protection.

6.1.11. Operate the Missile and Space Intelligence Center to provide all-source scientific
and technical intelligence analysis on foreign missiles; missile defense systems; directed energy
weapons; relevant command, control, communications and computer systems; and other related
technologies.

6.1.12. Identify sources of increasing threats to U.S. interests and to warn of
technological developments that could undermine U.S. military preeminence.

6.2. Human Intelligence

6.2.1. Serve as the Defense HUMINT Manager (DHM) responsible for centralized
management of the DoD-wide HUMINT enterprise, which is based on decentralized execution
of HUMINT operations and related activities. The DHM shall:

6.2.1.1. Assess the effectiveness of the Defense HUMINT enterprise to conduct and
support collection operations; deconflict HUMINT activities; coordinate national foreign
intelligence HUMINT collection activities with the National HUMINT Manager, as appropriate;
and develop capabilities to support HUMINT operations.

6.2.1.2. Consult on the implementation of the training and professional standards
established by the National HUMINT Manager and support the establishment, direction, and
operation of DoD HUMINT training centers and elements.

6.2.2. Manage and conduct DIA"s worldwide Defense HUMINT collection operations in
support of DoD and IC requirements, provide direct access to critical military information, and
enable other intelligence collection disciplincs in accordance with DoD Dircctives S-5105.29 and
5200.37 (References (r) and (s)). The DHM shall:
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6.2.2.1. Direct the Defense Attaché System to conduct representational duties for the
Secretary of Defense, the Secretaries of the Military Departments, the Chairman of the Joint
Chiefs of Staff, and the Combatant Commanders, and advise Department of Statc Chicfs of
Mission on military matters pursuant to DoD Directive C-5105.32 (Reference (1)).

6.2.2.2. Provide HUMINT operations support in the areas of collection management,
asset registration, and communications. Facilitate and coordinate the conduct of worldwide
human-enabled technical and telecommunications operations.

6.3. Joint Staff Intelligence

6.3.1. Operate the Joint Staff J-2 Directorate to provide intelligence assessments,
warnings, sifuational awareness, and advice 1o the Secretary ol Defense, the Chairman of the
Joint Chiefs of Staff, and the Joint Chiefs of Staff.

6.3.2. Operate the intelligence element of the National Military Command Center to
provide all-source intelligence, indications and warning, crisis-management, and targeting
intelligence to the Secretary of Defense and the Chairman of the Joint Chiefs of Statf.

6.3.3. Provide Continuity of Operations support to the Chairman of the Joint Chiefs of
Staff and the Combatant Commanders.

6.3.4. Coordinate exercise support for the Chairman of the Joint Chiefs of Staff, the
Combatant Commanders, and the DNI.

6.3.5. Exercise technical, quality, and management control over the DoD Indications and
. Warning System.

6.3.6. Represent and advocate COCOM intelligence interests to the Joint Staff, OSD, and
the Office of the Director of National Intelligence (ODNI).

6.3.7. Participate in the implementation of sensitive support actions pursuant to DoD
Directive S-5210.36 (Reference (u)).

6.3.8. Assemble and develop statements of Defense Intellipence capability requirements
and related plans, programs, and budget proposals.

6.3.9. Develop and coordinate joint intelligence doctrine in support of the Chairman of
the Joint Chiefs of Statf.

6.3.10. Provide CI stalt support to the Chairman of the Joint Chiefs of Stafl and the
Combatant Commanders.
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6.4. Intelligence Information Systems

6.4.1. Managg, opcratc, and maintain the Joint Worldwide Intelligence Communications
System, and its associated Information Assurance program.

6.4.2. Oversee the research and development, procurement, security, operation, and
maintenance of DoD intelligence IT infrastructure programs, systems, and activitics,
incorporating all appropriate DoD and [C standards.

6.4.2.1. Design, implement, and operate a shared IT architecture and infrastructure to
create the data cnvironment of a flexible all-source intclligence enterprisc, serving as a primary
enabler for horizontal integration and coordination across the COCOM JIOCs and the DIOCC,
promoting seamless operational integration ol the Reserve Component Intelligence Elements,
and maximizing intelligence support to Defense and other senior U.S. Government ofticials.

6.4.2.2. Provide centralized intelligence dissemination services and oversee a DoD-
wide intelligence dissemination system.

6.4.2.3, Managc, operate, maintain, and sccurc a distributed Icarning structure.

6.4.3. Manage the DoD portion of the Intelligence Mission Area Inlormation
Technology portfolio.

6.4.4. Enable COCOM access to CSA intelligence capabilities and databases. as
appropriate, and serve as the DoD enabler {or interagency intelligence IT connectivity and
interoperability.

6.5. Technical Intellivence Collection

6.5.1. Manage and implement Secretary of Defense and DNI plans and policies on
designated technical collection matters. Develop and implement standards, architectures, and
procedures providing for integrated MASINT capabilities.

6.5.2. Develop, coordinate, and advocate Defense Intelligence positions on technical
collection needs, capabilities, and strategies; collection management applications; and future
collection systemns and architectures. Conduct research, development, testing, and evaluation
activities to enhance technical collection.

6.5.3. Define and present consolidated DoD positions on technical intelligence collection
issues to the USD(I) and Chairman of the Joint Chiefs of Staff, and chair and operate 4 board or
panel to support these processes.

6.5.4. Execute the tasking of DoD MASINT collection platforms to meet national level
collection requirements with the exception of those activities assigned to the National
Geospatial-Intelligence Agency (NGA); and conduct end-to-end oversight of tasked collection,
processing, exploitation, reporting and customer satistaction.
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6.5.5. Provide MASINT services of common concern for the IC on behalf of, and as
assigned by, the DNI in coordination with the USD(T).

6.5.6. Plan, enable, and conduct MASINT and technical intelligence collection training
and operations in support of military operations, counterterrorism, counter-insurgency
operations, and Homeland Defensc. Employ air, ground, and sca-based systems for closc access
collection and persistent surveillance capabilities in support of the COCOMs.

6.5.7. Lead the DoD Special Communications Enterprise Office and manage the
National Signaturcs Program.

6.5.8. Manage and implement technical identity management and biometrics plans and
policies consistent with DoD, interagency, and international information sharing initiatives.

6.6. Counterintelligence and Security

6.6.1. Provide CI support as assigned by DoD Directive 5240.2 (Reference (v)),
including CI preliminary inquirics of DIA personnel.

6.6.2, Identity forcign intclligence threats directed against DoD personnel, facilitics, and
interests, and support targeting, exploitation, and neutralization of those threats pursuant to DoD
Directive S-5210.36 (Reference (u)) and DoD Directive 5105.67 (Reference (w)).

6.6.3. Validate DoD CI production requircments and coordinatc them with production
elements within the DoD CI analysis and production community; and validate, register, and
publish DoD CI collection requirements.

6.6.4. Administer DoD and IC SCI security policies and programs within the DoD
Components (other than the National Security Agency (NSA), the NGA, and the National
Reconnaissance Office (NRO)).

6.6.4.1. Adjudicate eligibility for access to SCI in accordance with eligibility
standards promulgated by the DNI for all civilian personnel assigned to OSD, the Joint Staff, the
Defense Agencies (other than NSA, NGA, and NRO), and the DoD Field Activities, including
contractors and consultants, in accordance with DoD Directive 5200.2 (Reference (x)).

6.6.4.2. Dircct and oversce the Defense Special Sceurity System, to include
promulgation of appropriate security policy and procedures.

6.7. International Engagement

6.7.1. Establish and maintain DIA military and military-related intelligence agreements
and arrangements with foreign governments and other entities, and ensure the compliance of
such agreements and arrangements with DoD Security Cooperation Guidance (SCG) and other
applicable guidance.
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6.7.2. Coordinate and approve the negotiation and conclusion of military and military-
related intelligence agreements and arrangements between the DoD Components and foreign
governments, international organizations, or other entitics (except those within the parameters of
Signals Intelligence (SIGINT) and Geospatial Intelligence (GEOINT) as conducted by NSA,
NGA, and NRO).

6.7.3. Devclop a Defense Intelligence strategy for forcign intelligence relationships, and
ensure that this strategy conforms to SCG guidance.

6.7.4. Exercise authority and responsibility for disclosing and releasing classified
military information consistent with U.S. Government policy to foreign governments, allies, and
coalition partners, and manage intelligence relationships with foreign partners while providing
appropriate policy guidance and training to personnel exercising foreign disclosure duties.

6.7.5. Oversee and manage senior-level distinguished foreign visits for the Secretary and
Deputy Secretary of Defense, the Chairman of the Joint Chiefs of Staff, and other senior DoD
olficials, as directed.

6.7.6. Manage the accreditation of foreign military diplomats to the Department of
Defense, and provide support to the Washington corps of foreign defense attachés in their

interactions with OSD, the Joint Stalf, the COCOMs, DIA, and other DoD Components.

6.8. Intelligence Training and Education

6.8.1. Operate the IMITC, IMAS, JIVU, and NDIC. Conduct DIA workforce training
and, as directed by the USD(I), oversee general intelligence training activities within the
Department of Defense in accordance with DoD Instruction 3305.02 (Reference (y)), and
provide courses for resident and non-resident students.

6.8.2. Operate courses at the JMITC for resident students and provide mobile training
teams for non-resident students.

6.8.3. Conduct resident qualification courses at the JMAS to support Defense Attaché
System requirements.

6.8.4. Develop and operate JIVU as the standard online intelligence learning portal for
the Defense Intelligence Components and develop online training courses for distance learning.

6.8.5. Operate the NDIC for the professional education of joint intelligence personnel,
conduct and disseminate intelligence-related research, offer Bachelor of Science in Strategic
Intelligence and Master of Science in Strategic Intelligence degrees, and retain accreditation as a
degree-granting college pursuant to DoD Instruction 3305.01 (Refercnee (7).
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6.9. Resource Management

6.9.1. Scrve as Program Managcer of the GDIP, develop the GDIP as an clement of the
NIP in accordance with DNI guidance, participate in the NIP approval process, and oversee
execution of (unds appropriated for GDIP activities.

including COCOM resources and manpower funded in the DIA MIP in accordance with
guidance [rom the USD(I), and oversee execution of funds appropriated [or the DIA MIP.

6.9.3. Prcpare and submit thc DIA program and budget input to the GDIP in accordance
with guidance provided by the DNI, the DoD FCIP in accordance with DoD Directive 5240.2
(Reference (v)), and the MIP in accordance with Acting Deputy Secretary of Defense
Memorandum (Reference (aa)).

6.9.4. Assemble and develop statements of Defense Intelligence requirements and related
plans, programs, and budget proposals, and advise the Chairman ol the Joint Chiefs of Staff, the
USD(I), the Heads of other DoD Components, as appropriate, and the DNI concerning these
matters.,

6.9.5. Design and manage DIA programs and activities Lo improve standards of
performance, economy, and efficiency, and demonstrate DIA’s attention to the requirements of
its organizational customers, both internal and external to the Department of Defense.

6.10. Defense Intelligence Operations Coordination Center. Serve as the Director of the
DIOCC and report to the Secretary of Defense through the Chairman of the Joint Chiefs of Staff,
and serve as the lead DoD organization for intelligence operations to plan, integrate, coordinate,
direct, synchronize, and manage full-spectrum Defense Intelligence operations and capabilities,
to include Defense collection management and ISR, in support of the COCOMs to satis{y the
priorities of the Department and the Nation pursuant to Secretary of Defense Memorandums
(References (g) and (ab)). The DIOCC will coordinate and prioritize Military Intelligence
requirements across the COCOMs, CSAs, Reserve Components, and Service Intelligence
Centers through the Deputy Director, DIOCC, pursuant to Secretary of Defense guidance in the
JOC EXORD (Reference (¢)) and the DIOCC EXORD (Reference (f)). In coordinating
requirements, the Director of the DIOCC will:

6.10.1. Formulate and recommend solutions to de-conflict requirements lor National
Intelligence support with JECC ISR and National Intelligence Coordination Center (NIC-C)
representatives, propose courses of action (COAs) in collaboration with the Joint Staft,
COCOMs, CSAs, and other capability providers, and forward COA altematives to the Chairman
ol the Joint Chiefs of Stalf for approval by the Secretary of Defense in consultation with the
DNI, as appropriate.

6.10.2. Under the guidance and oversight of the USD(]) and the Chairman of the Joint
Chiefs of Staff, formalize and implement an Intelligence Planning Process to support adaptive
planning for peacetime, contingency, and crisis action planning in support of the COCOMs,
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synchronize the planning activities of intelligence entities, and coordinate all national-level
planning with the ODNIL

6.10.3. Integrate representatives from NSA, NGA, NRO, and the DoD
Counterintelligence Field Activity into the DIOCC to facilitate tasking, coordination, and
requirements resolution, and in coordination with the COCOMs, provide personnel and resources
in dircct support of COCOM JIOCs.

6.10.4. In conjunction with U.S. Joint Forces Command, develop a methodology for the
COCOMs to assess the efficacy of Defense Intelligence to support operational objectives and
recommend changes to address shortfalls; in addition, assess and cvaluate Defensc Intelligence
tasks across the spectrum of Operations Plans (OPLANS) to identify risk and mitigation
strategies, and develop recommendations for reprioritization/realignment.

6.10.5. Advocate for COCOM JIOC capabilitics in programmatic, policy, and planning
fora, and advocate for COCOM intelligence requirements in interagency fora.

6.10.6. In coordination with USSTRATCOM and the ODNI, formulate policies and
proccdures to intcgrate and synchronize national ISR capabilitics with DoD ISR assets.

6.10.7. Serve as the DoD conduit [or collection coordination with interagency pariners,
primarily the NIC-C and ODNI Mission Managers.

6.11. JRIP. Manage JRIP activities as the Program Manager in accordance with DoD
Instruction 3305.07 (Reference (ac)). These responsibilities include all aspects of program
management including planning, implementation, execution, and integration of the JRIP
throughout the Department of Defense. The Director, DIA, shall:

6.11.1. Provide implementing guidance and direction o the Heads of the DoD
Components, as appropriate, for the operational integration of the Reserve Components.

6.11.2. Facilitate the integration of Reserve Component Intelligence Elements with their
COCOM, CSAs, and Military Services through all phases of the Defense Intelligence process,
maximizing the use of reachback pursuant to DoD Instruction 3305.07 (Reference (ac)).

6.12. Additional Activities. Perform a range of additional functions for the Department of
Defense and the IC, as articulated in Enclosure 3.

7. RELATIONSHIPS

7.1. The Director, DIA, shall:

7.1.1. Maintain communication with other IC agencies pursuant to References (a) and
{b), and with other applicable authorities.
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7.1.2. Evaluate the planning, programmiing, budgeting, and use of resources for the
collection, analysis and production, and dissemination of intelligence, as well as training in
support of the requirements of the Combatant Commandecrs and the Sceretaries of the Military
Departments, and carrying out the coordinating functions stipulated at Enclosure 3.

7.1.3. Align intelligence operations and capabilities with the NIC-C.

7.1.4. Participate, as appropriate, in the Secretary of Defense Biennial Review of
Defense Agencies and DoD Field Activities in coordination with the Director of Administration
and Management (DA&M).

7.1.5. Notify the USD(I) and the General Counsel of the Department of Defense within
90 days of the issuance date when the Director believes a DoD issuance would damage, limit, or
seriously inhibit DIA from performing its missions.

7.1.6. Conduct all DIA activities pursuant to DoD Directive 5240.01 (Reference (ad))
and DoD Regulation 5240.1-R {Reference (ae)) and, in accordance with appropriate controls and
standards of conduct, report issues or activities that raise questions of legality or propriety to the
USD(I}, the Inspector General of the Department of Defense, the Assistant to the Secretary of
Defense for Intelligence Oversight, and, as appropriate, the General Counsel of the Department
of Defense.

7.1.77. Be responsible to the Chairman of the Joint Chiefs of Staff for intelligence matters
affecting the Chairman’s responsibilities under Reference (a), especially requirements associated
with the joint planning process, and for matters affecting the missions and responsibilities of the
Combatant Commanders; carry out combat support responsibilitics pursuant to Reference (i).

7.1.8. Use exisling systems, facilities, and services of the Department of Defense and
other Federal agencies, when possible, to avoid duplication and to achieve maximum efficiency
and cconomy, as well as preserve the capability of assigned facilitics and other assets to
accomplish the organizational mission.

7.2. The Chairman of the Joint Chiefs of Staff shall review and assess DIA responsiveness
and rcadiness to support operating forces in the cvent of war or other threats to national security
in accordance with References (a) and (), and the Unified Command Plan (UCP) (Reference

(ah).

7.3. The Dircctors, NSA, NGA, and NRQO, within cxisting rcsources, shall provide cxpertisc,
capabilities, and all available data and information necessary for the Director, DIA, to perform
the responsibilities and functions prescribed herein.

7.4, The Heads of the DoD Componcnts shall;

7.4.1. Provide assistance and support to the Director, DIA, in their respective fields af
responsibility and within available resources for the Director, DIA, to carry out functions as
assigned herein.
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7.4.2. Comply with taskings issued by the Director, DIA, pursuant to this Directive.

7.4.3. Submit intelligence collection and production requirements and programs to the
Director, DIA, for record purposes and validation, as applicable.

7.4.4. Coordinate with the Director, DIA, on all matters concerning the mission,
capabilities, functions, and operations of DIA.

8. AUTHORITIES

&.1. The Director, DIA, 1s:

8.1.1. Appointed to serve as the Dircctor, DIOCC, pursuant to Reference (ab), as well as
References (f) and (g). which state that the DIOCC is lead DoD organization for intelligence
operations and will plan, integrate, coordinate, direct, synchronize, and manage full-spectrum
Defense Intelligence operations and capabilities, to include Defense collection management and
ISR, in support of the COCOMs to satisty the prioritics of the Department and the Nation.

8.1.2. Designated 1o serve as Commander, JFCC ISR, pursuant to Secretary of Defense
Memorandum (Reference (ag)), responsible to the Commander, USSTRATCOM, for executing
USSTRATCOM’s UCP-assigned mission to plan, intcgrate, and coordinate ISR in support of
strategic and global operations. Further, the Commander, JFCC ISR, will coordinate with other
DoD Component Heads, as needed, to {ullill the assigned mission of planning, operational
integration, and assessment of the Department’s global ISR capabilities and operations, as well
as ensure those operations support Commander, USSTRATCOM guidance.

8.1.3. Designated to serve as the supported Director [or DIOCC operations and,
consistent with the JIOC EXORD (Reference (¢)) and the DIOCC EXORD (Reference (f)),
enabling the DIOCC to fulfill its assigned mission of planning, preparing, integrating, directing,
synchronizing, and managing continuous, full-spectrum Defense Intelligence operations.

8.2. The Director, DIA, is specifically delegated the authority to:

8.2.1. Communicate directly with the Heads of the DoD Components, as necessary, to
carry out assigned responsibilities and functions, including the transmission of requests for
advice and assistance. Communications to the Military Departments shall be transmitted through
the Secretaries of the Military Departments, their designees, or as otherwise provided in law or
as directed by the Secretary of Defense in other DoD issuances. Communications to the
Combatant Commanders normally shall be transmitted through the Chairman of the Joint Chiefs
of Staff.

8.2.2. Communicate with other Government officials, representatives of the Legislative
Branch, members of the public, and representatives of foreign governments or other entities, as
appropriate, in carrying out assigned responsibilities and functions. Communications with
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representatives of the Legislative Branch will be coordinated with the Assistant Secretary of
Defense for Legislative Affairs or the Under Secretary of Defense (Comptroller)/Chief Financial
Officer of the Department of Defense, as applicable, on those issucs that fall within the purview
of the Department, and with the ODN], as applicable.

8.2.3. Obtain reports, information, advice, and assistance, consistent with DoD
Dircctives 4630.05 (Refercnee (ah)) and DoD Instruction 8910.01 (Reference (ai)), as necessary,

to carry out assigned responsibilities and functions.

8.2.4. Issue DIA regulations, manuals, handbooks, and other DIA issuances to the DoD
Components in carrying out assigned responsibilitics prescribed herein.

8.2.5. Exercise the administrative authorities contained in Enclosure 4.

9. ADMINISTRATION

9.1. The Director, DIA, shall be recommended to the President or appointed by the Secretary
of Defense, as appropriate, after consultation with the DNI, as provided in scction 403-6(c) of
Reference (b), and shall be evaluated by the Secretary of Defense in accordance with existing
policies.

9.2. The individual serving as the Deputy Commander, JECC ISR will also serve as the
Deputy Director of the DIOCC pursuant to Reference (ab).

9.3. The Secretaries of the Military Departments shall assign military personnel to DIA in
accordance with approved Joint Manpower Program authorizations and procedures for
assignment to joint duty. The Chairman of the Joint Chiefs of Staff shall review DIA joint
staffing requirements [or those functions related to DIA direct-intelligence support 1o the
Chairman of the Joint Chiefs of Staff, and provide appropriate recommendations to the USD(I).

9.4. The Director, DIA, shall be authorized such personnel, facilities, funds, and other
resources as the Secretary of Deflense, or the DNI, as applicable, deems appropriate. The
Director, DIA, may obtain personnel, administrative, and contracting support from the Heads of
the other DoD Components, the Director of the CIA, the Secretary of Homeland Security, and/or
the DNI, to the extent permitted by law.

0. RELEASABILITY

UNLIMITED. This Directive is approved for public release. Copies may be obtained through
the Internet from the DoD Issuances Web Site at http://www.dtic.mil/whs/directives.
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11. EFFECTIVE DATE

This Directive is effective immediately.

Enclosures — 4
El. References, continued
E2. Dcfinitions
E3. Additional Activities
Ed. Delegations of Authority
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El. ENCLOSURE |

REFERENCES, continued

(e) Chairman of the Joint Chiefs of Staff Message, “Joint Intelligence Operations Center
(JIOC) Exccute Order,” DTG 031640Z April 2006 (U)"

(f) Chairman of the Joint Chiefs of Staff Message, “Defense Intelligence Operations
Coordination Center Execute Order,” DTG 042 130Z December 2007(UiF-‘Ol-J'®)2

(g) Secretary of Defense Memorandum, “Defense Intelligence Operations Coordination Center

Establishment Directive,” October 1, 2007

(h) DoD Directive 5143.01, “Under Secretary of Defense for Intelligence (USD(I)}.”
November 23, 2005

(i) DoD Directive 3000.06, “Combat Support Agencies,” July 10, 2007

(7)) Mcmorandum of Agreement between the Sceretary of Defense and the Director of Nati
Intelligence, May 21, 2007

(k) DoD Directive 3020.26, “Defense Continuity Program,” September &, 2004

(1) DoD Directive 5105.72, “Defense Technology Security Administration {DTSA),”
July 28, 2005

(m) DoD Directive 2040.2, “International Transfers of Technology, Goods, Services and
Mumnitions,” January 17, 1984

{n) DoD Directive 5000.1, *The Defense Acquisition System,” May 12, 2003

onal

(o) Exccutive Order 13388, “Further Strengthening the Sharing of Terrorism Information to

Protect Americans,” October 17, 2005
{(p} DoD Directive 2000.12, “DoD Antiterrorisim (AT) Program,” August 18, 2003
(q) DoD Directive 6420.1, {(b)(3):10 USC 424

QOctober 9, 2004
(r) DoD Directive 8§-5105.29, “Human Resources Intelligence (HUMINT) Activities (U),”

(®)(3):10
USC 424

July 9, 1987
s) DoD Directive 5200.37, “Centralized Management of Department of Defense Human
Intelligence (HUMINT) Operations,” December 18, 1992

t—DobDirective-€-5105:32} {U),” March 23, 1973

(w) DobD Directive §-5210.36, “Provision of DoD Sensitive Support to DoD Components a
Other Departments and Agencies of the U.S. Government (U),” June 10, 1986

(v) DoD Directive 5240.02, “Counterintelligence,” December 20, 2007

(w) DoD Directive 5105.67, “Departiment of Defense Counterintelligence Field Activity,

February 19, 2002

kad

nd

(x) DoD Directive 5200.2, “DoD Personnel Security Program,” April 9, 1999
(y) DoD Instruction 3305.02, “DoD General Intelligence Training,” November 28, 2006

®)(3) 10
U.S.C. 424

/
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() DoD Instruction 3305.01, “National Defense Intelligence College (NDIC),”
December 22, 2006

(aa) Acting Deputy Secrctary of Defense Memorandum, “Establishment of the Military
Intelligence Program,” September [, 2005

(ab) Secretary of Defense Memorandum, “Appointment of the Director, Defense Intelligence
Operations Coordination Center (DIOCC),” October 1, 2007

(ac) DoD Instruction 3305.07, “Joint Reserve Intelligence Program (JRIP),” March 27, 2007

(ad) DoD Directive 5240.01, “DoD Intelligence Activities,” August 27, 2007

(ae) DoD Regulation 5240.1-R, “Procedures Governing the Activities of DoD Intelligence
Components that Affect United States Persons,” December 1, 1982

{(af} Unificd Command Plan, May 5, 2006*

(ag) Secretary of Defense Memorandum, “Appointment of the Commander, Joint Functional
Component Command for Intelligence, Surveillance and Reconnaissance (JFCC ISR),”
March 2, 2005

(ah) DoD Directive 4630.05, “Interoperability and Supportability of Information Technology
(1T) and National Security Systems (NSS),” May 5. 2004

(a1) DoD Instruction 8910.01, “Information Collection and Reporting,” March 6, 2007

(aj) Deputy Secretary of Defense Memorandum, “Implementation Guidance Regarding the
Office of the Assistant Scerctary of Defense for Homeland Defense,” March 25, 2003

(ak) DoD Directive 3020.40, “Defense Critical Infrastructure Program (DCIP),”

August 19, 2005 -
(al) DoD Directive C-3325.01E, “Foreign Materiel Program (FMP) (U),” October 10, 2006
(am) DoD Directive S-5105.61, “DoD Cover and Cover Support Activities {(U),” May 3, 1997

(£)}3) 10
U.S.C. 424
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E2. ENCLOSURE 2

DEFINITIONS

E2.1. All-Source Analysis. An intelligence activity involving the integration, evaluation, and
intcrpretation of information from all availablc data sources and types, to include HUMINT,
SIGINT, MASINT, GEOINT, OSINT, and CI.

E2.2. Defense Intelligence. The term “Defense Intelligence” refers to the integrated
Departmental intclligence that covers the broad aspects of national policy and national sccurity
and that intelligence relating to capabilities, intentions, and activities of foreign powers,
organizations, or persons, including any foreign military or military-related situation or activity
which is significant to Defense policy-making or the planning and conduct of military operations
and activitics, Dcfense Intelligence includes Active and Rescerve military, strategic, operational,
and tactical intelligence. (DoD Directive 5143.01 (Reference (h))}

E2.3. Defense Intelligence Components. The term “Defense Intelligence Components” refers to
all DoD organizations that perform intelligence and intelligence-related functions. Thosc
organizations include: the DIA; the NGA; the NRO; the National Security Agency/Central
Security Service; and the intelligence elements of the Active and Reserve components of the
Military Departments.

E2.4. GDIP. The GDIP is an integrated capability, and the Director, DIA, serves as the Program
Manager. The GDIP is part of the NIP, as defined in E.O. 12333, The GDIP is an integrated
Defense Intelligence capability that includes DIA, the Service technical production centers, and
special collection activities. The GDIP integrates and produces National Intelligence for
Defense and national consumers. It represents the national Defense Intelligence priorities for
operational customers, national and Defense-wide collection management, All-Source Analysis,
HUMINT, MASINT, IT, and Special Activities. The GDIP may include other NIP activities as
agreed between the Secretary of Defense and the DNI.

E2.5. Intelligence Planning Process. The intelligence component of Adaptive Planning, Itis a
process that integrates, synchronizes, prioritizes, and focuses DoD Intelligence (both theater and
national) on achieving the supported commander’s operational objectives and desired effects
during all phases of an OPLAN or concept plan. Additionally, the process identifies knowledge
gaps and capability shortfalls within DoD Intelligence.

E2.6. Military Intelligence. The term “Military Intelligence” refers to the collection, analysis,
production, and dissemination of information relating to any foreign military or military-related
situation or activity that 1s significant to military policy-making or the planning and conduct of
military operations and activities. {DoD Directive 5143.01 {Reference (h)))

E2.7. National Intelligence. The term “National Intelligence” refers to all intelligence,
regardless of the source from which derived, and including information gathered within or
outside the United States that pertains, as determined consistent with any guidance issued by the
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President, to more than one United States Government Agency, and that involves threats 1o the
United States, its people, property, or interests; the development, proliferation, or use of weapons
of mass destruction; or any other matter bearing on United Statcs national or homeland security.
(Title 50, U.S. Code (Reference (b))

Attachments - |
E2.Al. Acronyms

9 ENCLOSURE 2




ACRONYM

ACAT
AT

CI

CIA
COA
COCOM
CSA
DA&M
DCIP
DDI
DHM
DIA
DIOCC
DNI

DoD

DoD CIFA
DTSA
E.O.
EXORD
FCIP
FMP
GDIP
GEQINT
HUMINT
IC

ISR

IT

J2

JFCC ISR

JIOC
Hnvu
JMAS
JMITC
JRIP
JROC
JWICS
LMS
MASINT
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E2.A1 ATTACHMENT 1 TO ENCLOSURE 2

ACRONYMS

TERM

Acquisition Category

Antiterrorism

Counterintelligence

Central Intelligence Agency

Course of Action

Combatant Command

Combat Support Agency

Dircctor of Administration and Management
Defense Critical Infrastructure Program
Director of Defense Intelligence

Defense Human Intelligence Manager

Defense Intelligence Agency

Defense Intellipence Operations Coordination Center
Director of National Intelligence

Department of Defense

Department of Defense Counterintelligence Field Activity
Defense Technology Security Administration
Executive Order

Execute Order

Foreign Counterintelligence Program

Foreign Materiel Program

General Defense Intelligence Program
Geospatial Intelligence

Human Intelligence

Intelligence Community

Intelligence, Surveillance, and Reconnaissance
Information Technology

Joint Staff Intelligence Directorate

Joint Functional Component Command for Intelligence, Surveillance, and

Reconnaissance
Joint Intelligence Operations Center
Joint Intelligence Virtual University
Joint Military Attaché School
Joimnt Military Intelligence Training Center
Joint Reserve Intelligence Program
Joint Requirements Oversight Council
Joint Worldwide Intelligence Communications System
Learning Management System
Measurement and Signature Intelligence
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MDA
MIB
MIP
MOA
NDIC
NGA
NIC-C
NIP
NIST
NRO
NSA
NSA/CSS
ODNI
OPLAN
OPM
OSD
OSINT
SCI
SCG
SIGINT
UcCp
UsS.C
USD()
USSTRATCOM
WMD
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Milestone Decision Authority

Military Intelligence Board

Military Intelligence Program
Memorandum of Agreement

National Defense Intelligence College
National Geospatial-Intelligence Agency
National Intclligence Coordination Center
National Intelligence Program

National Intelligence Support Team
National Reconnaissance Office

National Sccurity Agency

National Security Agency/Central Security Service
Office of the Director of National Intelligence
Operation Plan

Office of Personnel Management

Office of the Secretary of Defense
Open-Source Intelligence

Sensitive Compartmented Information
Sccurity Cooperation Guidance

Signals Intelligence

Unified Command Plan

United States Code

Under Scerctary of Defensc for Intelligence
United States Strategic Command
Weapons of Mass Destruction
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E3. ENCLOSURE 3

ADDITIONAL ACTIVITIES

Pursuant to the responsibilities and functions stipulated in this Directive, the Director, DIA,
shall:

E3.1. Asrequested by the Chairman of the Joint Chiefs of Stalf, review and provide
recommendations to the Chairman of the Joint Chiefs of Staff and the USD(I) concerning the
planning, programming, budgcting, and usc of intelligence resources for the collection and
production of intelligence in support of the planning and operational requirements of the
Combatant Commanders and the Secretaries of the Military Departments.

E3.2. Develop Joint and Initial Capabilitics Documents to identify the required capabilitics for
DIA functional activities critical to joint forces, current gaps or redundancies, and the need to
resolve specific capability gaps.

E3.3. In collaboration with thc Chairman of the Joint Chicfs of Staff, the Scerctarics of the
Military Departments, and the Combatant Commanders, and other appropriate senior officials
and associated [ora, evaluate the contribution ol the intelligence collection disciplines in support
of all-source intelligence analysis within the Department.

E3.4. Facilitate Defense Intelligence support for civil agency requirements in emergency
situations and assist the Assistant Secretary of Defense for Homeland Delense and Americas’
Security Affairs, as necessary, pursuant to Deputy Secretary of Defense Memorandum,
“Implementation Guidance Regarding the Office of the Assistant Secretary of Defense for
Homeland Defense,” March 25, 2003 (Reference (a))).

E3.5. Serve as the ISR Sector Lead for the DCIP in accordance with DoD Directive 3020.40
{Reference (ak)).

E3.6. Serve as the DoD Executive Agent (EA) for the Foreign Materiel Program except for
those acquisition and exploitation activities for which the Director, NSA, and the USD(I) have
responsibility in accordance with DoD Directive C-3325.01E (Reference (al}).

E3.7. With the Director, NSA, co-manage and support, as appropriate, the activities of the
Defense Special Missile and Aerospace Center. Participate in the IC centers, committees, and
working groups established by the DNI and in comparable activities established by the Secretary
of Defense. Provide representation to national and international fora, as appropriate. Serve on
DoD boards, commitlees, and other groups concerning Delense Intelligence activities, functions,
and responsibilities.

E3.8. Lead a dedicated senior Signature Support Mission forum with representation from the

USD(I), the Under Secretary of Defense for Acquisition, Technology, and Logistics, and the
Assistant Secretary of Detense for Networks and Information Integration, as well as the Joint
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Staff, the Military Services, and the Delense Agencies, as appropriale, 1o oversee the execution
of the signature support mission.

E3.9. Serve as the IC Executive Agent for the National Media Exploitation Center and the
Underground Facilities Analysis Center, as well as Prisoner of War/Missing in Action matters
pursuant to the authorities and responsibilities prescribed herein.

E3.10. Serve as the DoD EA for the Defense Cover Program pursuant to DoD Directive S-
5105.61 (Reference (am)).

E3.11. Inconjunction with the Commander of the U.S. Special Operations Command, jointly
staff and operate the DoD Special Communications Enterprise Office to serve as the focal point
for special communications activities with the Departiment of Defense pursuant to DoD policy
regarding special communications.

E3.12. Plan, coordinate, and lead National Intelligence Support Teams in support of Task Force
and Combatant Commanders.

E3.13. Chair the Military Intclligence Board (MIB), an advisory committee established to
support the Director, DIA, in managing the GDIP and the DIA portion of the MIP. The MIB is
comprised of senior representatives of the Military Departments and the COCOMs.

E3.14. Scrve as the DoD Lead Component for Diplomatic Security Matters for all noncombatant
DoD elements operating under the authority of the Chief of Mission.

E3.15. Maintain Visual Information records, as appropriate, on all programs under the authority,
direction, and control of the Director, DIA, throughout their life cycle.
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E4. ENCLOSURE 4

DELEGATIONS OF AUTHORITY

E4.1. DELEGATION

Pursuant to the authority vested in the Secretary of Defense, and subject to his or her authority,
direction, and control, and in accordance with DoD policies and issuances, the Director, DIA, or
in the absence of the Director, the person acting for the Director, is hereby delegated authority as
required in the administration of DIA missions and operations to:

Ed4.1.1. Exercise the authority vested in the Secretary of Defense by 5 U.S.C. 301, 302(b),
3101 and 5107, and chapter 83 of 10 U.S.C., as amended, on the employment, direction, and
general administration of DIA civilian personncl.

E4.1.2. Fix rates of pay for wage-rate employees exempted from the Classification Act of
1949 by 5 U.S.C. 5102 on the basis of rates established under the Federal Wage System. In
fixing such rates, the Director, DIA, shall follow the wage schedule cstablished by the DoD
Wage Fixing Authority.

E4.1.3. Pursuant to the authority vested in the Secretary of Detense by 10 U.S.C. 1609,
terminate under 10 U.S.C. 1609 the employment of DIA employces. This authority may not be
further delegated.

E4.1.4. Administer oaths of office to those entering the Executive Branch of the Federal
Government or any other oath required by law in connection with employment therein, in
accordance with 5 U.S.C. 2903, and designate in writing, as may be necessary, officers and
employees ol DIA 10 perform this function.

E4.1.5. Maintain an official seal and attest to the authenticity of official DIA records under
that seal.

E4.1.6. Carry out delegations regarding the Defense Civilian Intelligence Personnel System
as prescribed in DoD Directive 1400.35.

E4.1.7. Establish a DIA Incentive Awards Board, pay cash awards to, and incur necessary
expenses for the honorary recognition of civilian employees of the Government whose
suggestions, inventions, superior accomplishments, or other personal efforts, including special
acts or services, benefit or affect DIA, in accordance with 5 U.S5.C. 4503, Office of Personnel
Management (OPM) regulations, and DoD Directive 5120.15.

E4.1.8. Act as agent for the collection and payment of employment taxes imposed by
appropriate statutes.
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E4.1.9. Asnecessary, use advisory committees and employ temporary or intermittent experts
or consultants, as approved by the Secretary of Defense or the DA&M, for the performance of
DIA functions consistent with 10 U.S.C. 173, 5 U.S.C. 3109(b), Fedcral Advisory Committce
Act 5 U.S.C. Appendix 2, and DoD Instruction 5105.4.

E4.1.10. In accordance with E.O.s 10450, 12333, 12958, 12968, and DoD Directive 5200.2:
E4.1.10.1. Designate any position in DIA as a “sensitive” position.

E4.1.10.2. Authorize, in the case of an emergency, the appointment of a person to a
scnsitive position in DIA for a limited period of time and for whom an appropriate background
investigation, including the National Agency Check, has not been completed.

E4.1.10.3. Initiate personnel security investigations and, if necessary in the interest of
national sccurity, suspend security clcarances for personncl assigned to, detailed to, or cmployed
by DIA. Any action under this paragraph shall be taken in accordance with procedures
prescribed in DoD Directive 5200.2.

E4.1.11. Aunthorize and approve:

E4.1.11.1. Temporary duty travel for military personnel assigned or detailed to DIA in
accordance with Joint Federal Travel Regulations, Volume I, “Uniformed Service Members.”

E4.1.11.2. Travel for DIA civilian employees in accordance with Joint Travel
Regulations, Volume 2, “DoD Civilian Personnel,”

E4.1.11.3. Invitational travel for non-DoD personnel whose consultative, advisory, or
other highly specialized technical services are required in a capacity that is directly related to, or
in connection with, DIA activities, in accordance with 5 U.S.C. 5703 and Joint Travel
Regulations, Volume 2, “DoD Civilian Personnel.”

E4.1.11.4. Overtime work for DIA civilian employees in accordance with 5 U.S.C.
Chapter 55, subchapter V, and applicable OPM regulations.

E4.1.12. Approve the expenditure of funds available for travel by military personnel
assigned or detailed to DIA for expenses incident to attendance at meetings of technical,
scientific, prolessional, or other similar organizations in such instances when the approval of the
Secretary of Defense, or designee, is required by 37 U.S.C. 412 and S U.S.C. 4110 and 4111.

E4.1.13. Develop, establish, and maintain an active and continuing Records Management
Program, pursuant to 44 U.S.C. 3101-3107 and DoD Directive 5015.2.

E4.1.14. Use the Government-Wide Commercial Purchase Card for making appropriate

purchases of material and services, other than personal services, for DIA when it is determined
more advantageous and consistent with the best interests of the Government.
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Ed.1.15. Authorize the publication of advertisements, notices, or proposals in newspapers,
magazines, or other public periodicals, as required for the effective administration and operation
of DIA, consistcnt with 44 1.S5.C. 3702,

E4.1.16. Establish and maintain, for the {unctions assigned, an appropriate publications
system for the promulgation of common supply and service regulations, instructions, and
reference documents, and changes thercto, pursuant to the policies and proccdures described in
DoD Instruction 5025.01.

E4.1.17. Enter into support and service agreements with the Military Departments, other
DoD Components, and other Federal Government agencics, as required, for the effective
performance of DIA respousibilities and functions.

E4.1.18. Enter into and administer contracts, directly or through the Military Departments,
DoD contract administration services components, and other Federal agencics, as appropriate, for
supplies. equipment, and services required to accomplish the mission of DIA. To the extent that
any law or E.O. specifically limits the exercise of such authorily to persons at the Secretarial
level of a Military Department, such authority shall be exercised by the appropriate Under
Sccrctary or Assistant Sceretary of Defense.

E4.1.19. Exercise the authority delegated to the Secretary of Defense by the Administrator
of the General Services Administration on the disposal of surplus personal property for
responsibilitics assigned herein,

E4.1.20. Protect the security of DIA installations, activities, property, information, and
personnel by appropriate means, including the promulgation of necessary security regulations.

E4.1.21. Establish and maintain appropriate property accounts for DIA and appoint Boards
ol Survey, approve reports ol survey, relieve personal liability, and drop accountability for DIA
property contained in the authorized property accounts that has been lost, damaged, stolen,
destroyed, or otherwise rendered unserviceable, in accordance with applicable laws and
regulations.

E4.1.22. Clear DIA personnel and such other individuals as may be appropriate for access to
classified DoD material and information, pursuant to DoD Directive 5200.2 and DoD Instruction
5000.2.

E4.1.23. Serve as the Designated Approving Authority for DIA automated information
systems and networks for less than Acquisition Category (ACAT) 1A programs, or serve as the
milestone decision authority (MDA) for ACAT 1A programs when appropriately delegated. The
Director, DIA, shall exercise delegated MDA in accordance with delegation instructions and
applicable procedures.

E4.1.24. Enter into personal services contracts to the extent permitted by law.
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Ed4.1.25. Exercise the authority vested in the Secretary of Defense by 10 U.S.C. 159%b and
1605 and 37 U.S.C. 431 to extend certain allowances and benefits to civilian and military
personnel assigned to Defense Attaché Offices or Defense Intelligence Agency Liaison Offices
outside the United States.

E4.1.26. Approve premium class travel when required for the successful performance of an
intclligence mission.

E4.1.27. Approve assignment of an officer junior in rank within the same grade as the
Defense Attaché when two or more officers of the same grade are assigned to the same Defense
Attach¢ Office.

E4.2. RE-DELEGATION

The Dircctor, DIA, may rc-delegate these authoritics, as appropriate, and in writing, cxcept as
otherwise restricted in this Enclosure or by law or regulation.
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INSTRUCTION

NUMBER 5105.58
April 22, 2009

USD(1)

SUBIJECT: Measurement and Signature Intelligence {(MASINT)

References:  See Enclosure 1

1. PURPOSE. This Instruction reissues DoD Instruction (DoDI) 5105.58 (Reference (a)) to
establish policy, assign responsibilities, and provide instructions for MASINT management in
accordance with the authority in DoD Directive (DoDD} 5143.01 (Reference (b)) and consistent
with DoDD 5105.21 {Reference {c)).

2. APPLICABILITY. This Instruction applies to:

a. OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs of Staff
and the Joint Staff, the Combatant Commands, the Office of the Inspector General of the
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other
organizational entities within the Department of Defense (hereafter referred to collectively as the
“DoD Components™). The term “Military Services,” as used herein, refers to the Army, the
Navy, the Air Force, and the Marine Corps (including Active and Reserve Components).

b. Other non-DoD Governmental entities that are conducting MASINT under Secretary of
Defense authority.

3. DEFINITIONS. See Glossary.

4. POLICY. Ttis DoD policy that:

a. MASINT operations and activities shall be treated as high priority efforts and receive full
and pro-active support in all resourcing and programmatic actions.

b. DoD MASINT activities will be executed in a coordinated, coherent, and decentralized
manner to effectively respond to U.S. Defense Intelligence priorities in support of national
security objectives, and in accordance with all applicable laws, Presidential directives, and
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applicable DoD guidelines and, when appropriate, consistent with Director of National
Intelligence (DNI) guidelines.

¢. MASINT data and products or new MASINT capabilities or tools will be compatible and
consistent, as practicable, with DoD and Intelligence Community (IC) data standards,
architectures, processes, and procedures. In addition, MASINT data and products will be
accessible, and intelligence sources and methods will be protected through applicable
classification, compartmentation, and dissemination controls.

d. DoD elements with data from non-intelligence DoD sensor systems that have potential

MASINT attributcs or capabilitics shall, to the greatest cxtent practicable, provide that data to the
MASINT community to accomplish MASINT objectives and meet DoD and IC requirements.

5. RESPONSIBILITIES. Scc Enclosure 2,

6. INFORMATION REQUIREMENTS. Intelligence continuity plans, including all response
mechanisms and reporting requirements referred to in this Instruction, are excrapt from licensing
in accordance with paragraphs C4.4.1.-C4.4.4. of DoD 8910.1-M (Reference (d}).

7. RELEASABILITY. UNLIMITED. This Instruction is approved for public release and is
available on the Internet from the DoD Issuances Web Site at http://www.dtic.mil/whs/directives.

8. EFFECTIVE DATE. This Instruction is effective immediately.

o,
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ENCLOSURE 1

REFERENCES

DoD Instruction 5105.58, “Management of Measurement and Signature Intelligence
{(MASINT),” Fcbruary 9, 1993 (hereby canccled)

DoD Directive 5143.01, “Under Secretary of Defense for Intelligence (USD(I)).”
November 23, 2005

DoD Directive 5105.21, “Defense Intelligence Agency (DIA),” March 18, 2008

DoD 8910.1-M, “Dcpartment of Defense Procedures for Management of Information
Requirements,” June 30, 1998

Executive Order 12333, *United States Intelligence Activities,” as amended

DoD Directive 5240.01, “DoD Intelligence Activities,” August 27, 2007

DoD Directive 5250.01, “Management of Signaturc Support Within the Department of
Detense.” January 31, 2008

Director of National Intelligence Memorandum, “(U) Execution of the Measurement and
Signature Intelligence Services of Common Concern,” December 22, 2007

DoD Instruction 3305.16, “DoD Mcasurcment and Signature Intclligence (MASINT)
Training,” June 12, 2008

Memorandum of Agreement Between the Director of National Intelligence and the
Secretary of Defense, “Management of’ Acquisition Programs Executed at the Department
of Dcfense Community Elements,” March 25, 2008°

DoD Directive 5134.01, “Under Secretary of Defense for Acquisition, Technology, and
Logistics {(USD(AT&L)),” December 9, 2005

(bX3) 10 U.8.C. 424

3 ENCLOSURE ]




DoD!I 5105.58, April 22, 2009

ENCLOSURE 2

RESPONSIBILITES

1. UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE (USD(I)). The USD(I) shall:

a. Pursuant to Reference (b), exercise the Secretary of Defense’s authority, direction, and
control over the Defense Agencies and DoD Field Activities that are intelligence components and
that conduct MASINT activities; exercise planning, policy, and strategic oversight over all DoD
MASINT policy, plans, and programs.

b. Exercise the direction and control and provide for the fiscal management of the DoD
MASINT mission under the Military Intelligence Program (MIP), in accordance with Executive
Order 12333 (Reference (e)).

¢. Exercise planning and policy oversight of human capital so that MASINT activities are
manned, trained, equipped, and structured by the Military Departments to support national
requirements and DoD missions and to fully satisfy the needs of the President, the National Sccurity
Council, the Intelligence Community (IC), and the Combatant Commands.

d. Coordinate, assess, and deconflict MASINT-related MIP requirements in association with
National Intelligence Program (NIP) requircments.

e. With the assistance of the Chairman of the Joint Chiefs of Staff and the Director, Defense
Intelligence Operations Coordination Center (DIOCC), evaluate DoD MASINT plans and programs
for adequacy and responsiveness in support of intelligence planning and provide direction and
puidance to DoD Components conducting MASINT activities.

2. DIRECTOR, DEFENSE INTELLIGENCE AGENCY (DIA). The Director, DIA, in addition
to the responsibilities in paragraph 8 of this enclosure and under the authority, direction, and
control of the USD(1), shall:

a. Serve as the DoD MASINT Manager. Advise the Secretary of Delense, the USDXD), the
Chairman of the Joint Chiefs of Staff, and the Combatant Commanders on MASINT issues.

b. Establish, lead, and operate a unified, effective, and efficient defense intelligence
community for MASINT activities.

¢. Manage DIA MASINT activities in accordance with Reference (c), DoDD 5240.01
(Reference (1)), and DoDD 5250.01 (Reference (g)), including research and development to
support the transition of successful technology demonsirations into advanced development,
Hielding, and operations.

d. Submit a nomination for National MASINT Committee (MASCOM) Chair for DNI or
designee approval. Assign personnel and provide administrative support to the MASCOM.
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e. Invest in MASINT-related research, development, training, technical demonstration
activitics, and acquisition consistent with guidance, within resource limitations, and in
coordination with appropriate DoD Components, with the goal of transitioning successful
technology developments into advanced development, fielding, and use.

=+

Foster MASINT support to forcnsics, biomctrics, and identity management activitics.

. Support MASINT collection requirements and operations.

s <4

h. As the Defense Human Intelligence (HUMINT) Manager, develop, coordinate, and
provide integrated HUMINT support to MASINT and MASINT-related activities, as needed.

i. Establish, manage, and resource the National MASINT Management Office (NMMO),
consistent with DNI Memorandum (Reference (h)), as appropriate, the director of which shall;

(1) Provide the means and mechanisms necessary 1o assist the Director, DIA, in leading
the Defense MASINT community as a fully integrated enterptise.

(2) Serve as the principal MASINT advisor to the Director, DIA, the DIOCC, and the
National Intelligence Coordination Center.

(3) Managge, dircct, program, plan, and oversee the U.S. MASINT System (USMS) for
the Department of Defense, as appropriate, that will:

(a) Develop and maintain the MASINT Portal, and other follow-on tools as
appropriate, to provide a central means of discovery for federated dissemination of MASINT
products.

(b) Develop an end-to-end MASINT enterprise architecture to ensure an enterprise
approach to the entire MASINT discipline.

(¢) Prescribe and mandate MASINT standards to ensure interoperability; validate the
integration of standards and architectures into the USMS; and support information sharing,
advanced data-mining, and 1C access to MASINT products, data, tools, and signatures.

(d) Develop and maintain the National MASINT Requirements Sysiem and future
evolved systems to facilitate management of MASINT requirements receipt, registration,
validation, tasking, tracking, and user satisfaction.

(e) Develop and maintain the National MASINT Data Broker and other future

evolved tools to facilitate information sharing and data-mining throughout the MASINT
enterprise.

(D) Guide the National Consortium for MASINT Research (NCMR) to foster research
and development of new technologies from academia, industry, and the national laboratories.
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(g) Foster MASINT research and development and technical demonstration activities
within guidance and resource limitations, building upon the innovations developed in the NCMR
and elsewhere. The goal is to find, develop, and demonstrate successful technologies and
transition them into the larger MASINT enterprise, to include the USMS, for advanced
development, fielding, and use.

(h) Foster MASINT support for geospatial intelligence (GEOINT) and signals
intelligence (SIGINT) activities.

(i) Fagcilitatc the advocacy, coordination, and satisfaction of MASINT thrcat
signature data needs to support the DoD and IC signatures organizational structures developed in
response to Reference (g).

(j3 Develop consistent and coordinated MASINT policy implementing guidance for
the USMS, including but not limited to MASINT classification and foreign disclosure and
release; ensure uniform alignment and implementation with the IC and with allied partners.

(k) Leverage non-intclligence DoD scnsor systems to accomplish MASINT
objectives and meet requirements.

(1) Ensure the technical adequacy of MASINT training, including issuance and
oversight of policies, standards, certifications, and procedurcs.

(m) Oversee and review military and civilian MASINT career development,
certification, and training programs in the manner prescribed in DoD1 3305.16 (Reference (i)).

(n) Provide program management and execution advice on MASINT resources
within the General Delense Intelligence Program and the MIP.

(0) Within established channels, provide outreach to Congress, the Department of
Defense, the IC, and other MASINT customers through MASINT liaison officers and other
subject matter experts. Inform various forums, processes, and organizations on current and
future MASINT capabilities.

(4) Establish and provide Executive Secretariat support for a MASINT Board of
Governors 1o provide senior, cross-community advice (o the Director, DIA, in his or her capacity
as the Defense MASINT Manager.

(5) Evaluate MASINT plans and programs for adequacy and responsiveness in support
of MASINT requirements, and make recommendations 1o USD(I) in support of the Chairman of
the Joint Chiefs of Staff; the Director, DIA; and the Director, DIOCC.

(6) Standardize MASINT-specific equipment, processes, and facilities, and eliminate
unwarranted eflorts, in coordination with DoD Components.
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(7) Coordinate and support, as appropriate, MASINT activities across the Department of
Defense.

(8) Utilize, when available, foreign government-derived MASINT or MASINT-related
*data and services necessary for SIGINT and GEOINT and their related applications.

(9) Foster sharing of MASINT with forcign partners and governments, consistent with
policy, constraints, and restrictions.

j. As Director, DIOCC:

(1) Provide departmental validation of MASINT requirements received from DoD
Components.

(2) Monitor and track the status of DoD MASINT requircments.
(3) Contribute 10 IC and DoD assessments on the performance of MASINT activities.

(4) Provide representation to the National MASINT Committee, sub-committees, and
boards.

(5) Maintain continuous, integrated MASINT representation in the DIOCC to monitor
and rcport status and disposition of MASINT scnsors, platforms, and opcrations.

3. DIRECTOR. NATIONAL SECURITY AGENCY (NSA). The Director, NSA, in addition to
the responsibilities in paragraph 8 of this enclosure and under the authority, direction, and
control of the USD(I), shall:

a. Support MASINT collection and data requirements that require SIGINT systems action.

b. Develop and provide SIGINT support to MASINT or MASINT-related activities and
operations, consistent with law, directives, policies, constraints, and other restrictions.

c. Evaluate SIGINT plans, programs, and activities that support MASINT or MASINT-
related activities for adequacy and responsiveness in support of intelligence needs, and make

recommendations 10 USDXI) as appropriate and in coordination with the Director, DIA.

d. To the greatest extent practicable, ensure SIGINT standards and end-to-end SIGINT
technical architectures are interoperable with MASINT.

e. Utilize, when appropriate, foreign government-derived SIGINT or SIGINT-related data
and services necessary for MASINT and MASINT-related applications.

[. In coordination with NMMO, foster sharing of SIGINT-derived MASINT with foreign
partners and governments, consistent with policy, constraints, and restrictions.
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4, DIRECTOR, NATIONAL GEQSPATIAL INTELLIGENCE AGENCY (NGA). The
Director, NGA, in addition to the responsibilities in paragraph 8 of this enclosure and under the
authority, direction, and control of the USD(I), shall:

a. Support MASINT collection and data requircments that requirc GEOINT systems action,

b. Coordinate with the Director, DIA, o develop and provide integrated support to MASINT
and MASINT-related activities, as needed.

¢. Coordinate with the Director, DIA, to provide interoperability between the National
System for Geospatial Intelligence and the USMS architectures in support of intelligence
objectives.

d. Provide GEOINT support to MASINT or MASINT-related activities outside the
Department of Delense to include, but not limited to, national and civil activities.

c. Evaluatc GEOINT plans, programs, and activitics that support MASINT or MASINT-
related activities for adequacy and responsiveness in support of intelligence needs, and make
recommendations to USD(I), as appropriate, in coordination with the Director, DIA.

f. In coordination with Dircctor, DIA, foster sharing of joint GEOINT-MASINT products
and data with foreign partners and governments, consistent with policy, constraints, and
restrictions.

5. DIRECTOR. NATIONAL RECONNAISSANCE OFFICE (NRO). The Director, NRO, in
addition to the responsibilities in paragraph 8 ol this enclosure and under the authority, direction,
and control of the USIXI), shall:

a. Establish policies for the acquisition of national space-based MASINT systems in
coordination with the DNI; the USD(I); Director, DIA; the Secretaries of Military Departments;
the Chairman of the Joint Chiefs of Staff; and others, as appropriate. Major systems acquisitions
that are majority-funded by the NIP shall be executed in accordance with the Memorandum of
Agreement between DNI and the Secretary of Defense (Reference (5)).

b. Research, develop, acquire, launch, and maintain the operational capability of national
space-based MASINT collection systems to meet DoD and IC requirements. Maintaining
operational capability includes command and control of platforms and other systems required to
enable space-based MASINT intelligence collection, processing, and dissemination,

¢. Provide architectural-related recommendations to the USD{I); Director, DIA; and DNI for
mission decisions in relation to space-based MASINT systems architecture.
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6. UNDER SECRETARY OF DEFENSE FOR ACQUISITION, TECHNOLOGY, AND
LOGISTICS (USDHAT&L)). The USD{AT&L), in accordance with DoDD 5134.01 (Reference
(k)) shatl;

a. Establish policies {or the acquisition of MASINT systems (except national space-based
systems) in coordination with the DNI; USD(I); Director, DIA; Secretaries of the Military
Departments; Chairman of the Joint Chicfs of Staff; and others, as appropriatc. Major systcms
acquisitions that are majority-funded by the NIP shall be executed in accordance with Reference

2

b. Devclop and maintain a DoD science and technology investment strategy to support the
development. acquisition, and integration of technological advances in national and DoD
MASINT systems and platforms managed by the Military Depariments.

7. GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE. The General Counsel of
the Department of Delense shall provide legal advice and assistance to the Secretary of Defense;
USD(I); Director, DIA; and other DoD officials on MASINT activities, and as appropriate, in
conjunction with the Attorney General.

8. HEADS OF THE DoD COMPONENTS. The Heads of the DoD Components shall assign
responsibilitics and establish procedurcs, as appropriate, within their organizations to implement
this Instruction.

9. SECRETARIES OF THE MILITARY DEPARTMENTS. The Secretaries of the Military
Departments, in addition to the responsibilities in paragraph 8 of this enclosure, shall:

a. Designate an organizational entity within their respective Military Service as the Service
MAGSINT focal point for all Service-related MASINT activities. Each Service element shall:

(1) Develop plans, programs, budgets, policy, doctrine, tactics, techniques, procedures,
and lessons-learned relating to Service-specific MASINT activities and coordinate MASINT
policy within the Service and with oversight organizations.

(2) Facilitate MASINT f{ederation and integration by orchestrating Service MASINT
tasking, collection, processing, production, exploitation, and dissemination functions as well as
federated production and capability development. Implement Service MASINT plans, programs,
budgets, policy, doctrine, tactics, techniques, procedures, and system requirement in organizing,
training, and equipping Service-specific MASINT capabilities and (orces.

(3) Assist DIA, NMMO, NRO, and others in conducting research and development to
meet U.S. MASINT needs by coordinating MASINT requirements with the MASINT
community and accomplishing specified research and development tasks within approved
programs in accordance with DoD guidance and direction.
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(4) Program and/or provide military personnel to perform MASINT missions in
accordance with approved requircments and procedures.

b. Conduct or oversee respective Military Service MASINT activities, training, and
operations in support of Service specific activities and Combatant Commands, as appropriate,
through respective Military Scrvices” MASINT training organizations and programs.

¢. Operate and maintain MASINT facilities, platforms, sensors, and resources 10 conduct and
support MASINT operations (with the exception of national space-based systems) as authorized
and dirccted by the Scerctary of Defensce and USD(]), including military Rescrve programs to
meet emergency or wartime requirements for MASINT resources. Provide Director, DIA, with
data from non-intelligence DoD sensor systems to assist in meeting MASINT requirements.

d. Submit MASINT information requircments to DIA, whilc simultancously providing
information copies to the National MASINT Committee.

e. Ensure their respective Military Service-managed space-based MASINT collection
systems arc rescarched, developed, acquired, launched, maintained, and operated to meet DoD
and 1C requirements. Maintaining operational capability includes command and control of
platforms and other systems required 1o enable space-based MASINT intelligence collection,
processing, and dissemination.

10. CHAIRMAN OF THE JOINT CHIEFS OF STAFF. The Chairman of the Joint Chiefs of
Staff, in addition to the responsibilities in paragraph 8 of this enclosure, shall:

a. Monitor the responsiveness of MASINT systems to military requirements and make
recommendations regarding averall effectiveness (o the Secretary of Defense.

b. Respond to, coordinate, and allocate resources to Combatant Commander requests for
military-operated USMS platforms, units, or other assets.

¢. Validate USMS systems and platform requirements through appropriate DoD and Joint
Staff processes.

d. Develop and maintain joint doctrine for core, supporting, and related MASINT
capabilities in joint operations.

11. COMMANDERS OF THE COMBATANT COMMANDS. The Commanders of the
Combatant Commands, in addition to the responsibilities in paragraph 8 of this enclosure and, as
appropriate, through the Chairman of the Joint Chiefs of Staff, shall:

a. Integrate, plan, and execute MASINT operations in support of intelligence planning,
approved plans, and operations that have been directed by the Joint Staft.
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b. Submit MASINT information requirements to DIA, simultaneously providing information
copics to the National MASINT Committee.

c. Exercise operational control of military platforms, units, or other warlighter assets that
have a MASINT capability in accordance with established procedures, taking into consideration
other MASINT advisory and supplemental tasking, as appropriate. Provide the Dircctor, DIA,
with data from non-intelligence DoD sensor systems to assist in meeting MASINT requirements.

d. Apprise the Secretary of Defense, USD(I), Chairman of the Joint Chiefs of Staft, and
Dircctor, DIA, of the operational status of all allocatcd MASINT resources.
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DIA
DIQOCC
DNI
DoDD
GEOQINT
HUMINT

IC
MASCOM
MASINT
MIP
NCMR
NGA

NIP

NSA
NMMO
NRO

SIGINT

USD(AT&L)

USIXD)
USMS
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GLOSSARY

PART 1. ABBREVIATIONS AND ACRONYMS

Dcfense Intelligence Agency

Defense Intelligence Operations Coordination Center
Director of National Intelligence

Department of Defense Directive

geospatial intelligence
human intelligence
Intelligence Community

National Measurement and Signature Intelligence (MASINT) Committee
Mcasurcment and Signature intelligence
Military Intelligence Program

National Consortium for Measurement and Signature Intelligence (MASINT)
Rescarch

National Geospatial Intelligence Agency

National Intelligence Program

National Security Agency

National Measurement and Signature Intelligence (MASINT) Management
Office

National Reconnaissance Office

signals intelligence
Under Secretary of Defense for Acquisition, Technology, and Logistics

Under Secretary of Detfense for Intelligence
United States Measurement and Signature Intelligence (MASINT) System

PART II. DEFINITIONS

These terms and their definitions are for the purpose of this Instruction.

Board of Governors. A senior-level IC body, chaired by the Director, DIA, and charged to

formulate gnidance for the future direction of the MASINT enterprise, achieve unity of purpose,
establish a common vision, and address issues of mutual concern to the MASINT enterprise and

its stakeholders,
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General Defense Intelligence Program. The Defense component of the NIP and the vehicle for
bringing the national and defense intelligence capabilities to bear on DoD issues.

MASINT. Information produced by quantitative and qualitative analysis of physical attributes of
largets and events to characterize, locate, and identify them. MASINT exploits a variety ol
phenomenologies to support signature development and analysis, to perform technical analysis,
and to dctect, characterize, locate, and identify targets and events, MASINT is derived from
specialized, technically-derived measurements of physical phenomenon intrinsic to an object or
event and it includes the use of quantitative signatures 10 interpret the data.

MASINT community. The collaborative confederation of various IC organizations, agencics,
and entities performing MASINT management, collection, processing, analysis, and/for
production activities, and including some consumers of MASINT.

MIP. Programs, projccts, or activitics that support USD(I) intelligence responsibilitics and
provide capabilities to better meet warfighters’ operational requirements, as outlined in
Reference (b).

NCMR. A rescarch and deveclopment program designed to focus nationwide rescarchers on
scientific and technological areas that will enhance existing MASINT capabilities or introduce
new ones. Projects incubated in the NCMR are transitioned to other USMS, DoD, and national
MASINT organizations for further application-specific development and fielding.

NIP. All programs, projects, and activities of the IC, as well as any other programs of the IC
designated jointly by the NIP Director and the head of a U.S. department or agency or by the
President. This does not include programs, projects, or activities of the Military Departments to
acquire intelligence solely for the planning and conduct of tactical military operations by the
U.S. Armed Forces.

MASCOM. The DoD and IC sounding board for MASINT issues. MASCOM advises the
USD(1) and DNI on the status and strategic direction for U.S. MASINT capabilities. The
National MASINT Requirements Subcommittee of MASCOM validates and prioritizes
MAGSINT collection requirements for the Department ol Defense and 1C.

NMMO. A joint organization, subordinate to the Director, DIA, that manages and executes, on
behalf of the Department of Defense and IC, the MASINT Services of common concern and
other MASINT-related activities. NMMO provides the means and mechanisms 10 assist the
Director, DIA, in leading the decentralized MASINT community as a fully integrated enterprise.

National MASINT Requirements System. A Web-based collection management application that
supports the creation and submission of MASINT requirements and tracking of user satislaction.

USMS. The combination of technology, policies, capabilities, doctrine, activities, people, data,
and communities necessary to produce MASINT in an integrated multi-intelligence, multi-
domain environment. The USMS includes the IC, the Joint Staff, the Military Departinents (to
include the Services), the Combatant Commands, and selected international and civil partners.

13 GLOSSARY




DoDI 5105.58

The USMS is a network-centric system-ol-systems that provides the framework for tasking,
collection, processing, exploitation and dissemination and research and development activities
that support varicd intelligence solutions for the national policymakers and the DoD community.
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