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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 554 78C 
30 March 2021 

This is the final response to your Freedom of Information Act (FOIA) 
request of 14 April 2008, for records pertaining to "[a] copy of each semi
annual and/ or annual report produced by the National Security Agency's 
Inspector General since the establishment of the NSA IG position." As 
previously provided, your request has been assigned Case Number 554 78. A 
copy of your request is enclosed. Your request has been processed under the 
FOIA and the documents requested are enclosed. Certain information, 
however, has been protected in the enclosures. 

Some of the information withheld from the documents was found to be 
currently and properly classified in accordance with Executive Order 13526. 
This information meets the criteria for classification as set forth in 
subparagraph (c) of Section 1.4 and remains classified TOP SECRET and 
SECRET and CONFIDENTIAL as provided in Section 1.2 of the Executive 
Order. The information is classified because its disclosure could reasonably be 
expected to cause damage to the national security, to include exceptionally 
grave or serious damage. Because the information is currently and properly 
classified, it is exempt from disclosure pursuant to the first exemption of the 
FOIA, 5 U.S.C. Section 552(b)(l). 

This Agency is authorized by various statutes to protect certain 
information concerning its activities as well as names of its employees. 
Accordingly, those portions are exempt from disclosure pursuant to the third 
exemption of the FOIA, which provides for the withholding of information 
specifically protected from disclosure by statute. The specific statutes 
applicable in this case are Title 50 U.S. Code 3024(i) and Section 6, Public Law 
86-36 (50 U.S. Code 3605). 

Personal information regarding individuals has been protected in the 
enclosures in accordance with the sixth exemption of the FOIA, 5 U.S.C. 552 
(b)(6). This exemption protects from disclosure information that would 
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constitute a clearly unwarranted invasion of personal privacy. In balancing the 
public interest for the information you request against the privacy interests 
involved, we have determined that the privacy interests sufficiently satisfy the 
requirements for the application of the (b)(6) exemption. 

You may appeal this decision. If you decide to appeal, you should do so 
in the manner outlined below. NSA will endeavor to respond within 20 working 
days of receiving any appeal, absent any unusual circumstances. 

• The appeal must be sent via U.S. postal mail, fax, or electronic 
delivery (e-mail) and addressed to: 

NSA/CSS FOIA/PA Appeal Authority (P132) 
National Security Agency 
9800 Savage Road STE 6932 
Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 
The appropriate email address to submit an appeal is 
FOIARSC@nsa.gov. 

• It must be postmarked or delivered electronically no later than 90 
calendar days from the date of this letter. Decisions appealed after 
90 days will not be addressed. 

• Please include the case number provided above. 
• Please describe with sufficient detail why you believe the denial of 

requested information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any 
further assistance and to discuss any aspect of your request. You may also 
contact the Office of Government Information Services (OGIS) at the National 
Archives and Records Administration to inquire about the FOIA mediation 
services they offer. OGIS contact information is: Office of Information 
Services, National Archives and Records Administration, 8601 Adelphi Road
OGIS, College Park, MD 20740-6001; e-mail: ogis@nara.gov; main: 202-741-
5770; toll free: 1-877-684-6448; or fax: 202-741-5769. 

Please be advised that records responsive to your request include 
documents containing other government agencies' information. Because we 
are unble to make determinations as to the releasability of the other agencies' 
information, the subject documents were referred to the appropriate agencies 
for review. 

CIA has asked that we protect information pursuant to 5 U.S.C. 552 
(b)(l) and (b)(3) 50 U.S.C 403g Section 6 of the CIA Act of 1949, and 50 U.S.C. 
3024 National Security Act of 1947 Section 102A(i)(l). In addition, DIA has 
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asked that we protect information pursuant to 5 U.S.C. 552 (b)(l) and (b)(3) 10 
U.S.C. 424. Those withholdings have been marked with the code OGA (Other 
Government Agency). Any appeal of the denial of CIA and DIA information 
should be directed to those agencies. 

Ends: 
a/s 

Sincerely, 

RONALD MAPP 
Chief, FOIA/PA Office 

NSA Initial Denial Authority 
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SEMIANNUAL REPORT 

FOR THE PERIOD 1 APRIL 1997 - 30 SEPTEMBER 1997 

I (b) (3)-P.L. 86-36 

J COVER NOTIFICATION SYSTEM (C), IN-97-0002, 4 Aug·ust 1997 ~J i . ~ .. , s .... ~ ,. 
Summary. ~ The National Security Agency. ·.("N'Sili.) Cover :I-and 

· Sensitive Support Notification System w.a~•~s&blished~to 
minimize the risk to Agency personnel.iu s~n~itive ~ 
situations or locations, to protect .th@ir.:prJ:isence f:(~m 
disclosure, and to ensure that the. •propeX of.ficials a,.~e 
appropriately notified of such aG:tivJ_ti€s. :J!>uring ~: 

the ·off-i r-,:::, •,-ff Tns::,...,,.,r-·t-nr 
. 

research for inspection, an 
General (OIG) found that the system I . . I 

. . .. I . . . . . I . . . . I . . . . . I the .Director 1 . . . 
I is responsibJ~•for rep®rting 

Department of Defense (DoD). . . . . 

:,-. 
I :-· • · -· .. . . . ... . . . .. . . 

•·· ... . . 
• I • 

to:-the 
:• 
:· 

Recommendations. ~ Agency manageme.nt ·concurr~d in a1t: · 
recommended improvements, includ±ng revisioj.1 of ;Nati:'¢nal 
Security Agency /Central Securi-ty.

0 

Service (NSA/CSS) :· : 
Regulation 120-16 to fac,ili ta.le· compliance 'With 'DoD: • • 

lg~~~c]ive 5105, 61. which w~_:1 _/et cover PR~iCY t;hrgvh~ut 

. 
J DIRECTORATE OF OPERATIONS LABS (U), IN-96-0010, -tg Mty 1997 . . . . , 

Summary. (P'O't'JO) Over the •pa~t ·decade, independent la:Os . 
were established within tae Directorate or Operations • 
(DO) to perform automJted

0 

data· processing :tasks which go 
beyond ioutine suppor~. ~Concerned abo~t possibie 
~uplication of effo~t, do management re u"sted an ~IG · 
· i n Th of ware •lab ·: 

I~ found that the newly establi~hed 

coordinates lab operations and 
performs oversight, but challenges remain: adopting a 
systematic approach to technology insertion, managing 
requirements, and defining performance measures. 

Recommendations. {i'QUQ) Management responded with plans to 
establish an Oversight Board to coordinate lab activities 
and improve technology insertion. A Customer Council 
will be established to help manage requirements and 
implement performance measures. 

MS 0ll:'Sf:¥ 
I-b\NBLE \~\ 'F1\LENf'KEYHOU CO}tfHff CONTROL 5¥S'FElJfS JOfNFLY 

'FOP SECM!'l' 

1 

. 

I 
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J {b) (3)-P.L. 86-36 

' ./ PLANNING A,ND DECISION AID SYSTEM FOLLOW-UP AUDIT(~, AU-97-0019,t2~:iuIy 1997 f-_ 
t ... , .• 

Summary. ~FOUO) During an audit of the Agency~s compl~aqce 
with the Federal Acquisition Regulatimt, • the: OIG foll'tld • 
that the proposed · · · · · • · 
contract award to 

five years was inadequate. The aMdit surfaoed .• 
information which was contrary t~.statement~•in the•• 
sole-source justification. • •• • : : :: . . . . 
Recommendations. (P0t;8) Since comp.Arison of the" ~rocur~me~t 
history with current informat,ton did not suppprt :: . 
bypassing competition, tha•oIG recommended t'he.t the-•·-

. program suspend tti·e procurement, ree'-'a;.uate ·t:he 
rationale for the justific_Ation, and initiat?e. a : • 
competitive procureme1:t.: The program offiCE! ~ubseg:tlently 
concurred with the recommendations, and three. quall:IHed 
companies were invi-ted.to bid. on a new 5-ye,tr•requi:i:ement 
to upgrade the sys£em. • While the competitiue:awar~ •. 

· process was being•readied, management reassessed t£~ ·
level of effort. •reqliired .under the contract~ :Two • : 
contractors :~mj ttect bids that wer;• · ; · i I _. • ~ · _ jThe 
contract waf eventually awarded for . 
Iles~ tban the estimated. cost of:the ori9inal 
proposal (Fund~ Put To Better Use) . 

.J OFFICEOF,_J ____ ._. _· ________ lu),_l _____ ;I 

.. ---------(bl ( 1 l 
(b) (3)-P.L. 86-36 

.BLARNEY in accordance with procedures sp~c~ii~u· in the 
• Foreign Intelligence SurveilJ.e.nc:.e •A"c't'. • The inspection 
• found that human err~~ ·~a~'the main cause of the five 
: incidept:<il, •bt1t" "standing procedures contributed to four of 

-----------.• ·t'tte• "incidents. 
(b) (1) 
{b) (3)-50 USC 3024 (i) 

(bl (3) -P.L. 86-36 

Recommendations. t-' CCO) In response to the inspection, A9 
conducte_d a series of lessons-learned briefings for the 
entire A9 work force to explain the nature of the 
incidents and the corrective measures taken. The Agency 
will gather and review existing working aids and 
procedures for handling BLARNEY material,and will 
consolidate and publish the information for all users. 

Y:S QH.L¥ 
lb4:NBlsE \4A 'FAlsENl'l<:E¥HOE.E CQ'JHNF CONF.ROL 5¥6HiiUB jO:EHFEsY 

· 'ffW BECffET 
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-../ EMERGENCY ACTION PLANS (U), AU-97-0003, 24 JULY 1997 

Summary. (U) Emergency Action Plans (EAPs) are designed 
to prevent or mitigate damage to people, mission, and 
resources in the event of an emergency. NSA/CSS 
Regulation 25-14, "Emergency Action .Planning for NSA 
Field Elements," requires field sites to submit EAPs 
and to update them annually in-light of the risk 
assessed for the site. An audit found that field sites 
have not submitted timely EAPs and annual 
recertifications to Headquarters, as required by the 
regulation. This widespread noncompliance was traced to 
a lack of management emphasis on implementing the 
regulation and the fact that authority to ensure 
compliance was not assigned to appropriate organization 
components. 

Recommendations .. (U) The Agency concurred with the OIG 
recommendations and scheduled aggressive milestones for 
corrective action: to revise.and ratify NSA/CSS 
Regulation 25-14, communicate the requirements to field 
elements, and ensure that non-compliance is promptly 
reported to Agency management. 

/ MENWITH HILL STATION INSPECTION (U), IN-97-0001, 23 JULY 1997 

Summary. (F5~0) An inspection of Menwith Hill Station 
(MHS) focused on staffing, support from Headquarters, and 
personnel administration. The OIG team found civilian 
morale to be ~ood follow~ng the transition to Army 
Intelligence and Security Command management; however, 
concerns were identified in the areas of emergency 
preparedness, housing, promotion board membership, and 
representation of NSA civilians to site management. 

Recommendations. (U) Management concurred in all OIG 
recommendations. MHS is developing· and· coordinating a 
current Emergency Action Plan and updating housing 
information with the Field Staffing Office. The Office 
of Personnel· has developed an Agency policy concerning 
promotion board membership at multi-service field 
sites. The MHS Commander also named a senior 
spokesperson for NSA civilians at the site. 

J CASH MANAGEMENT: MENWITH HILL STATION (U), AU-96-0010, 4 August 1997 

Summary. (F6~0) An audit of collection and disbursing 
operations at Menwith Hill Station (MHS} found that_ 
controls need strengthening to reduce the risk that {raud 
may occur and go undetected. A key internal control 
technique (separation of duties) had not been implemented 
over cash collections, and formal accountability had not 
been established over cash collections for the mass 

.tffl OM::l:' 
:IMAWMi l'iM TlH::EM"IeE¥HOf:E C81UJ:Nf1 COYfflOf: Sl:'S'f'.Elfffl fOffff'Ll. 
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transit bus service. Also, MRS had not established a 
debt collection program and was not meeting all the 
requirements f6~ tash verification and balances. 

Recommendations. (U) Agency management concurred with all 
recommendations. The MRS Deputy Disbursing Officer (DO) 
established procedures to ensure that cash verification 
teams perform quarterly reviews of cash holdings and 
imprest funds. The Deputy DO reduced excess cash 
balances; the site separated key duties in the area of 
cash collections, implemented formal accountability over 
cash collected by the bus service, and will set up a debt 
collection program. 

j CASH MANAGEMENTj,_ ___ ISITES (U), AU-97-0009, 27 MAY 1997 

Summary. (POUO) An audit of I lsi tes found 
that the sites need to iJ11p't"ove internal controls over 
•disbursing operations- •a"nd procedure.s for managing cash 

:holdings. Th~~audft identified problems in three areas: 

,. ,. ,: ,._., ·1 .. "' (had not established 
.~~~f"formal accouptability and personal liability for 

•••••. •··· disbursing (operations ~nd cash totaling I I 
_(_b_l_(_3-)--P-.L-. _8_6 ___ 3_6....,..F ." ." ." ." ." ." :.-: ~~~i · · · j ~~~~s· 0

h~~- ~~~~s
0

s
0 

~~~~ -~a
0

l
0

a~~~~ totalling 

---------~t-: ...... ,• .· .·:: _.appr-@)xima-t-e•ly • I the excess holdings were 
: . · .. . ·. -not' "n'eed~e •fior . .ope.r(}~ional. requirements and could 
•. •• • cost the U.S. Treasuryl Jirt unnecessary 

interest over a 6-year period (monetary benefit); 
•anq . 

~ Interria1.controls are needed to safeguard assets 
in the ar~a .. ~f cash collection and disbursing. 

·.Recommendj)iions. (F6tJO) The, Office of Finance and 
-Accountiug and Assistant Comptroller's Special Operations 
t;)ffice cont;urred with all recotrunendations. They will 
consolidate" •all cash holdings at .----iin a single ·account 
abd establisn,formal accountabil~ Disbursing Officers 
will periodically review the levels of cash holdings for 
wnj.ch they are responsible, and internal controls will be 
est~b~i~he? over ·~o~lection and disbursing 
ac~ivities at the ~sites.· 

-/ CASH MANAGEMENT: AGENT AND CASHIER FUNDS (U), AU-96-0007, 27 May 1997 

Summary. (~) An audit of 36 paying agents and cashiers 
in th~ Fort Meade area and at field sites found that 
improvements are needed in the oversight and management 
of cash holdirigs. Specifically, the audit found that 
although controls over disbursing were generally 
adequate, quarterly cash .verification reviews were not 
always ferfgrmedl Also, 20 agents or cashiers were 
holding~ _______ in excess cash, i.e., beyond what they 

ffltONLl 
'.ffltl'fflU ,m 'l'}{U'.ln"~'l.ft'OU COiVfflO'f CONil\OL S'i~ffl1ffS fBMH.Y 

rOFGECRET 
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are likef~.to need

0

fot•ope.;ralional ,,quirements. This 
could cost the U.S. Treasury~ ____ _._in unnecessary 
interest ove~~ ~i~~year period (monetary benefit). . . 
Recommendations. (U) • The Office of Financ.e and Accounting 
with all recommendatipns. Disbursing Officers will 
review cash holdings t"1.ice a year to ensure that they do 
not exceed operational requirements. They will also 
ensure that cash verificat:ton teams perform quarterly 
reviews of cash holdings and

0

i~prest funds and that any 
deficiencies noted by the teams·a!e corrected. 

J JOINT INSPECTION OF~.I ----------~,°I ---=====---Summary. (0 'fU) A joint inspecti'on of the>-1 ...... ________ ___. 
I . I conducted in M,13.n:1"1 • ! 997 by the 

; Inspectors General (IGs) 9t ,'\!rte" U.S. Air Force Air 
-~~ntelligence Agen~~,· ~h~

0

Army Intelligence arid Security 
.:· Command, tp~. Naval Security Group, NSA/CSS, and the 
- Nat.:i,,ona-1' "Reconnaissance Office (NRO) . The inspection 

---------.. •· ·.Ao.dressed operational effectiveness and the range of 
(b) (1) 

(b) (3)-P.L. 86-36 

'considerations associated with the site'~ preparations to 
accommodate the pending large influx of military pe

1

rsonnel. 
Particµlar attention was devoted to identifying impediments 

·to mission accomplishment, mission planning, mission 
systems and communications, and manpower and training 
issues. 

Recommendations. ~FOtJO) The inspection report contained 
numerous recommendations for improvement. As the lead. 
IG, NRO will provide detailed information on this 
inspection in their semiannual report. · 

JOINT INSPECTION OF KUNIA REGIONAL SIGINT OPERATIONS CENTER WO~o,, JT-97-0002, 21 April 1997 

Summary. (FOWO) A joint inspection of Kunia Regional 
SIGINT Operations Center (KRSOC) was conducted in January 
1997. Participants ~ncluded ·IGs from the u~s. Air Force 
Air Intelligence Agency, the Army Intelligence and 
Security Command, the Naval Security Group, and NSA/CSS. 

(FOWO) The inspection focused on four major areas: 
Command Management, Operations, Security, and Information 
Management. The inspection reported that the KRSOC was 
accomplishing its mission of producing SIGINT jointly. 
However, the following issues need to be addressed: lack 
of a site strategic plan, customer feedback problems, 
awards/recogn~tion program shortfalls, arid the need for a 
physical security plan along with information system 
instructions and training. 

Recommendations. (F0{,0) The inspection report contained 
numerous recommendations for improvement. Management 
agreed with these recommendations and has taken, or plans 
to take, corrective action . 

.. ;f,~:f.:£ llb\ T1\:f.£:i'ff l€E¥.HOU €O.\ffN"F COHF:ROf: §¥SHJ1"lf§ JOFNH:Y 
J:Q,12 :1,&Q~J' 
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/ INVESTIGATION OF INTELLIGENCE SU_PPORT TO MILITARY OPERATIONS (fiet:te), IV-97-0068, 6 AUGUST 1997 

__________ ... ·:· :·!:::::::::::::::::::-T_h_e_A_g_e_n_c_y_p __ r_o_p_e_r~l_y_d~i-s_s_e_m_i~· n_a_t_e_d_S_I_.G INT 

(b) (1) 

(b) (3)-P.L. 86-36 

on the incident to its1 customers, including the 
responsible military commander and security officials. 
However, NSA did not disseminate collateral information 
advising the commander of the_ travelers' affiliations 
with NSA or the military. As a result, the commander was 
unaware of the affiliations during the time of the 
incident. 

{~etle) After the travelers departed the foreign country 
safely, the NSA/CSS OIG investigated the matter. The OIG 
determined that the Agency's dissemination decisions were 
made in good faith, based on communications security 
issues and safety concerns.· However, the collateral 
information should have been legally and· securely 
provided to the command. Regulations ~!low the Agency to 
disseminate information (SIGINT or collateral) about U.S. 
persons when pertinent to their safety. 

(FOUO) As a result, the Agency is taking steps to ensure 
personnel fully understand their intelligence gathering 
and reporting roles in support of the military. 

l:ffl 0NLl' 
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_ 0 1;. 69i9,g3 1_NSP. ECTOR GENERAL 
. c · '~tMIANNUAL REPORT 

TO THE CONGRESS 

NAME OF ORGANIZATION 

National Security 

SCHEDULE 1 

REPORT CONTROL SYMBOL 

AS OF CEntero,11e) 

AUDIT, INSPECTION & INVESTIGATIVE ACTIVITIES-CIVILIAN AND MILITARY PERSONNEL STRENGTH• 

CIVILIAN MILITARY TOTAL 
ORGANIZATIONAL 

ELEMENT AUTHORIZED ACTUAL AUTHORIZED ACTI.JAL . AUTHORIZED ACTUAL 
(1) {2) (3) (4) (5) (6) 

t. AUDIT 

a. CENTRAL AUDIT 0 

b: OTHER AUDIT I 1'NTERNAL 17 15 0 0 17 15 REVIEW**• 

C. CONTRACT AUdlT 

d. TOTAL AUDIT 
·1 7 15 0 0 17 15 

2. INSPECTION 10 10 1 1 11 11 

3. !NVESTltA TION 8 7 0 8 7 

4. Other. 7 7 0 7 

SCHEDULE 2 
AUDIT, INSPECTION & INVESTIGATIVE ACTIVITIES PROFESSIONAL ANO ADMINISTRATIVE/SUPPORT PERSONNEL* 

ORGANIZATIONAL 
ELEMENT 

1. AUDIT 

a, C::NTRAL AUDIT 0 

b. OTHER AUDIT /INTERNAL 
REVIEW*•• 

c. CONTRACT AUDIT 

d. TOTAL AUDIT 

2. INSPECTION 

3. INVESTIGATION 

4. TOTALS 
Ot er 

· PROFESSIONAL PERSONNEL 

AUTHORIZED 
( 1) 

16 

16 

10 

7· 

5 
38 

ACTUAL 
(2) 

15 

15 

10 

6 

5 
36 

ADMINISTRATIVE/ SUPPORT 
PERSONNEL 

AUTHORIZED 
(3} 

1 

1 

1 

1 

5 

ACTUAL 
(4} 

0 

0 

1 

1 

4 

TOTAL 

AUTHORIZED ACTUAL 
(5) (6} 

17 

17 

11 

8 

43 

15 

15 

11 

7 

7 
40 

· Do not include augmented staff ot some m1htary components to supplement authorized strength. If mformauon on augmentees 1s available, show as 
a footnote. 

° Central Audit refers to the AIG • AUD.Army Audit Agency. Naval Audit Serv,ce. and Air ~orce Audit Agency. 
0 • Speedy type of actlV!ty. e.g. internal review, military exchange, nonappropnated fund instrumentality. 

Note: The NSA OIG has two Military augmentees {enlisted) working as inspector: 

DD Form 2487, FEB 90 
'.SJ os: 

Previous edition is obsolete Page 1 of __ Pages 
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DOD INSPECTOR GENERAL 
'SEMIANNUAL REPORT 

TO THE CONGRESS 

NAME OF ORGANIZATION 

National Agency 

SCHEDULE 3 
OPERATING COSTS AUDIT, INSPECTION AND INVESTIGATIVE ACTIVITIES 

ORGANIZATIONAL 
ELEMENT 

1. AUDIT 

a. CENTRAL_ AUDIT• 

b. OTHER AUDIT /INTERNAL REVIEW 

c CONTRAG:T AUDIT 
;. 

d. TOTAL AUDIT 

2. INSPECTION. 

3. INVESTIGATION 

Other 
II. TOTALS 

CIVILIAN 
PERSONNEL 

(1) 

MILITARY 
PERSONNEL 

(2) 

OPERA TING COSTS 
(SIN THOUSANDS) 

TRAVEL 

(3) 

• .Central Audi~ refers to the AIG -· A~O, Army Audit Agency, Naval Audit Service. and Air Force Audit Agency. 
0 Specify,ype of activity,·e.g .. internal review. military exchange, nonappropriated fund instrumentality. 

DD Form 2487, FEB 90 

REPORT CONTROL SYMBOL 

OTHER 

(4} 

TOTAL 
SIX MONTHS 

COSTS 
(5) 

(b) (3)-P.L. 86-36 

Page 2 of _ Pages 



[ 
~f}O~PECTOR GENERAL 

NAME OF ORGANIZATION 

be 1 : ~ NNUAL REPORT !National Security Agency -
TO THE CONGRESS . ·, .... , .... ,t;~fifMMtWIS#K:'Ufi~ ,,,:, 

SCHEDULE 7 
FRAUD/THEFT INVESTIGATIVE CASE INVENTORY 

CASE INVENTORY 

1. OPEN CASES. BEGINNING OF PERIOD 11 

2. CASES OPENED THIS PERIOD . 
3. TOTAL 

4. CASES CLOSED THIS PERIOD ll 

s. OPEN CASES- END OF THIS PERIOD 

6. CLOSED CASES BY FUNCTIONAL AREA 

a. PAY ANO ALLOWANCE FRAUD 31 · 

b. NONAPPROPRIATED FUND FRAUD 41 

c. PROCUREMENT PROGRAMS I SYSTEMS FRAUD 

d. COMMISSARY FRAUD 

e. PROPERTY DISPOSAL PROGRAM /SYSTEMS FRAUD 

f. .BRIBERY OF GOVERNMENT OFr!CIALS 

g. CONFLICT OF INTEREST 

h. DAMAGE. WRONGFUL DESTRUCTION (INCLUDING ARSON) 

i. GOVERNMENT THEFT (OVER S1.000) s; • ..... 
j. CHAMPUS FRAUD -

.. L FRAUDULENT PERSONNEL ACTIONS 

I. SUSSIST:NCE FRAUD 

m. OTHER 6., 

n. TOTAL CAS:S CLOSED BY FUNCTIONAL ARicA 21 

11 Must match the.number of open cases at the end of the prior period. Expiain difference, 
· 21 Must match total of closed cases by functional area. 
;, Include travel/per diem fraud. 
01 Ir.elude m11i~ary exchange stores and rnoraleiwelfare/recre.-ition ac::1vit1es. 

REPORT CONTROL SYMBOL 

OIG 
FOR THE 6 MONTH PERIOD ENDING 
(En~rD•<i,) 3 O September 97 

:ii, .. . ,., •. ,,:.: 
,,,,,,,.:;::c:_>Ki'? 

NUMBER OF CASES 

54 
40 
94 

' 49 
45 

7 

4 . 

.. ·. ·:· . 

.. 

I ·38 
49 

s• !nd:.,de larceny. theft or wrongiul approprnmon of Governmen: orooer.y. fvncs, or services whether by forgery. embezzlement. computer fraud, 
burglary, roboery, andlor other means. · · 

e i'oomo;:e caregori,1s inciuded 

Other: Standards of Conduct 
Misuse of Government Resources 
False Statements 
Mismanagement 
Misuse of Government.Credit Card 
Foreign Intelligence Surveillance Act 
Reprisal 

DD Form 2487, Fi:3 90 Page S o: _._ i:a~ses 
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Doc ID:£DOB.J)41l\15PECTOR GENERAL 
NAME OF ORGANIZATION REPORT CONTROL SYMBOL 

SEMIANNUAL REPORT . TO THE CONGRESS ~ational Security 
FOR THE 6 MONTH PERIOD ENDING 

Agency-,QIG (EIH<'r O•rel 3 Q September 97 
,-:c,,,,,,,,,,,i:lW-.-. ''" 

:-:•.•· ;'::J\;::::;, ... 
,.-'.:\ ...... , . .-·,::-/i\,:,:::-: .. I ❖'.;:,/;•+:>.:::::·-_-·.·.;.; · ..• -,:. •,• ·.·.:• ·: .. ·-·-· 

SCHEDULE s• .. 
INVESTIGATIVE CASE RESULTS 

CASE RE SUL TS 
OOJ 000 LOCAL/STATE/ 

FOREIGN 
( 1) (2) (3) 

,. LITIGATION RESULTS 

a. INDICTMENTS 

(1) DCIS 

(2) Military Services 
(3) Joint DCIS t Militarv Services 

b. CONVICTIONS 

c11 Dcrs 
(2) Militarv Services 

(3) Jomt OCIS I Milit.irv Services . .. 

c. PRETRIAL DIVERSIONS 

(t) DCIS 
' 

(2) Military Ser:.-1ces 
, 

(3) Joint DCIS I Milit.irv Services 

d. ARTICLE 1 Ss 

(1) DCIS 

(2) Militarv Services 
(3) Joint DCIS / Miliu1ry Services 

e. CIVIL SETTLEMENTS/ JUDGMENTS 

{1) OCIS 

(21 Military Services 

(3) Joint DCIS I Militarv Services 

2. MONETARY OUTCOMES (S Amount in thousands) 

a. FI_NES / FORFEITURES 

(l)OCIS 

(2) Militarv Services 

(3) Joint DCIS I Military Services 

b. RESTITUTIONS 

(1) OCIS 

(2) Military Services lNSA) f; c; q 
{31 Joint DCIS I Military Services 

c. RECOVERIES 

(1) DCIS 

(21 Military Services (N!s.21. {""r,c:,-I- Zl.-un; rL::.nr.P l 2.380. 
(3) Joint DOS I Military Services 

c!. CIVIL SETTLEMENTS I JUDGMENT~ . 

(1) DCIS 

(2) M1iitary Services 

(31 Joint DCIS /M1l1tary Services 

• io be completed by the Assistant Inspector General for 1nvest1gat1or.s (Oeiense Crim,nai 1n11est1gat1ve Service data) anci the Assistant 
lnsoecto, General for Criminal lnvest,garions Policy anc: Overs1gm: (mihtary cnmmal mvemgar1ve organizations data) . . 
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Doc ;~QQQo!QJ~PECTOR GENERAL 
. ~~tM1ANNUAL REPORT 

. TO THE CONGRESS 

CASE RE SUL TS 

1. CONTRACTOR ACTIONS 

a. DEaARMENTS 

b. SUSPENSIONS 

c. OTHER ACTIONS 

· 2. PERSONNEL ACTIONS 

.. a. REPRIMANDS 

b. DEMOTIONS 

C. TERMINATIONS (Resignation) 

NAME OF ORGANIZ.A TION 

National Security 

SCHEDULE 9* 
INVESTIGATIVE CASE RESULTS 
(ADMINISTRATIVE ACTIONS) 

d. OTHER (Suspension, Counseli'ng) 

3. MANAGEMENT ACTIONS 

DCIS 
(1) 

REPORT CONTROL SYMBOL 

FOR THE 6 MONTH PERIOD ENDING 

INVESTIGATIVE ACTIVITY 

MILITARY SERVICES 
(2) 

TOTAL 
(3) 

9 

'1 

9 

• To be completed by the Assistant Inspector General for Investigations (Defense Criminal Investigative Service data) and' the Assistant 
1nsoector General for Criminal Investigations Policy and Oversight (m1li~ary criminal investigative organizations data). 

SCHEDULE 10 

NUMBER OF INSPECTION REPORTS ISSUED 

. ' 
CATEGORY NUMBER OF REPORTS ISSUED 

1. GENERAL N/A 

2. SPECIAL N/A 

3. OTHER N/A 

4. TOTAL N/A 
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REPORT CONTROL SYMBOL 
_ "Doc'1l)0'£j3Q<NSPECTOR GENERAL 

SEMIANNUAL REPORT 

NAME OF ORGANIZ,.TION 

National Security 
FOR THE 6 MONTH PERIOD ENDING 

• TO THE CONGRESS 

1. TOTAL CALLS AND LETTERS 

SCHEDULE 1 ,-. 

000 HOTLINE PROG~AM 

PROGRAM ANALYSIS 

Less Request for Information and Wrong Number Calls 

Total Allegations Received 

a. DOD HOTLINE 

b GAO HOTLINE 

c. OTHER SOURC::S 

d TOTAL ALL':GATIONS REG:IVED 

2. DISPOSITION 

a. SUBSTANTIVE ALLEGATIONS 

(1) Referred to -Other Federal Aaenc1es and Deoartments 

(2) Referred to DoD Comoonents for Information (No investigation reauired} 

(31 Suoolemental and i'ollow-uo Contaru with Hotline Sources 

(ll) Referred to· DoD Comocinerits for Action (lnvestigarion, Audir, or lnsoecrion) 

(5) Hotline Source Asked· to Contact Cognizant Agency Directly (Al/egatJon appears to 
'warrant some action, but not by the IG, DoD) 

(6) Subtotal (Substantive) • 

b. NONSUBS'i AN Tl VE ALL:GATIONS 

c. TOTAL 

3. STATUS Of ALLEGATIONS REFERRED TO DOD AUDIT, INSPECTION, AND INVESTIGATIVE 
COMPONENTS 

a. CLOSi:D 

b. OPEN END OF PERIOD 

To be comple1ed by the Assistant !nspec.:or General for Social Programs (AIG-5?) oniy. 

SCHEDULE 12* 
CONTRACT AUDIT FOLLOW-UP RESULTS 

SJGNIFICANT POST-AWARD AUDITS. 

TYPE OF REPORT 

NUMBER OF CALLS ANO LETTERS 

N/A 

N/A 

N/A 

NUMBER OF REPORTS 

STATUS 'STATUS 
(Prior Period) (Current Period} 

1) ) 

1. UNDECIDED {less than 6 months old) H 
0 0 

2. UNDECIDED (More than 6 months aid) ,: 0 0 

3. ACTION COMPLETED DURING PERIOD 21 1 1 

4. ACTION INCOMPlETE, IN LITIGATION (More than 12 months o(d) 31 0 0 

5. ACTION INCOMPLETE, NOT IN LITIGATION (More than_ 12 months old) ' 3 2 

• To oe completed :J)' tne Asm:am lnsoecror General for Audit ~oilow-uo (AIG-~FL!\ only 5 5 
These 'eoresen. reoc,-;s for wn1cn the exten1 oi suooor: for :ne al;c1: ::,os;t:or.s ;,as r.ot yet beer. cec,aec. (Also in Cr irnina l 
These are c!osec reoor.s. Investigations) 
These categories reorese~: reoo:-:s ;or wn1c:-: ::,., ex,er.: at suc:,o:-: fo, :he auc1, :ios1::oi'!s .~as ::ie!!" cec,cec. but ac:1ons w,,n :lie contra~or nave 
:ia: ye: ::>een ,om 01e:ec 
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UNITED STATE$ GOVERNMENT 

memorandum 
oATE, 20 April 1998 IG-8537-98 • 

Rt!PI.YTO · 
ATTNOF, Inspector General . 
su~ECT= Office of the Inspector General Semiannu~1·Report to Congress 

- INFORMATION MEMORANDUM 

TO: DDI, DDO, DDP, DDS, DDT 

• 
1. ,Feue) This memorandum advises you that the NSA/CSS Office of 

the Inspector General submitted tC)'the Department of Defense Inspector 
General the Semiannual Report tQ·the Congress on Intelligence-Related 
oversight Activities for the pQriod l October 1997 - 31 March 1998. 
For your information, I am providing you with a copy of this report . . . . 

2. (Pm,10) If you r~9U°ire addition~l i~formation,· ple~se c~n·t~~t· 

----------~lon_.963-3544s . 

(b) (3)-P. L. 86-36 r 
..... 1 ________ , ....... -~ 

E1'HAN L. BAUMAN 
Inspector General 

Encl: 
a/s 

DERIVED FROM: NSA/CSSM 123·2 
DATED: 24 February 1998 
DECLASSIFY ON: l[l, Jf:3 , XS, JEG, ll9, HB 

This Document May Be Declassified 
Upon Removal of EnclOS\ft and 
Marked "FOR. OFFICIAL USE ONLY." 

Approved for Release by NSA on 03 30-2021, FOIA Case# 55478 

OPTIONAL FORII NO. 10 
IREV.1-IO) 
GSA FPIIA (41 CFR) 101-11.f 
IOt0-114 !COMPUTER FACSIIIIU) 
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OFFICE OF THE INSPECTOR GENERAL 

NATIONAL SECURITY AGENCY/ 

CENTRAL SECURITY SERVICE 

SEMIANNUAL REPORT FOR THE PERIOD 

1 OCTOBER 1997 - 31 MARCH 1998 

&ECR-ET 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 February 1998 
DECLASSIFY ON~ Jn, JB, ns, JE6, JC?, Jf8 
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BECR:E'f NSAICSS OIG 

SEMIANNUAL REPORT 
FOR THE PERIOD 1 OCTOBER 1997 -31 MARCH 1998 

ADVISORY REPORT ON I 
(U),_I --------~'-

Summary. (Poue, In April, 1997, Deputy Chief For Technical 
Services requested audit assistcqice from the NSA/CSS Office of the: 
Inspector General (OIG) in deciding whether the NSA/CSS should 

continue to develop ana maintainlf l I . even though commercial software ·. 
with comparable functionality is av.ailable. The review found that: 
user requirements and cost inforrnat"itim had not been developed and, as.: 
a result, the decision to fund in-tiP'l;ise software was proving ~ 
difficult. To assist management, th~•OIG developed cost informatio~: 
forl land identified compa~~ble commercial products and ~ 
costs. The analysis indicated that after 2.5 years, commercial : 
software would pas,s the break-even poin.e'.. and be more cost-effective. ·: 
However, to make a~•informed decision, m~nagement needs accurate and: 
current user requir~ments. A decision ~n whether to centralize the~ 

Qfunction at NSA/CSS.could greatly aff~ct cost projections. Thus, 
it~~ essential to dev~lop reliable cost/~enefit models for all 
optiofls under considerat·ion. •· . . . . . . 

-.:II ==::::::s.F-.~--~-rLOGICOP:ii~noNSCEN~(FOU0),_1 ___ 14:7-
____ s_wmn ____ a_.._·_._·_·_,_.....,A_·.·~o-i.,.nt inspection found th~l : I~ 

•• •• • • to be in tra.nsi tion, due• to a vaguely,: def inep,: 
~m ...... i_s_s~i~o-n-,-----..-...... i~n-g-C'll--s~t-~~er interest·~n its prim~FY target s~ts, an~~ 

lower activity levels
0

@ver•the past 7 years. The:site would• like t®: 
be more engaged in area· b0ll0action efforts but is:.unclear as to its: 
future posture within thel ·.·.:•. •, 1 ½apparent: lack o~~ 
involvement and firm direction.by. NSA/CSS Headc;fl.lar~ers elements has: 
engendered a sense of drift. Th"s•i!1~pection·~lso·.fo½d that i:hel ·I 
and NSA/CSS failed to address many•·9°f .the def.icienci:~s and : ::· 
recommendations noted in a 1995 joint• :rq"s,pection re~or"t., resu"l ting irl:" 
numerous repeat findings and observati°obs•.. • :: . :f .. .. . . . : . ·:-

Recommendations. {Pouo, The inspection ··~•f}~ort • t:on"ta:ined ~umerou~~ ,. . . . . ... 
recommendations for improvement. Management ag~eea.w~t)l these ~ 
recommendations and has taken, or plans to take:;fprr-eat;iv~ action~ ,, .. ·: . ~ 

1 

§ECR:f'f 

·:.·.•: ;. 
• • • • . . 

~ 
~ 

• I 
• i 

C 

(b) (3)-P.L. 86-36 
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YEAR 2000 (U), IN-97-0015, 10 December 1997 (! ,</tftiGi) 
Summary. tPoee, To minimize disruptions to Agency operations, 

the Director issued guidance holding the NSA/CSS Chief Information 
Officer (CIO) personally accountable for ensuring that Agency systems 
are Year 2000 (Y2K) compliant by December 1998. At the CIO' s request, 
the OIG conducted an inspection to gauge the Agency's progress on this 
key issue. The OIG found that NSA/CSS was behind schedule in all five 
compliance phases mandated by DoD; many Agency managers did not 
appreciate how Y2K could affect NSA's mission or what they must do to 
achieve compliance. The inspection concluded that the task is simply 
too large for the level of manpower currently applied, although 
resource requirements remain unclear. Radical rescoping of the 
problem offers the best hope of making critical systems compliant in 
time. 

Recommendations. tPet,O} All five of the Agency's Key Components 
concurred in the three recommendations: to develop and implement 
progress measures, perform risk management, and develop contingency 
plans. The Agency CIO will monitor progress on the Key Components' 
actions. 

PERSIAN GULF DIVISION ts), IN-98-0004, 28 January 1998 (5 ,s4v'Ccip 
Summary. (-Bi An Intelligence Oversight (I.O.) inspection 

evaluates an organization's compliance with Executive Order (E.O.) 
12333, "United States Intelligence Activities," which is implemented 
by DoD Directive 5240.1," DoD Intelligence Activities," and DoD 
5240.lR, "Procedures Governing the Activities of DoD Intelligence 
components That Affect United States Persons." An I. 0. inspection 
of the Persian Gulf Division (M44) found that the new organization 
has established good compliance procedures and has also fostered 
acute awareness of U.S. Signals Intelligence (SIGINT) Directive 18, 
which states additional responsibilities specific to the U.S. SIGINT 
system. 

TEMPORARY DUTY TRAVEL PROCESS (U), AU-97-0006, 3 MARCH 1998 ~ 
Summary. (POOQ~ The recent reinvention of the temporary duty 

travel process within the Agency was designed to streamline the 
process for travellers, decentralize travel budget responsibility, 
and reduce travel costs by as much as $30 million over a 5-year 
period. An OIG audit, which was conducted before the process was 
fully automated, found the new process generally in compliance with 

2 
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applicable regulations, although such areas as confirmatory and 
invitational travel needed improvement to achieve full compliance 
with regulations. The audit also found several features of the new 
process which, if improved, could decrease travel costs, including 
using the Commercial Travel Office or the American Express card to 
obtain rebate income for the Agency and limiting lodging costs. 

Recommendations. (U) The Deputy Director for Support Services 
concurred with all recommendations and is taking corrective action. 

TIME AND MATERIALS/AW ARD FEE CONTRACTS (U), AU-97-0001, ~ 
10 February 1998 

Summary. (POuet Time and Materials {T&M) contracts reimburse the 
contractor for actual hours worked at negotiated fixed rates (which 
include a profit margin). Since a T&M contract gives the contractor 
no incentive to control costs, the Federal Acquisition Regulation 
(FAR) specifies that T&M contracts may only be used when it is 
impossible to estimate accurately the extent, duration, or cost of 
the work to be performed. An OIG audit focused on an unusual hybrid 
used by NSA/CSS: the T&M/Award Fee {T&M/AF) contract. In reviewing 
a sample of T&M/AF contracts totalingl ( the audit found 
three areas of concern: 

• Given the inherent cost risk of T&M contra¢ts, the FAR 
requires a Determination and Findings (D&F~ statement which 
clearly justifies using this instrument; 

• Contracting Officers and their representatives are not 
routinely performing the extensive oversight required by 
T&M/AF contracts; and 

• Award fee plans by their nature do not conta~n measurable . 
criteria. 

Recommendations. (Peee) The Office of Contracti~g (Nl) has 
improved the D&F statements for the contracts discussed in the audit 
report. To improve contract oversight, Chief, Nl is~ued a policy 
reminder and agreed to modify or recompete three contPacts where the 
credentials of contract employees failed to meet cont.ract 
requirements. However, the Nl did not agree with the:key point in 
the audit regarding establishing measurable criteria to:justify award 
fees. Within this context, the OIG remains concerned ai,out the risks 
of providing award fees to contractors based on subjective criteria 
and plans to reassess the use of T&M/AF contracts in apout 2 years. 

3 
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DATE: 20 October 1998 
memorandum 

IG-:8723-98 
nPl.'f TO 

ATTNOF, Inspector General 

au&1ECT: Office of the Inspector General Semi~nnual Report to Congress 
- INFORMATION MEMORANDUM 

TO: DOI, ODO, DDP, DDS, DDT 

. 
1. (F086) This memorandum ~dvises you that the NSA/CSS Office of 

the Inspector General submitted to the Department of Defense Inspector 
General the Semiannual Report to the Congress on Intelligence-Related 
Oversight Activities for the period 1 April 1998 - 30 September 1998. 
For your information, I am providing you with a copy of this report • . 

2. CPe"e) If 

1
ou regu:j.".re additional information, please contact 

Jon 963-3544s • 

. .. . · l ~ ..... ~ 
--------~

1
- THAN t. BAUMAN ~ 

(b) (3)-P.L. 86-36 _ Inspector General 

Encl: 
a/s 

cc: DIR 
D/DIR 
EXEC DIR 
EXREG 
LAO 

1bis Documcm May Be Dcclassificd 
Upon Removal af F.nclosme ad 
Mamcl ':ilOII. 9H'IE!latm 881!0!41:.x. 

DERIVED FROM: NSAICSSM 123-2 
DATE>: 24 February 1998 
DE<1ASSIFY ON: XI. x,. X:,. xe. X7. JIii 

OPTIOIIM. FDIIII 10. 18 
(REY.1.-, 

Approved for Release by NSA on 03-30-2021, FOIA Case# 55478 GSA FPa (41 CFRJ 111-11.1 
m10-114 (CO• PUTl!R PM:111•~ 
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SEMIANNUAL REPORT . . . . -
FOR THE PERIOD 1 APRIL 1998 -. 3q• S~PTEMBgR 1998 ~: 

':' •• r .. 
-:.· .. 

. . . . . . . . . . . .. -:.· .. 
JOINT INSPECTION OF THE MEDINA REGiONAL SIGINT OPEJU1itlONS 
CENTER (MRSOC) (U), JT-98-0001, 2 Aj)ril \998: : :: ~: :: . . . . . . . ·.. . . 

Summazy. tc, The inspection,. ·condu"cteq fointly t?t the IGS::::o'f,, the 
Service Cryptologic Elements and.NSA/CSS, fe>Und the MR.SOC to be"•}naking 
steady progress in resolving mission.~mpediments. ibe inteliigence 
target is effectively worked ~Y high~y enthusiastic:personn&}. :: 
Customer satisfaction is higq; and ~rganiz:ational suwort is ~o:i.:r.ci. 
Effective mechanisms are in place tQ monit-or·mission-performa~te-and 
ensure customer satisfactip~. On tpe other ~and, tne: workpl~:: 
presents serious problems.: aging facilit,t:es~ lack ctf: space, ~c( : 
latrines, an inadequate ~ackup power system; and po0'.t' indoor-~i~• 
quality. . . . . . . :: : : : · .. 

Racommaadations. :tet Leadel!
0

Ship is ror~ing th~s· area ha~d. but 
costs associated wit,.improvemenl:s total : : ". ( The ne,;j '. : : I 
I _ will solve."some of ~'he P:roblems:, but NSA :S"1pp9t,,t 
is needed to help the MRSOC a4dress the•many facilities issues. . . . 

. . . 
SELECTED TELECOMMUNICATIONS CENTERS (U), IN'-97-0013, .. 
13 April 1998 _.· : : : : : . . 

S·---~. (U) Recent advances in t~lecotnmunications tec}inciloav,: 
like thel · · · "I 

. . . . 
____________________ .,. __ .,...__.I The OIG i;eiiewea. 

data from telecommunic4"tions centers at I lfield sites t9 9"auge: 
the impact of I Jtechnology. The inspection found that · · 
reductions in communicator billets were often offset by the need foi 
ski11ed network managers and systems administrators to main~ai anq 
optimize this new technoloqv. I • l 

Recommendation• • (U) After consulting with the sites tr· 
determine the skills currently needed to optimizel~-----
technology, management agreed to make appropriate changes to the 

1 
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military occupational specialty codes and the respective Tables of 
Distribution to ensure that new assignees have the requisite skills 
and training. 

DIRECTORATE OF OPERATIONS TERRORISM CUSTOMER CENTER, 
W9B (U), IN-98-0005, 17 April 1998 

Summary. fit) The OIG conducted an organizational inspection of 
Terrorism Customer Center, the Agency focal point on counterterrorism 
(CT) for the intelligence, military, and law enforcement communities. 
The inspection found that morale was high in the Center, but the 
organization had not developed a strategic plan for the next 2 to 5 
years. 

Recommendations. (tJ) The Director for Counterterrorism (OCT) has 
acted on all the inspection recqmmendations. Most notably, the OCT is 
working to develop a long-term strategy that encompasses an Agency
wide CT process. 

OFFICIAL REPRESENTATION AND CONFIDENTIAL MILITARY FUNDS 
(U), AU-97-0016, 13 May 1998 

Summary. (O) Since these funds support functions that are 
unusually sensitive, the Comptroller requested an audit to coincide 
with assignment of a new funds manager. The audit reviewed internal 
controls and sampled FY 1996-97 transactions to determine whether the 
money was used for allowable purposes. The audit concluded that the 
funds are controlled and monitored appropriately; however the 
independent annual reviews, required by Agency policy, had not been 
conducted since 1991. 

Recommendations. (O) The Comptroller determined that independent 
reviews should be conducted every 2 years; responsibility is now 
assigned to the Office of General Counsel and the Directorate of 
Plans, Policy and Programs. He also determined that the current level 
of cash held by Special Operation5 i5 nece55ary to support mission 
requirements. 

LA TIN AMERICA AND CARIBBEAN DIVISION~, IN-~8-0001, 28 May 1998 

Summary. ts, An intelligence oversight inspection of the Latin 
America and the Caribbean Division found that personnel were keenly 

2 
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aware of their responsibilities in regard to United States Signals 
Intelligence Directive (USSID) 18; however, the Division did not have 
a formal program to make sure that everyone is familiar with the basic 
intelligence oversight documents: Executive Order (E.O.) 12333, 
~united States Intelligence Activities," and the Department •of 
Defense and Agency directives and regulations which implement it. 

Racowadationa. (re98) Management concurred with all of the 
OIG's recommendations. As a result of the inspection, management 
identified a point of contact for Intelligence Oversight who is 
responsible for ensuring that all Division personnel are familiar 
with their individual responsibilities pursuant to E.O. 12333 and its 
implementing directives. The Division has now established a 
familiarization and compliance program which includes periodic 
reminders to all personnel, briefings for newcomers, and procedures 
for reporting possible violations of E.O. 12333. 

'.:===================:::;-------------~ (U), 
1. 

Summary. (1'888) At ·the request of the Deputy Direttor for 
Technology and Systems (DJ>'!'), the OIG conducted an auditi of the Q 
The auditors found deficienc.ies in procurement practicea and contr.act 
administration. They also di~covered that one contractctr had not )net 
contractual obligations concefning occupational healthi · 
environmental, and safety services. Finally,I ; : I 

----------------~~ere controlled and accaudted for.by 
the contractor, with no oversig~~ by government person~ei. 

Recommendations . (1'0a0) Th~ I. ; : tile 
Office of Contracting, and the DeptliY Director for Support Se:i.vices 
concurred with all recommendations; c!orrective actions are:unde:tway. . . . . . . . . . . . . . . . . . 
NARCOTICS, CRIME, AND ALIEN SMUGGCING CUSTOME&CENTP;R:ro), 
IN-98-0002, 12 June 1998 ·::. : : · .. . . . 

Summai:y. f'ij, The OIG conducted an inspection of .the: Customer 
Center for Narcotics, Crime, and Alien Smuggling. The OIG:team ~o~nd 
an enthusiastic work force committed to custo~r satisfat=tion arid .. . 
well focused on current mission and near-termini iative ·address n 

.. .. .. . . .. 
perception of disparate treatment pervade the two dtgan.:Czationa~ 
elements; the elements are devising corporate informat.iorttechno~~gy 
solutions to analytic and other needs; and the elemenfe do not have 

3 "' 'II '. '. ,. 
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a formal program to ensure that all personnel are familiar with 
Executive Order E.O. 12333. Both the new Director of Crime and 
Narcotics and the new Customer Center leadership are committed to 
resolving concerns raised prior to and in the course of the 
inspection. 

RacommaDdations. (U) Management has already completed the 
required actions in response to the OIG's recommendations aimed at 
ensuring organizational element compliance with all the basic 
intelligence oversight requirements. 

JOINT INSPECTION OF THE FORT GORDON REGIONAL SIGINT 
OPERATIONS CENTER (GRSOC) (U), JT-98-0002, 17 July1998 

Summa:cy. fQ,J. The inspection, conducted jointly by the IGs of the 
Service Cryptologic Elements and NSA/CSS, found that the GRSOC was 
effective in executing its critical mission and the Operations 
Directorate was outstanding. However, the investments needed to 
sustain this level of performance had not been made. In addition, 
military personnel are burdened with non-mission duties that, 
combined with frequent extended deployments, limit their availability 
to conduct mission and develop their cryptologic skills. 

Ra~ommandat~ons. E&J-, Additional efforts are needed to ensure 
continuity during the rotation of military personnel. RSOC 
leadership had recognized this shortcoming and began taking steps to 
address the issue prior to the inspection. 

IMPROPER PAYMENTS TO NSA CONTRACTOR (U), AU-98-0003, 
21 September 1998 

Summary. fl'OVOJ A caller to the NSA IG alleged that NSA had made 
improper payments to a contractor who was charging the government (as 
direct labor) for hours that contract employees spent in training. 
The contract had no provisions requiring or authorizing the 
government to pay for training. The audit concluded that the 
government improperly paid I ~or labor hours spent acquiring 
skills and expertise that the contract statement of work (SOW) had 
specified as prerequisites for winning•~he procurement . . . 

Racommandat1.ons. E118V;H Management ag.t'eed to negotiate with 
contractor to recover the ~L--...... -.land amend t'h~ SOW to state 
explicitly that the contractor is r~spo9sible for training its 
employees. · · · · . . • • 

the 
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. . . . . ku),1 .. ____ ___. 

SUmmary. tet- The Office of.._ _____________ ___. is a 
major part of the National Cryptologic Strategy for the next century. 
The OIG conducted a special review of this Office's activities to 
determine (1) the extent and adequacy of policies, procedures, and 
internal controls governing the office's operations and (2) whether 
existing policies and internal controls provide reasonable assurance 
that these activities are carried out with due regard for legal, 
operational, and other risks. Overall, this review found that the 
Office's internal control system can provide reasonable assurance 
that Directorate of Operations and Directorate of Technology and 
Systems objectives are being accomplished when key policy and 
procedure documents completely address all aspects of the process. 
However, the key process documents do not fully describe the 
requirements flow from all sources; define risk criteria for 
approvals; and establish a comprehensive set of standard operating 
procedures for operations. 

Racommandationa. t•eve~ Management agreed to update and finalize 
policy and procedures for requirements and approvals. 

ADVISORY ON CONTRACT ADMINISTRATION (U), AU-98-0012, 
28 August 1998 

Summary. t•WQ) This advisory review presented a history of 
Contract Administration (CA) issues reported since 1992 by the OIG 
and external organizations, corrective actions taken by management, 
current issues, and management conunents. The review found a recurring 
pattern of CA and contracting officer representative (COR) 
deficiencies, despite previous corrective actions taken by 
management. Primary causes of these deficiencies were CORs lacked 
training and/or experience including certification criteria; an. 
absence of written detailed duties and responsibilities, procedures 
on performance monitoring, and billing oversight; and minimal COR 
oversight and accountability. The report also outlined key 
attributes of effective CA and examples of "'best practices" that could 
be implemented at NSA. · 

Recommandatione. (U) Management concurred with the report's 
conclusion that CA needs more oversight and is initiating actions to 
address deficiencies c1ted in the report. 
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SENSITIVE INFORMATION (U), ST-98-0003, 31 Au.-i 1998 

Suaaary. te, A special review found the Office of Cryptanalysis 
was in substantial compliance with the Directive for Handling 
Sensitive Information.and had implemented adequate controls. 

ltacomndationa. Cl'01'0, Management concurred with all 
' · ·recbfm'llendat-i<>ne- and .a;-;;J.:C~t!Q. to document all corrective actions in the •. 

planned revision of the Di~~ctive: ...•.•. • · • · · · • · · .

1 . (b) (3)-P.L. 86-36 l 
I ~RO GRAM cm. r ............... ~ : ; _.·::;,la:.-,-------_ ... :: 
------- ' .... -· ""' I . ... • . . . . .. • . . . . . . . . • . . . . . • . . . . • . . • .• . . . . . 

. · lthe." program has spent 
approximately I bn equipment and conirJctor services. The 
OIG conducted an audit and fqurtd that I •• lis operf.ting without 
the prioritized requirements and long-range ~lan it needs to operate 
efficiently and expand tr-additional sites. :rhe audit aLso found that 
oversight ofl _invoices by respo~sible Agencypersonnel is 
not adequate because charges are not traced to supporttng 
documentation. · : .. 

1\acommendationa. ,l'Oaetl fmanagers have agreed to 
provide the Agency with a long-range written plan. The:office of 
Contracting will develop additional guidance for certi¾ication of 
invoices, and the Contracting Officer will meet with the eoR to review 
his duties and responsibilities in detail. :: .. .. 
MIPRs PROCESSED BY mElt,.. ___________ ~FFICE (U), 
AU;.97-0006, 14. September 1998 

Sumary. fl'OtKJI, The audit of Military Interdepartmentrcl Purchase 
Requests (MIPRs) processed by the I Office was 
initiated after the OIG was contacted by Agency employees who were 
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~ ..... . 
concierned about possO>le mis~s·e· o:l: "th~·inst.r~ent. The Program Office 
sponsored 80 MIPRs w:tt.ich did not directly support·an epp~9ved Agency 
misdion; it also ini~iated procurement requests that usedl I 
I lof external: ~~stomer funds for purposes other than those 
stated on the MIPR.· .. . . . 

Racomaodati~.:~•9981 ·Managers agreed to establish oversight 
of the MIPR acceptance:process, implement internal controls over the 
associated PR process,· ~nd terminate the project. The Comptroller 
agreed to make necessacy accounting adjustments to return customer . . 
funds. : • . . . . . 
·FOLLOWUP AUDIT- ON mE SPECIAL PROCESSING LABORATORY (U), 
AU-98-0007, 29 Sep~ber :£~ 

. 
summaz:y. f1181f8) In ~p~il 1996, the OIG issued a report on the 

Special Processin9 La.borat~ry (SPL) which focused on the issue of 
contract oversight. The:ob-jective of this followup audit was to 
determine whether:manage~eni corrected the previously-identified 
contracting defic1encies.· 1~is followup review confirmed that 
management corrected the ~ef1ciencies. The key i~provements found 
were: reconciliation of c6nt;actor invoices to the Cost/Schedule 
Status Report pril:>r to exp~nding funds; a detailed Statement of Work 
for the current SPL contract on contractor qualifications; and 

·completed traini~g on the res~onsibilities of CORS for appropriate 
contracting persQnnel. · 

Racommandatlons. tl'etft)} There were no recommendations for this 
followup audit apd manageme~t a9reed with the findings. 

FOLLOWUP REva£.F--W......_.O_F_THE._;;.a,) ____ __,_ ______ .....J 

INSPECTION (U)J ______________ .. 
Sumazy. t•e&at The OIG evalurted management actions following 

the FY 1996 OIG inspection of the_ I 
organization which recommended actions to correct organizational 
problems. The followup inspection found that management has made 
major improvements in the work environment. Employees and 
management alike provided evidence of gains and beneficial outcomes. 
For example, the work force described the new performance measures 
as equitable and consistent; awards are distributed fairly, and 
employees like the fact that recognition is not based solely on 
output but also recognizes contributions to the organization; and 

.., 
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after the team was disbanded, most of its members received desirable 
new assignments and were subsequently promoted or recognized as high 
achievers, which restored their morale and self-respect. 

RacODllll8ndations. (1'9881 There were no recommendations for this 
followup inspection and management agreed with the findings. 

SPECIAL EMPHASIS AREA: YEAR 2000 PROJECTS (U) 

COMMERCIAL OFF-the-SHELF (COTS) PRODUCTS (U), AU-98-0013, 
ONGOING 

(F00e} The objective of this ongoing audit is to determine 
whether the Agency has taken prudent actions to reduce its operational 
risks associated with reliance on COTS information technology 
products. Specifically, the audit is focusing on .the Agency's 
methodology used to determine COTS compliancy for critical mission 
and administrative sys~ems, and verification of the validity of 
current year 2000 product evaluations. Additionally, the audit is 
verifying that responsibility and accountability has been assigned to 
ensure the compliance of specific COTS products. Planned report date 
is January 1999. 

RENOVATION AND TESTING OF IN-HOUSE AND CUSTOMIZED 
SOFTWARE (U), AU-99-0004 , PLANNED 

(!'056) The objective of this planned audit is to evaluate whether 
the Agency has identified all of its in-house developed and customized 
software that supports NSA mission critical systems and whether Key 
Components are taking adequate steps to ensure that their systems will 
continue to function at the millennium. Planned report date is 
June 1999. 

CONTINUITY OF OPERATIONS - CONTINGENCY PLANNING (U), 
AU-99-0005, PLANNED 

(P8Y8t The objective of this planned audit is to evaluate whether 
the Agency is adequately assessing its year 2000 risks and developing 
contingency plans that can successfully manage those risks. The audit 
will evaluate individual contingency plans for adequacy and, in 
particular, whether external dependencies have been sufficiently 
taken into account. Planned report date is September 1999. 
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UNre cO STATES GOVERNMENT 

memorandum 
DAftl 16 April °1999 IG-9071-99 

IIIIPLYTO 
ATIit.,.; Inspector General 

au&11CT1 Office of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM 

11>1 DOI, DDO, DDP, DDS, DDT 

1. (U//P888t This memorandum advises you that the NSA/CSS Office 
of the Inspector General submitted to the Department of Defense. 
Inspector General the· Semiannual Report to the Congrese on Intelligence
Related overeight Activities for the period 1 October 1998 - 31 March 
1999. For your information, I am providing you with a copy of this 
report. 

2. (U/,CP898) If you require additional information, please contact 
I Ion 963-35448. ----------\. 

• 
(bl (3) -P. L. 86-361 

Encl: 
a/e 

cc: DIR 
D/DIR 
EXEC DIR 
EXREG 
LAO 

_I ______ ___,_I ..... J (b I ( 6) I 
ETHAN L. BAUMAN 1 . 

Inspector General 

Approved for Release by NSA on 03-30-2021, FOIA case# 55478 
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SEMIANNUAL REPORT 
FOR THE PERIOD 1 OCTOBER 1998-31 MARCH 1999 

(U) CONTRACT COST AND PRICING DATA, AU-98-0006, 8 October 1998 

Summary. (U) This audit evaluated Agency procedures for 
handling, processing, and reporting on defective pricing actions. 
No instances of noncompliance with prescribed regulations were noted. 
Contracting Officers' (COs) resolutions of defective pricing issues 
were generally supportable and documented in the contract file. we 
found that, ove~all, management had an effective contract audit 
followup system, and the semiannual status report on contract audits 
was generally current, accurate and complete. 

Recommendations. (U) The audit noted three areas for 
improvement: Maryland Procurement Office (MPO) guidance needs to be 
updated so it more accurately reflects current operating procedures; 
current MPO guidance does not .clearly state the procedures available 
that cos may use to address defective pricing issues within the 
required timeframe; and a post-award issue identified by the Defense 
Contract Audit Agency in 1993 is still unresolved. Management 
concurred with the findings, agreed to update and revise MPO guidance, 
and to settle the outstanding post·award issue. 

(U) NS~ INTELLIGENCE SUPPORT TO COUNTERTERRORISM, 
IN-9~, 23 November 1998 

Sumary. (U/IP898J This inspection focused on the Agency's 
support to the customers engaged in the fight against international 
terrorism. The primary aim was to gauge customer satisfaction and to 
see if there were any areas that could be improved. The team surveyed 
eight counterterrorism (CT) customers and visited["""""'7NSA off ices of 
primary interest and support organizations. Overtll,the inspection 
found these customers to be very satisfied with th4 support they 
receive from NSA. Moreover, the National SIGINT Requirements 
Redesign Team is working to streamline the entire isquirements 
process, thereby enhancing NSA's ability to support· CT. Of the 
customers interviewed, about 80 percent complained t~at distribution 
restrictions on special series re orts, 

-----------------------------~ keep the reports from reaching some of the people who need to act on them. 

1 
l (b) (3)-P.L. 86-36 
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. .. -. . : . . . . . . 
: :; Rec~~~~ona. (U/}P98Qa As a result ~f· this •f~n~--~ -. . . .. 
'Operations-organizations are conducting a review of the 

.. . . . . 
wi l expla .. n ihe.process to customers who want to request expanded 
dl~tribution and·.wrli.coordinate all requests. . . . . . . . 

• 
• • 

(V) NSA'S QDick REAC'l-,ON DEPLOYMENT OPERATION, IN-98-0007, 
2S November. 1991 ·• · • • 

• • ,,. • • • . . . 
• • - • • 

· · f'JJmDAP• (t1//P89e} Tll.is •:1,ntelligence oversight inspection of 
I• : l~SA's quickrrea¢~io~ capal:)ility deployment operation, 
~s~essed whetherl ·.7 tp in. compliance with Executive Order 
tE~O.) 1233~ and.its is:ni.,lementing directives and regulations. The 
in(pection also ~eviewed•quic~ re~tion deployment procedures for 
t-eporting possible violations and edHcating all personnel about their 
individual ~esponsibility·~egar · liance with these 
aut'horities~ The iflspection•found._. ____ ~management and staff to 
be ~ompliant with E.O. 12333 and ts ez- vative document 
ce~irements; it ma"intains a healthy dialog with the Office of General 
~ounsel {OGC) and ts commend.tply proactive in advising the OGC of 
upcoming de~loyments with E.O: 12333 impli~tions. 

: : Recomm~tior>;~. (U) Mana~ent of the l I program 
;concurred wi.th reconqendations to enhance the organization's existing 
·E.o: 12333 ~ompliance program. tvery new assignee will receive an 
:int,lliqence oversign.t briefing, a;id an OGC representative wi_ll visit 
:the_ . llocatidp annually to discuss E.O. 12333 and related 
:requirement~ with alll IPe~~onnel. 

summ~. (U) The inspection, conducted jointly by the IGs of the 
. NSA/CSS and )ir Intelligence Agency, found that the day-to-day 

mission is being carried out effectively and consistent with NSA/CSS 
policy, guidance, and direction. There is good communication 
throughout t~e organization and between key functional areas. Two 
functional areas that do not meet standards are physical security and 
safety. The~ a number of findings in these areas requiring the 
attention ofL_Jand ~SA/CSS management. 
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Recom:me:nd.a.tiona. (U) The inspection report contained numerous 

recommendations for improvement. ·Management agreed with these 
recommendations and has taken, or plans to take, corrective action. 

I 
I 
I 
I 
I 
I 

((J) COMSEC MATERIAL MANAGEMENT, AU-97-0018, 6 January 1999 

., 
,I 

,I ., ., ., ., 
Sumary. (U//:,ee:et Communications Security (COMSBC) material ., 

.r control is based on a system of centralized accounting and r 
decentralized custody and protection. I I' 

' . 
' •• 
• • . . . . 

Recommendations. (0) Management bas agreed to develop a 
prioritized list of procedures for COMSEC account managers and train: 
them to use automated tools to ensure that data in the Central Office: 
of Records is current and accurate. They will improve followup on· 
delinquent accounts to achieve compliance with the national standard$: 
for safeguarding COMSEC materials. To improve risk manaqement, 
COMSEC assistance visits will be prioritized to make sure that large: 
accounts with delinquent inventories are audited at least biannually.: : 
A formal memorandum of agreement with DSS has already resulted in more· 
frequent coveraqe of assigned accounts. • · 

. . 
(0) FUNDING FOR OPERATIONS SUPPORTING LAW ENFORCEMENT, · : 
AU-98-0002, 7 January 1999 · : · 

Summary. (U/JP9VQ) As a by-product of its Signals Intelligence: 
(SIGINT} collection activities, NSA reports are produced that benefit• 
law enforcement activities. The Consolidated Cryptologic Program:: 
funds broken out directly for support to law enforcement were • · . . 
supplemental appropriations in FY97 and FY98. Resulting from . • 

, Congressional budget actions, these funds are earmarked for equipm~t: 
and travel to support counterterrorism. In addition, NSA receives· 
funds from the De t f s oD tel11 en · 
Pro ram CDIP. 
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Racommand.ation•. (tJ) The Director of Crime and Narcotics agreed 
to develop a uniform written planning procedure for committing CDIP 
funds in order to meet DoD and Agency guidance. 

(U) ADVISORY ON INTELLIGENCE OVERSIGHT SURVEYS, ST-99-0005, 
22 January 1999 

Sualllazy. (O) The OIG has broad responsibility to inspect for 
compliance with the Constitution, laws, executive orders, directives, 
regulations and rules governing intellioence oversight and the 
conduct of the Agency's missions. In 1991, the OIG concluded that if 
the Agency only used traditional methods, existing resources would 
allow us to cover just a fraction of the Agency's people and programs. 
In order to expand coverage, the OIG developed a new technique: the 
Executive Order (E.O.) 12333 Survey Program. With management input, 
the OIG wrote separate questionnaires tailored to elements in all five 
.Key Components. Detailed analyses of the survey results were provided 
to the senior management of each organization surveyed. Our analysis 
of the survey results shows that Agencywide, there is no single method 
or program for ensuring E.O. 12333 compliance and awareness. Despite 
the lack of standardized familiarization procedures, employees seem 
generally aware of how the rules govern the conduct of their missions, 
although not all are able to cite the particular E.O. 12333 section 
or DoD Regulation 524 0. l~R procedure that applies. Some managers have 
begun using the survey as a training tool. 

(UHPOl:J~) OVERALL REPORT ON THEMED REVIEWS -
LAW ENFORCEMENT, ST-99-0004, 3 February 1999 

Sunna:cy. (OJtsogoa During FY98, the OIG conducted a series of 
inspections and audits that focused, in whole or in part, on a single 
theme: the Agency's mission to support the nation's law enforcement 
community. This report captures and interrelates findings, 
observations, and recommendations from the individual themed 
projects. This review found much that was heartening,.particularly 
the extent to which everyone involved is dedicated to serving the law 
enforcement customer. Based on customer interviews, the OIG 
concluded that these.external customers appreciate the support they 
get from NSA. Where there were procedural glitches or contro1s that 
needed impr vin e O w 
problem. I 
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(U)JOINTINSPECTIONOFBADAIBLINGSTATION(BAS),JT-99-0002, 
5 February 1999 

Summary. (D//l'e80t The inspection, conducted jointly by the IGs 
of the service Cryptologic El.ements and NSA/CSS, found that 
uncertainty about the site's future and changing guidance and 
direction affecting the operations have contributed to a general 
decay in station facilities and infrastructure. A host of new 
initiatives to repair, improve, or establish facilities to address 
some of the most important concerns is underway. However, force 
protection and infrastructure security issues present major problems 
requiring.resources beyond that now available for the Station to 
support. BAS leadership was critical of the NSA operations mission 
transition planning process, despite the existence of the BA 
Transition Team. In general terms, station management expressed a 
high degree of dissatisfaction and frustration about the lack of NSA 
guidance, feedback, and even routine communication to the site with 
respect to mission transition planning. There is, however, universal 
support from senior leadership at the station for the creation at NSA 
Headquarters of a "station advocaten for BAS with access to the 
agency's top leaders. In light of the decision to keep BAS open, NSA 
and the Army's Intelligence and Security Command (as the Executive 
Agent) must redefine roles and responsibilities of the various 
organizations to ensure complete understanding. 

a.commendations. (U) The inspection report contained numerous 
recommendations for improvement. Management agreed with these 
recommendations and has instituted a formal process for tracking all 
of its corrective actions. 
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{U) OFFICE OF SECURITY SERVICES - SUPPORT, AU-98-0014. 
8March 1999 

Summary. (Uh'118881 The OIG is conducting a managemen 
the Office of Security Services (OSS) in two phases. The f. 
placed special emphasis on management controls in the suppc 
The review found that the overall policies and procedures that 
management has established to control and account for ammunition, 
badges, uniforms, radios, and weapons provide reasonable assurance to 
preclude future significant losses through misappropriation or theft. 
Also, oss ·management did not have a process to involve the Office of 
Facilities Services in plans and decisions about security for 
construction, renovation, or lease of real property. Thus, security 
concerns of the oss were not addressed early on, increasing potential 
security risks and the cost of security retrofits. In addition, the 
OSS was not in compliance with NSA/CSS Regulation 120-12, Personnel 
Security Program for Continued Access, which requires a 
reinvestigation polygraph at 5-year intervals for all NSA employees 
and contractors with access to Sensitive Compartmented Information. 
The second phase of the review will focus on the OSS mission. 

a.COIIIID8ftdat~one. (U~~~Q88) Management agreed with all 
recommendations and to initiate action to develop a formal approval 
process to ensure security provisions in current and future plans for 
Agency real property construction, renovation, or lease. 
In addition, management has developed a strategy to address the 
Agency's current noncompliance regarding reinvestigation polygraphs; 
however, management needs to make decisions regarding the polygraph 
billet shortage within the OSS, and an incentive/retention program 
for polygraphers. Finally, if it is not feasible to acquire po·lygraph 
skills internally, management may require concurrence from the Human 
Resources Review Group for outside hiring authority. 

{U) MISCONDUCT REGARDING OFFICIAL TRAVEL, IV-97-0061, 
9March 1999 

Suwry. (OJJIIOUO) This investigation substantiated allegations 
of misconduct by an Agency employee related to official travel. 
Briefly summarized, the OIG found the employee improperly accepted 
$12,854 in compensation from a non-Federal entity for official 
government travel expen5e5 without prior authorization on 17 
occasions; improperly served in a position of fiduciary 
responsibility for the entity; kn·owingly submitted false, duplicate, 
and improper claims to the government relating to official travel; 
improperly converted 130,000 frequent flier miles for personal use; 
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and improperly claimed 51.25 regular hours, credit hours and/or 
overtime while in a travel status. The employee resigned from the 
Agency and appropriate collection action has been taken to recover 
$5,774 due to the Government. 

(U) TRAVEL IMPROPRIETIES AND NEPOTISM BY A SENIOR OFFICIAL, 
IV-98-0002, 16 March 1999 

Smalary. (U/J•evo) This investigation found the senior official 
had solicited airline upgrade coupons that were provided based on the 
official's senior position; changed a personal trip to an unnecessary 
TOY that was charged to the Agency; and violated nepotism laws and 
regulations by advocating the hiring of a spouse. The official 
received a written reprimand artd was directed to reimburse the U.S. 
Treasury for all costs associated with the unnecessary TOY that was 
charged to the Agency, and the Agency will recoup the salary paid to 
the spouse in accordance with applicable laws. 
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UNITED STATES GOVERNMENT 

memorandum 
DATE: 26 October 1999 IG-9296-99 

REPLY TO 
ATTN oF, Inspector General 

~~ECT: Office of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM 

TO: DDI, DDO, DDCM, DDS, DDT 

1. (U//POOO) This memorandum advises you that the NSA/CSS Office 
of the Inspector General submitted to the Department of Defense 
Inspector General the Semiannual Report to the Congress on 
Intelligence-Related Oversight Activities for the period 
1 April 1999 - 30 September 1999. For your information, I am providing 
you with a copy of this report. 

C:I(fl'\hhl• ~f you require additional information, please contact 
I on 963-3544s. __________ _. 

I 
2 

Encl: 
a/s 

(b) (3)-P.L. 86-361 

cc: DIR 
D/DIR 
EXEC DIR 
EXREG 
LAO 

ETHAN L. BAUMAN 
Inspector General 

This Document May Be Declassified 
Upon Removal of Enclosure and Marked 
•UNCLASSIFIED,'/fl8R 9Pi'iGiliiM. YQil ~L.¥ • 

Approved for Release by NSA on 03-30-2021, FOIA Case# 55478 
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SECRE'FffNOf'Oft:N/Hff .,.,, 
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(b) (3)-P.L. 86-36 

SEMIANNUAL REPO~J.rii:•t ~'f :: 
FOR THE PERIOD 1 APRIL 1999 - 3o;$EPTEMiEI: 1999 . -. .~.--

.•--. it;i:•: ~-
• • - - • • • ••,-.'-: I • 

• - • .,. ._• I 

/. ts,ir--------------. -.-.-: .. :-:""!_:.,,.rs~PORT, .. . .. f : 
. . . .-. ....... ~-----------~ 

Summary. m Th~s·~udi~-~~sessed the eft~•ii,en~s~ and · 
efficiency of contracti"n .And financial prat:t~c~· at .. the ~'---~ 

Both NSA and CI},..§_t~~"gn ~n~racting 
o icers tp.._ _ ___. Te auditors found seveJ:aJ:~~~as ~"ha~ require 
i~royepieht: there is a higher percentag~• ~·f:fi?~-sot!tce: contracting 
a~ ~han at CIA or NSA (about 30 per~agher bhan.NSA); CIA's 
delegation of contracting authority to .An ... • j'..visioa dµef violated 
good internal control practices; and.tq'e.- . 4isbur~in~ office 
maintained excessive amounts of casq• ~v-ln . ho!lgh t~ monthly 
requirement was only about one-fourth·pf this amount. : . . .. . . . . .. . 

Recommendations: ~ The a ~~:s:of~ice of £on ti-acting I and 
CIA's Office of Finance and Logistic.s."(OFLl°•manage;i:;s agl:'eed to 
undertake new initiatives to impr~v.e.•c~·ition atld en;ure that 
contracting regulations are foll9"W~q· . . L....:.Jand OFL::a_greed to reduce 
the cash but did not agree to t~e~ec~nun~dation i@ res¢ind the 
contracting authority of thel ,· ~ivision chief; the CI~ IG will 
handle this issue. • · · · · · 

. . .. . . .. . . 
~ __________ JMI~SION,l __ j; _____ _ 

Summary. Uh'>'!NP) Thip ip• the seco~d of two joi;it audits conducted 
by the CIA IG and NSA/C9'8 ]G." (OIG) o.f fices. The: ,=irst report 
concentrated on contra~and financial respons~bilities and the 
second audit focused q~ L:-J support:to law enforcement agency (LEA) 
personnel at I lsices. It arso examined ~ne adequacy of 
emergency planning and ~esponse, t(aining, equipm~nt, and compliance 
with NSA directives. Tpe audit found that the~sites have a close, 
productive working re}.Ationship w:i..th LEA pers~, but the sites had 
infrequent to no relq~ions with ~EA personnel. :This was partly due 
to a lack of formal p"olicy guidance on when and how to establish such 
relationships. The.auditors also found that [___j;i tes have not always 
prepared or updat~d their EmerQ':!ncy Action Plans (EAPs) as required 
by NSA/CSS Regulation Number 25-14. . . 

Reoommenda~1ons. ~ Qmanagement concurred with all audit 
reconunendation~·and plans to initiate formal procedures for 
establishing relations with LEA personnel at field sites. In 
addition, Qmanagement has established followup procedures to 
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. . . .. . . . 
I (b) (3)-P.L. 86-36 

. . . 
ensure that field sites impl~ .retb~~ndations to correct 'EAP 
deficiencies during periodicL_Jsecurity reviews. Finally, D 
management has agreed to update EAP field instructions and establish 
a coordinator to manage the EAP program. 

~ · (U) SURVEY OF INFORMATION TECHNOLOGY INFRASTRUCTURE, 
IN-99-0007, 30 April 1999 

Summary. tet The inspection survey team reported that the 
Agency's Information Technology Infrastructure (ITI) - upon which it 
depends for mission success and routine tasks -I (the 
cost to modernize it is not currently included in Agency budgets .. The 
survey identified issues that warrant immediate attention by Ag~ncy 
leadership, particularly achieving corporate management of the ~TI 
and addressing ITI planning at all levels as an integral part o~ 
corporate business lanning. There are few metrics to auge IT~ 

erformance, 

. 
Recommendations. (Uf/P898) The survey made no formal 

recommendations but identified key issues fh~ NSA Leadership to: . 
address. The charter establishing the Agency~~ Chief Information: 
Officer (CIO) has been revised to give the new c.IO management · • 
responsibility over corporate IT resources. Based

0

en the survey, :the 
NSA OIG conducted inspections of two organizations that are key iole 
players in ITI readiness and modernization; the reports' w.ill be is!l\Jed 
during the first quarter of FY 2000. 

(b) (1) 

(b) (3) -P.L. 86-36 

tj,. (U) SIG INT REPORTING FOR A PRODUCTION J;>IVISION, IN-99-0008, 
30 April 1999 

SuDPMry. tet- This Intelligence Oversight (I. 0.) inspection of 
SIGINT reporting for a production division found that personnel were 
keenly aware of their I. o. responsibilities, but did not have a formal 
program to make sure everyone is familiar with the basic I.O. 
documents: Executive Order 12333 and its implementing directives and 
regulations. Coincidental with the inspection, one of the division's 
offices launched an I .0. training initiative that will be implemented 
throughout the organization. In addition, the division appointed a 
Point of Contact ( POC) for I. 0. who will share the responsibility for 
familiarization and training with another POC. 
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{ · (Ul}F:OOO• JOINT INSPECTION OF THE DENVER FIELD STATION, 
JT-99-0003, 6 May 1999 

summary. (U//P898) This joint inspection by the IGs of the 
Service Cryptologic Elements (SCEs) and NSA/CSS assessed three 
interest items noted by the Director, NSA/Chief, CSS: mission 
integration, reliability of mission, and military member support. 
Other areas inspected included site command, operations, and support 
functions. The site recognizes and has taken direct action to 
integrate operational processes within its purview. Despite the 
limitations of various stovepipe systems that were delivered during 
the past few years, site initiatives have made mission integration 
more of a reality. More difficult integration issues exist, such as 
solving a problem of multiple management information systems. 
Regarding reliability of mission, most of the critical infrastructure 
elements that are required to sustain the site's operations have 
built-in redundancies that allow site operations to continue with 
minimal interruption. The inspectors found that good efforts have 
been made in the past several years by all appropriate commanders at 
the site to improve active duty military support. However, to improve 
morale and operational effectiveness, more work is required to 
provide full-service dining facilities, expanded fitness and 
recreational opportunities, and emergency services on a 24 hour, 
7 days per week basis. 

Recommendations. (U) The inspection report contained numerous 
recommendations for improvement. Management agreed with these 
recommendations and has taken, or plans to take, corrective action. 

~- (U) Y2K EFFORTS CONCERNING COMMERCIAL OFF-THE-SHELF 
PRODUCTS, AU-98-0013, 21 May 1999 

problem is rooted in the way 
automated information systems record and compute dates. This audit 
found that many of NSA's most critical systems have components that 
were not developed or supported in house but are commercial off-the
shelf (COTS) products purchased from vendors. I I 
I I any COT~ .~~mponents that are not 
Y2K compliant colild adversely affect the•Agency's mission. The 
auditors also not½d thatl • · 

. . . ---------4• (b) (1) 

(b) (3)-P.L. 86-36 3 
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Recommendations. -fer Management concurred with all 
recommendations and took the following actions: 1) included end-to
end system interface information identifying NSA's highest priority 
systems in an upgraded Information Technology Inventory Database; 2) 
added the "vendor's definition of compliance" and "vendor's 
compliance testing" to the COTS database for those products for which 
the vendor provided the information; and 3) started making use of the 
DOD Joint Integration and Test Facility test information on COTS 
products. These actions will reduce the risk of Y2K disruptions to 
NSA's most critical missions. 

1 · (U) SYSTEMS AND NETWORK OPERATIONAL EVALUATIONS, 
ST-99-0001, 28 May 1999 

Sumary. (U//PO'e'e) During this special study, a systematic 
review of the Systems and Network Center (SNC) activities was 
conducted to determine the extent and adequacy of policies, 
procedures, and internal controls governing the Center's operations, 
and whether existing policies and internal controls provided 
reasonable assurance that these activities were carried out with due 
regard for legal, operational, and other risks. The study found the 
SNC to be control conscious and personnel at all levels demonstrated 
personal and professional integrity; the Memorandum of Understanding 
(MOU) with the National Institute of Standards and Technology (NIST) 
had not been reviewed since 1989 and did not address reimbursement 
for SNC services; the process for approving requests for services had 
not been formalized; and written procedures for conducting 
operational evaluations did not address the provision of technical 
assistance to law enforcement agencies. 

Recommendations. (U//POBet Management concurred with all 
recommendations and agreed to update and finalize policy and 
procedures for all SNC requirements, approvals and services. The SNC 
further agreed to institute procedures to ensure testing personnel 
are aware of the legal protocols. The Associate General Counsel for 
Information Systems Security will review and update the MOU with NIST 
and coordinate with appropriate offices to update and finalize NSA/ 
CSS Regulation Number 130-3. 
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,I 

(U) FOLLOWUP INSPECTION ON NUCLEAR coMMAND-
0

AND CONTROL .-·= 
• • • • , •• 

AU-99-0009, 20 July 1999 . · · · . . · · 
• • •• . . 

s 1JI' • '~, , ·, I I 

I This followup review focused on the~e recommen3ations · 
... _____ _ 
to determine whether management had implemented tne recommendations• 
or taken alternative actions that satisfied thei; intent. Ov~rall, . 
the inspection found that NC2 management had implemented most· of the : 
recommendations. Improvements were made in key ~reas:I I · 

. 
Recommendations. (U//Peee) Management has agreed to designate 

' . 
NC2 positions for priority staffing and to establish an NC2 entry-
level hiring program. Management also plans:to complete a 
comprehensive vulnerability assessment by 31 pecember 1999, while the 
Office of Security will conduct I lpolygraphs of PRP 
personnel. 

~. ~JOINT INSPECTION OFMENWITHHILLSTATION,JT-99-0004, 
10 September 1999 

Swmnary. tet The inspection, conducted jointly by the IGs of the 
SCEs and NSA/CSS, found that overall the Menwith Hill Station (MHS) 
command climate is healthy; policy and guidance from higher 
headquarters is effective but there are deficiencies with respect to 
an overall lack of formal, written guidance; a dedicated MHS work 
force carries out a d amic, 

the communications and. -----------------------... network division is competently run and pro ~ss~onally staffed; ano 
MHS is establishing strong environmental safety and' he~~ th programs.: 

(b) (1) 

(b) (3)-P.L. 86-36 
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Recommendations. (0) The inspection report contained 
recommendations for improvement. Management agreed with these 
recommendations and has instituted a formal process for tracking all 
of its corrective actions. 

JD' (U) SPOUSAL ACCOMMODATIONS, ST-99-0006, 17 September 1999 

SUmmary. (U/JPeee, This review was initiated in response to a 
request from the Inspector General, Department of Defense (IG DoD) to 
the Director, NSA/Chief, CSS to review the overseas spouse hiring 
program at NSA. The IG DoD was concerned that NSA's spouse hiring 
program appeared to give spouses of NSA employees undue employment 
advantages that are generally not available to other DoD family 
members overseas. As a result, the Director was asked to review the 
program to ensure its compliance with applicable regulations and 
avoids the perception of favoritism. This review determined that a 
vast majority of spouse hires (67 of 73) at field sites in FY 1997-
1998 were accomplished in accordance with Merit System Principles and 
applicable regulations. In these hires, competitive procedures were 
followed in selecting spouses of NSA employees for vacant part-time 
indefinite positions. The OIG concluded that on six occasions in 
FY 1997-1998 spouses were placed in newly created positions, without 
competitive procedures, contrary to Merit System Principles. 
Furthermore, when competitive procedures were utilized, the spouses 
of NSA employees were not given employment preference. By contrast, 
within the DoD community outside of NSA, spouses and family members 
of DoD military and civilian personnel receive employment preference 
under DoD regulations that do not apply to NSA. 

Recommendations. (0//Pfflffl, To avoid a recurrence of the 
occasions where non-Agency spouses were hired contrary to the Merit 
System Principles, the OIG recommended that the Deputy Director for 
Support Services ensure that appropriate corrective actions are taken 
in coordination with the NSA Office of General Counsel. These 
corrective actions include educating the work force and Agency senior 
officials about Merit System Principles and restrictions under the 
nepotism laws and regulations, and advising employees that Agency 
policy prohibits employees from making employment for their spouse a 
contingency for their accepting a PCS assignment. 

6 
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I). (U) OFFICE OF SECURITY SERVICES MANAGEMENT REVIEW .. 
MISSION, AU-99-0011, 20 September 1999 

Summary. (U/>'1'898) This audit is the second and final phase of 
a management review of the Office of Security Services (OSS). The 
first phase placed special emphasis on management controls in the 
support area. For a summary of this review, please refer to the 
Semiannual Report as of 31 March 1999. Phase II, the subject of this 
report, focused on compliance with investigative authorities, 
policies, and procedures. The phase II audit report found that, with 
the exception of two cases, the OSS' Reports of Investigation (ROis) 
and Memoranda for the Record (MFRs) did not disclose any actions by 
Special Agents that were not in compliance with investigative 
authorities, policies, and procedures; the OSS did not have a record 
of adt,drative actions taken onrlof ther7ROis and MFRs reviewed; 
about percent of the autornate{rinfo~ systems (AISs) did not 
have the certifications and accreditations required for operation; 
and ap~roxirnately Qpercent• •of th.,e •aata in the case control system 
was not accurate or compl~te. · . . . . 

Jl_;comm.endati·ons . (U i ll'CmO) Management agreed with our 
recomm~ndations to do~~e~t the new procedure for recording 
adjudicative dis.;positiops; develop a Certification and Accreditation 
Plan (with milestones.r to secure all AISs; and establish quality 
controi measures fo~· entering data in the new case control system, .. . .. 
which ~s curren~~'Y under development. 

(b) 13) -P. L. 86-36 r 
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. (U) SEMIANNUAL REPORT TO THE CONGRESS 

FOR THE PERIOD OCTOBER 1, 1999 THROUGH MARCH 31, 2000 I (b) (3)-P.L. 86-361 

... 
(U) NSA's Y2K Efforts Regarding Continuity of Operations, AU-99-0005, 30 November 1999 .. . . . . 

Summary. (U /;'flOUO) Contingency planning provides insurance against Year 2000 (Y2K~ 
disruptions by instituting procedures to restore any affected systems and to continue the A eliic · 
mission in the' interim. The Office· of . · ector General OIG audit • 

Management Action. (U) The Agency Chief Information Officer (CIO) acted to ensure that 
contingency plans were complete and executable, and the DO validated its Y2K SIGINT · 
Operation Plan. In the event, no significant disruptions took place . 

. Overall Report Classification. (U) "UNCLASSIFIED,'/FOR OffiClirL USE ONVt." _ 

(U) Information Technology-Infrastructure Division (057), IN-99-0001, 1 December 1999 . 

Summary. (U) Q57's mission is to-provide tools and techniques to automate information 
technology infrastructure (ID) management and monitoring at the National Security Agency/ 
Central Security Service (NSA/ CSS). The inspection found Q57 facing a dilemma between its two 
assigned responsibilities: readiness and ·modernization. Lacking the resources to perform both 
jobs well, the division needs clearer strategic direction in prioritizing its projects and functions. 
The inspectors were concerned about the large gap betwe.en what it will take to modernize them 
and what Q57 is able to deliver with limited resources. The division also needed a process to 
manage requirements from diverse sources and a methodology for evaluating new tools and 
products. 

Management Action. (U) Management directed Q57 to maintain existing systems first and 
use any remaining resources to modernize. Subsequently, however, on 3 January 2000, the 
DIRNSA set a new course, giving modernization first priority. Q57 has agreed to develop an 
automated requirements management process and a standard approach to product evaluation. 

Overall Report Classification. (U) ''UNCLASSIFIED//POR Of'IHCl:A-L USE OUlrY.« 

SECHf'PlfX1 
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of 1949 

BECR£TN:K1 NSAJCSS DIG 
(b) (3)-50 use 3024 National Sec.nity Act of 
1947 Section 102A(i) (:) 
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(b) ( 1) 

(U) Foreign Intelligence Liaison Relatlons"6ips,. AU-98-0011, 16 December 1999 (bl ( J > - P . L . s 6- J 6 
' . . . 

Summary. ~ Conducted under tlli ii~pi(!~ of the Intellig~nce Community IG Fo~;. 
this joint review focused on processe&" est~b~ed une.er Director of Central Intelligence : • 
Directives (DCIDs) to coordinate U.S:intelligt!{lce liaison activities with foreilm ~overnments: 

Overall Report Classification. (U) "fflP ,fi!ett1!Ti/CO!v:ffMT/T7¥.Ll!MT JO! !'!'!Ot:1!// 
~,OfOR:hl. « . 

(U) Intelligence Oversight lnspectJon of the Conventional Remote Operations Facility (G62), 
IN-99-0003, 20 December 1999 

Summary. tE,- G62, the Conventional Remote Operations Facility; 

Its effectiveness in fostering inte ·gence oversight ~ 
.. a_w_a_r_e_n-ess_an_d"""c_o_m_p"""li_an_c_e_IS __ -e-v-id"'!"e-n"""ct!d J?y the fact that G62 has not had a single violation in . ; 

5 years. The inspection identified some u.ricei;t<ilinty as to the responsibility for giving : 
intelligence oversight training to contract linguisls who, for security reasons, are kept unaware: 
of the fact that they work for NSA. • • • • • • J . . 

· Management Action. (U//POUO; G62 will meet with contiact,p! representatives to devis{j 
a plan to give contract linguists the requisite intelligence oversight trafni:Q.~- The Office of : 
General Counsel (OGC) has offered to help develop an appropriate briefing: • • f' 

Overall Report Classification. (U) "'fOP SECREF1' /COtvfflV'f .11 ·I (b) (3)-P.L. 86-361 

(U) NSA's Implementation of the Defense Acquisition Workforce Improvement Act (DAWIA), 
AU,.99-0001, 30 December 1999 

Summary. (U//FOtJO~ To raise the professional knowledge, skills, and abilities of the • 
govenunent's acquisition workforce, the DAWIA sets mandatory education, training, and · 
exnerience reauirements. After benchmarking other Defense agencies, the auditors found 

SECBEFIIK1 
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Management Action. (U) On 28 February 2000, the ~ector, NSA (DIRNSA) named a · 
DAWIA--certified senior technical director in the Directoia~ of Technology and Syl{tems (DT) to 
be NSA's senior oversight authority for ensuring compl!cth.,tie with DAWIA. She has already 
developed an action plan to accomplish the remaining,:9rPt(ctive actions. ·:: . . . .. ' ... 

Overall Report Classification. (U) "UNCLASSJFif!~/~'P()ft OPPfC:ffit ~ ONE i. 
• • • I 

I . . . . 
(U) Joint Inspection of Kunia Regional Security Operations c.;nter (KRSOC), JT -00-0001, a danuary 2000 

• • • I • • 
. .,, .. • •.•I , •• 

.· · . Summary. (U//fflUO' The inspection, (ond~ct~jo!"tly by ~e Inspecto~s ~~eral (!Gs) 
of the Service Cryptologic Elements and NSA(CSS,loun~ a~ritical impediment to KRSOC · . . . 

. ef~ectiveness and efficien : the hi her Head uartets re · ent that Kunia o rcite:as a · oint 
site. 

I 

·. · Management Action. (U) On 8 Marcil 2000, the Dtjm-S\. asked the Deputy Chief, CSS, to 
lead the Commanders' of the Service Cryptologic Elemeats itJ a review of military-cj.vilian · 

· structures and premises in.the field anq•at NSA Headqt(artePS (HQ). The Deputy qtief, CSS will 
report the group's recommendations to optimize the deyelopment and use of military · · 
cryptologists by June 2000. : . . . , 

Overall Report Classification,:(U) "S.C~//G~,ID~." . 
I , 

(U) SIGINT Processing and Disse~i.nationl ; (M14), ST-99-0008, 3 Ja~uary 2000 .. 

Summary. (U//POUo,•·This was one in a serie~ of OIC testable policy base :seviews of 
high-risk Agency operations re uested b the NSA Oversi Board. The stud fo • d that the 
policy that governs repor · • 
analysts to report possible..,;;:.--------------------...----

. 
Management Actiotf. (U //flOUO~ Management agreed to change the policy to require 

immediate reporting toi.' [analysts understand what to do when they 
encounter anl._ ___ ...,1 __________ _ 

Overall 8eport Classification. (U) "'FOP 91:SCRE'f,'/CO!tllM'f;'/MOPORH." 

(U} Signals Processing and Cryptologic Telecommunications Division, IN-99-0002, 2 February 2000 

Summary. (U //flOUS, J64 runs two critical round-the-clock operations: the Cryptologic 
Telecommunications Operations Center (CTOC) and the National Signals Processing Center. The 
inspection fonnd that J64 was suffering from reductions in experienced technical support staff; 
expected manpower savings from new software tools had not materialized. Nevertheless, J64 had 
not gathered the data needed to make a business case that maps resource deficiencies against 
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NSAJCSS OIG 

requirementS"~d assesses the result~risk to"the f\gencymission. In addition, the 
Agencywide l · ; .· 1trutaUation was not being corporately 
managed. · : • • . . . . • . . . . . . 

Management Act~n. (U) J64 is dev"eh}ping a business case, ~cludsg a ris~ assessment. 
The Agency's ~10 has accepted corporate·.responsibility for resolving th sue 
Agencywide. It is beuj: addressed as part-of.the Agency's response to the January 2000 I I I • • . 

... -----·--- ·. ·. 
Overall heport Classification. (U) ··,r!eH'f//EOMH'ff." . . -. 

(U) Followup on:Emergency Action Planning, AU:~9-0Q10, 14 February 2000 

Summary. (U) -In a 1997 audit report on EJ:n_ergency Action Plans (EAPs), the OIG found 
that field sites had not submitted EAPs and annua) red:rtifications to HQ. Our followup review 

·_. found that the 1-gSA EAP regulation was appropriately1;evised, but it took field elements over a 
year to comply.: • 

. . 
- · -Management Action. (U) As a result of this followu.P. work, management has taken 
aggressive action to ensure completion of EAPs by tbe delinquent sites. As of January, 2000, all 
field elements h4d either submitted their EAPs or oth';rwise

0

complied with the NSA regt.ilation. 
To ensure future compliance, it is critical that delinquent site.;; be reported to the DIRNSA for -_ 
corrective action. • 

Overall Report Classification. (U) "UNCLASSIF1.ED,';'FQR OFflCnttL USE Ot&Y." 
-· 

(U) Defense Speci.;11 Missile and Astronautic Center (DEFSMAC), IN-Q0.0009, 18 February 2000 . . . 

acldition, senior DIA. 
mana ers viewect e partnership as strained; the leadership style of tlie .....,· .....,....,.....,....,._ __ ......,. 

was demoralizing DEFSMAC managers; an<\ the Dir~ct0;, DEF MAC 
1.p-os..,1'"'ti .. o_n ___ e_e_.n vacant for 6 months. -- •• • . . . 
. Management Action.~ Ag.ency management is workmg"with th;_ National SIGINT : 
Committee to clarifyl ~ollection priorities. A newt:::]has been appointed and 
will be dual-hatted as Chie , DEFS €. ·. · · . . . . 

Overall Report Classification. (U) · "SEOli;'f." . . 

~fJClttJ'fWXt 
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(U) NSA's Support Services Budget, AU-00-0001, 1 March 2000 

Summary. (U) In response to ~oncerns of the Senate Select Committee on Intelligence, the 
OIG conducted an audit of Directorate of Support Services (DS) budgets for FY 1997-99. Our 
review found that NSA has traditionally underfunded the DS budget and relied on fallout funds 
to cover expenditure shortfalls. Although some mission funds were shifted to pay for support
type expenses, the auditors were not able to determine the true amount of mission funds used 
for support purposes for two reasons: deficiencies in the guidance (and implementation thereof) 
on paying for support costs.and inadequacie~ in the Agency's finance and budget systems. 

Recommendations. (U) The Agency has undertaken initiatives to improve its business . 
and program build processes a·long with its financial management systems. In addition, the 
DIRNSA endorsed recommendations to address all the issues identified in the audit and to 
ensure that managers have the information needed to ll;lake sound business decisions. 

Overall Report Classification. (U) "SECRET/;'COM-IUf.''. 

(Li) Oversight Review of the Restaurant Fund, AU-00-0011, 7 March 2000 

Summary. (U) The OIG Office of Audits reviewed the contract audit of the Restaurant 
Fund performed by the Certified Public Accounting firm, Rager, Lehman, and Houck. The 
contract audit was.found to be in accordance with Government Auditing Standards. 

Overall Report Classification. (U) "UNCLASSIFIED//&W OWICI A I J !~Ii OJ>ll.Y," 

(U) Certification and Accreditation (C&A) of Agency Systems and Networks, AU-99-0006, 8.March 2000 

Summary. (U//1-00~ Accreditation is the official decislon to permit an information 
system to operate in a specified environment. The decision must be based on a certification that 
the system's security features and other safeguards meet security requirements. Our audit 

. . Management Action. (U f ,'FOUO) Management agreed to reengineer the C&A process; 
develop a formal risk management program;..md assess and evaluate the material weakness 
cr~ated by the C&A deficiencies identifieQ in the audit. . . . . .• 
·.: Overall Report Classification •• (U} •1ilMT//@Ohfll ff." .. .. .. .. .. , 

, 
• 

I (b) (3)-P.L. 86-36 

€i£CDETJHf1 
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(U) Intelligence oversight lnspectionl 123 March 2000 .l"-------------
Summary. (U //POUO) ZOO managers and employees demonstrated keen awareness of 

their responsibilities with re~pect to Executive Order 12333 and l:Jnited States Signals · 
Intelligence Directive 18. Howe.ver, the division lacks a formal intelligence oversight training 
program for new employees., : 

Management Action. (U) Management is developing an intelligence oversight training 
module and, beginning this year, will conduct annual refresher training for all division 
employees. . 

Overall Report Classification. (U) "iliCIUiT//COH,ll>TJ." . 

(U) Unified Cryptologic Architecture (UCA) Implementation, AU-00-0004, 31 March 2000 . 
Summary. (U //POUO) This audit focused on the UCA, a fundamental redesign of the . 

cryptologic system. 'The key ingredient of the redesign was a common information 
infrastructure that w ·ve b;\telli ence Communi artners and ·customers..---------. 

• · e audit identified major issues that could adve~y affect the successful 
!ransition to apd itnplementation of the UCA. Manage~Rt-action is pending. . . .. 

Overal( Report Classification. (U) ''~t!effliteOMINT//MOPO!.tN. • . . . . . . . . 
. . . 

(b) (3) -P.L. 86-36 f • • 

BECREFIJX1 
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UNITED STA TES GOVERNMENT 

memorandum 
DATE, 10 October 2000 

REPLY TO 
ATTNOF: Inspector General 

IG-9511-00 

sus4cr: Office of the Inspector General Semiannual Report to Congr~ss -
INFORMATION MEMORANDUM 

TO: DIR thru D/DIR, E/DIR (Eyes Only) 

1. (U//P898) This memorandum advises you that the NSA/CSS Office 
of the Inspector General submitted to the Department of Defense 
Inspector General the Semiannual Report to the Congress on 
Intelligence-Related Oversight Activities for the period 
1 April 2000 - 30 September 2000. For your information, I am providing 
you with a copy of this report. 

---~2~----<~:~,-',.'P .. e.,.O~) ..... I~f you require additional information, please contact ._ __________ _.Ion 963-3544s. ~----. 

------------ .... ·I (b) (6) 

_I ___ I · ----
(b) (3)-P.L. 86-36 

Encl: 
a/s 

ETHAN L. BAUMAN 
Inspector General 

This Document May Be Declassified 
Upon Removal of Enclosure and Marked 
11 UNCLASSIFIED//P8A: 9flli!I'1iliUs T.lii: gm,y " 

Approved for Release by NSA on 03-30-2021, FOIA Case# 55478 
OPTIONAL FORM NO. 10 
(REY.1-141) 
GSA FPIIR (41 CFR) 101-11.I 
9010-1111 (COMPUTER FACSIIIILE) 
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6ECRE'F}Ht1 I (b) (3)-P.L. 86-361 

. "· ... '' ... \ . . . 
(U) SEMIANNUAL REPORT TO THE OON(iRESS . . . . . . . . . . . . . 

FOR THE PERIOD APRIL 1, 2000 THROIJGH .SEPTEMBER 90, 200d . . . . . . . . . . . . . 
"tSrlr------------.--·-·---.r~T-OO-&l05, 3 May ~000 

0 • • • • 
______ • ___ .,....... • • • • • 

Summary. tStl , I the ~SA/CSS Office· of the Inspel:tor General: 
advised the NSA/CSS Ov~rsfght Board thac:Jield sites had collected-without · 
Attorney General aut onza~on-communications of a U.S. person I : f 
overseas_,__ ___ __. This-special study found that support requirements were nol 
directed y oca cus omers liut were entered manual}i on site. Three factors may have 
contributed to. the unauthortzed collection: lack ofres'olution between t~ Target Office 
of Primary Interest and another organization as to. where the Collection. Management 
Authority (CMA) resided ancl how it should be ca(ried out; lack of oversight to ensure 
that sites follow! ' . land )ack of intelli-
gence oversight:frammg. • . . 

Management Action. ~ Mana ement has· now assumed CMA respansibility and, 
in accordance with its · ·s ensuring that US::SID 18 compli-
ance checks are'performed and~-~------~---!"!"-- Management 
also agreed to e~tablish controls to oxersee proce ures at 1e sites and:to ensure that 
all personnel are trained in an<I:awa:re of-prior to their tours-the procedures they 
must follow when they enc"unter information about U.S. persons. Finaily, manage
ment initiated intelligence oversight liaining and USSID 18 awareness ~essions for its 
managers and ~nalysts. · · .~ · 

Overall ReS,ort Classificftion. (U, «:roP ~ECRE1' COMfH1' fflffi:SF't'fpttALLY 
COfffROLLED fHPORf,fNi'IO~~-" : . · . . . . . . . . . . . . 
(U) Joint lnspectla)l of RAINFA~L,_if-00-0002, 9 June 2000 . . 

✓ 

. . . 
Summary.~~e in~p~ction, conducted jointly by the Inspectors General j 

(!Gs) of the Se&ice Crypt<ilogic Elements (SCEs) and NSA/CSS, found f{hortcomings 
in documentati(m in Op~~~tions t~ining and position certification procE;dures, Opera-
tions Security, ~nd E~erg~ncy Preparedness. Additionally,I I z o/ 
I • 1for military nJ.embers was found to be non-existent and poor P-
communications between the site and the 

.. .. .. .. . .. .. . 
' . . ' ;_. ..,_ _____ . ___ ..,.. 

(b) (1) 

(b) (3) -P. L. 86-36 

1 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 February 1998 
DECLASSIFY ON:~ 
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On the other hand; tlie site has done an excellent job of handling the plus-up in mili
tary assignees ancf in building a sound Operations-Engineering relationship, both 
significant issues jn th~ previous inspection in 1997 . . 

Management" Action. °(UIIPOUO) Site management has begun a formal program 
to rectify shortcohrings in-

1
the area of positional documentation, operations security, j 

I : • I Site is working with higher headquarters to 
identify resour~s requirea to prepare. and implement a consolidated Emergency 11• J 1 
Action Plan. · · • · · oupled with a follow-on inspection (in t' 

progress) of the_---~~-------_.;,;-hould result in improved communica
tions and effectiveness in the -------

Overall Report Classification. (U) "~ECIQ]TMCOMY-TTMI'Al.l!]P.IT 1'1!:YHOLK" 

(U) Intelligence Oversight Inspection otl I IN-00-0006, 12 June 2000 --------..... 
Summary. fSt,This intelligence oversighi.inspectioii of the I I 

----.lfound that the organization was in basic compliance with the re~uirements 
of E.O. 1~33 and its derivative documents. Ii has placed some of the b~ic intelli
gence oversight documentation on its web-base~ training page for all to 4se and 
review; however, some basic documents need to be added.- The Division has excellent 
risk managemeRt practices, including wide pre-P,ublication review of all reports and 
on-line reference· :files that list problematic name

0

s. The Qffice of General:Counsel 
(OGC) has not vette4 the hundreds ofintelligence.oversig;_ht working aid~ and sites 
on Web World; this cottld result in inaccurate or mi.sleading guidance . 

. 
. Management Action. tU) Management agreed ta add dC,cuments to th~ Web World J 

training page to make a complete package. Operati~ns Directorate orgal!izations 
have begun a cooperative effrn;t with OGC to standardize and ensure the accuracy of O 
all intelligence oversight inforitultion posted on WebWorld.: · /· 3 

. 
Overall Report Classification. (U} ."S:06R::0q'J/6O'41IH'P." · . . 

. 
(U) FIREBIRD Contract Oversight, ST-00-0006, 14.June 2000 

Summary. (U) This special study focus~d on allegations:brought to the 
attention of the OIG which questioned procurement practice~ used to buY. ersonal 
computers (PCs) that were temporarily stored at-!he Agenty':3,_, ___ ... .._ __ _ 
warehouse. The audit found that NSA purchased the PCs from._"":"'"":"-a====i========I 
-------...-~which had bought them under ~-~ubcontiact with...._ ____ -t 

rather"than purchasing them directly.· .There ~as a lack 9f detail on. 
~t"="'h-e-:_•_• _-;n-v-o-=-ic..,es As well ,i:l.~ a"lack o( ~ocumentary evideR~e f_ejarding Contracting : 
Officer eprtlsentative (QQ~)/e~iew. &i}~ ~~p:_i:oy:11 of contP~c~~r invoices l'or 
paym.ent. · · · • .... : : : . ·• • .•• · • •• ·: 

SECRE'FH:Xi 
2 

.... : ······~~I (b) (3)-P.L. 86-361 
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(b) (3) -P. L. 86-36 I .. . 
Management Action. (U) Reg~~cling tli~ i;c~:~; details on~ec::::J;nvoices, 

management provid~motandum de\ailing corrective a<:tions taken, including 
the requirement tha include a m_!t~ria!•kvoic~ detail sl'].eet with each invoice. 
To address the lack o ocumentary e.v1i:ience regardmg CO:)l :?eview and approval of 
contractor invoices for payment, mahagement developed a OOR checklist for each 
invoice; it lists the documents reTiewed aRd. includes COR ceniments. 

. . . 
Overall Report Classification. (U) ''l.J.NtLASSIFIED11'.l'Olt _t,PPICntt:. USE ONLY." . . . 

. . . 
(U) Oversight Review pf \he Non-appropriated Fund Instrumentality Audit of:the Civilian Welfare Fund, 
AU-00--0016, 29 Au~St 2000 • • 

Summll~. (Ul The OIG Ofqc~ of Audits reviewed the co~t>-a~ aµdjt of the Civilian / 
Welfare Fund performed by th~ Certified Public Accounting lirm,[ I / 

I fr"he contract audit w~s found to be in accordance wiJ;h Government Auditing /J · V 
Standards. .· · 

Overall Report Classif~a8tion. (U) "UNCLASSIFIED,1/filOR:OFFfOt.A:L USE OM-LY." 

(U) Joint Inspection o~..__,.,.: ____________ r JT-00-0003, 6 September 2000 

Summary. (U/ffl£)UO) The inspection, conducted jointly by the IGs of the SCE and 
NSA/CSS, found a.command climate where a certain amount of discord exists between 
senior leadership.at the site resulting in poor definition of the roles and j 
responsibilities ¢the Vice Director and the Chief of Staff. Additionally, little progress 
has been made_"on several findings from the last (1997) inspection in the area of n. 30 
electronics m¢ntenance and safety, particularly the fire alarm and fire suppression r 
systems. Tqere has been tremendous improvement, however, in the conduct of 
mission. The Joint IG team found Operations Directorate personnel to be fully 
engaged ~~d dedicated to the mission. 

~nagement Action. (UJ,tFQ:tJO~ Senior SCE management has directly engaged the j I _pommander and Vice Commander regarding the command climate. Site 
management is working to rectify issues in the electronics maintenance area and is 
dealing with host base and higher headquarters management and technical personnel j 
to address fire alarm and fire suppression system shortcomings. /· 0 

Overall Report Classification. (U) -:~EC'ltET7'fCOMIM'f ... 

(U) Followup Audit on Certification and Accreditation of Information Systems, AU-00-0015, 
7 September 2000 

Summary. (UI/POUO, This followup audit assessed progress to date in imple-

SECRE'Fh'-K1 
3 
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I • • • 
I • 
I • • 

~ mentinfl the six rec~mend~tfons in our March 2000 (AU-99-0006) audit. which . 
I 

• I 

• I While progress has been made on som~ of the recommendations, the audit 
:followup found that the Agency's Chieflnformatidn Pfficer (CIO) and the Deputy 
: Director for lnforma~on Systems Security (DDI) are ail '1n impasse as to who should 
-assume responsibility as NSA's Certifying Authority (CAJ.•. . . . 

I 

J 

. Management Action. (U) The OIG elevated the followup fi~ain s to the DIRNSA ·_1 
· to: 1) designate an enc CA and; 2) determine whether to re rt, l ~o the OSD, _______________ _, 

Overall Report Classification. (U) "CONPlflEN'fl::AL." 

(U) Special Study of COMSEC Monitoring, ST-99-0002, 29 September 2000 

Summary. (UWOUO) This special study of the Joint COMSEC Monitoring 
Activity (JCMA) found Agency directives and regulations regarding COMSEC 
monitoring are outdated; the Memorandum of Agreement (MOA) establishing the J 
JCMA is also outdated; the JCMA lacks detailed written procedures for obtaining Ji 
approval to conduct COMSEC monitoring; and the JCMA has not standardized / 
procedures for conducting and documenting periodic Intelligence Oversight training 
at Headquarters and its Regional COMSEC Monitoring Centers. 

Management Action. (U) The Defensive Information Operations Organization / 
and JCMA, in consultation with the Associate General Counsel for Information 
Systems Security, agreed to update Agency directives and regulations in regard to 
COMSEC monitoring, along with the JCMA_ JCMA further agreed to institute ,A, 31 
procedures to ensure monitoring personnel are aware of the legal protocols related to 1 

COMSEC monitoring . 

Overall Report Classification. (U) "Sf30R:f3'f." 

(U) Followup on Official Representation and Confidential Military Funds, AU-00-0009, 
29 September 2000 

Summary. (U) This followup review of the 1998 audit report (AU-97-0016) found / 
that in .1998 the Comptroller issued a policy change to the Resources Management J 
Manual which states that cash accounts are subject to independent review every two 
years (biennially) or when the position of Chief, Special Operations changes hands. / · I J 
An independent review team performed a review in the January/February 2000 
timeframe but did not issue its final report until September 2000. 

~f:Cltf!'ft'tfl 
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Management Action. (U) Action taken by management fulfilled the requirement 
for a change in policy regarding the independent review; however, implementation 
was not timely based on the date of the independent review team's final report. 

Overall Report Classification. (U) "UNCLASSIFIED/f.POR OPPICl1tl.: Ue~ ~Li." 

(U) Favoritism and Preferential Treatment, IV-99-0040, 4 February 2000 

Summary. (U) An OIG investigation found that an Agency senior official 
engaged in a personal intimate relationship with a direct subordinate and that he 
showed favoritism and preferential treatment toward her. Additionally, the investi
gation found that the senior official and the subordinate misused government 
resources, including computer systems, cell phones, and credit cards, in furtherance 
of the relationship. They made false statements under oath to OIG investigators and 
failed to cooperate with an official investigation by their repeated obfuscation, deni-
als, false statements and refusal to answer questions. The senior official also used 
threatening conduct and statements towards OIG investigators, and the subordinate 
destroyed and/or withheld records requested by the OIG. Both employees retired 
while Agency administrative actions were pending. 

Overall Report Classification. CU) "UNCLASSIFIED/f.POR OFFIOIAL USE ONL-Y." 

(U) Inappropriate Conduct In the Work Place, IV-00-0007/15, 5 July 2000 

Summary. (U) An OIG investigation found that an Agency senior official yelled j 
at a subordinate while administering a verbal reprimand in a manner which was 
personally degrading and belittling. The investigation also found that, ori a separate 
occasion, the senior official grabbed another junior employee's ann, pulled a folder / · g.{" 
from the employee's hand, and admonished the individual with a raised voice in 
front of co-workers. During the course of the investigation, the OIG was informed of 
other alleged incidents involving the senior official's uncontrolled outbursts with 
subordinates over a period of approximately ten years. The report has been provided 
to management for appropriate action. 

Overall Report Classification. (U) "ii:CRF'Cl'COWNT" 

(U) Misappropriation of Funds, IV-00-0030, 24 July 2000 

Summary. (U) This investigation was conducted based on a complaint to the / 
OIG Hotline that an Agency senior official had misappropriated Congressional plus-
up funds intended for training and had used the funds to finance an unrelated /· 1f-jf:, 
project of low priority. An OIG investigation found that the Agency Senior Official 

5ECR£THK1 
5 



Doc ID: 6723042 
SEC1Ui'Fl.'-K1. 

did not misappropriate Congressional plus-up funds and that the funds were used 
for their intended purpose, not to finance an unrelated project, as alleged. 

Overall Report Classification. (U) "'l'OP SECR:E'f." 

BECR£'Fh'X1 
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UNITED STATES GOVERNMENT 

\pril 2001 memorandum 
IG-9707-01 

.. ...ra..t TO 
ATTN oF: Inspector General 

aullJI!~: Office of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM 

TO: DIR 
Thru: D/DIR ____ .D/SECRETARIAT __ _ 

l. {U//POOO) This memorandum advises you that the NSA/CSS Office 
of the Inspector General submitted to the Department of Defense 

· Inspector General the Semiannual Report to the Congress on 
Intelligence-Related Oversight Activities for the period 
1 October 2000 - 31 March 2001. For your information, I am providing 
you with a copy of this report. 

2. (U/rPQYQ) If you require additional information, please contact ~l _______ __,,[on 963-3544s. 

1 (b) (3)-P.L. 86-36 r J~m"ftil"""T'~'"ffll'T"l'll11"2nr---,--~ • • • • • -~ 
I HAN L • BAUMAN :, ~ 

Inspector General 

cc: SID 

Encl: 
a/s 

IAD 
cos 

This Docume~t May Be Declassified 
Upon Removal of Enclosure and Marked 
·UNCLASSIFIEDJJFOR OFFICIAL ~sz O:lff:i!.· 

Approved for Release by NSA on 03 30-2021, FOIA Case# 55478 
OPTIONAL l'ORM NO. 10 

• (AEY.1-1111 
GSA flltMII C•1 CPR) 101-11.1 
ICtl0-11• (COMPUTIIA l'ACSIIIILEJ 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

FOR THE PERIOD October 1, 2000 THROUGH March 31, 2001 

(U) Freedom of Information Act (FOIA) Related Activities; NSA/CSS IG, IN-00-001 o, 
27 October 2000 

Summary. (U) At the request of Senior Leadership, the NSA/CSS Office of the 
Inspector General (OIG) conducted a· functional inspection of agency activities 
related to FOIA requests. This inspection evaluated the effectiveness of the existing 
processes; the experience and training of those involved in the processes; workload 
and resource factors; and the impact on NSA's public image. The following improve
ments to FOIA processes are needed to make NSA function more effectively in this 
area: FOIA and Privacy Act Services needs to take a more proactive, strategic 
approach to developing and implementing FOIA-related policy; NSA is not fully 
compliant with the Electronic FOIA (E-FOIA) amendments of 1996 that require 
posting frequently requested material on the internet; and more training for FOIA 
case officers and Key Component personnel with FOIA responsibilities. 

Management Action. (U//FOUO) Management concurred with all 
recommendations and actions have either been completed or are ongoing. We noted, 
however, that the FOIA release process is inextricably connected to the classification 
process. Improvements in the process will require leadership from the policy 
organization - to whom many of our recommendations are directed - but also full 
compliance by the Key Components to the policy organization's-generated policies. 

Overall Report Classification: (U) UNCLASSIFIEDs<fFOR OFFIGEAL 
t:1~:I!! 6HV{ 

(U) Overhead Collection Management Center (OCMC); NSA/CSS IG, IN-00-0011, 
21 November 2000 

Summary. (U/i'FOUO~ This inspection of the OCMC found that, despite 
dramatic changes in the target set and overhead missions, the Memorandum of 
Agreement establishing the OCMC has not been updated since 1984. Failure to 
define new authorities, responsibilities, and roles has produced an extremely 
complicated and expensive system that operates without the formal direction needed 
to optimize its activities and to ensure that it will perform well in a crisis. 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 February 1998 
DECLASSIFY ON:~ 

SECffE'Fh9'.¥Jf'ORNNX1. 
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The position of Chief, OCMC, is now used as a developmental ~ssigrunent, 
diminishing its effectiveness in dealing with high-ranking OCryIC partners. Although 
most tasks, once executed, are successful, inefficient practices characterize the 
complex tasking process. Finally, OCMC work spaces are extr~mely dilapidated. 

Management Action. ~ The new Chief, OCMC, will rE!view the charter and 
begin drafting a document that codifies the complex overhead tasking process. The 
Collection Management Office will start documenting the extent to which resource 
constraints degrade the OCMC mission. · 

Overall Report Classification: (U) 'fOF SECftE'fh'COMH,'f>Y 
tlJlddgfil ff IiilTJ!liHHsE 

• • • • • • :• • • • : : : • .r • 

(b) (1) 

(b) (3) -P.L. 86-36 

• • • • • • • • • • • • • • • • • •••• 

~ 1s~~p;~~~~'~; ~~~d; NSNcs~ ~~·t ... -· · · .. ::::: · · I 
Summary. ts, A~uegf o"r°the Office of Global Response, the OIG 

performed this audit ofL_J supplement~! m.iids shortly after the Office of Global 
Response assumed management ofth~ie funds. There were two concerns regarding : 
the Crisis Management Office (C.MO), from where the transfer occurred: 1) possible · 
inadequate documentation '3-nti"controls over the use of travel funds· and 2) ossible · 
diversion to 

Management Action. (U) Management agreed to improve the internal 
controls over the use of supplemental funds during contingency operations. 
Additionally, management will also supplement the Crisis Action Management 
System Concept of Operations to document the requirements and budget processes 
and will include a standard checklist of expenses common to contingency operations. 

Overall Report Classification: (U~ SFCRFa' 

(U) NSA's Implementation of DoD 5000 Series; NSA/CSS IG, AU-00-0002, 
5 January 2001 

Summary. (U) This audit focused on NSA/CSS Circular 5000, Acquisition 
Management, which implements DoD Directive (DoDD) 5000.1 and its accompanying 
regulation. It establishes a structured process for reviewing major acquisitions at 
specific milestones and making an informed decision on whether to proceed. The 
audit found problems in Agency implementation ofDoDD 5000.1, including: 1) NSA 
had not finalized and implemented a formal plan to implement NSA 5000, due to the 

S£CH£'ffH,lOfOAAWX1. 
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• • • • • • • S£CfH3TJs'P•lOf'-ORl.1/,'Xl ... . . . . . . . . . . . . .... 
Cryptologic Acquisition Program Board's failure to perlo~ "ifs" a:ssrgned. r9le· and 2) 
the rbcess rescribed by NSA 5000 was not rigorously followed, as funding for I 

rograms we reviewed was released before a Mission Needs Stateme._n_t _ _, ------was eve oped. 

Management Action. (U) Management agreed with our recommendations to 
designate, by charter, the Senior Acquisition Executive (SAE) as the responsible 
authority for oversight of NSA's acquisition management system and to develop a 
policy and a formal process that require SAE approval of acquisition documentation 
before program funding is released 

Overall Report Classification: (U) UNCLASSIFIE1'f!F0R OFFICW. 
USE0HLY 

(U) Intelligence Community Coordination of Foreign Liaison Intelligence 
Relationships and Intelligence Disclosures to Other Countries; NSA/CSS IG, 
AU-00-0013, 22 January 2001 

Summary. {U) This interagency review, conducted with representatives who 
comprise the Intelligence Community Inspectors General Forum, determined the 
effectiveness of the mechanisms and administrative processes established under the 
Director of Central Intelligence Directives (DCIDs) for coordination of US espionage, 
counterintelligence, and related intelligence liaison activities with foreism 
governments and international organizations. I 

. Another finding pertained to the Special Assistant to the uCI for Foreign 
: Intelligence Relationships (SA/DCI/FIR) .• *Since 1991, the SA/DCI/FIR has advised 
• and assisted the DCI in the discharge ofbis duties and responsibilities with respect 
· to foreign intelligence relationshipsl 

. . . . . . . . .. . . .. 

. . . . 
. . 

. . . . . . .. . . . . . 
. . . . . . . . . .. . . . . 

(b) (3) 403q Section 6 of 
the CIA Act 19,9 
(b) ( 3) -50 3024 National 
Securit.y Act of ] 1 Section 
10 2A ( i I ( l) 

. . 
. . . 
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(b) (1) 

(bl !3) - 10 use 424 
(b) (3) - 50 use 403g Sectior. 5 of the 
CIA Act of 1949 
(b) (3) -50 use 3024 National Security Act 
of 1947 Section 02A(i) (1) 
OGA 

Overall Report Classification: (U) SECRET//NOFORN 

(U) Intelligence Oversight Inspection of the Global Network Management Division; 
NSA/CSS IG, IN-01-0004, 24 January 2001 

Summary. (U,'~OUO~ This Intelligence Oversight (IO) inspection of the 
Global Network Management Division evaluated the office's program to comply with 
Executive Order (E.O.) 12333 and its implementing directives and regulations. The 
inspection found the Global Network Management Division was in basic compliance 
with E.O. 12333 and derivati':'e documents, managers and employees demonstrated 
a keenawareness of their individual IO responsibilities, and several office elements 
had best practices, including online IO working aids and training verification. 
However, the office needs to formalize IO training for new employees and refresher 
training for its entire work force, and there is no formal procedure for reporting or 
logging potential violations. 

Management Action. (U) During an interim status briefing, management 
immediately instituted process and program improvements to address the office's IO 
shortcomings. As a result, the Global Network Management Division now has an 
excellent IO web site, an official has been named to standardize training for new 
employees and annual refresher training, and a procedure to report and log 
incidents is in development. 

Overall Report Classification: (U) SECRET//COMINT 

(U) Office of Facilities Engineering; NSA/CSS IG, IN-00-0012, 25 January 2001 

Summary.-fS,This organizational inspection of the Office of Facilities 
Engineering evaluated their ability to perform their mission and identify any 
impediments to success. The inspection found the office's employees to };>e customer
focused, dedicated, and have introduced several innovative "best practices" into their 
daily routines. Nevertheless, we identified two concerns that could jeopardize the 
office's ability to perform its · · · · g 
and an eroding skills base. 

es una e o e unpac o 
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(SCEs) do not have Memorandums of Agreement (MOAs) on the responsibility for 
field support; and Technical Security Countermeasure (TSCM) inspections are not 
routinely performed on newly renovated OPS 1 cores. 

Management Action.~ Management concurred with most of the recom
mendations. The office of physical security routinely completes informal 
assessments of the technical security risk to mission after renovations,-----, 
I lplan and will esiablish 
MOAs that assign funding responsibilities for facilities support.at field sites. : . 

Overall Report Classification: (U) SECRE I 
•1 (b) (3)-P.L. 86-361 

.. 
(U) Time Sensitive and Field Support Division; NSA/CSS IG, IN-00-0013, 
13 February 2001 • • : . . 

Summary. tffl'The Time Sensitive and Field Support.Division has two 
missions: providing end-to-end support to the National Tirti~ Sei;tsitive System 
(NTSS) and serving as the Program Manager for Information T~chnology 
Infrastructure (ITI) modernization for the extended Enterprise: This organizational 
inspection found a major impediment to a critical mi~sion: lacli of an Agency 
program to implement the Chief Information Officer!:; policy ofl l 
I · l Other findings include key 
Division processes have not been documented, wpich impede.NSA's effort to 
privatize delivery of ITI support services; the :Qtvision has aJ:i enviable record of 
maintaining NTSS availability but needs to gather perforJb.'ance data in order to 
identify improvements; and employees are anxious to find d.ut how 
GROUND BREAKER will affect them. •• : · . . . . 

Management Action. (U) The OIG recommended fhat
0

the Director of 
Information Technology Infrastructure Services (ITIS) implement a program to 
transition automated analysis and rporting tools ind fplicatkms so that I etc., can run on peratins systems. Other 
recommendations include the Division documenting their proces.§.es; dev:elop 
standard operating procedures; and utilize performance data to foster a continuous 
improvement mentality. Finally, the Director, ITIS, needs to give 'the work force 
concrete answers about how GROUNDBREAKER will affect their jflbs. 

Overall Report Classification: (U) OOMFfDEH':l'IA:L (b) ( 1) 

(b) (3)-P.L. 86 36 
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SECRETl,Y•lOFOfHlllK1 . . · · · :-'1 I • • • • • ••• :,. I • • • • •• ... ft . . . . . .. . . :. . ,, 
11,1,1'11!1:!il FoHrup on tli<i jci1~i in~. ectlon of • .- _. •• • • .:· · ~: 
I -NSA/CSS IG, ••• : • .-:: : ::: : 

• • • • I. 

Summary. (Ui1l"OUo, This joint foll<?~ inspection,.~,;ndu~tedjointl:t.ht the 
Inspectors General (!Gs) of the Service C~tologic ElemenbslSCEs) and NSAlCSS . . . . . ' ' 
focused on the serious electronic maiµte:O.ance and life safety.·deficiencies obsei\red 
during the original joint r•:ctit1 in °June 2000. Regarding electtonic main~.;.,_ce . 
the inspection found tha , • as taken all of the ri!{ht J;teps tq solve imme"_d.iak ' 
deficiencies and to establisll credible processes that ensur~ the sustainability:ot all 
maintenance programs .• Accordingly, all of the findini; })'.'ave been: closed. &e:ga-rdtn.g 
safety and fire protection, the inspection found that, whtre possible, interim cat.tr s . 
and work-arounds·liave been instituted. ·. · ... 

• • These existing:deficiencies tlo not · : 
pose a s~rious threat to personnel, but continue to pl~ce mission ~quipment gt): I : 

I fusk. Site management will continue long-te~ monitoring of thel : I : 
project status to ensure continued action on the fir~ protection deliciencies. 

Overall Report Classification: (U) Si!JC~TJYCOMfNT . . 

(U) Joint Inspection of Medina Regional Security Operations C~nter (MRSOC);: 
NSA/CSS IG, JT -01-0001 1 20 February 2001 • ' 

Summary. (U/IFOUO) The inspectio:q.;· conducted jointly !1Y the IGs of the: 
SCEs and NSA/CSS, found the site's respoqsibility forl lhas • 
increased;I las well as space, parking, and facility. 
issues; and a centralized focal point at NSA to serve as a one-stop-shop for MRSQC 
concerns and questions, has not been successfully addressed since the last inspection · 
about two years ago. Despite the positive command climate, several issues demand · 
immediate attention 

I 
Management Action. ES; Management stated that the report validates the 

best practices of the MRSOC, provides a road map for management to improve the 
site, and recommendations are already being implemented. Management continues 
to provide periodic status updates on actions taken to correct the deficiencies noted 
in the report. The inspection produced several recommendations directed to higher 
headquarters and the site I 1 

1 1 .......... 
Overall Report Classification: (U) OBOR'l3'ffte6Mflff .... ______ _ 
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UNITED STATES GOVERNMENT 

memorandum 
DATE: 4 October 2001 IG-9806-01 

REPLY TO 
ATTN oF: Inspector General 

sus.1ECT: Off ice of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM 

TO: DIR 
Thru: D/DIR.._ _ ____.D/SECRETARIAT __ _ 

1. (U//POUo, This memorandum advises you that the NSA/CSS Office 
of the Inspector General submitted to the Department of Defense 
Inspector General the Semiannual Report to the Congress on 
Intelligence-Related Oversight Activities for the period 
1 April 2001 - 30 September 2001. For your information, I am providing 
you with a copy of this report. 

2. CU//P8§8t If you require additional information, please contact 
-----~-----~IDeputy Inspector General, on 963-3544s. 

(b) (3)-P.L. 86-36 --------------~ ....... ~ 
ETHAN L. BAUMAN L.:...:.:J 

cc: SID 
IAD 
cos 

Encl: 
a/s 

Inspector General 

This Document May Be Declassified 
Upon Removal of Enclosure and Marked 
"UNCLASSIFIED/ ,li:0R 0i'i';r;C;r;A1., Il&;E 0m Y. • 

Approved for Release by NSA on 03-30-2021, FOIA Case# 55478 

OPTl0-L FO- NO. 1D 
(RIY,1-IO) 
GSA FPIIR (41 CFR) 101-11.1 
501.114 (COIIPUT!II FACIIIIIL!) 

-- ------------------------------------------



. 
, Doc ID: 6723040 

CONFHJEtff:btUHt:f 

OFFICE OF THE INSPECTOR GENERAL 

NATIONAL SECURITY AGENCY/ 

CENTRAL SECURITY SERVICE 

SEMIANNUAL REPORT FOR THE PERIOD 

1 APRIL 2001 - 30 SEPTEMBER 2001 

-----·-- ·-------



Doc ID: 6723040 

€O~Tf'IE>f§NPfit.UlX1 

(U) SEMIANNUAL REPORT TO THE CONGRESS 

FOR THE PERIOD April 1, 2001 THROUGH September 30, 2001 

/. (U) Resident Signals Engineering Program; NSA/CSS IG, IN-01-0008, 22 May 2001 

Summary. ~The Resident Signals Engineering (RSE) Program is designed 
to satisfy the Agency's critical requirement for Signals Engineers through a 4-year 
Program to develop this increasingly complex multidisciplinary skill. An NSA/CSS 
Office of the Inspector General (OIG) inspection looked at Program performance and 
cost effectiveness. We found that, on balance, the Program appears worth the cost 
since there are no academic or industry programs to develop Signals Engineers of 
this caliber; the Regional Security Operations Centers (RSOCs) are not currently 
used for resident tours or PCS assignments; there is no future TDY or PCS funding 
line item for the RSE Program; I l 
i ( 

Management Action. (U1'/POUO1 Management concurred with our 
recommendations and will work to obtain the PCS and TDY funding to enable.tl)is 
mission-critical technical development Program to continue. A decision on the n-eed • 
to improve RSE retention rates will be made in the near-term when the size oft.he 
next class of Program inductees is known. · 

J- @I 
i 

Overall Report Classification: (U) COHfi'fD:Bfff¼AL 

I.Division; NSA/CSS IG, ,_J ___ -:I 

Summa~·.~ The OIG inspected al ·. · , ( 
Division to determine·JiC?w well prepared this Signals Intelligence Directorate ($ID) 
organization is to serve ali-3. test bed for TRAILBLAZER (TB). During the : : 
inspection, we found that th~ Qivision had not estab)~shed a baselin~, set . 
performance oals or ado ted a "methodolo to au & im rovements attributaDle ;to 
TB efforts. • 

... 
• • • lilt 

• • • • • • • • • 'Ill 

Management Action. (Uh'POT:JO~ M~a'geJI1ent agre~ to esta-blish a : : 
linguist/analyst efficiency baseline; set performance goals for•each new TB-spol)sored 
initiative; and require that all new tools and systt!m~·~velop~q under TB : : 
automatically track appropriate performance data. • •. •. •. .: . . .. . . . . 

Overall Report Classification: (U) ':POP 8:BORE!'Ff/OOMH'f . : 

CO~T,f'fBENfl:-MlfXl 
l 
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3. (U) Information Technology Standards (Part 1 ); NSA/CSS IG, AU-01-0001, 
13 June 2001 

Summary. (U/lfi't)UO) At the request of the Chief Information Officer (CIO), 
the OIG conducted an audit survey to determine the extent of unauthorized 
purchases of information technology (IT) products that are not on the NSA/CSS 
Enterprise Solutions (NES) Products Baseline. The survey consisted of hands-on use 
of transactional data systems and a review of logical architectures, data elements, 
data element representation, and information derived from the systems that use 
these data elements. We found that thel [had not agreed to play a 
role in enforcing the NES baseline, although the CIO IT Planning Policy and 
Guidance for FY2001 assigns such a role. Part 2 will look at 
I lthe CIO-sponsored initiative to associate IT asset 
management processes a~d data repositories . . 

· Management Actlon,..(U//POUO~ Management officia~ stated that they had 
discussed the importance of C<?mpliance with IT standards with thel l 
llbut the CIO did not clarify whether the CIO IT Planning Policy and Guidance 
fui'."rno.o 1 had been formally doprdinated with this Group. Although the survey :did 
not include recommendations, an·expanded outreach program would help familia)ize 
responsible.Agency personnel witb·the CIO policy requirements. · . . . 

Overall Report Classification: .(U) UNCLASSIFIEDW<:»l. OFFICIAL 
U!E fflflil . • 

. . . . . 
(U} Information TechnolbQy Investment M'4nagement Processes; NSA/CSS IG, : 
AU-00-0006, 25 June 2001 •• •• : : 

Summary. (U) The p~oe!' of the Info~ation Technology:Management : 
Reform Act (ITMRA) of 1996 is to epsure that fed_eral agencies implement a process 
to base their IT decisions on evidence of direct ben~fit to mission. The implementing 
DoD guidance provides a framework for)T investment management OTIM}-not:as 
isolated acquisitions-but as part of eaclt agency's i.Itvestment portfolio. To asses~ 
the Agency's approach to ITIM, the OIG's a.u?-itors us~p data-gathe~g and : 
evaluation techniques prescribed by the Generp.1 Accounting Office and the Office. of 
Management and Budget and endorsed for use within DoD and the intelligence · 

(ommunitf-1 -, 
0 0 

~ l 
. . . . . .. 

Management Action. (UJJFOUO~ To address the cohdit1ens identified in thU; 
• • f • 

review, management needs to take steps to establish Investmept •~view Boards;.:: 
commit to a comprehensive plan to implement policies, processes, and:procedures: .. 

CONFIBEJrffEU:lHt1 
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that comprise the elements of sound ITIM; and perform periodic self-assessments
using the same structured questionnaire employed in this review-to objectively 
assess its progress. 

Overall Report Classification: (U) UNCLASSIFIEDffli'Oft OPFfCb\L 
o-s ... E-0 ... N"""L ... ~ 

j. (U) Micro-Purchase Credit Card Program; NSA/CSS IG, ST-01-0007, 5 July 2001 

Summary. (UJ~UO• The DoD mandated that all DoD components 
implement a Micro-Purchase Credit Card (MPCC) program. In October 2000, the 
Agency's Senior Acquisition Executive (SAE) asked the OIG to review the MPCC 
program. The OIG reviewed the internal management controls incorporated into 
the Agency's MPCC program to prevent waste and abuse. The review fowid that 
internal controls are weak in two areas: (1) card certifying officers (CCOs) do not 
adequately review invoices prior to payment and (2) CCOs and cardholders do not 
receive written appointment letters that spell out their personal responsibilities 
and pecuniary liability. We also found that the draft NSA/CSS Regulation 61-07, 
"Use of Government-wide Commercial Purchase Card," has not been finalized and 
disseminated nor does it require cardholders to promptly enter purchasing data into 
the MPCC automated system, which the CCO uses to monitor cardholder spending. 

Management Action. {U/IPOUO, Management has agreed to require CCOs to 
trace selected invoices on the billing statements to the underlying documentation. 
New cards will not be issued until appointment letters are received from the 
Contracting Group. Management agreed to incorporate the recommendations of the 
OIG report in the NSA/CSS Regulation (NSAR) 61-07, and to publish the regulation 
by 30 July 2001. Once NSAR 61-07 is finalized, the Contracting Group will send all 
CCOs new appointment letters that state the new requirements and responsibilities, 
including individual pecuniary liability. 

Overall Report Classlficatlon: (U) UNCLASSIFIEDJ'/fi'Oft OWfOJ::A:L 
USE ONLY 

It,. (U) Field Advocate Office; NSA/CSS IG, IN-01-0002, 10 July 2001 

Summary. (U/J'fi10UO) The Field Advocate's Office serves as the NSA focal 
point for all field-related matters except mission activities and information 
technology issues. An inspection looked at the office's efficiency and effectiveness 
and its partnering with other NSA/CSS Headquarters stakeholders supporting the 
field. The inspection found that the Field Advocate's Office has established its 
authority over field issues yet its ·responsibilities are not documented; the Office's 
governance over other field support organizations is not codified; and Certain field 

CONRF>f:NR24.LNK1 
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7, 

CONPffJEN'l'htLlfX1. 

support functions, e.g., the Cryptologic Services Group budget, the reassimilation 
process, and the detail process, need further refinement. 

Management Action. (U/lr'OUO• Management concurred with all 
recommendations and agreed to formalize its status as the field advocate by 
documenting its commitment to the field in a mission and functions statement and 
codifying its relationships with and governance of other field support offices in 
Service Level Agreements. Management also plans to strengthen accountability for 
those assigned to mentor reassimilating field personnel. 

Overall Report Classification: (U) UNCLASSIFIEDh'POR OPPIOML 
USEOm.¥ I (b) (3) -P.L. 86-36 l .... ' ... .,.... _________ _ 
(Uj._ ____ ~~rtn_~.~~lp Contract; NSA/C~S IG, _I ________ _ 

Summary. L'!1i"'1.6UO, To create a pool ~fhigh-technology private-sector 
companies from ~icl)"it can draw, in 1996 the Agency began using a procurement 
vehicle knoWI}. •;i.s

0

.A p¢nership contract. NS.A's first partnership contract to be 
~:W.J!!,;,~L.1·~:tntl)' with another Intelligenct! Comm.unity agency was for the 

Pro3ect. 
. . 

.,__ __ ........ lilollf"y, findings of the audit include: NSA's Business Strategy for the 
_____ contract was abandoned without adequate risk analysis; procurement 
officials have not removed the root caus~§ of contract administration deficiencies 
identified in numerous OIG reports; ancl .. _____ .. ~ontractors were receiving 
award fees (AFs) that were much more generous than those they were receiving 
from other DoD Components for similar services. 

Management Action. (U) The Senior Acquisition Executive (SAE) stated that 
future contracts would strictly adhere to the revised regulation, NSA/CSS 5000R. 
The SAE set up a review team that is conducting a comprehensive analysis to 
attack the root causes of persistent contract administration deficiencies. The team 
will also determine which management controls are needed to ensure that AF 
payments achieve the intended result. The SAE stated that advance AF payments 
would be used only when necessary. 

Overall Report Classification: (U) UNCLASSIFIED/fi"Oft Ofi'fi'fCllrn 
USE 01',L-Y 

CONFJBE1fflAVIX1 
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(U/IFOUO~ Intelligence Oversight Review of Red Teaming and Information 
Assurance Readiness Assessments; NSA/CSS IG, ST-01-0002, 27 July 2001 

Summary. (U/f.f20UO) The mission of NSA's Red Team is to improve the 
operational readiness and defensive information operations (DIO) capabilities of 
DoD entities. The NSA DIO Red Team is a sophisticated interdisciplinary "opposing 
force" effort that uses active and passive capabilities to expose and exploit customer 
information operations (IO) vulnerabilities. The OIG reviewed activities conducted 
by the Agency's Red Teaming and Information Assurance (IA) Readiness 
Assessments organization and, overall, we found the organization to be control
conscious. Red Team managers and employees demonstrate a positive attitude 
toward internal controls. Red Team program authorities are well documented in 
laws and regulations, except for the need to: (1) update and review applicable 
Agency directives and regulations; (2) standardize Red Team operational 
documentation and procedures; and (3) document, file, and centralize all Red Team 
operations and the authorizations to conduct them. 

Management Action. (UHPOUO' Management, in consultation with the 
Associate General Counsel for Information Systems Security, concurred with all 
recommendations and agreed to update and finalize policy and procedures at the 
Information Assurance Directorate signature level. Management also agreed to 
update Red Team standard operating procedures, and the Office of Policy will 
update Agency directives and regulations to reflect the most current DCI and DoD 
guidance for IO related activities. Red Team management is currently instituting 
procedures to ensure their personnel are made aware of the legal protocols related to 
Red Team operations; write detailed written procedures for describing, documenting, 
and obtaining approvals to conduct Red Teaming; and standardize procedures for 
conducting and documenting intelligence oversight training. 

Overall Report Classification: (U) S:80R:8'P/lOO:PtHP'l4'/~,0POfil, 

q. (U) GPRA Related Activities at NSA/CSS; NSA/CSS IG, IN-00-0001, 6 August 2001 

Summary. (~e Government Performance and Results Act 
(GPRA) was enacted in 1993 to increase federal program effectiveness and 
accountability by focusing on program results, service quality, and customer 
satisfaction. Although not legally binding on NSA, GPRA prescribes planning, goal 
setting, and performance measuring processes that are in line with what the Agency 
needs to do to achieve transformation. The OIG conducted a special study to update 
a 1999 OIG survey regarding the extent to which NSA had adopted key aspects of 
GPRA. The latest study found Agency-level Strategic and Business Plans are in 
place, but there is no regular schedule to review/update existing plans and develop 
future plans; progress is evident in setting and managing by performance objectives, 

CO~ff'IBENH:ALHX:1 
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COf\'f'fDEN'IY~LlfX1. 

but there is no process to ensure that senior officials' performance plans and 
contracts contain measurable goals linked to the Agency's Strategic and Business 
Plans. The Agency is collecting and relying on performance data more efficiently
and to a greater degree-than in 1999, but Agency leadership has not articulated 
exactly what performance information it needs for decision making. 

Management Action. (U) The Chief Financial Manager and Office of 
Executive Programs concurred with all recommendations and agreed to implement a 
planning calendar, ensure that senior contracts link to Agency-level objectives, and 
to facilitate a process whereby NSA leadership identifies the performance metrics 
needed to run the Agency. 

Overall Report Classification: (U) UNCLASSIFIEDi/POft O!PP!CfitL 
UBE Olitl:.¥ I (b} (3) -P.L. 86-361 

. 
(U) Evaluation of the Assessment of NSA/CSS Information Systems Security; • 
NSA/CSS IG, AU-01-0010, 10 August 2001 • 

Summary. (U//fi'OUO, Last October, the President signed into law the : 
Government Information Security Reform Act (GISRA). The law requires each· 
Federal agency to provide assurances that its systems and applications operat.; 
effectively and provide appropriate confidentiality, integrity, and availability. :An 
audit found that in the area of physical and ersonnel securit com liance wi 
information securit olicies is ve strict. 

Overall Report Classification: (U) GOHF1D8ffi:AL 

Jl (U) Conflict of Interest, NSA/CSS IG, IV-00-0046, 10 April 2001 

Summary. (U) An OIG investigation found that an Agency senior official 
attended, as a part-time contractor employee, a meeting with NSA officials at which 
his industry employer initiated a discussion ofNSA funding for a potential contract. 
In addition, the senior official subsequently telephoned one of the Agency 
representatives present at the meeting to inquire about the Agency's decision in the 
matter involving his part-time employer. Although the investigation found that the 

CONRDElfflAVOO 
6 



Doc ID: 6723040 

senior official did not actually "represent" his company to the government, it was 
concluded that the senior official created the appearance of doing so. A verbal 
counseling was administered. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OWJGMf. 
U•f!JOHUI 

/1 · (U) Preferential Treatment and Personal Services Issues, NSA/CSS IG, 
IV-00-0055, 15 June 2001 

Summary. (U) An OIG investigation found that an Agency senior official 
displayed a preference for the services of two specific contractor employees by 
moving an Agency support contract to whatever company employed these 
employees. This was done with no effort to obtain their services competitively or by 
allowing the contractor to substitute other personnel. Additionally, the 
investigation found that the senior official and his assistant treated the contract as 
if it were a personal services contract by exercising relatively continuous 
supervision and control over the two contractor employees throughout their tenure 
in the office. Through coordination with the senior official and his assistant, the 
contractor employees in question were able to remain working on contracts under 
the senior official's purview over the course of employment with three different 
companies. The senior official was given a verbal reprimand, while adverse action 
on his assistant is pending. 

Overall Report Classification. (U) UNCLASSIFIED//FOR OFFlCI.A.t. 
USE O:PibY 

/3. (U) Misuse of Government Travel Card and Forgery of Officlal Documents, 
NSA/CSS IG, IV-00-0054, 13 August 2001 

Summary. (U) An OIG investigation found that an Agency employee misused 
his Government Travel Card during an extended TDY to Fort Belvoir. During the 
course of the 14-week TDY, the employee used the card to charge meals for himself 
and his family outside the TDY area ($212. 73), for unauthorized gasoline purchases 
($901.40), and unauthorized purchases from local retail stores ($671.93). Also 
during the course of the TDY, the employee filed interim RTAs in which he 
requested reimbursement for unauthorized POV miles, totaling $1407.76. The 
investigation also found that the employee forged the signature of his approving 
official on each of the four RTAs he submitted for estimated and reimbursable 
expenses. The Report of Investigation has been forwarded to Employee Relations 
and administrative action is pending. 

Overall Report Classification. (U} CONP'ft)ENTIKL 

CONl'IBENFiitb\'X1 · 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

FOR THE PERIOD October 1, 2001 THROUGH March 31, 2002 

(U) Integrated Financial Management System; NSA/CSS IG, AU-01-0003, 4 October 2001 

Summary. (U) One of the Director's initiatives under the 100 Days of Change_ 
was to transform the Agency's financial mana_gement processes and systems. In 
1999, the Director hired a Chief Financial Manager (CFM) from private industry to • 
lead the Agency's financial management transformation. An NSA/CSS Office.of the• 
Inspector General (OIG) audit found problems in two areas: (1) NSA does not have a 
documented plan, as required by DoD and Office of Management and Budget 

•··· ,~~,-,,•T••·'.'"'guidance, .for its·fi.nancial management transformation and (2) NSA has not 
. established an organizational struct.ure to oversee and manage its business systems;. 

e.g"J ·budget and finan~e, supply chain management, human resources, acquisition, · · 
and property systems. 

Management Action. -(U) The CFM agreed with the audit recommendations 
to: (1) develop a corporate strategy and plan for transforming its financial 
·management systems and (2) establish a central organization to oversee the 
integration and configuration management for ·a single, integrated financial 

. management system .(including all business systems). These actions were 
progressing until the DoD decided to implement its Enterprise-wide effort to 
standardize and improve their many financial management systems. Current DoD '. 
timelines calf for architecture development by second quarter FY03 followed by · 
solution deployment in the third quarter ofFY05. 

Overall Report Classification: (U) UNCLASSIFIED/fPOft OFFtetm:.. 
UBEOHUf 

(Uh'FOUO• Bad Aibling Station Mission Transfer; NSA/CSS IG, INSCOM IG, AIA IG,. 
NSG IG, JT-01-0005, 30 October 2001 

Summary. ~ The purpose of this joint inspection was two o d - to v · that 
procedures were in place to ensure a ~eamless transfer of the 
mission from Bad Aibling Station (BAS) to the Medina Region-..~e-cu---i,.,..y""""p_e_r~ations 
Center (MRSOC), and to account for the cessation and mitigation pr~sses 

8ECRB'Ff0f1. 
1 

D~RIVED FROM: NSA/CSSM 123-2 
DATED: 24 February:1998 
DECLASSIFY ON:~ 

{b) ( 1) 
(bl (3) -so use 3024 (i) 

(b} (3)-P.L. 86-36 



(b) ( 1) 
DocID:6723[)3(-bJ (3)-50 use 3024(il 

(b) (3)-P.L. 86-36 ~ECIHJ'Ph'X1 
. ' ' .. 

associated ~ith the closur:·of ~-: Th4 ltransfer is on track, but 
some serious problems need ~solution. Tfiese•incl.ude: shortfalls in the training of 
linguists for MRSOC positions~ systems administrati0a a d technical su ort 
manning shortfalls; and uncleaP lines of responsibility fo 
collection equipment. Shortly after this inspection conclu...,.e ... ,""""' .. e_c..,...o-su_r_e_o_""AS 
was postponed to September 20041 Thus, some of the findings of this report must be 
viewed in a different light. • • 

. • 

Management Action. ~ Management should develop their strategy for 
Signals Intellii:ence development in th~pglit-B.IIS ~1- Army's Intelligence and 
Security Command needs to develop it ... ____ ""!' __ .,._ raining pipeline, and 
additional IT/system administration resources must e provided to the MRSOC. · 

Overan Report Classification: (U) Br¼ORi3'f/l()OfvH:U'P 
. ,) 

(l)) 1n.t43grated Log_istics Management System; NSA/CSS IG, AU-01-0002, 11 Oecember 2001 

. S_ummary: (U) The Agency's Supply Chain Management (SCM) process 
manages the flow of materiel and related information· between customer and 

. supplier. The audit objectives were to determine whether the Agency is moving • 
toward a centralized logistics process and if plans for the Agency's financial. 
management system (FMS) take into account the need to integrate and have 
interoperability with the automated SCM system that must feed into it. An OIG 
audit found that NSA does not have a written plan to ensure that the SCM Sys~m 
is integrated and interoperable with the Agency FMS currently in development. The 
audit was unable to determine the accuracy of actual cost reductions and avoidances 
attributed to the new SCM process. However, the auditors found the methodology 
employed to establish cost baselines to be acceptable and consistent. 

Management Action. (U) The Chief Financial Manager (CFM) agreed witJ;i 
the audit recommendation that the FMS integrator should evaluate the SCM system 
to ascertain whether it can be integrated into the new FMS or whether it should be 
replaced. 

/Overall Report Classification: (U) UNCLASSIFIEDIWOQ OFFICIAi. 
US'BOHU{ 

(U) Office of Russia; NSA/CSS IG, IN-01-0010, 13 December 2001 

Summary. (U) The Office of Russia provides intelligence gained from Russian 
communications. An inspection found that missions, roles, and authorities ofthe 

J ldi~sions ar~ not clearly delineated, ~nd office le~el m~n~gement 
. has not resolved a sen.ous conflict between the two that interferes with m1ss1on 
'accomplishment. The organization's work force does not feel well informed about the . 

(b) (3)-P.L. 86-361 
SECRE'FHX1 
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Agency, the Signals Intellig;:tJ.ce Directorate, or the organization's Transformation 
efforts. • . 

: Management Action. (U) M~agement concurred with all recommendations 
and will act to clearly delineate roles, •responsibilities, expectations, and authorities; 
resotve the internal conflict between th~ ldivisions; and develop 
and implement a strategy to make Transfonnation relevant to all levels of the 
orgaiiization's work force . . 

· Overall Report Classification: (U) 'fOP 3'.BCft"E'fh'COMfN'f 

(U) Strategic Assessment of Intelligence Oversight; NSA/CSS IG, ST-00-0001, 
14 0)3cember 2001 

: Summary. (U) In order to protect the rights of tJ.S. persons during the · 
cond~ct ofNSA's missions, DoD Regulation 5240.1-R, and NSA/CSS Directiye 10-30 
require NSA, through intelligence oversight awareness training, to familiarize its 
personnel with Executive Order 12333 - the Intelligence Community's charter - and 
the l~ws, directives, and regulations that implement it. In response to ongoing · · 
conc;rns about the consistency and adequacy of intelligence oversight (I/O) 
awareness at the Agency, the OIG conducted a comprehensive study of this issue. 
The results indicated broad non-compliance with DoD and Agency requirements for 
proy(ding I/O awareness training, which was nonexistent or inadequate in 

·I lofthe organizations we reviewed. Fortunately, although training has not 
been up to par, the Agency has many other controls and procedures in place to 

. ens:ure that the rights of U.S. persons are protected. 

Management Action. (U) Management agreed to implement our 
recommendations, including production of a videotaped version of basic I/O 
awareness training, development of tailored I/O training for high-risk organizations, 
and revision of NSA/CSS Directive 10-30 with more detailed guidance about I/O 
training and quarterly reporting requirements. Additionally, management is 
providing interim I/O awareness training programs that meet minimum DoD 
requirements. 

Overall Report Classification: (UJ TOP ~!!:Cft'E1YICOMiM'f 

(U) Advisory of Information Technology Outsourcing; NSA/CSS IG, ST-01-0004, 
16 January 2002 

Summary. (U) Based on lessons learned by other public and private sector 
organizations that outsourced Information Technology (IT) service~, the OIG 
concluded that success is closely tied to: strong management commitment; well-

SE€M!ETA'K1 
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documented planning; experience with performance based contracting (PBC); 
effective service level agreements (Si.As); and contract monitoring aimed at 
continuous improvement rather than compliance. An OIG study indicated that 
GROUNDBREAKER (GB) is likely to experience many of the aforementioned 
obstacles. Applying the lessons learned in the study to the GB transition 
environment, the OIG concluded that succes~ probably hinges on: demonstrable 

. I . 

commitment to GB success by top-level management; documented transition and 
implementation plans; SLAs that accurately reflect customer expectations; 
appropriate metrics; and performance standards. For the long term, the Agency 
needs to develop training in ~11-aspects 9f PBC: writing performance objectives and 
measures; learning·new contract monito~g techniques; and using incentives to 
optimize performance. 

. ' . . . . ' 

Ov_erall Report Classification: (U) UNCLASSIFlED//POtt OFFtCIAh 
UEEONI:..¥ 

:(U).Fo~Gordon _Regional Security Operations Center (GRSOC); NSAICSS IG, 
INSCOM IG, AIA IG, NSG IG, JT--01-0003, 24 January 2002 . 

Summary. (U) A joint inspection found the command climate to be excellent, 
and the work force is_ dedicated .and professional. However~ the GRSOC is stretched 
thin, almost to the breaking point, by a growing mission and continual shortages of 
experienced personnel. The inspection also included the effectiveness of the Joint- . 
like Testbed initiatives: the Common Workforce Training and Executive Training 
Council have had a positive impact and are highly effecti:ve; the Combatant 
Cryptologic Support Center ;has improved national-tactical partnering, but needs 
increased resources to reach full effectiyeness. The Joint Rating Scheme was 
assessed to be effective with the Regional Security Operations Center Commander 
rating the local Service _Cryptologic Element unit commanders but having minimal 
positive impact when extended throughout the junior ranks. The Joint Jl 
Organization Testbed was effective but requires further evaluation followi:q.g 
planned changes in functions. 

Management Action. (U) Headquarters management should give immediate 
attention to three areas affecting the GRSOC: mission overload, manpower, and the 
requirements process. DIRgram-212 of7 December 2001 implemented the Joint IG 
recommendations on the Joint-like Testbed initiatives. 

Overall Report Classification: (U) ~i:CRj;'WJCOJ.\UbIT 

BECRErNXf. 
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(U) Special Study on NSA Support to Law Enforcement; NSA/CSS IG, ST-02-0001, 
7 March 2002 

Summary. (U) In January 2002, the Intelligence Community Inspector 
General (IG) Forum undertook a project to identify the support to law enforcement 
provided by each member's agency. The impetus for the project was twofold: (1) in 
response to a desire, expressed by the Congress and others, to increase in.formation 
sharing between the intelligence and law enforcement communities and (2) in 
anticipation of possible future taskings related to events from 11 September 2001 

. from the Congress regarding this. issue. As NSA's contribution to this project, the 
NSA OIG solicited input from its Directorates and Associate Directorates based on · 
their interaction with the law enforcement community·. This and other information. 
was used in the compilation of a special study regarding NSA's support to law · 
enforc~m~nt. Th_is study foundthat NSA interacts with·a broad spectrum of law 
enforcement entities, including organizations within the· Departments of Justice, 
Treasury, and Transportation; the military law enforcement community; and local 

. and-s.t,at~:police,departments. Under Executive Order 12333 and National Security 
Directive 42, NSA interacts with law enforcement in the course of conducting 
Signals Intelligence, Information Assurance, Security, and Education and Trafoing 
missions, and by providing assistance in the form of knowledge, equipment, and · ·. 
personnel. · 

Overall Repc;,rt Classification: (U) 'fOP 013Cftl3'f>'ICO~fflff/11(OFORM 

(U) Offic~ of Foreign Relations; NSA/CSS IG, IN-01-0005, 15 March 2002 

Summary. ~As part of the Agency's transformation, the Director charged 
NSA's I;)irector of ;Foreign Relatjons with "orchestrating and improving all of our 
foreign relationship activities,' processes, and decisions." The OIG evaluated the 
Office of Foreign Relations (OFR) for effectiveness and efficiency, as well as the 
degree to which transformation is taking hold within the organization and 
associated foreign relations activities. Findings of the inspection include the 
following: there is a need for an up-to-date charter that defines the current roles 
and responsibilities of all Agency organizations involved in foreign relations; the 

J brogram budget ~xecution and accommodation purchase fynction, .· 
. inadequately retained in the Agency reorganization, needs to be reconstituted and; 
: a decision-making process for SIGINT foreign relations initiatives-including an 
: expeditious approval process and a formal risk management component-is needed. 

Management Action. ffl, Management has already completed several 
: actions; however, some recommendations require "cooperative actions." For these, 
: the OFR was designated as the lead, responsible for a consolidated OFR/SIGINT 
: Directorate (SID)/lnformation Assurance Directorate (IAD) response. OFR and IAD 

(b) (3)-P.L. 86-36 
g,l]Cll.£TN1f1 
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. . 
concurred in tJ octi1Wa ;e si:D.:pirector non-concurred in the recommendation 
related to the · Program 'budget execution and accommodation purchase 
function. We ave reques-ted that the ·r,irector, NSA clarify to the Director of . 
Foreign Relations and thiSID Di~ector th~."model" for the corporate Foreign 
Relations Program, and direct them to address.the issues raised. 

. . . . 
Overall Report Cla,sification: (U) 'fOP BEeitij'f/lOOMIN'f . 

(U) Continuity of Operatioris and Contingency Planning fQ;( I 
· NSA/CSS IG, AU-02-0002, 'ZJ March 2002 . ·. . • ------------

Summary. fs, In response to the terrorist attacks of 11 September 2001, the 
Deputy Dir~ctor, NSA estaElished a Mission Assurance Task Force (MATF). The 
audit found that the. MATF'liad develooed a three-phase stratern I . 

. 
Management Action. ~U) The CIO agreed with our recommendation to revise : . 

NSA Regulation 25-1 and to d:velop a Mission Assurance Policy bf mid-summer. . · 

Overall Report Cla·ssification: (U) 'fOF SBCRB'i?',SOO~IM'f: 

(U) Continuity of Operations -} _______ I NSA/CSS IG, A~-02-0004, 27 March:2002 _________________________ ........, ______ . 
· Summarv.-tBtl 

~sl!'CR.i+'.'W 
6 (b) (1) 

. . . . . . . . . . . . . . . . . . . . : 
·: 
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Management Action. (U) Management concurred with all recommendations 
to revise and test the EAP; establish emergency destruction procedures and 
capability; and establish accountability for mitigating any risks anq. vulnerabilities 
identified in ARM recommendations. 

Overall Report Classification: (U) SEC1Qs'fl/COMl~t1' 

(U) Review of Transformation Progress in the Signals lnteHigence Directorate; 
NSA/CSS IG, IN-01-0011, 29 March 2002 

Summary. (U) An OIG re.view of the progress in transforming the Signals 
Intelligence•Directorate (SID) found SID to be a.bout at the 1-year mark of a 5-year 

r 

. transition, despite the exigencies of responding to 11 September. Strategic direction 
.. , ".for key business lines. is set,:with customer-focused initiatives underway and· 

technological innovations for reporters and analysts under development or _comµig. . 
on line. Nevertheless, we noted the following concerns: SID leadership focus was 
more tactical than strategic at the time of the review, and. the control environment 
in place to guide transformation was inadequate - there are few schedules that 

/ 

· articulate next steps, milestones are non-existent; and senior managers were not 
sure of their next deliverables in support of transformation. The report recommends 
a planning process that sets strategic direction for the SiD and establishes action 
plans with milestones'. SID lead~rship also needs to clarify roles, responsibilities, 
processes; and decisiop.-making authorities for key executives with key 
transformation responsibilities. 

Management Action. (U) SID leadership concurred with all recommendations 
and has resetits focus on the strategic aspects of transformation. Actions have been 
taken to.tighten the control environment and work is underway to define further 
measures to gauge progress towards SID goals in this area. 

Overall Report Classification: (U) ee,Ht'fflfflffiAL 

(U) Follow-up Inspection of the Overhead Collection Management Center.(OCMC); 
NSA/CSS IG, IN-02-0003, 28 March 2002 

Summary. (U)) The primary purpose of this follow-up to the FY 2000 
organizational inspection of the OCMC was to identify impediments to the 
implementation of the prior recommendation to "validate the role of a central 
tasking authority for overhead collection and write a charter detailing the updated 
authorities and responsibilities." A secondary goal was to determiD;e whether the 
overhead tasking process had benefited from the inspection's other 

SJi,Clfli'F/lX:1 
7 



Doc ID: 6723033 

recommendations. The follow-up found that progress on updating the charter is 
being impeded by uncertainty about the future of the SIGINT Overhead 
Requirements Subcommittee and the role of the SIGINT Committee in managing 
overhead collection activities. The follow-up also found that improvements in 
overhead tasking have resulted from the 2000 inspection. 

Management Action. (U) The follow-up found that the issues surfaced 
regarding the OCMC charter are well recognized and are being actively addressed by 
appropriate authorities. 

Overall.Report C.lassificatlon: (U) UNCLASSIFIED{/POR OFFiCfAL 
UBr1 OHV''l 

· (U) Inherently Governmental Functions and Contract Admi_nistration 
Improprieties; NSA/CSS IG, IV-00-0041, 11 · January 2002 · · 

.• ,S_ummary. (U)An OIG investigation found that·an Agency Program Manager 
and Contracting Officer's Representative (PM/COR) engaged in a series.of improper .. 
practices in violation of the Federal Acquisition Regulation .and Agency procurement 
policies, including making aseriei;; of unauthorized commitments; interfering with-:. 
contractor perforinance; and allowing a contractor employee to engage in inherently 
govern.mental functions. In addition, the PM/COR engaged in a pattern of 
harassment and intimidation of those who reported the contractor employee's 
improprieties to management o:r attempted to take corrective action themselves. . 
Management removed the individuals as the PM/COR and the Office of Employee 
Relations issued a written reprimand. The former PM/COR donated 24 hours of 
annual leave to the Leave Bank and agreed to prepare a research paper on the 
"Proper Management of Contracted Personnel." The Contracting Group is.reviewing 
the current contracts used by this program and has-indicated further action may be. 
forthcoming. 

Overall Report Classification. (U) OBORBff 

(U) Senior·Official Investigation; NSA/CSS IG, IV-02-0001, 24 January 2002 

· Summary. (U) An OIG investigation found that an Agency ·senior official 
used contractor employees as if they were personal staff and improperly 
administered the contract as a personal services contract. The contractor employees 
received routine direction and taskings from the senior official, including how the 
tasks were to be accomplished and the deadlines for accomplishing them, and 
reported directly to the senior official on the status of the tasks. The increased , 
reliance on the contractor employees by the senior official and other groups within 
NSA resulted in the scope and associated costs of the contract significantly 

€JECRl!fFffli1 
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expanding - from I ,~ ~~~8 tcj._ _____ ,~ of 31 October 2001. Prior to the 
OIG investigation, the senior official was unaware of the government rules 
regarding personal services contracts. We recommended t};lat the Senior Acquisition 
Executive take appropriate corrective actions to ensure that the current contract is 
administered properly. 

Overall Report Classification. (U) UNCLASSIFIEDI/POR OPPtCfAL 
UO~OHL'Y 

(U) Senior Official Investigation; NSA/CSS IG, IV-01-0047, 5 February 2002 

Summary. (U) An OIG investigation found that an Agency senior official, . 
who works part-time for an NSA contractor, represented this employer at a meeting . 
. with NSA representatives. Th~ purpose of the meeting was to discuss matters 

...... , ..... , .related to .a c~nt~act. with the Agency. We concludedthat he engaged. in p1.1tside 
· . employment activity that conflicte9- with his official duties .. This ~am~ senior 

official was investigated by the OIG a year earlier, and was found to have 
re.presented his contractor employer at a meeting-with NSA employee$. The 
Agency's Office of Employee Relations ~ubsequently counseled him concerning his · · 
responsibilities. In addition, after the first investigation, the senior official's NSA 
management advised the OIG that he would avoid any future contact with 
government employees while working in his capacity as a contractor. The senior 
official failed to adhere to this guidance. Administrative actions are pending. 

Overall Report Classification. (U) OBO~tp/iOO:PiHM'f 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

.FOR THE PERIOD April 1, 2002 THROUGH September 30, ...,......_ ____ _ 

P.L. 86-36 
.. , -( b_)_(_3 _) --P-. L-.-8-6--3-6-l 

(l.j) Menwith +iill Station; NSA/CSS IG, INSCOM IG, AIA IG, NSG IG, JT n>,,a,------
~ May 2002 •• • • • •• -: . . ._ . .. . ·.. 

. . . 
Summary. ts,-Ajoint team of inspectors fro.m tlie Service Cryptologic Elements . . . . . . . 

. . 
On the 

( os1 1ve s1 e, is. omg an ou s an ng JO o supportmg 
ldue to the coJlective efforts of the workforce. However, the Joint IG found that 

:NSA's Signals Intellig~nce Directorate needs to provide more definitive guidance and a rnnal architecture forl \ 

Management Action. (U) Since the inspection, Executive Agency responsibility 
has changed from Army INSCOM to Air Force AIA and the transition activities 
associated with this change are proceeding. 

Overall Report Classification: (U) 'fOP BECftr}'f>'/COMiM'ff/ 
COMf'2\:lt'fMENT~1' 

(U) Methodology for Certification and Accreditation and Risk Management;· NSA/CSS 
IG, ST-02-0012, 31 May 2002 

Summary. (U) This review describes the Certification, Accreditation, and Risk 
Management (CARM) methodology. It synthesizes extensive training, certification, 
and "hands-on" use of capability maturity models (CMMs), frameworks, and 
assessment methodologies dating back to 1991. The models and frameworks contain 
the essential elements of effective processes for numerous and varied disciplines. The 
CARM methodology was developed to (1) reduce the number of questions to a small set 
of"breakpoint" questions; (2) add structure to the team composition; and (3) facilitate 
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implementation of a quick but repeatable evaluation methodology. It is easy to 
learn and apply, and it produces reliable results .. Extensible by design, it can be 
used by a wide variety of organizations for different purposes. It is currently being 
considered for further development into an automated version and for use 
throughout the Intelligence and DoD communities to provide a standard and 
repeatable process to support annual assessments of national security systems and 
collateral systems by a variety of organizations. J (b) (3)-P~L. 

. . .. . 
(U) Personal Property Accountability; NSA/CSS IG, AU-02-0012, 13 JLniEt:a>o2 ; . .. . ,. . . .. : ,. 

• • • .- 1 
Summary. (Unt'OUo, After the annual mventory for ~000, th~-former : 

0 erations Directorate (now the SIGINT Directorate (SID)thad to •·· : 

---------------------~-· ____ ..,··- As a:result, :· 
the Director, NSA, asked the OIG to review SID's property accountability process -: 
and procedures. The audit found that SID's control environme:Qt°needed · . :: 
improvement, especially since SID manag_er~ ·are not ~ufficiently involved in the :: 
property accountability process, and system administrators oiten fail to report the :: 
movement ofinformation technology tlT) equipment. We also found that NSA 
needs to address three corporate'policy issues: conducting.ifnancial liabilit;,, 
investigations, assigning acct>untability for laptop inventeries, and including the 
Associate Directorate_(or'Security in the write-off proc!'fJS· · · 

.. 
Manageroeilt Action. (U~A¥ .... ~--==---------=-------=----------4 recommendations to improve controls _________________ _ 

I fThey also plan to institute policy to i.tt)prove the Agency's cont:tyl 
environment, such as assigning individual ~sibility for tracking property, : 
reporting losses, and acting on the results. L.,::_Jinancial liability investig~tions are: 
already underway. • ·. . : . . 

Overall Report Classification: (U) • iHYQRliQ? 
• 

. 
(U) Personnel Reliability Program;_NSA/CSS IG, AU-02-0001, 19 June 2002 . 

Summary. (UIWOU01 The Agency is not in full compliance with the DoD 
Nuclear Wea ons Personnel Reli~bilit Pro am (NWPRP) re uirements . 

.__ ___________ personnel performing NC2 duties must meet high 
standards of individual reliability. An audit found that the revised NSA Regulation 
30-24, Nuclear Weapon Personnel Reliability Program, does not incorporate the 
most recent DoD requirements, particularly formal designation of a Competent 
Medical Authority (CMA). This Program lacks some of the controls needed to 

5E61UifF~.l.:X1 
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~f!CfUJrh'Xl . . . . . . . . . 
. . . . . . .. .... 

I (b) (3)-P.L. 86-361 

. . . . . 
ensure that NWPR~-cert:ifretl"pe:r~onnel have met, and continue tr mlet, Don· 
reliabjlity•struidards. Program officials could only document that ercent of the 

Qmployees actually met all of the requirements for entering the NWPRP. 

Management Action. (U) Management concurred with our recommendations 
to amend NSA Regulation 30-24 to incorporate requirements for a designated CMA 
and training for program officials; develop standards for documenting key aspects of 
the NWPRP process; automate the program tracking system; and improve drug
testing procedures. Management has already implemented actions to address most 
of the recommendations. 

Overall Report Classification: (U) W)l'1Uilil1FllsW.Cf:OR OFFICIAis 
Wt.i7 ON!¥ 

(U) Service Level Support Agreements; NSNCSS IG, IN-02-0002, 11 ~uly 2002 

Summary. (U/IFOUO) Internal Service Level Agreements (SLAs) at NSA 
were intended to normalize the relationships between service providers and 
customers, especially those that were disrupted during the FY2001 Agency 
reorganization. At that time, many support functions were removed from the 
directorates and consolidated elsewhere. The "losing" mission organizations needed 
assurance that they would continue to receive these services. At the Director's 
request, the OIG reviewed the quality of finalized SLAs; determined the status of 
draft or unsigned SLAs; and evaluated a·ssociated processes atNSA. We found no 
formal (policy/directive) requirements to develop SLAs and no standards that 
service providers could use to write SLAs. As a result, most SLAs tracked by the 
Chief of Staff have not been finalized; those that were are of marginal quality and 
may not achieve their intended purpose. We also believe the number of SLAs to be 
excessive; many may be unnecessary. 

Management Action. (U) The Director has decided to retain the use of· 
SLAs. Management concurred with all aspects of our recommendation. The Chief of 
Staff will publish a policy and establish a program, including standards and 
guidelines written in layman's language, for drafting and evaluating such 
agreements. 

Overall Report Classification: (U) UNCLASSIFIEDHFOR O¥¥1C1 A I 
Ulai: ON! Y 
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(utfFOUO~ Aerospace Data Facility - Denver; NSA/CSS IG, INSCOM IG, :AIA IG, 
NSG IG, JT-02-0002, 16 July 2002 . 

Summary. m A joint team of inspectors from the SCEs and NSA conducted 
an inspection at the Aerospace Data Facility (ADF), Denver J., _________ __. 
The prima drivers for most of the findin s durin this "oint ins ection were the 
efforts to 

Considerable progress ---~-~---~~--------------\_ towards implementation has been made in the last year. owever, especially in the · 
areas of Command Topics, Mission Operations and MissioR Systems, previous 
Higher Headquarters principles regarding relationships, re1Dponsibilities, chain-of- · 
command and the resulting organizational structures are noJonger applicable. The • 
Joint IGs found that a comprehensive review of those principles of governance, 
specificall as the are a lied to leadershi structures and res onsibilities is 

. 
In the area of programs and resources, ADF managers are :to

""'e-c-om-p~1 .... m_e_n_t_e"'!!d-, -es_p_e""ciAHy fqr their efforts to consolidate human tesources· servi~e: 
for military and civilian personn~l·.. . . • •. ." : : 

Management Action. (U) Management ~oric\lrl'~d with the fincfirig&" and is · 
taking appropriate corrective action. · · · .. : :• 

Overall Report Classification: (U) 'FOP S:BOHET/ICQHIW'£11 
eor.1Pttft'FMBM'F~fl 

. . . . 
"l'--------... 

(b) (1) 

(b) (3)-P.L. 86-36 

(U) Followup Inspection of Defense Special Missile and Astronautics Center; 
NSA/CSS IG, IN,-02-0004, 19 July 2002 

Summary. (U) The OIG conducted a followup inspection of DEFSMAC and 
evaluated the outcome of management actions taken in response to four 
recommendations from our FY2000 inspection (IN-00-0009).This inspection found 
that major improvement has occurred in all four focus areas: updating the charter, 
authorities of the subcommittees, clarity of expectations, and morale of watch 
personnel. We also found that some military personnel in DEFSMAC believe 
civilian supervisors should not be part of the military performance rating process. 
The extent to which NSA supervisors--civilian or military-play in a member's 
evaluation varies from service to service. Consequently, DEFSMAC needs a policy 
regarding military performance evaluations that is applied uniformly throughout 
the Center and is consistent with local SCE policy and practice. 

Management Action. (U) Management concurred with the finding and action 
has already been completed. In conjunction with this matter, the inspectors 

~ECTfETNX:1 
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reviewed NSA Personnel Management Manual (PMM) 30-2, Chapter 235, 
Performance Reports and Counseling, dated 14 June 2001. We found that the PMM 
contains inaccurate data regarding evaluations of Navy enlisted personnel assigned 
to NSA. This issue is being addressed separately with the Office of Military 
Personnel. 

Overall_ Report Classification: (U) UNCLASSIFIED/WOR OFFICIAL 
U013 O:PUrY 

I (b) (3)-P.L. 86-361 . . . 

(4) NSA Cer~dcatibta 'Process; NSALG~~ !~, _AU-02-0003, 2 August 2002 . . " ... 
I • .. • • • • • • • • 

: Summary .. ~ This audit determined the degree to whicQm.ission.:. 
c~tical and :rtiission:essential Agency systems met specific DoD and DCI 
c~rtification reauirements.• ,. ,. . ,. .. . .. .. . .. .. . . . . .. .. . . .. .. . . . .. . . 
·: Management Action. (Ul/filOUO) Management agreed to issue a new NSA 
:Directive to resolve conflicting DoD and DCrguidance and to seek DoD and DCI 
·approval for it;) e. t I I · · I 

(b) ( l) 

. .. 
.. .. .. .. 
• 

Overall Report Classification: (U) 'POP SBOH;s'lz!JOOMIN'P 
(b) (3)-P.L. 86-36 

lU) Intelligence Oversight Review of the SIGINT Forensics laboratory; NSA/CSS 
~G. ST-02-0009, 26 June 2002 • • 

. 
: Summary. ('ffl At the request of the Deputy Director for Dat{l Acquisition 
· ost 11 Se tember 2001 the IG reviewed this hi h-risk operation,1.,_ _____ _ 
..,_ ___________________ The OIG found the Lab 

needs formal policies for providing technical assistance to external customers, 
including law enforcement agencies, and for SIGINT lead purposes; documented 
SOPs approved by senior management; and stronger internal controls for 
partitioning and reporting on incoming datasets. Other findings of this special 

BECRE'FHX1 
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~ECff.E'fl'IX1. I (b) (3)-P.L. 86-361 

•: . . 
study include the following: SID policy needs to reflect the Lal>'s ~volving 
mission-· conducting forensics anaiysis for SIGINT lead p~ose~.;--an~vide 
guidance on handling technical assistance to external agencies; an:d thel__jtaff 
needs to publish written procedures and to conduct a periodic inv:entory of physical 
media provided for forensics analysis. • • • : : 

Management Action. (U) The Signals Int~lligence Directo,rale agreed to all of 
the OIG findings and recommendations; corre~tive action is underway. : . . . . 

Overall Report Classification:.(•u) 'f'Of' SECftE'f/,'OOfwtff,'11 . . . 
. . 

(U) NSA's Senior Hire Progran\; NSA/CSS IG, ST-02-0010, 16·Au9JJst 2002 . . . . . 
Summary. (U/,'FOVd} This special study examined th~pro(!esses, practices 

and results ofNSA's initiatives to hire senior executives from·outstde of the Agency. 
The study coveredQenior executives who were hired durini the yeriod December 
1999 to June 2002. Patriotism, a strong support for NSA's mission; and a desire to 
contribute to transforming the Agency were reasons most fre,quently cited for 
accepting employment offers. The allure of working for NSA:outwclghed federal 
salary limitations for many of the newly hired senior executives. T)le study also 
found that Agency personnel at the front end of the hiring p,rocess :3-re doing an 
excellent job of helping new executives through recruitment; and security clearance 
processes. For logistical and cultural reasons however, the Agency <loes a poor job of 
welcoming and absorbing newly hired executives, especially those recruited for 
newly created assignments in support of transforming pr~esses having to do with 
the business of running the enterprise. Study results also prompt ~gency 
management to pay more attention to diversity as it conti!1ues to :qire senior 
executives. 

. . 
Management Action. (U) Agency leadership welcopied the J1!Sults of the 

study and commissioned a working group to address the ~mggested·improvements 
included in the study. · · 

. . 
Overall Report Classification. (U) UNCLASSIFI~D/IFOR O!'FlOUzL 

UOEJ O~iL•Y 

. . 
(U) Followup Inspection of the Time Sensitive and Fiflld Support:Division; 

NSA/CSS IG, IN-02-0006, 12 September 2002 

Summary. (U/IFOUO~ The primary purpose of this follow-up to the FY 2001 
organizational inspection of the Time Sensitive.and Field Support pivision was to 
evaluate why two recommendations regarding transitningl lreporting 
and analysis tools to run on th~._________ ad not been completed. Lack 

!JfCRf'fWxt 
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; . .. ... 
of progress regarding these recommendations resulted in the. CtiiJi IQ'.formation : • ·. 
Officer (CIO) granting a waiver to the Information Techncrlogy Infr~ructure 
Services OTIS) to permit the · · 

1 

.._ _________________ .,.. _______ ..... We found that 
1t e progress was ma eon t e recommen ations ecaus~ 1t was a."low priority for 

SID and ITIS management, there was 11· rack of financial resource~, and key 
personnel who had agreed to imple:o:rent the recommendations were reassigned due 

'to reorganizations or otherwise departed. We identified promising developments 
that indicate that the recommendations will be completed in the coming year. . . . 

Managemjnt :l~n. fSl-Funds amounting tol jhave been 
identified for the igration effort and are in the CBJB for FY 2003. Also, in 
June 2002 the SID Systems Engineering Office accepted responsibility, pending 
sufficient funding, for managing the overall migration program. As a result, the 
OIG has transferred action on the recommendations in question to the Signals 
Intelligence Architecture Office, which has accepted responsibility for the 
recommendations. · 

Overall Report Classification: (U) COMPl'BEM'ftirL 

(U)' Report on Government Information Security Reform; NSA/CSS IG, 
AU-02-0009, 12 September 2002 

(b) (1) 

(b) (3)-P.L. 86-36 

• I 
Summary. 'ffit'GISRA requires all government agencies to assess the • 

• I 
information security risk associated with their operations and assets; de1'ermine the 1 

level of security needed to mitigate that risk; and periodically test and EWaluate : 
security controls and techniques. All of these actions must be part of an agency- : 
wide security policy implemented throughout the organization and bac°ked up by the :ii 
trainin needed to su ort these activities. 

-------------------------~r--------· The OIG has the : 
~e_n_ea,:fi~t-o~f:"'!d:-e~tru-·~e"""'_o_w.,.1-e""'dg_e_o~f~N;o,S~A~':-s-i:I~T:-s-e_c_u_n'!":"· t-a-c~tI:-.v"'!"it":"'!i-es-an-~has done sufficient • 

audit work to formulate the opinion 

Overall Report Classification. (U) 'fOt' BECftE'fY/COMfH'fYIMOF'O~~ 

SECI+F/FIHLJ. . 
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(U) Followup Inspection of Menwith Hill Station; NSA/CSSJri AIA IG, INSCOM IG,: 
NSG IG, JT-.02-0005, 20 September 2002 • • • : · -. . . . 

Summary. (Uifi"C,tJC,, From I .:7 
.: (a joint ins~ction 

team revisited Menwith Hill Station to-assess progress-the Station is making in 
correcting problems found during the March 2002 Joint" IG Inspection in the 
Command Topics, Mission Systems; Communications".anti Computers, anli Base 
Operations areas. The Station's command climate has i:rp.proved slightly ~ince . 
March, but continued attention is needed. Inspectoi:s found that the 'victim . 
mentality' prevalent during the March inspectioo 'is abating. Morale is beginning tci 
improve despite the fact that the myriad of probfeinsfound in the quality:oflife . 
area remain unaddressed except for improvements noted in medical services. In thr 
area of Mission Systems, considerable progress.was noted in responding tt, findings· 
from the March inspection. Significant imprev.~menis were also found in · : 
information systems accreditation, developmf!nt of Jocal standard operati~g · 
procedures, preventative maintenance pr<>gJ;llms, ctnd within the ·: . 
Telecommunications Operations C~nter.•yhder Base ?perations, suffi~ieiit. : 
progress was found to warrant closmd , • fondmgs documented m this area : 
during the March 2002 inspection. Hciv~er, inspectors found that the St(l.tion's · 
plans for resolving most of the remai»il}g findings are contingent on the transfer of: 
the base operations support mission,l'rpm the Army to the Air Force and the : 
establishment of an Air Base Squad.rgn with commensurate levels of USAF services. 
Inspectors remain concerned that•· quality of life and morale will suffer further if : 
Station leadership does not aggressi~ely pursue interim fixes to the findings that · 
remain open in this area. • • 

Management Action. (U) Station management continues to work on 
resolving findings f~om the Ma!ch 2002 inspection. 

Overall Report Classification: (U) 'fOF SBCftB'f>'ICOMIM'f>'/ 
COMF:!rftTMENTED ' . 

(U) Kunia Regional Secutity Operations Center; NSA/CSS IG, INSCOM IG,:AIA IG, 
NSG IG, JT-02-000:r, 24,September 2002 

Summary .. ·. (Ufaouo~ A joint team of inspectors from the SCEs and NSA 
conducted an ins ecti n at the Kunia Regional Security Operations Center (KRSDC) 

.. 

from _____ ---'! The inspectors found a site successfully prosecuting a set of target~ 
that are very diverse, both technically and geographically; however, the team als found · 
some problems that are impacting the site's effectiveness. It was noted that abou 

L.----.1 dditionally, there are concerns about assigning personnel with the required 
skills, experience, and leadership to key positions. A rigorous qualific~tions-based 

€iECHETHJH 
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selection rocess is needed. 

. ere are two m mgs re ~e to Jomtness. e ....... ,_...,....., nee s to ma e more progress m 
:certain jointness issues rrlating to its JI and common workforce training, and the Central 
15ecurity Service needs !<> identify a more definitive end-state. Overall, the KRSOC is 
pest described as "con.solidated" rather than ''joint." More Senior Noncommissioned 
9fficer leadership is .needed on the watch floor, and most Operations sections are still 
~ervice-specific. • 

. 
Managem.ent Action. (U) Management concurred with the findings and is 

taking approp:r;iate corrective action. 
. . 
· Overan Report Classification: (U) 'fOP 8ECttE'f"h'COMfM'iYl 
~OMI\\R'PPtfE~iCFED 

(b) (3)-P.L. 86-361 

~ . 

(U) Allegati~n of Contract Fraud; NSA/CSS IG, IV-00-0032, 10 April 2002 . .. . . .. . 
•• Sul\1mary.: JU) An OIG Investigation .was _conducted into potential false 

claims by ,'8. c!ontraCwr for computer software, installation and training totaling 
I I wl}ich wE!t&never received by the Agency. The investigation found that 

an Agency employee r~erved and lost the software and was careless when he 
mistakenly a~thoriz~cf a I loayment for installation and training prior to those 
services being received. ·Additionally, the investigation found that the Agency 
employee failed to protect' Government property by not developing, implementing, 
and utilizing Jm effective p;oper.ty accountability system for the software under his . 
control -- res4lting in the loss'ofl lin software. Lastly, the investigation 
found the terms of the contracf:required installation of the software. The software 
was not instailed; there was no performance under the contract and no final 
acceptance of services and material-s. The Agency employee was given a verbal 
reprimand; a~d an action to termin~t~ the contract for default and recovery of 
approximatel)i IPaid on· behalf of three Federal Agencies, is pending 
against the contractor. 

. 
Over~II Report Classification. (U) UNCLASSFIEDhF OR OFFICIAL 

US:8 O~ihY • 

(U) Alleged Unauthorized Commitments; NSA/C~ IG, IV-01-0051, 19 August 2002 

Summary. (U) An OIG Investigation found that an Agency employee engaged 
in a series of unauthorized contractual commitments hY.knowin]ly directing a 
contractor to perform as a general contractor to procure I _in goods and 
services outside the scope of the contract. It was also found that the Agency 

BECR.E'Fl,9<1 
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9ECff.E'f,'fX1 ••· . ' ":· .. . . . . ·. . . . . . . .. 
employee failed to fulfill his assignet!"d~tie~ as the Cmilracting Officers 
Representative (COR) bl ~gni4iJ rec~1pti'•fo~ deliverie~s he did not ve~fy 
were received: sucp.ast lfor self defense classest..:.,__J for twenty 2-wey 
radios an~ lfor12 pair of O"ean Wave sunglasses.: The Agency employee also 
willfully submitted false docutnents intended to limit the CO's knowledge ofw:hat 
was actually acquired undpr"the contract for items such:as the unauthorized : 
installation of.aq ___ ~trailer and the unauthorized ~onstruction of anl .. ___ ... 
building. We recommended that: 1) action be taken agalnst the CO for his 
supervisory failures; 2) the Agency employee be perman~ntly barred from serving as 
a COR; and 3) additional action be taken to recove~ lfor unauthorized and 
unaccounted for purchases. Finally, the investigation revealed multiple indicators 
of fraud involving the contractor and possibly Government personnel. Evidence 
indicating false claims, false documents and conspiracy to defraud the Government 
was provided to the Defense Criminal Investigative Service (DCIS) for further 
investigation. The DCIS investigation is on-going. 

Overall Report Classification: (U) 8:BOR:f3'EYICOMtHT 

SECRE'PNX1. 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

FOR THE PERIOD October 1, 2002 THROUGH March 31, 2003 

(U) Competition in Contracting; NSA/CSS IG, AU-02-0010, 18 October 2002 

Summary. (U) The Competition in Contracting Act (CICA) requires full and open 
competition, to the maximum extent possible, for all federal procurements. To this 
end, the Senior Acquisition Executive set a goal of competing 80 percent of Agency 
contracts for FY2001. This audit found that controls over the award of sole-source 
contract actions were strong, but the categorization of GOmpetitive and non-competitive 
awards needed improvement. After reviewing all awards of $1 million or more, we 
concluded that Agency metrics for FY2001 overstated the extent to which contracts 
were competed by about 7% of the number of contracts and about 14% of their dollar 
value. We attributed the overstatement to deficiencies in three areas: training, 
automated controls to prevent erroneous data entries, and quality assurance. 

Management Action. (U) The J lhas initiated actions to · 
improve the accuracy and reliability of data and metrics regarding procurement 
actions. Statistics regarding competition will be changed to reflect the most recent 
Defense Federal Acquisition Regulatzion Supplement guidance. 

Overall Report Classificatioa: (U) COMFiDEH'fll:A-1:. 

(U) National SIGINT Collection Center; NSA/CSS IG, INSCOM IG, AIA IG, NSG IG,· 
JT-02-0004, 23 October 2002 · 

. 
Summary. (U) This joint irt~pection found the command climate in the National 

SIGINT Collection Center (NSCC),to be poor. I I 

. . 
. . . . . , 

. . .. 
•• 

.--(b_)_(_3_) -_ P-.-L-.-8 6---3-6-if 
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Management Action. (U) Management concurred with the findings and is 
taking appropriate corrective action. 

Overall Report Classification: (U) 'POP S:BOft-E'Pl,'00MlH'P J {b) (3)-P.L. 86-361 

(U) Information Operations Technology Center; NSA/CSS IG, IN-02-0004, 
9 December 2002 .. 

- . 
Summary. (Ul/¥0UO) The Information Operations Technology ~nter (IOTC) is". 

a joint DoD and Intelligence Community organization. Our inspection found that, on · 
the whole, A enc su ort to the IOTC is im roving 

for this high-priority external customer. We also found that the Information A~surance 
Directorate (IAD) at NSA needs a more productive relationship with the IOTC. NSA 
is doin an ade uate ·ob of rovidin enablin and administrative su port to the IOTC, 

Management Action. (U/IPOUOJ SID officials have agreed to establish 
policies and procedures to ensure appropriate collaboration between SID and IOTC 
managers, along with a plan to give authorized external customers better access to 
information. In addition, the IAD has assigned an account manager to the IOTC to 
strengthen the relationship, and acquisition officials are working to determine the 
necessary level of support. 

Overall Report Classification: (U) S:BCft:B'f/,'00ftHU'f/ffiOt10HN 

(U) Acquisition Reform Initiatives; NSA/CSS IG, AU-_02-0006, 27 January 2003 

Summary. tffl-As part of the FY2002 planning process, NSA's then Senior 
Acquisition Executive (SAE) asked the OIG to review two acquisition reform 
initiatives: the appointment of acquisition program managers (APMs) and full 
implementation of the Defense Acquisition Workforce Improvement Act (DAWIA). A 
particular focus was the effectiveness of AP_Ms in executing th~ ~n 
supplemental counterterrorism (CT) funds that NSA received after 11 September. Our 
review found that APMs are doing a good job with supplemental funds but are impeded 
by resource shortfalls.I ' l 

I \I 
Management Action. (U) We discussed these issues witb. the new SAE who:: 

is committed to acquisition process and workforce improvement. His organization is, 
working with Agency leadership to identify the funds and staff:11,ecessary to carry :: 

SECHEU(X1 
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{b) (3)-P.L. 86-36 

.. , 
I 
I 



Doc ID: 6723032 

SECRE'flfX1 

out its mission. They also have drafted a revised DAWIA regulation that requires 
DA WIA position audits, a workforce plan, and performance metrics. 

Overall Report Classification: (U) TOP ~EettETtteOMtHT 

(U) Advanced Research and Development Activity; NSA/CSS IG, AU-02-0008, 
13 February 2003 

Summary. (Uli'FOUO~ The Advanced Research and Development Activity 
(ARDA) was created in FY1999 and placed under NSA management to give the 
Intelligence Community a world-class research facility focused on operational 
problems involving information technology. With ARDA's budget slated to double in 
FY2003, the OIG conducted an audit to evaluate ARDA's stewardship of these 
funds. Our review found that ARDA has made admirable.progress since its 
inception but must improve program management in order to achieve the results 
envisioned by the Director for Central Intelligence. Specifically, ARDA is not 
adequately staffed to direct and oversee its complex portfolio of programs; while 
interacting closely with the DCI, ARDA does not have a formal process to link its 
activities to the Defense Science and Technology Strategy; and ARDA does not have 
a written policy promoting use of a competitive, merit-ba~ed process for awarding 
funds. 

Management Action. (U) Management agreed with the audit 
recommendations to determine appropriate program staffing through a study and 
establish an oversight board to review the direction and quality of ARDA's research 
program. The ARDA Director also plans to enhance measurements of program 
progress and effectiveness and has already developed a written policy promoting a 
competitive, merit-based process for awarding funds. 

Overall Report Classification: (U) 'fOP Sl3OH.l34'1/GO~U~F1:' 

(U) Threat Analysis Division of the National Security Incident Response Center; 
NSA/CSS IG, JT-03-0001, 24 March 2003 

Summary. (UIIPOUO~ The Threat Analysis Division of the National 
Security Incident Respo~se Center produces all-source intelligence analyses of 
adversarial threats to vital U.S. information networks. Its primary customers are 
tactical military users. Our organizational inspection found that this is a well
managed organization with high morale and an enviable record of customer 

i f: c ion. At h time of our ins ection the contractor for an anal sis effort 

(b) (3)-P.L. 86-361 
SECRETHJfl 
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In · ---------------------------- . addition, customer satisfaction levels-already very.h.i"gh----could be optimized by 
systematically collecting and analyzing customer.feedback. · 

• 
Management Action. (U/fFOUO) s·nce the ublication of the draft 

ms ection re ort 
The Information Assurance Directorate ---------------recent y contracte or a strategic reassessment of the division's approach to threat 

analysis in light of emerging threats to information systems. 

Overall Report Classification: (U) UNCLASSIFIED,'lflOR OFFiOit.,..1L...__U_S...,E ____ _ 
ONLY (b) ( 1) 

(b) (3)-P.L. 86-36 

(U//P'OUO) RAINFALL; NSA/CSS IG, INSCOM IG, AIA IG, NSG IG, JT-o~:0001, 
25 March 2003 

. . . . . . . . . . . . 
Summary. te7 This joint inspection found a site that was suecessfully executinf 

its mission:I 

~~---"!""'!"! __________________ t the Application of 
Dislocation Allowance was not consistent among the U.S. military services at the site -
a repeat finding from our 2000 joint inspection. 

Management Action. (U) Management concurred with the findings and is 
taking appropriate corrective action. 

Overall Report Classification: (U) 'fOP BECRi3'f/fCOi'¥HH'tYff~LEH'f 
UB'YiIOLE 

(U) Morale, Welfare, and Recreation Fund at Menwith Hill Station; NSA/CSS IG, 
AU-02-0013, 31 March 2003 

Summary. (U) Morale, welfare, and recreation (MWR) programs help 
maintain mission readiness and productivity and build a strong sense of military 
community. However, the March 2002 Joint Inspectors General report on Menwith 
Hill Station (MHS) found that the site's underfunded MWR programs were a major 
source of dissatisfaction, contributing to serious morale problems. Our audit of 
MWR operations found that the lack of a central accounting system makes it 
impossible to determine if the level of appropriated fund (APF) support coin plied 
with DoD standards, but we estimate that it fell well short of the standard, 
particularly for Category C (revenue-generating) activities. Better internal controls 

SECRETHX1 
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are needed in three areas, along with regular audit coverage of the MWR fund and, 
a formal long-range plan for renovations and repairs to MWR facilities. 

Management Action. (U) We recommended that the Chief Financial Manager 
and the MHS Commander find ways to ensure that APF support to MWR activities 
at the site meets DoD standards. Additionally, we recommended a central 
accounting system that tracks all APF support to MWR activities, along with better 
internal controls. 

Overall Report Classification: (U) UNCLASSIFIED.I/FOR OEElCIAI IISE 
ONb-Y 

(U/fFOUo, N$A Travel Card Investigation; IV-02-0043, 31 October 2002 

Summary. (U/WOUO' An OIG investigation found that an NSA civilian failed 
to follow Code of Federal Regulations and Agency guidance by using his Government 
Travel Card (GTC) for personal purposes. From July 2001 through July 2002, the 
employee misused his GTC to obtain 98 cash advances totaling $30,230 for personal 
purposes unrelated to official travel-related expenses. The investigation also found 
that the employee was delinquent on payment ofthe GTC balance. The balance has 
since been satisfied and administrative actions are pending. 

Overall Report Classification: (U) SBOHls'W,QH 

(U/fFOUO) NSA Travel Card Investigation; IV-02-0035, 01 November 2002 

Summary. (U/IFOUO~ An OIG investigation found that an NSA civilian 
employee was unable to pay her Government Travel Card (GTC) bill because she used 
her TDY advances for family dining and entertainment expenses while she was 
betwe.en. PCS assignments. In an attempt to keep a zero balance on her GTC, replace 
shortages in her checking account, and. hide her financial irresponsibility from her 
husband, she obtained a pre-PCS advance and began taking unauthorized cash 
advances with her Government Travel Card. When confronted with a 60-day 
delinquency on her GTC, she secured a loan from her Thrift Savings Plan account and 
paid her GTC balance in full. Her GTC has been suspended. The employee was also 
suspended from duty for three days and has agreed to undergo financial and other 
counseling for a period of one year. . 

Overall Report Classiflcation: (U) TOP "ECftE'iY/COMIH'f. 

SECfUJrHXl 
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(UHFOUO) NSA Contractor Labor Hour Investigation; IV-02-0021, 8 November 2002 

Summary. {U/IPOUO) An OIG investigation into a complaint that an Agency 
contractor employee was claiming hours in excess of what he was actually working 
revealed that over the course of three years, NSA was improperly charged for 857 
labor hours, amounting td I There was insufficient evidence to prove that 
the company knowingly presen~d a false claim to the government in this case. The 
company has agreed to repay the agency for the hours and the employee in question 
was terminated. The case was ref~rred to the Defense Criminal Investigative 
Service {DCIS) for consideration:of criminal charges against the former contractor 
employee. 

Overall Report Classification: {U) UNCLASSIFIEDI.L.FOH OF:FlCk'.tL US~ 
OHLY 

(b) (3)-P.L. 86-361 
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(U) SEMIANNUAL REPORT TO THE CONGRESS 

(b) (1) 

(b) (3)-P.L. 86-36 
For the Period April 1, 2003 Through September 30, 2003 

. . 
; (UHFOUO) Survey of Cryptologic Services Group, Naval Air Station, Key West, FL; 
~ NSA/CSS IG, ST-03-0011, 22 May 2003 . . 
. · Summary.~I 

I 
I 

Management Action. ~ Management concurred in all recommendations. The 

Overall Report Classification .• 55) IIIIR• •;:;:001 HJfJf;'TlllsDlfJ U:Eil'iH0tsB,';'Jh 

(U) Followup Report on the NSA/CSS Operations Security Program; NSA/CSS IG, 
ST-03-0001, 27May 2003 . 

Summary. (U) Our followup review focused on NSA's implementation of its 
Operations Security (OPSEC) Program, per DoD Directive 5205.2, The DoD OPSEC 
Program. Specifically, we determined the status of the proposal to reestablish the 
Agency's internal OPSEC program under the NSA Counterintelligence Center (NSACC) 
and the revision of NSA's two OPSEC policies. We found that reestablishment of the 
Agency's OPSEC Program and the revision of NSA/CSS Directive 120-01, NSA/CSS 
Operations Security Program, had stalled. The revision of NSA/CSS Directive 120-03, 

National OPSEC Program, to be issued as NSA/CSS Policy No. 3-6, was in the final 
stages of coordination. 

Management Action. (U)In August 2002, the Director, NSA/Chief, CSS 
(DIRNSA) reestablished the NSA OPSEC Program under the NSACC, which 
subsequently merged with what is now the A_ssociate Directorate for Security and 

DERIVED FROM: NSA/CSSM 123-2 
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Counterintelligence (ADS&CI). In September 2003; the ADS&CI issued a 
comprehensive plan to reinvigorate NSA's OPSEC Program, and DIRNSA approved 
NSA/CSS Policy 5-12, NSA/CSS Operations Security Program. NSA/CSS Policy 3-6 is 
still being coordinated. 

Overall Report Classification. (U) '-Ol>lflDiNJW/,£X;1: 

(U) Medina Regional Security Operations Center (MRSOC); NSA/CSS IG; AIA IG; 
INSCOM IG; NSG IG; and NAO; JT~03-0002, 29 May 2003 

Summary. (U//FOUO) The key findings of this joint inspection center on 
implementation of the jointness initiatives, site governance, and the adequacy of 
MRSOC's information technology infrastructure (ITI). MRSOC is making good progress 
in implementing some joint testbed initiatives, such as rating SCE commanders and 
establishing a Ji. However, there are instances-especially with regard to common 
workforce training-where the desired end-state is not well defined, making it difficult 
to measure success. The original RSOC Concept of Operations, developed 10 years ago, 
is no longer an effective framework to guide decision makers at the sites or HQ in 
managing and deciding issues of governance, lines of authority, application of 
conflicting standards or regulations, and funding responsibility. The Joint IG team 
assessed the MRSOC ITI as woefully inadequate for the constantly expanding mission. 

I l 
Management Action. CU) ¥anagement is taking appropriate corrective action. . . 

Overall Report Classification. (U) 011RiQ'1f)'@OfelHfilif)'R!iQL'f1O '982\, 1'1@i8, @nn;. 
GBR, and NZL//Xt I (b) (3) -P.L. 86-361 

(U) National Security Operations Center; ,NSA/CSS IG, IN-02-0005, 29 May 2003 · 

Summary. (U//FOUO~ The National Security Operations Center (NSOC) 
manages the activities of the United States Cryptologic System around the clock, 365 
days a year and serves as the command and control center for time-sensitive operations 
and a focal point for crisis response. An inspection team found that Agency leadership 
needs to define key roles and authorities and to review the responsibilities for Support to 
Militarv Ooerations (SMO). I I 

(b) (1) 

. . .. 
6ECR£THJH 
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Management Action. (U //FOUO~ Management is acting to address all the above 
issues. The Deputy Director agreed to update NSA/CSS Directive 10-7 to define the roles of 
the NSOC Executive Agent and the NSOC Director, including the latter's role as Crisis 
Manager. 

Overall Report Classification. (U) iiifilR1iT;l,'i~J IDf1l;1;')lQFQIU,,','i1,1 J (b) (3)-P.L. 86-361 

(U) Industrial Relations; NSA/CSS IG, ST-02-0005, 4 June 2003 
. 

Summary. (U//FOUO~ DIRgram-148 gave the Agency's Corporate Strategy 
Office (CSO) a key role----to oversee the Agency's relations with indust°ry. However, our 
review found that the CSO has not provided strategic direction, confined its activities to 
its oversight role, or implemented appropriate processes and intertaces with NSA 
components that partner with industry. Also, efforts to acquire-a competitive 
intelligence capability do not comply with DoD and NSA polic;ies that require sponsors 
to define and validate a need, analyze alternatives, and deveJop an acquisition strategy. 
The CSO and I lhave not validated the need 
for this capability or developed a cohesive strategy to acquire it. 

Management Action. (U) The Information Assurance Directorate (IAD) 
concurred with our recommendations, but the CSO questioned the report's factual 
accuracy and nonconcurred with the recommendations. Contrary to applicable 
regulations, the CSO did not specify the reason for nonconcurring or identify the 
allegedly inaccurate facts. Consequently, we referred the report to DIRNSA for 
resolution. 

Overall Report Classification. (U) a'QP ~!iQll B.,';'GOI H)T-+f;'NQI-ORN{/Xt 

(U) Oversight Review of the Audit of the Restaurant and Civilian Welfare Funds; 
NSA/CSS IG, ST-03-0012, 26 June 2003 

Summary. (U//FOUO} NSA's Restaurant Fund and Civilian Welfare Fund (CWF) 
are DoD revenue-producing nonappropriated fund instrumentalities (NAFis) that 
operate under Army and NSA/CSS regulations for morale and welfare purposes. The 
financial statements of the two NAFis were audited by a CPA firm audit firm, which 
issued unqualified opinions but noted significant problems with segregation of duties 
and asset security in the drug store operation. In performing the required oversight 
review of the independent audit, we identified management issues and control 
weaknesses and recommended improvements to maintain the overall integrity of both 
funds. We found that persistent management and control deficiencies have adversely 
affected the financial health of the drug store, while the Ft. Meade Flying Activity, 
transferred to the CWF in November 2001, lacks a formal program to monitor 
compliance with Federal Aviation Administration rules. 

8ECR.ErNX1 
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·' . , 

(b) (1) 

(b) (3)-P.L. 86-36 

. .. .. . , . . 
Management Action. (U) The Chief of Employee Merale Services institutecl·fietter 

controls in the drug store, and CWF has improved its ove~ight of the Flying Activity. 

Overall Report Classification. (U) UNCLASSIFltDi;BOR OFFICI;I Jliili ':»ililsj · 
I.. • • • .. . . 

tst Office of NSA/CSS Representative_l __ I.Ns~~SS IG, _I _______ ·_. __.I 

.• ----------..------------1·· Summary. fflt1 

. 
Management Action. te,• Site officials cmreed to indoctrinate all newcomers 

thoroughly and issue formal procedures for all positions; for its part~ the Field Advoc~te 
Office is developing a plan to ensure that selectees get the requisite functional trainin~ 
before being sent to field sites. Ip aqqjtjop. the Agency Contracting Group will compete 
the site's support contract, andl s strengthening internal controls. : 

. . . 
Overall Report Classification. (U) 'tiiOllliiif;';'OQUHi'Fi','H2 

. 
(U) FY2003 Audit Report on Compliance with the Federal lnfornyation Security 
Management Act; NSA/CSS IG, AU-03,-0007, 28 July 2003 

Summary. te,-The audit assessed the progress made by the ~A/CSS Chief 
Information Officer (CIO) since last year's report on compliance witQ. The Government : 
Information Security Reform Act, which was replaced by The Federal Information 
Security Management Act of 2002 (FISMA). This year, the DoD IG Office of 
Intelligence Review asked the OIG to use Office of Management and:Budget (0MB) 
guidance to review the NSA CIO's progress report. We found measurable progress in the: 
areas of physical security and security training. I 1 · 

Management Action. (U) Regarding the overarching security policy, management 
hopes to complete a study of the mission assurance area during the first quarter of fiscal 
year 2004. The CIO will enforce the requirement for Security Audit Plans during 

g1s~E'J:/.JX1 
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Certification and Accreditation Reviews. . .. . . . . . . . . . . . . 

Overall Report Classlflcation. (U) WP .-.iiC!Rltif,',(QQHll>fC,','\ip:iipRN,</Xl . . .... . . . . . . . 
(U) Selected Civllian Pay and Leave Entitlements; NSA/CS$.~IG,:Au-02-0007, • 
15 September 2003 • • • . . . . 

Summary. t8t In 2001, NSA paid overl .' • 
1 

; : I 
(including base pay, benefits, awards, and allowances). This audit looked at civilial) pay 
and benefits in three categories and evaluated overall payro)J' syJ;tem:controls. On tpe 
whole, we found that employees were paid correctly, but w~·id~tifi~ some signifioant 
control weaknesses. Controls are not sufficient to ensure t:h.at overtime and : 
administrative leave payments are in accdrd with regulations; •this resulted in 
overpayments of about $75,000. There was no mechanism to preveflt Defense · 
Intelligence Senior Level (DISL) executives from receiviq~ p~miunrpay and time-off 
awards. Some timekeepers and programmers can acces$ amj alter t:keir own time and 
attendance (T&A) data; this violates the basic control principle of se.paration of duti~s. 
Also, eliminating unnecessary duplicate payroll tapes could:free up l>adly needed stcn-age 
space and save about $22,300 over 6 years. • • · • 

Management Action. (U) Management agree<f to tr.~in superirisors on their dt(ties 
as certifying officials; change the employee category-code for DISLs: set a schedule for 
removing unneeded payroll tapes; and institute controls fo prevent·improper access io 
T&A data. : : : : 

Overall Report Classification. (U) 9fi0Ril';ffifi! 

. 
(U) Survey of System Security for NSA Payroll OJ>E!1'ations; NS'.A/CSS IG, 
ST-03-0003, 29 September 2003 

n 2001, management ma e six 
recommendations to giv .,_ ___ __, isaster .recovery capabilities (part of the 

• Contingency Plan); at the time o our study, only one.i::.e~ommendation was completed. 

~f!Cftf!'f1/fX1 
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Management Action. (U) M;anagement is takink,<!<irr€ctive actionsa includint:the 
completion of all requirements to implement di~&ste\~t~cov~or forl : I :: : 

. \ . . . . .. . 
Overall Report Classification. (U) UNfAASSJ'FIJ!D/ ,'i>QQ QFFU!J~UOlo Qt,Uf: •• 

• • • •• • : • • •• • . . . . . .. . . :· ·. 
(UHFOUO) TRAILBLAZER 1/SIGINT.ProQratils.-Systems Engineering and Tec~ni~al 
Assistance Contract; NSA/CSS·IG, ST-pZ-001'4, 30 September 2003 • :· • 

• • • • • • • 

Summary. ~ The A.Cq~isition4~a SI.BINT Progra,\ns Offices mishianaged ·i:i.e · 
administration of a large contract su • orti the inte ration gf ma· or SIG INT : · 
transformation efforts. • • . . . . . . . 

.,,_ ____ _.T e contract tic e a s.at1s actory an col!s1sten.t tas or ~r system.t at 
could be used to regularly.monitor centract expendi~ures. These circumstances l~d to 
contractor activity and costs that cannot be linked to specific rasks supporting thel._ ___ _. 
effort and ultimately lecl ,fo excessively hi h contractor abor r~tes. Our analysis found 
that: (1) sole source.cq~t increases of ove. ere improperly J:>ased on an 
unusual novation.prpcess; (2) tJie task or er sys em was not managed in·accordance 
wii~t:e S:at:Wfht•ofWork ~nd Surveillance Plan, making it qard to eff~tively monitor 
th h, _ ___,_,... _________ ""ff contractor work already completed; and (3)•labor rates for at least 25 
of e 1g es priced contractor personnel were excessiv.u· e probleI!J.s are directly 

:

Pl:ted ta j:~Pquate mauagement and oversight of the on tract. Approximately l~n funds planned for FY2004 and FY2005 op 1onyears coutd be_put to 
e er use,epending oh scope reductions and savings that result from competition . . 

ManagemenfAction. (U//FOUO) The Acting Senior Acquisition Executive (SAE) 
agreed not to exercise the FY2004 option for the contract. Rather, the A~ting SAE will 
negotiate a transition period with the contractor, which will involve: (1) r:educing the 
scope of the con_tract and (2) redirecting funds to one or more competitiv;ely awarded 
contracts for i]Jlegrating the SIG INT transformation process. These acti6ns greatly 
increase the · elihood that the Agency will obtain better value for approximately 

in funds planned for the FY2004 and FY2005 option years.: -----
Overall Report Classification. (U) SFGPFW,';'iKi1 

(U) GROUNDBREAKER Implementation; NSA/CSS IG, AU-03-0001, ~ptember 2003 

Summary. (U//FO:YO) GROUND BREAKER (GB) is the Agency's first large-scale 
IT outsourc,ng contract to support the non-mission IT infrastructure. Tqis audit 
examined several aspects of GB implementation, especially contract management and 
performance monitoring. We concluded that key elements for managing:a performance
based contract were missing. Some contract actions did not comply withiaws, 
regulations, and contract terms; of particular concern was the transfer of ..._ ____ _. 

§ECft£f'HX1. 
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to tbe contractor for un~cified "immediate needs" at the end of the fiscal year. Other 
actions not in complianee '}Vith law and regulation were the expenditure of about 

I ln wrong year 6p~rations and Maintenance (O&M) funds and work that 
exceeded the contract scj;)pe. The Contracting Officer and Program Manager did not 
implement a robust conttact management program comprising an overall Governance 
Plan and a Quality Assurance Surveillance Plan (QASP). · To date, the contractor has not 
implemented a disaster reco~ery plan, as called for in the contract. · .. 

Management Acti~ . iJ Management would not agree to obtain a full 
accounting for the • nd to implement a Governance Plan and QASP. As a 
result, the OIG referre e repprt to DIRNSA for resolution. The Comptroller will 
review the appropriatim:) issues;. and management will institute a compliant disaster 
recovery plan. 

Overall Report Classification. (U) UNCLASSIFIED//Ji,Q;R Qiil!i,LM. UEil!. Oi:TLY --------
( b) (1) • • J 1 • • • • • • • • • • • • • • • • • • (b) (3)-P.L. 

f§ Office of NSA/CS~ ~fpr:e~~,.,•~tiv, ...... j NSALCSS LG ••••••• : , _ I I · .. _ _ __ ... _ . . · · ·. · ·. :.• • •• - - . ____ ..,. . .. . 
Summary. 'Cm ~s inspectio~. found tha~ lp~9vitle~ ~x~,i~nt ~up.port 

to local customers but needs strategic guidance from NSJ\ HQ on varlmis•activi,ies;.its 
mission statement has yet to be approved. The site al<;o "needs a hi . ·.focal oint ar Q 
for decisions on mission"and IT issues· . • • n 
addition, contract oversight at.._ ___ ._is inadequate,•and die site lacks the required 
property accountability structure. • • • • • • 

. . 
Management Action. (.Q The Fore,i~"'-¥o"""'li.iil.,jw.i.ei~ctQtate is developing strategic 

guidance for many partnerships includin nd SID is working on a 
utilization strategy for assets at"""'"'____ nterprise Management will . 
issue a formal process ...., ....... a.w.i__.....__...,......,.~ ........... .a.w..,,Facilities Services has a plan to 
fix the power supply at · is trying to obtain a Contracting 
Officer's Representative-with the requisite technical expertise for effective oversight, and 
he is also instituting a pi:operty accountability structure . . 

Overall Report Classification. (U)T8F 01i0ftl!ff;';'00l,HtPF;';'li!I. . . 

(U)~' ~ ......... """""""'~~---------rt,JsAJcss IG; AIA IG; INscoM IG; NSG 
IG, JT-03-0003, 30 September 2003 

Summary. ~This joint inspection ofthJ 
found the site in the midst of a major transforma._t,..io_n_,-w-h""i ... ch_h_a_s_g-re_a_t_ly_a_ff_e_c_t-ed_t_h_e ___ 
Command Climate, Mission Operations, and Mission Systems. The site's 
transformation is not codified in theater or worldwide architecture; this could jeopardize 
the entire effort. Specific transfer dates for most targets are needed, while the lack of a 

ge~ETJ!Xl 
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. 
fire-supprilssion system, first identified in 1988, seriously degrades the ability to protect 
human life" nd critical equipment. Moreover, management's implementation of 

equires additional guidance and clarification from HQ; site .,._ _______ _ 
ea ave divergent views on the authorities granted to site commanders. 

Management Action. (U) Management concurred with the findings and is taking 
appropriate corrective action 

Overall Report Classification. (U) liiQaiilf;';'OOUltiR' OOL :PO l!TS:2•1, A0S, 0:2:tr?f, Sm~, 
and 1 fl!il&/;'Jh 

(U) Operational Network Evaluations Division; NSA/CSS IG, IN-03-0002, 
30 September 2003 

Summary. (Uh'FOUQ.) Operational Network Evaluations (C44) performs 
security evaluations of operational computer networks for the DoD, the Intelligence 
Community, and other federal government customers. The customer receives a report 
that identifies vulnerabilities and recommends countermeasures and improvements. An 
inspection found that customers have a high regard for C44's products and services, but 
the lack of documented processes and functions gives rise to some confusion about the 
Division's role as part of the Defensive Information Operations (DIO) Vulnerability 
Discovery Triad. Although C44 is a well-managed organization with high morale, it did 
not have an approved Business Plan and a Mission and Functions Statement. Moreover, 
the DIO Triad has not been formally defined; the requirement process for network 
evaluations is also informal, which can lead to confusion. 

Management Action. (U) Management agreed to write a Mission and Functions 
Statement and a Business Plan; to formalize the overall evaluation requirement 
process--including interactions with other IAD organizations; and to document C44's 
roles and responsibilities. Our recommendations on clarifying the DIO Triad, which 
crosses organizational lines, will appear in a special OIG report on the Discover 
Vulnerabilities function. · 

Overall Report Classification. (U) UNCLASSIFIED/ii•QR OR>IOh'ffi USE ONLY 

(U) Conflict of Interest; IV-02-0033, 2 June 2003 

Summary. (U//FOU03 An OIG investigation found that an NSA civilian violated 
DoD regulations .by representing his personal company before another federal agency in 
connection with government contracts. The investigation further concluded that there 
was a conflict, albeit unintentional, between the employee's outside employment and his 
official duties--a violation of the applicable Code of Feder~l Regulations. Since the 
employee's actions were also a probable technical violation of federal law, we forwarded 
the report to the Agency's Office of General Counsel for any action deemed appropriate. 

6ECRETNJO. 
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Overall Report Classification. (U) SBOR£.P/,x1 

(U) Management Deficiencies in the Occupational Safety and Health Program; 
NSA/CSS IG, IV-03-0009, 10 July 2003 . 

Summary. (U) An OIG investigation of five injury accidents caused by a 
malfunctioning NSA elevator revealed management deficiencies in the Agency's 
Occupational Health, Environmental, and Safety Services (OHESS) organization. 
Specifically, we found that OHESS violated Federal health and safety regulations by: 
(1) failing to adequately oversee the Accident Investigations Program to ensure that 
responsible NSA health and safety officials were conducting adequate safety 
investigations and trend analyses; and (2) failing to ensure the prompt abatement of an 
unsafe working condition posed by a malfunctioning NSA elevator. We recommended 
that (1) OHESS coordinate with the NSA Designated Agency Safety and Health Official 
and the NSA Office of General Counsel to prescribe specific procedures for OHESS 
oversight of the NSA Accident Investigations Program; (2) all OHESS safety officials, 
and all other NSA/CSS employees responsible for conducting safety investigations, 
receive mandatory training regarding comprehensive safety investigations and the 
abatement of unsafe workplace conditions; and (3) senior OHESS officials be held 
accountable for Occupational Safety and Health Program deficiencies, as required by 
Section E3.1.1 of DoD Instruction 6055.1, DoD Safety and Occupational Health 
Program. 

Management Action. (U) Senior OHESS leadership immediately devised a plan to 
· implement the first two recommendations. In addition, NSA executive management is 

taking measures to carry out the third recommendation. 

Overall Report Classification: (U) UNCLASSIFIED/ ;WQB QBlilQl!Als UG~ OHl,,Y 

(U) Time and Attendance Investigation; NSA/CSS IG, IV-03-0036, 11 September 2003 

Summary. (U//FOUO~ An OIG investigation found that an NSA civilian violated 
DoD regulations and Agency guidance by knowingly and willfully submitting false and 
inaccurate timesheets. From June 2002 through March 2003, the shortfall to the . 
Government totaled over 113 hours of unearned salary (approximately $3100). Since the 
employee's actions were also in possible violation of federal law, we forwarded our report to 
the Office of General Counsel for possible referral to the Department of Justice. 

Overall Report Classification. (U) CQHilDliiiU•I Al ;';'3'1 
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