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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 55478C
30 March 2021

This is the final response to your Freedom of Information Act (FOIA)
request of 14 April 2008, for records pertaining to “[a] copy of each semi-
annual and/or annual report produced by the National Security Agency’s
Inspector General since the establishment of the NSA IG position.” As
previously provided, your request has been assigned Case Number 55478. A
copy of your request is enclosed. Your request has been processed under the
FOIA and the documents requested are enclosed. Certain information,
however, has been protected in the enclosures.

Some of the information withheld from the documents was found to be
currently and properly classified in accordance with Executive Order 13526.
This information meets the criteria for classification as set forth in
subparagraph (c) of Section 1.4 and remains classified TOP SECRET and
SECRET and CONFIDENTIAL as provided in Section 1.2 of the Executive
Order. The information is classified because its disclosure could reasonably be
expected to cause damage to the national security, to include exceptionally
grave or serious damage. Because the information is currently and properly
classified, it is exempt from disclosure pursuant to the first exemption of the
FOIA, 5 U.S.C. Section 552(b)(1).

This Agency is authorized by various statutes to protect certain
information concerning its activities as well as names of its employees.
Accordingly, those portions are exempt from disclosure pursuant to the third
exemption of the FOIA, which provides for the withholding of information
specifically protected from disclosure by statute. The specific statutes
applicable in this case are Title 50 U.S. Code 3024(i) and Section 6, Public Law
86-36 (50 U.S. Code 3605).

Personal information regarding individuals has been protected in the
enclosures in accordance with the sixth exemption of the FOIA, 5 U.S.C. 552
(b)(6). This exemption protects from disclosure information that would
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constitute a clearly unwarranted invasion of personal privacy. In balancing the
public interest for the information you request against the privacy interests
involved, we have determined that the privacy interests sufficiently satisfy the
requirements for the application of the (b)(6) exemption.

You may appeal this decision. If you decide to appeal, you should do so
in the manner outlined below. NSA will endeavor to respond within 20 working
days of receiving any appeal, absent any unusual circumstances.

e The appeal must be sent via U.S. postal mail, fax, or electronic
delivery (e-mail) and addressed to:

NSA/CSS FOIA/PA Appeal Authority (P132)
National Security Agency
9800 Savage Road STE 6932
Fort George G. Meade, MD 20755-6932
The facsimile number is 443-479-3612.
The appropriate email address to submit an appeal is
FOIARSC@nsa.gov.

s [t must be postmarked or delivered electronically no later than 90
calendar days from the date of this letter. Decisions appealed after
90 days will not be addressed.

e Please include the case number provided above.

Please describe with sufficient detail why you believe the denial of
requested information was unwarranted.

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any
further assistance and to discuss any aspect of your request. You may also
contact the Office of Government Information Services (OGIS) at the National
Archives and Records Administration to inquire about the FOIA mediation
services they offer. OGIS contact information is: Office of Information
Services, National Archives and Records Administration, 8601 Adelphi Road-
OGIS, College Park, MD 20740-6001; e-mail: ogis@nara.gov; main: 202-741-
5770; toll free: 1-877-684-6448; or fax: 202-741-5769.

Please be advised that records responsive to your request include
documents containing other government agencies’ information. Because we
are unble to make determinations as to the releasability of the other agencies’
information, the subject documents were referred to the appropriate agencies
for review.

CIA has asked that we protect information pursuant to 5 U.S.C. 552
(b)(1) and (b)(3) 50 U.S.C 403g Section 6 of the CIA Act of 1949, and 50 U.S.C.
3024 National Security Act of 1947 Section 102A(i)(1). In addition, DIA has
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asked that we protect information pursuant to 5 U.S.C. 552 (b)(1) and (b)(3) 10
U.S.C. 424. Those withholdings have been marked with the code OGA (Other

Government Agency). Any appeal of the denial of CIA and DIA information
should be directed to those agencies.

Sincerely,

RONALD MAPP
Chief, FOIA/PA Office
NSA Initial Denial Authority

Encls;
a/s
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NSA/CSS IG

SEMIANNUAL REPORT
FOR THE PERIOD 1 APRIL 1997 - 30 SEPTEMBER 1997

(b) (3)-P.L.

86-36

/ COVER NOTIFICATION SYSTEM (C), IN-07-0002, 4 August 1997 | ;

Y s

1
Summary. (83~ The National Security Agencx (NSA) Cover %and

- Sensitive Support Notification System was esnabllshedvto

minimize the risk to Agency personnel.irr sensltlve -

situations or locations, to protect‘ﬁheln presence frhm
disclosure, and to ensure that the.prdpet’ officials ate

appropriately notified of such actlvitles purlng iy
research for an inspection, the ‘Offigce g
General (0IG) found that the syste-m _—

Department of Defense (DoD). . - . o . ___

v Recommendations. &&= Agency management concurred 1n alli. -
1 . .

is responsible' for rep@rtlng to~the

recommended improvements, 1nclud1ng revision of Nattonal

‘Security Agency/Central Security Service (NSA/CSS) h .

Regulation 120-16 to fac111tate compliance jwith DoD:{: -
Direc ,
DoD

J DIRECTORATE OF OPERATIONS LABS (U), IN-96-0010, 14 Mgy 1987

Summary. (FOUS) Over the'pagt decade, indepéndent’ labs
were established within the Directorate of Operations

Shout

(DO) to perform automated data processing.tasks which do

beyond routine support. . Concerned about p0331ble
duplication of effoxt, DO management re uested an JIG

inspection., The inspection examined software labJ:

- .
. .

It- found that the newly established
}
coordinates lab operations‘and
performs oversight, but challenges remain: adopting a
systematic approach to technology insertion, managing
requirements, and defining performance measures.

Recommendations. @euUe+ Management responded with plans to
establish an Oversight Board to coordinate lab activities

and improve technology insertion. A Customer Council
will be established to help manage requirements and
implement performance measures.

HEONEY— -
—HANBEE-HA-FAEENTHEHOTE-COMINT CONTROL-SYSTEMSTOINTEY
FOPSECRPT-
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(b) (3)-P.L. 86-36

{ PLANNING AND DECISION AID SYSTEM FOLLOW-UP AUDIT (Ro&), AU-97-0019, 24 :Juty 1997

5t B

- Summary. $e¥e) During an audit of the Agenc:y, S compliahce
with the Federal Acquisition Regulatlon; _the. 0IG found'~
that the proposed =

contract award to 0 o o

* - “Jover
five years was inadequate. The amdit surfaoed L
information which was contrary to statements 1n the
sole-source 3ust1f1catlon. A ., e

v
»

. Recommendations. (Fewe» Since comp.érlson of the* procurement
history with current 1nformatxon did not suppprt :.‘
bypassing competition, the’'(QiG recommended thet the: -

"program office suspend the procurement .reeualuate the
rationale for the justificgdtion, and initiate.a ..
competitive procurement. *The program offic€ Subsedqiently
concurred with the recommendatlons, -and three.qualified
companies were 1nv1ted .to bid on a new 5-yedr:requirfement

. to upgrade the systfem,” While the competitiwve award. -
process was being®reagdied, management reassessed the
level of effort'requlred under the contract. Two ';

F9aL2é£LQ£§_§R§m&LL§Q_le§_Lh§£_H9fe‘ -

rggn;;gg;_ﬁg? eventually awarded for] ;
less than the estimated cost of the original

proposal (Fundd Put To Better Use).

Y OFFICE OF L u), ]
. Summary.. ﬁ-s-eee—ee-) An inspection of the Office of'

I . J(AS
. conducted after a series of five incidents since |
. wherein A9 personnel improperly disseminated

(b) (1) .BLARNEY in accordance with procedures specafiled in the
(b) (3)-P.L. 86-36 -Foreign Intelligence Surveillange Act. The inspection

. found that human, errer wa's’ the main cause of the five
. 1nc1dents,-but 'standing procedures contributed to four of
:.the” “incidents.

(0) m— S . Recommendations. ¢®=et® In response to the inspection, A9

(b) (3)~50 USC 3024 (i) ) .

(b) (3)-P.L. 86-36 conducted a series of lessons-learned briefings for the
entire A9 work force to explain the nature of the

. incidents and the corrective measures taken. The Agency
I will gather and review existing working aids and
procedures for handling BLARNEY material and will
consolidate and publish the information for all users.
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~ EMERGENCY ACTION PLANS (U), AU-97-0003, 24 JULY 1997

Summary. (U) Emergency Action Plans (EAPs) are designed
to prevent or mitigate damage to people, mission, and
resources in the event of an emergency. NSA/CSS
Regulation 25-14, "Emergency Action Planning for NSA
Field Elements," requires field sites to submit EAPs
and to update them annually in-light of the risk
assessed for the site. An audit found that field sites
have not submitted timely EAPs and annual
recertifications to Headquarters, as required by the
reqgulation. This widespread noncompliance was traced to
"a lack of management emphasis on implementing the
regulation and the fact that authority to ensure

compliance was not a531gned to approprlate organization
components.

Recommendations. (U) - The Agency concurred with the 0IG
recommendations and scheduled aggressive milestones for
corrective action: to revise and ratify NSA/CSS
Regulation 25-14, communicate the requirements to field
elements, and ensure that non-compliance is promptly
reported to Agency management.

/ MENWITH HILL STATION INSPECTION (U), IN-97-0001, 23 JULY 1897

Summary. (#@¥® An inspection of Menwith Hill Station
(MHS) focused on staffing, support from Headquarters, and
personnel administration. The OIG team found civilian
morale to be good following the transition to Army
Intelligence and Security Command management; however,
concerns were identified in the areas of emergency
preparedness, housing, promotion board membership, and
representation of NSA civilians to site management.

Recommendations. (U) Management concurred in all OIG
recommendations. - MHS is developing  and- coordinating a
current Emergency Action Plan and updating housing :
information with the Field Staffing Office. . The Office
of Personnel  has developed an Agency pollcy concernlng
promotion board membership at multi-service field

sites. The MHS Commander also named a senior
spokesperson for NSA civilians at the site.

/ CASH MANAGEMENT: MENWITH HILL STATlON (U), AU-96-0010, 4 August 1997

Summary. Pe¥er An audit of collection and dlsbur31ng
operations at Menwith Hill Station (MHS) found that
controls need strengthening to reduce the risk that fraud
may occur and go undetected. A key internal control
technique (separation of duties) had not been implemented
over cash collections, and formal accountability had not
been established over cash collections for the mass
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transit bus service. Also, MHS had not established a
debt collection program and was not meeting all the
requirements for ¢ash verification and balances.

Recommendations. (U) Agency management concurred with all
recommendations. The MHS Deputy Disbursing Officer (DO)
established procedures to ensure that cash verification
teams perform quarterly reviews of cash holdings and
imprest funds. The Deputy DO reduced excess cash
balances; the site separated key duties in the area of
cash collections, implemented'formal accountability over

cash collected by the bus service, and will set up a debt
collectlon program. :

/ cash MANAGEMENT{___]SITES (U), AU-97-0009, 27 MAY 1997

_ Summary. Fe®e) An audit of | |sites found
that the sites need to 1mprove internal controls over
Jdisbursing operations ‘and procedures for managlng cash

.holdlngs. The audlt 1dent1f1ed problems in three areas:

A . |. Jhad not established

(b) (3)

-P.L.

86-36

2 L,ov"’ formal accountablllty and personal  liability for
AT LA disbursing ! ‘operations. and cash totallngt

N N A The{::::151tes had excess cash balances totalling

.“ng--3333qpprox1mabely{::::::::]the'excess holdings were

.

St not needed -for. operational. requirements and could-
AR cost the U.S. Treasurﬂ ]in unnecessary
., '+, interest over a 6-year perio monetary benefit);
‘l * - .and

. . C.
.

t . Interﬁal.controls are needed to safeguard assets

. - "« in the aréa .of cash collection and disbursing.

Recommendatlons. FO¥e) The, K Office of Finance and
Accountlng and Assistant Comptroller 5 Special Operations.
Dffice coneurred with all recommendations. They will
consolldate-all cash holdings at in a single -account
. ahd establish. formal accountability. Disbursing Officers
will periodically review the levels of cash holdings for
wHich they are fesponsible, and internal controls will be

‘established over * collection and disbursing
activities at the | sites.

-/ CASH MANAGEMENT: AGENT AND CASHIER FUNDS (U), AU-96-0007, 27 May 1997

Smnmhy (Pe¥e®) An audit of 36 paying agents and cashiers
in the Fort Meade area and at field sites found that
'1mprovements are needed in the oversight and management
of cash holdings. Specifically, the audit found that
although controls over disbursing were generally
adequate, quarterly cash verification reviews were not

always i Also, 20 agents or cashiers were
holdingtfffifffjin excess cash, i.e., beyond what they
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are llkely to need £S&? ‘opera ; quirements. This
could cost the U.S. Treasury |in unnecessary

interest over~a 51x -year period (monetary benefit).

Recommendations. (U) The Office of Finance and Accounting
with all recommendatipns. Disbursing Officers will
review cash holdings twice a year to ensure that they do
" not. exceed operational requirements. They will also
ensure that cash verlflcation teams perform quarterly
reviews of cash holdings and'ipprest funds and that any
deficiencies noted by the téams* are corrected.

.
.

JOINT INSPECTION OF ks-+4),
Summary. (6—##) A joint inspection of thel |
= ] conducted in Marekm*1997 by the :

Inspectors General (IGs) of.the U.S. Air Force Air
'.Intelllgence Agencyp.thé Army Intelligence and Security
* Command, the.Naval Security Group, NSA/CSS, and the
- Natlonal Reconnaissance Office (NRO). The -inspection
°. ~addressed operational effectiveness and the range of

(b) (1)
(b) (3)

‘considerations associated with the site’s preparations to

-P.L. 86-36 accommodate the pending large influx of military personnel.

Particular attention was devoted to identifying impediments

‘to mission accomplishment, mission planning, mission
systems and. communlcatlons, and manpower ‘and training
issues.

Recommendations. (#&%€) The inspection report contained
numerous recommendations for improvement. As the lead
IG, NRO will provide detailed information on this
inspection in their semiannual report.

JOINT INSPECTION OF KUNIA REGIONAL SIGINT OPERATIONS CENTER ('FGH'S) JT-97-0002, 21 Aprll 1997

- Summary. (Ee8e9 A jOlnt inspection of Kunia Reglonal
SIGINT Operations Center (KRSOC) was conducted in January
1997. Participants included ‘IGs from the U.S. Air Force
Air Intelligence Agency, the Army Intelligence and :
Security Command, the Naval Security Group, and NSA/CSS.

(F6¥e9 The inspection focused on four major areas:
Command Management, Operations, Security, and Information
Management. The 1n3pectlon reported that the KRSOC was
accomplishing its mission of producing SIGINT jointly.
However, the following issues need to be addressed: lack
of a site strategic plan, customer feedback problems,
awards/recognition program shortfalls, and the need for a
physical security plan along with information system
instructions and training.

Recommendations. (#e¥e3 The inspection report contained
numerous recommendations for improvement. Management
agreed with these recommendations and has taken, or plans
to take, corrective action.

HSONEY :
. HANBDEE-A-FALENTIEYHO - CONMINT-CONTROE-SYSTEMSTOINTEY
e GRS  C Rl '

J
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~ INVESTIGATION OF INTELLIGENCE SUPPORT TO MILITARY OPERATIONS (FOU®), IV-97-0068, 6 AUGUST 1997

NSA/CSS IG

n=z 2 | ]

.
.
.
.

I The Agency properly disseminated SIGINT

on the incident to its: customers, including the
responsible military commander and security officials.
However, NSA did not disseminate collateral information
advising the commander of the travelers’ affiliations
with NSA or the military. As a result, the commander was
unaware of the afflllatlons during the time of the
incident.

ﬁﬁﬁﬁﬁ After the travelers departed the foreign country
safely, the NSA/CSS 0IG investigated the matter. The 0OIG
determined that the Agency’s dissemination decisions were

.made in good faith, based on communications security

issues and safety concerns. However, the collateral
information should have been legally and securely
provided to the command. Regulations allow the Agency to

-disseminate information (SIGINT or collateral) about U.S.

persons when pertinent to their safety.

+=eoHe) As a result, the Agency is taking steps to ensure
personnel fully understand their intelligence gathering
and reporting roles in support of the military.




NAME OF QRGANIZATION

1 ¥ .Don.INSPECTOR GENERAL
' ‘?[C 1: M ANNUAL REPORT
TO THE CONGRESS

REPORT CONTROL SYMBOL

National Security AGency = [ZSof emron

OIG © |35 september 1997

SCHEDULE 1 .
AUDIT, INSPECTION & INVESTIGATIVE ACTIVITIES - CIVILIAN AND MILITARY PERSONNEL STRENGTH®
CIVILIAN MILITARY ]
ORGANIZATIONAL : ToTAL
ELEMENT " :
, AUTHORIZED ACTUAL AUTHORIZED ACTUAL AUTHORIZED - ACTUAL
(1 2) (3) “ .- - sy T (&)
1. AUDIT .
a. CENTRAL AUDIT*?
b. OTHER AUDIT/INTERNAL i o ’ , ' o .
OTHER AUt 17 | 15 0 0 17 15
¢. CONTRACT AUDIT ‘
d. TOTAL AUDIT- - - 17 15 0 0 17 15
2. INSPECTION ' o 10 10 1 1 ' 11 11
3. INVESTIGATION - © Y I 0 0 2
4 TOTALS Other. _ 7 7 0 0 7
42 39 1 1 43
SCHEDULE 2 .
AUDIT, INSPECTION & INVESTIGATIVE ACTIVITIES PROFESSIONAL AND ADMINISTRATIVE / SUPPORT PERSONNEL®
. PROFESSIONAL PERSONNEL ADMINISTRATIVE / SUPPORT TOTAL
 ORGANIZATIONAL : « PERSONNEL TAL
ELEMENT AUTHORIZED ACTUAL AUTHORIZED ACTUAL AUTHORIZED ACTUAL
‘ (1) {2) {3) {a) (5} &) .
1. AUDIT
a. CENTRAL AUDIT **
. OTHE T/INTERNA
AR - 16 15 1 0 17 15
¢. CONTRACT AUDIT
d. TOTAL AUDIT i6 15 1 0 17 i5
2. INSPECTION 10 10 1 1 11 11
3. INVESTIGATION 7 6 1. 8 7
v ToTALS Oother 5 5 2 2 7 7
- , 38 36 . 5 4 43 40
* Do notinclude augmented staff of some military components to supplement authorized strength. if information on augmentees is avatable, show as
a footnote. . .

*r  Contral Audit refers 1o the AIG - AUD, Army Audit Agency, Naval Audit Service, and Aur Force Audit Agency.
we+ Speaiiy type of acuvity, e.g. internal review, military exchange, nonappropnated fund instrumentality.

Note: The NSA OIG has two Military augmentees {enlisted) working as inspector:

DD Form 2487, FEB 90
:$3€SI

Previous edition is chsolete. Page 1 of ____ Pages
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DOD INSPECTOR GENERAL = |NAME OF ORGANIZATION REPORT CONTROL SYMBOL

"SEMIANNUAL REPORT National Security Agency
TO THE CONGRESS : 0IG

FOR THE 6§ MONTH PERIDD ENDING
e o9 30 September 1997

SCHEDUWE 3 | . .
OPERATING COSTS AUDIT, INSPECTION AND {NVESTIGATIVE ACTIVITIES

OPERATING COSTS.
: (S IN THOUSANDS)
ORGANIZATIONAL

ELEMENT ’ TTOTAL
CIVILIAN . . MILITARY
PERSONNEL PERSONNEL TRAVEL OTHER SiX C%?‘?STHS
(1) @ N L )

1. AUDIT

a. CENTRAL AUDIT *

5

b. OTHER AUDIT/INTERNAL REVIEW

¢. CONTRACT AUDIT

d. TOTAL AUDIT

2, INSPECT\ON:

3. INVESTIGATION

: Other
4. TOTALS

*

Central Audit refers to the AlG ~ AUD, Army Audit Agency, Naval Audit Service. and Air Force Audit Agency. .
** Specify type Of activity, 'e.g., internal review, military exchange, nonappropriated fund instrumentality. ; .

(b) {3)-P.L. 86-36

93 082

Vee

DD Form 2487, FEB 90 I | Page20f ___ Pages
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pECTOR GENERAL NAME OF ORGANIZATION ‘
““IB W&NUAL REPORT

National Security Agency - OIG
TO THE CONGRESS

REPORT CONTROL SYMBOL

FORTHE 6§ MONTH PERIOD ENDING

tearer0ace) 3() September 97

SCHEDULE 7
FRAUD/THEFT INVESTIGATIVE CASE INVENTORY

CASE INVENTORY

NUMBER OF CASES

" OPEN CASES -BEGINNING OF PERIOD VY

V. Muyst masch the number of open cases at the end of the prior period. Expiamn differences.
" ¥ Must match total of closed cases by .um:uona! area,

3 include traveliper diem fraud.

3 nclude rulizary exchange stores and moraleiweliare/recreation activinies.

burglary, robbery, eandfor other means.
fooinote categories inciuded. )

Standards of Conduct
Misuse of Government Resources
False Statements
. . Mismanagement - .
Misuse of Government Credlt Card
Foreign Intelligence Surveillance Act
Reprisal

Other:

DD Form 2487, FE3 90

N

L 54
2. CASES OPENED THIS PERIOD 20
3, TOTAL ) ’ 94
£, CASES CLOSED THIS PERIOD ¥ 29
S. OPEN CASES-END OF THIS PERIOD i
6. CLOSED CASES BY FUNCTIONAL AREA

a. PAY AND ALLOWANCE FRAUD 3 7

b, NONAPPROPRIATED FUND FRAUD ¢

¢ PROCUREMENT PROGRAMS /SYSTEMS FRAUD g

d. COMMISSARY FRAUD :

e. PROPERTY DISPOSAL PROGRAM /SYSTEMS FRAUD

1 BRISERY OF GOVERNMENT OFFICIALS

o. CONFLICT OF INTEREST

h DAMAGE. WRONGFUL DESTRUCTION (INCLUDING ARSON}

i_GOVERNMENT THEET (OVER S1 .000) 5 B N

j. CHAMPUS FRAUD L -

k. FRAUDULENT PERSONNEL ACTIONS

1. SUBRSISTENCE FRAUD JRENOH

m. OTHER & 38

n. TOTAL CASES CLOSED BY FUNCTIONAL ARZA ¥ 49

include larceny, theft or wrongiul appropriation of Government sropeny, iungs, or serv)ces whether by forgery, embezz ement, computer jraud,
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‘ SEMIANNUAL REPORT
* TO THE CONGRESS

National Security Agency-O0IG

REPORT CONTROL SYMBOL

FOR THE 6 MONTH PERIOD ENDING
{Eneroacel 3() September 97

. SCHEDULE 8*..
INVESTIGATIVE CASE RESULTS

CASE RESULTS

DO}
m

DOD
(2}

LOCAL/STATE/
FOREIGN )

{3}

1. UTIGATION RESULTS

a. INDICTMENTS

{1) DCIS

(2) Mifitary Services

(3) Joint DCIS / Military Services

b. CONVICTIONS

(1) pCI3

{2} Military Services

(3) Joint DCIS 7 Military Services -

¢ PRETRIAL DIVERSIONS

(13 DCIS

(2} Military Services |

{3) Joint DCIS / Military Services

d. ARTICLE 1S3

{1} DCIs

- {2} Military Services

(3) Joint DCIS / Military Services

e. CIVIL SETTLEMENTS/JUDGMENTS

{11 DCIS

{2) Military Services

{3} Joint DCIS / Military Services

'2. MONETARY OUTCOMES (S Amount in thousands)

a. FINES/FORFEITURES .

{1) DCIS

{2) Military Services -

{3} Jotnt DS / Military Services

b. RESTITUTIONS

{1) DCIS

{2} Mmilitary Services {NSA)

659

{3} Jotnt DCIS / Military Services

¢. RECOVERIES

{1} DCIS

(2) Military Services — (NSA Cost Avoidance)

2,380

{3} Joint DCIS/ Military Services .

d. QVIL SETTLEMENTS/JUDGMENTS |

(1) DCiS

(2} Miiitary Services

{31 s0int DCIS ZMilinary Services

DD Form 2487, FEB 90

To be tompleted by the Assistant Inspector General for investications {Defense Criminai Investigative Service data) and the Assistant
inspector General for Criminal Investigations Policy and Oversignt (military ¢nirminal investigauve organizations data).
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- v NAME OF ORGANIZATION
Doe DO SPECTOR GENERAL ) A REPCGRT CONTROL SYMBOL

ANNUAL REPORT National Security Agency -
TO THE CONGRESS

FOR THE 6 MONTH PERIOD ENDING
01G (Emer0ate) 3) September 97

SCHEDULE 9*
INVESTIGATIVE CASE RESULTS
{AOMINISTRATIVE ACTIONS)

. INVESTIGATIVE ACTIVITY
CASE RESULTS ‘
DCIS MILITARY SERVICES TOTAL
(1) {2} (3)
1. CONTRACTOR ACTIONS
a. DEZARMENTS
b. SUSPENSIONS
¢. OTHER ACTIONS X
{2, PERSONNEL ACTIONS
" 2. REPRIMANDS 9
b. DEMOTIONS
¢ TERMINATIONS (Resignation) ‘ . ‘ o 1
d. OTHER (Suspension, Counseling) o N -9
3. MANAGEMENT ACTIONS

To be completed by the Assistant inspector General for Investigations (Defense Criminal investigative Service data) and the Assmant
inspector General for Criminal invesngauons Policy and Oversicht (military criminal investigative orgamzataons data).

SCHEDULE 10
NUMBER OF INSPECTION REPORTS ISSUED .

cateGory 7 b "NUMBER OF REPORTS iSSUED
1. GENERAL N/A
2. SPEQAL ‘ N/A
3. OTHER N/A
4, TOTAL N/A ‘
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« TO THE CONGRESS : OIG @necrone) 30 September 9J7

SCHEDULE 11*
000 HOTUINE PROGRAM

PROGRAM ANALYSIS . ) NUMBER OF CALLS ANO LETTERS

1. TOTAL CALLS AND LETTERS
Less Request for information and Wrong Number Calls . N/A
Tota!l Allegations Received '
DOD HOTLINE

GAO HOTLINE

OTHER SOURCES

. TOTAL ALLEGATIONS RECEIVED

a.|r lo|e

2. DISPOSITION N/A

a. SUBSTANTIVE ALLEGATIONS -
(1) Referred to-Other Federal Agencies and Departments
(2) Referred to DoD Comoponents for Informauon (No investigation required)

" (3) Suoplementa! and follow-up Contacts with Hotline Sources
(&) Réferred 1o DoD Components for Action (Investigation, Audit, or Inspection).

(S)‘Hotline Source Asked-to Contact Cognizant Agency Directly (Allegation appears to
warrant some action, but not by the IG, DoD)

(6) Subtotal (Substantive) :
b. NONSUBSTANTIVE ALLEGATIONS
¢. TOTAL

3. 'STATUS OF ALLEGATIONS REFERRED TO DOO AUDIT, INSPECTION, AND INVESTIGATIVE
COMPONENTS .

2. CLOSED
b. OPEN END OF PZRIOD

* To be completed by the Assisiant inspecior General for Social Programs (AlG-57) oniy.

N/A

SCHEDULE 12*
CONTRACT AUDIT FOLLOW-UP RESULTS
. S SIGNIFICANT POST - AWARD AUDITS -

NUMBER OF REPORTS
TYPE OF REPORT ‘ _ i STATUS “STATUS
. (Prior Period) . (Current Period)

20434V 7093
1. UNDECIDED {Less than 6 months old) ¥ 0 . 0

2. UNDECIDED {More than 6 months ald) ¥ 0 - 0 ’
3. ACTION COMPLETED DURING PERIOD ¥ . 1 . 1
5. ACTION INCOMPLETE, IN LITIGATION (More than 12 months oid) ¥ ' 0 0
5. ACTION INCOMPLETE, NOT IN LITIGATION (More than 12 months old) ¥ : 3 2
* Tooecompleted by the Assistant Inspector General for Audit foliow-up (AIG-AFL} oniv. 5 5

These reoresent fepcms f0r wiich the extent of suooort for ine sudic Dositions nas notyetdeenceciced. (Also in Criminal

I These are closec reoors. ' Investigations)

These Catecories represent re0omns for wiich T2 extent of susoom for the aucit Jositions Zas déer cedicec. DUt actions witn the contracior have
nolyel deeniomoietec.
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memorandum

pate: 20 April 1998 1G-8537-98 .-

REPLY TO :
armor:  Inspector General .

*

'
*

susiec: Office of the Inspector General Sem1annua1 Report to Congress
- INFORMATION MEMORANDUM .

te: DDI, DDO, DDP, DDS, DDT .’

1. (#eu¥e) This memorandum adyi’ses you that the NSA/CSS Office of
the Inspector General submitted t¢* the Department of Defense Inspector
General the Semiannual Report t:,o‘ the Congress on Intelligence-Related
oversight Activities for the period 1 October 1997 - 31 March 1998.
For your information, I am pi‘ov1ding you with a copy of this report.

2 .' ('FOUO‘) If you regulre addltlonal :\.nformamon please contact
| jon .963-3544s.

-
LI S L O

oo (b) (6)
(b} {(3)-P.L. 86-3¢% "

Inspector General

Encl:
a/s

DERIVED FROM: NSA/CSSM 123-2

DATED: 24 February 1998
DECLASSIFY ON: ¥ip3tdmyiilpmeiofmmm3ifmmmdt

This Documem May Be Declassified
Upon Removal of Enclosure and
Marked "FOR OFFICIAL USE ONLY."

SEEREF-

OPTIONAL FORM NO. 10

GEA FPMR (61 CFR 101.11.8
Approved for Release by NSA on 03-30-2021, FOIA Case # 55478 um—nqc‘oua‘;rmm;;&lm.a
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SEMIANNUAL REPORT
FOR THE PERIOD 1 OCTOBER 1997 —-31 MARCH 1998

ADVISORY REPORT ON
U), | .

Summary. P890y In April, 1997, Deputy Chief For Technical :
Services requested audit assistance from the NSA/CSS Office of the:
Inspector General (OIG) in deciding whether the NSA/CSS should .
contipnue to develop and maintain]. ]

| even though commercial software
with comparable functionality is available. The review found that-
user requirements and cost informatiipn had not been developed and, as:
a result, the decision to fund in-Hpuse software was proving .
difficult. To assist management, the OIG developed cost informatiorr
for] |]and identified compagable commercial products and
costs. The ana1981s indicated that affer 2.5 years, commercial
software would pass the break-even p01nt and be more cost-effective. {
However, to make an'lnformed decision, management needs accurate and
current user requlrements A decision §n whether to centralize the.
function at NSA/CSS, could greatly affect cost projections. Thus,"
it ¥s essential to develop reliable cost/beneflt models for all
optlons under considerat’ion. .

- .
. .

RYPTOLOGIC OPERATIONS CENTER (FOUO),

. . . .
.
° . .
L2 .

Summary. ¥ A‘joint inspectlon found thel
| . :_-I to be in tré.nsition due’to a vaguely define
mission, dwindling custdmer interest’ 1n its prlmary target sets, and;
lower activity levels @ver°;he past 7 years. The-s1te would like toj
be more engaged in area tdllaction efforts but 1s.unclear as to 1ts-
future posture within thej *., °, . An.apparent lack of:

involvement and firm dlrectlon‘. .NSA CSSs Headqmarﬁers elements has?
engendered a sense of drift. The‘lnspectlon also fou‘nd that the

and NSA/CSS failed to address many-<of.the def.1c1enc1;es and .

A

s

recommendations noted in a 1995 joint® rqspectlon report, resulting 14?
numerous repeat findings and observatlonsu .0, } . -i
Recommendations. (FOB®Y The 1nspect10n report contaxned numero ;
recommendations for improvement. Management aqreea w;ﬁh these 4
Y

recommendations and has taken, or plans to take; :pornectave action.i
»

1 .o

. »

-SECREF- .

H

(b) (3)-P.L. 86-36
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YEAR 2000 (U), IN-97-0015, 10 December 1997 ﬁ—ﬁm@

Summary. (PO¥©r To minimize disruptions to Agency operations,
the Director issued guidance holding the NSA/CSS Chief Information
Officer (CIO) personally accountable for ensuring that Agency systems
are Year 2000 (Y2K) compliant by December 1998. At the CIO’s request,
the O0IG conducted an inspection to gauge the Agency's progress on this
key issue. The OIG found that NSA/CSS was behind schedule in all five
compliance phases mandated by DoD; many Agency managers did not
appreciate how Y2K could affect NSA's mission or what they must do to
achieve compliance. The inspection concluded that the task is simply
too large for the level of manpower currently applied, although
resource requirements remain unclear. Radical rescoping of the
problem offers the best hope of making critical systems compliant in
time.

Recommendations. (FOWUO) All five of the Agency’s Key Components
concurred in the three recommendations: to develop and implement
progress measures, perform risk management, and develop contingency
plans. The Agency CIO will monitor progress on the Key Components’
actions.

PERSIAN GULF DIVISION ¢8), IN-98-0004, 28 January 1998 (—f-ﬁ‘f‘@@

Summary. (89 An Intelligence Oversight (I.0.) inspection
"evaluates an organization’s compliance with Executive Order (E.O.)
12333, ”United States Intelligence Activities,” which is implemented
by DoD Directive 5240.1,” DoD Intelligence Activities,” and DoD
5240.1R, ”Procedures Governing the Activities of DoD Intelligence
Components That Affect United States Persons.” An I.0. inspection
of the Persian Gulf Division (M44) found that the new organization
has established good compliance procedures and has also fostered
acute awareness of U.S. Signals Intelligence (SIGINT) Directive 18,
which states additional responsibilities specific to the U.S. SIGINT
system.

TEMPORARY DUTY TRAVEL PROCESS (U), AU-97-0006, 3 MARCH 1998 &U‘G)

Summary. (P@86) The recent reinvention of the temporary duty
travel process within the Agency was designed to streamline the
process for travellers, decentralize travel budget responsibility,
and reduce travel costs by as much as $30 million over a 5-year

period. An OIG audit, which was conducted before the process was
fully automated, found the new process generally in compliance with
2

~SECRF~
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applicable regulations, although such areas as confirmatory and
invitational travel needed improvement to achieve full compliance
with regulations. The audit also found several features of the new
process which, if improved, could decrease travel costs, including
using the Commercial Travel Office or the American Express card to
obtain rebate income for the Agency and limiting lodging costs.

Recommendations. {U) The Deputy Director for Support Services
concurred with all recommendations and is taking corrective action.

TIME AND MATERIALS/AWARD FEE CONTRACTS (U), AU-97-0001, fﬂb@-
10 February 1998

Summary. #O¥6) Time and Materials (T&M} contracts reimburse the
contractor for actual hours worked at negotiated fixed rates (which
include a profit margin). Since a T&M contract gives the contractor
no incentive to control costs, the Federal Acquisition Regulation
(FAR} specifies that T&M contracts may only be used when it is
impossible to estimate accurately the extent, duration, or cost of
the work to be performed. An OIG audit focused on an unusual hybrid
used by NSA/CSS: the T&M/Award Fee (T&M/AF) contract. In reviewing
a sample of T&M/AF contracts totalingj the audit found
three areas of concern:

* Given the inherent cost risk of T&M contralts, the FAR
requires a Determination and Findings (D&F)y statement which
clearly justifies using this instrument; .

e Contracting Officers and their representatives are not
routinely performing the extensive over51ght required by
T&M/AF contracts; and

* Award fee plans by their nature do not contain measurable
criteria. .

Recommendations. (Pe®e> The Office of Contracting (N1) has
improved the D&F statements for the contracts discussed in the audit
report. To improve contract oversight, Chief, N1 isgued a policy
reminder and agreed to modify or recompete three contracts where the
credentials of contract employees failed to meet contract
requirements. However, the N1 did not agree with the key point in
the audit regarding establishing measurable criteria tojustify award
fees. Within this context, the QOIG remains concerned about the risks
of providing award fees to contractors based on subjective criteria
and plans to reassess the use of T&M/AF contracts in about 2 years.

PECE

—SECREF~ (b) (3)-P.L. 86-36
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NMENT
| memorandum
oare: 20 October 1998 , 1G-8723-98
REPLY TO .

armor:  Inspector General .

.

sussecT: (Office of the Inspector General Semjannual Report to Congress
— INFORMATION MEMORANDUM .

‘v DDI, DDO, DDP, DDS, DDT .

1. ¢Pe¥9) This memorandum gdvises you that the NSA/CSS Office of
the Inspector General submitted fo the Department of Defense Inspector
General the Semiannual Report to the Congress on Intelligence-Related
Oversight Activities for the périod 1 April 1998 - 30 September 1998.
For your information, I am pfoviding you with a copy of this report.

2. If you requi’r.e additional information, please contact
on 963-3544s.

L (b) (6)
L'HAN L. BAUMAN
(b) (3)-P.L. 86-36 Inspector General

Encl:
a/’s

cc: DIR
D/DIR
EXEC DIR
EXREG
LAO

This Document May Be Declassified DERIVED FROM: NSA/CSSM 123-2
Upon Remowval of Enclosure and DATED: 24 February 1998
Marked “ROR-OFFICAT-HSEONEY ™ ~ DECLASSIFY ON: XX XY R0 X748

-SEEREF—

OPTIONAL FORM NO. 10
REV.1

(REV.1-80)
Approved for Release by NSA on 03-30-2021, FOIA Case # 55478 GSA FPMR (41 CFR) 101-11.8
8010-114 (COMPUTER FACSIMILE)
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SEMIANNUAL REPORT P
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FOR THE PERIOD 1 APRIL 1998 - SO'SEPTEMBER 1998 .

. -
- " e

JOINT INSPECTION OF THE MEDINA REGiONAL SIGINT OPERATIONS
CENTER (MRSOC) (U), JT-98-0001, 2 April 1998

Summary. (€ The inspection,, conducted 101nt1y bg the IGs. o'f the
Service Cryptologic Elements and NSA/CSS, found the MRSOC to be‘ making
steady progress in resolving mission 'J.mpedlments. The 1ntel].1gence
target is effectively worked Py highly enfhusiastic] personne.].
Customer satisfaction is high; and organlz'atj.onal support is sol.l,d
Effective mechanisms are in place te monitor 'mission- performanbe and
ensure customer satisfaction. On the other hand, the. workpla-ce
presents serious problems' aging facilitfes,; lack Jf: space, .o.ld.
latrines, an inadequate .backup power system, and poor 1ndoor air-
quality. S . LI

Recommandations. (e-)- Leadersh:.p is lug:k,mg_;m.alarea hard
costs associated with':.mprovements total . The ne:ﬁ
| will solve’some of the problems;, but NSA sUppdrt
is needed to help the MRSOC address the-many facilities issueSB.

SELECTED TELECOMMUNICAT]ONS CENTERS ), IN-97-0013
13 April 1998 N ; ) : : :

S|nl|g_ag. (U) Recent advances in tg¢lecohmunications technalogy, .
like the . . . - T

R . The 0IG feviewed
data from telecommunicgtions centers at field sites to gauge
the impact of :itechnology. The inspection found that - .
reductions in communicator billets were often offset by the need for
skilled network managers and systems administrators to malnt:a.j‘x and

optimize this new technology. | |

Recommendations. (U) After consulting with the sites tp
determine the skills currently needed to optimize
technology, management agreed to make appropriate changes to the
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military occupational specialty codes and the respective Tables of
Distribution to ensure that new assignees have the requisite skills
and training.

DIRECTORATE OF OPERATIONS TERRORISM CUSTOMER CENTER,
W9IB (U), IN-98-0005, 17 April 1998

Summary. (8) The OIG conducted an organizational inspection of
Terrorism Customer Center, the Agency focal point on counterterrorism
{CT) for the intelligence, military, and law enforcement communities.
The inspection found that morale was high in the Center, but the

organization had not developed a strategic plan for the next 2 to 5
years.

Recommendations. (U) The Director for Counterterrorism (DCT) has
acted on all the inspection recommendations. Most notably, the DCT is

working to develop a long-term strategy that encompasses an Agency-
wide CT process.

OFFICIAL REPRESENTATION AND CONFIDENTIAL MILITARY FUNDS
(U), AU-97-0016, 13 May 1998

Summary. (U) Since these funds support functions that are
unusually sensitive, the Comptroller requested an audit to coincide
with assignment of a new funds manager. The audit reviewed internal
controls and sampled FY 1996-97 transactions to determine whether the
money was used for allowable purposes. The audit concluded that the
funds are controlled and monitored appropriately; however the

independent annual reviews, required by Agency policy, had not been
conducted since 1991.

Recommendations. (U) The Comptroller determined that independent
reviews should be conducted every 2 years; responsibility is now
assigned to the Office of General Counsel and the Directorate of
Plans, Policy and Programs. He also determined that the current level
of cash held by Special Operations is necessary to support mission
requirements.

LATIN AMERICA AND CARIBBEAN DIVISION €S), IN-98-0001, 28 Mﬂy 1998

Summary. ¢9) An intelligence oversight inspection of the Latin
America and the Caribbean Division found that personnel were keenly

2
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aware of their responsibilities in regard to United States Signals
Intelligence Directive (USSID) 18; however, the Division did not have
a formal program to make sure that everyone is familiar with the basic
- intelligence oversight documents: Executive Order (E.O.) 12333,
“United States Intelligence Activities,” and the Department :of
Defense and Agency directives and regulations which implement it.

Recommandations. (FOYO) Management concurred with all of the
0IG’s recommendations. As a result of the inspection, management
identified a point of contact for Intelligence Oversight who is
responsible for ensuring that all Division personnel are familiar
with their individual responsibilities pursuant to E.O. 12333 and its
implementing directives. The Division has now established a
familiarization and compliance program which includes periodic
reminders to all personnel, briefings for newcomers, and procedures
for reporting possible violations of E.O. 12333.

L ),
.

Summary. (#08©) At‘the request of the Deputy Direttor for
Technology and Systems (DD&), the O0IG conducted an audlt of the
The auditors found def1c1en01es in procurement practices and contract
administration. They also dzscovered that one contractdr had not }net
contractual obligations concerning occupational health:

environmental, and safety services. Finally,

| Iwere controlled and accounted for by
the contractor, with no oversxght by government personnel.

Recommendations. (¥FOUO) The[ - the
Office of Contracting, and the Deputy Director for Support Services
concurredhw1th.all recommendations; dorrectlve actions are. underway.

“

NARCOTICS, CRIME, AND ALIEN SMUGGLING CUSTOMER CENTER -(U),

IN-98-0002, 12 June 1998 .

.
.o

Summary. (8} The OIG conducted an 1nspect10n of the Customer
Center for Narcotics, Crime, and Alien Smugglzng The OIG. team found
an enthusiastic work force committed to customer satisfaction and

oo
.

P

well focused on current mission and near-term inzl;t"iatives'addre,ssz:,ng_|

perception of disparate treatment pervade the two dyxganizational.

elements; the elements are devising corporate 1nformat4£mttechnolpgy

solutions to analytic and other needs; and the elements do not have
3 \‘ I'.

b) (3)-P.L.
-SPERET (o) (3)

86-36
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a formal program to ensure that all personnel are familiar with
Executive Order E.Q. 12333. Both the new Director of Crime and
Narcotics and the new Customer Center leadership are committed to
resolving concerns raised prior to and in the course of the
inspection.

Recommendations. (U) Management has already completed the
required actions in response to the OIG's recommendations aimed at
ensuring organizational element compliance with all the basic
intelligence oversight requirements.

JOINT INSPECTION OF THE FORT GORDON REGIONAL SIGINT
OPERATIONS CENTER (GRSOC) (U), JT-98-0002, 17 July1998

Summary. (&} The inspection, conducted jointly by the IGs of the
Service Cryptologic Elements and NSA/CSS, found that the GRSOC was
effective in executing its critical mission and the Operations
Directorate was outstanding. However, the investments needed to
sustain this level of performance had not been made. In addition,
military personnel are burdened with non-mission duties that,
combined with frequent extended deployments, limit their availability
to conduct mission and develop their cryptologic skills.

Recommendations. (8) Additional efforts are needed to ensure
continuity during the rotation of military personnel. RSOC
leadership had recognized this shortcoming and began taking steps to
address the issue prior to the inspection.

IMPROPER PAYMENTS TO NSA CONTRACTOR (U), AU-98-0003,
21 September 1998

Summary. #GUQ) A caller to the NSA IG alleged that NSA had made
improper payments to a contractor who was charging the government (as
direct labor) for hours that contract employees spent in training.
The contract had no provisions requiring or authorizing the

government to pay for training. The audit concluded that the
government improperly paid or labor hours spent acquiring
skills and expertise that the contract statement of work (SOW) had
specified as prerequisites for winning :the procurement.

Recommendations. Management agreed to negotiate with the
contractor to recover the and amend the SOW to state
explicitly that the contractor is réspon51ble for training its
employees. RACEE N

.l..Q"
4

(b) (3)-P.L. 86-36
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Summary. (€ The Office of| |is a
major part of the National Cryptologic Strategy for the next century.
The O0IG conducted a special review of this Office’s activities to
determine (1) the extent and adequacy of policies, procedures, and
internal controls governing the office’s operations and (2) whether
existing policies and internal controls provide reasonable assurance
that these activities are carried out with due regard for legal,
operational, and other risks. Overall, this review found that the
Office’s internal control system can provide reasonable assurance
that Directorate of Operations and Directorate of Technology and
Systems objectives are being accomplished when key policy and
procedure documents completely address all aspects of the process.
However, the key process documents do not fully describe the
requirements flow from all sources; define risk criteria for

approvals; and establish a comprehensive set of standard operating
procedures for operations.

Recommaendations. #OU6) Management agreed to update and finalize
policy and procedures for requirements and approvals.

ADVISORY ON CONTRACT ADMINISTRATION (U), AU-98-0012,
28 August 1998

Summary. POUQ) This advisory review presented a history of
Contract Administration (CA) issues reported since 1992 by the OIG
and external organizations, corrective actions taken by management,
current issues, and management comments. The review found a recurring
pattern of CA and contracting officer representative (COR)
deficiencies, despite previous corrective actions taken by
management. Primary causes of these deficiencies were CORs lacked
training and/or experience including certification criteria; an .
absence of written detailed duties and responsibilities, procedures
on performance monitoring, and billing oversight; and minimal COR
oversight and accountability. The report also outlined key
attributes of effective CA and examples of “best practlces" that could
be implemented at NSA.

Recommendations. (U) Management concurred with the report’s
conclusion that CA needs more oversight and is initiating actions to
address deficiencies cited in the report.




-
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SENSITIVE INFORMATION (U), ST-98-0003, 31 August 1998
Summary. ¢€) A special review found the Office of Cryptanalysis

was in substantial compliance with the Directive for Handling
Sensitive Information and had implemented adequate controls.

Racommandations. m Management concurred with all

planned revision of the Directive. R R

.

.

(b) (3)~-P.L. 86-36

. = =
l!'lll.ll‘l.l lllllll .- E & % - ¥ .

PROGRAM (U), : :f—|

2ok 2

L3 an®

— Summary. ¢ | o

.

*

»
"TEREERERR A2 »

. -
N hé * .

Ithe. program has spent

approximately| bn equ:fpment and contr ctor sgrvices. The
OIG conducted an audit and found that | . lis opergting without

the prioritized requirements and long-range plan it needs to operate
efficiently and expand to-additional sites. The audit also found that

oversight of| invoices by responsible Agency personnel is
not adequate because charges are not traced to supporting
documentation. .

2
.

Recommendations. (FOUO) | | managers have agreed to
provide the Agency with a long-range written plan. Theé.Office of
Contracting will develop additional guidance for certifjcation of

invoices, and the Contracting Officer will meet with the COR to review
his duties and responsibilities in detail.

MIPRs PROCESSED BY THE JOFFICE (U),
AU-97-0006, 14 September 199 -

Summary. POUO) The audit of Military Interde artmental Purchase
Requests (MIPRs) processed by the QOffice was
initiated after the 0OIG was contacted by Agency employees who were

6
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misgdion; it also 1n1t1ated procurement requests that used
Iof external'customer funds for purposes other than those
stated on the MIPR.- 2

'sponsored 80 MIPRs whlch did not dlrectly support an approved Agency

Recommendations.’ (#O¥€) Managers agreed to establish oversight
of the MIPR acceptance’ process, implement internal controls over the
associated PR procéss, and terminate the project. The Comptroller
agreed to make necessary accounting adjustments to return customer
funds. . Ve

FOLLOWUP AUDIT ON THE SPECIAL PROCESSING LABORATORY (U),
AU-98-0007, 29 September I998

Summary. (FOGO* In Aprll 1996, the OIG issued a report on the
Special Processing Laboratqry (SPL) which focused on the issue of
contract oversight. The.objective of this followup audit was to
determine whether'manageMeni corrected the previously-identified
contracting deficiencies.: This followup review confirmed that
management corrected the defic1enc1es. The key improvements found
were: reconciliation of cqntractor invoices to the Cost/Schedule
Status Report pripr to expending funds; a detailed Statement of Work
for the current 38PL contract on contractor qualifications; and

" completed tralnlng on the respon31b111t1es of CORS for appropriate
contracting personnel "

Recommendations. (rovo) Threre were no recommendations for this
followup audit apd managemefit agreed with the findings.

FOLLOWUP RE F .
INSPECTION (U) '_
Summary. (#686) The 0IG evaldated management actions following
the FY 1996 0IG inspection of the |
organization which recommended actions to correct organizational
problems. The followup inspection found that management has made
major improvements in the work environment. Employees and
management alike provided evidence of gains and beneficial outcomes.
For example, the work force described the new performance measures
as equitable and consistent; awards are distributed fairly, and
employees like the fact that recognition is not based solely on
output but also recognizes contributions to the organization; and
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after the team was disbanded, most of its members received desirable
new assignments and were subsequently promoted or recognized as high
achievers, which restored their morale and self-respect.

Racommendations. (#O860) There were no recommendations for this
followup inspection and management agreed with the findings.

SPECIAL EMPHASIS AREA: YEAR 2000 PROJECTS (U)

COMMERCIAL OFF-the-SHELF (COTS) PRODUCTS (U), AU-98-0013,
ONGOING

Fey¥®) The objective of this ongoing audit is to determine
whether the Agency has taken prudent actions to reduce its operational
risks associated with reliance on COTS information technology
products. Specifically, the audit is focusing on the Agency’s
methodology used to determine COTS compliancy for critical mission
and administrative systems, and verification of the validity of
current year 2000 product evaluations. Additionally, the audit is
verifying that responsibility and accountability has been assigned to
ensure the compliance of specific COTS products. Planned report date
is January 1999.

RENOVATION AND TESTING OF IN-HOUSE AND CUSTOMIZED
- SOFTWARE (U), AU-99-0004 , PLANNED

("OBe) The objective of this planned audit is to evaluate whether
the Agency has identified all of its in-house developed and customized
software that supports NSA mission critical systems and whether Key
Components are taking adequate steps to ensure that their systems will
continue to function at the millennium. Planned report date is
June 1999.

CONTINUITY OF OPERATIONS - CONTINGENCY PLANNING (U),
AU-99-000S, PLANNED

#6080 The objective of this planned audit is to evaluate whether
the Agency is adequately assessing its year 2000 risks and developing
contingency plans that can successfully manage those risks. The audit
will evaluate individual contingency plans for adequacy and, in
particular, whether external dependencies have been sufficiently
taken into account. Planned report date is September 1999.

8
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oate: 1§ April 1999

PEFLY TO
atmor:  Inspector General

IG-9071-99

sumser:  Office of the Inspector General Semiannual Report to Congress -

INFORMATION MEMORANDUM
w , DDI, DDO, DDP, DDS, DDT

1. (UAFe¥e) This memorandum advises you that the NSA/CSS Office
of the Inspector General submitted to the Department of Defense.
Inspector General the Semiannual Report to the Congress on Intelligence-
Related Oversight Activities for the period 1 October 1998 — 31 March
1999. For your information, I am providing you with a copy of this

report.

2. (U/¥P0¥6) If you require additional information, please contact

1 Jon 963-3544s.

.

.
*

. en =g (D) (6)

(o) (3)-P.L. B6-36 ETHAN L. BAUMAN
Inspector General
Encl:
a/s
ce: DIﬁ
D/DIR
EXEC DIR
EXREG
LAO
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(U) CONTRACT COST AND PRICING DATA, AU-98-0006, 8 October 1998

Summary. (U) This audit evaluated Agency procedures for
handling, processing, and reporting on defective pricing actions.
No instances of noncompliance with prescribed regulations were noted.
Contracting Officers’ (COs) resolutions of defective pricing issues
were generally supportable and documented in the contract file. We
found that, overall, management had an effective contract audit
followup system, and the semiannual status report on contract audits
was generally current, accurate and complete.

Recommendations. (U) The audit noted three areas for
improvement: Maryland Procurement QOffice (MPO) guidance needs to be
updated so it more accurately reflects current operating procedures;
current MPO guidance does not clearly state the procedures available
that COs may use to address defective pricing issues within the
required timeframe; and a post-award issue identified by the Defense
Contract Audit Agency in 1993 is still unresolved. Management
concurred with the findings, agreed to update and revise MPO guidance,
and to settle the outstanding post-award issue.

(U) NSA INTELLIGENCE SUPPORT TO COUNTERTERRO.RISM,
IN-98-0006, 23 November 1998

Summary. (U/+PeE6+ This inspection focused on the Agency’s
support to the customers engaged in the fight against international
terrorism. The primary aim was to gauge customer satisfaction and to
see if there were any areas that could be improved. The team surveyed
eight counterterrorism (CT) customers and visited NSA offices of
primary interest and support organizations. Overall, the inspection
found these customers to be very satisfied with thé support they
receive from NSA. Moreover, the National SIGINT Requirements
Redesign Team is working to streamline the entire requirements
process, thereby enhancing NSA‘s ability to support: CT. Of the
customers interviewed, about 80 percent complained that distribution
restrictions on special series reports, | . |

| - ] Xeep the .
reports from reaching some of the people who need te act on them. .

.
.

(b) (3)-P.L. 86-36

1
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Recomendations. (U/APETQ) As a result of this ~f-1n?1ng, ﬁwo
Oberations-organa.zatlons are conducting a review of the
I "e . . d Py I

will explain the process to customers who want to request expanded
d;strlbutlon and ‘will. coordinate all requests.

(U) NSA’S ch'x REAC’!‘ION DEPLOYMENT OPERATION, IN-98-0007,

23 Novembey. 1998 . - .

F_Mfy (U/-/-PBBO') Tfus ‘jintelligence oversight inspection of
. NSA'’S étion capability deployment operation,
assessed whether s in compliance with Executive Order

('E.-O y 12333 and.its :x.mplement:.nq directives and regulations. The
J.ns,_pectlon also reviewed:- qulck rea-ct1on deployment procedures for
teporting possible violatlons anhd educatlng all personnel about their
1nd'.1v1dua1 respon31b111ty reqardfng coggllance with these
aut‘horltles. The ifspection® found . management and staff to
be compliant with E.0. 12333 and its derivative document
requirement_s, it maintains a healthy dialdg with the Office of General
pounsel (0GC) and ts commenddply proactivie in advising the OGC of
upcomlng deployments with E. O 12333 implidations.

Recomendatlona. (o) Manaqement of the I program
.concurred with recomfiendations to enhance the organization’'s existing
E.O0. 12333 ¢ompliance program. Every new assignee will receive an
.intg¢lligence oversight briefing, and an OGC representative will visit
:theb locatidn annually to discuss E.O. 12333 and related

-requirementg with allmpeisonnel.

: (UAFOEO) JOINT INSPECTION OF THE

Sunnnu'y;. {U) The inspection, conducted jointly by the IGs of the
. NSA/CS5S and Air Intelligence Agency, found that the day-to-day
mission is being carried out effectively and consistent with NSA/CSS
policy, guidance, and direction. There is good communication
throughout the organization and between key functional areas. Two
functional areas that do not meet standards are physical security and
safety. Theﬁe a number of findings in these areas requiring the
a

attention of nd NSA/CSS management.

2
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Recommendations. (U) The inspection report contained numerous
recommendations for improvement. ' Management agreed with these
recommendations and has taken, or plans to take, corrective action.

(U) COMSEC MATERIAL MANAGEMENT, AU-97-0018, 6 January 1999
Summary. (U//PO®®) Communications Security (COMSEC) material

control is based on a system of centralized accounting and
decentralized custody and Protection. l

AARALLLARA N A

Recommendations. (U) Management has agreed to develop a .
prioritized 1ist of procedures for COMSEC account managers and train
them to use automated tools to ensure that data in the Central Officq,
of Records is current and accurate. They will improve followup on -
delinquent accounts to achieve compliance with the national standards$.
for safeguarding COMSEC materials. To improve risk management, .
COMSEC asslstance visits will be prioritized to make sure that 1arge .
accounts with delinquent inventories are audited at least biannually.’
A formal memorandum of agreement with DSS has already resulted in more'
frequent coverage of assigned accounts.

(U) FUNDING FOR OPERATIONS SUPPORTING LAW ENFORCEMENT
AU-98-0002, 7 January 1999 :

Summary. (D//R680) As a by-product of its Signals Intelligence,
(S8IGINT} collection activities, NSA reports are produced that benef:..t'
law enforcement activities. The Consolidated Cryptologic Program’ .
funds broken out directly for support to law enforcement were .
supplemental appropriations in FY97 and FY9B8. Resulting from ..
Congressional budget actions, these funds are earmarked for equipmernt.
and travel to support counterterrorism. 1In addition, NSA receives

funds from the De t fens oD ter telligence-
Program (CDIP). I l .

UNCLASSIFIEDHFOR-OFFICIAL-HSE-ONEY-
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Racommendations. (U) The Director of Crime and Narcotics agreed
to develop a uniform written planning procedure for committing CDIP
funds in order to meet DoD and Agency guidance.

(U) ADVISORY ON INTELLIGENCE OVERSIGHT SURVEYS, ST-99-0005,
22 January 1999

Summary. (U) The OIG has broad responsibility to inspect for
compliance with the Constitution, laws, executive orders, directives,
regulations and rules governing intelligence oversight and the
conduct of the Agency’s missions. 1In 1997, the 0IG concluded that if '
the Agency only used traditional methods, existing resources would
allow us to cover just a fraction of the Agency’s people and programs.
In order to expand coverage, the OIG developed a new technique: the
Executive Order (E.O.) 12333 Survey Program. With management input, [
the OIC wrote separate questionnaires tailored to elements in all five
Key Components. Detailed analyses of the survey results were provided
to the senior management of each organization surveyed. Our analysis
of the survey results shows that Agencywide, there is no single method
or program for ensuring E.O. 12333 compliance and awareness. Despite
the lack of standardized familiarization procedures, employees seem
generally aware of how the rules govern the conduct of their missions,
although not all are able to cite the particular E.Q. 12333 section
or DoD Regulation 5240.1-R procedyre that applies. Some managers have
begun using the survey as a training tool.

(UHF6H6) OVERALL REPORT ON THEMED REVIEWS -
LAW ENFORCEMENT, ST-99-0004, 3 February 1999

Summary. (UAAFQUQ) During FY98, the OIG conducted a series of
inspections and audits that focused, in whole or in part, on a single
theme: the Agency’s mission to support the nation’s law enforcement
community. This report captures and interrelates findings,
observations, and recommendations from the individual themed
projects. This review found much that was heartening, particularly
the extent to which everyone involved is dedicated to serving the law
enforcement customer. Based on customer interviews, the OIG
concluded that these external customers appreciate the support they
get from NSA. Where there were procedural glitches or controls that
needed improvin e OIG w i '
problem.

z .
(b) (3)-P.L.
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(U)JOINTINSPECTIONOFBADAIBLINGSTATION (BAS), JT-99-0002,
5 February 1999

Summary. (U/7¥O¥®) The inspection, conducted jointly by the IGs
of the Service Cryptologic Elements and NSA/CSS, found that
uncertainty about the site’s future and changing guidance and
direction affecting the operations have contributed to a general
decay in station facilities and infrastructure. A host of new
initiatives to repair, improve, or establish facilities to address
some of the most important concerns is underway. However, force
protection and infrastructure security issues present major problems
requiring  resources beyond that now available for the Station to
support. BAS leadership was critical of the NSA operations mission
transition planning process, despite the existence of the BA
Transition Team. 1In general terms, station management expressed a
high degree of dissatisfaction and frustration about the lack of NSA
guidance, feedback, and even routine communication to the site with
respect to mission transition planning. There is, however, universal
support from senior leadership at the station for the creation at NSA
Headquarters of a “station advocate” for BAS with access to the
agency'’'s top leaders. In light of the decision to keep BAS open, NSA
and the Army’s Intelligence and Security Command (as the Executive
Agent) must redefine roles and responsibilities of the various
organizations to ensure complete understanding.

Recommendations. (U) The inspection report contained numerous

recommendations for improvement. Management agreed with these
recommendations and has instituted a formal process for tracking all
of its corrective actions.
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(U) OFFICE OF SECURITY SERVICES - SUPPORT, AU-98-0014,
8 March 1999

Summary. (UAAPO99) The 0IG is conducting a managemen
the Office of Security Services (0SS) in two phases. The f.
placed special emphasis on management controls in the suppc
The review found that the overall policies and procedures that
management has established to control and account for ammunition,
badges, uniforms, radios, and weapons provide reasonable assurance to
preclude future significant losses through misappropriation or theft.
Also, 0SS management did not have a process to involve the Office of
Facilities Services in plans and decisions about security for
construction, renovation, or lease of real property. Thus, security
concerns of the 0SS were not addressed early on, increasing potential
security risks and the cost of security retrofits. 1In addition, the
0SS was not in compliance with NSA/CSS Regulation 120-12, Personnel
Security Program for Continued Access, which requires a
reinvestigation polygraph at 5-year intervals for all NSA employees
and contractors with access to Sensitive Compartmented Information.
The second phase of the review will focus on the 0SS mission.

Recommendations. (U44FGW6} Management agreed with all
recommendations and to initiate action to develop a formal approval
process to ensure security provisions in current and future plans for
Agency real property construction, renovation, or lease.

In addition, management has developed a strategy to address the
Agency’s current noncompliance regarding reinvestigation polygraphs;
however, management needs to make decisions regarding the polygraph
billet shortage within the 0SS, and an incentive/retention program
for polygraphers. Finally, if it is not feasible to acquire polygraph
skills internally, management may require concurrence from the Human
Resources Review Group for outside hiring authority.

(U) MISCONDUCT REGARDING OFFICIAL TRAVEL, IV-97-0061,
9 March 1999

Summary. (UMA¥OUQ) This investigation substantiated allegations
of misconduct by an Agency employee related to official travel.
Briefly summarized, the OIG found the employee improperly accepted
$§12,854 in compensation from a non-Federal entity for official
government travel expenses without prior authorization on 17
occasions; improperly served in a position of fiduciary
responsibility for the entity; knowingly submitted false, duplicate,
and improper claims to the government relating to official travel;
improperly converted 130,000 frequent flier miles for personal use;

6
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and improperly claimed 51.25 regular hours, credit hours and/or
overtime while in a travel status. The employee resigned from the
Agency and appropriate collection action has been taken to recover
$5,774 due to the Government.

(U) TRAVEL IMPROPRIETIES AND NEPOTISM BY A SENIOR OFFICIAL,
IV-98-0002, 16 March 1999

Summary. (U/7/#680) This investigation found the senior official
had solicited airline upgrade coupons that were provided based on the
official’s senior position; changed a personal trip to an unnecessary
TDY that was charged to the Agency; and violated nepotism laws and
regulations by advocating the hiring of a spouse. The official
received a written reprimand and was directed to reimburse the U.S.
Treasury for all costs associated with the unnecessary TDY that was
charged to the Agency, and the Agency will recoup the salary pald to
the spouse in accordance with applicable laws.

7
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memorandum

DATE: 26 October 1999 IG-9296-99

REPLY TO
armior:  Inspector General

sussec:  Office of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM

T DDI, DDO, DDCM, DDS, DDT

1. (UMPOUOT This memorandum advises you that the NSA/CSS Office
of the Inspector General submitted to the Department of Defense
Inspector General the Semiannual Report to the Congress on
Intelligence-Related Oversight Activities for the period
1 April 1999 - 30 September 1999. For your information, I am providing
you with a copy of this report.

2. [([1/7rotr) If you require addiﬁional information, please contact
on 963-3544s.

ETHAN L. BAUMAN
Inspector General

(b) (6)

Encl:
al/s

cc: DIR
D/DIR
EXEC DIR
EXREG
LAO

This Document May Be Declassified
Upon Removal of Enclosure and Marked
" UNCLAS SIFIED f~FOR—0FEECEAL—U S R0 hi-"

OPTIONAL FORM NO. 10
(REV.1.90) )
GBA FPMR (41 CFR) 101-11.8

Approved for Release by NSA on 03-30-2021, FOIA Case # 55478 5019-114 (COMPUTER FACSIMILE)
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Summary. (S¥ This audlt assessed the efiqttlvengss and
efficiency of contracbrn .and financial praﬁg;he$ atfthe [::::::]
| . . ? Both NSA and CIA. §SSlun contracting
offlcers toq |The auditors found seveta} as¢as ﬁhat require

\ ent: there is a higher percentageg’ of sbLe sou¥ce contracting
ad Ehan at CIA or NSA (about 30 perg - higher bhan.NSA), CIa's
delegation of contracting authority to Anjs. - ?pv151oé chief violated
good internal control practices; and,thh~ dlsbur51ng office

maintained excessive amounts of cash'eVen EhOUQh the monthly
requirement was only about one- fourth'df ﬁhle amount. .

« e .
Recommendations: 8) The Nsk!s. Office of.eontractlng, and
CIA’'s Office of Finance and Logistjcs, (OFL).managegs agreed to
undertake new initiatives to imprgvé. ‘c ition and ensure that
contracting regulations are follgwgd:. Efffjand OFL- agreed to reduce
the cash but did not agree to the*qecommgndatlon te resé&ind the
contracting authority of the[:::]aivision chief; the CIA IG will

handle this issue. e . i

» » s

2. (S S oo jMission,|

Summary. G747 Thls 1s the second.of two joint audits conducted
by the CIA IG and NSA/CSS IG. "(0IG) offlces The' first report
concentrated on contrag*ugl ‘and f1nanc1a1 respons1b111t1es and the
second audit focused on| - support. ‘to law enforcement agency (LEA)
personnel at| |sites. It also examined the adequacy of
emergency planning and vesponse, training, equipmént, and compliance
with NSA directives. THe audit found that the sites have a close,
productive working relationship with LEA.persgg;;], but the sites had
infrequent to no relagtions with LEA personnel. 'This was partly due
to a lack of formal golicy guidance on when and how to establish such
relationships. The,auditors alsg found that[:::kites have not always
prepared or updated their Emergency Action Plans (EAPs) as required
by NSA/CSS Regulation Number 25-14.

N 1
Recommendations. ‘84| management concurred with all audit
recommendations®' and plans to initiate formal procedures for

establishing relations with LEA personnel at field sites. In
addition,l:::]hanagement has established followup procedures to
1
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ensure that field sites impl xretommendations to correct .EAP
deficiencies during periodic security reviews. Finally,

management has agreed to update EAP field instructions and establish
a coordinator to manage the EAP program.

3 . (U)SURVEY OF INFORMATION TECHNOLOGY INFRASTRUCTURE,

IN-99-0007, 30 April 1999

Summary. €€y The inspection survey team reported that the
Agency’'s Information Technology Infrastructure (ITI) — upon which it
depends for mission success and routine tasks —| ] the

cost to modernize it is not currently included in Agency budgets. . The
survey identified issues that warrant immediate attention by Agéncy
leadership, particularly achieving corporate management of the ITI
and addressing ITI planning at all levels as an integral part of
corporate business planning. There are few metrics to gauge ITI
performance, |

Recommendations. (U/PO86) The survéy.made no formal
recommendations but identified key issues fbr NSA Leadership to- .
address. The charter establishing the Agencj*g Chief Informatibn:
Officer (CIO) has been revised to give the new CIO management @ -
responsibility over corporate IT resources. Based'op the survey,-bhe
NSA OIG conducted inspections of two organizations that are key xdle
players in ITI readiness and modernization; the reports'wjll be isgued

during the first quarter of FY 2000.
(b) (1)
(b) (3)-P.L. 86-36

¢. (U) SIGINT REPORTING FOR A PRODUCTION DIVISION, IN-99-0008,
30 April 1999

Summary. (& This Intelligence Oversight (I.0.) inspection of
SIGINT reporting for a production division found that personnel were
keenly aware of their I.0. responsibilities, but did not have a formal
program to make sure everyone is familiar with the basic I.0.
documents: Executive Order 12333 and its implementing directives and
regulations. Coincidental with the inspection, one of the division’s
offices launched an I.0. training initiative that will be implemented
throughout the organization. In addition, the division appointed a
Point of Contact (POC) for I.0. who will share the responsibility for
familiarization and training with another POC.




--Doc

ID: 6723037
SEEREFHNOFORNHXE-

{. (U0 ©) JOINT INSPECTION OF THE DENVER FIELD STATION,
JT-99-0003, 6 May 1999

Summary. (U/790883) This joint inspection by the IGs of the
Service Cryptologic Elements (SCEs) and NSA/CSS assessed three
interest items noted by the Director, NSA/Chief, CSS: mission
integration, reliability of mission, and military member support.
Other areas inspected included site command, operations, and support
functions. The site recognizes and has taken direct action to
integrate operational processes within its purview. Despite the
limitations of various stovepipe systems that were delivered during
the past few years, site initiatives have made mission integration
more of a reality. More difficult integration issues exist, such as
solving a problem of multiple management information systems.
Regarding reliability of mission, most of the critical infrastructure
elements that are required to sustain the site’'s operations have
built-in redundancies that allow site operations to continue with
minimal interruption. The inspectors found that good efforts have
been made in the past several years by all appropriate commanders at
the site to improve active duty military support. However, to improve
morale and operational effectiveness, more work is required to
provide full-service dining facilities, expanded fitness and
recreational opportunities, and emergency services on a 24 hour,

7 days per week basis.

Recommendations. (U) The inspection report contained numerous
recommendations for improvement. Management agreed with these
recommendations and has taken, or plans to take, corrective action.

(U) Y2K EFFORTS CONCERNING COMMERCIAL OFF-THE-SHELF
PRODUCTS, AU-98-0013, 21 May 1999

Summary. £68) The Year 2000 (Y2K) problem is rooted in the way
automated information systems record and compute dates. This audit
found that many of NSA‘s most critical systems have components that

were not developed or supported in house but are commercial off-the-

shelf (COTS) products purchased from vendors. |
any COTS-¢omponents that are not

Y2K compliant could adversely affect the°Agency’s mission. The

auditors also notéd that

(b) (1)
(b) (3)-P.L. 86-36 3
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Recommendations. €€¥ Management concurred with all
recommendations and took the following actions: 1) included end-to-
end system interface information identifying NSA‘'s highest priority
systems in an upgraded Information Technology Inventory Database; 2)
added the “vendor’s definition of compliance” and “vendor’s
compliance testing” to the COTS database for those products for which
the vendor provided the information; and 3) started making use of the
DOD Joint Integration and Test Facility test information on COTS
products. These actions will reduce the risk of Y2K disruptions to
NSA’'s most critical missions.

1. (U) SYSTEMS AND NETWORK OPERATIONAL EVALUATIONS,
ST-99-0001, 28 May 1999

Summary. (U/M7*O00) During this special study, a systematic
review of the Systems and Network Center (SNC)} activities was
conducted to determine the extent and adequacy of policies,
procedures, and internal controls governing the Center’s operations,
and whether existing policies and internal controls provided
reasonable assurance that these activities were carried out with due
regard for legal, operational, and other risks. The study found the
SNC to be control conscious and personnel at all levels demonstrated
personal and professional integrity; the Memorandum of Understanding
{(MOU) with the National Institute of Standards and Technology (NIST)
had not bheen reviewed since 1989 and did not address reimbursement
for SNC services; the process for approving requests for services had
not been formalized; and written procedures for conducting
operational evaluations did not address the provision of technical
assistance to law enforcement agencies.

Recommendations. (U/Fe8e) Management concurred with all
recommendations and agreed to update and finalize policy and
procedures for all SNC requirements, approvals and services. The SNC
further agreed to institute procedures to ensure testing personnel
are aware of the legal protocols. The Associate General Counsel for
Information Systems Security will review and update the MOU with NIST
and coordinate with appropriate offices to update and finalize NSA/
CSS Regulation Number 130-~3.
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(U) FOLLOWUP INSPECTION ON NUCLEAR CO‘MMAND-AND CONTROL
AU-99-0009, 20 July 1999 .

. - - .

Summary. ¢Sy |

.
* x

] This followup review focused on thesSe recommendations

to determine whether management had implemented the recommendations *

or taken alternative actions that satisfied their intent. Ovierall,

the inspection found that NC2 management had implemented most’ of the .

recommendations. Improvements were made in key areas: | 1

Recommendations. (U/7POUO) Management hqs agreed to designate
NC2 positions for priority staffing and to establish an NC2 entry-
level hiring program. Management also plans. to complete a
comprehensive vulnerability assessment by 31 December 1999, while the
Office of Security will conductl polygraphs of PRP
personnel.

¢&>JOINT INSPECTION OF MENWITH HILLSTATION, JT-99-0004,
10 September 1999

Summary. ¢€) The inspection, conducted jointly by the IGs of the
SCEs and NSA/CSS, found that overall the Menwith Hill Station (MHS)
command climate is healthy; policy and guidance from higher
headquarters is effective but there are deficiencies with respect to
an overall lack of formal, written guidance; a dedicated MHS work
force carries out a dynamic,] |

| the communications and.

network division is competently run and proféssionally staffed; and
MHS is establishing strong environmental safety and health programs/

A
. .

(b) (LY
(b) (3)-P.L.
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Recommendations. (U) The inspection report contained
recommendations for improvement. Management agreed with these
recommendations and has instituted a formal process for tracking all
of its corrective actions.

(U) SPOUSAL ACCOMMODATIONS, ST-99-0006, 17 September 1999

Summary. (U/PO¥O) This review was initiated in response to a
request from the Inspector General, Department of Defense (IG DoD) to
the Director, NSA/Chief, CSS to review the overseas spouse hiring
program at NSA. The IG DoD was concerned that NSA‘s spouse hiring
program appeared to give spouses of NSA employees undue employment
advantages that are generally not available to other DoD family
members overseas. As a result, the Director was asked to review the
program to ensure its compliance with applicable requlations and
avoids the perception of favoritism. This review determined that a
vast majority of spouse hires (67 of 73) at field sites in FY 1997-
1998 were accomplished in accordance with Merit System Principles and
applicable regulations. In these hires, competitive procedures were
followed in selecting spouses of NSA employees for vacant part-time
indefinite positions. The OIG concluded that on six occasions in
FY 1997-1998 spouses were placed in newly created positions, without
competitive procedures, contrary to Merit System Principles.
Furthermore, when competitive procedures were utilized, the spouses
of NSA employees were not given employment preference. By contrast,
within the DoD community outside of NSA, spouses and family members
of DoD military and civilian personnel receive employment preference
under DoD regulations that do not apply to NSA.

Recommendations. (Uf7000) To avoid a recurrence of the
occasions where non-Agency spouses were hired contrary to the Merit
System Principles, the 0OIG recommended that the Deputy Director for
Support Services ensure that appropriate corrective actions are taken
in coordination with the NSA Office of General Counsel. These
corrective actions include educating the work force and Agency senior
officials about Merit System Principles and restrictions under the
nepotism laws and regulations, and advising employees that Agency
policy prohibits employees from making employment for their spouse a
contingency for their accepting a PCS assignment.




——

~Doc ID: 6723037

/)

SECREFHNOFORN/XL

(U) OFFICE OF SECURITY SERVICES MANAGEMENT REVIEW -
MISSION, AU-99-0011, 20 September 1999

Summary. (U/¥PO®O) This audit is the second and final phase of
a management review of the Office of Security Services (0SS). The
first phase placed special emphasis on management controls in the
support area. For a summary of this review, please refer to the
Semiannual Report as of 31 March 1999. Phase II, the subject of this
report, focused on compliance with investigative authorities,
policies, and procedures. The phase II audit report found that, with
the exception of two cases, the 0SS’ Reports of Investigation (ROIs)
and Memoranda for the Record (MFRs)} did not disclose any actions by
Special Agents that were not in compliance with investigative
authorities, policies, and procedures; the 0SS did not have a record
of adjudicative actions taken on{ Jof igzj:::]ROIs and MFRs reviewed;
about] percent of the automated informdtion systems (AISs) did not
have the certifications and accreditations required for operation;
and apgroximately percentxof the ‘data in the case control system
was not accurate or complqte .-’

Recommandatzons. (U/T!ﬂﬂﬂ? Management agreed with our
recommendations fo doqument the new procedure for recording
adjudicative dlﬁpOSltionS develop a Certification and Accreditation
Plan (with mllestoneso to secure all AISs; and establish quality
control measures for entering data in the new case control system,
which is curren;&y under development.

» e

(b

Yy (3)-P.L. B6-36
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(U) SEMIANNUAL REPORT TO THE CONGRESS

J

FOR THE PERIOD OCTOBER 1, 1999 THROUGH MARCH 31, 2000 '
(b) (3)-P.L. 86-36

»

(U) NSA’s Y2K Efforts Regardmg Continuity of Operations, AU-99 0005, 30 November 1999

Summary. (U /4FOH6) Contingency planning provides insurance against Year 2000 (Y2'K).
d1srupt10ns by instituting procedures to restore any affected systems and to continue the Agency
* mission in the interim. The Office of Inspector General (OIG) audit { |
|
however; at the time of the audit, the Operations Directorate (DO) was reducing the risk through
efforts associated with its Y2K SIGINT Operations Plan '

_ Management Action. (U) The Agency Cl'uef Information Officer (CIO) acted to ensure that
contingency plans were complete and executable, and the DO validated its Y2K SIGINT
Operation Plan. In the event, no significant disruptions took place.

. Overall Report Class'ification. (U) “UNCLASSIFIED AFOR-OFHCHEHSE-ONEY"

,(U)_lnformation Technology'lnfrasimcture Division (Q57), IN-99-0001, 1 December 1999

Summary. (U) Q57’s mission is to-provide tools and techniques to automate information
technology infrastructure (ITI) management and monitoring at the National Security Agency/
Central Security Service (NSA/CSS). The inspection found Q57 facing a dilemma between its two -

* assigned responsibilities: readiness and modernization. Lacking the resources to perform both
jobs well, the division needs clearer strategic direction in prioritizing its projects and functions.
The inspectors were concerned about the large gap between what it will take to modernize the ITI
and what Q57 is able to deliver with lmuted resources. The division also needed a process to
manage requirements from diverse sources and a methodology for evaluating new tools and
products.

Management Action. (U) Management directed Q57 to maintain existing systems first and
use any remaining resources to modernize. Subsequently, however, on 3 January 2000, the
DIRNSA set a new course, giving modernization first priority. Q57 has agreed to develop an

- automated requirements management process and a standard approach to product evaluation.

Overall Report Classification. (U) “UNCLASSIFIED /7 FOR-OFFICHAEUSE-ONEY-

DERIVED FROM: NSA/CSSM 123-2
DATED: 24 February 1998
DECLASSIFY ON: Xt~



{by (1}
Do IDBOT2IW3HSC 403y Section 6 of the CIA Act

of 1944
(b} (3)-50 USC 3024 National Security Act of

1947 Section 102A(1) (1)

(U) Foreign Intelligence Liaison Re:atiensaips, AU-98-OOﬁ 16 December 1999

OGA

NSA/CSS OIG

by (1)

{b) (3)-P.L.

86-36

.

Summary. ¢3¢ Conducted under the ausplees of the Intelligence Community IG Forum,,

this joint review focused on processes established under Director of Central Intelligence
Directives (DCIDs) to coordinate U.S: intelligence liaison actxvxhes with foreign governments,

.- Management. Actlon. (& The responmble parties agreed to estabhsh a formal coordmat;
process between the two agencies;and NSA has gggeed to ah@ Agencx thcz and practices ‘

Overall Report Classification. (U)

NOFORN

.

L) lntelhgence Oversight Inspection of the Conventional Remote Operations Facility (662),

IN-99-0003, 20 December 1999
Summary. ¢ G62, the Conventional Remote Operations Facility,

}Its effectiveness in fostering intelligence oversight
awareness and compliance is evidenced by the fact that G62 has not had a smgle violation in

.

5 years. The inspection identified some uncestainty as to the responsibility for giving
intelligence oversight training to contract linguists who, for secunty reasons, are kept unaware ;

of the fact that they work for NSA.

Management Action. (U /*FOEOYG62 will meet with contx’actor representahves to devisd
a plan to give contract linguists the requisite intelligence oversight tratnmg The Office of

(b) {3)-P.L.

86-36

General Counsel (OGC) has offered to help develop an appropriate briefing: .

Overall Report Classification. (U) “‘FOP-SE@W

(U) NSA’s Implementation of the Defense Acquisition Workforoe improvement Act (DAWIA),

AU-99-0001, 30 December 1999
"~ Summary. (U/~F8E6¥ To raise the professional knowledge, skills, and abilities of the -

govemment s acquisition workforce, the DAWIA sets mandatory education, training, and -

experience requirements. After benchmarking other Defense agencies, the auditors found

.
»
.
13

.
.
*
*
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Management Action. (U) On 28 February 2000, the mrector, NSA (DIRNSA) aamed a
DAWIA-certified senior technical director in the Du‘ectoratq ‘of Technology and Syglems (DT) to
be NSA'’s senior oversight authority for ensuring compianbe with DAWIA. She has already
developed an action plan to accomplish the remanung'cor!échve actions.

Overall Report Classification. (U) "UNCLASSIFIBD/"?‘FGR‘O‘PHCDW

- o -

(U) Joint Inspection of Kunia Regional Security Operatlons Center (KRSOC) JT-00-0001, a :Ianuary 2000

S Summary. ( U‘?"ﬁ"@ﬁ@)" The inspection, gfonducted]omtly by the Inspectors € General (IGs) '
of the Service Cryptologic Elements and NSA ACSS, found acritical impediment to KRSOC
. effechveness and efficiency: the higher Headquartets reqmrément that Kunia operqte as a 10mt

Management Action. (U) On 8 Maréh 2000, the DIRNS‘A asked the Deputy Ckuef CSS, to
lead the Commanders of the Service Cryptologic Elements ir] a review of military-cjvilian '
* structures and prermses in the field and'at NSA Headqyartens (HQ). The Deputy Chief, CSS will
- report the group’s recommendations to optumze the development and use of mlhtary E
cryptologists by June 2000.
Overall Report Classification..-ZU) W

4

L]

»

(U) SIGINT Processing and Dissem‘mation : [MM), ST-99-0008, 3 Jaﬁuary 2000

Summary. (U /'ﬁeﬁej-'rhxs was one in a senes of OIG testable policy base seviews of
high-risk Agency operatxons requested by the NSA Over51gh€ Board. The study found that the
policy that governs repor
analysts to report possible

Management Actiod. (U ~FEH6y Managemerr.t agreed to change the policy to requi.re
immediate reForﬁng tof ¥ analysts understand what to do when they
encounter .

Overall Report Classification. (U) POPSECRET - COMINTHANOFORN.”

-(U)vSignals Processing and Cryptologic Telecommunications Division, |N~99~0002 2 February 2000

Summary. (UH'FSH@) J64 runs two critical round-the-clock operations: the Cryptologic
Telecommunications Operations Center (CTOC) and the National Signals Processing Center. The
inspection found that J64 was suffering from reductions in experienced technical support staff;
expected manpower savings from new software tools had not materialized. Nevertheless, J64 had
not gathered the data needed to make a business case that maps resource deficiencies against
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T
’ 2% .

reqquements and assessas the resultant_ nsk to the Agency mission. In addition, the

Agencywide [+ N - Jinstallation was not being corporately
managed. |, . S ‘.

. -
. L]
-

“Management Acti.t.)n. U) Je4is dev'elt_tping a business case, including a risk assessment.

The Agency’s CIO has accepted corporate’responsibility for resolving th sue
Agencywide. It is beEF' g addressed as part-of-the Agency’s response to the January 2000
Overall Report Classification. (U ) “SECRPF/+COMBNE"

(U) Followup on-Emergency Action Planmng, AU 99 0010 14 February 2000

. Summary (U) Ina 1997 audlt report on Emergency Action Plans (EAPs), the OIG found

that field sites had not submitted EAPs and annual recertifications to HQ. Our followup review

" found that the NSA EAP regulahon was appropnately Tev1sed but it took field elements overa
year to comply . :

Management Action. (U) As a result of this followup work, management has taken
aggressive action to ensure completion of EAPs by the delinquent sites. As of January, 2000, all
field elements had either submitted their EAPs or otherwise complied with the NSA regulation.
To ensure future compliance, it is critical that dehnquent s1té$ be reported to the DIRNSA for -

corrective acnon.

Overall Réport Classification. (U) ”UNCLASSIFIED;‘ﬁeR-GFHGI*L—HSE-eNEﬁ”

(U) Defense Speci'al Missile and Astronautic Center (DEFSM'AC), lN-O(l-OOOQ 18 Fébruary 2000

Summary. (ST Located at NSA Headquarters, DEFSMAC is a‘]omt NSA and Defense

Intelligence Agency (DIA) activity. The inspection identified major 1ssues] 1

. n iddition, senior DIA
managers v1ewed’ the partnership as strained; the leadership style of the ;
| |was demoralizing DEFSMAC managers; and the Duector, DEFSMAC

position had been vacant for 6 months.

: - Management Action. (&> A ency management is workmg with the Natlonal SIGINT -

Committee to clarify collection priorities. A nethas been appomted and

will be dual-hatted as Chief, DEFSMAE, . :
Overall Report Classification. (U) GEGRET—"— L D

(b) (1)
(b) (3)-P.L. 86-36




“DocID: 6723034 | SECREFH- NSA/CSS OIG

(U) NSA’s Support Services Budget, AU-00-0001 1 March 2000

Summary. (U) In response to concerns of the Senate Select Committee on Intelligence, the
OIG conducted an audit of Directorate of Support Services (DS) budgets for FY 1997-99. Our
review found that NSA has traditionally underfunded the DSbudget and relied on fallout funds
to cover expenditure shortfalls. Although some mission funds were shifted to pay for support-
type expenses, the auditors were not able to determine the true amount of mission funds used
for support purposes for two reasons: deficiencies in the guidance (and implementation thereof)
on paying for support costs and inadequacies in the Agency’s finance and budget systems.

- Recommendations. (U) The Agéncy has undertaken nuhatlves to improve its business .
and program build processes along with its financial management systems. In addition, the |
DIRNSA endorsed recommendations to address all the issues identified in the audit and to
ensure that managers have the information needed to make sound business decisions. '

Overall Report Classification. (U) “SECREI/A<COMINT"

(U) Oversight Review of the Restaurant Fund AU-00-0011, 7 March 2000 - |

- Summary. (U) The OIG Ofﬁce of Audits reviewed the contract audit of the Restaurant o
Fund performed by the Certified Public Accounting firm, Rager, Lehman, and Houck. The
" contract.audit was found to be in accordance with Government Auditing Standards.

Overall Report Classification. (U) “UNCLASSIFIED/ /W.omx.?'

'(U) Certification and Accreditation (C&A) of Agency Systems and Networks, AU-39-0006, 8 March 2000
Summary. (U 4-E0U6)- Accreditation is the official decision to permit an trtformation '

system to operate in a specified environment. The decision must be based on a certification that
the system’s security features and other safeguards meet security requirements. Our audit

with DoD Instruction 5010.40, Management Control (MC) Pr osure 3 -
Guidance in Applying the Definition of Material Weakness. :

Management Action. (U ~FEH6) Managen‘lent agreed to reengineer the C&A process;
develop a formal risk management program;.and assess and evaluate the material weakness
created by the C&A deficiencies 1dent1f1ed'1n the audit. :

Overall Report Classiflcatuon (U) ChSRRPEONENT.”
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(U) Intelligence Oversight Inspection 23 March 2000

Summary. (U4 FoUE0) 203 managers and employees demonstrated keen awareness of
their responsibilities with respect to Executive Order 12333 and United States Signals ‘
Intelligence Directive 18. HoweVer, the division lacks a formal intelligence oversight training
program for new employees. *

Management Action. (L]) Management is developing an intelligence oversight training -
module and, beginning this year, will conduct annual refresher training for all division
employees. « .

-

Overall Report C!asgi'ﬁcation. ) -SEGW" o

-

(U) Unified Cryptologic Architecture (UCA) lmplementatlon, AU-00-0004, 31 March 2000

Summary (U/-E©%W63 This audit focused on the UCA a fundamental redesign of the :
cryptologic system. The key ingredient of the redesign was a common information
.+ infrastructure that will give Intellicence Community pariners and customers]

-

e audit identified major issues that could adversely affe.ct the successful
transition to and mplementahon of the UCA. Managemgnb action is pending.

Overal[ Report Classification. (U) "SEERET#CW!’ORN‘

-
.

(b) (3)-P.L. 86-36
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UNITED STATES GOVERNMENT

memorandum

paTE: 10 October 2000 IG-9511-00

" REPLYTO
amior: Inspector General

sunvec:  Office of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM '

to: DIR thru D/DIR, E/DIR (Eyes Only)

1. (UM~Fe869 This memorandum advises you that the NSA/CSS Office
of the Inspector General submitted to the Department of Defense
Inspector General the Semiannual Report to the Congress on
Intelligence-Related Oversight Activities for the period
1 April 2000 - 30 September 2000. For your information, I am providing
you with a copy of this report.

2, (U/fggﬂgi_;f you require additional information, please contact

on 963-3544s.

----- (b) (6)

{b) (3)-P.L. 86-36 ETHAN L. BAUMAN
Inspector General
Encl:
a/s

This Document May Be Declassified
Upon Removal of Enclosure and Marked

"UNCLASSIFIED fEoR—OFFECAL—USE—0NLY.. "

SECRET//XT—

OPTIONAL FORM NO. 10

Approved for Release by NSA on 03-30-2021, FOIA Case # 55478 | Guareun @1 crm 101118

5010-114 (COMPUTER FACSIMILE)




Doc ID: 6723042 SECREFHXEY

OFFICE OF THE INSPECTOR GENERAL
e S

NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE

SEMIANNUAL REPORT FOR THE PERIOD
1 APRIL 2000 - 30 SEPTEMBER 2000



Doc ID: 6723042
N o SEERETFHT (b) (3)-P.L. 86-36

4 oo
“l..'

(U) SEMIANNUAL REPORT TO THE CONGRESS

FOR THE PERIOD APRIL 1, 2000 THROUGH SEPTEMBER 30 200d

.

o1 _ RS [smoooos 3 My £000 '-_ )

hd .

Summary. ¢8| _ L l the NSA/CSS Ofﬁce of the Inspe.ctor General
advised the NSA/CSS Oversight Board thaDield sites had collected—without
Attorney General autﬁxonzahon—commumcatlons ofa US. person| - \/
overseas This.special study found that support requirements were not
directed by local customers hut were entered manually on site. Three fa¢tors may have 29
contributed to the unauthorized collection: lack of resolution between the Target Office pon
of Primary Interest and another organization as to,where the Collection Management
Authority (CMA) resided and how it should be carhed out; lack of oversight to ensure

that sites followlt . R |]and Jack of intelli-
gence overs1ght raining. v

Managemont Action. GS-)Management has now assumed CMA resp0n51b111ty and,
in accordance with its X . lis ensuring that USSID 18 compli- /
ance checks are’performed andl . . | Management
also agreed to estabhsh controls to oversee procedures at hield sites and.to ensure that /- Z?
all personnel are trained in and; aware of —prior to their tours—the progedures they
must follow whén they encqunter infortation about U.S. persons. Finally, manage-

ment initiated intelligence oversaght h‘ammg and USSID 18 awareness sessions for its
managers and analysts

Overall Report Classmcatlon (U‘) “TGPﬂECRE‘P'GG‘MIﬁT‘EXGEPHGN&EbY—

(U) Joint Inspectldh of RAINFALL dT 00-0002 9 June 2000

Summary. -(U#FOUO-)-The 1nspéct1on conducted jointly by the Inspectors General
(IGs) of the Service Cryptdloglc Elements (SCEs) and NSA/CSS, found ghortcomings /
in documentatipn in Operatlons tralnmg and position certification procedures, Opera-

tions Security, and Emergency Preparedness. Additionally,[ ] 29
[ . [for military members was found to be non-existent and poor 14
communications between the site and the] ]
. DERIVED FROM: NSA/CSSM 123-2
) - DATED: 24 February 1998
; y* DECLASSIFY ON:%+
(b) (1)
(b) (3)-P.L. 86-36
—SECRETIXT—

1
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§

On the other hand, the site has done an excellent job of handling the plus-up in mili-

tary assignees and in building a sound Operatlons-Engmeermg relationship, both
significant issues in the prevxous inspection in 1997.

Management Action. (UWFO‘UG‘) Site management has begun a formal program
to rectify shorthmmgs irr the area of positional documentation, operations security, j
I ] Site is working with higher headquarters to
identify Tesources requlrea to prepare. and implement a consolidated Emergency ﬂ 2?

Action Plan. Ad.dm.n.naﬂx_t.b.\unsnam.m_pl;)upled with a follow-on inspection (in
progress) of the : . hould result in improved communica-

tions and effectiveness in the| » |
Overall Report Classification. (U) “SECRIETACOMENTATALENI- KO L2

(U) Intelligence Oversight Inspection of . IN-00-0006, 12 June 2000
Summary. €5>This intelligence overs1ght 1nspect10;1 of the| ]

found that the organization was in basic compliance with the requirements
of E.O. 12833 and its derivative documents. It has placed some of the basic intelli- J
gence oversight documentation on its web-based training page for all to use and 30
review; however, some basic documents need to be added- The Division has excellent /’ ’
risk management practices, including wide pre-publication review of all zeports and

on-line reference files that list problematic names. The Qffice of General,Counsel

(OGC) has not vetted the hundreds of intelligence oversight working aids and sites

on WebWorld; this cou.ld result in inaccurate or mlsleadlng guidance.

.Management Actlon '(U) Management agreed to add dchments to thé WebWorld
training page to make a complete package. Operatlens Directorate orgamizations
have begun a cooperative effort with OGC to standardize and ensure the accuracy of O
all mtelhgence oversight mform.atlon posted on WebWorld g

Overall Report Classification. (U). SEGRELF#GQM-I-NEP

.

(V) FIREBIRD Contract Oversight, ST-00-0006, 14.June 2000

Summary. (U) This special study focuse‘d on allegatlons .brought to the
attention of the OIG which questioned procurement practice’ used to buy personal /
computers (PCs) that were temporarily stored at»the Agenty’s
warehouse. The audit found that NSA purchased the PCs from

Y /¥

] which had bought them under a*subcontract with[ -
rather‘than purchasing them directly.’ There Was a lack of detail on.
the nvoices as well as a'lack of documentary evidénce l‘_egardmg Contractmg
Officer Representative (COR)'review. and approval of contracter invoices I'or

payment. T trtee.., 0

(b) (3)-P.L. B86-36
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{b) (3)-P.L. B6-36

Management Action. (U) Regarding the lack of details on 'the Emvowes
management provided a mewnrotandum detai'hng corrective adtions taken, 1nclud1ng f
the requirement tha include a matérial-invoice detail sheet with each invoice.

To address the lack of documentary evidence regarding COR review and approval of £ 5
contractor invoices for payment, mahagement developed a OO'R checklist for each
invoice; it lists the documents revlewed and includes COR comments

Overali Report CIassnﬁcatlon. ) “UNCLASSIFIEDWW”

-
*

(U) Oversight Review oﬁhe Non-appropriated Fund Instrumentality Audrt oﬁhe Civilian Welfare Fund,
AU-00-0016, 29 August 2000

Surnmary (U) The OIG OfﬁCe of Audits reviewed the COHtTaC}MQﬂh&.than.l
Welfare Fund performed by the Certified Public Accounting 5

e contract audit was found to be in accordance wq:h Government Auditing /0
Standards.

Overall Report Classifleétion. (U) “UNCLASSIFIEDAFOROFFICA U3 FE-ONEY”

(U) Joint Inspectionoff .’ JT-00-0003, 6 September 2000

Summary, (#9863 The inspection, conducted jointly by the IGs of the SCE and
NSA/CSS, found a.¢ommand climate where a certain amount of discord exists between
senior leadership,at the site resulting in poor definition of the roles and
responsibilities gf the Vice Director and the Chief of Staff. Addltlonally, little progress
has been made 'on several findings from the last (1997) inspection in the area of 30
electronics maintenance and safety, particularly the fire alarm and fire suppression s
systems There has been tremendous improvement, however, in the conduct of
mission. The Joint IG team found Operatlons Directorate personnel to be fully
engaged and dedicated to the mission.

, nagement Action. (U/ARGEIL) Senior SCE management has directly engaged the

: F;ommander and Vice Commander regarding the command climate. Site
management is working to rectify issues in the electronics maintenance area and is

dealing with host base and higher headquarters management and technical personnel

to address fire alarm and fire suppression system shortcomings. 30

Overall Report Classification. (U) “SECRET/COMINT™

(U) Followup Audit on Certification and Accreditation of Information Systems, AU-00-0015,
7 September 2000

Summary. (UFPOHE) This followup audit assessed progress to date in imple-
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- sas
«

menting the six recommendations in our March 2000 (AU-99-0006) audit, which
. . t. ]
: : : ‘., I
. ]
While progress has been made on some of the recommendations, the audit
- followup found that the Agency’s Chief Informatidn Officer (CIO) and the Deputy
: Director for Information Systems Security (DDI) are 4% an impasse as to who should
assume respons1h111ty as NSA’s Certifying Authority (CA).»

Management Action. (U) The OIG elevated the followup ﬁn&m s to the DIRNSA
to 1) designate an Agency CA and; 2) determine whether to report, ]
Lo the OSD,|

po!

Overall Report Classification. (U) “CONFIDENTIAL.”

(U) Special Study of COMSEC Monitoring, ST-99-0002, 29 September 2000 X

Summary. (UAPOEO) This special study of the Joint COMSEC Monitoring
Activity (JCMA) found Agency directives and regulations regarding COMSEC
monitoring are outdated; the Memorandum of Agreement (MOA) establishing the \/
JCMA is also outdated; the JCMA lacks detailed written procedures for obtaining i
approval to conduct COMSEC monitoring; and the JCMA has not standardized /? 3
procedures for conducting and documenting periodic Intelligence Oversight training
at Headquarters and its Regional COMSEC Monitoring Centers.

Management Action. (U) The Defensive Information Operations Organization
and JCMA, in consultation with the Associate General Counsel for Information
Systems Security, agreed to update Agency directives and regulations in regard to
COMSEC monitoring, along with the JCMA. JCMA further agreed to institute 1. 3l
procedures to ensure monitoring personnel are aware of the legal protocols related to /
COMSEC monitoring .

Overall Report Classification. (U) “SEERE®-*

(V) Followup on Official Representation and Confidential Military Funds, AU-00-0009,
29 September 2000

Summary. (U) This followup review of the 1998 audit report (AU-97-0016) found /
that in.1998 the Comptroller issued a policy change to the Resources Management
Manual which states that cash accounts are subject to independent review every two
years (biennially) or when the position of Chief, Special Operations changes hands. //
An independent review team performed a review in the January/February 2000
timeframe but did not issue its final report until September 2000.
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Management Action. (U) Action taken by management fulfilled the requirement f
for a change in policy regarding the independent review; however, implementation \/
was not timely based on the date of the independent review team’s final report. 2 Y

Overall Report Classification. (U) “UNCLASSIFIED/FOROFFIC AT S ONEY

(U) Favoritism and Preferential Treatment, 1V-89-0040, 4 February 2000

Summary. (U) An OIG investigation found that an Agency senior official
engaged in a personal intimate relationship with a direct subordinate and that he
showed favoritism and preferential treatment toward her. Additionally, the investi- /
gation found that the senior official and the subordinate misused government
resources, including computer systems, cell phones, and credit cards, in furtherance . }’{
of the relationship. They made false statements under oath to OIG investigators and
failed to cooperate with an official investigation by their repeated obfuscation, deni-
als, false statements and refusal to answer questions. The senior official also used
threatening conduct and statements towards OIG investigators, and the subordinate
destroyed and/or withheld records requested by the OIG. Both employees retired
while Agency administrative actions were pending.

Overal! Report Classification. (U) “UNCLASSIFIEDAFOR-OFFI A GSE-ONEE"

(U) Inappropriate Conduct in the Work Place, 1V-00-0007/15, 5 July 2000

Summary. (U) An OIG investigation found that an Agency senior official yelled
at a subordinate while administering a verbal reprimand in a manner which was
personally degrading and belittling. The investigation also found that, on a separate
occasion, the senior official grabbed another junior employee’s arm, pulled a folder / 75
from the employee’s hand, and admonished the individual with a raised voice in
front of co-workers. During the course of the investigation, the OIG was informed of

other alleged incidents involving the senior official’s uncontrolled outbursts with
subordinates over a period of approximately ten years. The report has been provided

to management for appropriate action.

Overall Report Classification. (U) SSECRETLZCOMINT.

(U) Misappropriation of Funds, 1V-00-0030, 24 July 2000

Summary. (U) This investigation was conducted based on a complaint to the /
OIG Hotline that an Agency senior official had misappropriated Congressional plus-

up funds intended for training and had used the funds to finance an unrelated / 25=30
project of low priority. An OIG investigation found that the Agency Senior Official
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did not misappropriate Congressional plus-up funds and that the funds were used
for their intended purpose, not to finance an unrelated project, as alleged.

Overall Report Classification. (U) “TFOP-SECRE®”
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crmrnY TO
armior: Inspector General

susct: Office of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM

To: DIR
Thru: D/DIR____ D/SECRETARIAT

1. (UMPe¥e) This memorandum advises you that the NSA/CSS Office
of the Inspector General submitted to the Department of Defense
- Inspector General the Semiannual Report to the Congress on
Intelligence~Related Oversight Activities for the period
1 October 2000 - 31 March 2001. For your information, I am providing
you with a copy of this report.

2. (U/+4Re¥8) If you require additional information, please contact
on 963-3544s.

J'rm—:—-sm——-r- (b) (6)
(b) (3)-P.L. 86-36

Inspector General

cc: SID
. IAD
CoSs

Encl:
al’s

This Document May Be Declassified
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(U) SEMIANNUAL REPORT TO THE CONGRESS

FOR THE PERIOD October 1, 2000 THROUGH March 31, 2001

(U) Freedom of Information Act (FOIA) Related Activities; NSA/CSS IG, IN-00-0010,
27 October 2000

Summary. (U) At the request of Senior Leadership, the NSA/CSS Office of the
Inspector General (OIG) conducted a functional inspection of agency activities
related to FOIA requests. This inspection evaluated the effectiveness of the existing
processes; the experience and training of those involved in the processes; workload
and resource factors; and the impact on NSA’s public image. The following improve-
ments to FOIA processes are needed to make NSA function more effectively in this
area: FOIA and Privacy Act Services needs to take a more proactive, strategic
approach to developing and implementing FOIA-related policy; NSA is not fully
compliant with the Electronic FOIA (E-FOIA) amendments of 1996 that require
posting frequently requested material on the internet; and more training for FOIA
case officers and Key Component personnel with FOIA responsibilities.

Management Action. (UAE6H6) Management concurred with all
recommendations and actions have either been completed or are ongoing. We noted,
however, that the FOIA release process is inextricably connected to the classification
process. Improvements in the process will require leadership from the policy
organization - to whom many of our recommendations are directed - but also full
compliance by the Key Components to the policy organization’s-generated policies.

Overall Report Classification: (U) UNCLASSIFIEDAESR-SEFIEHE,
USEONEY-

(U) Overhead Collection Management Center (OCMC); NSA/CSS IG, IN-00-0011,
21 November 2000

Summary. (UA6H6) This inspection of the OCMC found that, despite
dramatic changes in the target set and overhead missions, the Memorandum of
Agreement establishing the OCMC has not been updated since 1984. Failure to
define new authorities, responsibilities, and roles has produced an extremely
complicated and expensive system that operates without the formal direction needed
to optimize its activities and to ensure that it will perform well in a crisis.

DERIVED FROM: NSA/CSSM 123-2

DATED: 24 February 1998

DECLASSIFY ON: 33~
SECREFHNOFORNH¥ 1~

1
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(b) (3)-P.L. 86-36

~SECREFHINOFORNHI—

The position of Chief, OCMC, is now used as a developmental gssignment,
diminishing its effectiveness in dealing with high-ranking OCMC partners. Although
most tasks, once executed, are successful, inefficient practices eharacterize the
complex tasking process. Finally, OCMC work spaces are extremely dilapidated.

Management Action. €83 The new Chief, OCMC, will réview the charter and
begin drafting a document that codifies the complex overhead tasking process. The
Collection Management Office will start documenting the extent to which resource
constraints degrade the OCMC mission.

ification: (U) FOP-SECRETHCOMENT- (o) (1)
Overall Report Classification: (U) : (o) (3)-P.L. 86-3¢
5 Supplemental Fund; NSA/CSS IG,}. . - * oL

Summary. €3> At the request of the Ofﬁcg of Global Response, the OIG
performed this audit of] supplemental fiinds shortly after the Office of Global .
Response assumed management of these funds. There were two concerns regarding .
the Crisis Management Office (CMO), from where the transfer occurred: 1) possible
inadequate documentation and controls over the use of travel funds; and 2) possible
diversion to} Lt
[ ]We found no evidence that anyone misused travel funds or
diverted SIGINT equipment. However, we found that the CMO had not instituted
robust controls in two major areas.

Management Action. (U) Management agreed to improve the internal
controls over the use of supplemental funds during contingency operations.
Additionally, management will also supplement the Crisis Action Management
System Concept of Operations to document the requirements and budget processes
and will include a standard checklist of expenses common to contingency operations.

Overall Report Classification: (U) Skl

(U) NSA’s Implementation of DoD 5000 Series; NSA/CSS |G, AU-00-0002,
S January 2001

Summary. (U) This audit focused on NSA/CSS Circular 5000, Acquisition
Management, which implements DoD Directive (DoDD) 5000.1 and its accompanying
regulation. It establishes a structured process for reviewing major acquisitions at
specific milestones and making an informed decision on whether to proceed. The
audit found problems in Agency implementation of DoDD 5000.1, including: 1) NSA
had not finalized and implemented a formal plan to implement NSA 5000, due to the

SECREFHINOFORNI XY
2
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Cryptologxc Acquisition Program Board’s failure to perform ifs" dssigned role; and 2)

‘was developed.

the process prescribed by NSA 5000 was not rigorously followed, as funding for
E;rograms we reviewed was released before a Mlsswn Needs Statement

Management Action. (U) Management agreed with our recommendations to
designate, by charter, the Senior Acquisition Executive (SAE) as the responsible
authority for oversight of NSA’s acquisition management system and to develop a
policy and a formal process that require SAE approval of acquisition documentation

before program funding is released

Overall Report Classification: (U) UNCLASSIFIED/FOR-GERICIAL

USE-ONEY-

(U) Intelligence Community Coordination of Foreign Liaison Intelligence
Relationships and Intelligence Disclosures to Other Countries; NSA/CSS IG,

AU-00-0013, 22 January 2001

Summary. (U) This interagency review, conducted with representatives who
comprise the Intelligence Community Inspectors General Forum, determined the
effectiveness of the mechanisms and administrative processes established under the
Director of Central Intelligence Directives (DCIDs) for coordination of US espionage,
counterintelligence, and related intelligence liaison activities with foreign
governments and international organizations.l_

»
“
.
»

. Another finding pertained to the Special Assistant to the DCI for Foreign
! Intelligence Relationships (SA/DCI/FIR)..'Since 1991, the SA/DCUFIR has advised
: and assisted the DCI in the discharge ofhis duties and responsibilities with respect

to foreign intelligence relationships]

x

Management Action.

Management officials from the

(py {1
(b) (3) - 50 USC 403y Section & of (b) (3) - 10 USC 424
e CIn Bot of 130 SEEREFINOFORNIE | & 0L 0200 g 0mmen ¢
(b} {3)-50 USC 3024 National of the CIA Act of 194‘?{ i
Securicty Act of 1947 Bection 3 {b} {3)-50 USC 3024 National
102Aa (i) {1} Security Aot of 1947 Section
QGh 1028 (1) (1)

OGA

_WW
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) K {b) (3} - 10 USC 424
Doc ID: 6723041 (b) {3) - 50 USC 403g Section 6 of the
. . CIA Act of 1949

SPERETHNOFORNXT™ | (b (3)-50 USC 2024 National Security Act

of 1947 Section 102A(i) (1)

OGA

Overall Report Classification: (U) SECRET/NOFORN

(V) Intelligence Oversight Inspection of the Global Network Management Division:;
NSA/CSS IG, IN-01-0004, 24 January 2001

Summary. (UAROE6? This Intelligence Oversight (I0) inspection of the
Global Network Management Division evaluated the office’s program to comply with
Executive Order (E.O.) 12333 and its implementing directives and regulations. The
inspection found the Global Network Management Division was in basic compliance
with E.Q. 12333 and derivative documents, managers and employees demonstrated
a keenawareness of their individual IO responsibilities, and several office elements
had best practices, including online 10 working aids and training verification.
However, the office needs to formalize IO training for new employees and refresher
training for its entire work force, and there is no formal procedure for reporting or
logging potential violations.

Management Action. (U) During an interim status briefing, management
immediately instituted process and program improvements to address the office’s IO
shortcomings. As a result, the Global Network Management Division now has an
excellent IO web site, an official has been named to standardize training for new
employees and annual refresher training, and a procedure to report and log
incidents is in development.

Overall Report Classification: (U) SECRET/COMINT

(U) Office of Facilities Engineering; NSA/CSS IG, IN-00-0012, 25 January 2001

Summary.<6> This organizational inspection of the Office of Facilities
Engineering evaluated their ability to perform their mission and identify any
impediments to success. The inspection found the office’s employees to be customer-
focused, dedicated, and have introduced several innovative “best practices” into their
daily routines. Nevertheless, we 1dent1ﬁed two concerns that could Jeopardlze the

office’s ability to perform its i " g
and an eroding skills base.

estimate of the tmpact of the upgrade; NSA and the Service Cryptologic Elements B

.

SECREFHNOFORNIE
4 (b) (1)
{b) (3)-P.L. 86-3¢
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(SCEs) do not have Memorandums of Agreement (MOAs) on the responsibility for
field support; and Technical Security Countermeasure (TSCM) inspections are not
routinely performed on newly renovated OPS 1 cores.

Management Action. €8 Management concurred with most of the recom-
mendations. The office of physical security routinely completes informal
assessments of the technical security risk to mission after renovations| 1

| Iplan and will establish
MOAs that assign funding responsibilities for facilities support, at field sites. |

»

Overall Report Classification: (U) SECRET
(b) (3)-P.L. 86-36

(U) Time Sensitive and Field Support Division; NSA/CSS IG, lN-p«iﬁom&
13 February 2001 ..

. -

Summary. €€ The Time Sensitive and Field Support.ijiviﬁion has two
missions: providing end-to-end support to the National Time Sexsitive System
(NTSS) and serving as the Program Manager for Information Technology
Infrastructure (ITI) modernization for the extended Entérprise: This organizational
inspection found a major impediment to a critical mission: lack of an Agency
program to implement the Chief Information Officer’s policy of L_ |

C - . ] Other findings include key .
Division processes have not been documented, which impede NSA'’s effort to

privatize delivery of ITI support services; the Division has ah enviable record of
maintaining NTSS availability but needs to gdther perforfipance data in order to
identify improvements; and employees are anxious to find dut how
GROUNDBREAKER will affect them. s

Management Action. (U) The OIG recommended fhat't.he Director of
Information Technology Infrastructure Services (ITIS) implement a program to

transition automated analysis and réporting tools and gpplications so that

[ ietc., can run on perating systems. Other
recommendations include the Division documenting their procesdes; develop
standard operating procedures; and utilize performance data to foster a continuous
improvement mentality. Finally, the Director, ITIS, needs to give the work force
concrete answers about how GROUNDBREAKER will affect their jybs.

Overall Report Classification: (U) CONFIDENTEAE (by (1)
(b) (3)-P.L. 86-36
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up on the Joint Inspection of R <
NSA/CSS IG, | : <

Summary. (U/FOUO) This joint follown’p mspectlon conducted Jomtljt-by the
Inspectors General (IGs) of the Service Cz:yptologlc Elemenbs {SCEs) and N SA/CSS
focused on the serious electromc mamtenance and life safety ‘deficiencies obser’ved
during the original joint inspectign ifi June 2000. Regar(hn.g electfonic mamtenance
the inspection found tha as taken all of the nght Steps td solve immegdiate
deficiencies and to establish credible processes that ensurg the sustainability.of al]
maintenance programs. . Accordingly, all of the findlngs Kave beerr closed. ngarci]‘:ng
safety and fire protecmon the inspection found that, whﬁre possmle interim ceﬁtrqls
and work-arounds*have been instituted. .

*
*

. These e*dsting‘deﬁciencieé do not -
pose a strious threat to personnel, but continue to place mission equipment gt].
isk. Site management will continue long-term monitoring of the
project status to ensure continued action on the ﬁrg protection deficiencies.

Overall Report Classification: (U) s&eﬁﬁ-%#comr

(U) Joint Inspection of Medina Regional Secunty Operations Center (MRSOC),
NSA/CSS IG, JT-01-0001, 20 February 2001 . .

Summary. (U/AASE6) The 1nspect10r;, conducted Jomtlm the IGs of the-
SCEs and NSA/CSS, found the site’s responsibility for| Jhas -
increased;] as well as space, parking, and facility.
issues; and a centralized focal point at NSA to serve as a one-stop-shop for MRSQC .
concerns and questions, has not been successfully addressed since the last inspection
about two years ago. Despite the positive command climate, several issues demand
immediate attentionf |

Management Action. &) Management stated that the report validates the
best practices of the MRSOC, provides a road map for management to improve the
site, and recommendations are already being implemented. Management continues
to provide periodic status updates on actions taken to correct the deficiencies noted
in the report. The inspection produced several recommendations directed to higher

headquarters and the site]

--------

Overall Report Classiﬁcaﬂon (U) GREEREPCOMINT. .

(b (1)
(b) (3)-P.L. 86-36
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UNITED STATES GOVERNMENT

memoryandum

patTe: 4 October 2001 1G-9806-01

REPLY TO
ammior:  Inspector General

sunsect:  Office of the Inspector General Semiannual Report to Congress -
INFORMATION MEMORANDUM

TO: DIR
Thru: D/DIR____D/SECRETARIAT

1. (UPeE6) This memorandum advises you that the NSA/CSS Office
of the Inspector General submitted to the Department of Defense
Inspector General the Semiannual Report to the Congress on
Intelligence-Related Oversight Activities for the period
1 April 2001 - 30 September 2001. For your information, I am providing
you with a copy of this report.

you require additional information, please contact
| iDeputy Inspector General, on 963-3544s.

(b) (3)-P.L. 86-36 {b) (6)
ETHAN L. BAUMAN
Inspector General

cc: SID
IAD
CoS

Encl:
a/s

This Document May Be Declassified
Upon Removal of Enclosure and Marked
"UNCLASSIFIED /+FoR—OEFLCIAL-USE-QNLY . "

-CONFIDENTIALH ¥~

OPTIONAL FORM NO. 10
(REV.1-30)

GSA FPMR (41 CFR) 101-11.6
5010-114 (COMPUTER FACSIMILE)

Approved for Release by NSA on 03-30-2021, FOIA Case # 55478
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~CONFPENFALE—

(U) SEMIANNUAL REPORT TO THE CONGRESS

FOR THE PERIOD April 1, 2001 THROUGH September 30, 2001

(U) Resident Signals Engineering Program; NSA/CSS IG, IN-01-0008, 22 May 2001

Office of the Inspector General (OIG) inspection looked at Program performance and

cost effectiveness. We found that, on balance, the Program appears worth the cost

Summary. ¢63-The Resident Signals Engineering (RSE) Program is designed
to satisfy the Agency’s critical requirement for Signals Engineers through a 4-year
Program to develop this increasingly complex multidisciplinary skill. An NSA/CSS

since there are no academic or industry programs to develop Signals Engineers of
this caliber; the Regional Security Operations Centers (RSOCs) are not currently
used for resident tours or PCS assignments; there is no future TDY or PCS fundmg

line item for the RSE Program;

L

mission-critical technical development Program to continue. A decision on the need

Management Action. (U#FOH6) Management concurred with our
recommendations and will work to obtain the PCS and TDY funding to enable t}is

to improve RSE retention rates will be made in the near-term when the size of the
next class of Program inductees is known. .

Overall Report Classification: (U) CONFIDENT -

(6r

Division to determine’ how well prepared this Slgnals Intelligence Dxrectorate (SID)

»

lpMsion; NSA/CSS IG,

Summary ) The OIG inspected al_ =

organization is to serve as.a test bed for TRAILBLAZER (TB). Durihig the
inspection, we found that the Division had not estab'hshed a baseling, set

performance goals, or adopted a 'methodoloy to ga ge mprovements attnbutable to
TB efforts.|
.

(2

.
.
~

.

L]
.

Management Action. (U/fFﬁﬁei quage;nent agreed to esta‘hhsh a ..

~
»~
*oa
»
»

linguist/analyst eﬁicxency baseline; set performante goals for'each new TB-spox)sored

initiative; and require that all new tools and systéms develnped under TB T
automatically track appropriate performance data. *.". . .

Overall Report Classification: (U) QGPWGM-HH}

.

~-CONHDENTIAEH X1
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.

.
"
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h
1}

(b) (3)~-P.L.

86-36
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(V) Information Technology Standards (Part 1); NSA/CSS G, AU-01-0001,
13 June 2001

Summary. (U/FOTOY At the request of the Chief Information Officer (CIO),
the OIG conducted an audit survey to determine the extent of unauthorized
purchases of information technology (IT) products that are not on the NSA/CSS
Enterprise Solutions (NES) Products Baseline. The survey consisted of hands-on use
of transactional data systems and a review of logical architectures, data elements,
data element representation, and information derived from the systems that use
these data elements. We found that the lhad not agreed to play a
role in enforcing the NES baseline, although the CIO IT Planning Policy and
Guidance for FY2001 assigns such a role. Part 2 will look at
the CIO-sponsored initiative to assoclate IT asset
management processes and data repositories.

Management Actlon (U//FOY6Y Management oﬁimals stated that they had
discussed the importance of comphance with IT standards with the] |
E::gmt the CIO did not clanfy whether the CIO IT Planning Policy and Guidance
for FY2001 had been formally coordinated with this Group. Although the survey.did
not mclude recommendations, an-expanded outreach program would help fanuhahze
responsible’ Agency personnel with the CIO policy reqmrements

Overall Report Classiﬂcation' (U) UNCLASSIFIED#FQR—GFFI-GMJ
USE-ONTEY .

. *

. .

(U) Information Technology Investment quagement Processes, NSA/CSS |G,
AU-00-00086, 25 June 2001 - .

Summary. (U) The purpose of the Informatwn Technology Management :
Reform Act (ITMRA) of 1996 is to epsure that federal agenc1es implement a process
to base their IT decisions on evidence of direct bengafit to mission. The implementing
DoD guidance provides a framework for IT investmfent management (ITIM)—not:as
isolated acquisitions—but as part of eaclt agency’s irlyestment portfolio. To asses}
the Agency’s approach to ITIM, the OIG’s duditors uséd data-gathering and
evaluation techniques prescribed by the General Accoutiting Office and the Office of
Management and Budget and endorsed for use vnthm DéD and the 'Intelhgence .
Community.

Management Action. (UA#086) To address the comhtmns ldent:tﬁed in thjs
review, management needs to take steps to establish Investment Rev:ew Boards;. =
commit to a comprehensive plan to implement policies, processes, and procedures

,;
¢ *
“q

~CONFIDENFEALHIN “
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(b) (3)-P.L.

86-36
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that comprise the elements of sound ITIM; and perform periodic self-assessments—
using the same structured questionnaire employed in this review—to objectively
assess its progress.

Overall Report Classification: (U) UNCLASSIFIED/FOR-OFFICIAL
USEUNLY

4. (U) Micro-Purchase Credit Card Program; NSA/CSS IG, ST-01-0007, 5 July 2001

Summary. (UA£8E65 The DoD mandated that all DoD components
implement a Micro-Purchase Credit Card (MPCC) program. In October 2000, the
Agency’s Senior Acquisition Executive (SAE) asked the OIG to review the MPCC
program. The OIG reviewed the internal management controls incorporated into
the Agency’s MPCC program to prevent waste and abuse. The review found that
internal controls are weak in two areas: (1) card certifying officers (CCOs) do not
adequately review invoices prior to payment and (2) CCOs and cardholders do not
receive written appointment letters that spell out their personal responsibilities
and pecuniary liability. We also found that the draft NSA/CSS Regulation 61-07,
“Use of Government-wide Commercial Purchase Card,” has not been finalized and
disseminated nor does it require cardholders to promptly enter purchasing data into
the MPCC automated system, which the CCO uses to monitor cardholder spending.

Management Action. (UAP9E6) Management has agreed to require CCOs to
trace selected invoices on the billing statements to the underlying documentation.
New cards will not be issued until appointment letters are received from the
Contracting Group. Management agreed to incorporate the recommendations of the
OIG report in the NSA/CSS Regulation (NSAR) 61-07, and to publish the regulation
by 30 July 2001. Once NSAR 61-07 is finalized, the Contracting Group will send all
CCOs new appointment letters that state the new requirements and responsibilities,
including individual pecuniary liability.

Overall Report Classification: (U) UNCLASSIFIED/FOR-OFFICTAT:
HeE-oNE-

. (U) Field Advocate Office; NSA/CSS IG, IN-01-0002, 10 July 2001

Summary. (U/FOEO) The Field Advocate’s Office serves as the NSA focal
point for all field-related matters except mission activities and information
technology issues. An inspection looked at the office’s efficiency and effectiveness
and its partnering with other NSA/CSS Headquarters stakeholders supporting the
field. The inspection found that the Field Advocate’s Office has established its
authority over field issues yet its responsibilities are not documented; the Office's
governance over other field support organizations is not codified; and Certain field

~CONFPDENFIALH I~
3
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support functions, e.g., the Cryptologic Services Group budget, the reassimilation
process, and the detail process, need further refinement.

Management Action. (U/OHB6) Management concurred with all
recommendations and agreed to formalize its status as the field advocate by
documenting its commitment to the field in a mission and functions statement and
codifying its relationships with and governance of other field support offices in
Service Level Agreements. Management also plans to strengthen accountability for
those assigned to mentor reassimilating field personnel.

Overall Report Classification: (U) UNCLASSIFIED/FOR-OFFHETA]
USE-ONE-

(b) (3)-P.L. 86-36

() Partne:,éhip Contract; NSA/CSS IG |

Summary. (.U/’ﬁ‘eﬁﬁ‘)‘To create a pooI of high-technology private-sector
companies from which it can draw, in 1996 the Agency began using a procurement
vehicle knowmas a pdrtnership contract. NSA’s first partnership contract to be
jointly with another Intelhgence;l Commumty y agency was for the
Project.

'y findings of the audit include: NSA's Business Strategy for the
contract was abandoned without adequate risk analysis; procurement
officials have not removed the root caus X administration deficiencies
identified in numerous OIG reports; amiﬁimiml:ontractors were receiving
award fees (AF's) that were much more generous than those they were receiving
from other DoD Components for similar services.

Management Action. (U) The Senior Acquisition Executive (SAE) stated that
future contracts would strictly adhere to the revised regulation, NSA/CSS 5000R.
The SAE set up a review team that is conducting a comprehensive analysis to
attack the root causes of persistent contract administration deficiencies. The team
will also determine which management controls are needed to ensure that AF
payments achieve the intended result. The SAE stated that advance AF payments
would be used only when necessary.

Overall Report Classification: (U) UNCLASSIFIED/FOROFFICEAL
BSE-OMNEY-
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¢ (UHEU6y Intelligence Oversight Review of Red Teaming and Information >(
Assurance Readiness Assessments; NSA/CSS IG, ST-01-0002, 27 July 2001

Summary. (U086} The mission of NSA’s Red Team is to improve the
operational readiness and defensive information operations (DIO) capabilities of
DoD entities. The NSA DIO Red Team is a sophisticated interdisciplinary “opposing
force” effort that uses active and passive capabilities to expose and exploit customer
information operations (I0) vulnerabilities. The OIG reviewed activities conducted
by the Agency’s Red Teaming and Information Assurance (IA) Readiness
Assessments organization and, overall, we found the organization to be control-
conscious. Red Team managers and employees demonstrate a positive attitude
toward internal controls. Red Team program authorities are well documented in
laws and regulations, except for the need to: (1) update and review applicable
Agency directives and regulations; (2) standardize Red Team operational
documentation and procedures; and (3) document, file, and centralize all Red Team
operations and the authorizations to conduct them.

Management Action. (U/FOEO)>r Management, in consultation with the
Associate General Counsel for Information Systems Security, concurred with all
recommendations and agreed to update and finalize policy and procedures at the
Information Assurance Directorate signature level. Management also agreed to
update Red Team standard operating procedures, and the Office of Policy will
update Agency directives and regulations to reflect the most current DCI and DoD
guidance for IO related activities. Red Team management is currently instituting
procedures to ensure their personnel are made aware of the legal protocols related to
Red Team operations; write detailed written procedures for describing, documenting,
and obtaining approvals to conduct Red Teaming; and standardize procedures for
conducting and documenting intelligence oversight training.

Overall Report Classification: (U) SEEREFHCOMENF/NOFORN—

2. (U) GPRA Related Activities at NSA/CSS; NSA/CSS iG, IN-00-0001, 6 August 2001

Summary. (U#A086)>The Government Performance and Results Act
(GPRA) was enacted in 1993 to increase federal program effectiveness and
accountability by focusing on program results, service quality, and customer
satisfaction. Although not legally binding on NSA, GPRA prescribes planning, goal
setting, and performance measuring processes that are in line with what the Agency
needs to do to achieve transformation. The OIG conducted a special study to update
a 1999 OIG survey regarding the extent to which NSA had adopted key aspects of
GPRA. The latest study found Agency-level Strategic and Business Plans are in
place, but there is no regular schedule to review/update existing plans and develop
future plans; progress is evident in setting and managing by performance objectives,
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but there is no process to ensure that senior officials’ performance plans and
contracts contain measurable goals linked to the Agency’s Strategic and Business
Plans. The Agency is collecting and relying on performance data more efficiently—
and to a greater degree—than in 1999, but Agency leadership has not articulated
exactly what performance information it needs for decision making.

Management Action. (U) The Chief Financial Manager and Office of
Executive Programs concurred with all recommendations and agreed to implement a
planning calendar, ensure that senior contracts link to Agency-level objectives, and
to facilitate a process whereby NSA leadership identifies the performance metrics
needed to run the Agency.

Overall Report Classification: (U) UNCLASSIFIED/FOROFFICIAL
BSE-ONEY-

(b) (3)~P.L. 86~36

/¥~ (U) Evaluation of the Assessment of NSA/CSS Information Systems Security; .
NSA/CSS IG, AU-01-0010, 10 August 2001 .

Summary. (UFFOEOYr Last October, the President signed into law the
Government Information Security Reform Act (GISRA). The law requires each:
Federal agency to provide assurances that its systems and applications operate
effectively and provide appropriate confidentiality, integrity, and availability. .An
audit found that in the area of physical and personnel security, compliance wi
information securit icies i

Overall Report Classification: (U) CONEIDENTHT,

Jb (U) Conflict of Interest, NSA/CSS IG, IV-00-00486, 10 April 2001

Summary. (U) An OIG investigation found that an Agency senior official
attended, as a part-time contractor employee, a meeting with NSA officials at which
his industry employer initiated a discussion of NSA funding for a potential contract.
In addition, the senior official subsequently telephoned one of the Agency
representatives present at the meeting to inquire about the Agency’s decision in the
matter involving his part-time employer. Although the investigation found that the

~CONFIDENTIALHX
6
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senior official did not actually “represent” his company to the government, it was
concluded that the senior official created the appearance of doing so. A verbal
counseling was administered.

Overall Report Classification. (U) UNCLASSIFIEDAROR-OEEICHAL-
USE-ONEY-

(U) Preferential Treatment and Personal Services Issues, NSA/CSS IG,
IV-00-0055,15 June 2001

Summary. (U) An OIG investigation found that an Agency senior official
displayed a preference for the services of two specific contractor employees by
moving an Agency support contract to whatever company employed these
employees. This was done with no effort to obtain their services competitively or by
allowing the contractor to substitute other personnel. Additionally, the
investigation found that the senior official and his assistant treated the contract as
if it were a personal services contract by exercising relatively continuous
supervision and control over the two contractor employees throughout their tenure
in the office. Through coordination with the senior official and his assistant, the
contractor employees in question were able to remain working on contracts under
the senior official’s purview over the course of employment with three different
companies. The senior official was given a verbal reprimand, while adverse action
on his assistant is pending.

Overall Report Classification. (U) UNCLASSIFIEDAFOR-OFICIAL
BSE-eNEY

(U) Misuse of Government Travel Card and Forgery of Official Documents,
NSA/CSS IG, IV-00-0054, 13 August 2001

Summary. (U) An OIG investigation found that an Agency employee misused
his Government Travel Card during an extended TDY to Fort Belvoir. During the
course of the 14-week TDY, the employee used the card to charge meals for himself
and his family outside the TDY area ($212.73), for unauthorized gasoline purchases
($901.40), and unauthorized purchases from local retail stores ($671.93). Also
during the course of the TDY, the employee filed interim RTAs in which he
requested reimbursement for unauthorized POV miles, totaling $1407.76. The
investigation also found that the employee forged the signature of his approving
official on each of the four RTAs he submitted for estimated and reimbursable
expenses. The Report of Investigation has been forwarded to Employee Relations
and administrative action is pending.

Overall Report Classification. (U) CONRFIDENTIAT

—CONFIDENFAE X1
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~ (U) SEMIANNUAL REPORT TO THE CONGRESS

FOR THE PERIOD October 1, 2001 THROUGH March 31, 2002

(U} Integrated Financial Management System; NSA/CSS IG, AU-01-0003, 4 October 2b01

Summary. (U) One of the Director’s initiatives under the 100 Days of Change
~ was to transform the Agency’s financial management processes and systems. In .
1999, the Director hired a Chief Financial Manager (CFM) from private industry to :
lead the Agency’s financial management transformation. An NSA/CSS Office of the:
Inspector General (OIG) audit found problems in two areas: (1) NSA does not have a
documented plan, as required by DoD and Office of Management and Budget ‘
o men ere-gyidance; for its financial management transformation and (2) NSA has not
~ established an organizational structure to oversee and manage its business systems;,
e.g., budget and finance, supply chain management, human resources, acqulsltlon '
: and property systems. :

.. -~ . Management Action. (U) The CFM agreed with the audlt recommendatlons

. to: (1) develop a corporate strategy and plan for transforming its financial .
'management systems and (2) establish a central organization to oversee the
integration and configuration management for a single, integrated financial

' management system (including all business systems). These actions were
progressing until the DoD decided to implement its Enterprise-wide effort to
standardize and improve their many financial management systems. Current DoD .
timelines call for architecture development by second quarter FY03 followed by -
solution deployment in the third quarter of FY05.

Overall Report Classification: (U) UNCLASSIFIED/FOR-OFFICIAT

(U#Feb‘e) Bad Aibling Statlon Mission Transfer; NSA/CSS |G, INSCOM IG, AIAIG,
'NSG IG, JT-01-0005, 30 October 2001

Summary 3 The purpose of this joint mspectmn was twofold - to vg;gﬁ that
procedures were in place to ensure a seamless transfer of the
mission from Bad Aibling Station (BAS) to the Medina Regional Securjty Dperatxons
Center (MRSOC), and to account for the cessation and mitigation processes '

DERIVED FROM: NSA/CSSM 123-2
DATED: 24 February 1998

DECLASSIFY ON: 364~
~SECREFH (b) (1)
1 - (b} (3)-50 USC 3024 (i)
(b} (3)-P.L. 86-36
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{(b) (3)-P.L. 86-36 ~SECREF I

associated with the closure of BAS “The. . transfer is on track, but
~ some serious problems need resolutxon These'mclude shortfalls in the training of

11ngulsts for MRSOC pos1t10ns' systems administrafion apd technical support

manning shortfalls; and unclea¥ lines of responsibility for
collection equipment. Shortly after this inspection concluded, the closure of BAS
was postponed to September 2004, Thus, some of the findings of this report must be

viewed in a different light. .
Management Action. GS)-Maﬁégement should develop their si;ratégy for
Signals Intelligence development in thi i Army’s Intelligence and
. Security Command needs to develop it rammg pipeline, and

addmonal IT/system administration resources must be provided to the MRSOC.

e e Overallv Report Classification: (U)S-EGR-EW

. (V) Integrated Logistics Management System' NSA/CSS IG, AU-01-0002, 11 Deéembef 2GQ1 '

Summary. (U) The Agency s Supply Chain Management (SCM) process

manages the flow of materiel and related information between customer and

_supplier. The audit objectives were to determine whether the Agency is moving :
toward a centralized logistics process and if plans for the Agency’s financial.
management system (FMS) take into account the need to integrate and have
interoperability with the automated SCM system that must feed into it. An OIG
audit found that NSA does not have a written plan to ensure that the SCM System
is integrated and interoperable with the Agency FMS currently in development. The
audit was unable to determine the accuracy of actual cost reductions and avoidances
attributed to the new SCM process. However, the auditors found the methodology
employed to establish cost baselines to bé acceptable and consistent.

Management Action. (U) The Chief Financial Manag‘er (CFM) agreed with
the audit recommendation that the FMS integrator should evaluate the SCM system
to ascertain whether it can be integrated into the new FMS or whether it should be .
replaced.

- ~Overall Report Classification: (U) UNCLASSIFIEDAROR-OERICIAL
HeE-ONEY—

(V) Office of Russia; NSA/CSS IG, IN-01-0010, 13 December 2001

Summary. (U) The Office of Russia provides intelligence gained from Russian
. communications. An inspection found that missions, roles, and authorities of the
| |divisions are not clearly delineated, and office level management
" has not resolved a serious conflict between the two that interferes with mission
"accomplishment. The organization’s work force does not feel well informed about the

{(b) (3)-P.L. 86-36 2
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.

Agency, the Signals Intelhgem:e Directorate, or the organization’s Transformation
eﬁ'or'ts '

.
3

Management Action. (U) Mahagement concurred with all recommendations
and Wwill act to clearly delineate roles, responsibilities, expectations, and authorities;
resolve the internal conflict between thej |divisions; and develop
and implement a strategy to make Transformation relevant to all levels of the
orgapization’s work force.

0verau Report Classification: (U) FOP-SEERET/CONNT-

(V) Strateglc Assessment of Intelligence 0versnght NSA/CSS IG, ST-00-0001,
14 Dlecember 2001

Summary. (U) In order to protect the rights of U S. persons during the - -
conduct of NSA’s missions, DoD Regulation 5240.1-R, and NSA/CSS Directive 10-30°
requjre NSA- | through intelligence oversight awareness training, to familiarize its
pers¢nnel with Executive Order 12333 - the Intelligence Community’s charter - and
the laws, directives, and regulations that implement it. In response to ongoing
concerns about the consistency and adequacy of intelligence oversight (1/O)
awareness at the Agency, the OIG conducted a comprehensive study of this issue.
The tesults indicated broad non-compliance with DoD and Agency requirements for

roviding I/O awareness training, which was nonexistent or inadequate in
of the organizations we reviewed. Fortunately, although training has net
been up to par, the Agency has many other controls and procedures in place to
- . ensure that the rights of U.S. persons are protected.

Management Action. (U) Management agreed to implement our
recommendations, including production of a videotaped version of basic /O
awareness training, development of tailored I/O training for high-risk organizations,
and revision of NSA/CSS Directive 10-30 with more detailed guidance about I/O
training and quarterly reporting requirements. Additionally, management is
providing interim I/O awareness training programs that meet minimum DoD
requirements.

Overall Report Classification: (U) TOP-SECRETHCONINT

(U) Advisory of Information Technology Outsourcing; NSA/CSS IG, ST-01-0004,
16 January 2002

Summary. (U) Based on lessons learned by other public and private sector
organizations that outsourced Information Technology (IT) services, the OIG
concluded that success is closely tied to: strong management commitment; well-

-SheRE -
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documented plannlng, experience with performance based contracting (PBC);
effective service level agreements (SLAs); and contract monitoring aimed at
continuous improvement rather than compliance. An OIG study indicated that
GROUNDBREAKER (GB) is likely to experience many of the aforementioned
obstacles. Applying the lessons learned in the study to the GB transition
environment, the OIG concluded that success probably hinges on: demonstrable
commitment to GB success by top-level management; documented transition and
implementation plans; SLAs that accurately reflect customer expectations;
appropriate metrics; and performance standards. For the long term, the Agency
needs to develop training in all aspects of PBC: writing performance objectives and

- measures; learning new contract monitoring techmques and usmg incentives to
Optlmxze performance.

.. Overall Report Classmcatlon (8) UNCLASSIFIED#?ORGFH&H:L
PSE-OMNL¥-

. {U).Fort Gordon Regional Secunty Operations Center (GRSOCY); NSAfCSS IG,
- INSCOM IG, AIA IG, NSG IG, JT-01 0003 24 January 2002 '

Summary. (U) A joint inspectionfound the command climate to be excellent,

- and the work force is dedicated and professional. However, the GRSOC is stretched
thin, almost to the breaking point, by a growing mission and continual shortages of
experienced personnel. The inspection also included the effectiveness of the Joint- .
like Testbed initiatives: the Common Workforce Training and Executive Training
Council have had a positive impact and are highly effective; the Combatant

- Cryptologic Support Center has improved national-tactical partnering, but needs
increased resources to reach full effectiveness. The Joint Rating Scheme was
assessed to be effective with the Regional Security Operations Center Commander
rating the local Service Cryptologic Element unit commanders but having minimal
positive impact when extended throughout the junior ranks. The Joint J1
Organization Testbed was effective but requires further evaluation following
planned changes in functions. :

' Management Action. (U) Headquarters management should give immediate
attention to three areas affecting the GRSOC: mission overload, manpower, and the
requirements process. DIRgram-212 of 7 December 2001 implemented the Joint IG
recommendations on the Joint-like Testbed initiatives.

Overall Report Classification: (U) SECRETACOMINT
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(U) Special Study on NSA Support to Law Enforcement; NSA/CSS IG, ST-02-0001,
7 March 2002

Summary. (U) In January 2002, the Intelligence Community Inspector
General (IG) Forum undertook a project to identify the support to law enforcement
provided by each member’s agency. The impetus for the project was twofold: (1) in
response to a desire, expressed by the Congress and others, to increase information
sharing between the intelligence and law enforcement communities and (2) in
-anticipation of possible future taskings related to events from 11 September 2001
.from the Congress regarding this issue. As NSA’s contribution to this project, the -
NSA OIG solicited input from its Directorates and Associate Directorates based on
their interaction with the law enforcement community. This and other information
was used in the compllatlon of a special study regarding NSA'’s support to law
enforcement. This study found that NSA interacts with a broad spectrum of law
enforcement entities, including organizations within the: Departments of Justice,
-, Treasury, and Transportation; the military law enforcement community; and local -
... and state-police departments. Under Executive Order 12333 and National Security -
Directive 42, NSA interacts with law enforcement in the course of conducting i
Signals Intelligence, Information Assurance, Security, and Education and 'I‘rammg
missions, and by providing assistance in the form of knowledge, equipment, and . .
personnel. o o :

Overall Report Classification: (U) FOP-SECRETHCOMINTANOFORN-

(V) Office of Foreign Relations; NSA/CSS IG, IN-01-0005, 15 March 2002

Summary. €3> As part of the Agency s transformation, the Director charged

NSA’s Director of Foreign Relations with “orchestrating and improving all of our

+ foreign relationship activities, processes, and decisions.” The OIG evaluated the
Office of Foreign Relations (OFR) for effectiveness and efficiency, as well as the
degree to which transformation is taking hold within the organization and
associated foreign relations activities. Findings of the inspection include the
following: there is a need for an up-to-date charter that defines the current roles-
and responsibilities of all Agency organizations involved in foreign relations; the

| brogram budget execution and accommodation purchase function,

- inadequately retained in the Agency reorganization, needs to be reconstituted and '

. a decision-making process for SIGINT foreign relations. 1n1t1at1ves—1nclud1ng an

: expeditious approval process and a formal risk management component—is needed.

Management Action. (8) Management has already completed several
- actions; however, some recommendations require “cooperative actions.” For these,
- the OFR was designated as the lead, responsible for a consolidated OFR/SIGINT
- Directorate (SID)/Information Assurance Directorate (IAD) response. OFR and IAD

-SEEREFH¥-
(b) (3)-P.L. 86-36 .
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. SECREFHXT
concurred in allacti e SIib. Director non-concurred in the recommendation
related to the {Program ‘b.udget execution and accommodation purchase
function. We have requested that the Ifhrector NSA clarify to the Director of

Foreign Relations and the SID Director the “model” for the corporate Foreign
Relations Program, and direct them to address the issues raised.

Overall Report C!a:ssificati()n: 16) Tei*ﬁﬁéﬂﬁﬁ‘ﬂeeﬁﬁﬂ‘

»
’

(V) Contmunty of Operation.s and Contingency Planmng for

‘NSA/CSS IG, AU-02-0002, 2? March 2002

- Summary. 65 In res-ponse to the terrorist attacks of 11 September 2001, the,
Deputy Director, NSA established a Mission Assurance Task Force (MATF). The =
audit found that the MATF had developed a three-phase strategy B

Management Action. (U) The CIO agreed with our recommiendation to revise |
NSA Regulation 25-1 and to develop a Mission Assurance Policy by mid-summer.

Overall Report Classifization: (U) FOP-SECREPHCOMENT-

© (U) Continuity of Operations - NSA/CSS IG, AU-02-0004, 27 March-2002

Summéry.-(-Sﬂ

6 {b) {1)
(b) (3)-P.L. 86-36
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+
.

Management Action. (U) Management concurred with all recommendations
to revise and test the EAP; establish emergency destruction procedures and
capability; and establish accountability for mitigating any risks and vulnerabilities
identified in ARM recommendatmns

Overall Report Classification: (U) SBERERHOOMINT—

(U) Review of Transformatlon Progress in the Slgnals lntelllgence Directorate
: NSA/CSS IG, IN-O1 0011 29 March 2002

, Summary (U) An OIG review of the progress in transformmg the Slgnals o
Intelhgence Directorate (SID) found SID to be about at the 1-year mark of a 5-year
' transition, despite the exigencies of responding to 11 September. Strategic direction
1., ...for key business lines is set,'with customer-focused initiatives underway and- ‘
~ technological innovations for reporters and analysts under development or coming
. online. Nevertheless, we noted the following concerns: SID leadership focus was
more tactical than strategic at the time of the review, and the control environment
in place to guide transformation was inadequate — there are few schedules that
- articulate next steps, milestones are non-existent; and senior managers were not
sure of their next deliverables in support of transformation. The report recommends
a planning process that sets strategic direction for the SID and establishes action
plans with milestones, SID leadership also needs to clarify roles, responsibilities,
~ processes; and dec1smn—mak1ng authontles for key executwes with key B
transformation respon51b1ht1es

Management Action. (U) SID leadership concurred with all recommendations
and has reset its focus on the strategic aspects of transformation. Actions have been
taken to tighten the control environment and work is underway to define further -
measures to gauge progress towards SID goals in thls area.

Overau Report Classification: (U) mm

(V) Follow-up Inspection of the Overhead Collect;on Management Center (OCMC)
NSA/CSS IG, IN-02-0003, 28 March 2002

Summary. (U) ) The primar‘y purpose of this follow-up to the FY 2000
organizational inspection of the OCMC was to identify impediments to the
implementation of the prior recommendation to “validate the role of a central
tasking authority for overhead collection and write a charter detailing the updated
authorities and responsibilities.” A secondary goal was to determine whether the -
overhead tasking process had benefited from the inspection’s other

S CRE T
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recommendations. The follow-up found that progress on updating the charter is
being impeded by uncertainty about the future of the SIGINT Overhead
Requirements Subcommittee and the role of the SIGINT Committee in managing
overhead collection activities. The follow-up also found that improvements in
overhead tasking have resulted from the 2000 inspection.

Management Action. (U) The follow-up found that the issues surfaced

regarding the OCMC charter are well recogmzed and are being actively addressed by
appropriate authorities.

Overall Report Classification: (U) UNCLASSIFIEW

: (U) Inherently Governmental Functions and Contract Admmlstratlon
: lmproprlet!es NSA/CSS G IV-00- 0041 11 January 2002 -

o Summary (U) An OIG 1nvest1gat10n found that an Agency Program Manager

~ and Contractmg Officer’s Representative (PM/COR) engaged in a series.of improper.

' practices in violation of the Federal Acquisition Regulation.and Agency procurement

~ policies, including making a series of unauthorized commitments; mterfermg with- -
contractor performance; and allowing a contractor employee to engage in inherently
governmental functions. In addition, the PM/COR engaged in a pattern of
harassment and intimidation of those who reported the contractor employee’s |
improprieties to management or attempted to take corrective action themselves. .
Management removed the individuals as the PM/COR and the Office of Employee
Relations issued a written reprimand. The former PM/COR donated 24 hours of
annual leave to the Leave Bank and agreed to prepare a research paper on the
“Proper Management of Contracted Personnel.” The Contracting Group is reviewing

the current contracts used by this program and has.indicated further action may be
forthcoming. :

Overall Report Classification. (U) SBERE®-

(V) Senior Official Investigation; NSA/CSS IG, IV-02-0001, 24 January 2002

- Summary. (U) An OIG investigation found that an Agency senior official
used contractor employees as if they were personal staff and improperly ‘
administered the contract as a personal services contract. The contractor employees
received routine direction and taskings from the senior official, including how the
tasks were to be accomplished and the deadlines for accomplishing them, and
reported directly to the senior official on the status of the tasks. The increased
reliance on the contractor employees by the senior official and other groups within
NSA resulted in the scope and associated costs of the contract significantly

~SECRERHI
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expanding ~ from| Ln 1998 tof las of 31 October 2001. Prior to the
OIG mvestlgatwn the senior offi¢ial was unaware of the government rules
regarding personal services contracts. We recommended that the Senior Acquisition
Executive take appropriate corrective actions to ensure that the current contract is
administered properly.

Overall Report Classification. (U) UNCLASSIFIEDWFHGE&:‘
HOE-ONEY .

(U) Senior Official Investigation; NSA/CSS G, 1V-01-0047, 5 February 2002

. Summary. (U) An OIG investigation found that an Agency senior official,
who works part-time for an NSA contractor, represented this employer at a meeting
-with NSA representatives. The purpose of the meeting was to discuss matters.

... related to.a contract with the Agency. We concluded that he engaged in outside

) employment activity that conflicted with his official duties. This same senior =
official was investigated by the OIG a year earlier, and was found to have
represented his contractor employer at a meeting with NSA employees. The
Agency’s Office of Employee Relations subsequently counseled him concerning his -
responmblhtles In addition, after the first investigation, the senior official’s NSA
management advised the OIG that he would avoid any future contact with
government employees while working in his capacity as a contractor. The senior
official failed to adhere to this guidance. Administrative actions are pending.

Overall Report Classification. (U) SEERPFHEOMBFF—
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(U) SEMIANNUAL REPORT TO THE CONGRESS

FOR THE PERIOD April 1, 2002 THROUGH September 30,

by (1)

{b) (3)-P.L. 86-36
{(b) (3)-P.L. 86-3¢6

) Menwith Hill Statlon NSA/CSS IG, INSCOM IG AlA IG, NSG IG JT
22 May 2002 .

[

1,

-.: , Summary SrA Jomt team of mspectars frqm the Serv:ce Cryptologm Elements

{ <) and NSA cand od an insnection g h‘o. o H ation (MH 010

ositive side, VIHS 15 doing an outstanding job of supporting
due to the collective efforts of the workforce. However, the Joint IG found that

:NSA’s Signals Intelligence Directorate needs to provide more definitive guidance and a
“formal architecture for

#'__—_—_'____ﬁ

Management Action. (U) Since the inspection, Executive Agency responsibility
has changed from Army INSCOM to Air Force AIA and the transition activities
associated with this change are proceeding. »

Overall Report Classification: (U) FOP-SECRET/ECOMINTH-
~COMPARTMENTED— :

(U) Methodology for Certification and Accredltation and Risk Management NSAICSS
IG, ST-02-0012, 31 May 2002

Summary. (U) This review describes the Certification, Accreditation, and Risk
Management (CARM) methodology. It synthesizes extensive training, certification,
and “hands-on” use of capability maturity models (CMMs), frameworks, and
assessment methodologies dating back to 1991. The models and frameworks contain
the essential elements of effective processes for numerous and varied disciplines. The
CARM methodology was developed to (1) reduce the number of questions to a small set
of “breakpoint” questions; (2) add structure to the team composition; and (3) facilitate

DERIVED FROM: NSA/CSSM 123-2
DATED: 24 February 1998
DECLASSIFY ON: K

~SECREFH¢—

1

Approved for Release by NSA on 03-30-2021, FOIA Case # 55478 . .




Doc ID: 6723031

implementation of a quick but repeatable evaluation met}iodology. It is easy

to

learn and apply, and it produces reliable results..Extensible by design, it can be
used by a wide variety of organizations for different purposes. It is currently being

considered for further development into an automated version and for use

throughout the Intelligence and DoD communities to provide a standard and
repeatable process to support annual assessments of national security systems and

collateral systems by a vanety of organizations.

{b) (3)-P.L.

86-36

(U) Personal Property Accountability; NSA/CSS IG, AU- 02 0012, 13 J.unQ'Z)OZ

Summary. (UFOTO) After the annual inventory for 2000 thq‘former

Operations Directorate (now the SIGINT Directorate (SID))’had to

| . As a'result,

the Director, NSA, asked the OIG to review SID’s property accountablhty process

and procedures. The audit found that SID’s control environment needed
improvement, especially since SID managers ‘are not sufficiently involved i in

property accountability process, and system administrators often fail to report the
movement of information technology (IT) equipment. We also found that NSA

needs to address three corporate policy issues: conductmg&inanclal liability

investigations, assigning ac.cbuntablhty for laptop 1nventer1es, and including the

Associate Directorate for Security in the write-off process.

.o

the

Managemeht Action. (Uﬁ‘l‘@ﬁ?ﬁ\l@mt concurred with our |
recommendations to improve controls - .

They also plan to institute policy to iyprove the Agency’s control

- environment, such as assigning individual %sibility for tracking property,

reporting losses, and acting on the results. |
already underway. : .

.

‘Overali Report Classification: (U) SacRae-

.

(V) Personnel Reliabiiity Program;'.NSA/CSS IG, AU-02-0001, 19 June 20Q2

nancial liability investigations are :

Summary. (U#RSHE» The Agency is not in full compliance with the DoD
Nuclear Weapons Personnel Reliability Program (NWPRP) requirements. |

l____ - [
personnel performing NC2 duties must meet high

standards of individual reliability. An audit found that the revised NSA Regulation
30-24, Nuclear Weapon Personnel Reliability Program, does not incorporate the
most recent DoD requirements, particularly formal designation of a Competent
Medical Authority (CMA). This Program lacks some of the controls needed to

SECREIHXT-
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ensure that NWPRP—cer-trfred‘personnel have met, and continue to m et DoD’
reliabjlity- -standards. Program officials could only document that ercent of the
mployees actually met all of the requirements for entering the NWPRP.

Management Action. (U) Management concurred with our recommendations
to amend NSA Regulation 30-24 to incorporate requirements for a designated CMA
“and training for program officials; develop standards for documenting key aspects of

the NWPRP process; automate the program tracking system; and improve drug-
testing procedures. Management has already implemented actions to address most
of the recommendations.

Overall Report Classification: (U) SiNGimdsSH-HEBAOR-OFIEC Al
SI-QDILY.

(U) Service Level Support Agreements; NSA/CSS |G, IN-02-0002, 11 July 2002

Summary. (UMPOHO) Internal Service Level Agreements (SLAs) at NSA
were intended to normalize the relationships between service providers and
customers, especially those that were disrupted during the FY2001 Agency
reorganization. At that time, many support functions were removed from the
directorates and consolidated elsewhere. The “losing” mission organizations needed
assurance that they would continue to receive these services. At the Director’s
request, the OIG reviewed the quality of finalized SLAs; determined the status of
draft or unsigned SLAs; and evaluated associated processes at NSA. We found no
formal (policy/directive) requirements to develop SLAs and no standards that
service providers could use to write SLAs. As a result, most SLAs tracked by the
Chief of Staff have not been finalized; those that were are of marginal quality and
may not achieve their intended purpose. We also believe the number of SLAs to be
excessive; many may be unnecessary. :

Management Action. (U) The Director has decided to retain the use of
SLAs. Management concurred with all aspects of our recommendation. The Chief of
Staff will publish a policy and establish a program, including standards and
guldehnes written in layman s language, for drafting and evaluating such
agreements.

- Overall Report Classification: (U) UNCLASSIFIED/ASR-OEHICIAL

~
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(UHOUeY Aerospace Data Facility - Denver; NSA/CSS IG, INSCOM IG AIA IG,

NSG IG, JT-02-0002, 16 July 2002 -

' Summary.€8¥ A joint team of inspectors from the SCEs ag. d NSA copducted
an inspection at the Aerospace Data Facility (ADF), Denver

The primary drivers for most of the findings during this joint inspection were the
efforts to

Considerable progress
towards implementation has been made in the last year. However, especially in the

areas of Command Topics, Mission Operations and Mission Systems, previous
Higher Headquarters principles regarding relationships, responsibilities, chain-of-

command and the resulting organizational structures are no.longer applicable. The- .

Joint IGs found that a comprehensive review of those principles of governance,
specifically as they are applied to leadership structures and respons1b1ht1es is

needed. | i

In the area of programs and resources, ADF managers are to-
be complimented, especiaHy for their efforts to consolidate human hesources serv1de

for military and civilian personnél

Management Action. (U) Management condurre.d w1th the ﬁnd‘mgs' and is :

taking appropriate corrective action.

Overall Report Classification: (U) TGP-SEGRE‘F#GOAHN-’DU .

COMPARTMENTED

(b) (1)

(b) (3)-P.L.

86-36

(U) Followup Inspection of Defense Special Missile and Astronautics Center;

NSA/CSS |G, IN-02-0004, 19 July 2002

Summary. (U) The OIG conducted a followup inspection of DEFSMAC and

evaluated the outcome of management actions taken in response to four

recommendations from our FY2000 inspection (IN-00-0009).This inspection found
that major improvement has occurred in all four focus areas: updating the charter,
authorities of the subcommittees, clarity of expectations, and morale of watch
personnel. We also found that some military personnel in DEFSMAC believe .
civilian supervisors should not be part of the military performance rating process.
The extent to which NSA supervisors—civilian or military—play in a member’s
evaluation varies from service to service. Consequently, DEFSMAC needs a policy
regarding military performance evaluations that is applied uniformly throughout

the Center and is consistent with local SCE policy and practice.

Management Action. (U) Management concurred with the finding and action
has already been completed. In conjunction with this matter, the inspectors -

~SECREHRe—
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reviewed NSA Personnel Management Manual (PMM) 30-2, Chapter 235,
Performance Reports and Counseling, dated 14 June 2001. We found that the PMM
contains inaccurate data regarding evaluations of Navy enlisted personnel assigned
to NSA. This issue is being addressed separately with the Office of Military

Personnel

USE-ONEY

(b} (33~

P.L. 86-36

Overall Report Classification: (U) UNCLASSIFIED/AEGR-OREFCHAE,

P
.

Manage'ment Action. (UFFEEO) M;Inagement agreéd to issue a new NSA . -

'f)lrectlve to resolve conflicting DoD and DCI’ guldance and to seek DoD and DCI

2

-approval for it;]

.

-u'-'b'-'-.l .

Overall Reporf Classification: (U) ‘PG-P-SEG-R-EW by (1)

-

{b} (3)-P.L.

86-36

(U) Intelligence Over3|ght Review of the SIGINT Forenslcs Laboratory, NSA/CSS

1G, ST-02-0009, 26 June 2002

»
-

Summary. (€} At the request of the Deputy Director for Dat Acquisition
st 11 September 2001, the OIG reviewed this high-risk operation, ]

] po B 2 Q g

The OIG found the Lab

needs formal policies for providing technical assistance to external customers,
including law enforcement agencies, and for SIGINT lead purposes; documented
SOPs approved by senior management; and stronger internal controls for
partitioning and reporting on incoming datasets. Other findings of this special

o
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0

study include the following: SID policy needs to reflect the Lab’s e.volvmg
mission—conducting forensics analysis for SIGINT lead pu.r‘poses——an | to prpvide
guidance on handling technical assistance to external agencies; and th taff
needs to publish written procedures and to conduct a pénodlc 1nveentory of physical
media provided for forensics analysis. .

Management Action. (U) The Signals Intelligence Directoi'ate agreed to all of
the OIG findings and recommendations; correc;twe action is underway

Overall Report Classnflcatlon (U) TGP-S'EGRE‘H‘GOM‘F

.

(U) NSA's Senior Hire progrgm;’ NSA/CSS 1G, ST-02-0010, 16_5Auq'ust 2002

Summary. (U¥FEY6E¥ This special study examined the prodesses, practices
and results of NSA's initiatives to hire senior executives from: outside of the Agency.
The study coveredEFemor executives who were hired dunng the ;perlod December
1999 to June 2002. Patriotism, a strong support for NSA's mission; and a desire to
contribute to transforming the Agency were reasons most frequently cited for
accepting employment offers. The allure of working for NSA outweighed federal
salary limitations for many of the newly hired senior executjves. The study also
found that Agency personnel at the front end of the hiring process are doing an
excellent job of helping new executives through recruitment and security clearance
processes. For logistical and cultural reasons however, the Agency does a poor job of
welcoming and absorbing newly hired executives, especially those recruited for
newly created assignments in support of transforming processes hdving to do with
the business of running the enterprise. Study results also prompt Agency
management to pay more attention to diversity as it continues to lrire senior

- executives. .

Management Action. (U) Agency leadership welcomed the results of the
study and commissioned a working group to address the suggested improvements
included in the study. .

~ Overall Report Classification. (U) UNCLASSIFIED/FOR-OFF6HAH
USE-ONEY : :

(U) Followup Inspection of the Time Sensitive and Fleld Support Dlvnsmn
NSA/CSS IG, IN-02-0006, 12 September 2002

Summary. (UFOYTO) The primary purpose of fhls follow-up to the FY 2001
organizational inspection of the Time Sensitive and Field SuEfort glwsmn was to
evaluate why two recommendations regarding transitjoning reporting
and analysis tools to run on thd Jhad not been completed. Lack

~SEERETHX1—
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‘Q

of progress regarding these recommendations resulted in the Chlef I;i'formatlon
Officer (CIO) granting a waiver to the Informatlon Technology Infrasﬂructure
Serv1ces (ITIS) to permlt the 0 :

We found that
Iittle progress was made on the recommendatxons because 1t was a’low priority for
SID and ITIS management, there was a-Tack of financial resources, and key
personnel who had agreed to implegrent the recommendations were reassigned due
to reorganizations or otherwise departed. We identified promising developments
that indicate that the recoqlmendatlons will be completed in the coming year.

-

Management Action. €5>-Funds amounting to:have been
identified for theDmigration effort and are in the CBJB for FY 2003. Also, in
June 2002 the SID Systems Engineering Office accepted responsibility, pending
sufficient funding, for managing the overall migration program. As a result, the
OIG has transferred action on the recommendations in question to the Signals
Intelligence Architecture Office, which has accepted responsibility for the
recommendatlons

Overall Report Classification: (U)r-CONFIDENTIAL

(U) Report on Government Information Security Reform; NSA/CSS G, (b) (1)
AU-02-0009, 12 September 2002 (b) (3)-P.L. 86-36

Summary. €-GISRA requires all government agencies to assess the
information security risk associated with their operations and assets; determme the
level of security needed to mitigate that risk; and periodically test and evaluate _
security controls and techniques. All of these actions must be part of an agency-
wide security policy implemented throughout the organization and backed up by the
training needed to support these activities.|

WA A e e

3

_ _ The OIG has the
benefit of detailed knowledge of NSA’s IT security activities, and has done sufficient

audit work to formulate the opinion '
|

Overall Repo\rt Classification. (U) PTOP-SECRET/COMINTATOFORN
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SR (b} (3)-P.L. 86-36

(V) FoIIowup Inspection of Menwith Hill Station; NSA/CSS I-G AlA IG, INSCOM IG
NSG IG, JT-02-0005, 20 September 2002 .

Summary. (U/FOTYO) From -:'.?-Ia joint insp'ection
team revisited Menwith Hill Station to.assess progress-the Station is making in
correcting problems found during the March 2002 J oint IG Inspection in the
Command Topics, Mission Systems; Communications.anfl Computers, anl Base
Operations areas. The Station's command climate has ithproved slightly since
March, but continued attention is needed. Inspectons found that the 'victim
mentality' prevalent during the March 1nspect1on 18 ab-atmg Morale is begmmng ta
improve despite the fact that the myriad of problems found in the quality-of life
area remain unaddressed except for 1mprovements noeted in medical servites. In the
area of Mission Systems, considerable progress was noted in responding tp findings:
from the March inspection. Significant 1mprevémen£s were also found in * .
information systems accreditation, developmént of Jocal standard operating
procedures, preventative maintenance programs, gnd within the
Telecommunications Operations Center.. Under Base Operations, sufficient .
progress was found to warrant closin : findings documented in this area :
during the March 2002 inspection. Howe‘ver inspectors found that the Station's = -
plans for resolving most of the remammg findings are contingent on the transfer of -
the base operations support mission -from the Army to the Air Force and the
establishment of an Air Base Squadrgn with commensurate levels of USAF services
Inspectors remain concerned that- quahty of life and morale will suffer further if
Station leadership does not aggressxvely pursue interim fixes to the ﬁndmgs that
remain open in this area.

Management Action. (U ) Statlon management continues to work on.
resolving findings from the March 2002 inspection. -

Overall Report Cla-ési.fi'cation: (U)POP-SECRET/COMINTF

(U) Kunia Regional Secuhty Operations Center,; NSA/CSS IG, INSCOM G, AIA IG,
NSG IG, JT-02- 0003' 24 .September 2002 .

Summary.,’ (U/»‘FGHG}A joint team of inspectors from the SCEs and NSA
conducted an msﬁectl n at the Kunia Regional Security Operations Center (KRSDC)
from| The inspectors found a site successfully prosecuting a set of targets
that are very daverse, both technically and geographically; however, the team als§ found -
some problems that are impacting the site’s effectiveness. It was noted that about .

]

mdditionally, there are concerns about assigning personnel with the required
skills, experience, and leadership to key positions. A rigorous qualifications-based

~SEEREF ¥
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selection process is needed.

here are two findings related to jointness. The KRSOC needs to make more progress in
‘certain jointness issues relatmg to its J1 and common workforce training, and the Central
Security Service needs fo identify a more definitive end-state. Overall, the KRSOC is
best described as “consolidated” rather than “joint.” More Senior Noncommissioned
Ofﬁcer leadership is needed on the watch floor, and most Operations sections are still
Serv1ce-spec1ﬁc

Managem,ent Action. (U) Management concurred with the findings and is
taking appropriate corrective action.

OveraI.I'.Report Classification: (U) TOP-SECRET/COMINTH

(b) (3)-P.L. 86-36

(V) Allegati_é‘n,‘of Contract Fraud; NSA/CSS IG, 1V-00-0032, 10 April 2002

Sumniar‘y’“ {U) An OIG Investigation was conducted into potential false

claims by a Qontra¢tor for computer software, installation and training totaling
which were never received by the Agency. The investigation found that

an Agency employee reegived and lost the software and was careless when he
mistakenly authonzecf abpayment for installation and training prior to those
services being received. Addltlonally, the investigation found that the Agency
employee failed to protect Government property by not developing, implementing,
and utilizing an effective prOpert accountability system for the software under his
control -- resulting in the loss’of bn software. Lastly, the investigation -
found the terms of the contract'required installation of the software. The software
was not installed; there was no p'erformance under the contract and no final
acceptance of services and matena}s The Agency employee was given a verbal
reprimand; and an action to termmate the contract for default and recovery of
approx1matel_pa1d on behalf of three Federal Agencies, is pending
against the contractor ',

Overall Report Classification. (U) UNCLASSFIED/IFUR‘U‘FFICIK]:
USE-ONEY— , .

(U) Alleged Unauthorized Commitments; NSA/CS§ IG, 1V-01-0051, 19 August 2002

Summary. (U) An OIG Investigation found th'ai‘: an Agency employee engaged
in a series of unauthorized contractual commitments by knowingly directing a
contractor to perform as a general contractor to procure]jin goods and
services outside the scope of the contract. It was also found that the Agency
SECREFH-
"
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employee failed to fulfill his asmgned dutles as the Conlractlng Officers
Representative (COR) by signihg réceiptgs- for deliverieiof items he did not venfy
were received: such,as for self defense classes] for twenty 2-way
radios and| Jfor12 pair of Ogedn Wave sunglasses: The Agency employee also
willfully submitted false docueénts intended to limit the CO’s knowledge of W'.hat
was actually acquired under the contract for items such-as the unauthorized
installation of- trailer and the unauthorized construction of an

building. We recommended that: 1) action be taken agajnst the CO for his
supervisory failures; 2) the Agency employee be permanently barred from serving as
a COR; and 3) additional action be taken to recove for unauthorized and
unaccounted for purchases. Finally, the investigation revealed multiple indicators
of fraud involving the contractor and possibly Government personnel. Evidence
indicating false claims, false documents and conspiracy to defraud the Government -
was provided to the Defense Criminal Investigative Service (DCIS) for further
investigation. The DCIS investigation is on-going.

Overall Report Classification: (U) SEEREFHCONENT
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(U) SEMIANNUAL REPORT TO THE CONGRESS

FOR THE PERIOD October 1, 2002 THROUGH March 31, 2003

(U) Competition in Contracting; NSA/CSS IG, AU-02-0010, 18 October 2002

Summary. (U) The Competition in Contracting Act (CICA) requires full and open
competition, to the maximum extent possible, for all federal procurements. To this
end, the Senior Acquisition Executive set a goal of competing 80 percent of Agency
contracts for FY2001. This audit found that controls over the award of sole-source
contract actions were strong, but the categorization of competitive and non-competitive
awards needed improvement. After reviewing all awards of $1 million or more, we
concluded that Agency metrics for FY2001 overstated the extent to which contracts
were competed by about 7% of the number of contracts and about 14% of their dollar

- value. We attributed the overstatement to deficiencies in three areas: training,
automated controls to prevent erroneous data entries, and quality assurance.

Management Action. (U) The |has initiated actions to
improve the accuracy and reliability of data and metrics regarding procurement.
actions. Statistics regarding competition will be changed to reflect the most recent
Defense Federal Acquisition Regulation Supplement guidance.

Overall Report Classification: (U) CONFIDENTHE

* (U) National SIGINT Collection Center NSA/CSS IG INSCOM IG, AlA IG, NSG IG,
JT-02-0004, 23 October 2002 :

Summary. (U) This joint i'n_specfion found the command climate in the National

SIGINT Collection Center (NSCC)-to be poor. I }

-
.

.
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Management Action. (U) Management concurred with the findings and is
takmg appropriate corrective actlon

Overall Report Classification: (U) FOP-SECRETHCOMENT (b) (3)-P.L. 86-36

(U) Information Operatlons Technology Center; NSA/CSS IG, IN-02- 000-1
9 December 2002 -

Summary. (U#F-GUG) The Information Operations Technology C';nter (I0OTC) is",
a joint DoD and Intelligence Community organization. Qur mspectlon found that,on °

the whole, Agency support to the IOTC is improving .
i .

for this high-priority external customer. We also found that the Information Assurance
Directorate (IAD) at NSA needs a more productive relationship with the IOTC. NSA
is doing an adequate job of providing enabling and administrative support to the IOTC,

Management Action. (UFFPOEO) SID officials have agreed to establish
. policies and procedures to ensure appropriate collaboration between SID and IOTC
managers, along with a plan to give authorized external customers better access to
information. In addition, the IAD has assigned an account manager to the IOTC to
strengthen the relationship, and acquisition officials are working to determine the
necessary level of support. :

vaeraII Report Classification: (U) SECREF/CONINTANOFORN

(V) Acquisition Reform Initiatives; NSA/CSS IG, AU-02-0006, 27 January 2003

Summary. €3> As part of the FY2002 planning process, NSA’s then Senior
Acquisition Executive (SAE) asked the OIG to review two acquisition reform
initiatives: the appointment of acquisition program managers (APMs) and full
implementation of the Defense Acquisition Workforce Improvement Act (DAWIA). A
particular focus was the effectiveness of APMs in executing the kn
supplemental counterterrorism (CT) funds that NSA received after 11 September. Our
review found that APMs are doing a good job with supplemental funds but are impeded
by resource shortfalls.| . |

Management Action. (U) We discussed these issues W1th the new SAE who'-
is committed to acquisition process and workforce improvement. His organization is
working with Agency leadership to identify the funds and staff mnecessary to carry .

-SEEREFHHT
: 2. (b) (1)
(b) (3)-P.L. 86-36
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out its mission. They also have drafted a revised DAWIA regulation that requires
DAWIA position audits, a workforce plan, and performance metrics.

Overall Report Classification: (U) TOP-SECRET/COMENE

(U) Advanced Research and Development Activity; NSA/CSS IG, AU-02-0008,
13 February 2003

Summary. (U646 The Advanced Research and Development Activity
(ARDA) was created in FY1999 and placed under NSA management to give the
Intelligence Community a world-class research facility focused on operational
problems involving information technology. With ARDA’s budget slated to double in
FY2003, the OIG conducted an audit to evaluate ARDA’s stewardship of these
funds. Our review found that ARDA has made admirable progress since its
inception but must improve program management in order to achieve the results
envisioned by the Director for Central Intelligence. Specifically, ARDA is not
adequately staffed to direct and oversee its complex portfolio of programs; while
interacting closely with the DCI, ARDA does not have a formal process to link its
activities to the Defense Science and Technology Strategy; and ARDA does not have
a written policy promoting use of a competitive, merit-based process for awarding
funds.

Management Action. (U) Management agreed with the audit
recommendations to determine appropriate program staffing through a study and
establish an oversight board to review the direction and quality of ARDA’s research
program. The ARDA Director also plans to enhance measurements of program
progress and effectiveness and has already developed a written policy promoting a
competitive, merit-based process for awarding funds.

Overall Report Classification: (U) FOP-SBORETHCOMINTE

(U) Threat Analysis Division of the National Security Incident Response Center
- NSA/CSS IG, JT-03-0001, 24 March 2003

Summary. (UA*8H56) The Threat Analysis Division of the National
Security Incident Response Center produces all-source intelligence analyses of
adversarial threats to vital U.S. information networks. Its primary customers are
tactical military users. Our organizational inspection found that this is a well-
managed organization with high morale and an enviable record of customer

satisfaction. At the time of our insgection, the contractor for an analysis effort

(b) (3)-P.L. 86-36 3
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*

. In
addition, customer satisfaction levels—already very high—could be optimized by
systematically collecting and analyzing customer {eedback. .

Management Action. (U/;‘FOHO? S,mce the pubhcatlon of the draft M
inspection report,| ]
| The Information Assurance Directorate

recently contracted for a strategic reassessment of the division’s approach to threat
. analysis in light of emerging threats to information systems.

Overall Report Classification: (U) UNCLASSIFIEDAFOR-OFFISHE-USE
ONLY ' (b) (1)
(b) (3)-P.L. 86-36

(UMPODO) RAINFALL; NSA/CSS IG, INSCOM IG, AIAIG, NSG IG, JT- 03 0001
25 March 2003

Summary. €€ This joint inspection found a site that was suecessfully executing
its mission; .

.

.

) the Application of
Dislocation Allowance was not consistent among the U.S. military services at the site -
a repeat finding from our 2000 joint inspection.

v Management Action. (U) Management concurred with the findings and is
taking appropriate corrective action.

Overall Report Classification: (U) FOP-SECRET/COMINT/TALENT
KEYHOEE

(V) Morale, Welfare, and Recreation Fund at Menwnth Hill Station; NSA/CSS IG,
AU-02-0013, 31 March 2003

Summary. (U) Morale, welfare, and recreation (MWR) programs help
maintain mission readiness and productivity and build a strong sense of military
community. However, the March 2002 Joint Inspectors General report on Menwith
Hill Station (MHS) found that the site’s underfunded MWR programs were a major
source of dissatisfaction, contributing to serious morale problems. Our audit of
MWR operations found that the lack of a central accounting system makes it
impossible to determine if the level of appropriated fund (APF) support complied
with DoD standards, but we estimate that it fell well short of the standard,
particularly for Category C (revenue-generating) activities. Better internal controls

~SECREFH
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are needed in three areas, along with regular audit coverage of the MWR fuhd and.
a formal long-range plan for renovations and repairs to MWR facilities.

Management Action. (U) We recommended that the Chief Financial Manager
and the MHS Commander find ways to ensure that APF support to MWR activities
at the site meets DoD standards. Additionally, we recommended a central
accounting system that tracks all APF support to MWR activities, along with better
internal controls. :

Overall Report Classification: (U) UNCLASSIFIEDA@OR-OF-EICLA.L—LLSE
OGN~

(U#FSU&) NSA Travel Card investigation; IV-02-0043, 31 October 2002

Summary. (UFOHO) An OIG investigation found that an NSA civilian failed
to follow Code of Federal Regulations and Agency guidance by using his Government
Travel Card (GTC) for personal purposes. From July 2001 through July 2002, the
employee misused his GTC to obtain 98 cash advances totaling $30,230 for personal
purposes unrelated to official travel-related expenses. The investigation also found
that the employee was delinquent on payment of the GTC balance. The balance has
since been satisfied and administrative actions are pending.

Overall Report Classification: (U) SIEHGRETAXl—

(UAFOUYO) NSA Travel Card Investigation; 1V-02-0035, 01 November 2002

Summary. (UAFSH6¥ An OIG investigation found that an NSA civilian
employee was unable to pay her Government Travel Card (GTC) bill because she used
her TDY advances for family dining and entertainment expenses while she was

“ between PCS assignments. In an attempt to keep a zero balance on her GTC, replace
shortages in her checking account, and hide her financial irresponsibility from her
husband, she obtained a pre-PCS advance and began taking unauthorized cash
advances with her Government Travel Card. When confronted with a 60-day
delinquency on her GTC, she secured a loan from her Thrift Savings Plan account and
paid her GTC balance in full. Her GTC has been suspended. The employee was also
suspended from duty for three days and has agreed to undergo financial and other
counseling for a period of one year.

Overall Report Classification: (U) TOP'S'ECRE‘P#GGW
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(UAFSHE) NSA Contractor Labor Hour Investigation; 1V-02-0021, 8 November 2002

Summary. (UPOH6>An OIG investigation into a complaint that an Agency
contractor employee was claiming hours in excess of what he was actually working
revealed that over the course of three years, NSA was improperly charged for 857
labor hours, amounting t There was insufficient evidence to prove that
the company knowingly presented a false claim to the government in this case. The
company has agreed to repay the agency for the hours and the employee in question
was terminated. The case was réferred to the Defense Criminal Investigative
Service (DCIS) for consideration; of criminal charges against the former contractor
employee. . S '

Overall Report Classification: (U) UNCLASSIFIEDAROR-OFRICEAL-HSE-

(b) {3)-P.L. B6-36
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(U) SEMIANNUAL REPORT TO THE CONGRESS

(b) (1) For the Period April 1, 2003 Through September 30, 2003

(b) (3)-P.L. 86-36

(U/f’FO‘UG‘) Survey of Cryptologic Services Group, Naval Air Station, Key West, FL;

NSA/CSS IG, ST-03-0011, 22 May 2003

Summary -es;|

Management Action. €€ Management concurred in all recommendations. The

Overall Report Classification. (Ui BONBRSSN i N el e i

(U) Followup Report on the NSAICSS Operatlons Security Program; NSA/CSS IG,

ST-03-0001, 27 May 2003

Summary. (U) Our followup review focused on NSA’s implementation of its
Operations Security (OPSEC) Program, per DoD Directive 5205.2, The DoD OPSEC
Program. Specifically, we determined the status of the proposal to reestablish the
Agency’s internal OPSEC program under the NSA Counterintelligence Center (NSACC)
and the revision of NSA’s two OPSEC policies. We found that reestablishment of the
Agency’s OPSEC Program and the revision of NSA/CSS Directive 120-01, NSA/CSS
Operations Security Program, had stalled. The revision of NSA/CSS Directive 120-03,
National OPSEC Program, to be issued as NSA/CSS Policy No. 3-6, was in the final

stages of coordination.

Management Action. (U) In August 2002, the Director, NSA/ Chief, CSS
(DIRNSA) reestablished the NSA OPSEC Program under the NSACC, which
subsequently merged with what is now the Associate Directorate for Security and

—SECRELH-X1-
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Counterintelligence (ADS&CI). In September 2003, the ADS&CI issued a
comprehensive plan to reinvigorate NSA’s OPSEC Program, and DIRNSA approved
NSA/CSS Policy 5-12, NSA/CSS Operanons Security Program. NSA/CSS Policy 3-6 is
still being coordinated.

Overall Report Classification. (U) W#X;.

(V) Medina Reglonal Security Operations Center (MRSOC); NSA/CSS IG; AIA IG;
INSCOM IG; NSG IG; and NRO; JT-03-0002, 29 May 2003 .

Summary. (UFOHE6) The key findings of this joint inspection center on
implementation of the jointness initiatives, site governance, and the adequacy of
MRSOC’s information technology infrastructure (ITI). MRSOC is making good progress
in implementing some joint testbed initiatives, such as rating SCE commanders and
establishing a J1. However, there are instances—especially with regard to common
workforce training—where the desired end-state is not well defined, making it difficult
to measure success. The original RSOC Concept of Operations, developed 10 years ago,
is no longer an effective framework to guide decision makers at the sites or HQ in
managing and deciding issues of governance, lines of authority, application of
conflicting standards or regulations, and funding responsibility. The Joint IG team
assessed the MRSOC ITI as woefully inadequate for the constantly expanding mission.

»

Management Action. (U) Management is faking appropriate corrective acﬁ.on.

Overall Report Classlflcatlon () W
GBR, and NZL//X1

(b) (3)-P.L. 86-36

(U) National Security Operations Center; NSA/CSS IG, IN-02-0005, 29 May 2003 -

Summary. (U/#FOH6)>The National Security Operations Center (NSOC)
manages the activities of the United States Cryptologic System around the clock, 365
days a year and serves as the command and control center for time-sensitive operations
and a focal point for crisis response. An inspection team found that Agency leadership
needs to define key roles and authorities and to review the responsibilities for Support to
Military Operations (SMO). | 1

SECREFH6 4 v (b) (1)
2 (b) (3)-P.L. 86-36
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Management Action. (U/~46¥6J Management is acting to address all the above
issues. The Deputy Director agreed to update NSA/CSS Directive 10-7 to define the roles of
the NSOC Executive Agent and the NSOC Director, 1nclud1ng the latter’s role as Crisis
Manager.

86-36

Overall Report Classification. (U) SlGRmeoMiNEyNORORM b | (0 (3)-P.L.

(V) Industrial Relations; NSA/CSS IG, ST-02-0005, 4 June 2003

Summary. (UAFOH6) DIRgram-148 gave the Agency’s Corportate Strategy
Office (CSO) a key role—to oversee the Agency’s relations with indusiry. However, our
review found that the CSO has not provided strategic direction, confined its activities to
its oversight role, or implemented appropriate processes and 1nterfaces with NSA
components that partner with industry. Also, efforts to acqmre-a competltlve
intelligence capability do not comply with DoD and NSA pohcres that require sponsors
to define and validate a need, analyze alternatives, and develop an acquisition strategy.
The CSO and| jhave not validated the need.
for this capability or developed a cohesive strategy to acquire it.

Management Action. (U) The Information Assurance Directorate (IAD)
concurred with our recommendations, but the CSO questioned the report’s factual
accuracy and nonconcurred with the recommendations. Contrary to applicable
regulations, the CSO did not specify the reason for nonconcurring or identify the
allegedly inaccurate facts. Consequently, we referred the report to DIRNSA for
resolution.

Overalil Report Classification. (U) MW%

(U) Oversight Review of the Audit of the Restaurant and Civilian Welfare Funds;
NSA/CSS IG, ST-03-0012, 26 June 2003

Summary. (UAFEHE3 NSA’s Restaurant Fund and Civilian Welfare Fund (CWF)
are DoD revenue-producing nonappropriated fund instrumentalities (NAFIs) that
operate under Army and NSA/CSS regulations for morale and welfare purposes. The
financial statements of the two NAFIs were audited by a CPA firm audit firm, which
issued unqualified opinions but noted significant problems with segregation of duties
and asset security in the drug store operation. In performing the required oversight
review of the independent audit, we identified management issues and control

- weaknesses and recommended improvements to maintain the overall integrity of both
funds. We found that persistent management and control deficiencies have adversely
affected the financial health of the drug store, while the Ft. Meade Flying Activity,
transferred to the CWF in November 2001, lacks a formal program to monitor
compliance with Federal Aviation Administration rules.
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Management Action. (U) The Chief of Employee Morale Semces mstltute-d better
controls in the drug store, and CWF has improved its overslght of the Flymg Act.1v1ty

Overall Report Classification. (U) UNCLASSIF IED[/WW

t6y Office of NSA/CSS Representative NSA]CSS IG,

Summary. 5] - s 1

Management Action. (€Y Site officials agreed to indoctrinate all newcomers
thoroughly and issue formal procedures for all positions; for its part; the Field Advocjte
Office is developing a plan to ensure that selectees get the requisite functional training
before being sent to field sites. In addition. fhe Agency Contracting Group will compete
the site’s support contract, and s strengthening mternaI controls. .

Overall Report Classmcation (U) . SRS Sk fopurm

(U) FY2003 Audit Report on Compliance with the Federal Inforrrfation Security
Management Act; NSA/CSS IG, AU-03-0007, 28 July 2003 .

Summary. €€¥The audit assessed the progress made by the NSA/CSS Chief
Information Officer (CIO) since last year’s report on compliance with The Government |,
Information Security Reform Act, which was replaced by The Federal Information
Security Management Act of 2002 (FISMA). This year, the DoD IG Office of
Intelligence Review asked the OIG to use Office of Management and, Budget (OMB)
guidance to review the NSA CIO’s progress report. We found measurable progress in the ;
areas of physical security and security training. | ]

Management Action. (U) Regarding the overarching security policy, management
hopes to complete a study of the mission assurance area during th.e first quarter of fiscal
year 2004. The CIO will enforce the requirement for Security Audit Plans during

SECREFHX1-
4
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Certification and Accreditation Reviews. ' . * .

Overall Report Classification. (U) %&W

(0)] Selected Civilian Pay and Leave Entitlements; NSA!CSS IG AU-02 0007,
15 September 2003 .

-
-

Summary. €5} In 2001, NSA paid over} . - ) |
(including base pay, benefits, awards, and allowances). This audlt looked at cmhax) pay
and benefits in three categories and evaluated overall payrol} systemtontrols. On the
whole, we found that employees were paid correctly, but weidgntified some mgmﬁoant
control weaknesses. Controls are not sufficient to ensure that overtlme and
administrative leave payments are in accord with regulations;-this resulted in
overpayments of about $75,000. There was no mechanisim ta preveft Defense -
Intelligence Senior Level (DISL) executives from receiving premiumny pay and time- off
awards. Some timekeepers and programmers can access and alter their own time and
attendance (T&A) data; this violates the basic control pnnmple of separation of duti¢s.
Also, eliminating unnecessary duplicate payroll tapes could free up badly needed sto-rage
space and save about $22,300 over 6 years. .

Management Action. (U) Management agreed‘ to tram supemsors on their du‘:txes
as certlfymg officials; change the employee category-code for DISLs; set a schedule for
removing unneeded payroll tapes; and institute controls fo preventrimproper access to
T&A data. .

Overall Report Classification. (U) SBeREawHee

(U) Survey of System Security for NSA Payroll Operatlons NS'A/CSS IG,
ST-03-0003, 29 September 2003 :

Summary. 6€¥To support the
survey of system security for the NSA

NSA’s Humah Resource ‘
a mainframe complex

In 2001, management made SixX i
recommendations to giv dlsaster.recovery capabilities (part of the .
: Contmgency Plan); at the time of our study, only one I;ecommendatlon was completed.

3
L]
.

. ,
SECRETS (b) (1)
5 (b) (3)-P.L. 86-36
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Management Action. (U) Management is takmg,CGrrectlve actlonS' 1nc1ud1ng‘the
completion of all requirements to implement dlsaster, i'ecovet_‘y for} . |

Overall Report Classification. (U) UNCLASSIFIED/ Wﬁﬁm—

(U#FSU0) TRAILBLAZER 1/SIGINT Progra'ms Systems Engmeermg and Tech‘méal
Assistance Contract; NSA/CSS IG, ST 03' 001'4 30 Septenﬁber 2003 -

Summary. (8) The ACqulsltlon.and SIGINT PrograJns Offices mls.managed the .

administration of a large contract supporting the integration of major SI'GINT
transformation efforts. | . . . Z'

i
.

.
. . @

ITTle contract lac‘ked a satlsfactory and con31stent task order system that
could be used to regularly.monltor centract expenditures. Thése circumstances led to
contractor activity and oosts that cannot be linked to spécific tasks supperting the]
effort and ultimately 1 1ed~to excesswely high contractor Jabor rates. Our analysis found-
that: (1) sole source, cost increases of ove were improperly based on an
unusual novatlon,process (2) the task order system was not njanaged in-accordance
wi nt‘of Work and Surveillance Plan, making it hard to effectively monitor
thwf contractor' work already completed and (3) -labor rates for at least 25
of the highest priced contractor personnel were excessive. These problers are directly
jﬂ- equate management and oversight of the bontract. Approximately
n funds planned for FY2004 and FY2005 option years could be put to

etter use, depending oh scope reductions and savings that result from cpmpetition.

Management Action. (U/FOHO) The Acting Senior Acquisition Executive (SAE)
agreed not to exerclse the FY2004 option for the contract. Rather, the Acting SAE will
negotiate a transifion period with the contractor, which will involve: (1) reducing the
scope of the confract and (2) redirecting funds to one or more competitively awarded
contracts for iptegrating the SIGINT transformation process. These actiens greatly
increase the likelihood that the Agency will obtain better value for approximately
in funds planned for the FY2004 and FY2005 option years..

Overall Report Classification. (U) iRl

(U) GROUNDBREAKER Implementation; NSA/CSS G, AU-03-0001, S:eptember 2003

Summary. (U~E6H0) GROUNDBREAKER (GB) is the Agency’s first large-scale
IT outsourcing contract to support the non-mission IT infrastructure. This audit
examined several aspects of GB implementation, especially contract management and
performance monltormg We concluded that key elements for managing.a performance-
based contract were missing. Some contract actions did not comply with Jaws,
regulations, and contract terms; of particular concern was the transfer of

~SEERETFHXT
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to the contractor for unspecified “immediate needs” at the end of the fiscal year. Other
actipns not in complianee ‘with law and regulation were the expenditure of about
iﬁn wrong year Operations and Maintenance (O&M) funds and work that
exceeded the contract scope. The Contracting Officer and Program Manager did not
implement a robust contrac't management program comprising an overall Governance
Plan and a Quality Assurance Surveillance Plan (QASP). To date, the contractor has not
implemented a disaster 1 recoVery plan, as called for in the contract.

Management Actio . (W Management would not agree to obtain a full
accounting for the| kand to implement a Governance Plan and QASP. Asa
result, the OIG referred the repprt to DIRNSA for resolution. The Comptroller will
review the approprlatlon issues; and management will institute a compliant disaster
recovery plan.

Overall Report Classmcatlon (U) UNCLASSIFIED/ / Bo Rl GBS Enad LY

. {b) (1)

-P.

L.

86-36

: g (o) (1)
€6} Office of NSA/CSS ﬁ?pr.esent_ativel‘ ...... NSACSS G ... ... .

Summary. (S) Th:is inspection found tha prpvnies exceilent sup.port
to local customers but needs strategie guidance from NSA H{J on varlous activities(.its
mission statement has yet to be approved The 51te also‘needs a smgle Jfocal pomt atHQ

for decisions on mission and IT 1ssues,| . )

. . . .' "Il
addition, contract oversrght at] |1s 1nadequate -and the site lacks the required
property accountablhty structure . . L

L] . .
.

Management Action. & The FOI‘EJ ctqrate is developing strategic.
guidance for many partnersh1p< includiny} , * nd SID is working on a
utilization strategy for a§sets at + | kxtended Enterprise Management will.
issue a formal process Qr.ma.nazi.n.&ﬁeld.snnmﬂ.a.n.dl“acﬂltles Services has a plan to
fix the power supply at|- ; is trying to obtain a Contracting
Officer’s Representative with the requisite téchnical expertise for effective oversight, and

he is also instituting a property accountability structure.

Overall Report Classnflcatlon. (U)-W

)| J NSA/CSS 1G; AIA IG; INSCOM IG; NSG
|G, JT-03-0003, 30 September 2003 . ' .

Summary. €83-This joint inspection of the

found the site in the midst of a major transformation, which has greatly atfected the
Command Climate, Mission Operations, and Mission Systems. The site’s
transformation is not codified in theater or worldwide architecture; this could jeopardize
the entire effort. Specific transfer dates for most targets are needed, while the lack of a

SEEREFHI—
7
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fire-suppréssion system, first identified in 1988, seriously degrades the ability to protect
human life’and critical equipment. Moreover, management’s implementation of

I l'equires additional guidance and clarification from HQ; site
leadership and HQ have divergent views on the authorities granted to site commanders.

Management Action. (U) Management concurred with the findings and is taking
appropriate corrective action

Overall Report Classification. (U) MMW
T

(U) Operational Network Evaluations Division; NSA/CSS IG, IN-03-0002,
- 30 September 2003

Summary. (UAF688) Operational Network Evaluations (C44) performs
security evaluations of operational computer networks for the DoD, the Intelligence
Community, and other federal government customers. The customer receives a report
that identifies vulnerabilities and recommends countermeasures and improvements. An
inspection found that customers have a high regard for C44’s products and services, but -
the lack of documented processes and functions gives rise to some confusion about the
Division’s role as part of the Defensive Information Operations (DIO) Vulnerability -
Discovery Triad. Although C44 is a well-managed organization with high morale, it did
‘not have an approved Business Plan and a Mission and Functions Statement. Moreover,
- the DIO Triad has not been formally defined; the requirement process for network '
evaluations is also informal, which can lead to confusion.

Management Action. (U) Management agreed to write a Mission and Functions
Statement and a Business Plan; to formalize the overall evaluation requirement
process—including interactions with other IAD organizations; and to document C44’s
roles and responsibilities. Our recommendations on clarifying the DIO Triad, which
crosses organizational lines, will appear in a special OIG report on the Discover
Vulnerabilities function. '

Overall Report Classification. (U) UNCLASSIFIED/ is@ReGFEHAd-U5E-ONLY

( U) Conflict of Interest; 1V-02-0033, 2 June 2003

Summary. (UFFOH63 An OIG investigation found that an NSA civilian violated
DoD regulations by representing his personal company before another federal agency in .
connection with government contracts. The investigation further concluded that there
was a conflict, albeit unintentional, between the employee’s outside employment and his
official duties—a violation of the applicable Code of Federal Regulations. Since the
employee’s actions were also a probable technical violation of federal law, we forwarded
the report to the Agency’s Office of General Counsel for any action deemed appropriate.

—SheREHX—
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Overall Report Classification. (U) SBEREFHX1

(U) Management Deficiencies in the Occupational Safety and Health Program;
NSA/CSS IG, IV-03-0009, 10 July 2003 :

Summary. (U) An OIG investigation of five injury accidents caused bya
malfunctioning NSA elevator revealed management deficiencies in the Agency’s
Occupational Health, Environmental, and Safety Services (OHESS) organization.
Specifically, we found that OHESS violated Federal health and safety regulations by:
(1) failing to adequately oversee the Accident Investigations Program to ensure that
responsible NSA health and safety officials were conducting adequate safety
investigations and trend analyses; and (2) failing to ensure the prompt abatement of an
unsafe working condition posed by a malfunctioning NSA elevator. We recommended
that (1) OHESS coordinate with the NSA Designated Agency Safety and Health Official

~and the NSA Office of General Counsel to prescribe specific procedures for OHESS
oversight of the NSA Accident Investigations Program; (2) all OHESS safety officials,
and all other NSA/CSS employees responsible for conducting safety investigations,
receive mandatory training regarding comprehensive safety investigations and the
abatement of unsafe workplace conditions; and (3) senior OHESS officials be held
accountable for Occupational Safety and Health Program deficiencies, as required by
Section E3.1.1 of DoD Instruction 6055.1, DoD Safety and Occupational Health
Program. '

Management Action. (U) Senior OHESS leadership immediately devised a plan to
" implement the first two recommendations. In addition, NSA executive management is
taking measures to carry out the third recommendation.

Overall Report CIassnflcatlon (U) UNCLASSIFIED/ MGL&-USE-OM—

(U) Time and Attendance Inves'ti'gation; NSA/CSS IG, 1V-03-0036, 11 September 2003

Summary. (UA#EE03 An OIG investigation found that an NSA civilian violated
DoD regulations and Agency guidance by knowingly and willfully submitting false and
inaccurate timesheets. From June 2002 through March 2003, the shortfall to the
Government totaled over 113 hours of unearned salary (approximately $3100). Since the
employee’s actions were also in possible violation of federal law, we forwarded our report to
the Office of General Counsel for possible referral to the Department of Justice.

Overall Report Classification. (U) COMibSisinkiiatin.
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