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November 9, 2020 

3600.1 
Case Number: 2020-TSFO-00450 

U.S. Department of Homeland Security 
Freedom oflnfonnationAct Branch 
601 South 12th Street 
Arlington, VA 20598-6020 

Transportation 
Security 
Administration 

This letter responds to your Freedom oflnformation Act (FOIA) request dated May 11, 2020, addressed 
to the Transportation Security Administration (TSA) FOIABranch seeking access to "The SSI Review 
Analyst SOP Checklist and Style Guide." 

The processing of your request identified certain records that will be released to you. Portions not 
released are being withheld pursuant to the Freedom of Information Act, 5 U.S. C. § 552. Please refer to 
the Applicable Exemptions list at the end of this letter that identifies the authority for withholding the 
exempt record, which is indicated by a mark appearing in the block next to the exemption. An additional 
enclosure with this letter explains these exemptions in more detail. 

Please be advised, the SSI Review Analyst SOP Checklist and Style Guide no longer exists as it was 
superseded by the documents that are being provided to you. 

The rules and regulations of the Transportation Security Administration applicable to Freedom of 
Information Act requests are contained in the Code of Federal Regulations, Title 6, Part 5. They are 
published in the Federal Register and are available for inspection by the public. 

Fees 

There are no fees associated with processing this request because the fees incurred do not exceed the 
minimum threshold necessary for charge. 

Administrative Appeal 

Should you decide to file an appeal, it should be mailed to: 

Christine Griggs 
FOIA Appeals Officer 
Office of Civil Rights & Liberties, Ombudsman and Traveler Engagement (CRL/OTE) 
Transportation Security Administration 
701 South 12th Street, West Building, TSA-33 
Arlington, VA 20598-6033 



Your appeal must be submitted within 90 days from the date of this determination. It should contain 
your FOIArequest number and, to the extent possible, the reasons why you believe the initial 
determination should be reversed. In addition, the envelope should be prominently marked "FOIA 
Appeal." Please note that the TSA FOIAAppeals Officer's determination of the appeal will be 
administratively final. 

Additionally, you have the right to seek dispute resolution services from the Office of Government 
Information Services (OGIS) which mediates disputes between FOIArequesters and Federal agencies as 
a non-exclusive alternative to litigation. If you are requesting access to your own records (which is 
considered a Privacy Act request), you should know that OGIS does not have the authority to handle 
requests made under the Privacy Act of 1974. You may contact OGIS as follows: Office of Government 
Information Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College 
Park, Maryland 20740-6001; e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-
6448; or facsimile at 202-741-5796. 

If you have any questions pertaining to your request, please feel free to contact the FOIABranch at 1-
866-364-2872 or locally at 571-227-2300. 

Sincerely, 

I ' ,i ri t. ( ,1 k~t-y l JluYih 
I 
I j 

Teri M. Miller 
FOIA Officer 

Summary: 
Number of Pages Released in Part or in Full: 124 
Number of Pages Withheld in Full: 0 
Number of Pages Referred: 0 

APPLICABLE EXEMPTIONS 
FREEDOM OF INFORMATION ACT AND/ORPRIVACY ACT 

Freedom oflnformation Act (5 U.S.C. 552) 

• (b)(l) • (b)(2) • (b)(3) • (b)(4) • (b)(5) ~ (b)(6) 

• (b)(7)(A) • (b)(7)(B) • (b)(7)(C) • (b)(7)(D) • (b)(7)(E) • (b)(7)(F) 

Enclosures 
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Section 3.2.6 
Challenges and 
Informal/Formal 
Appeals 
Attachment 2 toSSI Program Consolidated SOPv. 3.2 

This SOP will become effective upon issuance. 

Douglas E. Blair 

Chief, 5S1 Program 

3/28/2018 

Date Issued 
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3.2.6 Challengesand Informal/Formal Appeals 

Clarification - If a requestor has a question seeking clarification that does not rise to a difference of 
opinion or a need to change a marking on a file, the question may be answered and noted within the 
comments section of the review. No further action is necessary. 

Challenge- Challenges typically occur during the c-ourse of the review process and SME negotiation but 
may also occur between offices without SSI Program involvement. In a review, the SSI Program may 
have multiple emails and/or phone conversations with Subject Matter Experts and other officials as a 
part of routine consultation. Challenges do not need to be tracked in eReview but coordination emails 
and/or conversations shall be preserved in the email folder for the review and in the notes section. 
Ultimately, the goal of the program is to develop concurrence amongst various parties prior to closing 
out the review. 

Informal/Formal Appeals - Informal and formal appeals may occur in full (i.e., overall SSI Determination) 
or in-part (i.e., when words or phrases are in dispute for protection or non-protection) and may 
originate from within the agency, DHS Components, other government agencies, stakeholders, or the 
public (e.g., FOIAappeal). According to the SSI Policies and Procedures Handbook, 'informal and formal 
appeals are to be submitted to the SSI lnbox atSSl@tsa.dhs.gov. lfan appeal comes into the lnbox, 
notify SSI Program Leadership immediately. If an appeal comes into the I nbox for documents that are 
over three years old, have the requestor submit a new S51 Review Request and select "Re-review" with 
the previous SSI Review number. 

Despite the requirement to submit appeals directly to the SSI I nbox, appea Is may arrive to the SSI 
Program a number of ways. They may arrive through a new SSI Review Request, by a phone call or email 
directly to any member of the SSI Program, or by a meeting request to resolve various redactions in a 
record after the Transmittal Memo was provided. 

Informal Appeal-The "Informal Appeal" process typically only begins once the SSI Program has 
completed its assessment and/or review and submitted a Transmittal Memo back to the 
requestor (with minor exceptions noted below). The Informal Appeal is typically the requestor 
stating that they wish the SSI Program to re-examine their markings and/or specific redaction on 
a Visualry-Redacted (VR) record. Typical reasons for Informal Appeals are as follows: 

• Interoffice - When two offices do not agree, the document is submitted to the SSI Program 
as an Assessment or Review. This is typically resolved when the SSI Program completes its 
assessment or review of the material. 

• lnteragency -When the SSI Program is involved in validating SSI markings from another 
agency(e.g., during the course of an audit), this could also be considered an Informal 
Appeal. This also includes questions of interdepartmental resolution. 

• Consistency -When an office receives a Transmittal Memo from the SSI Program completing 
an assessment or review and sends the document back to the SSI Program for consistency 
markings. 

• Post-Findings - When an office receives a Transmittal Memo from the SSI Program 
completing an assessment or review and sends the document back requesting release or 
protection of additional information. 

• Document Age - When an office requests Re-review of material based upon the age of the 
document. 
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• Protect ion Changes -Re-review due to shift in office SSI protections since last review. The 

shift in SSI protection can come from the Program Office or AA who has operational equities 
in the 551 ID Guide that they are looking to adjust to release 'more' - but driven by a 
document in FOIA, litigation, or institutional transparency release rather than during the SSI 
ID Guide review coordination. 

• Informal appeals, including materials requested for Re-review, less than three years old should 
be handled within the original review request (reopen the review). Where the same Final 
Reviewer is available to collaborate with the requestor, no changes need to be made within the 
Contacts table. Simply change the final reviewer status to Logged and select the "Appeal" drop
down on the main review screen to indicate "Informal" and reason for appeal. Additional 
information about the nature of the informal appeal and the results will be added to the Notes 
section. Within the original review, any changes/revisions that are appropriate to the review will 
be made in the Inventory/Working folder, saving the new working file as "_First Appeal" as an 
extension to the original file name. After saving the new working file, "Upload documents" from 
main review screen to link the new file . On close-out, create a new folder in the Inventory/Final 
folder entitled " Informal Appeal Results" and save and VR and R files herein. 

Note: The Appeal dropdown will allow us to run a query in eReportsat any time. The results of 
the Appeal will be captured in the new Transmittal Memo and the email back to the requestor 
once the Re-review(i.e., informal appeal) is completed. 

In those instances where a different Fina I Reviewer needs to resolve the appeal, load the new 
reviewer as " Request ContactType" Release Authority and "ReviewOrder" as First Appeal. 
Within the original review, the First Appeal would be added as a contact and any 
changes/revisions that are appropriate to t he review will be made in the Inventory/Working 
folder, saving the new working file as "_Fi rst Appeal" as an extension to the original file name. 
On close-out, create a new file in the Inventory/Final folder entitled " Informal Appeal Results" 
and save and VR and R files herein. Any emails strings and/or conservations during the informal 
appeal process shall: be preserved in email folder for the review and in the notes section. 

Formal Appeal- Procedurally, a document moves from informal appeal to formal appeal when 
the request or continues to express disagreement with the determinations made in an Informal 
Appeal or when the requestor submits a formal letter of disagreement, either publically or sent 
to any program in TSA or OHS, including if the appeal is sent directly to the Administrator or OHS 
Leadership. In those instances, where a full, formal appeal is required/requested, go into the 
last 551 Review of the material and complete II Appeal" drop-down and select "Formal" , Place 
additional notes in the comments section of the review. 

When the appeal shifts to forma l, the documentation begins to be in Word and Excel format. 
Files are stored here: M:\5000.04 Program Policy & Guidance\S51 Determinations Appeals. At 
the end of the formal appeal process, the final markings need to be stored within the final folder 
with the last associated SSI Review in a folder entitled "Formal Appeal Determination". See also 
SSI Policies & Procedures Handbook, Appendix 12: Formal Appeal Justification. Any emails 
strings and/or conservations during the formal appeal process shall be preserved in email folder 
for the review and in the notes section. 

Sometimes Formal Appeals may come In the form of Civil Litigation or FOIA Litigation, where the 
party suing the Federal Government asserts that initial SSI findings were too rest rict ive. In these 
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instances, SSI Program Leadership may determine it is more efficient to load the files being 
contested into a new review. In these instances, when loading the review, complete "Appeal" 
drop-down and select "Formal" . Place additional notes in the comments section of the review. 
Link the new review to each of the previous reviews where the material was previously seen by 
the SSI Program. Complete t he review using the normal review process. Any emails strings 
and/or conservations during the formal appeal process shall be preserved in email folder for the 
rev1ew and in t he notes section. 
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Section 6.0 
Creating or Updating 
SSI ID Guides 
Attachment 1 to SSI Program Consolidated SOP v. 3.2 

This SOP w ill become effective upon issuance. 

Douglas E. Blair 

Chief, SSI Program 

3/28/2018 

Date Issued 
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6.0 Creating or Updating SSI Identification Guides 

For background on the creation and use of SSI Identification (ID) Guides, please see the TSA SSI Policies 

and Procedures (P&P) Handbook at~ 3.0. The following instructions provide the SSI Program SOP to 
guide analysis in the coordination and update of, or creation of new, ID Guides. Analysts are 
responsible for completing the following tasks when performing this function. 

X 
Responsible 

Action Required 
Party 

PHASE 1 

For a new guide, use the template and summarize the various categories of 
information related to the program into general topics of information. The 

• Analyst 
OLE/FAMS guide for example has topics that include "deployment" "names 
of FAMs", "numbers of FA Ms" and "security procedures". 

Once the topics are created, begin populating the draft guide w'ith subtopics 
that represent various SSI decisions that have been made. 

For an update to a guide, use the word version of the last published 

• 
document to create a new draft ID Guide in the Future folder, noting a draft 

Analyst version may have a I ready been created as soon as the previous version was 
published. Ensure the document is in the current template format. If not, 
transfer the material to the new format before beginning coordination. 

• Analyst 
Ensure the document is in the current template format. If not, transfer the 
material to the new format before beginning coordination. 

Review the various sections and use any notes which may have been saved 
in the future folder to begin to populate the various sections. For existing ID 

• 
Guides, ensure you review the section and subsection titles for any areas 

Analyst which may require additional guidance. Do not take too much time 
developing the guide at this point in development as these steps are 
designed to prepare the Program Office to begin their review and update. 

Note: For updated guides, use the Track Changes feature. 

PHASE 2 

• 
Provide document to appropriate SM Es and offices with equities in the 

Analyst information and request a 14-day response date for updates and a 30-60 
day update for major revisions or new ID Guides. 

• SMEs 
Review, solicit input from program leadership and provide feedback on draft 
ID Guide. 

• Analyst 
Collaborate with SM Es and appropriate offices to further develop the draft 
guide with tentative approval from SM Es. 

• Analyst 
Standardizeformatting post-SME coordination, applying new section 
numbers and verifying correction of common file errors. 

• Analyst Provide draft ID Guide to Analysis & Review Team Lead for review. 
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PHASE 3 

• 
Analysis & 

Rev.iewdraft ID Guide and either 1) work with SM Es and analyst on fine-
Review Team 

Lead 
tuning or 2) release to analyst for officia l coordination. 

Folder the ID Guide for official coordination. Add the names of each of the 
AAs of responsible program offices first for concurrent coordination, 
followed by OCC Information Law and SSI Program Chief, respectively, 

• Analyst 
Include a tracked-changes version of the edits made to the previous ID 
Guide. If the edits are too extensive to be readable, 'include a clean copy of 
the previous ID Guide as well as print-outs of emails reflecting initial 
informal approval from the impacted programs. Request a week turn around 
from each office and two weeks from Information Law. 

• AAs of Impacted 
Review the draft ID Guide for sufficiency for the needs of their program(s), 

Programs 

• OCC Info Law 
Review draft ID Guide within two weeks; .return comments or folder w.ith 
approvc:11 to SSI Program. 

• Analyst 
Integrate OCCcomrnents and, if necessc1ry, send back to program SM Es for 
concurrence. 

• SSI Program 
Review draft ID Guide and either send back to Analyst for fine-tuning or sign, 

Chief 

PHASE 4 

• 55! Program 
Chief 

Sign. Deliver pdf with signature to Analyst. 

Convert signed ID Guide to OCR pft and archive signed document per 
records retentioh guidance. Create iShare version of ID Guide With text 

• Analyst "Original Signed by" on signature line to OCR pdf and post to iShare under 
the ID Guides folder with standard naming convention absent of version 
number or date. 

• Analyst 
Follow 551 Program Communications Plan for Major and Minor ID Guide 
Updates, Save completed checklist in folder with signed ID Guides. 

Manage all ID Guide Records in M:\5000.10 Standard Operating Guidance 
and Manuals\! D Guides\ TSA_ldentification_ Guides folder, moving material 
saved in Current folder into Previous folder. Move material used for 

• Anc1lyst coordination and approval, including the signed ID Guide in pdf format and 
the most current word version in Current folder. Consider creating a new 
working draft in the Next folder for ease of documenting future needs for 
major or minor edit. 
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SSI System Application Overview 
SSI Overview 
The Sensitive Security Information Application, also known as the 551 App, shall replace the legacy 

system known as eReview to process requests to determine whetherfiles contain 551 and should 

therefore be protected from public disclosure. The SSI App will offer the funct ionality necessary to guide 

the requests through the internal submission and review processes and maintain record of historical 

reviews. The SSI App is built on the Salesforce Cloud Platform, a cloud-based request management 

solution enabling users to effectively submit and manage the workflow of their requests. 

Logging-In 
As a cloud-based application, the SSI App is accessed via the internet. Users can only access the 

application within the TSA network. 

Users must also ensure have the Microsoft EDGE browser loaded onto their TSA machines. The SSI App 

will not operate in Internet Explorer. Go to EDGE and enter https://tsa-dhs.my.salesforce.com. As a 
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best practice, add the link to your bookmarks for quicker future access. The first time you open the link, 

you will land on the Sa lesforce Chatter tab . 

Click the App Launcher 

A.pp Lau, cl,,,., 

v AIIApps 

v An Items 

.\U,Ul.J/Tui 

... ... ... 
to select the 551 App. 

A Salesforce application is merely a collection of tabs, referred to as the Navigation Bar. The 551 App is 

denoted by the lettersSSI. (Note: After the first time clicking away from 5alesforce Chatter App, all of 
your subsequent visits to 5alesforce will open direct/yon the 551 App.) 

Auls:tant 
,,II) 
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Submitting an SSI Review Request 
Create a Review Request 
Submitting a request within the 551 App is a streamlined process involving just a few steps! You will need 

to select the Record Type, complete the Submission Form, upload your files, and then Submit the record 

for a pprova I. 

Begin by clicking "New'' under the 551 Review tab. 

Ci ,i/, . , 
i., _._. __ •• ~,--.. •• II · 

--
You can select between two types of requests, an 551 Assessment or an 551 Review. 

New SSI Rev,ew 

{e S.Sl.As:,.65,nem 

We fl!!'YIC'w lhe dUCllm~nt and t~l )-OU Wh!!!thPf p, nut It 

t0nM1r SSI 

We rt-view ttie fjn1;1 ,rnem n,1rl 1'1em-•fy (,frl~q) eai•h 

and el/ery Instance o• SST 

" " "' -
Regardless of which record type you select, after clicking "Next" you are taken to a submission form to 

enter your information. Note: All fields prefaced by a red asterisk(* ) are mandatory. 

----· -
------- • 

Fill out all relevant information, to include comments that will help the reviewer assess the material. Not 

all of the categories will apply to every request. Because you have permissions beyond that of a 
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submitter outside the SSI Program, you will need to add all reviewers and assign due dates at this point. 

Once you have added all due dates and reviewer names click save at the bottom left corner of the 

review request. 

Creating a Record for Someone Else 

Submitting a request on behalf of someone else? No problem! Follow the steps below under the 

"Requesting on Behalf of?" section on the New SSI Review form. 

New SST Rev,ew: 5Sl AsY=s5n1c::nt 

Reque,tlng on Ben.tr of1 

lleq1,1e~\of lnftim1Atlon 

Another TSA Employee 
If submitting a request on behalf of another TSA Employee, search for the employee's name in 

the applicable field. If the employee is not in the SSI App database, you can click "New Account" to add 

them. 

Contact Outside of TSA 
If submitting a request on behalf of someone outside ofTSA, search for the person's name in 

the 'External Contact' field. If the contact is not in the SSI App database, you can click "New Contact" to 

add them. 

NP.W S5i RPVIPW, 551 As~~~mlc'nt 

Reque,tlng on B~~alr o f7 

I Cr11st.,j 

a Oyst;al Gare!~ 

_ _ +_ ,-_ A«_o_uo_1 ------~ -·AHO 

1\11 ' ' 
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Upload Document 
Before the review can be approved for intake, you must upload all files. Upload one file at a time. Follow 

the prompts to upload successfully. (Note: The only formats allowed are .PDF, .AV/, and. WMV.) Files are 

limited to those less than 2GB . 

• 

~lj'-' •I ,._,1 t,Uplo,odDl~l•l_...,ri.--,~l'I,.,, ......_'1'~/tYI ,o'#',Wi,.••-•..Y, 
w,zlW!IINlftW~"""· ..,.,,,,_..,_i,.-~ 

,,...,. 

Files Greater than 2GB 
-

If the file is greater than 2GB, you will need to upload a single blank document and enter "111 as 
the page count. Place a comment in request indicating the location of the documents. 

Submit for Approval 
Once you've uploaded all relevant documents, your final step is to submit the record for review. To do 

so, click the "Submit for Approva I" button at the top of the record, add comments explaining why the 

SSI team submitted the review and click submit . 

• H ,I•- -- - - - -

-j·-- ..-------
.. ~"·------

a.- -· 

-.. -~ 

Complete Intake (SSI Program Analyst Submissions) 

-~ 

u..•-°"""U•"'" ... ·- ,...,, ... _____ ,. _____ .. 

The record will then move tot he Intake stage. Complete all Intake steps as detailed for Assessment or 

Review Approval Process below. Verify that all relevant fields have been filled and all documents are 

loaded. At this point you can click on the Approvals tab and approve the document. Add comments for 

first review, then click ok. You will receive an email notification that the review is being processed. 
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• -· ~ti~ ..... 

::: !>51 -.. ,,.._ -v ---s :.-~- -v -v ~ •~v 

Ci 19~ 15 

• »1 ~ 

1 -- --
o .. ,. ,1~ ........ .....,_,,i,.a,.,,.,, 

~ .. l 
Af)C)f<ll1'.tltl~Of'Y'(21 - .... , . 

Ot•tf•lr,ll ~ .. Ir• • • Urti."'l~to 

[ -· Ji11'1 ,0,1~1,901.IV - • ..._~o,.,o .. , . -- J 16 l"ll'UOCH1t., - _,.. . 
-· I 

' 

Assessment Approval Process 

Intake Stage 

Using the navigational tab on top of the page, (1) click the words 55/ Reviews. (2) next, click the drop

down arrow next to the select the list view called New Reviews. 

• . ,. D , f C:, 

:!: SSI 

El R~ttyView.d ,.. • .. 

• · • · t- ; .. _ 
~- --

,II ---

Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Assessment. The SSI 

Assessment record will open and display the record as in the Intake Stage. Note: At this time, there will 

be no records listed under the Working Documents section on the right . 

• .. , . ffil a ? e • -. 
::: SSI Home c"""" ~'""P' v SSl • ..,,...., v ,si r ,.mM•m- v •- v o..,,. .. ,., v Accoun" v 

.-if SSIRl''o'lt!~ 

U New Reviews • ,t 

• · iJ • e ,, o .,, 

REVlt,~ 'f" V REVIEW NA.Ml: V (,CPf, ... V flLt... V SUBMITTt:0, •. v STAG£ v ~ECORD TYPE V AEVJlW RECUVE.w v ANnCJPA~. V 
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Navigate to the Reviewer Information section, click the pencil icon / next to the First Reviewer field and 

begin to complete the following fields: 

• First Reviewer 

• Due-First Reviewer 

• Close-Out Reviewer (Typically the same as the person completing Intake) 

• Anticipated Completion Date 

Then, click Save. 

* ... 3-/Hi/~19 1001 ~ 

)!2"J 10l¥ • 

ii 

-.: 

... 
• 

.,_ 

-...... 

_,._ 
, ..... -...... ._ 
t-t_1~~ 

--em-

m 
* Note: As Intake, you can indicate if an 551 Review record is rushed by clicking the box next to the 

field labeled Expedite. 

Scroll back to the top of the page and click the Approvals tab. Next, click the Approve button. 
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Enter optional comments for the First Reviewer and click the Approve button again. Once the review is 

approved, the first reviewer will receive an email notification that they 

Apprm,• SST ;;ei,,ri,;.\'\' 

Notice the SSI Record is now in the First Reviewer stage. At this point, the record is locked to Intake and 

only the First Reviewer can edit. Also, after Intake approved the record, the 551 App instantly created a 

copy of the document uploaded by the Submitter. Working Documents is the area where the assigned 

Reviewers will work with their versions of the document . 
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Assessment Review Stages 

First Reviewer Stage 

Using t he navigational tab on top of the page, (1) click the words SSI Reviews. (2) Next, click t he drop

down arrow next to the select the list view ca lled First Reviewer. 

l'!l ~R&-1~ 
1111 Re<ently Viewed T 

All 

AnelR~r-

Qua Dty Anut-ance 

'-' Re,:enlly 'lt1ewed 

V RECO RD TYPE 

SS:JQev1~ 

Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Assessment. The SSI Review 

record will open and display the record as in the First Review Stage. Then, under Working Documents, 

click the (blue hyper/ink) . 

• 
P!I ;51 .... 
U 19-08516 

v Re!iltw lnformadoo 

l0.Qe5l5 

Review 11 tor~ 
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~l\l 1, 
SS.t As.se,5ment 

.... . 

Apptov~t!: 

"" 'J c;,,,t~ 11111{1,t S'irrl 

l ~.:~~owl 
• •f~S'.dl:~ 

tnRiMPW 

til Oocumen11o u, 

Working Doc:uments (_L 
1!.~ftM.iil ·••NIP ~ 

A separate record containing the working version of the Submitter's document w ill open. As a First 

Reviewer you can edit the fields under the section Document Findings. The Keywords/rags/ID Guides is 

a required field, so you must select at least one value. Also, under the 1st Review section, you can enter 

the total time spent reviewing the documents in the 1s t Review Time Spent field. 
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Once ready to forward onto the next level in the review process, click the Review Number {blue 

hyper/ink) to return to the 551 Review record. Click the Approvals tab. Next, click the Approve button . 

• m ~ - - -

• 
Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the 551 Review record is now in the Close-Out stage. At this point, the record is locked to the First 

Reviewer and only the Close-out Reviewer can edit. 
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Ad ding Second Reviewer to Assessments 

In the example above, the First Reviewer was able to complete review of the SSI Assessment without 

any further assistance needed. However, in the use case where a First Reviewer would like a second set 

of eyes to ensure accuracy and completeness, they can assign a Second Reviewer. On the SSI Review 

record, scroll down to the Reviewer Information section and click the pencil icon ; next to the Second 

Reviewer field. Enter name of Second Reviewer and date for Due-Second Reviewer field. 

g ,..,,_.':,11 

• I 
g ......,_ 

• 

- a 

Now, once the First Reviewer clicks Approve, the SSI Review record will route to the Second Reviewer 

instead of going directly to Close-Out . .. 
:!! SSl - ~ -..~ •- •-- .....,_ -- - .... 

a ;...,..,. 

I> 
Cil .. 

-· 
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Second Reviewer Stage (when needed) 

Using t he navigationa I tab on top of the page, (1) click the words 55/ Reviews. (2) Next, click the drop

down arrow next to the select the list view called Second Reviewer. 

\!~! - --

Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Assessment. The SSI Review 

record will open and display the record as in the Second Review Stage. Then, under Working Documents, 

click the (blue hyper/ink). 

r.:; - - -

Q ~!II 

a-.-~ 

A separate record containing the working version of the Submitter' s document will open. As a Second 

Reviewer you can edit the fields under the section Document Findings. The Keywords/rags/ID Guides is 

a required field, so you must select at least one value. Also, under the 2nd Review section, you can enter 

the total time spent reviewing the documents in the 2nd Review Time Spent field. 

(~' -
[ 
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Once ready to forward onto the next level in the review process, click the Review Number (blue 

hyper/ink) to return to the SSI Review record. Click the Approvals tab. Next, click the Approve button . 

• 

Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the SSI Review record is now in the Close-Out stage. At this point, the record is locked to the 

Second Reviewer and only the Close-out Reviewer can edit . 

• U: 55( - _,_. .:-. - ~-- ....... -

-· _..,...,....,,._ 

CI oseout Stage for Assessments 

Using the navigational t ab on top of the page, (1) click the words 55/ Reviews. (2) Next, click the drop

down arrow next to the select the list view called Close-Out. 
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Click the Review Number (blue hyperfink) with the Record Type listed as SSI Assessment. The SSI Review 

record will open and display the record as in the Close-Out Stage. At this point follow the instructions 

under How to Email to send notification to the Submitter that their assessment is complete. Also, attach 

the findings memo to the email following the steps for attaching template language. Be sure to use the 

appropriate template (records contain SSI or no SSI ). 

Finally, click the Approvals tab. Next, click the Approve button . 
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Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the SSI Review record is now in the Closed stage and the Review Status is Approved. At this point, 

the record is locked to the Close-out user and no one can edit. 
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Review Approval Process 
Intake Stage 

a -tu 
• 
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Using the navigational tab on top of the page, (1) click the words SSI Reviews. (2) Next, click the drop

down arrow next to the select the list view called New Reviews . 

• 
~tilt- ~ 
RiK4tntty View9d • t .... 

_ ... 
------

'-• ... t14 • • II • C' ,-..,_ 
--

Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Review. The SSI Review 

record will open and display the record as in the Intake Stage. Note: At this time, there will not be any 

records listed under the Working Documents section on the r ight. 

f ~-I 
~ 1"iltrrU--Mi~ 

~ 

-
I ,:.: I --.. -

-- ll1'1!- ,~• T,P"C"1;.•------------------
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Navigate to the Reviewer Information section, click the pencil icon ' next to the First Reviewer field and 
begin to complete the following fields: 

• First Reviewer 

• Due-First Reviewer 

• Second Reviewer 

• Due-Second Reviewer 

• Final Reviewer 

• Due-Final Reviewer 

• QA Reviewer 

• Close-Out Reviewer 

• Anticipated Completion Date 

Then, click Save. 

• 

Q l.a....._.C --
g .._::-o, .. 

* Note: As Intake, you can indicate if an SSI Review record is rushed by clicking the box next to the 
field labeled Expedite. 

Scroll back to the top of the page and click the Approvals tab. Next, click the Approve button. 
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Enter optional comments for the First Reviewer and click the Approve button again. 

Notice the SSI Record is now in the First Reviewer stage. At this point, the record is locked to Intake and 

only the First Reviewer can edit. Also, after Intake approved the record, the SSI App instantly created a 

copy of the document uploaded by the Submitter. Working Documents is the area where the assigned 

Reviewers will work with their versions of the document . 

• ::: w -~---._,__._._ 

,_ 
( 4HI I )--

First Reviewer Stage 

Using the navigational tab on top of the page, (1) click the words 551 Reviews. (2) Next, click the drop

down arrow next to the select the list view called First Reviewer. 
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Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Review. The SSI Review 

record will open and display the record as in the First Review stage. Then, under Working Documents, 

click the (blue hyper/ink) to access each of the working documents. 
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A separate record containing the working version of the Submitter' s document will open. As a First 

Reviewer you can edit the fields under the section Document Findings. The Keywords/rags/ID Guides is 

a required field, so you must select at least one value. Also, under the 1st Review section, you can enter 

the total time spent reviewing the documents in the 1st Review Time Spent field. 
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Once ready to forward onto the next level in the review process, go to the final document under review 

and send an email to the next reviewer indicating that you've completed your review. Ensure you add 

the review number in the ema ii. Then click the Review Number (blue hyper/ink) to return to the SSI 

Review record. Click the Approvals tab. Next, click the Approve button. 

-

Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the SSI Review record is now in the Second Review stage. At this point, the record is locked to 

the First Reviewer and only the Second Reviewer can edit. 
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Second Reviewer Stage 

G 

a ~CI) 

Using the navigational tab on top of the page, (1) click the words 55/ Reviews. (2) Next, click the drop

down arrow next to the select the list view called Second Reviewer . 

... ,_ 

Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Review. The SSI Review 

record will open and display the record as in the Second Review stage. Then, under Working Documents, 

click the (blue hyperlink) to access each of the working documents . 

• T.d5i5i ----

a -• 

---~-'-·_' ______.E~ --
A separate record containing the working version of the Submitter' s document will open. As a Second 

Reviewer you can edit the fields under the section Document Findings. The Keywords/Tags/ID Guides is 

a required field, so you must select at least one value. Also, under the 2nd Review section, you can enter 

the total time spent reviewing the documents in the 2nd Review Time Spent field. 
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Once ready to forward onto the next level in the review process, go to the final document under review 

and send an email to the next reviewer indicating that you' ve completed your review. Ensure you add 

the review number in the ema ii. Then click the Review Number {blue hyper/ink) to return to the SSI 

Review record. Click the Approvals tab. Next, click the Approve button. 

~ ~"------- .,_··_ 
a "'-" 

• 
Enter optional comments for the next Reviewer and click the Approve button again. 

-·- a:::::::I 

Notice the SSI Review record is now in the Final Reviewer stage. At this point, the record is locked to the 

Second Reviewer and only the Final Reviewer can edit. 
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Final ReviewerStage 
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Using the navigational tab on top of the page, (1) click the words 55/ Reviews. (2) Next, click the drop

down arrow next to the select the list view called Final Reviewer . 

• ~ -
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Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Review. The SSI Review 

record will open and display the record as in the Final Review stage. Then, under Working Documents, 

click the (blue hyper/ink) to access each of the working documents . 
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A separate record containing the working version of the Submitter's document will open. As a Final 

Reviewer you can edit the fields under the section Document Findings. The Keywords/Tags/ID Guides is 
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a required field, so you must select at least one value. Also, under the Final Review section, you can 

enter the total time spent reviewing the documents in the Final Review Time Spent field. 

- -
] 

1--

] 

Once ready to forward onto the next level in the review process, go to the final document under review 

and send an email to the close-out analyst indicating that you've completed your review. Ensure you 

add the review number in the email. Then click the Review Number (blue hyper/ink) to return to the 551 

Review record. Click the Approvals tab. Next, click the Approve button. 

Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the 551 Review record is now in the Pre Close-Out stage. At this point, the record is locked to the 

Final Reviewer and only the Close-Out user can edit. 
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Using the navigationa I tab on top of the page, (1) click the words 55/ Reviews. (2) Next, click the drop

down arrow next to Recently Viewed to select the list view called Close Out . 

• ••• SSI 

..5"91... ,...._ 
Racendy View.cl ... • ~ 

""'---
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Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Review. The SSI Review 

record will open and display the record as in the Pre Close-Out stage. Then, under Working Documents, 

click the {blue hyperfink) to access the working version of the submitted documents (see Downloading 

and Uploading Documents). Once ready, return to the SSI Review record, by clicking the blue hyper/ink in 

the 55/ Review field. Back on the SSI Review record, click the blue hyper/ink under the Documents 

section. 

• , -:= 

• 

A Document record associated with the documents uploaded by the Submitter will open. Click the drop

down arrow on the right next to Fifes. And click Add Files. 

LAST MODIFIED DATE 3/29/2019 26 



• 
:r: ~- - - --- ""- -- - -

..... ,. "'l~hQNt)'JIM.t•----t"'-•• ...... •m' Jll.l .. WY/¥~ 4-),.,.._...,__ .,....,.bf ...... 11.~~u, ..... SSl...,__&'\III,..,,..,,_~ ... -~~ 

~Dllllll'IS:-ll.-:.1hfllil!r~--............ i,,_--i,,o-.,lll)J-flllo.,_.,,,,_~- 'l')N ""IC ., ~~-

Click Upload Files and select the final version of the document from its saved location . 

.. --
• !~--:'!rr~ ~-... ' ... l.Q. .-~u u-, ,at -

Click Done. The file is now added to the Document record and is visible to the Submitter. Repeat this 

process for all of the files associated with the request . 

• f!1 A 

Once you have finished uploading the final files, return to the 551 Review record, by clicking the blue 

hyper/ink in the 551 Review field. Follow the instructions under How to Ema ii to send notification to the 

Submitter that their review is complete. Finally, click the Approvals tab. Next, click the Approve button. 
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Notice the SSI Review record is now in the Closed stage and the Review Status is Approved. It has 

skipped the Quality Assurance stage as SSI was not found during the review process. At this point, the 

record is locked to the Close-out user and no one can edit . 

• Ii! "-

D s.an:11 

n ~ •u 

Quality Assurance Stage 

In the stage above, SSI was not found during the SSI Review process. However, if SSI were found at any 

point during the review process, reviewers would have the ability to indicate so by checking the 

Document Contains SSI field on a Working Document record. See the example below, during their stage 

of review, the First Reviewer has checked the box for the field. 
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As a result, the 551 App has auto-checked a similar field on the corresponding 551 Review Record. In our 

example, we've clicked the blue hyper/ink in the 551 Review field to return to the 551 Review record to 

view. 

• 
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Now, after the 551 Review record reaches the Pre Close-Out Reviewer, when the Close-Out user 

Approves the record instead of moving to Closed stage, it will move to the Quality Assurance stage. 

. . - J r=fi-.p f I I . 
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Using the navigational tab on top of the page the Quality Assurance user will (1) click the words 11551 

Reviews11
• (2) Next, click the drop-down arrow next to Recently Viewed to select the list view called 

Quality Assurance. 
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Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Review. The SSI Review 

record will open and display the record as in the Quality Assurance Stage. Then, under Working 

Documents, click the (blue hyper/ink) . 
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A separate record containing the working version of the Submitter's document will open and is available 

for view. As a Quality Assurance user, you can edit the fields under the section Document Findings. The 

Keywords/Tags/ID Guides is a required field, so you must select at least one value. Also, under the QA 

Review section, you can enter the total time spent reviewing the documents in the QA Review Time 

Spent field. 

ID•-- .,.,.,_ ... _ .. , ____________________ _ la:-~·-

I
. ---
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Once ready to forward onto the next level in the review process, click the Review Number (blue 
hype r/ink) to return to the SSI Review record. Click the Approvals tab. Next, click the Approve button . 

• 

Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the SSI Review record is now in the Close-Out stage. At this point, the record is locked to the 

Quality Assurance user and only the Close-Out user can edit . 

• :ii SSI 
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CI oseout Stage 
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M 

Using the navigational tab on top of the page, (1) click the words "SSI Reviews". (2) Next, click the drop

down arrow next to the select the list view called Close Out. 
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Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Review. The SSI Review 

record will open and display the record as in the Close-Out Stage. Then, under Working Documents, click 

the (blue hyper/ink) to access the working version of the submitted documents (see Downloading and 

Uploading Documents). Once ready, return t o the SSI Review record, by clicking t he blue hyper/ink in the 

SSI Review field. Back on the SSI Review record, click the blue hyper/ink under the Documents section . . , ,,. 

A Document record associated with the documents uploaded by the Submitter will open. Click the drop

down arrow on the right next to "Files". And click Add Files . 
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Click Upload Files and select the final version of the Document from its saved location. 
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Click Done. The file is now added to the Document record and is visible to the Submitter . 
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Return to the SSI Review record, by clicking the blue hyper/ink in the SSI Review field. Follow the 

instructions under How to Email to send notification to the Submitter that their review is complete. 

Finally, click the Approvals tab. Next, click the Approve button. 
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Enter optional comments for the next Reviewer and click the Approve button again. 
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Notice the SSI Review record is now in the Closed stage and the Review Status is Approved. At this 

point, the record is locked to the Close-out user and no one can edit . 

• m -
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Appeal of an Assessment - Approval Process 
After the SSI Team has completed their review of an SSI Review record, the Submitter has three years 
from the day the record was created to ~ the findings. For those records with the Record Type of 

SSI Assessment, the SSI Team will then follow the same process above used when reviewing a record 

with the record type of SSI Review. This process includes a review at all levels: 

• Intake First Reviewer 

• First Reviewer 

• Second Reviewer 

• Final Reviewer 

• QA Reviewer (optional depending on if SSI is found) 

• Close-Out Reviewer 

The only difference is when the SSI Team Member looks for an Appea l record in list views, they will look 

for the record type: SSI Appeal. 
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Appeal of a Review -Approval Process 
After the SSI Team has completed their review of a record with the Record Type as SSI Review, the 

Submitter has three years from the day the record was created to ~ the findings. The review 

process of an appeal of a record with the Record Type of SSI Review involves only certain stages: 

• Intake 

• Final Reviewer 

• Pre Close-Out 

• Quality Assurance (optional depending on if SSI is found) 

• Close-Out 

When the SSI Team Member looks for an Appeal record in list views, they will look for the record type: 

SSI Appeal. 

Intake Stage 

Using the navigationa I tab on top of the page, (1) click the words "SSI Reviews". (2) Next, click the drop

down arrow next to the words "Recently Viewed" to select the list view called New Reviews . 

• . ,. a ' ~ 8 

... 
•· •· ... , 

--·-

Click the Review Number {blue hyper/ink) with the Record Type listed as SSI Appeal. The SSI Review 

record will open and display the record as in the Intake Stage. (1) Hover over the Original Review# {blue 
hyper/ink) to verify that the Appeal is for a record that originally had a Record Type of SSI Review. (2) 

Then, enter the Appeal Type. Note: there are no records listed under the Working Documents section on 

the right. 
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Navigate to the Reviewer Information section, cl ick the pencil icon / next to the First Reviewer field 

and begin to complete the following fields: 

• First Reviewer 

• Due-First Reviewer 

• Second Reviewer 

• Due-Second Reviewer 

• Final Reviewer 

• Due-Final Reviewer 

• QA Reviewer 

• Close-Out Reviewer 

• Anticipated Completion Date 

Then, click Save. 
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* Note: As Intake, you can designate if an 551 Review record is rushed by clicking the box next to the 
field labeled "Expedite". 

Scroll back to the top of the page and click the Approvals tab. Next, click the Approve button. 

a ~ n 
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Enter optional comments for the Final Reviewer and click the Approve button again. 
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Notice the SSI Record is now in the Fina I Reviewer stage. At this point, the record is locked to Intake and 

only the Final Reviewer can edit. Also, after Intake approved the record, the SSI App instantly created a 

copy of the document uploaded by the Submitter. Working Documents is the area where the assigned 

Reviewers will work with their versions of the document. -. 1~1 0 '> II :! 
Ii --... SSI .,_ ~---. -- s:1,,,_.,,~. _, . , .. __ 
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Final ReviewerStage 

Using the navigationa I tab on top of the page, (1) click the words "SSI Reviews''. (2) Next, click the drop

down arrow next to the select the list view called Final Reviewer . 
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Click the Review Number (blue hyper/ink) with the Record Type listed as SSI Appeal. The SSI Review 

record will open and display the record as in the Final Review Stage. Then, under Working Documents, 

click the (blue hyper/ink). 
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A separate record containing the working version of the Submitter' s document will open. As a Final 

Reviewer you can edit the fields under the section Document Findings. The Keywords/Tags/ID Guides is 

a required field, so you must select at least one value. Also, under the Final Review section, you can 

enter the total time spent reviewing the documents in the Final Review Time Spent field. 
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Once ready to forward onto the next level in the review process, click the Review Number {blue 

hyper/ink) to return to the SSI Review record. Click the Approvals tab. Next, click the Approve button. 
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Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the SSI Review record is now in the Pre Close-Out stage. At this point, the record is locked to the 

Final Reviewer and only the Close-Out user can edit. 
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Pre-closeout Stage 

Using the navigational tab on top of the page, (1) click the words 55/ Reviews. (2) Next, click the drop

down arrow next to Recently Viewed to select the list view called Close Out . 
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Click the Review Number (blue hyper/ink). The SSI Review record will open and display the record as in 

the Pre Close-Out stage. 

If no SSI was found, the system should automatically skip Pre Close-Out and Quality Assurance and move 

straight to the Close-Out stage. 
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Creating Final Documents 

If the document does contain SSI, you will need to prepare a VR and/or R. In order to create final 

versions, go to the SSI Review record by clicking the blue hyper/ink in the SSI Review field. Then open the 

Working Documents by clicking the blue hyper/ink under the Working Documents section and download 

the working copy. Once you have the working copy stored on your shared drive or desktop, you can 

create a VR and/or R final document . 
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After the VR and R versions are created, you need to upload the final version(s) back onto the SSI App. In 

order to do this, go to t he Documents section and click on the blue hyperlink. 

A Document record associated with the documents uploaded by the Submitter will open. Click the drop

down arrow on the right next to Files. And click Add Files . 

• m !::.l 

·- .. 

Click Upload Files and select the final versions (VR and R) that were created from each working 

document containing SSI. 
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Click Done. The file is now added to the Document record and is visible to the Submitter . 
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Finally, click the Approvals tab. Next, click the Approve button . 
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Enter optional comments for the next Reviewer and click the Approve button again. 
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Quality Assurance Stage 

During the Pre Close-Out stage, when SSI is found, final versions (i.e., VR and/or R) of each document 

containing SSI are created, then the review is approved, and the record moves to the Quality Assurance 

stage. 
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Using the navigationa I tab on top of the page the Quality Assurance user will (1) click the words 55/ 
Reviews. (2) Next, click the drop-down arrow next to Recently Viewed to select t he list view called 

Quality Assurance . 
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Click the Review Number (blue hyper/ink). The SSI Review record will open and display the record as in 

the Quality Assurance stage. Then go under the Working Document by clicking the (blue hyper/ink). 
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A separate record containing the working version of the Submitter' s document will open and is available 

for view. You will need to save a copy of the working version in your designated upload folder in order 

to compare the working copy with the final version. 

To open the final versions of each record, click on the (blue hyperlink) under documents. You will see up 

to three files, the original document submitted and the VR and R (if requested). To view each final 

version, download each final version, review using approved QA standard operating procedures (SOP), 

and upload. 
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As a Quality Assurance user, you can edit the fields under the section Document Findings if needed. The 

Keywords/Tags/ID Guides is a required field, so at least one value must be selected. Also, under the QA 

Review section, you can enter the total time spent reviewing the documents in the QA Review Time 

Spent field. 
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Once ready to forward onto the next level in the review process, click the Review Number (blue 

hyper/ink) to return to the SSI Review record. Click the Approvals tab. Next, click the Approve button. 

Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the SSI Review record is now back in the Close-Out stage. At this point, the record is locked to 

the Quality Assurance user and only the Close-Out user can edit . 
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M 

Using the navigational tab on top of the page, (1) click the words 55/ Reviews. (2) Next, click the drop

down arrow next to the select the list view called Close Out. 
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Click the Review Number (blue hyper/ink). The 551 Review record will open and display the record as in 

the Close-Out stage. If the request was not sent through Pre Close-Out and Quality Assurance stages, 

double-check all of the review details to ensure the 551 finding marked in the 551 App matches the 

markings on the files found under Working Documents. To access Working Documents, click the (blue 

hyper/ink) to access the working version of the submitted documents (see Downloading and Uploading 

Documents). 
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If the document has been through Quality Assurance, conduct one more check of the Documents section 

to ensure all Final Documents are viewable to the submitter . 

• 
o-
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Return to the SSI Review record, by clicking the blue hyper/ink in the SSI Review field. Follow the 

instructions under How to Email to send notification to the Submitter that their review is complete. 

Finally, click theApprovals tab. Next, click the Approve button. 
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Enter optional comments for the next Reviewer and click the Approve button again. 

Notice the SSI Review record is now in the Closed stage and the Review Status is Approved. At this point, 

the record is locked to the Close-out user and no one can edit . 
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Rejection Process 
Standard Salesforce functionality grants any user who can approve records to also have the ability to 

reject a record. Rejecting an SSI Review record simply sends it back to t he previous person in the review 

process. 

Intake Stage 
If, during the Intake process, the Intake user deems an 551 Review invalid or incomplete for any reason, 

they have the option to send it back to the Submitter. Within an SSI Review record, click the Approvals 

tab and cl ick the Reject button. 
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Enter optional comments for the Submitter and click the Reject button again. 

Notice the SSI Review record is now in the Closed stage and the Review Status is Abandoned. At this 

point, the record is locked to the Intake user and no one can edit . A notification will go to the Submitter 

via email. If the Submitter wishes to resubmit the request, they can click the drop-down arrow on the 

right-side and click Clone as shown below. 

. . , . .., 
a .. OIIOOt ·-- ... 

J 

-_._ 

D , _______ _ --.--- -- --

LAST MODIFIED DATE 3/29/2019 49 



All of the data they entered on the original record are transferred to the new form. Edit any of the 

information shown on the new screen if needed, otherwise, click Save. All of their previous entries will 

carry over to the new record, however, they will need to upload their documents again and resubmit for 

approval. 

First Reviewer thru Quality Assurance 
Between the First Reviewer and Quality Assurance stages during an 551 Review, the 551 Team Member 

that has access to edit the record can reject it back to the stage that precedes theirs. 

For example, if the First Reviewer deems an SSI Review invalid or incomplete for any reason, they have 

the option to send it back to Intake. Within an SSI Review record, click the Approvals tab and click the 

Reject button. 

• 
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Enter optional comments for the Intake user and click the Reject button again. 

Notice the 5S1 Review record is now back in the Intake stage and the Review Status is Rejected. At this 

point, the record is locked to the First Reviewer and only the Intake user can edit. In order for the First 

Reviewer to regain access to edit the record, the Intake user will need make the necessary corrections 

and Approve the 5S1 Review again to mov.e it forward in the process. 
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Important: If an 55/ Review record is in the Close-Out stage and the Close-Out user rejects it, the case will 
automatically move to the Closed Stage NOT back to the previous Reviewer. This is because Close-Out is 
the final stage before the case is closed and hence the system is set to interpret a Rejection at this point 
as a final rejection back to the Submitter. Should a Close-Out user need the previous Reviewer to edit the 
record, it is recommended they send a Chatter post to communicate what is needed. Once the 
information is received, the Close-Out user can edit the record themselves and continue to Approve the 
record forward to Close. 
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Working Documents 
Working Documents is the object within the SSI App that houses a II of the working versions of 

documents uploaded by the Submitter. The SSI Team can download these documents, mark them up, 

and re-upload to the SSI App as a new version with their edits. Only the SSI Team has access to view the 

Working Document records. The Submitter is not permitted to view these records. 

Downloading and Uploading Documents 
In two steps, the SSI Team can add their markups to the Working Document records. First, open an SSI 

Record and click the blue hyper/ink under the Working Documents section to open a record . 
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Click the File name located directly under the Files section . 
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A preview of the file will open, (1) click Download. (2) The downloaded file will appear in the lower left 

of your screen. 
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Click the downloaded file, it will open in a new EDGE window. Click the Download icon and Save a copy 

to your preferred drive. You can now markup the file with your comments. 
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Return to the EDGE browser page with the file preview still open in the SSI App. This time, select the 

drop-down arrow next to the words View File Details and select Upload New Version. 
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Locate the file you Saved to your Drive and click Open. The next screen will show your uploaded version 

and allow for optional comments noting "What Changed?". Lastly, click Upload. 

Upload New Version 

II ChecicporntMats-WtP,pdt 

Cdnc~t EH!E 

no 

A new version of the file has now been uploaded as the current/active Working Documents file. 

Previous File Versions 

To view the versioning history of the file, return to the Working Document record by click "X" to edit out 
of the file preview. Click View All under the Files section. 

a File s(l) 

CheckpointM~ts-WIP 
Mar C, 20N • 1MB • pdf 

• 

On the next screen, click the drop-down arrow next to the file and select View File Details. 
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Here you can view a listing of all the previous versions of the file . 
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Clicking any version opens a preview page with options to download. 
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Each Reviewer can enter the total amount t ime they spent reviewing a file. Click a blue hyperlink for the 

file under the Working Documents section . 
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Next enter click the pencil icon .,. next to the field that corresponds to your role during the SSI Review 

process. In our example below, we are logged in as a First Reviewer and have entered 2.5 hours as the 

Total Time Spent reviewing the file. Once done, click Save. 

Notes: At least one value needs to be entered in the Keywords/Tags/ID Guides field. You can only enter 

time spent for yourself. Entering Time Spent for any other user will result in an error message. 

t fik-s.U J 

-
-~.,..._,... ... . 

_ ,,, 

Chatter 

The Salesforce platform provides a convenient way to collaborate within the SSI Team and with the 

Submitters, Say goodbye to emails with Chatter! It' s as easy as@mentioning a fellow SSI Team Member 

in a post and instantly they'll receive a notification within Salesforce. There are uses for chatter: 

communicating with the requestor on a reviewcommunicating internal to the SSI Program on a specific 

file within a review, or communicatingwithin theSSI Reviewers Community. 

Communicating w ith Requestors 
To communicate directly with the requestor on a specific review, first open the specific record in 

question. In the example below, we are using SSI Review record 19-00066. Note the Chatter component 

on the right-side of the page. Simply use the"@" sign and begin typing the TSA employee's name. As 

you begin typing, using predictive text, the SSI App begins to display a matching name. Click the desired 

recipient and then begin your message. Once done, click Share. 
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Instantly, you will see a copy of your post appear below the Chatter record. And your recipient is 

notified immediately . 
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Communicating Privately with 551 Analysts with in a Working File 
To communicate privately with 551 Program analysts on a specific review, post Chatter directly in your 

specific Working Document record in question as all posts there are NOT visible to the Submitter. In the 

example below, we are using 551 Review record 19-08517. Note the Chatter component on the right-side 

of the page. Any posts created here are viewable to the Submitter. Do not post internal SSI Team 

communication here. Instead, click the blue hyperlink (see Green arrow) under the Working Documents 

section. 
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Now you are on a Working Document record which is only viewable to SSI Team Members. As you can 

see, this record also has a Chatter section. Here you can feel free to post messages to other SSI Team 

Members regarding internal communication . 
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Simply use the"@" sign and begin typing the TSA employee's name. As you begin typing, using 

predictive text, the SSI App begins to display a matching name. Click the desired recipient and then 

begin your message. 
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Once done, click Share. Instantly, you will see a copy of your post appear below the Chatter record. And 

your recipient is notified immediately . 

• &ID? R 

,t ,,rOl,,.-

RFQ-W!P 

l • r..,, ---

·--~ .... _ 
t;.,QS.~~1 -~I~~°""" 

- . 
' 

mt-• Ul 

.. -·- .. 
• 

t:, /WIit......, - -~Sec\,,1'.)...,.,...~lc.o'I~ 

~-----!!'"-... '""'~ .... -~ 
Communicating Privately with SSI Analysts with in SSI Reviewer Community 

Alternatively, you can click the Groups tab on the navigation bar, and select the 55/ Reviewers 

Community . 
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Here you have a pr ivate Chatter group viewable only to those users that are a part of the SSI Team. You 

can post communications here as well as add important files that may be relevant for the team. 
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User Appendix 

Globa I Search Functiona lity 
Global Search allows users to search all records and data they are permitted to access based on their 

security settings. Users can search for SSI Reviews, Accounts, Contacts, Reports, Dashboard and Files. As 

such, a user can filter by which tab (or object) they wish to search. 

• (1) Click the Search bar at the top of the page in order to run a Global Search and enter your 
search criteria. (2)As you type, Salesforce uses predictive text to display possible matches. 

Select one of the items displayed . 

• ._.,_ 
----

~kwSSI ~po,,wUM, 
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The search result s display all areas where the search criteria a re found. In our example, the word 

"CheckpointMats" is found in five SSI Review records and also in the title of two Files . 

• 
SSJ R.evi.ews 

S41•tl'~ 

.J """"' 
II ri~11.., 
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··-
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It is also possible to search for specific content within a record. Simply type the object you desire to 

search and click the "Limit search to (enter object name)". Then enter your search criteria . 

• . . 
1-, s.,.._,,.,,.,.nl 
LJ filT-,,~ i:;.,. 

. • . . .. 

1 ""J1 

Notice the list is now limited to show the word "CheckpointMats" filtered to only show results within 

the Files object. 
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Additional Global Search tips: 

• Under Search Results on the left-hand side of the page, a user can also select additional 
record types to further filter results 

• Match one or more characters at the middle or end of a search term by using an"*" 

(asterisk) wildcard. Example: CheckpointMat* 

• Match only one character at the middle or end of a search term by using a "?" (question 
mark). Example: Chec?pointMats 

How to Associate Reviews 
The 551 Team has the permission to associate one 551 Review to another 551 Review. To begin, open an 

551 Record and scroll down to the Reviewer Information and click the pencil icon to edit the Related 

Review field. Now, you will immediately see a short listing of recent 551 Review records that you have 

accessed. Either select one from this list or enter another 551 Review number. In our example, we will 

select 19-08517. Click Save . 

• 
., """" 

, .... 
o•-

A--" 

a--

a ......... 

a--

• 

Note: Associated reviews may be used when a review is related to the same legal case as a previous 

review or if it is topically similar. Edit the Reviewers Comments field just below the Related Review field 

to enter comments as to why you associated the review. 

Click the blue hyper/ink now visible under the Related Review field and you are taken instantly to that SSI 

Review record. Again, in our example, we chose 19-08517. Once the record opens, click the Related tab. 
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And you will notice under the section Related Reviews, a blue hyper/ink to 551 Review record 19-08522 is 

now visible . 

• 
Ea ~:08517 

ReJated 

1 Reliaited RevklM (1) 

Creating Persona I List Views 

You can create your own personal view on the 551 Review tab within the 551 App. These views are local 

to the user meaning only you can see them. For example, to create a personal list view to reflect all of 

your pending reviews (i.e., current and future assigned reviews), complete the following steps. 

(1) Click on the 55/ Review tab, (2) then click the gear button to open the List View Controls menu, and 

(3) select New . 

• • ,. SSI 

~:i,i; RwYl-
Rocently Viewed • , 

-1., , ...... , ..... 

t> -

Enter any name that you wish. Click Save. 
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Now, you'll see a Filters pane on the far-right. Ensure the Filter by Owner box displays All ssi reviews. If 

My ssi reviews is displayed, click the Box, select All ssi reviews and click Done . 

• ••• SSI 

" ·~ Te.st View • , .... 
• · • · c- / oa 

RlVlfW ffUM81.Jt .. 

,...,,..n, ... ~ 

a... .. 

Next, click Add Filter and add the following filters. Note that you will need to click Add Filter to add each 

additional filter . 

• 
.Y.1~ ........ 
TastVi@w • ; 

HVII-W N\IMIU 1 

1. Field: First Reviewer 

Operator: equa Is 

Value: Your first and last name (i.e., Tom Jones) 

2. Field: Second Reviewer 

Operator: equals 

Value: Your first and last name 
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3. Field: Final Reviewer 

Operator: equa Is 

Value: Your first and last name 

4. Field: 0A Reviewer 

Operator: equals 

Value: Your first and last name 

5. Field: Close-Out Reviewer 

Operator: equals 

Value: Your first and last name 

The filter pane will now look similar to this: 

• •J.:. a ' • 0 

• · • · c- / • D --

Underneath the five filters you added, click Add Filter Logic. In the Filter Logic text box, replace each 

"AND" with "OR11
• Click Save. Click the arrow pointing to the right to hide the Filters pane . 

• 
... llh 

• · • · C' ,/ •a 
H 'lltW' HiolM I U t ' ... 11:1 · 

--

LAST MODIFIED DATE 3/29/2019 65 



Your list view is almost finished. Next, click the gear shift button again and click Select Fields to Display 

from the drop-down menu. A w indow will open showing you all available fields that you can add to your 

list view. For our example, we've selected to display the following fields: Created Date, Record Type, 

and Stage . •• 
!,Ir,,.... .. 

T•.st Vrow • , .......-

_,c:.-.-.o,;..-~ ... --.. •>11-•~-.... --. 

Jl&.lm'lt~Sal.l' 

- :-~s-rr 

Other suggested fields to display, as needed: 

• Review Number 

• Stage 

• Current Stage Due Date 

• Anticipated Completion Date 

• First Reviewer 

• Second Reviewer 

• Final Reviewer 

• 0A Reviewer 

• Close-Out Reviewer 

,.._ 
..,.._ 

•· •· ~ "' ... 

And now your list view is complete! See the new fields displayed above. If you' d like this list view to 

open automatically each t ime you click the SSI Reviews tab, simply click the thumbtack icon, to "pin" the 

list view as your default. 

How to View Redaction Templates & ID Guides 
Links to Redaction Templates and ID Guides are found in the Working Document records. The user clicks 

either link and is directed to the SSI Shared Drive where the templdtes and guides are located. 
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How to Email 
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In the event that you would like to send a manual email to SSI Team in reference to a record, the 551 App 

has that covered as well! While on an SSI Review record, click the Activity tab right beside the Chatter 

tab . 

• 
r- 19-00066 
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• 
Then click within the word "Write an email. .. ". An email template will appear which is very similar to 

your standard email program. As you begin typing in the To field, using predictive text, the 551 App 

begins to display a matching name. Click the desired recipient and then complete the rest of your 

message. Click Send when done. Instantly, you will see a copy of your email appear below the Chatter 

record. And your recipient is notified. 

Highlighted in the red box below is the 551 Review record number, which lets you know this email will 

become a part of the record's history. 

LAST MODIFIED DATE 3/29/2019 67 



ChaUe-r Actwity R9fe,r~ce fH"s Only 

Emon 

'"'- """"''""'Sl mf~b_)(_6) _____ ~ 

51.JblKt Ques..lcn 

. .. ... • B / II. A· l~ :~ ,. D 

How to Turn Off Ema il Notifications 
By default, Salesforce is designed to send you email notifications regarding everything from records 

awaiting your approval to Chatter posts that mention you. However, if you wish to reduce clutter in your 

email inbox (or ensure you don't get 551 from Chatter comments emailed to you), you can turn off email 

notifications under your personal settings. Simply click the Trailblazer icon in the top right -hand corner 

of any page. Then, click the blue hyper/ink labeled Settings . 

• 
• SSI Reviewers Group 

a-
-- . 

On the next page, to stop receiving emails about records requiring your approval, click Approver 

Settings. Then choose Never from the drop-down menu next to "Receive Approval Request Emails". 
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ApprO\ler Settings 

-· l'" , 

To stop or change the frequency of emails about Chatter posts, click Chatter, then Email Notifications. 
Then edit your preferred options and click Save . 

• Hi SSI 

g,..,_....,_ 
..... ,i.:-... --

--

--·--- ..... ____ -------------

. --------~----~ 
=:=·--;,i......,.. ... _ 

S..••---·-

[ 

Note: You will still receive alerts within Salesforce which are visible by clicking the bell icon in the top 

right-hand corner of any page. 

G D? 
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Uploading Internal Reference Files 
The SSI Team can create New Working Document records to house Internal Reference Files that are 

viewable only to members of the SSI Team. Open an SSI Review record and click the drop-down arrow 

next to the words Working Documents . 

• 

-,:,,-=, --· _.....,...,.l•~'--" 
___ 
... _ 
-·· -

F:i 

---
•-

-- I 
a ~1>CU 

: I 
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An entry form will appear. While the SSI Working Document Name can be whatever you prefer, you 

must enter "O" for the Page Count and select Internal Reference Materials fort he Keywords/Tags/ID 

Guides field. Then, click Save. 

..,_ 
13 ,-..., 

r " •~ 1-..,1cc-. e 

Ir -u.a,,,a, 

-

The new Working Documents record you created will now appear as a blue hyper/ink under the Working 

Documents section. Click the hyperlink. 

LAST MODIFIED DATE 3/29/2019 70 



Pl Working Documents (2) 
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• 

• 
• 

Next, you can drag and drop files directly onto a record, under the Files section. Or, click Upload Files 

and navigate to where your reference files are located . 

• :;; 5Sl 

~- -
T .... a--, .. ,,.,..,.,,,.i ._. 

Note: Only the 551 Team Members are able to view files uploaded via this process. The files are not 

visible to the Submitter. 

Quick Reference User Guide 

User Guide -
Reviewers.mv.pdf 

LAST MODIFIED DATE 3/29/2019 71 



Transportation 
Security 
Adininistration 

Transportation Security Administration 
Office of Law Enforcement/Federal Air Marshal Service 
Security Services and Assessments 

Internal 
SSI Program 
Consolidated SOP 
Roles & Responsibilities 

Version 3.2 

This SOP will become effective upon issuance. 

/SI 

David E. Hoffman 
Chief, SSI Program 

May 14 2013 

Date Issued 



Internal SSI Program Consolidated SOP 

Document Change History 

Version Date Description 

2.0 11/4/2011 Inclusion of standard response language 

2.0 11/4/2011 Change to PHX 2.0 system and forms 

2.0 11/4/2011 Addition of High-Priority/Visibility Revlews Concept 

2.0 11/4/2011 
Require test of redactions for any precedent documents 
accessed 

2.0 11/4/2011 Reformat for simplified reference 

2.0 11/4/2011 
Addition of Idea Factory referral process for sensitive 
submissions 

2.1 10/3/2012 
Change to Section 2.1 new drives and new link for access to 
TSA Shared Folders. 

2.1 10/3/2012 
Requirement for all 551 being posted to internet receive 3-stage 
review prior to posting. 

Merge of 55/ Program SOP for Managing the 551 Intake Process 
3.0 10/22/2012 and 551 Program SOP for Redaction and Quality Assurance 

Utilizing Adobe Acrobat X Pro and the TSA Redaction Job Aid 

3.0 10/22/2012 
Replacement of workflow management database Phoenix (PHX 
2.0) with eReview 

3.0 10/22/2012 Formalize process for completing findings memorandum 

3.0 10/22/2012 lnbox handling requirements for informal and formal appeals 

3 .0 10/22/2012 Inclusion of incident follow-up requirement after 30 days 

3.0 10/22/2012 Inclusion of SSI Review Request tool concept 

3.0 10/22/2012 Set standard redaction properties requirements 

3.1 12/17/2012 Integrate litigation-related SSI review requirements 

3.1 12/17/2012 
Modify redaction processes to incorporate Adobe Acrobat X 
Pro functionality 

3.1 12/17/2012 Change of Intake duty handover to COB Friday 

Page 2 of 46 



Internal SSI Program Consolidated SOP 

Version Date Description 

3.1 12/17/2012 
Inclusion of requirement to save SME correspondence to 
1'lnternal" folder 

3 .2 5/14/2013 
Addition of Ol&A Products and quick turn-around requests to 
High-Priority SSI Reviews 

3.2 5/14/2013 Addition of Delegations of Authority for Final Reviewers 

Note: After the publication of this Consolidated SOP, Section 6.0, Creating or Updating SSI Identification 
Guides was published as Attachment 1 to this SOP. Addit ionally, an extensive update to Section 3.2.6, 
Challenges and Informal/Formal Appeals was published as Attachment 2 to this SOP. 

Page 3 of 46 



Internal SSI Program Consolidated SOP 

Table of Contents 

1.0 Introduction ........ ......... .... .... ........... ..... ........ ........ ........ ... ..... ........ ........ ........ .......... ..... ... ... ... .. ...... .... 6 

2.0 Getting Started .......... ..... .... .... ............ ........... ................ ..... ... .... .................................................... . 7 

2.1 Getting Set Up in eReview .. ................................................................... ..................... ........ 7 

2.2 551 Program Password Tool ............................ .......................... ................ .......................... 7 

2.3 Set Standard Redaction Properties ........ ............................................................................. 7 

3.0 551 Intake Management .............................................................. .................................................... . 8 

3.1 Division of Labor ..... ...... .. ........................ ................ ............................... ............................. 8 

3.1.1 Federal Employee (Communications Lead) Responsibilities ................................. 8 
3.1.2 Contract Employee (Intake Analyst) Responsibilities ............................................ 8 

3.2 Managing Intake, Delivery, and Close-Out of Reviews ............................................... ........ 8 

3.2.1 Prioritizing Intake ................................................................................................... 9 
3.2.2 Processing 551 and FOIA Review Requests into eReview .................................... 11 
3.2.3 Assigning a Review ..................... .......................................................................... 13 
3.2.4 Adding Inventory & Supporting Documentation ................................................. 15 
3.2.5 Delivery and Close-Out of 551 and FOIA Reviews ................................................. 17 
3.2.6 Use SOP Attachment 2, Update to Section 3.2.6 ................................................. 18 

3.3 Processing 551 Requests-Voice Mail ............................................................................... 19 

3.4 Answering Questions - 551 lnbox ................................. ........ ........ .......... ...... ..................... 20 

3.5 ldeaFactory ...... ....... ...... .. ........................................ , ........ ... ................................ .............. 22 

3.6 Incident Recognition and Notification ................................ ..... .... .... .... ........ ............... ...... 23 

4.0 Conducting 551 Reviews and Assessments in eReview ........ ....... ........................... .................. ...... 24 

4.1 Delegation of Authority .............................................................................................. ...... 24 

4.2 Preparing for Review and Redaction .. ... ......... ........................ .................................. .. ...... 25 

4.3 Conducting a Review ........... .............................................................................................. 25 

4.3.1 Identifying 551 .......... .. ............................... ........................................................... 25 
4.3.2 First and Second Reviewer Responsibilities ......................................................... 26 
4.3.3 Additional Second Reviewer Responsibilities ...... ................................................ 28 
4.3.4 Final (Third) Reviewer Responsibilities .. ........................................................ ...... 29 

4.4 Closing a Review 
4.4.1 Fihallze ................ ................................................................................ ........... ..... . 32 
4.4.2 Qual ity Assurance Check for Proper Redaction ..... ......... ............................... ..... . 33 
4.4.3 Creating a Findings Memo .......................................... ........ ........... ...................... 35 

5.0 551 Incident Report and Response ............................................ ........... .......................................... 35 

Page 4 of 46 



Internal SSI Program Consolidated SOP 
Appendices 

Appendix 1: 
Appendix 2: 
Appendix 3: 
Appendix 4: 
Appendix 5: 

Turning off JavaScript ........................ ................ ..................... ........................... ............... 38 
How to Perform an OCR ...... .................................... .................................................... ...... 39 
Setting Adobe Custom Redaction Code for FOIA Reviews ............................... .......... ...... 40 
Redacting Information using Adobe Acrobat X Pro ....................................... ............ ....... 43 
Sanitizing the Document ..................... ................ ........................................................ ...... 47 

Page 5 of 46 



Internal SSI Program Consolidated SOP 

1.0 Introduction 
Welcome to the Internal 551 Program Consolidated Standard Operating Procedure (SOP). This SOP is a 
compilation of two previous SOPs within the 551 Program, the SSI Program SOP for Managing the SSI 
Intake Process and SSI Program SOP for Redaction and Quality Assurance. 

Authorities 
This SOP expands on the 551 Regulation (49 C.F.R. Part 1520, Protection ofSSI); DHS MD 11056.1, 
Sensitive Security Information; DHS MD 11042.1, Safeguarding Sensitive But Unclassified {For Official Use 
Only) Information; and TSA MD 2810.1, SSI Program, and 551 Policies and Procedures lP&P) Handbook. 
For detailed categories of 551, see the 551 Regulation, 49 C.F.R. § 1520.S(b)(l) through (16). 1 For 
additional guidance on how to identify SSI, see the SSI Program office Identification Guides. 

Purpose 
This SOP contains instructions on how to perform a number of different functions within the SSI 
Program which require standardization for record keeping, effective and efficient work processing, and 
accuracy. This SOP replaces the 551 Program SOP for Managing the 551 Intake Process and 551 Program 
SOP for Redaction and Quality Assurance, both dated October 10, 2012. For additional guidance and 
Visual display of defined redaction steps, please reference " TSA Redaction Job Aid Utilizing Adobe 
Acrobat X Pro" directly. 

Primarily, this SOP addresses SSI In-Bax Management, Conducting S51 Reviews and Assessments, and SSI 
Incident Report and Response. If a topic of interest is not covered in this SOP, please email the SSI Policy 
Team Lead for consideration of inclusion in future SOP updates. 

Who Should Use this Handbook 
All persons permanently or temporarily assigned, attached, detailed to, employed by, or under contract 
with TSA's SSI Program must follow the guidance in this SOP in performance of their official duties and 
are hereafter referred to generally as "personnel," unless otherwise specified. 

1 All future"§'' references refer to sections in the 551 Regulation, 49 C.F.R. Part 1520. 
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2.0 Getting Started 

2.1 Getting Set Up in eReview 

• Make sure that you have access to the SSI folders on the Sand Q drives. 

• Copy the file below to your desktop: Q:\eReveiw\eReview.accde 

• Create a sub folder named SSIReview s in your My Documents folder in your C drive. 

• Please review the eReview User's Guide (under development) for additional information about 
eReview. 

2.2 SSI Program Password Tool 

This section coming soon. 

2.3 Set Standard Redaction Properties 

Having consistent boxes and colors will provide a more polished and finished product and will save 
significant time for those who are finalizing a review. Set auto settings for fill color, outline color, and 
overlay text font and color as detailed below. 

STEP 1. To set t he standard redaction properties within Adobe Acrobat Pro X1 right click on a 
sample redaction box and select Properties2

. Within the Properties menu, Appearance 

tab, leave the defaults as Helvetica size 10. 

STEP 2. Markings for redaction should use the 
second darkest grey (not black) available 
within the default colors provided in 
Acrobat. 

STEP 3. The font color of all text within the 
redaction boxes (used with FOIA stamp) 
should be whit e. For guidance on creating 
a FOIA stamp, see Appendix 3: Setting 

Adobe Custom Redaction Code for FOIA 
Reviews. 

STEP 4. Change the color of redaction boxes so 
that the outline color is red. 

STEP 5. Click OK 

STEP 6. When you have adjusted your appearances 
appropriately, right click on the redaction 
box again, and select Make Current 
Properties Default to ensure consistent 
markings throughout reviews. 

rtoColor 

Redaction Prop@rties 

P..edacreo Are.a Fill Cc.br: Ill @ l 

~r-;_1,_, _______ o_ tn_ t!i'_C ... 01_0<..,, .. 

~ elv•tita y For,! SI~ · µo I I 
D~uto•SIZI! text to tit r~ctlon r~on O~at O\ler(tl/Text 

,ext Allg,,11tent: ~ ~ ej Fonr Colot: 

~)C'1StomTcXC 6J;-l'JLJ.S.C.jl1~) 

Q Redo.:bon Code: 

' ,.__ - I• 

L J• 

2 Also found by going to the Tools Menu, Protection, Redact ion Properties. 
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3.0 SSI Intake Management 

The following instructions provide the SSI Program SOP to manage the day-to-day tasks associated with 
the SSI Intake function. Analysts working SSI Intake are responsible for ensuring close out of all intake 
actions received/opened while they were on duty performing this function or may share those duties as 
needed with other Team members. The Analyst is responsible for managing the Intake process for a 
calendar period beginning 5pm on Friday evening and ending 4:59 pm on the following Friday evening. 

3.1 Division of Labor 

This section coming soon. 

3.1.1 Federal Employee {Communications Lead) Responsibilities 

This section coming soon. 

3.1.2 Contractor Employee {Intake Analyst) Responsibilities 

This section coming soon. 

3.2 Managing Intake, Delivery, and Close-Out of Reviews3 

Intake for SSI review requests4 can come from requestors through the SSI Program Review Request 
Tool5, with notification delivered to the SSI In box. Both locations must be checked routinely to process 
new review requests. While managing Intake, analysts must strive to assign requests within four hours 
of receipt and requests received before noon will be assigned no later than close of business that same 
day. Analysts must strive to assign requests received after noon no later than noon on the next business 
day. 

The Intake Analyst shall provide an acknowledgement of the receipt of the request to the requester 
after the request has been assigned. The acknowledgement must include the assigned Review number 
in eReview and expected date that the review will be closed and returned to the requester. The 
requester should also be advised to send an email that includes the review number to the SSI in box if 
additional status is needed after one week. Status requests will be provided by the Analyst that is 
managing intake on the day that the status request is received. 

For FOIA Requests, FOIA will complete the requested information in the SSI Review Request Tool. 
However, the document(s) to be reviewed will be located at M :\FOIA X-FILES\INBOX. 

For Office of Chief Counsel (OCC) Requests, OCC will complete the requested information in the SSI 
Review Request Tool. However, on occasion the document(s) to be reviewed will be located at M :\9-
11 Commission Binders6

• 

3 Throughout the remainder of this SOP, those steps that are specific to FOIA Reviews appear in red italic text. 
4 For information on 551 Assessments and Reviews, generally, see the SSI Policies and Procedures (P&P) Handbook 

at §§3.3 and 3.4. 
5 The back-end to the i5hare repository for the 551 Program Review Request is rights restricted to the 551 Program. 
6 OCC will refer to this link as the "T drive,'' or "T:\OCC\INBOX" 
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3.2.1 Prioritizing Intake ---------
To the extent possible, High-Priority/High-Visibility actions must be processed first. Please use the 
following guidance to determine High-Priority actions. Remember, all potential incident reports shou ld 
be treated as High-Priority. Analysts processing assessments of High-Priority/ High-Visibility documents 
are responsible for verifying a final reviewer has visibility of t he assessment before it goes out. 

STEP 1. Identify the documents which are High-Priority/ High-Visibility. Designation as High
Visibility is not necessarily how quickly the document must be reviewed but related to the 
visibility/significance of the review. Please use the following categories/guidelines as a starting 
point: 

Table 1: E,carnple Hi&h-Priority/ Hf&h-VislblHtV Reviews Requiring Enhanced Coordination 
Congressionat responses 
Governrnent Accountability Offfoe (GAO) responses and documents 
Office of ln,spector General (OIGI related documents 
Documents to be signed by a member oftne Senior Leadership Team 
Major litigation actions with High-Visibility 
OHS Office of Science & Technology (OHS S& T) 
OHS Headquarters {OHS HQ) requests· 
Freedom of Information Act (FOIA) releases of significant interest to TSA readership 
Reviews of proposed Congressional testimony by TSA or OHS leadership 
Transportation security vulnerabi lity studies and reports 
Products from TSA Office of Intelligence & Analysis 
Any request submitted with a requested quick-turn around 
Any other document review designated for prioritized treatment by TSA leadershlp or 
that the intake analyst believes could be of significance to TSA leadership. 

STEP 2. All High-Priority/High-Visibility or otherwise prioritized reviews1 whether originating 
from TSA Headquarters or Field Offices, must be reviewed by a Subject Matter Expert (SME) in 
consultation with an 551 Coordinator prior to submission to the SSI Program, with the 
information they believe to constitute 551 highlighted or otherwise rn_arked. Both the SME and 
SSI Coordinator who performed the initial review must be identified as points of contact on the 
SSI Review Request Form accompanying the material when sent to the S51 Program Office for 
review. Note: This pre-review by the SME and 551 Coordinator prior to 551 Program receipt is a 
concept currently being routed/or approval with SL T. While this prior paragraph represents the 
ideal, the 55/ Program may not enforce this pre-review until the action memo is signed and 
distributed. 

A. lfthe Intake analyst suspects a review may qualify as a High-Priority review, the analyst 
must confirm t hat the requester is asking for an expedited review which will requfre the 
S51 Program to prioritize this review over all other requested reviews within the office. 
Determine why the requester is asking for an expedite. Before annotating a review as 
High-Priority, verify with a team lead, Program Chief or Deputy Chief. 

B. When a review has been confirmed as High-Priority/High-Visibility, the analyst shall 

include an exclamation point 11 !" at the beginning of t he title of the review. 

C. A High-Priority statement will be typed in the Review Notes section of the Requests 
Tab. The ! will remain within the description of the review. 
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On certain High-Visibility or otherwise prioritized reviews, the SSI Program may submit the final 
material proposed for release, along with SSI markings and designations, to TSA leadership or 
senior executive personnel for approval. This may be preceded by a working group meeting 
among affected offices, OCC, and the SSI Program to review the material and ensure agreement 
on the information proposed for SSI designation. Any attendees to an SSI Review Working Group 
shall conduct a review of the material in question ahead of meeting with the working group
utilizing SSI Identification Guides, the S51 Federal Regulation, and their 551 Coordinator-to mark 
the information they believe is sensitive or may constitute 551. 

STEP 3. Evaluate the intended use of the record(s) submitted. Knowing the purpose of the 
review may change the handling applied to the file. 

A. If the information is going to be posted on the Internet, or if the information is 
associated with ongoing litigation 7, assign the item as a full SSI review, regardless of the 
request. If the POC submitted the documents for an assessment only, please notify the 
requestor politely that the items have been submitted for a full SSI review because of 
the intended use of the document. 

Note: Indications that it will be posted on the Internet include the requestor asking for 
an SSI assessment of a Statement of Work (and accompanying documents) that will be 
used for '' Fed Biz'', "Fed Biz Ops" or for "FBO." In addition, if the requestor notes that 
information is going to be sent to Office of Acquisitions for contract then please ask the 
requestor if the information is going to be posted on Fed Biz Ops or any other type of 
Internet posting. Another indication of posting to the Internet is if the files will be filed 
in court for a criminal or civil prosecution, or litigation. 

B. If the requestor insists that the item undergo an assessment only, check with the SSI 
Program Chief or Deputy Chief before making these items assessments. 

STEP 4. Evaluate whether the document or similar content has been reviewed previously. Any 
previous review of the same or similar material is to be used only as precedence to be applied to 
the current document(s). Any precedential documents should be noted in eReview for 
reference by analysts conducting review. This step is especially important for reviews related to 
litigation, and must be employed for all litigation-related reviews, whether or not the submitter 
indicated that previous review requests have been submitted in conjunction with the same 
proceeding. Please consult the eReview User's Guide (under development) for guidance on 
finding and noting previous reviews. If the review was accidentally submitted in duplicate, or 
entered multiple times by SSI Program personnel, the Intake Analyst should consult with the SSI 
Program Deputy Chief. 

A. For all precedential documents opened, test the redacted content for validity of 
redactions as detailed in the Quality Assurance section (Part 8.A.2) of SSI Program SOP 
for Redaction and Quality Assurance Using T5A Redaction Tool bar 

B. If previous redacted document is discovered to contain unprotected SSI: 

a. Cross-reference against the previously breached files fut 

b. If the file is not found ln the list, start the incident reporting process as detalled at 
Section 5.0, 551 Incident Report and Response -551 Program Checklist. 

7 Litigation-related reviews should be noted on the 551 Program Review Request Tool, but may be indicated in the 
"Intended Use" field with a reference to the court, litigants' name, or a case docket. number. 
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3.2.2 Processing SSI and FOIA Review Requests into eReview 

The New M ain Screen 
The screen below is displayed when you first start eReview. You can process reviews, add a new review, 
or search for reviews from this screen. 

1,rh~w\11tA11portCU(J(d1,1o1h,~ I 

;~ UrowH.OUlrAMSCoon:tin•tOf~ J 
J\ wow~ Hqc:oord1n,non I 

New Review Window 

Fill in Request Description (Title), 
Scope, Type, Due Date and Redaction 
Scope (_R or _ VR)8 needed. For 

FOIAs, the Request Description 
should be the FOIA number and a 
short descriptive t itle, e.g. "FOIA 11-
1919 BOO Evaluation" using t he 
actual FOIA number. Note: The 
description f ield must contain 
sufficient information/key relevant 
terms so that the information may be 
searched at a later date (e.g. "IT" is 
an insufficient description since it 
lends no reasonable description of 
the material contained in the review}. 
For lit igation-related SSI reviews, the 
case name and docket number must 
appear in the Description. 

C ---::J 

~ PHX l.O e} New Rnit-w 

Add New R.eYleW 

Oesrnnt1orr 

Keyword 

Request Scope 

Request Tvoe. 

Req~e:st Re1,eved 8/9/2012 ~:::::::::== Our Due Date 8/ 23/2012 

Dve - keY1ewer 1 8/ 14/2012 

Due Re"1ewer 2 8/ 19/2012 

Notes 

Oue . f onal 

Add Comacrs ... 

ll')Co1nceJ 

8 _Risa full redaction which removes or obscures the data within the record; _ VR is a "visual redaction" which is 
visually identifying SSI in a record but does not actually remove or obscure the data within the record. 
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The Request Number consists of the two digit fiscal year plus a sequential number. The Request number 
cannot be modified. The Request Scope can be either Assessment or Review. The Request Type can be 
one of the following: 

• Assessment - A determination that 551 is contained within the document. 

• Breach - Matters related to incidents and reports where it is believed that S51 information is 

available outside the parameters defined by Part 1520. 

• Case - Matters referred by OCC, Field Counsel or Litigation. 

• Congressional Hearings - Matters related to inquires, investigations, requests, etc. 

• FOIA - Matters provided to the SSI Program Office from the FOIA Program Office. 

• Formal Appeal - Requests for appeal of previous determination in accordance with MD. 

• Multi-media Review - CD1 s, DVD's, videos, etc. provided to the SSI Program Office for review. 

• Other - Matters referred by Agencies other than TSA. 

Note: If you are entering a FOIA request, a FOIA number and Requestor (Point of Contact) within the 
FOIA Office must be provided. If you are entering an OCC Case, the Case name and number must be 
provided by, or acquired from, the requester. When finished, click on the Add Contacts button to 
continue. 

The new review window auto-populates tailored dates for the 1'1, 2nd
, and Final Reviewer so that each 

level is allocated sufficient time to complete their review. Check that the auto-populated dates appear 
reasonable for the work-load submission and adjust accordingly, if necessary. If it appears that 
additional tirne is required for any review, consult with the 5S1 Program Deputy Chief. Consult the 5S1 
Program Deputy Chief upon receipt of a short time frame review request. 

If the FOIA review is more than 100 pages in length, add an additional five business days for every 100 
pages and type in the new due date. The FOIA Requester and FOIA Number can be retrieved from the 
SSI Review Request submission. For exceptionally large non-FOIA documents, speak with the 5S1 
Program Deputy Chief about an acceptable deadline given the unique situation. 
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3.2.3 Assigning a Review 

The screen below will be displayed when the Add Contacts button is clicked. Before assigning contacts 
for the review you must check the SS/ Program calendar and evaluate pending assigned review 
workloads to determine who will be available in the office to complete each step of the review. 

Request Contacts. ( 

112fo7o9 1 I 

_- I 'P 

___ , jllC.. - J~0. 

ContactlO 

Satterwhne, St;>morr 

Btau M.althi!!.W 

curry, Varonda 

O'Sullivan, Deirtlre 

Met1let, Robert 

Aelti!.1 uwanda 

~ Am.ird•StpU If Teny MIiiet 

re eethJonei- ~ rom f efmt1 

G' Ettc:Gqflun $ Volan,ta R 

& \.u~Ste,n 

• M•,YUll<ly 

cf M:t)(a 

" M.Mcc,110,, 

ill ro11v Pnmoot 
"'s,,«Jf)' 

__ !J I _ L 11.'.\ol 

• Reque1tCoot:ir.tlVP<' .. ReVleWOrde:r • flte.(IU@st • 1'em17ie • 

.:J CDordloallng POC • 

..:J 

R~leWN 

AeVlewer 

Release Authority 

Detive.rv and Clo~eout 

- .. - -
• Orew 
-.: 1e,ne@n 

q uUie 

• tub 
(.' uw .. hd.-

til vr.romh1 
It E<I 
... Matt 

,s- Specify ..:J 

1S1.Rev1e.w 
2.ndReVlew 
final Review 

CIO$e Out Anal 

fT OeJrdr@ 

F s.J,dht 

~ w•vne 

a- ~•rry 
fll P.1ol 

,. Srwcl/y 

..d 

logged 
Logg~ 

I.Ogged 
I.Ogged 

a Jc:mmJer 

F OOUR 

{il Rob 

'G Holly 

~ 0..\/f:I 

..... if)e(.i/y 

• 
• 
• 
• 
• 
Ill 

_j 

Ex.it 

~ Drew 

ti Jeaneen 

$ Uwal'\l:U 

IS Mau 

.. 5!1"'if'I 

_j 

\Jpdote c, AddOA pe<>00 I 

Begin by typing the last name of person requesting the review, known as the Coordinating POC. (Note: 
Your name is automatically added as the person logging in the request. Please verify this field gets 
updated.) You can also use the drop down table to highlight the name of the person that you are 
assigning to the review. 

STEP 1. Click on the name of each review type 1st review, 2nd
, etc, and then click on the update 

button by assigning the following contact types for a typical full review. 9 

Assignment Chart: 
Contact Type Review Order 

• Coordinating POC n/a 

• Reviewer 1st Review 

• Reviewer 2nd Review 

• Release Authority Final Review 

• Delivery and Closeout Closeout final 

For litigation-related S$1 reviews, always search for previous related SSI reviews. If any are 
located, ideally the review should be assigned to all of the same reviewers. However, ensure 
that at minimum the same second- and final-level reviews are assigned to the review. This 
ensures consistent protection of similar information in the same case. Note the previous, 

9 
An assessment typically can be completed by a single reviewer and does not require a separate release authority. 

The staff member logging in the assessment may also be responsible for a portion of the review, and Delivery and 

Closeout. 
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related review, utilizing the Associated Reviews function. See the eReview User's Guide ( under 
development) for more information. 

An assessment typically can be completed by a single reviewer (Note: Federal employee only), 

and does not require a separate release authority. However, a first or second reviewer may 
request that a second person review the Assessment. In that case, the 1st reviewer will ask, 
assign and add a second person to conduct a second review of the Assessment. The assigned 
first reviewer will also send an email to the new second reviewer and the intake coordinator and 
make a note in the comments box in the main review screen. This is not necessarily a conversion 
to a review; the assessment remains an assessment. Check with a senior reviewer for more 
information. The staff member logging in or performing the assessment can also be responsible 
for review, delivery and closeout. 

STEP 2. Verify the Coordinating POC's contact information. Ensure that all of the needed 
information is captured to include accurate email, title, office, and phone number. If the contact 
does not exist in the drop down list, click on the Add Contact button to add a new contact. 
Please do not ent er personal emall addresses, use @tsa.dhs.gov addresses only for TSA internal 
requestors and official email accounts for requestors outside ofTSA. 

~dO " Contact 

(Unknown) 

Savf!' and Close 

STEP 3. Provide the Information above about the contact, then click on Save and Close button. 
The Request Contacts screen is displayed again and the new contact is included in the drop 
down list of contacts. 

STEP 4. In the example below, the main review screen ls shown with the newly added review 
displayed in the list of pending reviews. By default, pending reviews are shown in the main 
review screen. 
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---
SI.JIU< Logged 

Cao'lt.KtD -U~~,llt' ~- ~ -~•1,cn.;..e,.,O.ct:e11 .. c.oc,ct.,.,1,-...,~ 
MIG$.lho..-,,S• ~l.c(l'I 

rl•b"•~~ I lih•-• :-~n,, ..... 
T•·~~ '"'"" ~ Mel :,WO.., fll ~ 
H 1\1\oi>sC<'l~••er ~e•~a.;o:,ro,t, , ... ~lt>I ....,-

"••'~.IM•"'"• ;,1,...,.-ldc- ~N~ ...... 

3.2.4 Add Inventory & Supporting Documentation 

_,.,. 
" {j 

(7 

• 

STEP 1. Save the inventory to the local drive and prepare it for upload into eReview. 

A. Ensure that the file(s) to be reviewed is not password protected and is in an Adobe .pdf 
format. 

B. Convert files to * .pdf format. (Note: To convert a Microsoft Office 2007 document into a 
*.pd!, click on the Office Button, click Save As, and then click Adobe PDF.) 

C. Remove any special symbols (e.g.,*,#,%) that appear in the title of the file(s). 

D. "OCR" the files in accordance with Appendix 2, How to Perform an OCR. (Note: If the size 
of the files prohibit rapid OCR, Intake must notify the first level of review that the files 
still need OCR prior to applying markings) 

E. Copy and paste the file(s) to be reviewed into the "SSIReviews" folder within in the "My 
Documents" folder on the local drive. Ensure that the file(s) to be imported for review is 
the only file(s) in the folder. 

Iii SSI Reviews 

Q Back • t / ~, Search 

F~e and folder Tasks 

~ Re<,am<,.\hs~~ 

~ ,,..,, e th,$ file 

:Q C:o:,y ths fil~ 

~ Pnnt th.s fil~ 

Folders [B· 

!(b~&e ! R-•6HltJ 
· Aaobat Document 

_ 11,s1or.a 

F. Click Yes at the next screen after you have imported the files. 
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Import Documents 

Are you ready ID import doa..rnents from your MyOoa.ments \5SIReviews folder? 

Yes No 

G. After the files are imported, you will see them displayed in the documents list in the 
upper right corner of the screen. The documents can be opened by clicking on the 
document name in the list. 

~ Upload docum~nu .•. 

..... "' 
"' D 

-
~. ---

M<!SClnwt-n, ~btrt .,. 01:M'di 1Mt,n1 tot 
1 e,ds.U""'--a.nda ~...ctl..,al't 

tl,c\er,s ,1C',!\ ~ .twr ~~ . ... I.elm 
1,,ei,,,r;.,~rv ll:t">-•~1 ,;_ncj;>tot.e-, LepH 
•t• •,w lsor,.X'f!ru~ Ft-01t "1~1-o(-n , _ =-oe.- Locr-d 
f e' ds,UWll<'IO• c.1-o,,r.:I'< ... ~ 

H. To edit the information about this review, just edit the information in the center section 
(Box 1). To edit contacts for the review, click on Edit Contacts (Box 2). 

D 

D 

~ l':IIXl.U---:.:.:.:.:.:.:.:.--------------------------------
tlOm E I Ft...,1 .. wc ~••rch cont.aces 

STEP 2. Place the Review Request notification, accompanying e-mail(s) and any additional 
supporting documentation into the E-mail folder within the request folder on the S drive. To 
open the request folder on the S drive, click the Folders button on the main Request screen. 

,,,u 

" 
" 
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After you have completed entry of a FOIA Review, delete the relevant folder from the F0 1A 
lnbox on t he M: drive. 

STEP 3. Place the Review Request form, accompanying e-mail(s) and any additional supporting 
documentation into the E-mail folder within the request folder on the S drive. To open the 
request folder on the S Drive, click the Folders button on the main Request screen. After you 
have complet ed entry of a F01A Review, delete the relevant folder from the FOIA In box on the 
M: drive. 

STEP 4. Change the status of the Review on the S51 Reviews page to "Yes" for processed, so that 
the review no longer shows as pending for others accessing the page. 

STEP 5. Notify First Reviewer - Identify First Reviewer from Contacts box, select their name and 
then hit the E-mail button. An e-mail addressed to that person will appear; simply send them 
the e-mail to notify them that the request is ready for review. 

3.2.5 Delivery and Close-Out of SSI and FOIA Reviews 

If, after the second-level review, the reviewer determines that the documents do not contain SSI, the 
reviewer may close the review10 as detailed following. Additionally, notify the final reviewer of the case 
number and finding. The Intake Analyst shall notify the requester of the closing, via email, with an 
attached Findings Memorandum. For more information on creating Findings Memorandum, see Section 
4.3, Creating a Findings Memo. 

STEP 1. If S51 is found in the document, consult the 551 Review Request Form in the request's 
Internal folder on the S: Drive to determine if an _R or _ VR was requested. For FOIA Reviews, 
only a_ VR will ever be created. Consult Appendix 4: Redacting Information using Adobe 
Acrobat X Pro, for instructions on how to create _Rs and _ VRs. 

STEP 2a. Return document to requester: SSI Reviews. 

A. For the majority of SSI Reviews, send an email by clicking the Email button within the 
main review screen in eReview. In the case that OCC requests documents returned via 
the "Shared Drive" or "T: Drive,11 create a folder within M :\9-
11 Commission Binders\Litigation - Outgoing to OCC and drop the files there. 

10 
Documents that are assigned a full review because they are intended to be posted to the Internet, related to 

litigation, or a full review is otherwise required by the guidance at 3.2.1. above, may not be closed out at this point 
even if the second reviewer determines that the documents do not contain SSI. 
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B. Additionally, each request must be accompanied by a Findings memo that identifies to 

the requestor those files that contain SSI and those that do not contain SSI. Large files 
may be returned on a CD rather than through email. (Note: For more information on 
creating Findings memos, please see SSI Program Guide to Templates and Section) 

C. Save the email and Findings memo notifying the requester of the SSI Program's findings 
within the request's Email folder on the S: Drive. 

D. (Use Only as Applicable) Delivery of "VR" Documents to Office of Acquisition: 
If the Requestor of a "VR" document is an Office of Acquisition employee, the SSI 
Program Chief and the Deputy Administrator must review and approve the release of 
the "VR" document prior to the return to the requestor. 

STEP 2b. Return document to requester: FOIA Reviews. 

A. Within the request's Final folder on the S: drive, create a new folder, entitled "VR." 
Paste the _ VR file into the "VR" folder, giving the file the name of the FOIA request 
number, followed by "_ VR" (e.g., "TSAl0-0701_ VR"). 

B. Addit ionally, each request must be accompanied by a Findings memo that identifies to 
the requestor those files that contain SSI and those that do not conta in SSI. (Note: For 
more information on creating Findings memos, please see SSI Program Guide to 
Templates.) Verify the accuracy of all of the information on the Findings memo and 
verify it contains the final reviewer's signature. Save the memo as "[FOIA request 
number]_Findings Memo" in the "VR" folder created in the review's folder on the S: 
drive. The folder should now contain two PDFs: the "_VR" and the "Findings Memo." 
Select both PDFs to be copied into the Out Box. 

C. Return the f iles to the FOIA Program Office through the "Out Box," located at 
M :\FOIA X-FILES\OUT-BOX. Create a folder within the Out-Box, labeled w ith the FOIA 
request number. Paste into that folder both the Findings memorandum and the _ VR. 

D. Email the FOIA lead associated with the review request to notify them that the review is 
complete and the relevant fi les are in the Out Box with the following statement in the 
body of your email "The 551 Program has completed its review. Please retrieve your files 
and the release Findings letter in the folder identified <Insert FOIA number> from the 
FOIA inbox ot your earliest convenience." 

STEP 3. Within the Requests tab in eReview, under Request Details, change the Status drop
down from Logged to Closed. 

3.2.6 Challenges and Informal/Formal Appeals 

Section 3.2.6 material moved to Attachment 2 until Consolidated SOP is republished. 
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Section 3.2.6 material moved to Attachment 2 until Consolidated SOP is republished. 

3.3 Processing SSI Request - Voice Mail 

The SSI Program maintains a dedicated phone line generic to the SSI Program (571-227~(b)(B) t located in 
fb1(6) I The SSI Program cont ract analyst performing intake duty is responsible for checking ·and 
responding to messages left on SSI Voice Mail. 

STEP 1. To retrieve messages from SSI Voice Mail: 

A Check messages once or twice a day, preferably late morning and late afternoon. 

B. Access voice mail by dialing 571-227f .... b_H6_) __ ___,l internally) 

1. As soon as the greeting starts, press the" key 

2. When prompted for ID, enter~!(l'l_~(_B) ___ ~ 

3. When prompted for the passcode, enter,__!~=1(....;6) _ ___, 

a. If the passcode has expired and a new one is required, keep !(bl(6} jas the 
new passcode. Do not create a new passcode. 

4. The greeting will begin again. When it does press 1 which will allow access new 
messages. 

C. listen to the messages. Press 1 to hear the message again, 2 to save, or 3 t o delete. 
Note: We frequently receive calls concerning the CCSP program. It is not necessary 
to return these calls. Instead, forward the information to Tamika McCree and Glenn 
Ruffin.iommkk 

STEP 2. To respond to messages: 
A. If not also on SSI Intake duty, confer with person managing In.take to confirm that 

caller did not also send an e-mail for which a response has been given. 

B. If the matter has not been resolved, contact the caller and take whatever action is 
necessary to resolye matter. Be sure to get caller's e-mail address. 

C. E-mail caller detailing resolution of the matter. 

STEP 3. To track messages: 
A. Place e•mail correspondence on non.routine questions In the day file r n the 

appropriate year and month subfolders. 

B. Add phone call details to the phone log located at M:\Phone Log. 

STEP 4. To delete messages: 

A. Delete phone messages from voicemail after logging response by pressing 3. 

11 Until the term "First Appeal Authority" ls available in eReview, add a second Flnal Reviewer and add a note in the 
Notes section. 
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3.4 Answering Questions - SSI In box 

Analysts performing intake duty must check the In box continuously throughout the day. 

STEP 1. Standard Procedure 

A. Evaluate the question to determine if you can answer it independently or if you need 
additional information from an SSI Program member who has applicable expertise. 
Consider: 

1. Is the question answered in the SSI FAQs? 

2. Is the question answered in this SSI Program Consolidated SOP? 

3. Is the question answered in the TSA MD 2810.1, 551 Program? 

4. Is the question answered in an 55/ Policies and Procedures Handbook? 

5. Is the question answered in the 55/ Reviewer's Guide, Advanced Application Guide, 
or an Identification Guide? 

B. If you can answer the question using one of the above, send a reply including the link to 
supporting documentation on iShare. 

C. If the answer needs to be referred to an SSI Program member, forward the e-mail to the 
appropriate person(s) and ensure they know what action is needed from them. 

1. If they answer the requester directly12
, reql(est that they copy (CC) SSl@dhs.gov 

on their e-mail so the e-mail can be preserved. 

2. Note: You are encouraged to collect the proper information from SSI Program 
members with relevant expertise and compose the answer to the requester 
yourself so you may learn and so the tasks don't get lost in e-mail. 

D. Preserve a record of the question recetved and answer delivered. Malnta1n the 
questions in the In box until a record ofthe answer is provided to the In box. 

E. Save the responsive e-mail to the Day File as follows: 

1. Save the entire e-mail string with the question received in the Day File. 

2. Within the Day File, save the e-mail within the folder for the correct year and 
month. 

3. If an e-mail with the same title already exists in the folder, save the e-mail under a 
different name by adding the date at the end through the Save As function. 

F. When appropriate, save the answer to the SSI FAQs. 

1. If an answer cannot be answered through reference to an existing record (SSI 
Policy and Procedure Handbook, SSI ID Guides, SSI Advanced Application Guide or 
SSI Reviewer's Guide, etc.), it should be added to the FAQs. Also add any answers 
you have found yourself to have given on a regular basis. 

2. Folder for future IAQs is located in the current month subfolder. If there is not a 
folder, one should be created. 

n The reply e-mail will be sourced from your personal e-mail account. The current system does not allow direct 
response from the SSI lnbox, 
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3. Updates to the live FAQs on iShare are made semi-annually to reflect the new 

guidance. 

STEP 2. User's Guide 

A. Access SSl@dhs.gov throughout the day to monitor questions arriving. 

B. Evaluate questions to determine whether you can answer the question, based on 
previously-issued guidance and supporting documentation. In this User's Guide, the 
following question has been received in the SSI lnbox: 

My office is purchasing a new shredder, which we will use to destroy S5/ content, 
among other materials. What makes/models of shredders have been approved for 
the destruction of 551? 

C. Consult guidance issued by the SSI Program to determine whether an answer has 
already been issued. In the case of our example, the Program has issued guidance in 
several forms, of varying formality. 

D. Answers should be fully responsive to all questions posed by the requester, and should 
include iShare links to all supporting documentation that is available. 

E. To save your answer to the Day Fi le, simply open the day file in one window with your 
"Sent Mail" opened in another. Drag the relevant e-mail into the appropriate folder 
within the Day File. 

Othe, Plaoes 
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11~------------------~ 
F. If another e-mail with the same title already exists within the Day File, do not save over 

it. Instead, rename your e-mail by adding the date at the end through the "Save As" 
function on the Office Button. 

G. When you have sent your response, saved your correspondence and are satisfied that 
the question has been answered, delete the initial e-mail from the SSI lnbox. 
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3.5 ldeafactory 

The SSI Program Intake Lead (federal employee) is responsible for conducting ldeaFactory assessments 
as they come into the lhbox. The Idea Factory is a database designed to allow a community of employees 
to share ideas and innovative solutions. All of the e-mail messages in the ldeaFactory must be reviewed 
for SSI content and must be marked accordingly. 

STEP 1. Access the Idea Factory notification Outlook folder as follows: 
A. Open the SSI mailbox ih Outlook. 

B. Open the lnbox. 

C. Open the ldeaFactory folder. 

STEP 2. Open the oldest e-mail message received. Below is a sample record: 

UserlD Reporting 55/: NETWORK\Joe.5mite 
Date/rime 551 reported: 11/30/2010 10:55:19 AM 

Comment written by: NETWORK\Richard.Landen 
Date Comment written: 11/24/20101:28:45 PM 
idea Title in which comment appears: Advanced Imaging Technology (AIT) 
Record ID of the comment: 0 

Record ID of the idea:!lhVfii I 
The comment being reported is listed under the following idea:: 

Advanced Imaging Technology {AIT) 

Notes concerning the reported Comment: 
It talks about our process 

You may UN MARK this idea/comment as 551 by clicking here. 

You may MARK this idea/comment as 551 by clicking here. 

You may DEACTIVATE this idea/comment by clicking here. 

You may ACTIVATE this idea/comment by clicking here. 

STEP 3. Click on the highlighted ideas; in this scenario: Advanced Imaging Technology (All). 

STEP 4. When the ldeaFactory Web Page opens, read the Idea Factory agreement and agree to 
the Terms of Use. 

STEP 5. The ldeaFactory message window will appear. Sometimes many ideas will be listed. Find 
the specific idea by looking at the e-mail message you have previously selected in the 
Idea Factory folder (Ref. to Step 2) by matching the name of the writer and the date and time the 
idea was written. 

STEP 6. Assess the content as follows: 
A. Use the regulation (49 CFR Chapter XII Part 1520) to determine if the message contains 

any SSI material. 

B. Close the window and return to the e-mail message containing the idea (Ref. to Step 2). 
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C. If the idea does not have any 551 material - > Click on the You may unmark this 

idea/comment as 551. 

D. If the idea has SSI material - > click on the You may mark this idea/comment as SSL 

E. Close the ldeaFactory message window. 

STEP 7. Delete the e-mail message in the ldeaFactory folder. 

STEP 8. If, while reading the Idea Factory submission, you believe the content may be too 
sensitive for posting for everyone in TSA to read, first discuss the matter with a team lead, 
Deputy Chief or Chief for their concurrence, and then contact the Idea Factory at 
ldeaFactory.tsa@dhs.gov stating "During our 551 Assessment of the content posted at <insert link 
here>, the 55f Program believes the program office may prefer this content to not be available to 
the entire ldeaFactory audience. The 551 Program recommends that ldeaFactory contact the 
program office for a determination as to whether this content shovld be available on 
Idea Factory." 

Note: If after you have read all of the ideas listed (Ref. to Step 5) you are unable to match any one of 
them to the initial e-mail you selected (Ref. to Step 2), mark the idea as SSI. 

3.6 Incident Recognition and Notification 
--------------------

The SSI Program contract analyst performing intake duty (Intake Analyst) is responsible for checking the 
lnbox frequently throughout the day to look for reports of SSI incidents. Properly addressing incidents is 
a time-sensitive priority. 

The Intake Analyst must immediately notify the Incident Analysts that an Incident Report has been 
received in the lnbox. Two Incident Analysts (Wayne and Paul) have been identified in the Program 
Office, each of whom has responsibility for appropriately assessing incidents. 

Both the Intake Analyst and the Incident Analysts are responsible for checking the lnbox for any 
outstanding incidents w ithin 15 minutes before they each depart every day. If no Incident Analyst is 
going to be available any given day, they must coordinate to ensure another analyst checks the lnbox at 
COB (5:00 pm) to ensure there are no outstanding incidents. 
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4.0 Conducting SSI Reviews and Assessments in eReview 

The following instructions provide the SSI Program Standard Operating Procedures (SOP) to implement 
the use of TSA's Redaction Tool bar, starting with general steps on reviewing a product and ending with 
specific focus on the QA steps of an "R'' document and the approval steps if "VR" documents are 
requested. This SOP integrates SSI Program-specific review processes w ith TSA's standardized process 
for applying electronic redactions as detailed in TSA Redaction Job Aid Utilizing Adobe Acrobat X Pro 
dated November 14, 2011. Adobe Acrqbat X Pro allows you to permanently remove (redact) visible text 
and images from PDF documents. In place of the removed items, redaction marks appear as colored 
boxes or the area can remain blank. Occasionally custom text or redaction codes to appear over the 
redaction marks. 

4.1 Delegation of Authority 

The TSA SSI Program Chief, with the concurrence of TSA Office of Chief Counsel, has delegated to certain 
officials Within the TSA SSI Program the authority, underTSA Management Directive (MD) 2810.1, SS/ 
Progrdm, to "conduct SSI Reviews of records to determine whether any information wfthin those 
records is SSl 13

" and "[identify] SSI in records by performing an SSI Review before an Authorized 
Redactor may complete a redaction of SSI." 14 This authority is delegable under TSA MD 3100.4, 
Delegations of Authority, and the delegation necessary because the volume of SSI Reviews completed by 
the SSI Program precludes the SSI Program Chief's review of each record . Pursuant to this delegation, 
those certain officials within the TSA SSI Program are authorized to conduct SSI Reviews on behalf of 
TSA. The S51 Program Chief maintains written records of those officials to whom this authority is 
delegated. This authority may not be further delegated to other personnel; all such delegations require 
the TSA SSI Program Chiefs written delegation. 

4.2 Preparing for Review and Redaction 

Ensure Intake Analyst has assigned first, second, and final reviews, and close-out steps to Program 
Analysts. Only federal employees may perform assessments, final review, and/or quality assurance 
tasks. 

Evaluate the intended use of the record(s) submitted. Knowing the purpose of the review may change 
the handling we apply to the file. If the information is going to be posted on the Internet, assign the item 
as a full SSI review, regardless of the request. See Section 3.2.1 Prioritizing Intake for more information. 

4.3 Conducting a Review 

4.3.1 Identifying SSI 

Add SSI notations ln the list below. Include pages(s), instances, SSI description, citation and SSI notes. 

• Page(s) Location(s) of the 551 
• Instances The number of times the SSI appears in the page range given 

• SSI Description A description of the SSI (example: calibration specifics, multiple FAM names) 

• Citation The applicable citation from the 49 CFR, Part 1520 SSI regulation 

13 TSA Management Directive 2810.1, SSI Program, at (S)(F)(l). 
14 Ibid at (S)(F)(3). 
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• SSI notes 

• Concur 

Comments that you have about this instance of SSI 

For use by final reviewer only. 

SSI records can be added by row as you would when using a standard spreadsheet format. 
~,,-~ ...._ 
t>oa,mem Anatysis J 

12 0335 BWl<lt" 

iEd Willis: 1st Review - dosed 

r •!fl Dixument 

r-,; jBVtl ~ Opt fcJ SST OMm ml 

. .. . . 

I 

Exit 

-· 
- C 
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4.3.2 First and Second Reviewer Responsibilities 

A. Give priority to high-priority reviews marked! High-priority reviews must be marked by the 
requestor in coordination with a SME prior to SSI Program beginning its first-level review. See 
Section 3.2.1, Prioritizing Intake for more information on the types of reviews that require high
priority attention. Note: In some instances, the review may be conducted concurrently with some 
or all of the reviewers. 

8. Reference the comments section of the Reviews page in eReview to see if there is any 
information provided to guide the review. 

~"' ~~•IIWI \t.....n c.),u.JI''•' ---------------------

of ... ~~.--.....,_-

C. Identify and research related previous reviews, if any, to ensure redaction consistency. Link 
associated reviews, if any are discovered. Insert explanation in the comments section. 

D. For litigation-related reviews, always search for previous related reviews. If any analyst believes 
a review is related to litigation but has not been noted as such, the analyst should review the 
associated review request and supporting documentation, and discuss their concern with the SSI 
Program Deputy Chief. Additionally, if a previous related review is discovered, bring it to the SSI 
Program Deputy Chief for an evaluation of assigned reviewers. 

E. Reference ID Guides and SSI ID Guide Decision Logs to ensure redaction consistency. 

F. Search open source, as appropriate. 

G. To review the document, first click on the document link. This will display the Document 
Analysis Screen shown below. 

PtCl , ll §fil - ,----------------------------DOC\lTTlent Analysts 

12 0385 BWI Op, 

[Ed Willis: 1st Review - Closed Exit 

Pae:n Document 

114 !BWJ · Opt.for SSI review.pelf 

_ant Paae jt ~ Review hours =i 
Sb<t flme 12/15/2012 9:20:00 AM 

11111.s.h tll'Y'l2 
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H. Conduct an initial assessment of the document. If files have not yet been OCR' d, OCR the 

document now. See Appendix 2. How to Perform an OCR for directions on performing an OCR. 

I. Use the Text Box Tool15 to apply comments, if any. 

J. Add citations and any relevant notes in the Document Analysis screen. 

P,11 .. (~, • ,~,tanc,,.s • '\SlnP,Mllllnfl • I c113t1on • 

Jlf I • 

PeCD(d J• 1 tit t •I 

K. The time you spend to review a document is automatically recorded for you. The time starts 
when you initially click on the document link in the main review screen. The time ends when you 
click the Set button in the Document Analysis screen. Before exiting, each reviewer must either 
change the number in the box identified in the Last Page box or click on t he check mark next to 
the box. 

L. As each level of review is complete, notify next assigned reviewer via the PHX email function. 

M . If the second reviewer agrees with the markings of the first reviewer, no action is required. 
However, if t he second reviewer finds more to redact, disagrees with proposed redactlon(s), 
and/or disagrees with the cites, he or she will mark accordingly by creating redaction boxes 
around additional Information to be redacted, using the line tool t o strike through are.as 
identified by the f irst reviewer t he second believes should not be redacted adding a comment 
box. 

N. If either the f irst or second reviewer is confident that document(s) submitted for a full review 
contains no SSI, they may change conclude an assessment of the document(s) without 
submitting it to a full three stage review, with the exception of the items requiring a full review 
(e.g., items being posted to the Internet, litigation-related information). This may be 
accomplished by changing the Request Scope in eReview from a Full Review to an Assessment. 
A reviewer may remove any subsequent or final reviewers, and the Intake Analyst will close out 
the assessment in accordance with the Section 3.2.5 Delivery and Close-Out of SSI and FOIA 

Reviews. 

0 . All reviewers must update the appropriate SSI ID Guide Decision Log with those decisions that 
either are not clearly addressed in published guidance or alter previous decisions. A folder 
containing all decision logs is maintained on the M: Drive, at M:\ID Guide Supplement - Review 
Decisions. An update to a decision log shall contain the existing ID topic or a new topic for which 
a precedential decision has been made, the review request number associated with the 
decision, a brief description of t he decision, and whether the decision represents an update or a 
change. 

4.3.3 Additional Second Reviewer Responsibilities 

A. At the receipt of the review, 2nd reviewers must determine whether SME consultation will be 
required prior to finalizing the review and must initiate contact with the appropriate program 

15 
Found by going to Comment, then Drawing M arkups within Adobe Acrobat Pro X. 
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SM Es, if contact has not already been initiated, prior to sending the review to the Final 
Reviewer. 

B. If a SME is consulted, save correspondence with the SME and the SM E's final concurrence or 
opinion to the " Internal" folder associated with the review. 

C. For litigation-related reviews, when a SME consult is required, whenever possible use the same 
SME for all reviews related to the same case. OCC may be asked to assist in the identification of 
a SME for litigation-related reviews. 

D. Reference the analysis detail associated with this review from this screen by using the buttons at 
the bottom of the screen. 

lti)~O ~ -~----------------~--~-OoQ,ment Analysls 

12 0385 tsWI Om 

IEd Willis: 1st Review - Closed Exit 

h&e r>ocument 

11' !DWI - Ool for 551 n:vlf'l'/.ndf 

KtUMd. • 

E. In the example below, there are two analysis detail records with the first being displayed. To see 
the next record, click on the next button. You will always know how many analysis detail records 
are associated with a given review by looking at the total number shown here. 

I R«o'3 14 1 of 2 t •t f Stareh 

F. SSI records can be added by row like you would when using a typical spreadsheet. 

Page (; 1 - lnstanws • '>SIDescription • C:llalion - SSINotes Conwr 

* I D 

Atcoru. I• 1. of 1 •I I St ann 

4.3.4 Final (Third) Reviewer Responsibilities 

A. Final review must be performed by a Senior Analyst granted release authority by the SSI 
Program Chief (only certain Federal employees have release authority). As the final decision-
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making authority, the final (3rd

) reviewer resolves discrepancies in markings between the 1st 
and 2nd reviews. In finalizing the review, the final reviewer may schedule a round-table with the 
relevant reviewers to discuss recommended redactions and/or releases; or seek additional 
consultation with Subject Matter Experts (SM Es) or with the SSI Program Chief. 

B. Final reviewers can concur to all SSI records shown in the list by checking the Concur All 
checkbox. Un-check this box to not concur with all. Final reviewers can also concur to each SSI 
record individually. 

C. If you are a 2nd reviewer or release authority, you can see the analysis detail associated with this 
review from this screen by using the buttons at the bottom of the screen . 

.... 2D- l§I _ .. 

Ooatment Analysis I 
12 038S UWI-Qpt 

IEd Willis: 1st Review · dosed 

Piil&N 00CUff'lan1 

~ IBWI -Oot for SSI review pdf 

Exit 

(Hl Tio" 2/.15/IDU 9~20:00 AM 

r, ~•1 Tim• 

• 

In the example below, there are two analysis detail records with the first being displayed. To see 
the next record, click on the next button. You will always know how many analysis detail records 
are associated with a given review by looking at the total number shown here. 

I Rtcord: I• 1 or l • ti Search 

D. Final reviewers can concur to all SSI records shown in the list by checking the Concur All 
checkbox. Un-check this box to not concur with all. Final reviewers can also concur to each SSI 
record individually. 

E. For your convenience, SSI records can be added by row like you would when using a typical 
spreadsheet. 

P~e js • fnStam:es • ss10escr,p11on CltaflOll • Con,1.1r 

* I D 

Rt<o,d I• l of I Starch 

F. In addition to the reviewer responsibilities outlined in Step 4, final reviewers: 
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1) Ensure that the citations(s) used to justify the redactions are appropriate. 

2) Communicate to previous reviewers what the final outcome of the review was (e.g. whether 
there was SSI or was not SSI; if there is SSI, why it is SS.I under what cite). 

3) Document precedential decisions, either decision on information not previously reviewed or 
altered decisions which diverge from published guidance. 
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4.4 Closing a Review -------
This section should be useq in conjunction with Section 3.2.S Delivery and Close-Out of SSI and FOIA 
Reviews. 

4.4.1 Finalize 

STEP 1. If no SSI is found, the Intake Analyst will notify the Requestor as appropriate, and return 
original material to the Requestor, if necessary. 

STEP 2. If SSI is found, prepare the working version of the document for close-out by removing 
all non-final markings. Non-final markings include those markings for redaction which were 
overruled by subsequent reviewers, including those lines present on the document indicating 
that the marking should be removed. Any Text Boxes containing deliberative or background 
information, not intended to be provided to the requester, should be removed. For FOIA 
reviews, citations in Text Boxes should not be removed. 

STEP 3. If SSI is found and a visually-redacted "VR" copy is requested, after removing all non
final markings, simply select Save As and add "_ VR" to the file name and save the file to the final 
folder. A_ VR should always be created for a FOIA review when SSI is found, and a redacted copy 
need not be created. 

STEP 4. When creating a "_ VR" that will ultimately be transmitted through email, also create an 
accompanying password-protected"_ VR." To apply a password, select Secure from the top 
tool bar. Select Encrypt with Password. Select Yes from the pop-up window askitig If you are 
sure you want to change the security settings on the document. Use the drop-down in the 
Password Security - Settings pop-up box to ensure compatibility with Acrobat 3.0 and later. 
Check the box labeled "Require a Password to Open the Document." Enter the TSA Standard SSI 
password, or a unique OIT·compliant password, in the field labeled "Document Open 
Password." Select OK. A pop-up window will appear, entitled "Confirm Document Open 
Password." Re-enter your password in the empty field and click OK. A window will appear, 
informing you that you must re-save the document in order to apply the password. Select OK, 

and then select the Office Button, click Save As, and save the document with the same name 
followed by "_ VR_pwd". 

STEP 5. If SSI is found and a redacted "R" copy ls requested, apply redactions using Appendix 4: 
Redacting Information using Adobe Acrobat X Pro. Save the changes to the approprlate archive 
folder by performing the following steps: 

A. Change Save As type to Adobe PDF Files, Optimized (* .pdf). Click the Save button. 
B. Click yes on the pop-up window asking rt you want to replace the existing file. 
C. Click yes on the pop-up window asking rt you want to save and continue. 
D. Open eReview and select the Request tab 
E. Click on the appropriate request 
F. Click the Folders button 
G. Click on the Inventory/Final link 
H. Move the _R version into this folder 

STEP 6. Sanitize the document using Appendix 5: Sanitizing the Document. Save the sanitized 
document over the R document in the final folder. 
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STEP 7. After the redacted versions of the files have been completed, another analyst (federal 
employee) within the office must conduct a quality assurance check of the files. See Section 
4.3.2, Quality Assurance Check for Proper Redaction for more information. 

4.4.2 Quality Assurance Check for Proper Redaction 

A quality assurance (QA) check must be performed by a federal SSI Program employee OTHER THAN the 
individual who performed the redaction. The following checks will help ensure that the document was 
technically redacted properly. In addition, QA should perform a visual inspection of the entire 
document to ensure that the appropriate content was redacted. 

Step 1. Open both the redacted "_R" document and the "_ VR" document and perform a visual 
inspection of the entire document to ensure that the approved redactions match. 

Step 2. In the "_R" document -

A. Text Check. Search for a word, number, or phrase known to be underneath a redaction 
box. A search may be performed by clicking CTRL and F, or by selecting "Search & 
Remove Text" on the Tools/Protection menu (Figure 1). If the document contains no 
text, you should see one of the two messages below. 

Wt-tro,~ • .,_.,... -~\11>•~' 
011i11,e,.,....,.,.......,,ent 
0 Ah PDF Oo0.co«':s ~ 

[Q My= 

Seard, for: 

0 5""1e 01<TC<rixr

o~ll.l~=cr= 
0Pa=ns 

Choose different locale for patterns 

Figure 1: Search Dialog Box 

1. "Acrobat has finished searching the document. No matches were found." 
2. "This page contains only an image of a scanned page, There are no text 

characters. Would you like to run character analysis to try to make the text on 
this page accessible?" Select the "Cancel" button (Figure 2). 
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I, - I 

Scanned Page Alert 

This page contains only an image of a scanned page. lihere are no text 
character'$. Would you like to run character analysis to try to make the text on 
this page accessible? 

El Do Not Show Again 

..__o_K --J) I[ Cancel II 
Figure 2: Scanned Page Alert Dialog Box 

B. Check for metadata by clicking Remove Hidden Information on the Tools/Protection 
menu. If metadata is found, click Remove (Figure 3) . Note: If the document is properly 
sanitized, there will be no metadata in the document. If metadata is found, click the 
REMOVE button and save the document. 

7!:' d~~M"-A:XEOJ,V1itiz,od.odf Adobe/1.cN!'b.ltPro ,~mi ~ 
[II• E• ~- YfiNlow _I«\> . 
rr)c...t.- I ~ l. @ GJ I 0 I;:) l9 k 0 14 7 

[!]11 I ~ 0 I - '+ ~lie fa Tools Con.11n1mt ,..,,. 
il,.i Rr,n(rv,; Hld,d,r.. lnfo,,....,I..,., ul 

"1• 

•P-
(g, • Co"t,n~ 

r,n.,..,, ... ,.1,,1 1i-.... , ,w:,.1~ • romu StAtu1: ... ,,,_u~-• --P. .v .. ., .. ,i1.11 .. 1 • 1.rt • Att!Gft W!rard 
n ndt11g •liddtn lnfomMtion.,.O(l.flt 

&~ t~~'."uon 
.._ . • lte<ognh.,r, Tm 

E::J t•.. t. A<l.mtu?M-raUun • Ptt1tudcn 

,4,; w •••~M 
RMults: 

Clllr.r-W J,:!~11 iij, ,-..!11t=Prtt,~1, . 
"' 

to! ,:1 111•""'"U,..~t.,.Mi\lU(U)~~t,,..._,... '"-°•°'"" ""'"'IWl"~"'""j 
ffj) jW'IN!IIJ~Uf'lllllt .. lft!MNMIII 

m.~11111M"'1'1IM••• I.I M~ri:fcrflad4£11t•o 
l'N'n,..-.,t t11,,t1n 

., M,;~ ~;llf\iu •w~ \ 
IHll1 llrl'1;!11,1,1.1~"'"toll<,11ill.l6lii1,t1 

Ju t ·IJ;"'lh!tlllr l~:~:;~~~t!l:;::ri~I~- ~~ ~I~ ~ff 1At 

,:. 
,i& ,"'1,,1w,,.,._,,,,. 
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' 
' ..... ,..,,..,i.,.1•ie•I,... 
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• MU'UlbTlny 

fm11i111,na11Ni ~""niliy ,\Ar.,h•ill'l.,lrcl 

"' 

1~ Ac,~.,, h~i ~(d m, •tl,lmtf'lt for 
Ct/Uif'I~ o( doc\Jrr,fl\t lnfo~M 
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Figure 3: Remove Hidden Information 

C. As a final step, select File from the menu, and select Properties from the menu list. 
Check each tab of the Document Properties dialog box to ensure no sensitive data is 
present (Figure 4) . 
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Docu~.t PropcrtMS illMIII 

DucnptJo n f s«urit)- J FOflts l lnlli_.Y~ 1 Ct,Sfom I Ad..-'lnt"~ I 
DrKnp:ncn 

r,11: dom.atl'\.,.KqUHt.J,AARKED•Dn 

litlc I 
Authe,: I 

SUbJl!.d: I 
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~ ~ ~ 

Figure 4: Document Properties Dialog Box 

D. NOTE: If sensitive data" is found in the search results, the document has not been 
properly redacted and should be returned to the individual responsible for the 
redaction. 

Step 3. SAVE the "R" document. 

4.4.3 Create a Findings M emo 

Final reviewers and analysts performing assessments of files must create a findings memorandum once 
they have completed the review. Follow the Guide to SSI Templates for instructions on creating this 
memo.16 

16 The instructions found in this guide will be integrated into this handbook during its next iteration. 

Page 34 of46 



Internal SSI Program Consolidated SOP 

5.0 SSI Incident Report and Response - SSI Program Checklist 

Properly addressing incidents through the below steps is a time-sensitive priority. For more information 
on internal responsibilities and notification requirements, see section 3.6 Incident Recognition and 
Notification of this SOP. 

P&P 
X 

Responsible 
Action Required 

Handbook Party 

Intake 
Notify Incident Analyst that an Incident Report has been 

• Analyst 
received rn the lnbox. The Incident Report may be have been 
sent to the In box by an SSI Coordinator or other source. 

D Incident Send link to automated reporting tool, when appropriate, to 
Analyst incident reporter. 

• Incident 
Contact reporting POC for additional information, if required 

Analyst 

• Incident 
Verify whether content is (or is likely) SSI 

Analyst 

Determine if SSI incident ls major or minor; minor incidents 
10.2.1 

Incident 
need not be further reported unless It involves SSI available on 

• Analyst 
iShare or shared drlves beyond those that need to know or 1s 
otherwise determined by Intake Analyst to be of particular 
sensitivity 

Incident 
For reportable incidents, immediately notify SSI Program Chief 

• Analyst 
and Deputy Chief verbally to determine if external notifications 
should be made prior to completing an incident report 

For non-reportable (minor) incidents, respond to reporting POC 

Incident 
that the incident local SSI Coordinator has the authority to 

• Analyst 
address the issue and, if necessary, advise on potential 
mitigation actions. Note: Non-reportable incidents need only be 
filed in M: \Breaches folder or reported in spreadsheet 

10.2.2 • lnddent 
Assess and recommend next steps for mitigation 

Analyst 

• Incident 
Determine appropriate notifications17 

Analyst 

Incident 
Review electronic Incident Report (See Attachment 1; also 

10.2.1 • Analyst 
available on the SSI Program iShare Team Site) or automated 
report (when available) for completeness 

Incident 
Submit initial SSI Incident report to Analysis & Review Team 

• Analyst 
Lead, Admin & Ops Team Lead, and SSI Program Chief & Deputy 
Chief 

17 
See S51 Incident Response Flow Chart of the SSI Policies & Procedures Handbook. 
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• Chief or 
Review report for completeness and return to Intake Analyst 

Deputy Chief 

Once the incident report is approved by the Program Chief or 
Deputy Chief, send an email with a copy of the report pasted 

• Incident into the body of the email to those identified per the 
Analyst '

1notifications made" portion of the report and copy the 551 
In box, SSI Program Chief, Deputy Chief, Analysis & Review Team 
Lead, and Admin & Ops Team Lead 

Incident 
File all supporting email traffic and electronic incident report in 

• Analyst 
appropriately named and dated folder at M:\Breaches\Potential 
Breach Incidents 

• Incident 
Update incident tracker at M:\Breaches 

Analyst 

• Chief or Make OSSA-internal notificati'ons by forwarding the notifications 
Deputy Chief email to OSSA and FAMS leadership in high-visibility jterns 

• 551 Program Determine if Damage Assessment team must be established for 
Chief a Major 551 loss or breach 

10.2.3 Store any damage assessment, associated risk assessment, and 

• Incident 
risk mitigation plans created by Damage Assessment team wit h 

Analyst 
incident reporting 

10.2.4 • Incident 
Close. Incident when SSI Program can take no further action 

Analyst 

10.2.5 • SSI Program When applicable, advise program on possibilities for long-term 
Chief risk mitigation plans 

Incident 
One month after the incident, follow-up with responsible parties 

10.2.5 • Analyst 
to determine the resolution of the incident. Log the updated 
information into tt,e Incident Tracking spreadsheet. 
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Appendix 1: Turning off JavaScript 

The following step is essential for sanitization of documents of unknown origin that might contain 
malware or other executable content. After opening Adobe Acrobat X and before opening a document, 
turn off JavaScript by following the steps below. 

Step 1. Click the Edit menu, then Preferences to open the Preferences dialog box (Figure 2). 

Preferences 

Categories: JavaScript 

Commenting .. I 0 Enable Acrobat JavaScript I 
Documents 

,...., 

Full Screen JavaScript Security 
Genera! Ll Enable menu items JavaScript execution privileges 
Page Display 

0 Enable global object security policy 

30 & Multimedia 
Accessibility JavaScript Debugger 
Action Wizard 

i'.J Enable JavaScript debugger after Auobat is reStarted 
Catalog 
Color Manogement _ Store trrukpoints ,n PDF file 

Convert From PDF 
titr ,. " f1 n I t!,(O\l'f'r 

Convert To PDF -
Forms lgn~re Trace Br<ca~ 
Identity 

[] Enable fnteradive console International 

I JavaScript 
;::] Show console on errors and meSsages 

Measuring (2D) I JavaScript Editor 
Measuring (3D) 

o Use Acrobat JavaScript Ecfrtor Measuring (Geo) 
Multimedia (legacy) 

Font [ courierN,ew YI Si11:: 12 
Multimedia Trust (legacy) 
Online Services ~ = Use external JavaScript editor 
Reading 
Reviewing I Brcwse. 
Search 
Security 
Security (Enhanced) -- ·-

Ii 

Figure 5: Adobe Acrobat X Pro Preferences Dialog Box 

Step 2. Under the Categories section, click JavaScript . 

y 

Step 3. Click on the checkmark in front of Enable Acrobat JavaScript to remove it. 

Step 4. Click OK. 

~ --

OK I I Cancel I 
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Appendix 2: How to Perform an OCR 

Go to Adobe Acrobat Pro to open document. 
a. Click on "Tools" and then "Recognize Text" 
b. Click on "In This File" to allow the recognition devise to run. 
c. Edit settings as necessary 
d. Click "OK" 
e. Once t he document has been "ocr'd, click Save in upper left File drop down. 

Pages 

@ AR pages 

0 Current page 

Q Frompage 

Setbngs 

to 

Primary OCR Language: English (US) 
PDF Output Style: Searchable Image 

Downsample To: 600 dp1 

Edit .•• 

__ o_K __ ! [ Cancel 

I ools Comment 

• Pages 

• Content 

• Forms 

• Action Wizard 

y Recognize Text 

AA In This File 

~ In Multiple Files 

OCR Suspects ---

~ F111d First Suspec: 

~ F111d All Suspects 

• Protection 

• Sign & Certify 

• Document Processing 
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Appendix 3: Setting Adobe Custom Redaction Code for FOIA Reviews 

Step 1: Create Redaction Box and Open Properties M enu 
Within any PDF document, create a redaction box and then with mouse cursor on the box right click the 
mouse to open an option menu. Select Properties to open the Properties menu. 

To change the properties of a redaction mark, 
hover over the redaction mark you wish to 
change, Right-click and choose Properties 

Repl~ 

Dt(tle 

'\!;t Status 

Show Comm~nb: L1st 

Qpen All Pop-Up, 

Minimize All Pop-Up, Ctrl'+ 7 

M•.k• Cucrent Propertl0< 0ef,ult 

_!!roperties ... ~ 

Repeat mark across pages 

Apply R•.il•ctions 

US. FOIA 

U.S. Provocy Act 

1. Within the properties menu Select the Use Overlay Text • Select Redaction Codes • Select 
Edit Codes. This will open the Redaction Code Editor. Leave the defaults as Helvetica font size 
10. 

Redaction Properties (8} 

~pgear-ance Gene~l ~ev1ev, Hl$tory 

Redacted Nu F!RCoklr: (j] ~ 
O\terlav Text 

F-ant: [ HeJ\·e iu ______3j Font S.:Ze : ~ 

D Aiuto•Slu te-~t to fit redaaiorl region 0 ~"1eat O\'erlav TW 

Text~l11,1.,..11t: § ~ ~ FootColo,: [J) 

O w stomText 

~ 
Code Sf!ts: 1~,S.F~ 
l'~=M l

(b)(l)- (A) 

(b)(l) (ll) 
(b)(2) 
(b)(J)(A) 
(b)(J) (ll) 
(b)(4) 

I Add Sele<:ted E't,try 1<G@) 
RedaCIJOn Mark Ap~aranc::: 

°"""" Colo,:: [j) 
FIIOoactv: 

Fill Colc,-t ~ 

D Locked 0 Ma,,;e ?rooernes Oefuult 

_J 

Ok I I Com;e 
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Step 2: Create Redaction Code Set 
You will probably see two code sets available to you in the Redaction Code Edrtor. Rather than add a 
code to the U.S. FOIA set we are going to create a new set. Start by selecting Add Set . 

Selecting Add Set w ill create a new code set 
with a default title that is probably Redaction 
Set 3 on your computer. 

AtJOearance f Genera1 l Re:view t--•story I 

,. 

f 

Red.,cbon CodP. £d1lot 

u,s. Prr1acv ~ct @ 
Retoove Set I 

ju., . FO;A RenameSet I 
Ifl1;Jort 5et ... j E>¢'0rt5et .. 

odcEnme,s-------~ 

(b)(l){~) 
{b)(!)@) 
(b){<) 
(b) [3){A) 
(b) (3)@) 
(b)(4) .;:J 

CJI( 

And Code I 

~· IW -.,r:1 

Cance/ 

OK Cara! 

In the Code Sets box, select Redaction Set 3 and then in the box below, adjacent to the Rename Set 
button insert B3; 49 U.S.C. § 114(r) and then click the Rename Set button. Rather than dig around for a 
way to put in the§ symbol, just copy/past from this instruction set. 

Redaction Code Editor [gl 

Ca:l• Se,ts 

lu.s. FOIA 

~ Add Set 

[ <semove Set ] 

<[ Re-iame Set]) 

[ Impo<tSet. .,] ! ~tset. .. ] 

Cod•En!r, .. 

No Code Entrios Avollabl,, 

I AddCode 

OK I I cancel 
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With a new code set created, select Add Code and go through the same process of renaming the new 
code. Select Redaction Code 1, then insert 83; 49 U.S.C. § 114{r) and then click the Rename Code 
button. Redactior, Code Editor LE) 

Code Se ts 

U.S. FOIA 
U.S. Prlvacv Act 
63; 49 U.S.C. s U {r) 

AddSei 

[ Ren'IOve Set ) 

j63: 49 U.S.C. ~ H4{r) [ Rename Sei ) 

[ !mpo<tSet .. ) [ i:xportSet ... ] 

CodeEntnes 

( Redactloo Code 1..) 

([ ~cd Code _]) 

[ Remo~ Code J 

<@@#.#-# (Rmo~ Codej 

o,c I I c..nc.i 

Select OK to close the window and return to the Properties Menu. 

Step 3: Using the Stamp Feature. 
Now that the code has been created you will need to activate the code when performing redactions on 
FOIAs. 

With the Properties Box there will be five 
options to select to activate the code. 
Select Use Overlay Text near the top rfght • 
Select Redaction Code • Select 83; 49 U.S.C. § 

114{r) Code Set • Select the 83; 49 U.S.C. § 

114(r) Code Entry • Select M ake Properties 
Default. Then select OK. 

---------- - -----
~ ----- _x. 

~~ Ger~n1l} Re.\'le.w-m«j j 

"q,~d,c!J!'d k e!I ftl Coor; (i) ~ 
'.lv~'fl v.:: 

Foot: 1-"'· v i Font Stte~ fio 
0Auto•9zc tttt to St f~CtianreQO(II 0 Rep~t OVe1!!1y Tcxt 

Tei<! ~IQ>,e,t: ~ ~ ~ fot'ltColor: jg 

Ocustol'\THt! I 

~ I 
COdE S!ts: Cod!!: Ent,16:: 

<j'.§ -19 u.s.<. • rn;rD laJ: -t9tJ.s,c~; 11-mu 
U.S. FnlA 
U.S. Pn..aq, .\ct 

I 
I 
I Md ~.ea En~ j I Edt c,_ I 

~r.1;,rlr.li~a~ 

OJ._.. Color: ~ FI Colot: @I 

Fll Opd y: 0 1,000,., 
I 

O laoi~ ~~ 

At this point your Adobe program will automatically insert the citation. When you complete the FOIA 
and begin redaction on a non-FOIA review simply open the Properties Menu and de-select the "Make 
Properties Default" . 
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Appendix 4: Redacting Information using Adobe Acrobat X Pro 

Follow the steps below to redact information from your PDF file. 

Step 1. Open your PDF document in Adobe Acrobat X Pro. 

Step 2. Click Tools on the top right menu bar (Figure 2). This will open a menu. 

Step 3. Click Protection on the menu to expand that option (Figure 2). 

Tools I Comment Sbare 

El) .. 

• Pages 

• Content 

• Forms 

• Action Wizard 

• Recognize Text 

• Protection 

~ Encrypt . 
~ More Prote<t10n . 

BIKk Out & Remove Content --

~ Mark for Redaction 

~ Mark Pages to Redact 

~ Apply Re<fact,on.s 

4 Redaction Properties 

" Search & Remove Tm 

Hidden lnfomution 

[9" Remove Hidd~n Information 

Q Sanitue Document 

• Sign & Certify 

• Accessibility 

Figure 6: Protection M enu 
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Step 4. Click Mark for Redaction. This will display a dialog box (Figure 3) stating that redaction requires 

two steps: Mark for Redaction and Apply Redactions. Click OK. 

Red,iction allows you tcrpi,rmani;ntly black mAand remove rensitive contenL 

Redaction requires hlv'osteps: 

~ 1. M~rkfor Redi1ction 

~ 2.ApplyRedactions 

Note; 
Redactions are not applied permanently until you-select Apply Retlactions. 

f' ~on'tstiow again! 

I I OK II 
Figure 7: Redaction Dialog Box 

Step 5. The cursor is now a redaction cursor. Place the cursor at the beginning of the area you want to 
redact. Click and hold the left mouse button down and drag the cursor over the information to 
redact. This will create a red outline around the information you are redacting. When you move 
the cursor over an outlined area, it will turn black to indicate how the area will look in the final 
copy (Figure 4). 

Step 6. Markings for redaction should use the darkest grey (not black) available within the default colors 
provided in Acrobat. To change the color of your redaction, right click on a redaction box and 
select Properties. The Appearance tab allows you to change the color of redaction boxes. Also, 
ensure that the box entitled Use Overlay Text is not checked. When you have adjusted your 
appearances appropriately, right click on the redaction box again, and select Make Current 
Properties Default to ensure consistent markings throughout a review. 

Step 7. For FOIA reviews only, use the SSI custom redaction code. For instructions on creating and using 
the redaction code, see "Setting Adobe Custom Redaction Code for FOIA Reviews." (Attachment 
1) 

Step 8. If the Redaction tool does not permit a precise marking of the content for redaction, enlarge the 
box to adequately cover all the content to be marked for redaction. 
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October 3. 2011 

~aoe Do~ 
Domain Name Registrar 
Office of the CIO 

Dear D omain Nan1c Registrar. 

U.S. Dep:irttnm t ol Home1:md ~N'uriry 
60J South l t • 'SIT H t 

Artin'100.. \'.\ H l0!-Hl0 

Transportation 
Security 
Administration 

~ Domain Name will be used as a generic URL for intra- and extrauet web applications bo>1 by 
l!2.:'.::J. A split DNS configuration will be utilized to direct intemal and external users to the 
apprnp11ate resource. 

The use of this - is consistent \Yith the p epartment of Homeland Security' 4 Internet policy. 

I will be the Administrative Point of Contact (POC) for the Yidoet. tsa.dhs,oo, domain. If there arc 
any questions. please contact me at 57 1-127-0000 or , 'ia e-mail at atTV.beltbuckle a'dhs.20, 

Thank you for your assistance in this matter. 

ru Bdtbuckl 
0 cc o In oru1ation Technology 
Traitsportariou Secrniry Adminisrration 

Figure 8: Redaction Outline Marks 

Page 44 of46 



Internal SSI Program Consolidated SOP 
For Closeout Only 
Step 9. After you have marked all of the areas for redaction, click Apply Redactions on the Tools 

Protection menu (Figure 5). In the dialog box, click OK. Note: Once the document is saved, this 
operation cannot be undone. 

October 3. 20 I I 

~an•Do~ 
Domam N3n}e Regi\b'ar 
Office of the CIO 

Dear Domain Name Registr 

Adobe Acrobat 

C .S. Dt-pu'fmt'tu of BomdAdd Stturiry 
601 South 11.., S 1r-H-1 

.-\rJJo&•Otl. \ 'A ?!!0!--'!10 

Transportation 
Security 
Administration 

Vou ,,t. itbout to pttm•ntr'ltly rtmovt 1H cor'lltnt thot hu b~ "'6rktd fOf 
rcdi.ction. Once the docU4Tl<nt ti wvuj, this opcr•tion c111r,ot be undon~ 

Are you sure you want to cont1riue? 

.I):!t,Domain Name will be used as a generic ORL for "Intra• and exu·nner web applicatlom, ho~r by 
~ A split DNS configuration will be utilized to direct imenrnl and extemal users to the 
approptiate re~ourcc~ 

TI1c- use of this. - is consi~tent with tbc J:>eparuumt of Ho111c:land Sccu.rity' J lnrcmct policy. 

Figure 9: Apply Redaction Dialog Box 

Tools Comment Share 

• P~cs: 

• Content 

• Form.s-

• Actior, Wi:z.ard 

• Recognize Text 

• Protection 

If;> Enaypt 

Marie Pa es ro R.edao 

R~ction Ptoprll4ts 

• Sign & Certify 

• A<:cessibility 

Step 10. After applying redact ions, you will see a dialog box (Figure 10). Click No. For SSI Program 
purposes, all redacted files must also be sanitized. Cont inue the sanitization process detailed in 
Appendix 5: Sanitizing the Document. 

Adobe Acrobat 

Redactions have been successfully applied. 

Would you like to also, find and remove hidden information in your document? 

\cl Always perform the selected action 

~ Yes~] c:~°----.. f 
Figure 10: Redactions Successfully Applied Dialog Box 
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Appendix 5: Sanitizing the Document 

After marking and applying all of the redactions for the document, the file must be sanit ized. Follow the 
steps below to sanitize each file. 

Step 1. Click Sanitize Document on the Tools/Protection menu. A dialog box appears (Figure 8). 

Step 2. Click OK. 

Sanitizf! Document -
Sanitize Document removes hidden data and metadata from your document so 
that s.nsitiv• information is not inadvertently pa55ed along when you publi,h 
your PDF. Sanitize Document will remove 

'M~adata 
• Embedded content and attached files 
• Script> 
• Hidden lay•~ 
• Embedded search indexes 
• Stored form data 
• Review and comment data 
.. Hidde.n data from prMous docume.nt saves 
• Obscured tel11 and images 
• Comments hidden within the body of the PDF file 
• Unrof,renced data 
• Links, actions and javascripts 
• Overlapping objKts 

Press OK to begin the sanitization process by selecting a location to savf! your 
sanitized document. 

C Do not show this message again 

OK !I [ Cancel 

Figure 11: Sanitize Document Dialog Box 

Step 3. The Save dialog box will appear (Figure 9). Name the file, then click Save. 

~ Save Sar\Jtized Document 

Save in: 

,..., 
Recent Places 

Desktop 

,J 
Libraries 

Computer 

I. 
Network 

Redacted Fdes 

Name Date modified 

No items m i!ltch your se:;:irch, 

'" 

I Adobe PDF Ries i "d) 

Type 

Figure 12: Save Sanitized Document Dialog Box 
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