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NATIONAL SECURITY AGENCY
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 111897
25 May 2021

This responds to your Freedom of Information Act (FOIA) request of
14 May 2021, which was received by this office on 17 May 2021, for “a copy of
the Baker Committee Report, the report of a group that met in 1957 to put the
U.S. ahead of the Soviet Union in communications, computer science,
mathematics and information theory. Date Range: 01/01/1956 - 12/31/1959.”
Your request has been assigned Case Number 111897. For purposes of this
request and based on the information you provided in your letter, you are
considered an “all other” requester. As such, you are allowed 2 hours of search
and the duplication of 100 pages at no cost. Since processing fees were
minimal, no fees are being assessed.

Your request has been processed under the FOIA and the document you
requested is enclosed. Certain information, however, has been protected from
the enclosures. We apologize for the quality of the attachment; this is the best
available copy.

Some of the withheld information has been found to be currently and
properly classified in accordance with Executive Order 13526. The information
meets the criteria for classification as set forth in Subparagraph (c) of Section
1.4 and remains classified TOP SECRET and SECRET as provided in Section
1.2 of Executive Order 13526. The information is classified because its
disclosure could reasonably be expected to cause exceptionally grave and/or
serious damage to the national security. Because the information is currently
and properly classified, it is exempt from disclosure pursuant to the first
exemption of the FOIA (5 U.S.C. Section 552(b)(1)). The information is exempt
from automatic declassification in accordance with Section 3.3(b)(1) of E.O.
13526.

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
information exists in this document. Accordingly, those portions are exempt
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from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statutes applicable in this case are Title 18 U.S. Code
798; Title 50 U.S. Code 3024(i); and Section 6, Public Law 86-36 (50 U.S. Code
3605).

Since these protections may be construed as a partial denial of your
request, you are hereby advised of this Agency’s appeal procedures.

Please be advised that the second page of the Table of Contents found
after page 8 of the document was not contained in our copy of the document.
We have marked that page with “OGA” to show that the information was
removed by the Other Government Agency.

You may appeal this decision. If you decide to appeal, you should do so
in the manner outlined below. NSA will endeavor to respond within 20 working
days of receiving any appeal, absent any unusual circumstances.

e The appeal must be sent via U.S. postal mail, fax, or electronic
delivery (e-mail) and addressed to:

NSA FOIA/PA Appeal Authority (P132)
National Security Agency

9800 Savage Road STE 6932

Fort George G. Meade, MD 20755-6932

The facsimile number is 443-479-3612.
The appropriate email address to submit an appeal is
FOIARSC@nsa.gov.

e It must be postmarked or delivered electronically no later than 90
calendar days from the date of this letter. Decisions appealed after
90 days will not be addressed.

Please include the case number provided above.
Please describe with sufficient detail why you believe the denial of
requested information was unwarranted.

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any
further assistance and to discuss any aspect of your request. Additionally, you
may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA
mediation services they offer. The contact information for OGIS is as follows:
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Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Rd. - OGIS

College Park, MD 20740

ogis(@nara.gov

877-684-6448

(Fax) 202-741-5769

Sincerely,

RONALD MAPP
Chief, FOIA/PA Office
NSA Initial Denial Authority

Encl:
a/s
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eryptanal ysis supported by inforustiom from out
ey teckuigques gave us imediste and camplste access to most
ey kghelevel commmications. CONDE is still of grestwlue.

bility and extent of exploitability. ZITven with the grestest

optimismm, it 1s clear thet| L ...e-cct {-

scae of our own cipher machines are entirely unreadadble with foree
soctbls technology, even ${f the ensmy has s camplets machine, ead
ve bave no rsascn to feel that & similar dsgree of security is
beycnd the capedilities of other countries.

W

(b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

*
.

(b)(1)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
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Alvenses 13 tib seienst Mad teshmalagy of sxyptology

tend %0 tacremss the offNustivmens of cipher npahines nsre repidly Egggég-wusmgs
then they incresse ocur abilfty 6o read sush mashimss. ml.:_‘__--_‘.(b)(3)-P.L.86-36
1t 1s anly through the extreordinary ingeeuisy and skill of our .° ..’

eryptanslyste that ve we shle-we| ] aid

[ Tas ve do. '

.

Oaly through resesysh cn the fundmmental problems of
embology,unnu! then«

selves, can ve hope to deal with the incresasing effectivaness of
the cipher machines of all countries, and perhgps to read messages
tbhat aro now undecipharsbie. The eyyptanalyst needs maximm
b)(1 .

sssistance fram|  [ectios underteken to d4scover-both how - - - - - (E)(g;:gc-)&ggsssomo)
anazy cipher machines are constructed end how they are used.
Moderm cryptogzruphic systems include elaborwte safeguards to
limit one's losses in the event the system is brewached. We oust
asauze that in many ceses success, by vhatever method, may mesn
the ability to read eithar a mall growp of neesagess or a coan-
tinuing sall ssaple of messages, retbher than the oamplete traffic.

Signals can be most affectively exploited by integreting
the processing of COMINT and XLINT and by speeding and improving
collection snd prooessing. This ealls for certain organirstional
md technological changes, and for strong sad effective lessdership
by the XHA.
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Q1) mdwmcw
1s reguived, ia esdar boAh thet ve mAy euciimme )

.
.

. Ve rece
MW;@%MMM&Q@@
the pattern of los Almaocs. rr.'m“hin. ESd's present

owiomauwﬁdwmu, the best groups .

nov vorking on m.olw:'qd'o.iphu systans, and others. :

(2) The ovgr:rigmg__wgpgn_gg-md to the resding of |
| [anoula be relaxsd. The intellectual problem

is much too refractory to yleld to adninietrative pressure, md" A

extreme emphasis on this ons project hecpers the ESA and bee "!

littles its many veluahls cootributions in other directions. ",‘
(3) The pon-research components of RSA should be Jjudged solaly

on the basis of the timely production, and efficlent suwply

to cansumrs, of intelligence dsrived from all directly ex-

ploitahle communications snd elsstruonic insercepts. To this

el ¢ much nore vigorous progrem of systens engineering is

roquired. mwpm,mwmm'-
R/D, will require strengthening sod expensica.

(3) To this end also, we recomsend the responsibility for and con-
tral of KLIN? processing end snalysis be asaigned to the

ST
National Security Agency.
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(3) Oollsstisn of sigasls ssommts for three~fourths of the cost
- of eomsmications intalligecee cpersiicns. Rffieiency requires
() & somplote wasinaering end argenirsticnsl overhaul of eol-
Jostism end flald processing eperstions, (i1) tremsfer of fisid
Jossessing activities te the Wi\, (111) & carerul teshnical
@H,ﬂ\!_muwuormm

Gplisstion of facilitiss by the varicus ssrvices. Mdifice-
Ui ant eomsclidsticn of flsld operstions offer the grestest

(b)(1)
Wperhmity for insressed effisiency in eammmicstions (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36
taballigames. 000000
(6) Msvessed exphesis show)d be placed on omuh_itinu
* e OOMIR? proflem.
(7) e NEA showld be given full ewthority te exsreise vigorous

end offestive lesderyity o4 all levels in eamanicatiem in-

—~——— -

Our tatalligenos yrogram is & major tecknical wespon.
GOMDEP and ELINT are vitg) £or w in our stiuggle vith a capable

and sossutive adveresry.
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ne Pael assmmbled Xy the Sesience Advisery Committes
of the Office of Defunse Mobilizgtion, at tie dixvctiom of the
Preasidont, has studied the derivation of foreign jutelligencs,

particularly from the most secure coded coumunications of the

IRmmly:pp.thmcthcrmhouot

gaining foreign intelligence should be included in the study, " """ " (b)(1)
) (b)(3)-18 USC 798
and, after sppropriate consultations, the chargas to the Pansl (b)(3)-P.L. 86-36

w3 sonevhe’ brondened. Thne wvork of the Panel nes been chiefly
based cn inlor:atica obtalined fra-. the K3A, es the principal

Te % 0 (Crueign carmunieations {ntalligonze, but Lhe coopera-
tion of several other governmant egencies is acknovledged.

The Panel bas been impressed by the complexity of the
cryptanalytic problem, and the variety of military, politioel,
and technological considerations vhich enter into ths over-all
situation. It Las been particularly irpressed by vast chances

(b)(1)
Viieh recent yoars have brought. Anong thase are ’ (b)(3)-50 USC 3024(i)

_(b)(3)-P.L. 86-36
(1) A grest increase in the relstive importance of °
camm:utmmummt_mf&
m”@dmw.
This has led t0 & great increase in the bulk
of intercepted COMINT material compared vith

any previous peace-tinme period.

—FopP-SECRET—EIDER——
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(2) Be grost taevesse tn e Spertence aad
wrgmey of cartais kinds of ONMINY fatalls-
@000 becanse of the grest spesd and &o-
structive yower of modern weapons.

(3) An taprovemeat ia the waderstanding amd
tealnology of cryptography whish bac led
toﬂuvﬂnmctcbbumihuuhhh
bave proved invulnerahle sven when attacked
with the aid of the repidly sdvancing art
of alectronic computstion.

The magnituds of these changes is so great that the role
of COMINT in our intell igence effort cannot be properly Judged on
the basis of provious experiencs. Intelligence plans snd sctions
need to be thought through from the beginning. The Panel has
malde no attempt to undsrtake such a campleta review. It bas,
however, emerged with a mmsber of conclusions, which it feels
sust underlie sny genersl roconsidsration. JIts conclusions and
recommendations are axpressed in detail in the various sections
of the report, vhich sare smusarized below.

I. Introfuction

Much of the judgment of the Panel concerning the intelli-
gence problam ralstes to the best utilisation of our national tech-
nical abilitiss. Pecsuse thess are concentrated in the XNSA, the
structure end operstions aof the agsncy are subjected to searching
saratiny. Recoamendations for changes should not be construed as
a oritioism of that highly coampetent agency in its present role,

,L‘x
__3

e

1
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. Ay S
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cxpestatios t2et w will de sble to Tead
of less than the highest levsl are m- el
cipbared by & machine called has not been L o))
------------ 1« (b)(3)-50 USC 3024(i)
read snd the Punel believes current and useful reading in peace tima| (b)(3)-P.L. 8636
15 mnlikely by cryptanalysis unaided b activity., An ine
creasing smount of botl
fhe Penel believes thet °
this aleo vill never be read completely altiiough e sasll part, mot -\
of our choice, mummumma.&hﬁuwwl_\
m;moctofwb.mmotondmm:ilﬂ{nby .
be technically straightforvard end would pmsblybo 223818 Usc 708
S Tomt ety (end soparectly has bgsh) e usaal ‘security EE;Eggiﬁofgsc-s%OM(i)

is dssired, is of ocourse suallpr yet. Technalogy is irresistidbly
making the situstion worse rether than better, end vhat is now tmwe |

................................. o)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
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T~  readings from[." Mnu-—.uunmunuu" N
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INI. Collegtion of Insellimnee BLeamls
Tae verid-vide ixtereqiife of sigsals 1s the eestliest |
part of COOINT aetivities. The volume of intevesph 1s ot of -
propartion to the valus of 138 cemtemt or %o the prastisal
PosstMIity of e secting S1L o€ 18 10 eren & misimm o€ ez~
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eallly & pessihle. OLhaw AMEPis naYy be smpled. g-ﬂ;-n
should b made to fentify - ’
uhmuumm,mmuwm.m :
wmxnmmtycwum Aw
mmmuwwmmmutw
1s called for. )

(b)(1
(b)(
(b)(
(b)(

mmimmmumeptmthognatmg-ofothuw
redistions call foz mgrntimotcouaction-ﬂ mmmmm

18 USC 798
50 USC 3024(i)
P.L. 86-36

)
3)-1
3)-
3)-P

activities. cxungan in omicd,icn signals snd the use in

pomo romnanicstions ocr increasingly high frequancies,
including mzw, heve nads camsuniosticns usnn.h
bard to distinguish froa) |

rediations. Dyplicstion and separxte operstion of intercept

facilities, and seperste procassing, such as in operetion «t

Kelly Tield, are not ocanly costly; they could leed to dangerous

delays in the interception snd evaluation, snd even the identi-

floation, of new signals. M incampplste evalustion of eignals

through separats intercept and procesasing of various rediations \Vb

might lead to tragic mistakes or oversights in e esergancy. \'\\Q/ |
mn.IBpMmdmlﬁh‘ctidthldN \\\

mified with COMINT activities under the direct control of the BSA,

vhose vide socpe and unparelleled tecbnical competence afford the

proper sstting for this sssemtial integretion of effort.

—— cCORET EIDER
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A collection and processing sxercise is recomsended 1a - . .

ovder to0 svalusts the speed with whish the N3 could interceps,
process edd make svallshles intelligencs informatiom under simse
isted emergency conditiens.

IV. Processing end Analyets of Commmicetions Intelligence -
In ordar to wcmcimtuaApmlyﬂtht.ba’

tremendous Wik of COMINT msterial of all levels, Mndvm
must be mede in the use of machines both in the preparstion of
mxterial sod in eryptanalysis itself. This ngxxi;u, sxmg other
things, that materfal be recordsd in the field in & memser suite
able for machine reading, or for swift, sutcustic cammunicstion

.

¢ nachine hesdquarters. K
A vigorous, independent, and well-directed program of .
-ysmmm«rmgmm-;oimmtuwlum,mmm

specific ares of mhim:-r’o&dahh recording at intercept sod in

the general area of mschine processing sad| ]

Many suggestions in this direction bhave

alresdy been advanced.

[

V. Joreizn Imtelligwice Sources Supplesentary tq

COMIRT objectives should realistically reflect the
accessibllity as well as the potential walus of material.
Presuaahly, the infomstion ocogtents of memy secret

»assdges Are actuslly reflected in masses of aooesaidla
P

- -

)

)(3)-18 USC 798
)(3)-50 USC 3024(i)
)(3)-P.L. 86-36

LAY

(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36
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countries, st leest in vonnection with

V1. NBA--The Naticnal Besource for Qammunicstisns Intelligence
Pust varstioe successes in reading the highast level of

enemy saciphsred communications havs established sn ideal image,

& standard, & set of valuss in the RSA which is reflected in its
organization and operxtions, but vhich is not spproprists to the
realities of tofay. What 1s Deeded novw 18 & somplete divisiom

betvesn cryptanalytic resesgeh on and the .
actual production of current intalligence. .:
Ualess the vork oo 1s not oaly o)1)

A U E——————-- (b)(3)-50 USC 3024(i)
Wﬁm, ve vill throv sway not caly the . (b)(3)-P.L. 86-36
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ploitation. The wuccessful operstion of such mn institute can.:'furr
thﬂultmmmeffortmdselectiminthemmningofpera.&mcl.

Toe remainder of the K3A should have as ita mthnu.flstic
air the most repid end sictllful supply of commmicetions intellie
gence to users, based au currently exploitsble COMINT materisl and
on ELIST material. Tt should be supported by a vigorous eystams
cagineering and development progran directed st the over-all
problans of improvement end mechaaization of the collecting end
handling of material. B

In order to secure the most from[  |foperstions snd
to make the best use in then of the tecimical knowledge and streagth
of the NSA, much more detailed technical cocperation should de
proacted betveen the NSA end the CIA. s

A saall group concermned with intelligencs about
eryptology should be sstablished sanevhers in tbe U. 8. intale
ligence cocrnmity.

8
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2. The Cost and lificiency of Oo.n.octicn end
Procesging
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5. A Collection Exereise or Catch-All Opersticn
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l. The Nesd for Machine Processing
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in Cryptenalysis end Procassing
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-18 USC 798

1)
3)
The Panel assembled by the Belence Advisory Committes gg:gQL9§§336024(.)

of the Office of Defense Mobilization, at the direction of the "~

President, has studied the derivation of. rar'dﬁ intellgence, o

particularly from pp.-olt‘l'e;:m coded commmicetions of the .°,

LR}

| Te facts fuced suggested that certain sspects of.

other forms of galning foreign intelligence should alsoc be studied.

The charge to the Panel was then, following consultation V'l.th

-
«

appropriate individuals, correspondingly broadened. . .

Concern with the results of this study is qhoct.ated
with Aiffering interests, responsibilities, and activities.

Accordingly, the report has several aims, proninant". uaong which

are:; . .

(1) ofrsring of juigments about exploiting t.p. most A1rficult

* in order to

provide a scientific basis for policy’ decisions.

(2) Burveying possible advances in the.technology of exploiting

in order to emsure con-

sideration of the application of all presently conceivable
facilities to the problem.

(3) Proposing a revised evaluation of forelgn commmications
intelligence, in order to develop a more quantitative besis
for the most appropriate distridbution of technical effort.

—TFoPSECRET——EIDER ——
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(V) Egleriag the technical atvantages of further ecordisstics
of the signal intelliganse comnmity, ineluding the relatiom
of ELINT activity to OOMINT.

(S) Recommending some altered features of National Security
Agancy's structure and operation, in order that the Agsuncy
By mest the present and future challenges of foreign com-
mmications sources particularly wvell.

{6) Providing an open viev of the basic issuss of commumnications
intelligence and cryptanalysis in terms of modern sciemnce,
in vhich the future problems of decipherment, processing,
and interception are outlined in generalized aspects.

These cbjectives relate to the sdministrative, military,
diplomatic, technological, and professional aspects of the intel-
ligence commmnity. Because of this diversity, several levels of
technical detail are included in the report. The appendices pro-

vide deteailed support for the conclusions stated in the body of

the report. The technical adjuncts cover more technical aspects 2238318 USC 798
of apecific situatians, Eg;g;:goLUggsgjeozm)

The Yody of the report begins vith an introductory

section which attempts to place the exploitation of high-secrecy.’ .

»

commmications in the hierarchy of our technological naticnal . .

security effort. The vork on thaf s

sumarized in tha second section, in ordar to bring out the )

present position in

2
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oizhons. The third sesdion owvers the eriginil dowess or tate

cagtion of our vhale commmisations tahe. This layw & bastis for

censiferation of the tetal saw maberia) avellsbls to sgply the o)1)

et (et s it of il e st w00
lection we any be sbhle to ssquire are trested {a the fewrth ":(b)(3)PL8636
m.mmumu&muw-":f

preliminary to reading or other dispositica. mmm ;
treats the changing positica, in foreign ecmmmicetiims imtel~
ligence, ‘

eiphors. In this connectiom,

snd on keay vord {(and address)

recognition eppears likaly to incrcase, in order to idantify
megsees of particular interest in the large volune of preseutly
deeodedmncrul rinally, mcméndmdincaim an the form

a gperstion of the major comaunications intalligence instrunent,
the RIA, are digcussed in toae siwta section.
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I the emntimning esldwur stveggie, eacripbad nsbevig)
presambly emmtaing vital tafesmstison coneerning imtemitens and
plans of the afversary: whes Wnfrs vill Y sustxtned, whes foxess (b)(1)

(b)(3)-50 USC 3024(i)
wvill be readied, vint vespons poepared. The wee of encipheved (b)(3)-P.L. 86-36

intelligmoe is & battle in vhich ws end our alligs osm gain oF
lose mibstantially. As Cosnamign centers around the comtrol of
the mind snd spirit, 00 one of its strongestwmspons is the ooo-
tral of informatiom.

Unfortunately, in peace time, if not in var, enciphered
eaxxmiostion cmn be used deliberetely and vith care, so that today
the ports of errors vhich leed : to var time successes seldam occur,
In peace it is also very much barder to ssgociste cammmicstions
vith the sort of cbservable eveunts which might give a clue to their

contents.

(b)(1)

(b)(3)-18 USC 798

Security Ageney visely boen crested (b)(3)-50 USC 3024(i)

T Horiemst 7 oot to (b)(3)-P.L. 86-36

dcal with this very difficult situation. This Pensl soes the ESA .

g

.

83 the principal force in our struggle for such infomation.

g
D

mmmummuﬂmwmmn@""
knowledge of the wespoury, cepebility, end mtmm:g&:m
W,m‘wmmtymiﬁ:.m
orpmnisstion, . * |have sncospessed

.

the vast Bulk of the ocommicsticns vhose

i
|
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significance vill be disouwssed in the following sectioms. To dsal
vith this situstion ¥ith any effectivensss, our commmicatioms (5
intelligence skills, particularly our cryptemalytic skills, wust

be completely integrated. Dilpertlon_eqn_lgqg EFEZ_EQ_F?‘

scattering of our meager decipherment talents and to an Ln’ffec-

tive and inefficient use of them.

Accordingly, much of the judgment of the Panel on the
foreign intelligeance problem will relate to the utilization of
our national techrnical abilities. Because thess are, fortunately,
nov mostly ccnceatraied in the KSA, the structure and operations
of the RKSA will be sLl ected to searching scrutiny.

This should not be construed as & criticiam or evalua~
tion of the Agency in its present role, dut rather as an inquiry
into how 1t could best contribute to the overall foreign intel-
ligence problem, At the ocutset we render to the XN8A the highest
confidence and admiration that we xnow. Its technical achieve-
ments are unexcelled, and it deserves the unqualified confidence

and support of all civilisn ana military depeartments and ageucies.
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(b)(1)

(b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)

. P+ S N A (b)(3)-P-L- 86-36

n-u-nummuumumﬁq Ll

muuuumammmum
“WNMMquIZ{m
tion of syplenestary iafommetion. u-auupuqu-m- .
mumm,mwzqm

1. gﬁggg_!mm.[

me&M'Whymm

of cne-time “kays,” suplied is dooks or,';.nd-..'(mdmu.y
often novn as “pad systems"). Samd.tho.ﬁm?m\nm:
coataln mmmwmwwwmm
mnm-mmmdnmumwm

nm.wm.b{ kny.nsuru.l. The used kay na~
terial (snother copy otuhle..h'.h necessary for the deciphemsent
of the message) is themn ag-}.mm.,"nmmmnuupm
erly produaed, u:{m novllmct oertainly is, and if the
Xey 18 used but cuce, as|  |kay now almost cortainly fs, sach
anciphement is, both theoretically and prectically, completely
unreadsbls, and this fact has long been recognised.®

* his peragreph sumarizes one area of the subject called

%nn,mcmmuww
or aachines for trunsfoming the sucesssive sharacters,

— FTOP-SECREF—EIDER—

" (b)(1)

(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36
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tocather vith the 4direect use of xey oonstitute . (b)(1
Recsut incresses in the preacticability of oconstruct (b)(3
vhid ingeniously carry out anciphering mechanically (for exmaple, (b)(3
by turning vheels), or slectrically (for exmmple, by aligning (b)(3
cmmtsmms,orbotb, at a high processing rute, have n
resulted in a great ouase ip the use of encryption. Today, most

-18 USC 798
-50 USC 3024())
-P.L. 86-36

e e e

Cryptanalysis offers oae hope of success only wbhen
the idonl rulss are not being observed. JFortunately, the ideal
rules are not too easy to put in practice.

First, it is not quite simple to Wuild a relisble
gmerator for campletely rankam key. uhils s mmber of techniques
are known, our own experience vith this probhlem shows that, unless
the machine is rather sophisticatsd, it tends to break dovm quiockly
and produce a bhisssed sequencs.

Beocond, it is adifficult to prevent second use of the
kay. Ped systeas reguire thet as much kay be distributed by
ocurier as the total volime of traffic to be enciphored. This

6-a

? e ~- - :oa . [} b oem @ B ¥l
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Biees yoi aysbans sduest vapssiishis tu clrestts emsvying o
lawge velwse of truffis. The yoshlan of predusing mad &10-
Wwriiting péde has freogeextily proved iaswpersdle and omm-
JTER1568 have boan Bade with the ideal rules; thess eoupranises
imaedistely cpen the ayviea t0 oryptamalytis atiask. During
ths war the Jupansse freguently re-used stretches of key ten,
twenty, or even one hundred times; weo read a largs proportion
of this traffiec ou a currest basis. For the £irst fav years
sfter the war, the Russians used a great deal of key twiee;
spparently their key factory wes unabls to meet the dsmsnd for

ey except dy arplicating the books produced. Kay which is (b)(1)
(b)(3)-18 USC 798
usad exactly twice produces cryptograms vhich c¢an be read only (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

nmmcmmmmcymbymwmm_p,u'.

.
. .
PRI

Most of the intelligence glesned from| ., .-*" tras-

(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

of finding a few more readahle messeges from this period and to
noke a dxfinitive detemination of wvhether or not re-use exists
in the more recant traffie. If this is ursuccessful then sus-

6-b
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-18 USC 798
-50 USC 3024(i)
-P.L. 86-36
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taized efSerts to send thel v )|
chondmed. If serisnd offurt wew then shgped, 1% weuld besmms
fpertent 6 saintaia smme seuting chesk en the Sraffis 0
dotaxing, for example, vhether they switeh ¢ scns othar aysbes.
e Ageney hopas to be alhle t0 meke this wstah-dog epersiion
ocanpletely sutamatic within s fov years. ; '
The present cutlock fur| IARE
15 very blesk. Therse can be no doubdt that they are smmre of the
basie principles of correct ped usags and that they are now
capabls of producing xey properly. Analysmis of the kay recovered

IR BN \.!.-'"

those appesar to be unblasased. There 1s every reasom to beliesve
that they are nov oparuiing their pad systems correctly.

At preceut, therefore, there is no way of| l

one-time ocamuunications except by gaining acoess to0 the key material
and copying it without detection (dstecticn would undoubtedly result
in the kay material being destroyed without use). This 18 one oase in
which technical judguent, both in the intelligence cammunity and

in this Pansl, edvocates (b)(1)
e I P (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

1
1

A
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mAerial B aleo vita) infomssticn esmweruing {48 V%ime OF use.

Of oourse, lwproperly prgpered ey mstarial or the
rouss of hay sould lsad to the resding of sush comumiostions.
Thas, ve urge oontisued vigilmce over the whole damain of

1)

3)-18 USC 798
3)-50 USC 3024(i)
3)

(b)(
usually by secure courier, &t the rate of one character of key gg;g
(b)(3)-P.L. 86-36

for each charactar of ressags to be transaitted. (This saount
af key must be provided to both oender snd recipient, snd, for
hizhest security, ssparste key must bs providsd vhen s sender
wvighet tu send the sape messase to two or more recipients.)
Fomerly, enciphement wves dons exclusively by hand, but both
hand an? sutomatized methods are nov in use. DBecsuse machine
syotems, vhere much sualler seounts of key-like xut.a.rlal nesd
be securely transferred from coe locsticn to snother, put far less
load an the secure trananission end storege ofha'y-li.ko osterial,
use of cne-time systens vill premmably cogm‘x;:mwbemum
to the most dolicate copmunicaticns. Thus, & reviev of the
"-ociology"attheusoorm-timpﬁ;mnnbohalpm. M
cmimunot\mm,vbm,ndh?u'.thcymMMOur,md
in other, countriumc:tgive,a&ne insight into the significance
of] in particular ciroumstences, even

if the messages itself canmot be resd.

TOP SECRET EOER—
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Desnmmandet vy
rmmm&mu“m (o)1)
me-Sing hould e esbisned. (b)(3)-50 USC 3024(i)
o o et b _(b)(3)-P.L. 86-36
(2) ALl pemmissihle afforts should be wads te ebtain me- °

tins ey nstaria) |

(3) an cpersticoal stuly of cne-time wsages atmed st deriving
inalfemtal intelligesce should be considered, &inoe no
direst miteck arough cryptamslytic stody is possidle.

£. Machine Enciphement.
Yor many communication purposes, ocne~time Aystams are

too £lov and require too much xcy material to be useful. Thus,
the Lulk of encipbered materisl s snciphered Ly gipher aschines.
In machine enciphermsent the Xc¢, !z in prineiple & fairly short
list of initicn) settings of the zachine, coaprising s number
of achorwmeters very much maaller toay the nmbar of characters
in the neasage to be encipsierwa.

A glipher machine makea use of an anciphering box
which converts plein-text lstters 10 suciphered lettars. The
cizher box may bs oparsted by & typevriter keybosrd and print
out the ecipher taxt, or it may ba cparsted by & talstypswriter —
tope and produce slectric signals vhich are treansmitted directly.
The pisin text is coaverted to cipher taxt by s sospliented mase
of alsctrical circuits vhich sre rearrangsd in sme fairly
Tegllar mamar after each text lattsr has besn masiZhored. A
sinilar eguipment decighers by running the meiphered tamt
through the efphearing box backwerds. Cipher mashines, einee
thay operste &b typwriter spoeds or faster, eea aceamndats
sk l1nvger volunes of Sraffis them hand syetans.

A EHDER
—Wxai.gx -
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Inatyhering o Ssstzhering o nossngt Soguives fivet
e ofjher nashing 40lf Segeiher with any mxilisny gevts 00
e weed with 1, and seetnd he hay %0 b0 wad with the
infivideal nessugs. Wiis kay weudlly censists of the sslestion
of esrtaxia suxiliary campouents, the piugging of eertdain wives
R & plughoard, the setting of certaia dials, ete. In prestise,
oortain parts of ths hey, usually those reguiring the grestest
physical effort to changs, are the ssme 0 all asssages on &
particular day on a partieular girouit, snd only relstively
’Rinor changes are nads in the kqy froa nessage {0 message.

While the mmber of compments in the key is rela-
tively aaell, rarely over a dosem, the total mmber of dif-
fereat keys is found by multinlying the mmber of posaibilities
for each omponenit and the regulting mmbears may be of & siss
mich 100 vast to be disuilssed asd merely sstronaaioal.
Boperience with Eariler Mochines

The cryptanalysis of & saching systea falls naturally
into two stages. First, there is the recovery of the machine itoslf;

that 18, the detemination of exactly how the machine wvorks and the
wiring af all circuits in the machine and any of its suxiliary
oanponents. Secoud, there is the dstamination of the individnal key
for cach message. Bocouse of the practios mentionsd sbove,

this usually breaks into tvwo parts, dstemination ox the daily

kay ond subeeguantly ths acsssgs kays. Understanding of the

basic process ie perhaps best obtained from the following sketoh

of the asttack on the Enigna vhilch was the principal middle-

lsvel cipher maching used hy all the Gexman military services

A
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during the sonont vag: Sweasws f2a Joading this yvben s
amest %0tal and may wall hars had o fasteive influenes an the

(d)(1)
uy ageinst the U-damts snd the sir var over Jritaia. (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

mereially avelladls mathing. w on the pars
of the Foles Just delure the var dagmn, the besis design of the
aadhiad and the wheal wirings were known. The key was aads up
of four parts: ths steckar which omsisted of a mmber of wires
to be plugged, the wvhesl oxrder, the ring setting, and the
vindov setting. The stecker vires oould be plugged in scoe
10,000,000, 000,000 4ifferent ways. The wbeal orders offered

330 possibilities, the ring sotting, 676, and the window setting,
abhout ong-half miliion. The total mutber of possible kxeys 1is
the product of all these mmbers, that is sbout
100, 000, 000, 006, 000, 300, 000, 000.

This mmber is more or legs typioal of the situstion presented
by ony cipber machiue. The prineipal thing it teaches is that
large numbers, in thansclves, offsr oo guarentes of gsecurity.

Oeman commmications prosedure changesd the first
three parts of the key daily; only the vindow setting varied
Crom massagh tO messege ou the ame &ay on the saae cirocuit.
This seant that we hnd to solve the really difficult problem
of finding & whola kay only anoe per day per circult; after one
mageage was out ths rest could be read much more sesily. Ooe
Subaigie for the latter tus: was simply to desiphar the mes-
sags using svery possidbls window setting sud select the one
vhish made sense. B8inoce thare were caly abost & half-williom
i AT R .

j—
T e Camz v & L woem

st e T R W
1
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peeaiilities this guavel 0 3¢ salstively eaqy with high-qpesd
dantsmis-asthmisnl sgeiynems.

A sintlar tyy-all-the-peouidilition attask m the
dally hey is conpleialy Smpossihls, sizes sven sb the highsst
elactronie speads we osa ruticnally imaging it would take
omturies of maching time to make the trials.

The 4ally dreak-in was scoomplisbed by en ingeaious
oombirstion of sxhmstive trisls and gusasing. JFirst, ane had
to guess the plain text underlying s short stretoh of cipher.
If the ring setting was fevorable st this point in the cipher
thes it bad uo effect on the recovery of the other three ele-
monts, the stoc:ier, whocl order, and vindow setting. An
clectrical clrcuit vas dovised vhish could test Io one step all
po3ailtle gteckers for each etbination of window setting and
wheal oxler. The regquired mmber of these trisls wos then
ehout ome-half million {for tae window setting) times 3% (for
the Wicel order) or scme 170 million. A large mmber of special
machines (called Bmbes) ware built whieh could make these trials
in s few nilliseconds onch Al en exhoustive nm could thon be
wode uoing sbout 100 hours of maghine time. About fifty million
éollnrs was expended on these machines shioh represented a major
diversion of our electronie skills during the war.

(nece the routine bLresking of the truffic started a
mmber of favorable facts were observed. The daily key lists
ware spperently made up in a noa-yandox manoer aod this
naterially reduced ths msount of machine time regiired for a
hreak-in; 4lligsat study of the texts of deciphered necsages

PR

. )
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e Nt -
fugueved sur ahility %o nike %he all-tnpovtend Jetliniasyy geeee
of WMo Jlain tent wmdsrlying the sigher; cariaia qpevsters ware
fomd o hebimally vislated he Govmen ctmmzisstion sules in
s iy vhtish gimplified cur tagk; ete. T ovar-all offest of
these “dividends” was that wo wvare able %0 kegp eurrent on most
of the traffic from 1942 wntil the end of the war, in epite of
the fast that the Ommens introdnoed s mmber of additional
complications into thelr ussgs as the war progressed.
These possibilities as discussed prinarily for the
Geman Migia had been bdrilliantly madse use of in other cases,
as vhen masters of the cryptanalytic art, such us Willism
Priaedman, solved Japanese nachines and early nodels of the
Bagelin machine, which used a letter-for-letter sddition of e
gwuersted sequence of characters to tha plain-text characters.
Uchappily, the actual roadability of a message depends
not only on the maount of xsay used, but on both the sovhistication®
end camplexity of the enciphering machine and also upon the intel- (D)(1)

(b)(3)-18 USC 798

ligence snd oare with vhich it is used. We may note in connectiom ﬁgggg'gol_uggsi"(som(i)

vith care in use that although messages enciphered by most users of -

this sme machine. Presunmadly, either the mossages enciphered are
t00 brief to allow deciparcerment, O separsts keys are used for
portions of longer messages.

In fast, vhile a dosper understaniing of eryptology and
cryptanalysis tells us that naching-ensiphered nessages axe in same
sense thsoreticslly readadhle, its ehief practical resmilts have been

¢  'Sophistication” as used here refers to tue cbecurity of the
o - Fx B X

t - - N ]
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ssthensticsl mase the nadhing erestes ia
e otal enpanne o acm & mame”
% yrovide madhines which are Rw pregtiselly wnreadadhle end alse
% thev that the ouigart of sush machines csaact e decirhered by
sy straightforwerd sffort of sy physisally possible magnituds.
In partioular, acthods of decipbemmsat vhich depend an ths ainpls
axhmastion of all possikilitiss csa be, and have now been, made
phyaically impossibla.

Indesd, in thas cases oi the most cagplex modern machines,

Sromaferniag plain

‘axt
By, “Omplaxity” refere

the only analytic socurce of tuovledge of the coustructlom of a

machine has been enciyhered wien the aachine wvas misused or mal-

2djusted. A message eicirired improperly, or vhile the machine
.8 =alfunctioning, is callel ¢ iat measege, and the vord bust is

aped generally in refesring o uhe alguse or anlfunction of s clipher

mechine ar, BOore generrlly, a 3ysten. [

LI S—

in the wvhole COMINT cffort 1: urought out later in the report, and
also in Appendiwx 1.

Returning to the k.igns cxperieuces, it i1s certeinly b)(1)
b)(3)-18 USC 798
tru¢ that the Gemacns could hove aodified their cammnications b)(3)-50 USC 3024(i)
b)(3)-P.L. 86-36
rulce ic such a way a8 to huve rulned our exploitutiocn technigques.
The fuct resains, however, thct they 4id not. It is not easy to make
a change in & major caysunicatica network even in peace time, and
it is clesarly much harder i. wur time. The changes they did make
somsd to be largely directod towcrd the prevention of |
recovery of the keys, and while they slowed us down we werec't -
. (b)(1)
stopped. NSA and 1ite prodoceswrsl | (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

10
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| (b)(3)-18 USC 798

¥We turn now to the current, &a M‘
(b)(3)-50 USC 3024())
It ip clear that it is dangerous ¢ reesomn, (b)(3)-P L. 86-36

cipher machines.
by enalogy, that becousc we vere adle t0 resd the Kuigna

mach'ne we must nececsaril, Le able w0 resd the undouibtedly

.
A

On the other band, it is aipo clear that the resources svaill-

ahle to the cryptenalyst sre greater than may appear ut firgt
sight, snd that if he once cuccceds in breaking into . wasnioe
pysten he ig very likely to be sbls to follow it througi subse-

quent developmoats.

LER R 5

SXxoept when we told an allied govermusnt what to 40.

I
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F (b))
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

'(b)(3)wP.L< 86-36
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a ey oipher machios. .t .
There are st lesst| fkoote
under the| RS I or

thmwmwthemtabqnf:}'mdmwm ;

[ [will be discussed here.

wvan lowt. Reading this traffic may &0 more than regtore the
stotus quo since it may hondle moterial vhich would oot .
mveviously have been entrusted to the alrwaves.
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are amders of & funlly af similar devices vhish, in one fomm or

spother, axe wawd by all cryptologisally sdvanced scuntries,
inaldling the Uhited Btatas.

*

cume 10 e 4one with .nev cnciphearing | |, . ., *

(b)(1)
deviewes whiich are cepablie of hwndling traffic mare officieatly, (b)}3)-18 USC 798
{b)(3)-50 USC 3024(i)
saL unpaciall; 10 lerger volais, than i¢ pOSBible with one-Line (b)(3)-P.L. 86-36
e JAL 50 GRS .
2
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(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

Additiona)l features of work on Imauuud in
mmmm(mn)mwmof.mlu”iinu-.._(b)()
1

(R/D in Part VI), as well as in the folloving part om thd |} - (b)(3)-50 USC 3024(i)
. (b)(3)-P.L. 86-36

Decipherinz skills developed by lt-m;z}-_vl.:'.

represant 1 resource of t: valts In daciphe other sys )

l:{a-mu represenin a descnatrated standard of 'obsmgd't_v.

Agpinsi wils, claver nttacks by aeppiications qf tne deepest knowl-

e o of lanniage, statlstics, &ai uuwosay;-dunning ere I;e'lng aade.

These have revealed approaches }n'.le:iphen:mt. u‘t;.fé.h have 80 far

. .

merked the bouniary for 'u"tsnd fcr:"botvw. the deable

he Eamn: is vitally mpqrt:am. to our cryptanalytic .
position and intelligence pmcuqa; with respect to the whole world. |

and the urn.one, ’Cdn‘tl.nmtiau anu atrex)g't:he.ning of tue asssult on

ite secrets. Sugh limitea knowledge is not surprising, nor does

{t constitute-an irplied criticisa of those who bave worked on

It is a true measure of the difficulty of the problem.

1k
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(b)(1)
‘ (b)(3)-50 USC 3024(i)
_ * (b)(3)-P.L. 86-36
With the riee of cryptoiogic technology, the need for (b)(1)

- (b)(3)-50 USC 3024(i)
nfomabion ahout - our -oppouetil's -Bystem .id.groving, aot « . . . .. ,(b)(3)'P'L' 86-36

had)

declining. . O I

understanding botn the machine snd tie exploitstivh prodles its

messaces offer. Ous suach| | 1f successful,’ would

today take us beyoud where 1C years of hard work m[___—jmd
messages have brought us. Ten yoars ago, of course, such An Operee

tion vould have been Of equal use. As cryptogrsphie techniques

G e o P o e Y e S p—
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(b)(1)
(b)(3)-50 USC 3024(i)
b)(3)-P.L. 86-36

Mr-umnmmhuhmxtinmmunnz:jot

¥

an entire machine, or u| e l code
clerk may knov enough about the internal operauét; of the machine
to be a very useful source. One| B (may be worth the
maintenance costs of & mmber of iatercept positions for a mumber (b)(1)
S — ... . .(b)(3)-18 USC 798
of years, a substantial sum in dollars.l and valu~ (b)(3)-50 USC 3024(i)
. (b)(3)-P.L. 86-36

able, but significant|  |vhich would be still more valuable,

are so ftar non-saxistent.

& measure of either the leval or competence cf the effort or of
ite value to us, but only of the difficulty of the problea.

Both large and amall powvers all over the eartn will socon
be able to handle the buly; of their wireless telegraphy commmunica-

tions by enciphering machines. These vill eventually provids a

17
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o

ogumon high-lovel of eommmisstion sesurity, even iz sosistiss where 0)1)

tesimalagies rentda vesk. Bovevey, ve may aapest, provided we eca- (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

tinue -l.. indeed, dopenamd {xtensify cur curremt work -l (b)(3)-P.L. 86-36

that, duriang & Lrensition pericd &b lasst, mexy

mwum, sod particularly the cammniosations of
mmuummﬁ'm.qummmerm .

zad ‘ntentions. Work om and similar systens i -,juqtt-

(b)(1)

a “.irher and higher level of peneral competence, vilc: i3 a necese (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

ai v 1% those povipherel eyeucs are w cintinuwe to yiedd m\:qb:le i-:
wtellizenee. ettt -:
fecomendmtions ... .
(1) 'ork on s;x;m: continue at & high piteh in order 't.o i
rropare for and to fesilitate the l'
(7) uo stratogic reliance should bs placed on the '.uqmt:'t.'v.tii;nn B
of succees vith| | S / 25;848 USC 798
(b)(3)-50 USC 3024(i)
{3) Moans vhich could edvence the study of trafric, (b)(3)-P.L. 86-36

notad later in this report, shiould de pursuad vigorously.
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’ (b)(3)-50 USC 3024(i)

L(b)(3)-P.L. 86-36

: 5 somevhat anelofous . that rosed 1o the syt of 1940 .

~

by the construetion of the firs. ciectrddit "Sonbes "1n" Baglend ™ " " (b))
{b)(3)-50 USC 3024(i)

t¢ cllowv the continued ond adeguate egploitotion of Enigns (b)(3)-P.L. 86-36
traffic  4nsle 1t 10 Ot clew {hot the large whihines required *
for the problem will b0 aa valusble um‘u‘n‘ﬁnbu

oither in teams of the mount of material recd osr.m' tens of the

intelllgence value of the oc..er.al, the cxperience gninad through

L I I A

then i bound to lead to importauat ‘ud'v;;accs in the cryptanalytic
art, wnd oshould prove especiarlly valusble in attacking thc{

-~ == = HER
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5 : (b)(1)

The foregoiag d1scussicns bave dsalt with past experisnce §§;§§;;§ ng ;,824(”
end future pProgpects conceming two ""“""I R (b)(3)-P.L. 86-36
Will not an acoelersted but straightforverd advance in oomputing
tecnaiques snd their spplicstion to cryptanslysis necessarily
reellt i tue solutiom, not only of .
Ui, of succceding machines &8 well: .. ;(b) )

i problem is discussed in more detail in Appendix II, Eg;g;:g?ﬁggs?ﬂ(i)
"L.io=as.an Theoretic Framework {or Cryotanalymis.” The saswer ..:
iz 2.

dowever, ve have e yet no penersl method of doing this,
except for the straightforwvurd procedure of trying every possibility
in order. AL first sight 1t aight bda thought that the sdvent of
modernu highespeed oamputers would make an sttack besed om the
aysta:.atic extaustion of all poesibilities a reasomable ons to

try. For nachines of the
bowvever, the snount of calculstion required is still featastically

{poesibls, sven vith all imaginadle allowance for future sdvenoces
in oamputer technology.
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(b)(1)

Apeadin II iaslwies o senpubtations vhigh filustswte (b)(g)-go U§é3336024(i)
(b)(3)-P.L. 86-

this sttastion. nutzuwm-mm.ﬁu ...’:
Pl of & slgAYy sizplified

HBoveves, it
1s physically impossible to carry out the computations required.
Within the ncopes Of basic nhycical laws thers is not neerly enough

energy in tLe universe to power the camputer, itself impessible,
which nicht do them. ’

This is a nore

modest undertaking, end commic limdtations of aveilable energy no
longer sabhe {4 {opcasible. Por practical purposea, aowvever, the
proposal ic gtill fantestic. At pregent power retes 1L wvould still
cost sanething like €0 Tilliam trillion dollare per nessage i:orely
tc supply porer for the hypothetical caputer to do the vork.,

Tucre remains the possiblility that, with the usce of cam-
puters, ve nay find some wvay of sttacking such situations which i»
marc epaditicus then the method of enunertion of ell possibilities.
ALl hopes of routine readingl =0 jmysteus rutmpm

22;8;—18 USC 798

(b)(3)-50 USC 3024(i)
2 (b)(3)-P.L. 86-36
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s possibility. Stremucus efforts in dhis figld, howwver, have

failed te reveal tuy sveeping geoeral procedures, sod there begine §E;2;;-18 USC 798
$0 Do scme msthematical evidence to sypport the idea that such 22;8;:2&9?533524(‘)
gsneral, expeditious methods may be non-existent. .

It 15 possible that fundencatal rosearch will lead to
subtle nev ways of attacking machine-cncrypted material. It is
clear, howaver, that ve are squarely facing the issue as to vhether
coxnmication concealed by some facllity devised by toe uind of man
can necessarily be inveded by the mind of man. Unless steartling

nev advences are made, the ansver nay well be nagative. It seems

25
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thet & given seout of ingenuity can be used 80 develop aa e~
sxpptica nethod that needs & very much larger smoumt of ingmeity

t0 unruvel by cryptanalysis. Ths offense semas t0 have a besis
and oantinuing edge on desfense.
In the present, vhetever outputs from the machines of

current coangplexity are Judged to be at all exploitahle come fram

bumsn frailities of operation which lead to one or another kind
but the rore important pouibuity of continuing
--------------------------------- ’
to cope successfully with “he r;radua.l advence of cryptology (b)(1)
(b)(3)-18 USC 798
other instsauces. (b)(3)-50 USC 3024(i)
_(b)(3)-P.L. 86-36
It i8 clexr lLiat Lllis nurrowing of the f‘le.x.d. of, explota’ Y
tatlon suould not adarte tne enerry -and d.etemi:nation of the utg.ack
ou nor ahould it decreage our resdineas’to b
exploit sloppy usage which alght permit reading in time of war
or emergency. «e must realize, howvever, that thc’t;li@tut
tightening of the R
art, might deny us sny immediste pr perhaps eventual possibility

of |



Doc ID: 6699520

(b)(1)
{b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)
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*

Moseewer, while the sitwskion \ypifish Wy Ads| ik

.

natiens, awumum};-ﬂi‘mumm@.
™ the sephisticetion of mackines-dénd presiioss iecreases. Now ia -
the aase of thel 4 ultimstely ia the case of eiber .
nations, & camnge in our polisy poaiticn comoeming omammicetions |
inteiligance is forcved upom us, :

for the forucescble future there mist be ieveloped a .

phiiesophy of fyazieats, in vh.oh raw and igoisboed Femlia e




The foregoing considerstions bave lad the Penel o the
conclusion that thore must be a funiarantal change in sttitunde
and objootives in the collsction snd processing of caxmmications
intellironce. In the past, st overwbalning eephasis hes beon

put on volune sd cogpleteness of interception. Today, voluoe V‘(S\‘!\

of intercept is aut of proportion to the value of its contend.

t

. -

-

and the recl probdlen 45 to T~ tl ], wul Datcreest noasetll scaple

of such L:uflfie,

»

«

.

1)

3)-18 USC 798
3)-50 USC 3024(i)
3

b
b
b
b)(3)-P.L. 86-36

b

(b)(
(b)(
(b){
(b)(
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mayhavetobointemeptodasmllyandpmcu.edulpoedilyo

Anong vhat traffic is svallable to us, it is necessary *

(b)(1)
t0 choose wisaly vhat should be intercepted. 6Smme traffic, for _ (b)(3)-18 USC 798

" "(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

PR I
L2
.

exasmple, that ooncerning I l

possible. However, much other traffic caa =t 'but merely fill in - .

our picture of the and its activities in a statis- _° .

.

»

ticel psaner, and there is e iinlt to the volume of such msterial .

»

vhich vill add materie!ly to our intelligence picture. K y

Our interception ahouid be aimed at providing t‘.hn best
sspling of foreign traffic, vwhose exploitation will yield the
hirhest vaiues, rather than at covering all svn.unblz[

signaling. What sampling ic best will be discussed: later in

this part of this report. *

»
-

2. The Cost and Efficiency of Collection and Processing.

duch consideraticos might have livtle weight 1f the inter-

ception of the huge bulk ofl Iven easy or cheso.

Eowever, the present interception system is a global operstiom

involving sane 30,000 pecple nseded to man, to service, snd to

—TOP-SECRET=mIDER
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(b)(1)
(b)(3)-18 USC 798
W (b)(3)-50 USC 3024(i
(b)(3)-P.L. 86-36
(from & total Gmum) 1n some
stations. The maintemancs of this huge snterprise acoounts for
the primary expsnse of ths communications intslligence job.
Clearly, the bulk of the material which it will be

deasirsdble or feasidle to intercept and process depends on ths
cost and difficulty of interception and processing, snd the value

of any interception incresses vith the speed and efficiency of

procefging. The N8A has long pursued vays to relieve manpover, (b)(1)
(b)(3)-50 USC 3024(i)
to make interception and processing more sutomatic in the field, (b)(3)-P.L. 86-36

and to reduce or eliminate the considersble duplication or. over- -

lapping of message catch. Eovever, the lt:z{n;g emphasis on

gle with an overvhelming volume of material have left too little time
and effort for the vitally urgent problem of improving methods of
collecting snd processing intelligence.
The reorganization sand mechanization of collection and

processing is a complicated and, indeed, a highly technical problem.
It is discussed in somevhat more detail in Appendix IXI. It is so vital,
howvever, that something more should dbe satid about it here. It in-
volves many sorts of needs and pozsibilities. Among these are:

Mechanization of Morss code reception.

Investigation of whethsr or not an operator could use a
broad-bend receiver to monitor many frequencies at once.

Isprovement in the quality of interception through improve-
ment in antennss and receivars.

k ¢
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Peovigion aad wie of yoveise Cinp-ef-grriva) messuvensxts
for identifisation of signals.
Ipcovenents in other signal identifisstion yprcoshures.

Jeprovassut in d stemdardisstion of recosding mesns and
standardieation of recoxding in & fomm suitsbls for machine

processing.
Laxps-scale machine prooessing sssentially intere (b)(1)
eaptod materia)., ot o (b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

bope of exploiting thel - mwm :
fairly frequently (sbout once in 350 hbura of tr:h:‘.m'icgi'ch.). ) .

.
- Y X
¥

rt.uposaiblztoda‘boctnost'ora.uoftha’ul : |

. . . -

bymmsntaduicacﬂlada' \michvﬂlnombetud

| Immortmceof..mhAMeecmxbemeh:

ermhasized. Itamcmﬂ.dpmv!.demctuiéﬂythawrtof S

cryplanalytic material vitdl in tuc 4£fort to exploit t.be—
mtmmmtithecamposﬁibletoxudm[:[

the basis of it omﬂd 1d=nufy potentially xendahla xda-
terial proptly. ‘lhedmleimt end use of] 5 |
deserves grosat uaphnis. The possibility of] . I

13

detection ip the weruhelmin(m nore ditricu.lb problen of

sbodl.d be investigstod.
3. Avess of Ytterceptiom.
Relantloss vork mist be contimied oo the intarcepticn of

ﬁmhmuhasmr:jemm rotor wachine

1
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traffic 1s found. In this fileld it appears that inierception must

be global, and include surveillance of all countries, re erdless
{b}(1)

A itly this is an mcceptable
pparently ¥ (b)(3)-50 USC 3024(i)
_(b)(3)-P.L. 86-36

of present political alignments.

present viev.
However, it sppears that certain couyniries, sich a8

.
. *

and others do not, for

cue reason or another, get real attention.
The viriual lack of interception by the United States

from listening pointe in the Jestern Eemisphers 18 & cause for {b)(1)
(b)(3)-18 USC 798
concern, A poverful receiving station in the Texss area should (b)(3)-50 USC 3024(
C e e aea ... (DN3)-PL 86-36
be valuable| | Buch & statioa .

could also serve ac & site for {ield trials of antennas and other

equipnent.
L, Importance cf Consolidating Effort of
Most of the Toregoing Jiscussion bas been concerned pri-

.
»
*
-
.
»
»
.
.
.

.
.

marily with It has been made clear, however,

.. that most COMINT material c.onceming -curmtly comes from ..

'L

interception and thtt ve W:mat

* e,
Tan e,

.
. “'no

muonsbl.ymtm;wrﬁé't"'hwrﬂtm""“----- o)1)
{b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36
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OCMINT 1nformstion 3lays sm essential part in the interpretatioa
and evaluation of such signals. Rurther, the eguipment and per-
somnel used for this rungs of intercept have so much in cosmon
that sll of these intercept activities sre usually carried out

at the same stations as those used for COMINT signals, vhere the (b)(1)
(b)(3)-50 USC 3024(i)
various radiations now compete for facilities and attention. (b)(3)-P.L. 86-36
X

The size of the Job now calls for unity of effprt.. ‘e -
have seen the magnitude and ccst of thel::j.lnﬁe:mcpt.

problem discussed earlier. Together with this ve face a tre-

.

mendous volume of valuable |:]'£ntercept and a Jreat range

cf thege other radiations. In vieds of the urgency - the need

for {nformaticn ﬁ‘n:n'

scurces, there can be no hopest end informed excuse for a duplie
cation of collectins ¢r proccssing activities, or for a scattering
of talent mnd effor:.

Technically, duplicaticn ur separate operation of inter-

cept activities tends to put us in the dengercus positica either o)1)
b
of lLaving every existing scrt of intercept equipment acsigned to  (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
each cetegory of intercept, iu order to keep current during the (b)(3)-P.L. 86-36

inevitalle technical changes v freguency and modulntion of|
trecsmission, or of being lefi out in the cold, perhaps at a most
critical time, following changes because the only appropriate equip-~

ment ie¢ used for other and perhaps less well-considered purposes.

33
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In support of this, veo mxy note that Nr. Axel Jensen,
of the Bell Telephone lLaboratories, was told during & viait to

Further, separation of activities into COMINT and ELINT, -

- (B)1)
may lead to misinterpretation of 8ignals even vhen they are inter (b)(3)-18 USC 798
cepted. Those active in ELINT apparently define ELINT as any (0)(3)-50 USC 3024(i)
. _’(b)(3)-P.L. 86-36
sigoal which does Dot to tljeir imowvledge ‘carry volée or tm * '.‘.,‘:

]ligxm.l.l,mdparticularly . .,'

| might give little indication . df

their voice or textual charscter to one not vitally i.ntere.lt'.d in

COMINT. .

.

The growing difficulty of intarcept, ms mp. and more

traffic is carried by and the growving

variety of uses and subtlety of modulation of redis*ion, call for X
the maxtizzs possivle coordination of all interception activities in

order to achieve tne mexinmma in both penetration and utilizstiom,

greatly strengthen COMIRT activities.

3k
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Aning were of forvign imtelligmes, siagle ecllestim
and prosesting of interospt {8 prbedly the mest ecotreversial
podid of the United Mates’ WM. In Wis
Punal, however, there is ghgolute 8090rd. Based eo the knovledge
ef 1957, and ve oculd ssarvely have resched this ecnnlusion st
' ol eariliar 4abe, ve belisve What all Precesging progrems of

|| comte, MNP, ok their relstives should be integrsted wnder

the direct ocontral of the NMAA.

The natural tendency to sn insdequste integrstion 1s
rether unheppily {llustrated by s hybrid astivity st Xelly Field
and st the Nstional Teciniosal Processing Centar, involving both
COMINT and KLINT. IKally Field has detwvean 100 snd 200 crypte
saalysts and is acquiring assoaisted machine facilities. The
NTIC professes to be interestad in talmmstering signals snd not
in digital transaission of othar tnfomstion, byt in prectice it
has been unsble te distinguish with certstnty cne sort of trwns~
nission froo the othsry. The oontioned hendling of KLINT asterial
by those uninterested or not highly skilled in COONT oculd leave
nev and perheps crucislly vital sources of infomastion untapped.

This extra~E8A fioterosgption, handling, snd analysis
1llustrates tha close nssogiatism of COMIN? end ELINT in mmotdar
anviramsut. It mises a disturding questien, hewvever--Rov omm
such activities grov up cutside of the ERA vhen even the moet the
country ean muster for cne oomoerted attack 1is mot scough?

»
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There axe presmbly amy sosvers t0 this, desply sosted
ia Ow histories of isdividaal military servise intelligmos beunches
el in the tensions acoopunying the fosmetion of the RSA 1iteelf.
fove sll, 1t may be 1n part & result of the frustretion of the

-18 USC 798
-50 USC 3024(i)
-P.L. 86-36

mmuitmn&tbemrdadumm- lhrinknic

ooaleoftim Mthecryptuna.]qtlc . e

*

hzsdimuhad,thenatumluneumeuormemmtuv and

t.netaelmgotnmdforcvemig:tuaminso‘rairnmmtm
incrensed. As the backlog of BsA memept preseotly incepable
od‘l lt.he 1.ntem&1 urgency for pragpt pro-

cessing of intercept has ma'vitat.:ly diminished. By coutrast, of
courss, the Alr Force needs camunications intelligence overnight.

Its greetest present need.f{s for the fastest possibie processing

of [i0 an orderly sod teut treffic shop. Tots

calls for irmedimte solution of technical problems. Indeed, Kally
Field has achieved overnight exploitstion of much intercept ance
1t reaches thas (vhich may taxe days or weeks). Tne Atr Force

lools more and more to this source. BPBut Kelly Field may black out

NBA muat be the natural guarsator

of keeping curremt om I......'.'.'.'.'.'.'.'.'.'.'.-.-.-.-.....'

-18 USC 798
-50 USC 3024(i)
L. 86-36

TU"—‘
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(b)(1)
(b)Y(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

13
.

In ways which vill be emmmined luter em, ot SDA'MBA, . ..

and recondite vork of

mmummmmwbw

although sraffia

banding end curremt vork hawe been conscientiously pursued. Tt
1s lman =nd imevitedls, hovever, that beesuse of the exphasia of
the difficult oryptenalytic werk of PAOD, s tidy daily run-down
of all[  |traffic has not alvays come first.

»

(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
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As m wisrstenishle but frightening scusegemmos, the
ELIT srea finds sbout
intercapt being processed in its damaia. Meturally, full ocpies
of this activity are officially svailadbls to the NEA, but the
interrelation is cften confined to that rarifisd end nominal
resln of "cognizance® with too freguent loss of effectivenses. :
W huve seen esriisr thet the prospects for resding the

tragic to coutemplate the pogsibility that, in some time of EE;E%;:2§L9§53360240)
anargency, vital enciphered masterial aight get mtoth.m .
of cryptanalysts mammmunnmq@.-n‘ﬁm .
more tracic to contexplste the posaibility. t.m-mo oisinterpre- .
'mimorm,ormo::bom,m,vxmw :
pragptest and most expert evalustion in the light of all of our .;:\\

COMINT infomation, might perhaps lead to & fmulty decision about - | -

— e e — e m———— L e ——

s national sctiom or inactica.

o The ELDMT enzlysis fincticus-resoluticn--collation—s .
correlstion--synthesis, right up to disseminstion, shich 1s car- .
tainly the user's Job, should bde 4irectly enrclled in the NSA. :
Infdeed, the need for integretion of ELINT end COMINT is well :
recognised and vell practiced st Kelly Field. Conversely, BiA must
emmumorpmumanmw
as wvell as sound. The prodblen is as mch ome of understamding snd
mﬂtnammmm,mmmm"f
t0 kesp ressonsbly curreat on the| |

nesasged adq.-—,—(—va—q_mn_;:_‘p'“ - 4 = > B S, Jms s
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(b)(1)
Is & worldwide scllestion and Jrocessing exercise en (b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)
ensver %0 the ehronis issus of hov a truly cantrul agency might (b)(3)-P.L. 86-36
handls commmications umnmummmw"g'-

to be of tactical as vell ss strategic value? mroudmutun
military departments there is qu-ondipg, hl.ovly but pomsivnur,

s feeling that with t.h. umrd.u of its eryptanalytic .rrort.-
thmuutmmnmdmnintoldmmunbody, n far
G sowrces go. This inpression is ralse, unfa:.l.r, gnd
terridbly dangercus. A sense of urgency and unedincy 1;'.rampant
in the ES8A. Other ways tosttack the question of cpoed ot pro-
cessing will appear later, but would not a rea.].‘[ltic exerci.n
in which most stringent military timing is 1.npoaed..’bc valuable
to see vhat the present NSA network could .d;‘l

Considerstion of such an exarql.se 1a.$trongly urged.

It would require, of course, a closs liaison a:nong all the

services. It would be a cogent tut of hov.':tho total n Ua~

tion outputl could be handled in an

emergency. Rven two Years ago, at the time of the study of the
Techr!:al Capabilities Panel of the O[M Bcience Advisory Comuittee -
(Meeting the Threat of Burprise Attack, Pebruary, 1955), our

strong dependence for early varning on comsunications mtcilipnco .

based on )

The situation is certainly no

38

—+TOr SECRET —EIDER—



Doc ID: 6699520

Yottary asv. Oush 0 comamications imtelligmos GEBTCLNe 88 Sug~

(bX1)
geoted etuld alae imscrporete prustice of eur desisicnmaking (b)(3)-50 USC 3024(i)
; (b)(3)-P.L. 86-36
ahility os dased oa such repid imtalligence eurveys. W

wufmumnmmmmg? .

.

.

. intesr-

.

coption as well as, of course, thcirpriu;y‘;mctmmm
communications. Also, [might vell be inserted

to test the spesd and completeness vith vhich they are handled.
3uch a prectice operstion night wvell shov clearly that the prompt
processing vhich the Air Forve, among others, Justifisdly demands
can already be better achieved within the WSA than at mny separste
activity (such as that at Kelly Field). If the exsroise 41d not
shovw this, the NSA would have the urgent duty to revise its opera-
tions until this wvas 80, for the NSA has resocurces of technical
proficiency and scope which could not be duplicated slseswbere.

In any cage, the diplication of cammmnications intelli-
gence activity, vhich seems to be increasing becguse of accidental
features of collectica and the historic conpromises vhich led to . .- B3P 86-38
the ELDff function, should be carefully scrutintieed. \mm
originally redistions such as those from jeming, ‘telesetering,
rndnrp\ﬂ.u.,l Po‘nnrmrmm
callection interests, groving use of dsta links and various kinds
of pulse coding have grestly expended the possidble infommstion

»
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centont of sk intarespt. It 13 lidaly thet woies semmmsicstisne

are deoaxing incressingly conosalsd. Thus, it seams that the

older metlons of Separsbility of varfous rediation interception  *
Jobs are beccming untenable. Signal intelligence is @ single field.
Reccsmendations \

(1) Mochanization of intercept should be accelsrated in all cases
in vhich human Juldgnment can be dispensed with., Available

manpower should be diverted to more accurate and cormplete

.

o)1)

(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

bat §

interception of nev kinds of radiation and routines mcpeet,hd‘ N

to yleld the zost

(2) Sharpening and mechanizstion of lu actively .
pursusd at NSA, should receive alditiomal esphesis st the .

expense of scme of the unused volune ecllecticn novbeing
done. .
(3 mnm-ndumummuommmumagi
COMINT within the NBA.
(8) A pev standard of urgency of truffic engineering, including
delivery of contente to oconsumers, lhoul.dbcutabli.lhedln

the B8A for critical high-wolums

{S) A glodal sxsrcise should be planned and cerried out to denone
strate the speed mnd oompletensess of commmicstions {ntalligance

L
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(6)

, b
e

explaitetion by the REA, partiovlarly wder staulated
hostils sstion. This should tavolve demonstirelious of
the apeel of mpply o the Alr Jores, by a fully modilised
M, of dstatled information on all

--------

(b}(1)
ingredi should be included wvell e (6)(3)-18 USC 798
e be » 80 o o (b)(3)-50 USC 3024(i)
Fusion of these results vith conocurrent traffic enalysis of, . ... {(b)(3)-P.L. B6-36

. w0 =
------------
*» s u 8

Mlmtd by whatever fragzentary

eryptanalysis is possible, st the NSA to lead to the highest-
level decisions would be & further valuabls sxaxciss of

total COMINT capacity.

From the preceding exercise, as well as from current exe
perience, there should come sn overhmuling of COMIAT trsus-
miesion systems. Comnunicstion nets vhich sllov proper fleld

distribution without, logging, or beilng stopped by, Washington
oparations, should ba devised.
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ma&wmmmm&
able for routine processing and the extrecticn of their intelligence
content 1s one of the most complex issuss the Punel faced. When
the volums of intercept to be handlad was very much less, the goal
wzs hard copy, that is, mmchine-produced characters (typewriting,
etc.), in contrast to handwriting. Hard copy vas valusd because

human beings could resd it repidly and scouwrutely. Today, becsuss
the volume of material has incressed snd because of sdvances in
meachine procesaing, the goal must be a form of record which
machines canr read rapidly and accurately. Paper tape and mag-

netic tape on which sither pulses or audio signals are recordad

(b)(1)
are possibilities. (Whenever specisl reading mschines are econoci~ (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
icully feasidble, undulator tape is also & possibility.) (b)(3)-P.L. 86-36

case of | paterial, becsuse most of r.h.tu.:uu

currently merely fed into the super-store of backlog. Beyn’r.t.hnln-,
this type of signal requires and to a degres receives conm
checking to look for evidence of machine changes, dfi}rmt

routing practices, and so forth, We have loqn.t.hlt some of the
required {mmediate identification of| __ [should and may socon

be done in the rield. In the face of such extensive and Adifficult

b2

—TOP SECRET—EIDER-



Doc ID: 6699520

srocessing prodblems, there is, &8 yet, mo jlam fur progessive
salytioal yreparstics of this Lxmense swpply by machine means.
Machine processing should also be used fuor| ]
| | This will become possible if emch material
1s recorded in luitlbl..?duly.-l discussed in Appendixz ITI. The

analysia of vhich

are Atminishing in volume, represents sn &rt which sust be kapt

vigorous for the treatment of mtcr!.q

b)(1
feremt kind of preparation co6r analysis which is, in this case, Eb;E3;-18 USC 798
{(b)(3)-50 USC 3024(i)
mostly editing, word recognitiaon, statistical surveys, end the (b)(3)-P.L. 86-36

lixe. Purther discussion of this {s included in the next part. ‘,"'

2. The Flsce of Processing in the NBA.
Processing and analysis are primary R/D ta._r‘ggt'-‘nthom

secondary to high-secrecy decryption in NSA. o

The Panel finds thet research and -development at the NEA

has been busiest in connection vith preparation of material for the

cryptenalysis of | [systems snd 1n machines for

carrying out some computations required by cryptanalysts. Pre-
sumably, this was considered to be the area vhich would benefit
most from scientific and engineering studies. The research and
development activities are, however, clearly identified, not es

cryptanalysis, but as the provision of machines accessory to

b3

~“TOP SECRET—EIDER——



Doc ID: 6699520

—TOP SECRET EIDER-

eryptenalysis, or for the preparetion of msterial for ssalysis.
Indsed the research snd development ares up to mow has defined its
ovn funstion ae that of anticipating the needs of the FROD ares
for equipment, and PROD's demands have oome largsly in connection

vd.thl eryytanalysis.

processing and even analysis should manifest themselves in terdw - - . 0)1)

of equipment. Hovever, we assert strongly that ideas and abstrac- (P)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

tions must be more fruitfully cultivated in some form in a research (b)(3)-P.L.86-36
and development area. The research and development aresg must de-

velop their own viev of frmmediste and future possibilities and :

nesds in the vhole field of dats processing, and also in the field .

of cryptanalysis itself. In the case of cryptanalysis, a concrete .

suggestion vill be made later.

3. The Place and Promise of Computer Development in Cryptenalysis
and Processing. .

Computer development is easential, but it 16 no longer .

the way out of high-secrecy black-outs. We have examinsd the

question of vhether the development of analytic facilities, mostly

in the form of computers optimized for the| |

systems, can in 1tself lead to a solution of theae aystems. Ve
Teoel quite certain that it cannot.
The strategy of developing both certain special-purpose

machines for comparing and counting in cryptanalysis, and the
drastic speeding up of large gesneral-purpose machines for the

by
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whole esplex of essbinetoris) yychlems, like eigher nashine seber
staxlskion, asvertheless yomm right ia themsslves. I Juré I
wader the | jt¢ vas exphesised thes extaustion
mwmmmmmm-m
hidden oodes. W,M-'Mmunﬂ;n-
visioned by the NSA in the —

*
¥
-

axv the essencs of much hope. .,

(b)(1)
t. (b)(3)-50 USC 3024(i)
Any exploitstion of resdsbls systems, W 10C per (b)(3)-P.L. 86-36

cent or 5 per cent n.d.ublo,vﬂliwitah]qpmnthot&chno—
logical cspabilities of camputers to the utmost. \\ﬂatkn.hm.tm

goal crd and vhno .,

: (b)(1)
millimicrosecond pulses have been achieved using trensistors, the (b)(3)-18 USC 798
more speeding up of camputer elsments vill not suffice. The Penel Eg;g;‘goLUgg%O%(i)

favors the current attitude in the K3A that more may be gained in
the near future from radically differont arrsngments of coavene
tional slenents, perhsps combined vith nev devices, than rxutbn
mere such speeding up. (In the loug run, both directicns of -
advence vill be combined to reach beyand the capsbilities or.
either alone.) Certain sorts of special Arrsngements weam
into being relatively scon, snd may provide s substantisl gain
inmahticdpmcnnnalpeod--a@unwhiehhub’i;m
sought for ysars.

Bowever, Ltmwmmﬁmofm
wmntyumxmmm,.atmmmn

total| ﬁtMpmum

b5
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less than bed besm thowght esrlier. Thws, xiile the Pagal suwports
the plesned gutisy and goals for hish-speed gemeral-purpose oom~
Juters, it delieves thet severul specisl-purpose coxputers in
immediate resch ghould not be neglected because of the proaise

of a 100« or 1,000-magacycle machine.

Special-purposs computers sre attraptive additions to
the cryptanalysts' desk and mind. Keen engineering skills should
(b)(1)

be put on full use of m@tm-tm machine Just der . . ... (b)(3)-50 USC 3024(i)

)
v b)(3)-P.L. 86-36
livared, vwhich wvas designed at N8A to read certain mnuu lbrse _____ .( )3

codes and follovw some 57 possible instruqtions: ” 7Y hu alrea.dy .

conceived a mwodification of this machine to reccrd in .

manegeable form the tie intervals Letween reference points (dxis

crossings) of a signal. Since such intervals contaln frequency

informetion, further modification might yield a superbly simple ana

efToctive way of examining vest gquantities of In
b)(1
any case, such high-speed editing machines | has about a Eb;23; 18 USC 798
(b)(3)-50 USC 3024(i)
20-microsecond cycle in its core memory) seem to be a principal (b)(3)-P.L. 86-36

hope of managing the flow of material that will, have -tb'Be

filtered 1f _fragaentary Dréaks can be made into certain sorts

of traffic,

Bayond editing, howvever, it would seem that computer
development should turn towvard involvement with the eenior crypt-

analysts' daily vork rather than toward some heroic, genersal-

purpose, centralized machine. While the

rogren (vithamchine perhaps 100 times the .

(b)(1)
(b)(3)-50 USC 3024(i)
b5 (b)(3)-P.L. 86-36
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expacity of the 1103 or TOM wmita snd sm eutput egml to 5 or 10
of those wnits, as a result of improved orgmisation, LO-megasyels
logle, 2-inch wide tape with 3,000 bits per inch, and o forth)
is sn eimirabls affeir deserving highest support, sttentiom should

be turned promptly toward making it available to eryptanalysts Eggg) 50 USC 3024(i)
vho vish to do faat but fragmentary programs. In sdditian, s [b)3)-P.L.86-36
special ~-purpose machines, such as &M:Phlch m «mceivtd )
for such time-sharing, deak--culc uss, -lbould. be npidly tutended,
as indesd NBA hn n.lmiy pllnned in connection vit.!\ an expazmion
of the!:]-type of facility. L .
iy, The Need for Fundamentai Advances 1n thc Cryptanalytic lUse
of @uten. .

The Pmnel haa conveyed .tté specific judgments about EE;E;;-W USC 798

the naturs and use of machtped 1n cryptasalysts becauss 1t be- (D350 USC 30240

lieves that the central’hope .f evestual sdvance in

decipnoroent requires that the sophuisticated

cryptanslyst learn nachine lancusyge and prograrmning thoroughly
encugh to forumlate a sophisticated machine attack cn e code.
This requires the solution of extrewely difficult problens: |
th.e formulaticn in clear terms of cryptapalytic .ecnniques,

and the adaptation of these techniques to machine larguage or
the develomnent of ac interpretive language in vhich they may
be easily expressed--an Interpretive language w.aich machines
could translate into machine language. These are problems whoee
solution vill require much ingenuity and a great deal of time

and effort. Bapplly, ve have seen & modest beginning of this

—TOPRP SECRET—EIDER—
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in the EBA., lowever, tha 4diffieuities %0 be overcome are far

greater than the mninitisted might expect. They are not primarily
prodblenms of machins design or performance. BSome at NBA have

(b)(1)
recognized this, but this recoganition 1s yet to have its major (b)(3)-50 USC 3024(i)

.(b)(3)—P.L. 86-36
influance on the nature and exteat of what 1s done. A careful .
suwmmary of this problem and its position at RSA appears in .
Appendix IV. .
The Panel applauds the preperation and use of various *

spocial-purpose machines for rotor simulation, fncluding the °

and soc forth. It urces that these be extended as promptly as
possible to the exmmination of made-up problems which can furnish
direct informaticn on the cipher lsvels we may face as electronic
rather than nmechanical combinatorial devices become customary.
Recomnifféguions

(1) Cowmputer plenning, especially in the R/D stage, should be

rv iewved in terms of special programaing rather than of
over-all (exhaustion) capacity.

(2) Closest possidble connection between & cryptanalyst's formu-
lation of solving a crypt and a gemeral maechine language to
express this formulation should be attempted in new machine
desipgn.

(3) Computer facilities ahould be specially plannsd for easy use,
as are some desk-access machines nov svailable at BSA. More
casual attitude toward their use than is so far thought

norzal should be encoursged.

—TYOPSECRET “EIDER—
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(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(s) mwmummwm-mn
WWNBW[ dut
speaial -purpose computars in immediste reach should not de

neglected because of the promise of the former.

V. JORKIGN INTELLIG Y TO] |
J "5 s 8 R oas ] “.'(b)(‘])
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
1.  The e (D)3)

-P.L. 86-36

Presumably ths information contents of wanyv sccret meg-, W

ssges are actually reflected in masses of acceaaible comrmnléationl. .

Despite the nearly perfect concealment of| , -° lcotuunict— ,'

tions for the past several years, the *fntelligence comnunity has

nevertheless been getting -th;ortnnt indications ofl

| Bince the Panel has emphasized fregmentary

reading as the most we should expect fmm[ |
ciphers in the foresesable future, it may be impcirtant to loék‘
into the technology of the thriftieat coupling ci whatever ’,
fnformation there is with the great maas of| T
...... j .‘

USC 3024(i)

)

)-18 USC 798
)-50

)-P.L. 86-36

decium and ections are anticipated or reflected

b
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| tnstructions

by & mass of &tsseminsted] ;

and exhortaticns. mm.mmummm

by psople at the various asssssment agencies of the security m,' ) "0)(1)
b)(3)-50 USC 3024(i)
b)(3)-

there has not been s careful reconstruction of a series of periods ( (3)-P.L. 86-36

mchuh{ |

eonnected vith masses of lov-grade communications. Any prinup.l.u

derived from such a comparison would be of vital and imnediate T

could be

(b)(3)-P.L. 86-36
usefulness nov and in the future,

Beyond this sort of qualitative considerstion lies the

problem of actually sorting through the |

s =" (b)(1)
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
we should also keep 1. winé that L . . .(b)3)P.L 86-36
a s o 3 = 2 m o w « a u m a s u s » 8® --l--l"‘.'.-
and gany routine ..‘.
activities are regularly deciphered frum . )

systems. Presumably similar codes are concexnad in the U. 8.

anc in

certaln of their internal comxmumnicationg in Viet Kaa and Indonesia.

Thorough abatracting o: l
intelligence tradiiionally sought only ir

Teveg): - ¢+ - - .

(b)(1)
(b)(3)-50 USC 3024(i)
. (b)3)-P.L.86-36

In all handling of these auxiliary sources of intelligence t.her.o
is supposed to be rigid adherence to the Users COMINT Objectives
List of some 12 items. A disturuving unreality persists in such

a single 1list of objectives, which tends to concentrate sttention

50
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l-".;_i'i- .t

oviainahle only from some Today, spproxime-
sions to scme of ths information sought are derived im s left-

handed way from a bdulk of only partly sssimilsted material.
Supplenentary, adjustable priority decisions probedly do, and
surely should, take account of real rather than ideal exploita- °

3
-

tion. The Panel bdelieves in the i{mmediate importance of an .

-

operations mnalysis type of study aimed at bringing the mass

production application of the Objectives List into line with

the best content of the content

of several hundred thousana Lmessagces per. month., ., .

As Appendix IV on programming brings out, there 1s

importart progrese in the NSA toward machines vhich can npidlv

exploit{ It shquld -be-* Poesible Lo coa- *
vert such messages o taxt by machine and to z‘r:ploy .~.

speady methods for scanning the large body c,."du‘ch ccpy ip cone
Junction with tne seanaing orminterc@tion..'mc Lo
scanners oovw locking for special words 1n| ought as

soon as possible to bve supplenenied by word-recosnjtion machines.

A possldble design for such devices is discussed in Technical
Adjunct II.

Eviagently, the filing and cross referencing of informa-
tion aftos it is completely reed ic mlone & formideble operation.

It too must have improved machine treatment such as cen neither

51
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e chtaiasd novr affordst Ly separate activities in a Kslly Field er
other nilitary headquarters sumsle operutisnally (for geogrephy is
of mh less signifiomece) fyom the BIA resources end skills, Never-
thelsss, harwe, t00, Xally Field &oes & prompt, well-amneged b of

refarence assesubly which is a stimulsting, if limited, exmple. (b)(1)
(b)(3)-50 USC 3024(i)
MM&EB! ourrent cperetions from the (b)(3)-P.L. 86-36

be_good for CONINP vigor. Buch an objective il -’
mmmrmwupmmmnu-qvmm°
pmpcmotth.ﬂ.tﬁtmm )
2. irgent Current Values of| - .
mereisl operetions into 90 principal d!.atrictn nay t.cuporé.vily

enrich tha cantent of cipher sthM- .’ .
It is underniood that, vhile rev aaterials, nenufecturing, emd (b)(1)
(b)(3)-18 USC 798
merchandizineg oy distribution sotivities will be controlled (b)(3)-50 USC 3024())
b)(3)-P.L. 86-36

wy.mwmwmmmr_wﬂu..:..(

ewcemina&velqmtwttﬁtyhuoﬁnﬁelhdhb&mtm
nmmmmemmmdenmm

and so forth, c«:ooiv.lm:,' a irportant period accampenyin: the’

|———————T b)(3)-50 USC 3024(i)
camumicstions concerning this vill be sent vie nevw (b)(3)p|_8636

sd perticularly vis the repidly strengthening

52
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ﬂ ‘-lod’ bl U ot Warawr ot b L foxa ¥

seted onxiiay, Yat for the amnt few Jaaes thaow 24y b emsqptisnsl
valugs 1ia move mussive and dstallsd sbtentisn %0 the W)k of
material that has Joevieusly sssssexrily besn ssneviet spottily
Sreated.

I[iitering of a1l grefes ef ¢iphery for ixformation values
semus_tapertent in
cther changes. Sixilarly, the sxpanding commmicstions in i
] vhile subject to
large fluctustions in both scoessibdility snd iz.xfo'rett.... sbould ba

*
» *
* -

RN

bandled by such seai-routins zmachenised surveillance cathdds, .

.
*

The sttituds in this vhole area is &xuinated by the consuzer dew

3
-’

-

(b))

zxnd tor occult and (perhaps wneomnmicsted?) military infomaatiom. (D)(3)-18USC 798

{(b)}(3)-50 USC 3024()
Tue conscisntious staff thus beoames obsesasd vith ciphers--the (b}3)-P.L. 86-36
pore Aifficult the better. A grow intellectually suited for
¢rytpamalysls must be strengthaned for that task, dut hmdreds
or even thousmnds of others in COMINT should feel equal «phzais
on sssimiiation of existing, sccessihle information. .

It vould be mmmmmmmx«zxm{

find most effictent 1in using the grest dulk of military and come
nercial intelligence that the frus world openly comrinicxtes and

oftem publishes in pepers and jownals., What filtering system is
applied, sxy, to the Nev York Times, or Avistion Week'
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hhtimof&nﬂnﬂathcprﬂotmm
comnnity with allied nations seens already of grest technical
value and should be discreetly expanded.

We have long linked OCHR in the Tnited Kinglom integrally

vith much of our activity. As wvas convinaingly implied in the (b)(1)

rt of Rovember 1955 by Dr. J. W. Tukey to Di £ N8A (b)(3)-50 USC 3024(i)
report o 955 by L rector o ’ (b)(3)-P.L. 86.36

"Visit to OCHQ,” this UX-UB cooperstion 18 & tremendous adjupot * . ‘.

to our own highest skillas. A

« * . . .

Our contacts with con_npn.i-chifom intelligence ,;ir‘uctice.l .

and techniques in qthex &Ll:lau countriu,l x * N ] -
]countries lixe the ch revarding,
especially in connection with Fy:tems,

and snhould be cultivated.

vVI. N8A--THE RATIONAL RESQURCE FOR COMMUNICATIORS INTELLIGERCE

1. The Need of a Nev Pattern for the X3A.

The Panel finds that the National 8ecurity Agency has one
of the highest levels of technical efficlency of sny Government
office and deserves the unqualified support of the military and
civilian complex concerned with our nolitical and strategic
policy. This judgment is based partly on & clear and forceful

impression of the competence, intellectual stature, and devotion

5k
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and effectiveness of the staff, but 1t also resta om firm
ssiemtific bases, ingluding evidence that informstiocn om weapons
snd logistic cepacity comes more definitely from commmications
intelligence and properly related ELINT effects than from any
other source.

As noted in the Prefuce, the Panel's recommendatiocuns
about the NSA invelve shifts of emphasis and organization which
are related to a viev of its activities appropriate to the situa-
tion vhich it faces today and must face tomorrow. It is not
wvithin NSA's province to make these shiftes either oo its own
initiative, or on the recommendation of any advisory group. Only
clear leadership and guidance from the sources of its most basic
policies can create a situation vhere these shifts will not only
be possible, but administratively obvious.

Given such "guidance from on high,” a most fundamental
change in outlook can, and should, be sccomplished. Central to
the NEA as @ researching, developing, producing, continuing or=-
ganization is the i1ideal image of vhat the K8A should be, not only
ir the eyes of its administrators, but as seen by all of its in-
formed perscnnel, especially the many thousands of informed membars
of 1ts Washington staff. BSuch sn image can deaw ESA ahesd, hold
it back, or even destroy it.

Thousands of NSA exployees are most devoted and intel-
ligant publie servants, skilled in technology or administration.
They are largely denied the satisfuction of pudblic recognitiom of
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ovident acomplishments. Indesd, they are gmerally dmied even
the satisfastion of being knowm to de wrking on sn important preblem
for the ypublis good, as would be the case if thay worksd st los
Alamcs or Ramo-Wooldridge. Natwrally, thay have sought, amd oon-
tinue to sesk, the dest svailable substitute. Through this
search for recognition and spproval, they have tended struagly
to {dsxtify the ashisvemsnts of the Agncy with the astounding
war tioe sccomplisiments <f s tiny group of inspired and eminent
cryptanalysts. The supply to our military and diplomatic heads
of the ifuner secrets of otner povers Vas & var time service vhich
connot be overestimated, one that camnot, and should not, ever
bea forzotten.

However, cover the past decade, notwithstauding the coge (b)(1

)
(b)(3)-50 USC 3024(i)
stantly increesing skills of our cryptanslysts, our sccess to the (b)(3)-P.L. 86-36

Neturelly, the sxbition to regain this sccess and the search for
vay to do so, in order to continus to desexrve the confidence which
they have won, still constitures a driving force for the R3A,
vhich accounts for many curiocus feoatures of its organization and
operution.

Today, the larger part of ths prime intellect and leader
ship of N3 1s concentrated in the ADVA section of PROD. (This, of
ocowrse, is the part of PGD vhich is least concerned with
"production.”) Yot the enterprise and courags so strongly dis-
played here are despscuiely nseded in other parts of the Agency's
operation.
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It seems almost 85 if memor¢es of Susoesses in eariier,
simpler tines have crested a Frenkenstein-like mouster which muasses
constantly greater hesps of material whioch a dosem or 20 arypt~

analysts, experienced and capadle of attacking such material, cannot
even lift, let slone survey.

Conversely, the most pressing problem of the Agency, the
great organizational and engineering challenge of exploiting
quickly, wisely, efficiently, and as fully as possidle, all of
the various signals which are cur.ently actuslly or potentially
useful, has come as a necessary but not welcomed diversion to the
most skillful and original intellectual leaders in the Agency.

NBA has most characteristically, under both its military and
civilian leadership, worked manfully despite this condition of
split personality, but its full potentialities 4in contributing
to the national securiiy cannot be reslized wvithout a recrienta-
tion in the thinking and atiitudes of its leading spirits, =&
reorieatation on which corresponding reorganications of structure
and function could be profitably based.

2. Broad Problems of NSA's Research and Development Activity.

The researcl =n. development organization Las, wisely,
been encouraged tc taikc¢ a leading part, in cooperation with the
otbher parts of R3A, in planning aud supporting NSA progress. Top
admipistretors in the Department of Defense and the NBA have given
most thoughtful snd devcoted attention to the support and growth of

the R/D organization. The evidence and the record make it clear
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bhow theroughly [isutenant Gemevel Ralgh J. Canine ser and wder-
stood the desp need, in a eentral commmnications intelligsnce or-
ganisation, for a vigorous research and development organiszstion.
Great strides wvere taken during his term as Director, but, as
General Canine potnted out in his testimony before this Panel,
the Jjob is far from complete.

The neé#d for adeguate contacts with extremely competent
outside scientists and engineers was clearly recognized at an early
date, and the official position of such consultants wvas strengthenea
by the setting up, in 1953, of a Scientific Advisory Board composed
of eminecat academic, government and industrial sclentists, and
assistel by penels of consultants in mathematics, electronics,
and telecommunications. By and large, bhowvever, the members of
this Board continued to operste as individual consultants. Besides
the Robertson Report of 1953 on COMINT as a source of early wvarn-
ing, the only example of & collective study of & broad area of
N8A activity would appear to de the 31 May 1957 report of the
8cientific Advisory Board's Mathematics Panel on the use of
mathematics and mathemsticians throughout the Agency. We hope
that the clarification snd readjustment of NSA goals, recommended
in our report, will be eccompanied by & ltmthmng of the
Scie-4ific Advisory Board as a source of vorking groups concerned
with the technical aspects of many more brosd problems vithin the
Agency.
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hile the top sdxinistraotors and the Scientific Advisory
Joard eontinued to emphasise the central role of ressarch end de-
velopment in N8A affairs, the necessary persons, «xperience, idess,
and insight could not be cresated overnight. In partially adspting
itself to nev times anc nev problems, the N8A faced obvious
problems of development. It was natural, and we believe wise, to
press first and hardest on development. However, General Canine,
himself, bas expressed to '8 his belief that research has lagged,
and that this should be corrected.

In part because of & sequence of fateful events, partly
triggered by the emergency conditions of the Korean episcode,
aggravated by many changes in to: persoannel, the intention that the
research and develcpnent organization should play a central role
is still far froz realization. While there 1s continuing =nd, in
many respects, effective bulld-up of the R/D progrem, tne R{D
organization peems never 1o lave assumed the necessary leadership
in fo: ding a patterc o1 the stealy renewal of RSA.

wWe should emphrsize that this has not been because of
lack of over-all support in either funds or people., While further
expansion is currently sought, the continuing growth of the R/D
operating budget (from &bout 14,5 million in 1955 to 17.5 million
in 1957), together with the presasnt size of the organization
(about 700-800 persons) shows that administrative support of the

R/D complex has not been absent.
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et has been absent has deen a recognitiom of EBA's
role 1n & nev ere 8md, specifically, a recognition that research
a8 contrasted with both production and dsvelopment, 18 aa sssentid,
central fumction of N8A; & function which must be carried out well
1f WSA 1s 0 do its best against the mounting challenges it facea.
In less vivid terms, the fifficulty has centered in the internal
aims and euphasis of the R/D organization. There have been pres-
sing diversions from the path of forwvarde-looking leadership. In
particular, as explained above, it has been quite naturel for the
mathematical research group to turn towvard PROD problems, instead
of systematically attacking certain basic problems of cryptanalysis,®
and for other research and development groups to twrn tovard the re-
cent exaggsrated emphasis on machine design. Accordingly, thers
has been little chance for any substantial part of the whole R/D
organization to think and act together toward integrated progress
of the NBA.

Because of this situation, the Panel recommends rether
drastic proposals for strengthening this part of the COMINT effort.
These are drsstic in that they call for unusual organizational
action, dbut they continue the orderly growth of the past insofar

a8 aims and techniques are concerned. They are in line with the

¥ These are revieved in Technical Adjunct 1XI, Estimate of
Technical Bituation in Cryptanslysis.
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need for styemgthening research vhish has deen slenyr to kay ad-
Einistrators {x BSA, as evidsnsed by such far more drastis
proyosals as PARALLEL.

3. Bréef Discussicn of Cartein Aspects of Oarrent R/D,

As a background for the proposed changss, ve need to dis-
cuss further exmmples of present A/D work. Part IV has already
treated activity in machine design and perforsance, as it arcss
in connection vith processing and analysis, although attention
vas not there dravn to the unfortunate division of machine de-
velopment activities between MPRO (in PROD) and such R/D con-
stituents as ANEQ, MODL, and ENGR.

The basic science groups in R/D deal principally with
physics and mathematics. Physics is supporting, with Justifiable
pride, a number of important scadexic researches. Those devoted
to the upper atmosphere, with thelr implicaticns for propagation
of signals, antenna performance, and related basic factors in
interception, seem appropriate. Buch suiteability is also apparent
in certain progrsms on theoretical physics, such as the N.Y.U,
work on Maxwell's equations, although the quality and crténtation
of such studies might be improved. The vork in ths field of
solid-state physics is discussed brtefly in Technical Adjunct IV.

Engineering research activity in R/D 1llustrated how
alert observation of vhat can be learned from extersal sources
can be of the greatest value. The preoccupation of one group

with certain components for high-speed machines, especially with
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those usable in electronic reter stmilatien, is of %p wvalws for
the ESA. This iz exsctly the sart of Junctien with outeide ua-
classified activities that should bs firaly sad steslily supported.
Far instance, electronic rotor simulstion fmvolving mill faicrosecond
pulse rates snd megacycle stepping rates can and should intersct

strongly vith modern cammunications dsvelopments for pulse genersatizm ggiéi:giygg;g%(i)
and handling. Purther, such techniques could inspire systems foy. -
COMEEC vhich would protect our position for years to.oamé ‘and at the
seme time give us possible insight into, the' icet threatening machine
advances by foreign povers. . :° et
'Bml:l‘(;mputcr progra affords an important llus-
tration of how the program of thia part of R/D should be revised, §§§§§§-1a usC 798
(b)(3)-50 USC 3024(i)
once the revised objectives for the NGA are put in force. The goal (b)(3)-P.L. 86-36

-
-

of the 1,000-megacycle repetition rate can no longer be regarded as I

& near magic solution to the problem of breaking |

ciphers. Thus, & back-bresking effort to achieve a camputer of this
capecity is unwvarranted. On the other hand, a shrewd, wvell-eagineered
advence toward this goal ghould be of tremendous over-all importance
to CONODNT's general capability in the years to came. From this broed
view, however, the effort should be to establish a new level of cam-
puter design, such as recent canceptions of microwave logic appear Lo
offer, rather than to rush a computer to campletion by an extravagant
expenditure of both momey and of our technical resources.
In contrasat to some of the research Aiscussed above, some

of the mathematical work (end eome closely related wark) 4n R/D s

&
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(1)
(3)-50 USC 3024(i)
(3)-P

alearly pointed towsrd the best intereets of E3A. Ths Penal's L.86-36

Wﬁ-dhhmhﬂnuﬂuaﬁhmw-.~:
cates good insight into the basie needs off Rl
nummm.mm,mtttu-mmcupw:
a nev eaphasis at NSA. In their four divisiomns, ctcmzocﬁ:;hu, :

cryptanalytic, statistics, and methods research, BSA's mathematicians
have begun a systematic formulation of cryptanalysis that encompesses

many of the improvements advocated in our discussion o.:f processing °

.

and analysis in Part IV. J
The statistical division's lchlevment:'::f a program for
the 1103-E Univac camputer S
oputer] (b)(1)
| 1s & besutiful single  (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
example of vhat must be repested many times in the future. This (b)3)-P.L. 86-36

was the sort of capitalization of learning about the fundmmentels. ’

of sophisticated machines referred to in earlier parta. Further,

by means of this progrem, actuslly has

found intense applicatiom &x;fnk-thgl:[in reeding messages

vhich were inacceasidble to earlier techhiques. Purther aignificant

progress has been made in another connection with \\q[ |

in which progremuing techniques exhibiting same of the bumad Jpdg- -

.

rents of the crafty analyst are attained. This work asems to have, .(b) )

(1
(b)(3)-50 USC 3024(i)
in NSA opirion, something of the position of harmless but not (b)(3)-P.L. 86-36

#The Panel egrees generally with the recent report of the Mathematics
Panel of the HSA Bclentific Advisory 3oard (31 May 1957) om the
need for and progress toward "a unified science of methematical
cryptology."”
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Sirst-ordar activiwy, but, to this Penel, it sppears %3 de closer
4han snything else to the 20Tt of besic work which the Pwnel belisves
%0 hold the best hope for progress in commmications intell igence.
M. Noeded Changes in the Bmsic Begmentation of the NSA

The next logical development, once the central role of
research for BEA 15 recogniszed, is to accentuate and strengthen
resesrch. That this will require the bringing together of the best
research abilities of the HSA is obvicus. That this will require
8 separation of research from development is not quite as obvious,
but the Panel's studies have indicated this to be equally nscessary;
in fact, the Pancl has become thoroughly convinced that this separation
will have to bde organizationally deeper than the Pangl believes likely
to be possible without special action. The basic subdivision of cam-
munications (and, as elsevhere recamsended, elctronica) intelligence
activities should thus be into production, development, and research.
All three of these fields of sctivity should be recognised as of
crucisl importance to NSA's continuing functions of supplying critical
intell igence.

The Institute for Cammunications Intelligence Research. The

centrai proposal directed toward sharpening end accelerating the NE8A

assault onl li.l the establ {shment of an external-

. (b)(1)
used). This organization, like the AEC's Los Alamos Laborstory, or (b)(3)-50 USC 3024(i)
the DOD's Wezpons Bystem Kvaluation Group, vould be operated under (b)3)-P.L. 86-36

external contract in close association with all the rest of the K3A.
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Such s orgenisation would &iffer from that proposed in
PARALLEL, in that, like Los Alemos mxd WENZ, 1% perscxnel would
dsal with the sudbstance s well as the abstractions of EEA. This

sudstance would mainly consist in dealing with the most difficult
aiphers, though but not beyond the point that thay were broken or
reascosbly penetrated. The btranch would be composed primarily of
the mathematical and basic research parts of R/D snd the bulk of
AINA froz PROD. Its leadership and staff would have professional

and economic levels fully camparable to the best scientific activi-
ties anywvhere in the nation. This has indeed quite generally been
maintained at Los Alemos, despite the high secrecy necessary there.
It 1s believed that the growing activity in the country in the
comxmunications field generally, and in camputers snd data handling,
in particular, wil} provide an incresaingly satisfactory interaction
for the professional expression of many members of such an B8A branch,
even though most 0." 1ts vork is highly classified. That is, there
will still be a chance for scientific exchange with, and invigoration
fram, rapidly growing callateral activities. This could, and should
€0 considersbly beyond even the praisewvorthy but relatively com-
streined SCAMP cffort.

This pruposal would overcane the samevhat confused objectives
vhich nov exist in the HBA structure as a result of the sincere and
diligent efforts of its leadsrs to adapt it to the bevwlldering
repidity of change in demands and pressures wvhich it has felt almost
weekly in the tense and speedy atacsphere of foreign affairs since
Korea.
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Iy $his yaqposal, the Whele yemaining structure of BSA
vould be resiied for & wmified and presise adjustast 0 the needs
sl oppatunities of the dgy-to«day commmicstions intelligance
struggle. Purther sdjustments may be ccnsidsred in ordar of their
separation fram the Institute for Commmiestions Intelligence Ree
soaych proposed sbove.

Developnent of COMTY? Apparstus end Gystems. The offices
of the R/D orgsnizstion oot includsd in the new Institute, el cer-

tain sections of the four PROD aupport offices involving development
prograce, especinlly a considerable part of the existing activities
of MPRO, should form the davelommert orgasization of RAA., Thils
cr-malzation would have the highest culling to trensfom knowlodge
€ . mopuratus deciyng into practical end ugsablo form. Presuaably,
tuis orcaniretion would seyve poth COMINE end COMIEC., It would
provide the best fucilitlos for encryption, decryption, pnrocessing,
ans interception that cen be sttained. Above all, this orgenizxtion
woild hare a chance to gvaluste end to select objectively fram the
very best froa the vast carplex of mathanmtics, physical acience,
clectrical and mecaanical englneering, ond systems rescarch that

is deily sccuwmlating in commmications and dats-handling fields.
This selocticn apd expioitatiocn csnnot be done vwhile the develop-
ment effort is dispersed snd presomitted, partly by fusion with

the basic research progrem and, sven woreve, by fusion with cpcrating
divisions, such as PROD and the COMIEC productiocn aree.
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funstions of the seven FIOD offices Desides ADVA, as dafined ia
hmmmmmm and exhibited in various
conferences vith the Panel, appear to cover the technology of the
appropriate areas vhich can give the best intelligence ylsld.
Critical in this, the majar, part of PROD is mostly the need to
spply the higheet efficlency of modern systems engineering. This
does not imply deficiencies in the current administratiom, but
racher a basic rearientation of the motives for PROD, taking into
account the patterns discussed in the beginning of this part and
elpevhere in the report. Throughout the personnel of sase 6,500
menbers, including both civilians and military, spanning the widest
imaginahle range of tziniug and instincts, tbere must be implanted
e uniform carvicticn of urgency and currency--8 certainty that they
arc dasaling with the possiule and the inmediate. Thie sounds nalve
when we know that under any conceivable circunstunces a large part
of the actual work of FOD officeg, such aa COLL, ACOM, and perteps
ALLO, are insvitably to build up backlogs. Reverthaless, the attitude
can e that even & baciklog should be built quickly and, ss far es
hendl ing of rav intercept goeo, the more backlog the more merit!
This, of course, would be backwards from the present systen, in
vhich the final reading of ths bardest, and hence moat belated,
codas is the essontial gauge of merit in PROD.

FROD is, after sll, the shadow of the military intelligence

groups collected together for the NSA. Systam rather than content
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is nsturally the criterion for taildiag wp the ecufidense of the
diverse nilitary consumers. Their treditions are such that withomt
m explicit, repid, curremt, Gefined systes of sommmications
intelligence production they vill be unliksely to rest content
vith sny saount of tecinical excellence in|
Sa mlnimotmwmofomerw!

Stemn egpbasis has been put on the finding that wve can
really suypport, st least in breinpower, only cme NSA. lHowever,

tho conselentiocus centrelization of commwmnications inielli cice

really alsd reras, &ud dazands, refinsd coordingtion witse otoer .

irtelligouce ageucies, particularly CIA snd FBI. HRarlior dige

cussiuas accanced tne reuarieble velues that ivitles .

relgiad to COMINT now sscume, with single machine pattenis widing (b)(1)
(b)(3)-50 USC 3024(i)

acccoe to mdred: of thoanands of essagen. (b)(3)-P.L. 86-36

3
-

The Panel believes thst technical advances obould zttrast’.’

oore and more collaborktion between UIS). snd CIA. Detailed y.-.éu.ni,nb

.
.

of s-emt Operstions is, of course, not an area for s.l purt..ipatioa .

LT R

or cognizance. But the tecinical techniques of [ .° |oter-

.
.

ception, suca as .

.

can be inproved through

cloae technical callsborution betwveen representatives of COMINT, .
COM3EL, and various branches of tue CIA.
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mppart. Indesd xnowiedge of microwsve, land lins, and ether
fnaccessihle links should be contimwously sought. |
Juigammts of the Panal ooncerning scisntific aids for
:lnuuw are svatlahle separataly from this repors. Hovever,
in wiﬁnmmum to comnmications intalligence, such es
cbsarvations of code botks through safe ualocking, ve balleve the
FEIL ospabilities are exelient. Al Sport of them, with better

extansion of the FEI scientific work to other’'parts of the intelli-

geuce commmity then pow exists, is imperative. el
Novtere in the U. 8. intelligence commmity is there Cv.tﬁ'(b)(”
a smzll group concernsd with a contimuing intell igence study of Eggggzg?gg;ﬁowi)
foreign cryptology and communicatioas security procedures. In -uch.
a Tield ss biological varfare, for example, groups actively 'sm .
current developments end endeavor to predict future’ weapcu and
dangers. But in cryptalogy and cmmic‘attéa.‘a security, s field
vhose greater importance is budgetarily clesr, we do nothing

explicit to obtain a basis ‘to‘r‘preparing for the future. This gsp ~

in U. 8. intelligence activities may wall have

occurred because the boundary between NSA and CIA vas bary in this:
area. The Panel has no recomsendation as to vhere this work .
should be carried out, so long os liaison with both organizaticns .
is intimgte. The Panel does feel strongly that this sart od’voxt_:
should be undertaken samevhere. :

6. Braippover at BSA

Over and over, the Panel hos esserted that whatever

strengthening the naticn cen hope to gein from
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aploitesion depends e & handful of dediceted maperts. Altheugh
ve advecste & mev institete lod ix0allectually by these cxperts,
others lang befure us saw that the speciss must de propegated ss
wall as sppreaisted! Thus, EEA, snd pertiocularly Genarhl Csaine,
in the past six years or 80, have nounted e of the most noted

recruiting ventures ia the Goverrment. While the mmber of “good
professionsls” 1s said to have been tripled already (to a total of
sbout 100 expected to became top-level cryptanalysts, of ADVA

advance . (b)(1)
the work (b)(3)-50 USC 3024(i)
Yor ressone related to the Psnel's profound conviction . (b)(3)-P L. 86-36
that unabeted assault onl ]mtcrm is

requisite for ocur nationel position 4n cryptanalysis, reenforcement
of this select grour s ursent. Of coursz, that is the intention
af the continuing recruiting progrem but the tining is such that
we hope there is currently o positive test of vhether new ganerations
of cryptanelysts will be evalved cawparable to the preseat remexk-
able dozen.
A1l the techniques used in acedemic and industrial research
to develop youngsters into ocutstanding research men, including a
proper use of the apprenticeship relation, should be applisd Ly KSA
in the cryptanalytic field, as well as in other research arees.
Studies at the XSA about the "psychology of cryptanalysts”
may ultimately help to identify them smong the population st large.
But wve look for immediate assurnce that through calemitiss of

¢
™
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{liness, etc., the tiny, critical oore of existing skills does mot
vnish. Bven the casmmications ixtelligsnoce capacities we thimk
wve have could then vanish too. (Same of us bave talked to Panov,
bead of the "Information Institute” in Moscow; his enrcliment seems

to be rising fast.)
Becgmoondations

(1)

(2)

(3)

(&)

Regearch should be recognized, slcngside dsvelopment and
production, as a prime activity of ROA. This recognitiom
should be {rplemented by an organizational separation betwern
research and ¢evelopment.

The research orgenication should unite the besic reseexch
now in R/D and the most pubtle cryptanslytic work, now in
the ADVA office of FROD.

The nmathemetical part of the research organizetion should
seek pramptly to develop a basic mathematical foundation

of eryptology. Nany valueble steps toward such an echieve-
rment have been pointed out in the 31 May 1957 Report of

the Mathemstics Panel of the NSASAB.

The research organization shold be set up es a contract-
managzed research agency on the general pattern of Los Alamos
or the Wezpons Systems Bvaluation Group. Like these
institutiong, the research organization should not confine
iteelf to mbstractions, but should be closely related

to BSA's basic prodlems, differing in this frum such

T
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(5

(6)

(7)

(8)

" (b)(1)
(b)(3)-50 USC 3024(i)

The leedarehip and staff of this ressarch argeaizatica o0

m.m,bemmmmawtmmu

equivalent to0 the best industrial and ecademic institutions.

The develqument responsibilities of the NSA should also

be cansalidated. In particuler, these will invaolve the

development of both analytic and processing machines,

nev cryptographic systens, and new systems of data

handling. Components fraa R/D, fran COMSEC, and fram

certain sections of PROD, such as MPRQ, will certsinly

be involved.

Tre revised Production organizetion ehould establisk

expadited systeme of interzept procecaing and analysis

so that its gnuge of performance 4s currency ¢f reporting

rather than a mixture of this with depth of reading, es

1s the present practice.

By systems enginecring technic.es, PFOD ahould create

procedures whereby intcrcept analysis is continmuously

provided for military surveillunce, even if the infomeatica

provided is limiteld to treffic counts ar even to atate-

nents of the existonce of foreign linkes. This means that

repid systematic criteris for assizning intercept to
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wmummmm
cbeile Simeeforeseating ladsl for various classes of (b)(1)

(b)(3)-50 USC 3024(i)
interotpt axe essential. (b)(3)-P.L. 86-36

(9) Tecinical ococperation betveem RIA end CIA should be grestly |
wmwtcmsa
are 80 groat.

(10) A soall croup oconcernsd polely with intelligence sbout

=

cryptalogy snd carnmicgticus oecurity practices should
be estanlighed vithin the U. 5. ixtelilipance caz:mity.
(11) Zspecial ottontica Dust be cout'mmally ziven to the
mecruditocent of potential top crygtenalysts, and to their
denclomment after entry inbo 832, sz by spprenticaphip

T3l JUeS .
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THE VALURS OF

Al
that is working fxperfectly, either becsuse of mechanical failure
or frox operster errcr. Somtimes, for exmple, uentic:l.ég;y 1s.

I in the copy ar in

the circunstances of 1ts trenmission. Great eff xt is being made

(b)1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

.

.

bo! .

At present, estinates of

.

|renge as nigh as-20 per cent, dut

a nore reasonahle figure would be ebout 3perce;1t. That h,oif o

would be most valuashle.

mm nmt'j.n'stm'e' T ..-'. -
. ., »

Y .
-

we di4 find a salution to the use aof] '°.‘°. .

3

we should have aceeantoutmoot3percentafthe}:r&ﬂic;u::d

-
.
-

we should have no choice as to which 3 per centgt.’bh voulfk.b..

It vould be, howvever, clearly s falulous step forward. °
It is sad but trus that, w] ltodltchm

.

given us a fair smount of knowledgs sbout the

machines, they

have Indeed, there

I-1

1s absalutely no

.
.

(b)(1)

(b)(3)-50 USC 3024(i)
. (b)X3)-P.L. 86-36
: }

.
.

(b)(1)
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36
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prenise thet thay ever will. Ping is egaimet ws ia the fullowing
Yyw )

(1) ®e]  jryywenebis systems are nmore md
changes (m-mu;'a.u;_q_m), """
®urevy rentertng  [mare aiffisuly
to utilise. -

X
)

b
b)(
b)(

1)
3)-50 USC 3024())
3

(
(b)(3)-P.L. 86-36

“(b)(1)
(2) The useful data that can be gleansd from our (b)(3)-18 USC 798

)-
(b)(3)-50 USC 3024())
)_

present store of oopy becomes increasingly (b)(3)-P.L. 86-36

will make fewver mistskes and hence ths fre-

quency of|
On the other side:

(1) The size snd cepscity of our cagputers is

“(b)(1)
increasing enormously, sad with them our (b)(3)-50 USC 3024(i)

ability to hanfle such problems. .(b)(3)‘P-L- 86-36

(2) Our store af copy is also steadily increasing.

(3) Ia the few historically comparable cases the

The intense study st the ESA and by outside study groups  (b)(1)
(b)(3)-18 USC 798
(8CANP) has not coly shown no sign of sny easy or acceasille (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

I-a
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uight fn fast et sxish. We sheuld note that ¢ ¢ largs axrtent euv
oWl sEeTeY Iyrtems e very similar to Vwirs. e 15 lod %0 o
sider exhmmtics techrigms, which sre ezhenstiag 3ot enly %o the
aysbem Deing sclved but also %0 the malysts. This metter is
discussed in detail in Appemdix II, “Isformation Theoretic Framework
of Cryptanalysis.” Although ia| lhe number of (b)(

1)
.............. (b)(3) -50 USC 3024(i)
altarnatives may be cut 4own very substantially, msvertheless it ( )(3)-P.L. 86-36

mﬂ.uhlevitbinuunqtﬁﬁm &artcuﬁbﬂrnadj.ng‘

afl lvhluhvinby-pulﬂum,ypcthofndnnltlm

must cane, 1f they can come at all, by fundsmental m-a.rc.h.ln

cryptography and in machine cryptanalysis, ar rml:ﬁ.nfmatim
abcut ciphar machines.

Ad.cm.oi.ntbol P:mtm.tdl.c .....

-50 USC 3024(i)
-P.L.86-36

L)
-
3
B
:
-
]
¢
¢
g
2

nizahl is slovly decreasing. Ve may hape that lutanatm \
techniques will lead to mutomstic recogaition af wm\m‘t

.

othcnincucapcdouotimmminqmm . p

evailshle to us, but thgm-tomhobclitﬂ.mtow

ﬂnatﬁnhyﬂlintbnlmgnmincnuq'ﬁuﬁohlnuat‘hmh

I ;)ecmo svailahle. ‘,"‘
Itwuwy'umu.a that any sulden chengse
ﬂI:k;@#;y-(-:. produces

........ T LI T T T Y T T Y O,

" (o)1)
a [f all kinds, tncluding outright trensaiseion of (3018 USC 798

(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36
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2o h als el AR 0 o
R WR e
elesr axt. Assoaiation of | pitustions heightans
the tapartmoe of | tdentifisetion mod analyete: * 1Ty
(b)(3)-50 USC 3024())
e sensible ecurse of action seams to be to uhhnn . (0)(3)}P.L 8636
state of reescnable alertness for in Whe fiald, end mespwirilé

umm-mumdmsnm._‘wﬁm.
hzwmwmmm,mm‘g.miw:mdau.
Mdm,mm&gwﬁ't‘ndcmﬂﬁm&ﬁﬁ.m.

It lhall-a_wic‘p'tmuindthst,mﬂ.lo’l:utmdom
cone m[—_—ﬁimtmm, this would not result in a prompt flood
of cleer text. Each saluticn would probebly take s cansidersble time,
uﬂ,hmcm,mmwmyotlolqt&;n-mtmhmm
is 1ikely to be small. . )

The main value onyeaterdwumlhod&yillﬁmlyto
bes their main value tanorrov. They have served, and we may expect
then t0 continue to serve, as the main source of information about
the structure and peculisrities of otbervise unknown cryptogrephic
systens. The information they have produced has not been duplicated,
¢ithar as s vhole, or in substential part, by say other source. They
are the main food of cryptanalysis. Oreatetz‘urutomogxuol:,

sspecially during the early usage of a now system, are extrenely .(b)(1)
(6)(3)-50 USC 3024(i)
_(b)(3)-P.L. 86-36

valuahle.
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Becent years have ssem ccnxidersble progress, partisularly
cn the mathemtical side, in our basic wdsrstanding of sfyplanalysis.
Tnis wdarstanding can convenisatly be suwsarized ioteras of the
ooncepts of Rodern information theory, though most of the Sdvances
ectually took place vall before the formsulstica of the theory.t
The problen of cryptanalysis nay be forulsted in infogmation
theoretic terms by tha siuple cbeervation that to decipher s e~
saae ve poed information on the type of snoiphering aysten and the
particulsr key used. Buch {nfomation must, in most prectioml
cacos, be recovered fron the intercepted nessems itself.

In terms of informmtion theory, hovever, the quamtity of
information in & message 18 relxtsd to the § priori statistical
structure of the ensanbles of messagng of vhich this messace is but
ooe representsiive. It is only by ths relstion of the oessage to
pome conveivable snsenbls thet ve omn lsarn about the system from

m encrypted nessage. AL ong extrams of suoh structure we heve

QQW’»P

purely rendos seQuences 0f charwmcters sakin to rsndom noise in

A |

elactrical comumication. Ay massace enoodsd by means of camplstalys
randon] yeproduced one-ting kay bes sush s oaxpletely random gtructure.
AL ths othar extrems ve harve, in mossages produced by certain aimple
scheoms of encipharing, statisticel departures from rendamees in

TTE Bommon, "Cammlicstlon Theory of Becrecy Bysteas,” Bell
ommm,vaee,m%m,mm

gy gy, Sy, P ey, ey g Sg— PP —
e v——— A —




Doc ID: 6699520

P BT Cop Beded B dyg Soad S s Ap e
Q rover. - t...,,,x mngﬁmx 1Y

sush simpls charsstaristics as frequensies of ocertaln taddvidusd
sharecters or of certain pairs ar triples of ocomsesutive sharectars.
Any statistical structure of the enciphered text, sh a8 & pre-
dminsnce of oo letter, of certain pairs or triples of ocmsecutive
characters, too frequant repesats of thse swme charactar at certain
cxritical distances, etc., represants a reduction of actoal informa-
tion content from the limit of s random seguencs.

If & language had no statistical structure, sero relundancy
as the information thearists woild put 1t, there would be no possi-
pility of decrypting an encoded message. In other vords, the informa-
tion content of the intercepted signal would be all used up by lack
of knomledge sbout the message itpelf. Thare would be nothing left
gver to help the cryptanalyst to datermine the ksy. Any possible
key he chose would lead to a plasusihle message, snd there would be
no way of distinguishing ane such from enother.

Yormal information theary does pot usually concern itself
wvith the actusl meaning of the messags. Thus "roses are red” and
"pleases send reinforcements,” which are both good English, would be
equally admissible for many purposes. In principle, however, the
& priocri statistics of the actual messages are also irportant, end
the fact thet » wessage sent over a military commmication 1ink
noxmally has to 4o with a military situation cannot be ignored.
The pover of cribbing in cryptsnalysis dspends on this. It repre-
sents the introduction of message statistics in a particulerly

stratagic wxy.

X2
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Infametion rebe, redandancy, sod their mm, iofarmation
sapacity sze usmlly &sscribed as 56 meny yits per character (per
seoond, ete.). Ose Dit represents s single bisary (yes-cr-no, sero-
ar-coe) cholos. Ten bits represent ten such binary choics, or the
eguivalent choice af cns out of a thousand alternatives (jwecisely
1 tn 108%).

The redundancy of English has deen calculated in various
wye by Clede Shannon. Ths limiting information content of messages
in written English text is sbout 5 bits per character {since the
mmber of possible characters 1s sbout equal to 27). If we consider
ocnly elementary statistice, such as individusl letﬁnr frequencies,
the redundancy is small, of the order perhaps of a bit per character,
but 1t grovs steadily as the camplexity of the logical structure
considered incresses. Bhanncn has found,? by indircct meens in-
valving the use af hunan subjects to guess the continmuation of a
nessage, that in long English messages the redundancy reaches an
esyxptotias valus of at least 3 or 4 bits per charactar, so that the
actual content of pev information appears to be around 1 bit per
character. This ahows that there is a great deal of statistical
structure in English toxt (and simtlerly in othar text). BHowever,
this structure 1s not casily descrided, particularly since we don't
knov Just hov a human subject iz ahie to use the totality of his
past experience in extrspolating such messages.

2 ¢. 2. Shannon, "Prediction and Entropy of Printed English,”
Bell System Technical Journal 30, 50-64 (1951)

*ep SEGRME:. T
-
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Ia my arypielogienl ayeten we is made of & coptata
anount of pay in smaiphering a nessage. In one-tise encigheument
s charester of rendonly prodused key is wsed in emciphering eash
eharester of the messegs to be trmmsmitted. One-time kay aystess
are thecretically and practioally wnbreakahle if proper kay is
used (snd 1f the key 1s used for Cns message omly).

fregquency with which the key must be changed, and, since the trans-
missicn of new key is equivalent to the transmission of apne-time key
materidl , messures the relative practical advantage of & cipher

machine over the theoretically perfect ons-time system. For example,

if the message redundmncy were 50 per cent, and if we assumed that

a message could be decliphered at the minimum thearetical length,

we would find that the length of message which could be transmitted

before the key had vt.o be changed would convey only twice the informa-

tion content of the key itself. The practical advantege of a ®)(1)

(b)(3)-50 USC 3024(i)
theoretically unbreakable cipher mechine over one-time key would (b)(3)-P.L. 86-36

be minor if this wvere the case. .- " "

as 8 comparatively small smount of key

is used in enciphering very long messages.
According to Ghammon's theory, s coded message becomes
decipherable, roughly spesaking, vhen the message is long enough »0

II-h
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that its nominal infarmation content (without redundancy) is egual
to the actual information content of the clear text (including
redundancy) plus the information required to fi:: thc rey. Thus,
becmuse of the redundancy in the clear text we occumilate a certain
smuount of information, character Oy character, until we have just
enouZh to salve the problem. Massages shorter than this are un-
decipherable, because many keys will lead to velid plein text, end
we .ave no way to choose enong them. Messeges longer than the
criticel length contain & surplus of information and ahould there-
Dre be vomevhet easier to decrypt.

At the critical lemngth, vhere wve are egssentially using all
our rnowiedge of the language to salve the problem, the procedure of
decryoting 18 eseentially ome of simple enuneration of all possi-
t11ities, %o represent the single one vhich statistically spesking,
is valid pleain text.

Bere we have assumed that we are using all our knowledge of
the statistical structure of the clear message. However, the sme
spproach should work if we daliberstely make use of only a portion
of the sctual statistical refyniapsy 38 “Wﬂ*ww $ob
exsmple, while Foglish text appears $o have a refundancy of 3 ar b
bits per character, ve might make use only of simple cherester fre-
Gwunciss, eguivalent %¢ a vehmdaney of 1 bit per chearester, and
still hape e yeal the text Wy guing to messages S er § times the

length of %o mesmssery nintmm. T euiwy this sert of masening
% e thmia, fir omgle, gt oot of deyiing




extramely long messages enciphered character by character fram
Engl ish plain text merely from the fact that, in the English
lan.guo_ge, u follows q almost without exceptiom.

In cryptanalytic practice we see the sane situation as in
fhennon's vork. Single character and character-pair frequencies
srs used explicitly and in understandable ways. Cribs (likely words
or phrases) are choeen by the aid of unft Tulated, and so far un-
formalizehle, rapport with the sender's likely messages. Other
dalicacies in ths statistical structure of language are used subtly
and vith much buman cunning. No one has yet identified the subtler
structures of language effectivaly; such technigques are still far
from the poesibility of machine use.

In dealing with specific problems of cryptanalysis we can
druav certain valid coaclusions from the comcepts of information
theory if wve properly identify the meaning of key. In essence, the
length of the key might be defined as the number of characters
needed to give a nom-redundant description of what we do not know
sbout the machine used to encipher the message. Buch a description
would be shorter, for instance, if we knov that the rotors of the
machine were chosen fram & linited set of wirings than if we allowved
wmm;:trhp. If wve knew sverything adbout the machine except
the starting point ia its gyols of gperztion, then a set of charecters

spesifying the starting point wold onstitute the kay.

Sess conoepts oxa be fllustrated by an exampls which is

in 1tsel?f of cansiderudile interest. Tha machine sbaxt to be deserided

[P IS -.J{.. ..... Mhn o - ———— . T
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nnmwm«m[::[mm
mmmuwam i
osier svoiding certaia astual detalls. sises uﬂm‘ “(b)(1)
' The of the (b)(3)-50 USC 3024(i)
exbaustion problem are somevhsi altered by these sisplifieations, '.(b)( )-P.L. 86-36

but toae alterations are not important. The simplified|

re

lnglish text uses I/ comrmcters counting apaces, sud thus
there are ."7% gsequences of 1 charwcters. ~hannoan's results indicate
thet only slout 2® of thase wase "good Roglish,” snd 1f these nake
w less than 1 (2 x 1C°™*) of the vhole there vill ordinarily be
ouly one of the 2 x 109 gtarting points which vill eanvert our

aessage Lo good Znglish. This is the condition we st meet 10

IX-T
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v wre 40 sassessfully desxypt the message by exbaustion, fur we
mst Jecegnine the correst message as the caly ressensiie pessi-

MLty smong £ x 107 ptoempted deciphemments. (b)(1)

(b)(3)-50 USC 3024(i)
The condition (b)(3)-P.L. 86-36

(2™ (atmﬂ) < (2™ .
N Leats i’ %

Suppose a calculeting machine, equipped with a full mow-
ledge af the subtealties of English, were to try all 2 xmm starting
points. It would not need to carry all trials out for many charecters.
The average trial length might be, say, 20 characters, wvith a mini-
mm energy requirement per cherscter tried of, say, 10720 kilowatt
hours (see Becticn 2 of the Supplement to this Appendix for details).
The total energy required would then be 2 x 10°°0 kilowatt hours.

This smount is quite fantagtic, so fantastic that meaningfil expressions
are impossible. JFor exmmple, accarling to modern physical theoriss,
it is many times the total enargy in the universs.

Tus, although the problem is in principle saluble by this
simple technique, there is fimdmsentally no possibility et all of
carrying out such & progres.

n-8

—TORSGECRET EKIDER—



Doc 1D: 6699520
- . [RLE . . — e ——il

~FOP SECRET EDER— Y
|

Cryytemslyvis yressels (vhen 1% preseeds ot all) W (b)(1)
(b)(3)-50 USC 3024(i)

aplitting the prehias inte smller anes Which cam Vo abincked Wy _(b)(3)-P.L. 86-36
hend or by nechines of ressensile speed. uut-w" :
mwum,wuuwm';m
Mumﬁmumwu‘mnwumm.
It 15 the cryptanalysts’, purpise to acquire small pleces of infoma-
tion sbout ‘l.ec-piix‘;-cnxm by 1% improper operation or egloyment
in order to meke possible the reading (“exploitation”) of

the encriypted meszages.

Thus, it ia & simple matter to recognicge

-9
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(b)(1)
(b)(3)-50 USC 3024(i)
...................................... b)(3)-P.L. 86-36

ok presant puises. This is still fuwr in the sunge
of e fumbamtiie, yot suesess wuld previde ealy cus ssbiing, thes
alloving us %0 read end Specifis necsege ond gremlly fesilitebiag
Tealing other messages st Over the same liak cn the smme 4ny.
Bven vith full Imoviedge of the rotor box, straight exheasticn is
not practical.

In etthe? br shebll Gimmples, Ao prospect vould hare bem
gloomier had ve assumed, not the use of all the statistical structure

of text vhich Shamon's vork indicates, but instead only the use of
single letter frequencies, letter pair frequencies, ete. Instead
of s redundancy of h bits per character, ve should have been able to
uge only 1 or 2 bits of retundsncy per character. This wvould have
miltiplied our computing labors by s fastor of from & to 2. In cam-
pariscn with the large factors actually pregsent, such a factor is
nearly negligible, and might indeed De entirely campensated for by
incressed ease of recopnition of structure. (It would, of course,
call for 2 to b times as long a messags, but the standaxd practice
of subjecting to refined exsmainstion only those trials with satis-
factory simple statistics wvould allow ugs to take sdventage of the
gain in espe of recognition without requiring longer RMOSSeIes.)
ghould a

=10
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stapiiag peints %o tuy. Fifly Gessead nfllies x{llise tricls 35
4511 meny, dut the sexle of this emputing yreiien em maw B
caxtamplsted. Vith 1950 equimems, this shedld tio wp sheus &
hendred millien 4ollars of eepuwting machine for a week, (BSee
Bection 3 of the Spplament %o Whis Appemdix.) Bvem this, fur
-m.mmmumamwmu-m
ehmistion. (Thare is no substitute for ingemilty i modern.
eryptacalysis.)

In the foregoing calculations ve have considered the
minimal length of message essential for dcoryption. A further
possidbiliity is provided by the use of elarents cf messages aof more
than a minjimm length. To examplify this, suppose that we are using
a redundancy af 1 bit per charactar and at that rate that a theo-
retical minirmm message length of 500 charscters is regquired far
descrypticn. This means that the method of exhaustive trial would
nqumubocmmawmutoﬁndtbopmplunt&xt.

On the other hepd, if we intercept a message 501 characters long
ve have ons excess bit of information at our disposal. Naively,
oos night hope that this would meen that we could f£ind the correct
message by searching amgcnly&m alternstives, and s0 on. Tms,
one would hope that by intercepting s message about a thousand
charecters lang be could so limit the problem that it would be
casgputationally sanageable.

It is quite possihle that there is & basic difficulty here,
as would be the case were it a masthemstical faot that there is mo

-1
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F

eony vy of using the exton tafubdon % extugarise %he given
possidfifitiss, vithext requiring ;a ssomt of copuitntion sonpaseile
wih that vo sm trying 40 avsid. Tis gwetim falls iz e s
wmaxplered msthenatisel ayes. Ourrent stwudy «f theorems Which may
tall us whethar certain sexts of emoryption are besically maww
effostive (cam use fewer computer cperstions) than the ecrrespanding

ot s-’wumhum (Buch work s in
yvgress st AFCRC Dy Prafesscr (leasm af Earverd Untversity, s
mexber of this panal.) This question, and the problem of statiag
wiat v mesn by high-ardsr langpuage statistios, ar of o low oxder
of lowv-crdar statistics, illustrate some of the bBasic theoxretical
aress vhich are still wexplored.

While informatlion theory provides s fim snd useful basis
for cryptansl ytic studies, much work must proceed from & mare par-
ticular point of viewv. Ve have seen in the furegoing exmmple a
coupling of information thearetic idees with tha comatraints of
a particular machins structure. Other possidle structures in ths
process of encryption ocsn, hovever, de assumed and investignted.

At Alr Yorce Cwmbaridge Research Center s small growp in
the Comunications Laboratery is studying "oryptogrephic systens
far nm-literal data.” The grep dsveloped from some IFY studies
some YOAY® ago. Thay have samtast wvith, but, they clata, small
fertilization from, BSA. Thay have decided te put Wheir main (small)
ofTort an theoretical resesych direetad s§ complets undarstanding
of & fow sixple systems; vis., ¥ 4o X mppings. They have initisted

a-g
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s swries of smmewr stuldies, like NP, and will peshape oendimee
sems small iadivides) ootyests Goengh e vixdess. e ooy
stadiss mxe presently eondusted st Bewleia Waivessity at & loval
of edoat $90,000 per yeur. The main task 15 %0 ixvestigate the
stresture of groups with two generutars, ets.;, aad % censider a
1ist of speeifis yrohlmms. T direstor of the swrrent summar stady
is A. A. Aldbert; ether participants include M{lls and Berstein from
Tals, Shaeffer from University af Comnecticut, Lowell Page, Kaplansky,
and half a doxen others. It clearly resamdles SCANP strongly, and
was doubtless modeled after it. Its advantage is that its probtlem
field is pot nearly so extensive and smdbitious.

In sumary, we conclude that {anfommation theory provides
an stiractive, pramising, and one aight bope, a fertile setting for
the cultivation of cryptanalysis. It can be employed in camsction
vith the stuldy of systems for encryption of voice ar picture signals
as vell as in conpection with text; the broed principles involved
are tha same.

Together vwith this broed viev, however, ve ased both par-
ticular data and a degree of specializatiom. We need some explicit
statoments concerning the redundancy of taxt snd other signals,
rather than mare estimates aof the mmount of redundancy. We meed
vays of dstecting stetistical s*ructure.® We need & clear fowsula-
tion of cryptamalytic procedures, as discussed in Appendix IV,

® This problem is cammented on ia Teshnieal Supplensat
wmxmwsmwmcv
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"Poagresuiag Wetheds . W mead & dagres of gpesisl igadien such e
that provided by & givem Wpe of machine or & gives sert of wremes-

formation. A1) of Wis o De provided only dy research of the
troadest and mosd fundemental xind.
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1. Qalowlsticm of muwber of mechine structures emd iziyial
Rositions.

A NT-point rotor is wired t0 counect ssch of &7 given
points to one ef a secand set of &7. In & givem position this
can be done in

k7 - 2.59 x 1077
ways. (If the sams rotor in different positiocns is regarded as
equivalent, there will be &7!/47 = k6! = 5.50 x 10°7 different
rotors.) A b7-point hot plate with 23 or 2k points hot or & 47~

point ring vith 23 notches can be arranged in

h?] k78 12
!'23 - 2—3:%—: = 1.61 x 10

ways. A machine mads up of s nunber of such elements, each of vhich
may be chosen separately, has a mmber of possihle configurations

(combinations of structures, arrangements and settings) equal to b)(1
the product of factars, one far each element, vhere each factar is o) o oo 20240)

(b)(3)-P.L. 86-36
equal 10 the number of configurations for that element. .

At the other extrwnes, if the selections gpd arrengmsents

of rotors and notch rings are known, as is the wiring of the hot

II-15
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Plate, then theve remaing @ily the setding %o be Gstermined. 1If
euly %o 0 yetors are %0 be sst, there will be enly

(W8 = 2.9 x 10'3 pose 1L tt1e.
If the b motsh rings are also %0 be set, thare will be 12 settings
in all, yielding

(37)12 = 1.16 x 10%° posaidilities.
If anly the 6 movable rotors and the & notch rings are se$, there
vill be

(¥7)1° = 5.26 31016 possibilities.
Tt is this last value which eppears in our example in Appendix II.

In the intermediate situation, where the 'rotor box' 1is

known, we obtain an intermediste result. If there are 12 rotors
in the rotar bax and 8 are to be used in the machine, then there

are

%"— = 1.00 x 207

vays of assembl ing rotars. If there ere lh notch rings, and 4 are
%0 be used in the machine, then there are

-ig—f = 20,020 = 2 x 10}‘
wvays of selecting and placing noteh rings. The hot plate can, as
noted above, be vired in

5,}']33— - 1.61 x 10°3
wvays. Including settings, there will be, in all

3] 3] [alls] 0n2-amcad

configurations.
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2. Pows remirenents for ebheupiien stiesks.

Pezhaps the stuplest sod most izvulreradle way of showing
that certain attacks by complete sxhsusticn are funtastically
tapossible is Dy calculating a lower bound for the power required.
Prusent camputers use very midh more power than this lower bound
suggests, and 1thprobab1.oﬁs_t, even with the improvemsnts which
ooV sppesr mm h:tﬂmu, actual power requirements
vill be 10 million times thoss given by the lower bound.

In a simxple sxhaustion attack, proceeding charactar by
character, the falloving operations have to be carried out in
comnection with each character: recognitiom of the character,
reference to simulated configuration of the machina, calculation
of 'deciphered' character, advance of simulated canfiguratiom.

It does not seem possible to 40 this with appreciahly less than
100 binery choices, whoee results must be recorded, at lesst
temporarily.

Each record of a binary choice must be relisble, and
cansequently must invalve an energy change large compared to randam
thermal fluctuations. The energy change typifying such fluctuations
18 KT = & x lO'lh ergs = & x 10'2“ kwsecs = 10'27 kilovatt hours
at room tempersture. (Xven if the camputing elesents are refriger-
ated, the heat transfuerred at rom temparature vill have to be
related to this amount.) If & recard of a binary choice must
mount to & ninimm of, say, 100 kT = 10-25 kilowatt hours, then
s single charscter, with its 100 choices %0 be reccrded, will
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soguive 108 xNlguatt hemn. Beis 15 e figere wel s & Lower
bomd in the Soly of Wais Agpendix.

3. Beseds, Power reguiremsuts, snd eosts yrobedly ashigveble
1a the mesr future.

Estinntes of speeds, power requiremsuts and costs of
super-high speed casputiag equipment possible in the next ten years
cann only de rough. The figures given in Tadble A are bDelieved to
be reascmadble.

In order to bring thesse figures into a usable form we
need to introduce (1) the cost of electric power, which we shall
take as one cent per kilowatt hour, (11) the jinvestment required
to generate electric power, vhich we shall teke as $300 per kilowatt
of capacity, and (1i1) the fraction of the memory being consul ted
at one¢ instant, which we shall teke as 0.01. Using factors (1)
and (11), the nunbers in Table A lead to the following estimates
(for apparently useful systems)

Bits possibly handled per week for
each million dallars spent on

Pover for
Systenm Btatus Camputer Genarators & year
1960 - Trensistor Building 6 x 1086 102 s x 102

1965 - Transistor Poesible(?) 2 x 10*? 2 x 102 8 x 102

4 8 x 1025

1965 - Cryotron  Perhaps 6 x 1022 2 x 10°
Per mi11ion dollars of investment, the mumbers of charscters
handled per veoak in an exhaustion attack would them be roughly as

follows, vhen we make allowvance for the fact that only ome

n-i8
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1960 - Trunsistor & x ]_le

1965 - Trensistor{1) 2 x 1087

1965 - Cryotron(11) 1.5 x 102
11-19
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TARLE A

Mits/year yow
Date Mesory System (sg:.e:l/:g)“ Energy/bit =~ Repetition Rate w
T 1960 Transistor (stretch) $100 2 x 1072 erg 107/uccna Ix m”
~ 1965  Tramsistor (¥) o) ~ 1073 erg 3 x 107 /secomd 10
~ 1965 Cryotron () 0.1¢ (wee) * 1077 erg 10°/secon 3 x 107
~ 1965  Optical (#e) 107 (nees) Ti 10%/second 3 x 108
* Assuning an all-out effort on an all-parsllel machine, this may be possible.
o Also quite problematical.
A Assuming so far unknown fabrication techniques.
*ann 1o8 bite/plane et $100/plane.

o4
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HEIX TMIVIC INTRSRCKF? AND WANILINQ

Wa have noted 1n the dody of the report that the global
aperetions invalving same 30,000 pecple needed to man, $o service,

and $0 bharvest the| | 588,3-50 USC 3024())
'chtlau--eemh for - - - (b)(3)-P.L. 86-36
the primary expense of the coammunications intelljgence job. The
tranendous flov of materisl soc harvested into NEA headquarters at
present sorely taxes a staff of 10,000. Largely because of the
necessity of trmascribing incaming material into a suitable form,
serious backlogs Lave repicatedly arisen either ia the processing
of naterial or in trhe avellebility of material for cryptanalysis
or treffic analysis.
e, o s o 20 e rper smpiing O s o
ofl lis necessary in keeping ths material intercepted Eg;g;:giygg;gzlt(i)

and processed within reasonable bounds, end this matter has been
discussed in the body of the report. Bowever, the smount of material
vhich cen be reasonahly intercepted and processed depends on the
intercept and processing methods used.

While the bulk of present traffic scems overvhelming when
measured in reals of peper and magnetic tape and tons of hard copy,
it is not necessarily umnmanageshle when considered in temms of the
speed aof modsrn electronic camputing machines. For instsnce the
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I TOM computer is cspelle of resding from magnetic tape at a rete
of 90,000 dits (binary units) of inforwation (pulses) s secomd.
Acoording %0 our estimates, this 1s a fow times festar thaa the
total hqmtdmuhﬂn to the XAA. Morwover, fast printers
such as the IN 730 can print cut hard copy from magnetic tape at a
rate of 2,000 characters a second, comm to 10,000 bits a
sscand. 'b&lltl, 1f all the traffic were to arrive on the proper sart
of magnetic tape, a considerable portion of it could be turned into
hard copy (page print) by a few fa2st printing machines (1f this wvere
useful or desired).

These preliminary remarks have been made chief'» to indi-
cate that it {s within the scope of the present art to design
electronic machines wvhich could cope with the entire ir: ut of
materiel to the N3A, if only that materisl arrived in & suitshle
form and if proper use were made of availlable modern metrods of
data handling and processing.

What is celled for in traffic intercept handling is a
well -thought-out prograem for mechanizing and expeditingy =ll phases
of the handling of traffic in bulk, in order that the personnel
employed may a8 much as possihle be employed at tasks requiring
their powvers of human judgment.

One important problem for instance is the mechanization

of Morse reception. The N8A, recognizing that sbout 7O per cent

of all the|

(bX1)
Ii1-2 (b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)
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has slveady dssigned schanes expested %0 be in the fiald by Jme,
196, vhish vill teke dom these telagreph signals vith least
manpewer. It vas estimated that perheps 16 per ocent, or 1,000 out
of s total of 6,000 men dsvoted t0 this reception, will be relisved
by mechanical replacement in this area. Undecided issuss includs,
however, whether or not the reception should be directly transliated
in the fiald to scme punched tape or other machine-accessible form,
in which a rspid mechanical wvord-recognition survey could be dona.
Our later ds~ussions of plain-text p.wcessing will return to thias
issue.

It 45 cetimated now that as much a&s 30 FT cent of cperators’
tine ir the fleld may be gpent sitting waiting for =« signal to came.
The poesibility thet an operator could momitor = fairly broed band-
width by usc of 2 broad-band recelver should be explored. The
question of how much could be covered by a band-puss filter without
specific tuning should bs answered.

It should be possible to improve the quality of the large
valume of outamatic interception by better receiving antennas. An

antenna stud; 1s ecphasized 4in sections on the rcsearch and develop-

mcat program.

fever for routine-communicetion, .4it.4s8. ... ..

(b)(1)
important to have adequate quality of reception for traffic analysis (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
end identificutian. (b)(3)-P.L. 86-36

Becanse all the KSA's activities dsmpend an the accurate

interception of signals, NSA should exmrcise a strong technical
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leadershiy ia xvcefber pavhiems, and in the povhlen of speertainteg
and recarding very accuretely the tims of reseption of sipmls =
o msans of sigoal identifisstien as well as of pawper logging.
Through {ta technical stremgth, the ESA could be of consilsruble
halp to the services in this fisld.
ihere gperantors or occcasional operator intervention con-
tinue to be necesssry, ths identification of unusual or wvesk signal
type should be supparted by an up-to-date "electric dictionary” for
spotting of items vhose significance is indiceted by other scurces.
The impartance of recording COMINT material in proper form

at the intercept stations carmot be overemphasized. At present, somas

traffic is recoxded in andio fom on magoetic tape. This is relatively
bulky and costly, but 1t hes advantages. In the case of wesk signals
vhich result in garbles (mistaken interpretations of characters),

which ere very serious in cryptanalysis, sudio recording preserves

the signal together with the noise or interference in its ariginal
form, 80 that sophisticated means can be used to distinguish the

signel from the noise. Further, audio recording is adaptable to
sigoals of all sorts, including new types of signals.

Thus, ve believe that intercept staticos should be equipped
with adequate audic recording facilities €o bandle wesk signals and
a fair volume of traffic of new types, shcild they sppear.

It i aldvsntageous in many vays to transcribe the signal
into a digital or on-off form and record it on magnetic tape, and
the R8A has done good but insufficient wark toward this end. The

III-h
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siventages of sush recording sre Was it is less bulky than andie
resording and that 1t csn be read move quisxly snd certainly by
electronic machines. As indicated, the disadvantages are that
Aevices for transcribing sigoals digitally handle omly one system
or ane type of systas, snd that if they mske a mistake oo & wesk
signal thers {8 no way of reprocessing the data as in the case of
sudio recoxding.

Sometimes hard copy is made at intercept points. While

hard copy may be made for imuediate tacticel use, haxd copy should

never be the only trenscript of a received signal. All received

signals should be recorded on magnetic tape so that they cen be
sent electrusacmetically and automatically to processing centers,
and so thot they can he read by machines. Even signnls typed out
by a listening operator could readily be transcribed to tapec at the
same time if a suitable machine wvare used.

At present, a good deal of punched paper tepe 1s used in
NBA opersations. Canmpared vith magnstic tape, paper tepe ie slow and
bulky, and its use must prove sxpensive in the long run. Every effort
should be made to do all recarding on magnetic tape in a uniform

(b)(1)
{b)(3)-50 USC 3024(i)
manner. {b)(3)-P.L. 86-36

.

If & wice sampling of traffic 18 t0 be made, it is impartajit

to exercise as much jugnent as is soundly possible in the field. If

ox

faulty transmissions, then it is important that traffic contatning
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Emmmnmwm. BBA has done

vk om| .. for use in the fisld, smd a field trial is wodar
way. This 1s a'step in the right direction, snd the matter should be

Tactical emidmt&oni lpka' it nolt desirable that recog-
nizably relevant material be sorted out negr q- at the point of
intercept and made immedlately evailshle for lotal toctical use.

It is equally necessary to sart material as to its ursnnc&:gr trans-

mission, so that limited facilities for electromagnetic transmissjon

.
..
.

to NBA headquarters vill be as efficiently used as possible. This ..(b)(1)
(b)(3)-50 USC 3024(i)

t only be 14
latter operation can ouly be effectively carried out by persons o (b)(3)-P.L. 86-36

high campetence. The shortage of such persons maskes extreme d.ecentral-

-
. .

ization o. this latter task impossible. .

*
. -«

The final stages of field processing cannot be. dffectively .
decentrel ized and certain other stages shou 1 nothe The KRBA has
already recognized the advantages of concentreting field-processing

operaticns at a few points. (Indeed {% has considered one procening.

center 1 A trend in this direction is

inevitable and should not be blocked. Some care may be reqguired,
however, to protect the requiremants af tactical comsanders. Barxd
copy of ma.nuaily transcribed messages can be furnished locally, eiﬁ_;er
by carbon copy, as st present, or, in the future, in parallel with
the magnetic tape for further processing. 7o this possibility there
may need to be added a word-recognition machine cepability for locel

use, and, conceivably, machines for decryption of

II1-6
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Far mere Sapertant, however, is the previsien of s detbaw
cemmmmicstions net smmg %he imterespt end processing statiess i am
extented syes. All or slmost all OOMINT material eculd them e tTems-
nitted directly to thes major preocessing oenters by elactramagnesis
means) theze it could be sarted, analyred, and either mypplisd to

users, transmitted to NSA heedquarters electromagnetically, flown
to R3A hesdquarters, or discardad.

Any such field processing centers should be operated directly
by NBA because only HBA has the expsrience anl competant personnal to
do the job efficiently.

In forvarding intercept to processing stetions, strong and
famil iar sigcnals cen be gent and trenscribed by dis'tal means.
Unfsmiliar signals can be sent from sudio tapes. For this purpose
sane method of encrypting sudio signale is needed. In the case of
week signals, sudio tspes cap be flown to the processing centers
for camparison with digital tapes.

After sane sarting or processing in the field, urgent
material can be sent to N3A headquarters electromsgnetically in
digital form. Less urgent matcrm can be flown to headquarters
in the form of digital or audio tape. An effort should de made to
avoid ever shipping hard copy. Fast printers should provide transriptiom
from magnstic tape to hard copy virtuslly without delay, and =0
make the shipping of hard copy unnecessary.

There should be a great increass in the use of fast electromic
machinery in data-handling functions both in field processing centers
and at XSA headquarters.

-7
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Bestrwnis nashines eculd de wed t0 sert e retvenseride
roctine meseages acooarding 4o eallsipns or standardised headings.
sy oould paxhaps parforn sertaia editing fmotions in reprodueing
suah messages fn ¢ dasirudble formas. The NBA has begm o consider
such protlems, tut it is urgent that more be done about them.
Elsctronic dsvices could lock in mesgages for key words
or phreses. They could sort sod transoribe messages on this bdesis.
Again this has been considered,® but it has not been sdequately  (b)(1)
E—— OPL 8636
Much 1f not all routine decryption could be dmme by :

electronic machines. Same decryption

is being done in this way, and machine methods are usecd as a todal
by cryptanalysta, but machine decryption should be extended and
mechanized, as discussed alsevhere.

At prasent, the RSA has considered the prohlems discussed
above, and it has often considered them intelligently and thoughtfully.
It has not dane encugh abo. +*hem, however. Bmething wore is needed.

Partly, vhat is needsd is & careful enalysis of the real
problams of bulk traffic intercept and handling, to see vhat cen be
&ane now apd vhat should be dcne in the future. The traffic handling
activities of the NSA should be organized and equipped sccordingly.

Paxtly, vhat is needed 1 vigorous resesrch and develogpment
ained directly at overcaming problems of traffic intercept and handl.ing
and making theam faster, more flexible, and cheeper.

e e aem ghie P AN W OGNS WM Gun e W W S e B MES  men e WA SR R s G Car D R W e e

#Twchnical Supplement ITI discusses one way of doing this.
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PROGRTNG METIORS
A major prohlem comnected vith the use of modern largs-

scals computing and data-processing machinery is that of progreming,
the procsss of trunslating instyuctions from the langusge used by

pocpls to the langnags used by the manhine. The modsrn stored-
progran machine is s thuly universal device in that it can, in
principle, solve any prohlem that can be salved by any machine.
There are two cbstacles, however, and either may make it impruoctical
to solve a particular problem at s particular time on & particular
machine. One of these is obvious. It 1s cost, either in dollars or
hours. A particular problem might be too large for either budget

or patience. Tne otlier is that smmang problems that are amall enough,
there are same that are too hard o state to the machine. A problem
may require too many man-hours of too high a calibre of progremmer
to translate the statement of the probler into machine language.
This =sppendix is concerned with these probtlems vhich are now too
hard to state. It recammends a course of action to alleviate the
difficulty.

In the course of the Panel's vork, it has considered the

protlen af cxploitingl

m cvmcnce indicates that more lophhticatod autanatic

e (b))
programming methods would be of great value for handling theae (b)(3)-50 USC 3024(i)
............................................ (b)(3)-P.L. 8636
Iv-1



Atontdis m 15 & asthod of gotting the mashine
ts halp the progrumsr Sremslate the instrwctiions frea English (smd
nsthomtisnl syubols end specialised terminclegy) imte machine
lmguage. The method 15 to devise m intemmedistes lmguage vhish
has two propertiss:

le It um‘mropermwtmﬁu

hglish, ete,, to the intermedisie lmmguage
than to machine lamguags.

2. It is poesible to write a program to enable

the nochine to transiste fron the intemediate
~roance Lo its owm lanuage.

T~ ASA therw heve Voen soue irportant cirloantic pro~
LSYEEALL A Fveuents, and there are novw soae commendsble rojects
undeyr v . over, She 234, by Lie noture of its work, (3 Taced
vity an axi~w:riinary protlec. thsat goes=s to nave inhidbited the
fullest developuent of mstonoti. programing methode. "he vork
of tam o a. requived the scquisition of B srest variety of sutoe
matic ~n. . JaLors. A sajor unsolved provlem in sutoaetic »rosreeming:
in non o trenslate mechsnically froo ane machine languecc to snotber,
or eve ow Lo get an intemodists ienjunpge that vouwld be suitable
for ail or ut least nsny sutomatic calculators.

A coprehansive automatic programing preject for tha
Ageney wsuld indsed requiiw nolution of this currently uasclved
problan. DBut, on the other bhand, too many inspired crestive
prograsers vould be yequired to prepere separsts automstic
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pregraming ©ystans for sash Wype of maching. This sitextion vesns
% have &issipated sems of the Agemay's stwength ia the develepment
of scbomstic progreming methols, as will be seen below.

n attacking a production problem 1% is necessary €0 use
anly methods that are quite sure to be relevant and quite sure to
wvork. The dsvelgment of Dev methods and their refinmment to the
point at vhich they can be picked up by the PROD ares of KSA is a
proper fnction af its R/D ares. To state this in another vay,
soaetimes a method is well encugh understood so that there is a
reesonahle chance of success in spplying it to a current problem.
When this is true it ghould be the task af PROD to carry out the
programming. At other times, a pronising method may be so nev that
it can be mpplied effectively only to simplifisd problems or prohlems
that are no !'onger current. The nope wvauld be that, after successful
spplication of the mothod to & simplified problem or to & graded
succession of simplified problems, the method wuld bs well enough
understood so that it could be applied to current problems. Thie
longer-range approach is s proper function of R/D, end while there
are nov camendable efforts of this sort, the Panel recamends even
mare emphasis in this directiom.

There seem to be three useful spproaches to programing
research in cryptanalysis. One of these is the development of inter-
moadiate languages, as mentioned above. The NSA nov has two research
contracts that are aimed at this protlem. Coe af these, with
Allan Perlis at Carnagis Tech, is aimed at the problem of the

Iv-3
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mlsipliciyy of mechines. %The yesempeh is ained st the preinstien
of ea ixtexmediate longuage and an arrxy of tremalation peregress,
80 that ene can wWrite a program ian the intezmediate laaguags smd
then tramsliate 1§ to any of severul mschine lsaguages. To our
movisdpgs, no such caprehensive “wniversal language” has so far
been written. If the project im successful 1t will be sn impostant
sbep forwerd.

The other contract is with L. Rodberts of Oeneral Xinetiss.
The project is to produce s languas~ for cryptenal yeis which, hopefully,
could in turn be translated by machine into machine lenguage. This
wvould be an important ster, nnd it should, 4f possible, be nmade.
Only becaurs mcst branches of nothemntics ere £0 well reduced to
2 tidy langusge has it been rossible to producs such powerful auto-
matic programming methods as sre now availahle for meny perts of
mathepstica. If cryptanal veis can now be pushed arx far along this
route es methematics has moved (during many centuries), real suto-
matic progremming of cryptanalysis will be such easier to achieve.

There exists & grend concept: 1t ahould be possible to
caabine these two nrogrmming sdvances now being sought by stating
the cryptanslytic language of Roberts in the universal languege
of Periis. The Agency would them be zhle to give its cryptanalysts
the meens to use the large machines wvithout becomine programmers
ad without having to operate through programers vho do not, by
and large, understand cryptanalysis. While the Penel endorses this
grand objective, it is concerned that there are spparently no plmas

Iv-h
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% we the eryptenclytie lemgmge scught fta the Mberts yvegren
mless (er mtil, or %0 the axtent that) the Periis affert is
sacosessl .

It Gces seam that a strong effert is nesded to produce
8 eryptanalytis eguivalent of FORTRAR, which bas done such & large
Job in the spplicetion af machine computation t0 & vide varisty of
analytical problems. However, FORTRAN required 27 man-yoars of
affort by a close-knit team of highly cspable pecple who wvere
directed by a very talented leader. The Agency is tackling a mnch
more difficult problem, in that the language of cryptenalyesis 1is
not yet as tidy as mathematics, end in that a comon language for
many different machines 1s sought. Yet, this much more difficult
objective is being pursued by two groups, loocsely coordinated
because of cantractual relations, geography, and the requirements
of security, and totaling far fewer pecple than were nscessary to
develop FORTRAN.

The Panel recamends that effort along these lines be
reenforced, to the end of obtaining some useful result in & resson-
ahle time.

Squarely in the way of machine methods of cryptenalysis
stands the fact that expert cryptanalysts cannot explain clearly
bow they do their best work. Before machine methods can duplicates
their results, saasone must find out just vhat they ere doing.

Hare the bast course seenms L0 be to soek machine solutions of

Iv-5
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(b)(1)

{b)(3)-50 USC 3024(i)
(b)3)-P.L. 86-36
shplified potkions or of yunl poshioane of Jostepdeys OSush & .
oturse etuld Yo s fnpertant way %0 dovelep W thesey and wader-’
stinding of asdenetis meskize sryptanalysis, oo ADet oeme Gay it
will e gromn 40 the stature of today's kig yroblems. The resemt
suecesses of the | s

m ompls of the kind of offort needed here.

o & task bas been performed by & machine, one ususlly
has s much elegrer wnderstandiag of it thwn could de obtained solsly
through hmaa iagenutlty, intuition, snd imaginstion. It ie comson
sxperieoce saong progrummers that if one thinks he undsrstsnds »
process snd than writes a prograsa {0 make s machine 4o it, he sttalns
a much oore profound understanding of the process. The act af
Programing appears to sudject the programer's understanding to
the scrutiny of scme kind of a "logical microecope’ that detects
nany suttletiss vhich are not evidence to the nated eye.

In suwmary, there are two advantages to yescarch on sutomstic
wachine cryptanalysis on aicplified or small problens, Oune is that
tne mctivity davelops the art so that it may come vithin renge of
the big problems, and the other is that the very sot of such progrem~
ading will reveal things about crypiemalysis.

The third spprosch to the cryptanalytic progrmsoing problem
is revesaled by recent progrmming davelopment 8 in othar ayeas. It

has recently been shown® that progrwas osn be vritten to enadble a

¥ "ihe logle Tosory MWachios,” K. A. 3imon sad A. Hewell, in Trens. IES
Prof. Orcup on Informstion Theory, Septanber, 1956
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lﬂdm&ncoulthudto e

essential step Wat is perfumed in the thecres-proving prograa is

that the machine makes shrewd gussses that it later tests snd by

30 doing is ahle to prove theorems that would take much too long,
sometimes even an infinite period, to prove dy the conventional alow,
plodaing, systematic progrmzs. The cryptanalytic parmllel is that
by guessing at & crib and then checking, one is sgmetimes ahle to
saolve a problen by hand faster then a high-speed machine can 40 1t
exhaustively. If these nev methods of progremming can be made to
ellov the high-speed machine to use guestwork efficiently, a great
increase in speed may be possible.

In sumary, sdvances in programing, unlilke improvements
in machine technology, are alvays lmmediately available far application

both to curreat problems and to advance the science of progremming.

Thus there should properly be an extremaly rapid progress in the
production and improvement of autometis cryptanalytic programs Just

as has been the case in programs for mathematiocal camputing.

BPecaommendations

The Panal recamends that the Agency inoresse itz effort

in progrsazing research by!
Iv-7
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1. BSesking, in sdiitien 90 it yresent yougramxing
unfartekings, & nave &irest rexts % & exppt-
malytic equivalent of FOREMN.

2. Pasing nore enphasis ea the develepment of
mtomatic maghine methods for simplified
prohlens and gld prodblems as o part of an
orderly dsvelopment of cryptanalytic thecory.

3. Investigating the possibility that methods
resenhbl ing the new machine theorem-proving

methods will be useful in cryptanal ynis.
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Infomstion theory tslls us thet much ststistical structure
must persist in 8 vertal mesaage encoded vith a linited key, e.g.,
by| | ™his structure is Dot simple, the

snd meny not-eo-simpls structures. antt.hot.ﬁiw.tbg_nryptalogut
bubmthdmmdnﬂndﬂu@ormhmMmtbc.t;abé;-,(b)“)

vith but (b)(3)-50 USC 3024(i)
formerly encourasing succcases, of finding not-so-~-simple (B3NP 86,36

not-tocecamplex structures which vould revesl significant information’

sbout the machine or its settings. Unrendomly frequent repests at *
interesting and significant distances, the use of vindov indewss, *

etc., are exmples.

If we are to nake real use against use

of the statistical structure wvhtcn informmstion theory assures us muat
be there, ve will probshly hewe to dsal vith not~so-sizple statistical
pattemns. Tvo main difficulties stand in ocur vay. Pirst, difficulties
of calculating individual measures of individual sorts of not-so-simple
pattems. Second, once we oconsider not-so-ginple structures the
multiplicity of possible structures wve must considsr rises repidly.
Both of thess factors coabins to present a difficult cocputing loed,
but camputer speed and logical flaxibility cootinue to improve.

Th-X-1
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Bovices wsing hmmn sesegnition offer swinin selabively
uaigw gportmitias vhen ws vish 0 lock fer Acd-se-ehpls strestumus.
Two basis esusidarations cpevate bere) (1) @ humsm cem listen te,
but more epecislly lock at & very sonsiderelble body of isformmtsicos
“at onoe,” end (11) & hunan will often detect structure in & sound
or vimal pattern without mdvance knowledge of whbat patstern aight be
present. It is this latier feature that is crusial. Once we know
that ve are looking for one of a fev types of pattern, s machine can
almost slvays be made more censitive than s man.

The human drain, vhen supplied through its best information
chennels (the optic nerves) is much the most subtly flexiule data-
processing system wve knov for complex situations. The problem of
using it effectively is one of presentation.

2. Ecwmles.

Sans examples may make the situation clearer. To begin with
wvhat we are trying to £ind is some logical structure in a nearly
rondom functicm, like random noise; or & randam rey. If we consider
in particular the acocustics problen we notice that randos noise has
8 flat power spectrim. So also does an impulsive noise like a pistol
arhot. The difference between a pistol shot and thermal noise is,
however, Lmediately recognizable to the ear. The charactariztios
af the pistol shot sre of course carried by the phase gpectrum and
could be discovered i the phape spectrum were cagputed. We would,
howvever, not narmally 4o this, unless ve vere expecting samething
liks a pistol shot, snd in any case the prohlem of ywcognizing the

TA I-2
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eristanse of & pistd shed fuem The phase spesown, pevtisdendy if
2% wape lamgely masked by acompexiel randon nsise, wight o Aiffiedis.
Sialisrly the ear would have ae 3iffisully ia resegrising slas mwe
complex structures, such as & pistal shot with reverbesution. e
seme oansiderations spply 40 the eye. A flat mplitods spactrum
night represeut a rsndca time Numction. It might also represent

s peskod standing wave, if the phase spectrum ware Just right. There
would be no A1fficulty here in picking out such variatioms from this
as & wave with reflections or a2 vave moving relatively slowly in one
direction.

Optical displays have the advantege that they can directly
exhibit relations {n two dimansioms. We may visualire in partioular
an osellloscope display such as that furnished by a television screen.
By permitting the imput to vary contimwously with s third parenster,
and relying om semory, one might, to e limited extent, be ahle to
display logical situations invalving three parumeters.

It sppesrs from the discussion in the section on information
theory that the ideal encoded pesswsge has all the characteristics of
random nolse. Thus a visuecl display of the sort describded prepared
in any normal menner should sppesr ss s slightly mottled structure-
less gray. Any suggestion of # more dafinite pattern than this
would represent a hint of a logical structure vorth inquiring into
further. One need only think of the infinite diversity of fabric
patterns aum wallpaper or the distartions of such patterns wvhich

preserve structure but destroy strictly periodic propertiss to

™ I-3
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voriiss how mah 2otter $he @pe YOl4 Do fa pevesiving sush sywtematis,
"t mptedistshle, relsticuships then sny yessildis mashine.

e met, of soxres, axpest %0 dessive curselves memy tiass,
sinoe the mest Wo ean hape for is a faint pattern syperinpesed e
a streng rendes beckground. But it is ROt necesssry few the yeocog-
aiticn to be infallihle. We c.n cheerfully follow meay false treils
ummuwmw.r«mm‘.

3. Esture of displaje.

Cryptanalysis has long made use of such abilitiss of eye
and brein in an elementary way. Writing ocut cipher text "o s width
uf”moormlalwudnmbeun;cluswtechnm-:
technique adspted to visual perception as well as calumn statistics.
But most, if not all, spplications to date have prescnted characters.
The present discussion hes tacitly assumed that the presentation would
be in shades of light and dark, by various colors, or both. On the
other hand, 1% dces not atteampt to say, beyond this, examctly vhat
vould be displayed on the screen. The proper choice of function sod
parameters to be utilized is the principal part of the problem and
would best be undertaken frum a background of deep understanding in
cryptanalysis. Presumably, however, the display would not be prepared
directly from the message itself, but from some sinple statistics com-
puted fram the message. For exampie, in a literal message one might
sven use &8s & basis the "sutocorrelation™ functions camputed frum the
tize series odtained by replacing a given character by 1 and all other
characters by 0. EHigher-order correlations of the seme sort imvolving

TA I-h
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aeve hin eas lotter will yeedfly saggpest thansdives. HSuwh cenpuietions
wold Gaserile mathanstisslly many of the shgis statistiss of letbew
csouzrence, pertisularly in the yeesenss of [ |

)
(b)(3)-50 USC 3024(i)
The preparation of the material for such &isplays would (b)(3)-P.L. 86-36

evidently require s largs smount of computing of a rather elemsmtary
sort. 8incs the outputs are probably simple correlations independent
of any time reference, the use of computers invalving s very largs
mmber of elementary parallel modes, as suggested in Appendix
suggests itself.

k. Operstional experience.

There ie a precedent for such displays in visible speech
and in visual reauns of undervater sound detection. To persoms
famil iar vith these fields the stertling power of the eye in picking
out en elaborate pattern in the presence of a diffuse background is
an old story. In undervater sound detection, for examples, the eye
provides an additional integrating means, aside froms that provided
by the oxdinary filtering in a sound spectrograph, vhich permmits a
very low-level signal to be detected in the presence of a high-noise
background. MNoreover, the patterns can be found not only for stationary
vessels, with fixed signal frequency, but for vessels moving in
caxplex ways, so that the patterns vary gradually with time. The
situation in visibla speech is still more striking. Here the
instantansous patterns are themselves cosplex and follow one another

vith great repildity. The fact that we osn visually detect snd read

TA X-5
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Such 5 Juiis is shartling evidesse St Whe &7 provides & mewe

Sexte 1tk betvesm the Wein i swplex strecture then we have
besm shis $0 tbeaia to date thyeugh sny resart to furmal mechsnised
procesees . (Toough omoe & particular structure has been ~
mechenical detection may be more sensitive.)
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¥hile the EEA has given same attentiocm to the development
and use of mufamatic word recognizers, pressnt-day technology offers
pouunui&dﬁm 30 adt beea to hav@ been fully exploited. The
possibilities vhich faollov are presented both on their own account,
and as 1llustrative exsmples. For convenience and simplicity they
assume input fram a six-channel magnetic tape, such as that used in
an IMM type 704 data processing mechine. The techniques are, however,
applicahle to any digit input.

1. Utilization of the principle of the 'Diasmond Ring Trensletor,'

s ptandard telephone exchange camponent.

The general scheme 1s indicated in Fig. 1. The charscters
are fed from the tepe into m ghift register. If the characters are
(-bit characters as indicated, ( bite mey be fed in simultanecusly.
Either 6 parallel shift registers may be used, or the bits may de
errangul in serial form. When a pew character is fed in, =ither
the G parellel shift registers each advance one position or, if
one serial register is used, the register advances six positions.

As outputs fram the registers, there are availeble sane M pairs of
leads correspanding to the M total bits in all of tiic characters
af the longest vord whoee presence can be recognized by the device.

For a givem bdit, an approxizately constant voltage output on the

TA IX-1
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1 2ead vith no voltage exiput aa the O load tndisstes O, viile mn
spyroxinstely sonstant voltags eutput ca the O 1aad with ne oxfiput
voltage on the 1 lead iasdicstes 1.

The various dit leads are led % a plughoard whick is
internslly wired 30 a3 %0 recognise or respond to wvords of e givem
vocabulary. This plughcard will hsve P cutlet leads, vhere P iz the
lergest nunber of words which can be recognized by means of the plug-
board. Rach ocutput lead goes to & box marked cutput circuitry. Bignals
oa leads from this box indicate the presence of & word in the vocabulary
or in soume sub-group of the vocabulary.

Flgure 2 1ndicates one possible nature of the plugbosrd,
viich is very similar to the Dimaond Ring Translator used in telephone
switerning. EBach pair of digit wires is threaded through s set of
puirs of magnetic cares, which are shown in cross section in the
dr:iwing. A pulse on a O lead will induce s negative voltage in any
vire threading the "C” core to which it is comnected, and a pulse on
8 1 Zead will induce a negative voltage on any wire threading the "1"
core to which 1t is comnected.

Two wires sre shown threading the cores. The wire labeled
(L0 so threads the cares thiat vhen the signal from the coift register
is 0100 reading from bottam to top, the 0100 lesed thresds no excited
cores and no voltage will be induced on it. We will remember that
the absence of a pulse on & lead indicates 1. For any other thresdiag
of all 4 cores, a wire would have a negative voltage induced on 1t.

TA IX-2
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AS e time ot shich the veltages mplisd by the shifh
Fegistar are a% thelr maxisa, & small positive resding pulse is
applied along the vires threading the ecres by msans of the resding
Plss gmeretor PR. If e wire %o vhich the pulse is epplisd
threads no sctive cores, this pulse will cmuse current to flow
through & ssriss diode D, and % an output lead OL. JFar instance,
17 the voltages fram the shift register sigafy 0100, the outputr
palse vill cause current to flov through diods Dy to cutput lead
0Ll of Fig. 2.

Because transformers cen transmit ac only, positive voltages
in the wvires thresding the cares will faollow the negative voltages
produced by puises from the shift register. These positive voltages
cannot produce oufput at the ocutput leads QL because of parallel-
connected diodes Dp. An output lead can go positive only vhen the
reading pulse u: spplied to the perallel diode Dp, as well as t~
the vire connected to the carresponding series diode.

Bonetimes wve may vish tc get an ocutput correspomding to
8 short word. In this case we thread the wvire through only same of
the sets of cares. For instance, in Pig. 2 vire X011 will give an
output vhen the ghift-register supplies signals corresponding to
either 1011 or 0011 to the nlugboard.

Varioug output leads can be connected together to give
& combined ocutput for a pearticular section of the vocabulary, ar
all output leads can be coonected together to give a respounse
vhen any word in the vocebulary 13 read out of the shift register.

™ II-3

—FOP- SECRET EIBEFR—



Doc ID: 6699520

TTOPSECRET EIDER—

I¢ i3 yensidle Hiat the capacitances of the disdes &rivea
mgstive vill exuge s spprecishle signal vhean maxy eutput leeds
are ecumerted together. This ocsm Yo gearded against by replaciang
the seriss diodes by the eonfigurution of Pig. 3, retaining the
previcus parallel diodes, which are not shown in Figures 3 and b.

If we replace the series diodss by the configuration of
7ig. ¥ ve osn avoid applying large negative voltages to the series
diodes.

It may be desirable to make the ocutput associasted with
a given portiaon of the vocabulary aveillable in binary coded form.
This can be done by ihreading an output wire through a series of
cores, as shown in Fig. 5. Here an output pulse o wire W pro-
ducce pulses on leads corresponding to the number 010, resding
upward, while a pulse through vire W, produces an output 110.

It is worth noting that a "word space” is a character, so
that it will be possible, and may or may not be desiradble, to define
a wvord as cansisting of certsin specified cheracterc preceded,
or Tollowed, or both proceeded and fallowed, by e vord space.

As the sbove scheme has been outlined, C-bit charecters
night be read in every 1/15,000 second, that is, every €7 micro-
seconds. If paramllel shift registers were used and the dbits were
read in parsllel, no operations would have to take place more
frequantly than this. In arder to induce sufficient voltages in
the leads, vhich thread a given core but once, it would probebly

be desirable that the length of the pulses supplied from the shift

™ IX-L
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segister Yo Ml dowm %0 Shout eme micvesesmnd. s xight wise
agply the pulses frem the shift register 4o, say, & LO-tura primswy,
0 that 20 valts &t & ecsperestvaly lov curret epplisd %0 & ecre
by the shift register would produce 2 volts ia a wire threading

the care.

We may nota that t0 accamodate 5000 S-mil vires, the
cores would have o have openings vith dismeters of around a half
an inch.

In order to make it easy to thread the cores, U-ghaped
sections could de mounted on one support and threaded; then, the
nagnatie circuits could be camplceted by bvar-shaped sections mounted
on another support.

2. A c.re-memc -y device.

Figure & showvs another sort of vord recognizer in which
cores are used not as transformers but as magnetic stor:ge devices.
Here there are two colurmns of cores and the digit pulses fram the
shif't register are currents to the cores; a current to a 0 lead
for a fero and to a ) lead for e one. Currents in the O lead set
cores in columm 1 opposite from cores in calumm 2, and currents in
the 1 lead set cores in the opposite sense frun currents in the O
lead. After the cores sre set by 2 given set of digit currents
from the shift register, a reading vaoltage is applied to wires
threading the cores. If one of the vires so threads the cores
that the resling voltage tries to set all the cores along its path

in the same sense in which the digit pulses have already set them,

™m II-5
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then s spprecisile svent vill flow ta40 e low inpedanee load
aad m iadicstion of recognitiss will de cbhtained by mesxs of the
splifisr A. If no wire is so threedsd through the ocres as %
terd %o set them in the zams direction in which they had been set
by the 4igit pulses, then the resding pulse voltage will cause no
epprecishle current through any of the wires and no indiestion of
mo@itionﬂllbeow.
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(b)(3)-50 USC 3024())
(b)(3)-P.L. 86-36

.

ESTDOTR OF TECHNICAL STTUATION IN CRYPTANALYSIS

It is very 4ifficult for s non-specialist in the cryptogrephio
field to provide ® very peuctrating appruisal of the techirical positiom
of the fiald. However, it seems important to saey ‘u;mét-hi.ng in this

regerd, if only to emphesize the fact thet the'central Aifficulties

ety GERN sl

ere in fact technical anl intellectiel problens of a high order, and

Gest amagerent and engineering daeisions wt.ich do not recognirc ti:is

central a0t e nob lisely .1;?)' increuse owu actus.. proficiency in

sulviag [ Cryrtean:ois, nilce it is more purticsuler-

iecd thas sclentific rescarelh, has nuch of the exacting character of

suc.. recearch, particularly as this chriacter is exhibited in research
in mathematics and theoretical puysics. It can be evaluated anly by
sinllar stindords.
Cryptansl yais rae aiwars veen a very specialized art based
in part an & very nigh naturel vcuacen in perticular directioas, and
in poiL ou very great experience. Befure World wWar II it invalved
ler,cly uhe diligeat study of the relevant small numbere of meeesages,
suclh as diplomatic messages, known or suspected to be of importance.
Since then many things have happened. One is the fact
that cryptenslysis is nov in & sense "big business.” The CONINT

effart in the wmore ar lesgs routine collection, transmission, and
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processing of iztercepted data is lugs. IV is clear thet the
‘management of swch sm eaterprise has very little more %o &0 vith
basic advanoes in cryptanalytic techmiques then factory managasent
has %0 40 with desic physical reseaxch. As indicated clsevhere in
this report, the two should be sepearsted more sharply than they sre
at precent, and a special systans-analysis attack on the goals of
the routine productiom jJob shaild be mortted. This would provide
for nore efficient discharge of the production function and would
provide the Agency with a stronger position in dealing with its
customers. In addlition, it would permit a better concentretion of
tae cxisting most expert tiient ar the dasic problemr of ~ryvpt-
analysis, and would provide a better foundation for s plenning for
eystenatic advances in tre field.

Other ciuuges 1n tie fieid have Javalved ~ generul increase
in understanding of cryp%analysis and of prectical weys of breaking
into new ciphers, and the daevelopment of high-speed camuters. It
is clear thet the high-speel roputer is potentislly e very powerful

(b)(1)
ally of the cryptanalyst. It permite bim to unlertg.e much more (b)(3)-50 USC 3024(j)
)

(b)(3)-P.L. 86-36
iaboricus taskxs than he could do vy hand and tc expi»ore more subtle .°

frrcts af problems of cryptanalysis than was previously prssib]le‘.
On the other hand, it gppeers that general .£ivences 1n
the field in other directions have fovored t.tm‘éryptographer us

ugainst the cryptenalyst. In general; “the cryptennl yet relies on

Tor his victories. As this 1is

nore gensrally undsrstood, the cryptographer is in a poeition to

ThA III-2

P S DY g




Doc ID: 6699520

YOP-SECRET GOER

(b)(1)

paovide systems vhich de mot heve these weskanssses or vhish ave Eg;g;-gOLUgé3336024(i)

Mmhmwm.mﬂh"":f_

certain number | | Moreover, presest sipher machines

are largely mechanical. Their operstions, however, are of a sgrt

vhich lend themselves extremely well to the present electronic ‘art..
It sbould not be difficult vith modern electronics to provide’ very -
campect machines with significently more camplex and ﬂ.axihl'.o

coding even than the present mechanical systems give. RN

It 1s the Penel's opinion that the advantages will be

increasingly in favor of tre cryrtographer as agaiget the crypt-

enmelyst, i srite of the introduriioa of camputer techniques. This .

may mead L.i. mochines ere o wil. cecomz 80 sophistlcated that we-

3

can no lotger Lope to breakl . |except on an

accidental and irrepuler bagis. e Panel's opinioa in this matter °
1s discuseed elscwhere in the report. 1t 1s clear, however, that,.

without regard tc one's actual proguosis, the stakes invalved in

the ability to read even occasionally, erc suf- -

ficlently great to induce us to make a strong effort to maximize

our camretence in the field. Moreover, it is only by the most

intense effort toward the sclution of current

that wve can hope to keep into 8 pocition to resd

as tLey, too, became more sophisticated.
The first element in such zn effort is the egstabl ishment
and mointenance of a nucleus of tﬁe most skillful possible analynts.

It iz important to notice thaet it is anly the highest level of skill

TA 1IX-3
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hare $had comis. $ivil Swrvies Fegdistions, Wigrhany smsidevations,
ota., chaild et e allewed %0 stand fa the way of develeping aad
comnerving vush skills. Oae is lod %o think of & dalfderate om-
cwntrution af the most skilled amalysts ia the Agmmsy, scmbdised
with a close spprentice system, as & possidble wesns of developing
& larger dody of aryptanalytio skill guiokly.

The required skills and ability of s nev gmerstion of
cryptanalysts may, hovever, be samevhat different from that of the
ald generation. An accampanying section speaks of the shift from
low-order message and language structure to high-ordar structure
as part of the problem of resding Aifficult codes. This is, broadly
speoking, equivalent to a shift to a mare abstract and general point
of viewy. Whereas ths traditional cryptanalyst could rely entirely
on & particular “bag of tricks,” the nev expert must have more of
the generality and abstractness of the typical professional scientist.
He must, howvever, be just as sharp as the ald generation vas, and
this 1is saying a great Qdeal.

This evidently has same implications for the kinds of
recruiting vhich the Agency should do. The Agency needs men of the
same general sort as ths best {t has recruited previously, but they
may require sasevhat aore formal scientific training. A particular
Nustration of the present situatiom s furmished by the spparent
gap vwhich exists in ESA betwveen ths traditicnal analysts and the
skilled programasr on modern camputing machines. New recruits
should, smong other requirements, be men who canl bridge thias gwp.

™ III-b
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e NI fattisted & prouising sessapch pragius Seversl
Jusns age, sud 1% mgpenrs st s vill pay Sasveesing &tvidends
ta the fetme. B Pual biisves, howsvey, that e reseawsh
progren dsserves some strengtbening and resrisnting. AS yresemt
1ts most eomspicucus achisvemsnt has desn the establ ishment of &
large-ecals develepmaxt progres for new computer machines of types
1ixely %0 be useful for the Agmmcy. This somewhat hardware-
centered progren sesad 0 give insdaquate eaphasis to the mare
subtls aspects of the Agency's problems.

Yor exayple, the Agancy is prodbably more deeply interested
in basis cowmmication thecry and i{n the complexities of linguistic
structure and high-order langwage statistics than any othar group
in the country. This is e field of great spubtlety and challenge,
affording meny opportunitiee for open and rewarding scientific

advances. Howvever, NSA sppears to have no work going on in this (b)(1)

(b)(3)-50 USC 3024(i)

or releted infaormation-theoretic directions. (b)(3)-P.L. 86-36

The problen of recognition is also crucial. The use ot
visual displays as a possible mesns of recognising atd 4dentifying
obscure logical structures is described.fn snother section. There

is als0 a very important recogh:itim provlem involved in the

and other situations wvhich seen particulariy

pranising for exploitation.

Such very subtle questions deserve serious researaoh over
8 period of ysars by a nixed teas of mathematicians and statisticians,
psychalogists, and engineers. It would seem that the Agancy should

™ III-5
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evtbitsh & shoung offert ia this £i018 Steeif. Ia adlditdien, 20
it Wil sty sush verk at cuteide tustitetions, fer cample,
ihasuciupetts Instituts of Tochmalogy or Earverd. -

Meny of the problems of cryptemalysis are ia effecs
mthasstics, and a redoubled effort in this area secms also to
be indicated. It is important, however, that the mathematical
aspects be construed broadly and mafitain & sufficient touch with
cryptanalysis i{tself. The presance of security barriers, such as
may exist for same of the mmabers of part-tinmes advisory groups to
B8A such as S8CANP, the strong treditions of academic mathematics,
etc., probadly tend to ghift ths attention of many mathematicians
to problems which fall within the normal intellectual organization
of mathematics, but may have only peripheral or supporting interest
to eryptanalysis.

If the Agency's research department is properly organized
and administered {ts interests will spen a broad and rewarding field
of scientific endesvor of the highest level, and yet it should be
perfectly clear thsat the core, purposs, and culmination of this
effort is nothing more or less than the aldvance of the theory and

pru;tice of eryptenalysis.
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ESA_SUFPONTED NRSRANCH IN BOLID-STATE PEYEICS

The vark spansored by the F3A in sclid-state physics
may indeed be important academic research, but its relation to
Agsacy nesds i by no mesns ©p to the standards provided by their
spoungored wvork in vhysics of the uypper atmosphere and theoretical
physi=s. This work appears to be an fllustration of a common
respouse to the frustrations that must enter vhen public support
of fundement=l rceearch is intended to Qirectly support so narrov
a rarZe of aprlfcctioms es NOA'c neceds provide. The scientific
spansore of such research recognize the Aifficul ty, agzravated by
securit;, cf obteining sall? contributiaons to the large exploratory
developaent program they or~ tryir: to awmport. In reaction, they
support glamorcus and widely accleimed subjects and professors.
The ocutput from such work zecne & ‘ust: inble object of public
expenditure, and 1s usually “eiled as gecientific pronress, although
it has almost no interactlan wit) the RSA. 6SBuch eppears to be the
case, for example, 1c the carefully chosen support of work om cyclo-
tron rescnance in metals at the University of California (where,
interestingly enough, the discovery, atiributed to NBA support,
of this 2ffect in tin followed its observation elsevhere in othsr
netals, like bigrmith, by a year or more). A similar situaticom

spparently exists in support of the work at Harvard on the effects

A IV-1
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of Jevavure ea clostoun pia resemsmte. This wvas Aoted oo langzishing
bosaupe of the interest &t Barvard in mev gpin Secillater effests.
No wikindness is meszt wvhen it is said thst perbape ysefussars, Ve,
reslizs that at present the linkage of thia yesearch with the yeal
intarests of the myporting agency is oo rumete to tske their fiwed
attention.

While ths total amual cost of such work 4s less than half
a million dollars, it seems important to bring out the missed oppor-
tunity to get done basic work really relevant to the needs of NSA.
At the same time, af course, an alert basic development survey should
make it possible to take sdvantage of the huge valuze of fundomental
physicc of e0lids, and of other things, which is readily accessible

for NSA purhoses.
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NIEBRY AND CRONTEAREON OF PAREL
(e Teshoology of Forsigs Conmmisstiens Dabelligemoe )

A lstter from the President on May 3, 1957, requested
the formation of this Pansl, for the techmisal study of |
MMMM&&W'}'.

“o))

Boax¥ of Cousultants on Foreism Intelligence Activities, as ap- (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
proved by the Presidant and reicrred to the Secrytary of Defense (b)(3)-P.L. 86-36

end the DMrector, Office of Defemse NMobilieation, oo Junuary 29,
1957,

Jacii & ponel was for.e. Ly the Sclence Advisory Canittee,
Cil:, and hro: had a eeriec of ~ —¢linge by represaentotives of USCIRB,
etadla tie followingy OIR, FoT, (SA, NTPC, OIM, Stote Doparte
meat Bl Ulaer ropes consiasin LGN outout, such ag Netional

Ix.ceion Ctaster, Satimal Hoard oo Fatimates, etc., and a USAFSS

CroL.. i arss of study ves urcadoaned to cover the wvhole renge

of cazsa totiong intelly ence and aAiso ALINT, as oganed necessary

Lo 3538 1.0vOughly tbe | |protlem. About 25 detailed

e - Cvier e  cepe XD
0B L POI. TORLeC Wil auerous sipolenetary studies. Con (b)(3)-50 USC 3024()
fereicu. RJary' WC JEoal uwnbars oLocred about 20, The Federal (b)(3)-P L. 86-36

aren~loeg . are both. friendl - end cooperotive iy providing sensitive
rmateria. Loet of the meetings verc Jsith K3A experts, wvhose
1llincness Lo oeat the Penel's requests for highly specialized
inforuation vas matched by their dilipesnce in orgmizing snd

copactin: it.
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Nash nere them pavnission, howver, is asssessry % give
e sstisfastony survey of emplex commmicatisus intelligmmce
Sechnslogy. Fur ¥he mmereus hrisfings whick objestively 4is-
played the ESA wuk, Dr. A. Simkor (wvith the full cogaisence of
Brigadier Generul ¥W. N. Burgsss), Nr. A. Levenson, Dr. 8. Kullback,
and their associstes vent to endless pains in cagpletencss and
clarity. They have.our gratituds also for hospitable, but private,
places where the Panel conferred, md studied highly secret material.
Indeed, the Panel could have handled such materinl, and
woried out its own findings, only with the constant, skillful, and
highly understanding support of the Office of Security Bervices,
RSA. Its assignment of Mr. J. A. Groaus, Mr. A. i . Matnisen, and
otlLers to facilitate the whole project wus essontinl to ites progress.
Perapectives cxtending over the wvhole scope & aodern
Akuerican ryptology end cozmunicatiais iovel igence were exg_:tl;
and generoucly givea the Panel Ly Lientenant Oenere’ Ralps Cconine
and Mr. Williem Friedman.
Professar H. P. Robertson end o%.crs of the . ience
Advigory Boexrd of RBA kindly briefei uc o1 .e.r curroat
considerations.
The OfTice of Defense Motilizaticu wes neadquarterc,
with Mr. D. Z. Beckler, ol the Szience Advisary Comslttee, maliing

the vhale study corent and operntle. We than: aim and
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-18 USC 798

1)
3)
3)-50 USC 3024(i)
3)-P.L. 86-36

(bX
(b)(
. (bX

mmm,m:‘um%m-um
1se0e of bipbers bad %o be besel ou knowiedge of
Abe chance of getting informatiom on coding mechines end methods

Also, the relation of [__—_:[muuw to commmications

inttuiaun.o; more kensrally csme up r-poatcdly. Aeoa'&l.ndq,

(b)(1)
field which may be svailable separately. (b)(3)-50 USC 3024(i)

The crucial position of fisld work (interception and . (P)3)FL.86-36

processing) in both the cost snd effectiveness of the ‘CQCI'I!'
program csused the Panel to seek more informatied ‘on this then
could be reasonably gained in Washington. Bence, at a suitsble .

time, which covered much of Séptember 1957, Drs. Garwin and

Selfridge visited.important installaticns in the|

wa |

The Panel functioned in areas of Govermment more sensi-

tive and restricted than most scientific people believe can be
effectively studied. In this case, however, the cooperation and
disclosures of the relevant agencies wvere mostly superb. For
this, thenks ere givem to the Department of Defense, in particular,
General G. B. Rrskine; the E8A, in particular, Lisutenant General
J. A. Banford; and to the Central Intelligence Agency and the

Federal Bureau of Investigatiom.
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Xr. Bareld tawrence alse of the Russutive 8rfice of the President

for devoted sarvise te Our oause.
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.

O.

W. Alvares

V¥. Bode .

R. Pierce
Rochester

Selfridge
¥, Tukey, Consultani

7¢ hcher, Chairman

M. Cleason (partetime)

Septeaber 20, 1957

Univeruity of Califormnia

Bell Telephone Leborstories, Inc.
Internstional Business Machines Corp.
Msss. Institute of Technology
Princetcn University

Bell Telephone Loboratories, Inc.
Intermnational Business Machines Corp.
Lincoln Laborstories, MIT

bell Telephone Leboratories, Ine.
and Princetca University

Bell Telepnone Laboretories, Inc.

Herver? niversity
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