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NATIONAL SECURITY AGENCY 
FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 111897 
25 May 2021 

This responds to your Freedom of Information Act (FOIA) request of 
14 May 2021, which was received by this office on 1 7 May 2021, for "a copy of 
the Baker Committee Report, the report of a group that met in 1957 to put the 
U.S. ahead of the Soviet Union in communications, computer science, 
mathematics and information theory. Date Range: 01/01/1956 - 12/31/1959." 
Your request has been assigned Case Number 111897. For purposes of this 
request and based on the information you provided in your letter, you are 
considered an "all other" requester. As such, you are allowed 2 hours of search 
and the duplication of 100 pages at no cost. Since processing fees were 
minimal, no fees are being assessed. 

Your request has been processed under the FOIA and the document you 
requested is enclosed. Certain information, however, has been protected from 
the enclosures. We apologize for the quality of the attachment; this is the best 
available copy. 

Some of the withheld information has been found to be currently and 
properly classified in accordance with Executive Order 13526. The information 
meets the criteria for classification as set forth in Subparagraph (c) of Section 
1.4 and remains classified TOP SECRET and SECRET as provided in Section 
1.2 of Executive Order 13526. The information is classified because its 
disclosure could reasonably be expected to cause exceptionally grave and/ or 
serious damage to the national security. Because the information is currently 
and properly classified, it is exempt from disclosure pursuant to the first 
exemption of the FOIA (5 U.S.C. Section 552(b)(l)). The information is exempt 
from automatic declassification in accordance with Section 3.3(b)(l) of E.O. 
13526. 

In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have determined that such 
information exists in this document. Accordingly, those portions are exempt 
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from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statutes applicable in this case are Title 18 U.S. Code 
798; Title 50 U.S. Code 3024(i); and Section 6, Public Law 86-36 (50 U.S. Code 
3605). 

Since these protections may be construed as a partial denial of your 
request, you are hereby advised of this Agency's appeal procedures. 

Please be advised that the second page of the Table of Contents found 
after page 8 of the document was not contained in our copy of the document. 
We have marked that page with "OGA" to show that the information was 
removed by the Other Government Agency. 

You may appeal this decision. If you decide to appeal, you should do so 
in the manner outlined below. NSA will endeavor to respond within 20 working 
days of receiving any appeal, absent any unusual circumstances. 

• The appeal must be sent via U.S. postal mail, fax, or electronic 
delivery (e-mail) and addressed to: 

NSA FOIA/PA Appeal Authority (P132) 
National Security Agency 
9800 Savage Road STE 6932 
Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 
The appropriate email address to submit an appeal is 
FOIARSC@nsa.gov. 

• It must be postmarked or delivered electronically no later than 90 
calendar days from the date of this letter. Decisions appealed after 
90 days will not be addressed. 

• Please include the case number provided above. 
• Please describe with sufficient detail why you believe the denial of 

requested information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any 
further assistance and to discuss any aspect of your request. Additionally, you 
may contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to inquire about the FOIA 
mediation services they offer. The contact information for OGIS is as follows: 



Encl: 
a/s 
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Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Rd. - OGIS 
College Park, MD 207 40 
ogis@nara.gov 
877-684-6448 
(Fax) 202-741-5769 

Sincerely, 

RONALD MAPP 
Chief, FOIA/PA Office 

NSA Initial Denial Authority 
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.-.r.1&1 and 1D c~i• 1taal.1'. 'l'hla ~r.a., ...._ ot.hu- • 

tb.ia.p, t.bat mat.erial be NCOnt-4 1D toe n.u 1n a IIIIDDff auit• 
. 

able ~r 111aCb1 ne ~.. or tor •vi.tt.,. aut.a:u&t.10 C<1111Dml..:atiaa. 

to macM oe headq~n. 

. 
l)'ll't,ca eDginNrf.a& 11114 tin~ U oall.114 fDr, both 1n the 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-PL 86-36 .. . . 

.· 

a.pecU'ic area of' macb1ne;nadabl• n,cor41DC at U~ ezJ4 1n • 

t.he general w ot uchl"" proceae1n1 -4 

.__ _______ _,f ~ SUMIIRtoa. .1A _ t.bi.___1_41 __ -~-J\_t_ca_b&v9 __ ___./' -t- • 

al.J'ead,;r 'bem ad."tw.,.ce4. 

v. ~n1pin,l1ten~!nl--e!:W!!l 

CCICDT obJeci,ivu ahould re&l.1irt.1a.U,., re:tl..N\ t,b,t 

accea•ib1llt7 u wll M t.he pot.ct1&1. ·•al:i:ae o.t lllltal1..&L. 

hfflnablJ', ~ id'o:ewd;ial ~ ot 11aQ' ~ 

•• ..,.. .. acrt.ual.17 nn.ate4 la ...... ot ..... n.i.. 

TOP SFr-Ra:-r a-1nfl!ll~ 
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IP I I •&Mir A IKatlil'l ..., - - .aal•• Ill 11 .. 

11•1111 1111 I. 11 u rU••• - • tssa-... ,... __ tlllffta_...,. __ 
.......... llldallolla .... .-a.11.,.,. 

111e lllliiOfl ....u. .,.,,. • ......... •._I ___ · ·--~ . : . : . 
, ,.u,7 •• ••• , ... •· ·· .. . .. 

(b )( 1) 
{b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L 86-36 

...... -.r-----f {b)(1) 
ot _. 1Dw.lll&1 ,,,_,_ M tllil t..luuta1 ........ ~ la {b)(3)-50 USC 3024(i) 

... ~. • • : ! . . . . 
D wt11 be p.-ofttul.a to CNlt.1...-. Ulillaw),-. wa• ~ • •. • . . . . . . 

.. 
. . 

YI. DA-..l!M 1rat.1c.aa1 .. 90U.T'Oe ro.r O!!!!!M'!M!'!!! :JDM!lWP?t 
Put ,_.,.,tme ~ 1D. ,..,....,,.,. 'Urie bSl)M!A l.4rt'9l of' 

-.y aaclplMln4 oc:w,.un1<:l&t1mul ba:n M\ablJ.Uilll. • 1MAl. Saaae, 

a 1Jtaa4al,l, a e.t ot vall.18• 1A tbe DA 11biah la retl.ene4 IA it.• 

ol'pl11.sat10n .._ OJMtrat1cca, bu.t vblab la not IU"'Prlat.e to t.be 

realJ.t1N Of t,.ol.Q. If.bat. U DH4a4 lliO'II' la & ~ 41'f'1.91cm 

batvwl a~la NIIIMJl)l •I I.~~ 
. . ' '· 

' ' I , 

(b)(3)-P.L. 86-36 

. . ... 
- ;;~.-t.be vmtt ~ 1 ~ ~-~ .... (b)(1) . 

- · ~ ...__ _______ • • • • • • • • • • • • • • • (b)(3)-50 USC 3024(1) 
aa1Jl'ta1De4 'bu:t n~, va V1U lazow--, 11111ft -.J..7 the (b)(3)-P.L. 86-36 ___ __...-.,,. _ _...._ .... -.,... . ................ : :.'· 
raate olw1oe otL--________ tJ::ill t\l:llan, 'but a1ao ••••• . . . . ( 

,~ r,... tM •Ul'll.,.. 
--' el _. \n:f'ft• le 1:IOlm4 to bear, -.on al aDft ettacuft. 
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a111,e,11rM• a oaatnn •' !•••• taUwtt• •-. 11111 

ot I.CW &lr,a, 1nnlut1• Ill&'•~.;;_-~_. _,.he-+ ~ p -----•-> .,...._ people "tca9rlher v1Ua U. --- fll U. ..,.._ DCIW ~~~g~-50 USC 3024(i) 

,.,,.,., .. lD 110D ~ ~ IM-»M"•PPNl ~ ~- .... ~b)(3)-P.L. 86-36 . . . . 
1.utitvtim ...,.,,, be ~ eJereA ml u~r •J .ot•m ·.:ctiv1t.1N, : ·. 

1mc1 --•" bot.b candl~ ~ -~~-~ IID4 att.aakl J 
~--------··· to the poillt ~, 'bit DCJt be)'m4 ''pro4u.ct1on" a-

p1.o1tat.1ai. 'l'be 8QCCe9af\u. operat.1011 or web .,. 1nst1tut.e call&. f'or 

the ultimate 1n ettort m4 IIOlectiaD 1n tbe recN1t1Dg or pe""80D'Del. 

~n.e remainder of the RSA abou.14 have u 1ta ent.iu.uslastlc 

. 
geoce to usera, boae4 aa cu.nmtJ.y ell;Plo1tahle camn material amt . . 
cm ELUl mater1al. ?t ehoul.4 be aNppOrt.ed by a ~ eyatau 

. 
problems or impJVVlllellt 8Dd mechai:11zat101l o~ the ~1ng an4 

band J1 ng or material. 

In Ol"der t.o MCUre the most tnn~ratiana mld 

to olllte the best UH 111 thED of tbe tecbnioal knoiile4ge IID4 atre::igth 

p:ra-JOted between the RSA and the CIA. I ' 

A mall group ccnccmed vit.b 1n\.ol)1gmaa ~ -

8 
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(b )( 1) 

,.lldl YI 

lall I 

,-._D 6 (b}(3)-50 USC 3024(i) 
~------ • • , , , , •••••••••• , , •••••••••• ,(b)(3)-P.L. 86-36 

1. Qa~ ~ ta ---~ .l. ....... ~:-
. . . . . . 

~ :1~-----~ . 
5. A lll'Y1N4 Vl.4¥ cd CGDJD1ocla:aa ~ 

ObJect,1-nse 

Colleet.J.oo or Intel J 1 £f!!C! BtpJ • 

. 
: 9 

-.: u . . 
. ·l.8 . 

1. A t~ AS.a in r.QQ:oro1cati0Da ll:rt.ell~ 28 . . 
2. 'l'he eo.t slid f.J."'n.c1~ ot Collectioo IIQd. 

Pnx:esal.QC • 

3. AreM of 1.zrt.e~10Q 

3. 1'be Plaoe -4 hoa1ee ~ ~ ~ 
1A C~la IID4 hoouw1D& . •• "• . . 

~- Iba ... to,~ Amncea La-~·-. 
C~ UN ot Callputep • ." • ' . . . . r:-- l"!,t>lt_,.. :.i:,• ;,;i•-,rz t(? 

i. !lie I F---
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w141u1.0 ,nacaa • -..VOi OClll!JIJCI~ ppyto 

(b )( 1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

• _(b )(3 )-P .L. 86-36 .. . : 
ot the Office or Def.,.• llobWsat1oa., at ~ 41Nct1~. 9' .tb.r • • •• . . .. 
Preddat, bu •tudied tbe deriftt1on ~ tcu:.lp.

0 

lnt.el.Upnce, . . . . 
.. . . . . . . 

part.1c\ll.arl.y 1'rolll ~ -,at·•~ coded t-CVPPJm1 •t1ona ot the • •• • .. . . . . 
I ~e fact• faced auggeeted that. certain upect.a oi. · '------~ . . 

other tonaa of ga1a1ng foreign intelligence llhoul.d a.l.ao be 8otud.1ed. . . 
The charge to the Panel vu t.hen, following conaultat1on vttll . . 
appropriate 1nd1v1duala, correapoadtngly broadened. 

Concern wit.b the reault• ot th.la atudy 1a qaociated . . 
with differing int.ereat•, reapons1billtie•, end actlvittr~•-. . 
Aoconlingly, the report h.aa aevera.l &ULB., promdoeni ~ vh.ich . . 

. . 
(1) on·'9ri.ng ot .1ud.BID8Dt• about exploiting the ao•t. ditficul.t 

.... I _______________ __, . ._:_: _ __.f 1n order to 

{2) 

prc,rlde a •cientit1c buia for pollc;r" deci• iona. 

Surveyi.ng poasible advancH 1n the J:.ACbnology of exploiting 

in order to ensure coo­

aideraticm ot t.be appl.ication or al.l preaently cODCeivable 

tacillt1ee to the problaa. 

( 3) Propo• iDg a reviaed. evaluation ot tora14Pi ccnr-micationa 

intell.ipnce, in order to 4-velop a aore quantitati"N bui• 

for the aoat appropriate cllatr1but10D or t:.obnScal ~ort. 

TOPSEGRET 
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~ ta.. •Spa) IIPMJ J «.,.. o 11.St.7, lMl:adl .. ._ :-1 ett• 

amicatioaa •ourc• part.lc\U&l'ly vall. 

(6) ProY1.4iD8 an open 'Yiev ot the basic iHUM or e,_.mt~Uooa 

1n vhlcb t.he future probl_. of declphe.rment. proc••1.ng, 

and intercept.ion are outlined 1n general.1:r.ed upecta. 

These objectives relate to th• adndn1•tratlve, lld.llt&r)', 

d.1pl.am&t1c• technolog1cal.• and profeHioo&l. upecta ot the lnt.el­

llgence C<l111Jnrn1ty. Because ot thia diveralty• asverel. l.rrel.s ot 

technical dat&t.l are included 1n the report. 'l'be &ppeDd.icea pro­

Tide detail.ed •upport tor the concluaiona • t&ted in the body or 

t.be report. "l'be technical adjunct• cover more teclm.ical upect.a 

of apecltic •ltuatians. 

(b )(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

: (b )(3 )-P .L. 86-36 

'l'h• body or the report beg1na Y1 th an int.roduct.oey ·. 
aection vhlch &ttempta to pl.ace the explo1tat.1on ot histi-•ecrecy. • : 

coamnmication• 1n the hierarchy of our technol.ogteal oatlOD&l. • • . 
security ettort. The vork cm the-I ___________ __.~• _: 
•Ulllarl.&ed 1n the aecond •act.ion• 1n order to briJ:1« out the 

preaent poe1Uon 1n 

2 
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........... tllllll ........................... .. 

11101 •• .-... 9dallla•llllla--

wUaa, 1lb1all tala ta~"'- ............ ~. . 
pnU• 1n• J'7 t,o :w-ed•nc or OUaeJt 41.,,,1u.m. !Ila nfth .-U-
tnet..a t-1- cbmg1q poaitlcll, 1A toref.8l + elNtt • I ial,e1. 

ano. operatic. ot ~ me.Jar c::aa..u.micattcma 11lt.all.1.ecmcc ~, 

t.be 119.A., ue 41aeuaeed 1n tac aillt.a sectlal. 
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.._ - I •• .. !I• .. -' •-~--·••• 15J•tr1 - - • a :::11 e m ~ w•, - - ... 
Pl 1SC1' II .... ~ Lil 

~ ol 1111 abtiUQl 11b•1)lwffwvU11111 arta• st._. Illa a (b)(1) 
(b)(3)-50 USC 3024(i) 

will be 11 'Jedi, llllllt ••- p111-. ltlil5 W e,t er,,;:.'?! .... ,(b)(3)-P.L. 86-36 

aaer1al.topt.harV1tht.-l I~~~-~ .... 
11,1;,e1upnoe 1e a NtUa 1A aia w IDl GIii' au1w aa p.1a _. 

10N ~. ,. Com,mt• ceatcn &rClm4 t.be ocatzol ~ 

troi or inbmat.1oo. 

In peace 1t 1- al.ao very ur..l0b b&rde.r to ueoo1at.e .,,..m1,:at.10u 

vit.h the eort or obaerY1lhl.e ~• vh1cll lll1gtit gi"ft a clue to t.be1r 

aa.l. VS.th t.h1.a very difficult aituati.em. ~ Jl9Del eeea tbe IIBA •••• .. . .. .. .. .. .. 
'l'b.e Pace.l bel.1.evea that u ve are to snin ~ •-· .. 

llcaowl.adp at ~ ~, oepehtltt7, 8D4 1.ntaiti.CIDa.¢
0 

toreiau .. 
aouat.riea, the • 1 g,al 1Jrt.olJ 1 sence OO"ftlmity lllldt . .••• a m:1.t'1e4 

orean 1s st 4 oa. • I .. · ~ -.i i(lltWO,• .. 
tbe "-' 't:wk.._ol_~-.,,1===========i1,_a___,w1,_,_. ..._. 

~ 
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alplftOIIDM wUl be 4uoaM4 in the tol.lolriac Net.lma. !'o 4-1. 

with tb.1• •1~t10ll_a1:_th ~ etteau ....... our~ '1f-> 
~!!1~c• •kiUL ~~11~~-~o-~!__'!',_aaat 

be ccapletel,y integrated. Diaperaloa_ can_~ ~ to-~• 

eeatter~ of our llieager decipberaent t&lente and to an 1.ne!'fec-

t1 ve aod. ille.ff1c1eD t. -"Se o! t.hma. 

foreign int.ellige:ice :problem v1ll relat.e to the uUlls.at1on or 

our national techr,ica.l abUitie•• Beca.uee tbeae are, fortunately, 

nov moat.l;;· .:::once.1t.rn:..ed in the ISA., t.he • tructure aod operatione 

or the NSA -.rill be SLl~·ected to •earchin& •c.ruti.JQ'. 

Thi• ahoul.d not. be conatrued u a critic:1- or evalua­

tion of t..be A8ency in it.a preaent. roi.e, but rat.her u an inquiry 

into ho" it. could beet contribute to the ove.ral.l foreign intel­

llgence problem. At the outaet ve render to the .al the hia,:iut 

confidence and admiration that ve lmov. Ite technical achi.ne­

ment• are unexcelled, and it a~serves the unqual.11"1ed con1'1c1ence 

and support Qt all civilian 8.lla m.1.l.itary depe.rtamt• and agenci•• 
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(b )( 1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

.___ ______ __,r ........... ·l(b)(3)-P.L. 86-36 

. · .. :\ 
·- - .. _._ ll la - If--:-.:.-::/·} I 

_._ .... ------UIMeeeeelJPIIQ\c .. ~ •.· 

... )~.: 
• -~.--.- ••••• ·:· •• (b)(1) 

I.Saa o6 ... , I W7 ~I rt1•• .. ecJJ,el ,-& a.,1171:an • (b)(3)-50 USC 3024(i) 
' • • • (b )(3 )-P. L. 86-36 

• zi. fl/I t.lda lMt, WI 41ffial&l.t. a1-tmlta1•- .· .· · . . 

'------------~f u. tlo'lbt. ~. ~. tlD00da4 'b7 mema 

~ ~11111 "key9," lllG'Jlled. Sa boaka or. ·pe4a.'(11114 ~ . . 
ot"t«l .ialovn M •_pa4 8Jft,aa9•). 8a:ae al ti... EHNSN p~ . . . . 
eaat.aln 1.llf'Om&UCII ot the htflh-P 1-Y-.l. ot 11rtent9t. . . . . 

In a ped a)'Btall NCb ~ ~ a ... ._. 1a eDCipban4 . . . . 
vtth a COZ"l'MPQ1dtq ~.bt u:,,mat.erlal. !be 'Ullll ~ ae--. . 
terial. (eootber copy~ W1.cui 1a ~ fbr t.be d.ecl,paemmt . . 
of the .,,.. • ..,. ) U then dNil"01N• · · U t.be t.q mat.er1al la p:rcp-. . 
erl,y pzocluoe4, u ._I ________ 

key la uo4 'b\1t ooce, .. , ..... ---

ea.ct,pbemat la, 'both 'Uleont10&1.ly ml prwrt.1cally, csletel,J 

I.IPl'llla4ahle, .. th18 tact Jiu lcaa bael1 ~··-·· 

6 
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• 013c:.:' • ..,.., ., .. 111111 • e 1n,11twew1r• 
.... a - U -1Sel te & I I 11, IV IEI .... • I •· 
.. ldts1 - i\ IUJ.l-a-1N &a a - ... II II Ill 11 t te 

, . 11 I •IF• .., an• is• -.. • au& ._ 
--•zsa:zu ta.._•Jwa-- • 1 ?111'111 ...... ,,. 
Ii Wtllll- .. s tts W el I I -,, &a ette -, .. ,_. 
.... it .... a • n•• I tl••J¥ CUI IA'•• .... •-:1 ..... 
• let Ell lllliad _., - •••m• ,._ • • , .... el all .. .._ * ...... f//1 .. - -· 19 ..... , t.- a&, ••••• 
I • & I ..... W:mt fII • 11-.. 1 le - I •:: , .... la 
~ .... .,.., .... Wl19 haft 'NIii,... ,_--.nae .. 
~ ~ • n111 ... 11111' snnmoe., pi-.,. f//1 ..,..,. 1a ..a.. 
~ • UN .. •El Nl±sM., JbW• ......, qUebla, ar ..,.. 
es•• lalt.11t •• a,- ._ 11111!!1 .., a u:ie«1111 ._ llltlk ooAe 
az • ... al lallhn: Cllr n..u---~ Iba ~ I I .. , W 
-.m.eo6epoqa.._.,-..~aoe•am..~at 
a U.., 1D'liO ot.laa ji'Ul,i.98 '1ft .l.nUn• Tl I flt@ 'U~ ot tb.1a 
tn,e, 1nclaa41.,. ~ ml IWaft.1~ to,~ or 
pvupe or i.t-ten ~ oa llll'f'U'Y1na unit.a ~ • •••­
~ with tu &iftet UN at kq oaut.ituw .-rj,ptp~ 
W 1.Dcne.Ne 1n the pncticabill~ ~ oanAl'UC't1.Qf1nee 
'lltllcat. s .,.,,,sou.Aly carJ'7 CR.It IDC1pb.eriq -.cben, cal.ly ( tor e:am;ple, 
by turn1D,I 1iieela)t or alectrica.ll,J (tor e,c:aple, by aJ1sn1nc 
contact.• on Vb•l•J, or both, at a h1"1 procesai.ns rate, haft 
re-.utec! ill a p:eat eo.ae 1n the 1.lN r4 encrypt.10111. 'lt>dy, wt f 

~-offera OCIM hope of IUcc«U ODl,y 'lib4D 

tbe 1detll na.la.,.. not beirla obMrv-,.. Fanunat.elJ, the 1c1Nl 

ruJ.ee are DOt too~ to put 1n practice. 

F1 nst, 1 t 1e not, (fU t.e aia;p).a to bw.\4 A nl.i&bl.e 

~ tor ~ randcm key, labile a mnber ot teebn2 Q1Me 

qy. Pad ay-steu require that u • ucb key ba 41..triblded b7 

ocurter u 'tM wt.al 'V'Ollae of tnt'nc to be ~ !Ilia 

',- - ~ .. _ . ._ __ .... ---

(b )( 1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
.(b)(3)-P.L. 86-36 
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--•• tnra t 2 , ........... _,.... 

,...,., [_f/6....ala. ...... ,.- .. ,· ........ 

-.-., .. ,... Ml A I I U, peuA J •• a N• - .... 

r-:221 ..... -- .... w:ltal 111a 1...i Nl.NJ ..... I G WS•I 

, nM~ -- .. ~to~-.... Dlnlll 
.__,.,. _ .... ~ ... .....ast.Ntab:NO!lur,Jte, 

WIISt..Y, air .,_ ane blmln4 \SIINJ w s....i a i__. ~ 

ot th1a t.nffl.e oa • llll'Nln ..u. 1ar Ille nnt r., ,_... 

.n.z. the wr, uae a&Ml ... ue,. a....- o..i ~ ke;r WiN,; 

~ their key taotorey ,... •m-»l• to aen Ille deen4 ~ 

¥1th th• p-aate9t cUffl.cuJ.t.1 evwt 'br ft.17 ~ emal.ystJ,, • -. . . : . . 
Moat ~ 'th• 1.ntell.1.p!nC9 gleaned. holl.-----.-.-.-.-.--,.,..._...• ..... ·-~;.,- . 

. . . 
nc 1• Cue to tbie re-uN r4 u:,.· · ~rt:u.na1:aly, no ...-.plN • .. . . . . 
ot re-use ~ w •IAw been tbln:!. In ~ .. •· '-------------' 

(b )( 1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

--1 ___ ....._ _____________________ • • • ' • (b)(1) 

.. -~ p_ , j ~-~ -

(b)(3)-50 USC 3024(i) 
(b )(3 )-P .L. 86-36 
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(b )( 1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

• •• I 

, , ,, .,. •• ...... .__I ------~~~ .. ·,·,I _:: 
It I 11, 

ll:01 ,.,., ,_._-,iJl.u ..... ...._..,_Wllte_...__,,1 •. 

111apH•lltoaUoe,-. ,...._ ___________ _, 

1• ftJ'7 111.-.. than man 'be DD DIM tllat ~ en ~ el tlae 

'bUie p1"1Ddp1.N or co11eat pad ..,. IID4 tbat. they an now 

thoae appear 1.0 be unb1u11Cd. Then 18 9"l'er7 ,-- t,o 'baliftW 

t.bst. ~ an now op~in& tbe.lr pad a,-at.u ool"l'K'Uy. 

A\ preBetJt, therefore, than 1a DO 'IAli7 orj~ _____ __ 

"' .. .. 
.. .. .. . . . . . . . . 
. . . . . . 

I .. 1, .. 

.. 

cne-t.ime ooannn1c-st1o:ia exce;;,t. by p2o1na aoou.a to the ke:, u.terial 

eo4 cop~ 1t v1tbout drlect.iaa (~1GD V0Ul4 ~~ l"etlU.lt 

1n the key 11&'kri&l bei.o& 4eGt.roye4 W1tb0ll\ llN), 1h1• U cme eaee 1D 

1n tJlU ....i, ~ .... I ________ ___,,, ........... , · ~~~g~-50 USC 3024(i) 
(b)(3)-P.L. 86-36 
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• NII 2 !r lalial-'•• .... eJ 2 .. ...i& " - -•• ~ .. . .. ._ us 1' __,,, 191¥' 

IIIMda\ '-' allD ~ :da 1U• IR IPN1:411\a U.. flt W. 

• ~, -...:nv Jl:e..a laq aMl'lal or -

..... Ill 11117 ~ lM4 to lllil n •1'lll ol _. - ef.,.:tOM­

tbaa, W mp OOIIUwil -t.Sl.,... ONI' iiM .aioi. .,_.1D ~ 

that ... 
th1I ilnol"N9 a ~ .ttffl. · · · • ... . . . . . . . . . 

la a cme-t.1- aG' ~, t"reeh U1' ~be~, ••••• (b)(1) 

~ by HCQ.re eouner, at t.be rate ot one chanM:'te.r of 07 (b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

tor eeah cha.nlc1;er ~ a:eu11g19 to be t:rmmitted.. (Thia &)OWlt. _(b)(3)-P.L. 86-36 

or UJ' i:mst be pl'0914e4 to both oaod.er ao4 recipient, sad, rcn 

hlsbellt nec-..irl ty, Mp&l'llte key mwrt. be prort.dad. Vben a MD4er 

vuhee w seed the MDe meaaaoe to tvo or more ncipienta. ) • • . 
. 

bad an1 automat.h-.1 metbo4a &1'e DtN 1D ™· ,... .. , ... iqeobSoe 

syotems, vbere cz:uch cu,)]e,. aaoi.mt.a ~ ke7-1J.q matc1al nee4. . 
. 

load cu the aecu.re transniaaion and storap ot:"ke)--llke c.ater1al, 

use or aie-t:l.zn.e a)'Uts:ia vUl pnsnahl¥ cont."1.nue to be restricted . . 
to the~ c1ollcat.e r:o:nua:1~10na. ~• a review ot the 

"lt0Ci01ogy" ot tbe UH of cme-time pllll!a voul4 be helpful. le . 
..,,.,.1o,rt.tcm ~ wben, Vbcl, m4 boi the)' an uee4 111 our, aa4. . . 
1n other, 00Ulltrie1 !rl.abt give.eme !n.li4rb' into the~ 

oi1._ _______ ___.r ill pct.1ow.ar c1l'01a18tllDcU, ..,. 

u tlw ....... it.NU c:-mot 'be neil. 

8 
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··- - ·---

ij1) 1'11111 1 _..,_ --- ... --·Sa ........ . 
I 

a...- ,.., 1111 ..._. •n• .. •~• ftllllliJ u .-.,11111e. 

I· Med>ine lrnout!em.oal• 

1bZ' IIUU' CQDUQ.1catiun ,PUJ';POMII,. cx.e-t.llu ~ are 

too &low aa4 require t.ao 1IILl4':h itcy sate.rial. to be I.LltCtuJ.. 1hu.a,· 

the ouJ.k or enc1pll,e.1"E!d ma.t.e.r.i&l a ac:1pb.ei...S. 1q ~ MGbs,,.., 

la DII.Cb111e ccj_pbflaen+. the UJ li:s Ul pr1Ac.1pu Q. t..J.r!3 abort. 

1n tb.e nee.,.. to be ea.c1pi\en,ci. 

A otpbcr a&Chitl.e ~• I.IN or -.n m.c1.P):le.r1A& bca 

vhiah earYWt• pla.in•t.e:r:t. i.twra t.o aDOJ.pund ~- 'fbe 

ci;pbw bm raq be o.perate4 by a t.n,evrt\v ~ an4 F1rlt 

out. tb.e eipber t..a.t., or 1t mA¥ lM ~ by & te.l.at-ypwnt.er 

tape an4 ~ al..aet.rlc a1Fal• 'lidltch e.re ~'t'W 4:lraaU.,r. 

'Die Jl,llt.:Ul 'led U CCllClfl:r'tecl to dpher ten 'b7 • NllliP,1 ~--- .._ 

or a1ACV1.oa.1 Oll'Ollita ,itrtm ..... ~ 1n ... ,-., r1.t 

ne•l•• ......,. .,,._. each tat i.t.1.W bu .. •et..!t~ 4 

._, 1111ne • tnsu1.._ .,.. • ~, - ••••--••••• 

TOP £; F; C: r-: F.:T , EIDER 
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EIDER 
• Wt ltC&:1 • llrtcr W• a I ..... , ...... 

-.111111-•n.-•1 ............. .. 
illlf-Z a , __ .,.,. ... 
Nl't&1II ,_.. o11 ~ u,, , .. w~.,.. ftlFU'SJll 11be • rtsll 

~ .nu.rt. to otwriee, ... tbe - !Qr- all _.,..... - • 

1lul.e the mnber ot ~• in t.he key 18 rela­

t.ivel,y ....u, J'8Z'ely avv a lloaa, the total raaher or 41.t­

w &9)'11 h t'ound b.:, m.tlt.~ 111• n;..aher 0:- poaaibil1Uee 

~ mcb UClliPOaGnt Nld the n:wl.tine ai.abca lll&liY" be Gr a •1• 

-= too vut to be cliau6eed aa ae.re1.y ut.raDa::uoal. 

lig,erienoe Yit.b Ea.l'llor MoabfoM 

the o~1• ot a aadline QWtaa tall.9 natureJ.l7 

into two ll't.&gln. first., then 11 the reco,ez.1 or t.be machine it.NU; 

qy GD4 ~ tihl 'INNGI uta• ~ or the 

ba.ala proaau 1• pciurp• beat ~ tna tib.a fQ1low1ac IIE8t& 

OIi tbe .._. OD the D,1 .. • 11bim W the pr1no1pt1 aSMJe-

1.rl'el eti,bG' eeeb1M Ull4 'b¥ au tu 0e n '111\aq NffiNe 

9-.\ 
. ~- E" I I 1- . 

'• • ' . e.J 

' .. 
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t,11 ... ,11 ..... I HJ I lall ...... a:•••-
a11 ... tillllt ...... wu. ....... • ... , ..... ta1Z11 II• .. 

(b )(1) _. •ts• .. •ti ti al ... Ill.I' _. ..._ lltW.. (b)(3)-50 USC 3024(i) 

....... 1t.ael6 _.a~ ot a tlCIII- ••• (b)(3)-P.L. 86-36 ... 
~ • 11•>• •••:•- ~.;.·~ ,_. 
Ott.,. ..-i... Ja.R 'btltla'W ._ wr -.-... --. 1111., or-.. 
.,., ......... 1d.nlllll ... =-· .. -- ....... Q 

of IQ.Lr ,utaa .._ .. 1 :drv 'lll:l1tlb _,.inel OJt a nwb«r OJt WU-. 

to bit plu...,.,, t.1le wbNl Cllll'der, tba riDC ~ at:1111. \be 

V1nd0v ~. 'Iha neeur v:1.rea OOlll4 be plla&leO, s.a ... 

10,000,000,000,ooo d!.ft'IINID-t -..,p. 4D:t.a ~ oraen of:f'e:N4 

3}.J poaai.bWt1•, t.he ring eott.i.08, 676, ILDll the V1.Ddotr ~., 

about aott-hal.t' ., J l 100. '1he total m.a'ber of poNJ.ble lw¥a U 

the pl"Oduc't ot all tneae m.aben, tha1. 1a ~ 

1.001 000, OCX), 000, 000 I 000, 000, 000. 

'1h19 DmllCr 1• ~ or leaa 1.yp1oal. ot the llitwltian ~ 

b,- on::, o1pbar IIMhlU- '1be pJ:"inetpal thing S.~ t.eecbea 1a t.bat. 

l.&rse IWl'bera, 1A thmMl.V'ell, ~ta 1110 p.11,JW1t. ot aecu.nt;r. 

Oe:m.aa eaam1ca.t.1.al:La pJ'l0CNldl..LJ:' cl'NIDeld the 1"1.rfl 

three put.a ot the a., 4all,y'; OD.1.7 t.be v1Ddow NttJ.og ftZ"t ... 

1hia ~ tbs\ w ha4 w solve the l'N1l.7 41.tti«alt. p.ro'b:la 

ot tsnd1ftl a 'lbo1a klQ' ~ cnoe pc .., ,_. cireu1~~ aftel' cine 

........ CIU.\ - l'Nt oc:ul4 .. rNd. ll,ICb ...... 117. Qall 

........ ,.fal'tba~t&:.ar.--UliPlJ'\O...,,._,. .. ..... 

... u1:al fl'IWllt7 .-.Sbl.e .,..,. ~ ... ...i.r\ .. ... 

cs.• .... --• as.w t.un wn oaq allCld, a W,111111• 

. ~- - --. 
I ...._.. • 

.-• 7- ,- '.'"" • •• ' - ,.. • '"'-' : .... ·~.-,, ~ ~ ~· ... ~ I:;; iC) c ,-. 
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JlllfMH.-, tllla S I • tit• •ett'IIIII¥ ...... tt• • ti 
.. FJltl SC a I nteal I. •a I t-

A ,,-ner 11:t 011 •• 11111!:1:U..._ ••• • .. 

11,1.1, _,. u -.,letel., - n«IJ\le, .,__ .,. • Illa"'••• 
~ ., .. 1111 w - l'll&tonan,- ,,.. .. 1' wcuJA uu 
omtur1ea ~ MCbSIW t.sae to mlut tM UHle.. 

21:te 41&1.11' .,._•ia wa aooc19U ... lo' IDs....,,,.,. 
~iaD at et,w1wt1w tr1Al.e AIIII .... ,.,.. nnt., one bad. 

to guese tA• pla1D. ten \IDCSe:r1Y1n,s a lbort. tstnrtGb o, cipher. 

1r the r1D8 Mrtt.iua ,... tawnh1e at th1e .P01n't 1n the ei,phv 

~ it. b.od u.o e:tte<?t on the recovery ~ the other \h.rce el.e-

dectr-11.!;..l c!r<...~t:. vu 4crn.Nd ub!Clh oou.ld. test 1t1 one step ..U 

poaeiblc ateckl!ins ro:r each ~ion ot viDdol' Ntt.ina a..'ld 

lltleol o ... ""'11c-. 'lhe requ.1nd Dl.lllbar ~ ~ t.r1ala vu. thtm 

u.bout oruHwJ.! ail.lion (.tor tile v1.::ldc:nr aettintJ) t!aaa 3~ (t'or 

tuo wheel order) or -• 170 lllil.llan. A w-p maJ>er at special 

Qlll:U.I tnoa ( i:e.l.led. D::r:i.bes} \N:N bu.U:t. w.J.Gh C0U.l4 u.u tbeae trial• 

~ uot.ng about 100 boun ot IMldt1w t.Jae. Al:laut nn,y -1ll1cm. 

da.Uo..-n TAa.a e:q,,cl4eo. 011 tbeN aaahinu a1.all ~t.ed. a maJo.r 

QlN t-1» rou.t1ne l:rnek.1nc ot th4 t.:-attlc 8tarte4 a 

tuabe:r of h.¥0.l"able 1"aeta 1119ft ObNz H4. 1b,e daily key list.• 

-' . I 
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----UM1Me111''91e1 ....... ll•t•a t 
.,,, ___ _ 

... ~ ~.... ..... .... .. ... ,:, wttei.,& -6 

.._ Mun...,•" .. tbG w..,. a111e •--. ~ • ...­

., tba uatt1c tra lN Wl'til tibe 11114 ol tu az-, l.D ap1te d 

_Llilll,,_• ol a441UGD&l 

~l 1oat.1ou into tball' u.aap u the WU' Jl'Oal"NN4. 

1beM Poa•1b1l1U.. u diacna114 prla&r:l.ly f'oz' tM 

a.:mao rn1 P• blJ4 beai brilliaatl.7 aa6e \.\N ot 1D other ewe, 

u 1IINll IIASten or the cryptanalytic -i.rt, au.ch. us wuuaa 

Fried.um, solved Ju.paneoc co.obi.Aes azJ4 carl.7 oode.1.9 ot the 

HaaeJ,1.n IILDChi.De, which Wied a letter-tor-letter odd.ition at • 

s~erated aeque.ce or charaet.ere to the pl&in-t-ext ~ra. 

ilahapp1l.)', the actu.a.l raadabillt.¥ ot a z:sueap depeoda 

not. 0llly on th• amount. ot Ul1 u.Nll, but 011 both the 10";hist1cation* 

an4 CC1Qpl.exity or the enc1pberins uchine Md .i.ao ll,PClll the 1ntel.­

l1sene?e and. aare with 'lllhiab 1~ 1a uM4.. We IIUIY not.e 1n connect1cm 

tbi• __. aa.ah.1.n.e. ~, ei tber th• ao~• enciphered are 

too brief to all.ow dec~cm.ent., oz eepante uya ere \LNd tor 

port.1ou ot lmae:r ae•aagea. 

In ~, ~ a leaiper ~Uns or er;yptol.oa;,y Md 

~1• Mlla \IA that ~i»beN4 ....._.. are 1A ... 

NDM thaore'Uoal.17 Ne4able, it.a llhU:t pl'IICUeal l'Nlllt.a UYe been 

• . 9opllUU.at1mM ....... _.. ...... to 1ibe obeou.11.v ~ a.a 
.;--., -- ;l;:8 ;~: ,_· :~- j~--·· ' . ll .'\ I 
... ~ - - .,, • ... .,,.. • , 

(b)(1) 
(b}(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
_(b)(3)-P.L. 86-36 
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MI ll•l we .. m01• ••IIU la tlll•••aaa 

••ICCas late dJb ., -- II J ..... ... ~ ......... ..... 
• JRllfYe •1 Tl ~ ... - 1119\\Wl,l WI 1 M• ..a aJ.80 

• ... t11a tile ..... ot _. .... 1• 1• wRl9l M MO'Jp3ea-.& '9 

.., ~ ettca, ., wq ~ pONilale llllP!~­

Ia parUaw.ar, aetbo4a Oil deo1,phe::mar\ Clim--• en the •111pl.e 

• tn;•a ell .U .,.l'.lldllt.1- 08A •• IID4 have DOif 'bNll., ..S. 

mnc.b1oe ar., 1110n B,8D,8---rc.ll,;,, ..1 :1,1sta:1. ,..__ ____________ _ 
:.n the~ COCilf'l c.ttort 1.:. :.ir0Ucht out later 1n the NpQrt, n..'14 

aleo b .Appewllx 1. 

(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
_(b)(3)-P.L. 86-36 

ruler. 1n au.ell a ~ ua to !li."°" rul.Jled our cx;plo1tutiCD t.ecbnique•• 

lht tsct n,,aa,1na_, hol,e,rer, t.b.::.t t.b.e',y 414 aot.. n 15 not o,wy to au.it 

it is c.learly 11\lclJ. b&n1er i..:. V&.r t.lae. Tne chanpo tbe.y 414 IUke · 

Nma4 to be lazply cU.ffJet.cd tollc.rd the pn,venuao oil I_ • 

.reocwer., or the key• , end. vb.1.le they ~ w; dowrJ. ve WtSreC • t · • 

10 

. -~ . . 
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(b)(3)-50 USC 3024(i) 
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. 
W. tum DOW t.o tbe CW'r'SJt, U :ret-1 • • • • • • • • • • • r•••••••••••'*•~~~g~-18 USe 798 

cipher aacb.1.nea. It. 18 cl.-r t.bat. 1~ 1• ~ t.o rou011, (b)(3)-50 use 3024{i} 
(b )(3 )-P .L. 86-36 .. 

u 

. ~·. ·,....._ ··-



Doc ID: 6699520 

TOP SECRET ElOl!.P< 

• •• (b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 use 3024(i) 

..(b)(3)-P.L. 86-36 ..... .__ ___________________________ _.,,,,, .. ·.:' .. 
AU w bow u 1:lld w 1aaNt ... ao fl'1AIIDee oil ti.la ,taoJ •••••· •• ••• • :· : : . . . . . . . . . . 
~ oaa1'aa1GD. '61dl ... u, ••s.-. ~io.i ,.i • · . . . 
a Del¥ oiple:r • HM•• 

. . . . . . . . 
'lbere an llt las.st =I ================~ 

t.mder tbe .__ _________ ;__ ________ __J . 
t.he8e VII tmOV t.be IM>st ~,:r:_-=._-=._-__,-,rmi4 t.be 1-..t. NX:llrt. 

vil.l ur diac:uaaed bent • ...__ ________ __.. 

va.i, l.oat.. Ree41na t.hia trattt.c 114,Y &> aore th.an rest.ore tb.e 

~tu.a qµo eincc 1 t tQ.O,y handle mn.tertal vh1cb W0Ul4 not 

11-A 
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........ 'IC• flall.J flit ... ,w ......... mMIL, la - - -

motbG', ...... '117 all a,:p'41.lQSleeU, .......,_ IOl&lltnee. 

!Mlaad111C tlle 11:d.W. ....._ 

t.o oe .61:lQe. vs.t.h.u,w ..Ql.C:~ •••••••• 

(b )( 1) 
(lc,rlcus 'llbicb I.I.ft cap3b1e; o! l.t.t.a411.ng t.rstt1c m.ore cl'1"1c1entJ.y. (b)(3)-18 USC 798 

(b)(3)-50 USC 3024(i) 
~1'. :..-ai)eei&..l..tJ 1.D larger vol~, Ulftn u poa&..i.ole vtth c.n~- :.t:1F. (b)(3)-PL 86-36 

l2 

IJ. i '-"'. · ~ .1 t_ \...• ' 1 '-- I 
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(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 
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11.r'e UIIHed in 

(b )( 1) 
(b}(3}-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

... 
the part.a on~ (lar\ IT) an4 ~ ot apecW

0 

axil)•· ... 
(b )( 1) 

(R/D la Pan YI), u vwll u la the roll.ov1n& pu-t oa tM,_ ___ ___J~ • (b)(3)-50 USC 3024(i) 
_____ • (b)(3)-P.L. 86-36 

Deci,pherin;s aldlla cieVel.oped by •t.ruMl~, v1!:!l!. , • · ' ' ' : I:_:••~ . . . . . .. . . . . . . . 
rq,roeeot. _ \_ re.uurce of .ei:,at• •1111.he bl doc1,eh•r1n& ot.aer •1•le!!•,••·· 

• • • I i • I ~~fie repreeen~ a ~t.:-ated at.an~ pr•.;;.~•;_.,. 
~----~ . .. 

At.Ql.1.ru.. .. 1:..da, c!..:,ver nt.tacr:.a b~ a.:,:.:1,-J.ica'tlons qf'• ~ deep,,p•{ knovl-
• .. 

e ,:,:, ,,r la~,i,~, stat.ililt.1c:,1 sn.i 11~~ ,cU:,-m.1.ng e.re ¥{~ lllade. . .. 
'J'he•• havl.? •·eves.lr.1 ~ppJ"08Ches ,1.o • .:e:::1~~,eIT.Or,t. vr:£ch have eo tar 

• .--------• 

mt:!rleu tile buuu. 'Ar)' t °: . ua· ~ !'c.s I . · f t>et.~, t.hc de&!:, l.:. 

a.."xi t.l::i:, ,m .... ma • • Cdn°t.1.n\.i&ti~ aDAi atreng\hening or ~e- aa~t ou . 
t.,,'-.,c, .... I -----rr t.ru.1"11.:: 1<. vi tal..l.y 1.mpq~t to OW' c: r:,,>~1c 

. 
pos1t1.:,n wtd. 1nt.ell1~• pracUC;N vith respact to the 1.i.ole ·V\.lrld. : 

. 
1 t.a aecret.s. ~ti liln t.ed knov~ed&e 1a not. IIUrpriai.a&, nor doea 

it conistUu~•an iqllied crit.1c1am ~those~ bave vo.rk,e,r! on 

...._ ____ __.rlt 11 a true wure of the dU1'1wlt1 or the problem. 

EIDER 
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(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-so use 3024(il 
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(b )(1) 
(b)(3)-18 USC 798 
(b){3)-50 USC 3024{i) 
(b)(3)-P.L. 86-36 .. 

With the rtee or cr-./l)t01<?£ie t.echoolO£Y 1 the need ~r ~~~g~_50 USC 3024(i) 

...._ ___ __.~("c91!:!&1ii10l! -aoout.•O.!C•~o;..~tt..'& .spt.ea.1,a.arm,,1zlgt a~ •••• : :./b)(3)-P.L. 86-36 

decUn~-1 " ••••• -/ •• • " • r--

undenrt.llrld:S ng 'bot.n tile :nac!11ne ond tile expl.o1:f't.1tm problelli it• 

me••ae.es o~rer. Quo • uahl r 
0

1.t •UCCHS.t'ul.,:· voul4 

tod.a,y take WI beyond vllerc lO yean, ot hard von Clll rend 
aea•as•• h&v• brought u.a. Ten ,Y0&1'II aso, ot cCNl'N, •uch an opera­

tioo vouJ.4 baV9 been of equal u.ae. Aa c~ techniqu.ea 

-•-----
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(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 ........ :"'· 

1111111»-N U.. ~-• ... ~-to·_,.,,._ '2le ~-. . . . ... . 
U-.. "'1WI d Unct~an.aUon will oaeuaue kl~::••~ 
btonl&Uan need not 'be u cla1'1.D1 t1 .. and cCllp1..ste u al .. ·• ·: · · for • --------------· . 
an GUN wech1NJ, or a · •A oode .__ ____________ __, 

. 
cl.erk !!!!l knoY enough about the 1nt.ero&l opera!-1.on . ot the aac.h1ne 

1,() be. very uaetul aouro •• 0oel ..... ---~--~f-, be vortb tb• 

-.1,tt-enenoe coat.a c4 a mabc- or !at.er-pep\ poa1Uou tor a maber (b)(1) 
• ••••••••• (b)(3)-18 USC 798 

of ::rean, a aubat.anti&l. • Ulll 1n do;).anl• 1 land valu- (b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

ab1-e, but c;1gnH'1cantl~---~l~hiich voul.d be •till more V&l...uable, 

a.re ao fe.r non-exiatent. 

ea measure of elther the leve.l. or compet.ence oft.he ei'fort or of 

it.a value to WI, but~ of the d1!1'1cul.ty of the problem. 

Both large and amall powra &l.l over the eart.:n V1ll soon 

be able to h&nd.l.e the bul,- of their vireleH telegrapbJ, ccanunlca­

tiona by encipherin@ machines. '.roe.e viU eYent.u&lly provide a 

17 
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•-•U• lacA d t •• ,,_ .....u,,, .._ la .... 1 • .._. 

U.. .i, ln:7nrl., .....,_. Satt •:t, oar• •- _. • ..... I __ ..... 

(b )( 1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

.__ _____ I,~• mllll a uwtu. peno& • .1aa1,1, ~ 
mc1pret. • ,n:!)tnS.~1 ..a~ ta -an1o&tiam ot · . 
t.kA ...u nnt._ a1all an·..,._• lau ca the ~li.u7 ~ ta 

' . 
.. .,. .. 

[ \ ,..._ __________ -;::::::===::::::--------.... ------' 
'iloz1t an I lamt •1•12&r ayr~ · i. ·.t..iqt-1• 

,..._ ___ .....,......... . . . . 
i"1.~ t;r the f..:9ortant JOle it p.l.AQ'a 1D. 4avelopta& arA" :ui1bt-td.llng: : : : 

(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

:i.l v -::." t:~...e !}, .... -1.prAnu. r:.n,.:.n :-.re t.e.1 c1nt.1Awa to :,1~ V&l~•. · · ·.,; 
• • '\ I 

1.nt.e.Ul ~"lee. 
. . ... .. 

•• I 

•• I . . . . 
• • • • I 

• • • • I . . . . . . : . . 
• • I 

(l.) ',.'r:,rk. ml 1~;1.1.d CO!ltiD.ie at a b.1'7,1\ p1.tch 1.?i. order.~ _:_ 
._ ______ _. - . \', 

.,..rapa.rc tor ami,. to l'P~~1..u.t.at.~ t..'le I : : 
. . 

a: .-iACceu V1t~ r 
( j) Hctlins vh1ch cow4 ed.venet. t.be crt.·.ady or .... I ___ ....,ltrat'rie, 

roP SECRE¥8 

(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 . 
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Doc ID: 669952:.0 -..::T~G>~Pr,:l....-fS:;.EE~CS-FR1-EE~Tr,r---t--rt-:-: ~,r-:..,--- (b )( 1) 
(b)(3)-18 use 798 
(b)(3)-50 USC 3024(i) 

.-------------------------------- .(b)(3)-P.L. 86-36 

1.::. ,- saiwwbat 13l'UU.O~ tL th,,t pc,ISE."d t.0 t.ila &r't ~ l?fW 

'---~-.,-. _th___,_e ~d1~ or ·t1~ ·,1;.a°-u. ru.ect.'l"l..~C -~-"ih"&khioa ....• '(b)(1) 

(b)(3)-50 use 3024(i) 
t.o t..llov t.hi:' oout.1:-n.tod Wld ud"'-..'\J.Ate e.Q?lo1t.ltt1oo. of lni&U, (b)(3)-P.L 86-36 . . . . . . : . 
t.rntt1c '.in.He :!.t 1B ·:.ot c-}€_;--';". \h,.'lt .t:J:i.e ~ ~ine• ~~ • • : . . . . . . 
f'or thtj r ;'?'Ob.um vil...l oo wt valuable ae 1M:J"e ~ ~be• . 
oft.her 1n t.C'llls of the mou-,t nl' curt.erial recd ~- tri tem.a o~ tbe . 
1.ntel..1.J.~ vnlue o( thr:- t-~e::: ... al, the ~rlence sru,ne4 t:hrous:,. 

tha ts bound to lead to i!zlµo1'<...u.1t. .ud~eo in t:.bo cr;yptaD&lyt1c . 
a.rt, 1-Vld abCw4 proftl 93{1'l::Cia::.i.y• vul~ 1n att-aokioS th~ 

,_____ ___ r ._______. 

,...- - - -=t= 
._, ·c: 'v ' ' e: 
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,. • """'ya." 0 11 9MFM,-. • (b)(1) 
(b)(3)-18 USC 798 

!bll lvl •-- t.f.awaalalll baa -.lt wlua ... ...-nwe • (b)(3)-50 USC 3024(i) 

__. ........ __ _ ·- ...1 L .... ~- ,(b)(3)-P.L. 86-36 
- .. _ 1-....... ". oanoem•nc t;vo ~-1 ..... ______ ___.r 
WUl not m ~ .- 9trllla,bttorw.nt aw 1A UOIU,)Clttng 

t.ecl:u.iqµes ~ their 111PlJ.oaUm to~~ 

nttl".ut 1L t.ue 801.utlaa, iot CDly or 

ii:JIMYer, ve have aa )'Wt no &eG•l"ILl Da't.ba4 ~ doJ..na tllla, 

except f'or the st.N1~ttol'VW'4 p~ or t.l")"UIS every poaa1bWty 

1n order. A.t. first aight it ~ be tbougbt tut tba e4vvnt or 

~.n:. hie,kl•apeed OCQput.en 'llt7Ul4 aake an attaalt 'bMe4 CID tbe 

a)'&ta:.etic ex!:eoatica ~ all poeatbilit1ea a nuaaab1e me to 

try. For necbSna or tM 

~, tbe..,,.. ot caJc,aJettm requtn4 1a still hlltutS.o•Ur 

SIWofl•Sbl• .. fta vtt.h au •,1:&1.,.'• ..u.av.mce toz- t\ltun ll&bw 

1D ocnputez, tectmoloc,. 

TOR c::c:cam:c ---•---

. . -(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

I .. .. .. 
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ilR C,• D fMl 1Ct1 M It IIIUI I 'lldlla f>) 11ta Pe 

Ilda at"'"* ra- n 1a "••••--•--* 1 1s1 

.i. tJI a al1~ --:-,.~~ 

I JICMrye~~ 1t L----------------------~ 
1a ~lcall.y illpoaoib.le to C!l.rT'¥ out tbe CCDpllt&t,1011.G ~ . 
Wit.bio tbe ocape or basic !)b.r-:1cal lata ~ ia :oot near~ eoousn 

enera 1n tlJe wuvcrse to paver the ~e-r, it.ee.lf' ~dbl.e, 

which ci.zbt do them. 

-

I '.ihu a a men .__ ____________________ __, 

(b )(1) 
(b)(3)-50 USC 3024(i) 

.(b)(3)-P.L. 86-36 .~ ... 

cost. 3<ne't.ilin.z llke t~,o cill.ian t.ril.lloo doU •~ ~ r,eas11t;e ~ro..1¥ 

tc &U7Jll:V pover tor t..D.e hyp(r..betic'Ll ca:iputer t.o do Cle vor\l. 

T.L.l're :re:ie1n• the pouibWt.y that, vith the use or CCID­

pute?"Tl, '".! ::ay N.n4 SCXle vs:, of' at-t-acJdn,e auch a1t.uat1cma w:lob 1a 

.All ~II~ IOl.ltiJle reading~------- .. •.• ~-~b)(1) 
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Ilda 11110111.v. L ,. wft'm'U ta tbla fteM,, ,i aw, -. 

hS.W te fttbll 11Q" --.t.as ..--a1. ~. ml -.n "•st::e (b)(1) 
(b)(3)-18 USC 798 

M )e aC1111 ..etrsttoal. ~ to~ the U.. that .uieb (b)(3)-50 USC 3024(i) 
(b )(3 )-P .L. 86-36 

It 1G possible t.:lat 1\Jlldm;lcntal ro&l'll\l"'Ch vi.ll. lead t.o 

•ubtle nev \Ja,y9 of attackint. m• cb1ne-cncr;ypted ma~erla.l. It ia 

clee.r, bovever1 that. ve &re equ.arei, faci.D6 t.be 1sa-1e as t.o vbot.her 

can ne<:essarU.y be 1uveded by tho mind or man. Unless st.e.rt.J.1.D,g 

n.av adYBD.Cea are made, the ao.awar may wll be Jl8g&t.1ve. It aeema 
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current cw.ilexit;y an Jadged to be at all upl.o1tahle caae i'rca 

bun.an tra.1.l.1t1ee or operation which lead to one or nnotber k1u4 

I but the t10ro i.;JJ;port.ant poa11bll1ty of cootl.Duing 
------- • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • I 

to cop(':: sueceearul.ly 1.-ltL <_,he [~ua.l advance of cry;ttolO£;Y .!.n (b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b )(3 )-P. L. 86-36 

other imrt.s.uces. 

It 1B clt:r:!" ' ... ::o.:. tLi11 r~--ro\11.ng 0£ the N.eld 91;, e:lii>1o!•' • : :.: . . . . . . . . . . . : 
ta1..!.ou should not a::,a1,e t..i1e ene.r£l' -ci4 'dete~iao o:f: the at.tack . . . . . 
ou .... I _______ ___.I ~~. shO'.lld it decroue our read1ne!'•· ~ .= . . 
eJC:Pl.oit BlO}JPY UBlil{;c vh1::.h ..-ilght pennit reec,1ng in tipe' O! w.l' .' 

. . 
or m.el"t;e~y. .!~ rn~t rea.lize, bcMrver, t.hat ti;c 'eJ.18bt.eat : 

...._t_1gh_uro_1_ng_o_t _tb_e_l ______ __._ _________ ____., 

art, llligtlt. deny ua cq 1:mme41 at.. pr· peJ1llpa evmrt.ual pou1 bUit.y . 
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(b )( 1 ) 
(b)(3)-18 USC 798 
(b)(3)-so use 3024(i) 
(b)(3)-P.L. 86-36 .. . . ::. . . . . 

ut.iana, a CN"IQle 1D C1Ur poll.aT polli.t.S.. -oe:m1•1 cc mt eat cm 

~ 1s fb:rae4 ~ •• 

ror tb8 t'o~bltr t" .. t.u., there aiat be ~ • 
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iL, 618 AtaAl 51 JdC!M Jrt-el)S 

'1M ,_..,_ ICllll1,.,.,, .. _,.. l.t4 ti. IWl '° .. 
OC111Cllla,ca tbat there -...t • a ~ ,.,,_.. la 9't.1'\ula 

ml al».,oc,ti1'¥'N ill U. coll.N't.!ml SDd procaanzas of' eonmtaat1cal 

~-- 1D ~ paat, -~ ..... ta .... beea 

V ~ ,1' I 
I 

ot tnten:ept 1a cart. of' prq,orttao to the val:ue Dt 1ts contcn~. •' · " 
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(b)(3)-18 USC 798 
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(b )( 1) ._.trattic, tor 
(b)(3)-18 USC 798 

exsD;Ple, that. oooc•l'IUD6.------------------ · · · 0

(b)(3)-50 use 3024(i) 
(b)(3)-P.L. 86-36 

•• 1 • • "!' 
may have to 'be intercepted as .tul.l.y and prooe&Md u ~Y ,u · ~,. . . . . 

• • . . . . 
posaihle. However, much ot.her traf'f1c c,m •-t "best mere.iy t'ill 1n • • ~-----..... . . 
our picture of t.he .... l _____ _.laod ita act.1vit1ea 1.D & at.a.tu- •• • 

t1ce.l t1&1:1Der, 1111d there is e. il.c..lt to t.be volme or such material ." 

Vh1cb V1.ll aM mat.erte.!.l.; t.o our 1nte.lligeDOe p1cturo. 
. 

O.U- 1nt.ereept1on aho.il.d be a1med at provi4in8 t.qe but." 

f.!!!?PliD:t,$ or t'ore1gn t.rattic , \lbuoe eJq)l.oi te;t1on v1.ll y-1.el,d the ." 

hiE;lli!St. vw.uaa, rat.her than at covering &l.l availabi, • • r 
. 

ai.Glallng. What •·!ll:lJ>liQe, iz best. v1l.l be di•cua~· later 1Jl 

this part. of t.h.111 report. 

2. The Coat and U:f1cieocy o:r Col.lect1.0D ~ "Prooeaa1.n4 • 
. 

duch corua1dera:t1ona might have ll~ ve1gbt lf' t.be 1nt.er-

cept1on 01· the huge bulk or .... I _____ _.f Vltre e&I)' or cheap. 

Bovever, the preaeut intercapt1cn aywtem 1• a global opersticn 

involving 9alle 30,000 people needed to man, to aarvice, aod. to 

I 
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(b )(1) 

iOPOECftEI E'IDER (b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i 
(b)(3)-P.L. 86-36 ... ·. ~ : ' . . . . . . . . . 

ws... .. ..... ma.-~.»!••-~,-•-·-·_·_· __ ·_·_· ---f: ... 
(t,,a • 1otal -ii lb8WW> ... -I._ ______ _____.. 
ft&UGMe 'Ille ----- of thia map •tcpt.H MOOUDU fol' 

\lie pr1,arJ' ..,,_.. of tu OOPPnd oaUou ute> 11 pne• Job. 

Cl.Nrly, the bulk of the .. ter1&1 vb1ch it vUl be 

cSMirable or r ... nl• to 1.nterc.-pt and proc .. dape:Dd.a on the 

C09t and 41.tticult.7 of illtere-s>Ucn and procn•s.n«. and. t.he Yalu. 

o.t' azq 1.ntercept.1011 lncre&H• with the apeed and etticiancy ot 

proc••llin«• The •SA ha.a long puraued ~ to rellfl'a ~var, 

and to red.uee or el1111 oat.e t.be conai.derable dupl1cat1on Qr. evef--" • • .. . . . . . . 
lapping o.t' m11•11&£11 catch. Bovav-,. ~ ltn,ng mipb&als cm .. . . 

... 

-----·· 
problema o.t' I lceyptanalyah together vitb tbe 411.y•to-da,y •truc-

gl.e v1t.b an overwhe.lming volume of .matert&l have lef't t.oo Utt.le tlae 

and e.t'tort tor the v1 tally urgent probl• ot 1.mprortns method.a ot 

collecting and proceHing 1nt.ell1gence. 

'?be reors-rnzation md Mebaniu.tlon ot collection and 

proceaaing 1• a complicated ami, 1.Ddeed, • hi~ t.echnical prob1-. 

(b){1) 
(b)(3)-50 USC 3024(i) 
{b){3)-P.L. 86-36 

It ie di• cuaHd 1.a somevbat more d.et&U. 111 Appeodi.Jt III. It 1a 110 vU,al.1 

hovo:rv•r, that aomething more abould be aaid about. it. her-9. It. 1.D-

volvu ..nJ' eorta of needa and poadbU1t1ea. Among the• e are: 

Mechanization ot Moree code reception. 

l.n'nlatipt1on ot vhetber or DOt an operator could uae a 
broad.-ben4 receJ.ver to -.:mitor aany f'requsw:1ee at once. 

laproTaent in the q\&l.1.t::, or 1nt.ercept1ca throuab 1.mproYe• 
..it 1a. atcmaa and recaivara. 

:,> 

TOPOECAEI &:ICE" 
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(b )( 1 ) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

'!!Mt pc881.bWt7 ot etit.bg mil vor4-noQ911t.1m by •Mb1~,.. • • :. :,~ . . .. " .. .. . . . . .. ··,, .. . .:.. 
~ .matter Uhlcb d.nel"VN NPU'ldie ._ lll(pliatta mqi,tt.Qo .:• •• :.. 

18 the altarMl:tic 2'G008D,1t1an otir----f'r ~ -~ IW!l-~Ji1i:~··.~i·~ :~:~= 
bcl(,e of' mplo1tinr, ·-i .. · · ·r~ch.•~ ... _.:·.:: 

--i.__ ---------.----· __ _,_ • • • • • •••• . . . . . . . . ·. .. . 
t'a.1.rly f'requent.l.y (abOllt ODCe ill 35v. ~ or trdQmic•tcn). . ...... . . . . .. . 
rt, 19 possible to detect ID05t -or· all 0£ ~~ • • •• ••• • • .-: :r . 
b7 moans er a deviQt\ c~· al r.~~ ~ • .:ooa be t_tt.e4:_:_. \ : . . . . . . . . . . . --------r Tbe :w;,ort.a.®o or.-~ • ~ce carmat be. "c,yet,-: _: : . . . . .. 
~1zed. ?ta uae could proyide r!Xlt'e -clui~ tho QO'l't. bf' : : : 

czwt.OD3.1yt.1c mater1a1 ~~ .ll:l tuc .e~~ t.o exploit tbel . .- _: _: 
1n thl! neat that 1t.he~mos pos,ti~}'e .to reed t.bel _: r ~ _: 
t.be bul.8 of D i't cou.ld. 1a.:.Ufy potentially ~, e ,ia-.-· 
1:.er1.a1. prcapt,ly. ~&r--,,1~~ aod use otl . r . . 
4e&ervee groat empt--,j s. . 'lb!! poaaibility o11 ..... --c-----~ . . 
detect.10111 1p the fl'Ver.&~ more ditt'tcul.t, 0 problec o:t . . . ~------r~ be 1DVHt18at,od • 

. 
J• A1W ot lpte:rceptiai. 

Bpmtla .. VOl1t must. be coat~ m tbe 1.nt.eraeptiai ot 

~ m4 vbatever I ~ a&Ut1GMJ rotor uacbfna 
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tra.tric is round. In t.bia field 1t. appea.:ra that interception mu.at 

be global, and include aurvetJJance of all co\lllt.ri•• rtce.rdleH 

or preaent polltical aligmJlenta. Apparently th.1• is an acceptable 

present vil!V. . . . .. . . . 
(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

However, 1 t ap~e that. certain CO\.ll'lt.rw•; 0l\&Cll
0 

u 
.-------------------- .... 

and ot.h.en do oot., !'or 

oue reason or llllOther, get real attention. 

The virtual l.a(:k of 1ntercept.1oo by t.be Unit.ed St.at.ea 

f~oro 11eten1ng pointa in the -eatern nemi• p.here la• cauee tor 

concern. A povcrt'Ul receiving at.ation in the Tex.u area ahould 

be valuable ·IJuch· • ·,iai100: · 

could also serve&$ e aite tor field trial.a of ant«IUllY and other 

equipment. 

Importance er Co.uolidatlng Effort. orl l 
)k)st o:! <:.he: fores<>ing .li11cua1ion bu been concerned prt-

mar1l..,v vi~ I It ha.a been made clea:t", however, •. 

that .IDOllt. COMDf'l' material 1-:once~ins 1 .... Jcurrent.1.y cane• traa · · 

(b )( 1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024( 

• (b)(3)-P.L. 86-36 

knterception and~~··;;.·--~,~ ·:. l .. .. .. . . 
,..__:re_u_onab__,,-ly,,..--a.pec---t-tb1-•-to----1.naai.n "tnie' bi \Iii' Nt\lN. · · · · • · • • • ·: ·: ·: '= .;_ 
r-----------------------------"• (b)(1) 

(b)(3)-5o use 3D24(i) 
(b)(3)-P.L. 86-36 

JI 
l ) 



OMlft tahnlat.1.-. JJo1al,a • NNIIU&l .-r\ Sa 6a ~ 

MA~ et ... dpsJ1 ... 

....i UNd hr W.. ..._. ~ 1Bterc9Pt ban ao wh ta acac-•+ 

that all~ UINe llrt.ereept act1v1t1• are~ curled wt 

at the .._ .iaUona u tboae uaed tor COKDIT • ignala, vb.ere the (b)(1) 
(b)(3)-50 USC 3024(i) 

Tarioua re41atloN aov ooapete tor faeWt.1H and at;tentlon. (b)(3)-P.L. 86-36 , . 
• • : I • 

~ aiae ot tb• Job nov c.al.la tor unity ot ettpn.: • Ile . . . 
have eeen the qgnitwie and coat of the~I -----_-,.fin~ept 

problem diacuaaed. earlier. Together vi~~ wa• ve race a tre-

mendow; volume of valuable I f1nterr:ept and a ~at range ." 

cf t!!eae other :r-adlat1ona. In 1rieo1 of' the urgency '-':° the need 

for 1:-i.for::iat1.:m !'rn:n 

acw-i.;es, there CM be no hoocst e.nj informed e.xc ·..ise for a dupl1-

ca~.1on o~ collect1o£; er p-oc.:-ssine act1v1.t!cs, vr rc,r a r.~attering 

or talent a.nd e!'for... 

Tccr.r.1call.y, dupllcat.ic:1 -.:.:- !.epe.rate ope.:-at.ion or inter­

cept acti v1 tiea t.e.nds to put us in '.;he <!P..:-~erous :::ios1 t.io.J ~it.her 

of' :.a.·.ring ev,er:,- ex.ist1ng sort of Intercept equiJ..mcnt e.cs1gned. to 

each catec:;ory o!' intercept, 1n order to ke@'J> current dll!'i.ng t.he 

ine·,•i t.al:J e tech.'11cal. cha."ltteS 1.zJ f'r1:~11ency and oodulntion orl-__ _ 
trar..smiss1::m, or or being left. out in t.he colJ, pc.-1:i&pl! at a moat 

(b )(1) 
(b )(3)-18 USC 798 
(b)(3)-50 use 3024(i) 
_(b)(3)-P.L. 86-36 

f 

cr1 Uc&l. time, follov1.Jl8 changes becaw1e the only a11proprlate equ1~ 

ment is used f'or other and perhaps le•• veil-considered purpose•. 
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JJa Al'JIO" ot tlda, w ~ DOU ~ Ill'. Aul ,-,-, 

~ u. Jlall ~ 1.a11aNtorl•, ... tol4 cba1.llc. 'Yiai' '° 

l"Urt.ber, Mpa,ratioe or act1v1u .. into C0IIIIT and ILIIII', 

ml!I,)' lead to lll1•1nterpretat1oa 01' •1gnaJ.• even vban t.hey &NI inter• 

'l'boae active 1n ELill'1' apparently d.e1'1.ne IUll'l' .. an)' 

(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

• • • • • • ••• 

aisnaJ. which ~- ~t. to, t-1\eiJ.5 .kaow,led;ge ·can")'' ,Jolee or .'t;rit,,, · ' ' .... ": 
.__ __ ___.I•~~. and pe.rt1cul&r1?'[ ••••••••• I I • • • r · . . 

might. give lltUe indication.6t .._ ______________ _, 

their voice or textU&l. character tu ooe not vi~- 1.Dt~ 111 

COKIHT. . 
The grov1.ng di!'ricult.y of intercept, ar. mq-w and aore 

t.rarfic 1• carried. by 

vari.et.y o:r uses and • ut>tlet)' o!' modul&t.ion ot redJ.&•1.cm, C&1l. tor 

the ~ poasfol• coordin&t1on or all int.erce'l)tion act.1 rt t1ee 1n 

order to achieve t.ne max1nn.a 1n both penetration &Dd ut1llzat1cm. 

greatly strengthen CONDIT activ1t1ea. 
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aal ...... ,1 .. el~ la pl111117 U. ........... adal 

,elal _, .. lllalW ..... fne)J111 II ~. Ila a1a 

,-i, bossecr, ~ la l)•~!rm !eU!'A• ....._ • tb8 ll:ll0'4~ 

~ lffl, m4,.. NW4 ~ aa.. n11a:.4 UlU ecmo> 11e1Cll • 

'• .u-u.r IM, w N11eft _.... .U JR•••••- .. ..., e .r 
I/ D 1ft, &Dr., 111114 lbair nl.at.1~ N>OQ]d 'be~ 1md.er 

t.be 41.not oaatal of tbe Ill&. 

Tbe Aatun.l t.end-007 lo llll ~ 1at.eigratloD 1a 

:rat.bU' unbanil.7 1.Uu.at.rate4 b;y a ~rU aot.1T1t:, at i.l.1¥ Fiel.4 

CXMlJ! -4 JLDI'. kU1' 11.U bu ~Ill l.00 m4 200 c.r:,pt• 

mal.)'Ra a. le IICCl\,l1..r1n& N.:>a111te4 aacb1M hGUitiee. 'the 

ll'1'PC prof'N.Na to be 1nte:1"'1Nte4 1n ~rlDB •1gn•Ja m4 D0t 

1n 41aital trw:,aa1 N101l or o\bm' 1DJ'oaaU.oG, ~ 111 pl"a0'\1ce 1t 

bu bee 11nebJ• to 4.ist1Aguitlh vttlL oerta1nt7 ODa eon o:r U"lllla• 

• 1M1a f'Z'CID the otur. ~ eoat.tnu.4 bentUng e:L stD'l' Mte1"1al 

'bJ' t.b0ee 'IDliutereswd. or .DOt b1pl7 akill.ed.1.DCONJftaoul41-ff 

D9V ao4 pedwpe a7'1ChU,- ...-ital eouzoee ~ ~- mt.trpped. 

'fhi• extra-a& ~. 'ben4)1q, 11.ul ~ 

9UCla IIIOU"f'1t1- pow up CM\a16a .t 1M JIU wil& ffC the aoR Iha 

OOlmU7 MD -.uRff fm' Clle ~- 8'MCk la aot .,.,._,,, 
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----JR• C71¥-.rnr11Wte_.., '811\71allal 

la 111111 ~ fll illlt.flllal. ldlltasJ Nff1ae SJIMJJt_. -.ZS._ 
{b)(1) 
{b)(3)-18 USC 798 
{b)(3)-50 USC 3024(i) 

ao,. all, , _ __, llie IA pan a ftlR].t Dr t.be ~ ol t.ba {b)(3)-P.L. 86-36 
. • ..... f 

nol.e illt4US..,,. ftO!lllmJ.t7 at t.be 1!W'•Ha.a1!)W~y -,.• oci,pi.;,;~j:. • • ~-. . . . . . . . . . . . . . . . 
~ .. -=1 =============== 

. . . . 
llll0aa Uae W7 poealU.. ~; ~, me .c:c . .r,;_ . . . . . 

un4eratoOd VY9ll U' it .c.am1ot. be ~ u ~..:..:~. ab..r1.nk.1lie 

eoa1e o~. ~111e.- • ~ ~ ery,Ptanal.yttcl • • • f ~-~rbeG d:tmSPSaned, t.be natural. uneu~~ or. ~i:e o..U.itacy, and. 

t.he f'eel.1ns ot a need for ovem.1.ght ~ ar· air ::10\'C!::IEmt baa . . . . . . 
lnc:reo.sed, Aa t.he back.Jns ot.JjSA 1Dt.e~t pre~ incapable 

o£ .._ ________ __. the 1nt~m.cJ. urgenc;y for pra:,pt pro-

cesaing o~ intercept. h&a 1.n8vit~ly d1m1nfobed. By coutrost, o'f . 
oouree, the Air Forco need& ~un.1ca.t1ous 1n~cence ove.migbt. 

?ts great.eat. preeent ~ .!a i'Or the fcstest poaaible pi,:>cess~;; 

or~' -------~j1n ao ordtJrl.y acd t.a!lt tr&ttic nbop. Til.18 

callD tor il:med1ate aolutiaD of t.oc-.hnical probleu. Indeed, ~ 

nel4 bu ach1eved OYemigbt. ~oitat.ion or m--.ic.h intero,ept ao.ce 

1t roacbea t.hm (vhi.ch ma,y take da;ya or week.a). 'I'h.e Air Foz-ae 

loobs more and more to thie aouroe. :ait Kally Field ca_y blaclt out 

I DA mu:Jt be the natural guarantor · 

~o_r_keep--ing--aun,mt---m-..... 1-_-_-_-_-_--~--...... · ~ : : : : : : : : : : : : ·. ·. : ·. ·. ~ .. " .. -:(b )( 1) 
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(b )(1) 
(b)(3)-5o use 3024(i) 
.(b )(3 )-P .L. 86-36 

la 'lllfll es.ell wSll 11111 i• 1I i..,_. •• ·• ,....... : ~,,. r-· .,, .. ,J 
- . . -l'O'fal .. t111bMi8 _,. ~ - ..... \be \ofttw . 

• bantHnc m4 ea:z'ftlllt 1IOZ'll. bMw bea. eoa.aot.etiouly pw.,Nll4. 1't 

ta blW .. Sllin1.telala. ....... , thst bNIIIIN ot tbe -,pbuta ot 

the 4U':fioul.t a~ .-It ot ,._, a ~.tq tally run-dolm 

0~ &1.11 l.t.l"llffic bu not. &lVll,)'lt ~ nm. 

(b )( 1) 
(b)(3)-18 use 798 
(b)(3)-P.L 86-36 
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.ta• ala q' 3d1e llal ~ 1n111 H.i .. 

-----ft.Illa--- '-------------------
~ Mia1 r~• .. 111 lta 'k!eeJ• • ~. ~ ecad• 

ot th1.- aoU:rl.t7 we of't1o1a1l.7 1M11leble \o the W. Ila Iba 

1.nte1Tal&t1m 1a aft4lll oc:mt1aed to that lW'1.t1e4 a DOPSJ'IAl. 

• -,. ... -.rllal' that \be p1"09,PeCta tor n,11.,. u. 
mater1&l an ~ g;Jooq, IID4 

'---------------
ve licve eeeio that. ve JIIII,)" - "tha1:'1· · · •., lmater1a1 v:Ul 

• •• •• •• •• •• • • 

be encipbered 'by .iaetllo48 1nc.rouingly 41tt1cult to ne4. · "it: "1.w•· •• • : 
(b)(1) 

tl"8£;1c tc;, COlltq,l.ate the ~aibil1t.y that, 1A 8GDe Um8 ot (b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

a.l.3rgency, vital enci,plle.Nd matertal laiabt get lAt.o tM Dl•llda. . · · : . . 
of crypt.onal.yata lesa able tbllD t.be belt at tba ~- •lt

0

la ewn . 
oore tracic to caatcapi.te the pooai.bll.1~ \Uei& aaae mS.a1Atap:re-

tat1c:m ~ ELillf, or evaa ot~, data, vitbolt the 

C<»ml'l' Wc:mnatica, might pem11>9 lM4 to a hul.t7 danS-1on ~: 

naticmal actiCIII or 1.nact1oo. 

'l'be ELilfl' lllU!l,y&ta 1\met1aw-rnol:at1ca-aoJJat,t.cm­

oor:re.lat10ll-e~•1e, l"18ht qp to 41•Nm1net-t.cm, ldd.ah 1a oer­

ta1n1y the UNr'• Job, abc:lw.4 be 41.NO'U.7 enrolle4 1A the JIil. 

~. the noe4 for i.ntegJ'8tim of ILDII' 91114 CC.•lf la vall. 

~1se4 tlD4 veil pl"&C't:l.ce4 - ~ ft.el4. Ccutlll'Nl¥, ... ~ 

oncte CClllditlcma ~ p1'0C6M1ng m4 J'IIJO~ial Vb1ch _.. ~ 

- V9ll .. acNDll. 1'ba probla 1a - aa!b OM ot lllda;,t •• ,.,.. IIDll 

_.s.rtt .. ~ .,,_,,. Nal. deftoiaq, b' u. .,. ..,...,,i, - •• , ' : 
w IPalJp •• • rmeb)7 CNl'IWl't 011 the .__ ___________ __, 

• 1es1a • a clq. -,--, ;.- q ~Ai::+ 
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,, 4 NJ •Ytl I 
la a ..u.ru. IOUenS.cm aa4 ,=1oeeetna aerciN • 

(b )( 1 ) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
,(b)(3)-P.L. 86-36 .... 

Mnlle ., Pd oaUoa• lnelUpnae 1.ntoraUcm ~ eno.p . , · . . . .. . . . 
to 'be rd tacUoal. u nil u atratecic T'&l.uet !bN.ut tM •• •• . . . . . . . 
ldlitc-7 ~t• than S.. epreadlpg,· U.Ovl)' but perY'Uiv~, . . . . 
a tMUDS tbat with tbe ~ of S.t.• e~1c ertorl..~ . . . . . 
t.be 118A "11.l t.1VD·aio~ m4 a:,n into a dell'beratift ~/u" tar . . . 
ul._ __ _.feourc• IID• Tb18 imJ,rea•1on 1• falae, unra1.r, ~ 

. 
1n the BSA. Other Vll,)'S to &tack the queation or ~ · ot pro-

ceHing v1ll appear later, but would not a reaU• t1c:e.xerc1•• 

1n which 1110n • tr1.ngent milltary t.1m1ng 1• ~•ed.b• valua:tal.• . 
to._. vhat. tbe preeent Bal network could.dot 

Conaideration of auch an exer1;1ae 1a ~tro~ urged. • . 
It vould require, of couree, a cloaa lla1110n.~ns; all the . . 
eervi.cea. It would be a cogent ~t ot bo-w;•th• tot&l n 11.a.-

t1.cm output. I f could. b~ • bandled in an 

emergency. Even tvo )em"• ago, at the 1,-i.- of the •t~ or the . 
T~.:&1 Capab1l1t1ea Panel ot t.he OJsll 8c1enc• A4v1eoey ComiUee: . 
(lleet.i.ng the 'nu-eat or 8urpr1ae Att.e:ck, P'e'brua:,-, 1955), our 

atrong d.9pendance tor ea.r~ vandD.i on ccmaun1cat.1ona 1.DwU Spot!• : 

baaed rm! 
.__ ____________ ___.f The •ltuat.1on. ta ce.rta1.nl.1 no 
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-·- --• .... ··----Ills.- Mlll-..il .... -• 

I 11.awl.Aai...ts 1111 da,-U...eleull118Sm ,, .. 

IMl.11¥ • ,._. ca _. ...,U Sllt4JJ.1rn• ... .,.. 

(b )(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 -· .... . . . 

~I -----------=~~l!Dt.e~ . 
oept.,cm u va1l u, ~ aOIIJ'N, tbe1r p~· ettect cm our ow . 
camnm1catlooa. Al.ao~'----------'r&S.glat ...Ube tuert.ed 

to t.ellt the 8Pff4 aD4 ~ vith vhioll the7 an ben4Je4. 

Such a practloe opent.1.Cln a1gbt veil lll:lov cl.early that tbe praa:,pt 

caa ~ be better achifl'tl4 vtthin tbe 118A than at 1111)' •~• 

activity (au.ch as t.bat. at Kelly Field). U Ui.e ual'OlM 414 not 

abov thla, the BSA vow.4 :bave the u.rgeat 4UQ' to rffiM ita opera­

t.iml.a until t.h1a vu ao, tort.be BSA bu neourcea ot t-ecbo1cal 

profic1eocy IID4 acope which ooul4 DOt be dupl.1oat.e4 el..Nwbere. 

In any caae, the dupl.J.catia:a o~ can,m1catima intel.U­

ceoee activity, vb.ich Melll8 to be 1AcreuJ.DC bec8UM ot ace1clental 
(b)(3)-P.L. 86-36 

t'eatu.%"ee oC colleet10D IID4 the luetoric cm;,raa1 ... vbiah led to .. • · .. 
the ELDft' runet1011, •m•JA be ~ acNt.1A1.u4. l!b,t..14 .. 
ortg:tnally 1'114111t1ou u:h • t.boN trm_ ~: trca~ -~, 
re4ar pu.1.w,I ~ tu zl&O'Yl4 traa 1111A 

col.l.ecttm illteNna, grov1q ue ot uta 1111u m4 Tart.oua k1D4a 

ot P\l.lM oo41ns hsre gnetJ.y ewpe'94 tbe poed'ble 1A1'omat1aD 

TOP ~CCDCT c:10ER 
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ll•U I el ...... .,. .. '- 11 la U._,. ... _._ ••-•ta.1•t21a•r 

_.. _, ...... 1lW.c II~ e«os•1..i. nn., lt -- thal the 

. 
Joba are 'heacndna ~. SSgn&l, 1nteu1..,,,. u a •1.ng1.e n.i.a.•. 
a, 

(b )( 1) 
1D vhich hUIWl J~ cm be d.tapeuect with. Availabl.e (b)(3)-18 USC 798 

(b)(3)-50 USC 3024(i) 
~ ehcu.14 be diverted to more accurate and C<rJplete (b)(3)-P.L. 86-36 

.... -:' 
lnterce;,tion ~ new kinda or rad.lation and :routinee ~ , · 

~------------- . . . . 
to )'iel.d the 910ft 

(2) Sba1"pen1ag and neobant.__ ___ t._f.cm __ o~f 1;:::::::========~r .. ---acu~ . 

pur9Ued at JIBA, aboul4 receive a.1dit1oml. eq>1,aaia at. the ." 

apmae o~ ec.. r4 t.be uuuaed. vol\Zlle aollectioD nov being ." 

done. 

CDCillf vUhin the !l&A.. 

(,) A nev etaDdard ot urpacy of tra.N'ic engi.nee:r1ng, lncludinc 

delift'l")' or cont.ante to oon9Ulaera, ahow.d be •tabliabed tn 

tM 5Sl tor c1"1.tioal hl812Jf'Ol,_I 
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....... , .. ,_,,,. ...... ~ ......... , ... 
'-M ......,_ of ~ u Ille &lJ' JDJM, )7 a h1l.7 -"SJ!, .. 

11111.,.or tlnallll4 Sdo.-ial • .u.l I . . 
....... (b)(1) 

,...;__..at ill be 1Dalua.4 va11 I la (b)(3)-18 USC 798 
-..- • am4 • .. u ,.... ___ ___.r· · · · · · ·(b)(3)-5o use 3024(il 

haia or~- reaw.ta vS:tb OODOUn"Ct \l'lltti~ ~i, .ol ..... (b)(3)-PL 86-36 . . . . . . . " . 
~---------'~~~~ 

0

b7 vha1i.4rrer tl'llf:laDtar;y 

c~l• 1• poea1ble, at tbia 118A to lNd. to the b.igbdt• 

total CCIIIlf'l' capacity. 

(6) J'raa t.he preced.1.na exercbe, .,,. wll u rraa ClU'TeDt. ex• 

per1eaee, there ahoul.4 eCIN ao OTerba:l.&.U.ng ot COMJJll' tND•• 

mission eyatema. Cc:mmWlicat1oo net• which &Uov pl"Oper t1el4 

d1etr1'but1on VitbOut., loeg:tng., or 'be:t.Dg •~opped. by, 

TOP SECRET EIDER 
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1J, n +-• e- mar• • z INf ffl I C 

1:• Pl .,_ ty l!fh1• f4+1 7J1M• 

oont.ant 1• ODe 0~ the wt 00911P]M ........ the JJlmal. faoed.. Wba 

the TOl.waa or intercept to be bandl.&d ,.. TV7 IUCh 1-e, the .,al. 

vu har4 COVY, that. 1•, wcb1N-pr'04uced chanc:"teN (typevr!~ 

et.c.), 1D cont.rut to bAdm-1 t1ag. Bard. C0p7 wu valued becm•M 

humn be1nga could read 1 t. rapi~ IIZl4 ao~~. ~, hecc1M 

-.cMne processing, the sc-,l -...t be a rona or record vhich 

net1c tape on vhi.ch either pul.aea or audio eignal.e &N reoordad 

are poH1bU1t1ea. (~ apec1al rMdlng necbSnu are econaa-

....... : .. 
'?be proc•ei~ problaa 1a st"1,s111~-1litaft.i-aied by the • · . . . . . . 

cue of I ~~, beo&uN 11108t or chat ~· i.• . 
. 

thi• type of' etgnal requs.rea and to a desr- reouv•. eoDStant. . 
checking to look tor erldence ot -.cl11ne c:haqa,. '41.ttermt . 
routi.ng pract.lcee, and 110 t'on.h. We ban._. ·tbat acae ot the . 

TOPGECREI EIDER 
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.,,,a •,.,...,., , tMN &a,.,.._ •.i-fWl'rc .. dw 

~~~W.Sl1 ____ -.&..'!I 

lllobSM ,IINOWe1'ftC .,,_:a, a1ao N ..a fm'!._ _____ _. 
!bi.a will -, .. i,oe•n,, • u nu ~ 

s.a recorcled 1n au1tab1.e f'oni. ... cU8CUSN4 1a Appen41x m. -a. 

~1.a or . 
&N c'1w1nS-bing 1n volume, repreeant.a an ·a&n. 'tlbich .. t be kept. . 
TiSDroua to-r t.he treatDlmt or ma:t«r1...ijL.. _____ .;__ ___ ___.__---l.: [ 

. . . . L------;::=======~..L• ........ --.-,.---.----::----, . . .. " " .... t..:..:.••- a -a.t.Ul dl.J. .. -~ ...... ~. . ... 
L..._ ______________ _,, ••••••••••••• ~ ' '(b)(1) 

terent. llnd ot preparation ,er llll&l.yail vb.1ch 1a, 1n tbi• cue, (b)(3)-18 use 798 

(b)(3)-50 use 3024(i) 
a,•tly editing, vord recogxiitiga, stat1•t1c&l. •urve,a, and. the .(b)(3)-P.L. 86-36 

ll.ke. l'urther d.1.ac'J•ion ot th1• 1• included in the ne:rt. part. • 

2. The 1'1.aee of' Proceasi.ng 1n the !IBA. . 
Proceer.1.ng and analya1• are primary a/D tars,tt.• altbougb 

• 
•econdary to h1gb-aecreey deceyption 1n ll'Bl. 

. 
Tbe Panel nnd.11 that research arxJ•development at the WSl . 

bu Men bua1est in connection "1th P.Ni-rat1on or .material tor t.he 

ceypt~s1• or • ;yaten and. 1n -.chl.nee for .__ ______ ___. 

c~ out some computa t1orui required by cl")'ptez,a,lyata. Pre-

d..sYel.oiaent act1rlu .. are, however, clear]J 1dllnt1J'1ed, not u 

c~ai•, but u the prortllion ot ..,,b,.,.. acoeaeo17 to 

• 
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IOPBECtt.!!I 

~. - ~tile~ ot ....sat tar~­

Weed. tbe IWl'OII IIIMI ~ ua "l' to .., llaa 4et1..Md lu 

on tmn1all • tbat ot IIIIUcdlctSn1 1ibe DNISa ot ._ nm, _... 

£or !JU1J!!a't& u4 '90D' • d---.w:1 .. a haft OCIM 1.arsa17 la ommecticm 

vtthl 1~1a . . . . 
M OCNrN, i.t. "ta "Jiot "aurprlai,q tbat the 1\mction ot ......... 

p:rocN•1Jl8 and •Tm wl.yda ahoUl.4 WlitNt •b--.1~ "tii"i.nw · · . 
(b }( 1) 

ot equipaent. llonrm, n uaert. • trongly that. ideu an4 ab•trac- (b}(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

ticma muat be 1110.re .tl"uitt'Ully cultivated. 1D acae tona 1n a research _(b)(3)-P.L. 86-36 

velop their OVD vi.,, o~ l.J:luedJ.ate aod future poH1billt1e• and 

needa 1n the vhol.e f'iel.4 of data proeeHi.ng, and &l.ao 1n t..~e fteld 

or cr,ypt&n&l.ya18 it.eelt. In the e&ae ot ar;yptanalpia, a concrete 

auggution vUl be made later. 

3. 'l'he Place and Prom1H ot COUWUter Development 1n Cryptenal.z!U 
and Proce• ai.ng. 

Computer developnent 18 eHent1al1 but it 1• DO lC?AE : 

the va.v out ot hisb•• ecrecy blaek-outa. We have mcam1ned t.he 

question ot Whether the developnent of analytic f'ac1l.1t1u, most~')' 

1n t.he fora ot ccnputera opt1m1zed. tor the .__ ________ _. 

systems, can 1n 1taeU lead to a aolut1on ot tbeee ayatm• • We 

reel, quite certain that it cannot. 

'1'he atrategy ot devel.cp1ng both certain apecial•purpoH 

machine• tor caape.rl.ng and counUng 1n ceyptanalyllla, and tbe 

" 
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ao1a IF&l• 91 I $9 llrtAl. dJ 11 1Dt •tat 
,, ___ 

....,_,., MUfflllltl I -- .._ ta .....i..... II ,_. D 

.... -.I ~~-·uan r•sa&u.a~ 

...,,,,, • ..,, a 

aw t.a. rnrn or auah !lope. . 
q aploitsttoa. o~ rNOable ~, ~ 100 ,,_,. . 

ceat or 5 per cart raadele, vUl 1Devttably prea• the tffbDo- • • . . . . 
J.Og1caJ C91>abll1t1e• ot ~re to the "1imoat. \ibiletha.,:;.,._toe) • . . -------------------- . 

.___ __________________ __. IID4 vhU•· .. 

aore spw!ng up ot ~r el9'Mllta vUl not Rtt:1.ce. 'l'ba l'Wl 

tavora tbe curraot attitu&le 1n the SSA that 1110N .._.,. 'be p1M4 1A 

t.be w.r t'uture fraa r.dicall.y d.1rrenmt ~- ot COElfW- •• 

t.ional el«wDta, pe:ffilW• ccab1M4 v1tb uw d.n1cee, than troll tbi . 
men aueh 9Pffd1n8 up. (In the lOQ6 J'Wl, both dJ .. ncU.cca ot . · . 
ll4vmce v1l.1 be ccmbined to reech be,YOD:d the capal)Wtie• qf 

either alono.) Ceffain 110rt1 ~ ~ial ~• ui came . . 
into be1D& relatlv~ 900D11 m4 UJ prov14e a ~ pi.a 

Ill aal..1t1c&l proceeaing •peect-.a gain vhio.b bu beia ~ . 
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tbe CmtanalY!t!' cle• k and mi.D4. Eeerl engineer1Jl8 akill..e aboiJl.4 

..,-----,__ ... (b )( 1 ) 
be put on 1'ull uae of th~:,~~~Yr. -~~ J~.t. ~~ ...... (b)(3)-50 USC 3024(i) 

·, (b)(3)-PL 86-36 
ll vered, 'Which vaa 1.eaignad e.t lfSA to read certain manual ltre~ •••• ·• 

codes and tollov some 57 possible 1n.st.ru(ltlmns~ • llM ~- ~~~ · . . . 
conceived a rnod1N.cat1or. I I~ 

0

th1e machine to reu-rd in •• • • . 
Ir.lBn&t,"t!&ble form t.he tilae !ntez:-vale betvee:n reference points luis 

cro.3Sings) of & a16Jlll,l. Since Such interval.a cont.a.in .t'recJllf!OCy 

1J&for:~t1on, further modification migbt yield • auperbli simple and. 

Q~~c~tive v.;y or ex.amin1.ng VIUlt quantitie• orl • I In 
,----1.----,.---- •' ' '' 

0

(b)(1) 
a-..'I case, such h1gb-apeed editi~ machinee I lbaa about. a (b)(3)-18 USC 798 

(b)(3)-50 USC 3024(i) 
20-microaecond cycle 1rl 1ta core memory) aeem to be a principal (b)(3)-PL 86-36 .... . . . 
hope of' meoag1"4:!; the n.ov or iaterial that vi].l..ba.ve•t.t>'oe' • ....... 
1'11 tered 1t ~t.u'y -b:riaka -~ .be made into cert.a.in sort.a 

otLJt~c. 

Beyond edittng, however, 1t would • eem that. computer 

development. abould. turn tov&Td. involvement with the eenior crypt.­

analyst•' dally work rather than tovazd some heroic, gcieral-

purpose, centraU&ed whine. Wb.1.le thel._ _________ ---.l 

.__ _____ ___,_F.~ .<~~-~ ~~-~~-~ -t~•- ~- ... ·> .. 
(b )( 1 ) 
(b)(3)-50 USC 3024(i) 
(b )(3)-PL 86-36 
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.....,s~~ u..1101 or~ .tu_. • ..,.. ._.i 1o, •1D 

- t.boe• ...... u a r..-1.~ f4 ilpO'la4 .....-t•U.. 10 • 11"1,e 

loglo, 1-lDGll .s.a '--- wttil 3,000 'bit.a pc 1Dlm, 11114 eo ~) 

1a m ~ attUr deaentnc ~•t auppon, at1e11u.. uoal.4 

,_ 1-i.1 ___ __,_.,.,.. (b)(1) 
N t~ prampt...., Wft1'd. wkfn& s.t an, • to -.,,--., .. ta (b)(3)-50 USC 3024(i) 

vho Yiah to do tut but f~t&ey progNIIIII. In addlt.icm, •••••• , (b)(3)-P.L. 86-36 

.pecl&l.•purpoN WChiDN
1 

such U ~,.__r--i" .... ~~;,.;,.: ~O~~ :.•• • 
~ .. . . . . . . . 

for such t1-•llbaring, deak-•cal• ~• 'Sbould. 'be rapidly ¢ended., . . . . . . . 
as 1nde-od l'M baa ~ p1.aoned 1n connection v1 th, an expanaion .. 
of thel I ;ype of facility. 

. 
4. The Ree.1 for F,1nd•:ncntal Advance• in, the c,...,,.,,,...,,._ ic U.e 

or utera. . 
!'he Pansl hu com·eyed ,tta i,pec1t1c Judgment• about 

the nature and uae of ~hlpes 1n crn,tan&ly-Bia because 1t be-
• 

l1eves that th~ cent~ 'hope ,f cve;,tual &dve.nce 1~ 

--------~'~ecipr:"'.!r:::ient requires that t.he ~ao_r_lll._a_t_i_c_a_te~d 

c:-yptar.e.l.yat learn nachinP. l.al-,~e and progr&llmi.ne t~oroughl.y 

eacugh to f'onaulatc a sophisticated machine attack er, a cod.e. 

Thia require• 'the ao1'.1tion of extrea:.ely difficult probler:18: 

tl',c formul.ation 1n clear tel'WI 01' cryptan&lyti:: .,l!-:fruuquea, 

and. the adaptation of these t.ech.'liquea to cach11:e ~guase or 

the develOpDent of an 1nt.erpret.1ve language 1.n 'ib.1ch th1ey may 

be e&ail.J' ex:preaaed---en int~1.ve ~ 1o·.1ic:.b me..clunes 

aolution v1ll require 111JCh 1.ngenuity ao4 a great deal or time 

and ettort. Happ~, ve b&ve 894:n a IIOd.e• t begum~ of thi• 

TOP fii!GRET1'1 EIDER 

(b )(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

•• (b)(3)-P.L. 86-36 
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la the JIil. ar:,NfU't tbe 41.fflnl.U. lo N OfW- an far 

SN&t.C' Ullm tile 'CIDildU&W J114R eq,ec\. !M7 an DO\ ~ 

8\alm")' ot th.1• probl• an4 it.a poa1t.1on at. Jl8l appean 1n 

Appendi..x n. 
'l'he Panel applauds the pr-.,.ration and. ue or vartoua • 

•pec:1&1.-purpoH mach1nee tor rotor •taul.a.tlon, Including tbe 

and BO forth. It urat"11 that th .. e be «rt.anded. u p..-ocrptly u 

po•s1ble to the examination of Dade-up probl- which can furn1sb 

direct 1n1"onnat1on on the cipher leveu ve may tace u electronic 

rather thal.1 r.,echanica.l co.nbinatorial device• become customary. 

(l) Computer plPnning, especially in the R/D •t.ase, should be 

rr-""iewed in terma of' special prognualng rather than of' 

over-al.l (exhauation) capacit). 

(c.) Closest possible connect.ion betveeo. a cr;yptan&lyat'• tormu­

laticm of solv~ a crypt and a general macbi.ne l.anguae;e to 

expreaa thia formulation •hould. be atteiwtecl 1n nev macb1ne 

d.eaign. 

(3) Computer tacll1t1ea abould be apecially pJMned tor eaay uae, 

u are aoma deak-acceaa eecbSnu QOV aY&1.labl.e at JIBl. Nore 

cuual att.itude toward tbei.r UH than 1• ao tar t.bo\l8ht 

TOP SEGRE I MlEIDEI~ 

(b )( 1) 
(b )(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 . 
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(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

. 
(a.) .. pJ-ane4 ~ 11114 .-1.a ,_ ~ .--,.l.-P'fl'llON 

emplMl'9 DoU.14 'be~ '--------~but 

neglected becauae ot t.be proahe of the t'onner. 

, • JOUIGII I1'l'ELLIGnr SQUBCIB ~-~J .... _ 1_ ~ , • _ . 

- - (b)(1) 
(b)(3)-18 USC 798 

1. The I I SourceD. (b)(3)-50 USC 3024(i) 
~---1,_ ___ ~-;". -:-. -:-. -:-. "':". • • • • • • • • • • • • • • • • • • • • • • • • • • • • • ,.(b )(3 )-P. L. 86-36 

Presumably t.h~ infonom.tion content.s of 11!.S.-J.V th .. -<:ret me,~.'••• - .' 1---~ 
e • • ; • l~ . . . ... 

•yea are ac:tual.ly renected in wae-11 of occessible c~~at1ooa. • :;~• 

Dea,p1te the nearly perfect conce-Jmen~- of,-1 ---~-• --t'r ;onmmi~ ' ')! 

. 
t10Jl9 for the paat aeveral year•~ ;the '1ntell1gence COJJ1U1.wlity baa 

n.ve:rtheleaa been gett~ ~rt&nt ic.d1cat1ons or .... l ______ ___, 
Since the :Panel. hu empha3hed ~tary 

reed1ng aa the moat ve ahould expect rroml --------. 
ciphers in the :f'oreaeeabl.e f'utw-e, 1t D:111,)' be 1.mpc."':.ant to look, 

into the technol.ogy of t.bc tb.rU'tiest coupling cf whatn-er D. 
j1nronation there h with the great o&ss orl [:: 

----...... .. . 
• • • • • • • • • • • • • :· 

• • • • • • • • • • • • • • • • • :-• 

• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• •• •• •• •• •(b)(1) 

Indeed, comparativeJ..y little 1a knovn ahout the realltie• (b)(3)_ 18 USC 798 

or IBUCb coupling 1D 80 autocracy llkJ I it'~-.;_·~~~·•···· (b)(3)-50 USC 3024(i) 
ai . (b)(3)-P.L. 86-36 

llM1\ll. 1'9U Uc.al K1eoce-econcm1c1 •~ cwa.4 ·be ·.ae "ol' 't.ii~ -~ · · · ........ 
.._ ________ _Jl~~-~ona ai:111 a.ctioD& are anticipa.t.ed or ren.cw 
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~ • ... fd arnd:wt-.dj~-----------1.~ . 
aDl abort.aUGM. Wb1l.e auoh a~ baa d ecAUN ,._ 1:nl[~ 

'b7 people at tbe ftl"loua •----t apnclN ot tbe NOl:ll"lV ""1119; · ·(b)(1) 

there bu not bNll • oareruJ. reoonstruct.lon of a Nl"l• of per1.o4II 

auch u ui._ ______________ .....,,,ru14 be 

connected vith au•• or low-grade ccmmun1.cationa. A:4y pr~ 

Wletuln••• DOY and 1n the future. 

Beyond t.bh sort. of qualitative cona1derat1on lie• t.b• 

problem or actu&U.y aortlng t.t.rough the I 

(b)(3)-50 USC 3024(i) 
(b )(3 )-P .L. 86-36 

.(b)(3)-P.L. 86-36 

• • • •• (b)(1) 

we Ehoul.d also k.ee.f iJ, mine. that. I . 
•••••••••••••••••• • • • • • • • 

I an~ IJIWl;)' routine I 
regularl.y cieciphered rruml . 

act.1v1t1as are . . . . 
eyetema. Presumably •t mtJ or code• are concen:Mld in th~ -u. 8. 

(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

• (b)(3)-P.L. 86-36 
• • ····­. . . 

• .. ' 

&DO in 

certain 0f their 1nte:roal commmica.tiona 1n Viet Nam and Indonee1a. 

_Tho __ ro __ ue,i ____ ab ___ a_t_rac_t_1_ne, ....... o_: i..l ___ ~:::::::::::::::::::::::::::=::r--Y:::'.'.'.:=-re:.:.'YN:.-&l-, · · · · · (b )(1) 

intelligence trad!.!.1onalli)· soUfllt vnl,y !El I (b)(3)-50 USC 3024(i) 
(b )( 3 )-P .L. 86-36 '---------····· 

In &l.l baodl.111& of t.be•e auxil.18.r.)· aource• o-r intelligence there 

1a euppoaed to be rigid adherence to the U.era CONDfl' ObJect.ivea 

Li.at ot some l2 itau. A diaturtii..ng unreality perai1t.• 1D aucb 

a ai.ngle llat of obJect1vu, which teoda to croncentrat.e attention 

EIDER 



Doc ID: 6699520 

- Mrta1Jl p • crd.,...~ ~ ..... '61.da -.al.A - cUNotq 

..,_,,,. onl7 trca wl I ~·. ~!7!?. 
ucma '° aoa ~ \be iat'omat.1-. eoucbt arie derlffl! ta a 1.n-

bendld 111Q' frca a bulk ot onlJ' ~ UliaS..l.a't44 :aat.cri.al. 

lupplement&i-7, ad,Juatabl.e priorit.7 d.ec:hlona probeblJ' do, ad 

1urely aboul.d, take account of roel rat.her than ideal exploit.a-.· 

Uon. nie hnal. bell..,.• 1n tbe 1.Dmediat• ill;portance or an 

operat.iona analyata type of 1tu~ &!.med at bringing the~• 

production application or the Objectives L11t int.o l1n~ ~th 

the beat content or the I f content 

of several hundred t.houaa.n.J.I fme•sae•., per. ~th •. 

M Append.1.x IV on pro~ng brings out, there is 

(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-PL 86-36 

(b)(1) 
(b)(3)-18 use 798 
(b)(3)-50 USC 3024(i) 

1.mpo~ t pro gre•- 1n the 1181. t.ovar<! Ir.Z.Chbes vbich c.e.n ra:;:,idl~• (b)(3)-P.L. 86-36 
•••• • ••••••• ·.·.······::-

expl.oi~~--------,=====flJ · _i," .~;.,:,_;~ -Le·]lbWbi~ : :c?o•: .-. : • 
Yert •uch .meuagea toj fext ri;y ~b, ne and ;C! .et?loy • • 

• peedy met.buds ror ac&nn1nB the larre "bo<t,· c.,':, du°ch cc:;:,y 1u- con-. . 
junction v1t.h tile 8CB.n!'ling ofl ._ ___ __,r 1nterceyt1on:. "Th• 40 

• cannex-. DOV looldng Tor special 110rd.a 1n ..... 1 ___ __,r ought as 

soon as poaaibl.e to be •upple1aeoted by word-recognS tion mach1nea. 

A po•a1ble dee1gn ~or such devices 1a d.1scll.8se-:1 1n Technical. 

AdJunct. II. 

iviaent~, the .filine II.DU croso rerereocinf: of 1n1"o:nm­

Uon at't~.r 1 t ia COJllpletely read 1s alone a formidable ope?"'lt1on. 

It too muat have improved machine t.reat.ment a:ucti as ce.n neither-

51 
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•-• 1 IIW .... 111_.IQI JIJenlYlU.laa..U,ftel&• 

eam,ld.Uta1711111 ..... I ? .. Cf81•1e•JI¥ (,- C ICll,lq la 

fll lllllfl J.w •trr:,1•11) ,_ Illa 1111A NINIJII 111114 tlk11Ja., .. , ... 

(b )(1) 
(b)(3)-50 USC 3024(i) 

5 I QI illlPll 'bo4r ~ ~ CNnal\ oplW:~ bca ._ (b)(3)-P.L. 86-36 

-i ------.lv1ll be pc\ for mgr '!!e:• 8lacll • ob.)eo't1ve ~:: :· * 

al-, cleaZ'17 ·i.qr the 1'111)14 proeeu1DfJ 11114 lll&l)'llia ee9eqt..OO r.i-. . . . . . 
pl'OpC' u.ee ot the a.Dir~• 
2. UrJ!a1: C\lrl'mt Value11 ~ .... , -,-. -•• -.-.-.----r . 

Propoaed I . . . I. end ~-

~1.al. O{)Giltl0D8 into 90 principal. 41.atric:t.• m!"i t.~1"U'1_.1.Y 

enrich 't.ba ~t.mt of I rcipher .".;st.~::_. _. . 
. ' 

.(b)(1) 
(b)(3)-18 USC 798 

IIIU'C,badi&.!J:le or 41.atrlblltloll aativitleca Vill be ca:rtrolled (b)(3)-50 USC 3024(i) 

laoaUy, t.be W1"Ch m4 l.'wvelclpw:&t t\maticQa f'or ~~..rta. ... : :(b)(3)-P.L. 86-36 . . . . . . . . . 
vUl 'be approved ~~;..: .lpp&reatly, t~. . .:: . . 
ccmceming ~ act1Tit7 bu ortm yi~ .t.h6 °-::IOSt aeeea- :_: . . 
aibl.e and lntvest.1116 ccnwm1eaticoa ~ .. 

0

1.bat concr.~ the·: . . . . 
. 

11114 ao t'ortll. Ccaotll~ ," an Jz:;,orwint peri.04 ao~any1.nc the_-

f 
...__ ___ ____.rcml.4 DOW be at.art~. DoubtJ.eaa, J:ll\1Ch or UJC (b)( 1) 

a m1cattona concem1Ac t.h1a vU1 N Mat Tia nev-1 ____ ..,. .. ·(b)(3)-50 USC 3024(i) 
~-=· ====::!......,. . (b)(3)-P.L. 86-36 

ml pert1cu].u'l.7 Tia tha npi417 at.~ .... , _____ _ 

'2 
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........... ,II.a ................. --- ..,. • 

--- .. - .............. , .. ··-·- - .. llalll -
~ \11111 Jiaa JIIM'IUllll1' 11111 I •111' -- 1ms l •t ..-ui.,, 

t:Nl&t .... 

N!:m:Y ot I\!: e1g,1-' !1Pl!!!t I'.!!: Mf!!!!!-toa !!'!a!! 

use ........ ~ I 
s111U.arl.J', tat ~'• «-•Soal.Gn..e 1D I:. 

~ IJllbJe,ct t.o .. .__ ________________ __,_ 

l.&rce t'luctastJ.or.i.e 1D both -.ioeaaibWty and iJ:ltentt.., llhol.Ud ba 

l:&aDd.led by IJ\l0b Ma.1-~ ~Md GU.J"nilJC!lCe ~hdd.9, . . 

.. .. .. .. .. 
• • fbe a:t tituda l.n t.h1a whole a:rea 1a dmf nert 'td. by t.h.e e011.9U:D.er (1e. • • • 

(b )( 1) 
.II.Md. for occult ad ~ UDCQ11:'D:m1~1) milit.az, ~1.ca. (b)(3)-18 USC 798 

E:1101'9 4ift1.c'J.l\ the 'better. A sn:q> 1.at-el..lectul.11' r..dt.ed. for 

cr;ytpm::uu711e IIUSt ~ ~ tort.bat tulr.• but hun~ 

or..,... t.bOu.ADU ot oU;.en1 1Jl Ca<DI'? abou.14 twel equal cu,,b,e,•1• 

cm M«-:1.a:D at 1oll Of' a::ist1Dg, accee.ai ble 1D.f'o~1J:a,. 

lt. voul.4 'be ilrt.9rat.1Jlg to 11:aow llbat. t..act.lca ~ 
fi.n4 !!KMlt ertideat. 1D UiDc the great. b\&l.lt. of' m.1.lJ;tar:, 8tl4 cca .. 

aercial ~ t.hat- t.he tJ"N worl.4 q,,eal 1 ac:a,;,.mJ..aat,u IID4 

on.ea publ S llbN 1n JH11Peff IIDd. Jou.m&l..•• What. tuter1.ne •J'll't• 1a 

~ Nrl, to the!!!~ Ti:1111" er Arl.attcm ~:-
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,, mr=.:--=: .. -•· -a. .. ,-,s, 
llal&Uau o~ Ula Ill 11D4 at.be ,ana fd ._ 1.Bt:4JJ1..,,,. 

coamrnit7 with allled natlou .... ~ ot o-eat. tecbnhal 

Yalue and ahould. be 41~ mtpanded. 

Ve have l.oq llnk9d. CJCIIQ 1D t.he thlted IUne;dal ln~ 

rwport. or lloTallber 1955 b1 Dr. 3. v. 'l'uk-:r to Direct.or or 118l, 

(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 .. , 

"Visit. to GCHQ," thia tnc-us cooperation 11 a trallmldoua adJ.upot: • • • •. . . . . . . . . . . 
to our o~ highest •Ulla. . .. 

Our cont.act.• v1 th commµa.1-cllt.io~ ... 
. . 

intelligence .}Jract1c~• · 

and tec~iques .1!'1.Qthef ai.iiea~co_un_t_r1_ .. _•~l======r------:''----' 
~----~f~untriea like the~I -------~~ re~ 

espectal.ly in connection v1tb I ~;rat.ems, 

and anoul.d be cu1Uvat.ed. 

VI. NSA--TKI NATIONAL RBSOURCE FOR CXMllNICATIOJIS U,"l'ELLIG.EIIC.I 

l. The Weed or a llev Pattern ~or the 1'SA. 

The Panel 1"1nda t.bat t.he llational Security Af:,fmcy baa one 

of the higlle•t level• or techni.cal erf1c1anc;y or an,y- Government 

ottic!! and deaervea t.he unqua.ll1'1ed aupport. or t.he military aDd. 

c1v1.litu, complex concerned with our ,olitical. and atn.t4gi.c 

pol.icy. Thil Jud.lJl:Dent la based pe.rt.l.y on a clear and. torcetul 

inrpresaion ot the competence, intellectual atatun, and devotion 

EIDER 
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MiatUia ..,.., lDDl.D!l1Jla ..u..o. Illa'\ Wonntoa • • _._. 

and. l.oglatlc capMiV OCIIW -,z,e detinl~ trca a mf aat.tona 

lnt.lliomce ID4 properly Nl&W a.m ertecta than ma mq 

other source. 

A11 noted 1D the ~e, the Plmel'• r• 4!1¥10dA,t1ona 

about the 18A involve llh11't• or eaiphMta and ora,1111.&atlon which 

a.re related to a vi.rv or 1 ta act1 v1 tin appropriate to the a1 tua­

t.fon vh1ch it facee today and muat t11.ce t.oaklrrov. It ia not 

v1t.hin NSA'a province to make t.hue ahirta either oo ita OWD 

initiative, or on the recocnendation of eJl,}' advieor;y group. Only 

clear leadership and guidance from the 90urcea or 1te most ba51c 

policies can create a lituaUon vbere these ahlfta v1.ll not only 

be poeaible, but &dm1n11tratively obrloua. 

01 ven such "guidance rrom on high,• a moat f'und•ment&l. 

cbange ln out.look c:ao, and lhould, l>e at!com;pl1&hed. Cent.r&l to 

the NSA as a re1eerchi.ng, developing, producing, cont.1.nuillg or• 

gan1z.at1oo 1a the ideal ~ or vbat the 18A abould be, not only 

1.r. the eye• or 1 ta adm1 n1 etratora, but u eeen by all or 1 ta 1n­

ronied. personnel, eapec1ally the man,y thouaanda of in!orr.ied aenber• 

of 1 ta lluhington at.art. Such an iJDase can 4u.w SSA ahead, bold 

1t be.ck, or even deatroy it. 

'?bouaand.l ot JISA ampl.oyeea are 1110•t devoted and 1ntel­

ligant public aervanta, •killed 1D technology or ad•1n1etrat1on. 

They are~ denied the Ntiataction ot public recognit.1ce or 

,s 
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.._ lwS11 I, t11i1t' .. r 1\i' C h4 .,.. 

tar Ille» t1S• ..-,,. u ..i41'e lba--U t.-, Wi1fUII • r.. 
,,,.,.,. DI'----~- ~. 'MIF ..... ~. 11111 -­

Una to .... ~ best •wall.able IMINtltme. 'B:l:roup thU 

war u.. acC'CllllpJ s ~ .:..! • t.ilq group or 1up1re4 and emf nen~ 

c~. T".lle a\l~ to ow- aiUtar)' ud. cU.plcmaU.c beaAe 

or t.he iu.nar -.c:reu or ot.oar »oVU'8 waa .... t.1.ae scrvi.ee 11hich 

cmmot be overest.1..mat.e.1, one t.b&t cacmot.., and aho'lll..d !lOt., 9'VeJ' 

(b )( 1) 
(b)(3)-50 USC 3024(i) 

etaotl)r 1.ncrout.o.g •Ulla or ow- "1P~ta., our Kaeaa to tbe {b){3)-P.L. 86-36 

.--------------------------······ 

Jlat~, the S401.Uga to nsa,1.Q tb1a eoc•• aa4 t.be --.rch tor 

Vtq to do ao, in onJ.er to conti.null to dae:r'Ye the cont'ideJ>ce vblch 

t.be)' have '110:l1 st.ill C01l.SUt.uTA9 a driri.na tore• tor tae HaA, 

vhlc.b account• f'or ~ curioua teat.une ot U,a oi-pnizat.iCD and 

operu.t1oo. 

'1'0da¥., th• l&rpr pan or t.be pr1ae lntcl.Jec~ and lN4a> 

L'l.1:p or ~ 1• CODCezatra-t.ed I.Ji t.be J.INJ. •ect.iac or P.ROD. ('l'.bia., cl 

oourae, ia the part or 1"kDD vnlch u i..at CGDCG"Md vit.b 

··~t.1.on. ·) '!crt. the ente:rpr1.N and oounae eo •t.roctc17 419-

pl.apd here are ~ DN&t4 1D otbm' Jart.e or ttt. Ao,oq' • 

C)JNIZ"&Uan. 
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,,. 
ooutant.17 p -.ter b.ea;,a ol aaterta1 whiob • do- OI' ., a-nt­

a.lyat•, aperS.enoed. and capul• or attac)d,nc INdl 118'1.erl.al, ~ 

.,._ lltt, let alone El:.l"Vey. 

ConTIIJ"Hly, the molt preHing probl.ea ol the Agency, the 

gnat orpn.1zat1onal aod enginee~ chal.lenp ot ezplo1ting 

quickly, viaely, efflcientl.y, and as t'Ul.ly u poH1ble, allot 

the vartoua a1gna:la 'llhieh are cur .. enUy actually or pot.errtial.1,1' 

uael'ul, bas come aa a necessary but not velccoed d1vera1oo to the 

111011t akill.!'ul and. oric1-nal intellectual leeden 1n the Agtm.cy. 

RSA baa .moat characteristically, under both 1t1 m111t.ar,y and 

c1 rtllan leadership, ·.rcrked manf'ull::,, deap1 te thia cond1 ti OD or 

1:pllt peraonal.ity, b'.lt ita f'Ull potentialities 1n contributing 

t.o t.be n.at1ona1 aecurit:,• cannot be real.ir.ed vithout a reorient.a• 

tion in the th1nkinp and at;.1tuiiea of its leading spirits, a 

J"eOr1e&t~t1on on Vh1ch c-,rrespon.Unp: reorgan1i:aUora of structure 

and t"Unct1on could be profitably bued. 

2. Broad Problema or RSA'• Reaearch and Developaent Activity. 

The re .. ear-cJ: e..nc.i develo1JUaea1. organization haa, viaal.y, 

been encouraged to tai:.u a leading part, in cooperation vith the 

other parts of RSA, in :planning e.i:...1 aupporti~ JISA progreH. Top 

admin11trators 1n the ~tor Det'enae aod the JIB& have given 

mo• t thoughtful and dnot.ed atte1Jtion to the aupport. and. grovtb or 

t.he a/D orpni zat1on. '%'be evidence and. the record Mke 1 t clear 
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baw tbu• pl:, ~ 11 N. Jlal,ta le C8n1M - .. • CJilh 

noo4 the ...,. DN4, in a emU"al • 1eet1on• s.u.>Jtpnoe m--

palet1m, :tor a dFraua IN•--- m4 ~ Ol"llllll...U.0.• 

Gr.a~ at.rl4M wve take 4llrS.D& b.1• tera u Direnor, but, u 

Oeneral. Canine pof.Dted out 1n hie tatt.moey 'be1'ore th1a Panel, 

the Job 1a h.r- t'roa coa,p].ete. 

The ..ed tor adeq\at.e CODtact.a VS.th cxt.nael.y c:cmwet.ent. 

outside ac1ent1at.• and~• vu c1-.rly ncogni&ed at. 11D -.r~ 

date, and t.h• oN'1e1al. poa1Uon of •ucb conaultant.a vaa atrengthene<1 

by the setting up, 1n 1953, of a Scientific /,d:rhory Board eompo• ed. 

of eu.Dc.llt ac&.le.:.itc, &:>VerDIMDt. end ~t.ri&l. acient1at.•, and 

assisteJ by panel.a of consult.ant.a in a,.tJienat1ca, electronic•, 

and tel.ecommunicat.i.ona. By and large, however, the membera or 

t.h1• Boa.rd cont1nue1. to ope.rate u 1nd.1v1dual coD.INl.tant.a. Beside• 

the Robertaon Report of 1953 on COIIIIT u a aource or early vam-

1.n&, the ~ exllftlP] ~ or a collact.i ve atudy ot • broad area of 

•SA activity vou1d appear to be the 31 ~ 1957 report. of the 

Scient1.t'ic Advisory Board.'• Math-tica Panel on the uae of 

.. th-tic• and matheaat1c1.an.a t.hrougbout. t.he Agenc)'. We hope 

that the cl&rU'1cat.1.cm m4 ra,dJuatnat ot Jl8l Slt)&l.a, n<:1 i40-Sed 

1n our report., vill be ac~1ed b7 a at~eni~ of the 

lc!e:-.Unc .Adrtaocy Board u a •ourc• or varking groupa concerne4 

vith the t-echoScal. ~ta or~ a,re broad p:roblema v1th1n the 

Apncy. 
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"Nloplllm 111 - atrai.n, the Dece8Al'7 J>G"90U, aperiemee, l4au, 

and Snatpt oould not be c.reat.ed overn1Qbt. In partiallJ' adaptins 

it.ael.! to 1U1V Uaea and nev problema, the l8l faced obv1oU8 

problema o~ devel.opnent. It vsa natural, LYl&i ve beline vi••• to 

pree• f'int and barde9t on d.lrYel.opDCJt. BoV'ffm-, Oeneral Canine, 

himaelf, bu apreaaed to 'U! his belief that reaearch hu lsgged., 

and that thia abould be corr~cte~. 

In part bee.at.We of a eequence of fatef'ul. event•, partly 

triggered by t.be emergency cood1tiona o~ the (orean episode, 

aggravate<i by many changes in to~ personnel, t.be 1nt.e-nt1on that the 

research antl develcp.:ie:1t 0re,anlzat1on s~uld. pla,y a central role 

1a still far fro.a: re&ll.:z.ation. Whlle there 1a continuing l!l.nd, 1n 

~ respect.a, effe<:tive bu..ilJ-u.;: of t.lie R/D progrer.i, the R_(D 

organization aeems never t,c, ii.s:,e asBw;-.ed the neceesary le&derahip 

1n toi 111.ne a pat.t.ern fc1· th~ st~ rent!'Val o! RSA. 

We ahoul.d cm,p!u,.sh.e that. this ha.a not been because or 

l.&ck. u:f over-all. • Ui)port in e1tl1er :funds or people. While t'urtber 

expansion h currently sought, the continuing growt.h or the H/D 

operatln.g budget (tran about 14.5 million 1n 1955 to 17.5 mll.l.ion 

1n l.957), together Vit.h the preaant aize of the organization 

(about 700-800 peraona) ahovs that &d.m1n1• trative aupporl of the 

1/D coawl.ex bu oot been abaent. 
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Illa\ lilaa ..._ ab--.t bu bee a naopl\1m Ill--•• 
Nie b a ..., cs -4. ~, a ,..,.,.,,Um ~ ,-urp 

U oanuute4 with ~ pn,dnct.i.OD ~ ~, U - ..._U4 

c•tral hDct1oG or••• a f'\mc~lon 11hlcb aaat 'be c:a:rr1e4 ~ ...u 
1t ll8l 1a t.o do it.a 'ben aga1n•t the 110Wltlq cball.enpa lt. racea. 

In lua Tln.t i..r.., t.be tifflcul.t)' bu amtend la the iDt.«rrJ&l 

a1a an4 em;pbNt• ot the R/D organbat1ou. there baYe been prea• 

dng d1Teniona frca the path or forvud-1.ooti.D& lN4arahip. In 

particular, u &q>lained above, 1t hu bea 41,Uit.e natural tor tbe 

Jatbomaticel. reau.rcb group to turn toward PROD problAma, 1nft.ea4 

of • yatecat.1cally attacld.ng oert.a.10 baa1o probleu of crn,tllDBlyaia,• 

and tor ot.her reaearcll and ~evel.opneot groupa to turn toward. the re­

ceDt axag9rat.ed eml)bui• on n-cbh>e design. Acco"11n,g;17, the"e 

baa been little cbaoce for 8ZlY • ub•tantial part of the whole B/D 

orsudat.ion to think and &ct. together tovard integrated. progreu 

01" the 118'.. 

4rut1c propoaala tor •t.rengtllen1.ng tbia part ot the CIONIJIT effort. 

'l'heae are drut1c 1n tbat tbq call for u11:u•uel. organ!zatlon&J 

action, but the7 conti.nue the orderly growth of the paat. 1n•ol'ar 

I 'l'he•e are mim !ii fecfuilcil Adjunct m, LtLiiate ot 
'l'eclmical SituaUon in ~•U. 

6o 
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1. W ptawt.on ~~!!et.a at Clmwlt !«'!r 
I.a a bacqro'UD4 fw t.be pn:,poeect cbenpl, we need to 41 .. 

eu• ~ a:eapl• t4 pNHll\ a/D 110rk. Pvt r, baa~ 

treated. acth1t;y in meah101t dn1gn an4 pertonance, u it &l"OM 

ln connectioo vit.b. proce•• ing &Did an&lylia, althougli attent1cm 

vu not there dravn to the unfortunate divi• t.on ot mecb1oe cie­

vel.oi-ot activ1t1ea between NPRO (in PRIOD) ud au.ch R/D con• 

•ti tuent.a u AJIIQ, J«>DL, and D:JR. 

!'be bade acience gx-oupa 1n R/D d.Nl. pr1nc1~ vitb 

pbya1ea and matbenatiea. Pbyaica la supporting, vith Jutit1abb 

pride, a number or im.,ortant acade:Ja.1c reaearc:hN. 'lh:>ee devoted 

to the upper at.mo•phere, vt.t.b. their lnwllcat.tooa for propagatlon 

ot aigna].• 1 antenna pert'ormaoce, and related ba.alc tacton in 

1ntercept1cm, •em. t.pproprl.at.e. Buch •ui t.abU1 ty 1• alao a:pparent 

in certain prosnma on theoretical phyaic•, •uch u t.he 1'.Y.U. 

vo.rk on 111.xlNl..l'• equat1ona, al.though the qualit;y and 01·i:~tat100 

of 8uch • tu41ea might be 1.mp:ro-red. 'l"ne vor1t in the nel.4 ot 

aol.id-atat.e :Ph7aica 1a d.1.ecuaaed brte~ in 'l'echnical. Adjunct IT. 

Engineering research activity 1n R/D 11.lu.strated bov 

al.en obaervation of vb.at can be learned troa external. •ourca 

can be of the great.eat value. 'l'he preoccu.patioD or ou group 

with certain COlllpOD«nta f'or high-speed NCbto-., upec1al.ly Yltb 
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...... ,.,. ia .i.oWGBSe NW'-~ Sa., - ftl• ,._. 

1lae au.. 'lh1a s. aaatl.7 ._ IIClft fll ~ n• Gllt.U. •­

al.aa•s..n.& acUYiU.. --~ ahoul.4 'ba ftml7 al •tuC:17 ...,,...... • 

.,~ wtance, el.eatraa.1.c ro1iol' amal.aUclll Slrtol.Tt.ag aill~ 

(b)(1) 
•trongl.7 v1121 ~rn camun1cat1ana 4"el.asa-u ror pal•• pnvati.aD (b)(3)-50 usc 3024(i) 

{b){3)-P.L. 86-36 

and baDdliAg. l\lrtber, •uah technlquea coal.4 iupire •yatau f'oi'. · · ... 
CXNllC 1"h1ch wul.4 protect our poa1ticm tor 19N'S t.o.ocae •~ at the ... 
aame tme give wa poa•ible insight. into. the· aci.t threatenina aaachine .. 
advances by toreip powers .. . • · · .. 

'lhe .... l ___ ....,.r computer Prosraa attorda 1111 illlportaDt Ul.ua-

tration ot hav the p:rognn ot thi.JI part ~ afo ahoul.d be revi.aed, 

ooce t.he .revued objectives tor the KSl are put 1D torce. ~ seal 

ot the l,000-megacycle repet1t1oa rate can no lmiger be regarded aa . • 
. 

a near maa1c aolut1an to the probl• or breuingl f 
cipben. 'lbua, a back-break~ ettort to achieve • caz,,puter ot tbia 

cap~1ty 1a unva.rranted.. On t.he other hand., a ahrevd., vel.l-engineered 

advBnce toward thia goal ahoul.4 be or t.ra:neDdous over-all 1m:portanee 

to Cac:IIT'• general capability in the years to cane. Fran thia bJ"084 

v1ev, ho-,,rever, t.he ettort ahou.14 be to establish a nev level or aan­

puter des18Q, such u recent cooception8 or microwave 1061.e appear to 

~er., rather than to ruah a ccmpu.ter to conpleticm by an e.xtravapn"t 

expend.1 Q.U"e ot both IIIODeY an4 ot our tecbn1c&l. re• ourcea. 

In can1;rut to • c:ne of the reeMl'Ch d1.ecua•e4 abcwe, .cae 

or 1:be matbaaatical 'lfOft. (end •one cl.011ely related 11'0l1c.) in R/D 1a 

(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
{b)(3)-P.L. 86-36 
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(b )(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

.• ... 
~U. of 1be SA_,_ta ml aoU-rtU.. ot 11l1a PG11P S.U.• . • : · . 

... ... s.usata, Sa• the buSa DNISa at1 . = r 
9&18 110UDb 1.eu 1:hlm atartl.111&, "'111 1, 1a •~' u p~: 
a nev apbuia at aA. In 1belr fCMr 41T1.at.au, of eryi,tosz,iph1c, 

cryp1;a:oalyt1c, etat1at1ca, IID4 met.h~ rHearch, JISA'• mat6ematic~ . . 
ban begun a a;retaaatic tmmulation of ceyptanalysia that enccmpaa•• . . 
ll&QY of the illpro"9UGt. adTOCated in our diaclaaial or proce• -ing • . . 

'lhe 11tatutt.cal diY1aicm '• ach1.evemen~·ot a prograa tor 

the 1103-B Univac cai:iputer 

,____ _________________ __, u a beautU'ul •1Dgl.• 
ex"3E!lple of what muat be repeated many times in t.be future. 'lhia 

vu the aort or cap1ta.l.1.zatian or learnina about t.he tundamente.l..•· · . 
of aoph1at1cat.ed macbinea referred to 1n earlier pe.rta. ~er, . 

~-----------~)' meana ~ thia p~.ac·~y baa 

found 1ntenae application ~~-t.h~i. r in reeding menage• 

vbich were 1.naeceaaible to earl.ier techn1qu~~ .• Further aie;n11'1cant. 

(b )(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

.(b)(3)-P.L. 86-36 

:progress baa been made 1n ftZ)()t.ber connection Yi~ ~ ._.I_ ______ _ . 
1n wb1ch progremm1ng technique• exh1b1tins aaae of the hunuuS •J~-

menta o:r the crafty enal)"St are attained.. 'lhis work aeau to have: ·(b)(1) 

1.n llSA opiniOD, sC1Dething ~ the p081t1oro of ha:nueaa but not 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

*'lhe Psnel agrees generally vi.th the recent report of t..~e Mtithem&tica 
Panel or the 1ISA Be 1ent.1.t1c .Advisory 3oard ( 31 Ma,y 1957) OD the 
need for and pJ'OgttH toward "a unU'ied science or mcthmat1.cal. 
cr;a,tology." 
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._ ~ eJ.N • -. ""or bus. ..a •ta ._ ....i bel.tnN 

'° bo1.4 t:be 'beel hope for ~ b cc-mnSM,taa Satel.l.tawe. 

'• ll"4e4 Cbenp- Sa tba BMS.o lop.-~atim ~ the Dl 

!Ille next logical. Affelc,paent, once the catnl. role ~ 

reHU"Ch ~ 111A u ncosnua4, S. to accen~te an4 •~• 

J"IINadl. !hat t.his will re~ the brinci.Qa together c4 the beat 

reaeerch el>Uitiee ot tbe 118A 19 obrl.aua. !bat thla vUl ftqll1re 

a • eparation of reeearch fl'Olll uvel.opaent 1a not quite u obricua, 

but the Panel'• • tu.di.ea haYe 1n41cated tbie to be equally neeeaaaryi 

in tact, the Panel hu beca. thoroughly convinced that thia aeperatioD 

v1ll have to be organuati<nall.1 deeper than the Panel beli.eTe• likely 

to be possible vithou.t apec141 actloc. 'lbe basic subd1vla1oD or can­

municaticmg (and., as el.•~re recamended, e1ctron.1.ca) 1.ntelligeDce 

act1v1tiea llhould. thua be into prodw:t.ia:l, deTelopnent, and. research. 

All three ot theae tielda cd activity should be recognised u ot 

cr.icial importance to BSA'e continuing tuncticma of euppl.Yin& critical 

1ntell 18ence. 

nte Inatitl.lte tor Canun1c:ations Intelligence :Research. 'lbe 

central proposal directed toward sharpening and accelerati.Qg the l'I& 

asaaul.t on ia the eetabliabment ot an extema.1-...... 
internal organization tor research (a c~er·-- Bhow.d ~• be 

••••••• 0 (b)(1) 

Wied). '!bi• orpniaat1cm, Uke the AD:'a Lo• Al.amoll Labore.tor,-, or (b)(3)-50 USC 3024(i) 

the DOD'• Weapons l)'Stal Xnluaticm Group, voul.4 be operated u.nd.er (b )(3 )-P. L. 86-36 

external contract 1n cloae ueoe1at1oo with all the reet ~ the JISA.. 



Doc ID: 6699520 

llllcll • _.. sansa wv.1.A aa.r ,.._ ._. lr'GI••• Sa 

BJIAJI• , Sa aa, Uke Loa Al •rar .. -. It• ,......, wu1.& 

t.l.n01:ba911b9taDHuwU• .. ~~.,_ 9a.1a 

AlNl1aDoe vaul4 M1nl7 aauin ta clNlS.C wt.lb iba wt 41ttlnl.t 

eipben, tboaat, bu't not 'be,aD&t tbe pola Iba, tb.a7 wn 'brdt• _. 

reuans'bl.7 penetratect. '!he lxranch voul4 'be OClll,Pc»e4 pr1aartl.7 ~ 

the mathemat1cal. ao4 be.e1e researcb part.a or l/JJ ad ~ bw.k or 

AINA :trcm PR:JD, Ite lee.denhSp &D4 •ta:rt' wul4 ban p~eHiaD&l 

BD4 eeOQQll1e lnel• f'Ul..ly ccmiparable to t.be beat ac1ent1.t1c act1T1• 

ties anywhere 1n the nation. 1h19 bu indeed quite gene1"8lly been 

maintained at. Loe Al.l!:ll08, despite the hig)l •ecre,cy neceHary there. 

It 1a belieTod. that the growing activity 1n t.be cOUDtr,y 1n t.he 

cOl2llUl11cat1oiu M.eld generally, and in ccn;puten IID4 data hl!D4l.1Dg, 

1n part1cular, vill. provide an 1n.creaa1.ngly aatutactory interaction 

~or t,be profn• 1oo.al expresaion ot many aembera or aucb an 18A branch, 

even thouab moi;t o~· 1te vom 1a hiStly claaa1.t1ed.. 'lhat 1.a, there 

vill still bl! a chance tor sc1enti1'1e err:cbanp ¥1th, and 1Dv!gora.t1an 

rraa, rapidly grovmg collateral act1v1t1ea. Thu could, and ab.oul.c! 

go cona14erably beyond even the prabevorthy but relatbely cOD­

atre.ined 8CAXP effort. 

vhich aav uiat 1D the !SA atructun u a re1ult of the 11Dcere Ind 

d111&ent ettarta ~ 1ta leaden to adapt lt to the bevildering 

rapl4Uy ~ cbenge 1n d..,..oda and prea•ures w.lch lt bu felt al.moet 

veekl.y 1A u.. tense and 8POed,r atmoapbere or tonip atta.1n • iDce 

Eorea. 
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lrtlda.-ars•a ... ..,. • .. , .... ~-.. 
voai.t lie ne11111 fw a_,,._. .. pul• ~ '° the _.. 

ml ~UN at tbe _,_.._ + efaattcww tat-e1J«..,,.,. 

aepuattm floal. tbe rutttute tor camnmtftllttana ?nteJUBf'l'lC- a.­

ltOU'Cll i,...,,•1 a1,c,we. 

~ ~ pqglfl..,... ID1 lbstm• The ott1cea 

of tbe R/D 01'8llllizat1on aot 1Dcl.udad. 1D the mv Institute, llll4. cer­

tn.in aec:t1cns ~ t.hc tour ~D support offi.cee iuvol v1ng deve.l.o,.inea.t 

p~c, es-;>ec1.tl.lly a cooa1de!"llble part or the exist~ act1Y1.t1n 

of MPOO, sho..u.4 ronn the deve.1.qnect. orgcm!z.at1.an of' B:S.fo.. 1'h1a 

c.l"'"$1.!.::.ntion YO~ have 't~ hich(?~L cu.U.ine to tl"IIDSf't>:z:m knowlodge 

t!,i.;; :>r(_;am.r.atlan \lOUld SCTVO "oath C<»alfl ~ ~. It vould 

pr:r.'1.dc t.h.c: be;rt. t't10llitio!l for cncr.ri;rt1oo, 4ec~1an, proceasing, 

aor.i int.erceptioa that can oo ~tained. Above &11, thia organir;st.1c:a 

·..rc,.1.ld ha-re a chslcc to avaluatc e.ad to Bel.ect ob.)ect1vely fran the 

vecy bczt t"rcu t.he vast cai;ilex of matb~ica, p.'ly81cal DCicnce, 

cl.c-ctr1cnl 804 uchanical enooceT"UllJ, ao4 syat.ec,.a reot..'&X'Cb that 

lo c2ru..ly ac(!tu11J•ttng 1n coomm:kat1ocs ao4 d.ata-bandl.ing t';l.el.d..a. 

'l'\J.1.a selocticm ao4 a.>l.o1t.&t1cm caz:mat be dale Vb1.le tbe deve.J.op­

meat ettort 111 cUapen9d aD4 1-r._11,..1~, ~ b7 tua1on vith 

the baaie rueareh progJWR and, even vol"H, b7 tuaicm v1th operating 

41TSe1ooa, such u Jl'JI01) awllll'l the catm: pro4uct1m1 area. 
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1ePe•W!I'--
Aq'1"1\W ot ,- MU ,w._sttca I! e1•1Ya-- t1111a 

~ f//1 tlaie Nftll ,_ otftoN 1-NlllN MlfA, u 6d'iM4 Sa 

~ nth t.l:l8 Pwl, 111,111• to cova' ttae 1-ct1nolcv ~ u.. 

appl"Op.1&te a:reu Vhicb can gift the beat 1.nt.ell.S,pnce 71,el.4. 

Cr1t1cal 1D thie, the major, p&l"t ~ PHJD ta IIIK»tl.1' the need. w 

apply the hi8he9t e:f't'ictency o1 modern •YBt.au engineering. 'lhU 

cioe8 not imply de1'1c1enciee 1n the cUJ"l'l8Dt a&a1n1atrat1an, but 

rawer e. b&Bic reortento.t.icm of the motivee ror PRO!>, tak.inB into 

a.ccouut the patterM ilacU&sed in the beginning ot thi.a part and 

el.ee,rhere 1n the report. 'l.'hroue,hout the perao:mel of saae G, 500 

mer:iiX!rs, includ:1.0js tot.h civiliana and m.1.l1tary, apenning the widest 

i.D1381nabl.e ran~ or t.-aini.ue end in:Jtincts, there must be iapl.ented 

a unifon:n CO!tvict1ac. of urgency B?ld eurrancy--a certa!nty t.lult they 

~ doal.iQG "1t.h the po,u1fole ao4 the izmedlate. 'll.1.e 8-aWJ(U naive 

when VE kncW that~ ~ conceivable cil"mostw:icee a large put. 

of the actual voJ'it of F~D offices, 11uch as COLL, ~CM, end perh.ape 

Af.L01 are 1.novitahly to build up baciloga, Neverthelese, t.hE att1tu4e 

crm i.,e tho.t. even a back.le>{; should be built Wfickly and, - f'ar u 

hendlin.l or rev intercept goec, the more ba.cklog the -oore merit! 

~1.9, ot course, vou.14 be be.c)tvard8 f'rcn the preeent syztem, 1D 

which the f1Dal :readin.B ~ the bard.eat, IID4 hence ?II03t belated, 

coda is the eascmt1al. ~ o1 merit in PR)D. 

PRlD 1a, af'ter all, the ahadav ot the llil 1tar;y 1ntelliaeDc• 

~ collected together tor the DSA. s,-tea rather than coatent 
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TOP ~c:r,nc-:r' e'.ICER 

S. ~ t1a11 crlMl'lall b- "91l41• _. ta. ~ - '-

41TVN llilitu,- oone•wn. bt.1- tn41~1.Cllla ue -..ota t.b&\ wit.baa 

In expHeit, n;,14, tnll'ftllt, 6at1M4 Qata rd• ••1elltiana 

lDtellJ.amce p~Sm tbe7 vUl w •m11ke\7 to Nllt ccat.eat. 

VS.th any mount ~ tecbDical aceJ Jmaoe 1D 

Stem -,»huU bu 'been put Clll the NocUa,i; that ve cm 

reall.y s~rt, at l.eUt 1n bre.J.n;pover, only ~ ZISA. However, 

tho coosc1ent10W> cent nuizat1011 of' camom 1 to&tlooa in ~ell.1_.c:ace 

c..ms.ita.111 a.ccoo.:..ed t.uc: ~• value• tbatl ~.l v.;. i:.1~3 • 

1"':!lSi. ed to COMI.tlr n01,1 &015\DC, vit.h ..;i.ng.l. 111ecb1D• pnt~e-~~ ~~ • • • :(b)(1) 
(b)(3)-50 USC 3024(i) 

BCCC-GP- t.o ~"! ot tbo;JDanda 0~ ;..~e58t1ea. (b)(3)-P.L. 86-36 ,. 
• I 

'l"oe Panel belleve• that technieal advances w:io\ULl ~tt:-act." • • • . . ' . 
00:rr:? and !ToON eollahoni;tioo betveeu Iis,'.. aad CIA. Dctaile;;. 1;--wm~1... ' ' .. 
of &:;,e::it o.,entiona 1&, o! cwroe, not an area fo:r ~, ..... r, :t>lLrt ~..:ipft.tion ~ . . 

But the techni.cal te,~iquea oJ>I ,_ _,,,_·_· ___ __,~nter-
.. .. .. 

CC,&.Jti.C:lll, suc;1 88 I • r~ 
.-----------"===----------==ri-can--be-u.,--rov--c,-d_t.hrolJ(;ll ___ ._~ 

clo3C t&.::hn.ical roJlalv>rot101'1 between repreeentative• of COMilfl', 

68 
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Srer a•••Dl.e 1JJla .,,_, N ~ ~ • 

..,,,. U of 1bl P•meJ. OCIDC8l'DJJIC IIOS...\Sfte &fa r_. 

.____ __ ...... ~irl~ u. ..U.abl.e Mp&fttal.7 t'rta Oda J'W»-'\. .,..,., 

ill •i,e,aui.· -..,pl.1.oaUcma to O(IIIIIID1ca\1'ma 1.ntelllpncte, lluah u 

obHnaticaa ~ code boclka ~ •ate unl.ockl.Qg, w bel.ie'N the 

ftlI oapaldlttlN are nneJJ-nt. ·Ml.-~ of tb.sa, V'ith 'better 

extemtcm at the rm •c1entU'1c V011' to other·~~ tbe 1Dtell1-

gence cammm1ty trum nav e.xuta, 1a imper&tin. . . 
B<Nhere 1n the U. s. intelligence cam:mnity 1s there .._. · (b)(1) 

(b)(3)-50 USC 3024(i) 
a mnall group cc:ncemed vith a cootiINing intelligence e'b.14y or (b)(3)-P.L. 86-36 

• I 

tareign cryptology and eammm:1.caUa.:is security procedu.rea. I.n. a1lCh : . 
a rield u biological. varte.re, ror exmaple, gJ'Ol.lpe ci.ct~vely •t.wty 

current develop:smte and endeavor to prediet tu~"weapcna and 
. 

4en&era • :a.it in e~tology n!ld c~m1c!l t !CXlJS • ec u.ri ty., • t'1.el.4 
. 

vhoae greater importance 1a budge_~Uy clear, we do notbbsg 
. 

upl.ieit to obtain a beau .ror prep:,.r1ng for the future. '!hi.a pp. . . 
1n U. S • .-i -------r 1.otelltgence ect1v1Uea may veU have 

occurred becauae the boundary betveen HSA and CL\ vu hazy 1n thia· 

area. '.!he Pimcl bas no reccmne:odat1cm iu to~ t.211.a vos 

ahcatl.d be carried out, so lcng M liai.son Yith both orsanizattou: 

1a intimate. 'lhe Pabe.l doeB teel etrooely 'that t.b 1.e •art ~ voZ'k : 

ahoul.d be l.l.Ddert8lc.en acnev'bere. 

6. Bra1llpowr at naA 

Over end ClflU1 the Panel he& aaeel"ted that 'llbatever 

at.ren«t,beD1Dg tbe natt.c:m. cu:a hope to ga1L traa I.__ ______ __, 

TOP SECRET EIDER 
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a.plottalt• ...... - • lllllliSt'al ., 6aUoaW ....... • .... 

w ldtllW1Jli a W Sllnl ... lei t ... 1Jn• d37 - .... ea 1R1, 

..... l.Clls 1'e.fm• ... .., ..... ......... , be~ -

.U M illllllPl4NGla't1e1U lbulll1 11&1.• IDll ~ 8 n 1 dltl Gn1M1 

ta 1be »-~ •ix )'eU"II or M, blff-. IDlll'lle4 .- rtr tbe _.._ not.e4 

NC2'\lit1Da vmtu::ree 1a 1ibe Qc:ma.rmant. While ~ m~ rtr •goo4 

prof_, .. 1cnal.•• ta ••14 to ~• been trf,pled al.re-«, ( to a total ot 

aboU~ 100 e::a:pecte4 to becma \clp-lnel a.rntlmal.yata, at 4JRA 

•ta.tu:re) • there are at.ill only 12-15 experienced enou.gt, to ettectlvel.y 

advance the l I~~- · · · · · · · · · · · · · · · · · · · · · · · · · (b)(1) 
,..___ _____ _, • (b)(3)-50 USC 3024(i) 

J'or re&aalll' rel.&ted to t.he Panel •e proround eODTlcticlD ••• (b)(3)-P.L. 86-36 . . . 
tb::t.t unabated aaae.u.lt onr--------------f'~~~- 1s 

requisite tor our llJ'!.tional. poalticm 1n crypta:a.sJ..,-s., ~orcesent 

ot tM• ael.ect groui; 1s uri;ent. Of course, that. 1a the tntentim 

af the COl'ltinuing .recru.itiag progJ"S:ll but tile t.iiai118 1a au.ch 1:ha1; 

ve hope t.bere 1e currently n positive teat or vb.ether DeV pnen.ticll.a 

o:t crypta.ne.1.;yste vlll be eval.ved c0111panwle to the preeeat. NIDBl'lt­

able dozen. 

All the techn!~ uaed. ill academle IIZlr4 1DS!uatr1al. reeea:rch 

t.o develop ~tera into outfitaod1ncs research men, 1.Deludi:aC a 

proper U&e at the apprent.iceeh!p relat1.aD, should be ap;plied by J18A 

in the cryptanalytic f'1&141 u Vltll. u 1D other ~ U"IIU• 

Stu&liee at the J16A. abcNt the •psycliolOI)' ot c.rn'9.nal::,ata• 

ma,y ul timatel)' hel.p to identUy t.b.a amccg the JOIN,lat.iall at. l.a:rp • 

.ait we lock tor Smne41.&ta u•UJ!llnce tha" ~ oal....S."ti.N ~ 

• 

KIDEl'I 
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w MN CGU14 then ftl1Ub tm. (lclll ot u baft talked 1D fmlff, 

bead ~ the •Inrcmaat1ao Imt1tute• m lbacolrJ ht.a enral..l.aea't .... 

tlo be rt.in& f'aat.) 

• • •ff • fl ..-. -
(l) Research should be recognized., al('D8Jl1.cle 48Te1opisent end 

production, ~ a prime activity or IS.A.. 'l!lia recoe;n1t1an 

ahow.d be iI!iplemented by &i. orsan1.u.t1onal aeparaticm betw8'·'.l 

{2) 'llle re&earch orgeniz.atial sh~d unite t.he be.a1c reiseezch 

nov in R/D nnd the :::106 t PUbtl.e cr,yptanalytio vork, now 1n 

tlle AINA. office ot PROD. 

(3) 'lhe !:'lat.hrme:tical part ar the reaearch argan1z.v.t1on ahoul.d 

aeek prallptl.y to develop a basic mat21ematical. fO\.llldAtioD 

or ceyptol.ogy. Many valuable step• tow.rd such an e.ch1eve­

l!lent have been pointed wt 1n the 31 May 1957 Report of 

the lb thema t ioa Panel c4 the NSASAB. 

( 4) '.Ille research organ.1:z:atiao shc:,.11.d be aet up M a contract-

or the Wes:pon,; S)"ate:u Evaluation Group. Like these 

1ru!t1tut~, the research organ1Ut1oD llhow.d not contine 

1ti,el..t to abet.raet10D.a1 blJt. ehool.4 be cloecl.y :related 

to BSl' • bas le problems, cl1tter1Da 1D thia h'CD web 

71 



Doc ID: 6699520 

T'OP SEeMT -IUQlliliNR 

......,U.. • NIVIP 1 '11111 n11•bl- 1:ba ta 111n n 

..,. -,,, en -. atn nt: Clll 111ael 
~------- • (b)(1) 

~. (b}(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

(5) 919 l.eedanhSp and •tatt ot thla reeae.roab orpn:tseticD 

•hcml4, wer, be ma ecc:mmia and operatianal beaS. 

eql&~ to llbe bat 1.Dduatrial. and acedM1.-C insUwUQu. 

(6) ~ de"re:lcpaeut zwpom1bllit1es ~ the 118A 8hc:lul4 aho 

be c<maa'l.:14.ated. In po.rt1cul.&r, theae v1ll ilrrolTe tile 

develap:neat or both enal.yt1c and. procesaing machiDea, 

nev cryptogrsph:t.c ay-.tems, m:¥1 nev a::,at.eiu ~ data 

ha.n.dl.ing. Cceponenta t~ R/D, frar, CO!.:lm:., &nd f'ran 

be 1.Dv'ol ved. 

(7) ~e rev~ Produ.ctioo organ1:.!!t1on cilould estnbl 1sh 

so that 1 ta ~ of perfonna.--u~e 1B currency ar reporting 

rather th8Zl a mixture ot this v1th depth of rieadi.Dg, e.s 

1a the preaent practice. 

(8) By ayztems eng1oeer1r..s t,t;chni~-'ee, Pn:xD ahauld create 

procedures wereoy illtcrcept anal.ya 1a i8 ccmt:lnuou.sly 

pn,v1'1ed ~or militar,1 surveilluoce, even it' the ~mmatiaD 

provided 18 limite~ to tre.!'t1c counts or even to atate­

mcnta or the exut.cuce ~ forei.go 11.nkfi. ~18 meam that 
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.......,. ,. ,......,,, ... label tor TUioua .,,,,.. ot 

(9) '9cm1cal OOCllller&UaD NtvNa EA m4 CIA lhoul4 'be ~ : 

~ ----~~1c -nu..ue• or 1 [ 

are ao peal. 

be Ost.ab) 1 abed v1 thirl t.ue U • S. 1Lt.ul.1~ etn ~ lt\i t :V • 

(ll) ~ial a.tt.oatioa t1Wlt be oout •rn•all,y .:µvm to the 
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(b )( 1) 
.----~ · · • • • • • · • • · · · · · · •(b}(3)-50 USC 3024(i) 

ta nw• orl .(b)(3)-P.L. 86-36 

r-----------------------• 

,.. .... 
•• • • .. . . 

. . 
011" from ~ a'TOl'o Same'timea, tar exa.;,i., 1dent1.cal.cap;r 1.a." • . . 

I lui. the copy ar in ._ _______________ __, 

the c 1rc\D8 ttince. or 1 ta t.ran.in S.U 1cm. Great di 'lZ't 1a be 1na ma.de 

to (b )( 1 ) 
(b }(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

At preaent, est1..llatea or 
. . . . . . . . . . . 

1rJ. aeot "in "sane • , I 
.------------~···• ......... '-=--'--'. 

nmga u h16tJ u•~ par cent, b\lt ,_ __________ __. . . 
a DOre rea.onahl.e fia,..u'e 'WOU14 be about 3 per c~t, '?bat 1.a, -~ 

. . . 
'W did f!Dd a aolutia:i to the UMe otj ________ •_••-.•,.--•-~r 
we ehou1d hKV9 e..cceaa to at moot. 3 per oeoi; ~the~,•~ . . . . . 
'!nl ahcw.d have no choice a.a to 1'bic.h 3 per cent •tllt. vow.ct•~. . . . . 
It VDll.d. be, hOV8"1'8J', ~ & flwulaua •.tei forward. . • • 

... . .. . . 

• r .(b)(1) 
It 1a • 84 but t.l"\ae that, ~I to date h8" (b}(3)-18 USC 798 

~Tell ua a h.1r mount ot knoldec1p" 'lbo11 UleDM-OMn• t.be7 (b}(3)-50 USC 3024(i) 
" ' (b)(3)-P.L. 86-36 

h&Ye .... i ------------t'r IDdeed, then 1a ~~ -~ ••••• 

1-1 

TOP SEORS:T ••• •--• •• 
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(1) 9-L..I __ ...,_~ 1t1• QW' an M'9 _.. -4 (b)(1) 
(b)(3)-50 USC 3024(i) 

_.. lSkal.7 .ci iaeO LI'!~ Rt CIJ1Wliq ... (b)(3)-P.L. 86-36 

vnp,c (AOII • ... ae1a·car·~-~•>; · · · · -. 
tbeftb1 ~I I~~~-

. 
(b )( 1) 

out4&te4, AO!.~ b._l -~I~~ ...... 

(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

Cl.leDC7at!._ ______ l 

abll1t)i- to han«J • llllCh probl.eaia, 

{2} Our •tore at cop7 1a al.o 1t4ec'U y inc.reaa1.n£. 

( 3) In the hit, ht.~ comparable caaee the 

(b)( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

'!be 1n1ieN •~ a'\ 1be EA aDld. by outside atudy poupa (b)(1) 
(b)(3)-18 USC 798 

(SCA.IIP) hM DO\ aul7 8hom DO • tp at sq euy or acoeuUll.e (b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

vulnerabillV 1a ~1.e •JWiau u . .U .aSa.ip,94• IIDll 'uW. ... 

u ttiel I~,·~-~-·~.:,·~~- that 9UCh a -naaerabUU7 
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mptiaflinMle:dn. ......... ._ .. a1-9tut1 , .. 

•ldare:ed:111111• 

4iNuN4 Sa '9-.11. t.a .t&is• !Sir II, 

f4 ern~i.. • AJ 1hcaaO s. ...... l ____ ____,,,~ ..-bv or (b )(1) 
" " " • • • • • • • • • • • (b )(3 )-50 USC 3024(i) 

al tiarnaUTN Ui1 be c,at 6oft 'Nrf sul:aetan"-ll7, 81nid tbel... 1 t (b )(3 )-P .L. 86-36 
.-----~·· .... ::•• 

ta not cl.ear that a:b&u..-Ucm eol.llUclm ot I Jue "Wlt:hill • ." 
• • I 

the bomi'la r:4 h&a1bll1':,, 9T9ll with~~ 
0

COlljpUtara to be .• . . . . . . . 
anill..ahl.e Yi thin th.a nep n+. ;..na. Short auta tao the Nedillf;" .. 
ot 1 ,~~ Yill b)--pu• the ~ path ar •xh•"•~,:_ 
awst c<me, it they can caH at el...l, by tun4aaaotal. reaearcb . ill . 
0:r:r9tognpby and. in machine cryptanal..)-.18, ar t'rca ~tiall 

~t ct;ihermach1Dea. 

Adec.ze&Nutbel l',-~aa.14.1.e ..... 
~------ (b)(1) 

pros:noa1-J U 1a an •tabl.i.8he4 tact. 'Jba f"requenc7 at roooc- (b)(3)-50 USC 3024(i) 

n1se'bl.l , ~ •.3.~;, • ~~: . W~ ~ ~. ~i ~~ti.a.".; ,·:·(b)(3)-P.L. 86-36 
~~----'· .. -~ . 

teclmiquea will 1-.4 to autcmati.c rec~tice ot _...,, • •: -r~ ... 
otharvi.H .-cape d.et.otion en4 ao .~· ~·-1 ·----·--~~ . . . 
aTAilabl.e ~ u, but thpe- 6~ tio be little~ \0 suno-e . . . . . 
t:iat tbia "!f'1l,l • ~ the lona run 1Dcre&9~ ~ total rate •• whJcli . . 

'-----'~om,e ...-a.llabl•. . 
It ahoul d. na.~ be Mph,utud that cq ~ ohen,p . 

ill! ~U-rltlea '(e C ,............_ >,r'O<'ba«:•• 
~-- • • • • ~ • • • • • • : '· • • --........ .........,.-.-......... ....--::---=--". 

• • • • • I I I I I I I 1 • • • • • 

•I ~ all kin4a, 1Dclu4.1Jl& ~- "-·•1•t.cm or (b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 use 3024(i) 
(b)(3)-P.L. 86-36 
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.i.. ~ ANoaSaUan ~1 ~1~ bef41atau L-------~ .... 
~fl Mf".See\i.aa·ml·-.i,,;b~:::: 1 1 

• '.(b)(1) 
~--~ (b)(3)-50 USC 3024(i) 

(b)(3)-P.L. 86-36 

•t:de al .... xzN. ~ tor oh .• nai.,. ~ -~r_;,;.;,~,'" 
to Wik lcsa4 • NCbenSuticll1 at th&\ el.artiDen •• n· t.a ~. . . 
that. aD7" llcdutkaa w1l.l. ccme, Dn t'rca., .'blwak~ t'oll.or111C • 

dub of pmt, .. , but ~ 4.1Usedc• an4. can Y1 th eoddD OClllllpUten. . . . . 
n aboul.~. w ~t 1n m.1D4 that,. ft'eD u aoiuti.CICla ao nu-

OQDe rraaLJ~1uat1ana, tb.19 woul4 ~ ~'·;.a p.?"all)t nooc1. 

o! ciev ten. :lach • oluU0D ww.4 p~ ·tau a oom14erabl.• u., 

and, 1u any C&M 1 the ~;y ot •ol.~t.i.om 1:'bat. call be upea1:ia4 

i.a l ikel:y to be •mall • 

'ftle aain T1Ll ue of'I f ;res terda,y' end t,ooq a 1 ikel::, to 

be their m&1n Y&l.wt taacuruw. 'l!le;r haTe •erved, and ve a,q apect 

the • tnotun and pecu1 iariU.. ~ otbe.nrt.a• unlcnollD cryptograph.ic 

s;ya\ela. !be iD.tmmatton they ban pl'Odueed hu DOt been 41J;plic&te41 

~1th0J' u • wol..•, or 1n .ubaunUal part, by Mil' other aoirce. 'lbe7 

an '\be mau too4 ~ crn~u. ONat ettart. to l'a("ngn1uj ~ 

Tal.uahl.•- .. , .,.-·· 
Ia •uiaa:r:,, 12lere 1s juat1t'iab.l.e but.~~; =•·•Clbfi ······· ...... . 

mu. u»eotatial, ihatl I ~--~~,: ~- mld. ben4]e4, 

Y1ll pro&.lc• ~,1:bl• -text' ~y. !be pNNUt t'requeDcy 

~ ..U fall, 11114 1\ cllllllOt lie ~tea to 11.M, ~ 

(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 
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. - ~, / ·. l • 

. ·-' ·-• .... , ~ .. •. ::.,,;·![·.-,, • (b )( 1) 
(b)(3)-50 use 3024(i) 
(b)(3)-P.L. 86-36 . . . . . . . . . . . 

~ o..r...ua er 1n t.Jme at ftl'• .,..__ ._. va -..-;.· ;_,,; ~ efft.io1d.nl.,-
••• 11 • • • • • 

apl.ott~~ ~Cl.7 1:a S&u:1 11t wt Gla-,.www 11:H flt 

wecb1n- (~) tr:r ht.r "'°•''"- -4 wl.yaa. --i ---­

_.. b7 fir ~ --' nl'll&bl.e a0W"Oe Gt ~7',ic t.n.1'onlat.1.c:m 

I-5 
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&oJQU. u 
DMPITlf iMMR Di!!P!'S!I ftll -~~·!.If."" ... -- .. ~ •.,,,,.' •. 

-.c,mt ,-a-a 1:111:.T-. --~ jll'Ol,rlll, ~ 

m t.:be -.th«wtical. atAe, 1A OW" bu1o "11Qdaw1••Uac ot ~. 

!bi.e ~ QIID ~ be ....s..r..l 1n tlrl!N ~ tlll 

OCIDO!lllpt;.e or ~ ~ ~, t-bolQ.tl .- or tll9 aib111DCM 

~ took place vaU b&1"ore the f'omialattQQ or tbe ~.1 

f.be pJ:'()bla ~ c~ C11J be ~ 1D 1b.t'o11eatJc:m 

aae;e ve need 1..n.torsat1al1 GO tbe t;,:pe ~ ~ a,,,tAa 1104 the 

part icul.a;r M7 \iNld. 8'xm infomatiCD IJIUllt 1 1D ..-t pnct.ioal 

CDI re,p~1ve. ?t la cmly b'¥ \.be N.laiOII ~ U. meaa11tse to 

ICIM 0al\"91T9bl.a all.llGbl• tbat. ve om lNrn all0u:i tb9 •l'lltel t'l"CII 

an ~r')'P'te4 DUN,glt, J.t. CDI ~ of' INC1b iltrw:.itura ¥9 bav9 

purely randaa NqUIIDCe8 o! ch&rwJt.era atia. to l'Ulidi::n D0.1N ill 

eloot.rical. o-wam1cat.1an. llrq waais- enooded b7 ~or~ 

~~ ooe-ttrae -.,, bM tNOh a ~ z~ tat~. 

At t.be ot.hf1r extl"eIJe ve baml, 1.D. WNQJN pl'OluiN4 1:11' cert.a1n llbwl.e 

aabeclee or ~ st&tut.1o&l 6epvt.u.?w hat. nrvknnw• SA 

--- --,-.1"""11. .......... 
....._ __ _ 
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nab •-1A Gb.anctc1.a\1ca u i-111 S. al oata.1a ~ 

e.beN:D._.. or ot oertaJ.A ,-sn • wSp1N (IJt ••• 1 IN'td:lN ebcro'lllln. 

abarut.era, too he~t repeat.I ot 1he .... cbancrtU' ., oarta1a 

en ~ical 4.1a taDcH, etc., npNMDta a ncb.lct.iaD oil ac1imtl. id'o:ma­

tiCD. oc:m.te:nt him. the l 1a1 t ot a J"Udaa •equenc•• 
U a l.Amgu.a,p ba4 DO a tat.1at1cal •truaQ.tft, M1"0 ......,,..,.,f!IK'!7 

a.a the 1ntozmat1cn theoruta 1r0Ul4 put 1t, then voul4 'be no ~•1-

b111ty r:ll dec.rypt1ng an eneoi5Al4 ....... In othez' V01'd.t, the tnto:rsaa­

tioD content at the intercepted aign&l. voul.4 'be all UM4 up b7 lack 

c4 lmolded.e;e about the meaaa.;e ii,.flll.t. 1bere would be nothin,g lett 

cmtr to help the onptaoal.;yat to d.et.em·hw the ksy'. Any poa•iblA 

ke7 be choee voul.4 lead to a pl.auaihle zeaaaae, and there vould. be 

n.o wy at dist~iahillg one a\LCh t'r-:a another. 

J'ormal. 1.n.torm.at1cll1 theor)' dOe9 not WNAl.1.7 COIDOeft1 1taal.1' 

Vi.th the actual meexi.1.ng of the :mesaap. 'Jbu •J'OM8 11ft rea• ~ 
•p1eue 8e:a4 reinrorcem.ents, • vhieh are both &QOd. &ngliah, vau.14 be 

eque.J..1.y amiaa1ble tor my :purpoeu. In prmcip]A, t.ow,e:r, the 

.! priori atatiatlc• or the actual :aeaaapa are .:i..o ~11, 11114 

the :tact that a waa.se r.e.nt c,rw a m.1l1tal7 ,-aa,pm1c&t1m l.tnk 

D.OnllAl..l.y ha.a to ® Vith a ailitaz:y aituaUCID ~ be 1po:red. 

'!be pows- of crtbbi.Pg 1n ceyptenal:,aia ~ c 1ib.1.9. It repn• 

Hiita the 1J:lt.:ro4uietica Oft ...... • t&tietio• in .. ~ 

• t.n.t.cp.c V'Q'. 

TOPSECREI EIDER 
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Lt sHa .-, 1'1111Nmq, IDI 1lte1r-, l.lrfo::neet.1• 

Nl'Ml'1 8ft -117 laNftlNl4 • ••~~JIG' eba:ncrm" (Jl!III' 

NO Ft" e'8.). CIIIM ltlt ..,._mt• a • ta,le 't,SMz7 (199 ...., _ _,,.. 

ar n •) GboSM- 'f8D bita Jl'llllZ'••~ ta •-ll 'btDllr7 abo1ce, ca' 111a 

~ oho1oe or me ad or a 1bcue,mA a1._...t1TU (pno1Ml7 

1 in~). 

flle ftdlmdency or D.l,gl.1-h bu been oa1.cna1aw 111 nri.c:Ju9 

- Ir me+ • ...,,.,.,_ the 1111l1tins ~oma\ic:m ccmtent or w•aea• 
in wr1t1ic ~iah text la about 5 bit. per ch&:racter ( • 1Dce the 

DUIIWfl' at poa• ibl.e cb&racten 1a a'bollt equal to 25>. U wa cana14er 

aaly e1 ... taz-7 1tat1• t1CL, aucb as 1Dd1T14u&l. letter 1'.Nqwmciea, 

the redJmd•DC1 1a amall., or the order pemap• gr a bit per character, 

wt lt s;r'0119 1teed:tJy u the c~exity or the logical str.&ctun 

conetdered 1Dcreuu. 8h&Jma1 bu tound,2 by iDlliroct meene in­

TOl.YlQS tbe ue Gr h'I.Cle.ll aubJecta to gaiee• the coatinu.at1.on or a 

wup, that 1n lCJQg J:rl&l.1.ah mesaogee the redundancy reaches an 

.. JIIDl)totio T&lue ~ at leut 3 or i. bit. per character, ao that t.he 

actual content or oav ~tioD appears to be aroum l bit per 

ch&raoter. 'Dlta ahaw that there 1s a great deal ar statistical. 

at.ructure 1n J:Ds1,Uh ~ (and • 1.mile.rl.y 1n at.bar text). Havner, 

thi.a atru.etun 1a not eaally deser1bec!, pa.rt:1cul..arl7 • ince ve dclD't 

kDOV Jut how a h1DIID IJUbJect 1a able to u.ee the totality or hia 

peat e.xper1eDce 1D e.xtrapal.ating such mes.a.gee. 

2 c. •· Sbarmon, '"Pl'ed1ct1m and J:Dtrop)' or PnJrt,e4 ~!ah," 
Bell s,-tem 'l'edmical Journal 3:)1 50-64 (1951) 

Il-3 
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--·--------·--· ' • ¢ WW ot I lanl7 J1Nh1nl - Sa IIN4 a a1flt ,.._. ... 

• .,.._ fll tbe ,,,.., • • u m::ttiea. OM-,._. lra7 •-­

_.. ••••ts eel l '¥ M4 l'l'WtioeJ l 7 iiD1 1 z •t::hl • lt pupar ar, Sa 

uae4 ( IID4 U the ke7 1a \laed to, am 211eep Cllll.7) • 

lJl ~qi it aboqld M~~ .,.~ ~ lltil1Q ,-.. ..t~~-~~...-lllln-, ...... ~- -·· . ... . . . ~ ... ·,· .,,.,...: . . •nap• ammo\ be 1n practice c!ec1pbered. !bu r1lCN the 

frequency vit.h w.1ch 'Ule key Ill.Wt be ch•nged, and, since the trana­

m1• a1oD ~ new' key 1a equivalent to the tre.Damie• ion c4 cme-time key 

?D&terial, measure• the ralat1ve pract1cal. &clvante.ge or a cipher 

!!l8.Ch1.ne _-nrer the theoretically pertect cme-time • ystem.. For example, 

1t the message red>mdancy were 50 per cent, and. 11' ve assumed that 

e. message coul.d be deciphered at t.he minimum thearet1.cal. length, 

ve waw.d find that the length ~ message vhtch could be t:ranaa1tted 

be:tore the key had to be changed vau.ld COl'lTe)' ooly tvice the inf'orma-

t.icm content~ the key 1taeU'. nie practical. advantege c4 a (b )( 1) 
(b)(3)-50 USC 3024(i) 

theoretically UDbreakabl.e c~ machine <:m,r one-time key vould ••• (b)(3 )-P.L. 86-36 .. 
be minor 1t t.bu vere the caae. 

. . . . . . . .. . . . . . 
I.a all • yatau vhicb are pf!IC,4;1.cal • :tor vol.1.DI! tnltt1c, .w:h 

~-----------·· .. a canparatbel.y small amount ot key 

.A.acord.1ng to 6tMumaD.' a 'theory, a co!ed 111eHage becamea 

decipherable, rougbl.y speaking., wbeD. the meHage 1JI 100& eoal\gb IIO 

'TOPSECREI EIDER 
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that 1ta nad.nal 1ntor,nat.1ao cmtent (vitbout i-dundaocy) 1a equal 

to the actual inromatioo content ~ t.he clear text ( 1Dcl.uding 

redunda.Dcy) plus the 1.ntonuat.:l.co required to !1;-: t.1-.::: uy. 'lhWI, 

becBUBe ot the p&mdeocy 1D the clear t.ext '\le occum'.ilate a cert&ill 

&11ount ~ 1.n.tarmation, character oy che.rscter, until we have Ju.at 

e.iao..i.eJ-i to .alve t.he problem. •••ages shorter thwl thilJ ere un­

decipherable, ~auae mmiy ke;ys v1l.l. lead to valid plain text, eDd. 

we ;:l!Ve no way to ch0011e BCODg thBll. Hease,ges lODGer than the 

cri tic.:a.l length contain a surplus o~ 1ntOlfflD.t.1cm and should tbe.re­

~rt tie l.anew&t eaaier to decrypt. 

At the critical. length, vb.ere ve are ea• entially ueins all 

our iuiov.ledge at t.he 1.e.nguage to salve the problem, the procedure at 

dccryptille is easent.1&lly cme of eirlqlle en'lmlCratioo of al..l poe• i­

bilitiea, to repreaent the 111ngle one \lbich stat1Jlt1cnlly speaking, 

1s val.id plain ten. 

Here we have aa•umed that ve are us1Jl8 ai.i our k.nol4edge or 

the • tatiatical • tructau-. ~~•cl.ear me• •age. Bowwver, the aane 

bit.lapel' .maaaw, W mall' MU ue aaly ot •talliDle OH aaw bie­

---•• ..-i,atte1. wt Cn17t/ll bit,-+,...._,, al 

.uu._. .......... _....... s .. , ,.~ ..... 

Jp_f//1 .. •LIK iPLC 111....,11da ... f/lr It OJ 

• .. ,~oe 1,, ,_ ., .. --.. LI ,,1. a t6 I .... 

1M 

., .• 



IC..:11:J ~--·. 

extrl!mel.y lcmg meaall8e• enciphered ch&racter by character fra:I 

:Dlgl.lah plain text merely hon the ract that., 1n the J:Dgl.i.ah 

~, u tollOWB q al.moet without exception. 

In cryptana.lyt1c practice we &ee the a111111e • 1 tuat ion as in 

an -ued expl1c1tJ.y and 1zl undentandable va;ya. Cril>a (likely V0J'dll 

or phraaea) are choeen b;y the a.id c-4 un:tt, :nil.ated, and ao tar un­

f'omaluablc, rapport with the MIDder'a likely meaaaee1:.. Other 

del.1cac1ea 1D the atat1.at1cal. atnotu.re of l aognese are uaed 11ubtly 

and vith much human euoo1na- lo me hu yet identUied the •ubtler 

atructurea ot language ettect.1val.yJ •uch tecb.niquea are atlll t'ar 

.tran tlle pmiaibllity ~ machine uae. 

In de&l.1.Dg ¥1th apec1t1c pl'Oblema or cr,yptanalyaill ve can 

drav certain val..14 co!lcl.uaiows rran the coocepta ot in.fo.nn.ation 

theory it' ve properly 1.d.ent.U'y the mean1n& or key. ID essence, the 

lengt;h or the key might be dersned aa the ninber or characters 

aboll~ the machine ue4 to encipher the !INaap. 8w:h a a..~ticm 

WILl.l4 be aha11ar, tatl' 1.na-taoe, u ,. 1mav tbat the roton ar the 

aaobSDe 1'BN cbc.w,u rrcm a 1m1ted ••tar v1r1Dga t21an u va al.land. 

m7 »-llll• wil'Sllp. U ,.. km'w ~ al:MM1. t:be aach!aa ---.• 

1tae nafttas poln ta S.1a Qlll.e o1 ...,.-t1'a, aa.. a N\ ot c+e:rec._. 

... U7iall ... l'-'aUal,... wQ.I. wti.tu11e .. W• 

.... ~ -- .. il.1.111111z'W.t.4 by - .....,,. 'lb1ala u 
ta ltl!NU et~ las .... -. 

TOP&ECRl?l IEIDER 
' -
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s. • ••• ••• lllapl.1ftM. .,.... .r u. I , ._ .-.u.n.--.. 
u... ........................... .......u.f!'l~- .. 

• '(b)(1) 
••••, 'l,f ~ Nl'tat.a MWal Al'taUI. Ille a1w WI '-~ (b)(3)-so use 3024(i) 

(b )(3 )-P. L. 86-36 .. ...--------r : 

~ZlC,liab t.oxt .uses .!'{ c..J&nlCten; co·.mtiAB epacea, aud thua 

there an: .. '14 Mquencfl at :!1 charllc~n. :.:!'v.ulooa '• :rwaulU 1D4icste 

tNrt. only el:,a,,,tt. ;!'l of t.bH-e a.a.a · gooc1 iil:lglian, " an4 1t theH Ml'.e 

up Le:as t..!:i.al1 l (2 X l<YU) of tJ:.111 vbule theft vilJ. m"d.1Jlar1l.y 'be 

aa..l.y one of the ~ x 1~"1 lft&l't1Qg point• vh.ic.b vill. ecmYV't. OIU" 

mesaa&e t.o c;ood ~eh. 'l'hi• la t.bo CODd.iUoa ve ...t awt 1f 

n-T 
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,-:•. 

• ,fl'&'I' ·" 

EIDE~ 

• 
W .. 1le - • llhUI' IIILW'.. •- ------. ... 

aft 1111 I W .. .. ,wt •••· U b Cll17 2'2'11NM•t-... ---~ 

ltSJ.lt, - I s J.°"1 at ...... W cleoSpts,m I ta. 

1lle OCIIIIIUUca 

(a-) (2 z ~) < (2fl} 

1-dlJ • .., .. , 

(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b )(3 )-P .L. _86-36 

Buppoee a cal.culatins msch:lne, equipped vith a t'Ul..l Jmow­

ledge or t.he •ubtelt1M ~ Sngl1eb, ven to t,r,y all 2 z 10~ etaning 

po1.uta. It wow.4 not need to carr,- all tr1al.11 ""' tor aeny abanoten. 

'lhe avenge v1al. length aigbt be, eay, 20 cheracte:n, with a m.ini-

l!llD energy re(lllireaent per chancter tried of, HY, 10-23 kilontt 

boun ( ... BeaUGD 2 ~ the Bu,pplenent lo tb1a Appendix for dat&ila). 

'?he total enero req),lire,4 woul.4 1:hlln 'be 2 z 1.0520 ltllowa~ boura. 

1' u ~ ,i-. h total eargy 1R the 'WUYQ'N • 

.._, a1~ .. p:robl.c 1e SA pr1ncs.,i.e aalu'bl• 'b7 taiu 

•ta.Pl• tleohaSque, tbae 1a fun!m:mtall7 DO poa• Sblllt;r at all ol 

oa:rr)"1D& °"' 8UCh • .fHiCl'M• 
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•~r.iz,wt-1111U,e'8 .... II 111 c-- t., 111111111 .. 111.1) .... 

,,_ -- .-. ..... • ts ,tJI ,.. 

llal • 1117 IIMIISw f/11 wnm r M• .,..s.. n u ,.. aw•.~•• 
,_.,... 11D -- ' ns n>t• _., to dmp ~- .,,oto,tn· ~. N' 22 M 

\ 

\ 
\ 

(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. _86-36 

. 

. 
11111 .. •aoh 111a tbe JNl'Ol&l,-. oaaJt. be •ap11i al U 11:ma ffltMe• tJabJe, . . . . 
tt 1a .. C2'JPtanal.;yllU '. ~ '° MqllU'e mu. p1.ecN al Ww ft ... 
~ a'boid a C'!-1.s MCJl:tne 'b7' tu iaproipn" aipa"at1m • a,pl.QJIWlt 

.__ __ ____.r~· Ol°4m' to ak.e pauD.l..e tbe ned..1.ng (•up1c,i.tat1aa.•) ar 

the anor,pted mee•a,gee. 

2bua, it 18 a aimpl.e matter to recosr,.iz.e r 

I.I-9 
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SECRET EIDER (b )( 1) 
(b)(3)-50 USC 3024(i) 

. . ...... .. 
... I l»dlllz lldaiealU._la ...... ~ I 
, . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (b )(3 )-P. L. 86-36 

.__ ______ ___. 

.. 

11W 1111 f illlla, JIil •111• __,. JIM 111 ai, - I .12 ... --

N r--. ... •• --•191a\OIW .. _llllk•ta--• 
.._wttlaf\lUDDIO .... flttlle--lNm, ~trlbaMtUaU 

not pftOUAl. 

.. ,· -~ Ill ettbtf ' p' •'•, \be pzia-,•L:11 wou.14 ban Ma 

glocw1er hlllLt w .......a, not tbl uae ot all tbe statist1eal llt!Uatuft 

ot text vh1ch Sbwman' • voa iDIUcatea, bit 1natea4 anl7 tbe w ot 

•iDel• letter h-equmclea, i.t.~ pa1J' hltquene1ee, ete. InstM4 

o~ a rwlzmmay or 16 bite per character, ve ehoul.4 luwe bwl abl.e to 

UN cnly l or 2 btt• o~ ~cy per character. 1'11• voul.4 have 

multiplied our caaputtna labors by a t'L.--tor cd t'rcn 4 to 2. Irl caa­

pariaoo "'1th the large tact.ors oetuall.y _preNOt, such a tact.or 1a 

Dearly negligible, and. a1gbt indeed be et1rely ecnp.maeu,d tor by 

1.ocreuect eue or recoc,iltion ~ artnaature. (rt 1'0Ul.4, or COUl'N, 

call tor 2 to k ts..e. u lane • meeN811, but the ISt4ID4ud pnetlce 

of subjoct.ing to refined exm!natiGI caly t.boee tl'Ula v1th astu­

hctory aiJC)le .tetiett.ce voul4 all.ow ua to take w:lvmtas,e of tbe 

/ p1D 1n eue or noosPitioo vtt.baut requ1.rill£ lmger ~-) 

Sboul.4 a I 

II-.10 

TOP SECRET EIDER 



' ...... , ................ . 
.-a.1--,,.- .. ...i.et6 ... 1 UdbCJUIIJ11 .. ..,lie 

n 1: 011. na U(O •a\ '-._ • ..,JI-..,._.• 
I I trs1 •UU• 4o1 1- f/1 use 1111 ,,...,,-. M' a--• (._ 
~ 3 ~ ... ~ - Ill.Sa - ,, •• ) .... 11lS., f'W 

•MP'•, pNb1-. 1-4 •-- lie &DI ta.-.~__. 1b-. •.,:l.e ...,,. ~ , __ .. 
e:d>mwU.. ('!.'be.ft 1a no sumtUuta tw 1n..,,.J!'7 ta aodarll 

c.r,p1aDal..ya1a.) 

a red.l 1ndancy at l bit per eharactv an4 at. that rate that a theo­

ret1cal. m1n1:m:ia me11aag,e length at 500 eharacten 1a N~ far 

dacryptloD. '1h18 aenna Ul.At the me1:hod or exhauaUn trial vow.4 

raqui.N u. t.c exwn1ne 2 500 cu .. to find Ul• prq,er plain text. 

ooe migbt hape that tbia wuld wn t.hat w coul.4 t1m 1:be UC4'lec~ 

.... ap by see.rahing a.lOllg only 2~ 111.teraa.U..-ea, aDd. M GD. '!Ina, 

cne would hq,e that by 1.ntercei,Unc • ae• • ... about a t'houaend 

I~ 1a quite poeaible that than 1a a buio ~ V hara, 

u woulcl be the cue 1liBn it • • -11 1 ct!oal ho'\ ~t .__ ta ao 

n-u 
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1. falftl •• -

A ~-,oillt ~ 1a nn4 1lo om"WO, wh Oil ~1 pna 

poiAU to ana fd a HCCDl N't r4 ~7. 1ll a S1,-na pod Uaa tbia 

oaabeclGDeill 

"R19. (U 1ibe •-- rotor 1n different poa ltiau 1a r.garde4 u 

eqi.uTal.ec't, there Y1ll be '47: /47 = ~ ! = 5. 50 x 1057 41.tterent 

rot.on.) A '47-poiat hot plate vith 23 or 2~ points bot OL' • 47-

poiat ring Yit.h 23 notchea can be arranged 1n 

r'7] 47! l~ 23 • 23! 2-4~ c 1.61 x lu ~ 

vaya • A aachine made up or a DU111.ber at 1uch elemente, each ~ vhich 

may be chOND •epantely, bu a number or poeeibl.e cant'18Urat1cm8 

(camb1Aat1.oua at • tnaciw-.1•, ~t.e and Htttnp) equal to 

the product of factor., ODe tor each element, "Mhere each tactor 1a 

eqll&l to ~e D\abel" at conf'iguratio:oa !OZ' that el...n~. 

At the other ut:aw, U the Nlectiana ~ ~ta 

ot rcnon am1. D0tah r1:np are 1mown, u u the w1r1J1S Oil ~ bot 

II•l.5 
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-~r.-lCPtN C 111£•1i---~t1111 -- .... --~ --- 1 .. :.-,.· ...... 

,,,. - - , .. ~-.. 

--. - .... • t• ~ ._ wte•-. t. 1N. ... • I U 

e1-7 .. I aakz• ... •-. -. ._. will • ~ 

(~7)I • 1.,S & J.a1S .-.DtllU.. 

u .. ~ Miah rillP ... alao - - Mt~ ... will - u ~ 
ill .u, 7Sal.41aa 

( 47)12 • 1..16 z irfAO pou1bU1t1-. 

'U only the 6 aanhle rotlod 11114 the ~ DOteh rtap are .. ,, then 

vill be 

( .. 7)'J.O = 5.26 x 1ol6 :poaaibU1t1ea. 

It i.6 t.his lut Tal.ue wich appeara 1A aur example 1n Append.1lr. II. 

In the intermediate Bituation, 'Where the 'rotor box' 1a 

known, ve obtain an tntc:naed.iate ;r.esul t.. U there are 12 rot.ora 

1n the rotor box and 8 are to be uaed 1D tbe macb 1ne, then there 

l~! g 1 • 00 x 107 

Ya)"8 ~ u • e:mbl 1Dg rot.on. U there are 14 notch riDga, and 4 are 

to be u.ee-d 1A the machine, tben there an 

1-· -lO: "'20,020 • 2 X 10 

way,; o£ • electin6 and placing notch ring•• 'Die bat; plate can, -

noted abov'e, be v1red 1n 

~7! 13 :i4~ aJ! • l.61 X 10 

ways. InclwliDs aett1Dp, ·there v1U be, 1D all 

[12!] [14!] [ ~7! ] 12 44 TT 10! 24! 23! (47) • 3.74 x l.O 

conf'1gura1.1ona. 
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•• • Rt, r ,.,1- wt: a,~ 

t1111p0Hilale Sa b7 o&1.cnlJ.a\ia& a 1.CNll2' boad. rr,, tlle pGiRI' J."'eqll.S.N4. 

Prutmt OClllll"'Wft u.e "f'W7 ..ah ..... pawl' thu thta lDIPU' boull4 

S\l&B!UUJ ad it S. probable tba\1 r,ea ¥1th the ~ta 1dl1.oh 
' ' , ,.. ' 

no11 appec .11,aa, ...... to ww·J'N", ac1laal. ponr requiraenta 

v1ll be 10 mUliGD timn thoa• ginm by the lowr bolmd. 

character, t.be follovi.Dg operat1.one have to be carrud ou.t 1D 

connection vi tb each character: recognition of the cha.racter, 

reference to simulated con1'1gurat1o:n or the machine, calculation 

of 'deciphered' ~haracter, a4Tan.ce of simulated c:onfigurat1on. _ 

It does not eeem possible to do thia Vitb apprec:1.ably leH than 

100 binary choicea, vb011e reaulta IZILLllt be :recorded, at leut 

temporarily. 

Bach record of a biD&ry cho1c• mwat be rel 1.able, and 

eaoaeqwmtly must 1nvolve an energy change large ca:ipared to ran4am 

thezmal t'l.uctuat1aaa. The energy change eypi.rying IIUCh t'luctuaticma 

1a kT = I. x 10-1.4 erp :. a. x 10-24 lnraeca : 10-27 kilowatt haun 

at roaa temperature. (Zve.n if' the computi.D& el...nta an nt1'riger­

ated, tbe heat tir11Uf'U're4 at rocn tmpvatl&n Y11l haft to be 

related to tbta moamt.) U a reaor4 ~ a 'b1DU'7 oboice mw\ 

aoun't to a 11li--1ar• f/41 ~, 100 lt'r z 1.045 k.11.0R" b,oan• 1,baa 

• •1Dgl• chanoter, wU:ta t.t. 100 choicN w be reoorde4, w1U 

ll-17 

_____,;;~t OfF OECRE I 



Doc ID: 6699~~;;i~g...._,..,e~.~-l.iHE. -:-.i.,:.~ .. ~a:!li·-~-:11"!.'!-· .:E:-~ji::-:-,r1·,•-~\:--.-a•-~--~,'°'·•--rM----1 

•••-11-ll!dla •••---• ._.,. .. ,,.__..••I.-. 
........ ..., - as. .-,, ::,. 

J ...... ,.,..,. 

la.,_,,.,_, . 
...-Mab qN4 OCllpltiag eqdpMD, pou1lal.e SA the Den t.a 1'Nft 

om c:.117 'be l"OUl\b• 91a ~ liftll ID Talll.e A are ~ieftcl • 

In order to brhg these tiguree 1.Dto a usable tona w 

need to illtraduce (1) the coat ot electric power, wh1ch ,,. ahall 

1:alte u one cent per kilowatt hour, ( 11) the 1DVe• tment NCl\11.red 

to generate electric power, which ve abal.l teke as $300 per kllavatt 

~ capscit.y, 6Zld ( 111) the tract.ion ~ the memory belD& ~on• ultaed 

at me instant, which ve •hall take as O ,01. Using tactora ( 1) 

and ( 11), the nunibers 1D. Table A lead to the ~ollCJW'ing ea ti.mate• 

(:tor a.pparentl.y uaetul eys1.a:u) 

Sl!tem S~tua 

1960 - Trena s.. tor &.11ld1Dg 

1965 - Trana S..tor Poe• ible( T) 

1965 - Cryotran Perhapl 

Bite poas 1bl~ handled per V'9ek -ror 
each mill ion C,ol J an spent on 

Paver tor 
Con_puter Oemrat.ara a l!ar 

6 X 1ol6 1021. 4 X 10
21 

2 X 1ol9 2 X 1022 8 lC 10
22 

6 X 1022 2 X 10
24 8 X 102 ~ 

han41.ed per,,.. 1A 1m exhauatioo attack vcaAld. then be rousb].y u 

l'ollOVB, we w Jllllte allonnce tor the tact that aaly cma 

II•lB 

SIDER 



I• I tn•n-tft4'1h oil 1lbe MJ la ll'k.el.7 to be .... • D.7 .,.i.e. 

1960 - 'hamlirim' 6 a i.o1' 
l ~ - 'mm.I la wr( T) 

1965 - Cryotran( 1?) 

Il-19 

2 X 1a11 

l ,5 z 1022 
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0 
N 
V) 

°' °' '-0 
'-0 

8 
(.) 

0 
Q 

£1D~R 

~_A 

Date __ II•~ SZ!t.em 
Coat/bit 

{mt.al.led) lnergy~1t J!!Pe~1t1m ._ 
... 1960 'fl'mul iator ( I tretch) $100 2 X 10-2 erg 107/NCfll14 .. 

1965 'l'nmaistor (.) i~ .. 10-3 erg 3 X 107 /MtfOlfd 
~ 1965 Cryotroa (ff) 0.1¢ ( ... ) ~ 10·5 erg 10

8/aecaal. 

- 1965 Optie&l (M) 10-4¢ (MM) 'iii 1r/-/1eeon4 

• AalN!l!Jlg an al.l-<7J.t effort an an eJ..1-pOrftl.l.el machtne, thie !!l be poa1ble. 

.. Abo quite problematical. 

... Aaaming so tar unknown .tabricatioo tec.h:.1ques. 

,.... 108 bite/plane et $100/plnne. 

=ror SEt-f~E=t EIDER 
• 

] & io1' 
J1 

] z ul" ·~ 3 z uJ'1 
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au pynp pa 1m AD W'!Pt 

(b)(1) 
• • • • (b)(3)-50 USC 3024(i) 

(b)(3)-P.L. 86-36 
tatt.aa. • acoOlmts tor · · · · 

t.he pr1mar,y upenae of the camnm1catialul intell~e Job. 'ftle 

tiremendous t'l.ov or material eo harvested into RSA he.adquarten at 

present sorely taxes a etaN' ~ 101 (X)(). Larccly becauae of the 

o.ece11& it.Y ot" tronecribtng 1.nccning material into a suitable tom, 

lierioua backlogs tave ~atedly aruen either 1.n the processing 

~ I:lftter1al or in tl':~ nvalls.bility or materi.a.l for cryptanalyaia 

Clearly, e. :nore rat1cnal eppro&.eh t.o t.'i.e proper ellll!pling 

or l~-----~'1~ -~~~11~~- 1n" k~~-th~ -~~r~· ~~~~~- · 

and. proceaaed Vithin reasoo.able bc:uuds, end. t.hia matter bu been 

diacussed 1n the body or the report. Jbrever, the amount or mater1al 

vbich can be reaacmahly intercepted and proceased. depeode cm the 

irltercept and procesling methoda uaed. 

While the bulk or pre.ant trat'tic aeau overwhelmiaa when 

meuured 1n reeia ~ piper am!. Jllll6net1c urpe and. 1aoDa or bard. cc:,p7, 

(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 
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- 90,t'JtlO !!!! (btu.T:, ua1'9) f/1 Saf'cmlaUcm bul.••l • •eerl­

~ \o aur •ttaatee, Ult.a 1a a r.. "-9 hatar thM 1ihe 

total t.llplt t:4 rm aa'8rial to the Jl&A. Nanonr, hat. pr1Dten 

web u the 1111 7JJ can print. ~t hard copy h'OII aagnetic tape at 11 

rate c4 2,000 chaNCten a aeccm4, correirpaad.S.ag to 10,000 bit.a a 
~ • • I • 

aecc:m4. · !!ma, t.1' all the t:rattic were to arrift on the pl"Oper •art 

~ magoet1c tape, a cooa14erable part1cm ar 1t could be tu.med into 

hard copy (page print) by a f~ fast printing m.achi.ne9 ( if' this vere 

useful or deaired). 

Tbese prel1:n1.nary l'e!IUU"k& have been made chief'!:• to 1n41-

c~t.e that it 1a vithin the scope or the present art. to design 

electro:1ic machines which could cope v1t.h the entire !.r.: .it of 

mater1.el to the RSA, it anly that ma.ter1al arrived 1n a au1t&ble 

f'or,n and 1f' proper uae were me.de of aTailah1e mod.em metr ods r4 

data henlli.Dg and processing. 

'What 1a ceJ.l.ed tor 1n traffic intercept handl 1ng 1a a 

wcll-thooght-out program for mechanizing and exped1 tin£ all pb.aaea 

oi" the h&ndl 1llg ol t.rat't1c 1n ool..k, 1n order that the personnel 

employed may u mw:ll as poaeible be empl.ayed at taaka requ1.r1.ng 

their powers ot human judgment.. 

One 1mpo.rtant problem tor inatance iJI the mechmluatiaD 

or Moree recept.1.cm. ~ llBA, recognizing that abou.t 70 per cent 

~all t.he 

I 1nc11141n& enn military were many capia are required),_: 
~------ ••••••••••• ~~~ •••••••••••••••••••••••• 00(b)(1) 

(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 
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1'61• ... WSll ... ._ ._. ilJ.coqh •1psJ• witla 1eaet 

u a •· It we .-t1Petef 1ba~ ,_...,. 1.6 per oai, • 1,000 oa 
Oil• --1. of 6,000 ._ 6ffOM4 to 1bS. ncap'\1.aa, v1ll l:le nl.Sa'l'-4 

b7 whantca1 Ni,laawnt 1n thia uea. 1JD4ec1484 1a.,.. Sm:luda, 

bCllW'TOJ', vbetai.r or mt the receptic:lll should be cUrectly t.nnal.ate4 

1n tbe Heia to aCIIIII punehaA t:..,. or othel' maah1nie-acceH1ble :tom, 

1n 'Which a rapid meebaaical vord•1"9Cognit1on survey caul.d. be clcl:w. 

Our la,t,,r dta~dona of p1ail1-text p."'!JCeH1ng v11l return to tb1a 

1aeue. 

It 1s estimated nov that as much es ao .,r cent of opera ton 1 

t:L,-ie ir. tb. field ma:; be 6,?cnt sittine vai~ine ror ~ signal to ccme. 

Ille poesibilit:,: tr.at an opera.tor could monitor 6 fo.irly brocd bWld­

._~dth by use of a bron.d-band receiver shc,,.11.d be e>qilored. 1'1e 

queation ot l:CN much cCAJld be co-1ered by a band-pb.Sc ru ter vit.hout 

11peci1'ic tuning shou1d be answered. 

It should be poodble to improve t.he qu.a.l 1 ty or t.he le.rp 

volume of' o.•.1t.atiatic 1ntercept1an by better receiving nntennas. An 

antenna etu~ 1s eJ::!ihaaiz.ed 1n sections an tlhe rcBP.a.rch and develop-

ment program. l 
f e"IU ~or ~ti.De· oamsu,oLoe..ticm., • 1.t. u. . . . .' _ 

~----------' (b)(1) 
important to have adequate qu.al ity of recept1ao rc.r trattic M&l.ysu (b)(3)-18 USC 798 

(b)(3)-50 USC 3024(i) 
end 1d.ent1.r1cnt1an. (b)(3)-P.L. 86-36 

.Becam.e all the RSA'• act1Y1 ti.ea 4epend. 0ll the accurate 

hterceptioo ~ dgna.1• , 119.A mould eX'IU"C1.ee a strong techn1c&l. 

lll-3 
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... ....._ ....,. -·~ .... ., ,....u. .,, .s. '• -
a -- ~ •~ Ye~ • wU • flit ,....r logj .. ~ 

tJu:ooa.ab S.ta 1illlldm.Scal at.zwct;b, 'lbe IBA ooul4 be at ocmaS4an.1al.e 

hal.p to the • emcee 1D tbu tsal.4. 

llhve ape.l'llton _. occuico&l aperatar intenenticm. c00-

tinue to be neceaaar;r, the 14-tlflcaticm ot unuul ar veaJt •taDal 

tne llhould be supported by, an qp-to-4ate 11 el.ectr1c d1cuaa.,,y" -tor 

spotting of i ta. vhoee aigni:.f'icuce 11 indicated by other aouroe•. 

'ftle 1mpartanee or rec01'd.ing COMINT materiel. in proper :tors 

at the intercept stat1one cannot be OV"eremph.uized.. At present, acne 

t.r::u'i"i~ is :rt:!c:>:rded. in au.die> tom on magr,i.etic tape. 'lhls 1s relatively 

bul.ky and coetJ.y, but tt bas advantages. In the ce.oe ~ V98lt •~• 

which result 111 garbles (milt.alum interpretations o:f' characten), 

1ib1c'h e.re very eertous 1n cryptanalysia, sudio :recardil:lg preserYes 

the s1.c;na.l toget.her Yith the noiee or lnterterence in lte origiDal 

tcmn, so that acph1at1cate4 memua can be uaed. to d.istinguieh the 

aipal. tram the noiae. Pu.rther, eu41o Ncord.ing 1a adaptable to 

aipal.s o-r all aorta, 1ncluding nev ~ o:t a1gnal.s. 

'Dn.t.a, w believe that in:tercept stat1oaa abould be equipped 

¥1th adequate eud1o re~ard.111& hcU11.1ea to lusndl.e week •iO&l• 11114 

a f'a.ir valume or traffic o:t new t;,pee, llhow.4 thll)' appear. 

It 1a adn:llt:ageoua in !Mil¥~ to 1.n;Qecr:lbe 1:ihe •ipal. 

into a cU.c1tal • cm-att fora aa4 noord. it cm aapetlc tape, IIDll 

tbe ™ bu GAJDe 1994 bu' 1Dntt1.clal.t wadt ~ 1ihu .... 'Die 

IU-IJ 



Doc ID: 6699520 

........ f//1 _. ...a.a.,. ._ lt. b 1AIN 'lllri1Jt7 ._ .a. 

•11• ft.hie M4 .._ lt. oa Ille ...a_.. •'""'J' _., ~ 1'7 

---•• .Aa SDIISeat.4, 1t1e c1.1aa4nm._,,.. an ht 

&n1.cea rar t;z._wcrSld:aa •s.,,D&l• 41&1t-.Uy baDc11• cnl.7 GDe a,-111111 

• am t;ype of a1911G, 111.14. that it 1iiq sake • 11191,ieke 011 a weak 

•Spall tben ta DD ~ of NPl'OCeS•iD& tha lata u 1D tM caa• o'! 

au410 rec0l"CUD&. 

8amet1mee hard ec,py 1a 1D8de at intercept pointa. While 

bard oopy may be made tar ilmediate tacticel u.se, hard. CCJRY should 

De'ftr be the only trar.u,crtpt o'! a rece1Yed. eipal. ill received 

•1&Dal• show.d be rec~d an magnetic tape ao that they cen be 

aent elec~tically and automat1call.y to proceHiD& cenU:!rs, 

and eo thnt t.hey can he read by machines. Enm eicnnJ.• typed c,ut 

by a listening opera.tor could read Uy be transcribed to tap€ at the 

eame time U a suitable mac.binoe vere uaed. 

At present, a good deal of punched paper tiipe 1s u.sed 1n 

IISA operatu::ne. Can:pared ¥1th mapet1c tape, paper tape ie slov and 

abou.l.d be made to do all recording on magnetic tepe 1n a unU'orm 

m.armer. 

(b)(1) 
(b)(3)-50 USC 3024(i) 
_(b)(3)-P.L. 86-36 

tt a vise al!lllpl.ing o:t tntti.c S.. to be lll&de, it 1s ~t 

to exerciae aa much Jupent aa 1s ao.m4ly p0Hlble 1D the t'1el.d. ff 

or 

III-5 
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.__ __ ....,_~ N1.ene4 Ml ,__ .... to .. ,. 11' p • .,... 81A M9 ... 

~ -1 ·.... I.tor .. ta .. n.1.4. .... n.u 1l:l"ial Sa .... 

WIQ. 9lia Sa.-.... Sa ·u..rSatit. 4Sftc1Um, a4 h aa"- llhoal4 be . . 
pnued~. 

'ho'tlo&l. eam1.duat~ • ....-1t -.t 4ea1:nhl.e 1ha'C :ncos-. . . . 
nif.ably Nlnant. material be aorte4 aui ·•· or a.t the po1n\ ot . . 
io.t.ercept at made iaae4latal.7 ...sJ..able ~ •ioc~• .toc;t1cal. UH. 

It 1a equal.].y necessary to aort mate1"1al aa to 11:8 ~- ot trana-.. . . 
mia• ian, ao that limited racUitiea tor electrrw• gnetic ~hl'Jj.011 .. . . . .. 
to NSA headquarters v1ll be All ettlci.ently w,ed as poesible. 'Ibis •• (b)( 1) 

latter operaticm ce.n tJDJ.y be ettectively carried. out by persona o~ (b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

h~ cc:mpetenctt. 'lbe 6hortage ot euch persons makea extreme decen~•~ . . 
izatian o:. thi.e latter taak. impoesib1e. 

. 
The 1":w.a.l s~ or field proceaaiD& cannot ~- ~ttect1vely • 

. 
decentralized and certain other stages ahau. 1 not. 'be. 'Iha RSA h.u 

. 
already recoSnized tbe advantage• ot coneen!oritina t1eld-proceBB1.ng · . . 
operations at a tev pointa. (Indeed 1-' nu C0Dll1dered one proce:Hing 

center ~ .... __________ ___.r A tz'eDd 111 this 41.rection 1a . 

inevitable and ahoul.d not be blocked. Sale care may be :required, 

however, to protect the rcqui.remanta ~ tactical. c-C'IISNINten. Bud 

copy of !llBDuaily transcribed meaaagea C&ll be 1'urniahed local.l.y, ei~er 

by carbon copy, u &t :preaent, or, ill the tu.tun, 1n pu-all.el v1th : 
. 

the magnetic t.ape tor 1"urtber proceaa1Q6. To thia poaa1bll1ty there 

ma::, need to be added a vord-rec0g11itim i:uchine cepabUlty ~or l.ocal 

u.ae, and, conoebabl.y, mach1.nce tor clacrypU.an at I f 

III-6 
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,_ ... JiwesPI; ', • •• EUW 1 ta .. JIIWiaita f/1 a ---

1 •-,az -' - .. ilMIIIII ml pftll•Hial.,,,, I ta -

u1w..,,. --• AU • a1aan all OQIILft aa1111rial ecN1A ._ lie - •-• 
Ill~ 41fto~7 w 1be -- pnuMiDC .,.....,. 'b7 elaow+ pnio 

1IMDIJ than t.~ cOlll.4 be 1M11'1194, ~. aa4 etitler .._i1a4 1lo 

uaen, trw1'tte4 '° 118A beedquar1:eN electraaagne\SaaJ J 7, 1'l..cMl 

to llSA bea4quartera, or 41acudad. 

Any au.ch t1ald proceH1Dg oenten ahould be operated dinct:L7 

by NBA becauae only I&\ haa the CJq>srience end ccnpetent penonnel to 

do the job ettic ientl.y. 

In :t'orvard.1.n,g intercept to p.ror.ee• mg atatiaoa, strong &ad 

familiar oiQ18,la can be eent and tren.ecribed by d.~'tal meana. 

Unfamiliar aigDa.1.s can be aent fran audio tapes. For thiA purpoee 

is~c ltlethoc! or enceyptine; audio &ignal.a u needed. In the cue or 

week e1gnal•, audio tepee caD be navn to the proc:e• aing centera 

tor canpsrison Yith d~ital tBpes. 

Af'ter lime aarting or prooeeaing 1n the t'1eld, urgent 

mater1&1 can be aent to .R'3A heed.quarters eleetrom.agnet1cal1y 1D 

digital. f'ozm. Leaa urgent mater1All. can be f'l.own 1:10 headql,l&rten 

1n the tom o-r digital or audio tape. An et'f'ort ahcul.d be made to 

avoid ever •h1pp1.ng hard copy. rut printen should prartde tnmarlpticm 

f'ran ~tic tape to bard copy v1rtuall.y without del.~, and ao 

make the shipping c4 hard copy wmecea,sary. 

1here lhQlld 't:. a great iacre ... 1n the uae c4 :rut electrallic 

maeh1.Au7 1D d&ta-han~U.ng flmctions both 1a tiel.4 proceaeiDg cent.en 

az:i4 at JISA ~. 

Ill-7 
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...... ~a ,tf 1...i.11e__. • ..,._. • ., • NA... 

nrr ......_ to ..u.._. • ~ •• ssa_,. 
lbai, ..U ...... ,-tcaa ..-.ta .u,s., f'wu.. la 111111 ·­

-- • 1Hapr ta • ._f.loallle fanlat-. 1M DA hM .._... • ocaaUer 

aaah ~, bu.t l't Sa UZ'pll't tba\ ..._ be aca.e UOll'i tba. 

~ 4lrY1ces cOlll4 lodt ta 111Ha86ff ror ke;y 1IIClrc1la 

or pu:u ... 9-7 cou.J.4 .«>rt an4 tnrulcrlbe mN•ap8 en tbSa but.a • 

.t.p.1A tbla bu bNll ca:ua14ere4,• but it bu not been &de~11el.y 

i:llpl.aaented.. 

Jl.1Ch U not all rout1ne decr,yptf.all could be done b;r 

electronic machines. Sale 4ec?')'ptim .__ __________ ___, 

if being done 1.n t.hia vay, 8ll.d :m.ach1nc iuetb~ are u&cci a.e a. tool 

by c.r;yptaaal.yate, but machine decr;yptioa ahould be extended lllld 

mecha.a.ized. 1 as diacu.alted eleewbere. 

(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L 86-36 

At present, the BSA hu conai.dered. the probltlmB M.acu.•ed 

above, acd it bu often ccm.aidered thea. 1.ntelli&ently W'ld thoughtfully. 

It h&e not 4tme enoue,b o.bol;. .-hem, howver. Smet.bing more 1a needed.. 

Partly-, vha"t 1a needed 1a e. caref'Ul analyaia ot the real 

problt!IIJIS ~ bulk trattic intercept and harullint;, to eee llhat ca 'be 

4ane now aa4 vhat. ahou14 'be done 1n tbe ru:tu.re. ~• t.ra:n'ic h&n411Dg 

act.1v1t.:IA!tl cd the JISA at-..o.u.d be oz,gea.1se4. and equipped ac~y. 

P&rtl.y, 'What U needaa ia 'II~ NN&l'Ch and Uftl.QJ IM 

-~------~---~-------------~-~--------
m-a ·--- ... ,.. •.. 



Doc ID: 6699520 

MM 271 U 

-•- e 

1, 11'1• \o .. l cars• llN4 "" tlbe Whim. b ao4am •tored­

pl'Ogr'aa machine u a t1"uly un1Tenal. d.eT1ee 1D t.bat. 1t can, in 

principle, •alve aoy problem that can be aal:nd b;y any machine. 

'l'bere are tvo obstacles, hovever, and either ~ make 1t 1mpro.ct1csJ. 

to eolve a part1cula.r problem at. a p&rUcu1ar tine on a particular 

machine. One of these 1a obv10u.s • It 1a coat, e it.her 1n clollan or 

boura. A particular problem m1gbt be too large for either budget 

or patience. Tne ot.}.er is that 5110118 problema that are ama.l.l. enouah, 

tbore are •cne that are too b&Z'd. to at.ate to the machine. A problem 

ma_y requtte too many men-hOlll"B or too hi&b a calibre or p~ 

to tranalate the •tatenent ot the proola:n into machine language. 

1h18 appendix 1a cancerned vith these problema w.1.ch are now too 

bal'd to atate. It recam.ends a courae ot ac~1cn t.o al.l.8'Y1ate tbe 

41tt1cul ty. 

In the c~se of' the l"anel '• VOl1t, it bu ccmsidered the 

pl"'Oblea Gt •~oitiag 
~--------------------

1 'J!le nWence 1Dd1ca.tea Ulat 1110N aaphia~icated autcmatic 
~---.......... • •• •• •••• • •• • • ••••••••• • •••••• •• • • ••••• • 

(b )( 1) 
P~ methoda wul.d be of gnat Vlll.u.e tor haml.1Dg tbeae (b)(3)-50 USC 3024(i) 

~-----'~ ••••••••.••.•••••••••.•••••••••••••••.•••• _(b)(3)-P.L. 8~~136 

IY-1 
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.lllln dle JJ•••cP•dlia 

• 1111- t11a 11,-111n111s•-• ......... 

tblm w mehhae J •s.,•se. 

1'\tllc.:.a1. d.t'rllr.~ ~llllt!tlt. o.r l!ll.ttoaa.t.i,' !'~ l':l.etbocbt. "'.'ho \.'Ork 

or ~ .. -- · · .t.t.... req-.t~ the a.cqw.ait.lcm of a ~ variety er aut.o-

h r.a.. o treol!t.lat.e !MOba:UeaU::, frat::. aa.e raach1 ne J.encuO(.C to .not.her, 

or eve:: :;,m, t.o get an i.DWl't:IOllia't,e .1&:l...,."'l.l.ll£:8 that vo.u4 be 1u1table 

A ca.,reba:1•1'" e,,1t.c:imat.lc pro~ proJec:t ror tJ::la 

A,Jeno7 """--w.d ID4Nd nq,u.lN ooliltioo or thb CIU'l'tlllU7 WUJOlved. 

i,robl-.. nut., on the at.bar balncl, too IUIJ'l7 ln.apin« etNt.1Ye 

TOP SECRET l!!IDER 



Doc ID: 6699520 

JC¥ _ av, •• tw ... _. .... .._,., .s. •St "• ..... 

te i... It.LIi••• ._• .. ta r"• a-. ..,, la-.~ 

f#I .....UC J9I..CC s,.. ~, u wSll 'be .... 'below. 

Ia •tlaakllle a ~ pNb1.a 11 1a JMOM•&1'7 tao ue 

Glll.7 -tbal,a t.bat U'e cpit. S1lft 1ao be ~ 11114 qutta INN to 

.an. '!be 4nel.Clplellt ot _., -1:b.ob m4 bia' ret1zlaet '° the 

poillt at 'lllh!ch they can be p1.cke4 up b)' 1t3e naD area of Jl8A. 1a • 

praper f'lmctiall cd 1"- a/JJ ana. n, •tatie thia 1D another va;y, 

aCDetiw • aetbod 1a wU enoias,, \IDdentood ao that there is • 

reuonable chance of aucc:eaa 1D appl.y1.Ag it to a current problsa. 

When thia 1a tr..i.e it ahould be the tuk of PR)D to carry out the 

pJ."'Qgl"'81mtne. At other time&, • pl"Olliaillg method may be eo nev tbat 

it can be applied eN'ectively anl.y to ebnpl.U'1ed problems or problem. 

that are no !ODcer current. 1be nape vauld be that, at'ter successt'ul. 

application of the method to a •1a;il.Uied problem or to a graded 

succua1an r:4 • implttied problema, tne .method voul.d be V8ll enough 

understood ao that it could be applied ~ current :problems. 'n:1.1.s 

lonser-renge approe..cb 1a II pl"QJi)er tunct1all flt p./D, and while there 

are now ~a:rrneD"eb' e effo.rta or thia aart, the Panel :recainenda eYen 

DQNt em,phu1a 1n thia direction. 

'lhere seam to be ttane uaetul 11Pl>roacbe9 to 1'lG81 wiag 

NSaU'Ch 1n cr,yptanal.;rata. 0De or tbeae :u u. deYelqnent or 1.n:ter-

118d.iate bng,MIB,P•, .. mentiooed abaft. 'lhe 118A DIN hu WO :reaearch 

acm.vacta that an &Sae4 at Ult.a ;probl•· CIDe ot 1ihua, wttb 

.Ill.am Perl.1a a\ Oa.naacSa 1.'ech, 1a as-4 at the probl.ea or u-. 

IY-3 
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t/J/1 • PNI sltete 'n•m• ~ a ___, f//1 111w1.aSa ~- , 
M ._ - ... w:l.1a a P:,PW ta ..... JU.W J ... nap ..a 
... awla11e lt. 1lo 11D7 at NNl'IIJ • rh1M l ... r ... !lo CIG' 

Jc::acwd•P, DO mah OQilCINllmalw ·a1YU1N11 l -•=•.. ltM eo !'al' 

beeD. writtml. U the pzoJeat, ta au.ccllAful s., rill bll an i:mpart:ml't 

·- f'orwvd.. 
the other contract; 11 rit.h L. llaberta of Oaneral nn.tica. 

'l'h• project 1a to prodllae e. l~ rar c,eyptanal.ys!e which, hopehll.y, 

could. in turn be t:Nnslated by mnchine into machine lenguage. 'J'hia 

would be an 1u(parta;nt st.er,, n.."!d 1 t should, 1f p, 'H ihl.£?, be rtade. 

CIDly bee&U!t: moat brsncllel' of "'\t;. thematics e.re eo '-1:: ll re<lu.ced to 

a tidy l.anguaae baa it been roeaible to produce au.eh :powerf'ul. 1111to­

l'lBtic prog:nmning methode a.e l'..rP- nor., availahl.e for !'.'!eti.y pa.rta or 

mat.he::iatie•. If' cryptM.el.::,reill cen now be pushed M re:r a.long thia 

route as m.athl!IIID.tica bas 1:10'\l'ed ( during many centu.riea), real auto• 

mati.c prognmaing or cr,n>tanal.,.ail will be much easier to ncbieve. 

'Ihen extata a gre.:ad CQlcept: it ehould be poaelble t.o 

ccnbine these two !)rogrmaing advaneee now beill,g s~t by atatm.g 

the ceyptsnal.ytic l,mgu,age ar Roberta ln. the univenal. l.engnflfP" 

of l'e:rl.18. '?be J,,,getooy VCJU.ld. thiro be able to e1ve i t.e cryptana1.,111ta 

the mee:ne to uee the large machines V1tbout. beccnin~ prog:nmnen 

tm4 Yi tbout ha.Ting to operate ~ p~:n who do DOt, 't:r., 

and. large, UDl!entand or,ptana1711a. 'While the Panel eDl5o:rwe• thS. 

grand objectiff, it. 1e oacaernecl that tbare are apparntl.7 DO pl.am 

--- a 11 
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•----••• lJ'llle> .. ••___..ta .. 111:u•--• 
el IE (• ~, • • b I.Al•\ ea) .. f Jf Ja ..a.al ta 

-on N. 

i, ........ , • dzwll etrw, 1a ........ 

• ~S. ~\ OJt JmftD, wt&Sab bu .._ AOb a lU'8t 

Job Sa 1be appl.loaUca of aach!M coapu1:iln1m '° • Y1M TU'SeV ol 

-.17'1,eal probl.-. Boweua, J1'0K'?1W1requ1n427 m•,-ara -

effort by a clON-k.JU, tie-. ~ h~J cepehl.e ~• llbo ...,. 

clir9Cted b)' a ve:q ta.lated leader. !he Al!!;e.nt:,y 1a tackllDs a .aoh 

IDOl"e d1.tt1.cnllt p.robl. .. , 1a that the languap ot crypteaal,aS. 18 

DO\ yat u tidy u mathem&tica, and 1D that a ccmaan leng,••ae f'CII' 

many dif'terent machinell 1a •~t- Yet, tb1.a muoh more d1.f't1cw.t 

objective 1a beiq pursued by tvo group•, l005el7 coordblated 

because ar coo.tractual Nl.atiao9, geography, e.Dd. the require.mt. 

ot HCurlty, and total.ins rar teve.r people than were neeeHaz"7 t.o 

deTelop 1'0R'?'BO. 

'1he Pe.ael rent'JWIAlld• t.bat. effort al.cm& t.heae linea be 

reent"orced., to the end or ob'tain1ng sane uaetu.l result 1A & reuoa.­

ahle time. 

&quarel.y 1:a the ~ or machine .-thoc!la ~ crn,tenaly.S.• 

• tan.da the tact that ~ c.r;ypt.analyata oaonat u;pl.aizl cl~;y 

bow they do their beat vozk. Bet'~ m.a.ahine Mihoda can duplicate 

their re•ulta, 8aaeoQII muat t'i:od out .)\lat llbat tbe;y en 4o1Da. 

Ben ~ but oaune aeeu to be to aeek JUChiae aol.ut1ona oZ 

IV-5 
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ca ,uaec 1102 1 •.,, 111111 :,md ••• .,, 11• 111. ... a 

IIU:!A ..i& .. a I II 1 l lllllr• .. , \ .... taa Ill al • 11-..; 

--~~ •--- mt'!lllli-Fll:)"'8, - U.. - - f.t.' 

(b )( 1) 
{b)(3)-50 use 3024(i) 
(b)(3)-P.L. 86-36 

1'il1 ... er- .. tM ...... fl/I...,... td.c ..,..,, -.. , .. _°' .. '' .,, u. ._1 __________________ __.ru 

~ =-a iapnuJ.t7, intu.iticm., IID4. 1ft!'Ag1nattoo. It 1' ocn::,,oa 

u,per1coe aanc prog:wn t.llat U' one tblnk• be ~ • 

P~• IID4 thal vr1 t.6a a. p'J'C>gl"a to JIAk-. a sachine ck> it., ba at. t&1na 

a. 1111.1et. ClON pl"Ot'oW:ld i.a.ndernl!Ddfna ~ tbe pl."OOe&a. 'l'bll act o.r 

;i.rogramt.as ~ to S1Jl>Ject the ~rt1&1w:r·•• ~ to 

the ecrutia:,)' of aoM k1D4 or a ''l.og1.c&l ale~' t..bat. det.ect.• 

.o.ccy IIUb't..l.e-tiel vhieh U"8 not ~ to tbe ZUltAN:\ -,.. 

'?be Udrd. liP.Pl"Oldl to tJ.e crypt.analytic p~ pX"Q\'.ilcn 

1a 'l"IIVNled b7 ncea.t prognn:,1 D& drlelapmoot • 1D. otbar uw. It 

TOP SECRET i=::1nc:::n 
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: ' 

I ., ......... ,..Ill 11 .... T t I, l'ti59 • _. a I SGM - IJINtg -. 

........... ,.,nt:taat1111. •• sf•,_...__. n ••• 
- e rt ••• J'Dnttnt o1 .. : 1111r, •Ir m-;tr J ....... (b)( 1) 

a TV'# al_. Nl.dlclG 'be-.- 11l1a twcWL.ipl'V'l'Saa Qpe af Ji?41 

an4 ~ • 111d cGlll.4 ... 11N4 ~I r .. 
UNDual •tlip that 1a p..da1 o4 SA the 1beal.w--pJ"Orin& ;.,aww 1a 

that the u.ch1De malt" ahrwd .,_. ... that it later tie.ta and by 

ao 4o1ng 1a able to pl"O'n Wiear.u that WOl&l.4 take much too laag, 

pl.od"1ng, ayatec&Uc progrmu. 'lhe crn,t.Galyt1.c panllel 1a that 

by gu.e.a• ing at a crib and then abeclting, cma 1a •~~ ehle to 

aal:n • problem by ban4 feater th8Zl a hi,gb-speed machw ca.n 4o it 

ellhawlt1vel.y. 11' thue nev metb.01!9 at 1-«c&wn:lng can be 1118.dt.• to 

al.lov the h18b-speed machiDe to UN £UNL."VOIZtL ett1ciently, a great 

iJ:lcreaae 1D •peed may be poH 1.bl.e. 

In emmary, advance& 1n PZ'0£J8111DiD8, unlike ~rovax.enta 

(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

1n machine teclmolasy, are al.va,;p 1:nned1at:elz SV&llable ~or appl.1.aatim 

both to current problems aod to advm tho aolence of p.1-gpwiy. 

1hue t.here llhould properly be 8Zl extremel)' rapid p.rogreaa in the 

producti.on and 1mpl'U'lement or eutc:l!le.tic cryptenalytic pl"Ogr81:U Juat 

u has betm t.he oaae 1n prosrazu tor matbmatioal ccmputiDg. 

lecaamendationa 

'1he Panal reoaueods t.hat the .l.pD/:7 Snonuo it.a ettart 

1A pl'QgrlSD1.Dg re,e.earah b71 

IV-7 
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·. .·. ' ~~ -· ... <· -- .. .. 

1. It,..., taalll .... U. .. 1&tj114 3 I 

~ ~-,I._ .... , .. . 

a. PlM-.SMN 1t•t• • ............ t/11 

m1ala$1e JIMhlM ae1bOl1a :tor •illpl.iftal 

problau ad ol.4 pro'bl.- u a part f4 an 

~ drrel.Clpllllll~ ot cr:,ptana1.,t.1 ~-

3. lnftattpting the poeeibtl1ty 111.at methocla 

reum.bl 1ng the new mach!ne tJ\eorea~l"O"rtng 

method.a V1ll be uad\Ll !Ji cryptanal. )'Bia. 
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WMIZCWPRPM:M Whift#PE 

-.-~ la a wl'llal --·-· WlDl•f vttA a UaiMI& D7, ••&•, 

~ been tbe dNp an4 rwt'1ne4 ~ or macbtne ~ 1n the bcpe,• . , 
(b)(1) 

1'::mner~ vi tJ:l eocoung1ng 9UCCGllee8, ot t1 .,.,, n,; DOt-ao-•i.l!Jpl.e but (b )( 3 )-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

oot-too-calplex structures wh1.ab woul4 nrreal. aian1-ficent 1..n.fc:z:matlmf 

about toe machine or it• aett.1.nga. l..b.rcldaal.y t'requerit repeat• at . · 

ate., u. eDlll)lea. 

~ tbe statut1.cal at.~ vb.le.ii 1n.t'onaat1.all tbeor;y usuree wa muat 

be there, ..... vUl p.obably bae to deal vith DO't-eo-9~ st«tiat.1.c&l. 

pat;t.enia. Tw llld.D 41tticl1lt1.ee et.and 1n our ~• Pint, d.:l..N'1.cu.l Uea 

iaut1pl.1.c1ty or poNJbl.e atructu.rH w JBLWt ccna14.ar ruea .-..,141.y. 

BcJt,b ~ theN taotora ambiM 1.o pnNUt a urncw.t caaprttng l.oaA, 

but CCIIPlta' l!Pe8d IID4 ]Qg1cal f'lu1W.l.1t7 ooatlmae to b:;,J'0\"9. 
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., .... ----- ... .,,41.ta .... 111• 2a ...... ., 

af1 111 1 •MM--wwtall wl.oa._ .......... ., .. u ...... 

flO bMS. ... J .. Nlt.w ..,.._ ._., (S) •-... .. un.t te, 

but _. ...-Sall.7 lodlt at a ftr7 -~ ....,._,. OIi latoma~ 

•at GDN•• al (11) a l:l:mM. wW. on. a.tao, -~ la & liCNDII. 

or Y18\lal. pa1;t.arn d~ llllbwe DOM'l_,,.. d --., pa-.. ldpt. Ille 

present. n 1a U:da latt...r tea.tun tiibat. 1a crucial. Once w k:Doa' 

that w IIZ'9 locking roz. one or a tw t;,»ee ot pat;t.e.rn, a machine can 

almost &lva;,a be Jllme more sen.aitive th&a. a ND. 

!he human brain, 1,1hen supplied thzoouab 1ta beet. iAt'ormats.on 

cbmmel • ( the qpt1c nervee) 1s much t.he 11108t. eu.btl,1 tieubl.e 48.ta­

proces•in.g syatea ve k.Dov tor canplex. situatiaos. 'lhe probl• o~ 

uai.tl.a it etrectivel.y S. one at presentat1on. 

2 • ~ ... 

Soma exMplca ma;y make the aituatio!l clearu". To begin Yith 

wbat ve ant tr,y1.ng t,o f'1D4 1e acme lasical. etructure 1A a nea.rly 

rn.ndan t\Jnctiaa, like 1'lltl4m. noise, or a rand.am ray. It we cona14er 

1n part1cul.ar the acouatica problm. w notice that ni.ndam noiae bu 

a :tlat pc:ive:r apoct:r'la. So alao does an impu.laive noi.N like a pillt.ol 

a.t.ot. 'rile d1.f'f'e:rence betwen a pistol shot and thei!!lal noiae ia, 

ot the piatol. ahot are ot coune carried by t.he phase apeo1:Z'\a. aa4 

cOI.Ll.4 bo 41ac.OYe:z'e4. U tbe pha.le spect.na \1111"8 C<lfl'Uted.• Ve 110U.1.4, 

lKJvrrer, Jll0t nome1J7 4o tht.., unleH ve vue upec'1zl& aaMthiac 

.l~ & piato.1. abot, and. in any cue the ~- or Necp.ising 1lbe 

EIDER 
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~ ... -... , ., .......... - ............ ,., ......... . 
$al- .... . 

•=•1'• ~, ... - .. pSnal. ... ..... , ......... .. 

... .-.si11 ntom ~ to ._ .,.. 1,. flat 111111u.-.. •• 11-. 
aS401" npreaat a &"llndm t1N hlM:Um. ft ailJ;al a1.llo .1epeuat 

a 111-=etl •1-D4tng ....... , U the pballe apecti:ra ftl"8 Jun r:l.&Mo· 'lbeft 

vow.4 'be no 41ff1culty haft 1n pSald,DC ~ nGb 't'U'Satiau t:laa tllS. 

u a VIIV8 vitb re:fiect.1au or a wave aavi.Dg ftl.&tivel.:, a10111y ta ana 

Optical d~ have the advantage that they can. direetl.y 

exhibit relat.iana 1n tw 41menetcma. We may rt.awsl.1.z.e 1a pvcloular 

By perm.it.ting the 1:Jput to vary conti.nuously vith a thil"d. pu9111ter., 

and rel.ytng on :nanory, ODe might, to e. 11.mit.ed extent, be abLt lo 

disp].ay log1.cal. Bi tuatioDB 1nvol vine three pa.naneten. 

It appea.ra rrc:a the d1.8cua9icm 1n the eecUon en 1n1'011:D&t.iaD. 

UleaQ' that the ideal acoded ou111!69 bu &U the chancrter18t1ca at 

randclll noiae. 'l'hua a vi.au.al. displ.ay ot the sort d.eacrlbed pftPU'll4 

lee• gray. hy n,ggc,etioo ot a 1DCl"'9 debnite pa"8nl tbaD thS. 

voul.d represent a hint. at a logical st.ructu.re V0l"t:b. 1nqu1r1ng into 

f\.t.rther'. One need anly t.blnl( or the int'Wte d.1venlt7 ot re.bric 

patterne aa val.lpe:per ar tbe d1B't.ort.1.ooa ctr euch pa"1.e:naa \lhich 

pre9ern, • t:rw:rtu.re bl.I\. deatroy et:rictly perio41a pJ."Cll,lll"\1- to 

D. I-3 
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I ....... -.:11• ..... -. .. la.1•111 2 .... CI 29&, 

_. 1urs1uto:-. •-•••• ._ ._,,11aae •• 
..... !wa ---al;i&;:'1119..., .... 

.SW .. -- - - ... ,_ Sa • faSat ...... IQBII cusl -
• .-.... «=~ ans.,sa..-n•u .. ,-.,,_ .. .._. 

aJ.'UGG to 'be t..,.J]J.W... .. ~ ~ tal..low'...,. ~ tan. 

U ~ J'WVIIZ'4. 1a 1ioh.-. 4iaoov'u'edat..,nal ~-

3. 1&1¥!of41nla.p. 

CJ'JPtanal.1111.a bu lm& a.de w,e ~ Reh uU1t:S.. ~ •JII 

u4 bra1A SA au elaaentary ~- VritSll& out cipbar tea "an a vt.4th . 
or' ga,e or..._ • el.acted. n,DlM,.n 18 • c.1u•1o&l tcecboScpe - a 

teclmi~ adapted to villual percept1oo u will aa Col\DD atatiat1ca. 

ai~ 110et, if run au, a_pp.11cat1.om to date have pl'UUlted chancten. 

'1h.e preaent diacw:sian be.a tacitJ...y aasumed that the preaen~tion voul.4 

be in ah.ad.ea or l. igbt and dark, by variOW1 col.an, or both. QQ the 

other hand, 1 ti 4oN DO't attempt to aay, beyaad tbi.a, uaatly what 

voul.d be~ an the acreen. 'lhe prcper choice or f'\mcticlD u4 

parameter• to be utilized 18 the principal part. ot t.be problem and 

vou.ld beat be undertaken haA a ~ o~ deep Wldent,wJ«U.q :SA 

cryptanalyw, S.. Pres\Dabl.y, bollilwer, the 41.apl.ay vow.d not be ~ 

cUrectl.y froa the me.• aae it.ell, bu.t tr-om acme aimple •tat1at1c• ccn­

puted t'l'Qlll t.be aeHap. 7ar e:rmp·1 •, 1ll a l.1tenl. -HIIP cme ll1(0lt 

eTen 1.1ae - a beat.a the "autocorral.ati.Clll'" tuncticma ccapltecl fl'ta the 

ts... NJ"ie9 ob1ia1De4 by repl.aclna a pven character b7 l 8.D4 all otbar 

chancten b7 o. R1&hel"-or4er correlatioDa at the .... aort iJn'OlTSAg 

EIDER 
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- .. - Jett• 11S11 ••• an,- s1r11 , • r c ,.. ... , a a e: • 
1111111A I El..... ...,,, ......... , .e ••• anau..-1--
•11•1---1a••· ~ la .. ,. ••••• f//1 .__ __________ _ 

••• ' • ' • ' •••••••••••••••••• (b)(1) 

ffi&alltl.y reqa1N a l.up aumt ~ ......aputJAa of a rather .i--t.u,, 

IIQl't. Sinoe tba oatputa aft pl'Obebly • !llple ~ima 1n4ape,AM\ 

or sq ,1- Nf'e.Nuoe, the wae of cmputen ilrrol:rlna a 'nPY 1111'818 

111aber of elwatary parallel modes, u suggeate4 bl ~ 

W&11Nta 11iaell. 

4. ()peratinn&l e.q,erience . 

'nlere u, a precedent ~or auch dllpl.aya 1D vuible speech 

and 1n vieual r:.eana of Wldervater aOWld detecticm. To peraCD8 

tam.il:1.ar vith these :fieldaJ the su..rtl.ing power of t.he eye 1n plck.iJl& 

0'.lt mi elaborate patterD 1n the presence of a dU'r\ae b&Ckgroun4 1a 

an old story, ID underwater aouod. d.etect1an, tor e:mzru,le, the e)'9 

prarl4es • addit1cmal 1Dtegreting mean.a, aa14.e t'rom t.hat proY1de4 

by t.be cmliDar)' f'1l.terin8 in a OOWld •pee~, which pemlt. a 

very l.olr-l.rrel • igaal. to be det.ected in t.be preaence of a ll1gb-no1N 

YHMl.8 1 with find•~ frequency, but tor veaaela IIOriq in 

eaaplu va:,s, ao that the patterns TU7 gra4uall;y vit.b time. '!be 

a11a1atiall 1n Tiaible speech ta atW •ON striking. Heft t.2w 

EIDEft 

(b)(3)-50 USC 3024(i) 
(b )(3)-P .L. 86-36 



.. a J SCA U ......... ..-Sim I ..... «:,It~ • _,. 

lillilim .. Ullk utua• .. ...,._ al I • 'a fliill'Wltll:N 1iba W ~ 

--. Ml.a .:, bbta1a t:io a.de tkJlaa&b a:tJl' NIIOlft to t'O'J'aal aecbea ! ... 

:,.1'00 ..... , (~ eaolll & partiaula:r •true~ h.u boeom re,oo,girl&e4, 

w::b., 1.c&l ~ioc ma.:, ~ II01"9 Mna 1 tin.) 

• (f' 
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•• DI 111 

••• I Pi!·N----
and. uae ~ a11tcaat1c 1fOl'4 renop1Y.-n, pn••t~ teclmology of'ren 

pou:l.bili\J11b1ch &,·.A.._ 1ao h..e '-- ,-Uy elqlloitecl. The 

poa• t.bilitiea w1.ah t'ollov an plWHIDted. bolh en their own account., 

and u 11...Luatrative eDP1pJ ~- ror C01rf"81lienoe and • blplicity they 

usume input trail a ei.x-cbmmeJ ma,gn.etic tape, •uch as that used 1n 

an I.114 type 7o4 data. procesa :lng mach iDe. fl'le techniques are, hovever, 

:,;ppl.icahle to eny digit. input. 

l. Utilization of the l)rinciple of the 

a standard tel.ephone exchange caiq>anent. 

'.!he general scheme 1a indicated 1n l"te;. 1. 'lhe chars.cten 

are fed tran the tape into a sbif't. regi.ater. ll the characters are 

C•-bit characten u indicated, G bite ma.t be ted in 111multaneously. 

Either 6 parallel. ahU't l"f:81.atera ma,y be wsed, or the bite may :>e 

nrrsngc.1 1n serial form. When a nev char8cter 1a :fed in, either 

the 6 paral.lel ahi.f't reguten each advance one poe1t1oo or, 1.t 

one aerial regieter 1a uaed, the re.;uter advances six poa1tion.G. 

Al. outputa t'r'm the regiaten, there are availe.ble acne )( pains or 

1.ead.a correapand.ing to the N t.otal b1ta 1n all ot tho che.ractere 

~ the longeat vord vhoee presence ChD be recogniJ.ed by the device. 

For a gi'l"ell 'bit, an approximately constant voltage <:Alt.put on the 

TA. II-1 
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11-A wta • ftl.._ --.,11 • - o 1-1 tef:a a a o, .a.• 
SUl"E heefal,1 ••1:t 1t, "1. .... --• • .. 0 1Ml dtll • Nii 3' 

YOl-... • ._ 1 1-4 tedS,..._ 1. 

!ha 'ftZ"iau 'bS.11 1.-.a. AN la4 ID a pl•&poaa ~ la 

tnterDall.y w1n4 ao u tao rec<>8ll,1.N or NSpcm4 to VDiZda ot a g1Ta 

•s. pl~ vill ?ui.w P ~ leeda, were P 1a ~ 

largest mlll'ber ot vorda 11b1cb QCl be NOOPIMd b)' lll!tW ar the plq­

bo&rd. ~ output lead gou to a boE wel'kecl 01l'tpat c1rcu.1.try. Aign&l • 

an leads rraa tbia box 1Ddicate the pre.awe ot a vord 1n the vocabw.11Z7 

or 1n BOIDe sub-group ~ the vocabulary. 

J'igurc 2 iodicatee one poseible nature of the plugboa.rd, 

w:: ic}1 is very similar to the D1Lnond R1.n,g 'l'rnnelator used 1n telephoae 

:::;· .. ·itc1.in.3, Eacli pa.ir of dicit vi.."tta u threaded tr .. roush a •at of 

pu!rs u:f magaeti.c corea, vhich are abawn 1n c.roae aectia:l 1n the 

d.r:.wi.J..ie. A Jlul.ae cm a O .lead V1l.l 1Dduce a negative v()}. tage 1n ezq 

vi.re 1.hread.illB the •c., core to llhich 1t 1a coimected, and a pulse an 

a l :: ~u.d rl.ll indu.ce a nept.1.ve voltage OD a»:, v1ra threading the "l" 

core t.o \lb.1cb it ie carmected. 

'l\ro wiree are shown threedi.Qg tbe corea. 1!:le Yi.re labeled 

c 100 ao threr.ds the cores tl.l.a.t wen the a18n,al f'l'CB the £hi.ft register 

ii, 0100 rendiog f'ran bottan to top, t.he 0100 lead. tbreeda no eJr.r1ted 

cores IUld. n.o voltage vill be induced OD it.. We vill Nlllall'ber that 

the abeeDDe of a pulse CD a lead 1nd1c&tea l. Wor ~ other thralldillg 

ot all i. coru, a Yin voul.4 have a aegat1Te Tol taae 1D4uce4 on 1 t. 

TA n-2 
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______ _.. ............. ,, .. ...,_lldft 
......... at --- - ha, a ..U. ,-lUft JI ---- Sa 

-.ls.I at.-. .. WU. tiul f1 .... ecll"N 'b7 W fll - Z'• Ii .. 

----•"-" n. u • .tn '° 1llht.oh ._ pa.1.N 1a ..,iw 

~ no antn cCll"H, tilt.a pa.- will caue C\D'NIR to now 

throq1:I. a Hl'1a cU0de :n_ and 110 m °"1pll lead CL. J'aZ' 11:ultace, 

u the TOl\a,gea rraa .. 9h1ft naS..ter •i&B1'7 OlOO, the °"tpat. 

PQl.N ¥ill cauae current to now thZ"ou&b 41.ode Dal to OIRpll.~ lead 

CLl of 1'1&• 2, 

Because tl'anaf'onnen cen t.ranam.it ac ooly, poe1t1ve val taae• 

in the v1rea three.d.1.ng the core• v1ll fallow t.he negatiTe volt.agca 

produced by pw.5ea f'rm tbe ahU't regate:r. ~ue poe1t1ve vol ta.sea 

cannot produce output at the ou.tput lead.a OL because of parall.el­

connectcd ~iodc• Dp• An output lead can go positive cml.y- wan the 

reading pw..e .u• ~1.ed. to the pe.rallel (11ode Dp, as well as tn 

t.he vi.re cannected to tbe corresponding eeri.es diode. 

Bo:ieticles ve may viah tc get an output correspood1~ to 

a abort vord. In t.hia case we thread the vi.re tbrough ODly acne of 

the set.& cd corea. For 1nstancc, in :r1.g. 2 v1re mu rlll give an 

output vheD the ahirt-regiater supplies s1gnala corresponcling to 

either lOll ~ OOll to the :p.l~board. 

Va.rioua output le~ C:lll be con:nected together to give 

• caabined output toi- a particular section or the vocabul.a.r,-, or 

all outp\lt lead.I ean be co.-mected to6ether to give a l"UpOlllle 

wen an, vord. in the vocabulary 1a nad out. of the ahU't rqister. 

TA II-3 
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It la .... ma ..... Ill cu Ill f/1 .. ,.,.,. tlr&va 

a HN wlU .... • 1,1...,telt11 • ...,_ .._ a.Q' atw , 1-llt 

pnT1aua panllel. 41oc!N 1 llh1oh an not ahOllll 1a ~ 3 and~. 

It - repl.w the NJ'1u d:!O"lea by the canf'1gurat1cm ~ 

J'1&. - we UII D014 l!pp].71,.QI larp negaUTe "f'Ql.tagea to 12:ie •er1ee 

dtodM. 

It may be dea1.rabl• to make t.be output uaociated Yit.h 

a given port1.aD ot the vocabulary aYallabl.e 1n binary coded :f'o:rm. 

'It.1.1.a cen be &me by threading an output wire ~ a seriee of' 

corea, as ahovn 1n Fia. 5. Here an ou'tiJUt pulse on vire Wi pro­

duces puJ.11es on leada correapood.1.Q8 to t.he nunber 010, rcF.,..inf; 

up-.-e.rd, 'While a pulse thro-.. ,gh wire w2 produce. an output 110. 

It is vorth noting that a "YOJ'd. space• is a ehare.cter, so 

that it v1ll be poea ible , Rnd may ar 11111.y not be des 1.rsble, to detine 

n voro aa conei.atins ot certain specit'ied charact(;n preceded, 

or 1'ollowed, or both proceeded and fol.loved, by e. vord 19pace • 

.b the above scheme has been outlined, ~-bit characters 

c.18ht be read 1n ~ery 1/15,000 second, that is, ~ery 67 micro­

eeconda. It paral.lel •htl"t registers were w;ed. and the bite wen 

reed 1n pa.rel.lel, no operatiom voul.d have to take place l!IOl"'e 

treqwmtly than t.his. ID OZ'der to 1.nduce sufficient voltages 1n 

the l.eada, 'Which thread a given core but ooce, it VCN!d probably 

be dee1rable that the lmgth or the pulaa nppl.1ed trou the ahU't 

'm ll-4 
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.IIICl&:R 

Rlf .-. .... .._ • ._._-401011 C ____ .,,_ 

.,i,. .. ,..:10 ,._ - alaSft RSSa• ta,..,.• 10 t e ,., ,. 

•_.ID ftl.119 a-ta~ 1.olr -meat ll'P11 .. •a_. 
'bp -. 61ft ftSlat.z, WQ14 ~ I Talta ta a rift t1ana4111a 

We -.y DOt. that to accCll'IIIOC!atae 5000 5-a.ll Yirae 1 tbe 

COl"N W0Ul.4 h&Te ~ mm, openi.ng9 Yit.h d1aaeten of &r0UDI:'!. a bal.t' 

a!Deh. 

ID order to make 1t eaay to thread the c01"es, u-~d 

•ecttone could be mount@d en one support and threaded; then, the 

magnetic c1:rcuite cQJld be ccaplcted by bar-shoped sections mounted. 

on another support. 

2. A c·.-re-memc L device. 

Figure 6 show another sort ar Y0l'Cl recogD.izer in which 

corea aft used not M tronef'ormer& bat aa magnetic ator,.s;e devices. 

Here there aN tvo columia o~ coree end the digit pul.ee11 f'rr:n the 

llhtl't regieter are curren~ to the core•; a current to a O le-8d 

-ror a 1:ero and to a 1 lead ~or a ooe. Current.a il:a the O lead •et 

eore11 1n coltDD l oppoeite :t'rm cores in col'laD 2, aDd current,; in 

the 1 lead set coret! in the opposite sense f'ran current.a in the O 

lead. Art;er the con,• are aet by a given set t4 digit current. 

:t'ran the ehif't ziegiater, a rea4in8 volt.age 1.8 applied to rirea 

tbread.11:ig the coioea. ll one of the VU'es so thread,. t.he coree 

that iba reeA1ng TOl.tage trl.u to set &ll t.be COl"M al.oog it.a path 

1n t.he same senae 1n 11h1ch the d1git pu1 ... haft al.ready ae~ them, 

m ll-5 
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- • Iii 1M18le aaRIR TD1 a. Salo .. 1- 2 J l I a I Jal& 

_. • ~ er ..,.s'tta w.111 ~ ....smil 1Q' - o1 -. 

....isn.r.a.. ttaowinu .. -...a.1~ .. aca:-a..,111 

teal 1lo "' ~ ta .. -- 4.f.:Nniclll iD 11llleb thq bail bMa Mt, 

1'7 Che 41&1t pul.JJa I tbea t.be NN!tng :,ul.M val. tqe vUl cau.ae DO 

ewrec1ahl.e current ~ uy ot the ¥1.:.Nte and no indScaU.cm ot 

:recognition v1l.l. be obtatne4. 

'fll II-6 
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(b )( 1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

It is -yery ditticul t ~or a ncn-apec 1al1•t 1D the c~1:ograpb1o 

:Ueld to prcr,Be a very peuet.ratinc appn~iBal. ~ the ~cal poaiticm 

or tlie fi~d. However, it t-eem8 1mportont to ae.y ~t.bi.QS 1D thia . 
ro~(j.?"U, U cml.y to eapheBi.::.e the :fact that ~-~entral d1ff1cult1.ea 

e..re iJl tact teclulical. an.i 1.otel:Lect• 18.l proble:as of a hiSh order, and 

t:.,u-.. : ,.:::.:.a.;~c:..,cut and. engin ... ·l.!!".!...:1.~ ~ions ~.ich do not. recognir.c tLia . 
(°'.,.ntra.l f.J.~t. :__r,_,, no·t lit:1....:..:; .·v-.: incre:...ae ow: actuz...... prof"icieacy in 

,;vl viug ~-------~r "..' .-y-,; tt:.:1l0.y::: ,.a, .:-r: :...:.1.. 1 t ie more purt;i.~'..tlu-

1n ~thematics and ~earetica.l p!:r.,ica. It can be evaluated only by 

l.r.. µc~_,.w ::w ve1:-· great CXJ)erienct!. Before World 'War II it 1nv:l1.ved 

le.r,~1 ly ;;,Le d.ili.e:aot &tt1d.y af tbc relevant s:uall. numben of ciee• agea, 

sud, as d.iplanatic mesGagen, known or auspected to be of ~-

Since then lMDY thing! have happened. One 1B the tact 

t.!i.nt cryptana.lyau 1a n.ov in a eenae "bis busine••• • ~ CCHDl'.r 

effort in tue mare ar leas routine collectian, tnm&miaa1on, and 

TA Ill-.1 
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proc1 •"• fill Satlara•'-' ta1la Sa -... II la el.NI' tll8' .. 

•--••-•a-n, at _. • ......,... .. ftl'J 11~• -.. • 6D wt• 

' 
bu 1lo do with -.1a Jbya1c&l 1'9MU'Ch. AB 1Dc11cate4 elN'lfhere 1a 

this report, 1:be two abaUl.cl be aepuw.tecl 1101ft ahapl.y \ban the,- an 

tor more ettici&t diacbarge at the production tunct1011 and wou.14 

prov14e the Age,Y!y vi t.h a st.ralger poai t 1on 1n dea.1.1.ng vi th 1 ts 

c~taDera. In e&..!tioo., it vould pezm!t a better concentration c4 

t.ae c.x18ting raost ex;,ert t·.u.ent or. the bMic probl.~ cf '.'r:vpt­

o.ualysia, and wuld provide a better f'oundation :for e. planning tor 

ttystenatic advl:I.Dt:!ee in we fie.,_ c_. 

Oti1er c:11.;.1~-e:, 1n t.i,,.. f1ei.d huve 1::ivol,ed ,,_ ~en;.!. increaae 

:uito nev c1plien 1 and tne ae·...-ei.~r.t or h~-epeed ccmoutera. It 

1.& clear that the high-spee:! r.l'TT,:)ut.er 1a potentiall.l e. very powerl'ul. 
(b)(1) 

ally of t.!lc ceypt&nal.ftt. It -pel'f:',tt:: biru to 1.W.!.?rta.e ~~h more (b)(3)-50 USC 3024(i) 

:.. o.i.,:,::-tou.s ~• than he could do ey :1and and tc e.;q>J. ,re mo:r-e subt.le •• • . . 
fr.~c~ of problems of cr;ypt.nne.Lysia t.!:;..an vaa previou::;l.y pr .,.FJ.hl':e. 

On the other hand, it Di'J>Car"S thnt geDe1:4 .a:dveoces 1n 

the field 1l1 other directiooa have tnV'OJ't"!d .tJle•cryptogrspher us 
. 

awiinat the cryptana.l,at. In sene.~; 'the crypte.no.1.yet rel.1es OD 

:f~ hie vie tori.ea. M th 18 18 

C0ft generally undan'°°4, the cryptogrspher u 1n a poaitiaD. to 

.... . .... 

(b)(3)-P.L. 86-36 
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(b )( 1) 
_...u. QtJt I 1111i11a .. aat _,. .... II C 11• • ~ .. (b)(3)-50 USC 3024(i) 

(b )(3 )-P .L. 86-36 ...... 
~ •~ 1la -~ .. , tr>l_• ~.•~ ... u-.· ,.,; 
oartaD mwber I I L~, PftNII\ e!pl,u Nab.~ . . ·. 

. . 
11h1cb lend th._el.,.ea extz-sDely vell to tbe present a1.ec~:an,:: . . 
I~ abolll.d not be ditticul t v1th mod.en. electron.1c• to proYide" ffr7 ·: . . : . . 
ca.peat whines vith eigi,.11"1.cantl.y more cc:Jlll)lex and t'l.eidbh . . 
codiDg even than the preaent. meclumical • )'lltema give. • • 

It 1JI the Panel',; opinion t.bat the advan~a yil.l 'be 

incretu; Ulgl.y 1L favor of t.be c ryr,~er aa ag,, 19" t "t..!1e crypt-

m.'l.y ::.ean t,,._:_. ;n.(l..Ch ines ra.re 01· vi.L. :)E'!comc eo aoph1st:-cat.ed that ve • 

can no lrn-..,:~er Lope to bree.kl rer.:c:ept on an 
. 

accident.w. and 1rregule.r basis. .1,e Pan.el 1-5 opin1~ !.n this matter 

1a diacw.6ed e.lse·.n,ere 1n the report. lt• is clear, however, that,: 

vi thou.t regard t,c ooe ' & actual. pro~~;-, the • t&ltos involved in : 

the ability to reac11 ... ________ reven occasiona.l.ly, e.rc; 3u:f- : 

f"ic1en:t3 y great to induce us to make a strol~ effort to maximize 

our c~tence iL tbe fi.e.ld. Moreover, 1 t 15 only by the 1Tl08t 

intense effort toward tbe salutioo o£ current!.__ ________ _, 

that ve can hope to keep into a poo1t1oo to read 

u U.ey, too, beca,ie core aaphisticated. 

'lhct first element 1D au.ch &ll effort 1a the estahliahmen.t 

It 1a 1mportant t:o not1Ce that it u ODl.y the bi&best level o~ akill 

TA Ul-3 
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OS r t2 

.... , as01.- .. 11U111I .......... _.f//1 .. a 111hla& 

I Si- ... 14r1>11~ - la J.e1 1a tlbJlk f/1 a lie 01•• ...,_ 

ne a ei.e ~ .,. .. , • a i-mam. - a, an.J.qp!q 

a l..arlla' lMNly or or.,ptw.ly'ls1o 9kill. •11+1-7, 

1be ft<p.1n4 llkill.a llllll!l uUlQ ~ .... gaaw.ti.CD or 

cr,n,taml.19ta JDQ', howTer, be acnnb&t cU.1'hnDt ti-ca that. ore. 

a14 genuat1on. An acecnpaQ.Yillg •ect1m Qeaka ot the ahitt trca 

1011Mll'der measap 111141.u&u,age •tructun to h18b-ordar •tructme 

u ptU"t r4 t.be problem ot read1.ng cU.tticult ccdea. 9118 ta, b1"08dJ.7 

speaking, e~val.ent to a shift to a mare abatract aa4 genanl polllt 

or Tie¥. Where.ea the tn41t1anal ceypt&ZMl.l.,at could rely entual.:, 

on a pa.rt.1.cuJ...uo "bag ot t:rlaka,• the nev e:q,ert muat have lD0l'9 or 

the genereJ.1ty end abatraetneH or the t)p1cal profeuicmal ecientut. 

Be 11W1t, hc,wev-er, be juat u a.harp as the old generation vaa, an4 

11:11• h aaylng a great 4eal.. 

'1h18 ev14mltl.y hllll •aae 1Japl.1cat1ana tar the kinda ot 

recl'Ui~f.ne ,ditch the ~7 abould do. '!!le l.fgttl,a7 D-49 111m ctr tbe 

same general sort u the beet 1t has recruited previouly, but the7 

Uluatraticxl ot the present 811:Uaticn 1a 1\anliahed 'by t.:he a:ppareat 

pp which exiaw 1n w. betnen the tn41t1oneJ ~- IID4 ta.e 

8k1l.l.ed p:i\)@,ZWl' OD modem OCIIIJ;Ntilaa uchiw • ... recl'\UU 

ahoQl.41 aaang otber re(fl1l'menta, be mm ,ib,o cc br1481 th.ta Pit. 

• 
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.. •.,,.. 111 ap1 s ea 1151 • JO a e• ad. 

,......, ... it •1111 ... 91Sawa.llllflEIII ••lbSS II 

la.., Ail o. .. ,-,. Wf ••~ Ian ea, ._ ... snr * 
w= •n-.-i, .... - ... .---,,.. _. ~- M -•••• 

laqta n•Ze ~ pl\JCIM .far ..r c0111p1tar whtw o4 ~ 

l.~ 1Jo 'be 1INM. !'Dr tbe t-•zJ7• 9lU NPIJb6' haraaft-

1'01' e:nnpl •• t2le ..&aimoY 1a pzoo'bahl.y more deeply SJa'l;ffe:8te4 

1n baste ecnnunkat1on theory and 1A ~ ccnpl.ez1t1ea or l~t.1o 

a'tructure and h1gh-ot'da lflD&\BBC etatiatic• than any other group 

1n tile c~tey. '.l!lia 111 a field ~ great 1111btl.ety and cballenge, 

a:ttord1J:l8 meny opportuni tiee for open and rewarding • c ienti1"1c 

or related ~tioo.-t:heoretic directicma. 

'!he problen ~ recognition 19 al.80 crucial. 

vi.au.al d1aplaya a• a poe• ible meena of recogD.~~ and 1dant1.1"yiua 

obecure loe;1cel etructurn 111 desc~~- :t:n· mother aectiml. There 

1a also a TerY fmportant .~oStdt:1ai problea iavolved. 1D the 

(b )( 1 ) 
(b)(3)-50 USC 3024(i) 
,(b)(3)-P.L 86-36 

and at.her • 1 tuatiaoa which •em part1.cul..arl7 ~-----------' 
pranini.1'g for e.xplo1tatioll. 

a period of ,-an b7 a •1.zed te.. ot -.tbenat1c1au and. • taU• tictam, 

pa)'Chal.og1st•, and. eng:1,,...,... It would Nm t:ba~ the~ llbOll.4 
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• , PD» .. ... • t8IA ta ... ftlU. Ml 9.11 Ill nra,, .. 
_....u •usu,_.,..• .... -.,1 .. t1111., .., __ _ 

• P • - !ant.11da fll 1117h rt Jt67 ar Z :-4. -..,, 
~fll•Jll'Glll.w ola,; J19S.aa ta~ 

.... *lc9, and • ,..,,_,,, .a ef't'w, 1a ttua ana .... a1ao tie 

'be 1n41ea-4. It S. mpartamt, bowwaz, 111.at t.ha rtheet4 '-1 
.. ' ' 

aapecrla be oautar.4 ,....,_, -a~ a Rffloimt 1loQeh w11ill 

cryptanal.yaS. Uael.r. !be J)fttleDCe rd aecurlty barr1.en 1 8Qab. u 

~ exut. ~or 9aae or t::be .. "ben or JeZ"-t.S.. IMh1.aar7 gl'Ol1p8 11o 

etc., probably tend t.o ahift the attenticn ~ many mat2lmatlc:11ma 

to pJ'Oblau which f'all wit.hill the normal 1Dtellectual oJ'l!lljllDhat1.cm 

ot matbematica, but_,. haft only peripheral. or npportbag 1Dt.ereet 

to cryptanalyaia. 

and. ad!D.1nutered tu 1.n:tereat.a w1l.l Qen a broe4 mu1 reward1.Dc fiel.4 

or acientU'ic ea4eaYor ~ 1i'be h1#1Nt 1......i, mad )'lat it abou.ld be 

perf'eotly clear that the CON, purpoae, and. eulm1D&t1cn o:r t.hia 

effort 1a natlling 110ft ar leH tbn the IMhranoe ar the theory and 

pra.::t1ce ~ cryptena.lyaia. 
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1be IIIOft apamored. by tbe 18A 1A aaU4-.'1Ate phyaS.U 

-.::, tndaed be 1mpo:rtant academic reaeiuch, bQt tta relat.1.al to 

A8/f!Ol:Y nae&2a 1- b7 DD -- up to tbe •tandarda prorid.ed b7 their 

llp008orecl 'Wik in !)bystc. of the upper •~ and. theoretical 

pbysba. '1!118 ~ a:ppen.ra to be an Ulwatnlt1oD of a ca:am011 

re8'POID.9e ta the :trustrat1ons that must enter when public .uppon 

or :f'und&men~ ro~ea.rch 1s intended to directl:,· support so narrov 

a ~e 01' tip!:' l !.cc. t:! ona u ?IB/,' r needs provide. 'the • c ienti:N.c 

spans ors of sue~ rese3l'cll rc-eo.:;ni.~e the difficulty, ag;ravated by 

secur1t::, cf obtc.1ninc sol:!.:! c:-oT"?tr:!b-utians to tl:e lnr~ ex;plor~tory 

devclop..icnt. progrmn th.e::, Or'.' tryir.;: to :.u:;rport. In ren.ction, they 

support glmuoroua nod widely acc1e~ed fiubJects and prof'eiusora. 

'l!le output t'nn such vo:r!, :1ccni:: "' ,•$t: '.'1.ablc object ~ puhl.1c 

e~end!tu.ro, and ts uauall~· ~c.!.le-i sn octe.,tU'1c pror;reas, although 

it haD a.l!uoet :10 intern<-tlan v1t.1 t~1e NSA. Such eppeare ta be the 

case, fo~ e;carnple, 1-:: ~"-ic ca.rcf'ully chooen support o'f vork on c)"C1o­

tron n:sonnnce 1n meta.lo at ~e Un1vcr.:i 1 ty of Cal 1fom1a ( where, 

intereetine;l;y enough, the diacovery, attributed to BSA support, 

or tbi.s ?ttect 1n t1Jl tolloved it.8 obse?"V"aticm el.aevhere :1Ja other 

met.ala, like biamith, 'by a yeu or ~~). A similar dtuat1on 

apparently exuts ill i.u,pport or the v:::,rlt at Banard. OD the ettec1ia 
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fl/I .. L M¥ a alwt 
... ······-····--· Ilda - ...... J • , .... 

••• 
.. • •1 t m ta--'maa1~ ia ..u 111&'lJrt 11; •••••• lie, 

l"Ml.S- 11:aa'\ at .PN••t the 11Dkqe of thsa ft9am:eh fltla 1ba Ral 

attantian.. 

Whll• the 'total anm,al c:oa1J or auc:h 110m 1a l•• than llalt 

a alll.1011 doll an., it aeema ~t tie> b1"1ng aut tbe a1.aeed oppar­

tunity t.o 69t done basic ~ really relevant t.o t.he nee4a of DA. 

At the aam.e t1me, ~ cainc, rm alert buic a.evelo:;zaeJl't ll'Ul'TeY shaul.4 

make it possible to take advantase or the huse 'YOl.u::.e at fundamental 

;,hyei~G of eo.1.1de 1 and ot other th1nga 1 which 1JI read.Uy acoeHihle 

for N'S.A p-..ir~oses. 
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I. 

~---------.I -~ -~-~ · · -~~ ~ ~ ~•.•:: .,(b)(1) 

Boal'4 ~ ~~ Oil Poreiol !ate)11&M'<)4 kt1v1ttea, U Ill>- (b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

pzoved. ey U. Prea1&mt a:ld. ~fer.red t.o t.be Secrwt.ary or Dehoae (b)(3)-P.L 86-36 

1 ':Yi7. 
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... 111ft ._ patmfe., lcasa. la • In• 1 19 11W 

• -•IM_,.,""4 -NO 96 I 1>• I t II 

~ • m wat'k., Dr • .L. ltllkot- (vi.fill t11e t.11 oaptvnoe fl/I 

lrip41U' Gmeral. v . •. aaz,p.a), Nr . ... t.enaaon, Dr • •• DalJbeot, 

u4 t:beir uaociat.N vent to esMll.eaa pa1ml 1n cm.,letene-• 8Dd 

cl.ariQ. 'lhe7 haft, tNr &ratitu4e aleo tor hospi1;abl.e., bllt :prt.,.te, 

pl.aoea 'ldlere tbe Panel caa:terred, and studied h18h].y aeoret aa'teriAl. 

Indeed, the Panel cOtJ.ld have he.ndle4 Bu.ch material., Wld 

won..ed out it.a own findings, only with the canatant, Bkillt'ltl, and 

highly und.el"lltanding support. o! the Office o! SPcurit)' Serv1caa, 

NSA. Ita as•1grment ot Mr. J. A. Groans, Mr. A.. ; • Mstr.1.aen, BDd 

others to facilitate the whole J)roject. vur. en~tio.l. to 1to progress. 

Peropcctives e:xtenc.~ OV"er the \/hole scope o...,, :uo-icn, 

.American ·ryptoloc:y and c~unicl3.ti..~ Ltcl· l.3ence were e::q._.;.-tl.;. 

and gene.row.ly give;i the Pa"lel uy Licutc__-umt Oc:1cr£..:. Re.:,,!. 8:..,.niJle 

and Mr, William Frie-hon. 

Professor B. P, Robertecn e.'1.d o";.'.cr:; o:r the J.·i.encc 

Advisory Boe.rd of NSJl kindly brlei"c.:. u~ 0.1 t).e :.r c·...rrc.·.:1t 

cOil8 iderationa. 

'!!le Ot'i"ice o:r !>ef!:!IlSe ~b il i::.a He:; W56 lleadqu.t,.rten, 

with Mr, D, z. Beckl.er, or t...lic S-:iencc A:lvi.larj :a.iiait.t.ee, I!llll~ilic 

the whale stu~v co~cnt and opernl:le. Ve than:: :11r.i ~ 
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•n• ill .a• ..... · ... -
2 11 ........ . .. 

...,.._, ... - -I._ _ _. 1'1-----­

(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

...... ,...,1,- Nbr s, eta. tllr,-;.i_'• Jnt, ' • • .. nz~wl 

s- .rl._ _____ ....... ~~ w '° bl! --4. ---... o1 

11be abwe ~ gntiDg s.ar--~ a ood1QC MOM- 111114 -tbolla 

,___ ___ l Alao, tba nlaUGa at I ~t_l~1t.7 t;o w- n•o•Uaaa 

Satel.'~ 
0

110ft ~ .C!'N up npeatedi:;.· ·Ac:,sol'41ncJ7, the . . . . . . . . . . 
Pwl. J:au scme special NncUnp en teclm1.c

0

ai. 0 acUrltia.'i_i 'tibia 
• • •• • ..... 

(b)(1) 
(b)(3)-50 USC 3024(i) 

'lhe cruc1al. poa1t1.on at f'ield V01'k ( interceptlt:m IID4 • (b)(3)-P.L. 86-36 . . . 
proce• -1.og) in bo'ih tbe coat and effect1venesa ~ the _crxzi•i 
prograa cawaeci the Pa.Dal to seek more inf'o~t..1.ad 

0

cm t.hia t.htm 

could be reoeonabl.y sained ill Wael:~- Hence, at • suitable 

time, wich COYered ZINCh_ 9f 6eptember 1957, Dn. Oe.rv1n SD4 

5el.1'ridge v1.ai~-~t. in&tal.latiooa 1n thej~-----~ 

~ Panel. f'uncti.,:med ill areaa of Govennent more aenai­

tiTe aDd. restricted. than m011t scientirie peapl.e beli..,.. can be 

ettectiv-el.y studied. In thill cue, hovever, the cooperatioD &D4 

discloaure• of the releTant agenc1e• vere moatl.y au;,erb. ror 

thu, t.hmllta ere g1nm to tbe Department ot Deteue, 1a part1aular, 

Genual. G. B. lnk1De; the 58.l, 1n pe.rt1cula%", Liautanant OeMral 

J • .A.. Sam:tord; ~ to the Central lntel.lislmee AgfmtJy amd. tile 

hderal :&n-eBu. ~ IJneatigat1cD. 
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••• ,...,,....,, ..... ,u ' 

I,. "· ilftrft tbi'ftft1t,- ot ~ 

✓ -- v. BOiia Bell hlepbaDe Lebon.tori .. , :traa. 

R. L. 08l'w1a Iatemat1on&l. Bu81neu NMb 1 M • Corp. 

.D. A • Bl1ttmm Maae. Iut1tut.e or Tecbool.OQ' 

J. v. Milnor Princeton University 

J. R. Pierce Bell Telephooe Loboro.t.orie• , Inc. 

I:. Hoc.heater Intemnt1ooal Buainess Mach1nee Corp. 

o. SeU"r14ge Lincoln Laborstoriea, MIT 

J. \I. Tukey, Conau.l t&."l\. hell Telept.one Lcbore.t.oriea, .Inc. 
and ~Mncetaa Univeraity 

'I{. . -). f,c!:er, Chatman Bell To..J ~hone Lnborstorie•, Inc • 

A. M. ,'..:leaaai (part-time) Hz:.rv~ Un.1vera1ty 

Sept~r 20, 1957 
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