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F AC-2C/FOIA 

DEFENSE INTELLIGENCE AGENCY 

WASHING TON, D.C. 20340~5100 

June 04, 2021 

This responds to your Freedom of Information Act (FOIA) request, dated September 02, 
2015 that you submitted to the Defense Intelligence Agency (DIA) for information requesting a 
copy of any and all DIA memos or reports concerning the status of the DIA FO IA backlog, and 
plans for addressing the backlog, and plans for processing the oldest pending requests, and 
records describing plans for how the backlog is going to be reduced. Requesting any records 
describing the degree of success in tackling the ten oldest pending DIA FOIA requests and FOIA 
appeals. 

I apologize for the delay in responding to your request. DIA continues its efforts to 
eliminate the large backlog of pending FO IA requests. In order to properly respond, it was · 
necessary to consult with another office within the agency. 

A searchofDIA'$ systems of records located (9) documents (75 pages) responsive to your 
request. 

Upon review, I have determined that some portions of (7) documents (36 pages) must be 
withheld in part from disclosure pursuant to the FOIA. The withheld portions are exempt from 
release pursuant to Exemptions 3 and 6 of the FOIA, 5 U.S.C. § 552 (b)(3) and (b)(6). 
Exemption 3 applies to information specifically exempted by a statute establishing particular 
criteria for withholding. The applicable statutes are 10 U.S.C. § 424 and 50 U.S.C. § 3024(i). 
Statute 10 U.S.C. § 424 protects the identity of DIA employees, the organizational structure of 
the agency, and any function of DIA. Statute 50 U.S;C. § 3024(i) protects intelligence sources 
and methods. Exemption 6 applies to information which if released would constitute an 
unwarranted invasion of the personal privacy of other individuals. 

Finally, I have determined that the remaining (2) documents (39 pages) are appropriate for 
release in full. DIA has not withheld any reasonably segregable non-exempt portions of the 
records. 

If you are not satisfied with my response to your request, you may contact the DIA FOIA 
Requester Service Center, as well as our FOIA Public Liaison at 301-394-5587. 

Additionally, you may contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to .inquire about the FOIA mediation.services 
they offer. You may contact OGIS by email at ogis@nara.gov; telephone at 202-741-5770, toll 

.. .->---· 
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free at 1-877-684-6448 or facsimile at 202-741-5769; or you may mail them at the following 
address: 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Road-OGIS 
College Park, MD 20740-6001 

You may· also exercise your right to file an administrative appeal by writing to the address 
below and referring to case number FOIA-00515-2015. Your appeal must be postmarked no 
later than 90 days after the date of this letter. 

Defense Intelligence Agency 
7400 Pentagon 
ATTN: FAC-2C (FOIA) 
Washington, D.C. 20301-7400 

Sincerely, 

(for) 

Steven W. Tumiski 
Chief, Records Management and Information Services 

(9) Enclosures 
- Report INS-2018-001 
- U/19-0100/CE 
- Director's Read Aloud 
- Initiatives and Cases Update 
- DIA FOIA Backlog Reduction Improvement 

Plan (2017) 
- Exec. Sum. FOIA Program and Backlog 

Status as of 20SEP2020 
- Email-FY19 FOIA case results/backlog

FY20 challenge! 
- DIA FOIA Backlog Reduction Improvement 

Plan 
- DIA FOIA Backlog Reduction Improvement 

Plan FY19 



FAC"".2C 

DEFENSE INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20340~5100 

June 04, 2021 

This responds to your Freedom oflnformation Act (FOIA) request, dated September 02, 
2015 that you submitted to the Defense Intelligence Agency (DIA) for information requesting a 
copy of all requests by the DIA FOIA Office for increased resources to handle the longstanding 
FOIA request and administrative appeal backlogs. 

I apologize for the delay in responding to your request. DIA continues its efforts to 
eliminate the large backlog of pending FOIA requests. In order to properly respond, it was 
necessary to consult with another office within the agency. 

A search ofDIA's systems of records located (9) documents (75 pages) responsive to your 
request. 

Upon review, I have determined that some portions of (7) documents (36 pages) must be 
withheld in part from disclosure pursuant to the FOIA.. The withheld portions are exeinpt from . 
release pursuant to Exemptions 3 and 6 of the FOIA, 5 U.S.C. § 552 (b)(3) and (b)(6). 
Exemption 3 applies to information specifically exempted by a statute establishing particular 
criteria for withholding. The applicable statutes are 10 U.S:C. § 424 and 50 U.S.C. § 3024(i). 
Statute 10 tJ.S.C. § 424 protects the identity of DIA employees, the organizational structure of 
the agency, and any function of DIA. Statute 50 U.S.C. § 3024(i) protects intelligence sources 
and methods. Exemption 6 applies to information which if released would constitute an 
unwarranted invasion of the personal privacy of other individuals. 

Finally, I have determined that the remaining (2) documents (39 pages) are appropriate for 
release in full. DIA has not withheld any reasonably segregable non-exempt portions of the 
records. 

If you are not satisfied with my response to your request, you may contact the DIA FOIA 
Requester Service Center, aswell as our FOIA Public Liaison at 301-394-5587. 

Additionally, you may contact the Office of Government Information Services (OGIS) atthe 
National Archives and Records Administration to inquire about the FOIA mediation services 
they offer. You may contact OGIS by email at ogis(w,nara.gov; telephone at 202-741-5770, toll 
free at 1-877-684-6448 or facsimile at 202-741-5769; or you may mail them at the following 
address: 



··································-····-···-··---·-···········-·-····-------------------~~-------

Office of Government Infonnation Servic:es 
National Archives and Records Administration 
8601 Adelphi Road-OGIS 
College Park, MD 20740-6001 

You may also exercise your right to file an administrative appeal by writing to the address 
below and referring to case number FOIA-00160-2016. Your appeal must be postmarked no 
later than 90 days after the date of this letter. 

Defense Intelligence Agency 
7400 Pentagon 
ATTN: FAC-2C (FOIA) 
Washington, D.C. 20301-7400 

Sincerely, 

(for) 

Steven W. Tumiski 
Chief, Records Management and Information Services 

(9) Enclosures 
- Report INS-2018-001 
- U/19-0100/CE 
- Director's Read Aloud 
- Initiatives and Cases Update 
- DIAFOIA Backlog Reduction Improvement 

Plan (2017) 
- Exec. Sum. FOIA Program and Backlog 

Status as of20SEP2020 
- Email - FYI 9 FOIA case results/backlog -

FY20 challenge! 
- DIA FOIA.Backlog·Reduction Improvement 

Plan 
- DIA FOIA Backlog Reduction Improvement 

Plan FY19 
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U-19-0100/CE FEB 2 7 2019 

To: Otlice of the Inspector General of the Intelligence Community 

Subject: Response to Recommcndatiuns Assessment of intelligence Community Freedom of 
Information AL.i Programs 

Reference: Assessment of IC Freedom nflnformation Act (FOIA) Programs. Report JNS-
2018-001. September 28, 2019 

I. In response to the subject report, the Defense Intelligence Agency (DIA) has developed a 
plan that addresses the report's three recommendations to DIA for improving the Agency's 
Freedom of Information Act (FOIA) program: 

a. Recommendation 6: Complete and implement a formal FOIA case backlog reduction 
plan: 

• Adjust internal processes to enahlc greater focus on subject matter expcn·s and quality 
control reviews that historically have contributed to the DIA ·s backlog. 

• Strengthen DIA's cadre offOlA officers by filling vacancies and leveraging available 
funding for contractor support. 

• ldentify and enact available solution.s to strenb>thcn information governance across 
DIA and improve how DIA information is managed during its lite cycle. 

b. Recommendation 7: Collaborate with the Office ufthc Director ofNational lntel!igcncc 
(0D~l) to develop a FOIA consultation plan: 
• Continue collaboration with the Department of Defense (D(1D) and ODNI FOIA 

otlices to identify and enact common solutions that expedite coordination across the 
DoD and the Intelligence Community. 

c. Recommendation 9: Collahoratc with the DoD chiefFOIA officer to develop 
improvernents in the annual reports process. 

• Apply greater emphasis toward the oversight or key program performance indicators 
to enhance program advocacy. 

.., The DIA point of contact for this matter is Mr. Brian Jenkins. OITiec of Fae iii tie$ & 
Services.1 I 

(b)(3) 10 U.S.C. 
424 
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Director's Read Ahead 

(U) Meeting Title/Subject: DIA Freedom of Information Act (FOIA) Program Overview 

(U) Date, Time, and Location: 22 July 2020, TBD. 

(U) Purpose of Meeting: Inform Director, DIA, on the FOIA program's status and program 

improvement initiatives. 

(U) Decision(s) to be Made: Not Applicable. 

(U) Expectation of DR: Director will gain a more comprehensive understanding ofDIA's 
FOIA program, its execution, associated challenges, and improvement initiatives. 

(U) Elements Present/AttendeesL~~--r----"'D~ir~e"c"'to"r~,"M7ission Services, Mr. David 

McAuley, Deputy Director, Mission Services,l.,;,m,r,=,s;;;;,--n;..,,,;/ irector, Office of 
Facilities and Services, I pepu y irector, ice of Facilities and Services, 
Mr. Brian Jenkins, Chief, Faciht1es Services Division, Mr. Steven Tumiski, Chief, Records 

Management and Information Services Branch~I -----~Pffice of the Genera] Counsel. 

(U) Bottom Line: This discussion will inform the Director about DIA's FOIA program, its 

status, including numbers of requests backlogged and in litigation, execution, associated 

challenges, and improvement initiatives, The meeting request was predicated by the Director's 
interest in more information about the FOIA program due to an early May 2020 request for a 
four month stay in a FOIA litigation due to reduced FOIA processing capabilities in COVID-19 
environment, which the court granted on 9 May. 

(b)6;(b)(3) 
10 u.s.c. 
424 

(U) Background: COVID-19 has severely impacted the DIA FOIA program, especially in 

litigations. The FOIA office currently has minimal functionality, to include the public-facing 
FOIA Requester Service Center. DIA has canied a significant FOIA case backlog for at least 

~---'~ 
-i-oti~~ cited in the 2018 IC IG's report on FOIA programs and is 
generally applicable to the entire~ implemented a FOIA Backlog Improvement Plan 

in FY2019 that identified short-, medium-, and long-term objectives to reduce the backlog. 
There has been considerable progress on most of the short- and mid-term objectives, but progress 

slowed due to COVID-19 personnel impacts and the relocation of the entire FOIA office from 
DLOC to MS2 during March 2020. 

(U) Main Issues: 

l. (U) Executive Summary: DIA backlog has exceeded the IC standard of no more than 

1,000 FOIA cases since 2016 (the current backlog is 2,015 cases). Additionally, DIA is a 
Federal Court litigation defendant in 27 of these cases. DIA's FOIA backlog challenges 

UNCLASSIFIED 
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and number of litigation cases are not unique; the situation is generally similar across the 

IC, as cited in the 2018 IC IG's report on FOIA programs. 

2. (U) Contributing factors to the backlog include: (1) a lack of control over the number of 

FOIA requests that are received from the public or referred from other government 
agencies, (2) the complexity of FOIA requests (some cases requiring review of up to 
100,000 pages that take years to complete), (3) a legacy of paper-based processing for all 

cases prior to changes initiated in FY2019 (and a continuing mandate to accept paper

based requests), (4) pre-FY2019 FOIA office internal business processes and personnel 

management in-efficiencies resulting in each of the 24 current FOIA officers being 

responsible for an average of 84 cases, (5) comp1ex, frequently multi-year, collaboration 
dependencies involving whole of government reviews of multiple respective agencies' 

source documents that are cited in DIA all-source products, (6) the majority ofFOIA 

officer*b)(6) !are high-risk under COVID-19 and 
therefore unable to access classified documents and process cases. 

3. (U) In late 2018, new FOJA office leadership conducted an analysis of the branch's 

missions, business processes, and functions. This approach included one-on-one and 

group discussions with all FOIA officers and meetings with both internal DIA partners 

(such as DI and DO, who represent 80% of the internal FOIA review requirements) and 

external federa1 partners (such as DoD OSD, ODNJ, CIA, National Archives and Records 

Administration, and DoJ) to collect data on the program and identify problems. Based on 

the analysis results, leadership developed a "FOIA Backlog Reduction Improvement 

Plan" in February 2019. Key initiatives included: 

a. Establishing a FOIA Case Officer program: the former process was sequential, 

with various officers working a specific step in processing a case and then 

handing the case to another officer to work the next step, which was inefficient. 

The new approach meant a FOIA officer owned the entire life cycle of a case, 

from start to finish, providing continuity, expertise, and 'ownership' 

responsibility. 

b. Embedding senior FOIA officers in DI and DO: DI and _DO, who review 80% of 

the relevant FOIA request internal DIA documentation to detennine 

declassification and recommended reasons for release or non-release, were 

frequently confused about how to conduct their FOIA reviews. The response was 

to embed one GG-14 senior FOIA officer, each, with both DI and DO 

headquarters staff, to provide advice on FOIA reviews. 

c. Providing clear prioritization on FOIA case processing: in the past, there was no 

written guidance on prioritization of processing cases, frequently causing 

confusion for FOIA officers on which cases they should focus on first. FOIA 

leadership established the following priority: cases in litigation, cases receiving 

Congressional or other federal-level inquiries, 10 oldest cases (revolving), and 

then earliest cases received. 

UNCLASSIFIED 
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(U) All three key initiatives initially showed measurable progress by 1st QTR FY2020. 

The case officer program resulted in the first-ever 100% inventory of cases and full 
distribution of case loads to all 24 FOIA officers, along with delivery of internally 

developed training on how to complete a FOIA case for each officer. The embed program 
increased DI and DO responsiveness rates to request for reviews from more than a week 

to no more than 2 days upon receipt (the reviews themselves can still take a couple of 

years, depending on number and length of relevant documents and the overall operational 

workload of the DIA officer working the review). Additionally. the embeds' guidance 

and training of DI and DO officers also resulted in reviews that were more complete and 

accurate than previous to the embeds, resulting in hundreds of hours of recovered 
personnel time for the FOIA office as a whole. Finally, prioritization enabled the 

(b)(3)10 
U,S.C.424 

completion of nearly 250 stagnant cases within a two-month surge period. How~.rues--~----~ 
stated ear1ier, the COVID-19 impacts and the relocation froni ______...----Jesulted in 

slowing the progress of these initiatives in 2nd and 3rd QTR 2020, but resumption of full 
operations in Phase III of reconstitution will enable FOIA office to continue the trend of 

program improvement. 

4. (U) DIA Will Likely Soon Face Immutable Deadlines in FOIA Litigation: While judges j(b)(6) 

in DIA's litigated FOIA cases have been relatively patient to date, they will begin t~

reinstate deadlines a<J the federal government reconstitutes. Alrea_g)l.,__soore-ageiicies 

IA offices are a roaching normal operatigns •... J3~~ 
it will be difficult to resume FOIA littgatton processmg so ong as e g 

and most federal agencies are at reduced manning due to high risk employees remaining 
off-premises with no access to, in particular, classified or other required information. 

However, judges will not accept an indefinite suspension of FOIA litigation processing 

and have the power to impose sanctions and award attorneys' fees against the Agency if 
it misses deadlines. The FOIA office is currently in transparent, positive, and voluntary 

discussions with 2 of the 5 FOIA litigation officers regarding their situations and flexible, 
safe working environment enablers that may facilitate their voluntary return to DJA 
workspaces and access litigation materials in August 2020. 

5, (U) POW-MIA Mandatory Declassification Review (MDR) Impacts: Prior to COVID-19, 

FAC-2C Declassification Services, which includes MDR, was working with the STONY 
BEACH program office and the Defense POW/MIA Accounting Agency (DPAA) on 

approximately 70 cases, reviewing and, where appropriate, declassifying records for 

release. {b)(6) and have not been 
able to process POW-MIA related MDRs since mid-March due to the office relocation 

and COVID. FAC-2C is currently in transparent, positive, and voluntary discussions 
with 1 of the 3 MDR officers regarding their situation and flexible, safe working 
environment enablers that may facilitate their voluntary return to DIA workspaces and 

access POW-MIA related MDR materials in August 2020. The STONY BEACH 

UNCLASSIFIED 
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program office has been informing DPAA of DIA's challenges; DPAA understands the 

situation, although there is recognition that, eventually, there must be progress in 

processing. There are no FOIA cases directly related to specific POW wMIA individuals' 

remains or related records. 

6. (U) The 2018 ODNI IC IG report on the status of IC FOIA programs found that IC 
members were not making use of all available technology to support FOIA programs. In 
DIA, the elements with equities identified in FOIA requests may have to search up to 10 

different DIA databases to look for documents potentially responsive to that FOIA 

request There is no single software solution that co11ectively enables, either the FOIA 
office or DIA's record holders, to, respectively, seamlessly: (1) ingest FOIA requests, (2) 

task for internal or external document searches, (3) conduct document searches, (4) l(b)(a)
10 

conduct document owner reviews for information release suitability, (5) conduct FOIA !u.s.C.424 

case processing, including redactions according to FOIA exemptions and quality pee_L-....-.c· ----~ 

---~_nally disseminate the response to the requester or~~ a 

partner agency~Q, the FOJA office, and [:Jrectlrrently working on 
developing a Microsoft 0365 Azure-based software solution to enable integrated FOIA 
and records management processing. The concept is to leverage inherent Microsoft 
capabilities, tools, and business process improvement/automated workflow solutions that 
enable FOIA officers and DIA element records owners to conduct most aspects of case 

management without having to use multiple disconnected portal tools or databa,;es -- in 
effect, a one-stop shop for FOIA case processing. This effort, begun in early FY2020, is 

still in a prototype requirements description stage and will require additional agency 
funding to develop further. 

(U) DIA Organizational Equities: For express purposes of this meeting, no outside 
organizational equities are involved. However, internally, FOIA significantly collaborates with 

the Office of General Counsel and the Office of Corporate Communications. FOIA impacts 
every element of DIA; externally FOIA impacts the entire federa1 government. MDR 
collaborates with STONY BEACH and DPAA. 

(U) Decisions to Make: None. Information Only. 

(U) Intelligence Community Equities: The Intelligence Community, both at the Office of 
Director of National Intelligence level and as separate agencies, conduct FOIA programs. DIA 

routinely interacts with multiple lnteUigence Community and other government partners to 
conduct reviews of source documents to detennine eligibility for information release. Most 
Intelligence Community and other government partners struggle with a FOIA case backlog, due 

to lack of sufficient resources to meet ever increasing public demands for information. 

(U) Briefer Biography: Mr. Steven Tumiski GGI5 , Chief, Records Mana ement and 
Infonnation Services (FAC-2C). (b)(6) 

UNCLASSIFIED 
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(b)(6) 

(U) Appendices: 

1. FOIA Process Flowchart 

2. FOIA Case Processing Status Chart 

3. DIA FOIA Branch Organization Chart 

(U) Attachments: FOIA Litigations Current Status Sheet, 2018 ODNI IC JG Report on FOIA. 

(U) Document Pre ared By: Mr. Steven Tumiski and Mr. Brian Jenkins; Facilities Services 

Divisio "-'1<4---------lOffice of the General Counsel; (b)(3) 10.U.S.,, 

UNCLASSIFIED 
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Executive Summary - FOIA Program and Backlog Status as of 30SEP2020 

(U) Bottom Line: As illustrated by the attached slide (macro level) and the FY20 FOIA Annual 
Report submitted to DoD (micro level), DIA 's FOIA program enters FY2 l with a persistent 

backlog of 1884 requests. 

STARTING #NEW CASES 

FY20 BACKLOG to date 

FOIA&JlA ..,, "" 
CONF/P "" 91 

totals 1796 300 

I APPEALS 2 

STARTING #NEW CASES 

FV19 BACKLOG lo date 

FOIA& PA "" ... 
CONF/P "' 227 

totals 1569 711 

I APPEALS "' " 

# aosED CASES 

to date 

134 ,, 
213 

5 

# CLOSED CASES 

to date 

340 

144 

484 

" 

CURRENT 

BACKLOG 

"'" 
382 

1884 

,. 

CURRENT 
BACKLOG 

,,,, 

"' 1796 

" 

AVG. II DAYS AVG.# DAYS 
PROCESSING PROCESSING 

SIMPLE COMPLEX 

7 539 

AVG,#OAYS AVG,#DAVS 

PROCESSING PROCESSING 
SIMPLE COMPLEX 

9 729 

Although the FY20 statistics are not positive, the numbers indirectly reflect progress mid positive 
trends: 

• In FY20, D[A closed 213 requests, which is 7 l % measured against the fiscal year's 300 

newly received requests. This is an increase of 2% over FY 19, where the results were 484 
closures against 71 ! newly received requests, or a 68%. 

• In FYZO, DlA significantly reduced processing times, bringing complex cases' 
processing to 539 days (vs. 729 days in FY 19) and simple cases' processing to 7 days (vs. 
9 days in FY19). 

This progress demonstrates that despite the following FY20 challenges: 
(b)(3) 10 
U.S.C. 424 

o Total office relocation from 'I -----=======;, 1('=-ro>FE:;;C:;;2;;0;,!~9~---~--

MAR2020), which wa,; planned and a known production impact; 

o COVID-19 (-MAR-OCT2020), which was an Unplanned detriment to production 
with ~ 75o/c of FOIA officers in the self-declared high-risk category and not able 

to work on-site in a SCIF, which is key to processing DIA ·s records that respond 
to FOlA requests; 

the core mid-/long-tcrm initiatives, outlined ln the FY 19 FOIA Backlog Reduction Plan and in 
execution throughout FY 19 and FY20, are working. 

LNCl,ASSIFIED 
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(U) COVID-19 Impact, Recovery, and FY21 Objectives: COVID-19 has severely impacted 
the DIA FOIA program, but as of mid-November 2020, 92% of FOIA officers have volunteered 

to waive their high-risk statuses, returning to on-site work at least 2 days per week in accordance 

with the FAC-2C Reconstitution Plan's Monday & Wednesday, Wednesday & Friday, and 

Tuesday & Thursday teams. As DIA 's posture increases toward ''New Normal", the number of 

days worked on-site vs. te1ework will stea<lity increase. Since approximately May 2020, DIA 

FOIA has operated consistently five days per week. Officers, when on-site and teleworking, are 

organized into four FOIA (general) teams and I FOIA (Litigation-specific) team, each comprised 
of four or five officers. The FOIA (general) teams focus on working to close newly received, 

backlogged, and, most importantly, FY2 l's identified ·•JO Oldest" category cases, which is an 
annual DoD/DoJ requirement. Teams leverage collaboration between typically more 

experienced FOIA officers, who may be teleworking, with on-site typically apprentice-level 
FOIA officers to process the requests, task internal elements, and move these cases toward 

closure. The FOIA (Litigation-specific) team focuses on working those cases in litigation in 
close collaboration with OGC. 100% of the litigation team has volunteered to return, and is, 
working on-site at least 2 days per week. FY2 l objectives include: 

• Close I 00% of requests, measured against the fiscal year's newly received requests. 

• Close all IO of FY2 l's ''\ 0 Oldest" ca~cs in each category (FOIA, Privacy Act, 
Consultations, Appeals). 

• Maintain litigation production with no significant delays/impacts to OGC and U.S. 
Attorneys' Offices deadlines, actions, or o~jcctives. 

• Mitigate increasing the backlog with a definite trajectory toward reducing the backlog. 

• Continue, m,ing process improvements and digital workflow efficiencies, to decrease the 
average number of processing days. 

• Leverage lechnology initiatives, such as installing FOIAx.press (DIA's current FOIA 
processing software) on NIPR, to increase 1eleworking effec1iveness and production 

capacity for those patts of FOIA processing (e.g. FOIA Requester Service Center and 

public-facing inquiry services and in-take of emailed/already digitized newly received 

requests) that don't require direct access to clas;sified materials/records. 

(U) FOIA Backlog Background: DIA has cmTied a significant FOIA requests back.log (e.g, 

typically exceeding 1000 requests) for at least four years, a circumstance ODNI cited in th 18 
IC JG 's report on FOIA programs that is generally applicable to the entire IC. MS 

implemented a FOIA Backlog. Improvement Plan in FY l 9 that identified short-, medium-, and 

long-term objectives to reduce the backlog. 

(U) Persistent FOIA Backlog Issues: 

• Lack of c011trol over !he number of FOIA requests received from the public or refened 
from other govemmenl agencies. 

LNCLASSIFIED 

(b)(3) 10 
U.S.C. 424 



IJNCL.\SSfflED 

• Complexity of FOIA requests (e.g. cases requiring review of thousands or tens of 

thousands of pages that take years to complete). 

• Complex, frequently multi-year, collaboration dependencies involving whole of 

government reviews of multiple respective agencies' source documents cited in DJA all

source products. 

• A legacy of paper-based processing, which involves all cases prior to changes initiated in 
FY 19 and the advent of I 00% lifccydc digitization in January 2020. There is also a 

continuing mandate to accept paper-based requests. 

• Pre-FY 19 FOIA office internal business processes and personnel management 

inefficiencies resulting in each of the 25 current FOIA officers being responsible for an 

average of 85 cases. 

(U) Highlights of DIA's FY19 (and continuously evolving) FOIA Backlog Reduction Plan: 

• Establishing FOIA "Case Officer" Lifecyde Ownership: The legacy process was 

sequential, with various officers working a specific step in processing a request and then 

handing the case to another officer to work the next step. which was inefficient. The new 
approach, begun in FY 19, assigns FOIA officers "uwnership" of cases for the entire 

lifecycle, from stai1 to finish, which provides continuity, expertise, and direct 

responsibility for production. 

• Revamping FOIA tasking in September 2020 to take advantage of DARTS, streamlining 

the workflows, eliminating complicated specialty software for processing, and providing 

clear, step-by-step instrnctions that tie the FOIA officer directly to the elements' action 

officers and approving officials, so collaboration increases and all parties work better to 

get the tasks closed quicker, increasing overall production and reducing processing times. 

• Improving digital workflows/efforts to keep processing digital. 

• Harness regular/timely reporting of statistics about requests and processing, driving 

management and team/individual officer insights toward effective actiuns ,md corrections 

towurd production and organizutional objectives. 

(U) Attachments: 

(b)(6);(b)(3) 10 
u.s.c. 424 

I. Slide: FOIA Current Status - FYZO Annual Report Results (as of 30 SEP 2020) 

2. DIA FY20 FOIA Annual Report (submitted to DoD) 

(U) Prepared By: Mr. Steven Tumiski,IL-__________ __JI 

CNCLASSIFIED 
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,ftr~;ey' RATIONALE FOR CHANGE 
',;~,J.i ;,~-.-.p -• 2018 DIA WES report cited several issues that led to low-morale among the branch. These include: 

ITi»f3}1ij' 
·u.s.c. 424 

c Poorly functioning IT equipment 
,, Poor guidance from leaders; lack of trust by leaders in the workforce micromanagement 

Distrust among coworkers regarding professionalism and levels of effort al wor lblf'I 10 

,, Lack of recognition in the form of promotions. u.s.c. 424 

Poor personnel management under TMS 

Organizational Facilitation conducted in July 2018 cited several issues: 

C 

Toxic work environment 
Ineffective communications rb)(3) 10 I U.S.C. 424 

Perceptions of being neglected bOeadership 
Lack of branch cohesion: FOIA. Declassification. and Records Management team operating as independent entities 

Perceptions by Declassification and Records Management teams that FOIA team was more important than they were 

Lack of recognition for individual performance (awards. public acknowledgement. appraisals) 

UNCLASSIFIE.D 

UNCLASSIFIED DEFENSE INTELLIGENCE AGENCY 2 



UNCLASSIFIED 

:{{~) MAJOR INITIATIVES STATUS- PEOPLE 
.• ~. o/,, 
'it,~~~:{ 

(b)(3) 10 
U.S.C. 424 

No Dependencies 

• 

• 

• 

Consolidate personnel under three teams- Implemented January 28 

Develop and implement a Branch Certification Program and Onboarding Program for all assigned officers NLT April 1- Developing 

Complete recruiting of the existing two Vacancies NLT February 1- Submitted, awaiting OHR action 

• Established branch teambuilding advisory group to conduct teambuilding and morale activities on February 5 ., ____ _ 

• T- I has provided support to replace or repair many IT items to include CPUs and printers: additional support in-progress 

Dependencies 

• Work with Chief of Staff Office to request DIA junior-grade employee (GG-11 and below) support to reduce 25-Year function backlog 

on a compensatory- or overtime basis NLT March 1- Delayed: branch developing hybrid COA, anticipate execution in 3"1 QTR FY19 

implement new contract vehicle to hire experienced FOIA analysts capable of serving as FOIA Case Officers if submitted UFR is 

approved: current contractor workforce not qualified to become Case Officers as they were hired to be administrative support only

Withdrawn 

UNCLASSIFIED DEFENSE INTELLIGENCE AGENCY 3 



UNCLASSIFIED 

(i:~ MAJOR INITIATIVES STATUS - PROCESSES 
.: c.:. ¾ 
{~·"'," . •i•.,~·•' No Dependencies 

• Implement the Case Officer approach to FOIA and Declassification sen1ices NLT January 28 - Implemented 

• Complete the reviews of the 100+ backlog cases that require Quality Control Reviews NLT February 8 - In-progress, new completion 
date is March 8 

• Form team January 28 to complete the ten oldest cases in all categories (FOIA, Appeals, Privacy Act. Consultations) NLT February 
22 - In-progress. new completion date is March/April 

Refine data capturing to help increase visibility on the health of the program NLT February 8 -In-progress; data analytics officer 
appointed in February to begin developing new processes to analyze branch data 

• Increase collaboration with DoD Chief FOIA Office and ODNI FOIA Office to identify solutions to FOIA challenges NLT March 1 - In
progress 

Dependencies 

• Begin to embed FOIA Case Officers with DI and DO NLT April 1- In-progress. will meet with DI and DO FOIA officers and staff 
directors in March to discuss proposal with target implementation in April 

• Reduce support to 25-Year Review, and IIR in order to redirect additional available officers to FOIA/Privacy Act programs NLT January 
~--~-~plemented 

• Begin -,;;;;~~nd others (TBDj NLT April 1 -In-progress 

(b)(3) 10 
U.S.C. 424 

UNCLASSl'Fl'ED DEFENSE INTELLIGENCE AGENCY 4 



UNCLASSIFIED 
,_ffill/ff;, f"it:~ MAJOR INITIATIVES STATUS - PROGRAMS 
~~.~ 
~ 

(b)(3) 10 

No Dependencies 

• Develop and initiate a plan to address legacy issues associated with IIR retention (helps us address the 24K cubic feet for records) 

NLT May 1- In-progress 

Dependencies 

• Enact and lead an Information Governance council NLT August 1 to address major gaps impacting the storage. retrieval and 
U.S.C. 424 
L_ ~ disposition of all DIA records . Withdrawn; branch will participate in Chief Data Officer's Innervation Steering Group 
~ -(b)(3) ·,u l_ 

u.s.c. 424 
I 

(b){3) 10 
U.S.C. 424 

• WoiKWittOo implement the CAPSTONE email retention program NLT 3,·, QTR. FY2019- In-progress 

WilmwithE]to find ways to automate processing tasks that currently require the use of FTE; implement solutions NLT FY2020 -

In-progress 

• Work with OCC to improve our relationships with the public through our NIPRnet web presence; implement solutions NLT April 1- In-

~ress 

Wor~ ]to address the lingering issues with CHROME and CDlR; implement solutions NLT April 1- In-progress • 
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UNCLASSIFIED 

FAC-2A 'QC TIGER TEAM' - 212 CLOSURES DUE 08MAR2019 
As of 28FEB2019 

START 
# c:ar.es ··- CLOSURES REMAINING 

212 66 118 

QC'd and QC'dand QC'd and 
_OUT FOR CONSULTATION TASKED to DIA DIRECTORATES R~MRNEDforCORRECTlONS 

10 3 15 



:f'ti:~ FAC-2A FY19 BACKLOG 
•~:~ As of 28FEB2019 

FV19 FY19 FV19 
STARTING #NEW CASES # CLOSED CASES 
BACKLOG tod;iite todill:li! 

1567 305 230 

FY1' 
CURRENT PACKLOG 

1642 

UNCLASSIFIED 

UNCLASSIFIED DEFENSE INTELLIGENCE AGENCY 11 



Defense Intelligence Agency 
Freedom of Information Act (FOIA) 

Backlog Reduction Improvement Plan 
July 2017 

Doc :S 

1. Introduction: The DoD Office of the Deputy Chief Management Officer 
(b)(3) 10 
u.s.c. 424 

memorandum dated May 1, 2017, requested a component improvement plan that/---~ 
corresponds to specific root causes of DIA's FOIA requests and consultation acklog 
by 10 July 2017. The letter set a milestone of a 5% reduction per e r f Ive fiscal 
years (FY) for FOIA and consultation backlogs. Currently, the DIA, OIA Team 
processes three categories of requests: FOIA (information requests from e public), Privacy 
Act (PA) (requests for information from PA systems of record), and Appeals (challenging the 
Agency's response). Within FOIA and Privacy Act, there are consultations (referrals from 
other government agencies that have DIA equity in their documents). This team is also responsible 
for the handling of litigations concerning these requests which at the present is at its 
highest peak of actions. 

2. Challenge: To meet the DoD 5% backlog reduction mandate. At the start of FY17, 
the backlog was FOIA/PA - 1,165; Appeals - 89; consultations - 240. 

Prior to FY15, DIA had successfully met the DoD 10% mandate for five 
consecutive years. DIA has not met the backlog requirement due to budget constraints 
that resulted in a loss of contractor support from August 2014 through June 2016. Also, 
an increase of FOIA litigation actions required reallocation of manpower to support 
stringent court deadlines and as well as a focus to process old and complex cases in 
the backlog. 

Since the re-introduction of FOIA contractors (9) in late FY16, total cases closed 
increased from "521" in June 2016 to ~a1r in June 2017. 

3. Objective: To reach the DoD 5% mandate, DIA must close a net of 116 FOIA/PA 
and 18 appeal cases plus the total number of new requests received during this fiscal 
year. For consultations, DIA is on track to meeVexceed the DoD mandate which is 
currently at 23%. 

4. Assumptions: Current manning, both government and contractor will not decrease. 
Based on previous years, DIA has experienced sudden spikes in FOIA requests and 
litigation actions based on current events. It is unlikely that the DoD 5% reduction 
mandate can be achieved in the next three months. A more realistic objective is to meet 
the mandate starting in FYI 8 from a fresh baseline. 

6. Plan of Action; 

a. Improve Subject Matter Expert (SME) Responsiveness to FOIA Taskers. The 
FOIA office will expand its outreach to principle DIA offices to identify impediments to 
SME reviews of FOIA taskers and determine methods to expedite SME reviews. 

l 



Implemented an upgraded version of FOIAXpress that will allow the FOIA office to 
better track FOIA tasker suspense dates and keep DIA directorates informed of overdue 
suspense. Expanded FOIA training will be provided to DIA SMEs, including access to 
the Department of Justice FOIA training course. · 

b. Internal FOIA Review Process. The FOIA office will prioritize review of cases 
awaiting signature to increase the case closure rate. 

c. IT Support. The FOIA office will request accelerated lab testing and approval 
process for future upgrades of FOIAXpress. DIA has implemented the automated data 
review of email content and should experience a decrease of relevancy check 
processing time and providing FOIA analysts more time for case production. 

d. Manpower. Facility Services Division will move two Army administrative billets to 
FOIA to increase administrative support. 

2 
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~-.'lf.<lll~ 
~\•·t.,•,i' 
t:· r;;,XJ· -~' 
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FYZO 

FOIA& PA 

CONF/P 

totals 

[ APPEALS 

FY19 

FOIA & PA 
CONF/P 

totals 

I APPEALS 

FOIA CURRENT STATUS - FY20 ANNUAL REPORT RESULTS 

STARTING #NEW CASES # CLOSED CASES 

BACKLOG to date to date 

1427 209 134 

370 91 79 

1796 300 213 

41 2 5 

STARTING #NEW CASES # CLOSED CASES 
BACKLOG to date to date 

1283 484 340 

286 227 144 

1569 711 484 

47 17 23 

CURRENT 
BACKLOG 

1502 

382 

1884 

38 

CURRENT 
BACKLOG 

1427 

369 

1796 

41 

AVG.#DAVS 
PROCESSING 

SIMPLE 

7 

AVG.#DAYS 
PROCESSING 

SIMPLE 

9 

AVG.#DAYS 
PROCESSING 

COMPLEK FYZO 

539 

AVG.#DAYS 

PROCESSING 
COMPLEX FY19 

729 

#of10 
OLDEST 
CLOSED 

FOIA 1 

PA 1 

CONF/P 4 

APPEALS 0 

#of10 
OLDEST 
CLOSED 

FOIA 5 

PA 5 

CONF/P 5 

APPEALS 7 



(b)(3) 10 
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(b)(3) 10 
U.S.C. 424 

Fr-orr.; Tumiski Steven w DIA FAC2A USA GOV 
SenL: Tuesday, OcLober 1, 2019 12:21 PM 
To: I I i\L 

,;,i~ I.: ; iurr.isr.1 -~even A --1, rL--. __ ,. --
Subj-ect: FY19 FOIA cases res"Jlts and back:..og . , . FY20 cha:..le:-ige! 

:mpo:-:·tance: Hig.1. 

Classification: UNCLASS:FI~D 
=-=====--=---------------======-----------------------

Hello, FAC2C Tea~, 

This ema.'..l applies rrost:..y to off::..cers worki:.g FO:A/?A Infonr.ation 
Services, b·.it is good inforrr.ation fo::: 
All. 

For team merr.bers not in FOII\, if yo·..i track your product::.on, whether 
for :c:equ.'..red :::eportinq or :iot, and 
want to share your: success, let ne know, a.:1d 1 1 :..:.. distro it to All, 
Loo :) 
For e:rnmple, the II~ & o::.sse:ninatio.:1 Services Team :las consistently 
repo:."ted ahead-of-tacget 
timeliness fo::.- custo:ner-s8rvice & reports av;:iilability for all of 
F:Cl9! 
Decldssl[lcaLlon Services? ~ecoxds ~anageme:,,L? Tell us your sloxy! 

Tha:iks to 1 .___ fO:." her ve·::y dedicated efforts i:i tracki:ig and 
repo!:ting 0.1:= case st;:it.:.stic.s! 

:'rn an optirr.ist; I see overall good ::::-esu:"..t.s in these nunbers, so 
tha:1ks to ALL who wocked yo·.1c 
respective indiv.:.ctual & tearr. efforts to produce t.he.se results! 
Can we get better a:id reduce th:.s backlog? Sure thi:i.g; we will 
conLlnue Lo :nake prog~ess a:,,d lnprove 
.:.n FY20 :) 

Here's my take on t~ese stats: 
In a year of .:.mmense & dis::.-uptive change, we still managed to 
close more Lhan sot oI LoLal newly 

received cases (484 of 711). 
Fo:= FOIA/PA, we closed 7Ci of total newly received case.-; (310 of 
484) • 

E'o.!c FOIA/PA Cons:.ills, we closed 63% of lolal ne,,dy rece.ived cases 
(144 of 227). 
Fo·::- Appeals, we closed 135% of total newly received cases (23 of 
1 7) . 

Bl; We have whaL iL lakes Lo succeed in xed:.1clng o·Jr backlog! 

(b )(6);(b )(3) 
~9 .u.s.c. 



With process :_mprovenents, s:_nple!:/faster ways of cto:_ng things, 
l:icreased Lra.:.ni:ig & profess.:.onal 

development investment, nore case officers, l\.LL' s v1lling together 
as a 1'ean & help.:'.ng each ot:--iec to 
solve case roactb,:.ocks, • ore off_'_cers ;:i_b:_e to do QC/peer reviews, 
etc. we will .:nove cl user to ach.:'.evi:ig 
1001 par.:.Ly across Lhe board Lor closures vs. ne1,·ly !."eceived cases .. 
and then we wil: exceed product.:'_on 
and ceduce the overall backlog. 

For FY20, let's get to c:.osinq at least 10C1 of # of c.:tses :i.ewly 
received + aL leasL 2'i- backlog red:.iclion 
(that's just 36 extra cases on top of the 100% of coses newly 
received)' l'JE CAN DO IT' e) 

FY19 FOIA/P~/Consults 

Starting 
Re:::eived 
Ame:ided 
Closed= 

Backlog= 1,567 
= 711 
Case Idpacl ~ +2 

484 
Overall Ending Backlog= 1,796 

FY19 FOIA/PA on:y 
Starting Backlog= 1,282 
Received= 484 
Ame~ded Cas8 Impa~t = +1 
Closed= 34C 
Endlng Backlog= 1,427 
src 3acklog :::teductio:i = -11. 3 % 

FY19 FOIA/PA Cansultco on,:.y 
SLarLlng Backlog= 285 
Received= 227 
Ame~ded Case Impect = +1 
Closed = 1-1'1 
Ending Backlog= 369 
5"t 3acklog ~educlio:i = -29.St 

FY19 Appeals 
Starting Backlog 17 
Ret:eived = 17 
Closed = 23 
Ending Backlog= 41 
lO"o Back'..og Reduction = 13% 

Tha~ks for all you ALL do! 

Kind ~egards and V/~, 
Steve 

Steven V'l. T'J.:nisk.:. 
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I U ! Thi.1 11:pon ,·onwi11,1· i11fo1111111frm 1/im 1f,t,1 <~/fla tf !ht:' lnv•n·1tir Geiwml 1f 1/u., fo11:lfi.~1:nff Commw111.v Im., dt:ilermilu!tl 
i., nm/i<f,,111ia/, .tenxiliw. or J!l"fl/t't"letl /,_,.. Fede1 of LJ11,,, indm!in.~ pmll:'l lfrm Jhm1 pu/Jli,· di,l !o,u,.,, w1dt'r 11!., Frt'etlom o{ 

b1frn111mi1111 At'l 1FO!Ai. 5 U.S.C. .Ii- 552. Nn'//J/1'/11.\' 11/rff 11<1/ J,1n!,,,,- ,li.t~e111i11a1e 1/iix 111(11111wlim1 wit/um/ thf:' l:'.1/>n!.l'.I 

pnminwn 1if' thf:' qflice lf thl' ln.,pe('/m· Grnf:'nil <f 1/Je f111elfi.w,11n' Cmw111111it1- /11'1.1'//fll/d Acu,rdi11.~/_1,. lht' 11.1·e, 

,hs.1·nmnmhm. dHtri!JflJion. or repn:1"11e1io11 o{ tliis il1/tm11mio11 10 or /,y 1111w11hmi-:.l'1I or 1111111!1!1/dt'd rt'dpinm· ma_r ht' 
1111!nw/id P.-r.1n11.~ di1do1·/11;~ 1/1/~ i1({im11a(i1m 11111,/idy or lo r,J/wrs uof h1wi11g till oflicia! 11n•d lo !..now fin• .\'ill~ie('/ ro 
/Jr/1'.l'i/ite ad111i11fr/lwfre. cidl. 1111///or ai111i11ol 11enoflie.1. Thi:; rep/111 sh,mh! l;e .1·a/('_l.!m11·dr:,/ tr1 pre1•e11/ i111pn111er di.1dornrt' 
111 a!l 1i111ex. Ar11lmri~t,,f recipie111.1 who re(eil'I:' req11e.11.1· lo re/,:,uw 1/ii.1· rermr/ 1-!11111ld n'.ft'r 1he re1p1e\/11r lo 1/ie Of.N('e 1!f'//i,:, 

h1.111e('10r Ge11eml 11{ 1/w hl1el/ige1wl:' Cm111111111i1y. 
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{U) EXECUTIVE SUMMARY 

(U) The Freedom of Information Act (FOIA) is the primary means for the public to access federal 
executive branch records. 1 The Inspector General of the Intelligence Community (IC IG) Inspections & 
Evaluations Division (l&E) reviewed FOIA programs of the Central Intelligence Agency (CIA), Defense 
Intelligence Agency (DIA), National Geospatial-Intelligence Agency (NGA), National Reconnaissance 
Office (NRO), National Security Agency (NSA), and Office of the Director of National Intelligence 
(ODNI). We also reviewed ODNI's role as an IC-wide integrator. We initiuted this assessment after 
determining that ODNI Information Management Division raised IC FOIA program concerns to the 
Executive Committee, its senior governance forum. 

(U) I&E examined the effectiveness of the six IC elements' efforts to manage FOIA requests, with a 
focus 011 how programs prioritize, coordinate, and process requests to meet statutory requirements, 
including response time1iness and communications with requesters. We found that while CIA, DIA, and 
NSA receive more FOIA requests than ODNI, NGA, and NRO, all face similar challenges. Many 
common issues affecting these programs are outside the IC's conlrol, such as in'--reased volume and 
complexity of incoming requests, as well as demands from FOlA litigation. Internally, the IC's approach 
is inefficient. The programs are not supported by adequate technology, and there is a lack of structured 
processes for coordination of requests across agencies. 

(U) We found that ODNI could do more to lead the col1ective IC FOIA enterprise. The statute gives 
responsibility to heads of departments and agencies to manage their own FOIA programs, so OD Ni's IC
wide authority is limited. However, to date ODNI has not fully exercised its significant integration role, 
despite shared challenges. In particular, ODNI has not resolved persistent issues related to coordination 
of FOIA requests across IC elements. In addition, ODNI could impmve planning of IC transparency 
initiated declassification reviews that have implications on FOIA programs across IC elements. In 
addition, ODNI has a responsibility to interact more with the key external governance organi:tations that 
publish guidance and make recommendations to Congress to increase their understanding of IC FOIA 
challenges. 

(U) We also examined the conditions that contribute to inconsistenl FOIA release determinations and the 
mechanisms to prevent inconsistent releases. We determined the IC has mechanisms in place to reduce 
the chance of inconsistent release decisi<lns. Implementation of the recommendations in this report 
should mitigate the likelihood of inconsistent release decisions. 

1 (Ul 5 U.S.C. ~ 552. ns amended. 
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{U) INTRODUCTION 

(U) The Inspector General of the Intelligence Community (IC IG) reviewed Freedom of Information Act 
programs of the following six Intelligence Community (IC) elements: Central Intelligence Agency (CIA); 
Defense Intelligence Agency (DIA); National Gcospatia1-Intclligcncc Agency (NGA); National 
Reconnaissance Office (NRO); National Security Agency (NSA); and the Office of the Director nf 
National Intelligence (ODNI), collectively. the IC elements. We also reviewed ODNI's role as an IC
wide integrator. In this report, references to "IC fOIA programs" relate only to the six elements within 
the scope of this assessment. 

(U} The Freedom of Information Act (hereafter "'FOIA" or "the Act") is the primary means for the public 
to access federal executive branch records.'.! The Act allows any person, broadly defined to include 
attorneys filing on behalf of an individual, corporation, or organization, to file a request for records. Any 
member of the public may request access to information held by federal agencies without showing a need 
or reason for seeking the infonnation.3 Agencies within the Executive Branch of the federal government, 
independent regulatory agencies, and some components within the Executive Office of the President are 
subject to the Act. ft is one of the most imp01tant means for citizens to obtain information about 
government activities. 

(U) The objectives of this assessment were to: 

• (U) Assess the effectiveness of each IC element's efforts to manage FOIA requests; 

• (U) Describe the conditions that contribute to inconsistent FOIA release decisions and identify IC 
elements· mechanisms to help prevent or lessen the likelihood of inconsistent releases; and 

• (U) Describe the conditions that contribute to inconsistent FOIA release decisions across the IC 
and identify IC-wide mechanisms to help ensure or strengthen consislent release decisions.4 

(U) Our assessment covered Fiscal Y cars (FY) 2016 and 2017. The assessment did not address IC 
elements' application of particular FOIJ\. exemptions in specific cases. Instead, we examined FOIA 
processes aimed at providing timely responses to requests. We also reviewed IC element mechanisms to 
ensure that release determinations for the same information are consistent. We identified mechanisms for 
ensuring consistent responses to FOIA requests within each IC element and across IC elements. We did 
not examine processes relaled to Privacy Act (PA) requests. We did not interview members of the public 
who are FOIA requesters, primarily due to concerns about interfering with FOIA cases that are in the 
process of ongoing litigation. However. we did review publicly available information related to our 
objectives, some of which was from the websites of FOIA requesters. 

! (U) 5 U.S.C. ~ 552, as ameuded, 
1 (U) Requesters seeking a preferential FOIA fee category or expedited prncessing are a-.ked to ~how a need or reason for 
seeking the records, 

~ (U) IC IG initially announced that objective 2 would focus on the effectiveness of each IC element's mechanisms to preven! 
inconsistent FOIA release determinmions and objective 3 would assess the effectiveness of IC-wide mechanisms to ensure 
consistent FOJA releoi-e determinations across the IC. We revised objectives 2 and 3 when we learned through our field work 
that JC elements do not have the capability 10 identify all prevmus otficial releases that have occurred aero~~ the IC and that JC 
elements do not have their own measures of effectivenesi- related to consistent release determinations. 
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(U) METHODOLOGY 

(U) To conduct this assessment, the IC IG interviewed officials from each of the six. IC elements, 
including Chief FOIA Of"ficers, FOIA Public Liaisons, FOIA professionals, transparency officers, and 
representatives from Offices of General Counsel. We also interviewed Department of Justice (DOJ) 
Office of Information Policy (OIP) and the National Archives and Records Administration (NARA) 
Office of Government Information Services (OGIS) officials. In addition, we spoke with Department of 
State (DOS) and Department of Homeland Security (DHS) FOIA officials. We reviewed IC element 
Office of Inspector General (OIG) reports on FOIA programs and discussed the status of 
recommendations with O!Gs. We also reviewed each IC element's FOIA program annual reports and 
Chief FOIA Officer's report to OIP. We obtained a demonstration of the tools used to process FOIA 
requests. 

(U) We asked IC element FOIA professionals to provide examples of what they considered inconsistent 
release determinations provided to FOlA requesters. Spet:ifically, we requested examples of all 
documenls programs had knowledge of that reflected an inconsistent FOIA release dete1mination for the 
same information (e.g., information was withheld, same information was released), If programs were 
unable to locate the documents, but were aware of these instances, we asked that they provide a brief 
description. We also conducted open source research and if we uncovered example:,; of inconsistent 
release decisions, we discussed those examples with FOIA prnfessionals in the IC FOIA programs. 

(U) We conducted this assessment from February to September 2018 in accordance with the Council of 
the Inspectors General on Integrity and Efficiency 2012 Quality Standards for Inspection and Evaluation. 
We provided a draft of this report to each IC element. See Appendix 2 for official comments. 

(U) This report includes 9 findings with JO recommendations. 9 observations, and I commendable. 
Findings identify areas where we recommend action. Each finding has at least one recommendation the 
IC IG will monitor through completion. Observations are provided for situational awnreness. 
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(U} ROLES AND RESPONSIBILITIES 

(U) DEPARTMENT OF JUSTICE, OFFICE OF INFORMATION POLICY 

(U) The OIP has government-wide statutory responsibility to encourage un<l oversee agency compliance 
with FOIA.-~ OIP develops and issues legal and policy guidance on FOIA implementation. All agencies 
arc required to report to the Attorney General each year on their performance in implementing the FO[A 
and DOJ FOIA Guidelines.(' 7 OIP estabfohes reporting requirements and assesses agency progress under 
FOIA. OIP also adjudicates administrative appeals ofFOIA requests made to DOJ and handles the 
defense of cert~in FOIA litigation cases. 8 

(U} NATIONAL ARCHIVES AND RECORDS ADMINISTRATION OFFICE, OFFICE OF GOVERNMENT 

INFORMATION SERVICES 

(U} The OPEN Government Act of2007 created OGIS to review FOIA policies and agency compliance 
as well as to recommend way.s to improve FOJA.9 The Act requires OGIS to mediate disputes between 
FOIA requesters and federal agencies. review policies and procedures of administrative agencies under 
FOIA, review agency compliance with FOIA, and identify procedures and methods for improving 
compliance, including through legislative and regulatory recommendations. In addition, OGIS provides 
administrative and logistical support for the FOIA Advisory Committee (FAC). The FAC advises on 
improvements to the administration of FOIA and makes recommendations to the Archivist of the United 
States. 

(U) CHIEF FOIA OFFICERS COUNCIL 

(U) The FOJA improvement Act o/2016 established the Chief FOIA Officers Council, which is 
composed of all agency Chier FOIA Officers, the Directors or OIP and OGIS, and the Deputy Director 
for Management from the Office of Management and Budget. rn The council is tasked with developing 
recommendations for increasing FOIA compliance and efficiency; disseminating information about 
agency experiences, ideas, best practices, and innovative approaches related to FOIA; identifying, 
developing, and coordinating initiative1> lo increase transparency and FOIA compliance; and promoling 
the development and use of common perfo1mance measures for agency compliance with FOIA. 

,'I (U) Office of Information Policy, Ah our 1'1e ()(lit·(', February 15, 2017. 

r. l.1) 5 U.S.C. ~ 552 (c)(i). 

'I (UJ Office of the AUorney Genernl Memorandum for Heads of Bxecmive Departments and Agencie~. Freedom rd" 
li1for111u1it111 A~·1. March 19, 2009. 

~ (U) Office oflnformation Policy. Or~ani:.arirm. Mi.1":.irm. and 1:wu:tim1.1· Ma11ual, September 9, 20l4. 

9 (U) Open11e.t.~ Pr,mwu•.1• E}JC1cti1>1:nes.1· in Our N<//ion<d Gm·e1wmin/ Acl r?f 2007 (The OPEN Go1>emmc>nl Ac/ q{1007) Puh. 
L. 110-175 (Decemher 3!. 2007). 

1
" (U) Th£' Fret.•dom of lnfomwrion A,·r Jmpmw:m<.-nt A,·r o/2016, Pub. L.1 !4~185 (June 30, 2016), 

ONCLASSIFIED//FOR OFFICIAL USE OHL¥ 
7 



UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) INTELLIGENCE COMMUNITY 

(U) ODNI's Strategy and Engagement, Information and Data, Information Management Division (IMD) 
manages ODNl's FOIA program and has an IC-wide role in FOIA integration. !MD develops, 
implements, and manages programs that provide guidance for the JC's records, classification, 
declassification, public release. and FOIA officers. 11 

(U) Each of the IC clements responds individually to FOIA requests received by their clement. Each 
Non-Department of Defense (DuD) IC element has its own Chief FOIA Officer. DIA, NGA, NRO, and 
NSA are both IC elements and Defense Intelligence Components. 12 As such, these JC elements are 
subject to both IC and DoD FOIA guidance. These elements do not have a Chief FOIA Officer, but 
instead a single DoD Chief FOIA Officer serves them an. 

(U) SIMPLIFIED OVERVIEW OF FOIA PROCESSING 

(U) Requesters submit FOIA requests to agencies via email, mail, website, or electronic portals. When an 
ugency receives a request, FOlA professionals generally log it into the agency's tracking system, assign a 
trncking number, and review the request for complexity. The agency sends aclrnowledgment of receipt to 
the requester. FOIA professionals then route the request to the appropriate record owner or subject matter 
expert {S:tvfE) to conduct a sean:::h for responsive records or conduct a seurch themselves. Next, FOIA 
professionals review the responsive records and determine whether the agency should withhold all or part 
of a record based on the Act's exemptions. 

(U) The Act provides nine cntegories of information that are exempt from disclosure, such as information 
properly classified by Executive Order or personnel and medical files. See Appendix C for a list of the 
nine exemptions. FOIA professionals may consult with or refer records to other agencies when the 
records are the responsibility or contain the equities of another agency. After processing the records, 
applying appropriate FOIA exemptions, and redacting information accordingly, the agency releases the 
documents to the requester, or notifies the requester of the agency's inability to locate the requested 
records, or the agency's decision to withhold the requested records. The requester may then challenge an 
agency's final decision on a request through an adminbtrative appeal or lawsuit. A requester has the right 
to file an administrative appeal and agencies have twenty working days to respond to an administrntive 
appeal. 

!I (U) ODNI Inst.ruction 80.06 The ODNI b1fon11arion Managemenr Progmm. Rev I, Mmch 1, 2017. 
11 (U) DoD Directive 5143.UI. L'nder Secre1ory of Defen~e for Intelligence {USD)(I)), C..1lilnge J Effective April 22, 2015. 
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(U) ASSESSMENT RESULTS 

(U) In FYs 16 ;md 17, FOIA requesters submitted a total of 11,804 requests to the IC elements we 
reviewed. Each individual case may generate one document that is responsive to the request or entire 
repositories of documents that require review, or may necessitate an exhaustive search that yields no 
responsive documents. Total FOIA costs during this time for these IC elements was over S51 million. 
Figure l illustrates the rise in FOIA costs since 2005. In FY17, these IC elements employed 164 FOIA 
professionals to process FOIA cases. IC elements co1lectively acknowledge that FOIA processes have not 
matured to keep pace with the increase in the complexity of requests. Factor,-t that contflbutc to the 
complexity of a FOIA case include the volume of the information requiring review, the e:<tcnt to which 
the information is technical or difficult to comprehend, the number of different offices that may have 
responsive documents, and the need to consult with other agencies. Although complexity of requests has 
grown, the IC clements' proccsi;es have not advanced to meet the demands. Further, ODNI has not taken 
a comprehensive strategic approach to address persistent FOIA challenges shared across the IC. 

(U) Figure 1: The Rising Cosl of FOIA 

. 
a 

':,!2.llOll.tillll g 
::-i!).(JOO.I\IJO 

, 
7 :-.S.000.0ill) 

" :,., St,.tl()(l.(/III} 
~ a 

':i-1.1 J!IO.(JI ill ,, ,. 
:s::i.uno.rn111 

"' ' 
Fi,~lfl"" r - (!11.-/a.u(fhl 

Fi gun~ I: Tin• !U.<.ing Co/it or I-'01.\ 
200.5 l'llntJ):ll"l'd with 2017 

~,.,,.,., ll' I''•""""' """'·" l<•i""'' '" ""' 
< 
~ ,. 
~ :oo." • 211!7 
> 
0 

-, § ,r. 

·-1 ' - , I '· ,.; 

1.-\ I l l. \ :,., S.\ 
• 

.\"IHJ Ul) '\ I 

(U) Finding 1: ODNI has not fully exercised its leadership responsibility to foster integration and 
collaboration to improve IC execution of FOIA. 

(U} In its official mission and vision statements, ODNI identifies that a key component of its mission is 
to unify, meaning ODNI fully leverages the IC's diverse expertise by planning and acting together. 
However, with regard to the FOIA discipline, IC FOIA programs currently operate independently with 
minimal information shming regarding FOIA managemenl. While the sta1u1e gives each individual 
agency responsibility to manage its own program, the ODNI, because of its mission to integrate the IC, 
has a rc:-.ponsibility to address common JC FOIA issues. We assess that ODNJ/IMD is in a unique 
position, and has an opportunity to influence the community in the interest of greater FOIA integrntion 
and collaboration. Throughoul our review, FOIA professionals in all of the IC elements called for ODNI 
to do more to lead FOIA efforts in the IC. Specificnlly, FOIA professionals requested thut ODNI 
establish more avenue.'- for information sharing and provide guidance and a technical solution for 
consultations. Consultations occur when an agency coordinates with another organization that has 
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equities in the records being reviewed. Director, IMO, agreed that ODNI could assume more of a 
leadership role in the IC. 

(U) Finding 1.1: ODNI IMD did not implement the FOIA Improvement plan briefed to the 
EXCOM in 2016. 

(U) In 2015, ODNl's Director, IMO, briefed ODNI's Executive Committee (EXCOM), its senior 
governance forum, that there was a burdensome and inefficient process for coordinating and responding 
within the IC to FOIA requests. The IC EXCOM then charged ODNI's JMD with leading a working 
group to develop an IC FOIA Improvement Plan. The working group, composed of FOIA and 
transparency professionals across the re, explored challenges faced by IC clements. The resulting plan, 
briefed to the EXCOM in October 2016, featured recommendations to improve IC execution of FOIA as 
an enterprise. In the briefing, then-Director. IMD, said that if approved, IMD would begin to implement 
the recommendations and provide an annual update. 

(U) The recommendations focused on four themes: rules uf the road; connectivity and the use of 
technology; training/personnel; and templates. 

• (U) Rules of the road highlighted that the IC FOIA community must find the balance between 
openness and protecting what really matter:-.. 

• (U) For technology, the working group agreed to continue 10 explore development of 
collaborative space, with each agency participating to help define rule sets. Agencies should 
update the co11aborative space with points of contact and post their FOJA logs. The IC should 
have the capability to analyze the FOIA logs on the site to find similar requests. Agencies with an 
IC element should ensure that their FOIA oflice has access to at least one Joint Worldwide 
Intelligence Communications Systems (JWICS) terminal and secure communication system. 1~ 

• (U) For training, ODNI IMD agreed to create a training section on the site and make existing 
training available. as well as expand one of the IC FOIA Days into a substantive training 
scssion. 14 

• (U) Regarding lemplates for consislency, the group agreed the lC should implement a standard 
policy to address the minimum requirements for the referral or coordination or requests. The 
group also agreed to continue to develop templates. 

(U) Although the IC elements agreed with the plan, ODNI disbanded the working group and did not 
implement the plan. IMD officials at the time of the briefing indicated the EXCOM agreed in principle 
with the recommendations; the EXCOM may not have given specific direction to move forward, but 
expected IMO to continue to work with the IC on the issues. The current Directm IMD attributes the 
delay in pursuing improvements to uncertainty about EXCOM approval, cnnflicting priorities. and high 
personnel turnover within her organization. Without implementation of the plan, FOIA within the IC will 
remain disjointed and unable to make essential progress. 

n (U) JWICS ii, anet\\o'Ork: connecting JC memhel'l-l. 

1
~ (Li) ODNI periodically hosts an IC FOIA Officers' Information Day with sessions for IC FOIA professionals that inclu<le 

inside and om~ide speakers. 
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(U) Recommendation 1: For ODNI Director, IMD- Update, obtain EXCOM approval, and begin 
implementation of the recommendations of the 2016 FOTA Improvement Plan. 

(U) ODNI concurred with Recommendation 1. 

(U/IFOUO) Finding 1.2: The JC is not making use of all available technology to support FOIA 
programs, and there is no consolidated IC-wide approach to technology application, 

(U) In 2009, the President issued a FOIA memorandum that states, "All agencies should use modern 
technology to inform citizens about what is known and done by their Government.'' 15 OIP consistently 
requires agencies to include descriptions of the steps taken to greater utilize technology in their Chief 
FOIA Officer reports. 

(U) The aforementioned 2016 FOIA Improvement Plan featured multiple connectivity and technology
related solutions. including use of lnlelShare, Inte!Docs and IC ITE Apps Mall-hosted tools to facilitate 
the retimal and consultation process, develop a collaboration space, and provide all agencies with an IC 
element the JWICS connectivity and secure communications needed to enable effective FOIA referrals 
and consult.itions. 

(U//FOUO) The DNI/USDl's Consolidated Intelligence Guidance (CIC): Fiscal Years 202()....2024 is "the 
first step <1f a multi-year transformational effort to re-set and strengthen intelligence capabilities." The 
CIG is meant to "reinforce intelligence integration and unity of etfort, ensuring the IC operates as an 
etftcient and effectives enterprise," 16 Two of the CIG strategies have particular impact for leveraging 
technology on behalf of IC FOIA processes and procedures, "Augmenting Intclligcncc Using Machines" 
and "Modernization of Data Management and Infrai;;tructure." Both priorities set strategil: outcomes and 
prescribe programmatic aciions relevant to developing and sustaining enterprise~level improvements 10 

IC FOIA activities. 

(U) IC elements identified several common areas for applying technological solutions to their 
organizations' FOlA processes. Most describe challenges from a lack of or an ad-hoc combination of 
systems and sonware applications that do not meet full requirements for effective FOIA functioning, 
including: enterpri,~e search, de-duplication, document review, redaction, interna1 coordination, and inter
agency referrul/consultation. Figure 2 shows the key area~ where IC elements are pursuing new 
technology or updating technology to enhance FOIA programs. 

1~ (U) \Vhi:c House Mcnmrnndum for the Heads of Executive Department!. and agcncic~. Freedom of lnfornwtimt A.ct, Jimuary 
21, 2009. 

"' (U) The DNL'USDI's Consolidated Intelligence Guidance {CJG): Fiscal Years 2020-2024. 
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(U} Figure 2: Technology to Support FOIA Programs 
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(U) Challenges t<l more stmtegic application of technology are rooted in a range of circumstances. ln 
some IC elements, the key FOIA-related business lines of records management, infonnation systems 
technology, and disclosure/release reside in different offices, with little sustained focus 011 integrating 
their activities to enhance FOIA processing. At DIA and NGA, in particular, the end-of-year unfunded 
requirement process is the single source of funding for system improvements/upgrndes to their FOIA 
programs. 

(U) Within the IC elements, we characterize the execution of FOIA responsibilities as an industrial age 
process applied to a digital age challenge. The most profound outcome of this mismatch is inefficiency 
that affects ability to meet statutory deadlines. Challenges include duplication of effort as requests move 
between offices for review; mulliple 1ransforma1ions of documents from soft-to-hard copy and back to 
soft; or re-entering redactions of information made on one system into records on another. These 
inefficiencies extend overall processing time and Increase opportunities for human error and 
inconsistencies. Cumbersome data transfer and collaboration methods between IC elements further delay 
critical consultations and referrals. Without a strategic approach, the IC will continue to struggle to 
comply with statutory deadlines and the resulting litigation. 

({J) Recommendation 2: For ODNI Director, IMD - Revise the 2016 FOIA Improvement Plan to 
align the IT recommendation to appropriate IC strategic priorities (e.g., within the CIG; Fiscal 
Years Z0Z0-2024, and other relevant strategic documents). 

(U) ODNI concurred with Recommendation 2. 
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(U) Finding 13: ODNl's Difficult Issues Forum has not met since 2015 and there is no regular 
IC-wide group to address ongoing IC FOIA issues. 

(U) According to the Government Accountability Office, intcragcncy groups arc an effective mechanism 
to facilitate collaboration among agencies to address policy development. program implementation, and 
information sharing challenges. 17 The ODNI FOIA program sponsors an IC FOIA Officer's Information 
Duy that as many as 120 officers attend. This event was previously held twice a year, but was only,held 
once in 2017 and will be held only once in 2018. Until early 2015, the ODNI FOIA program also led the 
Difficult Issues Forum (DIF), a smaller IC-wide working group, as needed, to address common FOIA 
challenges. During our review, FOIA professionals spoke to the forum's value as a venue for FOIA 
programs to collaborate and address IC-specific issues. FOIA professionals agree there are FOIA issues 
unique to the IC that ODNI is better suited to address than OIP. One program said the forum maximized 
exposure to IC-wide challenges and work solutions, activities that had an impact on their ability to 
improve processes. Agenda topics included consultations, using technology, and narrowing the scope of 
requests. The DIF held its last meeting in early 2015. Some of the DIF members continued to meet for 
several months as part of the working group for FOIA improvement. but larger DIF meetings were not 
held. Chief ofODNl's FOIA program has not held the DIF since then because of the demands on 
ODNJ's internal FOIA program. Without a collabonttive fomm, IC FOIA professionals miss the 
opportunity to address common FOIA challenges. 

(U) Recommendation 3: For ODNI Director, IMO - Reestablish the Difficult Issues Fornm or 
another IC body for IC element FOIA programs to collaborate. 

(U) ODNI concurred with Recommendation 3. 

(U) Finding 1.4: ODNI has not engaged with OIP on IC-wide FOIA issues. 

(U) All of the IC FOIA programs interact with OIP, one of Lhe two organizations with Govemment-wide 
FOIA responsibilities, but interaction has not been focused on strategic IC-wide issues. OIP provides 
government-wide FOIA guidance. IC FOIA programs look t<l OIP for FOIA best practices guidance and 
reach out to OIP for clarification on that guidance. IC FOIA professionals also incorporate OIP guidance 
into their programs. In FYs 2016 and 2017, IC FOlA programs submitted 16 inquiries to OIP's FOIA 
counselor service, which is available to answer questions from agencies on FOIA issues. Each of the IC 
FOIA programs. with the exception <Jf NGA, requested assistance through the service. OIP addressed 
topics related to policy or compliance with the Act such a.,; questions on procedural provisions and the 
exemptions, 18 Given OIP's substantial role in the government-wide FOIA enterprise, it is important for 
the IC to ensure OIP understands the IC's unique issues with regard to FOIA implementation. 

17 (U) Government Ai;countttbility Office, Managing}(!r Re,mft.1': Key Cmisiderati011.1'}i,r lmpfeme111/11f? Co/1,ilmmtive 
Mecfwni.1ms. September 27, 2012. 

1~ (U) OIP provided IC IG with these general topic areas. Specific queries to ocr·s Counselor Service are attorney-client 
privileged communications. 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 
13 



UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) OIP has provided training to IC clements and has participated in ODNl's Annual FOIA Information 
Days, but indicates it would welcome more interaction with ODNI. As of July 2018, ODNI/IMD 
leadership had not spoken with OIP on IC-wide issues, but recognized that more interaction could be 
valuable, OIP, as the government-wide FOIA interlocutor, could better assist IC FOIA programs and be 
more informed as it prepares government-wide guidance, if it gains a greater understanding of the IC 
from ODNI engagement. Therefore, ODNI/IMD leadership should initiate discussions with OIP. 

(U) Recommendation 4: For ODNI Director, IMD- Initiate discussions with OIP on IC-wide 
FOIA issues, 

(U) ODNI concurred with Recommendation 4, 

(U) Finding 1.5: ODNI has not had discussions with OGIS on strategic IC-wide FOIA issues, access 
concerns, or challenges with the Act. 

(U) One of ODNI's strategic goals for the IC is to integrate the collective capabilities, data, expertise, and 
insights of prutners, consisient with law and policy. IC element FOIA programs work with OO1S when 
OG[S is mediating disputes with FOIA requesters. OGIS provides mediation as a non-exclusive 
alternative to litigation. Once a requester has gone to court. the requester cannut come to OGIS for 
mediation. Typically, OGIS will explain exemptions and help the requester through the FOIA process. 
OGIS also performs reviews or agency FOIA programs to detem1ine compliance and conducts 
assessments ofFOIA-specific issues. However, IC elements' systems of records 11otice do not allow 
OGIS access to IC FOIA files. For both its mediation and compliance roles, OO1S cannot review FOIA 
records without the individual requester's consent in each case OGIS hus to review. Due to this Jack of 
access, a sponsor introduced a bill in lhe House of Representatives in March 2018 that would allow OGIS 
access to agencies' FOIA records, but it has not advanced to a vote. 19 

(U) Between October 1. 2017 and May 1, 2018, nearly 200 FOIA requesters sought assistance from 
OGIS involving the !.ix IC elements within the scope of this as!.essment. Sixty-six percent of thes.e 
inquilies were general ornbuds cases Jn which OGIS provided general assistance with the FOIA process. 
Thirty-three percent of the inquiries related ltl delays in responding to FOIA requests and denials of 
infonnation under various FOIA exemptions, including "Glomar" responses.20 The number of inquiries 
OGIS received from reques1ers during this time-period per IC FOIA program is as follows: CIA: 121, 
NSA: 42, DIA: 19, ODNI: 8, NRO: 2, NGA: 1. 

(U//FOUO) OGIS officials indicate they have limited visibility into the IC and do not have access to 
internal IC FOIA policies or procedures. OGIS believes it could help educate requesters if it had more 
information from the lC, but acknowledges it has yet to engage with the IC on this issue. ODNJ's IMD 
leadership agrees that more communication with OGIS would better inform the public, but as of July 
2018, they had notreached out to OGIS. 

1~ (U) 11.R. 5253 Office of Go\'emment lufornwtirm Serl'ices Empowermellt Act of 2018. 

1
'
1 (U) A Glomar response is one in which an agency refi.Jses to confirm or deny the existence of responsive records. 
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(U) OGIS is responsible for recommending legislative and regulatory chm1ges to Congress and the 
President to improve the administration of the FOIA. During our review, FO[A professionals highlighted 
the need for statutory change and debated the merits of possible amendments to the FOlA Jaw.21 IC FOIA 
professionals suggested OGIS consider the following when proposing changes to the law: 

• (U) the effectiveness of the fee structure; 

• (U) data that demonstrates the required response times are unattainable; 

• (Li) allowing response times to vary by additional request queues beyond simple and complex: 

• (U) the uniqueness of the IC, given the volume of classified and highly sensitive records; 

• (U) a limit to the number of requests an individual requester may submit in a given time period; 

• (U) restricting record requests to those thal are focused on an agency's mission so that requests 
for cafeteria menus, number of geese on facilities, and similar such requests are not accepted: 

• (U) greater flexibility for the government to argue that some requests are arbilrary and capricious; 
and 

• (U) lhe concern thal commercial requesters who request record~ and sell them for profit are using 
the FOIA system for business purposes and, as a result, the Act may not be serving rhe public as 
intended. 

(U) OG[S will continue to have partial knowledge of IC-unique FOIA issues and limited ability to inform 
and educate requesters on IC FOIA cases and processes until the IC collaborates with them more fully. 
Furthermore, without a full understanding of IC cha11enges with the statute and the potential impact to the 
IC of proposed changes, OGIS may not consider all IC equities when making recommendations to 
Congress. 

(U) Recommendation 5: For ODNI Directorf IMD -Initiate discussions with OGIS regarding 
strategic IC-wide FOIA issues, access concerns, and the IC's perspective on the FOIA statute. 

(U) ODNI concurred with Recommendation 5. 

:?I (U) 5 U,S.C. § 552, a~ amended, 
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(U) Finding 2: IC Element FOIA programs are pursuing initiatives to improve effectiveness but are 
not consistently meeting statutory response deadlines. 

(U) The Act requires that agencies reply to requesters within 20 working days of receipt of a perfected 
request with responsive documents unless there are unusual circumstances as defined by the Act.:n 2:• A 
perfected request reasonably describes the records requested and is made in accordance with published 
mles. In .. unusual circumstances," as defined within the Act, the agency may extend the response time by 
written notice to the requester, setting forth the rea'..:;ons for the extension and a date when the 
determination is expected.'.!4 25 The agency may provide the requester with an opportunity to limit the 
scope of the request or arrange with the agency an alternative timeframe for processing the request. 

(U) Each IC FOIA program is pursuing initiatives to improve its ability to comply with the Act. 
However, all of the programs are not consistently meeting the 20-day response time requirement. Figure 
3 illustrates the percentage of initial cases closed within 1-20 working days in FYl 7. In FY17, each IC 
FOIA program closed less than 60 percent of all initial cases within 20 working days. Only NSA and 
ODNI clnsed more than 50 percent of all initial cases, with NSA reporting 55 percent closure and ODNI 
reporting 59 percent closure. 

(U) A number of factors contribute to the inability of IC FOIA programs to meet the response timeline. 
Factors' include complexity of records requested, resource challenges, persunne1 turnover, the process for 
locating an<l processing records, consultations that involve extensive coordination with other agencies 
that have equfties in the review, competing demands of litigation and other document declassification 
reviews, ::md inadequate information technology (IT). 

(U) Some IC FOIA programs receive requests for large volumes of mes or entire repositories of records. 
In addition, within the IC, certain classified documents require additional scrutiny and levels of review. 
Many IC FOIA programs also receive broad requests for "any and all" document-; related to a topic, such 
as, "all agreements with foreign governments," ur "all communications" to or from a senator over a ten
year period. These kinds of broad requests add Lo the complexity of a request because it is more difficult 
for FOIA professionals to identify the con-ect office to search for potentially responsive material1 and 
because searches for such requests may yield high volumes of plltentially responsive records that must be 
reviewed. 

(U//FOUO) Litigation demands are noteworthy. OGIS and OlP recognize that FOIA litigation cases can 
easily overtake a FOIA program by usurping resources available to address the rest of the workload. In 
both documentation and in interviews during this review, four of the six IC FOIA progmms (CIA, DIA, 
NSA, and ODNI) report that litigation has a profound impacl on their programs. All lour desc1ibe 
litigation actions as disruptive to processing new requests and clearing existing backlogs because 

n (lJ) 5 U.S.C, ~ 552 (a)(6)(A)(i), 

2
·
1 (U) In 1996, pursuant to the Electronic Frn.nlmn of b!fimnarion Act Amendments (4' I 996, Pub L. No I 04-231 (October 2, 

1996). Congres~ amended the Act to, among other thing!>, increase the legal response period from ten working days to the 
current response period of" twenty working day:,. 

2--1 (lJ) .5 U.S.C. ~ 5.52 (a)(6)(B)(i). 

2
~ (U) Unusual circumstances include the need to search for records from facilities separate from the office processing the 

request. the need to search for. collect, and examine a voluminous amount of separate and distinct records, or the need for 
consultation with another agency. 
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programs must redirect resources to address litigation related requirements. FOIA litigations have 
tremendous production deadlines; judges are giving disdosure orders and processing schedules that 
programs must meet. For ex.ample, programs may need to revisit all actions taken on a case and prepare 
declarations to explain how and why the program applied exemptions in a given rcsporn;;c. One official 
described litigation so complex that it took a senior official a week to prepare one declaration. Many 
officials cited the concern that some requesters immediately seek litigation when the 20-day response 
window expires before programs have a chance to complete initial processing. NRO and NGA did not 
identify litigation as a significant impact on their FOIA programs. 

(U) Figure 3: Percent of Initial Cases Closed in l 20 days. {Source: IC elements annual reports to OIP). 
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(U) Observation 2.1: BetweenFYl6 and FY17 all IC Element FOIA programs reduced average 
processing times for simple requests, while changes in processing times for complex cases varied. 

(U) The 1996 amendment to the Act authorized agencies to multi-track requests. Multiple tracks allow an 
agency to process simple and complex requests concurrently on separate tracks to facilitate responding to 
relatively simple requests more quickly. 2fl 

27 We found that IC FOIA programs are following multi-track 
processing, using primarily a first in, first out methodology for each queue. NSA 's system includes six 
queues including one labeled "super easy," addressing requests that produce no records or that require 
minimal specialized review. NRO includes a queue for consultations with other agencies. 2017 GIP 
guidance states that agencies should focus on ensuring that their simple track requests are responded to 
within an average of twenty days.2~ Figure 4 illustrates FY 16 and FY 17 average processing times for 
simple and complex requests. All programs reported a decrease in prncessing times for simple requests 
between FY16 and FY17. For complex. requests, CIA and DIA saw increases in processing times, while 

2" (U) E!et·tronic Freedom (!f ln_fomiarirm Act Amen,lmmr,~ <l 1996, PL !04·231. 

~7 (lJ) A .simple request ls a request that an agency u.sing mu!ti-tn1ck processing places in its fa<,test (non-expedited) track 
b,~~ed on the low volume and/or simplicity of the records requested. A complex request Is one that an agency place,- in 1;1 

slower track ba.sed on the high volume or complexity of the records requested. 
2

H (U) 0IP Guidance for Fun her Improvement Based on 2017 O1ief FOIA Officer Report Review and Assessment (Updated 
June 15. 2017). 
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ODNI and NRO experienced decreased times. NSA's processing time for complex cases remained 
relatively the same over the two years. 

(U) Figure 4: Average Days to Process Simple and Complex Requests (Source IC clements' annual 
reports to OIP). 

FY16/FY17 
5:'i! 

575 

.~11() 

}')I) 

' ;;i: :110 

IIHI 

I> 
II " 

n,.1 :?..16 

l66 
18K 

~I <,., ~I " ;"i() .J.7 

' ' Ill 
25 

' • Cl.'\ DIA ~Ci.\ XHO :\".'i;\ Oflr-·1 

:.JSimph-l'l'lr, :.J(',1111pk~l'YI<, • Simpl,•FYt7 • Cumpk,l'Yl7 

(U} In addition to simple and complex. requests, an agency may process requests on an expedited basis in 
cases in which the requester demonstrates a compelling need and in other cases determined by the 
agency. The Act requires agencies to determine within 10 calendar days whether a request meets the 
standards for expedited processing.21) For FYs 16 and 17, nor all IC FOIA programs reported expedited 
request determinations, but those that did made them in au average of less than 10 days. An agency that 
grants-expedited processing must process the request "as soon as practicable,"30 However, some 
expedited processing requests are taking uver a year to complete. For example, in FY 17, ODNI reported 
an average of 565 days to process expedited requests and NSA reported 937 days. Reasons for delays in 
re::iponding to expedited requests are the same as those cited for delays in processing all other types of 
FOIA requests. 

(U) Observation 2.2: IC Element FOIA programs have focused efforts to close their oldest cases. 

(U) OIP advises that a critical element to improving timeliness is closing the oldest pending requests each 
year, OIP guidance states that agencies should focus on prioritizing their oldest requests to ensure that the 
age of pending requests continues to improve. It also states agencies that do not close their ten oldest 
cases should implement best practices such as actively tracking the status of the oldest rcqucsts.~ 1 

2'
1 (U) 5 U.S.C. § 552 (a)(6)(E)Oi). 

Jo (U) 5 U.S.C. § 552 (a)(6)(E)(iii). 

31 (U) OIP Guidance. Cfa.1·i11K the Ten Oldest Pe11ding Reque:,1.1· mu/ Consultation,1·, August 21. 2014. 
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(U) We found that all <Jf the IC FOIA programs placed priority emphasis on their ten oldest ca..s;es. NSA 
assigns senior reviewers to work the secon<l JeveJ review of these cases. NGA assigns these cases to staff 
during weekly meetings based on caseload. CIA adds emphasis to their ten oldest cases and reviews them 
at a monthly panel. In FY 17, ODNI assigned one FOIA professional to focus on its ten oldest ca-scs. DIA 
refocuses staff on the ten oldest cases annually and meets monthly to discuss top ten case reduction 
efforts. NRO implemented a focused plan to close its ten oldest cases. NRO dosed all of the ten oldest 
cases in FY 16 that had been pending the prior FY. ODNI and DIA closed all of their ten oldest cases in 
FY17 that had been pending in FY16. 

(U} Figure 5 illustrates the three oldest cases for each IC element. Across all six, the oldest cases are 
January 10, 2001, September 23, 2004, and February 16, 2007, respectively. The IC elements collectively 
acknowledge that these cases arc normally the most complex, require more follow up, and involve the 
equities c,f numerous agencies. IC elements shc,uld cC>ntinue to focus on their oldest ea,;es. 

(U) Figure 5: FYI? Three Oldest Requests by Months in Process (Source: IC elements' annual reports to 
OIP). 
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(U) Finding 2.1: All IC FOIA programs report backlogs but not all have current backlog plans. 

(U) FOIA professiona1s consider a request part of the "backlog" when it has been at any agency longer 
than the statutory time-period of twenty working days, or if unusual circumstances arc present, up to 
thirty days. In 2008, the Attorney General required that each agency that had not reduced its backlog over 
the last two years prepare a backlog reduction plan?2 In subsequent guidance, OIP identified a change to 

52 (U) OIP Guidance. Guidance on Prep(1rin8 Be1cklog R<'d11ction Plans. updated Augu~t 22, 2014. 
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that requirement and indicated that only agencies with mnre than 1,000 backlogged requests in a year 
were required to describe their plans to reduce their backlogs?' 

(U//FOUO) Each of the IC clements has backlogs. CIA, NSA, and DIA received the most requests and 
have higher backlogs (over IOOO ca<;es). ODNI, NRO, and NGA received fewer requests and have 
smaller back.logs. IC FOIA programs attribute their inability to reduce backlog to increases in request 
volume and complexity as well as litigation demunds. There was ulso concern umong some FOIA 
professionals that programs worked special declassification review projects without the benefit of 
additional resources and redirected focus away from processing rnutine FOIA requests, ultimately adding 
to backlogs. Figure 6 illustrates processed and pending requests. 

(U) Figure 6: FY16/17 Requests Processed and Pending (Source IC clements' annual reports to OIP}. 
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(U//FOUO) Although all of the IC POIA programs are undertaking efforts to reduce backlogs, four of the 
six IC elements had increases in backlogs between FY16 and FYI 7. Figure 7 illustrates backlogs. In FYs 
16 and 17. CIA, NSA. and DIA had backlogs that exceeded 1000 requests and therefore were required to 
have backlog reduction plans, but only CIA and NSA had a backlog plan. CIA 's plan streamlines levels 
of review for simple tasks and cases and implements improvements to workflows and coordination with 
other otlices and agencies. NSA 's plan outlines personnel increases, process improvement initiatives. and 
plans to create additional queues. NSA also plans to update website information and has identified IT 
requirements that would improve FOIA processing efficiency. NSA reports that significant increases in 
reques.ts following the 2013 unauthorized disclosures had a substantial impact on their program. 

(U//FOUO) DIA •s FOIA Chief meets with staff monthly to monitor progress on backlog ca~es. DIA does 
not have a current backlog reduction plan, however. It is considering updating a legacy plan, bul provided 
no period for the update. DIA advises that one reason for its backlog is that it is still recovering from a 
loss of contractors in 2015. Without a recent comprehensive plan to address backlog, DIA is unlikcJy to 
see sustained progress with backlog reductinn. 

3·
1 (U) OIP Guidance. Guide!ines.fr.ir 2015 Chilj'FOIA Of{i,·er R,.-port.1·, updated December 11, 2014. 
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(U} Figure 7: FY16/17 Backlog Request Data (IC clements' annual reports to OIP). 
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(U) Recommendation 6: For DIA - Complete and begin implementation of a formal backlog 
plan.34 

(U) DIA concurred with Recommendation 6, 

{U) Finding 2.2: Consultations are a significant cause of processing delays and the IC does not have 
an established process or guidance for consultations. 

(U//FOUO) The Act states that programs should conduct consultations with other agencies with all 
practicable speed. When a program locates responsive records, it should determine whether another 
agency has a substantial interest in the records and consult with the other agency. In these consultations, a 
FOIA progrnm responding to a request first fmwards a record to another agency or cumponent within the 
same agency for its review. Once the agency in receipt finishes its review, it responds back to the agency 
that forwarded it, who then responds to the requester. Within the IC, it is common to process requests 
with records involving joint reports or other documents that contain information originating from or of 
interest to several agencies. For example, inteliigence assessments may rely on more than one source of 
intelligence and often include sources originating from multiple agencies and containing multiple 
equities. OIP identifies CIA as one of the three agencies that account for nearly 70 percent of all 
consultations processed government.wide with CIA processing 14 percent or 819 consultations in 
FYl7.·l5 

(U) We found that consultations take extensive time to complete and can cause significant delays in 
overall processing. There arc a number of contributing factors to consultation lags within the IC. Several 
agencies that have IC components. including DHS and DOS, do not have JWICS tenninals in their FOlA 
offices. As a result, there is no easy method to transfer documents from one agency lo another due Lo 
system incompatibility. FOIA professionals often print documents, scan them, and upload to a different 

,1-1 (U) IC IG initiallyaddressed this recommen<lnlion to. ''DIA, ChiefFOIA and Declassification Services Branch." DlA 's 
official concurrence requested this rccmnmcndatinn he addressed tu "DIA," and provided IC !G with a point of contact for 
ai.:Lion rclalt:<l tu this rccommcndalion. 

,io (U) OIP Summary of Annual FOIA Reports for Fiscal Year 2017, un<lnted. 
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system or send via postal mail. For those that use email, file size of the records is an issue and can result 
in programs sending multiple emails to transmit one case. Further, progmms do not always follow up to 
check on the status of consultations and in some instances, the receiving organization is unable to locate 
the case, requiring the process to restart. Program.-, that have success closing consultations report regular 
and persistent follow up. Figure 8 provides FY 17 consultations data. 

(U) Figure 8: FY16/17 Consultations Received/Processed, and Pending (IC elements' annual reports to 
OIP). 
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(U//FOUO) OIP guidance states that when agencies routinely locate the same or similar types of 
documents or infonnation that originated with another agency, or when agencies find that they routinely 
receive for consultation or referral the same type of record or information from another agency, they 
should look for ways to collaborate to see if they can adopt standard processing procedures to reduce the 
number of referrals or consultations that need to be made.J(; We found that a few agreements exist 
between some IC FOIA programs that describe how to handle each other's informalion or provide 
authority to make decisions. These agreements, if implemented properJy, result in efficiencies because 
the program processing the case is empowered to make redactions and does not need to create a refena] 
memorandum to the other organization. IC FOIA progranis' greatest concern with these agreements is 
that the parties will go beyond their agreed upon authority to redact specific information, make a mistake, 
or inadvertently release classified or sensitive information. 

(U) Apru.t from these unilaleral agreemenls, the IC lacks guidance for consultations and there is no 
consistent approach. The aforementioned 2016 FOIA Improvement Plan includes one recommendation 
that called for agencies to include specific language in the memos used during the rcfcnal and 
consultation process. Agencies were to include language that explains how they plan to treat the 
document, and when possible which other agencies are consulted. During our review, we found that the 
IC has not implemented this recommendation or issued any guidance for consultations because ODNI 

JI, (U) OIP Guidance. R1ferrul, Con.vu/ta/ions. um/ Coordi11u1ion: Proced11rc.vfr1r Pmc11.uing Record,r When Another Al{em.:y 
or E111i1y H,,s an fnlenwl in Thew. AuguM !5, 2014. 
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IMO leadership focused on its own FOIA program and not the working group recommendations. FOIA 
professionals agree that IC-wide guidance for consultations would help address areas of common concern 
across the IC and provide visibility into cross-IC cases. Several officials acknowledged that the Act gives 
authority for management of FOJA programs to heads of departments and agencies and as a result, ODNI 
is not likely to issue a formal policy document, such as an Intelligence Community Directive. However, 
the Director, IMD agreed that in its integrator role, ODNI has the authority to prepare guidance specific 
to common IC FOIA issues, The IMD website indicates IMD's ro1e is to provide "light guidance" to 
ensure consistent information management practice~ across the IC. In the absence of guidance, IC 
programs are likely to continue to follow existing burdensome and inconsistent consultation processes. 

(U) Recommendation 7: For ODNI Director, I.MD - In coordination with the CIA Chief FOIA 
Officer; the DNI ChiefFOIA Officer; the DIA ChiefFOIA and Declassification Services Branch; 
NGA Branch Chief, Declassification/FOIA/Privacy Act Branch; NRO Chief Information Review 
and Release Group; NSA Chief FOIA Privacy Act Division; and the DoD Chief FOIA Officer, 
develop IC guidance to address consultations. 

(U) ODNI concurred with Recommendation 7. 

(U) Finding 2.3: Chief FOIA Officers are reviewing programs annually but have not made 
recommendations for improvements to IC FOIA programs to the heads of their agencies. 

(U) The FOIA lmprow'ment Acuf2016 requires that the Chief FOIA Officer of each agency review, not 
less frequently than annually, all aspects of FOIA administration by the agency, including: agency 
regulations, disdosure of records required under paragraphs (a)(2) [proactive disclosure provision] and 
(a)(8) [foreseeable harm standard], assessment of fees and determination of eligibility for Jee waivers, the 
timely processing of requests, and the use of exemptions and dispute resolution services with the 
assistance nf OGIS or the FOIA Public Liai:mn.n The Act als<l requires that the Chief FOIA Officer 
recommend to the head of the agency such adjustments to agency practices. policies. personnel, and 
funding as may be necessary to improve its implementation of the Act.38 

(U//FOUO} IC FOIA pmgrams reported that their Chief FOIA Officers are not performing 
comprehensive reviews of their programs. Each of the IC elements are reviewing their programs annually 
and submitting a Chief FOIA Officer reporl to the Attorney General as required, However, the 
involvement of the Chief FOIA Officers in these reviews is limited. In addition, we could not find 
evidence that the Chief FOIA Officers had made any recommendations to their agency heads for 
improvements to IC FOIA programs in FYs 16 or 17. CIA's Chief FOJA Officer reviews CIJ\.'s annual 
rep011 and provides guidance but does not conduct a formal review of their program and/or processes. 
CIA advises that the Director, Agency Data Office, fulfills those functions on a daily bnsis in his 
management and oversight of all information management programs to include FOIA, and keeps the 
Chief FOIA Officer informed as appropriate. DoD includes DoD IC element data in their annual Chief 
FOIA Officer rep011 to the Attorney General and in their annual report for the Secretary of Defense. The 
most recent DoD Chief FOIA Officer report to the Secretary of Defense, dated January 17, 2018, 
addressed ,among other items, the FOIA processing backlog and spccifica]ly mentioned DIA 's backlog. 
However, the report covered the entire DoD and while it identified area-.; for improvement for the 

.17 (U) 5 U.S.C. § 552 {<1J(RJ(jJ(:\J, as amcnJcd by Public: Law 114-185 June 30, 2016, FOI,1 lmpml'ement Act of 2016. 

-'~ (U) 5 U.S.C. § 552 /a)(S)(J)(2)(CJ. as 1m11;cnded by Public Law 114-185-June 30, 2016, FOJA f111pnm:111e111 Ari 0[20/6. 
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Department, it did not speak to any improvements specific t{l DIA, NGA, NRO, or NSA. In addition, 
while the annual reports and Secretary of Defense reports are available for DoD IC FOIA programs to 
review, there is no formal feedback process to provide the four DoD IC FOlA programs with review 
findings and recommendations for improvement. 

(U//fOUO) Further, DoD IC element FOIA programs do not consider the annual data gathering by the 
DoD Chief FOIA Officer to constitute a review. DIA, NGA, NRO, and NSA FOIA programs all reported 
regular communication with the Directorate for Oversight and Compliance, Office of the Chief 
Management Officer (CMO) of the DoD, Office of the Secretary of Defense, hut each acknowledged that 
CMO had not conducted formal program reviews. The Directorate of Oversight and Compliance a°'sists 
the CMO in the fulfillment of Agency Chief FOIA Officer statutory responsibilities and considers both 
the DoD Annual FOIA report to the Attorney General and the DoD Chief FOIA Officer's report to meet 
statutory requirements of review of the DoD FOIA program. ODNI's Chief FOIA Officer (ODNI's Chief 
Operating Officer) is new to her rule an<l stated that once she has greater familiarity with the ODNI FOIA 
program, she plans to review the programmatic effectiveness of ODNI's program. However, as of June 
2018, the ODNI Chief FOIA Officer had not conducted reviews of the ODNI FOIA program. 

(U//FOUO) Comprehem1ive FOIA program reviews provide Chief FOIA Officers an opportunity to 
identify areas for FOIA program improvemenl and develop recommendations for increasing FOIA 
compliance and efficiencies. Data in the Chief FOIA Officer Ieports covering 2016 and 2017 illustrate 
how the FOIA programs shuggle to keep pace with the growth of FOIA. Chief FOIA Officers, due to 
their senior placement within each organization, are uniquely positioned to have visibility into the 
complexity or the FOIA enterprise. Although Chier FOIA Officers are overseeing their programs' 
progress with meeting statutory requirements throllgh annual reviews and reporting, it was not evident 
that they are advocating for their FOIA prng.rams to their agency head. 

(U) Recommendation 8: For CIA and ODNI Chief FOIA Officers - Actively participate in the 
annual review of your FOIA program and make recommendations, as necessary, for 
improvements to the FOIA program to D/CIA and DNI, respectively. 

(U} CIA and ODNI concuffed with Recommendation 8. 

(U) Recommendation 9: For DIA, NGA Branch Chief, Declassification/FOIA/Prlvacy Act Branch, 
NRO Chief Information Review and Release Group, and NSA Chief FOIA Privacy Act Division -
Contact the DoD Chief FOIA Officer to collaborate on how best to conduct the annual review and 
establish a feedback mechanism to ensure your program receives results of annual reviews. 39 

(U} DIA, NGA, NRO, and NSA concurred with Recommendation 9. 

(U) Finding 3: IC Element FOIA progrdms have various approaches to communicating with 
requesters but could further increase transparency. 

(U) Improving communication and working cooperatively with FOIA requesters are essential parts of 
implementing an efficient and effective FOIA system. The Act outlines procedures for an agency to 

.w (U) IC JG initially addressed this recommendalion to. "DIA, Chief FOi A and Declassification Services Branch." DlA's 
official concurrence requested this recommendation be addressed to .. DIA." and provided IC IG with a point of contact for 
action related ro this recommendation. 
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discuss with requesters ways of tailoring large requests to improve responsiveness, recognizing that 
FOIA works best when agencies and requesters work together. In addition, according to OIP guidance, 
establishing good comm1mication with FOIA requesters is an "essential element to ensuring that each 
agency's FOIA process is working in accordance with the President's and Attorney General's 
dircctivcs."40 Additional OIP guidance states that agency FOIA offices ·•must be ready to assist the public 
in understanding all aspects of the FOJA and how it works at their agency" and "'should be able to assist 
members of the public" by: 

• (U) identifying sources of information that are already posted and available, thereby potentially 
obviating the need to make a FOIA request in the first instance; 

• (U) informing potential requesters about the types of records maintained by the agency (or agency 
component) and providing suggestions for formulating requests; and 

• (U) describing the agency's various processing tracks and providing the average processing 
times.41 

(U) Proactively communicating with requesters may help avoid lawsuits. According to an OGIS official, 
personal contact is important and may prevent litigation. One IC official provided an example where 
engagement with the requester prevented a litigation action. We determined that all or the IC FOIA 
programs are communicating with requesters, but could make greater use of their websites to further 
share information. 

(U) Observation 3.1: IC FOIA programs are proactiveJy engaging with requesters by telephone, 
email, or letter. 

(U) During our review. we found that all of the IC FOIA programs are communicating with FOlA 
requesters by telephone, email, or letter to acknowledge FOIA requests, clarify, and properly scope 
requests, thereby increasing the quality of the documents disseminated to requesters, and to relay 
anticipated respom.e times. Of the IC elements reviewed, NRO appeared to have the most proactive 
relationship with its requesters. NRO's FOIA program reported thatit acknowledges requester inquiries 
within 24 business hours, and provides the requester with a case number (if applicable) and hotline 
number. IC elements reported that engaging regularly with requesters has improved their FOIA request 
processing timelines. NGA's FOIA program provided an example of such engagement citing a case in 
which a requester initially asked for all records NGA possessed on Syria for the entirety of 2017. 
However. through negotiation with the requester, the FOIA staff was able t(l narrow the scope to months, 
thus facilitating a faster response. 

(U) In one CIA example, in FY 2017, FOIA professionals had several discussions with an academic who 
requested all records on a specific political party in a specific country for a 16-ycar period, After FOIA 
professionals discussed his specific interest, the requester agreed to revise his request to documents about 
official conuption within the country's government, and documents about seven companies that ,vere 
involved in those activities during the 16-year period. Through these negotiations, CIA was able to tailor 

•
111 (UJ OIP Guidance, The !mponcmce (?{G(,od Cnmmunicmion with FOIA RequeMe1:~, August 21, 2014. 

~
1 (U) OIP Guidance, Tiu: lmpurlrmn: (!{ Qualily Reque,1·/er Sen·kes: Roles and Re.1pmuihililie.1· rif'FOIA Reqtres/erSen-·ice 

Cm1e1:1· and FOJA Publk Lioi.l"(ms, June 12. 2018. 
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the request to what the academic was actually interested in and identify specific search parameters to 
locate the appropriate responsive material. 

(U) Slmilarly, ODNI's Civil Liberties, Privacy & Transparency (CLPT) office reported that they spoke 
with a FOIA requester who initially requested "all document-;" related to a particular topic, or "a 
conversation." By engaging in discussions with the requester, CLPT was able to provide the requester 
what he needed without FOIA processing. A reduced, well-defined scope can result in faster response 
times, but FOIA requesters arc not always willing to adjust the scope of requests. IC clements should 
cuntinue to engage with requesters. 

(U) Observation 3.2: IC Element FOIA programs are not routinely providing information to the 
public about the types of records they maintain on their website in part due to national security 
restrictions. 

(U) Many requesters lack knowledge of the types of records the IC maintains. According to the OGIS, 
both IC FOJA programs and requesters cou1d benefit if IC elements educate requesters on their missions. 
FOIA Advisury Committee (FAC) discussions note that if requesters knew the types of records agencies 
had, they could make more infonned requestst rather than "any and all" requests, but many times they do 
not know what they should be asking for, because they do not know what records exist and how they are 
maintained. Education of requesters plays an important rnle in reducing inadequate searches, and more 
infonned requests allow the agencies to conduct adequate searches. The 2016 2018 PAC. in its Final 
Report, for example. recommended that agencies disclose all unclassified reports agencies provided to 
Congress, with any necessary plivacy redactions and all unclassified testimony submitted to Congress, 
making reports that are already the subject of many requests proactively available.42 In additinn, the FAC 
recommended posting an agency's organization chart and a directory listing contact infonnation for all 
offices to ensure that the public can identify and contact federal offices for assistance, 

(U//rolJO) IC elements face challenges that other US government agencies may not in determining what 
information to post on their public websites due to the classified and sensitive nature of the intelligence 
mission. Classification guides lypically do not specifically stipulate what aspects of an IC element's 
mission may be shared with the public. IC elements are permitted by statute to withhold from the public 
information such as intelligence sources and methods, and information pertaining to agency employees, 
specifically: the organi:tation, functions, names, official titles, salaries, or numbers of personnel 
employed. Therefore, if IC FOIA programs dedde to share more on their websites, they must consider 
national security limitations. 

(U) Observation 3.3: NGA has posted few frequently requested documents to its public website. 

(U) The FO!A Improvement Act of20/6 requires agencies make available for public inspection in an 
electronic fonnat, records that have been requested three or more times. OIP guidance states that FOIA 
websites ''should include a link to the FOlA Library (formerly called electronic reading rooms)" and that 
an agency's FOIA website and Reading Room can be a vltal resource for users to find infonnation that is 

42 (U) Rcporl lo the Archfrist of the Uniu.1d States, Freedom of Information Act Federal Adi•iso1:1· Committee. Final Report and 
Rccommendaricm,1· 2016·2018 Committee Term, April 17, 2018. 
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already puhlidy availahle.4~ OIP's 2017 guidance on proactive disclosures provides additional 
information and guidance on the content ofFOIA Llbrariex.44 In its 2017 DoD ChiefFOIA Officer 
Report, NGA reported experiencing technical issues with the FOIA Library and that its system 
administration team was coordinating with technical support to improve functionalities. Several officials 
noted that NGA complies with the requirement to post records that have been requested three or more 
times. but that NGA does not often receive requests for the same doc:ument. All of the IC electronic 
FOIA Libraries we reviewed contained several released records, with the exception of NGA. A spot
check of NGA 's FOIA wcbpagc {https://www.nga.mil/ About/Pagcs/FOIA.aspx) in July 2018 revealed 
that NGA has a FOIA Library, but the Library contains only one FOIA document and three annual 
reports. NGA reported in August 2018 that it is planning to post more documents. 

(U) Observation 3.4: The IC FOIA programs are proactively disclosing information to the public, 
but implementation challenges exist to routine posting of FOIA released documents to websites. 

(U) The IC Principles of Transparency Implementation Plan states that the IC should follow the practice 
of publishing FOIA released information on its public web.~ites.45 Further, 20 l 7 OIP guidance states that 
agencies should. as a matter of discretion, be routinely posting material that is of interest to the public.4(, 

IC FOIA professionals and transparency officials recognize the importance or proactive releases to 
inform the public. Members of the public post FOIA released documents on their biogs and websites and 
provide narratives about intelligence activities that often lack context and reflect an Incomplete or 
erroneous understanding of the IC. Ahhough not required by law, when the IC proadively releases 
documents on their IC websites, it is an opportunity for the government to provide context to info1n1ation 
and share the official story with the public. IC FOIA programs continue to pursue proactive disclosures 
but have identified several factors that limit full implementation including litigation wnrkload, a lack of 
funding, personnel shortfalls, technical issues, and dependencies on other components responsible for 
management of the website. IC FOIA progfams should continue to work to post items of interest to the 
public. 

(U) Observation 3.5: Some IC FOIA programs have implemented the Release to One, Release to 
All draft policy. 

(U) In July 2015, OIP Jaum::hed a pilot program with the participation of .seven volunteer agencies that 
sought to assess lhe viability of a FOIA policy that would entail the routine online posting of records 
processed for release under FOIA.47 The draft policy. ''Release to One, Release to All.'' would result in 
access by all citizens to information released under FOIA, not just those making a request.48 The pilot 

..,, (U) OIP Guidance. Agency FO/A W(ib.1iu,.1 2.0, November 30, 2017. 

44 (U) OIP Guidance, Proacti1•t• Disclosure ofNon•Exempt A~ency lnjbrnwtion: Maki11g lnfornwtim1 Ami/able Without the 
Need lo File a FOJA Reque,l'f, January 17. 2017. 

-l-,; (U) Tiu! lmp/emenlmirm Plan for the Pri11c1jJ/e.1 o/lnle!ligence Tra11.~p(lr,.mcy, Octoher 27, 2015 . 

.Jh (U) OIP Guidance. Proactive Dfrclosure 4Non•Exempt Axency lnfornwtio11: Maki11x I,rfi,rmmimr Arnilabfe Withrmt the 
Net'd to File a FOJA R£•qut•.1·t, January I l, 2017. 

-l-
7 (U) 01 P Proactive Disclosure Pilot Assessment, June 2016 . 

.j1I (U) 24 <.:.F.R. Parl 50, Request for Public Comment on Draft "'Release to One. Release to All"" Presumption. December 9. 
2016. 
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identified metrics regarding the time and resources associated with implementing this pc,licy. ODNI 
participated in the pilot and has continued to post llll documents released under their FOIA program. 

(U) During our review, IC FOIA programs reported a correlation between release of FOIA records to the 
public at large via website posting, and the subsequent influx of FOIA requests related to the same topic. 
However, the OIP pilot drew no conclusion as to whether the routine posting of FOIA processed records 
would result in an increase in requests, OIP has solicited input from and engaged with the public and 
other stakeholders on the draft policy, and is currently evaluating how to move forward in consultation 
with the Chief FOIA Officer Council. OlP acknowledges the resource implicati()ns of any new 
requirement to post additional records online. 

(U) We found that several IC FOIA programs arc releasing to the larger public records that they have 
released through FOIA processing. Figure 9 provides the status of IC FOIA program's implementation of 
proactive disclosure of records released under FOIA. 

(U) Figure 9: Implementation of proactive disclosure of records released under FOIA. 

TC Element Status ncscri tfon.ofhri lcmcntatioil 
---·-·--·----

CIA •, 

DIA 

NGA 

Full 

Partial 

Full 

Partial 

Full 

During our review, CIA indicates they intend to post records with 
priority given to frequently requested records. 
Posts all releases on a monthly basis. Working with Public Affairs to 
market information placed on FOIA website. 
Considering whether to incorporate this practice into policy. Will re
evaluate when their website has been reconstructed. 
Posts all releases on a quarterly basis, but in FY 17 noted they had a 
break in posting records when funding was not available. 
Reports proactive releases during 2017 but notes NSA 's website was 
recently reorganized and they are working to establish an office 
presence on the website. 
Since August 2015 has posted all FOIA responses. During this 
review, indicated they post all releases within two weeks, but have 
not had many records to post lately because not many initial FOIA 
cases have been completed due to focus on litigation. 

(U) Observation 3.6: IC FOIA programs could more effectively use their websites to educate the 
public by providing a description of their various FOIA processing tracks and average response 
times. 

(U) Processing time varies depending on whether the FOIA request is a simple request, a complex 
request, or a request requiring expedited processing. Processing times also vary depending on the FOIA 
program officers' workload and other factors. While DIA provides requesters with a queue number for 
their request in correspondence, a review of the six IC element FOIA websites as of July 2018 revealed 
that none is currently providing information to the public about average processing times. Providing 
requesters with more visibility into FOIA prncesses and processing times can help manage requester 
expectations. Therefore, IC FOIA programs should consider providing a description of their proce~sing 
tracks and average response times on their websites. 
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(U) Commendable 1: NRO conducted a survey of its FOIA requesters to solicit feedback. 

(U) NRO recently conducted an online survey of its frequent requester community in order to better 
assess and understand satisfaction with FOIA processes and response letters. The survey included a 
section in which requesters provided input on the type of information that is most desired under the 
agency's proactive release program. While IC elements have various initiatives through transparency and 
historical declassification programs to seek public input, NRO was the only program we found that had a 
survey to seek input on the FOIA program. Surveying FOJA requesters can be an effective method for 
soliciting customer feedback on agency FOIA processes and requester document needs. IC FOIA 
programs should consider conducting a survey of their requesters. 

(U) Finding 3.1: The IC has not strategically evaluated the effect of IC initiated proactive review 
and release initiatives on FOIA programs. 

(U) The ODNI CLPT focuses on high-priority intelligence and national security Initiatives to help the IC 
protect civil liberties and piivacy as it pursues its intelligence objectives. CLPT also has a mission lu 
ensure the IC provides appropriale transparency to the public. In 2014, CLPT led the Intelligence 
Transparency Working Group (ITWG) that identified a need for guidance on how offices such as FOIA, 
general counsel, civil liberties and privacy, public affairs, and information management should interact to 
integrate transparency within and across the IC. On April 4, 2016, then DNI Clapper formaiiz:ed the 
transition of the ITWG into a permanent IC Transparency Council (ITC) with his signature on the 
Council Charter. IC FOIA professionals have varying levels of interaction with transparency, historical 
prngram, and declassification review officials. Recently, the IC has undertaken a number of historical 
declassification and transparency effm1s to release information to the public. The IC delivered re1:ords on 
topics related to the John F. Kennedy assassination, the Vietnam War TET offensive, the White House 
directed review on Argentina, and Section 702 of the Foreign Intelligence Surveillance Act, among 
othcrs.49 

(U) In some IC elements, FOIA programs must shift resources away from FOIA processing to search for 
records or perform document reviews in support of these efforts, resulting in longer processing times for 
FOIA cases. We found that FOIA professionals were not always knowledgeable about recent 
transparency or historical review efforts and officials leading these efforts were not aware of the impact 
on FOIA programs. Further, in some cases, FOIA professionals were processing FOIA cases and making 
redactions of information when they learned the same information had just been officially released by a 
proactive declassification review. Knowledge of the other information review and release effmt could 
have infonned the FOIA program's approach in the FOIA processing. Although CLPT has provided 
infmmal guidance and shared best practices through the ITC, the IC has not developed formal written 
guidance to address integration between these offices. In the absence of fo1mal written guidance, there is 
a risk that these declassification reviews may not be properly coordinated and will continue to rcqull'c 
redirection of FOIA program resources without adequate planning. 

(U) Recommendation 10: For ODNI's CLPT Officer, in coordination with ODNI/IMD, IC FOIA 
programs, and appropriate information management professionals -Develop overarching written 

-1->, (U) Section 702 refers to the F/SA Amendmrmr,~· Act thm prescribes procedures for targeting certain persons out~ide the U.S. 
other than U.S. person~. 
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guidance that specifies roles, responsibilities, and processes for coordinating IC-wide transparency 
initiated declassification review and release projects. 

(U) ODNI concurred wlth Recommendation 10. 

(U//FOUO) Finding 4: The IC has mechanisms in place to reduce the likelihood of inconsistent 
FOIA release determinations. 

(U//FOUO) The aforementioned 2015 initial briefing to the EXCOM nn FOIA challenges spoke of 
inadequate insight into how other agencies are respnnding to the same or similar requests. In the briefing. 
the fonner Director, IMD noted this lack of insight has sometimes led to the same information processed 
differently or inconsistently redacted across agencies. The briefing highlighted the need for overarching 
guidance for rcJcasablc information when FOIA requests have equities originating in or across multiple 
agencies. 

(U) For purposes of this assessment, we defined an inconsistent FOIA release determination as a decision 
to withhold infonnation when in the pa:;t a decision had been made to officially release the same 
information or vice versa. As noted in the introduction and methodology sections of this report, IC IG 
asked IC elemenls for ex.amples of inconsistent FOIA release detennination3 and performed open source 
research to locate examples; however, we did not riddress IC elements' application of particular FOIA 
exemptions in specific cases. We determined in some cases what appears tu be an inconsistent release is 
actually the proper application of an IC element's statutory authority that allows one IC element to 
withhold information that another IC element may release such as an employee's official email address. 
Further, events may have transpired since the original release decision, such as a subsequent 
declassification of the same or similar infonnation, which may legitimately result in a different decision 
on the same infonnation upon a later review. 

(U//f'OUO} None of the IC FOIA program officials nor the current Director, Th1D identified 
inconsistencies as a prevalent problem. In addition, our open source research did not yield information to 
suggest that inconsistencies were a significant issue. Further, we found IC FOIA programs practice a 
number of approaches to reduce the chance that inconsistent release decisions occur. Although there is no 
data available to perform a statistical analysis to measure occurrence. of inconsistent decisions as a 
percentage of overall releases, several officials cite the large volume of pages released and the relatively 
small number of errors discovered. Nonetheless, we identified examples of different decisions on the 
same infonnation. In April 2016, at ODNI's FOIA Officers' Info1malion Day, a speaker, who was a 
frequent FOIA requester, provided examples of requesting information at separate times where the same 
documents were redacted differently. CIA shared a couple of examples in which there was a denial of 
information by a Glomar decision in one case and not in another for the same infom1ation. NSA repo1ted 
a similar case in which DoD released a document containing NSA 's information that should have been a 
Glomar decision, but NSA learned of it after the release. We also found an instance where redaction 
actions applied by multiple IC clements were not de-conflicted prior to rclca5c. NRO acknowledged a 
case in which they redacted a few words that had been previously released. In some cases, requesters 
broughl lhese inconsislencies to the IC's attention and they were corrected. 
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(U) Factors that cont:Iibute to inconsistent FOIA release derenninntions include: 

• (U//FOUO) Failure to conduct consultations with all organizations that have equities in the 
information being reviewed; 

• (U//FOUO) No visibility across IC FOIA programs regarding requests for the same or similar 
info1mation; 

• (U//FOUO) Human error, primarily related to the volume of pages being reviewed and the manual 
nature of the review process; 

• (U//FOUO) Inadequate research or limited search capability to determine if the information being 
reviewed was previously officially released; and 

• (U//fOUO) A time gap between when the IC or other agencies officially relea~e information and 
classification guides FOIA professionals use are updated to reflect a new classification or 
declassification decision. 

(U) Observation 4.1: ODNl's 2016 FOJA Improvement Plan includes recommendations that should 
mitigate the chances inconsistent FOIA release determinations occur. 

(U//POUO) Allhough IC FOIA programs practice a number or approache~ to reduce the chance that 
inconsistent release decisions occur, there are opportunities to improve these efforts. IC FOIA programs 
use a two or more person review of documents prior to release and employ senior reviewers. To be 
successful jn minimizing inconsistencies, reviewers need expertise amt longevity in their positions. IC 
FOIA programs also conduct research to locate previously released documents. but several identified 
inadequate enterprise wide systems to perform these searches. Several IC FOIA programs employ 
redaction software that uses code to identify words. but there is no common redaction software for the IC. 

(U//POUO) IC FOIA programs offer equities recognition training to reduce the chance that programs will 
mistakenly make a decision on information that belongs to ,:mother organization. which may be 
inconsistent with past decisions. We found this training raises FOIA professionals' awareness of 
organizational specific sensitivities to prevent inappropriate release of classified information. Several IC 
elements and the ODNI have hosted equities recognition sessions, but IC profes~ionals believe the IC 
should sponsor more of this training. 

(U//POUO) In addition, when FOIA requesters submit reques1s for the same or similar information to 
multiple organizations, requesters are not required to notify each organization of the other's requests and 
the IC docs not have a mechanism or IT tool that records FOIA requests received across the JC. As a 
result, the potential exists that IC FOIA programs could make different decisions on the same 
information if the~e reques1s are not properly coordinated through the consultation process. However, if 
ODNI implements Recommendation 1 of this report to execute its 2016 FOIA Improvement Plan, which 
is focused on greater collaboration, consultations, guidance, a collaborative site, and training, the IC 
should have a stronger framework to reduce inconsistent release determinations. 
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{U) APPENDIX A: ACRONYMS LIST 

CIA 

CIG 

CLPT 

DHS 

DIA 

DIF 

DoD 

DOJ 

DOS 

E.O. 

EXCOM 

FAC 

FOIA 

FY 

IC 

ICIG 

I&E 

!MD 

IT 

ITWG 

JWICS 

NARA 

NGA 

NRO 

NSA 

ODNI 

OGC 

Central futdligence Agency 

Consolidated Intelligence Guidance 

Civil Liberties, Privacy amt Transparency 

Department of Homeland Security 

Defense Intelligence Agency 

Difficult Issues Furum 

Department of Defense 

Department of Justice 

Department of State 

Executive Order 

Executive Committee 

FOIA Advisory Council 

Freedom of Information Act 

Fiscal Year 

Intelligence Community 

Intelligence Community Inspector General 

Inspections and Evaluations Division 

lnfonnation Management Division 

Information Technology 

Intelligence Transparency Working Group 

Joint Worldwide Intelligence Communications System 

National Archives and Records Administration 

National GcospatiaJ.Jntclligcncc Agency 

National Reconnaissance Office 

National Security Agency 

Office of the Director of National Intelligence 

Office of General Counsel 
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(U) APPENDIX A: ACRONYMS LIST CONTINUED 

OGIS 

OIG 

OIP 

PA 

SME 

USDI 

Office of Government lnfom1ation Services 

Office of Inspector General 

Office of Information Policy 

Privacy Act 

Subject Matter Expert 

Under Secretary of Defense for Intelligence 
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{U) APPENDIX B: COMMENTS 

(U) ODNI concurred with Recommendations l, 2, 3, 4, 5, 7, 8, 9, and 10. DIA concurred with 
Recommendation 6. CIA concurred with Recommendation 8. DIA, NGA, NRO, NSA concurred with 
Recommendation 9. 

(U) CIA Comments 

(U) CIA concurred with no comment. 

(U) DIA Comment< 

(U) DIA concurred with no comment. 

(U) NGA Comments 

(U) NGA concutTed with no comment. 

(U) NRO Comments 

(U} NRO concurred with no comment. 

(U) NSA Comments 

(U) NSA concurred wilh no comment. 

(U) ODNI Comments 

(U//FOUO) The Office of the Director of National Intelligence (ODNI) appreciates the opportunity to 
comment on the draft IC IG assessment. ODNI recognizes the need for improved FOIA processing and 
coordination within the IC. as well as its unique role in supporting such progress. ODNI will enJeavor to 
implement the recommendations provided by the assessment in a mam1er that respects and adheres to 
ODNl's authorities, and as can be realistically achieved with the avnilnble resources. ODNI also 
rec()gnizes that implementation of the IC IG recommendations may take time. 

(U//POUO) As such, ODNI concurs with the ICIG assessment with the following 
comments/recommendations: 

• (U//FOUO} Recommended changes to references to Intelligence Transparency Working Group -
The Intelligence Transparency Working Group (ITWG) was formalized into the Intelligence 
Transparency Council by a charter signed by then-ON! Clapper in April of 2016 and posted 
publicly. Accordingly, suggest, in the first paragraph under Finding 3. l, add a new sentence after 
the existing third sentence, as follows: "On April 4, 2016, then DNI Clapper formalized the 
transition of the IT\1/G into a pcnnancnt IC Transparency Council (ITC) with his signature on the 
Council Charter.'' In the second paragraph, replace ''ITWG" with "ITC." (CLPT). 

(U) IC IG made this change prior to publication. 

• (U//FOUO) Adjust Updated Recommendation l to add EXCOM approval of the updated plan -
Once ODNI updates the FOIA Improvement Plan, approval by the EXCOM would be necessary 
to elicit IC-wide commitment, and to enable IMD to impJcment the updated plan in successful 
collaboration with the IC elements. 

(U) IC IG made this change prior to publication. 

34 
UNCLASSIFIED//FOR OFFICIAL USE ONLY 



UNCLASSIFIED//FOR OFFICIAL USE ONLY 

(U) APPENDIX C: SUMMARY OF FOIA EXEMPTIONS 

(U) This appendix provides a summary of the FOIA exemptions. For the full statutory language, see 5 
lJ.S.C:. § 552 (b). 

(b_)(l) Records are currently and properly clm;sified in the interest of national security. 

(h)(2) Records that relate solely to the internal rules and practices of an agency. 

(b)(3) Records that are protected by another law that specifically exempts the information from public 
release. 

(b)(4) Trade secrets and commercial or financial infonnation obtained from an individual or business 
which would cause substantial competitive harm to the submitter if dii,closed. 

(b)(S) Inter-agency ur intra-agency documents which would not be available by law to a party in 
litigation with the agency (e.g .• records protected by the deliberative process, a11omey-clien1 or attorney
work product privileges). 

(b_)(6) Records which if released would result in u dearly unwarrunted invasion of personal privacy. 

(b)(7) Investigatory records or information compiled for law enforcement purposes. 

(b)(8) Records used by agencies responsible for the regulation or supervision of financial institutions. 

(h)(9) Records containing geological and geophysical information regarding. wells. 

UNCLASSIFIED//FOR OFFICIAL UBE OHLY 
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{U) APPENDIX D: SUMMARY OF RECOMMENDATIONS 

(U) Recommendation 1: For ODNI Director, IMD Update, obtain EXCOM approval, and begin 
implementation of the recommendations of the 2016 FOIA Improvement Plan. 

(U) Recommendation 2: For ODNI Director, (MD - Revise the 2016 FOIA Improvement Plan to align 
the IT recommendation to the appropriate IC strateiic priorities (e.g., within the CIG: Fiscal Year 2020 
2024 and other relevant strategic documents), 

(U) Recommendation 3: For ODNI Director, IMD - Reestablish the Difficult Issues Forum or another 
IC body for IC element FOIA programs to collaborate. 

(U) Recommendation 4: For ODNI Director. IMO - Initiate discussions with OIP on IC-wide FOIA 
issues. 

(U) Recommendation 5: For ODNI Director, IMD - Initiate discussions with OGIS regarding strategic 
IC-wide FOIA issues, access cuncerns, and the IC':s perspective on the FOIA statute. 

' 
(U) Recommendation 6: For DIA -Complete and begin implementation of a formal backlog plan. 50 

(U) Recommendation 7: For ODNI Director IMD, In coordination with the CIA Chief FOIA Officer, 
the DNI Chief FOIA Officer, the DIA, Chief FOLi\ and Declassification Services Branch, NGA Branch 
Chief, Declassification/FOIA/Privacy Act Branch, ;NRO Chief Information Review and Release Group, 
NSA Chief FOIA Privacy Act Division, and the DoD Chief Fci'IA Officer develop IC guidance to address 
consultations. 

(U) Recommendation 8: For CIA and ODNI Chief FOIA Officers - Actively participate in the annual 
review of your FOIA program and make recommendations. as necessary, for improvements to the FOIA 
program to D/CIA and DNI, respectively. 

(U) Recommendation 9: For DIA, NGA Branch Chief, Declassificatinn/FOIA/Privacy Act Branch, 
NRO Chief Information Review and Release Group, and NSA Chief FOIA Privacy Act Division 
Contact the DoD ChiefFOIA Officer to collaborate on how best to condl1Ct the annual review and 
establish a feedback mechanism to ensure your program receives results of annual reviews. 

(U) Recommendation 10: For ODNI's CLPT Officer In coordination with ODNI/IMD, IC FOIA 
programs, and appropriate information management officials - Develop overarching written guidance 
that specifies roles, responsibilities and processes for coordinating IC-wide trm1sparency initiated 
dedassification review and release projects . 

. ,u (U) IC JG initially addressed recommendations 6 and 9 to, "DIA, Chiefl'OIA and Declassification Services Branch." DIA 's 
official concurrence rcquc5tcd this recommendation he addressed to .. DIA." and provided IC IG \\-ith a point of contact for 
uclion rchtlcd to lhis rccommcndalion. 
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1. Challenge: 

UNCLASSIFIED 

Defense Intelligence Agency 
Freedom of' Information Act 

Backlog Reduction Improvement Plan 

.a. The Defense Intelligence Agency (DIA)/ Freedom of Information Act (FOIA) must 
address recommendations identified by the Office of the Inspector General or the 
Intelligence Community (OIG IC) Inspections & Evaluations Division. These included 
the need to: I.) develop a plan to reduce DIA 's FOIA backlog (Recommendation 6); 2.) 
collaborate with the Office of the Director of National Intelligence (ODNI) t() develop a 
FOIA consultations plan (consultations are information contained in documents owned 
by external agencies that must be reviewed by them) (Recommendation 7): and 3.) 
collaborate with the Department of Defense (DoD) Chief FOIA Officer to develop 
improvements in the annual reports process (Recommendation 9). 

' starting backlog at the beginning ofFY19 is 1282 requests. Mission Services 
(MS)/ nticipates, based upon historical data, that DIA will 
recei I a q ests by the end of FY 19. 

c. Achieving a 1 % reduction over a J2-month period based upon current data would require 
DIA to close an estimated 804 requests. The following chart provides additional data 
reflecting the quantity of cases that must be dosed to achieve targeted reductions 
between I & 5 percent. 

DoD Mandate 5% (FOIA/PA only) 5% 4%Scenario 3% Scenario 2% Scenario !%Scenario 
Starting FY19 BackJog 1282 1282 1282 1282 1282 

Expected FY19 NEW 791 791 791 791 791 
TOTAL F\'19 Requests (Backlog+ NEW) 2073 2073 2073 2073 2073 
TOTAL FY19 to CLOSE to meet target % 855 842 829 817 8()4 

Expected FYl9 CLOSED Req11ests 
(based 11poo current resources) 463 463 463 463 463 

Expected FYI9 CLOSURES SHORTl<'ALL -392 -379 -366 -354 -341 

d. DIA cannot achieve a 1 % reduction with its current staffing level of 40 officers, which 
includes nine contractors funded through an Unforeseen Requirement (UFR) request. On 
average, based upon a number of dynamic factors associated with reviewing volumes of 
pages of classified documents, DIA 's FOIA officers can close approximately fifteen 
cases annually. The following chart provides examples how committing additional FOIA 
officers to DIA's pmgrarn can reduce the backlog of cases. 
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5% Sl;ena.rlo 4% Si:o::narlo 3¾ Samaria 2% Scenario 1% Scenario 

Projected case closure shortfall for FY19 

Addltiomd FTE n-quiTcd lo 11chicvc targeted n:du~lion~ 
* bw;l-d upon FYIS aduaM 

392 37!1 

,,. 26* 
"' 354 341 

25' ,.. 23* 

Anlicip11tcd l"i.mding n:quin-d (as.o;uming contruc\wi;J $:lAM $5.2M $5IH $4.SM S4,6M 

Projected rnsc doi,11n• (Ll.'iliUming re:murcc plus-upi;l over 11 12 
mnnth period 

2. Background: 

"" !142 829 817 

a. The OIG IC Inspections & Evaluations Division examined the effectiveness of DIA 's 
FOIA program along with programs belonging to five other IC elements. This 
examination focused on how programs prioritize, coordinate, and process requests to 
meet statutory requirements, including response timeliness and communications with 
requesters. Results from this examination validated that each agency faced similar 
challenges in achieving a backlog reduction. 

b. The report recognized common chal1enges beyond the !C's control, including the 
increased volume and complexity of incoming requests and the additional demands of 
FOIA litigation. The report also recognized that the IC's approach to FOIA was 
inefficient. Contributing factors included the absence of adequate technologies and 
structured processes for coordination of requests across agencies, as well as gaps 
involving declassification reviews that have implications on FOIA programs across IC 
elements. 

804 

c. DIA/OIG also conducted a review of DIA 's FOIA program on February 22, 2017. Its 
review concluded DIA had a sound foundation for an effective FOIA program, and lhat 
policies and practices were effective at mitigating the risk of inadvertent disclosure of 
classified information while remaining responsive to FOIA requests. However, the 
DIA/OIG found DIA/FOIA's program lacked defined objectives, goals and metrics 
focused on assessing effectiveness, perfonnance and responsiveness. II also noted a lack 

L
--------'--;:::::::~e~oijn~ro~le~s~n~n;d~re:s:p~o~nfsi~b~il~it~ies for directorate and office personnel involved in 

processing FOIA rcqucs . spondcd to these observations by clarifying roles 

(b)(3) 10 
u.s.c. 424 

and responsibilities through a revts DIA policy, promulgating training for FOIA 
officers who conduct reviews for directorates and special offices, and applying available 
peti'onnance data to monjtor responsiveness to DoD performance targets. Lastly, 
DIA/OIG recognized that any improvements to DIA's FOIA program consider other (b)(3) 10 U.S.C. 
dependencies associated with records management and dispusition, data asset 424 
management and classification management. 

d. MS .. , 0 oncurs with both DIA and the OIG IC findings. However, MS] .,,.., liso 
recognizes additional dependencies within DIA's program that c<rntribute to the agency's 
FOIA backlog. These include the absence of an information governance process that 
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makes it possible to efficiently and accurately manage and retrieve permanent records 
subject to FOIA requests, and reliance on UFR requests (S2.8M} for the augmentation of 
additional contract FOIA officers to meet the increased demand for DIA records. r(~b)-(3-,-1-0-u-_-5-_c~. 

424 
e. MS handles three categories of requests: FOIA {information requests from the 

public), Privacy Act (requests for information from privacy act sys~tc::m~s~o~f!rscc£QI";carm~----~ 
Appeals (challenges by the public to the Agency's response). MS a so must 
respond lo Consultations (refoITals containing records from other government agencies 
that have DIA equity) and to cases that are before the court in litigation. 

f. MS, ,nust adhere to the following metrics consistent with current mandates: 

l) Provide requestors a response within 20 workdays. 

2) Reduce FOIA backlog by a I 0% target established by the Department of Justice. 
DoD. however, accepls a 5% reduction because of the challenges unique to the 
handling of national security information. 

3) Close ten c,f the oldest cases in each request category (FOIA, Privacy Act and Agency 
Consultations). 

4) Respond to POIA litigation. 

g. ,__,-id not meet these mandates during FY 17 and FY 18 bee s 

(b)(3) 10 
U.S.C. 424 

already mentioned. Furthermore, MS/ 1vert many resources during FY18 to (b)(3) 
prepare the agency's response for requests y the National Security Council (NSC) to 10.U.S.C 424 

release; available records relating to the JFK, Argentina and Tet offem,ive. MS,L_:::cd--L ___ __ 
anticipates DIA will receive similar requests in the future as the NSC seeks to release 

ore information to the public. 

h. MS pproach to responding to the public's request for information relies heavily 
upo tter experts (SME) across the agency to review responsive documents for 
release. Once complet , tlicers complete a methodical review of the 
documents to ensure that any information withheld from release comports with one of the 
nine FOIA exemptions. This review serves as DIA's last line of defense to safeguard 
sensitive or classified information that should be protected under a FOIA exemption. 

3. Assumptions: 

a. Maintaining status quo in the current FOIA program requires DIA to continue accepting 
risk. This risk could affect DIA's reputation as an agency committed to the principles of 
openness and accountability, and potentially expose it to future claims of attorney fees 
through FOIA 1itigation actions. 

b, Current staffing levels, which assumes funding for a $2.SM UFR request will be 
approved during FY19, only buys DIA what it has today. While some adjustments to 
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interna1 processes may create some new efficiencies, achieving any measurable reduction 
during FY 19 wil] require an infusion of officers who have the right knowledge and skills, 
as well as. a commitment by directorates and special offices to apply additional priority 
towards SME reviews. 

c. Maintaining a backlog reduction beyond FY 19 will also require DIA to cstablish·a 
compressive strategy that takes on a whole-of-agency approach because of the complex 
issues that must be resolved. These complex issues are expected to require an additional 
commitment of resources that cannot be forecasted at this time. 

d. While achieving a reduction is imp01tant, DIA cannot ignore DoD and Department of 
Juslice targets for closing lhe ten oldest cases in each of the four categories (FOIA, 
Appeals, Privacy Act, and Consultations requests), or responding to any requests 
associated with Nsc·s initiative to release additional data or litigation. Sec enclosure l. 

Plan of Action 

a. Short-Range: 

1) M-'1 - h 1ill adjust internal FOIA processes no later than February 11, 2019, to 
enable additional focus towards SME and quality control reviews that historically 
contributed to the backlog. This will be informed thmugh the results from a 
leadership offsite held during the week of 10 December. This responds to OIG IC 
recommendations 6, 7 and 9. 

2) M ill seek to embed a FOJA officer within the Directorate for Operations 
(DO) and the Directornte for Analysis (DI) no later than April I, 2019, to assist DO 
and DI officers with processing FOIA review requests more efficiently, This 
responds to the OIG IC recommendations 6 and 7. 

" 
- WI researc 3) M ·n h and enact available options t(J surge additional support for the 

ess the immediate backlog. This responds to OIG IC FOIA program to addr 
recommendations 6, 

4) " will begii 1 to share the results of its monthly assessment of FOIA 
Director, DIA Office of Oversight and Compliance in his role 

nior transparency officer and senior privacy and civil liberties 
currently sends monthly FOIA status updates to the Strategic 

operalions with the 
.i..e Agen ,_ 

officer. 1v1.)J I 
Planning, Policy, and Pe1formance Management Office for the Director's 
Dashboard. This responds 10 OIG IC recommendations 6 and 9, 

5) M-.L_-.J .. ill continue to collaborate with DoD Chief FOIA Officer on a phased 
initiative to standardize DoD-wide FOIA case management processes that can help 
the Department reduce backlog, improve visibility. accountability and 1imeliness of 
FOIA Case management. In addition, both will collaborate on how to improve the 
annual review process in the future. This responds to OIG IC recommendation 9. 
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b. Long-Range: 

l) ~·L _ _J··ill form an Information Governance Council (IGC) to build and enact a 
strategy that positions DIA/FOL\ to better handle any new surge in requests by the 
public. The IGC's primary deliverable will be an annual report to the Chief of Staff 
at the beginning of each calendar year. This addresses OIG IC recommendations 6, 7 
and 9. At a minimum, the IGC will 11eek to: 

a) Strengthen information governance across the enterprise, including automatically 
capturing all email of agency senior leaders at the moment of its origination, and 
placing it in DIA's searchable electronic records management system. This is 
linked to the NARA's capstone email retention policy. 

b) Establish a way-forward to deal with the 24K cubic feet of records stored at the 
Washington National Records Center, 

c) Identify new functional requirements for the existing FOIA case processing 
system that wil1 be added as fu0ding and time permit to improve efficiency and 
speed. 

d) Strengthen DIA 's cadre of officers supporting FOIA processing to overcome skill 
gaps, and staffing gaps associa(ed with workforce attrition. 

e) Improve funding to a mission area to maximize tlexibility in responding to 
increased demands by the public for DIA information. 

2) M,,L _ _,will also continue to pai1ner with the DoD Chief FOIA Officer to find ways 
to incorporate any promising best practices. This i11c1udes working with DoD FOIA 
Program office to identify common FOIA challenges within the department and 
develop solutions that will improve DoD FOIA program processes and uutcomes. 
This initiative addresses OIG IC recommendations 6, 7 and 9. 
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Enclosure I: Ten Oldest FOi A/Appeals/Privacy Act/Consultation Cases with Statuses 

FOJA Received Status 
1 0110-2005 11/19104 Closed 29 November 
2 0281-2005 313105 Awaiting consultation from Other Government 

Aecncv (OGA) 
3 0622-2005 7/12/05 Awaiting t >C 
4 0682-2005 816105 Awaiting QC 
5 0684-2005 818105 Awaiting consultation response from OGA 
6 0693-2005 819/05 Assi2ncd to analyst 
7 0697-2005 8/10/05 Awaitim? QC 
8 0741-2005 8/17/05 Assi1rned to analvst 
9 0790-2005 9113105 ReMsent 10 DO for review 
10 0007-2006 10/5105 Awaiting response ti'om requestor to a FOIA 

office request for more information. Letter sent 
in October 

A ...... eals Received Status 
1 APP-0082-2012 5/2/12 Assiened to analyst 
2 APP-0009-2013 1013/12 Tasked for review 
3 APP-0111-20!3 4/15/13 Anne~! SSS Coord 
4 APP-0087-2013 614/13 Aopeal SSS Coord 
5 APP-0098-2013 7/30/13 Rcadv for work 
6 APP-0006-2014 11/12/13 Readv for work 
7 APP-0014-2014 1/2/14 Readv for work 
8 APP-0017-2014 116/14 Tasked for review 

(b)(3) 9 APP-0018-2014 116/14 Ready for work 
10.U.S.C 10 APP-0041-2014 4/22/14 Rcadv for work 
424 
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Consultations Rccch·ed Status 
1 CONF-0112-2013 9/12/13 Awaitine OGA resoonse 
2 CONF-0104-2014 7/25/14 Ready for work 
3 CONF-0105-2014 7/25/14 Turned in signature 
4 CONF-0106-2014 7/25/14 Rcadv for work 
5 CONF-0110-2014 7/31/14 Readv for work 
6 CONF-0122-2014 8/19/14 Ready for work 
7 CONF-0005-20 l 5 10/1/14 Turned in siimature 
8 CONF-0008-2015 J(J/3/14 Read for work 
9 CONF-0014-2015 10/14/14 Assigned to analyst 
10 CONF-0224-20 I 5 10/24/14 Assi;?ned to analyst 
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Enclosure 2: FOIA Process Chart 

DIA FOIA Process 
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