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08/04/2021

Re: FOIA No.: 820-2021-006774
EEOC Risk Management Reviews, Register, Map

Your Freedom of Information Act (FOIA) request, received on 07/19/2021, is processed. Our
search began on 07/19/2021. All agency records in creation as of 07/19/2021 are within the
scope of EEOC’s search for responsive records. The paragraph(s) checked below apply.

[X] Your request is procedurally denied as [ ] it does not reasonably describe the
records you wish disclosed, or [ X ] no records fitting the description of the
records you seek disclosed exist or could be located after a thorough
search, or[ ]the responsive records are already publicly available. See the
Comments page for further explanation.

[X] Your request is granted in part and denied in part.

[X] You may contact the EEOC FOIA Public Liaison Stephanie D. Garner for further
assistance or to discuss any aspect of your request. In addition, you may contact
the Office of Government Information Services (OGIS) to inquire about the FOIA
mediation services they offer.

The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-
OGIS, College Park, Maryland 20740-6001, email at ogis@nara.gov; telephone
at (202) 741-5770; toll free 1-877-684-6448; or facsimile at (202) 741-5769.

The contact information for the FOIA Public Liaison is as follows: Stephanie D.
Garner, EEOC FOIA Public Liaison, Office of Legal Counsel, FOIA Division,
Equal Employment Opportunity Commission, 131 M. Street, N.E., Fifth Floor,
Washington, D.C. 20507, email to FOIA@eeoc.gov, telephone at (202) 921-
2542; or fax at (202) 653-6034.

[X] If you are not satisfied with the response to this request, you may administratively
appeal in writing. Your appeal must be postmarked or electronically transmitted
in 90 days from receipt of this letter to the Office of Legal Counsel, FOIA Division,
Equal Employment Opportunity Commission, 131 M Street, NE, 5SNWO2E,
Washington, D.C. 20507, email to FOIA@eeoc.gov; online at




820-2021-006774

hitps://eeoc.arkcase.com/foia/portal/login, or fax at (202) 653-6034. Your appeal
will be governed by 29 C.F.R. § 1610.11.

[X] See the attached Comments page for further information.

Sincerely,

Draga G. Anthony for

Stephanie D. Garner
Assistant Legal Counsel
foia@eeoc.gov

This is in response to your Freedom of Information Act (FOIA), request. You request a
copy of the two most recent Risk Management Reviews at EEOC. A copy of the most
recent Enterprise Risk Map. A copy of the most recent simplified Enterprise Risk
Register. A copy of the most recent expanded/enhanced Enterprise Risk Register. A
copy of the most recent set of Risk Profile Reports at EEOC for calendar years 2020 and
2021.

Your request is granted in part and denied in part. There are no records for Risk Map
2020 and no records for 2021. Attached for your review is the EEOC Risk Profile
Report/Summary (5 pages) and EEOC Risk Register (excel format) for 2020.

This response was prepared by Tracy L. Smalls, Government Information Specialist, who may
be reached at 202-921-2541.



ENTERPRISE RISK MANAGEMENT

RISK PROFILE

BACKGROUND

The EEOC Enterprise Risk Management Policy Handbook established formal Enterprise Risk
Management (ERM) within EEOC in accordance with Section II of OMB Circular A-123. ERM as a
discipline deals with identifying, assessing, and managing risks. Through effective risk management,
agencies can concentrate efforts on key points of failure and reduce or eliminate the potential for
disruptive events. OMB Circular No. A-123 defines management’s responsibilities for ERM and includes
requirements for identifying and managing risks.

The EEOC recognized that many risks within the organization are interrelated and cannot be effectively
and efficiently managed independently within a given Headquarters or Field Office.

The interconnected risks facing EEOC must be managed across the organization and, in many instances,
in coordination with the agency and its stakeholders. Therefore, the EEOC Enterprise

Risk Steering Committee (ERSC) was established to oversee the development and implementation of
processes used to analyze, prioritize, and address risks across the EEOC. The

ERSC is composed of the following representatives:

Chief Risk Officer (CRO) and Committee Chair

Director, Office of Field Programs

Director, Office of Federal Operations

District Director Representative

Regional Attorney Representative

Field/Area/Local Office Director Representative

Chief Information Officer (CIO)

Chief Information Security Officer (CISO)

Chief Data Officer/Director, Office of Enterprise Data and Analytics (OEDA)
Deputy General Counsel

Associate Legal Counsel

Chief Financial Officer (CFO)

Chief Human Capital Officer (CHCO)

Associate Director, Office of Communications and Legislative Affairs (OCLA)

The ERSC met on November 30, 2020, to review and update the agency’s risk profile.
METHODOLOGY

On September 2, 2020, Directors were asked to conduct a risk assessment and update their risk profile by
September 30, 2020. Office designees entered office risk profiles into the newly implemented Enterprise
Risk Management Database. During the November 30, 2020, meeting, offices briefed ERSC members on
their risk profiles. ERSC members asked questions and addressed specific items related to office risk
profiles. ERSC members completed a risk scoring sheet within the database for each risk. To identify the
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priority risks, OEDA employed a methodology that considered the likelihood and impacts of each
identified risk. Likelihood considers a history of occurrences, change in policy, or lack of effective
internal controls. Impact of risk considers the level of damage such as a violation of law or negative
budget effect.

The ERSC assessed all risks using the database score sheet with likelihood and impact criteria.
Likelihood criteria were multipliers whereas each impact criterion carried a weight. Thus, the more
likelihood criterion selected on the score sheet the multiple chances of the risk occurring. Each impact
criterion was assigned a weighted value based on its weight of damage. For example, a violation of law
or the safety of people was determined to likely have greater damage to the agency than a change in
policy. The weighted impact criterion was multiplied by the number of likelihood criteria checked to
determine the final score of each risk.

The predetermined priority risk criteria were developed using the EEOC’s lowest risk appetite which
relates to safety and compliance objectives, including health and safety; protection of sensitive personally
identifiable information (SPII); compliance with EEO legal requirements; and input from Office
Directors. The weighted predetermined risk criteria were also based on the probability of the risks
occurring and the impact of the risk if it occurred. The ERSC members completed the ERM database
risk scoring sheet to generate risk scores. The risk scores were used to rank the risk’s priority relative to
the other identified risks. The risks with the highest risk score are ranked first in priority, the risk with the
next highest risk score is ranked second and so forth.

RESULTS

The results of the risk scoring sheets are reflected in Table 1. The mean scores were calculated by adding
the risk scores together and dividing the sum by the total number of submitted scores. The total scores
were calculated by adding the risk scores together. Based on the results of the ERM risk scoring model,
the top risks ranked as follows with a parenthetical reference to the scoring sheets:

1. Security of Confidential Information and Sensitive PII contained in private sector charges
(OFP03): IF employees take charge files out of the office (e.g. for telework, onsite visit), and if
SPII materials are not properly documented in the file, THEN the risk that confidential
information may be disclosed increases. Additionally, their subsequent release as part of a
position statement sharing, Section 83 or FOIA may occur.

2. SPII Datasets (OITO1): IF SPII datasets are not properly secured, THEN there is increased risk of
data breach.

3. Failure to obtain approval of contract for expert services in time to meet court ordered deadline
(OGCO02): IF OGC staff does not allow sufficient time for SOWs to be reviewed and procurement
documents to be drafted for contracts in excess of $25,000, THEN Procurement may not have
sufficient time for processing, including Commission circulation and vote where appropriate, and
we could be precluded from submitting an expert report necessary to effectively litigate a case.

4. Effective Staffing (OEOO0S5): IF the Agency fails to provide sufficient staffing to OEO, THEN
OEO will fail to comply with Agency guidance and regulations for EEO offices.

5. Allocation of training funds does not strategically support front-line staffing (OFP04): IF the
allocation of training funds does not prioritize and recognize the training of large populations of



the agency's front-line staff (e.g., investigators, mediators, administrative judges, trial attorneys),
THEN training funds will not be focused on critical program functions that contribute to the
agency successfully achieving priorities that include inventory management, strong enforcement
of the laws, and quality customer service to the public.

TABLE 1: RANKING OF RISKS

RANK AGENCY IDENTIFIED RISK

Security of Confidential Information and Sensitive PII contained in
private sector charges: IF employees take charge files out of the office
(for telework, onsite, etc), and IF SPII materials are not properly
documented in the file, THEN the risk that confidential information
may be disclosed increases. Additionally, their subsequent release as

1 | part of a position statement sharing, Section 83 or FOIA may occur.

SPII Datasets: IF SPII datasets are not properly secured, THEN there
2 | is increased risk of data breach.

Failure to obtain approval of contract for expert services in time to
meet court ordered deadline: IF OGC staff does not allow sufficient
time for SOWs to be reviewed and procurement documents to be
drafted for contracts in excess of $25,000, THEN Procurement may
not have sufficient time for processing, including Commission
circulation and vote where appropriate, and we could be precluded
from submitting an expert report necessary to effectively litigate a

3 | case.

Effective Staffing: IF the Agency fails to provide sufficient staffing to
OEO, THEN OEO will fail to comply with Agency guidance and

4 | regulations for EEO offices.

Allocation of training funds does not strategically support front-line
staffing: IF the allocation of training funds does not prioritize and
recognize the training of large populations of the agency's front-line
staff (e.g., investigators, mediators, administrative judges, trial
attorneys), THEN training funds will not be focused on critical
program functions that contribute to the agency successfully achieving
priorities that include inventory management, strong enforcement of
5 | the laws, and quality customer service to the public.

Reporting awards in the Federal Procurement Data System-Next
Generation (FPDS-NG) in accordance with the FAR: IF awards are
not accurately reported to FPDS-NG, THEN the public will receive an
6 | inaccurate report of how their tax dollars are spent.

Agencies may send personal identifying and other confidential
information to OFO: IF Federal agencies, such as OPM and national
security agencies, may send OFO case files or data sets that include
personal identifying information or other confidential information. If
7 | OFO does not take appropriate steps to protect this information,




THEN violations of the Privacy Act may occur.

Understaffed Compliance Program: IF OFO does not increase the
number of Compliance Officers, THEN they will not be able to
quickly process the large existing inventory of compliance cases and
will delay giving equitable relief to stakeholders.

Failure to adequately track Defendants' compliance with injunctive
relief contained in Consent Decrees: IF OGC does not have a
mechanism in place to ensure compliance, THEN there is a risk that
Defendants will not honor their obligations under the decrees and
future violations could occur.

10

Lack of investment in Business Intelligence Analytics: [F OFO does
not invest in Business Intelligence Analytics, THEN it will not be able
to effectively oversee federal agencies, empirically analyze EEO
issues, and spot statistically significant trends government-wide and at
individual agencies.

11

Restrictive language on EEOC appropriation: IF Congress approves
restrictive language, THEN that restricts the agency from carrying out
part of our enforcement responsibilities.

12

Electronics Record Management: IF EEOC's records management
program and policies remain primarily paper-based, THEN the
Agency will not be in compliance with federal electronic records
management mandates and related efficiencies will not be realized.

13

Physical Security of Field Offices to Reduce Risk: IF building and
office safety protocols and equipment are not established and
maintained, THEN visitors who pose a security risk may not be
stopped and staff members may be put in danger.

14

Block Unauthorized Devices: IF EEOC does not block unauthorized
devices, THEN there is increased risk of cybersecurity events.

15

Negative publicity due to agency action: IF EEOC acts in a way that
contravenes what we ask others to do, THEN Agency may receive
negative publicity.

16

Risk Management Process Tool (RMPT): Conduct Interagency
Security Committee (ISC) Risk Management Process Tool assessment
for all office locations/facilities: IF ISC Risk Management Process
Tool assessment is not conducted to identify the baseline Level of
Protection and security countermeasures, THEN a safe and secure
work environment may not be maintained.

17

Statistical sufficiency of EEOC data products and reports released to
the public: IF EEOC data products and reports are not reviewed for
statistical sufficiency and efficiency as well as information quality
prior to public release, THEN EEOC could be out of compliance with
requirements under the Information Quality Act (IQA), the
Confidential Information Protection and Statistical Efficiency Act
(CIPSEA), the Foundations for Evidence-Based Policymaking Act
(Evidence Act) and related Office of Management and Budget (OMB)
memoranda and guidance.




18

Unsupported Software: IF software applications exceed end-of-life
maintenance support, THEN there is increased security and business
risk.

19

Delegated Examining (Hiring): IF OCHCO does not comply with
OPM delegated authority regulation and Merit System Principles,
THEN Agency may lose hiring authority.

20

OCHCO will continuously implement quality practices in human
resources operations and policies: IF OCHCO operates with manual
processes and outdated policies, THEN EEOC may not meet strategic
objectives.

21

Leadership Succession Gap: IF there is an extended permanent Chair
vacancy, THEN it could delay the issuance of EEOC policy guidance.

22

Budget execution compliance with established OMB Reporting
requirements: IF written Program Guidance for Budget Execution
(OMB Circular A-11) and input to EEOC Financial Statements (OMB
Circular A-136 Financial Reports Requirement) are not followed,
THEN deadlines will be missed, and audit findings are possible.

23

Personnel Processing: IF OCHCO continues operating with
significantly diminished HR Assistants, THEN there are risks in
meeting EEOC's strategic objectives.

24

Lack of any web-based data collection and analytic capabilities: IF the
EEOC continues its dependence on MS Excel/Word based data
collection (not being able to increase the availability, and
accessibility, Agency-wide, of dash boarding capabilities that include
program, human resource, performance, and financial information in
day-to-day decision making, and the budget and performance
formulation process in particular), THEN the Agency risks ongoing
errors, duplication of effort, lack of transparency and collaboration
within the Agency that will enhance data integrity and will continue to
lack a central repository for program, financial, budget and core
mission support information.

25

(LIST) Virtual Library is not a part of InSite: IF the Virtual Library is
not part of InSite, THEN we may not be subject to the same back-up
schedule.
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o risk acceptance. NOTE: We currently have 28 fied office
locations with ZERO armed security and security screening.

TRUE TRUE FALSE

ocroos1 Avoid

10/3/2015 Physical security Ballstc Glass Veryigh  VeryHgh Very High

1. Implmentation plan developed 2. dentify continued
budget/funding 3.

security screening
winerable. jng ALL
physical security screning.

reception/waitng room for designated field offices i
avallable. PREFERENCE i that AL fied office future moves be into
a facity with armed securty and fullphysicalsecuriy creening.

TRUE TRUE FALSE tem

ocrooaz . FIPS 201/202, NIST, OMB | Increased monitoring. 1 1 Medum | Medium [Medium | Avoid 1. Continue as planned with feld officerelocations 2. funding
M-11-11 and FICAM to alow oy authorized indviduals access to fed of

The PACS.
12, FIPS 201-202 and FICAM, t0 name afew. Further more, it will
llow the consistent application of electronic physical security,

nabilty to “lockdown' Lackof
3 uparade and iniiae "enterprise" solution with federal bicge

agency D credential,

Fr2021. Kkeys or the lack o offices to make proper comobo changes in

compliant with federal regulation and key control program st

ocrooss

ocrooaa

ocrooss

ocrooas

ocroo7

ocrooss

ocrooss

ocrooso

ocroos1

ocroorss

octcoos

ociconz

occoos

ocLaor

ocuaoz

ocuaos

oonor

oos02

okono27

ooss

ocro

3 ocHeo

1[ocHco

2 ocHeo

octa

ocia

2[oca

oA

okoA

oA

okoA

7/10/2018 Financial Quartery Accrual Report

Imputed Costs, Judgment Fund,

entered timely

reporting ofimprope

reporting consequences, and audit fincings

Regulation (FAR) and statutory guidelines

procurement costs or monetary damages charged to the
Commission

11/1/2015 Compliance

offce space s more than the Agency's FY 2012 total occupled
space per square feet

Overal,

Medum

falure to'
reductions,

equirements in out years.

11/3/2018

for reduce space.

GA's delay o

Medium

oldovers inexitingleased space; and lack of market

total square feet of space, and ncreased rent funding
requirements in out years.

Specialsts

&
simiar consequences. Low moral, grievances, higher turover n
staff

[

12/23/2019 Other Occupant Emergency Plan (OEP)

requirements

actions) may go unfunded.

‘and exercisec/riled Occupant Emergency Plan or fire

and more

the projects,

(flat budgets, delayed approval of budget, imited CR funds,

from G54, Lessor and third party feesfor services rendered against

insuffcient forecast/requests.

feld office

receiing
best lease ates.

Medium

Medum

4o NOT have officespecifc OEP.

ind may (has) e

proper acti
when they should have.

12/23/2019 Other Continuity of Operations (COOP)

1/1/2019 Compitance Personnel Processing.

earings,legl, records,etc.)

of offices'

during various emergency incidents

“rade offs.

Traii

, Testing and

Failure to TT&E on loca ield office COOP plans wil esultin

external OMS, Hil

Assistants

resources operations and policies

1/1/2018 Compiiance Delegated Examining (Hiring)

ecoc

and Merit System Principles

No accountabilty system.

enforcement responsiiltes

the agency.

11/8/2019 Reputational =

| ‘ T
1

/2812017 Cyber nformation
Security

(€DT) EE0 Survey Databases.

/2812017 Legal (E0T) Release of confidential data.

5/1/2017 Reporting

Ireeoc
then

Lack of human resources automation.

| diction. |

activiy.

leverage to impact press coverage.
T

standards we enforce on others

compromised.

human resource data(incuding contractors) are not properly
trained

that undermines our authority in the laws that we enforce.

Confidentiaty i comprormised.

Tidevil

is comprimisedt. EEOC employees can be imprisoned and/or fined.

Very Low

Medium

Medium

Medium

Low

Medium

greater;
resources are wasted that could be used for other purposes.

the iskof error s greater;
esources are wasted that could be used for other purposes.

lack [Low

Medum

Medium

Medum

Medium

Medum

Medum

High

Medium

igh
High

igh

High

igh

High ‘

Medium

High ‘
Very High

Very High

Medium

Medium

Medium

Medium

Medium

Medium

Hgh

Low

High
Hgn

Medium

Medium

Medium

High ‘

Medium

High ‘
High

Hgn

Avoid

Mitigate

Mitigate

ccept

Avoid

void

Avoid

void

Avoid

void

Avoid

Mitigate

Avoid

void

Avoid

void

Avoid

void

Ensure staff i rained and that deadiines are met. Weekly staff
meetings to maintain visibity of al projects and associated

annal basi.

Conduct compliance reviews ofsolcitations and awards and
provide taff with access to resources for new FAR updates

Develop an Agency-wide telework / Shared Space plan that

rent, space, and related expenses associated with excessive
amounts of unused space.

dentify and adopt an Agency-vide UR that aligns with GSA's UR.
expectations for DAs in conjunction with developing an Agency-
wide telework / Shared Space plan that adresses reducing the.
orickand mrtar" requirements to reduce rent, space, and
related expenses associated with excessive amounts of unused
space

full FTE strenth (GS 12/13 x3);ensure adequate funding for
specaly rainng.

For Internall oiven errors (insuffcent fund requestsor forecasts)
- Develop and implement plan that ncludes historical analysis,
industry analysis, and consultation with GSA,timeliness, and

methodology, calculation, factor consideration, etc )

Work with each feld office 4. Train/Test/Exercse

(OFP, 0GC,Fild staff, OCFO and Space Managers/Project Leads
communicate eariy, work cooperatively togther prior to and
during desgn phase of projects, to include identification and
incorporation of trade-offs"that account for unique office:

inSAG.
1. Plan TTAE with each feld offce,beginning with Table Top.
Exercise (TTX)

access 3. Commnication methods are dentifed and up-to-date
(EEOC ALERT/GETS/WPS)
‘ BPAD was involved with the hiring of a new revolving fund

is nowin progress

‘OCHCO willinvest in hirng HR Asistants and use exstng
Administative Support Staff to ensure actions are processed
accurately and timely for EEOC employees. OCHCO wilensure.

personnel actions, and other key Federal HR regulations and
operations.

Tassf Jud
EEOC Learning Management System and USAStaffing. OCHCO has
2150 updated tsoutdated polices, checKlists, and guidelines,
including it Attorney Hiring Plan; Excepted Service; Pathways.
Programs; Volunteer Service Program; EEOC Additiona Hires
Request; and Background Investigations for Exempt Positions
polcies and checklsts

‘OCHCO will automate human resources reporting inareas of
sl S TR e e S S e e
‘OCHCO willreview and update polices,checkists, and guidance.
documents

‘ Ensure that EEOC has good relationship with Congress so that

Jreshot of aneuase inour avprorition.

accurate nformation.

upon others to the extent possible.

Ensure responsible program offce and cortractors assess and
develop corrective plans to prevent unauthorzed access of data

Provide comprehensive and continual raining for team members.
and all contractors.

Commence the process of automating reports

Commence the process of automating reports

FALSE

TRUE

TRUE

FALSE

TRUE

TRUE

TRUE

TRUE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

9/30/2020

9/30/2020

FALSE

TRUE

FALSE

FaLse

TRUE

TRUE

TRUE

THUE

THUE

TRUE

FALSE

FaLse

FALSE

FaLSE

FALSE

FaLSE

FALSE

TRUE

FALSE

FaLSE

Alow sufficent time for compliance reviews in accordance wth

with Program Office technical staff

optimum effcency for extended periods oftime due (.e., 12
months or more). The longer the period of operation below the
full FTE staffng leve,the hgher probabilty of ineffciency, mised
deadiines, low morale turnover, grievances, ec.

FALSE

TRUE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

00% accurate i field offies

Closed

“Focus" concept for shared telework plan outlined in OCFO
Memorandum dated (insert); OIG concept for shared telework.
plan outlined in OIG Report # insert) dated (insert).

Focus' concept fo shared telework plan outined in OCFO
Memorandum dated (inert); OIG concept for shared telework.
plan outlined i OIG Report # nsert) dated (insert).

tem

tem

tem

sites/apps/erm/Lists/Risk Register

sites/apps/ermiLists/Risk Register

sites/apps/erm/Lists/Risk Register

sites/appsfermiLists/Risk Register

sites/apps/erm/Lists/Risk Register

and/or amended as needed i conjunction with forecast and
budget request panning and developmen.

‘OEP, however we lack office specifc OEPs

budsee, buiding shape, other unique project factors.

HR assistant ired

EEOC Accountabiity Program established in OCHCO. Yearly
internalaudits are being performed.

FALSE

TRUE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

applcable o these and other GSA authority.

Al fed offces have created therlocal COOP. Agency Security
‘Specialsts are completing technicalreview. Next phase s TT&E

Closed

Closed

Closed

Closed

Closed

Closed

tem

tem

item

tem

item

tem

tem

tem

sites/appsfermiLists/Risk Register

sites/appsfermiLists/Risk Register

ites/apps/ermyLists/Risk Register

sites/appsfermiLists/Risk Register

sites/apps/ermiLists/Risk Register

sites/appsfermiLists/Risk Register

ites/apps/ermLists/Risk Register

sites/appsfermiLists/RiskRegister

ites/apps/ermLists/Risk Register

sites/appsfermiLists/RiskRegister

ites/apps/ermLists/Risk Register

sites/appsfermiLists/Risk Register

ites/apps/ermLists/Risk Register
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EEOC sk Register

Risk isk - Risk  implementation
RsKID  profile  Offces Idenification sk Category Risk Name Risk Descripton f sk Descripton Then Causl Factors Impacts/Consequence Risk Trgger Probabilty  Impact  Risk Score Response Actions Closure ponse Lesson Learned progress o™
rank Date Date . W
oEono7 oEon 5/1/2017 Reporting PT) Cros-traiing of PT saff Medium  Medum Medim Avoid FALSE FALSE FaSE Closed tem sites/appsferm/Liss/Risk Register
seamlesslyand corrctly. saffis absent
oeosos oeon [ [ ier [ [ e function Verylow | VeryHigh Medium  [Avoid | Communicate with OITon an on-going bassto ascertain that FasE FaLse FasE Closed | lem [ sites/apps/erm/Liss/Risk Register
| the network s down 1o respond to Asencystakeholders oreventive mechanisms v nolce.
ocoros oEon $/1/2017 Reporting s Verylow  Verylow Verylow  Avid FasE FaLsE FasE Closed em  stes/apps/erm/Uist/isk Register
acton. of prvacy of one o s cients. for relasing confidential nformation. charge nformation. Sipulate tha o information s released
without pior approvalfrom thedivsiondiector or the team
Ieaders
oeosor0 oeon ] [ [ [ [ Verylow |VeryHigh |Medium  [Avold | Ensuresaffisrained and that deadines are understood. publish | FALSE FaLse FasE Closed | em | ites/apps/erm/Liss/Risk Register
requirements reuirements re not followed ‘ stakeholders - nternaland external M Hil). ‘ an internl calendarofdue datesto maintan visbilty.
oeonor1 oEon 713072018 Strategic (wsT) insice Lostdata g Heh  rgh Avid RequestOFT automatically back up the Virtal Lbrary on a morthly  FALSE FaLsE FasE In-Progress Item  sites/apps/erm/Lists/Rik Register
management options han Insie event of catastrophic I even. bass without need or remindersfrom the Library.
oeosors oeon 713072018 Legal (LT) Vendor audis of E£0C egal database usage: providers f [ [ ea Revocation of access personal o ather non case refated use Hgh Hgh  [High Avoid [ Education of EEOC users on ermissble use reaurements Fase FaLsE Fase tem [ sites/apps/erm/Lists/Rik Register
information tandatory aining of new users and information security
reauirements emaled ndivduall o users and posted on the
VirtualUary. Implementation ofrequired reference code
oeosons oeoA 7/30/2018 Business Operatons (80T Procurement deadines sor Verylow  Medum Low Auoid Creating Excelsreadsheet that includes vita contract FasE FALSE FasE Closedtem  stes/apps/enmy/Lists/isk Register
insenice. administrate nformtion.
oeonors oeon ] [ [ [ [ [ [ VeryHgh  |Hgh [veryHigh |miigste | FasE FaLse FasE Closed | ltem | its/appsferm/Liss/fisk Regiser
positons ot be me. needed fo systemic cases or will ave o ely on more costy the Ez0C
extemnal contractors to perform the analyic work.
oeonors oeoA #/1/2018 Strategic 0AT)Lossof Access Anayte Data updates Veylow  Hgh  Low Auoid  Ensurealoftware upgrades ar first pre-tested among a sl FALSE FALSE FaLsE Closed tem sites/apps/erm/Liss/Risk Register
i systemicinvestigations. sroup ofanalsts
oeonor7 oeon ] [ [ [ [ [ [oe: Avessofghest | Medum | Mecium |Medium | Mitigate | Crosstran analsts and encourage additonsl traiing n new FasE FaLse FasE Closed | ltem | its/appsferm/Liss/fisk Regiser
‘ satistica expertise and analytica fferings provided tocients concern testing pay: longterm disabity analyic reas
oeosots oeoA #/1/2018 Strategic o Medm  Hgh  Hgh Auoid Coordinate with OI prior o il software upgrades requirng the  FALSE FALSE FasE Closed tem sites/apps/erm/Liss/Risk Register
systemic nvestigations. analyts
sre avaibie.
oeonoz0 oeon ] [ [ tow Medium |Medim | Avoid FasE FaLse FasE Closed [ em | stes/apps/erm/List/fisk Register
€ prioite. i imprtant research eforts current EEOCstaf do not have the | 1A process
EE0data avaibitty toconduct nternall. These researcheffrts often with federa egulations.
form e
pans.
oeonozt oEon 712512018 Reporting £E0-1 data Lostdata tow Very High High Avoid  Request OFT automatically back up he Virtal Lbrary on a morthly  FALSE THE FasE Closed em  stes/apps/erm/Ust/isk Register
ot orocesses. bass without need or remindersfrom the Library.
oeosozs oeon 8/1/2018] Legal [ [ [ [ [ Low Hgh  [Medum [Avod | Workwith OIT to ensure ony the minimum number of employees | FALSE FaLse FasE Closed | em | sites/apps/erm/Liss/Risk Register
les cooperative nproviing dta needed for investigatons and permission are provided access to data used for systemic investigations. For
example resticting acess tosensiive data available via IMS.
‘ Train analysts on appropriate access and sharing.
oeonotsa oeon 7/30/2018 Business Operations (BOT)Cross-taiing o BOT saff sor P important deadines are missed. toerrors. Medim  Very High High Avid Begincross-training of BOT members o that work doesn'tstop  FALSE FaLsE FasE Closed tem  sites/appsferm/Liss/fisk Register
even when POCs absent
oimmsa‘ OEDA. ‘ 8/13/2020 Business Operations | ‘YBY data ts deleted data is deleted the the the Medium \/arymgh‘mgh Avoid ‘ FALSE FALSE ‘ FALSE ‘ Closed [item | sites/apps/ermyLists/Risk Register
oeonies oeon 10/1/2020 Compliance ez = ity = Medim  Medum  Medim  Avoid FasE FaLsE FasE In-Progress.Item  sites/apps/erm/Lists/ Rk Register
tothe public publc could be compromised. undergoingnecessaryreview fo staistical uffciency and. agencyto ensure review of ll cata roducts and reports prir o
public release eficiency and nformaion quaiy. disemination tothe publi
forEvidence-Based Policymaking Act (Evidence Act)and related
ffce of Management and Buciet (OME) memoranda and
suidance.
o005 oe0 | [ hair [ ) Chap. 1, Section 1,8, | independent | 3 Veryrgh |Hgh  |VeryHgh |Avid |Revsereporting structure. Hod regular meetigs with EEO U | 3ayaon]  PAsENewd e | Closed | lem | its/appsferm/Liss/Risk Regiser
estabished EEOC reporting regulatons. authority” and the “unfettred relatonship® that "allowsthe | the Agency Chal. Director and Agency Chat.
Agency head t have  clear understanding o EEO actors when
making organizationaldecisons. MD-110, Chap. 1, Section I, &
Reporting two level below the Agency head does ot does not
indicate tha the Agency considers EE0 2 fundamental aspect of
the Agency's misson.
0£003 k0 #1/2016 Complance a VeryHgh  Hgh  Veryhgh  Avid TRUE 313200 TRUE TRUE Closed tem  stes/apps/erm/Uist/isk Register
estabshed EEOC reulations. ofthe E£0 Director compliance with 29 CRR 1614102 authorty. Agency offces. the Disabilty Program),as articulted i 29 CFR1614.102, assessment. In March 2020, OEO hired a cedicated Special
are o longer under the purview o the affrmative employment designated s the responsibities of theaffmative employment: Emphasi Program manager who i responsibl or bolstering
program o thesupervision of the EO Director. program and the EEO Director o the responsibiiiesand OEO's afrmativeaction program, toinclude the voluntary
supervisionof the EE0 Diretor. employee organization (VOA) which is comprised of EEOC
is necessaryor advisable at tis time.
oz005 o0 5/16/2016| Business Operations| Effective Staffing | | [ [ Verylow [VeryLow [Verylow [avoid Hire additional staff/contractors in sufficent numbers with the FALSE FALSE FALSE [1nFY 2020, 3 tem |
EEO offies his could 2pproprate skl sts. of aditonal taf. However, i staffinglvel and contract funds
fead o sancions againt th Agency decrese infuture,isk wil b sgnificanlyhgher than current
ocoos ) 5/20/2016 Reporting Medum  Hgh  High Transter Relations, TRUE  3/13/2000  FAISE  OEOmanagement disagrees with pior OEO Drectors isk TRUE Closedtem  stes/apps/enm/Lists/isk Register
diisons with connected services without any intrface between  arenas to determine the speciicsenvicesof ach. By the complte assessment. New OEO management has intated callborative
program of one tracking vendor thatsupports for the range of elations with RESOLVE, OCHCO, IS, an ELR by holding regular
: i meetings to ensure that these departments re notprocessing
programs that do not nterface. or exampl
MSPB and then attemts o i the same cimwith OEO, LS will
laim (a requied by the CFR). Current OEO management does.
ot believe a computer latform to coordinatethis function isa
wise useof agency resources, OEO notes tht t would pref
avig a more robustIComplaints program tht contans more
sophisticated reporting modules; however, OEO i curently
of upgacding the iComplaints reporting module.
oe007 ot | | | | i ; | Medium High High Transier i FALSE | 3/13/2020) FALSE Current OEQ management disagrees with prior OFO Director risk | FALSE Closed [item | sites/apps/ermyLists/Risk Register
by other Agency offices with OEO | jdance and assessment. With the addition of the new affrmative action
‘ deadines
o£o0s7 k0 4/34/2017 Financial Verylow  Medum Low Awid  Ensurestaff i traned and that deadines re understood. Publsh  FALSE  3/13/2020  FAISE Thistem s not partof OEO'sresponsibiy. TRUE Nt partof OEO responsivilty Closedtem  stes/apps/erm/List/isk Register
requirements 11) andinput to EEOC FinancilStatements (OM Circlar A-136 stakeholders - nternal and extenal OM, Hil) aninternal calendarof due datesto maintan visbilty.
Financia Reoorts Reauirement)are not fllo
0010 ot | | Agency reorganizes current structure of OF | i ; { High High High Avoid | TRUE | 3/13/2020| FALSE In December 2019, OCH approved an extensive reorganization of | FALSE Closed [item | sites/apps/ermyLists/Risk Register
oo of comliance with EEOC regulations. id information. and development as streamiined, computer-based sevicing. 060’ structure. The e-org was implemented n March 2020
regulations for E£O ofces i eu o technological advances. Thus, the iskoutined by the prior OEO dirctor has been
addressed
ocoo1s3 k0 11/1/2016 Financia Offce Budget Agency fas toncrease OFO's budget o » High Medium _ High Transfer  Collboration between all Agency Divsions fowork with OFOto  TRUE  3/13/2020  FALSE  OCHincreased OEO's FY 2020 budget and authorized signfcant  FALSE Closed tem  sites/appsferm/Liss/fisk Regiser
z preventon. develo trinin toolsusig shared resources an funds for hiring conract investgators. OEO i now able o focus
of complints. recommendation tosupport al staff raning development and on preventing discrimination i the EEOC workplace, s s
compliance with EEO raning and outreach. Increased proactive
and preventive measures decreases th felhood of complaint of OEO financialand stff resouces.
fiine
oro0z ofo 12/13/2017 strategic | | ; ; ; ; High High |High Mitigate | FALSE FALSE FALSE tem [ sites/apps/ermiLists/Risk Register
255es5compliance areas and tends with individual agencies
trends government.uide and at individul agencie.
oro03 oro 5/18/2017 Complance Understaffed Complance program g Hgh  High Mitgate  Bxamine options or increasing staffin leves of Complance FaLsE FALSE FaLsE tem  sites/apps/erm/Lists/Rik Register
equitabe relefin  timely manner offces ncuding new ires, otational assignments of existing
stakeholdes. Compliance Offcers Officers staff and detais from other EEOC companents.
oro0s oro " High Hgh |vih Mitgate Fause FALSE FasE ttem [ sites/apps/erm/Lists/Risk Register
Security information o 07O records and datasets submitted b other fecera agences and submissions contan Pl orother confidentia nformation
information o other confidentialinformation. 1 OFO does not complainants an their representatives personal dentifcaion orother confdentia information s
ke approprate step toprotec this nformation discovered i a submission o OF
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orpoz

oreos

oreos

ore152

ore1es

occor

occo2

occos

occon

oror

om0z

orros

orroa

orros

EEOC sk Register

Risk Risk Response
profile  Offices dentification sk Category Risk Name Risk Descrption I Risk Description Then Causal Factors Impacts/Consequence Risk Trigger Probability Impact  RiskScore  Action
rank Date
2 0 10/31/2019 High Hgh  High Avoid
securityd (#Security
3 3 P
; space.
field officeor incomplete or outdated procedures.
3[ore I for I Medum [Medium | Avoid
Security private sector charges etc), Additonally,
the e statement sharing, Section 83 or FOIA may occur. or or
Foin, 83 or provision of Foin, 83 or provision of
investigative acttes; loss of confidenceagency reputation by
members of the pubit.
10 10/31/2019 Strategic Allocation of VeryMgh  Wgh  VeryHigh  Avid
tine saffing.
(e, investgators, medi al include. the laws,
attorneys) and qualty customer servie to the public specifc topical matters, sils enhancement and other citcal
issues,then the agency willhave  significant portion o
employee base who do not receive annual raiing that il help
them perform their job better, be more efficient, provide current
legal and enforcement updates, and promote current niiatives
he conseaquences incude less effectivestaf prformance,  lack
of consistency in nationwide operations, and lower level
customersatisfaction from the public.
orp 5/17/2017|compliance I T DigialSystem a I \CT Digial, user error i cata entry or Verylow | Mecium [Low void
Digital provision.
serviceof the charge . acceptance or rejection of ADR offers can impact charge fecycle
process detrimentally impacted. o opporturity to utize mediation; or other consequences may
el
or 7/30/2018 Compliance po fhe X Mised  Medm  Medium Medium  Avoid
8 DigitalSystem . \CTDigital, user errorin  ensure integrty of colected nformation. Error may not be deadine
: delayed or missed entieh P data P
emalnformation i incorrect in the ACT DigitalSystem charge process detrimentally impacted. and re-enter missing data. Agency flls to meet 10 day service of
charge requirement which Respondent may challenge in future.
roceedings; delays in acceptance orrejection of ADR offers can
impact charge iecycle or opportunity to utiize mediation; or
other consequences may arise due tolack of electronic
communication caused by incorrect emal.
1[osc I I I - [ I I Verylow | Medium [Low Miigate
requirements 11) and input 1o EEOC Financial Satements (OMB Circular A-136 stakeholders - internaland external OMS, il
Financial Revorts Reauirement) are not followed
2 o6c 5/10/2018 Financil Huc Low Hgh  Medum  Avoid
meet court ordered deadine.  we could
of$25,000 be precluded from submitting an expert report necessaryto  0GGHQ. ‘expert witness to prove tsclaims and the likelihood ofsuccess in
effectvely itigation a case. courtis sreatly diminished.
3[osc 5/10/2018] Legal g Low Hgh  [Medum Avoid
relief contained in Consent Decrees, under the decrees and future violations could occur.
0GC agressively ensuring compliance tothe njunctive relief
provisions.
occ 11/1/2019 Financial the primary Medum  Medium  Medium
how
the costsof igation activiies. spending trends based on costs for the most elevant tgation funds e being spent.
components.
1forr 8/1/2016| Cyber information 1l Datasets Pl datasets are not properly secured there s increased rsk o data breach 51 data sets not propery secured Medum  [Wigh [Hgn Miigate
urky significant damage to Agency reputation
or 1/4/2017 Cyber information Two-Factor Authentication Medum  Medum Medum  Mitgate
Security
o 1/4/2017|cyber iformation Account Management [ e I I I Medum | Medium [Medim | Mitigate
security disabling and proactivey detect unauthorized or malicious.
moiications
or 1/4/2017 Cyber information SCAP Scanning EEOC does not perform SCAP Scanning Cyber attack Medum  Medum Medum  Mitgate
Security
or 1/4/2017|cyber iformation HrTeS | publcfacing | I I Medum | Medium | Medium
B

ecurity

websites

transactions.

communications

Response Actions.

sheltern plce, and COOP; also provide training for staffon

cards atal times and outline protocols on procedures i taff e
locked out ofspace; provide traning tostaff on reducing or
mitigating health rsks associated with COVID-19; identify other
anisms to provide secure intake space and to provide
quipment, signage and PPE to provide safe saces. Post igns at
faciltis regarding prohibitons of weapons and other behaviors
(particularycritcal where entry o feld ofice does not include

guidance to taff and visitors on protective messures o adress
10-19 exposure and containment.

confdential iles off premises and coordinating with Distict

downloaded.

and with new laptops, employees are encouraged to take their
Iaptops rather than paper charge fils) when working ofsite.
Transition to full digital charge ntake and nvestigation reduces.
the need totake paper fles outside the offic.

Establsh methodology fo development of training pan and

line staff.

Ensure Intake Staf review and update Respondent contact

into view charge.

prir o oll-out 03l staff, Ensure Intake Staff review and update
Respondent contact information in ACT Digita; foutinely review
Respondent/Employer contact nfomration retained i IM

due to Respondent not logging into view charge.

Ensure staff i rained and that deadiines are understood. Publish
an internal calendar of due dates to maintain isily.

'OGC should reviewits current polices and procedures for
submission of expert servicesrequests o ensure the guidance

that Procurement can timely rocess contracts
0GC plans to form a small workgroup to establish protocols for
monitoring complance with injunctiv relif. The group will
examine existing guidance in the Regional Atorneys' Manual and

use independent monitors and other methods for uncovering non-
compliance.

descrbe the itgation actities performed by OGC. The new

eports which wiltrack the costs of the major igation program
activiie.
(1) Implement encryption of data at rest an restricted access
within Alresco fo documents containing SPIL. Implement
procedures/training for staffaccess to documents. [COMPLETED)

5N data to external partis. (COMPLETED)

processes to push fles from Alfresco o shared repostories and
procedures related to access/use. (IN PROGRESS: I 2019, OIT

Outlook Groups. 1n 2020, OIT acquired adeitionalsecurity
services/tools, which are currently being implemented, o provide
additional governance and DLP controls within SharePoint.)

Use of non-PIV multi factor authentication was enforced for Office

allusers inearly FY 2021 PIV 2P was mplemented for all OT

iniiate in mid-FY 2021, 2s implementation i dependant on
removalofa Novell Directory services (near completion) and
Windows 10 rollout expected early FY 2021).Provison of PV

many PIV cards have expired during the pandemic work-at-horme.
restrictions. Depending on pandenic retrictions, IV deployment
may continue nto 2022.

Exchange,
support automated account management

Train staff o utlze the SCAP scaning capabilties of our existing
scanning tools (2017). Implement enhanced SCAP scanning
through DHS' COM Task Order 2F program (Spring 2018)

Mitgste | Witgated One EEOC webste (EE0C raning nstitute front page) |

|
LiTrps connection

FALSE

TRUE

TRUE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

Lesson Learned

FaLse

FALSE

FaLse

FALSE

FALSE ‘

FALSE

FALSE
FALSE

FALSE

FALSE

FALSE ‘

FALSE

TRUE Ensure that HTTPS requirements are incorporated into 3l
contracts fo public facing systems, incluing the new Training site

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

TRUE

Progress

em
Type

P
‘and health security of staffand customers.

Risk reviewed on September 30, 2020

Risk reviewed on September 30, 2020

Risk reviewed on September 30, 2020

Risk reiewed on September 30, 2020

OIT Internal Review,

ol6/FismA

oiG/risa

ol6/FismA

oiG/riswa

Open ttem

tem

Open item

tem

tem

tem

sites/apps/ermLists/Risk Register

sites/apps/erm/Lists/Risk Register

sites/appsfermiLists/Risk Register

sites/appsfermiLists/Risk Register

ites/apps/ermyLists/Risk Register

sites/appsfermiLists/RiskRegister

ites/apps/ermLists/Risk Register

sites/apps/erm/Lists/Risk Register

Inprogress Item

Cosed [ tem
Cosed  item
Cosed [ tem

ites/apps/erm/Lists/Risk Register

sites/apps/ermiLists/Risk Register

sites/apps/erm/Lists/Risk Register

sites/apps/ermLists/Risk Register
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orros.

oro7

orros

orros

ormo10

omou

ormo12

omo1s

ormo1a

omoss

ormo1s

omo17

ormo1s

omo21

ormis7

owcos

owciss

owcis

Risk
profile  Offces
rank

3o

4for

201

1foic

Risk
Mentification  Risk Category.
Date

1/4/2017 Cyber information
ecurity

1/4/2017|cyber information

Other

Risk Risk Name

Category

Unsupported Software

Field Controls

urky
1/4/2017 Cyber iformation FEPA Accounts
ecurity
" | T
Security

11/8/2016 Cyber nformation
Security

Phishing Exercises

Security

Risk Descrption I

Risk Description Then

[ o

Causal Factors

EEOC sk Register

Impacts/Consequence Risk Trigger

increased unavaiabity of new features and functions (business)  (business)

controls

betuween OIT and field

T T "
responsiiltyrelated o I Security

vald contract with EEOC

EEOC does not block unauthorized devces

ecoc

Unauthorized access to the FEPA IMS data

phishing

EEOC does not participate in TIC

there s decreased newwork protection

 E€O

devices

‘Agency Internet traffc not routed through TIC provider

Fullbenefits of TIC not obtained Reduced protection of EEOC network

11/8/2016 Cyoer information Sender Authentication = increaseriskof malware
ecurty protocols
11/8/2016] [ [i €O [ [ Increaseriskof mahware
Securiy at the gateway
9/1/2019 Complance Electronics Record Management
primari paper-based and decreased efcency
realzed.
| T T I T T . T
operations. continuity o operationsisk.
12/1/2017 Cyber nformation Automated ExM ERM processes ae not automated here i decreased program eficency Manualtracking
ecurty
12/1/2017]|Cyber information ci50ole the CI50 and DCIO unctions are combined [ ] [
urity and DCIO functions
3172018 o Support for Windows 7 ends Jan 2021 (EE
security o5 suppor by one year);alure to migrate ur workstations to
band patches
] T T 0 T 1
Securiy ‘ the evel required decreased eficiency.
12/1/2019 Cyberinformation Ut Blocking e foss Data s o introduction of malware Use of unencrypted or infected devce
ecurty access

7/18/2018] Legal

Leadership Succession Gap

Extended permanent Chair vacancy

10/21/2020

newFOIA

could resultn delay n issuance of EE0C poicy guidance

Then,

Change in Administration

|1 Emploers may no havetimely formatin or updtedpocy

et

and mav increase the FOIA backiog o reauests.
T

ifpaper
for processing

be recorded as overdue (backiog).

publichealth emergency.

their abilty to exercise thei ights.

Medum  Medium
Low Low

Low Low

Medum | Medium
Low Medium
Low Medium
Medum  Medium
Low Medium
igh Medium
Low Low

Low Low

Medum | Medium
Low igh

Medum | Medium
Medum  Medium
Medum | Medium
Medum  Medium
Medum | Medium

Medium

Medium

Medium

Medium

Medium

Medium

High

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Response
Probability Impact  RiskScore  Action

Mitgate

Miigate

Mitgate

Miigate

Mitgate

ccept

Mitgate

Mitigate

Mitgate

Miigate

Mitgate

Miigate

Mitgate

Miigate

Mitgate

Miigate

Transfer

Mitigate

Major

isk
Closure
Sien out
OIT has implemented compensating controlsto reduce associated  FALSE. FALSE FALSE

Implementation

Response Actions. Lesson Learned

toreplace the technology and limit business risk:
- Migrated OFO compleit files from OperiText DM to
1MS/Afresco (completed 2017)

- Migrated OGC case filesfrom OpenText DMS to SharePoint
(completed 2012)

- Migrated EEO-1 outdated DBMS (completed FY 2018)
~Upgraded IMS Oracle DBMS and Oracle Forms to updated
versions (completed FY 2019)

- Upgraded EEOC.GOV to new HW/SW (completed FY 2020)

- Migrating user personal (P) drives and officeshared drives from
Novell o OneDrive and Azure (n process,to be completed in
October 2020)

in process, to be completed n 20.2021)
- Migrate nSit to SharePoint (i process, o be completed n 20
2021)

- Migrate exsting Hyperion reports to PowerB in process, tobe.
completed in20.2021)

responsiiltes. Fied TS/ORM traning will cover the major
controlareas

Procedures implemented to require that OFP formally notify T FALSE THUE FALSE
2 FEPA offce nolonger has an active account,at which point OIT

OIT is updating security control documentation to outline field FALSE ‘ FALSE ‘ ‘ FALSE

tothe aporopriate offce
T

[ FALSE FALSE FALSE

devics from connecting 10 EEOC' network. OIT expects to flly
deplov these cavabiltes i FY

Implemented compensating controls to it the downloadand  FALSE FALSE FALSE
execution of unknown programs o reduce likelood. DHS offers

free phishing exercisetesting,for which EEOC has registered

Due to funding constraints, EEOC has not acquired TIC services. FaALsE FaLsE FALSE
EEOC i particpating n related DHS Einsten 34 (E34) programs.

Fullmplementation of £34 wil follow AD/Outlook migration o
achieve additonal protections. (COMPLETED)

EEOC wil evaluate TIC benefits over Enstein 34 and, potentialy,
procure these serices. (PROGRESS: TIC 3.0 released in 2018,
EEOC i working with DHS to deploy sensors requied for
compliance.)

‘Agency is migrated from GroupWise to Offce 365. DKIM attaches

2 new domain name identifie to a message and uses.

crvotosrashic techniaues to velidate authorization

Implemented compensating controls to it the downloadand | FALSE BsE [nfa FaLsE
execution of unknown programs to reduce ikelivood. Additional

technology provided through particpation n DHS Enstein 34

{email fiering & DNS sink holing) will help mitgate tis risk
(COMPLETED!

FALSE FALSE FALSE

Upcoming mandate: By December 31, 2019, al permanent FALSE FALSE FALSE
electronic records i Federalagencies will be man

electronicaly o the fullestextent possible for eventualtransfer

and accessioning by NARA inan elctronic forma.

OLC, in conjunction with T, rogram offces, and NARA, must

electronic records management program and meet federal
mandates

2 FALsE FaLsE FALSE
ACT requirements to develop a plan of action. (COMPLETED: OIT
worked with OEDA to ncorporate Secure Act requirements into
the EEOC Enterprise Risk Managerent Plan).
OIT worked with OEDA to develop an ERM toolwithin SharePoint.  FALSE FALSE FALSE
Received authority to separate the functions and hire a CISO FaALsE FaLsE FALSE
during 202018,
FALSE FALSE FALSE
11 el
micyear, and funds o replace sl emaining Dels was provided at
end ofyear. This lowered the probabiityfrom Mediu o Low.
Microsoft supportfor Win 7 extended one year due to EEOC G5
licensing, further decreasing isk
OITis developing plans to upgrade all P and Lenovo workstations
during FY 2021 to Windows 10. (Deployment of Win10 was
intiated in October 2020 and i currently underway).
OIT is conducting e-Authentication assessments for major svﬂems‘ FALSE FALSE ‘ ‘ FALS|
Deploy automated controls to block USB drive access on both TRUE  11/25/2020  TRUE Event occurred prior to device blocking. FALSE
Windows 7 and Windows 10 aptops. (COMPLETED)
| e TRUE TRUE
direction and guidance unti permanent Chair i confirmed
Staff willstandby for OIT staffers to resove the technical FALSE FALSE FALSE
dificulies n order o resume their dutes
FALSE

complte FOIA disclosures and close the requests i the FOIA

A staff member will go into scan paper records necessary to ‘ FALSE ‘ ‘ FALSE ‘

em
Progress
Type

OIG/FISMAand external EEO-1 iskassessment.

In-Progress_ftem

sites/appsfermiLists/Risk Register

orG/eisma Closed [ tem | sies/apps/erm/Liss/Risk Register

olG/FismA Closed e sites/apps/erm/Lists/Risk Register

ciofFisma In-progress Item | sites/apps/ermyLists/RiskRegister

cio/FIsMA Closed e sites/apps/erm/Lists/Risk Register

ciofFisma In-progress tem | sites/apps/ermyLists/RiskRegister

cio/FIsMA Closed e sites/apps/erm/Lists/Risk Register

ciofFisma Closed [ tem | sites/apps/erm/Lists/Risk Register

Elctronic Email Retention Policy issued [COMPLETED FY2019],  Open tem  sites/apps/erm/Lists/Risk Register

T formalfinding s [Closed | tem

pending)

Awaiting formal OIG findings.

System delivered to OFDA. Closed e sites/apps/erm/Lists/Risk Register
Closed [ tem | sites/apps/erm/Lists/Risk Register

New CISO selected in ate F¥ 2018 and on boarded in early FY
2018,

In-Progress ftem

sites/appsfermiLists/RiskRegister

Cosed [ em
‘omm ole based access enhancements tobe ncorporated nto
Closedem  stes/apps/erm/uist/isk Register
15 item

T
2018, ending the period of uncertanty

In-Progress ftem

n-progress [ tem

sites/appsfermiLists/Risk Register

ites/apps/ermLists/Risk Register
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