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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
7500 GEOINT Drive
Springfield, Virginia 22150

U-197-21/01G 7 October 2021

Transmitted Via Email

RE: Freedom of Information Act (FOIA) Request — 2021-FOI-00031

This is in response to your 26 January 2021 FOIA request in which you requested:

A copy of the final report, report of investigation, closing memo, closing letter,
referral memo, referral letter and/ or any other conclusory document associated
with each of these NGA OIG Investigations: 18-108, 18-134, 19-008, 19-009,
19-016, 19-050, 19-064, 19-072, 19-085, 19-119, 19-131, 19-137, 19-148,
19-158, 20-005, 20-006, 20-014, 20-034, 20-030, 20-050, 20-080.

The NGA Office of Inspector General (OIG) FOIA office received the request on 22 April
2021.

On 21 July 2021, during a verbal discussion with me, you agreed, and followed up that
agreement with an email, to narrow the request to exclude reports 18-134 and 19-009.

As a part of OIG’s search, | determined, notwithstanding having listed 19-064 and
20-030 as being closed cases in response to your FOIA request number
2021-FQI-00012, that this office did not create a responsive closing or equivalent
document on these consultation cases.

As the NGA OIG FOIA Officer, | have determined, upon review of the request, that the
responsive material on the remaining 17 closing or equivalent documents may be released in
part with some information being withheld pursuant to FOIA Exemptions (b)(3), (b)(6), and

(b)(7)(C).

Exemption (b)(3), 5 U.S.C. § 552(b)(3) applies to information exempt from disclosure by other
federal statutes. The federal statute which prevents disclosure is 10 U.S.C. § 424, which
authorizes NGA to exempt from disclosure the organization or function of an organization of
NGA; the number of persons employed or assigned or detailed to NGA; and the name, official
title, occupational series, grade, or salary of any person employed by or assigned or detailed to
NGA.

Furthermore, Exemption (b)(3) applies to the Inspector General Act of 1978 (5 U.S.C.
Appendix), specifically, § 7(b), which states that “[t]he Inspector General shall not, after receipt
of a complaint or information from an employee, disclose the identity of the employee without
the consent of the employee, unless the Inspector General determines such disclosure is
unavoidable during the course of the investigation.”
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Exemption (b)(6), 5 U.S.C. § 552(b)(6), requires withholding of information in personnel,
medical, and similar files where disclosure “would constitute a clearly unwarranted invasion of
personal privacy.” Similarly, Exemption (b)(7)(C), 5 U.S.C. § 552(b)(7)(C), requires withholding
of records or information compiled for law enforcement purposes where disclosure “could
reasonably be expected to constitute an unwarranted invasion of personal privacy.”

You may appeal these redactions in writing to the NGA Inspector General, the appellate
authority, within 90 days from the date of this letter. Within your appeal, you must include an
explanation of why you believe our response is in error and you should reference the above
FOIA request number. The appeal should be sent to:

The Inspector General

National Geospatial-Intelligence Agency
Mail Stop N75-O1GC

7500 GEOINT Drive

Springfield, VA 22150

Please include a copy of this letter with your appeal.

Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services they
offer. The contact information is as follows:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road-OGIS

College Park, MD 20740-6001

Email at ogis@nara.gov

Telephone: 202-741-5770

Toll-free: 1-877-684-6448

Facsimile: 202-741-5769

This completes our action on your request. Should you have any questions, please contact our
FOIA Public Liaison at 571-557-7729 for any further assistance and to discuss any aspect of
your request.

Sincerely,

Digitally signed by
SHARRETT.KENNETH.R.1060951108

DN: c=US, o=U.5. Government,

J/mk ?%M& ou=DoD, ou=PKI, ou=0SD,
cn=SHARRETT.KENNETH.R.1060951108
Date: 2021.10.07 09:43:46 -04'00"

Kenneth R. Sharrett
Counsel to the Inspector General
(NGA OIG FOIA Officer)

Enclosure:
Responsive Material (2021-FOI-00031)
Redacted (164 Pages)
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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
OFFICE OF INSPECTOR GENERAL

EXECUTIVE SUMMARY
(U) OIG CASE NUMBER: 19-008
(U) TITLE: Improper Relationship with a Contractor/Conflict of Interest

(U) SUBJECT

(/=287 (1) (3)10USC8424, (b)(6) (b)(7)(C)
I

, Defense Intelligence Senior Level (DISL), Chief Information
Officer and Information Technology Services Directorate (CIO-T), NGA, Springfield,
Virginia

(U) ALLEGATION

(U/EQUO) Rl is giving preference to an NGA contractor as a result of a close
professional and personal relationship that has with a consultant who
works for the contractor.

(U) INVESTIGATION
(U) The investigation determined the following with respect to the allegation.

(U//EQYO) OIG’s investigation did not substantiate is giving preference to
an NGA contractor as a result of a close professional and personal relationship that

has with a consultant who works for the contractor. OIG found no evidence
that indicated gave preference to [(HIGIOINI®) with respect to NGA
acquisitions, as a result of her close professional and personal relationship with him.
Although FEEEREEE Uscd to work for at NGA, and there is evidence that
shows that they remain friends and engage with each other socially, OIG found no
evidence to support the allegation.

(U//FOUHO) i \vas issued a Letter of Caution on 1 March 2016 for failing to
disclose her relationship with on a Source Selection Participant Agreement for
a contract acquisition and for giving the Technical Evaluation Panel the impression that
she was attempting to influence the final selection and appearing to favor
B \ative Joint Ventures Corporation.

(U//FOUHO) il stated in her interview that she did not believe that going on a
vacation with RIREMI could give the perception she has a conflict of interest because
she said no one at NGA or other contract vendors would have knowledge that she and

went on a joint vacation. At the time of and QBRIOKIS) joint
(

vacation (April 2018), was in email communication with A in his
capacity as a GDIT consultant, and GDIT was a potential bidder for future contracts at

1
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NGA (GDIT was the incumbent on the Data Center Services confract) and GDIT ended
up responding to the Transport follow on contract Draft Request For Proposal. Taking

into consideration and (b>(6> RIS, personal friendship and professional
[(b) (3)10USC8424, (b)(6) (b)(7)(C)

roles, their relationship could be perceived as giving (hence
GDIT) more access to NGA CIO-T management than other vendors competing for NGA
IT contracts.

(U) RECOMMENDATIONS

(U) OIG recommends that the Director, CIO-T, review this report, and in consultation
with the Director, Office of Contract Services, and the Office of the General Counsel,
take appropriate action.

(U) OIG recommends that the Director, Security and Installations, review the Other
Matter section of the attached report and take appropriate action.

2
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REPORT OF INVESTIGATION

(U) OIG CASE NUMBER: 19-008
(U) TITLE: Improper Relationship with a Contractor/Conflict of Interest

(U) SUBJECT

(RN(V/IEel278)] () (3)10USC8424, (b)(6) (b)(7)(C)
B D-f<nse Intelligence Senior Level (DISL), Chief Information
Officer and Information Technology Services Directorate (CIO-T), NGA,

Springfield, Virginia

(U) ALLEGATION
(U/EOUO el is giving preference to an NGA contractor as a result of a close
professional and personal relationship that has with a consultant who

works for the contractor.

(U) BACKGROUND

(U//FOUO) On 10 October 2018, NGA OIG received an anonymous letter alleging that
OIORRESAMLONOBIE)] was maintaining an improper relationship with (QIQKIGI(®)
who is an independent
consultant who owns [(QIQROIWI®], and as a consultant, REAURE] \works for General
Dynamics Information Technology (GDIT). (SIOQX()I¢I(®) who was
(XIS IYZM()OROIQI®]. The letter stated that [ \vas going to be the
Source Selection Authority for the Transport follow on contract (TCS), which would be
awarded in the next few months and GDIT would be one of the bidders. The letter
further noted that had been heard saying to other contractors, “I talk with
B cvery day;” “| mentored her, and she owes me;” and “We can shape this
contract” (the TCS contract). The author of the letter alleged that is
engaging in an improper relationship with given that she is going to be named
the Source Selection Authority for the TCS contract, and works for GDIT who
may be one of the bidders for the TCS contract.

UNCLASSIFIED//FOR-OFFHCIAL-USE-ONLY
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(U) SCOPE

(U) NGA OIG conducted this investigation in accordance with the standards set forth in
NGA Manual 7410.11, Inspector General Operations, 2 June 2014, and the Quality
Standards for Investigations, 15 November 2011, set forth by the Council of the
Inspectors General on Integrity and Efficiency. NGA OIG obtained testimony from
individuals believed to have information pertinent to the allegations and issues. NGA
OIG also reviewed pertinent documents and data.

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

e (U) 18 United States Code (USC) § 208, Acts Affecting a Personal Financial
Interest, states: ‘

(a) Except as permitted by subsection (b) hereof, whoever being, being
an officer or employee of the executive branch of the United States
Government, or of any independent agency of the United States, a
Federal Reserve bank director, officer, or employee, or an officer or
employee of the District of Columbia, including a special Government
employee, participates personally and substantially as a Government
officer or employee, through decision, approval disapproval,
recommendation, the rendering of advice, investigation, or otherwise,
in a judicial or other proceeding, application, request for a ruling or
other determination, contract claim, controversy, charge, accusation,
arrest, or other particular matter in which, to his knowledge, he, his
spouse, minor child, general partner, organization in which he is
serving a officer director, trustee, general partner or employee, or any
person or organization with whom he is negotiating or has any
arrangement concerning prospective employment, has a financial
interest.

e (U) 41 USC § 423, Restrictions on disclosing and obtaining
contractor bid or proposal information or source selection
information, states:

(a) Prohibition on disclosing procurement information

(1) A person described in paragraph (2) shall not, other than as provided by
law, knowingly disclose contractor bid or proposal information or source
selection information before the award of a Federal agency procurement
contract to which the information relates.(2) Paragraph (1) applies to any
person who —

(A) is a present or former official of the United States, or a person who is
acting or has acted for or on behalf of, or who is advising or has
advised the United States with respect to, a Federal agency
procurement; and

2
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(B) by virtue of that office, employment, or relationship has or had access
to contractor bid or proposal information or source selection information.

e (U) 5 Code of Federal Regulations (CFR) § 2635.502 Personal and Business
Relationships, states:

(a) Consideration of appearances by the employee. Where an employee
knows that a particular matter involving specific parties is likely to
have a direct and predictable effect on the financial interest of a
member of his household, or knows that a person with whom he has a
covered relationship is or represents a party to such matter, and
where the employee determines that the circumstances would cause
a reasonable person with knowledge of the relevant facts to question
his impartiality in the matter, the employee should not participate in
the matter unless he has informed the agency designee of the
appearance problem and received authorization from the agency
designee in accordance with paragraph (d) of this section.

e (U)5CFR § 2635.702 Subpart G, Misuse of Position, states:

An employee shall not use his public office for his own private gain, for
the endorsement of, or a service, or for the private gain of friends,
relatives, or person with whom the employee is affiliated in a
nongovernmental capacity, including nonprofit organizations of which the
employee is an officer or member, and persons with whom the employee
has or seeks employment or business relations.

(d) Performance of official duties affecting a private interest. To ensure
the performance of his official duties does not give rise to an appearance
of use of public office for private gain or of giving preferential treatment,
an employee whose duties would affect the financial interests of a friend,
relative or person with whom he is affiliated in a nongovernmental
capacity shall comply with any applicable requirements of § 2635.502.

o (U)5CFR § 2635.703, Use of Nonpublic Information, states:

An employee shall not engage in a financial transaction using nonpublic
information, nor allow the improper use of nonpublic information to further
his own private interest or that of another, whether through advise or
recommendation, or by knowing unauthorized disclosure.

e (U)5CFR § 2635.101, Basic obligation of public service, states:

(a) Public service is a public trust. Each employee has a responsibility to
the United States Government and its citizens to place loyalty to the
Constitution, laws and ethical principles above private gain. To ensure
that every citizen can have complete confidence in the integrity of the
Federal Government, each employee shall respect and adhere to the
principles of ethical conduct set forth in this section, as well as

3
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implementing standards contained in this part and in supplemental
agency regulations.

(b) (2) Employees shall not hold financial interests that conflict with the
conscientious performance of duty.

(b) (8) Employees shall act impartially and not give preferential treatment
to any private organization or individual.

¢ (U) Federal Acquisition Regulation 3.101-1, Standards of Conduct, states:

Government business shall be conducted in a manner above reproach
and, except as authorized by statute or regulation, with complete
impartiality and with preferential treatment for none. Transactions relating
to the expenditure of public funds require the highest degree of public
trust and an impeccable standard of conduct. The general rule is to avoid
strictly any conflict of interest or even appearance of a conflict of interest.

e (U) Department of Defense (DoD) Directive 5500.07, Standards of
Conduct, paragraph 4.3, states:

DoD personnel shall perform their official duties lawfully and comply with
the highest ethical standards.

e (U) NGA Instruction 1000.7 R1, Personal Relationships in the
Workplace, states:

(6) (c) (1) Managers, Supervisors, and Official Superiors:

Maintain professional work relationships and conduct themselves to avoid
any real or perceived favoritism regarding their official work duties.

Appendix 2: Unprofessional relationships. Unprofessional relationships
are relationships, whether pursued on or off-duty, that detract from the
authority of supervisors and managers or result in, or reasonably create
the appearance of, favoritism, misuse of office or position, or the
abandonment of organizational goals, and adversely affect the efficiency
of the Agency. Unprofessional relationships can exist between civilian
employees (including team leaders and team members), military
personnel and civilian employees, between officers, between enlisted
members, between officers and enlisted members, between contractor
personnel and military personnel, between contractor personnel and
civilian employees, between recruiters and applicants, and between
instructors and trainees (students).

4
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(U) FACTS
(V) Investigative Methods

(U//EQUO) NGA oIG investigators identified and reviewed the following
information/records to determine whether and were engaging in
an improper relationship.

Open Source Internet websites

Investigative databases

TCS Source Selection Plan

TCS Draft Request For Proposal (DRFP) and vendor responses
TCS Request For Proposal (RFP)

NGA Access Control Record (ACR) Data

Letter of Caution issued to on 1 March 2016

K SBU, COE Emails and Jabber Messages from June 2017 through
November 2019 and H Drive

© N O gk b=

(U) NGA OIG investigators interviewed individuals to obtain information related to the
allegation. NGA OIG investigators analyzed the information and applied it against
applicable laws, policies, and regulations.

(U) Review of Documents

(U//FEHO) NGA OIG investigators reviewed the information and records listed above
and identified the following significant information.

TCS Source Selection Plan- Dated 21 August 2019

(U/IEQYJ0O) The TCS Source Selection plan showed that although several employees
who report to SRS through her management chain were listed as members of
the Source Selection Team, was not a member of the Source Selection
Team. was named the Source Selection Authority for the TCS
contract acquisition. OIG found no evidence that [N as officially in
consideration to be named the Source Selection Authority for the TCS contract.

TCS DRFP — Dated 30 May 2019

(U//FEUO) The TCS DRFP was issued to vendors who were potential bidders for the
TCS contract and were afforded the opportunity to respond with comments about the
scope and requirements of the TCS contract that would be included in the Final RFP
and the Performance Work Statement (PWS). GDIT was one of the vendors that
responded with comments. However, GDIT did not submit a proposal to win the award
for the TCS contract. Consolidated Analysis Center Incorporated (CACI) submitted a

5
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proposal that included GDIT as a subcontractor to provide services in support of the
TCS contract. The TCS contract was awarded to Lockheed Martin Corporation in April
2020.

Access Control Records Data

(U/I/EQUY0O) According to NCE ACR data, between the period of 1 June 2019 and
17 June 2020, entered the NGA NCE building once on 10 October 2019.

Letter of Caution — Issued 1 March 2016

(UI/EGQUB) A 2014 OIG investigation' found that EESSSSSEEREE had failed to make
appropriate disclosures in the acquisition process for the Transport contract. As a result,

was issued a Letter of Caution. The Letter of Caution provided the
following reasons for issuance:

(b)(6) (0)(7)(C)

The letter was signed by then-Chief Information Officer and Director of IT Services,
(b) (3)10USC8424, (b)(6) (b)(7)(C) .

SBU, COE Emails and Jabber Messages From 1 November 2017 to 15 August 2019
and H Drive

(UIIFOYOQ) A forensic examination of [N <Mail account, hard drive, and
systems activity did not identify any communications or actions, which would indicate
that was giving preference to over other vendors attempting to
win contracts at NGA. Further, the examination did not find any communications
between and SRR that would indicate was attempting to
obtain TCS source-selection-sensitive information to gain advantage for GDIT in bidding
on the TCS contract.

(U//EQYO) The examination revealed that sent emails to in which
he inquired about the status of an RFP, provided ideas about integrating phases on a

' (U//EBYO) OIG Case 14-133.

6
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contract, and asked about changes to the Desktop Environment services platform.

(b) (3)10USC8424, (b)(6) (b)(7)(C)

responded to these emails. The examination found the following four items

of interest:

1)

AN - drive contained a document which reflected a colleague who
had provided S feedback (dated 22 January 2014) on her resume
that questioned her using KA as a reference. The colleague pointed out
that naming [§ as a reference may be perceived as a conflict of interest
given he is a contractor on one of the contracts for which she provrdes
management oversight.

In a 16 September 2019 COE Jabber message,

[ MIEM(b) (3)10USC8424 , SI, NGA, St. Louis, Missouri,
sent a jabber message to [N asking her if she was comfortable with

NGA employees on her team receiving a GDIT demonstration of their
capabilities and services since some follow-on contracts were beginning the
acquisition process. RASasaalRREl characterized the demonstration as

(b) (3)10USC8&424, (b)(6) (b)(7)(C)

“‘innocuous” but wanted to ensure was comfortable with GDIT
providing the demonstration. SN advised, “| think that would be
fine.” This jabber chat between KAt and KN indicated
R awareness that the timing of the demonstration could
potentially give the appearance that NGA is giving GDIT an advantage over
other vendors in the early stages of the acquisition process for upcoming
contracts. RN did Not dismiss l question but
conveyed to him that she did not believe there was any issue with GDIT
providing the demonstration.

For the period between May 2017and August 2018, the examination also
identified a few email communications between and FEEERR in
which they discuss engaging in some social activities together (such as
dinner or brunch) or going to (IOXK()II(®)} FIorlda together These
communications d|d not reveal any indication that | was attempting to
influence decision-making with respect to IT contracts at NGA.

emailed two white papers (in attachments) in which
GDIT outlined technical and operational requirements that NGA should

consider in its Performance Work Statements for the NGA Enterprise Service
Center and the program management for engineering and administrative
support. A did not respond to this email. Therefore, it is unclear
whether [ESSESE opened the email or read the white papers. The body of
the email contained the following:

7
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PRl (b) (3)10USC842:
Hi ,

Hope vacation was wonderful, the pics on Facebook were great. Know you
enjoyed it. No practice vacation this time. GD wanted me to send these to you.
These along with all the other suggestions we sent in the earlier round. Do with
them what you wish. Hope you are good.

(b)(6) (b)(7)((]

(U) Testimony
=% 83 (h)(6) (b)(7)(C) testified he is a consultant for Peraton,? and he

serves in a part-time advisory role to the Peraton program manager assigned to NGA.
stated that he consults on several contracts across the Intelligence
Community. [(QIORQIWI®] advised that when Peraton assigns him to NGA-related tasks,
he works with [Ri AR JrOUp. said that prior to being a consultant,

he was an NGA senior executive in CIO-T.

(UIIEQUO) said that he worked for [DIGIRIGI®] when he worked at
NGA and when he resigned from NGA, REEII hired him to work for him at
NJVC [Native Joint Ventures Corporation]. [QIQIDIQI®) said that has his
own company and consults part-time to GDIT on its contracts at NGA but also
does work for SAIC [Science Applications International Corporation].
work with these companies consists of assisting them to win contracts.
characterized as his “mentor” and a “heroic figure” in his
life.

(U/ireuo) QIRDIOIRIE) said he had not been in meetings with at NGA

recently but has seen AR socially. QIORDIGI®] was asked if he had ever
heard talk about having SIS ‘in his back pocket” with respect to
having influence over her. [QIQXIOIWI®] advised that he had never heard RREIUKY
say anything that resembled that kind of a comment and maintained that he did
not believe that comment was characteristic of something would say.

DIRIOMIE) is aware that was mentor when he was in

her management chain at NGA.

(U//IFOYO) was asked if he received the anonymous complainant’s
letter, which alleged an improper relationship between and SRS
stated he never received the letter even though at the conclusion of
the letter it reflects name as being copied on the letter.

(U//EBU0O) OIG investigators advised [QIQXOIWI®)] that NGA OIG’s inquiries into
this matter are confidential and not to inform SRAAER) that he met with NGA OIG.

2 (U//FOU0) Peraton is a defense contract firm located in Reston, Virginia. Peraton was formerly known
as Harris.

8
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RIGIPIS) stated he would not tell about meeting with NGA OIG and
declared that if he believed was engaging in unethical activities, he
would have notified NGA OIG despite his personal friendship with RIZEIER.

(81/i=2:81830(b)(6) (b)(7)(C) testified he is the GDIT program manager for NGA

and is in charge of business operations including cost analysis, scheduling, logistics,
and material procurements. [DIGIQIWIO®)] stated he reports to GDIT Vice President
and that he mostly interacts with the NGA contracting officer, |

, Office of Contract Services, NGA, Springfield.

(UIFFSYO) explained that there are four different types of
contractors that GDIT provides to NGA as part of its services: GDIT employees,
subcontractors, vendors, and corporate clearance holds. stated
that (QDIGXBIWI®)] has his own company as a subcontractor for GDIT and is a
corporate clearance hold type of contractor. advised that corporate
clearance hold contractors are consultants who maintain NGA facilities access
badges to provide specialized services to NGA such as technical guidance for
programs and selling GDIT's services. [(QIOXOIWQI®)] said that (QILAGIAIS] primary
function at GDIT is to sell business. (QIOXOIQI®)] said that RUERIE bills an
hourly rate to GDIT for the time he spends attempting to win contracts for GDIT.
(U//FOU0) [BIGIBIBIS) acknowledged that RIS Would have access to
Rk e cause they knew each other professionally from when
worked at NGA in the [((RE)NReIUS] @37 vk group but did not know the extent
of their personal relationship. (QIQYOIWI®) said that helps GDIT with
NGA proposals and provides guidance on strategies to employ when GDIT tries
to win NGA contracts.

(UI1FeU0) [QEOEEEEEAOIOIOINIG) testified she is a Defense Intelligence Senior Level
employee and serves as the [()JE)NNsUN08:7 2 () (N ()T ](®) advised that
she is responsible for overseeing approximately NGA employees and
approximately contractors who support the four primary IT contracts at NGA.

(UIIEQUYO) stated that she could not think of any reason why
anyone would raise concerns over a conflict of interest that she may have.
KR o cknowledged that a few years ago she was the subject of an OIG
complaint which prompted a conflict of interest investigation surrounding the
NGA Transport contract. S \was asked if she recalled the findings of
the OIG investigation:

OlG: And what were the findings of that investigation?

3 (UIIFSHO) (WIGKBINIE®] brought up RERIER) as an example of a corporate clearance hold contractor
without OIG asking about (S
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Subject:  The findings was [sic] that | had a relationship with this person, which
| did, because he was my mentor at one point when he was in the
Government. And then since he’s left the government, we still have
contact.

OlG: Okay, and....

Subject: But that’s one person.

OlG: And who is this you are referring to?
Subject: RSIPKISH

(UIIFSUO) was asked about the outcome from the OIG's findings.

OIG: Anything else as far as findings?

Subject: | think there was like a Letter of Caution and on the type of
communication that | would have with people who had left NGA.

(UIIFSU0Q) said that she is responsible for managing four NGA IT
contracts but tries not to be involved in the source selection process, because
she works closely with the contractors who work on these projects.
stated that some of her subordinates are on the Source Selection Team for these
IT contracts. advised that she has been selected as the Source
Selection Authority for the upcoming Enterprise Management contract award,
and she decided to accept this role because this contract was going to be a small
business set aside and she did not have any close relationships or ties to
contractors who work for small businesses.

(UIIFOUO) declared that she was never under consideration to be
the Source Selection Authority for the Transport follow-on contract (TCS).

said that her only involvement with TCS was ensuring the contract
bidding process was meeting scheduled deadlines.

(U/FOUO) Il 2cknowledged she had a personal, mentor-type
relationship with REARIR but did not see him often because he lives in Florida.
N said she engages with REERIER socially outside of NGA.
R dvised that she and RIEIMEE and each of their spouses, went on
vacation together to (IOK(IEII(®) (off the coast of Florida) about three or
four years ago. RSN Said the group stayed in a bed and breakfast and
each couple paid for their half of the Iodglng and other expenses. | —————-
stated she received nothing of value from on this trip. [
NOIOY

recalled that the last time she spoke with & i was about two months prior
to12 May 2020 when OIG interviewed her.

(UIIFOUQ) testified that she did not believe there could be a

perception of a conflict of interest by going on a vacation with RIREIEE

10
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(b) (3)10USC8§424, (b)(6) (b)(7)(C)

contended that nobody would know that she went on vacation with
RIRIRIGIY so she did not believe that anyone could form an impression that she
had a conflict of interest in her relationship with and her work at NGA.
did not think was doing any consulting work for GDIT
currently but recalled that he was doing some consulting work for GDIT about a
year and a half ago.

(U//EQUO) was asked if she ever received emails at work about
work at GDIT or any white papers produced by GDIT.

OIG: Have you received emails from him [SEIREERI about his work at
: GDIT?

Subject:  Not that | can think of.

OIG: Have you ever received white papers from him or things of that
nature?

Subject: No — Let me put it this way, | don’t read all my emails. So I'm just
caveating that. | get a tremendous amount of emails from every
corporation, every person out there that is trying to sell something, or
any corporation or company that’s trying to sell something to NGA. |
don’t always read all my emails, so | don’t get through my emails on
the Unclass or high side. And most of the time when it is a vendor, |
don’t usually engage.

OlG: Got it.
Subject: From a work perspective.

OIG: Has ever reached out to you and asked you for information
about what your thoughts were on an upcoming contract?

Subject:  Not that | can think of, no.

(UIIFEYO) advised she had completed her annual Standards of
Conduct training and did not believe that her relationship with and her
role, with respect to contracts at NGA, were inconsistent with the spirit and letter
of Standards of Conduct.

(U//FOUO) il did not recall ever being at a GDIT industry presentation
for CIO-T in which USRI was in attendance. However, qualified
that it was possible she was at a meeting with him, and she just did not recall it.

KN Said she has a lot of meetings with GDIT contractors because they
hold a major IT contract at NGA.

(U/IFEY0O) did not know why whoever raised concerns about her
potential conflict of interest identified her and not others at NGA who also are
involved in acquisitions and have relationships with contractors.

11
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(UI/EQUO) expressed concern that somehow she is giving people
the impression that she has conflicts of interest in her role. SN asserted
she makes a concerted effort to ensure the source selections for contracts she
oversees are beyond reproach so that no vendor protests a contract award.

(U//FOHO) The NGA OIG did not to interview RIRERMEEI because NGA OIG did not
develop any information during this investigation that indicated was engaging
in any improper activities at NGA.

(U) CONCLUSION

(UI/IEQYQ) OIG's investigation did not substantiate is giving preference to
an NGA contractor as a result of a close professional and personal relationship that

has with a consultant who works for the contractor. OIG found no evidence
that indicated gave preference to [(HIGIOIGIE) with respect to NGA
acquisitions, as a result of her close professional and personal relationship with him.
Although used to work for at NGA, and there is evidence that
shows that they remain friends and engage with each other socially, OIG found no
evidence to support the allegation.

(UIIFBYO) was issued a Letter of Caution on 1 March 2016 for failing to
disclose her relationship with on a Source Selection Participant Agreement for
a contract acquisition and for giving the Technical Evaluation Panel the impression that
she was attempting to influence the final selection and appearing to favor QIRIQKIS]
company, Native Joint Ventures Corporation.

(U//EOUO) il stated in her interview that she did not believe that going on a
vacation with KM could give the perception she has a conflict of interest because
she said no one at NGA or other contract vendors would have knowledge that she and
BRISEE] went on a joint vacation. At the time of and [RIRIPIS joint
vacation (April 2018), SN \vas in email communication with REAA in his
capacity as a GDIT consultant, and GDIT was a potential bidder for future contracts at
NGA (GDIT was the incumbent on the Data Center Services contract) and GDIT ended
up responding to the Transport follow on contract Draft Request For Proposal. Taking
into consideration and RIBIRRIRI, personal friendship and professional
roles, their relationship could be perceived as NN 0/Ving (hence
GDIT) more access to NGA CIO-T management than other vendors competing for NGA
IT contracts.

(U) OTHER MATTER

(U/IFSY0) Based upon OIG’s interview with and C - Cure records (the
system used to administer badge access to NGA facilities), OIG confirmed that
has a contractor access badge (green badge) that was issued to him on 13 March 2018
under the Data Center Services (DCS) contract (HM047617D0013). NGA contract

12
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records reflect that QRSN is @ GDIT contractor working under the DCS contract and
assigned to the GDIT Patriot Ridge location in Springfield, Virginia.

(U/IFEY0) According to RIGIOIRIE)]. primary responsibility as a “corporate
clearance hold” contractor (consultant) is to sell business at NGA. did not
mention that is working on any projects at NGA. The Contracting Officer’s
Representative (COR) is responsible for approving E-Nom requests from vendors who
are requesting a contractor be issued a contractor access badge. It is unclear how the
COR determines which contractors should be issued a contractor access badge.

(U//FQU0) According to iR OIGIOGIE) and ACR data reflects

that he is infrequently in NGA facilities yet he has a contractor badge which allows him
access to NGA facilities to sell GDIT products and services, and he does not provide
any services or deliverables to NGA. This issue has been identified in other OIG
investigations and has been referred to the OIG Inspections Division to conduct an
examination of the contractor badge issuance, tracking, and collection process.

(U) RECOMMENDATIONS

(U) OIG recommends that the Director, CIO-T, review this report, and in consultation
with the Director, Office of Contract Services, and the Office General Counsel, take
appropriate action.

(U) OIG recommends that the Director, Security and Installations, review the Other
Matter section of the attached report and take appropriate action.
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REPORT OF INVESTIGATION
(U) OIG CASE NUMBER: 19-016

(V) TITLE: Inappropriate and Unprofessional Relationship/Misuse of Government
Property; False Claim

(U) SUBJECTS

(B/i=(e18Te)Y 1)) (3) 10 USC §424, (b)(6), (b)(7)(C)

Analysis
Directorate (A), NGA, Springfield, Virginia
(U//EQUO) PDIGNPINI@) , A, NGA,

Springfield
(U) ALLEGATIONS

1. (U//EOU0) QISFSEESEZACIONRIRI® misused government resources and
facilities to conduct an inappropriate and unprofessional relationship in the
workplace.

2. (U//EQUO) PICHBINI®) falsified her time sheets, causing her contract company,
H2M Group, LLC, to submit a false claim to NGA for labor she did not perform.

(U) BACKGROUND

(U//EQUQ) On 31 October 2018, the OIG received a referral from the [QIOISEEEFZ
I Sccurity and Installations Directorate, NGA, Springfield,
regarding QICEFEESEZARIGHRIRN®) . Who appear to be engaged in an unprofessional
relationship together, conducting unethical behavior, and possibly committing time and
attendance fraud. According to the [(DIOISESIZZI analysis, it appears that

may have engaged in sexual activity within NCE during the
workday and have been sending sexually explicit messages to each other through NGA
Information Systems.

(U) SCOPE

(U) NGA OIG conducted this investigation in accordance with the standards set forth in
NGA Manual 7410.11, Inspector General Operations, 2 June 2014, and the Quality
Standards for Investigations, 15 November 2011, set forth by the Council of the
Inspectors General on Integrity and Efficiency.

(U) During the investigation, we obtained testimony from QISECEESEZIORIOIGIS), and
other NGA employees believed to have information relevant to the allegations and
issues. We also reviewed pertinent documents and data.

1
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(U) ALLEGATION 1

(U//EQUQ) DIOEPESEZZACIGNRIRI® misused government resources and facilities to
conduct an inappropriate and unprofessional relationship in the workplace.

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

e (V) Title 5 Code of Federal Regulations (CFR) § 2635.101, Basic obligation
of public service:

(b) (5) states:

(U) Employees shall put forth honest effort in the performance of their
duties.

(b) (14) states:

(U) Employees shall endeavor to avoid any actions creating the
appearance that they are violating the law or the ethical standards set
forth in this part.

e (U)5CFR 8§ 2635.704, Use of Government Property, states:

(a) Standard. An employee has a duty to protect and conserve
Government property and shall not use such property, or allow its use,
for other than authorized purposes.

(b) Definitions. For purpose of this section:

(1) Government property includes any form of real or personal
property in which the Government has an ownership,
leasehold, or other property interest as well as any right or
other intangible interest that is purchased with Government
funds, including the services of contractor personnel. The term
includes office supplies, telephone and other
telecommunications equipment and services, the Government
mails, automated data processing capabilities, printing and
reproduction facilities, Government records, and Government
vehicles.

e (U) Department of Defense 5500.7, Joint Ethics Regulation, August 23,
1993, including changes 1-7 (November 17, 2011):

(U) Paragraph 2-301a “Communications Systems” states: Federal
government communication systems and equipment (including
Government owned telephones, facsimile machines, electronic mail,
internet systems, and commercial systems when use is paid for by the
Federal Government) shall be for official use and authorized purposes
only.

2
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(2) Authorized purposes include...personal communications from
the DoD employee’s usual work place that are most
reasonably made while at the work place (such as checking in
with spouse or minor children; scheduling doctor and auto or
home repair appointments; brief internet searches...) when the
Agency Designee permits categories of communications,
determining such communications:

(a) Do not adversely affect the performance of official duties
by the DoD employee or the DoD employee’s organization;

(b) Are of reasonable duration and frequency, and whenever
possible, made during the DoD employee’s personal time
such as after duty hours or lunch periods;

(c) Serve a legitimate public interest...;

(d) Do not put Federal Government communications systems
to uses that would reflect adversely on DoD or the DoD
Component...

(V) Paragraph 12-401(b) “Integrity” states: Being faithful to one’s
convictions is part of integrity. Following principles, acting with honor,
maintaining independent judgment and performing duties with impartiality
help to maintain integrity and avoid conflicts of interest and hypocrisy.

(U) Paragraph 12-401(d) “Accountability” states: DoD employees are
required to accept responsibility for their decisions and the resulting
consequences. This includes avoiding even the appearance of
impropriety because appearances affect public confidence. Accountability
promotes careful, well thought out decision-making and limits thoughtless
action.

(U) NGA Directive 7400R5, Oversight and Assessment, 12 January 2013,
13b, states:

(U) POLICY. It is NGA policy to: Ensure full and complete cooperation
and support to audit, inspection, investigation, and assessment activities.
Personnel must provide accurate, candid, complete, and forthcoming
responses to questions posed by OIG auditors, investigators, and
inspectors.

(U) NGA Manual (NGAM) 1455.1, Disciplinary and Adverse Actions, 5 May
2014, enclosure 8 812, provides that:

(U) False statements, inaccuracies, or misrepresentation warrant
sanctions ranging from a letter of reprimand up to removal.

3
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e (U) NGAM 5200.2, Personnel Security, 10 July 2014, Administrative Update
7 December 2016, Enclosure 2, Responsibilities, 4 Employees,
Contractors, and Applicants:

4 b. states:

(U) Act in accordance with the standards of conduct, and avoid actions
that would affect their continued assignment in a position of trust or
access to [Secure Compartmented Information].

4 c. states:

(U) Notify [Personnel Security] of information with potential significance
regarding themselves or other persons who have been granted access to
SCl, including all reportable information described on the Security and
Installations Directorate website."

e (U) NGA Instruction (NI) 1000.7R1, Personal Relationships in the
Workplace, January 2004, RESCINDED 16 JANUARY 2019:

Paragraph 6e states:

(U) Employees. All NGA personnel (civilian and military) share the
responsibility for maintaining professional relationships. All NGA civilian
and military personnel must comply with the Guidelines for Avoiding
Unprofessional Relationships in Appendix 3.

Appendix 2, Definitions, states:

(U) Unprofessional relationships. Unprofessional relationships are
relationships, whether pursued on or off-duty, that detract from the
authority of supervisors and managers or result in, or reasonably
create the appearance of favoritism, misuse of office or positions, or
the abandonment of organizational goals, and adversely affect the
efficiency of the Agency. [Emphasis added] Unprofessional
relationships can exist between...contractor personnel and civilian
employees...

" (U) The Sl website states: “Pursuant to Section 4 of NGAM 5200.2, Enclosure 2, NGA personnel are
required to report behaviors, incidents, or events that might in some way impact national security and
your ability, or that of NGA personnel, to function positively and effectively in a national security
environment. NGA personnel must report any of the following issues to NGA Personnel Security (SISP);
contractors must also report such issues to their Facility Security Officer.” Paragraph 5, Personal Life
Changes, includes: Change of name, marital status, including legal separation; Change in co-habitation;
Military call-up.

4
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Appendix 3, Guidelines for Avoiding Unprofessional Relationships,
states:

(U) Experience has shown that certain kinds of relationships present a
high risk for being or developing into unprofessional relationships. While
some personal relationships are not in and of themselves unprofessional,
they may be or become unprofessional when other facts or circumstances
are taken into consideration.

(U) Shared activities. Shared activities include sharing living
accommodations, vacations, transportation, and off-duty interests on a
frequent or recurring basis.

e (U) NI 4640.2, International Long-Distance and Cellular Telephone Control
and Verification, 30 August 2017, f4a, states:

(U) POLICY. It is NGA policy: To provide NGA personnel with unclassified
telephones, cellular telephones, and pagers, hereinafter referred to as
NGA telephone systems, for official use and authorized purposes only.

GLOSSARY defines Authorized Purpose as:

(U) Authorized purposes include brief personal communications, such as
notification of schedule changes; official transportation; medical or auto
repair arrangements, made by employees including while on Government
business.

e (U) NI 8470.3, NGA Instruction for Use of Electronic Mail and Other
Electronic Communications, 9 January 2006, Administrative Update
13 November 2015, RESCINDED, 12/18/2018:

(U) Paragraph 3. Policy, states:

a. Use of NGA electronic communications systems is a privilege. Misuse
of electronic communications systems is a violation of the Standards of
Ethical Conduct (DoD 5500.7-R, cited in reference 1.b.(1)) and
inconsistent with NGA standards of professionalism and responsible
behavior.

b. All electronic communications composed, transmitted, or received on
NGA electronic communications systems by any individual are and
remain the property of NGA. They are not the private property of any
NGA personnel.

c. U.S. Government electronic communications systems are subject to
monitoring. Anyone’s use of U.S. Government electronic communications
systems constitutes his or her consent to be monitored. Unauthorized use

5
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may subject the individual to criminal sanctions or other administrative
adverse or disciplinary action (such as loss of communications privileges
or punishment up to and including removal).

(U) Paragraph 4. Scope and Applicability, states: This instruction applies
to all personnel with access to NGA computer networks. It establishes the
guidelines for communicating with electronic mail, fax, telephone
messaging, or other forms of electronic communications. Guidelines for
the use of the Internet, web pages, and Internet browsers are addressed
in other NGA instructions.

(U) Paragraph 6. Responsibilities, states:

g. Personnel must

(1) Always consider the potential resource impact to NGA electronic
systems before sending electronic communications to wide audiences.
(2) Use common sense and good judgment when using NGA electronic
communications systems.

(U) Paragraph 7. Procedures, states:

a. Use of electronic communications systems. In addition to the uses
prescribed by the Joint Ethics Regulation (cited in reference 1.b.(1)),
employee use of electronic communications must follow the normal
courtesies common in official correspondence. Examples of inappropriate
uses of NGA electronic communications systems include:

Disparaging or derogatory comments attacking someone’s character or
integrity, including profanity and other abusive language.

e (U) H2M Group, Employee Handbook, 1 July 2017, Chapter 6, Employee
Conduct, paragraph 6.1, Standards of Conduct, states:

(U) H2M Group’s rules and standards of conduct are essential to our
productive work environment. All employees must familiarize themselves
with company rules and standards; all employees will be held to them.
Any employee who disregards or deviates from company rules or
standards may be subject to disciplinary action, up to and including
termination of employment.

(U) While not intended to be an all-inclusive list, the examples below
represent behavior that is considered unacceptable in the workplace.
Behaviors such as these, as well as other forms of misconduct, may
result in disciplinary action, up to and including termination of
employment:

» Unauthorized use of telephones, computers, or other company-
owned equipment

6
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(V) Facts
(V) Investigative Methods Used and Records Obtained

(U//EQUQ) OIG investigators obtained testimony from witnesses, RREEEEEIRRIREE
I nVvestigators researched, reviewed, and analyzed the following
documentation:

a. (U//EQUO) NGA Insider Threat Office, Centralized Analysis Division
Memorandum for Information regarding the “Unprofessional Relationship and Unethical
Behavior,” of QIOESIEESEZACIORRIRI®)], dated 24 October 2018. The overall report is
classified SECRET//NOFORN. The UNCLASSIFIED attachment of Jabber messages
from 20 September 2018-18 October 2018 (exhibit 1), demonstrates that JEiEEEE
B 2 c cngaged in an intimate relationship and that they may have engaged in
sexual activity within NGA facilities.

b. (U//EQUQ) Analysis of additional Jabber records from 1 March 2017 to
19 September 2018 showed that the personal and intimate nature of the relationship
between existed as far back as 24 May 2017 (exhibit 2).

c. (U//EQUO) Text analytics of the same Jabber records from 1 March 2017 to
19 September 2018 showed the vast majority of messages between
were personal in nature, not official business, based on the frequency of
certain words (exhibit 3). The first two words, “screen” and “capture,” were primarily
personal emojis; only 29 percent of the “screen captures” were work related.

d. (U//EQUQ) Spreadsheets that captured the production metrics of the entire
branch showed a decline in the number of
intelligence reports from October 2015 to September 2018. § productlon
numbers for reports in the database in fiscal year 2016 were 193 (he was a contractor),
FY2017 were 53 (government employee), and FY2018 were 34.
production numbers in the database in FYs 2016, 2017, and 2018 were 58, 57, and 56
respectively.

e. (U) Contract Number HM157517D0009, issued on 15 December 2015 to H2M
Group, LLC, 11220 Assett Loop, Suite 201, Manassas, Virginia 20109. The document
showed Contract Line Iltem Number 0002 as a Firm Fixed Price Level of Effort Task
Order. According to PeopleSoft records, was working under Task Order
0002: HM157517F0234. Investigators confirmed with the Contracting Officer’s
Representative,
I~ \NGA, St. Louis, Missouri, that QIGNGIQI®] Was, in fact,
working under Task Order 0002.
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(V) Testimony

[(/I=(a181aN h)(3) 10 USC §424, (b)(6), (b)(7)(C) , A,
NGA, Springfield, testified:

(S)/i=a18Ta)) ) (3) 10 USC 8424, (b)(6), (b)(7)(C)
|
I

(U//EOUY0) RRESEERRIRER cxplained that he, as the acting branch chief,
supervised jiiililiilll. \who was a team leader, and has worked with him since
July 2017.

(U//EQYO) When asked if jiiiiliilli was ever the team lead for RIONBIGIS).
said, “[N]o, | don’t think—no. Not since | was there, no.” He
explained that GREMEERE Was a contractor before he became a government
employee.?

(U//EQUO) RREEEEIRRIBEE said that as the acting branch chief, he had
supervisory responsibility over jEElSEERE , including time sheets, leave requests,
and ratings. Investigators asked if he had any concerns about
ERESEERER Work when he was the acting branch chief. He said:

[Y]eah—he was not working up to his potential...his team could have
been producing more...He was just in and out a lot. | will say his mom
died during this period. He did switch teams during this period. So, there
were two factors that contributed to his kind of, you know, not being
focused on his team.

(U//EQUQ) When asked if there was anything else distracting &
I s2ic:

I mean, he was spending a lot of time on another team, sitting next to
RIGHBIUIE) - - -People would make comments, but | never was able to
assess whether he was over there showing her how to do something, or
mentoring her, or if they were just over there chatting.

(U//EQUOQ) Investigators asked RRESEEEIRREEE if he ever raised his concerns to

He said:

No. Because—so, | was put in the role as an acting branch chief in April
[2018], and | thought it would be about six weeks, and | just kept...I
should have, in retrospect, but | always thought of myself in there for a
short while, and...l didn’t fully appreciate how little he was doing, probably

2 (U//EQUOQ) According to PeopleSoft, (OIS ZACICHCIRIG)
I,
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until, like, after the rating part in October, when | started looking at what
he had accomplished, and going, well, giiilij, that’s riot a lot for a team
lead...so, that'll be my excuse, is | didn’t realize how little he’d done until |
got to the rating...six/seven months later, or so.

(U//EQUQ) When asked if REISSSIRRER rating reflected his lack of work,
REEESEEERIE said, “Yeah. It was not a good rating...I mean, it wasn’t a horrible
rating, but it wasn’t a good rating.” When asked if it was “successful,” he said
“Yeah, but successful...doesn’t mean anything...”

(U//EQUO) REEEEEERRIREE said he did not have any concerns about JEEESEEIREIR
time and attendance; however, several people raised concerns to him about the
amount of time jiiiiERE was spending with PIGARIRIS) -

(U//EQUOQ) Investigators asked RRESEEEIRRIBEE if he was concerned about
CEFESSZZZACIERMI® spending time together at work. He said, “Yes. And we
did tell them, “You guys try to stop being around each other so much.”” He also
said he “pulled in separately and said, “You guys need to kind
of lay off each other while you're at the office.” 4

(U//EQUO) BRI explalned that because SRS \Was a contractor,
he contacted her contract lead, | , to assist him in talking with
her about the time she was spendlng Wlth BEBEEER . (c!ling her, “[Y]ou guys need
to kind of focus on your work, and not spend so much time together at work.”

(U//EQUQO) When asked if they took his advice, he said, “I couldn’t tell you if | had
noticed a difference, so it probably didn’t.”

(U//EQYOQ) Investigators asked if he ever put his concerns in
writing to [RIOESEESZACIONOIRI® . He replied, “No.”

(U/7EQUO) RRERSEEIRRIRER Was asked whether he saw any other behavior that
caused him to believe that DIOFEEZZZARIGERIRI® were involved in a
relationship. He said:

I mean, there was [sic] things that, yes, would make me think that. You
know, we went out to someone’s going away, and those two...
disappeared together...since | know they were seeing each other...|

3 (UIEQUO) R RIREE identified DIGNGIGIGMI . contractor, H2M Group, LLC, NGA, Springfield,
specifically as having concerns about the office relationship between RISIPESZZARIGEGRI®] . He could
not remember who else voiced their concerns to him.

4(U//EQUO) gemsgzreemagle could not recall who was with him in the office during the verbal counseling of

(b)(3) 10 USC 8424, (b)(6), (b)(7)(C) recorded the date he spoke with only QRERSEERK (18 October

2018) because BREREEEE was concerned about comments being made in the workplace about his
relationship with DIGEBIVI®) -

5 (U//EQU0) RREEEERIoRNRME . contractor, H2M Group, LLC, NGA, Springfield.
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mean it meant two people married to different people going off—I
wouldn’t want my wife doing that at a going away with an employee, but
yeah. So, yeah, | guess | could say yes, there were times when | saw
them kind of disappear together.

(U/MEQUO) RREESERERERER confirmed that RISFSESSEZZARIGRRIRI®)] do not sit
next to each other but in adjoining cubicle “farms.”

(U//EQUQ) When asked if the new acting branch chief, QEEEEEZIORIOQE  had
any concerns about QISIISSEZARIGARIGI® . he said he “went to her on an
occasion or two, and also relayed this to her when she was the...Deputy Division
Chief and [he] was the acting branch chief.” He did not remember her response,
but said, “Yeah, we were all concerned, but not—you know, it was one of those
things—hey you guys, just lay off, spend—you know, stop doing this. It’s
interfering with your work...l didn’t think it was to this level.”

(U//EQUO) RRESSEIRRIREE confirmed that the relationship between BRSNS
B \'as interfering with their work, which had a mission impact. When
asked why there was not a more formal counseling since the mission was being
impacted, he replied, “Well, | mean there was. There was a verbal counseling,
and | mean the next level would have been going to a, you know, written—it
would have been the next step.”

(U//EQUOQ) Investigators asked RREEEEEIRRIRRE if the relationship was still having
an impact on work. He said, “[O]bviously they’re still seeing each other...it's hard
to gauge what the impact is...It seemed like they were trying to be less overt
about it.”

(U//EQUO) pRissmmemae further explained:

[T]he whole issue of QEEEEEZZAOOROOE . . .[has] taken a lot longer than |
thought. It's gone on months...it's been a very squishy situation that
maybe, in retrospect, looks a lot more clear that we should have maybe
written him up...and then, you know, leaving. And so, it’s like, you
know “God, the sooner jigiil§ gets out of here the better.” The situation will
resolve itself.

(U//EQYO) When asked if QIOESEESHZACIOGRRIGI® conducted public displays
of affection (PDAs) in the workplace, said, “[T]hey were just
always sitting next to each other.” He also shared that a coworker in St. Louis
asked him, “So what'’s the deal with QREESEEIRRIRMR ? Are they going out or
what...because every time on the VTC, they're like right next to each other.”®

6 (U//EQUO) Other witness testimony identified the “coworker in St. Louis” as QEEEEEEZIOOIOQIS

I \GA, St. Louis.
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(U//EOUO) RREREEERIRER Was asked if he was aware of REilEEEEER
I 'caving the office during the day together. He said:

I know they would disappear...they’d go get coffee together...l assume
they’d go to lunch together...they [sic] would—be days—parts of the day,
when they suddenly wouldn’t be there...they would disappear. They'd
come back.

(B//i=(e18Te)Y 1)) (3) 10 USC §424, (b)(6), (b)(7)(C)

I /. NGA, Springfield,
testified:

(U//EQUQ) She has been the [DIQIINEEZHAOIGHOINIE)
]
I

(U//EQYO) iR has known jlEERE since April 2015 when he was a
contractor. She supervises him (and is his rater) in her role as the acting branch
chief.

(U//EQUQ-) When asked if she had any concerns about JEEESSSEREER WOrk,
' SRRl said, “[H]e’s a ‘Steady Eddie’...Would | like to see more? Yeah, | think
he can do better and | told him that.”

(U//EQUQ) She was asked if his previous supervisors had any concerns about
hIS work She said, “the previous supervisor[s] didn’t bring up any issues with
0000 performance ” She added:

[W]hen | took over [as acting branch chief] in October [2018], there were
things going on that | was unaware of from a deputy position. So one of
those things was or is—is that jjgiiij is having a relationship with one of our
contractor employees in the branch.

And he has—had been spending a fair amount of time not in his seat
doing other things. When | had my initial feedback session with him in
October, one of the things that | stressed for or to him...was that | needed
him to be in his seat...that he was to be in his seat monitoring his
team...He has [taken that advice]. Could he do better? Yeah.

| didn’t have any concern about his time and attendance. It's more—he’s
not in his seat. He’s in the other aisle. Therefore, he’s not doing his job.

SRl confirmed that [RDIGHBIRIG) sits in the other aisle. She also
confirmed that REREESEEREIRRE talked to her about PIOFNESZZARICECOIGIEG)
relationship when she became the acting branch chief.
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(U//EOYO) il said. “It's obvious that they are spending time together.
Everyone in the branch knows that they’re spending time together.” Investigators
asked SRR |fthe relationship was causing a problem in the workplace. She
said, “It was, yes.”

(U//EOYO) iRl ialked to N B about his relationship with PDIGHEIGI®)

when he complained to her that he was “getting picked on by the Branch
because...everybody knows what QISJQII® and | are doing.” She told him, “Sit in
your seat. The problem goes away. If you sit in your seat, nobody has got
anything else to say to you.” She said since then he has “been more in his seat
than out of his seat.”

(U//EQYO) Investigators asked if she noticed whether the relationship
was a distraction within the Branch. She said:

I think it was—not | think it was—it was.. QREEEREISRIRMR ] said it's
causing problemsEillERR did not describe to me the level of angst that
it was causing in the branch; just that it was causing a problem.

(U//EQUO) When asked if anyone else approached her about the problem the
relationship was causmg, ! B said, “Oh yeah.” She said two other people
informed her about Rk

RS said she spoke with [DIGNBIRI®@] contract lead,
PIGHBIMI®], on an issue raised to her regarding (QIGKAIBI@®@] use of the NGA
unclassified telephone for “protracted,” and often loud, personal business with

her spouse. EEEEEEREE asked him to talk to [DIGHBIRI®] about it.

(U//EQUQ) When asked about the behavioral standards for the contractors,
regarding breaks and lunch, jEEEEEEEEE cxplained:

| think everybody has the working premise that [contractors are] following
the same guidelines government workers do. You come in. You have the
option to eat lunch at your desk. And/or you take a lunch break and, you
know, then you extend so that you have all the hours you need to have.

(U//EQUQ) Investigators asked & B what she considered a reasonable
amount of time for employees to spend on personal communications during the
day. She replied:

I would think for most people the conversations probably don’t tally up to
more than a half hour a day, if they’re, you know, doctor’s appointments,
school nurse. Things of that nature are the types of home communication
| would think that would happen.

Shkkaas ‘¢called one of the people that raised concerns to her was RN
_ A, NGA, Sprindfield; she did not recall the name of the other person.
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(U//FQU0) Investigators showed jiiiiRERI the report the NGA RISFNESZFZ
I sent to the OIG of a month’s worth of sexually explicit conversations
between on Cisco Jabber, an NGA messaging system
on the classified computer system. Investigators explained that the time spent on
Jabber averaged 30 minutes to an hour a day. said, “Well, it's an hour
they’re not looking at imagery.”

(U//EOYO) il \as asked if she had any concerns about the possible
counterintelligence (ClI) security implications of QISFUNEEZARIONGIUIS)
relationship given that it had been going on since 2017 and neither of their
spouses knew until recently. She did not think it was viewed that way, but said, “I
think it's obviously bad behavior.”

BEl stated that GRS as in the process of transitioning to
another office at Langley, so “the physical separation between them will
obviously stop what’s going on in the branch and in the hallways and the
elevator, or in wherever else they are.”

(U//EQUQ) Investigators asked jiiiiiiRERl if she gave ROEEESEZICOIORE a
reason to be at NCE on a Saturday night, since they both entered the parking

garage on 6 October 2018. She said, “No.”

(U//EQYO) iSRRI \was asked what she thought should happen to |§
_ She said, “[I]t's obviously a case of poor judgment...on, you
know, misuse of computers, the network systems.”

[(§)/i=a181a)Y ) (3) 10 USC §424, (b)(6), (b)(7)(C) , A, NGA,
Springdfield, testified:

((S/Se 18N (h)(3) 10 USC §424, (b)(6), (b)(7)(C)
B OIGHEIRIE) is one of the analysts on her team.

& was aware that PQOIEESEZAOIGEOGI® are in a

relationship. She said, “I think everyone in our branch is aware of it. It is
something that | personally picked up on rather quickly.”

(U//EQUQO) She explained that they are “frequently near each other at work. He
will come to her desk.” i also sald that [RQIGHEIWIG®) is very vocal about
her “very nasty” divorce, is aware il is going through a divorce, and that
recently moved in together She sald “So their
personal busmess is...known. | mean...it's out there.” jEElE ]
“on the commercial phone line on more than one occasion having
very heated, angry phone calls” with soon to be ex-husband.

8 (U//[EQUQ) As of May 2019, RIEFPESEZAROIGNRG®)]
I
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(U//EQUQ) Investigators asked i [ if the phone calls were having any
impact on the morale in the workplace. She said, “I personally can—have
considered it a distraction.” She said she spoke to her supervisor, &
about “lengthy phone calls on the commercial phone line” that were “very angry.
There was—{RIGHEIGIGEE] vas using a lot of profanity. Slamming the phone
down at times...l have found it distracting because it has happened on more than
one occasion.”

(U/MTEQUO) When asked if she saw any impact on [RQIGNEIGIG®] Work, iRk
explained that she had not reviewed the metrics from before she became the

team lead. She did say that QIGEEIRI® told her that, “since the onset of HREEEERE
I rc'ations, he indicated that QIGRGIGIS®) production had declined.”

(U//EQUO) iREISEERIRE Was asked what she considered “normal use” of the
unclassified telephone and Internet. She said:

| consider normal use with respect to our unclassified networks as just...
no more than a 15-minute phone call on the commercial line to , you
know, make appointments or... touch base with your loved ones if you
need to take care of day care or...briefly checking, you know, your Gmail
inbox...

(U//TEQUQ) Investigators asked jEESSERER if DIGNEINI@] Use was over the
normal amount. She said, “Again, | can’t speak to her use of the Internet, but |

personally started taking notes of how long she had been on the unclassified, the
commercial phone—because | felt it was in excess.”

(U//EQUQ) When asked if IOHOIRI®) is frequently absent from her desk during
the workday, (RESEERERE said, “There are periods during the day when | have
noted that her and jgigii§ will go for a walk. Where they go, | don’t know.”

BESESRE said she does not see [PDIGNEIVIM@] time sheet; RIGHBIVIS®)] approves
and verifies the time sheets for the contractors.

((§/7i=@187aNY 1) (3) 10 USC §424, (b)(6), (b)(7)(C)
B HD. NGA, Springfield, testified:

[(8]/i=8181aYY 1) (3) 10 USC §424, (b)(6), (b)(7)(C) . for the
majority of her time, was her team lead.

° (U//EOYO) pkRElEiRR provided a summary of her notes and observations of RIGEBI@I®] rhone calls
to investigators. She noted five separate occasions when RIGHEIQI®) Was on the phone for periods
spanning 30 minutes to almost two hours; two of those phone conversations were described as angry,
with a lot of profanity, which reported to QRENEREIRE @s “disruptive, inappropriate, and
unprofessional.”
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(U//EQUO) Investigators asked if she had any concerns about the
workplace environment. She said:

I dld and I brought it up to the...stand-in branch chief at the time
ERBK | once | realized that things are just getting way out of hand
and it became, like, an infection in the branch.

[W]hen | first got there...there was another analyst who was in the Navy
at the time, a female [QIGNAIGIS . and | don’t know if I'm just really good
at picking up on the subtle hints people give off, you know. When they
don’t think people are paying attention or years in the military where
people apparently just don’t care about their marriages and relationships
and...who sees what, but...| got the feeling when | first got there...that
something was going on between the two of them...it was like May or
June 2017.

[S]he would always ask for his help, and so he would always come over
to...where we were sitting and they would sit next to each other...
practically, like, sit on top of each other, pretty much, and | was like that is
just a very strange way to interact with a coworker, especially someone
who is supposed to be a...team lead...he was, like, always over there,
always.

When | got back [from maternity leave], she was always, like, coming
over...and any time she would come over and talk to him, you know, like,
here’s his computer, he’s sitting here, and then she would be, like—I
mean practically like on top of him, leaning in to him.

So | found out that that...they were seeing each other, but it was not just
seeing each other. They were sleeping with each other, you know, and so
they had---and this affair had probably been going on for at least a year
before | even got there...from the way they talked—or the way he

Bl |, like explained it to me, had been going on. So at this point, it's
probably been close to two years..

SRR | i0id me that they were sleeping [having sex] in the conference
rooms. Like, he pointed out a specific [conference] room..."°

[Alny time they fight, right, at work or whatever, they just disappear, and it
got to the point where | was like, dude, you need to tell me if you're going
to disappear for a couple of hours so that, like, when our branch chief

10 (U//EOUO) QIREREg provided investigators the number of the conference room referenced, N54301.
Investigators conflrmed that it was a small conference room with two chairs in it, two telephones, does not
lock and does not have a badge reader for access.
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comes over and he’s like, “Where is he,” | can be like, “Hey, he went for a
walk,” or “Hey, he went and did this,” versus, like. “I don’t know” because
you’re on probation still and you could get fired.”

Not to mention, [QIGHEIWIM®]] was still in the Navy, so it didn'’t really
matter, like, timesheet wise, but then she out of the Navy and started
becoming a contractor and started working for the company that | work
for, right? We have to track all of our hours. So if you disappear for a
couple of hours and you say that you worked eight hours and you didn’t
really work eight hours, | don’t play that game, and that’s what would
happen.'?

(U//FOUO) IR said she informed about [QIGHBIBI®] frequent
absences, and he spoke to [QIGHEEIRI®) about it.

(U//FQUO) RISIRIIR recounted an incident in mid-2018 where RIGNEIQI®)] and
her husband had lunch together at NCE, and he stormed out of the building after
EEEESERE confronted him. She said would “look out the window and,
like, look to see if...he drives up when he says he’s going to or if his car leaves,
kind of stuff.”!3

(U//EQUQ) She also said that jREESSSSER was 30 minutes late to a meeting with
one of the other analysts who needed his review on a product she was getting
ready to release.

(U//EQUO) PIOFESEZARIGHRIRI®@) aware of the relationship issues and

impacts when he was the acting branch chief. She said he “had an idea” and told
her that no one had actually said anything to him about it. He told her he did not
want to confront them based on “assumptions.”

(U//EQUQO) She stated:

CIOFNSSZZACIGERIRI®] ] “‘would go into our branch meetings and
they’d be, like, holding hands...like flirting, like, playing footsie. And |

would just stare at the both of them because | don’t have any shame
about, you know, making people feel uncomfortable when you’re doing
stuff that you shouldn’t be.”

RN()/I=a1RIaNY ) 3) 1) USC §424, (b)(6), (b)(7)(C) .

2 (U//EQUO) [DIGHBIMI®)] separated from the US Navy and started work as a contractor on 6 November
2017. Based on witness testimony, the relationship with QREkEEEE began before November 2017, well
before [QIGARIAIM®@] testimony that it began in October 2018.

3 (U//EQUO) Witness testimony indicates the relationship existed in at least mid-2018 if not 2017,
contrary to [DIGNEI@I®] testimony.
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[T]here’s a lot of PDA that goes on, like, in the hallways, like, in the

elevators and, you know, aiways talked about how QIGHRIRIS) - --
actually groping him in the hallways while they’re walking, like, grab his
crotch when other people are around and, like, other things like that...”

(U//EQYO) When asked, described the morale in the workplace as
“pretty toxic.”

(U//FOYO) QIR said that jiili#RR made remarks to her like, “If you weren't
gay...l would totally try [to hook up],” and “l| would probably try now if...l wasn’t
married.” She said she replied, “Dude, you being married hasn’t stopped
you”...because there are two other women in this building that he was sleeping
with while sleeping with RISIQR .. .""*

(U//EQUO) Confidential Source (CS) 1 testified:

(U//EQUO) CS 1 has been with the same branch since 2009 as both a team lead
and SGA. As an SGA, CS 1 oversees the analytic production for the branch.

(U//EQUQ) CS 1 had concerns about the relationship between
I 2 d its impact on the mission. CS 1 said:

[T]hey'd spend a lot of time at RIGKRIGIS desk...and it did seem to impact
production...multiple times throughout the day, like every hour, every
couple hours.. ggili§would be at QIGEBIPI® desk and they'd go take walks
or, you know---and it was difficult—his production numbers definitely
suffered. Hers, not so much. They're both excellent analysts. It just—they
did seem to let this [personal relationship] consume a lot of their time.

They just aren’t using the time at work always for work things. If this were
a let’s go for coffee in the morning and let’s go get lunch and let’s go get
coffee in the afternoon, it wouldn’t be a problem, but it was more than
that...

[T]here was a period of time where it’s like every 10 minutes, would
be getting up and either looking over there or walking by the well or
whatever, and then they’d just disappear for 40 minutes, 30 minutes,
randomly throughout the day, in addition to coffee break, lunch, all the
rest of it.”

(U//EQYO) When CS 1 became a team lead, CS 1 asked (also a team
lead) to “leave the team alone and stop interrupting team meetings and maybe

4 (U//EQUQ) The two other women were identified as [RIOIEESZARIGEORIE)

, Analysis Directorate, NGA, Springfield, and QREESEEZRREE | no records or further information.
PeopleSoft records show that @DIGNBIRI®] was a government employee assigned to the Source

Directorate from [QIONBIGI®) , hot under QRESEEEIEE supervision. Neither was interviewed
for this case because they were not part of the original complaint.
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give us some space so we could all work and not talk all the time, and he didn’t
do that.”

(U//EQUQ) CS 1 explained that the conversations weren’t “as excessive as the
constantly coming over to desk and sitting there while she was
working.” CS 1 added, “They’d sit very close to each other. There’s no need for
somebody to be so---two to three inches away from somebody—as closely as
they were sitting.”

(U/FEQUG) CS 1 said the branch chief, | , was aware of the
relationship.’ CS 1 said, “[jEEkSsuergs told everybody in the branch at a couple
of the branch meetings, ‘Hey stop. You know, a certain amount of personal time
is fine, but then, you know we need to cut some of the cross talk.”

(U//EQUO) When asked if CS 1 ever requested that GRESESSEREIRES talk t0 JEEESEEES
about being in the team’s space, CS 1 said, “Yeah. At least once that | can think
of. It was probably more than that.”

(U//EQUO) Investigators asked CS 1if he/she witnessed any PDA between
CEOEEESEZACIORRIRI® - CS 1 said, ‘I think | saw her on his lap at one point” in
the workplace. CS 1 had not seen them kiss or hold hands in meetings. CS 1
said, “[T]hey definitely let themselves be distracted in meetings. They just stare
at each other during meetings, and you can tell they’re talking to each
other...not...necessarily paying attention to the meeting.” CS 1 added that
“people in St. Louis have noticed that.”'®

(U//EQUO) CS 1 was asked if & B (ells sexual jokes. CS 1 said, “Yeah, he’s
done that. | can’t remember exactly what they were, but yeah.”

(U//EQUQ) CS 1 recounted an incident where & R was accused of “some
kind of assault” of a military analyst in the branch. CS 1 could not recall the
analyst’s name, but said, ‘jiiii§ ieft the branch as a contractor.”

(U//EQUQ) CS 1 confirmed that RRElSEEBE came back to the branch as a
government employee. CS 1 said he had been a good contractor employee [in
terms of production], but was “not to the same extent” as a government
employee.’”

EN(U)/I=a1RIaNY ) 3) 1) USC §424, (b)(6), (b)(7)(C) ,
A, NGA, McLean, Virginia.

16 (U//[EQUO) CS 1 identified (RIS EEZAOIGEOGI®) s

ANGA, St. Louis, as someone who noticed the close, personal relationship between ZEEEEEEE and
PIGHEIRI® over video teleconference.

e sroduction numbers for reports in the database in FY2016 were 193 (he was a
contractor), FY2017 were 53 (government employee), and FY2018 were 34.
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(U//EQUO) RIRESEEEZHOIOARRIE testified:

(V/i=(e18Te)Y 1)) (3) 10 USC §424, (b)(6), (b)(7)(C)
.
.

(U//EOYO) iRl stated that, in August 2017, he was visiting NGA Campus
East (NCE) from St. Louis and was in a video teleconference with the entire
branch, including (RQIOFYESSEZARIGRRI®) . During that meeting, he noticed
“very flirtatious, very unusual kind of interaction [between them] during and after
the VTC.” He said he thought the interaction was “unusual because it's enough
that it got my attention, so it seemed beyond the normal banter of colleagues in
the workplace.” He said:

There was a closeness, there was a physical interaction of some kind. |
think kind of pulling over a coffee cup, give it back, that kind of thing. Very
unusual things to see. It seemed like they were teasing each other,
which—in an intimate kind of way. By that, | mean, very familiar kind of
way.

(U//EQUO) Investigators asked GEEESEEERIRN if anyone else noticed or had an issue

with PIOIEESEZAOIGNOIRI@® behavior. He Sald “ know one person at least
who noticed it and that was REESESRRIR "18 DEEEELE

also stated that in later conversatlons j informed him that R
PIGKRIRI®) were “engaged in a relatlonsh|p

(U//EQUQ) When asked about the impact of the relationship in the workplace,
R s=id that RS the other DIOIUNSSIZEZAOGGIGIOM. had
“‘expressed...several concerns” to him that “it was causing distractions at the
workplace, that it was seen as unprofessional for people to be dating there. |
think mostly it was that it was interfering with their productivity.”

(U//EQUQO) When asked who keeps track of productivity numbers for jRliaS
and QISFUSSSEZARIONPIRI® said, “Generally, RRERSERERIER ... She’s the branch
senior analyst and she keeps track of all the metrics in terms of production...”

Bl production
was that “it was very limited in terms of his band level (PB 3) and the
expectations of his tenure to the point where we were ready to encourage him to

RR(V//ISe187aN 1) (3) 10 USC §424, (b)(6), (b)(7)(C) , A, NGA, Springfield.
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take a position elsewhere.” Investigators asked him if that was because of the
relationship or because his productivity was so low. He said, “That, | do not
know. It was sort of spoken about that he was going to take on a new role...My
reasoning was specifically the lack of production coming from him.”

(U//EQUQ) He reiterated that GEEsSEERE had expressed numerous concerns about
performance and just a few days previously (within the last week), had
expressed similar performance concerns about [DIGEBIRI®)] in her current
position.

Rl added that there was a perception in the workplace that
BREERE \vas considered “a favorite of branch management,” specifically

REEESSEEIORIOME, who was the branch chief from [QIGNEIGI®)
I

(U//EQUQ) Confidential Source (CS) 2 testified:

(U//EQUQ) CS 2 MO IS ZARIGEOIRI®)
]

(U//EQUO) CS 2 had misgivings about making a team leader because
“he could be pretty immature” and “he does things that are questionable...
disrespectful...comments that he would say.” When asked for an example, CS 2
recalled an incident where an enlisted analyst could not afford to pay for an office
event, and §& BR publicized that information. CS 2 thought it was an
insensitive thing to do.

(U//EQUO) CS 2 also recounted an incident where il touched a female
coworker in an unwelcome manner. The female coworker did not want to formally
report it, but wanted to leave the team. CS 2 decided to move jRElsEEr instead.®
BEEEERRE cdmitted to CS 2 later that he did, indeed, touch the coworker, saying
they were just playing around.

(U//EQUQ) Investigators asked CS 2 if he/she informed jEliSEEEa contract lead
or contracting officer’s representative (COR), at the time, about the touching
incident. CS 2 said, “That’s not my place. | don’t even talk to them.” CS 2 thought
the incident had already been reported to the Government Point of Contact but
said that after jEESSERR Wwas moved out of the branch, CS 2 said, “I had nothing
to do with that process after that.”

(U//TEQUQ) CS 2 said jEESEERE asked to come back to the branch when he
converted from contractor to government employee in 2016. When asked why
he/she approved the request, CS 2 said:

9 (U) The female coworker also left the branch despite CS 2’s efforts to convince her to stay. There is no
evidence that an inquiry or investigation was conducted.
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| didn’t see any reason ...to negate him if nothing came about from that
[touching] situation...l thought it was a—a bad playing around that went
wrong...it wasn’t like he’s trying to touch her sexually...from what |
thought [it] is a playful joke basically that went wrong.

(UIMEQUQ) CS 2 was asked if he/she had any concerns about jEESSREE
availability to review his team’s reports. CS 2 said, “At a point, yeah. At a point,
he would get up a lot. | would see him walking around all the time...He usually

had [QIONCIGIGEEE] with him.”

(U//EFQYO) CS 2 added that “around half of the time” jiiiii| was at

desk or “around that area.” CS 2 talked to jiiiiiiii§ about it,

espeC|aIIy after PIGHOIVI®] team lead, iR complained to CS 2 about
e heing at desk so much CS 2 told ki i, “Hey, you

need to sit down,” and ° Stay out of...that row.”

(U//TEQUQ) CS 2 described jRESSERER presence at [DIGNBIRI®] desk as
“help[ing her] out, quote, unquote.” CS 2 suspected they were not talking

exclusively about work.

(U//EQUQ-) CS 2 also verbaIIy counseled EEEEEERE o belng msensmve toward

something along those lines.”?°

(UIMEQUQ) CS 2 was officially notified of the relationship between RElSEEER and
PICHEIRI®) in May 2018 when JEEESEER informed CS 2 about it.

(U//EQUO) When asked about the impact of the relationship in the branch, CS 2
said, “There wasn’t an impact in the branch, other than the fact that he was...[at
PCIGHRINI®]] desk.” When CS 2 talked to jiiiiiliilil§ about the time he spent at
desk, CS 2 “absolutely did not” ask il if they were in a
relationship. When GEEsSESRR informed CS 2 about the relationship in May 2018,
CS 2 did not advise il how to conduct himself with in the
workplace, but said if he/she had known before then, CS 2 would have said

something” to RN -

(U//EQYO) CS 2 asserted that, although he/she saw iR in
workspace (often enough that CS 2 counseled him on it), saw them walking the
halls together, and heard from ) about the relationship prior to May
2018, CS 2 had no idea ks and were in a relationship.

20 (U//EQUQ) Investigators obtained an email from CS 2 to geExaszx  SUBJECT: Conversations on the
South Team, dated 20 February 2018, asking him to “refrain from having personal conversation or [sic] in
the South Team'’s area. | would also recommend joining an Analysis CoHort on Culture.”
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(U//EQYO) CS 2 learned about a previous incident involving il and other
individuals for misusing version of
Jabber, for inappropriate conversations and being fired for it. CS 2 asked
BREEEEERE if that was correct, and he admitted that it was. As a result, GREESEERE did
not move to a new position at Langley as previously planned in early 2019.

(U//EQUQ) In a follow-up interview, CS 2 testified:

(U/IEQUO) After [RIGHRIRI®) told CS 2 that he believed il and
were involved in a personal relationship, CS 2 spoke to gl about staying
out of REENEREREIEER Workspace but did not talk to about the
relationship. CS 2 said, “If | cross that line, then | just open myself up for
relationship talks. Not my role.” CS 2 was asked if he just did not want to know.
CS 2 replied, “Because that’s not my role as a supervisor.”

(U//EQUO) DIOFIRESZAGIONRIRIS) testified:

(S)i=eN1eN ) (3) 10 USC §424, (b)(6), (b)(7)(C)
-

(U//FQYO) When asked about the work environment in in July 2017,
BREESERRE said it was the most dysfunctional branch he had ever been associated
with. He described the branch chief at the time, jREEHERERE 25 ‘one of the
worst,” citing RREESEERRIRE “little cliques” and that he “seemed to sort of
promote...or protect those especially that had naval backgrounds since he was a
former Naval senior...[non-commissioned officer].”

il aiso cited two individuals RIOFIPESZACICERORI®) ) Who

“‘were actlng I’d say rather inappropriately. They seemed to be very close.” He
said they were “always very close...physically close...it just seemed to k|nd of
look a little odd, as if like carrylng on a relationship.” He said §
the Navy at the time, and was a government employee

(U//EQUO) He “heard from everyone” in the branch that they also thought

CEFESSZZACIONRIRI® were involved in a relationship. He said, “it was even
so noted that people in our branch in the West could see it on the VTC.2" They
found it rather strange. They were always together.”

team and had never been her team Ieader He said their closeness
“got more visible.”

was the individual in the West.

21 (U//FOU0) kRl beiieved RRae
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(U//EOYO,) il itnessed them sitting “right near each other” and saw
R 0rush PDIGHEIBIGN] hair behind her neck.” jiiiliia said he
cautioned about having a relationship with since she was a
contractor and in the same branch. He said iR told him, “It's not an issue
of who | date.” GRESSEERR] advised JREEEERR (0 “‘get out of here or transfer
branches.”

(U//FOYO) il said he brought his concerns about the reIationship and its
impact to the division level when he spoke to QREREINRIRER in October 2018.
He toId her “It's impacting work. Everyone knows it's going on.” He also said that
BRESERRR “Work ethic has dropped to the point where we were seeing very little.”
He observed that [(@IGHEIBI®] work “actually began to suffer, and it's actually
sort of come back, but (i1 nas never really recovered.”

il aiso spoke W|t who was the acting branch
. )(3) 10 USC §424, (b)(6), l)e“eved (b)(3) 10 USC §424, (b)(6), (b)(7)(C) |nf0rmed (b)(3) 10 b)(6), (b)( a|SO

(U//EFQUO) Investigators asked to describe the impact of the
relationship on the team’s morale. He said:

It was just uncomfortable having to watch this thing. You know, we work
in a professional environment. We joke, we laugh, but at the same time, it
just was so obvious. It was kind of like middle schools. That’s kind of how
we all interpreted it. | mean, | was engaged in discussing something with
a senior analyst one day, and (RSl walks [up]...and he said, “Is she
looking at me?” And | said, “Is who looking at you?” And he said, “Is she?”
| said, “Seriously, we’re having this right now?” [H]e acted like it was just
this fun little thing...It was just a joke. It's okay. Gotten away with it.

(U/1eQUO) Regardlng production, iEEISEEEE said that he heard from different
people that jiilERE had been a fairly productive employee as a contractor but
‘when he switched to ‘govvie,” his work just dropped precipitously.” RElEEE
noticed the drop as well. He said )] work was improving but “there
was a period where all of a sudden it sort of slowed down, and it got worse.”

@l added, [(DIGHOIBI®@) was actually fairly good at her job.
R \vas havmg a negative impact on it.”

: i and “were just getting up
throughout the day .away from the desk. I'd say that s probably a bigger
misuse.” He said that jREESSERE bragged in a meeting that he had reached his
two-year probation and was “safe now.” One of the junior analysts in that meeting
responded by telling REEEEERR (hat now he would have to be in his seat for eight
hours a day to actually qualify for being there two years.
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(U//EOYO) iR said that jiiliERE was moved to another branch “one vault
over,” but he sees JRElEERR “skulking around every so often still.”

(U//EQUO) RRESEEIRR < xplained that he thought the behavior was allowed to
happen and “put the onus on [RREEEEREREE|" for setting the conditions.

(U//EQUQ) Confidential Source (CS) 3 testified:

(U//EQUO) CS 3 HIOF IS IZROIONOIRI®

(U//EQUO) CS 3 said the [PPSR ZACOIGHCOIRIO)
I - i cluding [DIONGIGIE)

(U//EQUQ) CS 3 also handles behavioral issues with contractors but stated:

So | don’t get everything...that | should probably from all the branch
chiefs...the best scenario would be the branch chief addressing issues
with me directly so then | could involve my site lead and we can deal with
it according to our company policy and following NGA guidelines and stuff
like that.

(U/MEQUQ) CS 3 has known R BElE since the beginning of 2017, when she
was still in the US Navy and she joined CS 3’s analytic team.

(U//EQUO) CS 3 has counseled RESSEEREREE on two separate occasions, once in
early 2019 he/she recalled, for her “aggressive language” on personal telephone
calls, which made some coworkers uncomfortable and which she told CS 3,
“happened probably,” and once in mid-to-late 2018, along with [DIGHGIGICOI
contractor, H2M Group, LLC, for her personal relationship with jEEISEERE and the
perception of unprofessionalism it was causing within the branch. CS 3 said
he/she specifically discussed with her the “excessive walking around the
building” with and “them flirting too much...touching.” When asked how
she responded to the counseling about her relationship, CS 3 said, “She was
embarrassed. She seemed very understanding, though.”??

(U/MTEQUQ) Investigators asked CS 3 what the company (H2M) policy was on
using government resources for personal use. CS 3 said, “It should be in with, |
assume, NGA guidance.”

22 (U//EQUQ) Investigators confirmed through other records that the counseling about the phone usage
occurred after 29 January 2019.

23 (U) NGA guidance on personal use of the government telephone is outlined in NGA Instruction 4640.2,
International Long-Distance and Cellular Telephone Control and Verification, 30 August 2017, which was
in effect at the time.
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(U//EQUO-) CS 3 said he/she advised to limit her exposure with

» B, “‘make sure that she was being professmnal keep the relationship
outside the building, and “keep a professional business role inside of our office.”
CS 3 saw a change, an “improvement,” after talking to her, but CS 3 was in and
out of the office with a family issue shortly after that. CS 3 had not heard any
other complaints, but said, “[W]hat she and him do in front of me may be different
from what’s going on when I'm not there.”

(U//EQUQ) CS 3 said he/she thought REEsSEERR moving out of the branch would
alleviate the problem, but jEEsSEEER had not moved as of 6 March 2019. CS 3
said, “[W]e were...hoping and waiting for him to leave because he was trying to
go on to il but that has changed and | think he’s currently looking for other
work in the building.”?*

(U//EQUO) Investigators asked CS 3 to explain the impact of GREESESRER and
relationship in the workspace. CS 3 said:

These are just feelings and atmospherics, if you will. | think people in the
branch are upset for whatever reason. It's caused like the little mini cloud.
In particular, there are a couple of personalities that absolutely do not
agree with QEERSREIREIRER - - it could just be their personality, but it could
be all the rumors that have been going on or something that they’ve seen,
but they haven’t told me directly.

In particular, I'm talking about a gentleman, our [Senior GEOINT Officer],
his name is RREESEERRR ... he commonly airs out his concerns just out in
the open, all the time.

(U//EOUO) When asked what piiiisigig§ concerns were, CS 3 said, “That
they're sitting too close if they're in a relationship, that he distracts her, that i
hasn’t been productive in the last year because of the relationship or whatever
reason it may be.”

(U//FOYO) Regarding performance, CS 3 said:

So when you compare her...she’s still stronger than a lot of the other
analysts. So from a production standpoint...| would say yes, there has
been a decline in the last year, and it's probably due to the distraction of
REREERERRR being in the branch.

B(VI=aI8IaR ) (3) 10 USC 5424, (b)(6), (0)(7)(C)
|
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(U//FQUO) CS 3 stated that while he/she is friends with
I =t work and outside of work, CS 3 told them both:

[D]o not put me in a position to have to choose between my job and our
friendship....I made it explicitly clear because if I'm put in a position where
| have to fire QIQIRIGIR, I'm going to have to fire QIGERIGIR because there’s
other contractors to worry about. There’s a company we have to worry
about. There’s a mission that we have to accomplish.

They were upset at first, but then they apologized and said, “[W]e
completely understand.”

(U//EQUQ) CS 3 recalled including [(QIQFEESEZHOIGHOING) in
the discussion with [QIGNBIWIE)] about her relationship with iR

(U//EQUO) When asked about DIQFUPESEZARIGHBIRI®) use of the computer

or phone for personal business, CS 3 said, “[Y]ou can assume that because
everybody uses Jabber. So | don’t know how much time that's—the time spent
on that.” CS 3 confirmed that Jabber chats should be within the NGA guidance
for personal communications, brief conversations to inform or coordinate, not all
day relationship discussions.

(U//EQUQ) CS 3 confirmed that [QIGHBOIRI®) is on a Level of Effort contract.

(U//FOUO) RERRERoioNage) testified:

((S//=a1IeN 1) (3) 10 USC 5424, (b)(6), (b)(7)(C)
.
I

(U//EQUQ) He was aware that he was being interviewed about his relationship
with [RQIGHEIWIE)- He said they live together, and he thinks they are “not doing
anything wrong” and that “a lot of people have a misconstrued image of what
they think is going on.”

(U/EQUO) iEEERR has known RIGHEIRIE) for three years when she was in the
military and he was a contractor. jEESEEER was asked when his relationship

began with her. He said, “Not until, like, this past fall, October [2018], sometime
around then because we’ve both been married for years.”?®

% (U/IIEQU0) Witness testimony indicates il (o!d CS 3 about his relationship with [QIGNGIQIS)] in
May 2018; Jabber records from a year earlier, 24 May 2017, show GRERSEEE teliing “[I] want
nothing but to be around you, but [I] want you 100%” and “You made me realize what it's like to be in love
with someone.”
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(U//EQUQ) He explained that he and [DIGHEIRI®) became friends because they
were both going through divorces. He said [§ (6) PIRI® separated from her
husband beginning in October 2017, and jEEEERR moved out in October 2018.
He said:

[E]verybody in the branch had known both of us for years. They knew |
was married. They know she was married. So people just thought we
were, like, cheating spouses and all this crap and a lot of people, like,
complained or had said something or, like, we’ve been hearing rumors
forever.

(U//EQUQ-) When asked if his relationship with [(DIGNEIGI®) started in October
BEERRR said, “No, probably later than that. | mean, we were flirty and
everythlng for a while, I'm sure, but | did not move in until this past October, so
2018.”

R said their sexual relationship started when they moved in
together in October [2018] Investigators asked if there was any time before
October and jEEEEERR said:

We were sexual with each other, but we didn’'t have sex...we’d only been
outside of work a couple of times with each other. So we went on a date
in D.C. and we would kiss and everything like that, and then before that,
really it was just, like, hugging and, like, it was more of like an emotional
connection type thing, like consoling each other because her divorce was
pretty nasty.

started seelng us dating because...we have, like, Facebook friends in the branch
and they would see, like, pictures of us together on Facebook.”

(U/MEQU0) iR said he and PIGHEIWIE) Were not hiding their relationship.
He stated, “So people knew she was married. They knew | was married, but |

guess they didn’t know that we were, like, divorced....Well, separated.”

(U//EQUQ) He said the relationship “was, in our eyes, not inappropriate. Like
people viewed it as inappropriate because they didn’t know what was going
on...because it's our personal relationship. We didn’t have sex at work. We didn’t
do anything at work.”2®

26 (U//EQUQ) Jabber records between in October 2018 indicate RRE=
had sexual relations in a small conference room at NCE and in the NCE parking garage,
contradicting QREESEERZE (cstimony (See exhibit 1).
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(U//EOYO) iR said that jSiEERE as “very outspoken” about the
relationship and a senior analyst called him when he and [PQIGHOIRI®) eft the

building for lunch one day, trying to locate [DIGHPIVI®) -

(U//EQUOQ) He added that EEsSEESRERE Was aware of the relationship because he
went to her to complain about jREESEERERE comments. When asked if anyone had
raised a concern to him about the relationship within the office, jEEEEEER said,
“No, nobody’s ever raised a concern. It was always just random little comments
we would hear.” When asked if anyone had an issue with them sitting really close
together, GRElSEEIRR did not deny it and said, “No, nobody ever said anything to it.
We only even sat really [physically] close together for a couple of months.”

(U//EFOYO) iR said no one had pulled him aside to talk to him about the
relationship with [QIGNGIGIE)- He said jiEEEEE knew about the relationship
because they were friends outside of work. He said jEEiSSSREEEE cautioned him
about getting involved with five kids. He added that jEESSEEREERE said “as long as it
doesn’t affect work, she doesn’t care.”

(U//EQUO) Investigators asked jEEISEEIRR if he reported the affair to NGA security.
He said, “No. | mean, | didn’t know that was a thing that | would do or should do
or why | would do that.” Investigators explained that there could be a personnel
security concern about his involvement with RIGHEIWIE)]. especially before their
respective spouses were aware. He replied, “Oh, | didn’t—I wasn’t even aware
that that would be, like, a thing to do.”?’

(U//EQUO) IREISEEIRR said they “didn’t really get involved” and were “flirty and that
kind of stuff” but said husband knew about it back in March of 2017
or 2018. He was not sure. He said that he and “clearly liked each
other at that point and her husband had found out” and his wife knew about it.?

g § said he does not think his relationship with was
“toxic” or a distraction in the workplace. He said, “We don’t kiss at our
desks...The only time I'lm] ever at her desk is, like, as a group of friends
because her area that she sits in, | have, like, three or four friends.”

27 (U//EQUQ) Investigators confirmed that RREEEEEE

ihas not reported his relationship with [(DIGEBIGI®] nor

his separation to NGA Personnel Security, in accordance with NGAM 5200.2, as of 31 July 2019.

2 (U//FQUY0) On 24 May 2017, admitted to PIGKEIQIS) that, “[I] want nothing but to be around
you, but [I] want you 100%” and “you made me realize what it's like to be in love with someone.” In a

29 June 2017 Jabber message, he said, “there is only one way to make it work and that is to make you
hate me and make you believe that | don’t have feelings for you. it obviously backfired.” On 1 October
2018, declared in a Jabber message, “for 2 years | have been executing this plan to get in your
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(U//EQYO) When asked about sitting extremely close to at her desk,
EREEERE said, ‘I don't think that is true at all. | think people perceive that to be
true because that’s how they want to see it, but it's not any different than two
groups of friends sitting next to each other.”

(U//EQUO) RREISEERR Was asked about his and [QIGNEIRI®@] use of [Microsoft]
Word to type back and forth. He said, “Yeah. | mean, if we're talking about

something private and we have a million people listening, of course I’'m going
to...you're talking about your personal stuff.” il a@/so admitted to calling
PIGHEIWI®) at her desk to have a personal conversation.

(U//EQUO) Investigators asked if he and QIGNRIWIS)] use Jabber
frequently for personal or business reasons. He said, “Yeah, every day. Yeah. |
mean we’ll talk about personal stuff and work-related and just like you would do
with any friend.”

BEEERE \as asked about a particular Jabber chat between him and
PICHBIRI®), indicating that they have used the NGA elevators for sexual activity.
(b)(3) 10 USC 5424, (b)(6); repl |ed

So this kind of sounds stupid, but her and | [sic] have, like, this role-play
thing where—she likes 50 Shades of Grey. This is embarrassing. Sorry.
She likes 50 Shades of Grey and she likes that kind of stuff. She likes
talking or typing out like a role-play thing and doing like a scenario or
whatever...[on] Jabber or texting or wherever...the only time we had done
anything in an elevator was I've probably kissed her on the forehead or
something, like, during a hug. I'm not saying we didn’t touch in the
elevator. We have. We've hugged, but it's not—I mean, obviously an
elevator ride is five seconds. There’s nothing sexual going on. We haven’t
done anything sexual at work.

(U/MTEQUQ) Investigators asked i BR about a Jabber chat indicating he and
PIBHBIBI® have used the NGA parking garage for sexual activity.?® He said,
“That is not true. We did not use the garage...Just a fun—it’s literally role-play.”

2 (U//EQUOQ) In a Jabber message on 20 September 2018, writes, “that was fun, you sitting
on my lap” after they returned from “seeing his car.” In a Jabber message on 1 October 2018, gREEEEERE
writes, “let’'s come in early tomorrow, 6:15 in the garage...then we’ll use a car, that is fine, can just go at
lunch time today if you want, | am down for that, getting me going just thinking about it.” In a Jabber
message on 12 October 2018, askedPIONEIBI®@)]. “‘What [sic] of your cars are broken in?’ She
replied, “None of them. Just what we did yesterday. Haha. We did the most in that car yesterday then [sic]
| have in any car. Not even h34d [head].”
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(U//EOYO,) iR as also asked about a conference room that he has had
sex in. He said, “No, that is also just a scenario®...We get in character.”
Investigators asked if the role-play took place on Jabber, an NGA resource. He
replied, Yes.”

(U//EQUO) Investigators asked if the Jabber chats, including the
profanity and sexually explicit language, were an appropriate use of an NGA
resource. He said:

I mean, | guess it's not technically, but | didn’t think that it was anything
that was that serious just because it was me talking to one person. It
wasn't like | was talking in a group and...offending somebody.

(U//EOYO) iR as asked why he and [RQIGHEIQIS) came to the NGA
garage on Saturday, 6 October 2018, in the evening. He said, “I think that was

when we met to go to D.C., actually. We just met here to carpool in or Metro in or
something like that...we met at work and dropped her car off, left.” He said, “I've
done that before for, like, a [Washington Nationals baseball] game or
something...it's a safe place to keep your car...It’s a halfway meeting point
between two people’s houses.”

(U//EQUO) Investigators asked il about a woman named QIZIRMGIR" who
he dated at NGA. He said it was “a couple of years ago” in 2017. He said

was “very upset about that.” When asked if she was upset because
he was also dating [DIGNGIWI®)]. he said:

Well, not technically, but we had, like basically said that if it's not your
husband or it's not my wife, then it’s just us kind of thing. We weren't, like,
dating. [QIGHEIBIMI] liked to call us boyfriend and girlfriend, but we had
never even hung outside of work, so it was more just like a flirty thing or
kind of like a [sic] we knew we liked each other, like a child thing, | guess.

R said that QIGHEIWIE) told her husband in March 2017 that
she and were going to be together and get married. He also said that
and her husband tried to “rekindle things” and iR and
stopped talking outside of work until October of 2018, when her
husband “knew that those two were over.”

30 (U//EQUOQ) In a Jabber message to giiiiial o 5 October 2018, writes, “my god the
power you have over me, you give me so many emotions in that room, starts off as | need to effing touch
her [sic], then we go to sweet and one kiss goes to | want him inside of me, then back to sweet then back
to please effing eff me, then if we don’t get out of this room we are going to eff’ and “haven’t told you this
yet, but my favorite place to talk to you will be...I figured this out at the room, it will be after we both finish
and you are sitting up, and | am in your lap with my legs wrapped around you...like the most vulnerable
position, talking...looking into each other’s eyes.” She added, “wellllllll [sic] today, after we had our talk in
the conference room, | did not go to the bathroom...well | just crossed my legs, and | can smell my dried
up p2ss juice...also though again, super proud [because] | know how it happens and how much of it
happened after you were being sweet then putting your hand around my throat, my god, it kills me...”
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(U//EQUQ) Investigators asked i R if he reported his relationship with
PICHPIRIGM to NGA security. He sald “No, |—I had never heard that that was
a thing.” He did acknowledge that he attended the annual Cl training.

(U//EQUQ) When asked who RREsSEE is, EEEEER said, “A friend of mine that's a
Navy girl, never dated her, never even kissed her, never did anything.” He
thought her last name was

(U//EQUQ) Investigators read a few of the sexually explicit Jabber messages to
BREEEERR 2 bout sex in the elevator. He said, “I know. | mean, it’s descriptive for a
reason...That kind of talk...it’s just like a dirty talk thing. It’s, like, a scenario...”

(U//EQUO-) Regarding the Jabber chats about having sex in a conference room,

BR said, “We did not use any room for that. There are rooms up there and
we have talked about whatever...Like, it was like this little, like, fun thing and it
would like turn her on, the idea of it, just talking about it and that’s just how we
turned each other on, | guess...” He acknowledged that the activity took place
during work on NGA resources. He said, “I'm not saying that that's what we
should have been doing at work. I'm just saying that’'s how we would talk to each
other. It’s like a role-play thing.”

(U//EQUQ) When asked if the sexually explicit Jabber discussions back and forth
all day were distracting him from his actual mission work, Fi

| don’t think it's all day. | mean, we’re still getting our job done. It's—we
probably could have been doing it less, I'm sure, but it's not like it was
interfering with anything...l mean, obviously that kind of talk is not
appropriate, I'm sure.

(U//EQUO) Investigators asked jRliSEER if he knew that every time he logs on
the computer, he consents to being monitored. He replied, “I know.” He was also
asked if he knew that there is an appropriate use for NGA resources and that
personal matters being discussed is not appropriate. He replied, “I understand
that.”

(U//EQUQ) Investigators asked i B about sexually harassing other women
at NGA. He said, “l have no response to that. There is one thing that got
investigated and it was deemed ridiculous and just this girl trying to leave the
branch.” He explained:

There was a girl that | was friends with. Her name was ggiiiiil§- She was
an Air Force. There was one time when | literally touched her elbow...and
she got moved to an account where she was a little more busy...That was
back when | was a contractor...and | had, like, touched her elbow and
she went, “Oh, ow, ow,” like literally, like, just like a fake thing or
something...It didn’t seem like anything bad, and then they dismissed it.
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(U//EOYO) iR said he mentioned the il incident in his recent
background investigation. When asked if he told the investigators that he was
involved with [DIGKBIVIM®). he said, “I told them that | was going through a
separation, | think...,I don’t know if | offered up whatever...”

(U//FOYO) iR did recall somebody commenting that it was inappropriate
for him and to be holding hands or touching hands in the workplace.
It was apparently reported to [DIGEBIQI® who spoke to about
avoiding public displays of affection at work. He thought it was after October
2018.

(U//TEQUQ) When asked if he and [QIGEBIVI®)] “play footsie” in official meetings,
(b)(3) 10 USC §424, (b)(6), Sald

| mean, we would sit next to each other and just sometimes, | guess, we'd
probably touch...feet. Just a way to show affection, | guess. | don’t
know...It was under the table. It's not, like. Anybody—except between the
two of us...Nobody has ever said anything to us about that. The only
time, like | said, was RREESEZREREE He's the only person I've ever even
heard like comment about our relationship.

(U//EQUO) Investigators asked if there was a concern about
inappropriate messaging when he was working as a contractor [RIGIQIGI®] He
said, “Yeah. There was, like, a group chat thing...and somebody said something
inappropriate in their chat...and then there was another girl...l think it was that
girl that got offended by something somebody said.” He said it was not
something he said. He added, “And then they literally fired, like, eight or nine
people, | think it was.” was one of the people fired. He admitted that he
was part of the conversation “about one of the girls’ butts or something.”

(U//EQUQ) When asked if he was aware of the consequences of inappropriate
conversations on government systems based on the jgii|§ incident, he said,
“Yeah, but before, it was literally because the girl got offended...That’'s why | was
saying earlier, like. When you're just talking one-on-one to somebody, | didn’t
think that was inappropriate because you’re not offending anybody.”

(U//EQUQ) Investigators pointed out that the personal conversations were taking
place on government equipment and had nothing to do with the mission. He
replied, “That’s true. | know...I agree with you that it doesn’t. I'm just saying | did
not think of it like that.”
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(U//EQUS) DIGNOIRIEG) testified:

(U//EQUQ) She has been [(DIQIIEEZAROIGNOINIE®)

(U//EQUO) DIGHBIRI®) was asked if she read the employee handbook that H2M
Group, LLC, provided. She replied, “Yes.”

(U//EQUO) Investigators asked RIGNEIRI®) how long she has known gl
She said since December 2015. When asked when their relationship began, she

said, “This past fall [2018].” DICHEIRI® Was asked if there was a relationship
between December 2015 and October/November 2018. She said, “No, we were
just friends...We were just good friends before [October 2018].”%"

(U//EQUO) DIGHBIRIM®) said her marital separation from her husband began in
October 2017.

(U//EOYO) DIGHBIRIE) Was asked if she reported her separation to NGA
security. She said, “No. | didn’t know that | had to. | just thought that once you
were, like, divorced, you had to report it...I’'m still waiting for all of that to go
through.”

(U//FOYO) DIGHBIRIE) said she did not try to reconcile with her husband during
the one-year separation period from October 2017 to October 2018. She thought
BREEEERE knew that but said she did not think she “ever just openly just talked
about [her husband] and that relationship.”3?

(U//EQUO) When asked if anyone in the workplace had raised concerns about
her relationship with said, “No, no one’s came [sic] to me
in a concern about it. No.” She added, “[W]ell, had told me and
before, they just said that it was obvious that we were together as a
couple...so they just told us not to [sit so close to each other], so we stopped
doing that.”

(U//EQUO) BIGE (b)(?)(C) thought everyone in her branch supported her
relationship with § =0 ) , who spoke negatively about it.

31 (U//EQUQ) In a Jabber message to gkl o» 5 October 2018, said, “when | was still in
the navy, and we started all of this, before we were even kissing...l went home and had to change my
panties every day...[because] | had at some point in the day wet a55panties [because] of you, like looking
at you, getting turned on by thinking about touching your hand, basically dried up p2ss juice...l actually
remembered being proud of it every day [because] | just knew how much | liked you.”

32 (U//EQUQ) The Jabber messages between RDIOFINESZARIGRRAMI® contradict her testimony
regarding conversations about her husband. From 1 March 2017 to 19 September 2018, RICHRIBI®)
mentioned her husband, QRIREE . in Jabber messages to RREREEERY 70 times.
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(U//EQUO) Investigators asked if she uses Jabber frequently and for
what purposes. She said, “Yes...Just any and everything. I've used it for work.
I've used it for just regular chitchat.” When asked if she knew the rules governing
use of Jabber, she said, “I guess there’s rules. | thought that it was just—we
could just talk in that. | guess not. | don’t know.” When asked if she read the H2M
handbook, she said, “Yes, but | don’t remember it covering what we could and
couldn’t talk about in Jabber.” She acknowledged that Jabber is an official NGA
resource.

(U//EQUQ) Referring to the sexually explicit Jabber chats in exhibit 1,
|nvest|gators asked if she used any NGA facilities for sexual activity
with GREESEERR . She said, “No."® She was asked why she “Jabbered” about it. She
said, “So it’s kind of embarrassing, but we’ll role-play type thing. It’s just personal,
like sexual role-play thing.”

(U//EFQUO) Investigators asked why they were having sexual
discussions in September 2018 if they were not in a relationship until October
2018. She said, “[W]e were close with each other in September.” When asked
how long they have been having the role-play conversations, she said, “I'm not
sure. Not that far back...l was not in anything serious like that with him in 2017.”
was asked when the sexual banter started. She replied, “2018,” but
was not sure when.

(U//FOYO) RDICGHBIRIE)] Was asked again about using NGA facilities for sexual
activity, specifically the elevator mentioned in her Jabber chat with JEESEERE. She
said, “I mean, we role-play a lot of stuff. Like, we've even gone to other places
outside of work and role-played things t0o.” She said they were not using NGA
facilities for sexual activity.34

33 (U//EQUQ) In a Jabber chat on 12 October 2018, RREEEEERE said, “| am going to have to [get] used to
this hurry up and only I finish thing lol.” (DIGNEIGI®) replied, “[O]lnly here...not at home. And only because
we have to hold that door...[because] | could have [orgasmed] just then...I'm so glad that just
happened...but | just feel so relieved that its done...| Iiterally get to walk around with you in me the rest of
the day.” RREEEEEE aud::d That was a Iong Or4sm [sic] too.” She replied, “Now we just need a different
place, more private.” § replied, “I| can get my windows tinted, plenty of room back there.” He asked
(b)(6), (0)(7)(C)HMUWALEL of your cars are broken in, all of them?” She replied, “None of them. Just what we did
yesterday...we did the most in that car yesterday then [sic] | have in any car. Not even h34d [head].”

34 (U/[EQUQ) In another Jabber chat on 12 October 2018, said, “I left at 2 yesterday. Just
because we were effing on 6 until 4 doesn’t count.” Access control records confirmed that QIGNGIQIE)
and RREREEEE departed the building at 2:08 p.m. GREEEEEE returned into the building at 3:46 p.m.

did not. The “6” suggests the 6™ floor of the parking garage. In a Jabber chat on 15 October
2018, said, “I tried to go as fast as | could. Usually it is the opposite I try to not [go fast].

replied, “Good boy—learning what a g28ckie [quickie] is...it's been 3 days, | was dying.” She
asked RRENSEEY T WIONGIQI® had ever taken his wife, who also works at NGA, “in one of those places.”
He replied, “No idea. | doubt it. He has always complained that she is [sic] way higher s3x [sex] drive than
him You and | are on par with each other.” In a Jabber chat on 18 October 2018, reminded

| that they had kissed in the elevator in front of two friends/coworkers.
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(U//EQUQ) When asked about the “small room” mentioned in their Jabber chats,
QICHRIRI®) said:

| mean, I've gone into a room with him to have a conversation, like a
private conversation on the phone with someone...I've had discussions
with my lawyer and whatnot on the phone here and then | allow time for it
as far as later in the day...We role-play a lot.®

(U//EQUQ) Investigators asked DIGHBIRIG) if she thought she should be “role-
playing” on NGA systems during the workday. She replied, “I'm able to multitask.
| have no issues with my production levels.”

(U//EQUOQO) DIGHBIRI®) acknowledged that she left her car in the NGA parking
garage on Saturday, 6 October 2018, to rendezvous with JREESEEEE  °

(U//EOUO) Investlgators asked PIGHEIRI® Why she was upset about FEEEEEER
B in 2017 if she and REEESEERR were “just friends.” She said, “It
just did. I just didn’t care for that relationship...I just didn’t like it.”

(U//FOY0) BDIGHBIRIE®)] admitted that she and call each other on their
government phones to discuss personal business as well as official business.
When asked if anyone had concerns about her use of the government phone,
she said spoke to her about a phone call she had with her ex-
husband. She said she has used the NGA phone for extended phone calls but
“it's not like a daily thing.”

(U//EQUO) DIGHRIRI®) said she had worried that her ex-husband might use his
Intelligence Community badge to confront her in the workplace.

(U//FOUO) RIGHBIRIE) was asked to explain the sexually explicit conversations
in September 2018. She said, “We were not having sex in September [2018]...
I’'m not saying we weren’t more than friends. We were, like, best friends, but we
did not start dating until late October [2018]...We role-play all the time.”

35 (U//[EQUQ) In a Jabber chat on 16 October 2018, RREBEEEl said, ‘1 would definitely not fk [fuck] you
right now, don’t need you farting and me breathing that in. That small room would become stifling” and I
meant like in that room, your mOuth on me...I want your body against me...l don’t know how long it's
been since I've gotten to kiss you.” At 2:26 p.m. suggested they go for a walk. At 2:52 p.m.,
sent him a Jabber message, “jeeeeezzzzzuuuuusssss, the things you do to me, and to think,
you are going to be my husband...I get to cOme like that for the rest of my life!” In a Jabber chat on

17 October 2018, RIGKGIQIE)] told HRkiikl ‘| am not used to having s3x this much” and “you are in my
p8ssy far more that [sic] [RRIREE was.” In a Jabber message on 18 October 2018, QREEESEEE t0ld
RIGHEIRIE. ‘| am not going to like not f-ing today. | am in the mood.”

36 (U//EQUQO) Access control records showed that [RQIGEEIRI®) entered the parking garage at 7:20 p.m.
and likely departed around 2:00 a.m., but did not indicate that either of them entered the building.
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(U) CONCLUSION

(U//EQUO) Our investigation developed evidence that [QIOIEESEZAQIONROMI®)]
violated 5 CFR § 2635.101 (b) (5), Basic obligation of public service; Department of

Defense 5500.7, Joint Ethics Regulation; and NI 1000.7R1, Personal Relationships in
the Workplace, by conducting an inappropriate and unprofessional relationship in the
workplace, abandoning organizational goals, adversely affecting the efficiency of the
Agency, and creating the appearance of impropriety. The preponderance of witness
testimony described the interactions between as distracting,
inappropriate, uncomfortable, and unprofessional. Three branch chiefs and several
coworkers counseled or cautioned il about his behavior with
contract lead and a representative from her contract company verbally
counseled her about her behavior with ISR . TWo witnesses saw [REEEEER and
physically touching each other in separate instances, one of which iR
admitted. Senior analysts within the branch were concerned about the decline in

PIOFEESIZARIGERIRI®) productivity.

(U//EOUO) RIBIIESEZARIONRIGI®) violated 5 CFR 2635.704, Use of Government
Property, and NI 8470.3, Use of Electronic Mail and Other Electronic Communications
(in effect at the time), by inappropriately using government electronic communications
(Jabber) for unofficial purposes, using profane language on a government-owned
system, and using government facilities for sexual activities.

(U//EOUO) RIBFIESEZARIOARIRI®) violated NGA Directive 7400R51[3b, Oversight
and Assessment and NGAM 1455.1 Disciplinary and Adverse Actions, enclosure 8 §12,

by failing to provide accurate and complete responses to investigators’ questions about
their relationship in the workplace and their misuse of government facilities for sexual
activities.

(U) OTHER MATTERS

(U//EQUO) During the course of the investigation, investigators found that [(DIGNOIGIE®)
violated NI 4640.2, f[4a. by using her unclassified telephone for other than official or
authorized purposes for protracted amounts of time.

(U//EQUQO) During the course of the investigation, investigators found that REESEEEIREIREE
I failed to notify Personnel Security of the changes in their respective marital
statuses, including legal separation, and changes in cohabitation, in violation of Section
4 of NGAM 5200.2, Enclosure 2.
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(U) RECOMMENDATION

(U//EQUQ) On the basis of our investigative findings, OIG recommends that this report
be forwarded to the [PIOFUNESEZZZE . Human Development Directorate, and the
Office of Contract Services for appropriate action and that any action taken be
coordinated with the Director of Analysis and the Office of General Counsel, as
appropriate.

(U) ALLEGATION 2

(U//EQUO) DIGHRIRI@) falsified her time sheets, causing her contract company, H2M
Group, LLC, to submit a false claim to NGA for labor she did not perform.

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

e (V) Title 18 USC 8§ 287, False, fictitious or fraudulent claims, states:

Whoever makes or presents to any person or officer in the civil, military,
or naval service of the United States, or to any department or agency
thereof, any claim upon or against the United States, or any department
or agency therof, knowing such claim to be false, fictitious, or fraudulent,
shall be imprisoned not more than five years and shall be subject to a fine
in amount provided in this title.

e (U)48 CFR 31.201-2, Determining allowability, states:

(a) A cost is allowable only when the cost complies with all of the
following requirements:

(1) Reasonableness.

(2) Allocability.

(3) Standards promulgated by the cost accounting standards (CAS)
Board, if applicable, otherwise, generally accepted accounting
principles and practices appropriate to the circumstances.

(4) Terms of the contract.

(5) Any limitations set forth in this subpart.

(c) When contractor accounting practices are inconsistent with this
Subpart 31.2, costs resulting from such inconsistent practices in excess
of the amount that would have resulted from using practices consistent
with this subpart are unallowable.

(d) A contractor is responsible for accounting for costs appropriately and
for maintaining records, including supporting documentation, adequate to
demonstrate that costs claimed have been incurred, are allocable to the
contract, and comply with applicable cost principles in this subpart and
agency supplements. The contracting officer (CO) may disallow all or part
of a claimed cost that is inadequately supported.
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e (U) H2M Group, Employee Handbook, 1 July 2017, Chapter 6, Employee
Conduct, paragraph 6.1, Standards of Conduct, states:

(U) H2M Group’s rules and standards of conduct are essential to our
productive work environment. All employees must familiarize themselves
with company rules and standards; all employees will be held to them.
Any employee who disregards or deviates from company rules or
standards may be subject to disciplinary action, up to and including
termination of employment.

(U) While not intended to be an all-inclusive list, the examples below
represent behavior that is considered unacceptable in the workplace.
Behaviors such as these, as well as other forms of misconduct, may
result in disciplinary action, up to and including termination of
employment:

= Falsification of timekeeping records
(V) Facts
(V) Investigative Methods Used and Records Obtained

(U//EQUO) OIG investigators obtained testimony from witnesses and [(DIGNEIGI®) -
Investigators researched, reviewed, and analyzed the following documentation:

a. (U//EQUO) Access Control Records for (QISISEESEZARIGARIRIS) revealed that
they take frequent daily breaks together outside the NGA Sensitive Compartmented

Information Facility (SCIF).

b. (U/FOUO) i il (ime sheet records from 1 November 2017 to 31 October
2018. The records did not reveal a shortage of time due to extended work hours.

c. (U//EQUO) DIGHBINIM®] time sheet records from 1 November 2017 to
31 October 2018. The records initially revealed a shortage of 75.61 hours.
provided records that mitigated the shortage to 58.06 hours, worth QIGIBIGIS)], that
did not work but submitted to her contract company, H2M Group (exhibit 4).
Her company subsequently falsely billed the government.

(V) Testimony:
(U/EOQUO) i testified:

(U//EQUQO) When asked if he was aware of QIOFUPESEZACIGNRIRI®) leaving the
office during the day together, said:
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I know they would disappear...they’d go get coffee together...l assume
they’d go to lunch together...they [sic] would—be days—parts of the day,
when they suddenly wouldn’t be there...they would disappear. They'd
come back.

(U//EQUQ) Investigators asked RREEEEEIRERIRRE again if he was concerned about
COEFSEZARGARMI® time and attendance. He said, “No.”’

(U) Confidential Source (CS 3) testified:

(/i=(e18Te)Y 1)) (3) 10 USC §424, (b)(6), (b)(7)(C)
e

(U//EQUQ) CS 3 explained that the timesheet or billing sheet process is “self-
certification.” CS 3 said:

What we do is kind of make sure they’re accurate, that it's charged
correctly, if there’s any, like, errors in charging to the appropriate line, like
billing code. We do try to do our best to, like, see if there’s inaccuracies,
and what | mean by that is if someone’s charging for eight hours, and it
doesn’t seem or feel like they've been at work for eight hours, then we
start to raise questions [to the individual] and ask and make sure that
they’re, you know, charging their time appropriately, if that makes any
sense.

(U//EQUO) CS 3 suspected that [HIGHGIWI®] timesheets may be short because
of the relationship with JEElSEEER and her later work hour schedule, but when CS
3 inquired, there was only one case where she mischarged and quickly corrected
her time sheet. When asked about the breaks during the day, CS 3 thought that
had been dealt with from a previous conversation with her since RIGNEIQIS)
stopped getting up from her desk in the last four or five months.

(U//EQYO) Investigators showed CS 3 a spreadsheet of [QIGHBIRI®] time and
attendance, including breaks outside the secure areas (2" through 8™ floors),
compared to what she charged the government, resulting in a shortage of about
75 hours. CS 3 explained that as analysts, “if you have writer’s block and you’re
doing a product, one thing that is advocated is, hey, go do a lap around the
building really quick or you need to talk about an issue, we do a lot of walking
meetings with SGAs and SGOs.” Investigators explained that the breaks on the
spreadsheet were breaks taken in areas like the atrium and the garage.

37 (U/[EQUQ) Investigators analyzed time and attendance and found no shortage.
PIGHBIBI®@] contractor time sheets showed a shortage of 58.06 hours that were mischarged to the
government as time worked.
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B testified:

(U//EQUQO) When asked if anyone raised concerns about him being absent from
his desk frequently, EEESEEER said:

No. I mean, the only time I'd heard comments about that, again, they
were just people who had no idea of what was going on. Like, when we
went to lunch or something, anytime we were away from our desks, the
hours were made up or we would stay late or whatever.

(U//EQUQ) DIGKBIRIE) testified:

(U//EQUQ) She thought her contract supervisor was possibly [QIOROIRIE)
I but was “not sure how that whole chain works.” She said

PIGNEIRI® approves her timesheet.3®

(U//EQUO) Investigators showed her time and attendance
spreadsheet from 1 November 2017 to 31 October 2018 and explained the
shortage of hours due to the frequent breaks outside the SCIF. was
given an opportunity to provide documentation to mitigate any shortages.3°

(U) CONCLUSION

(U//EQUO) Our investigation developed evidence that [QIGNEIQI®) violated the H2M
Group Employee Handbook by taking frequent and prolonged breaks during the
workday and falsifying her time sheets to reflect labor she did not perform. This caused
her company, H2M Group, LLC, to submit a false claim to the government, in violation
of 18 USC § 287, False, fictitious or fraudulent claims, and 48 CFR § 31.201-2,
Determining allowability. We found that there was a shortage of 58.06 hours, worth
(b)(6) (b)(7)(C)

(U) RECOMMENDATION

(U//EQUO) On the basis of our investigative findings, OIG recommends that this report
be forwarded to the Special Activities Staff, Human Development Directorate, and the
Office of Contract Services for appropriate action and that any action taken be
coordinated with the Director of Analysis and the Office of General Counsel, as
appropriate.

38 (U//FOUO) DICHROI®) are contractors with H2M Group; [(DIGE@I@I®) works outside
NGA and DIGNRIRI®] works at NGA.

39 (U//EQUQ) On 3 April 2019, PIGHEMI®) provided documentation to mitigate some of the missing time;
investigators updated the T&A Spreadsheet as appropriate.
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(AR 0 2 2020
NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
OFFICE OF INSPECTOR GENERAL

EXECUTIVE SUMMARY
(U) OIG CASE NUMBER: 19-050
(U) TITLE: Reprisal and Hostile Work Environment

(U) SUBJECTS

(V//i=e281830(b) (3)10USC8424, (b)(6) (b)(7)(C)

Defense Intelligence Senior Level (DISL), Analysis Directorate (A), National Geospatlal
Intelligence Agency (NGA), Springfield, Virginia.

(O]F=181e\Y(h) (3)10USC8424, (b)(6) (b)(7)(C)
A, DIGIOIRIGE NGA, Springfield, VA.

(U/FOUO) IS NESZZAOIBIONIE)
-’ A, (6)6) B)7)(©) NGA, Sprlngfleld, VA

(U) ALLEGATION: IO NEZAOBIONE® , reported

that his management reprised against him by removing him from his team lead
position and created a hostile work environment.

(U) INVESTIGATION

(U//FOUQ) Based on the analysis of the elements of reprisal, we found that neither

(b) (3)10USC8424, (b)(6) (b)(7)(C) reprised against | for making a

protected disclosure. The allegations of reprisal and hostile work environment are
unsubstantiated.
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REPORT OF INVESTIGATION
(U) OIG CASE NUMBER: 19-050
(U) TITLE: Reprisal and Hostile Work Environment

(U) SUBJECTS:

(W= 1) (3)10USC8424, (b)(6) (b)(7)(C)

Defense Intelligence Senior Executive, Analysis Directorate (A), National Geospatial
Intelligence Agency (NGA), Springfield, Virginia

(WFeII)) (b) (3)10USC8424, (b)(6) (b)(7)(C)

NGA, Springdfield, VA

QIO (b) (3)10USC8424, (b)(6) (b)(7)(C)
B A B NGA, Springfield, VA

(U) ALLEGATION: (DO ESIZAOIION® , reported

that his management reprised against him by removing him from his team lead position
and created a hostile work environment.

(U) BAC KG RO U N D . (b) (3)10USC8424, (b)(6) (b)(7)(C)

provided the following information:

(U//FOUQ) On or around 28 September [2018] | was verbally informed by
B (2t he and the management chain — he did not name all of
them, but did mention the and the A
I << interviewed by the IG following the IG complaint | made
concerning the Band Feedback Mix-up incident.! This occurred one week
before my sudden removal as Team Lead on 3 October [2018] — no warning or
feedback had been provided that my behavior and performance as Team Lead
had reached a point where removal from the position was at risk. The timing may
be coincidental, but seems far too closely related to be attributed to mere
accident — at [east from my perception, particularly considering the sudden
severity of the action of not just removing me as Team Lead but in that same
meeting directing that | needed to depart as soon as possible. | had also
issued a request for an Informal Reconsideration on my DCIPS [Defense Civilian
Intelligence Personnel System] Final Close-Out Evaluation on 2 November
[2018], received a response on 7 November [2018], only for this [(QIQXEOIGI(®)
R (o follow little more than a week later (16 November [2018]) — while
the timing may again be mere coincidence and the was, as indicated in the
meeting, in work previous to the Reconsideration request’s submission from my
perspective the events appear linked.

1 (U//ecUo) BREEEEEERR was contacted by NGA OIG requesting information regarding the feedback mix-

up with SRR =nd his brother. [DISINSESYZNGIGIOI®)] were not contacted or interviewed by
NGA OIG regarding the feedback mix-up incident. :

1
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(U//FEUO) | also wanted to make particular mention of the full breadth of the
punitive actions taken against me that are related to this ffiil§. as | feel it is
important to highlight the level of potential reprisal/hostile work
environment/workplace bullying that | feel is occurring against me.

(U//EQY0) In the span of a month | was removed from my position as a Team
Lead of the [(o)NE) 01U 037 w2 (3 October [2018]), then forced to
relocate my desk while remaining in [ghsssasl (8 October [2018]), forced through
direct reassignment from it to (O €)IR0IUS o172
October {2018}), and soon after submitting an informal reconsideration form
concerning my DCIPS score (2 November [2018]) | was then handed this
(16 November [2018]). To me it feels as if a malicious and vindictive campaign is
being conducted against me to damage if not destroy my career and coerce me to
resign from the Agency.

(U//FGYG) My main and immediate concern is that submitting this under the
current policy guidance, including from HD’s ((NE€)MINUN{eRZy 2N team, would see
me submitting this to the same managerial chain that is directly involved in
these events and who | feel would be biased against any response.

(U) SCOPE

(U) NGA OIG conducted this investigation in accordance with the standards set forth in
NGA Manual 7410.11, Inspector General Operations, 2 June 2014, and the Quality
Standards for Investigations, 15 November 2011, set forth by the Council of the
Inspectors General on Integrity and Efficiency. We obtained testimony from

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

e 50 U.S.C. Section 3234. Prohibited personnel practices in the Intelligence
Community states:

(a) Definitions:

Personnel action. The term “personnel action” means, with respect to an
employee in a position in a covered intelligence community element —

(A) an appointment;

(B) a promotion;

(C) adisciplinary or corrective action;

(D) a detail, transfer, or reassignment;

(E) a demotion, suspension, or termination; a reinstatement or
restoration;

(F) a performance evaluation; a decision concerning pay,
benefits, or awards; a decision concerning education or
training if such education or training may reasonably be
expected to lead to an appointment, promotion, or
performance evaluation; or

2
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(G) any other significant change in duties, responsibilities, or
working conditions.

(b) In general

Any employee of an agency who has authority to take, direct others to
take, recommend, or approve any personnel action, shall not, with
respect to such authority, take or fail to take a personnel action with
respect to any employee of a covered inteligence community element as
a reprisal for a lawful disclosure of information by the employee to the
Director of National Intelligence (or an employee designated by the
Director of National Intelligence for such purpose), the Inspector General
of the Intelligence Community, the head of the employing agency (or an
employee designed by the head of that agency for such purpose), the
appropriate inspector general of the employing agency, a congressional
intelligence committee, or a member of a congressional intelligence
committee, which the employee reasonably believes evidences —

(1) A violation of any Federal law, rule, or regulation; or

(2) Mismanagement, a gross waste of funds, an abuse of authority,
or a substantial and specific danger to public health or safety.

o (U) Presidential Policy Directive (PPD) 19, Protecting Whistleblowers with
Access to Classified Information, 10 October 2012, states:

Any officer or employee of a Covered Agency who has authority to take,
direct others to take, recommend, or approve any Personnel Action, shall
not, with respect to such authority, take or fail to take, or threaten to take
or fail to take, a Personnel Action with respect to any employee serving in
an Intelligence Community Element as a reprisal for a Protected
Disclosure.

(U) Documents Reviewed

(UITFOJO) We reviewed i’ O'!G complaint [OIG Case Number x18-154],
which revealed that on 28 August 2018, he reported concerns regarding his feedback
sheet for the promotion process. claims that he was mixed up
with his brother who was also an analyst and that it affected his possible promotion. It
was revealed in feedback sheet that there were several sections that were
mixed up with his brother. According to i, the mix up brought up questions as
to whether this might have or even has happened previously. In addition, it raised the
question of how much of the two packets were confused and intermixed throughout the
entire promotion process. reported that, at a minimum, it raises serious
questions about the professionalism of those involved and the efficacy of the process,
and questions the validity of the results. said his division management
brushed this error off as a simple mix-up.

3

UNCLASSIFIED//FOR-OFFICIAL-USE-ONLY


sharretk
Cross-Out

sharretk
Cross-Out

sharretk
Cross-Out


UNCLASSIFIED//FOR-OFFIGIAL-USE-ONLY

(U/IFeJO) We reviewed the 26 September 2018 coordination between the OIG
investigator and informed the investigator that the promotion
package feedback error was corrected. OIG closed the inquiry.

(b) (3)10USC8424, (b)(6) (b)(7)(

(U//FOUQ) We reviewed a memorandum provided by g detailing discussions
with S regarding his actions and management concerns regarding his
interactions with the members on his team. A timeline of relevant events pertaining to
the alleged reprisal follows:

(U) 10 September 2018: met privately with to discuss
expectations of a team lead, his work hours, and the fact that he had shut down

for the past two weeks over the promotion decision. He advised it that
communication and being present was one of the most important things a team

(b) (3)10USC8424, (b)(6) (b)(7)(C)

lead does. expressed disappointment that nobody had supported
him when the feedback from his promotion application was mixed up with that of
his brother. He felt betrayed by those around him and no longer wanted to make
an effort with his branch mates.

(V) agreed to resume a more regular work schedule (arriving at work
around and working 8-hour days Monday to Friday). He withdrew his
request to work from [DIGYRIBIM), which he acknowledged was intended to
minimize his interactions with his teammates and management.

(b) (3)10USC8424, (b)(6) (b)(7)(C)

(b)(6) (b)(7)(C)

(U) They discussed some of the specific, tangible responsibilities of a team lead:
approving remarks, providing input on production decisions, being aware of
major intelligence developments and occasionally checking the imagery and
collateral reporting to ensure the analytic conclusions made by the team are
accurate. told that he should not be looking at all of the
team'’s targets and that delegation and trust were important for a team lead.
acknowledged that the lead would occasionally miss or get things
wrong.

(U) The next day, followed up on this conversation with one-on-one
and small group meetings with his teammates to explain his actions in the past

(b) (3)10USC8424, (b)(6) (b)(7)(C)

two weeks. was informed by one of the team members that during
these meetings, AN r<fused to apologize for his actions and told some
people that he was only having the conversation to keep his team lead position.

(U/FOUOQ) 24 September 2018 Rl mMet With it
to discuss RISHISEZZROIGIOWI®)

explained that SN has made some improvements since the discussion
and is engaging much more frequently with the team. demeanor

2 (U//FOUO) [(XEIVEIaY 2 M) (N ()IE(BN. Defense Intelligence Senior Level, kit

(b) (JEOUSCE424, (b)(6) (B)(7)(C)

3 (U//IFOUO)
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appeared more positive, and he heard no additional complaints about
B Dchavior from the branch. They discussed potentially removing
as team lead. [N argued against that course of action,
urging to give RSN More time to correct his behavior, which he
I believed had improved. Everyone in the meeting agreed that the
outlook was not good considering Sl D ast pattern of behavior, but
that in the short term, he

would be given a chance.

(U//FOU0) 2 October 2018: [(NE)RI0lUN{02:2:»2 M () ()R ()]EA1(®)
B 2nd | met to discuss new information related to NS
performance as Libya Team Lead. One of the team members expressed
concerns to about S recent behavior. The team
member detailed a number of problems with over the past couple of
months that were making it so unpleasant for her to come to work that she
had begun looking for new assignments. She said her interactions with
left her feeling uncertain about her responsibilities and insecure
about how well she was performing. He was undermining her on her own
account by repeatedly interrupting and contradicting her in a meeting,
sending emails about her assigned area without consulting her, and telling
her openly that she was not in charge of the account everyone understood to
be hers. His communication with her and others tends to be very direct,
negative, and terse, and she feels like she never receives any support or
backup from him. She was nervous about confronting him about his
leadership style because he has reacted to past conversations by shutting
down and refusing to talk to teammates. These examples, combined with the
recent discussions among the [DFOIVEIEERY |eadership team about his
lack of leadership skills, led the group to adopt a new course of action:
removing him from his leadership position and moving an open Band 4 billet

igelggl(b) (3)10USC8424 to select a new team lead.

(U//EGBQ) 3 October 2018: [(QIONUFEIZFEROIOIOIQI®] met [with]

B (o cxplain that the team lead position was no longer a good fit. It was

(b) (3)10USC8424, (b)(6) (b)(7)(C)

time for a fresh start for and the team. This particular
conversation followed several informal sessions in recent months during

which (QXEIEEIe:ZENG)IORCIWI®)] detailed challenges that had been
affecting your ability to lead and identified potential ways to overcome them.*

[(b) (3)10USC8424, (b)(6) (b)(7)(C)

(U//FOU0O) 4 October 2018: St met with
request to go over the reasons for your removal. [——
outlined the following:

again at your
stated he

(U) I revisited our discussion about your reaction to the Band
promotion process and problems with the feedback you received from

4 (U//FOBYO) The memorandum provided detailed information regarding the meeting on 3 October 2018;
however, the information was classified and was not included in this report.

5
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ACS, specifically your decision to stop talking to your teammates and to
change your work hours to avoid engaging with them because you felt
they were not offering sufficient support. | noted that this had exacerbated
tensions with them and told you my perception from talking to members of
the branch was that even though you had made some effort after our
early September discussion to address this issue, it was too late to fix
these long-standing problems. Several branch members also expressed
to me that they had seen a similar pattern when you encountered
previous setbacks, that the damage to those relationships had already
been done, and that they were unconvinced your change in demeanor
would last.

(U) Your conversations with teammates after our initial discussion in early
September about your lack of communication did not help the situation,
as evidenced by the fact that you told some of them that you were having
the discussions to avoid losing your team lead position. You explained
that you made those comments to inform your teammates that you were
having those conversations as a result of the discussion you and | had
about team leadership expectations. We discussed the fact that there
often appears to be a mismatch between the messages you intend to
convey and how others receive them, and that this is an issue underlying
many of the other problems you have had as a team lead.

(U) We discussed the issue of you looking at other peoples’ targets,

which they see as second-guessing and criticizing them rather than
supporting and teaching them.

(U//FOUO) 22 October 2018: [(QENUISIe2r2NOIOIOIQI®] met with
to discuss an incident involving a remark he wrote that was
outside his area of responsibility.

(U//ESHO) 16 November 2018, il \vas issued a el which stated:

(CLES (D) (6) (b)(7)(C)

5 (U//EQYUG) The memorandum provided detailed information regarding the meeting on 22 October 2018;
however, the information was classified and was not included in this report.

6
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(b)(6) (b)(7)(C)

(U//FOUO) il filed a 15 page formal grievance outlining why he did not concur

with findings of the (IOQX()IE(®)

(U/IFBY0) 23 January 2019, the Grievance Deciding Official Determination
letter reflected that the {(9I(S)] (b)(7)(C) by e
reviewed numerous electronic submissions from [N from his
management chain and branch team members, as well as written voluntary
character references. He also conducted individual interviews with current
management chain, as well as current and past team members
referred by SSmSEEEN and the management.

(UIIFQ-U-Q) (b) (3)10USC8424, (b)(6) (b)(7)(] fi nd i ngs:

(U//FOUO0) The Jll management was within its prerogative to restrict
R S from working other accounts within the branch and removing
[(b) (3)10USC8424, (b)(6) (b)(7)(] as Team Lead

(U//FOUO) persistent mentoring of junior analysts, while well
intentioned on his part, was not positively received by a majority of his teammates
or by the cadre. In some cases the activities, actions, and communication could
well have been received as bullying or intimidation.

(U/IITFOUQ) As for the expressed concern that this [(I(3)] (b)(7)(C)

I 2r¢ connected, they are not. The issue of “owning the issue” from these two
cases are conflated by | that his actions were damaging to the team
writ large.

(U/IFOUO) 1t is of particular note that to a person, everyone interviewed remarked
that S S an exceptionally bright and skilled analyst.

(U/TEQUYO) While a sustained gap of the [(()€)IUSKIS:Y: V.2 000 and a series of
acting leaders likely contributed to miscommunication at times, the instructions
were not followed.

(U) Testimony

(U//FOUO) B t<stified:

(U//EOY0O) It started in August when he received the feedback from Career
Services promotion cycle. They tried providing sheets to every employee who had

(b) (3)10USC8424, (b)(6) (b)(7)(C)

applied for their Band ffpromotion.

did not feel like he got a lot of

V//isalTIaN) ) (3)10USC8424, (b)(6) (b)(7)(C) , Defense Intelligence Senior Executive
Service, NGA.

7
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support from his management. He felt the issue was mishandled to the point that
he submitted a complaint to the IG for the PB |§ feedback mix-up.

(U//FOUO) He was informed by about being interviewed by the IG. He
believed was just trying to provide a good faith update. The
conversation was during a meeting where SRR briefed on what
was going on that day, since he was the team lead at the time. Subsequently, he
was removed as team lead, forced to move his desk, and then forced onto a direct
assignment.

(U//[FQUYO) During this time, emailed Career Services to try to get to
the bottom of what happened. He felt spurned by his team and management. He
did not think anyone cared about what happened to him, which caused him to pull
back some of his personal engagement. He talked to about changing
his work schedule to come in earlier to reduce the time he was present during
normal working day hours. was frustrated with everything and felt that
if no one was going to be his friend, then why should he continue to be their friend.

(U/MEOUO) il 2admitted that on 3 October 2018, he received verbal
guidance from his management; on 4 October 2018, he received written guidance
from the branch senior GEOINT analyst; and on 18 October 2018, he went against
previous guidance to work solely on his assigned duties. Because of his actions,

not because of his coming to the OIG, he was (OIS _
(V) testified:

(U/MEOUO) el Was a talented analyst, very good writer, and got his work
done quickly. He had some issues with some of the teammates. He was not very
good at communicating interpersonally with people, which caused some problems
as a team lead, which he was at the time. JSEESSS.' approach to leadership was
if he found someone doing something wrong, he would not help them fix it; he
would just sort of do it himself to prove a point to them, which rubbed a lot of
people the wrong way. There was an issue where he got some bad news that his
promotion process got a little messed up and he felt that the team was not
supporting him so he shut down and stopped talking to people.

(b) (3)10USC8424, (b)(6) (b)(7)(C)

(U//FOUYO) He talked to about being team lead required him to
talk his team every day; however, SSmS———. did not want to talk to some
people and that affected his performance as a team lead.

(U//EOUO) He told puammiat that he was interviewed by OIG so he would
know it was moving forward. He was not aware that S had
contacted the OIG until he [N Was contacted for an interview. The
interview with OIG was telephonic, and it was a recap of what he knew about
the feedback mistake made by career service. There were other issues

8
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(b) (3)10USC8424, (b)(6) (b)(7)(C)

regarding
OIG investigation.

during the same time, but they were not related to the

(U//[FEYO) The main reason was removed was because he
stopped talking to his team. During this timeframe, members of
team complained about personal comments made, and it was
clear that he was not going to be effective as a team lead anymore. A
decision was made to remove him from his team lead position.

b) (3)10USC8424, (una)mm)(c, and (b) (3)10USC8424, (b)(6) (b)(7)(C) met Wlth to talk to
him about his failure to communicate with his team. He had a follow up
meeting with NN Pccause requested a meeting. He had
another meeting with S t0 inform him that he had to move to
another desk. Finally, he and office leadership had a meeting with

(b) (3)10USC8424, (b)(6) (b)(7)(C) to (b) (6) (b) (7) (C) .

(U//FOUO) The il had nothing do with |SEESSSEEEEE reporting anything to
OIG. He had no problem with Sl reporting his concerns to the OIG.
He felt Ruammital as justified to question the process regarding the
mistake made by career service.

(U//EOUO) testified:

(U//FOUOQ) Because of the feedback mix up with [ B and his brother,
ENama D asically stopped talking to his team. S fclt he had
been stabbed in the back by them, which was not the case because his team
had nothing to do with the selection process. had also requested
to change his work schedule so he would have minimal interaction with his
teammates, which was denied.

(UIIEQUJO) Everyone knew there were issues with [ESEmlsss and it was
something that they needed to work with SSSSSSsEas on. During that time,
(b) (3)10USC8424, (b)(6) (b)(7)(C) engaged in regular Conversations With [(b) (3)10USC&424, (b)(6) (b)(7)(C) . However,

(b) (3)10USC8424, (b)(6) (b)(7)

i took actions that he was instructed in writing not to do. The
decision was made to remove him as team lead and begin the process of
moving him to another element within the division or directorate.

(U//EGUO) He was not aware that sl had reported his concerns to
OIG and even if he would have known, it would not have changed the actions
taken. Everything they did was completely by the book, and it was not done
out of vengeance or anything of an ill-will towards [N |t Was the fact
that leadership wanted to work with Sl {0 see if they could get him
back to the level of performance that was needed in a team lead position.

(U//EQUQ) testified:

9
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(UIIESYO) She was not aware that [N had filed a complaint with
the OIG, and she had not been contacted by the OIG regarding
complaint about the PB | feedback mix-up.

(U//FEJO) She was aware that aista had been removed from his

team lead position. There were complaints on his team about his actions.
Some of it was related to the fact that he had become withdrawn and was not
communicating with his team members, and when he did communicate, it
was not in a manner that a team lead should communicate with team
members. The team had a good working relationship and when the dynamics

(b) (3)10USC8424, (b)(6) (b)(7)(C)

was removed from his duties.

deteriorated,

(U//FOUOQ) She was briefed on e’ behavior by his supervisory
chain. was instructed to move his desk to take him out of the
situation [and] to make him and other team members more comfortable. She

was also aware that st received an [(QIGXOIQ®) :
(U) Analysis

(U) The elements of reprisal are protected disclosure; actual or constructive knowledge
of the protected disclosure on the part of the responsible management official (RMO); a
personnel action taken, threatened, or withheld; and a causal connection between the
protected disclosure and the personnel action. If the evidence establishes that the
personnel action would not have been taken, threatened, or withheld absent the
protected disclosure, then the complaint is substantiated. Conversely, if the evidence
establishes that the action would have been taken, threatened, or withheld absent the
protected disclosure, then the complaint is not substantiated. Below, we analyze each of
the elements.

(U) During our investigation, we analyzed each of the elements of reprisal as
provided in sections A to D.

A. (U) Did Complainant make or prepare to make a protected disclosure, or was
Complainant perceived as having made or prepared to make a protected
communication?

(U//FOYO) Yes. On 28 August 2018, sl reported an issue to the NGA OIG
regarding the feedback sheet for the [(DIQKGIWNS)] promotion process.
claimed that his promotion package had several sections in which he was mistaken
for his brother, who is also an NGA analyst. He believed that the mix-up affected his
possible promotion. Because of the mix-up, he questioned his management’s
professionalism, efficacy of the process, and the validity of the results.
reported the incident because he did not like how his management brushed off the
error as a simple mix-up.

10
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B. (U) Was an unfavorable personnel action taken or threatened against
Complainant, or was a favorable personnel action withheld or threatened to be
withheld from Complainant?

(b) (3)10USC8424, (b)(6) (b)(7)(C)

(U//EGUJO) Yes.
received an [(JIQXI(®)

was removed from his Team Lead position and
as Team Lead.

C. (U) Did the responsible management official(s) have knowledge of
Complainant’s protected communication(s) or perceive Complainant as
making or preparing protected disclosure(s)?

(UIIFOUO) Yes. became aware that JiiSEENEN Provided information to
NGA OIG after he was contacted by NGA OIG requesting information regarding
(b) (3)10USC8424, (b)(6) (b)(7)(C)H Com p Iaint.

(UIIESUO) No. (WIENUVEIe:ZVZN()ON(IIBI(®] were not aware that s had
filed a complaint with NGA OIG.

D. (U) Does the evidence establish that the personnel action would have been
taken, withheld, or threatened if the protected disclosure had not been made?

(U/EEOUO) Based on the analysis of the elements of reprisal, we found that neither

(b) (3)10USC8424, (b)(6) (b)(7)(C) reprised agains{iSENRNN 0" Mmaking

a protected communication. The allegations of reprisal and hostile work environment
are unsubstantiated.

(U) CONCLUSION

(U//EOYO) Based on the analysis of the elements of reprisal, we found that neither

(b) (3)10USC8424, (b)(6) (b)(7)(C) reprised against [SEmm———— for making a

protected communication. The allegations of reprisal and hostile work environment are
unsubstantiated

(U) RECOMMENDATION

(U) We make no recommendations in this matter.

11
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REPORT OF PRELIMINARY INQUIRY
(U) OIG CASE NUMBER: 19-072

(U//FOUO) SUBJECT: [(oNe)rtsluTes:7 2 () [(HN ()] E(®)
, Source Directorate (S), NGA,

Springfield, Virginia

(U) ALLEGATION: Misuse of Government Property - Pornography
(U) BACKGROUND

(S//{gel8I0)](b) (3)10USC8424, (b)(6) (b)(7)(C)
, Security and

Installations Directorate (Sl), NGA, Springfield, advised that a coworker observed
view pornography on the unclassified government computer system.

(U) SCOPE

(U) OIG investigators conducted this investigation in accordance with the standards set
forth in NGA Directive 7410, Inspector General Operations, 2 June 2014, and the
Quality Standards for Investigations, 15 November 2011, set forth by the Council of the
Inspectors General on Integrity and Efficiency. The investigators reviewed SBU

computer activity available that pertained to the allegation from 1 January 2018 to
3 March 2019.

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

e (U) NGA Instruction (NI) 8470.2R8, Internet Usage

e (U) NI 8470.3R8, Use of Electronic Mail and Other Electronic Communications
(U) FACTS
(U) Records Reviewed

o (U//FOYJO) Review of records available on NGA's sensitive but unclassified

(SBU) network from 1 January 2018 to 3 March 2019 did not reveal
misused his government computer system.

O—ahyoOonRe1n e “-;“
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(U) CONCLUSION

(U//F6B0) OIG investigators did not obtain specific computer forensic information to
support the allegation that misused government computer systems.

(U) RECOMMENDATION

(U) Close this case without further investigation.

2
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U-136-19/01G MAY 0 7 2018
MEMORANDUM FOR CHIEF INFORMATION OFFICER AND IT SERVICES
SUBJECT: (U) Referral of Complaint, OIG Case No. 19-085

1. (U//EGYO) The Director, Mission Oversight and Compliance (MOC), NGA, provided this
office the following information regarding Questionable Intelligence Activity (QIA):

(9/i==18 @Y RITEY(h) (3)10USC8424 offers program developers

imagery base map layers that can be incorporated into intelligence tools. The il Terms
of Use require that systems that provide access to domestic imagery through base map
layers include access control measures and log audible information about personnel
accessing domestic imagery. However, a number of currently deployed NGA and IC tools
allow intelligence personnel to gain unrestricted access to domestic imagery without
indicating their underlying mission purpose or providing a Proper Use Memorandum
(PUM) for foreign intelligence or counterintelligence missions. These tools include, but not

MliClRGeH(b) (3)10USC8424

2. (U//FOGU0) The activity above is contrary to National Geospatial-Intelligence Agency
Instruction 8900.5, Domestic Imagery, 23 January 2018 in which:

Paragraph 4.g states:

Data Stewards responsible for systems that provide access to domestic
imagery ensure compliance with this instruction by applying access control
measures and logging auditable information about each access request.

Enclosure 2, Paragraph 5 states:
Chief Information Officer and Director, Information Technology Services.

a. Promulgates access control system standards for implementation by programs
of record.

b. Enables stewards to restrict domestic imagery to specific users with a validated
mission requirement. Data stewards must be capable of adding and removing
authorized users as mission requirements change.

c. Configures domestic imagery systems to log auditable information concerning
the domestic imagery accessed by specific users.

Enclosure 2, Paragraph 8 states:
Data Stewards.

a. ldentify domestic imagery stored on NGA information systems to ensure that
access to domestic imagery is restricted to those with a valid mission

o-anyone-inside --.:--- not-having-an-efficial-need-to-kne
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U-136-19/01G

SUBJECT: (U) Referral of Complaint, OIG File No. 19-085

requirement. Coordinate proposed access control measures with [jif§, OGC, and
CIO-T to ensure sufficiency and uniformity.

b. Maintain auditable information about access requests for domestic imagery on
NGA information systems. Data stewards are not required to tag or otherwise
associate stored domestic imagery with a PUM number.

Enclosure 5, Paragraph 4 states:

Data stewards are responsible for maintaining auditable information about access
requests for domestic imagery on their information systems. At a minimum, this
information must identify the individual requesting access, the time and date of that
access, and the underlying mission requirement. Data stewards of systems with
stored domestic imagery may meet this requirement by utilizing an automated
system that records a user’s response to queries about their request.

Enclosure 5, Paragraph 5 states:

Data stewards are not required to tag or otherwise associate stored domestic
imagery with a PUM number. Access to stored domestic imagery obtained under the
authority of a PUM is determined by the requesting office’s mission requirement for
that imagery at the time of the access request and not the terms of the original

PUM. Personnel requesting access to stored domestic imagery for an IF/CI purpose
must be covered by a current PUM.

3. (U) We are providing this information for your review and action. We request that you inform
the OIG of action taken within 60 days of receiving this package. An N-CERTS tasker has been
opened to track the suspense. ‘

4. (U//FEYO) If you have any questions about this memorandum, please contact Kt

[eXe[s)VAeId (D) (3)10USC8424, (b)(6) (b)(7)(C)
@coe.ic.gov. Thank you for your attention to this

(b) (3)10USC8424, (b)(6) (b)(7)(C)

Inspector General

cc:
Associate Director for Capabilities

2
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REPORT of PRELIMINARY INQUIRY

(U) OIG CASE NUMBER: 19-119
(U) TITLE: Inappropriate Government/Contractor Relationship

(U) SUBJECTS

(U/FOUO) (IO NS ZAOBIONE)

Source Operations and Management Directorate (S), NGA, Springfield, Virginia

(VA)'

(U//FOUO) (DI NS ZAOBION®)

. S, NGA, Springfield

(WW[ZeWaY 1) (3)10USC8424, (b)(6) (b)(7)(C) .S, NGA,

Springfield

W/[=eT8e) ) (3)10USC8424, (b)(6) (b)(7)(C) .S, NGA,

Springfield

(U) ALLEGATIONS:

(VLSS0 (b) (3)10USC8424, (b)(6) (b)(7)(C)

, each
maintained an inappropriate relationship with employees of the service/contract provider
DigitalGlobe (DG).

(U) BACKGROUND

(U//EGYO) On 20 May 19, a confidential source (CS) alleged that the G-EGD PMO
maintains an inappropriate relationship with employees of the service/contract provider,
DigitalGlobe (DG). DG is the prime for contract #HM021013CNO002, EnhancedView
Service Level Agreement (SLA). CS alleged that members of have traveled with DG
contractors marketing their capability. members have also engaged in dinners and
“happy hours” with those representatives. CS said another concern is DG seemed
aware of renegotiating positions related to the potential of a “decision to expand the
EnhancedView contract for [(REINSUNIe5:Z 2" and the potential for including the
funding request in the presidential budget request.

1. At the time of the complaint (QXSXESZFENGIOIDIGN®] According to PeopleSoft records
was promoted to Defense Intelligence Senior Level on 1 March 2020.

1
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(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

e (U) Title 5 Code of Federal Regulations (CFR) § 2635.101(a), Basic obligation of
public service

e (U) 18 United States Code (USC) § 208, (a), Acts Affecting a Personal Financial
Interest

e (U)5CFR § 2635.702 Subpart G, Misuse of Position
e (U) NGA Instruction 1000.7 R1, Personal Relationships in the Workplace

o (U) Department of Defense (DoD) Directive 5500.07, Standards of Conduct,
paragraph 4.3

¢ (U) FAR 3.101-1, Standards of Conduct
(U) FACTS

(U) Investigative Methods

(b) (3)10USC8424, (b)(6)

(U//FOUO) During the investigation, OIG Special Agents assessed whether
have or had an inappropriate relationship
with employees of the service/contract provider DigitalGlobe.

(U) Review of Emails

(U//FEYO) We reviewed emails for the period of 1 January 2017 to 11 December 2019 of
the following individuals:

(b) (3)10USC§424, (b)(6) (b)(7)(C)
(b) (3)10USC8424, (b)(6) (b)(7)(C)

(b) (3)10USC8424, (b)(6) (b)(7)(C)

(b) (3)10USC8424, (b)(6) (b)(7)(C)

(U/HFEOUP0O) We reviewed emails and other pertinent information, which did not provide

any information suggesting that [{s)N€)¥Rs]SSTes:2: .2 () (N () (®)

have an inappropriate relationship with employees of the service/contract provider
Digital Globe.

2
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(U) Review of Documents
(U) DigitalGlobe Offer

(UIIFQYO) We reviewed the DG offer provided by the CS, dated sometime in 2019 that
listed the following under Conditions (applied to all options):

- NGA written commitment to budget/POM for more than G-EGD program by
name in presidential budget submission for FY 21, 22, and 23.

(U) Global Enhanced GEOINT Delivery: Enhanced G-EGD Price Estimate

(U//FH0O) We reviewed the Global Enhanced GEOINT Delivery: Enhanced G-EGD
Price Estimate that was submitted to NGA by DigitalGlobe, Inc., on 30 August 2018.
The price estimate adds access to the DG commercially-available WorldView-4 archive
through the G-EGD platform. NGA was provided a cost estimate of Sl or all
the features available in the program as shown below:

(U/FFQU0) Figure 1: Pricing (Page 5 of the Price Estimate)

Table 2, Total G-EGD Price

(Figure is UNCLASSIFIED)

3
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(U//IFOY0) Figure 2: Additional Assumptions and Conditions (Page 5 of the Price Estimate)

(b) (3)10USC8424, (b)(5)
I

(Figure is UNCLASSIFIED)

(U)Testimony
(UITEQYO) CS testified:

(U//EQYO) In the original complaint made by CS, CS said that sl was particularly
involved in operation involving DG and had previously directed that he was the only one
allowed to “Direct DigitalGlobe,” which was out of scope with DoD contracting
procedures. was previously the program manager (PM) for the DG contract
vehicle. In the telephone interview, the CS stated:

| don't know if | said that exactly. So was a previous program manager for the
activity, the enhanced view contract with DigitalGlobe. At the time when we were having
some issues with DigitalGlobe, specifically, the issues were being able to provide our
contracting suppliers access to the G-EGD holding.

(b) (3)10USC8424, (]

, Who is not the program manager, apparently was the only one that could direct

DigitalGlobe to give our suppliers access to their holding. The program manager at the
time, RAattalRaR  apparently could not direct them to do anything. And | don't

t [(b) (3)10USC8424,

understand why, bu , who had no contractual authority, was the one who would
provide direction to DigitalGlobe.

(U//EQYO) We asked the CS if the relationship between s and the DG
contractors was the result of a personal versus professional relationship. The CS stated:

| don’'t know the background behind it. My pure speculation was that he had the
business relationship with them for a number of years, and just from years of experience
with them, they relied on to provide advice and guidance.

(U//EOQYO) CS originally stated that members of (QREMUSSISEYZE have traveled with
representatives of DG marketing their capability and engaged in dinners and “happy
hours” with those representatives. In the telephone interview he clarified that the

4
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information was hearsay and was told to him by [(s)R€Ml[SS &= 2 M ()N ()€ 1(®)
, NGA, which the members were at ADF-

Colorado for a valid program management review then after work members of (i
I went to happy hour with DG contractors. CS was unable to confirm exactly which
members and whether the happy hour was paid for by DG contractors.

(UI/EGYO) The CS confirmed the information he provided in his original complaint that
DG seemed awaré of renegotiating positions related to the potential decision to expand
the contract for QYSIEEEIFZRBIG)] and included it in the presidential budget request.
The CS stated:

| could speculate it happened one of two ways. Either somebody gave it to them or,
through their lobbying with congressional staffers, one of the staffers shared with what
they were going to put in the language. And, again, it wouldn’t surprise me if it went
either way.

| would hope that the government wouldn’t give that to a contractor. But | do know they
have some pretty powerful lobbyists. So it wouldn’t surprise me if -- a whole lot if they
had some insight. It was just ironic that their proposal came forward with those numbers
in it. And you know, | gave a copy of that to the individuals | met out here. And it
stunned a lot of us that they had that information.

(U/lEGUYO) The CS said that the contract in question was sole-sourced. According to
the CS there are no competitors due to the type of imagery that DG is able to provide.
The CS stated, “Maybe it's acquisition-sensitive versus source-selection sensitive”.

(U//FOU0) ity I

. S. \NGA, testified:

(U//EQUQ) He agreed with the CS in that members of f§§ have an inappropriate
relationship with employees of DigitalGlobe. He stated:

Not that | have witnessed anything, but I've been aware of a situation where, you know,
that [they] would have sidebars and often times, they would -- you know, it would be just
that one on one relationship to have the talk. My concern in respect with that is, and |
have let the CO || know that, "Hey, you know, you can't have those
type of conversations unless the CO or the COR is involved. You just can't. You know,
someone has to be present."

And | will -- | was always trained that way as a COR, if you're having conversations in
relationship to the contract, someone from contracting needs to be involved so that
inappropriate discussions don't happen where you can kind of intercede and say, "Hey,
stop. Probably we don't want to talk about that in that terms and stuff,"

PA(b) (3)10USC8424, (b)(6) (b)(7)(C) [ |
Contract Services (OCS), NGA.

5
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(UI/EQUO) We asked about his knowledge of NGA employees attending
happy hours with DG contractors and the contractors paying the bill. He said that he did
not know of any time that DG contractors paid for NGA employees when going out
together for happy hour. He said that they had visited ADF-Colorado a few weeks ago
and received approval from the contracting officer to have dinner with the DG
contractors. said that the NGA employees paid their own bill.

(U//EOHO) We asked il about his knowledge of DG knowing that the new
contract had a [(JE)NlelUS{a::»2 () [P for renegotiations. He said that during
negotiations RIQEQIEEI would not lower the cost of the contract and made a comment

that he knew NGA had [QESIUSSECEVERWIO). *

(U//FOUO) ummimiel said that the Director of Source would only approve the contract
at Kty MR Said he believes she was upset that DG knew the NGA budget

for the new contract.
(U//EOUO) Rt testified:

(U//FOUO) When he started working at NGA he was the [(QSINNEZZEDGIOQIS]

and in 2013 he became the program manager
(PM) of the DigitalGlobe contract. in 2018, he left the PM position and became the Deputy
of the - In this role he was administering oversight of [jjij and the PM'’s of the DG
contract. '

(U//FOUQ) We asked (9RE)IRsIN] 627 v () (N ()]0(®)]
maintains an inappropriate relationship with employees of
the service contract provider DG. He responded, “No, | don't.”

(U/IEQYO) We asked

BN t0 explain his response further. He stated:

We have a contractor or a government and contractor relationship. So we have very
good set of contracting officers that oversaw the execution of the contract. | was a
program Level DAWIA, a program management Level 3, certified. We knew what the
rules were as far as what we could share with, with the vendor prior to a contract being
executed with that vendor, and then kind of what the, what the rules were after the
contract was already signed and you got into execution mode.

So everyone, | think, was, was well-trained and, and knowledgeable of what the, the do's
and don'ts were. So, without knowing the specifics, it's -- kind of hard to say, you know,
exactly what. But | certainly emphasized to my team to maintain that, that line between
what the government responsibilities were and what the, what the vendor responsibilities
were.

3. [(WIOXLINI(OME. Scnior Vice-President, US Government Contracts, DigitalGlobe.

6
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(U//IFSYO) We asked if he knew of any reason someone would make the
allegation. He stated:

| think there was some speculation that we had been telling DG, as we were going
through the negotiations, what, what the amount of money was that we could afford. We
had kind of restructured the contract, so we didn't have a good feel for what the final
price would be. And so there was some speculation that we had been telling
DigitalGlobe, "all right, here's how much money we have in NGA availability, so this is
what your bid should come in.” There was speculation about that.

We knew the price that DG was going to be coming in with because DG had given us a
white paper describing what capabilities they were going to provide and what price they
were going to bid on, or what price they were going to put forward to the government.
So it wasn't a secret as to what their plans were.

But, for some reason, that was taken as kind of a, a reverse role that we were dictating
"well, that's exactly how much we have." Well, no, it wasn't. It was, it was the price that
they were proposing to the government.

(U//EQUO) [l said that the price estimate that DG provided in August 2018 was
what his office used to provide Source the budget requirements for the expanded
EnhancedView contract and not the other way around.

(U/#FQUO) We asked who is point of contact was at DG. He said that

(b) (3)10USC8§424, (b)]

has always been the person he was worked with at DG. We asked where he

would meet [QUIQIDIGIGE He stated:

It varied. Sometimes here. We would do our, our monthly PMRs on a rotating basis. So,
every other month, we would travel to their facility in, in Longmont, Colorado. On the
alternating months, they wouid travel here. Sometimes we would meet at other locations if
we had business at NRO or, or wherever the case may be.

(U//FSUO) We asked if he ever had meetings with QRIBIIR behind closed
doors. He stated, “Yes, yes. On a regular basis.” We asked S what they
discussed. He stated:

Just the dynamics of how we were executing the contract. The how they were executing
and whether that was in line with our thinking from a, from a security standpoint. From a
capacity standpoint, are we getting the, the production. So it was a firm-fixed price
contract, right? So there was no -- really no turning of the knobs. Once you signed the
contract, which was signed back in 2010, there was really no, no money that would
change hands based on -- you know, there was no incentives. There was nothing like
that.

So, at that point, it was just a matter of DigitalGlobe was always willing to kind of lean
forward and say, we're still within the scope of the contract. If you would like to -- you
know, if the scope is this, if you would like to focus us on this or if you want to focus
down here, we're more than willing to make those changes. | always thought that was a
great characteristic of the company, that they were willing to, to provide that flexibility to

7
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the government -- based on our changing needs. But, as a whole, their personnel have
a lot of military experience, so they really appreciate the military support that we were
leveraging the contract for.

And they knew what we -- most of our, our utilization of the imagery that we got for them
was for our military customer. So they always were willing to do that. But that was really
the context in which we were operating, of "here's the scope. How can we adjust within
the scope in order to better meet our customer needs?"

(U//FOUO) We asked il if he met with QURQERIEERI outside of NGA. He said he has on
occasion met with [QUAQIS] for a drink after work. We asked [ if he shared
government sensitive information with QA% He stated, “Absolutely not.”

(UIIEoUO) We asked [l it members of Jifiliihave traveled with representatives of DG
marketing their capability to include attending dinners and/or happy hours with those
representatives. said that during visits DG will host a dinner night for the NGA
team that travels to Colorado and vice versa. We asked who pays for those
dinners and he stated, “We each pay for our own.”

(b) (3)10USC8424, (b)§

(b) (3)10USC8424, (b)f S

(UIIEQUYO) aid that outreach is a deliverable on the DG contract. said to
follow the contract requirements the government team markets DG’s capabilities to as
many government agencies as possible. JREEN stated:

So we're on contract already, and it's free to the U.S. government as a whole. So we
wanted to market this to as many U.S. government agencies as possible, so we made
that a deliverable of the contract. On a number of occasions, we have accompanied
them to ensure that the recipients of the message, the other government agencies, were
getting not only the vendor version but the government version of what was available to
them.

We wanted to emphasize that "this is no cost to you. This is the capability we've already
paid for. All you need is an account and you get access to millions of square kilometers
of imagery that might be able to benefit your mission".

| KA. | (OOK a trip to, to Europe with them [DG]. We were hitting a lot of significant
COCOM areas at the time. We've had people travel to the Pacific with them. We've had
them travel all around the U.S. Here, locally, hitting a lot of the civil agencies down to
the COCOMs, SOUTH COM, SOCOM, CENTCOM, you know, just about anywhere
where there's some significant specifically war fighter presence.

(UIIEQYO) We asked H(b) (3)10USC8424, (b)(6) (b)(7)(C) of the G-EGD

PMO maintains an inappropriate relationship with employees of the service/contract
provider DG. gl stated, “Not at all.”

(U) CONCLUSION

(U/FFOUJO) Based on sl testimony and information available to the NGA OIG,
there is insufficient evidence to support that [RESsess has an inappropriate relationship
with employees of the service/contract provider DG.

8
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o (U//FOUYO) We found that “Outreach” is a deliverable on the DG contract and a
part of that is for the government team to market DG’s capabilities to as many
government agencies as possible.

e (U//FOUQO) We found that DG provided NGA with their price estimate of

in August 2018, and this is how [iKiiREag developed their il cost

estimate that was submitted as part of the Presidential Budget.

(U/IFOYO) We did not interview (IO NESIZADBION® due to

insufficient evidence to support that they have an inappropriate relationship with
employees of the service/contract provider DG.

(U) RECOMMENDATION

(U) Close this case without further investigation.

9
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9 March 2020

MEMORANDUM FOR RECORD

SUBJECT: OIG Case: 19-131, Case Closure, Procurement Integrity.

1. (U//FBY0) On 27 June 2019, The NGA Office of Inspector General (OIG) received a
walk-in complaint from an NGA employee who requested that his identity be kept
confidential and who will be identified hereafter as a CS.! The CS alleged concerns
regarding contractor access to Organizational Conflict of Interest (OCI) data and making
Inherently Governmental Decisions. Specifically that iR Misused his
position by allowing [RIGKBIGI®), Contractor, SEIN contract # HM028514CN001 to
make inherently governmental decisions at meetings with NRO representatives and
allowing unauthorized contractor personnel to have access to OCI data in the form of
budget and program files that were located in an A Directorate shared folder. 2 3

2. (U//FOYO) On 24, 29 July and 27 August 2019, we requested to interview the CS
and each time he accepted and then declined due to more important engagements. Due
the CS'’s inability to meet with OIG Special Agents, we sent him questions to clarify his
concerns. The CS provided the following:

e (U) We asked what concerns he had with [Rixastatlslaiietie . He responded:

(U//FOUO) “He il | sides with the contractors at all time. He allows
contractors to make decisions for the government and supports the contractors over the
government. When we [CS and unknown others] asked to have an acquisition NDA
[non-disclosure agreement] signed by each System Integrator working on our programs,
indicated that the current NDA is all they contractors need.”

e (U) We asked what concerns he had with [(QIQXIOIBI®)]. He responded:

(UI/EQUYO) “We [CS and unknown others] were told that [(JIQXOIGI@®] told NRO in a
meeting that he was the architect for the PHX [Phoenix] program and that he made the
decisions. This is direct contradiction to what his role was supposed to he as only the
representative for ISM [Integrated Source Management].”

! Confidential Source is [(YEQINEESIZEOIGIOGIGROINIG)

f(b) (3)10USC8424, (b)(6) (b)(7)(C)
A, NGA.

d(b) (3)10USC8424, (b)(6) (b)(7)(C) A,
NGA.

o-ahyoheHsiae ".:"‘ ROt
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e (U) We asked what concerns he had with OCI information. He responded:

(U//FEYO) Unauthorized contractor personnel may have access to a folder that housed
budget and program files.

3. (U//EFBUYO) Due to the complainant failing to meet with Special Agents, we relied on
the responses he provided to our questions to conduct a preliminary investigation. We

reviewed the emails of i 2nd QIBJEIRIS) and found no evidence to
support the allegations.

(U//FQUYO) Concerning the folder that housed budget and program files, the CS
acknowledged that A Directorate government personnel moved the data to a Safehouse
folder with limited access.

5. (U) Recommend that no further investigative work be conducted on this case and that
this matter be closed.

Special Agent

UNCLASSIFIED//FOR-OFFHGIAL-USE-ONLY
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REPORT OF PRELIMINARY INQUIRY
(U) OIG CASE NUMBER: 19-137

(U/IFOUO) SUBJECT: [(DIGIDIGI®
]

Buckley Air Force Base, Colorado

(U) ALLEGATION: Conflict of Interest

(U) BACKGROUND

(8//igelv[@](b) (3)10USC8424, (b)(6) (b)(7)(C)
, Security and Installations Directorate (SI), NGA,
Buckley Air Force Base, Colorado, made a complaint to NGA OIG alleging that

owned the company PricewaterhouseCoopers and that SIQALIIE)
had previously worked for NGA as a full-time Federal employee. [t stated
that after separating from NGA, [(QIQXI®I(®] came back to NGA a week later as a

contractor with his own contracting company. S believed there was possibly a
conflict of interest.

(U) SCOPE
(U) OIG investigators conducted this investigation in accordance with the standards set
forth in NGA Directive 7410, Inspector General Operations, 2 June 2014, and the
Quality Standards for Investigations, 15 November 2011, set forth by the Council of the
Inspectors General on Integrity and Efficiency. The investigators reviewed documents
and obtained witness testimony.
(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

e (U) Title 18 U.S. Code (USC) § 208, Acts affecting a personal financial interest

e  (U) Title 18 U.S. Code (USC) § 207, Restrictions on former officers, employees,
and elected officials of the executive and legislative branches

(U) FACTS

(U) Records Reviewed

e (U//FOYO) Review of the DD Form 2945, Post-Government Employment Advice
Opinion Request, and the NGA Office of General Counsel's response letter, 22
February 2016, showed that NGA OGC determined that ((IOQK(IEAI(®] was not

"UNCLASSIFIED//EOR OFFICIAL USE ONLY
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subject to any restrictions under the Procurement Integrity Act, had no life-time
prohibition due to being personally or substantially involved with specific parties,
did not have a two-year prohibition based on official responsibility, and was not
covered by the one-year prohibition for senior employees.

o (U//FOUO) Review of NGA PeopleSoft records showed that [(QIQXII®] was
hired as a full-time NGA employee 1 October 2006. He separated from NGA on
7 July 2017. [(QIOXOIWI®] was a contractor working at NGA for
PricewaterhouseCoopers (now Guidehouse) from 17 July 2017 until the present.

e (U/EOUO) (WIGXB®IWI(®)] does not own Guidehouse. The public sector business
of PricewaterhouseCoopers was acquired by a private equity firm and that
sector was renamed Guidehouse.

(U) Testimony

§J/I=el1sIaN)(h) (3)10USC8424, (b)(6) (b)(7)(C)
, NGA, Arnold, Missouri, testified via email:

e The public sector business of PricewaterhouseCoopers is now Guidehouse.

(b)) (6) (b)(7)(C) started with PricewaterhouseCoopers public sector
(now Guidehouse) on 10 July 2017 on contract HM047615A0006 that expired on

July 30, 2018 supporting many offices in Denver and NCE. [(I@QX(9]€1(®)
current contract he is on started 31 July 2018 to 30 July 2021. Each task order

had its own Period of Performance (PoP).
Task Order 1 PoP 7/31/18-7/30/19

Task Order 15 PoP 7/31/19-7/30/21
Task Order 19 PoP 7/30/19-7/29/20

o (WIOXOINI(®N consulting support covered many different things in strategy
development, strategy implementation, change management, governance, and

functional management.
(U) CONCLUSION

(U//FOUO) OIG investigators did not find any evidence to support the allegation that
(b)(6) (b)(7)(C) had a conflict of interest when seeking employment outside of
NGA.

(U) RECOMMENDATION

(U) Close this case without further investigation.

2
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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
OFFICE OF INSPECTOR GENERAL

REPORT OF PRELIMINARY INQUIRY
(U) OIG CASE NUMBER: 19-148

(U) TITLE: Violation of Uniformed Services Employment and Reemployment Rights Act
(USERRA)

(U) SUBJECT

U2 (b) (3)10USC8424, (b)(6) (b)(7)(C)

Analysis Directorate (A), NGA,

St. Louis, Missouri

(U) ALLEGATION

(V) Violation of USERRA by NGA employee(s)
(U) BACKGROUND

(U) The NGA Office of Inspector General (OIG) received a complaint from |

. A, NGA, St Louis, Missouri, in which he
believed his supervisor, RASESEalARIYY  is “abusing her position and comments
she has made are in direct violation of USERRA.” He stated that in regards to potential
USERRA violations, made a comment when informing him that he
would not be recommended for promotlon that implied a contributing factor for il
Was | “had placed his civilian career on the back burner in
relation to his military career.” |SSS————. rclated that this comment occurred during a
discussion pertaining to his opting to decline military orders to “focus on his civilian
obligations and promotion package The comment and discussion were witnessed by
only him and Eikestualbeiatllyl B fUrther stated that he believed the ultimate
goal of the [samalll leadership is to downgrade the billet he currently occupies from a
developmental [(QIOIUSELEENGIOIOINI®) He identified that he was told “that
regardless of his performance, they were not going to recommend (for
promotion) in an effort to make that happen.”

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS:

e (U) Title 38, US Code, Chapter 43 — Employment and Reemployment Right of
Member of the Uniformed Services, Subchapter Il - Employment and
Reemployment Rights and Limitations; Prohibitions, § 4311.

2Ry oRehsiae ".:“
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Discrimination against persons who serve in the uniformed services and
acts of reprisal prohibited.

e (U) 20 CFR § 1002.22, Who has the burden of proving discrimination or
retaliation in violation of USERRA?

o The individual (employee) has the burden of proving that a status or

activity protected by USERRA was one of the reasons that the employer
took action against him or her, in order to establish that the action was
discrimination or retaliation in violation of USERRA. If the individual
succeeds in proving that the status or activity protected by USERRA was
one of the reasons the employer took action against him or her, the
employer has the burden to prove the affirmative defense that it would
have taken the action anyway.”

e (U) NGA Manual 1406.1, NGA Instruction for Uniformed Services
Employment and Reemployment Rights Act.

o To recognize that many NGA employees serve in the United States

(U) FACTS

military and that USERRA protects NGA employees from being penalized
for performing military duty or subjected to retaliation for asserting their
rights under USERRA. This protection extends to witnesses who assist or
testify in an investigation involving USERRA.

That unless precluded by military necessity, NGA employees who are
activated for military duty are required to provide supervisors advance
notice, orally or in writing. Failure to provide notice could result in a denial
of the protection of USERRA.

(U) Investigative Methods

(U) OIG Special Agents reviewed relevant records and obtained pertinent testimony.

(U) Records Reviewed:

(U) Various Documents as Submitted by §

(3)10USC§424, (b)(6) (b)(7)(C)

(U) OIG Special Agents reviewed various documents submitted by

for consideration in this matter to include: 1.) a self-prepared

timeline; 2) various email communications; and 3.) Joint Duty Rotation
Endorsement Form.

2
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V) NGA Classified Common Operating Environment
(COE) Computer Network Account

(U//FQUY0) OIG certified forensic examiners reviewed REQEEEEdOIQIOINIS)
COE computer network account for records and/or communication relevant
to this matter.

(U//FOUYO) OIG certified forensic examiners did not locate any information to
support the allegation that violated USERRA, that
military service was a determining factor in his overall performance
or non-promotion recommendation, or that an effort to down grade his duty
position regardless of performance was underway or being considered.

U R 2019 Promotion Recommendation Form, First Line
Supervisor Narrative

(U//FOUO) Review of Rl Promotion Recommendation Form, First
Line Supervisor narrative as authored by identified the
following statement: [(NE)MIUE{0R7: 2 () (S X()]EAI(®)]

UNCLASSIFIED//FOR-OFFHGIAL-USE-ONLY
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(b) (3)10USC8424, (b)(6) (b)(7)(C)

V) 2019 Promotion Recommendation Form, Second Line
Supervisor Narrative

(U//ESHO) Review of RSN Promotion Recommendation Form,

Second Line Supervisor narrative as authored by
A, NGA, St Louis, Missouri, identified
the following statement: [(NE€)RIUUNIR:T ¥ M () (HN()]€H1(®)

(U) Coordination, JiSSSSRENN, Defense Civilian Personnel System (DCIPS)
Final Performance Evaluation Score

(U) OIG Special Agents coordinated with to identify his most
recent DCIPS Final Performance Evaluation Score. He related that his “most
recent DCIPS appraisal that came out earlier this month (November 2019)

placed me in the [(QIQXOI(®)] . This was the first DCIPS
4
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b)(6) (b))

score that | have received from this branch and my previous two were a i}
B it is relatively consistent with an upward progression.”

(U) Testimony:

(V) CICEEREEZNOBIONNS) testified:

(UMEOUO) RASEESeaadQIDIDIONYI | identified that when was
e CleR{ol@UlEY(b) (3)10USC8424, (b)(6) (b)(7)(C) he was counseled
that there was no guarantee of promotion to accompany the position.

b) (3)10USC8424, (b)(6) (b)(7)(C)

(b) (3)

(UMEOUO) RASEESEELIQIOIO) stated that during his tenure in the
RAIRESSERMIDIRIRIURY position, the Team Lead for the accreditation team of

(b) (3)10USC8424, (b)(6) (b)(7)(C)

which he was assigned “expressed challenges with picking up
the job,” specifically the audit portion of the compliance inspection. She
described his shortfall in this aspect as ‘{QYQIUEEZZZEGIOIOIGI®)

(UME0PO) RAREEESSBIRILIDIRIY related that she believed contributing
factors to Mr. Jackson’s [(Q)KE€)NKeES]es:Y: ¥ () (DX ()] 1(®)

(UI/EQUO) identified that military obligations were not a

factor in his overall performance and promotion considerations, rather that it
(b) (3)10USC§424 (b)(6) (b)(7)(C)
(b) (3)10USC8424, (b)(6) (b)(7)(C)

missing a large
position due to

volume, “if any,” time away from his (QIOQX)II(®)
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military obligations. She stated that she had never denied any requests by
to participate in military obligations.

(UiFoyo) DIRERERRIERIRER) related no effort to restrict NS

position. Rather, she related that the duty position is now a §
position.

(U//EOUO) When asked to compare SSasalii performance against
other members of his team, (REASEEESEMQIQILIOIR] identified that at the time
(b) (3)10USC8424, (b)(6) (b)(7)(C)

, A, NGA, St Louis, Missouri, agreed with her
performance and promotion assessment(s).

(U) [(b) (3)10USC8424, (b)(6) (b)(7)(C) testified :

(U//FOUO) pemil stated that [Eate joined under a

(b)(6) (b)(7)(C) position. He opined that some personnel believed that if
you were placed in a developmental position that you were almost
guaranteed promotion, which is “most certainly not the case.”

(U//IFOUO) il stated that in terms of performance,
” He identified one instance in

I () (3)10USC8424, (b)(6) (b)(7)(C)

| I considers himself very forgiving but stated that “his
I I)(h) (3)10USC8424, (b)(6) (b)(7)(C) He
stated that comparatively speaking, [(XE)NReSN] 6272 () [(SK()IEA1(®)

(U//FOUO) el stated that based on performance issues noted, both

(b) (3)10USC8424, (b)(6) (b)(7)!

for promotion. He specifically noted that N Individual
Talent Profile (ITP) was “very thin.” (Sl stated that E—— did
(b) (3)10USC8424, (b)(6) (b)(7)(C)

He
stated that |euSSa Was rated at this level not only in his current position

6
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(b) (3)10USC8424, (b)(6) (b)(7)(]

but historically at previous positions as well. identified that
comparatively speaking, other personnel in the Division doing similar work

operated at a [(YIQXOIBI(®)

(U//FOUO) il stated that military obligations played no role in the
performance evaluation or promotion recommendation for [N He
identified that both were strictly job performance based and he was unaware

(b) (3)10USC8424, (b)(6) (b)(7)(C)

of any personal circumstances that would have impacted
performance and related “frankly | cannot consider those circumstances too
much but only evaluate him on how he is doing in his job.”

(U//FOUO) il \Was unaware of any effort to restrict or deny
I iitary obligations, stating “no way, we are not dumb enough” to
take such action. He identified that both he and are
retired US Service Members and “would never tell a Reservist you need to
choose between this job and your reserve responsibility.”

(U) (b) (3)10USC8424, (b)(6) (b)(7)( teStlfled

(U//FOUO) inammmaie Stated that military obligations played no role in the
determination of KSR pcrformance or promotion evaluations. He
stated that REQESSSSEIOIIOIS] s a “tough supervisor that has high
standards” but is fair and balanced in her evaluations. [JESSs. stated that
she is well aware of military obligations and their legal requirements. He
identified that there has been no effort to restrict or deny any military
obligations for any member of JiiiS

(U//EOUO) i stated that he has personally had performance
feedback sessions with sl and highlighted his performance
SeInelSAl(b) (3)10USC8424, (b)(6) (b)(7)(C)

BN Citcd a specific incident in which QEOESEEEEOIOIIQIS)

(U//FOUO) pummmml opined that there was some assumption that “if you
were in a developmental billet that you were set for promotion” and that is not
the case. He identified that there was some organizational restructuring in
that took place shortly after he arrived in the summer 2018 but that
any effort to move personnel or position billets was completely independent
of incumbent personnel and solely focused on manpower right sizing.

7
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(U) CONCLUSION

(U//EGJO) OIG Special Agents did not identify or obtain information to support the
allegation that USERRA violations occurred. Further we found that by preponderance
of the evidence that his military service was not a determining factor in his performance
evaluation or non-promotion recommendation.

(U//EFOJO) OIG Special Agents also did not identify or obtain information to support the
allegation that sl performance was being unfairly evaluated based on efforts
to downgrade his duty position. Further we found that by preponderance of the
evidence that EasSsl performance was being evaluated consistent with
established IC and NGA performance standards and any effort to move personnel or
position billets was completely independent of incumbent personnel and solely focused
on manpower right sizing.

(U) RECOMMENDATION

(U) Close this case with no further investigation from OIG.

APPROVAL SHEET for PRELIMINARY INQUIRY
8
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MEMORANDUM FOR RECORD 6 April 2020

SUBJECT: (U) Questionable Intelligence Activity (QIA), Office of Inspector
General Case Number 19-158

1. (U//FGYO) On 2 August 2019, the NGA Intelligence Oversight Program Manager
referred a complaint to the NGA OIG of a possible QIA involving inappropriate use of
polygraph systems to conduct an unauthorized surveillance.

2. (UI/EQUO) In the complaint, IO ESEZADBIOGE)

Security and
Installations Directorate (SI), NGA, Springfield, Virginia, provided the following to the
NGA Office of General Counsel (OGC): "Yesterday | was interviewed by the Insider
Threat Office concerning a project | am completing for my doctorate degree. It was
obvious to me based on our conversations that | was reported by someone in my
office and that the information provided was not 100% factual. It was also obvious the
information provided to them was based on a conversation | had with a co-worker in
my private office in which the door was closed. Each polygraph suite has a camera
and microphone that can be turned on by any other polygraph suite. In order for this
information to have been overheard, one of my co-workers would have had to turn my
room A/V system on and conduct unauthorized surveillance/monitoring of me. | also
believe screen shots of me and my co-worker sitting in my office were taken.”

3. (U//FOUYO) Investigators obtained a copy of an investigation conducted by the

(b) (3)10USC8424 , Case Number F0004250, into [Ruumaaee possible misuse
of NGA equipment and systems (government handheld cassette recorder to conduct
non-official interviews and use of government systems to communicate with
colleagues regarding said interviews). During the course of its investigation,
learned that the “co-worker” alleged to have taken the screen-shots was [

, SI, NGA, Springfield. jiiijorovided
its report to .

4. (U//EQYO) In her interview with stated that, on 15 July 2019, she

intended to view a polygraph session from her office that she believed uumum was
going to conduct. When she logged in, she noticed a tape recorder sitting on
N desk. Based on the conversation that she heard, she realized it was not a
polygraph. psssael indicated that at that point, she moved the camera to view who

(b) (3)10U]

was in the room and took a quick screen shot and shut down her system. She
reported the information to [{KE)MIIUR{e2Z: 2 ()N EH(®)
. SI, NGA, Springfield, the following day. A day later, ="
office and observed a tape recorder on
returned to her own office, electronically accessed

[(b) (3)10USC8424, (b)(6) (b)(7)(C)

[(b) (3)10USC8424, (b)(6) (b)(7)(C) [(b) (3)10USC8424, (b)(6) (b)(7)(C)

walked into

[(b) (3)10USC8424, (b)(6) (b)(7)(

purse.
office, took

(b) (3)10USC§424, (b)(6) (b)(7)(C;

a screen shot of the purse, and provided it to

5. (U//EoU0) i consulted with (DI NS ZAOBIONE)

1
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I(b) (3)10USC8424, (b)(6)

), OGC, NGA, Springfield, about the information she received from
(o @rovscse OO D0 provided the following response on 5 August 2019, via email,
SUBJECT: RE: Legal question:’

(b) (3)10USC8424, (b)(5) (b)(6) (b)(7)(C)

' (U) Although unmarked, the following may be NGA Office of General Counsel Attorney Client
Privileged material.
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6. (U//FQYO) Investigators obtained a copy of [jiiilili-SOPV3, Procedures for
Conducting NGA Polygraph Examinations, 19 July 2013. Investigators spoke with

in February 2020 about the Polygraph SOP and she said it is in the
process of being updated, partially because it doesn’t specifically preclude the use of
polygraph cameras for other purposes. said the new SOP will address
camera use specifically.

7. (U//FEJ0O) All NGA organizations and employees have a duty to “[iJdentify and
report to OIG instances of fraud, waste, abuse, and corruption” in accordance with
NGA Directive 7400R5, Oversight and Assessment, 12 January 2013. Per NGA
Directive 7410, Inspector General Operations, 2 June 2014, Administrative Update
16 November 2016, NGA employees “must notify their supervisor or the OIG when
they become aware of activity possibly constituting violations of [aw, rule, regulation,
gross mismanagement, gross waste of funds, or abuse of authority.”

8. (U//FEJO) Based on a review of the evidence provided and obtained as a part of
this investigation, OIG investigators found the actions of observing and the taking of a

(b) (3)10USC8424, (b)(6) (b)(

snapshot of in an NGA polygraph suite was not done for the purpose of
Intelligence Oversight. The evidence indicates that [N PurPose of observing
was because she believed JESSSSRRR was going to conduct a routine
polygraph. Upon determining that [ASSSSSssl actions might be in violation of NGA'’s
policy on using government equipment for personal use, S then took the
snapshot to share with her management.

/Isigned//

(b) (3)10USC8424, (b)(6) (b)(7)(C)

3)10USC;

Investigator, |
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(U) DEFENSE HOTLINE COMPLETION REPORT

1. (U) Name of Official Conducting Inquiry:

2. (U) Rank or Grade of Official: Pay Band

3. (U) Duty Position and Telephone Number: Special Agent;
4. (U) Organization: NGA Office of Inspector General (OIG)

5. (U) Hotline Control Numbers:

o 20190607-058501-CASE 02 (OIG Case 20-005)
e 20190607-058484-CASE 03 (OIG Case 20-006)

6. (U) Scope of Inquiry, Findings, Conclusions, and Recommendations:

a. (U) Scope of Inquiry. On 27 February 2020, the NGA OIG completed its inquiry in
OIG Case Numbers 20-005 and 20-006.

(UIMEGHO) On 3 July 2019 and 12 September 2019, the NGA OIG received DoD
Inspector General Hotline referrals alleging that {(QIEQK(IEI(®)

Federal Emergency Management Agency (FEMA), Department of Homeland Security
(DHS), Washington District of Columbia (D.C.) was committing fraud, waste and
abuse by tasking multiple government agencies to provide the same geospatial
support. 123

b. (U) Findings. NGA OIG Special Agents found that FEMA and its employees were
the subjects of the case. On 11 December 2019, we contacted DHS OIG who
informed NGA OIG they reviewed the DoD IG Hotline complaint and declined to take
any action.

c. (U) Conclusions and Recommendations. We found that in October 2019, NGA
OIG Auditors had completed an Audit of NGA’s Analysis Event Response for National
Security and Natural Disasters, Project Number 17-A08. This audit covered NGA'’s
support to FEMA and the audit results were provided to the appropriate offices for
review and action. The report is classified and can be provided via a classified system,
if required.

1. During our inquiry, we learned that the anonymous complaint made on 3 July 2019 was
made by the confidential source (CS) for the complaint made on 12 September 2019.

2. NGA did not investigate the case due to [(QIGQXOIBI®)] affiliation with FEMA.

3. Effective 19 January 2020, the CS terminated his employment with NGA.

1
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d. (U) We recommend no further investigative work be conducted and close OIG
Case number 20-005 and 20-006 cases.

7. (U) Criminal or Regulatory Violations Substantiated
a. Not Applicable
8. (U) Disposition.

(U//FQUO) The audit objective of Project Number 17-A08 was to determine whether
NGA’s Analysis component-related crisis and event response plans were in place,
executed, and managed effectively. The report contains 10 recommendations to
Taglelgel=3(b) (3)10USC8424 readiness capabilities to
respond to natural disasters and national security crises, data gathering processes for
decision making, and use of lessons learned to enhance crisis response. Among the
findings was a recommendation to communicate to the NGA workforce a clear vision
for the Analysis component’s role within NGA's support of domestic and international
Humanitarian Assistance and Disaster Response crises and Special Security Events.

9. (V) Specification of Security Classification of Information. The classification
contained in this Hotline Completion Report is Unclassified//Fer-Officia-dse-Only.

10.(U) Location of Field Working Papers and Files. All case records are located in
the NGA OIG Case Management Tracking System (CMTS) and the NGA OIG shared
folder in accordance with records management regulations.

11.(U//FOUOQ) If you have questions or require additional information, please contact
(b) (3)10USC8424, (b)(6) (b)(7)(C)
[IENRINE (b) (3)10USC8424, (b)(6) (b)(7)(C)
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(U) DEFENSE HOTLINE COMPLETION REPORT

1. (U) Name of Official Conducting Inquiry:

2. (U) Rank or Grade of Official: Pay Band

(b) (3)10USCE§424, (b)(6) (b)(7)(C)

3. (U) Duty Position and Telephone Number: Special Agent;
4. (U) Organization: NGA Office of Inspector General (OIG)
5. (U) Hotline Control Numbers:

o 20190607-058501-CASE 02 (OIG Case 20-005)
e 20190607-058484-CASE 03 (OIG Case 20-006)

6. (U) Scope of Inquiry, Findings, Conclusions, and Recommendations:

a. (U) Scope of Inquiry. On 27 February 2020, the NGA OIG completed its inquiry in
OIG Case Numbers 20-005 and 20-006.

(UIMEGHO) On 3 July 2019 and 12 September 2019, the NGA OIG received DoD
Inspector General Hotline referrals alleging that (NE€)MIUN{e2:Z Y2 () (N () [TAI(®)]
Federal Emergency Management Agency (FEMA), Department of Homeland Security
(DHS), Washington District of Columbia (D.C.) was committing fraud, waste and
abuse by tasking multiple government agencies to provide the same geospatial
support. 123

b. (U) Findings. NGA OIG Special Agents found that FEMA and its employees were
the subjects of the case. On 11 December 2019, we contacted DHS OIG who
informed NGA OIG they reviewed the DoD IG Hotline complaint and declined to take
any action.

c. (U) Conclusions and Recommendations. We found that in October 2019, NGA
OIG Auditors had completed an Audit of NGA’s Analysis Event Response for National
Security and Natural Disasters, Project Number 17-A08. This audit covered NGA'’s
support to FEMA and the audit results were provided to the appropriate offices for
review and action. The report is classified and can be provided via a classified system,
if required.

1. During our inquiry, we learned that the anonymous complaint made on 3 July 2019 was
made by the confidential source (CS) for the complaint made on 12 September 2019.

2. NGA did not investigate the case due to j§ affiliation with FEMA.

3. Effective 19 January 2020, the CS terminated his employment with NGA.
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d. (U) We recommend no further investigative work be conducted and close OIG
Case number 20-005 and 20-006 cases.

7. (U) Criminal or Regulatory Violations Substantiated
a. Not Applicable
8. (U) Disposition.

(U//FQUO) The audit objective of Project Number 17-A08 was to determine whether
NGA’s Analysis component-related crisis and event response plans were in place,
executed, and managed effectively. The report contains 10 recommendations to
Taglelgel=3(b) (3)10USC8424 readiness capabilities to
respond to natural disasters and national security crises, data gathering processes for
decision making, and use of lessons learned to enhance crisis response. Among the
findings was a recommendation to communicate to the NGA workforce a clear vision
for the Analysis component’s role within NGA's support of domestic and international
Humanitarian Assistance and Disaster Response crises and Special Security Events.

9. (V) Specification of Security Classification of Information. The classification
contained in this Hotline Completion Report is Unclassified//Fer-Officia-dse-Only.

10.(U) Location of Field Working Papers and Files. All case records are located in
the NGA OIG Case Management Tracking System (CMTS) and the NGA OIG shared
folder in accordance with records management regulations.

11.(U//FOUOQ) If you have questions or require additional information, please contact
(b) (3)10USC8424, (b)(6) (b)(7)(C)
[IENRINE (b) (3)10USC8424, (b)(6) (b)(7)(C)
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