governmentattic.org

“Rummaging in the government s attic”

Description of document: Each Environmental Protection Agency (EPA) Inspector
General (OIG) investigation or review regarding EPA
Administrator Scott Pruitt 2018-2019

Requested date: 09-May-2020

Release date: 13-July-2020

Posted date: 18-April-2022

Source of document: FOIA Request
National FOIA Office

Inspector General

US Environmental Protection Agency
1200 Pennsylvania Avenue NW (2310A)
Washington, DC 20460

FOIAonline

Preferred during COVID-19 pandemic:
FOIAonline

The governmentattic.org web site (“the site”) is a First Amendment free speech web site and is noncommercial
and free to the public. The site and materials made available on the site, such as this file, are for reference only.
The governmentattic.org web site and its principals have made every effort to make this information as complete
and as accurate as possible, however, there may be mistakes and omissions, both typographical and in content.
The governmentattic.org web site and its principals shall have neither liability nor responsibility to any person or
entity with respect to any loss or damage caused, or alleged to have been caused, directly or indirectly, by the
information provided on the governmentattic.org web site or in this file. The public records published on the site
were obtained from government agencies using proper legal channels. Each document is identified as to the
source. Any concerns about the contents of the site should be directed to the agency originating the document in
question. GovernmentAttic.org is not responsible for the contents of documents published on the website.

-- Web site design Copyright 2007 governmentattic.org --


https://www.foiaonline.gov/
https://foiaonline.gov/foiaonline/action/public/home

(ED STy
os\ e 78:9

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY
WASHINGTON, D.C. 20460

dIA
®®ﬂo Ny
O,
Y agenct

7

R
74, pROTE"
OFFICE OF
INSPECTOR GENERAL

July 13, 2020

Re: Freedom of Information Act Request (EPA-2020-004637) — Final Disposition Letter

This letter responds to your Freedom of Information Act request to the Environmental Protection
Agency Office of Inspector General dated May 9, 2020, seeking disclosure of records “for each EPA
Office of Inspector General investigation or review regarding EPA Administrator Scott Pruitt. .. created
during the period January 1, 2018 to the present.”

Documents responsive to your request are available for download via FOIAonline by searching for your
request tracking number at https://foiaonline.gov. Some redactions of information have been made to the
documents pursuant to the FOIA, 5 U.S.C. § 552, Subsections (b)(6), (b)(7)(C), and (b)(7)(E).

Exemption 6 exempts from disclosure any information the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy. Exemption 7(C) provides protection for personal information
in law enforcement records the disclosure of which could reasonably be expected to constitute an
unwarranted invasion of personal privacy. The names of individuals and any information which may
identify them have been withheld pursuant to both Exemptions 6 and 7(C).

Exemption 7(E) allows agencies to protect from disclosure all law enforcement information that would
disclose techniques and procedures for law enforcement investigations or prosecutions or which would
disclose guidelines for law enforcement investigation or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law.

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S.C. § 552(c) (2006 & Supp. IV 2010).
This response is limited to those records that are subject to the requirements of the FOIA. This is a
standard notification that is given to all our requesters and should not be taken as an indication that
excluded records do, or do not, exist.

You may appeal this decision by email at oig_foia@epa.gov, or by mail to the Counsel to the Inspector
General, Office of Counsel, Office of Inspector General, 1200 Pennsylvania Avenue NW, Mail Code
(2411T), Washington, D.C. 20460, or through FOIAonline if you are an account holder. The OIG will
not consider appeals received after the 90-calendar-day limit. Appeals received after 5:00 p.m. EST will



be considered received the next business day. The appeal letter should include the FOIA tracking
number listed above. For quickest possible handling, the subject line of your email, the appeal letter, and
its envelope, if applicable, should be marked “Freedom of Information Act Appeal.”

Additionally, you make seek dispute resolution services from either the EPA FOIA Public Liaison
(hq.foia@epa.gov; 202-566-1667) or the Office of Government Information Services (OGIS). OGIS
serves as a bridge between FOIA requesters and agencies and can be reached by email at
ogis(@nara.gov, by phone at 1-877-684-6448, or by fax at (202) 741-57609.

If you have any questions concerning this matter, you may contact me at (202) 566-1512 or
oig fola@epa.gov.

Sincerely,
SCOTT Digitally signed by
SCOTT LEVINE
Date: 2020.07.13
LEVINE 1;266:20 -04'00"
Scott Levine
Associate Counsel & OIG FOIA Officer

Enclosures via FOIAonline



























Responsible Offices

OCEFT, within OECA, has overall responsibility for the PSD. This includes
monitoring the budget and ensuring adequate resources are available as needed.
The Office of the Chief Financial Officer (OCFO) maintains a Human Resources
and Payroll Customer Service Help Desk that aids with human resources, payroll,
and time-and-attendance issues.

Prior Audit Report

During our audit, we identified an unusual pay adjustment for $23,413 paid to a
member of the PSD. As a result, we issued a management alert report on
September 27, 2017, Management Alert. Controls Failed to Prevent Employee
from Receiving Payment in Excess of Statutory Limit (Report No. 17-P-0410).
Our purpose was to notify the agency that an internal control weakness resulted in
an unauthorized payment to a PSD agent on January 17, 2017. That prior report is
currently unresolved. Chapter 6 of this current report, “Payment Made in Excess
of Statutory Pay Limit,” provides additional details.

Scope and Methodology

18-P-0239

We conducted this audit from September 2016 to May 2018, in accordance with
generally accepted government auditing standards issued by the Comptroller
General of the United States. Those standards require that we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on the audit objective. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions
presented in this report.

The OIG’s Office of Audit and Evaluation, which conducted this audit, is
independent of the OIG’s Office of Investigations. The investigators do not
participate in audits and have not participated in this audit of the security detail.

To address the hotline allegations and determine whether the PSD had adequate
controls for the scheduling, approving and monitoring of employees’ time, we
performed the following:

e Obtained an understanding of internal controls for PSD time and
attendance.

e Compared hours identified in OCEFT’s Monthly Activity Reporting
System (its management information system) with hours identified in
PeoplePlus (the agency’s time-and-attendance system).

e Interviewed OCEFT management, PSD agents, and the former Chief of
Staft to obtain an understanding on how the PSD services are determined.



¢ Reviewed regulations and statutes related to the powers of EPA law
enforcement officers.

e Obtained cost information related to PSD services.

Agency Comments and OIG Evaluation

The agency suggested the final report clarify the continued core mission of
OCEFT, and modify the report to reflect that the total number of PSD agents is
19. The OIG incorporated the proposed changes.

18-P-0239






conduct other law enforcement activities pursuant to that statute.
Rather, their law enforcement authority to perform protective
services stems from their United States Marshals Service
deputation.

We compared the agency law enforcement authority identified in 18 U.S.C. § 3063
to U.S. Secret Service and U.S. Department of State statutes that address law
enforcement authority to protect senior leadership.? For example, law enforcement
authority for the U.S. Secret Service, at 18 U.S.C. § 3056, subparts (c)(1)(a) through
(c), mirrored the same law enforcement authority as in the EPA’s statute, but there
was no limitation. EPA law enforcement authority, in 18 U.S.C. § 3063, is limited to
investigation of criminal violations of laws administered by the EPA. By contrast,
the Secret Service statute states, in part, that the service is authorized to protect the
President, his family, former Presidents, presidential candidates and other
distinguished foreign visitors, to name a few. No similar language exists in the
comparable EPA statute.

Past Agency Efforts to Establish Law Enforcement Authority for PSD

The function of protecting the Administrator was moved from the OIG to the PSD
under “Temporary Amendment to EPA Delegation of Authority 1-6A.” The
delegation was signed by then EPA Administrator Christine Todd Whitman and
dated September 27, 2001.

The progression the agency has gone through since 2001 to provide a basis for law
enforcement authority for the PSD is complicated and at times confusing. Initially,
OCEFT’s SAs were temporarily assigned to the PSD to provide protective services
as needed and then rotated back to their normal duties in the CID at the conclusion
of details. The agency appears to have taken the position that the law enforcement
powers given to the CID agents under 18 U.S.C. § 3063 were automatically
transferred to the agents’ working in the PSD. There was no agency legal opinion
supporting this position.

According to OCEFT, starting in 2010, the PSD agents did not perform work that
comported with the statutory authority set out in 18 U.S.C. § 3063. The EPA,
therefore, requested U.S. Marshals Service deputation for the PSD agents so that
they would be authorized to carry firearms and exercise other law enforcement
authority. According to the GAO, U.S. Marshals Service deputation is one
method for agencies that lack statutory authority for protection services to obtain
the authority to do so. However, the deputation process has its limits. In fact, the
GAO opined that agencies that do not have statutory authority for protection
services and are relying on the deputation process should instead seek the
statutory authority from Congress.

2 See 22 U.S.C. § 2709(a)(3), authorizing Diplomatic Security agents to protect and perform protective functions
directly related to maintaining the security and safety of listed officials.
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In 2017, the agency stopped using the U.S. Marshals Service’s deputation and
opted to have the PSD agents either work part of their time in the CID
investigating environmental crimes or be permanently assigned to the PSD (with
no significant responsibilities for investigating environmental crimes). Following
this change, the OIG started questioning OCEFT about the legal basis for the
PSD’s law enforcement authority.

Office of General Counsel Legal Opinion Regarding PSD

Starting in February 2017, the OIG requested that OCEFT provide the legal
authority allowing the EPA to provide protective services. We were informed that
the Oftice of General Counsel (OGC) and OCEFT resolved the law enforcement
authority issue, but the agency—repeatedly—failed to respond to our requests for
a written legal opinion that supported its position. The agency asserted that the
law enforcement authority of 18 U.S.C. § 3063 is broad and runs to agents
working in the PSD. The agency further asserted that a PSD agent without
responsibility for investigating environmental crimes can make arrests without
warrant for any offense against the United States under the EPA law enforcement
authority. However, until it responded to our draft report, the OGC had not
provided a written opinion detailing the legal bases for its position. The OGC
issued a legal opinion regarding the protective service detail on June 29, 2018
(see Appendix A).

The OGC’s legal opinion contends that 18 U.S.C. § 3063—the statute that
discusses the law enforcement authority for the EPA law enforcement officers
with responsibility for the investigation of criminal violations of a law
administered by the EPA—could be extended to the EPA’s protective service if
the PSD agents also had the responsibility for the investigation of environmental
crimes. The OGC interpreted the meaning of Section 3063 to include the
extension of statutory law enforcement authority for investigating violations of
EPA laws to EPA protective services. The OIG does not take any position on the
merits of the OGC analysis.

Conclusion

18-P-0239

We could not determine whether the PSD agents maintained law enforcement
authority to provide protective services for the EPA Administrator. For over a
year, and after repeated requests by the OIG, the agency failed to provide a legal
opinion setting out the legal basis for the PSD’s law enforcement authority. The
opinion recently provided by the EPA in response to Recommendation 1 below
asserts that, with 18 U.S.C § 3063, Powers of the Environmental Protection
Agency, the EPA has statutory law enforcement authority for its protective
service. The production of the opinion by OGC meets the intent of the OIG’s
request.



Recommendations

We recommend that the Assistant Administrator for Enforcement and Compliance
Assurance:

1. Obtain a formal legal opinion from the EPA’s Office of General Counsel
that articulates the underlying legal basis for the law enforcement
authority of the Protective Service Detail’s agents.

2. Implement the Office of General Counsel opinion through new policies,
procedures and/or guidance that defines the amount of time agents must
spend on investigating environmental crimes and how the time will be
monitored and documented by supervisors.

Agency Comments and OIG Evaluation

18-P-0239

The agency provided both a legal opinion (Appendix A) and an initial response
(Appendix B) relating to the PSD’s law enforcement authority to provide
protective services. As a result of the OGC legal opinion, we consider
Recommendation 1 to be completed.

The agency’s initial response asserted that the OGC legal opinion articulates the
underlying legal basis for the authority of the PSD agents, and requested that
Chapter 2 be eliminated. The agency additionally contended that several statements
in the draft report were incorrect or inaccurate. We modified Chapter 2 to indicate
that the statements in question were direct quotations from agency documents.
Further, the agency asserts that the OIG ignored the fact that the PSD’s current
duties include the investigation of environmental crimes. We disagree; we did not
ignore it. The addition of environmental crime investigations being added to the
PSD agents’ scope of work was completed after the OIG informed OCEFT of those
requirements.

The OGC legal opinion states that OCEFT must now determine how much time an
agent must spend in the CID to transfer the statutory law enforcement authority to
the EPA’s protective service. We modified Recommendation 2 to address the new
requirement. OECA provided comments on the revised recommendations
(Appendix C) and concurred with the revised Recommendation 2. The agency
indicated the proposed corrective actions will be completed by September 30, 2018.
We consider Recommendation 2 resolved with corrective actions pending.






PSD officials said that the draft standard operating procedure is out of date, not
useful, and currently undergoing revision. Although more than 6 years have
passed since the draft document was prepared, PSD management said that due to
staff shortages there had not been enough time to update the manual. In response
to our work, OCEFT in now in the process of developing policies and procedures
for the PSD, and anticipates having the policies and procedures completed by
September 2018.

Level of Protection

18-P-0239

The PSD did not conduct a threat analysis (threat assessment, level of any other
risks and comfort of the protectee) to determine the increased level of protection
necessary or desired for Administrator Pruitt. Rather, the PSD asserted that it used
an August 16, 2017, report titled Summary of Pending and Recent Threat
Investigations requested from the OIG to support the increased level of protection.
The OIG report consisted of four parts:

1. Summary and Threat Statistics.

2. Threats Directed Against Administrator Pruitt and/or his family.
3. Threats Directed Against Administrator McCarthy.

4. Threats Directed Against Other EPA Employees.

The information in the OIG summary report only consisted of statistical data of
threats received by the OIG. The report included quantitative data regarding the
number of threats as well as details of some specific threats. The report did not
assess the potential danger presented by any of these threats. This information is
considerably narrower in scope and only an element of what would be contained
as part of a threat analysis as defined by the U.S. Department of Homeland
Security or GAO. The OIG only provided statistics and the OIG’s report should
not have been used to justify protective services. Additionally, the OIG summary
report was prepared almost 6 months after the decision to have PSD provide 24/7
protection to the Administrator (and 6 months after the Administrator came
onboard, in March 2017).

The PSD’s failure to establish policies, procedures and standard operating
procedures related to the level of service it provides can result in the organization
not operating effectively, efficiently or consistently. It also leads to ambiguity
with respect to how the security detail operates.

The decision to have 24/7 protection for the Administrator was made prior to his
arrival without using a threat analysis to determine the proper level of protection
required. As a result, the level of service it provided to Administrator Pruitt
defaulted to a management decision from the Office of the Administrator. The
increased costs associated with this undocumented decision represents an
inefficient use of agency resources. On July 13, 2018, the now-acting
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Administrator requested that 24-hour/7 day-a-week protection be eliminated and
replaced with the Portal-to-Portal.

On April 3, 2018, OCEFT management asserted that OCEFT is performing a “threat
assessment” as part of the threat analysis every 90 days for operational purposes.
OCEFT said it will be working with other EPA offices and the OIG to determine
which office is best positioned to perform threat assessments in the future.

GAO and Other Reports Concerning Level of Protection

18-P-0239

The GAO’s Standardization Issues Regarding Protection of Executive Branch
Officials, dated July 2000, notes that threat assessments form the basis for
determining the need and scope of protection. The lack of a thorough threat
analysis that documents the justification for the level of protection makes it
difficult to determine the basis for, reasonableness of, and appropriate cost for the
protective services being provided.

The GAO’s report further emphasized the importance placed on threat assessments
as part of the analysis. Specifically, it cited an Air Force requirement that detailed,
written threat assessments, as part of the analysis, be prepared regarding its
protected officials. The assessment should be the initial element of any protective
operation and form the basis for determining the need and scope of a formal
protective service operation.

The U.S. Department of Homeland Security Risk Steering Committee’s DHS Risk
Lexicon, dated September 2008, defines a threat assessment as a “process of
identifying or evaluating entities, actions, or occurrences, whether natural or
man-made, that have or indicate the potential to harm life, information, operations
and/or property.”

The U.S. Department of Justice, in its September 2005 report Assessing and
Managing the Terrorism Threat, states:

The intelligence process is the foundation of threat assessment. ...
Threat assessments must be compiled from comprehensive and
rigorous research and analysis. Law enforcement cannot function
unilaterally. Threat assessments that do not incorporate the
knowledge, assessments, and understanding of state, local, and
private organizations and agencies with the potential threats being
assessed are inherently incomplete. (emphasis added).

Additionally, the report notes that the “threat assessment should also assimilate
germane, open-source, or nonproprietary threat assessments, as well as
intelligence information.” The report also identifies essential data that should be
collected prior to performing the assessment.

11






than being supported by a threat analysis. As a result, the costs of providing
increased security services to Administrator Pruitt have more than doubled
compared to the costs of services provided to Administrator McCarthy. OCEFT
has expressed a commitment to prepare policies and procedures and perform
regularly scheduled threat analysis.

Recommendations

We recommend that the Assistant Administrator for Enforcement and Compliance
Assurance:

3. Have the Oftice of Criminal Enforcement, Forensics and Training
complete and document a threat analysis for the EPA Administrator on a
regular basis to justify the proper level of protection required for the
Administrator.

4. Using a justified level of protection based on a threat analysis, determine
appropriate staffing and corresponding schedules for Protective Service
Detail agents.

5. Create and implement comprehensive policies, procedures and standard
operating procedures covering the Protective Service Detail operations and
proper protection level determinations.

Agency Comments and OIG Evaluation

18-P-0239

In its initial response (Appendix B), the agency stated that while a threat
assessment is a useful tool, it is just one tool. We agree. We modified the report to
address a threat assessment as being part of the overall threat analysis to determine
the level of protection for an Administrator, as well as the level of any other risks
and comfort of the protectee. Chapter 3 was revised to use the term threat analysis,
which would encompass threat assessments, other risks, and the protectee concerns
to document and justify the level of protection required for the Administrator.

The agency asserted that the PSD does not conduct or use a threat assessment to
determine the level of protection to provide the EPA Administrator. Rather, the
level of protection is an administrative decision, informed by awareness of risks
and the potential impact of those risks to the efficient functioning of the agency.
In February 2017, the PSD was directed by the transition team to provide 24/7
protection to the Administrator, consistent with the level of protection provided
some other cabinet officials, and began to do so immediately upon his arrival. The
decision to provide 24/7 protection to the Administrator was to be reevaluated
after an initial 2-week period.

With respect to the decision to provide 24/7 protection for Administrator Pruitt,
we requested documents from OCEFT to support this decision. On multiple

13
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occasions for more than a year, we were informed by OCEFT officials that there
was no documentation to support these decisions. As part of the documents
provided on June 1, 2018, by the Office of the Administrator, there were
discussions as far back as February 2017, when the 24/7 detail was discussed with
OCEFT. Numerous emails were provided that included OCEFT employees who
ecarlier stated no documentation existed.

Although the PSD was directed to provide 24/7 protection in February 2017, the
agency was aware that such protection needed to be justified. Prior to
Administrator Pruitt’s coming on board, officials from the Office of the
Administrator, OECA, OCEFT and Office of Homeland Security were planning
for the 24/7 protection requirement. Collectively these groups were assessing:

1. The history and extent of protection services provided to prior
Administrators.

A comparison of threat levels.

The amount of funding that would be required to provide 24/7 protection.
The source of funding for OECA and OCEFT.

Long-term fixes necessary if a decision is made to provide 24/7 protection
long term.

APl

During Administrator Pruitt’s initial 2-week period, a cost analysis and a threat
assessment was to be prepared by OCEFT, PSD and Office of Homeland Security
to help in the protection reevaluation decision. We found evidence of a cost
analysis prepared for the decision meeting, but no threat analysis or documented
decision to continue 24/7 protection. We note that on several occasions OCEFT
requested information about the assessment of threats from the Office of
Homeland Security, and that office did not identify any specific threats against
Administrator Pruitt based upon historical information. We have not received any
documented evidence or justification supporting the decision to continue to
provide 24/7 protective services.

Recommendations 3 and 4 were adjusted to replace the term threat assessment
with threat analysis, and the term identify was changed to justify. In its revised
response (Appendix C), the agency did not concur with revised
Recommendations 3 and 4. The agency asserts that while a threat analysis is
informative, it is not dispositive of a decision to provide protection nor what level
of protection should be provided. Further, it asserts that the lack of threats does
not mean there is no risk or that protective services are not justified. The agency
proposed different recommendations and corrective actions to replace revised
Recommendations 3 and 4.

We disagree with the agency’s proposed recommendations and corrective actions
as they do not meet the intent of our revised recommendations. The OECA is now
proposing to conduct threat analyses only twice a year while previously stating it
would do so every 90 days. The threat assessment should be conducted as one of

14
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the inputs to the threat analysis. Further, the threat analysis should be used to
document and justify the level of protective services to be provided. Additionally,
the agency’s proposed corrective actions do not require the decisions related to the
level of protection provided to the Administrator be documented.

We consider Recommendations 3 and 4 to be unresolved.

Regarding Recommendation 5, the agency agreed in part. OCEFT is in the
process of updating its standard operating procedures specific to protective
services and plans to finalize them by September 30, 2018. However, its response
does not cover standard operating procedures related to determining the proper
level of protection for the Administrator. Therefore, we consider
Recommendation 5 to be unresolved with implementation efforts in progress.
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other legally applicable requirements. Incorrect amounts are
overpayments or underpayments that are made to eligible
recipients.

Additionally, the term payment is further defined to mean:

any disbursement or transfer of Federal funds (including a
commitment for future payment, such as cash, securities, loans,
loan guarantees, and insurance subsidies) to any non-Federal
person, non-Federal entity, or Federal employee, that is made
by a Federal agency. ...

Under the Improper Payments Elimination and Recovery Improvement Act of
2012, the definition of an improper payment was amended to include payments
made to federal employees.

Conclusion

PSD agents worked overtime without proper authorization, resulting in improper
payments of $106,507 between January 2016 and March 2017. There is no
requirement to recover these overtime payments solely because the payments
were improperly approved; the PSD agents did work the overtime hours. We
could not determine the total amount of improperly authorized overtime worked
or the period of time the improper authorizations occurred because the issue
predates the period of time covered by the audit.

Agency Actions

Based on our discussion with the agency, OCEFT took immediate action to have
the Deputy Director approve all requests for overtime. As a result, no
recommendation is being made regarding the authorization of overtime.

Recommendations

We recommend that the Assistant Administrator for Enforcement and Compliance
Assurance require that the Office of Criminal Enforcement, Forensics and
Training:

6. Determine the amount of overtime that was improperly authorized for
Protective Service Detail agents in calendar years 2016 and 2017 and
identify the amounts paid as improper payments.

7. Report improper payments to Protective Service Detail agents to the
Office of the Chief Financial Officer for inclusion in the annual Agency
Financial Report.

18-P-0239 18



Agency Comments and OIG Evaluation

18-P-0239

The agency suggested the final report clarify that the overtime payments made to
the PSD agents did not need to be recovered solely because they were improper
payments. The OIG incorporated the proposed change.

The agency disagreed with our recommendations. Although the agency agreed
that the pre-approval of overtime was improper, it does not believe the
payments resulting from the pre-approval were improper payments. While the
agency identified the proper criteria, its analysis does not appear to consider the
full scope of the criteria. Specifically, under the Improper Payments
Elimination and Recovery Improvement Act of 2012, the definition of an
improper payment was amended to include payments made to federal
employees. Therefore, Recommendations 6 and 7 remain unresolved.

The full agency response is in Appendix B.
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Policy Not Followed

We found that PSD agents and supervisors complied with policies and procedures
for scheduling employee time. However, we found that PSD agents and
supervisors did not follow existing policies and procedures for recording and
monitoring LEAP hours in MARS. Examples of internal controls not being
followed included the following:

e Our review of individual agents’ MARS entries found that the reports
were not completed in a timely manner. We selected 1 month to review
and determined that five of six reports were submitted more than a month
late. Further, our review of the sampled MARS reports for the same period
found that none were approved by management. PSD agents said MARS
reports were not done timely because they were busy doing protective
duties rather than timekeeping responsibilities—an administrative burden.

o We were informed that PSD agents use PeoplePlus as the starting point for
the data inserted into MARS. Despite this, we could not reconcile
information in PeoplePlus to the information in MARS. Our analysis
found that five of 14 agents who charged hours to the PSD had hours
reported in MARS that did not agree with the hours reported in
PeoplePlus.

Conclusion

Discrepancies were found between the information in MARS and PeoplePlus.

We found that MARS information was not entered timely nor reviewed by
supervisors in a timely manner These deficiencies can be attributed to agents’ lack
of awareness of MARS responsibilities, and an opinion that compliance with
timekeeping responsibilities was an administrative burden and not of sufficient
priority.

We initiated a separate audit of OCEFT’s LEAP pay recording due to the issues
identified; therefore, no recommendations are being made in this report.

Agency Comments and OIG Evaluation

The agency’s formal response did not include any comments related to Chapter 5.
Our final report includes some minor edits as a result of our ongoing OCEFT
LEAP audit.

18-P-0239 21






Waiver Determination

On November 1, 2017, the EPA’s OGC denied the agent’s waiver request. The
OGC stated, in part, that after an audit was performed, it was determined by both
the IBC and OCFO that the annual pay cap cannot legally be exceeded and may
not roll over into the following calendar year. An employee forfeits any additional
compensation once he or she hits that year’s pay ceiling. Further, the waiver was
precluded since the employee was aware that he or she was being overpaid.

After the waiver was denied, the OCEFT Deputy Director and OCFO officials
provided the OGC additional information about the debt collection. The OGC was
informed that the PSD agent was a criminal investigator earning a base pay of
$136,160, and that his 25 percent LEAP differential would raise his annual salary
to over $170,200—<clearly above the annual pay limit of $161,900. Without
receiving the January 2017 lump sum payment, the agent’s pay would already be
reduced to prevent the agent from exceeding the 2017 annual limit. The OCFO
further concluded that the lump sum payment the agent received in January 2017
would count toward the annual limit of $161,900 and the controls in place would
prevent payments above the annual limit. Based on this information, the OGC
determined that the cost of further collection was likely to exceed the amount
recoverable and consequently the debt was terminated. The OCFO was instructed
to work with the IBC to close out this debt.

However, we found the information presented to the OGC by OCEFT and OFCO
was incorrect. The OGC was not informed that the disputed payment of
$16,299.33 was manually adjusted and removed from being considered part of the
gross wages of the PSD agent. The OGC was also not informed that the manual
adjustment caused repayments to be deferred until a final determination was made
on the waiver. As a result, the lump sum payment was not included in the

calculation of the 2017 annual pay limit, and the PSD agent exceeded the annual
pay cap of $161,900.

Management Alert

18-P-0239

Our management alert report—issued September 27, 2017—had recommended
the following to the EPA Chief Financial Officer:

1. Design and implement new controls to prevent the reoccurrence of
unauthorized payments that will put an employee above the annual
statutory pay cap.

2. Determine whether similar unauthorized payments above the annual
statutory pay cap have been made to other EPA employees.

3. Recover any overpayments above the annual statutory pay cap.
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OCFO indicated that it agreed with the recommendations and submitted planned
corrective actions and revised corrective actions to resolve the management alert’s
findings on three separate occasions (November 6, 2017; January 17, 2018; and
May 17, 2018). However, we found the actions to be incomplete based on the
information provided. In June 2018, the OCFO was able to demonstrate that the
new controls implemented would prevent future instances of an employee
overpayment. However, the OIG maintains that:

1. The OCFO did not provide the scope of its analysis to demonstrate how it
could conclude that there were no additional overpayments beyond those
identified.

2. The agency has not provided documentation to support the OGC basis for
termination of the debt nor that the debt was recouped to prevent
exceeding the annual pay cap in calendar year 2017.

Conclusion

The OGC incorrectly terminated a debt owed by a PSD agent because OGC was
not informed that the earlier decisions to suspend debt payments removed the
lump sum payments from the calculation of the annual pay cap.

Recommendations

We recommend that the General Counsel:

8. Revisit the Office of General Counsel’s decision to terminate the debt
collection associated with the Protective Service Detail agent who had
received the $16,299.33 overpayment.

We recommend that the Chief Financial Officer:

9. Request a pay audit of the calendar year 2017 wages for the Protective
Service Detail agent who had received the overpayment and determine the
amount the agent exceeded the 2017 pay cap.

10. Recover the $16,299.33 for which the waiver for the Protective Service
Detail agent who had received the overpayment was denied and any
additional overpayment determined by the pay audit.

11. Design and implement new controls to prevent the reoccurrence of
unauthorized payments that will put an employee above the annual
statutory pay cap.

12. Determine whether similar unauthorized payments above the annual

statutory pay cap have been made to other EPA employees in calendar
years 2016 and 2017, and recover any overpayments as appropriate.
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Agency Comments and OIG Evaluation

The agency suggested edits to be made to the final report to better summarize and
clarify Chapter 6. The OIG incorporated the proposed changes as appropriate.

For Recommendation 8, we verified that on June 4, 2018, the acting EPA Claims
Officer reopened the waiver decision that contained the debt termination decision.
The waiver decision was appropriate and should stand for reasons previously
provided. Only the decision to terminate the debt should be revisited. We have not
received a final waiver decision reversing the debt termination, and no estimated
date for completion of corrective actions was provided. Therefore, this
recommendation is unresolved.

For Recommendation 9, the agency agreed and requested the IBC to complete a
pay audit on the subject PSD agent. The agency estimated corrective actions will
be completed by September 30, 2018. We consider this recommendation resolved
with corrective actions pending.

For Recommendation 10, the agency agreed and indicated it will collect any debts
upon completion of the OGC review and IBC pay audit. The agency estimated
corrective actions will be completed by September 30, 2018. We consider this
recommendation resolved with corrective actions pending.

For Recommendation 11, the agency agreed and has strengthened controls with
the IBC to help prevent reoccurrence of the problem noted. However, the actions
taken to date do not eliminate the removal of salary payments from the annual pay
cap calculation when the amount is subject to waiver. Therefore, this
recommendation is unresolved.

For Recommendation 12, the agency agreed with our recommendation and
provided an analysis of unauthorized payments made in calendar years 2016 and
2017. However, the agency has not indicated how it intends to determine and
recover any overpayments as appropriate and the date when the recovery will be
completed. Therefore, this recommendation is unresolved.

The full agency response is in Appendix B.
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Status of Recommendations and
Potential Monetary Benefits

RECOMMENDATIONS
Potential
Planned Monetary
Rec.  Page Completion Benefits
No. No. Subject Status? Action Official Date (in $000s)
1 8  Obtain a formal legal opinion from the EPA’s Office of General C  Assistant Administrator for 6/29/18
Counsel that articulates the underlying legal basis for the law Enforcement and
enforcement authority of the Protective Service Detail's agents. Compliance Assurance
2 8 Implement the Office of General Counsel opinion through new R Assistant Administrator for 9/30/18
policies, procedures and/or guidance that defines the amount of Enforcement and
time agents must spend on investigating environmental crimes Compliance Assurance
and how the time will be monitored and documented by
supervisors.
3 13 Have the Office of Criminal Enforcement, Forensics and Training u Assistant Administrator for
complete and document a threat analysis for the EPA Enforcement and
Administrator on a regular basis to justify the proper level of Compliance Assurance
protection required for the Administrator.
4 13 Using a justified level of protection based on a threat analysis, u Assistant Administrator for
determine appropriate staffing and corresponding schedules for Enforcement and
Protective Service Detail agents. Compliance Assurance
5 13 Create and implement comprehensive policies, procedures and U Assistant Administrator for
standard operating procedures covering the Protective Service Enforcement and
Detail operations and proper protection level determinations. Compliance Assurance
6 18 Require that the Office of Criminal Enforcement, Forensics and V] Assistant Administrator for $106.5
Training determine the amount of overtime that was improperly Enforcement and
authorized for Protective Service Detail agents in calendar years Compliance Assurance
2016 and 2017 and identify the amounts paid as improper
payments.
7 18  Require that the Office of Criminal Enforcement, Forensics and V] Assistant Administrator for
Training report improper payments to Protective Service Detail Enforcement and
agents to the Office of the Chief Financial Officer for inclusion in Compliance Assurance
the annual Agency Financial Report.
8 24 Reyvisit the Office of General Counsel's decision to terminate the V] General Counsel
debt collection associated with the Protective Service Detail agent
who had received the $16,299.33 overpayment.
9 24 Request a pay audit of the calendar year 2017 wages for the R Chief Financial Officer 9/30/18
Protective Service Detail agent who had received the
overpayment and determine the amount the agent exceeded the
2017 pay cap.
10 24 Recover the $16,299.33 for which the waiver for the Protective R Chief Financial Officer 9/30/18
Service Detail agent who had received the overpayment was
denied and any additional overpayment determined by the pay
audit.
1" 24 Design and implement new controls to prevent the reoccurrence u Chief Financial Officer
of unauthorized payments that will put an employee above the
annual statutory pay cap.
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RECOMMENDATIONS

Potential
Planned Monetary
Rec. Page Completion Benefits
No. No. Subject Status! Action Official Date (in $000s)
12 24 Determine whether similar unauthorized payments above the V] Chief Financial Officer
annual statutory pay cap have been made to other EPA
employees in calendar years 2016 and 2017, and recover any
overpayments as appropriate.
t C = Corrective action completed.
R = Recommendation resolved with corrective action pending.
U = Recommendation unresolved with resolution efforts in progress.
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Background
The U.S. Environmental Protection Agency employs a Protective Service Detail ("PSD™)
staffed by agents responsible for providing personal protective services to the Agency’s
Administrator.' The PSD is a separate component of the Criminal Investigation Division (“CID™)
in the Office of Criminal Entorcement. Forensics. and Training ("OCEFT™). Office of
Enforcement and Compliance Assurance. Across the federal government. federal law enforcement
personnel such as PSD agents must possess authority to exercise law enforcement functions
including carrying fircarms. executing warrants. and making arrests. For instance. the criminal
investigators in CID who conduct investigations of environmental crimes. derive their law
entorcement authority from 18 U.S.C. § 3063, “Powers of the Environmental Protection Ageney.”
which states. in part:
Upon designation by the Administrator of the Environmental Protection Agency.
any law cnforcement officer of the Environmental Protection Agency with
responsibility for the investigation of criminal violations of a law administered by
the Environmental Protection Agency. may—
(1) carry lircarms:
(2) execute and serve any warrant or other processes issued under the authority of
the United States: and
(3) make arrests without warrant {or-
(A) any offense against the United States committed in such officer’s
presence: or
(B) any felony offense against the United States it such oftficer has probable
cause to believe that the person to be arrested has committed or is committing
that felony otfense.
This statute provides full law enforcement authority to carry fircarms. execute warrants, and make

arrests. This authority is broad. allowing CII criminal investigators to carry fircarms and make

arrests without warrants tor offenses against the United States committed in their presence (or if

"Currently all PSD agents are classified as Criminal Investigators, GS-1811.

~
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they have probable cause to believe that someone has committed or is committing a felony). even
at times when they are not actively investigating environmental crimes.

We understand from OCEFT that when CID criminal investigators assigned to the PSD
first undertook the performance of protective services in the wake of the September 11, 2001
terrorist atiacks. they possessed law enforcement authority related to their criminal investigative
work conferred by 18 U.S.C. § 3063. Nearly a decade later. the PSD began to employ law
enforcement ofticers hired from outside the Agency who were not envisioned to have
“responsibility for the investigation of criminal violations™ of ¢nvironmental laws -- the
prerequisite for § 3063 authority. OCEFT consulted with the Oftice of General Counsel (“OGC™)
about this issue. and in 2010 obtained law enforcement authority tor PSD agents through
deputation by the ULS. Marshals Service. These deputations granted PSD agents law enforcement
authority for a set period of time (as specified in the deputations). In the fall of 2016. OCEFT again
consulted with OGC regarding transitioning PSD agents™ law enforcement authority back to 18
LES.C. § 3063, OGC concurred with OCEFT s view that PSD agents with actual “responsibility
for the investigation of criminal violations”™ may appropniately rely on § 3063 for law enforcement
authority.

Analysis

AL The Agency Has Authority 1o Expend Appropriated Funds on Protective Services

Itis well established that the Agency has the authority to expend resources for the personal
protection of the Administrator. Such authority is derived from 5 U.S.C § 301, commonly referred
to as a “housekeeping statute.”™ Scction 301 authorizes an agency head to “preseribe regulations
for the government of his department, the conduct of its employees. the distribution and

performance ot its business. and the custody. use. and preservation of its records. papers. and

(98]
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property.” 5 U.S.C. § 301. The Comptroller General of the United States. who also heads the U.S.
Government Accountability Office (“GAO™). has interpreted this general grant of administrative

authority as permitting federal agencies to expend appropriated funds to assign employees to

provide protective services. and has advised that under § 301, an ageney may authorize the use of

its appropriated funds. personnel. and assets 1o protect agency officials.” The Comptroller General
further advised that this authority extends to agencies without specific statutory authority for
protective services. In a decision analyzing the authority of the U.S. Department of the Treasury
to provide a protective service detail to the Secretary of the Treasury. the Comptroller General
opined.

...if a Government official were threatened or there were other indications that he

was in danger. and it it were administratively determined that the risk were such as

to impair his ability to carry out his duties. and hence to affect adversely the

etficient functioning of the agency. then funds ot his agency. the use of which was

not otherwise restricted. might be available 10 protect him. without specific

statutory authority.
In re the Secret Serv. Prot. for the Sec'v of the Treasury. 54 Comp. Gen. 624, 628-29. (Jan. 28.
1975)." The Comptroller General's conclusion rests on the view that the deployment of security
personnel 1s “an exccutive function essential 10 the management of a department and the
pertormance of its business.”™ /d. at 628-29.

Additionally. in In re the Secret Serv. Prot. for the Sec'v of the Treasury. the Comptroller

General stated that the GAO “would generally not ebject”™ to an agency providing protection

S See.e.g. Inve the Secret Serv. Prot. for the Sec'y of the Treasurv. 34 Comp. Gen. 624, 628-29. (Jan. 28,
1975). as modified. 5SS Comp. Gen. 578, B-149372 (Dec. 18. 1975y Murter of Home & Auto. Sec. Svs. for
LS Customs Serv. Pers.. B-251710 (July 7. 1993).

*See also ULS. Gov't Accountability Office, GAO/GGID/OSI-00-139. ~Security Protection. Standardization
Issues Regarding Protection of Exceutive Branch Officials,” B-283892. at 12 (July. 2000) (noting that
agencies may provide protection to their officials ~if'it is administratively determined that the efficiency of
the agencies would be atfected because of threats or other legitimate concerns over the safety of officials
that would impair their abilities to carry out their duties™).

4
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services to its officials “where there is legitimate concern over the safety of an official and where
the agency’s functioning may be impaired by the danger to that official - to an agency.” Id. at 629,
On this basis. the GAO further opined that the “Secretary [of the Treasury] - in a proper case - may
arrange for his protection by personnel of the Department of the Treasury or by the Secret Service.
but in the latter case only on a reimbursable basis™ even when the Secretary was not one of the
officials the Secret Service was specifically authorized to protect under 18 11.5.C. § 3056. /d. at
630

Many federal agencies. like EPAL that lack specific statutory authority to provide
protective services rely on the Comptroller General's interpretation of 5 U.S.C. § 301 to justity the
expenditure of appropriated tunds on protective services.” As the GAO noted in a report analyzing
protection of executive branch officials across different federal agencies. “[f]rom fiscal yvears 1997
through 1999, ... security protection was provided to officials holding 42 executive branch
positions at 31 cxecutive branch agencies.”™ Il at 2. The GAO catalogued sccurity services
provided to 14 Cabinet secretaries, four deputy or undersecretaries, and 24 other high-ranking
officials. Id. at 7. Of these. ~[o]nly two executive branch agencies ... —the Secret Service and the
State Department --had specitic statutory authority to protect exceutive branch ofticials. including
the authority to carry tircarms in carrying out their protective responsibilities.” /o at 11, The report

goes on to explain that “[a]lthough none of the other agencies cited specific statutory authority to

"The Comptroller General's reasoning has appeared in other cases reviewing the protective services of

other federal agencies. See e.g.. US. Gov't Accountability Oft.. GA0-04-261SP. Principles of Federal
Appropriations Law (3d ed. 2004) (citing favorably to 34 Comp. Gen. 624 and Matter of Home & Auto.
Sec. Sys. for US. Customs Serv. Pers.. B-251710 (July 7. 1993). in which the Comptroller General
determined that the U.S. Customs Service may provide security devices tor agents based on the risk created
by their law enforcement responsibilities. the threat environment. and past threats against Customs
personnel).

* See GAO Report. Seceurity Protection. Standardization Issues Regarding Protection ot Executive Branch
Oftficials, B-283892 (2000).
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protect their officials. that does not mean that the agencies are not authorized to provide such
services.” Id. The GAO cited to its prior opinions in the report. explaining:
In decisions of the Comptroller General. we have recognized that under certain
circumstances. agencies can expend appropriated tunds to protect their ofticials as a
necessary expense. Such protection is warranted it it is administratively determined
that the efficiency of the agencies would be affected because of threats or other

legitimate concerns over the salety of officials that would impair their abilitics to
carry out their duties.

Id at 11-12.

Accordingly. pursuant to 5 U.S.C. § 301 and the above noted Comptroller General decisions
interpreting 5 U.S.C. § 301, the Agency has the authority to expend appropriated tunds on the
protection of the Administrator. We next turn to the issue of how agents that pertorm protective
services for the Administrator derive their law enforcement authority to carry firearms. execute
warrants. and make arrests.

B. PSD Agents Have Law Enforcement Authority Under 18 U.S.C. § 3063

In order for PSD agents to carry tirearms. executle warrants. or make arrests in the
performance of their protective duties. they must have law enforcement authority. There is no
statutory  provision that provides EPA with law enforcement authority specifically for law
enforcement officers who solely provide protective services. As stated above. however, 18 UL.S.C,
§ 3063 does provide law enforcement authority for EPA law enforcement ofticers “with
responsibility for the investigation of ™ environmental crimes. Section 3063 specifically provides:

any law enforcement ofticer of the Environmental Protection Agency with

responsibility for the investigation of criminal violations of a law administered by

the Environmental Protection Agency. may-—

(1) carry [ircarms:
(2) execute and serve any warrant...: and
(3) make arrests. ...
Therefore. whether an agent can have law enforcement authority rests on whether he or she has

been designated with “responsibility™ for the investigation of environmental crimes. The most

6
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important rule of statutory construction is to begin with the language of the statute.® As the
Supreme Court has stated. “we begin with the understanding that Congress “says in a statute what
it means and means in a statute what it savs there.”™” “When the statute’s language is plain, the
sole function of the courts---at lcast where the disposition required by the text is not absurd—is to
enforee it according (o its terms. [internal quotations omitted].”™ To determine the meaning of a
statute’s text. judges evatuate the “natural reading™ or “ordinary understanding™"" of disputed
words. Courts often refer to dictionaries to find this ordinary meaning. "'

Here. the statute is clear. “[Any law cnforcement officer ... with responsibility for
investigat{ing|” environmental crimes has law entorcement authority under 18 U.S.C. § 3063. The
statute is neither ambiguous nor otherwise unclear in its meaning. When considering the ordinary
meaning of the text of the statute, “with responsibility™ can be reasonably interpreted to mean that
PSD agents are to be available to be called on and do perform environmental criminal investigatory

S
work. '

" See, e.g. Hartford Underwriters Ins. Co. v Union Planters Bank. N.A.. 330 U.S. | (2000): see also
Robinson v. Shell Oil Co. 519 U.S. 337 (1997). Conn. Nat 'l Bank v. Germain, 503 U.S. 249 (1992): Mallard
v UUS.D.C So. Dist. of lowa. 490 LS. 296, 300 (1989).
“Hartford Undersriters Ins. Co.. 530 U.S. at 6 (quoting Conn. Nat'l Bank v. Germain, 503 L. S, at 254).
N (citing United States v. Ron Pair Enters.. Inc.. 489 U. S. 235, 241 (1989) (quoting Camineiti v. United
States. 242 UL S 4700485 (191N see also Zuni Pub. Sch. Dist. No. 89 v. Dep 't of Fduc.. S50 11.S. 81,93
(2007) "I Njormally neither the egislative history nor the reasonableness of the Sceretary s method would
be determinative if the plain language of the statute unambiguously indicated that Congress sought to
foreclose the Secretary’s interpretation.™).
T Am. Hosp. Ass'nov. NERB.A99 ULS. 606,611 (1991).
Y Bubbitr v, Sweet Home Chapter of Convs. for a Great Or 51508, 687,697 (1995). See afso Astrue v.
Capato. 132°S.C1. 2021, 2030, 2130 (2012).
W g MCHTelecomms. Corp. v, AT&T Co., 512 1.8, 218, 227-29 (1994).
" 1In the Merriam-Webster dictionary. “responsibility™ is detined as:

1 the guality or state of being responsible: such as

a: moral. legal. or mental accountability
b: rcliability. trustworthiness

2: something tor which one is responstble: burden
responsthiliny. MERRIAM-WEBSTER ONLINE DICHONARY . hMtps://www . merriam-
webster.com/dictionary/responsibility.
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We understand from OCEFT that all PSD agents™ position descriptions include criminal
investigatory responsibilities. Further. according to OCEFT. PSD agents presently perform
envitonmental criminal investigatory work in addition to their protective service duties. Their
criminal investigatory work includes activities such as executing warrants: serving subpoenas:
conducting witness interviews: analyzing documents relevant to environmental criminal
investigations: and evaluating incoming tips on potential criminal environmental violations. In
light of the plain language of the statute. PSD agents derive law enforcement authority under 18
US.Co § 3063 provided they have responsibility for performing environmental criminal

investigative work."”

A PSD agent’s supervisor is in the best position to determine the actual responsibilities of

his or her employees. To aid a supervisor in documenting the conclusion that an employee has
responsibility for the investigation of environmental crimes. we recommend OCEFT develop a
svstem that documents and tracks the following: the percentage of time cach employvee is expected
to spend on investigating environmental crimes each year: the nature ot environmental criminal
investigatory activities actually conducted cach vear: and the percentage of time actually spent on
such activities cach yecar. We also recommend that OCEFT continue to ensure that all agents

investigating environmental crimes include those responsibilities as part of their position

The word “responsible.”” in turn. is defined as. as applicable here:
la: liable to be called on to answer
1ht 1): Tiable 10 be called 10 account as the primary cause. motive. or agent a commitiee
responsible for the job
Ib(2): being the cause or explanation mechanical defects were responsible for the accident
l¢: liable to legal review or in case of fault to penalties ...
responsible. MERRIAM-WEBSTER ONLINE DICTIONARY . https://www.merriam-
webster.com/dictionary/responsible.
" Where PSD agents have responsibility for the investigation of environmental crimes. they may carry
fircarms, make arrests. and execute warrants even at times when they are not carryving out criminal
investigatory duties. such as when they provide protective services for the Administrator.

8
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descriptions.  There is no black letter law definition or answer as to what pereentage of time or
activities conducted are sufficient to conclude that an employee has “responsibility for™ the
investigation of environmental crimes. Ultimately. the extent to which an emplovee has
responsibility for the investigation of environmental crimes is a judgment made by the emplovee’s
SUpErvisor.
Conclusion

In summary. the Agency’s authority to expend appropriated funds to provide protective
services for the Administrator is derived from 5 U.S.C. § 301. Furthermore, PSD agents derive
law entorcement authority trom 18 UL.S.C. § 3063 provided they have responsibility tor performing
environmental criminal investigative work. We recommend that OCEFT develop a system that
documents and tracks the information identified above to aid the supervisor in documenting the

conclusion that an employee has responsibility for the investigation of environmental crimes,

9
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Initial Agency Response to Draft Report

S ‘\\XED STy r@d\
g 7 UNITED STATES ENVIRONMENTAL PROTECTION AGENCY
] m 8 WASHINGTON, D.C. 20460
% S

6‘4,/\ 0«\

AL prot®
JUNZ 92018

MEMORANDUM

SUBJECT: Response to _the May 30, 2018, Office of Inspector General’s Draft Report,
“Agents Assigned to Protective Service Detail Lack Statutory Autherity to Protect the

EPA Administrator”
FROM: Matthew Z. Leopold, General Counsel W«ﬁ‘*j

Office of General Counsel

Susan Parker Bodine, Assistant Administrator %"““ F v ‘Mﬁ&)

Office of Enforcement and Compliance Assurance

Holly W. Greaves, Chief Financial Officer,
Office of the Chief Financial Officer
TO: Arthur Elkins, Inspector General

Charles Sheehan, Deputy Inspector General
Office of Inspector General

Thank you for the opportunity to respond to the issues and recommendations presented in the
Office of Inspector General Draft Report, Project No. OPE-FY 16-0265 regarding the protection
of the EPA Administrator. The Office of General Counsel and the Office of Enforcement and
Compliance Assurance disagree with the facts and legal conclusions set forth in the draft report,
as set forth in this letter as well as in the attached legal opinion of the General Counsel and the
attached redline of the draft report. The Office of the Chief Financial Officer believes that the
draft report includes misstatements, which are corrected in the attached redline.

Chapter 2: EPA PSD Agents Lack Statutory Authority to Perform Law Enforcement
Functions

Chapter 2 of the draft report states: “We concluded that the EPA’s [Protective Service Detail ]
PSD agents lack statutory authority to provide protective services for the EPA Administrator.”
That statement is incorrect as a matter of law. PSD agents possess proper authority to perform
protective services for the Administrator under 5 U.S.C. § 301. Further, PSD agents’ law
enforcement authority, which includes the authority to make arrests and carry firearms, is
derived from 18 U.S.C. § 3063, provided they have responsibility for the investigation of
environmental crimes.
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The Office of Inspector General (OIG) draft report improperly conflates the Agency’s general
authority to provide protective services with the “law enforcement authority” of PSD agents. The
authority to provide protective services is separate and apart from PSD agents’ authority to carry
firearms, execute warrants, make arrests, and perform other law enforcement functions. This
improper conflation results in numerous errors throughout the draft report. Prior to the issuance of
the draft Chapter 2, Office of General Counsel (OGC) conveyed the clear legal authority for both
the existence of the PSD itself and the PSD agents’ law enforcement authority to the OIG auditors.

The Agency has clear authority to assign employees to provide protective services under 5 U.S.C. §
301, as confirmed by Comptroller General decisions. In 1975, the Comptroller General determined
that “if a government official were threatened or there were other indications that he was in danger,
and if it were administratively determined that the risk were such as to impair his ability to carry out
his duties, and hence to affect adversely the efficient functioning of the agency, then funds of his
agency, the use of which was not otherwise restricted, might be available to protect him, without
specific statutory authority.” See 54 Comp. Gen. 624 (Jan. 28, 1975). Thus, all agencies, including
EPA, have authority to expend appropriated funds to protect government officials.

As OGC staff had previously informed your staff, PSD agents derive law enforcement authority
from 18 U.S.C. § 3063 whenever they have responsibility for the investigation of environmental
crimes. 18 U.S.C. § 3063 states in part:

“Upon designation by the Administrator of the Environmental Protection Agency, any
law enforcement officer of the Environmental Protection Agency with responsibility for
the investigation of criminal violations of a law administered by the Environmental
Protection Agency, may— (1) carry firearms; execute and serve any warrant ... ; and (3)
make arrests without warrant ... .”.

Chapter 2 incorrectly states that “...because the duties of PSD agents do not comport with the
plain language of 18 U.S.C. § 3063 ... they are not authorized to carry firearms and conduct other
law enforcement activities pursuant to that statute.” Chapter 2 also incorrectly states that, “the
agency appears to have taken the position that the law enforcement powers given to the Criminal
Investigations Division (CID) agents under 18 U.S.C. § 3063 were automatically transferred to the
agents’ work in PSD.” These assertions are inaccurate. OIG’s analysis ignores PSD agents’ actual
current duties, specifically the vital fact that part of a PSD agent’s time is spent on criminal
investigatory work. OIG failed to include this key fact in its analysis, even though the Agency
clearly noted this fact to the OIG. The fact that PSD agents currently spend some of their time
investigating environmental crimes means that PSD agents do perform work that comports with
the plain language of the statute. There is no “transfer” of authority from CID agents to PSD
agents. PSD agents, like other CID agents, derive their law enforcement authority from 18 U.S.C.
§ 3063 provided they have responsibility for the investigation of environmental crimes.

The law enforcement authority conferred by 18 U.S.C. § 3063 is broad, as evidenced by the plain
language of the statute which provides the authority for agents to make arrests for “any offense
against the United States.” 18 U.S.C. § 3063(3)(A). By meeting the plain language requirements
of 18 U.S.C. § 3063 by maintaining responsibility for the investigation of environmental crimes,
PSD agents carry that full law enforcement authority beyond the investigation of environmental
crimes to their security work for the Administrator.
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A threat assessment evaluates known threats. It does not address persons who do not make
threats, who, according to the Secret Service, represent the majority of persons who attack
public officials.> Thus, a threat assessment, while informative, is not dispositive of a decision to
provide protection nor what level of protection should be provided. A protectee could be at risk
even if there are no direct threats made against him or her.

For example, James Hodgkinson, who attacked members of the Republican Congressional
baseball team on June 14, 2017, made no threats prior to his attack.® A threat assessment as
envisioned in the draft report would not have identified a need for the protective services
provided to the House Majority Whip, Steve Scalise, on that day. However, if his detail had not
been present at the morning practice of the Republican team, it is likely that most of the
members of that team would now be dead.

The Secret Service’s review of Jared Lee Loughner’s actions before he shot Representative
Gabrielle Giffords leads to similar conclusions. Mr. Loughner did not threaten Representative
Giffords prior to attacking her. However, he had developed a pattern of disturbing behavior. In a
review of this shooting, the Secret Service found that in many cases attackers had previously
come to the attention of law enforcement, even though they had not made threats against
protectees. Based on this finding, the review recommends collection of information from a
broader range of sources to assess an individual’s risk for violence. Specifically, the Secret
Service made recommendations regarding the scope of a threat assessment similar to those in the
draft report:

When someone comes to the attention of law enforcement for engaging in threatening or
concerning behavior, a threat assessment investigation may be initiated to assess the
individual’s risk for engaging in targeted violence. When conducting a comprehensive
assessment of the risk a person may pose, it is essential to gather detailed information
from multiple sources to enhance your understanding of the individual’s life
circumstances and why the individual engaged in the behavior that brought him or her to
the attention of law enforcement.’

However, the difference between the Secret Service recommendations and the draft report is that
the Secret Service does not suggest that a broad, system-wide, threat assessment is a predicate to
providing personal protective services. Even if a protection unit embraces this systems approach
for threat assessment investigations, there is no guarantee that all threats can be identified and
risk eliminated.

Protective services are provided based on risk as well as threat assessments. Some protectees are
at risk simply based on the positions they hold. We are, unfortunately, living in an era when
political discourse is no longer polite and persons feel that political disagreements justify making
statements on social media that incite violence. For example, in early June 2018, Occupy Wall

3 Protective Intelligence & Threat Assessment Investigations, supra note 1, at 14.

%The Congressional Shooter: A Behavioral Review of James Hodgkinson, Department of Homeland Security,
United States Secret Service, National Threat Assessment Center, October 2, 2017, at 1.

7 National Threat Assessment Center. (2015). Using a systems approach for threat assessment investigations. A case
study on Jared Lee Loughner. Washington, DC: U.S. Secret Service, Department of Homeland Security.
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With respect to policies and procedures, OCEFT directives are applicable to the PSD and the
PSD has standard operating procedures specific to protection work. OCEFT will update and
finalize those SOPs.

Payroll

The EPA’s Office of the Chief Financial Officer is responsible for preparing the agency’s
biweekly time and attendance for transmission to the Department of Interior’s Interior Business
Center for payroll processing. OCFO internal controls related to biweekly pay cap requests and
processing are in place and include 1) only allowing electronic updates and transmission of
timecards to the pay roll provider from PeoplePlus, the agency’s time and attendance system,
ensuring biweekly pay is processed as intended and 2) only processing pay cap lift requests using
the Pay Cap Lift SharePoint site ensuring requests are documented and authorized by the
appropriate EPA personnel. IBC is implementing a new internal control in its payroll system, the
Federal Personnel Payroll System, that will ensure that pay cap lift requests received from the
agency are reviewed against the year worked. The combination of these processes and system
improvements, coupled with the Office of Acquisition and Resource Management guidance on
premium pay and premium pay requests will further strengthen the pay cap lift process and
ensure the process performs as needed to avoid exceeding biweekly or annual pay caps
inappropriately.

RESPONSE TO RECOMMENDATIONS:

OGC, OECA, and OCFO are including a redline version of the draft report with this response so
that the OIG can better track our recommended edits for specific sections of the report.
Additionally, we are providing narrative comments addressing the report’s recommendations
below.

RECOMMENDATION 1: Obtain a formal legal opinion from the EPA’s Olffice of General
Counsel that articulates the underlying legal basis for the authority of the Protective Service
Detail’s agents.

e EPA’s Office of General Counsel has provided a formal legal opinion affirming the
authority of the PSD to provide protective services to the EPA Administrator. Therefore
recommendation 1 should be removed from the draft report and the report should be
revised accordingly.

RECOMMENDATION 2: [fthe Office of General Counsel concludes that Protective Service
Detail agents lack statutory authority to provide protective services, determine and initiate the
proper action to remedy the issue.

e EPA’s Office of General Counsel has provided a formal legal opinion affirming the
authority of the PSD to provide protective services to the EPA Administrator. Therefore
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recommendation 2 should be removed from the draft report and the report should be
revised accordingly.

RECOMMENDATION 3: Have the Office of Criminal Enforcement, Forensics and Training

complete and document a threat assessment for the EPA Administrator on a regular basis to
identify the proper level of protection required for the Administrator.

OECA Response: Agree in part; disagree in part.

The OIG has acknowledged - and OECA agrees - that there is no legal requirement to
conduct a threat assessment as a prerequisite to providing protective services. In fact,

according to the Government Accountability Office report cited by OIG in the subject
report, a majority (three-fourths) of the agencies providing protective services did not
develop detailed, written threat assessments justifying their decisions to apply certain
levels of protection and expend resources.

OECA understands that the OIG believes conducting threat assessments is a “best
practice” and agrees with this view. In fact, OECA currently conducts a threat assessment
every 90 days and OCEFT is in the process of developing an SOP for threat assessments
(which we anticipate finalizing by September 30, 2018, along with the other SOPs).
However, the audit report should be clear that (1) a threat assessment is not a predicate to
providing protective services, (2) while OECA believes that a threat assessment can be a
useful source of relevant information, the assessment itself cannot dictate the level of
protection, (3) a threat assessment investigates known threats but not all attackers make
threats, (4) there is no legal requirement to conduct a formal threat assessment, and (5) a
threat assessment is scalable and not every assessment applies the systems approach
recommended by the OIG. Finally, the level of protection provided to a protectee should
be informed by the professional judgment of law enforcement professionals, in
consultation with the protectee.

Additionally, when referring to the GAQO, Department of Justice and Department of
Homeland Security reports concerning threat assessments, the OIG report should clarify
that these documents are designed for very different audiences with regards to a terrorist
threat assessment versus a threat assessment performed in connection with protective
services. The DHS Lexicon refers to homeland security risks and the DOJ report
concerns the protection of critical infrastructure from terrorist acts; only GAO discusses
threat assessments in the context of protective services.

Importantly, the GAO report did not specify how protective intelligence should be shared
among agencies; how best to link threat assessment with the need for protection and level
of protection provided; who should provide protection; whether agencies should be
provided with specific statutory authority to provide protection; what training should be
provided to personnel protecting federal officials, nor who should provide it. Rather,
GAO recommended that the Director of the Office of Management and Budget, in
consultation with the President, designate an official or group to assess these matters.
OECA is not aware of this group being convened by OMB.
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OECA is aware that on June 21, 2018, OMB released a government reform plan that
recommends consolidating the protective details of certain government official under the
U.S. Marshalls Service. In this recommendation, OMB proposes that: “The number of
Deputy U.S. Marshals provided for any approved protection of an official would vary
based on the individual’s threat assessment and risk.” According to OMB, currently
agencies have full autonomy in determining the size and scope of their details’ activities.
Under this proposal, “[d]eterminations as to whether protection would be provided and its
size and scope would be made by the USMS in consultation with affected agency heads.”

OECA believes that a number of salient points raised in the GAO report should be
reflected in the OIG’s final report to more accurately characterize that in fact threat
assessments are done differently at different agencies based on many factors, and that
EPA’s practices are consistent with other agencies. These would include:

o “Security officials generally said they determined their officials needed protection
as a result of possible threats and actual threats received from individuals who
were (1) opposed to the policies and issues being handled by their agencies, (2)
apparently suffering from mental problems, (3) opposed to the officials
personally, and (4) terrorists.”

o “Security officials also said the level of protection provided was determined by a
variety of factors, including the sensitivity of issues being handled by the agency,
the visibility of the protected officials to the public, travel needs, and the officials’
personal preferences.”

o “Who decided the level of protection to be applied varied from agency to agency.
Security officials at six of the 27 agencies indicated that the protected officials
decided their overall level of protection on the basis of their personal preferences
and sometimes upon the recommendations of their security staffs. At eight
agencies, security officials said the level of protection provided was decided
jointly by them and the protected officials on the basis of actual and perceived
levels of threat against the agencies and the protected officials. With regard to the
other 13 agencies that provided protection, including the agencies with security
protection as one of their primary missions, security officials said they, and
occasionally with input from other staff, decided the level of protection on the
basis of protective intelligence.”

In addition, the OIG’s final report should reflect the findings of the 1998 U.S. Secret Service
study cited by GAO, including the finding that persons who make threats are often not the
persons who actually carry out an attack. Thus, an assessment of known threats does not obviate
the need for physical security.
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RECOMMENDATION 4: Using a justified level of protection based on a threat assessment,

determine appropriate staffing and corresponding schedules for Protective Service Detail

agents.

OECA Response: Disagree. OECA understands that the OIG believes conducting threat
assessments is a “best practice” and agrees with this view as stated in our response to
Recommendation 3. However, the assessment itself cannot solely dictate the level of
protection. Recommendations regarding the level of protection are informed by the
professional judgment of law enforcement professionals in consultation with the protectee.

RECOMMENDATION 5: Create and implement comprehensive policies, procedures and

standard operating procedures covering the Protective Service Detail operations and proper
protection level determinations.

OECA Response: Agree in part. OCEFT’s policies, procedures and guidance
(collectively called “directives”) flow from the law enforcement authority conferred by
18 U.S.C. § 3063, and govern Special Agents’ conduct as law enforcement officers
ranging from the carry and use of firearms, use of force, the execution of warrants,
making of arrests, etc. These directives apply to all OCEFT law enforcement officers,
including those serving on the PSD.

In addition to OCEFT’s directives, the PSD has standard operating procedures specific to
protective services, which were developed by former United States Secret Service agents
based on their protection experience and provide a level of consistency, effectiveness and
efficiency to PSD operations. OCEFT is in the process of updating these SOPs, which we
anticipate finalizing by September 30, 2018, and issued interim guidance governing PSD
activities until the SOPs are finalized.

RECOMMENDATION 6: Determine the amount of overtime that was improperly authorized

for Protective Service Detail agents in calendar years 2016 and 2017 and identify the amounts
paid as improper payments.

OECA Response: Disagree. We do not believe that these payments themselves were
improper as they were made to the employees for actual work performed.

Office of Management and Budget Circular A-123, Appendix C, Requirements for
Effective Measurement and Remediation of Improper Payments; and the Improper
Payments Elimination and Recovery Improvement Act of 2012 inform agencies as to
what constitutes an “improper payment.” Appendix C of the Circular defines an improper
payment as any payment that should not have been made or that was made in an incorrect
amount under statutory, contractual, administrative, or other legally applicable
requirements. Incorrect amounts are overpayments or underpayments that are made to
eligible recipients. The payments made to PSD agents were, in fact, payments made for
actual overtime worked and as such, these payments were not improper even though the
pre-approval requests for overtime may not have been according to best practices.
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OECA confirmed with EPA’s Office of the Chief Financial Officer that OCFO agrees
that the payments made to the PSD agents were not improper. OCEFT acknowledges that
for a period of time, the PSD Special Agent in Charge was signing paper pre-approvals
for overtime and has since corrected that to ensure even the paper pre-approvals are
reviewed and signed by the appropriate OCEFT official.

RECOMMENDATION 7: Report improper payments to Protective Service Detail agents to
the Office of the Chief Financial Officer for inclusion in the annual Agency Financial Report.

o OECA Response: Disagree. As state above, OECA does not believe PSD time, including
overtime, were improper payments. As such, Chapter 4 should be revised to reflect that
or struck in its entirety.

Recommendation 8: Revisit the office’s decision to terminate the debt collection associated
with the Protective Service Detail agent who had received the overpayment.

e The Office of General Counsel, through the Acting EPA Claims Officer, on June 4, 2018,
reopened the waiver decision in which the Protective Services Detail agent’s debt for
overpayment was terminated. Therefore, recommendation 8 should be should be removed
from the draft report and the report should be revised accordingly.

Recommendation 9: Request a pay audit of the calendar year 2017 wages for the Protective
Service Detail agent who had received the overpayment and determine the amount the agent
exceeded the 2017 pay cap.

e OCFO Response: Agree. The OCFO’s Office of Technology Solutions completed an
internal analysis leveraging the IBC DataMart data and provided to the OIG on June 25,
2018. The analysis was of unauthorized payments above the annual statutory pay cap that
have been made to other EPA employees in 2016 and 2017. The PSD agent information
was included. OCFO requested a pay audit from IBC on June 27, 2018.

Corrective Action Completion Date: September 30, 2018
O1G Recommendation 10: Recover the $16,299.33 for which the waiver for the Protective

Service Detail agent who had received the overpayment was denied and any additional
overpayment determined by the pay audit.

OCFO Response: Agree.

The OCFO will collect any and all debts upon completion of the OGC’s review and final
determination.

Corrective Action Completion Date: September 30, 2018.
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OIG Recommendation 11: Design and implement new controls to prevent the reoccurrence of
unauthorized payments that will put an employee above the annual statutory pay cap.

OCFO Response: Agree.

The OCFO has worked to strengthen controls related to pay cap lift requests since early 2017.

In 2016, requests for a retroactive pay cap lift were manually processed — retroactively submitted
timecards would be printed, signed, and sent to the Department of Interior’s IBC Payroll
Operations Center for manual time entry by [BC technical staff into the Federal Personnel
Payroll System. Timecards also were manually recorded with the code “LB” or “lift biweekly”
instructing the payroll provider to lift the pay cap and apply premium pay based on the
employee’s pay plan and locality to the annual limit. This manual adjustment/override process in
PeoplePlus circumvented FPPS controls over biweekly limits which allowed the overpayments
in question to occur.

In February 2017, the OCFO fixed a defect in PPL which allowed manual timecards submitted
for retroactive pay cap lifts to be sent to the payroll provider. The defect fix eliminated this
manual override; the PPL system functionality now only permits electronic updates of timecards
to be sent to IBC, thus permitting the system to perform an automated validation to ensure
biweekly pay is processed as intended.

In September 2017, the OCFO introduced the Pay Cap Lift SharePoint site which is a tool that
created a more effective way for the OCFO to receive pay cap lift requests. The process requires
the Shared Service Center to enter and upload all pay cap lift request information and supporting
documentation into one central location. The site automatically creates an EPA help desk ticket
notifying the OCFO that a pay cap lift request for an employee has been submitted. The OCFO
confirms the information supporting the request. If the request is not supported and or there is
missing information, the OCFO works with the Shared Service Center and/or the employee until
issues are resolved; requests that are not supported are not processed. If the information for the
request is in order, the action is processed using the PPL which includes the employee’s
information and pay cap start and end dates. This information is electronically transmitted to the
IBC and informs the payroll provider that it is “okay” to calculate overtime pay on the hours and
dates submitted. The IBC internally calculates the biweekly pay amount for that time period,
checking that the employee pay amount is not over the annual limit. The site provides a central
location for submitting, supporting, tracking and processing of an employee’s pay cap lift request.

At an IBC meeting earlier this month, the group voted on an FPPS system change which will
check that “any biweekly pay cap lift request is edited against the proper year”. This is an IBC
internal control that will ensure that pay cap lift requests received from the agency are reviewed
against the year worked. The implementation date is yet to be determined.

Finally, the Office of Administration and Resources Management’s Office of Human Resources
provides to the agency the pay cap request process guidance and controls in the following
documents 1) Pay Administration Manual, Chapter 15-Policy on Limitation of Pay, October
1991, which provides pay cap waiver guidance and Delegation of Authority; 2) Pay
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AGENCY’S RESPONSE TO REPORT RECOMMENDATIONS:

Agreements:
No. | Revised Recommendation Response Intended Estimated
Corrective Completion by Date,
Action(s) Quarter and FY
2 | Implement the Office of Concur. OECA/OCEFT will | Initiated tracking
General Counsel opinion develop new time agents spend
through new policies, policies, procedures | investigating
procedures and/or guidance and/or guidance that | environmental crimes
that defines the amount of defines the amount September 30, 2017
time agents must spend on of time agents must | (4" quarter 2017).
investigating spend on
environmental crimes and investigating Develop policies,
how the time will be environmental procedures, and/or
monitored and documented crimes, informed by | guidance by
by supervisors. the General Counsel | September 30, 2018
opinion. (4™ quarter FY 2018).
3 | Have the Office of Concur if revised to | 1.OECA/OCEFT to | Regular threat
Criminal Enforcement, state, “Have conduct and analyses initiated
Forensics and Training OECA/OCEFT document a threat January 2018
complete and document a | complete and analysis on a regular | (2" quarter FY
threat analysis for the EPA | document a threat basis (approximately | 2018).

Administrator on a regular
basis to justify the proper
level of protection required
for the Administrator.

analysis for the EPA
Administrator on a
regular basis.”

As discussed in the
Agency’s June 29,
2018 response to the
draft report, a threat
analysis, while
informative, is not
dispositive of a
decision to provide
protection nor what
level of protection
should be provided.
Further, the lack of
threats does not
mean that there is
no risk or that
protective services
are not justified.

twice a year).

2.0ECA AA and
law enforcement
professionals in the
PSD to discuss
threat analyses with
the Administrator to
inform decisions
regarding level and
type of protection.
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Appendix D

Distribution

The Administrator
Deputy Administrator
Chief of Staff
Special Advisor, Office of the Administrator
Chief Financial Officer
Assistant Administrator for Enforcement and Compliance Assurance
General Counsel
Agency Follow-Up Coordinator
Associate Administrator for Congressional and Intergovernmental Relations
Associate Administrator for Public Affairs
Deputy Chief Financial Officer
Associate Chief Financial Officer
Controller, Office of the Controller, Office of the Chief Financial Officer
Principal Deputy Assistant Administrator for Enforcement and Compliance Assurance
Deputy Assistant Administrator for Enforcement and Compliance Assurance
Principal Deputy General Counsel
Associate General Counsel, General Law Office, Office of General Counsel
Director, Office of Criminal Enforcement, Forensics and Training,

Office of Enforcement and Compliance Assurance
Director, Office of Continuous Improvement, Office of the Administrator
Audit Follow-Up Coordinator, Office of the Administrator
Audit Follow-Up Coordinator, Office of the Chief Financial Officer
Audit Follow-Up Coordinator, Office of Enforcement and Compliance Assurance
Audit Follow-Up Coordinator, Office of General Counsel
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travel is conducted in a responsible manner with the need to minimize
administrative costs, and (b) communicate the resulting policies in a clear manner
to federal agencies and employees.

EPA Policy and Procedures

The EPA’s travel policy—Resource Management Directive System (RMDS)
2550B, Official Travel, applies to EPA and other federal employees who travel
using agency funds. The policy also addresses travel that nonfederal sources fund
for EPA employees.

The version of the travel policy applicable to the period of our audit was issued on
April 17, 2015. The policy states that the FTR is the first source of reference for
all federal travel. To minimize repetition, the EPA travel policy does not repeat
each travel entitlement that is listed in the FTR. Rather, the policy discusses the
guidelines for the EPA’s “discretionary allowances.” The policy further states that
all EPA employees and travel-authorizing officials shall know and comply with
the FTR and EPA travel policy and procedures, and all travel requests and
authorizations require compliance with the FTR and EPA policy.

Responsible Offices

19-P-0155

Various EPA offices are involved in the Administrator’s travel:

e Office of the Administrator (OA). OA staff plan and coordinate the
Administrator’s travel. These responsibilities include screening requests
for the Administrator’s travel engagements; making travel arrangements;
coordinating with the Protective Service Detail (PSD) for protection of the
Administrator; and preparing, reviewing and approving travel
authorizations and vouchers.

o Office of the Chief Financial Officer (OCFO). The OCFO manages the
EPA travel program for compliance with federal regulations and EPA
policy, and monitors the travel program’s effectiveness. The OCFO’s
Office of the Controller issues policies and procedures for official EPA
travel. The OCFO’s Cincinnati Finance Center manages the EPA Concur
travel system, maintains the travel help desk, assists with travel training
requests, serves as the EPA travel payment office, and pays proper travel
claims (e.g., allowable expenses with required receipts).

e Office of International and Tribal Affairs (OITA). This office leads the
EPA’s international and tribal engagements; works with other federal
agencies and international countries to address bilateral, regional and global
environmental challenges; and advances U.S. foreign policy objectives. The
Office of Management and International Services within OITA is
responsible for providing the full range of necessary management and






On September 4, 2018, the OIG issued another report, EPA Asserts Statutory Law
Enforcement Authority to Protect Its Administrator but Lacks Procedures to
Assess Threats and Identify the Proper Level of Protection (Report No.
18-P-0239). The OIG made numerous recommendations for corrective action;
however, only one finding and recommendation, pertaining to the level of
protection of the Administrator, was relevant to this audit. Details on what we
found in that prior report plus the agency’s response follow:

e The OIG found that the PSD did not conduct a threat analysis to determine
the level of protection necessary or desired for former Administrator Pruitt.
Rather the PSD used an August 16, 2017, memorandum, titled Summary of
Pending and Recent Threat Investigations, requested by the agency from the
OIG, to support the increased level of protection. In Chapter 4 of this current
report, the section First/Business-Class Exceptions Granted Without
Sufficient Justification to Support Security Concern discusses the PSD’s use
of the OIG report to justify the granting of first/business-class exceptions
based on security concerns.

® On April 3, 2018, in response to Report No. 18-P-0239, Office of Criminal
Enforcement, Forensics and Training management asserted that the office
was performing a “threat assessment” as part of its threat analysis every
90 days for operational purposes. Also, the Office of Criminal
Enforcement, Forensics and Training said that it would be working with
other EPA offices and the OIG to determine which office is best
positioned to perform threat assessments in the future.! We recommended
that the agency complete a threat analysis on a regular basis to identify the
proper protection required for the Administrator. The recommendation is
unresolved with resolution efforts in progress.

Scope and Methodology

We conducted this audit from September 2017 to November 2018, in accordance
with generally accepted government auditing standards issued by the Comptroller
General of the United States. Those standards require that we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for the findings and conclusions
presented in this report.

To determine the frequency, cost and extent of the former Administrator’s travel,
including the travel costs of his security detail and other staff who accompanied

! Protection of the Administrator and determining which EPA office is best positioned to perform threat assessments
is an internal agency decision; the OIG plays no role in these matters.
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him, we obtained and analyzed travel data from the EPA’s Compass Data
Warehouse.?

To determine whether applicable EPA travel policy and procedures were followed
for the former Administrator and others, we:

e Interviewed management and staff in the OA; OCFO; the Office of General
Counsel; the Office of Criminal Enforcement, Forensics and Training; and
OITA to determine the process used to approve and process authorizations
and vouchers.

e Obtained and reviewed all travel vouchers and receipts for the former
Administrator. For others, we selected a judgmental sample of vouchers
and receipts for review.

To determine whether EPA policy and procedures are sufficiently designed to
prevent fraud, waste and abuse with the Administrator’s travel, we reviewed the
policy and procedures, as well as travel documents, for compliance with the FTR.

2 The Compass Data Warehouse is a collection of data from various EPA information systems, including Compass
and the Travel Document System. The data in the warehouse are refreshed daily. Therefore, downloads from the
warehouse represent accounting system data.
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The former Administrator’s teams coordinated their travel planning with the
Associate Administrator of Public Engagement, as well as other program offices
that would have staff traveling based on the specific topics involved, and other
senior leadership. The advance teams also considered all the former
Administrator’s travel-related activities and conducted site walk-throughs of all
venues.

Our analysis showed that travel for the former Administrator’s advance team
generally extended through the end of the trips. Based on discussion with a
member of the former Administrator’s advance team, the staff were busy the
entire trip. Once the former Administrator arrived, one person would go on to his
next meeting place to make sure everything was ready while the other staff would
stay behind to make sure the former Administrator’s needs were met and
everything proceeded smoothly. These activities were conducted separately from
those conducted by the PSD.

Actions Taken

In response to the audit, the Administrator’s office provided a draft version of
proposed standard operating procedures for the planning and coordination of the
Administrator’s domestic and international trips, including activities by the
advance team (non-PSD) and outside meeting requests. The agency also provided
position descriptions outlining the major duties and responsibilities of the
Administrator’s advance team members, including the Director of Scheduling and
Advance, Deputy Director of Scheduling and Advance, and Senior Advance
Associate.

Frequency of Travel to Tulsa, Oklahoma

19-P-0155

OIG analysis of travel data obtained from the EPA’s Compass Data Warehouse
showed that of the 34 trips the former Administrator took from March 2017
through December 2017, 16 trips of these trips (47 percent) were to, or had stops
in, Tulsa, Oklahoma. Details are in Table 3.
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In addition, the agency’s response to Chapter 2 included comments regarding the
excessive costs discussed in Chapter 3 and the findings in Chapter 4 relating to the
former Administrator’s stops in Tulsa and the use of non-contract carriers. We
provided general responses to the agency’s Chapter 2 comments within

Appendix D; more specific comments are provided with Chapters 3 and 4.

The full agency response and our comments on Chapter 2 are in Appendix D,
OIG Responses 2 to 4.
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flights taken August 2—4 included travel from Washington, D.C., to
Indianapolis, Indiana; then from Evansville, Indiana, to Denver,
Colorado. As there is no city-pair fare from Evansville to Denver, for
comparison, we used the coach-class fare purchased by a staff member
who accompanied the former Administrator on all segments of the trip.

The August 7-9 flights included three different trips: Tulsa, Oklahoma,
to Des Moines, lowa; Des Moines to Fargo, North Dakota; and Grand
Forks, North Dakota, to Dallas, Texas. We found no city-pair fares for
the trips to Des Moines and Dallas. Unlike the prior travel period, we
could not identify other staff who accompanied the former Administrator
on all segments of the trip. Therefore, we were unable to identify a
reasonable basis for estimating the coach-class fare. As such, we
allowed the entire airfare claimed even though the amount included first-
class travel for three of the six segments.

Note 2: This trip included flights from Tulsa, Oklahoma, to Corpus Christi,
Texas; then return to Tulsa and from Tulsa to Washington, D.C., during
the period August 30 through September 5. The stays in Tulsa before
and after the official travel were for personal reasons.

There was no city-pair fare between Tulsa and Corpus Christi. As the
Administrator’s official duty station was Washington, D.C., consistent
with the FTR and EPA travel policy we used city-pair fares between
Corpus Christi and Washington as the basis for our calculation, as that
would be the most direct and uninterrupted route for the official travel.

Note 3: This trip included travel from Washington D.C., to Rabat and Marrakesh,
Morocco, and return. As there was no city-pair fare from Marrakesh to
Washington, we used the coach-class fare of other staff who accompanied
the former Administrator as the basis for our calculation.

As discussed in Chapter 1 of this report, in the Scope and Methodology section, we
reviewed all travel vouchers and receipts for the former Administrator, which
allowed us to better estimate the excess costs. However, for other travelers
accompanying him, including the PSD, we selected a sample of vouchers and
receipts for review. Therefore, we did not obtain or review the information needed
to estimate the difference for all travelers as we did for the former Administrator.

Actions Taken

19-P-0155

On April 22, 2019, the agency provided a schedule of its estimate of the excess
costs for the PSD agents accompanying the former Administrator in first and
business class. The schedule was provided to support its statement in the

February 15, 2019, draft report response that PSD agents did not always travel with
the former Administrator. The schedule showed there were no PSD agents
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accompanying the former Administrator in first and business class on eight trips.
The schedule also showed revised estimated excess airfare of $35,980, down from
the $61,971 the OIG estimated for the PSD agents.

We performed a limited review of the April 22, 2019, PSD cost schedule and noted
several discrepancies between the schedule and the documents in the EPA’s official
travel system, Concur. For example, for four of the trips, the agency’s PSD cost
schedule shows “No PSD/Staff Premium Travel Costs” while travel documents in
Concur show PSD agents on the same first-class flights as the former
Administrator. As a result of the noted discrepancies, we cannot rely on the PSD
cost schedule provided by the agency. Our estimated excess airfare amount of
$61,971 for the PSD agents for first/business-class travel remains unchanged.

Moreover, the agency’s conclusion that the former Administrator was not
accompanied by PSD agents in first and business class for several trips
undermines the agency’s stated justification that the former Administrator’s
first/business-class flights were necessary for security reasons. The cornerstone of
the agency’s stated justification for PSD agents traveling first class was that the
PSD agents could not sit in close proximity to properly protect the former
Administrator when flying coach class. The agency’s February 15, 2019,
conclusion raises doubt as to whether it was truly necessary for the PSD agents to
fly in close proximity to the former Administrator and thus whether any
first/business-class airfares were justified for the former Administrator or PSD
agents.

Recommendations

We recommend that the Chief Financial Officer:

1. Evaluate and determine whether the increased airfare costs estimated at
$123,942 related to former Administrator Pruitt’s use of first/business-
class travel without sufficient justification and proper approval, for the
period March 1, 2017, through December 31, 2017, should be recovered
and, if so, from which responsible official or officials, and direct recovery
of the funds.

2. For the period January 1, 2018, through his resignation in July 2018,
evaluate and determine whether any costs related to former Administrator
Pruitt’s use of first/business-class travel without sufficient justification and
proper approval should be recovered and, if so, from which responsible
official or officials, and direct recovery of the funds.

Agency Comments and OIG Evaluation
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The agency asserted that it has completed an analysis showing that all costs
incurred between March 1, 2017, and December 31, 2017, were valid; and all costs
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provided by the PSD. The justification—an unsigned memorandum dated May 1,
2017, from the PSD acting Special Agent in Charge to the former Administrator’s
Travel Coordinator—requested that the former Administrator be strategically
seated in business or first class for official travel. The request stated that the PSD
previously had observed a “lashing out” from passengers while the former
Administrator was seated in coach class and the PSD was not easily accessible to
the former Administrator due to full flights. However, neither the PSD nor the
former Administrator’s Travel Coordinator had the authority to approve first-class
travel.

Federal Requirements and EPA Policy for Granting Exceptions

FTR §301-10.122 requires coach-class accommodations to be used for domestic
and international official business travel. FTR §301-10.123 provides exceptional
security circumstances that would allow the use of other than coach-class
accommodation if the agency specifically authorizes/approves such use. These
circumstances include, but are not limited to, when:

e Use of coach-class accommodations would endanger the traveler’s life or
government property.

e The traveler is an agent on protective detail accompanying an individual
authorized to use other than coach-class accommodations.

e The traveler is a courier or control officer accompanying controlled
pouches or packages.

The circumstance the agency asserted is that the use of coach-class
accommodation would endanger the former Administrator’s life. The FTR’s term
“other than coach-class” refers to first or business class.

The EPA’s RMDS 2550B, Section V, Travel Accommodations, requires that EPA
employees use coach class for official travel unless delegated officials grant an
exception for a higher class. A request for an exception to use other than coach class
(first or business) requires a memorandum that supports the approval from an
employee’s office director or equivalent to the Chief Financial Officer or designee.
When the exception for the former Administrator’s first/business-class travel was
granted, only the Chief Financial Officer and Deputy Chief Financial Officer were
delegated the authority to approve the use of other than coach class (first or business)
for the Administrator under EPA Delegation 1-17A, Domestic Travel, and 1-17B,
International (Foreign and Invitational-Foreign) Travel. This authority was not
re-delegated’. Nonetheless, the then acting Controller approved the exception for the
former Administrator’s first/business-class travel on June 2, 2017, without delegated
authority to properly do so.

7 At the time, the then acting Controller had been delegated authority to approve such first/business-class exceptions,
but only for the position of office director and employees below.
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have flown on the same flights as the former Administrator when they used the
non-contract carriers.

EPA travel policy in RMDS 2550B, Section V, Use of the City Pair Program,
states that the EPA is a mandatory user of the GSA’s city-pair contract. Employees
on official business must use the contract carrier when one is available unless a
specific FTR exception (§301-10.107) applies. The FTR exceptions include:

(a) “Space on a scheduled contract flight is not available in time to
accomplish the purpose of your travel, or use of contract service
would require you to incur unnecessary overnight lodging costs
which would increase the total cost of the trip;

(b) “The contract flight schedule is inconsistent with explicit policies
of your Federal department or agency with regard to scheduling
travel during normal working hours;

(c) “A noncontract carrier offers a lower fare to the general public
that, if used, will result in a lower total trip cost to the Government
(the combined costs of transportation, lodging, meals, and related
expenses considered).”

Before purchasing the non-contract fare, FTR §301-10.108 requires the traveler to
meet one of the above FTR §301-10.107 exceptions and the traveler’s agency to
determine that the proposed non-contract transportation is practical and cost-
effective for the government. FTR §301-10.108 also requires the traveler to show
approval in the travel authorization to use a non-contract fare.

When non-contract carriers/flights were used, the former Administrator, as well as
his staff and PSD agents, used the Concur selection “contract fare used or no
contract fare exists for city-pair market” as the justification. Some of these trips
had narrative justifications in addition to the Concur selection, but many did not.
Furthermore, some of the narrative justifications used were invalid, as they did
not provide information to explain how the FTR exceptions were met. Examples
of these invalid narrative justifications include “booked by the traveler” or

“BCD booked travel.” 1

OIG Analysis of Use of Non-Contract Carriers

Our analysis showed that in most instances the Concur selection “contract fare
used or no contract fare exists for city-pair market” was incorrect. Our search
showed that there were city-pair fares for the routes traveled but the travelers
selected the non-contract carriers for unknown reasons. The agency’s explanation
was that such fares were booked by the contractor, BCD Travel.

10 BCD Travel operates the EPA’s Travel Management Center.
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According to the agency, BCD, as a contractor for the EPA’s Travel Management
Center, is required to follow the FTR per its Memorandum of Understanding'! with
the EPA. However, there is no requirement in the Memorandum of Understanding
for BCD to document compliance with the FTR in Concur. In fact, BCD does not
document/justify the selection of non-contract carriers. Without justification, it is
not clear what FTR exception was met or whether the agency made a determination
on cost-effectiveness. The EPA’s use of BCD does not relieve the traveler’s and
agency’s responsibility for complying with the FTR and EPA travel policy.

Conclusion

The use of the Concur selection “contract fare used or no contract fare exists for
city-pair market” implies that when a non-contract carrier is used there is no
contract fare for the route. However, our analysis included many examples that
showed otherwise. Without justification, the travelers have not demonstrated that
they met the FTR exceptions for using other than city-pair contract fares. Failure
to use city-pair contract carriers without meeting the FTR exceptions is a violation
of the FTR.

Recommendation
We recommend that the Chief Financial Officer:

5. Implement controls to verify contract fares are used unless the
non-contract fares are properly justified and documented.

Agency Comments and OIG Evaluation

The agency disagreed with Recommendation 5. The agency believes its travel
policy and the Concur selection menu, along with justification and the work of its
contractor—BCD—are adequate for verifying that contract fares are properly used
and justified.

We disagree with the agency’s comments. As stated in the report, our analysis
showed that in most instances the statement in the selection menu was not true and
additional narrative justification was not always provided. Further, the EPA’s use
of BCD does not relieve either the traveler’s or the agency’s responsibility for
complying with the FTR and EPA policy.

We consider Recommendation 5 unresolved with resolution efforts in progress.

The agency’s full response and our comments are in Appendix D, OIG Responses
10 and 17.

! Review of the Memorandum of Understanding and BCD’s activities are outside the scope of our audit.
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Conclusion

The OIG could not determine whether the carriers and/or flights selected were the
lowest first/business-class fares available because the government does not have
first/business-class contract fares. The agency’s travel policy does not require the
former Administrator to show whether the flights selected were the lowest
first/business-class cost or the “most advantageous” to the government. Also, the
agency’s travel policy does not require the former Administrator to indicate
whether the lowest first/business-class fare was selected. Without a requirement
for a traveler to affirmatively indicate whether the lowest first/business-class fare
is selected, the agency cannot determine whether the first/business-class fare
selection complies with the FTR.

Unnecessary costs could be incurred if the agency has no controls in place to
verify that when a higher-cost fare is selected a traveler provides sufficient
justification that the fare selection is the most advantageous for the government.
Personal preference for a certain airline could result in the use of
carriers/flights/fares that are not necessarily the lowest fare or the most
advantageous for the government.

Recommendations
We recommend that the Chief Financial Officer:

6. Clarify EPA policy in Resource Management Directive System 2550B on
the requirements for justifying and documenting carrier/flight/airfare
selection when there are no contract fares.

We recommend that the Chief of Staff:

7. Implement controls within the Office of the Administrator to include
adequate justification to support the use of first/business-class travel and
for carrier/flight/airfare selection when there are no contract fares.

Agency Comments and OIG Evaluation

The agency disagreed with Recommendations 6 and 7. For Recommendation 6, the
agency believes that the RMDS discusses the agency requirements. In addition, the
agency believes that the dropdown menu in Concur, along with justification and the
booking of flights by BCD, is sufficient justification/documentation.

For Recommendation 7, the agency believes that sufficient controls are in place.
The agency stated that the former Administrator issued a memorandum requiring
additional approval for any trip made by agency personnel on his behalf with trip
expenditures over $5,000. For these trips, final approval is required from two of
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Although not included in Table 6, the former Administrator’s staff and PSD
agents also had incurred lodging expenses in excess of per diem. We did not
review all vouchers for the former Administrator’s associated travelers but, based
on a sample reviewed, the former Administrator’s staff and PSD agents also
submitted justifications and received second-line supervisor approval after the
fact on numerous occasions. In addition, we identified three instances where the
PSD agents incurred lodging costs in excess of 150 percent of per diem without
justification or second-line supervisor approval. Another PSD agent who incurred
lodging in excess of 150 percent of per diem submitted a justification, but it was
approved by the first-line supervisor, not the second-line supervisor as required
under EPA policy.

The PSD agents traveling with the former Administrator incurred approximately the
same lodging rates as the former Administrator. According to the agency, it is
necessary for PSD agents to lodge in the same hotel and in close proximity in order
to provide security for the former Administrator. Staff other than the PSD agents
who accompanied the former Administrator may or may not have incurred the same
lodging rates. On one occasion, PSD agents stayed in the same hotel and incurred
lower lodging rates than the former Administrator. For example, the former
Administrator and his accompanying PSD agent were cach charged a rate of $669 to
stay at the Cassa in New York City on September 18, 2017—more than double the
per diem rate of $301—while on the same day another PSD agent staying at the same
hotel was charged a rate of $389.

Conclusion

The former Administrator and associated staff and PSD agents claiming lodging
expenses above 150 percent of per diem did not always have the justifications
and/or approvals required under EPA policy. We believe that last-minute travel
plans and changes, along with a continued lack of understanding of the EPA’s
travel policy by staff and management, contributed to the after-the-fact approval
with limited or no justifications.

Exceedance of 150 percent of per diem without sufficient justification and
second-line supervisor approval violates EPA travel policy. Exceeding per diem
rates without proper approval results in unnecessary costs and contributes to the
potential for waste and abuse of taxpayer dollars.

Actions Taken

This issue was discussed with the agency during a meeting on April 30, 2018.
The OCFO has confirmed that no written justifications and approvals had been
received for the three instances in which the former Administrator’s lodging costs
were claimed in excess of 150 percent of per diem (identified in Table 6 above).
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and mandates that use of indirect routes requires justification and approval. The
EPA travel policy reiterates that “employees are responsible for additional costs
when indirect routes are for personal convenience.”

The trips with stops in Tulsa for personal convenience while on business travel
elsewhere were not the direct or usually traveled routes. Therefore, the stops
needed to be justified and the agency needed to determine and limit
reimbursement to the costs of the direct routes. The justifications stated in the
travel documents for the stops in Tulsa for personal reasons were generally either
that the former Administrator paid his own way or that it was cost-eftective for
him to fly through Tulsa. However, the travel authorizations did not contain the
required detail and support to verify these comments. For example, printed copies
of the flights and prices for the direct routes were not uploaded to Concur or
provided by the agency.

Furthermore, the agency did not consider all factors when comparing the former
Administrator’s travel costs with a stop in Tulsa to the costs of the direct routes.
For example, for some of the former Administrator’s trips home for the weekend,
the cost comparison and/or justification was that the former Administrator paid
his own way to Tulsa from his place of business.'* These comparisons did not
document the airfare differences between flying back to Washington, D.C., from
his original place of business versus from Tulsa. On another trip, the cost
comparison was based on the prices for business class when in fact the former
Administrator flew first class, but a less expensive business fare does not
guarantee a less expensive first-class fare. The additional travel costs of the PSD
agents and other staff who accompanied the former Administrator were also not
addressed.

Conclusion

The OIG could not determine a specific cause for the lack of adequate cost
comparison and supporting documents. However, the examples discussed show a
general lack of understanding of cost-comparison requirements in the EPA’s
travel policy by staff and management responsible for the former Administrator’s
travel. Without proper cost comparisons and documentation, we were unable to
determine whether additional costs were incurred for those stops in Tulsa the
former Administrator made for personal convenience.

4 The OIG did not verify the former Administrator’s method of payment used in the cost comparison, i.e., cash,
credit card or frequent-flyer miles.
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travelers. However, the policy does not specify whether all travelers must
individually prepare a trip report.

Based on discussions with OITA, each traveler is required to submit a report in
FIAT with the standard form provided, but the amount of information in the
report varies depending on the individual traveler. Some travelers provide a
detailed summary as an attachment to the form; others just submit the essential
information required in the form. Sometimes a team of several people on the same
trip would prepare a single trip summary and each attach it to their individual trip
report form in FIAT. The main purposes of the trip report are to obtain a summary
of the events and track any commitments the travelers may have made on behalf
of the agency. The reports also are used as the information library for OITA’s
desk officers to avoid duplication of efforts in future trips.

OIG Analysis of Trip Reports

The former Administrator had planned four international trips: to Mexico City,
Mexico; Sydney, Australia; Rome, Italy; and Rabat, Morocco. The trip to Mexico
City was canceled without travel and did not require an international trip report. The
Sydney trip was canceled prior to the former Administrator’s departure date, but his
advance teams had deployed and arrived 2 days before the trip was canceled, thus
requiring a trip report. The remaining two trips—to Rome and Rabat—were taken
and also required trip reports. We obtained and reviewed hard-copy reports from
OITA for only two of the three trips through December 31, 2017, that required trip
reports—Sydney and Rome.

Our analysis found that for the Sydney and Rome trips, not all travelers submitted a
trip report. Within the reports submitted, there were numerous errors. For example,
for the Sydney trip, three employees reported that the “trip was completed
successfully without incident,” which was entirely untrue. The trip was canceled
shortly after the deployment of two of these employees and before the third
employee even started the trip. In addition, some of the travel dates in the reports did
not match the travel vouchers.

The errors in the international trip reports reflect a lack of management oversight
and employee understanding of the requirements to file a report or the need for an
accurate report. Although a lack of submission of international trip reports was
raised in a prior OIG audit report,'> the EPA’s revised travel policy did not
provide clarification about the requirements. Rather, the revised policy, effective
during the period of our audit, provided less information about the requirements
than the prior version. According to the Controller, it was the OCFQO’s intent to
leave the international travel requirements out of the travel policy and only
reference the requirements in the attachments to the policy because the OCFO
does not have control over the OITA’s FIAT system.

15 EPA Needs Better Management Controls for Approval of Employee Travel, Report No. 15-P-0294, issued
September 22, 2015.
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For the Rabat trip, a narrative report was prepared by the embassy to summarize the
matters discussed. The report does not include the details at the employee level
required in FIAT. As a result, we are unable to verify the trip information as we did
for the Rome and Sydney trips. According to the agency, this is not at all unusual.
One person can draft a trip report when a group travels for the same purpose.

Conclusion

The lack of trip report submissions affects proper monitoring of international
engagements. Without accurate and complete reports, the EPA cannot confirm
that commitments in the international community are honored and in line with the
agency’s priorities. Accurate and complete reports also provide essential
information to OITA and other EPA offices to avoid duplication of efforts in
future trips and afford efficient use of EPA resources.

Actions Being Taken

We were informed by the agency that OITA will release a new version of the FIAT
database. The updated version will be internet-based and allow users to access it
from anywhere. It will send travelers automated reminders of the requirement to
complete a trip report within 15 days and include other features to help travelers
complete the form. Detailed information also will be available in the user guide. In
addition, the system will allow the National Program Manager and regional
coordinator to identify travel plans with missing trip reports. According to OITA, as
of November 13, 2018, the updated version had been loaded onto the agency’s server
and will be rolled out to the three selected OITA administrative staff for pilot testing.

In its response, the agency proposed an estimated corrective action completion date
of March 31, 2019. We followed up with the agency on the status of the corrective
actions, and on April 22, 2019, were advised that the new version of FIAT was rolled
out to a test group within OITA during the second quarter of fiscal year 2019.
Testing identified a critical coding issue that affected the operation of FIAT. Further
roll-out of the new system was halted so that changes could be implemented, and the
system rested. As of May 6, 2019, OITA continued encountering technical problems
and has reached out to the Office of Environmental Information for advice and
assistance. Once the technical issue is resolved and re-testing within OITA offices
proves successful, the agency will begin expanding the new FIAT to other National
Program Managers and regions. The agency’s revised estimated corrective action
completion date is September 30, 2019.

According to the agency, as a stop-gap measure to improve compliance rates with
filing trip reports, OITA’s Office of Management and International Services has
been monitoring trip reports in the Lotus Notes version of FIAT and contacting
travelers who have not filed a report within 7 business days to remind them of the
trip report requirement.
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Per the EPA’s RMDS 2550B, Section V, Travel Accommodations, EPA
employees must use coach class for official travel unless delegated officials grant
an exception for other than coach class. A request for an exception to use other
than coach class (business class) requires a memorandum from the employee’s
office director or equivalent to the appropriate delegated officials for approval of
business class. The designated approver for the use of business class for the
Administrator’s staff is the Deputy Chief of Staff; for all other employees it is
their Assistant Administrator/Deputy Assistant Administrator.

The use of business-class travel for staft and PSD agents was related to
international trips. The business-class travel identified included the Australia trip in
August 2017 and one segment for an employee’s flights for the Morocco trip in
December 2017. We did not review all vouchers for these trips. For the four
selected vouchers reviewed for the Australia trip (two each for PSD and the former
Administrator’s staff), all employees flew round-trip business class. The travel
authorizations for the former Administrator’s staft noted that the “airfare exceeded
the daily threshold of $5,000 due to the length of the flights—over 20 hours each
way.” However, the staff did not submit an exception request to their designated
approving official—the Deputy Chief of Staff—for the upgrade to business class,
as required under EPA policy. The length of the flight alone does not constitute
sufficient justification to approve business-class accommodation.

The two PSD agents submitted exception requests and their Director submitted a
written request to their acting Assistant Administrator as required by the EPA
policy. The request was approved prior to the travel. However, the request and
approval were based only on the fact that the travel time—including stopovers
and change of planes—exceeded 14 hours. The request also included that the
former Administrator’s staff were traveling in business class. However, the
approval did not address the constructive costs or the urgency of the business, as
required under the FTR and EPA policy.

In another instance, the acting Deputy Chief of Staff approved the use of business
class for a staft member traveling with the former Administrator on the Morocco
trip without the required analysis. The use of business class pertained to the
international segment of the return flight from Morocco and cost close to $3,000
more than the coach-class fare. The approval was based solely on the fact that the
flight time—including the stopover—exceeded 14 hours and did not include an
analysis of the constructive costs or the urgency of the business, as required under
EPA policy.

The use of business class for the Morocco trip was discussed with the agency. The
Controller said the upgrade was fully justified and constructive costs and urgency
of mission were considered, even though the factors were not documented in the
approval memorandum. The agency provided no documentation to show these
factors were considered. Without additional documentation, the OIG cannot
confirm that the constructive costs and urgency of mission were considered.
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Conclusion

Senior management officials approved the use of business-class travel for the
PSD and the former Administrator’s staff without meeting the requirements of the
FTR and EPA policy. These approvals show a lack of understanding of the
requirements for the use of business-class travel. Approving the use of business
class without analyzing the constructive costs and justifying the urgency of
mission violates EPA policy and results in unnecessary and/or unjustified costs.

Recommendations

We recommend that the Chief Financial Officer:

12. Implement controls to verify that the use of first/business-class travel
complies with the requirements of the Federal Travel Regulation and EPA
policy in Resource Management Directive System 2550B prior to
approval of the travel authorization.

13. Provide guidance on documentation needed to support approval for
first/business-class travel.

14. Identify and review all business-class travel claimed for the staff and
Protective Service Detail agents who accompanied the former
Administrator on travel from March 2017 through his resignation in
July 2018 for proper approval. Where policy was not followed, recover
any excess costs claimed for the use of business class.

Agency Comments and OIG Evaluation
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The agency disagreed with Recommendations 12 and 14 and agreed with
Recommendation 13.

For Recommendation 12, the agency believed sufficient controls were in place
through the agency’s travel policy and the Memorandum of Understanding with
BCD, its travel management contractor, which requires compliance with the FTR.
We disagree with the agency that adequate controls are in place. The agency’s
record shows otherwise. As explained in the report, we found that the use of
business-class travel by the former Administrator’s staff and PSD agents was not
always approved in accordance with the FTR and/or EPA travel policy. We found
that several PSD agents and the former Administrator’s staff received approval for
business-class travel without a formal request as required by EPA policy. Others
who submitted a formal request received approval without the required analysis.

For Recommendation 13, the agency provided several agencywide training
courses in 2018, including one specific for OA staff and management. However,
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The last military flight, to Camp David, was provided by the White House and did
not result in any transportation costs to the EPA.

The former Administrator’s use of chartered flights included a planned flight to
Guymon, Oklahoma, as part of the Waters of the United States State Action tour.
The charter was necessary because, due to the remote location of the meeting site,
commercial flights were not available. The use of the second charter was an
unplanned flight from Denver to Durango, Colorado, for a meeting at the Gold
King Mine, where a major spill previously had occurred. The use of the charter
resulted from weather delays with a booked commercial flight; the charter was
needed to meet the former Administrator’s schedule. Our audit found that the use
of the charter flight was justified under the FTR, which allows for the use of
charters to meet scheduling needs. These flights were properly approved by the
agency’s acting Principal Deputy General Counsel and acting General Counsel in
accordance with EPA policy.

Conclusion

The costs incurred for the former Administrator’s use of military and charter
flights were properly approved. The agency’s General Counsel determined that
these actions complied with Office of Management and Budget Circular A-126
and FTR requirements. Based on supporting documentation, these actions were
justified and allowed under the referenced regulations and EPA travel policy.
Consequently, we make no recommendations regarding the use of military or
chartered flights.

Agency Comments and OIG Evaluation

19-P-0155

The agency provided no comments on this finding.
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Evaluate and determine whether the increased airfare
costs estimated at $123,942 related to former
Administrator Pruitt's use of first/business-class travel
without sufficient justification and proper approval, for the
period March 1, 2017, through December 31, 2017,
should be recovered and, if so, from which responsible
official or officials, and direct recovery of the funds.

For the period January 1, 2018, through his resignation in
July 2018, evaluate and determine whether any costs
related to former Administrator Pruitt's use of
first/business-class travel without sufficient justification
and proper approval should be recovered and, if so, from
which responsible official or officials, and direct recovery
of the funds.

Implement controls to verify the approving official has
adequate authority prior to granting first’business-class
exceptions.

Implement controls agencywide to verify that the use of
other than coach-class travel is properly justified and
documented prior to approval of the travel authorization.

Implement controls to verify contract fares are used unless
the non-contract fares are properly justified and
documented.

Clarify EPA policy in Resource Management Directive
System 25508 on the requirements for justifying and
documenting carrier/flight/airfare selection when there are
no contract fares.

Implement controls within the Office of the Administrator to
include adequate justification to support the use of
first/business-class travel and for carrier/flight/airfare
selection when there are no contract fares.

Implement controls to verify appropriate approval and
adequate justification for lodging over 150 percent of
per diem and minimize after-the-fact approvals.

Implement controls within the Office of the Administrator to
confirm that adequate cost comparisons are provided
before approving travel authorizations where an
alternative travel method is used (i.e., when the direct or
usually taken routes are not used).

Clarify the requirement and importance of trip reports for

all international travel.

Implement controls to verify that international trip reports
are accurate and complete.

U

Chief Financial Officer

Chief Financial Officer

Chief Financial Officer

03/28/19

Chief Financial Officer

Chief Financial Officer

Chief Financial Officer

Chief of Staff

Chief Financial Officer 02/19/19

Chief of Staff

Assistant Administrator for ~ 09/30/19
International and Tribal
Affairs
Assistant Administrator for ~ 09/30/19

International and Tribal

Affairs

$124
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RECOMMENDATIONS

Potential
Planned Monetary
Rec. Page Completion Benefits
No. No. Subject Status! Action Official Date (in $000s)
12 40  Implement controls to verify that the use of first/business- u Chief Financial Officer
class travel complies with the requirements of the Federal
Travel Regulation and EPA policy in Resource
Management Directive System 25508 prior to approval of
the travel authorization.
13 40  Provide guidance on documentation needed to support U Chief Financial Officer
approval for first/business-class travel.
14 40  Identify and review all business-class travel claimed for u Chief Financial Officer

the staff and Protective Service Detail agents who
accompanied the former Administrator on travel from
March 2017 through his resignation in July 2018 for proper
approval. Where policy was not followed, recover any
excess costs claimed for the use of business class.

1 C = Correction action completed.
R = Recommendation resolved with corrective action pending.
U = Recommendation unresolved with resolution efforts in progress.
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Security Detail’s (PR} threat assessment, was presented t the Acting Controller. The Acting
Controller met with the Acting CFO on May 11, 2017 and discussed that they would rely on the
secutily professionals to determine that there was a threat. At that mecting, the Acting CTO
agreed that the office would grant an exeeption for (it class ravel based on PSD s assessment.

While EPA"s policy is 10 delegate authorities in writing, one court has found that if the
supervisor is aware that an authosity i being carried out by o subordinate and the supervisor doces
not object. the actions of that subordinate are valid pursuant 16 an “implicd delegation.™ See
Parrish v Shinseki, 24 Yel App. 391 (2011 Here, the Acting CFOY was aware that the Acting
Controller was approving first class travel for the Administrator, The Acting CFO was under the
inpression that the authority had been redelegated 10 thar position, and further, did not ohject 1n
the Acting Controller’s role of approving first class ravel. In fact, the Acting CFO expressed his
approval of the determination when he met with the Acting CHFO an May 11, Beeause the Acting
Contreller was operating pursuant 1o this implied redelesation, the exceptions for the
Administrator’s travel were valid.

Plcase contact me on 202-364-83138 or Elise Packard. Acting Deputy General Counsel on
202-5364-7720 it vou have any further questions.

(T Holly Greaves
Kevin Christensen
John Tref
Buobbie Trent
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REDFELEGATIONS

1. Domestv Travel - Effective immediately. the CFO and DCFO redelegate to the Conroller the
authority to approve other than coach-class (first-class) accommodations, including after-the-fact or
post-travel waivers, for agency employees under the cniteriz provided in the FTR and agency travel
pulicy. Further redelegation is nor permitted

B

[riternational Travel - Effective immediately, the CFO and DCFO redelegate wo the Controller the
authority to approve other than coacheclass (first-class) accommedations. including after-the-fact or
post-travel waivers, for agency employees under the critenia provided in the FTR and ageney travel
policy. Further redelegation is not permitted.

Any official who redelegates an authority retains the right to exercise or withdraw autherity,
Redelegaled authority may be excreised by any official in the chain of command to the official 10 whom
it has been specifically redelewated.

LIMITATIONS

As a matter of ageney policy and ethical considerations, the Controller must not authorize or approve his
or her own domestic or international travel, The CFQ, DCFO or designee will approve all travel for the

Controller.

ce: OCLHO Senior Manapers
Senior Resourre (Oficials
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oo Youare anwpent on protevtive detarl and you are accompanying anaindivideal authorizad
o use uther than coach-class accommuodations: or

Yo are ¢ courier ar control amicer accempanying controlled ponches or packages.

Aeeney requirements for the use ef (ther Fhan Coach-Class Accommodations are also discussed s
Resource Manavement Directives Svatem 25508 Ofticial Trinvell located e

B b e s e e e borse e Dot e sk ol e et A cop of this memorandui
~heald e attached 1o the tavel vouchers TEvou bave any guestions et aged assistance, please contucr

Vheen Atcherson, Acting Director. Polrey s Tramimg & Accountahility Division at (2027 5642285

Attachrent

SO OCTO-OCNGRS
Hlelema Wonden- Apuilar
Henn Bamnet
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Appendix |

Distribution
The Administrator
Associate Deputy Administrator and Chief of Operations
Chief of Staff
Deputy Chief of Staff

Chief Financial Officer

Assistant Administrator for Enforcement and Compliance Assurance

Assistant Administrator for International and Tribal Affairs

General Counsel

Agency Follow-Up Coordinator

Associate Administrator for Congressional and Intergovernmental Relations

Associate Administrator for Public Affairs

Deputy Chief Financial Officer

Associate Chief Financial Officer

Controller, Office of the Controller, Office of the Chief Financial Officer

Deputy Controller, Office of the Controller, Office of the Chief Financial Officer

Principal Deputy Assistant Administrator for Enforcement and Compliance Assurance

Deputy Assistant Administrator for Enforcement and Compliance Assurance

Principal Deputy Assistant Administrator for International and Tribal Affairs

Principal Deputy General Counsel

Associate General Counsel, General Law Office, Office of General Counsel

Director, Office of Criminal Enforcement, Forensics and Training, Office of Enforcement
and Compliance Assurance

Director, Office of Continuous Improvement, Office of the Administrator

Audit Follow-Up Coordinator, Office of the Administrator

Audit Follow-Up Coordinator, Office of the Chief Financial Officer

Audit Follow-Up Coordinator, Office of Enforcement and Compliance Assurance

Audit Follow-Up Coordinator, Office of International and Tribal Affairs

Audit Follow-Up Coordinator, Office of General Counsel
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Purpose

The Office of Inspector General (OIG) of the U.S. Environmental Protection
Agency (EPA) conducted an audit of the EPA’s use of administratively
determined (AD) positions. Our objective was to determine how the agency used
its authority under the Safe Drinking Water Act (SDWA) to fill up to 30 AD
positions. This audit was initiated based, in part, on a congressional request.

Background

The EPA Administrator has authority under the SDWA to appoint personnel to
fill not more than 30 scientific, engineering, professional, legal and administrative
positions without regard to the civil service laws. The agency refers to these
positions as AD positions.

A provision of the SDWA—42 U.S.C. § 300;-10, which is titled Appointment of
scientific, etc., personnel by Administrator of Environmental Protection Agency
for implementation of responsibilities;, compensation—provides the following
description of the Administrator’s authority related to AD positions:

To the extent that the Administrator of the Environmental
Protection Agency deems such action necessary to the discharge
of his functions under title XIV of the Public Health Service Act
[42 U.S.C. §§ 300f et seq.] (relating to safe drinking water) and
under other provisions of law, he may appoint personnel to fill not
more than thirty scientific, engineering, professional, legal, and
administrative positions within the Environmental Protection
Agency without regard to the civil service laws and may fix the
compensation of such personnel not in excess of the maximum rate
payable for GS-18 of the General Schedule under section 5332 of
title 5.!

The EPA has various appointment authorities besides those granted under the
SDWA. Depending on the requirements of the position, the agency can convert
employees in AD positions to other types of appointments, including:

e Noncareer Senior Executive Service (SES). The number of these
appointments are limited by law and are excepted from competitive service.

e Schedule C. The appointments to these positions are excepted from
competitive service because they have policy-determining (i.e.,
policymaking) responsibilities or require the appointees to serve in close

' GS stands for General Schedule.
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and confidential working relationships with the head of an agency or other
key appointed officials.

o Schedule A. These appointments include positions excepted from
competitive service that are not of a confidential or policy-determining
character. This appointing authority is used for special jobs or situations
for which it is impractical to use standard qualification requirements and
to rate applicants using traditional competitive procedures.

o Career Conditional. These appointments are permanent positions in the
competitive service for employees with less than 3 years of federal
service.

Schedule C and noncareer SES employees are considered political appointees
because they are excepted from the competitive service due to their confidential
or policymaking nature within an executive agency. All Schedule C and noncareer
SES appointments, including those converted from AD positions, must undergo a
U.S. Office of Personnel Management (OPM) approval process.

Responsible Offices

The EPA’s Chief of Staff and the White House Liaison, both within the Office of
the Administrator, are responsible for recruiting and recommending individuals
for AD positions, with input from the Administrator.

Within the Oftice of Mission Support, the Office of Human Resources provides
agencywide policy development, strategic planning and direction for the EPA’s
human resources program, including executive resources management.

Prior Report

19-P-0279

EPA OIG Report No. 18-N-0154, Management Alert: Salary Increases for
Certain Administratively Determined Positions, issued April 16, 2018, provided
information pertaining to six employees who occupied AD positions. Specifically,
the report outlined certain personnel actions, including who requested and signed
actions related to these employees, position conversions and salary increases. The
OIG found that the authority under the SDWA was used to provide significant
pay raises for individuals in AD positions. We identified three employees in AD
positions who were converted to Schedule C positions and then back to their
original AD positions. Two of these employees received salary increases with the
Schedule C conversion. All three employees received significant salary increases,
ranging from 25.1 percent to 72.3 percent, when converted back to their original
AD positions. As a result of the audit, the agency later reduced the salaries of the
two employees who received increases with their Schedule C conversions back to
their original AD salaries. The OIG made no recommendations.















legal, scientific and administrative) and location (Administrator’s office, program
offices and regional offices). Beginning in 2017, EPA Administrators used their
authority under the SDWA to expedite the hiring of employees intended for
political appointments. The act does not specify how appointments are to be used
and does not require that appointees work on drinking-water related issues.
Therefore, the agency’s use of AD positions is consistent with the authority
provided by the statute. As a result, we make no recommendations.

Agency Comments and OIG Evaluation

19-P-0279

The report contained no recommendations; therefore, the agency was not required
to respond. Nonetheless, the agency responded on August 12, 2019 (Appendix A).
The response did not address the factual accuracy of the report. As such, the OIG
stands by the factual accuracy of the report and its conclusion that the agency’s use
of AD positions is consistent with the authority provided by the SDWA.






on the agency’s employment roster at the time of the move to the new appointment. The audit
admits this was a practice used by previous Administrations and another indication the EPA’s
use ot administratively determined positions is and continues to be consistent with its authority
under the SDWA.

CONTACT INFORMATION:

If you have any questions regarding this response. please contact Aaron Dickerson at 202-564-
6999 or Dickerson.auron ¢ epa.gov o ensure it is appropriately addressed.

Attachments:

Administratively Determined Positions
Administratively Determined Positions Legislative History

ce: Donna Vizian. OMS/PDAA.
Matthew Z. Leopold, General Counsel
Holly W. Greaves, Chief Financial Officer
Elise Packard. Deputy General Counsel for Operations
W. Carpenter. OMS/DAA-ARM
D. Zeckman, OMS/ADAA
K. Christensen. OIG/DIG
I. Trefry, O1G/Director
D. Fotohui. OGC/PDAA
. Bloom. OCFO/PDAA
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ADMINISTRATIVELY DETERMINED (AD)

Authority

Under provisions of the Safe Drinking Water Amendments of 1977
(Public Law 95-190, November 16, 1977), the EPA Administrator has the
authority to fill 30 scientific, engineering, professional, legal, or
administrative positions without regard to the civil service laws. These
appointments allow the Administrator the flexibility of appointing
individuals to positions equivalent to the GS-15 grade level and below
pursuant to Section 11(b) of the Safe Drinking Water Amendments. No
interaction or approval with OPM is required. The agency independently
establishes positions, makes qualifications determinations and effects
appointment.

Pay

The AD authority is an ungraded system, consisting of any pay rate not in
excess of the maximum salary rate payable for the GS-15 step 10 level.
When comparability increases are granted to other GS employees, the
Administrator normally reviews existing AD pay rates and determines
whether or not to adjust them as well. Such adjustments can be made
across the board or on an individual basis.

Benefits

AD employees are entitled to the same benefits as competitive
service employees: Annual and sick leave; health, life insurance
coverage, and retirement.

Awards

Non-temporary AD employees are entitled to Time Off (TOA) and
monetary awards (Q award, S award, On-The-Spot award, or Team
award). These awards will be processed in accordance with the same
guidance as provided for General Schedule employees.

NOTE: Monetary awards for AD employees are on “freeze” per a
memorandum from the White House dated August 3, 2010. They will
remain on freeze until further notice.

-t

Performs

AD employees are covered by the Agency’s PERFORMS plan.
AD employees should have performance agreements in place (based upon
the Statement of Work) and evaluated accordingly.

Details

19-P-0279

AD employees can be detailed to other excepted service positions.

10



AD’s as Supervisors AD appointees may supervise e_n}ployees who occupy
competitive service of SES positions (both General and

Career Reserved).

1
O

Reassignment and . AD employees may be assigned to various capacities as

Promotion the Administrator determines necessary. Thus, each
reassignment action must be accompanied by a signed
memorandum from the Administrator and Statement of
Work.

Because AD employees are not in “graded” (GS) positions,
they cannot be promoted; however, their pay may be
adjusted at the request and approval of the Administrator.

Employees in AD positions must be able to qualify for the
position’s classification series and the level of work and
responsibilities to be performed in accordance with the
Office of Personnel Management’s qualifications policies
and standards. Example: In order to qualify for a position
that has duties and responsibilities determined to be
classifiable at the grade 11, the employee must have a least
one year of specialized/directly related work experience at
the next lower grade (grade 9).

Separations/Removals AD employees serve at the pleasure of the Administrator
and may be separated at any time. They have no appeal

rights.

For additional information or questions, please call the Executive Resources Division, Office of
Human Resources on 202-564-0400.

19-P-0279 11
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Distribution

The Administrator

Deputy Administrator

Chief of Staff

Deputy Chief of Staff

Assistant Administrator for Mission Support

Agency Follow-Up Official (the CFO)

Agency Follow-Up Coordinator

General Counsel

Associate Administrator for Congressional and Intergovernmental Relations

Associate Administrator for Public Affairs

Principal Deputy Assistant Administrator for Mission Support

Associate Deputy Assistant Administrator for Mission Support

Deputy Assistant Administrator for Administration and Resources Management,
Office of Mission Support

Director, Office of Resources and Business Operations, Office of Mission Support

Director, Office of Continuous Improvement, Office of the Administrator

Audit Follow-Up Coordinator, Office of the Administrator

Audit Follow-Up Coordinator, Office of Mission Support
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DISPOSITION:

This was a fact-finding matter. The matter was completed and the appropriate documents
provided to Congress. No further action is required. As such, this matter is being closed.

RESTRICTED INFORMATION | This report is the property of the Office of Investigations and is loaned to your agency: it and its contents may not be
reproduced without written permission. The report is FOR OFFICIAL USE ONLY and its disclosure to
Page 2 unauthorized persons is prohibited. Public availability to be determined under 5 U.S.C. 552.
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