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Department of Energy
Washington, DC 20585

September 12, 2022

Via email

RE: HQ-2021-00602-F

This is a final response to the request for information that you sent to the U.S. Department
of Energy (DOE) under the Freedom of Information Act (FOIA), 5 U.S.C. § 552. You
requested:

A copy of the syllabus, the outline, and the presentation slides from the
Department of Energy's Historical Restricted Data Reviewer course.

Your request was assigned to DOE’s Office of Health, Environment, Safety, & Security
(AU), to conduct a search of its files for responsive records. AU started its search on May
3, 2021, which is the cut-off date for responsive records. AU completed its search and
identified three (3) documents responsive to your request. These documents are being
provided to you as described in the accompanying index.

Upon review, DOE has determined that certain information contained within the
documents should be withheld pursuant to Exemptions 3, 6, and 7(E) of the FOIA, 5
U.S.C. § 552 (b)(3), (b)(6) and (b)(7)(E).

Exemption 3 protects from disclosure information "specifically exempted from disclosure
by statute (other than section 552(b) of this title), if that statute (A)(1) requires that the
matters be withheld from the public in such a manner as to leave no discretion on the
issue; or (i) establishes particular criteria for withholding or refers to particular types of
matters to be withheld[.]" 5 U.S.C. § 552(b)(3). The Atomic Energy Act of 1954 (AEA),
42 U.S.C. § 2011, 1s one such statute that falls within the coverage of Exemption 3.
Sections 141-146 of this Act (42 U.S.C. 2161-2166) and/or section 148 of this Act (42
U.S.C. 2168) prohibits the disclosure of information concerning atomic energy defense
programs that is classified as either Restricted Data (RD) or Formerly Restricted Data
and/or determined to be Unclassified Controlled Nuclear Information (UNCI) pursuant to
the AEA, as amended.
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The portions deleted from the subject document pursuant to Exemption 3 contain
information about weapon design that has been that has been classified as RD and/or
nuclear materials that has been safeguarded as UCNI. Disclosure of the exempt data could
jeopardize the common defense and the security of the nation and/or have a significant
adverse effect on the health and safety of the public.

Exemption 6 is generally referred to as the “personal privacy” exemption; it provides that
the disclosure requirements of FOIA do not apply to “personnel and medical files and
similar files the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy.” 5 U.S.C. § 552(b)(6). In applying Exemption 6, the DOE considered:
1) whether a significant privacy interest would be invaded; 2) whether the release of the
information would further the public interest by shedding light on the operations or
activities of the Government; and 3) whether in balancing the privacy interests against the
public interest, disclosure would constitute a clearly unwarranted invasion of privacy.

The information withheld under Exemption 6 consists of personal names. This
information qualifies as “similar files” because it is information in which an individual
has a privacy interest. Moreover, releasing the information could subject the individuals
to unwarranted or unsolicited communications. Since no public interest would be served
by disclosing this information, and since there is a viable privacy interest that would be
threatened by such disclosure, Exemption 6 authorizes withholding the information.
Therefore, we have determined that the public interest in the information’s release does
not outweigh the overriding privacy interests in keeping it confidential.

Exemption 7 protects from disclosure “records or information compiled for law
enforcement purposes” that fall within the purview of one or more of six enumerated
categories. To qualify under Exemption 7, the information must have been compiled,
either originally or at some later date, for a law enforcement purpose, which includes
crime prevention and security measures, even if that is only one of the many purposes for
compilation.

Exemption 7(E) provides that, “records or information compiled for law enforcement
purposes” may be withheld from disclosure, but only to the extent that the production of
such documents “would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law.”

The information withheld under Exemption 7(E) consists of information that would
provide insight into the relative sensitivity of still-classified information or would
materially assist efforts to compile sensitive information through the association of
declassified information and/or publicly released information. The release of this
information could impair the Department's ability to enforce the laws regarding
classification and is therefore exempt from disclosure. Because the redacted portions of
the enclosed document contains information about DOE’s investigative techniques that
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could be used by an individual to obtain classified or sensitive information on DOE
networks without authorization or details of personnel security techniques, we are
withholding this information pursuant to Exemption 7(E).

This satisfies the standard set forth at S U.S.C. § 552(a)(8)(A) that agencies shall
withhold information under FOIA “only if (I) the agency reasonably foresees that
disclosure would harm an interest protected by an exemption...; or (II) disclosure is
prohibited by law...” 5 U.S.C. § 552(a)(8)(A) also provides that whenever full disclosure
of a record is not possible, agencies shall “consider whether partial disclosure of
information is possible...and (II) take reasonable steps necessary to segregate and release
nonexempt information.” Therefore, we have determined that, in certain instances, a
partial disclosure is proper.

Pursuant to 10 C.F.R. 1004.6(d), Nicholas G. Prospero, acting Director, Office of
Classification, Office of Environment, Health, Safety and Security, is the official
responsible for the denial of the DOE classified information.

Pursuant to 10 C.F.R. §1004.1, DOE will make available records it is authorized to
withhold under the FOIA whenever it determines that such disclosure is in the public
interest. With respect to the information withheld from disclosure pursuant to Exemption
3, DOE has no further discretion under the FOIA or DOE regulations to release
information currently and properly classified as Restricted Data under the AEA.

Pursuant to 10 C.F.R. § 1004.7(b)(2), I am the individual responsible for the
determination to withhold the Exemption 6 and 7E information described above. The
FOIA requires that “any reasonably segregable portion of a record shall be provided to
any person requesting such record after deletion of the portions which are exempt.” 5

U.S.C. § 552(b). As aresult, a redacted version of the documents is being released to you
in accordance with 10 C.F.R. §1004.7(b)(3).

This decision, as well as the adequacy of the search, may be appealed within 90 calendar
days from your receipt of this letter pursuant to 10 C.F.R. § 1004.8. Appeals should be
addressed to Director, Office of Hearings and Appeals, HG-1, L’Enfant Plaza, U.S.
Department of Energy, 1000 Independence Avenue, S.W., Washington, D.C. 20585-
1615. The written appeal, including the envelope, must clearly indicate that a FOIA
appeal is being made. You may also submit your appeal by e-mail to

OHA filings@hq.doe.gov, including the phrase “Freedom of Information Appeal” in the
subject line (this is the preferred method by the Office of Hearings and Appeals). The
appeal must contain all the elements required by 10 C.F.R. § 1004 8, including a copy of
the determination letter. Thereafter, judicial review will be available to you in the Federal
District Court either (1) in the district where you reside, (2) where you have your
principal place of business, (3) where DOE’s records are situated, or (4) in the District of
Columbia.

You may contact DOE’s FOIA Public Liaison, Alexander Morris, FOIA Officer, Office
of Public Information, at 202-586-5955, or by mail at MA-46/Forrestal Building 1000
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Independence Avenue, S W., Washington, D.C., 20585, for any further assistance and to
discuss any aspect of your request. Additionally, you may contact the Office of
Government Information Services (OGIS) at the National Archives and Records
Administration to inquire about the FOIA mediation services they offer. The contact
information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park,
Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at
1-877-684-6448; or facsimile at 202-741-5769.

The FOIA provides for the assessment of fees for the processing of requests. See 5
U.S.C. § 552(a)(4)(A)(1); see also 10 C.F R. § 1004.9(a). In our October 19, 2021 letter,
you were advised that your request was placed in the “other” category for fee purposes.
Requesters in this category are entitled to two (2) free hours of search time and are
provided 100 pages at no cost. DOE’s processing costs did not exceed $15.00, the
minimum amount at which DOE assesses fees. Thus, no fees will be charged for
processing your request.

This is the final response that you will receive from this office regarding your request.
You may contact me or Jennifer Goldsmith of my staff with any questions about the
processing of your request or this letter at:

MA-46/ Forrestal Building

1000 Independence Avenue, S.W.
Washington, DC 20585

(202) 586-5955

I appreciate the opportunity to assist you with this matter.

Sincerely,
Digitally signed by
Alexander C Alexander C. Morris
= Date: 2022.09.12
Morrls 11:08:01 -04'00"

Alexander C. Morris
FOIA Officer
Office of Public Information

Enclosures
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Request #: HQ-2021-00602-F
Final response to request for:
A copy of the syllabus, the outline, and the presentation slides from
the Department of Energy's Historical Restricted Data Reviewer

course.

DOE’s Office of Health, Environment, Safety, & Security (AU) has completed its search
and identified three (3) documents responsive to your request.

¢ One (1) document is being released in its entirety.
¢ One (1) document is being released, in part, pursuant to FExemption 3.

¢ One (1) document is being released, in part, pursuant to Exemptions 6 and 7(F).
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HISTORICAL RECORDS RESTRICTED DATA REVIEWERS COURSE
DESCRIPTION

Duration: 4 Days

Designed For: All individuals in agencies and subagencies subject to section 3.3 of
Executive Order 13526, “Classified National Security Information,” who are conducting
page-by-page reviews for Restricted Data (RD) and/or Formerly Restricted Data (FRD)
in the course of reviewing their agency's documents.

Description: RD and FRD are distinct categories of classified information controlled by
the Atomic Energy Act. RD can only be declassified by DOE. FRD must be jointly
declassified by DOE and the Department of Defense (DoD). Other agency reviewers
may encounter unmarked RD and/or FRD during the declassification reviews of
documents containing National Security Information. This course provides a historical
background and technical overview designed to give students the ability to recognize
potential RD and/or FRD information in documents for the purpose of tabbing and setting
them aside. The course consists of 17 modules, each of which concentrates on a
different area of potentially classified information.

Module A - Introduction

Module B - Nuclear Science and Related Terms

Module C - History of U.S. Nuclear Energy Program
Module D - History of DOE Facilities

Module E - The Classification System and Related Issues
Module F - Nuclear Weapons |

Module G - Nuclear Weapons Il

Module H - Safing, Arming, Fuzing, and Firing

Module | - Nuclear Weapon Use Control

ModuleJ - Nuclear Weapon Outputs and Effects

Module K - Vulnerability and Hardening

Module L - Military Utilization of Nuclear Weapons
Module M - Isotope Separation

Module N - Production Reactors and Related Technologies
Module O - Naval Nuclear Propulsion Information

Module P - Reportto Congress/Lessons Learned

Module Q - National Security Information E.O. 13526

The course uses review aids, examples, and practical exercises extensively and a final
examination is given at the conclusion of the course. To pass this course, students must
correctly identify all documents containing potential RD or FRD. Numerous handouts
are provided along with copies of all unclassified slides used. Handouts and slides
provide ready reference material for the student.

Goal: Successful completion of the course will enable reviewers to recognize nuclear
information appearing in records not marked as containing RD/FRD which should be
identified as potential RD/FRD and set aside. DOE will certify successful students as
Historical Records Restricted Data Reviewers.

Clearance Level Required: DOE "Q" OR DoD Final Secret or Top Secret with Critical
Nuclear Weapons Design Information (CNWDI) certification. Please note that
attendees from other agencies must submit all clearance paperwork 15-working
days before the training begins.

Prerequisites: None
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Types of Fission Weapons

« Gun-assembled

« |Implosion-assembled
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Why Two Designs?
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* Availability of material
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Gun-Assembled Weapons
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Gun-Assembled Weapons

Warhead Dates Delivery
System
Little Boy (LB)  WWII B29 & B36
T4 12/53 - 12/63  ADM
D8 . 1/51-8/56 Aircraft DELETED
W9 9/50 - 5/57 280 mm
B11 6/56 - 3/60 Aircraft (AF&N)
W19 4/53 - 7/63 280 mm
W23 4/55-10/56  16in. gun (N)
W33 8/56 - 9/92 8 in. How.
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DELETED Implosion-Assembled Weapon
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PO Advantages: | DO
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DELETED + Disadvantages: DO
DELETED
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Pit Development
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Pit Types

« Capsule

» Sealed-pit
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Capsule-Type Pit

 Capsule
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Sealed Pit
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PLUTONIUM

e S TAINL ESS S TEEL CASE

» Not accessible for pit
removal or exchange

DOE

DELETED b(3)
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Types of Explosives

EXPLOSIVES

Detonate

Deflagrate

HIGH EXPLOSIVES

LOW EXPLOSIVES

Main

Detonators Charge

Propellants

Pyrotechnics
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In The Beginning
1944
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DELETED

A2
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In The Beginning
1944

DELETED b3
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PBX

BOOSTER NG

ELECTRICAL CABLES
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Exploding Bridgewire Detonators

OUTPUT PELLET
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Weapon Initiators
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IR TP
External Initiators
Neutron Generators

(Zippers)
o &

©— u

Source Target

Tritium Tritium
or or
Deuterium Deuterium

« Utilizes DT fusion reaction
« Limited Lifetime Component (LLC)

+ + + + + +
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Boosting and Transfer Systems
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Boosting and Transfer Systems

* Why boost?

DOE

b(3)

DELETED

« Types of reservoirs
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Boosting Reaction

) N Helium
14.1 MeV
Deuterium Tritium N
Neutron
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Why Boost?

. More efficient burning of fuel

* Increased yield
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Implosion and fission

DOE

compresses/heats gas

Each 14.1 MeV neutron
yields 5 to 10 additional

fissions

DELETED
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Tritium Decay

Helium

Tritium \‘ _ Beta Particle

* Decreases 5.6% each year
» Less tritium available for reaction

* Reservoirs must be replaced periodically

(Limited Lifetime Components (LLC)) 549
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Helium Problem

Decreases neutrons available for fission chain
reaction since it acts as a neutron absorber

Causes 5.6% increase in pressure each year -
retards implosion |

Embrittles containment material
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'ypes of Reservoirs
Equilibrium
Clean sweep

Extended-life

Solid storage
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Equilibrium Reservoir

« Once gas pressure in
pit and reservoir are
equal, transfer stops
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Clean Sweep Reservoir
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Extended Life Reservoir
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Solid Storage Reservoirs
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Thermonuclear

(Staged)
Weapons
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Why Thermonuclear Weapons?

* Yield of single-staged weapons is limited

« Missile application demanded higher yield-to-
weight ratio

DELETED s
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* Primary

» Radiation Transport

Staged Weapons
(Overview)
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» Secondary
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Radiation Case
(High Z2)
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Thermonuclear Fuel

 Liquid Deuterium (Mike Device-1952)
— Cryogenic equipment required
— Not weaponizable

« Solid Fuel (First tested 1954-Shot Bravo)
— Lithium-deuteride fuel (°Li + neutron =T + He)

DOE
DELETED DO
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Use of Solid Thermonuclear Fuels
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* LiD is easier to handle (no cryogenic system
required)
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Other Staged Weapon Development
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Clean Devices

« A device designed to reduce fission products and
other sources of radiation in the residue
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Yield Variations
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Tailored Outputs
(X-ray Emitters)
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 Neutron emitters
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Weapon Materials
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Weapon Materials

» Fission and fusion fuels (specified weapon/location/assay)

- U-235

— Pu-239

- U-233

- U-238

— Deuterium (D)
— Tritium (T)

- LiD
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Summary

Types of Fission Weapons
Explosives and Implosion Systems
Detonators and Detonation Systems
Weapon Initiators

Boosting and Transfer Systems
Thermonuclear (Staged) Weapons

Weapon Materials
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Example of RD Information in Documents
Not Appropriately Marked
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Example of RD Information in Documents
Not Appropriately Marked
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Classification Guidance

CG-W-5
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Example of RD Information in Documents
Not Appropriately Marked
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Example of RD Information in Documents
Not Appropriately Marked
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Classification Guidance

TCG-DS-2 po
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Example of FRD Information in Documents
Not Appropriately Marked |
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Example of FRD Information in Documents
Not Appropriately Marked ‘
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CT-A-BT (Defense Information Weapon Data Glossary):

DELETED DOE
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TCG-WT-1

DELETED DOE
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Example of Association

Subject: Readiness of Mound’s Special Unload Operations

Page 1

..... The Special Unload project consists of approximately 500 units of a
specific design reservoir that have been removed from active stoc:kpile...]DOE
Page 2 ‘ b(3)

DELETED

Page 3 . Il))g;z

DELETED
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Example of Association

Subject: Readiness oflMound’s Special Unload Operations

Page 1
' roject consists of approximately] 500 unitsl of a
specific design reservoirjthat have been removed from active stockpilej.. on
Page 2 b(3)
DELETED
Page 3 ’;3,“3
DELETED
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Classification Guidance

TCG-BTS-2 DOE

b(3)
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Example of Association
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Example of Association
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Classification Guidance

DOE

DELETED b
Material Use in Nuclear Used in Nuclear Weapon
Weapons Research Unspecified Specifi%c(i)E
b(3)
DELETED
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