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National Aeronautics and Space Administration 

Langley Research Center 
100 NASA Road 
Hampton, VA 23681-2199 

Reply to Attn. of: Office of Communications 
March 9, 2021 

REF: NASA's FOIA Tracking Number 21-LaRC-F-00163 

This is in response to your Freedom oflnformation Act (FOIA) request to the National 
Aeronautics and Space Administration (NASA) dated December 28, 2020, and received in our 
office on December 29, 2020. Your request was for: 

A copy of documents discussing review of the NASA Langley CRGIS history 
page located here: 

https://crgis.ndc.nasa.gov/historic/Langley _Research_ Center 

Including the reasons for the review, the scope of the review, and the schedule for 
the review. 

The NASA's Langley Research Center conducted a search within the emails of those 
responsible for the CRGIS website utilizing the information above. That search identified 3 
records consisting of 27 pages in response to your request. We have reviewed these records 
under the FOIA to determine whether they may be accessed under the FOIA's provisions. 

Based on that review, this office is providing the following: 

23 Pages are being released in part (RIP); 
.1 pages are being released in full (RIF). 

NASA withheld the records pursuant to the following FOIA exemptions: 



Exemption 5, 5 U.S.C. § 552(b)(5) Deliberative Process Privilege 

FOIA Exemption 5, 5 U.S.C. § 552(b)(5), protects "inter-agency or intra-agency 
memorandums or letters which would not be available by law to a party other than an agency 
in litigation with the agency." Courts have interpreted Exemption 5 to incorporate three 
privileges: the attorney work-product privilege, the attorney-client privilege and the 
deliberative process privilege. NASA is invoking the deliberative process privilege, for the 
withheld records. 
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The deliberative process privilege is intended to protect the decision-making process of 
government agencies and to encourage frank discussion of legal and policy issues. The scope 
of the privilege covers documents reflecting advisory opinions, recommendations, and 
deliberations comprising part of a process by which government decisions and policies are 
formulated. To qualify for the deliberative process privilege, a document must be both "pre­
decisional" and "deliberative." Documents are pre-decisional when they precede an agency 
decision and are prepared in order to assist an agency in arriving at its decision. Documents 
are deliberative when they comprise part of the process by which government decisions are 
made. The information NASA withheld under this exemption consisted of information that 
contained analysis and recommendations and/or opinions expressed by employees. NASA has 
considered the foreseeable harm that would result from the release of this information and 
determined that its release would hinder the decision-making process, create a chilling effect 
on internal deliberations, lead to uninformed decision-making, and public confusion. 

Exemption 6, 5 U.S.C. § 552(b)(6) Personal Privacy 

Exemption 6" ... allows the withholding of personnel and medical files and similar files the 
disclosure of which would constitute a clearly unwarranted invasion of personal privacy." 
NASA is invoking Exemption 6 to protect cell phone numbers. Additionally, there is no stated 
public interest in the disclosure of this information in the original FOIA request. 

Exemption 7(E), 5 U.S.C. § 552(b)(7)(E) 

Exemption 7(E) protects all law enforcement information that "would disclose techniques and 
procedures for law enforcement investigation or prosecution, or would disclose guidelines for 
law enforcement investigations or prosecution if such disclosure could reasonably be expected 
to risk circumvention of the law." See 5 U.S.C. § 552(b)(7)(E). NASA is invoking Exemption 
7(E) to protect IT Security techniques and procedures related to a website security issue. 
NASA has determined that releasing this information could compromise NASA's IT critical 
infrastructure. 

You have the right under 14 CFR §1206.700 to appeal this initial determination within 90 days 
from the date of this letter. Your appeal must be in writing and should be addressed to: 

Administrator 
NASA Headquarters 
Executive Secretariat 



MS 9Rl7 
300 E Street, SW 
Washington, DC 20546 
ATTN: FOIA Appeals 

Your appeal should be marked "Appeal under the Freedom of Information Act" both on the 
envelope and the face of the letter. A copy of your initial request must be enclosed along with 
a copy of the adverse determination and any other correspondence with the FOIA office. In 
order to expedite the appellate process and ensure full consideration of your appeal, your 
appeal should contain a brief statement of the reasons you believe this initial decision to be in 
error. 

Prior to filing an appeal, you may contact the NASA's ChiefFOIA Public Liaison, Stephanie 
Fox, via telephone at 202-358-1553 or via e-mail at stephanie.k.fox@NASA.gov to obtain 
further assistance or seek dispute resolution services for any aspect of your request. You may 
also send correspondence to Ms. Fox at the following address: 

National Aeronautics and Space Administration (NASA) 
Freedom of Information Act Unit 
NASA Headquarters 
Attn: Stephanie K. Fox 
ChiefFOIA Public Liaison 
300 E Street, S.W., 5P32 
Washington D.C. 20546 
Fax: 202-358-4332 

Additionally, you may contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to inquire about the FOIA dispute resolution 
services it offers. The contact information for OGIS is: 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Road-OGIS 
College Park, Maryland 20740-6001 
Email: ogis@nara.gov 
Telephone: 202-741-5770 
Toll free : 1-877-684-6448 
Fax: 202-741-5769 

Important: Please note that contacting any Agency official including the undersigned or the 
NASA's ChiefFOIA Public Liaison Officer and/or the OGIS referenced above is not an 
alternative to filing an administrative appeal and does not stop the 90 day appeal clock. 
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In accordance with 14 CFR § 1206.804(c), after consultation with the NASA's Langley 
Research Center's Office of Chief Counsel, I am the official responsible for this determination. 
If I can be of further assistance, please feel free to contact me electronically at 
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carissa.s.wheeler@nasa.gov, or contact Ms. Fox using the contact information provided above. 
Fees for processing your request were less than $50 and are not being charged in accordance 
with 14 CFR §1206.503. 

Sincerely, 

Carissa S. Wheeler 
FOIA Public Liaison Officer 

Enclosures 



From: 
To: 
Cc: 
Subject: 
Date: 
Attachments: 
Importance: 

All, 

Ben/ Kristen, 

Cook, Debbie Garrett (LARC-0402B) 

Galke, Benjamin (LARC-0402): Poultney, Kristen K. (LARC-0404) 

Sikes, WIiiiam Christopher (LARC-0402B): Peeples, WIii (LARC-0402B); Cook, Debbie Garrett (LARC-0402B) 
RE: IT Security - Externally Available aassified Document 

Friday, December 11, 2020 2:39:33 PM 
image001.oif 

High 

Please see the originating email below. In summary, CRGIS.ndc.nasa.gov, has had an incident t hat 

needs resolution. Our mitigati ng strategy is to take the websit e down and redirect users to a 

message that states "this site is under review". Concurrently, Will's team will reach out to the 

Protective Services Office to have this information reviewed by them. 

Please let us know if you have any concerns with this approach. 

Thanks 

From: Peeples, Will (LARC-D402B) <william.t.peeples@nasa.goV> 

Sent: Thursday, December 10, 2020 9:23 AM 

To: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov> 

Cc: Sikes, W illiam Christopher (LARC-D402B) <wi lliam.christopher.sikes@nasa.gov> 

Subject: RE: IT Security- Externally Available Classified Document 

Debbie, 

(b) (5) 

(b) (5) 

V/R, 

Will 

From: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa .goV> 

Sent: Wednesday, December 9, 2020 3:13 PM 

To: Peeples, Wi ll (LARC-D402B) <william.t.peeples@nasa.goV> 

Cc: Sikes, William Christopher (LARC-D402B) <william .christopher.sikes@nasa.goV> 

Subject: RE: IT Security - Externally Available Classified Document 

Interesting that the subject states the document is Class ified but it 's marked as Confidential (I didn't 
(b) (5) think ). Confidential markings are related to SBU/CUI. 

From: Peeples, Will (LARC-D402B) <w illiam.t.peeples@nasa.gov> 

Sent: Wednesday, December 9, 2020 1:32 PM 



To: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov> 

Subject: FW: IT Security- Externally Available Classified Document 

Importance: High 

FYI. 

From: larc-gis <larc-gjs-bounces@ljsts.nasa.gov> On Behalf Of Gadzinski, William R. (LARC-B705) 

[LITES 11] via la rc-gis 

Sent: Wednesday, December 9, 2020 1:29 PM 

To: larc-gis@lists.nasa.gov 

Cc: LaRC-DL-ITS-BLUETEAM <larc-dl-jts-blueteam@majl.nasa goy> 

Subject: [larc-gis] IT Security- Externally Available Classified Document 

Importance: High 

The NASA SOC recently opened investigation SOC-20201209-1090161 into a potential __ 

During a recent pentest, a document with "Confidential" markings was found on 

CRGIS.ndc.nasa.gov. 

(b) (5) 

Please remove the document as soon as possible and work with the data owner to determine if the 
(b) (5) 

Thank you, 

Will Gadzinski - CASP, CySA+, Security+ 

SAIC - LITES 11 

Senior Cyber Security Analyst 

Office of the Chief Information Officer (OCIO) - NASA Langley Research Center 

Desk: 757-864-8978 

Cell: (b) (6) 

IT Security Hotline: x4-4200 

Learn more about the services we offer or get additional help on our Teams IT HELP Channel. 

How was your experience with the OCIO today? 
Clicking the graphic will open an optional survey in a new internet tab. 



From: 
To: 
Cc: 

Subject: 
Date: 

Ben, 

I think 

(b) (5) 

(b) (5) 

Peeples. Will (LARC-D402B) 

Galke Benjamin (LARC-D402) 

Cook Debbie Garrett (LARC-D402B) 

RE: DRAFT CRGIS Status to OSACB 

Tuesday, December 15, 2020 9:55:59 AM 

(b) (5) Based on your email, it sounds like you Our 
team has requested an email inbox to receive all inquiries during downtime of the site. When 
users access the site they will receive a messa e statin the site is tern ora down and will be 
able to send a message to that inbox. -V/R, 

Will 

From: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov> 

Sent: Monday, December 14, 2020 11:54 AM 

To: Galke, Benjamin (LARC-D402) <benjamin.r.galke@nasa.gov>; Peeples, Will (LARC-D402B) 

<william.t.peeples@nasa.gov> 

Subject: RE: DRAFT CRGIS Status to OSACB 



Thanks 

From: Galke, Benjamin (LARC-D402) <benjamin.r.galke@nasa.gov> 

Sent: Monday, December 14, 2020 10:21 AM 

To: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov>; Peeples, Will (LARC­

D402B) <wjlljam.t.peeples@nasa.gov> 

Subject: DRAFT CRG IS Status to OSACB 

Debbie and Will, 

Following up on e-mails from last week, (b) (5) 

(b) (5) Please review the draft email below--

Rob, 

Ben Galke 

Associate Director, Strategic Transformation 

NASA Langley Research Center I Center Operations Directorate 

Phone: 757.864.3895 I Email: benjamin.r.galke@nasa.gov 

Customer satisfaction survey - https://codnet.ndc.nasa.gov/TinyUrl.cfm?ID=8 

Directorate Website: http://cod.larc.nasa.gov/ 



From: 
To: 
Subject: 
Date: 

Wyman. Rob (LARC-Hl) 

Galke Benjamin (LARC-D402) 

Re: Cultural Resources Website 

Wednesday, December 16, 2020 2:02:06 PM 

I'm free for the next hour if you want to discuss. Just message me via TEAMS. 

Thanks, 

Rob 

From: "Galke, Benjamin (LARC-D402)" <benjamin.r.galke@nasa.gov> 

Date: Wednesday, December 16, 2020 at 1:14 PM 

To: Robert Wyman <rob.wyman@nasa.gov> 

Cc: "Cook, Debbie Garrett (LARC-D402B)" <debbie.g.cook@nasa.gov>, "Peeples, Will (LARC­

D402B)" <william.t.peeples@nasa.gov>, "Poultney, Kristen K. (LARC-D404)" 

<kristen.k.poultney@nasa.gov> 

Subject: Cultural Resources Website 

Rob, 

It is my understanding (b) (5) 

In the time of MAP, this conversation is coming up again as this service 

is not a core function for us and we will need to transition it moving forward. Concurrently, there is 

a more immediate need to engage you. Due to a recent security incident, this website is being 

suspended (temporarily). 

(b) (5) Please advise 

-- Thank you. 

Ben Galke 
Associate Director, Strategic Transformation 

NASA Langley Research Center I Center Operations Directorate 

Phone: 757.864.3895 I Email: ben jamin .r.galke @nasa .gov 

Customer satisfaction survey- https://codnet.ndc.nasa.govQjnyUrl.cfm?ID=8 

Directorate Website: http://cod.larc.nasa.goy/ 



[GIS-4070] Evaluate document from CRGIS site cceated: o91Dec120 Updated: 061Jan121 

1
s tatus: Backlog 

I Project: GIS 

Type: 

'Reporter: 
I 
Resolution: 

Labels: 

'Remaining 

1
Estimate: 

ITime Spent: 
1Original 
Estimate: 

I Attachments: 

Issue Links: 

(b) (5) . (b) (?)(E) 

Operations 

Mike Golub 

[umesolved 

'None 

Not Specified 

Not Specified 
1
Not Specified 

~ crgis document. txt 

Relates 
(b) (5), (b) (7)(E) 

Comment by Mike Golub [ 06/Jan/21 J 
(b) (5) , (b) (?)(E) 

Priority: 

'Assignee: 

Medium 

Mike Golub 





Matt DeGrave, from IT Security, reached out to me via Teams on 
12/9/2020 at 1:18 PM EST inquiring if I knew about the CRGIS 
application. We switched over to a voice call and we discussed the 
situation which is summarized in an email sent to us from Will 
Gadzinski at 1:30 PM EST. 

***** EMAIL FROM IT SECURITY***** 

The NASA SOC recently opened investigation SOC-20201209-1090161 into a 
potential (b) (5) 

During a recent pentest, a document with iConfidentiali markings was 
found on CRGIS.ndc.nasa.gov. 

Please remove the document as soon as possible and work with the data 
owner to determine if the (b) (5) 

***** END OF EMAIL FROM IT SECURITY***** 

The document in question was accessible using the URL https:// 
crgis.ndc.nasa.gov/crgis/images/e/eb/Resumes1946.pdf 

Access to the document was terminated at 1:34 PM EST on 12/9/2020. 

Researching the document has uncovered the following: 

1. The document appears to have a originated in 1946. 

2. It is part of the "John Stack Collection", https:// 
crgis.ndc.nasa.gov/historic/John_Stack_Archives_Collection, which is a 
collection of papers returned to the NASA Langley by his son. John 
Stack was an aeronautical engineer and Assistant Director at NACA/NASA 
Langley. 

3. It was uploaded to the CRGIS application on Oct 2, 2014. 

4. I believe (b) (5) 



(b) (5) 

As of this morning 12/14/2020, the document has been removed from all 
of the servers where it resided(production and staging). 



From: Golub. Michael S. (LARC-D402B)[Midland GSS Joint Venture) 
To: Gadzinski William R. (LARC-B705)[LITES Ill : Peeples Will (LARC-D402B) 
Cc: 

Subject: 
Pineda Marc D. (LARC-D402B)[Midland GSS Joint Venture) : Degrave Matthew J. (LARC-B705) 
RE: IT Security - Externally Available Classified Document 

Date: Wednesday, December 9, 2020 1:42:28 PM 
Attachments: image00 1.qif 

Yes, the document in question has been removed from the server. I was on the phone with Matt 

DeGrave already when the emails came in. 

Mike Golub 
GSS/GIS/COD 
Center 
michael.s.golub@nasa.gov 
voice: (757) 864-4128 fax: (757) 864-8194 

Genex Systems 
NASA Langley Research 

Bldg 1195A, Rm 169, MS 140 
Hampton, VA 23681-0001 

From: Gadzinski, William R. (LARC-B705)[LITES II] <william.r.gadzinski@nasa.gov> 

Sent: Wednesday, December 9, 2020 1:41 PM 

To: Peeples, Will (LARC-D402B) <william.t.peeples@nasa.gov> 

Cc: Pineda, Marc D. (LARC-D402B)[Midland GSS Joint Venture] <marc.d.pineda@nasa.gov>; Golub, 

Michael S. (LARC-D402B)[Midland GSS Joint Venture] <michael.s.golub@nasa.gov> 

Subject: RE: IT Security- Externally Available Classified Document 

Importance: High 

I believe (b) (5) 

For reference, the document was: 

https ://crgis. ndc. nasa. gov /crgis/i ma ges/e/e b/Resu mes 1946. pdf 

Thank you, 

Will Gadzinski - CASP, CySA+, Security+ 

SAIC - LITES 11 

Senior Cyber Security Analyst 

Office of the Chief Information Officer (OCIO) - NASA Langley Research Center 

Desk: 757-864-8978 

Cell: (b) (6) 

IT Security Hotline: x4-4200 

Learn more about the services we offer or get additional help on our Teams IT HELP Channel. 

How was your experience with the OCIO today? 
Clicking the graphic will open an optional survey in a new internet tab. 

Ii] 



From: Peeples, Will (LARC-D402B) <william.t.peeples@nasa.gov> 

Sent: Wednesday, December 9, 2020 1:35 PM 

To: Gadzinski, William R. (LARC-B705)[LITES II] <wjlljam.r.gadzjnski@nasa.gov> 

Cc: Pineda, Marc D. (LARC-D402B)[Midland GSS Joint Venture] <marc.d.pineda@nasa.gov>; Golub, 

Michael S. (LARC-D402B)[Midland GSS Joint Venture] <michael.s.golub@nasa.gov> 

Subject: FW: IT Security- Externally Available Classified Document 

Importance: High 

Will, 

If you can provide (b) (5) 

V/R, 

William Peeples 

GIS Team Lead/GSS COR 

NASA Langley Research Center 

Center Operations Directorate(D4) 

Phone: 757.864.3149 

Email: william.t.peeples@nasa.gov 

From: larc-gis <larc-gis-bounces@lists.nasa.gov> On Behalf Of Gadzinski, William R. (LARC-B705) 

[LITES 11] via la rc-gis 

Sent: Wednesday, December 9, 2020 1:29 PM 

To: larc-gis@lists .nasa .gov 

Cc: La RC-DL-ITS-BLU ETEAM <la rc-d 1-its-bluetea m@ma i I. nasa .gov> 

Subject: [larc-gis] IT Security- Externally Available Classified Document 

Importance: High 

The NASA SOC recently opened investigation SOC-20201209-1090161 into a potential-. 

During a recent pentest, a document with "Confidential" markings was found on 

CRGIS.ndc.nasa.gov. 

(b) (5) 

Please remove the document as soon as possible and work with the data owner to determine if the 
(b) (5) 

Thank you, 



Will Gadzinski - CASP, CySA+, Security+ 

SAIC - LITES 11 

Senior Cyber Security Analyst 

Office of the Chief Information Officer (OCIO) - NASA Langley Research Center 

Desk: 757-864-8978 

Cell: (b) (6) 

IT Security Hotline: x4-4200 

Learn more about the services we offer or get additional help on our Teams IT HE LP Channel. 

How was your experience with the OCIO today? 
Clicking the graphic will open an optional survey in a new internet tab. 



From: 
To: 
Cc: 

Subject: 
Date: 
Attachments: 
Importance: 

Mike, all, 

Gadzinski. William R. (LARC-B705)[LITES Ill 
Golub Michael S. (LARC-D402B)[Midland GSS Joint Venture) 

Peeples Will (LARC-D402B) : LaRC-DL-ITS-BLUETEAM; Geisler Terri K. (LARC-B704) 

Declassification Authority - CRGIS Document 

Friday, December 11, 2020 9:59:43 AM 

image00 1.qif 
High 

After speaking with Terri Geisler, who is the STI program ISSO, she mentioned that they derive their 

declassification/public release authority from 

Thank you, 

Will Gadzinski - CASP, CySA+, Security+ 

SAIC - LITES 11 

Senior Cyber Security Analyst 

(b) (5) 

Office of the Chief Information Officer (OCIO) - NASA Langley Research Center 

Desk: 757-864-8978 

Cell: (b) (6) 

IT Security Hotline: x4-4200 

Learn more about the services we offer or get additional help on our Teams IT HELP Channel. 

How was your experience with the OCIO today? 
Clicking the graphic will open an optional survey in a new internet tab. 



From: 
To: 
Cc: 

Subject: 
Date: 

Rob, 

Galke. Benjamin (LARC-D402) 
Wyman Rob (LARC-Hl) 
Cook Debbie Garrett (LARC-D402B); Peeples Will (LARC-D402B) : Poultney Kristen K. (LARC-D404) 
Cultural Resources Website 
Wednesday, December 16, 2020 1:14:48 PM 

It is my understanding (b) (5) 

. In the time of MAP, this conversation is coming up again 

as this service is not a core function for us and we will need to transition it moving forward. 

Concurrently, there is a more immediate need to engage you. Due to a recent security 

incident, this website is being suspended (temporarily). 

(b) (5) Please advise 

-Thankyou. 

Ben Galke 

Associate Director, Strategic Transformation 

NASA Langley Research Center I Center Operations Directorate 

Phone: 757.864.3895 I Email: benjamin.r.galke@nasa.gov 

Customer satisfaction survey - https://codnet.ndc.nasa.gov/TjnyUrl.cfm?ID=8 

Directorate Website: http://cod.larc.nasa.gov/ 



From: 
To: 

Cc: 

Subject: 
Date: 

Ben-

Poultney. Kristen K. (LARC-D404) 
Galke Benjamin (LARC-D402) : Kelemen Loretta A. (LARC-D4) : Walker Richard A. (LARC-D4) : Johnson Frank 
(LARC-D405) 
ROSS-CLUNIS. MONICA GREEN (LARC-D4) : Cook. Debbie Garrett (LARC-D402B); Peeples. Will (LARC-D402B) 
RE: Cultural Resources Website 
Thursday, December 17, 2020 3:26:03 PM 

I will be happy to provide the summary I provided to OSACB awhile back on the NPR policies in 

this area. I know that when we impact La RC historic resources (district, landmarks, eligible 

facilities) then we have a compliance obligation to mitigate with documentation for public use. 

It definitely isn't covered under environmental core definitions. Again, La RC is under 

resourced in this area without a Historian/Archivist and we carry the burden when La RC 

wanted to demolish significant resources! 

Kristen 

From: Galke, Benjamin (LARC-D402) <benjamin.r.galke@nasa.gov> 

Sent: Thursday, December 17, 2020 10:58 AM 

To: Kelemen, Loretta A. (LARC-D4) <loretta.a.kelemen@nasa.gov>; Walker, Richard A. (LARC­

D4) <richard.a.walker@nasa.gov>; Johnson, Frank (LARC-D405) <frank.johnson@nasa.gov> 

Cc: ROSS-CLUNIS, MONICA GREEN (LARC-D4) <monica.g.ross-clunis@nasa.gov>; Poultney, 

Kristen K. (LARC-D404) <kristen.k.poultney@nasa.gov>; Cook, Debbie Garrett (LARC-D402B) 

<debbie.g.cook@nasa.gov>; Peeples, Will (LARC-D402B) <william.t.peeples@nasa.gov> 

Subject: Cultural Resources Website 

D4-3, 

Debbie and I spoke to Rob Wyman and Peter Mount this morning regarding the cultural 

resources website. The conversation explored two topics in detail, current temporary 

suspension of site (immediate concern) and future ownership. 

Regarding the current temporary suspension of the website, OSACB agreed with suspending 

the website until the investigation is complete. They also offered an inquiry point of contact 

we can utilize while the site is down. When it is time to reopen the website, there are some 

details we will need to work with them. 

Regarding the future of the website, there is likely (b) (5) . The 

site is currently used as a historical repository and public interface which includes 

responsibilities in both of our Orgs. (b) (5) 

The Office of 



Communication has recognized Langley is the only NASA center without an archivist or a 

historian. Through MAP, they also recognized NASA is very understaffed with regards to 

communication. There is also a new Supervisor that Rob is working for, Moshay Simpson. Rob 

will be briefing both Moshay and Charles Cockrell on the cultural resources website. 

In summary, we are coordinating with OSACB in responding to the security incident. The 

website will remain down until this is resolved, with an inquiry link open to the public. Longer­

term discussions focused on (b) (5) 

Thank you. 

Ben Galke 

Associate Director, Strategic Transformation 

NASA Langley Research Center I Center Operations Directorate 

Phone: 757.864.3895 I Email: benjamin.r.ga lke@nasa.gov 

Customer satisfaction survey - https://codnet.ndc.nasa.gov/TjnyUrl.cfm?ID=8 

Directorate Website: http://cod.larc.nasa.gov/ 



From: 
To: 
Subject: 
Date: 
Attachments: 

See below ... 

Cook. Debbie Garrett (LARC-D402B) 
Peeples Will (LARC-D402B) 
PN: IT Security - Externally Available Classified Document 

Tuesday, December 22, 2020 12:13:02 PM 
image00 1.qif 

From: Poultney, Kristen K. (LARC-D404) <kristen.k.poultney@nasa.gov> 

Sent: Monday, December 14, 2020 8:26 AM 

To: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov>; Galke, Benjamin (LARC-D402) 

<benjamin.r.galke@nasa.gov> 

Cc: Sikes, William Christopher (LARC-D402B) <william.christopher.sikes@nasa.gov>; Peeples, Will 

(LARC-D402B) <william.t.peeples@nasa.gov>; Miksa, Wesley E. (LARC-D404) 

<wesley.e. miksa@nasa.gov> 

Subject: RE: IT Security- Externally Available Classified Document 

Debbie-

I thought this issue was addressed last week. I'm OK with temporarily taking the site down but we 

have external obligations to have a public facing site for cultural resource mitigation. 

Kristen 
Kristen K. Poultney 
Head, Environmental Management Office 
B1195A Rm 210 
MS 133 NASA Langley Research Center 
phone: 757.864.87591 cell: [@Jl!J lfax 757.864.7728 
email: kristen .k.poultney@nasa.gov 

Please consider the environment before printing this email. 
Customer satisfaction survey - https: //codnet.ndc.nasa. gov/ TinyUrl.cfm?ID=8 

From: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov> 

Sent: Friday, December 11, 2020 2:40 PM 

(b) (5) 

To: Galke, Benjamin (LARC-D402) <benjamin.r.galke@nasa.gov>; Poultney, Kristen K. (LARC-D404) 

<kristen .k.poultney@nasa.gov> 

Cc: Sikes, William Christopher (LARC-D402B) <willjam.chrjstopher.sjkes@nasa gov>; Peeples, Will 

(LARC-D402B) <wjlljam.t peeples@nasa.gov>; Cook, Debbie Garrett (LARC-D402B) 

<debbie.g.cook@nasa.gov> 

Subject: RE: IT Security- Externally Available Classified Document 

Importance: High 



All, 

Ben/ Kristen, 

Please see the originating email below. In summary, CRGIS.ndc.nasa.gov, has had an incident that 

needs resolution. Our mitigating strategy is to take the website down and redirect users to a 

message that states "this site is under review". Concurrently, Will's team will reach out to the 

Protective Services Office to have this information reviewed by them. 

Please let us know if you have any concerns with this approach. 

Thanks 

From: Peeples, Will (LARC-D402B) <william.t .peeples@nasa.gov> 

Sent: Thursday, December 10, 2020 9:23 AM 

To: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov> 

Cc: Sikes, William Christopher (LARC-D402B) <william.christopher.sikes@nasa.gov> 

Subject: RE: IT Security- Externally Available Classified Document 

Debbie, 

(b) (5) 

(b) (5) 

V/R, 

Will 

From: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov> 

Sent: Wednesday, December 9, 2020 3:13 PM 

To: Peeples, Will (LARC-D402B) <willjam t.peeples@nasa gov> 

Cc: Sikes, William Christopher (LARC-D402B) <william.christopher.sikes@nasa.gov> 

Subject: RE: IT Security- Externally Available Classified Document 

Interesting that the subject states the document is Classified but it's marked as Confidential (I didn't 
(b) (5) think ). Confidential markings are related to SBU/CUI. 

From: Peeples, Will (LARC-D402B) <william.t .peeples@nasa.gov> 

Sent: Wednesday, December 9, 2020 1:32 PM 

To: Cook, Debbie Garrett (LARC-D402B) <debbie.g.cook@nasa.gov> 

Subject: FW: IT Security- Externally Available Classified Document 

Importance: High 

FYI. 



From: larc-gis <larc-gis-bounces@lists.nasa.gov> On Behalf Of Gadzinski, William R. (LARC-B705) 

[LITES 11] via la rc-gis 

Sent: Wednesday, December 9, 2020 1:29 PM 

To: larc-gis@lists.nasa.goy 

Cc: La RC-DL-ITS-BLU ETEAM <la rc-d 1-its-bluetea m@ma i I. nasa .gov> 

Subject: [larc-gis] IT Security- Externally Available Classified Document 

Importance: High 

The NASA SOC recently opened investigation SOC-20201209-1090161 into a potential-

During a recent pentest, a document with "Confidential" markings was found on 

CRGIS.ndc.nasa.gov. 

Please remove the document as soon as possible and work with the data owner to determine if the 
(b) (5) 

Thank you, 

Will Gadzinski - CASP, CySA+, Security+ 

SAIC - LITES 11 

Senior Cyber Security Analyst 

Office of the Chief Information Officer (OCIO) - NASA Langley Research Center 

Desk: 757-864-8978 

Cell: (b) (6) 

IT Security Hotline: x4-4200 

Learn more about the services we offer or get additional help on our Teams IT HELP Channel. 

How was your experience with the OCIO today? 
Clicking the graphic will open an optional survey in a new internet tab. 

Ii] 



Friday, January 15, 2021 at 10:28:30 Eastern Standard Time 

Subject: Re: Quick Q 

Date: Friday, December 18, 2020 at 8:46:51 AM Eastern Standard Time 

From: Wyman, Rob (LARC-Hl) 

To: Wheeler, Carissa Smith (LARC-Hl) 

CC: April Phillips 

Thanks, Carissa -

Just an FYI, the CRGIS/history website has been temporarily taken down. I've asked the person who manages 
the site to add some language on the landing page along the lines of, "This site is temporarily offline. During 
this time please submit your questions to our email address for public inquiries: LARC-DL-Public­
lnquiries@mail.nasa.gov Thank you, and we apologize for any inconvenience." 

(b) (5) We have no idea . You might not receive any queries, or you might see a 
big bump. Either way, just wanted to give you a heads up. 
Feel free to redirect any historical queries to me. 
Thank you, 

Rob 

From: Carissa Wheeler <carissa.s.wheeler@nasa.gov> 

Date: Thursday, December 17, 2020 at 2:13 PM 

To: Robert Wyman <rob.wyman@nasa.gov> 

Subject: Re: Quick Q 

LARC-DL-Pu bl ic-1 nq u iries < LARC-DL-Pu bl ic-1 nq u iries@ma ii. nasa .gov> 

From: "Wyman, Rob (LARC-Hl)" <rob.wyman@nasa.gov> 

Date: Thursday, December 17, 2020 at 1:56 PM 

To: Carissa Wheeler <carissa.s.wheeler@nasa.gov> 

Subject: Quick Q 

Hey ... what is the generic email address for public inquiries at Langley? 
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Friday, January 15, 2021 at 10:29:17 Eastern Standard Time 

Subject: CRGIS website discussion 

Date: Thursday, December 17, 2020 at 7:43:42 AM Eastern Standard Time 

From: Wyman, Rob (LARC-Hl) 

To: Ga Ike, Benjamin (LARC-D402), Mount, Peter V. (LARC-Hl), Cook, Debbie Garrett (LARC-D402B) 

Adding Debbie per Ben's request. 
Thanks, 

Rob 

Per your email ... quick mtg to discuss current issue w/ CRGIS site. 
- Rob 

Microsoft Teams meeting 

Join on your computer or mobile app 
Click here to join the meeting 

ALERT: All meeting participants consent to, and will abide by, the terms and conditions viewable at the 
LEGAL link below. No ITAR/EAR content display or sharing without consent from Export Control. 

Learn More I HelQ I Meeting_QQtions I Legal 
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Friday, January 15, 2021 at 10:29:32 Eastern Standard Time 

Subject: Can i pull you in? 

Date: Wednesday, December 16, 2020 at 2:34:58 PM Eastern Standard Time 

From: Wyman, Rob (LARC-Hl) 

To: Peter Mount 

Peter-
COD reached out today ... apparently 
They want to have a discussion about it and I thought 

1· 
I'll add you to the invite ... if you can make it, great. If not, no worries. Right now this is just getting up to 
speed on something that we may or may not have any involvement with. 

Thanks, 
Rob 
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Friday, January 15, 2021 at 10:29:50 Eastern Standard Time 

Subject: 

Date: 

From: 

To: 

CC: 

CRGIS website down 

Wednesday, December 30, 2020 at 9:27:07 AM Eastern Standard Time 

Miksa, Wesley E. (LARC-D404) 

Peeples, Will (LARC-D402B) 

Poultney, Kristen K. (LARC-D404), Wyman, Rob (LARC-Hl) 

Priority: High 

Attachments: image003.jpg 

Will, 

We see that the ArcGIS website is currently unavailable and is under review (see below). Is there any idea 
how long this review period will last and when the website will be back up and running again? NASA has 
committed in numerous agreements with agencies to share information with the public to mitigate the 
impacts of demolishing historic buildings at Langley and the website is a key feature of this commitment. 

httP-s:/./.crgis.ndc.nasa.gov/.historic/NASA Cultural Resources (CRGIS). 

Wes Miksa 
LaRC NEPA Program Manager & Cultural Resources Manager 
wesley.e.miksa@nasa.gov 
757-864-7762 

Mailing Address: 
NASA LaRC, MS 133 
9 Langley Blvd 
Hampton, VA 23681 

Customer Satisfaction Survey: httP-s:/./.cod net. ndc. nasa .gov /.TinyU rl.cfm ?10=8 
Directorate Website: htt12,;/./.cod.larc.nasa.gov/. 

0 8 https://crgis.ndc.nasa.gov /historic/NASA_ Cultural_Resources _(CRGIS)I 

The CRGIS historic information site is under review. 

The site will not be available during this review period. 

Inquires regarding this activity may be submitted using the link below. 

An individual response to an inquiry cannot be guaranteed. 

uestions or comments? 
f indicates an external link 
;'JASA Online Privacy Statement 
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This page is not redacted and is being released in full. It is an e-mail attachment image. 
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Friday, January 15, 2021 at 10:30:04 Eastern Standard Time 

Subject: Re: Cultural Resources Website 

Date: Wednesday, December 16, 2020 at 2:01:55 PM Eastern Standard Time 

From: Wyman, Rob (LARC-Hl) 

To: Galke, Benjamin (LARC-D402) 

I'm free for the next hour if you want to discuss. Just message me via TEAMS. 
Thanks, 

Rob 

From: "Galke, Benjamin (LARC-D402)" <benjamin.r.galke@nasa.gov> 
Date: Wednesday, December 16, 2020 at 1:14 PM 

To: Robert Wyman <rob.wyman@nasa.gov> 
Cc: "Cook, Debbie Garrett (LARC-D402B)" <debbie.g.cook@nasa.gov>, "Peeples, Will (LARC-D402B)" 
<william.t.peeples@nasa.gov>, "Poultney, Kristen K. (LARC-D404)" <kristen.k.poultney@nasa.gov> 

Subject: Cultural Resources Website 

Rob, 

It is my understanding (b) (5) 

. In the time of MAP, this conversation is coming up again as this service is not a core 
function for us and we will need to transition it moving forward. Concurrently, there is a more immediate 
need to engage you. Due to a recent security incident, this website is being suspended (temporarily). 

Please advise 
Thank you. 

Ben Galke 

(b) (5) 

Associate Director, Strategic Transformation 
NASA Langley Research Center I Center Operations Directorate 
Phone: 757.864.3895 I Email: benjamin.r.galke@nasa.gov 

Customer satisfaction survey - htti;1s:LLcod net. ndc. nasa.gov LTinY.U rl.cfm ?10=8 
Directorate Website: htt12,;LLcod.larc.nasa.govL 
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Friday, January 15, 2021 at 10:30:20 Eastern Standard Time 

Subject: Cultural Resources Website 

Date: Wednesday, December 16, 2020 at 1:14:46 PM Eastern Standard Time 

From: Galke, Benjamin (LARC-D402) 

To: Wyman, Rob (LARC-Hl) 

CC: Cook, Debbie Garrett (LARC-D402B), Peeples, Will (LARC-D402B), Poultney, Kristen K. (LARC-D404) 

Rob, 

It is my understanding (b) (5) 

. In the time of MAP, this conversation is coming up again as this service is not a core 
function for us and we will need to transition it moving forward. Concurrently, there is a more immediate 

need to engage you. Due to a recent security incident, this website is being suspended (temporarily). 

Please advise 
Thank you. 

Ben Galke 

(b) (5) 

Associate Director, Strategic Transformation 
NASA Langley Research Center I Center Operations Directorate 
Phone: 757.864.3895 I Email: benjamin.r.galke@nasa.gov 

Customer satisfaction survey - htti;1s:LLcod net. ndc. nasa.gov LTinY.U rl.cfm ?10=8 
Directorate Website: htt12_;LLcod.larc.nasa.govL 
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