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1G-7213
Change 4

a. Self-interest threat — the threat that a financial or other interest will
inappropriately influence an auditor’s judgment or behavior.

Examples of circumstances that create self-interest threats:

¢ A member of the audit team having a direct financial interest in the
audited entity. This would not preclude auditors from auditing
pension plans that they participate in if the auditor has no control over
the investment strategy, benefits, or other management issues
associated with the pension pian, and the auditor belongs to such
pension plan as part of his’her employment with the audit
organization, provided that the plan is normally offered to all
employees in equivalent employment positions.

e An audit organization having undue dependence on income from a
particular audited entity.

e A member of the audit team entering into employment negotiations
with an audited entity.

¢ An auditor discovering a significant error when evaluating the results
of a previous professional service performed by a member of the
auditor’s audit organization.

The self-interest threat consideration should be documented via the Federal
Financial Disclosure Reporting process. All employees that may be assigned to
an audit or attestation engagement will annually file OGE Form 450, Confidential
Financial Disclosure Report. SES officials will file SF-278, Executive Branch
Personnel Public Financial Disclosure Report. In order to assure that
management is aware of employees' financial interests, assets, income, and
outside employment, review and approval of the OGE Form 450 will be made by
the Work Unit Director, Division Director for Audit, Deputy Assistant Inspector
General for Audit (DAIG/A), or the Assistant Inspector General for Audit
(AIG/A) for their respective employees. Final determination of potential or actual
conflicts of interest is made with the advice and guidance of the designated OIG
Ethics Officer.

This review will alert managers to potential problems or conflicts of interest.
When such situations are identified, the manager shall consult with the OIG
Ethics Officer for advice and determination. Decisions on problem cases and
conflict of interest situations will be communicated to affected employees,
applicable supervisors, and management officials.

b. Self-review threat — the threat that an auditor or audit organization that has
provided non-audit services will not appropriately evaluate the results of
previous judgments made or services performed as part of the non-audit services
when forming a judgment significant to an audit,
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Examples of circumstances that create self-review threats:

An audit organization issuing a report on the effectiveness of the
operation of financial or performance management systems after
designing or implementing the systems.

An audit organization having prepared the original data used to
generate records that are the subject matter of the audit.

An audit organization performing a service for an audited entity that
directly affects the subject matter information of the audit.

A member of the audit team being, or having recently been, employed
by the audited entity in a position to exert significant influence over
the subject matter of the audit.

c. Bias threat — the threat that an auditor will, as a result of political, ideological,
social, or other convictions, take a position that is not objective.

Examples of circumstances that create bias threats:

An auditor having preconceptions about the objectives of a program
under audit that are strong enough to impact the auditor’s objectivity.
An auditor having biases associated with political, ideological, or
sacial convictions that result from membership or employment in, or
loyalty to, a particular type of policy, group, organization, or level of
government that could impact the auditor’s objectivity.

d. Familiarity threat — the threat that aspects of a relationship with management or
personnel of an audited entity, such as a close or long relationship, or that of an
immediate or close family member, will lead an auditor to take a position that is
not objective.

Examples of circumstances that create familiarity threats:

A member of the audit team having a close or immediate family
member who is a principal or senior manager of the audited entity.
A member of the audit team having a close or immediate family
member who is an employee of the audited entity and is in a position
to exert significant influence over the subject matter of the audit.

A principal or employee of the audited entity in a position to exert
significant influence over the subject matter of the audit having
recently served on the audit team.

An auditor accepting gifts or preferential treatment from an audited
entity, unless the value is trivial or inconsequential.
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Senior audit personnel having a long association with the audited
entity.

¢. Undue influence threat — the threat that external influences or pressures will
impact an auditor’s ability to make independent and objective judgments.

Examples of circumstances that create undue influence threats:

External interference or influence that could improperly limit or
modify the scope of an audit or threaten to do so, including exerting
pressure to inappropriately reduce the extent of work performed in
order to reduce costs or fees.

External interference with the selection or application of audit
procedures or in the selection of transactions to be examined.
Unreasonable restrictions on the time allowed to complete an audit or
issue the report.

External interference over the assignment, appointment, compensation,
and promotion of audit personnel.

Restrictions on funds or other resources provided to the audit
organization that adversely affect the audit organization’s ability to
carry out its responsibilities.

Authority to overrule or to inappropriately influence the auditor’s
judgment as to the appropriate content of the report.

Threat of replacing the auditor over a disagreement with the contents
of an auditor’s report, the auditor’s conclusions or the application of an
accounting principle or other criteria.

Influences that jeopardize the auditor’s continued employment for
reasons other than incompetence, misconduct, or the need for audits or
attestation engagements.

f. Management participation threat — the threat that results from an auditor taking
on the role of management or otherwise performing management functions on
behalf of the entity undergoing an audit.

Examples of circumstances that create management participation threats:

A member of the audit team being, or having recently been, a principal or
senior manager of the audited entity.

An audit organization principal or employee serving as a voting member
of an entity’s management committee or board of directors, making policy
decisions that affect future direction and operation of an entity’s programs,
supervising entity employees, developing or approving programmatic

February 2013
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AUDIT

Audit Documentation

APPROVAL/TRANSMITTAL

This manual section has been revised to recognize organizational and title changes, include
additional Government Auditing Standards requirements, and implement a new audit
documentation suite.

OIG personnel shall follow the procedures in this directive which incorporate and supplement
Government Auditing Standards. For any situation where this directive and Government
Auditing Standards appear to disagree, Government Auditing Standards will prevail.
Government Auditing Standards also prevail for instances where this directive is unclear or has
not been updated to reflect a revision to Government Auditing Standards.

This supersedes 1G-7215, dated January 24, 2008. Remove and destroy previous editions.

SIGNED BY THE IG 7-8-2015

PHYLLIS K. FONG
Inspector General
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A. BACKGROUND

Government Auditing Standards require auditors to prepare audit documentation related
to the planning, conducting, and reporting of each audit engagement. Additionally, auditors
should prepare audit documentation in sufficient detail to provide the principal support for the
audit product, to aid auditors in conducting and supervising the audit engagement, and to allow
for the review of audit engagement quality.

Auditors design the form and content of audit documentation to meet the circumstances
of the particular audit engagement. Within the Office of Audit, form and content is defined by
Government Auditing Standards and this directive, but is supplemented by the following:

1G-7211, Audit Planning

1G-7213, Auditor Independence

1G-7314, Engagement Planning, Programs, and Supervision
1G-7315, Financial Audits — Audit Reporting

1G-7316, Performance Audits — Audit Reporting

1G-7317, Attestation Audits — Reporting

1G-7323, System of Quality Control

IG-7218, Management Decision Process

Auditors are required to adhere to the policies and procedures contained in these
directives.

B. DEFINITIONS

L.

Audit Documentation. Constitutes the principal record of the work that the auditors
have performed in accordance with standards and the conclusions that the auditors
have reached. Audit documentation should contain a description of the work
performed, findings, conclusions, and recommendations that the auditors have
reached. The quantity, type, and content of audit documentation are a matter of the
auditors’ professional judgment. Audit documentation is an essential element of
audit quality. The process of preparing and reviewing audit documentation
contributes to the quality of an audit. Audit documentation serves to (1) provide the
principal support for the audit product, (2) aid auditors in conducting and
supervising the audit, and (3) allow for the review of audit engagement quality.

Terms such as working papers, work papers, and evidence are synonymous with
audit documentation.

Audit Engagement. A work project in the Office of Audit which generally results
in a written product. These engagements are typically classified as an audit, review,
or attestation.
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a. Evidence. Evidence may be obtained by observation, inquiry, or inspection and
may be categorized as physical, documentary, or testimonial. Each type of
evidence has its own strengths and weaknesses. The nature and types of evidence
to support auditors’ findings and conclusions are matters of the auditors’
professional judgment based on the audit objectives and audit risk. The evidence
obtained must meet basic tests of sufficiency and appropriateness. Auditors
should perform and document an overall assessment of the collective evidence
used to support findings and conclusions, including the results of any specific
assessments conducted to conclude on the validity and reliability of the evidence.

(1) Physical evidence is obtained by the auditor’s direct inspection or
observation of people, property, or events. Such evidence may be
documented in memoranda, photographs, videos, charts, drawings, maps,
physical samples, etc.

(2) Documentary evidence consists of already existing, tangible, retrievable
information such as letters, contracts, accounting records, invoices,
spreadsheets, database extracts, electronically stored information, etc.,
created by the auditee or third parties. Auditors shall not mark-up original
documents from the auditee. Any additional analysis should be performed,
conducted, and documented only on a copy of the auditee’s documentation,
with a reference to the original document, to maintain a record of what the
auditee provided prior to any additional analysis. When taking excerpts of
large documents as evidence, auditors must ensure the effective date, title
page, and table of contents are included.

(3) Testimonial evidence is obtained by inquiries, interviews, focus groups,
public forums, questionnaires, signed statements from involved persons, etc.
Auditors should obtain written corroboration of the testimonial evidence
when subsequent refutation is possible or it will be used to support an audit
conclusion or finding. Testimonial evidence may be useful in interpreting or
corroborating documentary or physical information. Auditors should
evaluate the objectivity, credibility, and reliability of the testimonial
evidence. Documentary evidence may be used to help verify, support, or
challenge testimonial evidence.

Evidence that is related by subject should be grouped to facilitate review and
recordation. For example, if a producer's entire crop insurance file is copied as
evidence, the entire package could be assigned a control number as opposed to
each form/page contained therein.

All evidence is required to have a source (such as a list of participants and
their titles for interviews; date and time for interviews and observations; or
“Prepared by Client” (PBC) when the supplemental document was prepared and

i
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The audit documentation will be retained in accordance with 1G-2186, Records
Creation, Retention, and Disposition. If OIG changes software, software
versions, and/or platforms, procedures will be developed to ensure that the files
remain retrievable.

9. Other Items of Emphasis Regarding Audit Documentation

Auditors need to ensure adequate audit documentation exists for the following topics:
e Compliance with 1G-7213, Independence forms.

e Any departure from standards and the resulting impact on the audit and the
auditors’ conclusions in accordance with 1G-7315, Financial Audits — Reporting;
IG-7316, Performance Audits — Reporting; and 1G-7317, Attestation Audits —

Reporting.

e Changes to audit engagement scope. Any changes to engagement scope need to
be approved by the AIG/A, documented in a memorandum to the engagement
project file, and successfully communicated to the auditee.

e The nature and scope of work to be performed by a specialist,” if applicable.
e Work performed by contractors on behalf of the OIG.

e The process followed and conclusions reached for identifying the appropriate
individuals to receive the required auditor communications in situations where it
is not clearly evident.

e The results of the work-to-date and reason an audit was terminated before its
completion and without an audit report being issued in accordance with IG-7315,
Financial Audits — Reporting; 1G-7316, Performance Audits — Reporting; and 1G-
7317, Attestation Audits — Reporting.

e Any limitation on report distribution in accordance with 1G-7217, Transmittal and
Distribution of Audit Reports.

¢ Post audit implementation in accordance with 1G-7218, Management Decision
Process and any related documentation for final action.

END

Examples of specialists include a statistician, actuary, economist, etc.

12
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THE AUDIT PROCESS

General

Requirements —

Transmittal and Distribution of Audit Reports

APPROVAL/TRANSMITTAL

This revision replaces the detailed listing of agency contact points (exhibit A) with a link to
the exhibit on the Office of Inspector General’s (OIG) Intranet Web site. The Intranet link
provides access to the most current listing of agency liaisons with updates made as changes
are identified. This revision also implements electronic distribution of reports, eliminates
the requirement to furnish hard copy audit reports to the Division Director for Audit,
changes the discussion draft signature authority from the Division Director for Audit to the
Deputy Assistant Inspector General for Audit, and removes both the section on Regional
Inspector General responsibilities related to special limited distribution of audits of United

States Department of Agriculture contracts and the corresponding exhibit C.

This

supersedes 1G-7217 dated October 2006. Remove and destroy previous editions.

/s/

Phyllis K. Fong
Inspector General

TABLE OF CONTENTS
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Exhibit B Special Added Distribution - A-133 Reports
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5. Written agreement on the monetary results amounts classified as “recovery
recommended” reported in Exhibit A has not been reached. And, agreement on
monetary results amounts classified under other terms has not been reached.

In order to ensure proposed auditee actions are sufficient to fully address
recommendations, OIG needs to specifically state how we want the auditee to meet final action.
This specificity will ensure that both the auditee, in developing and fulfilling its corrective action
plan, and OCFO, in its monitoring role, fully understand what specific steps must be taken.

The management decision process for Interim Reports is addressed in 1G-7401, Interim
Reports. The timeframes related to the management decision process for interim reports are
shorter. Refer to IG-7401 for specific timeframes.

D. PROCEDURES

Management’s response for each reported recommendation in an official draft report is
normally requested 30 days from the date of the report issuance.

The work unit responsible for making the recommendation will evaluate the response to
determine whether the response addresses the recommendation and OIG accepts the management
decision. The Assistant Inspector General for Audit (AIG/A) will sign all management decision
correspondence. Timeframes, responsibilities, and procedures for achieving a management
decision are outlined below:

1. Management Decision Accepted for One or More Recommendations. Within 30
days of receipt of the agency’s reply to an official draft report, OIG will take the
following actions:

a. The work unit responsible for the engagement will prepare a confirmation
memorandum to the agency (cc: to OCFO) conveying OIG’s acceptance
of the agency’s management decision. The memorandum will advise the
agency of the following:

(1) The recommendation(s) for which management decision has been
reached between OIG and the agency. A copy of the agency
response, OIG’s memorandum, and the Achievement of
Management Decision Form are provided to OCFO.

(2) To follow internal agency procedures in forwarding final action
correspondence to OCFO.

3) That final action on the management decision should be completed
within 1 year of the date of the management decision to preclude
being listed in the Department’s Performance and Accountability
Report per Departmental Regulation 1720-1.

6 February 2022
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Within 30 days after receipt of the agency reply for an official draft report, OIG
will take the following actions:

The work unit responsible for the engagement will prepare a confirmation
memorandum to the agency (cc: to OCFO). The memorandum will
convey a rebuttal or explanation of the reasons for disagreement, the
actions needed to reach agreement, any actions to correct the condition(s),
and/or recommend meetings with the auditee. If needed, additional
information should be requested within a specified timeframe (usually 15
days).

The actions that are set forth below are guidelines only; the actual actions
and timeframes to be undertaken are a matter of judgment contingent upon
the underlying circumstances precluding or impairing resolution. Work
unit directors should consult with Office of Audit senior management to
develop the appropriate course of action for each individual engagement.

Within 90 days after report release, the following actions should be taken:

Work units are to alert the applicable Deputy Assistant Inspector General
for Audit (DAIG/A) of the absence of management decision and, if
needed, enlist assistance in dealing with the agency in an effort to achieve
management decision.

Within 120 days after report release, the following actions should be taken:

a. Work units are to prepare and transmit to the applicable DAIG/A an
engagement decision paper addressed to the agency head (see Exhibit B).
The engagement decision paper should set forth both the OIG and agency
management positions and include any documentation that may assist in
resolving the disagreement. A transmittal memorandum should be
prepared for the AIG/A’s signature and forwarded to the agency head.

b. As necessary, the applicable DAIG/A is to schedule a meeting to discuss
the matters with the agency head. The meeting should normally be held
within 15 days after the engagement decision paper was sent to the
agency. If management chooses to reply in writing in lieu of a meeting,
the reply should be requested within 15 days.

Within 135 days after report release, the following actions should be taken:
Work units are to update the engagement decision paper to reflect any new
information obtained from the agency head and forward it to the

applicable DAIG/A. A transmittal memorandum should be prepared for
the AIG/A’s signature to the appropriate Under or Assistant Secretary, and

8 February 2022
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a written response should be requested or meetings held within 10 days. A
copy should be sent to the agency head.

Within 150 days after report release, the following actions should be taken:

a.

If a satisfactory solution cannot be reached, the work unit is to update the
engagement decision paper to elevate matters to the Departmental Audit
Follow-up Official, currently designated as the Deputy Secretary.

The work unit is to transmit the engagement decision paper signed by the
Inspector General to the Deputy Secretary with copies to the applicable
Under or Assistant Secretary and the agency head. The Deputy Secretary
will render the Department's final decision.

Immediately upon learning that a previously agreed-to management
decision has not been or will not be complied with (through notification
from OCFO or through other sources, such as engagement follow-up
activity), the process is to be reinitiated at the appropriate agency level.

Changes in Management Decision

OCFO may transmit to OIG agency requests to change agreed upon management
decisions. These requests should be reviewed for adequacy. If the proposal is
accepted, the timeframe for achieving final action (12 months from the date of the
original management decision) should generally remain unchanged. This
correspondence 1s also signed by the AIG/A.

END

9 February 2022



IG-7314
Change 7

AUDIT

Engagement Planning, Programs, and Supervision

APPROVAL/TRANSMITTAL

This section has been updated to reflect changes due to revisions to Government Auditing
Standards issued by the U.S. Government Accountability Office and the Expectations for Audit
Assignment Management issued by the U.S. Department of Agriculture (USDA), Assistant
Inspector General for Audit (AIG/A).

OIG personnel shall follow the procedures in this directive, which incorporate and supplement
Government Auditing Standards. Government Auditing Standards will prevail if this directive

and Government Auditing Standards appear to disagree. Government Auditing Standards also

prevail for instances where this directive is unclear or has not been updated to reflect a revision
to Government Auditing Standards.

This supersedes 1G-7314, dated September 12, 2007. Remove and destroy previous editions.

Signed By the IG on 4-23-2014

PHYLLIS K. FONG
Inspector General

April 2014
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D. PROCEDURES FOR ENGAGEMENT PLANNING

Engagement planning encompasses several different elements of the audit process. These
include objective, scope, methodology, staffing, timing, and the unique aspects of each specific
engagement. Each of these aspects must be examined first individually, then collectively, in
order to formulate an overall plan that will result in an engagement that maximizes results,
ensures the prudent use of resources, fulfills mandatory requirements, and provides management
with timely assistance.

Auditors must adequately plan and document the work necessary to address the audit
objectives. When formulating objectives, auditors must make judgments regarding tradeoffs that
may be encountered prior to or during the audit engagement. For example, though multiple
objectives may be identified as warranting examination, they may cause the scope of the review
to become too extensive in terms of audit timing and available resources. In this case, a
determination must be made regarding whether certain objectives can be deferred for a
subsequent engagement. Similarly, the scope must be closely analyzed considering the results
needed to persuade the auditee to take corrective action and the need to generate timely results.

OIG Auditors must assess the risk associated with reduced impact compared with the benefit
derived from more promptly identifying reportable conditions. The methodology of the audit
engagement could be affected by the availability or auditability of program data, which in turn
affects the objectives and scope. Availability and auditability of data must be ensured to meet
the sufficiency requirement of evidence. Similarly, actions such as corroboration with
supplemental sources must be undertaken to ensure the data are valid to fulfill the evidence
requirement of competence. All aspects of an audit engagement must be in synergy to achieve
the goal of a highly cost-effective engagement.

The survey steps of the engagement work program should validate the need for continuing
the engagement. Survey steps are essential to the overall audit process, in that they should help
conserve resources and guide the substantive testing that may occur during the audit engagement.

1. Objective

The first and most critical phase of audit planning is to establish the audit objective(s).
The objectives drive the audit engagement.

Establishing precise objectives is essential because an audit engagement without clear
objectives could result in wasted resources, delays, and/or poor quality audit products. In
analyzing possible audit objectives, auditors must consider the significance of an issue,
the availability of data and resources, and the potential for developing workable
recommendations.

The formulation of audit objectives is a complex process. Audit objectives state what the
audit engagement intends to accomplish. Audit objectives can be thought of as questions
about the program that the auditors seek to answer, based on evidence obtained and
assessed against criteria. Formulating meaningful and achievable audit objectives

5 April 2014
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requires a clear understanding of the program, activity, function, or organization to be
audited. Audit objectives impact every phase of the audit, from the selection of scope,
methodology, and staff, to the timing and nature of audit products. Audit product
findings are generally aligned with the objectives. Therefore, it is critical that objectives
be distinct, clear, and provide for segmentation of potential audit findings.

Objectives are based primarily on the purpose of the audit engagement. Generally, the
purpose evolves from the perceived audit need. In some circumstances, however, the
audit objectives may be derived from other sources. Examples include whistleblower
complaints, legislative requirements, or internal/external requests. The basis for all
objectives must be documented.

The survey steps of an audit engagement should either confirm or lead to revision of the
original audit objectives. These conclusions are generally derived from:

e An evaluation of internal controls and the associated risks identified.

e Preliminary evaluations and compliance tests of applicable laws, regulations,
policies, and procedures.

e Other survey tests.

¢ An evaluation of corrective action (adequacy and effectiveness) taken on material
deficiencies noted during prior audits as they apply to the planned objectives.

Once the objectives have been reaffirmed or revised, auditors must determine whether
GAGAS can be met in the performance of the audit engagement. If any of the standards
cannot be met, documentation is required to depict the issue(s), document the approval to
proceed with the audit engagement, and document the impact of deviations from GAGAS
on the audit conclusions. This would be documented via a memo to the project file and
approved by the AIG/A or applicable Deputy Assistant Inspector General/Audit
(DAIG/A).

Scope

The scope is the boundary of the audit engagement and is directly tied to the objectives.
It consists of the nature, timing, and extent of substantive tests to be performed, the
period of program activity under examination, audit sites to be visited, and any
limitations in audit coverage. The scope should ensure significant matters are adequately
tested and evaluated to fulfill the objectives.

An important factor in scoping is the potential use of other auditors’ work. State
auditors, for example, routinely examine State-administered Federal programs, and thus
some or all of their work may have utility. Upfront planning is necessary to facilitate this
coordination. Other possibilities exist to supplement or complement OIG’s audit
engagements and should be considered where warranted. If auditors choose to rely on
the work of others, certain procedures must be performed, and GAGAS provide

6 April 2014
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provisions regarding the work of others. Ata minimum, auditors should perform actions
such as obtaining evidence of other auditors’ qualifications and independence, and
determining the sufficiency, relevance, and competence of other auditors’ evidence.
Auditors should make arrangements to obtain and review the audit documentation of
other auditors to provide the necessary assurances in accordance with GAGAS.

Decisions about audit scope should be based on such factors as:

a. The most current profile data of program transactions (the program universe
needs to be considered to identify the population that receives the
preponderance of program assistance).

b. Adequacy of internal controls as determined during the survey steps.
c¢. The risk that noncompliance with laws and regulations could occur.

d. Extent of impact needed to persuade management to implement corrective
actions.

e. The reliability of computer-processed data.

f. Availability of staff and other resources (e.g., travel funds).
g. Time constraints regarding when the audit results are needed.
h. Issues of interest to management.

1. Coordination with OIG’s financial audit activity to determine if testing can be
performed to facilitate that effort and/or if financial audit results can be used in
the planned performance audit. Care should be exercised to avoid duplication of
work.

If non-statistical selection criteria are used, the scope should provide supporting
information on how the specific locations, or other selection units, and specific
transactions were selected. Any bias influencing non-statistical selections must be clearly
stated. For purposes of this section, the term "bias" represents employing selection
criteria where problems are known or perceived, like poor management, historical
program deficiencies, lack of past management corrective action, etc.

If judgment is used to select transactions for testing, the scope should explain the criteria
that guided the auditors' selections and the volume of items that should be tested in
relationship to the universe, e.g., “We selected the 20 largest transactions for review out
of a universe of 140 transactions.” If criteria cannot be provided, the audit
documentation must include a narrative explanation that discloses how transactions were
selected.
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The applicability and use of advanced techniques (e.g., statistical sampling, computer
matching, and data analytics) need to be assessed for each audit engagement. For audit
engagements that are nationwide/multiregional in scope, auditors should consider using
statistical sampling in order to provide quantitative evidence regarding the operation of
the program as a whole. Auditors should consult with OIG statisticians and use care in
the development of, and the decision to adopt, a sampling methodology. The cost benefit
of applying statistical sampling should be considered. All sampling methodologies are
subject to the applicable provisions of 1G 7323, System of Quality Control.

In addition, auditors must determine and document the need to assess the reliability of
computer-processed data in order to fulfill the audit objectives. The validity of computer-
based data must be assessed if their reliability is crucial for accomplishing the audit's
objectives, or if the audit engagement's purpose is to evaluate a management information
system. An audit engagement that seeks to evaluate a system should normally also
include an evaluation of the general and application controls. See the Government
Accountability Office's (GAO) guide, Assessing the Reliability of Computer-Processed
Data (GAO-09-680G), issued July 2009, and the Federal Information System Controls
Audit Manual (GAO-09-232G), issued February 2, 2009, for additional guidance.

If compliance with laws and regulations is an audit objective, auditors should first
evaluate the reasonableness of the requirements. In other words, auditors should consider
questions such as “Does the requirement make sense?” and “Is there a better way to
achieve the program goal or to improve economy and efficiency?” Traditional
compliance auditing should be considered subordinate to, although in support of, an
assessment of the adequacy of the program criteria.

GAGAS require that, in planning the audit, auditors should assess the risk of fraud,'
abuse, and/or illegal acts occurring that are significant within the context of the audit
objectives. When auditors identify factors or risks related to actual or suspected fraud
that they believe are significant within the context of the audit objectives, they should
design procedures to provide reasonable assurance of detecting such fraud.

Auditors must also determine whether GAGAS can be met in the performance of the
audit engagement. If any standards cannot be met, documentation is required to depict
the issue(s), document the approval to proceed with the audit engagement, and document
the impact of deviations from GAGAS on the audit conclusions. Additionally, the audit
product must disclose any departures from GAGAS or scope limitations.

3. Audit Methodology

The methodology describes the nature and extent of audit procedures for gathering and
analyzing supporting audit documentation to address the audit engagement objectives.
Methodology generally relates to the techniques used to gather supporting audit
documentation and the types evidence relied upon (documentary, testimonial, physical,

! Fraud is a type of illegal act which involves obtaining something of value through willful misrepresentation. Whether an act is,
in fact, fraud is a determination to be made through the judicial or other adjudicative system and is beyond auditors’ professional
responsibility.
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of maximum use, the audit product needs to provide relevant information in time to
respond to the needs of officials of the audited entity, legislative officials, and other
users. Likewise, the information provided in the audit product needs to be current.
Therefore, auditors should plan for the appropriate issuance of the audit product and
conduct the audit engagement with these goals in mind. At the completion of the
survey phase, the engagement team will brief the AIG/A, applicable DAIG/A,
Headquarters Director, and staff.

b. Staffing

GAGAS require that the staff assigned to perform an audit engagement must
collectively possess adequate professional competence for the tasks required.
Supervisors (including the Assistant Director, Team Leader, or designated Senior
Auditor) need to ensure that assigned staff have the essential skills that match those
necessary to fulfill a particular audit mandate or scope. Audit management® should
also satisfy itself that assigned staff members clearly understand their individual
tasks, responsibilities, and objectives before starting the work. Supervisors must
ensure that less experienced staff members will be provided sufficient on-the-job
training during the course of the audit engagement.

Audit management must take such steps, as are necessary, to ensure the independence
of assigned staff. Moreover, if consultants, experts, and/or specialists (to include
USDA personnel, where applicable) are used, reasonable assurance regarding their
proficiency and independence must be obtained. For example, a statistician shall be
involved in the planning and analysis of any audit engagement involving the use of
statistical sampling per I1G-7323.

The issuance of the assignment letter marks the beginning of work on an audit
engagement. To make full use of staff resources, almost all of the engagement team
needs to be ready to begin work on the new assignment when an assignment letter is
issued. To meet this objective, once a draft audit product is issued, non-supervisory?
engagement team members should end full-time participation in an ongoing project to
be ready to start their next scheduled assignment.

c. Audit Seminar
If a Director or Assistant Director determines a seminar is to be held, it should be

designed to provide all auditors a full and complete understanding of the audit issues,
objectives, and procedures.

© Audit management is defined as the AIG/A, DAIGs/A, Directors, and Assistant Directors.

”For this directive and passage, a supervisor is characterized as audit staff performing the Assistant Director, Senior Auditor,
Auditor-in-Charge, or Team Leader role or someone who has been informed by management that they are performing these roles.
Many times, the Assistant Director performs both the supervisory and managerial role for an engagement.
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d. Internal/External Communication

Interaction within OIG and with agency and/or other outside officials is essential to
ensure the audit process is conducted as planned.

(D)

2)

3)

(4)

Legal advice, consultations, and/or opinions are to be obtained, as needed, at the
beginning and throughout the course of the audit engagement. If this
information is to be used to support an audit conclusion, it must be obtained or
confirmed in writing. If a written opinion is not likely to be readily forthcoming
in a timely manner, a memorandum of conversation should be prepared and sent
to the attorney with a request for written concurrence.

Questions concerning the audit criteria must be resolved, in writing, with
agency management prior to the start of the engagement.

All contacts with the OIG Office of Counsel, Office of Management and
Budget, USDA’s Office of the General Counsel, or Congressional staff must
first be coordinated with the responsible DAIG/A through the appropriate
Headquarters division.

Provide written notification to the agency that will be audited. Auditors should
communicate the specific nature as well as general information concerning the
planning and conduct of the audit engagement, how the audit results will be
reported, and information the agency may need to understand the objective,
timeframes, and any data needs.

Agencies will be notified of the audit engagement by a memorandum (standard
engagement letter). Within 2 weeks of opening the audit assignment in the
management information system, the applicable DAIG/A will sign the standard
engagement letter to the auditee(s), which should contain the following:

(a) Title.

(b)  Objectives.

(c) Scope and methodology, including sites to be visited, if known.

(d)  Request for management reviews/studies.

(e)  Request for status of regulatory changes.

() Estimated or known start and completion dates.

(g)  Responsible OIG work unit, with names and telephone numbers of
principals.

(h) Request for agency engagement contacts.

(1) Request for information or data that the agency should provide to
facilitate the engagement (prepared by client (PBCs) or other audit
requests) as an attachment to the memorandum.

() Identification of any special arrangements or procedures that will be
used to facilitate the engagement, if applicable.

(k)  Request for working space, systems, or internet access, and other needs,
if applicable.
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M Solicitation of agency input regarding audit coverage and other issues of
interest.

(m) Statement that OIG will contact the agency to arrange for an entrance
conference, if applicable.

(n)  Discussion of possible outcomes of the engagement, i.e., issue audit
report, issue no-finding report, or possible interim report.

(o) Reference to DR-1700-2 for explanation of the respective responsibilities
of the auditee and OIG.

(p)  Request that the auditee be prepared to discuss internal control objectives
and techniques.

The engagement letter will generally be transmitted prior to the beginning of field
work. This enables the audit liaison to notify appropriate staff to solicit their
input. Tailor the engagement letter to the assignment; a general version without
engagement specifics is not permitted.

(5) The entrance conference is a critical vehicle to collaborate with the auditee’s
management. Following Expectations for Audit Assignment Management, most
entrance conferences will occur within 4 to 5 weeks of opening an assignment.
The discussion at the entrance conference should center on the audit
engagement’s scope, objectives, methodology, program criteria, and potential
recommendations. Request the auditee’s management to provide input during the
conference regarding the timeliness of audit results (factors that could potentially
impact the timeframes of the audit engagement), and all known or suspected
program weaknesses, including any fraudulent activities.

A memorandum to the auditee may be warranted to formally confirm key
assertions made by the auditee’s management (like interpretation of program
criteria) or other unique agreements/arrangements.

It is expected that the engagement team will initiate fieldwork with the agency
immediately after the entrance conference.

(6) Agencies should be notified if significant changes are made to the audit plan
(objectives, scope, methodology, and timing) during the course of the audit
engagement. A change in scope or objectives would result in meeting with
agency management to communicate and discuss the change.

(7) Agencies should be kept fully apprised of audit results once they have been
solidified. Interaction should be ongoing throughout the process. An essential
segment of audit reporting is the auditee’s explanation as to why the condition
found existed. This can only be gleaned by posing the critical question of
“Why?” (or “Why not?”) to officials at the appropriate operating level. If
appropriate, the action addressee, to include officials at the Under Secretary or
Administrator level, should be updated during the course of the audit. Keeping an
auditee informed during the entire process should also help to reduce the agency
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State offices, test locations, test file-sampled items, etc.). This should be considered
and planned before steps are entered into the Procedure Forms.

b. The Purpose tab should be the test, task, or objective of the step. The Conclusion tab
should adequately document the results of the Purpose, in essence answering the
question or documenting the summation of the result.

c. A description of the sampling technique, statistical/non-statistical selection
methodology, task, review, evaluation, or analysis applied.

d. For internal controls, an assessment of whether internal control has been properly
designed and implemented. For those internal controls that are deemed significant
within the context of audit objectives, auditors should plan to obtain sufficient,
appropriate audit documentation to support their assessment about the effectiveness of
those controls.

. Other Requirements

Audit engagement work programs should also include:

a. Any special or unique requirements and instructions dealing with such functions as
audit oversight, supervision, pro forma document requirements, pre-designed
computer applications, and audit document preparation.

b. Stipulations that audit staff are to fully understand the program area to be audited, the
audit objectives, and continually assess the appropriateness/productivity of the audit
steps, procedures, methodologies, and costs/benefits of the related results.

c. Guidance on the treatment and handling of testimonial evidence. Statements critical
to the audit engagement should be corroborated by checks of records and physical
tests, in order to permit reporting based on these facts rather than the oral evidence. If
corroboration via documentation is not possible, written representations should be
obtained. Testimonial evidence should not be relied upon, in any case, if there is
concern that the individual was not fully knowledgeable or was biased. Nonetheless,
where individuals’ statements are used to support a finding, it is important to specify
that the source was testimonial. In addition, if experts are used, written certifications
that the results of their work are true and accurate must be obtained if the results are to
be used to support audit conclusions.

d. Supporting information and documents may be attached to the engagement work
program when appropriate. For example, audit locations, informational charts and
tables, pro-forma documents, etc., may best be presented as attachments. The
attachments should be descriptively titled.
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Organization and staffing. Pay particular attention to major reorganizations and
management changes. Where practical, the period to be reviewed should be limited
to, or at least emphasize, the tenure of existing top management.

Prior OIG audit, investigation, and inspection reports, as applicable.
Prior, current, and planned non-Federal and GAO audits, as applicable.

Agency-performed risk assessments, conducted pursuant to the Improper Payments
Information Act, Federal Managers’ Financial Integrity Act (FMFIA), and
Government Performance and Results Act (GPRA). (Auditors must obtain copies of
such risk assessments and include them in the audit documentation. If the agency did
not perform such risk assessments, or has no documentation to support the

performance of such risk assessments, assigned auditors must notify the Assistant
Director.)

Agency-performed or commissioned internal and external reviews and studies, and
Independent Public Accountant reports, as applicable.

2. Identification of:

£:

Areas susceptible to fraud, abuse, and waste.
Profile data for consideration in scoping survey and possible audit work.

Concerns expressed by the Secretary or the Secretary's staff, agency officials,
Congress, media, or others.

Major weaknesses or deficiencies disclosed by prior audits and investigations, and the
adequacy of corrective actions taken.

Computerized data files for which computer-assisted audit techniques could be used
to analyze program data.

Areas that warrant a legal opinion, interpretation, or clarification.

Assessable program criteria and interpretations.

3. Planning:

Develop the preliminary (survey) objectives, scope, and methodology.

4. Testing:

Determine if the agency’s FMFIA report disclosed any applicable material weaknesses.
If a weakness is identified, the following steps should be performed:
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a. Assess the adequacy of agency actions by determining if:
(1) corrective actions have been initiated or are planned, and

(2) the actions underway, or proposed, appear timely and appropriate to correct the
condition cited.

b. If the plan appeared adequate, test compliance with the actions taken to ensure
adherence to the plan.

Perform a preliminary evaluation of internal controls. Document key event cycles using
flowcharts and/or narratives. Perform the evaluation using the following methodology:

a. Learn the system, nature, and timing of internal controls.
(1) Ask management how the system is supposed to work.

(2) Review written support (procedures, manuals, et al.) to determine if the
system is properly documented and agrees with management assertions.

b. Identify the controls to be evaluated.

c. Determine if the system, as described, will prevent, detect, or correct errors/
irregularities.

d. Consider the types of errors/irregularities that could occur.

e. Identify the internal controls that could prevent, detect, or correct
errors/irregularities.

f. Determine if the internal controls identified above are prescribed.

g. Determine which internal controls warrant compliance testing. If internal controls
appear adequate and govern vulnerable areas or are critical to key functions,
conduct compliance tests.

If internal controls appear inadequate, there is no need to test the controls for compliance.
If the control deficiency was material, consider immediately reporting the deficiency
based upon this preliminary evaluation. If management was non-responsive to the results
of the survey steps, expand the scoping of subsequent engagement tests and use any
adverse results to support the need for improved internal controls.

Also test for compliance. For controls that appear adequate, determine if the necessary

procedures were performed, how they were performed, and by whom they were
performed.
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A. BACKGROUND

1. Applicability

Government Auditing Standards define two basic types of Government audits -
Performance and Financial. This manual section applies to financial statement audits,
attestation engagements, and Statement of Auditing Standards (SAS) No. 70 “Reports
on the Processing of Transactions by Service Organizations.”

2. Types of Reports

a. Draft Report

The preliminary write-up of the results of an audit which provides the medium
whereby OIG exercises quality control communicates audit results and obtains the
auditee's views prior to issuance of the final report. The draft reporting process
generally consists of the following phases.

(1) Working Draft

e The draft report prepared by the auditor and used for preparing and
finalizing the Official Draft.

(2) Official Draft

e The referenced draft transmitted to the auditee for formal discussion with
agency officials.

b. Audit Report

The final document signed and issued containing the audited Performance and
Accountability Report (PAR) prepared by the auditee, audit opinion, and reports
on internal control structure and compliance with laws and regulations.

B. POLICY AND PROCEDURES - FINANCIAL STATEMENT AUDIT

In communicating audit results to management officials and other interested parties,
OIG personnel shall follow the procedures in this directive which incorporate and
supplement Government Auditing Standards and, by reference, the American Institute of
Certified Public Accountants (AICPA) standards for reporting of financial audits.

Specifically, Government Auditing Standards incorporate the following four AICPA
generally accepted standards of reporting.
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a. The report shall state whether the financial statements are presented in accordance
with generally accepted accounting principles.

b. The report shall identify those circumstances in which such principles have not been
consistently observed in the current period in relation to the preceding period.

c. Informative disclosures in the financial statements are to be regarded as reasonably
adequate unless otherwise stated in the report.

d. The report shall either contain an expression of opinion regarding the financial
statements, taken as a whole, or an assertion to the effect that an opinion cannot be
expressed. When an overall opinion cannot be expressed, the reasons therefore
should be stated. In all cases where an auditor’s name is associated with financial
statements, the report should contain a clear-cut indication of the character of the
auditor’s work, if any, and the degree of responsibility the auditor is taking.

For audits of financial statements in which auditors provide an opinion or disclaimer,
auditors should report the scope of their testing of internal control over financial
reporting and of compliance with laws, regulations, and provisions of contracts or grant
agreements, including whether or not the tests they performed provided sufficient
evidence to support an opinion on the effectiveness of internal control over financial
reporting and on compliance with laws, regulations, and provisions of contracts or grant
agreements.

Agreed-upon procedures reports should contain an exhibit detailing the procedure
applied and applicable results. The report should indicate that OIG is not accepting
responsibility for the adequacy of the procedures applied.

Reports on the Processing of Transactions by Service Organizations (SAS No. 70’s
“Audit Opinions and Related Findings™) are to be administratively handled similar to
financial statement audits.

Reports on attestation engagements should include the following assertions.

(1) The report shall identify the subject matter or the assertion being reported on
and state the character of the engagement.

(2) The report shall state the practitioner’s (auditor’s) conclusions about the subject

matter or the assertion in relation to the criteria against which the subject matter
was evaluated.
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(3) The report shall state all of the practitioner’s (auditor’s) significant reservations
about the engagement, the subject matter, and if applicable, the assertion related
thereto.

(4) The report shall state that the use of the report is restricted to specified parties
under the following circumstances:

(a) When the criteria used to evaluate the subject matter are determined by the
practitioner to be appropriate only for a limited number of parties who
either participated in their establishment or can be presumed to have an
adequate understanding of the criteria.

(b) When the criteria used to evaluate the subject matter are available only to
specified parties.

(c) When reporting on subject matter and a written assertion have not been
provided by the responsible party.

(d) When the report is on an attestation engagement to apply agreed-upon
procedures to the subject matter.

Government Auditing Standards prescribe additional reporting standards for
attestation engagements that go beyond the requirements contained in the AICPA.
Auditors must comply with these additional standards when citing Government Auditing
Standards 1n their attestation engagement reports. The additional Government Auditing
Standards relate to:

e Reporting auditor’s compliance with generally accepted government auditing
standards (see paragraphs 6.29 through 6.31).

e Reporting deficiencies in internal control, fraud, illegal acts, violations of
provisions of contracts or grant agreements, and abuse (see paragraphs 6.32
through 6.40).

e Reporting views of responsible officials (see paragraphs 6.41 through 6.45).

e Reporting privileged and confidential information (see paragraphs 6.46 through
6.48).

e Report issuance and distribution (see paragraphs 6.49 through 6.54).

Any deviations must be approved by the Assistant Inspector General for Audit (AIG/A).
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In carrying out the above policy, the following standards shall apply.

Reports shall be 1ssued promptly to make the information available for timely use
by management.

The financial audit report will consist of the “Opinion, Report on Internal Control
Structure™ and a “Report on Compliance with Laws and Regulations.”

The Headquarters Division Director will furnish a draft to the auditee prior to
arranging for an exit conference. The report needs to be transmitted a minimum
of 5 working days prior to the exit conference to provide the auditee with
adequate time to become familiar with its contents. The auditee should be
requested to have the agency's written position on the findings and
recommendations in the reports available at the exit conference.

Extracts of pertinent agency written comments should be incorporated to the draft
report, if applicable.

Send the audit to the appropriate recipient in accordance with 1G-7217,
“Transmittal and Distribution of Audit Reports.”

The report(s) should be dated in accordance with AU § 530.

Draft reports shall be appropriately marked on each page. The cover sheet of the
discussion draft shall contain the statement below.

NOTICE - THIS DRAFT RESTRICTED TO OFFICIAL USE

This is a draft report prepared by the U.S. Department of Agriculture,
Office of Inspector General, and 18 subject to further revisions before it is
released in its final form. This draft is provided to program officials solely
for their review and comments on the subjects reported. Recipients of this
draft are not authorized to make any further distribution or release of this
information except for official review and comments.

C. ISSUE PAPERS

1.

Issue papers are to be used to formally communicate to management matters
disclosed during the audit. Issue papers should be conveyed promptly, i.e., as soon as
audit disclosures have been solidified. Issue papers provide management with early
notification of matters of interest and a vehicle to substantiate the audit conclusion.
Issue papers are not audit reports.
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(3) The requirements set forth in Departmental Regulation 1720-1, “Audit
Follow-Up, Management Decisions and Final Actions,” when a response from
the auditee is due.

. Executive Summary

Each audit report shall contain an Executive Summary immediately following
the transmittal letter. Pages should be numbered in small roman numerals in
sequence. The Executive Summary should be as concise as possible while still
conveying the needed information. It should generally run about two to three
pages in length and should not exceed four pages. The Executive Summary
should include the following subsections.

(1) Objectives
The major objectives of the audit should be summarized in this subsection.
(2) Results in Brief
This subsection provides the type of opinion and a brief overview of the
most significant results and conclusions of the audit. Generally, the results
should answer the audit objectives. The general condition of the most
significant areas should be included in terms that place them in perspective
and provide balance. Corrective action taken during the audit on major
adverse conditions should be noted.

(3) Key Recommendations

Those recommendations that relate to the major findings described in the
Results in Brief subsection should be summarized.

(4) Agency Position

The agency position to the key recommendations should be briefly stated.
If there is disagreement, OIG's rebuttal position should also be included.

Table of Contents

The Table of Contents should follow the Executive Summary and also be
numbered in Roman numeral sequence. The section should be headed and list the
other report sections and their page numbers. Individual issues, findings, and
recommendations should be given their own page numbers to facilitate access.
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(1) If a written response is provided at the exit conference, a summary of the
agency’s response followed by the auditor’s position, as appropriate,
should be included, set off as subsections. Non-concurrence must be
comprehensively rebutted or a reference made to the modifications made
in the report as the result of the agency written reply. This information
should be sequenced in the following manner:

e Recommendation (No.)
e (Agency Name) Response
e OIG Position

(2) The agency response subsection should clearly describe the pertinent
actions and timeframes proposed by the auditee in its written response to
the draft report.

(3) One of the most critical phases of the audit process is the determination to
accept the agency's proposed management decision. For guidance in this
area, refer to 1G-7218, “The Management Decision Process.”

(4) If OIG agrees that the management decision is acceptable, based upon the
agency’s written response, the OIG position subsection will be limited to a
statement of agreement. If the agency has proposed an alternative action
to the recommendation that is nonetheless acceptable, the OIG position
subsection should recognize this situation in conjunction with OIG’s
statement of agreement.

(5) In all cases where the written response was deemed acceptable for
management decision, the requirements needed to achieve final action
must be identified in the “OIG Position™ subsection.

(6) If OIG does not agree with the management decision contained in the

written response, state OIG's position and what the agency needs to do to
gain OIG's acceptance.

END
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AUDIT
Performance Audits - Reporting
APPROVAL/TRANSMITTAL

This manual section has been updated to reflect changes due to revisions to Government Auditing
Standards;, compliance with Section 508 of the Rehabilitation Act of 1973, as amended by the
Workforce Investment Act of 1998; the adoption of new reporting processes and expectations;
and the discontinuance of management alerts.

OIG personnel shall follow the procedures in this directive, which incorporate and supplement
Government Auditing Standards. Government Auditing Standards will prevail if this directive
and Government Auditing Standards appear to disagree. Government Auditing Standards also
prevail in instances where this directive is unclear or has not been updated to reflect a revision to
Government Auditing Standards.

This supersedes IG-7316, Change 3, dated February 3, 2000. Remove and destroy previous
editions.

SIGNED BY THE IG 8-25-2015

Phyllis K. Fong
Inspector General
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A. BACKGROUND

Government Auditing Standards define three basic types of Government audit engagements:
Performance, Financial, and Attestation. This manual section applies to performance audit
engagemcnts.' Performance audit engagements encompass a wide variety of objectives. These
objectives include assessing: program effectiveness and results; economy and efficiency; internal
controls; compliance with legal or other requirements; and/or to address other specialized
circumstances.

Auditors must issue audit reports communicating the results of each completed performance
audit engagement. The purpose of audit reports is to communicate the results of audits to those
charged with governance, the appropriate officials of the audited entity, and the appropriate
oversight officials; make the results clear, concise, and understandable; make the results available to
the public; and facilitate follow-up to determine whether appropriate corrective actions have been
taken.

Auditors should recommend actions to correct deficiencies and other findings identified during
the audit and to improve programs and operations. Effective recommendations encourage
improvements in the conduct of governmental programs and operations.

Auditors should obtain and report the views of responsible officials of the audited entity
concerning the findings, conclusions, and recommendations included in the audit report, as well as
any planned corrective actions.

OIG’s Office of Audit has implemented reporting processes and expectations to facilitate
timely reporting and increase standardization. The most significant of these include:

e Use of a Managers’ Consensus Building Outline (MCBO);

e Use of templates for audit product and related document content and format;

e Adoption of OIG Procedures for Processing Official Draft Reports into Final Reports and
for Publishing, Distributing, and Posting the Final Report,

e Procedures to effect compliance with Section 508 of the Rehabilitation Act of 1973, as
amended by the Workforce Investment Act of 1998; and

e The Assistant Inspector General for Audit’s (AIG/A) Expectations for Audit Assignment
Management Memorandum, issued November 22, 2011.

The drafting of an audit report is a shared responsibility between the auditors and the writer-
editor on the team.

' Due to their unique nature, financial and attestation audit engagements are addressed in IG-7315, Financial Audits — Reporting and
1G-7317, Attestation Audits — Reporting, respectively.
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B. DEFINITIONS

1. Audit Documentation. Constitutes the principal record of work the auditors performed in
accordance with standards and the conclusions that the auditors have reached. Audit
documentation should contain a description of the work performed and the findings,
conclusions, and recommendations that the auditors have reached. The quantity, type, and
content of audit documentation are a matter of the auditors’ professional judgment. Audit
documentation is an essential element of audit quality. The process of preparing and
reviewing audit documentation contributes to the quality of an audit. Audit documentation
serves to: (1) provide the principal support for the audit product; (2) aid auditors in
conducting and supervising the audit; and (3) allow for the review of audit quality.

Terms such as working papers, work papers, or evidence are synonymous with audit
documentation.

2. Audit Engagement. A work project in the Office of Audit which generally results in a
written audit product. These engagements are typically classified as an audit, review, or
attestation.

3. Audit Product.* A written narrative produced as a result of an audit engagement. Generally
referred to as an audit report, but could be in other forms (review, opinion, compilation,
efc.).

4. Discussion Draft. The referenced draft report transmitted to the audited entity for formal
discussion at the exit conference.

5. Draft Report. The preliminary write-up of the results of an audit which provides the
medium whereby Audit exercises quality control over the written product, communicates
audit results, and obtains the audited entity’s views prior to issuance of the final report.
The draft reporting process can consist of the following phases: working draft, discussion
draft, and official draft.

6. Final Report. The final released audit product including the audited entity’s written
response.

7. Interim Report. A stand-alone report of issue(s) that need the immediate attention of the
audited entity’s management prior to the completion of the engagement. Based on the

? In other directives, the Office of Audit technically refers to its audit results documents as audit products, Given the subject matter
specificity of this directive (preparation of performance audit reports), Audit will use the general term “reports™ when referring to
audit products. For this directive, the words are synonymous.
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E. REPORT ELEMENTS

Government Auditing Standards require that audit reports contain (1) the objectives, scope, and
methodology of the audit; (2) the audit results, including findings, conclusions, and
recommendations, as appropriate; (3) a statement about the auditors’ compliance with Government
Auditing Standards; (4) a summary of the views of responsible officials; and (5) if applicable, the
nature of any confidential or sensitive information omitted. Audit uses standardized report elements
to ensure report content requirements are met.’

Audit uses primarily three reporting products to communicate the results of audits. These
products are: Discussion Draft, Official Draft, and Final Report.'" The following table depicts the
report element and its application to the reporting product:"

Elements Discussion Draft Official Draft Final Report
Transmittal Memorandum Attached Attached Included
Cover Page Not used Not used Included
Table of Contents Not used Not used Included
One Page Summary Included Included Included
Background & Objectives Included Included Included
Findings Included Included Included
Recommendations Included Included Included
Agency Response Placeholder Placeholder Included
OIG Position Placeholder Placeholder Included
Scope and Methodology Included Included Included
Abbreviations Included (if applicable) | Included (if applicable) | Included (if applicable)
Exhibits Included (if applicable) | Included (if applicable) | Included (if applicable)

Additionally, a short narrative and link to the final report (.pdf) is posted on the USDA OIG
Facebook page. The social media postings are managed, coordinated, and maintained by both the
Writing and Publication Division (WPD) and the Information Technology Division (ITD).

F. PREPARATION OF DRAFT REPORTS

Conceptually, the writing of the audit report is a progressive process. It originates with either a
working draft or discussion draft with reporting elements that evolved from the MCBO and
continue to evolve as the reporting stage continues. The evolution of these elements requires that
auditors continually update and document the report at all stages, as well as any supporting

¥ A change to these elements may be appropriate in unique circumstances, which shall be approved by the AIG/A.

' An interim reporting product entitled Interim Report is used to communicate issues that require immediate attention by audited
entity management. Refer to 1G-7401, Interim Reports for further guidance.

" The application terms are defined as follows: Attached — the element is attached to the reporting product as a separate document.
Included — the element is included in the product as a section or element. Not used — the element is not used for the applicable
reporting product. Placeholder — a placeholder is used in the reporting product to denote the location of future information for the
element. Included (if applicable) — the element is included in the reporting product, if applicable, on a product-by-product basis.
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2. Discussion Draft. The discussion draft report is the referenced draft report transmitted to
the audited entity for formal discussion at the exit conference. It is created as an interim
product before drafting the official draft report. The discussion draft report is the product
that evolves the audit findings from the MCBO to the official draft report.”
Conceptually, it is the expansion of the reporting elements and format of the MCBO to
the Office of Audit reporting format. Chronologically, the discussion draft report is
created after agreement to the MCBO by the engagement team, DAIG/A, and AIG/A.

The discussion draft report serves internal and external purposes. Internally, the
discussion draft report is cross-referenced to supporting audit documentation and subject
to an unassociated referencing review in accordance with IG-7323, System of Quality
Control. The discussion draft report is created by the engagement team and subject to
formal review by Office of Audit management and others, as applicable.

0OIG’s Office of Counsel (OC) will review discussion draft audit reports for a variety of
reasons. Examples include: (1) where the audit engagement team solicited or received
advice from OC in conducting the audit; (2) where a finding or recommendation in the
report pertains to compliance with a legal authority (statute, regulation, etc.) or suggests
that the audited entity obtain legal advice from the USDA Office of the General Counsel
(OGC) on an open legal issue; or (3) where the DAIG/A or AIG/A believes OC review is
otherwise warranted or value added. As a matter of process, findings and
recommendations for which OC advice has been received should be shared with OC as
soon as the particular finding is cleared by the Director of the Audit Engagement Team
and the applicable DAIG/A. This should be before the draft report is subjected to an
unassociated referencing review so that the engagement team can ensure that all of the
necessary audit documentation is recorded. As noted below, OC will also review the
discussion draft report as it is cleared for release to the audited entity to ensure any
additional questions have been resolved.

Externally, the discussion draft report is the initial format in which auditee’s management
receives the results of the audit engagement in a complete written audit product.
Additionally, it is the means by which the management of the audited entity provides
informal feedback on the audit engagement results at the exit conference.

13 Engagement teams may write a working draft report as they move from the MCBO to discussion draft report stage. Since a
working draft report will evolve to a discussion draft report, engagement teams will follow the policies, guidance, procedures,
templates, and publishing files prescribed for discussion draft reports when preparing working draft reports.
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2. Identify why it occurred (cause). The cause(s) should be analyzed to provide true insight
into why conditions occurred. For example, auditors are commonly informed at the
operating level that the reason for noncompliance was lack of awareness of a requirement.
The reasonableness of assertions of this type should be evaluated to determine if the
problem is potentially national in scope, i.e., management did not issue clear instructions to
the operating level, or somehow unique to the office reviewed. If the requirement had been
sufficiently conveyed by management, the question may then arise as to potential control
deficiencies associated with office operations; for example, insufficient training on what
needs to be done in the office. Explanations of this type should not, however, be accepted at
face value and reported as such. The auditor will need to corroborate such facts and apply
judgment.

3. Highlight the impact of the condition (effect). The effect provides the relative importance of
the condition. Whenever practicable, dollar amounts or other quantifiable data shall be used
to illustrate the materiality and significance of the condition. Caution must be exercised to
ensure findings are fair and not misleading, and thus kept in a balanced perspective. The
results of the review should not be projected over, nor inferred to be representative of, the
universe of the activity unless the tested items were statistically sampled. The use of non-
statistical mathematical extrapolations is prohibited.

Where statistical sampling was used to develop the impact of the audit finding, auditors shall
include the statistical projection in the finding. Statistical projections must include a
statement of the sampling precision. All projections require the use of an OIG statistician to
derive the reportable metrics and language. The sampling design methodology,
confirmation of audit sampling results, and any related projections shall be documented,
maintained, and reported on in accordance with 1G-7323, System of Quality Control. The
inclusion of statistical results in the finding requires the approval of the applicable DAIG/A
and/or the AIG/A.

4. Set forth the known or expected (criteria). The criteria sets forth the process (to include
program criteria) prescribed (documented) by management. When management has not
established criteria and the auditor developed it to support the findings, sufficient
explanation should be provided showing the basis for the criteria, with emphasis on
references from authoritative sources, to show why the criteria are reasonable, logical,
feasible, and appropriate. Criteria derived from statutes or regulations may be paraphrased
if lengthy or complex with the specific citation shown in a footnote.

5. What we did. Additionally, the finding should provide some limited detail as to the scope
and methodology used to assess the specific activity being reported on in the body of the
finding. This information is added to provide context to the finding and for comprehension.
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USDA UNITED STATES DEPARTMENT OF AGRICULTURE
i OFFICE OF INSPECTOR GENERAL

DATE: November 20, 2017

ASSISTANT INSPECTOR GENERAL BULLETIN NO.: A-18-001-7316

SUBJECT:  Performance Audit Report Content Regarding Computer-Processed Data
Reliability Testing

DISTRIBUTION: All Audit Personnel

PURPOSE: The purpose of this bulletin is to provide guidance on how to address computer-
processed data reliability testing in performance audits.

AUTHORITY: Government Auditing Standards (2011 Revision) at paras. 2.24-2.25 and 7.09-
715,

POLICY: Performance audit reports must be prepared in accordance with Generally Accepted
Government Auditing Standards (GAGAS) and 1G-7316, Change 4, Performance Audits —
Reporting (August 2015), including Part N, “Report Content — Scope,” and Part O, “Report
Content — Methodology.”

PROCEDURES: IG-7316, Change 4, Part N, “Report Content — Scope,” details what
information must be included in the scope section of a performance audit report. Among other
requirements, Part N states:

The scope shall detail the information technology testing performed, or data
reliability tests in lieu of testing, which established the extent of reliability of
information technology-based data critical to the audit engagement’s objective(s)
in accordance with Government Auditing Standards. 1f the reliability of the
information in the auditee’s information technology environment or systems
could not be determined, and this information was critical to achieving the audit
engagement’s objectives, the audit product shall clearly state the limitations, why
the work could not be performed, and the impact.

The scope shall detail any problems encountered with the quality of the evidence
audited, especially if there is reliance on unverified data. If data reliability was
not established but the data were nonetheless used, a qualification to the
Government Auditing Standards conformity statement is required.

The above excerpt from Part N implements certain reporting standards in GAGAS paras. 2.23-
2.25,7.10-7.11, and 7.30-7.31, and fieldwork standards for obtaining sufficient evidence in
GAGAS paras. 6.56-6.72.



Recently some performance audit reports have included the following language immediately
before the GAGAS compliance statement:

During the course of our audit, we did not perform a review of any USDA electronic

information system or the databases the agencies used to determine the overall reliability

of the information obtained from them. Therefore, we make no representation regarding

the adequacy of any agency computer system or the information generated from it.
Where such language is included in a performance audit report because work was not performed
regarding computer-processed data reliability, auditors should provide the reason that they did
not perform the review and describe the way in which not reviewing the information system
impacted or could have impacted the audit.
A performance audit report should take one of three approaches to reporting on computer-
processed data reliability, depending on the circumstances of the audit: (1) remain silent
regarding computer-processed data reliability; (2) add language, where appropriate, to clarify
report objectives; or (3) modify the GAGAS compliance statement. The circumstances under
which each of those three approaches is appropriate are described below.

1. Remain silent regarding computer-processed data reliability.

A performance audit report should remain silent regarding computer-processed data reliability
testing when the report does not use the computer-processed data to support the reported
findings, conclusions, or recommendations. In most circumstances, information presented as
background, context, or example does not require a computer-processed data reliability
assessment. Refer to GAO, Assessing the Reliability of Computer-Processed Data, GAO-09-
680G (July 2009) for additional guidance on whether a data reliability assessment is necessary,
the extent of the assessment, recommended steps to conduct the assessment, and appropriate
report language.

2. Add language, where appropriate, to clarify report objectives.

A performance audit report should include language to clarify broadly stated objectives that
could lead a report user to believe certain topics were included and tested as part of the audit. In
particular, language could be added to communicate that certain specified topics were outside the
scope of the audit objectives. This option would be appropriate where the auditor has
determined that a particular audit objective is not intended to include an assessment of a
computer system, but where a report user might believe that an audit objective would include
such an assessment. To clarify the report objectives, the audit report should include a statement
that the auditors did not conduct an assessment of the computer system because it was not within
the scope of the audit objectives.

3. Modify the GAGAS compliance statement.

A performance audit report should contain a modified GAGAS compliance statement either: (1)
when the audit was performed in accordance with GAGAS, except for specific applicable
requirements that were not followed, or (2) when, because of the significance of the departure(s)
from the requirements, the auditor was unable to and did not perform the audit in accordance
with GAGAS. Situations when auditors use modified compliance statements include scope
limitations, such as restrictions on access to records, government officials, or other individuals
needed to conduct the audit. Situations when auditors use modified GAGAS compliance
statements also include where the auditor did not determine the reliability of computer-based
data that was used to determine sample sizes which materially supported a finding, conclusion,
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A. BACKGROUND

Each organization performing audits in accordance with Government Auditing Standards must
establish and maintain a system of quality control that is designed to provide the audit organization
with reasonable assurance that the organization and its personnel comply with professional
standards and applicable legal and regulatory requirements. Additionally, organizations must have
an external peer review performed by reviewers independent of the audit organization being
reviewed at least once every 3 years.

Government Auditing Standards state an audit organization should establish policies and
procedures in its system of quality control that collectively address:

leadership responsibilities for quality within the audit organization;
independence, legal, and ethical requirements;

Initiation, acceptance, and continuance of audits;

human resources;

audit performance, documentation, and reporting; and

monitoring of quality.

S Lo G et

Audit organizations should establish policies and procedures for the monitoring of quality in the
audit organization. Monitoring of quality is an ongoing, periodic assessment of work completed on
audits designed to provide management of the audit organization with reasonable assurance that the
policies and procedures related to the system of quality control are suitably designed and operating
effectively in practice.

The audit organization should analyze and summarize the results of its monitoring process at
least annually, with identification of any systemic or repetitive issues needing improvement, along
with recommendations for corrective action. The audit organization should communicate to
appropriate personnel any deficiencies noted during the monitoring process and make
recommendations for appropriate remedial action.

An unassociated referencing review is an important part of the overall quality control system of
OIG. However, it does not replace supervisory review of audit products and supporting audit
documentation. Unassociated referencing review steps are specifically designed to trace and
reconcile facts, figures, dates, etc. from an audit product to supporting audit documentation and
from one section of an audit product to another. Procedures require that the adequacy of evidence
also be assessed. It is an independent examination and verification of the supporting audit
documentation.

B. DEFINITIONS

1. Audit Documentation. Constitutes the principal record of work the auditors performed in
accordance with standards and the conclusions that the auditors have reached. Audit
documentation should contain a description of the work performed, as well as the findings,
conclusions, and recommendations the auditors have reached. The quantity, type, and
content of audit documentation are a matter of the auditors’ professional judgment. Audit
documentation is an essential element of audit quality. The process of preparing and
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b. If there is disagreement, the referencing team Assistant Director shall discuss
unresolved items with the engagement team Assistant Director. If unresolved
items persist, the Assistant Directors shall elevate such items to the referencing
team Director for resolution. The referencing team Director shall provide timely
resolution of unresolved items.

The referencing team Assistant Director’s role is not merely to identify items requiring
corrective action. The referencing team Assistant Director takes an active role as a partner
to produce the best audit product possible. Therefore, the referencing team Assistant
Director shall:

a. ensure resolution for all identified items requiring corrective action, and
b. document the effected resolution for all identified items.

At no time should the engagement team or the referencing team be in an adversarial

relationship. Moreover, it is a Director’s responsibility to ensure an adversarial relationship
does not exist.

Some audit products will require multiple unassociated referencing reviews. This will be
necessary due to effects and impacts of edits made to the audit product after conclusion of
the prior unassociated referencing review. In many cases, audit product language is edited
after the draft audit product is issued. Findings are often edited based on OIG review
processes, as well as edits resulting from auditee’s comments or rebuttals to draft audit
products, introducing new data into the audit product. All changes, regardless of origin,
should be reviewed from two perspectives: (1) impact to the audit product as a whole and
(2) discrete substantive changes. These perspectives include the context of the change in
relation to the:

a. effect of the introduction of new material to the complete audit product or topic of
discussion, and

b. effect of a change to key metrics, elements, concepts of findings and
recommendations, and reporting concepts per professional standards.

The decision to resubmit the audit product for additional unassociated referencing review is
dependent on these two conditions. The changes described above do not always necessarily
constitute a substantive change to the audit product; however, they typically do.” These
changes should be reviewed, considered, and addressed in the context of the audit product or
topic of discussion. This is a matter of auditor’s professional judgment. If, in fact, the
changes do substantively chanige the audit product, the engagement team Director shall
resubmit the changed portions™ of the audit product for an additional unassociated
referencing review to ensure the quality of the audit product. For audit products where the

* Any changes to metrics, elements, and concepts bulleted in section F.2 of this directive shall be subject to an
additional unassociated referencing review.
% Ibid.
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The Office of Audit participates in The Council of the Inspectors General on Integrity and
Efficiency’s external peer review program. The Office of Audit will obtain an external peer review

at least once every 3 years per Government Auditing Standards.

The Office of Audit will publicly post its most recent peer review report via various mediums,
including on the OIG website.

The results of any external peer reviews during the year will be considered in the annual quality
report to the Assistant Inspector General for Audit.

END
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AUDIT
Auditor Professional Judgment and Competence
APPROVAL/TRANSMITTAL

This is a new manual section that complements and expands the Office of Audit’s policy
regarding the general standards contained in Government Auditing Standards.

OIG personnel shall follow the procedures in this directive, which incorporate and supplement

Government Auditing Standards. Government Auditing Standards will prevail if this directive
and Government Auditing Standards appear to disagree. Government Auditing Standards also

prevail for instances where this directive is unclear or has not been updated to reflect a revision
to Government Auditing Standards.

Sgned by the |G 02-04-15

PHYLLIS K. FONG
Inspector General

A. BACKGROUND

Government Auditing Standards establish general standards and provide guidance for
performing financial audits, attestation engagements, and performance audits. The general
standards, along with overarching ethical principles,' establish a foundation for the credibility of
auditors’ work. These general standards emphasize the importance of the independence of the
audit organization and its individual auditors, ? the exercise of professional judgment in the
performance of work and the preparation of related reports, the competence of staff, and quality
control and assurance.”

An auditor’s professional judgment includes exercising reasonable care and professional
skepticism. Reasonable care includes acting diligently in accordance with applicable
professional standards and ethical principles. Professional skepticism is an attitude that includes
a questioning mind and a critical assessment of supporting audit documentation. Applying
professional judgment is important to auditors in carrying out all aspects of their professional
responsibilities, including following the independence standards and related conceptual

For example, individual auditors who are members of professional organizations or are licensed or certified professionals may
also be subject to ethical requirements of those professional organizations or licensing bodies. Auditors are also subject to
Government ethics laws and regulations.

4 IG 7213, Auditor Independence details the Office of Audit’s policy and guidance regarding independence.

% IG 7323, System of Quality Control details the Office of Audit’s policy and guidance regarding its system of quality control.
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framework; maintaining objectivity and credibility; assigning competent staff to the audit;
defining the scope of work; evaluating, documenting, and reporting the results of the work; and
maintaining appropriate quality control over the audit process.

An auditor’s consideration of the risk level of each audit, including the risk of arriving at
improper conclusions, is also important. Within the context of audit risk, exercising professional
judgment in determining the sufficiency and appropriateness of evidence to be used to support
the findings and conclusions based on the audit objectives and any recommendations reported is
an integral part of the audit process. Auditors have a respo