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DEPARTMENT OF HOMELAND SECURITY
UNITED STATES SECRET SERVICE
WASHINGTON, D.C. 20223

Freedom of Information Act Program
Communications Center

245 Murray Lane, S.W, Building T-5
Mail Stop 8205

Washington, D.C. 20223

Date: June 17, 2022

Email

File Number: 20220423

Dear Requester:

This is the final response to your Freedom of Information Act (FOIA) request, originally received
by the United States Secret Service (Secret Service) on May 23, 2022, for information pertaining
request a copy of each (internal) FOIA Standard Operating Procedure (SOP) at the USSS FOIA
Office. Please apply the foreseeable harm test, and discretionary release of what might otherwise be
considered records exempt under b(5), and the presumption of openness.

After a detailed review of all potentially responsive records, 45 page(s) were released and 23
page(s) were withheld in their entirety. After considering the "Foreseeable Harm" standard,
outlined in Title 5 U.S.C § 552(a)(8)(A)(1) and Department of Justice guidance, exemptions under
FOIA Statute Title S U.S.C. § 552, and/or the PA Statute Title 5 U.S.C. § 552a, have been applied
where deemed appropriate.

Enclosed are the documents responsive to your request, as well as a document that explains the
exemptions in more detail. Withheld information is pursuant to the exemptions marked below.

Section 552 (FOIA)
[ 1(b)(D) [ 1)) [ 1(b)(3) Statute:
[ 1()#) [X](b) (5) [X] (b) (6) [ 1) (7D (A) [ 1(b)(7)B)
[X](b) (7) (C) [ 1&@OD®) [ JTOOE [ 1OOE [ 1))

The following checked item(s) also apply to your request:



[ ] Some documents, and/or information contained within a document, originated with another
government agency(s). Approximately page(s) were referred to that agency(s) for review and
direct response to you.

[ ]Fees: In the processing of this FOIA request, no fees are being assessed.
[ ] Other:

If you deem our decision an adverse determination, you may exercise your appeal rights. Should
you wish to file an administrative appeal, your appeal should be made in writing and received
within ninety (90) days of the date of this letter, by writing to: Freedom of Information Appeal,
Deputy Director, U.S. Secret Service, Communications Center, 245 Murray Lane, S.W., Building
T-5, Washington, D.C. 20223. If you choose to file an administrative appeal, please explain the
basis of your appeal and reference the case number listed above.

Additionally, you have the right to seek dispute resolution services from the Office of
Government Information Services (OGIS) which mediates disputes between FOIA requesters
and Federal agencies as a non-exclusive alternative to litigation. Please note that contacting the
Secret Service’s FOIA Program and/or OGIS is not an alternative to filing an administrative
appeal and does not stop the 90-day appeal clock. You may contact OGIS at: Office of
Government Information Services, National Archives and Records Administration, 8601 Adelphi
Road-OGIS, College Park, Maryland 20740-6001. You may also reach OGIS via e-mail at
ogis(@nara.gov, telephone at 202-741-5770/toll free at (877) 684-6448, or facsimile at (202) 741-
5769.

If you need any further assistance, or would like to discuss any aspect of your request, please
contact our FOIA Public Liaison Kevin Tyrrell, at (202) 220-1819. Alternatively, you may send an
e-mail to foia@usss.dhs.gov.

FOIA File No. 20220423 is assigned to your request. Please refer to this file number in all future
communication with this office.

Sincerely,

Kevin L. Tyrrell
Freedom of Information Act Officer
Office of Intergovernmental and Legislative Affairs

Enclosure:
FOIA and Privacy Act Exemption List












































































































United States Secret Service
Directives System

Manual : Government and Public Affairs Section - LIA-03(01)
RO : LIA Date : 03/0%2016

FREEDOM OF INFORMATION ACT
(FOIA) COMPLIANCE

Purpose

This directive estabiishes United States Secret Service (Secret Service) policy for compliance with the
Freedom of Information Act {FOIA), Title 5, United States Code Section 552 (5 U.8.C. § 552), and
assigns responsibilities for carrying out the requirements of the FOIA, as amended.

Scope

This directive applies to all Secret Service employees, confractors, and others working on behalf of the
Secret Service.

Policy

1t is the policy of the Secret Service to implement the FOIA uniformly and consistently, and to provide
maximum allowable disclosure of agency records upaon request by any individual. Excluding portions of
the records that fall under exemptions, or exclusions, and are niot appropriate for discretionary disciosure
as outlined in the Act, responsive records must be disclosed o any person or organization. Requests
must be processed within the time limits defined by the FOIA. Individuals requesting information will be
informed of their rights and procedures to sesk administrative appeal, to seek mediation services, offered
by the Office of Government Information Services in conjunction with the National Archives and Records
Administration, and to seek judicial reviow of: {1} any partial or total denial of access to records; (2) a fes
waiver denial; (3) a determination of requesters category for fee purposes; (4) a no-records
determination; or (5} a denial of a request for expedited processing.

Responsibilities

The Freadom of Information Act and Privacy Act (FOIA/PA) Program, Liaison Division, is responsible for
establishing internal procedures to effectively administer the FOIA and for making initial determinations
regarding the release of information under the Act. The Secret Service Disclosure/Privacy Officer serves
as the principal point of contact, and agency representative, for providing regutatory and poticy guidance.
Additionally, the FOIA/PA Program provides technical advice and assistance to Headquarters Program
Offices, and Field Offices, on FOlA-related matters.



Manual : Governmoent and Public Affairs Section : LIA-03{01}
RO : LA Date : 03032016

In order to assist the public in making FOIA requests to the Secret Service, the FOIA/PA Program is
responsible for advising the requester of the proper procedures for requesting information. This includes
proviging instruction on where to submit requests for information from the Secret Service, under the FOIA.
A requester is informed to submit all requests in writing to:

Communications Center (LIA)
Disclosure/Privacy Officer

245 Murray Lane, SW, Building T-5
Washington, DC 20223

Procedures

The FOIA/PA Program plays an important role in safteguarding information maintained by the Secret
Service. Therefore, it is important to ensure that all responsive material under goes a thorough
examination prior to being forwarded to the requester. Upon receiving a FOIA request, the FOIA/PA
Program coordinates a reasonabie and adequate search for the requested information. A reasonable
search is a good-faith effort to ¢conduct a search for the requested records, using methods which can De
reasonably expected to produce the information requested. This infoymation may be found in any of the
Headquarters Program Offices or Field Offices {collectively, “responder”). Once the locations of alt
records pertaining to a FOIA reguest are identified, the FOLA/PA Program submits a “Records Request”
to the appropriate responder(s} to produce those records. Upon receipt of the request, the responder
should adhere to the corresponding procedures outlined in this section.

Since the FOIA requires agencies to respond to requests for information within 20 working days of their
receipt, it is the responsibility of all Headquarters Program Offices or Field Offices to respond to official
'Records Requests’, received from the FOIA/PA Program, within the established timeframes set forth in
this directive. While the Headquarters Program Offices and Field Offices make every effort to comply with
the timeframes set forth in this directive, operational requirements, to inciude domestic or foreign travel,
may lengthen their response times. In these instances, requests for extensions are required.

All Secret Service records and files, including all protective and investigative files, are subject to review
under the FOIA. Any information obtained, pursuant to an expressed or implied grant of confidentiality,
must be clearly identified by the responder, to the FOIA/PA Program, in a memorandum report. This
information will assist in the efficient processing of the files and facilitate the appropriate redactions ot
information.

When a request is submitted, to the Secret Service, for access to information identified as classified in the
interest of national security, as mandated by Executive Order 12958, the FOIA/PA Program’s Top Secret
Control Officer (TSCO) prepares the classified material for Mandatory Declassification Review (MDR). A
“Declassification Memeo” and a “Record of Transmittal for Classified Documents” are prepared and
forwarded to the Program Office responsible for classifying the material. The office responsible for
classifying the material is required to review the responsive document(s) to determine whether the
document(s}, or portions thereof, warrant continued protection in the interest of national security. All
racommendations, for the declassification of documents, are forwarded to the Office of the Director for
final determinations.

Once records, and related materials, are processed by the FOIA/PA Program, they are considered
sanitized. After processing, the sanitized records, and related materials, are forwarded to the appropriate
Directorate’s office for review. Once the Directorate's office completes its review, a final disclosure
determination is made by the Disclosure/Privacy Officer, and the releasable information, along with a
written response, is sent to the requester. If applicable, the written response will indicate the type of
material withheld, the FOIA exemptions ciaimed, an estimate of the appropriate number of documents
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withheld-in-full, and the requester's right to administratively appeal any denial of information. A requester
may appeal denials in writing to:

Communications Center (DEP)
FOIA Appeal

245 Murray Drive, SW, Bidg. T-5
Washington, DC 20223

All FOIA appeals are reviewed, processed, and adjudicated by the Office of Chief Counsel on behalf of
the Deputy Director.

Any person who knowingly requests or obtains any record concerning an individual, from an agency
under false pretenses shali be guity of a misdemeanor and fined not more than $5,000 [5 U.S.C. §
552(a)(1){3)].

Procedures for Headquarters

Upon receipt of an official “Records Request” from the FOIA/PA Program, Headquarters Program Offices
must:

1. Conduct a complete search of the division’s records, covering all areas idsntitied in the “Records
Request” form;

2. Locate, retrieve, and forward any responsive materials to the FOIA/PA Program, without delay;
and

3. Compiete the "Records Request’ form in-full, to include a date and signature of the certifying
official.

Within 48 hours of receiving the official “Records Request”, the responding Program Offices should
conduct a search to locate all responsive records, and forward an unsanitized copy of the relevant
material, along with a copy of the request, to the FOIA/PA Program. If, during the acquisition of
responsive records, the responding Program Offices determine that records are voluminous or are
housed at an off-site location, they must notify the FOIA/PA Program and request an extension.
However, if no responsive records are found during the records search, the Office should inform the
FOIA/PA Program of the “No Records Responsive” status. The FOIA/PA Program should also be notified
if the records have been reported as lost or destroyed.

if the requested material is related to the subject of a pending investigation, or if disclosure of the
information in a closed file could adversely affect the pending investigation or prosecution, Headquarters
Program Offices should contact the FOIA/PA Program prior to forwarding any material.

Headquarters Program Offices receiving a request for records, directly from the requester, should forward
the original request to the FOIA/PA Program. Headquarters Program Oifices should never contact or
respond to the requester.
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Procedures for Field Offices

Upon receipt of an Official Mail request to search for records from the FOIA/PA Program, Field Offices
must:

1. Begin searching for the responsive records;

2. Provide an Official Message to the FOIA/PA Program, by 12 noon the following day, indicating
whather relevant material was found;

3. Forward all responsive records to the FOIA/PA Program, without delay;

4. Document the time it took to fulfill the request.

When relevant records are located by a Field Office, an Official Message notitying the FOIA/PA Program
that relevant records have been located must be sent by noon of the following day. The Field Offices
should locate all responsive records and forward an unsanitized copy of the original material, to the
FOIA/PA Program, immediately, by overnight courier. Any delay in this process should be reported to the
FOIA/PA Program immediately. Similarly, if no responsive records are found during the record search,
the Field Offices should inform the FOIA/PA Program of the “No Records Responsive” status. The
FOIA/PA Program should also be notified if the records have been reported as lost or destroyed.

if the requested material is related to the subject of a pending investigation, or if disclosure of the
information in a closed file could adversely affect the pending investigation or prosecution, the Field Office
should contact the FOIA/PA Program prior to forwarding any material.

Field Cffices receiving a request for records, directly from the reguester, should forward the original
request to FOIA/PA Program. Field Offices should never contact or respond to the requester.

Procedures for Record Searches

During a records search, the responder must compile all relevant material relating to a request including
all Secret Service records, standard forms, photos, audio, tape, video recordings, handwritten notes, e-
mails, and computer generated reports. Within 48 hours of receiving the official “Records Requests” or
Official Mail request to search for responsive records, all relevant materia! must be duplicated and sent to
the FOIA/PA Program. Any delays should be reported to the FOIA/PA Program. Questions regarding
records, and material relating to a specific request, should be directed to the FOIA/PA Program.

Questions or Concerns Regarding the Process

Any questions or concerns regarding this directive should be addressed to the Disclosure/Privacy Officer.
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Authorities

The Freedom of Information Act, (5 U.S.C. § 552), 2002;

e The Electronic Freedom of Information Act (EFOIA),Qctober 2,1996;

» The Open Government Act (S.2488), December 31,2007,

o Paperwork Reduction Act (44 U.5.C. 3501), Pub. L. No. 104-13, May 22, 19985;

« Department of Homeland Security Regulation: 6 CFR Chapter | Part 5, January 27, 2003; and

s EQ. 12958, "Classified National Security Infermation”, April 17, 1985.
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FREEDOM OF INFORMATION ACT (FOIA)
COMPLIANCE

Purpose

This directive establishes United States Secret Service (Secret Service) policy for compliance with the
Freedom of Information Act (FOIA or the Act), as amended, Title 5, United States Code Section 552 (5
U.5.C. § 552} and assigns responsibilities for carrying out the requirements of the FOIA.

Scope

This directive applies to all Secret Service employees, contractors, and others working on behalf of the
Secret Service.

Policy

It is the policy of the Secret Service to implement FOIA uniformly and consistently, and to provide maximum
allowable disclosure of agency records upon request by any individual. Excluding portions of the records
that fall under exemptions, or exclusions, and are not appropriate for discretionary disclosure as outlined in
the Act, responsive records must be disclosed to any person or organization.

Requests must be processed within the time limits defined by FOIA. Individuals requesting information will
be informed of their rights and procedures to seek administrative appeal, to seek mediation services offered
by the Office of Government Information Services in conjunction with the National Archives and Records
Administration, and to seek judicial review of: (1) any partial ¢r total denial of access to records; (2} a fee
waiver denial; {3} a determination of requester's category for fee purposes; {4} a no-records determination;
or {5} a denial of a request for expedited processing.

Responsibilities

The FOIA Preogram aligned under the Office of Intergovernmental and Legislative Affairs {IGL), is
responsible for establishing internal Secret Service procedures to effectively administer FOIA and for
making initial determinations regarding the release of information under FOIA. The Secret Service
Supervisory FOIA Cfficer serves as the Secret Service FOIA Officer, and is the FCIA Program's principal
peint of contact, and agency representative, for providing regulatery and pelicy guidance. The FOIA
Program also provides technical advice and assistance to Headguarters Program Offices and Field Offices,
on FClA-related matters.
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Additionally, the FOIA Officer also serves as the Secret Service FOIA Public Liaison, helping requesters as
necessary. For example, 10 assist the public in making FOIA requests to the Secret Service, the FOIA
Program is responsible for advising the requester of the proper procedures for requesting information. This
includes providing instruction on where to submit requests for information from the Secret Service, under
FCIA. A requester is informed to submit all requests in writing to:

Communications Center {IGL)
Attn: FOIA Program

245 Murray Lane, SW, Building T-5
Washington, DC 20223

Reguesters may alse submit requests via fax to 202-406-5586 or via email to FOIA@usss.dhs.gov.

Procedures

The FOIA Program coordinates with Headquarters Program Offices and Field Offices to safeguard
information maintained by the Secret Service, working to ensure that all responsive material undergoes a
thorough examination prior to being forwarded to the requester. Upon receiving a FOIA request, the FOIA
Program coordinates a reasonable and adequate search for the requested information. A reasonable
search s a good-faith effort to conduct a search for the requested records, using methods which can be
reasonably expected to produce the infarmation requested. This information may be found in any of the
Headquarters Program Offices or Field Offices (collectively, "responder™). Once the locations of all records
pertaining to a FOIA request are identified, the FOIA Program submits a "Records Request” to the
appropriate responder(s) to produce those records. Upon receipt of the request, the responder should
adhere to the corresponding procedures outlined in this section.

Since FOIA requires agencies to respond to requests for information within twenty working days of their
receipt, it is the responsibility of all Headguarters Program Offices and Field Offices t¢ respond to official
“Records Requests,” received from the FOIA Program within the established timeframes set forth in this
directive. While Headguarters Program Offices and Field Offices will make every effort to comply with the
timeframes set forth in this directive, it is recognized that operational requirements, to include domestic or
foreign travel, may lengthen their response times. In these instances, the responding office must request
an extension from the FCIA Program Office.

All Secret Service records and files, including all protective and investigative files, are subject to review
under FOIA. Any information obtained, pursuant to an expressed or implied grant of confidentiality must be
clearly identified by the responding office in a memorandum report to the FOIA Program. This infarmation
will assist in the efficient processing of the requested information to facilitate appropriate redactions.

When a request is submitted to the Secret Service for access to information identified as classified in the
interest of national security, as mandated by Executive Order 12958, the FOIA Program's Top Secret
Control Cfficer (TSCO) coordinates with the Security Management Division and the affected Program Office
to prepare the classified material for Mandatory Declassification Review. A “Declassification Memo" and a
“Record of Transmittal for Classified Documents” are prepared and forwarded to the Program Office
responsible for classifying the material. The office responsible for classifying the material is required to
review the responsive document(s) to determine whether the document(s), ar portions thereof, warrant
continued protection in the interest of national security. All recommendations, for the declassification of
documents are forwarded to the Office of the Director for final determinations.

Once recerds and related materials are processed by the FOIA Program, they are considered sanitized.
After processing the sanitized records, then the related materials are forwarded to the appropriate
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Directorate for review. Once the Directorate office completes its review and provides any appropriate
feedback, a final disclosure determination is made by the FOIA Officer and the releasable information, along
with a written response, is sent to the requester. If applicable, the written response will indicate the type of
material withheld, the FOIA exemptions claimed, an estimate of the appropriate number of documents
withheld-in-full, and the requester's right to administratively appeal any denial of information. A requester
may appeal denials in writing to:

Communications Center {IGL)
Attn: FOIA Program (Appeal)
245 Murray Lane, SW, Bldg. T-5
Washington, DC 20223

All FOIA appeals are reviewed, processed, and adjudicated by the Cffice of Chief Counsel on behalf of the
Deputy Director.

Procedures for Headquarters Program Offices and Field Offices

Upon receipt of an official “Records Request” frem the FOIA Program, tasked offices must:

1. Conduct a complete search of the identified office’s records, covering all areas identified in the
“Records Request” form;

2. Locate, retrieve, and forward any responsive materials to the FOIA Program, without delay; and

3. Complete the “Records Request" form in full, to include a date and signature of the certifying
official.

Within three business days of receiving an official "Records Request,” the responding offices should
conduct a search to locate all responsive records and forward an unsanitized copy of the relevant material,
along with a copy of the request, to the FOIA Program. If during the acquisition of responsive records, the
responding office determines that records are voluminous or are housed at an off-site location, they must
notify the FOIA Program and request an extension. However, if no respansive records are found during the
recards search, the responding office should inform the FOIA Program of the "No Responsive Records”
status. The FOIA Program should also be notified if the records have been reported as lost or destroyed.

If the requested material is related to the subject of a pending investigation, or if disclosure of the infarmation
in a closed file could adversely affect the pending investigation or prosecution, responding offices should
contact the FOIA Program prior to forwarding any material, to discuss if the records should be forwarded
for review. Offices may still be required to provide the records.

Any offices that receive a request for records directly from a requester will forward the original request to
the FOIA Program, without response to the requestor. Tasked Offices are not to contact or respond directly
to any direct FOIA reguest from any requester.

Procedures for Record Searches

During a records search, the responder must compile all relevant material relating to a request including all
responsive Secret Service records including but not limited to standard forms, photos, audic/tapefvideo
recordings, handwritten notes, e-mails, and computer-generated reperts. Within two business days of
receiving the official "Records Requests” or Official Mail request to search for responsive records, all
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relevant material must be duplicated and sent to the FOIA Program. Any delays should be reported to the
FOIA Program. Questions regarding records and any materials related to a specific request should be
directed to the FOIA Program.

Questions or Concerns Regarding the Process

Any questions ar concerns regarding this directive should be addressed to the FOIA Officer.

Authorities

« The Freedom of Information Act, (5 U.S.C. § 552}, as amended;
« Paperwork Reduction Act (44 U.5.C. § 3501}, as amended,;

« Department of Homeland Security (DHS, "Disclosure of Records and Information™ Title 6 Code of
Federal Regulations (CFR) Part 5; and

« DHS3 Directive # 262-11, Rev. # 00, "Freedom of Information Act Compliance,” April 17, 2017.

« DHS Instruction # 262-11-001, Rev. # 00.1, "Freedom of Infoermation Act Compliance on Employee
Naotification,” June 29, 2018.

« DHS3 Instruction # 262-11-002, Rev. # 00, “Freedom of Information Act Reporting Requirements "
Nov. 14, 2018.

« DHS3 Instruction # 262-11-004, Rev. # 00, "Withholding of Personnel's Personally Identifiable
Information for Disclosure," Jan. 15, 2021.

« E.C. 12858, "Classified National Security Information”, April 17, 1895,

« SMD-03{01)}, Handling and Safeguarding of Classified Naticnal Security Information and Controlled
Unclassified Information (CUI)
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