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Department of The Interior (DOI) Office of Inspector General (OIG) audits reports included 
(in order of appearance in the file) 

 
1. X-IN-NPS-0009-2005, Independent Auditors' Report on the National Park Service's 

Financial Statements for Fiscal Years 2005 and 2004 

2. X-IN-MOA-0009-2006, Management Letter Concerning Issues Identified During the 
Audit of the Department of the Interior's Financial Statements for Fiscal Years 2005 and 
2004 

3. X-IN-BIA-0006-2005, Independent Auditors' Report on the Bureau of Indian Affairs' 
Financial Statements for Fiscal Years 2005 and 2004 

4. X-IN-MOA-0011-2005, Independent Auditors' Report on the Department of the Interior's 
Annual Report on Performance and Accountability for Fiscal Year 2005 

5. X-IN-NPS-0008-2006, Management Letter Concerning Issues Identified During the 
Audit of the National Park Service's Financial Statements for Fiscal Years 2005 and 2004 
Report 

6. X-IN-BIA-0010-2006, Management Letter Concerning Issues Identified During the 
Audit of the Bureau of Indian Affairs Financial Statements for Fiscal Years 2005 and 
2004 

7. X-IN-BLM-0005-2006, Management Letter Concerning Issues Identified During the 
Audit of the Bureau of Land Management's Financial Statements for Fiscal Years 2005 
and 2004 

8. X-IN-BOR-0013-2005, Independent Auditors' Report on the Bureau of Reclamation's 
Financial Statements for Fiscal Years 2005 and 2004 

9. X-IN-BLM-0012-2005, Independent Auditors' Report on the Bureau of Land 
Management's Financial Statements for Fiscal Years 2005 and 2004 

10. X-IN-MOA-0002-2006, Independent Auditors' Report on the Department of the Interior's 
Special Purpose Financial Statements for Fiscal Years 2005 and 2004 

11. X-IN-MOA-0013-2006, report for the Department of the Interior (DOI) on "Applying 
Agreed-Upon Procedures for Intragovernmental Activity and Balances." 

12. X-IN-BOR-0007-2006, Management Letter Concerning Issues Identified During the 
Audit of the Bureau of Reclamation's Financial Statements for Fiscal Years 2005 and 
2004 Report 

 



OFFICE OF 
INSPECTOR GENERAL 
U.S. DEPARTMENT OF THE INTERIOR 

March 11 , 2011 

Re: 10-FOI-00076 

This is in response to your letter dated June 18, 2006, which was received by the Office 
of Inspector General (OIG) on June 28, 2006, in which you ask for information under the 
Freedom of Information Act (FOIA), 5 U.S.C. § 552. You ask for a copy of an electronic 
version of 12 Department of the Interior, Office of Inspector General audits reports. 

A search was conducted and all 12 of the audits reports you requested were found and are 
being released to you, in entirety. You are receiving the following reports: 

X-~-BIA-0006-2005 

X-~-BIA-0010-2006 

X-~-BLM-0012-2005 

X-~-BLM-0005-2006 

X-~-BOR-0013-2005 

X-~-BOR-0007-2006 

X-~-MOA-0011-2005 

X-~-MOA-0002-2006 

X-~-MOA-0013-2006 

X-~-MOA-0009-2006 

X-~-NPS-0009-2005 

X-~-NPS-0008-2006 

Please contact me at 703-487-5467, if you have any questions concerning this response. 

Tara Walker 
Program Analyst 

Office of Inspector General I Washington, DC 



Memorandum 

To: 

From: 

Subject: 

lJnited States Departrnent of the Interior 

OFFICE OF INSPECTOR GENERAL 
Was.hingron. D c. 20240 

Director, National Park Service 

Anne L. Richards ~~ 
Assistant Inspector General for Audits 

December 21, 2005 

Independent Auditors' Report on the National Park Service's Financial 
Statements for Fiscal Years 2005 and 2004 (Report No. X-IN-NPS-0009-2005) 

Attached is the subject auditors' report prepared by KPMG LLP (Attachment 1). KPMG 
issued an unqualified opinion on the National Park Service's (NPS) financial statements. 
However, KPMG identified three reportable conditions in NPS's internal controls over financial 
reporting, none of which were considered to be material weaknesses. KPMG also found two 
significant deficiencies in NPS's internal controls over Required Supplementary Information 
(RSI) and Required Supplementary Stewardship Information (RSSI.) In addition, KPMG 
identified two instances where NPS did not comply with laws and regulations, including 
noncompliance with the Federal Financial Management Improvement Act (FFMIA). 

In its December 2, 2005 response to the draft auditors' report (Attachment 2), NPS 
partially agreed with the three reportable conditions in NPS's internal controls over financial 
reporting. NPS partially agreed with the two significant deficiencies in NPS's internal controls 
over RSI and RSSI. NPS agreed with the conclusions on compliance with the Single Audit Act 
Amendments of 1996, but disagreed with KPMG's position on compliance with the FFMIA. 
Based on the response, we consider recommendations A, B.l, B.2, B.3, D.l, E.l, E.2, E.4, and F 
resolved and not implemented, and recommendations B.4 and B.5, C, D.2, E.3, and G 
unresolved. We will refer the resolved and unimplemented recommendations to the Assistant 
Secretary for Policy, Management and Budget for tracking of implementation. The unresolved 
recommendations will be referred for resolution. 

The Department of the Interior contracted with KPMG, an independent certified public 
accounting firm, to audit the financial statements ofNPS for fiscal years 2005 and 2004. The 
contract required that KPMG conduct its audit in accordance with the Government Auditing 
Standards, issued by the Comptroller General of the United States; Office of Management and 
Budget's Bulletin 01-02, as amended, Audit Requirements for Federal Financial Statements; and 
the Government Accountability Office/President' s Council on Integrity and Efficiency's 
Financial Audit Manual. 



-

KPMG is responsible for the attached auditors' report and for the conclusions expressed 
in the report. We do not express an opinion on NPS's financial statements, conclusions on the 
effectiveness of internal controls, conclusions on whether NPS' s financial management systems 
substantially complied with FFMIA, or conclusions on compliance with laws and regulations. 

The legislation, as amended, creating the Office of Inspector General requires semiannual 
reporting to the Congress on all audit reports issued, actions taken to implement audit 
recommendations, and recommendations that have not been implemented. Therefore, this report 
will be included in our next semiannual report. 

We appreciate the cooperation and assistance ofNPS personnel during the audit. If you 
have any questions regarding the report, please contact me at (202) 208-5512. 

Attachment 

cc: - Assistant Secretary, Fish and Wildlife and Parks 
Chief Financial Officer, National Park Service 
Acting Manager, Accounting Operations Center, National Park Service 
Director, Office of Financial Management 
Audit Liaison Officer, Assistant Secretary for Fish and Wildlife and Parks 
Audit Liaison Officer, National Park Service 
Audit Liaison Officer, Office of Financial Management 
Focus Leader for Financial Reporting, Office of Financial Management 
Focus Leader for Management Control and Audit Follow-up, 

Office of Financial Management 
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KPMG LLP 
2001 M Street, NW 
Washington, DC 20036 

Independent Auditors' Report 

Director of the National Park Service and Inspector General 
U.S. Department of the Interior: 

We have audited the accompanying consolidated balance sheets of the National Park Service (NPS) as of 
September 30, 2005 and 2004, and the related consolidated statements of net cost, changes in net position, 
and financing, and the related combined statements of budgetary resources, for the years then ended 
(hereinafter referred to as the financial statements). The objective of our audits was to express an opinion 
on the fair presentation of these financial statements. In connection with our audits, we also considered 
NPS's internal control over financial reporting and tested NPS's compliance with certain provisions of 
applicable laws, regulations, contracts, and grant agreements that could have a direct and material effect on 
these financial statements. 

SUMMARY 

As stated in our opinion on the financial statements, we concluded that the NPS's financial statements as of 
and for the years ended September 30, 2005 and 2004, are presented fairly, in all material respects, in 
conformity with accounting principles generally accepted in the United States of America. 

As discussed in note 16 to the financial statements, NPS' s fiscal year 2005 consolidated statement of net 
cost is not comparable to its fiscal year 2004 consolidated statement of net cost because NPS revised its 
method of allocating certain costs and revenues between programs in fiscal year 2005. 

Our consideration of internal control over financial reporting resulted in the following conditions being 
identified as reportable conditions: 

A. Security and General Controls over Financial Management Systems 
B. Financial Reporting Controls 
C. Controls over the U.S. Park Police Pension Plan 

However, none of the reportable conditions are believed to be material weaknesses. 

We also noted the following significant deficiencies in internal control over Required Supplementary 
Information and Required Supplementary Stewardship Information that, in our judgment, could adversely 
affect NPS's ability to collect, process, record, and summarize this information. 

D. Deferred Maintenance Estimates 
E. Stewardship Assets 

. ,., 



The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant 
agreements disclosed the following instances of noncompliance or other matters that are required to be 
reported under Government Auditing Standards, issued by the Comptroller General of the United States, 
and Office of Management and Budget (OMB) Bulletin No. 01-02, Audit Requirements for Federal 
Financial Statements. 

F. Single Audit Act Amendments of 1996 
G. Federal Financial Management Improvement Act of 1996 

The following sections discuss our opinion on NPS's financial statements, our consideration of NPS's 
internal control over financial reporting, our tests of NPS's compliance with certain provisions of 
applicable laws, regulations, contracts, and grant agreements, and management's and our responsibilities. 

OPINION ON THE FINANCIAL STATEMENTS 

We have audited the accompanying consolidated balance sheets of the National Park Service as of 
September 30, 2005 and 2004, and the related consolidated statements of net cost, changes in net position, 
and financing, and the related combined statements of budgetary resources, for the years then ended. 

In our opinion, the financial statements referred to above present fairly, in all material respects, the 
financial position ofthe NPS as of September 30,2005 and 2004, and its net costs, changes in net position, 
budgetary resources, and reconciliation of net costs to budgetary obligations, for the years then ended, in 
conformity with accounting principles generally accepted in the United States of America. 

As discussed in note 16 to the financial statements, NPS' s fiscal year 2005 consolidated statement of net 
cost is not comparable to its fiscal year 2004 consolidated statement of net cost because NPS revised its 
method of allocating certain costs and revenues between programs in fiscal year 2005. 

The information in the Management Discussion and Analysis, Required Supplementary Stewardship 
Information, and Required Supplementary Information sections is not a required part of the financial 
statements, but is supplementary information required by accounting principles generally accepted in the 
United States of America or OMB Circular A-136, Financial Reporting Requirements, Part A, Form and 
Content of the Performance and Accountability Report. We have applied certain limited procedures, which 
consisted principally of inquiries of management regarding the methods of measurement and presentation 
of this information. However, we did not audit this information and, accordingly, we express no opinion on 
it. As a result of such limited procedures, we believe that the Required Supplementary Information for 
deferred maintenance and the Required Supplementary Stewardship Information for stewardship assets and 
investments are not presented in conformity with accounting principles generally accepted in the United 
States of America. The Required Supplementary Information disclosures for deferred maintenance are not 
complete or current because NPS had not estimated deferred maintenance for all assets, did not 
consistently update deferred maintenance estimates, and reported deferred maintenance that should not be 
reported. In addition, the Required Supplementary Stewardship Information disclosures for stewardship 
assets and investments are not current, complete, or consistently supported because NPS did not 
consistently follow its established procedures and controls. 

Our audits were conducted for the purpose of forming an opinion on the financial statements taken as a 
whole. The Other Supplementary Information has not been subjected to the auditing procedures applied in 
the audits of the financial statements and, accordingly, we express no opinion on it. 
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INTERNAL CONTROL OVER FINANCIAL REPORTING 

Our consideration of internal control over financial reporting would not necessarily disclose all matters in 
the internal control over financial reporting that might be reportable conditions. Under standards issued by 
the American Institute of Certified Public Accountants, reportable conditions are matters coming to our 
attention relating to significant deficiencies in the design or operation of the internal control over financial 
reporting that, in our judgment, could adversely affect NPS's ability to record, process, summarize, and 
report financial data consistent with the assertions by management in the financial statements. 

Material weaknesses are reportable conditions in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements, in 
amounts that would be material in relation to the financial statements being audited, may occur and not be 
detected within a timely period by employees in the normal course of performing their assigned functions. 

in our fiscal year 2005 audit, we noted certain matters, described below, involving internal control over 
financial reporting and its operation that we consider to be reportable conditions. However, none of the 
reportable conditions are believed to be material weaknesses. 

A. Security and General Controls over Financial Management Systems 

NPS needs to improve information technology security and general controls to protect its financial 
information systems as required by OMB Circular A-130, Management of Federal Information Resources. 
This condition could affect NPS's ability to prevent and detect unauthorized changes to financial 
information, control electronic access to sensitive information, and protect its information resources. NPS 
has made improvements to security and general controls during the year; however, NPS needs to improve 
the following controls. 

I. Entity-wide Security Program and Planning 

NPS needs to continue to improve its entity-wide security program. An effective security program 
includes a risk assessment process, certification and accreditation process, and application-level 
security plans. Specifically, we noted the following: 

a. Security Program 

NPS did not have Memorandums of Understanding or Service Level Agreement with the 
Department of the Interior's National Business Center (NBC) for the security responsibilities 
over the IDEAS Application for most of the fiscal year. 

b. Background Investigations 

NPS did not have fully documented or comprehensive hiring policies and procedures that 
address the background investigation requirements of employing new personnel. 

c. Resource Classification 

Although NPS performed risk assessments for NPS's major applications and general support 
systems during the past year, NPS had not classified computer information resources 
according to their sensitivity and criticality based on the results of the major application and 
general support system risk assessments. 
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2. Access Controls 

Access controls should provide reasonable assurance that computer resources such as data files, 
application programs, and computer-related facilities and equipment are protected against 
unauthorized modification, disclosure, and loss. NPS needs to improve access controls for financial 
systems as follows. 

a. Unauthorized Access 

NPS did not fully establish controls to prevent and detect unauthorized access. 

b. Granting User Access 

NPS did not formally document the process for granting and monitoring user access for one 
financial system. For another system, NPS had not developed policies and procedures to 
monitor user access. Additionally, NPS did not periodically review access rights, verifying 
appropriateness of user access, and recertify users for certain financial applications. 
Furthermore, NPS did not consistently log changes to security profiles or review security 
profile changes for one of its financial applications. 

c. Terminating User Access 

Although NPS documented the process for the removal of terminated users, NPS did not 
consistently apply this process as we identified terminated employees with active accounts in 
various financial systems. 

3. System Software Controls 

NPS did not consistently apply its system software change controls for the IDEAS system software, 
which includes a database and operating system. Specifically, NPS did not have a formally 
documented and approved change management process for the database, test all system software 
patches in a test environment before installing the patches in the production environment, perform 
post-implementation reviews after installing emergency patches, prepare change request forms and 
plans, or maintain documentation for upgrades. 

4. Software Development and Change Controls 

NPS's Information System Life Cycle document did not address all the security requirements of 
NIST 800-64. 

5. Service Continuity 

NPS had not developed or documented a process to ensure that employees are periodically trained on 
their roles and responsibilities in regards to the contingency plan for a certain financial application. 
In addition, NPS did not periodically restore data from backup tapes for a certain financial 
application. Furthermore, NPS had not fully documented procedures that require periodic testing of 
the data center's power supply equipment. 
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6. Segregation of Responsibilities 

NPS's policies indicate the primary and secondary roles, responsibilities, and duties for information 
technology team members and indicate that roles may overlap; however, NPS's policies did not 
indicate the responsibilities that must be segregated or the compensating controls for responsibilities 
not segregated. 

Recommendation 

a. We recommend that NPS develop and implement a formal action plan to improve the general and 
application controls over its financial management systems. This plan should address each of the 
areas discussed above, as well as other areas that might impact the information technology control 
environment, to ensure adequate security and protection ofNPS's information systems. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings and recommendation. Management indicated that 
they do not agree with the systems software control findings because the application, associated with the 
findings, is owned and managed by the NBC. 

Auditorsf Response to Management's Response 

In addition, to recommendation a above, we recommend that NPS: 

b. Work with its service provider, NBC, to improve the system software controls over the application 
used and monitored by NPS to process certain NPS financial transactions. This should include 
developing and implementing formal change management policies, testing all system software 
patches in a test environment before installing the patches in the production environment, performing 
post-implementation reviews after installing emergency patches, preparing change request forms and 
plans, and maintaining documentation for upgrades. 

c. Either ensure that its service provider implements controls to address the findings or NPS should 
implement controls as part ofNPS operations to mitigate the findings. 

B. Financial Reporting Controls 

NPS needs to improve controls over the recording and reporting of financial transactions to ensure that 
transactions are promptly and properly recorded for timely and reliable financial reports, as follows: 

1. Propertyf Plant and Equipment 

NPS needs to improve controls over property, plant, and equipment to ensure transactions are 
properly classified and recorded timely. We identified 56 exceptions in the 462 transactions tested. 
Specifically, we noted that NPS capitalized costs that should have been expensed, recorded 
transactions in the cur:rent year that occurred in prior years, recorded current year transactions with 
prior year dates, or recorded dates or costs that did not agree with the supporting documentation. In 
addition, NPS has costs capitalized in 10 construction-in-progress projects that may need to be 
expensed. NPS also expensed costs that should have been capitalized for 6 of the 520 expense 
transactions that we tested. In addition, NPS did not transfer construction projects from the 
construction-in-progress account to real property accounts at the time of completion or properly 
approve the transfer from the construction in progress account for projects totaling $27 million. 
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Furthermore, NPS did not remove $18 million of concession assets from construction in progress in 
accordance with accounting guidance. As a result of our observations, NPS analyzed and 
appropriately adjusted the expense and property, plant and equipment balances. 

2. Leases 

In accordance with Federal accounting standards, NPS is required to capitalize leases that meet 
certain criteria and disclose the future minimum annual lease payments. NPS has not fully 
established procedures to track and report leases as follows: 

a. Lease Assessment - NPS did not consistently ensure that the lease determination schedules 
(i.e., capital versus operating lease determination) agreed with the related supporting 
documentation or ensure that a supervisor reviewed and approved the lease determination 
schedules. We identified differences between the supporting documentation and the lease 
determination schedule for the 9 leases that we tested. In addition, NPS did not effectively 
determine capital versus operating leases as we determined that 4 of the 9 leases tested should 
have been classified as a capital leases rather than operating leases. NPS analyzed the 
differences and adjusted the lease determination schedules as appropriate. 

b. Future Minimum Lease Payments - NPS did not consistently prepare the future minimum 
lease payment schedule as the schedule included leases with the incorrect lease terms and 
amounts. Specifically, we identified differences between the future minimum lease payment 
schedule and the lease agreements for 16 of the 21 leases tested. As a result of our 
observations, NPS analyzed and adjusted its schedule of future minimum lease payments by 
approximately $58.9 million. 

3. Cost Classification 

NPS discloses in its footnotes the costs associated with acquiring, constructing, and renovating 
heritage assets and the costs of acquiring and improving stewardship assets. NPS did not consistently 
classifY 11 of 546 transactions tested as operating, heritage or stewardship costs resulting in 
misclassifications of $31 million. As a result of our observations, NPS corrected the 
misclassifications as appropriate. 

4. Environmental Contingencies 

NPS needs to improve controls over the recording of environmental contingent liabilities. NPS did 
not consistently have a second individual review and approve the probability assessment, site 
identification worksheet, and the cost estimate worksheet for 21 of the 181 documents tested. In 
addition, 2 of the probability assessments did not agree with the supporting documentation. NPS also 
removed estimates recorded in the prior year or did not estimate costs for certain sites resulting in an 
understatement of the probable environmental liabilities of approximately $4 million and reasonably 
possible environmental liabilities ranging from $4 million to $20 million. Furthermore, NPS did not 
consistently update the estimates for inflation, which we estimated to be $2 million for the probable 
environmental liabilities and range from $3 million to $9 million for the reasonably possible 
environmental liabilities. As a result of our observations, NPS analyzed and adjusted the 
environmental disclosures as appropriate. 
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5. Grants 

NPS should monitor grantees to ensure grantees expend awards in accordance with the grant 
requirements and Federal regulations. The Department of Interior established a centralized office to 
assist NPS in monitoring grantees' compliance. However, the centralized office and NPS had not 
fully developed controls to monitor grantees to detect and prevent misuse of Federal awards. 
Specifically, we noted that the centralized office and NPS did not consistently perform the 
following: 

a. Grant Database - Maintain a grant database that includes information such as the grantee 
name, grant number, date granted, award amount, funds expended, date audit reports are 
received, period covered by the audit reports, findings in the audit reports, and management 
decisions on findings. 

b. Progress Reports- Ensure that grantees submit grant progress reports, such as form SF-269, 
Report for Status of Funds, form SF-270, Request for Advance or Reimbursement; and/or form 
SF-272, Report of Federal Cash Transactions. NPS did not receive the required forms for 15 
ofthe 32 transactions that we tested. For Land and Water Conservation Fund (LWCF) grants, 
NPS prepared an annual report on the grantees behalf based on draw downs, but did not obtain 
any alternate reports from the grantee that convey the same information included in the above 
forms. 

c. Audit Reports - Ensure that grantees complete single audits and submit reports within nine 
months of the grantees' year end. NPS and the Federal Clearinghouse had not received single 
audit reports within the required time period for 20 of the 25 grantees that we tested. 

d. Findings - Issue management decisions on audit findings within six months after receipt of 
audit reports and ensure that the grantees take appropriate and timely corrective action. 

Recommendations 

We recommend that NPS perform the following, to improve the recording and reporting of financial 
transactions: 

1. Property, Plant and Equipment 

a. Continue to train park, region, and other personnel on the difference between costs that are 
capitalized versus expensed. 

b. Implement procedures requiring Accounting Operation Center personnel to review 
disbursement transactions and the related source documents to ensure that transactions are 
properly expensed or capitalized and to ensure that the dates and amounts recorded match the 
supporting documentation. 

c. Establish controls to ensure that construction projects are transferred to the real property 
account when tlie projects are completed. 

d. Improve controls over recording equipment additions to ensure that assets are recorded when 
they occur. 

e. Reinforce the requirement to ensure that the proper approvals are obtained prior to the start of 
construction projects. 
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f. Develop and implement controls to ensure that concession related costs are properly expensed. 

2. Leases 

Lease Assessment 

a. Improve the process to document the evaluation of the criteria determining whether leases 
should be classified as capital or operating leases and require a supervisor to agree the 
evaluations to the supporting documentation and to approve the evaluations. 

b. Maintain the lease evaluation documentation, including the related present value calculations 
and fair market value assessments. 

c. Provide additional guidance and training to personnel on the process of identifying whether 
leases should be classified as capital or operating leases. 

Future Minimum Lease Payments 

a. Provide additional guidance and training to personnel on preparing the future minimum lease 
payment schedule. 

b. Develop and maintain a database of all real and personal property leases to assist in 
monitoring and reporting future minimum lease payments. This database should include lease 
number, type, term, payments, and other information that facilitates preparation of the future 
minimum lease payment disclosure. 

3. Cost Classification 

a. Continue to communicate the cost classification requirements and train parks, regional, and 
other personnel on properly classifYing heritage, stewardship, and operating costs in the 
accounting system. 

b. Revise procedures to determine the "cost of stewardship land" disclosure to ensure that NPS 
captures all costs. 

4. Environmental Contingencies 

a. Require a second individual review and approve the probability assessment, site identification 
worksheet, and the cost estimate worksheet to ensure that they are properly prepared and 
match the supporting documentation. 

b. Require the environmental program office to notate their review and approval on the cost 
estimation worksheets when comparing them to the ECL database. 

c. Implement procedures to estimate amounts for probable and reasonably possible sites using 
similar sites from NPS or other Department of the Interior components. 

d. Annually adjust environmental estimates based on inflation. 
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5. Grants 

NPS should work with the Department of the Interior's centralized office to improve monitoring 
efforts of grantees as follows: 

a. Grant Database - Develop and maintain a grant database that enables NPS and the centralized 
office to monitor the status of the grants and document monitoring procedures completed. This 
database should include the grantee name, grant number, date granted, award amount, funds 
expended, date audit reports are received, period covered by the audit reports, findings in the 
audit reports, and management decisions on findings. 

b. Progress Reports- Require grantees to submit form SF-269, Report for Status of Funds, form 
SF-270, Request for Advance or Reimbursement; and submit form SF-272, Report of Federal 
Cash Transactions when funds are paid in advance. In addition, NPS should require grantees 
that receive funds in advance to submit form SF-269, Report for Status of Funds periodically 
and at the end of the project. For L WCF grants, NPS should require the grantees to prepare 
and submit the information required on the annual consolidated report rather than compiling 
the report on their behalf. 

c. Audit Reports - Establish a monitoring and follow up process to verify receipt of single audit 
reports within nine months of the grantees' year end. NPS and the centralized office should 
utilize the Federal Clearinghouse website on an ongoing basis to determine when an audit 
report has been submitted. If reports are not received, NPS or the centralized office should 
inquire of grantees and NPS should consider the need to limit future grant awards until reports 
are submitted. 

d. Findings - Issue management decisions on audit findings within six months after receipt of 
single audit reports and verify that grantees take appropriate and timely corrective action. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and recommendations related to property, plant, and 
equipment; leases; and cost classification. However, management did not fully agree with the following 
findings and recommendations: 

1. Environmental Contingencies 

Management indicated that they partially agreed with our findings and recommendations related to 
environmental contingencies. Management indicated that they already have procedures in place to 
estimate costs for sites using similar sites, do not need to estimate costs for certain sites, and do not 
believe the environmental contingency accruals and disclosures were understated. 

2. Grants 

Management indicated that they partially agreed with our findings and recommendations related to 
grants. Management indicated that they already have grant databases and have established 
monitoring and follow up processes to verify receipt of single audit reports. 
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Auditors' Response to Management's Response 

1. Environmental Contingencies 

NPS did not have procedures in place to estimate costs for sites using similar sites. We identified that 
NPS had not estimated costs for approximately 60 of its 234 sites. As a result of our observations, 
management estimated costs for those sites, primarily using the costs of similar sites. 

We understand that NPS may not be able to estimate environmental contingencies in certain 
conditions; however, the accounting standards require NPS to make an effort -in estimating 
environmental contingencies. Federal Financial Accounting and Auditing Technical Release No. 2, 
Determining Probable and Reasonably Estimable for Environmental Liabilities in the Federal 
Government states "The fact that an agency does not have a department-wide comprehensive study 
completed does not exempt an agency from making its best effort to estimate a liability for financial 
statement purposes ... " We noted that the 60 sites, which NPS did not initially estimate costs for, 
included several sites that NPS had many years ago but did not take steps to estimate the clean up 
costs. In addition, NPS improperly removed estimated clean up costs for certain sites that NPS had 
reported estimates for in the prior year. Finally, subsequent to our observations, NPS prepared 
estimates for most of those 60 sites and adjusted its records so that the environmental contingencies 
were no longer understated. 

Therefore, we recommend that NPS improve its procedures to estimate environmental contingencies, 
including considering the costs of similar sites from NPS or other Department of the Interior 
components. 

2. Grant 

NPS's existing grant databases did not enable NPS and the centralized office to effectively monitor 
the status of the grants and document monitoring procedures completed because the existing 
databases did not include all ofthe following information for each grant: (1) grantee name; (2) grant 
number; (3) date granted; (4) award amount; (4) funds expended; (5) date audit reports are received; 
(6) period covered by the audit reports; (7) findings in the audit reports; (8) and management 
decisions on findings. As a result, we recommend that NPS develop and maintain a database that 
includes this information for each grant. 

NPS did not establish an effective monitoring and follow up process to verify receipt of single audit 
reports because we noted that NPS and the Federal Clearinghouse had not received single audit 
reports within the required time period for 20 of the 25 grantees that we tested. As a result, we 
recommend that NPS and the centralized office establish a monitoring and follow up process to 
verify receipt of single audit reports within nine months of the grantees' year end. If reports are not 
received, NPS or the centralized office should inquire of grantees and NPS should consider the need 
to limit future grant awards until reports are submitted. 

C. Controls over the U.S. Park Police Pension Plan 

NPS is required to determine and record a liability for the actuarial present value of the future benefits of 
the U.S. Park Police Pension Plan (USPP Pension Plan). As NPS is not the plan administrator, NPS 
obtained the census data to calculate the liability from the District of Columbia, the plan administrator. 
NPS recalculated a sample of annuity payments based on the supporting documentation available in the 
pension files maintained by the District of Columbia and identified several differences between the census 
data file and the supporting documentation maintained in the pension files. As part of our testing of the 
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USPP Pension Plan liability, we also recalculated a sample of the annuity payments and identified 
differences, between the census data file and the supporting documentation. These differences included 
both under and over payments and netted to approximately 1% of the total annuity payments that we tested. 
In addition, we compared the census data file to the supporting documentation for 219 participants and 
identified 69 differences in gender, age, and other factors. NPS in consultation with its actuaries, evaluated 
the differences identified and concluded that the USPP Pension Plan liability was fairly stated as of 
September 30, 2005. However, all census data differences need to be resolved so as not to affect future 
actuarial projections and to ensure pension payments for retirees are not adversely affected. 

Recommendation 

We recommend that NPS work with the District of Columbia to investigate and resolve differences 
between the census data and the supporting documentation to ensure that pension liabilities and costs are 
properly presented in NPS's financial statements. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management did not agree with our finding and recommendation because NPS believes that they 
are not responsible for ensuring that the census data file agrees with the supporting documentation. 

Auditors' Response to Management's Response 

OMB Circular No. A-123, Management Accountability and Control, indicates the following: 

• "Agency managers shall incorporate basic management controls in the strategies, plans, guidance, 
and procedures that govern their programs and operations. Controls shall be consistent with the 
following standards: Reasonable Assurance and Safeguards - Management controls must provide 
reasonable assurance that assets are safeguarded against waste, loss, unauthorized use, and 
misappropriation. Management controls developed for agency programs should be logical, 
applicable, reasonably complete, and effective and efficient in accomplishing management 
objectives." 

• "Transactions should be promptly recorded, properly classified and accounted for in order to prepare 
timely accounts and reliable financial and other reports. The documentation for transactions, 
management controls, and other significant events must be clear and readily available for 
examination." 

As NPS reports the USPP Pension Plan liabilities and related expenses in its financial statements and is 
responsible for disbursing pension amounts to the District of Columbia, NPS should establish controls over 
those financial statements amounts and programs in accordance with OMB Circular A-123. Therefore, 
NPS should either work with the District of Columbia to establish controls over the USPP Pension Plan 
liabilities and related expenses or implement controls as part ofNPS operations to mitigate the findings. 

A summary of the status of prior year reportable conditions is included as Exhibit I. 

We also noted certain additional matters that we reported to NPS management in a separate letter dated 
November 15, 2005. 

II 



INTERNAL CONTROLS OVER REQUIRED SUPPLEMENTARY INFORMATION AND 
REQUIRED SUPPLEMENTARY STEWARDSHIP INFORMATION 

We noted certain significant deficiencies in internal control over Required Supplementary Information and 
Required Supplementary Stewardship Information discussed in the following paragraphs that, in our 
judgment, could adversely affect NPS's ability to collect, process, record, and summarize this information. 

D. Deferred Maintenance Estimates 

NPS has not fully implemented the required accounting standards to estimate the deferred maintenance for 
its general, heritage, and stewardship assets. NPS has adopted the condition assessment survey method, 
which requires NPS to perform periodic inspections of assets to determine their current condition and 
estimate the cost to correct any deficiencies. NPS has implemented procedures to measure deferred 
maintenance for certain park assets. However, NPS has not fully established controls over the condition 
assessments performed to determine deferred maintenance for all assets as follows: 

1. Heritage Assets 

As reported in the Required Supplementary Stewardship Information section of the NPS Annual 
Report, NPS had not completed condition assessments and estimated deferred maintenance for all 
nonfacility property or for all known heritage assets, such as archeological sites, historic and 
prehistoric structures, paleontological sites, and cultural landscapes. Additionally, NPS had not 
completed condition assessments or estimated deferred maintenance for 21 of the 94 assets that we 
tested. In addition, NPS did not consistently update the condition assessments and related deferred 
maintenance estimates as we noted 4 of the 45 assessments and related estimates had been performed 
over five years ago. Furthermore, NPS also disclosed deferred maintenance ranging from $5 million 
to $10 million for concession assets that non-federal entities are responsible for maintaining. 

2. Stewardship Land 

NPS did not have procedures for assessing the condition and estimating deferred maintenance of 
stewardship land and the related improvements to stewardship land, nor did NPS have documented 
evidence that it completed condition assessments and the related deferred maintenance estimates for 
all stewardship land and the related improvements. Specifically, NPS did not have condition 
assessment documentation for all 28 land transactions that we requested documentation on. 
However, NPS incurs costs annually to improve and maintain stewardship land. 

As a result, the Required Supplementary Stewardship Information disclosure on the condition of major 
classes of assets and the Required Supplementary Information disclosure on deferred maintenance amounts 
are not complete or current. 

Recommendations 

1. Heritage Assets 

We recommend that NPS: 

a. Perform condition assessments of all heritage assets and estimate the related deferred 
maintenance. 

b. Require supervisors to review and approve condition assessments and deferred maintenance 
estimates to ensure they are performed consistently and in accordance with NPS 's policies. 
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c. Update the condition assessment and deferred maintenance estimates at least every five years. 

d. Remove from the deferred maintenance disclosures, the estimates on concession assets that 
non-federal entities are responsible for maintaining. 

2. Stewardship Land 

We recommend that NPS implement procedures to conduct condition assessments and estimate 
deferred maintenance related to stewardship land and disclose this information in the NPS Annual 
Report. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and recommendations related to heritage assets but did 
not agree with our findings and recommendations related to stewardship land. Management believes that 
condition assessments are not required for stewardship land and that they do not need to estimate deferred 
maintenance for such land. 

Auditors' Response to Management's Response 

NPS is required to conduct condition assessments for stewardship land in accordance with the accounting 
standards. For example, paragraph 83 of Statement of Federal Financial Accounting Standard (SFF AS) No. 
8, Supplementary Stewardship Reporting, indicates "Minimum reporting shall include the following ... the 
condition of the stewardship land, unless it is already reported in a note to the financial statement, in which 
case a reference to the note will suffice." In addition, paragraph 41 ofSFFAS No. 29, Heritage Assets and 
Stewardship Land indicates "Entities should report the condition of the stewardship land (which may be 
reported with the deferred maintenance information) as required supplementary information." 
Furthermore, paragraph 83 of SFF AS No. 6 requires NPS to disclose deferred maintenance information for 
all categories of property, plant and equipment including stewardship land. 

As of September 30, 2005, NPS did not have documented evidence that it had completed condition 
assessments for all stewardship land and therefore, NPS was unable to demonstrate that there was no 
deferred maintenance for its stewardship land. Furthermore, NPS incurs costs annually to improve and 
maintain stewardship land. Therefore, we recommend that NPS complete the condition assessments of all 
its stewardship land and disclose the related deferred maintenance as required by the accounting standards. 

E. Stewardship Assets 

NPS does not consistently follow its established procedures and controls over recording Required 
Supplementary Stewardship Information. Specifically, we noted the following: 

1. Stewardship Property, Plant and Equipment- Physical Units 

NPS did not consistently record stewardship asset transactions accurately or in a timely manner. NPS 
recorded several adjustments in the current year for transactions that should have been identified and 
recorded in prior years as indicated in the Required Supplementary Stewardship section of the NPS 
Annual Report. In addition, NPS recorded stewardship transactions in the current year that should 
have been recorded in the prior year or incorrectly recorded the transaction for 96 of the 166 
stewardship transactions that we tested. NPS also did not effectively identify and remove concession 
assets from the supplementary disclosures for 3 of the 30 concession contracts that we tested. 
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Furthermore, NPS did not consistently have a second individual review and approve the stewardship 
asset transactions in accordance with NPS's policies as NPS did not have evidence of approval for 
38 of the 91 stewardship transactions that we tested. 

2. Stewardship Property, Plant and Equipment- Documentation 

NPS did not consistently maintain documentation supporting stewardship asset additions and 
deletions. NPS was not able to provide us adequate supporting documentation for 7 of 76 
stewardship transactions that we tested. 

3. Stewardship Property, Plant and Equipment- Condition Assessments 

As further discussed in the Deferred Maintenance finding noted above, NPS has not completed 
condition assessments for all stewardship and heritage assets, including historic structures, 
prehistoric structures, stewardship land, paleontological sites, and archeological sites. In addition, 
NPS did not consistently update the condition assessments. Furthermore, NPS did not disclose the 
condition of museum collections in accordance with the accounting standards as NPS disclosed the 
condition of the facility housing the collection rather than the condition of the underlying museum 
collection. As a result, NPS did not disclose condition assessments of all of its heritage assets in the 
Required Supplementary Stewardship Information section as required by the accounting standards. 

4 Stewardship Investments 

NPS reported obligations rather than expenses incurred for natural resource research and 
development investments because NPS did not track actual expenses related to investments in 
natural resource research and development. 

As a result, the Required Supplementary Stewardship Information disclosures for stewardship assets are 
not complete, current, or consistently supported. 

Recommendations 

We recommend that NPS strengthen internal controls over recording Required Supplementary Stewardship 
Information to: 

1. Stewardship Property, Plant and Equipment- Physical Units 

a. Record and report stewardship asset transactions at the time the event occurs. 

b. Require supervisors to compare transactions recorded in the inventory systems to the 
supporting documentation. 

c. Require supervisors to document their review and approval of stewardship transactions. 

d. Identify and remove concession assets. 

e. Perform periodic inventories of stewardship property, plant and equipment. 

2. Stewardship Property, Plant and Equipment- Documentation 

Maintain source documentation for stewardship transactions. 
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3. Stewardship Property, Plant and Equipment- Condition Assessments 

Perform and report condition assessments for all assets as well as assess and disclose the condition of 
the museum collections rather than the facility housing the collection. Although the condition of the 
facility may be important criteria in determining the condition of the collection, we recommend that 
NPS consider other factors, such as whether or not NPS needs to improve the collection in defining 
whether the collection is in acceptable condition. 

4. Stewardship Investments 

Accumulate and report actual expenses incurred for investments in research and development. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and recommendations except for our recommendation on 
condition assessments of museum collections. Management indicated that they believe condition 
assessments are not required for museum collections. 

Auditors' Response to Management's Response 

NPS is required to disclose the condition of museum collections in accordance with the accounting 
standards. By only disclosing the condition of the facility housing the collection, NPS does not inform 
financial statement users of the condition of the underlying museum collection. Therefore, we recommend 
that NPS report condition assessment of the underlying museum collections rather than the facility housing 
the collection. 

COMPLIANCE AND OTHER MATTERS 

Our tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements 
described in the Responsibilities section of this report, exclusive of those referred to in Federal Financial 
Management Improvement Act of 1996 (FFMIA), disclosed one instance of noncompliance or other matters 
that are required to be reported herein under Government Auditing Standards or OMB Bulletin No. 01-02. 

F. Single Audit Act Amendments of 1996 

As discussed in the Internal Control over Financial Reporting section of this report, NPS and the 
centralized office did not perform adequate monitoring of grantees in accordance with the Single Audit Act 
Amendments of 1996. NPS and the centralized office need to ensure that grantees submit progress reports, 
complete single audits, and submit single audit reports to NPS in a timely manner. In addition, NPS and the 
centralized office need to issue management decisions on findings in a timely manner. 

Recommendation 

We recommend that in fiscal year 2006, NPS and the centralized office improve its grantee monitoring 
process to ensure they and their grantees comply with the reporting requirements of the Single Audit Act 
Amendments of 1996. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our finding, and its comments were responsive to our recommendation. 

15 



Except as noted above, the results of our tests of compliance with certain provisions of other laws and 
regulations, exclusive of those referred to in FFMIA, disclosed no instances of noncompliance or other 
matters that are required to be reported under Government Auditing Standards or OMB Bulletin No. 01-02. 

The results of our tests of FFMIA disclosed instances, described below, where the NPS's financial 
management systems did not substantially comply with the Federal accounting standards. The results of 
our tests of FFMIA disclosed no instances in which NPS's financial management systems did not 
substantially comply with the Federal financial management systems requirements and the United States 
Standard General Ledger at the transaction levels. 

G. Federal Financial Management Improvement Act of 1996 

1. Federal Accounting Standards 

As discussed in the Internal Control Over Required Supplementary Stewardship Information and 
Required Supplementary Information section of this report, NPS needs to improve controls over 
reporting deferred maintenance and stewardship asset and investment disclosures to comply with 
Federal accounting standards. The Required Supplementary Information disclosures for deferred 
maintenance are not complete or current as NPS had not estimated deferred maintenance for all 
assets and did not consistently update deferred maintenance estimates. In addition, the Required 
Supplementary Stewardship Information disclosures for stewardship assets are not current, complete, 
or consistently supported as NPS did not consistently follow its established procedures and controls. 
As a result of these conditions, NPS's financial management systems do not substantially comply 
with Federal accounting standards. 

Recommendation 

We recommend that in fiscal year 2006, NPS review and improve its Required Supplementary Information 
and Required Supplementary Stewardship Information reporting processes, provide all required 
disclosures, complete all of its condition assessments of stewardship assets, and report the deferred 
maintenance estimates in accordance with the Federal accounting standards. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management disagreed with our finding and recommendation. Management indicated that they 
believe condition assessments are not required for museum collections or stewardship land and that they do 
not need to estimate deferred maintenance for stewardship land. 

Auditors' Response to Management's Response 

NPS is required to disclose the condition of museum collections in accordance with the accounting 
standards. By only disclosing the condition of the facility housing the collection, NPS does not inform 
financial statement users of the condition of the underlying museum collection. 

NPS is required to conduct condition assessments for stewardship land in accordance with the accounting 
standards. For example, paragraph 83 of Statement ofFederal Financial Accounting Standard (SFFAS) No. 
8, Supplementary Stewardship Reporting. indicates "Minimum reporting shall include the following ... the 
condition of the stewardship land, unless it is already reported in a note to the financial statement, in which 
case a reference to the note will suffice." In addition, paragraph 41 ofSFFAS No. 29, Heritage Assets and 
Stewardship Land indicates "Entities should report the condition of the stewardship land (which may be 
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reported with the deferred maintenance information) as required supplementary information." 
Furthermore, paragraph 83 of SFF AS No. 6 requires NPS to disclose deferred maintenance information for 
all categories of property, plant and equipment including stewardship land. 

As of September 30, 2005, NPS did not have documented evidence that it had completed condition 
assessments for all stewardship land and therefore, NPS was unable to demonstrate that there was no 
deferred maintenance for its stewardship land. Furthermore, NPS incurs costs annually to improve and 
maintain stewardship land. 

Therefore, we recommend that NPS improve its Required Supplementary Stewardship Information 
reporting process, complete condition assessments of stewardship assets, and report the deferred 
maintenance estimates in accordance with the Federal accounting standards. 

!USPONSIBILITIES 

Management's Responsibilities 

The Government Management Reform Act of 1994 (GMRA), Accountability of Tax Dollars Act, and 
Government Corporation Control Act require agencies to report annually to Congress on their financial 
status and any other information needed to fairly present their financial position and results of operations. 
To assist the U.S. Department of the Interior in meeting the GMRA reporting requirements, NPS prepares 
annual financial statements in accordance with Part A of OMB Circular A-136. 

Management is responsible for the financial statements, including: 

• Preparing the financial statements in conformity with accounting principles generally accepted in the 
United States of America; 

• Preparing the Management Discussion and Analysis (including the performance measures), Required 
Supplementary Information, and Required Supplementary Stewardship Information; 

• Establishing and maintaining internal controls over financial reporting; and 

• Complying with laws, regulations, contracts, and grant agreements, including FFMIA. 

In fulfilling this responsibility, management is required to make estimates and judgments to assess the 
expected benefits and related costs of internal control policies. Because of inherent limitations in internal 
control, misstatements due to error or fraud may nevertheless occur and not be detected. 

Auditors' Responsibilities 

Our responsibility is to express an opinion on the fiscal year 2005 and 2004 financial statements of NPS 
based on our audits. We conducted our audits in accordance with auditing standards generally accepted in 
the United States of America, the standards applicable to financial audits contained in Government 
Auditing Standards, and OMB Bulletin No. 01-02. Those standards and OMB Bulletin No. 01-02 require 
that we plan and perform the audits to obtain reasonable assurance about whether the financial statements 
are free of material misstatement. An audit includes consideration of internal control over financial 
reporting as a basis for designing audit procedures that are appropriate in the circumstances, but not for the 
purpose of expressing an opinion on the effectiveness of NPS's internal control over financial reporting. 
Accordingly, we express no such opinion. 
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An audit also includes: 

• Examining, on a test basis, evidence supporting the amounts and disclosures in the financial 
statements; 

• Assessing the accounting principles used and significant estimates made by management; and 

• Evaluating the overall financial statement presentation. 

We believe that our audits provide a reasonable basis for our opinion. 

In planning and performing our fiscal year 2005 audit, we considered NPS's internal control over financial 
reporting by obtaining an understanding of NPS' s internal control, determining whether internal controls 
had been placed in operation, assessing control risk, and performing tests of controls in order to determine 
our auditing procedures for the purpose of expressing our opinion on the financial statements. We limited 
our internal control testing to those controls necessary to achieve the objectives described in Government 
Auditing Standards and OMB Bulletin No. 01-02. We did not test all internal controls relevant to operating 
objectives as broadly defined by the Federal Managers' Financial Integrity Act of 1982. The objective of 
our audit was not to provide assurance on NPS's internal control over financial reporting. Consequently, 
we do not provide an opinion thereon. 

As required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, we considered NPS's internal 
control over the Required Supplementary Stewardship Information by obtaining an understanding ofNPS's 
internal control, determining whether these internal controls had been placed in operation, assessing 
control risk, and performing tests of controls. Our procedures were not designed to provide assurance on 
internal control over the Required Supplementary Stewardship Information and, accordingly, we do not 
provide an opinion thereon. 

As further required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, with respect to internal 
control related to performance measures determined by management to be key and reported in the 
Management Discussion and Analysis section, we obtained an understanding of the design of significant 
internal controls relating to the existence and completeness assertions. Our procedures were not designed 
to provide assurance on internal control over reported performance measures and, accordingly, we do not 
provide an opinion thereon. 

As part of obtaining reasonable assurance about whether NPS's fiscal year 2005 financial statements are 
free of material misstatement, we performed tests of NPS's compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct and material 
effect on the determination of financial statement amounts, and certain provisions of other laws and 
regulations specified in OMB Bulletin No. 01-02, including certain provisions referred to in FFMIA. We 
limited our tests of compliance to the provisions described in the preceding sentence, and we did not test 
compliance with all laws, regulations, contracts, and grant agreements applicable to NPS. However, 
providing an opinion on compliance with laws, regulations, contracts, and grant agreements was not an 
objective of our audit and, accordingly, we do not express such an opinion. 

Under OMB Bulletin No. -o1-02 and FFMIA, we are required to report whether NPS's financial 
management systems substantially comply with (1) Federal financial management systems requirements, 
(2) applicable Federal accounting standards, and (3) the United States Government Standard General 
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA 
Section 803(a) requirements. 
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DISTRIBUTION 

This report is intended solely for the information and use of the NPS's management, the U.S. Department 
of the Interior Office of Inspector General, OMB, the Government Accountability Office, and the U.S. 
Congress and is not intended to be and should not be used by anyone other than these specified parties. 

November 15, 2005 
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Exhibit I 

NATIONAL PARK SERVICE 

Summary of the Status of Prior Year Findings 

September 30, 2005 

Condition 

Security and General Controls over Financial 
Management Systems 

Financial Reporting Controls 

Controls over U.S. Park Police Pension Plan 

Deferred Maintenance Estimates 

Stewardship Assets and Investments 

Single Audit Act Amendments of 1996 

Federal Financial Management Improvement Act of 
1996 
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Status 

This condition has not been corrected and 
is repeated in fiscal year 2005. See finding 
A. 

This condition has not been corrected and 
is repeated in fiscal year 2005. See finding 
B. 

This condition has not been corrected and 
is repeated in fiscal year 2005. See finding 
c. 
This condition has not been corrected and 
is repeated in fiscal year 2005. See finding 
D. 

This condition has not been corrected and 
is repeated in fiscal year 2005. See finding 
E. 

This condition has not been corrected and 
is repeated in fiscal year 2005. See finding 
F. 
This condition has not been corrected and 
is repeated in fiscal year 2005. See finding 
G. 



IN REI'LY REFF.R TO: 

United States Department of the Interior 

NATIONAL PARK SERVICE 
1849 C Street, N.W. 

Washington, D.C. 20240 

F4217(2625) 

Memorandum 

To: Roger LaRouche 

As~ist~t Ins~ector General f~r ~;di~s ./ 

From: Ch1efFmanctal Officer ;_ f?) / ,// /2A.//c·~S ~ 
National Park Service /(~-:,.-7 . '--

Subject: Draft Independent Auditors' Report on the National Park Service Financial 
Statements for the Fiscal Years 2005 and 2004 
(Assignment No. X-IN-NPS-0009-2005) 

This is in response to the recommendations contained in the subject report. 

A. Security and General Controls over Financial Management Systems, 
Recommendation. We recommend that NPS develop and implement a formal 
action plan to improve the general and application controls over its financial 
management systems. This plan should address each of the areas discussed in this 
report, as well as other areas that might impact the information technology control 
environment, to ensure adequate security and protection ofNPS' information 
systems. 

Response - NPS partially concurs with the recommendations related to Security 
and General Controls over Financial Management Systems. NPS does not concur 
with the finding or recommendation on systems software control. 

1. Under Entity-wide Security Program and Planning, for the security 
program, the NPS Memorandum ofUnderstanding with the National 
Business Center was signed by Contracting on August 5, 2005. A copy of 
the approval was provided to the audit team. Background investigations 
are being completed in accordance with HSPD-12 (smart cards), and all 
regions have certified that all employees have a minimum of a National 
Agency Check and Inquiry (NACI). NPS has procedures in place to 
ensure that each new appointee has at least a NACI and has an 



unmitigated Advance National Agency Check (NAC) prior to 
appointment. 

2. Under Access Controls, NPS will establish policy that requires system 
owners to review and validate the user access lists and report findings to 
the NPS OCIO. The Human Resources Office will provide a monthly 
termination report for comparison and appropriate removal of access to 
terminated employees. 

3. Under System Software Controls, The IDEAS application is owned and 
managed by the Department of Interior's National Business Center (NBC). 
Therefore, NBC is responsible for developing and testing the application 
throughout its lifecycle. This includes ensuring the application can 
support normal and emergency patching of the operating system, database, 
and application. The system owner, only after fully managing the IDEAS 
application, releases the application to the Bureaus. The application 
should already have: met the minimum requirements tor configuration 
management and testing. Further, if the IDEAS application is not 
compliant with lifeeycle management principles, the .finding(s) should be 
sent to the NBC for resolution and closeout. 

Notwithstanding tht~ responsibility of NBC to act as the system owner and 
fully manage the IDEAS application, the National Park Service will 
institute a test procC".dure to validate whether or not the NBC testing and 
other 1ifecycle management processes are going to impact NPS users. 
This test procedure will be conducted after each OS, database, and or 
application upgrade. This test will further document the need for the 
update and the resulting impact. 

4. Under Software Development and Change Controls, The 001-0CIO has 
published their final System Development Life Cycle (SDLC) handbook 
on September 30, 2005, and the NPS will implement all changes to be in 
compliance with th1~ir system development life cycle. 

5. Under Service Continuity, An IT Training Plan has been developed based 
on the Office of Management and Budgets Online Learning Center IT 
roadmap. IT specialties are aligned to competencies and suggested 
training. The IT Roadmap allows IT professionals to conduct self
assessments to determine where skill gaps exist and to tailor career 
development plans to meet their specific needs. It will assist IT workers 
during discussions with their managers and help in the development of 
their Individual Development Plan. Managers can make recommendations 
and guide the IT professional tuning their training opportunities toward 
required skills to keep proficient in their career field. Finally, the IT 
Roadmap includes a Career Planning Guide that will assist IT 
professionals in setting and reaching career goals. 
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The NPS Training Center is also working on a project to input 
competencies for all positions in NPS. The Training Center will use the 
IT training plan book to get the information for IT positions. Employees 
will be able to go into My Learning Manager and see what competencies 
are required for their position or a position they are working towards. 
Universal competencies will show up as entry-level competencies for all 
employees. NPS training Managers and Training Practitioners can now 
link competencies with the catalog <~ntries. When an employee completes 
a training event, their transcripts will show what competencies the training 
addressed. 

Actual training conducted will be st~bject to fund availability. 

NPS has published procedures for periodic restoration of data from back 
tapes as well as the testing of the data center's power supply equipment. 
We will continue to document testing results. 

6. Under Segregation ofResponsibiliti~ background checks are completed 
and access controls are in place for 1:he Federal Personnel Payroll System. 

The responsible officials for implementing the recommendations will be the DOl 
Office of the Chief Infonnation Officer, the NPS Chief Infonnation Office, and 
Human Resource Office. 

B. Financial Reporting Controls, Recommendation. We recommend that NPS 
perfom1 the following, to improve the recording and repmting of financial 
transactions: 

1. Property, Plant and Equipment. Recommendation - Continue to train 
park, region, and other personnel on the difference between costs that 
are capitalized versus expensed. NPS should nwiew disbursement 
transactions and the related source documents to ensure that 
transactions are properly expensed or capitalized, and ensure that the 
dates and amounts recorded match the supporting documentation. In 
addition, NPS should establish controls to ensure that construction 
projects are transferred to the real property account when the projects 
are completed. NPS should improve controls over recording 
equipment additions to ensure that assets are re,;;orded when they occur. 
NPS needs to reinforce the requirement to ensure that the proper 
approvals are obtained prior to the start of construction projects, and 
develqp and implement controls to ensure that Goncession related costs 
are properly expensed. 

Response- Wt~ concur. NPS continues to work with parks, regional 
and other personnel on the distinction between costs that are capitalized 
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versus expensed. NPS will reemphasize the need for parks/regions to 
submit completion reports in a timely manner in order to reclassify 
Construction-in-Process costs to real property accounts. NPS will issue 
additional personal property acquisition guidance that specifically 
addresses the in-Service date and asset costs. In addition, NPS will 
develop additional expense reports to aid in the review of these 
transactions. All concession related costs for construction projects wi II 
be identified and properly expensed. 

The responsible officials for implementing this recommendation will 
be the Financial and Accounting Services Team Leader, Manager of 
Concessions Program and the Property Management Program 
Manager. 

2. Leases, Recommendation- For lease assessment, NPS needs to 
improve the process to document the evaluation of the criteria 
determining whether leases should be classified as capital or operating 
leases, and require a supervisor review, approval and maintain the lease 
evaluation documentation, including the related present value 
calculations and fair market value assessments. In addition, NPS 
should provide additional guidance and training to personnel on the 
process of identifying whether leases should be classified as capital or 
operating least:·s. 

For Future Minimum Lease Payments, NPS needs to provide additional 
guidance and training to personnel on preparing the future minimum 
lease payment schedule. NPS also needs to develop and maintain a 
database of all real and personal property leases to assist in monitoring 
and reporting future minimum lease payments. This database should 
include lease number, type, term, payments, and other infonnation that 
facilitates preparation of future minimum lease payment disclosure. 

Response- Wt: concur. During FY 2006, the NPS will update the 
Space Management Handbook #89 and develop a training module that 
includes the formal procedures issued to document evaluation of the 
criteria used to determine whether leases should be classified as capital 
or operating leases. In addition, supervisors have recently been 
notified of the requirement to review and approve these evaluations. 
They have also been made aware of the requirement to maintain the 
lease evaluation documentation that includes the related present value 
calculations and fair market value assessments. NPS will also develop 
and maintain a database of all real and personal property leases to assist 
in monitoring ;md reporting all future minimum lease payments 

The responsible oftlcial for implementing this recommendation will be 
the Property Management Program Manager. 



3. Cost Classification, Recommendation- NPS needs to continue 
communicating to and training parks, regional, and other personnel on 
properly classifying heritage, stewardship, and operating costs in the 
accounting system. NPS also should revise procedures to determine 
the "cost of stewardship land" disclosure to ensure that all costs arc 
captured. 

Response- We concur. NPS will continue to train all responsible 
personnel on the proper coding of accounts in ord(:r to ensure the 
appropriate classification of costs. Reports will be developed and 
reviewed on a monthly basis to identify cost of stewardship land 
transactions and make appropriate adjustments as needed. 

The responsible official for implementing this recommendation will be 
the Financial at1d Accounting Support Team 

4. Environmental Contingencies, Recommendation - NPS needs to 
require a second individual to review and approve the probability 
assessm(mt, site identification worksheet, and the cost estimate 
worksheet to ensure that they are properly prepared and match the 
supporting documentation. In addition, the program office needs to 
notate their review and approval on the cost estimation worksheets 
when comparing them to the ECL database. NPS needs to implement 
procedures to estimate amounts for probable and reasonably possible 
sites using similar sites from NPS or other Interior components, and 
annually adjust environmental estimates based on inflation. 

5 

Respons·e - W<~ partially concur with the findings and 
recommendations outlined in this report. NPS will review its processes 
and will document that ECL figures contained in cost estimation 
documents are consistent with the figures in the ECL database. 
However, NPS believes it already has in place an adequate process to 
estimate costs for sites using estimates of "similar" sites. The 
recommendation presupposes that NPS has enough infonnation about a 
site to know whether it is "similar" enough to another to make any 
meaningful comparisons. NPS will investigate the possibility of 
including estimates derived from "similar" sites within other Interior 
bureaus. 

NPS does not agree with the auditor's interpretation of the accounting 
standards clearly articulated in SFFAS #5, paragraph #41 and 
Technical Release #2, Footnote 9, which state that a disclosure should 
include a statement that an estimate cannot be made when the nature of 
the contingency and an estimate of the possible liability, or a range of 
the possible liability, can not be determined. Therefore, the NPS docs 
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not believe that reasonably possible environmental contingent liabilities 
were understated in the range of$3.7 million to $19.6 million. 
Additionally, :NPS does not agree that probable environmental 
contingent liabilities are understated by $4.2 million. NPS submits that 
averaging the cost of cleanup for sites with widely-varying sitc-spccilic 
conditions is arbitrary. Adding the cost of cleanup when a cost of 
study is already reported is double counting and inconsistent with the 
accounting guidance. Concerning inflation, NPS will review current 
policies and procedures to ensure that estimates appropriately reflect 
cunent costs 

The responsible official for implementing this recommendation will be 
the Environmental Management Program Team Leader. 

5. Grants. Recommendation- NPS needs to work with the centralized 
office to develop a grant database that enables offices to monitor the 
status ofthe grants and document monitoring procedures completed, 
and require the submission of progress reports by the grantees. 
L&WCF grant;; should require the grantees to prepare and submit the 
information required on the annual consolidated report rather than 
compiling the report on their own behalf. NPS also needs to establish a 
monitoring process to verify receipt of single audit reports within nine 
months of the grantees yearend, and ensure management decisions on 
audit findings are issued within six months after receipt of reports. 
NPS should verify grantees take appropriate and timely corrective 
action or consi.der the need to limit future grant awards until reports arc 
submitted. 

Response~ NPS partially concurs. NPS's grant programs have 
developed individual databases or worksheets that are updated at least 
quarterly. Wh~~n a centralized database is developed the information 
collected could be transferred from the applications used by each grant 
program office. NPS is incorporating language in new grant 
agreements that require progress reports with funding requests, except 
for state grants under the Land and Water Conservation Fund (LWCF). 
LWCF will enforce reporting requirements found in Title 43, Part 12 or 
the Code of Federal Regulations, whi<;h captures the requirements of 
both OMB Cir·cular A -110 and OMB Circular A -1 02. The latter 
provides guidance for grants and agreements with states and local 
governments. 

The NPS has established monitoring and follow~up processes to verify 
receipt of single audit reports, and utilizes the Federal Clearinghouse 
website to dete:rmine the status ofthe states audit report. Each grant 
program office· follows up on states that are not compliant with issuing 
audit reports. They either add a special condition to the grant 
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agreement notifying them of the deadline to submit the report or 
payments may be stopped on the grant, or take appropriate sanctions. 
NPS will c:ontinue to follow-up on audit findings, which are infi·equent, 
and issue management decisions on audit findings within six months 
after receipt of the single audit report. 

The responsible official for implementing this recommendation will be 
the Grant Program Managers for L WCF and Historic Preservation 
Funds, and the Property Management Program Manager. 

C. Controls over U.S. Park Police Pension Plan, Recommendation- Work with the 
District of Columbia to investigate and resolve differences between the census 
data and the supporting documentation to ensure that pt:nsion liabilities and costs 
are properly presented in the NPS' s financi a! statements. 

Response - NPS partially concurs. NPS plans to hire additional resources to 
research the rules, procedures, and processes for calculating basic annuities for 
each category of annuitant, and to apply these rules to each annuitant currently 
receiving payment. This will establish a basis for evaluating all future annuities. 
However, we would continue to point out that by law the District of Columbia 
Government is the plan administrator. Further, the decision by KPMG to require 
NPS to validate what is the responsibility of the D.C. Government to simply be 
consistent with the U.S. Secret Service is arbitrary, and inconsistent with enacted 
law. 

The responsible official for implementing this recommendation will be the 
Accounting Operations Center Manager. 

D. Deferred Maintenance Estimates 

1. Heritage Assets, Recommendation - NPS perform (;ondition 
assessments of all heritage assets and estimate the related deferred 
maintenance. In addition, NPS should have supervisors review and 
approve condition assessments and deferred mainte:nance estimates to 
ensure they are performed consistently and in accordance with NPS's 
policies. Furthermore, NPS should periodically update deferred 
maintenance estimates at least every five years, and remove from the 
deferred maintenance disclosures, the estimates on concession assets 
that non-fi~deral entities are responsible for maintaining. 

Response - NPS concurs with the findings and recommendations. All 
units of the NPS will be inventorying critical systems in high priority 
industry standard assets. By 2006, NPS plans to complete the first 
cycle of comprehensive assessments, and fully implement the capital 
asset planning program Servicewide. This will allow the Service to 
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report a comprehensive estimate of the annual deferred maintenance in 
FY 2007. 

The responsible official for implementing the recommendation wi II be 
the Chief, Park Facility Management Division. 

2. Stewardship Land, Recommendation - NPS should implement 
procedures to conduct condition assessments and estimate deferred 
maintenance related to stewardship land and disclose this information 
in the NPS Annual Report. 

Response - NPS does not concur. Paragraph 81, of SFFAS No. 8-
outlining the "Minimum Reporting for Stewardship land was amended 
by SFFAS No. 14. NPS meets the reporting requirements by 
addressing the condition of the land in a narrative fom1at. Also, it does 
not appear that SFF AS No. 8 states that condition assessments are 
required, only that condition information be provided. NPS's position 
is that the requirements in the Statement ofFederal Financial 
Accounting Standards (SFFAS) No. 14, Section 80 (which amends 
No.'s 6 and 8) do not require condition assessments of Stewardship 
Land, or a monetary disclosure of deferred main ten ancc. 

NPS follows OMB Circular A-L36, Section 11.2 regarding Deferred 
Maintenance. In footnote 58 cited in par. 78 of SFFAS No. 6 provides 
that, ''Acceptable services and condition many vary both between 
entities and among sites within the same entity. Management shall 
determine what level of service and condition is acceptable." Jn some 
cases, such as heritage assets and stewardship land, management may 
determine that maintenance is not needed. Sinct: land is not subject to 
periodic and/or recurring maintenance cyc1es and requirements, NPS 
cannot defer maintenance on these assets. NPS has determined that 
deterred maintenance of stewardship land does not exist. NPS has 
employed a consistent approach for detennining and reporting on the 
condition of Stewardship Land. 

E. Stewardship Assets and Investments, Recommendation- NPS needs to strengthen 
internal controls over recording Required Supplementary Stewardship 
Information to: 

l. Stewardship Property, Plant and Equipment- Plwical Units, 
Recommendation- Record and report stewardship asset transactions at 
the tiJl!e the event occurs, require supervisors to compare transactions 
recorded in the inventory systems to the supporting documentation, 
require supervisors to document their review and approval of 
stewardship transactions, and perform periodic inventories of 



stewardship property, plant and equipment. In addition, NPS should 
identify and remove concession assets. 

Response- NPS concurs. During FY 2006, Financial and Accounting 
Support Team Leader will work with the Associate Director, Cultural 
Resources, to ensure internal controls are in place and procedures arc 
implemented that will document and support stewardship asset 
reporting requirements. 

2. Stewardshtl2.Property, Plant, and Equipment- Documentatio.!h 
Recommendation- Maintain source documentation for stewardship 
transactions. 

Response- NPS concurs. During FY 2006, the Financial and 
Accounting Support Team Leader will work with the Associate 
Director, Cultural Resources, to ensure internal controls are in place 
and procedun~s are implemented that will document and supp01t 
stewardship asset reporting requirements. 

3. Stewardship Property, Plant, and Equipment- Condition Assessment::;, 
Recommendation - Perform and report condition assessments for all 
assets as well as assess and disclose the condition of museum 
collections rather than the facility housing the collection. NPS should 
consider other factors in determining the conditlon of the collection, 
such as whether or not NPS needs to improve the collection in defining 
whether the collection is in acceptable condition. 

Response - NPS does not concur with the recommendation that the 
disclosure be the condition assessment for the museum collections 
rather than the facility housing the museum collection. NPS will 
consider condition assessment and treatment needs in defining the 
overall condition, subject to the funding and resour:e limitation noted 
above. 

NPS concurs with the recommendation that conditton assessments are 
needed to be performed for other stewardship asset:~; however, the 
assessments c:an only be performed as funding and resources become 
available. The Associate Director, Cultural Resources will request 
additional funds to address this need. 

4. Stewardship Investments, Recommendation- Accumulate and report. 
actual expenses incurred for investments in research and development. 

Response --·- NPS concurs. NPS will also work to develop and 
implement processes for accumulating, documentirg, and accurately 
reporting research and development. 
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The responsible officials for implementing these recommendations will 
be the Associate Director, Natural Resources Stewardship and Science, 
Associate Director, Cultural Resources and the Financial and 
Accounting Support Team Leader. 

F. Single Audit Act Amendments of 1996. Recommendation- NPS and the Office 
of Financial Management improve its grantee monitoring process to ensure they 
and their grantees comply with the reporting requirements of the Single Audit Act 
Amendments of 1996. · 

Response - NPS concurs. NPS will work to improve their monitoring processes, 
and will continue to work with the Office ofFinancial Management to develop 
procedures where NPS' Grant Program Managers can ensure grantees comply 
with the stipulated reporting requirements. 

The responsible officials for implementing these recommendations will be the 
Office of Financial Management, Grant Program Managers for L& WCF and HPF, 
and Financial and Accounting Support Team Leader. 

G. Federal Financial Management hnprovement Act of 1996. Recommendation - In 
fiscal year 2006, NPS review and improve its RSSI reporting process and provide 
·all required disclosures and also complete all of its condition assessments of 
stewardship assets, and report the deferred maintenance estimates in accordance 
with the Federal accounting standards. 

Response- NPS does not concur. Refer to Section D of this response regarding 
the bureaus treatment of stewardship land. In addition, since the Department is 
reporting museum items at the collection level, it is appropriate to assess 
condition ofthe collection as a whole, not at the level of individual objects or 
other subcomponents of the reported collection unit. Refer to Section E.3 of this 
response. 

NPS will work to implement the recommendations for other stewardship assets 
and will seek funding and resources to accomplish this effort. 

The responsible officials for implementing these recommendations will be the 
Chief, Park Facility Management Division, Associate Director, Natural Resources 
Stewardship and Science, the Associate Director, Cultural Resources and 
Financial and Accounting Support Team Leader. 
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Management Letter Concerning Issues Identified During the Audit of the 
Department of the Interior's Financial Statements for Fiscal Years 2005 and 
2004 (Report No. X-IN-MOA-0009-2006) 

Attached is the subject management letter (Attachment 1) prepared by KPMG LLP. It 
contains four findings, which are in addition to those contained in KPMG's audit report on the 
financial statements of the Department of the Interior (DOl). The management letter contains 
five recommendations that, if implemented, should resolve the four findings. 

In its January 30, 2006 response (Attachment 2) to the draft management letter, DOI 
agreed with two findings, agreed in part with one, and disagreed with one. DOl also stated 
that with regard to recommendations, it has implemented one, plans to implement two, agreed 
in part with one, and disagreed with one. 

We will refer the two unimplemented recommendations to the Assistant Secretary for 
Policy, Management and Budget for tracking of implementation. The recommendation with 
which DOl agreed in part and the recommendation with which it disagreed will be referred for 
resolution (see Attachment 3, "Status of Management Letter Recommendations"). 

DOl contracted with KPMG LLP, an independent certified public accounting firm, to 
audit DOl's financial statements for fiscal years 2005 and 2004. The results of the audit are 
contained in KPMG's audit report dated November 15,2005 (Report No. X-IN-MOA-0011-
2005). In conjunction with its audit, KPMG noted certain internal control and other 
operational matters that should be brought to management's attention. This management 
letter presents those issues. 

The legislation, as amended, creating the Office of Inspector General requires 
semiannual reporting to the Congress on all audit reports issued, actions taken to implement 
audit recommendations, and recommendations that have not been implemented. Therefore, 
we will include this report in our next semiannual report. 



We appreciate the cooperation and assistance of DOl personnel during the audit. If 
you have any questions, please contact me at 202-208-5745. 

Attachments {3) 

cc: ChiefFinancial Officer 
Deputy Chief Financial Officer 
Director, Office of Financial Management 
Audit Liaison Officer, Office of Financial Management 
Focus Leader for Financial Reporting, Office of Financial Management 
Focus Leader for Management Control and Audit Follow-up, 

Office of Financial Management 



KPMG LLP 
2001 M street, WN 
Washington, DC 20036 

November 15, 2005 

Secretary and Inspector General 
U.S. Department of the Interior: 

Management Letter 

ATTACHMENT 1 

We have audited the consolidated balance sheets of the U.S. Department of the Interior (Interior) as of 
September 30, 2005 and 2004, and the related consolidated statements of net cost, changes in net position, 
financing, and custodial activity, and the related combined statements of budgetary resources for the years 
then ended (hereinafter referred to as the "financial statements"), and have issued our report thereon dated 
November 15,2005. In planning and performing our audit of the above financial statements ofinterior, we 
considered internal control in order to detennine our auditing procedures for the purpose of expressing our 
opinion on the financial statements. An audit does not include examining the effectiveness of internal 
control and does not provide assurance on internal control. We have not considered internal control since 
the date of our report. 

Our audit of Interior's financial statements as of and for the year ended September 30, 2005 disclosed the 
following material weaknesses, reportable conditions, significant deficiencies, and compliance matters that 
are described in our auditors' report dated November 15, 2005: 

Material Weaknesses: 

A. Controls over implementing new accounting policies and procedures 
B. Controls over the Indian Trust Funds 

Reportable Conditions: 

C. Reconciliation of intragovernmental transactions and balances 
D. Application and general controls over financial management systems 
E. Controls over property, plant, and equipment 
F. Controls over accruals 
G. Controls over environmental contingencies 
H. Financial management at the Bureau of Indian Affairs 
I. Controls over revenue -
J. Controls over grants 
K. Segregation of responsibilities over purchases and entries 
L. Controls over charge cards 
M. Controls over obligations 
N. Controls over the U.S. Park Police Pension Plan 



Significant Deficiencies: 

0. Performance measure reporting 
P. Deferred maintenance estimates 
Q. Stewardship reporting 

Compliance Matters: 

R Single Audit Act Amendments of 1996 
S. Debt Collection Improvement Act of 1996 
T. Office of Management and Budget (OMB) Circular No. A-25, User Charges 
U. Federal Financial Management Improvement Act (FFMIA) of 1996 

During our audit we noted certain other matters involving internal control and other operational matters 
that are presented for your consideration. These comments and recommendations, all of which have been 
discussed with the appropriate members of management, are intended to improve internal control or result 
in other operating efficiencies. The bureau-specific comments and recommendations are presented in 
separate letters to bureau management and the department level comments and recommendations are 
summarized as follows: 

1. Consolidated Financial Statement Crosswalk 

Interior did not follow Treasury's cross walk guidance as follows: 

a. Interior cross walked Standard General Ledger (SGL) account 2190- Other Accrued Liabilities 
and SGL account 2130- Contract Holdbacks to the "Accounts Payable" line item in the balance 
sheet as opposed to the "Other Liabilities" line item as required by Treasury's crosswalk guidance. 

b. Interior did not consistently use SGL account 2190 as certain bureaus used SGL account 2190 to 
account for the accounts payable accruals, while other bureaus used SGL account 2190 for other 
accrued liabilities. 

Recommendations 

We recommend that Interior: 

a. Revise its chart of accounts to properly classify SGL account 2190 - Other Accrued Liabilities and 
SGL account 2130- Contract Holdbacks to the Other Liabilities line item in accordance with the 
Treasury crosswalk. 

b. Issue guidance on the SGL accounts the bureaus should use to record account payable accruals and 
other accrued liabilities. 

Management Response · 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 
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2. Management Review 

The Office of Financial Management did not consistently review and approve the allocation of the 
change in actuarial liabilities as we noted the following: 

Change in actuarial Change in actuarial 
Bureau liabilities PFM Ha bilities PFM should 
name oriltinally allocated have allocated Difference 
BIA $3,539,281 $2,957,122 $582,159 
BLM 4 920,254 4,46-h387 45~867 

BOR 3,312,603 2,886,829 425,774 
FWS 3,748,078 3,449,178 298,900 
MMS 1 173,223 1,126,005 47,218 
NPS 10,658,927 9.459,261 1,199,666 
OS (3.596,368) (371,37!1 (3,224,99TI_ 

OSM 55,998 37,436 18,562 
USGS 638,004 441,153 196,851 
Total $24,450 000 $24,450,000 $0 

Recommendation 

We recommend that management review the allocation of the change in the FECA Actuarial Liability 
amounts on a thorough basis to ensure that the bureau/DO allocations are appropriate. 

Management Response 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management agreed with our finding and its comments were responsive to our 
recommendation. 

3. Performance Goals 

Interior did not include performance goals in the Strategic Plan and the related performance results in 
the Annual Report on Performance and Accountability for the Departmental Office's Working Capital 
Fund, Bureau of Reclamation's Working Capital Fund, Bureau of Land Management's Working 
Capital Fund, U.S. Geological Survey's Working Capital Fund, and Minerals Management Service's 
Interior Franchise Fund (herein after referred to as "the Funds") in accordance with the Government 
Performance and Results Act of 1993. Interior indicated that the Funds are not part of the primary 
mission of Interior; however, we noted that the Funds continue to grow in significance each year. As 
of September 30, 2005 the Funds represented approximately 10% of Interior's total gross costs and 
19% oflnterior's budgetary resources. 

Recommendation 

We recommend that Interior include performance goals in the Strategic Plan and the related 
performance results in the Annual Report on Performance and Accountability for the Funds. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management did not agree with our finding and recommendation because management 
believes that the Funds do not have any specific strategic goal of their own but rather represent funds 
transferred from other agencies. 

Auditors' Response to Management's Response 

We believe that Interior should include performance goals in the Strategic Plan and the related 
performance results in the Annual Report on Performance and Accountability for the Funds based on 
the significance of the Funds. Because Interior did not agree with our recommendation, Interior could 
alternatively discuss the significance of the funds with OMB and obtain written confirmation that 
regardless of the significance of these activities that neither Interior nor the individual Interior 
components need to include the Funds and related performance measures in the Strategic Plan or the 
Annual Report on Performance and Accountability. 

4. Performance Results 

Interior did not report any results (preliminary or estimated) for 21 of its 214 performance measures in 
the fiscal year 2005 Annual Report on Performance and Accountability. This occurred because Interior 
did not have the information readily available or did not establish the baseline to report performance 
data. Interior plans to provide these fiscal year 2005 results in the fiscal year 2006 Annual Report on 
Performance and Accountability. 

Recommendation 

We recommend that Interior establish a process to report actual, preliminary, or estimated fiscal year 
results for all performance measures in the Annual Report on Performance and Accountability. 

Management Response 

Management has prepared an official response presented as a separate attachment to this Jetter. In 
summary, management partially agreed with our finding and recommendation. Management indicated 
that preliminary results are tabulated as "no reports" and do not count towards goals that are met or 
exceeded. Management also indicated that they are working to ensure that they have the infrastructure 
in place to conduct the data verification and/or rationale to report actual and estimated results as 
opposed to preliminary results. 

Auditors' Response to Managementts Response 

We agree that Interior reported preliminary results for 18 of its performance measures; however, 
Interior did not report preliminary, estimated, or actual results for another 21 measures. The 
Government Performance and Results Act of 1993 requires that annual performance results be 
compared to performance goals for each program activity. As such, we recommend that Interior 
establish a process to report actual, preliminary, or estimated fiscal year results for all performance 
measures in the Annual Report on Performance and Accountability. 

A summary of the status of prior year management letter findings is included as Exhibit I. 
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Our audit procedures are designed primarily to enable us to form an opinion on the financial statements, 
and therefore may not bring to light all weaknesses in policies or procedures that may exist. We aim, 
however, to use our knowledge of Interior gained during our work to make comments and 
recommendations that we hope will be useful to you. We would be pleased to discuss these comments and 
recommendations with you at any time. 

This report is intended solely for the information and use of Interior's management, Interior's Office of 
Inspector General, the U.S. Government Accountability Office, OMB and the U.S. Congress, and is not 
intended to be and should not be used by anyone other than these specified parties. 

Very truly yours, 
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1 Performance Goals 

2 Performance Results 

Exhibit I 

DEPARTMENT OF THE INTERIOR 

Summary ofthe.Status of Prior Year Findings 

September 30, 2005 

Findings 
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Status 

The condition has not been corrected and is 
repeated at comment 3. 

The condition has not been corrected and is 
repeated at comment 4. 



ATTACHMENT 2 

tJn..ited States f)epar.rmcnt of the Interior 
Off:fCE OF THE. SECRE'i/\RY 

WlWhiugttm, DC 20240 

JAN 3 0 2006 

Memorandum 

To: Anne L. Richards 

From: 

Subjeet: 

Assistant Inspector General for Audits 
U.S. Department of the Interior 
Office of Inspector General 
1849 C Street, NW, MS 5341 
Washington, D.C. 20240 

and 

Mr. JeffNorris 
c/oKPMGLLP 
2001 M St., NW 
VV~~D.C.20036 

R. Thomas Weimer 1( .~ ~ 
Assistant Secretary- Policy, Management and Budget 

Management Response to Draft Management Letter on the Department of 
the Interior's Financial Statements for the Fiscal Years 2005 and 2004 
(Assignment No. X-IN-MOA-009-2006) 

Thank you for the opportunity to comment on your draft management letter issues on the 
consolidated audit The draft references four matters: consolidated fiDancial 
statement crosswalk, management review, performance goals pertaining to worldng 
capital funds and franchise fimds, and performance results. 

The Department concurs, or partially' concurs, with the draft management letter issues 
except for the matter on performance goals pertaining to working capital funds and 
franchise funds. While the Department has in place approaches for management of 
worlcing capital funds and franchise fimds, these funds are inter- and intra-governmental 
revolving funds 1hat are authorized to fimd cen1Ialized business and administrative 
services and systems tbat.primarily support Interior bureaus and offices. As such, these 
funds are not directed toward the achievement of any specific mission goals. Therefore, 
the Department does not believe it is appropriate to include them as part of the 
Deparbnent's Strategic Plan and performance reporting. Including these 
implementation tools in the Strategic Plan and performance report would be contrary to 



the principles of the Government Performance and Results Act (GPRA) and the 
associated implementation guidance provided by the Office of Management and Budget 
(OMB) in Ciroular No. A-I I, Preparation, Submission and Execution of the Budget. 

In regard to the issue on performance results, the Department promotes the reporting of 
perfonnance results in terms of actual and estimated data. However, the Department also 
realizes that the achievement of zero preliminary reports is an unlikely event when 
considering the short timeframe allowed for performance reporting after the close of the 
year and the unexpected nature of the work conducted by the bureaus. 

The Department appreciates the opportunity to respond to your draft letter. 

Responses to ReeoDUBendations 

A. Qt11106dated Finaaetal Statement Crosswalk 

The Department concurs with the audit finding. In fiscal year 2006, the Department will 
review its chart of accounts, make appropriate changes, and distribute guidance to the 
bmeaus on how to use these accounts. 

B. Mpagement Review 

The Department concurs with the audit finding. Additional internal control has been 
instilled to prevent calculation errors and enhance the reviewer's ability to identify 
calculation errors. 

C. Perfonnance Goals 

The Department does not concur with this recurring audit fmding. The Department 
believes that working capital funds and franchise funds do not have any specific strategic 
goal of their own but rather represent transferred fimds from mission organizations to 
help recipient organimions achieve their goals. 

The principles ofGPRA and the related OMB Circular No. A-I 1 instructions for its 
implementation emphasize focusing the Strategic Plan and its corresponding performance 
assessment on program outcomes. Consequently, the Department has no plans to include 
these enabling activities as part of the Stmtegic Plan, nor its associated performance 
measures. As these funding mechanisms and accounts, including the Departmental 
Office's Working Capital Fund, Bureau of Reclamation's Working Capital Fund, Bureau 
of Land Management's Working Capital Fund, U.S. Geological Survey's Working 
Capital Fund, and Mine.ml Management Service's Interior Franchise F~ are tools that 
allow the Department to more effectively and efficiently manage a range of services to 
support programs, they do not, in themselves, have specific strategic mission objectives 
for the Department. Attempting to determine their individual effectiveness through the 
strategic plan process would be inappropriate and would distract from the need to ensure 
a more appropriate direct assessment and feedback process implemented directly by 



management organizations. As these are mechanisms for distributing ftmds to activities, 
it is not the working capital funds or franchise funds themselves that produce the results 
that fulfill the objectives of the Strategic Plan. They are one of many contributing 
resources and tools providing services and capabilities t1.la4 along with other assets 
conducted within our offices and progr~ produce the outcome or results measured in 
the Strategic Plan performance assessment in accordance with GPRA ~s goal to focus on 
outcomes as opposed to the process. 

The Department believes that the primary target for the Strategic Planning performance 
assessment is not the ammmt of funding in the pipeline, but rather the outcomes of what 
is ultimately accomplished by the use of those funds along with other procurements and 
program activities in producing program results. Our Strategic Plan does include a 
number of performance goals pertaining to efficiency and accountability. Currently the 
Department and bureaus present the financing for the Funds in the annual budget, which 
is overseen by the Department and bureaus, OMB, and the appropriations subcommittees 
of jurisdiction. In the case of the Department's Working Capital Fund, oversight is also 
provided by the Working Capital Fund Consortium, which includes representation of 
every bmeau and office in the Department. The Consortiwn bas input and 
approves/disapproves the annual budget and billings for the Working Capital Fund 
central billing. These mechanisms ensure that working capital fund and franchise fund 
management are reviewed in the context of these overall management goals. 

D. Performam ResgltJ 

The Department partially concurs with this recurring audit finding. The draft 
management letter specifies that the Department did not provide results for 27 of its 214 
perfonnance measures in the fiscal year 2005 Annual Report on Performance and 
Accountability. The Department encoumges bmeaus to report annual perfonnance 
results as either actual or estimated. Preliminary results are tabulated as "no reports" and 
do not count towards goals that are met or exceeded. 

Bureaus and offices are working to ensme that they have the infrastructure in place to 
conduct the data verification and/or rationale in place to report actual and estimated 
results as opposed to preliminary. However, the present date of providing completed data 
collections and all performance related materials to auditors three weeks after the close of 
the performance period does not facilitate the completion of data verification activities, 
leading to preliminary results. Also, due to the unexpected nature of natural phenomena, 
as with the gulf hunicanes this year, it is unlikely that a goal of zero preliminary reports 
can be achieved. 

The Department is considering options, including modifying measures so results can be 
more timely, improving bureau internal data collection procedures, and possibly 
negotiating with the auditor for an improved schedule for data verification and integration 
after the close of the perfonnance period, in order to minimize the number of preliminary 
results. 



ATTACHMENT 3 

STATUS OF MANAGEMENT LETTER 
RECOMMENDATIONS 

Recommendation Status Action Required 

l.a and l.b 

3 and4 

2 

Resolved, not 
implemented. 

Unresolved. 

Resolved and 
implemented. 

Recommendations will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for tracking of implementation. 

Recommendations will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for resolution. 

No further action is required. 





Memorandwn 

To: 

From: 

Subject: 

tJnited States Departn1ent of the Interior 

OFFICE OF INSPECTOR GENERAL 
Washington. [).C. 20240 

December 20, 2005 

Assistant Secretary for Indian Affairs 

Anne L . Richards ~J.U. ~ 
Assistant Inspector General for Audits 

Independent Auditors' Report on the Bureau of Indian Affairs' Financial 
Statements for Fiscal Years 2005 and 2004 (Report No. X-IN-BIA-0006-2005) 

Attached is the subject auditors' report prepared by KPMG LLP. It contains an 
unqualified opinion on the Bureau of Indian Affairs' (BIA) financial statements. However, 
KPMG identified nine reportable conditions on BIA's internal controls over financial reporting, 
three of which were considered to be material weaknesses. KPMG also found significant 
deficiencies in internal control over Required Supplementary Information, Required 
Supplementary Stewardship Information, and Performance Measures that, in its judgment, could 
adversely affect BIA's ability to collect, process, record and summarize this information. In 
addition, KPMG found instances where BIA did not comply with OMB Circular A-133, the Debt 
Collection Improvement Act of 1996, OMB Circular A-25, and the Federal Financial 
Management Improvement Act of 1996 (FFMIA). 

In its December 1, 2005 response to the draft auditors' report (which follows the attached 
report), BIA concurred with the findings and recommendations, except for Finding K on controls 
over Required Supplementary Stewardship Information and Recommendation K.l that 
recommended BIA disclose the condition of museum collections instead of the condition of the 
facilities housing the collections. Based on the response, we consider all findings except Finding 
K resolved but not implemented, and we will refer them to the Assistant Secretary for Policy, 
Management and Budget for tracking of implementation. We will refer Finding K to the 
Assistant Secretary for Policy, Management and Budget for resolution. 

The Department of the Interior contracted with KPMG, an independent certified public 
accounting firm, to audit BIA's financial statements for fiscal years 2005 and 2004. The contract 
required that KPMG conduct its audit in accordance with the Government Auditing Standards, 
issued by the Comptroller General of the United States; Office of Management and Budget's 
Bulletin 01-02, as amended, Audit Requirements for Federal Financial Statements; and the 
Government Accountability Office/President's Council on Integrity and Efficiency's Financial 
Audit Manual. 

KPMG is responsible for the auditors' report and for the conclusions expressed in the 
report. We do not express an opinion on BIA' s financial statements, KPMG's conclusions on 



the effectiveness of internal controls, conclusions on whether BIA 's financial management 
systems substantially complied with FFMIA, or conclusions on compliance with laws and 
regulations. 

The legislation, as amended, creating the Office of Inspector General requires semiannual 
reporting to the Congress on all audit reports issued, actions taken to implement audit 
recommendations, and recommendations that have not been implemented. Therefore, this report 
will be included in our next semiannual report. 

We appreciate the cooperation and assistance of BIA personnel during the audit. If you 
have any questions regarding the report, please call me at (202) 208-5512. 

Attachments (2) 

cc: Chief Financial Officer, Assistant Secretary for Indian Affairs 
Finance Officer, Bureau of Indian Affairs 
Director, Office of Financial Management, 
Director, Office of Audits and Evaluations, Assistant Secretary for Indian Affairs 
Audit Liaison Officer, Assistant Secretary for Policy, Management and Budget 
Audit Liaison Officer, Office of Financial Management 
Audit Liaison Officer, Bureau of Indian Affairs 
Focus Leader for Financial Reporting, Office of Financial Management 
Focus Leader for Management Control and Audit Follow-up, 

Office of Financial Management 



KPMGLLP 
2001 M Street, NW 
Washington, DC 20036 

Independent Auditors' Report 

Assistant Secretary for Indian Affairs and Inspector General 
U.S. Department of the Interior: 

We have audited the accompanying consolidated balance sheets of the Bureau of Indian Affairs (BIA) as of 
September 30, 2005 and 2004, and the related consolidated statements of net cost, consolidated statements 
of changes in net position, combined statements of budgetary resources, and consolidated statements of 
financing, for the years then ended (hereinafter referred to as the financial statements). The objective of our 
audits was to express an opinion on the fair presentation of these financial statements. In connection with 
our audits, we also considered BIA's internal control over financial reporting and tested BIA's compliance 
with certain provisions of applicable laws, regulations, contracts, and grant agreements that could have a 
direct and material effect on these financial statements. 

SUMMARY 

As stated in our opinion on the fmancial statements, we concluded that BIA's financial statements as. of 
and for the years ended September 30, 2005 and 2004, are presented fairly, in all material respects; in 
conformity with accounting principles generally accepted in the United States of America. We als-o noted· 
that BIA implemented a new accounting standard effective October l, 2004. · 

Our considerati911 of internal control over financial reportirig resulted in the following conditions 'being 
identified as reportable conditions: 

Reportable Conditions Considered to be Material Weaknesses 

A. Controls over Indian Trust Funds 
B. Controls over Property, Plant and Equipment 
C. Controls over Accounts Receivable and Deferred Revenue 

Other Reoortable Conditions 

D. Controls over Accounting for Intradepartmental Transactions 
E. Controls over Charge CardS 
F. Controls over Clearing of Suspense Balances 
G. Controls over Environmental Contingent Liabilities 
H. Controls over Financial Management 
I. Controls over Loans 

We also noted certain significant deficiencies in internal control over Required Supplementary 
Information, Required Supplementary Stewardship Information, and Performance Measures that, in our 
judgment, could adversely affect BIA's ability to collect, process, record and summarize this information. 

J. Controls over Required Supplementary Information - Deferred Maintenance Reporting 
K. Controls over Required Supplementary Stewardship Infonnation 
L. Controls over Performance Measures 

KPMG LLP, a U.S. ~mlted hab~>ty parmersh•p, is the U.S. 
member firm of KPMG lnt-10nal. a Swiss cooperative 



The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant 
agreements disclosed the following instances of noncompliance or other matters that are required to be 
reported under Government Auditing Standards, issued by the Comptroller General of the United States, 
and Office of Management and Budget (OMB) Bulletin No. 01-02, Audit Requirements for Federal 
Financial Statements. 

M. OMB Circular A-133, Audits of States, Local Governments, and Non-profit Organizations 
N. Debt Collection Improvement Act of 1996 
0. OMB Circular A-25, User Charges 
P. Federal Financial Management Improvement Act of 1996 (FFMIA) 

The following sections discuss our opinion on BIA's financial statements, our consideration of BIA's 
internal control over financial reporting, our tests of BIA's compliance with certain provisions of 
applicable laws, regulations, contracts, and grant agreements, and management's and our responsibilities. 

OPINION ON mE FINANCIAL STATEMENTS 

We have audited the accompanying consolidated balance sheets of the Bureau of Indian Affairs (BIA) as of 
September 30, 2005 and 2004, and the related consolidated statements of net cost, consolidated statements 
of changes in net position, combined statements of budgetary resources, and consolidated statements of 
financing for the years then ended (hereinafter referred to as the fmancial statements). 

In our opinion, the financial statements referred to above present fairly, in all material respects, the 
fmancial position of BIA as of September 30, 2005 and 2004, and its net costs, changes in net position, 
budgetary resources, and reconciliation of net costs to budgetary obligations for the years then ended, in 
conformity with accounting principles generally accepted in the United States of America. 

As discussed in Note 1 .to the financial statements, BIA adopted the provisions of Federal Accounting 
Standards Advisory Board Interpretation No. 6, Accounting for Imputed Intra-departmental Costs: An 
Interpretation ofSFFAS 4, effective October 1, 2004. 

The information in the Management's Discussion and Analysis, Required Supplementary Stewardship 
Information, and Required Supplementary Infonnation sections is not a required part of the fmancial 
statements, but is supplementary information required by accounting principles generally accepted in the 
United States of America or OMB Circular A-136, Financial Reporting Requirements, Part A, Form and 
Content of the Performance and Accountability Report. We have applied certain limited procedures, which 
consisted principally of inquiries of management regarding the methods of measurement and presentation 
of this information. However, we did not audit this infonnation and, accordingly, we express no opinion on 
it. As a result of such limited procedures, we believe that the Required Supplementary Information for 
deferred maintenance is not presented in conformity with accounting principles generally accepted in the 
United States of America because BIA does not have adequate internal controls surrounding the 
compilation of deferred maintenance estimates and also is not computing deferred maintenance 
consistently for all heritage assets and stewardship land. Also, we believe that the Required Supplementary 
Stewardship Information for heritage assets is not presented in conformity with accounting principles 
generally accepted in the Unired States of America because BIA has not completed its identification and 
condition assessment of heritage assets. Finally, we noted certain significant deficiencies in internal 
controls over reported performance measures that, in our judgment, could adversely affect BIA' s ability to 
collect, process, record, and summarize performance information and report performance measures in 
accordance with management's criteria. 



Our audits were conducted for the purpose of forming an opinion on the financial statements taken as a 
whole. The other accompanying information included in the Introduction and Appendices, as reflected in 
the accompanying table of contents, are an integral part of BIA' s Performance and Accountability Report: 
Fiscal Year 2005. However, this information is not a required part of the financial statements and is 
presented for purposes of additional analysis. This information has not been subjected to the same auditing 
procedures and, accordingly. we express no opinion on it. 

INTERNAL CONTROL OVER F1NANCIAL REPORTING 

Our consideration of internal control over financial reporting would not necessarily disclose all matters in 
the internal control over financial reponing that might be reportable conditions. Under standards issued by 
the American Institute of Certified Public Accountants, reportable conditions are matters coming to our 
attention relating to significant deficiencies in the design or operation of the intetnal control over financial 
reporting that, in our judgment, could adversely affect BIA's ability to record, process, summarize, and 
report financial data consistent with the assertions by management in the financial statements. 

Material weaknesses are reportable conditions in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements, in 
amoUnts that would be material in relation to the financial statements being audited, may occur and not be 
detected within a timely period by employees in the normal course of performing their assigned functions. 

In our fiscal year 2005 audit, we noted certain matters, described below, involving internal control over 
financial reporting and its operation that we consider to be reportable conditions. We believe that the 
reportable conditions A through C are material weaknesses. 

A. Controls over Indian Trust Funds 

The United States Congress has designated the Secretary of the Interior as the primary fiduciary with 
responsibility for the monetary and non-monetary resources held in trust on behalf of American Indian 
Tribes, individual Indians, and other trust funds (hereafter collectively referred to as the Indian Trost 
Funds). The Secretary carries out this fiduciary responsibility through the Office of the Special Trustee for 
American Indians (OST), the Bureau of Indian Affairs (BIA), other Interior bureaus, and agreements with 
American Indian Tribes. OST is a component of Departmental Offices. 

The Indian Trust Funds' balances include appropriated accounts that are considered Federal funds and non
Federal accounts that belong to beneficiaries of the Indian Trust Funds. The Federal accounts are reflected 
in Departmental Offices' financial statements, while the non-Federal accounts, which represent the 
majority of the Indian Trust Funds, are not reflected in Departmental Offices• financial statements. 
However, the Indian Trust Funds' transactions and balances are disclosed in a footnote to Departmental 
Offices' financial statements, in accordance with Federal accounting standards. 

The regional and agency offices of BIA perform a critical role in the initial input and subsequent changes 
to the Indian Trost Funds' information disclosed by Departmental Offices. We noted the following 
weaknesses related to the internal controls performed by regional and agency offices: 

1. Indian Trust Funds' Systems 

BIA had not consistently implemented automated systems for tracking and processing activities of 
the Indian Trost Funds. Agency offices use "off-the-shelf' software, internally developed software, 
in-house databases, and manual processes to manage ownership records, track lease activity. account 



for receivables/revenue, and determine disbursement amounts. BIA had developed an automated 
system for certain activities; however, BIA had not yet fully implemented this new system in all 
agency offices. This situation increases the risk that transactions are recorded inaccurately and 
untimely. 

2. Segregation of Duties 

The responsibilities for Indian Trust Funds processing are not properly segregated to prevent or 
detect errors. BIA did not segregate realty and land management activities (i.e., lease compliance) 
from accounting activities (i.e., collecting, depositing, and sending instructions to OST to create, 
record, and distribute receipts). Also, in limited cases, the same employee was responsible for all 
activities associated with trust transactions, including initiating lease agreements, generating bills, 
collecting funds, making deposits, and sending instructions to OST to create accounts and distribute 
funds. 

3. · Accounts Receivable 

BIA had not fully developed and communicated standardized policies and procedures for 
establishing, tracking, and pursuing accounts receivable for the Indian Trust Funds. This results in 
inconsistent processes and increases the risk that amounts due to Indian Trust Funds are not 
identified and ultimately collected. Several agency offices prepared bills after receiving payments 
rather than sending bills in advance of the payment due date. In addition, certain agency offices did 
not identify or pursue past due receivables and instead relied on landowners/lessors to inquire of 
overdue payments before pursuing the receivable. Furthermore, several agency offices did not 
maintain a listing of leases and permits against which receivables could be established. 

4. Probate Backlog 

BIA did not consistently enter probate orders for land title into the trust management systems timely. 
Although BIA made progress in reducing the backlog, as of September 30, 2005, BIA indicated that 
it had probate orders that had not been recorded. This increases the potential for untimely 
distributions of income to the account holders of the Indian Trust Funds. 

5. Untimely Deposits 

Several BJA agency offices did not consistently forward trust receipts in a timely manner to OST to 
be deposited. AF. a result, in certain instances, deposits of trust receipts were delayed for up to five 
business days and in others, delays .were up to twelve days. In one instance, we noted a delay of 
thirty-eight days. 

6. Supervised and Restricted Accounts 

BIA did not consistently maintain documentation for supervised accounts, including social service 
assessment and evaluation forms, disbursement documentation, annual review documentation, court 
orders, and notification of restriction letters. Furthermore, BIA did not consistently perform annual 
reviews of active accounts. 

7. Appraisal Review 

One of the key elements in performing realty trust transactions is the requirement to obtain 
appraisals for realty transactions. Current laws allow the appraisal function to be carried out by 
tribes, who are often the named parties involved in realty transactions. BIA is responsible for 



assisting trust beneficiaries in the negotiation and execution of realty transactions. Office of 
Appraisal Services (OAS) is responsible for conducting reviews of appraisals that are completed by 
tribes for the benefit of trust beneficiaries. BIA controls were not in place to ensure that all 
appraisals, conducted under compacts or contracts, completed by tribes for the benefit of trust 
beneficiaries had been approved by OAS. 

Recommendation 

We recommend that BIA develop and implement procedures and internal controls to address the 
deficiencies in controls related to Indian Trust Funds. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
su~, management agreed with our findings and its comments were responsive to our 
recommendations. 

B. Controls over Property, Plant and Equipment 

BIA did not consistently foUow or implement policies and procedures designed to ensure that property, 
plant and equipment (PPE) balances, including construction-in-progress and advances to others, are stated 
in accordance with Federal accounting standards. Specifically, we noted the following: 

1. Construction-in-Progress (CIP) and Adwznces to Others 

BIA did not consistently monitor the status of CIP projects to ensure that BIA transferred completed 
projects to depreciable PPE timely and that all amounts included in CIP qualified as capitalizable 
costs as outlined in BIA's Construction-in-Progress (CIP) Accounting Management Handbook and 
Federal accounting standards. Specifically, during our June 30, 2005 testwork over CIP, we noted 
that BIA was unable to provide documentation to support all significant balances included within 
CIP. As a result, we did not complete our planned interim testwork procedures, and instead deferred 
our substantive testwork procedures over CIP to year end in an effort to give BIA management time 
to perform a thorough reexamination of the balances in CIP as of September 30, 2005. During our 
September 30, 2005 testwork, we noted that BIA: improperly classified $7.3 million of Advances to 
Others in CIP~ failed to transfer approximately $9.4 million in CIP project costs related to projects 
completed in various fiscal years from CIP into depreciable fiXed assets on a timely basis; and 
improperly recognized $5.4 million in operating and maintenance disbursements as CIP when, in 
fact, they should have been expensed as incurred. As a result of our observations, BIA adjusted the 
CIP balance as of September 30, 2005. 

In addition, we noted BIA transferred $29 million related to other completed projects to real property 
in the incorrect period. The projects were all completed in prior fiscal years, but were not transferred 
into depreciable fixed assets until fiscal year 2005. As a result, depreciation expense related to these 
assets was not calculated until this fiscal year and depreciation expense was overstated in the current 
year and understated in prior periods by $863 thousand. 

2. Capitalized Asset Donations 

BIA occasionally receives donations of capitalized assets from Indian Tribes. During our 
September 30, 2005 testwork over capitalized asset donations, we noted that the posting model being 
utilized by BIA was not in accordance with Federal accounting standards. BIA' s use of the incorrect 



posting model resulted in a misstatement of approximately $16 million in the preliminary draft 
Consolidated Statements of Net Position and Net Cost for the year ended September 30, 2005 which 
was subsequently corrected in the fmal consolidated financial statements. 

3. Fixed Asset Additions 

During our September 30, 2005 testwork over a statistical sample of fixed asset additions, we noted 
the following: 

a. Three instances where items were being capitalized even though they failed to meet BIA' s 
capitalization threshold. 

b. When an asset is acquired, the asset's acquisition information, including fixed asset number, 
fixed asset type, acquisition cost. and catalog code/budget object code is entered into the Fixed 
Asset System (FAS). Currently, BIA property personnel have the ability to both initiate and 
approve an adjustment of the useful life of a capital asset There is no review process for assets 
not using the useful life associated with the assigned catalog code in PAS. 

Additionally, in performing procedures to test the completeness of BIA's property inventory, we 
noted one instance out of 78 items tested, where the depreciable property observed in the field was 
not listed in PAS. 

4. Property, Plant and Equipment Account Reconciliations 

In performing our procedures over the monthly PAS to Federal Financial System (FFS), BIA's 
general ledger, reconciliation, we noted a material reconciling difference of $15 million. This 
difference was the result of two FFS manual journal vouchers transferring capitalized costs related to 
the Facilities Management Information System (FMIS) and Trust Asset Accounting Management 
System (TAAMS) from software in development into the internal use software, which were not 
subsequently entered into PAS. As a result of this oversight, no depreciation expense was calculated 
by PAS for the FMIS and TAAMS as of June 30, 2005. Prior to September 30, 2005, BIA posted the 
TAAMS and FMIS journal vouchers to PAS. As a result, accumulated depreciation and depreciation 
expense is correctly stated as of and for the year ended September 30, 2005. 

In addition, we noted that BIA did not consistently monitor their software in development account. 
BIA improperly capitalized costs in software in development for amounts that should have been 
expensed. Additionally, BIA did not utilize the appropriate posting model to ensure that all costs 
incurred for development of software in development post directly to the correct account. As a result, 
as of September 30, 2005, the software in development account was misstated by approximately $7 
thousand. 

Recommendations 

We recommend that BIA implement the following recommendations to improve controls over its property, 
plant and equipment, CIP and advances to others: 

1. Construction-in-Progress (CIP) 

a. Fully implement its current CIP policies and procedures. 



b. Perform reviews of CIP detail, at least monthly, to ensure that: completed projects (or 
completed portions of on-going projects) are properly transferred from CIP to the appropriate 
PPE accounts in a timely manner; and amounts in CIP qualify as capitalizable costs as outlined 
in the CIP Accounting Management Handbook. 

2. Capitalized Asset Donations 

a. Review its policies and procedures to ensure that capitalized asset donations are recorded in 
accordance with Federal accounting standards. 

3. Fixed Asset Additions 

a. Implement policies and procedures to ensure BIA adheres to its capitalization threshold. 

b. Implement policies that would prohibit the same person from both initiating and approving an 
adjustment of the useful life field when a capital fixed asset is recorded into FAS. BIA should 
also periodically perform an analysis of assets with useful lives that vary from the useful life 
associated with the assigned catalog code to ensure that the appropriate useful lives are being 
used. 

c. Complete a more thorough review of "floor-to-book" inventory counts to ensure that all 
property, plant and equipment are input into FASon a timely basis. 

4. Property, Plant and Equipment Account Reconciliations 

a. Implement the appropriate F AS to FFS reconciliation and related management review 
procedures to ensure that reconciling differences are properly resolved in a timely manner. 

b. Perform periodic management review/analysis procedures over software in development 
balances. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

C. Controls over Accounts Receivable and Deferred Revenue 

BIA needs to improve its policies and procedures over accounts receivable and deferred revenue, including 
unbilled accounts receivable and allowance for loss on accounts receivable, in order to ensure that they are 
recorded in accordance with Federal accounting standards. Specifically, 

1. Reconcililltions between Subsidiary Ledger and General Ledger 

a. The majority of BIA's accounts receivable transactions are recorded into subsidiary systems 
that do not interface with FFS. The Continental Billing System {CBS) at Carlos Irrigation 
Project {SCIP) is an example of one of these subsidiary systems. BIA records transactions for 
these subsidiary ledgers into the general ledger at a summary level on a periodic basis. To 
ensure these items are properly recorded, BIA perfonns a monthly reconciliation of revenue 
and receivables between CBS and the summary level journal entry recorded in FFS. There is 



no effective reconciliation of the SCIP receivables in CBS and FFS. As of 
September 30,2005, there were unreconcilled differences of $177 thousand. dating back to 
November 200 I, between CBS and FFS that were not resolved. 

b. BIA has no effective process in place to reconcile the receivable balance in CBS to the sub 
ledger (ARLT) and general ledger (GENJ) in FFS. SCIP perfonns a weekly reconciliation of 
the CBS balance to the GENJ but this reconciliation only reconciles the current week's activity 
in CBS and FFS within SCIP' s specific organization code. At our request. BIA performed a 
cumulative reconciliation between CBS and the ARL T as of September 30, 2005 and found an 
unexplained variance of $180 thousand. 

c. Although a quarterly reconciliation of ARLT to the GENJ is performed, it is not being 
performed on the organizational code level. At our request, BIA perfonned a reconciliation 
between the ARL T and the GENJ for power receivables and found multiple journal entries had 
been recorded to the wrong organizational codes. For example, the GENJ balance for SCIP 
was overstated by $1.8 million. Although the net receivable balance for power receivables was 
correct, an entry correcting the balances at the organization code level was necessary to allow 
management to properly analyze receivable balances. 

2. Review of Unbilled Accounts Receivable and Defe"ed Revenue 

BIA did not appropriately review unbilled accounts receivable and deferred revenue related to 
reimbursable agreements that are reported on the consolidated balance sheet as of 
September 30, 2005. This lack of review resulted in: 

a. the inconsistent application of posting models resulting in both the deferred revenue account 
being improperly drawn down and the unbilled receivable account being improperly increased; 

b. balances in the unbilled accounts receivable account not being billed in a timely manner; 

c. instances of agreement numbers within FFS that appeared to be duplicative; and 

d. instances where the lack of agreement numbers in FFS being applied to transactions inhibited 
the tracking of progress on a particular agreement. 

As a result of the deficiencies noted above, we proposed an unrecorded audit adjustment amounting 
to approximately $10.6 million relating to deferred revenue. Additionally, based on the testwork 
completed, we noted $6.6 million (43%) of the unbilled accounts receivable was over one year old 
and had not been billed on a timely basis. 

3. Review of Reimbursable Agreements 

In performing control testwork over reimbursable agreements, we noted that for 5 of the 45 
reimbursable agreements selected for control testing, the agreement had not been approved by an 
authorized BIA official, _or documentation of the approval had not been properly retained. 

Additionally, while performing our substantive testwork over balances related to reimbursable 
agreements including: revenue, expenses, receivables. and deferred revenue, we noted that BIA has 
not been monitoring the use of deferred revenue or recognizing revenue equal to expenditures at the 
reimbursable agreement program and job level. 



In performing our initial analysis, we noted that revenues equal expenses at the fund level, which is 
appropriate as Fund 97000 (Education) is a reimbursable fund. However, revenues do not equal 
expenses at the reimbursable agreement program and job levels. We did, however, note that 
expenses appear to be applied appropriately at the reimbursable agreement program and job level. As 
such, advances are not being appropriately liquidated or unbilled receivables are being 
inappropriately recorded. Upon further discussion with management, we noted that BIA has a 
manual process to recognize revenue, and it has been performed incorrectly at the reimbursable 
agreement program and job level. Further, we noted that accounting personnel inappropriately 
liquidated existing deferred revenue agreements in lieu of billing for reimbursement of expenditures 
incurred as a result of the misclassifications noted above. 

As a result of the conditions noted above, we requested that management prepare a reconciliation of 
the deferred revenue account for Fund 97000. In performing auditing procedures over this 
reconciliation, we noted an understatement of deferred revenue of approximately $14.9 million, of 
which $5.6 million should have been recorded as unbilled receivables. We proposed adjustments to 
correct these differences that were not recorded in the financial statements. 

4. . Review of AUowance for Loss on Accounts Receivable 

BIA management did not perform a review over the fomth quarter allowance calculation that had 
been prepared by third-party contractors. 

Recommendations 

We recommend that BIA improve its policies and procedures over accounts receivable, including unbilled 
accounts receivable, and the allowance for loss on accounts receivable by: 

1. Resolving all differences between the accounts receivable subsidiary ledgers and the general ledger 
in a timely manner; 

2. Developing consistent billing practices that permit recovery of unbilled accounts and application of 
deferred revenue balances. Billing practices should be more in line with BIA' s normal vendor 
payment cycle, which is currently 30 days as required under the Prompt Payment Act. Additionally, 
BIA should reconcile deferred revenue and unbilled accounts receivable balances timely to ensure 
amounts are properly drawn down. 

3. Developing policies and procedures to ensure that reimbursable agreements are appropriately 
authorized and that the related revenues, receivables, and deferred revenue balances are 
appropriately recorded in the general ledger. 

4. Reviewing and approving the allowance for loss on accounts receivable calculation prepared by the 
third-party contractor. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 



D. Controls over Accounting for Intradepartmental Transactions 

As part of the reporting process, BIA is required to reconcile intradepartmental transactions between other 
bureaus within the DOl (referred to as .,trading partners"). Differences with trading partners indicate 
misstatements in financial reporting at both the bureau and DOl levels. Differences between trading 
partners are currently identified through a manual process, which includes entering transaction data into the 
DOl's financial reporting system (Hyperion), which is accessible by all the bureaus within the DOl. As of 
June 30, 2005, BIA was a party to 11 of the 12 highest dollar variances. As of September 30, 2005, we 
noted that BIA was a party to 6 of the top 10 out-of-balance conditions. Therefore, BIA's financial 
statements as of and for the year ended September 30, 2005 could be misstated by the following amounts: 
Assets-$2.2 million; Liabilities-$2.2 million; Bxpenses-$2.2 million; Revenue-$2.2 million; Transfers in
$251 thousand; and Transfers out-$251 thousand. 

As more reliance is placed on quarterly financial reporting, manual process, and Jack of accurate and 
timely trading partner data may impact BIA's ability to prepare reliable interim and year-end financial 
statements in a timely manner. 

Recommendations 

We recommend that BIA: 

1. Improve 'its manual process to identify and reconcile the intradepartmental transactions in a timely 
manner. 

2. Perform the reconciliation process at least quarterly and include procedures to resolve all material 
differences identified in a timely manner. 

3. Add a date field to the reconciliation spreadsheet to give management the ability to age the 
variances. 

4. • Complete the supervisory review of these reconciliation procedures in a more thorough and timely 
manner. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

E. Controls over Charge Cards 

In 2005, BIA charge cards were used in transactions totaling approximately $79 million. By not ensuring 
that controls are operating effectively, BIA increases its risk that charge cards may be used for purposes 
other than official government related business which could lead to poor public perception of BIA's ability 
to manage its financial resources. BIA issues charge cards to its employees to streamline acquisition and 
payment procedures and to reduce the administrative burden associated with traditional and emergency 
purchasing of travel items, supplies, and services. In conjunction with the issuance of these cards. the DOl 
published guidance and instructions on the card's utilization through the Integrated Charge Card Program 
Guide. This guidance sets forth policy regarding the restrictions of use of the cards as well as certain 
internal control procedures such as timely and complete reconciliation of billing statements by cardholders 
and approving officials and surrender and destruction of charge cards and convenience checks upon a 



cardholder's resignation, transfer or tennination. However, BIA does not consistently follow these internal 
control procedures due to the need for additional training on charge card procedures and the need for more 
diligent management oversight at the field level. 

Specifically, during our testwork. we noted that out of 179 cardholder statements examined, 52 (29%) had 
not been properly reviewed and approved in a timely manner. While performing year end testwork 
procedures over terminated employees, we noted that 99 terminated employees, with the earliest 
termination date being August 23, 2004, still had active charge cards. Upon noting this anomaly, we 
confirmed that no unauthorized transactions were entered into after the termination date. 

Recommendations 

We recommend that BIA: 

1. - Provide users and approving official's additional training on oors charge card policies. 

2. Approving officials be more diligent in monitoring and enforcing compliance with oor s charge 
card policies. 

3. Select a statistical sample of charge card purchases, on a quarterly basis, and obtain and review 
supporting documentation for the expenditures to ensure the validity of the purchases and to ensure 
BIA' s compliance with established internal control policies and procedures. 

4. Perform periodic (e.g. monthly) reviews of terminated employees and active charge card holders to 
ensure that tenninated employees' charge cards are de-activated on a timely basis. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

F. Controls over Clearing of Suspense Balances 

1. In some instances, BIA ·does not receive sufficient information to reference payments made to a 
vendor or receipts from a customer to the appropriate fund and general ledger accounL In these 
cases, BIA records the disbursement or receipts of funds to one of its two suspense funds. Upon 
recording the transaction, BIA personnel should obtain additional documentation and/or 
conununicate with the vendor or customer to determine the appropriate fund and general ledger 
accounL BIA should then charge or credit the appropriate fund and general ledger account and clear 
the item from the suspense funds. 

In performing procedures over an aging of the balance in the suspense funds as of June 30, 2005, we 
noted significant amounts older than 180 days amounting to approximately $1 million and amounts 
relating to prior years of approximately $4 million that had not been transferred to the correct fund 
and general ledger account. In leaving balances in the suspense funds and not clearing them in a 
timely manner, BIA misstates various general ledger accounts. As of September 30, 2005, the 
balance in the suspense funds amounted to approximately $59 thousand and has been included in 
Other Miscellaneous Liabilities in the consolidated balance sheet. 



2. In addition, we noted a lack of controls swrounding the receipts and subsequent disbursements, if 
applicable, of deposit-related suspense accounts, totaling $7.2 million, including the perfonnance of 
reconciliations and maintenance of adequate supporting documentation. 

Recommendations 

We recommend that BIA: 

1. Establish an effective management review process over the balimces in its suspense funds to ensure 
that items are cleared in a timely basis. This review should be designed to ensure that bureau-wide 
guidance applicable to all personnel responsible for the posting of suspense items and the clearing of 
items posted to its suspense funds is implemented. 

2. Establish a monthly reconciliation at the transaction level and management review process over all 
suspense funds related to deposits. This reconciliation should include an aging of transactions in 
order to track their flow in and out of suspense. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

G. Controls over Environmental Contingent Liabilities 

In order to address issues noted in prior audits regarding environmental contingent liabilities (ECL), BIA 
developed the Environmental Contingent Liability Guidance Handbook (the ECL Handbook). This 
handbook was designed to provide consistent processes and fmancia1 guidance to the Regional Scientists 
(the Scientists) and other BIA personnel responsible for ECL data management, and to improve the 
completeness and accuracy of financial data related to ECL. During our 2005 audit, we noted improvement 
oy BIA in addressing ECL weaknesses, however, additional improvements still need to be made in the 
internal controls over ECL. In performing our testwork over BIA' s estimated ECL balance at 
June 30, 2005 and September 30, 2005, we noted the following: 

1. lmplemenllltion of Policies and Procedures 

The ECL Handbook was inconsistently applied and interpreted by the Scientists. Specifically, we 
noted: 

a. Environmental liability sites (sites) related to Indian lands were still being included in the BIA 
ECL rollforward for some regions. In prior years, BIA determined that it does not have 
statutory or regulatory responsibility to clean up non-BIA caused environmental contamination 
on Indian lands. Consequently, these sites should no longer be included in the ECL 
rollforward. 

b. The Scientists completed the ECL site documentation required by the ECL Handbook; 
however, there were inconsistencies between how each of the Scientists completed them. 

c. The Scientists inconsistently accounted for advances provided to Indian Tribes to remediate 
sites. Some Scientists incorrectly removed the sites prior to the remediation being performed 
by the Indian Tribe. 



2. A vaihlbility of Resources 

Although supplemented by contractors. there is lack of sufficient qualified personnel in the Regional 
Offices. One regional office covering approximately 27,000 square miles with over 70 ECL sites had 
only one acting Scientist for a significant part of the year. This condition contributes to the inability 
of the Scientists to complete annual inspections/reviews for all of the sites in their region. 

3. Communication 

BIA currently has a decentralized organizational structure that contributes to breakdowns in 
communication. For example: 

a. The Scientists report directly to Regional Directors and not the Division of Environmental and 
Cultural Resources Management (DECRM), who has overall responsibility for ensuring that 
all BIA ECL's are identified and reported in BIA's Performance and Accountability Report 
(PAR) in accordance with accounting standards generally accepted in the United States of 
America. Therefore, DECRM cannot allocate Scientists to assist in other regions where there 
may be a need without first going through Regional Directors. This inevitably leads to 
conflicts between bureau-level and regional initiatives. 

b. There were breakdowns in coDDllunication between Scientists and other regional personnel. In 
one instance, Office of Facility Management (OFMC) personnel removed a potential 
environmental hazard without consulting the appropriate Scientist, resulting in the need for 
soil analysis to be performed and additional funds to be expended. 

4. Site Remediation and Prioritization 

BIA currently provides for site prioritization at the regional level, however, there is no clear bureau
level ECL site prioritization plan. Although Scientists evaluate their individual regions on an annual 
basis, there is no global ranking to identify the most critical areas on a bureau-wide basis. 

In addition, the ECL budget is currently developed on a regional basis, rather than based on a global 
site prioritization plan or other global framework. In order for BIA to reduce its overall ECL risk on 
an annual basis, a more appropriate methodology would be to review BIA' s overall environmental 
risks at a bureau-level to identify the most critical ECL needs. 

As a result of these weaknesses, BIA reassessed all ECL estimates prior to September 30, 2005 and 
increased their estimate of the environmental contingent liabilities by approximately $7 million and 
their upper and lower range estimates to remediate the reasonably possible sites by approximately $3 
million at September 30, 2005. 

RecommendoJions 

We recommend that BIA: 

1. Implementation of Policies and Procedures 

Provide training for Scientists to ensure that the ECL Handbook is completely and accurately 
implemented. This training should also provide guidance to ensure that the Scientists are prepared to 
implement the Department of Interior (DO I) ECL guidance scheduled for distribution in fiscal year. 



2. Resource CoiiStTaints 

Develop a human resources plan to ensure that the regions obtain sufficient qualified personnel to 
properly implement the policies and procedures in the ECL Handbook, including the completion of 
annual inspections/reviews for all of the sites in their region. 

3. Communication 

Implement an organhMional structure that fosters communication between Scientists, DECRM, the 
CFO's office, and other regional personnel (e.g. OFMC personnel). 

4. Site Remediation and Prioritization 

a. Develop a comprehensive bureau-wide site prioritization and remediation plan; and 

· b. Develop a comprehensive ECL budget with targeted remediation dates and other annual 
objectives/goals. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to om 
recommendations. 

H. Controls over Financial Management 

BIA needs to improve its fmancial management organization and processes. BIA does not have enough 
sufficiently trained financial management staff to manage accounting operations and ensure financial 
transactions are properly recorded. BIA has attempted to compensate for staff departures by assigning 
additional responsibilities to the remaining personnel and through an increased use of subcontractors. 
While these short-term measures have resulted in BIA being able to issue its PAR, it has not resulted in a 
financial management environment that will provide efficient and effective results on a long-term basis. 

We also found that BIA financial management policies and procedures are not fully developed or 
consistently applied throughout BIA. SpecifJCally, we noted that the policies and procedures related to 
construction in progress and environmental contingent liabilities were developed but not consistently 
implemented during fiscal year 2005. Additionally, we noted numerous other instances where procedures 
need to be developed including: suspense and deposit accounts; accounts receivables and deferred revenue 
related to reimbursable agreements; compliance with Debt Collection Improvement Act; and OMB Circular 
A-133, Audits of States, weal Governments, and Non-profit Organizations. In addition, BIA does not 
always perform the necessary management review procedures timely throughout the year including 
analysis over select financial statement accounts, reconciling items with its trading partners, or differences 
between the genera) ledger and subsidiary ledgers. BIA also does not effectively review journal vouchers 
as we noted that BIA recorded adjustments to the incorrect accounts. 

Additionally, during our review of BIA's peiformance measures. we noted issues that were a result of 
inadequate oversight of BIA staff who were responsible for compiling and preparing the disclosures related 
to the key perfonnance measures that were included in BIA's PAR. 



As a result, BIA expended a significant amount of time and resources reconciling its financial accounts, 
resolving differences between the general ledger and subsidiary ledgers, adjusting the general ledger, and 
finalizing the PAR at fiscal year end. 

Recommendations 

We recommend that BIA work with DOl's Office ofFmancial Management to perform the following: 

1. Recruit additional accounting staff and continue to train existing staff to ensure that BIA has 
sufficiently trained resources to account for and report fmancial transactions. 

2. Develop and communicate financial management policies and procedures to financial and program 
staff. 

3. Enforce consistent application of fmancial management policies and procednres through internal 
, control reviews. 

4. Develop and implement formal month-end financial reporting processes to reconcile all subsidiary 
ledgers to general ledgers, reconcile balances and transactions with trading partners, and resolve 
differences. This should include having a supervisor review and approve the reconciliations. 

5. Evaluate and implement best practices of other DOl components and consider outsourcing certain 
functions. 

Mt~~UJgement Response 

Management bas prepared an official response presented as a separate attachment to this report. In 
summary. management agreed with our findings and its comments were responsive to our 
recommendations. 

I. Controls over Loans and Loan Guarantees 

BIA has disbursed direct loans to Indian individuals and businesses from 1975-1995 and currently 
guarantees loans for Indian individuals and businesses who may not qualify for financing with commercial 
banking institution without the backing of. a Federal agency. In accordance with Statement of Federal 
Financial Accounting Standards (SFFAS) No. 2, Accounting for Direct Loans and Loan Guarantees, all 
loans disbursed or guaranteed after 1991 (post-Credit Reform Act) must be accounted for on a present 
value basis. BIA uses the OMB Consolidated Credit Tool (the Tool) to make the calculations to comply 
with these requirements. In performing testing procedures over the loans process. we noted the following: 

1. Loan Management and Accounting System (LOMAS) is the system used to manage and account for 
direct and guaranteed loans. BIA has not fully integrated LOMAS with FFS. Consequently, the 
fmancial data at the financial statement account level in the LOMAS and FFS differs by 
approximately $1 million. 

2. LOMAS and FFS are not capable of tracking all necessary data for loans. As a result, a loan 
spreadsheet including financial and non-financial data is maintained outside ofFFS. Specifically, the 
guaranteed loans outstanding portion of the loans footnote contains data maintained exclusively on 
spreadsheets and outside of BIA's accounting systems and there are no rr system controls over the 
spreadsheets. Consequently, there is an increased risk of loss of data or error in the subsidiary 



spreadsheets that support certain information presented in BIA's financial statement note disclosures 
related to loans and loan guarantees. 

3. Many loan related entries were booked through manual journal entries rather then through the use of 
posting models in FFS. Many posting models for loan entries have not been developed in FFS. 
despite their inclusion in guidance provided by Treasury. Although no materially incorrect journal 
entries were found during the audit, we noted that correcting journal entries had been booked, 
indicating the posting of incorrect entries during the year. The use of journal entries, rather than 
developed posting models in FFS, increases the risk of incorrect entries and misstated balances. 

4. The Tool used to calculate the subsidy re-estimates uses data from FFS. Due to the amount of time 
required to populate the credit tool, the data from FFS is obtained during the final week of the fiscal 
year, although entries related to loans continue to be recorded. As such. the final data in FFS does 
not agree to the data used in the Tool. The total difference is immaterial as it is less than $1 million. 

5. BIA management did not perform a documented management review for any of the following: 

a. Manual input of data into the Tool, 

b. Subsidy re-estimate, or 

c. All loan data maintained on spreadsheets outside of FFS and LOMAS. 

6. Documented policies and procedures regarding subsidy re-estimates and the processing of loans are 
not available. 

7. In the loan-related footnote disclosure in the draft PAR, we noted that BIA had misclassified the 
interest rate re-estimate portion of loan guarantee liability balance ($3.76 million) as interest 
accumulation on the liability balance. 

Recommendations 

We recommend that BIA implement policies and procedures to: 

l. Reconcile FFS and the loan spreadsheet. 

2. Develop posting models for recurring loan entries. 

3. Limit the impact of using incomplete FFS data for the subsidy re-estimate calculation or at least a 
process to ensure that no material transactions have been excluded from the data used for the subsidy 
re-estimate. 

4. Review the loan related supporting schedules. 

5. Implement formal policies and procedures to ensure that loans are processed and reported correctly. 

6. Review loan related footnote disclosures. 



.~ 
Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary. management agreed with our findings and its comments were responsive to our 
recommendations. 

A summary of the status of prior year reportable conditions is included as Exhibit 1 We also noted certain 
additional matters that we reported to the management ofBIA in a separate letter dated November 9, 2005. 

INTERNAL CONTROLS OVER REQUIRED SUPPLEMENTARY INFORMATION, REQUIRED 
SUPPLEMENTARY STEWARDSHIP INFORMATION AND PERFORMANCE MEASURES 

We also noted certain significant deficiencies in internal controls over Required Supplementary 
Information and Required Supplementary Stewardship Jnfonnation (Rssn discussed in the following 
paragraphs, that in our judgment, could adversely affect BJA' s ability to collect, process, record and 
summarize this Required Supplementary Information and Required Supplementary Stewardship 
Information. 

In oodition, with respect to the design of internal controls relating to the existence and completeness 
assertions over performance measures detennined by management to be key and reported in the 
Management's Discussion and Analysis, we noted certain deficiencies, discussed in the following 
paragraphs that, in our judgment, could adversely affect BIA's ability to collect, process, record, 
summarize, and report performance measures in accordance with management's criteria. 

J. Controls over Required Supplementary Information- Deferred Maintenance Reporting 

BIA bas not fully implemented the requirements of SFFAS No. 6, Accounting for Property, Plant, and 
Equipment, as amended by SFFAS No. 14, Amendments to Deferred Maintenance Reporting Amending 
SFFAS No. 6 and SFFAS No. 8, Supplementary Stewardship Reporting. SFFAS No.6 requires BIA to 
estimate the deferred maintenance for its general, heritage, and stewardship assets using either the 
condition assessment survey or life cycle costing method. BIA has adopted the condition assessment 
survey method, which requires BIA to perform periodic inspections of assets to determine their current 
condition and estimate the cost to correct any deficiencies. Specifically, the deferred maintenance estimate 
and related condition of major classes of assets disclosed could be misstated due to the following: 

1. Personnel responsible for obtaining the deferred maintenance estimates from the field do not have 
line authority over field personnel responsible for developing the estimates. 

2. Limitations and lack of system controls over the systems used to manage BIA's deferred 
maintenance estimates. Specifically, deferred maintenance estimates associated with Roads, Bridges, 
and Trails and Irrigation, Darns, and Other Water Structw-es are accumulated using Excel 
spreadsheets while deferred maintenance estimates related to Buildings and Other Structures are 
accumulated using the Facilities Management Information System (FMIS). 

3. BIA has not fully established policies and procedures to determine deferred maintenance for all 
assets. Specifically, BIA has not completed and disclosed estimated deferred maintenance for all 
heritage assets (e.g. museum property. archeological sites, and historic structures, etc.) and 
stewardship lands. Furthermore, BIA does not consistently update the condition assessments 
required under the condition assessment survey method for irrigation systems and power projects. 



Recommendations 

We recommend that BIA: 

1. Develop lines of authority to ensure that deferred maintenance estimates are submitted to proper 
personnel on a timely basis and that adequate effort and support is provided to personnel in the field 
developing the estimates. 

2. Implement a management information system to track the deferred maintenance estimates associated 
with roads, bridges, equipment and power and inigation projects to ensure those estimates are 
accurate. 

3. Develop a process consistent with Federal accounting standards for estimating deferred maintenance 
costs on stewardship land and heritage assets. 

Malillgement Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

K. Controls over Required Supplementary Stewardship Information 

BIA has not fully established internal controls to ensure that RSSI infonnation is completely and 
accurately collected, processed, recorded and summarized as follows: 

1. Museum Property CoUections 

During testwork performed on heritage assets as of September 30, 2005, we noted that less than 11% 
of individual museum property collections have been catalogued in the Re:discovery system. BIA 
utilizes the Re:discovery system (the system) to catalogue and maintain essential information related 
to the museum property collections. Additionally, BIA has not assessed the condition of all the 
individual museum property collections which have been catalogued. 

BIA' s method for disclosing the condition of museum property collections is not in accordance with 
Federal accounting standards. The RSSI section of the BIA PAR states, "The museum collection 
"condition" is assessed based on the level of facility compliance with Departmental policy (411DM), 
with a rating of .. Good" detennined as meeting 70% of the Department's policy requirements. 
Facilities are assessed using the Department of the Interior Museum Checklist, reviewing American 
Associations of Museums accreditation, and adopting the Army Corps of Engineers Mandatory 
Center of Expertise {MCX-CMAC) scores for compliance with 36 C.F.R Part 79, Curation of 
Federally-Owned and Administered Archeological Collections, which is similar to 411DM, in 
collaboration with other Interior bureaus." 

In other words, BIA considers museum assets to be in stable condition if the facility is in stable 
condition. If a collection is housed in a poor facility, the condition of the collection would be 
considered "poor", regardless of the actual condition of the collection itself. If that same collection is 
moved to a new facility which is in good condition, the collection would then be considered in 
"good" condition because the surrounding environment is in "good" condition and any 



environmental problems contributing to the deterioration of the collection would improve because of 
the condition of the new facility. 

2. Heritage Assets- Non-Collectibles 

BIA is unable to ensure the completeness of the "Non-Collectible Cultural and Natural Heritage 
Assets" as of September 30, 2005. In 2005, we noted an effort to report all assets that are located on 
the National Register of Historic Assets, but there are still assets recorded within the fixed assets 
subsidiary ledger which have not been evaluated to determine if the respective asset meets the 
criteria of a heritage asset. In addition, approximately 98% of the National Register of Historic 
Assets have an unknown condition assessment. 

3. Stewardship Lands 

BIA' s determination of condition assessments on its stewardship lands could not be substantiated by 
any documentation and was perfonned based solely on inquiry of the Program Managers and the 
Custodial Property Officers. 

Recommendations 

We recommend that BIA: 

1. Disclose the condition of the collection (i.e., the condition of the asset) instead of the condition of the 
facility housing the collection in accordance with the Federal accounting standards. 

2. Devote more resources to the recording of heritage assets. 

3. Document the assessments perfonned on stewanlship lands. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our fmdings. Management indicated that they will continue to 
report the condition of the facility housing the collection of heritage assets and stewardship property in 
accordance with current Departmental guidance. 

L. Controls over Perfonnance Measures 

With respect to the design of internal controls relating to the existence and completeness assertions over 
performance measures determined by management to be key and reported in the Management's Discussion 
and Analysis (MD&A) section of the fiscal year 2005 PAR, we noted certain significant deficiencies in 
internal controls over reported performance measures disclosed within the MD&A. Specifically, we noted 
during our testwork that the fiscal year 2005 BIA draft MD&A included performance measures that could 
not be substantiated, such as the "Probates Received during the Year for which Assets were Distributed", 
''The Encumbrances Filed within Two Days'., and "Children that can Read Independently (By the End of 
Third Grade)" performance measures. These unsupported performance measures were subsequently 
removed from the MD&A section of the PAR by BIA based on our testwork results. We noted through 
inquiry of BIA personnel that one of the performance measures still documented within the MD&A. 
"Leased Acres Achieving Desired Condition (Percent)", is compiled using 50 year old data of grazing and 
agricultural land assessments with regards to these lands' desired conditions. We noted that this 
documentation is not sufficient to be relied upon in preparing the PAR. 



We further noted that there is no process whereby management reviews the performance data collected to 
ensure that the verification and validation of the data were both sufficiently performed by the GPRA 
coordinators. 

Recommendation 

BIA should ensure controls are in place to validate the reliability of transactions and other data that support 
reported perfonnance measures. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

A summary of the status of prior year significant deficiencies is included as Exhibit I. We also noted 
certain additional matters that we reported to the management of BIA in a separate letter dated 
November 9, 2005. 

COMPLIANCE AND OTIIER MAITERS 

The results of our tests of compliance with certain provisions of laws, regulations, conttacts, and grant 
agreements, as described in the Responsibilities section of this report, exclusive of those referred to in the 
Federal Financial Management Improvement Act of 1996 (FFMIA), disclosed four instances of 
noncompliance or other matters that are required to be reported under Government Auditing Standards and 
OMB Bulletin No. 01-02, and are described below. 

M. OMB Circular A-133,Audits of States, Local Governments, and Non-profit Organi:ztdions 

OMB Circular No. A-133 subpart D- Federal Agencies and Pass-Through Entities and Appendix B
Circular A-133 Compliance Supplement requires Federal awarding agencies to perform the following 
procedures: 1) advise the recipients of the requirements imposed on them by Federal laws, regulations, and 
provisions of the contract or grant agreements; 2) ensure that the audits are completed and the reports are 
received in a timely manner and in accordance with the requirements; 3) provide technical advice and 
counsel to auditees and auditors as requested; 4) issue a management decision on audit findings within six 
months after receipt of the audit report and ensure that the recipient takes appropriate and timely corrective 
actions; and 5) assign a person responsible for providing annual updates of the Compliance Supplement to 
OMB. We noted that BIA was not in compliance with OMB Circular No. A-133 because BIA had not 
received 368 audited financial reports within the required time. Of these 368 Single Audit reports, 263 
were due during fiscal year 2005 and the remaining 105 were due in prior fiscal years. 

Additionally, we noted that BIA was not analyzing the Single Audit Reports and responding to the tribes 
within six months regarding BIA's management response on the Single Audit Reports. We obtained and 
reviewed BIA's Audit Status Report for September 2005 and noted that BIA had identified 59 instances 
where management responses had not been issued within six months of receipt of the audit report. BIA 
personnel responsible for preparing this response do not have the necessary training and technical guidance 
to issue management decisions. Additionally, workloads for those individuals need to be reallocated to 
ensure timely disposition of management responses. Without this, BIA has no method to ensure that 
recipients take appropriate and ·timely corrective action to ensure the proper utilization of Federal funds. 



Recommendations 

We recommend that BIA management: 

1. Document and communicate policies to ensure roles and responsibilities fc;>r BIA personnel 
responsible for drafting and issuing management decisions are consistently understood and applied 
within a timely manner; and 

2. Utilize the Federal Clearinghouse website on an on-going basis to determine when an audit report 
has been submitted and to obtain the report on a timely basis. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

N. Debt Collection Improvement Act of 1996 

BIA has not formalized policies and procedures sufficient to meet the requirements of the DCIA. As such, 
BIA did not identify all accounts receivable that were delinquent for more than 180 days as eligible for 
transfer to the U.S. Department of Treasury (Treasury) for collection or offset. Specifically, during our 
June 30, 2005 testwork over DCIA, we noted the following: 

1. BIA receivables with collection dates that exceeded 180 days were suppressed and not referred to 
Treasury. 

2. BIA receivables were not charged the correct interest rate per the Treasury Financial Management 
Service. 

3. BIA could not provide support or evidence that $7.7 million in direct loans and $2.8 million in 
guaranteed loans written off during the year were referred to Treasury. 

4. BIA has an interagency agreement with the National Business Center (NBC) to refer BIA debts to 
Treasury. In June 2005, BIA notified the NBC to refer 2,649 accounts amounting to $1 million to 

. Treasury. However, NBC was unable to process all of these accounts to Treasury in a timely manner. 

5. BIA had no policies and procedures in place to review receivables referred to Treasury. 

Recommendation 

We recommend that BIA improve the overall debt collection process by establishing, implementing, and 
monitoring policies and procedures addressing debt collection issues to ensure compliance with the DCIA. 

Management Response 

Management has prepared an· official response presented as a separate attachment to this report. In 
summary. management agreed with our findings and its comments were responsive to our 
recommendations. 



0. OMB Circular A-25, User Charges 

OMB Circular A-25, User Charges, establishes various policies and procedures for Federal entities related 
to user charges associated with the sale or use of Federal resources (e.g. through reimbursable agreements). 
SpecificaUy, it provides requirements to ensure that user charges will be sufficient to recover the full cost 
of providing the service, resource, or good. We noted that BIA does not charge users at a level sufficient to 
recover the full costs they incur. Specifically, BIA does not include the overhead costs associated with the 
administration of reimbursable contracts and agreements with other federal agencies or nongovernmental 
entities in the amounts billed under these contracts and agreements. As of August 17, 2005, BIA had 
approximately 2,134 reimbursable agreements totaling approximately $310 million. Additionally, BIA 
financial management has estimated its overhead burden rate to be approximately 25% of direct costs. 
Therefore, BIA is absorbing approximately $78 million of overhead costs that should be charged to its 
reimbursable customers under OMB Circular A-25. 

Recommendations 

We recommend that BIA management: 

1. Implement policies and procedures to ensure compliance with the requirements of OMB Circular 
A-25. 

2. Develop a methodology for computing its overhead burden rate and updating it periodically ensure 
compliance with applicable Federal standards. 

3. Implement policies and procedures to ensure that a burden rate is applied to all reimbursable 
contracts and agreements and that a provision to do so is incorporated into all future contracts and 
agreements. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
reconnnendations. 

The results of our tests of compliance with certain provisions of other laws and regulations, exclusive of 
those referred to in FFMIA, disclosed no instances of noncompliance or other matters that are required to 
be reported under Government Auditing Standards or OMB Bulletin No. 01-02. 

P. Federal Financial Management Improvement Act of 1996 (FFMIA) 

The results of our tests of FFMIA disclosed no instances in which BIA' s fmancial management systems 
did not substantially comply with Federal financial management systems requirements, however, as 
described below, we identified instances where BIA's financial management systems did not substantially 
comply with (1) applicable Federal accounting standards, and (2) the United States Government Standard 
General Ledger at the transaction level. 

I. Federal Accounting Standards 

BIA is required to prepare its financial statements in accordance with Federal accounting standards. 
As discussed in the Internal Control Over Financial Reporting section of this report, we identified 
numerous reportable conditions that affected BIA's ability to prepare its fmancial statements and 



related disclosures in accordance with Federal accounting standards. Also, as discussed in the 
Internal Control over Required Supplementary Information, Required Supplementary Stewardship 
Information, and Performance Measures section of this rep<>Jt, BIA needs to improve its policies and 
procedures for determining and reporting deferred maintenance. cataloging and performing condition 
assessments related to museum collections, and preparing performance measures to comply with 
Federal accounting standards. As a result, BIA does not substantially comply with the accounting 
standard indicators of FFMIA. 

2. United States Government Standard General Ledger 

BIA is not in substantial compliance with the United States Government Standard General Ledger 
(USSGL) at the transaction level. We noted that a portion of BIA's accounts receivable and all loan 
transactions are recorded in subsidiary systems that do not interface with FFS. These transactions are 
then periodically recorded at a summary level into FFS. As these transactions are recorded at the 

_ summary level, no detailed information is available in FFS to analyze or query. Additionally, as 
described in the Internal Control Over Financial Reporting section of this report. we identified 
instances where transactions were not recorded correctly in compliance with the USSGL at the 
transaction level. For example. BIA utilized the incorrect account posting model to record 
capitalized asset donations resulting in a misstatement of approximately $16 million in the Statement 
of Net Position and Statement of Net Cost. 

Recommendations 

We recommend that BIA management: 

1. Address the control weaknesses described in this report on "Internal Control Over Financial 
Reporting." 

2. Investigate alternatives for recording and reviewing transactions that will enable BIA to process 
transactions more efficiently and maintain compliance with FFMIA. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary. management agreed with our fmdings and its comments were responsive to our 
recommendations. 

A summary of the status of prior year reportable conditions is included as Exhibit I. We also noted certain 
additional matters that we reported to the management ofBIA in a separate letter dated November 9, 2005. 

RESPONSmiLITIES 

MtuUZgement's Responsibilities 

The Gove1'TJ1Mnt Management Reform Act of 1994 (GMRA), Accountability of Tax Dollars Act, and 
Gove1'TJ1Mnt Corporation Control Act require agencies to report annually to Congress on their financial 
status and any other information needed to fairly present their financial position and results of operations. 
To assist the U.S. Department of the Interior in meeting these reporting requirements. BIA prepares annual 
financial statements in accordance with Part A of OMB Circular A-136. 



Management is responsible for the financial statements, including: 

• Preparing the fmancial statements in conformity with accounting principles generally accepted in the 
United States of America~ 

• Preparing the Management's Discussion and Analysis (including the performance measures), 
Required Supplementary Information, and Required Supplementary Stewardship Information; 

• Establishing and maintaining internal controls over fmancial reporting; and 

• Complying with laws, regulations. contracts, and grant agreements, including FFMIA. 

In fulfilling this responsibility, management is required to make estimates and judgments to assess the 
expected benefits and related costs of internal control policies. Beca~ of inherent limitations in internal 
control, misstatements due to error or fraud may nevertheless occur and not be detected. 

Auditors' Responsibilities 

Our responsibility is to express an opinion on the fiscal year 2005 and 2004 financial statements of BIA 
based on our audits. We conducted our audits in accordance with auditing standards generally accepted in 
the United States of America, the standards applicable to financial audits contained in Government 
Auditing Standards, and OMB Bulletin No. 01-02. Those standards and OMB Bulletin No. 01-02 require 
that we plan and perform the audits to obtain reasonable assurance about whether the financial statements 
are free of material misstatement. An audit includes consideration of internal control over fmancial 
reporting as a basis for designing audit procedures that are appropriate in the circmnstances, but not for the 
purpose of expressing an opinion on the effectiveness of BIA's internal control over financial reporting. 
Accordingly, we express no such opinion. 

An audit also includes: 

• Examining, on a test basis. evidence supporting the amounts and disclosures in the financial 
statements; 

• Assessing the accounting principles used and significant estimates made by management; and 

• Evaluating the overall financial statement presentation. 

We believe that our audits provide a reasonable basis for our opinion. 

In planning and performing our fiscal year 2005 audit, we considered BIA's internal control over financial 
reporting by obtaining an understanding of BIA' s internal control, determining whether internal controls 
had been placed in operation, assessing control risk, and performing tests of controls in order to determine 
our auditing procedures for the purpose of expressing our opinion on the financial statements. We limited 
our internal control testing to those controls necessary to achieve the objectives described in Government 
Auditing Standards and OMB Bulletin No. 01-02. We did not test all internal controls relevant to operating 
objectives as broadly deftned by the Federal Managers' FinanciallnJegrity Act of 1982. The objective of 
our audit was not to provide assurance on BIA's internal control over financial reporting. Consequently, 
we do not provide an opinion thereon. 

As required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, we considered BIA's internal 
control over the Required Supplementary Stewardship Information by obtaining an understanding of BlA' s 
internal control, determining whether these internal controls had been placed in operation, assessing 



control risk, and performing tests of controls. Our procedures were not designed to provide assmance on 
internal control over the Required Supplementary Stewardship Infonnation and, accordingly, we do not 
provide an opinion thereon. 

As further required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, with respect to internal 
control related to performance measures detennined by management to be key and rep<ned in the 
Management's Discussion and Analysis, we obtained an understanding of the design of significant internal 
controls relating to the existence and completeness assertions. Our procedures were not designed to 
provide assurance on internal control over reported performance measures and, accordingly. we do not 
provide an opinion thereon. 

As part of obtaining reasonable assurance about whether the fiscal year 2005 financial statements are free 
of material misstatement, we performed tests of BIA's compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct and material 
effect on the determination of financial statement amounts, and certain provisions of other Jaws and 
regulations specified in OMB Bulletin No. 01-02, including certain provisions referred to in FFMIA. We 
limited our tests of compliance to the provisions described in the preceding sentence, and we did not test 
compliance with all laws, regulations, contracts, and grant agreements applicable to BIA. However, 
providing an opinion on compliance with laws, regulations, contracts, and grant agreements was not an 
objective of our audit and, accordingly, we do not express such an opinion. 

Under OMB Bulletin No. 01-02 and FFMIA, we are required to report whether BIA's financial 
management systems substantially comply with ( 1) Federal financial management systems requirements, 
(2) applicable Federal accounting standards, and (3) the United States Government Standard General 
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA 
Section 803(a) requirements. 

DISTRIBUTION 

This report is intended solely for the infonnation and use of BIA's management, the U.S. Department of 
the Interior Office of Inspector General, OMB, the Government Accountability Office, and the U.S. 
Congress and is not intended to be and should not be used by anyone other than these specified parties. 

November 9, 2005 
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Exhibit I 

BUREAU OF INDIAN AFFAIRS 

Summary of Status of Prior Year Fmdings 

September 30, 2005 

Condition Status 

Substantial progress has been made by BIA in 
Controls over Fund Balance with Treasury addressing this issue and it is no longer considered a 

reportable condition. 

Controls over Property, Plant and Equipment 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding B. 

Controls over Indian Trust Funds 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding A. 

Application and General Controls over 
Substantial progress has been made by BIA in 

Financial Management Systems 
addressing this issue and it is no longer considered a 
reportable condition. 

Controls over Accounting for Intradepart- This condition has not been corrected and is 
mental Transactions repeated in fiscal year 2005. See finding D. 

Controls over Financial Management 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding R 

Controls over Accounts Receivable 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding C. 

Controls over Contingent Liabilities 
This condition has been partially corrected and is 
repeated in fiscal year 2005. See finding G. 

Controls over Charge Cards 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding E. 

Controls over Deferred Maintenance 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding J. 

Controls over Heritage Assets 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding K. 

Debt Collection Improvement Act of 1996 
This condition has not been corrected and is 
repeated in fiscal year 2005. See finding N. 

OMB Circular A-133, Audits of States, Local This condition has not been corrected and is 
Governments, and Non-profit Organizations repeated in fiscal year 2005. See finding M. 

Federal Financial Management Improvement This condition has not been corrected and is 
Act of 1996 (FFMIA) repeated in fiscal year 2005. See finding P. 
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Memorandum 

To: 

From: 

Subject: 

Anne Richards, Assistant Inspector General for Audits 
Office of Inspector General 

Jeff Norris 
KPMGLLP 

Associate Deputy Secretary~ {; (v~ 
Management Response to ~Independent Auditors' Repott on the Bureau 
of Indian Affairs' Financial Statements for Fiscal Year 2005 and 2004 
(Assignment No. X-IN-BIA-0006-2005) 

We appreciate the efforts of the Office of Inspector General, and its contractor KPMG LLP, in 
auditing the Bureau of Indian Affairs (BIA) consolidated financial statements. We are cettainly 
pleased that the result of the audit is an "unqualified opinion" on our consolidated financial 
statements. In addition, we appreciate the acknowledgment and recognition noted within several 
findings of the continued progress we achieved during Fiscal Year 2005. 

Although our challenges are many, we are determined to significantly improve our internal 
management control environment and our financial management and performance measurement 
activities in the coming years. We are confident that this will lead to more timely, meaningful 
and useful information for both programmatic and budgetary decision making. 

We will work with the Department to develop and implement corrective action plans for the 
report recommendations that are responsive and measurable and demonsttate that BIA is moving 
forward in improving its financial and program management. 

While we are pleased with the vast improvements we have made in Fiscal Year 2005, we 
recognize that more is still needed to achieve our planned goals, as well as enhance financial 
reporting that will allow for better-informed and timely decision-malcin& while simultaneously 
serving om Indian beneficiaries in the 21st century. 



A. Controls over Indian Trost Funds 

BIA concurs with the recommendation and will continue to develop and implement additional 
procedures and controls to address the issues identified in the audit report. As noted in the 
report, the management of Indian Trust Foods is a Department-wide process. BIA is working 
closely with the Office of the Special Trustee to develop processes, such as the lockbox 
initiative, to address the deficiencies. 

B. Controls over Property, Plant and Equipment 

BIA concurs with the recommendations. BIA plans to work with program offices to ensure 
proper monitoring of construction projects and the full implementation of current construction in 
progress policies and procedures. BIA also plans to broaden the scope of its existing reviews to 
include monthly reviews and certification of their accuracy and a more in-depth review and 
reconciliation process of the general ledger accounting. 

In regards to software in development, BIA plans to create policies and procedures that will 
ensure the proper tracking of projects throughout the development phases and will implement the 
reconciling procedures used for other fixed asset general ledger accounts. 

C. Controls over Accounts Reeeivable and Deferred Revenue 

BIA concurs with the recommendations. BIA is aware of the current weaknesses and 
inefficiencies affecting its accounts receivable operations. During the coming fiscal year, BIA 
will take aggressive measures in resolving operational problems by assigning staff to address the 
issues and by hiring an accounts receivable supervisor to oversee the process. 

D. Controls over Accounting for Intradepartmental Trausactions 

BIA concurs with the recommendations and is in the process of hiring staff whose sole 
responsibility will be the resolution of intradepartmental transactions. BIA has improved its 
reconciliation procedw-es and developed monthly milestones for the process that will result in 
management's review of the reconciliation prior to the Department's elimination due dates. 

E. Controls over Charge Cards 

BIA concurs with the recommendations. BIA will continue to educate and train cardholders and 
supervisors on charge card responsibilities and will hold program managers responsible for the 
proper use of charge cards by subordinates. BIA will perform quarterly reviews to ensure that 
approving officials and cardholders comply with BIA procedures. 



F. Controls over Supense Balances 

BIA concurs with the recommendations. As noted in the report, BIA has made incredible 
progress in researching and correcting balances from prior years tbat have been aging in 
suspense accounts. BIA will continue to cleanup the remaining items and will implement 
Bureau-wide processes and procedures to ensure items entered into suspense accounts are then 
researched and moved to appropriate accounts in a timely manner. In addition, existing 
procedures will be reexamined to ensure the proper use of suspense funds related to deposits. 
Monitoring will be performed by trained staff and will be performed monthly in accordance with 
internally established procedures. 

G. Controls over Environmental Contingent Liabilities (ECL) 

BIA concurs with the recommendations. BIA continually evaluates the need for regional 
scientist training including the need for training based on the Department's revisions of its ECL 
guidance. BIA will also ensure that sufficient resources are available to complete the scheduled 
annual inspections/reviews. If necessary, BIA will supplement regional staff shortages with 
contract staff and "Tiger Teams" composed of regional scientists. In addition, BIA will revise its 
planning process to include Bureau-level prioritization ofECL sites. 

H. Controls over Fiaancial Maugement 

BIA concurs with the recommendation that the hiring of permanent professional staff is 
necessary to take BIA through future years. Positions have been advertised and recruiting 
actions will continue until sufficiently qualified applicants are hired. In the meantime, BIA plans 
to continue contracting for professional private sector expertise to supplement the cmrent 
workforce. In Fiscal Year 2005, BIA began developing the necessary policies and desk-level 
procedures to assure that financial management activities are conducted properly and reviewed 
timely. BIA will fmalize and implement this guidance in Fiscal Year 2006. 

L Controls over Loans and Lou Guarantees 

BIA concurs with the recommendations and wilJ continue to assess and address the 
recommended improvements relating to the loan programs, especially in light of the non
integrated environment surrounding the Loan Management and Accounting System (LOMAS) 
and the Federal Financial System (FFS). Monthly reconciliations among the WMAS, FFS and 
loan spreadsheets will continue to be performed and reconciled. Guidance addressing the ovemll 
business process and requisite management review will be implemented. Proper footnotes and 
posting models will be identified and developed. 

J. Controls over Required Supplementary Information- Deferred Mailltenanee Reportitag 

BIA concurs with the recominendations and will develop written polici~ and procedures needed 
to document the deferred maintenance estimation processes to ensure adequate management 
reviews and proper disclosure in accordance with Federal accounting standards. BIA will 
require Regional Directors to certify that the submitted estimates are accurate and allow for 



proper disclosure. The Division of Transportation and Branch oflrrigati~ Power and Safety of 
Dams are developing management information systems that will allow for the tracking of 
deferred maintenance estimates . 

.K. Controls over Required Supplementary Stewanlslaip IDformatioa 

BIA partially concurs with the recommendations. BIA will strive to improve its management of 
museum collections and other stewardship and heritage assets. However, BIA will continue to 
report the condition of the facility housing the collection of heritage assets and stewardship 
property in accordance with current Departmental guidance. 

L. Controls over Performance Measures 

BIA concurs with the recommendation and will take the appropriate actions in Fiscal Year 2006 
to ensure that the performance measures data is accurat~ consistmt, and complete and provided 
in a timely manner. To ensme the timely completion and review, BIA will designate a 
coordinator to develop and track milestone dates and management review of its performance 
measures. 

M. OMB Circular A-133, AudJts of Statn, Loctil Govemmeltts, 111111 Non-:pm.fit 
Orga/vltions . 

BIA concurs with the recommendations and will continue to provide the requisite training and 
technical assistance to ensure awarding officials issue management decisions in a timely manner. 
The continued court ordered Internet shutdown continues to binder BIA 's use of the Federal 
Audit Clearinghouse to determine when single audit reports are submitted. 

N. Debt Collection lmprovenumt Act of 1996. 

BIA concurs with the recommendation. Draft debt management policies and procedures will be 
finalized and implemented. As noted in BIA's response to Finding C, BIA plans on hiring an 
accounts receivable supervisor whose duties will include monitoring BIA's debt collection 
process. 

0. OMB Cireu.lar A-25, User ClttugeS 

BIA concurs with the recommendations. BIA will assign staff to develop a methodology of its 
overhead burden rate. This staff will work in accordance with the accounts receivable project 
team to ensure proper application of its overhead burden rate against reimbursable agreements.. 

BIA believes the unabsorbed overhead costs computed by the auditors are inflated because the 
total amount of reimbursable.'! agreements identified in the report includes the reimbursable 
agreements with the Department of Education to which BIA would not apply a burden rate. 



P. Feder11l Fbumcial M11nagement Improvement Act of 1996 (FFMIA) 

BIA concurs with the recommendations and will continue its efforts to improve controls over the 
FFM1A components related to Federal acco1mting standards and the U.S. Standard General 
Ledger at the transaction level. However, correcting the interface deficiency between the 
accounts receivable and loan receivable subsidiary systems and the FFS's general ledger will 
require the development of new accounts receivable and loans receivable systems. 





United State Department of the Interior 

OFFICE OF L'ISPECTOR GENERAl.. 
Wasbinglon,D.C. 20240 

November 15, 2005 

Memorandum 

To: 

From: 

Subject: 

Secretary 

J Earl E. Devanei-;1 .....,..,......,_ r Inspector General 

Independent Auditors' Report on the Department of the Interior's Annual Report 
on Performance and Accountability for Fiscal Year 2005 (Report No. X-IN
MOA-0011-2005) 

INTRODUCTION 

The Department of the Interior (DOl) contracted with KPMG LLP, an independent 
certified public accounting firm, to audit the financial statements of DOl for fiscal years 2005 
and 2004. The contract required that KPMG conduct its audit in accordance with the 
Government Auditing Standards, issued by the Comptroller General of the United States; Office 
ofManagement and Budget's Bulletin 01-02, as amended, Audit Requirements for Federal 
Financial Statements; and the Government Accountability Office/President's Council on 
Integrity and Efficiency's Financial Audit Manual. 

FINDINGS 

In its audit report dated November 15, 2005, KPMG issued an unqualified opinion on the 
DOl financial statements. However, KPMG identified 14 reportable conditions in DOl's internal 
controls over financial reporting, of which two were considered to be material weaknesses. 
KPMG also found three significant deficiencies in DOl's internal controls over Required 
Supplementary Information and Required Supplementary Stewardship Information. In addition, 
KPMG identified five instances where DOl did not comply with laws and regulations, including 
two instances of noncompliance with the Federal Financial Management Improvement Act 
(FFMIA). 

KPMG is responsible for the attached auditors' report and for the conclusions expressed 
in the report. We do not express an opinion on DOl's financial statements, conclusions on the 
effectiveness of internal controls, conclusions on whether DOl's financial management systems 
substantially complied with FFMIA, or conclusions on compliance with laws and regulations. 
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DOl CORRECTIVE ACTIONS 

DOl agreed with 12 of the 14 reportable conditions over financial reporting, one of the 
three significant deficiencies in internal controls over Required Supplementary Information and 
Required Supplementary Stewardship Information, and three of the five instances of 
noncompliance with laws and regulations. 

DOl partially concurred with KPMG's finding on controls over the Indian trust funds, 
which was considered a material weakness. Management will continue to develop and 
implement additional procedures and internal controls to address the issues noted in the audit. 
However, DOl stated that it is in a position to draw conclusions that the differences between 
supporting records and recorded transactions are few in number, small in size, and not 
widespread or systematic. KPMG reiterated that management had not resolved differences 
relating to the trust fund balances and did not have adequate controls to ensure that trust fund 
activity and balances were recorded properly and timely. 

DOl also partially concurred with the reportable condition on application and general 
controls over financial management systems. DOl pointed out that it made substantial progress 
in improving controls over its systems in fiscal year 2005 and believed that there were no 
apparent systemic weaknesses at the Department level. KPMG acknowledged that DOl made 
improvements in security and controls but stated that it had identified a number of conditions 
that could have affected DOl's ability to detect unauthorized changes to financial information, to 
control electronic access to sensitive information, and to protect its information. 

With regard to the finding on deferred maintenance estimates, which was considered a 
significant deficiency in internal control over the required supplementary information, DOl 
partially concurred. However, DOl stated that stewardship land managed by the Department 
does not have deferred maintenance as defined by the authoritative guidance. KPMG responded 
that as of September 30, 2005, DOl did not have documented evidence that it had completed 
condition assessments for all stewardship land, and that DOl was unable to demonstrate that 
maintenance had not been deferred for its stewardship land. KPMG also stated that DOl 
reported known instances of land that is in need of intervention and had requested future outlays 
to correct these conditions in various reports and budget requests. 

The finding on stewardship reporting, which was considered a significant deficiency in 
the reporting of required supplementary stewardship information, was also partially concurred 
with by DOL DOl admitted that processes can be improved related to stewardship reporting. 
DOl did not agree that condition assessments are required for stewardship land. DOl also 
believed that it is following standard practices. KPMG stated that DOl is required to disclose the 
condition of stewardship land in accordance with the accounting standards. 

DOl partially concurred with the finding on noncompliance with the Single Audit Act 
Amendments of 1996, stating that while the noncompliance was at some bureaus, the instances 
did not rise to the level that justified reporting the noncompliance at the Departmental level. 
KPMG responded that DOl did not ensure that grantees submitted progress reports, completed 
single audits, and submitted single audit reports timely. KPMG also stated that DOl did not have 

2 



single audit reports for 395 different grants and did not issue corrective action plans for 59 
findings. Additionally, KPMG noted that one component did not obtain progress reports for 15 
of a sample of 32 grants that it selected for testing. It reiterated its conclusion that DOl did not 
comply with the requirements of the Single Audit Act and the related OMB circular. 

With regard to the finding on noncompliance with the Debt Collection Improvement Act 
of 1996, DOl disagreed, stating that it has appeals processes in place that, although they may 
vary from bureau to bureau, are defined by law and impact when payments become due for 
collection and subsequently eligible for debt referral. DOl also stated that, as Treasury guidance 
stipulates, amounts that are the subject of an administrative appeal do not become eligible for 
referral until the appeal is concluded and the amount of the debt is fixed. During fiscal year 
2005, DOl claimed that it continued to improve its process to ensure eligible receivables were 
referred to Treasury in a timely manner. KPMG acknowledged that DOl is improving its debt 
referral processes but noted that, although Minerals Management Service (MMS) receivables 
represented DOl's largest receivables with the public, 9 of32 receivables sampled that were over 
180 days delinquent had not been referred to Treasury. KPMG also cited the Bureau of Indian 
Affairs (BIA) receivables as another example of receivables not referred in a timely manner. 
KPMG added that for BIA, the incorrect interest rate was applied. 

The DOI response follows KPMG's audit report as an attachment to this memorandum. 

REPORT DISTRIBUTION 

The legislation, as amended, creating the Office of Inspector General (5 U.S.C.A. 
App. 3) requires semiannual reporting to Congress on all audit reports issued, actions taken to 
implement audit recommendations, and recommendations that have not been implemented. 
Therefore, this report will be included in our next semiannual report. The distribution of the 
report is not restricted and copies are available for public inspection. 

We appreciate the cooperation and assistance of DOl personnel during the audit. If you 
have any questions regarding the report, please contact me at (202) 208-5745. 

Attachment 

cc: Chief Financial Officer 
Deputy Chief Financial Officer 
Director, Office of Financial Management 
Audit Liaison Officer 
Focus Leader for Management Control and Audit Follow~ up, 

Office of Financial Management 
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KPMGLLP 
2001 M Street, NW 
Washington, DC 20036 

Independent Auditors' Report 

Secretary and Inspector General 
U.S. Department of the Interior: 

We have audited the accompanying consolidated balance sheets of the U.S. Department of the Interior 
(Interior) as of September 30, 2005 and 2004, and the related consolidated statements of net cost, changes 
in net position, financing, and custodial activity, and the related combined statements of budgetary 
resources (hereinafter referred to as the "financial statements"), for the years then ended. The objective of 
our audits was to express an opinion on the fair presentation of these financial statements. In connection 
with our audits, we also considered Interior's internal control over financial reporting and tested Interior's 
compliance with certain provisions of applicable laws, regulations, contracts, and grant agreements that 
could have a direct and material effect on these financial statements. 

SUMMARY 

As stated in our opinion on the financial statements, we concluded that Interior's financial statements as of 
and for the years ended September 30, 2005 and 2004, are presented fairly, in all material respects, in 
conformity with accounting principles generally accepted in the United States of America. 

As discussed in note 24 to the financial statements, Interior changed its method of accounting for 
appropriated debt transactions in accordance with the provisions of Office of Management and Budget 
(OMB) guidance that became effective October 1, 2004. Also, as discussed in note 17 to the financial 
statements, Interior's fiscal year 2005 consolidated statement of net cost is not comparable to its fiscal year 
2004 consolidated statement of net cost because Interior revised its method of allocating certain costs and 
revenues between programs in fiscal year 2005. 

Our fiscal year 2005 consideration of internal control over financial reporting resulted in the following 
conditions being identified as reportable conditions: 

Reportable Conditions Considered to be Material Weaknesses 

A. Controls over implementing new accounting policies and procedures 
B. Controls over the Indian Trust funds 

Other Reportable Conditions 

C. Reconciliation of intragovernmental transactions and balances 
D. Application and general controls over financial management systems 
E. Controls over property, plant, and equipment 
F. Controls over accruals 
G. Controls over environmental contingencies 



H. Financial management at the Bureau of Indian Affairs 
I. Controls over revenue 
J. Controls over grants 
K. Segregation of responsibilities over purchases and entries 
L. Controls over charge cards 
M. Controls over obligations 
N. Controls over the U.S. Park Police Pension Plan 

We also noted the following significant deficiencies in internal control over Required Supplementary 
Information and Required Supplementary Stewardship Information that, in our judgment, could adversely 
affect Interior's ability to collect, process, record, and summarize this information: 

0. Performance measure reporting 
P.. Deferred maintenance estimates 
Q. Stewardship reporting 

The results of our tests of fiscal year 2005 compliance with certain provisions of laws, regulations, 
contracts, and grant agreements disclosed the following instances of noncompliance or other matters that 
are required to be reported under Government Auditing Standards issued by the Comptroller General of the 
United States, and OMB Bulletin No. 01-02, Audit Requirements for Federal Financial Statements: 

R. Single Audit Act Amendments of 1996 
S. Debt Collection Improvement Act of 1996 
T. OMB Circular No. A-25, User Charges 
U. Federal Financial Management Improvement Act (FFMIA) of 1996 

The following sections discuss our opinion on Interior's financial statements, our consideration of 
Interior's internal control over financial reporting, our tests of Interior's compliance with certain provisions 
of applicable laws, regulations, contracts, and grant agreements, and management's and our 
responsibilities. 

OPINION ON THE FINANCIAL STATEMENTS 

We have audited the accompanying consolidated balance sheets of the U.S. Department of the Interior as 
of September 30, 2005 and 2004, and the related consolidated statements of net cost, changes in net 
position, financing, and custodial activity, and the combined statements of budgetary resources for the 
years then ended. 

In our opinion, the financial statements referred to above present fairly, in all material respects, the 
financial position of Interior as of September 30, 2005 and 2004, and its net costs, changes in net position, 
budgetary resources, reconciliation of net costs to budgetary obligations, and custodial activities for the 
years then ended, in conformity with accounting principles generally accepted in the United States of 
America. 

As discussed in note 24 to the financial statements, Interior changed its method of accounting for 
appropriated debt transactions in accordance with the provisions of OMB guidance that became effective 
October 1, 2004. Also, as discussed in note 17 to the financial statements, Interior's fiscal year 2005 
consolidated statement of net cost is not comparable to its fiscal year 2004 consolidated statement of net 
cost because Interior revised its method of allocating certain costs and revenues between programs in fiscal 
year 2005. 
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The information in the Management's Discussion and Analysis, Required Supplementary Information, and 
Required Supplementary Stewardship Information sections is not a required part of the financial 
statements, but is supplementary information required by accounting principles generally accepted in the 
United States of America or OMB Circular A-136, Financial Reporting Requirements, Part A, Form and 
Content of the Performance and Accountability Report. We have applied certain limited procedures, which 
consisted principally of inquiries of management regarding the methods of measurement and presentation 
of this information. However, we did not audit this information and, accordingly, we express no opinion on 
it. As a result of such limited procedures, we believe that the Required Supplementary Information and the 
Required Supplementary Stewardship Information are not presented in conformity with accounting 
principles generally accepted in the United States of America. The Required Supplementary Information 
disclosures for deferred maintenance are not complete or current because Interior had not estimated 
deferred maintenance for aU assets and did not consistently update deferred maintenance estimates. 
Additionally, performance measure results may not be accurate, as Interior did not properly design controls 
tt> collect, process, record, summarize, and report performance measure information. We also noted that 
Interior did not disclose the costs incurred to generate intragovernmental revenues by budget functional 
classification, as required, and did not fully reconcile intragovernmental transactions and balances with its 
trading partners. Finally, the Required Supplementary Stewardship Information disclosures for stewardship 
assets and investments are not current, complete, or consistently supported, because Interior did not 
consistently follow its established procedures and controls to accumulate and report the disclosure 
information and did not disclose all required information. 

Our audits were conducted for the purpose of forming an opinion on the consolidated financial statements 
taken as a whole. The Performance Data and Analysis section, the Appendices, and the special account 
funds in the Other Supplementary Information section are an integral part of Interior's Fiscal Year 2005 
Annual Report on Performance and Accountability. However, this information is not a required part of the 
financial statements and is presented for purposes of additional analysis. The information in the 
Performance Data and Analysis section, the Appendices, and the special account funds in the Other 
Supplementary Information section has not been subjected to auditing procedures and, accordingly, we 
express no opinion on it. 

Our audits were conducted for the purpose of forming an opinion on the consolidated financial statements 
taken as a whole. The consolidating information in the Other Supplementary Information section is 
presented for purposes of additional analysis of the consolidated financial statements rather than to present 
the financial position and changes in net position of Interior's components individually. The consolidating 
information has been subjected to the auditing procedures applied in the audits of the consolidated 
financial statements and, in our opinion, is fairly stated, in all material respects, in relation to the 
consolidated financial statements taken as a whole 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

Our consideration of internal control over financial reporting would not necessarily disclose all matters in 
the internal control over financial reporting that might be reportable conditions. Under standards issued by 
the American Institute of Certified Public Accountants, reportable conditions are matters coming to our 
attention relating to significant deficiencies in the design or operation of the internal control over financial 
reporting that, in our judgment, could adversely affect Interior's ability to record, process, summarize, and 
report financial data consistent with the assertions by management in the financial statements. 
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Material weaknesses are reportable conditions in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements, in 
amounts that would be material in relation to the financial statements being audited, may occur and not be 
detected within a timely period by employees in the normal course of performing their assigned functions. 

In our fiscal year 2005 audit, we noted certain matters, described below, involving internal control over 
financial reporting and its operation that we consider to be reportable conditions. We believe that 
reportable conditions A and B are material weaknesses. 

A. Controls over Implementing New Accounting Policies and Procedures 

In March 2005, the OMB issued guidance in response to the Federal Accounting Standards Advisory 
Board's Accounting and Auditing Policy Committee's Technical Exposure Draft entitled Recognition of 
the Transfer of Funds Between Interior's Reclamation Fund and Energy's Western Area Power 
Administration: In Accordance with SFFAS 1, Accounting/or Selected Assets and Liabilities, and SFFAS 
5, Accounting for Liabilities of the Federal Government. OMB's guidance instructed Interior to record a 
receivable rather than transfers in/out for transactions with the Western Area Power Administration 
(Western). In addition, Interior applied OMB's guidance to similar transactions with the Bonneville Power 
Administration (BPA) and the U.S. Department of the Treasury (Treasury) General Fund. 

Interior applied significant resources and effort, including coordinating with Western, BPA, the U.S. 
Department of Energy (Energy), the U.S. Treasury, and OMB to implement OMB's guidance in a 
relatively short time period. However, Interior did not consistently record certain transactions as Interior: 

1. 

2. ecorded $240 million of costs, of which $127 million should have been recorded as part of the 
eginning balance and $113 million should not have been recorded. 

3. Recorded $206 million of repayments received in prior years as current year repayments that 
hould have been recorded as part of the adjustment to beginning balances. 

4. Did not properly allocate transactions among project sponsors, including $112 million o 
repayments. 

5. Did not record $27 million in liabilities to Treasury. 

6. Did not full reconcile balances with Western b a 21 million. 

These differences primarily resulted because Interior had not fully developed accounting policies and 
procedures to change its processes for recording these transactions and had not fully developed posting 
models by September 30, 2005. As a result of our observations, Interior analyzed and adjusted the financial 
statements as of and for the year ended September 30, 2005. 
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Recommendations 

We recommend that Interior improve its policies and procedures related to recording transactions with 
Western, BPA, and Treasury, in accordance with OMB guidance, as follows: 

1. Improve policies and procedures related to recording additions to and repayments against the 
receivables and liabilities, including coordinating with the U.S. Department of the Treasury to 
determine the appropriate posting models. 

2. Develop and implement procedures and controls for recording and reporting transactions with 
Western, BPA, and Treasury, including sufficient management oversight. 

3. Require a second individual to compare the transactions recorded in the general ledger to 
supporting documentation and document his/her approval on the supporting documentation. 

4. Continue to resolve the difference between Interior's receivable and Western's liability. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

B. Controls over the Indian Trust Funds 

The United States Congress has designated the Secretary of the Interior as the trustee delegate with 
responsibility for the monetary and nonmonetary resources held in trust on behalf of American Indian 
Tribes, individual Indians, and other trust funds (hereafter collectively referred to as the Indian Trust 
Funds). The Secretary carries out this fiduciary responsibility through the Office of the Special Trustee for 
American Indians (OST), the Bureau of Indian Affairs (BIA), other Interior bureaus, and agreements with 
American Indian Tribes. 

The Indian Trust Funds' balances include two categories: (l) Trust Funds that are held by Interior because 
the corpus of specific accounts that is non-expendable or the funds that are held for future transfer to Indian 
Tribes upon satisfaction of certain conditions and are reflected in Interior's financial statements; (2) Trust 
Funds for Indian Tribes and individual Indians that are considered non-Federal accounts and thus are not 
reflected in Interior's financial statements but are disclosed in a footnote to Interior's financial statements, 
in accordance with the accounting standards. 

We noted that Interior's procedures and internal controls were not adequate to ensure that the Indian Trust 
Funds' activity and balances were recorded properly or timely. Specifically, we noted the following: 

I. Trust Fund Balances 

As disclosed in the footnotes to the financial statements, several financial reporting differences 
from prior periods relating to the fairness of the Indian Trust Funds balances have not been 
resolved. Certain parties, for whom Interior holds assets in trust, have filed a class action lawsuit 
for an accounting of Individual Indian Monies that may or may not lead to claims against the 
United States Federal Government. Additionally, other parties do not agree with the Indian Trust 
Funds balances reported by Interior and have filed claims against the United States Federal 
Government. 
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2. Individual Indian Monies Subsidiary Ledger 

The balance of the control account for Individual Indian Monies account holders did not agree to 
the sum of the balances from the subsidiary ledger, and it cannot be determined which balance, if 
either, is correct. As of September 30,2005, the aggregate sum of all positive balances included in 

e su st tary e ger excee e t e contro account y approximate y mt ton. n enor as 
equested funding from Congress to resolve this difference. In addition, as of September 30, 2005, 
he subsidiary ledger contained negative account balances totaling approximately $44 million (of 
hich approximately $192,000 was attributed to individual Indian accounts as of 
eptember 30, 2005). 

3. Special Deposit Accounts 

In accordance with Title 25 of the Code of Federal Regulations and as directed by BIA, OST 
records receipts into special deposit accounts within the subsidiary ledger when the recipient trust 
fund account is unknown at the time of receipt. When BIA identifies the trust fund account(s), 
OST transfers the amount from the special deposit account(s) to the designated trust fund 
account(s) in accordance with BIA instructions. A significant number of special deposit accounts 
have remained inactive for the past several years and new special deposit accounts were 
sta Is e urmg tsca year s o eptem er , , t ere were approximate y 
ecial de osit accounts, with balances totalin a roximatel $40 million. 

4. Undistributed and Unusual Balances 

OST has not been able to determine the proper recipients of undistributed interest of approximately 
$1.8 million as of September 30, 2005. In addition, OST and BIA have not been able to determine 
the allocation of approximately $2.1 million of undistributed interest. Furthermore, there were 12 
Tribal Trust Funds accounts with negative cash balances totaling approximately $724,000 as of 
Seotember 30. 2005. 

5. Entering and Maintaining Trust Fund Information 

The regional and agency offices of BIA perform a critical role in the initial input and subsequent 
changes to the Indian Trust Funds' information disclosed by Interior. We noted the following 
weaknesses related to the internal controls performed by regional and agency offices: 

a. Trust Fund Systems 

BIA had not consistently implemented automated systems for tracking and processing 
activities of the Indian trust assets. Agency offices use "off-the-shelf' software, internally 
developed software, in-house databases, and manual processes to manage ownership 
records, track lease activity, account for receivables/revenue, and determine distribution 
amounts. BIA had developed an automated system for certain activities; however, BIA had 
not yet fully implemented this new system in all agency offices. This situation increases 
the risk that transactions are recorded inaccurately and untimely. 
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b. Segregation of Duties 

The responsibilities for Indian trust processing are not properly segregated to prevent or 
detect errors. Although BIA improved segregation of responsibilities during the year, BIA 
did not segregate realty and land management activities (i.e., lease compliance) from 
accounting activities (i.e., collecting, depositing, and sending instructions to OST to create, 
record, and distribute receipts). Also, in limited cases, the same employee was responsible 
for all activities associated with trust transactions, including initiating lease agreements, 
generating billings, collecting funds, making deposits, and sending instructions to OST to 
create accounts and distribute funds. 

c. Accounts Receivable 

BIA had not fully developed and communicated standardized policies and procedures for 
establishing, tracking, and pursuing accounts receivable for the Indian Trust Funds. This 
results in inconsistent processes and increases the risk that amounts due to Indian Trust 
Funds are not identified and ultimately collected. Several agency offices prepared bills 
after receiving payments rather than sending bills in advance of the payment due date. In 
addition, certain agency offices did not identifY or pursue past due receivables and instead 
relied on landownersnessors to inquire of overdue payments before pursuing the 
receivable. Furthermore, several agency offices did not maintain a listing of leases and 
permits against which receivables could be established. 

d. Probate Backlog 

BIA did not consistently enter probate orders for land title into the trust management 
systems timely. Although BIA made progress in reducing the backlog, as of 
September 30, 2005, BIA indicated that it had probate orders that had not been recorded. 
This increases the potential for untimely distributions of income to the account holders of 
the Indian Trust Funds. 

e. Untimely Deposits 

Several BIA agency offices did not consistently forward trust receipts in a timely manner 
to OST to be deposited. As a result, in certain instances, deposits of trust receipts were 
delayed for up to 5 business days and in others, delays were up to 12 days. In one instance, 
we noted a delay of 3 8 days. 

f. Supervised and Restricted Accounts 

BIA did not consistently maintain documentation for supervised accounts, including social 
service assessment and evaluation forms, disbursement documentation, annual review 
documentation, court orders, and notification of restriction letters. Furthermore, BIA did 
not consistently perform annual reviews of active accounts. 

g. Appraisal Review 

One of the key elements in performing realty trust transactions is the requirement to 
obtain appraisals for realty transactions. Current laws allow the appraisal function to be 
carried out by tribes, who are often the named parties involved in realty transactions. 
BIA is responsible for assisting trust beneficiaries in the negotiation and execution of 
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Recommendation 

realty transactions. Office of Appraisal Services (OAS) is responsible for conducting 
reviews of appraisals that are compacted by tribes for the benefit of trust beneficiaries. 
BIA controls were not in place to ensure that all appraisals, conducted under compacts 
or contracts, completed by tribes for the benefit of trust beneficiaries had been approved 
byOAS. 

We recommend that Interior develop and implement procedures and internal controls to address the 
deficiencies in controls related to Indian Trust Funds. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our recommendations. Management indicated that Interior is in a 
position to draw conclusions that differences between supporting records and recorded transactions are not 
significant. 

Auditors' Response to Management's Response 

As summarized in our finding above, management had not resolved differences relating to the Trust Fund 
balances and did not have adequate controls to ensure that Trust Fund activity and balances were recorded 
properly and timely. Therefore, we continue to believe that the control weaknesses identified constitute a 
material weakness. 

C. Reconciliation of Intragovernmental Transactions and Balances 

Interior is required to reconcile transactions and balances with other Federal entities in accordance with the 
Treasury's Federal lntragovernmental Transactions Accounting and Policies Guide. Although Interior 
made substantial improvements to reconcile with other Federal entities, Interior had not fully reconciled its 
intragovernmental transactions and balances with other Federal entities because Interior did not 
consistently reconcile transactions and balances during the year and because the trading partners did not 
consistently provide information by Interior component or Treasury fund symbol. As a result, Interior's 
transactions and balances with other Federal entities may not eliminate on the Government-wide financial 
statements. 

Recommendation 

We recommend that Interior continue to improve its process to reconcile transactions and balances with 
other Federal entities. These procedures should include confirming amounts, at the Interior component 
level, with trading partners and meeting with trading partners to resolve any differences identified. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 
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D. Application and General Controls over Financial Management Systems 

Interior continues to improve the security and controls over its information systems; however, we 
determined that Interior needed to improve controls in the areas described below, as required by OMB 
Circular A-130, Management of Federal Information Resources. These conditions could have affected 
Interior's ability to prevent and detect unauthorized changes to financial information, control electronic 
access to sensitive information, and protect its information. Although Interior's financial management 
systems are consistent with the financial management systems requirements, we identified the following 
conditions during fiscal year 2005: 

1. Entity-wide Security Program 

An entity-wide security program, including security policies and a related implementation plan, is 
the foundation of an entity's security control structure and a reflection of senior management's 
commitment to addressing security risks. Interior did not have procedures in place to appropriately 
track the implementation status of certain Service Level Agreements (SLA) and Security Service 
Agreements (SSA). In addition, the Interior did not have current SLA and SSA agreements with 
certain customers to designate security responsibilities. Interior had procedures for conducting 
background investigations; however, Interior did not perform background investigations for all 
new and current employees and contractors, consistently perform re-investigations in a timely 
manner, or consistently maintain investigation documentation. Interior did not have a process to 
monitor the periodic completion of technical training by certain information technology employees 
and certain contractors. Interior had performed risk assessments for its major applications and 
general support systems during the past fiscal year; however, Interior did not consistently classify 
certain computer information resources based on risk assessments. 

2. Access Controls 

Access controls should provide reasonable assurance that computer resources such as data files, 
application programs, and computer-related facilities and equipment are protected against 
unauthorized modification, disclosure, and loss. Interior did not fully establish controls to prevent 
and detect unauthorized access. In addition, Interior did not consistently monitor account creation, 
modification, and termination; effectively assign access privileges based upon job duties; 
periodically monitor security violations and inactive accounts; periodically review and recertify 
user accounts; periodically review transaction audit reports; remove access of terminated 
employees timely; or monitor system access to financial applications. Although Interior reviews 
the network system audit trail logs, Interior had not formally documented policies and procedures 
indicating the required frequency of the reviews or the responsibilities of the reviewers at certain 
components. 

3. System Software Controls 

Controls over the modification of system software change controls should provide reasonable 
assurance that operating system controls are not compromised. Without proper system software 
controls, unauthorized individuals using the system software could circumvent controls to read, 
modify, or delete critical or sensitive information or programs. Interior did not consistently 
document policies and procedures for restricting and monitoring access to system software, 
identifying and resolving system software issues, processing changes to system software, and 
reviewing event logs. Interior also did not consistently monitor the use of operating system 
software; formally document and approve the change management process for certain applications; 
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test all system software patches in a test environment before installing the patches in the 
production environment; perfonn post-implementation reviews after installing emergency patches; 
prepare change request forms and plans; or maintain documentation for upgrades. Although 
Interior reviewed event logs, Interior did not maintain evidence that the reviews were completed. 

4. Software Development and Change Controls 

Establishing controls over the modification of application software programs helps ensure that only 
authorized programs and modifications are implemented. Without proper change controls, there is 
an increased risk that either intentional or unintentional changes could be made to the system's 
processing functionality, the wrong version of a program could be implemented, a virus could be 
inserted, or built-in security features could be disabled. Interior had not formally developed, 
documented, or implemented data processing procedures to control and standardize the 
maintenance of two financial applications. In addition, Interior did not use library management 
software to control changes to one of the accounting applications. Additionally, Interior shared 
manager and account level passwords among several users at one component. Finally, Interior's 
system configurations did not adequately segregate duties at one component as the configurations 
provided individuals, who are involved with programming, testing and migrating changes to 
production, access to the source code, test, and production libraries. 

5. Service Continuity 

Losing the capability to process, retrieve, and protect infonnation maintained electronically could 
significantly affect Interior's ability to accomplish its mission. Consequently, procedures should be 
in place to protect infonnation resources, minimize the risk of unplanned interruptions, and recover 
critical operations should interruptions occur. Interior had not fully developed and documented a 
comprehensive contingency and disaster recovery plan for one of its applications. Interior also had 
not fully documented its service continuity procedures or fully trained team members for 
emergency response. In addition, Interior did not test certain contingency and disaster recovery or 
continuity of operations plans, did not consistently prepare daily and monthly backup files, and did 
not test the backup files for certain financial applications. We also noted that Interior did not have 
current maintenance agreements for all of its computer and related equipment. Finally, Interior 
should consider improving the location of plumbing lines and adding secondary air conditioning at 
one of its computer centers. 

6. Segregation of Responsibilities 

Proper segregation of duties should be ensured through the establishment of policies, procedures, 
and organizational structure so that one individual cannot control key aspects of financial 
transactions, and thereby conduct unauthorized actions or gain unauthorized access to assets or 
records. Interior's policies identified the primary and secondary roles and responsibilities duties of 
infonnation technology team members and indicate that roles may overlap; however, Interior's 
policies did not consistently indicate the responsibilities that must be segregated, or the 
compensating controls for those responsibilities not segregated. 

Recommendation 

We recommend that Interior continue to improve the security and general controls over the financial 
management systems. These controls should address each of the areas discussed above, as well as other 
areas that might affect the infonnation technology control environment to ensure adequate security and 
protection of the infonnation systems. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that Interior has made 
substantial progress improving internal controls and believes that our findings did not rise to the level of a 
reportable condition. 

Auditors' Response to Management's Response 

We acknowledge that Interior has made improvements in the security and controls over information 
systems. However, we identified a number of conditions that could have affected Interior's ability to detect 
unauthorized changes to financial information, control electronic access to sensitive information, and 
protect its information, as summarized in our finding above. Therefore, we continue to believe that the 
c_ontrol weaknesses identified constitute a reportable condition. 

E. Controls Over Property, Plant, and Equipment 

Interior needs to improve controls over property, plant, and equipment to ensure transactions are promptly 
recorded and properly classified and accounted for in order to prepare timely and reliable financial reports. 
We noted control weaknesses in the following areas: 

1. Recording Transactions 

Interior needs to improve controls over property, plant, and equipment to ensure transactions are 
properly classified and recorded. We identified 67 exceptions in the 1,095 property and cost 
transactions tested at certain components. Specifically, we noted that Interior capitalized costs that 
should have been expensed, expensed costs that should have been capitalized, recorded 
transactions in the current year that occurred in prior years, recorded dates or costs that did not 
agree with the supporting documentation, or did not record an asset. In addition, Interior did not 
consistently classify 11 of 546 expenses as operating, heritage, or stewardship costs, resulting in 
misclassifications of$31 million. Furthermore, Interior did not properly record donated property of 
approximately $16 million and did not properly remove $18 million of concession assets that are 
not owned by Interior. 

2. Construction-in-Progress 

Interior did not consistently analyze and review its construction-in-progress account throughout the 
fiscal year. Interior also did not transfer construction projects from the construction-in-progress 
account to the appropriate completed property accounts at the time of completion or properly 
approve the transfer from the construction-in-progress account for projects totaling $65 million. In 
addition, Interior misclassified approximately $13 million of advances to others and expenses as 
construction-in-progress. 

3. Reconciliation and Review 

Interior did not properly reconcile one of its property subsidiary ledgers to the general ledger, 
because we identified a difference of $15 million. Interior also did not consistently establish 
controls to review and approve certain land inventory records, monitor internal use software, and 
account for changes to asset useful lives. 
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4. Capital versus Operating Lease Assessments 

In accordance with the accounting standards, Interior is required to capitalize leases that meet 
certain criteria. Interior did not consistently review leases to determine if they were capital or 
operating leases, because Interior incorrectly capitalized one lease, did not properly capitalize four 
leases, and was unable to provide 30 of the 35 lease determination schedules selected for testing at 
certain components. In addition, Interior did not consistently ensure that the lease determination 
schedules agreed to the related supporting documentation and the general ledger for 11 ofthe 14 
lease determination schedules that we received at certain components. Interior also did not require 
a supervisor to review and approve the lease determination schedules. 

5. Future Minimum Lease Payments 

In accordance with the accounting standards, Interior is required to disclose future minimum lease 
payments. Interior did not effectively prepare the future minimum lease payment schedule for 
disclosure in its financial report, because we identified differences between the future minimum 
lease payment schedule and the lease agreements for 32 of the 56 leases tested at certain 
components. As a result of our observations, Interior analyzed and adjusted its schedule of future 
minimum lease payments by a total of approximately $157 million. 

As a result of our observations, Interior expended a significant amount oftime and resources analyzing and 
adjusting property, plant, and equipment balances and future minimum lease payment disclosures as of and 
for the year ended September 30, 2005. 

Recommendations 

We recommend that Interior implement the following recommendations to improve controls over its 
property, plant, and equipment: 

1. Recording Transactions 

a. Periodically train personnel on how to distinguish between costs that should be capitalized 
versus expensed, and on properly classifying heritage, stewardship, and operating costs in the 
accounting system. 

b. Require a second individual to compare property and expense transactions to the related source 
documents to verify that transactions are properly expensed or capitalized as well as properly 
classified, and document his/her approval on the supporting documentation. 

c. Record property transactions at the time the transaction occurs. 

d. Perform periodic inventories of property. 

2. Construction-in-Progress 

a. Review its construction-in-progress accounts to identify completed projects that should be 
transferred to the appropriate completed property account and projects that are improperly 
classified as construction-in-progress. This review should be performed monthly. 

b. Require a second individual to compare construction-in-progress transfers to the related source 
documents to verify that transactions are properly transferred, and to document his/her 
approval on the supporting documentation. 
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3. Reconciliation and Review 

a. Reconcile the property subsidiary ledgers to the general ledger and resolve any differences on 
a monthly basis. 

b. Require a second individual to review and approve certain land inventory records, internal use 
software transactions, and changes to asset useful lives. 

4. Capital versus Operating Lease Assessments 

a. Provide additional guidance and training to personnel on the process of identifying whether 
leases should be classified as capital or operating leases. 

b. Document the evaluation of whether leases should be classified as capital or operating leases. 

c. Require a second individual to agree the lease evaluations to the supporting documentation and 
to document his/her approval on the lease evaluations. 

d. Require a second individual to compare capital lease transactions from the general ledger to 
the supporting documentation and document his/her approval on the supporting 
documentation. 

e. Maintain the lease evaluation documentation, including the related present value calculations 
and fair market value assessments. 

5. Future Minimum Lease Payments 

a. Provide additional guidance and training to personnel on preparing the future minimum lease 
payment schedule. 

b. Require supervisors to compare the future minimum lease payment schedules to supporting 
documentation and document his/her approval on the future minimum lease payment 
schedules. 

c. Develop and maintain a database of all real and personal property leases to assist in monitoring 
and reporting future minimum lease payments. This database should include lease number, 
type, term, payments, and other information that facilitates preparation of the future minimum 
lease payment disclosure. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

F. Controls over Accruals 

In accordance with the accounting standards, Interior is required to record liabilities based on a probable 
future outflow or other sacrifice of resources as a result of past transactions or events. Interior did not 
establish controls to ensure that three of its programs properly recorded liabilities at the end of the 
reporting period. In addition, for two programs, Interior did not test the accuracy of accrual methodologies 
by comparing estimated amounts to actual amounts. Interior also did not ensure that the subsequent activity 
report used to estimate accruals was complete by approximately $5 million for one of its programs. In 
addition, Interior did not properly allocate the accruals to receivables and advances from others, resulting 
in a net misclassification of approximately $2 million. Furthermore, Interior did not properly reconcile the 
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accrual calculations to the general ledger for one component, because the general ledger exceeded the 
accrual calculations by approximately $15 million. 

As a result of our observations, Interior performed additional analysis and recorded additional accruals of 
approximately $62 million. 

Recommendations 

We recommend that Interior perform the following: 

1. Establish controls to ensure that accruals are properly recorded at the end of the reporting period. 

2. Require all of its components to finalize and test the accrual methodology for the quarterly 
financial statements. Testing should include comparing prior year estimates to actual results and 
adjusting the methodology based on these results. 

3. Provide guidance and training to personnel on the development and testing of accrual 
methodologies. 

4. Reconcile the accrual calculations to the general ledger and enhance controls to ensure that the 
accrual calculations are complete and accurate. This should include having a supervisor review and 
approve the accrual calculation and reconciliation from the calculation to the general ledger. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

G. Controls over Environmental Contingencies 

Interior has not properly designed controls or sufficiently trained staff to ensure that environmental 
information is effectively identified, maintained, and reported. Although Interior issued policies for 
estimating environmental liabilities, Interior did not consistently interpret and apply these policies, 
consistently prepare documentation supporting the environmental liability estimates, or consistently update 
the estimates for inflation. In addition, Interior did not estimate costs or had incorrectly removed prior year 
estimates for certain sites. Interior also did not consistently have a second individual review and approve 
the probability assessments, site identifications, and the cost estimate documentation for 21 of the 181 
environmental liability projects tested at certain components. In addition, BIA's organizational and 
communication structure did not facilitate developing and assessing environmental liabilities for that 
component. Furthermore, Interior completed a site prioritization at the regional level, rather than across 
BIA. As a result, the accrued environmental liabilities were understated by approximately $13 million, and 
the disclosed range of environmental liabilities was understated by approximately $10 million to $32 
million. 

As a result of our observations, Interior analyzed and adjusted its environmental balances and disclosures. 
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Recommendations 

We recommend that Interior improve internal controls to ensure that environmental contingencies are 
properly accrued or disclosed in its financial statements, as follows: 

I. Continue to provide periodic training to scientists, financial management staff, and others, to 
ensure that they understand Interior policies and the accounting standards related to estimating and 
recording environmental liabilities. 

2. Annually adjust environmental estimates based on inflation. 

3. Require components to consistently estimate costs for each site, and consider the experience 
across Interior in developing these estimates. 

4. Require a second individual to review and approve the probability assessment, site identification, 
and the cost estimate documentation, to ensure that they are properly prepared and match the 
supporting documentation. 

5. Implement an organizational structure that fosters communication between scientists, financial 
management staff, and others at BIA. 

6. Perform site prioritization across BIA. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

H. Financial Management at BIA 

Interior needs to improve its BIA financial management organization and processes, as follows: 

1. BIA did not have enough sufficiently trained financial staff to manage accounting operations and 
ensure financial transactions are properly recorded. BIA has attempted to compensate for staff 
departures by assigning additional responsibilities to the remaining personnel and subcontractors. 
However, this does not provide an effective or efficient long-term solution. 

2. BIA financial management policies and procedures were not fully developed or consistently 
applied throughout BIA. Specifically, we noted that the policies and procedures related to 
construction-in-progress and environmental contingent liabilities were developed in prior years, 
but not consistently implemented during fiscal year 2005. Additionally, BIA had not developed 
policies and procedures for several financial management areas, such as suspense and deposit 
accounts, reimbursable agreements, monitoring grantees, and referral of debt to Treasury. 

3. BIA did not consistently perform timely management review procedures, including analysis of 
select financial statement accounts, reconciling items with its trading partners, and resolving 
differences between the general ledger and subsidiary ledgers. In addition, BIA did not investigate 
and resolve suspense accounts totaling $7 million, including $4 million from prior years. 
Furthermore, BIA did not effectively review journal vouchers, as we noted that BIA recorded 
adjustments to the incorrect accounts. 
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As a result, BIA expended a significant amount of time and resources reconciling its financial accounts, 
resolving differences between the general ledger and subsidiary ledgers, and adjusting the general ledger 
for purposes of preparing its fiscal year 2005 financial statements. 

Recommendations 

We recommend that Interior's Office of Financial Management work with BIA to perform the following: 

1. Recruit additional accounting staff and continue to train existing staff to ensure that BIA has 
sufficiently trained resources to account for and report financial transactions. 

2. Evaluate and implement best practices of other Interior components and consider outsourcing 
certain functions. 

3. Develop and communicate, to financial and program staff, financial management policies and 
procedures. 

4. Enforce consistent application of financial management policies and procedures through internal 
control reviews. 

5. Develop and implement formal month-end financial reporting processes to review all financial 
statement accounts, reconcile balances and transactions with trading partners, investigate and 
resolve suspense accounts, and resolve differences between the general ledger and subsidiary 
ledgers. This should include having a supervisor review and approve the procedures and completed 
reconciliations. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

I. Controls over Revenue 

Interior needs to improve controls over its revenue process, to ensure that transactions are promptly and 
properly recorded for timely and reliable financial reporting as follows: 

1. Interior had not investigated and resolved over $98 million of royalty receivables that were over 
one year old and fully reserved as doubtful royalty receivables, or approximately $66 million of 
credit balances that were over 30 days old, including approximately $23 million of credits that are 
over one year old as of September 30, 2005. 

2. Interior did not implement the appropriate controls to effectively reconcile subsidiary ledgers to the 
general ledger for receivables, review unbilled receivables and deferred revenue accounts on a 
regular basis, properly record revenue transactions, bill receivables in a timely manner, prevent 
duplicate bills, and consistently review and approve the related allowance calculation at BIA. 

3. Interior did not adequately monitor certain reimbursable agreements, because Interior did not 
approve 5 of the 45 reimbursable agreements that we tested, did not include administrative costs in 
bills for reimbursable agreements, and did not consistently record advances and receivables at the 
agreement level, resulting in an understatement of $15 million in deferred revenue. 
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4. Interior did not have adequate controls to ensure that delinquent receivables for BIA and the 
Minerals Management Service (MMS) were identified for referral to Treasury for collection or 
offset in a timely manner. 

5. Interior did not formally document procedures for certain mineral lease revenue transactions at the 
Bureau of Land Management (BLM), consistently prepare the accounting documentation for the 
mineral lease revenue transactions, effectively review and approve mineral lease documentation, or 
consistently transfer mineral lease revenues and the accounting documentation between its 
components in a timely manner. 

As a result of our comments, Interior performed a detailed analysis of revenue transactions and adjusted 
the fiscal year 2005 financial statements accordingly. 

Recommendations 

We recommend that Interior implement the following recommendations to improve controls over revenue: 

1. Analyze and resolve aged and credit accounts receivable balances. 

2. Reconcile the subsidiary ledger and the general ledger on a monthly basis, including investigating 
and resolving any differences identified. 

3. Review unbilled receivables and deferred revenue accounts on a regular basis, to ensure that 
revenue transactions are properly recorded, receivables are billed in a timely manner, and bills are 
not issued more than once. 

4. Require a second individual to review the allowance calculation and reimbursable agreements, and 
to document his/her approval. 

5. Develop and implement a methodology to identity, record, and bill for the administration costs 
related to reimbursable agreements. 

6. Record advance and receivable transactions at the agreement level. 

7. Identity and resolve customer agreements with both an accounts receivable and advance balance. 

8. Implement controls to ensure timely referral of delinquent debt to the U.S. Department of the 
Treasury. 

9. Develop and implement formal documented procedures to account for mineral lease revenue at 
BLM. 

10. Require supervisors to review and approve the accounting documentation for the related mineral 
lease revenue transactions, to ensure that the documentation is consistently prepared and approved. 

11. Transfer mineral lease revenues and the accounting documentation between components at the 
time the transactions occur. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 
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J. Controls over Grants 

In accordance with Single Audit Act Amendments of 1996 as well as Public Laws 93-638 and 100-297, 
Interior should monitor grantees to ensure grantees expend awards in accordance with the grant 
requirements and Federal regulations. Interior improved its monitoring processes during the year; however, 
Interior had not fully developed controls to monitor the grantees to detect and prevent misuse of federal 
awards. Specifically, we noted that Interior did not consistently perform the following: 

1. Grant Database 

Maintain a grant database that includes information such as the grantee name, grant number, date 
granted, award amount, funds expended, date audit reports are received, period covered by the 
audit reports, findings in the audit reports, and management decisions on findings. 

- 2. Progress Reports 

Ensure that grantees submit grant progress reports, such as form SF-269, Report for Status of 
Funds, form SF-270, Request for Advance of Reimbursement, and/or form SF-272, Report of 
Federal Cash Transactions. Interior did not receive the required or equivalent forms for 15 of the 
32 transactions that we tested at the National Park Service. 

3. Audit Reports 

Ensure that grantees complete single audits and submit reports within nine months of the grantees' 
year end. Interior had not received 395 single audit reports within the required time period. Interior 
indicated that it had provided extensions to seven of these grantees; however, Interior did not 
formally document extensions provided to five of those seven grantees. 

4. Findings 

Issue management decisions on audit findings within six months after receipt of audit reports and 
ensure that the grantees take appropriate and timely corrective action, because Interior identified 
59 instances where Interior had not issued responses within the required timeline. 

Recommendations 

We recommend the Interior perform the following, to improve the monitoring efforts of grantees as 
follows: 

1. Grant Database 

Maintain a grant database that enables Interior to monitor the status of the grants and document 
monitoring procedures completed. This database should include the grantee name, grant number, 
date granted, award amount, funds expended, date audit reports are received, period covered by the 
audit reports, findings in the audit reports, and management decisions on findings. 

2. Progress Reports 

Require grantees to submit forms SF-269, SF-270, and SF-272 when funds are paid in advance. In 
addition, Interior should require SF-269 to be submitted periodically and at the end ofthe project. 

18 



3. Audit Reports 

Establish a monitoring and follow-up process to verify receipt of single audit reports within nine 
months of the grantees' year end. Interior should utilize the Federal Clearinghouse website on an 
ongoing basis to determine when an audit report has been submitted. If reports are not received, 
Interior should require grantees to submit formal requests for audit extensions, evaluate the 
requests, and formally document approval of the requests. In addition, Interior should consider the 
need to limit future grant awards until extensions are provided or audit reports are received. 

4. Findings 

Issue management decisions on audit findings within six months after receipt of single audit 
reports and verify that grantees take appropriate and timely corrective action. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

K. Segregation of Responsibilities over Purchases and Entries 

The principles of segregation of duties stipulate that no one individual should have complete control over 
transaction processing functions, which include the initiation, approval, and execution of a transaction. 
Allowing a single individual to perform all phases of a transaction increases the likelihood that errors or 
irregularities may occur and not be detected. Interior did not properly segregate BLM purchasing 
responsibilities, as certain individuals had the ability to create and approve a purchase requisition, create 
and approve a purchase order, and approve invoices for payment Additionally, for 10 of the 150 Bureau of 
Reclamation journal entries that we tested, Interior did not have a second individual review and approve 
the entry or complete the review in a timely manner. Finally, Interior did not have evidence of supervisory 
review and resolution for differences on two monthly reconciliations between the general ledger and 
reports from Treasury. 

Recommendation 

We recommend that Interior perform the following: 

1. Segregate the responsibilities for creating and approving a purchase requisition, creating and 
approving a purchase order, and approving invoices for payment, to ensure transactions are 
properly recorded and assets are safeguarded. 

2. Require a second individual to compare journal entries to supporting documentation and document 
his/her approval on the journal entry. 

3. Document review and resolution of reconciliation differences. 

4. Require a second individual to review and approve reconciliations. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

L. Controls over Charge Cards 

Interior issues purchase, fleet, and travel charge cards to its employees to streamline acquisition and 
payment procedures and to reduce the administrative burden associated with traditional and emergency 
purchasing of travel items, supplies, and services. In conjunction with the issuance of these cards, Interior 
published the Integrated Charge Card Program Guide. This guide sets forth restrictions on the use of the 
cards as well as certain internal control procedures such as timely and complete reconciliation of billing 
s~atements by the cardholders and approving officials. 

However, Interior did not consistently follow these internal control procedures, as we identified 90 
exceptions in the 255 statements that we tested at certain components. For example, cardholders and 
supervisors did not always sign and date the charge card statements or consistently sign and date the charge 
card statements in a timely manner. In addition, card holders did not consistently maintain charge card 
receipts to support the charges. Interior also did not consistently investigate and resolve transactions on the 
unusual charge card transaction reports. Furthermore, Interior had not terminated cards for 99 former 
employees at one component. 

Recommendations 

We recommend that Interior perform the following: 

1. Continue to provide training to personnel on charge card procedures. 

2. Require approving officials to be more diligent in monitoring and enforcing compliance with 
Interior's charge card policies. 

3. Allocate sufficient resources to oversee compliance with DOl charge card policies and procedures, 
including investigating and resolving transactions on the unusual charge card transaction reports. 

4. Terminate charge cards at the time an employee separates from Interior. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

M. Controls over Obligations 

Obligations should be promptly recorded, properly classified, and accounted for, in order to prepare timely 
and reliable reports. Interior incorrectly documented the sum of the current order amount and the estimated 
future potential order amounts rather than the actual order amount on certain purchase orders. Interior 
recorded obligations based on these incorrect purchases orders, resulting in an overstatement of obligations 
and an understatement of unobligated balances. Interior performed an analysis and adjusted its financial 
statements by $85 million. 
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Recommendations 

We recommend that Interior improve internal controls to ensure that obligations are properly recorded in 
the financial report, as follows: 

1. Provide additional guidance and training to personnel on the process of preparing purchase orders 
and entering purchase orders into the accounting system. 

2. Require contract supervisors to review purchase orders to ensure that they are properly prepared 
and properly entered into the accounting system and document his/her approval on the purchase 
order. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

N. Controls over the U.S. Park Police Pension Plan 

Interior is required to determine and record a liability for the actuarial present value of the future benefits 
of the U.S. Park Police Pension Plan (USPP Pension Plan). Interior obtained the census data to calculate 
the liability from the District of Columbia, the plan administrator. Interior recalculated a sample of annuity 
payments based on the supporting documentation available in the pension files maintained by the District 
of Columbia and identified several differences between the census data file and the supporting 
documentation maintained in the pension files. 

As part of our testing of the USPP Pension Plan liability, we also recalculated a sample of the annuity 
payments and identified differences between the census data file and the supporting documentation. These 
differences included both underpayments and overpayments that netted to approximately I% of the total 
annuity payments that we tested. In addition, we compared the census data file to the supporting 
documentation for 219 participants and identified 69 differences in gender, age, and other factors. Interior, 
in consultation with its actuaries, evaluated the differences identified and concluded that the USPP Pension 
Plan liability was fairly stated as of September 30, 2005. However, all census data differences need to be 
resolved so as not to affect future actuarial projections and to ensure pension payments for retirees are not 
adversely affected. 

Recommendation 

We recommend that Interior work with the District of Columbia to investigate and resolve differences 
between the census data and the supporting documentation to ensure that pension liabilities are properly 
presented in Interior's financial statements. 

Management Response 
Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 
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A summary of the status of prior year reportable conditions is included as Exhibit I. We also noted certain 
additional matters that we reported to the management of Interior in a separate letter dated 
November 15, 2005. 

INTERNAL CONTROL OVER REQUIRED SUPPLEMENTARY INFORMATION, INCLUDING 
PERFORMANCE MEASURES, AND REQUIRED SUPPLEMENTARY STEWARDSHIP 
INFORMATION 

0. Performance Measure Reporting 

With respect to the design of internal controls relating to existence and completeness assertions over 
performance measures determined by management to be key and reported in Interior's Fiscal Year 2005 
Annual Report on Performance and Accountability, we noted certain significant deficiencies in internal 
control over reported performance measures discussed in the following paragraph that, in our judgment, 
could adversely affect Interior's ability to collect, process, record, summarize, and report performance 
measures in accordance with management's criteria. 

Interior did not properly design controls to collect, process, record, summarize, and report performance 
measures related to the BIA and the BLM programs. Specifically, we noted that Interior did not 
consistently provide adequate evidence to support the performance measure results and revised the 
performance results as a result of our observations for the BIA programs. In addition, Interior had reported 
prior year results as current year results for many of the BLM programs. In addition, BIA management did 
not review and approve the reported performance measures results. 

Recommendation 

We recommend that Interior perform the following related to the BIA and the BLM programs: 

1. Design and implement controls to collect, process, record, summarize, and report performance 
measures. 

2. Document performance results and maintain this documentation. 

3. Implement procedures to estimate performance results when actual results are not available. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

P. Deferred Maintenance Estimates 

We noted certain significant deficiencies in internal control over Required Supplementary Information 
discussed in the following paragraphs that, in our judgment, could adversely affect Interior's ability to 
collect, process, record, and summarize Required Supplementary Information related to deferred 
maintenance. 

Interior has not fully implemented the required accounting standards to estimate the deferred maintenance 
for its general, heritage, and stewardship assets, using either the condition assessment survey or life cycle 
costing method. Interior has adopted the condition assessment survey method, which requires Interior to 
perform periodic inspections of assets at least every five years, to determine their current condition and 
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estimate the cost to correct any deficiencies. However, Interior has not fully established controls over the 
condition assessments performed to determine deferred maintenance for all assets as follows: 

1. General Property, Plant, and Equipment and Heritage Assets 

As reported in the Required Supplementary Stewardship Information (RSSI) section of Interior's 
Fiscal Year 2005 Annual Report on Performance and Accountability, Interior had not completed 
condition assessments for all property and equipment, such as archeological sites, historic sites, 
historic and prehistoric structures, landmarks, paleontological sites, national register of historic 
places, museum collections, and world heritage properties. As a result, Interior had not estimated 
the related deferred maintenance for these assets. Interior also had not assigned responsibility or 
fully implemented information systems to account for and report condition assessments and the 
related deferred maintenance at certain components. Interior also disclosed deferred maintenance 
ranging from $5 million to $10 million for concession assets that non-federal entities are 
responsible for maintaining. Furthermore, Interior did not consistently update the condition 
assessments and related deferred maintenance estimates for certain irrigation systems and power 
projects and had not performed condition assessments and estimated related deferred maintenance 
during the past five years, for 4 of the 45 assets that we tested at one component. 

2. Stewardship Land 

Interior is required to disclose deferred maintenance information for all categories of property, 
plant, and equipment, including stewardship land and related improvements in accordance with the 
accounting standards. Interior incurred costs to improve and maintain stewardship land and related 
improvements. In addition, Interior identified known instances of land in need of intervention and 
requested future outlays in various budget requests and reports. However, Interior did not estimate 
or disclose deferred maintenance of stewardship land and the related improvements. In addition, 
Interior did not have documented evidence that it completed condition assessments for all 
stewardship land and related improvements and, therefore, had not demonstrated that there was not 
any related deferred maintenance for all stewardship land and related improvements. 

As a result, the Required Supplementary Stewardship Information disclosure on the condition of major 
classes of assets and the Required Supplementary Information disclosure on deferred maintenance 
amounts are not complete or current. 

Recommendations 

We recommend that Interior implement the following: 

1. General Property, Plant, and Equipment and Heritage Assets 

a. Perform condition assessments of all general, property, plant, and equipment; and heritage 
assets and estimate the related deferred maintenance. 

b. Require supervisors to review and approve condition assessments and deferred 
maintenance estimates to ensure they are performed consistently and in accordance with 
Interior's policies. 

c. Assign responsibilities and implement systems to account for and report condition 
assessments and deferred maintenance at all components. 
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d. Remove from the deferred maintenance disclosures, the estimates on concession assets that 
non-federal entities are responsible for maintaining. 

e. Update the condition assessment and deferred maintenance estimates at least every five 
years. 

2. Stewardship Land 

a. Implement procedures to conduct condition assessments and estimate deferred 
maintenance related to stewardship land. 

b. Disclose deferred maintenance estimates for stewardship land. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that the stewardship land 
managed by Interior does not have deferred maintenance as defined by the accounting standards. 

Auditors' Response to Management's Response 

As of September 30, 2005, Interior did not have documented evidence that it had completed condition 
assessments for all stewardship land and therefore, Interior was unable to demonstrate that there was no 
deferred maintenance for all of its stewardship land. Furthermore, Interior has reported known instances of 
land that is in need of intervention and has requested future outlays to correct these conditions in various 
budget requests and reports. Therefore, we recommend that Interior complete the condition assessments of 
all its stewardship land and disclose the related deferred maintenance as required by the accounting 
standards. 

Q. Stewardship Reporting 

We noted certain significant deficiencies in internal control over RSSI discussed in the following 
paragraphs that, in our judgment, could adversely affect Interior's ability to collect, process, record, and 
summarize RSSI. 

Interior did not consistently follow its established procedures and controls over recording RSSI. 
Specifically, we noted the following: 

1. Stewardship Property, Plant, and Equipment- Physical Units 

Interior did not consistently record stewardship property, plant, and equipment (stewardship 
asset) transactions accurately or in a timely manner. Interior incorrectly recorded certain 
transactions and recorded several adjustments in the current year that should have been recorded 
in prior years, including 96 of the 166 stewardship transactions that we tested at certain 
components. In addition, Interior reported in the RSSI section of Interior's Fiscal Year 2005 
Annual Report on Performance and Accountability that Interior identified adjustments in the 
current year that should have been recorded in the prior year. Interior also did not consistently 
have a second individual review and approve the stewardship asset transactions in accordance 
with Interior policies, as Interior did not have evidence of approval for 38 of the 91 stewardship 
transactions that we tested at certain components. In addition, Interior was not able to provide us 
adequate supporting documentation for II of 76 stewardship transactions that we tested at 
certain components and did not properly remove concession assets. Furthermore, one Interior 
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component adjusted the number of museum collections as a result of our request for supporting 
documentation. 

2. Stewardship Property, Plant, and Equipment- Conmtion Assessments 

As reported in the RSSI section of Interior's Fiscal Year 2005 Annual Report on Performance 
and Accountability, Interior had not completed condition assessments for all stewardship and 
heritage assets, including archeological sites, historic sites, historic and prehistoric structures, 
landmarks, stewardship land, paleontological sites, national register of historic places, museum 
collections, and world heritage properties. In addition, Interior components did not consistently 
follow Interior's five-year periodic assessment policy, as we noted that 4 of the 45 condition 
assessments that we tested were over five years old at one component and another component 
had not updated the condition assessments for certain irrigation systems and power projects in 
the past five years. In addition, Interior did not have documented evidence that it completed 
condition assessments for all stewardship land and related improvements. Interior also did not 
consistently consider the use of the land in determining the condition of the land. Furthermore, 
Interior did not disclose the condition of museum collections in accordance with the accounting 
standards, as Interior disclosed the condition of the facility housing the collection rather than the 
condition of the underlying museum collection. 

3. Stewardship Investments 

Interior reported obligations rather than expenses incurred for natural resource research and 
development investments, because Interior did not track actual expenses related to such 
investments. 

As a result, the RSSI disclosures for stewardship assets and investments are not complete, current, or 
consistently supported. 

Recommendations 

We recommend that Interior strengthen internal controls over recording Required Supplementary 
Stewardship Information to: 

1. Stewardship Property, Plant, and Equipment- Physical Units 

a. Record and report stewardship property, plant, and equipment transactions at the time the 
event occurs. 

b. Require supervisors to review and approve stewardship transactions to ensure that they are 
properly recorded and disclosed. 

c. Maintain source documentation for stewardship transactions. 

d. Identify and remove concession assets. 

e. Perform periodic inventories of stewardship assets. 

2. Stewardship Property, Plant, and Equipment- Condition Assessments 

a. Perform and report condition assessments for all stewardship property, plant, and 
equipment on a periodic basis. 

b. Document condition assessments and maintain the source documentation. 
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c. Require supervisors to review and approve condition assessments to ensure they are 
performed consistently and in accordance with policies. 

d. Consider the use of the land in determining the condition of the land. 

e. Assess and disclose the condition of the museum collections rather than the facility 
housing the collection. Although the condition of the facility may be an important criterion 
in determining the condition of the museum collection, we recommend that Interior 
consider other factors, such as whether or not Interior intends to improve the collection, in 
defining the acceptable condition for museum collections. 

3. Stewardship Investments 

Accumulate and report actual expenses incurred for investments in research and development. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that they believe 
condition assessments are not required for stewardship land. 

Auditors' Response to Management's Response 

We believe that Interior is required to report condition assessments for stewardship land in accordance with 
the accounting standards. For example, paragraph 83 of Statement of Federal Financial Accounting 
Standard (SFF AS) No. 8, Supplementary Stewardship Reporting, indicates "Minimum reporting shall 
include the following ... the condition of the stewardship land, unless it is already reported in a note to the 
financial statement, in which case a reference to the note will suffice." In addition, paragraph 41 of SFF AS 
No. 29, Heritage Assets and Stewardship Land indicates "Entities should report the condition of the 
stewardship land (which may be reported with the deferred maintenance information) as required 
supplementary information." As a result, we recommend that Interior perform condition assessments for 
all stewardship land and related improvements and disclose those condition assessments. 

COMPLIANCE AND OTHER MATTERS 

Our tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements, as 
described in the Responsibilities section of this report, exclusive of those referred to in the FFMIA, 
disclosed three instances of noncompliance or other matters that are required to be reported under 
Government Auditing Standards and OMB Bulletin No. 01-02, and are described below. 

R. Single Audit Act Amendments of 1996 

As discussed in the Internal Control over Financial Reporting section of this report, Interior needs to 
continue improving its processes and controls over monitoring of grantees in accordance with the Single 
Audit Act Amendments of 1996, and the related OMB Circular A-133, Audits of States, Local Governments, 
and Non-profit Organizations. Interior needs to develop and maintain a database to monitor grant 
proposals and awards. Interior also needs to ensure that grantees submit progress reports, complete single 
audits, and submit single audit reports in a timely manner. If grantees do not submit single audit reports, 
Interior should require grantees to submit formal requests for audit report extensions, evaluate the requests, 
and formally document approval of the requests or consider the need to limit future grant awards. In 
addition, Interior needs to issue management decisions on findings in a timely manner. 
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Recommendation 

We recommend that in fiscal year 2006, Interior improve its grantee monitoring process to ensure 
compliance with the reporting requirements of the Single Audit Act Amendments of 1996 and the related 
OMB Circular A-133. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that they believe Interior 
has implemented policies and procedures to comply with Single Audit Act Amendments of 1996 and the 
related OMB Circular A-133. 

Auditors' Response to Management's Response 

Interior did not effectively ensure that grantees submitted progress reports, completed single audits, and 
submitted single audit reports in a timely manner for Interior programs that administer over $2 billion in 
annual grant expenditures. For example, as discussed in the Internal Control over Financial Reporting 
section of the report, we noted that Interior did not have Single Audit Reports for 395 different grants and 
did not issue corrective action plans for 59 findings. In addition, we noted that one component did not 
obtain progress reports for 15 of a sample of 32 grants that we selected for testing. As a result, Interior did 
not comply with the requirements of Single Audit Act Amendments of 1996 and the related OMB Circular 
A-133. 

S. Debt Collection Improvement Act of 1996 

In accordance with the Debt Collection Improvement Act of 1996, Interior is required to refer eligible 
receivables that are delinquent to Treasury for collection or offset. Eligible receivables include those that 
are not the subject of litigation, related to foreclosure proceedings, or from organizations in bankruptcy. 
Interior did not have adequate controls to ensure that they identified MMS and BIA receivables for referral 
to Treasury in a timely manner. Interior had over $79 million of MMS receivables that were over 180 days 
past due as of September 30, 2005. In addition, Interior reported that it had not referred certain BIA 
receivables to Treasury and did not consistently charge the proper interest rate. 

Recommendation 

We recommend that in fiscal year 2006, Interior establish a process to ensure that eligible receivables are 
referred to Treasury in a timely manner. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management disagreed with our findings because Interior has an appeals process and receivables 
that are the subject of an appeals process are not eligible for referral and because Interior improved its 
process such that Interior does not believe that there is non-compliance at the Department level. 
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Auditors' Response to Management's Response 

We acknowledge that Interior is in the process of improving its debt referral processes; however, we noted 
the following conditions: 

I. MMS receivables represent Interior's largest receivables with the public. Interior did not 
perform timely follow up procedures over the MMS receivables as MMS had receivables over 
180 days delinquent that may be eligible for referral. We tested a sample of 32 MMS 
receivables and found no evidence that 9 of those receivables had been referred to Treasury or 
documentation to support that the receivables did not need to be referred to Treasury, within 180 
days (i.e., the receivables were not the subject of an appeal). 

2. Interior indicated that it did not refer certain BIA receivables in a timely manner and did not 
charge the correct interest rate for BIA receivables. 

As a result, Interior did not comply with the requirements of the Debt Collection Improvement Act of 1996. 

T. OMB Circular No. A-25, User Charges 

OMB Circular No. A-25, User Charges, establishes policies for Federal entities related to user charges 
associated with the sale or use of Federal resources within the Federal Government. Specifically, it requires 
Federal agencies to ensure that charges to other Federal agencies are sufficient to recover the full cost of 
providing the service, resource, or goods. Interior did not recover the full costs they incurred at BIA 
because Interior did not charge other Federal agencies for the administration costs associated with the 
reimbursable agreements. Interior had over 2,000 reimbursable agreements at BIA totaling approximately 
$310 million in fiscal year 2005. Interior has estimated that the administration costs associated with these 
reimbursable agreements may be as high as 25% of direct costs or $103 million. 

Recommendation 

We recommend that in fiscal year 2006, Interior: 

1. Implement policies and procedures to ensure compliance with the requirements of OMB Circular 
No. A-25, User Charges. 

2. Develop and implement a methodology to identify and track the administration costs. 

3. Charge other Federal entities for the administration costs. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

The results of our tests of compliance with certain provisions of other laws and regulations, exclusive of 
those referred to in FFMIA, disclosed no instances of noncompliance or other matters that are required to 
be reported under Government Auditing Standards or OMB Bulletin No. 01-02. 
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The results of our tests of FFMIA disclosed instances, described below, where Interior's financial 
management systems did not substantially comply with the Federal accounting standards and the United 
States Government Standard General Ledger at the transaction level. The results of our tests of FFMIA 
disclosed no instances in which Interior's financial management systems did not substantially comply with 
the Federal financial management systems requirements. 

U. Federal Financial Management Improvement Act of 1996 

I. Federal Accounting Standards 

Interior is required to prepare its financial statements in accordance with Federal accounting 
standards. As discussed in the Internal Control over Financial Reporting section of this report, we 
identified two material weaknesses that affected Interior's ability to prepare its financial 
statements and related disclosures in accordance with Federal accounting standards. 

Also as discussed in the Internal Control over Required Supplementary Information, including 
Performance Measures, and Required Supplementary Stewardship Information section of this 
report, Interior needs to improve controls over reporting deferred maintenance, performance 
measures, stewardship assets, and stewardship investment disclosures to comply with Federal 
accounting standards. The Required Supplementary Information disclosures for deferred 
maintenance are not complete or current because Interior had not estimated deferred maintenance 
for all assets and did not consistently update deferred maintenance estimates. Additionally, 
performance measure results may not be accurate as Interior did not properly design controls to 
collect, process, record, summarize, and report performance measure information. Furthermore, 
Interior did not disclose the costs incurred to generate intragovernmental revenues by budget 
functional classification, as required. Interior also did not fully reconcile intragovernmental 
transactions and balances with its trading partners. Finally, the Required Supplementary 
Stewardship Information disclosures for stewardship assets and investments are not current, 
complete, or consistently supported because Interior did not consistently follow its established 
procedures and controls to accumulate and report the disclosure information and did not disclose 
all required information. As a result, Interior did not substantially comply with the Federal 
accounting standard requirements. 

2. United States Government Standard General Ledger at the Transaction Level 

In accordance with OMB Circular A-127, Financial Management Systems, Interior is required to 
record financial events consistent with the applicable account descriptions and attributes reflected 
in the SGL at the transaction level. Interior records certain BIA receivables as a total in its 
subsidiary ledgers rather than recording the individual transactions. As a result, Interior did not 
substantially comply with the SOL requirements. 

Recommendations 

We recommend that Interior finance offices perform the following during fiscal year 2006: 

1. Federal Accounting Standards 

Improve procedures and internal controls to ensure that the financial statements and related 
disclosures are prepared in accordance with the Federal accounting standards. 
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2. United States Government Standard General Ledger at the Transaction Level 

Revise the process for recording BIA receivables to ensure that Interior records activity 
consistent with the SGL at the transaction level. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

RESPONSIBILITIES 

Management's Responsibilities. The Government Management Reform Act of 1994 (GMRA), 
Accountability of Tax Dollars Act of 2002, and Government Corporation Control Act require agencies to 
report annually to Congress on their financial status and any other information needed to fairly present 
their financial position and results of operations. To meet these reporting requirements, Interior prepares 
and submits financial statements in accordance with Part A ofOMB Circular A-136. 

Management is responsible for the financial statements, including: 

• Preparing the financial statements in conformity with accounting principles generally accepted in the 
United States of America; 

• Preparing the Management's Discussion and Analysis (including the performance measures), Required 
Supplementary Information, and Required Supplementary Stewardship Information; 

• Establishing and maintaining internal controls over financial reporting; and 

• Complying with laws, regulations, contracts, and grant agreements, including FFMIA. 

In fulfilling this responsibility, management is required to make estimates and judgments to assess the 
expected benefits and related costs of internal control policies. Because of inherent limitations in internal 
control, misstatements due to error or fraud may nevertheless occur and not be detected. 

Auditors' Responsibilities. Our responsibility is to express an opinion on the fiscal year 2005 and 2004 
financial statements of Interior based on our audits. We conducted our audits in accordance with auditing 
standards generally accepted in the United States of America, the standards applicable to financial audits 
contained in Government Auditing Standards, and OMB Bulletin No. 01-02. Those standards and OMB 
Bulletin No. 01-02 require that we plan and perform the audits to obtain reasonable assurance about 
whether the financial statements are free of material misstatement. An audit includes consideration of 
internal control over financial reporting as a basis for designing audit procedures that are appropriate in the 
circumstances, but not for the purpose of expressing an opinion on the effectiveness of Interior's internal 
control over financial reporting. Accordingly, we express no such opinion. 

An audit also includes: 

• Examining, on a test basis, evidence supporting the amounts and disclosures in the financial 
statements; 

• Assessing the accounting principles used and significant estimates made by management; and 

• Evaluating the overall financial statement presentation. 
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We believe that our audits provide a reasonable basis for our opinion. 

In planning and performing our fiscal year 2005 audit, we considered Interior's internal control over 
financial reporting by obtaining an understanding of Interior's internal controls, determining whether 
internal controls had been placed in operation, assessing control risk, and performing tests of controls in 
order to determine our auditing procedures for the purpose of expressing our opinion on the financial 
statements. We limited our internal control testing to those controls necessary to achieve the objectives 
described in Government Auditing Standards and OMB Bulletin No. 01-02. We did not test all internal 
controls relevant to operating objectives as broadly defined by the Federal Managers' Financial Integrity 
Act of 1982. The objective of our audit was not to provide assurance on Interior's internal control over 
financial reporting. Consequently, we do not provide an opinion thereon. 

As required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, we considered Interior's internal 
c_pntrol over the Required Supplementary Stewardship Information by obtaining an understanding of 
Interior's internal controls, determining whether these internal controls had been placed in operation, 
assessing control risk, and performing tests of controls. Our procedures were not designed to provide 
assurance on internal control over the Required Supplementary Stewardship Information and, accordingly, 
we do not provide an opinion thereon. 

As further required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, with respect to internal 
controls related to performance measures determined by management to be key and reported in the 
Management's Discussion and Analysis and Performance Data and Analysis sections, we obtained an 
understanding of the design of significant internal controls relating to the existence and completeness 
assertions. Our procedures were not designed to provide assurance on internal control over reported 
performance measures and, accordingly, we do not provide an opinion thereon. 

As part of obtaining reasonable assurance about whether Interior's fiscal year 2005 financial statements are 
free of material misstatement, we performed tests of Interior's compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct and material 
effect on the determination of financial statement amounts, and certain provisions of other laws and 
regulations specified in OMB Bulletin No. 01-02, including certain provisions referred to in FFMIA. We 
limited our tests of compliance to the provisions described in the preceding sentence, and we did not test 
compliance with all laws, regulations, contracts, and grant agreements applicable to Interior. However, 
providing an opinion on compliance with laws, regulations, contracts, and grant agreements was not an 
objective of our audit and, accordingly, we do not express such an opinion. 

Under OMB Bulletin No. 01-02 and FFMIA, we are required to report whether Interior's financial 
management systems substantially comply with (1) Federal financial management systems requirements, 
(2) applicable Federal accounting standards, and (3) the United States Government Standard General 
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA 
Section 803(a) requirements. 
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DISTRIBUTION 

This report is intended solely for the information and use of Interior's management, the U.S. Department of 
the Interior Office of Inspector General, OMB, the Government Accountability Office, and the U.S. 
Congress and is not intended to be and should not be used by anyone other than these specified parties. 

November 15, 2005 
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Exhibit I 

U.S. DEPARTMENT OF THE INTERIOR 

Summary of the Status of Prior Year Findings 

September 30, 2005 

Condition 

Controls over property, plant, and equipment 

Process for year-end closing 

Reconciliation of intragovemmental transactions 
and balances 

Controls over Indian Trust funds 

Application and general controls over financial 
management systems 

Controls over accruals 

Controls over legal and environmental 
contingencies 

Financial management at the Bureau of Indian 
Affairs 

Controls over revenue and other financial 
sources 

Controls over grants 

Controls over payments in lieu of taxes 

Controls over budgetary transactions 

Controls over charge cards 

Controls over benefit programs 
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Status 

This has been partially corrected and is 
repeated at finding E. 

This has been corrected. 

This has been partially corrected and is 
repeated at finding C. 

This has not been corrected and is 
repeated at finding B. 

This has not been corrected and is 
repeated at finding D. 

This has not been corrected and is 
repeated at finding F. 

This has been partially corrected and is 
repeated at finding G. 

This has not been corrected and is 
repeated at finding H. 

This has not been corrected and is 
repeated at finding I. 

This has not been corrected and is 
repeated at finding J. 

This has been corrected. 

This has been corrected. 

This has not been corrected and is 
repeated at finding L. 

This has not been corrected and is 
repeated at finding N. 

(Continued) 



U.S. DEPARTMENT OF THE INTERIOR 

Summary ofthe Status of Prior Year Findings 

September 30, 2005 

Ref Condition Status 

0 Deferred maintenance reporting This has not been 
repeated at finding P. 

P Stewardship reporting This has not been 
repeated at finding Q. 

Q - Single Audit Act Amendments of 1996 This has not been 
repeated at finding R. 

R Debt Collection Improvement Act of 1996 This has not been 
repeated at finding S. 

Exhibit I 

corrected and is 

corrected and is 

corrected and is 

corrected and is 

S Prompt Payment Act This has been corrected. 

T Federal Financial Management Improvement 
Act (FFMIA) of 1996 
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repeated at finding U. 

corrected and is 



Memorandum 

To: 

From: 

Subject: 

United States Department of the Interior 
OFFICE OF THE SECRETARY 

Earl E. Devaney 
Inspector General 

KPMG LLP 

WashingtoH, D<~ 20240 

NOV f 5 2005 

2001 M. Street, N.W. 
Washington, D.C. 20036 

P.LynnScarlett / ~ 5~ 
Assistant Secretary - Policy, Management and Budget 

Management Response to Draft Independent Auditors' Report for Fiscal Year 
2005 (Assignment No. X-IN-MOA-0011-2005) 

The Department has reviewed the draft report and provides its responses to the findings and 
recommendations. The Department appreciates the recognition noted in several findings and 
recommendations of the substantial improvement and progress achieved during fiscal2005, 
and we are pleased that the result of the audit is an unqualified opinion on the Department 
Consolidated Financial Statements. 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

Reportable Conditions that are considered to be Material Weaknesses 

A. New accounting policies and procedures 

Management concurs. Interior will improve its policies and procedures related 
to recording selected assets and liabilities in accordance with OMB guidance. 

B. Controls over the Indian Trust Funds 

Management partially concurs. Management concurs that the recommendations 
will improve our internal processes, and we will continue to develop and 
implement additional procedures and internal controls to address the issues 
noted in the audit. A variety of actions are underway within Interior to improve 
internal controls for non-Federal Indian Trust Funds, including providing an 
accounting for non-Federal accounts. Interior contends that, based upon the 
reconciliations conducted by independent accounting firms, Interior is in a 



position to draw conclusions with a high degree of confidence that the 
differences between supporting records and recorded transactions are few in 
number, small in size, and not widespread or systematic. 

Other Reportable Conditions 

C. Reconciliation of intra-governmental transactions and balances 

Management concurs. Interior has implemented procedures to more timely 
reconcile and address trading partner differences. In addition Interior continues 
to actively work on improving trading partner coding of transactions. 

D. Application and general controls over financial management systems 

Management partially concurs. While management agrees that continued 
improvement is beneficial and continues to implement many of the 
recommendations, management does not concur that the finding rises to the 
level of a reportable condition. Interior has made substantial progress in 
improving controls over its systems in fiscal 2005 and believes there are no 
apparent systemic weaknesses at the Departmental level. Interior will continue 
its.efforts to improve and enhance application and general controls in fiscal2006 
to address the issues noted in the audit report. 

E. Controls over property, plant and equipment 

Management concurs. During fiscal2005, Interior continued to improve internal 
controls over property, plant, and equipment to ensure transactions are properly 
classified and recorded. A significant accomplishment included completing the 
land and land rights inventory reconciliation. Interior also released web-based 
training modules on new property policies and continued to aggressively 
monitor bureau compliance with the new policy guidance. 

F. Controls over accruals 

Management concurs. During fiscal2005, Interior analyzed and revised a 
number of accrual calculations processes. Interior will continue to review and 
improve its controls over accruals. 

G. Controls over environmental contingencies 

Management concurs. In FY 2005, Interior established a departmental 
workgroup to standardize processes and documentation. In FY 2006, guidance 
and procedures will be revised to ensure that environmental information is 
effectively identified, maintained, and reported. 



H. Financial Management at the Bureau of Indian Mfairs 

Management concurs. During fiscal2005 Interior established a performance 
improvement plan to ensure that appropriate financial and program staffing and 
other resources were directed at financial management and reporting functions 
and continued to improve processes and procedures to promote better financial 
analysis, transaction entries and reconciliations were performed. In FY 2006, 
Interior will continue to improve financial management at the BIA. 

I. Controls over revenue 

Management concurs. Although Interior performed a detailed analysis of 
revenue transactions and adjusted the fiscal year 2005 financial statements 
accordingly, actions are planned to improve internal controls over the revenue 
process to ensure that the transactions are promptly and properly recorded for 
timely and reliable financial reporting. Interior is committed to improving its 
controls over revenue. 

J. Controls over grants 

Management concurs. Interior will continue to work with its financial assistance 
programs to improve grantee monitoring processes subject to the requirements 
of the Single Audit Act Amendments of1996. 

K. Segregation of responsibilities over purchases and entries 

Management concurs. Interior will improve policies and procedures for better 
segregation of conflicting duties and to enhance review and approval 
responsibilities. 

L. Controls over charge cards 

Management concurs. Interior continues to believe it has a well-managed charge 
card program, although compliance issues are identified in several bureaus and 
offices. Interior continued to monitor supervisory reviews and approvat train 
and otherwise educate cardholders and supervisors on charge card 
responsibilities, and monitor the use of charge cards. In addition, through 
quarterly reviews of the personnel/ payroll system, Interior continued to identify 
newly appointed supervisors who will have approving official responsibility. 

M. Controls over obligations 

Management concurs. Interior will implement new procedures for review and 
approval of purchase orders and revise guidance for the preparation and 
processing of transactions. 



N. Controls over the U.S. Park Police Pension Plan 

Management concurs. Interior will take action to investigate and resolve 
differences between the census data and the supporting documentation to 
ensure that the pension program is properly presented in the financial report. 

INTERNAL CONTROL OVER RSI AND RSSI 

0. Performance Measure Reporting 

Management concurs. Interior will take action to improve internal control over 
reported performance measures including strengthening Interior's capability to 
collect, process, record, summarize, .and report performance measurements in 
accordance with management's criteria. 

- P. Deferred maintenance estimates 

Management partially concurs. Interior concurs that improvements can be made 
to processes related to management of appropriate cyclical reviews for those 
assets subject to deferred maintenance reporting, i.e., general property, plant and 
equipment, and constructed stewardship assets. However, Interior's consistent 
position has been that stewardship land managed by the Department does not have 
deferred maintenance as defined by SFFAS No.6. 

Q. Stewardship reporting 

Management partially concurs. Interior concurs that processes can be improved 
related to stewardship reporting. However, Interior does not concur that condition 
assessments are required for stewardship land. While Interior believes that it is 
following standard practices, we will strive to improve our management of 
museum collections and other stewardship and heritage assets. 

COMPLIANCE AND OTHER MATTERS 

R. Single Audit Act Amendments of 19% 

Management partially concurs. While Interior concurs that some bureaus must 
continue to take steps to obtain required reports from grantees previously issued 
grants, the Department and its bureaus have policies and processes in place that 
comply with the Single Audit Act and OMB Circular A-133. We do not agree 
that this issue rises to a Departmental level non-compliance issue. 

S. Debt Collection Improvement Act of 1996 

Management does not concur. Interior has an appeals process defined by law 
that impacts when payments become due for collection, and subsequently 
eligible for debt referral purposes. The appeals process may vary from bureau to 



bureau as to the specifics of its process. As Treasury guidance stipulates, 
amounts that are the subject of an administrative appeal do not become eligible 
for referral until the appeal is concluded and the amount of the debt is fixed. In 
FY 2005, Interior continued to improve its process to ensure eligible receivables 
were referred to the U.S. Department of the Treasury in a timely manner. 
Interior does not believe there is a noncompliance at the Departmental level. 

T. OMB Circular No. A-25, User Charges 

Management concurs. Interior will implement policies and procedures that 
comply with OMB Circular No. A-25; develop and implement a methodology to 
track administration costs; and, charge other Federal entities for the 
administration costs. 

U. Federal Financial Management Improvement Act (FFMIA) of 1996 

Management concurs. Interior will continue its improve its controls over the 
FFMIA components related to Federal accounting standards and the U.S. 
Standard General Ledger at the transaction level. This will include improved 
monthly financial statement reporting, monitoring or performance metrics, and 
periodic reviews of financial performance with senior Department and bureau 
management. 

We appreciate the value of the audit process and look forward to working with you to continue 
our marked improvement of financial management in the Department of the Interior. 
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Memorandum 

To: 

From: 

Subject: 

tJnited States _Department of the Interior 
Of.PICE 01~ INSPECTOR GENERAL 

W.tshi.ngmn, DC 20240 

January 31, 2006 

Fran Mainella 
Director, National Park Service 

Anne L. Richards {_~ //?ekJl. 
Assistant Inspector General for Audits 

Management Letter Concerning Issues Identified During the Audit of the 
National Park Service's Financial Statements for Fiscal Years 2005 and 2004 
(Report No. X-IN-NPS-0008-2006) 

Attached is the subject management letter (Attachment 1) prepared by KPMG LLP. It 
contains seven findings, which are in addition to those contained in KPMG's audit report on 
the financial statements ofthe National Park Service (NPS). The management letter contains 
29 recommendations that, if implemented, should resolve the seven findings. 

In its December 22,2005 response (Attachment 2) to the draft management letter, NPS 
agreed with all the findings. NPS also addressed each recommendation, stating that it had 
implemented 7, was in the process of implementing 20, and disagreed with 2 of the 
recommendations (see Attachment 3, "Status of Management Letter Recommendations). 

We will refer the 20 unimplemented recommendations to the Assistant Secretary for 
Policy, Management and Budget for tracking of implementation. The two recommendations 
with which NPS disagreed will be referred to the Assistant Secretary for resolution. 

The Department of the Interior contracted with KPMG, an independent certified public 
accounting firm, to audit NPS's financial statements for fiscal years 2005 and 2004. The 
results of the audit are contained in KPMG's audit report dated November 15, 2005 (Report 
No. X-IN-NPS-0009-2005). In conjunction with its audit, KPMG noted certain internal 
control and other operational matters that should be brought to management's attention. 
Those are the issues that are presented in this management letter. 

The legislation, as amended, creating the Office of Inspector General requires 
semiannual reporting to the Congress on all audit reports issued, actions taken to implement 
audit recommendations, and recommendations that have not been implemented. Therefore, 
this report will be included in our next semiannual report. 



We appreciate the cooperation and assistance ofNPS personnel during the audit. If 
you have any questions, please contact me at 202-208-5512. 

Attachments (3) 

cc: Assistant Secretary, Fish and Wildlife and Parks 
Chief Financial Officer, National Park Service 
Director, Office of Financial Management 
Audit Liaison Officer, Office of Financial Management 
Audit Liaison Officer, Fish and Wildlife and Parks 
Audit Liaison Officer, National Park Service 
Focus Leader for Financial Reporting, Office of Financial Management 
Focus Leader for Management Control and Audit Follow-up, 

Office of Financial Management 



November 15, 2005 

KPMG LLP 
2001 M Street, NW 
Washington, DC 20036 

Management Letter 

Director, National Park Service and Inspector General 
U. S. Department of the Interior: 

ATTACHMENT 1 

We have audited the consolidated balance sheets of the National Park Service (NPS) as of September 30, 
2005 and 2004, and the related consolidated statements of net cost, changes in net position, financing, and 
the related combined statements of budgetary resources for the years then ended (hereinafter referred to as 
the "financial statements"), and have issued our report thereon dated November 15, 2005. In planning and 
performing our audit of the above financial statements of NPS, we considered internal control in order to 
determine our auditing procedures for the purpose of expressing our opinion on the financial statements. 
An audit does not include examining the effectiveness of internal control and does not provide assurance 
on internal control. We have not considered internal control since the date of our report. 

Our audit of NPS's financial statements as of and for the year ended September 30, 2005 disclosed the 
following reportable conditions, significant deficiencies, and compliance matters that are described in our 
auditors' report dated November 15, 2005. 

Reportable Conditions: 

A. Security and General Controls Over Financial Management Systems 
B. Financial Reporting Controls 
C. Controls Over the U.S. Park Police Pension Plan 

Significant Deficiencies: 

D. Deferred Maintenance Estimates 
E. Stewardship Reporting 

Compliance Matters: 

F. Single Audit Act Amendments of 1996 
G. Federal Financial Management Improvement Act of 1996 

During our fiscal year 2005 audit we noted certain other matters involving internal control and other 
operational matters that are presented for your consideration. These comments and recommendations, all of 
which have been discussed with the appropriate members of management, are intended to improve internal 
control or result in other operating efficiencies, and are summarized as follows: 

1. System Vulnerabilities 

NPS did not properly configure certain user accounts and passwords and did not install a messenger 
patch to help prevent and detect unauthorized changes to information, control access to information, 
and protect its non-financial information resources. 

KPMG LLP, a U.S. limited liability partnershtp. IS the U.S 
member ftrm of KPMG International, a Swiss cooperatNe 



Recommendations 

We recommend that NPS perform the following: 

a. Properly configure user accounts and change passwords. 

b. Monitor the issuance of system patches and apply the system patches when they are issued. 

Management Response 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management has agreed with our findings and its comments were responsive to our 
reconunendations. 

2. RecondUation Controls 

NPS needs to improve reconciliation controls to ensure that transactions are promptly and properly 
reconciled for timely and reliable financial reports, as follows: 

Credit Card Receipt Reconciliation 

NPS has established policies that require individual parks to reconcile credit card receipts from the cash 
register reports to the PCCN report provided by the Accounting Operations Center {AOC); however, 
NPS does not ensure that the individual parks perform these reconciliations. At the time of our site 
visits, Shenandoah National Park did not reconcile their receipts to the PCCN report between 
October 1, 2004 and May 31, 2005 and Glacier National Park did not reconcile their credit card 
receipts to the PCCN report between October 31, 2004 and November 14, 2004, several days during 
the months of December 2004 through March 2005, and the last reconciliation was performed on 
Aprill, 2005 as of the date of our site visit on June 10,2005. 

Suspense Account Reconciliation 

NPS's policies required the AOC to reconcile the suspense account balance each month; however, the 
policies did not designate a deadline for investigating and resolving suspense transactions. NPS did not 
investigate and resolve in a timely manner 36 of the 40 suspense transactions that we tested, as we 
noted most items tested were over a year old. 

In addition, NPS's policy is to record funds received for performance bonds/tenant deposits in the 
suspense account until performance is completed and record tribal fees in the suspense account until 
payment is due; however, NPS should record the bonds, deposits, and tribal fees as deferred revenue, 
deposit liability, and accounts payable, respectively. We noted that 3 of the 40 suspense account 
transactions that we tested related to bonds/deposits or tribal fees and should have been recorded in 
other liability accounts in accordance with Treasury guidance and the accounting standards. 

Purchase Card Statement Reconciliation 

NPS needs to improve controls over the review and approval of purchase card statements to ensure that 
they are properly reconciled and authorized on a timely basis. Specifically, we determined that 2 out of 
the 45 purchase card statements tested were not properly reconciled and approved in a timely manner. 
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Recommentlation 

We recommend that NPS perfonn the following: 

Credit Card Receipt Reconciliations 

a. Implement procedures to ensure that parks properly perform the PCCN reconciliations timely. 
Procedures should jndude perfonning regular internal audits by parks management and/or review 
and approval of reconciliations by AOC. 

Suspense Account Reconciliations 

b. Implement and enforce policies that require the AOC to investigate and resolve items in the 
suspense account within a certain time period, such as 60 - 90 days during the year, and at year-end 
detenni.ne the appropriate accounting for the remaining suspense balance. 

c. Record funds received related to performance bonds, tenant deposits, and tribal fees as deferred 
revenues, deposit liabilities, and accounts payable, respectively. 

Purchase Card Statement Reconciliation 

d. Continue to communicate the purchase card reconciliation and approval procedures to park, 
regional, and other personnel. 

e. Train parks, regional, and other personnel on properly reconciling, reviewing, and approving 
purchase card statements. 

Management Response 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management has agreed with our findings and its comments were responsive to our 
recommendations. However, management indicated that it is the parks responsibility to ensure that the 
credit card receipt reconciliations are complete and that it is not feasible for AOC to oversee these 
reconciliations. 

Auditor's Response to Management's Response 

We believe that AOC needs to perform additional procedures to ensure that the parks follow the 
guidance provided by AOC. AOC has issued guidance in the past; however. the guidance alone has not 
ensured that the parks follow the guidance. Therefore, we reconunend that AOC implement procedures 
to ensure that the parks properly perform the PCCN reconciliations timely. Procedures should include 
performing regular internal audits by parks management and/or review and approval of reconciliations 
byAOC. 

3. Revenue Controls 

NPS's revenue controls did not ensure that NPS consistently accounted for and classified revenue 
transactions as follows: 

Reimbursable Agreements and Unfilled Customer Orders Without Advance 

NPS needs to improve controls over reimbursable agreements to ensure that the agreements and related 
Unfilled Customer Orders without Advance balances (UCO balances) are properly recorded in the 
accounting system The reimbursable agreement amounts in the accounting system did not match the 
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balances on tbe reimbursable agreements for 6 of the 55 agreements tested. In addition. 5 of the 42 
UCO balances tested were misstated because the reimbursable agreement amount in the accounting 
system did not match the amount on the reimbursable agreement or because the expenses in the 
accounting system did not match the supporting documentation. 

Overspent Projects 

NPS did not record certain revenue transactions accurately. For reimbursable agreements processed 
through the Project Cost Allocation System (PCAS), NPS incurred expenses in excess of the 
reimbursable agreement amounts and therefore, incorrectly recorded unbilled receivables and revenue 
of approximately $2.2 million, according to the September 30, 2005 "Overspent Project Report." In 
addition, NPS incorrectly recorded approximately $2.3 million of revenue in excess of expenses related 
to non-PCAS reimbursable projects. 

Year-End Activity 

NPS did not consistently accrue for certain revenue earned during the last week of the fiscal year as we 
determined that 6 of the 24 subsequent cash receipts recorded during the first month of fiscal year 
2006, represented revenue earned and received during the last week of fiScal year 2005. 

Recommendation 

We recomiilend that NPS perform the following: 

Reimbursable Agreements and Unfilled Customer Orders Without Advance 

a. Require technicians who enter reimbursable agreements into the accounting system to perform a 
self review to verify that the agreement is properly entered. 

b. Require supervisors to compare the reimbursable agreement to the accounting system to verify that 
the reimbursable agreement is properly entered and document review and approval on the 
reimbursable agreement. 

Overspent Projects 

c. Require supervisors to review the "Overspent Project Report" and monitor reimbursable 
agreements to identify projects for wbich total expenses have reached the maximum agreement 
amount. 

d. For reimbursable agreements total expenses approaching the maximum agreement amount, require 
supervisors to work with the customer to obtain a contract modification to increase the project 
amount prior to incurring additional costs. 

Year-End Activity 

e. Establish procedures to estimate and accrue for the cash receipts collected during the last week of 
the fiscal year. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management has agreed with our findings and its comments were responsive to our 
recommendations. 

4. Financial Disclosure Controls 

NPS needs to improve controls over the note disclosures to ensure that the disclosures are properly 
prepared for reliable financial reports, as follows: 

a. Accounts Ret:eivable Note Disclosure 

NPS did not separately age its billed Federal accounts receivable balances and its billed public 
accounts receivable balances f[}r inclusion in its notes to the consolidated financial statements. NPS 
detennined the age of its total billed accounts receivable (including Federal and public), and 
calculated each aging category as a percentage of the balance of its total billed accounts receivable. 
NPS applied those percentages to the separate balances of its billed Federal accounts receivable and 
billed public accounts receivable. 

b. Fund Balance with Treasury (FBWf) Note Disclosure 

NPS did not consistently update the Fund Balance with Treasury note disclosure amounts for 
certain year-end adjustment. Specifically, the "Unobligated - Available" and .. Obligated Not Yet 
Disbursed" amounts in the NPS's Fund Balance with Treasury note disclosure were misclassified 
by $9.7 million. 

c. Liability Analysis Note Disclosure 

NPS misclassified amounts between current and non current liabilities that it disclosed in the 
liability note disclosure. Specifically, NPS reported U.S. Park Police Pension Plan, storm damage, 
and capital lease liabilities as ••Non-Current" liabilities; however, the portion of those liabilities that 
will be paid within the next year should be classified as "Current" liabilities. 

d. Property Note Disclosure 

NPS reversed the journal entry between buildings and other structures related to hurricane damage 
asset impairment amounts. Therefore the buildings and other structures and related accumulated 
depreciation balances in the general property, plant and equipment footnote disclosure is 
misclassified. Specifically, buildings and other structures was miscJassified by $9.7 million and the 
related accumulated depreciation by $7.2 million. 

Recommetulations 

We recommend that NPS petfonn the fo11owing to ensure that note disclosures are accurately 
presented: 

a. Accounts Receivable Note Disclosure 

Implement procedures to separately age its billed Federal and public accounts receivable balances 
based on the actual dates of the individual transactions. 
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b. Fund Balance with Treasury (FBWf) Note Disclosure 

Implement procedures and controls to ensure that the note disclosures are updated to capture all 
year end adjustments. 

c. Liability Analysis Note Disclosure 

With the assistance of the U.S. Department of the Interior, Office of Financial Management. 
develop and implement a method to disclose the current and non-current portion of the U.S. Park 
Police Pension Plan, storm damage, and capital lease liabilities. 

d. Property Note Disclosure 

Enforce the requirement for supervisors to review and approve manual journal entries and also 
verify the accuracy of the recorded disclosure amounts. 

Management Response 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management has agreed with our findings and its comments were responsive to our 
recommendations. except for our recommendation related to the accounts receivable note disclosure. 
Management indicated that due to system limitations that preclude the ability to age by vendor type, 
they are unable to separately age public versus governmental receivables. 

Auditor's Response to Management's Response 

NPS has the information available to separately age its billed Federal and public accounts receivable 
balances because NPS uses this information to develop the existing disclosures, to monitor collection 
of receivables, and to refer receivables over 180 days past due from the public to the U.S. Department 
of the Treasury in accordance with legislation. Therefore, we recommend that NPS implement 
procedmes to separately age its billed Federal and public accounts receivable balances based on the 
actual dates of the individual transactions. 

5. Accounts Payable Aec:rual Controls 

NPS's accounts payable accrual methodology was not fully described to enable a reader to understand 
the necessary calculations in order to arrive at the accrual amount. In addition, NPS did not consistently 
determine and record the accounts payable accrual. Specifically, we noted the following: (l) NPS 
recorded approximately $27.6 million as public accounts payable that should have been recorded as 
intragovemmental accounts payable; (2) NPS did not properly record payables related to intra
departmental transactions; (3) NPS understated the intragovernmental accounts payable accrual by 
approximately $1.6 million; and (4) NPS incorrectly included an advance payment for services in the 
information used to estimate the accrual that overstated the accrual by $1.5 million. 

Recommendation 

We recommend that NPS perform the following: 

a. Document the accounts payable accrual methodology policies and procedures in sufficient detail to 
enable an individual not familiar with the process to perform the procedures. NPS should have 
someone that is not familiar with the accrual methodology review the documented policy and 
perform the documented steps to verify that they are clear and can be executed without further 
clarification. 
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b. Require supervisors to compare the accounts payable accrual from the accounting system to the 
supporting calculations and documentation to ensure that the amounts are recorded in the proper 
general ledger accounts and document review and approval on the accounts payable journal 
voucher. 

c. Revise the accounts payable accrual methodology to consider intra-departmental activity. 

d. Perform an analysis by comparing prior year estimates to actual intragovernmental results and 
adjust the accrual methodology based on those results. 

e. Record advances for services as a prepaid asset and amortize the costs over the term of the service 
or revise the accounts payable accrual methodology to eliminate advance payments from the 
information used to estimate the accrual. 

Management Response 

Management has prepared an official response presented as a separate attachment to this Jetter. In 
summary, management has agreed with our findings and recommendations, except for our finding that 
the accrual methodology was not fully described to enable a reader to understand the necessary 
calculations in order to arrive at the accrual amount. Management indicated that the individual 
performing the accrual process should have knowledge of the accounting system and technical report 
writing skills. and therefore should not need the additional policies and procedures that we 
recommended. Management also indicated that procedures are in place to ensure the accounts payable 
accrual agrees from the accounting system to supporting documentation and to review and approve all 
journal voucher transactions. 

Auditor's Rt!spon~e to Management's Response 

NPS should be as detailed as possible in documenting the accounts payable accrual methodology 
policies and procedures because the accrual methodology is not a simple routine process and because 
we identified findings that may have been avoided if the policies and procedures had been more 
detailed. Therefore, we recommend that NPS document the accounts payable accrual methodology 
policies and procedures in sufficient detail to enable an individual not familiar with the process to 
perform the procedures. NPS should have someone that is not familiar with the accrual methodology 
review the documented policy and perform the documented steps to verify that they are clear and can 
be executed without further clarification. 

We identified differences between the accounting system and supporting documentation. as discussed 
above, indicating that NPS did not effectively compare the accounts payable accrual from the 
accounting system to the supporting calculations and document review and approval on the accounts 
payable journal voucher. Therefore, we reconunend that NPS require supervisors to compare the 
accounts payable accrual from the accounting system to the supporting calculations and documentation 
to ensure that the amounts are recorded in the proper general ledger accomtts and document review and 
approval on the accounts payable journal voucher. 
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6. Budget ControJs 

NPS's controls did not ensure that NPS consistently accounted for and classified budgetary transactions 
as follows: 

Report on Budget Execution and Budgetary Transaction (SF-133) 

NPS did not submit accurate budgetary information to Treasury through the FACTS II reporting system 
for 2 of the 7 appropriations tested for the quarter ending June 30, 2005. Specifically, we noted that the 
SF-133 for appropriation 14X1042 included $1 million on "Line IE- Budget Authority, Other" that 
should have been reported on Line 3 -Spending Authority from Offsetting Collections and the SF-133 
for appropriation 14051036 included a credit balance of $23.6 million on "Line lOC -Unobligated 
Balance Not Available, Other" that should not have been included. 

In addition, NPS did not consistently certify its quarterly SF-133s as NPS did not certify its 3rd quarter 
SF-133 for appropriation 14051036- Operation of the National Park System. As of June 30, 2005, this 
appropriation included approximately $1.7 billion of total budgetary resources. 

Recoveries of Prior Year Obligations 

The accounting system {i.e. Federal Financial System) incorrectly records recoveries of prior year 
obligations for reclassifications of obligations between program accounts, receipts, and other 
transactions, resulting in an overstatement of total budgetary resources and obligations incurred. NPS 
implemented policies and procedures to investigate and correct invalid recoveries resulting from the 
system configuration. However, we detennined that for 12 of the 55 recoveries we tested were not valid 
recoveries and 4 of the 55 recoveries tested should have been recovered in prior years. 

Recommendations 

We recommend that NPS perform the following: 

Report on Budget Execution and Budgetary Transaction9 (SF-133) Preparation 

a. Require supervisors to compare budgetary transactions from the accounting system and the SF-133 
Report on Budget Execution and Budgetary Resources to supporting documentation and document 
review and approval on the supporting documentation. 

b. Require supervisors to review and certify the quarterly SF-133s Report on Budget Execution and 
Budgetary Resources within the FACTS II reporting deadline. 

Recoveries of Prior Year Obligations 

c. Perform an analysis of budgetary recoveries on a monthly basis or more frequently, to identify 
invalid recoveries and adjust the recoveries balance to reflect the proper amount. 

d. Enforce the policy that third party drafts and similar transactions should not be obligated prior to 
payment. 

e. Review obligations outstanding at year-end to ensure that they are still val;d and should not be 
recovered. 
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Management Resporue 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management has agreed with our findings and its comments were responsive to our 
reconunendations. 

7. Benefits Controls 

We identified the following findings related to accounting for benefit elections: 

Federal Employees' Health Benefits (FEHB) 

NPS needs to improve its docwnentation of the review and approval of benefit elections as we noted 
that 8 of the 161 employees that we tested did not have a FEHB form authorized by both the employee 
and the Human Resources officiaL We noted that 3 of the 8 forms were only signed by the employee 
and 5 of the 8 fonns were not signed by the employee or the Human Resources official. 

Federal Employees' Group Life Insurance ( FEGLI) 

NPS did not ensure that the FEGLI deductions applied in the payroll system were consistent with the 
deductions elected on the FEGLI fonn (i.e., SF-2817) as we identified 1 exception for the 161 
employees tested. Specifically, the employee elected Option Band Con the FEGLI form; however, the 
employee only received and paid for basic coverage. 

Recommendtltion 

We recommend that NPS perform the following: 

Federal Employees' Health Benefits (FEHB) 

a. Require the human resource officials to review and approve tbe benefit election fonns and 
document approvals on the form. 

b. For cases where the employee did not return the benefits election fonn, require the human resource 
officials to prepare a memo that documents that the employee did not complete the benefits 
election form or indicate such directly on the form and require the HR. official to approve the 
memo/form. (Note: This recommendation was performed by certain human resource offices in 
fiscal year 2005.) 

Federal Employees' Group Life Insurance (FEGU) 

c. Consistently compare the benefit elections from the benefit form to the information input in payroll 
system to ensure that complete and accurate benefit information is entered into the payroll system 
in a timely manner. 

Management response 

Management has prepared an official response presented as a separate attachment to this letter. In 
summary, management ·bas agreed with our findings and its comments were responsive to our 
recommendations. 
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A summary of the status of prior year management letter findings is included as Exhibit I. 

Our audit procedures are designed primarily to enable us to form an opinion on the financial statements, 
and therefore may not bring to light all weaknesses in policies or procedures that may ex.ist. We aim. 
however, to use our knowledge of NPS gained during our work to make comments and recommendations 
that we hope will be useful to you. 

We would be pleased to discuss these conunents and recommendations with you at any time. 

This report is intended solely for the information and use of NPS's management, Interior's Office of 
Inspector General, the U.S. Government Accountability Office, Office of Management and Budget and the 
U.S. Congress, and is not intended to be and should not be used by anyone other than these specified 
parties. 

Very truly yours, 

IO 



Ref 

1 

2 

3 
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5 

6 

7 

8 

9 

10 

Exhibit I 

NATIONAL PARK SERVICE 

Summary of the Status of Prior Year Findings 

September 30, 2005 

Findings 

Reconciliation Controls 

Property, Plant, and Equipment 

Cost of Acquiring and Improving 
Stewardship Land 

Transfers 

Revenue 

Segregation of Duties 

Payroll System 

Benefits 

Accruals 

Possessory Interest and Leasehold 
Surrender Interests 

Status 

The condition has been partially corrected. The 
conditions that were not corrected are repeated 
at comment 2. 

The condition has been partially corrected. The 
conditions that were not corrected are included 
in the auditors' report as reportable condition B. 

This condition has not been corrected and is 
included in the auditors' report as reportable 
condition B. 

This condition has been corrected. 

This condition has been partially corrected. The 
conditions that were not corrected are repeated 
at comment 3. 

This condition has been corrected. 

This condition has been corrected. 

This condition has not been corrected and is 
repeated at comment 7. 

This condition has been corrected. However, 
we identified additional comments at comment 
5. 

This condition has been corrected. However, we 
identified additional conditions that were 
included in the auditors' report as reportable 
condition B. 
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ATTACHMENT 2 

United States Department of the Interior 

F4(0010) 

DEC 2 2 2005 
AIUle L. Richards 

NATIONAL PARK SERVICE 
1849 C Stl1eet, N.W. 

Washington, D.C. 20240 

Assistant Inspector General for Audits 
U.S. Department of the Interior 
Office of the Inspector General 
1849 C Street, NW, MS 5341 
Washington, D.C. 20240 

Mr. JeffNorris 
C/OKPMGLLP 
2001 M St., NW 
Washington, D.C. 20236 

Draft Management Issues 

This is in response to the recommendations contained in the Draft Management Issues Report 
Identified During the Audit of the National Park Service's Fiscal Year 2005 and 2004 Financial 
Statements (Assignment No. X-IN-NPS-0008-2006). 

1. Systems Vulnerabilities. Recommendations. NPS needs to properly configure certain user 
accounts and change passwords. In addition. NPS needs to monitor the issuance of 
system patches and apply the system patches when they are issued. 

Response: We concur. Corrective actions have been implemented. 

The responsible official for implementing the recommendations will be the NPS Chief 
Information Office. · 

2. B&QQnciliation Controls. Recommendation. NPS needs to improve reconciliation CQntrols 
for the fo11owing areas to ensure that transactions are promptly and properly reconciled 
for timely and reliable fmancial reports. 



a. Credit Card Receipt Reconciliation. Recommendation - Implement procedutes to 
ensure that parks perform the PCCN reconciliations timely. Procedures shoUld 
include performing regular internal audits by park management and/or review and 
approval of reconciliations by AOC. 

Response- We concur. An Internal Control review questionnaire, which inCludes 
questions on credit card reconciliation, has been developed by the Accounting 
Operations Center~ and will be issued to the parks/offices during FY 2006. 
Parks/Offices should periodically complete questionnaires and present fmdings to 
park management for their review to ensure reconciliations are being completed. 
It is the parks responsibility to ensure these reconciliations are complete, and is not 
feasible for the AOC to oversee these reconciliations. · 

b. Suspense Account Reconciliation. Recommendation. Establish and implement 
policies that require Accounting Operations Center to investigate and resolve 
items in the suspense account within a certain time period. such as 30 days. : 

Response -We concur. The Accowtting Services Team will resolve unidentified 
items and take corrective action within 60 days. However. for those transactions 
that will remain in the suspense account longer, based on the purpose of the: 
transaction, such as performance bonds) tenant deposits and tribal fees, NPS:has 
segregated these items by Program Work Element. NPS will detennine whether 
there is further need to post these items as recommended by this report. 

c. Purchase Card Statement lleconciliation. Recommendation. Needs to improve 
controls over the review and approval of purchase card statements to ensure that 
they are properly reconciled and authorized on a timely basis. 

Rt!ponse- We concur. NPS will be requiring mandatory refresher training for all 
cardholders during FY 2006. In addition, we will be issuing updated policies and 
procedures on cardholder responsibilities, and will begin developing procedures for 
a service-wide audit process. 

The responsible officials for implementing the recommendations will be the Accounting 
Services Team Leader and the Charge Card Coordinator. 

3. Revenue Controls.; Recommend&tions. NPS needs to improve revenue controls to ensure 
that NPS consistently accounts for and classifies revenue transactions as follows: 

a. Reimbursable Ajreements pd. Unfilled Customer Qn:lers without Advance. 
Recommenciations. Needs to improve controls over reimbursable agreements to 
ensure that the agreements and related Unfilled Customer Orders without Advance 
balances (UDO-balances) are properly recorded in the accoUIJ.ting system. 
Specifically, NPS should require technicians who enter reimbursable agreements 



'into the accounting system to perform a self-review to verify that the agree~ent is 
properly entered. In additiont require supervisors to compare the agreements to 
the accounting system to verify agreements are properly entered and document 
review and approval on the reim~able agreement. 

Response - We concur. Procedures have been established for technicians to 
prepare worksheets for agreements, which will be reviewed on a quarterly basis. 
Supervisors will periodically pull a random sample of reimbursable agreements to 
review and verify agreement data matches data processed in the accounting . 
system. 

b. Ovenment Projects. Recommendation. Needs to require supervisors to review the 
"Overspent Project Report" and monitor reimbursable agreements to identify 
projects for which total expenses have reached the maximum agreement amoWll 
In addition, for reimbursable agreements total expenses approaching the maximum 
agreement amoun.4 require supervisors to work with the customer to obtain a 
contract modification to increase the project ainount ptior to incurring additional 
costs. 

Response- We concur. The first finding was·an isolated incident and has been 
corrected. Procedures are in place for supervisors to review the appropriate 
reports, identify agreements that are approaching the maximum agreement 
amount, and take the necessary action to determine a need for modifying 
agreements. 

c. Yearend Actiyity. Recommenclation. Need to establish procedures to estimate and 
accrue for the cash receipts collected dW"ing the last week of the fiscal year.' 

Reaponse- We concur. Although NPS does not feel that certain revenue earned 
during the last week of the fiscal year are material to the fmancial statement$, we 
will do additional research to determine the best method for accruing such · 
revenue. 

The responsible official for implementing the recommendations will be the Accounting 
Services Team Leader. = 

4. Financial Disclosure Controls. Recommendation. NPS needs to improve controls over the 
note disclosures to ensW"e that the disclosures are properly prepared for reliable financial 
reports as follows: 

a. Accounts Receivable Note Disclosme. Recommendation. Implement procedures 
to separately age its billed Federal and Public accounts receivable balances based 
on the actual dates of the individual transactions. : 



Response- We do not concur. Due to FFSIFRRS system limitations, that 
precludes the ability to age by vendor types, NPS will not be able to separately 
age public/governmental receivables. Until the implementation ofFBMS, NPS 
will continue with current methodology for reporting aged receivables. 

b. Fund Balance with Treasury (fBWTl Note Disclosure. Recommendation. · 
Implement procedures and controls to ensure that the note disclosures are updated 
to capture all yearend adjustments. 

Response - We concur. This finding was a one~ time event, a result of a Hyperion 
AJE for which the footnote schedule was not updated. Procedures will be 
followed to ensure reported information agrees with the disclosure. 

c. Liability Analysis Note Disclosure, Recommendation. Implement a method to 
disclose the current and non-current portion of the U.S. Park Police Pension Plan, 
storm damage, and capital lease liabilities. · 

Response- We concur. The U. S. Park Police Pension, Capital Lease Liability 
will be broken out between its current and non~urrent portions for FY 2006. The 
pension disclosure will require a modification to the current General Ledger, 
Account Code roll-ups with PFM. The storm damage liability was 
administratively determined to be entirely non~current, as it often takes more than 
one operating cycle to get plans readied and construction begun. Any portion, 
which is administratively determined to be paid within the next operating cycle 
will be reclassified to current for next year's reporting. · 

d. Property Note Disclosure. Recommendation. Enforce the requirement for . 
supervisors to review and approve manual journal entries and also verify the 
accuracy of the recorded amounts. 

Response- We concur. Policies and procedures will be reviewed to ensure: 
manual journal entries are verified for accuracy and agi-ee with recorded amounts. 

The responsible official that will implement the recommendations will be the Financial 
and Accountina Support Team Leader. 

5. Accounts Payable Accrual Controls. Rewmmendation. NPS needs to; document the 
accounts payable methodology policies and procedures in sufficient detail to enable. an 
individual not familiar with the process to perfonn the procedures; require supervisors to 
compare the accounts payable accrual from the accounting system to the supporting 
calculations and documentation to ensure that the amounts are recorded ij the proper 
general ledger accounts and document the review and approval on the accounts payable 
journal voucher; revise· the accounts payable accrual methodology to consider intra~. 
departmental activity~ perform an analysis by comparing prior year estimated to actiaal 



intra~govenunental results and adjust the accrual methodology based on those results; and 
record advances for services as a prepaid asset and amortize the costs over the term :Of the 
service or revise the accounts payable methodology to eliminate advance payments from 
the infonnation used to estimate the accrual. 

Response- We concur with the recommendations, except for the contention that the 
accrual methodology policies and procedures can be written so that an individual not 
familiar with the accrual process could perform the procedmes. NPS feels that the 
individual performing this process should have good fimdamental knowledge of the 
accounting system and technical report writing skills. The current policies and 
procedures will be reviewed and appropriately modified to have more specific language 
outlining the processes and reports utilized for preparing the accounts payable accrual. In 
addition, procedures are in place to ensure the accounts payable accrual from the 
accounting system agrees with supporting documentation. Procedures already exist for 
review and approval of all journal voucher transactions. 

In regards to changing our methodology to consider intra-departmental activity, we will 
develop and implement policies and procedures to incorporate this activity into our 
accrual process, but note that this recommendation is contrary to our methodology used 
and accepted by the auditors last year. NPS will also implement procedures and 
document the analysis of prior year estimated accruals to actual intra-govenunental 
results and will adjust the accrual methodology as needed. Procedures will be dev~loped 
to eliminate advance payments from the data used to estimate the accrual. 

The responsible officials for implementing the recommendationS will be the Management 
Systems Team Leader and the Financial and AcooWlting Support Team Leader. · 

6. Budget Controls. Recommendation. NPS needs to ensure that budgetary transactions are 
consistently accounted for and properly classified. 

a. Rcoort on Budget Execution and Budgetary Transactions CSF-133). 
&:commendation. Require supervisors to compare budgetary transactions from 
the accounting system and the SF-133 Report on Budget Execution and Budgetary 
Resources to supporting documentation, and document the review and approval on 
the supporting documentation. In addition, supervisors should review and certify 
the quarterly SF-133's within the FACTSII reporting deadline. 

Response - We concur. Procedmes will be implemented to ensure supporting 
documentation reconciles with accounting system. Procedures are in place for the 
certification of quarterly SF -133' s. The finding was a one-time issue on one 
appropriation, due to communication with Treasury, and has been corrected. 

b. Recoveries ofPrior Year Oblip.tjQns. Recommendation. Perform an analysis of 
budgetary recoveries on a monthly basis or more frequently, to identify invalid 
recoveries and acljust the recoveries balance to reflect the proper amount. NPS 



should enforce the policy that third party drafts and similar transactions should not 
be obligated prior to payment, and review obligations outstanding at year~end to 
ensure that they are still valid and should not be recovered. 

Response- We concur. NPS has developed and implemented procedures and 
reports for analyzing and reviewing budgetary recoveries on a monthly bas~. 
Invalid recoveries will be identified and appropriate adjustments will be reflected 
in the recovery balance. Parks/Offices are aware that obligations should not be 
posted to the accounting system if payments are made by third party drafts. : 
Through our analysis~ these errors will be identified and the specific park/office 
will be notified to take corrective action. The Accounting Operations Center, in 
conjunction with the parks/offices, reviews and validates outstanding obligations 
annually. · 

The responsible officials for implementing these recommendations will be the Financial 
and Accounting Support Team Leader, the Management Systems Team Leader and the 
Fiscal Services Team Leader. 

7. Benefits Controls. Recommendation. Need to implement procedures that help ensure 
proper accoWiting for benefit elections. 

a. Federal Employees Health Benefits. Recommendation - Review the official 
personnel file to ensure all required approvals ofbenefit election fonns are 
completed, and where election forms are not received prepare a memo that 
documents the issue. · 

Response- We concur with the recommendation to improve the review and 
approval of benefit election fonns. Employees are encouraged to make benefit 
elections online at employeeexpress.gov. While the Office ofPersonnel 
Management (OPM) requires employeeexpress.gov to submit paper 
documentation for subsequent signature of the election to client agencies, 
frequently employeeexpress.gov fails to submit such documentation. OPM is 
working to correct this longstanding issue. · 

Whil~ the deficiencies within this process contribute to the failure to document 
benefit elections. the final responsibility for the deficiency lies with NPS. : 

NPS concurs with the recommendation to prepare a memo that documents the 
employee did not complete the benefits election form. Policies and procedures are 
in place, which outlines requirements for employee personnel files to be complete 
and actions needed to ensure all required forms are accurate and complete. We 
feel the missin~ form that was identified during the audit test was an isolated error. 

b. Federal Employees Group Life Insurance (FEGLD. Recommendation
Consistently compare information from FPPS to the benefit forms to ensure the 
proper benefits are entered into FPPS in a timely manner. 



Response - We concur with the recommendation to compare benefit elections 
information in the payroll system to the submitted FEGLI form. We note that 
employees are also responsible for reviewing individual leave and earning 
statements to ensure accuracy and that such review would also result in 
identification of any processing errors. 

The responsible official for implementing these recommendations is the Chief: Division 
of Labor and Employee Relations Policy. 

~ 
C. Bruce Sheaffer, Chief Financial Officer 



ATTACHMENT 3 

STATUS OF MANAGEMENT LETTER 
RECOMMENDATIONS 

Recommendation 

2.a, 2.b, 2.c, 2.d, 2.e, 3.a, 
3.b, 3.e, 4.b, 4.c, 4.d, 
5.c, 5.d, 5.e, 6.a, 6.d, 6.e, 
7.a, 7.b, and 7.c 

4.a and 5.a 

l.a, l.b, 3.c, 3.d, 5.b, 
6.b, and 6.c 

Status 

Resolved; not 
implemented 

Unresolved. 

Implemented 

Action Required 

Recommendation will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for tracking of implementation. 

Recommendation will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for resolution. 

No further action is required. 
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Management Letter Concerning Issues Identified During the Audit of the Bureau 
of Indian Affairs Financial Statements for Fiscal Years 2005 and 2004 (Report 
No. X-IN-BIA-0010-2006) 

Attached is the subject, KPMG LLP-prepared management letter (Attachment 1). It 
contains 13 findings, in addition to those contained in KPMG's audit report on the financial 
statements of the Bureau oflndian Affairs (BIA). The management letter contains 30 
recommendations that, if implemented, should resolve the 13 findings. 

In its February 14, 2006, response to the draft management letter (Attachment 2), BIA 
agreed with all the findings. BIA also addressed each recommendation, stating that it had 
implemented 6 recommendations and is in the process of implementing 24. We will refer the 
unimplemented recommendations to the Assistant Secretary for Policy, Management and Budget 
for tracking of implementation (see Attachment 3, "Status of Management Letter 
Recommendations''). 

The Department of the Interior contracted with KPMG, an independent certified public 
accounting firm, to audit BIA's fmancial statements for fiscal years 2005 and 2004. KPMG's 
Report No. X-IN-BIA-0006-2005, dated November 9, 2005, contains the results of the audit. In 
conjunction with its audit, KPMG noted certain internal control and other operational matters 
that should be brought to management's attention. This management letter presents those issues. 

The legislation, as amended, that created the Office of Inspector General requires 
semiannual reporting to the Congress on all audit reports issued, actions taken to implement 
audit recommendations, and recommendations that have not been implemented. Therefore, we 
will include this report in our next semiannual report. 

We appreciate the cooperation and assistance ofBIA personnel during the audit. If you 
have any questions, please contact me at 202-208-5512. 

Attachments (3) 



cc: Assistant Secretary, for Policy, Management and Budget 
Chief Financial Officer, Assistant Secretary for Indian Affairs 
Director, Office of Financial Management 
Director, Division of Financial Management, Assistant Secretary for Indian Affairs 
Director, Office of Audits and Evaluations, Assistant Secretary for Indian Affairs 
Audit Liaison Officer, Assistant Secretary for Indian Affairs 
Audit Liaison Officer, Bureau of Indian Affairs 
Focus Leader, Financial Reporting, Office of Financial Management 
Focus Leader, Management Control and Audit Follow-up, 

Office of Financial Management 



November 9, 2005 

KPMG LLP 
2001 M Street, NW 
Washington. DC 20036 

Management Letter 

Assistant Secretary for Indian Affairs and Inspector General 
U.S. Department of the Interior: 

Attachment 1 

We have audited the consolidated balance sheets of the Bureau of Indian Affairs (BIA) as of September 30, 
2005 and 2004, and the related consolidated statements of net cost, changes in net position, and financing, 
and the related combined statements of budgetary resources, for the years then ended (hereinafter referred 
to as the "financial statements"), and have issued our report thereon dated November 9, 2005. In planning 
and performing our audit of the above fmancial statements of BIA, we considered internal control in order 
to determine our auditing procedures for the purpose of expressing our opinion on the financial statements. 
An audit does not include examining the effectiveness of internal control and does not provide assurance 
on internal control. We have not considered internal control since the date of our report. 

Our audit of BIA's financial statements as of and for the year ended September 30, 2005 disclosed the 
following material weaknesses, reportable conditions, significant deficiencies, and compliance matters that 
are described in our auditors' report dated November 9, 2005: 

Material Weaknesses: 

A. Controls over Indian Trust Funds 
B. Controls over Property, Plant and Equipment 
C. Controls over Accounts Receivable and Deferred Revenue 

Reportable Conditions: 

D. Controls over Accounting for Intradepartmental Transactions 
E. Controls over Charge Cards 
F. Controls over Clearing of Suspense Balances 
G. Controls over Environmental Contingent Liabilities 
H. Controls over Financial Management 
I. Controls over Loans 

Significant Deficiencies: 

J. Controls over Required Supplementary Information - Deferred Maintenance Reporting 
K. Controls over Required Supplementary Stewardship Information 
L. Controls over Performance Measures 
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Compliance Matters: 

M. OMB Circular A-133, Audits of States, Local Governments, and Non-profit Organizations 
N. Debt Collection Improvement Act of 1996 
0. OMB Circular A-25, User Charges 
P. Federal Financial Management Improvement Act of 1996 (FFMIA) 

During our audit, we noted certain other matters involving internal control and other operational matters 
that are presented for your consideration. These comments and recommendations, all of which have been 
discussed with the appropriate members of management, are intended to improve internal control or result 
in other operating efficiencies. These comments and recommendations are summarized as follows: 

1. Service Continuity 

BIA adopted a contingency plan, Information Technology Systems Contingency Operation Plan, in May 
2004. The scope of the contingency plan includes the network infrastructure, client/server environment, 
and Unisys mainframe environment. However, the contingency plan lacks detailed recovery procedures to 
restore BIA's mission critical data processing operations in the event of a disaster. Although BIA has 
initiated preliminary disaster recovery testing for select critical systems, comprehensive disaster recovery 
testing bad not been conducted due to lack of detail disaster recovery procedures. 

Nevertheless, BIA continues to make progress in their efforts to minimize damage and potential 
interruptions of its systems and operations by developing a business continuity preparedness and 
prevention program. However, there are still issues that have not been addressed. For example BIA: 1) has 
developed a list of critical applications and included it in the contingency plan but a list of critical data has 
not been identified or documented; 2) has not identified or documented the resources necessary to support 
critical operations for disaster recovery purposes; 3) has not established or documented emergency 
processing priorities; 4) has not conducted formal training for the data center staff on data center 
emergency processing procedures; and 5) BIA did not store backup tapes for the Continental Billing 
System at an off-site location for a portion of the fiscal year. 

Recommendations 

We recommend that BlA management: 

a. Allocate sufficient resources toward the development of a comprehensive disaster recovery plan, to 
be incorporated into the contingency plan, for the recovery of BIA' s mission critical data processing 
operations in the event of a disaster. We recommend that such a plan provide detailed procedures for 
the recovery of all computer operations in the event of a disaster. This should include mainframes, 
microcomputers, workstations, networks and telecommunications, and hardware and facilities. 
Specific sections, which need to be developed, include: 

• Recovery timeline and major milestone requirements; 
• Alternate computer processing site resource requirements; 
• Detailed backup and data recovery procedures; 
• Detailed telecommunications recovery procedures; 
• Vendor agreements; 
• Off-site storage of forms, critical documents, and supplies; 
• Inventory of forms and magnetic media stored at an off-site location; and 
• Planned maintenance and testing procedures. 
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b. Once a comprehensive disaster recovery plan has been fully developed, we recommend that 
procedures be established for the periodic testing of the plan, documenting test results, and updating 
the plan to reflect necessary improvements; 

c. Develop and implement a policy for documenting a consolidated listing of critical data and systems 
for purposes of prioritizing emergency restoration; 

d. Identify and document all resources supporting critical operations for purposes of disaster recovery; 

e. Develop and conduct formal emergency procedures training for Herndon data center staff and other 
essential personnel who will assist in emergency processing and restoration. Training sessions 
should be updated and conducted at least annually on an on-going basis. 

f. Develop and implement procedures to ensure that backup tapes are stored offsite. The tapes should 
be rotated offsite periodically, e.g., weekly. The offsite storage facility should be geographically 
remote from the production facility, 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

2. Logical Access Controls 

BIA's process to monitor logical access to IT resources needs improvement. We reviewed a complete 
listing of RACF users with access to the mainframe regions where Federal Financial System (FFS) and 
Federal Payroll Processing System (FPPS) reside and noted users with two or more assigned user 
identifications as well as active user accounts that belonged to employees who have separated from BIA. 

Recommendations 

We recommend that BIA management: 

a. Perform periodic reviews of the access control listings of its various IT resources to ensure that 
active users have valid business needs for such access and that the access privileges are not 
excessive; 

b. Continue efforts to enforce password policies using the technical tools available; 

c. Integrating the user account removal process into the personnel exit procedures; and 

d. Continue efforts to enhance coordination and communication with NBC regarding user account 
management. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 
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3. FFS Payment Authorities 

FFS has been configured to limit the authority to override appropriation errors for the obligation of funds 
to certain individuals. During performance of our audit procedures, we noted one user with the ability to 
override appropriation errors in FFS that did not require such privileges based on their current job 
responsibilities. Upon noting this anomaly, we confirmed that no unauthorized overrides were made by the 
user. 

Recommendtltion 

We recommend that BIA management develop and implement procedures to periodically review the list of 
FFS users with override authorities. If user accounts with inappropriate override authorities are found, 
management should remove the inappropriate override authorities, and perform system queries of 
appropriation funding history to determine whether improper overrides were made using the user accounts 
in question and take necessary follow-up actions. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

4. FPPS System Access 

During our testwork over FPPS, BIA's primary payroll system, we found that 34 of the 2,950 users' Social 
Security Numbers (SSNs) in their profiles did not agree with the SSNs in the FPPS master employee 
database. One of the key FPPS configuration controls prevents a user from approving his/her own 
personnel actions. When a user attempts to approve a personnel action in FPPS, the system utilizes checks 
the social security number (SSN) field in the user profile against the SSN in the FPPS master database, of 
the employee whose personnel action is being processed. The system rejects the transaction if the SSNs are 
the same. 

Upon further investigation, we determined that 4 of the 34 users were not BIA employees, but were BIA 
contractors given limited access to produce reports. These users were properly not included in the 
employee master database. We obtained the security profile for each of the remaining 30 users, and noted 
that 11 of the users had approval authority within FPPS. We then obtained the history of personnel actions 
for the 11 users, noting that none bad approved their own personnel actions. 

Recommendations 

We recommend that BIA management: 

a. Remedy the FPPS vulnerability by implementing a programming change to automatically populate 
the SSN field in the user profile with the data in the master employee database, eliminating the need 
to manually enter the information for BIA employees; or alternatively, 

b. Develop, approve, and implement policies, procedures, and guidelines that mandate all FPPS user 
profiles for BIA employees be established with SSNs that match the SSNs in the master employee 
database; and 

c. Perform periodic (e.g. quarterly) reviews of the FPPS user listing to ensure that the SSNs in the user 
profiles agree with the SSNs in the FPPS master employee database. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

5. Lack of Management Review over Power Usage Exception Reports 

From October 2004 to May 2005, the San Carlos Irrigation Project (SCIP) used the Itron system to collect 
power usage data from their customers' meters monthly. This usage data is analyzed by the Itron system by 
route for possible incorrect usage data and an "exception report" is created. The Meter Foreman reviews 
the exception report and has the ability to alter the usage data in the Itron system. As such, SCIP has a 
policy requiring approval by the Customer Service Manager of changes to usage data made by the Meter 
Foreman. During the period May 2005 through September 2005, SCIP did not use the Itron system, but 
instead entered the usage data manually into the billing system (CBS). 

During our testwork, we requested exception reports related to a sample of 45 routes and noted the 
following: 

• Two out of 45 exception reports indicated adjustments to usage data that were not properly 
approved; 

• Fifteen out of 45 exception reports could not be provided since usage data was manually entered into 
CBS, bypassing the Itron system; 

• Seven out of 45 exception reports could not be provided related to the period when the Itron system 
was being utilized. BIA management indicated that there would be no exception reports available if 
there were no exceptions noted by the ltron system, however BIA management does not maintain a 
log of exceptions reports generated. Therefore, we could not determine whether or not a report 
should have been generated; and 

• Although we did not note them as exceptions, 19 out of 45 exception reports provided had no 
adjustments and therefore, consistent with SCIP policy, had no documented evidence of management 
review. Without documented evidence of management review, we were unable to verify that a 
review of the exception report had been performed. 

Recommendations 

We recommend that the BIA management: 

a. Ensure that its current policies and procedures related to the review and approval of exception 
reports with adjustments and approval of usage adjustments are properly implemented and operating 
effectively; 

b. Modify its policies and procedures to provide for the review of all exception reports, not only those 
with adjustments; 

c. Maintain a log of exception reports; and 

d. Modify its policies and procedures to require documented evidence of management review of all 
exception reports. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

6. Irrigation Services 

During our testwork over accounts receivable, we identified two instances where BIA provided irrigation 
services to customers with past due balances referred to the U.S. Department of Treasury (Treasury). 
Specifically, we noted that BIA wrote off $17,558 in September fiscal year 2005 due to Treasury's 
inability to collect from these two customers; and Treasury is currently attempting to collect $1,383 from 
one of the customers for their April fiscal year 2004 bill. 

Upon further inquiry with BIA management, we noted that customer amounts referred to Treasury are not 
always considered by BIA personnel when evaluating a customer's account status. Therefore, if a customer 
pays their current bills they will receive irrigation services even though they have past due amounts that 
were referred to Treasury. 

Recommendations 

We recommend that BIA management develop and implement policies and procedures to ensure that 
irrigation services are not provided to customers who have outstanding balances, including those referred 
to Treasury. Specifically, these policies and procedures should include reviews of Treasury monthly status 
reports to determine the current status of any referred account balances. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

7. Differences between SF-224 and FMS 6652 

In performing our testing procedures related to the SFw224 Statement of Transactions and FMS 6652 
Statement of Differences - Disbursements (FMS 6652), we noted that BIA did not resolve all amounts 
reflected on the FMS 6652 in a timely manner throughout the year. As of June 30, 2005, for disbursements, 
we noted the absolute value amount of unresolved differences was $37,280,806.56, of which $335,619.99 
was greater than 6 months. In addition, for deposits, we noted the absolute value amount of unresolved 
differences was $697,814.05, of which $152,337.06 was greater than 6 months. As of September 30, 2005, 
for disbursements, we noted an absolute value amount of unresolved differences of $36,546.17, of which 
$7,805.54 was greater than 6 months old. In addition, for deposits, we noted an absolute value amount of 
unresolved differences of $140,879.56, of which $90 was greater than 6 months old. 

Recommendation 

We reconunend that management continue to assign sufficiently trained personnel to perform and review 
the FMS 6652 and the SF-224 and to clear outstanding differences in a timely manner. 
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MaiUlgement Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

8. Untimely Resolution ofFMS 6654 differences 

In performing our testing procedures related to the FMS 6653: Undisbursed Appropriation Account 
Ledger!FMS 6654: Undisbursed Appropriation Account Trial Balance (FMS 6653/6654) reconciliation for 
June and September 2005, we noted that BIA did not resolve all reconciling differences in a timely 
manner. As of June 30, 2005 we noted a net difference of $(11,848,047) and an absolute value difference 
of $390,341,155. As of September 30, 2005, we noted a net difference of $4,315 and an absolute value 
difference of $972,548. While we were able to satisfy ourselves as to the Fund Balance with Treasury 
balance at year end, the differences reflect BIA's effort to correct past errors and inadequacies in its 
reconciliation process through manual adjusting entries. 

Recommendlltion 

We recommend that management continue to assign sufficiently trained personnel to identify and resolve 
the older outstanding differences identified on the reconciliation of the FMS 6653/6654. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

9. Proposal Logs 

BIA approving officials are responsible for approving or rejecting contract, grant and compact proposals 
received from Indian tribes under The Indian Self-Determination and Education Assistance Act, Public 
Law 93-638, as amended. In performing this function, approving officials must either accept or reject such 
proposals within 90 days of receipt of the proposal. In the event that BIA does not accept or reject the 
proposal within this timeframe, the proposal is considered to be approved under the requirements listed in 
the Code of Federal Regulations title 25, part 900, section 18 (25 CFR 900.18). 

During our testwork over the proposal approval process, we noted that BIA does not require its awarding 
officials to maintain a standardized proposal log to ensure that all proposals are either accepted or rejected 
within the 90 day timeframe required under 25 CFR 900.18. Consequently, BIA may not identify all 
instances when the 90 day timeframe has expired and an obligation should have been recognized. 

Recommendations 

We recommend that the BIA management: 

a. Develop and implement a standardized proposal log for use by all awarding officials to ensure that 
all proposals received are either accepted or rejected within 90 days per 25 CFR 900.18.; and 

b. Ensure regional awarding officials perform reviews of these proposal logs at least monthly to ensure 
that all proposals are either accepted or rejected within 90 days. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

10. Accounting for Leases 

During our audit testwork on a statistical sample of 64 leases, we found that BIA had inappropriately used 
or had not completed the Determination of Capital Versus Operating Leases spreadsheet for all 64leases. 
By not using or not appropriately using the Determination of Capital Versus Operating Leases spreadsheet 
a misstatement to the financial statements could have occurred. However, our testwork determined these 64 
leases had been correctly accounted for as operating leases. Specifically, we noted that the following in 
performing our testing procedures: 

• For three leases, the Determination of Capital Versus Operating Leases spreadsheet was prepared 
using a different interest rate than the Daily Treasury Yield Curve Rate. Per the determination 
spreadsheet, BIA should use the appropriate rate given the lease term as indicated at www.treas.gov. 
In addition, for two of the three leases, BIA did not consider the effect of escalation clauses on the 
annual lease payment in calculating its determination of the lease as operating or capital; 

• For 61 leases, the Determination of Capital Versus Operating Leases spreadsheet was not prepared. 
A1; such, BIA could not provide docwnentation supporting the determination of the lease as either an 
operating or capital lease; and 

• For five leases, the lease agreements were not properly signed by BIA personnel and by the lessor. 

In addition, while performing testwork over the future minimum lease payments disclosed for the 64 leases 
within the lease footnote we noted the following: 

• For one lease, BIA is paying rent on a month-to-month basis and has no signed lease agreement with 
the lessor. Accordingly, BIA should not have included $202,404 per year for this lease in the future 
minimum lease payment footnote disclosure; and 

• For one lease, BIA incorrectly classified monthly telephone billings as a lease agreement for 
purposes of preparing the future minimum lease payment footnote disclosure. As the fiscal year 2005 
billings for these services was under one thousand dollars, we determined that there was no material 
effect on the future minimum lease payments footnote disclosure. 

Recommendations 

We recommend that BIA management: 

a. Thoroughly train those personnel responsible for accounting for lease agreements to ensure that they 
always prepare the Determination of Capital Versus Operating Leases spreadsheet appropriately 
including always obtaining and fully docwnenting the details applicable to the lease agreement in 
assessing the classification of the lease as an operating or capital lease; 

b. BIA reassess and redesign, as necessary, the Determination of Capital Versus Operating Leases 
spreadsheet to ensure flexibility for use with lease agreements with complex components (i.e., 
escalation clauses); and 
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c. BIA maintain signed copies of all lease agreements 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our fmdings and its comments were responsive to our 
recommendations. 

11. Management Review of Upward and Downward Adjustments 

FFS has an automated control that eliminates invalid upward and downward adjustments posted to general 
ledger accounts GLAC 4871 - Downward Adjustments of Prior-Year Unpaid Unexpended Obligations and 
GLAC 4881 -Upward Adjustments of Prior-Year Unpaid Unexpended Obligations. In addition, BIA has 
established an automated monthly edit check in FFS that eliminates invalid upward and downward 
transactions if the transaction adjustments occur within the same month. 

During our testwork over upward and downward adjustments, however, we identified 240 transactions 
where the FFS edit checks did not catch an invalid upward and downward adjustment. These transactions 
result in duplicate adjustments being posted to accounts GLAC 4871 and 4881, and did not represent true 
upward or downward adjustment activity (i.e., increases or decreases in prior-year obligations). As a result, 
accounts GLAC 4871 and 4881 were each misstated by $3.7 million. 

Recommendations 

We recommend that BIA management: 

a. Establish policies and procedures requmng a monthly reconciliation, including appropriate 
management review, of GLAC's 4871 and 4881 to ensure that all activity represents true upward or 
downward adjustment activity; and 

b. Investigate the underlying cause for the invalid adjustments we identified during our testwork 
procedures in order to eliminate any potential future occurrences. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our fmdings and its comments were responsive to our 
recommendations. 

12. Management Discussion and Analysis (MD&A) 

The November 3, 2005 draft version of the Management Discussion and Analysis (MD&A) section of the 
FY2005 Performance and Accountability Report (PAR) was not in accordance with the Statement of 
Federal Financial Accounting Standards No. 15 and OMB Bulletin No. 01-09. Based on our review of the 
MD&A, we noted the following exceptions: 

• The analysis of the financial statements included in the FY2005 PAR was not presented completely. 
More specifically, the MD&A did not provide any quantitative figures with respect to the 
Consolidated Statements of Net Cost. 
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• A lack of BIA management review of the data reported as measuring BIA's progress with respect to 
its five year strategic plan. We noted multiple instances of a performance measure being included in 
the MD&A which could not be substantiated with reliable data. 

• Multiple instances offmancial and non-financial figures being included within the MD&A that could 
not be substantiated by support and were subsequently changed after we reviewed contrary 
supporting documentation. 

• Multiple instances within the MD&A where BIA reported FY2005 budget enacted figures instead of 
actual expenditures BIA incurred during the year. 

• The MD&A was compiled by a BIA contractor, and there was no formal review process over the 
contractor's work. 

• Delays in the BIA Office of the Chief Financial Officer receiving pertinent information to be 
included within the MD&A. More specifically, we noted that the transmittal letter was not received 
until at least two weeks after the original draft PAR was due to the Department. 

Recommendation 

We recommend that the BIA management improve the process for preparing and reviewing the MD&A 
through additional training of employees as well as adding another level of management oversight. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

13. Noncompliance with Federal Managers Financial Integrity Act (FMFIA) 

During our testwork over The Federal Managers Financial Integrity Act of 1982 (FMFIA), OMB Circular 
A-123, and OMB Circular A-127, we noted that BIA's methodology and assessment process is insufficient 
in that it does not meet guidance found in OMB Circular A-123. We noted that there were material 
weaknesses identified by KPMG that had not been identified by BIA (i.e. Controls over Accounts 
Receivable and Deferred Revenue). 

In addition, BIA's methodology and assessment process is insufficient in that it does not meet the guidance 
listed in OMB Circular A-127. We noted that the National Irrigation Information Management System 
(NIIMS) does not interface with the Federal Financial System (FFS) at the transaction level. Also, 
duplicative entries within the revenue generation process are recorded making transaction entries 
inefficient. 

Recommendations 

We recommend that BIA improve its policies and procedures to ensure compliance with FMFIA. Methods 
for improving BIA's policies and procedures include the establishment of a robust internal program 
review. and implementation of a fully integrated financial system that records transactions efficiently. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

A summary of the status of prior year recommendations is included as Exhibit I. 

Our audit procedures are designed primarily to enable us to form an opinion on the financial statements, 
and therefore may not bring to light all weaknesses in policies or procedures that may exist. We aim, 
however, to use our knowledge of BIA gained during our work to make comments and reconunendations 
that we hope will be useful to you. We would be pleased to discuss these conunents and recommendations 
with you at any time. 

This report is intended solely for the information and use of BIA's management, Interior's Office of 
Inspector General, the U.S. Government Accountability Office, OMB and the U.S. Congress, and is not 
intended to be and should not be used by anyone other than these specified parties. 

Very truly yours, 
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EXHIBIT I 

BUREAU OF INDIAN AFFAIRS 

Summary of Status of Prior Year Findings 

September 30, 2005 

Finding Status 

The conditions have not been corrected and are 
Accounting for Leases {BIA-2004-45) included in the fiscal year 2005 management letter 

as fmding 10. 

The conditions have not been corrected and are 
Accounting for Loans (BIA-2004-43) included in the BIA fiscal year 2005 auditors' report 

as reportable condition I. 
Clearing of Suspense Fund Balances The conditions have not been corrected and are 
(BIA-2004-31) included in the fiscal year 2005 auditors' report as 

reportable condition F. 

The conditions have not been corrected and are 
Use of Burden Rate (BIA-2004-35) included in the fiscal year 2005 auditors' report as 

noncompliance 0. 

Management Review of Unallowable 
Substantial progress has been made by BIA in 

Contract Costs (BIA-2004-36) 
addressing this issue and it is no longer considered a 
finding. 

Statement of Budgetary Resources (SBR) to Substantial progress has been made by BIA in 

FACTS II Reconciliation (BIA-2004-47) 
addressing this issue and it is no longer considered a 
finding. 

Non-performance of Reconciliation of SBR Substantial progress has been made by BIA in 
to the Budget of the United States addressing this issue and it is no longer considered a 
Government(BIA-2004-27) finding. 

Disaster Recovery/Contingency Planning 
The conditions have not been corrected and are 
included in the fiscal year 2005 management letter 

Plan (BIA-2004-4) 
as findin_g_ 1. 
Substantial progress has been made by BIA in 

Security Infrastructure- NBC (BIA-2004-12) addressing this issue and it is no longer considered a 
finding. 
Substantial progress has been made by BIA in 

FFS Payment Authorities (BIA-2004-5) addressing this issue and it is no longer considered a 
finding. 

Continental Billing System (CBS) Continuity 
The conditions have been partially corrected. The 
conditions that were not corrected are included in 

of Operations (BIA-2004-7) the fiscal year 2005 management letter as fmding 1. 
The conditions have not been corrected and are 

FPPS System Access (BIA-2004-44) included in the fiscal year 2005 management letter 
as finding 4. 

Internal Controls over the Government The condition has not been corrected and are 
Performance and Results Act (GPRA) included in the fiscal year 2005 auditors' report as 
Performance Measures (BIA-2004-19) significant deficiency L. 
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14 

15 

16 

EXHffiiTI 

BUREAU OF INDIAN AFFAIRS 

Summary of Status of Prior Year Findings 

September 30, 2005 

Finding Status 

Management Review of RSSI Human Capital 
Substantial progress has been made by BIA in 

Data Collection (BIA-2004-42) 
addressing this issue and it is no longer considered a 
finding. 
The conditions have been partially corrected. The 

Management Discussion and Analysis conditions that were not corrected are included in 
(MD&A) (BIA-2004-17) the fiscal year 2005 management letter as finding 

12. 

Federal Managers Financial Integrity Act The condition has not been corrected and lS 

included in the fiscal year 2005 management letter 
(FMFIA) (BIA-2004-39) as finding 13. 
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Attachment 2 

Unir:ed States Departn1cnt of the: Inre.rior 
OFFICE OF THE SHCRETARY 

\X' .. L• t'~·.i·~ '}(I'" 'f . ·~-"HogCNl, . _.n.,., ,. .. .r.-•1 I 

FEB 14 2006 

Memorandum 

To: 

From: 

Subject: 

Assistant Inspector General for Audits 
Office of Inspector General 

Associate Deputy Secretary~ [. &~ 
Management Response to Dr~ Management Letter Containing Additional Issues 
Identified During the Audit of the Bureau of Indian Affairs' Financial Statements for 
Fiscal Years 2005 and 2004 (Assignment No. X-IN-BIA-0010-2006) 

The Bureau of Indian Affairs (BIA) appreciates the opportunity to provide comments on the 
subject draft manag~ment letter. BIA concurs with the management issues and 
recommendations and is in the process of developing corrective action plans to address the 
recommendations contained in the management letter. While priority is being given to 
addressing the audit deficiencies identified in BIA's financial statement audit report, BIA is 
committed to addressing these management letter comments in a timely manner. 

1. Service Continuity 

The Office of the Chieflnformation Officer (OCIO) is continuing its efforts to complete BIA's 
Disaster Recovery Plan for restoring mission critical data processing operations. The list of 
critical systems has been identified. The OCIO is now in the process of prioritizing the systems 
and identifying and cataloging the critical documents necessary for their recovery. Periodic 
testing of the plan is taking place as part of BIA' s Continuity of Operations Plan. F onnal 
training at the Herndon, VA, and Albuquerque, NM, facilities will be accomplished when the 
plan is completed. The OCIO expects to complete the corrective actions by June 30, 2006. The 
responsible official is Gil Wake, Director, Office oflnfonnation Operations. 

In addition, the San Carlos Irrigation Project developed and implemented procedures for storing 
backup tapes at Western Regional Office. 

2. Logical Access Controls 

The BIA reviewed the access needs for those users identified during the audit as having access to 
two or more accounts and deleted the second account where it was deemed necessary. The BIA 



also removed the accounts of the "terminated users." In addition, the Office of the Chief 
Financial Officer (OCFO) incorporated as part of its quarterly review process a validation ofFFS 
accesses, including an additional step of confirming the need for any FFS user to have more than 
one USERID. In addition, BIA's personnel exit procedures will be modified to include 
verification that the user's access has been tenninated. BIA will incorporate improved controls 
for user account management in the FY 2006 Service Level Agreement with the National 
Business Center (NBC). The corrective actions will be completed by June 30, 2006. The 
responsible official is Van Tran, Chief, Division of Accounting Operations. 

3. FFS Payment Authorities 

BIA immediately revised the override level authority of the individual identified by the audit as 
having an override level authority which was not commensurate with the individual's current job 
responsibilities. While override level authorities were reviewed during prior quarterly reviews, 
the OCFO revised its process to require supervisors to confirm the continuing need for their 
employee's existing override level authority. In addition, each supervisor, who has an employee 
with Override Level 9 authority, is required to certify that this authority is still required. 
Following each review, a combined list of all personnel with Override Level 9 authority in FFS 
will be provided to the Deputy Chief Financial Officer for management review and concurrence. 
The corrective actions for this management letter comment have been completed. 

4. FPPS System Access 

The BIA understands that NBC does not plan on implementing a programming change to 
automatically populate the Social Security Number (SSN) field in the user profile with data from 
the master employee database. In lieu of the programming change, BIA will receive from NBC 
the Departmental Social Security Number Error report which identifies mismatched SSNs. The 
BIA will review this report quarterly to ensure that no BIA employee is included in the report 
and that all BIA FPPS users SSNs agree with the SSNs in the FPPS master employee file. The 
corrective actions will be completed by June 30, 2006. A review of manual entries will be 
reviewed by a management official. The responsible official is Jeannie Cooper, Deputy Director, 
Human Resources Operations. 

5. Lack of Management Review over Power Usage Exception Reports 

The San Carlos Irrigation Project (SCIP) has amended its desk procedures (1) to require a review 
of all exception reports generated by SCIP's meter reading system for possible incorrect usage 
data and (2) to maintain evidence of this management review. In addition, SCIP will maintain a 
log of exception reports. In the event that the meter reading system cannot be used and the usage 
data is manually entered, im entry will be made into the log stating that the usage data was 
manually entered into the billing system. The corrective actions for this management letter 
comment have been completed. 
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6. lnigation Services 

The BIA's regulations state that irrigation water will not be delivered to water users until the 
annual operation and maintenance assessments are paid in accordance with the regulations. This 
includes current and prior year assessments. The BIA will re-enforce this requirement with its 
Irrigation Project Officers-in-Charge. The BIA will also require the projects to review the 
National Irrigation Information Management System's Treasury monthly status reports to ensure 
that no delinquent water users, as reflected on the status report, are receiving water. The 
corrective actions will be completed by April 30, 2006. The responsible official is John Anevski, 
Chief, Branch of Irrigation, Power & Safety of Dams. 

7. Differences between SF 224 and FMS 6652 
8. Untimely Resolution ofFMS 6654 Differences 

The BIA plans to continue assigning trained personnel to the tasks of identifying and resolving 
differences between the SF 224 and the FMS 6652 and the FMS 6653 and 6654. The OCFO 
continues to keep current with the monthly reconciliations. Because the differences greater than 
6 months date back to 2002, extensive research is necessary to gain historical knowledge of the 
individual transactions. As a result, it is taking longer than expected to clear the unresolved 
differences. The BIA is committed to resolving these differences, which are for an immaterial 
amount, including writing-offthe differences if necessary. The corrective actions will be 
completed by June 30, 2006. The responsible official is VanTran, Chief, Division of 
Accounting Operations. 

9. Proposal Logs 

The BIA procedures require the approving official to appoint a Designated Agency Employee 
(DAE), who is responsible for assuring that the proposal is reviewed and acted upon in a timely 
manner. The procedures recommend that the DAE maintain a status log. The BIA will require 
the Regional Directors and Agency Superintendents with delegated awarding authority for Public 
Law 93-638 contracts to ensure that a DAB has been designated and that the log is maintained 
and reviewed. The corrective actions will be completed by Aprill5, 2006. The responsible 
official is Jerry Gidrter, Deputy Director for Tribal Services. 

10. Accounting for Leases 

The BIA will provide to appropriate leasing officer(s) updated training on the use of the 
Determination of Capital Versus Operating Leases worksheet for real property leases. Leasing 
officer(s) will also be reminded to incorporate the following lessor-generated information into 
the lease or receive a separate document containing such information. 

a. Estimated total useful life of the building. 
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b. Actual age of the building at lease inception. 
c. Value of the building at lease inception. 
d. Estimated value of the building at the end of the lease. 
e. Interest rates (tenant improvements or other loans) associated with the building at 

lease inception. 

The Determination of Capital Versus Operating Leases is a Departmental form. The BIA, 
therefore, can only submit the suggested changes to the Department's Office of Acquisition and 
Property Management for Departmental consideration. The corrective actions will be completed 
by March 31,2006. The responsible official is B. J. Greene, Office of Acquisition. 

11. Management Review of Upward and Downward Adjustments 

The BIA will perform periodic reconciliations of the general ledger accounts, which adjust prior 
year unpaid obligations, to ensure that automated FFS edit checks are in fact eliminating invalid 
duplicate adjustments. The procedures requiring this reconciliation will also require proper 
management review and approval of the reconciliation. The corrective actions will be completed 
by June 30, 2006. The responsible official is VanTran, Chief, Division of Accounting 
Operations. 

12. Management Discussion and Analysis (MD&A) 

The BIA is taking appropriate measures in FY 2006 ensuring the data supporting the 
performance measurements in the MD&A is valid, accurate, supportable, consistent and 
complete. The BIA assigned a coordinator to oversee preparing the MD&A and establishing 
milestone dates ensuring sufficient time for draft MD&A management review. The corrective 
actions will be completed by June 30, 2006. The responsible official is Fawn Freeman, Director, 
Office of Planning and Policy Analysis. 

13. Noncompliance with Federal Managers Financial Integrity Act (FMFIA) 

The BIA has taken steps to improve its internal management control process. The BIA has 
established an Office of Internal Evaluation within the Office of the Deputy Assistant Secretary -
Indian Affairs (Management) to oversee the process. In developing their FY 2006 management 
control review submissions, Regional Offices, Field Education Offices and Headquarter Offices 
are now required to evaluate the risks and vulnerabilities of their programs and activities and 
conduct reviews as warranted. Current policies require assurance statements from all Office 
Directors. No additional corrective actions are planned except to oversee the process. 

Regarding the latter part of the recommendation to implement a fully integrated fmancial system, 
there is limited action BIA can take at this time to provide transaction level interface between the 
subsidiary ledgers and the general ledger pending replacement of the aging fmanciallegacy 
systems. 
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ATTACHMENT3 

STATUS OF MANAGEMENT LETTER 
RECOMMENDATIONS 

Recommendation 

l.a, l.b, I.e, l.d, I.e, l.f, 
2.a, 2.b, 2.c, 2.d, 4.a, 
4.b, 4.c, 6, 7, 8, 9.a, 9.b, 
1 O.a, IO.b, 1 O.c, ll.a, 
ll.b, 12, 

3, 5.a, 5.b, 5.c, S.d, 13 

Status 

Resolved and not 
implemented. 

Resolved and 
implemented. 

Action Required 

Recommendations will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for tracking of implementation. 

No further action is required. 
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Memorandum 

To: 

From: 

Subject: 

United States Department of the Interior 
OFFICE OF INSPE(..10R GENERAL 

Washington, OC 20240 

Kathleen Clarke 
Director, Bureau of Land Management 

Anne L. Richards ~W 
Assistant Inspector General for Audits 

February 7, 2006 

Management Letter Concerning Issues Identified During the Audit of the 
Bureau of Land Management's Financial Statements for Fiscal Years 2005 and 
2004 (Report No. X-IN-BLM-0005-2006) 

Attached is the subject management letter (Attachment 1) prepared by KPMG LLP. It 
contains two fin,dings, which are in addition to those contained in KPMG's audit report on the 
financial statements of the Bureau of Land Management (BLM). The management letter 
contains three recommendations that should resolve the two findings. 

In its December 22, 2005 response (Attachment 2) to the draft management letter, 
BLM agreed with both findings. BLM also stated that it was in the process of implementing 
the three recommendations. 

Because the three recommendations have not yet been implemented, we will refer 
them to the Assistant Secretary for Policy, Management and Budget for tracking of 
implementation (see Attachment 3, "Status of Management Letter Recommendations"). 

The Department of the Interior contracted with KPMG, an independent certified public 
accounting firm, to audit BLM's financial statements for fiscal years 2005 and 2004. The 
results of the audit are contained in KPMG's audit report dated November 4, 2005, except for 
Note 22 which is dated November 16, 2005 (Report No. X-IN-BLM-0012-2005). In 
conjunction with its audit, KPMG noted certain internal control and other operational matters 
that should be brought to management's attention. Those are the issues presented in this 
management letter. 

The legislation, as amended, creating the Office of Inspector General requires 
semiannual reporting to the Congress on all audit reports issued, actions taken to implement 
audit recommendations, and recommendations that have not been implemented. Therefore, 
this report will be included in our next semiannual report. 



We appreciate the cooperation and assistance ofBLM personnel during the audit. If 
you have any questions, please contact me at 202-208-5512. 

Attachments (3) 

cc: Assistant Secretary, Land and Minerals Management 
Chief Financial Officer, Bureau of Land Management 
Director, Office of Financial Management 
Audit Liaison Officer, Land and Minerals Management 
Audit Liaison Officer, Bureau of Land Management 
Audit Liaison Officer, Office of Financial Management 
Focus Leader, Financial Reporting, Office of Financial Management 
Focus Leader, Management Control and Audit Follow-up, 

Office of Financial Management 



November 4, 2005 

KPMGLLP 
Suite2700 
707 Seventeenth Street 
Denver, CO 80202 

The Director of the Bureau of Land Management and the 
Inspector General of the United States Department of the Interior: 

ATTACHMENT 1 

We have audited the consolidated balance sheets of the Bureau of Land Management (BLM) as 
of September 30, 2005 and 2004, and the related consolidated statements of net cost of 
operations, Consolidated statements of changes in net position, combined statements of 
budgetary resources, consolidated statements of financing, and the consolidated statements of 
custodial activity for the years then ended (hereinafter referred to as the "financial statements"), 
and have issued our report thereon dated November 4, 2005, except for note 22 (subsequent 
event) which was dated as of November 16, 2005. During fiscal year 2005, BLM adopted the 
provisions of Interpretation of Federal Financial Accounting Standards No. 6, Accounting for 
Imputed Intra-departmental Costs: An Interpretation of SFFAS No. 4, for the year ended 
September 30, 2005. In planning and performing our audit of the above financial statements of 
BLM, we considered internal control in order to determine our auditing procedures for the 
purpose of expressing our opinion on the financial statements. An audit does not include 
examining the effectiveness of internal control and does not provide assurance on internal 
control. We have not considered internal control since the date of our report. 

Our audit of BLM's financial statements as of and for the year ended September 30, 2005 
disclosed the following reportable conditions, significant deficiencies, and compliance matters 
that are described in our auditors' report dated November 4, 2005: 

Reportable Conditions: 

A. Security and Internal Control over Information Technology Systems 
B. Adequate Segregation of Duties over Purchases 
C. Accounting for Mineral Leases 
D. Recording Year-end Liabilities 

KPIAG l.l.P, a U.S. limited iablily partnership, 1$ the U.S. 
member firm of KPMG International, a s.,;ss coopo111ti ... 
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Significant Deficiencies: 

E. Reporting of Performance Measure Information in Management's Discussion and 
Analysis 

F. Reporting the Condition of Stewardship Land 
G. Reporting the Condition of Museum Collections 
H. Reporting of Deferred Maintenance Amounts for Stewardship Land 

Compliance Matters: 

I. Federal Accounting Standards under the Federal Financial Management Improvement 
Act (FFMIA) of 1996 

During our audit, we noted certain other matters involving internal control and other operational 
matters that are presented for your consideration. These comments and recommendations, all of 
which have been discussed with the appropriate members of management, are intended to 
improve internal control or result in other operating efficiencies and are summarized as follows: 

1. Annual Management Review of the Collection Process 

BLM policy requires BLM field and state offices to complete an annual review of the 
collection process. BLM takes into consideration the results of the review as part of its 
annual Federal Managers' Financial Integrity Act (FMFIA) assurance statement on the 
adequacy of internal controls. Per BLM policy, the collection process review is to be 
completed by November 15 of each year, and requires state and field offices to assess their 
procedures and report the results to BLM' s National Business Center (NBC). 

Our audit found the following related to the most recent collection review: 

• 

• 

Twenty-two out of 126 field and state offices did not complete the annual collection 
review that was required to be completed by November 15, 2004. 

BLM's policy for completing the collection review by November 15 is not timely, and 
thus does not support the relevant FMFIA assurance statement in the current year. For 
example, in September 2005, the BLM asserted that their systems of management, 
administrative, and fmancial controls provided reasonable assurance that the objectives 
of the FMFIA had been achieved. However, collection process information was not due 
until one month after the assurance statement, and thus prior year data (results collected 
from November 15, 2004) was used to make the 2005 assurance statement. 
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Recommendations 

a. BLM should change the timing for the completion of collection process reviews to align 
with the timing of the FMFIA assurance statement. 

b. All state and field offices should comply with BLM policies and procedures for 
completing assessments of the collection process and BLM should implement a controls 
process to ensure such compliance. 

Management Response 

Management has prepared an official response presented as a separate attachment to this 
report. In summary, management agreed with the recommendations and will prepare new 
instructions for state and field offices concerning the timely submission of annual collections 
reviews. 

2. Quarterly Certification of Undelivered Orders 

In accordance with BLM policy, BLM state offices and centers (15 in total) are to perform 
quarterly reviews of outstanding obligations to ensure invalid amounts are deobligated in a 
timely manner. The primary control over this procedure is the completion of a Quarterly 
Certification Report of Outstanding Procurement Obligations (Certification Report). This 
report is to be submitted to the BLM National Business Center (NBC) within one month 
after the end of a quarter. 

As part of our audit we selected a sample of 30 certification reports and found the following 
exceptions: 

• 
• 

• 

Two of the reports were not submitted . 

Three of the reports were submitted late and were more than one month after the due 
date (i.e., more than two months after the quarter ended). 

Eight of the reports were submitted without proper approval (i.e., the reviewer's 
signature or director's transmittal memorandum was missing). 

Failure to complete certification reports in a timely manner can result in invalid obligations 
at the end of a reporting period. This can cause misstatements in the financial statements 
and budget reports, and may not allow the BLM access to unrestricted monies. 
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Recommendation 

BLM state offices and centers should comply with BLM policy for conducting quarterly 
reviews of outstanding obligations. Specifically, they should complete and submit an 
approved certification report within one month of the end of a quarter. BLM should 
implement appropriate controls to ensure compliance with this policy. 

Management Response 

Management has prepared an official response presented as a separate attachment to this 
report. In summary, management agreed with the recommendations and will prepare new 
instructions in fiscal year 2006 concerning the review and certification of unliquidated 
obligations. Further, the NBC director and finance managers will closely monitor 
compliance with the new instructions. 

******* 
Our audit procedures are designed primarily to enable us to form an opinion on the fmancial 
statements, and therefore, may not bring to light all weaknesses in policies or procedures that 
may exist. We aim, however, to use our knowledge of BLM gained during our work to make 
comments and recommendations that we hope will be useful to you. We would be pleased to 
discuss these comments and recommendations with you at any time. A summary of the status of 
prior-year management letter comments is included as Exhibit I. 

This report is intended solely for the information and use of BLM' s and the Department of the 
Interior's management, the Department of the Interior's Office of Inspector General, the U.S. 
Government Accountability Office, OMB, and the U.S. Congress, and is not intended to be and 
should not be used by anyone other than these specified parties. 

Very truly yours, 



Ref 
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Exhibit I 

BUREAU OF LAND MANAGEMENT 

Summary of the Status of Prior Year Management Letter Comments 

September 30, 2005 

Comment 

Fund Balance With Treasury Discrepancy 

Inaccurate Calculation of Payments in Lieu of Taxes 

Improving Perfonnance Measures Reported in 
Management's Discussion and Analysis 

Improving the Identification and Reporting of 
Environmental Liabilities 

Continued Improvement of Deferred Maintenance 
Reporting 

Improving Accounting for General Property, Plant, 
and Equipment 

Status 

This comment has been corrected. 

Comment no longer applies to BLM. 
PIL T program has been transferred to 
another DOl agency. 

This comment has not been corrected. 
See significant deficiency E in the 
Independent Auditors' Report dated 
November 4, 2005. 

This comment has been corrected. 

This comment has been corrected with 
regards to operating assets. See 
significant deficiency H in the 
Independent Auditors' Report dated 
November 4, 2005 regarding deferred 
maintenance over stewardship land. 

This comment has been corrected. 
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Subject: 

ATTACHMENT2 

United States Department of the Interior 

BUREAU OF LA.t"''D MANAGEMENT 
WASHINGTON, D.C. 20240 

http://www.blm.gov 

OEC 2 2 2005 

MEMORANDUM 

Assistant Inspector General for Audits 
Attention: Anne L Richards 

In Reply Refer To: 
1306 (BC-610) 

oc..f' 
.,. Kathleen Clarke ct~~ 

Director, Bureau ofLand Management 

Draft Management Letter on the Bureau of Land Management's (BLM) 
Financial Statements for Fiscal Years 2005 and 2004 (Assignment No. 
X-IN-BLM-005-2006) 

Thank you for the opportunity to review and comment on the audit of the BLM's financial 
statements for Fiscal Years 2005 and 2004. We appreciate the efforts of the Office of Inspector 
General and KPMG. The BLM's comments are attached. 

If you have any questions regarding this response, please contact Jeannette Davis-Callahan, 
BLM National Business Center, at (303) 236-7396. 

1 Attachment 
1 - Response to Management Letter Referenced Above ( 1 p) 



Draft Management Letter on the Bureau of Land Management's 
Financial Statements for Fiscal Years (FY) 2005 and 2004 

(Assignment No. X-IN-BLM-0005-2006) 

Reeommendation J: Annual Management Review of the CoUection PrO«Ss 
a) BLM should change the timing for the completion of collection process reviews to align 

with the timing of the Federal Managers Financial Integrity Act (FMFIA) assurance 
statement. 

b) All state and field offices should comply with BLM policies and procedures for 
completing assessments of the collection process and BLM should implement a controls 
process to ensure such compliance. 

Resppo§e: 
TI1e BLM concurs with the r<..-commendation. 

a) The Bl.M will prepare a new Instruction Memorandum (IM) in .FY 2006 ~1ating that the 
State and field offices report the results of their annual review of collections by April15. 
We agree that this would provide more current infonnation for the FMFIA. 

b) For the November 2004 review, 114 out of 126 (90 percent completion rate) offices 
completed their reviews and submitted them to their State offices. Ten of those reviews, 
however~ were mailed to the National Business Center (NBC) but did not reach the 
BC-62 1 office. The BLM' s goal for the November 2005 review is a l 00 percent 
completion rate by the field office and submission to the NBC in a timely manner. The 
BLM is foUowing up \\ith the State and field offices to ensure that we reach that goal. 

R.ecommeadation 2: Quarterly Certification of UndeUvered Orders 
BLM state offices and centers should comply with BLM policy for conducting quarterly reviews 
of oub'tanding obligations. Specifically, they should complete and submit an approved 
Certification Report within one month of the end of a q~er. BLM should implement 
appropriate controls to ensure compliance with this policy. 

Resoouse: 
The BJ...M concurs with the recommendation. 

The BLM will prepare a new JM in FY 2006 for review and certification of unliquidated 
obligations that will include an emphasis on Undclivc.rcd Orders (UDOs) that arc one year old or 
older, but will also require a review and certification of all procurement UOOs. 1be IM will 
state that the BLM NBC wHI follow up with States/centers who have not submitted their reports 
and/or certification letters, and will elevate if necessary to the appropriate Administrative Officer 
or Deputy State Director. If any State/center fails to rc~-pon~ UDOs over a year old may he 
ur.ilaterally deobligated by the NBC. Additionally, the NBC Dir"-ctor and finance managers will 
closely monitor responses and will ensure that any issues are addressed in a timely mann(,'T. 

Attachment! 



ATTACHMENT 3 

STATUS OF MANAGEMENT LETTER 
RECOMMENDATIONS 

Recommendation Status Action Reauired 

l.a, l.b, and 2 Resolved, not 
implemented. 

Recommendations will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for tracking of implementation. 





Memorandum 

To: 

From: 

Subject: 

United States Department of the Interior 

OFFICE OF INSPECTOR GENERAL 
Washlng(on, D.C. 20'240 

December 28, 2005 

Commissioner, Bureau of Reclamation 

Anne L. Richards a,.... :/. K):./,. ~ 
A~sistant Inspector General for Audits 

Independent Auditors' Report on the Bureau of Reclamation's Financial 
Statements for Fiscal Years 2005 and 2004 (Report No. X-IN-BOR-0013-
2005) 

Attached is the subject auditors' report prepared by KPMG LLP (Attachment 1). It 
contains an unqualified opinion on the Bureau of Reclamation's (Reclamation) financial 
statements. However, KPMG identified five reportable conditions on Reclamation's 
internal contr:ols over fmancial reporting; one of the conditions was considered to be a 
material weakness. KPMG also found significant deficiencies in reporting the condition of 
heritage and stewardship assets and reporting the amount of stewardship land. In addition, 
KPMG found instances in which Reclamation's financial management systems did not 
fully comply with federal accounting standards and with the Federal Financial 
Management Improvement Act (FFMIA). 

In its November 18, 2005 response to the draft auditors' report (Attachment 2), 
Reclamation agreed with findings A, B, and C; partially agreed with findings D, E, and G; 
and disagreed with finding F. Subsequent to issuing the draft auditors' report, 
management provided additional evidence to clear the portion of finding E related to 
recommendation E.2. KPMG reaffirmed its position that the remaining findings are valid. 
Based on the responses, we consider recommendations A.l, A.2, A.3, B.l, B.2, 8.3, C.l, 
C.2, D.l, D.2, D.3, D.4, E.l, and G.l resolved and not implemented and recommendations 
D.5, F.l, F.2, F.3, and G.2 unresolved. We will refer the resolved and not implemented 
recommendations to the Assistant Secretary for Policy, Management and Budget for 
tracking of implementation. The unresolved recommendations will be referred for 
resolution. 

The Department of the Interior contracted with KPMG, an independent certified 
public accounting firm, to audit Reclamation's fmancial statements for fiscal years 2005 
and 2004. The contract required that KPMG conduct its audit in accordance with the 
Government Auditing Standards, issued by the Comptroller General of the United States; 
Office of Management and Budget's Bulletin 01-02, as amended, Audit Requirements for 
Federal Financial Statements; and the Government Accountability Office/President's 
Council on Integrity and Efficiency's Financial Audit Manual. 



KPMG is responsible for the auditors' report and for the conclusions expressed in 
the report. We do not express an opinion on Reclamation's financial statements, KPMG's 
conclusions on the effectiveness of internal controls, conclusions on whether 
Reclamation's financial management systems substantially complied with FFMIA, or 
conclusions on compliance with laws and regulations. 

The legislation, as amended, creating the Office of Inspector General requires 
semiannual reporting to the Congress on all audit reports issued, actions taken to 
implement audit recommendations, and recommendations that have not been implemented. 
Therefore, this report will be included in our next semiannual report. 

We appreciate the cooperation and assistance of Reclamation personnel during the 
audit. If you have any questions regarding the report, please contact me at (202) 208-5512. 

Attachments {2) 

cc: Assistant Secretary for Water and Science 
Chief Financial Officer, Bureau of Reclamation 
Director, Office of Financial Management 
Audit Liaison Officer, Water and Science 
Audit Liaison Officer, Bureau of Reclamation 
Audit Liaison Officer, Office of Financial Management 
Focus Leader for Financial Reporting, Office of Financial Management 
Focus Leader for Management Control and Audit Followup, 

Office of Financial Management 
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Suite2700 
707 Seven18en1h Stteet 
Denver. co 80202 

lndepeadeat Auditors' Report 

The Commissioner of the U.S. Bureau of Reclamation and the Inspector General of the 
U.S. Department of the Interior: 

We have audited the accompanying consolidated balance sheets of the U.S; Bureau of Reclamation (Reclamation) 
as of September 30, 2005 and 2004, and the related consolidated statements of net cost, consolidated statements 
of changes in net position, combined statements of budgetary resources, and consolidated statements of financing 
for the years then ended (hereinafter referred to as the financial statements). The objective of our audits was to 
express· an opinion on the fair· presentation of these financial statements. In connection with our audits, we also 
considered Reclamation's internal control over financial reporting and tested Reclamation's compliance with 
certain provisions of applicable 'taws, regulations, contracts, and grant agreements that could have a direct and 
material effect on these financial statements. 

SUMMARY 

As stated in our opinion on the fmancial statements, we concluded that Reclamation's financial statements as of 
and for the years ended September 30, 2005 and 2004, are presented fairly, in all material respects, in conformity 
with accounting principles generally accepted in the United States of America. As discussed in Note 1 N to the 
financial statements, Reclamation changed its method of accounting for appropriated debt transactions in 
accordance with the provisions of OMB guidance effective October 1, 2004. Our consideration of internal control 
over fmancial reporting resulted in the following conditions being identified as reportable conditions: 

ReJX>rtable Condition Considered to be a Material Weakness 

A. Controls over Implementation of New Accounting Principle 

Other ReJX>rtable Conditions 

B. Security and Internal Control over Information Technology Systems 
C. Controls over Charge Card Reviews 
D. Controls over Management Review and Approval of Process-level Activities 
E. Controls over Credit Reform Loans 

Our limited procedures over Required Supplementary Information and Required Supplementary Stewardship 
Information identified the following significant deficiency: 

F. Reporting the Condition of Heritage and Stewardship Assets and Related Deferred Maintenance 

The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant 
agreements, exclusive of those referred to in the Federal Financial Management Improvement Act of 1996 
(FFMIA), disclosed no instances of noncompliance or other matters that are required to be reported under 
Government Auditing Standards, issued by the Comptroller General of the United States, and Office of 
Management and Budget (OMB) Bulletin No. 01-02, Audit Requirements for Federal Financial Statements. 

KPMG UP, a U.S. llrnhd Uabillly parlnetltip, Ia 1M U.S . 
..,._firm ofi<I'IIIG --.al, a SWiM coopet'8!MI. 



1be results of our tests of FFMIA disclosed two instances where Reclamation's financial management systems 
did not substantially comply with the following: 

G. Federal Accounting Standards 

The following sections discuss our opinion on Reclamation's financial statements, our consideration of 
Reclamation's internal control over financial reporting, our tests of Reclamation's compliance with certain 
provisions of applicable laws, regulations, contracts, and grant agreements, and management's and our 
responsibilities. 

OPINION ON THE FINANCIAL STATEMENTS 

We have audited the accompanying consolidated balance sheets of Reclamation as of September 30, 2005 and 
2004, and the related consolidated statements of net cost, consolidated statements of changes in net position, 
combined statements of budgetary resources, and consolidated statements of financing for the years then ended. 

In our opinion, the financial statements referred to above present fairly, in all material respects, the fmancial 
position of Reclamation as of September 30, 2005 and 2004, and its net costs, changes in net position, budgetary 
resources, and reconciliation of net costs to budgetary obligations for the years then ended in conformity with 
accounting principles generally accepted in the United States of America. 

As discussed in Note 1 N to the financial statements, Reclamation changed its method of accounting for 
appropriated debt transactions in accordance with the provisions of OMB guidance effective October 1, 2004. 

The information in the Management's Discussion and Analysis, Required Supplementary Stewardship 
Information, and Required Supplementary Information sections is not a required part of the financial statements, 
but is supplementary information required by accounting principles generally accepted in the United States of 
America or OMB Circular A-136, Financial Reporting Requirements, Part A, Form and Content of the 
Performance and .Accountability Report. We did not audit this information and, accordingly, we express no 
opinion on it However, we have applied certain limited procedures, which consisted principally of inquiries of 
management regarding the methods of measurement and presentation of this information. As a result of such 
limited procedures, we believe that Reclamation's reporting of the condition of heritage and stewardship assets in 
Required Supplementary Stewardship Information and deferred maintenance in Required Supplementary 
Information is not in conformity with accounting principles generally accepted in the United States of America. 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

Our consideration of internal control over fmancial reporting would not necessarily disclose all matters in the 
internal control over financial reporting that might be reportable conditions. Under standards issued by the 
American Institute of Certified Public Accountants, reportable conditions are matters coming to our attention 
relating to significant deficiencies in the design or operation of the internal control over financial reporting that, in 
our judgment, could adversely affect Reclamation's ability to record, process, summarize, and report fmancial 
data consistent with the assertions by management in the financial statements. 

Material weaknesses are reportable conditions in which the design or operation of one or more of the internal 
control components does not reduce to a relatively low level the risk that misstatements, in amounts that would be 
material in relation to the financial statements being audited, may occur and not be detected within a timely period 
by employees in the normal course of perfonning their assigned functions. 
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In our fiscal year 2005 audit, we noted certain matters, described below, involving the internal control over 
financial reporting and its operation that we consider to be reportable conditions. We believe that reportable 
condition A is a material weakness. 

A. Controls over IDtplemeatatioa of New Aeeouatiag Principle 

In March 2005, the OMB issued guidance in response to the Federal Accounting Standards Advisory Board's 
Accounting and Auditing Policy Committee's Technical Exposure Draft entitled, Recognition of the Transfer 
of Funds Between Interior's Reclamation Fund and Energy's Western Area Power Administration: In 
Accordance with SFFAS 1, Accounting for Selected Assets and Liabilities, and SFFAS 5, Accounting for 
Liabilities of the Federal Government. OMB's guidance instructed Reclamation to cease recording 
appropriations to and subsequent recoveries from Western Area Power Administration (Western) as transfers 
and to prospectively record a receivable for the balance owed to the Reclamation Fund. In addition, 
Reclamation applied OMB's guidance to other similar conditions, including amounts due from Bonneville 
Power Administration (BPA) to the Reclamation Fund and amounts owed by Reclamation to the U.S. 
Treasury's General Fund (Treasury). 

In implementing OMB's guidance, Reclamation applied significant resources and effort, including a 
coordinated effort with Western, BPA, the U.S. Department of Energy, the U.S. Department of the Interior 
(001), the U.S. Treasury, and OMB. 

Western's appropriations from the Reclamation Fund are used for capital investment and operations and 
maintenance activities related to those functions. Associated recoveries received by Western are deposited 
into the Reclamation Fund. Unlike Western, BPA does not receive appropriations from the Reclamation 
Fund; however, BPA has legislatively assumed the repayment obligation to the Reclamation Fund for the 
appropriations used to construct certain Reclamation facilities. The amounts owed by Reclamation to 
Treasury consist of appropriations received to construct, operate, and maintain various multipurpose projects, 
a large portion of which are reimbursable and require subsequent repayment to Treasury. 

In accordance with the change in accounting guidance, Reclamation calculated and recorded the 
September 30, 2004 receivables due from Western and BPA and a liability balance due to Treasury. These 
balances were recorded prospectively in fiscal year 2005 as an approximate $1.724 billion, $617 million, and 
$1.936 billion, respectively, cumulative effect on beginning equity balances as of October 1, 2004. 

Despite Reclamation's efforts with regards to the Western receivable, at September 30, 2005, there existed an 
unreconciled amount of approximately $1.97 million (net) between Reclamation's receivable and Western's 
payable. Reclamation's receivable balance was approximately $1.97 million less than Western's payable, 
comprised of$39.78 million in positive differences and $41.75 million in negative differences. In addition, 
our testwork revealed that approximately $205.5 million of repayments received prior to fiscal year 2004 
were recorded as current year repayments to the Reclamation Fund, misstating the cumulative effect on 
beginning equity. Both differences were corrected by management in the 2005 financial statements. 

Our testwork over the Treasury liability revealed that: (1) repayments made to Treasury during the current 
fiscal year were recorded as prior-period activity, and (2) the repayments of one project were not 
appropriately allocated between Reclamation and other project sponsors, misstating the cumulative effect on 
beginning equity and the ending liability balance by $261.2 million and $111.9 million, respectively. In 
addition, we identified one project for which the beginning liability balance was understated by approximately 
$26.6 million. These differences were corrected by management in the 2005 fmancial statements. Further, 
we identified approximately $314,000 not recorded to the Treasury liability due to a miscommunication 
between Reclamation regional offices. 
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These deficiencies are partially a result of underdeveloped accotmting policies and procedures and U.S. 
Treasury accoWlt posting models not implemented as of September 30, 2005. 

Reeommeadatioas 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

1. Improve its policies and procedures related to recording additions to and repayments against the Western 
receivable and the Treasury liability, including accounting policies and procedures and improved 
coordination with the U.S. Treasury regarding appropriate account posting models, as necessary. 

2. Implement contr~ls to ensure current-year additions to and repayments against the Treasury liability are 
properly recorded in the standard general ledger, including sufficient management oversight and review. 

3. Implement controls, including sufficient management oversight and review, to ensure current-year 
appropriations to and repayments from Western are properly recorded in the standard general ledger and 
'budgetmy and proprietary balances are properly reported. Further, Reclamation should continue to 
resolve the unreconciled differences between Reclamation's receivable and Western's liability and 
continue to improve coordination between Western, the U.S. Department of Energy, DOI, and OMB. 

Maaagemeat Response 

Management haS prepared an official response presented as a separate attachment to this report. In summary, 
management agreed with the recommendations and will improve its poJicies, procedures, and controls in 
accordance with the recommendations. The target date for implementation of the improvements is June 30, 
2006. 

B. Security and IDtenud Control over IDformation Technology Systems 

Security and general controls over Reclamation's financial management systems have not been fully 
implemented. Improvement is needed in the area described below, as required by OMB Circular A-130, 
Management of Federal lriformation Resources. The condition identified below could affect Reclamation's 
ability to prevent or detect Wl3Uthorized changes to financial information, control electronic access to 
sensitive information, and protect its information resources. 

Access controls should provide reasonable assurance that computer resources (data files, application 
programs, and computer-related facilities and equipment) are protected against unauthorized modification, 
disclosure, loss, or impairment. The objectives of limiting access are to ensure that: (1) only authorized users 
have access to data and resources, (2) users have the minimum access necessary to perform their job 
functions, (3) access to very sensitive resources, such as security software programs, is limited to very few 
individuals. and (4) network security configurations are optimized to provide reasonable assurance that 
computer resources (data files, application programs, and computer-related facilities and equipment) are 
protected against unauthorized modification, disclosure, loss, or impairment. Our audit fowtd that 
Reclamation's user access authorization, user restriction, and termination procedures are not sufficient to 
minimize the risks ofunauthofi?.ed access to its systems and its data. 

Specifically, our audit identified 15 combined instances within the Water Operating and Record Keeping 
System (WORKS) and the Interior Department Electronic Acquisition System - Procurement Desktop 
(IDEAS-PO) where access granted was not evidenced by supervisor approval. In addition, we identified 71 
combined instances within those systems where the user had inappropriate access for their specific job 
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function. Our audit further identified 46 combined instances within the Moveable Property System (MPS) 
and IDEAS-PO where access rights for terminated employees were not removed. We noted, however, that 
the network accounts for the terminated employees were properly removed, which minimizes the risk of the 
user gaining access to the applications. 

Recommendations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

1. Implement policies and procedures and related controls over the retention of new user authorization and 
access change documentation. 

2. Ensure administrators and system managers receive adequate training to ensure responsible personnel are 
aware of existing policies and procedures governing user access. Reclamation should monitor personnel 
to ensure that policies and procedures are followed. 

3. ,Monitor the process to ensure that periodic reviews of user access, including reviews at the Sys 
Operations task level, are performed at the designated intervals and that action is taken in a timely manner 
to investigate and modify or remove access as a result of the review. Supplement existing guidance to 
state explicit criteria that should be considered in the periodic review of user access listings and the 
appropriate personnel to perform the review. Specifically, someone familiar with the users and their 
current roles/responsibilities should perform the periodic review; an effective review may require 
involvement at the regional and/or office level. Further, the objectives of the review are two-fold: 1) to 
ensure users' access remains appropriate, and 2) to identify any terminated users. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report In summary, 
management agreed with the recommendations and has updated and distributed user administration 
procedures in accordance with , the recommendations. The target dates for implementation of the 
improvements are April30, 2006, June 30, 2006, and May 30, 2006 for recommendations 8.1, 8.2, and 8.3, 
respectively. 

C. Controls over Charge Card Reviews 

Reclamation, through DOl, has provided charge cards to its employees in order to streamline acquisition and 
payment procedures and to reduce the administrative burden associated with traditional purchasing of travel 
items, supplies, and services. In conjunction with the issuance of charge cards, 001 has published guidance 
and instructions on charge card utilization through the Integrated Charge Card Program Guide. This policy 
sets forth restrictions on the use of the charge cards as well as certain internal control procedures, including 
timely and complete reconciliation of the billing statements by the cardholders and approving officials. 
During fiscal year 2005, Reclamation had approximately 7,200 active charge cards, which include purchase, 
travel, fleet, and corporate cards and incurred approximately 241,370 transactions for approximately $60.3 
million. Our audit identified control exceptions in eight of 22 statements tested, resulting in a total of 12 
exceptions. These exceptions were as follows: 

• One statement was not signed by the approving official. 

• Two statements were not dated by the cardholder. 

• Two statements were not dated by the approving official. 
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• Two statements were not reviewed by the approving official in a timely manner. 

• One statement was not reviewed by the cardholder in a timely manner. 

• Four statements did not include receipts to support all of the charges on the sampled statement. 

Recommendations 

We recommend that the Commissionert U.S. Bureau of Reclamation: 

1. Ensure complian~ with its established charge card policies. To help ensure compliance, Reclamation 
management at all regional, area, and field office locations should be more diligent in monitoring and 
enforcing compliance with DOl charge card policies. 

2. Design and implement policies to monitor the results of internal reviews of charge card statements to 
·ensure that the internal reviews are effective in ensuring compliance with charge card policies. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In summary, 
management agreed with the recommendations and wilJ improve its policies, procedures, and controls in 
accordance with the recommendations. The target date for implementation of the improvements is June 30, 
2006. 

D. Controls over Management Review and Approval of Process-level Activities 

OMB Circular A-123 (revised June 21, 1995), Management's Accountability and Control, Section II, bullet 
Recording and Documentation, states: "transactions should be promptly recorded, properly classified and 
accounted for in order to prepare timely accounts and reliable financial and other reports. The documentation 
for transactions, management controls, and other significant events must be clear and readily available for 
examination." Lack of documented policies and procedures for preparing and reviewing journal entries and 
standard vouchers could result in improper amounts being reported, either due to intentional or unintentional 
errors. Further, ineffective management review of controls over key, process-level activities could result in 
ineffective controls and misstatements within the financial statements and related notes. 

During our audit, we tested manual journal entries and key, risk-mitigating controls to determine if the 
activities and associated outputs were initiated by an appropriate individual, properly reviewed, supported by 
sufficient documentation, properly recorded, consistent with accounting principles, and consistent with 
Reclamation policy. Our testing of over 150 journal entries and process-level activities and controls 
identified the following: 

Journal Entries 

• Two instances in which there was insufficient supporting documentation for journal entries made to 
record anticipated budgetary resources. 

• One instance in which the preparer and approver of a journal entry were the essentially same 
individual (the preparer, although a different individual, was asked by the approver to prepare an 
entry for which the preparer did not understand). 
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• Three instances where the journal entry was not approved prior to being entered into the Federal 
Financial System (FFS). 

• Four instances in which there was no indication of the individual responsible for preparing the tested 
journal entry. 

Process-level Activities 

• Three of 26 billing documents totaling $319,015 were not reviewed prior to being mailed to the 
customer. 

• Twenty of 20 Form 528 documents, which are used in support of certain land balances in the 
Foundation Information for Real Property Management (FIRM) database, were not reviewed when 
the transactions were initiated. 

• Two of two monthly reconciliations lacked evidence that an investigation of the FMS 6652 
differences was performed, nor was there any evidence of difference resolution as a part of the 
reconciliations performed in subsequent months. 

Recommendations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

1. Establish and document policies and procedures for initiating, reviewing and documentingjournal entries 
and standard vouchers to ensure proper segregation of duties and quality reviews. 

2. Design and implement procedures and controls consistent across all regions for reviewing and approving 
billing documents. These procedures and controls should be designed to ensure that billing documents 
are accurate and properly supported, which will mitigate the risk of misstatement of accounts receivable 
and related revenues. 

3. Design and implement a process and controls for reviewing and approving information entered onto the 
Form 528, which will ensure that the Form 528, which is used to support FIRM, is accurate and properly 
supported. 

4. Improve its internal control environment to ensure that all controls performed are properly documented, 
including improved training of personnel to ensure awareness and knowledge of requirements and an 
internal assessment of controls to verify controls are being performed and are operating effectively. 

5. Improve its reconciliation procedures over the FMS 6652 to ensure all differences are investigated. 
Improvements should include: 

a. Documentation of the investigation and resolution of each difference 

b. Signature and date of the person performing the investigation 

c. Documentation of follow-up procedures performed in instances where the difference was not cleared 
in the original month reported 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In summary, 
management agreed with recommendations D.l through D.4 and will improve its policies, procedures, and 
controls in accordance with the recommendations by a target date of June 30, 2006. Management partially 
agreed with recommendation D.5 to improve its reconciliation procedures over the FMS 6652 to ensure all 
differences are investigated. Reclamation agreed that non-timing differences requiring investigation should 
be well-documented with pertinent details. The target date for implementation of the improvements is June 
30, 2006. However, management indicated that the recommendation to document every difference is neither 
an efficient nor an effective use of Reclamation resources, as the majority of differences are temporary due to 
month-end timing differences. 

Auditors' Response to Management's Response 

The Treasury Financial Manual (TFM), Part 2, Chapter 51 00, requires agencies to reconcile Fund Balance 
with Treasury on a monthly basis, including the FMS 6652 Statement of Differences. The TFM further 
requires agencies to investigate all Treasury-reported differences and research and trace all adjustments to 
supporting documents. The key focus of this fmding is that Reclamation does not have sufficient policies, 
procedures, and controls in place to identity and document the nature and cause of stated differences and to 
ensure differences are due solely to timing. 

E. Controls over Credit Reform Loans 

Statement of Federal Financial Accounting Standards (SFF AS) No. 2, Accounting for Direct Loans and Loan 
Guarantees, provides accounting standards for Federal direct loans. The standard requires that the cost of 
direct loans obligated after September 30, 1991 be accounted for on a present value basis consistent with. the 
Federal Credit Reform Act of 1990. SFF AS No. 2, paragraph 22 states, "The difference between the 
outstanding principal of the loans and the present value of their net cash inflows is recognized as a subsidy 
cost allowance." Further, paragraph 30 states, "The subsidy allowance for direct loans is amortized by the 
interest method ... the amortized amount is recognized as an increase or decrease in interest income" and 
paragraph 32 states, .. The subsidy cost for direct loans ... [is] re-estimated each year as of the date of the 
financial statements ... any increase or decrease in the subsidy cost allowance ... resulting from the re-estimates 
is recognized as a subsidy expense." 

Further, Section 502(5XA) of the Federal Credit Reform Act states, "The term 'cost' means the estimated 
long-term cost to the Government of a direct loan or loan guarantee or modification thereof, calculated on a 
net present value basis, excluding administrative costs and any incidental effects on government receipts or 
outlays." 

Reclamation does not have sufficient controls in place to ensure the subsidy re-estimate is accurately recorded 
and that all relevant factors, including cohort year, year-to-date loan disbursements, and associated subsidy 
rates are properly applied to the re-estimate calculation. As a result, the subsidy allowance and related 
subsidy amortization was misstated by an estimated $10.4 million in fiscal year 2005. 
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Recommendation 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

1. Develop and implement controls to ensure the subsidy re-estimate is accurately recorded based on all 
relevant factors. Also, the subsidy re-estimation should be revised and approved by appropriate 
management 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In swnmary, 
management agreed with the recommendations and will improve its policies, procedures, and controls in 
accordance with the recommendations. The target date for implementation of the improvements is June 30, 
2006. Management's official response, as attached, refers to recommendation E.2 in the draft independent 
auditors' report regarding administrative costs. Subsequent to the issuance of our draft finding. which 
included a recommendation regarding the exclusion of administrative costs from the loans receivable balance, 
management provided additional evidence to sufficiently clear that portion of the finding. 

A summary of the status of prior-year reportable conditions is included as Exhibit I. We also noted certain 
additional matters that we reported to the management of Reclamation in a separate letter dated November 21, 
2005. 

INTERNAL CONTROLS OVER REQUIRED SUPPLEMENTARY INFORMATION AND REQUIRED 
SUPPLEMENTARY STEWARDSHIP INFORMATION 

We noted certain significant deficiencies in internal control over Required Supplementary Information and 
Required Supplementary Stewardship Information discussed below, that, in our judgment, could adversely affect 
Reclamation's ability to collect, process, record, and summarize Required Supplementary Information and 
Required Supplementary Stewardship Information. 

F. Reporting the Condition of Heritage and Stewardship Assets and Related Deferred Maintenance 

Reclamation has not fully implemented the requirements of SFF AS No. 6, Accounting for Property, Plant, 
and Equipment, as amended by SFF AS No. 14, Amendments to Defe"ed Maintenance Reporting Amending 
SFFAS No. 6 and SFFAS No. 8. SFF AS No. 6 requires Reclamation to estimate the deferred maintenance for 
its general, heritage, and stewardship assets using either the condition assessment survey or life cycle costing 
method. Paragraph 83 of SFF AS No. 6 requires Reclamation to disclose deferred maintenance information 
for all categories of property, plant, and equipment (general, stewardship, and heritage). 

Reclamation has adopted the condition assessment survey method, which requires Reclamation to perform 
periodic inspections of assets to determine their current condition and estimate the cost to correct any 
deficiencies. Reclamation has implemented procedures to measure deferred maintenance for operating assets, 
including multi-use heritage assets. However, Reclamation has not fully established controls over the 
condition assessments performed to determine deferred maintenance for all assets as follows. 

Reclamation has not completed condition assessments and estimated deferred maintenance for all known 
heritage assets. Specifically, conditions assessments performed in relation to archeological and historic sites, 
national historic landmarks, national register of historic places, paleontological sites, and museum collections 
are 82%, 20%, 69%, 99%, and 62% complete, respectively. No formal condition assessment program exists 
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for archeological properties. Further, the condition of non-collectible, natural heritage assets remains largely 
undocumented. 

Reeommeadations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

I. Perform condition assessments for all heritage assets and stewardship assets and estimate the related 
deferred maintenance. 

2. Require supervisors to review and approve condition assessments and deferred maintenance estimates to 
ensure they are ~rformed consistently and in accordance with policies. 

3. Update the condition assessment and deferred maintenance estimates periodically and ensure the rotation 
schedule is properly maintained and monitored by individuals at the appropriate supervisory leveJ. 

Management Response 

Management has prepared an official response presented as a separate attaclunent to this report. In summary, 
management did not agree with our recommendations. Management indicated they do not believe condition 
assessments and deferred maintenance calculations on heritage and stewardship assets are required under 
SFFASNo.6. 

Auditors' Response to Management's Response 

SFFAS No.6 discusses four categories of property, plant, and equipment (PP&E), including heri1age assets 
and deferred maintenance. SFF AS No. 6 outlines the requirements for estimated deferred maintenance for all 
categories of property, plant, and equipment, but does reference additional standards for the purpose of 
stewardship reporting. SFF AS No. 8, Supplementary Stewardship Reporting, was developed to establish 
standards over stewardship assets. SFF AS No. 8, paragraph 32, states, "many state and local governments, 
members of Congressional oversight committees, and national groups, have raised the issue of deteriorating 
condition of federally-owned PP&E because of deferred maintenance associated with these assets ... as a 
result, a deferred maintenance standard in Accounting for Property, Plant, and Equipment, SFFAS No. 6, 
establishes reporting requirements related to the condition and future maintenance requirements for PP&E!' 

Further, SFF AS No. 8, paragraph 33, states, ''the deferred maintenance standard is applicable to all PP&E 
whether the PP&E is reported as general PP&E or stewardship PP&E." Accordingly, SFFAS No. 6 is 
relevant with regards to heritage and stewardship assets and Reclamation is not in full compliance with this 
standard. 

COMPLIANCE AND OTHER MATTERS 

The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements 
described in the Responsibilities section of this report, exclusive of those referred to in the Federal Ymancial 
Management Improvement Act of 1996 (FFMIA), disclosed no instances of noncompliance or other matters that 
are required to be reported under GOvernment Auditing Standards and OMB Bulletin No. 01-02. 

The results of our tests of FFMIA disclosed instances, described below, where Reclamation's financial 
management systems did not substantially comply with the requirements discussed below. 
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G. Federal Aeeouating Standards 

As discussed in reportable condition A and significant deficiency F, Reclamation needs to: (1) improve its 
policies and procedures for recording activity in relation to the Western receivable and the Treasury general 
fund liability in response to the new accounting guidance, and (2) complete condition assessments and 
estimate any associated deferred maintenance for all known heritage and stewardship assets. 

Recommendations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

1. Improve its policies and procedures related to recording additions to and repayments against the Western 
receivable and the Treasury liability, including accounting policies and procedures, and improved 
coordination with the U.S. Treasury regarding appropriate account posting models, as necessary. 

2. Perfonn condition assessments for all heritage assets and stewardship assets and estimate the related 
·deferred maintenance. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In summary, 
management agreed with recommendation G. I to improve its policies and procedures related to recording 
additions to and repayments against the Western receivable and the Treasury general fund liability. 
Management did not agree with recommendation G.2 to perfonn condition assessments for all heritage assets 
and stewardship assets and estimate the related deferred maintenance. Management indicated they do not 
believe condition assessments and deferred maintenance calculations on heritage and stewardship assets are 
required under Federal accounting standards and accordingly, does not believe this finding to be a substantial 
non-compliance with FFMIA. 

Auditors' Response to Management's Response 

FFMIA requires an entity's financial management system to comply with all relevant Federal accounting 
standards. As discussed in significant deficiency F. Reclamation has not completed condition assessments 
and estimated deferred maintenance for aU known heritage and stewardship assets in accordance with SFF AS 
No. 6, as amended by SFF AS No. 14. 

The results of our tests ofFFMIA disclosed no instances in which Reclamation's fmancial management systems 
did not substantially comply with the Federal financial management systems or the standard general ledger at the 
transaction level requirements. 

RESPONSmiLITIES 

Management's Responsibilities. The Government Management Reform Act of 1994 (GMRA), Accountability of 
Tax Dollars Act, and Government Corporation Control Act require agencies to report annually to Congress on 
their financial status and any other infonnation needed to tairly present their fmancial position and results of 
operations. To assist DOI in meetiitg the GMRA reporting requirements, Reclamation prepares annual financial 
statements in accordance with Part A ofOMB Circular A-136. 
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Management is responsible for the financial statements, including: 

• Preparing the financial statements in conformity with accounting principles generally accepted in the United 
States of America; 

• Preparing the Management's Discussion and Analysis (including the performance measures), Required 
Supplementary Information, and Required Supplementary Stewardship Information; 

• Establishing and maintaining internal controls over fmancial reporting; 

• Complying with laws, regulations, contracts, and grant agreements, including FFMIA. 

In fulfiJling this responsibility, management is required to make estimateS and judgments to assess the expected 
benefits and related costs of internal control policies. Because of inherent limitations in internal control, 
misstatements due to error or fraud may nevertheless occur and not be detected. 

Auditors' Responsibilities. Our responsibility is to express an opinion on the fiscal year 2005 and 2004 financial 
statements of Reclamation based on our audits. We conducted our audits in accordance with auditing standards 
generally accepted in the United States of America, the standards applicable to financial audits contained in 
Government Auditing Standards, and OMB Bulletin No. 01-02. Those standards and OMB Bulletin No. 01-02 
require that we plan and perform the audits to obtain reasonable assurance about whether the financial statements 
are free of material misstatement An audit includes consideration of internal control over financial reporting as a 
basis for designing audit procedures that are appropriate in the circumstances, but not for the purpose of 
expressing an opinion on the effectiveness of Reclamation's internal control over financial reporting. 
Accordingly, we express no such opinion. 

An audit also includes: 

• Examining, on a test basis, evidence supporting the amounts and disclosures in the financial statements; 

• Assessing the accounting principles used and significant estimates made by management; 

• Evaluating the overall fmancial statement presentation. 

We believe that our audits provide a reasonable basis for our opinion. 

In planning and performing our fiscal year 2005 audit, we considered Reclamation's internal control over 
financial reporting by obtaining an understanding of Reclamation's internal control, determining whether internal 
controls had been placed in operation, assessing control risk, and performing tests of controls in order to 
determine our auditing procedures for the purpose of expressing our opinion on the financial statements. We 
limited our internal control testing to those controls necessary to achieve the objectives described in Government 
Auditing Standards and OMB Bu11etin No. 01-02. We did not test all internal controls relevant to operating 
objectives as broadly defined by the Federal Managers' Financial Integrity Act of 1982. The objective of our 
audit was not to provide assurance on Reclamation's internal control over financial reporting. Consequently, we 
do not provide an opinion thereon. 

As required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, we considered Reclamation's internal 
control over the Required Supplementary Stewardship Information by obtaining an understanding of 
Reclamation's internal control, determining whether these internal controls had been placed in operation, 
assessing control risk, and performing tests of controls. Our procedures were not designed to provide assurance 
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on internal control over the Required Supplementary Stewardship Information and, accordingly, we do not 
provide an opinion thereon. 

As further required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, with respect to internal control 
related to performance measures determined by management to be key and reported in the Management's 
Discussion and Analysis and Performance sections, we obtained an understanding of the design of significant 
internal controls relating to the existence and completeness assertions. Our procedures were not designed to 
provide assurance on internal control over reported performance measures and, accordingly, we do not provide an 
opinion thereon. 

As part of obtaining reasonable assurance about whether Reclamation's fiscal year 2005 financial statements are 
free of material misstatement, we performed tests of Reclamation's compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct and material effect on 
the detennination of financial statement amounts, and certain provisions of other laws and regulations specified in 
OMB Bulletin No. 01-02, including certain provisions referred to in FFMIA. We limited our tests of compliance 
to the provisions described in the preceding sentence, and we did not test compliance with all laws, regulations, 
contracts, and grant agreements applicable to Reclamation. However, providing an opinion on compliance with 
laws, regulations, contracts, and grant agreements was not an objective of our audit and, accordingly, we do not 
express such an opinion. 

Under OMB Bulletin No. 01-02 and FFMIA, we are required to report whether Reclamation's financial 
management systems substantially comply with: (1) Federal financial management systems requirements, 
(2) applicable Federill accounting standards, and (3) the United States Government Standard General Ledger at 
the transaction level. To meet this requirement, we performed tests of compliance with FFMIA Section 803(a) 
requirements. 

DISTRIBUTION 

This report is intended solely for the information and use of Reclamation management, the U.S. Department of 
the Interior Office of Inspector General, OMB, the Government Accountability Office, and the U.S. Congress, 
and is not intended to be and should not be used by anyone other than these specified parties. 

November21, 2005 
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Exhibit I 

U.S. BUREAU OF RECLAMATION 

Summary of the Status of Prior Year Findings 

September 30, 2005 

Condition 

Controls over land inventory 

Controls over revenue recognition 

Federal Financial Management Improvement Act of 
1996 

Status 

This condition has been corrected. 

This condition has been corrected. 

This condition has been corrected with 
regards to controls over land inventory. 
New findings were identified in fiScal 
year 2005 relating to the Federal 
Financial Management Improvement Act 
of 1996. See reportable condition A and 
significant deficiency F. 
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MEMORANDUM 

To: Office of the Inspector General 
Attention: Assistant r Gene 

Through: Mark Limbaugh 
Assistant Secretary - Water and Science 
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From: John ~.l_{eys, m A ~. ~ zu::- ·RI- · ·15 m 
Conmusstoner ~ fC-'17-• OV- · · 

Subject: Bureau of Reclamation's Response to the Draft Independent Auditors' Report on the 
Bureau of Reclamation's Financial Statements for Fiscal Years 2005 and 2004 
(Assignment No. X-IN-BOR-0013-2005) 

We appreciate the opportunity to review and comment on the draft audit report titled Independent 
Auditors' Report on the Bureau of Reclamation's Financial Statements for Fiscal Years 2005 and 
2004. Attached for your consideration is Reclamation's response to the recommendations as 
stated in the draft audit report. 

If you have any questions or require additional information, please contact Reclamation's Audit 
Liaison Officer, Tom Lab, at 303-445-3436. 

Attachment 

cc: Assistant Secretary - Water and Science 
Attention: Olivia Ferriter 

Associate Director - Financial Policy and Operations 
Attention: Debbie Smith 

(w/copy of incoming and att to each) 



Bureau of Reclamation 
KPMG, LLP Draft Audit Report 

Response to Draft Audit Report Recommendations 
November 2005 

A. Controls over Implementation of New Accounting Principle 

Recommendation A.l 

Improve its policies and procedures related to recording additions to and repayments against the 
Western rece\vable and the Treasury liability, including accounting policies and procedures and 
improved coordination with the U.S. Treasury regarding appropriate account posting models, as 
necessary. 

Response 

Concur. Reclamation will improve its policies and procedures related to recording 
additions to and repayments against the Western receivable and the Treasury liability, 
including accounting policies and procedures and improved coordination with the 
Treasury regarding appropriate account posting models, as necessary. 

The responsi~le officials are the Deputy Commissioner, Operations and Deputy 
Commissioner, Policy, Administration and Budget. The target date for improving 
policies and procedures related to the Western receivable and Treasury liability is 
June 30, 2006. 

Recommendation A.2 

Implement controls to ensure current year additions to and repayments against the Treasury 
liability are properly recorded in the standard general ledger, including sufficient management 
oversight and review. 

Remonse 

Concur. Reclamation will implement controls to ensure current year additions to and 
repayments against the Treasury liability are properly recorded in the standard general 
ledger, including sufficient management oversight and review. 

The responsible officials are the Deputy Commissioner, Operations and Deputy 
Commissioner, Policy, Administration and Budget. The target date for implementing 
controls to ensure that current year activity related to the Treasury liability is properly 
recorded in the standard general ledger is June 30, 2006. 



Recommendation A.3 

Implement controls, including sufficient management oversight and review, to ensure current 
year appropriations to and repayments from Western are properly recorded in the standard 
general ledger and budgetary and proprietary balances are properly reported. Further, 
Reclamation should continue to resolve the unreconciled differences between Reclamation's 
receivable and Western's liability and continue to improve coordination between Western, the 
U.S. Department of Energy, Department of the Interior, and Office ofManagement and Budget. 

Response 
Concur. Reclamation will implement controls, including sufficient management 
oversight and-review, to ensure current year appropriations to and repayments from the 
Western Area Power Administration (Western) are properly recorded in the standard 
general ledger and budgetary and proprietary balances are properly reported. Further, 

_ Reclamation will continue to resolve the unreconciled differences between Reclamation's 
receivable and Western's liability and continue to improve coordination between 
Western, the Department of Energy, Department of the Interior, and the Office of 
Management and Budget. 

The responsible officials are the Deputy Commissioner, Operations and Deputy 
Commissioner, Policy, Administration and Budget. The target date for implementing 
controls, including management oversight and review, to ensure that activity related to the 
receivable from Western is properly recorded and reported is 
June 30, 2006. 

B. Security and Internal Control over Information Technology Systems 

General Comments: 

Although Reclamation agrees that application account management procedures could be further 
improved, other controls are in place to mitigate the risk of this weakness jeopardizing financial 
systems or the data provided in support of the financial statement These controls include: 

• Management and termination of Local Area Network (LAN) access 
• Password requirements 
• Data edits in the financial application 
• Constraints on transmission of data to the financial system 

These controls and procedures were effective in preventing LAN access, even though about 
1 percent of the terminated users retained access to applications, as validated by KPMG. 
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Recommendation B.l 

Implement policies and procedures and related controls over the retention of new user 
authorization and access change documentation. 

Response 

Concur. Reclamation Manual Directives and Standards, IRM 08-12, "Computer 
Protections, Anti-Virus, Access Control and Passwords .. (available at 
www.usbr.gov/recman/innlirm08-12.htm) provides policy for managing user accounts. 

ReClamation has updated user administration procedures for the Movable Property 
System (MPS) and the Interior Department Electronic Acquisition System (IDEAS-PD). 
The updated procedures were completed and distributed in June and July 2005, 

- . respectively, and clarify requirements associated with user account maintenance and 
oversight responsibilities for system administrators. As of August 2005, Reclamation 
standardized user access forms for the Bureau of Reclamation Water Operations and 
Record Keeping System (BORWORKS) and developed a refined process for creating and 
modifying user accounts to help ensure access is properly authorized. 

System administrators and local managers began implementing these procedures upon 
distribution. The new procedures will ensure that authorization and access 
documentation is maintained and ~viewed by system managers and administrators. The 
procedures also require that the Reclamationwide functional system administrator 
conduct semiannual reviews of all user account activities to verify and validate that 
required reviews have been completed by local system administrators. These newly 
established procedures require the retention of new user authorization and access change 
documentation. 

Mitigation of this finding will be tracked in the Reclamation Plan of Action and 
Milestones reports for systems as soon as the final audit report is received. 

The responsible official is the Chief Information Officer. Reclamation has completed the 
task of developing and distributing policies and procedures. The target date for verifying 
the implementation of the newly established procedures is April 30, 2006. 

Recommendation B.2 

Ensure administrators and system managers receive adequate training to ensure responsible 
personnel are aware of existing policies and procedures governing user access. Reclamation 
should monitor personnel to enSure that policies and procedures are followed . 

. 3 



Response 

Concur. Reclamation will conduct training on the new procedures described above to 
further ensure compliance and an understanding of requirements. Procedures will be 
implemented to provide adequate training on access controls for new system 
administrators and other personnel, as needed to ensure that responsible personnel are 
aware of policies and procedures. Reclamation has procedures in place to inform new 
system owners and managers of their responsibilities related to application access 
authorization and account management. As stated in our response to Recommendation 
B.l, new procedures include monitoring account management procedures. 

Mitigation of this finding will be tracked in the Reclamation Plan of Action and 
Milestones reports for systems as soon as the final audit report is received. 

· · The responsible official is the Chief Information Officer. The target date for initial 
training to ensure responsible personnel are aware of existing policies and procedures is 
June 30, 2006. 

Recommendation B.3 

Monitor the process to ensure that periodic reviews of user access, including reviews at the Sys 
Operations task level, are performed at the designated intervals and that action is taken in a 
timely manner to investigate and modify or remove access as a result of the review. Supplement 
existing guidance to state explicit criteria that should be considered during periodic reviews of 
user access listings, which will include the oversight of the appropriateness of personnel to 
perform the reviews. Specifically, someone familiar with the users and their current 
roles/responsibilities should perform the periodic review; an effective review may require 
involvement at the regional and/or office level. Further, the objectives of the review are two· 
fold: 1) to ensure users' access remains appropriate; and 2) to identify any terminated users. 

Response 

Concur. As stated in our response to Recommendation B.l, Reclamation has updated 
user administration procedures for ·MPs and IDEAS· PD. The procedures require that an 
independent system administrator conduct periodic audits of user account listings to 
verify and validate that required reviews have been completed by local system 
administrators. System administrators and local managers began 1mplementing these 
procedures upon distribution. 

In addition, Reclamation's Information Technology Security Assurance program will 
include a review of account Il14Ilagement procedures in its site and system reviews this 
year. 

Mitigation of this finding will be tracked in the Reclamation Plan of Action and 
Milestones reports for systems as soon as the final audit report is received. 
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The responsible official is the Chief Information Officer. The target date for a cycle of 
account management review is May 30, 2006. 

C. Controls over Charge Card Reviews 

Recommendation C. I 

Ensure compliance with its established charge card policies. To help ensure compliance, 
Reclamation management at all regional, area, and field office locations should be more diligent 
in monitoring and enforcing compliance with DOl charge card policies. 

Respqnse 

Concur. Reclamation will continue to implement internal controls and perform oversight 
to ensure compliance with established charge card polici~. Draft Reclamation charge 
card guidance has been issued for review and comment and is scheduled to be formally 
issued in fiscal year 2006. 

The responsible officials are the Deputy Commissioner, External and Intergovernmental 
Affairs, Deputy Commissioner, Operations, and Deputy Commissioner, Policy, 
Administration and Budget. The target date for implementing internal controls and 
performing oversight to ensure compliance with charge card policies is June 30, 2006. 

Recommendation C.2 

Design and implement policies to mo~itor the results of internal reviews of charge card 
statements to ensure that the internal reviews are effective in ensuring compliance with charge 
card policies. 

Response 

Concur. Draft Reclamation charge card guidance has been issued for review and 
comment and is scheduled to be formally issued in fiscal year 2006. This guidance 
includes policies and procedures which require charge card reviews to ensure compliance 
with charge card policies. 

The responsible official is the Deputy Commissioner, Policy, Administration and Budget. 
The target date for implementing policies to monitor the results of internal charge card 
statement reviews is June 30, 2006. 
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D. Controls over Management Review and Approval of Process-level Activities 

Recommendation D.l 

Establish and document policies and procedures for initiating, reviewing and documenting 
journal entries and standard vouchers to ensure proper segregation of duties and quality reviews. 

Response 

Concur. Reclamation will establish and document policies and procedures for initiating, 
reviewing and_ documenting journal entries and standard vouchers to ensure proper 
segregation of duties and quality reviews. · 

The responsible officials are the Chief Financial Officer, Deputy Chief Financial Officer, 
. . and all Regional Directors. The target date for establishing and documenting policies and 

procedures for initiating, reviewing and documenting journal entries and standard 
vouchers to ensure proper segregation of duties and quality reviews is June 30, 2006. 

Recommendation 0.2 

Design and implement procedures and controls consistent across all regions for reviewing and 
approving billing documents. These procedures and controls should be designed to ensure that 
billing documents are accurate and properly supported, which will mitigate the risk of 
misstatement of accounts receivable and related revenues. 

ReSj)Onse 

Concur. Reclamation will assess the internal controls over the billing process review for 
each region and design and implement additional procedures and internal controls as 
necessary. 

The responsible officials are the Chief Financial Officer, Deputy Chief Financial Officer, 
and all Regional Directors. The target date for assessing the internal controls and 
implementing new controls is June 30, 2006. 

Recommendation 0.3 

Design and implement a process and controls for reviewing and approving information entered 
onto the Form 528, which will ensure that the Form 528, which is used to support FIRM, is 
accurate and properly supported. 

Con~ur. Reclamation will design and implement a process and controls for reviewing 
and approving information entered onto the Fonn 528, which will ensure that the Form 
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528, which is used to support the Foundation Information for Real Property Management 
System, is accurate and properly supported. 

The responsible official is the Regional Director, Mid-Pacific Region. The target date for 
designing and implementing new internal controls is June 30, 2006. 

Recommendation 0.4 

Improve its internal control environment to ensure that all controls performed are properly 
documented, including improved training of personnel to ensure awareness and knowledge of 
requirements and an internal assessment of controls to verify controls are being performed and 
are operating .effectively. 

Remonse 

Concur. Reclamation will improve its internal control environment to ensure that all 
controls performed are properly documented, including improved training of personnel to 
ensure awareness and knowledge of requirements and an internal assessment of controls 
to verify controls are being performed and are operating effectively. 

The responsible official is the Deputy Commissioner, Operations and Deputy 
Commissioner, Policy, Administration and Budget. The target date for improving the 
internal control environment is June 30, 2006. 

Recommendation 0.5 

Improve its reconciliation procedures over the FMS 6652 to ensure all differences are 
investigated. Improvements should include: 

a. Documentation of the investigation and resolution of each difference. 
b. Signature and date of the person performing the investigation. 
c. Documentation of follow-up procedures performed in instances where the difference was not 
cleared in the original month reported. 

Res,ponse 

Partially concur. The recommendation to document every difference is neither an 
efficient nor an effective use of Reclamation resources. The majority of differences are 
temporary, due to month end timing differences between Treasury and Reclamation. 
Reclamation generates a monthly report that systematically documents the aging, by 
schedule and document" number, of all differences for the month including those that have 
not been cleared in the original month reported. Reclamation agrees that non-timing 
differences, that require investigation, should be well documented with pertinent details, 
investigator's name, and dates of completion by the person perfonning the investigation. 
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The responsible official is the Deputy Chief Financial Officer. The target date for 
implementing new procedures to document differences requiring investigation is June 30, 
2006. 

E. Controls over Credit Reform Loans 

Recommendation E.l 

Develop and implement controls to ensure the subsidy re-estimate is accurately recorded based 
on all relevant factors. Also, ~e subsidy re-estimation should be revised and approved, by 
appropriate managem~t 

. 
RespOnse 

. . Concur. Reclamation will develop and implement controls to ensure the subsidy re
estimate is accurately recorded based on all relevant factors, and will also assess the 
proper level of management review of subsidy re-estimates. 

The responsible official is the Deputy Commissioner, Policy, AdminiStration and Budget. 
The target date for assessing and implementing this recommendation is June 30, 2006. 

Recommendation E.2 

Design and implement a mechanism to properly exclude administrative costs from the net loan 
receivable balance. 

Response 

Nonconcur. Reclamation properly includes reimbursable administrative costs due from 
loan recipients in the loan receivable balance reported in the financial statements. 
Reclamation·properly excludes appropriated or nonreimbursable administrative costs 
associated with the loan program from the loan receivable balance reported in the 
financial statements. 

Reclamation's direct loans authorized after September 30, 1991, are provided for by the 
Small Reclamation Projects Act of 1956 (Public Law 84-984). This Act states, "The 
reasonable cost of any plans, specification, and other unpublished material furnished by 
the Secretary pursuant to this section and the cost of making and administering any loan 
under this Act shall, to the extent that they would not be nonreimbursable in the case of a 
project constructed under the Federal Reclamation laws, be treated as a .loan and covered 
in the provisions of the contract entered into under section 5 of this Act unless they are 
otherwise paid for by the organization., Reimbursable administrative costs become part 
of the loan balance due from the customer as incurred per the authorizing legislation. As 
these costs are reimbursable, they dO not qualifY as costs to the Government of a direct 
loan as defined in Section 502(5XA) of the Federal Credit Reform Act of 1990. 
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F. Reporting the Condition of Heritage and Stewardship Assets 

Recommendation F .1 

Perfonn condition assessments for all heritage assets and stewardship assets, and estimate the 
related deferred maintenance. 

Response 

Non-concur. Reclamation does not believe that the requirements of the Statement of 
Federal Financial Accounting Standards (SFF AS) No. 6 for performing condition 
asSessJD.61lts and estimating deferred maintenance is applicable to its heritage assets. As 
discussed in the Executive Summary ofSFFAS No. 6, paragraph c, there are four 
categories ofProperty, Plant, and Equipment (PP&E): (1) general PP&E; (2) Federal 

, , mission PP&E; (3) heritage assets; and 4) stewardship land. Paragraph d of the Executive 
Summary states that: "Complete accounting standards for general PP&E are included in 
this document." This infers that SFF AS No. 6 does not provide complete accounting 
standards for the other three categories, including heritage assets. 

In SFFAS.No. 6, accounting standards related to heritage assets are limited to the 
recognition and measurement of costs for financial statement reporting purposes (refer to 
paragraphs 61 and 62 of SFF AS No. 6). Paragraph 62 states that: "Additional reporting 
requirements will be developed for stewardship report items in a separate standard." The 
deferred maintenance requirements of SFF AS No. 6 do not apply to heritage assets. 

SFF AS No. 8 ''Supplementary Stewardship Reporting" provides additional guidance and 
requirements for stewardship assets, including heritage assets, Federal mission property, 
and stewardship land. SFF AS No. 8, Chapter 2, provides guidance for reporting heritage 
asset information as Required Supplementary Stewardship Information. Under the 
"Minimum Reporting'' section, paragraph 50 provides agencies with latitude in 
determining the appropriate information to report, including condition and deferred 
maintenance. Paragraph 50 states: 

•The detennin.ation of the most relevant information to be presented should be made by 
the preparer; however, reporting at the entity level shall be more specific than at the 
government-wide level. The following are examples of information that should be 
considered for presentation." (italics added for emphasis) 

The fourth bullet under paragraph 50 is "condition." The fifth bullet states: "A reference 
to a note to the financial statements if deferred maintenance is reported for the assets." 
(italics ~ for emphaSis) 

By reviewing the deferred maintenance reqUirements that are addressed in SFF AS 
numbers 6, 8, and 14, it can also be infefred that the Federal Accounting Standards 
Advisory Board (FASAB) intended to provide agencies some latitude in the application 
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of deferred maintenance, including the performance of condition assessments, for its 
PP&E. For example, paragraph yin the Executive Summary to SFF AS 6 states: 

''The standards recognize that there are many variables in estimating deferred 
maintenance amounts. The standards acknowledge that condition rating is a management 
function since different conditions might be considered acceptable by different entities as 
well as for different items ofPP&E held by the same entity. In addition, management 
may use condition assessment surveys or life cycle cost plans to estimate the amount of 
deferred maintenance." (italics added for emphasis) · 

SFFAS No. 8,_paragraph 32, also includes inferences that the primary intent of the 
deferrJ'(l maintenance requirements is to ensure that the operational PP&E of an agency is 
identified and reported. Paragraph 33 provides agency flexibility in the application of 
condition assessment and deferred maintenance requirements. This paragraph states that: 

- . ''These requirements are flexible since different conditions may be considered acceptable 
by different entities, as well as for different items ofPP&E held by the same entity." 

In addition, SFFAS No.6, Chapter 3 indicates that deferred maintenance requirements are 
primarily applicable to an agency's operating PP&E. Paragraph 77 defines deferred 
maintenance as "maintenance that was not performed when it should have been or was 
scheduled to be and whic~ therefore, is put off or delayed for a future period." 
Paragraph 78 elaborates on the definition of maintenance: 

'"For purposes of this standard, maintenance is descn'bed as the act of keeping fixed assets 
in acceptable condition. It includes preventative maintenance, normal repairs, 
replacement of parts and structural components, and other activities needed to preserve 
the asset so that it continues to provide acceptable services and achieves its expected 
1:~ .. llle. 

The third bullet of paragraph 83 states: "If the condition assessment survey method of 
measuring deferred maintenance is used, the following. should be presented for each class 
ofPP&E: (1) description of requirements or s~dards for acceptable operating 
condition; (2) any changes in the condition; (3) asset condition and a range estimate of the 
dollar amount of maintenance needed to return it to its acceptable operating condition." 
Since reference is made to acceptable operating condition, it appears that this requirement 
is applicable to fixed assets such as plant and equipment. It does not appear that heritage 
assets meet the criteria for the deferred maintenance requirement as required by SFF AS 
No. 6, paragraphs 77 and 78. If deferred maintenance is not applicable to heritage assets, 
it can be inferred that condition assessments on these assets are not required. 

Finally, SFFAS No. 14,-paragraph 80 indicates that amounts for deferred maintenance 
may be measured using condition assessment surveys. Paragraph 81 defines condition 
assessment surveys as "periodic inspections ofPP&E to determine their current condition 
and estimated cost to correct any deficiencies.,. From the criteria specified in SFF AS 
No. 14, it can be inferred that deferred maintenance is generally not applicable to heritage 
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assets when these assets are an incidental aspect of an agency. This SFF AS indicates that 
condition assessments may be performed to identify costs that need to be incurred to 
bring an asset up an acceptable operating condition. Operating condition is not an 
applicable measure, generally, for Reclamation's heritage assets as the great majority are 
archaeological properties. One exception might be multi-use heritage assets, heritage 
assets that are used to accomplish Reclamation's mission. For these situations, such 
assets would be included in Reclamation's assessment of deferred maintenance of its 
reserved water and power facilities. 

Reclamation recognizes its responsibility to manage and protect heritage assets, and to 
comply with ~ederallaw and regulations in that regard. However, the management of 
heritage assets is secondary to Reclamation's mission of delivering water and power. 
Highest priority, of necessity, is given to conducting condition assessments and 
addressing deferred maintenance of Reclamation water and power facilities. The Federal 
government has not issued any standards or guidance for conducting condition 
assessments and evaluating deferred maintenance of archaeological sites, which comprise 
the majority of Reclamation's non-collectible heritage assets. The Federal government 
also has no laws or regulations in place for evaluating the significance, condition, or 
deferred maintenance of paleontological resources, another category of non-collectible 
heritage assets. 

It should be noted that Reclamation is in full compliance with condition assessment and 
deferred maintenance requirements for its general PP&E, as required by SFF AS No. 6. 
Reclamation has long-established policies and procedures for conducting comprehensive 
and rigorous condition assessments of all of its high and significant hazard dams, power 
plants, and associated facilities. Deferred maintenance on all Reclamation reserved 
works facilities (owned and operated by Reclamation) is updated quarterly. This would 
include multi-use heritage assets; e.g., Hoover Dam, which is a National Historic 
Landmark. The Department requires comprehensive condition assessments every 5 years. 
Reclamation currently performs condition assessments of its water and power facilities on 
a 3-year frequency. 

Reclamation conducts scheduled condition assessments and determines deferred 
maintenance of its non-collectible heritage assets that fall under the definition of 
buildings and structures, in particular those that are multi-use heritage assets. In addition, 
Reclamation's reserved buildings are now also subject to scheduled condition 
assessments. In fiscal year 2004, Reclamation completed a preliminary condition 
assessment of all its reserved buildings that have a current replacement value of greater 
than $50,000. Over the next five years, comprehensive condition assessments of those 
properties will be sc~eduled and completed. Deferred maintenance needs will be 
identified and reported.-

In terms of collectible heritage assets, Department standards exist for evaluating the 
.condition of facilities that display, exhibit, or store museum property. Reclamation uses 
the Department Facility Checklist for assessing condition and maintenance needs of such 
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facilities. Item-level condition assessments are conducted as part of annual inventories 
and when accessioned items are cataloged. Conservation surveys that would identify 
costs for rehabilitation of items occut only as needed, as per 411DM. 

In additio~ in an October 21,2005, memo from the Assistant Secretary, Policy, 
Management and Budget (AS-PMB) to the Assistant Inspector General for Audits the 
Department resolved the disputed fiscal year 2004 Independent Auditors' Reports to 
several Department bureaus regarding the auditor's recommendations on collectable 
heritage assets. Specifically, KPMG noted significant deficiencies for those bureaus' 
internal controls over Required Supplemental Stewardship Information related to 
condition assessments of collectable heritage assets and controls over Required 
Suppl~entar}r Information related to deferred maintenanCe amounts for such assets. 
KPMG concluded that these deficiencies in internal control were also indicators of 
noncompliance with Federal Financial Management hnprovement Act provisions relating 

.. to Federal accounting standards. In the AS-PMB's final conclusion and resolution, it was 
stated that: 

"Collections that are housed in facilities in good condition are deemed to be in good 
condition. Therefore, Interior's policy of assessing the condition of museum objects 
based upon the condition of the facility housing the collection is considered appropriate 
and is supported by professional museum policy and practice." 

It should be noted that the condition ofheritage assets issue is a Department-wide issue. 
Reclamation is in full compliance with all Departmental reporting requirements regarding 
heritage assets. Due to budgetary constraints, it is unlikely that sufficient funding would 
be available to perform condition assessments and estimate deferred maintenance on all 
heritage assets. Accordingly, it would not be feasible or cost-effective to implement this 
recommendation. 

Recommendation F.2 

Require supervisors to review and approve condition assessments and deferred maintenance 
estimates to ensure they are performed consistently and in accordance with policies. 

Response 

Non-concur. Since Reclamation does not concur with Recommet1dation F.l, 
Reclamation cannot concur to this recommendation. Nevertheless, Reclamation believes 
it is important to note the supervisory requirements Reclamation does have in place. 
Reclamation has already instituted supervisory approval where required. Reclamation 
uses the Department Facility Checklist for assessing condition and maintenance needs of 
such facilities. Item-level condition assessments are conducted as part of annual 
inventories and when accessioned items are cataloged. Conservation surveys that would 
identify costs for rehabilitation of items occur only as needed, as per 411DM 
Reclamation requires assessments of its non-collectable multi-use heritage assets. All 
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assessments are reviewed and approved by supervisors and managers; for both collectable 
and non-collectable heritage assets these internal review and approval requirements are 
being codified in the Reclamation Manual. 

Recommendation F.3 

Update the condition assessment and deferred maintenance estimates ~odically and ensure the 
rotation schedule is properly maintained and monitored by individuals at the appropriate 
supervisory level. 

Response 

Non~ncur. Since Reclamation does not concur with Recommendation F.l, 
Reclamation cannot concur to this recommendation. Nevertheless, Reclamation believes 

. . it is important to note actions it does take with regard to performing condition 
assessments and deferred maintenance. Reclamation is in full compliance with condition 
assessment and deferred maintenance requirements for its general PP&E, as required by 
SFF AS No. 6. Reclamation has long-established policies and procedures for conducting 
comprehensive and rigorous condition assessments of all ofits high and significant 
hazard~. power plants, and associated facilities. Deferred maintenance on all 
Reclamation reserved works facilities (owned and operated by Reclamation) is updated 
quarterly. This includes multi-use heritage assets; e.g., Hoover Dam, whi~h is a National 
Historic Landmark. The Department requires comprehensive condition assessments 
every 5 years. Reclamation currently performs condition assessments of its water and 
power facilities on a 3-year frequency. 

Reclamation conducts scheduled condition assessments and determines deferred 
maintenance of its non-collectible heritage assets that fall under the definition of 
buildings and structures, in particular those that are multi-use heritage assets. In addition, 
Reclamation's reserved buildings are now also subject to scheduled condition 
assessments. In fiscal year 2004, Reclamation completed a preliminary condition 
assessment of all its reserved buildings that have a current replacement value of greater 
than $50,000. Over the next 5 ~ comprehensive condition assessments of those 
properties will be scheduled and completed. Deferred maintenance needs will be 
identified and reported. 

In terms of collectible heritage ~ Federal standards exist for evaluating the condition 
of facilities that display, exhibit, or store museum property. R~lamation uses the 
Department Facility Checklist for assessing condition and maintenance needs of such 
facilities. Item-level condition assessments are conducted as part of annual inventories 
and when accessioned items are cataloged. Conservation surveys that would identify 
costs for rehabilitation of items occur only as needed, as per 411DM. 
All regional submittals of condition assessments and deferred maintenance data are 
processed through senior regional management prior to submission to those who compile 
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and write the quarterly or annual data reports. All data and reports submitted to the 
Department are monitored and approved by senior Reclamation management. 

G. Federal Accounting Standards 

Recommendation G. I 

Improve its policies and procedures related to recording additions to and repayments against the 
Western receivable and the Treasury liability, including accounting policies and procedures and 
improved coordination with the U.S. Treasury regarding appropriate account posting models, as 
necessary. 

< 

Response 

- . Concur. See response to Recommendation A. I. 

Recommendation G.2 

Perform condition assessments for all heritage assets and stewardship assets and estimate the 
related deferred maintenance. 

Response 

Non-Concur. See response provided for Recommendation F .1. 
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Memorandum 

To: 

From: 

Subject: 

u ·n.ited tate.s l)epartment of the In - rior 
OFHC ~ OF 1 PECTOR G :<.~ tER.~t 

Wa hi11gton, DC 20240 

Kathleen Clarke 
Director, Bureau of Land Management 

Anne L. Richards fthvt...< ~ 
Assistant Inspector General for Audits 

January 31, 2006 

Independent Auditors' Report on the Bureau of Land Management's Financial 
Statements for Fiscal Years 2005 and 2004 (Report No. X-IN-BLM-0012-
2005) 

Attached is the subject K.PMG LLP-prepared auditors' report (Attachment 1), which 
contains an unqualified opinion on the Bureau of Land Management's (BLM) financial 
statements. However, KPMG identified four reportable conditions in BLM' s internal controls 
over financial reporting, none of which were considered material weaknesses. KPMG also 
found significant deficiencies in BLM's reporting on performance measures, the condition of 
stewardship land and museum collections, and deferred maintenance for stewardship land. In 
addition, KPMG found instances in which BLM's financial management systems did not fully 
comply with federal accounting standards and with the Federal Financial Management 
Improvement Act of 1996 (FFMIA). The report contains 13 recommendations that, if 
implemented, should resolve the findings. 

In its December 22, 2005 response (Attachment 2) to the draft auditors' report, BLM 
agreed with four findings, partially agreed with two findings, and disagreed with three 
findings. 

BLM also stated in its response that it agreed with five recommendations, none of 
which have been fully implemented. We will refer the five unimplemented recommendations 
to the Assistant Secretary for Policy, Management and Budget for tracking of implementation. 

In addition, BLM partially agreed with two and disagreed with six recommendations 
(see Attachment 3, "Status of Audit Report Recommendations). These eight 
recommendations will be referred for resolution and tracking of implementation. 

The Department of the Interior contracted with KPMG, an independent, certified 
public accounting firm, to audit BLM's financial statements for fiscal years 2005 and 2004. 
The contract required that KPMG conduct its audit in accordance with the "Government 
Auditing Standards" issued by the Comptroller General of the United States, the Office of 
Management and Budget's "Audit Requirements for Federal Financial Statements," and the 



Government Accountability Office's/President's Council on Integrity and Efficiency's 
"Financial Audit Manual." 

KPMG is responsible for the auditors' report and for the conclusions expressed in the 
report. We do not express an opinion on BLM's financial statements or KPMG's conclusions 
on the effectiveness of internal controls, on whether BLM's financial management systems 
substantially complied with FFMIA, or on compliance with laws and regulations. 

The legislation, as amended, creating the Office of Inspector General requires 
semiannual reporting to the Congress on all audit reports issued, actions taken to implement 
audit recommendations, and recommendations that have not been implemented. Therefore, 
this report will be included in our next semiannual report. 

We appreciate the cooperation and assistance ofBLM personnel during the audit. If 
you have any questions, please contact me at 202-208-5512. 

Attachments (3) 

cc: Assistant Secretary, Land and Minerals Management 
Chief Financial Officer, Bureau of Land Management 
Director, Office of Financial Management 
Audit Liaison Officer, Office of Financial Management 
Audit Liaison Officer, Land and Minerals Management 
Audit Liaison Officer, Bureau of Land Management 
Focus Leader for Financial Reporting, Office of Financial Management 
Focus Leader for Management Control and Audit Follow-up, 

Office of Financial Management 



KPMGUP 
Suite2700 
707 Seventeenth Sln!et 
Denver, CO 80202 

Iudepeadent Auditors' Report 

The Director of the Bureau ofLand Management and 
the Inspector General of the U.S. Department ofthe Interior: 

ATfACHMENT 1 

We have audited the accompanying consolidated balance sheets of the Bureau of Land Management 
(BLM) as of September 30, 2005 and 2004, and the related consolidated statements of net cost of 
operations, consolidated statements of changes in net position, combined statements of budgetary 
resources, consolidated statements of fmancing, and the consolidated statements of custodial activity for 
the years then ended (hereinafter referred to as the financial statements). The objective of our audits was to 
express an opinion on the fair presentation of these financial statements. In connection with our audits, we 
also considered BLM's internal control over financial reporting and tested BLM's compliance with certain 
provisions of applicable laws, regulations, contracts, and grant agreements that could have a direct and 
material effect on its financial statements. 

Summary 

As stated in our opinion on the financial statements, we concluded that BLM' s financial statements as of 
and for the years ended September 30, 2005 and 2004 are presented fairly, in all material respects, in 
conformity with accounting principles generally accepted in the United States of America As discussed in 
Note 18 to the financial statements, BLM adopted the provisions of Interpretation of Federal Financial 
Accounting Standards No. 6, Accounting for Imputed Intra-departmental Costs: An Interpretation of 
SFFAS No. 4, for the year ended September 30, 2005. 

Our consideration of internal control over financial reporting identified the following reportable conditions. 
However, none of the reportable conditions are beJieved to be material weaknesses. 

A. Security and Internal Control over Information Technology Systems 

B. Adequate Segregation of Duties over Purchases 

C. Accounting for Mineral Leases 

D. Recording Year-end Liabilities 

Our limited procedures over Management's Discussion and Analysis, Required Supplementary 
Stewardship Information, and deferred maintenance reported as Required Supplementary Information 
identified the following significant deficiencies. 

E. Reporting of Performance Measure Information in Management's Discussion and Analysis 

F. Reporting the Conditi<?n of Stewardship Land 

G. Reporting the Condition of Museum Collections 

H. Reporting of Deferred Maintenance Amounts for Stewardship Land 

The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant 
agreements, exclusive of those referred to in the Federal Financial Management Improvement Act of 1996 

KPIIG LLP, a U.S. lmlod -lily partnetlhip, is tile U.S. 
mombtlr film of KPMG lntomatlonal, o 5>Mss cooperative. 



(FFMIA), disclosed no instances of noncompliance or other matters that are required to be reported herein 
under Government Auditing Standards, issued by the ComptrolJer General of the United States, or Office 
of Management and Budget {OMB) Bulletin No. 01-02, Audit Requirements for Federal Financial 
Statements. 

The results of our tests of FFMIA disclosed instances where BLM did not substantially comply with the 
following provisions of FFMIA. 

I. Federal Accounting Standards 

The following sections discuss our opinion on the financial statements, our consideration of BLM's 
internal control over financial reporting. our tests of BLM's compliance with certain provisions of 
applicable laws, regulations, contracts, and grant agreements and management's and our responsibilities. 

Opinion on tbe Financial Statements 

We have audited the accompanying consolidated balance sheets of the Bureau of Land Management as of 
September 30, 2005 and 2004, and the related consolidated statements of net cost of operations, 
consolidated statements of changes in net position, combined statements of budgetary resources, 
consolidated statements of financing, and the consolidated statements of custodial activity for the years 
then ended. 

In our opinion, the financial statements referred to above present fairly, in all material respects, the 
financial position of BLM as of September 30, 2005 and 2004, and its net costs, changes in net position, 
budgetaly resources, reconciliation of net costs to budgetary obligations, and custodial activity for the 
years then ended, in conformity with accounting principles generally accepted in the United States of 
America. 

As discussed in Note 18 to the financial statements, BLM adopted the provisions of Interpretation of 
Federal Financial Accounting Standards No. 6, Accounting for Imputed Intra-departmental Costs: An 
Interpretation ojSFFAS No. 4, for the year ended September 30, 2005. 

The information in the Management's Discussion and Analysis, Required Supplementary Stewardship 
Information (Stewardship Assets), and Required Supplementary Information (Supplementary Statements of 
Budgetary Resources by Major Budget Accounts and Deferred Maintenance) sections is not a required part 
of the financial statements, but is supplementary information required by accounting principles generally 
accepted in the United States of America or OMB Circular A-136, Financial Reporting Requirements, Part 
A, Form and Content of the Performance and Accountability Report. We did not audit this information, 
and accordingly, we express no opinion on it. However, we have applied certain limited procedures, which 
consisted principally of inquiries of management regarding the methods of measurement and presentation 
of this information. As a result of such limited procedures, we believe that the following is not in 
conformity with accounting principles generally accepted in the United States of America: (l) the reporting 
of relevant and timely performance measure information in Management's Discussion and Analysis, 
(2) the reporting of Required Supplementary Stewardship Information on the condition of stewardship land 
and museum coUections, and (3) the reporting of Required Supplementary Information on the amount of 
deferred maintenance for stewardship land. Our limited procedures found BLM does not have adequate 
policies and procedures to report this information consistent with accounting principles generally accepted 
in the United States of America. 
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Internal Control Over Financial Reporting 

Our consideration of internal control over financial reporting would not necessarily disclose all matters in 
the internal control over fmancial reporting that might be reportable conditions. Under standards issued by 
the American Institute of Certified Public Accountants, reportable conditions are matters coming to our 
attention relating to significant deficiencies in the design or operation of the internal control over financial 
reporting that, in our judgment, could adversely affect BLM's ability to record, process, summarize, and 
report fmancial data consistent with the assertions by management in the financial staiements. 

Material weaknesses are reportable conditions in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements, in 
amounts that would be material in relation to the financial statements being audited, may occur and not be 
detected within a timely period by employees in the normal course of performing their assigned functions. 

We noted certain matters involving the internal control over financial reporting and its operation that we 
consider to be reportable conditions. However, none of the reportable conditions are believed to be material 
weakness. 

(A) Security and Internal Control Over Information Technology Systems 

Security and genera] controls over BLM's information technology systems have not been fully 
implemented. This is a repeat finding from the prior year, and even though BLM has made progress 
in implementing security controls in the past couple of years over its information systems, 
improvement is needed in the areas described below, as required by OMB Circular A-130, 
Management of Federal Information Resources. The access control conditions identified below 
could affect BLM's ability to prevent or detect unauthorized changes to subsidiary financial 
information, control electronic access to sensitive information, and protect its information resources. 

Access controls should provide reasonable assurance that computer resources are protected against 
unauthorized modification, disclosure, loss, or impairment The objectives of limiting access are to 
ensure that: (I) only authorized users have access to data and resources; (2) users have the minimum 
access necessary to perform their job functions; (3) access to very sensitive resources is limited to 
very few individuals; and (4) network security configurations are optimized to provide reasonable 
assurance that computer resources (data files, application programs, and computer-related facilities 
and equipment) are protected against unauthorized modification, disclosure, loss, or impairment. 
Certain procedural and technical access controls over BLM' s fmancial applications have not been 
implemented or are not operating effectively to minimize the risks of unauthorized access to its 
systems and its data. Specifically, our audit found: 

• Employee termination procedures are not sufficient to effectively remove in a timely manner 
terminated user accounts from BLM information systems. 

• BLM has not validated the appropriateness and need for a significant number of contractor user 
IDs on its network active directory, and it is unclear how many of these users still require access. 

• A significant number of generic user IDs on BLM's network active directory. These accounts 
have not been validated as to why generic access is needed, as opposed to unique user access. 

• Lack of approvals over BLM user access to the Federal Personnel and Payroll System (FPPS). 
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• Lack of documentation supporting periodic reviews of user access appropriateness for BLM's 
Co11ection and Billing System (CBS) and the Interior Department Electronic Acquisition System 
(IDEAS). 

• Lack of a process or procedure for ensuring select production databases are configured with a 
common baseline security configuration. For example, select databases contain default username 
and password combinations. 

Recommendation 

BLM should continue the development and implementation of procedures to improve the internal 
security and general controls over its information technology systems. Improved procedures should 
address the areas discussed above, as well as other areas that might impact the electronic data 
processing control environment, to ensure adequate security and protection of BLM's financial 
management systems. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

(B) Adequate Segregation of Duties Over Purchases 

The principles of segregation of duties stipulate that no individual should have complete control over 
incompatible transaction processing functions, which include the initiation, approval, and execution 
of a transaction. Allowing a single individual to control all phases of a transaction creates a situation 
that permits errors or irregularities to go undetected. 

Our audit found there are individuals in several BLM offices that have the individual ability to 
execute all the essential duties of the purchasing function. For example, individuals have the ability 
to create and approve a purchase requisition and purchase order, and then also have the ability to 
approve the invoice for payment. 

Recommendation 

BLM should implement procedures to ensure critical duties of the purchasing function are 
adequately segregated at all offices. If segregation of duties cannot be established, then additional 
periodic management reviews of the purchasing functions should be performed to ensure 
transactions are accounted for properly and do not contain instances of theft or fraud. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our recommendation. Management indicated additional 
reviews over the purchasing function are needed at its National Training Center. BLM disagreed that 
changes are needed in other offices, given that hard-copy documentation usually exists indicating 
additional reviews of purchase transactions were performed. 

Auditors' Response to Management's Response 

There are BLM employees, mostly in large offices, with the ability to perform all functions of a 
purchasing transaction. It is important these abilities be limited to help prevent the possibility of 
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theft or misappropriation of assets. The critical point is not whether there is hard-copy 
documentation evidencing other reviews, but the ability for one individual to create and approve a 
purchase for payment. Further, the ability to enter and approve both purchase requisitions and 
purchase orders is against BLM policy, as outlined in BLM Instruction Memorandum No 99-135. 

(C) Accounting for Mineral Leases 

BLM processes collections from mineral leasing activity on its public lands, which includes leases 
for oil, gas, and coal. BLM collects the first year rent and bonus bid deposits related to this activity. 
These amounts are initially recorded as a liability awaiting adjudication. The adjudication process 
encompasses BLM's issuance or dismissal of a lease and is the determining factor in recognizing 
custodial revenue in BLM's statement of custodial activity. If adjudication results in a lease, the 
collections are transferred to the Minerals Management Service (MMS), which disburses the funds 
along with subsequent rents and royalties to states and other federal agencies. If a lease is not 
accepted, the collections are refunded. During fiscal year 2005, the BLM transferred approximately 
$610 million to MMS. 

BLM needs to improve policies and procedures over the accounting for mineral lease activity and the 
transfer of monies to MMS. Specifically, we noted the following: 

• BLM does not have a formal detailed accounting policy for recognizing custodial revenue. Lack 
of a detailed policy increases the risk that amounts will be misclassified and reported in the 
incorrect year. 

• BLM does not adhere to its policy to prepare and date the transmittal form on the same date the 
lease agreement is executed. The transmittal form contains detailed accounting information and 
is used to transfer monies to MMS. MMS uses information on the form to make disbursements. 
BLM's accounting division uses the form to determine the period in which lease revenues should 
be recognized, which is to correspond with the execution of a lease agreement. Our audit 
determined the timing between the dating of the transmittal form and the lease agreement, or vice 
versa, varied from 0 to 50 days. Lack of adherence to BLM's transmittal form dating policy 
increases the risk that amounts will be recorded in the incorrect year. 

• BLM does not have sufficient policies and procedures over the review of lease information sent 
to MMS. In most BLM offices, the same individual prepares, reviews, and approves the lease 
agreement and the transmittal form. Failure to segregate these incompatible duties increases the 
risk that amounts will be misclassified and incorrectly reported, as evidenced by errors our audit 
discovered in the coding of transmittal forms. We identified two military leases that were coded 
incorrectly during the year. This resulted in errors in the MMS distribution process with a state 
being owed approximately $6 million. 

• BLM does not consistently transfer monies to MMS in a timely manner. BLM policy is to 
transfer monies to MMS within 14 days of the signing of a lease agreement. We selected a 
sample of 69 leases and determined that, on average, it took 28 days to complete the transfer 
once a lease had been signed, and, in some cases, took up to 180 days. 
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Recommendation 

BLM should improve its policies and procedures over the accounting for mineral lease activity and 
the transfer of monies to MMS. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our fmdings and its comments were responsive to our 
recommendations. 

(D) Recording Year-end Liabilities 

BLM does not have adequate procedures to identify and record all liabilities at year-end. Our audit 
discovered approximately $21 million in unrecorded liabilities at the end of fiscal year 2005. 
Specifically, we identified the following misstatements. 

• Federal accounting standards require that revenue from exchange transactions be recognized 
when goods or services are provided at a price, and if advance payments are made, such amounts 
should be rl;lC()rded as a deferred revenue liability until the point in time the exchange occurs. As 
of year-end, BLM had collected $6.6 million from land sales for which it had not exchanged 
legal title to the land. BLM erroneously recognized these advance payments as earned revenue, 
as opposed to a deferred revenue liability. 

• Undistributed collection liabilities are amounts collected by BLM from activity on its federal 
lands that are due to other governmental entities, primarily the U.S. Treasury. As of year-end, 
BLM had collected approximately $14.7 million for which it had erroneously not recorded an 
undistributed collection liability. 

While the above adjustments are not considered material to BLM's fiscal year 2005 fmancial 
statements, a lack of adequate procedures and related controls in future years over the recording of 
year-end liabilities may result in more significant misstatements. 

Recommendation 

BLM should improve its procedures over the identification and recording of year-end liabilities. In 
addition, appropriate controls should be implemented to ensure the reviews of year-end liabilities are 
conducted. 

M011ageiiiDit Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

Internal Control Over Performance Measure Information Reported in Management's Discussion 
and Analysis 

With respect to the design of internal controls relating to the existence and completeness of assertions over 
performance measures determined by management to be key and reported in Management's Discussion 
and Analysis, we noted certain significant deficiencies in internal control over reported performance 
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measures discussed in the following paragraphs that, in our judgment, could adversely affect BLM's ability 
to collect, process, record, summarize, and report performance measures in accordance with management's 
criteria 

(E) Reporting of Performance Measure Infonnatioa in Management's Discussion and Analysis 

The Government Performance and Results Act (GPRA) requires agencies to formulate strategic 
plans, identify major strategic goals, and report performance measures and results related to these 
goals. Further, OMB Circular A-136 requires agencies to report in the Management's Discussion 
and Analysis section of the annual report objective and relevant performance measures that disclose 
the extent to which programs are achieving their intended objectives. 

BLM can improve the type of performance measures it reports in Management's Discussion and 
Analysis. Specifically, BLM is currently not reporting performance measures related to its wildland 
fire management, land sales, and helium programs. These are large programs, referred to throughout 
BLM's annual report, that account for a significant portion of BLM's financial activity. For 
example: 

• BLM provides fire protection on approximately 390 million acres of public and state land and 
was appropriated $800 million in fiscal year 2005 for wildland fire management. 

• During 2005, BLM collected $1.2 billion from land sales. At year-end, BLM had $1.7 billion in 
investments related to these land sales, which will be used to acquire sensitive lands or to make 
improvements to existing government assets. 

• During 2005, BLM collected $89 million in helium revenue. At year-end, BLM had 26 billion 
standard cubic feet of helium, which is carried at $304 million in the financial statements. The 
helium amounts will be used to repay approximately $1.1 billion in BLM debt 

A Jack of performance information, for the above significant programs, results in users of the 
fmancial statements not having a basis to determine the extent such programs are achieving their 
intended objectives. 

In addition to the above, for certain performance measures in Management's Discussion and 
Analysis, BLM has reported results based on prior-year data. Many of these measures are included 
in the Department of the Interior's Management's Discussion and Analysis. The Department cannot 
report accurate information when BLM has not established effective procedures for gathering 
information in a timely manner. 

Recommendations 

1. BLM should include in its Management's Discussion and Analysis section performance 
measures related to its significant programs, which include the wildland frre management, land 
sales, and helium programs. 

2. BLM should revise its performance data collection processes to allow for up-to-date 
accomplishments to be reported for all performance targets. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

Internal Control Over Required Supplementary Stewardship Information 

We noted certain significant deficiencies in internal control over Required Supplementary Stewardship 
Information discussed in the following paragraphs that, in our judgment, could adversely affect BLM's 
ability to collect, process, record, and summarize required supplementary stewardship information on the 
condition of stewardship land and museum collections. 

(F) Reporting the Condition of Stewardship Land 

Accounting standards for federal entities establish minimum reporting requirements for stewardship 
land. These standards require BLM to report, as required supplementary information in its 
stewardship section of its annual report, the condition of stewardship land. 

In addition, the Accounting and Auditing Policy Committee of the Federal Accounting Standards 
Advisory Board (F ASAB) commissioned the Stewardship Guidance Work Group to prepare the 
Reporting and Assurance Guide for Stewardship Land (SL) and Heritage Assets (HA). The report, 
which is still in draft form, concluded one of the most meaningful criteria for measuring the 
condition of stewardship land originates from the fact the federal government has been entrusted 
with, and made accountable for, stewardship lands that are held for the long-term benefit of the 
Nation. Hence. the most important information about the condition of stewardship land is whether or 
not it has been safeguarded and protected against waste, loss, and misuse; managed consistent with 
its intended use in accordance with federal laws and regulations; and not materially degraded while 
under government care. The report further concluded, for sources of condition information, an entity 
may assess condition as part of its normal management role and existing systems. This may include 
condition information assessment surveys, annual or perpetual inventories, technical studies, budget 
requests, etc. 

Based on the above, we concluded BLM is not using the appropriate basis in its annual report for 
assessing and reporting the condition of its stewardship land. In its fiscal year 2005 annual report, 
BLM reported the condition of its stewardship land as acceptable, and that assessment was based on 
resource production and revenues generated from the public lands. That assessment did not consider 
the aggregate results of condition information that BLM gathers as part of its ongoing operational 
processes. For example, as part of its land management operations BLM performs various condition 
assessments, which include: (1) Ecological Site Inventories, which provide a reference for 
determining the land's capability to produce forage and habitat, for assessing land health, and for 
monitoring the characteristics of the resource. (2) Land Health Assessments, which ascertain 
whether land health standards have been achieved and which describe a level of ecologic 
functionality for water quality, wildlife habitat, soil stability, and nutrient and energy cycling. 
(3) Fire Regime Condition Class, which is a standardized tool for determining the degree of 
departure from reference condition vegetation, fuels, and disturbance regimes. In many cases, the 
completion of the above studies is ongoing, and the preliminary results indicate, in certain situations, 
that the condition of the land is not acceptable and is in need of intervention. 
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We believe BLM's disclosures on the condition of stewardship lands are substantially not complete. 
Asserting that the condition of land is evidenced merely by resource production and revenue 
generated from the land reports little or no substantive information on the true condition of the land. 
Further, BLM has not met its reporting responsibilities to the general public by not reporting, in its 
annual report. the results of condition assessments conducted as part of its general operations. 

Recommendations 

To provide more useful and meaningful information to the readers of BLM's annual report, BLM 
should consider the intent of the federal accounting standards in reporting the condition of its 
stewardship land and adhere to the principles incorporated in FASAB's commissioned Stewardship 
Guidance Work Group draft report, Reporting and Assurance Guide for Stewardship Land (SL) and 
Heritage Assets (HA). Accordingly, we recommend: 

1. BLM measure and report the condition of its land by taking into consideration the use of the land 
and the condition of the water and vegetation upon that land. 

2. Develop a written policy on the types of land that do not need assessment based on limited 
human intervention and susceptibility to deterioration. 

3. Complete, and periodically update, condition assessments that are performed as part of BLM's 
normal management role and existing systems (e.g. ecological site inventory assessments, land 
health assessments, and fire regime condition assessments). 

4. Report the condition of the land based on the summarized results of existing systems. The 
condition, and support for the condition, should conceivably come from the current assessments 
that BLM performs as part of its normal management role and existing systems. These condition 
assessments and the related controls over the assessment process should be appropriately 
documented. 

Through the use of these forms of information gathering techniques, BLM with limited effort and 
cost could report on the condition of the land as a whole, and provide more meaningful information 
to readers of stewardship land information. 

Management Ri!spoMe 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management disagreed with our recommendation. Management indicated the accounting 
standards define land as essentially rock and sediment, and as such, the definition excludes the 
resources upon the land. 

Auditors' Response to Ma1111gement's Response 

Statement of Federal financial Accounting Standards (SFFAS) No.8, Supplementary Stewardship 
Reporting, paragraph 81, requires federal agencies to report in its stewardship section of its annual 
report the condition of stewardship land. We disagree the accounting standards, in assessing the 
condition of stewardship land, have excluded natural resources, such as the condition of vegetation 
and water upon the land. We believe BLM, with limited effort and cost, could report the condition 
of stewardship land using assessments it performs as part of its normal management operations. 
Such assessments have not indicated that BLM land, in all cases, is in acceptable condition. 

9 



Disclosing the results of land condition assessments would provide more meaningful information to 
the readers of BLM's annual report and would meet the intent of the federal accounting standards in 
reporting the condition of stewardship land. 

(G) Reporting the Condition of Museum Collections 

Accounting standards for federal entities establish minimum reporting requirements for museum 
collections taken off the public lands. These standards require BLM to report, as required 
supplementary information in its stewardship section of its annual report, the number of museum 
collections in terms of physical units and the condition of such collections. To meet the reporting 
requirements BLM defines a museum collection unit as an individual museum facility, and reports 
that it has identified, through questionnaires and its internal archaeological and paleontological 
permit process, 155 nonfederal museum facilities that contain museum items originating from BLM 
public lands. 

BLM needs to improve its assessment and reporting of the condition of museum collections. 
Specifically, we found: 

• BLM has not assessed, in accordance with the Department of the Interior's standards, the 
condition of98 of its 155 identified facilities. 

• BLM is not disclosing the condition of museum collections in accordance with federal 
accounting standards. BLM considers museum collections to be in stable condition if the facility 
is in stable condition. However, for fmancial reporting purposes, the assessment of museum 
collections should ultimately address the underlying condition of the individual items as opposed 
to the facility housing those items. 

Recommendatlon 

BLM should continue to complete its review of the nonfederal facilities in accordance with the 
Department of the Interior's guidance and consider such information in determining the condition of 
museum collections. However, for financial reporting purposes, the assessment of museum 
collections should ultimately address the underlying condition of the individual items as opposed to 
the facility housing those items. If BLM does not know the condition of the individual items, then 
such a statement should be made in the annual report along with the reasons why such condition is 
unknown. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management disagreed with our recommendation. Management indicated that BLM 
believes museum objects in nonfederal facilities, which are the majority of BLM's museum 
collections, do not meet the definition of BLM property, and BLM is in the process of obtaining 
guidance from PASAB on this issue. BLM stated it reported condition information on museum 
collections in accordaDce with the Department of the Interior's policy. 

Auditors' Response to Management's Response 

BLM has assessed the condition of museum collections at the facility level for 57 of 155 facilities. 
However, it has not completed assessments on the majority of the identified facilities. Further, we 
believe reporting the condition of the facility does not address the true condition of the individual 
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museum collections. The combination of these two conditions results in incomplete museum 
collection disclosures. We encourage BLM to continue to seek guidance from F ASAB for reporting 
museum collections. 

lntemal Control Over Required Supplementary Information 

We noted certain significant deficiencies in internal control over the reporting of deferred maintenance 
amounts discussed in the following paragraphs that, in our judgment, could adversely affect BLM's ability 
to collect, process, record, and summarize in a timely manner deferred maintenance amounts reported as 
Required Supplementary Information to the financial statements. 

(H) Reporting of Deferred Maintenance Amounts for Stewardship Land 

Accounting standards for federal entities establish minimum reporting requirements for stewardship 
land. These standards require BLM to report, as Required Supplementary Information to the 
financial statements, the amount of deferred maintenance for stewardship land. Federal accounting 
guidance defines deferred maintenance as maintenance that was not performed when it should have 
been or was scheduled to be and which, therefore, was put off or delayed for a future period. 
Maintenance is the act of keeping fixed assets in acceptable condition. It includes preventive 
maintenance, normal repairs, replacement of parts and structural components, and other activities 
needed to preserve the asset so that it continues to provide acceptable services. 

Our audit found that BLM has not reported in its annual report deferred maintenance costs related to 
stewardship land. Throughout BLM' s annual report and annual budget requests, there are references 
to known instances of BLM stewardship land in need of intervention, and future outlays of monies 
and efforts are necessary to bring the land into an acceptable condition. If land treatments require the 
expenditure of monies, or employee efforts, and are not performed within the current fiscal year, then 
maintenance has been deferred, and an appropriate dollar amount should be estimated and reported 
for financial reporting purposes. 

Recommendation 

BLM should develop a process, consistent with accounting principles generally accepted in the 
United States of America, for estimating deferred maintenance costs on stewardship land. Such 
costs should encompass land that is in need of intervention and future outlays of efforts and monies 
that are necessary to bring the land into an acceptable condition. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management disagreed with our recommendation. Management indicated that BLM's 
stewardship land does not have deferred maintenance as defined by the accounting standards. 

Auditors' Response to Management's Response 

SFFAS No.6, Accounting for Property, Plant, and Equipment, paragraph 83, requires federal 
agencies to report in its deferred maintenance section of its annual report the amount of deferred 
maintenance for stewardship land. BLM has reported known instances of land that is in need of 
intervention and has requested future outlays to correct these conditions in various budget requests. 
Therefore, we recommend BLM develop a method to report deferred maintenance amounts on 
stewardship land as required by the accounting standards. 
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A summary of the status of prior year reportable conditions and significant deficiencies is included as 
Exhibit I. We also noted other matters involving internal control over financial reporting and its operation 
that we have reported to the management ofBLM in a separate letter dated November 4, 2005. 

Compliance and Other Matten 

The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant 
agreements described in the Responsibilities section of this report, exclusive of those referred to in Federal 
Financial Management Improvement Act of 1996 (FFMIA), disclosed no instances of noncompliance or 
other matters that are required to be reported herein under Government Auditing Standards or OMB 
Bulletin No. 01-02. 

The results of our tests of FFMIA disclosed instances described below where BLM's fmancial 
management systems did not substantially comply with the federal accounting standards. The results of our 
tests ofFFMIA disclosed no instances in which BLM's financial management systems did not substantially 
comply with federal financial management system requirements and the United States Standard General 
Ledger at the transaction level. 

(I) Fedenl Aeeounting Standards 

As discussed in the sections of our report entitled Internal Control over Performance Measure 
Information Reported in Management's Discussion and Analysis, Internal Control Over Required 
Supplementary Stewardship Information, and Internal Control Over Required Supplementary 
Information, BLM needs to improve its policies and procedures for reporting relevant and timely 
performance measure information, the condition of stewardship land, the condition of museum 
collections, and the amount of deferred maintenance for stewardship land. 

OMB Circular A-136, Section 2.2C Part 2: Performance Section, OMB Circular A-136 requires 
agencies to report in the Management's Discussion and Analysis section of the annual report 
objective and relevant performance measures that disclose the extent to which programs are 
achieving their intended objectives. Our audit determined BLM is not reporting relevant and timely 
performance measure information in Management's Discussion and Analysis. 

SFFAS No.8, Supplementary Stewardship Reporting, paragraph 81, establishes minimum reporting 
requirements for stewardship land. These requirements require BLM to report in its stewardship 
section of its annual report the condition of stewardship land. Our audit determined BLM's 
disclosures on the condition of stewardship lands are substantially not complete, and BLM is not 
meeting its reporting responsibilities to the general public by not reporting, in its annual report, the 
results of condition assessments conducted as part of its general operations. 

SFF AS No. 8, Supplementary Stewardship Reporting, paragraph 50, establishes minimum reporting 
requirements for museum coiJections. These requirements require BLM to report in its stewardship 
section of its annual report the condition of museum collections. Our audit determined BLM's 
disclosures on the condition of such collections are substantially not complete, given BLM has not 
assessed a large numtier of the nonfederal facilities containing BLM museum collections, and such 
assessments don't address the underlying condition of the individual museum items. 

SFF AS No. 6, Accounting for Property, Plant, and Equipment, paragraph 83, establishes minimum 
reporting requirements for deferred maintenance. These requirements require BLM to report in its 
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de~em~~ maintenance secti~n of its annual report deferred maintenance for each major class of asset, 
wh~ch mcludes stewardshtp land. BLM has not reported in its annual report any deferred 
mamtenance costs related to stewardship land. 

Recommendation 

'!'e rec~mmend BL~ strengthen i~ ~licies. and procedures to ensure performance measure 
mformatton, re~orted m Management .s Dtscusston Analysis; the condition of stewardship land and 
museum collec~ons, reported as Requ~red Supplementary Stewardship Information; and the amount 
of defe~d mamtenance ~or stewardshtp land, reported as Required Supplementary Information, are 
prepared m accordance With federal accounting standards. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our recommendation to improve the reporting of performance 
measure information in the Management's Discussion and Analysis section of the annual report. As 
discussed in the sections of our report entitled Internal Control over Required Supplementary 
Stewardship Information and Internal Control over Required Supplementary Information, 
management did not agree with our recommendations to improve disclosures on the condition of 
stewardship land and the condition of museum collections and to identifY and report the amount of 
deferred maintenance for stewardship land. 

Audhors' Response to Management's Response 

As discussed in the sections of our report entitled Internal Control over Required Supplementary 
Stewardship Information and Internal Control over Required Supplementary Information, federal 
accounting standards require BLM to report in its annual report the condition of stewardship land, 
the condition of museum collections, and the amount of deferred maintenance for stewardship land. 
We believe BLM needs to improve its reporting in these areas to meet the requirements of the federal 
accounting standards. 

Responsibilities 

Mllllagt!~Mnt's Responsibilities 

The Government Management Reform Act of 1994 (GMRA}, Accountability of Tax Dollars Act, and 
Government Corporation Control Act require agencies each to report annually to Congress on their 
financial status and any other information needed to fairly present their financial position and results of 
operations. To assist the Department of the Interior in meeting these requirements, BLM prepares financial 
statements in accordance with Part A ofOMB Circular A-136. 

Management is responsible for the financial statements, including: 

• Preparing the fmancial statements in conformity with accounting principles generally accepted in the 
United States of America; 

• Preparing the Management's Discussion and Analysis (including the performaru:e measures), Required 
Supplementary Stewardship Information, and Required Supplementary InformatiOn; 

• Establishing and maintaining internal controls over fmancial reporting; and 
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• Complying with laws, regulations, contracts, and grant agreements, including FFMIA. 

In fulfilling this responsibility, estimates and judgments by management are required to assess the expected 
benefits and related costs of internal control policies. Because of inherent limitations in internal control, 
misstatements, due to error or fraud may nevertheless occur and not be detected. 

Auditors' Responsibilities 

Our responsibility is to express an opinion on the fiscal year 2005 and 2004 financial statements of BLM 
based on our audits. We conducted our audits in accordance with auditing standards generally accepted in 
the United States of America, the standards applicable to financial audits contained in Government 
Auditing Standards, and OMB Bulletin No. 01-02. Those standards and OMB Bulletin No. 01-02 require 
that we plan and perform the audits to obtain reasonable assurance about whether the financial statements 
are free of material misstatement. An audit includes consideration of internal control over financial 
reporting as a basis for designing audit procedures that are appropriate in the circumstances, but not for the 
purpose of expressing an opinion on the effectiveness of BLM's internal control over financial reporting. 
Accordingly, we express no such opinion. 

An audit also includes: 

• Examining, on a test basis, evidence supporting the amounts and disclosures in the financial 
statements; 

• Assessing the accounting principles used and significant estimates made by management; and 

• Evaluating the overall financial statement presentation. 

We believe that our audits provide a reasonable basis for our opinion. 

In planning and performing our fiscal year 2005 audit, we considered BLM' s internal control over financial 
reporting by obtaining an understanding ofBLM's internal control, determining whether internal controls 
had been placed in operation, assessing control risk, and performing tests of controls in order to determine 
our auditing procedures for the purpose of expressing our opinion on the financial statements. We limited 
our internal control testing to those controls necessary to achieve the objectives described in Government 
Auditing Standards and OMB Bulletin No. 01-02. We did not test all internal controls relevant to operating 
objectives as broadly defined by the Federal Managers' Financial Integrity Act of 1982. The objective of 
our audit was not to provide assurance on BLM's internal control over financial reporting. Consequently, 
we do not provide an opinion thereon. 

As required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, we considered BLM's internal 
control over Required Supplementaly Stewardship Information by obtaining an understanding of BLM's 
internal control, determining whether these internal controls had been placed in operation, assessing 
control risk, and performing tests of controls. Our procedures were not designed to provide assurance on 
internal control over Required Supplementary Stewardship Information, and accordingly, we do not 
provide an opinion thereon. -

As further required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, with respect to internal 
control related to performance measures determined by management to be key and reported in the 
Management's Discussion and Analysis section, we obtained an understanding of the design of significant 
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internal controls relating to the existence and completeness assertions. Our procedures were not designed 
to provide assurance on internal control over reported performance measures, and accordingly, we do not 
provide an opinion thereon. 

As part of obtaining reasonable assurance about whether BLM's fiscal year 2005 fmancial statements are 
free of material misstatement, we performed tests of BLM's compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct and material 
effect on the determination of financial statement amounts, and certain provisions of other laws and 
regulations specified in OMB Bulletin No. 01-02, including certain provisions referred to in FFMIA. We 
limited our tests of compliance to the provisions described in the preceding sentence, and we did not test 
compliance with all laws, regulations, contracts, and grant agreements applicable to BLM. However, 
providing an opinion on compliance with laws, regulations, contracts, and grant agreements was not an 
objective of our audit, and accordingly, we do not express such an opinion. 

Under OMB Bulletin No. 01-02 and FFMIA, we are required to report whether BLM's financial 
management systems substantially comply with (1) federal financial management systems requirements, 
(2) applicable federal accounting standards, and (3) the United States Government Standard General 
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA 
Section 803(a) requirements. 

Distribution 

This report is intended solely for the information and use ofBLM's management, the U.S. Department of 
the Interior Office of Inspector General, OMB, the Government Accountability Office, and the U.S. 
Congress and is not intended to be and should not be used by anyone other than these specified parties. 

November 4, 2005, except for Note 22, 
which is as ofNovember 16, 2005 
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Exhibit I 

BLM 

Summary of the Status of Prior Year 
Reportable Conditions and Significant Deficiencies 

September 30,2005 

Condition 

Accounting for Mineral Leases 

Security and Internal Control Over 
Information Technology Systems 

Internal Control Over Charge Cards 

IntemaJ Control Over Payments in Lieu of 
Taxes (PIL T) 

Reporting the Condition of Stewardship Land 

Reporting the Number of Museum Items Held 
in Nonfederal Facilities 

Reporting of Deferred Maintenance Amounts 
for Stewardship Land 
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Status 

Condition has been downgraded from a material 
weakness in the prior year to a reportable 
condition in fiscal year 2005. See fiscal year 2005 
reportable condition C. 

Condition has not been corrected and is repeated in 
fiscal year 2005. See fiscal year 2005 reportable 
condition A. 

Condition has been corrected. 

Condition no longer applies to BLM. PIL T 
program has been transferred to another 001 
agency. 

Deficiency has not been corrected and is repeated 
in fiscal year 2005. See fiscal year 2005 significant 
deficiency F. 

Deficiency has been corrected. SFF AS No. 29, 
Heritage Assets and Stewardship Land, provided 
clarification on reporting musewn collections. 
SFF AS No. 29 allowed agencies to report the 
nwnber of museum collections at the facility level 
as opposed to the individual object level. 

Deficiency has not been corrected and is repeated 
in fiscal year 2005. See fiscal year 2005 significant 
deficiency H. 



To: 

From: 

Su~ject: 

ATTACHMENT 2 

United States Department of the Interior 

BUREAU OF LA.i"'D MAL'iAGEMENT 
WASHINGTON. D.C. 20240 

http:/iw\.\w.blm.gov 

0£ c ?. ?. 2005 

MEMORA""fDUM 

Assistant Inspector General for Audits 
Attention: Anne L. Richards 

In Reply Refer to: 
1306 (BC-610) 

bor Kathleen Clarke ~{)..J...ut,v.u(.. ~ .a.c:r...r----
Director, Bureau of Land Management 

Draft Independent Auditors' Repon on the Bureau of Land Mana.gement•s 
(BLM) Financial Statements for Fiscal Years 2005 and 2004 
(Assignment No. X-IN-BLM-0012-2005) 

Thank you for the oppommity to review and comment on the above-referenced draft report. We 
appreciate the effons that the Office oflnsp<.-ctor General and KPMG have provided on our 
behalf. The BL\.f•s written cornments and responses are detailed in the attachment. 

If you have any que.uions regarding this response. please con1act Jeannette Davis·<"!allahan. 
ilLM National8usines.~ C.-enter, at (303) 236-7396. 

I Attachment 
1 - Response to Auditor's Report above (8 pp) 



Draft Independent Auditol's' Report on the Bureau of Land Management's 
Financial Statements for Fiscal Years 2005 and 2004 

(Assignment No. X-IN-BLM-0012-2005) 

Recommeadatiou A: Securin• and Internal Coatrol over InfonDatioa T eehaology 
Systems 
The BLM should continue the development and implementation of procedures to 
improve the internal security and general controls over its information technology 
systems. Improved procedures should address the areas discussed in the Independent 
Auditor's Report, as well as other areas that might impact the electronic data pr~ssing 
control environment. to ensure adequate security and protection of BLM' s financial 
management systems. 

Resoow: 
The BLM concurs with the recommendations. The following actions will be taken to 
address the specific items noted. 

Emp/o1>ee Termination Procedures 
The BLM will develop formal policy and guidance for its intonnation technology 
systems for separation of employees. Current policies \\ill be evaluated for secondary 
controls. NHRMC will query the FPPS database on a bi-weekly basis to ensure 
terminated employees are out of the critical systems. Further control processe.-. for 
performing timely periodic reviews will be established by an responsible divisions within 
the BLM. 

(Q.1J!!:.B..fHl!:...Jl~er IDs D!!..thf!.l!lM's. Actiyt.Jlir.f..rlfllY 
The BLM '-"iH conduct an invcntol'y of all user accowtts; all unused accounts \\ill be 
removed from the BLM·s systems. Additionally. all u.csed accowtts will be chec:kttl for 
legitimacy. The BLM will develop a standardized contractor separation procedure and 
work with the contractor project managers and their representatives to ensure that the 
BLM is notified in a timely manner when contract personnel leave the BLM. 

SignificanJ Number o[Generic UsfLl.IJJ. 
Tile BLM wiU conduct an inventory of all generic user accounts. All generic accounts 
that are not assigned to a specific person and justified in writing will be removed from the 
BLM•s systems. Procedures will be developed to estabJish a standardized methodology 
and justification for establishing non-user accounts. 

Lack o[Approvals over BL}.:f.. User Access to federal Personnel Pavroll System fFPPSJ. 
The BLM wiH reissue an Instruction Memorandum instructing State/Center/Office 
Personnel Officers to review current \lSei'S accessing FPPS for clearly defined need to 
access the system. The thunan Resource Officers wiH provide copies of all uccess forms 
to the Nati\Jttal Hwnan Resources Management Center (NHRMC). '11tosc individuals 
~ithout an access form will be deleted from the system. NHRMC and Human Resource 
OfficeTh \\till review sy~tem access on a quark.~y basis. 



l,ack o(Documentation Suuporting Periodic Review.v of User Access in the Cqf/{L~rions 
and Billings System fCBS) and Interior Department Electronic Acquifitian $)?£/em 
(IDEAS) 
The CBS and IDEAS Management Teams will develop formal policy and procedures to 
establish timely periodic reviews of user access listings and to assign appropriate 
personnel to perform the review. 

Lack o(o Process (or Ensuring f!.roduction Databases Are Configyr~d wJ!lHl.J;.Q.mmon 
Bgseline Securitv Confipration 
The finding is valid for three non-financial systems. The BLM ~ill investigate the use of 
automated security tools to provide periodic audits of the Oracle database passwords. 
The only Oracle-based financial system identified is IDEAS, which had no default 
usemame and password combination during FY 2005. 

R«oanaeadation B: Adequate Stegregation of Duties 
The BLM should implement procedures to enswe critical duties of the purchasing 
function are adequately segregated at all ,1ffic<.>s. If segregation of duties can not be 
established. then additional periodic management reviews of th.e purchasing fWJCtions 
should be performed to ensure transactions are accounted for properly and do not contain 
instances of theft or fraud. 

Bespopse: 
The BLM partially concurs with the recommendation. The BLM agrees additional 
approvals are needed and recommends that approvals be performed by an indi"idual 
other than the person making the award for the National Training Center (NTC). lbis 
will require additional access to IDEAS by a Contracting Officer (Purchasing Agent) for 
approval authority of Purchase Requests. 

KPMG identified 45 issues related to segregation of duties for 13 IDEAS users. Of the 
45 instances, there were only 2 cases that did not have a hard-copy Purchase Request 
(PR) signed by a supervisor in the official file folder. The BLM disagrees that a review 
should be performed solely within the electronic application. The official tile folder is 
the hard-copy award folder. lherefore. the risk is minimal because the official file copy 
contains aPR with a supervisor's signature. 

R«ommendalioa C: Aeeouating for Mineral Leases 
The BLM should improve its policies and procedures over the accounting for mineral 
lease activity and the transfer of monies to MMS. 

Response: 
The BLM concurs with the recommendation. The BLM "'ill improve its policies and 
proccdwes over accounting for mineral lease activity and the transfL-r of mon.it."S to MMS. 

ReeomwDdatioa D: Recording Year-end LiabUitia 
BLM should improve its procedures over the identification and recording of year-end 
liabilities related to undistributed collections. Specifically. BLM needs to improve n.~ 



year-end analysis of undistributed collection amounts to identify unusual account 
relationships that exist between collection and transter accounts. In addition, appropriate 
controls should be implemented to ensure the review is conducted. 

Resoon.~: 

The BLM concurs with the recommendation. 

The BLM performs monthly and quarterly general ledger account analytic re"iews. 
During FY 2006. an edit check will be incorporated into this process to ensure proper 
general ledger account postings within the unavailable spc.·•daJ receipt funds. 

Reeommendatioa E: Reportiag of Performance Measure- Information io 
Maaagemeat's Discussiou aad Aaaly~ds 
The BLM should include in it~ Management's Discussion and Analysis section 
performance measures related to its significant programs. which include the wildland fire 
management. land sales, and helium programs. 

'i11e BLM should revise its performance data collection processes to allow for up-to-date 
accomplishments to be reported for all perfonnance targets. 

Response: 
·n1c BLM concurs with the recommendations. 

The BLM agrees to report performance measures tor wildland fire management, land 
sales. and helium sales. 

In 2005 and earlier years. the Office of f'irc and Aviation reported the GPRA 
measures on a Department-wide basis. so the BLM did not include BLM-spccit'ic 
infonnarion for these measures in rl1e Performance and Accountability Report 
(PAR). However, the BLM has collected and reviewed this information on a 
Bureau-wide basis and agrees to include BLM-specific results for these measures 
in FY 2006. 

The BLM acknowledges that there were no efficiency measures for the land sales 
program in 2005. However, the BLM has developed one efficiency measure as a 
result of the PART process that examined the Southern Nevada Public Land 
Management Act program. This measure asses.'ies the timeliness of the BL~fs 
ability to offer land parcels for sale within 12 mouths of being nominated, thus 
measuring the BLM's responsiveness w the local government and the conununity. 
The BLM is in the process of implementing the measure and collecting 
performance infonnation. 

The BLM has identified the need to develop appropriate perfonnance measures 
for the helium program; we are developing these measures for firnllization durint' 
FY2006. 



The BLM wiiJ develop a process to collect perfonnance results in a timely manner for 
inclusion in its annual report 

Recommendation F: Reporting the Condition of Stewardship Land 
To provide more useful and meaningful infonnation to the readers ofBLM's annuaJ 
report, BLM should consider the intent of the federal accounting standards in reporting 
the condition of its stewardship land and adhere to the principle~ incorporated in 
FASAB's commissioned Stewardship Guidance Work Group draft report, Reponing and 
Assurance Guide for Stewardship Land (~i"L) and Heritage Assets (HA). 

Response: 
The BLM does not concur with the recommendation. 

Based on FASAB's authoritative pronouncements in Standards 8 and 29, the BLM 
believes that its reporting was done in accordance and fully in compliance with the 
current standards. On the other hand, the finding relies almost entirely not on officially 
issued standards but rather on a draft report, Reporting and Assurance Guide for 
Stewardship Land (SL) and Heritage Assets·(HA). WhiJe the draft report was prepared 
by the Stewardship Guidance Work Group, which ~'aS commissioned by F ASAB's 
Accounting and Auditing Committee and even included BLM and other Interior 
participation for the product, we believe retrospectively that the draft report was, at the 
very least, premature in much of its discussion relating to condition infonnation. 

The finding fails to take into consideration crucial language found in f'ASAB Standards 8 
and 29 themselves. According to SFF AS 8, Paragraph 71, ••• Land • is defined as the solid 
part of the surface of the eanh. Excluded [emphasis added] from the definition are the 
natural resources (that, is depletable resources. such as mineral deposits and petroleum; 
renewable resouroes, such as timber; and the outer-continental shelf resources) related to 
]and." The same identical definition of land is found in SFF AS 29, Paragraph 34. 
Footnote 17 to the latter states, ·'The Board presently has an active project to address 
standards for natural resources, for which the Board is consideri.ng developing individual 
standards for each type of natural resource separately. To begin the project, the Board 
will be addressing oil and gas resources. The framework for the oil and ga.~ resource 
phase of the project wiJI be used as a model when addressing the other types or logical 
sets of natural resources (e.g., timber. grazing land, solid leasable minerals) in subsequent 
phases of the project.. F ASAB in a very straightforward manner is clearly distinguishing 
between land as essentially rock and sediment from any type of natural resource. 

The Department of the Interior has taken the position that it "'will not perfonn fonnal 
condition assessments of stewardship land. Likewise, the Department will not pertonn 
parccl·by-parccl reviews of stewardship land, wl1ich would not be feasible or co~1-
effective.·• 

The BLM has stewardship responsibilities over the natural resources on its lands and 
provid~ condition assessments on selected resources in the BLM's Public Land Slatistic.s 
(PLS) and other reporting. For example, approximately 159 miiHon acres of the BLM's 



261 million acres is found within grazing allotments, and reporting on the vegetation on 
these lands is found in PLS Table 2-1, .. Percent of Rangeland Acreage by Ecological 
Status by State." However, SFF AS 29 clearly states that F ASAB will be addressing 
grazing land as a resource in future guidance. and there is currently no reporting 
requirement tor this resource, particularly given FASAB's current definition of"land ... 

In light ofBLM's muhiple-use mission as defined by the Federal Land Policy and 
Management Act (FLPMA) of 1976, we believe that defining "acceptable" condition for 
"rock and sediment" in terms of'"when it is adequate for the uses authorized during the 
period of the report .. and the "needs intervention" condition category in terms of ""not 
supporting any of the uses authorized during the period of the report" is entirely 
reasonable, useful. valid, and fully in accord with SFFAS 8 and 29. Using these 
definitions, the BLM can state that the condition of the Public Lands is 04acceptable.•• 

R.emmmmdation G: Reporting the Condition of Museum CoUeetions 
BLM should continue to complete its review of the nonfederal facilities in accordance 
with the Department of the Interior's guidance and consider such information in 
determining the condition of museum collections. However, for financial reporting 
purposes, the assessment of musewn collections should ultimately address the underlying 
condition of the individual items as opposed to the facility housing those items. IfBLM 
does not know the condition of the individual items, then such a statement should be 
made in the &mual report along with the rca.-rons why such condition is unknown. 

Rgpoase: 
The BLM does not concur with the recommendation. 

The BLM believes that collections in non-Federal facilities do not meet the SFF AS 6 
criteria for being classified as BLM property. The collections in non-Federal facilities 
were not gathered for use by the BLM and the BLM does not plan to use them for any 
Federal purpose. The BLM does not intend to recover musewn objects from the non
Federal facilities. As such, the BLM has only a reversionary interest in these items. 
Based on these considerations, a letter was sent to F ASAB requesting a decision on 
whether or not museum collections in non-Federal facilities are in fact BLM property and 
should be included in reporting of heritage assets. At this point, a response has not been 
received from F ASAB. Howevert the BLM continues to work with other agencies and 
bureaus within the Department of the Interior to secure information on the non-Federal 
facilities. 

The recommendation and its associated findings reflect a significant departure from the 
requirements ofSFFAS 29. Moreover, the recommendation indicates a fwldamental 
misunderstanding of condition reporting related to museum collections. SFF AS 29 
states the following: 

• Paragraph 81 : .. The standard emphasizes reporting on asset categories, rather 
than individual assets." 



• Paragraph 84: "Defining physical units as individual items to be counted is 
neither required nor prohibited. Particularly for collection-type heritage assets, it 
may be more appropriate to define the physical unit as a coHection, or a group of 
assets located at one facilit)t, and then count the numher of coHcctions or 
facilities." 

'The recommendation directs the BLM to report museum collection in.fonnation on an 
individual item basis for condition infonnation. This is not required by SFF AS 29. 
Furthermore. reporting condition on individual museum collection items is at best a 
highly nebulous concept. Museum collections cannot be subject to the same condition 
standards as personal property. Pre-historic pottery, for example. that is retrieved from 
an archaeological dig in broken pieces ("shards") cannot be deemed to be in "poor" 
condition. The pottery shards may be glued together to recreate a partial or even an 
entire pottery piece. but the pottery is nevertheless still broken. Tile original condition ir. 
which the item was found cannot be reversed, but the item could deteriorate beyond the 
condition in which it was found through improper care. The emphasis for reporting 
museum collection condition infonnation is correctly placed on the facility housing the 
museum collection itself. because the facility itself detcnnines wheth-.":1· the collection is 
in stable condition. Numerous factors such as temperature. relative humidity, and dust 
and pest control arc used to evaluate facilities to detennine their ability to minimize any 
deterioration that could happen to its contents. lhis methodology is consistent with 
standard professional museum practice as recommended by nJUseum conservators and 
museum associations. Moreover, attempting to do an itcm·by-item condition as.'it!SSlllent 
could very well result in additional damage to museum collections through unnecessary 
handling, so it is therefore not a general museum practice to conduct such assessments. 

The BLM reported condition information on museum collections in accordance with 
Departmental policy, standards, and guidance. The Department determined that the most 
relevant information in assessing condition of museum collections is the stability ofthe 
environment in which the collection is housed. This methodology was recommended by 
the Department-wide Interior Museum Property Committee (composed of museum 
professionals representing all Interior bureaus and offices) and approved by both the 
Department's Museum Program and the Assistant Secretary for Policy. Management, and 
Budget. This methodology is also consistent with performance measures in the 
Department's strategic plan. 

RecQmmmdatiop H: Reporting of Deferred Mainknance Amount-5 for Stewardship 
l~d 
BLM should develop a process. consistent with accounting principles generally accepted 
in the United States of America, for estimating deferred maintenance costs on 
stewardship Janel. Such costs should encompas.c; land that is in need of intervention and 
future outlays of efforts and monies are necessary to bring the land into an acceptable 
condition. 

Re!QOnse: 
The HLM docs oot ooncur with the rec()mmendation. 



Unlike buildings and machinery. land (defined by FASAB "as the solid pan ofthe 
surface of the earth." i.e., rock and sediment) and the natural resources on land (minerals. 
trees, shrubs, water. gr~ wildlife and fish, etc.) are not subject to ~'"liodic and:or 
recurring maintenance (the act of keeping fixed assets in a usable condition). As such, 
natural resources are not subject to deferred maintenance (postponed maintenance). 
Instead, land and the resources on land are subject to the forces of nature and man has 
only limited ability to influence the results of natural forces and no ability to know in 
advance what the location and results of those natural forces will be. Additionally, some 
of the effa..'ts of various natural events. such as fires. while initially ~ing detrimental 
are actually beneficial to the long-tenn health of the land and its resources. For these 
reasons, the concept of"maintenance of fixed assets .. does not apply to natural resources 
and the BLM does not schedule or defer maintenance activities on the natural resources 
that exist on the public lands. The Department of the Interior has taken the follo\\>ing 
position: 

The Department has detemtined that stewardship land managed by the 
Department does not have deferred maintenance as defined by SFFAS No.6. 
Accordingly. deferred maintenance estimates will not he included in the 
Perfonnance and Accmmtabillty Report for either stewardship hmd or tor heritage 
assets comprising primarily land and natura! features. For these reasons. the 
Depanment does not impose a reporting requirement for bureaus to estimate and 
report deferred maintenance for bureau stewardship land in their respective 
financial statements. 

This situation is both recognized and supported by the Office of Management and 
Budget. OMB Circular A-136 (financial Reporting Requirements) states tmder Section 
11.2 (Deferred Maintenance). "'Detennination of acceptable condition. therefore~ aftects 
the amounts of deferred maintenance. In some cases, such as heritage assets and 
stewardship land, management may determine that maintenance is not needed. In that 
case, deferred maintenance would not exist." 

The finding cites the BLM's Budget Justifications and otll\..~ documents to show tl1at the 
BLM does devote substantial attention and resources to natural resource treatments when 
and if inventory. assessment, and/or monitoring activities di~close that current res.our"~ 
conditions do not meet the objectives for one or more of the uses authorized at that time 
for a given tract of land. However, resource treatments are not maintenance and are 
never identified as such. Unlike regularly scheduled routine or preventative maintenance 
or repairs. resource treatments often consist of altering use on an as-needed, ad hoc basis 
and then letting nature take its course. Resource treatments take many forms, such as 
adjusting or withholding use. chemical or mechanical activities, plantings, seeding. 
prescribed fire, etc. Treatments are not typically applied universally, cyclically, 3IUlually, 
periodically, or in any other manner that is subject to recurring actions that can be 
planned or scheduled for-defined tmcts oflanJ. 



Recommendation 1: Federal Accounting Standards 
We recommend BLM strengthen its policies and procedures to ensure performance 
measure infonnatio~ reported in Management's Discussion Analysis; the condition of 
stewardship land and museum collections, reponed as Required Supplementary 
Stewardship Information; and the amount of deferred maintenance for stewardship land, 
reported as Required Supplementary Information, are prepared in accordance with tCderal 
accounting standards. 

Response: 
Perfonnance Measure Information 
lne BLM concurs with the recommendation and, as discussed in recommendation E. ~ill 
develop a process to collect and report performance measures for wildland fire 
management, land sales. and heliwn sa!es. 

~ondjyon of Stewardship Land 
As discussed in recommendation F, the BL.M does not concur \\ith the recommendation 
to consider and adhere to standards and principles ofF ASAB's commissioned 
Stewardship Guidance Work Group. The BLM believes that its reporting was done in 
compliance with the current standards and guidance from the Department of the Interior. 

f.ondition of Musewn Collections 
As discussed in recommendation G, the BI .M does not concur with the n.."CCmmendation 
to follow DOl's guidance as well as report the condition of individual items as opposed 
to the facility housing those items. The BLM reported condition information on museum 
collections in accordance ~ith Departmental guidance and SFF AS 6 and 29. 

Deferred Maintenance Amounts for Stewardship Land 
The BLM does not concur with the recommendation. As discussed in recommendation 
H, the BLM feels that land and natural resources are not subject to recurring maintenance 
as defined in SFF AS 6. 



ATTACHMENT 3 

STATUS OF AUDIT REPORT RECOMMENDATIONS 

Recommendation 

A, C, D, E.l, and E.2 

Band I 
F.l, F.2, F.3, F.4, G, 
andH 

Status 

Resolved; not 
implemented. 

Umesolved. 

Action Required 

Recommendation will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for tracking of implementation. 

Recommendation will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for resolution. 





United States Department of the Interior 
OFFICE OF INSPECTOR Gf.NERAL 

Washington, D.C. 20240 

November 18,2005 

Memorandmn 

To: Secretary 

From: ~ariE.Devancy ')1Au~~tJ 
~[; mspector General '~-I ..y~ 

Subject: Independent Auditors' Report on the Department of the Interior's Special Purpose 
Financial Statements for Fiscal Years 2005 and 2004 (Report No. X-IN-MOA-
0002-2006) 

INTRODUCTION 

The Department of the Interior (DOl) contracted with KPMG LLP, an independent 
certified public aecounting firm, to audit the special purpose financial statements for fiscal years 
2005 and 2004. The contract required that KPMG conduct its audit in accordance with the 
Government Auditing Standards, issued by the Comptroller General of the United States; Office 
ofManagement and Budget's Bulletin 01-02, as amended, Audit Requirements/or Federal 
Financial Statements; and the Government Accountability Office/President's Council on 
Integrity and Efficiency's Financial Audit Manual. 

FINDINGS 

In its audit report dated November 17, 2005, KPMG issued an unqualified opinion on 
DOl's special purpose financial statements. However, KPMG identified one reportable 
condition in DOl's internal controls over the closing package process, which was not considered 
to be a material weakness. KPMG's tests of compliance with the requirements of Chapter 4700 
of the Department of the Treasury's Treasury Financial Manual (TFM), disclosed no instances 
of noncompliance that are required to be reported under Government Auditing Standards and 
OMB Bulletin No. 01-02. 

KPMG is responsible for the attached auditors' report and for the conclusions expressed 
in the report. We do not express an opinion on DOl's special purpose financial statements, 
conclusions on the effectiveness of internal controls over the financial reporting process for the 
special purpose financial statements, or conclusions on compliance with TFM Chapter 4700. 
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DOl CORRECTIVE ACTIONS 

In its response to the draft report, DOl agreed with the finding. DOl stated that it will 
continue to improve its controls over the classification and reporting of financial information in 
Treasury's Government-wide Financial Reporting System. 

REPORT DISTRIBUTION 

The legislation, as amended, creating the Office of Inspector General (5 U.S.C.A. 
App. 3) requires semiannual reporting to the Congress on all audit reports issued, actions taken 
to implement audit recommendations, and recommendations that have not been implemented. 
Therefore, this report will be included in our next semiannual report. The distribution of the 
report is not restricted, and copies are available for public inspection. 

~ We appreciate the cooperation and assistance ofDOI personnel during the audit. If you 
have any questions regarding the report, please contact me at (202) 208-5745. 

Attachment 

cc: Chief Financial Officer 
Deputy Chief Financial Officer 
Director, Office of Financial Management 
Audit Liaison Officer 
Focus Leader for Management Control and Audit Follow-up, 

Office of Financial Management 
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KPMG LLP 
2001 M Street, NW 
Washington, DC 20036 

Independent Auditors' Report on Special-Purpose Financial Statements 

Secretary and Inspector General 
U.S. Department of the Interior: 

We have audited the accompanying Closing Package Financial Statement Reports - Balance Sheets as of 
September 30, 2005 and 2004, the related Closing Package Financial Statement Reports - Statements of 
Net Cost and Statements of Changes in Net Position for the years then ended, and the accompanying 
Financial Report (FR) Notes Detail Report (hereinafter referred to as the special-purpose financial 
statements) contained in the closing package of the U.S. Department of the Interior (Interior). These 
special-pwpo8e financial statements are the responsibility of Interior's management. Our responsibility is 
to express an opinion on these special-purpose financial statements based on our audits. 

We conducted our audits in accordance with auditing standards generally accepted in the United States of 
America; the standards applicable to financial audits contained in Government Auditing Standards, issued 
by the Comptroller General of the United States; and Office of Management and Budget (OMB) Bulletin 
No. 01-02, Audit Requirements for Federal Financial Statements. Those standards and OMB Bulletin No. 
01-02 require that we plan and perform the audits to obtain reasonable assurance about whether the special
purpose financial statements are free of material misstatement. An audit includes examining, on a test 
basis, evidence supporting the amounts and disclosures in the special-purpose financial statements. An 
audit also includes assessing the accounting principles used and significant estimates made by 
management, as well as evaluating the overall special-purpose financial statement presentation. We believe 
that our audits provide a reasonable basis for our opinion. 

The accompanying special-purpose financial statements have been prepared for the purpose of complying 
with the requirements of Chapter 4700 of the Department of the Treasury's Treasury Financial Manual 
(TFM), as described in Additional Note No. 22, solely for the purpose of providing financial information to 
the U.S. Department of the Treasury and the Government Accountability Office (GAO) to use in preparing 
and auditing the Financial Report of the U.S. Government, and are not intended to be a complete 
presentation of Interior's consolidated financial statements. Interior prepared FR Notes Detail Report Nos. 
1 through 21, except for 10 and 16, which were not applicable to Interior. Interior added one note to the 
special-purpose financial statements, specifically Additional Note No. 22, Summary of Significant 
Accounting Policies, to disclose other data not contained in the special-purpose financial statements, but 
which is necessary for full disclosure. Interior also prepared Other Data Detail Report Nos. 1 through 18, 
except for 6 through 12, and· IS through 18, which were not applicable to Interior. 

In our opinion, the special-purpose financial statements referred to above present fairly, in all material 
respects, the financial position of the U.S. Department of the Interior as of September 30, 2005 and 2004, 
and its net costs and changes in net position for the years then ended in conformity with accounting 
principles generally accepted in the United States of America and the presentation pursuant to the 
requirements of TFM Chapter 4700. 



The accompanying "previously reported" special~purpose financial statements and the related "previously 
reported" data and "line item changes" presented in the FR Notes Detail and Trading Partner Summary 
Reports were not audited by us and accordingly, we do not express an opinion thereon. 

As discussed in FR Notes Detail Report No. 17 to the special-purpose financial statements, Interior 
changed its method of accounting for appropriated debt transactions in accordance with the provisions of 
OMB guidance that became effective October 1, 2004. 

The information included in the Other Data Detail Report Nos. 4, 5, 13, and 14 and the information 
presented in the Trading Partner Summary Reports is presented for the purpose of additional analysis and 
is not a required part of the special-purpose financial statements, but is supplementary information required 
by accounting principles generally accepted in the United States of America and the TFM Chapter 4700. 
We have applied certain limited procedures, which consisted principally of inquiries of management 
~garding the methods of measurement and presentation of this information. However, we did not audit this 
information, and accordingly, we express no opinion on it. As a result of such limited procedures, we 
believe that the information included in the Other Data Detail Report Nos. 4, 5, 13, and 14 and the 
information presented in the Trading Partner Summary Reports are not presented in conformity with 
accounting principles generally accepted in the United States of America and the TFM Chapter 4700. The 
information in the Other Data Detail Report Nos. 4, 5, and 13 is not complete, current or consistently 
supported because Interior did not consistently follow its established procedures and controls to 
accumulate and report the information and did not disclose all required information. In addition, the 
information in the Other Data Detail Report No. 14 is not complete or current because Interior had not 
estimated deferred maintenance for all assets and did not consistently update deferred maintenance 
estimates. Finally, Interior did not fully reconcile intragovernmental transactions and balances with its 
trading partners. 

Our audits were conducted for the purpose of fanning an opinion on the special-purpose financial 
statements taken as a whole. The other accompanying information presented in the Other Data Detail 
Report Nos. I, 2, and 3 is not a required part of the special-purpose financial statements and is presented 
for purposes of additional analysis. This information has been subjected to the auditing procedures applied 
in the audits of the special-purpose financial statements and, in our opinion, is fairly stated in all material 
respects in relation to the special-purpose financial statement taken as a whole. 

The information in the sections entitled "Threshold" in FR Notes Detail Report Nos. 2, 3, 4A, 4B, 5, 6, 12, 
15, and 19; the information entitled "Threshold" in the Other Data Detail Report No. 13; the information in 
the sections entitled "Text Data" in FR Notes Detail Report Nos. 4A and 4B; the information in the 
sections "Other Notes Info- Section C" in FR Notes Detail Report No. 5; the information in the sections 
entitled ''Line Item Notes" and "Other Notes Info - Section C'' in FR Notes Detail Report No. 6; the 
information in "Other Notes Info - Section C - Claim Amount (Unable to Determine Loss)" and "Other 
Notes Info- Section D- Claim Amount (Unable to Determine)"in FR Notes Detail Report No. 18; the 
information in the Reclassification Journal Voucher Report- Summary Level; and the information not 
included as components of the closing package described in Additional Note No. 22, have not been 
subjected to the auditing procedures applied in the audit of the special-purpose financial statements and, 
accordingly, we express no ~pinion on it. 

In accordance with Government Auditing Standards and OMB Bulletin No. 01-02, we have also issued a 
combined independent auditors' report dated November 15, 2005, which presents our opinion on Interior's 
consolidated financial statements; our consideration of Interior's internal control over financial reporting; 
and the results of our tests of its compliance with certain provisions of laws, regulations, contracts, and 
grant agreements. That report is an integral part of the audits of Interior's consolidated financial 
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statements, as of and for the years ended September 30, 2005 and 2004, performed in accordance with 
Government Auditing Standards and OMB Bulletin No. 01-02, and should be read in conjunction with this 
report in considering the results of our audits of the special-purpose financial statements. Our audit of the 
Interior consolidated financial statements as of and for the year ended September 30, 2005, disclosed the 
following material weaknesses, reportable conditions, significant deficiencies, and compliance matters: 

Material Weaknesses: 

A. Controls over implementing new accounting policies and procedures 

B. Controls over the Indian Trust funds 

Reportable Conditions: 

e. Reconciliation of intragovemmental transactions and balances 

D. Application and general controls over financial management systems 

E. Controls over property, plant, and equipment 

F. Controls over accruals 

G. Controls over environmental contingencies 

H. Financial management at the Bureau of Indian Affairs 

I. Controls over revenue 

J. Controls over grants 

K. Segregation of responsibilities over purchases and entries 

L. Controls over charge cards 

M. Controls over obligations 

N. Controls over the U.S. Park Police Pension Plan 

Significant Deficiencies: 

0. Performance measure reporting 

P. Deferred maintenance estimates 

Q. Stewardship reporting 

Compliance Matters: 

R. Single Audit Act Amendments of 1996 

S. Debt Collection Improvement Act of 1996 

T. OMB Circular No. A-25, User Charges 
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U. Federal Financial Management Improvement Act (FFMIA) of 1996 

In planning and performing our audit of the special-purpose financial statements, we also considered 
Interior's internal control over financial reporting for the special-purpose financial statements and its 
compliance with TFM Chapter 4700. Management is responsible for establishing and maintaining internal 
control over fmancial reporting, including required supplementary information and other accompanying 
information, and for complying with laws, regulations, contracts, and grant agreements, including 
compliance with TFM Chapter 4700 requirements. 

Our consideration of internal control over financial reporting for the special-purpose financial statements 
would not necessarily disclose all matters in the internal control over financial reporting that might be 
reportable conditions. Under standards issued by the American Institute of Certified Public Accountants, 
reportable conditions are matters coming to our attention relating to significant deficiencies in the design or 
Qperation of the internal control over financial reporting that, in our judgment, could adversely affect 
Interior's abi1ity to record, process, summarize, and report financial data consistent with the assertions by 
management in the special-purpose financial statements. Material weaknesses are reportable conditions in 
which the design or operation of one or more of the internal control components does not reduce to a 
relatively low level the risk that misstatements, in amounts that would be material in relation to the special
purpose financial statements being audited, may occur and not be detected within a timely period by 
employees in.the normal course of performing their assigned functions. 

We noted one matter, described below, involving internal control over financial reporting for the special
purpose financial statements and its operation that we consider to be a reportable condition. We believe 
that the reportable condition is not a material weakness. The objective of our audit was not to provide 
assurance on Interior's internal control over financial reporting for the special-purpose financial statements. 
Consequently, we do not provide an opinion thereon. 

Condition 

Interior did not establish sufficient controls to ensure that amounts were properly classified in the 
special-purpose financial statements, because we identified several hundred million dollars of 
reclassification adjustments necessary for the special-purpose financial statements. In addition, Interior 
did not consistently ensure that the disclosures agreed to Interior's records, because we identified 
various differences between the disclosures and supporting documents. As a result of our observations, 
Interior analyzed and adjusted its special-purpose fmancial statements and related disclosures. 

Recommendation 

We recommend that Interior improve controls to ensure that transactions are properly classified and 
reported in accordance with the requirements ofthe TFMChapter 4700 as follows: 

• Continue to issue guidance to Interior components reminding them of the requirements to classify 
transactions in the same general ledger accounts. 

• Review the classificatiQn and use of general ledger accounts for each Interior component to ensure 
consistency across Interior components and between fiscal years. 

• Require at least one individual, not involved in preparing the special-purpose financial statements and 
disclosures, to agree all of the special purpose financial statements and disclosures to the supporting 
documentation. This individual should ensure that all differences are resolved and document their 
review and approval process. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

Our tests of compliance with TFM Chapter 4700 requirements disclosed no instances of noncompliance 
that are required to be reported under Government Auditing Standards and OMB Bulletin No. 01-02. 
However, providing an opinion on compliance with TFM Chapter 4700 requirements was not an objective 
of our audit of the special-purpose financial statements and, accordingly, we do not express such an 
opinion. 

This report is intended solely for the information and use of Interior's management, Interior's Office of 
Inspector General, the Department of the Treasury, OMB, and the GAO, in connection with the preparation 
and audit of the Financial Report of the U.S. Government, and is not intended to be and should not be used 
by anyone other than these specified parties. 

November 17,2005 
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....... 

United St:att~s Departrn.ent of the Interior 
OFFiCE OF THE ASSISTANT SECRETARY 
POLICY :M..A..NAGEM:f1NT k'\.40 BUD<~F..1 

'\V'~uhir.,gtr.m, DC 20240 

NOV 1 8 2005 
Memorandum 

To: Earl E. Devaney 
Inspector General 

KPMGLLP 
2001 M. Street, N.W. 
Washington, D.C. 20036 

P.LynnScarlett I~ s~ 
Assistant Secretary- Policy, Management and Budget 

Subject: Management Response to Draft Independent Auditors' Report for Fiscal 
Year 2005 (Report No. X-IN-MOA-0002-2006) 

The Department has reviewed the draft report for the special purpose financial statements 
and provides its response to the finding and recommendation. 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

Reportable Condition 

A. Accounting pglicies and procedures 

Management concurs. Interior will continue to improve its controls over the 
classification and reporting of financial information in Treasury's 
Govemmentwide Financial Report System. 

We appreciate the value of the audit process and look forward to working with you to 
continue our marked improvement of financial management in the Department of the 
Interior . 





Report No. X-IN-MOA-0013-2006 

United States Department of the Interior 
OFFICI:. OF lNSPECTOR GE JmAL 

Government Accountability Office 
Attn: Lynda Downing 
441 G Street, NW, Room 5V09 
Washington, DC 20548 

Dear Ms. Downing: 

W~shingron . DC 20240 

December 2, 2005 

- Enclosed is the report for the Department of the Interior (DOl) on "Applying 
Agreed-Upon Procedures for Intragovernmental Activity and Balances." This report is required 
by the U.S . Department of the Treasury's Treasury Financial Manual, Transmittal Letter No. 
623, dated May 6, 2005. The report was prepared by KPMG LLP, an independent certified 
public accounting firm, under contract with DOL The contract required that KPMG conduct its 
agreed-upon procedures engagement in accordance with the standards applicable to attestation 
engagements contained in the Government Auditing Standards, issued by the Comptroller 
General of the United States; attestation standards established by the American Institute of 
Certified Public Accountants; and the Government Accountability Office/President's Council on 
Integrity and Efficiency's Financial Audit Manual. 

KPMG is responsible for the enclosed report and for the conclusions expressed in the 
report. If you have any questions regarding the report, please contact me at (202) 208-5512 or 
Mr. Joseph Ansnick, Director of Financial Audits, at (202) 208-5659. 

Anne L. Richards 
Assistant Inspector General for Audits 

Enclosure 



KPMGLLP 
2001 M Street, NW 
Washington, DC 20036 

Independent Accountants' Report on Applying Agreed-Upon Procedures for 
Intragovernmental Activity and Balances 

Office of Inspector General, 
U.S. Department of the Interior 

We have performed the procedures enumerated in Exhibit A (attached), which were 
based on the procedures stated in the U.S. Department of Treasury's (Treasury) Treasury 
Financial Manual, Transmittal Letter No. 623, dated May 6, 2005, solely to assist the 
U.S. Department of the Interior (Department) Office of Inspector General (OIG) in 
evaluating the Department's assertion that it properly reported intragovemmental activity 
and balances in the Department's consolidated financial statements as of and for the year 
ended September 30, 2005, and in its 2005 Financial Report of the United States 
Government Closing Package (Closing Package) submission to Treasury. The 
Department's management is responsible for the proper accounting, presentation, and 
reporting of its intragovemmental activity and balances, consolidated financial 
statements, and Closing Package. 

This agreed-upon procedures engagement was conducted in accordance with attestation 
standards established by the American Institute of Certified Public Accountants and the 
standards applicable to attestation engagements contained in Government Auditing 
Standards, issued by the Comptroller General of the United States. These procedures 
were based on procedures agreed to by, and the sufficiency of these procedures is solely 
the responsibility of, the Office of Management and Budget (OMB), the Treasury 
Financial Management Service (FMS), and the U.S. Government Accountability Office 
(GAO). Consequently, we make no representations regarding the sufficiency of the 
procedures described in Exhibit A either for the purpose for which this report has been 
requested or for any other purpose. The procedures we performed and our associated 
findings are presented in Exhibit A. 

We were not engaged to, and did not, conduct an audit of the information addressed 
herein, the objective of which would be the expression of an opinion on such information. 
Accordingly, we do not express such an opinion. Had we performed additional 
procedures, other matters might have come to our attention that would have been reported 
to you. 

This report is intended solely for the infom1ation and usc of the Department, the 
Department's OIG, OMB, FMS, and GAO, and is not intended to be and should not he 
used by anyone other than these specified parties. 

December I, 2005 

KPMG LLP. a U.S. lim1ted loabolity partnership, os the U.S 
member firm of KPMG lnternat~onal, a Sw1ss cooperative 



U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

Procedures and Findings 

Procedure 1 

Exhibit A 

Obtain all lntragovernmental Closing Package Line Item Reports from Module 4 of the 
Governmentwide Financial Report System (GFRS) for intragovernmental 
activity/balances supporting the Closing Package: 

• Reclassified Balance Sheet's Federal Assets and Liabilities, 
• Reclassified Statement of Net Cost's Federal Gross Cost and Federal Earned 

Revenue, and 
• Reclassified Statement of Changes in Net Position's Federal Nonexchange 

Revenue and Budgetary and Other Financing Sources. 

Finding 1 

A. We obtained the following "Intragovernmental Closing Package Line Item Reports" 
from Module 4 of the GFRS (hereinafter referred to as the Line Item Reports) for 
intragovemmental activity/balances supporting the "Closing Package:" 

• Reclassified Balance Sheet's Federal Assets and Liabilities 

• Reclassified Statement of Net Cost's Federal Gross Cost and Federal Earned 
Revenue 

• Reclassified Statement of Changes in Net Position's Federal Nonexchange 
Revenue and Budgetary and Other Financing Sources 

B. We also obtained the following "Trading Partner Identification Screen Reports" from 
Module 4 of the GFRS (hereinafter referred to as the Schedules) for 
intragovemmental activity/balances supporting the "Closing Package:" 

1) Balance Sheet 
• Federal Investments 
• J\ccounts Receivable 
• Interest Receivable 
• Loans Receivable 
• Advances to Others and Prepayments 
• Transfers Receivable 
• Accounts Payable 
• Interest Payable 
• Loans Payable 
• Advances from Others and Deferred Credits 
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U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

• Other Liabilities (without reciprocals) 
• Transfers Payable 
• Benefit Program Contributions Payable 

2) Statement o(Net Cost 
• Imputed Costs 
• Benefit Program Costs 
• Buy/Sell Costs 
• Federal Securities Interest Expense 
• Other Costs (without reciprocals) 
• Buy/Sell Revenue 
• Federal Securities Interest Revenue (exchange) 
• Borrowing and Other Interest Expense 
• Borrowing and Other Interest Revenue (exchange) 

3) Statement of Changes in Net Position 
• Other Financing Sources (custodial activity) 
• Unexpended Appropriations transferred in 
• Unexpended Appropriations transferred out 
• Appropriation transfers-out 
• Other Financing Sources 
• Transfers-in Without Reimbursement 
• Transfers-out Without Reimbursement 
• Imputed Financing Source 
• Federal Securities Interest Revenue 
• Appropriation transfers-in 
• Borrowing and other interest revenue 

Procedure 2 

Exhibit A 

Compare the Line Item Reports intragovernmental activity/balances by Federal line item 
totals and/or trading partner activity/balances to the agency's general ledger and the 
Required Supplementary Information (RSI) data from the audited consolidated financial 
statements. Identify any differences. 

Finding 2 

A. We compared the fiscal year 2005 intragovernmental balances .for each Federal line 
item total from the "Line Item Reports" to the RSI data from the Depwtment 's 
audited consolidated financial statements. 

We identified the following differences, excludi11g rounding differences equal to or 
less than $2,000: 
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Description 
Federal Investments 
Accounts Receivable 
Interest Receivable 
Loans Receivable 

Advances to Others 
and Prepayments 

Transfers Receivable 
Accounts Payable 

Interest Payable 
Loans Payable 
Advances from 
Others and Deferred 
Credits 
Other Liabilities 
(without reciprocals) 
Transfers Payable 
Benefit Program 
Contributions 
Payable 
Debt 

Other 
Balance Sheet Total 
Imputed Costs 

Benefit Program 
Costs 
Buy/Sell Costs 

Federal Securities 
Interest Ex_l)ense 

Other Costs (without 
reciprocals) 

Borrowing and other 
Interest Expense 
Total Expense 

~-ul'/Sell Revenue 

Federal Securities 
Interest Revenue 
(exchange) 

Borrowing and Other 
Interest Revenue 
_(exchange) 
Total Revenue 

Unexpended 
Appropriations 

U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

Balance Per Balance Per RSI 
Schedules (OOOs) (000s) Difference (OOOs) 
$ 7,441,454 $ 7,463,669 $ (22,2I5) 

$ 498,332 $ 508,671 $ (10,345) 
$ 31,813 $ - $ 31,813 
$ 2,458,075 $ 2,458,075 $ -

$ 1,405 $ - $ 1,405 

$ 747 $ - $ 747 

$ 395,957 $ 79,881 $ 3I6,076 
$ 822,689 $ - $ 822,689 
$ 397,836 $ - $ 397,836 

$ 1,624,226 $ - $ 1,624,226 

$ 3,015,503 $ 5,577.057 $ (2,561,554) 
$ 439,930 $ - $ 439,930 

$ 181,322 $ - $ 181,322 

$ - $ 1,220,525 $ ( 1,220,525) 
$ - $ 1,405 $ (1,405) 

$ 17,309,289 $ 17,309,289 $ -
$ 544,978 $ - $ 544,978 

$ I,Q70,200 $ - $ 1,070,200 
$ 582,616 $ - $ 582,616 

$ 76 $ - $ 76 

$ 239 $ - $ 239 

$ 25,662 $ - $ 25,662 

$ 2,223,771 $ - $ 2,223,771 
$ 2,974,165 $ - $ 2,974,165 

$ 43,917 $ - $ 43,917 

$ 153,760 $ - $ 153,760 

$ 3,171,842 $ 3,171,842 $ -

Transferred In c___ ______ --'-~- _}__?].:§_J~c...1_ _______ ::_ _ _LL 123,814 
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Description 

Unexpended 
Appropriations 
Transferred Out 
Other Financing 
Sources 
Other Financing 
Sources ~ CUST 

Imputed Financing 
Source 

Federal Securities 
Interest Revenue 

~orrowing and Other 
Interest Revenue 
Total Financing 
Sources 

Transfers-in Without 
Reimbursement 

Appropriations 
transfers-in 

Total Transfers In 

Transfers~out 

Without 
Reimbursement 

Appropriation 
transfers~ out 

Total Transfers Out 

U.S. Department of the Interior 
Agreed~Upon Procedures for 

Intragovernmental Activity and Balances 

Balance Per Balance Per RSI 
Schedules (OOOs) (OOOs) Difference (000s) 

$ 30,173 $ ~ $ 30,173 
• I 

$ 51,404 $ ~ $ 51,404 

$ (12,198,540) $ . $ ( 12,198,540) 

$ 451,533 $ . $ 451,533 

$ 159,432 $ . $ 159,432 

$ 2 $ ~ $ 2 

$ (11 382,182) $ . $ (11,382,182) 

$ 2ll,577 $ ~ $ 211,577 

$ 624,260 $ . $ 624,260 

$ 835,837 $ 835,835 $ 2 

$ 242,618 $ ~ $ 24?,618 

$ 682,861 $ . $ 682,861 

$ 925,479 $ 925,477 $ 2 

Exhibit A 

Explanation 

. 2 

2 

2 

2 

2 

2 

2 

2 

2 

2 

2 

~-

We communicated the differences noted above to the Department and requested 
explanations for the differences. We received the following explanations from the 
Department: 

I. The Department indicated that the difference relates to reclassifications made in 
accordance with the "Treasury Financial Manual Chapter 4700" for the 
"Closing Package" financial statements. 

2. The Department indicated that the difference relates to d(fferent reporting 
requirements; and therefore, the "Line Item Reports" included line items that are 
not repm:ted in the RSI. 

3. The Department indicated that the difference is due to different reporting 
requirements: and therefore, the RSI did not include expenses, while the "Line 
Item Reports" included expenses. 
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U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

Exhibit A 

4. The Department indicated that the difference relates to different reporting 
requirements; and therefore, the RSI included line items that are not reported in 
the "Line Item Reports." 

Except as noted above, no additional procedures were performed with respect to 
management's explanations as to the reasons for the differences. 

We were unable to compare the fiscal year 2005 intragovemmental activity/balances 
for each trading partner from the "Line Item Reports" to the Department's general 
ledger because the "Line Item Reports" did not include activity/balances by trading 
partner. 

B. We compared the fiscal year 2005 intragovemmental activity/balances for each 
trading partner from the Schedules to the Department's general ledger. We noted no 
differences, excluding rounding d~fferences equal to or less than $2,000. 

Procedure 3 

Compare trading partner activity/balances from the intragovemmental RSI schedules in 
the agency's audited consolidated financial statements to the agency's Intragovemmental 
Closing Package vs. 411

' Quarter Submission Comparative Data Report for FY 2005. 
Compare the RSI schedules in the Department's audited consolidated financial statements 
to the Closing Package Material Differences/Status of Disposition Certification Report 
(Section II of the CFO Representations). For items where agency reporting differences 
exist, compare the explanations to supporting documentation and identify any 
differences. 

Finding3 

A. We compared the fiscal year 2005 trading partner activity/balances from the 
intragovemmental RSI schedules in the Department's audited consolidated financial 
statements, adjusted for the reclassifications made in accordance with the "Treasury 
Financial Manual Chapter 4700" for the "Closing Package" financial statements, to 
the column entitled "Agency Reported Amount - Closing Package" of the 
Department's "Jntragovemmental Closing Package vs. 41

h Quarter Submission 
Comparative Data Report" for FY 2005. We identified the following differences, 
excluding rounding d~fferences equal to or less than $2,000: 
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Line Item/ 
Tradin2 Partner 

Fund Balance 
with Treasury 

Department of the 
Treasury 

Reciprocal 
Category 22 -
AIR, AlP, Other 
Liabilities 

Independent and 
Other Agencies 

Unidentified 

Reciprocal 
Category 29 -
Uncateeorized 

Department of the 
Treasury 
Department of 
Agriculture 
Department of 
Justice 

Office of Personnel 
Management 

General Services 
~~ministration 

Department of 

1 

Homeland Security 
Department of 
Education 

1---- --
Treasury - General 
Fund 
Department of 

~y 
Department of 
Commerce 

U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

Total per 
lntragovernmental 
Closing Package vs. 

4th Quarter 
Submission 

Balance Per RSI Comparative Data Difference 
(OOOs) Report (OOOs) (OOOs) 

$ 32,031,132 $ - $ 32,031,132 

$ 14,582 $ 14,199 $ 383 

$ 808 $ 1,192 $ (384) 

$ - $ 1,646,472 $ ( 1,646,472) 

$ - $ 173 $ (173) 

$ - $ ( 113) $ 113 

$ - $ 430 $ (430) 

$ - $ 259 $ (259) 

$ - $ 29 $ (29) 

$ - -- $ (83) $ 83 ---· f--

$ - $ 1.369,423 $ (1,369,423) 

$ - $ {2.348) $ 2,348 

$ - $ 19 $ (19) --
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Line Item/ 
Tradin_g Partner 

United States 
Postal Service 
Department of 
State 
Federal 
Communications 
Commission 

National Science 
Foundation 

Environmental 
Protection Agency 

Department of 
Transportation 
Agency for 
International 
Development 
Department of 
Health and Human 
Services 

National 
Aeronautics and 
Space 
Administration 

Unidentified 

Independent 

Total 

Transfers In/Out 
Treasury - General 

U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

Balance Per RSI 
(OOOs) 

Total per 
lntragovernmental 
Closing Package vs. 

4th Quarter 
Submission 

Comparative Data 
Report (000s) 

Difference 
(000s) 

$ $ 4 $ (4) 

$ $ 3 $ (3) 

$ $ (20) $ 20 

$ $ 8 $ (8) 

$ $ 955 $ (955) 

$ $ (59) $ 59 

$ $ 4 $ (4) 

$ $ (36) $ 36 

$ $ 23 $ (23) 

$ $ 21 $ (21) 

$ $ 118 $ ( 118) 

Exhibit A 

Explanation 

2 

2 

2 

2 

2 

2 

2 

2 

2 

2 

2 

$ 32,046,522 $ 3,030,673 $ 29,015,84_9_+---~~-------{ 

~F_·u_n~d--------~--~$ ____ 3_5_9,=2~23~_~$~-------------~-~$ __ .~3~5.9_,c2 __ 23 _______ ~-----
Treasury - General 

Fund ------1--$~--~4~75~·~59~0~~$~--------------~$~----4~75~,_59_0~-4------~-----i 
Total Transfers $ 834,813 $ 834,813 $ 
r-~-----------;--~--~~~~-r~----------~--_, ____________________ _ 

Department of 
Agriculture 
Department of 
Agriculture 

Total Transfers 

$ 

$ 

$ 

1,791 

155,094 

156,885 

$ $ 1,7~~ -----~--l 
__ _!J5.0~4 -----1 ----~ I : 156,885 

$ 

$ 
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Line Item/ 
Trading Partner 

Office of Personnel 
Management 

Office of Personnel 
Management 

Total Transfers 

General Services 
Administration 

General Services 
Administration 

Total Transfers 

Department of 
Transportation 

Department of 
Transportation 

Total Transfers 

Department of 
Energy 
Department of 
Energy 

Total Transfers 

U.S. Army Corps 
of Engineers 

r--

U.S. Army Corps 
of Engineers 

r-
Total Transf~~ 

Department of 
Commerce 

1- . 
Department ol 
c:ommerce 
~~~------'--

U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

Total per 
Intragovernmental 
Closing Package vs. 

4th Quarter 
Submission 

Balance Per RSI Comparative Data Difference 
(000s) Report (OOOs) (OOOs) 

$ 5 $ - $ 5 

$ 13 $ - $ 13 

$ 18 $ 19 $ (1) 

$ 21,166 $ - $ 21,166 

$ 13,938 $ - $ 13,938 

$ 35,104 $ 35,104 $ -

$ 314,307 $ - $ 314,307 

$ 11 $ - $ II 

$ 314,318 $ 314,318 $ -

$ 123,677 $ - $ 123.677 

$ 140,961 $ - $ 140,961 

$ 264,638 $ 264,639 $ (1) 

$ I7 $ - $ I7 

$ 58,054 $ - $ 58,054 

$ 58,071 $ 58,073 $ (2) -

$ 68 $ - $ 68 -·-

$ 3,534 __ $ - $ 3,534 
--~---
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Line Item/ 
Trading Partner 

Total Transfers 

Department of 
Justice 
Department of 
Justice 

Total Transfers 

-
Department of 
Labor 
Department of 
Labor 

Total Transfers 

Department of 
Homeland 
Department of 
Homeland 

Total Transfers 

Environmental 
Protection 
Environmental 
Protection 

Total Transfers 

Unidentified 

Unidentified 

Total Transfe1·s 

U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovemmental Activity and Balances 

Total per 
lntragovernr.nental 
Closing Package vs. 

4th Quarter 
Submission 

Balance Per RSI Comparative Data Difference 
(OOOs) Report (OOOs) (OOOs) 

$ 3,602 $ 3,602 $ -

$ 2,207 $ - $ 2,207 

$ - $ - $ -
$ 2,207 $ 2,207 $ -

$ I2,410 $ - $ 12,410 

$ 12,410 $ - $ I2,410 

$ 24,820 $ 24,820 $ -

$ - $ - $ -

$ 64,002 $ - $ 64,002 

$ 64,002 $ 64,002 $ -

$ 989 $ - $ 989 

$ I $ - $ 1 

$ 990 $ 990 $ -

$ 2,182 $ - $ 2,182 

$ (338) $ - $ (338) 

$ 1,844 $ 1,844 $ -

Exhibit A 

Explanation 

I 

1 

I 

I 

I 

I 

I 

I 

I 

I 

We communicated the differences noted above to the Department and requested 
e:xplanativns and supporting documentation for the differences. We received the 
following explanations.from the Department. 

1. The Department indicated that the difference relates to different reporting 
requirements; and therefore, the RSI included line items that are not reported in 

lO 
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the "/ntragovemmental Closing Package vs. 4th Quarter Submission Comparative 
Data Report. " 

2. The Department indicated that the difference relates to different reporting 
requirements; and therefore, the "Jntragovemmental Closing Package vs. 4th 

Quarter Submission Comparative Data Report" included line items that are not 
reported in the RSI. 

3. The Department indicated that the difference relates to net differences due to 
intradepartmental activity. 

No additional procedures were performed with respect to management's explanations 
as to the reasons for the differences. 

Ii. We compared the "Reporting Agency" amount, by trading partner, in the "Closing 
Package Material Differencesl..l'.}tatus of Disposition Certification Report" (Section II 
of the CFO Representations) to the intragovemmental RSI schedules in the 
Department's audited consolidated financial statements, adjusted for the 
reclass(fications made in accordance with the "Treasury Financial Manual Chapter 
4700" for the "Closing Package" financial statements. We identified no differences. 

Procedure 4 

Obtain the Treasury Financial Management Service's (FMS') Intragovemmental 
Reporting and Analysis System (/RAS) Status of Disposition Report (FMS' Comparative 
Report) for intragovernmenta] activity/balances. Compare the differences between the 
agency and its trading partners by reciprocal category/line-item from FMS' Comparative 
Report to explanations from the agency's supporting documentation. For items where 
agency reporting differences exist, compare the explanations to the supporting 
documentation. Identify any inconsistencies in amounts or explanations between FMS' 
Comparative Report and agency supporting documentation. In the event of nonreporting 
by trading partners, as indicated in the footer section of FMS' Comparative Report, 
identify that the difference is due to a nonreporting partner and do not proceed further 
with the review of the differences. 

Finding 4 

We obtained the "FMS' Comparative Report" for intragovemmental activity/balances. 
We requested explanations and obtained supporting documentation from the Department 
for the reported d(fferences on the "FMS' Comparative Report,'' presented below: 
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Recip-
rocal Trading 

Catee:ory Partner 
19 69 - Department 

of 
Transportation 

24 80- National 
Aeronautics and 
Space 
Administration 

18 89 - Department 
of Energy 

- 23 91 - Department 
of Education 

24 91 - Department 
of Education 

24 97 - Office of 
Secretary of 
Defense-
Defense 
Agencies 

U.S. Department of the Interior 
Agreed-Upon Procedures for 

Intragovernmental Activity and Balances 

Material 
Reporting Trading Difference 

Agency Partner (Absolute 
Amount Amount Value) 
(OOO's) (OOO's) (OOO's} 

$ 314,307 $ - $ 314,307 

$ (45, 180) $ 22,016 $ 67,196 

$ - $ 1,18!.000 $ I, 181,000 

$ 89,884 $ - $ 89,884 

$ 309,794 $ 187,000 $ 122.794 

$ 1,766,901 $ 1,291,800 $ 475,101 

Exhibit A 

Reported Unknown/ 
Adjustments Unreconciled 

(Absolute (Absolute 
Value) Value) 
(OOO's) (OOO's) 

$ - $ 314,307 

$ 68,619 $ 1,423 

$ - $ 1,181,000 

$ 89,884 $ -

$ 54,988 $ 67,806 

$ - $ 475,101 

We received the following explanations and supporting documentation from the 
Department: 

1. The Department indicated that this difference resulted because of allocation transfers 
with the Department of Transportation, where the Department is the child and the 
Department (){ Transp011ation is the parent. The Department indicated that OMB 
Circular No. A-136 "Financial Reporting Requirements," Part A, "Form and Content 
of the Performance and Accountability Report" requires that the child agency report 
the proprietary injonnation in its financial statements when that information is 
material to the child agency, and for that reason, the Department reports that 
information in its consolidated financial statements. However, the Department of 
Transportation established a policy of reporting all activity, both budgetary and 
proprietary at the parent level. We inspected email documentation from the 
Department of Transportation stating that this was the Department of 
Transportation's policy. 

2. The Department indicated that $68,619 thousand of the difference resulted because 
the Department reversed a prior year accrual coded to Trading Partner 80, National 
Aeronautics a11d Space Administration. We inspected the journal entry indicating 
that the accrual was incorrectly coded to Trading Partner 80, National Aeronautics 
and Space Administration. The Department indicated that the remaining difference 
of$! ,423 thousand is immaterial. 
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3. The Department indicated that this difference resulted because of a difference in 
accounting treatment between the Department and the Department of Energy. The 
Department records Royalty-in-Kind transfers to the Department of Energy in SGL 
account 5990, which is custodial revenue. However, the Department of Energy 
records the amounts as a financing source transferred in, SGL account 5720. We 
inspected email documentation sent by the Department to the Department of Energy 
indicating the Department's accounting treatment. 

4. The Department indicated that this difference resulted because the Department of 
Education (Education) reported the balance using a different accounting 
methodology and in a different period than the Department. We inspected email 
documentation from the indicating that Education did not record advances at the time 
of the transaction, but recorded the transactions directly to expense. We also 
inspected a reconciling schedule, prepared by Education, and agreed the amounts 
from the reconciling schedule to the "FMS' Comparative Report." 

5. The Department indicated that this difference resulted because Education reported 
the balances using a different accounting methodology and in a different period than 
the Department. We inspected email documentation from the Education indicating 
that Education did not record advances at the time of the transaction, but recorded 
the transactions directly to expense. We also inspected a reconciling schedule, 
prepared by Education. and agreed the amounts from the reconciling schedule to the 
"FMS' Comparative Report. " 

6. The Department indicated that this difference resulted because the Department of 
Defense reported the balance using a different accounting methodology than the 
Department. The Department of Defense did not record advances at the time of the 
transaction, but recorded the transaction directly to expense. The Department did not 
provide any supporting documentation related to this difference because the 
Department did not receive information from Department of Defense. 

Except as noted above, no additional procedures were performed with respect to 
management's explanations as to the reasons for the differences. 

Procedure 5 

Identify and include copies of internal control findings related to intragovemmental 
activities from the consolidated financial statement audit, including items cited in the 
management letter. Also, identify and report auditor-proposed intragovemmental 
adjustments that were waived by the Department. 

13 
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A. We included a copy of the Independent Auditors' Report as Exhibit B, which includes 
the internal control findings related to the Department's accounting for 
intragovernmental activities from the Department's consolidated financial statement 
audit that we have identified below. 

• Controls over implementing new accounting policies and procedures 
• Reconciliation of Intragovemmental transactions and balances 
• Application and general controls over financial management systems 
• Controls over property, plant, and equipment 
• Controls over accruals 
• Financial management at the Bureau of Indian Affairs 
• Controls over revenue 
• Segregation of responsibilities over purchases and entries 

B. We included a copy of the Independent Auditors' Report as Exhibit C, which includes 
the internal control findings related to the Department's accounting for 
intragovernmental activities from the Department's "Closing Package" financial 
statement audit that we have identified below. 

• Control over financial reporting for the special-purpose financial statements 

C. We did not identify and include copies of internal control findings that would be cited 
in the management letters, because the management letters have not been issued as of 
the date of this report. 

D. We identified and reported auditor-proposed intragovemmental account adjustments, 
presented as Kr:hibit D to this report, that were waived by the Department. 
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KPMGUP 
2001 M Street, NW 
Washington, DC 20036 

Secretary and Inspector General 
U.S. Department of the Interior: 

Independent Auditors' Report 

ExhibitB 

We__ have audited the accompanying consolidated balance sheets of the U.S. Department of the Interior 
(Interior) as of September 30, 2005 and 2004, and the related consolidated statements of net cost, changes 
in net position, financing, and custodial activity, and the related combined statements of budgetary 
resources (hereinafter referred to as the "financial statements"), for the years then ended. The objective of 
our audits was to express an opinion on the fair presentation of these financial statements. In connection 
with our audits, we also considered Interior's internal control over financial reporting and tested Interior's 
compliance with certain provisions of applicable laws, regulations, contracts, and grant agreements that 
could have a direct and material effect on these financial statements. 

SUMMARY 

As stated in our opinion on the financial statements, we concluded that Interior's financial statements as of 
and for the years ended September 30, 2005 and 2004, are presented fairly, in all material respects, in 
confonnity with accounting principles generally accepted in the United States of America. 

As discussed in note 24 to the financial statements, Interior changed its method of accounting for 
appropriated debt transactions in accordance with the provisions of Office of Management and Budget 
(OMB) guidance that became effective October 1, 2004. Also, as discussed in note 17 to the financial 
statements, Interior's fiscal year 2005 consolidated statement of net cost is not comparable to its fiscal year 
2004 consolidated statement of net cost because Interior revised its method of allocating certain costs and 
revenues between programs in fiscal year 2005. 

Our fiscal year 2005 consideration of internal control over financial reporting resulted in the following 
conditions being identified as reportable conditions: 

Reportable Conditions Considered to be Material Weaknesses 

A. Controls over implementing new accounting policies and procedures 
B. Controls over the Indian Trust funds 

Other Reportable Conditions 

C. Reconciliation of intragovemmental transactions and balances 
D. Application and general controls over financial management systems 
E. Controls over property, plant, and equipment 
F. Controls over accruals 
G. Controls over environmental contingencies 

KPMG lLP, a U.S. lim1ted liability partnership, IS 1he U.S 
member f1rm of KPMG International a Swiss coooerat1ve. 



H. Financial management at the Bureau of Indian Affairs 
L Controls over revenue 
J. Controls over grants 
K. Segregation of responsibilities over purchases and entries 
L. Controls over charge cards 
M. Controls over obligations 
N. Controls over the U.S. Park Police Pension Plan 

Exhibit B 

We also noted the following significant deficiencies in internal control over Required Supplementary 
Information and Required Supplementary Stewardship Information that, in our judgment, could adversely 
affect Interior's ability to collect, process, record, and summarize this information: 

0. Performance measure reporting 
P. Deferred maintenance estimates 
Q.- Stewardship reporting 

The results of our tests of fiscal year 2005 compliance with certain provisions of Jaws, regulations, 
contracts, and grant agreements disclosed the following instances of noncompliance or other matters that 
are required to be reported under Government Auditing Standards issued by the Comptroller General of the 
United States, and OMB Bulletin No. 01-02, Audit Requirements for Federal Financial Statements: 

R. Single Audit Act Amendments of 1996 
S. Debt Collection Improvement Act of 1996 
T. OMB Circular No. A-25, User Charges 
U. Federal Financial Management Improvement Act (FFMlA) of 1996 

The following sections discuss our opinion on Interior's financial statements, our consideration of 
Interior's internal control over financial reporting, our tests oflnterior's compliance with certain provisions 
of applicable laws, regulations, contracts, and grant agreements, and management's and our 
responsibilities. 

OPINION ON THE FINANCIAL STATEMENTS 

We have audited the accompanying consolidated balance sheets of the U.S. Department of the Interior as 
of September 30, 2005 and 2004, and the related consolidated statements of net cost, changes in net 
position, financing, and custodial activity, and the combined statements of budgetary resources for the 
years then ended. 

In our opinion, the financial statements referred to above present fairly, in all material respects, the 
financiai position of Interior as of September 30, 2005 and 2004, and its net costs, changes in net position, 
budgetary resources, reconciliation of net costs to budgetary obligations, and custodial activities for the 
years then ended, in conformity with accounting principle& generally accepted in the United States of 
America. 

As discussed in note 24 to the financial statements, Interior changed its method of accounting for 
appropriated debt transactions in accordance with the provisions of OMB guidance that became effective 
October l, 2004. Also. as discussed in note 17 to the financial statements, Interior's fiscal year 2005 
consolidated statement of net cost is not comparable to its fiscal year 2004 consolidated statement of net 
cost because Interior revised its method of allocating certain cosls and revenues between programs in fiscal 
year 2005. 
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The information in the Management's Discussion and Analysis, Required Supplementary Information, and 
Required Supplementary Stewardship Information sections is not a required part of the financial 
statements, but is supplementary information required by accounting principles generally accepted in the 
United States of America or OMB Circular A-136, Financial Reporting Requirements, Part A, Form and 
Content of the Performance and Accountability Report. We have applied certain limited procedures, which 
consisted principally of inquiries of management regarding the methods of measurement and presentation 
of this information. However, we did not audit this information and, accordingly, we express no opinion on 
it. As a result of such limited procedures, we believe that the Required Supplementary Information and the 
Required Supplementary Stewardship Information are not presented in conformity with accounting 
principles generally accepted in the United States of America. The Required Supplementary Information 
disclosures for deferred maintenance are not complete or current because Interior had not estimated 
deferred maintenance for all assets and did not consistently update deferred maintenance estimates. 
Additionally, performance measure results may not be accurate, as Interior did not properly design controls 
to collect, process, record, summarize, and report performance measure information. We also noted that 
Interior did not disclose the costs incurred to generate intragovernmental revenues by budget functional 
classification, as required, and did not fully reconcile intragovemmental transactions and balances with its 
trading partners. Finally, the Required Supplementary Stewardship Information disclosures for stewardship 
assets and investments are not current, complete, or consistently supported, because Interior did not 
consistently follow its established procedures and controls to accumulate and report the disclosure 
information and did not disclose all required information. 

Our audits were conducted for the purpose of forming an opinion on the consolidated financial statements 
taken as a whole. The Performance Data and Analysis section, the Appendices, and the special account 
funds in the Other Supplementary Information section are an integral part of Interior's Fiscal Year 2005 
Annual Report on Performance and Accountability. However, this information is not a required part of the 
financial statements and is presented for purposes of additional analysis. The information in the 
Performance Data and Analysis section, the Appendices, and the special account funds in the Other 
Supplementary Information section has not been subjected to auditing procedures and, accordingly, we 
express no opinion on it. 

Our audits were conducted for the purpose of forming an opinion on the consolidated financial statements 
taken as a whole. The consolidating infonnation in the Other Supplementary Infmmation section is 
presented for purposes of additional analysis of the consolidated financial statements rather than to present 
the financial position and changes in net position of Interior's components individually. The consolidating 
information has been subjected to the auditing procedures applied in the audits of the consolidated 
financial statements and, in our opinion, is fairly stated, in all material respects, in relation to the 
consolidated financial statements taken as a whole 

INTERNAl. CONTROL OVER FINANCIAL REPORTING 

Our consideration of internal control over financial reporting would not necessarily disclose all matters in 
the internal control over financial reporting that might be reportable conditions. Under standards issued by 
the American Institute of Certified Public Accountants. reportable conditions are matters coming to our 
attention relating to significant deficiencies in the design or operation of the internal control over financial 
rep011ing that, in our judgment_. could adversely affect lntetior·s ability to record. process, summarize. and 
report financial data consistent with the assertions by management in the financial statements. 
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Material weaknesses are reportable conditions in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements, in 
amounts that would be material in relation to the financial statements being audited, may occur and not be 
detected within a timely period by employees in the normal course of performing their assigned functions. 

In our fiscal year 2005 audit, we noted certain matters, described below, involving internal control over 
financial reporting and its operation that we consider to be reportable conditions. We believe that 
reportable conditions A and B are material weaknesses. 

A. Controls over Implementing New Accounting Policies and Procedures 

In March 2005, the OMB issued guidance in response to the Federal Accounting Standards Advisory 
Board's Accounting and Auditing Policy Committee's Technical Exposure Draft entitled Recognition of 
the Transfer of Funds Between Interior's Reclamation Fund and Energy's Western Area Power 
Administration: In Accordance with SFFAS 1, Accounting for Selected Assets and Liabilities, and SFFAS 
5, Accounting for Liabilities of the Federal Government. OMB's guidance instructed Interior to record a 
receivable rather than transfers in/out for transactions with the Western Area Power Administration 
(Western). In addition, Interior applied OMB's guidance to similar transactions with the Bonneville Power 
Administration (BPA) and the U.S. Department of the Treasury (Treasury) General Fund. 

Interior applied significant resources and effort, including coordinating with Western, BPA, the U.S. 
Department of Energy (Energy). the U.S. Treasury, and OMB to implement OMB's guidance in a 
relatively short time period. However, Interior did not consistently record certain transactions as Interior: 

1. Recorded $261 million of repayments as part of the adjustment to beginning balances that should 
have been recorded as current year repayments. 

2. Recorded $240 million of costs, of which $127 million should have been recorded as part of the 
beginning balance and $113 million should not have been recorded. 

3. Recorded $206 mil!ion of repayments received in prior years as cun-cnt year repayments that 
should have been recorded as part of the adjustment to beginning balances. 

4. Did not properly allocate transactions among project sponsors, including $112 million of 
repayments. 

5. Did not record $27 million in liabilities to Treasury. 

6. Did not fully reconcile balances with Western by approximately $21 million. 

These differences primarily resulted because Interior had not fully developed accounting policies and 
procedures to change its processes for recording these transactions and had not fully developed posting 
models by September 30, 2005. As a result of our observations, Interior analyzed and adjusted the financwl 
statements as of and for the year ended Seplt!mber 30. 2005. 
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Recommendations 

We recommend that Interior improve its policies and procedures related to recording transactions with 
Western, BPA, and Treasury, in accordance with OMB guidance, as follows: 

I. Improve policies and procedures related to recording additions to and repayments against the 
receivables and liabilities, including coordinating with the U.S. Department of the Treasury to 
determine the appropriate posting models. 

2. Develop and implement procedures and controls for recording and reporting transactions with 
Western, BPA, and Treasury, including sufficient management oversight. 

3. Require a second individual to compare the transactions recorded in the general ledger to 
supporting documentation and document his/her approval on the supporting documentation. 

4. Continue to resolve the difference between Interior's receivable and Western's liability. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

B. Controls over the Indian Trust Funds 

The United States Congress has designated the Secretary of the Interior as the trustee delegate with 
responsibility for the monetary and nonmonetary resources held in trust on behalf of American Indian 
Tribes, individual Indians, and other trust funds (hereafter collectively referred to as the Indian Tmst 
Funds). The Secretary carries out this fiduciary responsibility through the Office of the Special Trustee for 
American Indians (OST). the Bureau of Indian Affairs (BIA), other Interior bureaus, and agreements with 
American Indian Tribes. 

The Indian Trust Funds' balances include two categories: (1) Trust Funds that are held by Interior because 
the corpus of specific accounts that is non-expendable or the funds that are held for future transfer to Indian 
Tribes upon satisfaction of certain conditions and are reflected in Interior's financial statements; (2) Trust 
Funds for Indian Tribes and individual Indians that are considered non-Federal accounts and thus are not 
reflected in Interior's financial statements but are disclosed in a footnote to Interior's financial statements, 
in accordance with the accounting standards. 

We noted that Interior's procedures and internal controls were not adequate to ensure that the Indian Trust 
Funds' activity and balances were recorded properly or timely. Specifically. we noted the following: 

1. Trust Fund Balances 

As disclosed in the footnotes to the financial statements, several financial reporting differences 
from prior periods relating to the fairness of the Indian Trust Funds balances have not been 
resolved. Certain parties, for whom Interior holds assets in trust, have filed a class action lawsuit 
for an accounting of Individual Indian Monies that may or may not lead to claims against the 
United States Federal Government. Additionally, other parties do not agree with the Indian Trust 
Funds balances reported by Interior and have filed claims against the United States Federal 
Government. 
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2. lndividuallndio.n Monies Subsidiary Ledger 

The balance of the control account for Individual Indian Monies account holders did not agree to 
the sum of the balances from the subsidiary ledger, and it cannot be determined which balance, if 
either, is correct. As of September 30, 2005, the aggregate sum of all positive balances included in 
the subsidiary ledger exceeded the control account by approximately $6 million. Interior has 
requested funding from Congress to resolve this difference. In addition, as of September 30, 2005, 
the subsidiary ledger contained negative account balances totaling approximately $44 million (of 
which approximately $192,000 was attributed to individual Indian accounts as of 
September 30, 2005). 

3. Special Deposit Accounts 

In accordance with Title 25 of the Code of Federal Regulations and as directed by BIA, OST 
records receipts into special deposit accounts within the subsidiary ledger when the recipient trust 
fund account is unknown at the time of receipt. When BIA identifies the trust fund account(s). 
OST transfers the amount from the special deposit account(s) to the designated trust fund 
account(s) in accordance with BIA instructions. A significant number of special deposit accounts 
have remained inactive for the past several years and new special deposit accounts were 
established during fiscal year 2005. As of September 30, 2005, there were approximately 20,000 
special deposit accounts, with balances totaling approximately $40 million. 

4. Undistributed and Unusual Balances 

OST has not been able to determine the proper recipients of undistributed interest of approximately 
$1.8 million as of September 30, 2005. In addition, OST and BIA have not been able to determine 
the allocation of approximately $2.1 million of undistributed interest. Furthermore, there were 12 
Tribal Trust Funds accounts with negative cash balances totaling approximately $724,000 as of 
September 30, 2005. 

5. Entering and Maintaining Trust Fund Information 

The regional and agency offices of B lA perfonn a critical role in the initial input and subsequent 
changes to the Indian Trust Funds' infonnation disclosed by Interior. We noted the following 
weaknesses related to the internal controls performed by regional and agency offices: 

a. Trust Fund Systems 

BlA had not consistently implemented automated systems for tracking and processing 
activities of the Indian trust assets. Agency offices use "off-the-shelf' software, internally 
developed software, in-house databases, and manuai processes to manage ownership 
records, track lease activity, account for receivables/revenue, and detemline distribution 
amounts. BIA had developed an automated system for cert.ain activities~ however, BIA had 
not yet fully implemented this new system in all agency offices. This situation increases 
the risk that transactions are recorded inaccurately and untimely. 
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b. Segregation of Duties 

The responsibilities for Indian trust processing are not properly segregated to prevent or 
detect errors. Although BIA improved segregation of responsibilities during the year, BIA 
did not segregate realty and land management activities (i.e., lease compliance) from 
accounting activities (i.e., collecting, depositing, and sending instructions to OST to create, 
record, and distribute receipts}. Also, in limited cases, the same employee was responsible 
for all activities associated with trust transactions, including initiating lease agreements, 
generating biJiings, coJiecting funds, making deposits, and sending instructions to OST to 
create accounts and distribute funds. 

c. Accounts Receivable 

BIA had not fully developed and communicated standardized policies and procedures for 
establishing, tracking, and pursuing accounts receivable for the Indian Trust Funds. This 
results in inconsistent processes and increases the risk that amounts due to Indian Trust 
Funds are not identified and ultimately collected. Several agency offices prepared bills 
after receiving payments rather than sending bills in advance of the payment due date. In 
addition, certain agency offices did not identify or pursue past due receivables and instead 
relied on landowners/lessors to inquire of overdue payments before pursuing the 
receivable. Furthermore, several agency offices did not maintain a listing of leases- and 
permits against which receivables could be established. 

d. Probate Backlog 

BIA did not consistently enter probate orders for land title into the trust management 
systems timely. Although BIA made progress in reducing the backlog, as of 
September 30, 2005, BIA indicated that it had probate orders that had not been recorded. 
This increases the potential for untimely distributions of income to the account holders of 
the Indian Trust Funds. 

e. Untimely Deposits 

Several BIA agency offices did not consistently forward trust receipts in a timely manner 
to OST to be deposited. As a result, in certain instances, deposits of trust receipts were 
delayed for up to 5 business days and in others, delays were up to 12 days. In one instance, 
we noted a delay of 38 days. 

f. Supervised and Restricted Accounts 

BIA did not consistently maintain documentation for supervised accounts, including social 
service assessment and evaluation forms, disbursement documentation, annual review 
documentation, com1 orders, and notification of restriction letters. Furthermore, BIA did 
not consistently perform annual reviews of active accounts. 

g. Appraisal Rev~ew 

One of the key clements in performing realty trust transactions is the requirement to 
obtain appraisals for realty transactions. Cunent laws allow the appraisal function to be 
carried out by tribes, who are often the named pmties invoivF.:d in realty transactions. 
BIA is responsible for assisting trust benefit:iaries in the negotiation and execution of 
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realty transactions. Office of Appraisal Services (OAS) is responsible for conducting 
reviews of appraisals that are compacted by tribes for the benefit of trust beneficiaries. 
BIA controls were not in place to ensure that all appraisals, conducted under compacts 
or contracts, completed by tribes for the benefit of trust beneficiaries had been approved 
byOAS. 

We recommend that Interior develop and implement procedures and internal controls to address the 
deficiencies in controls related to Indian Trust Funds. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
sul]llilary, management agreed with our recommendations. Management indicated that Interior is in a 
position to draw conclusions that differences between supporting records and recorded transactions are not 
significant. 

Auditors' Response to Management's Response 

As summarized in our finding above, management had not resolved differences relating to the Trust Fund 
balances and did not have adequate controls to ensure that Trust Fund activity and balances were recorded 
properly and timely. Therefore, we continue to believe that the control weaknesses identified constitute a 
material weakness. 

C. Reconciliation of Intra governmental Transactions and Balances 

Interior is required to reconcile transactions and balances with other Federal entities in accordance with the 
Treasury's Federal lntragovemmental Transactions Accounting and Policies Guide. Although Interior 
made substantial improvements to reconcile with other Federal entities, Interior had not fully reconciled its 
intragovernmental transactions and balances with other Federal entities because Interior did not 
consistently reconcile transactions and balances during the year and because the trading partners did not 
consistently provide information by Interior component or Treasury fund symbol. As a result, Interior's 
transactions and balances with other Federal entities may not eliminate on the Government-wide financial 
statements. 

Recommendation 

We recommend that Interior continue to improve its process to reconcile transactions and balances with 
other Federal entities. These procedures should include confirming amounts, at the Interior component 
level, with trading partners and meeting with trading partners to resolve any differences identified. 

Management Response 

Management has prepared an official response presented as a separate a£tachment ·to this repott. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 
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D. Application and General Controls over Financial Management Systems 

Interior continues to improve the security and controls over its information systems; however, we 
determined that Interior needed to improve controls in the areas described below, as required by OMB 
Circular A-130, Management of Federal Information Resources. These conditions could have affected 
Interior's ability to prevent and detect unauthorized changes to financial information, control electronic 
access to sensitive information, and protect its infotmation. Although Interior's financial management 
systems are consistent with the financial management systems requirements, we identified the following 
conditions during fiscal year 2005: 

1. Entity-wide Security Program 

An entity-wide security program, including security policies and a related implementation plan, is 
the foundation of an entity's security control structure and a reflection of senior management's 
commitment to addressing security risks. Interior did not have procedures in place to appropriately 
track the implementation status of certain Service Level Agreements (SLA) and Security Service 
Agreements (SSA). In addition, the Interior did not have current SLA and SSA agreements with 
certain customers to designate security responsibilities. Interior had procedures for conducting 
background investigations; however, Interior did not perform background investigations for all 
new and current employees and contractors, consistently perform re-investigations in a timely 
manner; or consistently maintain investigation documentation. Interior did not have a process to 
monitor the periodic completion of technical training by certain information technology employees 
and certain contractors. Interior had performed risk assessments for its major applications and 
general support systems during the past fiscal year; however, Interior did not consistently classify 
certain computer information resources based on risk assessments. 

2. Access Controls 

Access controls should provide reasonable assurance that computer resources such as data files, 
application programs, and computer-related facilities and equipment are protected against 
unauthorized modification, disclosure, and loss. Interior did not fully establish controls to prevent 
and detect unauthorized access. In addition, Interior did not consistently monitor account creation, 
modification, and termination; effectively assign access privileges based upon job duties; 
periodically monitor security violations and inactive accounts; periodically review and recertify 
user accounts; periodically review transaction audit reports; remove access of terminated 
employees timely; or monitor system access to financial applications. Although Interior reviews 
the network system audit trail logs, Interior had not formaJiy documented policies and procedures 
indicating the required frequency of the reviews or the responsibilities of the reviewers at certain 
components. 

3. System Software Controls 

Controls over the modification of system software change controls should provide reasonable 
assurance that operating system controls are not compromised. Without proper system software 
controls, unauthorized individuals using the system software could circumvent controls to read, 
modify, or delete critical or sensitive information or programs. Interior did not consistently 
document policies and procedures for restricting and monitoring access to system software, 
identifying and resolving system software issue5, processing changes to system software, and 
reviewing event Jogs. Interior also did not consistently monitor the use of opeTating system 
software; formally document and approve the change management process for certain applications; 
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test all system software patches in a test environment before installing the patches in the 
production environment; perform post-implementation reviews after installing emergency patches; 
prepare change request forms and plans; or maintain documentation for upgrades. Although 
Interior reviewed event Jogs, Interior did not maintain evidence that the reviews were completed. 

4. Software Development and Change Controls 

Establishing controls over the modification of application software programs helps ensure that only 
authorized programs and modifications are implemented. Without proper change controls, there is 
an increased risk that either intentional or unintentional changes could be made to the system's 
processing functionality, the wrong version of a program could be implemented, a virus could be 
inserted, or built-in security features could be disabled. Interior had not formally developed, 
documented, or implemented data processing procedures to control and standardize the 
maintenance of two financial applications. In addition, Interior did not use library management 
software to control changes to one of the accounting applications. Additionally, Interior shared 
manager and account level passwords among several users at one component. Finally, Interior's 
system configurations did not adequately segregate duties at one component as the configurations 
provided individuals, who are involved with programming, testing and migrating changes to 
production, access to the source code, test, and production libraries. 

5. Service Continuity 

Losing the capability to process, retrieve, and protect information maintained electronically could 
significantly affect Interior's ability to accomplish its mission. Consequently, procedures should be 
in place to protect information resources, minimize the risk of unplanned interruptions, and recover 
critical operations should interruptions occur. Interior had not fully developed and documented a 
comprehensive contingency and disaster recovery plan for one of its applications. Interior also had 
not fully documented its service continuity procedures or fully trained team members for 
emergency response. In addition, Interior did not test certain contingency and disaster recovery or 
continuity of operations plans, did not consistently prepare daily and monthly backup files, and did 
not test the backup files for certain financial applications. We also noted that Interior did not have 
current maintenance agreements for all of its computer and related equipment. Finally, Interior 
should consider improving the location of plumbing lines and adding secondary air conditioning at 
one of its computer centers. 

6. Segregation of Responsibilities 

Proper segregation of duties should be ensured through the establishment of policies, procedures, 
and organizational structure so that one individual cannot control key aspects of financial 
transactions, and thereby conduct unauthorized actions or gain unauthorized access to assets or 
records. Interior's policies identified the primary and secondary roles and responsibilities duties of 
information technology team members and indicate that roles may overlap; however, Interior's 
policies did not consistently indicate the responsibilities that must be segregated, or the 
compensating controls for those responsibilities not segregated. 

Recommendation 

We recommend that Interior continue to improve the sennity and gE-neral controls over the financial 
management systems. These controls should address each of the art!as discussed above, as well as other 
areas that might affect the infonnation technology control environment to ensure adequate sccuriiy and 
protection of the information systems. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that Interior has made 
substantial progress improving internal controls and believes that our findings did not rise to the level of a 
reportable condition. 

Auditors' Response to Management's Response 

We acknowledge that Interior has made improvements in the security and controls over information 
systems. However, we identified a number of conditions that could have affected Interior's ability to detect 
unauthorized changes to financial information, control electronic access to sensitive information, and 
protect its information, as summarized in our finding above. Therefore, we continue to believe that the 
control weaknesses identified constitute a reportable condition. 

E. Controls Over Property, Plant, and Equipment 

Interior needs to improve controls over property, plant, and equipment to ensure transactions are promptly 
recorded and properly classified and accounted for in order to prepare timely and reliable financial reports. 
We noted control weaknesses in the following areas: 

1. Recording Transactions 

Interior needs to improve controls over property, plant, and equipment to ensure transactions are 
properly classified and recorded. We identified 67 exceptions in the 1,095 property and cost 
transactions tested at certain components. Specifically, we noted that Interior capitalized costs that 
should have been expensed, expensed costs that should have been capitalized, recorded 
transactions in the current year that occurred in prior years, recorded dates or costs that did not 
agree with the supporting documentation, or did not record an asset. In addition, Interior did not 
consistently classify 11 of 546 expenses as operating, heritage, or stewardship costs, resulting in 
misclassifications of $31 million. Furthermore, Interior did not properly record donated property of 
approximately $16 million and did not properly remove $18 million of concession assets that are 
not owned by Interior. 

2. Construction-in-Progress 

Interior did not consistently analyze and review its construction-in-progress account throughout the 
fiscal year. Interior also did not transfer construction projects from the construction-in-progress 
account to the appropriate completed property accounts at the time of completion or properly 
approve the tJansfer from the construction-in-progress account for projects totaling $65 million. In 
addition., Interior misclassified approximately $13 million of advances to others and expenses as 
construction-in-progress. 

3. ReconciliaJion and Review 

Interior did not properly reconcile one of its property subsidiary ledgers to the general ledger. 
because we identified· a difference of $15 million. Interior also did not consistently establish 
controls to review and approve certain land inventory records. monitor internal use software, and 
a::count for changes to asset useful lives. 

25 



Exhibit B 

4. Capital versus Operating Lease Assessments 

In accordance with the accounting standards, Interior is required to capitalize leases that meet 
certain criteria. Interior did not consistently review leases to determine if they were capital or 
operating leases, because Interior incorrectly capitalized one lease, did not properly capitalize four 
leases, and was unable to provide 30 of the 35 lease determination schedules selected for testing at 
certain components. In addition, Interior did not consistently ensure that the lease determination 
schedules agreed to the related supporting documentation and the general ledger for 11 of the 14 
lease determination schedules that we received at certain components. Interior also did not require 
a supervisor to review and approve the )ease determination schedules. 

5. Future Minimum Lease Payments 

In accordance with the accounting standards, Interior is required to disclose future minimum lease 
payments. Interior did not effectively prepare the future minimum lease payment schedule for 
disclosure in its financial report, because we identified differences between the future minimum 
lease payment schedule and the lease agreements for 32 of the 56 leases tested at certain 
components. As a result of our observations, Interior analyzed and adjusted its schedule of future 
minimum lease payments by a total of approximately $157 million. 

As a result of our observations, Interior expended a significant amount of time and resources analyzing and 
adjusting property. plant, and equipment balances and future minimum lease payment disclosures as of and 
for the year ended September 30, 2005. 

Recommendations 

We recommend that Interior implement the following recommendations to improve controls over its 
property, plant, and equipment: 

1. Recording Transactions 

a. Periodically train personnel on how to distinguish between costs that should be capitalized 
versus expensed, and on properly classifying heritage, stewardship, and operating costs in the 
accounting system. 

b. Require a second individual to compare property and expense transactions to the related source 
documents to verify that transactions are properly expensed or capitalized as well as properly 
classified, and document his/her approval on the supporting documentation. 

c. Record property transactions at the time the transaction occurs. 

d. Perforrn periodic inventories of property. 

2. Construction-in-Progress 

a. Review its construction-in-progress accounts to identify compieted projects that should be 
transferred to the appropriate completed property account and projects that are improperly 
classified as constmction-in-progress. This review should be performed monthly. 

h. Requi~e a second individual to compare construction-in-progre-ss transfers to the related source 
documents to verify that transactions are pmperly transfer.·ed, and to document his/her 
approval on the supporting documenl.atior,. 
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3. Reconciliation and Review 

a. Reconcile the property subsidiary ledgers to the general ledger and resolve any differences on 
a monthly basis. 

b. Require a second individual to review and approve certain land inventory records, internal use 
software transactions, and changes to asset useful lives. 

4. Capital versus Operating Lease Assessments 

a. Provide additional guidance and training to personnel on the process of identifying whether 
leases should be classified as capital or operating leases. 

b. Document the evaluation of whether leases should be classified as capital or operating leases. 

c. Require a second individual to agree the lease evaluations to the supporting documentation and 
to document his/her approval on the lease evaluations. 

d. Require a second individual to compare capital lease transactions from the general ledger to 
the supporting documentation and document his/her approval on the supporting 
documentation. 

e. Maintain the lease evaluation documentation, including the related present value calculations 
and fair market value assessments. 

5. Future Minimum Lease Payments 

a. Provide additional guidance and training to personnel on preparing the future minimum lease 
payment schedule. 

b. Require supervisors to compare the future minimum lease payment schedules to supporting 
documentation and document his/her approval on the future minimum lease payment 
schedules. 

c. Develop and maintain a database of all real and personal property leases to assist in monitoring 
and reporting future minimum lease payments. This database should include lease number. 
type, term, payments, and other information that facilitates preparation of the future minimum 
lease payment disclosure. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
reconnnendati ons. 

F. Controls over Accruals 

In accordance with the accounting standards, Interior is required to record liabilities based on a probable 
future outflow or other sacrifice of resources as a result of past transactions or events. Interior did not 
esrablish controls to ensure that three of its programs properly recorded liabilities at the end of the 
reporting period. In addition, for two programs, Interior did not test the accuracy of accmal methodologies 
by comparing estimated amounts to actual amounts. Interior also did not ensure that the subsequent activity 
report used to estimate accruals was complete by approximately $5 million for one of its programs. In 
addition, Interior did not properly ullocate the accruals to receivables and advances from others, resuhing 
in a net misclassification of approximately $2 million. Furthermore, Interior did not prPperly reconcile the 
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accrual calculations to the general ledger for one component, because the general ledger exceeded the 
accrual calculations by approximately $15 million. 

As a result of our observations, Interior performed additional analysis and recorded additional accruals of 
approximately $62 million. 

Recommendations 

We recommend that Interior perform the following: 

1. Establish controls to ensure that accruals are properly recorded at the end of the reporting period. 

2. Require all of its components to finalize and test the accrual methodology for the quarterly 
financial statements. Testing should include comparing prior year estimates to actual results and 
adjusting the methodology based on these results. 

3. Provide guidance and training to personnel on the development and testing of accrual 
methodologies. 

4. Reconcile the accrual calculations to the general ledger and enhance controls to ensure that the 
accrual calculations are complete and accurate. This should include having a supervisor review and 
approve the accrual calculation and reconciliation from the calculation to the general ledger. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

G. Controls over Environmental Contingencies 

Interior has not properly designed controls or sufficiently trained staff to ensure that environmental 
information is effectively identified, maintained, and reported. Although Interior issued policies for 
estimating environmental liabilities, Interior did not consistently interpret and apply these policies, 
consistently prepare documentation supporting the environmental liability estimates, or consistently update 
the estimates for inflation. In addition, Interior did not estimate costs or had incorrectly removed prior year 
estimates for certain sites. Interior also did not consistently have a second individual review and approve 
the probability assessments, site identifications, and the cost estimate documentation for 21 of the 181 
environmental liability projects tested at certain components. In addition, BIA's organizational and 
communication structure did not facilitate developing and assessing environmental liabilities for that 
component. Furthennore, Interior completed a site prioritization at the regional level, rather than across 
BIA. As a result. the accrued environmental liabilities were understated by approximately $13 million, and 
the di5clo;;ed range of environmental liabilities was understated by approximately $10 million to $32 
million. 

As a result of our observations. Interior analyzed and adjusted its environmental balances and disclosures. 

28 



Exhibit B 

Recommendations 

We recommend that Interior improve internal controls to ensure that environmental contingencies are 
properly accrued or disclosed in its financial statements, as follows: 

1. Continue to provide periodic training to scientists, financial management staff, and others, to 
ensure that they understand Interior policies and the accounting standards related to estimating and 
recording environmental liabilities. 

2. Annually adjust environmental estimates based on inflation. 

3. Require components to consistently estimate costs for each site, and consider the experience 
across Interior in developing these estimates. 

4. Require a second individual to review and approve the probability assessment, site identification, 
and the cost estimate documentation, to ensure that they are properly prepared and match the 
supporting documentation. 

5. Implement an organizational structure that fosters communication between scientists, financial 
management staff, and others at BIA. 

6. Perforrtl site prioritization across BIA. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

H. Financial Management at BIA 

Interior needs to improve its BIA financial management organization and processes, as follows: 

I. BIA did not have enough sufficiently trained financial staff to manage accounting operations and 
ensure financial transactions are properly recorded. BIA has attempted to compensate for staff 
departures by assigning additional responsibilities to the remaining personnel and subcontractors. 
However, this does not provide an effective or efficient long-tetm solution. 

2. BIA financial management policies and procedures were not fully developed or consistently 
applied throughout BIA. Specifically, we noted that the policies and procedures related to 
construction-in-progress and environmental contingent liabilities were developed in prior years, 
hut not consistently implemented during fiscal year 2005. Additionally, BIA had not developed 
policies and procedures for several financial management areas, such as suspense and deposit 
account.s, reimbur~able agreements. monitoring grantees, and referral of debt to Treasury. 

3. BJA did not consistently perform timely management review procedures, including analysis of 
select financial statement accounts. reconciling items with it& trading partners, and resolving 
differences between the general ledger and subsidiary ledgers. In addition, BIA did not investigate 
and resolve suspenst> accounts totaling $7 million, including $4 million from prior years. 
furthermore, BIA d1d not effectively review journal vouchers as we noted that BIA recorded 
adjustments to the incorrect accounts. 
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As a result, BIA expended a significant amount of time and resources reconciling its financial accounts, 
resolving differences between the general ledger and subsidiary ledgers, and adjusting the general ledger 
for purposes of preparing its fiscal year 2005 financial statements. 

Recommendations 

We recommend that Interior's Office of Financial Management work with BIA to perform the following: 

1. Recruit additional accounting staff and continue to train existing staff to ensure that BIA has 
sufficiently trained resources to account for and report financial transactions. 

2. Evaluate and implement best practices of other Interior components and consider outsourcing 
certain functions. 

3. Develop and communicate, to financial and program staff, financial management policies and 
procedures. 

4. Enforce consistent application of financial management policies and procedures through internal 
control reviews. 

5. Develop and implement formal month-end financial reporting processes to review all financial 
statement accounts, reconcile balances and transactions with trading partners, investigate and 
resolve suspense accounts, and resolve differences between the general ledger and subsidiary 
ledgers. This should include having a supervisor review and approve the procedures and completed 
reconciliations. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

I. Controls over Revenue 

Interior needs to improve controls over its revenue process, to ensure that transactions are promptly and 
properly recorded for timely and reliable financial reporting as follows: 

1. Interior had not investigated and resolved over $98 million of royalty receivables that were over 
one year old and fully reserved as doubtful royalty receivables, or approximately $66 million of 
credit balances that were over 30 days old. including approximately $23 million of credits that are 
over one year old as of September 30,2005. 

2. Interior did not implement the appropriate controls to effectively reconcile subsidiary ledgers to the 
general ledger for receivables, review unbilled receivables and deferred revenue accoums on a 
regular basis. properly record revenue transactions. bill receivables in a timely manner, prevent 
duplicate bills, and consistently review and approve the related allowance calculation at BIA. 

3. lnterior did not adequately monitor ce1tain reimbursable agreements, because Interior did not 
approve 5 of the 45 reimbursable agreements that we tested, did not include administrative costs in 
bills for reimbursable agreements, and did not consistently record advances and receivables at t.he 
agreement level, resulting in an understatement of $15 million in deferred revenue. 
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4. Interior did not have adequate controls to ensure that delinquent receivables for BIA and the 
Minerals Management Service (MMS) were identified for referral to Treasury for collection or 
offset in a timely manner. 

5. Interior did not formally document procedures for certain mineral lease revenue transactions at the 
Bureau of Land Management (BLM), consistently prepare the accounting documentation for the 
mineral lease revenue transactions, effectively review and approve mineral lease documentation, or 
consistently transfer mineral lease revenues and the accounting documentation between its 
components in a timely manner. 

As a result of our comments, Interior performed a detailed analysis of revenue transactions and adjusted 
the fiscal year 2005 financial statements accordingly. 

Recommendations 

We recommend that Interior implement the following recommendations to improve controls over revenue: 

1. Analyze and resolve aged and credit accounts receivable balances. 

2. Reconcile the subsidiary ledger and the general ledger on a monthly basis, including investigating 
and resolving any differences identified. 

3. Review unbilled receivables and deferred revenue accounts on a regular basis, to ensure that 
revenue transactions are properly recorded, receivables are billed in a timely manner, and bills are 
not issued more than once. 

4. Require a second individual to review the allowance calculation and reimbursable agreements, and 
to document his/her approval. 

5. Develop and implement a methodology to identify, record, and bill for the administration costs 
related to reimbursable agreements. 

6. Record advance and receivable transactions at the agreement level. 

7. Identify and resolve customer agreements with both an accounts receivable and advance balance. 

8. Implement controls to ensure timely referral of delinquent debt to the U.S. Department of the 
Treasury. 

9. Develop and implement formal documented procedures to account for mineral lease revenue at 
BLM. 

10. Require supervisors to review and approve the accounting documentation for the related mineral 
lease revenue transactions, to ensure that the documentation is consistently prepared aud approved. 

II. Transfer mineral lease revenues and the accounting documentation between components at the 
time the transactions occur. 

Management Response 

iVlanat~ernent has· prepared an ottlcial response presented as a separate attachment to this report. In 
summary, management agreed with our findings. and its comments were responsive to oo.Jr 
•·ecommendations. 
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J. Controls over Grants 

In accordance with Single Audit Act Amendments of 1996 as well as Public Laws 93-638 and 100-297, 
Interior should monitor grantees to ensure grantees expend awards in accordance with the grant 
requirements and Federal regulations. Interior improved its monitoring processes during the year; however, 
Interior had not fully developed controls to monitor the grantees to detect and prevent misuse of federal 
awards. Specifically, we noted that Interior did not consistently perform the following: 

1. Grant Database 

Maintain a grant database that includes information such as the grantee name, grant number, date 
granted, award amount, funds expended, date audit reports are received, period covered by the 
audit reports, findings in the audit reports, and management decisions on findings. 

2. Progress Reports 

Ensure that grantees submit grant progress reports, such as form SF-269, Report for Status of 
Funds, form SF-270, Request for Advance of Reimbursement, and/or form SF-272, Report of 
Federal Cash Transactions. Interior did not receive the required or equivalent forms for 15 of the 
32 transactions that we tested at the National Park Service. 

3. Audit Reports 

Ensure that grantees complete single audits and submit reports within nine months of the grantees' 
year end. Interior had not received 395 single audit reports within the required time period. Interior 
indicated that it had provided extensions to seven of these grantees; however, Interior did not 
formally document extensions provided to five of those seven grantees. 

4. Findings 

Issue management decisions on audit findings within six months after receipt of audit reports and 
ensure that the grantees take appropriate and timely corrective action, because Interior identified 
59 instances where Interior had not issued responses within the required timeline. 

Recommendations 

We recommend the Interior perform the following, to improve the monitoring efforts of grantees as 
follows: 

J. Grant Database 

Maintain a grant database t.hat enables Interior to monitor the status of the grants and document 
monitoring procedures completed. This database should include the grantee name, grant number, 
date granted, award amount, funds expended, date audit reports are received, period covered by the 
audit reports, findings in the audit rep01ts, and management decisions on findings. 

2. Progress Reports 

Require grantees to submit forms SF-269, SF-270, and SF-272 when funds are paid in advance. In 
addition, Interior should require SF-269 to be subrnitted periodically and at the end of the pr()ject. 
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3. Audit Reports 

Establish a monitoring and follow-up process to verify receipt of single audit reports within nine 
months of the grantees' year end. Interior should utilize the Federal Clearinghouse website on an 
ongoing basis to determine when an audit report has been submitted. If reports are not received, 
Interior should require grantees to submit formal requests for audit extensions, evaluate the 
requests, and formally document approval of the requests. In addition, Interior should consider the 
need to limit future grant awards until extensions are provided or audit reports are received. 

4. Findings 

Issue management decisions on audit findings within six months after receipt of single audit 
reports and verify that grantees take appropriate and timely corrective action. 

M~nagement Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

K. Segregation of Responsibilities over Purchases and Entries 

The principles of segregation of duties stipulate that no one individual should have complete control over 
transaction processing functions, which include the initiation, approval, and execution of a transaction. 
Allowing a single individual to perform all phases of a transaction increases the likelihood that errors or 
irregularities may occur and not be detected. Interior did not properly segregate BLM purchasing 
responsibilities, as certain individuals had the ability to create and approve a purchase requisition, create 
and approve a purchase order, and approve invoices for payment. Additionally, for 10 of the ISO Bureau of 
Reclamation journal entries that we tested, Interior did not have a second individual review and approve 
the entry or complete the review in a timely manner. Finally, Interior did not have evidence of supervisory 
review and resolution for differences on two monthly reconciliations between the general ledger and 
reports from Treasury. 

Recommendation 

We recommend that Interior perform the following: 

l. Segregate the responsibilities for creating and approving a purchase reqmsltton, creating and 
approving a purchase order, and approving invoices for payment, to ensure transactions are 
properly recorded and assets arc safeguarded. 

7.. Require a second individual to compare journal entries to suppo1ting documentation and document 
his/her approval on the journal entry. 

3. Document review and resolution of reconciliation differences. 

4. Require a second indi'iidual to review and approve reconciliations. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

L. Controls over Charge Cards 

Interior issues purchase, fleet, and travel charge cards to its employees to streamline acquisition and 
payment procedures and to reduce the administrative burden associated with traditional and emergency 
purchasing of travel items, supplies, and services. In conjunction with the issuance of these cards, Interior 
published the Integrated Charge Card Program Guide. This guide sets forth restrictions on the use of the 
cards as well as certain internal control procedures such as timely and complete reconciliation of billing 
statements by the cardholders and approving officials. 

However, Interior did not consistently follow these internal control procedures, as we identified 90 
exceptions in the 255 statements that we tested at certain components. For example, cardholders and 
supervisors did not always sign and date the charge card statements or consistently sign and date the charge 
card statements in a timely manner. In addition, card holders did not consistently maintain charge card 
receipts to support the charges. Interior also did not consistently investigate and resolve transactions on the 
unusual charge card transaction reports. Furthermore, Interior had not terminated cards for 99 former 
employees at one component. 

Recommendations 

We recommend that Interior perform the following: 

1. Continue to provide training to personnel on charge card procedures. 

2. Require approving officials to be more diligent in monitoring and enforcing compliance with 
Interior's charge card policies. 

3. Allocate sufficient resources to oversee compliance with DOl charge card policies and procedures, 
including investigating and resolving transactions on the unusual charge card transaction reports. 

4. Tenninate charge cards at the time an employee separates from Interior. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

M. Controls over Obligations 

Obligations should be promptly recorded, properly classified, and accounted for, in order to prepare timely 
and reliable reports. Interior incorrectly documented the sum of the current order amount and the estimated 
future pott>:ntial order amounts rather than the actual order amount 011 certain purchase orders. Interior 
recorded obligations based on these incorrect purchases orders, resulting in an overstatement of obligations 
and an understai(':fllent of unobligated blliances. Interior performed an analysis and adjusted its financial 
statements by $R5 militvrL 

34 



Exhibit B 

Recommendations 

We recommend that Interior improve internal controls to ensure that obligations are properly recorded in 
the financial report, as follows: 

1. Provide additional guidance and training to personnel on the process of preparing purchase orders 
and entering purchase orders into the accounting system. 

2. Require contract supervisors to review purchase orders to ensure that they are properly prepared 
and properly entered into the accounting system and document his/her approval on the purchase 
order. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

N. Controls over the U.S. Park Police Pension Plan 

Interior is required to determine and record a liability for the actuarial present value of the future benefits 
of the U.S. Park Police Pension Plan (USPP Pension Plan). Interior obtained the census data to calculate 
the liability from the District of Columbia, the plan administrator. Interior recalculated a sample of annuity 
payments based on the supporting documentation available in the pension files maintained by the District 
of Columbia and identified several differences between the census data file and the supporting 
documentation maintained in the pension files. 

As part of our testing of the USPP Pension Plan liability, we also recalculated a sample of the annuity 
payments and identified differences between the census data file and the supporting documentation. These 
differences included both underpayments and overpayments that netted to approximately 1% of the total 
annuity payments that we tested. In addition, we compared the census data file to the supporting 
documentation for 219 participants and identified 69 differences in gender, age, and other factors. Interior, 
in consultation with its actuaries, evaluated the differences identified and concluded that the USPP Pension 
Plan liability was fairly stated as of September 30, 2005. However, all census data differences need to be 
resolved so as not to affect future actuarial projections and to ensure pension payments for retirees are not 
adversely affected. 

Recommendation 

We recommend that Interior work with the District. of Columbia to investigate and resolve differences 
between the census data and the supporting documentation to ensure that pension liabilities are properly 
presented in Interior's financial statements. 

Management Response 
Management has prepared an official response presented as a separate attachment to this report. In 
summary, managem~nt agreed with our findings, and its comments were responsive to our 
recommendations. 

35 



Exhibit B 

A summary of the status of prior year reportable conditions is included as Exhibit I. We also noted certain 
additional matters that we reported to the management of Interior in a separate letter dated 
November 15, 2005. 

INTERNAL CONTROL OVER REQUIRED SUPPLEMENTARY INFORMATION, INCLUDING 
PERFORMANCE MEASURES, AND REQUIRED SUPPLEMENTARY STEWARDSHIP 
INFORMATION 

0. Performance Measure Reporting 

With respect to the design of internal controls relating to existence and completeness assertions over 
performance measures determined by management to be key and reported in Interior's Fiscal Year 2005 
Annual Report on Peiformance and Accountability, we noted certain significant deficiencies in internal 
control over reported performance measures discussed in the following paragraph that, in our judgment, 
coyld adversely affect Interior's ability to collect, process, record, summarize, and report performance 
measures in accordance with management's criteria. 

Interior did not properly design controls to collect, process, record, summarize, and report performance 
measures related to the BIA and the BLM programs. Specifically, we noted that Interior did not 
consistently provide adequate evidence to support the perlormance measure results and revised the 
performance results as a result of our observations for the BIA programs. In addition, Interior had reported 
prior year results as current year results for many of the BLM programs. In addition, BIA management did 
not review and approve the reported performance measures results. 

Recommenthztion 

We recommend that Interior perlonn the following related to the BIA and the BLM programs: 

l. Design and implement controls to collect, process, record, summarize, and report performance 
measures. 

2. Document performance results and maintain this documentation. 

3. Implement procedures to estimate performance results when actual results are not available. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

P. Deferred Maintenance Estimates 

We noted certain significant deficiencies in internal control over Required Supplementary Information 
discussed in the followiug paragraphs that, in our judgment, could adversely affect Interior's ability to 
collect, process, record, and summarize Required Supplementary Information related to deferred 
maintenance. 

Interior has not fl.tlly implemented the required accounting standards to estimate the deferred maintenance 
for its general. heritage, and stewardship assets, using either the condition assessment survey or life cycle 
~osting method. Interior has adopted rhe condition assessment survey method. which requires Interior to 
pcrfunn periodic inspections of assets m least every five years, to determine their current condition and 
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estimate the cost to correct any deficiencies. However, Interior has not fully established controls over the 
condition assessments performed to determine deferred maintenance for all assets as follows: 

1. General Property, Plant, and Equipment and Heritage Assets 

As reported in the Required Supplementary Stewardship Information (RSSI) section of Interior's 
Fiscal Year 2005 Annual Report on Performance and Accountability, Interior had not completed 
condition assessments for all property and equipment, such as archeological sites, historic sites, 
historic and prehistoric structures, landmarks, paleontological sites, national register of historic 
places, museum collections, and world heritage properties. As a result, Interior had not estimated 
the related deferred maintenance for these assets. Interior also had not assigned responsibility or 
fully implemented information systems to account for and report condition assessments and the 
related deferred maintenance at certain components. Interior also disclosed deferred maintenance 
ranging from $5 million to $10 million for concession assets that non-federal entities are 
responsible for maintaining. Furthermore, Interior did not consistently update the condition 
assessments and related deferred maintenance estimates for certain irrigation systems and power 
projects and had not performed condition assessments and estimated related deferred maintenance 
during the past five years, for 4 of the 45 assets that we tested at one component. 

2. Stewardship Land 

Interior is required to disclose deferred maintenance information for all categories of property, 
plant, and equipment, including stewardship land and related improvements in accordance with the 
accounting standards. Interior incurred costs to improve and maintain stewardship land and related 
improvements. In addition, Interior identified known instances of land in need of intervention and 
requested future outlays in various budget requests and reports. However, Interior did not estimate 
or disclose deferred maintenance of stewardship land and the related improvements. In addition, 
Interior did not have documented evidence that it completed condition assessments for all 
stewardship land and related improvements and, therefore, had not demonstrated that there was not 
any related deferred maintenance for all stewardship land and related improvements. 

As a result, the Required Supplementary Stewardship Information disclosure on the condition of major 
classes of assets and the Required Supplementary Information disclosure on deferred maintenance 
amounts are not complete or cuJTent. 

Recommendations 

We recommend that Interior implement the following: 

1. General Property, Plallt, and Equipment and Heritage Assets 

a. Perforrn condition assessments of all general, property, plant, and equipment; and heritage 
assets and estimate the related defeJTed maintenance. 

b. Require supervisors to review and approve condition assessments and defeJTed 
maintenance estimates to ensure they are performed consistently and in accordance with 
Interior's policies. 

c. Assign responsibilities and implement systems to account for and report condition 
assessmeuts and defe:rred maintenance at all components. 
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d. Remove from the deferred maintenance disclosures, the estimates on concession assets that 
non-federal entities are responsible for maintaining. 

e. Update the condition assessment and deferred maintenance estimates at least every five 
years. 

2. Stewardship Land 

a. Implement procedures to conduct condition assessments and estimate deferred 
maintenance related to stewardship land. 

b. Disclose deferred maintenance estimates for stewardship land. 

Management Response 

Ma_nagement has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that the stewardship land 
managed by Interior does not have deferred maintenance as defined by the accounting standards. 

Auditors' Response to Management's Response 

As of September 30, 2005, Interior did not have documented evidence that it had completed condition 
assessments for all stewardship land and therefore, Interior was unable to demonstrate that there was no 
deferred maintenance for all of its stewardship land. Furthermore, Interior has reported known instances of 
land that is in need of intervention and has requested future outlays to correct these conditions in various 
budget requests and reports. Therefore, we recommend that Interior complete the condition assessments of 
all its stewardship land and disclose the related deferred maintenance as required by the accounting 
standards. 

Q. Stewardship Reporting 

We noted certain significant deficiencies in internal control over RSSI discussed in the following 
paragraphs that, in our judgment, could adversely affect Interior's ability to collect, process, record, and 
summarize RSSI. 

Interior did not consistently follow its established procedures and controls over recording RSSL 
Specifically, we noted the following: 

1. .Stewardship Property, Pla11t, and Equipment - Physical Units 

Interior did not consi&tently record stewardship property, plant, and equipment (stewardship 
asset) transactions accurately or in a timely manner. Interior incorrectly recorded certain 
transactions and recorded several adjustments in the current year that should have heen recorded 
in prior years, including 96 of the 166 stewardship transactions that we tested at cettain 
components. In addition, Interior reported in the RSSI section of Interior's Fiscal Year 2005 
Annual Report on Performance and Accountability that Interior identified adjustments in the 
current year that should have been recorded in the prior year. Interior also did not consistently 
have a second indiv-idual review and approve the stewardship asset transactions in accordance 
with Interior policies, as Interior did not have evidence of approval for 38 of the 91 stewardship 
transactions that we tested at certain components. ln addition, Interior was not able to provide us 
adequate supporting doe;um<.mtatioll fnr I I of 76 stewardship transactions that .we· tested at 
ce1tain components and did nor properly 1emove concession assets. Furthermore, one Interior 
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component adjusted the number of museum collections as a result of our request for supporting 
documentation. 

2. Stewardship Property, Plant, and Equipment- Condition Assessments 

As reported in the RSSI section of Interior's Fiscal Year 2005 Annual Report on Peiformance 
and Accountability, Interior had not completed condition assessments for all stewardship and 
heritage assets, including archeological sites, historic sites, historic and prehistoric structures, 
landmarks, stewardship land, paleontological sites, national register of historic places, museum 
collections, and world heritage properties. In addition, Interior components did not consistently 
follow Interior's five-year periodic assessment policy, as we noted that 4 of the 45 condition 
assessments that we tested were over five years old at one component and another component 
had not updated the condition assessments for certain irrigation systems and power projects in 
the past five years. In addition, Interior did not have documented evidence that it completed 
condition assessments for all stewardship land and related improvements. Interior also did not 
consistently consider the use of the land in determining the condition of the land. Furthermore, 
Interior did not disclose the condition of museum collections in accordance with the accounting 
standards, as Interior disclosed the condition of the facility housing the collection rather than the 
condition of the underlying museum collection. 

3. Stewardship Investments 

Interior reported obligations rather than expenses incurred for natural resource research and 
development investments, because Interior did not track actual expenses related to such 
investments. 

As a result, the RSSI disclosures for stewardship assets and investments are not complete, current, or 
consistently supported. 

Recommendations 

We recommend that . Interior strengthen internal controls over recording Required Supplementary 
Stewardship Information to: 

I. Stewardship Property, Plant, and Equipment- Physical Units 

a. Record and report stewardship property, plant, and equipment transactions at the time the 
event occurs. 

b. Require supervisors to review and approve stewardship transactions to ensure that they are 
properly recorded and disclosed. 

c. Maintain source documentation for stewardship transactions. 

d. Identify and remove concession assets. 

e. Perform periodic inventories of stewardship assets. 

2. Stewardship Properly, Plant, and Equipment- Condition Assessments 

a. Perform and report conrlition assessments for all stewardship properTy, plant, and 
equipment on a periodic basis. 

b. Document condition assessments and maintain the source documentation. 
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c. Require supervisors to review and approve condition assessments to ensure they are 
performed consistently and in accordance with policies. 

d. Consider the use of the land in determining the condition of the land. 

e. Assess and disclose the condition of the museum collections rather than the facility 
housing the collection. Although the condition of the facility may be an important criterion 
in determining the condition of the museum collection, we recommend that Interior 
consider other factors, such as whether or not Interior intends to improve the collection, in 
defining the acceptable condition for museum collections. 

3. Stewardship Investments 

Accumulate and report actual expenses incurred for investments in research and development. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that they believe 
condition assessments are not required for stewardship land. 

Auditors' Response to Management's Response 

We believe that Interior is required to report condition assessments for stewardship land in accordance with 
the accounting standards. For example, paragraph 83 of Statement of Federal Financial Accounting 
Standard (SFFAS) No. 8, Supplementary Stewardship Reporting, indicates "Minimum reporting shall 
include the following ... the condition of the stewardship land, unless it is already reported in a note to the 
financial statement, in which case a reference to the note will suffice." In addition, paragraph 41 of SFFAS 
No. 29, Heritage Assets and Stewardship Land indicates "Entities should report the condition of the 
stewardship land (which may be reported with the deferred maintenance information) as required 
supplementary information." As a result, we recommend that Interior perform condition assessments for 
;}]] stewardship land aud related improvements and disclose those condition assessments. 

COMPLIANCE AND OTHER MATTERS 

Our tests of compliance with certain provisions of Jaws, regulations, contracts, and grant agreements, as 
described in the Responsibilities section of this report, exclusive of those referred to in the FFMIA, 
disclosed three instances of noncompliance or other matters that are required to be reported under 
Govemment Auditing Standards and OMB Bulletin No. OI-02, and are described below. 

R. Single Audit Act Amendments of 1996 

As discussed in the Tntemal Control over Financial Reporting section of this report, Interior needs to 
continue improving its processes and controls over monitoring of grantees in accordance with the Single 
Audit Act Amendments of 1996, and the related OMB Circular A-133, Audits of States, Local Governments, 
and Non-profit Organi-:.ntions. Interior needs to develop and maintain a database to monitor grant 
proposals and awards. Interior also needs to ensure that grantees submit progress reports, complete single 
audits, and submit single audit reports in a timely manner. If grantees do not submit single audit reports. 
Interior should i·equire grantees to submit formal requests for audit report extensions, evaluate the requests, 
and formally document approval of the requests or consider the need to limit future grant awards. In 
addition. Interior needs 10 issue management decisions on findings in a timely manner. 
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Recommendation 

We recommend that in fiscal year 2006, Interior improve its grantee monitoring process to ensure 
compliance with the reporting requirements of the Single Audit Act Amendments of 1996 and the related 
OMB Circular A-133. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with our findings. Management indicated that they believe Interior 
has implemented policies and procedures to comply with Single Audit Act Amendments of 1996 and the 
related OMB Circular A-133. 

Auditors' Response to Management's Response 

Interior did not effectively ensure that grantees submitted progress reports, completed single audits, and 
submitted single audit reports in a timely manner for Interior programs that administer over $2 billion in 
annual grant expenditures. For example, as discussed in the Internal Control over Financial Reporting 
section of the report, we noted that Interior did not have Single Audit Reports for 395 different grants and 
did not issue corrective action plans for 59 findings. In addition, we noted that one component did not 
obtain progress reports for 15 of a sample of 32 grants that we selected for testing. As a result, Interior did 
not comply with the requirements of Single Audit Act Amendments of 1996 and the related OMB Circular 
A-133. 

S. Debt Collection Improvement Act of 1996 

In accordance with the Debt Collection Improvement Act of 1996, Interior is required to refer eligible 
receivables that are delinquent to Treasury for collection or offset. Eligible receivables include those that 
are not the subject of litigation, related to foreclosure proceedings, or from organizations in bankruptcy. 
Interior did not have adequate controls to ensure that they identified MMS and BIA receivables for referral 
to Treasury in a timely manner. Interior had over $79 million of MMS receivables that were over 180 days 
past due as of September 30. 2005. In addition. Interior reported that it had not referred certain BIA 
receivables to Treasury and did not consistently charge the proper interest rate. 

Recommendation 

We recommend that in fiscal year 2006, Interior establish a process to ensure that eligible receivables are 
refencd to Treasury in a timely manner. 

Management Response 

Management has prepared an official response prest:nted as a separate attachment to this report. In 
summary. management disagreed with our findings because Interior has an appeals process and receivables 
that are the subject of an appeals process are not eligible for referral and because Interior improved its 
process such that Interior does r~ot believe that there is non -compliance at the Department level. 
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Auditors' Response to Management's Response 

We acknowledge that Interior is in the process of improving its debt referral processes; however, we noted 
the following conditions: 

1. MMS receivables represent Interior's largest receivables with the public. Interior did not 
perform timely follow up procedures over the MMS receivables as MMS had receivables over 
180 days delinquent that may be eligible for referral. We tested a sample of 32 MMS 
receivables and found no evidence that 9 of those receivables had been referred to Treasury or 
documentation to support that the receivables did not need to be referred to Treasury, within 180 
days (Le., the receivables were not the subject of an appeal). 

2. Interior indicated that it did not refer certain BIA receivables in a timely manner and did not 
charge the correct interest rate for BIA receivables. 

As-a result, Interior did not comply with the requirements of the Debt Collection Improvement Act of 1996. 

T. OMB Circular No. A-25, User Charges 

OMB Circular No. A-25, User Charges, establishes policies for Federal entities related to user charges 
associated with the sale or use of Federal resources within the Federal Government. Specifically, it requires 
Federal agencies to ensure that charges to other Federal agencies are sufficient to recover the full cost of 
providing the service, resource, or goods. Interior did not recover the full costs they incurred at BIA 
because Interior did not charge other Federal agencies for the administration costs associated with the 
reimbursable agreements. Interior had over 2,000 reimbursable agreements at BIA totaling approximately 
$310 million in fiscal year 2005. Interior has estimated that the administration costs associated with these 
reimbursable agreements may be as high as 25% of direct costs or $103 million. 

Recommendation 

We reconunend that in fiscal year 2006, Interior: 

1. Implement policies and procedures to ensure compliance with the requirements of OMB Circular 
No. A-25, User Charges. 

2. Develop and implement a methodology to identify and track the administration costs. 

3. Charge other Federal entities for the administration costs. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report .. In 
summary. management agreed \Vith our findings, and its comments were responsive to our 
recommendations. 

The results of our tests of compliance with certain provisions of other laws and regulations, exclusive of 
those referred to in 1--1-'~lA, disclosed no in3tanccs of noncompliance or other matters that are required to 
bt'- reported under Guvemment Auditing Standards or OMB Bulletin No. 0 l-02. 
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The results of our tests of FFMIA disclosed instances, described below, where Interior's financial 
management systems did not substantially comply with the Federal accounting standards and the United 
States Government Standard General Ledger at the transaction leveL The results of our tests of FFMIA 
disclosed no instances in which Interior's financial management systems did not substantially comply with 
the Federal financial management systems requirements. 

U. Federal Financial Management Improvement Act of 1996 

I. Federal Accounting Standards 

Interior is required to prepare its financial statements in accordance with Federal accounting 
standards. As discussed in the Internal Control over Financial Reporting section of this report, we 
identified two material weaknesses that affected Interior's ability to prepare its financial 
statements and related disclosures in accordance with Federal accounting standards. 

Also as discussed in the Internal Control over Required Supplementary Information, including 
Performance Measures, and Required Supplementary Stewardship Information section of this 
report, Interior needs to improve controls over reporting deferred maintenance, performance 
measures, stewardship assets, and stewardship investment disclosures to comply with Federal 
accounting standards. The Required Supplementary Information disclosures for deferred 
maintenance are not complete or current because Interior had not estimated deferred maintenance 
for all assets and did not consistently update deferred maintenance estimates. Additionally, 
performance measure results may not be accurate as Interior did not properly design controls to 
collect, process, record, summarize, and report performance measure information. Furthermore, 
Interior did not disclose the costs incurred to generate intragovemmental revenues by budget 
functional classification, as required. Interior also did not fully reconcile intragovemmental 
transactions and balances with its trading partners. Finally, the Required Supplementary 
Stewardship Infonnation disclosures for stewardship assets and investments are not current, 
complete, or consistently supported because Interior did not consistently follow its established 
procedure:; and controls to accumulate and report the disclosure information and did not disclose 
all required information. As a result, Interior did not substantially comply with the Federal 
accounting standard requirements. 

2. United States Government Standard General Ledger at the Transaction Level 

In accordance with OMB Circular A-127, Financial Management Systems, Interior is required to 
record financial events consistent with the applicable accoum descriptions and attributes reflected 
in the SGL at the transaction level. Interior records certain BIA receivables as a total in its 
subsidiary ledgers rather than recm-ding the individual transactions. As a result, Interior did not 
substantially comply with the SGL requirements. 

Recommendations 

We re:comrnenu that Interior finance offices perform the following during fiscal year 2006: 

I. Federal Accouflting Standards 

Improve procedures and internal controls to ensure that the financial statements and related 
tlisclosures are prepared in accordance with the Federal accounting standards. 
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2. United States Government Standard General Ledger at the Transaction Level 

Revise the process for recording BIA receivables to ensure that Interior records activity 
consistent with the SGL at the transaction level. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings, and its comments were responsive to our 
recommendations. 

RESPONSIBILITIES 

Management's Responsibilities. The Government Management Reform Act of 1994 (GMRA), 
Accountability of Tax Dollars Act of 2002, and Government Corporation Control Act require agencies to 
report annuaJJy to Congress on their financial status and any other information needed to fairly present 
their financial position and results of operations. To meet these reporting requirements, Interior prepares 
and submits financial statements in accordance with Part A of OMB Circular A-136. 

Management is responsible for the financial statements, including: 

• Preparing the financial statements in conformity with accounting principles generally accepted in the 
United States of America; 

• Preparing the Management's Discussion and Analysis (including the performance measures), Required 
Supplementary Information, and Required Supplementary Stewardship Information; 

• Establishing and maintaining internal controls over financial reporting; and 

• Complying with laws, regulations, contracts, and grant agreements, including FFMIA. 

In fulfilling this responsibility, management is required to make estimates and judgments to assess the 
expected benefits and related costs of internal control policies. Because of inherent limitations in internal 
control, misstatements due to error or fraud may nevertheless occur and not be detected. 

Auditors' Responsibilities. Our responsibility is to express an opinion on the fiscal year 2005 and 2004 
financial statements of Interior based on our audits. We conducted our audits in accordance with auditing 
standards generally accepted in the United States of America, the standards applicable to financial audits 
contained in Government Auditing Standards, and OMB Bulletin No. 01-02. Those standards and OMB 
Bulletin No. 01-02 require that we plan and perform the audits to obtain reasonable assurance about 
whether the financial statements are free of material misstatement. A.n audit includes consideration of 
internal control over financial reporting as a basis for designing audit procedures that are appropriate in the 
circumstances, but not for the purpose of expressing an opinion on the effectiveness of Interior's internal 
control over financial reporting. Accordingly. we express no such opinion. 

An audit also includes: 

• Examining, on a test basis, (:vidence suppor1ing the amounts and disclosures m the financial 
statements; 

• Assessing the accounting principles used and significant estimates made by management; and 

• Evaluating the overall financial statement presentation. 
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We believe that our audits provide a reasonable basis for our opinion. 

In planning and performing our fiscal year 2005 audit, we considered Interior's internal control over 
financial reporting by obtaining an understanding of Interior's internal controls, determining whether 
internal controls had been placed in operation, assessing control risk, and performing tests of controls in 
order to determine our auditing procedures for the purpose of expressing our opinion on the financial 
statements. We limited our internal control testing to those controls necessary to achieve the objectives 
described in Government Auditing Standards and OMB Bulletin No. 01-02. We did not test all internal 
controls relevant to operating objectives as broadly defined by the Federal Managers' Financial Integrity 
Act of 1982. The objective of our audit was not to provide assurance on Interior's internal control over 
financial reporting. Consequently, we do not provide an opinion thereon. 

As required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, we considered Interior's internal 
control over the Required Supplementary Stewardship Information by obtaining an understanding of 
Interior's internal controls, determining whether these internal controls had been pla~ed in operation, 
assessing control risk, and performing tests of controls. Our procedures were not designed to provide 
assurance on internal control over the Required Supplementary Stewardship Information and, accordingly, 
we do not provide an opinion thereon. 

As further required by OMB BuJletin No. 01-02, in our fiscal year 2005 audit, with respect to internal 
controls related to performance measures determined by management to be key and reported in the 
Management's Discussion and Analysis and Performance Data and Analysis sections, we obtained an 
understanding of the design of significant internal controls relating to the existence and completeness 
assertions. Our procedures were not designed to provide assurance on internal control over reported 
performance measures and, accordingly, we do not provide an opinion thereon. 

As part of obtaining reasonable assurance about whether Interior's fiscal year 2005 financial statements are 
free of material misstatement, we performed tests of Interior's compliance with certain provisions of laws, 
regulations, contracts, and grant agreements, noncompliance with which could have a direct. and material 
effect on the determination of financial statement amounts, and certain provisions of other laws and 
regulations specified in OMB Bulletin No. 01-02. including certain provisions referred to in FFMIA. We 
limited our tests of compliance to the provisions described in the preceding sentence, and we did not test 
compliance with all laws, regulations, contracts, and grant agreements applicable to Interior. However, 
providing an opinion on compliance with laws, regulations, contracts, and grant agreements was not an 
objective of our audit and, accordingly, we do not express such an opinion. 

Under OMB Bulletin No. 01-02 and FFMIA, we are required to report whether Interior's financial 
management systems substantially comply with (I) Federal financial management systems requirements, 
(2) applicable Federal accounting standards, and (3) the United States Government Standard General 
Ledger at the transaction level. To meet this requirement, we performed tests of compliance with FFMIA 
Section 803(a) requirements. 
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DISTRIBUTION 

This report is intended solely for the information and use oflnterior's management, the U.S. Department of 
the Interior Office of Inspector General, OMB, the Government Accountability Office, and the U.S. 
Congress and is not intended to be and should not be used by anyone other than these specified parties. 

November 15, 2005 
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Exhibit I 

U.S. DEPARTMENT OF THE INTERIOR 

Summary of the Status of Prior Year Findings 

September 30, 2005 

Condition 

Controls over property, plant, and equipment 

Process for year-end closing 

Reconciliation of intragovernmental transactions 
and balances 

Controls over Indian Trust funds 

Application and general controls over financial 
management systems 

Controls over accruals 

Controls over legal and environmental 
contingencies 

Financial management at the Bureau of Indian 
Affairs 

Controls over revenue and other financial 
sources 

Controls over grants 

Controls over payments in lieu of taxes 

Controls over budgetary transactions 

Controls over charge cards 

~ 

Controls over benefit programs 

47 

Status 

This has been partially corrected and is 
repeated at finding E. 

This has been corrected. 

This has been partially corrected and is 
repeated at finding C. 

This has not been corrected and is 
repeated at finding B. 

This has not been corrected and is 
repeated at finding D. 

This has not been corrected and 1s 
repeated at finding F. 

This has been partially corrected and is 
repeated at finding G. 

This has not been corrected and is 
repeated at finding H. 

This has not been corrected and is 
repeated at finding I. 

This has not been corrected and is 
repeated at finding J. 

This has been corrected. 

This has been corrected. 

This has not been corrected and 1s 

repeated at finding L. 

This has not been corrected and 1s 

repeated at finding N. 

(Continued) 



U.S. DEPARTMENT OF THE INTERIOR 

Summary of the Status of Prior Year Findings 

September 30, 2005 

Ref Condition Status 

0 Deferred maintenance reporting This has not been 
repeated at finding P. 

P Stewardship reporting This has not been 
repeated at finding Q. 

Q Single Audit Act Amendments of 1996 This has not been 
repeated at finding R. 

R Debt Collection Improvement Act of 1996 This has not been 
repeated at finding S. 

corrected 

corrected 

corrected 

corrected 

S Prompt Payment Act This has been corrected. 

T Federal Financial Management Improvement 
Act (FFMIA) of 1996 
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This has not been corrected 
repeated at finding U. 
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Memorandum 

To: 

From: 

Subject: 

tJnit.t:d Stares I)eparttnent of th.t Interior 
OFFICE (W THE SF-:CtU:"f'ARY 

Earl E. Devaney 
Inspector General 

KPMGLLP 

... :>:?::.shiogr.vn, DC .zo: .. >tt) 

NOV 1 5 2005 

2001 M. Street, N.W. 
Washington, D.C. 20036 

P. Lynn Scarlett I .J._ $~~ 
Assistant Secretary - Policf,'"'Management and Budget 

Management Response to Draft Independent Auditors' Report for Fiscal Year 
2005 (Assignment No. X-IN-MOA-0011-2005) 

The Department has reviewed the draft report and provides its responses to the findings and 
recommendations. The Department appreciates the recognition noted in several findings and 
recommendations of the substantial improvement and progress achieved during fiscal2005, 
and we are pleased that the result of the audit is an unqualified opinion on the Department 
Consolidated Financial Statements. 

INTER.~AL CONTROL OVER FINANCIAL REPORTING 

Reportable Conditions that are considered to be Material Weaknesses 

A. New accounting policies and procedures 

Management concurs. Interior will improve its policies and procedures related 
to recording selected assets and liabilities in accordance with OMB guidance. 

B. Controls over the Indian Trust Funds 

Management partially concurs. Management concurs that the recommendations 
will improve our internal processes, and we will continue to develop and 
implement additional procedures and internal controls to address the issues 
noted in the audit. A variety of actions are underway within Interior to improve 
internal controls for non-Federal Indian Trust Funds, including providing an 
accounting for non-Federal accounts. Interior contends that, based upon the 
reconciliations conducted by independent accounting firms, Interior is in a 
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position to draw conclusions with a high degree of confidence that the 
differences between supporting records and recorded transactions are few in 
number, small in size, and not widespread or systematic. 

Other Reportable Conditions 

C. Reconciliation of intra-governmental transactions and balances 

Management concurs. Interior has implemented procedures to more timely 
reconcile and address trading partner differences. In addition Interior continues 
to actively work on improving trading partner coding of transactions. 

D. Application and general controls over financial management systems 

Management partially concurs. While management agrees that continued 
improvement is beneficial and continues to implement many of the 
recommendations, management does not concur that the finding rises to the 
level of a reportable condition. Interior has made substantial progress in 
improving controls over its systems in fiscal 2005 and believes there are no 
apparent systemic weaknesses at the Departmental level Interior will continue 
its. efforts to improve and enhance application and general controls in fiscal2006 
to address the issues noted in the audit report. 

E. Controls over property, plant and equipment 

Management concurs. During fiscal 2005, Interior continued to improve internal 
controls over property, plant, and equipment to ensure transactions are properly 
classified and recorded. A significant accomplishment included completing the 
land and land rights inventory reconciliation. Interior also released web-based 
training modules on new property policies and continued to aggressively 
monitor bureau compliance with the new policy guidance. 

F. Controls over accruals 

Management concurs. During fiscal2005, Interior analyzed and revised a 
number of accrual calculations processes. Interior will continue to review and 
improve its controls over accruals. 

G. Controls over environmental contin&encies 

Management concurs. In FY 2005, Interior established a departmental 
workgroup to standardize processes and docwnentation. In FY 2006, guidance 
and procedures will be revised to ensure that environmental information is 
effectively iden~ied, maintained, and reported. 
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H. Financial Management at the Bureau of Indian Affairs 

Management concurs. During fiscal2005 Interior established a performance 
improvement plan to ensure that appropriate financial and program staffing and 
other resources were directed at financial management and reporting functions 
and continued to improve processes and procedures to promote better financial 
analysis, transaction enhies and reconciliations were performed. In FY 2006, 
Interior will continue to improve financial management at the BIA. 

I. Controls over revenue 

Management concurs. Although Interior performed a detailed analysis of 
revenue transactions and adjusted the fiscal year 2005 financial statements 
accordingly, actions are planned to improve internal controls over the revenue 
process to ensure that the transactions are promptly and properly recorded for 
timely and reliable financial reporting. Interior is committed to improving its 
controls over revenue. 

J. Controls over p-ants 

Management concurs. Interior will continue to work with its financial assistance 
programs to improve grantee monitoring processes subject to the requirements 
of the Single Audit Act Amendments of1996. 

K. Segregation of responsibilities over purchases and entries 

Management concurs. Interior wil1 improve policies and procedures for better 
segregation of conflicting duties and to enhance review and approval 
responsibilities. 

L. Controls over charge cards 

Management concurs. Interior continues to believe it has a well-managed charge 
card program, although compliance issues are identified in several bureaus and 
offices. Interior continued to monitor supervisory reviews and approval, train 
and otherwise educate cardholders and supervisors on charge card 
responsibilities, and monitor the use of charge cards. In addition, through 
quarterly reviews of the personnel/payroll system, Interior continued to identify 
newly appointed supervisors who will have approving official responsibility. 

M. !=ontrols over obligations 

Management concurs. Interior will implement new procedures for review and 
approval of pur~hase orders and revise guidance for the preparation and 
processing of transactions. 
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N. Controls over the U.S. Park Police Pension Plan 

Management concurs. Interior will take action to investigate and resolve 
differences between the census data and the supporting documentation to 
ensure that the pension program is properly presented in the financial report. 

INTERNAL CONTROL OVER RSI AND RSSI 

0. Performance Measure Reporting 

. - P. 

Management concurs. Interior will take action to improve internal control over 
reported performance measures including strengthening Interior's capability to 
collect, process, record, summarize, and report performance measurements in 
accordance with management's criteria. 

Deferred maintenance estimates 

Management partially concurs. Interior concurs that improvements can be made 
to processes related to management of appropriate cyclical reviews for those 
assets subject to deferred maintenance reporting, i.e., general property, plant and 
equipment, and constructed stewardship assets. However, Interior's consistent 
position has been that stewardship land managed by the Department does not have 
deferred maintenance as defined by SFF AS No. 6. · 

Q. Stewardship reporting 

Management partially concurs. Interior concurs that processes can be improved 
related to stewardship reporting. However, Interior does not concur that condition 
assessments are required for stewardship land. While Interior believes that it is 
following standard practices, we will strive to improve our management of 
museum collections and other stewardship and heritage assets. 

COMPLIANCE AND OTHER MATTERS 

R. Single Audit Act Amendments of 1996 

Management partially concurs. While Interior concurs that some bureaus must 
continue to take steps to obtain required reports from grantees previously issued 
grants, the Deparbnent and its bureaus have policies and processes in place that 
comply with the Single Audit Act and OMB Orcular A-133. We do not agree 
that this issue rises to a Dzpartmental level non-compliance issue. 

S. Debt Collection Improvement Act of 19% 

Management does not concur. Interior has an appeals process defined by law 
that impacts when payments become due for collection, and subsequently 
eligible for debt referral purposes. The appeals process may vary from bureau to 
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bureau as to the specifics of its process. As Treasury guidance stipulates, 
amounts that are the subject of an adntinistrative appeal do not become eligible 
for referral until the appeal is concluded and the amount of the debt is fixed. In 
FY 2005, Interior continued to improve its process to ensure eligible receivables 
were referred to the U.S. Department of the Treasury in a timely manner. 
Interior does not believe there is a noncompliance at the Deparhnentallevel. 

T. OMB Circular No. A-25, User Charges 

Management concurs. Interior will implement policies and procedures that 
comply with OMB Circular No. A-25; develop and implement a methodology to 
track administration costs; and, charge other Federal entities for the 
administration costs. 

U. Federal Financial Management Improvement Act (FFMIA) of 1996 

Management concurs. Interior will continue its improve its controls over the 
FFMIA components related to Federal accoWlting standards and the U.S. 
Standard General Ledger at the transaction level. This will include improved 
monthly financial statement reporting, monitoring or performance metrics, and 
periodic reviews of financial performance with senior Department and bureau 
management. 

We appreciate the value of the audit process and look forward to working with you to continue 
our marked improvement of financial management in the Department of the Interior. 
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Independent Auditors' Report on Special-Purpose Financial Statements 

Secretary and Inspector General 
U.S. Department of the Interior: 
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We have audited the accompanying Closing Package Financial Statement Reports- Balance Sheets as of 
September 30, 2005 and 2004, the related Closing Package Financial Statement Reports - Statements of 
Net Cost and Statements of Changes in Net Position for the years then ended, and the accompanying 
Financial Report (FR) Notes Detail Report (hereinafter referred to as the special-purpose financial 
statements) contained in the closing package of the U.S. Department of the Interior (Interior). These 
special-purpose financial statements are the responsibility of Interior's management. Our responsibility is 
to express an opinion on these special-purpose financial statements based on our audits. 

We conducted our audits in accordance with auditing standards generally accepted in the United States of 
America; the standards applicable to financial audits contained in Government Auditing Standards, issued 
by the Comptroller General of the United States; and Office of Management and Budget (OMB) Bulletin 
No. 01-02, Audit Requirements for Federal Financial Statements. Those standards and OMB Bulletin No. 
01-02 require that we plan and perform the audits to obtain reasonable assurance about whether the special
purpose financial statements are free of material misstatement. An audit includes examining, on a test 
basis, evidence supporting the amounts and disclosures in the special-purpose financial statements. An 
audit also includes assessing the accounting principles used and significant estimates made by 
management, as well as evaluating the overall special-purpose financial statement presentation. We believe 
that our audits provide a reasonable basis for our opinion. 

The accompanying special-purpose financial statements have been prepared for the purpose of complying 
with the requirements of Chapter 4700 of the Department of the Treasury's Treasury Financial Manual 
(TFM), as described in Additional Note No. 22, solely for the purpose of providing financial information to 
the U.S. Department of the Treasury and the Government Accountability Office (GAO) to use in preparing 
and auditing the Financial Report of the U.S. Govemment, and are not intended to be a complete 
presentation of Interior's consolidated financial statements. Interior prepared FR Notes Detail Report Nos. 
1 through 21, except for 10 and 16, which were not applicable to Interior. Interior added one note to the 
special-purpose financial statements, specifically Additional Note No. 22, Summary of Significant 
Accounting Policies, to disclose other data not contained in the special-purpose financial statements, but 
which is necessary for full disclosure. Interior also prepared Other Data Detail Report Nos. 1 through 18, 
except for 6 through 12, and 15 through 18, which were not applicable to Interior. 

In our opinion, the special-purpose financial siatements· referred to above present fairly, in all material 
respects, the financial position_ of the U.S. Department of the Interior as of September 30, 2005 and 2004, 
and its net costs and changes in net position for the years then ended in conformity with accounting 
principle~ generally accepted in the United States of America and the presentation pursuant to the 
requirements of TFM Chapter 4700. 

KPMG LLP. a U.S. ttmtt&d liablltty partnership, is the U.S 
mo~:~mho=or firi'Tl nf I(PMC:: lotP.rn.::~tinn.::~l .::1 l::.w1e.ot;: l"'t"'oi'\I"''P.OiltiV• 
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The accompanying "previously reported" special-purpose financial statements and the related "previously 
reported" data and "line item changes" presented in the FR Notes Detail and Trading Partner Summary 
Reports were not audited by us and accordingly, we do not express an opinion thereon. 

As discussed in FR Notes Detail Report No. 17 to the special-purpose financial statements, Interior 
changed its method of accounting for appropriated debt transactions in accordance with the provisions of 
OMB guidance that became effective October 1, 2004. 

The information included in the Other Data Detail Report Nos. 4, 5, 13, and 14 and the information 
presented in the Trading Partner Sununary Reports is presented for the purpose of additional analysis and 
is not a required part of the special-purpose financial statements, but is supplementary information required 
by accounting principles generally accepted in the United States of America and the TFM Chapter 4700. 
We have applied certain limited procedures, which consisted principally of inquiries of management 
regarding the methods of measurement and presentation of this information. However, we did not audit this 
information, and accordingly, we express no opinion on it. As a result of such limited procedures, we 
believe that the information included in the Other Data Detail Report Nos. 4, 5, 13, and 14 and the 
infonnation presented in the Trading Partner Sununary Reports are not presented in confonnity with 
accounting principles generally accepted in the United States of America and the TFM Chapter 4700. The 
information in the Other Data Detail Report Nos. 4, 5, and 13 is not complete, current or consistently 
supported because Interior did not consistently follow its established procedures and controls to 
accumulate and report the information and did not disclose all required information. In addition, the 
information in the Other Data Detail Report No. 14 is not complete or current because Interior had not 
estimated deferred maintenance for all assets and did not consistently update deferred maintenance 
estimates. Finally, Interior did not fully reconcile intragovemmental transactions and balances with its 
trading partners. 

Our audits were conducted for the purpose of forming an optmon on the special-purpose financial 
statements taken as a whole. The other accompanying information presented in the Other Data Detail 
Report Nos. 1, 2, and 3 is not a required part of the special-purpose financial statements and is presented 
for purposes of additional analysis. This information has been subjected to the auditing procedures applied 
in the audits of the special-purpose financial statements and, in our opinion, is fairly stated in all material 
respects in relation to the special-purpose financial statement taken as a whole. 

The information in the sections entitled "Threshold" in FR Notes Detail Report No&. 2, 3, 4A, 4B, 5, 6, 12, 
15, and 19; the information entitled "Threshold" in the Other Data Detail Report No. 13; the information in 
the sections entitled "Text Data" in FR Notes Detail Report Nos. 4A and 4B; the information in the 
sections "Other Notes Info- Section C" in FR Notes Detail Report No. 5; the information in the sections 
entitled "Line Item Notes" and "Other Notes Info - Section C" in FR Notes Detail Report No. 6; the 
information in "Other Notes Info - Section C - Claim Amount (Unable to Determine Loss)'' and "Other 
Notes Info- Section D- Claim Amount (Unable to Determine)"in FR Notes Detail Report No. 18; the 
information in the Reclassification Journal Voucher Report - Summary Level; and the information not 
included as components of the closing package described in Additional Note No. 22, have not been 
subjected to the auditing procedures applied in the audit of the special-purpose financial statements and, 
accordingly, we express no opinion on it. 

In accordance with Govemment Auditing Standards and OMB Bulletin No. 01-02. we have also issued a 
combined independent auditors' report dated November 15, 2005, which presents our ()pinion on Interior's 
consoiidated financial statements; our consideration of Interior's internal control over financtal reponing; 
and the results of our tests of its compliance with ce11ain provisions of Jaws .. re~.ulations, cont-racts, and 
grant agreements. That report is an integral part of the audits of lntenor'~ consolidated financiai 
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statements, as of and for the years ended September 30, 2005 and 2004, performed in accordance with 
Government Auditing Standards and OMB Bulletin No. 01-02, and should be read in conjunction with this 
report in considering the results of our audits of the special-purpose financial statements. Our audit of the 
Interior consolidated financial statements as of and for the year ended September 30, 2005, disclosed the 
following material weaknesses, reportable conditions, significant deficiencies, and compliance matters: 

Material Weaknesses: 

A. Controls over implementing new accounting policies and procedures 

B. Controls over the Indian Trust funds 

Reportable Conditions: 

C._ Reconciliation of intragovemmental transactions and balances 

D. Application and general controls over financial management systems 

E. Controls over property, plant, and equipment 

F. Controls over accruals 

G. Controls over environmental contingencies 

H. Financial management at the Bureau of Indian Affairs 

I. Controls over revenue 

J. Controls over grants 

K. Segregation of responsibilities over purchases and entries 

L. Controls over charge cards 

M. Controls over obligations 

N. Controls over the U.S. Park Police Pension Plan 

Significant Deficiencies: 

0. Performance measure reporting 

P. Defe1Ted maintenance estimates 

Q. Stewardship reporting 

Comy .. liance Matters: 

R. Single Audit Act Amendments of 1996 

S. Debt Collt>ction Improvement Act of 1996 

T. OMB Circular No. A-25, User Charges 
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U. Federal Financial Management Improvement Act (FFMIA) of 1996 

In planning and perlorrning our audit of the special-purpose financial statements, we also considered 
Interior's internal control over financial reporting for the special-purpose financial statements and its 
compliance with TFM Chapter 4700. Management is responsible for establishing and maintaining internal 
control over financial reporting, including required supplementary information and other accompanying 
information, and for complying with laws, regulations, contracts, and grant agreements, including 
compliance with TFM Chapter 4700 requirements. 

Our consideration of internal control over financial reporting for the special-purpose financial statements 
would not necessarily disclose all matters in the internal control over financial reporting that might be 
reportable conditions. Under standards issued by the American Institute of Certified Public Accountants, 
reportable conditions are matters coming to our attention relating to significant deficiencies in the design or 
operation of the internal control over financial reporting that, in our judgment, could adversely affect 
Interior's ability to record, process, summarize, and report financial data consistent with the assertions by 
management in the special-purpose financial statements. Material weaknesses are reportable conditions in 
which the design or operation of one or more of the internal control components does not reduce to a 
relatively low level the risk that misstatements, in amounts that would be material in relation to the special
purpose financial statements being audited, may occur and not be detected within a timely period by 
employees in the normal course of performing their assigned functions. 

We noted one matter, described below, involving internal control over financial reporting for the special
purpose financial statements and its operation that we consider to be a reportable condition. We believe 
that the reportable condition is not a material weakness. The objective of our audit was not to provide 
assurance on Interior's internal control over financial reporting for the special -pmpose financial statements. 
Consequently, we do not provide an opinion thereon. 

Condition 

Interior did not establish sufficient controls to ensure that amounts were properly classified in the 
special-purpose financiai statements, because we identified several hundred million dollars of 
reclassification adjustments necessary for the special-purpose financial statements. In addition, Interior 
did not consistently ensure that the disclosures agreed to Interior's records, because we identified 
various differences between the disclosures and supporting documents. As a result of our observations, 
Interior analyzed and adjusted its special-purpose financial statements and related disclosures. 

Recommendation 

We recommend that Interior improve controls to ensure that transactions are properly classified and 
reported in accordance with the requirements of the TFM Chapter 4700 as follows: 

• Continue to issue guidance to Interior components reminding them of the requirements to classify 
transactions in the same general ledger accounts. 

• Review the classification and use of general ledger accounts for each Interior component to ensure 
consistency across Interior-components and between fiscal years. 

• Require at least one individual, not involved in preparing the special-purpose financial statements and 
disclosures, to agree all of the spe~.:ial purpose financial statements and disclosures to the supporting 
documentation. This individual should ensure that ali differences are resolved and document their 
review and approval process. 
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Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our findings and its comments were responsive to our 
recommendations. 

Our tests of compliance with TFM Chapter 4700 requirements disclosed no instances of noncompliance 
that are required to be reported under Government Auditing Standards and OMB Bulletin No. 01-02. 
However, providing an opinion on compliance with TFM Chapter 4700 requirements was not an objective 
of our audit of the special-purpose financial statements and, accordingly, we do not express such an 
opinion. 

This report is intended solely for the information and use of Interior's management, Interior's Office of 
Inspector General, the Department of the Treasury, OMB, and the GAO, in connection with the preparation 
and audit of the Financial Report of the U.S. Government, and is not intended to be and should not be used 
by anyone other than these specified parties. 

November 17, 2005 

58 



NOV 18 2005 
Memorandum 

To: 

From: 

Earl E. Devaney 
Inspector General 

KPMGLLP 
2001 M. Street, N.W. 
Washington, D.C. 20036 

P.LynnScarlett I~ s~ 
Assistant Secretary- Policy, Management and Budget 

Subject: Management Response to Draft Independent Auditors' Report for Fiscal 
Year 2005 (Report No. X-IN-MOA-0002-2006) 

The Department has reviewed the draft report for the special purpose financial statements 
and provides its response to the finding and recommendation. 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

Reportable Condition 

A. Accounting polides and procedures 

Management concurs. Interior will continue to improve its controls over the 
cJassification and reporting of financial information in Treasury's 
Govemmentwide Financial Report System. 

We appreciate the value of the audit process and look forward to working with you to 
continue our marked improvement of financial management in the Department of the 
Interior. 

59 



I 

U. S. Department of the Interior 
Summary of Unadjusted Misstatements 
Consolidated Financial Statement Audit 
September 30, 2005 

-=inancial Statement Adjustment Description of Unadjusted 
:..;ne Item Number Misstatement 

1 To record a liability to recognize 
collections owed to Treasury at year· 
end. 

Trans lniOut ''Jithout 
Reirnbursement. net 

Other Liabilities 

2 To adjust the royalty accruals to 
actual sub.sequent receipts. 

Custodial Liability 
Custodial liability 
Custodial ~lability 
AiR 

Rents and Royalties 

Change ir. 
Untransferred Rev 
Royalties Retained 

Resource Use 

Summary of Unadjusted Misstatements 
Specini·Purposc Financial Statement Audit 
Septembe,. JO, ZOOS 

l'manctal Statement Line Ad;usunent 
Item Number Description of Unadjuste!l Misstatement 

I To reclassify interest revenue from 
exchange revenue to nonexchange 
revenue 

Earned Revenue 
Othec Taxes and Receipts 

Exhibit 0 

Known Misstatements Likely Misstatements 
Fiscal U.S. Government's 

Debit (Credit) Net Debit Credit Net Year CFS Line Item 

2005 

14,685,519 Other Taxes and 
Receipts 

(14,685,519) Other Liabilities 

2005 

11,032,791 Other Liabilities 
2,303,442 Other Liabilities 
2,919,536 Other Liabilities 

(16,255,769) Accounts Receivable 

(16,255,769) Miscellaneous Earned 
Revenue 

16,255,769 Miscellaneous Eamed 
Revenue 

(2,9t9,536) Miscellaneous Earned 
Revenue 

2,919,536 Gross Cost 

Known Misstatements Likely Misstatements 

U.S. Govemment's CFS 
Debit (Credit) Net Debit Credit Net Fiscal Year Line Item 

35,255,469 2005 Earned Revenue 
(35,255,469) Other Taxes and 

Receipts 
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U.S. Department of the Interior 
Office of Inspector General 

Management Letter 

Concerning Issues Identified During the 

Audit of the Bureau of Reclamation's 

Financial Statements for 

Fiscal Years 2005 and 2004 

Report o. X-1 -BOR-0007·2006 February 2006 



Memorandum 

To: 

From: 

Subject: 

United States Department of the Interior 
OFFICE OF INSPECTOR GENF.RAL 

Washington. DC 20240 

John Keys 
Commissioner, Bureau of Reclamation 

Anne L. Richards ~ ~~ 
Assistant Inspector General for Audits 

February 10, 2006 

Management Letter Concerning Issues Identified During the Audit of the 
Bureau ofReclamation's Financial Statements for Fiscal Years 2005 and 2004 
(Report No. X-IN-BOR-0007-2006) 

Attached is the subject management letter (Attachment 1) prepared by KPMG LLP. It 
contains 10 findings, which are in addition to those contained in KPMG's audit report on the 
financial statements of the Bureau of Reclamation (Reclamation). The management letter 
contains 14 recommendations that should resolve the findings. 

In its December 21, 2005 response (Attachment 2) to the draft management letter, 
Reclamation agreed with six findings, partially agreed with two, and disagreed with two. 
Reclamation also stated that it had implemented one recommendation, was in the process of 
implementing eight, partially implementing one, and disagreed with four recommendations. 

We will refer the unimplemented recommendations to the Assistant Secretary for 
Policy, Management and Budget for tracking of implementation. The recommendations that 
Reclamation partially implemented or disagreed with will be referred for resolution (see 
Attaclunent 3, "Status of Management Letter Recommendations"). 

The Department of the Interior contracted with KPMG, an independent certified public 
accounting firm, to audit Reclamation's financial statements for fiscal years 2005 and 2004. 
The results of the audit are contained in KPMG's audit report dated November 21, 2005 
(Report No. X-IN-BOR-0013-2005). In conjunction with its audit, KPMG noted certain 
internal control and other operational matters that should be brought to management's 
attention. Those are the issues presented in this management letter. 

The legislation, as amended, creating the Office of Inspector General requires 
semiannual reporting to the Congress on all audit reports issued, actions taken to implement 
audit recommendations, and recommendations that have not been implemented. Therefore, 
this report will be included in our next semiannual report. 



We appreciate the cooperation and assistance of Reclamation personnel during the 
audit. If you have any questions, please contact me at 202-208-5512. 

Attachments (3) 

cc: Assistant Secretary, Water and Science 
ChiefFinancial Officer, Bureau of Reclamation 
Director, Office of Financial Management 
Audit Liaison Officer, Water and Science 
Audit Liaison Officer, Bureau of Reclamation 
Audit Liaison Officer, Office of Financial Management 
Focus Leader, Financial Reporting, Office of Financial Management 
Focus Leader, Management Control and Audit Followup, 

Office of Financial Management 



November 21,2005 

KPMGLLP 
Suite2700 
707 Seventeenth Street 
Denver, CO 80202 

MANAGEMENT LETTER 

The Commissioner of the U.S. Bureau of Reclamation and the 
Inspector General of the U.S. Department of the Interior: 

ATTACHMENT 1 

We have audited the consolidated balance sheets of the U.S. Bureau of Reclamation (Reclamation) as of 
September 30, 2005 and 2004, and the related consolidated statements of net cost, consolidated 
statements of changes in net position, combined statements of budgetary resources, and consolidated 
statements of financing for the years then ended (hereinafter referred to as the "financial statements"), and 
have issued our report thereon dated November 21, 2005. During fiscal year 2005, Reclamation changed 
its method of accounting for appropriated debt transactions in accordance with the provisions of Office of 
Management and Budget (OMB) guidance effective October 1, 2004. In planning and performing our 
audit of the above financial statements of Reclamation, we considered internal control in order to 
determine our auditing procedures for the purpose of expressing our opinion on the financial statements. 
An audit does not include examining the effectiveness of internal control and does not provide assurance 
on internal control. We have not considered internal control since the date of our report. 

Our audit of Reclamation's financial statements as of and for the year ended September 30, 2005 
disclosed the following material weakness, reportable conditions, significant deficiency, and compliance 
matters that are described in our auditors' report dated November 21,2005: 

Material Weakness: 

A. Controls over Implementation of New Accounting Principle 

Reportable Conditions: 

B. Security and Internal Control over Information Technology Systems 
C. Controls over Charge Card Reviews 
D. Controls of Management Review and Approval of Process-level Activities 
E. Controls over Credit Reform Loans 

Significant Deficiency: 

F. Reporting the Condition of Heritage and Stewardship Assets 

Compliance Matters: 

G. Federal Accounting Standards under the Federal Financial Management Improvement Act 
(FFMIA) of 1996 

KPMG LLP, a U.S. limited Oabi~ty pa~nershlp, is the U.S. 
member firm of KPMG International, a Swiss cooperatlve. 



During our audit, we noted certain other matters involving internal control and other operational matters 
that are presented for your consideration. These comments and recommendations, all of which have been 
discussed with the appropriate members of management, are intended to improve internal control or result 
in other operating efficiencies and are summarized below: 

1. Software Development and Change Controls 

Establishing controls over the modification of application software programs helps ensure that only 
authorized programs and modifications are implemented. Without proper change management 
controls, there is an increased risk that either intentional or unintentional changes are made to the 
system's processing functionality, the wrong version of a program could be implemented, a virus 
could be inserted, or security features could be excluded or disabled. Reclamation has formalized 
procedures for system software maintenance and change management. However, our audit found that 
the change management procedures are not practiced consistently among information system support 
groups/functions. Further, documentation is not consistently maintained for required aspects of the 
change management process. Specifically, our audit identified one change within the Reclamation 
Water Operating and Record Keeping System (BOR WORKS) that was not approved by the 
accounting team lead and four changes where a test plan did not exist and appropriate testing of the 
change was not performed. 

Recommendations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Ensure approvals are consistently obtained and documented prior to initiating the development of 
a system change. 

b. Ensure release packages include all necessary documentation at the component level and that 
testing is performed where necessary. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with the recommendations to ensure consistent approval of system 
modifications and release package documentation and testing requirements. Management will update 
its Change Management Plan for BOR WORKS to include periodic approval reviews and to clearly 
establish test and data validation procedures for all release packages. The target date for 
implementation of the improvements is January 15, 2006 for the periodic approval review plan and 
December 30, 2005 for the test and data validation procedures. 

2. Background Investigations 

The Department of the Interior, Departmental Manual Section 441, states, "all positions must be 
designated at a national security sensitivity or public trust risk level based on the degree of damage 
that an individual, by virtue of the occupancy of the position, could effect to the national security or 
the efficiency of the Federal service." Further, the manual states, "responsibilities of the Personnel 
Officers include ... ensuring the appropriate background investigation is conducted based on the 
position sensitivity or risk level [and for] maintaining appropriate personnel security/suitability file 
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documentation" and "responsibilities of the Security Officer include ... ensuring that initial 
investigations and periodic reinvestigations are conducted commensurate with the position sensitivity 
or risk level." Our audit revealed that existing processes are not sufficient to ensure information 
related to background investigations is sufficiently communicated. Specifically, our audit identified 
one instance where an individual's background investigation status was erroneous or inconsistent 
with the associated position description. 

Lack of consistent and timely background investigations for all employees and contractors may result 
in the hiring or retaining of services by individuals who are not suitable for employment under federal 
regulations. These individuals may have the ability or opportunity to gain knowledge of sensitive 
information and/or assignment of sensitive duties that is inconsistent with the interests of national 
security. 

Recommendations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Monitor processes to ensure that policies and procedures related to periodic background 
investigations are properly followed. 

b. Validate the current background information in the system/database and ensure that information 
is consistent with formal position descriptions. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with the recommendation to validate current background information 
in the system and is establishing a procedure to annually review a sample of active position 
descriptions. The target date for implementation of the review procedure is April 30, 2006. 
Management did not agree with the recommendation to monitor background investigation processes 
to ensure policies and procedures are properly followed. Management does not believe the audit 
finding supported this recommendation. 

Auditors' Response to Management's Response 

The key focus of this finding is that one instance was identified where an individual's background 
investigation status was erroneous or inconsistent with the associated position description. 
Consequently, management's process for monitoring compliance with required background 
investigations is not sufficient to ensure all employees are compliant with established policies. 

3. Open Obligations and Payables 

During fiscal year 2005, Reclamation continued to implement a regional office certification process 
whereby offices certify the validity of certain unliquidated obligations and payables. The 
certification reports indicate open obligations and accruals that are inactive or are otherwise invalid. 
Our audit revealed instances where open balances identified as invalid during the certification process 
were not reversed in a timely manner or were not sufficiently supported. Specifically, our audit of 
open obligations and payables revealed the following exceptions: 
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Fourteen obligations were identified as invalid during the regional quarterly certification process; 
however, Reclamation did not follow through and de-obligate the funds in a timely manner. These 
exceptions remained obligated for the following time period after the request to de-obligate was 
submitted: 

• Five exceptions were de-obligated after a period of eight months 

• Three exceptions were de-obligated after a period of 12 months 

• One exception was de-obligated after a period of 24 months 

• Five exceptions remained obligated after a period of 10 months 

In addition, during our audit tests of details, we identified approximately $1.6 million out of a 
$2.0 million obligation that was not sufficiently supported by a corresponding contract or purchase 
order. Further, Reclamation was unable to provide supporting documentation for one accrual totaling 
$3,078, which was subsequently reversed by management during fiscal year 2005. 

Recommendation 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Improve and document its review procedures over open obligations and payables to ensure 
invalid amounts are removed on a timely basis. Improvements should include: 

• Regional follow-up on requests made to remove invalid balances 

• Increased oversight by acquisitions and finance personnel in Denver, Colorado to ensure 
requested actions are completed in a timely manner 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management partially agreed with the recommendation to improve and document its 
review procedures over open obligations and payables. Management agreed and will improve its 
procedures to ensure invalid open obligations are removed in a timely manner. The target date for 
implementation of the improvement is June 30, 2006. Management did not agree with the 
recommendation to improve and document its review procedures over open payables, stating that the 
identified exception was not indicative of a weakness given the volume of transactions processed 
each quarter. 

Auditors' Response to Management's Response 

This finding is concentrated on the exceptions identified regarding open obligations. However, our 
audit did identify one exception relating to an invalid payable. We determined, given the similar 
nature of the exceptions, to include the exception in this letter to management with the 
recommendation for management to review and document Reclamation's control procedures with 
regards to open payables. 
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4. Documentation of Process-level Activities 

OMB Circular A-123 (revised June 21, 1995), Management's Accountability and Control, Section II, 
bullet Recording and Documentation, states, ''transactions should be promptly recorded, properly 
classified and accounted for in order to prepare timely accounts and reliable financial and other 
reports. The documentation for transactions, management controls, and other significant events must 
be clear and readily available for examination." Lack of documented performance of controls over 
key, process-level activities could result in ineffective controls and the inability of management to 
assert control performance and control effectiveness. 

During our audit, we tested multiple process-level activities and controls and identified the following 
deficiencies: 

• Three of 26 revenue billing documents tested were reviewed by an appropriate level of 
management; however, the review was not sufficiently evidenced. The three billing 
documents totaled approximately $156,000. 

• Two monthly Intra-governmental Payment and Collection System suspense reconciliations 
where there was no evidence of management review and/or discrepancies in the review 
performed. One of the two exceptions did not contain physical evidence of management 
review. With regards to the other exception, although there was evidence of management 
review, the reviewer stated the unreconciled difference was $0 when, in fact, the difference 
was approximately $8,000. 

In addition, we noted that Reclamation makes available to its managers payroll labor cost reports to 
assist managers in evaluating their projects. Accordingly, on a routine basis, managers review these 
reports to ensure the correct payroll costs are being charged to their projects. However, evidence that 
the review is performed is limited solely to certain corrective actions taken to move payroll costs 
within one program to another program. This evidence does not ensure the control is being 
performed Reclamation-wide, as the corrective actions may be limited to a select group of managers. 

Recommendation 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Design and implement procedures and controls consistent across all regions for documenting the 
performance of control-level activities. Such documentation will allow management to assert the 
control is being performed and is functioning effectively. 

Management Response 

Management has prepared-an official response presented as a separate attachment to this report. In 
summary, management agreed with the recommendation to design and implement procedures and 
controls consistent across all regions and will assess and test existing controls as part of their OMB 
Circular A-123 efforts during fiscal year 2006. The target date for implementation of the 
improvements is June 30, 2006. 
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5. Correction of Prior-Period Errors 

Paragraph 10 of Statement of Federal Financial Accounting Standards (SFFAS) No. 21, Reporting 
Corrections of Errors and Changes in Accounting Principles, states, " ... When errors are discovered 
after the issuance of financial statements, and if the financial statements would be materially 
misstated absent correction of errors, then the error should be corrected in the earliest affected period 
presented by correcting any individual amounts on the financial statements." 

Reclamation has made entries to the financial statements during the current fiscal year to correct or 
adjust prior period transactions and have not sufficiently assessed whether, in the aggregate, the 
adjustments materially affect the financial statements. As part of the 2005 audit, we tested 
approximately 1 ,344 transactional sample items. Of the 1,344 transactions, we identified 
approximately 20 sample items totaling $5,689,2 I 3 that recorded a correction of a prior period error. 

Reclamation currently relies on two mechanisms for analyzing the impact of entries recorded in a 
given fiscal year as a correction from a prior period error: (1) quarterly and annual fluctuation 
analysis is performed on each financial statement line item to identify significant prior period 
corrections, and (2) transactions with a potential prior period impact are denoted in the Federal 
Financial System (FFS) as "PY ADJ" in the description field. Reclamation's fluctuation analysis is 
designed to detect significant fluctuations in account balances between the analyzed periods. 
However, Reclamation's analysis is not sufficient to identify balances that are consistent from one 
period to the next that would have fluctuated had it not been for the prior period correction. 
Accordingly, certain prior period corrections may not be identified in their analysis. 

Reclamation's denotation in FFS is a tool used by management to indicate an entry may require 
additional analysis and consideration of its impact on prior periods. However, the current procedures 
are not sufficient to ensure all denoted transactions are investigated. Further, the denotation does not 
indicate a final resolution that the entry does or does not, in fact, impact prior periods. Accordingly, 
management is not able to query FFS for "PY ADJ" transactions and provide a reasonable conclusion 
regarding the impact on current and prior periods. 

Recommendation 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Improve existing policies and procedures to ensure all prior period corrections are sufficiently 
analyzed in accordance with SFFAS No. 21. These policies and procedures should be sufficient 
to identify whether or not corrections made during the current year relating to prior periods would 
have a significant impact on the current or prior period financial statements. 

Management Response 

Management has prepared-an official response presented as a separate attachment to this report. In 
summary, management did not agree with our recommendation to improve existing policies and 
procedures to ensure all prior period corrections are sufficiently analyzed. Management believes its 
existing procedures, including transaction analysis and account fluctuation analysis, are sufficient to 
identify material errors resulting from prior period adjustments. 
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Auditors' Response to Management's Response 

Although management does perform transaction analysis and account fluctuation analysis, the 
transactions we identified as having a prior period impact were not sufficiently labeled as such. 
Accordingly, there was not sufficient evidence that a review had been performed at the transaction 
level. A portion of this finding focuses on the recommendation that management should improve its 
policies and procedures to document its review over transactions with a potential prior period impact 
and document the final resolution. 

Further, management's fluctuation analysis is designed to identifY large variances between current
and prior-period balances. If the fluctuation exceeds a certain threshold, the variance is investigated 
and documented. Generally, this approach would identifY any significant adjustments impacting the 
prior period. However, the key focus of this finding is that management should enhance its existing 
fluctuation analysis to investigate account balances where balances are consistent from one period to 
the next but would have fluctuated had it not been for the prior period corrections. 

6. Withdrawn Lands 

Paragraph two of the Reclamation Manual/Directives and Standards LND 03-0 I, Land Withdrawals, 
Withdrawal Reviews, and Withdrawn Revocations, states, " .. .it is imperative that Reclamation 
personnel work closely with BLM when applying for new withdrawals, reviewing existing 
withdrawals, and requesting revocations of withdrawals ... " Further, Section 10 of Reclamation's 
Land Withdrawal Handbook, Maintenance of Records, states, " ... the Reclamation information on 
RIS [Resource Information System] should be reconciled to BLM's [Bureau of Land Management] 
Automated Lands and Minerals Record System (ALMRS) and Master Title Plat (MTP) records." 
Although Reclamation's Land Withdrawal Handbook is not considered mandatory by Reclamation 
management, the handbook represents the recommended course of action with regards to withdrawn 
land. 

Our audit, as confirmed by Reclamation's Regional Realty Officers, revealed that Reclamation is 
''double" counting a portion of its withdrawn land acreage disclosed in the Required Supplemental 
Stewardship Information (RSSI) section of the financial statements. Additionally, Reclamation has 
not implemented procedures to reconcile withdrawn lands per their records to the BLM records. 
Although the withdrawn land acreage disclosed in RSSI does not have an associated cost, as the land 
was withdrawn at no cost to the federal government, the disclosure is required in accordance with 
generally accepted accounting principles. Reclamation does not have sufficient policies and 
procedures in place to ensure the required disclosure is accurate. 

Recommendations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a Improve existing policies and procedures to comply with Reclamation Manual/Directives and 
Standards LND 03-01, Land Withdrawals, Withdrawal Reviews, and Withdrawn Revocations and 
Reclamation's Land Withdrawal Handbook to ensure withdrawn lands exist, are complete and 
accurate. 
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b. Ensure policies and procedures are sufficient to prescribe. an appropriate level of management 
oversight regarding compliance with the established procedures. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management did not agree with our recommendations to improve existing policies and 
procedures to ensure compliance with manuals and handbooks and to prescribe an appropriate level 
of management oversight. Management contends that the manuals and handbooks cited in the finding 
are non-mandatory and that the acreage overlap issue is isolated to the Lower Colorado Region and is 
a direct result of a complex project history. Management will take steps during fiscal year 2006 to 
address the overlap issue, but does not believe it warrants changes to existing policies and procedures. 
Further, management states that the Lower Colorado region is primarily reconciled to BLM and the 
remaining regions coordinate on an ongoing basis with their respective BLM state offices. 

Auditors' Response to Management's Response 

Although the projects in the Lower Colorado region have a complex history of legislation and 
activity, this complexity should be the driver of strong policies and procedures surrounding 
withdrawn lands. At September 30,2005, the Foundation Information for Real Property Management 
(FIRM) system contained more acreage than actual. The existence of this overstatement suggests 
insufficient policies and procedures to either identify and/or correct the condition. 

Further, although management has stated that the listed manuals and handbooks are non-mandatory, 
they do represent, at a minimum, expected procedures and best practices. According to the manuals 
and handbooks, Reclamation's withdrawn land information in FIRM should be reconciled to BLM's 
system. With the exception of the Lower Colorado region, the regions have not sufficiently 
completed and maintained this reconciliation. 

7. Interest Doring Construction and Interest on Investment 

Section 1 of the Reclamation Manual Directives and Standards Supplement to the Department of the 
Interior Departmental Accounting Manual, Interest on Investment, states, "The regional Finance 
Offices are responsible for calculating and recording interest on investment (IOI) on an annual 
basis ... " Section 2 further states, "Interest on investment applies to the unamortized balance of costs 
(including movable property) allocated to power, municipal and industrial water, reimbursable 
recreation, reimbursable fish and wildlife, and other interest-bearing reimbursable functions ... " 

Section 1 of the Reclamation Manual Directives and Standards Supplement to the Department of the 
Interior Departmental Accounting Manual, Interest During Construction, states, "The Regional 
Finance Offices are responsible for calculating and recording interest during construction (IDC) on an 
annual basis in accordance with the procedures in this Supplement, and the attachments thereto." 
Section 2 further states, "Generally, the costs (original construction costs and costs of additions and 
replacements regardless of source of funds) allocated to reimbursable functions, except irrigation, are 
subject to IDC unless otherwise provided by law." 
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Reclamation has not designed and implemented control procedures to ensure that 101 and IDC are 
calculated and recorded on every applicable project in accordance with its policy. Our audit 
procedures identified the following exceptions: 

/OJ 

• Fiscal year 2005 101 recorded for Boulder Canyon did not include Visitor Facilities 2, a program 
within the Boulder Canyon project. As a result, 101 was understated by $203,922. 

• Region 6 failed to record 101 to standard general ledger (SOL) account 578A, Imputed Financing 
Sources- Operating, and 6730, Imputed Costs, for projects 0492, 0763, 0835, 0882, 1012 and 
8255. As a result, 101 was understated by $3,927,276. 

/DC 

• Region 2 failed to record IDC for a project in fiscal year 2004. During fiscal year 2005, the 
region recognized the understatement and recorded the IDC for both fiscal years. As a result, 
IDC was understated by $24,651 in fiscal year 2004 and overstated by $24,651 in fiscal year 
2005. 

Recommendation 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Document and implement a process and procedures to ensure the completeness of SOL 578A, 
Imputed Financing Sources - Operating, and SGL 578C, Imputed Financing Sources - Cap 
Assets, in accordance with the Reclamation Manual Supplement to the Department of the Interior 
Departmental Accounting Manual, Interest on Investment and Interest During Construction. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our recommendation and will develop, document, and implement 
a process and procedures to ensure the completeness of 101 and IDC. The target date for 
implementation of the improvements is June 30, 2006. 

8. Overtime Authorization 

The Code of Federal Regulations (CFR), Authorization of Overtime Pay, defines overtime work as 
"work in excess of eight hours in a day or in excess of 40 hours in an administrative workweek that 
is- (1) officially ordered or approved; and (2) performed by an employee." Further, the CFR states 
"overtime work in excess of any included in a regularly scheduled administrative workweek may be 
ordered or approved only· in writing by an officer or employee to whom this authority has been 
specifically delegated." Further, Reclamation Instructions, Supplement to Federal Personnel Manual, 
Series 550- Position Classification, Pay & Allowances requires all overtime to be officially ordered 
and approved in advance and adequate funding must be certified by appropriate budgetary or finance 
officers prior to overtime approval. Additionally, Reclamation Administrative Directive, PER~2-91, 
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states, " ... overtime pay for a period exceeding 90 calendar days ... for any individual employee 
require the approval of the Commissioner or Deputy Commissioner." 

Reclamation has not fully implemented policies and procedures to ensure that all overtime is properly 
approved in accordance with the CFR and Reclamation's policies. Our audit of timesheets and 
overtime authorization identified multiple instances in which the overtime authorization was not 
properly approved as follows: 

• Two overtime authorization forms in Regions 6 and 8 did not indicate the number of overtime 
hours authorized. 

• One overtime authorization form in Region 6 did not include a description of the cause for 
overtime hours. 

• One exception was due to the number of overtime hours worked in Region 1, as reported on the 
timesheet, exceeding the number of overtime hours approved per the authorization form. 

• Four blanket overtime authorizations in Region 1 were approved for a period exceeding the 
maximum period of 90 days and did not detail the employees covered under the authorization. 

Recommendations 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Ensure compliance with its established overtime authorization guidance and policies, as well as 
the CFR. Reclamation management at all field, area, or regional office locations should improve 
diligence in monitoring and enforcing compliance with these policies. Such diligence may 
include formal internal audit programs to ensure compliance with established policies. 

b. Communicate to all employees and managers the importance of complying with the CFR and 
Reclamation policies. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our recommendations and is currently providing training for all 
timekeepers to ensure awareness of their responsibilities for overtime and is developing a schedule 
for oversight reviews of overtime authorization. The target date for implementation of the 
improvements is June 30, 2006. On July 15, 2005, management communicated to all employees the 
rules and regulations governing overtime, as attached in management's official response. 

9. Recording Gains/Losses on the Sale of Property, Plant, and Equipment 

Statement of Federal Financial Accounting Standards No. 6, Accounting for Property, Plant and 
Equipment, paragraph 38, states, "In the period of disposal, retirement, or removal from service, 
general PP&E shall be removed from the asset accounts along with associated accumulated 
depreciation/amortization. Any difference between the book value of the PP&E and amounts realized 
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shall be recognized as a gain or a loss in the period that the general PP&E is disposed of, retired, or 
removed from service." 

Property disposals at Reclamation are recorded in the following manner. At the time of the disposal, 
the asset is removed and the entire amount is recorded as a loss. A second entry is prepared to record 
the cash received, which may be delayed several weeks depending on the timing of the cash receipt, a 
gain is recorded in the amount of cash received. For financial reporting purposes, the total amount of 
the gains is reported as revenue and the total amount of the loss is reported as cost. As such, total 
revenue and costs are overstated on the financial statements because the disposal is not properly 
netted at the standard general ledger level. The maximum amount of the overstatement in revenue and 
costs is estimated to be $8.3 million and $9.2 million, respectively. Nonetheless, net cost is not 
impacted. 

Recommendation 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Improve processes and procedures to comply with Statement of Federal Financial Accounting 
Standards No. 6, Accounting for Property, Plant and Equipment, paragraph 38, to ensure that the 
net effect of asset disposals are being reported properly as gains or losses. Procedures may 
include quarterly adjustments to properly state the net effect of asset disposals. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our recommendation and will review its processes and procedures 
for recording gains and losses to ensure transactions are recorded in accordance with applicable 
accounting standards. The target date for implementation of the improvements is June 30, 2006. 

10. Environmental Liabilities 

Paragraph 19 of SFF AS No. 5, Accounting for Liabilities of the Federal Government, states, "General 
purpose federal financial reports should recognize ... probable and measurable future outflows or other 
sacrifices ofresources arising from (1) past exchange transactions, (2) government-related events, (3) 
government acknowledged events, or ( 4) nonexchange transactions that, according to current law and 
applicable policy, are unpaid amounts due as of the reporting date." 
In addition, the Federal Financial Accounting and Auditing Technical Release No. 2, Determining 
Probable and Reasonably Estimable for Environmental Liabilities in the Federal Government, states, 
"federal agencies are required to recognize a liability when a future outflow or other sacrifice of 
resources as a result of past transactions or events is 'probable' and 'reasonably estimable'." This 
Technical Release requires an agency to consider various factors in determining whether a future 
outflow of resources from a federal agency for environmental cleanup is probable. These factors 
include: 

• Likely contamination 

• Government-related and legally liable 
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• Government-acknowledged financial responsibility 

• Monies appropriated/transaction occurred 

• No known remediation technology exists 

Reclamation, as confirmed by Reclamation's HAZMA T coordinator, does not have control 
procedures in place which specifically ensures that environmental liabilities are complete and fully 
disclosed in the financial statements in accordance with applicable accounting standards. However, 
Reclamation does have the following control in place which helps mitigate the risk that Reclamation 
would have an unknown environmental liability associated with a tract of land that has either been 
recently purchased or disposed of. 

• Prior to the acquisition or disposal of property, the Environmental Site Assessment (ESA) 
documentation is reviewed by an individual with the appropriate level of authorization and 
knowledge. 

Nonetheless, this control does not mitigate the risk that Reclamation may have an unknown 
environmental liability associated with a tract of land which has been held by Reclamation over a 
period of time. 

Recommendation 

We recommend that the Commissioner, U.S. Bureau of Reclamation: 

a. Document and implement procedures and sufficient controls to directly ensure the completeness 
of environmental liabilities. 

Management Response 

Management has prepared an official response presented as a separate attachment to this report. In 
summary, management agreed with our recommendation and will revise existing policies and 
procedures and will develop new directives and standards to ensure the completeness of 
environmental liabilities. The target date for implementation of the improvements is June 30, 2006. 

******* 
Our audit procedures are designed primarily to enable us to form an opinion on the financial statements, 
and therefore, may not bring to light all weaknesses in policies or procedures that may exist. We aim, 
however, to use our knowledge of Reclamation gained during our work to make comments and 
recommendations that we hope will be useful to you. We would be pleased to discuss these comments 
and recommendations with you at any time. A summary of the status of prior-year management letter 
comments is included as Exhibit I. 
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This report is intended solely for the infonnation and use of Reclamation's management, the U.S. 
Department of the Interior's Office of Inspector General, the U.S. Government Accountability Office, 
OMB, and the U.S. Congress, and is not intended to be and should not be used by anyone other than these 
specified parties. 

Very truly yours, 
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3 

4 

Exhibit I 
U.S. BUREAU OF RECLAMATION 

Summary of the Status of Prior Year Management Letter Comments 

September 30, 2005 

Comment 

Application and General Controls over Financial 
Management Systems 

Charge Card Reviews 

CIP and Property Transfers/Removals 

Account Classification 

Status 

This comment has been partially corrected. 
Existing and new findings were 
identified in fiscal year 2005. See 
reportable condition B in the 
Independent Auditors' Report dated 
November 21,2005. 

This comment has not been corrected. See 
reportable condition C in the 
Independent Auditors' Report dated 
November 21,2005. 

This comment has been corrected. 

This comment has been partially corrected. 
See 2005 management letter comment 9. 



ATTACHMENT 2 

United SL:'"ttes l1f:partmen t. of the I.n terior 

D-7400 
ADM-1.00 

To: 

Through: 

From: 

MEMORANDUM 

Office of Inspector General 
Attention: Assistant Inspector Gezerai fa Audits 

. #' /;_ ,~,..· - . 
~~~::nu:~:~;;:;!:':~i;~~-~··"'~··--

/1 ,.-' 
John W. Keys, YI--~ <.J. ~, '.1JZ:' 
Commissioner(___.~,, ..... 

, .... -J''o 2 I · ..... ·- .. · 

OFC H · 

Subject: Response to the Draft Management Issues Identified During the Audit of the 
Bureau ofReclamation's Fiscal Years 2005 and 2004 Financial Statements 
(Assignment No. X-IN-BOR-0007-2006) 

We appreciate the opportunity to review and comment on the draft audit report Management 
Issues Identified During the Audit of the Bureau of Reclamation's Fiscal Years 2005 and 2004 
Financial Statements. Attached for your consideration is Reclamation's response to the 
recommendations as stated in the draft audit report. 

If you have any questions or require additional information, please contact Reclamation's Audit 
Liaison Officer, Tom Lab, at 303-445-3436. 

Attachment 

cc: Assistant Secretary- Water and Science 
Attention: Olivia Ferriter 

Associate Director - Financial Policy and Operations 
Attention: Debbie Smith 



Bureau of Reclamation 
Response to Draft Audit Report Recommendations 

Management Issues Identified During the Audit of the Bureau ofReclamation,s 
Fiscal Years 2005 and 2004 Financial Statements 

December 2005 

1. Software Development and Change Controls 

Recommendation l.A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation ensure approvals are 
consistently obtained and docwnented prior to initiating the development of a system change . 

. Response: 

Concur. Reclamation is revising the Bureau of Reclamation Water Operations and 
Record Keeping System's (BORWORKS) Change Management Plan to include periodic 
reviews to ensure approvals are consistently obtained. 

The responsible official is the Regional Director, Mid-Pacific Region. The target date for 
revising the BORWORK.S Change Management Plan is January 15, 2006. 

Recommendation l.B: 

We recommend that the Conunissioner, U.S. Bureau of Reclamation ensure release packages 
include all necessary documentation at the component level and that testing is performed where 
necessary. 

Response: 

Concur. Reclamation will modify the BORWORKS Change Management Plan to clearly 
establish test and data validation procedures and the level of test effort for all releases. It 
will also review release plans periodically to ensure they are signed by the appropriate 
personnel. In addition, Reclamation will revise the release plan form to more fully 
document test case, test plan, and data validation efforts at the work request level. 

The responsible official is the Regional Director, Mid-Pacific Region. The target date to 
modify the BORWORKS Change Management Plan to clearly establish test and data 
validation procedmes and the level of test ~ffort for all releases is December 30, 2005. 



2. Background Investigations 

Recommendation 2.A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation monitor processes to ensure 
that policies and procedures related to periodic background investigations are properly followed. 

Response: 

Nonconcur. Reclamation does not see support for this recommendation in the description 
of the audit report fmding. The requirement for periodic re·investigations is tracked by 
our personnel security/suitability staff, but this information was not requested during the 
audit. 

Recommendation 2.B: 

We recommend that the Commissioner, U.S. Bureau of Reclamation validate the current 
background information in the system/database and ensure that information is consistent with 
formal position descriptions. 

Response: 

Concur. Reclamation recognizes the need to verify consistency between the position 
descriptions and systems used to help manage background investigations. Even though 
Reclamation questions that the one inconsistency identified in the audit merits spending 
the resources required to review position descriptions for all employees, the Human 
Resources Division will establish a procedure to annually review a sampling of active 
position descriptions. This review will compare active position descriptions against 
information in the databases related to background investigations. 

Reclamation concurs with the audit report finding that "existing processes are not 
sufficient to ensure information related to background investigations is sufficiently 
communicated." We have verified that the individual sited in the audit report finding 
came to our organization from a high public trust position and the related background 
investigation was verified by the local Human Resources organization. Reclamation 
documentation is being updated to reflect that fact. 

The responsible official is the Director, Administration. The target date for establishing 
the subject review procedure is April 30, 2006. 
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3. Open Obligations and Payables 

Recommendation 3 .A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation improve and document its 
review procedures over open obligations and payables to ensure invalid amounts are removed on 
a timely basis. Improvements should include: 

• Regional follow-up on requests made to remove invalid balances 

• Increased oversight by acquisitions and finance personnel in Denver, Colorado to ensure 
requested actions are completed in a timely manner 

Response 

Partially concur/partially non-concur. Reclamation will improve and document its 
procedures for ensuring that invalid open obligations are removed in a timely manner. 
Reclamation, however, does not concur with the recommendation to improve and 
document its review procedures over payables. As noted in the management letter, there 
was only one exception pertaining to a potential invalid payable, due to Reclamation's 
inability io provide supporting documentation for an accrual totaling $3,078. Given the 
volume of accrual transactions that Reclamation processes each quarter, one exception 
due to the inability to provide supporting documentation is not indicative of insufficient 
review procedures. 

The responsible officials are the Deputy Commissioner, Operations and the Director, 
Administration. The target date for improving and documenting procedures for ensuring 
the timely removal of invalid obligations is June 30, 2006. 

4. Documentation of Process-level Activities 

Recommendation 4.A: · 

We recommend that the Commissioner, U.S. Bureau of Reclamation design and implement 
procedures and controls consistent across ull regions for documenting the performance of 
control-level activities. Such documentation will allow management to assert the control is 
being performed and is functioning effectively. 

Response 

Concur. As part of revised OMB Circular A-123 compliance activities, Reclamation will 
design and implement-procedures and controls, consistent across all regions, as 
applicable, for documenting the performance of control-level activities. Reclamation will 
assess and test existing controls and, as necessary, design, docwn.ent, and implement 
additional controls. 
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The responsible official is the Deputy Commissioner, Operations and the Director, 
Administration. The target date for designing and implementing procedures for 
docwnenting the pe:iformance of control-level activities is June 30, 2006. 

5. Correction of Prior-Period Errors 

Recommendation S.A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation improve existing policies 
and procedures to ensure all prior period corrections are sufficiently analyzed in accordance with 
SFF AS No. 21. These policies and procedures should be sufficient to identify whether or not 
corrections made during the current year relating to prior periods would have a significant impact 
on the current or prior period financial statements. · 

_ Response: 

Nonconcur. In our response to the corresponding Notice of Finding and 
Recommendations, Reclamation explained that existing procedures and controls are 
sufficient to assess whether prior period corrections would have a material impact on 
current or prior period financial statements. Reclamation analyzes transactions at the 
time they-are prepared, including a review of prior period corrections to determine 
whether the correction would have a material impact on the financial statements and 
should be recorded as a prior period adjustment, in accordance with the U.S. Standard 
General Ledger (SGL). 

Additionally, Reclamation analyzes its SOL accounts periodically during the year to 
identify any significant fluctuations from prior periods. Any significant fluctuations are 
researched to identify the reason. Reclamation believes that any material errors resulting 
from the aggregate of prior period adjustment would be identified during these analyses. 
The need for any reclassification would be assessed at that time. 

6. Withdrawn Lands 

Recommendation 6.A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation improve existing policies 
and procedures to comply with Reclamation Manual/Directives and Standards LND 03-01, Land 
Withdrawals, Withdrawal Reviews, and Withdrawn Revocations and Reclamation's Land 
Withdrawal Handbook to ensure withdrawn lands exist, are complete and accurate. 

Response: 

Nonconcur. The Reclamation Manual Directives and Standards LND 03-01 (Land 
Withdrawals, Withdrawal Reviews, and Withdrawn Revocations) and the Land 
Withdrawal Handbook, which is non-mandatory guidance, may need to be reviewed and 
possibly updated as they were implemented in 1997 and 1998, respectively. However, 
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this review and update would not be pursued in response to KPMG's October 2005 
Notice of Findings and Recommendations (NFR). which provides their conclusions as to 
the reason for the withdrawn lands overlay issue cited in KPMG's draft management 
letter. Although this NFR stated that problems with processes. procedures, and 
management oversight were the reasons for the withdrawn lands overlay issue, this issue 
affects only Reclamation's Lower Colorado (LC) Region. It is a direct result of a rather 
complex history of pre-planning withdrawals and subsequent withdrawals authorized by 
project legislation in the LC Region, combined with the design of the Foundation 
Infonnation for Real Property Management (FIRM) real property inventory system, 
which accounts for acres by project. This combination created more "paper acres" in 
Reclamation's FIRM system than actually exists in the "net acre footprint" on the ground 
encompassing the LC regional projects. Reclamation will take steps to address this issue 
in FIRM during 2006, but it does not require changes to existing policies and procedures. 

The LC Region has worked closely with the Bureau of Land Management (BLM) over 
the years to ensure Reclamation's Plat Books and the BLM's Master Title Plats 
essentially match one another. The remaining regions, which do not have withdrawai 
overlap issues, do coordinate on an ongoing basis with their respective BLM state offices 
for the purposes of relinquishing withdrawals and other land management issues. 

Recommendation 6.B: 

We recommend that the Commissioner, U.S. Bureau of Reclamation ensure policies and 
procedures are sufficient to prescribe an appropriate level of management oversight regarding 
compliance with the established procedures. 

Response: 

Nonconcur. See response under Recommendation 6.A. Reclamation already has 
sufficient policies and procedures to ensure an appropriate level of management 
oversight. This includes, but is not limited to, ( 1) annual cyclical review of projects to 
identify lands no longer needed for project purposes; (2) individual withdrawn land 
reviews for the purpose of relinquishment under the Federal Land Policy and 
Management Act; and (3) under the Required Stewardship Information report, the newly
required a.tmual ce11ifications of condition assessments of withdra\.vn IanJs. 

7. Interest During Construetion and Interest on Investment 

Recommendation 7 .A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation document and implement a 
process and procedures to ensilre the completeness of SGL 578A, Imputed Financing Sources -
Operating, and SGL 578C, Imputed Financing Sources- Cap Assets, in accordance with the 
Reclamation Manual Supplement to the Department of the Interior Departmental Accounting 
Manual Interest on Investment and Interest During Construction. 
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Response: 

Concur. Reclamation will develop, document, and implement a process and procedures 
to ensure the completeness ofSGL 578A (Interest on Investment- IOI) and SGL 578C 
(Interest During Construction - IDC) in accordance with applicable Reclamation 
guidance. 

The responsible official is the Director, Administration. The target date for developing, 
documenting, and implementing a process for ensuring the completeness of IOI and IDC 
is June 30, 2006. 

8. Overtime Authorization 

Recommendation 8.A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation ensure compliance with its 
established overtime authorization guidance and policies, as well as the CFR Reclamation 
management at all field, area, or regional office locations should improve diligence in 
monitoring and enforcing compliance with these policies. Such diligence may include formal 
internal audit programs to ensure compliance with established policies. 

Response: 

Concur. To ensure compliance with its established overtime authorization guidance, 
policies, and Code of Federal Regulations, Reclamation is currently providing training 
for all timekeepers to ensure awareness of their responsibilities for overtime. A training 
program for managers has been developed and is currently available. Additionally, 
Reclamation will develop a schedule for oversight reviews of overtime authorization 
compliance for all Reclamation offices. 

The responsible official is the Director, Administration. The target date for developing a 
schedule for oversight reviews of overtime authorization compliance for all Reclamation 
offices is June 30, 2006. 

Recommendation 8. B: 

We recommend that the Commissioner, U.S. Bureau of Reclamation communicate to all 
employees and managers the importance of complying with the CFR and Reclamation policies. 

Response: 

Complied. Reclamation distributed an all employees memorandum, Reminder of 
Overtime Rules and Regulations on July 15, 2005 (see attached). The subject 
memorandum was a reminder to all employees regarding the rules, regulations, and 
requirements in approving and paying overtime within the Bureau of Reclamation. 
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9. Recording Gains/Losses on the Sale of Property, Plant, and Equipment 

Recommendation 9 .A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation improve processes and 
procedures to comply with Statement of Federal Financial Accounting Standards No.6 
Accounting for Property, Plant and Equipment, paragraph 38, to ensure that the net effect of 
asset disposals are being reported properly as gains or losses. Procedures may include quarterly 
adjustments to properly state the net effect of asset disposals. 

Response: 

Concur. Reclamation will review its processes and procedures for recording gains and 
losses to ensure that the net effect of asset disposals is properly recorded in accordance 
with applicable accounting standards. 

The responsible official is the Director, Administration. The target date for reviewing 
processes and procedures for recording gains and losses to ensure that they are properly 
recorded is J1me 30, 2006. 

10. Environmental Liabilities 

Recommendation 1 O.A: 

We recommend that the Commissioner, U.S. Bureau of Reclamation document and implement 
procedures and sufficient controls to directly ensure the completeness of environmental 
liabilities. · 

Resoonse: 

Concur. Reclamation will revise Directives and Standards (D&S) ENV 02-04 
(Hazardous Waste Site Surveys of Existing Reclamation Lands and for Lands or Interest 
in Lands to be Acquired) and develop a second lands management D&S to include 
sufficient land management controls to ensure the completeness of Reclamation's 
environmental liabilities. 

The responsible official is the Director, Office of Program and Policy Services. D&S 
ENV 02-04 and a new lands management D&S will be fmalized by June 30, 2006. 
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D·7511 
ADM-1.00 

United States Department of the Interior 

BUREAU OF RECLAMATION 
P.O. Box 25007 

Denver. Colorado 80225·0007 

VIA ELECTRONIC MAIL 

To: 

From: 

MEMORANDUM 

All Bureau of Reclamation Employees 

Ellie Hasse ~ a~ -
Acting M~um~ivision 

Subject: Reminder of Overtime Rules and Regulations 

This is a reminder to all employees regarding the rules, regulations, and requirements in 
approving and paying overtime within the Bureau of Reclamation. 

Overtime is paid for work in excess of 8 hours per day or 40 hours per week for employees on a 
conventional or a flexible work schedule. Employees who are assigned to work compressed 
work schedule, overtime is paid for work in excess of their daily scheduled hours and weekly 
tour of duty. Title 5 stipulates that overtime must be "officially ordered or approved," and the 
OP.M regulation requires that overtime must be approved "in writing." Reclamation employees 
are required to use the Overtime Authorization Form, 7-1390 (attached). 

As noted in Reclamation Instruction R550.1.4: 
"The decision of authorized officials to recommend or approve overtime shall include a review 

and analysis of the overtime request documents submitted for the purpose of considering possible 
altematives such as (1) having the work performed by someone on regular time, (2) shifting, 
staggering, or adjusting the workweek, and (3) postponing the work. A complete and sound 
justification for overtime work is required on Form 7-1390. Authorizing officials should . 
carefully review all proposals to ensure that they are fully justified and that the overtime meets 
the above criteria." 

Under the Fair Labor Standard Act nonexempt employees are paid one and one-halftimes the 
hourly rate of regular pay and are excluded from the aggregate salary limitation provision. 

Exempt employees are paid under Title 5 of the United States Code (5 U.S.C.); and are entitled 
to receive the hourly rate of overtime pay which is now the greater of: 

1) One and one-half times the minimum hourly rate of basic pay for GS-1 0, step I. or 
2) The employee's own hourly rate of basic pay. 
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For 2005 the Aggregate Salary Limitation, under 5 U.S.C. 5547(a) and 5 CFR 550.105, states 
that General Schedule (GS) exempt employees and other covered employees may receive certain 
types of premium pay for a biweekly pay period only to the extent that the sum of basic pay and 

·premium pay for the pay period does not exceed the greater of the biweekly rate for: 

(I) GS·IS, step 10 (including any applicable special salary rate or locality rate), or 

(2) Level V ofthe Executive Schedule. 

The biweekly. rate is computed by (1) dividing the applicable scheduled annual rate by 
2,087 hours, (2) rounding the resulting hourly rate to the nearest cent, and (3) multiplying 
the hourly rate by 80 hours. Compensatory time earned is included when calculating the 
biweekly aggregate limitation. 

For example, in Washington, DC, the GS-15, step 10, scheduled annual locality rate of 
$135,136 divided by 2,087 hours yields an hourly rate of$64.75 and a biweekly rate of 
$5,180.00 ($64.75 x 80 hours). Similarly, the Executive Level V annual rate of$131,400 
divided by 2,087 hours yields an hourly rate of $62.96 and a biweekly rate of $5,036.80 
($62. 96 x 80 hours). 

The attached table provides the biweekly premium pay caps for 2005 by locality pay area from 
the Office ofPersonnel Management's web site. 

Managers and supervisors must be aware of the overtime worked by their employees in order to 
limit the amount of hours of overtime worked to ensure the employees do not go over the 
maximum biweekly aggregate limitation. There is no provision in law to compensate employees 
when they have exceeded the aggregate ceiling. Employee·s should be made aware of the law to 
avoid the loss of any compensation for overtime purposes. 

Bargaining Board employees are covered by their negotiated contract and the provision of the 
contract may take precedence over FLSA rules. 

All questions should be directed to your servicing Human Resources Office. 

Attachments 
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ATTACHMENT 3 

STATUS OF MANAGEMENT LETTER 
RECOMMENDATIONS 

Recommendation 

l.a, l.b, 2.b, 4.a, 7.a, 8.a, 
9.a, and lO.a 

2.a, 3.a, 5.a, 6.a, and 6.b 

8.b 

Status 

Resolved, not 
implemented. 

Unresolved. 

Resolved and 
implemented. 

Action Required 

Recommendations will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for tracking of implementation. 

Recommendations will be referred to the 
Assistant Secretary, Policy, Management and 
Budget for resolution. 

No further action is required. 
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