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GAVIN NEWSOM 

GOVERNOR 

CalOES 
0011 ERNO R'S OFF 1,cE 
OF EMERGENCY SERV ICES 

MARKS. GHILARDUCCI 

DIRECTOR 

July 23, 2020 VIA EMAIL ONLY 

Subject: Request for Public Records 

This letter responds to your California Public Records Act request, received by 
the California Governor's Office of Emergency Services (Cal OES) on 
July 13, 2020. You requested "a copy of each report on the Metcalf Sniper 
Incident on April 16, 2013." 

Please see the attached responsive records, numbered "PRA_00l-01 0." Exempt 
records were withheld in whole or in part pursuant to the California Public 
Records Act, including Government Code section 6254, subdivisions (f) and (k), 
and section 6255. Should you have any questions, please contact me at 
pra@ca loes.ca .gov or (916) 212-0837. 

Sincerely, 

Senior Counsel, Office of Legal Affairs 
California Governor's Office of Emergency Services 

3650 SCHRIEVER AVENUE, MATHER, CA 95655 
(916) 845-8506 TELEPHONE (916) 845-8511 FAX 

www.CalOES.ca.gov 
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(U/ /FOUO) Attacks 
California's Communications Sector 

(U) ATTACK ON FIBER OPTIC LINES IN SAN JOSE 

Un nown 
parties shot at and damaged a 
transformer at the Metcalf Road Pacific 
Gas and Electricusf>ER (PG&E) 

in 

substation, then used hand tools to 
sever nearby fiber optic cables, 
disrupting local communications, 
including 911 services. 

Figure 1 - (U) Damaged transformer 
at Metcalf Substation 

Source: San Francisco Chronicle 

(U) Source Summary and Confidence Level Statements 

(U) We have high confidence in our judgments based on the nature of our sources, which 
were predominantly from reliable media outlets, t elecommunications vendors, and official 
law enforcement reporting. Full information was not available on either incident due to the 
San Jose case being the subject of an ongoing investigation, and the lack of available 
first-hand reporting regarding the Egyptian case. However, our judgments are based on 
the basic nature of each attack, and we do not believe additional information would 
significantly alter our conclusions. 
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approximately one mile from the nearest residential nei hborhood in a rural area located off 
. . 

• (U//LES) On 18 April 2013, unknown actors breached a fence at the PG&E electrical 
substation located near Metcalf Road in San Jose. According to a Northern California 
Regional Intel li gence Center (NCRIC) notification, the attackers breached the fence at 
the facility, and then used a rifle to shoot at and damage five transformers 
(see Figure 1).2 Immediately prior to the attack, telecommunications personnel noticed a 
disruption in the Santa Clara Count 911 s stem which also disru ted AT&TusrER hone 
communications in the area. 
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Figure 2 - Map location of PG&E substation damaged on 18 April 2013, 

Source: Google 
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(U//FOUO) 
(U} An Incident similar to the one in April 2013 occurred in April 2009 when unknown persons cut 
ten VerizonUSPER underground cables at four locations in south San Jose. The outage affected 
emergency response networks, internet connections, phone services, and ATMs in Santa Clara, . 
San Benito and Santa Cruz counties. · 

U FOUO 

(U) ATTEMPT TO SABOTAGE UNDERSEA FIBER-OPTIC CABLE IN EGYPT 

• (U) On 27 March 2013, the Egyptian navy captured three as-yet unidentified men who 
were cutting the SMW-4 underwater fiber-optic cable at a cable landing in Alexandrla,5 

According to pictures provided by naval officials, the men were equipped with SCUBA 
equipment and possibly hand tools for cutting the cable's Insulation. The SMW-4 cable 
connects internet users In Europe, Africa, and Asia, stretching from France to Malaysia 
through the Mediterranean, the Arabian Sea, and the Indian Ocean. 6 The damaged cable 
caused a drop in Internet speed in Egypt. 7 A map of the affected cable Is below. 
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a (U) Cable landing stations contain operations equipment for powering up underwater repeaters and 
amplifiers. Cable termination stations, In contrast, are where cables physically connect to land-based 
networks. 
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Figure 3 - (U} Map showing cable landing points in California. 
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(U) There are 12 cable landing points in California with some sites co-located at the same facility. 
Note: The Monterey Bay Aquarium Research InstituteusPER cable is not on this map, as it is a non
commercial scientific cable.9 

(U) Inset: Cable entry sites and dry plant at Pont Arena Cable Station near Manchester, CA. Entry to 
the dry plant is restricted ; however access to the beach is not. Dry plant access control measures 
include fencing, card readers, and security cameras.10 

(U) Sources: TeleGeography and Telephone Central Offices 
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(U) ADMINISTRATIVE NOTE 

(U) For comments or questions related to the content or dissemination of this document, 
please contact the STAC at (916) 874-1100 or STAC@calema.ca.qov. 

(U) TRACKED BY 

(U) HSEC-1.6.2.4, HSEC-7.6.2.4 

(U) FEEDBACK 

(U) The STAC encourages your feedback using the survey found at 
https://www.surveymonkey.com/s/VG5GZ2N 

(U) ENDNOTES 

1 (U) Website; Vivek Alwayn; "Fiber-Optic Technologies"; posted 23 April 2004; 
http://www.ciscopress.com/articles/article.asp?p= 170740&segNum=4; accessed on 30 May 
2013. Cisco is a U.S. -based telecommunications provider that designs, manufactures, and 
sells networking equipment. 

2 (U) Online Newspaper Article; No Author Listed; CBS News; "Vandalism At San Jose PG&E 
Substation Called 'Sabotage"'; 16 April 2013; 
http: //sanfrancisco. cbsloca I. com/2 O 13/ 04/ 16/ gunshots-cause-oil-spil 1-at-san-jose-pge
su bstation/; accessed on 23 April 2013. 

4 (U) Online Newspaper Article; Nanette Asimov, Ryan Kim, and Kevin Fagan; San Francisco 
Chronicle; "Sabotage Attacks Knock Out Phone Service"; 10 April 2009; 
http://www.sfgate.com/bay area/ article/Sabotage-attacks-knock-out-phone-service-
324 S 380. php; accessed on 22 May 2013. 

5 (U) Online Newspaper Article; No Author Listed; Associated Press; "Egypt: Naval Forces 
Capture Three Divers Trying to Cut Undersea Internet Cable"; 27 March 2013; 
http://www.washingtonpost.com/world/m iddle_east/egypt-naval-forces-capture-3-scuba-
d ivers-trying-to-sa botage-undersea-i nternet-ca ble/2013/0 3 /2 7 / dd 297Sec-9 725-1le2-a976-
7 eb906f9ed9b _story. html; accessed on 28 March 2013. 

6 (U) Internet Site; Telegeography; "Submarine Cable Map"; 26 March 2013; 
http:/lwww.submarinecablemap.com/: accessed on 28 March 2013. 

7 (U) Online Newspaper Article; No Author Listed; BBC; "Egypt Arrests as Undersea Internet 
Cable Cut Off Alexandria"; 27 March 2013; http://www.bbc.co.uk/news/world-middle-east-
21963100; accessed on 18 April 2013. 

9 (U) Website; TeleGeography; "2012 Submarine Cable Map"; 30 May 2013; 
http://www.submarinecablemap.com/; accessed on 30 May 2013. TeleGeography is a U.S
based telecommunications market research and consulting firm. 
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10 (U) Website; Telephone Central Offices; "Point Arena Cable Station"; posting date 
unknown; http:/lwww.thecentralofflce.com/Microwave/NMW/PARNCA/PARNCA01.htm; 
accessed on 25 April 2013. Telephone Central Offices Is a website operated by 
telecommunications equipment enthusiasts. 
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CALIFORNIA STATE THREAT ASSESSMENT CENTER 

NOTE - CRITICAL INFRASTRUCTURE AND KEY RESOURCES 

THE STAC REFERENCE DOCUMENT IS AN INFORMATIONAL PRODUCT PROVIDING 

CLARIFICATION ON A PARTICULAR TOPIC, WITH NO COMMENT 01\ ANALYSIS. 

(U) Fiber Optic Lines Cut in San Jose, 

• 

• 

PUB DATE: 20140700 

00 1: 20140707 

STAC-201407XX 

WARNING: This document is the exclusive property of the California Sta te Threat Assessment Center (STAC) and is UNCLASSIFIED//FOR 
OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the California Public Records Act (Govt. 
Code Sec. 6250-6720). It is to be controlled, stored, handled, transmitted, distributed and disposed of in accordance with STAC policy rela ting to 
U//FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid need-to-know without 
prior approval of an authorized STAC official. 
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• (U//FOUO) SnowCrestUSPER, an Internet provider in Siskiyou 
County, stated on their FacebookusPrn page that their Internet 
and phone services were down on 7 July due to 3 fiber optic 
cables being cut "elsewhere in Ca lifornia". 1 The company's 
fiber backbone is Centurylink, and this outage may be related 
the San Jose incident. Snowcrest also experienced an outage 
on 13 February due to a cut in a fiber-optic line between 
Sacramento and Yuba City.2 

{U//FOUO) There have been at least three similar incidents in 
California since 2011. 

• 

• 

• (U) On 14 June 2012, unidentified subjects cut two AT& TusPER 
underground fiber optic cables in Del Mar, CA. The attack led 
to an Internet cable television and landline phone service 
disruption across San Diego County. According to AT&T, the 
perpetrators had knowledge of the system and intended to 
disrupt service rather than stea l equipment.5 

Figure 4 - (U) Collapsed public safety 
communications tower near San Ramon, CA 
(SOURCE: KTVUUSPER) 

Figure 4-(U) Repair of severed fiber optic lines 
in Del Mar, CA (SOURCE: NBC News) 

Figure 4 - (U) Public safety communication sites 
in San Francisco, CA affected in July 2012 
incident (SOURCE: GoogleUSPER Maps) 
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• (U} On 9 April 2009, unknown parties severed ten fiber-optic communication lines in four 
underground vaults across San Jose, CA, disabling landline, cellular, and Internet service across Santa 
Clara, Santa Cruz, and San Benito Counties. Four lines in south San Jose were first cut, followed by 
two more at a locat ion two miles away. Approximately two hours later, attackers cut four additional 
cables located in two locations in San Carlos. 6 According to local law enforcement officials, a special 
tool was required to open each vault, none of which were readily visible from the street.7 

• (U//LES) On 16 April 2013, unknown actors damaged or destroyed multiple transformers at the 
Pacific Gas and ElectricusPER electrical substation located near Metcalf Road in San Jose. According to 
a NCRIC notification, immediately prior to the attack, telecommunications personnel noticed a 
disruption in the Santa Clara County 911 system, which also disrupted AT&T phone communications 
in the area. 
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{U ) ADMINISTRATIVE NOTE 

(U) For comments or questions related to the content or dissemination of this document, please contact 
the STAC at {916) 874-1100 or STAC@caloes.ca.gov. 

{U) TRACKED BY 

(U) HSEC-1.6.2.5 

(U) FEEDBACK 

{U) The STAC encourages your feedback using the survey found at 

https://www.surveymonkev.com/s/XXXXXX. 

{U) ENDNOTES 

1 (U) Website; "SnowCrest Inc. - Mount Shasta, CA - Internet/Software I Facebook"; 7 July 2014; 
https:ljwww.facebook.com/pages/SnowCrest-lnc/178644392218862; accessed on 8 July 2014. 

2 (U) Online Newspaper Article; No Author Listed; Redding Record Searchlight; "UPDATED: Snowcrest says Internet 
service is back"; 7 July 2014; http://www.redding.com/news/local-news/cut-cables-interrupt-internet-provider
snowcrests-services; accessed on 8 July 2014. 

5 (U) Online Newspaper Article; Tony Shin and Monica Garske; NBC News; "AT&T Cables Vandalized, $250,000 
Reward Offered for Information"; 15 June 2012; http ://www.nbcsandiego.com/news/1ocal/ATT-Cables-Cut
Vandalized-2SOOOO-Reward-Offered-15915S295.html: accessed on 18 December 2013. 

6(U) Online Newspaper Article; Nanette Asimov, Ryan Kim and Kevin Fagan; San Francisco Chronicle; "Sabot age 
attacks knock out phone service"; 10 April 2009; http://articles.sfgate.com/2009-04-10/news/17191717 1 cables
debit-cards-vandals; accessed on s December 2011. 

7
( U) Online Newspaper Art icle; Lori Preuitt; NBC News; "$250K Reward Out for Vandals Who Cut AT&T Lines"; 10 

Apri l 2009; htto:ljwww.nbcbayarea.com/news/local/South-Bay-Dead-Zone.html; accessed on 5 December 2011. 

8 (U) Online Newspaper Article; No Author Listed; CBS News; "Vandalism At San Jose PG&E Substation Called 
'Sabotage'"; 16 April 2013; http ://sanfrancisco.cbslocal.com/2013/04/16/gunshots-cause-oil-spill-at-san-jose-pge
substation; accessed on 14 July 2014. 

10 (U) Online Newspaper Article; Nanette Asimov, Ryan Kim, and Kevin Fagan; San Francisco Chronicle; "Sabotage 
Attacks Knock Out Phone Service"; 10 April 2009; htto:Uwww.sfgate.com/bayarea/article/Sabotage-attacks-knock
out-phone-service-3245380.pho; accessed on 14 July 2014. 
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