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UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20413

The Director MAY 15 2017 ad g o

The Honorable Jason Chaffetz
Chairman
Committee on Oversight

and Government Reform
United States House of Representatives
2157 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Chaffetz:

Enclosed please find the U.S. Office of Personnel Management’s (OPM’s) response to your
Matrch 28, 2017 correspondence and enclosures related to the current state of information
technology security at OPM, background investigation reform, and how OPM is protecting
background investigation data during this transition period.

The information contained within this response, to include the enclosures that have been
provided, discloses sensitive information concerning potential vulnerabilities and weaknesses in
OPM’s systems that are inappropriate for public consumption. If publicized, this information
may increase the likelihood of risk to the government and the individuals whose information
OPM is obligated to protect. We recognize, however, that the Committee has a legitimate
oversight need for the information it has requested. Therefore, OPM is providing the appropriate
Committee staff with access to these documents. We ask that your staff treat this information
with the same degree of confidentiality that we would.

The information provided is controlled unclassified information {including Information System
Vulnerability Information) that should be handled and stored accordingly., The Committee and
its staff must maintain it confidentially and it must be accessible only to Committee Members
and staff. Prior to sharing or disclosing any information contained within this response or its
enclosures, we ask the Committee to provide OPM with a notice of its intent to share or disclose
this information and an opportunity for OPM’s cybersecurity experts to be heard, in order to
discuss the cybersecurity risks posed by potential dissemination. The documents have been
marked accordingly. Should this information be sought in pending litigation or other contexts,
such as Freedom of Information Act requests, the information may be subject to certain
privileges, protective orders, or other disclosure restrictions. We appreciate the Committee’s and
staff’s diligence in consistently applying these controls and handling procedures for this
controlled unclassified information.

Sincerely,
Kathleen M. M}Cz:t%;%
Acting Director

WWW.0pM.EoY Our mission is to ensure the Federal Government has an effective civilian workforce www.usajobs. gov




UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 204 (5

The Director

MAY 16 2017

‘The Honorable Jason Chaffetz
Chairman
Committee on Oversight

and Government Reform
United States House of Representatives
2157 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Chaffetz:

Thank you for your letter, dated March 28, 2017, regarding the hearing held by the Committee
on February 2, 2017 entitled, “Improving Security and Efficiency at OPM and the National
Background Investigations Bureau (NBIB).” We are pleased to provide you with the following
information that demonstrates the current state of information technology (IT) security at the
U.S. Office of Personnel Management (OPM), background investigation reform, and how OPM
is protecting background investigation data during this transition period.

Please find below our agency responses to the questions referenced in your March 28, 2017
letter: '

; In response to a question from Chairman Chaffetz about the state of Authorities to
Operation (ATOs) for OPM IT systems, OPM Chief Information Security Officer Cord
Chase testified, "all [authorities to operate] are currently compliant.""

a. The ATO or security authorization process includes developing a description of the
plan of action and milestones (POA&M) to ensure OPM takes corrective actions to
resolve cybersecurity weaknesses. The 1G said 43 of OPM's 46 major information
systems have "POA&M items that are greater than 120 days overdue."?

i. Provide the POA&Ms for OPM's major information systems.
i, How does OPM plan to address these outstanding POA&MSs?
iii. Identify milestone deadline dates.

b. How many ATOs are set to expire in 2017 and in 20187

¢. Does OPM have a plan in place to promptly reauthorize these, and other currently
expired, ATOs?

d. What action will OPM take when an ATO expires and has not been reauthorized

! Improving Security and Efficiency at OPM and the National Background Investigations Bureau: Hearing before
the H. Comm. on Oversight and Gov't Reform 115th Cong. at 71 (Feb 2, 2017) (festimony of Cord Chase, Chief
Information Security Officer of U.S. Cffice of Personnel Management).

? Office of Inspector Gen., U.S. Office of Pers. Mgmt., No, 4A-CI-00-16-039, Final Audit Report, Federal
Information Security Modernization Act Audit FY 2016 at 13 (Nov. 9, 2016). The 1G also said 85 percent of open
POA&MSs are over 30 days overdue, and over 78 percent are over 120 days overdue.”

WWW, opm, gov Cur mission is to ensure the Federal Government has an effective civilian workforce www.usajobs, gov







The Honorable Jason Chaffetz 3

will allow OPM to perform ongoing assessments as defined in NIST SP 800-37 Rev.1,
Guide for Applying the Risk Management Framework to Federal Information Systems.

2. In response to a question from Subcommittee Chairman Mark Meadows on dual factor
authentication for the OPM network, OPM Chief Information Officer David De Vries
testified OPM has achieved 100 percent multifactor authentication for network users.
Rep. Meadows pointed out that the 1G said only two of 46 major applications have dual
factor authentication and De Vries promised to review this.

5

In addition, last year Congress enacted the Federal Cybersecurity Enhancement Act of
2015, as part of the omnibus cybersecurity bill, the Cybersecurity Act of 2015”, FCEA
requires the head of each agency to implement specific information security practices at
the agency by December 18, 2016, including multifactor authentication.®

a. What is the current state of dual factor compliance for OPM's 46 major applications?

b. Provide a list of OPM's major applications that do not currently require or enforce
dual factor authentication for access.

¢. What percentage of OPM IT systems (applications, servers, databases, etc.) require
users (both privileged and unprivileged) to provide a second factor of authentication
betore accessing the system?

OPM Response: OPM enforces multi-factor authentication, specifically PIV, to grant all
OPM users (both privileged and non-privileged) access to its network and information
systems. This stringent layer of access control measures restricts access to only allow
multi-factored (or PIV enabled) users.

At the application level, OPM is currently focused on enabling its high value assets to
impose multi-factor authentication, as appropriate, once a user is on the network.
Following this effort, we will impose such authentication requirements for the remaining
major applications, as appropriate. OPM operates a number of applications which
execute critical business functions that do not natively support multifactor authentication.
OPM also supports a wide range of Federal Government customers that are at various
stages of multi-factor implementation, or who are non-government employees requiring
access to certain data. OPM continues to enable its applications to impose multi-factor
authentication, as appropriate. This will provide a better user experience in accessing the
applications, while improving overall security, by eliminating application username and
passwords. OPM’s participation in Phase 2 of the DHS CDM program will assist in this

effort.

5 Improving Security and Efficiency at OPM and the National Background Investigations Bureau: Hearing before
the H. Comm. on Oversight and Gov't Reform at 49-50 (Feb 2, 2017) (testimony of David De Vries, Chief
Information Officer of U.S. Office of Personnel Management).

“ Federal Cybersecurity Enhancement Act of 2015, Pub. L. No. 114-113, Div. N, Title 11, Subtitle B, 129 Stat. 2242,
2963-2975.

7 Consolidated Appropriations Act, 2016, Pub. L. No. 114-113, Div. N, 129 Stat, 2242, 2935-2985 (2015).

¥ Federal Cybersecurity Enhancernent Act§ 223(b), 225, 129 Stat. 2963, 2966, 2967-2969.
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Attached 1s a list of information systems that identifies which systems are enabled or are
being enabled, as appropriate, for multi-factor authentication.

3. During an exchange with Rep. Meadows, Chase testified that OPM is moving towards a
"zero trust tenant. Absolutely.™ An effective zero trust approach to cybersecurity
requires an up-to-date inventory of all systems and users. The cybersecurity requirements
for agencies under the FCEA includes an assessment of access controls and encryption of
sensitive data,'® which are both necessary to implement a zero trust approach.

a. What percentage of hardware and software assets are in OPM's automated asset
inventory?

b. By what date will OPM have a complete inventory of all I'T assets?

OPM Response: All [T system assets are logically tracked with the use of continuous
diagnostic and mitigation tools, which have been implemented at OPM since Fiscal Year

2016.

4. Chairman Chaffetz asked De Vries to provide all penetration tests conducted within the
past year on the OPM network/systems.!!  Provide this information.

a. Specifically provide the following: the rules of engagement for each penetration test,
the final report of the test, and any additional documentation regarding the requester
of the test(s), the parameters of the test(s), or the results of the test(s).

b. Who established the rules of engagement and/or scope of the penetration tests?

¢. Who performed each penetration test?

OPM Response: During Fiscal Years 2016 — 2017, DHS conducted two risk and
vulnerability assessments, and provided OPM with DHS’s Risk and Vulnerability
Assessment Rules of Engagement document prior to the engagement. Attached OPM has
provided the Rules of Engagement and risk and vulnerability assessments.

5. In January 2016, it was announced that DOD would be responsible for the cybersecurity
and I'T management of the newly created NBIB. Prior to DOD assuming responsibility
for IT security, what specific activities has OPM undertaken to establish a baseline
security assessment of OPM's network so that DOD has a baseline understanding of
current I'T vulnerabilities?

a. Has OPM created a network diagram?

® Improving Security and Efficiency at OPM and the National Background Investigations Bureau: Hearing before
the H. Comm. on Oversight and Gov't Reform at 51 (Feb 2, 2017) (testimony of Cord Chase, Chief Information
Security Officer of U.S, Office of Personnel Management)

" Federal Cybersecurity Enhancement Act§ 223(b), 225, 129 Stat. 2963, 2966, 2967-2969 at 225(b) (1) (B)-(C).

Y Improving Security and Efficiency at OPM and the National Background Investigations Bureau: Hearing before
the H. Comm. on Oversight and Gov't Reform at 98 (Feb 2, 2017) (testimony of David De Vries, Chief Information
Officer of U.S. Office of Personnel Management).
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b. Alternatively, has DOD created an OPM network diagram?
c. What access has OPM given to DOD to facilitate its assessment of OPM's network?

d. Does OPM retain copies of the background investigation data exfiltrated in the data
breaches announced in 20157

e. Does DOD have access to these copies?

f.  Was photographic data exfiltrated in the data breaches announced in 20157 If so, how
many individual's photographic data was exfilirated?

OPM Response: OPM notes that the introduction to Question 5 appears to assume that
DOD is responsible for NBIB’s IT management and security now; OPM would like to
clarify DODY’s role in those areas. As mentioned at our February 2, 2017 hearing, DOD
has commenced efforts to build a new modernized and secure IT capability, the National
Background Investigation Service (NBIS), to comprehensively support the investigations
process and enhance end-to-end background investigation processes across government.
This capability will ultimately replace the existing NBIB systems, which are currently
operated within the enhanced security of OPM’s network. In the meantime, OPM
continues to fund, own, operate, and secure NBIB’s legacy IT capability and will
continue to do so during the eventual transition of NBIB IT functionality to the NBIS
capability. The OPM CIO is responsible for the security of the existing NBIB systems,
which operate in OPM’s secured network. DOD will be responsible for the I'T
capabilities that will operate in the new DOD secure enclave, but is not yet responsible
for NBIB’s IT security.

DOD’s role with respect to the legacy IT environment is to support the OPM security
documentation and to offer technical analysis, evaluation, and recommendations that can
be used to enhance the security of existing legacy IT systems. OPM CIO is employing
DOD employees detailed to OPM to operate and maintain the legacy systems. OPM
views these employees’ role in OPM’s OCIO organization as a welcome addition that
promotes the interagency partnership and provides for a well-informed team prepared to
help build on best practices in both protecting the current capability and building and
transitioning to the future NBIS., OPM is providing DOD the necessary access to OPM’s
systems, documentation, and data, to develop and build NBIS as well as to advise OPM
regarding ongoing protection of OPM’s legacy systems.

6. Based on the testimony at the hearing, the Committee understands that DOD is currently
developing the NBIS and plans to deliver "several prototype capabilities by the end of
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fiscal year 2017 and an initial operating capability covering the full investigative process
in the fourth quarter of 2018.""

a. What is OPM's role in delivering these prototype capabilities by the end of fiscal year
20177

b. What actions is OPM taking to ensure delivery of an initial operating capability in the
fourth quarter of 20187

OPM Response: The primary role of OPM and NBIB, with respect to the development
of NBIS prototypes, is to provide DOD with a solid understanding of NBIB’s business
and operational processes and requirements, as well as related I'T requirements. In
addition, OPM’s CIO program management staff supports the development and
implementation of potential interfaces with the NBIS prototypes. This includes
partnering with DOD on evaluating the prototypes’ ability to support NBIB’s needs and
capability requirements. OPM is also working to prepare Privacy Impact Assessments
(PIAs) as needed for the prototype capabilities.

To help DOD deliver on NBIS initial operating capability, OPM has provided significant
information and input into the requirements process. OPM has also participated in
discussions to define and focus the meaning of initial operating capability so that both
OPM and DOD fully understand what activities must be completed to deliver an initial
operating capability.

7. In October 2016, OPM's Deputy 1G identified the newly established NBIB and the
background investigation backlog as two major management challenges in a memo to
OPM Acting Director Cobert.”® The Deputy IG called the creation of the NBIB "the
most significant institutional reorganization since OPM absorbed DOD's background
investigations unit, Defense Security Service, in 2005" and said the partnership with
DOD "increases complexity" of this transition.

a. Provide OPM's plan to address this top management challenge in the coming year.

OPM Response: At the time of the OIG’s memo on October 12, 2016, NBIB had just
been established and was emerging from a developmental phase. Since that time, NBIB
has reached full operating capability and has completely transitioned from FIS, which
was NBIB’s predecessor organization, New leadership came on board and senior staff
settled into revamped roles and responsibilities. Although still nascent, NBIB has already
demonstrated the ability to realize success.

Impi oving Security and Efficiency at OPM and the National Background Investigations Bureau: Hearing before
the H. Comm. on Qversight and Gov't Reform at 23-24 (Feb 2, 2017) (testimony of Teny Halverson, Chief
[nfoumtlon Security Officer, U.S. Department of Defense).

7 OPM Deputy Inspector General Norbert Vint memorandum to Acting Director Beth Cobert Fiscal Year 2016 Top
Management Challenges at 11-12 (Oct. 12, 2016).
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Committee Members and staff. Prior to sharing or disclosing any information contained within
this response or its enclosures, we ask the Committee to provide OPM with a notice of its intent
to share or disclose this information and an opportunity for OPM’s cybersecurity experts to be
heard, in order to discuss the cybersecurity risks posed by potential dissemination. The
documents have been marked accordingly.

We thank the Committee for its interest in these very important matters. If you have any
additional questions or concerns, please do not hesitate to contact Janel Fitzhugh, Acting
Director, Congressional, Legislative, and Intergovernmental Affairs at (202) 606-1300.

Sincerely,

, 7 .
Mdee M hee /&w@ b;m-«
Kathleen M. McGettigan
Acting Director

Enclosures

Cc: The Honorable Elijah E. Cummings
Ranking Member
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Below OPM provides updates from its February 2016 priority mission-critical legacy IT systems
and information concerning OPM’s current top three mission-critical focus areas in need of

modernization:

b)(5)-DPP

Request 2: What are the oldest programming languages in use today at your agency (in
particular, ASP, COBOL, FORTRAN, C, Assembly Language Code, and Visual Basic)? Please
submit an update on previously provided information:
a) Restate and update the number of lines of codes your agency maintains as identified in
your agency’s response in early 2016.
b) How many staff are dedicated to maintaining these programming languages?

i. How many of these staff are contractors? If you are unable to provide an estimate
of contractors, please provide an explanation as to why you are unable to provide
this information.

¢) How much was obligated to contracts supporting these programming languages over the
last three fiscal years?

Response 2: The accompanying attachment provides the updated number of lines of code
maintained for each programming language, the number of federal and contract staff available to
maintain code for each, and how much money was obligated to support these programming
languages over the last three fiscal years.

Request 3: Please identify the top five oldest hardware and infrastructure components, by
manufacturer, model number, year of production, and type of component {e.g., server, router,

switch, etc.) at your agency today,

Controlled Unclassified Information
Not For Further Distribution Without OPM Permission
Produced for HOGR and HSGAC Committees and Staff Use Only
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In addition to the remaining Windows Server 2003, OPM operates servers running ColdFusion
MX6 which is no longer supported by the vendor, OPM’s 2016 response inadverlently misstated
the incorrect ColdFusion version number,

Support for Microsoft Windows 2003 is currently provided by existing staff. Wec arc no longer
supporting upgrades to the capabilities running ColdFusion MX6 code and are working with the
system owners to replace these capabilities.

Request 5: Please address the number of ['1 staff at your agency as follows:

a) What is the total number of federal IT employees al your agency? (Do not include
contract I'l" full-time employees (FTE)).

by What is the total number of contract I'T FTE at your agency?

¢) I‘or agency staff, what is the average age of I'l staft?

d) For agency staff, what is the turnover rate for the last three fiscal years?

¢} When hiring fedcral ecmployee I'T staff, what education, training, and outside
certifications are required?

f) When cvaluating contracts for IT services, what education, training, and outside
certifications are required for contractor I'l’ staft?

Response 5: As of May 2017, OPM employs approximatcly 247 staff in the GS-2210
{Information Technology Management) occupational series. Over the last three years, the
average turnover rate for GS-2210s was 9.68%. As of April 2017, OPM has approximately 606
IT contractors.

In regards to education, certifications, and training requirements for hiring federal staff, Federal
IT specialists are not required to have formal education (e.g., a bachelor’s degree). Rather, each
position is reviewed to determine the unique technical and other requirements for success on the
job. This allows us to capture current, emerging needs each time a job is filled. For cxampie,
OPM may look for Project Management Professional (PMP) certification for project managers.
Positions related to cybersecurity may require certifications such as Certified Information
Systems Security Professional (CISSP), CompTIA Security+, or Certified Ethical Hacker (CLEH).
Network administrator positions may require Comp’I'TA Network+, Cisco Certified Network
Associate, or Juniper Networks Certificd Associate certifications.

As noted in the agency’s 2016 response, there 13 strong competition in both the public and
private sector for talented cyber and IT professionals and the I'ederal Government is increasing
its focus on retaining and developing cybersecurity talent. As part of the long-term strategy,
OPM is partnering with the U.S. Department of Homeland Security (DHS}, the National
Initiative for Cybersecurity Education (NICE), and the U.S. Department of Defense (DoD) and
engaging with other Federal agencies to develop cybersecurity career paths, which will allow
employees and managers the opportunity to develop Individual Development Plans that align to
technical and managerial tracks; badging and credentialing programs that will foster
opportunities for employees to obtain new skills and become subject matter experts in their field;
and a website dedicated to cybersecurity job seekers, employees and managers, where

Controlled Unclassified information
Not For Further Distribution Without OPM Permission
Produced for HOGR and HSGAC Committees and Staff Use Only
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individuals can learn about enterprise-wide developmental opportunitics and cutting-edge tools
and technology.

When hiring Federal employees for I'T positions, the hiring manager partners with OPM’s HR
staff in conducting job analysis to determine the critical responsibilities of the position, and the
associated skills/competencics required for successful performance. For example, a recent
system administrator position with responsibility for application systems development and
system lifecycle required, among other skills, knowledge of Systems Development Lifecyele
(SDLC) methodologies and contract managementl. Another recent position required experience
using Agile methodologies and Oracle or MS SQL Server database management systems.
Similarly, when evaluating I'l services contracts, OPM assesscs the education, certifications, and
training requircments against the unique technical requirements needed to fulfill the services
requested by the contract.

Request 6: Does your agency have any active 1T contracts providing services for enterprise
upgrades of unsupported hardware or software? If yes, please provide the following information
for each contract:

a) Contract number and a short description of the project.

b) Total contract value (base year and any option ycars).

¢) Total funding expense toward contract as of January 31, 2017.

Response 6: OPM does not currently have any active I'T contracts providing serviecs for
enferprise upgrades of unsupported hardware or software.

Request 7: Does your agency have any active contracts for replacement legacy IT hardware and
software systems? If yes, please provide the following information for each contract:

a) Contract number and a short description of the project.

b) Total contract value (base year and any option years).

¢) Total funding expensed toward contract as of January 31, 2017.

Response 7: OPM has two active contracts to support replacing legacy I'T hardware and
software systems, namely case management capabilitics. The first is contract #OPM3215F0468
with Horizon Industries to obtain technical and program management support for an OPM
Enterprisc Case Management System (ECMS). The total contract value is now $2.66 million for
the remaining two option years. The total expense for this contract is $2.2 million obligated and
$1.75 million paid to the vendor since 20135,

The second active contract is #OPM3215A0005W0003 with AINS Inc for ECMS Product and
Installation Service. The total expense for this contract is $0.12 million obligated and $0.048
million paid to the vendor.

Request 8: Did your agency submit to OMB an Enterprise Roadmap for 2016, as stated in
OMB’s draft IT Modernization Initiative memo? If so, provide a copy of this Roadmap.

%

Controlled Unclassified information
Not For Further Distribution Without OPM Permission
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Response 8: OPM’s 2016 Enterprise Roadmap as submitted to OMB on September 2016 is
enclosed.

We are pleased to provide you with this information that demonstrates how OPM is continuing
to improve our cybersccurity and IT programs. However, given the sensitivity of the information,
and the potential risk to system security from its public disclosure, we request the above
information not be disseminated beyond Committee Members and Committee Staff in the course
of their official duties. The information is controlled unclassified information that should be
handled and stored accordingly, meaning that the Committee and staff will maintain it
confidentially and it will be accessible only to Committee Members and staff. Prior to sharing or
disclosing any such document of information contained therein, the Committee should provide
OPM with notice and an opportunity for OPM’s cybersecurity experts to be heard, in order to
discuss the cybersecurity risks posed by potential dissemination. The contents of this letter are
based on the information reviewed to date; we will update or supplement the letter or
attachments if needed.

OPM is dedicated to continuing our improvements and working with you and our interagency
partners to improve the overall posture of the Federal government. As always, our goal is to
strengthen protections for our Federal workforce and its partners. We take the Commitiee’s
interest in these matters seriously and if you need further assistance in this matter, please do not
hesitate to contact Janel Fitzhugh, Acting Director, Congressional, Legislative, and
Intergovernmental Affairs at (202) 606-1300.

Sincerely,

AN

Kathleen M. McGettig
Acting Director

Enclosures

_ Controlled Unclassified Information
Not For Further Distribution Without OPM Permission
Produced for HOGR and HSGAC Committees and Staff Use Only
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Question 2 Enclosure: Oldest Programming Languages and Supporting Information

Language ' Linesof | Number of | Number of Obligated !
' Code Federal Contractor Staff | Contract Support
Maintammed | Staff Cost

(b)(5)-DPP







Bicameral Response - Q8 Enclosure

2016 Agency Enterprise Roadmap Submission Template

(B1) Sequencing. Provide a consolidated timeline for the improvements that are described in the Overview (Al). Include the following table to indicate

with an “X” which items in the timeline will be an active project during each quarter of Fiscal Years 2017-2018.
tem # B1x}  [FY17 Q1

Enterprise Sen.r
Digital First _—

[C1) Digitization. By July 31st OMB will provide the agency with a list IT investments and systems to specifically comment on using the following
tables:

(C1.1) Shared Service Opportunities. NO LIST WAS RECEIVED FROM OMB.

. ; BRM Service L ] . _ -
ltem #ic1.2x) |Program Name .| FuncticnCode {Shared Service Description - |Potential Provider
(C2.1) Function Transfer Opportunities, . .

1o T L BRMServiee (| fe 5 . . i
Item # (c1.2x) " |Program Name "~ Function Code |Function Description Potential Provider -

(C1.3) Function Termination Opportunities. .
N % BRM Service : ) 2 5T I
Item # (c1.3x) . [Program Name . .| Functien Code |Shared Service Description .- |Potential Provider - .

May be Covered by Deliberative Process Privilege - Not For Further Distribution Without OPM Permission
Produced for HOGR and HSGAC Committee and Staff Use Only



Bicameral Response - Q8 Enclosure

2016 Agency Enterprise Roadmap Submission Template

Provide a list of those IT investments (by Uil # in the IT Dashboard) and the associated. svstems where O&M
spending will be reduced during Fiscal Years 2017-2018 such that corresponding DME will be able to increase.
Specify if O&M spending reductions in one investment will result in DME funding increases in a different

(D1) Legacy Spending Reduction. investment.
_ e Aesociated _ =

Ung . |investment Name BRM Service |Legacy System | FY170&M | FY17DME || FY180&M |- FY18DME -|UN# (s) of other investments
st Ut _ Function Cede- |Name(s) - .. |- - Decregse’ lIricrease | Decrease| | Increase - |gaining ODME

Submission. Agencies will submit their Roadmap infermation using the Excel template that is provided in the IDC area of MAX.gov. The due date for
submission is on or before 5pm Eastern on September 30, 2016. '

May be Covered by Deliberative Process Privilege - Not For Further Distribution Without OPM Permission
Produced for HOGR and HSGAC Committee and Staff Use Only







































































































Office of Personnel Management
Social Security Number Fraud Prevention Act of 2017
Initial Report to Congress — October 2017

l. Introduction

This report is being submitted to Congress pursuant to the Social Security Number Fraud
Prevention Act of 2017, Pub. L. 115-59 (Sept. 15, 2017). The Act prohibits agencies from
including an individual’s full Social Security number (SSN) on any document that is sent by mail
unless the head of the agency determines that including the SSN on the mailed document is
necessary. The effective date of the Act is five years from enactment, but includes periodic
reporting and other requirements leading up to its effective date.

This initial report includes information concerning documents that contain an individual’s full
SSN that the Office of Personnel Management (OPM) sent by mail in FY2017, as well as a plan
describing how OPM will comply with the requirements of the Act.

I, Legislative Language
The Social Security Number Fraud Prevention Act of 2017 provides, in relevant part, as follows:

(a) Restriction. An agency may not include the social security account number of an
individual on any document sent by mail unless the head of the agency determines
that the inclusion of the social security account number on the document is necessary.

(b) Regulations. Not later than 5 years after the date of the enactment of this Act, the
head of each CFO Act agency shall issue regulations specifying the circumstances
under which inclusion of a social security account number on a document sent by
mail is necessary. Such regulations shall include—

(1) instructions for the partial redaction of social security account numbers where
feasible; and

(2) a requirement that social security account numbers not be visible on the
outside of any package sent by mail.

(c) Report. Not later than 30 days after the date of the enactment of this Act, and not later
than the first, second, third, fourth, and fifth-year anniversary of such date of
enactment, the head of each CFO Act agency shall submit to the Committee on Ways



and Means and the Committee on Oversight and Government Reform of the House of
Representatives, the Committee on Finance and the Committee on Homeland
Security and Governmental Affairs of the Senate, and any other appropriate
authorizing committees of the House of Representatives and the Senate, a report on
the implementation of subsection (a) that includes the following:

(1) The title and identification number of any document used by the CFO Act
agency during the previous year that includes the complete social security
account number of an individual.

(2) For the first report submitted, a plan that describes how the CFO Act agency
will comply with the requirements of subsection (a).

(3) For the final report submitted, the title and identification number of each
document used by the CFO Act agency for which the head of the agency has
determined, in accordance with regulations issued pursuant to subsection (b),
that the inclusion of a social security account number on such document is
necessary, and the rationale for such determination.

(4) For any other report that is not the first or final report submitted, an update on
the implementation of the plan described under paragraph (2).

*kk*k

(e) Effective date. Subsection (a) shall apply with respect to any document sent by mail
on or after the date that is 5 years after the date of the enactment of this Act.

I11.  Documents Sent by Mail Containing Full SSN

Appendix A to this report contains an inventory of OPM documents that include an individual’s
full SSN and are sent by mail. For purposes of this report, we are interpreting “mail” to refer to
the United States Postal Service and not include other means of sending paper documents, such
as United Parcel Service or FedEx. Documents that contain an individual’s full SSN that are sent
electronically, such as by email, also are not included here.

In addition to the documents referenced in Appendix A, OPM may send other documents that
contain a full SSN by mail in response to Privacy Act requests. This may occur when
individuals request information about themselves under the Privacy Act, 5 U.S.C. § 552a. In
those instances, if the requested records include documents with a full SSN, there is no basis to
redact that information and it will be provided, often by mail, to the requester.



Appendix A also includes forms that OPM may send blank, but require that the recipient provide
the information requested, including full SSN. The recipients of these documents generally fill
them out and mail them back to OPM.

IV.  Implementation Plan

In order to comply with the Act’s prohibition on sending documents that contain full SSN by
mail unless the OPM Director determines that the inclusion of the SSN is necessary, OPM will
take the following steps:

e Compile a comprehensive inventory of documents that include full SSN and are sent
by mail;

e Develop criteria for determining whether it is necessary to include the full SSN on a
document sent by mail,

e Evaluate, for each document, whether the full SSN must be included on the document
or whether it can be redacted in whole or in part;

e Determine, for each document, whether it can be sent by another means, such as UPS
or FedEx (which would permit tracking in the event of a loss) or secure electronic
transmission (such as encrypted email); and

e Develop a mechanism to record and maintain all decisions regarding whether it is
necessary to include the full SSN on each document that is sent by mail.



Appendix A: Documents Sent By Mail that Include Full Social Security Number

Identifying Document Title OPM
Number Organization
Rl 16-028 Authorization for Direct Payments RS
RI 20-007 Representative Payee Application RS
RI120-008 Need OWCP Status RS
RI 20-017 Certification of Annuity Award RS
RI 20-023 Verification of Service RS
RI 20-037 Information Needed from Another Agency RS
RI 20-038 Request Records from National Personnel Records Center RS
RI 20-046 Information Requested Regarding a Reemployed Annuitant | RS
RI 20-063 Survivor Annuity for A Spouse RS
RI 20-064A Former Spouse Survivor Annuity Election RS
RI 20-077 Verification of U.S. Military Svc RS
RI 20-081 Request for Additional Information RS
RI 20-089 Verification of Retired Pay Status RS
R120-094 Statement CSRS/FERS Annuitants or Survivors RS
RI 20-097 Estimated Earnings During Military Service RS
R120-124 Cert of Service Performed as a Law Enforcement Officer, RS
Firefighter, Nuclear
RI 20-126 Certification of Qualifying DC Service Under Sect. 1905 of | RS
PL 111-84
RI 25-014 Self-Certification of FT School Attendance RS
RI125-032 Need Info to Process Death Benefits RS
RI 25-041 Initial Certification of FT School Attendance RS




RI1 25-045 Verification MRP Status for Survivors of Deceased Federal | RS
Employees
RI 25-049 Verification of FT School Attendance RS
RI 25-051 CSRS Survivor Annuitant Express Pay App for Death RS
Benefits
RI30-010 Disabled Dependent Questionnaire RS
RI1 30-011 The Dependent Named May Be Eligible RS
RI 34-001 Financial Resources Questionnaire RS
RI1 34-017 Financial Resources Questionnaire - FEGLI RS
RI134-018 Financial Resources Questionnaire - FEHB RS
RI 36-021 A Former Employee May be Indebted to Your Agency RS
RI 36-022 Your Request for Recovery of Debt is Unacceptable RS
RI 36-059 Request Access to Open Edition UNIX on OPM SYSPLEX | RS
RI138-024 More Information Needed RS
RI 38-031 We Need More Information About Your Missing Payment RS
RI 38-033 Request for Verification of OASDI Eligibility RS
RI 38-039 Request for Individual Retirement Record RS
RI 38-045 More Information Needed for the Person Named Below RS
RI1 38-049 Correction Needed to Individual Retirement Record RS
RI 38-055 General Information About Court Awarded Benefits: CSRS | RS
& FERS
RI 38-075 Verification of Annuity RS
RI 38-084 Report Allegation of Suspected Fraud/Wrongdoing RS
RI 38-107 Verification of Who is Getting Payments RS
RI 38-115 Representative Payee Survey RS
RI 38-117 Rollover Election RS




RI 38-122 Alternative Annuity and Rollover Election RS
RI 38-124 Voluntary Contributions Election RS
RI 38-146 Request for OPF RS
RI 38-147 Verification of Who is Getting Payments RS
RI 75-005 Disabled Family Member Eligible for HB RS
RI 76-003 More Information Needed to Determine Group LI RS
R1 76-009 Certification of Insurance Status Deceased Annuitant RS
Compensation
RI 76-010 Assignment - FEGLI RS
RI 76-013 Notice to OWCP of Life Insurance Elections RS
RI 76-015 Convert Option C Life Insurance RS
R1 76-027 Life Insurance Election Deceased Annuitant or RS
Compensationer Not Insured
R179-008 Your Immediate Action Is Needed RS
RI 79-009 Health Benefits Cancellation/Suspension Confirmation RS
RI192-017 Request for Unused Sick Leave Balance RS
R192-019 Application for Deferred/Postponed Retirement RS
RI 92-025A Foreign Service Dep Election RS
RI 94-007 Death Benefit Payment Rollover Election Form - FERS RS
CSA 1099R Statement of Annuity Paid (Form 1099-R [Treasury/IRS**]) | RS
CSF 1099R Statement of Survivor Annuity Paid (Form 1099-R RS
[Treasury/IRS**])
FEG6 Claim for Death Benefits - FEGLI RS
FE6-Dep OFEGLI Statement Claim Option C RS
FE7 Claim for Dismember Benefits - FEGLI RS
FE8-C Election of Living Benefit - FEGLI RS
OPM 1496 Application for Deferred Retirement (Separations before RS




9/20/1956)

OPM 1496A Application for Deferred Retirement (Separations after RS
10/1/1956)
OPM 1538 Statement Regarding Former Spouse RS
OPM 2809 Health Benefits Election Form RS
SF 0050 Personnel Action RS
SF 0127 Request for OPF
SF 0180 Request Pertaining to Military Records RS
SF 2800 Application for Death Benefits - CSRS RS
SF 2800A Documentation and Elections in Support of Appl. For Death | RS
Benefits
SF 2801 Application for Immediate Retirement - CSRS RS
SF 2801-1 Certified Summary of Federal Service RS
SF 2801-2 Survivor Consent Form RS
SF 2802 Application for Refund of Retirement Deductions - CSRS RS
SF 2802A Current/Former Spouse's Notification of Appl. For Refund RS
of Retirement Deduction
SF 2803 Application to Make Deposit - CSRS RS
SF 2804 Application to Make Voluntary Contributions - CSRS RS
SF 2805 Request for Recovery of Debt Due the US RS
SF 2806 Individual Retirement Record - CSRS RS
SF 2806-1 Notice of Correction of Individual Retirement Record - RS
CSRS
SF 2808 Designation of Beneficiary - CSRS RS
SF 2809 Health Benefits Election Form RS
SF 2810 Notice of Change in HB Enrollment RS
SF 2817 (SF 176/SF 176T) Life Insurance Election - FEGLI RS
SF 2818 Continuation of LI Coverage - FEGLI RS




SF 2819 Notice of Conversion - FEGLI RS
SF 2820 (SF 49) Employee's Retired Status RS
SF 2821 (SF 56) Agency Certification of Insurance Status - FEGLI RS
SF 2822 Request for Insurance - FEGLI RS
SF 2823 (SF 54) Designation of Beneficiary - FEGLI RS
SF 3100 Individual Retirement Record - FERS RS
SF 3101 Notice of Correction of Individual Retirement Record - RS
FERS
SF 3102 Designation of Beneficiary - FERS RS
SF 3104 Application for Death Benefits - FERS RS
SF 3104B Documentation and Elections: Support of Appl. For Death RS
Benefits - FERS
SF 3106 Application for Refund of Retirement Deductions - FERS RS
SF 3106A Current/Former Spouse's Notification of Appl. For Refund RS
of Ret. Ded. - FERS
SF 3107 Application for Immediate Retirement - FERS RS
SF 3107-1 Certified Summary of Federal Service - FERS RS
SF 3107-2 Spouse's Consent to Survivor Election - FERS RS
SF 3108 Application to Make Service Credit Payment.... FERS RS
SF 3109 Election of Coverage - FERS RS
SF 3110 Former Spouse's Consent to FERS Election RS
SF 3111 Request for Waiver, Extension, or Search - FERS RS
SF 3112 CSRS/FERS Documentation in Support of Disability Ret. RS
Appl.
SF 3112A Current/Former Spouses Notification RS
SF 3112B Supervisor's Statement RS
SF 3112C Physician's Statement RS




SF 3112D Agency Certification of Reassignment RS

SF 3112E Disability Retirement Application Checklist RS

SF 3116 Phased Employment/Phased Retirement Status Election RS

Pattern Letter 1 Agency Approval Letter RS-DRA
Pattern Letter 2 Agency Approval Letter - Separated RS-DRA
Pattern Letter 3 Reconsideration - Disallow RS-DRA
Pattern Letter 4 Notice of Untimeliness - Reconsideration RS-DRA
Pattern Letter 5 Waiver - Time Limit RS-DRA
Pattern Letter 6 Waiver - Time Limit - Two RS-DRA
Pattern Letter 7 Reply to Request for Reconsideration of Disallow RS-DRA
Pattern Letter 8 Reply to Request for Reconsideration of Disallow - Two RS-DRA
Pattern Letter 9 Reconsideration Withdrawal Letter RS-DRA
Pattern Letter 10 National Guard Technician Agency Approval Letter RS-DRA
Pattern Letter 1 Need Additional Information (RI 38-24) RS-RS&M
Pattern Letter 2 Change of Address Inquiry RS-RS&M
Pattern Letter 1 Self Plus One Letter RS-RE&S
Pattern Letter 1 COB Employee Approval Letter RS-Claims 1
Pattern Letter 2 COB Employee Denial Letter RS-Claims 1
Pattern Letter 1 Name Change Requested RS-CSG
Pattern Letter 2 Reemployed Annuitant - Request for Information RS-CSG
Pattern Letter 3 USDA Fax RS-CSG
Pattern Letter 4 USDA Debt RS-CSG
Pattern Letter 5 38-24 Need Additional Information RS-CSG
Pattern Letter 6 Information for Your Retirement Records (36-10-2) RS-CSG
Pattern Letter 7 All Deductions Refunded - New RS-CSG




Pattern Letter 8 36-28 RS-CSG
Pattern Letter 9 PRM Note RS-CSG
Pattern Letter 11 Request for Change to Unreduced Annuity (from ORION) RS-CSG
Pattern Letter 12 Request for Employment Information RS-CSG
(CMS-L564E)
Pattern Letter 13 Request for Employment Information: Claim for Disability | RS-CSG
(VA-21-4192)
Pattern Letter 14 Modified Benefit Formula Questionnaire - Employer RS-CSG
(SSA-58)
Pattern Letter 15 Employer Report of Special Wage Payments RS-CSG
(SSA-131)
Debt Management Letter CFO
Reclamation Letter CFO
Funds Management Letter CFO
IRS 1099 CFO, OCIO, CLIA
Credit Report SuitEA
Master Inappropriate Agency Adjudication Letter SuitEA
New-Converted
Master Inappropriate Agency Adjudication Letter New | SuitEA
for NASA
Master Inappropriate Agency Adjudication Letter New | SuitEA
for VA
Request for Determination or Advisory SuitEA
Agency Notification Letter; Removal re: Settlement of | SuitEA
Appealed Actions
Agency Notification Letter; Ineligible re: Settlement of | SUitEA
Appealed Actions
Investigative results; most often sent as Materials SuitEA
Relied Upon (MRU) package
IRS 1042 Annual Withholding Tax Return for U.S. Source OCIO

Income of Foreign Persons




W-2 Wage and Tax Statement OCIO
IRS 1095c¢ Employer-Provided Health Insurance Offer and OCIO
Coverage
Member records requested in connection with a HI
disputed claim or request for external review
Visit Access Letter FSEM
Letters of Accreditation FSEM
Earnings and Leave Statement ES/OPMHR
Verification of Health Insurance Coverage for Court ES/OPMHR
Ordered Coverage
SF 50 Notification of Personnel Action ES/OPMHR
SF 52 Request for Personnel Action ES/OPMHR
CMS-L564 Request for Employment Information ES/OPMHR
OPM1626 Application to Join the OPM Leave Bank ES/OPMHR
OPM1627 Leave Recipient Application Under the OPM ES/OPMHR
Voluntary Leave Bank Program
OPM 1459-B Performance Appraisal Form for OPM Employees ES/OPMHR
OPM 1459-E Supervisory Performance Agreement ES/OPMHR
OMB Control Public Service Loan Forgiveness (PSLF): Employment | ES/OPMHR
No. 1845-0110 Certification Form
CAl Federal Employee's Notice of Traumatic Injury and ES/OPMHR
Claim for Continuation of Pay/Compensation
CA?2 Notice of Occupational Disease and ES/OPMHR
Claim for Compensation
CA7 Claim for Compensation ES/OPMHR
SF 1150 Record of Leave Data ES/OPMHR
various Electronic Official Personnel Folder ES/OPMHR




INV 40 General Request for Investigative Information NBIB

INV 41 Request for Employment and Supervisor Information NBIB

INV 43 Request for Educational Registrar and Dean of NBIB
Students Records

INV 44 Request for Law Enforcement Data NBIB
Advanced NAC Status Report NBIB
Advanced NAC Report NBIB
Advanced Fingerprint Report NBIB
Case Closing Transmittal NBIB
Case Assignment Transmittal NBIB
Closed Incomplete Notice NBIB
Discontinued Cases NBIB

Coil Certificate of Investigation NBIB

79A Report of Agency Adjudicative Action NBIB

SF 86 Questionnaire for National Security Positions, to NBIB
include the general and medical releases

SF 85 Questionnaire for Non-Sensitive Positions, to include NBIB
the general release

SF 85P Questionnaire for Public Trust Positions, to include the | NBIB
general release

SF 85PS Supplemental Questionnaire for Selected Positions, NBIB

SF 171 Application for Federal Employment NBIB

OF 301 Declaration for Federal Employment NBIB

OF 612 Optional Application for Federal Employment NBIB

FIPC 391 Certification of Amended Investigation Form NBIB




OFI-16A Specific Release NBIB
Fair Credit Reporting Act Release NBIB

4506 T IRS Tax Release NBIB

FIPC 401 File Release Form NBIB

FIPC 402 Agency Adjudicative Action on FBI Post Appointment | NBIB
Arrest

FIPC 403 Duplicate Case Issue — Agency Adjudicative Action NBIB

FIPC 70B Investigative Record Amend NBIB

FIPC 62 Additional Processing on Closed Investigation NBIB

FIPC 230 SII Considered NBIB

FIPC 553 Reopen Request Form NBIB

FIPC 554 RSI Request Form NBIB

various Reports of Investigations NBIB

(including

previously listed

documents)

various Other Government agency records, provided to NBIB | NBIB

as part of the investigation process (e.g., FBI criminal
history report; FBI post-appointment arrest report;
investigations from other ISPs such as D/State; FBI
Name Check; and INS SAVE results)







Office of Personnel Management
Social Security Number Fraud Prevention Act of 2017
Initial Report to Congress — October 2017

l. Introduction

This report is being submitted to Congress pursuant to the Social Security Number Fraud
Prevention Act of 2017, Pub. L. 115-59 (Sept. 15, 2017). The Act prohibits agencies from
including an individual’s full Social Security number (SSN) on any document that is sent by mail
unless the head of the agency determines that including the SSN on the mailed document is
necessary. The effective date of the Act is five years from enactment, but includes periodic
reporting and other requirements leading up to its effective date.

This initial report includes information concerning documents that contain an individual’s full
SSN that the Office of Personnel Management (OPM) sent by mail in FY2017, as well as a plan
describing how OPM will comply with the requirements of the Act.

I, Legislative Language
The Social Security Number Fraud Prevention Act of 2017 provides, in relevant part, as follows:

(a) Restriction. An agency may not include the social security account number of an
individual on any document sent by mail unless the head of the agency determines
that the inclusion of the social security account number on the document is necessary.

(b) Regulations. Not later than 5 years after the date of the enactment of this Act, the
head of each CFO Act agency shall issue regulations specifying the circumstances
under which inclusion of a social security account number on a document sent by
mail is necessary. Such regulations shall include—

(1) instructions for the partial redaction of social security account numbers where
feasible; and

(2) a requirement that social security account numbers not be visible on the
outside of any package sent by mail.

(c) Report. Not later than 30 days after the date of the enactment of this Act, and not later
than the first, second, third, fourth, and fifth-year anniversary of such date of
enactment, the head of each CFO Act agency shall submit to the Committee on Ways



and Means and the Committee on Oversight and Government Reform of the House of
Representatives, the Committee on Finance and the Committee on Homeland
Security and Governmental Affairs of the Senate, and any other appropriate
authorizing committees of the House of Representatives and the Senate, a report on
the implementation of subsection (a) that includes the following:

(1) The title and identification number of any document used by the CFO Act
agency during the previous year that includes the complete social security
account number of an individual.

(2) For the first report submitted, a plan that describes how the CFO Act agency
will comply with the requirements of subsection (a).

(3) For the final report submitted, the title and identification number of each
document used by the CFO Act agency for which the head of the agency has
determined, in accordance with regulations issued pursuant to subsection (b),
that the inclusion of a social security account number on such document is
necessary, and the rationale for such determination.

(4) For any other report that is not the first or final report submitted, an update on
the implementation of the plan described under paragraph (2).

*kk*k

(e) Effective date. Subsection (a) shall apply with respect to any document sent by mail
on or after the date that is 5 years after the date of the enactment of this Act.

I11.  Documents Sent by Mail Containing Full SSN

Appendix A to this report contains an inventory of OPM documents that include an individual’s
full SSN and are sent by mail. For purposes of this report, we are interpreting “mail” to refer to
the United States Postal Service and not include other means of sending paper documents, such
as United Parcel Service or FedEx. Documents that contain an individual’s full SSN that are sent
electronically, such as by email, also are not included here.

In addition to the documents referenced in Appendix A, OPM may send other documents that
contain a full SSN by mail in response to Privacy Act requests. This may occur when
individuals request information about themselves under the Privacy Act, 5 U.S.C. § 552a. In
those instances, if the requested records include documents with a full SSN, there is no basis to
redact that information and it will be provided, often by mail, to the requester.



Appendix A also includes forms that OPM may send blank, but require that the recipient provide
the information requested, including full SSN. The recipients of these documents generally fill
them out and mail them back to OPM.

IV.  Implementation Plan

In order to comply with the Act’s prohibition on sending documents that contain full SSN by
mail unless the OPM Director determines that the inclusion of the SSN is necessary, OPM will
take the following steps:

e Compile a comprehensive inventory of documents that include full SSN and are sent
by mail;

e Develop criteria for determining whether it is necessary to include the full SSN on a
document sent by mail,

e Evaluate, for each document, whether the full SSN must be included on the document
or whether it can be redacted in whole or in part;

e Determine, for each document, whether it can be sent by another means, such as UPS
or FedEx (which would permit tracking in the event of a loss) or secure electronic
transmission (such as encrypted email); and

e Develop a mechanism to record and maintain all decisions regarding whether it is
necessary to include the full SSN on each document that is sent by mail.



Appendix A: Documents Sent By Mail that Include Full Social Security Number

Identifying Document Title OPM
Number Organization
Rl 16-028 Authorization for Direct Payments RS
RI 20-007 Representative Payee Application RS
RI120-008 Need OWCP Status RS
RI 20-017 Certification of Annuity Award RS
RI 20-023 Verification of Service RS
RI 20-037 Information Needed from Another Agency RS
RI 20-038 Request Records from National Personnel Records Center RS
RI 20-046 Information Requested Regarding a Reemployed Annuitant | RS
RI 20-063 Survivor Annuity for A Spouse RS
RI 20-064A Former Spouse Survivor Annuity Election RS
RI 20-077 Verification of U.S. Military Svc RS
RI 20-081 Request for Additional Information RS
RI 20-089 Verification of Retired Pay Status RS
R120-094 Statement CSRS/FERS Annuitants or Survivors RS
RI 20-097 Estimated Earnings During Military Service RS
R120-124 Cert of Service Performed as a Law Enforcement Officer, RS
Firefighter, Nuclear
RI 20-126 Certification of Qualifying DC Service Under Sect. 1905 of | RS
PL 111-84
RI 25-014 Self-Certification of FT School Attendance RS
RI125-032 Need Info to Process Death Benefits RS
RI 25-041 Initial Certification of FT School Attendance RS




RI1 25-045 Verification MRP Status for Survivors of Deceased Federal | RS
Employees
RI 25-049 Verification of FT School Attendance RS
RI 25-051 CSRS Survivor Annuitant Express Pay App for Death RS
Benefits
RI30-010 Disabled Dependent Questionnaire RS
RI1 30-011 The Dependent Named May Be Eligible RS
RI 34-001 Financial Resources Questionnaire RS
RI1 34-017 Financial Resources Questionnaire - FEGLI RS
RI134-018 Financial Resources Questionnaire - FEHB RS
RI 36-021 A Former Employee May be Indebted to Your Agency RS
RI 36-022 Your Request for Recovery of Debt is Unacceptable RS
RI 36-059 Request Access to Open Edition UNIX on OPM SYSPLEX | RS
RI138-024 More Information Needed RS
RI 38-031 We Need More Information About Your Missing Payment RS
RI 38-033 Request for Verification of OASDI Eligibility RS
RI 38-039 Request for Individual Retirement Record RS
RI 38-045 More Information Needed for the Person Named Below RS
RI1 38-049 Correction Needed to Individual Retirement Record RS
RI 38-055 General Information About Court Awarded Benefits: CSRS | RS
& FERS
RI 38-075 Verification of Annuity RS
RI 38-084 Report Allegation of Suspected Fraud/Wrongdoing RS
RI 38-107 Verification of Who is Getting Payments RS
RI 38-115 Representative Payee Survey RS
RI 38-117 Rollover Election RS




RI 38-122 Alternative Annuity and Rollover Election RS
RI 38-124 Voluntary Contributions Election RS
RI 38-146 Request for OPF RS
RI 38-147 Verification of Who is Getting Payments RS
RI 75-005 Disabled Family Member Eligible for HB RS
RI 76-003 More Information Needed to Determine Group LI RS
R1 76-009 Certification of Insurance Status Deceased Annuitant RS
Compensation
RI 76-010 Assignment - FEGLI RS
RI 76-013 Notice to OWCP of Life Insurance Elections RS
RI 76-015 Convert Option C Life Insurance RS
R1 76-027 Life Insurance Election Deceased Annuitant or RS
Compensationer Not Insured
R179-008 Your Immediate Action Is Needed RS
RI 79-009 Health Benefits Cancellation/Suspension Confirmation RS
RI192-017 Request for Unused Sick Leave Balance RS
R192-019 Application for Deferred/Postponed Retirement RS
RI 92-025A Foreign Service Dep Election RS
RI 94-007 Death Benefit Payment Rollover Election Form - FERS RS
CSA 1099R Statement of Annuity Paid (Form 1099-R [Treasury/IRS**]) | RS
CSF 1099R Statement of Survivor Annuity Paid (Form 1099-R RS
[Treasury/IRS**])
FEG6 Claim for Death Benefits - FEGLI RS
FE6-Dep OFEGLI Statement Claim Option C RS
FE7 Claim for Dismember Benefits - FEGLI RS
FE8-C Election of Living Benefit - FEGLI RS
OPM 1496 Application for Deferred Retirement (Separations before RS




9/20/1956)

OPM 1496A Application for Deferred Retirement (Separations after RS
10/1/1956)
OPM 1538 Statement Regarding Former Spouse RS
OPM 2809 Health Benefits Election Form RS
SF 0050 Personnel Action RS
SF 0127 Request for OPF
SF 0180 Request Pertaining to Military Records RS
SF 2800 Application for Death Benefits - CSRS RS
SF 2800A Documentation and Elections in Support of Appl. For Death | RS
Benefits
SF 2801 Application for Immediate Retirement - CSRS RS
SF 2801-1 Certified Summary of Federal Service RS
SF 2801-2 Survivor Consent Form RS
SF 2802 Application for Refund of Retirement Deductions - CSRS RS
SF 2802A Current/Former Spouse's Notification of Appl. For Refund RS
of Retirement Deduction
SF 2803 Application to Make Deposit - CSRS RS
SF 2804 Application to Make Voluntary Contributions - CSRS RS
SF 2805 Request for Recovery of Debt Due the US RS
SF 2806 Individual Retirement Record - CSRS RS
SF 2806-1 Notice of Correction of Individual Retirement Record - RS
CSRS
SF 2808 Designation of Beneficiary - CSRS RS
SF 2809 Health Benefits Election Form RS
SF 2810 Notice of Change in HB Enrollment RS
SF 2817 (SF 176/SF 176T) Life Insurance Election - FEGLI RS
SF 2818 Continuation of LI Coverage - FEGLI RS




SF 2819 Notice of Conversion - FEGLI RS
SF 2820 (SF 49) Employee's Retired Status RS
SF 2821 (SF 56) Agency Certification of Insurance Status - FEGLI RS
SF 2822 Request for Insurance - FEGLI RS
SF 2823 (SF 54) Designation of Beneficiary - FEGLI RS
SF 3100 Individual Retirement Record - FERS RS
SF 3101 Notice of Correction of Individual Retirement Record - RS
FERS
SF 3102 Designation of Beneficiary - FERS RS
SF 3104 Application for Death Benefits - FERS RS
SF 3104B Documentation and Elections: Support of Appl. For Death RS
Benefits - FERS
SF 3106 Application for Refund of Retirement Deductions - FERS RS
SF 3106A Current/Former Spouse's Notification of Appl. For Refund RS
of Ret. Ded. - FERS
SF 3107 Application for Immediate Retirement - FERS RS
SF 3107-1 Certified Summary of Federal Service - FERS RS
SF 3107-2 Spouse's Consent to Survivor Election - FERS RS
SF 3108 Application to Make Service Credit Payment.... FERS RS
SF 3109 Election of Coverage - FERS RS
SF 3110 Former Spouse's Consent to FERS Election RS
SF 3111 Request for Waiver, Extension, or Search - FERS RS
SF 3112 CSRS/FERS Documentation in Support of Disability Ret. RS
Appl.
SF 3112A Current/Former Spouses Notification RS
SF 3112B Supervisor's Statement RS
SF 3112C Physician's Statement RS




SF 3112D Agency Certification of Reassignment RS

SF 3112E Disability Retirement Application Checklist RS

SF 3116 Phased Employment/Phased Retirement Status Election RS

Pattern Letter 1 Agency Approval Letter RS-DRA
Pattern Letter 2 Agency Approval Letter - Separated RS-DRA
Pattern Letter 3 Reconsideration - Disallow RS-DRA
Pattern Letter 4 Notice of Untimeliness - Reconsideration RS-DRA
Pattern Letter 5 Waiver - Time Limit RS-DRA
Pattern Letter 6 Waiver - Time Limit - Two RS-DRA
Pattern Letter 7 Reply to Request for Reconsideration of Disallow RS-DRA
Pattern Letter 8 Reply to Request for Reconsideration of Disallow - Two RS-DRA
Pattern Letter 9 Reconsideration Withdrawal Letter RS-DRA
Pattern Letter 10 National Guard Technician Agency Approval Letter RS-DRA
Pattern Letter 1 Need Additional Information (RI 38-24) RS-RS&M
Pattern Letter 2 Change of Address Inquiry RS-RS&M
Pattern Letter 1 Self Plus One Letter RS-RE&S
Pattern Letter 1 COB Employee Approval Letter RS-Claims 1
Pattern Letter 2 COB Employee Denial Letter RS-Claims 1
Pattern Letter 1 Name Change Requested RS-CSG
Pattern Letter 2 Reemployed Annuitant - Request for Information RS-CSG
Pattern Letter 3 USDA Fax RS-CSG
Pattern Letter 4 USDA Debt RS-CSG
Pattern Letter 5 38-24 Need Additional Information RS-CSG
Pattern Letter 6 Information for Your Retirement Records (36-10-2) RS-CSG
Pattern Letter 7 All Deductions Refunded - New RS-CSG




Pattern Letter 8 36-28 RS-CSG
Pattern Letter 9 PRM Note RS-CSG
Pattern Letter 11 Request for Change to Unreduced Annuity (from ORION) RS-CSG
Pattern Letter 12 Request for Employment Information RS-CSG
(CMS-L564E)
Pattern Letter 13 Request for Employment Information: Claim for Disability | RS-CSG
(VA-21-4192)
Pattern Letter 14 Modified Benefit Formula Questionnaire - Employer RS-CSG
(SSA-58)
Pattern Letter 15 Employer Report of Special Wage Payments RS-CSG
(SSA-131)
Debt Management Letter CFO
Reclamation Letter CFO
Funds Management Letter CFO
IRS 1099 CFO, OCIO, CLIA
Credit Report SuitEA
Master Inappropriate Agency Adjudication Letter SuitEA
New-Converted
Master Inappropriate Agency Adjudication Letter New | SuitEA
for NASA
Master Inappropriate Agency Adjudication Letter New | SuitEA
for VA
Request for Determination or Advisory SuitEA
Agency Notification Letter; Removal re: Settlement of | SuitEA
Appealed Actions
Agency Notification Letter; Ineligible re: Settlement of | SUitEA
Appealed Actions
Investigative results; most often sent as Materials SuitEA
Relied Upon (MRU) package
IRS 1042 Annual Withholding Tax Return for U.S. Source OCIO

Income of Foreign Persons




W-2 Wage and Tax Statement OCIO
IRS 1095c¢ Employer-Provided Health Insurance Offer and OCIO
Coverage
Member records requested in connection with a HI
disputed claim or request for external review
Visit Access Letter FSEM
Letters of Accreditation FSEM
Earnings and Leave Statement ES/OPMHR
Verification of Health Insurance Coverage for Court ES/OPMHR
Ordered Coverage
SF 50 Notification of Personnel Action ES/OPMHR
SF 52 Request for Personnel Action ES/OPMHR
CMS-L564 Request for Employment Information ES/OPMHR
OPM1626 Application to Join the OPM Leave Bank ES/OPMHR
OPM1627 Leave Recipient Application Under the OPM ES/OPMHR
Voluntary Leave Bank Program
OPM 1459-B Performance Appraisal Form for OPM Employees ES/OPMHR
OPM 1459-E Supervisory Performance Agreement ES/OPMHR
OMB Control Public Service Loan Forgiveness (PSLF): Employment | ES/OPMHR
No. 1845-0110 Certification Form
CAl Federal Employee's Notice of Traumatic Injury and ES/OPMHR
Claim for Continuation of Pay/Compensation
CA?2 Notice of Occupational Disease and ES/OPMHR
Claim for Compensation
CA7 Claim for Compensation ES/OPMHR
SF 1150 Record of Leave Data ES/OPMHR
various Electronic Official Personnel Folder ES/OPMHR




INV 40 General Request for Investigative Information NBIB

INV 41 Request for Employment and Supervisor Information NBIB

INV 43 Request for Educational Registrar and Dean of NBIB
Students Records

INV 44 Request for Law Enforcement Data NBIB
Advanced NAC Status Report NBIB
Advanced NAC Report NBIB
Advanced Fingerprint Report NBIB
Case Closing Transmittal NBIB
Case Assignment Transmittal NBIB
Closed Incomplete Notice NBIB
Discontinued Cases NBIB

Coil Certificate of Investigation NBIB

79A Report of Agency Adjudicative Action NBIB

SF 86 Questionnaire for National Security Positions, to NBIB
include the general and medical releases

SF 85 Questionnaire for Non-Sensitive Positions, to include NBIB
the general release

SF 85P Questionnaire for Public Trust Positions, to include the | NBIB
general release

SF 85PS Supplemental Questionnaire for Selected Positions, NBIB

SF 171 Application for Federal Employment NBIB

OF 301 Declaration for Federal Employment NBIB

OF 612 Optional Application for Federal Employment NBIB

FIPC 391 Certification of Amended Investigation Form NBIB




OFI-16A Specific Release NBIB
Fair Credit Reporting Act Release NBIB

4506 T IRS Tax Release NBIB

FIPC 401 File Release Form NBIB

FIPC 402 Agency Adjudicative Action on FBI Post Appointment | NBIB
Arrest

FIPC 403 Duplicate Case Issue — Agency Adjudicative Action NBIB

FIPC 70B Investigative Record Amend NBIB

FIPC 62 Additional Processing on Closed Investigation NBIB

FIPC 230 SII Considered NBIB

FIPC 553 Reopen Request Form NBIB

FIPC 554 RSI Request Form NBIB

various Reports of Investigations NBIB

(including

previously listed

documents)

various Other Government agency records, provided to NBIB | NBIB

as part of the investigation process (e.g., FBI criminal
history report; FBI post-appointment arrest report;
investigations from other ISPs such as D/State; FBI
Name Check; and INS SAVE results)







Office of Personnel Management
Social Security Number Fraud Prevention Act of 2017
Initial Report to Congress — October 2017

l. Introduction

This report is being submitted to Congress pursuant to the Social Security Number Fraud
Prevention Act of 2017, Pub. L. 115-59 (Sept. 15, 2017). The Act prohibits agencies from
including an individual’s full Social Security number (SSN) on any document that is sent by mail
unless the head of the agency determines that including the SSN on the mailed document is
necessary. The effective date of the Act is five years from enactment, but includes periodic
reporting and other requirements leading up to its effective date.

This initial report includes information concerning documents that contain an individual’s full
SSN that the Office of Personnel Management (OPM) sent by mail in FY2017, as well as a plan
describing how OPM will comply with the requirements of the Act.

I, Legislative Language
The Social Security Number Fraud Prevention Act of 2017 provides, in relevant part, as follows:

(a) Restriction. An agency may not include the social security account number of an
individual on any document sent by mail unless the head of the agency determines
that the inclusion of the social security account number on the document is necessary.

(b) Regulations. Not later than 5 years after the date of the enactment of this Act, the
head of each CFO Act agency shall issue regulations specifying the circumstances
under which inclusion of a social security account number on a document sent by
mail is necessary. Such regulations shall include—

(1) instructions for the partial redaction of social security account numbers where
feasible; and

(2) a requirement that social security account numbers not be visible on the
outside of any package sent by mail.

(c) Report. Not later than 30 days after the date of the enactment of this Act, and not later
than the first, second, third, fourth, and fifth-year anniversary of such date of
enactment, the head of each CFO Act agency shall submit to the Committee on Ways



and Means and the Committee on Oversight and Government Reform of the House of
Representatives, the Committee on Finance and the Committee on Homeland
Security and Governmental Affairs of the Senate, and any other appropriate
authorizing committees of the House of Representatives and the Senate, a report on
the implementation of subsection (a) that includes the following:

(1) The title and identification number of any document used by the CFO Act
agency during the previous year that includes the complete social security
account number of an individual.

(2) For the first report submitted, a plan that describes how the CFO Act agency
will comply with the requirements of subsection (a).

(3) For the final report submitted, the title and identification number of each
document used by the CFO Act agency for which the head of the agency has
determined, in accordance with regulations issued pursuant to subsection (b),
that the inclusion of a social security account number on such document is
necessary, and the rationale for such determination.

(4) For any other report that is not the first or final report submitted, an update on
the implementation of the plan described under paragraph (2).

*kk*k

(e) Effective date. Subsection (a) shall apply with respect to any document sent by mail
on or after the date that is 5 years after the date of the enactment of this Act.

I11.  Documents Sent by Mail Containing Full SSN

Appendix A to this report contains an inventory of OPM documents that include an individual’s
full SSN and are sent by mail. For purposes of this report, we are interpreting “mail” to refer to
the United States Postal Service and not include other means of sending paper documents, such
as United Parcel Service or FedEx. Documents that contain an individual’s full SSN that are sent
electronically, such as by email, also are not included here.

In addition to the documents referenced in Appendix A, OPM may send other documents that
contain a full SSN by mail in response to Privacy Act requests. This may occur when
individuals request information about themselves under the Privacy Act, 5 U.S.C. § 552a. In
those instances, if the requested records include documents with a full SSN, there is no basis to
redact that information and it will be provided, often by mail, to the requester.



Appendix A also includes forms that OPM may send blank, but require that the recipient provide
the information requested, including full SSN. The recipients of these documents generally fill
them out and mail them back to OPM.

IV.  Implementation Plan

In order to comply with the Act’s prohibition on sending documents that contain full SSN by
mail unless the OPM Director determines that the inclusion of the SSN is necessary, OPM will
take the following steps:

e Compile a comprehensive inventory of documents that include full SSN and are sent
by mail;

e Develop criteria for determining whether it is necessary to include the full SSN on a
document sent by mail,

e Evaluate, for each document, whether the full SSN must be included on the document
or whether it can be redacted in whole or in part;

e Determine, for each document, whether it can be sent by another means, such as UPS
or FedEx (which would permit tracking in the event of a loss) or secure electronic
transmission (such as encrypted email); and

e Develop a mechanism to record and maintain all decisions regarding whether it is
necessary to include the full SSN on each document that is sent by mail.



Appendix A: Documents Sent By Mail that Include Full Social Security Number

Identifying Document Title OPM
Number Organization
Rl 16-028 Authorization for Direct Payments RS
RI 20-007 Representative Payee Application RS
RI120-008 Need OWCP Status RS
RI 20-017 Certification of Annuity Award RS
RI 20-023 Verification of Service RS
RI 20-037 Information Needed from Another Agency RS
RI 20-038 Request Records from National Personnel Records Center RS
RI 20-046 Information Requested Regarding a Reemployed Annuitant | RS
RI 20-063 Survivor Annuity for A Spouse RS
RI 20-064A Former Spouse Survivor Annuity Election RS
RI 20-077 Verification of U.S. Military Svc RS
RI 20-081 Request for Additional Information RS
RI 20-089 Verification of Retired Pay Status RS
R120-094 Statement CSRS/FERS Annuitants or Survivors RS
RI 20-097 Estimated Earnings During Military Service RS
R120-124 Cert of Service Performed as a Law Enforcement Officer, RS
Firefighter, Nuclear
RI 20-126 Certification of Qualifying DC Service Under Sect. 1905 of | RS
PL 111-84
RI 25-014 Self-Certification of FT School Attendance RS
RI125-032 Need Info to Process Death Benefits RS
RI 25-041 Initial Certification of FT School Attendance RS




RI1 25-045 Verification MRP Status for Survivors of Deceased Federal | RS
Employees
RI 25-049 Verification of FT School Attendance RS
RI 25-051 CSRS Survivor Annuitant Express Pay App for Death RS
Benefits
RI30-010 Disabled Dependent Questionnaire RS
RI1 30-011 The Dependent Named May Be Eligible RS
RI 34-001 Financial Resources Questionnaire RS
RI1 34-017 Financial Resources Questionnaire - FEGLI RS
RI134-018 Financial Resources Questionnaire - FEHB RS
RI 36-021 A Former Employee May be Indebted to Your Agency RS
RI 36-022 Your Request for Recovery of Debt is Unacceptable RS
RI 36-059 Request Access to Open Edition UNIX on OPM SYSPLEX | RS
RI138-024 More Information Needed RS
RI 38-031 We Need More Information About Your Missing Payment RS
RI 38-033 Request for Verification of OASDI Eligibility RS
RI 38-039 Request for Individual Retirement Record RS
RI 38-045 More Information Needed for the Person Named Below RS
RI1 38-049 Correction Needed to Individual Retirement Record RS
RI 38-055 General Information About Court Awarded Benefits: CSRS | RS
& FERS
RI 38-075 Verification of Annuity RS
RI 38-084 Report Allegation of Suspected Fraud/Wrongdoing RS
RI 38-107 Verification of Who is Getting Payments RS
RI 38-115 Representative Payee Survey RS
RI 38-117 Rollover Election RS




RI 38-122 Alternative Annuity and Rollover Election RS
RI 38-124 Voluntary Contributions Election RS
RI 38-146 Request for OPF RS
RI 38-147 Verification of Who is Getting Payments RS
RI 75-005 Disabled Family Member Eligible for HB RS
RI 76-003 More Information Needed to Determine Group LI RS
R1 76-009 Certification of Insurance Status Deceased Annuitant RS
Compensation
RI 76-010 Assignment - FEGLI RS
RI 76-013 Notice to OWCP of Life Insurance Elections RS
RI 76-015 Convert Option C Life Insurance RS
R1 76-027 Life Insurance Election Deceased Annuitant or RS
Compensationer Not Insured
R179-008 Your Immediate Action Is Needed RS
RI 79-009 Health Benefits Cancellation/Suspension Confirmation RS
RI192-017 Request for Unused Sick Leave Balance RS
R192-019 Application for Deferred/Postponed Retirement RS
RI 92-025A Foreign Service Dep Election RS
RI 94-007 Death Benefit Payment Rollover Election Form - FERS RS
CSA 1099R Statement of Annuity Paid (Form 1099-R [Treasury/IRS**]) | RS
CSF 1099R Statement of Survivor Annuity Paid (Form 1099-R RS
[Treasury/IRS**])
FEG6 Claim for Death Benefits - FEGLI RS
FE6-Dep OFEGLI Statement Claim Option C RS
FE7 Claim for Dismember Benefits - FEGLI RS
FE8-C Election of Living Benefit - FEGLI RS
OPM 1496 Application for Deferred Retirement (Separations before RS




9/20/1956)

OPM 1496A Application for Deferred Retirement (Separations after RS
10/1/1956)
OPM 1538 Statement Regarding Former Spouse RS
OPM 2809 Health Benefits Election Form RS
SF 0050 Personnel Action RS
SF 0127 Request for OPF
SF 0180 Request Pertaining to Military Records RS
SF 2800 Application for Death Benefits - CSRS RS
SF 2800A Documentation and Elections in Support of Appl. For Death | RS
Benefits
SF 2801 Application for Immediate Retirement - CSRS RS
SF 2801-1 Certified Summary of Federal Service RS
SF 2801-2 Survivor Consent Form RS
SF 2802 Application for Refund of Retirement Deductions - CSRS RS
SF 2802A Current/Former Spouse's Notification of Appl. For Refund RS
of Retirement Deduction
SF 2803 Application to Make Deposit - CSRS RS
SF 2804 Application to Make Voluntary Contributions - CSRS RS
SF 2805 Request for Recovery of Debt Due the US RS
SF 2806 Individual Retirement Record - CSRS RS
SF 2806-1 Notice of Correction of Individual Retirement Record - RS
CSRS
SF 2808 Designation of Beneficiary - CSRS RS
SF 2809 Health Benefits Election Form RS
SF 2810 Notice of Change in HB Enrollment RS
SF 2817 (SF 176/SF 176T) Life Insurance Election - FEGLI RS
SF 2818 Continuation of LI Coverage - FEGLI RS




SF 2819 Notice of Conversion - FEGLI RS
SF 2820 (SF 49) Employee's Retired Status RS
SF 2821 (SF 56) Agency Certification of Insurance Status - FEGLI RS
SF 2822 Request for Insurance - FEGLI RS
SF 2823 (SF 54) Designation of Beneficiary - FEGLI RS
SF 3100 Individual Retirement Record - FERS RS
SF 3101 Notice of Correction of Individual Retirement Record - RS
FERS
SF 3102 Designation of Beneficiary - FERS RS
SF 3104 Application for Death Benefits - FERS RS
SF 3104B Documentation and Elections: Support of Appl. For Death RS
Benefits - FERS
SF 3106 Application for Refund of Retirement Deductions - FERS RS
SF 3106A Current/Former Spouse's Notification of Appl. For Refund RS
of Ret. Ded. - FERS
SF 3107 Application for Immediate Retirement - FERS RS
SF 3107-1 Certified Summary of Federal Service - FERS RS
SF 3107-2 Spouse's Consent to Survivor Election - FERS RS
SF 3108 Application to Make Service Credit Payment.... FERS RS
SF 3109 Election of Coverage - FERS RS
SF 3110 Former Spouse's Consent to FERS Election RS
SF 3111 Request for Waiver, Extension, or Search - FERS RS
SF 3112 CSRS/FERS Documentation in Support of Disability Ret. RS
Appl.
SF 3112A Current/Former Spouses Notification RS
SF 3112B Supervisor's Statement RS
SF 3112C Physician's Statement RS




SF 3112D Agency Certification of Reassignment RS

SF 3112E Disability Retirement Application Checklist RS

SF 3116 Phased Employment/Phased Retirement Status Election RS

Pattern Letter 1 Agency Approval Letter RS-DRA
Pattern Letter 2 Agency Approval Letter - Separated RS-DRA
Pattern Letter 3 Reconsideration - Disallow RS-DRA
Pattern Letter 4 Notice of Untimeliness - Reconsideration RS-DRA
Pattern Letter 5 Waiver - Time Limit RS-DRA
Pattern Letter 6 Waiver - Time Limit - Two RS-DRA
Pattern Letter 7 Reply to Request for Reconsideration of Disallow RS-DRA
Pattern Letter 8 Reply to Request for Reconsideration of Disallow - Two RS-DRA
Pattern Letter 9 Reconsideration Withdrawal Letter RS-DRA
Pattern Letter 10 National Guard Technician Agency Approval Letter RS-DRA
Pattern Letter 1 Need Additional Information (RI 38-24) RS-RS&M
Pattern Letter 2 Change of Address Inquiry RS-RS&M
Pattern Letter 1 Self Plus One Letter RS-RE&S
Pattern Letter 1 COB Employee Approval Letter RS-Claims 1
Pattern Letter 2 COB Employee Denial Letter RS-Claims 1
Pattern Letter 1 Name Change Requested RS-CSG
Pattern Letter 2 Reemployed Annuitant - Request for Information RS-CSG
Pattern Letter 3 USDA Fax RS-CSG
Pattern Letter 4 USDA Debt RS-CSG
Pattern Letter 5 38-24 Need Additional Information RS-CSG
Pattern Letter 6 Information for Your Retirement Records (36-10-2) RS-CSG
Pattern Letter 7 All Deductions Refunded - New RS-CSG




Pattern Letter 8 36-28 RS-CSG
Pattern Letter 9 PRM Note RS-CSG
Pattern Letter 11 Request for Change to Unreduced Annuity (from ORION) RS-CSG
Pattern Letter 12 Request for Employment Information RS-CSG
(CMS-L564E)
Pattern Letter 13 Request for Employment Information: Claim for Disability | RS-CSG
(VA-21-4192)
Pattern Letter 14 Modified Benefit Formula Questionnaire - Employer RS-CSG
(SSA-58)
Pattern Letter 15 Employer Report of Special Wage Payments RS-CSG
(SSA-131)
Debt Management Letter CFO
Reclamation Letter CFO
Funds Management Letter CFO
IRS 1099 CFO, OCIO, CLIA
Credit Report SuitEA
Master Inappropriate Agency Adjudication Letter SuitEA
New-Converted
Master Inappropriate Agency Adjudication Letter New | SuitEA
for NASA
Master Inappropriate Agency Adjudication Letter New | SuitEA
for VA
Request for Determination or Advisory SuitEA
Agency Notification Letter; Removal re: Settlement of | SuitEA
Appealed Actions
Agency Notification Letter; Ineligible re: Settlement of | SUitEA
Appealed Actions
Investigative results; most often sent as Materials SuitEA
Relied Upon (MRU) package
IRS 1042 Annual Withholding Tax Return for U.S. Source OCIO

Income of Foreign Persons




W-2 Wage and Tax Statement OCIO
IRS 1095c¢ Employer-Provided Health Insurance Offer and OCIO
Coverage
Member records requested in connection with a HI
disputed claim or request for external review
Visit Access Letter FSEM
Letters of Accreditation FSEM
Earnings and Leave Statement ES/OPMHR
Verification of Health Insurance Coverage for Court ES/OPMHR
Ordered Coverage
SF 50 Notification of Personnel Action ES/OPMHR
SF 52 Request for Personnel Action ES/OPMHR
CMS-L564 Request for Employment Information ES/OPMHR
OPM1626 Application to Join the OPM Leave Bank ES/OPMHR
OPM1627 Leave Recipient Application Under the OPM ES/OPMHR
Voluntary Leave Bank Program
OPM 1459-B Performance Appraisal Form for OPM Employees ES/OPMHR
OPM 1459-E Supervisory Performance Agreement ES/OPMHR
OMB Control Public Service Loan Forgiveness (PSLF): Employment | ES/OPMHR
No. 1845-0110 Certification Form
CAl Federal Employee's Notice of Traumatic Injury and ES/OPMHR
Claim for Continuation of Pay/Compensation
CA?2 Notice of Occupational Disease and ES/OPMHR
Claim for Compensation
CA7 Claim for Compensation ES/OPMHR
SF 1150 Record of Leave Data ES/OPMHR
various Electronic Official Personnel Folder ES/OPMHR




INV 40 General Request for Investigative Information NBIB

INV 41 Request for Employment and Supervisor Information NBIB

INV 43 Request for Educational Registrar and Dean of NBIB
Students Records

INV 44 Request for Law Enforcement Data NBIB
Advanced NAC Status Report NBIB
Advanced NAC Report NBIB
Advanced Fingerprint Report NBIB
Case Closing Transmittal NBIB
Case Assignment Transmittal NBIB
Closed Incomplete Notice NBIB
Discontinued Cases NBIB

Coil Certificate of Investigation NBIB

79A Report of Agency Adjudicative Action NBIB

SF 86 Questionnaire for National Security Positions, to NBIB
include the general and medical releases

SF 85 Questionnaire for Non-Sensitive Positions, to include NBIB
the general release

SF 85P Questionnaire for Public Trust Positions, to include the | NBIB
general release

SF 85PS Supplemental Questionnaire for Selected Positions, NBIB

SF 171 Application for Federal Employment NBIB

OF 301 Declaration for Federal Employment NBIB

OF 612 Optional Application for Federal Employment NBIB

FIPC 391 Certification of Amended Investigation Form NBIB




OFI-16A Specific Release NBIB
Fair Credit Reporting Act Release NBIB

4506 T IRS Tax Release NBIB

FIPC 401 File Release Form NBIB

FIPC 402 Agency Adjudicative Action on FBI Post Appointment | NBIB
Arrest

FIPC 403 Duplicate Case Issue — Agency Adjudicative Action NBIB

FIPC 70B Investigative Record Amend NBIB

FIPC 62 Additional Processing on Closed Investigation NBIB

FIPC 230 SII Considered NBIB

FIPC 553 Reopen Request Form NBIB

FIPC 554 RSI Request Form NBIB

various Reports of Investigations NBIB

(including

previously listed

documents)

various Other Government agency records, provided to NBIB | NBIB

as part of the investigation process (e.g., FBI criminal
history report; FBI post-appointment arrest report;
investigations from other ISPs such as D/State; FBI
Name Check; and INS SAVE results)







Office of Personnel Management
Social Security Number Fraud Prevention Act of 2017
Initial Report to Congress — October 2017

l. Introduction

This report is being submitted to Congress pursuant to the Social Security Number Fraud
Prevention Act of 2017, Pub. L. 115-59 (Sept. 15, 2017). The Act prohibits agencies from
including an individual’s full Social Security number (SSN) on any document that is sent by mail
unless the head of the agency determines that including the SSN on the mailed document is
necessary. The effective date of the Act is five years from enactment, but includes periodic
reporting and other requirements leading up to its effective date.

This initial report includes information concerning documents that contain an individual’s full
SSN that the Office of Personnel Management (OPM) sent by mail in FY2017, as well as a plan
describing how OPM will comply with the requirements of the Act.

I, Legislative Language
The Social Security Number Fraud Prevention Act of 2017 provides, in relevant part, as follows:

(a) Restriction. An agency may not include the social security account number of an
individual on any document sent by mail unless the head of the agency determines
that the inclusion of the social security account number on the document is necessary.

(b) Regulations. Not later than 5 years after the date of the enactment of this Act, the
head of each CFO Act agency shall issue regulations specifying the circumstances
under which inclusion of a social security account number on a document sent by
mail is necessary. Such regulations shall include—

(1) instructions for the partial redaction of social security account numbers where
feasible; and

(2) a requirement that social security account numbers not be visible on the
outside of any package sent by mail.

(c) Report. Not later than 30 days after the date of the enactment of this Act, and not later
than the first, second, third, fourth, and fifth-year anniversary of such date of
enactment, the head of each CFO Act agency shall submit to the Committee on Ways



and Means and the Committee on Oversight and Government Reform of the House of
Representatives, the Committee on Finance and the Committee on Homeland
Security and Governmental Affairs of the Senate, and any other appropriate
authorizing committees of the House of Representatives and the Senate, a report on
the implementation of subsection (a) that includes the following:

(1) The title and identification number of any document used by the CFO Act
agency during the previous year that includes the complete social security
account number of an individual.

(2) For the first report submitted, a plan that describes how the CFO Act agency
will comply with the requirements of subsection (a).

(3) For the final report submitted, the title and identification number of each
document used by the CFO Act agency for which the head of the agency has
determined, in accordance with regulations issued pursuant to subsection (b),
that the inclusion of a social security account number on such document is
necessary, and the rationale for such determination.

(4) For any other report that is not the first or final report submitted, an update on
the implementation of the plan described under paragraph (2).

*kk*k

(e) Effective date. Subsection (a) shall apply with respect to any document sent by mail
on or after the date that is 5 years after the date of the enactment of this Act.

I11.  Documents Sent by Mail Containing Full SSN

Appendix A to this report contains an inventory of OPM documents that include an individual’s
full SSN and are sent by mail. For purposes of this report, we are interpreting “mail” to refer to
the United States Postal Service and not include other means of sending paper documents, such
as United Parcel Service or FedEx. Documents that contain an individual’s full SSN that are sent
electronically, such as by email, also are not included here.

In addition to the documents referenced in Appendix A, OPM may send other documents that
contain a full SSN by mail in response to Privacy Act requests. This may occur when
individuals request information about themselves under the Privacy Act, 5 U.S.C. § 552a. In
those instances, if the requested records include documents with a full SSN, there is no basis to
redact that information and it will be provided, often by mail, to the requester.



Appendix A also includes forms that OPM may send blank, but require that the recipient provide
the information requested, including full SSN. The recipients of these documents generally fill
them out and mail them back to OPM.

IV.  Implementation Plan

In order to comply with the Act’s prohibition on sending documents that contain full SSN by
mail unless the OPM Director determines that the inclusion of the SSN is necessary, OPM will
take the following steps:

e Compile a comprehensive inventory of documents that include full SSN and are sent
by mail;

e Develop criteria for determining whether it is necessary to include the full SSN on a
document sent by mail,

e Evaluate, for each document, whether the full SSN must be included on the document
or whether it can be redacted in whole or in part;

e Determine, for each document, whether it can be sent by another means, such as UPS
or FedEx (which would permit tracking in the event of a loss) or secure electronic
transmission (such as encrypted email); and

e Develop a mechanism to record and maintain all decisions regarding whether it is
necessary to include the full SSN on each document that is sent by mail.



Appendix A: Documents Sent By Mail that Include Full Social Security Number

Identifying Document Title OPM
Number Organization
Rl 16-028 Authorization for Direct Payments RS
RI 20-007 Representative Payee Application RS
RI120-008 Need OWCP Status RS
RI 20-017 Certification of Annuity Award RS
RI 20-023 Verification of Service RS
RI 20-037 Information Needed from Another Agency RS
RI 20-038 Request Records from National Personnel Records Center RS
RI 20-046 Information Requested Regarding a Reemployed Annuitant | RS
RI 20-063 Survivor Annuity for A Spouse RS
RI 20-064A Former Spouse Survivor Annuity Election RS
RI 20-077 Verification of U.S. Military Svc RS
RI 20-081 Request for Additional Information RS
RI 20-089 Verification of Retired Pay Status RS
R120-094 Statement CSRS/FERS Annuitants or Survivors RS
RI 20-097 Estimated Earnings During Military Service RS
R120-124 Cert of Service Performed as a Law Enforcement Officer, RS
Firefighter, Nuclear
RI 20-126 Certification of Qualifying DC Service Under Sect. 1905 of | RS
PL 111-84
RI 25-014 Self-Certification of FT School Attendance RS
RI125-032 Need Info to Process Death Benefits RS
RI 25-041 Initial Certification of FT School Attendance RS




RI1 25-045 Verification MRP Status for Survivors of Deceased Federal | RS
Employees
RI 25-049 Verification of FT School Attendance RS
RI 25-051 CSRS Survivor Annuitant Express Pay App for Death RS
Benefits
RI30-010 Disabled Dependent Questionnaire RS
RI1 30-011 The Dependent Named May Be Eligible RS
RI 34-001 Financial Resources Questionnaire RS
RI1 34-017 Financial Resources Questionnaire - FEGLI RS
RI134-018 Financial Resources Questionnaire - FEHB RS
RI 36-021 A Former Employee May be Indebted to Your Agency RS
RI 36-022 Your Request for Recovery of Debt is Unacceptable RS
RI 36-059 Request Access to Open Edition UNIX on OPM SYSPLEX | RS
RI138-024 More Information Needed RS
RI 38-031 We Need More Information About Your Missing Payment RS
RI 38-033 Request for Verification of OASDI Eligibility RS
RI 38-039 Request for Individual Retirement Record RS
RI 38-045 More Information Needed for the Person Named Below RS
RI1 38-049 Correction Needed to Individual Retirement Record RS
RI 38-055 General Information About Court Awarded Benefits: CSRS | RS
& FERS
RI 38-075 Verification of Annuity RS
RI 38-084 Report Allegation of Suspected Fraud/Wrongdoing RS
RI 38-107 Verification of Who is Getting Payments RS
RI 38-115 Representative Payee Survey RS
RI 38-117 Rollover Election RS




RI 38-122 Alternative Annuity and Rollover Election RS
RI 38-124 Voluntary Contributions Election RS
RI 38-146 Request for OPF RS
RI 38-147 Verification of Who is Getting Payments RS
RI 75-005 Disabled Family Member Eligible for HB RS
RI 76-003 More Information Needed to Determine Group LI RS
R1 76-009 Certification of Insurance Status Deceased Annuitant RS
Compensation
RI 76-010 Assignment - FEGLI RS
RI 76-013 Notice to OWCP of Life Insurance Elections RS
RI 76-015 Convert Option C Life Insurance RS
R1 76-027 Life Insurance Election Deceased Annuitant or RS
Compensationer Not Insured
R179-008 Your Immediate Action Is Needed RS
RI 79-009 Health Benefits Cancellation/Suspension Confirmation RS
RI192-017 Request for Unused Sick Leave Balance RS
R192-019 Application for Deferred/Postponed Retirement RS
RI 92-025A Foreign Service Dep Election RS
RI 94-007 Death Benefit Payment Rollover Election Form - FERS RS
CSA 1099R Statement of Annuity Paid (Form 1099-R [Treasury/IRS**]) | RS
CSF 1099R Statement of Survivor Annuity Paid (Form 1099-R RS
[Treasury/IRS**])
FEG6 Claim for Death Benefits - FEGLI RS
FE6-Dep OFEGLI Statement Claim Option C RS
FE7 Claim for Dismember Benefits - FEGLI RS
FE8-C Election of Living Benefit - FEGLI RS
OPM 1496 Application for Deferred Retirement (Separations before RS




9/20/1956)

OPM 1496A Application for Deferred Retirement (Separations after RS
10/1/1956)
OPM 1538 Statement Regarding Former Spouse RS
OPM 2809 Health Benefits Election Form RS
SF 0050 Personnel Action RS
SF 0127 Request for OPF
SF 0180 Request Pertaining to Military Records RS
SF 2800 Application for Death Benefits - CSRS RS
SF 2800A Documentation and Elections in Support of Appl. For Death | RS
Benefits
SF 2801 Application for Immediate Retirement - CSRS RS
SF 2801-1 Certified Summary of Federal Service RS
SF 2801-2 Survivor Consent Form RS
SF 2802 Application for Refund of Retirement Deductions - CSRS RS
SF 2802A Current/Former Spouse's Notification of Appl. For Refund RS
of Retirement Deduction
SF 2803 Application to Make Deposit - CSRS RS
SF 2804 Application to Make Voluntary Contributions - CSRS RS
SF 2805 Request for Recovery of Debt Due the US RS
SF 2806 Individual Retirement Record - CSRS RS
SF 2806-1 Notice of Correction of Individual Retirement Record - RS
CSRS
SF 2808 Designation of Beneficiary - CSRS RS
SF 2809 Health Benefits Election Form RS
SF 2810 Notice of Change in HB Enrollment RS
SF 2817 (SF 176/SF 176T) Life Insurance Election - FEGLI RS
SF 2818 Continuation of LI Coverage - FEGLI RS




SF 2819 Notice of Conversion - FEGLI RS
SF 2820 (SF 49) Employee's Retired Status RS
SF 2821 (SF 56) Agency Certification of Insurance Status - FEGLI RS
SF 2822 Request for Insurance - FEGLI RS
SF 2823 (SF 54) Designation of Beneficiary - FEGLI RS
SF 3100 Individual Retirement Record - FERS RS
SF 3101 Notice of Correction of Individual Retirement Record - RS
FERS
SF 3102 Designation of Beneficiary - FERS RS
SF 3104 Application for Death Benefits - FERS RS
SF 3104B Documentation and Elections: Support of Appl. For Death RS
Benefits - FERS
SF 3106 Application for Refund of Retirement Deductions - FERS RS
SF 3106A Current/Former Spouse's Notification of Appl. For Refund RS
of Ret. Ded. - FERS
SF 3107 Application for Immediate Retirement - FERS RS
SF 3107-1 Certified Summary of Federal Service - FERS RS
SF 3107-2 Spouse's Consent to Survivor Election - FERS RS
SF 3108 Application to Make Service Credit Payment.... FERS RS
SF 3109 Election of Coverage - FERS RS
SF 3110 Former Spouse's Consent to FERS Election RS
SF 3111 Request for Waiver, Extension, or Search - FERS RS
SF 3112 CSRS/FERS Documentation in Support of Disability Ret. RS
Appl.
SF 3112A Current/Former Spouses Notification RS
SF 3112B Supervisor's Statement RS
SF 3112C Physician's Statement RS




SF 3112D Agency Certification of Reassignment RS

SF 3112E Disability Retirement Application Checklist RS

SF 3116 Phased Employment/Phased Retirement Status Election RS

Pattern Letter 1 Agency Approval Letter RS-DRA
Pattern Letter 2 Agency Approval Letter - Separated RS-DRA
Pattern Letter 3 Reconsideration - Disallow RS-DRA
Pattern Letter 4 Notice of Untimeliness - Reconsideration RS-DRA
Pattern Letter 5 Waiver - Time Limit RS-DRA
Pattern Letter 6 Waiver - Time Limit - Two RS-DRA
Pattern Letter 7 Reply to Request for Reconsideration of Disallow RS-DRA
Pattern Letter 8 Reply to Request for Reconsideration of Disallow - Two RS-DRA
Pattern Letter 9 Reconsideration Withdrawal Letter RS-DRA
Pattern Letter 10 National Guard Technician Agency Approval Letter RS-DRA
Pattern Letter 1 Need Additional Information (RI 38-24) RS-RS&M
Pattern Letter 2 Change of Address Inquiry RS-RS&M
Pattern Letter 1 Self Plus One Letter RS-RE&S
Pattern Letter 1 COB Employee Approval Letter RS-Claims 1
Pattern Letter 2 COB Employee Denial Letter RS-Claims 1
Pattern Letter 1 Name Change Requested RS-CSG
Pattern Letter 2 Reemployed Annuitant - Request for Information RS-CSG
Pattern Letter 3 USDA Fax RS-CSG
Pattern Letter 4 USDA Debt RS-CSG
Pattern Letter 5 38-24 Need Additional Information RS-CSG
Pattern Letter 6 Information for Your Retirement Records (36-10-2) RS-CSG
Pattern Letter 7 All Deductions Refunded - New RS-CSG




Pattern Letter 8 36-28 RS-CSG
Pattern Letter 9 PRM Note RS-CSG
Pattern Letter 11 Request for Change to Unreduced Annuity (from ORION) RS-CSG
Pattern Letter 12 Request for Employment Information RS-CSG
(CMS-L564E)
Pattern Letter 13 Request for Employment Information: Claim for Disability | RS-CSG
(VA-21-4192)
Pattern Letter 14 Modified Benefit Formula Questionnaire - Employer RS-CSG
(SSA-58)
Pattern Letter 15 Employer Report of Special Wage Payments RS-CSG
(SSA-131)
Debt Management Letter CFO
Reclamation Letter CFO
Funds Management Letter CFO
IRS 1099 CFO, OCIO, CLIA
Credit Report SuitEA
Master Inappropriate Agency Adjudication Letter SuitEA
New-Converted
Master Inappropriate Agency Adjudication Letter New | SuitEA
for NASA
Master Inappropriate Agency Adjudication Letter New | SuitEA
for VA
Request for Determination or Advisory SuitEA
Agency Notification Letter; Removal re: Settlement of | SuitEA
Appealed Actions
Agency Notification Letter; Ineligible re: Settlement of | SUitEA
Appealed Actions
Investigative results; most often sent as Materials SuitEA
Relied Upon (MRU) package
IRS 1042 Annual Withholding Tax Return for U.S. Source OCIO

Income of Foreign Persons




W-2 Wage and Tax Statement OCIO
IRS 1095c¢ Employer-Provided Health Insurance Offer and OCIO
Coverage
Member records requested in connection with a HI
disputed claim or request for external review
Visit Access Letter FSEM
Letters of Accreditation FSEM
Earnings and Leave Statement ES/OPMHR
Verification of Health Insurance Coverage for Court ES/OPMHR
Ordered Coverage
SF 50 Notification of Personnel Action ES/OPMHR
SF 52 Request for Personnel Action ES/OPMHR
CMS-L564 Request for Employment Information ES/OPMHR
OPM1626 Application to Join the OPM Leave Bank ES/OPMHR
OPM1627 Leave Recipient Application Under the OPM ES/OPMHR
Voluntary Leave Bank Program
OPM 1459-B Performance Appraisal Form for OPM Employees ES/OPMHR
OPM 1459-E Supervisory Performance Agreement ES/OPMHR
OMB Control Public Service Loan Forgiveness (PSLF): Employment | ES/OPMHR
No. 1845-0110 Certification Form
CAl Federal Employee's Notice of Traumatic Injury and ES/OPMHR
Claim for Continuation of Pay/Compensation
CA?2 Notice of Occupational Disease and ES/OPMHR
Claim for Compensation
CA7 Claim for Compensation ES/OPMHR
SF 1150 Record of Leave Data ES/OPMHR
various Electronic Official Personnel Folder ES/OPMHR




INV 40 General Request for Investigative Information NBIB

INV 41 Request for Employment and Supervisor Information NBIB

INV 43 Request for Educational Registrar and Dean of NBIB
Students Records

INV 44 Request for Law Enforcement Data NBIB
Advanced NAC Status Report NBIB
Advanced NAC Report NBIB
Advanced Fingerprint Report NBIB
Case Closing Transmittal NBIB
Case Assignment Transmittal NBIB
Closed Incomplete Notice NBIB
Discontinued Cases NBIB

Coil Certificate of Investigation NBIB

79A Report of Agency Adjudicative Action NBIB

SF 86 Questionnaire for National Security Positions, to NBIB
include the general and medical releases

SF 85 Questionnaire for Non-Sensitive Positions, to include NBIB
the general release

SF 85P Questionnaire for Public Trust Positions, to include the | NBIB
general release

SF 85PS Supplemental Questionnaire for Selected Positions, NBIB

SF 171 Application for Federal Employment NBIB

OF 301 Declaration for Federal Employment NBIB

OF 612 Optional Application for Federal Employment NBIB

FIPC 391 Certification of Amended Investigation Form NBIB




OFI-16A Specific Release NBIB
Fair Credit Reporting Act Release NBIB

4506 T IRS Tax Release NBIB

FIPC 401 File Release Form NBIB

FIPC 402 Agency Adjudicative Action on FBI Post Appointment | NBIB
Arrest

FIPC 403 Duplicate Case Issue — Agency Adjudicative Action NBIB

FIPC 70B Investigative Record Amend NBIB

FIPC 62 Additional Processing on Closed Investigation NBIB

FIPC 230 SII Considered NBIB

FIPC 553 Reopen Request Form NBIB

FIPC 554 RSI Request Form NBIB

various Reports of Investigations NBIB

(including

previously listed

documents)

various Other Government agency records, provided to NBIB | NBIB

as part of the investigation process (e.g., FBI criminal
history report; FBI post-appointment arrest report;
investigations from other ISPs such as D/State; FBI
Name Check; and INS SAVE results)
















UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director

November 22, 2017

The Honorable Steve Chabot
Chairman

Committee on Small Business

United States House of Representatives
2361 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Chabot:

In accordance with 31 U.S.C. § 720, the U.S. Office of Personnel Management hereby submits
its response to the recommendations made by the U.S, Government Accountability Office
(GAO) in its report, Office of Personnel Management: Small Business Contracting - Actions
Needed to Demonstrate and Better Review Compliance with Select Reguirements for Small
Business Advocates, GAQ-17-675, GAO job code number 100820,

We recognize that even the most well-run program benefits from external evaluations. We
provide detailed responses to GAO’s recommendations in the enclosure of this letter.

If you have any questions, please feel free to contact Stephen Billy, Acting Director,
Congressional, Legislative and Intergovernmental Affairs (202) 606-1300.

Sincerely,
Kathleen M. McGettig
Acting Director

Enclosure

WWW.opTLGOY Recruit, Retain and Honor a World-Class Workforce to Serve the American People www.usatobs.gov




Office of Personnel Management: Small Business Contracting - Actions Needed to Demonstrate and
Better Review Compliance with Select Requirements for Small Business Advocates, GAO-17-675

Recommendation: The Director of OPM should comply with sections 15(k)(2), (k)(8), and (k)(17) or
report to Congress on why the agency has not complied, including seeking any statutory flexibilities or
exceptions believed appropriate.

OPM Response

Section 15(k)(2), Compensation/Seniority: Generally requires that OSDBU Director be appointed by
the agency head to an SES position. According to the survey response, the OSDBU Director is a General
Schedule position (GS-15 level) and the Senior Procurement Executive is a Senior Executive Service
(SES) position.

Management Response: We concur in part. OPM recognizes that the National Defense Authorization
Act for 2013, Section 691(a) Pub. L. No. 112-239 included the requirement that the OSDBU Director be a
member of the Senior Executive Service (SES) if the chief acquisition officer (CAO) or the senior
procurement executive (SPE) is an SES. By statute, OPM has no chief acquisition officer, but it does
have a senior procurement executive, who is a member of the SES.

At the time of enactment of section 691(a), OPM’s OSDBU Director position was encumbered by an
employee at the GS-15 pay grade. OPM is presently awaiting the confirmation of its nominee for
Director. Should the nominee be confirmed, this requirement will be one of the many items the new
OPM Director will evaluate and take appropriate action to comply, or to request an exception from this
provision.

Section 15(k)(8), Assign Small Business Technical Advisor: An agency official stated that the OSDBU
has hired 1 staff member who is technically qualified to work with the procurement center representative.
The employee also does market research and helps with outreach events of the OSDBU, and in general
mirrors the OSBDU Director’s work. The official told us the staff member spends about 50 percent of
her time working with the procurement center representative. The official also said the OPM OSDBU is
small and the OSBDU Director handles many tasks himself or may refer them to other relevant
individuals.

Management Response: We partially concur. OPM agrees with GAO’s summary for Section 15(k)(8);
however, the summary does not take into account that the OSDBU office has two full-time “FTES” who
each share 50 percent of their time with the procurement center representative which equates to 100
percent full-time coverage.

Section 15(k)(17), Respond to Notification of Undue Restriction on Ability of Small Business to
Compete: The survey response indicated that the OSDBU had not received a notification of an undue
restriction in the past 3 years. In a follow-up discussion, an agency official indicated that the OSBDU
Director would take most of the steps specified in the notification requirement, but would only inform he
advocate for competition if the situation could not be resolved between contracting, the procurement
center representative, and the OSDBU Director. According to the official, the agency has created a draft
standard operating procedure that will address the issue of communicating to the agency advocate for
competition. However, the official also added that draft review process is lengthy and had not yet been
completed as of October 23, 2017.

Management Response: We concur. The Director of the OSDBU prepared a draft SOP entitled “Undue
Restriction on Small Business Ability to Compete” which is undergoing agency review. This proposal
will be evaluated by the incoming OPM Director, if confirmed, as part of his comprehensive review of the
OSDBU program at OPM.





















The Honorable Jason Chaffetz 10

Committee Members and staff. Prior to sharing or disclosing any information contained within
this response or its enclosures, we ask the Committee to provide OPM with a notice of its intent
to share or disclose this information and an opportunity for OPM’s cybersecurity experts to be
heard, in order to discuss the eybersecurity risks posed by potential dissemination. The
documents have been marked accordingly.

We thank the Committee for its interest in these very important matters. If you have any

additional questions or concerns, please do not hesitate to contact Janel Fitzhugh, Acting
Director, Congressional, Legislative, and Intergovernmental Affairs at (202) 606-1300.

Sincerely,

Kathleen M. McGettigan

Acting Director
Enclosures

Cc: The Honorable Elijah E. Cummings
Ranking Member









UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director Neovember 22, 2017

The Honorable Thad Cochran
Chairman

Committee on Appropriations
United States Senate

S-128 The Capitol
Washington, DC 20515

Dear Chairman Cochran;

In accordance with 31 U.S.C. § 720, the U.S. Office of Personnel Management hereby submits
its response to the recommendations made by the U.S, Government Accountability Office
(GAQ) in its report, Office of Personnel Management: Small Business Confracting - Actions
Needed to Demonstrate and Better Review Compliance with Select Requirements for Small
Business Advocates, GAO-17-675, GAQ job code number 100820.

We recognize that even the most well-run program benefits from external evafuations. We
provide detailed responses to GAO’s recommendations in the enclosure of this letter.

If you have any questions, please feel free to contact Stephen Billy, Acting Director,
Congressional, Legislative and Intergovernmental Affairs (202) 606-1300.

Sincerely,
Kathleen M. McGetligan i j
Acting Director

Enclosure

WWW.0pn oV Recruit, Retain and Honor a World-Class Workforce to Serve the American People www.asajobs.goy



Office of Personnel Management: Small Business Contracting - Actions Needed to Demonstrate and
Better Review Compliance with Select Requirements for Small Business Advocates, GAO-17-675

Recommendation: The Director of OPM should comply with sections 15(k)(2), (k)(8), and (k)(17) or
report to Congress on why the agency has not complied, including seeking any statutory flexibilities or
exceptions believed appropriate.

OPM Response

Section 15(k)(2), Compensation/Seniority: Generally requires that OSDBU Director be appointed by
the agency head to an SES position. According to the survey response, the OSDBU Director is a General
Schedule position (GS-15 level) and the Senior Procurement Executive is a Senior Executive Service
(SES) position.

Management Response: We concur in part. OPM recognizes that the National Defense Authorization
Act for 2013, Section 691(a) Pub. L. No. 112-239 included the requirement that the OSDBU Director be a
member of the Senior Executive Service (SES) if the chief acquisition officer (CAO) or the senior
procurement executive (SPE) is an SES. By statute, OPM has no chief acquisition officer, but it does
have a senior procurement executive, who is a member of the SES.

At the time of enactment of section 691(a), OPM’s OSDBU Director position was encumbered by an
employee at the GS-15 pay grade. OPM is presently awaiting the confirmation of its nominee for
Director. Should the nominee be confirmed, this requirement will be one of the many items the new
OPM Director will evaluate and take appropriate action to comply, or to request an exception from this
provision.

Section 15(k)(8), Assign Small Business Technical Advisor: An agency official stated that the OSDBU
has hired 1 staff member who is technically qualified to work with the procurement center representative.
The employee also does market research and helps with outreach events of the OSDBU, and in general
mirrors the OSBDU Director’s work. The official told us the staff member spends about 50 percent of
her time working with the procurement center representative. The official also said the OPM OSDBU is
small and the OSBDU Director handles many tasks himself or may refer them to other relevant
individuals.

Management Response: We partially concur. OPM agrees with GAO’s summary for Section 15(k)(8);
however, the summary does not take into account that the OSDBU office has two full-time “FTES” who
each share 50 percent of their time with the procurement center representative which equates to 100
percent full-time coverage.

Section 15(k)(17), Respond to Notification of Undue Restriction on Ability of Small Business to
Compete: The survey response indicated that the OSDBU had not received a notification of an undue
restriction in the past 3 years. In a follow-up discussion, an agency official indicated that the OSBDU
Director would take most of the steps specified in the notification requirement, but would only inform he
advocate for competition if the situation could not be resolved between contracting, the procurement
center representative, and the OSDBU Director. According to the official, the agency has created a draft
standard operating procedure that will address the issue of communicating to the agency advocate for
competition. However, the official also added that draft review process is lengthy and had not yet been
completed as of October 23, 2017.

Management Response: We concur. The Director of the OSDBU prepared a draft SOP entitled “Undue
Restriction on Small Business Ability to Compete” which is undergoing agency review. This proposal
will be evaluated by the incoming OPM Director, if confirmed, as part of his comprehensive review of the
OSDBU program at OPM.






Enclosure

Personnel Practices: Actions Needed to Improve Documentation of OPM
Decisions on Conversion Requests, GAO-17-674

Recommendation 1: The Associate Director of Merit System Accountability and
Compliance should ensure that OPM’s finalized records schedule on retaining
conversion case files specifically lists all documentation that must be saved in its
case files.

Management Response:

OPM partially concurs.

We agree that the finalized guidance on retaining conversion case files should
specifically list information that must be documented in OPM’s case files.

OPM’s draft records retention schedule for maintaining pre- and post-appointment review
case files includes a list of documents that must be retained and exceptions to retaining
voluminous or large sized agency files reviewed in automated hiring systems, when it is
burdensome or impractical to store them in OPM’s files. By the end of calendar year
2017, OPM will submit the draft retention schedule to the National Archives and Records
Administration for review, public comment, and approval.

We do not agree with the implication that OPM’s current guidance lacks information
that must be maintained in case files. OPM’s Political Conversion Standard Operating
Procedure provides a description for the file organization and lists the contents to be
stored in each case file, including a file for the “Pre-appointment Checklist contents.”
While the guidance does not list each individual document to file, OPM maintains the
documents submitted by the requesting agency and additional information obtained
during the review process to support OPM’s decision. In situations involving extensive
file transactions, OPM allows agencies the flexibility to grant OPM evaluators access to
automated hiring systems to conduct pre- or post-appointment reviews. OPM exercises
discretion and provides exceptions to maintaining voluminous or large sized files
reviewed in automated hiring systems, when it is burdensome or impractical to store them
in OPM’s files. Nonetheless, OPM’s evaluators review checklists, which are filed in the
case file, and capture the review and analysis of that documentation.

Recommendation 2: The Associate Director of Merit System Accountability and
Compliance should establish a policy requiring that its staff verify they have reviewed all
documentation required by OPM checklists completed before recommending approval or
denial of a conversion request. OPM may incorporate such a verification requirement as
part of checklists completed by its staff when reviewing conversion requests.



Enclosure

Management Response:
OPM partially concurs.

We agree with the recommendation to add a box to the evaluator checklist for evaluators
to indicate they have reviewed all applicable documentation, and for their reviewers to
add their concurrence. OPM’s revised evaluator checklists now include such verification
requirement, which will be applied moving forward.

We do not agree with the implication that OPM lacks a policy or process to implement a
thorough evaluation of required information to conduct a pre- or post-appointment review
of current or recent political appointees to covered civil service positions. The process
involves experienced evaluators serving as subject matter experts in human resources
evaluation, standardized checklists and operating procedures, and multiple levels of
management review prior to issuing a final decision of approval or denial. The
thoroughness of our review process is also evidenced by the fact that GAO agreed with
all of our decisions in the 99 cases reviewed.






OPM Response to GAO Report Titled Data Center Optimization Agencies Need to Address
Challenges and Improve Progress to Achieve Cost Savings Goal (GAO-17-448)

In July 2017, the U.S. Office of Personnel Management (OPM) provided a response to U.S.
Government Accountability Office (GAO) draft report recommendation, which is included in the
GAO’s final report. As we stated in the response to the draft report, we partially concur with the
GAO recommendation to achieve cost savings goal.

Response to Recommendation:

Recommendation: We also recommend [...] the Director of OPM [...] take action to, within
existing OMB reporting mechanisms, complete plans describing how the agency will achieve
OMB’s requirement to implement automated monitoring tools at all agency-owned data centers
by the end of fiscal year 2018.

Management Response:

OPM partially concurs. OPM is in the process of consolidating its remaining data centers into
two main data center locations, which is on track to be completed by the end of FY18. This
consolidation will obviate the need to implement automated monitoring tools at the data centers
that are closing. OPM will complete plans describing how the agency will achieve OMB's
requirements to implement appropriate automated monitoring tools at the designated core data
centers by the end of FY18.



UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director November 22, 2017

The Honorable Trey Gowdy

Chairman

Committee on Oversight and Government Reform
United States House of Representatives

2157 Rayburn House Office Building
Washington, DC 20515 '

Dear Chairman Gowdy:

In accordance with 31 U.S.C. § 720, the U.S. Office of Personnel Management hereby submits
its response to the recommendations made by the U.S. Government Accountability Office
(GAQ) in its report, Office of Personnel Management: Small Business Contracting - Actions
Needed to Demonsirate and Better Review Compliance with Select Requirements for Small
Business Advocates, GAQ-17-675, GAO job code number 100820.

We recognize that even the most well-run program benefits from external evaluations. We
provide detailed responses to GAO’s recommendations in the enclosure of this letter.

If you have any questions, please feel free to contact Stephen Billy, Acting Director,
Congressional, Legislative and Intergovernmental Affairs (202) 606-1300.

Sincerely,

Acting Director

Enclosure

WWWLOpIT LoV Recruit, Retain and Honor a World-Class Workforce to Serve the American People www.usajabs.gov



Office of Personnel Management: Small Business Contracting - Actions Needed to Demonstrate and
Better Review Compliance with Select Requirements for Small Business Advocates, GAO-17-675

Recommendation: The Director of OPM should comply with sections 15(k)(2), (k)(8), and (k)(17) or
report to Congress on why the agency has not complied, including seeking any statutory flexibilities or
exceptions believed appropriate.

OPM Response

Section 15(k)(2), Compensation/Seniority: Generally requires that OSDBU Director be appointed by
the agency head to an SES position. According to the survey response, the OSDBU Director is a General
Schedule position (GS-15 level) and the Senior Procurement Executive is a Senior Executive Service
(SES) position.

Management Response: We concur in part. OPM recognizes that the National Defense Authorization
Act for 2013, Section 691(a) Pub. L. No. 112-239 included the requirement that the OSDBU Director be a
member of the Senior Executive Service (SES) if the chief acquisition officer (CAO) or the senior
procurement executive (SPE) is an SES. By statute, OPM has no chief acquisition officer, but it does
have a senior procurement executive, who is a member of the SES.

At the time of enactment of section 691(a), OPM’s OSDBU Director position was encumbered by an
employee at the GS-15 pay grade. OPM is presently awaiting the confirmation of its nominee for
Director. Should the nominee be confirmed, this requirement will be one of the many items the new
OPM Director will evaluate and take appropriate action to comply, or to request an exception from this
provision.

Section 15(k)(8), Assign Small Business Technical Advisor: An agency official stated that the OSDBU
has hired 1 staff member who is technically qualified to work with the procurement center representative.
The employee also does market research and helps with outreach events of the OSDBU, and in general
mirrors the OSBDU Director’s work. The official told us the staff member spends about 50 percent of
her time working with the procurement center representative. The official also said the OPM OSDBU is
small and the OSBDU Director handles many tasks himself or may refer them to other relevant
individuals.

Management Response: We partially concur. OPM agrees with GAO’s summary for Section 15(k)(8);
however, the summary does not take into account that the OSDBU office has two full-time “FTES” who
each share 50 percent of their time with the procurement center representative which equates to 100
percent full-time coverage.

Section 15(k)(17), Respond to Notification of Undue Restriction on Ability of Small Business to
Compete: The survey response indicated that the OSDBU had not received a notification of an undue
restriction in the past 3 years. In a follow-up discussion, an agency official indicated that the OSBDU
Director would take most of the steps specified in the notification requirement, but would only inform he
advocate for competition if the situation could not be resolved between contracting, the procurement
center representative, and the OSDBU Director. According to the official, the agency has created a draft
standard operating procedure that will address the issue of communicating to the agency advocate for
competition. However, the official also added that draft review process is lengthy and had not yet been
completed as of October 23, 2017.

Management Response: We concur. The Director of the OSDBU prepared a draft SOP entitled “Undue
Restriction on Small Business Ability to Compete” which is undergoing agency review. This proposal
will be evaluated by the incoming OPM Director, if confirmed, as part of his comprehensive review of the
OSDBU program at OPM.






Enclosure

Personnel Practices: Actions Needed to Improve Documentation of OPM
Decisions on Conversion Requests, GAO-17-674

Recommendation 1: The Associate Director of Merit System Accountability and
Compliance should ensure that OPM’s finalized records schedule on retaining
conversion case files specifically lists all documentation that must be saved in its
case files.

Management Response:

OPM partially concurs.

We agree that the finalized guidance on retaining conversion case files should
specifically list information that must be documented in OPM’s case files.

OPM’s draft records retention schedule for maintaining pre- and post-appointment review
case files includes a list of documents that must be retained and exceptions to retaining
voluminous or large sized agency files reviewed in automated hiring systems, when it is
burdensome or impractical to store them in OPM’s files. By the end of calendar year
2017, OPM will submit the draft retention schedule to the National Archives and Records
Administration for review, public comment, and approval.

We do not agree with the implication that OPM’s current guidance lacks information
that must be maintained in case files. OPM’s Political Conversion Standard Operating
Procedure provides a description for the file organization and lists the contents to be
stored in each case file, including a file for the “Pre-appointment Checklist contents.”
While the guidance does not list each individual document to file, OPM maintains the
documents submitted by the requesting agency and additional information obtained
during the review process to support OPM’s decision. In situations involving extensive
file transactions, OPM allows agencies the flexibility to grant OPM evaluators access to
automated hiring systems to conduct pre- or post-appointment reviews. OPM exercises
discretion and provides exceptions to maintaining voluminous or large sized files
reviewed in automated hiring systems, when it is burdensome or impractical to store them
in OPM’s files. Nonetheless, OPM’s evaluators review checklists, which are filed in the
case file, and capture the review and analysis of that documentation.

Recommendation 2: The Associate Director of Merit System Accountability and
Compliance should establish a policy requiring that its staff verify they have reviewed all
documentation required by OPM checklists completed before recommending approval or
denial of a conversion request. OPM may incorporate such a verification requirement as
part of checklists completed by its staff when reviewing conversion requests.
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Management Response:
OPM partially concurs.

We agree with the recommendation to add a box to the evaluator checklist for evaluators
to indicate they have reviewed all applicable documentation, and for their reviewers to
add their concurrence. OPM’s revised evaluator checklists now include such verification
requirement, which will be applied moving forward.

We do not agree with the implication that OPM lacks a policy or process to implement a
thorough evaluation of required information to conduct a pre- or post-appointment review
of current or recent political appointees to covered civil service positions. The process
involves experienced evaluators serving as subject matter experts in human resources
evaluation, standardized checklists and operating procedures, and multiple levels of
management review prior to issuing a final decision of approval or denial. The
thoroughness of our review process is also evidenced by the fact that GAO agreed with
all of our decisions in the 99 cases reviewed.






OPM Response to GAO Report Titled Data Center Optimization Agencies Need to Address
Challenges and Improve Progress to Achieve Cost Savings Goal (GAO-17-448)

In July 2017, the U.S. Office of Personnel Management (OPM) provided a response to U.S.
Government Accountability Office (GAO) draft report recommendation, which is included in the
GAO’s final report. As we stated in the response to the draft report, we partially concur with the
GAO recommendation to achieve cost savings goal.

Response to Recommendation:

Recommendation: We also recommend [...] the Director of OPM [...] take action to, within
existing OMB reporting mechanisms, complete plans describing how the agency will achieve
OMB’s requirement to implement automated monitoring tools at all agency-owned data centers
by the end of fiscal year 2018.

Management Response:

OPM partially concurs. OPM is in the process of consolidating its remaining data centers into
two main data center locations, which is on track to be completed by the end of FY18. This
consolidation will obviate the need to implement automated monitoring tools at the data centers
that are closing. OPM will complete plans describing how the agency will achieve OMB's
requirements to implement appropriate automated monitoring tools at the designated core data
centers by the end of FY18.


















UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director November 22, 2017

The Honorable Ron Johnson

Chairman

Commiftee on Homeland Security and Governmental Affairs
United States Senate

340 Dirksen Senate Office Building

Washington, DC 20510

Dear Chairman Johnson:

In accordance with 31 U.S.C. § 720, the U.S. Office of Personnel Management hereby submits
its response to the recommendations made by the U.S. Government Accountability Office
(GAO) in its report, Office of Personnel Management: Small Business Contracting - Actions
Needed to Demonstrate and Better Review Compliance with Select Requirements for Smail
Business Advocates, GAO-17-675, GAO job code number 100820,

We recognize that even the most well-run program benefits from external evaluations. We
provide detailed responses to GAO’s recommendations in the enclosure of this letter.

If you have any questions, please feel free to contact Stephen Billy, Acting Director,
Congressional, Legislative and Intergovernmental Affairs (202) 606-1300,

Sincerely,

Gettigan

Kathleen M. Mc
Acting Director

Enclosure

WWW.0pm.gov Recruit, Retain and Honor a World-Class Workforce to Serve the American People www.usajobs.gov



Office of Personnel Management: Small Business Contracting - Actions Needed to Demonstrate and
Better Review Compliance with Select Requirements for Small Business Advocates, GAO-17-675

Recommendation: The Director of OPM should comply with sections 15(k)(2), (k)(8), and (k)(17) or
report to Congress on why the agency has not complied, including seeking any statutory flexibilities or
exceptions believed appropriate.

OPM Response

Section 15(k)(2), Compensation/Seniority: Generally requires that OSDBU Director be appointed by
the agency head to an SES position. According to the survey response, the OSDBU Director is a General
Schedule position (GS-15 level) and the Senior Procurement Executive is a Senior Executive Service
(SES) position.

Management Response: We concur in part. OPM recognizes that the National Defense Authorization
Act for 2013, Section 691(a) Pub. L. No. 112-239 included the requirement that the OSDBU Director be a
member of the Senior Executive Service (SES) if the chief acquisition officer (CAO) or the senior
procurement executive (SPE) is an SES. By statute, OPM has no chief acquisition officer, but it does
have a senior procurement executive, who is a member of the SES.

At the time of enactment of section 691(a), OPM’s OSDBU Director position was encumbered by an
employee at the GS-15 pay grade. OPM is presently awaiting the confirmation of its nominee for
Director. Should the nominee be confirmed, this requirement will be one of the many items the new
OPM Director will evaluate and take appropriate action to comply, or to request an exception from this
provision.

Section 15(k)(8), Assign Small Business Technical Advisor: An agency official stated that the OSDBU
has hired 1 staff member who is technically qualified to work with the procurement center representative.
The employee also does market research and helps with outreach events of the OSDBU, and in general
mirrors the OSBDU Director’s work. The official told us the staff member spends about 50 percent of
her time working with the procurement center representative. The official also said the OPM OSDBU is
small and the OSBDU Director handles many tasks himself or may refer them to other relevant
individuals.

Management Response: We partially concur. OPM agrees with GAO’s summary for Section 15(k)(8);
however, the summary does not take into account that the OSDBU office has two full-time “FTES” who
each share 50 percent of their time with the procurement center representative which equates to 100
percent full-time coverage.

Section 15(k)(17), Respond to Notification of Undue Restriction on Ability of Small Business to
Compete: The survey response indicated that the OSDBU had not received a notification of an undue
restriction in the past 3 years. In a follow-up discussion, an agency official indicated that the OSBDU
Director would take most of the steps specified in the notification requirement, but would only inform he
advocate for competition if the situation could not be resolved between contracting, the procurement
center representative, and the OSDBU Director. According to the official, the agency has created a draft
standard operating procedure that will address the issue of communicating to the agency advocate for
competition. However, the official also added that draft review process is lengthy and had not yet been
completed as of October 23, 2017.

Management Response: We concur. The Director of the OSDBU prepared a draft SOP entitled “Undue
Restriction on Small Business Ability to Compete” which is undergoing agency review. This proposal
will be evaluated by the incoming OPM Director, if confirmed, as part of his comprehensive review of the
OSDBU program at OPM.
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Personnel Practices: Actions Needed to Improve Documentation of OPM
Decisions on Conversion Requests, GAO-17-674

Recommendation 1: The Associate Director of Merit System Accountability and
Compliance should ensure that OPM’s finalized records schedule on retaining
conversion case files specifically lists all documentation that must be saved in its
case files.

Management Response:

OPM partially concurs.

We agree that the finalized guidance on retaining conversion case files should
specifically list information that must be documented in OPM’s case files.

OPM’s draft records retention schedule for maintaining pre- and post-appointment review
case files includes a list of documents that must be retained and exceptions to retaining
voluminous or large sized agency files reviewed in automated hiring systems, when it is
burdensome or impractical to store them in OPM’s files. By the end of calendar year
2017, OPM will submit the draft retention schedule to the National Archives and Records
Administration for review, public comment, and approval.

We do not agree with the implication that OPM’s current guidance lacks information
that must be maintained in case files. OPM’s Political Conversion Standard Operating
Procedure provides a description for the file organization and lists the contents to be
stored in each case file, including a file for the “Pre-appointment Checklist contents.”
While the guidance does not list each individual document to file, OPM maintains the
documents submitted by the requesting agency and additional information obtained
during the review process to support OPM’s decision. In situations involving extensive
file transactions, OPM allows agencies the flexibility to grant OPM evaluators access to
automated hiring systems to conduct pre- or post-appointment reviews. OPM exercises
discretion and provides exceptions to maintaining voluminous or large sized files
reviewed in automated hiring systems, when it is burdensome or impractical to store them
in OPM’s files. Nonetheless, OPM’s evaluators review checklists, which are filed in the
case file, and capture the review and analysis of that documentation.

Recommendation 2: The Associate Director of Merit System Accountability and
Compliance should establish a policy requiring that its staff verify they have reviewed all
documentation required by OPM checklists completed before recommending approval or
denial of a conversion request. OPM may incorporate such a verification requirement as
part of checklists completed by its staff when reviewing conversion requests.
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Management Response:
OPM partially concurs.

We agree with the recommendation to add a box to the evaluator checklist for evaluators
to indicate they have reviewed all applicable documentation, and for their reviewers to
add their concurrence. OPM’s revised evaluator checklists now include such verification
requirement, which will be applied moving forward.

We do not agree with the implication that OPM lacks a policy or process to implement a
thorough evaluation of required information to conduct a pre- or post-appointment review
of current or recent political appointees to covered civil service positions. The process
involves experienced evaluators serving as subject matter experts in human resources
evaluation, standardized checklists and operating procedures, and multiple levels of
management review prior to issuing a final decision of approval or denial. The
thoroughness of our review process is also evidenced by the fact that GAO agreed with
all of our decisions in the 99 cases reviewed.















OPM Response to GAO Report Titled Data Center Optimization Agencies Need to Address
Challenges and Improve Progress to Achieve Cost Savings Goal (GAO-17-448)

In July 2017, the U.S. Office of Personnel Management (OPM) provided a response to U.S.
Government Accountability Office (GAO) draft report recommendation, which is included in the
GAO’s final report. As we stated in the response to the draft report, we partially concur with the
GAO recommendation to achieve cost savings goal.

Response to Recommendation:

Recommendation: We also recommend [...] the Director of OPM [...] take action to, within
existing OMB reporting mechanisms, complete plans describing how the agency will achieve
OMB’s requirement to implement automated monitoring tools at all agency-owned data centers
by the end of fiscal year 2018.

Management Response:

OPM partially concurs. OPM is in the process of consolidating its remaining data centers into
two main data center locations, which is on track to be completed by the end of FY18. This
consolidation will obviate the need to implement automated monitoring tools at the data centers
that are closing. OPM will complete plans describing how the agency will achieve OMB's
requirements to implement appropriate automated monitoring tools at the designated core data
centers by the end of FY18.







































UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director November 22, 2017

The Honorable Jim Risch

Chairman

Committeec on Small Business and Entrepreneurship
United States Senate

428A Russell Senate Office Building

‘Washington, DC 20510

Dear Chairman Risch:

In accordance with 31 U.8.C. § 720, the U.S. Office of Personnel Management hereby submits
its response to the recommendations made by the U.S. Government Accountability Office
(GAOQ) in its report, Office of Personnel Management: Small Business Contracting - Actions
Needed to Demonstrate and Better Review Compliance with Select Requirements for Small
Business Advocates, GAO-17-675, GAO job code number 100820.

We recognize that even the most well-run program benefits from external evaluations. We
provide detailed responses to GAO’s recommendations in the enclosure of this letter.

If you have any questions, please feel free to contact Stephen Billy, Acting Director,.
Congressional, Legislative and Intergovernmental Affairs (202) 606-1300.

Sincerely,

%@L@Jf.)ﬁ Qo

Kathleen M. McGettigan
Acting Director

Enclosure
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Office of Personnel Management: Small Business Contracting - Actions Needed to Demonstrate and
Better Review Compliance with Select Requirements for Small Business Advocates, GAO-17-675

Recommendation: The Director of OPM should comply with sections 15(k)(2), (k)(8), and (k)(17) or
report to Congress on why the agency has not complied, including seeking any statutory flexibilities or
exceptions believed appropriate.

OPM Response

Section 15(k)(2), Compensation/Seniority: Generally requires that OSDBU Director be appointed by
the agency head to an SES position. According to the survey response, the OSDBU Director is a General
Schedule position (GS-15 level) and the Senior Procurement Executive is a Senior Executive Service
(SES) position.

Management Response: We concur in part. OPM recognizes that the National Defense Authorization
Act for 2013, Section 691(a) Pub. L. No. 112-239 included the requirement that the OSDBU Director be a
member of the Senior Executive Service (SES) if the chief acquisition officer (CAO) or the senior
procurement executive (SPE) is an SES. By statute, OPM has no chief acquisition officer, but it does
have a senior procurement executive, who is a member of the SES.

At the time of enactment of section 691(a), OPM’s OSDBU Director position was encumbered by an
employee at the GS-15 pay grade. OPM is presently awaiting the confirmation of its nominee for
Director. Should the nominee be confirmed, this requirement will be one of the many items the new
OPM Director will evaluate and take appropriate action to comply, or to request an exception from this
provision.

Section 15(k)(8), Assign Small Business Technical Advisor: An agency official stated that the OSDBU
has hired 1 staff member who is technically qualified to work with the procurement center representative.
The employee also does market research and helps with outreach events of the OSDBU, and in general
mirrors the OSBDU Director’s work. The official told us the staff member spends about 50 percent of
her time working with the procurement center representative. The official also said the OPM OSDBU is
small and the OSBDU Director handles many tasks himself or may refer them to other relevant
individuals.

Management Response: We partially concur. OPM agrees with GAO’s summary for Section 15(k)(8);
however, the summary does not take into account that the OSDBU office has two full-time “FTES” who
each share 50 percent of their time with the procurement center representative which equates to 100
percent full-time coverage.

Section 15(k)(17), Respond to Notification of Undue Restriction on Ability of Small Business to
Compete: The survey response indicated that the OSDBU had not received a notification of an undue
restriction in the past 3 years. In a follow-up discussion, an agency official indicated that the OSBDU
Director would take most of the steps specified in the notification requirement, but would only inform he
advocate for competition if the situation could not be resolved between contracting, the procurement
center representative, and the OSDBU Director. According to the official, the agency has created a draft
standard operating procedure that will address the issue of communicating to the agency advocate for
competition. However, the official also added that draft review process is lengthy and had not yet been
completed as of October 23, 2017.

Management Response: We concur. The Director of the OSDBU prepared a draft SOP entitled “Undue
Restriction on Small Business Ability to Compete” which is undergoing agency review. This proposal
will be evaluated by the incoming OPM Director, if confirmed, as part of his comprehensive review of the
OSDBU program at OPM.
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Personnel Practices: Actions Needed to Improve Documentation of OPM
Decisions on Conversion Requests, GAO-17-674

Recommendation 1: The Associate Director of Merit System Accountability and
Compliance should ensure that OPM’s finalized records schedule on retaining
conversion case files specifically lists all documentation that must be saved in its
case files.

Management Response:

OPM partially concurs.

We agree that the finalized guidance on retaining conversion case files should
specifically list information that must be documented in OPM’s case files.

OPM’s draft records retention schedule for maintaining pre- and post-appointment review
case files includes a list of documents that must be retained and exceptions to retaining
voluminous or large sized agency files reviewed in automated hiring systems, when it is
burdensome or impractical to store them in OPM’s files. By the end of calendar year
2017, OPM will submit the draft retention schedule to the National Archives and Records
Administration for review, public comment, and approval.

We do not agree with the implication that OPM’s current guidance lacks information
that must be maintained in case files. OPM’s Political Conversion Standard Operating
Procedure provides a description for the file organization and lists the contents to be
stored in each case file, including a file for the “Pre-appointment Checklist contents.”
While the guidance does not list each individual document to file, OPM maintains the
documents submitted by the requesting agency and additional information obtained
during the review process to support OPM’s decision. In situations involving extensive
file transactions, OPM allows agencies the flexibility to grant OPM evaluators access to
automated hiring systems to conduct pre- or post-appointment reviews. OPM exercises
discretion and provides exceptions to maintaining voluminous or large sized files
reviewed in automated hiring systems, when it is burdensome or impractical to store them
in OPM’s files. Nonetheless, OPM’s evaluators review checklists, which are filed in the
case file, and capture the review and analysis of that documentation.

Recommendation 2: The Associate Director of Merit System Accountability and
Compliance should establish a policy requiring that its staff verify they have reviewed all
documentation required by OPM checklists completed before recommending approval or
denial of a conversion request. OPM may incorporate such a verification requirement as
part of checklists completed by its staff when reviewing conversion requests.
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Management Response:
OPM partially concurs.

We agree with the recommendation to add a box to the evaluator checklist for evaluators
to indicate they have reviewed all applicable documentation, and for their reviewers to
add their concurrence. OPM’s revised evaluator checklists now include such verification
requirement, which will be applied moving forward.

We do not agree with the implication that OPM lacks a policy or process to implement a
thorough evaluation of required information to conduct a pre- or post-appointment review
of current or recent political appointees to covered civil service positions. The process
involves experienced evaluators serving as subject matter experts in human resources
evaluation, standardized checklists and operating procedures, and multiple levels of
management review prior to issuing a final decision of approval or denial. The
thoroughness of our review process is also evidenced by the fact that GAO agreed with
all of our decisions in the 99 cases reviewed.
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Recommendation 1: The Associate Director of Merit System Accountability and
Compliance should ensure that OPM’s finalized records schedule on retaining
conversion case files specifically lists all documentation that must be saved in its
case files.

Management Response:

OPM partially concurs.

We agree that the finalized guidance on retaining conversion case files should
specifically list information that must be documented in OPM’s case files.

OPM’s draft records retention schedule for maintaining pre- and post-appointment review
case files includes a list of documents that must be retained and exceptions to retaining
voluminous or large sized agency files reviewed in automated hiring systems, when it is
burdensome or impractical to store them in OPM’s files. By the end of calendar year
2017, OPM will submit the draft retention schedule to the National Archives and Records
Administration for review, public comment, and approval.

We do not agree with the implication that OPM’s current guidance lacks information
that must be maintained in case files. OPM’s Political Conversion Standard Operating
Procedure provides a description for the file organization and lists the contents to be
stored in each case file, including a file for the “Pre-appointment Checklist contents.”
While the guidance does not list each individual document to file, OPM maintains the
documents submitted by the requesting agency and additional information obtained
during the review process to support OPM’s decision. In situations involving extensive
file transactions, OPM allows agencies the flexibility to grant OPM evaluators access to
automated hiring systems to conduct pre- or post-appointment reviews. OPM exercises
discretion and provides exceptions to maintaining voluminous or large sized files
reviewed in automated hiring systems, when it is burdensome or impractical to store them
in OPM’s files. Nonetheless, OPM’s evaluators review checklists, which are filed in the
case file, and capture the review and analysis of that documentation.

Recommendation 2: The Associate Director of Merit System Accountability and
Compliance should establish a policy requiring that its staff verify they have reviewed all
documentation required by OPM checklists completed before recommending approval or
denial of a conversion request. OPM may incorporate such a verification requirement as
part of checklists completed by its staff when reviewing conversion requests.
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Management Response:
OPM partially concurs.

We agree with the recommendation to add a box to the evaluator checklist for evaluators
to indicate they have reviewed all applicable documentation, and for their reviewers to
add their concurrence. OPM’s revised evaluator checklists now include such verification
requirement, which will be applied moving forward.

We do not agree with the implication that OPM lacks a policy or process to implement a
thorough evaluation of required information to conduct a pre- or post-appointment review
of current or recent political appointees to covered civil service positions. The process
involves experienced evaluators serving as subject matter experts in human resources
evaluation, standardized checklists and operating procedures, and multiple levels of
management review prior to issuing a final decision of approval or denial. The
thoroughness of our review process is also evidenced by the fact that GAO agreed with
all of our decisions in the 99 cases reviewed.



UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director November 22, 2017

The TTonorable Patrick J. Leahy
Vice Chairman

Committee on Appropriations
United States Senate

S-146A The Capitol
Washington, DC 20515

Dear Vice Chairman Leahy:

In accordance with 31 U.S.C. § 720, the U.S. Office of Personnel Management hereby submits
its response to the recommendations made by the U.S. Government Accountability Office
(GAOQ) in its report, Office of Personnel Management.: Small Business Contracting - Actions
Needed to Demonstrate and Betier Review Compliance with Select Requirements for Small
Business Advocates, GAO-17-675, GAO job code number 100820.

We recognize that even the most well-run program benefits from external evaluations. We
provide detailed responses to GAO’s recommendations in the enclosure of this letter.

If you have any questions, please feel free to contact Stcphe_n Billy, Acting Director,
Congressional, Legislative and Intergovernmental Affairs (202) 606-1300.

Sincerely,
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Acting Director
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Office of Personnel Management: Small Business Contracting - Actions Needed to Demonstrate and
Better Review Compliance with Select Requirements for Small Business Advocates, GAO-17-675

Recommendation: The Director of OPM should comply with sections 15(k)(2), (k)(8), and (k)(17) or
report to Congress on why the agency has not complied, including seeking any statutory flexibilities or
exceptions believed appropriate.

OPM Response

Section 15(k)(2), Compensation/Seniority: Generally requires that OSDBU Director be appointed by
the agency head to an SES position. According to the survey response, the OSDBU Director is a General
Schedule position (GS-15 level) and the Senior Procurement Executive is a Senior Executive Service
(SES) position.

Management Response: We concur in part. OPM recognizes that the National Defense Authorization
Act for 2013, Section 691(a) Pub. L. No. 112-239 included the requirement that the OSDBU Director be a
member of the Senior Executive Service (SES) if the chief acquisition officer (CAO) or the senior
procurement executive (SPE) is an SES. By statute, OPM has no chief acquisition officer, but it does
have a senior procurement executive, who is a member of the SES.

At the time of enactment of section 691(a), OPM’s OSDBU Director position was encumbered by an
employee at the GS-15 pay grade. OPM is presently awaiting the confirmation of its nominee for
Director. Should the nominee be confirmed, this requirement will be one of the many items the new
OPM Director will evaluate and take appropriate action to comply, or to request an exception from this
provision.

Section 15(k)(8), Assign Small Business Technical Advisor: An agency official stated that the OSDBU
has hired 1 staff member who is technically qualified to work with the procurement center representative.
The employee also does market research and helps with outreach events of the OSDBU, and in general
mirrors the OSBDU Director’s work. The official told us the staff member spends about 50 percent of
her time working with the procurement center representative. The official also said the OPM OSDBU is
small and the OSBDU Director handles many tasks himself or may refer them to other relevant
individuals.

Management Response: We partially concur. OPM agrees with GAO’s summary for Section 15(k)(8);
however, the summary does not take into account that the OSDBU office has two full-time “FTES” who
each share 50 percent of their time with the procurement center representative which equates to 100
percent full-time coverage.

Section 15(k)(17), Respond to Notification of Undue Restriction on Ability of Small Business to
Compete: The survey response indicated that the OSDBU had not received a notification of an undue
restriction in the past 3 years. In a follow-up discussion, an agency official indicated that the OSBDU
Director would take most of the steps specified in the notification requirement, but would only inform he
advocate for competition if the situation could not be resolved between contracting, the procurement
center representative, and the OSDBU Director. According to the official, the agency has created a draft
standard operating procedure that will address the issue of communicating to the agency advocate for
competition. However, the official also added that draft review process is lengthy and had not yet been
completed as of October 23, 2017.

Management Response: We concur. The Director of the OSDBU prepared a draft SOP entitled “Undue
Restriction on Small Business Ability to Compete” which is undergoing agency review. This proposal
will be evaluated by the incoming OPM Director, if confirmed, as part of his comprehensive review of the
OSDBU program at OPM.















GAO Report GAO-17-254 - Identity Theft Services: Services Offer Some Benefits but are Limited
in Preventing Fraud

Recommendation 1: GAO recommends that the Director of OPM incorporate criteria and
procedures for determining whether to offer identity theft services into the agency’s data-breach-
response policy.

Management Response: We concur. OPM will update its breach response plan in accordance
with the Office of Management and Budget’s recently issued Memorandum 17-12 (OMB M-17-
12). That memorandum requires that OPM assess the risk of harm to individuals affected or
potentially affected by a breach and to determine how best to mitigate that harm, including what
services to offer affected individuals. The framework set out in the memorandum for conducting
those assessments will be incorporated into the OPM breach response plan, which is due to be
completed and submitted to OMB by July 2017.

Recommendation 2: GAO recommends that the Director of OPM implement procedures that
provide reasonable assurance that significant decisions on the use of identity theft services are
appropriately documented.

Management Response: We concur. As noted above, OPM will update its breach response
plan in accordance with OMB M-17-12. In developing that plan, OPM will incorporate the
memorandum’s guidance concerning tracking and documenting the agency’s response to a
breach, including documenting decisions to provide identity theft services to affected
individuals. The OPM breach response plan is due to be completed and provided to OMB by
July 2017.
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U.S. Office of Personnel Management's Response to GAO's Recommendations in Report:
Personnel Security Clearances: Additional Actions Needed to Ensure Quality, Address
Timeliness, and Reduce Investigation Backlog

NBIB’s responses to its pertinent recommendations are detailed below by the specific
recommendation in GAQ’s report.

Recommendation #4: Develop a plan, including goals and milestones, that includes a
determination of the effect of the business process reengineering efforts for reducing the
backlog to a “healthy” inventory of work, representing approximately 6 weeks of work.

We concur. Over the last year, NBIB has implemented efficiencies to reduce the level of
effort through its business process reengineering effort and has increased its overall
investigator capacity. Additionally, NBIB has dedicated resources to work with the
Office of the Director of National Intelligence, Office of Management and Budget,
Department of Defense (DOD), OPM and other Departments and Agencies to further
develop, scope, and implement a series of operational and administrative process changes
aimed at bringing about both short and long-term reductions in the current inventory.

Despite making great strides on the business process reengineering effort, NBIB’s ability
to develop the kind of plan envisioned by this recommendation is dependent on the
execution of the transition with DOD, as directed in Section 925. Until NBIB receives a
fully executable plan and timeline from DOD for the transition of up to 70 percent of its
workload, it will be difficult for NBIB to develop realistic and reasonable goals and
milestones that will help it reach a “healthy” inventory.

Recommendation #5: Establish goals for increasing total investigator capacity — Federal
employees and contractor personnel - in accordance with the plan for reducing the
backlog of investigations.

We concur. We agree that an increase in investigator capacity — both Federal and
contractor — is critical to reducing the current inventory. Since our inception, NBIB has
prioritized efforts to increase investigator capacity. On the Federal side, NBIB added 600
funded field investigator positions and currently have approximately 1,700 fully trained
and productive Federal investigators in place. We plan to continue our aggressive hiring
efforts with a goal of sustaining a workforce of 1975 total Federal investigators. For
contract investigators, we increased our total contract vendors to four, and those four
contract vendors have increased available resources by over 800 investigators, with a
total of approximately 5,300 contractor investigators deployed in the field today.

Collectively, NBIB’s comprehensive federal and contractor workforce is approximately
7,000 investigators, a number we plan to continue to grow. NBIB is not only increasing
capacity, but also increasing productivity by reducing the level of effort required by
investigators to work on each case in order to maximize overall productivity. The less
time an investigator spends on each case, the quicker the investigator can begin work on
the next. This concept has led NBIB to streamline processes, reallocate resources, and
amend internal policies for greater efficiencies and effectiveness while simultaneously
maintaining quality and reciprocity for all of Government.



U.S. Office of Personnel Management's Response to GAO's Recommendations in Report:
Personnel Security Clearances: Additional Actions Needed to Ensure Quality, Address
Timeliness, and Reduce Investigation Backlog

Recommendation #6: The Director of NBIB should build upon NBIB’s current workforce
planning efforts by developing and implementing a comprehensive strategic workforce plan that
focuses on what workforce and organizational needs and changes will enable the Bureau to meet
the current and future demand for its services.

We concur. We generally agree we need to further develop a solid workforce strategy that not
only accommodates for the business process improvement initiatives, but accounts for the
reduction in workload that is anticipated to be triggered by a transition of certain background
investigation activities to DoD.
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efforts with a goal of sustaining a workforce of 1975 total Federal investigators. For
contract investigators, we increased our total contract vendors to four, and those four
contract vendors have increased available resources by over 800 investigators, with a
total of approximately 5,300 contractor investigators deployed in the field today.

Collectively, NBIB’s comprehensive federal and contractor workforce is approximately
7,000 investigators, a number we plan to continue to grow. NBIB is not only increasing
capacity, but also increasing productivity by reducing the level of effort required by
investigators to work on each case in order to maximize overall productivity. The less
time an investigator spends on each case, the quicker the investigator can begin work on
the next. This concept has led NBIB to streamline processes, reallocate resources, and
amend internal policies for greater efficiencies and effectiveness while simultaneously
maintaining quality and reciprocity for all of Government.



U.S. Office of Personnel Management's Response to GAO's Recommendations in Report:
Personnel Security Clearances: Additional Actions Needed to Ensure Quality, Address
Timeliness, and Reduce Investigation Backlog

Recommendation #6: The Director of NBIB should build upon NBIB’s current workforce
planning efforts by developing and implementing a comprehensive strategic workforce plan that
focuses on what workforce and organizational needs and changes will enable the Bureau to meet
the current and future demand for its services.

We concur. We generally agree we need to further develop a solid workforce strategy that not
only accommodates for the business process improvement initiatives, but accounts for the
reduction in workload that is anticipated to be triggered by a transition of certain background
investigation activities to DoD.






Ms. Kathleen McGettigan

January 25, 2018
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OPM Response to GAO Report Titled Information Technology Reform Agencies Need to
Improve Certification of Incremental Development (GAO-18-148)

In September 2017, the U.S. Office of Personnel Management (OPM) provided a response to
U.S. Government Accountability Office (GAO) draft report recommendation, which is included
in the GAQ’s final report. As we stated in the response to the draft report, we concur with the
GAO recommendation towards certification of incremental development.

Response to Recommendation:

Recommendation: The Director of OPM should ensure that the CIO of OPM updates the
agency’s policy and process for the CIO’s certification of major IT investments’ adequate use of
incremental development, in accordance with OMB’s guidance on the implementation of
FITARA, and confirm that it includes a description of the CIO’s role in the certification process
and a description of how CIO certification will be documented.

Management Response:

OPM concurs with this recommendation. OPM intends to update its policies and processes to

include a description of the CIO’s role in the certification process and a description of how the
CIO certification will be documented, consistent with OMB’s relevant guidance. Updating its

processes may be impacted by, among other things, the availability of resources.






OPM Response to GAO Report Titled Information Technology Reform Agencies Need to
Improve Certification of Incremental Development (GAO-18-148)

In September 2017, the U.S. Office of Personnel Management (OPM) provided a response to
U.S. Government Accountability Office (GAO) draft report recommendation, which is included
in the GAQ’s final report. As we stated in the response to the draft report, we concur with the
GAO recommendation towards certification of incremental development.

Response to Recommendation:

Recommendation: The Director of OPM should ensure that the CIO of OPM updates the
agency’s policy and process for the CIO’s certification of major IT investments’ adequate use of
incremental development, in accordance with OMB’s guidance on the implementation of
FITARA, and confirm that it includes a description of the CIO’s role in the certification process
and a description of how CIO certification will be documented.

Management Response:

OPM concurs with this recommendation. OPM intends to update its policies and processes to

include a description of the CIO’s role in the certification process and a description of how the
CIO certification will be documented, consistent with OMB’s relevant guidance. Updating its

processes may be impacted by, among other things, the availability of resources.






OPM Response to GAO Report Titled Information Technology Reform Agencies Need to
Improve Certification of Incremental Development (GAO-18-148)

In September 2017, the U.S. Office of Personnel Management (OPM) provided a response to
U.S. Government Accountability Office (GAO) draft report recommendation, which is included
in the GAQ’s final report. As we stated in the response to the draft report, we concur with the
GAO recommendation towards certification of incremental development.

Response to Recommendation:

Recommendation: The Director of OPM should ensure that the CIO of OPM updates the
agency’s policy and process for the CIO’s certification of major IT investments’ adequate use of
incremental development, in accordance with OMB’s guidance on the implementation of
FITARA, and confirm that it includes a description of the CIO’s role in the certification process
and a description of how CIO certification will be documented.

Management Response:

OPM concurs with this recommendation. OPM intends to update its policies and processes to

include a description of the CIO’s role in the certification process and a description of how the
CIO certification will be documented, consistent with OMB’s relevant guidance. Updating its

processes may be impacted by, among other things, the availability of resources.






OPM Response to GAO Report Titled Information Technology Reform Agencies Need to
Improve Certification of Incremental Development (GAO-18-148)

In September 2017, the U.S. Office of Personnel Management (OPM) provided a response to
U.S. Government Accountability Office (GAO) draft report recommendation, which is included
in the GAQ’s final report. As we stated in the response to the draft report, we concur with the
GAO recommendation towards certification of incremental development.

Response to Recommendation:

Recommendation: The Director of OPM should ensure that the CIO of OPM updates the
agency’s policy and process for the CIO’s certification of major IT investments’ adequate use of
incremental development, in accordance with OMB’s guidance on the implementation of
FITARA, and confirm that it includes a description of the CIO’s role in the certification process
and a description of how CIO certification will be documented.

Management Response:

OPM concurs with this recommendation. OPM intends to update its policies and processes to

include a description of the CIO’s role in the certification process and a description of how the
CIO certification will be documented, consistent with OMB’s relevant guidance. Updating its

processes may be impacted by, among other things, the availability of resources.






OPM Response to GAO Report Titled Information Technology Reform Agencies Need to
Improve Certification of Incremental Development (GAO-18-148)

In September 2017, the U.S. Office of Personnel Management (OPM) provided a response to
U.S. Government Accountability Office (GAO) draft report recommendation, which is included
in the GAQ’s final report. As we stated in the response to the draft report, we concur with the
GAO recommendation towards certification of incremental development.

Response to Recommendation:

Recommendation: The Director of OPM should ensure that the CIO of OPM updates the
agency’s policy and process for the CIO’s certification of major IT investments’ adequate use of
incremental development, in accordance with OMB’s guidance on the implementation of
FITARA, and confirm that it includes a description of the CIO’s role in the certification process
and a description of how CIO certification will be documented.

Management Response:

OPM concurs with this recommendation. OPM intends to update its policies and processes to

include a description of the CIO’s role in the certification process and a description of how the
CIO certification will be documented, consistent with OMB’s relevant guidance. Updating its

processes may be impacted by, among other things, the availability of resources.






OPM Response to GAO Report Titled Information Technology Reform Agencies Need to
Improve Certification of Incremental Development (GAO-18-148)

In September 2017, the U.S. Office of Personnel Management (OPM) provided a response to
U.S. Government Accountability Office (GAO) draft report recommendation, which is included
in the GAQ’s final report. As we stated in the response to the draft report, we concur with the
GAO recommendation towards certification of incremental development.

Response to Recommendation:

Recommendation: The Director of OPM should ensure that the CIO of OPM updates the
agency’s policy and process for the CIO’s certification of major IT investments’ adequate use of
incremental development, in accordance with OMB’s guidance on the implementation of
FITARA, and confirm that it includes a description of the CIO’s role in the certification process
and a description of how CIO certification will be documented.

Management Response:

OPM concurs with this recommendation. OPM intends to update its policies and processes to

include a description of the CIO’s role in the certification process and a description of how the
CIO certification will be documented, consistent with OMB’s relevant guidance. Updating its

processes may be impacted by, among other things, the availability of resources.



























UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415
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JUL 302018

The Honorable Tom Graves
Chairman
Subcommittee on Financial Services
and General Government
Committee on Appropriations
United States House of Representatives
2000 Rayburn House Office Building
Washington, DC 20515

Dear Mr. Chairman:

In accordance with 31 U.S.C. §720, the U.S. Office of Personnel Management (OPM) hereby
submits its response to the recommendation made in the U.S. Government Accountability
Office’s (GAO) final report, entitled, “Actions and Guidance Could Help Address Issues and
Inconsistencies in Estimation Processes” GAO 18-377, GAO job code 101247,

Please note that OPM plans to complete corrective actions within a timely manner. These
planned actions are noted in the attached response, dated May 3, 2018.

If you have any additional questions or concerns, please do not hesitate to contact Mr, Jonathan
J. Blyth, Director, Congressional, Legislative, and Intergovernmental Affairs at (202) 606-1300.

Sincerely,

Y F==

///lgr. Jeff T.H. Pon o
Director
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The Honorable James Lankford

Chairman

Subcommittee on Financial Services
and General Government

Committee on Appropriations

United States Senate

184 Dirksen Senate Office Building

Washington, DC 20510

Dear Mr Chairman:

In accordance with 31 U.S.C. §720, the U.S. Office of Personnel Management (OPM) hereby
submits its response to the recommendation made in the U.S. Government Accountability
Office’s (GAO) final report, entitled, “Actions and Guidance Could Help Address Issues and
Inconsistencies in Estimation Processes” GAO 18-377, GAO job code 101247,

Please note that OPM plans to complete corrective actions within a timely manner. These
planned actions are noted in the attached response, dated May 3, 2018.

If you have any additional questions or concerns, please do not hesitate to contact Mr. Jonathan
J. Blyth, Director, Congressional, Legislative, and Intergovernmental Affairs at (202) 606-1300.

Sincerely,

———————-——-—'—“) '
Director Rm\

Enclosure

OPM.GOV Empowering Excellence in Government through Great People USAJOBS.GOV










GAO Report: Federal Chief Information Officers: Critical Actions Needed to Address
Shortcomings and Challenges in Implementing Responsibilities, GAO-18-93

Recommendation #1: The Director of the Office of Personnel Management should
ensure that the department’s IT management policies address the role of the C10 for key
responsibilities in the 5 areas we identified.

Management Response:

We concur. OPM will review and update, as appropriate, the agency’s IT management
policies to address the role of the CIO for the key responsibilities identified. Since our
last response to GAO, OPM CIO is working with a professional services firm to establish
an Enterprise Program Management Office (EPMO) within the Office of the Chief
Information Officer (OCIO). This firm has completed an overall assessment of OCIO’s
existing policies and procedures. Over the coming months, the EPMO will support
OCIQ’s efforts to establish a more robust governance process and to further develop its
policies and procedures. The overall efforts will address some of the recommendations
from GAQ’s report while OPM will continue to work to close out any other remaining
recommendations identified in the five areas.
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Executive Summary

Section 3 of the Securely Expediting Clearances Through Reporting Transparency Act
of 2018 or the “SECRET Act of 2018” (Public Law 115-173) requires the National
Background Investigations Bureau (NBIB), in coordination with the Director of National
Intelligence (DNI), to submit not later than 90 days after the date of enactment of the
Act and quarterly thereafter for 5 years, a Report on the Backlog of Personnel Security
Clearance Investigations to Congress for the most recent full calendar quarter. This
report is the initial submission to satisfy this requirement. Going forward, NBIB will
provide updates to Section 3 of this report on a quarterly basis.

In addition, Section 5 of the SECRET Act of 2018 requires the Office of Personnel
Management (OPM) to submit not later than 120 days after the date of enactment of the
Act a report on the cost of maintaining a background investigations capability within
OPM and a background investigations capability for Department of Defense (DoD)
personnel under the control of the DoD (per Section 925 of the FY 2018 NDAA (Public
Law 115-91)), as compared to the cost of sustaining a single Government-wide
background investigations enterprise. This report provides OPM'’s response to this
requirement as well.
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NBIB’s Response to Section 3, Subsection 1

Size of the backlog of personnel security clearance investigations’, including for
each sensitivity level?

(A) The number of interim clearances granted

NBIB, as the primary provider of background investigations for the Federal
Government, does not grant interim clearances. NBIB is not able to provide the
number of interim clearances granted for all of government. The responsibility for
granting interim clearances lies with each individual Federal agency.

In addition, the Office of the Director of National Intelligence (ODNI) is in the process
of developing a directive as clarifying guidance to Federal agencies on the granting
of interim clearances. ODNI, as the Security Executive Agent (SecEA), is best
positioned to comment on the status of the guidance and government wide metrics
pertaining to interim clearances.

(B) The number of initial investigations for Federal employees
As of July 2, 2018, there were a total of 235,861 initial national security clearance
investigations on Federal employees in NBIB’s pending inventory.

e 65,110 of those investigations were for a Top Secret clearance.
e 170,751 of those investigations were for a Secret clearance.

(C)The number of periodic reinvestigations for Federal employees
As of July 2, 2018, there were a total of 136,464 periodic national security clearance
reinvestigations on Federal employees in NBIB’s pending inventory.

e 67,013 of those investigations were for a Top Secret clearance.
e 69,451 of those investigations were for a Secret clearance.

(D) The number of initial investigations for employees of Federal contractors
As of July 2, 2018, there were a total of 77,719 initial national security clearance
investigations on employees of Federal contractors in NBIB’s pending inventory.

e 32,877 of those investigations were for a Top Secret clearance.
e 44 842 of those investigations were for a Secret clearance.

(E) The number of periodic reinvestigations for employees of Federal contractors

' NBIB's inventory is made up of a variety of investigative products, to include products supporting both national security

and suitability determinations. For the purpose of this report, NBIB is limiting reporting to the number of national security
clearance investigations in its current inventory. Not all these cases should be considered backlog, as the numbers
reported are total inventory, which include the investigations NBIB consider to be part of a healthy steady state inventory.
2 Agencies do not report “sensitivity designations” to NBIB with the investigation submission. OPM has data standards for
Enterprise Human Resources Integration submissions related to risk and sensitivity designation. These fields are currently
optional, but if provided, they directly correlate to the level of investigation that is required for a position. Accordingly, we
are reporting the number of national security clearance investigations.
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As of July 2, 2018, there were a total of 81,257 periodic national security clearance
reinvestigations on employees of Federal contractors in NBIB’s pending inventory.

e 52,390 of those investigations were for a Top Secret clearance.
e 28,867 of those investigations were for a Secret clearance.

(F) The number of initial investigations for employees of, and employees of contractors
of, the Department of Defense

As of July 2, 2018, there were 85,721 Top Secret and 196,768 Secret initial national
security clearance investigations for employees of, and employees of contractors of,
the Department of Defense.

e Of the total Top Secret initial clearance investigations, 59,210 are on Federal
employees and 26,511 are on employees of Federal contractors.

e Of the total Secret initial clearance investigations, 153,923 are on Federal
employees and 42,845 are on employees of Federal contractors.

(G)The number of periodic reinvestigations for employees of and employees of
contractors of the Department of Defense

As of July 2, 2018, there were 84,280 Top Secret and 93,306 Secret periodic
national security clearance reinvestigations for employees of, and employees of
contractors of, the Department of Defense.

e Of the total Top Secret periodic clearance reinvestigations, 47,607 are on
Federal employees and 36,673 are on employees of Federal contractors.

e Of the total Secret periodic clearance reinvestigations, 65,920 are on Federal
employees and 27,386 are on employees of Federal contractors.

(H) The number of employees of the Bureau conducting background investigations for
the Bureau
As of July 2, 2018, NBIB has 1,714 Federal field investigator employees.

(I) The number of employees of contractors of the Bureau conducting a background
investigations for the Bureau

As of July 2, 2018, NBIB has 6,687 contractor field investigator employees working
on behalf of NBIB. NBIB’s contractor investigator count is tracked in OPM'’s case
management system.
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NBIB’s Response to Section 3, Subsection 2

Average length of time, for each sensitivity level, to carry out an initial
investigation and a periodic reinvestigation

Investigation Closing Timeliness Performance
Investigation Service Provider: National Background Investigations Bureau

National Security - Initial National Security - Reinvestigations

TOTALNational
Security Reinvest.

TOTAL Initial
National Security

Secret/Conf/L
Reinvest.

Clearance/ Suitability Top Secret

Top Secret/Q Secret/Conf/L

Reinvest.

Investigation Type

Case Types Included:

Tier 5, SSBI

Tier 3, NACLC (SF 86),
and ANACI

TOTAL

Tier 5R, SSBI-PR, and
PPR

Tier 3R

TOTAL

Total Cases Completed

28,504

109,856

138,360

17,591

39,118

56,709

Q3 Average Processing Time
Fastest 90%

390 days
345 days

179 days
130 days

222 days
171 days

518 days
488 days

208 days
168 days

304 days
259 days

NBIB’s Response to Section 3, Subsection 3

Discussion of the factors contributing to the average length of time to carry out
an initial investigation and a periodic reinvestigation

Numerous factors impact the amount of time needed to carry out investigations,
including but not limited to the size of the investigative workforce, the increased
complexity of case types, and the Information Technology (IT) systems that support
background investigations.

NBIB’s inventory is a result, in part, of not having the investigator capacity on hand in
the past to meet the workload demands for investigations. NBIB addressed this by
increasing the capacity of its investigative workforce from 5,843 Federal and contractor
investigators on October 1, 2016 to over 8,400 Federal and contractor investigators
today. NBIB continually works to improve the timely delivery of investigations by
optimizing its total workforce. Geographic requirements, the availability of contract
resources, and the overall capacity and productivity of the workforce are all central to
this optimization. NBIB plans to continue to increase its workforce numbers. Please
note that these efforts have been undertaken at the same time as the implementation
of the 2012 Federal Investigative Standards. These standards use a tiered model and
flagging strategy which have increased the complexity of each case type, as well as
the number of investigative elements required to meet standards.

The background investigation process is heavily reliant on the availability of current IT
systems and the delivery of new and advanced automated systems. Improvements in
timeliness will require on-time implementation of certain IT systems that provide process
efficiencies. Additionally, delays can be caused due to factors internal to completing
background investigations. Investigation subjects must submit information that is
complete and thorough; agencies must provide complete applications to NBIB; and
references close to the subject must make themselves available for interviews. Factors
such as subjects’ overseas deployments, and the need to develop leads in complex
cases or cases where national security issues are reported, result in longer case
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processing. Further, state and local law enforcement records must be obtained.

NBIB’s Response to Section 3, Subsection 4

Paragraph A. Identification of the cause of, and recommendations to remedy, the
backlog;

Paragraph B. Steps NBIB shall take to reduce the backlog;

Paragraph C. Process reforms to improve efficiencies in, and the quality of,
background investigations; and

Paragraph D. Projection of when the backlog will be sufficiently reduced to meet
required timeliness standards

From 2009-2014, OPM Federal Investigative Services, NBIB’s predecessor
organization, performed timely processing of cases and met the timeliness goals
required by the Intelligence Reform & Terrorism Prevention Act. In September 2014,
the cancellation of the contract of OPM’s then largest contract investigation supplier
resulted in a 60 percent loss of investigative capacity. This loss was compounded in
October 2014 by the introduction of a phased implementation of the 2012 Revised
Federal Investigative Standards (FIS). This implementation increased the workload,
time and cost required to process and close cases. The most notable impacts were felt
with the Tier 3/Tier 3 Reinvestigation (T3R) Implementation in October 2015 and Tier
5/Tier 5 Reinvestigation (T5R) Implementation in October 2016.

NBIB is taking several courses of action to reduce the backlog and is formalizing its
existent action plan that is being prepared to respond to the recommendation made in
GAO-18-29: Personnel Security Clearances: Additional Actions Needed to Ensure
Quality, Address Timeliness, and Reduce Investigation Backlog. NBIB is currently
finalizing this formal plan, which includes details about the following measures that
NBIB has implemented to reduce the backlog to a “healthy” state inventory.

e Security and Suitability Executive Agent (EA) Executive Correspondence (EC) —
In late 2017 and mid-2018, the Security and Suitability EAs jointly issued
guidance to reduce the background investigation inventory. NBIB has a strong
role in the implementation of these EC measures.

e Business Process Reengineering (BPR) — NBIB undertook a Business Process
Reengineering (BPR), which will support NBIB’s Backlog Mitigation Plan. The
BPR followed NBIB’s comprehensive, interagency assessment in FY16 that
identified 57 ‘pain points’ in the current background investigations process. In
FY17, NBIB finalized its BPR implementation plan and formed a new Strategy
and Business Transformation Office to lead BPR. BPR addresses technology
and process changes and informs data-based decisions. BPR also supports the
development of the National Background Investigation Services (NBIS), the
shared government-wide IT service. The relationship between NBIB’s efforts to
reduce the inventory and BPR means that successful implementation of the BPR
and other initiatives could accelerate the reduction of the case inventory.
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e Increasing the investigative workforce — NBIB’s inventory is a result, in part, of
not having the investigator capacity on hand to meet the workload demands for
investigations. NBIB increased the capacity of its investigative workforce from
5,843 Federal and contractor investigators on October 1, 2016 to over 8,400
Federal and contractor investigators today.

e Trusted Workforce 2.0 — NBIB is a member of the Trusted Workforce Executive
Steering Group and is actively involved in the establishment of the Trusted
Workforce 2.0 effort. Established by the SecEA (ODNI) and Suit/CredEA (OPM)
to overhaul the fundamental Security, Suitability/Fitness, and Credentialing
vetting approach and establish the framework for the Trusted Workforce 2.0
effort, Trusted Workforce 2.0 is focused on pursuing reform to overhaul the
fundamental security, suitability, and credentialing vetting enterprise. The
outcomes of this undertaking will influence how NBIB and the background
investigation community move forward to address the investigation inventory,
modernize policies and processes, and develop an agile IT environment to share
information and enable vetting operations at agencies Government-wide. As part
of the first phase of Trusted Workforce 2.0, in May 2018, the Executive Agents
issued a joint Executive Correspondence outlining measures to reduce and
mitigate the Federal Government’s Background Investigation inventory. This
collaborative risk management decision clarifies and adjusts certain elements of
the FIS to increase investigative resources and production, incorporate business
transformation efficiencies, and streamline quality review processes.

e Position Designation Requirements — The Executive Agents oversee compliance
with Title 5 Part 1400 implementation, which requires department and agency
heads to conduct a top down review of position designations and national security
clearance requirements for their unique missions.

The projected point in time when the backlog will be sufficiently reduced to meet
required timeliness standards is approximately mid to late 2020. The inventory forecast
uses a series of estimates and assumptions, some of which are controlled or influenced
by outside entities, and some of which are part of NBIB’s overall backlog mitigation
strategy, to project NBIB’s future inventory.

NBIB’s Response to Section 3, Subsection 5

Description of improvements in the information and data security

OPM has centralized cybersecurity resources under a Chief Information Security Officer
(CISO) and is publishing policies that empower the CISO and Chief Information Officer
(CIO) organizations to take further proactive steps to secure and control access to
sensitive information. We have expeditiously implemented the Department of Homeland
Security (DHS) Continuous Diagnostic and Mitigation program, the DHS Einstein 3
Accelerated initiative while also employing the DHS Binding Operational Directive for
vulnerability management and prevention to proactively detect and remediate identified
vulnerabilities.

OPM has matured its assessment and authorization framework while continually
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striving to improve the effectiveness of the program. OPM has created and/or updated
numerous operational templates, guidance, and policies to reflect the most recent
legislative mandates for information security defined by the Federal Information Security
Modernization Act while also adhering to the Federal Information Processing Standards.
All OPM systems have a current and valid Authorization to Operate.

OPM actively participated in numerous Government-wide Federal initiatives, including
OMB’s Cyber Sprint, the identification of High Value Assets, Personal Identity
Verification Implementation, and the establishment of Incident Response teams as part
of the Security Operation Center implementation which provides 24X7 monitoring and
protection services across the OPM enterprise.

OPM has implemented a “defense in depth” cyber security program which employs
multiple layers and aspects as a defensive strategy for protecting its networks,
systems, and data. Some highlights include strong encryption standards to include both
database and network layer encryption (data in transit, data at rest, data in use);
upgraded email security gateways to provide additional security functionality which
includes advanced malware analysis; data loss prevention; phishing detection in
accordance with DHS Trusted Internet Connections requirements; and full deployment
of encrypted communications for all agency public websites (HTTPS and HSTS).

In accordance with the National Defense Authorization Act for Fiscal Year 2017 (Public
Law 114-328), the DoD CIO has led efforts to design, develop, secure, operate, and
sustain the NBIS. The NBIS will replace NBIB’s current legacy systems and be the
system that supports background investigations by providing information resources
necessary to determine an individual’s trustworthiness to have access to US
Government facilities, information, and information systems.

NBIB’s Response to Section 5

Report on Costs Associated with Bifurcated Background Investigation Systems.

On June 21, 2018, the Executive Office of the President published its government
reform plan, “Delivering Government Solutions in the 21st Century: Reform Plan and
Reorganization Recommendations.” One of the Government-wide reorganization
proposals called for the full transfer of the background investigations program from
OPM to DoD, which would remove the possibility that the background investigation
systems would be bifurcated. Because the details of this initiative are still in the
planning stage, NBIB is not yet in a position to report on the costs associated with the
future-state enterprise.
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Enclosure (2)

UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
NATIONAL BACKGROUND INVESTIGATIONS BUREAU

Federal Investigations Notice

Notice No. 18-06 Date: September 24, 2018

Subject: FY 2019 Pricing Increase Deferment

On June 28, 2017 the National Background Investigations Bureau (NBIB) published its FY 2019
prices (FIN 17-05; FY 2019 Investigations Reimbursable Billing Rates Effective October 1, 2018).
At that time, NBIB estimated price increases would be required to ensure the continued financial
health of the Background Investigations (BI) program. Due to successful cost control efforts, policy
initiatives and process efficiencies, NBIB will be able to maintain its current FY 2018 prices at least
through the 1% quarter of FY 2019. Throughout FY 2019, NBIB will continue to reassess its
financial standing quarterly to determine if previously published FY 2019 prices should be
implemented. If so, advanced notice will be provided.

Charles S. Phalen, Jr.

Director

National Background Investigations
Bureau

Inquiries: NBIB Billing Oversight Team (BillingOversightTeam@nbib.gov), 724-794-5612 x4490
Distribution: SOIs/SONs
Notice Expires: Until superseded
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UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington. DC 20415

National Background
Investigations

Bureau

Federal Investigations Notice

Notice No. 17-05 Date: June 28, 2017

Subject: FY 2019 Investigations Reimbursable Billing Rates Effective October 1, 2018

The attached billing rates for reimbursable background investigative services will be effective beginning
FY 2019 (October 1, 2018). This FIN reflects the National Background Investigations Bureau’s (NBIB)
continued commitment to publish its investigative prices in time for our customer agencies to best
account for investigation costs in their out-year annual budgets.

After a complete analysis and consideration of our planned workload and required expenses in FY 2019,
NBIB will be adjusting base prices for FY 2019. As compared to our FY 2018 published price (see FIN
17-04; FY 2018 Investigations Reimbursable Billing Rates Effective October 1, 2017), FY 2019 prices
will increase an estimated overall average of 1.7%. Note this is different than the 2.8% estimated overall
average price increase NBIB initially published for FY 2019 (see FIN 17-02; FY 2019 Initial Estimated
Pricing).

In building early required funding projection, NBIB is assuming a certain amount of risk with the
publication of this FIN. Fluctuations in workload and the dynamic costs associated with meeting
customer demand can significantly impact the average cost of each investigation. NBIB will continue to
work with its customer agencies and do everything possible to maintain these published prices, however
the full impact of external factors may require pricing adjustments prior to the beginning of FY 20109.

Charles S. Phalen, Jr.
Director
National Background Investigations Bureau

Inquiries: Agency Liaison, 724-794-5612

Code: 736, Investigations

Distribution: SOis/SONs

Notice Expires: September 30, 2019, unless superseded

Attachment: FY 2019 Investigations Reimbursable Billing Rates - Effective October 1, 2018
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FIN 17-05 Attachment

FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018

Section 1: Investigations Billing Base Rates

Table 1: Effective Investigations Billing Base Rates

Case Type Caéeogé/pe Case Service o
Standard Priority
NAC National Agency Check 06 $159 Not Available
T1 Tier 1 63 $198 Not Available
T2 Tier 2 55 $559 $604
T2R Tier 2 Reinvestigation 56 $265 $286
T2S Tier 2 with a Subject Interview 57 $1,573 $1,699
T2RS | Tier 2 Reinvestigation with a Subject Interview 58 $1,279 $1,381
T3 Tier 3 64 $440 Not Available
T3R Tier 3 Reinvestigation 65 $424 Not Available
T4 Tier 4 66 $4,233 $4,571
T4R Tier 4 Reinvestigation 67 $2,723 $2,940
T5 Tier 5 70 $5,706 $6,163
T5R Tier 5 Reinvestigation 71 $3,134 $3,385

Note: For case types T2/T2R, T2S/T2RS, T4/T4R and T5/T5R, priority service (Case Service Code “A”) is available at
a higher base price, which will prioritize the processing of your request ahead of standard service cases. All other case
types are only available in standard service.

The Investigations Billing Base Rates are applied upon the receipt of the complete investigation request.
Additional and subsequent fees and adjustments may be applied. Please refer to the following sub-sections for
more details:

e Optional extra coverage and associated fees (sub-section 1a)

e Required expanded coverage to include the Triggered Enhanced Subject Interview (TESI) and
International Coverage and associated fees (sub-section 1b)

e Investigations discontinued billing rates (sub-section 1c)

Case type and service changes may be requested at any point prior to case closing by contacting the FIPC
Telephone Liaison at 724-794-5228 or FISUpgradeDowngrade@nbib.gov. Case type or service changes that
result in additional work (i.e. case and service upgrades) will receive a new case schedule date and be billed
according to the effective date the upgrade request was received. Case type or service changes that do not result
in additional work (i.e. case and service downgrades) will be billed according to the effective date the initial
request was received or the discontinue rate of the initial case type or service, whichever is greater.

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among
other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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FIN 17-05 Attachment

FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018

Sub-Section l1a: Optional Extra Coverage Fees

The optional extra coverage outlined in this section can be requested by including the appropriate code in the
“Extra Coverage” field of the Agency Use Block (AUB) of the Standard Forms. The below table defines the
extra coverage available, the case types that would allow each particular extra coverage to be requested, the
appropriate codes to use in the AUB and the fees that will be applied to your bill. If the case type is not listed in
the “Available Case Types” column, then the below coverages are included in the basic case coverage, unless
specified otherwise.

Table 2: Optional Extra Coverage Fees

Available Extra
Extra Coverage Case Types Coverage Fee
Code
Bar Association License Check (BAR) $10
Note: A $10 processing fee is charged per state search where the subject claims All Q + Varying
a license. An additional state processing fee may be added where applicable. For State Fee for
a current listing of state fees, please contact the Billing Oversight Team. each search
Bureau of Vital Statistics Check (BVS) All L $24
National Credit Check (CRED)
Note: Credit search provided on T1 investigations in accordance with the NAC 5 $11
Federal Investigative Standards. Under these conditions the extra coverage code T1
2 will be automatically added to the case and the fee will be applied.
8
State Criminal History Repository Check (SCHR) (SF-85)
Note: For positions involving child care, a $5 processing fee per search will be — $5
charged. Also, for each SCHR, an additional user fee (determined and charged Al Position + Varying
by each state) will be applied. Some states may charge for each name search Code State Fee for
conducted. For a current listing of state fees, please contact the Billing Oversight H each search
Team. (SF-85P
and SF-86)

Please note, the extra coverage outlined above is only what is available at an added cost to the customer above
the basic investigative rate. For additional extra coverage available at no charge, please refer to the most current
version of the INV 15, Requesting NBIB Personnel Investigations, which is located on the NBIB website. The
INV 15 is intended to assist federal agencies in requesting background investigations. It provides information to
familiarize agency human resource and security officials with NBIB investigations and the products and
services we offer.

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among
other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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FIN 17-05 Attachment

FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018
Sub-Section 1b: Required Expanded Coverage Fees (not optional)

The required expanded coverage outlined in this section is added to the customer’s bill according to the

expansion criteria and is not optional. The below table defines the expanded coverage and the specific criteria

that generate assessment of the additional fee.

Table 3: Required Expanded Coverage Fees

United States and its territories. All case types including the RSI (See Section 3) are subject to an
International Coverage fee.

Expanded Coverage and Criteria Fee

FBI Name Search for Spouse and/or Cohabitant (SFPN/SFBN) for NAC

Expansion Criteria: For NAC (case type 06) investigations submitted by an OPM-authorized $25
delegated agency in support of a higher level background using a SF-86 and having Access Levels (fee per search;
3 through 5, a name-based search of FBI Criminal Files (SFPN) and FBI Investigative Files SFPN = $2;
(SFBN) for subject spouse and/or cohabitant will be automatically scheduled. Fees apply to each SFBN = $23)
search conducted.

International Coverage

Expansion Criteria: International coverage is defined as any casework conducted outside of the $950

(flat fee per case)

Triggered Enhanced Subject Interview (TESI) for Tier 2, Tier 2R, Tier 3 and Tier 3R
Expansion Criteria: Applied to each case when a TESI is added to a Tier 2, Tier 2R, Tier 3 or Tier
3R investigation. The TESI must be completed for charges to apply.

$1,014
(flat fee per Case)

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among
other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018

Sub-Section 1c: Investigations Discontinued Billing Rates

The following table lists the billing rates for investigations discontinued prior to completion. With the exception
of Tier 1 and NAC investigations, all standard investigations offered in this Federal Investigative Notice receive
discounted pricing if they are discontinued or cancelled within 30 days of case scheduling. Priority
investigations receive discounted pricing if they are discontinued or cancelled within 15 days of case
scheduling. Discontinued investigations that meet the criteria described in the table below will receive a credit
(“AC” bill event) thereby reducing the base case price to the prices reflected below. Agencies may discontinue
an investigation by contacting the FIPC Telephone Liaison at 724-794-5228 or emailing
FISCTRBoyersTelephoneLiaisons@nbib.gov.

Table 4: Investigations Discontinued Billing Rates

Case Type/ | Base Price/ Adjusted Case Cosltnti)gztids gﬁe'(lj':lrlr;elgts:ontinued from the
Case Type | Case Service Service Full Charge
Code (FC) 0 - 5 days 6 - 15 days 16 - 30 days 053;530

NAC Standard 06A $159 FC FC FC FC
T1 Standard 63B $198 FC FC FC FC
1o Priority 55A $604 $332 $393 FC FC

Standard 55C $559 $168 $224 $280 FC

Priority 56A $286 $157 $186 FC FC
T2R

Standard 56C $265 $80 $106 $133 FC
125 Priority 57A $1,699 $934 $1,104 FC FC

Standard 57C $1,573 $472 $629 $787 FC
TIRS Priority 58A $1,381 $760 $898 FC FC

Standard 58C $1,279 $384 $512 $640 FC
T3 Standard 64B $440 $220 $264 $330 FC
T3R Standard 65B $424 $212 $254 $318 FC
T4 Priority 66A $4,571 $457 $1,828 FC FC

Standard 66C $4,233 $423 $1,058 $2,117 FC
TR Priority 67A $2,940 $294 $1,176 FC FC

Standard 67C $2,723 $272 $681 $1,362 FC
15 Priority 70A $6,163 $616 $2,465 FC FC

Standard 70C $5,706 $571 $1,427 $2,853 FC
T5R Priority 71A $3,385 $339 $1,354 FC FC

Standard 71C $3,134 $313 $784 $1,567 FC

FC = Full Charge

If a scheduled investigation is discontinued and subsequently the same level of investigation is reopened by the
same agency within four (4) months from the discontinuation date, the rate charged for the reopened
investigation will be adjusted (“RO” bill event) by the amount previously credited. Use the FIPC Form 553 to
request reopens of previously discontinued cases and to request Reimbursable Suitability/Security
Investigations (RSI). Please submit all reopen and RSI requests via the NP2 Portal. Faxed, scanned, and/or
mailed request will no longer be accepted. FIPC Form 553 is available on the NBIB website.

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among
other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018

Section 2: Special Agreement Check (SAC) Billing Rates

Table 5: Special Agreement Check (SAC) Billing Rates

Basic Processing Fee (applies to all requests)

Additional charges listed below based on coverage requested $13
Code Type Fee
Continuous Evaluation Special Agreement Check (CE SAC)
Includes SAC item codes A, E, X, and also includes a Financial Crimes Enforcement Network
3 Check (FNCN) for $10. $32
Note: A signed interagency agreement is required to request the CE SAC product. Agencies can
contact their NBIB Agency Liaison to obtain information regarding component coverage for the
CE SAC and to establish the required agreement (See FIN 17-03)
4 Military Discharge Check (MILD) $3
Price effective April 3, 2018.
State Criminal History Repository Check (SCHR)
Note: A $5 processing fee per search will be added to your bill (indicated by an “AD” bill event $5
8 on the invoice). Also, for each SCHR, an additional user fee charged by each state will be applied + Varying State
(with B*) | (shows as an ““AE” bill event on the invoice). Some states may charge for each name search Fee for each
conducted. For a current listing of state fees, please contact Billing Oversight. search
*Must be ordered in addition to SAC code B. Fees for SAC code B will apply.
A Security/Suitability Investigations Index Check (S11) $5
B FBI Fingerprint Classification Check (FBIF/FBFN) $10
C FBI Investigations Files Check (FBIN) $23
D Defense Central Index of Investigations Check (DCII) $11
E National Credit Check (CRED) $11
F Selective Service Check (SESE) $4
G Military Personnel Records Check (MILR) $16
H Investigative Agencies Check (INVA) $8
| Citizenship and Immigration Services Check (IMM) 6
(letter i) | Note: If multiple searches are required, the fee will be charged per search.
N Bureau of Vital Statistics Check (BVS) $24
SAC National Agency Check (SAC NAC)
Includes SAC item codes A, B, C, D, and H.
R Note: The SAC NAC is not the same product as a NAC (case type 06A) ordered on an SF-85, SF- $57
85P, or SF-86. The SAC NAC cannot be used by an OPM-authorized delegated agency in support
of a higher level background investigation.
Spouse/Cohabitant National Agency Check (NAC)
s Includes SAC item codes A, B (at a reduced rate of $2), C, and D. $41
Note: Additional coverage items may be applied at an additional charge based on the individual
background.
u Periodicals Check (PERI) $11.50
X National Crime Information Center/Interstate Identification Index Check (NCIC/I1I) $6

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among
other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018
Sub-Section 2a: Fingerprint SAC Requests

Table 6: Electronic Fingerprint-Only Special Agreement Check (SAC)

SAC
Code Type Fee

Electronic Fingerprint-Only Special Agreement Check (SAC)

Fingerprint only SAC for Federal applicants, employees, contractor, military personnel, or non-
Federal personnel (for regulatory purposes). The electronic fingerprints are those submitted
electronically via LiveScan or CardScan technology to the OPM Fingerprint Transaction System

B (FTS) via submission of SF-87/FD 258 only. Costs shown include FBI user fee ($10) and the basic $20
(electronic) | SAC processing fee of $13 is reduced to $10.

Note: Certain criminal justice positions are exempt from the FBI user fee of $10. OPM will only
charge for the reduced SAC processing fee ($10). For more details, please contact your Agency
Liaison.

Special Notes on Fingerprint SAC Requests

If a fingerprint SAC is submitted in advance of the higher level investigation, a credit may be applied to the
higher level case in the amount of the initial fingerprint SAC. To receive this credit, the requester must:

1. Submit the fingerprint SAC at least 1 day, but no greater than 120 days, in advance of the higher
level investigation, and
2. Include FIPC Code “I” (letter i) on the higher level investigation.

Including Agency Specific Accounting Details within Fingerprint Submissions

e Since not all electronic fingerprint machines contain an accounting field, the Attention Indicator (ATN)
field can be used as an alternative method on most machines. Populated ATN field details will return in
the “ACCOUNT BLOCK? field within the monthly invoices®.

e Additionally, the Occupation (OCP) field can be used to return agency, requesting office, and/or subject
specific identifiers. Populated OCP field details will return in the “POSITION” field on monthly
invoices®,

e Agencies using GSA shared enrollment (USAccess) centers may not have the ability to populate the
ATN and OCP fields and should address their concerns regarding this and/or other issues directly with
their USAccess Agency Lead or GSA (hspd12@qgsa.gov).

Requirements for Submitting Reprints when Prints are Unclassifiable

When the FBI is unable to make a classifiable determination due to illegible fingerprints, the FBI deems the
submissions as “Unclassifiable”. A reprint may be submitted within one year of the case closing date in an
effort to obtain a classifiable determination without incurring additional cost. The original case number of the
unclassifiable fingerprint must be provided with the reprint submission to avoid the discontinuance of the
reprint or an additional fingerprint processing charge. The original case number must be provided in the OCA
block on the SF-87 or FD-258 hard card or in the tagged field 2.009 of the electronic transmission. When
submitting a hard card, please note “Reprint” in the top left-hand corner and attach the Notice of Unclassifiable
Fingerprints. See section 6.2 of INV 15 for additional details.

The field requirements for the ATN field are: populated with greater than 3 characters; truncated at 30 characters; and cannot

contain any dot or ““special” characters.

% The only field requirement for the OCP field is that it will be truncated at 50 characters.

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among
other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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FIN 17-05 Attachment

FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018
Section 3: Reimbursable Suitability/Security Investigation (RSI) Billing Rates

Table 7: Reimbursable Suitability/Security Investigation (RSI) Billing Rates

Basic Processing Fee (applies to all requests) Standard Priority
Additional charges listed below based on coverage requested $73 $85
Code Type Standard Priority
Basic Record Check with No Known Issues $170 $199
0 Bulk Record Check
(2r0) | Note: When possible a “bulk” record check (RSI Code 1) will be conducted at a $30 $35
reduced fee (as reflected)
2 Record Search for Known Issues $294 $344
4 Personal Source for Coverage (No Known Issues) $469 $549
5 Personal Source to Address Known Issues $559 $654
6 Subject Contact $241 $282
Enhanced Subject Interview (ESI) $1,014 $1,186
Enhanced Subject Interview (ESI) — Unable to Contact
7 Note: When an ESI is requested, if the investigator was unable to conduct (UC)
the ESI after several attempts with the subject and agency, a reduced fee is $254 $297
charged (as reflected). RSI Code 9 will be used in these situations. This can be
avoided by providing accurate subject location information in the RSI request.
State Criminal History Repository Check (SCHR)
Note: A $5 processing fee per search will be added to your bill (indicated by an $5
8 “AD” bill event on the invoice). Also, for each SCHR, an additional user fee + Varving State
.. | charged by each state will be applied (shows as an “AE” bill event on the ying NA
(withB*) | . Fee for each
invoice). Some states may charge for each name search conducted. For a current
L S . search
listing of state fees, please contact Billing Oversight.
*Must be ordered in addition to SAC code B. Fees for SAC code B will apply.
A Security/Suitability Investigations Index Check (S11) $5 NA
B FBI Fingerprint Classification Check (FBIF/FBFN) $10 NA
C FBI Investigations Files Check (FBIN) $23 NA
D Defense Central Index of Investigations Check (DCII) $11 NA
E National Credit Check (CRED) $11 NA
F Selective Service Check (SESE) $4 NA
G Military Personnel Records Check (MILR) $16 NA
H Investigative Agencies Check (INVA) $8 NA
| Citizenship and Immigration Services Check (IMM) 6 NA
(letter i) | Note: If multiple searches are required, the fee will be charged per search.
J State Department Passport Office Check (STPA) $6 NA

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among
other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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FY 2019 Investigations Reimbursable Billing Rates — Effective October 1, 2018

Code Type Standard Priority

Military Discharge Check (MILD)

L Price effective April 3, 2018. $3 NA

N Bureau of Vital Statistics Check (BVS) $24 NA
Bar Association License Check (BAR) $10

Q Note: A $10 processing fee is charged per state search where the subject claims a + Varying NA
license. An additional state processing fee may be added where applicable. For a State Fee for
current listing of state fees, please contact the Billing Oversight Team. each search
Spouse/Cohabitant National Agency Check (NAC)

s Includes SAC item codes A, B (at a reduced rate of $2), C, and D. $41 NA
Note: Additional coverage items may be applied at an additional charge based on
the individual background.

T Interpol Search $21 NA

u Periodicals Check (PERI) $11.50 NA

\% Financial Crimes Enforcement Network Check (FNCN) $10 NA

X National Crime Information Center/Interstate Identification Index Check 6 NA

(NCIC/I11)

NA = Not Available

Special Notes on RSI Requests

RSIs are conducted, by request of the adjudicating agency, when additional work is needed that falls
outside the scope or coverage requirements of an investigative product. To initiate an RSI, an authorized
contact from the agency's security office must submit the request to NBIB in accordance with NBIB's
Reopen and RSI instructions which can be found on the Reopen and RSI webpage.

Priority service can be requested at an additional charge above the standard service, which will prioritize
the processing of your request ahead of the standard service RSI cases.

Records and personal sources (RSI codes 0 through 6) can be defined as employment, education,
financial, residential, law enforcement, or public records coverage depending on the check requested.

In some situations, a NAC item cannot be conducted to obtain the requested record. Depending on the
location of the information and the repository's electronic capabilities, the price of these items can range
from the listed NAC item price up to the fieldwork item price. NBIB will strive to obtain the item
electronically at a lower cost to the agency when possible.

The International Coverage fee will be applied on any RSI where casework is conducted outside of the
United States and its territories. Please refer to Required Expanded Coverage Fees for the current fee
amount.

Many of the National Agency Check (NAC) items available for the RSI are also available in the SAC
product. When only NAC items are needed, the SAC may be a more cost effective option.

If a code is not listed for a needed item, please contact your NBIB Agency Liaison.

For additional information regarding billing rates, submitting financial information, invoicing and fingerprint submissions among

other topics, please visit www.nbib.gov/hr-security-personnel/investigations-billing-rates-resources
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GAO, Information Technology: Agencies Need to Develop Modernization Plans for Critical
Legacy Systems, GAO-19-351S0O, OPM Response

Recommendation #6:

The Director of OPM should ensure that the CI1O includes in the agency's modernization
plans for its Enterprise IT Infrastructure, all milestones to complete the modernization, a
description of all the work necessary to modernize the system, and a description of how it
intends to dispose of its legacy systems.

Management Response:

We concur. Currently, the OPM Office of the Chief information Officer (OCIO) is
beginning to develop an IT modernization plan. With the help of an industry-leading
vendor, OPM has initiated an exploratory study to evaluate end-to-end modernization of the
agency's information technology. In the next fiscal year, the OPM OCIO should have a
finalized plan that includes all milestones to complete the modernization, a description of
the work necessary to modernize the Enterprise IT Infrastructure, and a description of the
disposition of the legacy system. At that time, OPM will continue to implement
modernization of its Enterprise IT Infrastructure.

In addition to the taking further steps to fully define a comprehensive IT modernization plan
as suggested by the GAO recommendation, the following modernization efforts is are
already underway:

e Upgrading the agency email functionality and migrating to cloud-based Microsoft
Office 365;

e Further reducing end-of life-equipment; completing projects to replace allend-of-
life equipment;

e Implementing a mainframe modernization plan, informed by the assessment of
alternatives to quickly stand up and migrate functions to new mainframes;

e Continuing upgrade efforts of legacy applications to include retirementbenefits
and trust funds applications; and,

e Continuing data center consolidation activities.

In addition, modernization efforts completed since responding to the draft GAO report
include the following:

e Inspring 2019, completed the VOIP/SIP Trunking ACD upgrade andtrained
Retirement Services help desk personnel on ACD;

e Procured and delivered Cisco equipment; and,

e Procured and received new hardware at new data center locations.




GAO, Information Technology: Agencies Need to Develop Modernization Plans for Critical

Legacy Systems, GAO-19-351S0, OPM Response

As shared in the response to the draft GAO report, OPM has already accomplished
modernization efforts to include the following:

Upgraded network equipment and configurations to better align with
standards;

Reduced end-of-life equipment by 30%;

Developed a mainframe modernization assessment of alternatives;
Upgraded video chat and video messaging services;

Began exploratory efforts into agency-wide IT spending; and,
Partnered with the General Services Administration (GSA) Centers of
Excellence to modernize internal retirement applications.
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vendor, OPM has initiated an exploratory study to evaluate end-to-end modernization of the
agency's information technology. In the next fiscal year, the OPM OCIO should have a
finalized plan that includes all milestones to complete the modernization, a description of
the work necessary to modernize the Enterprise IT Infrastructure, and a description of the
disposition of the legacy system. At that time, OPM will continue to implement
modernization of its Enterprise IT Infrastructure.

In addition to the taking further steps to fully define a comprehensive IT modernization plan
as suggested by the GAO recommendation, the following modernization efforts is are
already underway:

e Upgrading the agency email functionality and migrating to cloud-based Microsoft
Office 365;

e Further reducing end-of life-equipment; completing projects to replace allend-of-
life equipment;

e Implementing a mainframe modernization plan, informed by the assessment of
alternatives to quickly stand up and migrate functions to new mainframes;

e Continuing upgrade efforts of legacy applications to include retirementbenefits
and trust funds applications; and,

e Continuing data center consolidation activities.

In addition, modernization efforts completed since responding to the draft GAO report
include the following:

e Inspring 2019, completed the VOIP/SIP Trunking ACD upgrade andtrained
Retirement Services help desk personnel on ACD;

e Procured and delivered Cisco equipment; and,

e Procured and received new hardware at new data center locations.
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Legacy Systems, GAO-19-351S0, OPM Response

As shared in the response to the draft GAO report, OPM has already accomplished
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Upgraded network equipment and configurations to better align with
standards;

Reduced end-of-life equipment by 30%;

Developed a mainframe modernization assessment of alternatives;
Upgraded video chat and video messaging services;

Began exploratory efforts into agency-wide IT spending; and,
Partnered with the General Services Administration (GSA) Centers of
Excellence to modernize internal retirement applications.
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UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

The Director May 21, 2020

The Honorable Ron Johnson

Chairman

Committee on Homeland Security
and Governmental Affairs

United States Senate

340 Dirksen Senate Office Building

Washington, DC 20510

Dear Chairman Johnson:

In accordance with the Edward “Ted” Kaufman and Michael Leavitt Presidential Transitions
Improvement Act of 2015, the U.S. Office of Personnel Management (OPM) is submitting a
report on political appointees appointed to nonpolitical permanent positions for the period of
January 1, 2020, to March 31, 2020.

Specifically, the Presidential Transitions Act requires OPM to report annually on agency
requests to appoint political appointees or former political appointees to covered civil service
positions. The Presidential Transitions Act also requires OPM to report quarterly during the last
year of a Presidential term or the second consecutive term. The enclosed report identifies the
cases OPM reviewed during the first quarter of calendar year 2020, the last year of the current
Presidential term, and the outcome of each review.

OPM appreciates the opportunity to provide you information on our efforts to safeguard the
merit system principles. If you have any further questions, please do not hesitate to contact

Andrew Moore, Acting Director, Congressional, Legislative, and Intergovernmental Affairs, at
(202) 606-1300.

Sincerely,

Jllidind

Michael J. Rigas
Acting Director

Enclosure

OPM.GOV Empowering Excellence in Government through Great People USAJOBS.GOV



. UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
' Washington, DC 20415

The Dirsctor | May 21, 2020

The Honorable Carolyn B. Maloney -
Chairwoman
Committee on Oversight

and Government Reform
United States House of Representatives
2471 Rayburn House Office Building
Washington, DC 20515

Dear Chairwoman Maloney:

In accordance with the Edward “Ted” Kaufman and Michael Leavitt Presidential Transitions
Improvement Act of 2015, the U.S. Office of Personnel Management (OPM) is submitting a
report on political appointees appointed to nonpolitical permanent positions for the period of
January 1, 2020, to March 31, 2020.

Specifically, the Presidential Transitions Act requires OPM to report annually on agency
requests to appoint political appointees or former political appointees to covered civil service
positions. The Presidential Transitions Act also requires OPM to report quarterly during the last
year of a Presidential term or the second consecutive term. The enclosed report identifies the
cases OPM reviewed during the first quarter of calendar year 2020, the last year of the current
Presidential term, and the outcome of each review.

OPM appreciates the opportunity to provide you information on our efforts to safeguard the
merit system principles. If you have any further questions, please do not hesitate to contact
Andrew Moore, Acting Director, Congressional, Legislative, and Intergovernmental Affairs, at

(202) 606-1300.

Sincerely,

Michael JI. Rigas
Acting Director

Enclosure

OPM.GOV Empowering Excellence in Government through Great People USAJOBS.GOV
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