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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

June 29, 2011 

Subject: FBI FILE NUMBER 65-HQ-74480 

FOIPA No. 1145585- 000 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 

181 (b)(1) 

D(b)(2) 

Section 552 

D(b)(3) ________ _ 

D(b)(4) 

D(b)(5) 

181(b)(6) 

D(b)(?)(A) 

D(b)(7)(B) 

181(b)(7)(C) 

181(b)(7)(D) 

181(b)(7)(E) 

D(b)(7)(F) 

D(b)(8) 

D(b)(9) 

641 pages were reviewed and 185 pages are being released . 

Section 552a 

D(d)(5) 

D0)(2) 

D(k)(1) 

D(k)(2) 

D(k)(3) 

D(k)(4) 

D(k)(5) 

D(k)(6) 

D(k)(7) 

181 Documents were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been : 

181 referred to the OGA for review and direct response to you. 

181 referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

181 You have the right to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave. , NW, 
Suite 11050, Washington, D.C. 20530-0001 . Your appeal must be received by OIP within sixty (60) days 
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly 
marked "Freedom of Information Appeal. " Please cite the FOIPA Number assigned to your 
request so that it may be easily identified . 

o The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s) . Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s) . 
Because of our significant backlog , we have given priority to processing only the main investigative file(s). 



Enclosure(s) 

If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

t!5l See additional information which follows. 

The enclosed documents contained in sections 2 and 4 of FBI Headquarters file 65-HQ-74480 
represent the first interim release of information responsive to your Freedom of Information Act (FOIA) 
request. 

To minimize costs to both you and the FBI, duplicate copies of the same document were not 
processed. 

No fee is being assessed at this time. When the second interim release is made in this case, you will 
be billed for the $5.00 fee associated with this first release as well as the $15.00 duplication fee for the 
second release for a total of $20.00. Each subsequent release will be made at a cost of $15.00 per CD. 

Sincerely yours, 

David M. Hardy 
Section Chief 
Record/Information 

Dissemination Section 
Records Management Division 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

September 15, 2011 

Subject: FILE NUMBER 65-HQ-74480 

FOIPA No. 1145585- 000 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 

181 (b)(1) 

D(b)(2) 

Section 552 

181 (b)(3) 18 U.S.C., Section 2518 

D(b)(4) 

D(b)(5) 

181(b)(6) 

D(b)(?)(A) 

D(b)(?)(B) 

181(b)(7)(C) 

181(b)(7)(D) 

181(b)(7)(E) 

D(b)(?)(F) 

D(b)(8) 

D(b)(9) 

1,271 pages were reviewed and 511 pages are being released. 

Section 552a 

D(d)(5) 

DU)(2) 

D(k)(1) 

D(k)(2) 

D(k)(3) 

D(k)(4) 

D(k)(5) 

D(k)(6) 

D(k)(7) 

181 Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA] . This information has been: 

181 referred to the OGA for review and direct response to you . 

181 referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

181 You have the right to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave ., NW, 
Suite 11050, Washington , D.C. 20530-0001 . Your appeal must be received by OIP within sixty (60) days 
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly 
marked "Freedom of Information Appeal. " Please cite the FOIPA Number assigned to your 
request so that it may be easily identified. 

o The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s) . Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s) . 
Because of our significant backlog , we have given priority to processing only the main investigative file(s) . 



Enclosure(s) 

If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

181 See additional information which follows. 

The enclosed documents contained in Section 1 and 3 of FBI Headquarters file 65-HQ-74480 
represent the second and final interim release of information responsive to your Freedom of Information 
Act (FOIA) request. 

To minimize costs to both you and the FBI, duplicate copies of the same document were not 
processed. 

By fetter dated June 29, 2011, we sent you a CD containing the first interim release for this case. At 
that time, we explained that the $5.00 balance associated with that release would be billed with this 
release. Accordingly, upon receipt of the enclosed CD-ROM, please make a check or money order 
payable to the Federal Bureau of Investigation in the amount of $20.00 and remit payment to the Work 
Process Unit, Record Information/Dissemination Section, Records Management Division, Federal Bureau 
of Investigation, 170 Marcel Drive, Winchester, VA 22602. Please include the FOIPA Request 
Number(s) with your payment. Failure to pay for this release will close any pending FBI FOIPA requests 
from you. Nonpayment will also cause an automatic denial of any future FOIPA requests. 

Sincerely yours, 

David M. Hardy 
Section Chief 
Record/Information 

Dissemination Section 
Records Management Division 
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FEDERAL BUREAU OF INVESTIGATION 

EXEHPTED Fll.OH AUTOI·L.".TIC 5/79 
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Dep. AD Adm. _ 
Dep, AD lnv. _ 
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Crim. lnv. __ 
ldont, __ ,_ 
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Training __ , 
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~EVIEW I 

PURPOSE: Or~£ f;K,f//1/ . j;IF!Ijt",o(' -e. /l N"' i;$,~ 
To recommend approval of attached publication, 

"FBI Foreign Counterintelligence Review," for dissemination 
to elements of" the United States Intelligence Community, 
as well as ·the Senat.e and House Intelligence Comm'l:lni ties. (U) 

RECOMMENDATION: . ~ 
That attached publication be approved for dissemination, 

as detailed on attached list, to elements of the United·States · 
Intelligence Community and the Congress. (U) 

~- ?m.!~~jS 
D!t'ector " Crim~~- ::: =~ Exec. A.I).A<fm. _ ldent. Tech.~. ' 
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CONF IDEN"i'IAL 

Memorandum froml I to Mr. W. 0. Cregar 
Re: FBI Foreign Counter1nfelllgence Review 
65-77480 

DETAILS: 

activities 
the latter 
activities 
during the 
version of 

. t 1s a san1t1ze 
Field Offices. 00 

COHFIBBNTI LU 

- 2 -

I 

~
bl 

6 
b7C 

I 
I 

I 
. ! 

I 

·j 
I 



· DISSEMINATION LIST 

L-~~~~~~~~~~~~~~~~--------~~ President for Nat1ona! Secur1ty Affairs - 1 

Department of Justice, The Attorney General - 1 

Department of the Treasury, The Secretary of the 
Treasury - 1 

Director of Central InteLligence - 1 

Department of 
Attention: 
Attention: 
Attention: 
Attention: 

State, The Secretary of State - 1; 
Director of Intelligence Liaison - 1; 
Office of East European Affairs - 1; 
Office of East Asian Affairs - 1; 
Office of American Republic Affairs - 1 

Director, Defense Intelligence Agency - 1 

Assistant Chief of Staff for Intelligence, U.S. Army - 3 

Office of Special Investigations, U.S. Air Force 1 

Director, Naval Investigative Service, U.S. Navy - 1 

Director, Central Intelligence Agency - Attention: 
Deputy Director for Opera~ions (Counterintelligence 
Staff - 1: Attention: National Foreign Assessment 
Center - 1; Attent~on: Executive Secretary, Director 
of Central Intelligence Security Committee - 1 

Director, Division of Safeguards and Security, Department 
of Energy - 1 

National Security Agency, Director - 1; 
Attention: M503 - 1 

Chief of Naval Operat·ions, Navy Department - Attention: 
Navy Security Committee Member - 1 

Department of Commerce - Attention: Director, Office 
of Intelligence Liaison - 1; Attention: Director of 
the Office of Investigations and Security - 1 

I 
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(c) 

(c) 

(c) 

(c) 

(U) 

I 

INIRODUCTION 
It'' 't k'!t:'N P'irltcW ~ 

The purpose of this nublication is to afford an 
overview and analysis of~ 

I I This partiCUlar issue is ®voted to the' 
activities of I I dqring tb,e· 
latter half of 1978 through May of 1979, and also the activlt'ies 
off 1 durin~ the first 
five months of 1979. For purposes of brevity,. thes.e servit:e.s1 
will henceforth be re;f'erred to in this paper a$ th~ I 

.__ ________ ___.I In the interest of o~tational a:ttQk: 
administrative seeqri ty and acknowledging the rteed-tQ··kne.w~ 

principle, infotmation is not set forth in s~~i~ic, de:t1!iled~~ 

documented form~ C01 

" iii 

bl 

I= 





(U) 

At anyrate;·Soviet-:a~tion did not prevent the trial, · 

I lin th~ I ~ 
I bo 

In the meantim~ lb7c 

~ r:: 
waived and they too were allowed to leave th~ir c;oqn:~rt o~ 

detainment and return to the Sov:iet Union. ·Thus, I I 
.__ ___ ...... l.shar.ed .. the .. same~ .fate. {althopgh.,_.~of.-.cou:rse., . ...the:i~. ,_.- _ -- _ .... 

1 jstill stand) as the other Soviets arrested $ince tfi~· 
early 1960s. But the outcome of thel ba~e \$$\ 

different in one sense. I I 
I ~ (U) 

Despite the arrest and conviction o£ the two Soviet 
operatives and the impending ~T ratification debat;e., duril;l'g, 
the past year the large complement of united States-baseq; 

( s) I bl 

~ 
- $ -



( s) 

The Soviet official pr~sence continues to be gr~~~ly· 
' ' " ," ' '' 

augmented by large numbers of Soviets visiting the U:nited Stat.~ 
as tourists, as well as under the East ·west Exchange Program: 

,,. 

(EWBP). During the last six months of 1978 and first six months 
of 1979; 2,3S9 Soviet tourists visited the United States. Uxid~.r 

' 

- 4 -



. ~--~-~~-------------------------------~-----, 

the EWEP, 5,636 Soviets in commercial, scientific, technical, 
and cultural dele2ations entered the United States. I 

( S) I In addition 

( s) 

there are (as of early ~y, 1979) currently 43 Soviet 
graduate/research students studying at 29 universities located 
in 24 FJH field divisions. I 

During the last six months of 1978 and first thr¢e 
months of 1979, 1,090 SoV'iet merchant vessels, which have acce'Ss. 
to 40 deep-water ports in the United States, docked in Ameriean 
ports. These port calls afforded repeated shore privileges to 

( U) 26;861 Soviet seamen. M 

( s) 

· Slnce·tlfe offit:lal ·tJni'f~ct·st"&'te.s··re-cogtrttio:rr d'f"Ch.irrar-- ... · 
diplomatic relations between the two ~tions have continued tg: 

improve. An .American ... Chinese trade agreem~nt has been set'(;l~d-

and awaits approval by the United States Senate. The People"'s 
Republic of China (PRC) also hopes to be granted most-favore~~ 
nation (MFN) status. The opening of two PRC Consulates, one ·ea:eh· 

·in San Francisco, california, and HOuston, Texas, is imminent. 
The rationale for choosing San Francisco as a Consulate site is 
obvious--this city has the largest population of overs~~$. 

Chinese in the United Statest and its iocation Will give the PJW. 
a base on the west coast of the United States. the choice ~t. 
Houston reflects the PRC 's intel'est in acquir-ing oil exploratiP# 
and production-related technology. The opening of four furth~t 
PRC Consulates has been agreed upon;. two of these four wlif.ii; 
probably open within the next year. (U) 

~REI 

.... .,. - 5 -



- ~~----------------------~--------------~~~~~--. 

( s) 

Since January, PRC official presence has increas~: 

somewhat. There · are now 239 PRC officials stationed in ·tm~ 

United States, as opposed to 188 at the beginning of H)19\. 

In I I the East German intelligencEi-
services (EGIS) were dealt a damaging blow whenr l 

inunediate result o~L...-__ ____.1 defection was the I I ....__ ____ ____. 

8ESRB'l 

.;, 6 -

~-- ·-;-

b7C 
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I I OVerall, 
a total of 36 suspected EGIS agents have been uncovered in West 
Germany. Of these, 10 have been arrested, judicial enquiries 
have been instigated against 13, and the remaining 13 have 
managed to escape to East Germany. I 

-Sssruff 
- 7 -
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( s) 

The arrests that followed th~ I defection helped . 
to illustrate the degree to whictl I 

L...-____ __.1 Within the past decaQ.e a number of otll~r m§~; 
German agents have been arrested in the FRG, ·some o:t:· ~om ~<.\< 
manuevered themselves into very sensitive positions. ~e wP~t 

notorious of these was most probably Gunter GuillatllJle.·, lo~gt~ 
former aid to German Chancellor Willy Brandt. The pupli.'~·t't!.y 

surrounding Guil~atime 's arrest forced the resigqation, of $r®d:t, 

- a -
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Political Intelli~nce 
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( s) ····························t •. 

It has often be~n st~ted by observers of the inter• 
nattonal ?c~ne that fo'tiiiet Ptesiaent RiChard Nixon r.s ·he'J:a· iii 
much higher esteem overseas--including the Soviet Union--trum in 
the United States, and that many Europeans could not quite 
understand how Americans could drive a seernin2lv effective chief 
of state from office I 

Economic Intelligence 
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(c) 

(c) 

A detailed listing oJ 
.__ __ ---II targeting was containea'--m.--..... th .... e---.J .... an_ua_ry-, -:1:-::9:o::7:::::-9-, -i::-s-s_ue_o-,:f::-1 

' 

the t'Review." During the first five months of 1979, a 1-a:Fg~ 

number of new targets have been detected. Listed below are those 

which are most significant, with emphasis upon items wltieh 

1 
indjcate a shift i1 the targeting strategy of the respectivl....__---1 

-· 22 .. : 

.-





... 

--

Within the . past year, the &.?v~et over$~~5 
~ .... 

est;ablis~tJ.t has be~n rocked- by" some dama.gihg def~¢ttons, lii9~t 
notably that of 1\rkadiy .N~ Sh"vch¢~o, ~9 $er·v.ea a$ -~~~t 
~tt1iary to the ,secr~tary Gen~:ra:i _of the unit'~¥ N~t=~~~.~ 
$evcheriko is one of the h_iglle-st ... ranldng SOV-iets t6· lmve 
·Jetected to ~-West. I I 



( s) 
. 

Below ?re three photographs depicting the type Gf 

paraphernalia and instructions w.h~ch the asset received from the· 
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V bl FBI • DEVELO:mlmS IN COUNTERINTELLIGENCE OPERATIONS 
b7C 

( s) I "Lemon Aid" · 

<DI the Soviets I 

shortly after clearing a dead~drop. Additionally, 
lwas detained? although he was not arreste~d~r===---=, 

. SBeruft' 
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(c) 

upon their arrest, 

forced to leave the United States. 

Ambassador Anatoly F. Dobrynin, to await their trial, Which~~ 
held inl I 

( s) ..... . 
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1 The arrest of tllese 
~~--------------------------~ individuals came, however, at a time when relations between the 
United States and the Soviet Union were strained. There was th'Qs· 
some concern that the arrests and trial of the two spies mii.~t 
place further strain on U.S.-Soviet relations. Therefore, the 
decision to arrest the Soviets was by no means a cut-and-dr~ed 
affair, but involved the consideration of highly complex issu~s. 

(U) :tsj 

( s) 
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.APPENDIX 

CCMUNIST .COUN'IRY OFFICIAL PRESENCE IN 1HE 
·ONif1ID srATE8, 8BVfmBER lr 1§79 

Country Officials 
' 

USSR 1,217 
PRC 239 
Poland 287 
GDR 17 
Czechoslovakia 98· 
Cuba 100 
Romania S.O 
Htmgary 19 
Bulgaria 51 
Vietnam 12 
North Korea 12 
Yugoslavia 154 
Albania 12 
Mongolia 10 
Total 2,428 

.mTI?.: Officials is a generic des·ignation · used by the FB;E £or 
practical operational convenience and should not be cdnf.;t$eli 
with diplomatic designations. · 
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DISSEMINATION LIST 

L---=::-"'r'':':Z~:-="'t"-pr:~::"!'::'::':'"A~:-:r==--:;----~ President for Nat1ona! security Affairs - 1 

Department of Just ice, The Attorney General - 1 

Department of the Treasury, 'ihe Secretary of the 
Tr~asury - 1 

Director of Central Intelligence - ·1 · . 
. · . 

Department of State, The Secretary.:of State - 1; 
Attention: Director of Intelfigence Liaison ~ 1; 
Attention: Office of East European Affairs ... 1; 
Attention: Office of East Asian Affairs - 1; 
Attention: Office of .American Republic Affairs - 1 

Director, Defense Intelligence Agency - 1 

Assistant Chief of Staff for Intelligence, U.S. Army - 3 

Office of Special Investigations, U.S. Ai;r Force - 1 

Director, Central Intelligence Agency - Attention: 
Deputy Director for Operations (CoUrlterintell.igence 
Staff - 1: Attention: National Foreign .Assessment 
Center .. 1; Attention: EXecutive Secretary, Director 
of Central Intelligence Security Committee - 1 

Director, Division of Safeguards and Security, Department 
of Energy - 1 

National Security Agency, Director - 1; 
Attention: M503 - 1 

Chief of Naval Operations, Navy Department - Attention: 
Navy Security Cominittee Member - 1 

Department of Commerce - Attention: Director, Office 
of Intelligence Liaison - 1 ; Attention: Director of 
the Office of Investigations and Security - 1 
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Director, FB! - 1 

Chairman, Hpuse Perinanent Select Gonmittee on· 
Intelligence .. 1 

Chairman, Senate Select Cammittee on Intelligenc~ - 1 
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Dep. AD lnv. 
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Adm. Servs. __ 
Crim. lnv. __ 
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Tech. Servs. _ 
Training __ 

su~Ec~Jt?BI FOREIGN COUNTERINTELLIGENCE SUMMARY 
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Director's Sec'y _ 

RECOMMENDATION: 

That attached publication be approved a~d disseminated 
internally to 59 field offices and appropriate Headqua~ters. 
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(c) 

(c) 

(c) 

The purpose 

crve:rv'iew and anatysis o 

SOCRBt 

L---------~----~~~Wtt~~~~~~~tedto~he 
activities of uring ~e 
latter half of 1978 through May of 1979, and also the activi:~i~$ 

of during the t"-t~t 
five months of 1979. For purposes of brevity, these set:\tli:es 

will henceforth be referred to in this paper as th~ I 
____ (C) __ -L ________________ _J-JI~n~th~e~i~nt~·e~r~t~~f~~~a~t~:~d~-.,~~:~.~~:;~~-;~.------~~+

administrative security and acknowledging the need···t6t-.lQt~· 

(U) 

principle~ information is not set forth 'in specific, detai~~1 
docmented form. Sane of the material col}.tained herein has. "Q~·¢p;. 

obtained from other elem~ts of the United States intell~~n~ 
comnumi ty, as well as the lntelll:gence services of cer'¢.i;t~j}.· 

friendly··foreign··Govemnents. ~ 



the EWBP, 5,636 Soviets in commercial, scientific, technical~ 

Iiili! !all tl1tlll illll a2llti WJi lilltw::~d tha IIIli tild Statas. I 

( S) I ) In additiQll 
there are (~s of early May, 1979) currently 43 Sovi~t 

graduate/research students studying at 29 universities locat~~ 
in 24 FBI, field divisions. I 

(S).__f _______________ __. 

Dtrring the last six months of 1978 and first three 

months of 1979, 1,090 Soviet merchant vessels, which have acc:es~ 
to 40 deep-water ports in the United States, docked. in .Amerlcmtl 
ports, These port cal1s afforded repeated shore privileges t~ 

( U) 26)861 Soviet seamen~ 1:8( , 

Sine~ the official United States reqo · i t:ion of Chin~: . 
diplanatic relations between the two nations have continued :b.>: 

improve. An .American-Chinese trade agreement has been sett~~d 
and·awaits approval by the United States Senate. And·, within tfi(;} 
near future, the People's Republic of Chi-na (PRC) will probab;t~ 
be granted most .. favored-nation (MFN) status. The opening of· ;twO. 
PRC Consulates, one each in San Francisco:~' California, ai,iq~ 

Houston, Texas, is inlninent. The rationale for choos;ing Bml· 
Francisco as a Consulate site is obvious--this city has th~ 

largest population of overseas Chinese in the United State~, <tfid 
its location will give the PRC a base on the west COaSt of tb~ 
United States. The choice of Houston reflects the PRG's inter.~"e 

SE€Rffi' 

- s -* \ 



( s) 

in acquiring oil exploration and production•related technolqgy. 
The opening of four further PRC Consulates has been agreed upon; 

two of these four will probably open within the next year. (tJJ 

Since January, FRC official presence has increase~ 

scmewhat. There are now 234 PRC officials stationed in t;~ 
United States; as opposed to 188 at the beginning of 197-9·. 

In I I the Bast German intellige~¢e 
services (EGIS) were dealt a damf!&ing blow whenl I 

w 6 .... 



J ~ ~ 
II .... J 

I An i'nml~diate result· cfli 

!defection was thel 

J 0\Terall. a total of 36 suspected EGIS 
agents have been uncovered in West Germany. Of these, 10 have . 
been arrested, judicial enquiries have been instigated agai~st 
13, and the ranaining 13 have managed· to escape to East GernliUlY.. 

S:eeR:fl'f 

.., 7 -



( s) . / 

. The .arrests that followed the I kefec1:ion h¢+pe:4 

to illustrate the degree to whichl I 
( S ) I Within the past decade a m:miber of other lm$~· 

German agents have been arrested in the FRG~ sane of whom br!J.~: 

manuevered' themselves into very sensitive positions. The DJQS.t\ 

notorious of these was most probably Gtlp.ter Gl,lill;,t~·. longt!~ 

former aid. to German Chancellor Willy Brandt~ '111~: ptibl!g~~ 
surrounding Guillaune' s arrest force~ tbe r~~g(lS,tidli of · :@ 

( S) embarrassed Brandt; .__ ______________ ...J 



( s) 

( s) 

On ~e diplanatic front, the Czechs appeared to be 
making sane 

the United States. In February of this year, the 

three i~Jfluential U.S. Congressmen, Senator Frank Chqt.~Y; 

Chairman ·of the Sen~te Fakeign Relations Coonni ttee ,. Se~~:t6:t;· 

Caliborne l'~:tl,. and ~epr·esentatl:ve Clement Zablocki, Chai:~;('J~ 

the House Foreign Affairs Committee. I I 

- 9 -
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( s) 

(c) 

(S) 

·A detailed listing 0~1----------------J 
L-------ll targeting was contained in the January, 1979,. issue of 

the "Stlliillai'Y." Dm::ing the first fiv-e months of 1979,. a lat:'ge· 
n,umber of new targets hav.e been detected... Listed below are tn!}$~ 
which are most significant, wi.tb emphasis upon itEiils lffl.iqb 
indicate ·a. shif_t in the targeting strategy of the respectiveO 

~--------~1 . 

~m· 

.. zs "" 

bl 









Air:cr~ft Surveillan¢es 

As previously reported, the San Francisco Division ha$.~ 
made successful use of aircraft surveillance in affordi~~ 
physical coverage of Soviet intelligence officers. Within th&· 

- 53 -



( s) .... 

past year, San Francisco has continued to make gaod use of aeri41; 

s~veillance of particulary active KGB officers on both cov~~t 
and overt missions without the subjects becoming aware of sueh 
coverage. ~ 
SF SPIAs, 3/79, p.lS; 11/78, p.18 













( s) 

APPENDIX 
1 •.• ( 1 'j ~ 

aM.IJNIST COUN'IRY OFFICIAL PRBSENCB IN 1HE 
' 1 .,. :::'( ., • • ' • ' ' .... 

~tmtry 

USSR 
PRC 
Poland 
GDR 
Czechoslovakia 
Cuba 
Ranania. 
Hungary 
Bulgaria 
Vietnam 
N<lrth Korea 
Yugoslavia 
Albania 
Mongolia 
Total 

UNI:TED SI'ATES, JUNE 9, 1979 
1 ) ?'' " " ¢:,I '); .,..,. 'p I 

Officials 
t' .•... , ... r 

1222 
234 
271 
77 

107 
84 
80 
78 
48 
9 

13 
151 
10 
11 

t;39'S' 

~: Officials is a generic designation used by the FBI f9t 
practical operational convenience and should not be conft§e_¢. 
with diplomatic de$ignations. 

- 63 ,.. 
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Re: FBI Foreign Counterintelligence Review 

DETAILS: 

er par o 1977 
ecem er, . t is a sanitized version of one 

furnished to FBI Field Offices, with so~e updated ~ateri~l 
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I 
l 

(c) 
... 

(c) 

) 

t 
(U).) 

/ 

INIRODUCTION 

The purpose of ~his publication is to afford an: 
overview and analvsis of I 

I This particular issue is devoted· whoil.y:·· 
t;Q the activities o4 uring tih~ .. 
latter part of 1977 through December of 1978. For purpose$ q~ 
brevity, these services will henceforth be referred to in tQt$ 

paper as! I In. -t~
interest of operational and administrative security -@~ 

acknowledging th~ need:.to·know principle, information is not~ ·§~t· 
forth in specific, detailedt doeunented· fotnt.. :tgj 

,. .· ~~ ., 

'' ... J 

8f!eRf1lP 
iii 

\ 

bl 

( s) 



.• 

( s) 

Bilateral relations between the Vrtited States and th~ 
People's Republic of China (FRC) ~ after more than two decade~ of 
mutual hostility, have come out of the deep freeze during tb~, 

1970s. Secret negotiations led to President Nixon's 1974' 
journey to Beijing; and three months before that trip the PRC Wf!$. 

admitted to the Unite~ Nations and the ~epubl~c of Ghi}J:a: 
expelle,d. Recognition of the PRC by most of the world's natiOW? 
followed these events, and with the exchange of liaison missi:®,s. 

in April of 1973>· informal relations between the Uhited St~t~~ 
and the .PRC were established. Within the past two yearJS,l·· 
although there have been difficult mdments in u.s ..... mc 

· relations, the basic stance of the Chinese has been, to achi~v~ 
full normalizatiOn of its relations with ,the United Sta:~~l!: 
including the achievement of ~$t·.favored-nat~on (Mf1N) Stq)~J.m:.t'· 
On the night of December 15, 1978, a major step \'lSS taken' in 'tll~~ 
direction when President Jimmy Carter armoUnced that the Un~~te.fl.. 

I 

States would grant full diplomatic recogr1ition to tne PRe. ~~· 
current rulers of the PRC, wi~ Vic.e Pi"€llllier Deng Xiaoping in tJ.l~-, 
forefrotrt.t recognize thaf:: China ls a .back-ward country W1d' :J~S.\ 
much· to gain fran the West, especially the Unit.ed States, in ~t'$1 
drive to moderni~e industry, science and , technology,. 

, ..... 
agricultttt'e, and the atn).ed forces. It should be pointed out tlm~ 
the Chinese tilt toward the West ].s further stimulated by tile· 
PRC's profound antipathy towards the Soviet Union. (U) 

- 1 -
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( s) 

Despite Ranania' s continued good relations with the 
United States (typified by the April, 1978~ meetings betweep 
President Nicolae Ceausescu Qf Romania and President Carter·. 

Unfortmately for the Rananians, the RIS were dealt a 
crippling blow inl lwith the defection of 

The damage that ~h.~· 
defection of such 

can have on an intellig~e agency ~s 
obv~ous. 

.. 8 -

bl 
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C~rcial, Sp~cial ~cbanget Sl?.ip~ing, ?Jld St~~~~t;;_ 

With the onset of the period of detente betwe~ ~~e 
United States and the Eastern European countries, there has be.~n 

a proliferation: of canmercial establishments with atten~t, 

increased exchanges of students, cultural and business visitot'~·, 
and non-Soviet, communist country ships (these inclu&e C.ub~h 
Htm.gary, East Germany, Yugoslavia, Czechoslovakia, Pol~d, <rod 

Ranania) calling at U.S. ports. Since 1972, the number of 
exchange visitors entering the United States has inqoe,a~~u 
yearly, and ·the year 1978 has seen a continuation of thJ!,s 

S!r.t'<El 

- 13 -
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( s) 

escalation. Fran January 1, 1978, through December .:n. 1978, 
10,559 exchange visitors entered the United States as compared 
to 6 3<:)~ for 1-hA An'f"i ,~ ... o.... ,.~: , n..,.., I 

Throughout the year 1978, 170 vessels fran 7 ~Qn· 
Soviet caminunist countries· made 806 p9rt calls in the utQ.ted 
States at separate United States ports. Crew inenibers ofJ' :tbil~ 
vessels made at least 17,300 individual entries into the United 
States of. varying duration,! 

L_ __________________________ ~ 

Analysis of Eastern European students attending aca .. 
demic institutions within the United States during the last 
three years determined that roughly 170 of these students· ~v.e 
been Within the United States at any one time. Of thes~ ~1.0 
students' an estimated 95 percent are graduate students·.,. eo 
percent of Whom are engaged in advanced research in scientif:it 

~ 
.. 14 ... 



and teclmical fields .. I 

bl 

( s) ············ 

,, 
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(S) ~L------------------------~ 

( s :1 ................ . 

Included below are obj~ives which, during the period 
under review, received the eatest amount of attention frcm ·:tb.~ 

The primary objectiJt~ 
s the collection of scientific and teclmical (S &. T} 

respectiVi 
of ....__ _ ____. 

intelligence. The reason for this is; readily discernible-•:all. 
of these countries axe plagued with economies and technolol!iCill 
bases of varying degrees of underdevelotment. r 

SBcRffi' 
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\\,\ 

Two of Poland • s principal natural resources are co.~ 
and copper, and the Poles have banked heavily upon tht 
development of these resources to help diminish sanewh:at th.~lr . 
massi\'e trade deficit. In order to enhance their nat:idhi~$ 

- 1ft ~. 

bl 
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ability to exploit these resources r 

Sf.tRW' 

.. 20' -
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( s) ·········· 

Within the TJni ted States and its poss.e!:!siotfS·t( (!u~-t'$, 

internationalist policy bas OO.en ex.h;i:bited· in relation~ to· 
several different poiiti·cai groups. I J 

- 34 -
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V. DBVELOll!ENTs IN OOUNTF.RINI'ELLIGBNCE OPmATIONS 1 i • ~~ •·f " . ~ .. 

¥agic Drago~ 

The trial arose out of the alleged· passag¢: ot 
material "relatin to the national defense of the United State$.~' 

to!t~--------------------~~~~~~~~ 
on 

an investigation 

The I I intellig~nce oper~tion consi$l·~ 
essentially of the transmittal of classified 

e material, ~ich :was cO'Plposed of both "S~et" @"41: 
"Confidentialn docunents, il}Cluded., but was ·not limited· ~ 

rho held' a ut<>p Secret" secu(~~ 
L-------------------~ 

Sf'.tCQEi 
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~cl~e!ar~an~c£!e~·,jh~a~dJa~c:£ce~s~s~t~oU;Jthetl!i_lil. lf-~!la.ti.(i nln...JnddwnA_ltt.d_J _____ 
1

j 

L...-__ __.1 was motivated to act· as an agent for the· 0 
by his desire to gainl 

I was introduced in I I. .Jj: 
individual who supposedly could help I fin this ef.fnr:t· .. 

I ali$~ 
occup1ea :n1s tme Wl th another function•-as an agent for th' 

1- {U) L_ _________ ___. 

Shortly after L...l __ ....J · uainted wit~ I · 

he began to pass docurtents to the ~i~M~, 
L---------~~--~~~ indicates that .1 ~ad made a barg~irt w1 th· 

SP.etml 

.. 43 ... 



tnue , 

( u) classified information up to a few days before their arrest. 

The successfUl outcame of the ~nvestlgation was ·at~~ 
furthered through the utilb:.ation of a o 1 of teclm.i: 
survei 

- 44 .. 
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'S.EUWi-

The -out~e of the appeals of the ._I _____ ____. 

convictions, which are expected to be taken by defense cotm$e.'l;$c 

to the U.S. Snpreme Court, if necessary, could nave import~t 
legal ramifications. MO~t significantly, the appeals ques~~2n 

the inherent power of t:p.e President of the United State~: .tfl.· 
authorize warrantless; electronio: surveillances of ..Aiiler,~~

aitizens in cases involving the national security:~ and £Q!'tfi~j
question Whether the Government has the right to use the fruiis· 
of such warrantless surveillances in criminal trial proceedings~ 

The U.S. Supreme Court has never ruled on the constitutiGnal~~y
of these issues. (U) 

Another·tinresolved legal question relating to 
!arises £rom a civil suit fi_led __ by!..L. _________ ....,. 

------' 
· If the de£endSD.t$· 

are successful in pressing. their case, such a court <leqi$l9~·. 

could open a veritable Pandora's box, for other tnditfiq~t~ 

involved in pr~vious, unrelated electronic surveillances co~~ 
be spurred to launch similar civil suits. (U) 

Finallfl de£endant I I whil~ pnd~r er·~f§~ 
examination, implicated certain other individuals as ~in~: 

possibly involved in this matter i The u.s. Department of Just~¢&: 
pre>secution team is presently considering additional ilctt~Jt
concern1ng those implicated by I I Further action IQ.Q:St;. 

however, await the outcome of th:.:e:.....~--_________ __.
1 

~ 
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(c) 

8ECRB1' 

,Copnterint~lFgent;e .~r~t~on. ~s~ .an,East~rn Euro~ 964fi~??t 

An 'operation was· recently latmched ag~]Jlst :t4.~ 
intelligence servic~ of an East European nation. The linchpin of 
the operation was an asset ~lip has access to cl~$1~-~~: 

information, and is a native of the target inte.11igen¢Q 
service's CQuntry. I I 

- -
~ 47 -



.-----...,In telatlon to L~-------------:-' 
( C ) lthe priori ties of the FBI, based upon the degree ot 

(c) ···········I 

threat posed by these services to the United States, are ~ 
follows (as of January, 1979): 

sliltBl
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for Intelligence - 1; Attention·: Executive secretary, 
Director of Central Intelligence Security C~itt~e - i 

Director, Division of Safeguards and Se<;:urity, }jepartment. ~- · 
Energy- 1 

National 'Security Agency, Director .. 1; Attention: MS03 " 1 

Chief of Naval operations.,. Navy Department ... Attention: 

Navy Security Camnitte·e Member - 1 











TO 

UNITED STATES GOVERNMENT 

Memorandum 
{,.\(\ 

: Mr. W. 0. Cregar \i71 \~ 

PURJ?OSE: 

COUFIBEN't'IAL 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

DATE: 1/31/79 
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G
·4f Training __ 

· Public Ails. Off._ 
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i-~-f-~~,..,...~~!f:...- Director's Sec'y _ 

To recommend approval of attached publication, 
"FBI Foreign Counterintelligence Summary," for dissemination 
within the FBI. (U) 

RECOMMENDATION: 

That attached publication be approved and disseminated 
internally to 59 field offices and appropriate Headquart~· 
personnel. (U) ~ 
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65-74480 
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Memorandum to Mr. W. 0. Cregar 
Re: FBI Foreign Counterintelligence Summary 
65-74480 

DETAILS: 

tl Tb;:h::b;::::;:: ::::::rw::,::e::j::e";;*;:;;;:J 
o£1 : \ during 
the latter part of 1977 and 1978. An issue was P,Ublished in 
~~~L-WLUL~~·~~~~~~on the activities ofi I 

The next i ssne nmJ 1p nrenaratlon, 
~~_.~~~on t e act1v1ties of bothl I 

"FBI Foreign Counterintelligence Summary"' is 
e successor to the publication "FBI Foreign·Intelligence 

Analysis {FINAL}.'' W 

CON:r!fiBEnTIAI. 
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(c) 

(C) 

(c) 

(U) 

INIROOOCTION 

'The purpose of this nublication i ~ t:n ,.._.. · ·· "'*' t~n 

ovei:'~iewandanalysiso£1 

1 This particular issue is devoted 'Whti:l:~y. 
to the activities o~l I dtiri:q~: :t:h~ 
latter part of 1977 through Deeember of 1978. For ptitpo~.~# -p'f' 
brevity, these services will hence£o~th be referred to in ~~~~ 
paper as I I I:Q.: ~~~· 
interest of operational and administrati v.e sec~i ty . ~~; 
acknowledging the need-to-know principle, information is no~·s~t 
forth in specific, detailed. documented form. Sane o~' ·:~b.~ 

material contained herein bas been obtained from other elanents. 
• • '<. .:· 

of the United States intelligence comrm.mi ty, as well a$.; ·;th:?: 
intelligence services of certain friendly foreign Governm'6p;~$ . ., 
~ 

~ 

iii 

-

J 
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( s) 

• 

Bilateral relations between the United States and~ ,$e. 
People's Republic of China (ffiC), after more than two decade·$: ·ii.~ 

mutual hostility, have cane out of the deep. freeze dilring 'tiA~\ 
1970's. Secret negotiations led to President Nixon's ;~7~ 

' 
journey to Peking, and three months before .:th.at .-trip the· PRC iW~~ 
admitted to the tmi·ted Nations and the Republic o~ ®~ 

eXpelled. Recognition of the l?RC by most Qf th~ world's na:ft~Qn.§· 
followed these events, and with the exchange of liai$oil mis$~qM: 

il1 .April of 1973, infonnal relations between the United~ $ti$§.$! 
and the PRC were established·. Within the ·Past. twQ· ~~t~t.i 

o • ~I' 

although there have been diffiCUlt moments in .u~s.-ffic; .r:e.~ 

lations. the basic stance of the chinese has been to achieve.~~£. 
normalization of its relations with the UJii ted States, inclpq~i,ig; 

\ -
the achievement of most .... favored•nation. (MPN) status.. on. 1thft 
night of December 15, 1978; a major step W8.$ taken in ;t~"ii 
direction when President Jimmy Carter announced: that the ·Un,:it:~ 
States ~uld grant full diplomatic recognition to the PRC. ·~~ 

current rulers of the PRC, with Vice Premier TING Hsiao~ Ping· ·:ln.;. 
the forefront, recogniZe that China is a bac~d country a;nq: h~ .. ~ 
much to gain fran the West, espec.i~lly the .United States, in ·~'t~· 
dti ve to moderniz·e industry • technology, sc:i en~; and educatfug~\,, 

It should be pointed out that the Chinese tilt toward the West ~~ 
further stimulated by the PRCts profound antipathy towards ·tij~ 
Soviet Union. (U) 

~ 
Ml-~ 

\. 



( s) 

( s) ...... ·······1··· 

COlmterciaf., ~ial Exchange 1 Shippi~g .. , and Stud~nts 

With the onset of the period o£ detente between t~e· 
United States and the Eastern European cotmtries, there has been 
~ proliferation o£ commercial establishments with atte~t, 
increased exchanges of students, cultural and business visi tor,s, 
and non-Soviet, cblmntmist country ships (these inclUde Ctib4·, 

Hungary, East Germany, Yugoslavia, Czechoslovakia, Poland, ·~d 
Romania) calling at U.S. ports. Since 1972, ~e nt.tnber$ ·QE 
exchange visitors entering the United States have incre?,.$.E}~~ 
yearly' and' the year 1978 has seen a tontintlation or this up~1f 

Through January 1, 1979, 10,S59 exchange vis~t9~~-

~ 

... 12 -
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( s) 

( s) 

For. the first three quarters of 1978 (Janw;t:r;y 1 
through September 30) the vessels of 7 non-Soviet cC!imtW.i::St 

countries made 722 port calls in the united States at separ~te 
r 

United States ports: Crew members of these vessels made at l~.~st 
13,264 individual entri~s into the United States of va··;· :in 
duration; 

Analysis of Eastern European students atten~g 
academic -institutionS within the United States during the· !a~t 
three years determined that roughly 170 of these students· -~ve 
been within the United States at any one time. Of the§~, J;:70 
students, an estimated 95 percent are graduate students, ·$Q.~, O.f 
whom are engaged in advane~d research in scientifi. , · ·. 
technical fields. 

8E8RBf 
- 13 .. 
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SEUtb'I' 

TWo of Poland's principal natural resources are qog~ 
and copper, and the Poles have banked heavily upon the develoR;: 

(•,, 

ment of these resources to help diminish soniewhat their mas$iw.'~: 
trade deficit.. In order to enhance their nation's ability ·.'J:<): 

( s ) exploit these resources, I I 
S.Ji!CR.m' 
.. 17 .. 

·~: +·...,. 



( s) 

( s) 

( s) 
.. 

Sa&!' 

Residing within the United States is an unident:tf~~d 
subject who &grated ftctn West G~iinany in the e~rly 1970s~, ~¢ 
subject has assumed the identity of a citizen of West Gif-" "·· 

(who will, for oses of securit be called Schmidt ... " 

SE6R£!F 

- 32 -



( s) ...... · ................... . 

(U) 

( s) ········· .. 

SRIRBI 

L ____________ ___.l Also signifiaant is the £1;1~t 
that after moving to the Uriited States, the subject married a 

woman who, although being a naturalized U.S. citizen, is an 
emigrant from a conmunist country. ~ 

) 
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·~~ ..... , 
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Wi tbin the United States and :tts possessions; C~tfr:§· 

interpationalist policy has been exhibited in relation :tFP 

( S) several different rolitical grouos. I I 
sECRET 
- 36 ... 

bl 

(I '·• i . •, ~ 



(U) 

The outcome of the appeals 'of theL.I ______ ....JI 
convictions, whi'ch are expected to be taken by defense counsels 
to the U.S. Supreme .Court, if necessary, could have important 
legal ramifications. MOst significantly, the appeals que~tion 
the inherent power of the President of the United Stat~s to 

The U.S. Supreme Court has never ruled on the constitutionallty 
o£ these issues. (U) 

Another tmresol ved legal question relating to t~g!,c 

Dragon" arises from a civil suit filed b~ I 
I I They allege invasion of privacy as a result of b~~jig 

overheard in the electronic surveillances ofl I artdr }se~k 
various forms of relief,. including monetary. If the defien~~s 
are successful in pressing their case, such a court d~i$i9n 
could open a veritable Pandora's box, for other individ~l;.s 

involved in previous, unrelated electronic surveillances ~oytd 
be spurred to launch similar civil suits. (U) 

Finally, defendant I I while tmder ctoss-~~@i'-
nation, implicated certain other individuais as being poss~bly 
involved in this matter. The U.S. Department of Jilift~ge 

prosecution team is presently ·considering additional a.¢ti'6h 

concerning those implicated by I I Further aetion .m'Q$:t, 
however, await the outcome of the 1 

Flle 105- '/ 1>-:n'~Ll.; C.t- 2 superVlSOrs 
Sr.eRflT 

- 48 -
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Fal~e Flag Qperation 

( s) ... ········ 

SECR£F 

SalUll' 
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Couq.terint~~ligence QPeration vs,. an .. Eastern EurQpean Coun~t!: 

An operation was recently launched against th~ 

intelligel\ce service of an East Ettropean nation.. The linchpil'l:·of 

the operation was an asset who has access to classi:£~$_d 

~ 
- 51 -
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t:J MEMORANDUM FOR MR. DAVID RYAN, FEDERAL BUREAU 0~ · ilv.ESTIGA!ION 

~
G r;, · BEA9QUARTERS, WJ.SBINGJON, D.~. ~~·· . .s,, r!ll. ._ f'TJ( I l?fl "f.nl 1 I /t(, d.~. tf., tr"Aa !..!JJjf · · ; · 

L~,.,, . j: "OIIUteriy-e~itrteiH~ T .. .,ft·. . ' .'' .... . 

n .. D at the last meeting of the DCI Security COIIIIIIittee .. .... ·.:' . . 
(SECOM) you indicated that upon written request. you would. · 
try and provide a copy of the quarterly counterintelliqence 
review. It is requested that you provide a copy for the. '-· . 
Navy SECOM llltlllbers use at the followinq addreis. ~ i .. 

Chiet of Naval Operations (0p·009D) .
1 
•• ~ 

Navy Department · ·;. · . 
wash~ngton, D.c. 20350 

Attn: N~vy SECOM Member 
'""""'· .... 

D .: 
'· . 

· Navy Member · ; .. 
DCI Securiti C~ttee 

e I • ~ ... 
·~. ' 

httl~ ifr--11/~rgrJ·f~g 
o 10 ·~ • I 

:.~·;~-.-·~ 
.... ·~··· :, '. .. .. ·· 

. . :. · .'. ~~~ JAN 23 1979 . 
: .' ' I . • . . . 

· •.. !~~.~ .. ' ' .. . .. 
' . 
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UNITED STATES GOVERNMENT UNITED STATES DEPARTMENT OF JUSTICE. 
jt §" FEDERAL BUREAU OF INVESTIGATION 1.v1emorandum 1 -Mr. J. B. Adams 

·1 i :I Mr. W. Q_: Cregar I 
TO 

oc,Din. ·~ 
Dep. AD Adm, _ 
Dep. AD lnv. -.-· 

Asst. Dir.: 
Adm, Servs, 
Crim. lnv. 

Mr·. W. 0. Cregar ~vl\·~. 'DA.'l1!':: 872/78 

FROM},. -------~~· i ~~:; ~ : :::;:jn 
t . ~; 1~ _____. #!JI!E ; F;BI FOBBIG~J. ~OIINJ:BRINTELLIGENCE 
/~. · REVIEW ===· ./ -

laent. --1-:n~!-::::
lntell • ...E:-~.:_ 
Laboratory -·
Legal Caun. _ 
Plan: & Insp._ 
Rec. Mgnt. __ 
Tech. Servs. _. 
Training __ 

Public Ails. Off, _ 
Telephone Rm. _ 
Director's Sec'y _ 

PURPOSE: 

To recommend approval of attached P.Ub~ , 
Foreign ... Conn ter,j nte.ll.i..g,ens;e_Review," £or di ssem1na t1on to 
United States intelligence cominunrty, as well as the intelligence 
Senate and House oversight committees. 

RECOMMENDATION: 

. That att.:ached· publication be approved and dis·S'eminated, 
as detailed on att~ched list, to elements of the United States 
intelligence community and the Congress. ~ 

g(:j/
1
./ tiS APPROV~E: Adm.Serv •. __ LegaiCoun. / j-/ ,, 1 Crlm. lnv.__ Plan. & Insp. 

Director Rec. Mgnt. ~ 
.. · · . - ldent. ll Tech. Servs.-----~.._ ;.,...,; 1(1.14 ~ f'-:<:.o~. Dlr. 9rii/J..L Intel!. })iJ!ICl'~i Training ·---.;,JJ ~ 4 ~L'P til'\ ':'ep. AD AcJ:t(J:_:__ LaboratorT,'"""yt"- p b1' Aff. ·-o· ff·-·---. •J """• 

I' ::J
1 

Dep.ADinv.__ -- .u •IC S, ·----=.:.. ~ 

@ DETAILS: 
('> 

~ .. 



Memorandum to W. 0. Cregar 
Re: FBI Foreign Counterintelligence 

Review 
65-74480 

DISSEMINATION LIST 

hanonar secur1 ty Affa1rs - 1 
the President for 

Department of Justice, The Attorney General - 1 

Department of the Treasury, The Secr.etary of the Treasury - 1 

Director of Central Intelligence - 1 

Department of State, The Secretary of State - 1 

Director, Defense Intelligence Agency - 1 

Assistant Chief of Staff for Intelligence, U.S. Army - 3 

Office of Special Investigations, U.S. Air Force 1 

Director, Naval Investigative Service, U.S. Navy - 1 

Director, Central Intelligence Agency - Attention: Deputy 
Director for Operations - 1; Attention: Deputy Directqr 
for Intelligence - 1 

Director, Division of Safeguards and Security, Department of 
Energy - 1 

Director, National Security A~ency - 1 

Director, FBI - 1 

Chairman, House Permanent Select Committee on Intelligence - 1 

Chairman, Senate Select Committee on .Intelligence - 1 
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SECRJTf · I 
,.... I ~ ....... ~ r,": .. 

NO FOREIGN DISSEMINATION 

WARNING NOTICE " SENSITIVE SOURCES AND METHODS INVOLVED 

BACKGROUND USE ONLY 

.. .,. ,. 

~~~FEDERAL BUREAU OF INVESTIGATION 

.... 

SUBJECT: FOREIGN COUNTERINTELLIGENCE 
REVIEW ~~ 

DATE: JULY; 19.78 

65-74480 

~ 
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(c) 

' (c) • 

(c) 

(U) 

fl!'t<. 

The purpose of thi$ publication is to off,¢~ 
the United States intelligence community a brp~Q. 
perspective of foreign intelligen·ce operations in ·~fig: 
against the IJni ted states which are wHhltt the :urvtew · 
of the FBI. Emphasis is placed on~; : I I J The "FBI Foreign Counte::nteurgenee enew.•· 
IS ene uccessor to the publication nFBI For~~'gft: 
Intelligence Analysis-United States (FINAL)." 'l!:h$~-\:a::l cnhr j •s;e ;~;evn;n :bpJly to php rc~!;~!!"$'~ 
a er half o 7 an f1rst four months of 197'8,c~, 

Another publica!i·on is b:~~red :::.ill fa¢~ 
::·· ;~: lperat•ons of 1 1 I In the r it; e ot t onal a.1).!_; 

m1n s rati ve security and acknowledging the need··~:9~: 
know principle, information is not set forth .:~'~: 
specific, detailed, documented form. Wh:ere informa·~'i'Q~· 
contained herein is· .Perti·p.ent to the interest :().;tr 
responsibilities of othe-r Unit~d States in'tellig.en~~· 
ag.encies., separate, deta,ile4 disseJl!.i:nation b$s b~:e)~ 
made. ~ . 

bl 
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-~------------~~~~~---~-~-------~-------~----.. 

(c) 
·-. 

I 

A survey of the geographical distribution. :d.£ 
Soviet student assignments in April of 1978 indic~:t'~$ 
the degree to which one element of the Soviet incur$19~ 
has spread throughout the United States: 
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INSTITUTION AND 
LoCATlbN , . 

Syracuse University, 
Syracuse, New York 

Brown University, 
Providence, Rhode Island 

New Mexico State University, 
Las Cruces, New Mexico 

Massachusetts Institute of Technology, 
Cambridge, Massachusetts 

Johns Hopkins University, 
Baltimore, Maryland 

Northeastern Fisheries Center, 
Narragansett, Rhode Island 

University of Chicago, 
Chicago, Illinois 

Duke University, 
Durham, North Carolina 

Case Western Reserve University, 
Cleveland, Ohio 

University of Akron, 
Akron, Ohio 

University of Texas, 
Arlington, Texas 

University of Colorado, 
Boulder,Colorado 

Kansas State University, 
Manhattan, Kansas 

University of California, 
Los Angeles, California 

University o£ Wisconsin, 
Madison, W~sconsin 

Colu~bia University, 
New York, New York 

New York University, 
New York, New York 

Oklahoma State University, 
Stillwater, Oklahoma 

University of Pennsylvania, 
Philadelphia, Pennsylvania 

University of Arizona, 
Tucson, Arizona 
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NUMBER OF Sttl»ENTS 
lN AttBNDAR.ell 

z 
2 

1 

3 

1 

1 

1 

1 

3· 

1 

l 
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1 

z 
1 

z 
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(U) 

(U) 

INSTITUTION AND tOCA;TioN . - . 

Virginia Polytechnic Institute and 
State University, Blacksburg, Virginia 

University of Texas, 
Austin, Texas 

University of California, 
Berkeley, California 

Stanford University, 
Stanford, California 

University of Ca1ifornia, 
San Francisco, California 

University of Illinois, 
Champaign.•Urbana;Illtnois 

2 

1 

s 
4 

1 

1 ~ 
Hence, 43 Soviet students were located in .. 1'7 

different states across the United 'St.~tes, · ·«i~ 
attending uni v~rsi ties with high technology res~ap~Ji 
facilities~ ~ 
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Scieptific and Tech~ical Intelligence 
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PolitiGal Iptellig!nce 
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The Soviet Trade. a·nd· Baonomi¢ Oouncil ~~~· 
established in 1973 as a result of the NixQn .. Bre~l1)l~:v 
summit talks.. Its main purpose is to help creat:~ .. ~~ 
environment which will foster the growth of commet~ita:~ . '... . . 

.. 12 -
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L.,.....----~r--"":"w::t:""::hQ:----:.un:::_ =s::=uccessfully . att¢mpted to P~$·s· 
c1as~af1ed d(!c:;:~ments to the· Soviets), ended ·q~ a 
perhap·s equally 4i$cordant not·e. ~ · 

WFO ·$PIA, 1/30/7~, pp 33 thru 35; WFO 'SJ?:.~;A, 
2/28/7-.8;, p:p 23 ·thr~ 25. 
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Upon tna~~~~~L------------------; 
jailed at the 
Manhattan. The 
each, 
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Dangle Operations 
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( c: ~ o'- I 

( s) 

( s) 

vn.j 

a. Local Party 
term Profsoyuz;, when used outside 

.b. Primary Party Organization (PervycpJt~ya 
Partiynaya Organizatsiya) • This is the _basic _ _'l!:a-t·ty 
c~ll of any departme{lt, of·~ic~ or shop ·of the Sovi~t 
colony. All So.viets· i-n tli;e Communist Party., ther.e_f()te, 
belong to some Primary P.arty Organization, of wh:~ch 
there are several. Within some, although no.t. ~:1:~, 
Primary Party Organizations are subgroups into· w~b.:tch 
members of each Organ-i zat i_on are concentrated accqt·ding 
to their particular field of expertise. -

i u Or anizations are held monthly., 

c. Political Seminar In addi ti.on. to 
membership in the Pa:rty and Primary 'l'-!it;t;1;Y 
Organizations, Soviets are also assigned to :$11\~11 
groups referred to as Political Seminars. Thet~ .are 
periodic meetings of these Seminars at which po·li~tf·~al 
issues are discussed from the perspective of Co~unist 
Party ideology. Attendance at . these meeting$.· is 

(U) mandatory and considered a "Party duty•n 00 

,•: ... 

.· 
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(U) 

( s) 

(U) 

·~ 

- I 

e. Zhensovet '!" The Zhensovet, or W.Qmetl'$ 
Council, is similar to a women's club. There at.e' :two 
such Zhensovets in ~·he New York colony. Ove:v..$·c;uting 
~h!:so;~~!~~~~/s the r·rade Union Organizati.ou: of 

f. Trade. Union Organization .- Bv.ery :S,t:nt:~et 
enterprise or organization, whether within the .S:py~et 
Union or abroad, has· a local Trade Union O'rganiz~tJ.on, 
headed by a committee called a Mestkom. The Mast~¢~ is 
ultimately subject to Communist Party guid~lin~.s. ;iild 
control t al thrmih it is not a Cnmmnn·j st Pa<rtv 

1 

organization. _ I 
g. Friends of Russian Books Club ... 'The 

Sovie~s sponsor a c~ub of th~s name w~ich is qua'i"t~r.ed 
at the United Nations. The organization spo.n§:p.rs 
events such as the showing of movies on the .$g,V:~et 
Union, the staging of Russian dance exhibitions t e··t:c. 
Such events serve as a convenient vehicle through ·Wb:fch 
~~;;~~: n~~~on~~1U~s.~=~nted with individual$ of 

NY SPIA, 1/19/78, pp 15 thru 18. 

::"'lr·t.nlr T 
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( s) ········· ...... . 

YIII~I ~----------------------~ 
One of the most serious social prob1~m.s 

afflicting the Soviet Union today is wide~ptead 
alcoholism-. Some observers believe that this di·sea,s'~ 
h~s reached epidemic proportions. Per c~pj~a. 
consumption of hard liquor in the Soviet. Union i$'the 
highest of any CQ'PJltry in the wor~d. Staggeril).g:· :O.r 
·uncon$cious ·utunkf{ are a common si2ht in Soviet citle$ .. 



( s) , ........ ········· 

( s) 

Sinc·e ·the late 1950's, Soviet,..C]tip;~se 
relatt9n$ ·have been, to put it mildly, marked; by 
acrimony. A .new charge was, however; adn-..ii.-........ __.lll.lo....o._, 
arse· of So iet artti·PRC diatribes. 

•( 
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. UNITED STATES GOVERNMENT 

DATE: 7/26/78 t· memorandum 
rii:~:__ SAC, PENVER (105-0). :• , 
~~~ rotee;Gt-J ;pJ 1-el/.;G,_eMt;~ ANhtt(_St,..\ 

JEc,(JrBI/ COUNTERINTELLIGENCE SUMMARY T /.).r;.J;Jt/) S~.r -- u 
11. v TO: DIRECTOR, FBI ( 65-74'+80) /L-{1 ~-
1 ATTN: INTD, CI-3-A Unit 

Re Bureau letter to Albany, dated 7/21/78, bearing 
same caption and which furnis·hed Denver two copies of the new 
"Counterintelligence Sununary," dated June, 1978. 

Denver has read this summary with considerable 
interest and feels it is an excellent publication. It is 
obviously apparent ·a considerable am.ount of resear.ch ai:ld 
effort was expended in producing this outstanding summary. 
In addition, Denver feels it to be an ideal training aid 
for Agent personnel working FCI matters, whether newly 
exposed to that field or already possessin-gg various 
degrees of expertise. 

In line with the above, Denver requests the Bureau 
furnish it with 11 additional copies which will be used as 
training aids in upcoming conferences with headquarters and -~ 
Resident Agency personnel. ~ 

\V- Bureau (RM) 
1 - Denver 
TFH/sip 

oti~/ 1918 U.S. Savings Bonds Regularly on the Payroll Savings Plan 

~ 
OPTIONAL FORM NO. 10 
(REV. 7-76) 
GSA FPMR (41 CFR) 101-11.6 
$010-112. 
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1 Mr. w. 6. Ire gar 
1 - Mr. A. B. Fulton 
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=I 
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1 

SAC, Albany 7 /:£{/7·:8 
1 - Mr. J. P. Thomas 

Director, FBI (65-74480) 1 -I I 

.Enclosed for recipient offices are copies, a§: 
indicated, of the current issue of Counterint-elli".ence 

n 

1ssue 1s y to t .·e act1v1 t1es· o 
I ~-during the latter half 
and first four months of 19 8. Another issue is being: p~epared 
which will focus upon the operations of non-Soviet int~~ligence 
services. "FBI Counterintelligence Stimlilary" is the st,i.~¢:~ssor 
to: the publication uFBI Foreign Intelligence Analysis..i~~ited 
States (FINAL)." ~ 

.' 

I 
I 

r~ 

I 
I 
l 
I 

I 

I 

J 



.· 

CON~IBEN'f'IAt. 

Letter to Albany, et al. 
Re: FBI Counterintelligence 

Summary 
65-74480 

NOTE: 

By memo rand~ L to Mr. W. 0. :Q~~.gar, 
6/30/78, same subject, 1t was recommended, approved, t:h;~t 
subject publica·tion be approved and disseminated intet·nally 
to 59 field offices. 

APPROVED:· Adm.SeN, 
Crim. inv. ·--

Director~ ld t -·-
Assoc. Dlr. 1 te7,·~ Glep, AD A n e · 
Dep. AD Jnv • .:.:= Labora ory __ 

Legal Coun. 
Plan. & lnsp.--
Rec. Mgnt. 
Tech.Servs·--. ---------
Training 
Public Af'-;:-:ts". O"'"ff'. _.....;.._ 

. . . Gopies not needed for all Assistant Direct6rs · 
Since It Is not policy-type matter and only a cover 
letter for FCI publication. 

C6N~Ififl¢TIAL 
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1 - Mr. J. P. Thomas 

1 i~------------~ 
I COUNTERINTELLIGENCE SUMMARY _ , /: ,... 
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Telephone Rm.
Director's Sec'y _ 

./1/V ~/iS it - 4 i·ft l[:P _t: I~-; :t . . -- -· 
To reco;IDend approval ~~ttached public~, I 

"FBI Counterintelligence Summary," for dissemtiiation ~.........-

( s) 

within the FBI. 

RECOMMENDATION: 

Tnat attached publication be approved and disseminated 
internally to 59 field offices and appropriate Headq~arters 
personnel. 

DETAILS: 

Enclosure 

65-74480 

APPROVED: 

Director.---__ 
Assoc:. Dir,. _ 
Dep, AD Aom. __ 
Dep. AD lnv._ 

Adm. serv. {.ega! Coun, __ _ 
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' I 
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( . 
SECRE~ MATERIAL ATTACH . '"'" 

" ... f 
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(c) 
The 

overview····of 
ion is 

1s par 
~~~~:3~UJ]::l]::J]i:_~ctivities of 

(C)······················~· d'uring the la er a: " 
1rst our mont , qf 1978. Another pub-1.·;.~ 

(c) 

(U) 

~:a~~i~~; :ins~ be~~g rr~enar~d wiH:s;;h will focus upon ·the I 
lm : I In tlie rn~_erest or ~peratlonal ~·~4· 

a m n1s rati ve security and' acknowledg1ng the need:..:·;t:o,.., 
know principle, information is not set forth . '~'ll 
specific, detailed, documented .form. Wher·e informa:tifrt~ 
contained herein is pertinent to t·he interest: :q:r, 
respons i hili ties of .pth~r United States intell,ig~n;rt~ 
!~~~~i~~ separate, detaile.d dissemination has p.~:~U· 

: .. · 
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(U) 

(U) 

Sf&RET 

d..__ _____ ___. 
The USSR divides the responsibility for tJi~ 

clandestine collection of positive intelligence abr~~~ 
betw~en the Committ.ee for State Security {KGB.) and .t'fr~ 
Chief Intelligence Dire·ctorate, Generai Sta:fif of -~:11$. 
Ministry of D'efense (GRU). The KGB is by far th~ 
dc;>minant service and reports directly to the Counci;l d~ 
Ministers and sections of the Central Committee of ·:J:b.~· 
Communist Party of the Sovi_et Union ('CPSU).. Thee :@~lJ 
reports to appropriate command l:evels in the Sovl::e;t 
armed forces as well as to the Council of Minist-ers 
and the Central Committee.. Collectively the KGB itnd· 
GRU are I;"eferred to as the Soviet intelligence services 
(SIS). (U) 

The First Chief Directorate of the KG:8' :~\'$ 
responsible· £·'o:r the KGB • s intelligence opera~:iqns 
outside of the USSR. Its mis·sion is thus comparab!·e; t:¢ 
that of the Central Int:elligence Agency of the. Un'$-ee.<;l 
States. The First Chief Directorate· ~onsists of s..t~¥~~ 
Directorates and two Special Services, as well ~~· -~ 
total of nineteen Departments (see org_aniza-tion QA{l.~t 
on page 36 for the titles and heads of- the va~i-ot;~ 
elements). Coverage of the United S~a1;:es is as~:t:gn..~Q: 
to Department One,. which r~~·~·~cts t~e U:ni~t~d Sta.tr~-s
status as numbe:r one ta,rget of the KGB. Of. tge se.w:~n 
Directorates- -Di.re.c.t.orate "Rn {Op~r.a-.1:iona:l PlanfiiJ~g 
and Analysis) and Directorate "OT" (Techli.~~~~i 
Operational Support) .. -have been recently es·tabli$li,~;¢. 
The new Directorate "OT"' is an elevation to Directota.t.e 
status of the former Fourteenth Depar1;:ment and, . a:t 
present, there 'is no known Fourteenth Department. ;~: 

Two of the Departments are also of relativ~~y 
r~certt vintage. Department Nine.teen was es.tablishc;r{;l\ :i:tn 
1975 and is responsible · for emigration mat·t-et,:$,i. 
Department Twenty was established in 1977 ;- and' lit!? 
mission is similar· to that of the Eleventh Departrn.~n.t. 
Tlie former is responsible for maintaining liaison ¥~i'~~.h 
intell~gence servi.ges of develo.ping C<?U~tri~s, wh~t~e:fi:\:'$ 

!~e5;:!!t~s~~~~~~~~~ 615i~~·i~ wi tn int·e~ligence setV:i1~~~ 

SECRET 
- 1 • 

bl 
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INSTITUTION AND 
LoCAtiON 

NUMBER OF STUDENTS 
IN ATTBND1\NM , . 1 

Syracuse University, 
Syracuse, New York 2 

Brown University, 
Providence, Rhode Island 2 

New Mexico State University, 
Las Cruces, New Mexico 1 

Massachusett·s Institute of Technology, 
Cambridge, Massachusetts 3 

Johns Hopkins University, 
Baltimore, Maryland 1 

Northeastern Fisheries Center, 
Narraganset~, Rhode Island 1 

Northeastern University, 
Boston, Massachusetts 1 

University of Chicago, 
Chicago, Illinois 1 

Duke University, 
Durham, North Carolina 1 

Case Western Reserve University, 
Cleveland, Ohio 2 

University of Akron, 
Akron, Ohio 1 

University of Texas, 
Arlington, Texas 2 

Univer~ity of Colorado, 
Boulder,Colorado 1 

Kansas State University, 
Manhattan, Kansas 1 

University of California, 
Los Angeles, California 2 

University of California, 
Santa Barbara, California 1 

University of Wisconsin, 
Madison, Wisconsin 1 

Columbia University, 
New York, New York 2 

New York University, 
New York, New York 1 

University of Oklahoma, 
Norman, Oklahoma 1 

University of Pennsylvania, 
Philadelphia, Pennsylvania '!?' 1 

University of Arizona, 
Tucson, Arizona 2 
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( s) ·················· ... 

INSTITUTION AND 
LoCAT!oN . 

'-st:eREF-.-

NUMBER OF STUDENTS 
IN ATtENDANCE' : 

Virginia Polytechnic Ins~jtute and 
State Univ~rsity, Blacksburg, Virg~nia 2 

University of Texas, 
Austin, Texas 1 

Univexsity of California, 
Berkeley, Californi• 5 

Stanford University, 
Stanford, California 4 

University ·of California, 
San Francisco, California 1 

Un~~~!~!:Y I~ii!!t!nois, l (¥J 

different~:!~:; !~r:~:~:~e5~~~:~~5s::~:s:~~rud in 
17 

.. 7 -
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Tradecraft 

Students 

( s) ·············· 
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Use of Cover and Cut-outs 

( s) 
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Infiltration Techniq.pes 
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VII. DEVELOPMENTS IN COUNTERINTELLIGENCE 
. . . OPERATIONS 

Da~gle Operations 

Utilization of Air~raft for Survei_llance 
==---------. 
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NOTE: 

CI-1. 

the late 19SO!s, Soviet-Chinese 
been, to put it mildly, marked 

charg~ was, ~owe~er, ad~~~~~~ 

Considerable material was also supplied by ~ tHai t, 

... 35 -



l\/ 

I 

( s) 

SAC, Baltimore 

Director, FBI (65-74480) 

~~l....F..QR~.!!i~t. !NTJ;l1LlG;5NCJ3 
ANALY&IS_-:-YNlTl;!!> Sl~JES 
(FINAL) 

1 - M;r-. /L B·. Adams 
1 - Mr. T. 1\f. •. ~Leavi tt 
1 - Mr. E. c.~Peterson 
1 - Mr. J. W. Redfield 

i =~..-I ____ ___.I 

8/1~/77 

.. I 

Enclosed for recipient offices are copies, as 
indicated, of the current ; ssue a£ FINAl 

theHHsubtitle "Overviewmo£HI 
in the United States." ....__ _________ __. 

This issue of FINAL is classified n~. 11 

. For the information of those offices recei.vin:g 
FINAL for the £irst time, its purpose is to periodi(;'~·ltly 
provide to offices expected to be engaged ~n foreig!l 
counterintelli ence investi ations si nifica ·. 
of 

F61/DOJ 
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Letter to Baltimore 
Re: FBI Foreign Intelligence 

Analysis - United States 
(FINAL) 

65-74480 

the comments and suggestion;; of all recipients as t·o -the 
type or types of periodic analytical and research pt.9'd·ucts 
to· be produced are requested. Current thinking is. t{.f;a't 
it would be desirable to furnish on a frequent baSi$~ possibly 
monthly, an informative review of current developnten:t~f,. 
Le$s frequent communications containing the essenc¢ o£· trends 
noted at FBIHQ or analysis of situations bro·ught to ~·fw 
attention of FBIHQ might be produced. Possibly sub~:L~sion 
of interesttng case type articles or analytic;:11 art~·tl<es 
based on loeal observa·tions from the field would be· of' value 
and gener$1 ~nterest. · 

It is requested that recipients bring the current 
issue of FINAL, as lvell as the foregoing comments, tt·9' the 
attention of personnel engaged in foreign. counterirt¢:~,lk~ig.ence 
inve.stigations and address the resultant comments aJ;i:d/ :s.~g..;. 
ge·sti'ons to the attention of the Intelligence Di vis~~··Q:~, 
Section CI-3. 

APPROVED: . ., ..., 

Director __ _ 

~~;:. A~· ::: .~.::... . ... - _ .. 
C:Gi1• i~~ ;:-!· .. • ---·-

2 .... ~ 

Legal Coun~~-
Pian. & Insp., __ 
R:'l::. f.~r:;n!._ __ 
8;::!(1, lir<·--
'i';J.~1. ~!)1''/S~·--

t't:~hl::-:~-·--
P«itH~ t.~~t, eff....___:_. 
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(c) 

(U) 

The purpose of this publication is to affo.td .. ,. 
through a summary of situations and events, an overview 
off 

It is intended solely for the internal use of the FBI, 
In the interest of operational and administrative se~urity 
and acknowledging the need.- to- know principle, inform'a:t,i on 
is not set forth in specific, detailed, documented fp..Fm. 
Where information contained herein is pertinent to the 
interests or responsibilities of other United States intelli
g~~ce a ..... ~.~ e9nci es, separate, detai 1 ed di ssemina ti on has been 
·maa~·. ·~ 



( c ~ ............ •I 
I I 

(U) 

TECHNIQUES AND TRADECRAFT 

Experience has shown there are personal .c.:p..q,~acteristics 
or factors which tend to make an individual suscept±:m.::fe 
to recruitment. These include political affinity fQf the 
bloc. country or disaffection from the United States} V-enality; 
vulnerability to blac:kmail; need for sexual and/ or ~mro;tional 
involvement or ego gr:-atification; excessive drinki1J]gj; :marital 
or financial problems; and vulnerability to coerci0·:b; ... W,hen 
I"€llet1:iYes reside in bloc countries. ~ 

-- 1 -
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(c) 

(c) ······· 

A dead drop is a place through which communications, 
materials, or equipment may be transferred from one p~wson 
to another without the necessity for personal contac;~ 
(U) 

-~ -



(c) 

( s) 
·· ... 

Determinat_ion qf .IJl.tell.igence Connect,ion 

SOME FACTORS UPON which we may base our j·t,nl~gtnent 
as to an intelligence connection includ·e the follo:w:ir:m:·g~~ 

- 4: -
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(c) 

In£~ation Gathering 

Topics discussed at these meetings range f':v:~m 
fusion ~nergy t.o the, "Gl?mar Explo~er," ~~ ship wl~-"t¢[1 attempted 
to retr1eve a sunken Soviet submarine. ~~ 

(WFO SPIA lf/ll/7~~ ®age 24) 
-

7 
- (WFO SPIA 2/15/77~ ~ige 26• 27) 

bl 



(c) 

1 

l;)ome Current Opera.t_ions 

8 -
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( s) .... I 

(NY SPIA 5/13/77, :w:ct;~e 11) 

Courier Servi_ce 

(c) 

Shipping 

I· 

--13 -



TRENDS 

( s) 

bl 

(c) 

( s) 

- 14 --



·· ... 

(c) 

\ 

While it is obvious that not all clandesti~~ activity 
has ceased, it is felt that the level of activity, n~w limited 
to essential contact with only the most trusted agent~, will 
not increase until some time passes without derogat.qry public 
references to Soviet activity. (U) 

(SF SPIA 5/13/77, P9-:ge 2) 

- 18 -
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(c) 

(c) 

TARGETS 

And each country in the bloc has the poten.~i~iitl 
to benefit not only from its own findings but also £Ji,Q'iil 
those of its allies. (U) 

distinct 
Thus, while two or more countries might 

target prjarities I 

-- 21 -
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AN ILLUSTRATION: In November, 1975, a man-,. who 
before his defection to the United States had for tt' years 
been an intelligence officer of a communist-bloc service, 
testified before a Congressional Committee. (U) 

He identified a great many of the targets· of his 
service: 

1. POLITICAL - the Pentagon, the Whit~ !i0'1.:1§~<2., 
the State Department, the Justice Department, the N~;t'1>9nal 
Security Council; all bureaus and independent agenoies1 
the Republican and Democratic Parties, and all smalJ:~·;r 
parties except ·the Communist Party, USA; all of the 1Jl\0:£e 
important ID'as·s organizations including the Americaft ·p:~.~·eration 
of Labor - Congress of Industrial Organizations, Na;t;t·e:nal 
Association for the Advancement of Colored People, tb!~· Civil 
Liberties Union; Ralph Nader and his orgaftizations. (U} 

2. COUNTERINTELLIGENCE - the Central Int,~·~i.wgence 
Agency (CIA), Defense lntelligence Agency (DIA), Natill6fial 
Security Agency (NSA), Federal Bureau of Investigat·l;prr- (FBI}, 
and Secret Service; major pol ice departments incl ud,in·g· New 
York, Los Angeles, Chicago, and Washington, D. C.; pPi~ate 
detective bureaus; exile organizations and defectqr.$·-~' .. (U) 

' 

3. SCIENTIFIC AND TECHNICAL - the United s::tra:te·s 
Atomic Energy Commission (now ERDA), the National Ae·r·~·~a:!l:t_j,:q; 
and Space Administration (NASA), the National Academy t;HI 
Sciences and the National Science Foundation; resea;r.g:fi; ·branches 
of United States universities, government research q_f,;g-a':Iliza
tions. and research of private companies; all res·ear-g·~-;~H:·iented 
toward the military; chemistry, computers, the fieHl~- of 
substi ttite energy and the entire "Proj.ect Indepe:o.d:err~§'!- .• " 
(U) 

4. ECONOMIC - the Departments of Commerc~, ]~easury, 
and Agriculture; economic relations between the Uni·t.~·.g: Btates 
and the bloc countries, between the Uni t·eq States a~\<[ll ~~me 
Common Market, and ·between the United States and th~: <;P~;V.eioping 
countries. (U) ' 

-- 22 -



(c) 

/ 

5. THE MILITARY - the Armed Forces of tlte ·t:tni ted 
States; naval, air and ground bases; movement of tr¢.~:p:s, 
troop exer~ises, equipment, weapons, tactics, intelii~'nce 
and morale; and military policy. (U) , 

. i 
IN ADDITION TO the above, the following targets 

a·r·e also pursued: developing contacts among worker:$· }():£· 
-the United Nations Missions; penetration of the Urti!~d 
Nations police, the Immigration and Naturalization Service, 
the United States Coast Guard, and the United State.s :Ciustoms 
Office; a;nd the obtaining of forms, documents, stanii:gp:r.ery, 
maps, schedules, cards, clothi~g, accessories and si'ffi±.iar 
i terns needed for the support of illegals, including a~s~~·er
taini.-B·g; the availability of housing and modes of traMe·l:. 
(U) 

(Hearing before the S,l!ibcommi ttee 
to Inves,tiga-ti ye th~ Administratio. 
of the. ln.te.r·:niil .Se.~:.tA:f.i ty Act an:d 
other Inte.tn'&.t S·eG:tt(:ili:ty Laws, 
94th Congres·$, 1st: ~:~i$'"s·io·n· 
11/18/75.) 

Altho.ugh this list was obtained from· ort·e· ,<iji~*:~~;t$t 
and reflects 'h.i:·s country's intelligence s·ervia~·s'' t'?,"Jt~g;ey~s, 
every count-ry discussed in this study can be pr.es:um(~'d( .. ·;f,to 
have the s·cl.:Iile generic target priori ties. They will v-aJ::f-Y 
as to the importance given to any specific. tar get in. ~-fuy 
particular time frame. That a country's current p-'1'·~.1Jt~~Y 
target is dis·c·overing the activity of emigre gr·oq.p,s: ·tltr~s 
not mean it has no interest in penetration of t}¥e· -tlp.:!iHt;~d 
States ()overnment or acquisition of scientific ifl:f:G?,~m:af~ion, 
nor that such penetration or acquisition couid. not i!;):t=f<;:Gtm·~· 
its prim:a-ry targ.~.t with the passage of time. As a t~~0Ni·<?.'ttlm<?nt' s 
national obj-ectiV'·es change, so too the intelli.gence;·.$,e':f!vi<::esli 
targets. (U) 

~ 23 -
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( s) . ·········· 

I -

Specific targets 1976-1977 

THOSE TARGETS SOUGHT by the various inte;i;JL~:@;~nce 
services listed below range from i terns commonly, or ·li!'e least 
publ~cly available, to classified material and thos~ .~jl 
t·he re·stricted commodities list or otherwise restrit:t:·e:d. 
The t'~asons for the tasking of an individual to obta:~nt any 
one i tern, or related or unrelated series of i terns, v~·lfy 
from a mere test of willingness to cooperate to a test of 
competence in carrying out assignments to, it may be ~~ssumed, 
a s:upstantial need for the item in question sufficien~ to 
warrant the risks inherent in its obtention. ~ 

THE TARGET LIST whiah follows is not meart-~ '~\P t-

be all-inclusive, nor does it necessarily fully defin}.~' the 
current areas of interest of the country or intelligel}.~l.l:e 
service. It is, however, interesting, in spite of th~ fact 
that some of these· targets might be shown to be som¢:W;l}~t 
dated, as it indicates areas of interest and suggest~~ither 
the nature of ongoing projects wtthin the country ccH.X~l@r.ned; 
the state of development of a particular technology ;q:>P; industry 
in that country; or, perhaps, those i terns which logi:c_g~ly 
will become targets of those intelligence services s;jw,C(l~'!)JJ:.d 1-

these target acquisitions be accomplished. (U) . 

27 --
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( s) .. I 

(c) 
........ 1 

(TJ) 

(c) 
·· ... 

ESTABLISHMENTS 

Exp·a.nsion-Securi ty Measures 

REPRESENTATIVES OF THE TASS News Agency in S:9-·~ 
Francisco. signed a 5-year lease, commencing October, 1976, 
for a 2 room office adjacent to the local UPI offie~. They 
also leased a 2 room apartment for the TASS senior ¢¢trespondent. 
(:&0 . 

(SF SPIA 9/16/76, ~j~~ 12) 



( s) ········ ... 

IN AUGUST, 1976, SOVFRACHT, a shipbroker for bulk 
carriers, especially American grain bound for the So:V·~-!9t 
Union, acquired new office space at 277 Park Avenu~~ ~~~ar 

(U) 48th Street}, New York, New York• ~ , 

(NY SPIA 9/2 7/7 6, p·a:.g:.¢ 14) 

( s) '······· ..... 

(c) 
······ ... r·-. 

- 35 -
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( s) ·· ... 
··· ... 

THE ROMANIAN COMMERCIAL Offic·e in ·Ch'icago.,., .t;tlino;ts., 
occupied its new office space, Room ~11, 1'0.0 West N!ii>·.:w:r,:G)e 

(U) Street, Chicago, on June 1;~ 1976~ ()Q 

(CG SATPIA 7/23/~6~ page 7) 



THREE CASES 

During the evening ofl I a: Soviet 

I I 

on I I 

- :J7 -



r I was ~~rested 
by the FBI onl I on charges of conspir~~g 
to commit esp1onage on behalf of the Soviet Union. H¥'~a.ail.--..., 

_.IJ..I.L..I.........x..w..&..--~...1..1.1.1.\e to trial. At the.time of his arrest · 
he had ih his ossession a 

I 

-~ ___J_ ______ r 
and has s1nce left the United States. (U) 

On 
arrested at ~------~-r----------,_~~~~ 
He was, at the time,,1~----~--------------r----~ but had been employ~ 
and had possessed a "Top S 
access to highly classified intelligence 
documents, and hardware. (U) 

- 38 -
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After separate trials,l 

-- 39 -

I 

j 



( s) 

STATISTICS AS OF 6/1/77 

Country Offi,c_ials* 

USSR 996 

Albania 5 

Bulgaria 47 

Czechoslovakia 94 
~ 

East Germany 65· 

. Hungary 67" I 

Mongolia 8. 

People's Republic 
bf China 141· 

Poland 216· 

Romania 88 

Yugoslavia 226 

TOTAL 1953 

(S) 
I 
:I 

*This is a generic designation used for praeti~al 
operational convenience and should not be confused wit~· 
diplomatic designations. These figures do not includ~ ~drking ~ 
wives. 

APPROVED: 

Director ___ ...., 
Assoc. Eii~~--
Dep. AD f.cl:;l, __ 
Dep. AD lnv.~ 

40 -

Adm. Sarv._ 
C rim. I n·1 ,___._____,_ 

Legi\1' Co uni.___._-"'
Pian\ ·& Insp • ..:.....--
Re::.· ·Mt;11f.__._,. ~,____ 
$-pe(h l::v~--
Te:..lt. tllrVS··--
i'raininr.:---
P!(~jl~ Aris. ou.___w. 

i 
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~ 
~ 
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TO 

OPTIONAL FORM NO, 10 
JULY 1g73 EDITION 
GSA FPMR (41 CF'RI 101·11,6 

UNITED STATES GOVERNMENT 

Memorandum 
!;,,J , Mr. T. W. Leavitt 

-""":;/ 

1 
1 
1 
1 

1 

- Mr. J. B. 
- Mr. T. w. 
- Mr. E. c. 
- Mr. J. w. 

'DATE: 

Assoe. Dlr._ 
Dop. AD A&n. _ ~ 

Adams Dop, AD lnv.- I 

Leavitt Aut, Dlr.: 1-
I 

Peterson 
Acfm. Sorv, _ I 
Crlm.lnv._ 

Redfield Fin. & PorS.-

Bl2l'l'l lntoll. . 
Laboratory 

. ~~ 1 =I 

"'"'·~ 
Legal Coun. _ I 

FROM 

SUBJECT: 

( s) 

( s) 

C2F.]I FOREIGN INTELLIGENCE 
ANAtYSIS - UNITED ~TES 

. -- -c-:r-rN:A:J:;)---., . -·- --·, -··· ... ·--~ ~-~~--. 

PURPOSE: 

Plan. & Insp._ 
Roc:.Mgnt._ 
Spoe.lnv._ 
Tech. Sorvs.-
Training...____,_ 

Public Affs. Off,_ 
Telephone Rm. _ 
Director's Soc'y _ 

To recommend a roval of attached issue of FINAL, 
subtitled "Overview of Operations in the 
United States," for dissem1na 1on on y w1 1n the FBI, and 
attached cover letter to 18 field'offices transmitting same. 

DETAILS: 

FINAL rovides to reci 

a era 1ssem1nat1on o 
sue material is made in the field. With this issue dissemination 
is being extended to Baltimore, Boston, Detroit, Miami, and · 
Philadelphia Offices. 

RECOMMENDATION: 

If approved, this issue and the cover letter will 
be dated, printed, and disseminated only tq the Baltimore, 
Boston, Chicago, Cleveland, Detroit, Los Angeles, Miami, 
Philadelphia, New Haven, Newark, New York, Pitt?burgh, Portland, 
Sacramento, San Diego, San Francisco, Seattle, and Was·hington 
Field Offices and to appropriate Headquarters personnel. 

Enclosures - 2~~ 
65-74480 

AGP: ded d.::.d 
\,) 8) ,r (2r 

;.. fJ 1 
.• • • I , I ' 

AP~ROVEO'I . :~~;,tJ'~§'j Adm. Sarv..___,.,; Legit Coun- . , \ 
Orim. lnv.___ Plap;::~ ln~p 2. · ·• .1 b~~ • 

Director Fin. & Pars._ Ret.· Mgnt 1 
· 

Assoc. Dlr ldent~ Speo. lnv . 
Dep. AD Ad~ lnt/311:~ Te::~!t. hrvs • Lvt. I . 
Dep, AD lnv ~ Lllboratory__ Training ___ _ 

}.:-\ ~ ~ Public Affs, ott~ 

REC~56 \: / (~- --; j LLL;F ..-" 
(:7 -.....> - / 7 7,/CJ 

5~EltB'f' MATER!' t 

---~ 
·.r7 DEC 16 1977 

C 2 01977. Buy U.S. Savings Bonds Regularly on the Payroll Savin&£..z:J.t;n 
~ F61/00J 

I 
' ' I 

I 
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r 
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OPTIONAL FORM NO, 10 
JULY ID73 EDITION 
GSA FPMR (41 CFRJ 101·11,6 

UNITED STATES GOVE'kNMENT 

:;-Memorandum 1 - Mr. 
1 - Mr. 
1 

=I 

T. W. Leavitt 

E. :· £~::;sa; 
1 

Assoc. Dlr._ 
Dep. AD Adn. _ 
Dop. AD lnv.-

Asst. Dlr.: 
Adm, Sorv._ 
Crim.lnv._ 

Fin.&~ors, : 

TO 

FROM : 

SUBJECT: 

l 

Mr. T. W. Leavitt 

.___ __ ___.I ~ 

~FBI FOREIGN INTELLIGENCE 
ANALYSIS - UNITED STATES 
(FINAL) 

PURPOSE: 

1 

1 - Mr. 
D TE: 26 77 

J. P. Thomas 

I dent.- ~ 

lntoll, \ 
Laboratory
Legal Caun, _ 

Plan, & Insp._ 
Roc. Mgnt._ 
Spoc.lnv._ 
T eoh. Scrvs,:..._ 
Training __ 

Public Affs. Off,_ 

To recommend approval of attached issue of FINAL 
for dissemina~ion as noted on the attached list. 

DETAILS: 

FINAL offers the United States Intelligence Community 
a broad perspective of foreign intelligence operations within 
the purview of the FBI. This issue was prepared from material 
set forth in the previously approved July, 1977, FINAL which 
was disseminated solely within the FBI. The material was 
edited to eliminate sensitive information which shouJ.,d. notFJA 
be disseminated outside the FBI and has been previewed by d1~ . 
representatives of Sections CI-1 and CI-2. . ·; .· 

1/o , ' .~ 

RECOMMENDATION: 
.. 

If approved, this issue will be numbered, ,dc;~. ... ted, 
printed and disseminated. 

Enclosures - 2 

65-74480 cftf( 
AGP:dedde.cf 
" { 6) 

1P~ 

It 
l! 

~-;fc.P .r () 

t~?:..v . 
~ l . •" •.. 

17 DEC 16 1977 

l 9 OI::Co 2 o 19TL 
Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan 

FBI/DOJ 
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.... U~7 ,,.,,. r.'..,f,IVo,; "' 

.:;:;.p, Fi'Mf: (•1'1 c.r'RJ lOl•ll,ti 

TO DIRECTOR, FBI (65-744-80) 

. \.J (ATTN: I 
DATE: a;~o;·~.., 

;;J .., • II. 

FROM .~~C, CHICAGO (105~33496) ....._ ___ __. 9 \j\ . ~BP.~"*.;,_QTf'l_f!;~~.,....--

Section Chief 9 CI-3) 

SUBJEa-rM;~r. FOREIGN Il:\1TELLIGENCE ANAl .. YSIS -
UNITED STATES (FINAL) 

(U) 

( s) 

(U) 

Re Bulet dated 8/11/7'7 ~ 

Refe·renc.ed letter solicited the eomm.ents and. 
suggestions of the field conce:r:ning current proposals for 
the FBI 'Is Foreign Intelligence Analyr:;is 0 Chicago fec!ls ~ 
there is a tremendous nee.d fm::- the timely publication 

0 of FINAL in a form \vhich ~Nill materially assist us :i..n. · w { 
fulfillii1g ou:r:· foreigt1. counterintelligence ·responsibili.ti.e.s~· ~ 'II\) 

To this end, FINAL should be both timely, consistent and drm-1 ~ ~ 
on both the perspective of FBIHQ and the experience o ~~ 

of the fieldc (;sJ · ~ "~_. 

Since FBIHQ me.de the decis:i.on to stop latf.:;ral 
disseminati.on of SPIA and SATPIA, there has be<?.n a 
set:ious lapse of cornmunicat.lon among those of us with 
eounte·x::i.ntelligence responsib:i.lities... Hhen t.:b.e fir~lcl. 
stopped exchanging information!~ headquarters said FINAL. 
w-cml.d tx'y to Ieee us abreast of irn ort:ant trends a-nd 
d~v~lop~.ents in operations('; 'FINAL 
has la:r:gely fai. e ~o o - ~s 5 :i.n part, because 
of i.ts infrequency c..'f publication., unnecGssa·ry brevity, 
FBIHQ' s failure to obtain contributions f: em the 
f:i.eld and to some extent the use. of the · 8d~ .. to~·know ' 
principaL, The crux or heart of the \Aihc. . mat:te:c :Ls 

6 ·\\ ,.,.. ,,_ 
8 .... ::·); 
lll ' 
!l:: 
:-::: 
:.:::J 

getting sorely needed informat.ion to the: case cgents~he _ 
f:Celd ~~riere the BUreau's. t\ro'tk ~· he:tng dcme c. <S07c~ t./ yo - ~9 

Bureau .··-<1 _y-
1 - 65-·63483 (SA'rPIA) · 

2 ·- Chicago 
1 - 65-42.68 

EBC/mmg 
(5) 

(SATPIA) 

(j: \(J~ 'l*:C-29 &f.- ~3 OCT 18 1977 ~ 
\... 8 EO RE."t' ---··--- -~-~I 

:Lfied bv 7107 ., _..,_.,.;j., __ 

Exempt . r.. . DS ...... · .... =- 0 0r<J 

. Date of tion 
I 

bl 

.I 

I 
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CG 105-33496 

Ou~ specific comments concerning FINAL 
(U) . are these: :r:sQ 

(U) 

( s) 

(U) 

( s) 

(U) 

( s) 

_! FCI analysis and the reporting of trends and 
targets should be separated from strictly training 
material .. ~ 

We have reviewed copies of FINAL which are 
available to this officeo The July~ 1977 copy is the 
only one we find which has been liberally filled with 
training materialo This, in our opinion, has no· 
place in a document devoted to analysis of past and 

targetsmofu I It can, of 
course, be clever y incorpora ed ~n o a lengthy 
ari.al)Ttical piece tcr add .substance and depth6 CSQ 

_/ The· Bureau at this point in time, should 
seriously review its requirements for SATPJA ·and 
SPIA and decide whether they are useful documents 
in ·their present form.. Bureau letter of April 12, 
1972, pointed out that the success of FINAL was 
dependent upon the field's submission of appropriate 
material through SPIA and SATPIA. This was simply 
another way of saying these monthly summariescr 
~~~~--~~~~~~activities would be the core 

or basis for the· preparation of FINALo····J9:Z 

FBIHQ must recognize that SATPIA and SPIA 
do not now accurately reflect the.scope of our knowledge 
ofu( !activities directed at the United 
States and our efforts to thwart these operations. 
Information from the field is purposely withheld' from 
these documents - sometimes at the direction of 

2 

-
l 



(U) 

(U) 

CG 105-33496 

SEORE't' 

of headquarters under the guise of "security" or 
"need to knm.v.," The cumulative effect of these 
practices .... and not.all o;E them can be criticized 
in highly sensitive·cases - is that SATPIAmd 
SPIA do not accurately reflect what has transpired 
in a·. particular field or operation arid are therefore, 

of FINAL~ and ultima·tely the field 3• in this process, 
less than meaningful documents., The editors 'I 
are often denied significant infont1ationtl ~ 

But -'this is really a question which must 
be addressed by the Bureau and \-;rhich will directly · 
affect not only the content but the credibility 
of FINAL in the fielde If we continue to report 
only selected mater:tal in SATPIA (v;rhich is the only 
document Chicago can write of v:r:i.th any. real 
knowledge), t.1e are not fulfilling its purpose 
and at the same time we are cheating FINAL. 
Realistically them, it should be discontinued 
except, perhaps, for our monthly statistics but. 
these, of course~ are _available through . COBICS~ 
On the other hand 9 if headquarters feels there 
is a real need ·for SATPIA - and SPIA - then firm 
reporting guid~lines should be given to the field, 
or perhaps reiterated for the field, so that ;· 
headquarters and ultimately the field through FINAL 
will receive periodic documents reflecting the entire 
scope of hostile intelligence· operations in the· United 
States~ M 

_( Chicago .feels the basic format of FINAL is 
adequate, although the doc1.unent has· great possibilities 
for expansion. There is, perhaps,. too much brevity 
in FINAL when there are opportunities to explore 
various topics in more depth. The impression one gets 
when reading FINAL is that what we have are a collection 
of sy1:10pses similar to what one· finds on the front 
page of an FBI report (FD-204). We. are never told hm.v these 

'I 

I 
I 

·I 
' I 

' i 

. .J 
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( s) 

(U) 

(U) 

CG 105-33496 SEGRE! 

An excellent example of these so called 
new innovations appeared in Chicago's SATPIA letter 
dated AQ_ril 7 ~ 1977 ~ concernin_&{ 

·······~---------------------------.--------------------~~ 
.__ ______ ~----------:-'J This development 
received only three paragraphs in the July, 1977, 
edition of FINAL but lends itself to a great deal more 

·discussion. CS) 
. ·. 

( 
. /! 1 
~ ~v VA· u).f. 
z,.(.~;vN 

Ci 

Other field offices handling both the Soviets 
and satellites cnuld henefit frnni r.hi r-.:::t'dh' Q . (:nee . '. 
in this mattere:o I 

( s) ..... 

( s) ········ 

I 
SEGRBr 
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United States Nuclear Regulatocy Commission. 

NOTE: 

The Nuelear R~gulator.:y Commission has requestec;l: t~re 
issues of. aur ptd>l1c~UQ!i. "FB.I.BQrifp ~telU.g:~ooe A.nalysi$", :f~AL). 
The purpose of thiS pubiieatlen: J:s. to -offer the :United states mte.llfuence 
community' a b'roaH p~rspective Qf foreign mtelligenc·e openf.tiQn~ in . 
and against the l1il.ited States whieh ar~ Within the purview oi>th~ FBI. 
IIi view of this ·Commission's responsibUities we are advisirtg:·tb:~t· 
fu.ture issues of FINAL will be disseminated -to them. · 

" . On-1/J/77~ I . . . . J.j 
Office of Leg.al Col.Uic1l; idvtsed. the Attorney Qene;r~rs gu~((~}m~ ft;;r 
FBI Foreign Counterifitelllg~i\ee· lnvestlgatl<m.s· w~;r.e· n~t intetid~ te· j' 
pr0hibit thf$ tyPe Of dissEHa1natien, and s.tate(J: it woUld b,e ~n~M®.i . - , \ 
with the guidelines to furnish FINAL to the Nucle~· Regijla,tQ#y'~~mm-ission:, 1 . 

-..... ' 

APPROVEbt Adm. ~erJ ............... . Leg~I~Goun •.• _., __ _ 
Ext, Affairs ............. .. Rl<!li'- :.$\,;Insp •••••••••• _. 

t:llrectof"m"'""''"'"' Ffn, & P~rs .............. . Rec • ..:M!st······ ........... . 
Ass0ci 9ln.,., ...... , ... ., ~l:!n, lnv .......... , ....... . $.· t¥ t.. ·serv .....•....•.• 

Sp~~· lnv ................... , 
if.rainlrig ........ , ........ ,... ~:~~: ~~~ :~::~ 

- 2-



UNITED S!ATES 

NUCLEAR REGULATORY COMMISS 
WASHINGTON, D. C. 20555 

DEC 15 1976 

The Honorable Clarence M. Kelley, Director 
Federal Bureau of Investi.gation 
U.S. Department of Justice 
t~ashington, D.C. 20535 nf>ERA!i GOVERNMENi" 

Dear Mr. Kelley: 

As:rac. Dh:. -
De:p. AD Adm
Dep. AD T-:>:~t._ 

Asst. Dir.: 
Adm. S<.?rv. -
Ext. 1-lifei:r:; -
Fin. & Perz. __ 
Gen. Inv.- .. 
Ide:nt. ~~ ' I 
Jntdl. . . . f.-
LP..g:tl Cct :-::. -~! 
Pla:t. & Insp._ I 
Rec. M~t. --~ S. & T. Se;:v._ 
~:pee. Inv. ----
ii'raining ---··
ei.cphone Rm. -· · 

Dirc::tor's Scc'Y--
•. ·=== . .... . 

The .U.S. Nuclear Regulatory Commission (NRC) which was created ~m.-
January 19, 1975, pursuant to the Energy Reorga

1
nization Act ,of/1974, 

has specific responsibilities and authorities irn the nucl~ar field and 
has a security program to protect national sec~rity inf~fmation and a w .· 
safeguards program to prevent the theft or diversion of nuclear material 
or the sabotage of nuclear facilities. e1 

To discharge the aforementioned responsibilities and authorities, we nee 
intelligence information regarding foreign intelligence operations in an 
against the· United spqtes. Consequently, we would like to receive the 
publication entitlecf.."i'fSI ... Foreign _Intelligence Analysis United States." ~ 

. en 
The Commission will protect this information in accordance with existing . 
Executive Orders (e.g., E.O. •s 11652 and 11905); directives (e.g. Director 
of Central Intelligence Dtrectives); and statutes (e.g. the provisions of 
the Atomic Energy Act of 1954, which remain in effect in accordance with-jg!· 
the Energy Reorganization Act of 1974) and will insure that it is dissem- l? 
inated only to direct NRC employees wi~h a need-to-know such information ~ 

Your favorable consideration of this request would be appreciated. 

uestions 



TO 

FROM 

SUBJECT: 

OPIIONAL lOW NO, 10 
MI<Y I ~62 EDITION 
G$1. iPMR 141 CIRI 101-11.6 

UNITED STATES GOv~RNMENT Assoc. Dlr._ i 

Dop. AD Adm._ 1 Memorandum 
1- Mr. J. B. Adams 
1- Mr. T. W. Leavitt 
1- Mr. E. C. Peterson 

· Dop. AD inv • .:....... I 

Mr. T. W. Leavi;Jfp\t" 

A. B. Fulton 1 
9si FOREIGN INTELLIGENCE 

ANALYSIS- UNITED STATES 
(FINAL) 

11 I 
bATE: 8/1'(/'(6 

1 - Mr. J. W. Redfield 
1 - Mr. A. B. Fulton 

1 ~~----------' 

This recommends approval of Volume lli, number 2, issue 
of the FINAL publication for dissemination to th~ White Hous~,. 
members of United States Intelligence Board and all field. offie~;s .. 

The purpose of FINAL is to offer to the United States, 
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Ext. Affairs_ b6 
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intelligence community a broad perspective of !oreigrt intellig~t3~ce 
operations in and against the United States whicll are within tli~ :{!>urview \k 
of the FBI. I 

This issue was prepared from mater~~ set forth in the 
previously approved July, 1976, FINAL which was disseminate~ solely 
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The White House 

Honorable~~~ssistant to the President for National 
Security Affairs 

Department of Justice 
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Director, Defense Intelligence Agency 
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Assistant Chief of Staff ~or Intelligence 
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Office of Special Investigation 

7 Department of the Navy 

Director, Naval Investigative Service 

Department of the Treasury 

The Honorable, The Secretary of the Treasury 
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q Director, Central Intelligence Agency 
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(c) 

(U) 

BEIOHEi':F 
NO FOREIGN DISSEMINATION 

The purpose of this publication is to offer the Uniteq: :~tQ.tes· 
intelligence community a broad perspective of foreign intellig~J\~~ 
operations in and against the United States which are within the: ·our
view of the FBL Emphasis is placed onbf =-=--~~==n::::=-=:!:::":'r."""" __ ___. 

In the int~rest of operational and administrative s~curlty and 
acknowledging ttte need .... t~know principle, information is not.·$.~t7 
forth ln specific, detalled, documented form. Wbere btform:~UO.P; 
containEd herein ls pertinent to the interests or responsibiltn~~{@:f 
~~==:~i~~~!:~t~!!~ll~~ce atencies, separate, detaU~ .. 

NO FOREIGN DISSEMINATION 



TARGETS 

(c) 
1 bontinue their e«orts 

to obtairi. both classified and unclassified material. The follow~ 
(U) ············ · ·· · · · paragraphs describe a representative number of these targets. ·~ 

( s) ··········· ....... . 

iSCR~T"" 
NO FOREIGN .:DISSEMINATION 

bl 



BElONi:T 
NO FOREIGN DISSEMINATION 

TECHNIQUES 

A STUDENT"',~..._Y!Jnius State University_ !n Lithuania,.,t~iS..;tJ;ie~ .. : 
a US citizen of Lithuailtan; extraction who was att~ing the Untvex;~·~ty ·· ··· 
for graduate study. Subsequent to the marr'iage the student, wu.§ had 
been warned not to marry the American girl, was dropped fr~m ~the 
rolls of the University and his wife retumed to the us not !mowing 

· ( u) whether or not her husband would be allowed to emigrate. ~-

(c) ····· ... 

( s) ·· ..... 

NO FOREIGN DISSEMINATION 

- 4-

'· ' 

bl 



( s) .... I 

(c) 
···· ... 

SECRJ!J'f 
NO FOREIGN DiSSEMINATION 

TRENDS 

SfilORi!T 
NO FOREIGN DISSEMINATION 

- 6-



(C) · ..... 

BECREI~ 
NO FOREIGN DISSEMINATION 

STATUS OF OFFICIAL ESTABLISHMENTS 

' .•'' 

During the first four months of 1976 there were fou:t ili$tances 
where violence was 4trect~ toward Soviet facUlties located .til ~me. 
On February 27, 1976,. $bots ;were fited into tbe S(lvlet resi4~il.tl~ 
complex; on March s, 19'16, a bomb exploded otJ.tside the Ae:rOfl.at 
Off lee; on March 26, .. 1976, there was an attempted. bombing ot the 
Amto~g Corporation .Ujd·. on..AprU 8, 1976, ·a .shot was flreg a1·tll~·'.$MJ1N. 
which pierced a ninth floor wi~ow. The "~ew York Post" C:~fl~; an 
attlcle which reported that the Jewlsh Armed Resistance, an·.9t.J~J~oot Qf 
the Jewish Defense L~ague, claimed: r~SpQl\&l'PUlty for the a\f;i.Ql on 
Aprll 3, 1976. (U) . . . . 

r::: .. --.t..·:".:. (NY SPIA 4/12/76, p~.~§, .:t~ .& 13) 

ON APRIL 4, 19'1~, 'THE Sovlet CQnsula.te··Jn ·$an F!\atj¢'~fl.~ 
received an anonymous telepbope call elalnllng a bomb woul(;l: '.~plbde· 
in the Soviet ConsUlate wlthln· 30 minutes.. The San Fr·anels®· ~Qlice, 

. Dep~trnent responded and no bomb was found. '(U) 

SEeR.S't 
NO FOREIGN DI$SE:MINATION· _, ... 

bl 



( s) ······················ ... 

SECRE'f 
NO FOREIGN DISSEMINATION 

O;N MARCH 14, 19'161 THE Soviet Ambas~Jador and Pe~l).lanent 
Representative to the SMUN Yakov A. Malik, was.s·eriously -~j~~t. 
In a car accident at Glen Cove, New York. A woman in the otJ.\~ car ·'· 
involved was kUled. Mallkl lwere taken to CommqP.ftY. 

4
• 

Hospital in Glen Cove'f.l"~t:~al police said Malik's driver was. ®t !at · · .:.-!1 

fault 1n the accident. (U)' · · 

s~eftE•t 
NO FOREIGN DISSEMINATION 

-8-

bl 



..,., S~CftE'f 
NO FOREIGN DISSEMINATION 

STATISTICS AS OF 7/1/76 

COUNTRY OFFICIALS* DEPE;NDENTS WQTAL 
USSR 1165 965 2180 
Albania 7 9 16 

Bulgaria 51 87 138 
C.zechoslova.kia 108 108 ,216 

East Germany 87 68 15$ 
HUngary 67 79 :1~6 

Mongolia 9 18 27' 

Poland 248 303 ;$5:l 
PRC 168 9 ··~·J77 

Romania 101 122 ,:223 
Yuioslav1a 203 ,288 _.. :1491 ' 
TOTAL 2214 205() '4a!7o '" :;,.. . 

--· . . ·~ ... ···~ ' 

(U) 
*This 1S a generic designation used· by the FBI for practical qpti~tttional 
conve~ience and should ·not be cohfuaed with· diplomatic deslgna't{o$. 
The d~lnition ·l"ef~rs to all foreign nationals assigned tb eot!~try . 
establishments in the United States, ·including ~m"Q~~ies, cop.ttl~tes, 
United Nations miSsions, United Nations Secretariat e~ploy.ee$;, 
employees of ancillary org~i.Zations such as Amtorg, lhtour~$tJ ~eroflot, 
commercial offices, press representatives, and working wive.s.~: 

i3EG:Ri:T 
NO FOREIGN DISSEMIN1m'ION fixt Affair&: .•••••• ,.. ~4aboratory .....•......•.• 

· Assoc. Dir................ Fin, & Pers ....... ,.. <t~gal Coun .............. . 
Dep. AD Adm......... Ce:-:. 1~1! ........... ,.~, ;rlan. &_ Eval ••••••••• .-. 
Dep. AD lnv............ r:::.::nt ................ .:.:. :~ec. Mgmt •.•...•.•.•.••. 

Asst. Dlr.: lnspect~on:+ -·:-. ~.§P~C: lnv ................. . 

Bmt!liltZ}=1tf1f t'~">~'~ra'"'"•····-·-····-~ 
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OPriOtC. \.HO. IO 
MAY 196 •••• urno~· • 
GSA fP~ 141 CFRIIOI-11.6 

UNITE'O STATES GChriRNMENT 

!/Memorandum. 
TO : Mr. ·T. w. Leavitt~ 
FRoM A.· B. FOiton IJ 
SUBJECT: q:§I ,FORE.j:ru:f..m;cEL41Q;~ 

ANALYSIS- UNITED STATES 
···-cF~........ -~-. .. ""'""""' .............. 

1- Mr. T. W. Leavitt 
1-; Mr. E. C. Peterso~ 

1 -L-1 ----......... ...--....... J 
·nATE: 8/$/76 

1- Mr. J. W. Redfield 
1 - Mr A B Fulton 

1 ~ ~...1 ____ ____. 

( s) 
This recommends approval. of attac~ed issue of FTNAJ.. 

publication bearing ~he suatitle Jroverview off~.. ________ __. 
Operations in the United States. " This issue will be disseminateq 
only withirf:th:e·"PlU. 

Assoe. Dlr._ 

Dop. AD Adm._ 
Dep. AD lnv._ 

Asst. Dir.: 
Adm.Sorv._ 
Ext. Affairs_ 
Fin. & Pors. _ 
Gon. lnv. __ 
ldont. ___ / 

Rcc.Mgnt._ 
Spoe.lnv._ 
Training __ 

Tolophono Rm._ 
Director Soc'y _ 

The purpose of this issue is to provid.e the field (only 13 · , } 
offices included t :th· IJ 

( s) an overview o 

l 
. I 

! 
! 

bl 
b6 



( s) 

WARNING NOTICE- SENSITivE SOURCES AND METHODS INVOLVED 

BACKGROUND USE ONLY 

· ~f'P~OV!:Of~-,-- £xf: !6:f'Tafrlf.::~·~·.::;:·· ta!i~af~::·· .. ,. ... iZall1 
Assoc. Dir •• :.............. Fin. & Pers.......... Legal Cot.fn,,._,_, 
·Dep. AD A~........ Gen. lnv ............ ~. Plan·. & Eval ....... :··•.., 

(1-V'-\ Dep. AD In JnlY' ldent................... Rec. Mgmt ............ ~·· 
· Asst. Dir.: ¥ lnsp~~-;;... Spec. lnv ............... -

Adm. Serv.............. lntelr..f.!l~-· Training .. , ........ , ...... .. 

(Overview oi{.----------,pperlltions in the Unite4 .. ~tltesJ 

THIS DOCUMENT IS SOL:tULY OR USE WlTHtN TI:JE F:$~. 

--J:!JY, 

tff' 
!f 



(c) 

(U) 

It is iritended solely for the internal, y$·e of 
a........=""Tl'IT.,.---r.::::-3:'C~e~r:::e=r-:::-:es=t of operational and administrative secutity 

and acknowledging the need-to-know principle, information is ·not 
set forth 1n specific, detailed, docume~ted form. Where infol1ma
tion contained herein is pertinent to the' interests or respon6l}?UJties 
of ~t~~r United States intellige~agencies, separate, detailed: 
dissemination has been made. (~ 

bl 
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\ 
TARGETS . 

,_ ... 

(S) 

-

-



TECHNIQUES AND OPERATIONS 

A STUDENT AT Vilnius state University in Lithuanlam.arried 
a US citizen of Lithuanian extraction who was attending the University 
for graduate study. Subsequent to the- marriage the studentil wh:9 had 
been warned not to marry the American girl, was dtopped- f_rom -the 
roU!s of the University and llts wife returned to the us fiat kii9W.Uig 

(U) whether ar not her husband would be allowed to emigrate. ~ 

(c) 

( s) 

.T\ 
-4-

.· .· 

bl 



( s) 

(c) 
I . 

( s) 
• I 

I' 

TRENDS 

7SBG:RE'f 

-9-

/ 



(c) ·············· 

( s) 

THE POLISH SEJM '(parliament) recently passed two· . 
amendments to the Pollsh constitution. One declaring the Communist 
Party as the· leading party and force in Poland and the seco~~4~c1aring 
the Polish alliance with the Sovi~t ·union and other sae:ialiSt ·~P~itries 
forms the foQndatt9n of· Polish foreign ·policy. (U) 

These amendments may represent the price Poland; ~~to pay 
to malntain its spec4U relation$hip with the. West pa:rtlcu1arl?: ,~h~· T1~t. 
Those holding this view believe Leonid Brezbnev needed the: .-m,~pdments 
to show his adversaries on the USSR Politburo that despite l?(jl~d' s 
dealings with the West she could stUl be trusted and is faithf\4 :.to 
communism. (U) · 

(WFO SATPIA 4/5/76, pag~ 46) 

~· S:ECRE'l! 

- 10-
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GSo\ GIN, REG, NO, 27 

UNITED STATES GOVERNMENT 

Memorandum 
f) TO : Mr. W. R. Wannall ~ 

~ 1 ( ;r H vt?Wl .. au &n'Tll'J u; J!P!!I~ 

FROM , F. J. Cassi<il~ 

SUBJECT' q:~Jil''OREIGN Wl:ELI,JGllliCE 
ANALYSIS- UNITED STATES (FmEr··. . ~--~-

1- Mr. J. B. Adams 
1- Mr. W. R; Wannall 
1 - Mr. W. A. Branigan 

DATE: 2/2~/76. 

Assoe. Dlr\-.
Dop. AD Adm. 
Dop. AD l~v. 

Asst. Dlr.: .!' 
Admin. __ 

Comp, Syiol._ 
Ext. Affairs _ 
Ftlos & Com._ 

Pion, & Eyal. _ 
Spoc.lnv._ 
Training-. _ 

Tolophono Rm. _ 
Director Soc!y _ 

This recommends approval of Volume m, number 1, issue 
of FINAL publication for dissemination to the White House, members 
of the United States Intelligence Board, and all field offices. 

..... 

~"'l..l . ........j 
The purpose of FINAL is to offer to the Unite~:" Stat~_a 

intelligence community a broad perspective of foreign inteu,::tgea~e 
operations in and against the United States which are. within ·the-

. purview of the FBI. ~ ·." 

Attached also .is a di·ssemination sheet for outsicle .. 
agencies. Copies designated to these agencies will be numb.ere<f! 
and recorded for strict accountability. 

ACTION: 

.. ' 

j .. 
t .. 

i v 



Assoc. Dir. 
Oep. AD Adm. _ 
Oep. AD lnv. _ 

Aut. Oir.: 
Admin. __ 

Camp. Syst. _ 

Ext. Affairs _ 

Files & Com._ 
Gen.lnv._, 
ldont. __ 

Inspection -
lntell. __ 

Laboratory -
Plan. & Evol. _ 

Spec. lnv. -. 
Training_ 

Legal Coun.

Telephone Rm.-

SECR;.E':F 
NO FOREIGN DISSEMINATION 

WARNING NOTICE- SENSITIVE SOURCES AND METHODS INVOLVED 

BACKGROUND USE ONLY 

FEDERAL BUREAU OF INVESTIGATION 

.... . -

FBI 
FOREIGN INTELLIGENCE 

ANALYSIS 
UNITED STATES 

Director, Soe'y- MAI.L...ROOM c:J 



SBCRET 
NO FOREIGN DISSEMINATION 

. The purpose of this publication ls to offer the Untt.e:t4::.$tates 
hitelltgc:mce community a broad perspective of foreign lntelllg~»~~, 

( S) :r::~iofJ!~:W ?m;:!::e~:eaS:~es ::::h ::~e:::·· ~&·Mr. ~the interest of OJJ8;!'11tlol!al and edmJcx--~ "· y .a 
acknowledging the need- to-know principle, information is not $~l 
forth in specific, deta.Uec'4 · documented form. Where inform:q;~:t:pJJ:. 
contained· herein ls· pertlfJ~nt to th~ bt~.rests OJ;' ·responslbUltt~~:C#: 
other United States lntel~igenee agencles, separate, det.ail~d: · 
dlSlB~l:P.blat1on is made. 

SBCRE'f 
NO FOREIGN DISSEMINATION 

bl 



SECftE'iF 
NO FOREIGN DISSEMINATION 

TRENDS 

bl 

( s) ······· 

Sl!lCBB'iF 
NO FOREIGN DISsEMINATION 



1./ 
( s) / 

SECR:ffi'f 
NO FOREIGN DISSEMINATION 

TECHNIQUES 

SEC!tE'f 
NO FOREIGN DISSEMINATION 

- 2-



SECiU!l'f' 
NO FOREIGN DiS~EMINATION 

TARGETS 

' 

( s) 

Si!GBE':F 
NO FO~EIGN DISSEMINATION 

- 4-
/ 



( s) ···· .. 

( s) ··············· 

SECRB'i' . 
NO FOREIGN DISSEMINATION 

FEAT{JftES 

NEGOTIATIONS BY THE Bulgarians for purchase Of. 
Rosedale Campus ot St. Alban's · School located on Newark Str~~t;.· 
Washfugton, D. G.,}~;e·apparently progressing smoothly. Th~' .. 
prQpeJ:"ty consists Of three three-story dormitories/ general pqrpqse 
buUdings lltld seven acres of ~and. The Bulgarians· currently .p,a.y(!f an 
opt:ion for the purchase Of .. the property for approximately $3 miJl:ton. 

. SBOR:S~ 
NO FOREIGN DISSEMINATION 

- ~·-



8EC!'<~'f 
NO FOREIGN DISSEMINATION 

THE LINE UP·- 1/1/76 

COUNTRY OFFICIALS* DEPENDENTS 

USSR 1208 1116 

Albania rtl 8 

Bulgaria 60 84 

Czechoslovakia .106 101 

East Germany : 87 so 
Hungary 68 96 

Mongolia 16 19 

Poland .. 226 278 

PRC 201 9 

Romania 94 12"5 

Y.Ug;oslavJ4 189 250 

TOTAL 2262 2146 

TQj1~~ 

23:24 

15' 

-
~07 

i47 
. ' 

·m·· · ... f 

«~ 
"'·" 

$Uj,....,tt;;:. i~ 

2~10~ 

·:t1J;gi 

~a~~~. 

*This is a generic designation used by the FBI for praetical.~~r
atlonal convenience and shOuld not be confused with diplomatt(!: 
designatioll$. The definition refers to all foreign ·nationals; 
assign\;d t9 gqqJltry establishments ·in the United States, bl(}lqgtpg 
embassies, ce.ilsulates, United Nations· mls$lons, United ~atJ.()fl$. 
S~eretar\A~ employees, employees of ancUlaey organiza~loJ1.$;;§q~h 
as Amtorg; Intourlst1 Aeroflo~ commercial Offic~s, press. ~•P.te-
sentatives~ and working wives. ~ 

SEORE':F 
NO FOREIGN DISSEMINATION 

. 2(;1.,/ 't? .. ~{/"···/J(J...-:·. 
, 'I,. ··j'·i ;t:i~ - / r ?" ' 
'CJ'~vU ~.:w~ " . . .... . 



The White House 

....... -" 
.. ··. 

c., --· ~ .. - '-

DISSEMINATIOO· LIST· 
. ~~ .. 

'\iii:i' 
Honorable Brent Scowcroft, Assistant to the Presiclent for 

National Security Affairs ;. 

. Department of Justice 

The Attorney General 

Department of State 

The Honorable, The Secretary of State 

:Q~partment of Defense 

Director, Defense Intelligence Agency 

Department of the Army 

Assistant Chief of Staff for Intelligence 

Department of the Air Fo~ce 

Office of Special Investigation 

Department of the Navy 

Director, Naval Investigative Service 

Department of the Treasury 

The Honorable, The Secretary of the Treasury 

Otbe~ InteU.lgence Ag~ncie$ and Interested. Gover~ment Age~cie~. 

Director, Central Intelligence Agency ... Attention: Deputy Direct~r 
. for OperationS . 

Director, Division of Safeg~.Jards and Security, Energy Research;·$~; 
Development Aclll1inistratiofi 

Dlrector, Natlonal Security Agency 
Chairman, PresidE:lilt'.:s Forei-- Iiltelligence Advisory Board 

~ 
J 
! 

. . , 



OPTIONAL FO'M NO, 10 
MA~ \~6~ .~DITI);'I, 

.,. GSA .DEN. REG. k'O, 27 

S01Q-106 

UNITED STATES GOVERNMENT 

l 

Assoc. Dlr. 

Memorandum ~ - .Mr •. W. R. _ W .annall---
1 - Mr. W. A. Braniga: 

Dop. AD Adm.
Dep. 'AD'Inv • .:._ •• 

Asst. Dlr,: '" 

1 i~... _____ ......~J Admin. __ • 

TO 

FROM : F. J. Cassid~ .. 

·o 

DATE: 2/:tl/76 

Comp. Syst, _ 
Ext. Affairs _ 

Flies & Com._ 
Gen.lnv._ 

1- Mr. J. W. Redfield :~:~~~ 

· Legal Coun, _ 
Plan,&Eval, _ 

SUBJECT: . F,J?I, FOREIGN INTELLIGENCE 
ANALYSIS :-uN"""f.fEDST""A?rES 
(FlNAL). ----~--~ ... 

i : L..(_ffr __ F __ T_C_a_n_n_i a_= ...... = I ~- ~~:~;a;;= 
Spec. lnv, _ I 

Training_ , 
,/" Telephone Rm. _ 

1 
... 

( s) 

( s) ; 

Director Soc'y _ 

~· 
This recommends approval of attached issue of FlNAL 

publication-bearing-themsubtitlen''OverviewmofJ I 
Opera~io~s in the United States. " This issue will be disseminated). 
only Wlthm the FBL . . . . I - l'j t.l u, (/' _.. 3 

·"' ~~; Rf.C·S6 (.p. j - 1 t r 6 0 . 
. The purpos~~ts issue is to provide the field (enly 13 

offices included}, throug1< a summary of situations and events :.ith 
an over 

1s 1s being d0ne to keep the pertinent field offices ~wa4'e 
a recent situations in sections of the country other than their (\)W, as 
there is currently no lateral dissemina~ion by the field offices· pr.¢
paring summaries which involve Soviet Personnel Intelligence 
Activities (SPIA), Satellite Personnel Intelligence Activities (S;f¥.;WPIA), 
People's Republic of China Intelligence Activities (PRCIA), an,¢~, 
Yugoslav Personnel Intelligenc<? Activities (YUPIA). The ideiX~!tie~f 
sensitive sources have been concealed and informati~~e~ · 
has been suitably paraphrased. -.i n. 8 25 19?@ 'J 

'N . ., . ')%. 
ACTION: ....,_ ..,...._~ .. ~ 

.. ~;·f ' 

Jf approved, this issue will be dated, printed, and 
disseminated to appropriate Headquarters offic'Htl.s ,;and~.s.up~rvis0rs 

-K -o and to the following office.s.: Chicago, Clevelan"d, ·· Los:· rAiigeles, . 
"t;- ~ ...!': New Haven, Newark, New York, Pittsburmh1 .Port~and; Sacramento, 
! <:~l{ sar fk~foo~,U San Francisco, Seattle and WF'O •. ~ ((;) ;:p~.,J~ 
~ tt rJ ~ ~\. Edel0sure 

1
,/J/;. ~ 

~ ,:,~.1.~:~ 65-74480 f fl!:fj;fjJ ~ORF!l£ MATERIAL AW~4fHE, 
"'""'.A~ DKP:lfi l$ "{!/Q A . s-:."'\~ X·' 

l;ijf <
7
> ,J- RDUrtr.IN £NV£WP£ 

8 4 MAR2 1976 

i 
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Aoooc. Dlr, _ 

Dep. AD Adm. -
Dep. AD lnv. 

Aut. Dlr.: 
Admin, __ 

Comp. Syst, _ 
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e . ·e eres of operational and admln:isttative seet.tlii'tr 

and acimowleqgJ.ng:. the need..: tO-. know pf.fneiple1 irtfotmation is., not··· 
set forth in specific~ detalled., doeatl).ented form. Where infor-m~~ 
tion contained herein is- pertiilent to· ·the interests o~·re~rponFJlbUiijes 
of other TJ'nlted States lnteUig~ne·e agencies, separate; detaUed 
dissemination has been made. 
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Country 

USSR 

Albania 

Bulgaria 

Czechoslovakia 

East Germany 

Hungary 

Mongolia. 

Poland 

PRC 

Romania. 

Yugoslavia 

TOTAL 

"1p 8Eeftj;jq:' 

STATISTICS AS OF 1/1/76 

Officials* 

1025 

7 

58 

91 

68 
.... I 

68 

15 

201 

17!$ 

t3'8 

185 -·-·-· 
1987 

*Thls._.is a generic designation used for pr~tlcal Ptrfr~
tional ~onvenienee and .• hoUld not be confused wlth diplomatic · 
designation~, These fi~res do not I~V,de working wives. 
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· The purpose of this publication 1s to SJ-tiBI~.tlu:aii.S~L-...., 

(S)·················----~~s~u~m~m~u~-~~~-s~i~~~~a~n~~-·~a~-~~~-~a-~~~--~mL------------~ 
lt ts. tnten,de(l s()iely fQ~:- t~e bl;ter~ ~-~: Qt 

....._.,.,...,.. ___ --.-~. ~e~-~e=r~es~ of Gperational. a}ld administrative ~~~Ji>tlty 
and ackriowledgtng the need-to--know pr1n¢lple, information llt t:!.Q.t 
set forth tn SpeclfieJ detailet\ documented f0rm. Where lnfpf~
tton contained herein iS pertinent to the interests or responslPU.tttes 
Of other United states lntelltgellee agencies~ separate,. detaile«.i 
dissemination has been made. 
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As a matter Of interest, .the starting sal~ry for ~ 
teacher with a Master's degree m the NYa s~hOQI syst~m 1§: . 
$U,550 annually.. NY S~fA, 10/9/7a,. p. ~~,a~ . 
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# 

-~SEeRET 

STATlSTICS AS OF 10/1/75 --

Country Officials* 

USSR 1089 

Albania 8 

Bulgaria ~49 

c~ech.oslovakia 95 

East Germany . 80 

Hungary 69 

Mongolia 14 

PeQple's Republic 
of China 182 

Poland 212 

Romania 76 

Yugoslavia 181 

TOTAL 2005 

*This is a generic des.ignation used for practical op·e.r.~:
tional convenience and should not be confused with diplomatic · · 
designations. These figures do not include working wives. 

~SEeRl!l'F 
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OPIIONA\ fORM NO. 10 'OJ0-106 
MAY 1962 EDJIION / 
GSA GEN. lEG. NO. 27 

UNITED STATES GOVERNMENT 

Memorandum· 'in 1 l:ilc .:ifo . Ji~· -:it!ellltHS 
1 - Mr. W. R. Wannall 
1 - Mr. Vo Vo Kolombatovic 

TO 
. DATE: 10/28/75 ' Mr. w. R. _wannan~( 

FROM : Fo Jo CaSSldi!J/ t 1

. 

~ ~~ 
i : LIM_r __ F __ r_c_a_s_s_id__,x] 

SUBJ~CT: FBI FOREIGN INTELLIGENCE ANALYSIS
I UNITED STATES (FINAL) 

.....-------""1'"' (.;. 
On 10/22/7~ ~curity Office, Energy 

Research and Development Admiifistration (ERDA), telephonically 
contacted Acting Secti<:>n Chief Fred Jo Cassidy to request additi0nal 
copies of captioned publication for distribution to ERD,A:~s 25 field 
offices throughout the United States. 

r
Assac. Dir. _ l 

Dor· $fl1\dm. _ ! 
£?~i,• AD lnv. _ 

Ass>'. Dir.: 
Admin. __ 

Comp. Syst. -
Ext, Affairs _ 

Fllos & Com._ 
Gen.lnv._ 
ldent, __ 

Inspection 
lntoll, __ 

Laboratory -
Legal Coun. _ 

Plon.&Evol._ 
Spec. lnv._ 
Training_ 

Tolophono Rm. _ 
Director Sec'y _ 

On 10/24/75 Superviso~ I advised Mroll 
that, because of the classification and the sensitive sources and m~ 

) 
~J 

WIJ 

involved, dissemination of FINAL is extremely limited and strict_ 
accountability maintain~do Mr .I I was told that, although we are . 
unabl«? to comply with his request for additional copies, we have na / 
objection to his officials who have proper clearance and a need tolmow 
having access to information contained in FINAL .. 

Mr oil was thanked for his interest in and comments 
concernmg FIN~ 

ACTION: ~115 
Non eo For information. · RE0.6s ~ J-_ 

65-74480 

SJM:lfj /~· 

"' 
/' 

5(j~75 

\ 

~/ 
ill ~ ' . '.~ ~: .... !·:)~ 

:n 

' 
-~---_j 
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SUBJECT: 
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0'110NAl FORM NO. 10 
MAY 1962 f01TION 
OSA GEN. REG. NO, 27 

5010-106 

UNITED STATES GOVERNMENT 

Memorandum 
Mr. W. R. Wannall 

F. J. cassi.fj(--

I FOREIGN INTELLIGENCE 
ANALYSIS- U TES 
(FINAL) 

1- Mro J. B. Adams 
1 - Mr. W. R. Wannall 
1 - Mr. W~ A. Branigan 
1- Mr. Jo Wo Redfield 

DATE: 9/3(}/75 

1 1._~-r---:;:~~~ ...... 
1 - Mr. F. J. cassidf 
1 1._ ____ ____._ 

Assoc. Oir._ 
Pop. AD Adm. -
Pep. AD lnv. -

Asst. Dir.: 
Admin. __ 

Comp. Syst • ...._ 

Ext. Affairs _ 

'"···[~(- ' 
Gen. lnv. I 
ldcnt. 

lnspoctlo b 7 C 
Into II. 
Laboratory -
Legal Coun. _ 
Plan.& Eva I,_ 
Spec.lnv._ 

Training_ ~
Tolophono Rm, 
Diroctor Soc'y _ 

i t j 
~··.l;t r, ·~·l'i 

Recommends approval of Volume ll, number~' issue .. 
of FINAL publication for dissemination to The White House, members 
of United States Intelligence Board and all field offices. 

The purpose of FINAL is to offer to the United .States 
intelligence community a broad perspective of foreign intelligence t' · 
o_{>erations in and against the United states which are within the P~::- . ~~··/ ('""'' 
view of the FBI. \J~--~L.,.,.) 

Attached also is a dissemination sheet for outside 
agencies. Copies designated to these agencies will be numbered and 
recorded for strict accountability. 

ACTION: 

MAILED 15 

OCT 1 0 1975 
\•. 

.8 4 OCT 1 5 1975 
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\ 

. SEJOHEl'f 
NO FOREIGN DISSEMINATION 

TRENDS 

A SOVIET. NAttitONAL has offered ~:sl\tprisb~gly,·.q.·gndld 
appraisal of problems .in th¢.V.S~. ij:e says· tll~J.Qrtwe; e$p~g.talty, 
rape; is on the increase an(:{,. ·ln Ltm'ingr~d,. ~.:wq~~r! ·~r~ afraiq'\~Q·;i'o 

·; · aut alone after dark~ Large: n~mber~ of Sov:lets are: ql'a;rnped '.t().g~t4~r 
. in seve.rely Inadequate· ho~~Jpg; tra.J;tsport~~l.Pn is ct.i.tt.cally shi;)rtl';and, 
altfiough education is ·excell~n~, one needs coim~c-~io~$- to ~~t·b~i' 
children· into ~he proper scpo~ls. WFO SPIA 6/131;'7·$, p. 7 

~ r • ~ 

( s) ······· 

:'. 

StiCRE'I' 
NO FOREIQN l)JSSEMINATION 

., , . .. 



J s) 
\ ·· ... r · .. 

'•\ 
I ~ORE'f 

NO FOitEIGN DISSEMINATION 

Thr APRIL, 19~5, ~he bir~ctor of tne Romantw,:uml~try 
of Foreign Trade and 'l!:cono!lilc ·CoQp.eration s~ld· that if Congte~$~ . 
apprqvecf the Most Favo~ed·. N~~lon: ·(MFN) st~tu.s for Rom~ni~; ·tt~e 
wlth the trs would go t(> one .bllllon doll~s a. ye~f by 1~8(). .J\ij· ". · .. : 
Preside~t Ford during Augu.st: ·slgneQ. the MFN Pact with :ilotr.t@.tl.~~·. . 
there should be a dramatic lnc:l'~::lBe tn 1975-1'976, ln contacts b.~lw~en 
us businessmen and Romanian officUals. NY Sl\.TPIA 8/7/75, N'o;, :~~ 

S:BSRE'f 
NO FoREIGN DisSEMINATION 
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.SE6RE'f . 
NO FOR~IGN DisSEMINATION 

FEATURES 

OCCUPANQY OF -THE Soviet residentlat ·compJ¢x_:.p'f 
Riverdal'~ New York,. began ·earlier this yea~. Located in :Sri)~, 
New J'O~" about '15 mUes north of midtown Manhattatt, the ·CO.~R~ex 
wlll event~;illy provide housing for 236 Soviet nationals and tq~Jr'·~--
famUies~~ NY SPM. 6/11/75; p. 25 · . . · 

.·-: 'THE so~.TS HAVE requeste.d· anotl}e:r ·2a,ooo 'te1';*·~;000 
square f~et of fioor spae·e ·on the same flodr.)l.s tnat now occuptedi by 
the SOvie~ Information c·entetj. North Towei'j· -World ~rade CeQte-f'f· 
New Yor~ New York.· T'hey probably wlll use the ~p~ee for a44tilonal 
offices and a display area.· · · NY S~IA 5/12/75, p. ~&::··. 

CONT·RACTS WERE RECEN'JtLY executed t.o. allQ~~the 
SOviets to take possession ·t'# the propEirty at 9 East 9l!st $tree)

1
:·>: · . 

. New York, ~ew York, whi~Jl wm house the Soviet <;:.o~$ula;te Q~ll~Jal .• 
. NY SP~ 8/11/75 · ". 

. "\.~ 

~. . 

. . . . .. '"' . "•' : .. " .. ..... . ~ ,.. .. ' ~ . . ' . . . :.- .... ,. ~\ ····· .. · .. . . 
......... •''',. ..... ~~·~ ·::.>\~,···~:~ .. .;:DiJ:( ... : : .. . ~::·.,.:· -·~· ··'··~~ 



COUNTRY .. ' 

tJsm -:· 
·:< 

Albania 
., 

Bulgar(~ 

Czecho~lovalda 

-East G~rniany 

THE LINE UP • 9/1/'75 

OFVICI:t\L.S* 

937 

4 

47 

88: 

.49 

WORKING 
~WIVES. 

187 

4 

2 

8 

8 

• • ~ o ·~ L .< • 

.... ;,... .. 

DEPENDENTS: ··TOTAL 
• ~- l " ' 

., 

gsg ... ~ · ~~oaa 

10 

74 

106 ·-
50 

18 

202 

107 

Hungary.· 64' 0 66 .• J:30' ..: 

MongoHa. 8. 
,.: 

Poland. 200;.• :- ( 

PBC 160: 
.. .. : . ' 

·. .... 
Romani}t. '7$ 

' 
Yug$.1~\tia 1&.0' ... 
- ·. ~ ""'. .. . 

ld~. 'J'O~AU. ' - ,\, .. 

1 .. 

22 
: .. 

26 .~;.'\,' 

, :~: . 
6 .. 

5 . . . .. 

22 

248 

9 

.•. ·11~ 
-· 

, ' 

-·-'· ':.:~?35-
' 

< .. 31' 
• J ~ ,. • 

·.: .70· 

.. · .. ~ ,19.5: 
. . 

.. ,195 
. . 

~-.· :: . ._.~~ ........ •' .. - ..... ,~ .. 

*TW.S l.~ a generlc de~;igpatf,Q~ used by th~ FBI .fQt :Ptactlcal ·Qj;)~~Hort"' 
al conv~nience and shorild !)Qt. be ·confused with.diP.iqp:t~tic ~ef;ig)lll.doJiS~ 
T.he 'Qeflbitio~ re~e;rs t~ aJtt~:reign 'ltationals ~z;;t~~ to ~ount?{~·:~sta~ 
Ilshments m .the· Un~ted Sta~~:~, including e~basstes* consutat~$~; · · 
Unlted N~tlons ~,~s!9PS; .V~(t~d ~atlons $~cre~i~~plpyees:,. ~~~·., 
empto.yees Q:f ·atteW:ary· .or.g~~atiQDS; su¢1l :as· Amtorg, Intourt~ 
A~tWIP.t1 oom~fl:r~tal ,o~~6~s, a$1 press r:epr,ese~ta.tlves. · · ·: 

.. '·SECIUSrf 
NO FOREIGN DlSSEMiNA,:'~ON . 

. .. 

. . 
• • =.s;~ 

·· . 
~ ... ~ 

(' 

.. : ~ . 
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The White M~se 

I, Honorable Henry A. Kissinger t Secretary of State 

Depal'tnlent of d:ustlee 

The Attoniey General 

Departm~iit of State 

3 The Honorable1 The Secretary of state 

Depattm~t ~f Defe~e · 

tf Director, Detense Intelltrenee .Agener 

Department of the Army 
.1 

/; ~&-.t .::;\~ Assistant Chief of Staff for Intelllgenee ._ .. I I 

Department ot the ·A'ir :J'oree 
I 

'·~'"" Office of Special Investigation 

l)epa;rtment Of ~be Navy, 

r / Director, Naval Irlv~stlgatlve Servlc-e 

Department of the Tre~ey 

~~ The Honorable, The Secr~ary of the Treasury 

~~b~r l'lltell!f~e . .Age~J,e~es ~ Int~J:eJted Gover~ent !J'nci• 

9 Director, Central intelligence Agenny ... Atte~tlon:. Deputy :OlrecJ&~·rior OperattoJts 
10 Olreetor; l)lvUdon Of Safeguards and Security; Energy Researeh:.;Qd 

Development Administration . 
1 l Dlrector, N~ional Security .Agency . · 
1 :1 Cilatrman, Presldent•s Forelgit intelligence Advisory Board 
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TECHNIQUES AND OPERATIONS 



( s) 

. THE US$R IS hav~ng its· proble:ms;. according tq·;•, 
Soviet national, currently assigned·tn Canada; who offered~ $~~p;rls
ingly candid description. He sa~d that crime; espee·iaUy rape~. l~ ·On· 
the tnc.rease and that women cannot go out alone after d~rk in 
Leningrad. Large numbers of Soviets are cramped tQgetlier In: 
sever'ely inadequate housing, and transportation tB· crittca1ly sljgtt, 
Also, although education is excellent, one needs connections to· g~t 
his children Into the proper schools. WFO SPIA 6/13/75, p. 't 

~SECftE'f 
... 6 ... 
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STATUS OF OFFICIAL ESTABLISHMENTS 

.· A REQUE'ST ·HAS been ;p1ade by the Soviets for ~ntb.er 
26, 000 to 29, ooo $quare feet of floor -'&.pace on the· same floor a;S: ·~.bat 
·now occupied by fll~ Soviet Information Center, Butte 86123, NQ.~th 
Tower, World Trade Oenter, NYC. ·The SOviets are prepared· t~:·.elgn 
a lease as soon as th~s space. can be made available and will ptob~;Wly 
use the space for additional offices and a diSplay 1l:i'ef!. 

· NY SPIA 5/12;75, p. 28 . 

THE SOVIET' TRADE Office (~OVTRA) at 
2001 CQnnecticut Avenue, Northwest, · · :• . n , h: • · ... - .... 
rem-. .~.~ ... , .... .:~ and .... ;~.fn.,.. :. r 

· A RECEPTIQN WAS held rec.~ntly by the $ovt~t (JQ~qlate, . 
San Francisco, Callfornta; .hQnoring World. War ·u Victory in E\U•"QP~ 
Day, The affair was held at the Palace of the Legion ot Hono~·~qr 
was attended by several hundred business and civic leader~ a$;·w~U 
as individuals friendly to Soviet ConsUJ.WRW\1ft75, p. 3 · 

OOCUPANC'Y' OF l'HE Soviet Residential Compl.cm··;;l,t 
Rlverd~eJ New York. by Soviet nationals began recently. Tb~\_$.t{~Qm
pleX; located in Bronx; New York, about 15 roUes north of mlqfQ.w 
Manhattan, eventually wlll provide houstng for 236 Soviet nattottil:l 
and their famUies. ~ NY SPIA 6/11/75, p. 2'1> 

'"' S!:ef!El'l' .. a ... 
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Country 

USSR 

Albania 

B~garla 

Czechoslovakia 

E.ast Germany 

Hungary 

,Mongolia 
., .. ~ 

People•s Republic 
of China 

Poland 

Romania 

Yugoslavia 

TOTAL 

~SESRB'f 
Statlstlcs as of 7/1/75 

Officials* 

917 

6 

50 

85 

45 

66 

6 

162 

201 

76 

183 

1;797 

. · *This is a generic designation used for practical: 
oper~tJonar convenience and should not be confused with diplomattQ 
designations. These figu;res do not include working wives~. 

__._,...., -- ·~--. " ___ ...,. 
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OPTIONAl fORM i~O. 10 
MAY. 1962 EDITION 
GSA GEN. REG, NO. 27 

$010-106 

UNITED STATES GOVERNMENT 

n s«t Memorandum 
~t) 

To = w. R. Wannall 

FROM ' A. B. Fulton~ 
SUBJECT, ~I FOREIGN INTELLIGENCE 

AN · YSIS - UNITED TA 
--(FINAL} 

( s) 

1 - Mr. Wannall 
1 - Mr. Branigan 
1 - Mr. PUtman 

DATE: 5/20/75 

1 - Mr. Redfield 
1 - Mr. Fulton 
1 i I 

Assoc. Olr, _ 

Oop, AD Adm. -
Dep. AD lnv. _ 

Asst. Dlr.: 

Admln~-
Comp. Syst, _ 
Ext. Affairs _ 

Flies & Com._ 
Gon.lnv._ • 

ldent.~. 
lnspoctlo 

lntell. b6 
Laboratory _ 

Plan. & Eva I._ 
Spoc.lnv,_ 
Training_ 

Legal Coun. 
Telephone Rm. _ 
Director Soc'y _ 

The purpose of this issue, which is for internal use only 
to provide the field (only 13 offices include~dLL...llt J.J:O~tJ....m~.:aull.al::ll:..Jn_~ 
situations and events ·t 

( s) 

· ne o eep e m erested field offie.es; aware 
o reeen s1tuati<!ms in sections of the country other than their 0~ as there 
is ·currently no lateral disseminatien by the field offices prepar·~J,ilg. summaries 
involving Soviet Personnel Intelligence Activities (SPIA), SateiHte Personnel 
Intelligence Activities (SATPIA), People's Republic of China In.te~t'~gence 
Activities (PRCIA), and Yugoslav Personnel Intelligence Activitii:es (YUPIA). · 
The identities of sensitive sources are concealed and informati§)l). from them 
has been suitably paraphrased. 

AcTION: .::- ... -lo_~ REC-2Q "-::.-- 7Ylfo - \ t 
/~ If approved, this issue will be dated, printed, an.ctt 

()' disseminated only tfu~h~ Chicago, Cleveland,. Los Angeles, New Raven, 
\? ~ \.-1\9 Newark, New York, Pittsburgh, Portland, Sacramento, San Dieg_9; 

\ ~~ ~~\ San Francisco, ~e~ttle, and WaJ3::hf~~9.1} fi?J~, 9,~fic..ea..an.Q,..t& ~]>ri ..... a_te __ __, 
~\~\F- ead<iJ;~arters of~re.Ja}§hWd-enp~~~~ ... };} , 

9 . pw~ . ~J1.-1r~~: t6 MAY._28191,~ ·•·. 

:;_ci~:~~:fi 1,<1 ! ,. . I ,£11!!' ~~~ - =-rt-. ·. •· .. · 
{(7f:pl~d fA- t)~V" · .. ~ ))" 

~t 
~t~·''' 

3~3 y, ROOTl IH £NV£!0Pf 
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STATUS OF OFFICIAL ESTABLISHMENTS 

THE SOVIETS RECENTLY renewed their exten~lve. 
remOdelitpK of the Soviet Consulate San Frgnpipgo 0 o 11£· •. , Z'. 

2·.oo~.d~u~~~~~L--------------------------------~--~~-l .. . 

I ~--~ 

THE POL~Ii CONSULATE Q1 Chicago, UUnois• ~·§ IJOW 
completely switched its O~·riltions to its new space at 1530 NOttb,· Lake 
Shore Drive. The old building is being made -into apartments fp~ ~orne 
of the Consulate's personnel. CG SATPIA 4/4/75, p. 7 



. . / 'i~ l!l!:ef!E'f 

., 

. THE ROMANIAN CQMMERCIAL Office (ROOOMQ>, 
Chicago, nunols, which, 1t w~ .. 1eve4; was being closed beo~s~ of 
~no mania's unsuccessful attempt to Obtain Most -- ...... _ -• --
now tn in • · I 

( s) 
bl 

.. ~ .... ~ 
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~ SECI't!l'i' 
.. ~·· ... .• Stat-istics as of 5/1/75 

~ OHlclals * 
.-

USSR 899 

Albania 6 

BUlgaria 49 

czechoslovakia 89 

Ea~t Germany 41 

Hungary 61 

Mongolia 6 

Peol)le 's Republic 
of Obtna. 154 

POland 192 

Romania 76. 

Yugos·lavla 179 
~ 

1, 752 TOTAL 

* This is a generic designation used tor practlcat. 
operational conv.elJlenee and should not be confused with dtplott}.a;~t~ 
designations. The{';e figures do not Include working wtve·s. 
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NO FOREIGN DISSEMINATION 

( s) 

TARGETS 
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~EOitWr 
NO FOREIGN DlSSEMINATION 

FEATURES 

I 
RECENT. INFOitMATION SUGGESTS· .that· the :~p.eA~ of a 

Czechoslovak Consulate in OhicJqo, Illinois;· bas been ·P.Q~:tpone.d,~Jtp~efinltely. · 
WFO SATPIA 2/20/75; N• 19 .. 

THE HUNGARIAN GOVERNMENT is anxious to .. tart ., .... ' ' " ... $ '" .. 
building its new· chancery hi W~shtngton, D. O.; now~ver, ·so~f,t~pt;().blems 
are betng encountered betw~en the ~oiling office arid Hungarian 9ftl~iaJ.s. 
WFO SATPIA 2/26/75,, p. 3~6 

SEatE'f 
NO FOREIGN DlSSEMINATION 
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BE eRE'±' 
NO FOREIGN DISSEMINATION 

THE LINE UP- 3/1/75 

WORKING 
COUNT:JlY OF:FIQIALS* WlYES DEPENDENTS TOTAL 

USSR 898 i85'. 1032 2:115 

Alban~ 6 0 15 2.1 

BUlgar.ia 50 4 94 148 
'...!' "~r:t 

Czechoslovakia 86 9 125 2;20 

East Germany 35 6 33 74 

Hungary 60 0 101 161 

Mongolia 7 .· 1 '15 .23 

Poland,. 198 21 291 · sl;o 

PRO 168 25 6 '1§9· . ~ , .. , 

Romania 74 7 124 2(}5 

Yugos~avla 180 7 a49 ·~:~ .. 
~ ....... ' 

TOTAL 1762 265 2085 i::~;i,2 

*This i$ a generic designation used by the .FBI for practical op~r~t,fgilal 
convenience and should not be confused with diplomatic designatiol1$~ 
The definition refers to all foreign nationals assigned· to Country ·~~t;lblish
ments m the United states, including embassies;· consulates, Unlteg: Nations 
missions, United Nations Secretariat employee$, and e¢~.pioye·e·s~ :().f: 
ancillary organ~ation$, such as· Amtorg, Jntourist, A.eroflot, com:IAercial 
offices, and press representatives. · · 

S:Ee:R.:E'f 
NO FOREltlN DISSEMINATION 
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( s) 
It 1s intended solely for the tntemat \li. •Qt the 

...,.,.,l"''r---=~e:-:r.:r::~=er==e=-=sl""':on· operatiOnal and adtnifitstrati~e secur.ttJ· -d 
actmowledgtng the need-to•know prtnelple. intotmation t& noi:J.el 
forth In apeclftc. detailed, documented fo~ Where tnfor~Qb 
contained beretn is pertinent to the lntetests or responsibiUtiQi; of 
other United States intelligence agenclesf sepas:"ate, detatled 
dissemination has been made .... 

bl 



TARGETS 

( s) 

~ • "'n ') i' ... ~ .._\..__ ~ 
'r ~ '{' Lo " ~ w-\ \)..L. 'b ~ 

-&~~ \ \?) 

bl 

·. 
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~PSECRET 

•J .• 

MAXWEL~ SMART OF teleV.isiQn fame wouldnbllt:•~ 
trouble topping a recent performance b an indlvidu wh. . . . '• . '; 
the off~ces Of a lar e firm lil NYO 



( s) 

... 
TECHNIQUES AND' OPERATI~NS 

.. · 

A SOVIET STUDENT, whlle at the Unlversity..Qt 
Ml~htgan lJ1 l97a..,if:31 estaPlisfied a rapport with. an Ameri¢;Ql<'~ has 
been m corresponde~c~, w-ith ·him ever since. ln.itially, after,< ··.·return'. · ., 
to- ijle USsR, the SoYit~ .. ·l~tters concerned ·tnnocuou$, ;per•.ott.J m~tters. 

-5-



( s) .. · 

He then requested various books of tb.~ public s~ree. variety!!" ~ 
:Jrinally, after the Amer(can sugg~sted .delivering. the books to· a 
89viet establlshi:nent for forwardU!g in order to s~ve· on .pQ$ta\\ 
costs, the Soviet told hlm n'Ot to send any D).ore. ·bQoks but aq.,4e(t· 
that a "neighbor" was planning waveL~ tlle US soon and woui~: 
l.P<>k him up upon his arrival. SF SPIA 11; 8; 74., 4 -.s 

~ ~(;!RI!l'f 
. -15- . 

• .. . I 

bl 
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TRENDS 

' 

. ( s) 
i :;:,t'l- • 
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;•.~.:,::·, ,. -' 

~SBEiRB'f' 

WmLE COMMERCE AND trade remain as higl).o 
priority items of the Romantan Government, efior.ts in these>a:t~as 
have diminished with Rom~ia' s u:nsucc~ssful ~tt~D).pt to .attAUt~, 
sta~s vis-a-vis .the US' GOvernment. tto~ian co~merelat.~ft:1¢e'~; 
m Chicago and ~an Franc1$.co ar~ being, close.Q ~d· decision~; ;~ve 

... been made to reduce the sWf of ~he ~<l~er<.}ial office in ~Qi~ ·. 
~. ( '• ' 'II • ~ ~ 

o I '• 

EFFORTS· ~E C()NTINUING t~t b\);ild rappor.t:>~tfh' . 
. Jl,q.merous emigre groups,: and lliterest is being df;r~cted towt$gt·. 
lncreas·~ .the exch~.~ of ~eleg~tions aiUJ: ac~emf~ians betw~~n the us and Romania. · · · · . 

. ... PIFQ SATPIA ll/15/74, 4~· 

' ~SEeRE'f 
-12-
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( s) 
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,i .. 

STATUS OF OFFICIAL ESTABLISHMENTS . .,_ 

' " ~ ~· . . ~,' " 

. THE SOVIETS HAVE b~t}li negoti,atipg for, a 'Q~ij'~tpg. at 
s·os East 45th Street, NYC, m which to' relc:>~3t~ tne SMUN',. ·J:\o.~·lo¢ated 
at 136 East 67t~ .stre·et; NJ¢. i( these negotiaUo~ ~r~ suQ.Q,~$~ft,U., 
the present loeatlon ·might. ~-e used; by th~~C).f\t~J!MQ, Wi)¢, t&: :bQ\Jse 
the Soviet Consulate m NYC~ ·· · 

NY SPIA .l'E/13/743 ~4. 

, BULGARIAN OFPlCIALS· IN \VD0,·11ave decid~; tQ' ·. 
approacb US ·Department of. State. regarding the qp·~~fug of a ·cotnmercial 
office ln Chicago and, possibly, one in San F~ancisco~ ·J 

".'f, ' I<•• • 

THE 'GERMAN DEMOCRATIC Republic (GDR}.· .bi,', 
leased the top floo:r of a building ~t 17-17 Mass~chu$etb~· Aveg.y~y, N. w., 
WDC, for use as· a chancery. 

WFO SATPIA 11/15/74.)· ;jJ. 

... 
'' 



I '> 

, THE NCNA, NYC, reportedly is negotiating witb,: 
Radlo Corporation of America fo:r: a leased communieations-~b4Jmei · 
from NYC to Lima, Peru.' This form of communlcatlons 1~ 
suggests a large volume of traffic. betweea::la.'1"f8MriiAB£1 as · 
customarny ... used systems such as Telex would be less: eeo®m,l:Qal. 

-.. .. - ·---..:.. · NY PROIA 11/11/74; 1:·~?· 

I• 

: . / 
~:: ' .. 
·""""'-. 



~SiieRET 
- . ~ 

Statistics Q Of 1/1/75 

Coun~ry Officials* 

USSR 907 

Albania 10 

BUlgaria 52 

Czechoslovakia 86 

w.!:lst Germany 54 
( s) 

Hungary 71 

Mongolia· 15 

People•s Republic of 
·Ohina 184 

Poland 201 

Romania 86 

Yugoslavia 182 

TOTAL 1,848 

* Thi~ is a generic designation used for practlc~ 
operational convenience and shoqld l).Ot be COnf~S(dQ Witb dip{Q~_at'lC. 
designations. These flgu·res do not include 'WQtktng w-ives. · 

"'tf. 8EeftE'J 
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Attached is a copy of Volume II, number 2, ·.·of l.:iN11L. 
The purpose of FINAL,is to offer to the United. States intellige:fl¢~' . 
commun.ity a broad perS:£iYective of foreign intelligence operati~P.:$.1 ?lfl A J 
and. again.st the United States which are within the purview of tlt$' ¥BI. W 

Attached also is a dissemination sheet for out~:i~~'.:·~encies. d 
Copies designated to these agencies will be numbered and rec~!tq(~;d,: for , . 
strict accountability. 

ACTION: ~···: 
. If approved, this issue will be dated, printed, {J}f~ . . 

disseminated to agencies on dissemmation sheet as well as al:i:·w~§l!;d. 
offices and to appropriate Head.quarters official~ and supervls~\r?.§~ 
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S:SOBE'i 
NO FOREJGN D~SEMINATION 
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SECRET 
NO FOREIGN DISSEMINATION 

FEATURES 

REPRESENTATIVES OF THE German Democrat.lc 
Republic were recently in the US for negotiations regatding th~ .. · 
establishment of an embassy and possibly a chancery in the Wa$h.Ulgton, 
D. C., area. (NY SATPIA 8/7/74 p. 3) 

EARLIER THIS YEAR Amtorg Trading Corporat~()p; 
New York City, celebrated its 50th anniversary as an America.P: 
corporation with a reception at the Biltmore Hotel in New Yor~~ 
Attendance at the reception was by invitation only, and severali :wa: 
businessmen have since indicated that it was a disappointiilg, ttl4p}anned, 
and poorly-hosted affair. {NYSSPIA 7/10/74 p. 29) 

NO FOREi0:~fb}$$.EMINATION 
'. 
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(S) 

, ~- NO FOREIGN DISSEMINATION 

THE LINE UP • 11/1/74 

wonmra; 
C.OUNTaY OFFICIAUS* :·WiVES; DEPENDENTS· 'TQTA,L -
USSR 982 .174 975 

Albania 10 0 10 

Bulgaria 52 4 82 

Czechoslovaki~ 102 8 114 

Hungary 67 ·o 92 

Mongolia 15 1 15 

Poland 207 20 29:1 

. Romania 89 7 128 

East Germa~y. 36 4 17 

Peoples Republic 
of Chi~ 185 22 6 

TOT~L 1745 240 1730 
,., .... 

*This is a gene1ic designation used· by the FBI' for practical operational convenience- and ·should not be 
confused with diplomatic designations. The definition refers to all·foreign nationals assigned to Country 
establishments; in. the United States,. iricluding embassies, consulates~ United Nations missions~ United 
Nations Secretariat employees, and eznployees of ancillary organizations, such as Amtorg, Intourist, 
Aerof19t, commercial offices, and ·press representatives. 
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Attached is a copy of Volume II, number I, of FINAL. The purp0se 
, of FINAL is to offer to the United States intelligence community a broad 

perspective of foreign intelligence operations in and against the '[!Jn:.tted 
States which are within the purview of the FBL ,. 

Attached also is a dissemination sheet for outside agencies~ 
Copies designated to these agencies will be numbered and tecor<iff~·rit for 
strict accountability. 

ACTION: 

' . . 

1 













NO FOREIG~ DISSEMINA~ION 

FEATURES 

THE US-USS·R JOINT Trade Council, Ineorparate~l'l 
280 Park Avenue, New tork (its counterpart is being s~~upJ 
in Moscow) has the f-ollowing listed goals: (NY SPIA 4/10/1.~4·, p. 24) . 

1 .. 

5. 

To create a business and governmental 
environment in b6th oountries conducive te 
$xpanded oomme~oial relations between thea~ 
countries. 
To faoilit·a:te the explorat.ion of opport:un·;iit~es 
for e~pand~d uxade. 
To conduct research on major issues relat~4 to 
trade between the US and the USSR. 
To provide assistance to members in both. OQUntries 
in the exeeu.tion of oonuneroial ag:reemenil$'lt 
To collaborate and. provide liaison be-twe~p: ))()th 
qover.nments on e:Kpanding trade rela.t:ion$:.-

The Soviet tlt'ade organization Eru:):J1goroa~h.~t.X;$:r:~ 
.apparently plans to O'pen a -company .in N'ew ~oltk. ¢$ty ~(fl, " 
market soviet-produced hydroeleotr.ic. t'iitl::d.n~s in tht:i tJS.i!': 
This eompany would most likely- be oonnec:H:ed with Amt6~. 
Trading Corporation. (NY SPIA 4/10/74, p. 25) · 

Reprasen·tatives of Amtorg Trading corporatio~ .. ~d. the 
world Trade center, New York city, signed a three-yea;;· 1it~se to 
become effective J'une 1;. l~t74; folt 3052 square feet o~· :t~p~:ae an· 
the 86th floor of the norlh tower of the worid Trade o~n:~r. 
This will house a Soviet information center whose pur~ae is t0 
pr~mote and develop the import and export of products o~ ~~ 
tiSSR in world ·trad.~ and aomme:r:ce. six or seven soviet. tt~t~t;>nals 
will staff the dE!nter at first., and the number n¢:8\t ye~"i' ;!Will 
probably inarease to ten or.t twelve. (NY S:E?IA 3/6/7 4, w·. ·2-a.) 

- 7 -



( s) 

NO FOREIGN DISSEMINATION 

. TH~S OBV~OUS EFFORT might have gone Uhd~teq~~~ 
exoept that the in!iivid>qal he· aP,pt-oaohed wa:s ~ Special. Agent 
of the Feder.al BU~eau of Investigation from another l¢e~le 
who was in the ar~a to att:end a speo±al sohool. 

SEcRE~ 
NO FOREI.GN DISSEMINATION 

- a ... 

•, 







FROM 

1 OPTIOHA~·~.PRM NO: 10 
MAY I ~62 EDITION 
GSA GEN. REG. NO, 27 

5010-106 

UNITED STATES GG, .~RNMENT 

Memorandum 

.. ~ / gt;-r 
: T. J. Smith -{J/ f JN , 

DATE: 4V~21.t/73 

Mr. Callahan 
Mr. Cleveland_ 
Mr. Conrad-
Mr. Gebhardt-

· Mr. Jenkins -- . ..-AI Mr. Marshall = / /!!?I" I ~ller, E.S.l.Z' 
W,&Jyars 
Mr. Thompson 
Mr. Walters __ 

0 . 
SUBJECT:. FBI FOREIGN INTELLIGENCE 

ANALYSIS- UNITED STATEs--·"' 

Tele. Room-
Mr. Kinley-
Mr. Armstrong_ 
Mr. Bowers-
Mr. Herington 

"~~.:IA'L.'"'*" .. ~~~~~ .. <~~:.• Ms. Hetwig -
Mr.Mintz __ 
Mrs. Neenan.-

Recommends approval of fifth issue of FINAL publication for 
dissemination to The White House, members of United States Intelligence I! 
Board and all field offices. / 

. '\ 
Attached is copy of .Volume I, number 5 of FINAL. The· -war}l>ose ~. "· / ~ 

of FINAL is to offer to the United States intelligence community~ l:!>.road ' 1 
perspective of fereign intelligence operations in and against the Nmted sztat s I 
which are within the purview of the FBI. , 

Attached also is a dissemination sheet for outsicle agencies. ~opies 
designated to th~se agencies will be numbered and recorded for Striet 
aeco"llntability. 

\IOf.C-obr . 1 /'"\ 
ACT)ON: ~; ~s--:. '7'-it/?~{?u 

If approved, this issue will be \printedJand disseminate~~.~ ~~ncies 
on dissemination sheet as well as all field offices and to appro}l>F·~'fre ·'--

·~· ....... 
He~?quarters officials and supervisors. . . 't~ ......t. : 
~ . ~., ... , a ~>.·-- """""' . 
u- /) -~~,l~~~t \!: ·;i"~\'~~,~: '"llf- ,, 

Enclglsures lli1 . A~R (i9g
73 

::: :: 

.. t "'l 

.. 
~ '~ .. 

b6 



r.Felt __ 
r.Baker_ 
r. Callahan _ 
~· Cleveland _ 
r.Conrad_ 
k Gebhardt_ 
r.Jenkins_ 
r. Marshall_ 
r. Miller, E.S. _ 
r,Soyars_-_ 
r, Thompson _ 
r. WalterS~ 
ele.Room_ 
r.Kiriley_ 
r. ArnJsiroqg ..,...,.. 
r. B0wers __ __ 
r.Herin!rton
s. Hezy,ig_ 
r. Mintz 

AUTHORITY DERIVED FROM: 

S:SCRE'f 
NO FOREIGN DISSE¥INA TIC:-~ 

WARNING NOTtcm ~ SBNBITIVE' SOmtci~s A~ MBTBODS L.'WQ~VED 

BACKGROUND USE ONLY 

FEDERAL BUREAU OF INVESTIGATION 

FlU 
FOREIGN INTELLIGENCE 

Al'{ALYSIS I 

UNITED STATES. 

/ 

rs. Neenen MAIL ROOM 



( s) 

The purpose of this publication is to offer to the Up.i,teq ~t$~es 
intelligence cominumty ~ broad perspective of foreign. inteUjg-~P-,ge:q "~~r~tions 
~ altd agilinStthe Ui!ite!l States which are Wit: tj J;>Ui'V'j,61'1 p(!h~ J 
Empba.sis is placed o . - In 'the i,n~et'g~t~ _ . .t>er-
atfunal an!l administr1uv e securx:; lil1d ackilo?; edgmg the nee<l•to~" · 
principle , il1formatiop is qot s~t .~Qrth in specific, d-etail~<H::d9.cunfe~~d; form . 
Where Worm.at(on contain~d h~rein is pertinent to the inte\\~~s QJ:· ~e,~onsl
billties of ot;h~r Ul4lted'. 's·tates bit~lligen.ce agencies, sep~raf:e.; f.l~t~Ut:L4{ . 
di~seminati:on is made • · ~ ·· · ' 

., 
• '\"' • \ :• '•I ' 

l 

.. 
~ 



l 
; 

"l, 

TRENDS 
' ' 

ALEXSEI Ko·S~ti.Alm..I£onid..Ell!e.z.Jimelil:...2r.ieuu::!..l'.l.la.d.ll.1l.Q:j:l~ilil.JiW~ 
United States thiS S Pin • 

bl 

(C)I L _______________ ____. 

I 
( s) . 



SEC~ET 

(c) ·········I·· 

(c) ·· .... I 

(c) 

; bl 

TARGETS 

( s) 

-4- SEC.ffET 

• ~ • • .... : • ... f .. • .. .::. I' 



SECRET 

( s) . ·················· ..... . 

(c) ! 

FEATURES 
bl 
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\i:!l 

( s) 

( s) 



( s) 

( s) ·· ... 

New S~viet Purchasing Commissio! 

THE UNITED STATES Government has authorized the esta1)11~$Qment 
of a temporary Soviet purchasing cominla,sion.4n New Yprk City to· se,mg~ the 
Kama River Truck Comp~ex (a mas~ive ~r'"9i?prog:uping prp;fect b.ein~·i~~Ut 

.~ 

w;~h e,xtensive Unitec;l Sfates in4~stty participaUon)'~ ·T~~t{ltiv~ E!l'~@~@ntents 
provide that the commi~);i}on will.•I:>e. set up for qne~wear., btit will be ~~(}~d 
in one-year segments, if neces$ary, f()r a· maximum 'pe~idd: of three ·mot~' :Year~. 
The commission will consist of a· chaj.rm~ artd a max:Qiium. ofl5 teelin!Q_~ f~S~istafits 

bl 

1·-



(U) 

( s) 

SEe~fET 

and staff. It wm ·b~ responsibl~ to the Soviet MinistrY of'Foreign Tl!f!<{~'-tmd the 
Soviet trade r~ppe·sentative in the United: states·. The· commission ·h~~<~llPled a 
three-y:ear lease for space -on the sixth floor of .the General Molars -Bu·Ji.ctjhg, 
767 Fifth Avenl,Je, ~ew: ::Ybr.k City • .It will take up oocup·ancy fu. thi:s ;sp·®e about 
Aprlll, 1973. Since its al'Tival in mid-January,it has occupied tempo~~ space 
on the folll'ijl flooJ! of the General Motors Buildin~. · ~~.,;~., .. ,,._;, ~~, · ..._') 

rJm:ttc.~h;S.-&.ll?I~~'· ~-~ 
+'".; 

OMNIBUS NOTES 

SOVIET DIPLOMATS ARE sig:trl.ficantly expanding publiQ· j¥,ppe~ance~ 
in an appatent attempt to imprdve public re~ations. Most of~ the ~pe~qJi~~~contf,dtt 
littl~ .that is new' or -evetrinteresting t but the mer~ increa~~- ~- app.~~~ces is 
n~'W'O~thy. (CO~IAL) . . . :_ . 

' . 
.. AEROFLOT HAS MOVED from fh$.' '$p.aae it shared wl'tpt~m9t.trJst ~t 

45 Ea·st 49th Str'e~t. New Yo~k City, and: is now IQC~teg at -~45'· ·Ffi'tii A;~~iit!~·; 
New York City. (UNCLA:SSlFIED) . 

. . 
THE l\:1ARINE DIVISION <;>f the ATC is movi~g f;i'om ~.h~ A;',f.'¢!:~J;la,~·e on 

the 19th. and 20th floors of 3~5 ·Lexington Avenq~, New Yqrk Gity ~· ail'd! -~¢.~tdrin_g 
separate- space on the loth floor of the same bqlldi,ng. It wiU ~so ·hav~)"~~.P~ate 
telephone service. (UNCLAS.SIFIEB~ · 

-11-



THE LINE-UP ~· 

3/1/73 

' ' ~ 
WORKING~~. 

OUN~RY OFFJCIAL.S. * WIVES f DEPENDENtS TOT~E} • ~ ,u •. 

~ ~ . 

} 

SS'R 691 144 i 
802 1~81 

' 

c 

u 
J 
! 

\ ·bania 7 0 l 11 2,0 
A1 

ul~~ria .. 38 3 64 .114· 
"""'·······----.............. ........... 79: 

e:ra 
: zechoslovakia 

11 91 I'' ~ • 

l ~ -· ,, " 

\r: h • ,., .. i ~ngarw 59 3 98 ~82 

B 

(S) r 
Jo.o4 

~ 
I 

H 

I 

ongolia 5 0 11 ., 1~· 
M 

I 

·PQland 147 26 2'3:8~. I 452 
, 

Rom~ma 76. 2 122·. 222 . . ~ ~' 

TOTAL 1.~02~ .... 189 . 1443 3100 . "• ..... . ,, . ~ 
~ . '"' ' .. 

"' 



• t .... t 

The White House · 

Honorable 

f 

Department of Justice. 

The Attorney General 

Department of State 

DISSEMINATION LIST 

The Honorable, The Secretary of State 

Department of Defense· 

Director, Defense Intelligence Agency 

Department of the Army 

Assistant thief of Staff for Intelligence 

Department of the Air Force 

Office of Special Inv·estigation 

Dep4rtment of the Navy 

Director, Naval Investi~ative Service 
. ' .:::_ 

Department of the Treas~ry 

The Honorable, The Secretary of ·the. Treasury 
',r-· 

.. '.· 

.. '.-, 

Other ·Intelligence Agencies and Interested Gov_ernment Age.nc .. le:s 

Director, .Central Intell;i:gence Agency - Att: Deputy D:i..rect<;>·~:·of Plans 
····Director, Division of-Security, Atomic Energy ·Comm.;issiofl · 
~Direc~or, Natio~al_Jie~-~g~ncy -"--· __ · ___ · ·:_:_;~··:· -. - · ~-~ ... 

l 

.. 
I 
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UNITED STATES GOVERNMENT Felt __ 
Baker __ 

Memorandum Callahan_ · ; 
Cleveland 1 
Conrad · 

g=~~~~-t-I 
Jenkin · 
Marsh I 1 

Miller,· S. _ 
Purvis 

TO Mr. E. S. Miller t(\ \,):'l/ 

FROM T. J. Smith -r ..IS' IF t...t~ 

DATE: ~/6/7 2 

' b 
SUBJ~c;: ._Eflt._&'QREIGN INX..ELLIGENCE 

:a. . __ ANA r .ygJS ........... u. s. 
e.~· ) (FINAL) 

Captioned publication provides an overview of the 
activitiesHo~ land contains 
items taken from the full spectrum of our counterintelligence 
operations. 

It is classified '~" "Background Use Only" and 
"Warning Notice -Sensitive Sources and Methods Involved." 

RECOMMENDATION: 

Soyars 
Walters __ 
Tele. Room_ 
Mr. Kinley_ 
Mr. Armstrong_ 
Ms. Herwig_ 
Mrs. Neenan 

Because of highly sensitive inforn;1ation contained in '\.P 
this file it should be maintained in the Special File Room. ~· 

1 -Mr. J. w~ Marshall (Attn: I I Room 1116 IB) .... 

I 
~-

1 -Mr. E. S. Miller '-J) 

1 -Mr. T. J. Smith 0 

1 -Mr. E llll: I.a:~:s: :.~· 
1 - Mr o'--1 ___ ___.j ~ 
65 -7 4480 \) \sz_ o..D-1Z- ~\C-OL \ c. C. 

-~ l-....o \:.? - \ ' 4. () '-' • Bk: 

JF~~~ I ~.,J "'~ ~ .~liP 
ft~Y) J _~.::- IJ. "i { 0 ·-Q 1 2. !..:fitltb, .u I ~ 

F
utf_;i. 

\ a DEer ·8 :~19.*.fg w 
\~ 0..-\\ O~',Jl, d-... ~~ ... ~ . . ,. r , E!! 

.:0~"'-C:..\~ ~\\.Q._ 1(....;:)'6\"'f\ --- "~#1;1 
o\\_ \d.~\1.--'l'l~ $.: C!.'('JV 

\\o-~. ~~ . !/ i/t! 
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TO 

FROM 

OP!IONA~ fORM NO, 10 
MAY 1962 EDI!ION 
GSA GEN. REG, NO, 27 

5010-106 

UNITED STATES; )VERNMENT 

Memorandum 
'Mr. E. S. Mill~ 
: T. J. Smith -;-::JSje~,1,. 
(/; 

HERE HJ IS U1ifCLAS S I FIED 
DATE 03-10-2011 BY 

DATE: 12/1/72 

·1 I I 

L-----;::lllr:-:l&il"""er ::_::_::_::___. 1 

Bi~hop__ I 
Callahan_ 
Cleveland 
Conrad __ 
Dalbey __ 
Gebhardt_ 

~:~~~~ 
Miller, E.S. • · . 
Purvis : 
Soyars __ 

SUBJECT: FBI. FOREIGN INTELLIGENCE 
ANALYSIS- UNITED STATES 

(FINAL) 

Walters • 
Tele. Room · 
Mr. Kinley-~ 
Mr. Armstrong'-
Ms. Herwig _ 1 
Mrs. Neenan.~ L 

Recommends approval of fourth issue of FINAL publicaticm for 
dissemination to The White House, members of United States I11telligence 
Board and all field offices. 

. · Attaehed is cepy of V elume I, number 4 of FINAL. The p>U'pese \ 
of FINAL is to off~r to t:he lJnited States intelligence community a broad ,. 
perspective of fore.ign in.telligertce operations in a:nd against the lJtlited St · 
which are within the purview of the FBI. I) 

Attached also is a dissemination sheet for outside ageReies. Copies 
designated to these agencies will be numbered and recorded for strict 
accountability. · · 

ACTION: 

If approved, this issue will be printed and disseminatecl to agencies 
on dissemination sheet as well as all fielcl offices and to appropr·iate ' 
Headquarters officials and supervisors. 

Enclosures 

65-74480 

JFM:glwp!j 
(7) .'.' &1(- . 

~~~~s,S1C-113 
tu0t: REC.. 7..0 
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( s) 

_ The purpose of this publication is to offer t:,o the 
United States intelligence community a broad perspecti,v~· of 
foreign intelligence opeir."ations in and against the Unit~:cil', States 
which are within t:e ;ryi ew of ,e FBI. Elllphasis is p~eyced 
onj_ _ In the interest of .eP..~·ra,
tional and adm1n1s:ra 1ve securi t:y and acknowle~ging ~~' !P,eed""" 
to-know principle, informatien is not set forth in sp~:p:i,\;!iic, 
detailed, documented form. Where information con tail!),·~·~ ~~rein 
is pertinent to the interests or responsibilities of o·~h.~llg: 
United States intelligence agencies, separate, detaileQ! ·~is
semination is made. 
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or~lNIBUS NOTES 

(c) ··············· 

(c) ···· ........... . 
r 

ALL CZECHS TRAVEL:XNG to ~le United States as part 
of the East-West Exchange Program ar~ required to rep6tt to 
the czech Embassy upon arrival.. This informs the Emb.a!3·S¥ of 

(S) rb.,h: ,.,.s..,. .... ;., ..:;" .,a~" Qh•o·~ .aal 1 

- 10 -



11/l/72 

WORKING COUNTRY OFFICIALS* WIVES DEPENDENTS TOTAL ---- --·~~ 
~---, .. ---USSR 787 143. 759 1639 

Albcmia 11 Q. 11 22 . 
· Bulgaria 43 3 69 115 

1~1 .... c~~9h9$le>v~~~ · ~. 96 
11 99 206 

I II 
II. I 

Mo~golia 1~ 1 11 2·6 
~·~ Hungary 68 3 96 l67 

Poland 173 27 232 432 
l{omania 82 2 109 193' 
....._... 

~ ....................................... ~~~ ...... , 

TOTAL 1274 190 1386 2850 ... ___ 
.. ~~. is a qene+$c 4~dgn~~iqn 1!\!~~.by ·~.~ ill~H·.fo.ll PJ.:IiQ~~cal opefa~~Q\'!~~ cony~nien~~ 

· :~-;'~ -~~Y:M. Xi.~~~·~· W11m;~~~\ w~~ &~trl.b.lilii~¢: ~~S~@:a~~~~:. ,'The• ~~£±~:~~~ r~~~~~· ~o all 
:. ~;. ~ ~~~~ ~~J:i~~l,~. ·~~~~S!l~~ t~ ~"!:t~W ¢~~a9~~11\me.~J,t~. i~ .. ·~~· Utlit!!d states 1 ittCluOing. · 
I :ffi ~~~~~~.$'1 0'6~§u!aiieS, Ul'li.ted Rations ~~SiQ!!S,· .. United Nations Secretariat anQ 

-1 an¢i,ll~ org anizati:ons 1 such as. Amtorg, · Iutou:ris t, Aeroflot, COllllOOrcial offices , and · p~~~;s representative·a. ~ 

... 12 .. 
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I 
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TO· 

OPTIONAl fORM NO, 10 
MAY 1962 EDITION 
G$1. GEN, REG. NO, 27 

110-106 

UNITED STATES GOVERNMENT 

Memorandum 
Mr o E. S. Miller 

. ~/{C.... 
FROM .: To J. Smith l-'/ 

SUBJECT: (j{BI FOREIGN INTELLIGENCE 
ANALYSIS - UNITED STATES 

DATE: August 24, 1972 

1 -Mr. A. J. Decker 
1 -Mr. T. Jo Smith 
1 -Mr. E. W. Larson 

j . ._(F'INALJ -., 

~~-
Recommends approval of third issue of FINA: :lieation. ~- · i 

for dissemination to The White House, members of United States i 
Intelligence B0ard and all field offices. 

Attached is copy of Volume I, number 3 of FINAL. 
FINAL is a bi-monthly publication. The purpose of FINAL is te · 
offer to.· the United States intelligence community a. broad pe:rspecrttiv. 
of foreign intelligence operations in a.nd against the Urt'ited 'States. 
which are within the purview of the FBI. 

·y-
Attached also is a diss~atibn sheet for outs.icle 

agencies. Copies designated tod~encies will be number:~:· 
and recorded for stri~t accountability o · / t::""' 

1 
· · · .. ::'(·" · ._... 

u:;_;.. ~ 7 ¢- 41-1?' 0 - . 
ACTION: :REC-53 • :14 A .G 31 1972 

If approved, this issue will be printed and disselii"iliated ~ 
to agencies on dissemination sheet as well as all field offices and 
to appropriate Headquarters officials and supervisors. 

Enclosures 

~7SEP5 
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. FI!'{.AL 

The purpose of this publication is to offer to the 
United States intelligence community a broad perspecti~~ of 

;~t::g~:n!:::::·::: :::~f:;o~: :r· ·~:r ~g·i~;~.~~: ~~i;i!c;~ates 
~~ Idi a eecu lY ~~d t~~k~~.~~~~:~n; f t~~:e~:~d-
to-know principle, information is not set forth in specific, 
detailed, documented form. Where information contained herein 
is pertinent to the interests or responsibilities pf o·~:h.er 
United States intelligence agencies, separate, detail~d dis
semination is made. 
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l ~ . • ' 

.. ·- . ' FEATURES 
' ( 

'... ' • • • '· 7 • ? 

SOVIET STVDE~TS, IN THE UNITED STATES 
.. --~ ' ' .· .. ' 

• ~ ' • • • • ¥ • • , • ~ ~ J ~ 

Ea:ch ac·':td•em:L'c ·y~ea:r ·sf'll'c'e" 1'9'5'8, the' Un"i te"d Sta\~·e:~ 
and the Soviet Upion have maintained agreements whe~eby 
Sovie.t st.udents h·ave ·studied:' ·a't. :coll:eg'es ahd' un"iveirsi~'i:l·.~:§; 
in the United States while their American counterparts; lt~\V.e 
studied in Russia. Ero~ the vantage point~£ 15 years! 
experience~ there•'are .. s·ev'era:r ihteresting observation& 
\V'hi ch can be mad.e. (UNCLASS.I FI.E D) 

' . 

... 5 '.:;, • 



(U) 

( s) ·· ... 

SECRET 

FOT the upcoming academic year 40 Soviet students 
have been pro.pos·e.d fd.r- st].ldy 'in$ the 'Unlted States at ~ggpt 
20 universit!~§!f· and 35 of these have already entered fh:e 
country •. Frcd!f>tt~s·t .experi:ens::.e· ft. was .• notl um.isu.al to rl:.pt{e,' 
that only 6rt~ of tbe~e students was pursuing stridy in the 
field of hist9.r-y, a:R.dc:t.}l•e,:o:~.li~r/3;g:wer.e ae:Signated for .. 
scientific curric'!lia. This appar.en.t o.v.e.rsjgh.t was re.c~n·tly 
cor;rected l•rhefl. .t11:ft, i:~ones hi.st'oJ,"y ·st1£a~nt was removed f;r.om 
the list o:f ~a:rt.~i:·~at~.s .by: ~he oiri e,:ts .a d in his · pl a·ce w·as 
sub:ti·tuted a hi.<?r-~he-mist. (CON IAL) (WFO airte*,. 8/14/72, 
BUfJ.1e: 105-:J-1:6937) . . 

. . . ' . : .. . ' 

POLISH ·INTELLIGEN€E ACTIVIT!ES 

. ·' 
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I rae.trN£~JJP · I \ 

' . ' ..... ' 

8/1/72 
. j 

I 

COUNTRY 'O'FfiCtALS* . 
WO~·~ING 

WIVE:S DEP·EN.DENTS TOTAL 
- ... 

"" USSR .. 6 ~9 1'35· ., ' 7'10 i464 

Alb ani@ 7 ~ 0. 1$ : 20 
II j . ' 

·Bulgaria .. 
' 3:8 3 60 1 

I 101 
' l 

bl 
Czechoslovakia 

(S) 
1a 96 183 

I . 
Hungary ~ l1 '· 

.. 60 . "'"• 3' 90 1.5 3 I i 
\,. J 

Mongolia: ' 6 1 10 ·17 . 

Pola.nd 1~4 27 209 370 

Ro.m:ani a 69 2 107 175 
... ,, 

TOTA~ . . ~007 . 181 12~5 . ' 2483 
' 

*Thi·s i.s a gen~~ic .qesig;n,ation tJ$ed by th,e F'Bl f.o·:r pra~ti.cal ,pp.erational c:onv~ni~·nce 
', MHl $ .. hou1 d tl:0·t.)b~ I ¢O·~·fU$ e.d with diplCY~an~c &e.s )in:a:tfp\~:$,;~ ·!n+c' ·aeJi.JJ:i ~.i ~~n· ~i~:f~·rs' to :.al"l ' 

t :· ' £0.:ili'·,et.gtl n·a,t ~ o,n·,al, s :~·s $:·'i g,~:e.d· 't.Q': .Co·u~t ry: ~~:S;t~~~t;$r~~j~~~~;~:~~. tn .th:e Vnit e.4' s·.t a t·ers·:~~· ~~n·c ludi m;,·g, . 

~.. ·enrbas.s i es, cons.uiat e.s ., .U:ni ted N ati ens· mi s·s t·on·s, United Nations Se cte~t ar~ at., employees , 
~ . and employ·ee·s of anc·illary organi~a~ion~, such as An1t9rg, Intom:~.~1t~Je.~:.9ttl.o.tt ... to ... m~er.: .. 

. . c~al offices,. an.d p·:r,ess r·epres~nta~ives ~ . . , . . , 
i> ; I 

' ' fl ., v 

,' ' 
.~ ~ I 

'. 
'~<,• i 

I • 

·VI .. 
.. ,, 

i I' ~"'JII''"'""""''(" ... ~ ,_ - ..... I 
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· F!HAL 
( ' 1 

e,Pl Noo . . 

._Th...,._e __ w.q_i_t_e· _H_ ..... ou_,1JI._._.a ' . • · ENVELO P3 
l. Honorable Henry A. ~s~:l:ng~~,OOIJ~· tPie ;reside~~. . 

for National Security Affairs 

Department _.o:f Justice 

.2. The Attorney General, 

Department of State -=---------· ' 
3. T~e Honora~le, The Se9retary of State 

:• 

Depart_ment .o~ De~ en~, · ·· 
. . . ~ . . 

4. Director, ~ef~nse Intelligence Agency 

.., •I' .. Depart~ent of t~~ Army . · .. 
ij. Assi~t~nt Ch~e;f: of. Sta.;f:t: for Intelligence 

Department ot tpe Air·For~ . 
6 •. Office o:f Sp~c;~I Iu.vest.igat.ion 

Department of .the N~vy 
: . 

. 7. Di._rector, Naval In-vestigative _Service· 

D~partmen·t of the Treasury 

.· 
• ' .:t ~: 

... "".'· 

. . ·~ 

=.::, ~ .,~ s • 

-, ',.~: . " 
< ·.;. ~: 

•,'• , .-~:~ :·:r 

,. 

~ . ' . .. '•' 

9. 
10. 
ll. 

Director, Central Inteliigence Agency - Att: Deputy Di;r~'~tti:Q·r of Pla,.ns 
Director, Division of Security, Atomic EQ.ergy Commiss.:.i.on: 
Director, National Seeurit: ~e:: -firo:etor o1t Seeur~itlf(. 

12. · · Att :l _ _ ___ _,M-55 , 
President 'a· Fo =s- zaoe:a::a: e;::c c \!lV::.t; ory Board .... 

. , 
. '~. ~ '. ,~ .. · 

I • • • •• ···-. ••••. p: .<q 
i.!f~t'ti''LO .. H: : ~~UTE 11~ · El''~·Y-? · ·· . -. :~ 

-~~ ·. 

; I, o' 
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\, 

NAVAL INVESTIGATIVE SERVI( \ 
HOFFMAN BUILDING 

2461 EISENHOWER AVENUE 

ALEXANDRIA, VIRGINIA 22314 
IN REPL.Y REFER TO 

NISi-41B/jb 
3850 
s·er u 3967 
21 JI:J.L 1972 .. ·.~ 

From: Direct·or, N.aval Investigative S~rvice 
To: Director, Federal Bureau of Investigation c:::;::; . 
Subj: F~I Foreign ~J:ILteJ.J.,;i._g..e_n,q§:L._11n_§).y~is .. (United States) , 

16 June 1972· 

. 1. Subject document was reviewed with great interest at this 
s·ervice. The information contained therein is considered 
valuable to sta·ff memb'ers and to field units .• 

2. It is requested that twenty-five ( 2.5) additional copies 
be· furnished this Service for dis·tribution to Naval Investigative s·ervice Office~. 

.J(\ ,.+I 
}"·\! r ,.,<· v 

f.J3} 
'10 AUG 161972 

£X· I 14 

Rm.\t 



TO 

FROM 

OPTIONAl fORM NO, 10 
MAY 1 P62 EDlllON 
GSA GfiN, aeo. No- 21 

501D-106 

. UNITED STATE( iOVERNMENT 

Memorandum 
=Hr. E. s. Hill~ 

: T. j. Smith -JJ5 

•, ·. 1 - Mro A. Rosen 
·1 - Kr. E. s. Miller 
1 - Mr. W. A. Branigan· 

DATE: 6/7/72 
1 - Mr. A. J. Decke.r 
1 - ¥r. T. J. Smith 
1 - Mr • E • W. Larson 

l 
Felt __ _ 
Mohr __ _ 

Rosen -_,...--
Bates __ _ 

Bishop i 
Callahan , 
Campbell 1 
Casper , 
Cleveland 

1
· 

Conrad~ 
Dalbey i 
Miller, E. S •. 
Ponder __ _ 

SUBJECqBI :FOREIGN IHTELLIGE!ICE 
ANALYSIS.- UNITED STATES 
(FINAL) 

Soyars __ _ 
Waikart __ _ 
Walters __ _ 

· , Tele ~oom _ : 
Holmes __ _ 

• Gandy __ _ 

1,1' "'7 ~-.-1-hif'?() ~; ,f.;) 

Recommends approval of second issue of FI~A~·Pib~i
cation for dissemination to The White House, membe:r;ljll o~. (\j:i! 
United States Intelligence Board and all field o:ffices'.;:?: 

. . ' ~. ~~ 
~ttached is copy of Volume I, nllDlber 2 ~l'""'FlNiL: 

The purpose of FINAL is to offer to the· United St~.et\L. .I: 
Intellig~nce Community a broad perspective.of foreign 

which are within the· purview of the FBI. · · _;! . intelligence operations in and against the United Stat~-·- . ~-

Fjrat i~ue was da t~ .... ¥4/7 /72 ·and consider a~ t;/!J 
favorabl~....-respop.Se has ~!.~-en---received from outside ag~h'!:if3s~§ 
Althoug-n FINAL was in~-t'ially envisioned as a monthly :q r~,. · 
pub.~tciatio .. r).·-,·· it appears through experience that a btb:::tm~n!t.Ji:'lY.:~· 
period ~~11 assur~/a better quality document and ~~ure fli;? · 
issues v,:i.J.l be ~yed to thi.~ p~_r.iod. //./- -7_/'P;L p.y~ 

-:r:tllfJ"it. ~-u~ fll~<t.Mrrl~'il f'IJ$·./· ~R£G·6g.~{t:;>t,;;;1 - /7'"'7.(7 tJ;! """" 
,, ... "'. . . . . , . ""' "· (:i;- ?'r(IN· .. ~ , · -

Attaci:re-a also is a ·diss~mina-t·ion sheet for ~utside 
agencies. Copies designated to these agencies will be 
numbered and recorded for strict accountability. 

ACTION: Sleoll~ .__---
. f2 AUG 1 n 1972 

If approved, this issue will be printed and:'.·. ,. · I 
disseminated to agencies on dissemination sheet as ·w&ll. as~· 
alltield offices and to appropriate Seat of GoverDl)lei).,t 
officials and supervisors. 

Enclosures 



---------------, 
' .... 

( ; D.:rss~UINATION LIST ( . 
Copy No. 

, 'l'lie White House 

Honorable Henry. A. Kissinger, Assistant to the Preside~.t~ 
for National Security Affairs 

' . 
Department of Justice 

2. The Attorney·.Genera~ 

Department of State 

3. T~e Honora~le, The Secretary of State .. 
Department of Defense. 
--~------~~-------

4. D:t,rector, .Defense Intelligence Agency 

D~partment o:f the Army .. . .. 
5. Assistant Chief of Staff :for Intelligence 

:Q.~partmen t .of the Air Force 
.IT " , " • • 

a·. Offiee of Bpec'ial I~vestigation 

·Department of the Nav..t 

7. J:>t .. :t>ec te>r, l{a vaJ. .~n ves·tigat:ive Service 

De.p?,.rtment of the Trea~:ury 

:. 
~. ',. . " 

'~ .. ~ 

. ~ . · .. 

... 
. . . -· ...... :l". 

8. ~l ------=:::-::-:::-::----=--:--=---=---=---:--~=----==----:-:------JI Dir ec.Je~~:j · Off~ce of Administrative Security 

' 9 •. 
l(j. 
11. 

·12·. 

Director, Central Intellige~ce Agency - Att: Dep\lty DiJt.e~.:~·or 9:f Plan$.· 
Director, Division of Seour~ty, Atomic Energy Comndss;ton.;\; · 
Director, Nat1-nal Securit~~enc~- Director of Securllll;.!)',~· 

. Att :_ L ~\M-55 .. 
President 'a· Foreign lnte1I~e ce 4:lv:a:ebry Board · · · .. .' 

. . 

., I 

.· l .. 

.. 

·. :· 

·. 
_ ... ; 

~·. ~ .. ': 
•, '-
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( s) 

DJ.TE 03-17-2011 

·-----.... ---------------" -' "-' 

FINAL 

june 9, 1972 · 

The purpose of ~his publication is to offe~ t& the· 
United Stat~s inte1ligence community a broad perspecti~~ of 
foreign intelligence operations· i·n and against th·e Un~·:6~·d States 
which a:: w:· :bj p t:e :urvi ew of fhe FBI. Emphasis i$· p<i!aced 
o·nj _ In the: interest of O']?-e•ra-
ti iia!·am~n~s ra ~ve secur~ty and acknowledging th•$· ne~d
to-know principle, information is not set forth in sp,~.¢.:iific, 
detailed, document·ed form. Where information contain-_~·!dL :}:iere±n 
'is pertinent to the.interests or responsibilities of 0'1t;~!9r 
United States irttelligence agencies, separate, datail&~~is-

·semination is made . 

. EWL:d~n 

1Mr. Felt , 
Mr. Campbell __ 
Mr. Rosen __ _ 
.Mr. Mohr __ _ 
Mr. Bishop __ _ 
Mr. Miller, E.S. -, 
Mr. Callahan __ 
Mr. Casper __ 
Mr. Conrad __ 
Mr. Dalbey 
Mr. Cleveland-· 
Mr. Ponder __ . 
Mr. Bates __ _ 
Mr. Waikart __ 
Mr. Walters __ 
Mr. Soyars---. 
Tele. Room --, 

........ 
' ·~·; 

.. --.. 
. I 

. '., . 
··~ -
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(c) .... I 

FEAIURES 

PIONEER POINT SOVIET ESTATE 

. On 5/18/72, the Soviet Government completed purchase 
of approximately 45 acres of land commonly called Pionee~ 
Point, Maryland, for reported price of $1,120,00p. Th- prop~ 
erty is located on the eastern shore in Queen Ann~s County, 
and is designated on commercial maps as Corsica Ne.ck, west 
of Centerville, Maryland. (UNCLASSIFIED) 

Bui !dings on the site consis-t· of for-mer .e~ ta't!'~ house 
for use as summer residence by Ambassador, a smaller 'bu~J:-..ding 
for use as summer recreation center for children, and $:~;;v,eral 
outbuildings including a caretake.r's residence. 'Exist:tl,r,g dock 
on Chesapeake Bay can accommodate boats of 40 feet in le.n.gth 
and up to nine feet in draxt. Soviets are negotiating for 
two cabin cruisers in the 27-foot range. They plan to surround 
acreage with high chain link fence. (UN CLASS I PIED) 

CHINESE IN UNITED 'NATIONS SECRETARIAT 

Because of the increase in Chinese language work at 
the United Nations, the S~cretariat is_ currently hiri~g 4nd 
training 45 new Chinese ~ra~slators and interpreters, atr a 
cost of $500,000. (UNC~ASSIFIED) 

- 7 -
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,.;; .•• _,J; 

, __ ,. 



(c) 

( s) ······· ... ····· 

bl 

·. \ 
It was stated that their jobs .should not be conside~ed 

"secure" a.nd their ·degree of compltanc(;l with t,h, .. ~' above c,onditipns·, 
especially the first, would bear on promoti¢:Jts: a.;n:a 'ev.en ·:tenure fn 
their pres.ent jobs. The Mis·sio~. ·.was appa>re:n.tly .J;l!H~.:~;r: t.-he 
impression it had significant, :i:f .n:ot' c·omplete; «t? .. l\t~g;Ji, over 
Secretariat employees engaged in Chine·se related .'wor.K, 1~ .The 
hiring issue has been resolved by aJ.lqwing the Mis·siQilll ~~~ 
talent-scout and recommend people for the additional 
positions. It is now in the process ·Of .recruiting 10.).':;~,·'If, 
"ideologically safe" individuals from China and the ~t:tr§;~ of 
the world. How far the Mission will be able .to enfor..~~~ 
its demands on Secretariat employees is yet to be s.e.e..l'\ .. 
(UNCLASSIFIED) Source: 6Z-7787-Sub 246 
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(c) 
I 

EVIDENCE INDICATES THE Romanian Government may be in 
serious need of U. S. do 11 ~.rs. It is charging exorbi:~·rghit; 
"processing fees n for Romani an-born U. S. residents to: bring 
relatives here~ and to renounce Romanian citizenship i~ order 
to apply for U. S. citizenship. The ~overnment has gq~e so 
far as to legislatively broaden the definition of a Romanjan 
citizen~ to-require more individuals to be subject to these 
"processing fees." . (UNCLASSIFIED) Source: CG SATPIA ~15172 p .; 14 

NY 0 SAT PI A 5 I 5 I 7 2 ( ~an i$I:r~ 
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HEP.E HJ I 5 Ul.JC LAS 5 I FIED 

~ .. 
OP(JlN")·19RM ''10. 10 

~! ~~~: :~~.10NNO, 27 

5010-106 

r --Tolson__,...--~ 
Felt ----;r-

Campb~ll Rosen 
Mohr 1 - Mr. A. Rosen ~~ Bishop · 

1 - Mr. E. s. Miller ~~Mi~ .s. __ 
· Callahan __ 

1 - Mr • W. A. Branigan casper __ _ 

DATE:-4/5/72 Conrad---
Dalbey-,----

1 - Mr. w. R. wannall Cleveland--

UNITED STATES GOVERNMENT 

Memorandum 
TO : Mr. E. s. Mill~ 

1 - Mr. T. J. Smith ~~::r---
1 Mr • E • W. Larson waikart ---

Walters __ _ 
FROM : T. J. Smith ~\ 

Soyars __ _ 
Tele. Room {!5 

SUBJECT: FBI FOREIGN INTELLIGENCE ANALYSIS -
UNITED STATES (FINAL) 

Holmes.-,----
Gandy __ _ 

Recommends disseminatioa of first issue of monthly 
FINAL publication to The White House, members of United States 
'Intelligence Board, and all field offices. · 

Purpos·e of FINAL is to offer to the United States 
intelligence community.a broad perspective of foreign intel
ligence operations in and against the United States which 

1
are within the purview of the FBI. Text of first issue was 

fapproved by Director per memorandum T. J. Smith to Mr. E. So . 

Miller, 3/29/72. ~--·· 

Attached is copy of first issue in finished farm. .. 
Cover page on this issue will be replaced in future issues 
by distinctive, stylized cover now being prepared. 

Recommend copies be disseminated ·as follows~- · . 

1. To The White House and the Acting Attorney tf 
General. ~ 

o~r.!l.~ L- -:::::,!d·· . ~ M ~· 2. To the following m~ers o Uni ·,,_;." :· :V 
Intelligence Board: State Department; Central I e~ l~g~n~e · 
Agency; Defense Intellige,nce Agency; Chief of Staff for 
Intelligence, Army; Naval· Investigative Service; Offie~ 

.of Special Investigations,. United States Air Force; Nat~pn~ __... 
Security Agency; Treasury Department; and Atomic Ener~ 
Commission. :&2 Af'R z1 1972 

For strict aacountabili ty, all ~copie:::;. dissemiJlated __._ 
to outside agencies will be numbered, and a record o~~d$.~s~ 
nation kept for each issue. · .. :: 

Enclosure IMAlJ,;,Eil ~ 

EWL:jan JfA.:n APR 1 01972 
(7) 'J~~-1- -lh'rf"l' . '?;.:,;~i. 

I/ EN~ci'~~~ mm~, 
L'$NC1QST.TRE' A'l'TA . ).W.ol 

56 APR 251972 ~t\ __ j 



Memorandum to Mr. E. s. Miller 
Re: FBI Foreign Intelligence Analysis - United States (FINAL) 

3. All FBI field offices. Believed essential that 
same broad perspective of foreign intelligence operations 
which we offer to intelligence community should be given to 
our own field offices. We note that more and more smaller 
offices throughout the country are becoming involved in 
sensitive espionage investigations. 

Consideration was given to disseminating FINAL 
to all Legal Attaches; however, in view of potential.weak
ness in security in disseminating this document abroad and 
also-in view of the lack of operational responsibility on 
part of Legal Attaches, it is recommended that no dissemi
nation be made to these offices. 

ACTION: 

} 
1. That first issue of FINAL be approved for 

dissemination as stipulated above. 

2. That, if approved, this memorandum be returned 
to Research Section, which will effe~ dissemination, 

fWI-. w~ ~J.... V' -Bt1 
D jif> <\t- ¥ 

~/ aJ4t-
F WI<"' . 

111~ 

- 2 -
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OPIIONAL fORM NO. 10 5010-106 

~~: !~~~ :~~~ON~. 27 ( 

UNITED STATES GO:v·ERNMENT 

Memorandum 
: Mr. Eo S. Mille~1)A~ DATE: TO 

~ROM 

HERE II~ I:::; UJ:.JC LA:::. ;H FIED 

4-13-72 

Bisho)~l!Hj~;jtXJ 
Miller 
Callahan_.;;___ 
Casper ~--.,. 
Conrad ____ _ 

Dalbey . 
Cleveland __ 
Ponder __ _ 
Bates __ _ 
Waikart __ _ ' W, R. Wannall~ '- .. ~ 

SUBJECT' ~,E!Ji FOREIGN INTELLIGENCE_ ANALYSIS - U.S, (FINAL) vJ.~ 
Walters___,. __ 
Soyars--
Tete. Room __ 
Holmes__,. __ 
Gandy __ _ 

This is to recommend dissemi:::i;n of 
publication tol 
Foreign Intell~gence Advisory BOard (~ B • 

monthly ~ 

The purpose of FINAL is to offer to the u.s. intelligence 
community a broad perspective of foreign in~elligence operatio~ns , 
in and against the u.s. which are within the purview af the FBI. : 
The first issue dated 4-7-72 has been disseminated to . 
Dr. Henry Kissinger at The White House, the Acting Attorney 1 .· · 
General and members of the United States Intelligence Beard. 
Strict accountability is being maint~ined on dissemination to 
outside agencies. 

}

advised S r • 
of direct interest to 
of the PFIAB and aske 
dissemination. 

PFIAB, 
publication wouJd he 

~----------~~~is position asl 
could be a4ded~t~o-· ~t~h-e--~ 

~--------------~ 

In view of the responsibilities of the PFIAB, this Q 
appears to be a legitimate requesto 

ACTION: '0-
If app~oved, the initial copy of FINAL dated. 4-7-72, 

as well as s~q~equent issues, will be disseminated by_ Wbite House 
l" "son to Adiniral Anderson.~~~~--· GAJ) 

sjr~S) R~·· -Jtj}J)pr~ 
Mr. Ao Rosen ~~ t~'-" " - ~ ........_ j 

1 - Mr. E. S. Mill~r ~ P . '-·, "S-7ft:Y-l$o- 31, 
1 - Mr. W. A. o ~ran1gan \) Sl· I ~ . R2 AF.-R 1!&li> 1972 
1 - Mr • T. j o Smith .!(-. . W") . 
1 - Mr. W o R. Wannall 

1 
./ _.. ~ --} ..._ 

1 - Mr. E. w. L.arson "(tiJ·~ £. J1' 
1 Mr. R. H. Haynes fY {AJrq.V 

b7C 





o;\PTIO¥.Al, IOR."A NO, 10 
/MY 1962 EDITION 
GSA GEN. REG. NO. 27 

~ 

{ 5010-106 

UNITED STATES GOVERNMENT·'· 

Memorandum 
TO : ilr. E. S. Mille~~ 

FROM '~ith 41' 

1 - Mr~ E. S. 
1 - Hr. w. A. 
DATE: 3/29/72 
1 - Hr~ W. Ro Wannall 
1 - Mr~ T. J. Smith 
1 - Mr. E. w. Larson 

SUBJECT: FBl FOREIGN IN 
' t: 

( s) 

UNITED.STA 

Recemmends _initiation of reguia~ month·ly "le,t,ter . . 
in above caption fer circulation to elements of Unitec:r s:.1fates IJ 
intelligence comm.unit~. ·.·., : ~ 

\ 

The purpose of this publ:l.ca'tien ~s to offer. t~ ~~~i .. 'J ~rY .-
United States intelligence community a broad perspec~~Y.~ E?if,; (1 . 
foreign intelligence operations in and against the l!ri!;l.~d 'l!il'aies ;,J.. 
wb:cb~;e w:ttb:l; jhe pur;:ew Qj the FBI. Emphasis i$ -~~aee·~ 

f ~ ~ _ -~ _ In the. interest of. op~:rt~tj,ona~. 
an a nistrat ve seeur y an acknowledging the neE,;g·~~e-. 
know principle, information is not set forth in spec:tf~c, 
detailed, docu.mented farm. Where information cG·ntair.~ct:. · 1·' .... 
therein· is p~rtinent to the interests or/ responsibil!l!·'t~t;lS 
of other 'Q'n::J..ted States intelligence agencies 1 separate., 
detailed dissemination is made. . .. 

Attached is text of first issue of FINAL. FP.'~lliat 
is braken down inte several categories, i.e. Trends, W~'C'J:lniques, 
Ta~gets. As a feature of this issue, we set forth ·a p~~spec
ti~e em. the recent arrest Gf a Soviet on espionage: ei:~~g;es. 
As,~ c4?ntinuing feature, we conclude with secticui en.tl:~~'le4 
11The Lin~-Up" which tabulates legal presence o:f -hest\tJ;~· .intel
ligenc·e in United States, broken down by coun~ries, :':1\J.Y!?..i~r 9f 
off~c:Eals ~ known or suspected intelligence off ic"ers, · .. ;p~x;cen.tage 
of ·in"l!~ll~gence officers, number of working wiv~s, ana~ p.umber 
of dependents. - · 



Memorandum to Mr. K. So Killer 
Re: FBI Foreign Intelligence Analysis - United States (FINAL) 

ACTION: 

1. If approved, FINAL will be initiated as monthly 
publication, Appropriate memorandum will be submitted with 
finished product specifying United States intelligence agencies 
to which FINAL will be directed. 

2. If approved, attached copy should be routed to 
Research Section, Domestic Intelligence Division, for further 
processing as indicat~d above. (A.,....,...,.,. ¢...1-t~"~l!!~r"' .....::Yh&l"-ld' I:Je-A~ 

A ~,.&.I!!MJ-r' 'Z?I?? 'rf$" .u.->Ae...I.J 
~ w,< v;.s.:se.M/I'J.e+-"V.f!.l;)) 

"tvo!f 

ADDENDUH: DOMESTIC INTELLIGENCE DIVISION: 3/29/72: ESM:jan: 

we have had .this on the "drawing board" for about 
four months since we feel a need to draw the activities of 
Soviet-bloc intelligence into a per~pective whereby a better 

l 
appreciation for the impact of sucli ac·tivitie's··can be created 
within the Bureau and in selecte. offices ou ··· de . ·J.ie...@:.!L........,__ 
I feel we will accompl sh this through 'this document and 
recommend approval. 

I 
~· 
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~ I N A L 

The purpose of this publication is to offe1-' to the· 
United Sta:te~ intelligence community a broad perspe·c~tive of 
forecign intelligence operations in and against the Un::i,ted S·tat_es 

(S) ~~r:::.w: :::: ::: :::::" :·: :: :r d:~~~km~mL~~ t~~:!:.;dc 
to-know p-rinciple, info·.rmation is not set forth in s:p·ed:::ific~ 
de tat le·d, documented form. Where information contatn·ed: herein 
is pertinent to the interests or responsibilities of p.t·her 
United States intelligence agencies, separate, detalit~·dis~ 
semination is made. · 

\ ··' ·~ .,, ' 

-------· ---
Mr. ';t:'olson --'--
Mr. Felt __ _ 
Mr. Campbell __ 
Mr. -Rosen __ _ 
Mr.l.\1:ohr __ _ 
Mr. Bishop ___ 1 
Mr. M:iller, E.S. _ 
'Mr. Callahan_. _ 
Mr. Casper __ 
Mr. Conrad __ 
Mr-. Dalbey __ 

. Mr. Cleveland 
Mr •. t=="onder .-
Mr. Bates __ _ 
Mr. Waikart __ 
Mr. Walters __ 
Mr. Soyars __ _ 
Tele _ Room __ 
Miss Holmes __ 
Miss Gandy __ 

...,. ~"' ... 

SEE NOTE PAGE SEVEN 
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( s) 

( s) .... 

/J 

TRENDS 

SINCE THE SEPTEMBER, 19 71, defection in Eng.~.a:n·.d· o .P 
.Oleg Lyalin, officer of the 13th Deuartment of the KGFd 

TECHNIQUES 

. . : ~ 



~.;t ·~i~' .----------------------------, 

I/ 
( s) / 

TARGETS 

( s) ./ 
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( s) 

(c) 

:.> - ' FEATURE 

------~:.......;;;"'""""'~ f\p • m. on 
a Soviet·~--~~~~~~~~ 

which, this agent brought to the m-e.:~,ting 
L--....-s p-o=-k-e_e_n~t":"h_u_s-=i_a_s_t~i c a 11 y concerning the future • Ou t~'§:.~de 

restauTant he obtained the material from the agent. .1:\'tld. 
placed it in a bri.efcas e. He gave the agent an envel'b"P~' con
taining $650, and afte~ a cordial excha,ge of farewelJ.'i~ the 
two separated. Seconds later, I Jwas confro.:;n:...:t:...:e;;.,id~.: . ...;.'b:.:·.y~··_....,._...,.......,......_...,..., 
S ecial A ents of the FBI 'an.d laced und - ; · ·~~~·:-t;lit,~s:<-~~.:.:,,/;·\'r::l 

" ·.: :&;ail!F~-e~:t&~·- ·"'·:~:l11Hn'kl3'E~Jfj f:·-· · · .. · ·. L , , --··.:, .· ·· :·.~l ,,i::. i ~ · \ ~ ... , .... - -- ._ - .. ,. ............. _____ ~~-- .·. . - ~·· · .. ·r· . -- ~~ 

, ...... ------
- 4 -



(c) 

( s) ············ 

(c) 

Although this instance was marked by a d.egrs1a-~&-~~ ~~b~~~·~u•mw,~~~o~,~~M~·o~~l~1~~-~--~~~~~~~--L-._~~~~~·~------~~---L-----,J 

Since all other Soviet officials stationed in th~ 
United States are subject to reciprocal agree!Jlen t res tr:ictin·g 
unapproved travel to within 25 miles of the city of e}Jlp~·c;?yment, 
the freedom of tr~vel accorded to all UNSEC employees i.s an 
advantage which Soviet intelligence has never failed 't·O exploit. 
Howev:e:: tb: re is Qne dis ti 11 c t dis ad van t.ag·e to the S<i·viik!'">s o £ 
which J lbe~~fue pain·fully aware. He does not ha·::r.·e. 
diplo ic mmunity and is presently free on $100,000 ba1l 
awaiting trial on eS.pionage charges. (UNCLASSifi~D) · 

_,.,...... -.. ..... ~~ ---... - ~-~---~ 

J~~f¥~!~~es ··--·~--___ ·1 

- s ... 

I 
bl 
b6 
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~ • .. .... • c li Aiba·~i.a 3l?l4' 0 1'0· 

~~ 

~ 
/ 

(S) · .... 
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,I 

Hungary 40 3 100 1151· 
I 1,,! 

'' • 1 
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'I I .,, . 

~· 
) ; I~ 
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' '' ~ 
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I NOT~.: 
1· •·• • , • ···~: .• .. e:lassiif.l1ed 11Secret •]o·:FerG$ga B:t~sem$natio~ due to ~e~siti·vity of information a~d 

'l·o~~r·¢:~9 ftom which derived, unauthoriz·ed~ dis·closure of wh~ch would cause serious damag~e ~o 9e.fens.e 
... er..ests~ of the; United S.ta t.es. See tnemorand:um~.,T J o Smith to Mr o Eo So Miller, dat·~d 3/21/72·, · 
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. , SE.CRET .. 7 ~ . 
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Memorandwn froml Ito Mr. E. J. O'Malley 
Re: FBI For:ei.g.n Co-unterint·elligence Summary 

D.ETAILS: 

This ublication rovides an ov,erview and anal 

D"e.tail:im.g of key FBI fore-ig~ 

couaterin'trelUg.enee Op•erations is alsr ~I·~l!i ~;r· This 
issue is .d.evioted to.t.he activities of during the 
fHst n~ne .maaths .af 1~8'1.. Printe·d wres W1: be SuppHed 
w.hen prlntJ:n!g p·roe:e;ss 1s cem]!>le·t·e• 

Jilffltl:~4lf@9wrr A i:_ 
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IN'IRODUCTION 

The purpose of this publication is to nrovide an 
overview and analysis of I I 

(c) ·····. 

L...-___ _.1 Detailing and analysis of key FBI 

counterintelligence operations is also afforded. This 
particular issue is devoted to the activities of 

(C)······················· t _________________ ____.during the 

first nine months of 1981. In the interest of operational and 

administrative security and acknmvledging the need-to-knmv 

principle, information is not set forth in specific, detailed 

documented form. Some of the material contained herein has 
been obtained from other elements of the U.S. Intelligence 
Connnuni ty. Comments and queries regarding this publication 

are welcome and may be addressed to FBIHQ, Intelligence 
(U) ······························ Division; Attentton:l )cr-3A. W 

- iii -
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8E8Rfl'i' 

L-----------------------------------~IPerhaps the 
most significant of these involved the investigation of 

After extensive interviews . .__ ____ ___.was arrested onL.I ___ ....~I 
and charged with espionage; he pleaded I and \v-as 
sentenced tol I 
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SHGRBT 

I I The corrpromise could very 1qell have had a damaging L...--------1 

inpact on U.S. national security interests, since it is 

L---------------~~~ 

a:SGtY;r 
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SECRH:P-

(S) bl 

( S) was declared persona non grata (PNG) by the 
United States Department of State (USDS), 

(S)·······················L--------------------------~------------------~ 

( s) 

(c) 

At the same time, the USDS 
L..p_r_o-:-t-es-:t-e~s-u-c.....--:So::--v-=-i e--=t~e-sp--=i:-o-n-ag_e____.acti viti es and demanded that 

they be hal ted ilTJf!lediately. ~ 
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( s) 

On the other hand, during 1981 the arrest and 
conviction of William Holden Bell, an enployee of the Hughes 
Aircraft Corporation, andl I 

~----~~ on charges of espionage, demonstrated more clearly 
than ever the damage that may be done to U.S. national security 
interests by the smaller (vis-a-vis the SIS) Warsaw Pact 
services. In a highly sophisticatec1 operation,! I 
spotted, assessed, and recruited a U.S. citizen with access to 

highly classified information of value to the Soviets. The 

Poles were '\'Tilling to pay a substantial sum for the information 

and enployed sound operational security practices Moreover . "' I cover 

I 

was impeccable--he lvas al 

8feftB'f 

- 9 -
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In compiling the data for this section~ t"t-JO 

principal sources have been tapped--tasking of double agents 

by intelligence officers and general inquiries made to FBI 

assets by IOs. Therefore, in some cases, for reasons of 
( U) operational security, specificity has been avoided~ W 

( s) 

Scientific and Technical Intelligence 

(c) 

- 16 -
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( s) 

A case conducted jointly by U.S. Customs, the USDC, 
and the Internal Revenue Service involving a businessman named 

I I and tt'lo other subjects illustrates those 
trends. On I I were 

SECREt 
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bl 

bl 
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( s) .............. .. . . . . l 

Military Intelligence 

SflSFH!'f 
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SEG£H3'f 

( s) 

( s) 

Political ·Inte:tligente 

( s) 

~ 
- 25 -



( s) ·························· .... 

.. 

( s) 

( s) ................... + 

( s) 

Economic Intelligence 

GEC:Rff 
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Conclusions 
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V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 

SEUZEf 
- 53 -
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(U) 

~I 

Defectjon o£1 

On 

r----,_ ________ _J years old L..l _____ ....J 

L-----.....1 was accompanied by his w'ife, daughter, and son-in-

law. In defectingJ lstated: 

The defection of I I climaxed a year ~rhich saw the 

defection (as well as recruitment-in-place) of a considerable 

number of Polish officials and intelligence officers~ ~ 

- 64 -
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SE;GRET 

COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, OCTOBER 1,1979 

COUNTRY 

USSR 

PRC 

POlAND 

GDR 

CZECHOSLOVAKIA ! 
; 

CUBA 

ROMANIA 

HUNGARY 

BULGARIA 

VIETNAM 

NORTH KOREA 

YUGOSlAVIA 

ALBANIA 

MONGOLIA 

TOTAL 

OFFICIALS 

1,217 
- -

239 

287 

77. 

98 

100 

80 . 

79 

51 

12 

12 

. 154 

12 . 

10 

·2,428 

• .... 

SECRET

- 67 -
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE· 
. U~ITEp STATES, .DEC~B~\ 1B8Q 

COUNTRY 

USSR 

PRC 

POLAND 

GDR 

CZECHOSLOVAKIA 

CUBA 

ROMANIA···························· 

HUNGARY 

BULGARIA 

VIETNAM 

NORTH KOREA 

YUGOSLAVIA 

ALBANIA 

KAMPUCHEA 

LAOS 

TOTAL 

OFFICIALS· 

1,050 

481 

389 
. 

135 

98 I 

155 

'············ 
89 

109 

79 

20 

14 · .. 

342 

9 

9 

11 

2,990 

. 

SECRET 

- 69 -
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"j 



( s) ········· 

COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, DECEMBE~ 1~, 1981 

COUNTRY OFFICIALS 

USSR 1,113 

PRC 820 . 

POLAND 331 

GDR 119 . 

CZECHOSLOVAKIA 94 

CUBA ··· .... 72 
!······················ 

: 
. . 

ROMANIA j 90 

HUNGARY 114 

BULGARIA 86 

VIETNAM 21 

NORTH KOREA 15 

YUGOSLAVIA 246 

ALBANIA 10 

TOTAL 3,,131 

~ ' 

SECRET 

- 71 -
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MAJOR CQMMUNIST COUNTRY OFFICIAL PRESENCE IN THE UNITED STATE~ 
OCTOBER, 1979 ·DECEMBER, 1981 

1,250-------------------
1,200~--------------------f\' .'+-----1 

l,150~o.------------------f\ \J----1 

1,100,____---------------...: 
1,050J------------------f. 
1,000~------------------i.' 

95~L-------------------I\ 

90ij~-------------------l\' 

850~-----------------f\ 

800~-----------------1\ 

750~----------------,\ 

700~----------------------k' 

~50~---------------------l.' 
, I 600 1--------------------t\ \'i----~\ 

550 1------------------t\ ,.__--{\. 
500 ~-----------------1.\ ,_____--". 
4501--------------.....1\ .'1------1\ 

400 ~------------------4: 
350 ~---------------+.. \1---l'l 

300~-----------~~, \l---1\ 

250~-------------.f..· 

200~-------------l' 

150 ....,_____~ \'t----------i' 
100 ....,____----1\ ~~t----.....1\ \1------...f\.""'~-n 
50 1---'"'f"l"t't. 

O · 79' 80' 81' 79' 80' 81' · 79' 80' 81' 79' . ~o· 81: 79' 8W 81' 79' 80' 81' 79' 80' 81' 79' 80' 81' 79' 80' 81' 
# ~ J _..... ... _ 

BULGARIA CUBA CZECHOSlOVAKIA GERMAN HUNGARY POlAND PRG . ROMANIA USSR 

DEMOCRATIC 

REPUBliC 

--····!: 

I ! 

I I 
I 
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DEPARTMENT OF THE ARMY 
902Q ~ILITARY INTELLIGENCE GROUP 

Fort Ritch i.e. ·Resident Office 
Fbrt Ritchie, Ma~y~and 21719 

10 September 19.81 

Co tin terin telligence Revie~v 
• • ""r~ , ... ,. ~ , ""'"- ... " ,..,.,. 'J..r.»-.~' 

Chief 
Terrorist Res~arch and Analycical Center 
Room 4049 
FBI ·Hea~quarters 
,w·a;:;hington, D. C. 20535 

·. 

Dear Sir: 

Request that this office 'be. put 'on .the ma;i)ing lis.t .for .your publication, 
FBI Fqreign Count~rintel~igence Revie~v. I .have reviewed past .issues· of 
this publication and have fo~Jrid it most he1pful in the performance of 
our un;t mission to provide Op"e'rations Security s~ppd.r·t to military 
units· in_ our assigp.ed ate.c:!. or" responsip:!-l~ty. 

If there is a similar document .concern:i,ng :ter~orist -activity tq~t' :you 
publish, I ~vould ii~~ to b.e put 9n tha,t mail;i,ri.g list as w·elL 

I; have :found your fie·~d ele;ments .. t<;> be ·mol';! t he.lP,ftil and appr,e_ciate yo,ur 
assistance in this m;a tter. ' . ~\'0~~.. ' / •' 
The mailing address· for this office is:. ¥! ,:. ·5 ~. :Jl/ l) 6-'tJ ./ 5tt) 

Special Agj ( S) :in-Gha~~e 
Fort Ritchie Resident· Office 
902d MI Group 
Ft. Ri~chie, ~ · 21719 

I 0 OCT 21 1981 

,· ~ 
- .. ~---~----

G ... Y 
4/ ~~· ... · ,./' ~~~ 
~~~;::;-- (- ' ( \)l' v . 
'VEJ,mO~ L. FLEMING . ~ ~y. .. Q • ,. 0 J 
Capta~n, MI . ~- )d-J. ~ 

·Sincerely, 

Special .Age~t-in-~harge . (0 



PENALTY FOR PRIVAT!i USE $300 

44 

Chief 
Terrorist Research and Analytical Center 
Room 4049 
FBI Headquarters 
Hashington, D.C. 20535 



IVIemorsndum 

{ From : ...._ ______ """'"
1

• II'V 

Sl. ·/ Subj<d, ~BI, FOREIGN COUNTERINTELLIGENCE REVIEW I _. 

PURPOSE: 

To recommend approval of attached Qubl icati~o.o.., .. .
L .. F-o.reign Cour.U:~er i!1J;_~J.,li.gence :ae..v.i.e.w...,." for dissemination 

~ents of the United States Intelligence Community, 
as well as the Senate and House intelligence committees. (U) 

RECOMMENDATION: 

Exec AD Adm. _ 
Ex•crAD lnv.-•• 
Exec AD LES-,-
Asst. Dlr.: 
Adm,Sorvs._ 
Crlm.lnv. __ 
ldont. __ _ 
lntoll. __ 

Lob oro tory_ 
Logal Coun._ 
Plan, & Insp. -b 6 
Roc. Mgnt,_b 7 C 
T och, Sorvs. _ 

Training 
Off.ofCong. 
& Public Affs._ 

Tolophono Rm._ 
Director's Soc'y _ 

That attached publication be approved for dissemination, 
as detailed on attached list, to elements of the United States · 
Intelligence Community and the Congress. (U) 

Adm. Servs. __ laboratory::==;/f),~ 
Crlm.lnv. Legal Coun. 

Director -- Off. of Cong. 

APPROVED: 

65-74480 

---- & Public Affs. 
Exec. AD·P.d.n.__ ld~mt. . R"' .. 1 -

~c. mgn. . 
Exec. AD·Inv. __ lnsp~'~ Toch. Servs.-----.:.:-.--

I:xec.A'O·LES __ lnte!l. ~O''{,.-~~-- Training · 

/ 

DE-8~ !:!b_TE;}JAL,ATT~~~~. 5"!:; 
·(co~INUED ..: OvER.)~~- --;/]-

.• •( I 

TJD: enb ... t8) 
7 OCT ~1981 

1 - Mr. 
1 - Mr. 
1 - Mr. 
1 - Mr. 

F. 
E. 

7t 9 NOV 3 1981 

M. Mullen, Jr. 
J. O'Malley 

1 - Mr. I 
1 - Mr. 1 - Mr • ...-II ....__ _____ ____,~ 

COUFIBEM'fii\f:i 

xtended by 859 
Extensio --- -2.4.2 

ew for Declassification 2001 

F61/DOJ 



Memorandum from Mr.l Ito Mr. E. J. O'Malley 
Re: FBI Foreign Counterintelligence Review 
65-74480 

DETAILS: 

ar 1ssue is devoted to the activities 
(c) ··············· . .---

during the latter six months of 
o th1s publication will be supplied 
completed. J::'(> 

L-~~~~~~~~~y-~~ 

(U) 

CONEI:OEiif'filtL 

- 2 -

bl 



·~ -- _.., 

---·-~--~----. ~------~-----
-- ---·~~·-··-

SECitET 
Not Releasable to Foreign Nationals 

U.S. Department of Justice 
Federal Bureau of Investigation 

FBI 
Foreign 
Counterintelligence 
iRe view 
Volume VI 
July, 1981 

---- -~ ···----~~-~-~-~~ --·-· ..... -

Not Releasable to Foreign Nationals 

SECRET 
FBI/DC 
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Security Precautions 

Warning Notice 

National Security 
1 Information 

ORCON 

NOFORN 

Sensitive Intelligence Sources 
and Methods Involved 

Unauthorized Disclosure 
Subject to Crimmal Sanctipns 

Dissemination and Extraction 
of Information Controlled by Ongmator 

Not Releasable I•J Fore1gn Nat1ona1~. 
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(c) ·············· 

lNIRODUCTION 

The purpose of this pubJJ cation is to provide an 

overview and analysis of I 

Detaili:r.g and analysis of key FBI counterintelligence 

operations is also afforded. This particular issue is devoted 

to the activitites ofl 

..... (c) ......... 1 I curing the 
latter six months of 1980. For purposes of hreyj ty. these 

services \vill henceforth be referred to asl I 
(c) I In the interest of operatioPal and 

(U) 

administrative security and acknowledging the neecl-to-1<nm1 

principle, information is not set forth jn specific, c1etailed, 

documented form. Cbmrnents and queries regarding this 

publication are welcome and may be addressed to FBIHQ, 

IntelligencemDivision,H~ttention~HJ 1Cl-3{Ah ~ 

SECREI 

- Hi -

b7C 
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The latter ha:tif of 1980 also savr the culmination of 
r·~ 

the massive influx of €~an refugees into the United States--
eventually. the fi211re futmted to roughlv 127 .000 1". 

- 11 -



( s) 

(U) 

In September of 1980, the National People's Congress 
of the PRC formally admitted tbat the targets of the 1976-1985 
economic plan were mattainable and annmmceQ that an entire 
new plan 1<.ould be deviseo. to take its place. In accordance 

~nth this new plan a number of contracts have been cancelled 
with the Western nation$ and Japan, primarily in t11e area of 

heavy industry. Cutbacks :in the budget regarding the 

procurement of military hard1-.rare have also occurred, 11mvever, 

the State Council of t~~ PRC has stated that 01ina intends to 

push nel.r programs in light in.dustry (constnner goods, 

computers, microelectro:tlics), agriculture anci energy, that 

will require inputs of foreign technology, capital, and 

management skills. (U) 

The U.S. 'Government, tmder the Carter 
administration, support¢d China r s rodernization program in 

consideration of China1:':s contribution to global strategy. 
China's failure to 1n6dernize l·IOUld erode its role in ;I 
maintaining the global bal~1ce to tl1e disadvantage of 01ina as 

well as the United Sta~es and its allies. Therefore, the 

United States signed nuni?rous bilateral agreements in. science 
and technology, educatf<)n, and trade and· granted loans and 

trade credits to the · PRC. This situation led to a 
liberalization of controls on the export of U.S. high 

technology items and ~l authorization) on a case-by-case 

basis, for sales of n/:;),h-lethal military support equipment 

(trucks, radar, tran~port aircraft, helicopters, and 

communications and t~aining equipment) to the PRC. 

Additionally, delegations from the People r s Liberati on Anny 

(PLA) and the Ministry of National Defense (Ml\TD) have visited 

numerous defense-relat~!l corporations seeking military

related information:~ ~ 

- 17 -
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.As part of the nndernization program and in tune 
lvith U.S.-PRC educational exchange initiated in 1978, 

approximately 6,000 PR,G students are no1.,r in the United States 

studying and doing re$earch in all academic discipljn.es in 
every re2"ion of thR T'fn{t-pn .... I 

SEeR£f 

'; - 18 -

' '' 
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Officials Involved in ~Criminal Activities 

( s) 

--
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V. DEVELOFMENTS lN.i O)UNI'ERINTELLIGENCE OPERATIONS 
,; 

( s) 
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(U) 

8~ 

~------------~~ 
was arrested in Netv York City 

Special .Agents (SA), shortly after 

citizen, was :i:lllegedly tasked by the Soviets to 

~-------~~ ~(Although the fact thatl lwas 
in contact with the Sov:Iets has been established, I 

···········~-------------------,--------.-------------------~ I f"claims" to l1ave been so 
L---------------~--~~ 

tasked, but he conceivaqly could have claimed such taskin 
alleviate fears o 

The :ease also brought to the fore an issue 
which is increasingly:.~ becoming a concern of the U.S. 

Government--the to 

the Soviet Union and its~Warsaw Pact allies. ~ 
! \ 
" 

I ~ 

S:ECR:ffi' 
,, - 51 -



I 

The case 0P®ed in I I when I lJ I 

offered the individua~ I 

lare company trade secrets 
and thus proprietary l:nformation. A L-1 ________ ___. 

compared the I I to the "recipe for Coca Cola." 

Needless to say, tl1e ._I ~----------'1 is em~argoea for 
exportation to the Soviet union. (U) 

Forttmately, ,~he employee contacted by I 
reported tl1el l:offer innnediately to his sup._e_r_. i-o-rs_a_t__. 

:====1~~~4ho in turn CQ:fitacted the FBI. From that point on, 

dealings l'l:!th I I as l'ITell as other 
computer firms, were conktantly moni tared by the FBI. In l1is 

negotiations,! ltreely admitted that he was attempting 

to obtain thel ~or the Soviet Government. with Nh:i.ch 

I I ~ ~ 
negotiations '1-\ore on, c==J offer escalated first to 

I lthen finally tL__j (U) 

Eventually, ~wever, I realized that he 
~======-------------. could not, himself, acqu}.re theL-___________ _. 

He thereupon contacted ap. employee of a firm housed in the same 

building in l<fuich I I is locat~d, and offerer1 to pay 

SfaUff 

- 52 -
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I 
the individual to obt~in 

I, 

innnediately contacted· ~e 

b6 
the ._I ___ _ The inc i vi dual 

b7E FBI, and at this point a UCA ·Nas 
interjected into the case. The UCA t-Jas introduced tol 

as al 
(U) 

~ 

I 
I J 

Jj: He was sentenced onl J 
to l J in ~ !" I L I the u.s. prltJ.on. n a 
Government! 

H 

(c) 

1; 

- 53 -
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(c) 

't : 
!, 

SECR:ffl' 

Why the 

in particular, i 

Soviets woulcl target I 
s expficable. As noted by 

!offered by thel 
d, "a clrop in the bucket," 

I The.__l _ 
~~~ 

official explaine 

an official of 

lis, the 
compared to the 

rl millions spent b 

aClvanced technolo 

the value of th 

lm developing this type of 
gy. ·:The prosecution in the case estimated 

el 
; .___ _ __.I cu) 

,, SECRfff 
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( s) 
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SI!CfU!T 

APPENDIX 

COMMUN-IST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1979 

COUNTRY OFFICIALS 

USSR 1,222 

PRC 234 

POLAND ; 271 

GDR 77 

CZECHOSLOVAKIA 107 

CUBA 84 

ROMANIA 80 
······ .. 

HUNGARY 78 

BULGARIA 48 

VIETNAM 9 

NORTH KOREA 13 

YUGOSLAVIA 151 

ALBANIA 10 

MONGOLIA 11 

TOTAL 2,395 

NOTE: OFFICIALS IS A GENERIC DESIGNATION USED BY THE FBI FOR 
. _JRACTICAL OPERATIONAL CQNVENIEN~E-~NQ_S_H_Q~~D-~_OT ~E CONFUSED , ·-----

WITH DIPLOMATIC DESIGNATIONS. 

SEORET 

l 
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(S) 

SECRET 

COMMUNIST COUNTRY OFFICAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1980 

COUNTRY OFFICIALS 

USSR 1,116 

PRC 448 

POLAND 301 

GDR 98 

CZECHOSLOVAKIA 104 

·CUBA 159 

ROMANIA 74 

HUNGARY 79 
" "" 0 

I BULGARIA 52 

VIETNAM 18 

NORTH KOREA 14 

YUGOSLAVIA 279 

ALBANIA 8 

MONGOLIA 13 

KAMPUCHEA 4 

LAOS 11 

TOTAL 2,778 
.. 

SESRiT 
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SliCRE'f 

COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, JUNE, 1981 

COUNTRY OFFICIALS 

USSR 1,041 

PRC . 701 

POLAND 365 

GDR 112 

CZECHOSLOVAKIA 90 

CUBA 79 

ROMANIA ·············· 87 

~UNGARY 107 

BULGARIA 79 

VIETNAM 21 

NORTH KOREA 14 

Y~GOSLAVIA 352. 

ALBANIA 11 

TOTAL 3,059 

.. 

SiCRI!i 



MAJOR COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE UNITED STATE~ 
.. 

JUNE, 1979 ·JUNE, 1981 

~ s) ........... . 

• TOTAL NUMBER OF OFFICIALS 
1,230r-------------------......,---
1,200t--------------------f\ .'f-~ 
1,1oo......__------------------t~. ~-

l,loo~-------------------1\ 

1,030~--------------------l\ 

' 1,000~---------------------t.\ 

~~0~----------~----------i\ 

~oo~--------------------1\ 

~~0 ~-------------------(\ 

800~-------------------f\ 

1~0~-----------------+.: 

100~-------------------t.. 

6~0~---------------------l.\ 

600 1-----------------t.\ .,___-t\ 

5~0 ~--------------------1.\\.\1--~'. 
~00 .,.__ ________________ -l\ '1..,.._-----i\ 

450 ~----------------" ,'t--------i\ 
4{]0t---------------+. 
3~0 1---------------t.: '\1----l., 

300 .....,__ _________ ..____,~, \t----t.'l 

2~0 1---______ .....__ __ _.., 

2001------------... 
150 1-----r.. 'i---------t\ 

100 1-----f.. 1.~~~----\\\.l------t... 

50 ......__,.,~ 

o~~ 

BULGARIA CUBA CZECHOSLOVAKIA G~RMAN HUNGARY POlAND PRC ROMANIA 

DEMOCRATIC 

REP~BLIC 



I {'.II 
~ .:. } .. .. ..... ··················· ···················· .. ·················· 

( s) . ························· 

( s) 

·,l 

In April. J98J~. alterations were made in the list of 

L----------:-----.....1~ and Cambodia, Laos, and 
Outer MO!lgPlia J\\;u:·e de:I;~ted. The completeL.f ______ __. 
list is as follows: 

( s) ··········· .. .... ········ ... l 

'* SECREf' 
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DISsEMINATION LISI' 

v· Department of Justice, The Attorney General - J 

Department of the TreasJ,lry, Director, U.S. Secret 
Service -1; Special Msistant for National Security - 1 

Director of Central Intelligence - 1; Special Assistant 
to the Director of Central Intelligence for 
Counterintelligence - .2 

Department of Stat~, Th~ Secretary of State - 1 

Director, Defense Intelligence Agency - 2 

Assistant Chief of Staff•· for Intelligence, U.S. Army- 5 

Office of Special Invest~gations, U.S. Air Force - 1 

Director, Naval Investig~tive Service, U.S. Navy - 1 

Director, Central IntelJrigence Agency, Deputy Director 
for ()perations (Counterintelligence Staff; Publications 
Unit) - 2; National Foreign Assessment Center - 1; Executive 
Secretary, Director ofCentral Intelligence Security 
Committee - 1; Directot of Security (Security Analysis 
Group) - 1 

National Security Agency, Director - 1; M56 - 1; M503 - 1; 
Publication Unit - 1 ·· 

Chief of Naval Operation~, Navy Department, Navy 
Security Committee Mem~er - 1 

Department of Defense, D;!.rector for Counterintelligence 
and Security Policy, Office of the Deputy Under Secretary 
of Defense - 1 

Chief, Security Education Division, Defense Industrial 
Security Institute - 1' 

Director, Division of Se~urity, Nuclear Regulatory 
Connnission - 1 

- 75 -
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Department of Energy - 3 

·Director, FBI - 1 

~Chairman, House Permanent Select Connni ttee on 
• Intelligence - 1 

Chairman, Senate Select Committee an Intelligence - 1 

~:eertm' 

- 76 -



Memorandum 

COJUf I12E!N I' I AL 

,. '"'4/81 

- ' ( 

Exec AD .M.lf. _ 
Exec A[Y lnv,_, 
Exec AD L.ES_ 

Asst. Dlr.: 
Adm,S<>rvs._ 
Crim,lnv._ 
ldent. __ 

lntell, __ 

Laboratory_ 
L.ogal Coun._ 

Plan. & Insp._ 
Roc.Mgnt,_ 

Toch, Sorvs,_ 
Training __ 

Off.ofCang. 

& Public Aff•·
Tolophono Rm._ 
Dlroctor's Soc'y _ 

~ To recommend approval of attached publication, 
lu.FBI Foreign Counterintelligence Summary," for dissemination 
wil:lfin the ru·;--(O'fp- -..--\ 

til ~tJ/1 Llt · . ( 
RECOMMENDATION: ~-

That attached publication be approved and dissemina.ted 
internally to 59 field offices and appropriate Headquarters . · 
personnel. (U) 

Enclos urel..--£NCLOS~ 
65-7 4480 ~· . ' ._. 

r~ ' ' 
TJD:enb \..-» (7) 

1 -Mr. E. J. O'Malley 

i ~~------------~ 

(CONTINUED - OVER) 

t.cz f- /L-f LJf! ~OT 23 198, 

~ MATERIAl .AllAC~E\\l---· ~ 

i :I 1 ~ 
1 

-.__1 _____ ....Jr 
G9NFIQ1i!MTIAT 

FSI/DOJ 



CONEI:O!!M'f.IhL 

Memorandum from Mr. I I to Mr. E. J. O'Malley 
Re: FBI Foreign Counter1ntelligence Summary 
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(c) 

( s) 

(U) 

INTRODUCTION 

The purpose of this publication is to provide an 

overvielv and analysis of I 

Detailing and anaJysis of key FBI cotmterintelligence 

operations is also a~forded. This particular issue is devoted 
to the activitites of ,...I -----------------.1 

~~---------~-------------~~ during the 
latter six months of 1980. For purposes of breyUy. these 

services villl henceforth be referred to asl I 
f I In the interest of operational and 

administrative · secu:dty and acknowledging the need-to-know 

principle, informati'Qn is not set forth in specific, detailed, 

documented form. Some of the material contained herein has 

been obtained from other elements of the U.S. Intelligence 

Connmmity. Connnent$ and queries regarding this publication 

are welcome and may be addressed to FBIHQ, Intelligence 

Division, Attention:! ICI-3(A}. ~ 
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SECR:ET 

Additionally, del~ations from the People's Liberation Army 
(PLA) and the Mini~try of National Defense (MND) have visited 

numerous U.S. mi~itary installations and defense-related 
corporations 1\r:i.th 'almost a free hand to gain material. An 

interesting note to this cooperation is that r 

As part ·of t."le rrodernization program and in tune 
tdth U.S.-PRC ~~cational exchange initiated in 1978, 
approximately 6,000' PRC students are now in the United States 
studying and doing: research in all academic disciplines in 
every region of the··United States.! 
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SECRET 

APPENDIX 

COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1979 

COUNTRY OFFICIALS 

USSR 1,222 

PRC 234 

POLAND 271 

GDR 77 

CZECHOSLOVAKIA 107 

CUBA 84 

ROMANIA 80 

.HUNGARY 78 

BULGARIA 48 

VIETNAM 9 

NORTH KOREA 13 

YUGOSLAVIA 151 

ALBANIA 10 

MONGOLIA 11 

TOTAL 2,395 

NOTE: OFFICIALS IS A GENERIC DESIGNATION USED BY THE FBI FOR 
PRACTICAL OPERATIONAL CONVENIENCE AND SHOULD NOT BE CONFUSED 
WITH DIPLOMATIC DESIGNATIONS. 

1! 

SECRE1 
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COMMUNIST COUNTRY OFFICAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1980 

COUNTRY 

USSR 

PRC 

POLAND 

GDR 

CZECHO~LOVAKIA 
. 

CUBA 

ROMANIA 

HUNGARY 

BULGARIA 

VIETNAM 

NORTH KOREA 

YUGOSLAVIA 

ALBANIA 

MONGOLIA 

KAMPUCHEA 

LAOS 

TOTAL 

OFFICIALS 

1,116 

448 

301 

98 

104 

159 

74 

79 

52 

18 

14 

279 

8 

13 

4 

11 

2,778 

I 
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, MARCH, 1981 

' 

COUNTRY 
USSR 

PRC 

POLAND 

GDR 

CZECHOSLOVAKIA 

CUBA 

' 
ROMANIA 

HUNGARY 

BULGARIA 

VIETNAM 

NORTH KOREA 

YUGOSLAVIA 

ALBANIA 

MONGOLIA 

TOTAL 

OFFICIALS 

1,026 

626 

369 

127 

92 

79 

80 

104 

83 

23 

13 

357 

9 

14 

3,002 

··········· 

I 
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(c) 
(U) 

(U) 

(U) 

, .... "til' 

' 

Inqtdries ::nx1/o;r< c~mr!IP..nts concex•nin~"~· the "!T:' •:;i't';l\lld 
he dirr:::ct<::d to IN'l'D ~ attenti~n CI·N3-.\ ;_:·nit. 

NOTE: -
This addresses Legkt, London's reques·t to recr:d.ve 

current issues of SPIA, SAT.Pu;.A, and FCS as previously indicated 

.~ ... h·····e·····y··········s .. h ..... oul~ in Cregar memol:'afldum 10/31:. caption7d ·'Coord:tnatJoonmofnl.eadsnnTo/F!'1omf - I sett~ng forth 
policy as pertains to l.egat,~lLondon;; 

c:::rdina:~:l with I I Assistan~ S?ction Chief CI~·2, and I CI·-3 ,L.'-J"'"t""'a""'s,......,c,..le~ .. -:t-=e~r~m:-::t~ned that cop:tes of SPIA 
and SATPI~ve no Seen sent to Legats in general for reasons 
to include security of the irifor•mation ~ assets and techniques 
described in the documents; the fact that SPIA and SATPil\. a.l"'e 
tightly held summaries fol" FB'IHQ and establishment office use, 
and are not seen as needed by Legats since the info:r.mation 
on individu.s.l cases and ·tren~s may be too specific for a 

!~=~~:!~ !1~~:g!,!;~;~c~··~~s~~:~~!!~~)Wnd not ncccssm:-y for the 

After review of this matter, it is apparent that CI-3-A 
Unit publication, ''FBI Forei.mn Counte:r.intellis-ence Surmna:r.y ( FCS)" 
Clearly fills the needs and r,eque.sts of Legat, :r.,ondon to he kept 
advised of current tl"'ends and: interests in the Fer· field, 
since this publication cover$. the hx'oad FCI field and cites 
trends and major developments. CI-3-A has insured Lcp;at, 
Lo~don .. ~vill r~gularly r:<;eive <~o:gies of res, CUl":rent copy of 
Hluch ~s not-J a.n 'f?Pepara.t:ton. ~ 
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(c) 

(c) 

(c) ························ 

IN1RODUCTION 

The purpose of 
overviel<~ and analysis 

ublication is 

Detailing and analys±s of key FBI counterintelligence 
! 

operations is also affo~~ed. This particular issue is devoted 
to the activities of I 

I during the 
L---------------~~--------------~ 

first six months of i9§0. For purposes of brevity, these 
services ~nil hencefort~ be referred to as thel I 
I I In the interest of operational and 

administrative security,: and acknowledging the need-to-know 

principle, information t$ not set forth in specific, detailed, 
documented form. t«j . 
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Aside from thel lease, ~1o other significant 
cotm.terintelligence actions, involving double agent 
operations, were initiated against the SIS in mirl'-1980. In May 

of 1980, the U.S. Department of State (USDS) lodged a strong 

I 

Sfi6flB!f 
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protest with 
activities oq 

( s) ... 

I 

That 
protest, this 

( s) ·················· 

United States. 

(S) 

-· 

Sovie ~1c: 
_,. 

t-'h~ 

same 

one 

~ 

Followin 
_ ...... ~ecalled by the 

g the USDS protest, 
Soviet Union. 1-sJ. 

lodged yet another 
r 

m6i,lth, the USDS 

elating to the ac tivities ofJ 

___ ___. was also 1 ·mpelled to depart the 

- 4 -
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CubanM.Americ$.1 relations during the initial portion . 
of 1980 have been grt;~tly affected by the influx of over 

125,000 Cuban refugees' into the United States. The refugee 

exodus is the result of economic~ social, and political 

pressures that rUive b~en building since 1977. The Cuban 

II 

Sfeite! 

M 8 -
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(U) 

( s) 

SECREr 

economy has stagnated,, ancl the already austere standard of 

living has deteriorated ·even further. Additionally, a rapidly 
expanding labor force' has created a labor surplus, and 
incidences of crime, of ~poor job performance, and of political 
discontent have been on the····increase. 00 
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SECREI 

The Neutralization of an East German Illegal 

As detailed in the "Review" of :March, 197~ 
suspected East German illegal using the identity, L__j 

L...---------...JI (at the time of publication, for 
security purposes, the name ttSchmidtn was used in the article) 

was located in New York City. He was employed by a majorD 

L...-------------l~ich has, as one of its clients, the 
United States Department of . Defense; thus the firm :h..an.dled 

some classified data. I lwas married to a woman who, 

although being a naturalized U.S citizen, is a Cuban 

b6 
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APPENDIX 

(l}rJMlJNIST COUN1RY OFFICIAL PRBSENCB IN 'IHB 
ON11'EU STATES, octUBER, 1979 

Country Officials 

USSR 1,217 
PRC 239 
Poland 287 
GDR 77 
Czechoslovakia 98 
Cuba 100 
Romania 80 
Hungary 79 
Bulgaria 51 
Vietnam 12 
North Korea 12 
Yugoslavia 154 
Albania 12 
Mongolia 10 
Total 2,428 

NOTE: Officials is a generic designation used by the FBI for 
practical operational convenience and should not be confused 
with diplomatic designations. 

- 60 -

bl 

' •' 



( s) 

CCMMUNIST COUN1RY OFFICIAL PRESENCE IN 1HE 
UNITED STATES, OCTOBER, 1980 

Cotmtry 

USSR 
PRC 
Poland 
GDR 
Czechoslovakia 
Cuba 
Romania 
Hungary 
Bulgaria 
Vietnam 
North Korea 
Yugoslavia 
Albania 
Mongolia 
Kampuchea 
Laos 
Total 

Officials 

897 
481 
359 
121 
96 

155 
78 
87 
66 
18 
14 

324 
9 

11 
3 

11 
2,i3iJ 

... 

SECR:ffi' 
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U! ... fE1.} STATES GOVERNMENT 

Memorandum1 
'1D\ : Mr. E. J. 0' Malle:Y If jf!s-

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

DATE:l2/15/80 

),~,------------~ 
FRO~~t1·1 ,· l· .__ __________ ___. 

SUBJEC~)FBI FOREIGN COUNTERINTELLIGENCE REVIEW --- -·-----\-----·-·- ' 

PURPOSE: 

To recommend approval of attached publication, 
"FBI Foreign Counterintelligence Review," for dissemination 
to elements of the United States Intelligence Community, 
as well as the Senate and House intelligence committees. (U) 

RECOMMENDATION: 

That attached publication be approved 
dissemination, as detailed on attached list, to 
of the United States Intelligence Community and 
Congress. (U) 

D1rector ----
E <0C AO·~\t:"lm. 
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TO 
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UNITED STATES GOVERNMENT 

Memorandum 
Mr. E. J. O'Mal 

GOUFIBEW:I?IAL 
UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

DATEi 9/22/80 

;,.)( ;· 
AHoc. Dir. __ 

Dep. AQ Adm. _ 
Dep. AD lnv. ·-

Asst. Dir.: 
Adm. Servs. __ 
Crim. lnv. __ 
ldent. __ _ 
lntell. __ _ 
Laboratory __ 
Legal Coun. __ 
Plan. & Insp. _ 
Rec. Mgnt. __ 

~~. p~~~~Ii:~s~ll. 
~ \..~lephone Rm. _ 

FBI FOREIGN COUNTERINTELLIGENCE SUMMARY 
f''\ ;· .• .>~.\~{)Director's Sec'y _ 

L i .. , dx: ·\,. ,\ 
\"' i'··\f10 

PURPOSE: /! ·. \:j 

v To recommend. approval of attached J21Lb..J j catiQJlJ. 
....... fi?B•If"• Foreign CouJl.~.er iQJ;§11J9.!=n~_.§.t;gn!1)2£Y.! 11 

{or dissel!linat.Ton 
wi thln the FBI. (U} (_ ' 
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' 

IN1RODUCTION 

The purpose of publication is to provide an 
overview and 

(c) 

Detailing an analysis of <ey FBI counterintelligence 
operations is also afforded. This particular issue is devoted 

to the activities of I 
(c) ~------------------------------------~!during the 

first six months of 1980. For purposes of brevity, these 

services will henceforth be referred to asl I 
(c) 

I ~ In the interest of operational and 
administrative security and acknowledging the need-to-know 

principle, information is not set forth in specific, detailed, 
documented form. Some of the material contained herein has 

been obtained from other elements of the United States 

intelligence community, as well as the intelligence services 
(U) ············· ······c·e .. r.fai11 f:fieridly; foreign Governments~ CB:l 

S.ECitt!'I 

- iii -
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( s) 

(U) 

( s) .... 

During the initial portion of 1980, relations 

between the United StatE)s and the Soviet Union continued to 

deteriorate, largely as a result of the Soviet invasion of 

Afghanistan. I 

Within the past year, hov1ever, there has been a 

marked decline in Soviet official presence. Due in part to the 

closing of the Soviet Consul General, New York, Nel'l York 
(SOVCONY) J 

!soviet presence has declined from 1,222 
~----------------~ in Jtme, 1979 to 1,116 in June, 1980. Furthe1111ore, within the 
past year there has been a decrease in Soviet east-west 

exchange visitors to the United States, as well as a marked 

decrease in Soviet merchant shipping docking in U.S. ports. 

~ 

-sncrm:_ 
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( s) 

EJ 
Cuban-American relations during the initial portion 

of 1980 have been greatly affected by two central elements--a 

stepped up anti-American propaganda campaign by CUban leader 

Fidel Castro and the influx of over 125,000 Cuban refugees into 
the United States. A stimulant to Cuban anti-American 
propagandizing has been a perception by Castro that U.S. 

Cuba and the Soviet Union is escalating 

The refugee exodus is the result of economic, 

social, and political pressures that have been building since 
1977. The Cuban economy has stagnated, and the already austere 

standard of living has deteriorated even further. 

Additionally, a rapidly e>.."Panding labor force has created a 

labor surplus, and incidences of crime, of poor job 
performance, and of political discontent have been on the 

increase. The exodus will, however, probably result in only 

temporary alleviation of pressures on the Cuban leadership 
since the cotmtry's basic economic problems are not being 

( U) addressed and will continue to cause trouble for Castro~ ~ 

~ 
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------- -- ---

sECRE1 

V. DEVELOIMIM'S IN COUNTERINTELLIGFNCE OPERATIONS 

In February, 1980, the Government of Canada declared 
Assistant Military Attache I I 

I Persona Non 
~--------------------------------------~ Grata (PNG), because of the Soviet's persistance in abusing 

their diplomatic status. by conducting espionage activities. 
Conconnni tant with the PNG action, the Canadians released a 
statement for the press which detailed the abuses of the 
Soviets: 

"The case involved a citizen of the United States, 
employed in a sensitive position in the U.S.A., who 
was in contact with the Soviet Fmbassy and tasked to 
obtain information. The R.C.M.P., with the cooperation 
of the FBI, moni tared the case and, With the help of 
a U.S. citizen, determined that over a period of some 
sixteen oonths the Soviets met clandestinely with the 
U.S. citizen, using traditional signal arrangements 
and dead letter boxes, in tl1e Ottawa area, where 
exchanges of information and roney took place." 

SEElR:Bf 
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COr~r;;ur~tST COUNTRY PRESErt~CE tr~~ THE 
UNITED STATES, JUNE 1, 1980 

COUNTRY OFFICIALS 

USSR 1,116 

PRC 448 

POLAND 301 

GDR 9B 

CZECHOSLOVAKIA · 104 

CUBA 159 

ROMANIA 74 

HUNGARY 79 

BULGARIA 52 

VIETNAM 18 

NORTH KOREA 14 

YUGOSLAVIA 279 

ALBANIA 8 

MONGOLIA 13 

KAMPUCHEA 4 

LAOS 11 

TOTAL 2,778 

- 73 -
· . SJ;r:!l'iU=J:. 
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IN1RODUCTION 

The purpose publication is to afford an 
overview and analysis of ~ I 

tion.s and 

particular issue is 

opera

This 

(c) .. I 

(c) 

(U) 

r--------------r-------
during latter seven months of 1979. For 

~--------------~ 
purposes of brevity, these services will henceforth be 

referred to as J In 

the interest of operational and administrative security and 

ac'knowledging the need-to-know principle, infonnation h:: not 
sef forth ili specific detailed; documented form. ~ 

- iii -
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SECR£'f 

During the latter part of 1979, relations bett·Jeen 

tl1e United States and the Union of Soviet Socialist Republics 

1vere undermined by a number of developments, the most decisive 

of 1-.rhich was, of course, tt'le Soviet invasion of Afghanistan. 

Sf£R£'f 
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( s) 

Jwhich \v-as dramatized in the fall of 1979 by pubJ.:icity ....__ __ ---:-...... 

surrotmding the publication of The Fourth Man, by .Anclre1'1" 
' 

Boyle. This book explores the 1i ves of the infamous Englishmen 

- 2 -



--------------- ----------------------, 

who spied for the Soviets, Kim Philby, Donald Maclean, Guy 

Burgess, and Anthony Blunt, ~fuo were recruited to the Soviet 
cause 1~en they were students at Cambridge University in the 

( U) ....... -----·· ..... ..... ....19_3_0s_._-...:;;M;....;;;:.. _____ ___, 

CI-1 Unit Chiefs. 
( s) 

( s) 

As reported in the ''Review" of March, 1979, Poland 
\IIBS the first among Eastern European nations to attempt a 

special relationship with the United States. Poland has held 
most-favored~nation status (MFN) since 1960, and trade between 

Poland and the United States has increased steadily. 

Unfortunately for Poland, its economic standing in the 
international connmmi ty has been undennined by heavy 

indebtedness to the West, including the United States. Polish 

diplomatic efforts in the United States are thus centered 

around fostering trade and, in general, cultivating good 

relations between the two nations. In light of Poland's 

positive towards the United States it 'ic:::: not 

- 3 -
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( s) ..... 

The current leadership of the People's Republic of 

China has launched a multibillion-dollar progr~ to acquire · 

Western machinery and te<;:lmology to help modern~ ze their. 

nation's primitive industrial base. The program was initiated' 

in February of 1978, when Chairman Hua Guofeng a.Tlnatmced that, 

SE6RHf 
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( s) 

(c) 

as the initial stage of the modernization plan, 120 major 
industrial projects were to be completed under a ten-year 
(1976-85) economic plan. To achieve the ambitious 
construction and production targets of the plan, massive 

infusions of Western technology and equipment will be 

required. The long-range objective of the program is to propel 
the Chinese economy to "front linett status by the year 2000. 
(U) 

SE~ 
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(c) 

( :=:: ~ 
1'- I 

( s) ························· 

SE6Rff.f' Referral/Consult 

There has long been a q.uestjon over the placement of 

homosexuals in sensitive positions, mainly because it has been· 

held that homosexuals are particularly vulnerable to 
compromise and recruitment 

Generally speaking, the homosexuals present an 

opport1.mity for ~ecruitment that cannot be overlooked D 
I An individual employed ln a 

sensfti ve ·position and discovered to be a homosexual will be 

closely assesse~ I Homosexuality may, ho'~-<Iever, be 

. - 52 -
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(c) ·················· .... 

only one of many factors that are considered. Homosexuality, 
combined with ·financial distress, drug or alcohol addiction, 

employment dissatisfaction, or marital discord are a few of 

the possibilities that may prove tb be a deciding factor in a 
recruitment approach. The posture of the SIS vis-a-vis the 
homosexual was discussed by John Barron in his book, "KGB: The 

Secret Work of the Soviet Secret Agents" (Reader's Digest 
Press, 1974). Barron noted, that t'contrary to popular 

supposition, the KGB is not primarily interested in 
homosexuals because of their presrnned susceptibility to 

blaclanail. In its judgment, homosexuality often is 

accompanied by personality disorders that make the victim 

potentially tmstable and vulnerable to adroit manipulatton. 
It htmts the particular homosexual who, tomile more qr less a 

ftm.ctioning member of his society, is nevertheless 
subconsciously at 1-var with it and himself. Compulsively 

driven into tortured relations that never gratify, he cannot 

escape awareness that he is different. Being different, he 

easily rationalizes that he is not morally bound by the morals, 

values and allegiances that unite oth~rs in cormntm.i ty or 

society. Moreover, he nurtures a dormant impulse "to strike 
back at t.l-Ie society lvhich he feels has conspired to make him a 
secret leper.u (U) 

105-271060 

There have been a nt.nnber of cases in history of 
JIIOdern . espionage where the reerulted D agent "tvas a 
homosexual. Perhaps most notable "~re the 

Of these 
~--~~~~~----~--~~--~~~ ree individtlals, homosexuality played a pivotal role in the 

S£eitBr 
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periodically disseminated by your office, has been of great value to 

this Directorate. In order .for more of our senior counterintelligence 

·. 
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f/7 
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(c) 

INIRODUCTION 

The purpose of this publication is to afford an 
overview and analysis of 

JJetai11ng anct ana1ys1s o <.BI counterintelligence opera-
tions and operational teclmiques is also afforded. This 

particular issue is devoted to the activities ofl 
(C)··························~--------------------------------------------~ 

,__ _______ __.during latter seyen months of 1979. For 

purposes of brevity, these services will henceforth be 

( c ) referred to as J I In 
the interest of operational and administrative security and 

acknmqledging the need-to-know principle, information is not 

set forth in specific detailed~ documented form. Some of tl1e 

material contained herein has been obtained from other 

elements of the United States Intelligence Commtmity, as well 

as the intelligence services of certain friendly foreign 
(U) Governments~ (6:;) 
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During the latter part of 1979, relations between 

the United States and the Union of Soviet Socialist Republics 

were considerably tmdermined by a number of developments. In 

late August, an incident occurred which sparked ernni ty between 

the two states. Soon after~ I 
defected in New York City, I Mis 
escorted by Soviet officials to a departing Aeroflot flight 
for an innnediate trip back to the Soviet Union. Since it was 

not known l'mether or not I lwas being coerced into leaving 
the United States, tl1e U.S. Government prevented the airliner 

from departing Keimedy Internationa-l Airport. For three days, 

controversy ensued, until the Soviets allowed .American 

officials on board to interview the defector's! I (U) 

U.S. -Soviet relations became further strained 1•.hen 

it became disclosed that a Soviet combat brigade, made up of 

over 2,000 troops, was stationed in Cuba. The Soviets 
contended that the brigade had been in Cuba since the early 

1960s, and was used strictly for training purposes. The U.S. 

Government differed w'i th this contention, as elucidated by 
President Carter on October 1 ~ "there is a high degree of 
confidence that it is not a tmit with a primary purpose of 

training Cubans.'' The U.S. Goverrnnent entered into 
negotiations with the Soviets and attained assurances from the 

Soviets, that, among other things, the "unit in question is a 
training center; that it does nothj.ng more than training, and 

can do noth:ing more." To help insure Soviet cooperation, the 

smr 
- 1 -
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I:S) ················· 

SECKEl 

United States took a number of steps, vmich included an 
increase in surveillances of Cuba and the expansion of 

military maneuvers in the region. (U) 

But, by far tl1e most decisive event to affect U.S.

Soviet relati~ns adversely occurred, of course, in late 

December, lmen upwards of 85,000 Soviet troops poured into 

neighboring Afghanistan, to help consolidate the establishment 

of a pro-Soviet re.::::.g_im_;J:---------------==:!..., 

President Carter reacted to the Soviet _ ____. 

invasion with a number of moves, including the postponement of 
consideration of the Strategic Anns Limitation Treaty (SALT 

II); the halting of grain shipmen.ts to the Soviet Union; and 

the consideration of a U.S. boycott of ·the 1980 Summer 
Olympics, which are scheduled to be held in Moscow. (U) 
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SECRB'fl 

As reported in the "Summary" of January, 1979, 

Poland was the ftrst among Eastern European nations to attempt 
a special relationship lv'i th the United States. Poland has held 

most-favored-nation status (MFN) since 1960, and trade beb1een 
Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in t.lle 
international connntmi ty has been undermined by heavy 

indebtedness to the West, including the United States. Polish 

- 4 -
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diplomatic efforts in the United States are thus centered 
d f d d 1 d aroun ostenng tra e an, m genera ., cult1vat1ng goo 

relations between the two nations. I 

(c) 

bl 

(S ) ····· 

- 5 -



I 
I 

I· 

Travel by Intelligence Officers 

bl 

~-

- 45 -



( s) 
· .. 

V. DEVEIDIMFNTS IN COUNTFR.INTELLIGFNCE 
OPERATIONS 

- 47 -



(U) Forged Identification Documents W 
~ 



POLICY REVIEW 

OFFICE OF THE DEPUTY UNDER SECRETARY OF DEFENSE 
WASHfNGTON, D. C. 20301 

P'.!:E.l~RAL: GO~:r 

In reply refer to 
I- 02 331/80 

2 6 FEB 1$80 

I / 
,., : ( \ Jtfl.. A 

/4! 1,.) MEMORANDUM FOR THE ASSISTAN'IV'IiiRECTOR, INTELLIGENCE DIVISION 

Q 
FEDERAL BUREAU OF INVESTIGAT~.ON , 

II ,·, r . 
f..}-.·•1: .' 

SUBJECT: Foreign Counte~~1J,igw~]leV:ie~----
. 

Th BI Foreign Counterintelligence Review has come to our 

~
at n'l:1on as -b-eingaaocumeri1:"tn:a·-r~W01lJ.-d-1:5e most useful to 

· in the execution of our responsibilities both as 
/ ogram Manager for the DoD FCI Program and in our overall 
/ policy making capacity for Counterintelligence within the 

/ Department of Defense. 

We would appreciate being added to your distribution list 
and, in addition, it would be most helpful if you would 
provide us copies of previo.us issues. 

..... ·.~ ...- _,) ~ I Jl .. 
:·'\~{ ,/.q Vf'~r'-·-.f"' 

j L. Br1tt Sn1der 
~l:~ Director for Counterintelligence 

4 
J 

and Security Policy .. , · · 
1 . ~:.·"' . ~~;.. .. ,._:.:~:.. .. - ·· 
Lf/"....; ~ I / ~:S ... ._t . .. "' -

~i ~. 

/ 

. I Mt.;.: h ~,,~,.. 
.. V\ '· . 
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(U) 

C9N:E'ff>EMi"lAL 
1 - Mr. W.O. Cregar 
1- Mr.~~~~~--------~ 
1 -Mr. J.H. Geer 

Date: 

To: 

1 - Mr ol 
1- Mr.~.--------------~ 

BY LIAI$0N 

December 13, 1979 

Commander 
Office of Special ~nvestigations 
Department of the Air Force 
Forrestal Building 
Washington, Do C. 

Attention: Chief, A.cquisitions and Ana~ysis Division 
Directorate of Cquntet inteil:LifJ.~nce 

From: William o. C~egar, Assistant Director 

Subject: l.WlQUEST FOR REJ;,.EASE OF INF0~-1AT~ON .. \ i 1\ '1 / 
~· \ \ J • r \ '\ • • \ ~ :I' 
v *"" ' }'. .. '\ 

Reference is made to your letter dated December 3, 
1979, captioned '1Release of Information," your referenc;:e 
IVOA.. (U) 

We interpose no objection to your reprinting 
in the "AFOSI Quarterly Counterintelligence Brief" the 
article and phot~raphs entitled I 1as sanitized 

· in the enclosure o refetencea Iettet. It is understood 
that the "~" classification will be maintained. ~) 

Your attention is invited to the final paragraph 
of the text of the article which makes reference to "pages 
55 through 59" of the FCI Review. It is expected that you 
will desire to change this reference. (U) 

62-85557 
(!)- 65-74480 (FCI Review) 

JPT:vc1/prh (9) SEE NOTE - Page 2 

i 
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l~J 
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(U) 

CONEIDEMTIAL 

Commander 
Office of Special Investigations 

Note: 
In the October, 1979, edition of the "FBI 

Counterintelligence Review" appeared aforementioned 
which described a double agent o eration h. 

u m~ e a san~ 1ze 
e art~c e and requested permission to reprint 

it in its "Quarterly Counterintelligence Brief" which 
is designed to provide USAF commanders worldwide 
significant counterintelligence information. cg:) 

~--------~T~hui~s~has been coordinated with Supervisor 
L----------'1 CI-2. (U) 
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OFFICE OF THE SE~RETARY OF THE TREASURY 
WASHINGTON. D.C. 20220 

MEMORANDUM FOR MR. WILLI~~REGAR 
ASSISTANT ~C~OR, INTELLIGENCE DIVISION 
FEDERAL BUREAU OF ~STIGATION 

.;;;:J;.v%4.-

J ~~-· SUBJECT: ~:S..!~reign Counterintelligence (Review 

FROM: 

--~ ........ ~-""""""'t'lr1n"l.,..~· ... --.. ~ ........ ">>"'.,0_j0 ..... -..,. 

The.Secretary of the Treasury has forwarded the copy of subject 
publication to my office., which is responsible within Treasury for 
liaison with. the intelligence community. We have found the publication 
of definite interest to. our office and selected officials in the 
Office of the Assistant Secretary for Enforcement and Operations. 

I am sure the publication would also be of definite interest to 
the Director of the Secret Service. Because of the physical separation 
of our offices I would very much appreciate your sending a separate 
copy directly to him at Secret Service headquarters, l800 G Street, N.W., 
on a regular basis. 

I would also suggest that future copies of this and similar l publications be sent directly to my office in Room 4324, Main Treasury 
Building, since it is our responsibility to see that the documents are 
made available to Treasury officials on a need-to-know basis. ~ I 

6 j''"' ;.J f/o:;{) - l (;~l 
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Memorandum • ..,.. .:--
., ~ J-..• ... f. ...... 

\l":) \\ v] 13} 
·,,~,- ., ~ 

Date 7/25/85 

( ', . : f'' 
~ .. -" 
Ex.c AQ Adm. 
Exec AD lnv. _ 

Exec AD LES -
Asst, Dlr.: 

Adm. Sefvs• _ 
Crlm. lnv. __ 
ldont. __ _ 

Insp.---;--
lntoll, __ 
Lab. __ _ 

Logol Coun. 
Off, Cong. & 
Public Affs. _ 

Toch. Servs. _ 

Training 

Telephone Rm. 

Subject · l:sLFCR E I GN (X)JJb.li.ER.LbJJ'..E.LI...I.GEWGE-REJLLE.W.. V () l f..L. WI£ x.:;r::·~tor!s·sec'y -
e:J r: B-:!:. p dgf!!..#<;,l~ ..:t.:'f. .. r-rt---L.L!G-l£~JC.e AN4LY51S 

This· corrn1u~ i cat 1 on is- class ITi~dliC~·~:£T~:tiar~---:--~,. 
in its entirety. 

PlRPOSE: 

To recommend approval of attached publication 
"FBI Foreign Counterintelligence Review" for dissemination 
to individuals and elements listed on attached dissemination 
1 is t. 

R EcavrviENDAT I ON: 

1 Mr. E. J. 0'Ma1le 
1 -
1 
1 -
1 -
1 -
r~~------------------~ 
~:~ (7) 

> (HJ\N 1 G 198& 

-r MATERIAL ATTACHED 

(CONTINUED - OVER ) 
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ffiNP I BEP*T I l\i,. 

Memorandum from Jto Mr. E. J. O'Malley 
Re: FBI Foreign Counterlntel 1gence Review 
65-744-80 

DETAILS: 

IS 0 

externally to individuals and elements listed on attached 
dissemination list. Printed copies will be distributed when 
printing process is completed. 
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DISSEMINATION LIST 

Assistant to the President 
for National Security Affairs- 1 

Foreign Intelligence Advisory Board- 2 

Department of Justice, The Attorney General- 1; 
Office of Legislative Affairs - 1; Counsel for 
Intelligence Policy - 1 

Department of the Treasury, Director, U.S. Secret 
Service- 1; Special Assistant for National Security- 1 

Department of State, The Secretary of State- 1 

Director, Defense Intelligence Agency - 2 

Assistant Chief of Staff for Intelligence, U.S. Army- 5 

Office of Special Investigations, U.S. Air Force- 5 

Director, Naval Investigative Service, U.S. Navy - 1 

Director of Central Intelligence - 1 

Security Committee/Intelligence Community (IC) Staff - 1 

Chief, Community Counterintelligence Staff/IC Staff - 1 

Central Intelligence Agency, Deputy Director for Operations 
(DDO)- 1; Office of Communications/DDO - 1; 
Policy Coordination Staff/DDO- 2; Chief, Counterintelligence 
(CI) Staff - 1; CI Staff (Publications) - 1; Deputy Director 
for Intelligence (DDI) - 1; Chief, Collection Requirements 
and Evaluation Staff/DDI- 2; Director, Office of 
Security - 1; Chief, Security Analysis Group/Office of 
Security- 1 

National Security Agency, Director - 1; M56 - 1; M503 - 1; 
Publication Unit - 1 



" . • 
Chief of Naval Operations, Navy Department, Navy Security 

Committee Member - 1 

Department of Energy - 5 

Department of Defense, Director for Counterintelligence 
and Security Policy, Office of the Deputy Under Secretary 
of Defense - 1 

Chief, Security Education Division, Defense Industrial 
Security Institute - 1 

Chief, Security Education Group, Office of Security - 1 

Director, Division of Security, Nuclear Regulatory 
Commission - 1 

Director, Office of Security, General Accounting 
Office- 1 

Director, FBI - 1 

Chairman, House Permanent Select Committee on 
Intelligence - 1 

Chairman, Senate Select Committee on Intelligence- 1 

Intelligence and Security Command, U.S. Army - 8 
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INTRODUCTION 

The purpose of this publication11 ;·., i-J+:a_.-....cr::.tl.lLL'.a.,e.......t:."l.ll-"".a_ ... ___, 

~~se~m~ian~n~u~al~b~a~si~s~.a~nL£OV~e~rDv~ie~w~~~nt,ri~~wnt~:~lv~r,~~·i~~nuf·~I-----------------,J 

Detailing and analysis of key FBI counterintelligence operations is 

also afforded. In the interest of operational and administrative 

security and acknowledging the need-to-know principle, information 

is not set forth in specific, detailed documented form. Comments 

and queries regarding this publication are welcome and may be 
addressed to FBIHQ, Intelligence Division, Attention:~ 
CI-3 Section, B Unit. L. _____ _... 

-SECREf 

-iii-
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SECRET 

The expulsion of nearly 150 Soviet officials worldwide in 

19&3 was directed primarily at those engaged in S &: T intelligence 

collection. Many of those expelled, including two from the 

United States, were KGB Line X officers. These expulsions, even 

when coupled with strained U. S. - Soviet relations, do not appear to 

have had a significant effect on Line X activities in the 

United States. It would seem that there would be a disruptive effect 

upon SIS operations when a KGB officer is forced to depart 

unexpectedly, since it frequently requires several months to arrange 

for a replacement. The FBI has, however, not detected any activity 

which might be construed as compensating for the expulsion of an 

officer. This may be explained in part by the fact that the broad 

S &: T requirements can often be satisfied through the acquisition of 

unclassified information. Furthermore, targeted material can be 

acquired ou.tside the United States tinder more favorable operating 

conditions, or inside the United States by Warsaw Pact intelligence 
services. 

- 2 -
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Active Measures 

During the first week in July, 1984, allegations surfaced 
that the Ku Klux Klan {KKK) had sent a letter to the Olympic 

Committee of Zimbabwe, threatening violence against its Olympic 

teams. Shortly thereafter, similar letters containing threats, racist, 

and derogatory language were received by other African and Asian 

countries. Countries known to have received the letters are Ghana, 

Mali, Cameroon, Senegal, Uganda, Nigeria, Zambia, Zimbabwe, 

Liberia, Sri Lanka, Bangladesh, Hong Kong, Malaysia, South Korea, 

Philippines, Burma, Japan, Singapore, and the People's Republic of 
China (PR C}. 

Top-level leaders of the different factions of the KKK 

were interviewed by the FBI. They categorically denied any 

knowledge of the letters and pointed out many discrepancies in the 
logo appearing on the letters. 

The words and phrases used in the purported Klan letters 

are not colloquial English and are characteristic of nonnative use of 

the English language. In addition, the timing of the mailing of the 

letters to coi~cide with the visit of Secretary of State Shultz to 

Malaysia is indicative of a desire to make the most of these 

circumstances for propaganda purposes. During this visit, Tass 

published an article saying that the KKK has "expressed in an 

extremely base manner what the architects of ~merican Policy have 

in their mind." The article said that the Reagan administration "has 

mounted such ferociously anti-socialist activities as has made 

participation of sportsmen from Socialist countries in the Los 
Angeles Olympics impossible." 

5ECf! f!T 
, 

bl 
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:51!CRET 

It is clear that the news release was part of a 

preconceived plan on the part of the Soviets to immediately 

publicize material that would support their decision to boycott the 

Olympics and imply that the letters are in some way connected with 
President Reagan's fore!gn policy. 

SI!CftET 
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In I I a separate but seemingly related 
espionage matter came to the atteptjan of tbe FBI. Through 

I I the Central 
Intelligence Agency (CIA), the Department of Justice (DOJ), and 
then the FBI were approached co - .. - thJ 

fin exchange for 
information he would supply to the U. S. Government an his illeraJ 

activities. L~---------------:---------'-

SEcRET 

- 36 -
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It was apparent that th,.. of thel 
r lmnPr • ._____ 

by the FBI. I I 
r J lt became necessary to establish a relationship 

with the r J to insure a continued dialogue. 
This was accomplished by the I 

In I 
I, They were in the form of 

L.a-e-ta...,il.,...e-d'!""'"":'bu_t_an_o_n_y_m_o_u_s_de:--p-os-:i:-tl:-. o_n_s ..... whic~L-------'1 transcribed 

from cassette tapes. The ck!positions were quite detailed but 
frequently rambling in style. 

L_~~~---------r~~~~~~~~--~~~who 
California. Thus, the first goal of the FBI 1......-------' 

investigation had been accomplished with the identification of 

I I 
F . ..:u::r_:t~he~r~_:i:,:.:n:ve:::;s::_:t~ige,:a~t:.:i o~n.!_-!.!re::..!v:..:e:.!:a:!.!l e::.::d:!..-_thl:l-'1~ a t_'-,.I __ ...JI had 

maintained r ~ho was an 

SECRE'f 
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All the pieces of the investigative puzzle seemed to fit. 

r For arrest purposes, it was ------------------T-----~~ 
now necessary to catch I jfiagrante delicto with dassified -

j 

material, or at least locate documents in his possessi~n. 

The FBI's technical coverage provided the answer to this 
problem. r I 

( s) 

SECREt 
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In a>nclusion, U. S. army analysts have described the 

damage caused b~ lespioriage involvem~t with the~s 

SECRET 
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· Director of Central Intelligence - 1 
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for Intelligence (DDI) - 1; Chief, Collection Requirements 
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Security- 1; Chief, Security Analysis Group/Office of 
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Publication Unit - 1 
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Chief of Naval Operations, Navy Department, Navy Security 
Committee Member - 1 

Department of Energy - 5 

Department of Defense, Director for Counterintelligence 
and Security Policy, Office of the Deputy Under Secretary 
of Defense - 1 

Chief, Security Education Division, Defense Industrial 
Security Institute - 1 

Chief, Security Education Group, Office ?f Security - 1 

Director, Division of Security, Nuclear Regulatory 
Commission- 1 

Director, Office of Security, General Accounting 
Office-! 

Director, FBI - 1 

Chairman, House Permanent Select Committee on 
Intelligence - 1 

Chairman, Senate Select Committee on Intelligence- 1 

Intelligence and Security Command, U.S. Army - 8 
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of/ 
---..TT' 4V '-.I., VI a:s a result of the murder 

Within a month of the murder, FBI inVestigations had 

~:..:.:.!~~~~~cts all of whom belonged to thel I 
Further investigation revealed that officers of 

and had tasked L-----..--......., 
gang members ~t~o~m~ur~d!!ie:rr.L_-WiJ.Dl:.e.....ulaL--,l--J had received 
information tha 

Eventually. t~e Govern menlL....---:------:----:-----::-:--:-' 
I Jfor complicity in the murder plot, all of 
whom were tried and convicted on charges of murdec I 

Although the c==J Government denied any 

involvement in the murder ~ncident has become a cause 

celebre, and has spurred protests from members of the United States 

Congress and the Chinese-American community. 

SECRET 
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I Neutralization of J 
~----------~----

On_t 

• 

J'Thel Jinvestigation also spawned the arrest iniL.. ____ _, 

'r===-...,1 of I I a U.S. citizen, on charges of 

espionage, and also led to investigations (some of which are still 

ongoing) of several other individuals. 

The investigation was initiated inl 

L 
J The period during which he sold the documents .__ __________ __, 

occurred during the 1970s. The woman reported tha 

serve as a conduit through which the documents were passed to the 

I I 

In the course of an interview, thel I 

~~--------------------~~ 

see:tt 1!1 
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Aftrr I I departure, the I !explained that the 

During the interview with the FBI, th~ woman recounted 
other suspicious ·activities on the part· of I 

----~--~------------~ Several years ago, while th~ 

had given a I I which was similar to that 

used b~ !during his visit. Further, during another visit to the 

I I A 
security service of th~ lwas then contacted regardin~ I 
and the response of the I I tended to corroborate the 

woman's allegations. As early as I had been 

investigated by the I for sus ected espionage 

activities. From that point on th !cooperated in the 

FBI investigation oi I 

SECRET 
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Th;::e=====::::---------__.regarding the 
allegations ofl He firmly denied any of the charges 

and countered by stating that...._ _____________ ____J 

Fortuitously, shortly after the interview it was learned 

I Under monitoring by the FBI, a meeting was duly 
.__a_rr-a-ng_e_d-.-A-t---1this rendezvousJ I was quite voluble, giving 

Based upon what was learned in this meeting, it was 

decided to set up a double agent operation,._! -----------J 

.___---II It was further decided to introduce a UCA into the 

operation. The UCA would impersonate ~ 

SECRET 
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Through the end ofOthe woman communicated with 

I by telephone, and mentioned to him that she had a 

l.__ _________ ___.lfor the document and departed the 

scene of the meeting, whereupon he was placed under arrest. 

There. were a. number of spinoff~ of· th~ lease. 

The one which had the most tangible results was the neutralization 

and arrest b~ !authorities ofl I~ U. S. 

citizen and civilian employee of the U. S. military, for supplying 

military documents to I I awaits trial in D 
I I The I I and other military personnel who 

allegedly supplied documents t~ !admitted being acquainted 

with the 1 1 but strngly jnied compromising any classified 

data. The fact 'that was not cooperative with the 

prosecution assured that no further convictions would evolve from 

his arrest. 

The most significant aspect of the case is its degree of 

sophistication, which demonstrated once again the high level of skill 

of which the I ~rvices are capable. I !operated, 

almost without detection, in excess of 15 years, and the precise 

number of servicemen compromised by the I I will probably 

never be known. The modus operandi executed byl I was 

SsCR :ST 
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quite ingenious. Although a ... I _____ _.I may seem innocuous, it 

could serve as an excellent setting for spotting, assessing, and 

recruiting agents. I lnke local taverns, oftentimes 

take on the form of a "club-house," where individuals can socialize. 

This is apparently what I I was to U. S. 

also provided a service that is needed by 
virtually everyone-

The case also demonstrates the potential security 

problems caused when hundreds of thousands of American troops, 

most poorly paid, are stationed in a foreign setting. It is interesting 

to note that, i~ ltong career of espionage, few American 
servicemen reported his activities. 

SECRET 
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I 0 Arrest and Conviction of Agent 

cuments was extremely sensitive 
relating to 

f the United States. 
For his service 
Th~ L--.-...-:-r--r---------~:-:-----~ 

American arrested for involvement with 
espionage purposes 

~--~~--~----------~~ result of his espionage activities with 

The FBI learned in .... l.,... ___ .....,;lt;;.;h.;;;;a.;;.....;;ts..;.e.;;.;;n.;.;;si
4
tive classified 

information ooncerning 'the I I had been 

compromised to the D The information was received from a 

confidential source who at that time was aiL _________ __. 

L---------------------~ (This fact was disclosed in the 

affidavit and subsequent court documents after! I arrest and 

arraignment; the source has since been I I 
I The source also reported that the classified information 

.__w_a_s_f-ur ..... nished to thel lvho had 

been introduced to the I I in ._I ____ ___. 

~f!CRET 
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According to the source, the introduction of the 

American was brokered by an individuar-1_na_m_ed,
1
1 _______ ___. 

The FBI had previously investigated due to his alleged 
involvement i 

~~------~--~~ 
Bloc countries. After an extensive invest~gation,

1 
it was eventually 

decided to proceed with an interview of On I I 
D was interviewed by the FBI and denied any knowledge of 

involvement in the I Ito a hostile country. 

SECit :E'f 
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To : Mr. E. J. 

From : ._I ______ _. 

This communication 
in its entirety. 

P-URPOSE: 

• 
Date 5 I 2 4 I 8 5 

To recommend approval of attached publication 
"FBI Foreign Counterintelligence Surrrnary" for dissemination 
with in the FBI. (U) 

Exec AD< Adm. _ 

Exec(.D lnv •. t-f
Exec AD LEl 1_ 
Asst. Dlr.: 
.,,fdm. Sorvs. _ 

Crlm. lnv! __ 
ldont. __ _ 
Insp. __ _ 

lntell. __ 
Lab. __ _ 

Legal Coun. _ 

Off. Cong. & 

Public Affs. 
Rec. Mgnt. 
Tech. Sorvs. 
Training __ 

Telephone Rm. _ 

Director's Sec'y-

That attached publication be approved and 
disseminated internally to 59 field offices and appropriate 
He ad qua r t e r s per s 9t~~~ i1tJ•)' Adm. Serv$. __ Laborato!Y --=-<·~""-= ~ 

--- Crim.lnv. __ !..eS·"' C?un. -~"' ~- } 

< I ,'/ 

Enclosure 

65-74480 

1 - ..,aw...&-..w.&..-SL.ll......lo.I....Wolilo..lo...a....liii..li---, 

1 -
1 
1 -
1 -
1 -
1 -
~~~-------~ 
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(CONTINUED - OVER) 
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Memorandwn fromJ I to Mr. E. J. O'Malley 
Re: FBI Foreigi councerintelligence Sunmary 
65-74480 

The "FBI Foreign Counterin~~~~~~~~~~--~ 
provides an overview and anal s· 

~~~mr~~~~~Tnrlnnri~L..~trrr~Ilrnted copies will 
distributed when printing process is completed. 

COUF I DEN'!' I 1\±. 
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M-emo~andinn 
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U1ifC LASS I FIED 
OTHERWISE -- ~z 

Exec: AD Adm, -
Exec AD lnv, _ 
Exec AD LES_ 

A':t; Dlr.: : t.:
1
m. S.rvs. _ 

r. I ldtelnmt •• lnv, --'"'Sf:ffieT ----------------::::=;.:::.;::=..::.::::______________ Insp.---

To Mr • E. J • 0' Ma 11 e y Date 8/9/84 

lntell. __ _ 
Lab. __ _ 

Legal Coun. 
Off. Cong. & 

Public: Affs. -
Rec:, Mgnt. --
Tech. Servs. _ 
Training __ 

Subject: FOREIGN (X)UNTERINTELLIGENCE REVIEW A ,t 1 , I· r-::;r;_- ;t .. ,.~ . ill +: n k( //1 £';<··-- / · 6 if , ~ 
Telephone Rm. _ 
Dlrectot's S.c'y-

entirety. 
This memo'randum is cla&.sified "Seeret" 1n its 

PURPOSE: 

To submit FCI Review for approval to be disseminated 
to desig~ated members of the Intelligence Crnnnunity. 

REffi'AVIENDAT I ON: 

That FCI Review 
designated members of the 

Enclosure 
1 - Mr • .,JE!:u... -:.~..J ..... ._Q!.L.I wM~~:~oa...LI...Ll...l;:e;.loi\T_, 

1 - Mr ·1 
1 - Mr. 

L-------------~ 

»U.S. GOVEIINMENT PRINTING OFFICE: 1963•411-864/9070 

be app~oved for dis~emination to ~ 
Intell!gence Comnun1ty. (J1.} 

p (tl ·. 
~ IWI'fiOWD: p- Mm.s......:.::_ Labon!tW 40 -. 

~;~.-"" Crtm.Jnv •. _ legal Coll!'l. ---= 
Oft. of Cong. 

& Public Arts,___ 
Exec. AD-Adm.-.:..._. "ldo'nt. Rec. Mgnt. ,....· __ _ 

O!reetor ___ _ 

Exec. AD·Ir.v .. ...:.__ lnspc~ Tech. Servs,' 
Exec.!.O..LE3 __ lii!J!I. ~ "frtining ___ ..,..... 

1 -

1 -
L-------------~---il---~ 

,. / I "j ... , 
' . 
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Memorandum froml I to Mr. E. J. O'Mall·ey 
Re: FOREIGN COUNTERINTELLIGENCE REVIEW 

DETAILS: 

Ih j s study pro\! j des an Olrer'' I pur and ana I ''C; s of 

Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 

The Foreign Counterintelligence Review is published 
on a· semi-annual basis. 

SECRET 
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DATE 03-03-2011 

0 

FBI FOREIGN COUNTHUNTELLIGENCE REVI:E.W 
VOWME X 

October 1984 

ALL INFORM.ATimJ CONTAINED 

This conununication is classified "Seeret" in 
its. e:atiFet;r, unless otherwise indicated. 
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INTRODUCTION 

The purpose of this publication is to provide on J:l 

semi-annut~l ht~cd c: !l'h • -·· _. ... • 1 I 

Detailing and analysis of key FBI counterintelligence 
operations is also afforded. In the interest of operational 
and administrative security and acknowledglng the need-to-know 

.. 
prin~iple, information is not set forth in specifi~, detailed 
documented form. Comments and. queries regarding this 

=~!:~:::a ::is:::o:te::~on7[ be. addresj~~-=. X 
NOTE: The information contained in this study is current as of 

August 1984. 

- iii M 

bl 



0 0 

bJ 

I\ 

In-1 J 
I n the United States. Owent 

1 was learned by the news media; 
but in early Dan unrelated FBI investigation developed 

b7C 

information that several ro-PRC Chinese-"m"'~,.. ...... 0 ,."" 

I 
I J It is not clear that the Chinese-Americans planned 

this at the behest of Chinese diplomats, but investigation 
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indicated that some PRC diplomats were at the least aware of 

I I IOs from thel I Government also became involved 
in the I J 

·. 

bl. 
I\ 
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Since the closure of most Nicaraguan Consulates in 
June 1~83, the NIS appears to be utilizing the Nicaraguan 

solidarity groups more extensively. The $roups most 

frequently used are the Committee in Solidarity with the 

People of El Salvador (CISPES), the National Network in 

Solidarity with the Nicaraguan People, and various local 

groups. The above two groups seem to be specifically designed 

to influence U.S. policy and public opinion on Central 

bl 
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America. The National Network in Solidarity with the 

Nicaraguan people is ftmded in part by contributions from 

approximately 60 local groups, churches, and public 

foundations. CISPES is a federation of approximately 300 
local organizations which support the Salvadoran opposition 

through demonstrations, teach-ins, and publications. They are 

active on university campuses and are supported by individual 
contributions and foundation grants. · 

- 22 -
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Silicon Valley 

The Silicon Valley) an area of high technology in 

Santa Clara County near San Jose 2 California is of continuing 

i~terest t~ I There are more 
than 300 firms in this area that·have· DOD contracts and have 

,. 

·personnel ldth. national security clearan~es and facilities 

approved for maintaining national security classified 

infor~4tion. These manufacturers produce a large portion of 

American high-tech material, such as semi-conductors, guided 

missiles and space vehicles. They also produce engineering 

and scientific equipment and surgical and medical instrunents. 

I could also target 
L-----------------------~ 

major military facilities located near the Silicon Valley 

area. Such facilities include M:>ffett Field- Naval Air Station 

(anti -submarine warfare regional" center), ·U.s: Air· Fore~ . 
Fa~ li ty, Sunn}ryale { S?tell ite servi~lng·, centetY ~- Pef~nse· 
Language Institute (DOD Language Training Center} , ··etc. 

Also located nearby ate research and/or educational 
institutions involved in classified or highly technical 
studies. Such institutions include Sta.rlford University, 
Stanford Linear Accelerator Center, NASA-Ames Research Center 

and the M:mterey Institute for International Studies. 

5EEREF 
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III. DEVELOPMENTS IN COUNTERINI'ELLIGEOCE 

EXPULSIONS OF s:>VIETS 

According to public accounts, host governments have 
expelled at least 135 Soviet officials for inappropriate 
activities during 1983, a sharp increase from 49 in 1982 and 27 

in 1981. Mbst .were expelled from countries (United States, 

France, Italy, Ireland, !a pan, Canada, Thai land, Great 

Britain, West ·Germany., NonfGly ~ and Spain) for engaging in 

'tradi tiona! ·forms Qf espionage. Others were expelled for 

active measures operations invQlving the ·West European 

antinuclear movement (Switzerland, West Germany). Because 

many governments prefer not to publicize such expulsions, the 

total number of expellees may be higher than the public record 
woUld indicate. 

During the past year or so, eight Soviet officials 
vrere expelled from the United States for attempting to acquire 

classified information. A brief synopsis of these cases is 
presented below: 

While assigned as I 

I, Hho was L_~~--~~~~~~~~--~~ 
attempting to obtain classified information, voluntarily 

departed the United States onjL.. _____ ___.Iafter a protest 
by the U.S. Government. 

~ 
- 35 -
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I 
While assigned asl ~ 

!retrieved a package from a dead drop 
in a rural area of I I He was 

detained by the FBI. The package was recovered and found to 

contain photographs of classified U.S. Government do~=uts. 
He was expelled by the State Department o~._ _____ ___.j 

wpile assigned to the 

.L--------------..,-...-·ni tiated an approach to 
and attempted to secure a L-----------------------~ 

highly classified docunent. He was expelled by the State 
Department o~._ _____ ___. 

I was assigned as I 
L-----------------~~l~s th~e--pr_i_ma_ry--~ 
handling officer of a U.S. citizen passing classified 
docunents to the Soviets from I I 

I I was quietly recalled after I ~ who 

serviced a drop in this operation, was confronted by the FBI. 

On I Snedal A~.llllts a£ the IIIli 
confronted I 

- 36 -
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FBI asset in a restaurant parking lot in ._I ______ ____. 

The asset was in the process of delivering a classified 
document for whic~ I 
I I was declared PNG. 

~---~~fu~i~le~ assigned as~--~===================, 
.__ _____ __.!initiated contact wit~L.------------' 
and asked this individual to obtain specific 

classified restricted mili tary-·related docunent_s. ·._I __ ..... ~t 
ldt obtained the required docunents and was 
confronted by FBI Agents. The documents were retrieved and a was e>:pelled by the State Department 0~ I 

While assigned asl 

I ~as observed by 
the FBI removing material from a clandestine dead drop as part 

o£ a Soviet intelligence operation. He was e:x;pelled by the 
State Department onl I 

On he FBI interdicted a clandestine 
~------~------~--~ being handled b 

as in the process of clearin a dead dro 

L---------------------------------~ 
at the KGB 
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Residency in ~w York, I quietly departed the 

United States for M::>scow on I I before any formal 

PNG action could be taken against him. While the SoViet 

Bnbassy in Washington, D.C., has been orally informed that 

.__ __ ___.I activities in the United States were considered by 

the U.S. Government to be incompatible with his diplomatic 

position, there has been no publicity given to this incident to 
date. 

s~ 
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An individual assigned to the U.S. Navy a~ 

1
..-------..lhad contacted the SMO, in Washington, ._D-.-e-.-o-n ..... 

I 
and twice again on the afternoon of 

...._ ______ _, He indicated that he possessed a security 

clearance and had access to highly classified material, and 

wanted to arrange the transfer of that material to the Soviets. 

Due to the fact thatl lwas. in the u.s. Navy, liaison was 

immediately established between the FBI and the Naval 
Investigative Service (NIS). 

He had 
a "Top Secret" clearance and extensive access to sensitive 

compartmented information concernin~L..------------' 

_____ r...,t t..ras next decided to approach I I with a 

.__ ___ ___.I operation, in an attempt to determine precisely 
how determined he was tQ sell classified data. 

SB;R:s.r 
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.__ _ ___.lwas taken into administrative custody by NIS. 
In a general court martial that followAcf r 

After the court 

During extensive interviews conducted by the FBI 
._an---:d:-N-I-S-r,l==--.ladmi tted that he had contacted the Soviets with 

the objective of obtaining money. He fully intended to sell 
highly classified, sensitive, compartmented information to the 
Soviets, and had considered defecting to the Soviet Union as 
early as L also admitted that he had 

considere1L----------------~~ 
A polygraph examination ofl 

- 40 -
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I TilE ARREST OF AN I 

on I 
was arrested by 

the FBI 

in the United States. 

The o eration be an in earl 

L ____________ ___.had previously been spotted 
and assessed in a classic recruitment scenario. 

ffered to a and in fact d. 

encouraged to obtain employment with a 

firm which held contracts with the DOD. Insteadt the American 
obtained employment wit 

L.--------------------------~ 
continued to task the 

American to obtain unclassified documents. 

~ 
- 43 -
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I I 
I I 
Ll ----::---:-----:-::-::-:--::---------::-____.1 and the 

...,.:.:Am=.e:.:r:.:i:.:c.=an::.:_L.P.=as::.:s:.:e:.:d:.......;c::l:.=a:.=s.=.s=.:i f:.::i::.:e;.;;d:.......:U~·:.:..S:.:.. ___;Go=-=v~e....,qment docunents to 
Ll ________________ __.jat each meeting for 

these doctments. b 7 c 

In I I tasked the American to 
provide classified docunents on the subject of I 

1 During the next meeting at f I 
restaurant, the American student passed ~ 

Upon exiting the restaurant, I I l'.Tas arrested and .___ ___ ___. 
subsequently indicted on charges of espionage. 

OUr investigation of 
~====-=--=-~~-.. -as--=-in~i~t-:i-at-:-e~d:--':'"""""''r======----.lpredicated upon 

infonnation r 

I I l~ assisted the in their invest~gation 
ot pr1me suspect I I while I lwas ~t _the_ 

lwas 1 

SEC-Ri:ff' 
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The damage assessment of th~._ __ ___,laffair has not 
been fully detennined. It is clear, however, that I lwas 

passing classified docunents concerning I I national 
security and foreign affairs to the KGB. 
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To 

From : .____----n'il1( 

• AL 1 HJFDPHA TI OIJ C OIIT AHJED 

"CONF IDEWt'I:A::D 

Date 9/26/83 

aFt:.~ . 
Exoc AD Adm. _ 

Exec AD lnv.__:_ 
Exec AD LES_ 
.\sst, Dlr,: 

Adm.Serv••
Crlm.Jnv._ 
ldent. __ 
Jntell, __ 

Laboratory_ 
Legal Coun._ 
Plan. & Insp._ 
Roc. Mgnt,_ 
T och. Sorvs. _ 
Training __ 

Off. of Cong. 
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Another key developnent is that since January, 1983, 

a total,. of alx>ut 70 Soviet officials {including 47 fran France) 

have been expelled fran countries of the industrial West, as 

~iell as, one fran Japan-the first time a Sov~et had been 

expelled fran that country for espionage ~ince World War II. 

MUltiple, seemingly coordinated expulsions will perhaps canpel 

the SOviets to f?e- less aggressive in their intelligence 

activities. In the ~ of the United States_, this· will 

perhaps app~y. to .. s ·&. 'l' C?+J.eetion ·~a active ~sures (s.ee 

Section IV fm. rore -tnf~.rinat.ion en exPuJ.stons}. Based ·en ~t · " ,. ~ 

experience, we ~uld expeet Soviet intelligence Officers to· 

exercise caution in continuing intelligence related contacts 

.and to institute sel~tive oounterintelligence and security 

measures to test their sources and developnental contacts. It 

is expected that Soviet ;intelligence officers will resume 

their aggressive collection activities with little change in 

their methods once the current expulsion issue cools. 

Th, lalso saw the culminatiOn of an 
operation that resUlted in the neutr~ization of an individual 

whQ ooUld have been dev~oped into ~- useful agent by the 

Soviets. The case was init~ated when ·an individual-· ~s 
detected making .contact with. tbe SOviet Mili1:ary Office (e.D), . . . 
Washington, D. c.. The individual ~tUcat~ that· he had access 

to highly classified data he was willing to sell to the 
Soviets. 

____ ___,I_n_ve.....,s ...... t ...... ig ..... a .... t1ion identified the _potential agent as 

I I a member of the United Statr Na~ I who 
did in fact have access to sensitive information. was 

eventually apprehended (before passing any data to the 

- 3-
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Soviets}· and inL_---:---:---:----:------::-----:----~ 
·unauthorized oontact with the SOviets. The case is very much 

similar to the recent case involving! I 
(see the last issue of the "Review;" a· rore detail€9 account of 

thel lease will be 'included in Volume X of the "Review11 ) • 
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Counterintelligence ActionS 

During the past year a signiflcapt number of 

counterintelligence actions \';ere initiated agains~~-------....1 
sane of which involved the expulsion of IOs. They are as 

folloos: 

Soviet Intelligence Services 

SE:REil - ORO)N/mFORN 
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IN'ffi.ODUCTI<:N 

The purpose of this publication is to provide, on a 
semiannual basis an ~ni=l :m~lv~i ~ nfl I 

( s) 
.. 

I~.,._ _________ ____.IDetailing and analysis of key FBI 

cotmterintelligence operations· i$ also afforded. In the 
inter-est of operational and administrative securitY and 
acknowledging the need-to-know principle, information is not 
set forth in specific, detailed documented form. Comments and 
queries regarding this publication are welcome and may be 

addressed to FBIHQ, Intelligence Division, Attention: ~ 
I,U) BGI-3B;; ~ 
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.Another key development is that since January, 1983, 

a total of about 70 Soviet officials have been expelled from 

countries of the industrial West, including one from Japan-

th9 first time a Soviet had been expelled from that country ·for 

espionage since World War II. Multiple, seemingly coordinated 

expulsions should send tiE Soviets a clear message that their 
intelligence activities have exceeded acceptable levels. In 

the case of the Uniteq States, this message appl~es to S & T 

collection and active measures (see Section IV for information 

on this top~ c) . Based on past experience,, . we would expect 
Soviet int~lligence officers to exercise caution in continuing .. 
intelligence related contacts and to institute selective 

counterintelligence and security measures to test their 

sources and developmental contacts. It is expected that. 

Soviet intelligence officers will resume their aggressive 

collection activities with little change in t.OOir methods once 
the current expulsion issue cools. 

3fX:itf'f 
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In early 1983, officials at tre U. S. Department of 
State (USDS) formally protested the type of activity described 
above to a senior official at the PRC Embassy. In a separate 
incident, USDS officials also protested the activities of a 
San Francisco Consulate official (see Section IV for more on 
this topic). 

- 5 -

' . 



I I 

( s) 

0 0 

I That agent. identified as I 

was sentenced td lcsee Section IV). As a 

result of this incident, tre FBI anticipates that tJQwill 

revert to its practice of avoiding meets in tre United States. 

- 10 -
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( S) ············· •.__ _____ ....~I Two known CuiS IOs were expelled for trei r 

involvement in clandestine intelligence activity (see Section 
IV). In addition, tre U. S. Department of State has recently 
imposed a 25 mile travel restriction on official Cuban 
representatives assigned in New York City. It is speculated 
t l:a.t such a move will force Cubans to arran~ for more 
clandestine meets in New York City. 

8i£REl' 
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GOC involvement in narcotics trafficking has enjoyed 
tremendous media attention in recent months. Various 

allegations have surfaced which indicat;e that the GOC has 

provided safe haven in Cuba to narcotics traffickers in 

exchan~ for a service charge and to some extent, the support 
of guerrilla insurgency in Latin America. 

In exami~tng the. ~vailable information/allegat~ons 
regarding the likelihood tmt tre GOG is i:rwolve~ in narcotics 

t~afficking, it must be said t.ha:t tfure are ample mct:ivations 
"" ' . ' 

.for the -Goc. to become involved: a desi :r:e to support insurgency 
in South and Central America,; a dire need to obtain hard 

currency to offset economic woes; and possibly an attempt to 

subvert U. S. society by making narcotics mare readily 
available. 

Various reporting suggests tmt the GOC is certainly 
eatable and willing to engage in illicit narcotics 
trafficking; hmo1ever, tre bulk of reporting regarding tre GOC 

role stems from individuals closely associated with one 

particul<;lr case and does not f:qrtrer establish a widespread 
Cuban involvement. 

Altmugh·many drtg-·traffickers in tre Miami area are 
of Cuban ·extraction evidence is not available to indicate tl:a.t 
tlese individuals are operating in concert with the GOC. 

Investigations are continuing regarding certain individuals 
lvho have been implicated as part of tre Cuban ·ri on f1nA 

- SEGR& 

- 13 -
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In. t~ overview, w~ can speculate ·tmt tee GOC has 

part~.c;ipateq ·in and benef~t~d f:r.oni · n~rcotic;~ .. -l::riafficking 
t.lrJ:>.l,lghoUt: t$· Garibbe.a:n.. ''C6P$~dering. tre proximity of Cuba 

~~ . . 
to th:{ lJpi ted States, t·re ~-ncreas.;ng · voll.lme of narcotic;s 

activity in t~ Caribbean, and tla potential b~nefits to tie 

GOC fran its participation, it a:tpears feasible and likely 
thlt tie OOC's involvement will continue • 

•. · 
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policy posture maintained by the United States vis-a-vis 

Poland. Finally, there has been some very recent targeting 

related to Poland's ongoing financial crisis. Efforts have 

been made in Washington and New York City to determine 

American views regarding the ability of Poland to meet its 
massive debts. 

SECRE'f 
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A GRU officer, 
_L-~----~--~~~~~~~ energetically pursued the development of t\1. social relationship 

with···an .Anterie&,l• ~ . 

After leainirtg, throqgh ·an acquaintm~>! .that ·tit~ 
.American had acce.ss t9 crassifieci u. s. m,ilitaty ibfor.mation; 

I . ltqsked th~ Alrleric_an. to ·obtai~ a '15ecrettt .Jiqi~~d S.t!at~ 
Air Force (USAF) doetment. On the night ofl I 
the FJ3I interdicted the passage Of the material tal ~ Two 
days :Later~ declared · · · . 
u. 
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approval to reproduce and distribute FBI publication "FBI 
Foreign Counterintelligence Revielv." 

We are pleased to learn that this FBI publication 
is of considerable interest and value to your organization. 

for distribution tdthin AFOSI to those U. S. based units A 
You have our approval to reproduce 16 copies of the document(i) 

engaged in counterintelligence activities. ~~ 
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Roc.Mgnt._ 

Tech. Servs.-

NOTE: Based on consultation with I ~ •t ~ 
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FBI Counterintelligence Review _A "!..~-~~ .... ~..5 .. 

Mr Edward J. O'Malley 
Asst Director, Intelligence Division 
Federal Bureau of Investigation 

:.,.A' Washington DC 20535 ~ 

1. Your publicatio Coun_teri'Q.tj;~lli ence Review II 
was recently broug counterintelligence 
staff. They were enthusiastic about this product and suggested that, if 
possible, we should make it available to AFOSI District offices in the 
United States. After reviewing the publication, I share my staff's appre~ 
ciation for the product. It would indeed be of considerable interest and 
value to AFOSI officers working on counterintelligence matters throughout 
the U.S. In this regard and with your concurrence, we would like to repro
duce 16 copies of this document for distribution within AFOSI to those 
U.S.-based units engaged in CI activities. We fully recognize the sensi
tivity of this publication and would insure its protection accordingly. 

2. Please pass on my appreciation and that of my CI staff to the members 
of your Intelligence Division for this outstanding publication. 
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Memorandum from I I to Mr. E. J. O'Malley 
Re: FBI Foreign Counterintelligence Summary, Volume VIII 

DETAILS: 

I "'"'· nnhH~o .. M ll~Cl<i;e• ·: cue~ui:lol aD: aD:lJ<si1 
I Detailing of key FBI foreign 
counterintelligence operation is also provided. Printed 
copies will be supplied when printing process ts complete~ ~ 
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. . L;.I ___ ___,.]A. GRU officer,! I 
energetically pursued the development of a social relationship 
with an American. 

After learning, through an acquaintance, that the 
American had access to classified U. S. military information, 

.___ _ ___.I tasked the American to obtain a "Secret" United States 
Air Force (USAF) document. On the night o_~..._--,. __ ...,.._ ..... 
the FBI interdicted the passage of the material to 
days later~ ~as declared persona non ~..r.::~~ 
U. S. De artment of State US 
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Whatever use the Soviets made of the ~..I ___ ....... 

windfall, the case demonstrated clearly the substantial amount 

of money the Soviets are willing to pay for this type of 

information. This is particularly true when one calculates 

the amount expended by the Soviets, in tenus of what the dollar 
was valued at in the early 1960s (at the dollar's current 

value, I h'/as paid the equivalent of over 

.___,__----~~ The amount paidl I far exce._e_d_s_tha_t___. 
given to recruited Soviet a12:ents in recent es r:::.c:a:'!c:: 

(e.g. during the 1970s,r I 

6..r- ~? tf .{ J ;I I CJ ~I s:: .... r e...-- ........... #-Fg r-
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Memorandum 

Exec,AD·Adm. _ ' 
Exec AD lnv._, 
Exoc AD LES_ 
Aost. Dlr.: 
Adm, Sorvs. _ 
Crlm. lnv. __ 
ldont. __ 
Into II. __ 

Laboratory_ 
Legal Caun._ 
Plan, & Insp._ 
Rec,Mgnt._ 
T och. Sorvs. _ 
Training 

Off.ofCong. 

subject: FBI FOREIGN COUNTERINTELLIGENCE REVIEW 

& Public Affs,_ 
Telephone Rm._ 
Director's Sec'y _ 

. . ·;·I~;/, . . · 
./ PURPOSE: r ·' . . ~ 

I { ,) " 

To recommend approval of attached publication,, 
"FBI Foreign Counterintelligence Review," for dissemination 
to elements of the United States Intelligence Community, 
as well as the Senate and House intelligence committees. (U) 

RECOMMENDATION; 

That attached publication be approved for dissemination, 
as detailed on attached list, to elements of the pnited States 
Intelligence Community and the Congress. (U) . · 

Adm. Sarvs._ LabomtotY __ _ 
t;:rfm.lnv. Legal Coon.--:---

ru....~ Off. ot Cong. 
l.lil~lUI."___ 8. Public Ah. ~fl( 
Exf.lo.. PJ>...Aan._. _ ldent. Reo. Mgnt. --

EXeo..AD-fnv. _ lnspoo~ Tech. Servs. 

71
;-. 

~ AO-U:S ___ Intel!. Training • ::r I 

/{:/;/, 
-SEeR!T MATERIAL ATTAC~ Enclosures - 2 

65-74480 

1 - Mr. E. J. O'Ma 
1 -
1 

(7) 

y 

(CONTINUED - OVER) 

~ =I e JUN t-1sa2 ·~ 
... . ~a~ & ~ / ._.-.·'' --;;.r__:::;o Ce>NP lBB1~'fiAL 

xtended by 859 
Extension 1-2.4.2 

FBI/OOJ 
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CONI' IffBN'TIA"b 

Memorandum fromf ko Mr. E. J. O'Malley 
Re: FBI Foreigi~ councerzncerrzgen[e Rev1ew 
65-74480 

DETAILS: 

This publication rovides an overview and anal sis 

this publication will be supplied when print 
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IN!RODUCTION 

o operational and administrative 
security and aclmrn~ledging the need-to-know principle, 

information is not set forth in specific, detailed 'documented 
fonn. Some of the material contained herein has been obtained 

from other elements of the U.S. Intelligence Community. 

Comments and queries regarding this publication are welcome 

and may be addressed to FBIHQ, Intelligence Division, 
Atterition~...l ____ ....... lcr-3A. ~ 
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The case demonstrated clearly the substantial amount 
of money the Soviets are l,rilling to pay for this type of 

information. This is particularly true when one calculates 
the amount expended by the Soviets, in terms of what the dollar 

was valued at in the early 1960s. The amount paid I lfar 
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exceeds that to recruited Soviet agents in recent 

In handling D the Soviets were extremely 
amateurish and ineffective, and this enabled the 'FBI to bltmt 
an operation that could have been very productive for the SIS. 
In this sense, the case is very similar to another recent case 
in which a valuable source of information 'tvas conpromised due 
largely to a lack of security employed by the Soviets. 

l~l~:;~~=~~~SU~~f~j ·~View!:;d~cases will 

~ 
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A case conducted jointly b~ ..... ________ ___. 
involving a businessman named 

~========,-~----~~ land two other subjects illustrates those 
trends. Onl 

~ 
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FBI Operation vs. PRCIS Agent 

. This investigation was a spinoff of another FBI 
operation wh~ch involved an investigation into the activities 

of a Chinese national and resident of the United States who had 

~ 
- 38 -
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been tasked by the PRC to collect material in the 
United States. To facilitate the collection of the targeted 

material, the individual ~~s instructed to establish a number 

of projects. Initial funding for the projects, which came from 

the PRC Government, amounted to $2so,ooo~ ~ 

In providing guidance to the leadership of the 

various projects, the PRCIS established a conduit for 

conmu.micati()ns. Investigation revealed, however, that the 

PRCIS were also using the conduit to task agents operating 

inside the United States. Further investigation disclosed 
that the agent was employed at a major defense-related 

institute, held a high security clearance, and thus had access 

to significant, classified infonnation. In conmnmications, 

the PRCIS stressed to the agent the necessity for maintaining 
strict security, since the operation had been productive. Js( . 

At one point, the PRCIS aimed questions at the 

agent, geared to clarify information, which the agent had 
previously provided. The agent was instructed to transmit the 
answers in the most secure manner possible, i.e. through a 

trusted colleague or a known PRCIS officer assigned to the PRC 

Fmbassy in Washington, D.C. 

As the investigation continued, it was detennined 
that the agent was planning to travel overseas, most probably 

to meet with PRIC operatives. Through cooperation with the 
U.S. Customs Service, the agent's luggage was searched as he 

attempted to depart the United States. Inside the luggage was 

found a note containing the above-noted questions, with an 
answer to the first question. Before boarding the airline, 

hot'lever, the agent, perhaps "spooked," tore up the note and 

handed it to his wife.; )( 

SECREt 
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Considering the level of sensitivity of material 
being compromised, it was decided to interview the agent and 

either recruit him or eliminate his access to classified data. 
Thus, the subject was interviewed and, initially, denied any 

knmvledge of espionage activities. But he soon ended his 

attempts at denial. He acknowledged that the FBI had done a 

professional job in uncovering his activities, but refused to 
put forth a formal confession. Shortly thereafter, he 

(U) voluntarily resigned fronrhis positioir~ )( 

(U) 

(U) 

Shortly after this confrontation, it was also 
decided to intervielv another individual who conceivably had 

knowledge of the agent's espionage activities. After an 
initial period of deception, the individual, who is a native

born Chinese, made several admissions. Besides admitting that 
he had arranged for the agent to meet with PRC representatives, 
he also stated that he had received information from the agent 
and had delivered it to a PRCIS operative in Washington, D.C. 
Shortly after this delivery, the Chinese traveled to the PRC 
and met t-.rith PRCIS officers, l'mo praised the quality of 
information passed by the agent and gave him the list 

c;o!}ta.iJ1ii1K 1:l:tf3qt1~st:ions for passage to the .. agent. )( 

Aside from these cursory admiss~ons, the subject 

refused to supply the FBI with any furthe;r information and 
would not agree to testify against the agent. Due to this 

uncooperativeness, measures lvere taken to force his permanent 
departure front the United States~ ¥ 

As for the PRCIS agent, he is now employed elsewhere 

and no longer has access to classified data. At this point, 
one thing is certain--the PRCIS, in a classic espionage 
operation, was able to obtain significant data of great value 

t() tllEtPRC. ~ 
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V. DEVElOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 

Neutralization of aOAgent Operation 

0nl l an FBI investigation, which lasted 

well over two years, culm.in~a.:...:t....,e_d....,wh..:.:..:.:enl...!:===========;r 
year old ~loyee of the 

~------------------------~ was interview·ed by Special .Agents (SAs) of the Los .Angeles 
Field Office. After a lengthy period of verbal maneuvering, 

- 51 -
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during t.;hicQwas confronted with the fact that the FBI had 

determined that theOmployee was a recruited agent of the 

counterintelligence operation which 
neutralization of what had been, for 
productive·· recruitment~ ~ 

Thus ended a 

resulted in the 

the D a highly 

Tile case was initiated when information was 
developed that had perhaps recruited as an agent an _ __......--...... 

ith access to classified data of interest 

to the Further investigation 
isolated an individual who l\ras an employee o with 

pertinent access and lived within;:,..:;;aL--------.-----....J 

~--------------~~ mooed~ __________ ___, 'hras then 
presumed to be the principal in the operation. Surveillance .of 

.t···h··e······su·······b·····J·····e····c····t········r·· evealed him maldng contact wit~ 'J( what appeared to be,conceivably,anintelligencemeet. 

After a period of tm.productive investigation 
hmvever, it 1vas decided to survey the neighborhood to 

determine if any other likely suspect could be tmcovered. 

Since surveillances of I I had not disclosed much hard 

- 52 -
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evidence of the principal engaging in clandestine meetings 
within the United States, it was also decided to determine 

::Q=lo)'ee"j~~al~:v:d0;~:d~=t:r);(r at a 
Detailed exam-;::i::na::.t:.:i:.:o::.:n:........:o::.::f;.,.,a..l ____ ___.l~::.:n.;:;;;el::.c. &:~:.h=bo=rh::.;;:o~o:;.;::d:..-, 

quickly disclosed that ~a._ ______________ __. 

with pertinent access to classified information, lived within 

Jand had traveled to 
L---------------~~~ 
Europe at roughly the same time that th~erative was on a 
similar trip. I I 

1: U) ·· ················~IL.....:·~F--,.;.;;.;;;;.;;.;=------:--=~-:-~---:---::-----lf Needless to 
say' l._____.lnow became the prime suspect i:Jt the case. )s:t 

I I 
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Subsequent investigation of revealed that he 
held a position at 

~...--________ ___. he therefore had excellent access to 

classified data. It was also discovered tha~ lhad made 
several trips to Western Europe, conceivably to be debriefed 

by hisDandlers. After another trip to Europe ir:t._ __ __. 
D it lvas decided to attempt to bring the case to a 

conclusion by confrontinBin an interview;. ~ 

In developing a strategy for the confrontation, it 

t'i'as decided to approach D initially along the lines of a 
standard contact case interview, with the interviewing Agents 
questioning the suspect about the activities of I I 

I I was quite open about his 
knmvledge o~ J giving information about the I I 
personal habits, etc. But, as the interview evolv~d, the I 
Agents gradually shifted the focus of the interview t 

lvith particular attention being directed toO overseas 

trave~··}s( 

in the lobby 

alon side an unidentified individual. 

~...-______________ __.then appeared to shift 

(U) into a mood of deep-conscience searching. ~ 

The interviewing SAs then changed the direction of 
the intervie\v by broaching the details regarding the defection 

of a highly placedOofficer and the "shocking" revelations 

SECR£f' 
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greeted this initially with silence, 
but then said, 

.___ ___________ ____. \ta.S then apprised of right to 

cotmsel, whereupon he paused and reflected for roughly two 

minutes. It l·las at this point tha~ I admitted that he had 

done it "for the money." At the conclusion of the interview he 
signed a statement acknmtledging his complicity in acts of 
espionage. Being a commercial representative. I I 

I 

In subsequent debriefings,c===J disclosed the full 
details of his dealings wit had developed a 
social relationship lrl t 1..-----r-----, 
In the course of this relationship~..-_ _. 
that he was having financial difficulties. 
financial assistance t~ lin return fo .--~------'-------. 
jumped at the offer, initially supplying th with 

unclassified documents. ~realized, h~1ever, that even by 

supplying I I with unclassified documents, he had 

compromised himself and eventually the D would request 

classified material. Inevitably, I I di~ begin to 
request classified material, andl Fms only too capable of 
·satisfyinQequirements (see Section II of this issue for 

a detailed recounting of the information supplied to 

.__ ______ ___.ltta.s aid lvell for his services: in the 
course of the received a roximatel 

- 55 -
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Initially, I met with D in the 
United States, and supplied the agent with 

(U) '"'"'"',,,,,,,,,,,.,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

(U) 

(U) 

From a counterintelligence perspective, a most 
difficult aspect of the case l~s establishing the identity of 

the agent. The individual originally investigated tms, in 

several ways, a very plausible subject, and hence, some 
valuable time was expended unproductively. Dmodus operandi 

in the case, i.e., executing intellige~ce meetings in Europe, 
also made identification of the agent difficult. The fact that 

th~egan to execute intelligence meetings overseas meant 

that surveillance ofl lwould not have uncovered the 
agent. ~ 

In relation toc==Jmodus operandi in the operation, 
the use of trade as an intelligence cover is by no means 

without precedence. But I I is in many 'Nays quite 
tmique. Usually, an IO operating out of a trade establishment 

can be identified since he is one of the more unproductive 
members of the staff. had made the 

nature are quite unusual for 
accot..mt that 
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Regarding the overall impact of the case, the 
response of I !officials to the arrest and conviction will 
probably serve to tmdennine morale 1-d thin th 
the arrest of 

The vision of a loyal IO, one who had performed a 
great service ..:t:.:.o--=t=he=..L __ __._...:s;.;:;t=-at=e::.......ol .... ·n.......,.ecrui ting a highly 
valuable agent, cannot help having 

Secondly, the damage assessment which the01vas 
forced to undertake as a result of various defections has been 
made more difficult by the neutralization o4 d 
The D will nm\" have to attempt to determine which 
defector developed by the FBI within the past few years was 
responsible for the compromise of the I 
operation. :ts( a..._ _____ .... 
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Finally, perhaps the most significant aspect of the 
case is that it helps to demonstrate the ~Yi · of 

cooperation between the I 

J 
vv-t\JO.J-1 
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As yet, it is difficult to determine what impact the 

defection has had on th~ !diplomatic corps or upo~ 
operations. Due to an internal security crackdown imposed 

upon the I I official connmmity in the United States, 

I ~ersonnel have been close-mouthed about such sensitive 

topics. One thing, however, is certain--the defection of such 

a prominent official is strong evidence of the deep malaise 

' irif&:ting ±h" lli>l;oh a;liomtic and intelligence corps•········9( 
105-36612 ;I _ CI-2 Supervisor 

g~ 
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CLASSIFIED BY 60322 

) 

To Mr. J. H. Geer~i{ Date3/7/88 

From 

.SSP, ' FOREIGN COUNTERINTELLIGENCE (FCI) REVIEW 
·' Subject ~'-

·c:tASS.....,n' _ 
SRC 0D ·, . ~. 
SER ) '1 \_it" This memorandum is classified nseczqk~ iH i~s eH~iret¥• 

I" ,_...... 

Exec AD Adm, _ 

Exec AD lnv. _ 

Exec AD LES 

Asst. Dir.: 
Adm. Servs. 

Crlm. lnv. 
ldent. __ _ 
Insp. __ _ 

lntell. __ _ 
Lab. __ _ 

Legal Coon. _ 

Off. Cong. & 

Public Affs.
Ree. Mgnt. __ 

Tech, Sorvs. _ 
Training __ 

Telephone Rm. _ 

Dlroctor's Soc'y 

REC ~SE: ji 
(/ j I. i ' ; . 

t • / 
To submit FCI Review for approval to be disseminated to 

all FBI field offices and appropriate members of the 

/ 
u.s. Intelligence Community (see attached list)", and to recommend 
that publication of a separate FCI Summary be discontinued. 

RECOMMENDATIONS: 

1. That the FCI Review be approved for dissemination 
to all FBI field offices and members of the u.s.· Intelligence 

.. Community appearing on the attached dissemination list. 

·~ 

JV"' I)>{ '--r-/t Crim. lnv. & Public Affs. __ 
\)'/ S~ APPROVED: Adm. Servs. ___ Off. of Cong. 

t';. ) \/~.,()'"' 1\'>...J!V !dent. I Off of Lla. r . .:.>'~ rD Director lnspecti~J~ & inti Affs ---
S.:xac AD·Adm. --· ln~.::!l.~ Req Mgmt. -·--vif';/' C::(GC AD·Inv. ___ L<::!JCmt':l~)' ------ T,,ch SeiVS --·-

.d l':xc(.. AD·I..ES --· Leg<ll Coun. _,_,_ Tralning ·----

2. That henceforth, the FCI Review be disseminated to 
both FBI field offices and appropriate members of the 
u.s. Intelligence Community and the separate FCI Summary 
publication be discontinued. 

Enclosure 

1 - Mr. 

1 -Mr. J. H. Geer 
1 - Mr. I 

~------------~ 

RJS :enb ('6) 

:·.] 

R"t:, 

/ 70 

........ '·: t. 
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Memorandum from I I to Mr. J. H. Geer 
Re: Foreign Counter1ntell1gence (FCI) Review 

DETAilS: 

The attached report was prepared by the CI-3A Unit with 
considerable input from the CI-3B Unit. It was coordinated with 
both the CI-1 a ' ' ' 

(S) Detailing and analys1s of key FBI counter1ntell1gence 
operat1ons is also afforded. 

The FCI Summary and FCI Review have heretofore been 
disseminated to FBI field offices and appropriate members of the 
U.S. Intelligence Community, respectively. An examination of 
previous issues, however, indicates such a close similarity 
between the two as to essentially constitute a duplication of 
effort which necessarily entails a waste of manpower and 
resources. 

Therefore, it is recommended that only one publication 
be produced, entitled the FCI Review, and that this publication 
be disseminated to both FBI field offices and the 
u.s. Intelligence Community. 

SEtkffi'f 

- 2 -



DISSEMINATION LIST 

Assistant to the President 
for National Security Affairs - 1 

President's Foreign Intelligence Advisory Board - 2 

Department of Justice, The Attorney General - 1; 
Office of Legislative Affairs - 1; counsel for 
Intelligence Policy - 1 

Department of the Treasury, Director, u.s. Secret 
Service - 1; Special Assistant for National Security - 1 

Department of State, The Secretary of state - 1 

Department of State, Chief, Counterintelligence Staff, 
Diplomatic Security Service - 1 

Director, Defense Intelligence Agency - 2 

Assistant Chief of staff for Intelligence, u.s. Army - 5 

u.s. Army Threat and Analysis Center - 1 

Office of Special Investigations, u.s. Air Force - 5 

Director, Naval Investigative Service, u.s. Navy - 1 

Director of Central Intelligence - 1 

Chief, Community Counterintelligence Security 
and Countermeasures Staff - 1 

Central Intelligence Agency, Chief of Counterintelligence - 1; 
Office of Communications/DDO - 1; 
Policy Coordination Staff/DDO - 2; Chief Counterintelligence 
(CI) Staff - 1; CI Staff Publications - 1; Deputy Director 
for Intelligence (DDI) - 1; Chief, Collection Requirements 
and Evaluation Staff/DDI - 2; Director, Office of 
Security - 1; Chief, Special Activities Division/Office of 
Security - 1 



National Security Agency, Director - 1; M56 - 1; M503 - 1; 
Publication Unit - 1 

Chief of Naval Operations, Navy Department, Navy Security 
Committee Member - 1 

Department of Energy - 5 

Department of Defense, Director for Counterintelligence 
and Security Policy, Office of the Deputy Under Secretary 
of Defense - 1 

Chief, Security Education Division, Defense Industrial 
Security Institute - 1 

Chief, Security Education Group - 1 

Director, Division of Security, Nuclear Regulatory 
Commission - 1 

Director, FBI - 1 

Chairman, House Permanent Select Committee on 
Intelligence - 1 

Chairman, Senate Select Committee on Intelligence - 1 

Intelligence and Security Command, u.s. Army - 8 
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(U) 

FBI FOREIGN C:OUNTERINTELLIGEN:!E REVIEN 
VOLUME XIV 

This document is classified ·:sECI:ti!IY/N'0!\9RN/OR.CO!i. in 
it~ attirety unless otherwise stated. 

1gence opera 1ons is also afforded. In the 
interest of operational and administrative security and ackn~~l
edging the need-to-knot~ principle, inforn:ation is not set forth 
in specific, detailed dcx::!\.m\ented form. Commants and queries 

~i~~i~~t~~~g=!~~~~~~e:~A:=~an~a ~a1r 1=)e a~dresSf?~ J~)( 
NOI'E: I'he informa:tion contained in this study is current as of 
Janua'!:y 1, 1988, unless otherwise stated. 

bl 



IXlring September and October, 1986, the U.S. Government 
expelled 80 Soviet officials, the overwhelming majority of Whom 
were known or suspected intelligence officers (IOs) and coopted 
agents. The expulsions represented an unprecedented p.mitive 
action by the U.S. Cbverrurent and an extraordinary opportunity, 
from a counterintelligence per~ctive, to regulate the Soviet 
intelligence presence in the United States. 

The September, 1986 expulsion of 25 officials 
from the Soviet Mission to the United Nations (SMJN) in 
New York resulted from Soviet failure to comply with the 
phased reduction of SMJN, Ukrainian, and Byelorussian Missions 
to the United Nations (UM.JN and BMJN) personnel ordered 
by the U.S. Govern:rrent in March, 1986, in response to rising 
national security concerns over the di~roportionately large 
Soviet presence in New York and the concomitant increase 
in espionage activity. Based en reco!!U'rendations from t.~e 
FBI, the U.S. Government selected IOs or coopted agents 
to depart the United States in accordance with the schedule 
for the Phased reduction in personnel. 

The mass expulsion of t.~e Soviet Intelligence 
Services (SIS) operatives has had a tremendously disruptive 
impact on Soviet intelligence operations· in the United States. 
Soviet capaoilities to mount effective intelligence oper3tions 
were further diminished by tl1e deliberate ouster of many · 
experienced operations officers, operations support personnel, 
and all en poste officers serving in leadership positions. 
Soviet intelligence oeprations have undoubtedly suffered 
without the benefit of experienced operatives and L~e guidaDce 
afforded staff.personnel by veteran officers. 

- 2 -



On M:rrch 4, 1987, Jonathan Pollard, a former 
counterintelligence analyst at the Naval Intelligence Support Center 
(NISC), Suitland, M:rryland, was sentenced to life inprisonment. Pollard's 
wife, Anne I.ouise Henderson-Pollard, received a sentence of two concurrent 
five-year terms. The Poll'ards' convictions and subsequent sentencing::; 
stemmed from Jonathan Pollard's passage of classified material to the 
Goverrurent of Israel aver a one-and-one-half year period l::eginning in 
June 1984. 

- 26-
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( s) 

L---------....1 acting as a courier for was interdicted 
at Los A.'l3eles International Ai~s ge es, california 
by U.S. Customs Services agents.: _L_Jwas placed mdar b7C 
arrest after a search of! !luggage revealed three roxes 
containing doc~~s rf~trjct~ for e:~t As a result 
of I I actlVltles, _ ....- _ I 
dep:trted the United States pr1or to b:nng declared personna non grata 
by tre United. States Department of State. 

II. DEVEUJPMENTS IN OOtNI'ERINrELLIGEN'CE 
fen:al/ 

- 29 -
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retained 



I 
I 

'" -· 

I 
I 

l:rrrest, ~arrestedL-~~--~------~--------------------~ 
on Charges of e~ionage. 

brokere::1 at the hi ihest levels of roth 

I 
one day afte~ 
Moscc::w. The inci 

I returned to the Soviet Union cnl 
~:---~lwas released from confinemenL..t-:---m....----------------1 

dent clearly emplified the extent to WhiCh 
the Soviets will act in order to secure the release of an 
intelligence offi 
as well as the di 

cer not protected py diplomatic immunity 

measures to count 
limma faced py the United States When contemplating 
er the threat posed py such officers. 

~ontose was alrro 
oonsequenc 

curingl !release, the arrest of 
st certa~nly des~gned to warn the United States 
es of such countermeasures. 

- 37 -
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IESPIO:NAGE CASES 

I f)erqeantl b7C: 

I land asked J.t 
they oould talk. Subsequently, 1 ~&!vised that re 
had been meeting with Soviet intelligence since late~l ----~ 

- 39-



in Chicago, Illinois. was bornL.I ------....J 
I 

1n turn ~troduc to her 
....,.-------........:::::.:.....::.:::=:.:.r.......:.=; has "been identified asl'---------, 

a KGB Officer. :rret wit.bl lseveral times 
and provided valuable classified material. 

I vas transferred to the 
:rret aB?roximatelyl I 

~~~---~~-~~~~~ ~ovide classified information. 

~--------~~turn~ lover to his 
friend has been identified as I 
a known KGB Line KR officer. ....__ ____ _. 

I O:J I: ~ictea in 

II An <greemsnt >as reacbed wi; I to 
reduce his. sentence by five :years in exchange for his complete 
cooperation. 

:D.rrin the debriefin , 

allegedly told I 
1....:-t:-ra-t:--::te--va-s_ma_d::--a-:-t--;;"-:-t-::-re-sy-s-:t-em--;;";--an~d-wa.__.s "p:;.~.yin g them 'ba'...._ck-::--___, 

in his o.vn \vay." 

- 40-
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C .... r _-_-~-""'!" -----_:1 l!:=::e::-=aa~l-:::n-=g,...cl::::'T"!a:::-:s:::-:s~l~f~l-::::e:o::ld~ln;:::of=:o~r::::-:rra;::::::":l:t::"":ll:-::::o::;:;n:-::an;:::od::r-=se:::-:tl:'l€1:"!mr::-::g;----__J 
sane aside, presumably for transmittal to the Soviets. 

I I apparently oonfided inl I and "admitted that 
he w:1s in a l::.e.d situation with the Russians a.'1d th . ..:re;;;..~.....:..:..;:=-..., 
forcing him to do it. 11 Accordin he an 

- 41 -
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s'S'P 
.. ~moran dum 

Exec AD ").dm. 

Exec AD lnv. -
Exec AD LES-

Aut. Olr,: 
Adm.Sorvs.
Crim. lnv. __ } 

/ "T·ASS_....,..--,. GOHf I DBi>JT I PtL ldont, __ _ 

SER 
BEO 

Insp. __ _ 

lntoll. __ _ 

l 
Lob, __ _ 

/ Mr. Date 2/9/87 Logo I Coun. - b 6 
Off. Cong. & 

Public Afls. 

Rec. Mgnt. 

From Tech. Sorvs.
Training __ 

Telephone Rm.

Director's Sec'y-

Subject : FBI FOREIGN COUNTERINTELLIGENCE 
SurviVIARY /REVIEW VOLUME X I I I .t: 

'';-·.... . /i. I/ /,( ·" .,.,,~ 
' . .. ......... 

Th i s c ornmu n i.e a t i on i s c 1 a s s if i e d "COf~f I BEf.q''f I }!{L" 
iR: iti 8Rtirety. 

PURPOSE: 

To recommend approval of attached publication, 
"FBI Foreign Counterintelligence Summary/Review," for dissemination 
within the FBI and to elements of the United States Intelligence 
Community, as well as the Senate and House intelligence 
c omm i t t e e s . 

RECOM.VIENDATION: 
I' 

That attached publication be approved for dissemination 
within the FBI and to elements of the United States Intelligence 
Community, as well as the Senate and House intelligence 
committees, as detailed on attached list. 

1 - Mr. 
1 - Mr. 
1 - Mr. 
1 - Mr. 
1 - Mr. 
1 - Mr. 
1 - Mr. 
1 - Mr. 

J. H. Geer 
~--------------~ 

~--------------~ 

/ ... 
l)/ 

~1ATERiALATTPiGHE.D 

(CONTI f\lUED-OVER) 

FB1/00J 
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Memorandum froml I to Mr. J. H. Geer 
RE: FBI FOREIGN COUNTERINTELLIGENCE 

SUMMARY/REVIEW VOLUME XIII 

DETAILS: 

Th i s pub 1 i cat i on ( the v e r s i on c a 1 1 e d the "S unma r y 
is disseminated internally; the "Review" is diss~em~i.un.SJ:ao.~;t.::;:e~d..._ ___ ...., 

ternall rovides an overview and anal sis of 

eLal 1ng 
1gence opera 1ons 1s a so 1nc uded. 

External dissemination list is attached. Copies of publication 
will be provided upon completion of printing process. 

COHFIDENTIA:L 
-2-
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COM:r' il5l!llif'fiAL 

DISSEMINATION LIST 

Assistant to the President 
for National Security Affairs - 1 

President's Foreign Intelligence Advisory Board - 2 

Department of Justice, The Attorney General - 1; 
Office of Legislative Affairs - 1; Counsel for 
Intelligence Policy - 1 

Department of the Treasury, Director, u.s. Secret 
Service - 1; Special Assistant for National Security - 1 

Department of State, The Secretary of State - 1 

Department of State, Chief, Counterintelligence Staff, 
Diplomatic Security Service - 1 

Director, Defense Intelligence Agency - 2 

Assistant Chief of Staff for Intelligence, u.s. Army - 5 

u.s. Army Threat and Analysis Center - 1 

Office of Special Investigations, u.s. Air Force - 5 

Director, Naval Investigative Service, u.s. Navy - 1 

Director of Central Intelligence - 1 

Chief, Community Counterintelligence Security 
and Countermeasures Staff - 1 

Central Intelligence Agency, Chief of Counterintelligence - 1; 
Office of Communications/DDO - 1; 
Policy Coordination Staff/DDO - 2; Chief Counterintelligence 
(CI) Staff - 1; CI Staff Publications - 1; Deputy Director 
for Intelligence (DDI) - 1; Chief, Collection Requirements 
and Evaluation Staff/DDI - 2; Director, Office of 
Security - 1; Chief~ Special Activities Division/Office of 
Security - 1 

COUFIBEM!IAL 
-3-



C8UFI:Ol!:N 1 IAL 

National Security Agency, Director - 1; M56 - 1; M503 - 1; 
Publication Unit - 1 

Chief of Naval Operations, Navy Department, Navy Security 
Committee Member - 1 

Department of Energy - 5 

Department of Defense, Director for Counterintelligence 
and Security Policy, Office of the Deputy Under Secretary 
of Defense - 1 

Chief, Security Education Division, Defense Industrial 
Security Institute - 1 

Chief, Security Education Group, - 1 

Director, Division of Security, Nuclear Regulatory 
Commission - 1 

Director, FBI - 1 

Chairman, House Permanent Select Committee on 
Intelligence - 1 

Chairman, Senate Select Committe on Intelligence - 1 

Intelligence and Security Command, u.s. Army - 8 

COMFI15EU9?IAJ.;. 
-4-



ALL nJFOPHA TI ON C O:I!IT AI NED 

1iJHERE SH01!Jlr OTHEPJU SE 

OEJCRE'f/NOFORN/ORCON 

FBI FOREIGN COUNTERINTELLIGENCE SUMMARY 

VOLUME XIII 

This document is classified "51!:C!U!;Y;'MOF8RN;'ORCOPl" in 
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INTRODUCTION 

The purpose of this publication is to provide, on 

a semi-annual basis, an overview and analysis o~ 

Detailing and analysis of key FBI counterintelligence 

operations is also afforded. In the interest of opera

tional and administrative security and acknowledging the 

need-to-know principle, information is not set forth in 

. speci fie, detailed documented form. Comments and queries 

regarding this publication are welcome and may be addressed 

:~-:=~HQ~tell igence Division, Attention: I I 
NOTE: The information contained in this study is current 

as of November 1, 1986, unless otherwise stated. 
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I In the United 
L---------------~------------~~ 

States, the Communist Party, u.s.A. :(CPUSA) I and its front 

groups have been directed to undertake operations to 

influence the activities of independent peace 

organizations. One objective of the Soviet campaign is to 

influence United States and European peace and disarmament 

organizations to focus only on the American SDI program, 

while ignoring Soviet strategic defense programs. 

A campaign centered around the U.S./USSR People's 

Peace Treaty (PPT) is one of the more recent Soviet efforts 

to influence the American public opinion in favor of 

current Soviet foreign policy priorities and to exert 

pressure on U.S. Government officials. to effect changes 

that are favorable to Moscow. This active measures 

campaign is designed to stimulate the collection of 

millions of signattires on a bilingual petition addressed to 

ODCRB'!'/NOFORN;'ORCON 
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the President of the United States 1 the General Secretary 

of the USSR, and the Secretary General of the United 

Nations. The petition was adopted and signed August 8, 

1986, by a joint U.S./USSR delegation. The signature 

gathering part of the PPT will last for a year in both the 

United States and the Soviet Union. 

The stated aim of the PPT campaign is to 

"influence the negotiations in Geneva to speedy and 

substantial arms reductions 1 11 along the 1 ines proposed by 

the Soviet Union. The principal control and direction for 

this program comes from the Soviet Committee for the 

Defense of Peace in Moscow. 

-~ ECRE:'f/tqQFORH/ORCON 
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During the past year, I lwas disrupted by the 
arrest of I b 

I ~a knownl 
I f espionage for 

Reliable sources indicate that 
previously 

a ECRiTA~9FOR~1/0RGON 
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I I arrest resulted in a public exposure 
b7C 

I The arrest was significant becau-se it 

bl 
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I 
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On ._l _________ __.l a Federal Grand Jury in the 

District of Columbia returned a two-count indictment 

charging 

08GR8'±'/NOFORH/ORGON 

- 29 -



( s) 

SECRE!)NUEORN/ORCON 

to the second part of the 

indictment and was subsequently sentenced tol 
L...-_ ___.1 in prison. ...._ ______ _. 

I I indictment was the result of an FBI 

S B CRD'f/N8F Ofi!:til'/O~COt~ 
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Approximately 30 minutes later, a black male 

wearing a maroon jacket and carrying a briefcase arrived at 

(S) I He left a half hour later. 

( s) ············· ... 

(During a subsequent interview _ ..... 
with I I he stated that he visited another Soviet ...._ ___ _..... 

establishment, believed to be the Soviet Embassy, on 

.__ ________ ___.I at which time he provided the Soviets 

with 15 more pages of a document.) 

Investigation revealed that was 
.-~-----...;.;_----,1 an employee of.----....._ ___ ....._ __ ....._ __ ~ 

Washington, D.C., whichl 

... 1 ____________ ..... 1 during which Secret and Top Secret 

information relating to the national security was provided 

to Congress.~~ ____ _.lhad access to this material. 

On I an undercover Special Agent 

SBCRE'f'/HO~O~M/OftCOM 
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~------------------------------------- ---------

this point,! lwas arrested • .__ ___ _. 

It is significant to note that is a 

confirmed~~----------- lwith a long history of drug-related 

problems. I 
1 When he was arrested for espionage, it was .__ ____ ..... 

I 

I 

determined that he was pressed by a need for money as a 

result of his continued drug use. Among the spate of 

espionage prosecutions that have occurred in the past few 

years, substance abuse played an important role in three 

other cases: I 
let al. 

I 
On I was found .__ _________________________________ ~ . 

guilty of espionage charges, including the attempt to pass 

classified information to a foreign government, ._I ____ __. 

The following day, 

----'S DC RE':E';'N OF OR2i/ORGON 
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SECkEl 

Memorandum from~ IMr. J. H. Geer 
Re: FOREIGN CO NIERINIELLIGENCE REVIEW 

DETAILS: 

This study proyjdes an overview and analvsis of 

(s)JI,_ -------------------~ 
Detailing and analysis of key FBI counterintelligence 

operations is also afforded. 

The FQreign Counterintelligence Review is published 
on a semi-annual basis. 
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(U) 

INTRODUCI'ION 

The purpose of this publication is to provide, on a 
semi-annu~l basis. an overview and analysis ofl J bl 

Detailing and analysis of key FBI counterintelligence 
operations is also afforded. In the interest of operational 
and administrative security and acknowledging the need-to-knmv 
principle, information is not set forth in specific, detailed 
documented form. Comments and queries regarding this 
publication are welcome and may be addressed to FBIHQ, 
Intelligence··Division,PPAttention! p( lp)( 

NOTE: The information contained in this study is current as of 
December 1, 1985, unless otherwise stated. 

SfeRffi' NOFORN Q:R.G~ 
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The Geneva Summit in November, 1985 was the target 
of an aggressive Soviet active measures campaign conducted by 
the Communist Party, United States of America (CPUSA) and its 

front organizations. In response to CPUSA national 
directives, local CPUSA chapters initiated several programs: 

- telephone calling program and letter writing 
campaigns to various Congressmen. 

- distribution of literature and petitions on 
topics such as nuclear test bans and "Star 
Wars". 

- attempts to infl~ence and mobilize a broad 
movement within church groups, unions and 
civic organizations to end the arms race. 

- publication of a special issue of The Daily 
World covering the Geneva Summit. 

8ECRE' N9FORN ORCON 
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The most recent example of this cooperation was seen 

espionage case. 

L------...J 
had provided the PIS with classified documents 

relating to the 
Many of the documents I 

a~G~ :NQpQ~ij>f QaG~J 
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The main thrust of the Romanian effort is 

penetration of the emigre comnruni ty in attempts to influence 

opinions. Additionally, there is a real concern by the 

Ceausescu regime toward the Hungarian emigre comnrunity and its 

emphasis on hunan rights violations against the Hungarian 
minority in Roman~a. 

- 24 -
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I I. DEVELOPMENTS IN COUNTERINTELLIGENCE 

EXPULSIONS/EXCLUSIONS 

According to recent information, host governments in 

Africa, Europe and Asia/Pacific expelled a total of 57 Soviets 

for espionage in 1985. No expulsions were reported in the 

Middle East or in the Western Hemisphere; however, this is due 

more to. the preference by governments not to publicize suCJ.~ 

expulsion actions rather than a lack of expulsions. In spite 

of the quiet expulsions, this number is still higher. than the 

1984 figure of 19. 

~------~------------------------------~ 
Washington, 

in the D.C., was 
United Sta._t_e_s_o_nJ'"'F-------=;.-1" -a-nd_h_a_d ...... become a rather 

active IO. ~~-~-------------------------~ 
I lthe killing 6£ Major Arthur Nicholson. Nicholson, 

a member of the U.S. Military Liaison Mission in East Germany, 

was shot on M:l.rch 24, 1985, by a Soviet sentry. Nicholson was 

observing a Soviet military installation at the time of the 

shooting. The official Soviet statement issued by the Soviet 

Embassy in Washington, D.C., said the sentry was acting in 

strict conformity with the military manual against an "urutnown 

intruder." The statement also said that Nicholson did not 

comply with the sentry's warnings. 

:m!:tte'f-l(6Ji6lti(-Ofteot~ 
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I !departed the United States onr===J 
r------+1-as_a_r_e-su_l_t_o-=f~h:-i~s participation in thel I 
r--e....;sp:....i_o_n_a.;;;;.ge_c_a_s_e_.

1 
L..l ___ ___.l arrived in the United States on 

I I and was assigned as a I 
Ll ---------------~~in W~a-s~h~i-ng-t~o-n-,~D~.c~.-----

b6 
b7C Per FBI 

r------O;;.;;nl lwas seen in the area where 
lhad dropped a bag filled with classified documents 

L..-w-hl-. c_h_r_e-su_l ..... ted i~ larrest. I ~as subsequently 

recalled to the Soviet Union. 

Referral/Direct 

~~ltlfi' N8F8I\U 9R69tt 
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Expulsion of a Cuban IO 

Duringml98s,J lied to a 
PNG action againstrl ~L-------------------------._------,1 

at the Cuban Interests Section in Washin ton D.C. 

(S)································r-----~~~~~~~~~~~--~--~ 
action were two 

separate nd his 

On the two occasions, the first 

to remove several 
I 

Protests over these two incidents were lodged 
with the Cuban Government which chose to ignore an informal 

recommendation that I !permanently depart the United 

States onL..I ____ ____. 

Shortly after the second incident, r-------, r~~-------; 

ue New Mexico 

SiG~ nereRN eiteeH 
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COUNTERINTELLIGENCE CASES 

During !contacted the 
·~--------------~==~~~~~ 

Boston Division of the FBI and said thatl 
lwas committing espionage~b-y_s_e_l_l-in_g __ s-ec_r_e_t_s_t_o~ 

~t-h_e __ S_o_v1-. e_t __ U_n ..... ion. D alleged that I I had been 

engaged in this activity for · approximately D years, 

commencing in I I further alleged that I I 
was continuin to commit es iona e b usin eo le he 

During the week ofl lthe FBI learned 

thatl ~as planning to travel over the weekend oO 

I lrhe Norfolk and Washington Field Divisions of the 

FBI were mobilized in the event thatl !traveled to 

Washington, D.C. ani I FBI Agents observedD 

~~C~T-MOPOM~-ORCO~ 
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He proceeded to a remote area in I 
btopped 

~t a certain intersectio 

A search of the drop 
area resulted in the recovery of a paper shopping bag near a 
tree. The bag was partially filled with pieces of trash to 
conceal a carefully wrapped manila envelope sealed with 
masking tape. The envelope contained approximately D 
classified and unclassified documents. 

Onj I at approximately 3:30 a.m. ,I I 
~~===::::::=.:.lw:..:.as arrested in the I I 
.... 1 ____ 1 Maryland and charged with espionage by Special 

Agents of the FBI. 

Durin the surveillance of 

was later 
~1~en-t~i~f~i-e~d-a-s~t7h-e-d7r~i~v-e_r_o~f~t7h_e_v_e~.hl~.-c~le--.-r======~labruptly 
departed the U.S. several days later. 

An examination of the documents recovered at the 
drop site revealed that the ma·orit 

assigned to th at the time. In addition to the 
documents recovered at the drop site, there were I I 

Ito his Soviet handler addressed "Dear 
Friend" . In the 

~--------------~ 
and provided his Soviet handler with status 

S£€RE'f N9F9ffif 9RG9N 
- 34 -

b6 
b7C 



!ECR:Ef N6F6RN=6RC6N 

reports and assessment information 
Subsequent investigation and analysis 
identification of alll 

concerning each. 
resulted in the 

~----------------~====--====================~----~~ It 
was later determined thai but based on 

~----------------~ 
investigation, it was determined that he was not involved in 
espionage activity. I lwas identical to I I 
and L-1 _______ ___.I 

On I was detained for 
questioningl,......!:===========:::::::!~- I A search of 

Onl J 

J Upon arrival, he was arrested by the FBI for espionage . .....__ __ __, 

In a subsequent statement he confessed to committing 
espionage. In short, he advised that i ------.&...------

In a series of interviews with I I hhee 
admitted that on a number of occasions beginning i~~--~
delivered classified and unclassified documents to his 

I The documents were obtained from his 
~------------------._ ____ __ 

compensation for his espionage activities. Finally, I I 
I !advised that I fas making "big bucks" by 

furnishing "high class," "high level" information. 

SEClffi'f N6F6Rl~ 6RC6N 
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SE€RE' N9FQRW QPCON 

Following the arrest of I I the FBI 

searchediL--------------------------------------------~ 
The search resulted in the recovery of numerous documents and 

papers of evidentiary value. MOst significant. however. were 
the following: I 

traveled to for face-to-face meetings 

with Soviet IOs. received money and instructions from 

the drops within the United States and at the meetings outside 

the United States. FBI analysis reveals thatl lwould meet 

I I shortly before his contacts with Soviet 
intelligence. 

L...-__ .....~1 profession as aL~------;:::====!....Iw_a_s_an---, 
excellent cover for conducting espionage. I 

but yet avoid attracting suspicion. In shortJL ________ ___.Iwas 

considered by Soviet intelligence to be an excellent agent. He 
provided the I I 

- 36 -
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lwere indicted for espionage 

0~-~-----------------------------------~1 D to espionage charges. Under the terms of a I I 

I was indicted on I and 
convicte I 

The trial the sole remaining 
~~--------------~------

defendant, began i 
r--

SECR:ffi' NOFOitN OltCOl( 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

June 1, 2023 

Appeal Number: 11-02504 
FOIPA Number: 1145585-000 
Subject: FILE NUMBER 65-HQ-
74480 

The Department of Justice (DOJ) Office of Information Policy referred your appeal referenced above to 
the DOJ's Department Review Committee (DRC). The DRC reviewed the classified information withheld by 
the FBI from your Freedom of Information/Privacy Acts (FOIPA) request to determine whether the information 
should remain properly classified pursuant to Executive Order 13526. 

As a result of our review of the appealed classified information and/or a determination by the DRC: 

P" All the previously withheld classified FBI information has been declassified. 

I All the previously withheld classified FBI information may be disclosed. 

I All the previously withheld classified FBI information is exempt from disclosure pursuant to 
subsection(s) of Title 5, United States Code, Section 552/552a. 

P" Portions of the declassified information are exempt from disclosure pursuant to subsection(s) of 
Title 5, United States Code, Section 552/552a. Below you will find check boxes under the 
appropriate statute headings which indicate the types of exemptions asserted to protect 
information which is exempt from disclosure. The appropriate exemptions are noted on the 
enclosed pages next to redacted information. In addition, a deleted page information sheet was 
inserted to indicate where pages were withheld entirely and identify which exemptions were 
applied. The checked exemptions boxes used to withhold information are further explained in the 
enclosed Explanation of Exemptions. 

Section 552 

P°" (b)(1) 

1 (b)(2) 

P°" (b)(3) 

18 USC Section 2518; 
National Security Act of 1947 and 
CIA Act of 1949 

50 USC Subsection 3024(i)(1 ); 
50 USC 402 (Public Law 8-36 Sec. 
6) 
50 USC 403-1(i) 
18 SC 798 

1 (b)(7)(A) 

1 (b)(7)(B) 

P" (b)(7)(C) 

P°" (b)(7)(D) 

P°" (b)(7)(E) 

l (b)(7)(F) 

r (b)(4) r (b)(8) 

r (b)(s> r (b)(9) 

P°" (b)(6) 

Section 552a 

1 (d)(5) 

1 (j)(2) 

1 (k)(1) 

1 (k)(2) 

1 (k)(3) 

l (k)(4) 

1 (k)(6) 

1 (k)(6) 

1 (k)(7) 



P- other information was withheld by Central Intelligence Agency, the Department of the 
Army, the United States Navy, and the National Security Agency. You may appeal to those agencies at the 
following addresses: 

and 

Information and Privacy Coordinator 
Central Intelligence Agency 
1000 Colonial Farm Road 
1J17 IP Building 
Gate 5 
McLean, VA 22101 

Secretary of the Army 
Office of the General Counsel 
US Army Intelligence and Security Command 
FOIA/PA Office 
ATTN: IAMG-CIC-FOI/PA 
4554 Pike Road 
Fort Meade, MD 20755 

Judge Advocate General (Code 14) 
Department of the Navy 
1322 Patterson Avenue, SE 
Suite 3000 
Washington Navy Yard 
Washington, DC 20374-5066 

NSA/CSS FOIA Appeal Authority (DJP4) 
National Security Agency 
9800 Savage Road 
Suite 6248 
Fort George G. Meade, MD 20755-6248 

1394 pages were reviewed and 558 pages are being released. 

Based on the information you provided, we conducted a main entity record search of the Central 
Records System (CRS) per our standard search policy. For more information about records searches and 
the standard search policy, see the enclosed FBI FOIPA Addendum General Information Section. 

This is the final release of information responsive to your FOIPA appeal. This material is being 
provided to you at no charge. Duplicate copies of the same document were not processed. 

Enclosure 

Sincerely, 

~z_rg~fo 
Joseph E. Bender, Jr. 
Acting Section Chief 
Record/Information Dissemination Section 
Information Management Division 
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INTRODUCTION 
btn't':1 • :'er:u1· w ne<d1 .... ~ 

The purpose of this ublication is to afford aft 

overview and anal ·si s of 

This particular issue is @voted to ~-
activities of...._ ______________ ____, dl.U'ing the· 

latter half of 1978 t}rrough May of 1979, and also the acti vi tli!fs· 
of __________________ dm.-ina; the first 

five months of 1979. For purposes of brevity,_ thes.e se:tvi~$", 
will hencefort-h be re;ferred to in this paper ~ th~ ,__ _________ .... I In the interest of ope .... __ -r_a_t_io_n __ a_l_aru-~;tt---_, .... : 

administrative see't.µ"i ty and acknowledging the Iieed--to--kn~.w;: 
principle, information is not set forth in s:f$.~i~ic, det~iled; 

{U) doc1!11lented form. (51 

- iii 
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Referr3l/Direct 

X 

At any rate;·Soviet-:ac.1;ion did not prevent the trial;', 

1 lin th~ 1 I In the meantim~ 1n6 per 

[ ____________________ 1 ~~ b7C 

l r we:fe• ,__ ______________________ _ 
FBI 

waived and they too were allowed to leave tht,ir c;oQli.trt of 
detainment and return to the Soviet Union. ·mus, I I 

! .shax:ed ... the. same~ .fate ... (althoµgh.,_.~of ....... cour:se., . ..the;ilt---. ____ -- _ ... 
L.. .... - --------_-_-_ ..... .....,· 

I !still stand) as the other Soviets arrested $µ\Ce the.-• 
early 1960s. But the outcome of thel ~se \$~1 

di£ferent in one sense. I I 
I ~ (U) 

Despite the arrest and conviction of the two Soviet 
operatives and the impending ~T ratification deba~~, durir,rg, 

the past year the large CoIJIPiement of United Stat~s-baseq: 

L------------------------1~~E 



IU) 

'U' ' I ' ' 

~ 

X 

X 

X 

X 

The Soviet official pr~sence- contintres to be gr~tlt . . . . . ) •. 

augmented by large nmnbers of Soviets visiting the United StatM 
as tourists, as well as under the East ·west Exchange Progr~: 

(EWBI'). During the last six months of 1978 and first six montfis 
of 1979; 2,359 Soviet tourists visited the United States. Uti.tl~.P 

I 

~ 
- 4 -
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the BlEP, 5,636 Soviets in commercial, scientific, technical, 

and cultural dele2ations entered the United States. 

In addition 

there are (as of early ~Y, 1979) currently 43 Soviet 

graduate/research students studying at 29 universities located 
in 24 F:aI field di visions. I 

1u) , ---------,x~1---' 

/Tf'I 
'~ I 

During the last six months of 1978 and first thr¢e 
months of 1979, 1,090 Soviet merchant vessels* 'Which have access. 
to 40 deep-water ports in the United States, docked in .American 
ports. These port calls afforded repeated shore privileges to 
26;861 Soviet seamen. W 

- Slnce·th'e 6ff tclal ·wi1:~d"·Stlite:rtt:~tfogtii'.ti:ort· crf•-Chltra--;-- ~- · 

diplomatic relations between the two 1:IRtions have continued t~ 

improve. An .American-Chinese trade agreem~nt has been set'(:l~c;l 
and awaits approval by the United States Senate. The People-"s 

Republic of China (PRC) also hopes to be granted most-favored'

nation (MFN) status. The opening of two PRC Consulates, one ,ecteh• 
·in San Francisco, California, and Houston, Texas, is imminent. 
The rationale for choosing San Francisco as a Consulate site is 
obvious--this city has the largest population of overse~s
Chinese in the United States, and its iocation Will give the FOO. 
a base on the 'i«lst coast r;f the United States. The choice ,~. 

Houston reflects the PRC' s interest in acquir.fng oil explorat1pµ
and production-related technology. The opening of four further 

PRC Consulates has been agreed upon;- two of these four wi-W\ 
probably open within the next year. (U) 

~ 
- 5 -
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Since January, PRC official presence has increas~: 
somewhat. There · are now 239 PRC officials stationed in -th~ 
United States, as opposed to 188 at the be inn. of 19nt. 

X 

In Jannaty of 1979, the East Gennan intelligence

services (EGIS) were dealt a damaging blow men Werner Stille.r4 

an officer in the ans, qefected to the Federal Republi-c ot: 
Germany (FRG). Stiilet, who had been assigr,.ed to the Reseat@ 
and Development Section of tlie Mlin Department XIII, 1-1!nist·U1' 
for State Security (MfS), 

invnediate result of Stiller's defection was the 

b3 
b7E 

l 
' 
l 
j 

----•~-
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[ I OVerail, 
a total of 36 suspected IiGIS agents have been tmcovered in West 
Germany. Of these, 10 have been arrested, judicial enquiries 

have been instigated against 13, and the remaining 13 have 
managed to escape to :East Germany. I 

~ 
- 7 -

b3 
b6 
b7C 
b7E 



The arrests that followed the Stiller defection helped . 
to illustrate the degree to whictf I 

I I Within the past decaq.e a number of other m§~• 
German agents have been arrested :in the FRG, · some o:t:· whom M<l· 
manuevered themselves into very sensitive positions. '!he ~~t 
notorious of these was most probably Gunter Guillaume·, lo~g:t;~ij 

former aid to German Chancellor Willy Brandt.. The puhlJ];lty 
surrounding Guiliaume '$ arrest forced th~ resigr.JatloJl of 'B,rajic;lti 

- 8 -
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/T]\ 
' j 

In .August, 1978, Ion Mihai Pacepa, 
Director of the General Directorate for Foreign 
(DGIB) defected to the West. I 

X 

I 

• 
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Strategic Intelli~ence 

iU) 
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Political Intelli~nce 
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'U' \ I 

It has often be~n st~ted by observers of the inter
nat1ortitl $tertt3 that former President Richard Nixon ts ·he-i.a·'in 

much higher esteem overseas--including the Soviet Union--truln in 

the United States, and that many Europeans could not quite 
tmderstand how .Americans could drive a seemin 1 effective chi 
of state from office 

X 

Economic Intelligence 

X 

X 

- 21 -
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\ ~ t' 

;'ijl 
1 ' 

A detailed listing ofl 
!targeting was contained in the January, 1979, issue of .__ __ ____, 

the "Review." During the first five months of 1979, a lavg~ 
number of new targets have been detected. Listed below are those 

which are most significant, with emphasis upon items whicli 

1 

indicate a sbl~l the targeting strategy of the respectiveL,.I __ ...., 

X 

-·22 -
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File 100-20779 

X 

X 

- 34 -~ 
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(U) 

X 

Within the · pa§t year, the S<?viet ov.ei~t~~s 
es~ablis~nt has be~n rocked· by. some damaging defe¢tions, ~~t 
notably that of Arkadiy .N~. Sh~veh¢rt1'.c,, ~<? $eiv.ed a$ ·$~~, 
Sei:tetary to the .Secretary Gen~ra'l of the Unit'¢¥ N~t:i~ .• 
~evcheriko is one of the h.:ighe·st-;r~nld.rig Sov.fets to,- nave· 
·defected- :to the· West'. I 

X 

X 

-~ 
- 36:"' 
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IH'1 
' • I 

----------------------------~--~-~---

X 

Below ?re three photographs depicting the type of 
paraphernalia and instructions mich the asset received from the-

X . 
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V. DEVEWPMBNTS IN COUNTERINI'ELLIGENCE OPERATIONS 

I '_'Lemon Aid". 
L-----01----rj _____ "l--t-h_e___JSoviets I 

b3 per FBI 
b6 per FBI 
b7C per FBI 
b7E per FBI 

shortl after clearing a dead~drop • .Additionally L.....o-----..... 
s detained? although he was not arrested 

- 43 -

bl per Navy 
J1~, 

•j..,,b3 Per FBI 
b6 Per Navy 
b7C Per Navy 
b7E Per FBI 

_j 



X 

Upon their arrest, re jailed· ,at 

in lieu of 
L-------,,--------~--------,-L----, forced to leave the United States. howev 

--~~-t 
.Ambassador .Anatoly F. Dobrynin, to await their trial lihich,wa-s 
held in 

- 45 -

b3 per FBI 
b6 per Navy 
b7C per Navy 
b7E per FBI 

l 
b3 per FBI 
b6 per FBI 
b7C per FBI 
b7E per FBI 



J The arrest of these ,__ _______________ _ 
individuals came, however, at a time when relations between the 
United States and the Soviet Un.ion were strained. There was th'Qs

some concern that the arrests and trial of the twe spies mi.¢it 

place further strain on U.S.-Soviet relations. Therefore, the 
decision to arrest the Soviets was by no means a cut-and-dried 
affair, but involved the consideration of highly complex issu~s .. 

{U) ········································:ts:) 

X 
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X 

William Peter K@l!Piles 

Some qf the greatest intelligence coups have not b.eeh 
the result of the efforts of an intelligence service, but rather 
have come about as the result of a windfall. Such was the patji 

through which the Soviets acquired the ''KH--11 System Techn~e~tt; 

Manual." The manual was sold 'to th~- Soviets· in Fe~~:ry of 1Y~7f':: 
a ormer C emp oyee named William. Kainpiles for a D)'.$.Ji:Q-· 

$3,000. The document (which is classified "Top Secret'') soicl:4;qr,· 
this pittance is a teclmical manual for an advanced Ameri<i~-
reconnaissance satellite. 1his satellite is one of the .,U-""'-LI.........., 

intelligence collection syste~ used by the United State. bl per CIA 

b3 
b7E 

b3 per CIA and FBI 
b7E per FBI 
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The apprehension of Kampiles came about as a result of 

his own action. In a letter given to a former CIA colleague~ 
Kampiles recotmted· how he had accidentally met a Soviet in Ath~ns

in February of 1978. Although Kampiles did not mention in the 
letter the actual sale of any material to the Soviets, he did 
describe mre than one meeting with the Soviet, and did note that 
he had discussed such things as his ac~ess to classified JJ,11:tter;i~l 

and the type of information the Soviet wanted. He ended th~ 
letter with the cryptic comment, "What I have talked about thus 
far has been generalized, I did this because to be entirely. 
specific, it would take the length of a short book to narrcate 

this entire story. If you think there might be ~gency interest-~ 

I might be willing to discuss this experience in full detail.•• 
(U) 

Having thus drawn attention to his activitie$·, 
Kampiles was soon thereafter contacted by Special .Agents, an.a 

interview Kampiles confessed to the act of espionage. Kampi.;J;~s 

admitted that, while on a visit to Greece, he went to the Imbc1,$sy 

of the Soviet Union, where he met a man w.hom he later determin~4 
to be Director of Security for the Fmbassy. Kampiles in:fo~d · 

the Soviet that he wished to supply information on a long-t~~ 

basis, but the Soviet replied that nothing could be arrm1;~e.d 

until the .American produced something of value. In subsequ¢nt 
visits, Kampiles supplied the-manual to the Soviets for the $Qm. 

of $10,000, of which $7,000 was to be supplied at a later dat~. · · 
(U) 
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Kampiles had obtained the document durin his service 

as a GS 7 Watch 

He was employed in this 

capacity from March 29 through November 4, 1977,.and in view of 

his sensitive duties with the· CIA, held a large variety· of 

security clearances. One evening, while on duty• he simply took 

the document from a file cabinet, placed it in his sports coat, 
·~Ul arid todk the document -t.o his apartment~ ·· f6} 

Kampiles was motivated to a great extent by 

disgruntlement towards the CIA. He desired a transfer to the 

Directorate of .Operations in CIA where he could become a case 

officer. Due to Kampiles ' poor work performance, CIA off ici~ls 
considered this to be out of the question. Kampiles was told 
this in no uncertain tenns. He was also sharp~y criticized fo.r 
his 1.mSatisfactory work performance. Soon after, Kampiles sto.i~ 

··· the KH-ll Manual. tsl 

Kampiles was also motivated by a strong desire to

become a "Secret Agent." Kampiles was a James Bond afficionado 

who, while driving in his Oldsmobile Cutlass, played ·tapes; <>11: ·· 

sotmd tracks from :Bond movies. .And, spurned by the CIA in h~s 
desire to become a case officer, Kampiles embarked -on an ii-1~ 
conceived venture to become a spy on his own. He stated that he 
had come forth to the CIA and the FBI with the story ·et 
"accidentally" meeting with the Soviets in Athens because -h~ 

felt that American intelligenc:e would decide that he would -make a 
good double -agent. He thought that -th& ClA wou1-d· -provide· ·h~-

- . 
with classified "feed" material and encourage him to continqe 

meeting with the Soviets as a double agent. A search of· 

- 49 -
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Kampiles apartment-after his arrest uncovere4 a copy of "Inside 
the Company,'' by Philip .Agee. Inside the book Kampiles had 
highlighted a number of sections. One of these sectiop.s was, 

{U) interestingly, on double agent;s. CG) 

Monetary gain was also a factor spurring on Kampiles. 
He was due to return to Gree.ce to recei ye the remaining $7, QP.O 

payoff, and was to be given an additional $10,000 for any oth~r 
classified material he could supply the Sov.i:ets. As mentioned 

above, Kampiles hoped to acquire the classified data for tb.e 
second trip from U.S. intelligence. At the same time, Kampiles 
believep that U.S. intelli~ence would provide him with cash in 
payment for his services as an agent, and thus Kampiles hoped to 
collect' money from both the Soviets and the .Americans. -- ~ 

Kampiles was tried, convicted, and sentenced t-0 s~wve 
40 years in a Federal penitentiary. But, the impact of th¢-

The U.S. intelligence collection system had already been 
underminep by the loss of classified data relating to .Ameri$ 
intelligence satellites, which had been passed to the Soviet$: 'tly:· 
Andrew Lee and Christopher Boyce in 1976. The system was furth~t . ~. . 

compromised by the loss of the KH-11 Manual. Finally; the 
Kampiles theft indicated the ease with which a even a low-l~v~l. 

r"!!!l!loXee C<l!Jld<, Sl>Ver.,damage to U.S •... national. security. Clii!, 

- 50 -
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.APPENDIX 

C<Mi:JNIST ,COUNIRY OFFICIAL PRRSF.NCE IN IBB 
llNITEi5 srATES, SEPffi.li.HR 1, 1§79 

COlllltry , 

USSR 
PRC 
Poland 
GDR 
Czechoslovakia 
Cuba 
Romapia 
Htmgary 
Bulgaria 
Vietnam 
North Korea 
Yugoslavia 
Albania 
Mongolia 
Total 

Officials 

1,217 
239 
287 
17 
98· 

100 
8.0 
79 
Sl 
12 
12 

154 
12 
10 

2,428 

IDTE: Officials is a generic designation· used by the FBl £or 
practical operational convenience and should not be confuse.a 
with diplomatic designations. 
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Dr. Zbigniew K. Brzezinski, Assistant to the President 
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Department of the Treasury, 'The Secretary of the 
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Director of Central Intelligence - 1. '-
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Assistant Olief of Staff for Intelligence, U.S. Army - 3 

Office of Special Investigations, U.S. Ai;r Force - 1 

Director, Central Intelligence Agency - Attention: 
Deputy Director for Operations ( Counterintelligence 
Staff - 1: Attention: National Foreign Assessment 
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The purpose 

overview and analysis o 

IN'IRODUCTION 

L-------------'-""""""~-.........i""""""""'-"""'"""".......,. .................. ~ted to the 
activities ofL..-----------..,...------" uring- the 
latter half of 1978 through May of 1979, and also the activ.iti:'¢$-
of L..-_______________ ___. during the $it,$t 

five months of 1979.. Por purposes of brevity, these setviee,s· 

will henceforth be referred to in this l)Elper as th~ I 
In the inter t f 

administrative security and acknowledging the need--·t~:IQlQ.W· 
principle, information is not set forth 'in specific, detal,j:~, 
docllllented form. Sane of the material ccm.tained herein has bij•@· 

obtained £ran other elemeD;ts of the United States intelli~n~ 
camnuni ty, as well as the intelligence services of cet'(i;it~· 

(U:1 friendly foreign Governments.. J8.X 

- iii -
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the EWBP, 5,636 Soviets in commercial, scientific, teclmical~ 

and cultural delevations entered the United stat~- I 

I ] In additi;qn 

there are (~s of early May, 1979) currently 43 Sovi~t 
graduate/research students studying at 29 universities locat~~ 

in 24 FBI_ field di visions. I 

During the last six months of 1978 and first three 

months of 1979, 1,.090 Soviet merchant vessels, which have acces$ 

to 40 deep--water ports in the United States, docked. in Ameri.cmi· 

ports. These port cal1s afforded repeated shore privileges· to-
(U) 26,861 Soviet seamen. la( 

Sine~ the off ici_al United States reco · i iion of Chihij: . 

diplanatic relations between the two nations have continued .-to, 
improve. An .American-Chinese trade agreement has been set't~e4 
and-awaits approval by the United States Senate. .And, within tl\¢ 
near future, the People's Republic of China (PRC) will probah:Ji: 
be granted most-favored-nation (MFN) status. The opening of· two. 
PRC Consulates, one each in San Francisco~ California, and~ 
Houston, Texas, is inminent. The rationale for choosing Smt -
Francisco as a Consulate site is obvious--this city htts t® 
largest population of overseas Chinese in the United Sta:te~, a]id 
its location will give the PRC a base on the west coast of th~ 
United States .. The choice of Houston reflects _the PRC's inter.e~'e 

b3 
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in acquiring oil exploration and production-related technolqgy. 

'Ihe opening of four further PRC Consulates has been agreed upon; 
two of these four will probably open within the next year. (UJ 

Since January, PRC official presence has increasei 
scmewhat. There are now 234 PRC officials stationed in th~ 
United States• as opposed to 188 at the beginning of 197.9, .. 

X 

In January of 1979, the Bast Gennan intellige~¢e _ 
services (EGIS) were dealt a damaging blow when_ First Lieuten~t 

Werner Stiller defecteq to the Federal Republic dr Ger@®y 

(FRG). Stiller, who had been assigned to the Re-seareh -attd' 
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1U\ 
' I 

Development Section of the Main Department XIII, Minist. fm
State Security (MfS) 

An illl!Jl~diate result .-

Stiller's defection waste 

OV-erall, a total of 36 suspected· EGIS 
agents have been uncovered in West Germany. Of these, 10 have -
been arrested, jtxlicial enquiries have been instigated agaiiist 
13., and the remaining 13 have managed ·to escane to East Germanv. 

X 

~ 
.., 7 -
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X 

. The arrests that followed the Stiller defection heJpe:4-
to illustrate the degree to whichl I 

........,. ____ -----11 Within the past decade a number of other~$.~ 
German agents have been arrested in the FRG~ sane of whan. b$.cl." 

manueverel themselves into very sensitive positio:os. The ~os.t,. 
notorious of these was most probably GUp.ter GtJill;;iu:ue·, longtJ~ 

former aid·_ to German Chancellor Willy Brandt~ ffi~: publ19l~f 
surrotmding Guillaune' s arrest fore~~ the r§i;gll~ticm of · :~ 
embarrassed Brandt. ,...._ ________________ ___,J 

~ 
- 8 -

_ b3 
, b7E 



On ~e diplanatic front, the Czechs appeared to be 
making sane steps toward improving the stagnant relations with 
the United States. In February of this year, the 

three iijfluential U.S. Congressmen, Senator Frank Ch$,~~· 

Chairman ·of the Sen~te Fe~eign Relations Camni ttee ,. S~to-t· 
Caliborne :fell,. and I{cpr·esentadve Clement Zablocki, Chairlli®;<Jf' 

the House Foreign Affairs Canmittee. I J 
II 

X 

~ 
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b7E per FBI 

,._ ____________________ Referral/ Direct 

X 

~ 
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lU) 

'U' ,, -1 

1U) 

X 

In Augus t, 1978, Ion Mihai Pacepa, then act~~g 
eneral Directorate £or Foreign I~telligeIICe: 

the West. 
Director of the G 
(DGIE) defected to 

X 

s 
- ll -

X 
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;'It'! 
,J,. I 

'U' i,- I 

Sci~t~fic.8.Jl:d. Tech.Jrlcal Int~llig~ce 

X 

~ 
.. J..4 -
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iU) 

Strategic Intelligenc~ 
gJJ:)"i)1',·- ft s" 21Ct:f •••• ( IFTO•n'• f .... 

....__ __... 

- 19 -
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·A detailed listing of ...._ ___________ __, 

____ ! targeting was contained in the January:, 1979,. issue- of 

the "Stmmary." DtJring the first five months of 1979> a laitga· 
number of new targets have been detected. Listed below are thQ-$¢ 

which are most significant, wi-th ~basis upon items wflf9h 
indicate ·a shif_t in the targeting strategy of the respectiVEi ro~ I ................. xi . ~ 

x(U) 
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Insight into Bast German intelligence service$ 
collection requirements has been provided by the defector• 
Werner Stiller. He disclosed that EGIS collection requirements 
are in order of priority: 

- political information; 

- military information; 

~ 
- 28 -
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Kampile_s apartment after his ~rest uncovered a copy of "Insi.cl~ · 
the Canpany," by Philip Agee. Inside the book Kampiles fuid• 

highlighted a nunber of sections. One of these sections wa$, 

interestingly~ on double agents. JRl (U) 

Monetary gain was also a factor spurring on Kampiles .• 

He was due to return to Greece to receive ·the remaining $7,O0Q 
payoff, and was to be given an additional $10,000 for any oth¢"r 
classified material he could supply the Soviets.· As mention~d 
above, Kampiles hoped to acquire the classified data for tfie, 
second trip fran U.S. intelligence. At the same time, Kampiles 
believed that U.S. intelligence would provide him·with ~sh in 
payment for his services as an agent, and thus Kampiles hoped to 
collect money from both the Soviets and the Americans. ~ 

Kampiles was tried, convicted, and sentenced to serve 
40 years in a Federal penitentiary. But, the impact of th~ 
Kampiles case extended far beyond the incarcerati~m of la,mpile$1, 

The U.S. intelligence collection systan had, already bee;u.j 

undennined by the less of classified data relating to .Ameriqm 
intelligence satellites, which had been passed _to the Soviets by: 

Andrew Lee and Christepher Boyce in 1976._ The ·system~ furth~t 
ccmpranised by the loss of the KH-11 Manual.. F:i,µally, tb~:. 
Kampiles theft indicated the ease with which a even a low-level 

employee could ·do severe damage to U.S. national security. c)(· 

Aircraft surveillan~es 
n,-. t , rwe>ci t ''4; 

As previously reported, the San Francisco Di vision ha,$· 

made successful use of aircraft surveillance in affordi~I· 
physical coverage of Soviet intelligence officers. Within th,e· 

~ 
- 53 -
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IU\ 
' I 

_/ 

~ 

past year, San Francisco has continued to make good use of aerj.~l 
smweillance of particulary active KGB officers on both co~~t 
and overt missions Without the subjects becaning aware of such 
coverage. ~ (U) 
SF SPIAs, 3/79, p.15; 11/78, p.18 

X 

~ 
- 54 .. 
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.APPENDIX 
1.,-,··J tr I r'j T 

CCM,IJN!sr COUN'IRY OFFICIAL PRBSENCB IN nm 
t lt:tt O t::r'n11:1( -,. I ltdt-C " 5 t 'p<)E '; -·-----;--,-·, 

Cotmtry 
j '( .,.,. 

USSR 
PRC 
Poland 
GDR 
Czechoslovakia 
Cuba 
Ranania 
Htmgary 
Bulgaria 
Vietnam 
North Korea 
Yugoslavia 
Albania 
M:mgolia 
Total 

UNITED SfATES, JUNB 9, 1979 
• • t • a♦-.. - "o-1< 0 • C I I 

Officials 
<+ r<·:-··112 r ,,.,, 

1222 
234 
271 
77 

107 
84 
80 
78 
48 
9 

13 
151 
10 
11 

2-;39'5" 

~: Officials is a generic designation nsed by the FBI f◊t 
practical operational convenience and should not be confl.1,$~g. 
with diplcmatic de~ignations. 
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1,250 
1,200 
1.150 
1,100 
1,050 
1,000 

950 

450 
400 

MAJOR ·COMMU.NJST C=OUNTRY OFFICIAL ·PRESENCE IN THE UNITED STATES <' 
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INIRODUCTION 

The purpose of t;his ublication is to affotd -
overview and anal is of 

This particular issue is devoted' who'l:lt," 
to the activities o uring tih<t L----------------1 at t er part of 1977 through Decanber of 1978. For purpose$ Q~ 
brevity, these services will henceforth be referred to in tiµ~: 

paper as L...-~----,---"""'."'""-"""'."'""------::------ In- -t_~ 
interest of operational and administrative setm-ity -®-4? 
acknowledging the need:.to ... know principle, information is not -~t~l 
forth in specific, detailed, docunented' form. }::gj 

\ 

,, .. 

...:. .. • ~1-··' 
11 
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Bilateral relations between the "flnited States and th~ 
People's Republic of China (PRC), after more than two decade~ of 
mutual hostility, have come out of the deep freeze during th"~ 
1970s. Secret negotiations led to President Nixon's 197Z' 
journey to Beijing; and three months before that trip the PRC Wg$ 

admitted to the Unite~ Nations and the Republ~c of Gbi'ija: 
expelled. Recognition of the PRC by most of the world's nati®$ 

followed these events, and with the exchange of liaison lllissi®s. 
in April of 1973,- informal relations between the United St4te~ 
and the .PRC were established. Within the past two yeaf$.~·
although there have been difficult moments in tJ.S.-fflO 

· relations, the basic stance of the Chinese has been. to achie.v~ 
full normalization of its relations with _the Uniteq. Stat.~l'f.: 
including the achievement of JllO~t-.favored-natlon (~) st~l~:,,;;. 
On the night of December 15, 1978, a major step was taken in 'tfiij~· 
direction when President Jimmy Carter announced that the Unt,t.e.fl, 

I 

States would grant full dipl()Jfiatic recogriition to tne PRC. ~~ 

current rulers of the PRC, wi~ Vi~e Pi"@lier Dep.g Xiaoping in tn~t 
forefr.ont, recogniz~ tha~ China is a .backward country arid· :~s.;_ 
much· to gain fran the West, especially the Uni t.ed States, in j:t·i 
drive to modernize indpgtry, science and · teclmology, 

, .. " .. 

agriculture, and the a~ed forces. It should be pointed out t~t 
the Chinese tilt toward the West ts further stimulated by tlle' 
PRC's profound antipathy towards the Soviet Union. (U) 

~ 
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Cuba -
The latter half of the 1970s .has ~ tnessed a les.se:~ng· 

of the generally negative tone which dominated Cuban-.Am$ti¢mi 
relations since the early 1960s. A major. cause of the dev~lQJ• 
ment of closer tfes between: the two neighbors bas been th~-~ 
desire to terminate the Um ted States embargo of Cuba $di · ±o 

attract U.S. investments into Cuba. The most visible evid~jJ.¢.eA!>f 

the evolution of less hostile .American-Cuban relations~ lh_e 
establishlnent, in September of 1977, of the Cuban Irttijyte:$,Ss 
Section (OJBIS) in Washington, D.C., and the removal of "t:ray~l 

restrictions placed upon Cuban diplanats stationed in the iml:::t~ 
States. Cuban aspirations vis-a-vis relations with the tmtt~ 
States have to an ·extent be·en undennined by a conct$1'$t.ii.ft 
int-erventiortist policy in the Third World, the most evi~t 
target of which has been Africa. Indeed, there are indica,t$;QI'f$· 

that, despite the Cuban failure in Latin America durlt1:J: :i~~ 
1960s, the principal objective of Cuban :foreign policy .$~ to 
spread the Marxist World. Revolution to the Third World, using:·jJie 

............... Cuban revolution as a model. ()o 

:-..~1 ..---
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Despite 
United States (t 

Ranania' s continued good relations with the 
ypified by the April, 1978, :meetings betwe~ 

Ceausescu of Railania and President Carter · . President Nicolae 

X 

Unfort 

crippling blow in 
t.mately for the Rananians, the RIS were dealt a 

)\Ugtist of 1978 with the defection of IonMiht;t'i 
1ng Director of' the General DiFec't;orilt.El' for 

ence of the· .Rananian mtelligence services ... ! _ ____, 
Pacepa, then Act· 

Foreign Intellig 
The damage that th<?. 

defection of such 

can have on an intellig~e agency b; 
obvious. I 
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With the onset of the period of detente bet~ the 
United States and the Eastern European cotmtries, there has be~ 
a proliferation: of camnercial establishments with atten~t. 
increased exchanges of students, cultural and business visitor~-, 
and non-Soviet, camnunist country ships (these inclucle Cu~, 
Hungary, East Germmiy,. Yugoslavia, Czechoslovakia, Pol~d', ·-cro:d 

Ranania) calling at U.S. ports. Since 1972, the nunber Qf 

exchange visitors entering the United States has increa$.~ll 
yearly, and ·the year 1978 has seen a continuation of thi!.s 

- 13 -
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escalation. Fran January I, 1978, through December 31, 1978, 
10,559 exchange visitors entered the United States as can red 
to 

Throughout the year 1978, 170 vessels fran 7 :n<m-
Soviet communist countries· made 806 p9rt calls in the Uttj.ted 

States at separate United States ports. Crei,r inelilbets off. :tbeiij 
vessels made at least 17,300 individual entries into the United 
States of varying duration, I 

X 

Analysis of Eastern European students attending aca
demic institutions within the United States during the last 

three years determined that roughly 170 of these students· "luwe 
been Within the United States at any one time.. Of these, t70 
students, an estimated 9S percent are graduate students->. $0 
percent of whan are engaged in advanced research in scientific 

~ 
- 14 ... 
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~L-----------------' 
Included below are objectives which, during the period 

tmder review, received the eatest amount of attention fran., .tj),
respectiv, 
of 

'The primary objective 
s the collection of scientific and technical (S &. T) 

intelligence. The reason for this is, readily discernible--:all:. 
of these countries are plagued with econanies and techn0Io•ica1 

bases of varying degrees of underdevel ent. 

- 16 -
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X 

Two of Poland's principal natural resources are ctt@l 

and copper, and the Poles have banked heavily upon th.f 
development of these resources to help diminish sanewhat th~i~. 
massive trade deficit. In order to enhance their natiob,.i•$ 
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Within the United States and its posse$sions,,, Ctipa~/$. 
' 

internationalist policy bas been exh:i:bited· in relation- :to·· ' 
several different politlcai groups. I Jb3 per FBL 

b7E per FBI 

; 
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The successfuJ. outcane of the investigation was -al$.c); 
furthered through the utiliz_ation of a o 1 of teclmt 
surve-
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ail Eastern Euro~. ~o~tey • . ?t - . .\ ..... _£~te~ip~~i~ig~nce.9P:::r~t~q! vs 

ecently latmched agai.rist :tll.e,: 
European nation. 

An 'opera~ion was· r_ 
intelligence servic~ of an East 
the operation was an asset _ 
information, and is a native 

The linchpin ◊f 
"Wh9 has access to classlfi~cf 
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~f the target inte11igen¢e 
serV'ice' s c.Quntry.. I 
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f Assets 
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APPENDICBS 
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In telatioil to 
-----,lthe priori ties of Lt_h_e_FB_I_,_ba_s_e_d_upo_n_th_e_d_e_gr_ee_o---:f-

threat posed by these services to the United States, are ~ 
follows (as of January, 1979): 

~ 
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Dr. Zbigniew K. Brzezinski, Assistant to the President for 
National Security Affairs - 1 

Department of Justice, The Attorney General - 1 

Department c;f the Tre8$ury, The Secretary of the Treasury - 1 

Director of Central Intelligence -_l 

Department of State, The Secretary of State - 1 

Director, Defense Intelligence Agency - 1 

Assistant Chief of Staff fo:t Intelli-gence, U.S. ·Army - 3 

Office of Special Investigations, U.S. Air Force - 1 

Director, Naval Investigative Service, U.S. Navy - 1 

Director, Central Intelligence Agency .. Attention: Deputy 
Director for Operations - 1; Attention: Deputy Di-rector ·•. t··:~:-~ 

for Intelligence - 1; Attention: Executive secretary, 
Dfrector of Central Intelligence Sec,Qrity COOi!D.ittee. - 1 

Director, Division of Safeguards and -Security, Department ~ · 
Energy - 1 

National Security Agency, Director - 1; Attention: MS03 - 1 

Chief of Naval Operations., Navy Department - Attention: 

Navy Security Coomti.ttee Member - 1 



DECLASSIFICATION AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION GUIDE 

DATE D2-14-2017 BY; ~I ---

X 

2/22l7S 

--~ 

TO: Df~e!OR, fBI {1~5-211-0$0) 
A'l"TRi. Ilrrlll.I,l"~ PIVl'S-tO)(o CI/a (A) 

B~, eHJ:CAW 

H()'lfffltY ~S 
i)F ~~(W(CX ACTIVITIES 
~ MAffER - FeI 
}Wl)Rl) 2/!·3/'J.9 

X. BUJ:)U1t_ &:f:.:r.te.l. of 1/1./19 .. 

AUTS::MATIC 

·:ff:j· 
~'.-"!'~; 

'~~ 
. _ _,,,_ .-,, .,,.... 

TJ;ie; ·f!&J.1~ ~•.-t'I!· ~o• s ··ee11· me;lttit 
tk'3 qtiestions: uked by the »~1-1- in ;1!'8f'.e.Jit~ 2-+ir.r.f-<..t1a ~· (U) 

..... l.,. .~!911,tr,Al!; ~~~lY ··~ 
; ~ . . -. 

_ 2. ~t-t'·: R~- O-f ht&~ ·.~ 
shoal:d be U$'tt4m "ill t;W,Ja<liU'.ty f~ wi:th ~fident .,- .. 
.ful-ly exp~.d&Mi.e;men·tit- -~ · .. :-~i _ 

. .• -·--- :, .SQ_ . 

57!\0 '\,j 

. . 
~ ~ I• 

:--"'!" l ~ ·~ . ~ . 

. •, 

; ·.' . 

3. 

b6 
b7C 



IU\ 
' ' 

'U' \l 

I, 

-'· -~-· .. -_-.,::": .,._ 

.·, ... 

I 

b3 
b7E 



(U) 

.'U \ l I 

,'U\ 
I I 

iU\ 
l I 

1f®l1tswii_p; 
i .,!,.,, .. ~: 

b3 
b7E 



TED FRO.':! A.UTOHATIC 
DECIAS 
AUTHO~ 
FBI AT 
EXEMr 

TO 

FROM 

SUBJECT: 

UNITED STATES GOVERNMENT 

Memorandum 
Mr. W. 0. Cregar \)'<>c..\1', 

I ~ 0 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Assoc. Dir, __ 

Oop. AD Adm. _ 
Oop. AD lnv.;£"

Asst, Dr,.: 
Adm. Sorvs. __ 
Criro.kw. __ 
ldent, __ _ 
lntell._~_ 
Laboratory _· _ 

DATE: 1/31/79 LegolCoun, __ -
Pion. & lnsp, _ 

A.IA_/l ,· Jc/<::_ / ~s v0 Jsi~ ]f f ft.A.., '-.J ....,) l{ A Diredor•s Secty _ 

FBI F NTELLIGENCE SUMMARY 

PURPOSE: 

To recommend approval of attached publication, 
"FBI Foreign Counterintelligence Summary," for dissemination 

b6 
b7C 

within the FBI. (U) CECLASSifICATION AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION GUIDE 

RECOMMENDATION: CATE 02-14-2017 BY: ... I------,,-

That attached publication be approved and disseminated 
internally to 59 field offices and appropriate Headquart~---~. · 
personnel. (U) ~ 

,.,. Alf PROVED: ---· -· ~dn'I. ·sew. tesaf t,blJil,,. ···-·. ·;_* 
Crim. Inv. ·- Plan, & f,iip, 

/)5~ 
frr' 

Enclosur~ \-'~ , 

65-74480 

TJD:slp/en~ 
(7) 

1 
1 
1 
1 

Mr. W. 0. Crear 

1 ---.... ~,....i;.-_-_-i,..._-_~----_""l. ..... u._u._w._;;;.i. ____ .... _...., 

1 -

Rea, Mint ::'=====,i,, tdent.. TeeJtt..~wC=--=--=-, 
~ Tiraf~~----·,...:c __ ....., _ _,,. 
___ . , . _ - ~J.<Pw ... !Jl'l~a.~=-- ,,.· 

-sECltET--MATERIAL ATTACHED 

CONTINUED - OVER 

., 

~1f\ 

l .. 62M~g 
Buy U.S. Savings Bonds Regularly <?n th~ Payroll- Savings Plan 

l 

. ~ -.. 
- - ~ - . '\. 

. ... 
_· ... ,·.~.:_.. . . FBVPOJ. 

\·· 



~ 
Memorandum to Mr. W. O. Cregar 
Re: FBI Foreign Counterintelligence Summary 
65-74480 

DETAILS: 

~of I Th::b::h:::::i:: ::::::esw::,::e::i::e•::t:::::::r 
of! ~ 1 during 
the latter part of 1977 and 1978. An issue was P,Ublished in 

.............................................................................................. ...._~~on the activities 04 
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INIROOOCTION 

I 

overview and anal 

This particular issue is devoted wholf_y. 
to the activities of dtiriij~'1$h~ L.._ ____________ __. 

latter part of 1977 through December of 1978. For ptitpos,ti ·qt 
brevity, these services will henceforth be. referred to in -tp§ 

paper as L....,,-------=--,---""'.:""""-:------:---:----- I~ ~¢, 
interest of operational and admi.nistrati v:e secl,it'i ty . ·~g; 
acknowledging the need-to-know ptinciple, information is not set 
forth in specific, detailed, documented form. Some of ·:~b.~ 
material contained herein bas been obtained from other elen¢4~s. 
of the United States intelligence conmn:mi ty, as well as., ·th?: 
intelligence services of certain friendly foreign Govermn~~s~ 
C6J 

iii 

.. 
l 
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Bilateral relations between the United States and: -the_ 
People's Republic of China {ffiC), after mote than two decade·$· -Q.i 
mutual hostility, have cane out of the deep. freeze during ·,t}iiji 
19701 s. Secret negotiations led to President Nixon's 1;g_1t 

' journey to Peking, and three months before .tbat .-t:rip the• PRC,~ 
admitted to the United Nations and the Repubi'ic ot Qu.~ 

expelled. Recognition of the PRC by most of the world's rui1jQJm• 

fellowed these events, and with the exchange of liai$oil mis~!®$' 
in April of 1973, informal relations between the l]nl-ted, $t~t~$: 
and the PRC were established. Within the ·Past two- ~~iii 

: . ~'. 

although there have been difficult moments in u.s.-PRC, t,~~ 

lations, the basic stance of the Chinese has been to achiev.e .-~µl;t . 
normalization of its relations with the United States, inclµqli_ig: 

\ -
the achievement of mc,st ... favored--rtatio:n. (MFN} -sta.tl'JS., On, \tM. 
night of December 15, 1918, a major step W8$ taken in t,lifi 
direction when President Jimmy Carter announced: that the lJn:it~: 
States would grant full diplanatic recognition to the PRC. ·$.0,~· 
current rulers of the FRC, with Vice Premier TING Hsiao-l>i-ng· Jb.'£, 
the forefront, recognize that China is a bac:~d country $<!.: Jm:i 
much to gain £ran the West, especi~lly the .United States, in ·?'t$· 
dti ve to modernize industry. technology, sci eh~; and educa.tlqµ.,t, 
It should be pointed out that the Chinese tilt toward the Wes\ it 
further stimulated by the PRC•s profourtd antipathy towards ·tll<r 
Soviet Union. (U) 

~· \. 
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X 

With the onset of the period of detente between the· 
.-

United States and the Eastern European cotmtries, there has been 

B: proliferation of COlIBBercial establishments with attendMt, 

increased exchanges of students, cultural and business visito:rs~ 
and non-Soviet, comnunist cotllltry ships ( these include Cub~·, 
Htmgary, P..ast Germany, Yugoslavia, Czechoslovakia, Poland, ·atid 
Romania) calling at U.S. ports. Since 1972., ~e ntmbers •et 
exchange visitors entering the United States have incre?.$~1it 

yearly, and· the year 19'18 has seen a continuation of this t.ip~a 
escalation.. Through January l, 1979, 10,S59 exchange vis;itQ~§· 

entered the United States as conm~r:!:.:e~d~t~o~6.l.l· 3~3"----~---..i...1.1=......., 
year of 1977 • I 

X 

~ 
,.. 12 -
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For the first three quarters of 1978 (Jam~ry l 

through September 30) the vessels of 7 non-Soviet ccmni$.i:st 

countries made 722 port calls in the United States at se_t,ar.~te 
r 

United States ports: Crew members of these vessels made at lE.':,~st 

13,264 individual entries into the United States of v ··: in 
duration, 

iur ··LX:::::..:::·· ~-----------------

.Analysts of Eastern European students attentf,uig 
academic -institutions within the United States during the- la:~t 
three years determined that roughly 170 of these students· :~ve 
been within the United States at any one time. Of the$~, 1;:7.0 
stooents, an estimated 95 percent are graduate students, ·an.t, t>.f 
whom are engaged in advane~d research in scienti£i: ·. .· · ·. 
technical fields. 

X 

X 
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iS\ 
I I 

X 

Two of Poland's principal natural resources are @~l 
and copper, and the Poles have banked heavily upon the develop;: 

{· .. 
ment of these resources to help diminish somewhat their massi¥¢: 

trade deficit. In order to enhance their nation's ability -:~ct 
exploit these resources, I I 

~ 
.. 17 .. 
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Residing within the United States is an unidenti(i~d 
subject who anigrated ftcm West G~nnany in the early 1970s;, ~e 
subject has assumed the identity of a citizen of West Ge·-······ · 
(who will, for oses of securit be called Schmidt\ .. 

~ 
- 32 -
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I Also significant is the £-;,i.ct 
L_ ____________ ____, 

that after moving to the United States, the subject married a 
woman who, although being a naturalized U.S. citizen, is an 
emigrant from a carmunist country. ~ 

X 

X 
..,.,; "I • L-i, J ) - --- 33 -

• I 

\ . 
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Within the United states and its .possessioilsi C~f"'.$.· 
interpationalist policy has been exhibited in relation ·tp 

several different DOlitical groups, I I 

~ 
- 36 -
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Co~terint~~ligence Operat~.?P. v~.· an __ Easter~ E~opean Coun~~!:" 

An operation was recently latmched against 1th~ 
intellig~ce service of an East European nation. The linchpin ·of 
the operation was an asset who has access to classi:£?e_cl 

~ 
- 51 -
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The purpose of thi$ publication is to of~et 
the United States intelligence community a brp~4 
perspective of foreign intelligen·ce operations in -~n·g: 
against the IJni ted states which are within the :urview · of the FBI. Emphasis is placed oni; _ I I J The "FBI Foreign Counte nte.1ligence ev1'i~w,., 
1s ~ue uccessor to th6 publication "FBI Por,ji~ 
Intelligence Analysis-United States (FINAL)." T:lti,~. i:a::ic11Jar iss;e ;;;eva;~ :baJ 1; ta tha rc~~r~~!8$~~g 
a er half o 7 an first our months of 197·8.;,.. 

An~;he~ pu~!:;~i~~~ ~~ lb:1:7~red ::;;;~ fo¢n:'I I :: : : j In the rte e ot ~ I ai>. 
min s rati ve security and acknowledging the need-·~9.., 

know principle, information is not set forth .J~: 
specific, detailed, documented form. W~ere informati,ofi, 
contained herein is· .Perti:nent to the interest :o-;t 
responsibilities of othe-r United States inl:ellig.en..t~ 
agencies., separate, detaile4 disserqill.ation b~s b~:eJt 

.:'U\ made. CG:t 
1 ' 
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X(r) 

Xrni 

A survey of the geographical distribution. :of 
Soviet student assignments in April of 1978 irtdica.:t-~$ 
the degree to which one element of the Soviet incur$'.iiqn 
has spread throughout the United States: 

- 2 -
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,'H1' 
1 • 

INSTITUTION AND 
tOCi\'fl ON - - : 

Virginia Polytechnic Institute and 
State University, Blacksburg, Virginia 

University of Texas, 
Austin, Texas 

University of California, 
Berkeley, California 

Stanford University, 
Stanford, California 

University of Ca11fornia, 
San Francisco, California 

University of I11inois, 
·················· Champaign-Urbana, Illinois 

NUMBER OF ,STUDENTS 
l.N ATTENDAN.c.E' · 

2 

1 

s 
4 

1 

1 ~ 
Hence, 43 Soviet students were located iii . .1)7 

different states across the United St~te-s, ---a.lJ.4 
attending universities with high technology resear-(Ui 
facilities~ t:60 

- 4 -
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II., IL ____________ _ 
Sci!ntific and Tech~ical Intelligeg~! 

Xrn1 

- s .. 
lrnRE( 
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Strat!gic Intelli&ence 
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>< IU\ 
' I 

,...._ ______________ ....... y.~------------

The Soviet Trade- a-nd- Economic Council '.\(~~
established in 1973 as a result of the Nixf;m--Brez:hn.gv 
summit talks.. Its main purpose is to help creat:~ .. -~'~ 
environment which will foster the growth of commet~ia); 

Xrn) 

... 12 -
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..... 

...... 

L-ilr------,lr-":":w:r-::.:n◊---=.un==_ ::-::s::::::.ucce-ssfully _ attempted to t,a$·s· 
c1.ass1fied d()t;uments to the· Soyj._e~J, ended. ·qn a 
perhap·s equally. 4iscor·dant not-e. ~ i'TJ'1 

hL..-__________ ....,,..... ____ _____.r 

I I 

WFO ·SPJA, 1/30/7~, pp 33 thru 35; WFO 'S-F.'l,a, 
2/28/78;, p:p 23 t-hr~ 25. 

15 -
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Use of Cover and Cut-outs 
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X (U) ; 
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Infiltration 
I I' I . 

T~chnigu~, , , 

. . ' 

' 
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Recru~tment_ Targets 
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L_ ______________ ...__:zs:___,_~:T_Tj_, _________ _ 
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Dangl~ Operations 
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VII. F 

a. Local Party Organization (Profso~·z·} -
The term Profsoyuz, when tised outside the Sovi ·, :·· 

·b ad 

>< ,'JlL. __ __, 
_b. Primary Party Organization (Pervycn..n~ya 

Partiynaya Organizatsiya) .. This is the _ basic _l{ar·:ty 
c~ll of any departme~t, off ic~ or shop ·of: the S·oYi~t 
colony. All So.viets· i-n t}:i:e Communist Party., ther.e.£.Qte, 
belong to some Primary Party Organization, of wh:~ch 
there are several. Within some, although no.t ~:l,l,, 
Primary Party Organizations are subgroups into· -wJ).1.ch 
members of each Organization are concentrated acco·rding 
to their particular field of eltpertise. · ·.-

• -u Or anizations are held monthl ., 

XiU) ___________ ....J 

c. Political Seminar .. In additi.on. to 
membership in the Party and Primary ·i?a-ity 
Organizations, Soviets are also assigned to :$U\?11 
groups referred to as Poli ti cal Seminars. Thet~. :are 
periodic meetings of these Seminars at which po-1¼-tl-~al 
issues are discussed from the per~pective of Comniu~ist 
Party ideology. Attendance at_ these meeting$ is 
mandatory and considered a "Party duty." 00 .. •r'T' 

. \i..,I 
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X mi 
e. Zhens ovet - The Zhens ovet, or Wbl'n.~li..' $ 

Council, is similar to a women's club. There at.e' ·two 
such Zhensovets in ~·he New York colony. Ove;r.$·~~j.ng 
both Council~--' is the T'rade Union Organization of 
Zhensovets. ~) 1m 

I I , 

f. Trade. Union Organization .- Bv.ery :$qv.:Jet 
enterprise or organization, whether within the .S:pyj;et 
Union or abroad, has· a local Trade Union O'rganiz~t,J.on, 
headed by a committee call~d a Mestkom. The MestJq~ is 
ultimately subject to Communist Party guidelin(ts. -:and 
cont tol ., al th · · · · · 
or a- iz 

X , .. 
, i I 

g. Friends of Russian Books Club -- ·the 
Soviets sponsor a c~ub of thi_s name w~ich is qu~tte-r.ed 
at the United Nations. The organization spo.n.a:.o.rs 
events such as the showing of movies on the .$gy:Jet 
Union, the staging of Russian dance exhibitions,: e0t:'c. 
Such events serve as a convenient vehicle through .w~Jch 
Soviets can become acqEYnted with individual$ of 
various nationalities. (,.,8:.) ,'TT'i 

1'J{ 

NY SPIA, 1/19/78, pp 15 thru 18. 

l 
b3 
b7E 



VIII. 
I 

One of the most serious social probl~ms 
afflicting the Soviet Union today is widesfpt.ead 
alcoholism-. Some observers believe that this di-sea,s'~ 
h~s reached epidemic proportions. Per c~p.i,1:a 
consumption of h,ud liquor in the Soviet_ Union i~· the 
highest of any coµntry in the wor;td.. St~gg_ering:---Qr 
·unconscious ·dtunkii' are a common si ht in Soviet c:::itie·s-.• 
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relati~m-s 
acrimony. 
a 

S'ince ·the late 19SO's, Soviet,..Cfi.ip;~se 
have been, to put it mildly, marl<ed ·by 

A new charge was, however, ad11-----....... -
So iet artti•PRC diatribes. 
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an overview of 
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~:a~:i~~i :insr be~fg rr·epar~d wh0

ich will focus upon ·the I 
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a m n1s rat1 ve security and· acknowledging the need~--·:t;o.., 
know principle, information is not set for-th , l,n 
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(U) 

ij _______ ___. 
The USSR divides the responsibility for t·Ji~ 

clandestine collect:ion of positive intelligence abroaf;l 
between the Committee for State Security (KGB.) ancl. ,tb·e 
Chiet Intelligence biiectorate, General Staff oft~~ 
Ministry of n·efense (GRU). The KGB is by far th~ 
dc;,minant service and reports directly to the Counc~l _of 
Ministers and sections of the Central C-ommi ttee of tb~· 
Communist Party of the Soviet Union C-CPSU).. The- :(;'j\U 
reports to appropriate command ievels in the Sov½.e:t. 
armed forces as well as to the Council of Minist-et-s 
and the Central Committee. Collectively the KGB a-nd
GRU are referred to as the Soviet intelligence servi-ces 
(SIS). (U) 

The First Chief Directorate of the KG:Q· ::i.($ 
responsible· for· the KGB' s intelligence operat-"iotrs
outside of the USSR. Its mis-sion is thus comparab1-e· t,p 
that of the Central Intelligence Agency of the U:Jt$.tle.Q
States~ The First Chief Directorate· consists of s .. e:v:e;n 
Directorates and two Special Services, as well ai, -i 
total of nineteen Departments (see org•nitation chett 
on page 36 for the titles and heads of- the va:tiot\~ 
elements). Coverage of the United States is as~t,gnEJq 
to Department One,. which r~f,Jec-es the Un:i.J;~d St(it,'$$
status as number one target of the KGB. Of. t!!e s._e.¥~_n 
Directorates- -Di.re.ct.orate "R" (Op~r.atio:na:l PJ;an,tU;Ag 
and Analysis) and Directorate "OT" (T·echJ-l·l,¢.~l 
Operational Support] .. -have been recently es·tabli-$h.~;g;. 
The new Directorate "OT'' is an elevation to Directo-ra.t.e 
status of the former Fourteenth Department and, at 
present, there is no known Fourteenth Department. '~: 

Two of the Departments are also of relativ~fy 
r(;!certt vintage. Department Nineteen was es.tablishe:Q! im 
1975 and is responsible · for emigration mat•t.er.:$~. 
Department Twenty was established in 1977 ;---- and' it.$ 
mission is similar· to that of the Eleventh Depart:in.ent. 
The former is respo·n·sible for maintaining liaison ;W'ltih 
intelligence servi9es of develo_ping c~u~tri~s, wh~t'e:t1,0s 
the latter maintains lia·i~o~ with int·elligence s·etvi1t;~$ 
of socia\ist countries. ~ · 

- 1 -
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'U' f I · 
' ' 

(U) 

INSTITUTION AND 
LoCATION . 

Virginia Polytechnic Ins~jtute and 
State Univ~rsity, Blacksburg, Virginia 

University of Texas, 
Austin, Texas 

Unive~sity of California, 
Berkeley, Californi• 

Stanford University, 
Stanford, California 

University ·of California, 
San Francisco, California 

University of Illinois, 
Urbana, Illinois 

NUMBER OF STUDENTS 
IN ATTENDANCE- · 

2 

1 

5 

4 

1 

1 (~ 

Hence, 45 Soviet students were loci~d in 17 
different states across the United States. ~ 

- 7 -
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Tradecraft 

Students 

-

. 
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X(U) 

Infiltration Techniq_µes 

X(U) 

- 23 -

~ 

,. 

b3 
b6 
b7C 
b7E 



VII. DEVELOPMENTS IN COUNTERINTELLIGENCE 
'. . ·- OPERATIONS 

Daµgle Oper~tions 
---------------------

X •U\ 
• I 

Utilization of Air~raft for_ Survei_llance 

Xnn 

- 24 • 
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FBI Effectiveness 
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relations 
acrimony. 

Since the late 19SOJs, Soviet-Chinese 
have been, to put it mildly, marked b,?!' 

A new char g: was, however, ad"""'"'...,__....._..,__........,......, 

X(U) 

X iij\ 
I I 

NOTE: 

CI-1. 
Considerable material was also supplied by ~ Q,n.i t, 

- 35 -
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The purpose of this publication is to afford .. ,. 
through a summary of situations and events, an overview 
a£1 

It is intended solely for the internal use of the FBI~ 
In the interest of operational and administrative se~urity 
and acknowledging the need- to-know principle, inf orm'ci't_ion 
is not set forth in specific, detailed, documented fgrm. 
Where information contained herein is pertinent to the 
interests or responsibilities of other United States intelli-

+U) !!a~,~ a~cies, separate, detailed dissemination has been 
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TECHNIQUES AND TRADECRAFT 

X1u) 

Xrnl 

X rn:1 -------------
Experience has shown there are personal ,cp.-~i(acteristics 

or factors which tend to make an individual suscept±:hle 
to recruitment. These include political affinity f.or the 
bloc_ country or disaffection from the United States1 V.ert-ality; 
vulnerability to blackmail; need for sexual and/or eJrpC;l:ti-onal 
involvement or ego gratification; excessive dtinki;n;gj; ,marital 
or financial problems; and vulnerabil!tr to coerci0-i!i;,·.when 
relatives reside in bloc countries. (::0:1 

. -- 1 -
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X;'U\ 
; I 

X 'U\ I I 

A dead drop is a place through which commU·:ti.ications, 
materials, or equipment may be transferred from one p:e,rson 
to another without the necessity for personal conta,c"!t ~ 
(U) 

Xwi 

b3 
b7E 



><µ.r.:,, .... _ ..... 

DeterminatJon qf, IIlt~ll_igen_ce Connec:t_ion 

SOME FACTORS UPON which we may base our J~¢gment 
as to an intelligence connection include the followinj1 

- 4 -
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X rn) 

Inf.OJ:JIJ.ation Gathering 

>< !H'1 
I • I 

X (U) 

X ,'U) 

Topics discussed at these meetings range fr,~m 
fusion energy to the. "Glomar Explorer,"~~ ship w,h:t¢ih attempted 
to retrieve a sunken Soviet submarine. '-~ 

(WFO SP1A lf/12/7~~ page 24) 
-

7 
- (WFO SPIA 2/15/77~ Jig~ 26j 27) 
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X (T.T;i 

Some Current Ope_r~t_ions 

_- 8 -

~ 

X IU\ 
I ' 
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Courier Servi_ce 

X /TT't , . ' 

Shipping 

Xrn) 

~ 

X (U) 

(NY SPIA 5/13/77, Jl&:Jte 11) 

--13 -

b3 
b7E 



TRENDS 

X::u) 

- 14 - -

X ,'p\ 
I '.J l 

X :m 
' ' 

X mi 
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\ 
\ 

While it is obvious that not all clandesti~e activity 
has ceased, it is felt that the level of activity, now limited 
to essential contact with only the most trusted agent~, will 
not increase until some time passes without derogat.qty public 
references to Soviet activity. (U) 

(SF SPIA 5/13/77, p~1,:ge 2) 

- 18 -
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TARGETS 

X IU'1 
' I 

And each country in the bloc has the potenihi-~1 
to benefit not only from its own findings but also £fdm 
those of its allies. (U) 

Thus, while two or more countries mi ht hav:r.e rather 

- - 21 
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5. THE MILITARY - the Armed Forces of the ·Q.f,li ted 
States; naval, air and ground bases; movement of trcH/ip:$, 
troop exertises, equipment, weapons, tactics, inteliij•nce 
and morale; and military policy. (U) ~ 

. ~ 

IN ADDITION TO the above, the following targ,ets 
~fe also pUtsued: developing tohtacts among worker, ~p 

-the United Nations Missions; penetration of the Urtit¢d 
Nations police, the Immigration and Naturalization S¢rvice, 
the United States Coast Guard, and the United States C~sto•s 
Office; a;nd the obtaining of forms, documents, sta'Ei:9,µ,s;ry, 
maps, schedules, cards, clothing, accessories and si,nqflar 
i terns needed for the support of illegals, including a~s,¢er
taini,n·g the availability of housing and modes of traiv:e,i. 
(U) 

(Hearing before the $,'ubcommi ttee 

,,__ 

to Inves;tiga-ti ye tlte Administratiom 
of the. ln..te.t·:n.al .Se.¢:.1:l-fi ty Ac.t and 
other Inte-i"n'~-t S·ec:Ufi;:ty Laws, 
94th Con.gres·$:, 1st s,_:~:':S,s·io-it 
11/18/75.) 

Altha.ugh this list was obtained from 01te· ,.4/¢;:lt!l::i;;tor 
and reflects ;hi-s coon-try' s intelligence service·s·1 1t?1t:g)~its,. 
every count-ty discussed in this study can be pr.es.um-@'9/.· to 
have the s-a-:1ne generic target priori ties. They will varry 
as to the importance given to any specific tar get in;. •&·ft:y 
particular time frame. That a country's current PTl•Iir~rty 
target is dis·covering the a-ctivity of emigre g:t-OllJp:s:·thtti!:S 
not mean it has no interest in penetration of t]re· ·Up:iit~d 
States ~overnment or acquisition of scieBtific ifif$¥:m:a;-1;'ion., 
nor that suc-h penetration or acquisition could. not .,b:.tfc;,v.m-~· 
its prima-ry targ.~.t with the passage of time. As a ;g\cii':\l~:th-ment' s 
national ohJecti v-es change, so too the intelli.gence;··.$\Ertviees t 
targets. (U) 

XJ) 
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Specific targets 1976-1977 

THOSE TARGETS SOUGHT by the various inteitJ·g~nce 
services listed below range from items commonly, or ·~t: least 
publ,t~ly available, to classified material and thos$ ,@ 
t-he re·stricted commodities list or otherwise restritt·e:d. 
The t~asons for the tasking of an individual to obt~!:rr any 
one item, or related or unrelated series of items, V'?r'Y 
from a mere test of willingness to cooperate to a test of 
competence in carrying out assignments to, it may be ~-ssumed, 
a s:upstantial need for the item in question sufficien:~ to 
warrant the risks inherent in its obtention. ~ 

THE TARGET LIST which follows is not meart-t ·tip 
be all-inclusive, nor does it necessarily fully defiri}.~· the 
current areas of interest of the country or intellige1J~·e 
service. It is, however, interesting, in spite of th~ fact 
that some of these- targets might be shown to be som$:t-tfy~t 
dated, as it indicates areas of interest and suggest~~ither 
the nature of ongoing. projects w~thin the country CO'i;t.~i~rned; 
the state of development of a particular technology -QJi industry 
in that country; or, perhaps, those items which logi:s:.g•l(ly 
will become targets of those intelligence services s;:Jw.~,w.J;-d 
these target acquisitions be accomplished. (U). 

X 

- 27 ..-
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'U' \t 

ESTABLISHMENTS 

Expansion-Security Measures 

X rm 
' I 

X,u, 
I I 
I I 

REPRESENTATIVES OF THE TASS News Agency in SaJ\ 
Francisco signed a 5-year lease, commencing October, 1~76, 
for a 2 room office adjacent to the local UPI offie~. They 
also leased a 2 room apartment for the TASS senior ¢@t:.respondent. 

·····CG:J . 
(SF SPIA 9/16/76, P.j~~ 12) 
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X iU\ 
' I 

b3 per FBI 
b7E per FBI 

IN AUGUST, 1976, SOVFRACHT, a sh1pbroker for- bulk 
carriers, especially American grain bound for the So:v>.:i.et 
Union, acquired new office space at 277 Park Avenue.,. (n,~ar 

(U) 48th Street), New York, New York. (:e::1 · , 

(NY SPIA 9/2 7 /76, p·a:.g'¢ 14) 

>< i:ll) 

>< iij'1 ' . 
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Referral/Direct 

THE ROMANIAN COMMERCIAL Offic·e in ·Chicago;, .tllinois-, 
occupied its new off ice space, Room ~11, 10.0 West :tao•,i-!r:G)e 

(U) Street, Chicago, on June 1, 1976. ce:) 

(CG SATPIA 7/23/i6, page 7) 

:. 
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f was arrested 
by the FBI onJ I on charges of conspir~.IJ>g 
to commit espionage on behalf of the Soviet Union. H~--,........,lii.aZ.--~ 

..,.... ...................... __ ......,e to trial. At the.time of his arrest in 
he had in his ossession a 

.---I ------1.,.._ _______ r 
I and has since left the United States. (U) + 

On 
arrested at ......__ ........ __,...~--.:!..!.!-;_ __________ .....&.....i....L.J....L..L..LJ..1.,;:.lll.iolo..:11...-----, 

He was, at the time, 
but had been employ-----
a nd had possessed a "Top S ki--"l"""l!r....-n--'"T"l!!r"'l""!"""'"'l"'7'"":2!:""""...i=:-:;-;::i:;---;:;;:;-.;;~_ -;.;j. m 
access to highly classified intelligence communi.cati.c;>~-s:, 
documents, and hardware. (U) 

- 38 -
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\ b3 per CIA . 
b6 per FBI . ...---------------------------b7C per FBI 
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STATISTICS AS OF 6/1/77 

Country Offi!=_ials* 

USSR 996 

Albania 5 

Bulgaria 47 

Czechoslovakia 94 
.. 

East Germany 65· 

. Hungary 6T 

Mongolia 8. 

People's Republic 
bf China 141-

Poland 216· 

Romania 88 

Yugoslavia 226 -· 
TOTAL 1953 

(S) 

*This is a generic designation used for prac·ti.c,al 
operational convenience and should not be confused with· 
diplomatic designations. These figures do not includ~ ~arking 
wives. 
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Director---
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OPTIC AL f"ORM NO. 10 
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UNITED STATES GOVERNMENT 

Memorandum 
!;_,, Mr. T. W. Leavitt 
/:;j 
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!:-:E:-t?T;;::) HA.TIC 

JECLASSIF 
UNlTED STATES Gn..YER1{MEI'-IT AlJTHC~ITY F~O¾: 

.To DIRECTOR, FBI (65-744-80) 

_if) (ATTN : ...._I _ _____, 

FROM ~'i.c 5 CHICAGO (J.05-33496) ~---__ 9 '\y' . ~ 

Section Chief, CI-3) 

SUBJECTq,AI, FOREIGN INTELLIGENCE Af\fALYSIS -
ALL IN~'.J~!A-'
::IEREIN IS lJlK "•SSIFIED EXCEPT 

UNITED STATES (FINAL) 

Re Bu.let dated 8/11/7"7" 

Referenced letter solicited the eorrtm.ents and 
suggestions of the field conceining current proposals for 
the FBI 1 s Foreign Intelligence Analy1'lis., Chicago feels ~ 
there is a tremendous nee.d for. the timely publication D 
of FINAL :i.n a form which will materially assist us i.n. • w { 
fulfilling our foreign counterintelligence ·r,2sponsibilitie.s ... · ~ ~ 
To this end, FINAL should be both timely, consistent and draw i ~ 
on both the perspective of FBIHQ and the experience o ~ 

,:u:1 of f:1.1e fieldo ¢() ~ ~-

Since FBIHQ made the decis:i.on to stop lateral 
dissemination of SPIA and S/:~TPIA, i:he:..·e has been a 
serious lapse of corru.nunicat.lon among those of us with 
counte·i::i.ntelligence responsib:t lities.. When t:b.e fi(~ld. 
stopped exchanging information, headquarters sald FINAL 
wouLd try to keep us abreast of important trends and 
develop;ne.nts inr I operatior1sll' FINAL 
has le:rgely failed to do tfi1.s, l.n part, because 
cf i.ts infrequency cf publication:, unnece8sary brevity:; 
FBIHQ' s failure to obt:ain contri.butions F: c1m the 
field and to some extent the use of the - ~d-to..,·know ' 
principalo The crux or heart of the whc, . :r,atter is 

!.iJ ~ 

9 . \.. ,._ 
0 ··, 
<..> ..... ', 
l!.l '-
fr: 
:::: 

T 
getting sorely needed information to the case cgentsmriu,";th~ --&-= 
fie.Id where the Bureau1 s- work ~- be~ng doneo (J§J

7
c/_(/{/O - ~'J 

0,:\~~ s ~~~ &J- ~ :c~~1977 j 
• ~l 'h 

Bureau 
1 - 65-63483 (SAT 

2 ·- Chicago 
1 - 65-42.68 (SATPIA.) ..,,_,, tlv 
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CG 10.5-33496 

' Our specific comments concerning FINAL 
. are these:······~ 

/ FCI analysis and the reporting of trends and 
targets-should be separated from strictly training 
material. ~ 

We have reviewed copies of FINAL which are 
available to this officeo The July, 1977 copy is the 
only one we find which has been liberally filled with 
training material. This, in our opinion, has no· 
place in a document devoted to analysis of past and 
current sj~uatians and the re:ortin: of trends and 
targets ofl _ _ I It can, of 
course, be cleverly incorpora ed in o a lengthy 
arial.)7tica1 pieceto add _substanceand depth., CSQ 

_/ The· Bureau at this point in time, should 
seriously revi.ew its requirements for SATPJA · and 
SPIA and decide whether they are useful documents 
in their present form. Bureau letter of April 12, 
1972, pointed out that the success of FINAL was 
dependent upon the field's submission of appropriate 
material through SPIA and SATPIA. This was simply 
another way of saying these monthly summaries<£ 

activities would be the core ---,-------------J or basis for the· preparation o:f FINAL.; ... ·~ 

( 

I 

FBIHQ mu.st recognize that SATPIA and SPIA 
do not now accurately reflect the . scope of our knowledge 1 
of! jactivities di~ected at the United 
States and our efforts to thwart these operations. · 
Information from the field is purposely withheld. from 
these documents - sometimes at the direction of 
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CG 105-33496 

things are interrelated if, indeed they are, and how 
current trends are related to past operations or what 
wES might expect in the future. T:is in:l:de:• bu: 
is. not necessarily limited to, I I 
requirements and targets, utiliza ion o=ra ecra t 

+U) and new innovations by the various services. cs::) 

An excellent example of these so called 
new innovations appeared in Chica ots SATPI letter 
dated A ril 7 1977 concernin 

L------------------' This development 
received only three paragraphs in the July, 1977, 
edition of FINAL but lends itself to a great deal more 

. discussion~ ()() 

Other field offices handling both the Soviets 
and satellites c)o'.M_........ir.1_.........,,...i...i_......._w.w ....................................................................... nce 

in this matter., 

:u·1 -'--------------.,....a ....... ~~-,-----------.....&..------, 
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(U) 

~ 
NO FOltEIGM :CISSEMfflA'f'ION 

The purpose of this publication ls to off er the United :~tQ.tes· 
intelligence community a broad perspective of f orelgn intellig¢qge 
operations in and agalnSt the United States which are within 
view of the FBL Emphasis ls placed on 
In the Inter.est of operational and admini.a=r~a:n,:;-v:=--:::s~_e:::::cu:-:-::r:n::=-an==· -~. ---
acknowledging tµe need~.to-know principle, information is nat.-~.et 
forth 1n specific, detailed, documented form. Wnere inform:?,tJ.Qp; 
contained herein is pertinent to th,e interests or responsibillnij~_,' @f 
other United States lntell!iE:.~ce aiencies, separate, detaUed .. 
dissemination ls made. ~ 

~ 
NO FOR,EIGN DISSEMINATION 
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~ 
NO POREJION DISSIBMllf.A:'!'19N 

TARGETS 

I bontlnue their etfbrts 
to obtain both classified and unclassified material. The follow~ 
paragraphs describe a representative number of these targets. · {e) 

X1U) 

X IU) 
I • 

X .'TT\ 
~ u i 

X:u·1 
I I 

N"''~:'l ----~~ NO FOREIGN .DISSEMINATION 

b3 
b7E 



~ 
NO F'OBEION DISfmMINA:':FION 

TECHNIQUES 

A STUDENT..,,~.._YU,nius State University. in Lithuania.,m~~-1;'ie~ __ ; 
a US citizen of Lithuabhm- ·extraction who was att~ing the Univeir~·ity ·· ·-· 
for graduate study. Subseqilent to the marr'iage the student, wh.§ had 
been warned not to marry the American girl, was dropped ftpi,P. ,the 
rolls of the University and his wife returtled to the us not knowing 

· Wt whether or not her husband would be allowed to emigrate. ~-

.. 
NO FOREIGN ll!!SEMffl;k'ffON 
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~ 
Ne POREION D18BBMIN.6TI8N 

TRENDS 

X 'U' ' I l I 

X(U) 

~ NO l"OltE~lll?ION 
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~ 
NO POREIGN DISBEMINA:'f'ION 

STATUS OF OFFICIAL ESTABLISHMENTS 

____ .........,....,..;e¼,'-------:-----------------...1 

During the first fou-r months of 1976 there were foU:f in$tances 
where violence was dtrec~ed toward Soviet facilities located .in me. 
On February 27, 1976,. ~nots .-ere fired into the S()vlet resict~P:tW 
complex; on March 8, 1976, a bomb exploded outside the Aero.not 
Office; on March 26, .. 1976, there was an attemgted. bombing of· tb,e 
Amto,;g Corporation.uJid: on.April s, 1976, -a .shot was flred a:_t.,l\li.,.~MUN
which pierced a ninth floor window. The ",New Yotk Post" c~tit<l an 
arltele which reported that the Jewlsh Armed Resistance, an•.9fSfboot- Qf 
the Jewish Defense L~ague, clal~ed· r~SPQJ\Sibillty for the a~I on 
April 3, 1976.. (U) . . . 

'f'i'.~ • ..: .. , .. :-:".:. (NY SPIA 4/12/76, p~.¢§, li2 & 13) 

ON APRIL 4, l91Q, 'THE Sovtet Consulate· bi: ·$an Fia1.)\t~q_9 
received an anonymous telepbope call claim~ a bomb woaJ.g:,.~plbde
in the Soviet Coi18tilate within· 30 mhtutes. The San Franclsto· -~Qli<!e, 
ilep~tment re$ponded and no bomb was found. (U) 

~ 
NO FOREIGN Bl$ii:MINAT10N 
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O;N MARCH 14, 1976, THE Soviet Ambas"ado:t and PeJ.':~ent 
Representative to the SMUN Yakov A. Malik, was.tferiously ·t,Q.iµt8fl~. 
In a car accident at Glen Cove, New York. A woman in the otAfW car --
involved was killed. fylallk! !were taken to Commqmty ~ 
Hospital in Glen Co~e~~'£~al police said Malik's driver was. -®t [~t · ' • .. ,!I 
fault in the accident. (U)" · · 

X ·'f:\ 
' '' t'J{ 

~ 
NO FOREION DfSSEMi!fA-'flON 
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This rec0mmends approval. of attac~ed issue of FJNAJ.. 
publication bearing ~he subtitle "Overview ofl L----------0 per a ti on s in the United States. " This issue will be disseminateq. 
only within? :t½l'.E;i·JfBi. 

Assoc. Dir._ 

Oep. AD Adm. -
Oep. AD Inv._ 

Asst. Dir.: 
Adm.Serv._ 
Ext. Affairs
Fin. & Pors. _ 
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Laborat 

Legal Coun._ 
Plan. & Eval._ 
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Spec.Inv._ 
Training __ 
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Director Sec'y_ 

The purpose of this issue is to provid.e the field (only 13· , J 
offices included th'l"n,,rrn :th // 
an overview o 
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. ···-------------- -----------------------. 

<'H1' ... 
1 • 

The purpose of this publication is to affo1;a,.....tll.J:(:w.e:.tt.1L-_--, 
summar · sit 

It is intended solely for the internal. µEJ·e of 
L.....ii~""""l':T1r'IT""---r:-a:~e::::--,:=r-e::r-:::-es=-r of operational and administrative sectttity 

and aclmowledging the need-to-kilow principle, inf ormatioil is n.ot 
set forth •in specific, detailed, docume~ted form. Where informa
tion contained herein is pertinent to the' interests or responslQ'iJ,lties 
of other United States intellige~agencles, separate, detailed: 
dissemination has been made. (~ 

,;. 
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,~ 
TECHNIQUES AND OPERATIONS 

A STUDENT AT Vilnius state University in Llthuanlamarried 
a US citizen of Lithuanµin extraction who was attending the tJniv:ersity 
for graduate study. Subsequent to the· marriage the studenti·. w.h9 had 
been warned not to marry the American girl, was dtoppe,f f_tom ·the 
roltls of the University and hts wife returned to the us not kilgw.tng 

1u:1 whether or not her husband would be allowed to emigrate. ··· ~ 

X,'U\ 
I ' 

X ,'U'1 
I I 

X ,'TJ1 
i ' 
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X(U) 

THE POLISH SEJM ·(parliament) recently passed nve>· 
amendments to the Poll.sh constitution. One declaring the Comt4unist 
Party as the· leading party and force in Poland and the· secm;i4\~e~Iaring 
the Polish alliance wlth the Soviet ·union and other soc:taliSt •.tfouiitries 
forms the f0Qndat\9n of' Polish foreign ·policy. (U) ··--·- · 

These amendments may represent the price Poland; ~;; to pay 
to malntain its specbil relatiom;hip with the w·est part-tcm:arlY.:: :~h~- TJ~f. 
Those holding this view believe Leonid Brezhnev needed the:.tmf.fKiments 
to show his adversaries on the USSR Politburo that despite P~l~• s 
dealings wlth the West she could still be trusted mui is faithf.'4 ;tp 
communism. (U) · 

(WFO SATPIA 4/5/76, pag~ 46) 

~~ 
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~ 
l<iO FOREIGN DISSEMftf/d'ION 

. The purpose of this publi(:atlott ts to ·offer the Untte)t$tates 
intelligence community -a broad perspective of foreign intellige~~, 
operations in_a·nd ~ainst the United Sta~: w:icb are :thin -tbeH:nir. 
view of the FBI. E~phasls ts placed otl_ . _ _ 
IQ. the interest of operJ1,tio1lal ~ admlnis'~r-a .... t ,....v_e_s...,..ec_u_r....,.. ty-=---and----:------
acknowledging the need-to-know principle,, information is not ~~·i. 
forth in specific, detailed,· documented form. Where lnform:~t:tc)rj. 
contained· herein ls· pert1'J~nt to the in~.rests o~ responsiJ)illtl~,i::Q'.f: 
other United states intelligence agencles, separate, det.a.Uf#~:l · 
dls$em._~at:ton ls made. 

~ 
NO FOilEIGN DIBSEJMINk'f'ION 
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NO FOHEfaN BISSEMINA'flOH 

TRENDS 

~ 
NO POiUBICN DIBSEMlNJ.cTION 
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~ 
no PORBION DISS:EiMIN.i'\TION 

TECHNIQUES 

~ 
NO FOREIGN DISS'.EM!NATION 
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~ 
NO POREIOH DIB~EMIMA:':PfON 

TARGETS 

~ 
NO P'OREiGH f>l89~11Nlt'fl8N 
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~ 
NO li 0'.REIGN DiSS:ElMINl'.tTIOM 

FEAT~ES 

NEGO'i'IA TIONS BY THE Bulgarians for purchase of, 
Rosedale Campus of St. Alban's School located on Newnrk Street;,. 
Washington, I>.. G.,Hl~ittapparently progressing smoothly. Th~_ _ 
prQpe,:ty consists of thl'ee three-story dormitories/general pqtpQse 
buUdings and seven acres of ~ancl:- The Bulgarians· currently -~v:e, an 
option for the purchase of.- the property for approximately $3 1,p.l)Jloli • 

. ~ 
NO FOREIGN f>ISSEMfN.ld'ION 
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Assoc. Dir._ 
Dcp. AD Adm,_ 
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This recommends approval of attached issue of FINAL 
publication bearing the subtitle "Overview ofl I 
Operations in the United States. n This issue will be disseminatedd-
only within the FBL · l _ ,.., u u, (I _... 3· 

·"-~~; R'f_C:116 .J - 1 7 r 6 0 
. The purpos6\1k. lnis issue is to provide the field { 0nly 13 

offices included), throug1f a summar of situations and events iith 
an over 

1s 1s being d0ne to keep the pertinent field offices ~•;wa:re 
o recent situations in sections of the country other than their ~W. as 
there is currently no lateral dissemination by the field offices. p.~~
paring summaries which involve Soviet Personnel Intelligence 
Activities (SPIA), Satellite Personnel Intelligence Activities {~A;WPIA), 
People's Republic of China Intelligence Activities {PRCIA), an,~ 
Yugoslav Personnel Intelligenc~ Activities {YUPIA). The ide~~i't!e,Mf 
sensitive sources have been concealed and informati~mnlh·e-~ • 
has been suitably paraphrased. till f[B 25 191-6 . l 

it ■ • -'t'~ ACTION: i" l ,, ~,..,,,,.~ 
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If approved, this issue will be dated, printed, and 
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STATISTICS AS OF 1/1/76 

Country Officials* 

USSR 1025 

Albania '1 

Bulgaria 58 

Czechoslovakia 91 
. 

East Germany 68 

Hungary 68 

Mongolia 15 

Poland 201 

PRC 175 

Romania 13'8 

Yugoslavia 185 
~ 

TOTAL 1987 

*Thts,_-is a generic designation used for pr~tlcal -().P.~r,i
tlonal convenien-ce and ,~howd not be confused with diplomatic 
designatlo11$, These fi~ures do not i~u.de working wives~ 
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TRENDS 

As a matter of interest, the starting sal~y for 'a . 
teacher with a Master's degree 1n the NYC sthOQI sys.tem ~. 
$U,550 annually._ NY S~fA, 10/9/7§,_ p. t·,ai , 

- 'l ... 
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STATISTICS AS OF 10/1/75 ,,. 

Country Officials* 

USSR 1039 

Albania 8 
} 

:49 Bulgaria e. 

Czechoslovakia 95 

East Germany . 80 

Hungary 69 

Mongolia 14 

Pe~ple' s Republic 
of China 182 

Poland 212 

Romania 76 

Yugoslavia 181 

TOTAL 2005 

*This is a generic des.ignation used for practical op·etit:
tional convenience and should not be confused with diplomatic · · 
designations. These figures do not include working wives. 
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.. 
A SOVIET- NA'l:lONAL has offered ~:sJ,\:rprlsingly., :cf3ndid ;. 

appraisal of problems .tn the_f;1$~.- He. says tn~t'.~thi;ie, e.!:ipecl4i:Iy, 
.,, ! -. rape, is on the incr:ease an&,.· ·ln Leningr~d,. :.:wilJ;tJ~ll at~ af_raic{ \_tg, ;g'o 
. ., .. 

aut alone after dark~ Large: riµmbe:r~ of Sov:lets are: qra;mped -.tgg.~tl!f3r 
. in severely inadequate hoµsJ.i1g; trw.iaporta~i§n ls cti,d_cally shgt.tr ':al1cl, ., 

' although education is ·excell¢ri.£., one needs QQnnec_~lbr{s· to g;~t- b~e" ' : 
children• into the proper sctio~ls. WFO SPIA. 6/13/7-~ .. , p. 7 . 

~ '•:. : 

' 

NO -~ 
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....... ~-........... 

~ 
NO FOH·EION f)lfJSf3MHiA'f'IO:N 

IN APRIL, 1975, the i>l-recto:r of tµe Romanta,n:.Mmlstry 
of Foreign Trade and ·Economlc Coc;>p.eration said· that if Cong~e~$, 
apprqve& the Most Favored·. NaJion (MFN) st~tu_s for Roma,ni~; ·h::.~e 
wlth the trs would go to one .bjtiJon doll~s a ye1;1.;r by i~so. ..l\s· · ·. · . : 
Preside~t Ford during August, -slgneg the. MFN Pact with ilo~~l.3,t· . 
there should be a dram.a.tic in,lre~e ln 1975-1976, ln contacts- b~,{-w.~~n 
US businessmen and Romanlail offic-iaJ.s. NY SATPIA 8/7/75, p'.., Ji 

~ 
NO FO!tEfaN DISSBMIN .. \TION 

··-7,,,.·.. . 
. :..:..:a .. 
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·rARGETS 
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TECHNIQUES AND OPERATIONS 



'i 

. THE US$R IS 'hav{ng its· problems; according tcNJi' 
Soviet national, currently assigned· in Canada; who offer~~ $.Utpris
lngly candid description. He sa~ that crime, espeo"iaUy rape

1
.- l~ -on· 

the increase and that women cannot go out alone after da.tk bi 
Leningrad. Large numbers oi Soviets are cramped tQgether Iii: 
severely inadequate housing, and transportation ts· critiea.1J.y sq.qt,t, 
Also, althc;:,ugh education ls excellent, one needs connectlons to g~t 
his children Into the proper schools. WFO SPIA 6/13/75, p. 7· · 
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STATUS OF OFFICIAL ESTABLISHMENTS 

.· A REQUEST ·HAS been ~ade by the Soviets for ~otp.er 
26, 000 to 29, 000 $qua.re feet of floor --space on the· same floor ;w, -~_bat 
·now occupied. by til~ Soviet Information Center, Su\te 86128, NQ_rtli 
Tower, World-Trade Center, NYC. · The Soviets are prepared· t<,:·.elgn 
a lease as soon as th•s space. can be made available and will probably 
use the space for addttlonal offices and a display f!i"e~. 

· NY SPIA 5/12/75, p. 28 . 

THE SOVIET'TRADE Off-lee (~OVTRA) at 
2001 Cqnnectleut Avenue, Northwest, ~litllllw· 12'.tlw:· L.....JD-,C_-1J!L.J1je1JJJiz:...._-, 
r 

A RECEPTIQN WAS held rec.~ntly by the SovJet (:Q)ls.-qlate, · 
San Franc ls co, California; .hqJ).orlilg World. War ·tt Vict9ry ln- Eg,rpp~ 
Day. The affair was held at the Palace of the Leglon of Bono~·''IMlcl' 
was attended by several hundred business and civic leaders aerw~-
as individuals friendly to soviet Cons~R~775, p. 3 ·. 

OCCUPANCY OF '.I'HE Soviet Residential CoMplex-:at 
Rlverd~et New York;. by Soviet nationals began recently. Tb:le,,~orn
plex, located in Bronx; New York, about 15 miles north of m-l4WWll 
Manhattan, eventually wUl provide housing tor 236 Soyiet na.ttotu!l,~ 
and their families. ¥ ~ SPIA 6/11/75, p. 21> 

.. 8 -
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~~ 
Statistics as of 7 /1/75 

Country Officials* 

USSR 917 

Albania 6 

Bulgaria 50 

Czechoslovakia 85 

E.ast Germany 45 

Hungary ,-

66 

.Mongolla 6 
~ -· 

People's Republic 
of China 162 

Poland 201 

Romania 76 

Yugoslavia 183 -
TOTAL 1,797 

.• 

*This is a generic designation used for practical: 
oper~tional' convenience and should not be confused with diplom,a.,U9 
deslgnations. These f~¥es do not include Wbrking wives_ .. 

-~ 
.. 9 -

.., I • j •· • •------• ____ __..-_~ 
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UNITED STATES GOVERNMENT 

Memorandum 
TO W. R. Wann.all 

:::x:::~PTr::m COD ZS. (l,f) 
:)A.TI 03-:l3-2 . 1ll 

1 - Mr. Wannall 
1 - :Mr. Branigan 
1 - Mr. Putman 

DATE: 5/20/75 

Assoc. Dr,. _ 
Dop. AD Adm. _ 
Dep. AD Inv. _ 

Asst. Dir.: 

FROM , A. B. Fulton) 
SUBJECT:~! FOREIGN INTELLIGENCE 

1 - Mr. Redfield 
1 - Mr. Fulton 
1 i1....-___ 1 

Admln, __ 
Comp. Sy,ot. _ 

Ext. Affairs _ 

F iloo & Cam. _ 

Gen.Inv._ 

!dent.~ 
lnspoclla 
lnloll, 
Loboralory _ 

Plan. & Eval. _ 

Spec. Inv._ 
Training __ 

AN . ' SIS - UNITED T -
~ (FIN.AL) 

Logal Caun. _ 

Telophono Rm._ 
Dlroctef" Soc .. y _ 

Recommends ap r, val of attached issue 
publication bearing the subtitle Overview o © erati0ns 
~ 1!).J!JI~.¥~2'".§@t,EH}..2! This is ue will receive no· 1ssemination 04tside'I11e·
FBI. 

The purpose of this issue, which is for internal use only 
to provide the field (only 13 offices include~du.........w..L1..1.1~.L...i.1.l.m.uu:wW.ii::L:.l,;J,l,.."""'-___._..., 
situations and events ·t 

, ne o eep e m erested field offie.es; -aware 
o recen s1tuati0ns in sections of the country other than their O'\VF!. as there 
is ·currently no lateral disseminatic;m by the field offices preparlng. summaries 
involving Soviet Personnel Intelligence Activities (SPIA}, SateiHte Personnel 
Intelligence Activities (SATPIA), People's Republic of China Intel!J;igence 
Activities (PRCIA), and Yugoslav Personnel Intelligence Activities (YUPIA). ' 
The identities of sensitive sources are concealed and inf ormat:i,QJ). from them 
has been suitably paraphrased. 

ACTION: 
;;,.,_ -101 REC-2Q (, ,r- 71f fo - \ t 

Jf approved, this issue will be dated, printed, ~ 
disseminated only tlfi€th.e Chicago, Cleveland,. Los Angeles, New Eaven, 
Newark, New York, Pittsburgh, Portland, Sacramento, San Dieg9,; 
San Francisco, S_e~ttle, and wa-,::hf~~9.~ fi;]~.9,f;fic._es..,and,..i;a, ~f)r1 ... ·a_t_e __ __, 

ead<Juarters offlcrnley+'ood,5upe~~ ~1'" i;;, 

-~ I --i 1'1£ tG MAY 281975 /. -pw,-,~- s,1.-, i ;,J, -~ ... ~- ,, 
I)) 1 .,. ·• 1 ,j;:ffll lcr'~ ~·· --- -~Bl,'.!!. !_I!!.~-.,~;l··L_ __ _J Enclosure vn ~ ... - .. 

65-74480 n~ 

f r:'lll~d W- 1'%._,.._ ·, , ~~ 
' '~l DECLA.SSIFICATION AUTHORITY DERIVED FROM: 

)
~t_}. ~ FBI AUTOMATIC DECLASSIFICA'fION GUIDE DnJIT[ Iii ruvrto 
W"~ DATE □ fi-17-2 □20 BY I I ,wu., 1 m c.n · Pf 
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STATUS OF OFFICIAL ESTABLISHMENTS 

THE SOVIETS RECENTLY renewed their extensive. 
remodelir of the Soviet Cnnan]ate San Fr9nafsoo OnJl#orttl. X'. 

I 
~dltton, ] 

:=-=-=---:--:--:--:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:.:..=..=..=..=..=..=..=.= ...... _ - -_ -_ -_ -_ -_ -_ -_ -_ -_ -_-_-_-_-_-..;--- · b3 

.".· . .:~. ~H~. POL:{SH FOREIGN 11:'F~IComoration CPE:i-·~•\"ti)) 
has opened an off ice in Chica,e,:o, I _ 
I 

THE POLISH CONSULATE in Chicago, nunois, lm."§ J;IOW 
completely switched its o~-rittions to its new space at 1530 Notth.·Lake 
Shore Drive. The old building is being made -into apartments fpf $.orne 
of the Consulate's personnel. CG SATPIA 4/4/75, p. 7 
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THE ROMANIAN CQMMERCIAL Office (ROCOMQ}; 
Chicago, llllnols, which, it w~ ~leve4, wa:s being closed beo~s~ of 

''Romania's unsuccessful attempt to obt in · · . -~ -- ,. : .... _.Qi--atn:a 

...... ,'!JI-
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·.-,,• ... 

USSR 

Albania 

Bulgaria 

Czechoslovakia 

E8.$t Germany 

Hungary 

Mongolia 

People's Rep11blic 
of China. .. . 

Poland 

Romania 

Yugoslavia 
.. 

TOTAL 

~~ 
.. Stat-lst~s as of 5/1/75 

OHlclals * 

899 

6 

49 

89 

41 

61 

6 

154 

192 

76. 

179 

1,752 

. ' 

* This is a generic designation used tor praotlcal: 
operational conv.e~lenee and should not be confused With diploxi_1"3~t~ 
designations. The'3e figures do not Include working wive·s. 

i 
I 

f 
I 

! 
' 
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.l 
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~ HO PORE~INA:4'10N 

FEATURES 

I 
RECENT INFORMATION SUGGESTS· that the ·pp.ej;j,~ of a 

Czechoslovak Consulate in Chic•ago; Iillnols; has been P.Q$tpoil8.4'..1t_#def lnttely. · 
WFO SATPIA 2/20/75; p,.19 .. 

THE HUNGAAµ\N GOVERNMENT is anx1ou$ t9 $tg\ 
building its new- chancery hi w~shifigton, D. o.; how~ver, ·soll,,l~\Pt.&blems 
are beiilg encountered betw:~eii the zon:ing office and Hungarian Q#J~ia.J.s. 
WFO SATPIA 2/26/75,, p. 36 . 

~ 
NO POREION BiSBffldiNA-TION 
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1- Mr. Adams 
1 - Mro Wannall 
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1 - Mr. Cregar 
1 - IVJ:ro Putman 
1 - Mr Fulton 
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Ext; Aflolrs _ 
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Gen. Inv. __ 

ldent~-

lnspeetl~~~/ 

lntoll.~ 
Lohorotory _ 

Pion. & Evol. _ 
Spec. Inv._ 

l 

SUBJEC~REI.QN..JNTELLIGEN,CE 
ANALYSIS .. UNITED STATES. 1 ~.__ ___ ___,1 

Traifniog __ • 

-wrnn;r-•--...------- Lo90I Coun. _ 
T0laphono Rm._ 
Dirac.tor SeC-y _ 

Rec0mmends approval af atta.ched issue · of JINAL puhli.ea.jjhlil 
bearing the subtitle "Overview o~ pperations 11\i. i1ie 
United States." This issue will receive no dissemina lOn outside tfie FBI. 

The purl:}ose of this issue, which is for internal use onl,y~: is to 
provide the field (only 13 offices included throu h a summary ·~f: ·_;~~tuat:ions 

, erview o 

8 4 MAR 1 9 1975 
-■~ ~- •■ ~I 
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The purpese of thts W))lieation ts to afford - thro · · 

It ls intended solely for-the intemal' \t$"i,,(Jt the 
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acknowledging the need-to-know principle, information 18- not~ 
forth In .specific• detailed, documented form. Where tnformaUQil 
contained heretn ls perttnent to the interests or responstbiUtl♦$ of 
other United States intelligence agencies, sepa~ate, detailed 
dia:aemlnation has been made .. _ 
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MAXWELL SMART OF telev.ision fat:ile wduldn~ve·-
trouble topping a recent performance b an indlvidu ' . ' '.. . ' 
the offJces of a large fir~~m· :...;lil=-~-NY~· :!:.,;C:!!!,··.J.._ ____________ ------. 

b3 . 
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•, 

TECHNIQUES ANU OPERATI(!NS 

A SOVIET STUDENT, while at the University ,qt 
Ml<;hlgan lii 197a-.ts.,. established a rapport with. an Ameri¢~-:~ has 
been in correspondetlc~, W•lth him ever since. 'Initially, aftet 1'$$:· ·retur.n•. · ··, 
to Ute USSR, the So'rie·· . .. -l~tters concerned -µinocuoui:i, ,per$.QJJ~l! $~1ter·s. 

-5-
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~p~ 

He then requested various books of tbs public squrce. variety~ · 
finally, after the American suggested .delivering. the books ~· a 
Spviet estabUsmnent for forwarc:11-ig in order to s~ve· on .pc;u~~' 
costs, the Soviet told him litit to send any u;iore. ·bQoks but ad<\ect 
that a "neighbor" was plannlng tj)aveLto Ute US soon and wo~4; 
tP<>k him up upon his arrival. .SF SPIA 11/8/74, 4-5 

. ··•·- ·- ~~. · . ................. 

··~ti~ 
:;._.,... 
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WHILE COMMERQE AND trtµte remain as higµ. 
priority items of the Romanian Government> efforts in these; ·B:f~as _ 
have diminished with Romania's u;nsuccessful ~tt~mpt to -attJ1.bl~. 
status vls-a-vls .the us, Government. l{omanian commerciat.~l.f:lc;:e~; 
in Chicago ·and ~an Franc1$.co ar¢ being_ closeg aiid· decision~f:~ve 
been made to reduce the staff of the co~erq:ial office in ~Q~ · 

( .. : 

. EFFORTS- ARE CONTINUING t~)' :~ild r~pp·or.tiwi\ll' 
~µmerous emigre groups;." and biterest is being di:rected tow~<f. 
increasing the excha.ng_¢ of ~eleg1:idons an4: aca,demfctan:s betw.~·,t1 the us and Romalita. . · · · · 

.. WFQ SATPIA 11./15/74, .4$·~ 

. ·.,,,._ .. b3 
. <.;;-°2 :.: b 7 E 



I • 

., . 

STATUS OF OFFICIAL ESTABLISHMENTS 
-~, 

~ 'f· - -
, THE SOVIETS HAVE b~~n 1;lijgbtb,ttlpg for a llUU.~mg- at 
305 East 45th Street, NYC, in which to telo~:Ue tp.e SMUN',. ·Ji.g'W'. lo¢ated 
at 136 East 67t~ .stre·et; NJ'C. it these negotlatio~ ~r~ suQJ:t~$$fiµ, 
the present locatlon ·might. v·e used; by the~~~B, WD¢, ~cr--:b~$e 
the Soviet Consulate in NYC~ .. · 

NY SPIA .12/13/74, 24: 

' ··~ 
BULGARIAN OFFlCIALS· IN woo- 'have deeid~1

, fq · 
approach US Department of. state· regarding the Qp·~g.iilg of a ·¢0.nip'J.ercial 
office tn Chicago and, pos$ibly one in San Francls·co~ · 

"· 
THE ·oERMAA DEMOCRATIC '.Republic (GDR}.- ... t.l 

leased the top !loor of a building ~t 17-17 Mass~chu$etts· AvenU.~;; N. w., 
WDC, for use as· a chancery. 

WFO SATPIA 11/15/74_:,_- .'$). 

-J3-
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~p~ 
Statistics a~ of 1/1/75 

Couniry Officials* 

USSR 907 

Albania 10 

Billgarla 52 

Czechoslovakia 86 

East Germany 54 

Hungary 71 

Mongolia· 15 

People's Republic of 
·China 184 

Poland 201 

Romania 86 

Yugoslavia 182 

TOTAL 1,848 

* Th~ is a generic designation used for pra.ctlc~ 
operational convenience and should not be confus~d witq diplgtl1a.Uc 
designations. These flgttres do not include working w-ives.· -
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TARGETS . 
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~ 
NO PeREION DISSEMIN..tTIOM 

FEATURES 

REPRESENTATIVES OF THE German J;>emocratJ~ 
Republic were recently in the US for negotiations· regarding thf 
establishment of an embassy and possibly a chancery in the Wa$hijlgton, 
D. c., area. (NY SATPIA 8/7/74 p. 3) 

EARLIER THIS YEAR Amtorg Trading CorporatiQ1-i; 
New York City, celebrated its 50th anniversary as an America.Ji: 
corporation with a reception at the Biltmore Hotel in New Yor~~ 
Attendance at the reception was by invitation only, and several\ -Wi: 
businessmen have since indicated that it was a disappointing, ill~Janned, 
and poorly-hosted affair. (NYSSPIA 7/10/74 p. 29) 

; . 

""!' 6 .. 
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-------'------,.----'----.....,_-,-------,,----,-----,..------,---,-• .,...., ...,.,_ ,,,..... ~-..... ,,.,.,., ,e--. ............,...,,.....---=-...,.........,-.,._,,..~------

~ - NO POREifflf m!S!!MfflA:T'ION 

THE LINE UP - 11/1/74 

WO:RRfNG: 
r" •• •~•, ' ' 

C.OUNTaY OFFIOIAUS* 'WIVES1 DEPENDENT$· 'TOTA., 

USSR 982 .174 975 

Albania 10 0 10 

Bulgaria 52 4 82 

Czechoslovaki~ 102 8 114 

Hungary 67 ·O 92 

Mongolia 15 1 15 

Poland 207 20 291 

Romania 89 7 128 

East Germany 36 4 17 

Peoples Republic 
of Ch~ 185 22 6 

TOTAL 1745 240 1730 
, - - . . . 

*This is a genel"iC designation used by the FBI-for practical operational convenience, and ·should not be 
confused with diplomatic designations. The definition refers to all foreign nationals assigned to country 
establishments; in the United States,. including embassies, consulates, United Nations missions~ United 
Nations Seereta~iat employees, and e~ployees of ancillary organizations, such as Amtorg, Intourist, 
Aerofb;>t, commercial off ices, and press representatives. 

~- NO PORJ;~~ON·»f8SEMffl:AIION 
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The· purpose of this publication is to o:Et~•~' ~ the
United States inteliig-e~ee <:lomfuun.ity a broad· perspectt-y~.pf 
fc:n:-eign inf:'.a.lligenQe ope-t~tions· in and ag~!ns.t. fille Un$.'1:t$11' -States. 
which ruce wiWn the :Utyiew ol! ,e FBt. Emphasis i"!.lif.!:lioed 
on In the intere.st of 
op.~t:atto;al a,nd adfu#i; s·1:rati:ve seouri tty and a¢knowled.gins1 
the need-1:o~know prin,aipl~~ ±nfo:rma·tion is:- not s~t to~~;- !n 
specific~ detailed; ·do~tun~ntad form. Where in!o:tmatioi:tt · 
oonta.fned henitt is- pe:rt,in~nt te the' interest:s Gr · .. 
respons~ilii:iea of o~er ur,i; t.ed staees in°t:elligenee· -~gfU'.¢.ies:, 
separate, detailed dis·sen1.tna1tiol'). is made. · 

. b3 
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NO PORBl9!i D:i:SSEMIHMION 

TRENDS 

Ttm· S'lllUCT· ATT.ITUDE of the Czechoslovak gov~rj;jm-ent 
toward issuing vi~as appears to be con~irtuing as· are th~ rules 
agains~ visiting with former Czech oitizens now residing in the 
US. (NYO SATPIA 5/7/74, p. 1) 
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~ 
NO lr~:tOW 9:i:SSEHDiNi'IOH · 

TECHNIQUES 

A RECENT lilMIGRE REPORTEDLY has been "pressute4'if· i_nto 
retaining Romanian_ citizenship as a eonditi-oh for the_ releaiiJa 
of his wife and child ft-om Romania. (NYO SATPJ!A~ 5/7/7,4·t •J?· 14} 
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,__ ~ 

NO PORBJ:9!i DISSBHINMION 

TH~S OBVIOUS EFFORT migh~ have gQne Uhq~teqf!~:f~ 
except that: the ind,tvid'llal he• appt-eaahed was ?l S,t;iecial A.gent 
of the Fed~rai Bu~eau Qf investigation from another 1¢e~le 
who was in the area to attend. a special sehool. 

- 8 ... 
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The purpose of this publication is to offe~ _to the U~teq ~l~fes 
intelligence community a broad perspective of foreign inteUig~P-,~e:Q.p:~r~tions 
in a'f1d againsl'-the Uiµted States hich are . . .. - _- -· purv!ew pt" th~~ttJi-. 
Empha.sis is placed o in lhe ln~e1:rg~t ,Qfiper-
ational and administr . - ac ·ow e - ng the nEi~q~to_;,;-l.{®W· · 
principle, U)forinado_p i's n.ot s~t J9rth in specific, d~tail~clJ-'d9.cum.e$d;. form. 
Where intorll\adon contain~d h!3,r-ein is pertinent to the intej~$s Qi:· ~e,~onsi
bilities of ot;il¢r Uajted. ·s·tates intijlligen.ce agencies, sep~raf~-; (i~t.~Uf.t._4{ . 
di~·seminatit>n is made • · · · · ' 

., 
~ 
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ALEXSEI KOSXG!K.AND....:Lemlid...:Bl!e:iWDJ:!lL.S.J:.e....61.C.CJa:£lll.Ll.rc.::Il~i..;u;,..a;, 
United States this S rin • 
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New Soviet Purchasing Commissio~ 

THE UNITED STATES Government has authorized the estal'.l1{$.nment 
of a temporary Soviet purchasing cominii;;sion pi New Yprk City to· se,~ul.q¢ the 
Kama River Truck Comp4ex (a rnasE.;jve trVi<Ji?i>rog\l¢iti:g prpf ~_ct b.ei:rit·!&~Pt 

... • 

~th e.xtensive UnitecJ. siates 1n,4ustty participaUon)~ 'l'~µt~tive 4i'j;>@t@n.tents 
provide that the commi~:$}<>n wili.J:;e. set up for one-year, btit will be ~i!d~d 
in one-year segments, if necessary, for a· maximum. P$:t:io4 of three ·mo)!-~,_years. 
The commission will consiai of a· ch~rm{:µl and a max:iµIum of 15 tec~q_aJi '.§ssistai'.tts 

1 ..... 1 .... : 

. - •. 
■ .... ~ ..-,.., 

_,.✓,:::t • .,;,-
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and staff., It wiU bij responsible to the Soviet Ministry of'Foreign Tr.l:!(l'4<.aµd the 
Soviet trade r~p:reesentative in the United· Sta,tes·. The commission ·h~~<"E;fgned a 
three-year lease for spaae -on the sixth floor of .the General Motors B1.1jj'4ljig, 
767 Fifth Avenue. ~ew :Y.t>rk City. .It will take up occupancy m- this ,st?·a9e about 
April I. 1973. Since its arrival in mid-January.it has occupied tempc;i:riar.y space 
on the fo~t_h floor· of the General Motor a Buildin~. ~....::.::n-n :-:= ~+~\~~'- · 1",) 

- { ,§UN:.(D~,b&$.~IE~!?-~ 
-· .· 

OMNI BUS NOTES 

SOVIET DIPLOMATS ARE significantly expanding publi9· ijppelµ'ancea 
in an apparent attempt to improve public re~ations. :rdost of the ~pe~¢h~i:contairr 
littl~ that is •new, or -even-interesting, but the mer~ increa$~- lll-- app~~~ces is 
noteworthy. (CO~IAL) IU' ":_ · 

~ ,/ . 

I , • •_ ·, 

-AEROFLOT HAS MOVED from the: '$pace it shared, witlj.t{i).t91,gjst ~l 
45 Ea·st 49th Str'ee.t, New Yof;-k Cj.ty, and1 is now locatecl at -t;45• Filth A;it~ijg~-; 
New York City. (UNCLASSI-FIED) 

' . 
THE. MARINE DIVISION c;>f the ATC is movi~g f~olil t.h~ A:t¢1:,,,,pa,~e on 

the 19th and 20th floors of 3ij5·Lexington Avenµ~, New Yqrk Gity,. and:~¢~:iw.ring 
separate spilt:e on the loth tloor of the same bqildi,ng. It wiU q.lso hav~, ;,s,ej,·~Jfeiite 
telephone service. (UNCLASSIFIED) 

-u-
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THE LI NE-UP 

3/1/73 

WORKING .s 
COUN'rRY OFFJCIAL_$ * WIVES t PEPENDENT.S TOT~~ 

·•· .... ~ 
USSR 691 144 : 

802 1881 - -J 

Albania 7 0 11 2.0 

Bulg.~ia 38 3 64 .114 

Czechq~.lovakia 79, 11 97 ~l:f 

'· ·• 
... ,., ... .. . . i. 

Ht!:ngar¥ 59 3 98 182 
' 

Mongolia 5 0 11 - 16" 

Poland i4'l 26 2·3:8:. · 452 

Rouu~l'.iia 76. 2 122· 222 .. 

TOTAL 1102: 
' .. 18~ 

: 
1443 3100 

-. . ,, .. -~ .. . ., .. .., .. . 

~:µj_s.j,s• ~- g~'i}'¢vic· d~$ig!).atieµ U~e'Q' ~y -~h~ $'~! :£Qt" ·,pr~9ti~~ ◊pe.~aµqnaj. con:v~mf:3flC~ ElcDP,'.-$b,O:Ql4 :flOt l>~-
·C . ~l'.used: ·Yrl'tv., .;;1;;inldma:fi~' "de"l •• .. tio:ns.. -~ff_• ..:i·atttnif4~n ~~'fer.~:_!+~ fa::il:-:l~re1 · ·n,, ._· ati1£. ·ai's: rasif .. ·._ ·ed: to:~-Cotmt -- 1 . . Q~~----- .. -.. ~~~ .. __ ... - .. JP~--.- .. ---~,..~---. __ 1 •.... ---~~--- ..... tf .. ~---rµ __ .. ,._ gp. __ .... , ----~ 

. ' ~~t~'bliis}mi@t$.- tu 1the V.mil~r~--$:t;,i,teij1 l~¢-1~am,, :.emb~§,1¢.~r"., :9·0,~~-~t~tt~~ -~iittla'.tl',~§:t1.0ii'$Ilii'fs:$_iQrtS• ,i -. '_: . 
lf~'i:t.e~4' :Nati1:m.~.S-~<fre't8f.'4}it ~m,pio¥~¢~,~~Mh,_~mtJ:<>Y:¢~'!,l of $¢ili~cy ·qrg~izat{b»:s·,. ·s\lc}) a:s •AiJ:itorg, Into~:rl,~t., 
.Aellbflqt, :comme~clal ·o(fic~$~ gn~ ;p~$$. ~~Pt-®,e11.t°fj,ffve.$.. . · · · · · . . .,.. . 
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items taken from the full spectrum of our counterintelligence 
operations. 
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RECOMMENDATION: 

, 
Felt __ _ 
Baker __ 
Callahan_ · 
Cleveland _ 1 
Conrad_ .

1 

Dalbey __ 

f:nb:t:~. 
Marsh I ' 
Miller, S. _ 
Purvis 
Soyars __ 
Walters __ 
Tele. Room_ 
Mr. Kinley_ 
Mr, Armstrong_ 
Ms, Herwig~ 
Mrs. Neenan _ 

Because of highly sensitive information contained in ,LB 
this file it should be maintained in the Special File Room. '\ 

1 - Mr. J .. W~ Marshall (Attn:I I Room 1116 IB) '-
1 - Mro E .. S. Miller 
1 - Mr. T. J. Smith 
1 - Mr. E, W I.arsav 
l - Mr ol...._ __ ___,J 
65-74480 Q\.e_ o-.[>Jz._ ~\o...CR._ \ c. C 

\,.;{\ ~~- \7~0~. 8t JF~~fm \ ~,.J \'. '-" ~ ,~lj;t} . 

4'~e,?,> ~,r ~¾tth{.~r -9 ! 
8 Pf:tf ·$'19:f.W\~ j:Wf-;j. 

= -
9 70EJ>121972 

ALL INFC:R.V.:AJI~l s HIAilfED 
HEREIN IS !JHC · SIFIE- EXCEFT 
WHERE 5H:::;-nr :::1 WISE 

b3 
b6 
b7C 
b7E 



~ 
:)EC:LASSIFIC 
AUTHO~.ITY :, 

NQ PORBION' t:llOS:BUINHIOU. ::EI AUTG::iAI CATION GUIDE 

DECLASSIFICA'l'IGN AUTHORITY DERIVED FR.CM: 
FBI AUTOMA'TIC DECLASSIFICATION GUIDE 
DATE 06-17-2020 BY: I.__ ___ __. 

FEDE:RAL BOREIAU OF INVESTIGA'l,'ION 

,_ 

-· •:_ . 

Fltt'.· 
FOREIGN, )~!)Jj~1aIGENdE· 

ANAL:ts·-xs · 
o'NI'l'E'D STA'l'E!S 

J: B I 

.• .. < ' 
. :;- . 
. . ' 

'• · .. 
;' .. •. ~ -
~-_ .. !;:~•.;_·· 

1, ; 
., ...... . 

·•- -,, 
.,; , .. . . . ~ . 

' --~ •' · ..... '•·t 
! •. 

., 4- -.· 
•• •1,. , 

..... !• 

. -· . ·. 

WR.ERE 

WARNING NOTICE - SENSITIVE sod-i¾:ei-s·l:AND' •1MEl~'DS ]NVOLVED 
It __ _ 
ker __ 
shop __ 
llahan_ 
,volnnd_ 
nrnd __ 
Ibey __ 
bhardt_·_ 
nklna __ 
rsha\l __ 
lier, E.S._ 
rvis __ 
ynrs __ 
Jters __ 
,le. Room_ 
. Kinley_ 
. Annslrong_ 
. Herwig_ 
s. Neenan_ 

b6 
· b7C 

'• ' . 
• • \. .i ~ ... ;.:, 

~ • 1~1 

.· .. ~J. ., 

.... ~ .... -
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~ The purpose of this publication is to offer t,9 the 
United States intelligence community a broad perspecti,y~ of 
foreign intelligence ope:rations in and against the Unit~·.ca,. States 
which are within r:e ;rvi ew af tj" FBI. Emphasis is piaced 
o~ _ , _ In the in.teres~ of _.ot?.$-ra,-: 
tional and adrn1n1s'.ra ive secarity and acknowle9g1ng ~¢ ~eea~ 
to-know principle, information is not set forth in sp~:p.:ldfic, 
detailed, documented form. Where information contain-¢.,4. ·~$rein 
is pertinent to the interests or responsibilities of o-t-h.~·::i;
United States intelligence agencies, separate, detaileci! ·dis
semination is made. 
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,.. 

THE LINE-UP 

11/1/72 

-

WORKING 
COUNTRY OFFICIALS* WIVES DEPENDENTS TOTAL 

USSR 787 143. 759 1689 

Albania 11 0- 11 22 

Bulg,aria 43 3 69 115 

Czechoslovakia • , . 96 11 99 206 

Mon_golia 1~ 1 11 2·6 
-:-;' 

•. 

Hungary - 68 3 96 l-67 

Poland 173 27 232 432 

Romania 82 2 109 193· -----
' 

TOTAL 1274 190 1386 2850 

*~l;l:_ is ~ g,ener.tc d~s:ign~:tiq7:1 Y'?~P.J)y tjlei ~l .fQ~. T?;i::ag:f;ical ope~at.$Q~_~l co~.v~nienb~ 
-~ij)s.{1.eµ-J.d. xi,t,~ J;>"~· -:ggp;~eH::\?,\ w;~ -:&i;Jll:om~t;i.tr ;~$~-~-9)1a-t;J,9p.~:.. '~be, 4.~:f±t);~'.t,i.~ re,j;'~·rs.· to a-lJl 
t9t~·¾,stP· ~-~.t±~~~-~$,;. '$§3~:t~~¢.g t.q· -.t;g~h);:¥ -?~ft~l:t~,A~$~:t,.s: if)_, tJ;ra u.n:it'e-d 'Sitat·es, inolud'ing-. • 
.~itib~s·~~$.s'; coi;isula:ties, United Nations mj.~.si<,>ns, •-.United Nations Secretariat ano 
an¢$1la-ry organizations, such as. Amtorg, -tntourist, Aerof lot, commerci,al offices, and 
p~e::;J!S representatives.. ~ 

12 
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The purpose of this publication is to offer to the 
United States intelligence community a broad perspecti,v.;e1- of !~t::g~::n;:::::•::: :::~f:;o~: :rp a~~I ~ga~~;~a~~= ~~i;1!c!~ates 
~~ !di a eecu 1y ~~d t~~k~~-~~~~:~n;f t:~:e~:~d-
to-know principle, information is not set forth in specific, 
detailed, documented form. Where information contained herein 
is pertinent to the interests or responsibilities pf o~hsr 
United States intelligence agencies, separate, detail~d dis
semination is made. 
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>< . ' . . . ' 

FEATURES . , 
'... ' • , . '. ' . ? 

SOVIET STVDEijTS, IN THE UNITED STATES 
. .·., ' 

Ea-ch a~·'tt'd•emfc ·y,e a~. :s i:n1ce•· 1:9,5;3, ~i{e, Un1 t&d St m1i'e;,s 
and the Soviet Up.ion have maintained agree-ments wh.ereby 
Sovie,t st.udents h·ave ·studied:' ·a·t tcolleg-'es ahd' utl'ive-rsi~J:,~'$.: 
in the Unit·ed States while their American counterparts; $::~we 
studied in Russia. Ero~ the vantage point -0£ 15 years• 
experience, there··are·· s·ev'eral' ihteresting observations 
which can be made. (lJ,NCLASS.I FI.ED) ---------·------· __ ___;_ __ ..;:_____;::...,_ _____________ -, 

..;. 5 ·.;., • 

iU\ 
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FOT the upcoming academic year 40 Soviet students 
have beeti prb.pos·eft £cir· :Stµdy 'inj the 1Jnlted States at agqµt 
20 universi.tif$:§.S-- and 35 or these have already entered t:h:e 
country .. From:1ta~;'t .experLen~e· ft. was-,not, unusu.al to 1h>ti,,' 
that only 6n~ of the~e students was pursuing sttidy in the 
field of his.t9r-y. an.d,·t-}l•e,:o:f;.h~ri'3:9; wer.e ae:Signated fo+ .. 
scientific curricµia. This appar.en..t o.v,e,r,s,igh.t was rec¢n-tly 
corJ:"ected w,hen- .t.frfl, i..one: hist'ory ·stu:Cl~nt was removed fr.om 
the list o{ ~a-nd;i~~at~s -by: ~he ovie~s .a d in his pla·c~ w·as 
sub~ti'tuted a b'.i_Qr\::he:mist. (CON IAL) (WFO airtel,. 8/14/72, ____ iU) 
Bufile: 1O5-i:1;6937) . · 

• • • 1 ' : •• ' 1 

:POtISH ·INTELLIGENCE ACTIVITIES 

... 

- 6 -
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OMNIBUS NOTES 
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COUNTRY O'F fI Gt'AL S * 

USSR. 6 :t:9 

Alb ani{:l. 7 
.• 

·Bulgaria .. 
3.8 

Czechoslovakia: 77 

Hµngary ... •. 60 . , -
Mongolia • 6 

Pola.nd 1~4 

Romania 66 

TOTAJ:, ~007 
. , 

~ 

~ 

TBE ltNE-UP · .. , 

8/1/72 _ 

~ 

WO r:l(ING 
WIVE:$ 
- .. 

_:i.·35, 

. 0. 
.. 

3 ' ,, 

10 

., ~=• .3 l 
I . -•... -' 

1 

27 

2 

181 

., 

. -
. . 

DEP·ENDENTS TOTAL 

. 710 1464 . 
1;3 . ~o 

60 101 . 
96 , 183 

' .. . 
90 1.5 3 

10 ·17 

' 
209 370 

107 175 

' 12~5 2483 .. 

' 

*Thi·s i.s a gen~:i:-ic .clesig;n,at-ion used by th,e FBl fp:r praGti.cal ,pp.erational c:onv~nie·nce 
._ -a;n:-d: $.,h,,ould. n-0-t}b~- GO·'.!:l·fli$e,d with dipl0·man-:c tle.si'gina.t1(;)'n'.s"·;-.,._ •'T"ftc·•a:efi.ni~Je:n · ~'~:£~·rs· to .·all, 

£ ct1·.e :tgt1 nat ;j. o.ti.al. s -~-s $i-gn:e-d t <:.?·: C O·"!!l.1:Jt ry: ,~_S-t;~,;l,,iisi~~iJ.f;~r~:~~. ~ n .:th:e l;Jni t e,P: :S·t a, t•ers<~:· Ln c Ludi m;,-g, 
em:b.assies, cons.ulate.s ., .U:nited Nations· mis·s:i,:·ons, t,Jnited Na,tions Sec·re,taria.t-,employees, 
and employ-ee·s of anc·illary organi~a~ion~, such as A:n1t•<?;r·g, Into,g:t~,t.,i,._...J\e1:":9.<:-Q.o.t..:, __ ~o_mf!!er_: .. 
c;ial offices,. an.d 1,)·:r1ess J,''0pres~n:ta1;tves; 

" - ... _ ......... -.. ·~-- ~ .. ~ .......... .._ ... -~- ...... 
' . 
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. ·:. . - .. ._ ... ~ ,........ . . 
- ' .... . 

· FIHAL 

DISSEUINATION LIST .,._.. ,.;,, 

. . 
Department _.of Justice 

.2. The Attorney General 
' 

Department of State --=---------· ' 
3. T~e Honora~le, The Se~retary of State 

,. 
D~part_ment .o~ De_fense, . ·· 

~ . . , . . 
4. Director, Bef~nse Intelligence Agency 

Depart~ent qf t~¢ Army .. ,• 

ij. Assi~t~nt Chj.;e;t of. Sta.;ff, for Intelligence 

Department ot t~e Air-For~ 

6 •. Office e>:f Speci~1 I:µ,vest.igat.ion 

Department of _the N~vy 
: . 

7. Di.;rector, Naval Investigative _Service· 

D?partmen·t of the Treasury 
. . 

1 

~.-.......... ~:wr- - . 
,~ ·:;;._-'," 

( • I 

.. ·-

-. _,,_._ 

. .. . "-~ : .. 
/ ' -· : .,, 

-, •r', • , . . .. ·. 
~ ·.;., ~! 

'/~~ ··}. 

< 1 ~ ~ .. •I•· , • 

• •"A•~'"~ 
• • • •'! ~ •••• 

~ . , . .. '•' 

8. Mr. Dennis E. Southern, Special Assistant to the Di;r~ctq.t,t 
Offic~ o:f A,dm·inis;tr.ative Sec.uri:ty , . 

Other Intellig~nce Agep.9ies· and I~terested Gov~rnment A~~Ln¢ie.~ 
-· ~ . 

9. Director, Central Inteliigence Agency - Att: Deputy Di;r~·~1tgr o:f Pl~ns 
10. Director, Division of Security, Atomic E~ergy Comm:tss.:lon: · 
1.1. Director, National Seci:trity Agency - Director o:(! Secur±:t·y,f 

- . Att: Mr. William F·. Greeney M-55 :.c · 
12. President 'a· Foreign Intelligence Advisory Board · .' .. ·. 

. . . ••- .; 
,,• ·- ., ... 



FIMAL ., __ . __ ,: 

( ; D-:rSSEl,!INATION LIST 
( 

. 
~opy No. \ 

I 

, 'l'he Wlii te House 

Honorable Henry. A. Kissinger, Assistant to the Preside~~ 
fo~ National Security Affairs 

. . 
Department of Justice 

2. The Attorney· .General. 

Department of State 

3. T~e Ronora~le, The Secretary of State .. 
Department of Defense 

4. J):1,rector, Defense Intelligence Agency 

D~partment of the Army •. 

5. Assistant Chief Qf s·taff for Intelligence 

D,~:gartme·nt . .of 1;he Air Force 

s·. ot·:f iee of Specd~l In,ves tiga tion 

•Depar.tment of the Navy 

7. Pt.~ector, lfavaJ. .~nves•tiga-tive Service 

De,p~rtment of the TreaRµry 

:. ', .. ~ 
'; .. ~ 

... 

~ •'~,' ~ 

8. Mr. Dennis; E. So.uthe;rn, .S.pecial Assistant to the Diree.if~iti · 
Off~ce of Administrative Security 

·, 

., .. ' 

. 9 •. 
1(). 
11. 

Director, Central Intellige1,1ce Agency - Att: Depµty DilN.'!~.:~or 9:f Plan$.· 
Director, Division of Seq.ur:i,ty, Atomic Energy Co~iss;,to-:tC·;; · 
Director; National Secu;ri ty Agency - Dir~ctor of· Secur~il;;~:;1· 

·12·. 
At·t :· Mr. Wiliiam F. Greeney M-55 · · · . ~\ .~ President's· Foreign Intelligence Advisory Board 

.. 
. ...... 

. ' ' 



e,c.,•,..Tr1'•1'Tr"'r AUTHORITY OERIWD 

FBI AU~CJMATIC DEI.J\.SSIFICATICll!l GUIDE 
IJATE 06-17-2020 . L,.I ____ _.I' 

FINAL 

june 9, 1972 · 

The purpose of ~his publication is to offe~ t& the· 
United Stat~s inteiligence community a broad perspectiV~ of 
foreign intelligence operations· i,n and against th·e Un,$.J·;t;~·ci States 
which •:e wi:hlu t:• :ur,riew nf r• FBI. Emphasis i>; j>bced 
o·n j _ In the: interest of o,p,e,ra-
tittat·na a minis ra ive security and acknowledging t~$.· ne~d
to-know principle, information is not set forth in sp,~.¢:iJfic, 
detailed, documented form. Where information contain-_~·~L :}ierei:n 
'is pertinent to the.interests or responsibilities of c!r't;l\ler 
United States intelligence agencies, separate, d·et:aiie,!f .':dis-· 

·semination is made . 

. EWL:d~n 

1Mr, :Felt __ _ 
Mr, Campbell __ 
Mr. Rosen __ _ 
.Mr. Mohr __ _ 
Mr. Bishop __ _ 
Mr. Miller, E.S. _, 
Mr. Callahan __ 
Mr. Casper __ _ 
Mr. Conrad __ _ 
Mr. Dalbey __ _ 
Mr. Cleveland __ . 
Mr. Ponder __ _ 
Mr. Bates __ _ 
Mr. Waikart __ 
Mr. Walters __ 
Mr. Soyars __ _ 
Tele. Room __ 
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FEA1URES 

PIONEER POINT SOVIET ESTATE 

. On 5/18/72, the Soviet Government completed purchase 
of approximately 45 acres of land commonly called Pionee~ 
Point, Maryland, £or reported price of $1,120>oop. The prop¥ 
erty is located on the eastern shore in Queen Ann.es County, 
and is designated on commercial maps as Corsica Ne.ck, west 
of Centerville, Maryland. (UNCLASSIFIED) 

Bui !dings on the site corisist· of for.mer .es tat,e. house 
for use as summer residence by Ambassador, a smaller "htrflding 
for use as summer recreation center for children, and ~ij~eral 
outbuildings including a caretake_r' s residence. ·Existh).g dock 
on Chesapeake Bay can accommoda:te boats of 40 feet in leri.gth 
and up to nine feet in draft. Soviets are negotiating for 
two cabin cruisers in the 27-foot range. They plan to surround 
acreage with high chain link fence. (UNCLASSIFIED 

CHINESE IN UNITED 'NATIONS SECRETARIAT 

Because of the increase in Chinese language work at 
the United Nations, the S~cretariat is_ currently hiri~g 4nd 
training 45 new Chinese tr~~slators and interpreters, aa a 
cost of $500,000. ~(~U~N_:C.!::.T.,A~_~SS~IF:..I:..:E~Dt;_L _____________ 7 
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~--;;..___~---:------------\ 
It was st~ted that their jobs .should not be conside~ed 

"secure" a.nd their degree of compltanc~ with t,n,.i:r ab_ove eonditipns·, 
especially the first, would bear on promotii;,rt:s, a.;n:a: ev_en ·:tenure in 
their pres.ent jobs. The Mis•sio~ "-Was appa>rert.tly _µ:,iq.i$:r ~he 
impression it had si gni fi cant, :i:f .not" crnmpl ete. ¢:Q .. ~ti{t~t over 
Secretariat employees engaged in Chine·se related .·wor-k.,) .The 
hiring issue has been resolved by allQwing the Mis·siq,n 14>. 
talent-scout and recommend people for the additional 
positions, It is now in the process -of .recruiting le.y,~,·:!f, 
"ideologically safe" individuals from China and the =te~$?t: of 
the world. How far the Mission wi 11 be able to en ~or.e;,~, 
1-ts demands on Secretariat employees is yet to be s-e-~.11 .. 
(UNCLASSIFIED) Source: 62-7787-Sub 246 
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EVIDENCE INDICATES THE Romanian Government may be in 
serious need of U. S. doll~•rs. It is charging exorbit·~n.:,t 
"processing fees" for Romanian-born U. S. residents to: b'i'ing 
relatives here, and to renounce Romanian citizenship in o~der 
to apply for U. S. citizenship. The ~overnment has gqne so 
far as to legislatively broaden the definition of a Roma~jan 
citizen, to-require more individuals to be subject to these 
"processing fees. 11 

• (UNCLASSIFIED) Source: CG SATPIA S/5/72 p.: 14 
NYO SATPIA 5/5/72 (~ani,;a:rc~ 
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tHE LUiE-UP 

S/1/72 I 
WORKI·NG 

CPUNT.RY OFFICIALS* JHVES DllP:EJ.tD.ENTS l:OT·AL ... 

U$'SR 627 14:4 7·34 1$55 

Alb:a~da 5 0 8 13 

i-'1l$.~~ia, 37 3 7S 115 b3 

eiz.~.oh.~~ '1oc:vaki~ 77 ·10 91 178 b7E 

Hun,ia~ 57 3 104 164 

'Mon'~o,i4,i·~ 7 1 11 19 

Poland 134 26 2.30 390 

lJ.,b,,Jjl'~JXi-S?' . . 6.3 3 9:4 158 . ,,., ... _,,. , .... ., . 

·tot,~~-...... . . 1007 .. 190. 139,7 2592 
. ~ . '" ~ ' ... ~ .. .. .. . .. 
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The purpose of this publication is to offe~ to the 
United Sta:te~ intelligence community a broad perspe-<.tti ve of 
fore.i.-gn intelligence operations in and against the Ul'\'i,t,ed S·tat_es 
wh1"cb a·reJ•zi:b:n t:e ::ririew of :b':3 FBI. Emphasis is· :p:1a¢~d · 
on_ I In the interest 0£ ope:r,~- , 
tional ancf a m nis ra ve securi y and acknowledging tht~ n!;rnd'"'.. 
to-know p·rinciple, info·.rmation is not set forth in S=j_J'ec::ific, 
deta.-1 le:d, documented form. Where information contaiJn•ed: herein 
is pertinent to the interests or responsibilities of p.ther 
United States intelligence agencies, separ~te, detallt~·dis~ 
semination is made. 
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.,.u.,l;i,.IJ;---,1,..l,,L,J~-..a....----~as p ease w t the confidential ·-11\'~terial 
which this agent brought to the m~:i_tting 

La_n __ s_p_o_e_e_n_t-=-h_u_s--:i:-a-s-----!ti cal ly concerning the future. Out:$Jde b 6 
the restaurant he obtained the material from the agent. .:fµd_ b7C 
placed it in a bri.efcase. He gave the agent an en:vel·o-p:~· con-
taining $650, and afte~ a cordial exchayze of farewe1i•~ the 
two separated. Seconds later, I Jwas confronte~l,...,b.:r 
S ecial A ents of the FBI ·an.d laced und - -;-,i~_,,..;,,-:,...t,t...c.:J.t;..=..;-:;i-.-s'-,·_.,...:~-.'.:--,./.--,~-:.:--:..,...,:l 
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Since all other Soviet officials stationed in the 
United States are subject to reciprocal agree~ent resttieting 
unapproved travel to within 25 miles of the city of el)lpl-Qyment, 
the freedom of travel accorded to all UNSEC employees i$ an 
advantage which Soviet intelligeqce has never failed ta jxploit. 
Howev.1:: :h:r• is Qne dist;,µct disadvant.a•ge to the Sc>v~s of 
which___ _ _ lbe<;~me pain-fully aware. He does not ha:1:--e. 
diplo i mmunity and is presently free on $100,000 bail 
awaiting trial on e~pionage charges. (UNCLASSifI~D) ·. 

r--· -···· .. -- - -· . ·-·--·1 
·: . MNHUlS NOTES . . ' ... -----..:-. ------~-~ -·- ·:.. . - ··-------l 

- s .. 

I 
b3 
b6 
b7C 
b7E 

·, 



-COUN.1:R.¥. : _ =.1 
USS·R 

Aiba-ni.a 

Bulgarla 

Cze-chos,1 ov akia 

I, Hungary 

) Mon.golia 

Poland· 

R9aa:n-ia. 

...;, 

'i 'tAL .. 

3/1/-72· 

~$:-~~~ 

3_3~'!'~4· 

2-2.23 

31.89 

40 · 

0 

2:3.62 

3,6.21 

0 

3 

9 

3 

1$5 ,-

1'0· 

73 

101 

100 

8 

216 

88' 

1400 

. . 



FILE NUMBER 65-HQ-74480 
1145585-0 - - Section 2 Serial 1 no descriptionMedi 

Released on Appeal Number: 11-02504 
June 1, 2023 

FOIPA Number: 1145585-000 



FEDERAL BUREAU OF INVESTIGATION 
FOi/PA 
DELETED PAGE INFORMATION SHEET 
FOi/PAii 1145585-000 

Total Deleted Page(s) = 295 
Page 11 ~ b3; b7E; 
Page 12 ~ b3; b7E; 
Page 16 ~ b3; b7E; 
Page 17 ~ b3; b7E; 
Page 18 ~ b3; b7E; 
Page 20 ~ b3; b7E; 
Page 21 ~ b3; b7E; 
Page 22 ~ b3; b7E; 
Page 23 ~ b3; b7E; 
Page 24 ~ b3; b7E; 
Page 25 ~ b3; b7E; 
Page 28 ~ b3; b7E; 
Page 29 ~ b3; b7E; 
Page 30 ~ b3; b7E; 
Page 32 ~ b3; b7E; 
Page 33 ~ b3; b7E; 
Page 34 ~ b3; b7E; 
Page 36 ~ b3; b7E; 
Page 37 ~ b3; b7E; 
Page 39 ~ b3; b7E; 
Page 40 ~ b3; b7E; 
Page 41 ~ b3; b7E; 
Page 42 ~ b3; b7E; 
Page 43 ~ b3; b7E; 
Page 44 ~ b3; b7E; 
Page 45 ~ b3; b7E; 
Page 46 ~ b3; b7E; 
Page 47 ~ b3; b7E; 
Page 48 ~ b3; b7E; 
Page 49 ~ b3; b7E; 
Page 50 ~ b3; b7E; 
Page 51 ~ b3; b7E; 
Page 52 ~ b3; b7E; 
Page 54 ~ b3; b7E; 
Page 55 ~ b3; b7E; 
Page 56 ~ b3; b7E; 
Page 57 ~ b3; b7E; 
Page 58 ~ bl - Per CIA; b3 - Per CIA and FBI; b7E - Per FBI; 
Page 59 ~ b3; b7E; 
Page 60 ~ b3; b7E; 
Page 61 ~ b3; b7E; 
Page 62 ~ b3; b7E; 
Page 64 ~ b3; b7E; 
Page 65 ~ b3; b7E; 
Page 66 ~ b3; b7E; 
Page 67 ~ b3; b7E; 
Page 68 ~ b3; b7E; 
Page 69 ~ b3; b7E; 
Page 75 ~ b3; b7E; 
Page 91 ~ b3; b7E; 
Page 92 ~ b3; b7E; 
Page 93 ~ b3; b7E; 
Page 94 ~ b3; b7E; 
Page 95 ~ b3; b7E; 
Page 96 ~ b3; b7E; 
Page 97 ~ b3; b7E; 
Page 98 ~ b3; b7E; 
Page 99 ~ b3; b7E; 
Page 100 ~ b3; b7E; 
Page 102 ~ b3; b7E; 
Page 103 ~ b3; b7E; 
Page 105 ~ b3; b7E; 
Page 106 ~ b3; b7E; 
Page 109 ~ b3; b7E; 
Page 110 ~ b3; b7E; 
Page 111 ~ b3; b7E; 
Page 112 ~ b3; b7E; 



Page 113 ~ b3; b7E; 
Page 114 ~ b3; b7E; 
Page 115 ~ b3; b7E; 
Page 116 ~ b3; b7E; 
Page 117 ~ b3; b7E; 
Page 118 ~ b3; b7E; 
Page 119 ~ b3; b7E; 
Page 120 ~ b3; b7E; 
Page 121 ~ b3; b7E; 
Page 122 ~ b3; b7E; 
Page 123 ~ b3; b7E; 
Page 124 ~ b3; b7E; 
Page 125 ~ b3; b7E; 
Page 126 ~ b3; b7E; 
Page 127 ~ b3; b7E; 
Page 128 ~ b3; b7E; 
Page 129 ~ b3; b7E; 
Page 130 ~ b3; b7E; 
Page 131 ~ b3; b7E; 
Page 132 ~ b3; b7E; 
Page 134 ~ b3; b7E; 
Page 135 ~ b3; b7E; 
Page 136 ~ b3; b7E; 
Page 139 ~ b3; b7E; 
Page 146 ~ b3; b6; b7C; b7E; 
Page 147 ~ b3; b6; b7C; b7E; 
Page 148 ~ bl - Per CIA; b3 - Per CIA and FBI; b6 - Per FBI; b7C - Per FBI; b7E - Per FBI; 
Page 149 ~ b3; b7E; 
Page 152 ~ b3; b6; b7C; b7E; 
Page 153 ~ b3; b7E; 
Page 174 ~ b3; b7E; 
Page 175 ~ b3; b7E; 
Page 176 ~ b3; b7E; 
Page 177 ~ b3; b7E; 
Page 178 ~ b3; b7E; 
Page 179 ~ b3; b7E; 
Page 180 ~ b3; b7E; 
Page 181 ~ b3; b7E; 
Page 182 ~ b3; b7E; 
Page 192 ~ b3; b7E; 
Page 193 ~ b3; b7E; 
Page 194 ~ b3; b7E; 
Page 195 ~ b3; b7E; 
Page 196 ~ b3; b7E; 
Page 197 ~ b3; b7E; 
Page 198 ~ b3; b7E; 
Page 199 ~ b3; b7E; 
Page 200 ~ b3; b7E; 
Page 201 ~ b3; b7E; 
Page 202 ~ b3; b7E; 
Page 203 ~ b3; b7E; 
Page 204 ~ b3; b7E; 
Page 212 ~ b3; b7E; 
Page 213 ~ b3; b7E; 
Page 225 ~ b3; b7E; 
Page 226 ~ b3; b7E; 
Page 227 ~ b3; b7E; 
Page 259 ~ b3; b7E; 
Page 260 ~ b3; b7E; 
Page 263 ~ b3; b7E; 
Page 264 ~ b3; b7E; 
Page 265 ~ b3; b7E; 
Page 268 ~ b3; b7E; 
Page 269 ~ b3; b7E; 
Page 271 ~ b3; b7E; 
Page 274 ~ b3; b7E; 
Page 275 ~ b3; b7E; 
Page 276 ~ b3; b7E; 
Page 277 ~ b3; b7E; 
Page 278 ~ b3; b7E; 
Page 279 ~ b3; b7E; 
Page 281 ~ b3; b7E; 
Page 282 ~ b3; b7E; 



Page 283 ~ b3; b7E; 
Page 284 ~ b3; b7E; 
Page 285 ~ b3; b7E; 
Page 286 ~ b3; b7E; 
Page 287 ~ b3; b7E; 
Page 288 ~ b3; b7E; 
Page 289 ~ b3; b7E; 
Page 290 ~ b3; b7E; 
Page 291 ~ b3; b7E; 
Page 292 ~ b3; b7E; 
Page 293 ~ b3; b7E; 
Page 294 ~ b3; b7E; 
Page 295 ~ b3; b7E; 
Page 296 ~ b3; b7E; 
Page 297 ~ b3; b7E; 
Page 298 ~ b3; b7E; 
Page 299 ~ b3; b7E; 
Page 300 ~ b3; b7E; 
Page 301 ~ b3; b7E; 
Page 304 ~ b3; b7E; 
Page 305 ~ b3; b7E; 
Page 306 ~ b3; b7E; 
Page 312 ~ b3; b7E; 
Page 313 ~ b3; b7E; 
Page 314 ~ b3; b7E; 
Page 315 ~ b3; b7E; 
Page 316 ~ b3; b7E; 
Page 334 ~ b3; b7E; 
Page 335 ~ b3; b7E; 
Page 336 ~ b3; b7E; 
Page 337 ~ b3; b7E; 
Page 338 ~ b3; b7E; 
Page 339 ~ b3; b7E; 
Page 341 ~ b3; b7E; 
Page 342 ~ b3; b7E; 
Page 343 ~ b3; b7E; 
Page 347 ~ b3; b7E; 
Page 348 ~ b3; b7E; 
Page 349 ~ b3; b7E; 
Page 350 ~ b3; b7E; 
Page 351 ~ b3; b7E; 
Page 353 ~ b3; b7E; 
Page 354 ~ b3; b7E; 
Page 355 ~ b3; b7E; 
Page 356 ~ b3; b7E; 
Page 357 ~ b3; b7E; 
Page 358 ~ b3; b7E; 
Page 359 ~ b3; b7E; 
Page 360 ~ b3; b7E; 
Page 361 ~ b3; b7E; 
Page 362 ~ b3; b7E; 
Page 363 ~ b3; b7E; 
Page 369 ~ b3; b7E; 
Page 370 ~ b3; b7E; 
Page 371 ~ b3; b7E; 
Page 372 ~ b3; b7E; 
Page 373 ~ b3; b7E; 
Page 376 ~ b3; b7E; 
Page 378 ~ b3; b7E; 
Page 379 ~ b3; b7E; 
Page 380 ~ b3; b7E; 
Page 381 ~ b3; b7E; 
Page 384 ~ b3; b7E; 
Page 385 ~ b3; b7E; 
Page 386 ~ b3; b7E; 
Page 387 ~ b3; b7E; 
Page 388 ~ b3; b7E; 
Page 389 ~ b3; b7E; 
Page 390 ~ b3; b7E; 
Page 391 ~ b3; b7E; 
Page 392 ~ b3; b7E; 
Page 393 ~ b3; b7E; 
Page 398 ~ b3; b7E; 



Page 399 ~ b3; b7E; 
Page 400 ~ b3; b7E; 
Page 401 ~ b3; b7E; 
Page 402 ~ b3; b7E; 
Page 419 ~ b3; b7E; 
Page 420 ~ b3; b7E; 
Page 421 ~ b3; b7E; 
Page 422 ~ b3; b7E; 
Page 423 ~ b3; b7E; 
Page 424 ~ b3; b7E; 
Page 425 ~ b3; b7E; 
Page 426 ~ b3; b7E; 
Page 430 ~ b3; b7E; 
Page 431 ~ b3; b7E; 
Page 432 ~ b3; b7E; 
Page 433 ~ b3; b7E; 
Page 434 ~ b3; b7E; 
Page 435 ~ b3; b7E; 
Page 436 ~ b3; b7E; 
Page 437 ~ b3; b7E; 
Page 438 ~ b3; b7E; 
Page 439 ~ b3; b7E; 
Page 440 ~ b3; b7E; 
Page 441 ~ b3; b7E; 
Page 442 ~ b3; b7E; 
Page 443 ~ b3; b7E; 
Page 444 ~ b3; b7E; 
Page 446 ~ b3; b7E; 
Page 447 ~ b3; b7E; 
Page 448 ~ b3; b7E; 
Page 449 ~ b3; b7E; 
Page 450 ~ b3; b7E; 
Page 451 ~ b3; b7E; 
Page 452 ~ b3; b7E; 
Page 453 ~ b3; b7E; 
Page 454 ~ b3; b7E; 
Page 455 ~ b3; b7E; 
Page 463 ~ b3; b7E; 
Page 464 ~ b3; b6; b7C; b7E; 
Page 465 ~ bl - per CIA; b3 - per CIA & FBI; b6; b7C; b7E; 
Page 466 ~ bl - per CIA; b3 - per CIA & FBI; b6; b7C; b7E; 
Page 470 ~ b3; b7E; 
Page 481 ~ b3; b7E; 
Page 484 ~ b3; b7E; 
Page 485 ~ b3; b7E; 
Page 486 ~ b3; b7E; 
Page 487 ~ b3; b7E; 
Page 488 ~ b3; b7E; 
Page 489 ~ b3; b7E; 
Page 490 ~ b3; b7E; 
Page 494 ~ b3; b7E; 
Page 495 ~ b3; b7E; 
Page 496 ~ b3; b7E; 
Page 497 ~ b3; b7E; 
Page 498 ~ b3; b7E; 
Page 499 ~ b3; b7E; 
Page 500 ~ b3; b7E; 
Page 501 ~ b3; b7E; 
Page 502 ~ b3; b7E; 
Page 503 ~ b3; b7E; 
Page 504 ~ b3; b7E; 
Page 505 ~ b3; b7E; 
Page 506 ~ b3; b7E; 
Page 507 ~ b3; b7E; 
Page 508 ~ b3; b7E; 
Page 509 ~ b3; b7E; 
Page 510 ~ b3; b7E; 
Page 511 ~ b3; b7E; 
Page 512 ~ b3; b7E; 
Page 513 ~ b3; b7E; 
Page 514 ~ b3; b7E; 
Page 515 ~ b3; b7E; 
Page 516 ~ b3; b7E; 



Page 517 ~ b3; b7E; 
Page 519 ~ b3; b7E; 
Page 520 ~ b3; b7E; 
Page 521 ~ bl - per CIA; b3 - per CIA & FBI; b7E; 
Page 522 ~ bl - per CIA; b3 - per CIA & FBI; b7E; 
Page 526 ~ b3; b7E; 
Page 527 ~ b3; b7E; 
Page 528 ~ b3; b7E; 
Page 539 ~ bl - per CIA; b3 - per CIA, FBI; b6 - per FBI; b7C - per FBI; b7E - per FBI; 

xxxxxxxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
xxxxxxxxxxxxxxxxxxxxxxxx 



.su F.QR~!~- -CONN:T.ERI:NTELT!.J:GBNCE SW 

! ·-- .. -, -. N!,-lff N lh~;,.-~-'_ ~ . --->'< 
-l']lt~PIDSJ! : · 

· . . Ti?' ~'~;c;;-.9).nnre:nq- app,t:c:nral :p'f at:ta:clte.d t>illb_l.i!<::at:·ion,. . . · w ''~'~1 _'F.<l>'-lre.-$ig~ J:L~,qn,~:e;rinte-;L.li:g•e-:t~t!e Sammacry ,·•:1· f.or di.s·semina1t.fon 
, V,t", · ·W:1Jllh1rt ·;t:·hie JtBL.. {U) . . . -~ 
_,t./1 . , . ' , .. 

/i · ;IUtc~--$l@N :; . ·----~_. .. -
.. ~- -~...-~~- ,~ -·-·•~ .. ,~ ...... ··- -- ~.. . ..... _ ·-t' 

-1~1fntt =· =-~ 
lh■ p, _ -- . · · 

,l_ntall ........ ~----'-= 

Ls~b•--"-,----'-"'~ 
4.,.110L•C.,..;,. -·-
Q_ff~ i?\inv.-a,b 6 
•f.'u6ll"< ·A'.ffi, 

-1f.~--M~"'· ~b 7 C 
T--,c_h. $i,,.~a;. ~ 

fi:rOlnli:tli·-·-----
Tilhho~, Rin.·-. -
·P1~_ctor!,~ $~c•.y; .---

. .. 'Th:ttt.·: ~t~t'.i,¢la;~ii J>/$~-1 t~'~ti,o:,~. b.~ =~i~~1j~•¢:~l. a~a. · di_s'.sieJIIiiJ;~.-t:e~f -~ 
l.itct~:r;n:.~~~y ·t,9, ~:•9, £.l(e;!;'~l ;o•~;£i¢,¢,$ :an:~ a,~p~v~.i\>i(t,w.t,e: Heii:Ji@qU{l':rtier~ · · --~- ;· _ .,. 
fHt1?'$\$)nl1-'~ l. CO) ' 

;~/ 
lf11f I 

j 

1 
~ '1 

' i ,, . ·, 

' .. 

. -·b.V ·. 
f /:tJfCLDSQ~, 

' ' 

.- t • 

' 
: · · ,:, .. Ex:t.eRde·rit Tuy 85·9; 

. ;R.~!a.s,c;,li} f:·~i- :E·;x:t:e.~.s1\Q.(m · :·· ·: _,_.- >.~, - :_ -'2 ,;.-4. Z"'i3) 
J'.l~'t;e.: e{· -:~,st JP,:e:c:l.as:siflc:qit.i.1;>n· .... , "--~ z '· 

·. ~~. hS:. 7 ~(k.g-o~. ~2_~ -~<d -<, ~ .- • ·• . -- ,... ___ .!~_-...,,-

DECLASSI.FICATIOl-1 AUTHORITY DERIVEC FROM: . 

FBI AU'l'O!J'.A'l'IC DECLASSIFICATICH GUIDE 
DATE D6-07-2018 BY:_! ___ _ 

1 



Memorandum f;roml I to Mr. E. J. O'Malley 
Re: FBI For:ei.g.n Co·un-terint·elli-g-ence Summary 

DlilAILS: 

This ublication rovides an o:v.er\Tiew a-nd anal 

De.tailin.g of key FBI foreig~ 
counterintiellig,ence op,era.tions is alsr~ .pr.oyi ::r· This 
issue is .d;evioted to-. t;he activities of._ ________ ..,_....,d.uring the 
fits;t nin.e m0nt-hs .Qf' 1'9-81. -Printed ~o-p:1es wi. ·be supplied 

(U:1 w.hen printin!g proc:ess is coDiple·t-e. C8.J 

JfdI1€f ~ijM~~);~f TI A[_ 

- 2 -

b6 
b7C 

b3 
b7E 



~-

No"t ·ror Dissentination Outside the FRI 

U.S. Department of Justice 
Fe<l:eral Bureau of Investigation 

IJECLASSIFICATICJN AU'l'HORI'l'Y l"RC!lbf: FBI 

-----··--··· ... 

b6 
b7C Foreign 

• - - f"""' • :-

_Count~rilltelligence. 
·summ_ary . 
. Volume VII 

...... 

,. -· ---------

I •. 

Not for Dissemination· Outside the ·F-Bi 

~ FSI/DOJ 



TABLE OF CONTENTS 

INIRODUCTION 

I. 

IL 

III. 

IV. 

Scientific and Technical Intelligence 

Military Intelligence 

Political Intelligence 

F..conomic Intelligence 
--------, 

- i -

iii 

1 

1 

5 

13-.7 

'&.. ~ 
b3 
b7E 

L'1;-...\() 

':ts..t2.. 

15 

"'i:-G-.17 

T6'- 11 

21 

25 

28 

~i 
~3~ 

~~4 

37 

37 

~ LJ3 
2f:'5..... '-1-3 
itS-47 

'SQ 4 ~ 



~ 

~1t 
~1c; b3 

b7E 
v. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS ~s-1 

--- €7 

Defection ofl .._ <oz_ b6 

I b7C 

PHOTOGRAFHS 

~ ~:S-( b3 
b6 

'&~ b7C 51?-G/ .APPENDIX b7E 

Conmrunist Country Official Presence in the -6¥ 7-J,. 
United States, October, 1979-December, 1981 <ob-GCj 

CHARTS 

Major Communist Country Presence in the 7-r7/ United States, October, 1979-December, 1981 

7'5-73 b3 
b7E 

-n-7.s-

- ii -



IN'IRODUCTION 

The purpose of this ublication is to rovide an 
overview and analysis ofl 

_____ I Detailing and analysis of key FBI 

I 

cotmterintelligence operations is also afforded. This 
particular issue is devoted to the activities of _________ ____, during the 
first nine months of 1981. In the interest of operational and 

administrative security and acknowledging the need-to-know 

principle, information is not set forth in specific, detailed 
documented form. Some of the material contained herein has 

been obtained from other elements of the U.S. Intelligence 

Connnunity. Conunents and queries regarding this publication 

are welcome and may be addressed to FBIHQ, Intelligence 

Division, Attention:! I CI-3A. ~ 

- iii -
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I Perhaps the L_ ____________________ ____, 

most significant of these involved the investigation of 
Joseph George Helmich, a retired U.S • .Army warrant officer. 

After extensive interviews, Helmich was arrested on July 15 

and charged with espionage; he pleaded guilty and was 

sentenced to life in prison. Helmich admitted passing to the 

Soviets in the early 1960s., for approximately $131.,000, 

~ 
- 3 -
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infoI1I1ation relating to the KL-7 cryptographic system, 

including rotors, maintenance and instruction manuals, key 

lists, etc. The conpromise could very well have had a damaging 

inpact on U.S. national security interests, since .it is 
conceivable that the Soviets used the infonnation to assist 
its connnunist allies during the Vietnam War. ~ 

X ml ________ ____. L--------------------, 

~ 
- 4 -
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Xrn) 

j 
L---------was declared persona non grata (PNG) by the 

Un it e d States Department of State (USDS), I 
-

I At the same time, the USDS --proteste su Soviet espionage activities and demanded that 
they be halted imJP.ediately. 'fm :m 

~ I I 

X1u) 

.,~. . .· . 
~ j .,.;l~· 
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On the other hand, during 1981 the arrest and 

conviction of William Holden Bell, an enployee of the Hughes 
Aircraft Corporation, and ... l __ .....:;.. __ --=-_:...,_ __________ --,1 

I on charges of espionage, ,__ __ ____, demonstrated more clearly 
than ever the damage that may be done to U.S. national security 

interests by the smaller (vis-a-vis the SIS) Warsaw Pact 

services. In a highly sophisticated operation,! I 
spotted, assessed, and recruited a U.S. citizen with access to 
highly classified info~tion of value to the Soviets. The 

Poles were willing to pay a substantial sum for the information 
and employed sound operational security practices Moreover . . 

I cover was impeccable--he was al 

I 

X :m 

~ 
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Xrn) 

In compiling the data for this section, two 

principal sources have been tapped--tasking of double agents 

by intelligence officers and general inquiries made to FBI 

assets by IOs. Therefore, in some cases., for reasons of 
iU) operational security, specificity has been avoided. ~ 

Scientific and Technical Intelligence 

~ 
- 16 -
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I 

X lij'; 
I I 

A ca se conducted jointly by U.S. Customs, the USDC, 

al
1 

Revenue Service involving a businessman named 
I and two other subjects illustrates those 

and the Intern 

trends. an I were 

)( 
- 17 -
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------

Military Intelligence 

?::- -"' 
_............. 1 

- 21 -
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X IU'1 
I I 

Political ·Ihte1:ligente 
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Economic Intelligence 

~ 
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X rn, 
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~: __ :::--_________ ><X :.tt~ 

1,------
-----=--A ___ I 
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V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 
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Defection of Ramould asowski Polish Ambassador to the 
Unite States 

On December 19, 1981, Ramould Spasowski, Polish 
.Ambassador to tl1e United States, and senior member of the 
Polish diplomatic corps, requested and received asylum in 
Washington, D.C. Spasowski, 61 years old and a career 

diplomat, was accompanied by his wife, daughter, and son-in
law. In defecting, Spasowski stated: 

"A week ago, a state of war has been lllllosed 
upon Poland, a state of war against the 
Polish people. Under the umbrella of the 
military, specially trained tmits and security 
police began an tmprecedented reign of 
terror ••• I cannot have an association- -not 
speaking about representation--with the 
authorities responsible for this brutality 
and inhumanity. I have. decided this the 
moment I have learned that Lech Walesa 
was arrested and kept by force. What I 
am doing now is an expression of solidarity 

with him." 

The defection of Spasowski climaxed a year which saw the 
defection (as well as recruitment-in-place) of a considerable 
ntnnber of Polish officials and intelligence officers. C8j 

~ 
- 64 -
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, OCTOBER 1, 1979 

COUNTRY OFFICIALS 

USSR 1,217 
. -

PRC 239 

POLAND 287 

GDR 77 . 

CZECHOSLOVAKIA I 98 
; 

CUBA 100 

ROMANIA 80 · 

HUNGARY 79 

BULGARIA 51 

VIETNAM 12 

NORTH KOREA 12 

YUGOSLAVIA · 154 

ALBANIA 12 . 

MONGOLIA 10 

TOTAL ·2,428 

- 67 -
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE· 
. ,,~~ITEp ~TAT~S,"DECeylB~,-] t 1_98Q _ _ _ _ ____ -- ---

COUNTRY OFFICIALS· 

USSR 1,050 

PRC 481 

POLAND 389 
-

GDR 135 

CZECHOSLOVAKIA 98 I 

CUBA 155 

ROMANIA 89 

HUNGARY 109 

BULGARIA 79 

VIETNAM 20 

NORTH KOREA 14 · .. 

YUGOSLAVIA 342 

ALBANIA 9 

KAMPUCHEA 9 

LAOS 11 

... 
TOTAL 2,990 

- 69 -
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STAlES, DECEMBE~ 1~, 1981 

COUNTRY OFFICIALS 

USSR 1,113 

PRC 8'20 . 

POLAND 331 

GDR 119 . 

CZECHOSLOVAKIA 94 

CUBA 72 

ROMANIA ' j 90 

HUNGARY 114 

BULGARIA 86 

VIETNAM 21 

NORTH KOREA 15 

YUGOSLAVIA 246 

ALBANIA 10 

TOTAL 3,,131 
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Memorandum from Mr.I Ito Mr. E. J. O'Malley 
Re: FBI Foreign Counterintelligence Review 
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JNTRODUCTION 

The purpose of th is 

overview and analysis of 

blJ cation is to provide an 

Detailing and analysis of key FBI counterintelligence 

operations is also afforoed. This particular issue is devoted 

to tl-ie activitites of I 
I I curing the 
latter six months of 1980. For purposes of hrevj ty. these 
services will henceforth be referred to asl I 

,__ _________ ___.I In the :interest of operatiorial and 

administrative security and acknowledging the neecl-to-know 

principle, infonnation is not set forth jn specific, c1etailed, 

documented fonn. queries regarding this 

publication are welcome and may be addressed to FBIHQ, 

Corrnnents and 

Intelligence Divisjon, ~ttention: 1 .... _____ ..... f I-3(A). ·~ 

- iii -
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The latter hal£ of 1980 also saw the culmination of 
~ -; 

the massive influx of ~an refugees into the United States--
eventuall 

Xr'U) 

~ 
- 11 -
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In September of 1980, the National People's Congress 

of the PRC fonnally admitted that the targets of the 1976-1985 
economic plan were tm.attainable and annotmcec:1 that an entire 

new plan l'.ould be devi~ea. to take its place. In accordance 

~Tith this new plan a number of contracts have been cancelled 
with the Western nation; and Japan, primarily in tl1e area of 

heavy industry. Cutbacks in the budget regardLig the 

procurement of military hardware have also occurred, however, 

the State Council of t.lJ.¢ PRC has stated that China intends to 

push new programs in light industry (consmner goods, 

computers, microelectrop.ics), agriculture anc' energy, that 

will require inputs of foreign technology, capital, and 

management skills. (U) 

The U.S. <Government, under the Carter 

administration, support¢d China 1s nodernization program in 

consideration of China1iis contribution to global strategy. 

China's failure to 1nddernize would erode its role in -, 

maintaining the global bala..i"1.ce to the disadvantage of China as 

well as the United Sta~es and its allies. Therefore, the 

United States signed numerous bilateral agreements in. science 

and technology, educatf"c:;,n, and trade and granted loans and 

trade credits to the · PRC. This situation led to a 

liberalization of controls on the export of U.S. high 

technology items and 011 authorization, on a case-by-case 

basis, for sales of n9~-letha.l military support equipment 

(trucks, radar, tran~port aircraft, helicopters, and 

commtmications and ttaining equipment) to the PRC. 

Additionally, delegations from the People's Liberati on Army 

(PLA.) and the Ministry o.£ National Defense (MND) have visited 

numerous defense-relat~t:1 corporations seeking military-

related information.. ··~ ~ 

•: 
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As pa.rt of the nndernization program and jn ttme 
with U.S.-PRC educ:1ttional exchange initiated in 1978, 

approximately 6,000 PRC students are 110w in the Unitec1 States 

studying and doing re$earch m a11 acaoemic disci ljnes in 
eve 

X1U) 
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X(U) 

X mi 

Officials Involved in ~Criminal Activities 

X:ui 

X /ij'1 
I I 

- 44 -

b3 
b7E 



~ 
V. DEVE.LOi:MF.NTS IN.: UJUNrERINTELLIGENCE OPERATIONS 

,: 

X !U\ I I 

- 49 -
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'U' ,. I 
\ I 

L--_________ ......._wa_.~_s-;perhaps dramatized onl I 
when .__ ______ __,.._was arrested in New York City by 

Special Agents (SA), shortly after 

..----,... _____________________ _ a 

citizen, was ,allegedly tasked by the Soviets to 
1-__________________ I :(Al though the fact that I I was 

in contact with the SovJets has been established, I 

I I "claims" to l1ave been so L_ _________ .....!r--------
t asked, but he conceivably could have cla:imea such taskin to 
alleviate fears o 

The iase also brought to the fore an issue 

which is increasingly:< becoming a concern of the U.S. 

Government--the to 
L--------------------

t he Soviet Union and it~, Warsaw Pact allies. ·~ 
>,, ., 

~ 
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I 

j· 
I 
I· 
1 
l 

I 
the individual to obt!:in 

', the ... I ____ _ The individual 
FBI, and at this point a OCA was :immediately contacted' pie 

interjected into the case. The UCA was introduced to I 
as a 

(U) 
I 

,, 
I 

Jl ' He was sentenced onl I 
to I lin pri~on. In a I I the U.S. 
Goverrunentl 

t 

': ··~ 
- 53 -
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-~, -- - ' ~~- w. - ' •r •• -~-•=- _, 

X1u' 

Why the Soviets would target ~I ________ ____, 
in particular, i s explicable. As noted by an off id al of 

I The! 
official 

_____ .... !offered by the.__ __ __.is, the 

d, "a crop in the bucket , " compared to the explaine 

millions spent ;y ._I _____ _.l:in developing this type of b 

advanced technol ogy. .The prosecution in the case estimated 

e LJ of 
th 

(U) 

X ml 

-

~ 
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~ 
APPENDIX 

COMMUN·IST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1979 

COUNTRY OFFICIALS 

USSR 1,222 

PRC 234 

POLAND 
; 271 

GDR 77 

CZECHOSLOVAKIA 107 

CUBA 84 

ROMANIA 80 

HUNGARY 78 

BULGARIA 48 

VIETNAM 9 
I 

NORTH KOREA 13 

YUGOSLAVIA 151 

ALBANIA 10 

MONGOLIA 11 

TOTAL 2,395 

NOTE: OFFICIALS IS A GENERIC DESIGNATION USED BY THE FBI FOR 
PRACTICAL OPERATIONAL CONVENIENCE AND SHOULD NOT BE CONFUSED 

• - - h ' a • - •• - • ~• ~• .,, - •---•---•-- • ~ •--~ • I •• ~ 

WITH DIPLOMATIC DESIGNATIONS. 
----··-
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COMMUNIST COUNTRY OFFICAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1980 

COUNTRY OFFICIALS 

USSR 1,116 

PRC 448 

POLAND 301 

GDR 98 

CZECHOSLOVAKIA 104 

·CUBA 159 

ROMANIA 74 

HUNGARY 79 

BULGARIA 52 

VIETNAM 18 

NORTH KOREA 14 

YUGOSLAVIA 279 

ALBANIA 8 

MONGOLIA 13 

KAMPUCHEA 4 

LAOS 11 

TOTAL 2,778 
. 

~ 
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, JUNE, 1981 

COUNTRY OFFICIALS 

USSR 1,041 

PRC · 701 

POLAND 365 

GDR 112 

CZECHOSLOVAKIA 90 

CUBA 79 

ROMANIA 87 

HUNGARY 107 

BULGARIA 79 

VIETNAM 21 

NORTH KOREA 14 

Y~GOSLAVIA 352. 

ALBANIA 11 

TOTAL 3,059 

. 
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MAJOR COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE UNITED STATE~ .. 
JUNE, 1979 - JUNE, 1981 
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In April, 19B1t: alterations were made in the list of 

I and Cambodia, Laos, ancl L----------:------
OU t er Mcmgolia 'here de:I;~ted. The complete LI ______ __ 

list is as folla,.,s: 

X (Ui 
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~ 
Memorandum from Mr. I I to Mr. E. J. O'Malley 
Re: FBI Foreign Counterintelligence Summary 

DETAILS: 

Thi 

will be 

rovides an overview and anal sis 

e ast six mont s of 980. Printed copies 
when printing process is complete. ~ 

~ 
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L'ITRODUCTION 

The purpose of this publication is to provide an 

overview and analysis of I 

Detailing and anal,ysis of 

operations is also afforded. 

key FBI cotmterintelligence 

This particular issue is devoted 
to the activitites of l~--------------~I 

I _______________________ I during the 
latter six months of 1980. For purposes of breyjty. these 
services ~tlll henceforth be referred to asl I 

In the interest of operational and 

administrative security and acknowledging the need-to-know 

principle, infonnati<>n is not set forth in specific, detailed, 

documented form. Some of the material contained herein has 

been obtained from other elements of the U.S. Intelligence 

Connnunity. Comment$ and queries regarding this publication 

are welcome and may be addressed to FBIBQ, Intelligence 

Division, Attention:! ICI-3(A). CBr 

- iii -

I 
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Additionally, del~ations from the People's Liberation Army 

(PLA) and the Mini~try of National Defense (Mr-ID) have visited 

numerous U.S. miiitary installations and defense-related 

corporations with 'almost a free hand to gain material. An 
interesting note t<;> this cooperation is that 

'U' I 'I 
I I 

As part ·of the rrodernization program and in ttme 

with U.S. -PRC equcational exchange initiated in 1978, 

approximately 6,0001 PRC students are now in the United States 

studying and doing·· research in all academic disci lines in 
every region of the··United States 

Xrni 

~ 
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V. DEVELOFMENTS IN OJUNTERINTELLIGIWCE OPERATIONS 

I I 
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~ 
APPENDIX 

COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1979 

COUNTRY OFFICIALS 

USSR 1,222 

PRC 234 

POLAND 271 

GDR 77 

CZECHOSLOVAKIA 107 

CUBA 84 

ROMANIA 80 

-HUNGARY 78 

BULGARIA 48 

VIETNAM 9 

NORTH KOREA 13 

YUGOSLAVIA 151 

ALBANIA 10 

MONGOLIA 11 

TOTAL 2,395 

NOTE: OFFICIALS IS A GENERIC DESIGNATION USED BY THE FBI FOR 
PRACTICAL OPERATIONAL CONVENIENCE AND SHOULD NOT BE CONFUSED 
WITH DIPLOMATIC DESIGNATIONS. 

~ 
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l[ 
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COMMUNIST COUNTRY OFFICAL PRESENCE IN THE 
UNITED STATES, JUNE 1, 1980 

COUNTRY OFFICIALS 

USSR 1,116 

PRC 448 

POLAND 301 

GDR 98 

CZECHO~LOVAKIA 104 
. 

CUBA 159 

ROMANIA 74 

HUNGARY 79 

BULGARIA 52 

VIETNAM 18 

NORTH KOREA 14 

YUGOSLAVIA 279 

ALBANIA 8 

MONGOLIA 13 

KAMPUCHEA 4 

LAOS 11 

TOTAL 2,778 

~ 
- 71 -
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, MARCH, 1981 

. 

COUNTRY OFFIClALS 

USSR 1,026 

PRC 626 

POLAND 369 

GDR 127 

CZECHOSLOVAKIA 92 

CUBA 79 
. 

ROMANIA 80 

HUNGARY 104 

BULGARIA 83 

VIETNAM 23 

NORTH KOREA 13 

YUGOSLAVIA 357 

ALBANIA 9 

MONGOLIA 14 

TOTAL 3,002 

~ 
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MAJOR COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE UNITED STATES 

JUNE, 1979-MARCH, 1981 
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300 1----------------------rT",,-,.t.: 
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Inquiries snd/or- cprm~~nts conce:r::nin:"'· t1~1e 
he Jirr:::ct<::d to IN'l'IJ., attenti~n CI-~3-.\ ;_:'nit. 

NOTE: 
i • 

This addresses Leg~t, London's request to rec~ive 
current issues of SPIA, SATP;f;.A, and FCS as previously indicated 
they should in Cregar memorap.dun1 10/31 79 ptioned 
"Coordination of Leads To/From1,,..,,,....,,,..,e-=-......;M!l~---- setting forth 
policy c1.s pe:I't<21,:i.ns to Le.gat/'.Lon c:a; na:; :1 'Ni th I I Assistant Section Chief 
CI-·2, and l.__,,~=-;--::::-:i:-~ CI--3, ~ has determined that copies of SPIA 
and SATPI~e no )een sen,;: to Lega.ts in general frn:> reasons 
to include security of the i:nfo1..,mation ~ assets and techniques 
described in the documents; t·he fact that SPIA and S.:\TPil\. a1-.e 
tightly held summaries for FB'IHQ and establishment office use, 
and are not seen as needed by Legats since the .information 
on inclividual cases and ·tren~s may be too speci:fic for a 

~~=~!f~~ :1~~:g~~:e;~c:,1~8P~
1

~:~!!~o) ~nd not ncccssm:-y for the 

After review of this matter~ it is aprarent that CI-3-A 
Unit publication, 1'FBI Foreign Counte:r.intellizence Summa:r.y (PCS) n 
Clearly fills the needs and t>,equestc of Legat, :r..on~on to he kept 
advised of current t1..,ends and: in-terests in ·the FCI f ieJ.d, 
since this publication cover$, the hroad FCI field and cites 
trends and major developments. CI-3-A has insured I.:cp;at, 

Londo····n···· ····T·,·,;J···J.··· ·l····l······ r ..... egularly receive ~o:eies of FCS, current copy of which is now in preparation~ · · Em: 

- .. •.·...... 
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IN'IRODUCTION 

The purpose o:f this ublication is 
overview and analysis of 

Detailing and analys±s of key FBI counterintelligence 
! 

operations is also affb~~ed. This particular issue is devoted ,.;...;.:.;:.;.___.....;;._----::l;...;...,;; _ ____,;=____,;...;;..;.~----------......... ------, 

to the activities of I 
I during the L----------:--:-:;------------

f i rs t six months of i9§0. For purposes of brevity 
1 

these 

services ~~11 hencefort~ be referred to as thel I 
I In the interest of operational and L.......----------

a d minis tr at iv e security.: and acknowledging the need-to-know 

principle, information t~ not set forth in specific, detailed, 
/T]l documented form. Ce.'.) 
' ' 

- iii -

II 
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X rn) 

X \lJ) 

Aside from thel lease, two other significant 
counterintelligence actions, involving double agent 

operations, were initiated against the SIS in mi<l'-1980. In May 

of 1980, the U.S. Department of State (USDS) lodged a strong 

- 3 -
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protest w 
activities 

itht,._f!!d.!!...!..Sil.!.:.........Y..1.Ll..l.i~~..._...1.Ll..1...L.1.:...i...a..i.=---1.~"'-'-'-......... .._ ........ 
1 

of 

protest, 

United Sta 

Following the USDS protest, 

~ecalled by the Soviet Union. ~ /U'i _____ _, I I 

That same moi,lth, the USDS lodged yet another 

this one relating to the activities of 

________ _.was also impelled to depart the 

- 4 -
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X rn) 

Cuban-American relations during the initial portion 

of 1980 have been gre~tly affected by the influx of over 

125,000 Cuban refugees' into the United States. The refugee 

exodus is the result of economic, social, and political 

pressures that have b~en building since 1977. TI1e Cuban 

I I 

b3 
b7E 



economy has stagnated,· and the already austere standard of 

living has deteriorated •even further. Additionally, a rapidly 

expanding labor force· has created a labor surplus, and 

incidences of crime, of :poor job performance, and of political 
discontent have been on the increase. ~ 

I I 
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Scientific and Technical {ntelligence 
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X 1'm 
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Political Intelligence 

:~ 
· - 22 -

fi 

b3 
b7E 



V. DBVBLOFMPNTS IN COUNTERINTELLIGENCE OPERATIONS 

X ,'m 
' ' 

X(U) 

- 45 -
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The Neutralization of an Fast Gennan Illegal 

As detailed in the "Review" of :March, 197

0
9 a 

suspected East German illegal using the identity, 
...._ _________ _.! (at the time of publication, for 

security purposes, the name "Schmidt11 was used in the article) 

was located in New York City. He was employed by a majorD 
...._ ________ __.~ich has, as one of its clients, the 

United States Department of _Defense; thus the firm handled 

some classified data. I jwas married to a woman who, 
although being a naturalized U.S citizen, is a Cuban 

immi ant. 

~ 
- 53 -
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APPENDIX 

CX:MMUNIST COUN1RY OFFICIAL PRBSENCE IN TIIB 
UNI'i'Eb STATES, OC'IOBER~ 1979 

Country Officials 

USSR 1,217 
PRC 239 
Poland 287 
GDR 77 
Czechoslovakia 98 
Cuba 100 
Romania 80 
Htmgary 79 
Bulgaria 51 
Vietnam 12 
North Korea 12 
Yugoslavia 154 
Albania 12 
Mongolia 10 
Total 2,428 

NOTE: Officials is a generic designation used by the FBI for 
practical operational convenience and should not be confused 
with diplomatic designations. 

- 60 -
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CCMMUNIST COUN'IRY OFFICIAL PRFBF.NCE IN 1HE 
UNITED STATES, OC10BER, 1980 

Country Officials 

USSR 897 
PRC 481 
Poland 359 
GDR 121 
Czechoslovakia 96 
Cuba 155 
Romania 78 
Htmgary 87 
Bulgaria 66 
Vietnam 18 
North Korea 14 
Yugoslavia 324 
Albania 9 
Mongolia 11 
Kampuchea 3 
Laos 11 
Total 2,730 

~ 
- 61 -
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MAJOR COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE UNITED STATES. 
OCTOBER, 1979 - OCTOBER, 1980 

- L._ _______________ ___. 

- TOTAL NUMBER OF OFFICIALS 
1,250 
1,2001---------------------,--------~---i:~ 
1,150 
1,100-L--------------------------------CQ/,~---t 
1,0501----------------------------~1//,1-----i 
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5501-----------------------------11////.H//, 
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4501-------------------------v.. 1/A-------wVAWU.A---11 

4001-------------------------t ~-----~///A~-~" 

3501--------------------0';'7.i'l--~ 1/,4-----V//, 

JOOi----------------------1 
2501------------------
2001--------------------
150'-------"7'Tn-------------i-
1001-----,¥, ~--~=-----; 
501---o~~-
o ______ _ 
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rovides an overview and analysis 
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IN1RODUCTION 

The purpose of this publication is to provide an 

overview and anal sis of 

Detailing and analysis of 

operations is also afforded. 
ey FBI cotmterintelligence 

This particular issue is devoted 
to the activities of .... 1------------------

______________________ !during the 

first six months of 1980. For purposes of brevity, t.liese 

services will henceforth be referred to asl I 
,__ ________ ____,~ In the interest of operational and 

administrative security and acknowledging the need-to-know 

principle, infonnation is not set forth in specific, detailed, 

documented form. Some of the material contained herein has 

been obtained from other elements of the United States 

intelligence connnmiity, as well as the intelligence services 
........ of certain friendly, foreign Governments. Cg) 
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During the initial portion of 1980, relations 

between the United Stat~s and the Soviet Union continued to 

deteriorate, largely as a result of the Soviet invasion of 

.Af hanistan. 

Within the past year, however, there has been a 

marked decline in Soviet official presence. Due in part to the 

closing of the Soviet Consul General, New York, New York 

SOVCONY 

Soviet presence has declined from 1,222 ----------in Jtme, 1979 to 1,116 in June, 1980. Furthermore, within the 

past year there bas been a decrease in Soviet east-west 

exchange visitors to the United States, as well as a marked 

decrease in Soviet merchant shipping docking in U.S. ports. 
!U) ····~ 

~ 
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I I 

CJ 
Cuban-Jwerican relations during the initial portion 

of 1980 have been greatly affected by two central elements--a 

stepped up anti-American propaganda campaign by Cuban leader 

Fidel Castro and the inflmc of over 125,000 Cuban refugees into 
the United States. A stimulant to Cuban anti-.American 

propagandizing has been a perception by Castro that U.S. 

hostility towards Cuba and the Soviet Union is escalating 

X IU\ 
l I 

The refugee exodus is the result of economic, 

social, and political pressures that have been building since 

1977. The Cuban economy has stagnated, and the already austere 

standard of living has deteriorated even further. 

Additionally, a rapidly expanding labor force has created a 

labor surplus, and incidences of crime, of poor job 

performance, and of political discontent have been on the 

increase. The exodus will, however, probably result in only 

temporary alleviation of pressures on the Cuban leadership 

since the cotmtry's basic economic problems are not being 

addressed and 1'1ill continue to cause trouble for Castro. );:s:j 

~ 
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V. DEVBLO:EMINTS IN COONTERINTELLIGENCE OPERATIONS 

In February, 1980, the Government of Canada declared 

Assistant Military Attache I I 
I Persona Non L-----------------------

G rat a (PNG), because of the Soviet's persistance in abusing 

their diplomatic status_ by conducting espionage activities. 

Conconunitant with the PNG action, the Canadians released a 

statement for the press which detailed the abuses of the 
Soviets: 

"The case involved a citizen of the United States, 
employed in a sensitive position in the U.S.A., 1iho 
was in contact with the Soviet Bnbassy and tasked to 
obtain information. The R.C.M.P., with the cooperation 
of the FBI, monitored the case and, with the help of 
a U.S. citizen, determined that over a period of some 
sixteen nnnths the Soviets met clandestinely with the 
U.S. citizen, using traditional signal arrangements 
and dead letter boxes, in t11e Ottawa area, where 
exchanges of information ancl m:mey took place." 
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·><···-··--. ___ .., . ' . 

CO,J;,~U,~IST COUNTRY PRESEf'~GE tr~! THE 
UNITED STATES, JUNE 1, 1980 

COUNTRY OFFICIALS 

USSR 1,116 

PRC 448 

POLAND 301 

GDR 98 

CZECHOSLOVAKIA · 104 

CUBA 159 

ROMANIA 74 

HUNGARY 79 

BULGARIA 52 

VIETNAM 18 

NORTH KOREA 14 

YUGOSLAVIA 279 

ALBANIA 8 

MONGOLIA 13 

KAMPUCHEA 4 

LAOS 11 

TOTAL 2,778 
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INIRODUCTION 

The purpose of t.1-Jis ublication is to afford an 

overview and analysjs of 

a1 1ng an ana ys1s o ·ey FBI cotm.terintelligence opera-

tions and operational techniques is also afforded. This 

particular issue is devoted to the activities of 

...._ ________ __, 

purposes of brevity, 
referred to as 

during latter seven months of 1979. For 

these services will henceforth be 

In 
the interest of operational and administrative security ru1cl 

acknowledging the need-to-1mow pr1nciple, i.nfonna.tion iz not 

set forth in specific detailed, documented form. Je:t 

- iii -
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During the latter part of 1979, relations between 

tl1e United States and the Union of Soviet Socialist Republics 

were undermined by a number of developments, the most decisive 

of which was, of course, b'le Soviet invasion of Afghanistan. 

X 
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X 1U.\ 
i ( 

X :U1 
' ' 

!which was dramatizecl in the fall of 1979 by pubHcity .__ ___ .... 
surrotmding the publication of The Fourth Man, by .An8rew 

I 

Boyle. This book explores the lives of the infamous .Englishmen 
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--------------- ------------------------, 

who spied for the Soviets, Kim Philby, Donald Maclean, Guy 

Burgess, and Anthony Bhm.t, who were recruited to the Soviet 

cause 1</hen they were students at Cambridge University in the 

1930s. -:rsl 
CI-1 Unit Chiefs. 

As reported in the "Review" of March, 1979, Poland 

was the first among Eastern European nations to attempt a 

special relationship with the United States. Poland has held 

most-favored-nation status (MF.N) since 1960, and trade between 

Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in the 
international community has been tmdennined by heavy 

indebtedness to the West, including the United States. Polish 

diplomatic efforts in the United States are thus centered 

around fostering trade and, in general, cultivating good 

relations between the two nations. In light of Poland 1s 

positive stance towards the United State 

that 

- 3 -
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The current leadership of the People I s Republic of 

China has latmched a rnultibillion-dollar prog:r~ to acquire · 

Western machinery and technology to help modernize their. 

nation's primitive industrial base. The program was initiated· 

in February of 1978, when Chairman Hua Guofeng a.11n0tmced that, 

~ 
- 13 -
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as the initial stage of the modernization plan, 120 major 

industrial projects were to be completed under a ten-year 

(1976-85) economic plan. To achieve the ambitious 

construction and production targets of the plan, massive 

infusions of Western teclmology and equipment will be 

required. The long-range objective of the program is to propel 

the Chinese economy to "front line" status by the year 2000. 
(U) 

~ 
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JU' \ ! X 

There has long been a q_uestjon over the placement of 

homosexuals in sensitive positions, mainly because it has been· 

held that homosexuals -are particularly vulnerable to 
compromise and recruitment! 

Generally speaking, the homosexuals present an 

opporttmity for ~ecruitment that cannot be overlooked D 
L----------------1 .An individual employed in a 

sensitive·position and discovered to be a homosexual will be 
closely assesse~r-------,1 Homosexuality may, however, be 

· - 52 -
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only one of many ~actors that are considered. Homosexuality, 
combined with ·financial distress, drug or alcohol addiction, 

employment dissatisfaction, or marital discord are a few of 

the possibilities that may prove to be a deciding factor in a 

recruitment approach. The posture of the SIS vis-a-vis the 

homosexual was discussed by John Barron in his book, 11KGB: The 

Secret Work of the Soviet Secret Agents" (Reader 's Digest 

Press, 197 4) • Barron noted, that t 1con.trary to popular 

supposition, the KGB is not primarily interested in 

homosexuals because of their presumed susceptibility to 
blackmail. In its judgment, homosexuality often is 

accompanied by personality disorders that make the victim 

potentially tmstable and vulnerable to adroit manipulation. 

It htmts the particular homosexual who, while more qr less a 
ftmctioning member of his society, is nevertheless 

subconsciously at war with it and himself. Compulsively 

driven into tortured relations that never gratify, he cannot 

escape awareness that he is different. Being different, he 

easily rationalizes that he is not morally bound by the morals, 

values and allegiances that unite otlwrs in connntm.ity or 

society. Moreover, he nurtures a dormant impulse 'to strike 

back at t.l-ie society which he feels has conspired to make him a 

secret leper.u (U) 

105-271060 
There have been a number of cases in history of 

modern . espionage where the recru'ited I I agent was a 

homosexual. Perhaps most notable were the 

L---------------------.... Of these 
three individuals, homosexuality played a pivotal role in the 
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recruitment of I 

X 1U'1 
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IN1RODUCTION 

The purpose of this ublication is to afford an 
overview and analysis of 

a1 1ng an ana ys1s o I counterintelligence 

tions and operational techniques is also afforded. 
opera

This 
.--------, 

particular issue is devoted to the activities ofl 

,__ _________ ____,I during latter seven months of 1979. For 

purposes of brevity, these services will henceforth be 
referred to as,__ ____________ ....,... ____ In 

the interest of operational and administrative security and 

acknowledging the need-to-know principle, information is not 

set forth in specific detailed, documented fo!111. Some of the 

material contained herein has been obtained from other 

elements of the United States Intelligence Commtmity, as well 

as the intelligence services of certain friendly foreign 

Governments. Cs) 
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During the latter part of 1979, relations between 

the United States and the Union of Soviet Socialist Republics 

were considerably tm.dermined by a number of developments. In 
late August, an incident occurred which sparked ernni ty between 

the two states. Soon after~ I 
defected in New York City; I was 

escorted by Soviet officials to a departing Aeroflot flight 

for an immediate trip back to the Soviet Union. Since it was 

not known ·whether or not I lwas being coerced into leaving 

the United States, the U.S. Goverrunent prevented the airljner 

from departing Kennedy International Airport. For three dayst 

controversy ensued, until the Soviets alloweo .American 

officials on board to interview the defector's! I (U) 

U.S.-Soviet relations became further strained when 

it became disclosed that a Soviet combat brigade, made up of 

over 2,000 troops, was stationed in Cuba. The Soviets 

contended that the brigade had been in Cuba since the early 

1960s, and was used strictly for training purposes. The U.S. 
Government differed with this contention, as elucidated by 

President Carter on October 1, "there is a high degree of 

confidence that it is not a tm.:i.t with a primary purpose of 

training Olbans." The U.S. Govermnent entered into 

negotiations with the Soviets and attained assurances from the 

Soviets, that, among other things, the "tmit in question is a 

training center; that it does nothing more than training, and 

can do nothing more." To help insure Soviet cooperation, the 

- 1 -
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United States took a mnnber of steps, vmiei, included an 

increase in surveillances of Cuba and the expansion of 
military maneuvers in the region. (U) 

But, by far tJ1e most decisive event to affect U.S.
Soviet relati(?nS adversely occurred, of course, in late 

December, when upwards of 85,000 Soviet troops poured into 

neighboring Afghanistan, to help consolidate the establishment 

of a pro-Soviet regime headed by Moscow protege Babrak Kannal. 
As articulated by Dr. Zbignieti Brzezinski, Assistant to the 
President for National Security Affairs, the Soviet invasion 
of .Afghanistan is a "watershed" event, since jt is 11the first 
time since 1945 that Soviet armed forces have been used to 

. impose direct Soviet will on a foreign country not previously 
under Soviet control. n President Carter reacted to the Soviet 
invasion with a nmnber of roves, including the postponement of 
consideration of the Strategic Arms Limitation Treaty (SJI.LT 

II); the halting of grain shipmen.ts to the Soviet Union; and 
the consideration of a U.S. boycott of -the 1980 Summer 

OlYD41ics, which are scheduled to be held in Moscow. (U) 
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As reported in the "Summary" of January, 1979, 
Poland was the first among F.astern European nations to attempt 
a special relationship with the United States. Poland has held 

most-favored-nation status (MFN) since 1960, and trade between 
Poland and the United States has increased steadily. 

Unforttmately for Poland, its economic standing in t..~e 

international connnuni ty has been 1.mdermined by heavy 

indebtedness to the West, including tlie United States. Polish 
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diplomatic efforts in the United States are thus centered 

armmd fostering trade and, in general, cultivating good 

relations between the two nations. I 

X(Ul 
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Travel by Intelligence Officers 

X 
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V. DEVEIDIMFNTS IN COUNTFRINTELLIGFNCE 
OPERATIONS 

~ 
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There has long been a question over the placement of 
homose1'.'U8.ls in sensitive positions, mainly because it has been 

held that homosexuals rre nartin1]ar]y m1Jnerablo to 

compromise and recruitment_ 

Xiui 
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1 - Mr. w,o. Cregar 
1 - Mr. I 
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Date: 

To: 

From: 

""""-==-""',,....--=------....J 1 - Mr. J.H. Geer 
1 - Mr ol 
1 - Mr.~------------1 

December 13, 1979 

Commander 
Office of Special ~nvestigations 
Department of the Air Force 
Forrestal Building 
Washington, Do C. 

BY LIAI~ON 

"- - :P-TS:) FRO½ AUTOMATIC 
CATIOl-1 

Attention: Chief, ~cquisitions and Ana~ysis Division 
Directorate of Countetil').teil:lj,.g~nce 

William o. Cregar, Assistant Director 

Subject: ~QUEST FOR RE:t;,EASE rF INFO~~T~O~ :;: l \ ,,,._ { I\ 'i ) '._) r I }' •. • ', f \ \ ' 

Reference is made to your letter dated December 3, 
1979, captioned "Release of Information," your referen9e 
IVOA.. (U) 

We interpose no objection to your reprinting 
in the "AFOSI Quarterly Counterintelligence Brief" the 
article and phot~raphs entitJ.edJ I 1as sanitized 
in the enclosure o referenced Iettet. It is understood 
that the "~" classification will be maintained. ~) 

Your attention is invited to the final paragraph 
of the text of the article which makes reference to "pages 
55 through 59" of the FCI Review. It is expected that you 
will desire to change this reference. (U) 

62-85557 
(!)- 65-74480 (FCI Review) 

JPT:vcl/prh (9) 

Clas 
R-
D 

SEE NOTE - Page 2 
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Commander 
Office of Special Investigations 

Note: 
In the October, 1979, edition of the "FBI 

Counterintelligence Review" appeared aforementioned 
which described a double agent o eration · 

u mi e a sani ize 
copy o ear ice and requested permission to reprint 
it in its "Quarterly Counterintelligence Brief" which 
is designed to provide USAF commanders worldwide 
significant counterintelligence information. (:80 

.------·T~b~i~s~has been coordinated with Supervisor I CI-2. {U) ..__ _______ _ 
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1 

externally to individuals and elements listed on attached 
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INTRODUCTION 

The purpose of this 

semiannual basis an overvi 

Detailing and analysis of key FBI counterintelligence operations is 

also afforded. In the interest of operational and administrative 

security and acknowledging the need-to-know principle, information 

is not set forth in specific, detailed documented form. Comments 

and queries regarding this publication are welcome and may be 

addressed to FBIHQ, Intelligence Division, Attention:! 
CI-3 Section, B Unit. ..... _____ ____, 

- iii -
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The expulsion of nearly 150 Soviet officials worldwide in 

1983 was directed primarily at those engaged in S & T intelligence 

collection. Many of those expelled, including two from 1he 

United States, were KGB Line X officers. These expulsions, even 

when coupled with strained U. S. - Soviet relations, do not appear to 

have had a significant effect on Line X activities in 1he 

United States. It would seem that there would be a disruptive effect 

upon SIS operations \\hen a KGB officer is forced to depart 

unexpectedly, since it frequently requires several months to arrange 

for a replacement. The FBI has, however, not detected any activity 

which might be construed as compensating for the expulsion of an 

officer. This may be explained in part by the fact that the broad 

S & T requirements can often be satisfied through the acquisition of 

unclassified information. Furthermore, targeted material can be 

acquired ou_tside the United States under more favorable operating 

conditions, or inside the United States by Warsaw Pact intelligence 
services. 

~ 
- 2 -
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Active Measures 

During the first week in July, 1984, allegations surfaced 

that the Ku Klux Klan (KKK) had sent a letter to the Olympic 

Committee of Zimbabwe, threatening violence against its Olympic 

teams. Shortly thereafter, similar letters containing threats, racist, 

and derogatory language were received by other African and Asian 

countries. Countries known to have received the letters are Ghana, 

Mali, Cameroon, Senegal, Uganda, Nigeria, Zambia, Zimbabwe, 

Liberia, Sri Lanka, Bangladesh, Hong Kong, Malaysia, South Korea, 

Philippines, Burma, Japan, Singapore, and the People's Republic of 

China (PR C}. 

Top-level leaders of the different factions of the KKK 

were interviewed by the FBI. They categorically denied any 

knowledge of the letters and pointed out many discrepancies in the 

logo appearing on the letters. 

The words and phrases used in the purported Klan letters 

are not colloquial English and are characteristic of nonnative use of 

the English language. In addition, the timing of the mailing of the 

letters to coi,:1cide with the visit of Secretary of State Shultz to 

Malaysia is indicative of a desire to make the most of these 

circumstances for propaganda purposes. During this visit, Tass 

published an article saying that the KKK has "expressed in an 

extremely base manner what the architects of American Policy have 

in their mind." The article said that the Reagan administration "has 

mounted such ferociously anti-socialist activiti~s as has made 

participation of sportsmen from Socialist countries in the Los 

Angeles Olympics impossible." 
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.. 
~ 

It is clear that the news release was part of a 

preconceived plan on the part of the Soviets to immediately 

publicize material that would support their decision to boycott the 

Olympics and imply that the letters are in some way connected with 

President Reagan's foreign policy. 
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.. 

AlJ the pieces of the investigative puzzle seemed to fit. 
,__ ____ _ 

For arrest purposes, it was 
now necessary to catch flagrante delicto with dassified 

L----

material, or at least locate documents in his possessi?n· 

The FBI's technical coverage provided the answer -problem. J ___________________ ____, 

~ 
- 38 -
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In oonclusion, U. S. army analysts _have described the 
damage caused b s 

~ 
- 39 -
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.. 

tw 

o the murder of 

Within a month of the murder, FBI investigations had 

r-d_e:..v..:e_l.;..i...o;;..;...."""'""'----,cts all of whom belonged to thel I 
Further investigation revealed that officers of 

th 
and had tasked 

gang members r-t~o~m~u!!.r~de5;:r!....L_---1....:u.L.11..1c::.... ........ ---,_ __ had received 
information tha 

EventLu_a-11-y-.-th_e __ G_o_v_e_rn_m __ e_n_1=== I 
I kor complicity in the murder plot, all of 
whom were tried and convicted on charges at murdac I 

Although the ~ Government denied any 

involvement jn the murder ~ncident has become a cause 

ce1ebre, and has spurred protests from members of the United States 

Congress and the Chinese-American community. 
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provides an overview and ana · 

~l"T"'ll~mn:-II""Zr-c-,["'C"]r,ivrnrnr---r~"""'l''Bl77~r~1nn~ted copies will be 
distributed when printing process is completed. 
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Re: FOREIGN CDUNTERINTELLIGENCE REVIEW 

DETAILS: 

Tb is st11dv oca,, ides ao 01cer1r, eut and ana I ,,c i c of 

Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 

The Foreign Counterintelligence Review is published 
on a·semi-annual basis. 
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INTRODUCTION 

The purpose of this publication is 
semi-arum 

Detailing and analysis of key FBI counterintelligence 
operations is also afforded. In the interest of operational 
and acbninistrative security and aclmowledgjng the need-to-know 

printjple, information is not set forth in specifi~, detailed 
docuuented form. Comments and- queries regarding this 

publication are weltome and mar be addresjed to FBIHQ, 
Intelligence Division, Attention: ._ ________ CI-3A. )< 

NOTE: The information contained in this study is current as of 
August 1984. 

~ 
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In 

t--------------,n the United States. □went 
was learned by the news media; L---------====-----------

b u t in early Dan tmrelated FBI investigation developed 

information that several ro-PR.C Chinese-

----- It is not clear that the Chinese-Americans planned 
this at the behest of Chinese diplomats, but investigation 
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indicated that some me diplomats were at the least aware of 

I I !Os from the Government also became involved 
in the I 

- 11 ~ 
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Since the closure of most Nicaraguan Consulates in 
JlUle 1983, the NIS appears to be utilizing the Nicaraguan 

solidarity groups more extensively. The groups most 

frequently used are the Committee in Solidarity with the 

People of El Salvador (CISPES), the National Network in 

Solidarity with the Nicaraguan People, and various local 

group,. The above two groups seem to be specifically designed 

to influence U.S. pol icy and public opinion on Central 

~ 
- 21 -
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America. The National Network in Solidarity with the 

Nicaraguan people is ftmded in part by contributions from 

approximately 60 local groups, churches, and public 

foundations. CISPES is a federation of approximately 300 

local organizations which support the Salvadoran opposition 

through demonstrations, teach-ins, and publications. They are 

active on university campuses and are supported by individual 
contributions and foundation grants. . 
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Silicon Valley 

The Silicon Valley, an area of high technology in 
Santa Clara County near San Jose 2 California is of continuing 

i~terest t~ I There are more 
than 300 £inns in this area that-have· DOD contracts and have .. 
·personnel with. national· security clearan~es and facH.it!es 

approved for maintaining national security classified 

information. These manufacturers produce a large portion of 

American high-tech material, such as semi-conductors, guided 

missiles and space vehicles. They also produce engineering 

and scientific equipment and surgical and medical instrunents. 

I could also target L----------------m a j or military facilities located near the Silicon Valley 

atea. Such facilities include M::>ffett Field· Naval Air Station 

(anti-submarine warfare regional° center), -U. s; Ai-r· FQrc~ . 

Fa~lityj Sunnryale {s~tellite servi~i-ng·, centerf~. Pef~nse .. 

Language Institute (DOD Language Training Cen~er) t 'etc. 

Also located nearby ate research and/or educational 

institutions involved in classified or highly technical 
studies. Such institutions include Stanford University, 
Stanford Linear Accelerator Center, NASA-Ames Research Center 

and the fl-bnterey Institute for International Studies. 
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I TIIE ARRES'l' OF AN I I L.....------

----------
onl 

was arrested by 
the FBI and indicted 

was the of a 
in the United States. 

The o eration be an in earl 

L-----------------had previously been spotted 
and assessed in a classic recrui anent scenario. 

In 
return f fered to a and in 

then 
Le_n-co_u_r_a_g_e-;-d~:::::::::::::::::::i:"t-o---:ob;-t:-a--:i:-n-e-mp--:-lo_ym_e_n-:t-----:wi th a 

firm which held contracts with the DOD. Instead, the American 
obtained employment wit 

L_ ________________ __ continued to task the 
American to obtain unclassified docunents. 

- 43 -

b7E 

b6 
b7C 



\ 
I 
\ 

\ 

( 
< 

SUBJECT: (Optional) 

FROM: 

TO: (Off'icer designation, room num!>er, and 
building) 

11 

2. 

3. 

4. 

s. 

6. 

7. 

8. 

9. 

10. 

11. 

12. 

13. 

14. 

15. 

FORM 
1-79 

I 
Intelligence Division 
FRT 

61 0 USE PREVIOUS 
EDITIONS -

2 ( 

~ 
__ LITTAL 

I I 
• ·1 . ~,• -... . . 'f --

ROUTING AND RECORD SHE~T 

EXTENSION NO. 

DATE: 

1? {r,f- Q".:l 

DATE 
OFFICER'S COMMENTS (Number each comment to show from whom 
INITIALS lo whom. Draw a line across column ofter each comment,! 

RECEIVED FORWARDED 

b3 per CIA 

b6 
b7C 



rnv1v1. Ul-\1 C: 

3 
--~=-~~~------!----L..G,-.?..A.4.---Qi.,;J----jRECEIPT NO. C- 5 512 9 6 

TYPE 

TO: 

FORM 
2-79 

7E-47 Hqs 

Intelligence Division, FBI 
DI .. 3B 

240 
USE ' 
PREVIOUS( 
EDITIONS 

\ 

OF MATERIAL SIGNATURE OF COURIER DATE TIME 
QTY 

1 ENVELOPE (S) 

QTY 
PACKAGE(S) 

OTHER 

FtETU!'lN T~ 

-- C:r"'i=-i: • • .,i ir·'":iJl .. 1,<1:-"::0 A~nc] I ¥ .. ._, • • •• • •• • . -

(24-25) 

b6 
b7C 

b3 per CIA 



JECLASSIFICA'!"IDN ATJ'l"HORI'l'Y DERIVED E'R(l.f: 

i'IU AUTCMATIC lJECLAS S !JfICATION GUICliE 
}ATE 03-24-20141 I 

•' 

1"jem!)randum 

To 

From 

Date 9/26/83 

/' Subject =,.,.~o.~~E-~§L_9,9UN:J']:.]..J..ij.TE.L4LQE.N._G,K_~S:Y;t.E_N__, 
f,· ... . , i .. , 7 . ,· 1 · . . 

This communication is classified "Goafidcntial"-i:Tt
ita fiAtix.ity. 

PURPOSE: 

Exec AO Inv._'._ 
Exec AD LES_ 
A.Ht. Dir.: 
Adm. Servo,_ 
Crim.Inv._ 
ldent. __ 
Intel!. __ 
Loborotory _ 

Legal Coun._ 
Plan.& lnop._ 
Rec. Mgnt._ 
Tech. Servs. _ 
Troining __ 

Off. of Cong. 

& Public Aff•:
Tolophono Rm._ 
Director's Sec'y_ 

b6 
b7C 

To recommend approval of ,enclosed publication, "FBI 
Foreign Counterintelligence Review! for dissemination to elements of, 
the United States Intelligence Community as well as the Senate and 
House intelligence committees. (U) 

RECOMMENDATION: 

That enclosed publication be approved for dissemination, as 
detailed on enclosed list, to elements of the United States Intelligence 
Community and the Congress. (U) 

(8) (CONTINUED-OVER) 

~ OE-60. / . / 

:t'.7 J.I\N 4 1985 
SECRE~ MATERIAL ATTACHED 

'4 APR 141985 



... 

D 

~ 
Memorandum from I I to Mr. E. J. O'Malley 
RE: FBI Foreign Counterintelligence Review 
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INTRODCCTION 

The purpose of this publication is to prov'ru:. nn"" 

semiannual basis, an 011erview and analysis of 

counter n 

Detailing and analysis of key FBI 

1gence cpera ions is also afforded.. In the 

interest of operational and administrative security and 

ackncMledgil')3 the need-terknow principle, infonnation is not 

set forth in specific, detailed dcx::umented form. Ccmnents and 
queries regarding this publication are welcome and may be 

addressed to FBIBQ, Intelligence Division, Attention: 
..._______,I CI-3B. ~ .. 

....__I _____.I· 
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~ - OM:'eN/NO!ORN 

Soviets}· and in 
1...--:----:-:-:--:-:-----::---:-:---=---:-----:---un authorized a:mtact with the SOviets. The case is very much 

similar to the recept case involvingLI ___________ .... 

(see the last issue of the "Review;" a· nore detailed account of 

the! !case will be ·included in Volume X of the "Review") • 

~ - ~'tl>EDRN 
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IV. -DEVEIDIMENTS IN COUNl'ERINTELLIGTK!E 
OPERATIOOS 

On August 3, 1982, •\----------,,Iwasa 
naturalized United States citizen,__ _________ _ 

sentenced to 15 years in a Federal prison on charges of 

espionage. I _ I an agent of the HIS had ~ arrested by 

the FBI four _nonths previously, I 
II 

(S) I T_he arrest and conviction! I 
+s+ l _ I the first · time an 

espionage oonviction has been obtained against an HIS 
operative. 

~ - O!lffilt/MOfSRfi 
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The Arrest 

'S' I I 
' ' 

iS'1 During the meeting! 
' ' 

~ - ONCON/tVEORN 

I an individual. later identified as 

~· - m:'ON/tffOffi 
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bl per Army 

bl per Army 

b3 per FBI 
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._ __ __,I was interviewed on two occasions by SAs of 

the NYO. He said he made the purchases at the behest of an 

individual knavn. only a~ lwhom he had met in Europe. 

He further said that since imnigrating to the United States in 

1964 he had travelled I I at least 30 times. 

In April, 1982, he was to be arrested on espionage 

charges. After his arrest, I I realizeq that the 

prosecutive case against him was strong •. He thus pled guilty 

on July 1 and was sentenced to 15 years in a Federal 

penitentiary. Shortly before his sentencing, he sutmitted to 

an extensive interrogation. 

~- DPCDN/NOfif:Jm' 
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Spinoffsl 

'S' ~ l I 

~ 

IS) ,__ _____________ _ I 

4EEOBN ~- Ofd?OM, 
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+ 

~-~ 

There remained one further subject associated with 

b3 per FBI 
b7E 

Aftermath bl per Army 

Based upon informationl 
............................ •·· I it is apparen pfficials were quite angered 

and disturbed bv the arrest I and the neutralization 

of it~ agents in Western Europe .. I 
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~ ORCON;~oronH 

Summary and Conclusion b 1 per Army 

L:-=-=-=-=-=-=-=-=-=-=-=-=-=-==========-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=--=;7 b 1 per Arm Y 

b3 per FBI 
b7E 

,:s:i .. ~c~~~TI1 l[[[[[[[[[::::::::::::::~====i 
I IS\ b==========t.-7·· · 

'S' ; I 
I I 
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Counterintelligence Actions b3 per FBI 
b7E 

During the past year a significant number of 

counterintelligence actions Were initiated agaiflS~L---------1 
sane of which involved the expulsion of IOs. They are as 

follcms: 

SOviet Intelligence Services 

~ - ORCOli,'tVFOHH 
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Referral/Direct 
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• 

Immediately following the arrestl I the address and 
telephone number were both pro vid_e_d_by_t_re __ EBT I 

which 
connnenced an investigation. 

• 
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IN'ffi.OOOCTICN 

The purpose of this publication is to provide, on a 
semiannual basis an 

L--------------Detailing and analysis of key FBI 

c o un t er int e 11 i gen c e operations i$ also afforded. In the 

inter.est of operational and administrative secw-ity and 

acknowledging the need-to-know principle, information is not 

set forth in specific, detailed documented form. Comments and 

queries regarding this publication are welcome and may be 

addressed to FBI~, Intelligence Division, Attention: D 
I . jcr-3B. ~ 

~ 
- iii -
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.Another key development is that since January> 1983> 

a total of about 70 Soviet officials have been expelled from 

cotmtries of the industrial West, including one from Jaµin-

tre first time a Soviet had been expelled from that cmmtry ·for 

espionage since World War II. Multiple, seemingly coordinated 

expulsions should send tre Soviets a clear message that their 

intelligence activities have exceeded acceptable levels. In 

tl:e case of the Uniteq States, this message applies to S & T 

collection and active measures (see Section IV for infonnation 

on this topic} • Based on past experience_, . we would expect 

Soviet intelligence officers to exercise caution in continuing .. 
intelligence related contacts and to institute selective 

cotmterintelligence and security measures to test treir 

sources and developmental contacts. It is expected that. 

Soviet intelligence officers will restnne their aggressive 

collection activities with little change in treirmethods once 

tl:e current expulsion issue cools. 

~ 
- 3 -
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~ 

s at t.re U. S. Department of 
he type of activity described 

In early 1983, official 
State (USDS) formally protested t 

above to a senior official at tm 
incident, USDS officials also pr 
San Francisco Consulate official 
this topic). 

PRC Embassy. In a separate 
otested too activities of a 
(see Section IV for more on 

~ s 
- 5 -
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I That agent, identified ~I ____ _ 
1-------~l_w_a_s_a_r_r_e_s-te_d__,by t re FBI, later pled guilty and 

was sentenced to 15 years in prison (see Section IV). As a 

result of this incident, tre FBI anticipates that tiQwill 

revert to its practice of avoiding meets in tl:e United States. 

~ 
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1 j '.Iwo known CuIS !Os were expelled for trei r L---------' 
involvement in clandestine intelligence activity (see Section 

IV). In addition, tre U. S. Department of State has recently 
imposed a 25 mile travel restriction on official Cuban 
representatives assigned in New York City. It is speculated 
t lat such a move will force Cubans to arran~ for more 

clandestine meets in New York City. 

- 12 -

b3 
b7E 



I• . ' 0 0 

GOG involvement in narcotics trafficking has enjoyed 
tremendous media attention in recent mcntls. Various 

allegations have surfaced which indicat;e that tre GOC has 

provided safe haven in Cuba to narcotics traffickers in 

exchan&e for a service charge and to some extent, tre support 
of guerrilla insurgency in Latin .America. 

In examil}ing tre. available information/allegijtions 
. . " 

regarding tle likelihood tlBt tre GOG is i:r,-volveµ in narcotics 

tiafficking, it must be said tbit trere are ample moci vat ions 
' . 

.for the -GOC. to become involved: a desi i:e to support insurgency 
in South and Central .America; a di re need to obtain hard 

currency to offset economic woes; and possibly an attempt to 

subvert U. S. society by making narcotics mare readily 

available. 

Various reporting suggests trat tre GOC is certainly 

caµible and willing to engage in illicit narcotics 

trafficking; however, t le bulk of reporting regarding t re GOC 

role stems from individuals closely associated with one 

particulc;1r case and does not f_t,Irtrer establish a widespread 

Cuban involvement. 

Alth:mgh·many drt.g-•traffickers in tre Miami area are 
of Cuban ·extraction evidence is not available to indicate that 

tlese individuals are operating in concert with tre GOC. 

Investigations are continuing regarding certain individuals 

who have been implicated as art of tre Cuban c 

~ 
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In. tm overview, ~ can speculate that tm GOC has 

part,i~ipate4 ·in and benefi,t~d ~1;.001 · ~rcotic;~ ... ttafficking 
t.J:r.oµghoili: tro· Caribbe_a.p.. 'C6P$:i,dering- tre proximity of Cuba 

,.'II.··. .. 1, 

to thf lini ted States, t-:te :i,ncreastng · volume 0£ narcotic;s 

activity _in tre Caribbean, and t:te potential b~nefits to tre 
GOC fran its participation, it atpears feasible and likely 

tlBt th9 GOC 1 s involvement will continue. 

- 14 -
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policy posture maintained by the United States vis-a-vis 

Poland. Finally, there has been some very recent targeting 

related to Poland's ongoing financial crisis. Efforts have 

been made in Washington and New York City to determine 

American views regarding the ability of Poland to meet its 
massive debts. 

~ 
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lwas interviewed on two occasions by SAs of ..___ __ _ 
tm NYO. He said he made too purchases at the behest of an 

individual lmown only asl lwhan he had met in Europe. 

He further said that s~m!:!· ~c:!:e::.....:inm~i!:.Eo.:!:~......,......i..w...-rhe United States in 

1964 he had travelled at least 30 times. 

Based on this information, tre..._ __ _.matter was elevated to a 
!investigation in January, 1982 • ..._ ___ _ 
.Just over three mmths later, he was- to be arrested 

on espionage· charges. After his_ arrest,! I real~z~d that 

tm prosecutive case against him was strong. He thus pled 

guilty on July 1 and was sentenced to 15 years in a Federal 

penitentiary. Shortly before his sentencing, he submitted to 
an extensive interrogation. 
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b3 per FBI . 
b6 per FBI 
b7C per FBI 

~ 
b7E per FBI 

There remained one further subject associated with 

Aftermath bl per Army 

-----, Based upon information gl~anedl I iS) 
) it is apparent! pfficia!s were quite angered 

._an_d-d1-·s-t-urbed by the arrestj I and the neutralization 

of iti I agents in France. I b3 per FBI 
b6 per FBI 
b7C per FBI 
b7E per FBI 

I 
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~ 
b3 per FBI 
b7E per FBI 

Summaa and Conclusion bl per Army 

'S' .. i / 

bl per Army 

(Sl 

bl per Army 
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INIRODUCTION 

The purpose of this publication is to provide on a 
semiannual basis, an overview and anal sis o 

Detailing 3:11d analysis. of key FBI: -----,------:---
counter in_ t e 11 i gen c e operations ls also aff.orded.. In: the 

. . 
interest of operational and administra~ive seCt,JJ:'ity and 
acknowledging the need~to-know principle, information is not 
set forth in specific, detailed documented form. Comments and 
queries regarding this publication are welcome and may be 
addressed to PBIHQ, Intelligence Division, Attention: I I 
I lcI-3B. )( rn:1 
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I 
,____ ___ I A GRU offic:er,I 

.L---------------:----
energetically pursued the developnent of~ social relationship 

with an. American.~ . (U) 

After· learning, throl!&h JUl acql,la.Ultan~,· that ·~ 
. , ' - , . " ~ . 

J..merican had acce,s t9 crassified u. s. mj.litaty information,· 

I · lt~ked th~ A$eri~ to · obtai~ a "Secreto_ ~l~ed S.~•.t~ 
Air Force (USAF) d0Cl100Ilt. On the night ofl I 
the FJU inte:i:-dicted the pa$sage of the material tal Two 
days later~ declared pt:;Jt:!:il:iwa.....IIC:l:ll..JU:2:IL!IL....LJ:::::mi.L...tJLlL.....lcLl.liil, 

u. s. 
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) V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS J 
o/. Jose]2h George Helmicl:t1 Jr. ~ 

On September 28, 1981, during the sixth day of his 
trial, Joseph George Helmich, Jr., pleaded guilty to charges 
of conspiracy. On October 16, Helmich was sentenced to life in 

prison. Helmich had been arrested by the FBI on July 15, 

following. a series of interviews in which he achnitted 

cooperation with the Soviets in the early 1960s. For a payment 
of $131,000, -fielmich passed to the Soviets extremely sensitive 

and vital information relating to the KL-7 cryptographic 

system (which at that time, was widely used by the U. S. 

military) , including rotors, key lists, mainte~ance and 

instruction manuals, etc. Al though Helmich was brought to 

justice, it is without doubt that he had already done great 

···damage to U~ s~ national security interests. ~ 

fosephGeorgeHelmich, Jr~ 

~ 
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The origins of the case date back to the pre-1980s, 

when information surfaced that the Soviets had develo_ped a 

highly valuable agent during the period 1964-1965. .Among 

other things, i~ was learned that the agent had been a member 

of the U.S. army, had access to conmrunications, and had most 

probably been assigned to a position in France.~ 

Subsequent U. _s_._..Arnzy:._J.mregations narrowed the - .,,..--._._,_.. 

list of suspects to one man, a former. Warrant Officer named 

Joseph George Helmich, Jr. From 1959 through 1963, Helmich had 

served in a signal unit in France, as a Classified Document 

Custodian with ''Top Secret" cryptographic access. In 1964, 

Helmich had fallen tmdei' suspicion, since he had adopted a 

life-style far beyond the financial means of the average 

Warrant Officer (e.g. he owned two Jaguar sports cars). 

Helmich claimed that he had gained the additional finances 

through gambling and other means, and he agreed to take a 

polygraph examination· to prove the veracity of his 
explanation. Is -l) / «\ lu, \ 'D.c.C..\o..SiS:.C:-e.d ~ ,A-rMy ,~+, 1,/,r/as. 

\: · l~ __.1 \.!: './ s e '+ e'-w / t::. FA , ~, s 8 s 

Four days later, however, he refused to take the 

polygraph _examination. He was then assigned to a position 

where his access to classified information would be tightly 

restricted. After Hellllich's life-style provoked yet another 

security investigation (this inquiry was spawned by the 

discovery that Helmich had fallen heavily into debt--his 

period of financial prosperity had been of short duration), 

his security clearance was completely removed and soon after, 

in November, 1966, he resigned from the U.S. Army. Helmich 

then entered a career which saw the ex-Warrant Officer drift 

from one menial job to another. ( S - I ) G5) ( (..A. J bee.lo. ss.:f:1: d p~, /+rM'f l-e.-\j I I/, e /.,, 
s,y et...w/ti!FA ,~l~lss 

~ 
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Although Helmich was tentatively identified as the 

Soviet agent, for various reasons it was decided not to pursue 

the case any further. The case was therefore held in abeyance 

tn1til March, 1980. It was then decided that it should be 

determined if Helmich was in fact the Soviet a ent. On 

February 12, 1980 ,I ------------~:-:::,....-- was 
latmched relative to Joseph George Helmich, Jr. 

Coincidentally, ; just three months after the 
investigation was init!:;1!:!·a:.!t::!:e:!::dL ______________ 

7 

_______ ____. Further investigation 
revealed that the .American was He]mich. Since Helmich (who now 

lived in Aiken, South Carolina, where he was employed as a car 

salesman) was at this time experiencing financial 

difficulties, it was quite conceivable that he had contacted 

the Soviets to solicit monetary assistance or to arrange a 
W) defection to -the Soviet Union. M 

Soon after it was decided to contact Helmich 

directly and confront him with an interview. In Augus.t, 1980, 

Helihi.ch was contacted at his place of employment and infqrmed 

. that the FBI would like to interview him regarding his contacts 

with Soviets. Helmich agreed to meet with the FBI that 
rn:1 evening• ~~ 

During the initial interview, Helmich admitted that 

he had first contacted the Soviets as early as 1962 and that he 

had received $20,000 in payments from the Soviets, but he 

maintained that he had not compromised any classified ~ 

~ 
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infonnatton. He voluntarily submitted to ntnnerous additional 
interviews, but the information he provided was riddled with 

lU) inconsistencies and inaccuracies.~ 

Eventually, however, Helmich reconnted the full 
details of his espionage activities. Throughout his tour of 
duty in France, Helmich had continual financial difficulties, 
and in particular, was constantly being reprimanded for 
passing checks, not backed by sufficient ftmds, at various 
military clubs. Finally, in early 1963, he was told by ht$ 
connnanding officer that tmless he resolved approximately $500 

to $700 worth of bad checks, he would be court-martiale:d. 
Unable to acquire a bank loan and faced with a one day deadline 
to pay his debt, Helmich decided to turn to the Soviets for 

(U:1 financial assistance. ~ 

Helmich probably did not realize the full bartering 
value of ..:th:::.!:::e:......l::~~:::.:......!.£1"--i!~!.....liiu..... ....... ...L...1i.1.1....lW1.&M1ol.Lo----...L.11i.i.1.11.L.L.l.,.U......l:IL<.La:L...--, 

assigned 

As a Warrant Officer, Helmich was afforded all the necessary 
clearances and had access to all communications equipment 
including card keys and card blocks, keying lists, operations 
manuals~ 

I r:t½:-:u) 
~ 
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Helmich, possessing a sample of the type of 

information he had for sale, visited the Soviet Embassy in 

Paris and told the Soviets where he was assigned. Needless to 

say, the Soviets readily agreed to deal with him and a meeting 

was set up for the next day. For the next few weeks (Helmich 

was due shortly to be transferred to Ft. Bragg, North Carolina) 

he met with the Soviets on several occasions and provided them 

with . a bollllty of information relating to 

· Helmich also .sold the Soviets 
--an--a-ss_o_r_tme_n_t--0£--d-oc_ume __ n_t .... s relating to . the .I I 

.____ _ ______.I ~ 
Upon being transferred to Ft. Bragg, Helmich 

continued to provide the Soviets photographs I I I and to this end travelled to both France an .... d_M_ex_1_· c_o_C_i t_y_ .... 

to rendezvous! I Th~ value the Soviets placed 
upon the material was evident. Aside from paying Helmich 

roughly $131,000, Helmich was told that, due to his 

achievements, he had been promoted I I in 

the Soviet Army and that he had been awarded a First Class 

Hero's Medal of the Highest Order. ~ _· 

. The Soviet appreciation for H~lmich -evaporated 

'following. his difficulties with U. S. Army security 

investigators, and especially after he no longer had access to 

classified data. In 1967, shortl after he had left the 

Helmich att ted to recontac ut to no avail. 

X rn) 
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There were a m.nnber of possible barriers to a 

successful prosecution of Helmich. One was the statute of 

limitations. But there· is another statute (relative to 

capital offenses) which states that an indictment for any 

offense punishable by death may be folllld at any time without 

jU) limitation. Helmich faced such an indictment. Wj~ 

.Another difficulty related to the sensitive nature 
.• . 

of some of the evidence that could be used in a Helmich 

~uti6n. This included the information obtained from ~e 

L___Jas well as possible_ testimony by theD which could 
detail why Helmich's espionage activities were so damaging to 

U.S. national security interests. I I bgreed to cooperate L,.w_i_th_t_h_e .... _ -p-ro_s_e_c_u_t-io_n_,_...., 

I xiU) 

Helmich's defense counsel was therefore confronted 

with an imposing prosecuti ve case, most of which had been 

constructed with ·evidence provided by Helmich (which was 

admissible since all of Helmich's interviews had been 

voluntary). Helmich dec:i .. d~d to P~--~ad. ··guilty, ·after it was 

agreed that he would be <;:barged wfth only one count in the 

1u,
1 

__ indictment (co11$pitacy). ~~(JI(~ 
' I ~ 

Although Helmich was sentenced to life in prison, he 

had already done severe damage to U. S. national security 

interests. This is particularly true since his activities on 
.--------, 

behalf of the Soviets had gone undetected for 17 years. I 

X 
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Whatever use the Soviets made of the Helmich 

windfall, the case demonstrated clearly the substantial amomt 

of money the Soviets are willing to pay for this type of 

information. This is particularly true when one calculates 

the ai.11ount expended by the Soviets, in terms of what the dollar 

was valued at in the early 1960s I 

X 
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This communication is classified 11Confidential" 
in its entirety, unless otherwise indicated. (U) 

PURPOSE: 

To recommend approval of attached publication, 
"FBI Foreign Counterintelligence Summary," for dissemination 
within the FBJ. (U) 

RECOMMENDATION: 

f"• 

bG 
b1C 
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Leg<> 

Off, l 
Publ, 

Rec:. It 

Tech.: 
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Dlr•ctor•• ~ 

That attached publication be approved and disseminwte 
internally to 59 field offices and appropriate Headquarters /'v __ 
personnel. (U) ~ . 
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IL--_____ ,l!\ .. GRU officer ,I 
L_ ____________ ____. 

energetically pursued the development of a social relationship 
with an .American. 

After learning, through an acquaintance, that the 

.American had access to classified u. S. military information, 

I !tasked the American to obtain a "Secret" United States 

Air Force (USAF) document. On the night o~---,--.....,.r---
the FBI interdicted the passage of the material to Tua 
days later~ ~as declared pe;:.::r:..:::s~o:!:na~n~o~n:::....,,=,,~=.....lo.A.<u.w.~'-'--'-.__--, 
U. S. De artment of State US 

0- . ✓ 

b3 
b6 
b7C 
b7E 



, . 0 

· 15 -

0 

b3 
b7E 



.·• C) 

- 41 -

0 

b3 
b7E 

• I 

I 



0 0 

When Helmich was tentatively identified as the 

Soviet agent in 1976, it ·was decided not to pursue the case any 

further. The source of the information identifying the agent 

was still extremely sensitive, and Helmich, who at this time 

was employed as a car salesman, was in no position to assist 

the Soviets. The case was therefore held in abeyance from 

early 1976, t.mtil March, 1980. It was then decided that the 

source was now sufficiently protected, and that it should be 
determined if Helmich was in fact the Soviet agent. On 

February 12, 19SOJ lwas 
launched ~e~ to Joseph George Helmich, Jr. 

Coincidentally, just three months after the 

investiRation was initiated91 I 

I Further investigation b3 ,...._ ________________ __,J 

revealed that the American was Helmich. Since Helmich ( who now b 7 E 

lived in Aiken, South Carolina, where he was employed as a car 

salesman) was at this time experiencing financial 

diffi~ulties, it was quite conceivable that he had contacted 

the Soviets to solicit monetary assistance or to arrange a 

defection to the Soviet Union. 

Whatever the reasons for Helmich contacting the 

Soviets, the fact that he had contacted them provided the FBI 
with a pretense for interviewing him and,I 

- 65 -
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During the initial interview, Helmich admitted that 
he had first contacted the Soviets as early as 1962 and that he 
had _received $20,000 in payments from the Soviets, but he 
maintained that he had not compromised any classified 
information. He voltmtarily submitted to ntnnerous additional 
interviews, but the infonnation he provided was riddled with 

inconsistencies and inaccuracies. It was apparent that 
Helmich would have to be subjected to a polygraph 

interview/examination. 

Under polygraph, Helmich recm.mted the full details 
of his espionage activities. Throughout his tour of duty in 
France, Helmich had continual financial difficulties, and in 
particular, was constantly being reprimanded for passing 
checks, not backed by sufficient funds, at various military 
clubs. Finally, in early 1963, he was told by his conmanding 
officer that unless he resolved approximately $500 to $700 
worth of bad checks, he would be court-martialed. Unable to 
acquire a bank loan and faced with a one day deadline to pay 
his debt, Helmich decided to turn to the Soviets for financial 

assistance. 

Helmich probably did not realize the full bartering 
value of the · roduct he had at his disnosal. Helmich was 

assi ed 
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Whatever use the Soviets made of the Helmich 

windfall, the case demonstrated clearly the substantial ammmt 

of money the Soviets are willing to pay for this type of 

information. This is particularly true when one calculates 

the amount expended by the Soviets, in tenns of what the dollar 

was valued at in the early 1960s (at the dollar's current 

value, Helmich was paid the equivalent of over I I ~ The amatmt paid Helmich far exce._e_d_s_tha __ t___, 

given to recruited Soviet a ents in recent Pc:n; • -

(e.g. during the 1970s, I 
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SECRET 

This information was disseminated to OSI, which 
initiated an investigation of the enlisted man. OSI 
determined that at the time the call was made, from-I ----.I 

SOCRET 
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overview and anal · 

1n eres o operational and administrative 
security and acknowledging the need-to-know principle, 

information is not set forth in specific, detailed ·aocllllented 

fonn. Some of the material contained herein has been obtained 

from other elements of the U.S. Intelligence Conmrunity. _ 

Comments and queries regarding this publication are welcome 

and may be addressed to FBIHQ, Intelligence Division, 
AttentionjL... _____ lcr-3A. ~ 
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During 1981, a nunber of major counterintelligence 

achievements were acc~lishedl I Perhaps the 
most significant of these involved the investigation of Joseph 

George Helmich, a retired U.S • .Army warrant officer. After 

extensive interviews, Helmich was arrested on July 15 and 

charged with espionage; he pleaded guilty and was sentenced to 

life in prison. Helmich admitted passing to the Soviets in the 

early 1960s, for approximately $131,000, information relating 

to the KL- 7 cryptographic system, including rotors. 

maintenance and instruction manuals. kev lists. etc. l 

The case demonstrated clearly the substantial amount 

of money the Soviets are willing to pay for this type of 

information. This is particularly true when one calculates 

the amotmt expended by the Soviets, in tenns of what the dollar 

was valued at in the early 1960s. The ammm.t paid Helmich far 
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In handling LJ the Soviets were extremely 

amateurish and ineffective, and this enabled the"FBI to blunt 

b7C 
b7E 

:03 
:07E 
Referral/Direct 

an operation that could have been very productive .... ! _____ ____. 
b3 per FBI 
b6 

In this sense, the case is very similar to another recent case 

in which a valuable source of infonnation was conpromised due 

largely to a lack of security employed by the Soviets. 

(Detailed studies of both the Helmich and l7cases will 

appear in the next issue of the "Review.").~ ,;u:1 
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A case conducted jointly b~._ _________ ____. 

involving a businessman named ::======::::;--------:-----' land two other subjects illustrates those 
trends. Onl 
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FBI Operation vs. PRCIS Agent 

. This investigation was a spinoff of another FBI 

operation which involved an investigation into the activities 

of a Chinese national and resident of the United States who had 

~ 
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Finally, perhaps the most significant aspect of the 
case is that it helps to demonstrate 
cooperation between the I 
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As yet, it is difficult to determine what impact the 
defection has had on th~ !diplomatic corps or upoQ 
operations. Due to an internal security crackdown imposed 
upon the I I official conmrunity in the United States, 

I bersonnel have been close-mouthed about such sensitive 
topics. One thing, however, is certain--the defection of such 
a prominent official is strong evidence of the deep malaise 

· infecting +hn Pol irh diyomatic and intelligence corps. 9'( 
105-36612~._ ____ ___._ CI-2 Supervisor 

~ 
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To submit FCI Review for approval to· be disseminated to 
all FBI field offices and appropriate members of the 
U.S. Intelligence Community (see attached list)', and to recommend 
that publication of a separate FCI Summary be discontinued. 

RECOMMENDATIONS: 

1. That the FCI Review be approved for dissemination 
to all FBI field offices and members of the U.S.· Intelligence 

.. Community appearing on the attached dissemination list. 

" 

J'Y Ill/~ ttS~ APPROVED: ~~:: fn~~s. ___ ~~uoili~o;H~. __ _ 
,t, : ~..,if IV:l..- J iV !dent. ! Off of Lia. 

Exec AD·Adm. ___ !n~e!l._'{f\'Vl9 ·W .. Req Mgmt.-·--r l>'",I J:V Director ____ lnspecti~JA-h !C).2 & inti Afis ---

9¥",// C:::ec AD•lnv. ___ L.::t.ior.::1.t0:y ____ 1'"ch Se.vs --·-
d !:xcL. AD-LES ___ Leg::11 Ccun. -··-·- Tra:nlng ___ _ 

2. That henceforth, the FCI Review be disseminated to 
both FBI field offices and appropriate members of the 
U.S. Intelligence Community and the separate FCI Summary 
publication be _discontinued. (: . . · /• 

/!?f '\)¼~~ 

Enclosure 
//#l 

1 - Mr. J. H. Geer 

i = ::1 L---------~ 
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Memorandum from I I to Mr. J. H. Geer 
Re: Foreign Counterintelligence (FCI) Review 

DETAIIS: 

The attached report was prepared by the CI-3A Unit with 
considerable input from the CI-3B Unit. It was coordinated with 
both the CI-1 a ' ' ' 

,._ ______ ~Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 

The FCI Summary and FCI Review have heretofore been 
disseminated to FBI field offices and appropriate members of the 
U.S. Intelligence Community, respectively. An examination of 
previous issues, however, indicates such a close similarity 
between the two as to essentially constitute a duplication of 
effort which necessarily entails a waste of manpower and 
resources. 

Therefore, it is recommended that only one publication 
be produced, entitled the FCI Review, and that this publication 
be disseminated to both FBI field offices and the 
U.S. Intelligence Community. 
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Dlring September and October, 1986, the U.S. G::wernment 
expelled 80 Soviet officials, the overwhelming majority of whcm 
were known or suspecte::1 intelligence officers ( IOs) and ccx::,pted 
agents. The expulsions represented an unprecedented p.mitive 
action bj the U.S. G:::>vernment and an extraordinary opportunity, 
from a rounterintelligence :perspective, to regulate the Soviet 
intelligence presence in the United States. 

'Ihe September, 1986 expulsion of 25 officials 
from the Soviet Mission to the United Nations (SMJN) in 
New York resulted from Soviet failure to o:,mply with the 
phased reduction of SMJN, Ukrainian, and Byelorussian Missions 
to the United Nations (UMJN and BMJN) personnel ordered 
by the U.S. G:>vernment in Marc.'1, 1986, in response to rising 
national security roncerns aver the dispropc:,rtionately large 
Soviet presence in Nev, York and the concomitant increase 
in espionage activity. Based en recommendations from t.,e 
FBI, the U.S. Government selected IOs or ax,pted agents 
to depart the United States in accordance with the schedule 
for the fhased reduction in personnel. 

'!he :rrass expulsion of t.,e Soviet Intelligence 
Services (SIS) operatives has had a trerrendously disruptive 
inpact on Soviet intelligence cperations· in the United States. 
Soviet cap:tbilities to IrD.lnt effective intelligence cper~tions 
were further diminished bj' t11e deliberate ooster of rrany · 
experienced c:perations officers, operations support personnel, 
and all en p:,ste officers serving in leadership :i;:ositions. 
Saviet intelligence oeprations have undoobtedly suffered 
without the t.enefit of experience::1 operatives and t.~e guida~ce 
afforded staff.p.;rsonnel by veteran officers. 

- 2 -
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Cb M3rch 4, 1987, Jonathan Pollard, a fo~r 
ca..mterintelligence analyst at the Naval Intelligence SUpp:::>rt Center 
(NISC), SUitland, Maryland, was sentenced to life inprisonment. Pollard's 
wife, Anne Louise Henderson-Pollard, received a sentence of two concurrent 
five-year terms. 'Th.e Poltards' convictions and &.lbsequent sentencin~ 
stemrred from Jonathan Pollard's pci.ssage of classified naterial to the 
Government of Israel o,er a one-and-one-half year :period J:::eginning in 
June 1984. 

~ /MOFm?S/uRGB 
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'S' 1· fl 

recent C:1se, 
I .__-----------------........ ---.-----......---
Anns 

L..----------' acting as a o:,urier for----...---- was interdicted 
at los A."l3eles International Ai~s ge es, california 
by U.S. Customs Services agents,:_L__Jv.e.s placed tmdar 
arrest after a search of! ! luggage revealed thcee 1:oxes 
containing cbc~~s rfstrict~ far e::rt As a resnJt 
of I I act 1. vi ties, ._ ___ ____,..,...,--___,.-.,,....."""'T"'""......-----,,-----,,-------
dei;arted the United States prior to being declared personna non grata 
by tre Unite:l States Dep:i.rtrnent of State. 

II. DEVELOPMENTS IN OJlNI'ERINI'ELLIGENCE 0PERA.1'IONS 

RQ.w.LD WILLIAM PELTON CASE UPDA:rE 

On l':bvember 24, 1985, EBI Special Agents intervie.ve::i 
fonner National Serurity Agency (NSA) employee Rcnald William Pelton., 

;~e ~ect:: esp::::::t~ wedr~r UIXTI ioformrion 
I : ___ ---~ __ a recently discharged NSA 

eI!lf)O'_{ee waL ,_ into e 1.et ssy in Washingtm, D.C., and 
offered to ~ ... --~·~ · · ,...,...,~~~---- · · · 
pro· octs. 

bl per 

stated that the Stib oct , b3 per 
6 per 

b3 
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NSA 
FBI 
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and 

b7C per FBI 

description o the individual as well as numerous otl"er 
identification. 

~ERi/OROJN 
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'lhe FBI's Washington Field Office recalled an :investigation 
invol vi03 an unkno.-m individual ,-A:10 telephcned the Soviet Embassy 
on JaT1uary 14, 1980, in:Hcating that re was a U.S. G:>vemment 
employee w.10 wis.'le:l. to provide the Soviets with information. While 
tle investigation faile:l. to identify the individual, a voice reoording 
of tre telei;hone cnnversatioo i.-.e.s sacure::l. en October 15, 1985, 
the voice recording was played to an NSA official vho identified 
tre voice as that of Ronald William Pelton, who resigned from NSA 
in July 1979. Peltm' s descrjftico and 1:::ackaramd were i:;sistsnt 
with the information fi.irnished._.....,. _________ ,,____. sequently 
identifie:1 Pelton from a spread of photograpis, and identified 
Pelton's name as tl'e ir1dividual involved. 

Dlring t.11.e first of two fr1terviews with Pelton 
on November 24, 1985, FBI agents related to him an account 
of an unidentified ex-employee of the federal government 
who provided sensitive national security infoniatim to 
a foreign goverqmant. The acccunt included rrany of t re 
details provided_ I Pelton also heard a tai;:e 
recording of tre two teleohone calls rrade to tre Soviet 
Ewbassv en ,Jarn1an, J4-J5 .. ,gs~, and was! I 

---..----------------to Pelton as! j 
Pelton, th::ugh visibly shaken, 

was initially unresp:,nsive. :a::,,.,ever, as the FBI's extensive 
knowle:lge of his activities became a.:i:parent, Pelton gradually 
disclo,5c;d the details of his relaticnship with tre Soviets. 

Pelton admitte:1 rooeting with the Soviets in Vienna in 
1980 and 1983. He stated there was little conversatim during these 
meeting-s and tJiat all questions and answers were in writing. 

Pelton advised trat he lost rontact wit.~ the Soviets 
follo.·.'ing his 1980 trip to Vienna and was not reo:mtacted until just 
prior to his second trip to Vienna ½hen the Soviets telephone:1 him 
at his Silver Spring, M3.ryland, residence. Pelton als:i ad.rnitted 
traveling to Vienna for a scheduled rreeting in July 1985, and waiting 
three cays for a rontact v,,hich never oocurred. The Soviets cgain 
contacted him by teleplone at his oome. Peltcn agreed to return to 
Vienna iT1 Octcber 1985; however, he claimed. t lat he failed to IlBke 
tre predesignated telef:hone cnntact during \>hich arran~.nents 
for the rreeting were to 1:::e rrade. 

~ /NOE CRN"/GRJON 
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Pelton advised that re had 1::een paid $30,000-35,000 
plus expenses by tre Soviets-$20,000 after the first trip to Vienna 
and $10,000-15,000 a:fter the sero~. He als:::> admitted walking into 
tre Soviet Errbassy in January 1980, but continued to deny having 
taken any classified or sensitive documents into the Erriba.ssy with him. 

D..rring the seoond interview on that day, Pelton 
admitted t 1E had furnished viets 

(S) .__ __ __. As a result, Pelton wasp ace 1.mder arrest and 
charged with espionage. 

bl per NSA 
b3 per NSA 

Qi. December 20, 1985, Pelton was indicted 1:¥ a 
Special Grand Jury in Baltimore, M3ryland, on six counts 
of espirnage. He was subsequently arraigned and entered 
a plea of not guilty to all counts. On June 5, 1986, Ponald Pelton 
was found guilty on four of too six counts. On Dece:rril:Jer 16, 1986, 
Fonald Pelton was sentenced to three ooncurrent life terms. 
Another 10-year sentence was inposed for unla"Nful disclosure 
of classified L,telligence inforrration to ri.m ooncu~rently 
with tre life sentence. 

Initial debriefings of Pelton were conducted in 
August-Se_p=.eniber 1986, during which he provided details 
surrounding his two meetings with the Soviets in Vienna. 
Pelton advisea that en 1:oth occasions he was housed and 
debriefed in tre afB.rtnent of too Soviet Ambassador. Pelton 
first arrived in Vienna on M::>nday, April 7, 1980. On the 
following day, as instructed, Pelton took a taxicab to the 
Soviet Consulate building. He was :a:et by an individual descri'boed 
by Pelton as his handler who stayed with him t.11roughout 
t re debriefing process. This individ · ely 
identified from a co site drawin 

'lhe handler advised Pelton that they were not 
ready for him as "experts" had yet to arrive from M:iscow. 
The handler asked Pelton, however, if he had brought anything 
wit.". him. Pelton produced two typewritten sheets of paper I on 1-hich he bad acganized topics of discussion as follows, · IS) 

~/:NOFOFIU/OF.09N 
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The debriefing process, conducted entirely in writing, began 
late in the afternoon that day and continued until the afternoon of 
Friday, April 11. Each question appeared in written English, one 
to a i:age. Fa.ch answer was taken from the rex>m by the handler who 
woold then return with another question. The questions initially dealt 
with the organizational structure of NSA and follow-up questions on the 
cornpartlrented project Pelton had disclosed to the Soviets on tie day he 
walked into the Soviet Embassy in washington, D.C. The remainder of the 
debriefing followed the ootline furnished ~ Peltcn. Pelton rep:>rted trat 
it was evident his handler had n:> technical backgroond and that the 
debriefing was being supp:>rted by individuals with an engineering 
reckground. They pressed for details on equipment which Pelton for the 
IIOst part \'as unable to provide. Pelton o:::mtended that the Soviets 

At the o::mclusion of the debriefing process, Pelton 
was given a briefcase oontaining $15,000, plus $2,000 for 
traveling expenses. At this p:>int, Pelton -was a::1vised by 
his handler that the Soviets desired for him to return to 
NSA to seek employment. Pelton advised tmt he oould not 
pass the polygraJ:ll. Pelton was then asked if he could, in 
the future, provide the na1tes and titles of NSA officials. 
He was also asked to develop NSA contacts. 

Pelton was then secreted cut of the Soviet conp::,.md 
in the ba.c1, seat of an Erril:assy vehicle. He departed Vienna 
on tre m:>rni!l3 of April 12, arriving in Washington, D. C. 
that afternoon. 

Pelton returned to Vienna on Friday, March 4, 1983. On 
the following day, Pelton proqeeded, as instructed, to a church \>here 

........,-.......,.,....._,.._,.__.....___,........,,· dividual he later identified from a p:1otografh as 

~- ' ~JNOE ORN/O!lo:!Q' 
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Pelton a::murented that the questions prepared for this 
session indicated that the Soviets had carefully reviewed mat he had 
given t1Em in 1980 and had developed a proper appreciation for the 
significance of the infonnation. He added that the questions were 
elearly formulatecl. by individuals with a cryptographic background ha.ving 
a delronstrated interest in nathematics. This suggests tha.t sui;:port 
for these debriefings was provided by the KGB Sixteenth Directorate 
which is resp:msible for cryptoanalysis and the Sixteenth Department, 
which has the overall supervision of cperations involving recruited 
comm.mications specialists. 

At the oonclusion of the debriefings, Pelton received 
instructions to attempt to d::>tain any infornation from NSA regarding 
any reactions NSA had to canmunications changes initiated by the Soviets 
as a result of the information provided them by Pelton in 1980. He 
was then given instructions regarding future drop sites located in 
rural Prince Georges C'.ounty, Maryland. 

Pelton -was then given a briefcase oontaining $20,000 in 
U.S. currency, which included a $5,000 bonus for the infornation he 
provided the Soviets at their 1980 meeting. He was also given $2,000 
in cash for travel expenses. Pel ton returned to the U.S. on the follcming day. 

In late Fe,,:-..-...... _........_...._ __ ......_......_ ..... ......,-..,-.. ....... ____ __......_ ............ __, 
FBI received a letter from 

~/NOFam<:~ 
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Pelton was a:mfronted cy EBI personnel at the 
Lewisburg Penitentiary en April 16, 1987. A search of 
Pelton's cell and :i;::erscnal effects yielded a number of items 
pertinent to t.r.~e investigation; a search of the prison 
lilirary resulted in the identification of tre typewriter 
used 1::¥ Pelton to type the classified infornation he attempted 
to pass to the rredia. 

As the result of his attempted unauthorized disclosure 
of classified infonnation, Pelton was asked and agreed to 
sign a Non-Disclosure and Security .Agreement. Anong other 
things.the agreement: 

arri 

emp oyee o 

-prohibited the unauthorized disclosure of all 
infonration protected q;r Section 798 of Title 
18 United. States Code and Section 6 of the National 
Security kt; 

-placed additional restrictions and conditions 
on Pelton regarding interviews, corresp::,ndence, 
visiting privileges, and telepi.one communications; 
and, 

-required Pelton to suhnit to _r::eriodic, NSA-rronitored 
polygraph examinations. 

icer or 
retained 

only limited immunity. 

~/NOPorail)'OROOH 
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Memorandum from! I to Mr. J. H. Geer 
RE: FBI FOREIGN COUNTERINTELLIGENCE 

S1.JNMARY/REVIEW VOLUME XIII 

DETAILS: 

Th i s pub 1 i cat i on ( the v er s i on ca l l e d the "S unma r y 
is disseminated internally; the "Review" is dissei"'m.....,..i_._n._.a.._t .... e.._d=------. 

t rnall ro ides an overview and anal sis of 

e~a1 1ng 
o <ey coun er1n e 1gence opera ions 1s a so inc uded. 
External dissemination list is attached. Copies of publication 
will be provided upon completion of printing process. 
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~/..l>lOFORlt/-6RCON 

INTRODUCTION 

The purpose of this publication is to provide, on 

a semi-annual basis, an overview and analysis o 

Detailing and analysis of key FBI counterintelligence 

operations is also afforded. In the interest of opera

tional and administrative security and acknowledging the 

need-to-know principle, information is not set forth in 

speci fie, detailed documented form. Comments and queries 

regarding this publication are welcome and may be addressed 

~:_;:~HQ~tell igence Division, Attention: I I 
NOTE: The information contained in this study is current 

as of November 1, 1986, unless otherwise stated. 
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I In the United 
States, the Communist Party, U.S.A. :(CPUSA), and its front 

groups have been directed to undertake operations to 

influence the activities of independent peace 

organizations. One objective of the Soviet campaign is to 

influence United States and European peace and disarmament 

organizations to focus only on the American SDI program, 

while ignoring Soviet strategic defense programs. 

A campaign centered around the U.S./USSR People's 

Peace Treaty (PPT) is one of the more recent Soviet efforts 

to influence the American public opinion in favor of 

current Soviet foreign policy priorities and to exert 

pressure on U.S. Government officials. to effect changes 
that are favorable to Moscow. This active measures 
campaign is designed to stimulate the collection of 

millions of signattires on a bilingual petition addressed to 

~HOFORN/ORCOt~ 
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the President of the United States, the General Secretary 

of the USSR, and the Secretary General of the United 

Nations. The petition was adopted and signed August 8, 

1986, by a joint U.S./USSR delegation. The signature 

gathering part of the PPT will last for a year in both the 
United States and the Soviet Union. 

The stated aim of the PPT 

»influence the negotiations in Geneva 
campaign is to 

to speedy and 
substantial arms reductions," along the lines proposed by 

the Soviet Union. The principal control and direction for 

this program comes from the Soviet Committee for the 
Defense of Peace in Moscow. 
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During the past year, I lwas disrupted by 
arrest otl 

I 
t-d a known I 

f espionage 

Reliable sources indicate that 

previously 
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arrest resulted in a public exposure 

The arrest was significant becat.rSe it 
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II. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 

Ronald_William Pelton 

a recently 

discharged National Security Agency ( NSA) employee walked 

into the Soviet Embassy in Washington, o.c., and offered to 

sell information concerning sensitive NSA projects to the 

Soviets.. I 

I stated that the subject I I "":",.--------------____J 

l • 

RONALD WILLIAM PELTON 

~HOFORH/-ORCQtij 
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L------------------JI FBI with a general 
description of the individual, as well as other types of 

identification. He reported that this individual had been 

met in Vienna sometime around 19821 

He a 

The FBI Washington Field Office recalled an 

investigation involving an unknown individual who 

telephoned the Soviet Embassy on January 14 and January 15, 

1980, indicating that he was a U.S. Government employee who 

wished to provide the Soviets with information. While the 

investigation failed to identify the individual, a voice 

recording of the telephone conversation was retrieved. 

Based on information provided I I a list of 

suspects was developed by the NSA and the FBI, one of whom 

was Ronald William Pelton. On October 15, 1985, the voice 

recording was played for review by .an NSA official, who 

identified the caller as Pelton, who had resigned from the 

NSA in July 1979. Pelton's description and background was 

consistent with information furnished I 
______ _.I sub segue n t 1 y id en ti f i e<:1 Pe 1 ton f r...._o_m __ a_s_p_r_e_a_d __ o_f_ ....... 

photographs and also identified him by name. 

Pelton was interviewed twice by the FBI on 

November 24, 1985, concerning his possible involvement with 

the Soviets. During the first interview, FBI agents 

related to him an account of an unidentified government 

~/MOr'ORM;/-ORCOM 
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national security 

information to a foreign government. This account included 
many of the details provided~,-----------. Pelton, though 

employee who provided sensitive 

visibly shaken, was initially unresponsive. As the FBI's 

knowledge of his activities became apparent, however, 

Pelton gradually disclosed the sordid details of his 

relationship with the Soviets. 

Pel ton admitted having met with the Soviets in 

Vienna in October 1980, and April 1983, and stated he was 

housed and debriefed in the apartment of the Soviet 

Ambassador. He stated that there was 1 it tle conversation 

during these debriefings and that all questions and answers 

were in writing. Pelton reported that he lost contact with 

the Soviets following his 1980 trip to Vienna, until the 

Soviets telephoned him at his Silver Spring, Maryland, 

residence. Pelton expressed surprise that the Soviets were 

able to contact him at his residence which had an unlisted 

telephone number. He was told that the Soviets were aware 

of his place of employment and could easily have devised a 

deceptiv~ tactic to acquire his number from his employer. 

Pelton was also advised that following his initial walk-in, 

the Soviets located his residence and took photographs of 

it. 

~/NO!.'ORN/QRCmij 
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Pelton admitted traveling to Vienna for a 

scheduled meeting in July 1985, and waiting three days for 

a contact that never occurred. The Soviets subsequently 

contacted him by telephone at his home. Pelton agreed to 

return to Vienna in October 1985, however, he claimed to 

the FBI that he had failed to make the prearranged 

telephone contact• during which arrangements for the meeting 

were to be made. 

Pelton was paid between $30,000 and $35,000 plus 

expenses by the Soviets - $20,000 after the first trip to 

Vienna and $10,000 to $15,000 after the second. He 

identified a photograph I las the only Soviet with 

whom he had contact, which directly conflicted with 

The formi:r NSA employee further stated that he 

had disclosed to the Soviets details concerning agent 

handling techniques, but continued to deny having taken any 

classified or sensitive documents into the Soviet Embassy 

on the day of the initial walk-in. 

During his second interview with the FBI on 

November 24, 1985, Pelton admitted that he had furnished 

the Soviets with higly classified and sensitive 

information. Pelton· advised that he had not received 

payment for this information until his initial meeting in 

Vienna. He was arrested the evening of the 24th and 

charged with espionage. 

~/UOFORN/ORCOH 
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On December 20, 1985, Ronald William Pelton was 

indicted by a Special Grand Jury in Baltimore, Maryland, on 

six counts of espionage. On June 5, 1986, Pelton was.found 

guilty on four of the six counts. He later agreed to full 

cooperation in exchange for a single life sentence. 

Debriefings of Pelton were conducted during July 

and August, 1986. In addition to the sensitive project, 

Pelton admitted that he also provided the Soviets with 

information in varying degrees detailing several NSA 

programs and projects. 

The Pelton case dramatized a serious breach in 

security practices. Following the onset of financial and 

personal problems, Pelton decided to commit espionage when 

he was no longer employed at NSA and when his activities 

and behavior could not be monitored by NSA security 

officials. This phenomenon has occurred in several other 

cases, the most notable of which are perhaps those of 

on_l ___________ la Federal Grand Jury in the 

District of Columbia returned a two-count indictment 
charging 

~/NOFORM/ORCON 
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to the second part of the 

indictment and was subsequently sentenced tol 
._ ___ !in prison. ._ ______ ___, 

indictment was the result of an FBI 

~/e~OPORM;'O~CON 
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Approximately 30 minutes later, a black male 

wearing a maroon jacket and carrying a briefcase arrived at 

._ __________ __.I He left a half hour later. 

(During a subsequent interview 
L------------------.....1 

with,__ ___ __, he stated that he visited another Soviet 

establishment, believed to be the Soviet Embassy, on 

__________ .... I at which time he provided the Soviets 

with 15 more pages of a document.) 

Investigation revealed that was .-----------.I an employee of ________ ..__ __ ......_ __ _ 

Washington, D.C., which 

______________ lauring which Secret and Top Secret 

information relating to the national security was provided 

to Congress. l ______ lhad access to this material. 

On an undercover Special Agent 
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Memorandum from! IMr. J. H. Geer 
Re: FOREIGN Cu NIERINIELLIGENCE REVIEW 

DETAILS: 

This study proyides an overview and auaJvsis a£ 
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Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 

The F~reign Counterintelligence Review is published 
on a semi-annual basis. 
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INTRODUCTION 

The purpose of this publication is to provide, on a 
semi-annual basis. an overview and analysis ofl J b3 

Detailing and analysis of key FBI counterintelligence 
operations is also afforded. In the interest of operational 
and administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed 
docu:nented form. Connnents and queries regarding this 
publication are welcome and may be addressed to FBIHQ, 

Intelligence Division, Attention: I I )( 
NOTE: The information contained in this study is current as of 
December 1, 1985, unless otherwise stated. 
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The Geneva Summit in November, 1985 was the target 
of an aggressive Soviet active measures campaign conducted by 
the Comnunist Party, United States of America (CPUSA) and its 
front organizations. In response to CPUSA national 
directives, local CPUSA chapters initiated several programs: 

- telephone calling program and letter writing 
campaigns to var1ous Congressmen. 

- distribution of literature and petitions on 
topics such as nuclear test bans and "Star 
Wars". 

- attempts to infl~ence and mobilize a broad 
movement within church groups, unions and 
civic organizations to end the arms race. 

- publication of a special issue of The Daily 
World covering the Geneva Summit. 

~mFORN -0R:COW-

- 4 -

b3 
b7E 



in the 

~ MOFORH ORCOH 

The most recent example of this cooperation was seen 
espionage case. 

had provided the PIS with classified doctm1ents ,...._ ___ ___. 

relating to the ,...._ _____________ ----==== 
I Many of the doctm1entsl I 

~ HOFORN ~CON
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The main thrust of the Romanian effort is 

penetration of the emigre comnruni ty in attempts to influence 

opinions. Additionally, there is a real concern by the 

Ceausescu regime toward the Hungarian emigre comnrunity and its 

emphasis on hunan rights violations against the Hungarian 
minority in Romania. 
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ExpUlsion of a Cuban IO 

During 1985,I I 1ed to a 
PNG action against~l___;,--------------------,1 

at the Cuban Interests Section in Washinton 

separate 
actors to the PNG action were two 

nd his 

On the two occasions, the first involvin 

------~nd the seco ... n_d'----------T"-------' ttempted 
to remove several 

I 
from a Washington 

Protests over these two incidents were lodged 
with the Cuban Government which chose to ignore an informal 

recommendation that I !permanently depart the United 
States on ... l _____ _ 

Shortly after the second incident, ------, --------. 
ue New Mexico 
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Sharon Marie Scranage/Michael Agbotui Soussoudis 

Neutralization of a Third World Espionage Operation 

On July 11, 1985, Special Agents of the FBI arrested 
Sharon Marie Scranage, a 29 year old CIA employee. Michael 
Agbotui Soussoudis was arrested on July 10, 1985, and both were 
charged with violations of the U.S. espionage statutes. 
Scranage and Soussoudis were arrested in connection with their 

Michael Agbotui Soussoudis 

~OCftFf'=NOFORM ORG@l 
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activities in providing classified information, 

to 
Ghanaian intelligence officials. 

'S' I I 
l I I 

however, Scranage was subjected to a polygraph examination by 

the CIA Office of Security, andf 

i:sl 

.-----"'l---,.-------:---::-::------.--:-:--:---;--:-;---:----.:--:---;-:-;----' is:1 I I Scranage eventually admitted that she had 

JS\ I I 

continued the relationship with Soussoudis and had in fact 

provided classified information to Soussoudis. She also 

confessed that she was tasked by the Ghanaian to collect 

information from CIAHQ to give to Soussoudis in July, 1985; 

I I The case was then ref erred 
to the FBI which, with the full cooperation of the CIA, 
launched an investigation. 

~Mffl10ffl~=ORC9H 
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Sharon Marie Scranage 

In subsequent interviews conducted by the FBI, 

Scranage admitted passing classified information to Soussoudis 

from December 1983, through May 1985~ .... __________ .... 
This classified information was obtained through her access to 

classified CIA cables and docunen½s. Scranage stated that she 

bl per CIA 
b3 per CIA 
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iS\ , .. , 

;'S\ 
I I 

'S\ \ ' 

(S) 

~ HOrORN,ORGON- . 

never removed any actual docllllents, but admitted making hand-
written notes of classified CIA docllllents. I S 1 ----------------------------,\' 

bl per CIA 
b3 per CIA 

I 

'S\ I I 

$oussoudis thereupon entered the United States on or 
about June 29, 1985, and contacted Scranage. At FBI direction, 
Scranage arranged to meet with Soussoudis at a Holiday Inn in 
Springfield, Virginia, on July 10, 1985. Upon his arrival at 

the meet site, Soussoudis was arrested by the FBI. Scranage 
was arrested the next day in Alexandria, Virginia. Both were 
charged with various violations of the espionage statutes. 

~'NOPOllH t,tteON
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On September 27, 1985, Sharon Marie Scranage 
appeared in U.S. District Court, Eastern District of Virginia, 
and entered a plea of guilty to violation of Title SO, U.S.C., 

Section 783 (b) (Connnunication of Classified Information by an 
Employee of the United States to a Representative of a Foreign 
Government). Scr~nage also entered pleas of guilty to 
violations of Title 18, U.S.C., Section 421 (a) (Disclosure of 
Inform:'ition by Persons Having Access to Classified Information 
that Identifies a Covert Agent). Scranage was sentenced to 
five years in prison for her participation. 

The Scranage/Soussoµdis affair was not without 
negative diplomatic repercussions. In retaliation for the 
arrest of Soussoudis, the Ghanaian Goven1IDent immediately 
expelled two U.S. diplomats 

~MOPORN-~ 
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(S) 

'I"') r,J 

,__ _________ ! This followed Soussoudi s' departure 

from the United States. In retaliation, the United States 
expelled ~wo Ghanaian diploma.ts and cut back financial aid to 
the African country. 

bl per CIA 
b3 per CIA 

The Scranage/Soussoudis affair has demonstrated that 
U.S. counterintelligence must maintain awareness of the 
threat posed by Third World countries, as well as hostile 
country intelligence services. __ ___:, ___ _::,_ ______ ============-- i: S :1 

bl per CIA 
b3 per CIA 

(S) ,__ ____ ...., The case was also significant in that it showed 
that motivational factors other than financial greed--in this 

case romance-- continue to play a factor in treason. Finally, 
the case showed that the polygraph can be an effective counter-

intelligence tool. I ;'S\ 
I I 
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Karel Koecher 

Karel and Hana Koecher were arrested in New York on 

Novemb_er 27, 1984, hours before their planned departure to 

Austria. Koecher was charged with passing classified national 

defense information while employed by the CIA between 1973 and 

1975. Hana Koecher was arrested as a material witness and 

charged with acting as a paid courier for the CIS. 

Available information indicates that Karel Koecher, 

a naturalized U.S. citizen born in Czechoslovakia, was 

recruited by the CIS in 1962, received training as an IO from 

1963-1965 and subsequently entered the United States in 1965 

with his wife. From 1973-1975, Koecher was employed by the CIA 

as a contract employee, possessed a security clearance an~ had 

access to national security information. Koecher had been 

directed by the CIS to obtain employment and infiltrate a U.S. 

intelligence agency. 

Karel Koecher was indicted on December 20, 1984. 

Following a ruling to overturn Hana Koecher's 18-month 

sentence for refusing to answer questions concerning her 

husband's involvement with the CIS, Mrs. Koecher was released 

on bond on March 21, 1985. 

On February 3, 1986, Karel and Hana Koecher appeared 

i~ U.S. District Court and Karel pleaded guilty to conspiracy 

to commit espionage. He was sentenced to life in prison; 

~NOP6RN-OR€0M 
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however, his sentence was reduced to time served. On February 
11, 1986, the Koechers and three other agents serving 
sentences in the Federal Republic of Germany were returned to 
the GDR in exchange for five Sovi.et and Eastern Bloc prisoners, 
including Soviet dissident Anatoliy Scharanskiy. 
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