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Exemption 6 permits the withholding of personnel and medical files and similar files when the
disclosure of such information would constitute a clearly unwarranted invasion of personal
privacy. The purpose of Exemption 6 is to protect individuals from the injury and embarrassment
that can result from the unnecessary disclosure of personal information. To determine whether
disclosure would constitute a clearly unwarranted invasion of personal privacy, the public interest
in disclosure, if any, must be balanced against the privacy interests that would be invaded by
disclosure of the information. In this case, the names, titles, and contact information of employees
have been withheld. Release of the information pertaining to these individuals will cause
inevitable harassment and unwarranted invasion of personal privacy for this individual and could
cause unwarranted scrutiny by persons or entities harboring political, philosophical, or other
objections to the mission of the Nuclear Security Enterprise and our agency. NNSA has
experienced a rise in phishing attempts as threat actors aim to obtain access to sensitive information
as well as to Information Technology (IT) and Operational Technology (OT) networks, and release
of employee names/email addresses will assist these threat actors in their efforts to gain access and
exploit the agency’s IT and OT systems.

In addition, release of this information would not shed light on the operations of the federal
government since the underlying information related to the agency’s actions is being provided.
Since its release will not reveal anything of significance to the public, the interest in protecting
against the invasion of privacy that would result to the individuals in question far outweighs the
public interest in such disclosure.

Exemption 7(c) of the FOIA provides protection for, among other things, records or information
compiled for law enforcement purposes and may be withheld from disclosure, but only to the
extent that the production of such law enforcement records or information could reasonably be
expected to constitute an unwarranted invasion of personal privacy. The information withheld
under Exemption 7¢ includes names, titles, and contact information of agency employees who are
federal law enforcement officers. Public identification of these individuals could conceivably
subject them to harassment and annoyance in the conduct of their official duties and in their private
lives.
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