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(U)PE EXTERNAL PAGE

(Fo®@) The KRYPTOS Society and the Cryptanalysis Career Panel {CACP) are
pleased to announce an exciting joint venture - a newsletter, designed

to increase communication among the cryptanalysts within the Agency, to
provide a calendar of related events, and to provide a forum for the
exchange of ideas and questions which impact on the cryptanalytic
workforce. This newsletter, which will replace the CACP's CRIB, and

the old KRYPTOS newsletter, will be published on or about the first of
each month, and will be available on ENLIGHTEN under org.kryptos, and

on ESS as topic 1394. Limited numbers of hardcopy editions will be

made available to those who are unable to access either of the above.
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1. INTRODUCTORY WORDS

"

-
"

s | L the President of the KRYPTOS Council, says: A
strong community spirit has always been good for Cryptana1y31s.
However, with today's technology (e.g., the increased complexlty of
communications systems, the need to "cryptanalyze® even parts of the
system that are not enciphered, the increased pace of change to all
parts of these systems), a community that fosters the shgring of
information and the ongoing education of its people is becoming
absolutely vital to continued success. Couple this techn1ca1 need with
reorganizations, shrinking budgets, new management phllosophles, etc.
and communication within the CA workforce cries more loudly for attention.
With all of this in mind, the Kryptos Society and the. CA Career Panel
have been looking into ways we can support one anothér's initiatives,
and thus CA in general. One of the more immediate needs was the
*simple® dissemination of information. A second netd was involving
more people in community activities and providing a forum for
interaction between junior and senior analysts. This newsletter

attends to both needs. . We enthusiastically support it and invite your
participation and comments.

»

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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(U) the Chairman of the CACP, writes: Cryptanalysis

has long suffered from a egmmunications problem. Most of us are

introverts, and prefer not to‘give talks or write papers. An

unfortunate result of our preoctupation with our own work is a lack of

valuable information flowing both’fxom and to the individual analyst.

.

The KRYPTOS Newsletter will not mage any of us into extroverts,
but it will allow us to acquire knowledge wHich could help us
do our jobs better. The editors hope to circulate throughout the
cryptanalytic community critical current 1nformatloq whlch many would
otherwise have missed. .

.
-

Some of us, recognizing the importance of interactiom among
cryptanalysts, will contribute to this effort by writing brief’ pjeces
for the Newsletter. All of us can stay abreast of developments 1ﬂ.our
rapldly expanding career fleld by reading its pages. .

L4
.

[0) ¢3)-P.L. 86-3¢]

L4

: -
[Z 2 XXX R XXX R RS S S R 2SR 22222 2222222222 222222222222 2Rttt d s 2

///////////////////////////////////////////////////////////////////Ava

2. COMMUNIQUE FROM CHIEF Z

‘e

(U) I am pleased to be offered the opportunity to contrlbute.én
article to the first edition of the CA newsletter. My flrst few weeks
since replacing Harry Hoover have been rather hectic, with eenlor
promotion boards and the usual influx of spring v1s1tors.add1ng to the
usual turmoil of changing jobs and responsibilities. I'have now begun
arrangements to get out and meet with the people who . keép things
running in spite of management changes, but that will ‘take some time.
In the meantime, let me tell you something about myself, and my views
of Z Group and the future. O
) I spent my entire career in variogsOpérts of the old G Group,
until the Spring of 1986 when Har called+me, Bnd asked if I would be
interested in moving to GO03 as [__::[deputy. During the eight
years that followed, I worked with and eventually succeeded him as
Chief of GO03 and then Z03. While this involved me in many parts of Z
Group's operations, my time was largely spent in dealing with outgjde, ..+ *"*
organizations --
| I U. 5. industry, in
the context of export controls and technology trans¥ér;:..... |

*

(a)

(1) (@)

*Trd-(g) (9)

L)
-.::,.
L% 1 & % A X 2 % R N M. N.M. .M % 3 B X 3 % & %z 8. M.x.x A2 2, ,,.,,.....ll.

“This has given me an interesting perspective “on the
outside forces that are likely to shape our future effort.

9¢€-98
(T)yzZ0€ 250 0G-(¢€)

{Ts=€6Q) Future use of cryptographic products is likely to be
pervasive, and the technology will be diverse. Much of the plaintext
traffic currently used in the Agency's product will be enciphered.
Talking to industry, the view is unanimous that there will be a rapidly
expanding private sector use of cryptography. Ironically, we see much
less enthusiasm on the part of these new potential users, but
integration of low-cost or no-cost security features in communications
and computer systems is going to make this technology almost
universally available to those who choose to use it. The software
industry is moving rapidly to incorporate data encryption, data
integrity, authentication and access .control functions in mass market

[e) (3)-P.L. 86-36]
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software packages. Cryptographic features are being added to .
communications hardware systems and computer operating systems. Common
carriers are preparing to offer cryptographic products and services.
Users will have ready access to an array of security products, and
encryption is likely to be applied on top of already enciphered data at
different lavers in communications networks. | 1

3

“+8-€€0J)~ There is considerable pressure from vendors and from privacy S
advocates for standardization of cryptographic techniques and removal

of controls on export of this technology. Moreover, the vendors want
standardization based on publicly known algorithms of proven security.
However, there is a growing awareness among concerned governments that
proliferation of equipment based on such standards would have a
significant impact on their national security and law enforcement
interests. They are closely following the debate in the U. S. over

CLIPPER and CAPSTONE, chips designed by NSA for protection of sensitive, ,.www==

but unclassified information . e s s s meEETY ]

| They are likely to find gimilar
methods to protect their own sensitive private sector communications.
At the same time, most will not rely on commercially available
equipment, particularly foreign-manufactured products, to protect their
classified systems. The result will be a diversity of indigenous .
products, ranging in sophistication from manual to state-of-the-art .-
hardware, used for end-to-end encryption independent of any securlty .
functions built into the commercial systems used. .t .

A .
-
2 r .

TTS~ee6s- Lot .
programs an echnology controls are important .LacLOrs 1n our curren .
and future capability; however, people are without qguestion the one G .
critical factor. Having dealt with theéel ] for . v
eight years, I fully apprec1ate thé 1mportant role they play in our -«
analytic effort, but they axe us £ O« N
develop the techniques that make

. .

.®
.« * *
. .

The Agency has recognized cryptanalysis as 1LS core .
discipline, and Z Group is blessed with an incredible amount. of *
analytic talent. In my view, our cryptanalysts perform miracles and .
I'm confident that they will find ways to deal with the formidable *
problems of the future. .

.

/////////////////////////////////////////////////////////////////////////f-

(1) (@)
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3. CALENDAR EVENTS N P

June 1 KRYPTOS Talk - Museun .(1130- i339) .

{ Jon The Polish Solutlon of

the Enigma - UNCLASSIFIED) -

June 1-2 Elder Care Expo (0930-1330, Opsl N. Cafeteria)
June 1-2 NPIC Expo (0900-1400, 3w156,.0PS1) (TK rqrd)
June 2 CMI talk - I. J. Good (0930-1100, Friedman)

(Legal Responsibility and Probabilistic

*
*
.
.
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course.

June
June
June
June
June
June
June
June

UPCOMING

July

6-10 .
8 .
13

13-17

17

20 to Aug 26
20 to Aug 12
21

7

July 31
Oct 17-21

.PLAN AHEAD:

March 27-31, 1995
Oct 21, 24-25, 1995

WORD FROM THE CACP -

. Causation - UNCLASSIFIED)

CRYSCO at CSE

Z Group Picnic (Burba Lake)
Z Technology Forum (1300-1400)

CA-305

CMI Banduet (7 p.m., Holiday Inn, Laurel)

SCAMP at La Jolla
SCAMP at Princeton

KRYPTOS TALK - (Friedman, 1300)

CMI Talk - (0930-1100, Friedman)
| |- New Results in Wavelet

Analysig)

Last day of TSP Open Enrollment , . - *

.
L3

CARD (GCHQ)

Conference on Computer Communications

Congrats to those who were recently certified!

The CACP has also provided the descriptions for three new CA

attendees.

CA-104--Introduction to Cryptography and Cryptanalysis (U) .

™€) Description:

through syllabary squares, polyalphabetic substitution,
~and shift register devices.
are also included.

(U)

Duration: Three weeks,

Basic computer applicationg’

full-time.

.

This course introduces new cryptanalysts .'
to basic concepts of cryptography and cryptanalysis,
including transposition, monoalphabetic substitution

In future issues we hope to have some reviews from some recght

.
.

.
.
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(U) Student Qualifications: Cleared for Top Secret and Indoctrinated for
Special Intelligence.

(b) (3)-P.L. 86-36

CA—ilz—1 | (o)

(S) Description: This course will teach the student a variety of

(U) Duration: Three weeks, full-time.
55
(U) Student Qualifications: Successful completion of CA-110 and CA-123. =
Students must be cleared for Top Secret and indoctrinated for %5:
Special Intelligence. Assigned to NSA/CSS. T
o
LEREREEENEREREEENNEREEERERRENNNNEENENNENREENNEENEN S NN N REEREEE NN NN NN NEENERENENENERENNEENNNNNNSZ o
T
W
CA-219--Advanced Cryptanalytic Technigques 8% o
Description: , This. course emableg thé tiyptanalyst to evaluate various K
techniques to select the best one to use in a given‘situation. Lt
The course is highly interactive and some problems require teamwork Lt

to solve. Computers are used throughout the course. Prima topics ,*

Duration: Two-three weeks, full-time.

Student Qualifications: Successful completion of CA-261 and CA-223 or
equivalent experience with the material contained in the courses.

dkkdkhddhdhkdhhrhhhdhkhbhrhhhhhhhkdrhhhhkhhhhhhkrhhhhhhhkhkhkdhhhkhhhhhkdhhhhkhkrrhbkik

C. (@4e= BIOGRAPHICAL PORTRAIT (Each month we will introduce one or two of the
most recent people to have joined either the CA Intern program or the

CA Tech Program. In the future we may also include interviews with

some of the more senior members of the CA community.)

I I the first new intern in fiscal year '94, is presently
assigned to z4333. 1In her second tour, she is working on several
projects, including

L]
]
.
.
-

L]
]
-

.
.
M
-
- «
»
.
.
.

«

L
*************;&************************************************************ .
»

(b} {(3)~P.L. 86-36 (b) (3)-P.L. 86-36
; (b) (6)
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.
* .
Py a

came on board in June of 1993 and entered the intern
program in July. "The variety of mathematical applications, diversity
of the work that is done in cryptanalysis, and simply the 'challenge’

of being able to break a cryptanalytic system, " she says, "is what
interested me in this field."

(b} (6)

LITITTIEIITI00707777077777107770777007077770008077707700007107171710777170117777

5. COMMUNITY SERVICE
a. Mathematics Education Partnership Program (MEPP)

Back to School

by

The desks seem small, the occupants short. I feel COnfused and
gigantic as my dazed eyes scan the Lilliputian scene béfore me.

There is so much noise! Laughter and shouts bounce off théawalls and .
a hundred (or maybe only 32) young, wriggling bodies try to fihd,
comfort for hyperactive limbs in the confines of sharply angled '~..
desks. .

*Okay, students, settle down now," says the teacher. “ e

My initial reaction to this is immediate. I look in vain for an
empty seat to leap into, hastening to obey the teacher's
instruction. Then I remember: I don't have to sit down. I'm not a
kid anymore. Oh, yeah.

"Class, we have a speaker today from NSA who's going to talk to us
about codes and ciphers. Will you all please give her your
attention?"

[oc-98 1 a-(e) (@]

I take a deep breath and smile. I remind myself that there's really .
nothing to be scared of. 1I'm the adult here. Besides, these kids .
have to listen to me because I'm bigger than them. Wow! A captive .
audience. I think I'm going to like this. B

This school year, NSA's Mathematics Education Partnership Program .
handled approximately 1600 requests from area schools for speakers .’
from NSA to give presentations on a wide variety of math-related .°
topics. Of the 1600 requests, the MEPP was able to fulfill over’

1200. while the objective of the Math Speakers Bureau is to increase
student interest in mathematics, the benefits of the program ‘extend
beyond this to include the speakers themselves. L

I volunteered for the Math Speakers Bureau because I thought it might
be fun to convey some of my interest and enthusiasm for cryptanalysis
to students. Okay, I thought, a few times a montpr&'ll go and say my

.
*
*
.
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piece to some school and that will be that. A small contribution to
the community and a chance to get out of the office every once in a
while. No big deal. Well, I was wrong.

For one, I discovered how much I enjoyed teaching. I loved being
able to talk about something that I think is really neat and try to
find a way to get others to think so, too. The experience of
revealing the mysteries of monoalphabetic substitution ciphers to
students, who, for the most part, were practically falling all over
themselves with excitement, was a new one. I couldn't remember the
last time anyone had ever listened so hard to what I was saying. The
excitement was contagious.

I also found that I really enjoyed working with students in the 12-13
age group. They were old enough to demonstrate sharp mental skills
but still young enough to be unafraid to show their enthusiasm.

(This was not quite the case with two high school classes I spoke to
whose participants seemed more eager to be excused to go to the
bathroom or to pass unenciphered notes to each other!) I was
impressed by the skills and behavior shown by 6th and 7th grade
students and there were more than a few whom I would have given
serious consideration to adopting!

And I was given the chance to revisit my own days in school--to once
again see walls adorned with brightly colored posters on everything
from subject and verb agreement to world geography to recess rules.
To smell that peculiar perfume of chalk dust and slightly spoiled
milk which only schools seem to have and to however briefly feel the
connection between my school days and my present. To be surrounded
by youth in all its manifestations, both large and small. It was
like taking an elixir for the illness of routine and tunnel-visioned
maturity.

As you can see, I can't say enough good things about being a speaker
for the MEPP. It has been a truly enriching experience for me and, I
hope, for the students I have spoken to. For more information,

contact | | MEPP coordinator,-at[:::::::l See you in 7th

grade! L A N LI T T Trrraa s

L2 222 XX 2 22 22222222 R R TR R T T Y TR R SR LR E
W
b. Z TECHNICAL LIBRARY ‘T
ae]
(U) Although the use of the Technical Library has increased £
substantially since the formation of Z Group, we would like to remind )
everyone of this valuable resource and encourage you to take advantage X
of it. i\
X oag . (o)}
Lot
. 5"
“ ““
* o

You can browse through librarg;hoIdings and.tﬁeﬁ request a
library paper without leaving your desk, . *‘Simply call the*"tlc"
system administrator, | ] on[:::::::jéna she will set

9/23/2010
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up an account on "bimini" which will allow you to search for, and
request, documents via "tlc". We have prepared a handbook to help you
use "tlc*, and you can get a copy from the library.

You can also stop by the library or call [:::::::::1with a
request. will reproduce the document requested - origilnals pever
leave the library., Normally, you will receive the document withir a
working day of your request. Obviously, compartmented papers are -«
subject to greater restrlct;on Eventually, we will have softcopy °,
versions of papers so that we' can satisfy a request electronically.

T8\, To keep you current on new- aqditions to the library, a ‘.
newsgroup, | ] has been’ added to ENLIGHTEN. It is °
updated monthly. For those without’ ENLIGHTEN a prlnted version is .
available. . ., o, . .

- -
- - .
.. -

(U) We hope this information will encourage You to use.the b/ .
Technical Library. If your organization has any technical &dcuments .
which can be donated to the library, please call Suggestiens .

on how the library can improve its services are also welconfe: - ..., . ".'-. .
"--...-

= n,

Khdhhhhkhrhhdhrhhkkrkhkdkhhkhdkkrrddekrdbhhbdbhhhbrhrkkdddrhrrbdhkthhbrhrbrkbrrdkkrrxdhdtd

Cc. TECH TRACK CORNER

The DDO Honey POt-- = = E W R om N B M 2R B S ¥ R £ ¥ 5N N R E NS E 2 EE
by .

With regard to the Tech Track:

DDO has a large fund available for technical health needs, but o

1 d-(€) (9)

9€-98

no one seems to be aware of it. This money can be used for textbooks, AN
conference expenses, or any technical health purpose not covered Lt
adequately by conventional funding. Requests should be made through . o
the Group Plan Director for the Tech Track, in our case Floyd Weakley ,°* o
for z. However, requests can be presented to anyone associated with, +°
the tech track, e.g. TTRP members or skill field reps, career panels, .
etc., who can in turn make a formal request through Floyd. The'ﬁius oo
side to the bureaucracy associated with the Tech Track is thaf there e
are lots of people around who are involved, and should be.able to help. o

* .o

****************************************************I****************##&*
0

d. CRYPTOLOG . .

.
*

(FO8Q) CRYPTOLOG has a new ed1tor1al staff which is worklng to
revitalize the publication. With a fodus on the informal .« .
exchange of information and ideas among SIGINT profes51onals,.éfticles
are being sought which promote, ekchange and understanding amﬁng our
technical disciplines. 1In that spirit, you are invited to contribute
articles, letters and reyiéws to CRYPTOLOG. | v
is the Cryptanalysis representatrve on the
oard ol Advisors. She can provide editorial guidance and.w111 be happy
to accept articles for publication. .

.

13
II“IIllllllIlllHll"IIIHIHH“HHHllllH'llllIII!HIIIIHIIIIIIIVIIIHHIIIIIIHIIIIIII".“Hllllllﬂﬁnllllllllllltllllllllll
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6. ACTION LINE .
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(U) QUESTION: The comment was made at the 1994 CA Conference that, whereas
morale had been a problem the previous year, it no longer was

now. - I think what really happened is that there was such a clear
non-response to morale problems that people quit discussing it.

(U) Management in Z Group has yet to respond to some of the morale
problems. created by the reorganization, and should provide some means
of communicating these problems to management, other than town meetings
that can put those with complaints in a high pressure, potentially
embarrassing situation.

signed "sleepless in Z*

ANSWER: From Chief 2

{T™e€e). The 1993 CA Conference was held less than a year after the

DDO restructuring, the creation of Z Group, and a major internal
reallocation of resources. Not surprisingly, the changes that were
" taking place created some unease within the workforce and were the
cause of some of the morale problems surfaced by the Conference
participants. In particular, the drawdown of the effort against the
Soviet problem and the reallocation of resources to other problems left
a number of people uncertain about their future. Many were moved to
new jobs, some requiring new skills. Some of the organizational
changes resulted in confusion over roles and responsibilities. 1In
retrospect, there are clearly things that could have been done to
handle this transition more smoothly.

(U) while there was less attention focused on morale during the
1994 Conference, I certainly don't interpret this to mean that we have
solved all of the problems that were cited in the 1993 Conference
.report. I hope that we can make more progress toward this objective in
the coming year. Input such as that provided by the Conference
attendees is invaluable in identifying the kinds of problems that we
should be focusing attention on, and I hope that we can find other
means to allow individuals to comfortably communicate such concerns.

We have an exceptionally talented workforce in Z Group and a
challenging set of problems facing us in the future. We cannot afford
to let poor morale or lack of motivation prevent full and effective use
of our talent.

khkhkkkkdkhkhkdbhkdkhkkddhkdrkrkdhdkdkhkdhkhbrhhhrhhbhhkdbdthrdbddhhdbbhhbdbhrhddhhdbdrdhkhrhdhk

=€9= QUESTION: ) ’ -
a) How many people are C/A certified?
b) what is the breakdown by grade?
c) Currently, how many aspirants are there?

signed, "an aspiring cryptanalyst"

l(b)(3)—P.L. 86-36

ANSWER: Provided by | l.chéﬁ biéc": T
a. As of 24 May 1994, there are [::[prpfessiéﬂalized Cryptanalysts here.
b. The breakdown by grade is .- - .

ste [ .

9/23/2010
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SCE
15
14
13
12
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c. There are[:::]hspirants; the distribution by grade follows:

GRADE ASPIRANTS

15 Illlllllllll'lllIIIIIIIFIIIIIIIIIIIIII
14
13
12
11

[oe-98 T a- (o) (@)

[ RS Y-
*

Military| : ' .
Enlisted .
Officer : .

An aspirant for Cryptanalysis certification is anyone*who has
registered with the Cryptanalysis Career Panel, with the
intention of pursuing professionalization in Cryptanalysis.
Registration consists of submitting a recent Personnel Summary, which
includes job experience descriptions and lists of training courses
completed. Professionalization in Cryptanalysis requires the successful
completion of six major categories: ’

1. Three years cryptanalytic experience

2. Three diversity assignments, each at least six months in length

3. Training courses, as described in the criteria document
CA-104, CA-107, CA-110, CA-112, CA-123, CA-219, CA-223, CA-261,
CA-DO01, EG-243, MP-119, and either MP-220 or MP-227

4. Passing the CAPQE

5. Approved Technical Paper

6. Approved Computer Program

dekdekkkkdkhdhdhhdhddhdhhddhhhddhhhkhdhkdiddhdhkidkdddhihkhddkddkddkkdkdhkhdddkkkkdddhihiiiik

{U) QUESTION: Is it true that the Z Group Vision Statement was recently
changed? If so, why and by whom or by what committee? Also, how does
the new statement differ from the old one? -

Signed by "curious in 2"

ANSWER: Provided by Tom Yodzis, the Z TQM Coordinator

“Yes, the Z Vision Statement was changed, though not recently.
About a year ago, Mr. Hoover felt that the original Vision Statement
could be more effective if it were shortened. .

Thus, *Turning Today's Challenges Into Tomorrow's Successes
Through Innovative Cryptanalysis" became "To Read Tomorrow's Enciphered

(b) (3)-P.L. 86-36
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Communications”. This new Vvision is presently being put on plagues for
mounting at several highly visual points within Z Group. They should
be seen shortly."

kkdhkkhhdkdkdkdhkhrdhbhhdrdbhhkdhdbdhhrrbrbhhbrrhdbhhhdhhhrhddbdkedhohdhbhbbdkdrhbrhhbid

QUESTION: . "Why does the CA Intern Program, whose graduates go
mostly to Z group, reside in Personnel, while the CMP program, whose
graduates mostly leave Z group, warrant its own division in 2?"

ANSWER: Provided by | l

The Cryptologic Mathemat1c1an Program {(CMP) was establlshed to

support the entire mathematics community at NSA, not Jqu Z,Group.

Each technical Key Component invests billets in the program and'reaps a

return on its investment in the form of graduates, roughly in L
proportion to the number of billets invested. Of the approximately [:::1 e,
CMP graduates still at NSA, about | fare:im the 1t 171 . ETE % e e e
Operations Directorate. Most of that [ Jare in Z. In recent years,

the rate of CMP billet support from Z has increased to about -and

the proportion of graduates staying in Z has risen to about over® "t ..., ,

the past five years.

For the rest of the question, let's review a little history. There

had been a major math hiring effort in 1951-2, known as the Junior

Mathematician Program, but that was not sustained. The Cryptologic . .
Mathematician Program was established in 1963, when it became clear .
that there was going to be a sustained and rather large math hiring .
effort again. Since most of the new hires were assigned to the .

Operations Directorate, the Operations and Personnel managers at the R
time agreed that it should be administered in Operations, and Pl was .
given the responsibility to run the program. . .

|9€—98 ST - (€) (D)

Just a few years later, other disciplines decided that they, too, would N
benefit from a program similar to the CMP. This time, though, the .
Personnel managers decided to set up a career development program, to .
include career panels; and such a comprehensive effort, they decided, .
should be run from the Administrative Key Component. The first intern ,
program to be established was for cryptanalysis, and several others S
were set up in quick succession. Although many of these programs were. ’
geared to Operations, not all were, which gave additional support to ,[°

the notion that the intern programs should be run from Personnel. .~

when the Mathematics Career Panel was established, they decided not to
set up a mathematics intern program, because the CMP was already in
existence and meeting that need. I think there have been questidns
raised from time to time about why the CMP is in the OD, and the best
answer may be that it was just a matter of timing. The CMP was first,
and it was successful; and there has never been much motivatjdbn to
dislodge it from Operations. It became a division because the
reorganization of the OD in 1992 did away with its former home base,
Pl. .

You may be interested in knowing that there is at least,’one other
officially recognized Agency program which enjoys a status similar to
that of the CMP--the Resident Signal Engineering (RSE) Program,
administered in R5. It was established several vear$ ago, well after
the advent of the intern programs, and was modeled.after the CMP.

»
-
.
-
-
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7. TECHNICAL EXCHANGE -

l .

from Chris,Cdpple,| |

(Editor's note: Chris' Technical exchange artical was classified
at a level that was not allowed on this home '
page. We have removed it so that the remaining
articles could be viewed. Those within Z group
can see the entire newletter including Chris'
article ‘

here

Khkhkkkhkhhhkhkkrhdhhkhrdrhkbdhhrbhhrrhrdhbhhhhdhhkhkhhdhhhrhohhhhkdbhhbkrrhrhrdhk

L1100 17770707707070700170070710770777077077777177707110107071777107177117177177

8. TELECOMMUNICATIONS TRAINING

}ﬂq The Z Telecommunications Training Board (ZTTB) was established by
Chief Z to help ensure that the Z work force is adequately trained in
modern telecommunications technologies. These technologies are having
and will continue to have a significant impact on Z Group targets and

missions. Collection, processing, and | lall are
essential to our mission and all are affected by technological
advances. ' "

L]
L]
-

TG{ Last year, the Z Telecommunications Training Working Group (ZTTWG):' ‘.,
a group of Z technical experts, studied needed and available training. ‘.

L]

They surveyed available training courses, both NCS and external,

and evaluated them on their applicability to Z Group needs.

The ZTTWG report recommended creation of a standing group to address
training issues, and the ZTTB is that group.

(1) (D)

T1ta-(g) (a)

The ZTTB works to identify necessary training needs and find
suitable presentations. It is investigating overview training as well
as tightly focused offerings. In addition to reviewing and

9€-98

recommending established classes in NCS and from external sources, the

board sponsors the development of in-house seminars which take s
advantage of the many subject matter experts in Z Group. One example *e
of this approach was the recent one-day seminar on data compression, .
presented on May 17. The board is also working to acquire videotapes .
of selected talks, to be available from the Z Library. .

M8, It is imperative that we in Z know what telecommunications systems .°
are doing for us and to us. The bit fairy cannot be trusted these ‘ N
days (never could be, really)., | |

[7b)(3)—94h 86-361 9/23/2010
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i Z needs analysts who are able to exploit : 0;

modern telecommunications Fully:
(b) (1)
(b) (3)-P.L. 86-36

(U) If you are a supervisor, you should encourage your people to take

advantage of the training opportunities. Also, you should develop a
list of necessary knowledge and skills, and make these needs known to
the ZTTB through your office representative.

{U) Individuals should look for ways to expand their knowledge. If you
find something good, let others know. It doesn't have to be a class

or a seminar-a good book is gold. Find out what you need to do

your job and make your supervisor aware of your needs.

(U) The board is interested in high quality presentations, and so
seeks out and listens to feedback on training events. If you attend a
valuable session, let your office representative know, so we can make
more people aware of it. If a training event is not all that it should
be, we want to know that, too.

The members of the ZTTB are:

Yo

ﬂlﬂllIHIIHIIIIHIIIIIHII“.IlllIlﬂ-IIlllIIII-III‘IIIH.”Hllﬂﬁ‘l.lII'l.'lHlllll.lll!lﬁll.llﬂ! .
L]

LITIIEIIIIITITILE7T 0000002077 000000707070701770701017771010701011117111 " .,

9. BOOK REVIEW: APPLIED CRYPTOGRAPHY Reviewer)

Applied Cryptography, for those who don't read the internet news, is a
book written by Bruce Schneier last year. According to the jacket,
Schneier is a data security expert with a master's degree in computer
science. According to hig followers, he is a hero who has finally
brought together the loose threads of cryptography for the general
public to understand. Schneier has gathered academic research, internet
gossip, and everything he could find on cryptography into one 600-page .
jumble. .

Trd-(€)(q)

9¢€-98

The book is destined for commercial success because it is the only .
volume in which everything linked to cryptography is mentioned. It has .
sections on such diverse topics as number theory, zero knowledge N
proofs, complexity, protocols, DES, patent law, and the Computer .
Professionals for Social Responsibility. Cryptography is a hot topic.’
just now, and Schneier stands alone in having written a book on it .’
which can be browsed: it is not too Aary. .

.
.

Schneier gives prominence to applications with large sections.én
protocols and source code. Code is given for IDEA, FEAL, tuiple-DES,

and other algorithms. At first glance, the book has the ldok of an
encyclopedia of cryptography. Unlike an encyclopedia, however, it can't -
be trusted for accuracy. ot

© 9/23/2010
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Playing loose with the facts is a serious problem with Schneier. For
example in discussing a small-exponent attack on RSA, he says "an
attack by Michael Wiener will recover e when e is up to one quarter the
size of n." Actually, Wiener's attack recovers the secret exponent d
when e has less than one quarter as many bits as n, which is a quite
different statement. Or: "The quadratic sieve is the fastest known
algorithm for factoring numbers less than 150 digits..... " The number
field sieve is the fastest known factoring algorithm, although the
quadratric sieve is still faster for smaller numbers (the break even
point is between 110 and 135 digits)." Throughout the book, Schneier
leaves the impression of sloppiness, of a quick and dirty exposition.
The reader is subjected to the grunge of equations, only to be confused
or misled. The large number of errors compounds the problem. A recent
version of the errata (Schneier publishes updates on the internet) is
fifteen pages and growing, including errors in diagrams, errors in the
code, and errors in the bibliography.

Many readers won't notice that the details are askew. The importance of
the book is that it is the first stab at putting the whole subject in

one spot. Schneier aimed to provide a "comprehensive reference work for
modern cryptography.® Comprehensive it is. A trusted reference it is not.

LN R AR R ENEEENENENENEENDRENNNRENENEEEEREENENEREENNNNRERENENENNENRNENNERNEREZS;EHSNRJENRSENIERSH;H}

LIILLLITIEP 077780007000 0700 000070707 7707077707770077000077007787771777777777

10. PUZZLE

9 to 5

Nine of the clues below lead to 5-letter words which are to be entered
vertically into the diagram. The other clue gives a word of 9 letters
which can be entered horizontally in the middle row. The clues are in
no particular order; it's up to you to figure out which words go where.
As a help, all of the letters for the 5-letter words are taken from the
9-letter word. Solution next issue.

bury tips
evildoer worth
unmoving up
because misdeed
Le Havre Holy sting

Fo e b e e e e e e o e e e e -

N I e I B

R e e ket S R R P

e e R e e e bl STt 3

s il it St T S LS

I I A R

R D it il Sttt tat TS

[ N R I R I B

e L B O i Sabatet St TS Y

Send your answers tol L and next month we will
publish the names of those who correctly solved this puzzle.

.
LA R RN RN LERNRERNRESNNERSEREEERERENE RN ENENNREEENERENNENRESENEEE N RN RN NREXENNENERNEREN)
.

‘l(b)(B)—P.L. 86—§EJ

®
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11. EDITORIAL CORNER

If you have a relatively short technical treatise which you think might
appeal to our readers, please submit it to any of the editorial board.

In fact, if you have anything you would like to have considered for
inclusion in future issues, please forward it, IN ASCII format, to one
of the POCs listed below.

We would very much like this newsletter to represent a broad
cross~section of the CA community - we need some more velunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

NOTE: We MUST receive any submissions for the July issue by 24 JUNE.

Frkhdkdddhddkhhhdkdkkdhhkhhdhrhhhhhrhhhrrkrh Ak dkhk bk hkk kA xrhrk kb kA AR A dAh kA h*

EDITORIAL BOARD

Page 15 of 16

m Puzzle Editor| | .
ack_Ingram, - Cryptologic History Museum, .
“} ycs . .
OFFICE Reps e ~:t'. ) B .
(o) (3)-P.L. 86-36
Return to Kryptos Home Page
NSA Home Page
(b) (3)-P.L. 86-36
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DATED 3 Sep 1891
DECLASSIFY ON: SOURCE MARKED "OADRY
DATE OF SOURCE: 3 SEP 1991

(b) {3)-P.L. 86-36
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1. PERSPECTIVES IN CA - (We will be asking CA Seniors to contribute their
insights. We hope to feature both a 2 and a non-Z perspective each month.)

a. —te-eesy ] Chief | |

g

NSA's research is a series bf dlinks, each with a dLstlnct'but
overlapping role to play in assurlng that cdrrent and future
cryptanalytic challenges are met successfully. For cryptanalysxs these .
links form a circular chain which extends from an outside organnzqtlon, .,
IDA/CCR, to teaxr of analvsts in various Z Offices. Fagh link plave'ahe.,, 6 °-..
important role, . I
) [0y (3)-P.L. 86-36

s
. .

. .
. .
.

.
»

utility of this link 1is evident to all and. it works very well. ! !is

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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Z's window to the outside world. It administers grants programs,
provides our interface with IDA/CCR, provides theoretical research on
general questions of cryptanalytic interest and finally and most
importantly it contributes directly to Z problems in terms of integrees, -
directly working on Z problems, and participation in SCAMPs, miniscamps,
expert conferences, working groups, and seminars such as ACE and CARD.

(b) (1)
(b) (3)-P.L. 86-36

In today's environment of swift technological change, a viable
technical organization such as Z must guard against the propensity to use
all of its energy fighting today's problem, otherwise it will surely lose
tomorrow's battle. Research is not a luxury, it is a necessity.

[Editor's note: Joe has also started to write a short historical perspective
on this subject which may be published in a future newsletter.)

LA AR AL R SRR R R R A2 R R R S Y R R R R R R R R R RS R R R R R RUR R R (b) (3)“P.L. 86-36
b [ | cniet mS1 - av RSl mamze .
{(Editor's note: [::::::IR51 Fable was classified at a level )
that was not allowed on this home page. We O
have removed it so that the remaining .
articles could be viewed. ) .
In order to see the entire newsletter click here N

LIETEEIIITITP 207008070700 70 0000008070000 00070077700780010001200001717771171

2. CALENDAR OF EVENTS R
UPCOMING s
July 1-4 First Annual Meadefest (Burba Lake -
1730 on the 1st, 1200-2300 July 2-4)
July 4 Fireworks at Burba Lakeé

)
.
-
.
-
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July 7 CMI Talk - (0930-1100, Friedman) . _ . [0 ()-2.L. 86-3¢
-'New Results in wavelet o
Analysis) ot

July 8 KRYPTOS Literature Contest Papers Due

(Poq ‘
July 11 Z Technical Forum “Modem Error Correction"

by | k1300-1400, oPs 2B,

Rm #6) (see TECHNICAL EXCHMANEE fqr, more

details) : ..“b)(3)—P.L. 86-36]
July 31 Last day of Thrift Savings Plan Open Enrollment
Aug 8 Z Technical Forum Talk - Asynthoﬁous Transfer

Aug 15 - Sep 15
aAug 20
Aug 21

Mode (ATM), by

Flexible Employment Open Season
Aviation Appreciation Day - Tipton Airfield
Raindate for Aviation Appreciation Day

Oct 17-21

LT L

(b) (1)

PLAN AHEAD:
March 27-31, 1995

oct 21, 24-25, 1995

{b) (3)-P.L.

(b) (3)-50 USC 3024 (1)
86-36

CARD (GCHQ)

Conference on Computer Communications

PIEITLLIIITI00 00070807 00000000000000000070007070700007080100111011071111¢1

" 3. WORD FROM THE CACP -

a. (U) Congratulations to our

most recently certified cryptanalyst -

KEA R A AR AR XN NI A A KA AR IR LT R ARRN KRR A KKK KR NK RN

b. “¥6y INTERN BIOGRAPHY

****.**********************t*

»
-..
-

(Each month we will introduce one or .tyo of

the most recent people to have joined either the CA Intern program dr~.
the CA Tech Program. In the future we may also include interviews w1th
some of the more senior members of the CA community.) Two CA interns

are responsible for these profiles. interviewed this
I Fka e

month's Intern, and TR
Hl'lllllll'nnllllIIlll!llllllIlllllll!Ill"ll‘lllll‘IIJI‘I!-lllI‘FH‘lrllllllllIIll||l|llnllNIlll.lhull"l'l'ﬂ'lll!l"liﬂll“"ﬂ‘l“

is currentl i r £i r
She is assigned to] s

a

(U) saw the intern program as a chance to finaily get over to
*the other side of the house" and try cryptanalysis firsthand. In
fact, it was her interest in cryptanalysis that brought'her to the
Agency. Meeting an NSA recruiter at a career fair her senior year of

L]
.

.

.

L B

-

(b) (3)

-P.L.

86-36

L]
. -
3

(o) (

1)
() (3)-50 USC 3024 (1)
(b) (3)-P.L.

86-36
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college led her to research the history of cryptanalysis. She decided
that the Agency's mission sounded much more interesting and worthwhile
than most of the other jobs available. . Lt

c. (U)[::::::::::].Chairman of the CACP, has brought to our attention a
briefing recently pfdsented .o the CACP by three 2412 cryptanalysts who
conducted a survey relating to ‘ca* CErblfxqatlon (A recap of their
findings is presented .below.) Bob would like t4 nda that the CA Panel
would be interested in other ideas too. e,

(b) (3)-P.L. 86-36

Dear Cryptanalysts: ' .

You might think that we are the founders of the Cryptanalysis ,° .
Liberation Front, but au contraire! Actually, we are just three conterned cryptanalysts.

After listening to several frustrated co-workers in Z4 wh6 are. trying
" to get professionalized in CA, we decided to approach upper management .
with our concerns. . We were encouraged to research the po§51b1e problem
areas and to present our findings to the CA Panel. . .

. -

Wwith the help and guidance of| I the career .
development advisor in z4, we formuldted a course of action. Wanting-to
know how other cryptanalysts in Z Group felt about this topic, we s
created a survey. We asked the Chairman of the CA Panel, another .
member of the CA Panel and the chief of 241 to review the questions dbn
the survey to obtain their comments and suggestions before it was sent
out. The survey was e-mailed to division level management requesting
that it be passed to all members in their division. We received oyer
130 responses. We also called seven other career panels in order .to
accumulate their professionalization criteria and statistics. In-
addition, we talked to M33 to get information about the Job Task,
Analysis (JTA) procedure and status. A JTA is performed tc obtain
legally defendable professionalization criteria for a career field.
Finally, we acquired a copy of the Work Transition Force's repogt on
the needs of NSA's work force in the year 2000. .

]

Using the above mentioned data, we gave presentations tq the 24
Technical Advisory Board (Z4ATAB) and the CA Panel at their June
meetings. Based on survey comments, we proposed some alternqtives to
the current professionalization criteria and procedure. The.members of
the CA Panel were very interested in the thinking of the cryptanalytic
community and expressed their desire for aspirants to seek fheir counsel.

One of the slides in our presentation that you might'find
particularly interesting contained the results of the suryey for those

that are certified. (Sections of it are presented below.}
*hkk ki Certified * kR . :
Number of people surveyed: 90 .
4. Number of attempts to pass? .
Exam: 1-5 Paper: 1-4 Program: 1-3 .

6. What part caused difficulties?

9/23/2010
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Exam: 32 Paper: 12 Program: 9
8. Satisfied with the CA professionalization?
Yes: 37 Neutral: 11 No: 31

9. A written exam of the type currently used is a good measure of
cryptanalytic ability?

Yes: 64* Neutral: 8 ©No: 14 (*many of these said "Yes, but...)
10. Having writing and oral skills is a good idea for professiomalization?
Yes: 77  Neutral: 6 No: 4
11. Having programming skills is a good idea for professionalization?
Yes: 69 Neutral: 5 No: 14
12. would you like a CA professionalization where a person can choose to
be professionalized in one of a number of specialty areas that best

describes her or his career field?

Really bad idea: 19

Bad idea: 24
Neutral: 14
Good idea: 19

Really good idea: 13

We would like to thank not only those who responded to the survey but
also those who showed great interest and support during the entire project.

We have a handout of the slides we used in the briefing, a handout
containing all the comments from a random sample of a third of the
respondees, the letter from the Chairman of the CA Panel in response to

. our briefing and a copy of the survey in softcopy form. If you have not
yet received any of these via e-mail and you would like them, they are
available. If you are in Z, please ask your Division Chief, as they were
sent to Zdistro3. If you are not in Z, e-mail any of us with your request.

Sincerely,

“b)(E)—P.L. 86—3q

*i-*******************i**i***************************t*************&***‘**i

////////////////////////////////////////////////////////////A/Y)/Lf///////"

4. TECHNICAL HEALTH IR . ,'
e K L
a. (FOWQ) TECH TRACK CORNER e R
The Cryptanalysis Technical T{apkfié;hméttéafby K
I. Current Technical Track Revjew %;nel fTTﬁb} ."

+
A *

Voting Members: [ |Chairman, -’ | -
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Floyd Weakley*
- .j;o:med as new members in June

-
KR
e
...

I

-
.

Non-Voting: | l Z Plan Executive
"1 €A Panel Asst Executlve" .
ll.-........11 ...'....
II. Current CA Title Distribution: (includes TTRP members) Yreaay g,
. (b) (3)~P.L. 86-36
Member Senior Member Master
. . * -
. * ~
Note: There is no "expected" or pre-set distribution. These . .:
numbers represent those who were the first to apply, including those | .
selected to serve on the Panel itself, evaluated against the publ:.ahed .
criteria for CA Titling. . .
* l.
. * LY
- III. Needed: A few more good cryptanalysts! e :
* '.
New tech track applications continue to come ixf. Those from the. :
more senior members of the community are especially.déncouraged, since L.
. . -
*
The use of titles allows quick,identification of the . 7
L]
N ay

(1)

resources available in the community,, When special needs arise;
*
*

..
.
»
. -
-

(2)
technical track status, and
Technical titles may soon be used in the selectlon .
process for newly establa.shed titled technical positions.

.
*a

Promotion boards are beirng advised to consider

Submit the one page

L]

(3)

e
L

The process is relatnvely simple:
application form, accompam.ed by a current persum, to the CA Panel
Any of the 11§ked panel TTRP members can be contacted
for information or advice on the application process. R
L d
*i*****i*********’*t**********i*************************************'ﬁ****

Office.
Below is the <urrent title distribution for z personnel who have
applied to .some of the other TTRPs. (These statistics DO include t;'he

members of the various TTRPs. ) This information provided by Er
Exec for Z Tech Track Plan. . * .
Member Sr. Member Ma.ster .
Math g
Computer Systems .
Signals Analysis h
Intelligence Analysis .
Signals Collection .
Engineering N
llllllllllIIIII'HIIlllllllI"Ilil"HllIlllll‘lll"lnllllnlll"llnllll""!ﬂlllllllll'llllllllllll"ll'llllllllll-'llIllIlllIl'lll"ll

L]
L]
-

b. (U) 2z4 and Technical Health
(FoBel. There is a new Zd4 newsgroup on ENLIGHTEN called "z4.technews"
It is going to be used by the Z4 TAB (Technical Adv:.hory Board) to post
This board was formed

information related to technical issues in z4.

9/23/2010
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by Chief, z4, for the purpose of advising Z4 management about the
technical health of Z4. The current membership is |

(U) 2Z4 technical health items which will be posted are
announcements for seminars, courses, technical talks, diversity tours,
the Z mentor/resource program, reference documents, and contact points
for new technology. Since this is a 24 newsgroup, it could also be
used to exchange information on operational problems, cryptanalysis,
tools, techniques, etc. If you are posting an article containing
target information, please do not cross post (post in groups outside
z).

Page 7 of 18

(b) (3)-P.L. 86-36

(U) We understand that not all 24 is using/trained in ENLIGHTEN.

Until that happens, we will be operating in a parallel mode and sending

this information out via e-mail.

(U) If you have any suggestions for Z4 TAB actions, please post

your comments/questions in z4.technews or e-mail any TaB member. We
look forward to hearing from you and starting an active exchange of
information. )

khkhkhkkhkhkhhkhkthhkhkx

The following information was posted in z4.technews

Te=66Q) The Z4 TAB has created the following list of technologies
along with points of contact who are willing to answer any question
regarding the topics. If you have additions to this list, please
post/e-mail. An additional list of mathematical techniques and
cryptologics and associated points of contact will be posted/e-mailed
later.

NEW COMMUNICATIONS TECHNOLOGY

(b) (1)
(o) (3)-50 USC 3024(i)
(b} (3)-P.L. 86-36

(b) (3)-P.L.

86-36
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(b) (1)
(b) (3)~50 USC 3024 (1)
PROCESSING and DATAFLOW () (3)-P.L. 86-36

VHHAHRRA RIS AT AT H I I NN NN AN R I U NN NN NN NI NI I N AN WHE NGRS

¢. TECHNICAL EXCHANGE -

(1). 2 Technical Forum Presentation - (July 8th - see CALENDAR for details)

(U) The classification of the talk is TSC.

****'k***l-**'k**il'i****ii**t*********k*****i**i****************i***************

(2). PROBLEM OF THE WEEK - {from cryptanalyst)

[(b) (3)-P.L. 86—36]

LT L
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(U) I would like to make sure everyone is aware of the Problem
of The Week offering that is currently available. The Problem of The
Week group began when a few cryptanalysts in Z441 started to work the
*London Times" Sunday crossword puzzle at lunch. (If you have never
tried it you might enjoy it. The puzzles have "cryptic" clues--their
terminology not mine. A single puzzle may take several lunches to
finish.) As we began to solve the puzzles more quickly, we started
looking for something else to do at lunch. Several members were
studying for the MAY 1994 CAPQE, so I received permission from the CA
Panel to distribute problems from the NOV 1993 CAPQE. I.began to
e-mail one problem per week to each interested person in Z44l1. Each
person would work the problem individually, but invariably discussion
would break out on how things were proceeding and who had the "neatest"
solution. We found that almost every problem had an easy solution, a
hard solution, and a very hard solution (e.g. exhaustion). I decided
to expand the effort to include all of Z44 in my e-mail alias. well,
it did not take long for the list to include people from all of 24 and
then all of Z.

(U) Here is how the Problem of the Week works. One problem from
the last CAPQE is sent out each Monday morning as an attachment to an
e-mail message. A solution, including a narrative of the technique
used, is sent each Friday morning. The problems are meant to be fun
exercises which can be used to keep your skills sharp and help you
learn new techniques. Each problem is designed to be solved in half an
hour or less. I had hoped that people would try the problem by the
middle of the week and if necessary seek help within their office
before receiving the answer on Friday. I heard that some people were
not having the open discussion like we have in Z441, so we started
meeting on Friday mornings in 1S037 at 11:00 to toss around the problem
of the week. Activity waned as the May 1994 CAPQE approached.

(U) New problems will soon begin arriving in the mail,
including the spanking new May 1994 problems. If you are interested in
receiving the problems and solutions in the mail and are not already, ....

receiving them, please contact me at| | Also, if you are , s * ‘;
trying a problem and get stuck, please e-mail or call me at[:fi::::i L3
and I will g;ve you a hint. .3‘.~
v LI 4 .
ﬂll'lllllllllllul'l"!llvllllﬂllIllIIlllllHI'Il'llt"ull-IIIIHIIIIllll'll‘ll.ﬂll-II‘III"I‘I-Il.ll'll!ll'lll'lllll'lll.ll.l:ﬁln.
(3). (U) PROBLEM OF THE MONTH - In keeping with the above, has«

suggested that the newsletter carry a technical problem each marth, alorg
with a solution for the previous month's problem. He has givyén us a
sample from a past CA Professional Qualification Exam (CAPQE). We encburage

others to submit potential CA problems for the Problem of‘the Week oxn for
future exams to him or to ead of the CAPQE committee,*

Page 9 of 18
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A
4

(b) (1)
(b) {3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

.
*
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(b) (3)-50 USC 3024 (1)

(b) (3)-P.L. 86-36
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5. COMMUNITY SERVICE

ADOPT-A-SCHOOL PROGRAM

NSA-Meade High School's Adopt-A-School program his completed its
first school year. A joint effort initiated by the Deputy ‘Director for
Support Services and the National Cryptologic School, the program has had
approximately 190 volunteers who have contributed close to 1500 h9urs.

*

(U) a.

Volunteers have participated in various activities such as -
tutoring, mentoring, guest speakers, helping to repair school ..
The school has .,

equipment, and computer installation and maintenance,
received file cabinets, blackboards, old books from the library, and
furniture. Despite the tremendous support the program has received .
from the NSA work force, help is still needed. Below is a list of .
[(®) (3)-P.L. 86-36
..
*a

activities and coordinators for the Adopt-A-School program printed, with
the NSA program coordinator for publicity. .

the permission of
Feel free to contact the POC's directly if you are interested in
DDS has granted admin leave for this volunteer program, « ¢

volunteering.
. -
. -

SUMMER WORKSHOPS et *
2. writing worKshop

1. Citizenship Tutorial
"How to Write Research Papers®

3. Mentoring Seminars
The first seminar in July will focus on helping to develop self-esteem.

Three week workshop preparing

‘students for the state 12 ~*28 July, 0800 - 1800 .
mandated exam. . *Tuesday and Thursday . S
12 - 28 July, 1200 - 1400 ,«"  PpoC:| . |
Tuesday and Thursday .t L .
POC: | | . .

Other mentoring seminars will follow. Note: These sefiinars are for
Similar seminars will be developed for those wishin

existing mentors.
to become mentors. For more information contact [.
*

»

.
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NSA SUPPORT TO MEADE HIGH SCHOOL
DIRECTORY OF ACTIVITIES

STUDENT SUPPORT
Tutbring Programs
1. Math and Science Help

2. Language Help
After-Hours Clinic
(Spanish, German, French)

After-Hours Clinic
POC: [ |
Tl POC: |
3. Reading Asq-istance ) 4. 'Writ;ing Assistance (new) “
In-class remedial reading program Writing ,Lab *
POC: [~ ] POC: Ig '|
5. Social Studies Assistance (new) e, ] e, o
POC:I e ey, ‘e ., -
T L I
Mentoring Programs ___|(b) (3)-P.L. 86-3¢
1. Educational Talent Search 2. Female Role, Models" "~ Lt O
Mentoring program for the . . After*hours mentoring: program t
1st time college students e POC: I Let "t l .
POC: | R .

3. Black Male Role Models PR .
After-hours mentoring progr . . [(o) (3)-F.L. 86-38
POC: | R

st '-'-‘.‘“‘t: ¥

Hobby Clubs " P L T A A A

1. Chess eertt ] Genea *(hew) SRR LIRS
POC: | | . . PoC: AN
s ® Y . * . » - .
3. Gaming 4.  AT&T Investment Ch MRV
POC:I l POC‘:.““ ."" . .
. * . * . * . * ,. : .
FACULTY SUPPORT e RN : o
1. Computer Software Support ,+" ,-° 2. Databgsé Support . -
) Ad-hoc training teachers *in .t Admin support to Maryland .
DB3, LOTUS, WORD PERFECT . ° . * Tomdrrow Program . ,
POC: | io.r l 4 . *POC3 | J .
3. In-Service Staff Training .* 4.+ Athletic Departmepit Support .
E2 presentation on Learning Stvles . Assist coaching/ -«
POC: | . coordinate with Agency ,
. POC: I » I
FACILITIES & EQUIPMENT . .
1. Computer Hardware . N
Donations and Ad-hoc suppdbrt installing computers .
POC: I .'
2. Excess Equipment Transfer’ .
Consultant

.3. Facilities Repair, Furniture and Material Donations
Donation of excess furniture, books, maps, poster§, etc.

«
-

- 9/23/2010
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for installing folding doors, repairs to sound system, utility
vehicle, popcorn maker. and future---building walls, installing
fence, and telephone lines

POC: | |

Administrative leave has been authorized for those who participate in
the program (PML 1-94, 28 Jan 94). If you would like to volunteer or
need further information the POCs are listed below.

9£-98 "1°d-(£) ()|

Program POCs

-
N L T I T A i i 9
. __.--'

| |, tProgram Manadety,

. " L]
| (NSA program egordinator, .,pubh‘t:i"t‘ir?, : .t

(oG ) v e ° *
1C Relations Advisor).[:::::::::I

LILEEEEIIETTI0100000000000000000000000000000000001700001710771000701111717771

6. ACTION LINE

(U) QUESTION: I have recently heard a rumor that promotion boards have
been instructed to consider a person's tech track title during promotion
reviews. 1Is this true? If so, isn't the tech track in danger of becoming
what everyone predicted - another hoop to jump through? Please set the
record straight on this matter.

' Signed -

Sstill Willing To Be Convinced

L2 X222 R 2RSSR SRR RS R RS R RRS RS R 2R R AR 22 222Xt Rt d S s

ANSWER: (We asked a number of people to respond, and they did. Responses
follow in the order received.)

(U) a. Froml lEx—Chair of the Z GG14 Promotion Board:

Although my term as president of the Z 14 Board has expired
(new board not named yet), I will nonetheless venture a response to the
question you have submitted.

I am quite certain that most promotion boards and their members
suffer from an overabundance of "guidance", official and otherwise.
There are many areas of professional and personal achievement which a .
promotion board must consider in evaluating all eligible candidates. -0
Education, certification(s), sex, race, performance and potential, and .t .
training are some of these areas; there are others. The trick is how to, . .
accommodate all the guidance, be faithful to your own sense of riqht" *
and fairness, and then, after much agonizing select a few good ohes .
from the many good ones. The fact that one holds a Tech Trabi Title is .
a professional accomplishment and needs to be consiﬁeré&} but this is a .
subjective, not a mandated, consideration. I *

. .
P .
. *
.
. * .
nullnnllnnllnuunllnuununnulluunnnunn‘n-ll‘ununnuulllluIlll|ll|nnuwllllnununinunununuull’lln
. .
YA .

[oc-98 "17a-(e) (D]

(u) b. From| Chair of the Agency GG1l5 Promotion Board:

During the period the FY94 board was sitting there were no
notations in the promotion records regarding Tech Track Status.. So the
short answer is, "no, we were not instructed to consider tech track
status®. Board members did glean from the persums and from the
nomination records whether individuals were in technical, technical
management or management positions, and we kept ourselves aware
throughout the selection process of the relative share .0f promotions

.
.
.
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going to each of those categories.

When the Technical Track is incorporated into the formal
record, promotion board members will surely take membership into
consideration. The boards are always faced with'a dilemma: there are
more people deserving promotion than there are promotions to award; so,
every legal factor available will be used to select the MOST deserving
from the group. If all other factors appear equal in a competition
between two individuals and one holds an advanced technical track
title, the promotion will go to the title holder. Or, put in another
way -- If you were a technical track master and saw someone in your
field get promoted who had not bothered to participate in technical
track at all, what criteria would you think a selection board was
using?

Technical Track title requirements strike me as far more than
*hoop jumping”. The requirements describe performance and behavior
standards that clearly define the characteristics of a professional who
is committed to the continuing development of the art and science of
the field. It is not a meaningless exercise to identify and recognize
such people, particularly when this recognition process is managed by
peers in the field. It is these people who are the high potential
performers, the strength of this agency and the guardians of our future.
And, interestingly enough, those are alsc the people we want to promote!

Illlm"llllll"Ill'nn"llll!l”llllllllIINIIIIII“IIIIHIIlll'lll!l!”'H"llllll!lllll“"lillll"lln""nllllllli"IIIIIIN"

(U) c. From l Chair of the Agency GGl4 Promotion Board:

‘Promotion Boards are seeing less and less discrete data. With
the new performance appraisal system, boards are down to the
promotion write-up, the persum, and awards. When doing a zero-based '
review at the Agency level of someg::::zps—l3's, any merit-based

indicator is bound to take on added signifitdnmcé. * » = » e v v v n oo o v L., . A

. If my memory serves me right, the records we reviewed did show
that a person was 'tech track', but with no titles. Titles -- or
descriptions that more or less matched them -- have begun to show up in
promotion write-ups.

It is certainly true that technical qualifications in general,
and tech track participation in particular, carry increasing weight in, .*
the GG-14 promotion process. Recent GG-14 promotion statistics_will'
bear this out. We received no specific guidance to “consider a
person’'s tech track title." We were, however, charged 46 “increase the
number of technical promotions--and that's how it ‘should be.

.

-
»
llnnllnnllnllllullnllwnnllulvnullllnllllnllnnunnn‘ll'll‘l!nllﬁlv«l!llnlln!lllnnnunnlluuununuunnnnnun
.

\d -

.

(U) d. From Chair of the DDO GG1l4 Promotion Board .

The new DDO-14 board is not yet making explicit use of Tech L
Track Status. In fact, that information is not recorded in the data we
have been given so far. We will first see that (albeit an incompleté
version) information when we get write-ups and will then make some wuse
of that information. Lack of a title, will not prevent an indivigual's
promotion; having a title (and which title) will be a positive N
statement about that particular individual's technical accomplishments.
In other words, we will use it in a way analogous to the way e use
information about awards that the candidate has received; this is in
contrast to professional certification which is a “hoop". Xope that
answers your question. .
.

Please encourage people to pursue titles. 1In géneral, the tech
track criteria are specific, mission-oriented and reagonably objective.

.
-
*
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Boards will come to rely more and more on that information as they are
denied the other information that boards have traditionally used.

NN PR A NN R AR YRR RN NN TN A AR HO R RN NN AN N RN AN N IR NN RN PRI RN

(U) e. From George Cotter, Chair of the Senior Tech Track Board (STTB)

Agency promotion boards have not received guidance as yet on
tech track titles. The new system is still being installed, there is
not yet sufficient parity among the ten fields in respect to membership
to permit firm guidance in my view.

However, I certainly would like to comment on the implication
that tech track titles are meaningless - "another hoop to jump through"”
is the expression used in your submission. If the STTB has done its
job right, and the Agency's TTRP's are objectively applying criteria
and standards, titles represent the status of an individual in a core
cryptologic profession, judged by peers. We have used hundreds of very
good technical peocple to try to get this right and if we have, titles
are hardly meaningless.

To go one step further, though, tech track membership will carry
with it the responsibility for participants, and their management, to
enhance an individual's technical competencies under a variety of
initiatives. We advance the overall technical health of the Agency

- principally by developing our technical work force into better
cryptanalysts, mathematicians, etc. Most people would conclude that this
should add to the significance of titles. And advancement in the program
should therefore merit higher ranking in promotion boards, shouldn’'t it?

Yes, I believe, in time, promotion boards at all levels will
take tech track titles into consideration in evaluating promotion
candidates, since titles should reflect the judgment of the leaders in
the field of the competency of the tech tracker. If I were serving on
a promotion board, I would certainly value that input.

VAN AN ORI A NN I RN RHANHN I AN ENHANI NI RANAT AU R A BHE NN IR YA

(uy €£. From[:::::::::::lChair of the Z 13 Promotion Board

My board was not given spec1f1c gﬁldance.abqut rewarding tech
track members, but we WERE given guidance to promote the Very.few we
can afford to, based on performance and potential. This obvxously trrea .,

includes technical accomplishments in an organization like Z Group. We (b) (3)-P.L. 86-36
do consider tech track titles to be an indication of technical

competence and professional resolve and commitment, along with other -
information such as awards and letters of appreciation, etc. There is S
not yet a place in official records to show technical title, although O
we see them in persums and promotion writeups. So it is important for o
each eligible candidate to include such information in his/her persum. ,°
Our board has a tech track representative on it, as do most boards. A

*
*****t*********t******************i**********i'****i’************************

//////////////////////////////////////////////////////////////////ﬁl//////ﬁ

-
.
*
.
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7. LITERARY TIDBITS . *

» -

(u) Hidden Messages in Tolkien Fiction - (by *
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If you've ever thumbed through a copy of J.R.R. Tolkien's trilogy
The Lord of the Rings, you might have been inclined to glance quickly at
the title page. If so, you might have noticed the strange and
decorative borders at the top and béttom of the page. But did you know
that the letters there, written both in runes and in a more elegant
freehand, actually spell out intelligible text?

Fortunately, the key to these hidden messages is readily available.
It is found at the end of Book Three, The Return of the King, in the )
extensive appendices. This key may be applied not only to the "Ring*
trilogy, but also to The Silmarillion, Unfinished Tales, and perhaps
.other books. Here are the translations of the hidden messages. You'll
have to figure out what the proper names mean.

The Lord of the Rings -- The Lord of the Rings, translated from
the Red Book of Westmarch by John Ronald Reuel Tolkien: herein is set
forth the history of the War of the Rings and the return of the King by
the hobbits.

The Silmarillion -- The tale of the First Age, when Morgoth dwelt
in Middle Earth and the Elves made war upon him for the recovery of the
Silmarils. To which are appended the Downfall of Numenor and the
history of the Rings of Power and the Third Age in which these tales
come to their end.

_ Unfinished Tales -- In this book of unfinished tales by John
Ronald Reuel Tolkien, brought together by Christopher Reuel Tolkien,
his son, are told many things of Men and Elves in Numenor and in Middle
Earth from the Elder Days in Beleriand to the War of the Rings, and an
account is given of the Druedain, the Istari, and the Palantiri.

L2 2 AR 2R SRSttt R X222 2 X2 22 22X 2Rt R s Rl 2

LEL1L7770770 0800700070700 70708700770077070077871770701077177277¢8721870777177¢47
8. PUZZLE

And now, the solution to last month's puzzle

JUNE'S SOLVERS:

) I(b)(3)~P.L. 86—36]
*”

o
*a

And, for this month, we offer the following - *

*
Bach row and each column in the diagram below contain§~one each
of the letters A, B, C and D, as well as two blank spaces (though not
necessarily in that order). The letters around the digdram are clues

*
3

l| S 9/23/2010
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to the location of the letters within the diagram: a capital letter
indicates the first letter encountered in that row or column when
traveling in the direction of the arrow: a lower-case letter indicates
the second letter encountered in that row or column when traveling in
the direction of the arrow. From the clues given, can you determine
the placement of all of the letters?

c b A
v v v
i R e Dabatal Sttt T L L 3
B> | | | | | I<c
R e et e  Sadalah s

I N e

B s st S e e

I 1 1 1 1 I<a
it e g
a>| | I 1 | I |
e el Sl S B TR S
o
et St Sl L ¥ ST L
a> I | | | | I<p
s B R e e bt J
A " A
b D B

LA R EERENRENRSNENRENENENNERNEEERNENENEREESNENANEEESEENENEEREREERNENENERNERE NN

THITI7777007 7007707070807 707710700700 7700080770077 720078710010170777711277777177
9. CONTEST

A number of people have entered the "Name This Newsletter Contest" -
must be the lure of the coveted double scoop sundae being offered to
the winner which prompted such efforts. Now we'd like your help.
Select your three favorites, list them in priority order, and send
them, by COB 8 July, to any member of the editorial board. We will
tabulate the results, and the August edition w111 carry the new
banner. Here are the suggested names:

TRANSCRYPT

TransCrypt

Playfair Square

Plain & Cipher

The Graph Paper

Colored Pencils

The Log Waits

The Racing Form

The Approximator

Monthly Plain Text

The 0dds' Log
Cryptographic Crier

The SECRET Finder

THE CRIB

The Kryptogram

Tales of the Crypt

The Cryptanalytic Highway
The CA Digest

CA Today (b) (3)-P.L. 86-36
CA Review

CA News R
CA World .
Plain Text on Cryptanalysis ' .«
Plain Text

I ' 9/23/2010
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CA Cornucopia
CA Scene

The NewsBreaker
The CipherSpace
URCA
BIT-BY-BIT

*************************i**-&*****i************t*************i*********

LHLLIITITII L0000 0000000000 007700080070700071000001777000710717117711177

10. EDITORIAL CORNER

If you have a relatively short technical treatise which you think might
appeal to our readers, please submit it to any of the editorial boaxd.

In fact, if you have anything you would like ‘to have considered for
inclusion in future issues, please forward it, IN ASCII FORMAT, -to one
of the POCs listed below. Also, PLEASE paragraph classify each item
submitted. '

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to a POC is you wish.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue; perhaps there is another topic which you think should be
included in future issues. Perhaps you would be interested in joining
the Editorial Boaxrd. Anyway, we would like your input, and help, so
give one of us a call. The more people who divide up the work, the
less burden on any one person.

NOTE: We MUST receive any submissions for the August issue by 22 JULY.

***********i***********************i*******i****************************

EDITORIAL BOARD

I lPuzzle Editor, .

7+ .].Problem oY ~TH& MOAtR Editor, | .
Jack Ingram, szTtbrbgicagisqory Museum Y, S
NCS T '.'.d'-'.-.- . .'i. L. '-
‘ N T ...'...'.""-... .'~. Ten
OFFICE Reps .....-.'.'.'.'.'.'.'.'.'.'.:..:..:.'Ti't.t'v"

(b) (3)-P.L. 86-36
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PSSSSST! SNEAK PREVIEW OF NEXT MONTH'S ISSUE!

an article on the KRYPTOS Society

a profile on a XKRYPTOS Distinguished Member

an ACTION LINE item on seléction CACP members and Chairman
an article on the VOYNICH Manuscript

a challenging acrostic puzzle

the winner of the NAME THE NEWSLETTER CONTEST

and many many more !

Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSALCSSM 123-2,
DATED 3 569 1991

DECLASSIFY ON: SOURCE MARKED YOADRH .
DATE OF SOURCE: 3 SEP 1981

S WAl Al alan ARV aR Y TITE
PRTE P2 IPHAIN

JASTL e

(b) (3)-P.L. 86-36
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1. PERSPECTIVES IN CA - (We'will be asking CA Seniors’ to contribute their
insights. We hope to featire both a Z and a non-2 perspective each month.)

. -
********\**************’*'*1\'********************‘k*****M**********************

TFUUQL~ a.[::::::::ISpecial Assistant to Z3 N

»
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Z PERSPECTIVE ON CA

(U) Some of the most disgruntled people I have known at NSA were
experts at what they did, did it well, and did it for many years. But
then the Agency's need for their particular specialty diminished, and
they became increasingly frustrated as recognition and promotions
eluded them. Eventually, they were moved to new offices where they
were the neophytes and everyone else seemed like experts. The frequent
result was a "retirement in place*.

(U) How do we avoid this scenario? There are several good answers
which come to mind. The first is that one may be so totally aware of
the big picture that they can see that sometime in the future system X or
country Y or technology Z will no longer be important to the United
States, so they take steps not to be stuck in those areas. Not all of
us have this kind of prescience, but if you do, more power to you.

A second answer is to keep your technical skills current.
If you took your math and CA courses in the early 80's and only have a
steady listing of CA305 on your Persum since, you may be out of date.
Today the disciplines of math, CA, communications theory, and
computers all intertwine as they advance by leaps and bounds. If you
keep up, you will have a wide choice of rewarding jobs where you can
contribute. At present, there is a wealth of courses, seminars,
workshops, and talks available. You may even study something on your
own, or with a group of co-workers. I recently read a budget-conscious
statement that too many people were taking courses for which they had
no operational necessity, and that this would have to stop. I hope
~that attitude does not prevail.

(U) The third answer is to diversify. I happen to sit on Z
Group's math TTRP (hold the applause, please), and diversity is
definitely one of the important criteria we consider. For some
people, the biggest move of their careers has been from G421 to 221,
or from G41 to Z4. Of course, diversity is possible even within
these organizations, but that is frequently not what is happening.
Why not work in signals for a while, do some diagnosis, try speech
or hand systems, do reverse engineering, seek a PCS tour,
program computers, go to Z03, or get involved in developing SPD's?
The contacts you establish and the new friends you make will enrich
your career as much as the new knowledge you gain. One brilliant
Hungarian mathematician switched every five years to a totally
different branch of mathematics. We don't all have his genius, but
few of our jobs require genius, just hard work and a willingness to
learn.

{(U) You may ignore all this advice, be lucky, and have a wonderful
career. I sometimes think this is what has happened to me. I'm not a
big-picture guy, and my course work definitely leaves something to be
desired. But I have at least known instinctively when it was time to
change jobs, seek a new challenge, or learn some new discipline which

I needed. I hope you can be more deliberate than I.. Take charge of
your own careers and don't wait for "them" to do it for you. If (b) (1)
things go sour, it‘'s poor satisfaction if all you can do is blame g;ig
"them" for it.

-50 USC 3024 (i)
-P.L. 86-36
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[__J- u’s.  CRYPTANALYSTS IN THE U.K.

(b) (3)-P.L. 86-36

is a small division of cryptanalysts and mathematicians
working at Government Communications Headquarters (GCHQ), Cheltenham,

England, U.K. for the Special U.S. Liaison Officer, London (SUSLOL),

Page 3 of 25

The U.S. has had a close SIGINT with the U.K. for the
last 50 years. We are now assisting each other in making strategic

decisions for the post cold war era.

PIITTELII I 2107000077070 0 00000277070 7070700700070710717070772017717771117

(b} (3)-P.L. 86-36
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(U) 2. KRYPTOS SOCIETY

What is the KRYPTOS Society, and Why Should You Join?

The KRYPTOS Society, an NSA professional organization of .
cryptanalysts, was established in 1981 to promote interest in cryptanalysis,
. to provide a focal point for fields of common ‘interest to cryptanalysts of
the National Security Agency, and to promote excellence in professional
cryptanalytic activity throughout the cryptologic community.

The Society promotes professionalism in cryptanalysis by:

- Sponsoring talks of general interest at its quarterly meetings
as well as at other times during the yvear. Topics are
related to CA on both historical and current projects

(On June 1, KRYPTOS sponsored a luncheon, at the National
Cryptologic Museum, which included a presentation by
on: the- Polish selution. ofs the ENIGMA.. .Eollowing = % : %1
this, individuals viewed the museum exhibits at their own
pace, vastly aided by a cadre of knowledgeable guides. On
. June 21st| lbriefed on a much more current topic,

-|-)-----n--|-|-------::

e Y

- Sponsoring an annual literature contest and awarding cash
prizes and plagques at the annual luncheon.

[oe-08 "1 a-(e) (@)

(Prizes for first, second, and third places are $250, $150, et
and $100, respectively.) .

»
.
. *

- Recognizing sustained excellence in the cryptgnalyt{c field
through selection of Distinguished Memhers*of the KRYPTOS
Society. The Distinguished Members are inducted at the
annual luncheon. To date,[::Ipeople have been inducted as
Distinguished Members of the KRYPTOS Society.

- Holding an annual luncheon in the fall. At this event, a
highlight of the KRYPTOS year, members of the Society and
their guests gather at a local restaurant to enjoy lunch,
socializing, and to collectively recognize professional
achievement.

ek - Co-sponsoring the annual fall CMI-KRYPTOS picnic.
- Coordinating, with the CACP, the publication of this newsletter.
Join us! We need your membership and your input to give voice
to the cryptanalysts in our community now and in the future. This is

an excellent chance for networking at all levels.  To join, just fill
out the attached application, and send it, and $5.00 to -

**%%.- HELP/INPUT NEEDED! Would you prefer a .Spring Picnic? A Dance?
Something else? We would like to do something which appeals to
the community - please let anyone on the KRYPTOS Council know if
you have any suggestions.

s ot o s S s o o ot ot P o ot s ~ o~ ~

** %% KRYPTOS MEMBERSHIP APPLICATION DUES: $5.00 (Annually) ****

|9€—98 “Trd- () (@) |
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MEMBERSHIP YEAR: 1994 ( ) NEW ( ) RENEWAL

NAME : DATE:

SECURE PHONE: NON-SECURE:

ORG: BLDG:

INTERESTED IN CHAIRING A COMMITTEE? —__¥ES __NO

INTERESTED IN WORKING ON A COMMITTEE? ____ YES __NO

CHECK COMMITTEES OF INTEREST TO YOU:

——_ CRYPTANALYTIC LITERATURE —_ MEMBERSHIP

_____ DISTINGUISHED MEMBERS — . PUBLICITY _____AWARDS
—___ PROGRAMS —___ NEWSLETTER —_ RETIRED MEMBERS

s et e Pt o ok ot st s -~

LITIITT7770 0000077000770 7887007707770770077708770700701700777701777¢877777777/

(b) (6)
3. CALENDAR OF EVENTS .
UPCOMING ettt
Aug 1-5 SPICE { Jon MaGMA)
Aug 9 Science & Engineering Society -
"Advanced Technologies for Signal &
Data Processing” (1300 - R&E Symposium
Center (More info in Section 54)
Aug 11 CLA Presentation - "Being a Second Party
: Linguist® (1300, 9A135)
Aug 15 GOLD BUG TEAM AWARD Ceremony
Aug 15 - Sep 15 Flexible Employment Open Season
Aug 20 : Aviation Appreciation Day - Tipton Airfield
Aug 21 Raindate for Aviation Appreciation Day
Sep 8 CMI - "Modern Results on an Ancient Problem*
(0930, Friedman)
Sep 12 Z Technical Forum Talk - Asynchronous Transfer
Mode (ATM), bylgi P. e e eeae s
[ ) (3)-p.1. 86-36]
Sept 19-21 Cryptanalytic Computing Conference (SRC) , -
Sep 20 Security Day (Friedman, 1000 & 1300)

.
.
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Oct 17-21 | | [~

Oct 19-21 ESCAPE "94 (Biennial ciphony experts'’

conference) - NSA

Oct 27 : KRYPTOS luncheon

Oct'; 31-Nov 4 CONSCRYPT at CSE
PLAN AHEAD:

March 27-31, 1995 CARD (GCHQ)

Page 6 of 25

(b) (1)
(b) (3)-P.L. 86-36

////////////////////////////////////////////{////////////////////////////////

4. WORD FROM THE CACP -

a. (U) LATE-BREAKING NEWS - AS WE GO TO PRESS!!!! The CACP has just
announced that the new Chairman-elect is Deputy Chief

of z4. will take over officially on the 1st of Novéardiber s e,

b. (U) Congratulations to gur, mast.recently wcertified” éryptanalyst,

l

‘c. (U) The CACP is pleased to announce that Pas Justs v s v i n e e

joined the Panel.

d. (U) There are two other new faces in the CA community. Our newest
Intern is | and the newest member of the CA Tech .
Program is | — | A warm welcome' to bothli

' T Y Ta A

T d-(€) (q)

9¢-98

****************************‘**********************************************

e. W) BIOGRAPHICAL PORTRAIT (Each month we will introduce one or
two of the most recent people to have joined either the CA Intern
program or the CA Tech Program. In the future we may also include
interviews with some of the more senior members of the CA community.)

is in his first tour in 2433 as a CA

.. techniciam: *|

.
* I“‘
. .
LU

™ .
--.......
. u g

() | Ibecame interested in the program after speaking with

A | the Assistant Exec to the CACP, and looks forward to the

: " " diversity of the CA programs.

tb) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86~36

(b) (3)-P.L. 86-36
(b) (6)
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. .. (b) (3)-P.L. 86-36
l | - (b) (6)

L2222 22 S 2R S 2R Rt S a2 s Y a2 2 2 s R 2222222222 AR XS X X RS X2

f. [PoBQ) CACP RESPONSE TO Z4 SURVEY

The Cryptanalysis Career Panel has met to consider possible
changes to its certification criteria which have been suggested by the
well-researched and well-presented (bv | at
the Panel's June meeting; : also .
contributed greatly) "Cryptanalysis: 2000 or Bust" survey:~. °,

. .

In that survey it was made abundantly clear that a sizahble ‘.
number of contributing cryptanalysts, in particular those perforﬁiqg ‘.
duties in some, but not all, of the Z4 offices, are disadvantaged by , .
the conjunction of the Panel's current criteria and the demands of ‘e *
their current assignments. Especially, challenges were issued . .
concerning our required paper, program, and examination. C, .

We agree that the duties with which some cryptanalysts are 4

regularly engaged may make it less convenient for them than for others
to satisfy the demands of writing a suitable paper. The issue of a
program is less clear, for nearly all modern cryptanalytic personnel
routinely face situations in which a correct computer program could
contribute significantly to the solution of a problem.

Cryptanalysts need to share their ideas so that we all may

benefit. Failure to announce successful cryptanalytic methods can lead

to solvable problems remaining unexploited or being solved only after

a deplorable duplication of effort. The Panel, responsible for the .

health of the profession, feels strongly the need to continue the .
. requirement of the written and verbal enrichment of our rapidly ..

growing discipline in this way. Aspirants know that acceptable

cryptanalytic papers need not be based on one's own work, but must .

show an understanding of good cryptanalytic technique. If one's own .
-area does not lend itself well to such an endeavor, a six-month .

diversity tour may well provide an opportunity. .

[9€~98 “Trd-(€) ()

Cryptanalysis as a discipline is in a period of rapid .
transition. Nowhere is that change as evident as in the ubiquitous use.’
by successful cryptanalysts of modern computing machinery. This is.a °
trend which will not be reversed, and today's cryptanalyst simply must
possess programming skills. Our required program need not be (and ,°
almost never is) a 3000-l1line optimized virtuoso performance. Many °
successful cryppies have only rudimentary programming skills, but .they
must be able to compose rapidly an effective routine in a high-lg¢vel
language when the need arises. Familiarity with existing routines is a
very useful asset, but the professional cryptanalyst should be,’
expected to bring more weapons into the battle. S

Agency budget cutbacks will lead to reductions in all skill
fields, and Cryptanalysis will necessarily be hurt. We must each learn
to do more. A cryptanalyst with skill in only one area risks
redundancy, as many of us have recently learned. The PQE‘is designed
to measure cryptanalytic ability across our discipline,.and we
administer the examination in part to encourage the development of
individual flexibility which Cryptanalysis needs to flourish A
movement in the opposite direction, toward spec1allzat10n, would
stifle the growth we are trying to cultlvate.

L

9/23/2010




August 1994 TALES OF THE KRYPT : Page 8 of 25
Doc ID: 6823782

_ In summary, the Panel feels that at this time, when increased
proficiency is being demanded of every cryptanalyst, no action should
be taken to lower the standards of excellence by which professional
cryptanalysts are judged. We also feel that provisions to accommodate
specialists within the community would be counterproductive.

In spite of the Panel's seemingly intransigent position, we
are as anxious as are the aspirants in our community to close the gap
between their attainments and our requirements. We propose to do that
by suggesting methods of achieving our published objectives.

Let us first consider the examination, since we regard it as
the most demanding requirement for certification. We acknowledge that
the examination does a poor job of simulating the wotk - environment of
any cryptanalyst. We would love to be able to, in a way which is
equitable to all aspirants, prepare our examination so that computer
tools can be brought to bear. We are not close to realizing our goal.
We cannot counter the argument that many of our cryptanalytic
successes are at least partly dependent upon cleverly contrived
computational coups. Few cryptanalysts attack any significant problem
today without computer support.

But a still more important component of cryptanalytic
success, one which we all value beyond computer facility, is the
ability to design attacks to solve challenging cryptanalytic problems.
It is this problem-solving capability which our examination is
designed to measure. We conjecture that if cryptanalysts were asked to
identify the trait which good cryptanalysts share in greatest.
abundance, a plurality would respond "Problem solving.*

Cryptanalysts who fare poorly on the PQE should consider
broadening themselves through diversity tours, coursework, and study
sessions. We notice that a recent effort byl to make
problems (and solutions) from old examinations available to aspirants
has met with little enthusiasm in Z4. We feel so strongly that °,
problem-solving skills are essential to cryptanalytic success that .we
are led to question the suitability for cryptanalytic careers of thdse
who refuse to avail themselves of such an opportunity. T

There may be some misunderstanding of the requirements for .
authorship of successful papers. We emphasize, and we have mentioned .
this before, that the cryptologic accomplishment recorded need not be .
original. A service is provided by someone who well records, and .
explains the significance of, any cryptologic triumph, and we seek to
recognize that contribution. The requirements for completion of this
task are currently being rewritten (as are the requirements for an
acceptable program) and should be available for dissemination soon.

Individual initiative is a necessary ingredient in the
certification process. Our Panel Executives are always available to
discuss requirements, and can often suggest avenues available to L
determined aspirants. Few take advantage of this service, and we .
cannot hold the aspirant for certification blameless if he/she fails ot
to take this painless and potentially rewarding step. .

l9€-98 “17a- (e) () |

We are aware that opportunities to complete our requirementS"
vary with the office in which the cryptanalyst is employed, but  «°
individual cryptanalysts should not stay rooted in a single gffice for
long periods of time. We regard mobility as very important, in our
field, and we feel that most managers agree with this view. Of course

.
*
.
.
.
.
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an analyst who chooses not to acquire diversity may suffer from lack
of opportunity, but we feel that the responsibility to negate this
handicap rests with the individual.

In this response to the very important issues raised by the
"Cryptanalysis: 2000 or Bust® survey, we hope we have made clear our
strongly held opinion of the direction in which Cryptanalysis is
moving. We see ahead a rapid expansion of our field, reacting to
enormous transitions in telecommunications technology. We must,
individually and collectively, respond to this challenge by continuing
to expect maximum performance from each cryptanalyst. We are willing
-to entertain the possibility of altering the criteria, but not of
weakening them.

We understand that this policy does not meet the needs of
those cryptanalysts who have chosen to specialize in one particular
aspect of our art. We have respect for specialists; we benefit from
their achievements. But for our community we view any specialization
as unhealthy, leading to a segregation and parochialism which, with
cryptanalysts in such short supply, we can ill afford. We urge
specialists to become more versatile, to exercise their abilities in
other areas, to promote the free flow of cryptanalytic excellence.
Cryptanalysis is expanding, not contracting, and we will all neéd to
broaden our horizons to meet the challenges ahead. Professional
cryptanalysts will respond to our entreaties.

LR BN R RNEENSERERNRENEEENNENEEEERERENEERERENDENEESNNNENRNENRENRERMENNENREZSEHREHRJENSEJSNRIERJENES}NN)]

g. The GOLD BUG and GOLD BUG TEAM AWARDS -

The Gold Bug Award was established in 1982 to recognize
outstanding technical excellence and achievement in the field of
cryptanalysis. | | then Chairman of the Cryptanalysis
Career Panel, was instrumental in esﬁdbizsh;ng this NSA/CSS Exceptional’
Cryptanalytic Achievement Award and giving its hame., The award
consists of a pin suitable for wearing on a lapel or drebs, a, .,
certificate signed by the Director, and a plate bearing the rec1p1ent s, .,
name attached on a permanent plague that is installed in the hallway of feea,,
the first floor OPS #2B.

In his introductory remarks at the dedication of the GOLD BUG
Award plaque, Cryptanalysis Career Panel Chairman| |
announced, "Edgar Allen Poe, the author of the story 'The Gold Bug'
which give its name to the award, was an amateur cryptanalyst. He had
hoped to gain employment with the federal government as a cryptanalyst,
and achieved, in his failure, the fame that has been denied our
honorees in their successes. Poe once said, ‘It may well be doubted ' o
whether human ingenuity can construct an enigma of the kind which human .
ingenuity may not, by proper application, resolve.®' The recipients of .
the Gold Bug Award have demonstrated human ingenuity at its zenith." .

[oe-98 1 a-(e) (@]

Criteria for selection are: o
a. the achievement to be rewarded must be of professional calibre aj
defined by the goals and objectives established by the Cryptanalysis
Career Panel; .

b. the achievement must be in cryptanaly51s, and .

c. the nominee must be actively engaged in cryptanalysis within the
Cryptologic Community. .

9/23/2010
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There are currently recipients of the GOLD BUG Award, the last
awarded to | ;Llh *Mareh 49%4. .., .,

...'.lt!.slsu.-..
In early 1994, the Cryptanalysis Career Panel received

nominations for outstanding cryptanalytic achievement performed

by teams of cryptanalysts. The excellence of the technical work was

noteworthy, but the original GOLD BUG Award was established to

recognize individuals. So the Cryptanalysis Career Panel approved the

creation of a similar award for team achievement. The concept was

approved by the Director, and the first recipients were selected.

9£-98 'q-a—(e)(qw

all of Z211, will be honored 1n a ceremony on 15 August. The
DDO will unveil the new plaque at that ceremony. A plate bearing the
names of the recipients will be attached to the new permanent plagque to
be installed in the hallway of the first floor OPS #2B. The GOLD BUG
TEAM Award plaque will hang next to the GOLD BUG Award plaque.

h. Ca-112 Pilot Course

(U) Our first issue previewed some new CA courses. Here is a follow-up,
provided by |

Gﬂﬁmu A pilot offering of CA-112 was held in' May. -.Although there
were numerous problems with computers and computer hookups that. nqed to
be ironed out, overall the pilot went very well. We hope to resolve’
most of these problems by setting up a separate computer network in E4
designated solely for CA classes. Each section of the course was
introduced by a short lecture given by a cryptanalyst considered an
expert on that topic. Toys were developed from real problems worked
throughout Z-group. Most toys were worked on w1tp_a few_?elpg v e e e o
done directly on the SUN workstations.. s . * OV {eby o v TEE _

DPP aan pgggrams as well as

) The students were very bright, hard-working individuals who

took very seriously the responsibility of critiquing the modules and .
suggesting changes for the future. The major recommendation was to .
ensure that the course focused on using CA applications and techniques .
to learn UNIX programs. Most other recommendations dealt with - .
rearranging portions of the class or changing the emphasis of various L
toys. Revisions are currently under way for the four classes of CA-112 -
scheduled for FY95. , .

[oe-08 1 a- (o) (@]

{MeuQ) Student comments included such things as: the course was .
enjoyable and valuable, even in the pilot format; the students were ,°
exposed to a broad range of techniques and topics which would requirxé
numerous diversities to learn on-the-job; a recognition of the L
importance of this course and the fact that it has been badly needed
for a long time; an appreciation for the opportunity to apply tools and
techniques mentioned in other courses to real CA problems. .

+
*

***************************************************.*******;A’***************
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5. TECHNICAL HEALTH ¢
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a. The z2 Summer Program (Submitted by | | S

[ () (3)-P.1. 86-36]

?FBUQl You may have seen the glowing article in the
Communicator a couple of months ago about the Director's Summer Program
(DSP). You may not be aware that Z2 started its own version of the
DSP in 1990.

Troved The Z2 Summer Program, like the DSP, is designed to expose
gifted math and computer science students to crypto-mathematics. Our
program consists of three full-time directors from Z2 and eight to ten
students drawn from several different pools. For example, three of our
eight students this year are from the Undergraduate Training Program
(UTP), one is from the National Physical Sciences Consortium (NPSC)
program, one is a math co-op on his third tour at the agency, and the
remainder are 'direct summer hires. Two of our students have been in
the Z2 program in past years. Our students are at various -academic
stages, ranging from two who just completed their freshman year to two
first-year graduate students. The students arrived between the middle
of May and the first week in June, and they will stay for about 12
weeks. Two facts that apply to all of these students - they are
EXTREMELY bright, and they are very enthusiastic about the opportunity
to apply math to real problems.

The Z2 summer program began this year, as it usually
does, with some toy problems to get the students comfortable with the
computers and with some basic cryptanalytic ideas. Several of our
students learned C programming within a couple of weeks. A couple of
our returning students were given operational problems to work on at

this time, since they required a shorter trainin eriod. One of the
students quickly became proficient in for a particular
system. Another pair of students began learning t

v by
Yo .
L] - ry
. .
~ -

-
L
L I SN
L

In early June, we joined the DSP for about seven days of . ... . . *%
intensive tralning in crypto-math techniques. (Imagine MA246 andT::::I

crammed into one week!) Following the training period, the students
were presented with 14 operational problems, from which they chose
their summer projects. About half the problems were diagnosis

problems, while the other half were attack development. The students
are working in groups of two or three, and most are working on more
than one problem. 1In addition to the accomplishments listed in the
last paragraph, the students have in only four weeks completed an

TTSUQ) As you can probably tell, these students are keeping the three
of us directors on our toes, and we're learning as much as the students
are this summer! If you think you might like to participate in the 22
Summer Program in the future, you could act as a director (chosen from
within 22), or you could submit a problem and provide technical support
for that problem. Feel free to talk to any of us about the program.

l | | |

T a-(€) (Q)

(T)pzZoEg 2Sn 05-(€) (@)

9¢-98

(1) (@)

.[(b)(3)—P.L. 86—36'
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b. SPICE - (Background provided byl |

.

SPICE (Summer Program in Cryptologic Education) is a*
week-long seminar in advanced mathematical topics. . It is given by ‘.
visiting professors chosen by the leaders of the Agency's mathematical”®,
community. The goal is to keep NSA cryptanalysts and cryptologic ‘.
mathematicians on the cutting edge of technological breakthroughs going .
on in a variety of specialty areas. Topics in recent years have ‘.

included: Proving and Discovering Combinatorial Identities, Permutation . () (6)

Polynomials over Finite Fields and Latin Squares, Groebner bases, ‘»'"
Modern Permuation Groups and Coding Theory. . T i

P
. .. . .

. " - .
P 2 s .

(U) This year's SPICE speaker jigshk »** " L, s " ] .

L is the designer of ‘.
mmf;o a tutorial, .
| —J will discuss many design and implementation issues which
impact the performance of a system like MAGMA. Algorithms for
computing in various algebraic structures will also be presented. 1In

particular, algorithms for computing with permutation groups of degree
one million will be discussed.

(U} SPICE will be held in the FANX2 Auditorium (see Calendar).8
For further information, contact] { or
send a message via e-mail to | [ ' IR R

- w A =B ®R NN EEFEENRASENE o ws owlatm
l-“‘
. ® .
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#HEGHE B S H S H 444444 SECOND CALL FOR ABSTRACTS #########¥##############
CONSCRYPT ‘94 is belng held at .GSE’ from 31 October to 4
November. This is an opportunity to exchange 1nformatlop‘on targets,
cryptanalytic techniques, software development and appllcatlons, and
trends in communications. ot .
Abs;xacie, in either flat asefi or framemaker, need to
be submitted tof~ } no later than August 12th.

If fou hare any questions at all please feel free to call her at

**'k************************i"k*********************************************

d. Science & Engineering Society Presentation

(U) The NSA Science and Engineering Society will sponsor a
presentation by] t 1 PM
on Tuesday, August 9th in the R&E Symp051um Center. Iis..
the head of the Lincoln Lab Analog Device Technology Group an
principle director of the Consortium for Superconductlve Electronics.
He will speak on:

"Advanced Technologies for Signal and Data Processing" ‘.‘
(U) He will describe a variety of analog and digital .9‘
electronic technologies being developed at the] ]

This will include silicon based low power analog to digital
converters, programmable transversal filters, fiber optic modulators
and receivers, superconductor based correlators, compressive receivers

(b) (3)-P.L. 86-36
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and directive antennas.

All green and gold badge persomnel are invited to attend.

[
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e. 773CL SOLUTION TO THE JULY PROBLEM OF THE MONTH

Page 13 of 25

(B) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

s s ~ JULY PROBLEM STARTS HERE

-~

First, let's restate the question for those who missed it.

= = m

(b) (3)~P.L.

86-36
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£. AUGUST PROBLEM OF THE MONTH

I(b) (3)-P.L. 86-36

*
*
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6. Technical Topic

Just the Fax (Submitted by

>
.

(U) You've heard about them, seen them in the local 7-11, and .
maybe even used them. They are Fax machines and they are as popular as .
ever with people who want to send a copy of a document anywhere in the .
world within a few minutes. ¢

(U) Fax is short for facsimile, which is known as telefax in .
some countries. It is the method by which a page (printed, .
handwritten, photographic, whatever) is converted into bits, sent via
modems over phone lines, and recorded on the other end as a copy.
Group 3 Fax is digital in nature (encoded bits are sent with a modem
over phone lines) and is the predominant type of Fax used today.
Groups 1 and 2 are analog in nature and much older and slower. Group 4
is meant to operate on a digital network instead of regular phone lines.

[ve-98 "1 a- (o) (@]

(U} Fax is very much like a remote photocopier. One can think

of the process of encoding a page of Fax first by taking a picture of .
the page and converting it into a 1728x1100 raster file {for an 8.5x11 .
inch page). Each line going down the image is then encoded, usually .
via a particular Huffman code spelled out by the CCITT standards .
organization. The encoded bits are then optionally put in error .
correction packets and/or encrypted and sent to the image modem for .
transmission. The process is reversed at the receiving end of the .
transmission to create a raster image which is printed. .

(U) Group 3 Fax transmissions are half-duplex and use a 300
bps V.21 modem to send handshaking information, known as T.30 .
information. To actually transmit an image, a faster modem is used,
either a V.29, V.27, or a V.17. The speeds of the image modegs range
from 2,400 bps to 14,400 bps. To ensure line quality, a 1.5+second
burst of all zeros, known as a training sequence, is sentoﬁy the
transmitter; the receiver will either accept the current ‘speed or
request that another training sequence be sent at the next lower speed
available. The pages will then be transmitted at the. speed which was

-
.
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accepted by the receiver. T.30 handshaking occurs at the start of a

transmission and in between each burst from the image modem.

Page 16 of 25

(b) (1)
(b} (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

(U) There are those people who say that Fax is a quickly
passing fad which will be supplanted by electronic mail, but the
evidence so far does not support this theory. A Gallup poll released
‘in April found that the corporate America uses Fax far more than email
to the extent that more than a third of telephone bills for Fortune
500 companies are from Fax transmissions. According to the New York:

Times, the poll found that,

*the real appeal of fax machines is that

they are easy to use and are an entrenched part of the daily office
regimen in a way that E-mail is not.®" Additionally, pictures,

drawings, signatures, and other non-textual information can be easily

transmitted via Fax in a way that most email systems cannot handle.

LIETIIILLEITIIITI0000000000070000000070701770700710770077017071177111777

7. Norman Roberts Award - Call for Nominations

) In recognition of Norman Roberts' talent for nurturing the skills of
the KRYPTOS Society established the Norman Roberts
Award. The award is presented annually to a junior cryptanalyst at
NSA/GCHQ who has made an outstanding cryptanalytic contribution.

junior analysts,

fPQUQ) Norman joined GCHQ in 1975 and won the respect and admiration
of his colleagues for his innovative ideas and particularly for his
ability to train and inspire younger analysts up to his untimely death

“in July 1990.

(P6UQ), Any KRYPTOS member may nominate any employee at NSA or GCHQ who
has been at their respective agency for less than five years as of
31 July 1994, and who has made an outstanding contribution to
cryptology or a related discipline. The nominee does not have to be

a KRYPTOS member. Integrees will be regarded as members of their host

agency. The nomination must include the names of the proposer and the
nominee, together with an account of the work which attracted the
nomination. It may be classified up to TSC. Nominations are due by
1 September 1994 and should be mailed to the KRYPTOS Society

secretary, |

-
« s
-
-

.
PR
.
.

hosecren s |(b)(3)-P.L. 86-3¢
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{(MeUQ) The winner will be selected by a joint UK/USA panel,
announced in October and presented with a small engraved plaque.

The winner's name will also be .added to a permanent plaque on the
first floor in OPS 2B.

///////////////////////////////////////////////////////////////////////////
8. ACTION LINE

a. (U) QUESTION: How are CA Panel members selected? Are there minimum '’
grade levels required? Also, same question about the members of the
various committees (paper review, program review, and PQE test

committee).

(U) ANSWER: (Provided by CACP Executive)
-The Cryptanalysis Career Panel, the Technicai,Paper Evaluation

Board, the Computer Program Evaluation Board, and the CAPQE Committee
are composed of professionally certified Cryptanalysts. Thé.
Cryptanalysis Career Panel is a duly constituted board, which means it
includes a female representative and a minority representative. The .
Cryptanalysis Career Panel also includes a military representative. I °*.
will l1list the members of the various Boards below. .

The STTB has recently advised that members of the Cryptanalysis
Career Panel, and the other career field panels, should come from the
GG15, SCE, and SLE ranks. These people are the senior experts in the
career field, and probably represent a wide diversity of experience,
skills, technical and leadership backgrounds, and have seen the career
fleld grow and change.

TTrd-(€) (@)

9€-98

Under normal conditions, the Chairman and members of the
Cryptanalysis Career Panel serve three year terms. When the Chairman
is two or three months away from the end of his/her term, a list of .
possible candidates is formed. The Panel starts with the list of .
certified 15's, SCE's, and SLE's, and also reviews the list of people ‘
who have already served on the Panel. Previous experience as a member .
of the CACP is helpful for the new Chairman, but not a necessity. The .
CACP forms a short list of candidates in priority order, and the
current Chairman then invites each prospective candidate in turn, untll'
one has accepted the position. In the past, the current Chairman was .
the final selection official, but would not choose a replacement .
against the advice and consent of the Panel members. When a Chairmam
is selected, he/she must be approved by DDO, with concurrence by ¥34.

Panel members are selected in a similar manner, except that the
CACP attempts to find representatives from the various areas within
cryptanalysis. There are members from different offices in Z.Group.
and a representative from the NCS. .

A member of the CACP is also a member of, and acts as liaison
with, the Technical Paper Review Board, the Computer Pragram
Review Board, the CAPQE Committee, and the Technical Track Review Panel
(TTRP). There is a different liaison to each of the'g
boards/committees/pariels. They report back to the CACP at its monthly
meeting. Membership on these various boards is by.invitation, with the

*
-
.
3
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individual‘'s interest in serving the cryptanalytic community an
important consideration for selection. Normally, professionalized
cryptanalysts volunteer to be on a board, or are suggested by
supervisors, current board members, or current CACP members. A
diversity of experience is also an important factor. For example, the
current Technical Paper Review Board consists of members from zZl, Z2,

z3, 24, 25, and C7. We also try to balance the boards in matters of
gender and experience.

Members of the Technical Paper Evaluation Board and the
Computer Program Evaluation Board serve terms of about two years, with
a staggered rotation schedule, to help maintain consistency and
continuity. There are no minimum grade levels for these boards, but
members must exhibit technical expertise and competency in the field.

The positions of the Executive and Assistant Executive of the
Cryptanalysis Career Panel are advertised through the Agency's Job
Vacancy Announcement Process. The selection authority is the Chairman,
with the advice of the CACP.

CACP:

Chairman
ke e e ks s E s e E R E AR AR E R
G
©
. |
v
Floyd Weakley,i i ] o
Executive .
Assistant Executive a
Training Advisor @w
M1 1tafy:54v§$dr::: TIllriEanneeey
Technical Paper Evaluation Board:.s»** st Vel .
. * *
Computer Program Evaluation Board! S

Yeddekokdkodkok kdkdddk ok kkdkde ok gk kg g ok ok %kt s e e b ek ok ek kot o e e o ok o ok e 3 e o o ke ok ok o o e ok o o o o ok o ek ok

QUESTION: A number of people are concerned that, eveh though it is
required that positions at branch level and above beradvertised, many
of the advertisements appear to be paper exercises gnly. It seems
that selection officials often have a person in mind beforehand. No
one wants to spend his time agonizing over whethexr to apply for a job,
inform his supervisor of his intent to leave, an@'then go to the

.
»
.
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trouble of applying IF there is no hope of being selected. At least
before, we knew that if we saw an announcement, the office was
actually looking for someone. Could someone in Z comment on this, please?

»
IEEEENERESEENEENNNEENERRENENEEREENENRNNENNNEEREREERENEESEEREREERNEDENRENENRENESERENREERNESENERENERENRREN.,)

ANSWER: (provided by [:::::::::1 Deputy Z, Chair Career Development Board):

a
.

I think this an extremely pertinent'duestion which deserves a comprehensive
answer. The selecton of managers at the'Brapch level and above is, in my
mind, one of the most important responsibilities.pf the selection official
who is usually the immediate supervisor for the position to be filled. It's
the responsibility of managers to acquire the resources'necessary to carry
out their mission and I don't know of any resource more impbrtqpt than

the leadership (this is especially true in cryptanalysis where wé~look

more to creative and imaginative problem solving rather than rote solut;ons
which are much more easily managed). ‘.,

Consequently, there are proactive roles to be played here by both the
selecting official and the potential candidates. In my mind it is a gross
abdication of a critical responsibility for a selecting official to prepare
and publish an advertisement and then wait, in a passive mode, to be
presented with a list of candidates from which the selection official

will choose! In my experience, I have freguently had to go out and
‘convince a somewhat reluctant candidate to apply for the job. The eventual
selection of a heavily recruited candidate may give the appearance that

a. particular job was "wired" but it certainly doesn't imply that other
candidates weren't considered. Fulfilling EEO responsibilities is a .
critical job element for selection officials who must also extend their .
proactive role to identifying and recruiting women and minorities who .
possess the right qualifications.

loc-98 17 a- () (]

In my few short months as D/Z I have seen many jobs advertised and e
selections made and I continue to be impressed with the professionalism of -
the selecting officials who really do look over the list of applicants very.
carefully. I have also observed that several people both in Z and elsewher’e
in DDO have become increasingly frustrated with a selection process which-
has repeatedly bypassed them in favor of other candidates. In these cases
the perceptions that jobs are "wired" are easily reached. After all, all

of us believe we are qualified for the jobs we apply for and may look N

for explanatlons why we weren't selected - this is human nature. .

I have occasionally seen some shortsightedness on the part of selecting
officials and this is where some improvements are possible. A mandger will
sometimes select someone with recent relevant experience (usually.obtained
by working within the organization where the vacancy lies) rathef than
taking a risk on someone unknown to the selecting official who perhaps
doesn't see the long term corporate benefits of developing candidates

with excellent potential. Here is where selection and advisoty boards
should play a key role in the process. Recently, we have added an advisory
role to the Z group Career Development Board (CDB). Branch And division
level management positions are routinely discussed with the goal to
cooperatively reach a consensus amongst the selecting official, the

office chiefs, and the CDB. Tom Lessard- (CH/Z) has endgtsed this process.

.
dekddehkhdkdhrdkh kb h kb kk kA ko kA kAR A Ak R Ah kT ANk ARk A ARk bk kk ek hrkhhhdd
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9. LITERARY TIDBITS *
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(U) Voynich Manuscript Remains Elusive - (by| ]

In Yale's Beinecke Rare Book Collection sits the Most Mysterious
Manuscript. Found by Wilfrid Voynich in 1912 in an Italian villa, the

book is at least 400 years old.

as do many anatomical, herbal, and astrological drawings, some in

color.
able to read it.

Yet, as far as we know, nobody but the author has ever been

We don't seem to know enough about the book. The alphabet's size,

its origin, and the underlying language are all unknown.
Still, some things are known.

distributions haven't shed much light.
The book is believed to have been circulating

around the court of

Emperor Rudolph II of Bohemia during the early part of the 17th

Century, and may once have belonged to Rudolph's chief alchemist.
Despite the fact that some have attributed the work to Roger Bacon, a
13th-Century Franciscan philosopher and occultist, the author's

identity remains a mystery.
Much scrutiny has been given the manuscript.

William F. Friedman believed that the "words"
artificial language,

Frequency
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Elegant handwriting fills its pages,

Some people think that
it's an elaborate hoax, but the text's structure suggests otherwise.

were written in an

in which each letter denotes a different

classification for an object (similar to genus and species). In 1928,

William R. Newbold presented the first "decipherment,®" based on an

anagramming system so complicated and subjective that practically any
interpretation is possible. From the decipherment, Newbold claimed a

13th-Century manuscript origin, with Bacon as author, and argued that
Bacon revealed, among other things, his knowledge of 20th-Century

astronomy.

Robert S. Brumbaugh, in 1974,
as three plaintext equivalents.

claimed that each letter had as many
Though he holds that the translation

-

has an alchemical flavor, his decipherment technique fails for most of

the book.

alphabet is actually plaintext, that the language is some sort of
polyglot, and that the manuscript is a prayer-book for a suicidal cult

of Isis.

which he rearranges without regard to case.
convincing, accepted translation.

So, the Voynich Manuscript remains a mystery.
should refer to an Agency publication,
Elegant Enigma" by Mary E. D' Imperio.
chief source for this article.

In short,

Any would-be solvers

“The Voynich Manuscript: An

The Main Library has it; it's the
Yours truly is curious about any recent

Just a few years ago, Leo Levitov decided that the Voynich

Unfortunately, Levitov's translation is more repetitive than

the manuscript seems to be, and provides us with only a few words,
nobody has a

developments, as well as the cost of photocopies of manuscript pages,

and whether some are floating around at the Agency.

what a great coffee table book it would make!

Decrypted or not,

Khhkhkhkhkhhhhkhhkhhdrhkhrhhhdbddrhbhkdhdhrhkdrdhhhhdrddhhkrbhkrhrhhhrdhdrkhrkhdrdhrdbbhtrhkdd
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10. (U) PUZZLE

Here is the solution to last menth's puzzle -

Solution to July Puzzle:

(b) (3)-P.L.

86-36
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JULY'S SOLVER'S

.
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And, for this month, we offer the following - "It is not necessary to

send your solutions on this one, it is too long.

48R

878
101R

ll4a

B R it T e it et T T R S B it et EEEEE T Er

493

750

88c

"We Knew it All Along!

36P| 37z| 38U
I I

XXXX| 500| 51H
XXXX | |

| 76B|XXxXxX| 77¢Y
| | XXXX |

| 89a|xxxx| 90T
I | xxxx|

I | XxXxX|

Fxxxx| I

by

|Xxxx| 39L| 40T
| XXXX | I

52X| 53a| 54H

66M| 67Q
I

79S| 80Q
I

91z| 92J| 93

| Xxxx%

55C| 56R 57U

81B| 82N| 83J

94c| 95T| 96E

I
107E|108c

I
121V | XXXX

| xxxx

44D} 45v
I

58D

84a| 85P

97D

110K|1118[112a[113Q

123Q|XXXX|124B|125H

| xxxx|

(b) {3)~-P.L. 86-36

59a

86E

R T e T B et e ol B et st L T L L

60H

et Bt e B e A el TS L L LRt

XXXX
XXXX

et T T e i el e it e T E ST L R e
98G| 99B|100U

et e e it e e e it et e e e i At tehatetenks Ababebal o
102M|103E|XXXX|1040|105U|106D| XXXX

e D el T i et Ca il itk Dbt et T T R A e

115C| XXXX|1162]1178|118Y|119X|120zZ

Answer in next month's issue.
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|126G|127R| 128X | XXXX|129S|130G|XXXX|131L|132D|133E|134K|XXXX|135J 1365 | XXXX
| | | | XXXX | XXXX | | XXXX | xxxX
e i e el el et e e D e e e e e et i 2
[137D|138V|139L | XXXX|140K | 141N|142B]143G|144B|XXXX |145L]146C|XXXX]147K|148a
] | | XXXX o | xxxx| o XxXxXx |
R ettt Dbl LoDt bl e D et LDl DL LDl Dl bl Dbtell DL Dok 5
149J|150H| XXXX|151Vv|1527[153Q|154M]|1552|156U| 1571 |158b|159R|160b]|1618 | XXXX
xxxx| | | . XXXX
B e e il D D e et L el e S e i skt 3
162P|163F xxxx|164B 165A|166R|167E]|168c| 169U 170a|xxxx 171A]XXxXX1172¢|173Q
XXXX | | | xxxx XXXX
R i e et bl it sl Lt Ll P e e el ULt il Dbtk Lol o
174Y|175L176M|1771 | XXXX|178C|179T|180R|181N|XXXX |182F|183L|1840|185D|186M
| XXXX | XXXX | |
e e bbbl Dbt Dbl DL LD Ll DL ettt Lttt Bt led bbbl Ll b de b Lttt bbbl o
187F 188V |189S|190A|191P|XXXX[192Z|193I|194b|XXXX|195W|XXXX|196P|197a|198G
XXXX AXXX XXXX
e ik D e D il e et e e el e e e 3
199X |200M|XXXX|201N|202H|203C|2041|205a|206Y|207J|XXXX|208b| 209X
XXXX XXXX
bt Dl DLl L Ll b E L LR SR et il bl LD DD D lbll
XXXX{210T|(211b|212Y|213¢c|XXXX|214V|215F|216R|217W|XXXX
XXXX XXXX XXXX
e it e e el e D el o e adatalal Lt 2
A. Articulated
171 21 165 112 59 190 89
B. : Evening song
76 117 164 142 81 99 144 124
C. Vanity
115 178 146 55 .3 203 6
D. Estate in Espanol
132 30 185 97 106 44 58 137
E. Pismire palace
133 103 86 167 107 96 47
F. 1 1/3 fluid drams
11 215 187 163 182 18 64 29 ’
G. Fervent
98 198 46 143 130 126 35 '
H. Flirt
202 60 125 51 150 16 109 54
I. Yacht race
177 204 90 157 193 42 10
J. Small farmers
49 207 135 83 152 92 149 32
K. : Layered dessert
147 69 110 140 71 43 134
L. Deception

(b) (3)-P.L. 86-36
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131 183 145 39 175 78 61 139

M. . . Moor of Venice
66 200 154 176 19 186 102

N. Barren; uninhabited
15 141 22 82 72 181 33 201

0. Rhea's cousin
184 50 104 24 75 13 7

P. Denied
196 162 62 85 20 36 12 191

Q. ‘ Locale for a canal
80 113 153 173 9 67 123

R. Extremely serious
180 216 101 56 159 166 127 48 :

. S. Large watchdog
189 87 161 129 111 79 136

T. Flabbergast
" 95 74 27 40 179 122 68 210

u. . Fermat's Little or Last, e.g.
100 105 57 17 169 38 156

V. ' People
214 45 151 5 138 188 1 121

Ww. Improve
93 70 2 195 41 23 217

X. Destructive insect
4 209 199 128 73 52 119 63 .

Y. Cupidity
118 212 174 77 34 206 8

Z. Epithet of Ivan IV
120 155 37 65 192 116 31 91

a. » Hurt
114 205 53 148 197 84 170

b. ' Shipwrécked
160 14 194 158 211 208 28 25

c. A tool in the boot
172 26 168 108 88 213 94

NEHRURN
(IT111TTTIIT LTI 700020707070 070 000007070000 000000200070000000070778228717

11. CONTEST

a. And the Winner 8. .......0iuleiinneenerrensoeeaennns (b) (3)-P.L. 86-36
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(U) Congrats tol [ whose proposed title for this
newsletter, Tales from the Crypt, received the most votes! Ray wins a
double~scoop sundae, and should contact [::::::::::1;0 collect same!

4
. ’
(U} Just to let you know, the top five vote—geﬁ!egg were:

Tales from the Crypt - 21 "'
TransCrypt - 15 . ‘e,

The CipherSpace - 14 e,
The Kryptogram - 12 ’

Plain & Cipher - 11

% % v Ik e v dr ok d de e vk de ol e I e ke ke ok ok ok de ok e e de e ok ok e v ok e ok 3 e de ke ok g e e ok ok o ek A e ok e vk vk e ok e ok e o ke ok ke ok o ok ok ok

b. A NEW CONTEST - What do those vanity license plates mean?

(o] [ has had his vanity license plates, "CURRO26”,
" for over a year now. Although many have tri no one has succeeded
in deciphering it. (| badgered incessantly!)

LI ] sy -.l.l.-.-.l----.-.-.-.-.u.-.-.-.---...h.
= w o= ---------.-------------n-

(U) [:::Ithlnks it is so easy that putting it in the new CA
newsletter, as a challenge, is an insult to the CA community.- He has,
however, reluctantly agreed, in view of how intractable it has been.
The ground-rules are that respondents will be given only one of two.
pieces of information - 1) "No, that is not correct" or 2) "Yes, by
George, you've got it!"

(U) We will publish the answer next month ONLY IF it is
broken, and then the winner (first to submit the correct answer) will
win a double scoop sundae from| Send your guesses to any member of
the Editorial Board and we'll run them by him. (We don't know the
answer either!) ' T

.
*************************i"k******************************;#*.***********
»

12. EDITORIAL CORNER e,

...
.
.

If you have a relatively short technical treatise which you think might
appeal to our readers, please submit it to any member of the editorial
board or any of our office POCs.

In fact, if you have an&thing you would like to have considered for
inclusion in future issues, please forward it, IN ASCII FORMAT, to one

of the POCs listed below. Also, PLEASE paragraph classify each item
submitted.

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the
editorial board or any of our-office representatives.

We would very much like this newsletter to represent a broad .
cross-section of the CA community - we need some more volunteers to “'
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think ‘should
be included in future issues. Either way, we would like your’lnput

and help, so give one of us a call. The more people who dwlde up the
work, the less burden on any one person.

LR AL L TY )

9£-98 "1 d-(£) (D]

[oc-98 -1-a-(€) (@]
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NOTE: We MUST receive any submissions for the September issue by 24 Aug.
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(b) (3)-P.L.

86-36

Return to Kryptos Home Page

NSA Home Page

e

o
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O LA MT
[P

DERIVED FROM: NSA/XCSSM 123-2

DATED 3 S 189{

DECLASSIFY ON: SOURCE MARKED *0ADRY
DATE OF SOURCE: 3 SEP 1881
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1. PERSPECTIVES IN CA - (We will be asking CA Seniors to contribute their
insights. We hope to feature both a Z and a non-Z perspective each month.)

(Po8Q) a. Dick Ruhl, Deputy Chief of 21

A SENSE OF COMMUNITY

(U) The key ingredient to cryptanalytic success is people. People (o) (3)-P.L.

86-36

with diverse skills. Our best analysts carefully reverse engineer and, « = ”

Approved for Releaée by NSA on.Q9r28w25§3, FOIA Case # 61704um}
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study the details of each aspect of the entire telecommunications and
cryptologic spectrum that impacts on their ability to turn cipher into
plaintext. During this period of down sizing and budget reductions we
are often reminded that we must be careful to preserve investment
capital. Within the cryptanalytic community our investment capital is
our people, the infrastructure, and the techniques that have been
developed over time. We should realize our strength is in having
confidence and trust in our colleagues. We all must convey a sense of
priorities and a commitment which allows people to adjust, train and
modify our emphasis to those activities which contribute to our
infrastructure. The emphasis must be applied even-handedly across the
entire spectrum of cryptanalytic functions.

(U) The extended cryptanalysis community at NSA is at the core of many
Agency successes. The key ingredient.to our success and productivity
is people. Historically our analysts become skilled by working on
difficult cryptanalytic problems. The ideas generated and the
techniques which are then implemented are often generalized and both
are constantly improved. To its credit, the cryptanalytic community
consistently developed training to teach each successive generation.
As technologies changed, the work force adapted and moved forward.
Understanding the complexities and weaknesses of new cryptologics, the
development of compartmented programs to exploit subtle
vulnerabilities, and the willingness to develop intellectual areas of
deep technical expertise, which when applied to exploit target
communications, have provided the technical leverage to exploit
enciphered target communications critical to the U.S. policy makers and
in support of U.S. military leaders.

(PO8Q), Today's cryptanalyst must be multi-disciplined and have broad
experience. As with earlier generations, the cryptanalysts must be
problem solvers and have the ability to examine and to determine the
cryptanalytically relevant data. For some cryptanalysts, this may mean
the mathematics in developing an attack. It might mean developing a

linquistic capability. For others the relevant data might be found in

Cryptanalysts must be and have always been willing to acquire in-depth °,
knowledge of related fields impacting on their discipline. This .
attention to detail and to related fields must continue to be an .
integral aspect of the cryptanalysts success. *

+é=g86) Television and the news media are constantly filled with
programs which are being identified and promoted to satisfy the needs
of special interest groups. The extended cryptanalytic community has
traditionally responded as a community and developed new techniques,
new expertise, as our targets and technology have changed. However,
traditional is no longer in vogue. We now see a trend toward new
programs developing. Each trumpets its claim as a new special interest
group. New programs specializing in network attack possibilities or
reverse engineering are developing. The energy is focused on the .
process of setting up these programs with limited access for the work ,.*’
force-at-large. Just the opposite needs to occur. These emerging.* "
fields must be open to the Agency analysts who are willing and able to

.
.

Itd-(g) ()

9¢-98

.
.
-
.

9/23/2010




September 1994 TALES OF THE KRYPT Page 3 of 21
Doc ID: 6823781

adjust. Open to analysts who are currently engaged in these activities
and who are striving to obtain practical experience to such a depth
that the emerging fields become part of the ‘traditional' culture.

This transition is necessary to preserve the technical health of the
community. To solve real problems a cadre of individual experts will
be necessary to attack facets of the problem which are too complex for
individual specialists. Each must appreciate and recognize the
contributions of the other specialists. Given the opportunity I am
absolutely positive cryptanalysts will refine their technical skills
-and develcop new pools of experts who can continue toc meet the
challenges and opportunities that challenge the Agency. Cryptanalysts
have developed strong ties with signals analysis and engineering
disciplines. | |
I I In ‘0
each case, the cryptanalytic community has developed depth of teckmical *,
expertise to interact knowledgeably with other technical specialists® agnd .
working together these teams have overcome the technology challenge of ‘=«
the moment. L

{U} The people I have trusted and encouraged to explore new
opportunities have far surpassed my expectations and certainly my own
abilities. Our people are our most important ingredient in the
development of our community.

NHBBNNAERNAE IR TSN DN NN RARHN AN R HE TR IR N BN NN NN NN N A ORI AN Ry
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{(b) Can you believe they did that....

(INFOSEC Developmental Security Evaluations)

FFUSQL One of the joys of cryptanalysis is the occasional feeling of
superiority when the analyst sees a mistake by the designer or
implementor. In the SIGINT world, we can make money from those
unintended designs. That's good, because we in the INFOSEC business
have plenty of things that need money to fix! This note is an attempt
to share with you the perspectives of one INFOSEC person who grew up as
a cryptanalytic mathematician, and who tried to practice cryptanalysis
on problems in SIGINT and INFOSEC. The quick summary: INFOSEC uses

cryptanalysis every day; finding, assessing, and helping correct the TIRER
flaws which could harm U.S. interests. To avoid being censored, I'll (b) (3)-50 USC 3024 (i)
try to disguise "target nationsf in the following. See if you can (b) {3)-P.L. 86-36

figure it out. .

(b) (3})-P.L. 86-36
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(b) (1)
(b) {3)-50 USC 3024(i)
(b) (3)~P.L. 86-36

TS{ In addition to signals and "traditional" cryptanalysis, CA
opportunities are flooding in from network and system areas. Networked
computers pose immense security challenges, and great opportunities for
cryptanalysis. “Tools" like signatures and encryption are used;
hardware and software protective features like access control lists,
audit, and authentication are used. And we in INFOSEC get to pretend
we are the hacker, trying to uncover the hidden information with
whatever tricks we can find. The problems and opportunities which
confront NSA are great - this is a fun time for the problem solver. We
in INFOSEC invite you to stop in and chat about your challenges, our
challenges, or even your answers to our challenges!

dhkhkhkkdhhhkhkhdhdhddkkdkhhhhhhhdbhkhhhdhdhdbhhhodbdrhhhhhkhddhohk kb hkrkdhdhhhkhkhkdrdrhodkd

2. KRYPTOS SOCIETY
a. REQUEST

(U) We have co-sponsored a fall picnic with the CMI over the last few
years, but there seems to be a decided lack of interest this year from
the members of both organizations. We would like to know what kind of
social activity the CMI and KRYPTOS members would like to have, such as
an "end of winter doldrums spring picnic" or a cocktail party, or even

a dance. Please take time to let either| | or
l know just what you would like. ..
b. SPOTLIGHT ON ..... e
Distinguished Members of the KRYPTOS Society for 1993 [(©) (3)-P.L. 86-36|

(U) Last fall, KRYPTOS introduced the Society's 1993
Distinguished Members at their annual luncheon. Background on each of
the five 1993 Distinguised Members will be featured in the upcoming
issues of this newsletter, leading up to the annual luncheon in November.

NN AR HOD ARV AENIRNAORAT AN TN DDTEETRNERROR N AR AR RN HERN DA RBERY RN AR

(a).| )

[(b) (3)-P.L. 86-3¢|
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(U) With the exception of several special proijects, | | |
%::land 1ts _successor organlzatlons. Profe351onallzed both as a ___':_:-;_“.
mathematician and cryptanalyst "his 51gn1f1cant breakthroughs and
advances in major research problems over the years merited him a Letter
of Commendation from the Director (1970), appointment as a Senior
Consultant (1973), the Exceptional Civilian Service Award (1977), an

immediate merit promotion by the Director (1978), and a DDO Spec1a1
Performance Award (1987).

(u)y | ] demonstrated outstanding performance in a
variety of roles - supervisor,* resgarch cryptanalyst, and technical
consultant. He attended and was a prlhmry part1c1pant at many
conferences at Princeton and at GCHQ, where he presgnted technical
briefings and led discussion groups of senior analysts and opt51de
consultants. He was a member of many Agenc romotion boards &nf-: . .
received several Senior Technical Awards. last year before e e,

(9) (q)
ST d-(€) (a)

9¢€-98

retirement was marked by even more impressive succesSes” &rdd 4 1ok of* » =« ¢ 2 ..Mt

TDY. In 1992, the Director of Central Intelligence awarded him the
Outstanding Collector Award.

his loss to this branch would be a crippling blow to its
research

responsible for generating ideas, attacks, and hypotheses
for all systems

this achievement is a classic example of cryptanalysis at .
its very finest B
while an exceptionally brilliant piece of work, it is  +° .
typical of the work accomplished by him R .
Y e
has a long history of producing critical cryptanalytlc o
results on a variety of systems . *

. .
* »
.
. .
.
. 3

has a vast store of cryptographlc knowledge and an ,*
analytic ability second to none. . .

* .
.
. "
-
UL R R R R RO X |
*

*
.

(k). *

.
*»

3
.

(U) At the time of her retirement,[ ]was the Deputy
Office Chief of B8. She was a major player in the organizational
planning for and creation of Z Group. An exceptional mathematician and
cryptanalyst, she spent the majority of her career performing analytic
and technical leadership functions of increasing complexity and
importance. She distinguished herself by producing the finest ever
annual report on the status of cryptana1y51s and putting together a
related briefing for the Director. .

[ve-98 “17a- () (@

" " " m E moEm W N W ERE E EEEE S E NN NS EE S A EEEEEE (b) (3)-P.L.
(0 [::::::::]communications skills were quite evident. She _, -

86-36

. *
. *
-
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authored a variety of technical papers, taught courses, and was an
active and eloquent participant at SCAMP and cryptanalytic research
conferences. Her papers and notes were used in the development of
several cryptanalytic courses. :

(U} wrote 1ncreas1ngly complex software and made, , .. ....
fundamental improvements to widely used dlagnostlc attacks. Her {b) (3)-P.L. 86-36
technical liaison talent was often used to bridge the gap between
cryptanalysts and the programmers or engineers who were developlng
support systems. Her ability to clearly articulate the negd.an a way
that could be understood by outsiders was remarkabls,. . *She was the
cohesive factor in coordinating complex cryptomathematlcal research

against a broad variety of sophlstlcated-Systems (b) (3)-P.L. 86-36

nllllllﬂlllvlllllluvlnllnnuIIIlnnnwnllnllllnnnnnv\n‘u'lllllll|||||ll|llnnnulrllnllllnunnnnnuﬂnnnullllnllnn (b) (6)

. *

. 7 - g

. (U) During his five years at the National Cryptologic School,[::::l
developed CA-107, Exploitation of Manual cryptosystems; taught CA-260,
Diagnosis and CA-301, Bookbreaking; originated and directed .
CA-305, Annual CA Seminar; and served as Chief of the CA Division. He .
then became Executive of the Cryptanalysis Career Panel. During his
tenure as Executive, he oversaw the growth from less than to more .
than interns and built a stronger program, largely by allowing .
interns dgreeaAter- part;c1pat10n Morale improved through the publlcat;on .
of a newsletter, intern meetlﬁgs and a, Qrochure for new hires. . .

x
.

practiced TQM before it was fashionable. He "a’l58 designed, phe CA e, Y *

., . 13

Technician Program and helped to form the KRYPTOS Society. - e ETN

[::::::::::Ican best be characterized by the following comments:

* extraordinary level of honesty, integrity, and enthusiasm

* extremely sensitive to personal and career needs of the work force

[og-98 "1 a-(€) (cﬂ

* inspired junior analysts to persist in attacking challenging problems
* flexible, willing to help out wherever he was needed .
* gxcellent interpersonal skills _ .
* outstanding breadth of knowledge o

* left a strong legacy by his outstanding leadership .

. L .
MR HEB B HERE R HNA RN N N HD AT AN AN RN AT RN IR AR N DN AR NN AR AR RN AR R R IR T

.
*

c. "8 We have extended the deadline for nominations for tbe.Norman
Roberts Award to the 15th of September. As a reminder, this award is
presented annually to a junior cryptanalyst at either NSA*or GCHQ who
has made an outstanding cryptanalytic contribution. "Jtnior" has been
defined as on who has been at his/her respective Agenéy for less than

.
.
*
.
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five years as of 31 July 1994. While there is some on-going discussion
about this definition, it will be followed this yvear.. Any KRYPTOS member
may nominate any employee, Nomination must include the name of the nominee,
the nominator, and a write-up of the work which attracted the nomination.

It may be classified up to TSC. Please mail to the KRYPTOS secretary,

.
.
* .
**********************************“k*‘A'*J(t**********************************
e, . . .
.
* .

3. CALENDAR OF EVENTS e,

UPCOMING
Sep 7 MEPP Brown Bag Lunch and Movie (2B5038, 1200-1300) "+ —
i o
Sep 8 CMI - "Modern Results on an Ancient Problem” S
(0930, Friedman) (See 5b) e
lav}
Sep 8 HRMA Roundtable Discussion on "Networking for =
Career Development", 2C086, 1100-1230) o
(o2}
t
Sep 8 "Stress - Is it Worth Dying for For?" 'Ei
(Movie, 1100, 3W083) Le T
Sep 12 Z Technical Forum Talk - Asynchronous ,.**"
Transfer Mode (ATM), byl I
Sep 12 "Stress - Is it Worth Dying for For?"
(Movie, 1100, 2C086)
Sep 15 Norm Roberts' Award Nominations Due - (see 2c)
Sep 15 Flexible Employment Plan (FEP) Open Season Ends
Sep 19-20 Healthy Heart Mini-Fair (OPS1 N. Cafeteria,
0715-1030, Call 688-3400 to register)
Sep 19-21 Cryptanalytic Computing Conference (SRC)
Sep 20 Security Day "The Steven Lalas Espionage Case -
presented by the FBI (Friedman, 1000 & 1300)
Tickets available in 15079.
Sep 23 "Stress ~ Is it Worth Dying for For?"
{Movie, 1100, 3C086)
Sept 26 Pen and Cursor Society - | |on
Writing got Profit (0930-1100, 9AI35) Tr.,
Sep 27 International Affairs Institute (IAI) Talk “b)(3)—Pjh 86-36
"Intelligence Sharing Worldwide", (1030-1130 .
Ambassador Montgomery, OPS2B, Rm 2B4118-6) ¢
Oct 7 TSP Workshop (0900 Friedman) O
Oct 13 IATI Talk "Nuclear Missile Proliferatiog“f (9Aa135
1030-1130, Larry Gershwin, NIO S&T)
AR [N
Oct 17-21 . (b) (3)-P.L. 86-36

9/23/2010
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Oct 19-21 . ESCAPE "94 (Biennial ciphony experts'
conference) - NSA

Oct 31-=Nov 4 CONSCRYPT at CSE
Nov 4 KRYPTOS Luncheon (Officers' Club)

Nov 7-10 Data Demodulation Workshop (FanxII)

PLAN AHEAD:

March 27-31, 1995 CARD (GCHOQ)
May 15-19 CA-305
May 34-35, 1995 CA PQE

LITITLITIITITT70 0777070701077 7777770770777777777707777777777770177777771777

4. WORD FROM THE CACP -

a. Gﬂxﬂ;L_ Congratulations are in order for the following people who
just completed their CA professionalization!

'
HEmnwnupnRuURRABBRU DRI IR AN R AN R R R R U T T AR AU N et e U T TR T YR
.

.
.
.
-
“

b. ) The Report from this year's CA Conference is on the Y.,
streets! "Copies were sent to all those who participated, and also sert ,

in hard copy to Distro IV (down to Branch level). The report contains T
the full text of the keynote addresses and working group reports, and Y.
gists of the technical briefings. Tapes are available for the entire e
conference proceedings, and may be viewed in the CACP office, or may be

borrowed for viewing elsewhere. If you have not seen the report and

would like to have a hard copy, please contact either |
Lh_—F OL. ALl .
them a secure). Future issues of this newsletter may carry

parts of this report, space permitting.

9¢-98 1 d-(g) (q)]
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c. CBSUQL The CACP has already begun to think about next year's

Conference, which will probably be held again at SRC in January 1'995. .
They are open to suggestions for topics and/or themes"and ask ‘.'
that you forward any suggestions to I L or any panel member. *

+
.

HI|I|IIIIIIIIIlﬁll'lllﬂﬂilll"llllllllIIll"ll""“"ll"ll"ﬂ"llllll“"ll“llll"""Illlllllllllll"n!l"llll"l‘""““llu“ll"'lll
d. TS\ BIOGRAPHICAL PORTRAIT (Each month we will introduce one, br

two of the most recent people to have joined either the CA Ingefh

program or the CA Tech Program. In the future we may also imclude
interviews with some of the more senior members of the Cg’éommunity.)

/23/2010
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(b) (3)-P.L.

86-36}

Page 9 of 21

»

1. v

lig a first- i assigned to 7421, .
work;nc\ﬁ;rst on he&aﬂd ﬁdw b‘:--'...- {b) (1)
the | F'1 @) (3-p.1. 86-36
[ | in addition tQ learping, £Q .. ... ..
program and attending the many classes required by the intern program.
(b) (1)
(b) (3)-P.L. 86-36
(b) (6)
llnllllll'lIlMlllllll'llll"llhlIIIlllllllll!!lﬂ“'lH"ll""""llllllll""IIIIIIIIDll'llllll"ﬂllll""l‘""“ﬂll"""""!lllll"ﬂ"l!ll
2. ™ | is a first-tour intern currently .
assigned to z433. She is working ‘on, the] | inciuding .
.'-.. ."-.---q.
L o) (1)
Y., (b) (3)-50 USC 3024 (i)
LN (b) {(3)-P.L. 86-36
(TelQ) Before entering the intern program worked* in
the Office of Policy. She was a Freedom of Informatidn® Act, Case .,
Officer. " AS "shéH," shte was: respensible, for, gespondlng to requests £Or < .. e,
information about NSA from the public. She searched tAE AgEnty "FOr = » = « . o A X
responsive information and applied exemptions to this information &
‘before releasing it to the requester. S
: : T
Having.workead. in DDQ for. about .five years.hefone. gQing s « v x s v = = « :
to DDP, recalled that she really enjoyed the TA aspects of her :
job. She was "really interested in getting back into analytical work." ®©
1 1 her d1v151on chief, brought the CACP's intern vacancy w
(o2
announcement to her  attentidd ahd ehdoutdged "het "to dpbly." * * * = * s ¢ s s v v 2 0 n e u o 2 Jueed
bl o) (1)
(b) (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36
(b) (6)

[0 (3)-7.1. 86-36]
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(b) (3)-P.L.
(b} (6)

86-36

5. TECHNICAL HEALTH

{(b) (3)-P.L. 8

6-36]

a. New ESS category for Signals Processing Tagks == """ e
rresq) I lis the author of a set of Cray-based

programs for performing signals processing tasks. Recently he
obtained an ESS category (#1433), which he will use to notify users in
advance of changes or new programs. Following is a brief description
that Ed provided to us.

(b) (1)
(b) (3)-P.L.

86-36

NP UNRTRNBTARARANNBRUT AR BEN IR AN AN NAHRD U R IR U NN U H AN AR AR N AR RN NN N

b. CMI September Talk - (see calendar for date/time, etc.)

{ree), Double transposition is one of the oldest cipher systems .
that still poses difficulties for the cryptanalyst. | .

NN AN NRRDNANT VAR RADNATAN TN AN NI AR BN AN ORI RN OB RNAN N RO NN RN NN

c. MEPP Monthly Brown Bag Lunches - |

v
(U) The Math Education Partnership Program, an outreaéh.effort for
improving math and science education in grades K-12, will *hold monthly
luncheon meetings, on the first Wednesday of each month, fox’ips
volunteers, beginning this month. This will be an opportunity t¢ share
ideas, sees movies or hear talks about other initiatives, etc. This
month there will be a movie about an innovative teacher of math in

Harlem. It is very entertaining and full of wonderful ideas for .'.
interacting with students. After this motivating movie there will be a °.
discussion of what it means to be a member of the Speakers' Bureau.

Future meetings and agenda will be announced on ESS, #1393, so please

subscribe if you are interested. Questions? Call[ ]

NRBWRDRAARDABEANADI AR RERRANI NI AADNRANR AT I AN R AR TR IO DD HAE AN R AR RV AN DA R DU NN

d. Course Schedules —| I
Following ig a listing of! !FY 95 schedule for
and Cryptomathetics courses. Changes to this schedule tend to occur

fairly often (usually due to circumstances beyond our control!). We'll
make every effort to announce such changes, as soon as they become P

L

-
Fo s o Cwm‘— -

(

b) (1)

(b} (3)-50 USC 3024 (i)

(

b) {3)-P.L.

86-36

Pan

[oc-98 "1 a-(e) @]

9/23/2010




September 1994 TALES OF THE KRYPT Page 11 of 21
Doc ID: 6823781

known, on Enlighten, admin.training. If you have any questions, please
give us a call on 968-7051.
NCS CLASS SCHEDULE IN COURSE DESIGNATOR ORDER
FOR CA COURSES
(PERIOD COVERED 941001-950930)

DESIG CL-FY

START/STOP SESSION DAYS/HOURS ROOM
CADO1l 01-95 SPEECH ANALYSIS DEPT: E42 SIZE: 024
950104-950106 1 WF 1300-1500 A2B058 FANX2

950109-950210 2 MWF 1300-1500 - A2B058 FANX2
ALLOC: Z(18) R(1l) H2(5) .
INSTR: STAFF

CA015 01-95 INTRO TO MANUAL & MACHINE CRYPTOSYSTEMS DEPT: E42 SIZE: 011

941128-941216 1 DAILY 0800-1600 A2324 FANX2
ALLOC: A(2) B{4) H2(2) I(1) K(1) v(1)
INSTR:
CAQ15 02-95 INTRO TO MANUAL.& MACHINE CRYPTOSYSTEMS DEPT: E42 SIZE: 011
950703-950721 *. 1 DAILY 0800-1600 . A2328 FANX2

ALLOC: A(1) B(4) H2(2) K(1) V1) Z(1) ARMY(1)
wNsTR: [ ] T

L

- -

CA101 01-95 GENERAL CRYPTANALYSIS FOR MATHEMAPICIANS DEPT: E42 SIZE: 018

950905-950929 " " . DAILY 0800-1600 A2B024 FANX2
ALLOC: Z(16) C(2) e, Te,
INSTR: STAFF T, ",
CA104 01-95 INTRODUCTION TO CRYPTOLOGY AND NSA " DERT: E42+.SIZE: 010
950103-950120 1 DAILY 0800-1600 "+ A2328 FANX2
ALLOC: B(1) V(2) Y(1) Z(4) HQAIA(2) '
INSTR: STAFF
CA110 01-95 INTRODUCTORY CRYPTOSTATISTICS DEPT: E42 SIZE: 009 ‘e
950306-950317 -1 DAILY 0800-1200 A2324 FANX2
ALLOC: C{1) H2(3) J(1) M(1) N(1) Z(2)
INSTR: STAFF
CA110 02-95 INTRODUCTORY CRYPTOSTATISTICS DEPT: E42 SIZE: 009
950807-950818 1 DAILY 0800-1200 A2328 FANX2
ALLOC: C(1) H2(2) R(1) Z(3) M(1) N(1)
INSTR: STAFF
R SRy
CcA112 01-95 | DEPT: E42 SIZE: 011, .°* .’
: 941011-941031 I DAILY 0800-1600 _ A2324 FANX2 _.°,°
ALLOC: Z(7) H2(4) P RN
INSTR: STAFF R et
CcaA112 02-95| DEPT: F42 SIgE: 011
950103-950124 1 DAILY 0800-1600 .*"  A2324 FANX2
ALLOC: Z(8) H2(3) ‘ a .
INSTR: STAFF R o

. 3
.
»

DEﬁT: E42 SIZE: 011
950403-950421 1 DAILY 0800-1600 ‘.’ A2324 FANX2

*
*
.
.

CcAl12 03-95 |

9/23/2010
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ALLOC: Z({7) H2(4)
INSTR: STAFF

CA112 04-95 | | DEPT: E42 SIZE: 011
950703-950721 1 DAILY 0800-1600Q, A2324 FANX2
ALLOC: Z(8) H2(3) . e,
INSTR: STAFF el
CA123 01-95 SHIFT REGISTER CRYPTOLOGY . DEPT: E42 SIZE: 01%-,
941003-941110 1 DAILY 0830-1100 A2BOS8 FANX2 . ..
ALLOC: C(2) H2(3) J(1), N(L).R(1) Vi(d}k W{l) YeIy=p(2y =" =*""""""" 5
INSTR:I ] ;
CAl123 02-95 SHIFT REGISTER CRYPTOLOGY - DEPT: E42 SIZE: 016 é
950313-950331 1 DAILY 0800-1600 . ,,.A2R058 FANX2- =" """ "L
ALLOC: C(2) H2(3) J(1) .M(1) N{l)-R¢ w37 W) ¥{1) 2(2) .
INSTR: o
w
Cal23 03—95 SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 9%& . nm st =
950807-950915 1 DAILY 0830-11Q0, ...« " A2BO5B FANXZ « * °
ALLOC: A(1) C(2) H2(3) .M(1)} R{2) VI T3} "Z(1) Leert
CA207 01-95 COMPUTER APPLICATIONS FOR.GRYPTANALYSIS DEPT: E42 SIZE: 008
950522-950602 _ . » » * "1 DAILY 0800-1600 A2328 FANX2
ALLOC: H2(2) Z ({4} *F6%2)
INSTR:
CA219 01-95 ADVANCED CRYPT ANALYTIC TECHNIQUES DEPT: E42 SIZE: 010
941128-941216 1 DAILY 0800-1600 A2328 FANX2
ALLOC: H2(3) 2{(7) INSTR: STAFF
CA219 02-95 ADVANCED CRYPT ANALYTIC TECHNIQUES DEPT: E42 SIZE: 010
950217-950217 1 F 0800-1600 A2328 FANX2
950221-950310 2 DAILY 0800-1600 A2328 FANX2

ALLOC: H2(3) z(7)
INSTR: STAFF

CA219 03-95 ADVANCED CRYPT ANALYTIC TECHNIQUES DEPT: E42 SIZE: 010
950501-950519 1 DAILY 0800-1600 A2328 FANX2
ALLOC: H2(4) Z(6)
INSTR: STAFF

CA223 01-95 INTERMEDIATE SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 016
950103-950210 1 DAILY 0830-1100 A2B058 FANX2
ALLOC: C(7) H2(3) J(2) K(1) R(1) Z(2)
CA223 02-95 INTERMEDIATE SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 016 =
950710-950728 1 DAILY 0800-1600 A2B058 FANX2 =
ALLOC: C(6) H2(4) J(2) W(1l) R{1) Z(2) T
INSTR: T B
lllllllIllllllll‘ll.ll.llllllll .L_‘
CA235 01-95 MACHINE ANALYSIS FOR MATHEMATICIANS DEPT: E42 SIZE: 025 o
950306-950421 1 MWF 0900-1100 A2B024 FANX2 I\
ALLOC: C(6) Z(19) , =
INSTR: STAFF et
CA250 01-95 KEY GENERATION SYSTEMS DEPT: E42 , STZE: 011
950313-950428 1 MWF 0800-1100 .+ *A2328 FaANX2
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ALLOC: Z(10) H2(1)

INSTR:
CA261 01-95 DIAGNOSTIC WORKSHOP, : DEPT: E42 SIZE: 010
‘ 950206-950217 " "1+ .DAILY 0800-1600 A2324 FANX2
ALLOC: H2(2) Z(8) el
INSTR:[:::::l el
CA301 01-95 CRYPTOLOGY OF CODES "™ * . o DEPT:* E42, SIZE: 011
» 941017-941104 1 DAILY 0860-1600-...,, . A2328 FANX2
ALLOC: H2(5) Z(2) OPEN(4) N
INSTR: STAFF e
CA301 02-95 CRYPTOLOGY OF CODES DEPT: E42 SIZE: 011
950424-950512 1 DAILY 0800-1600 A2324 FANX2

. ALLOC: SPECIAL({11)
INSTR: STAFF

CA323 01-95 ADVANCED SHIFT REGISTER CRYPTANALYSIS DEPT: E42 SIZE: 012
' 941017-941104 1 DAILY 0800-1600 A2B038 FANX2
ALLOC: C(1) H2(1) z(7) F6(1) OPEN(2)
INSTR P ® = E ¥ 2 & X = = ® = = = # % % = & N N R 2 = 3 N - B = = W & % ¥4 & ® 3 5 =R ®m

CA323 02-95 ADVANCED SHIFT REGISTER CRYPTANALYSIS. » - ** DEPT: E42 SIZE: 012
950605-950623 .1 = BATLY "0800-1600 A2B038 FANX2
ALLOC: C(1) H2 (1) -Z(8Y 'F6{1) OPEN(1)
INSTR: [::::] .

MA148 01-95 INTRO TO CRYPTO MATHEMATICS FOR MATHEMAT DEPT: E42 SIZE: 024,

941011-941215 1 TR 1300-1500 A2B024 FANX2
ALLOC: Z(20) H2(2) R(1) OPEN(1) .
INSTR: STAFF R
MA204 01-95 ALGEBRAIC CODING THEORY DEPT: E42 SIZE:'024
950306-950511 1 MWR 1300-1500 A2B024 FANX2
ALLOC: Z{19) C(5) .
INSTR: STAFF (b) (1) .
(b} {3})~-P.L. 86-36 .'
MA213 01-95 [ Frareremreceen DEPT: E42 SIZE: 024
941024-941202 1 MWF 0900-1100 A2B024 FANX2
ALLOC: Z(20) C(2) H2(2) N
"INSTR: STAFF .
MA246 01-95 CRYPTOMATHEMATICS FOR MATHEMATICIANS DEPT: E42 SIZE: 020
950103-950210 1 DAILY 0800-1600 .’ A2B024 FANX2
ALLOC: Z(16) C(2) H2(2) .
INSTR: STAFF . .
MA250 01-95 THEORY OF LINEAR RECURSIVE SEQUENCES DERT: E42 SIZE: 024
950626-950901 1 MWF 0900-1100 ; A2B024 FANX2
ALLOC: C(4) K(6) R(1) W(4) Z(7) F6(2) .
INSTR: STAFF .
MA256 01-95 SIGNAL PROCESSING MATHEMATICS ~DEPT E42 SIZE: 024
950403-950526 1 MWF 0900-1100 . A2B058 FANX2
ALLOC: Z(18) C(5) OPEN(1) *
INSTR: STAFF .
MA302 01-95 FOURIER ANALYSIS . DEPT: E42 SIZE: 024
950731-951006 1 MwF 1300-150Q" A2B058 FANX2

ALLOC: Z(18) C(5) OPEN(1) .

-
L
s
.
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INSTR: STAFF

MA414 01-95 COMBINATORIAL MATHEMATICS DEPT: E42 SIZE: 024
950711-950831 1 TR 0900-1100 A2B024 FANX2
ALLOC: Z(18) C(5) OPEN(1)
INSTR: STAFF

MAS550 01-95 NUMBER THEQRY FOR CRYPTOLOGY DEPT: E42 SIZE: (024
950403-950623 1 MwF 1300-1500 A2B058 FANX2
ALLOC: Z(18) C(5) OPEN({1)
INSTR: STAFF

NHnapuEnN IR ER AR NN NI AN DR NN R NN A AR RO N A RO U AN NN R RN AV IR RN R nN

e. TS&). SOLUTION TO THE AUGUST PROBLEM OF THE MONTH

What is the plain text and what are all of the cryptovariables?
~~~~~~~ ~~~mmmm~mmman~n AUGUST ANSWER STARTS HERE ~n e mmns e s

TOP S BERF Sl AR R A

1rd-(g) (Q)

Ypzoge 0sn 06-{g) (a)

9€-98

(T

(t) (@)

(b) (3)-P.L. B6-36
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f. September Problem (b) (1) '
‘ ' (b} (3)-50 USC 3024 (1)
(b} (3)-P.L. 86-36

-

R T T o T R T R T T T T T R R T —
6. Technical Topic

ARITHMETIC COMPRESSION | |

(U) Arithmetic compression is a relatlvely new technique which
provides excellent data compression but with the cost of processing
‘time which is far greater than that used by other compre551on schemes.
Unlike other techniques, arithmetic compression explicitly reIres .upon
a well-designed language model to provide estimates for upcoming e,
characters and then derives its compression from the roughness in the '*.
estimates. Arithmetic compression has not caught on for text *
compression due to the expense of computation but it will soon become

a critical part of compression schemes for both color and black and
white images.

(U) To illustrate how arithmetic compression operates, take an
alphabet consisting of four characters A,B,C,D with corresponding
probabilities .5, .25, ,125, and .125. We begin with two values,
HIGH = 1.0 and LOW = 0.0 and we will recompute values of HIGH and LOW as .
we step through the message. Think of A as owning the bottom half of .
the line segment between LOW and HIGH (i.e., from 0.0 to .50), B owns K
the next quarter (.50 to .75), C the next eighth (.75 to .875) and D the
last eighth (.B75 to 1.0). We choose the new HIGH and LOW values to,.Be

the boundaries of the line segment owned by the first character of’the
message. So if B is the first character of the message w have

CI TAe message we 'wvuegu nave

HIGH = .75 and LOW = .50. We now subdivide this new line segment
according to the probabilities of the characters (A now owns the
segment from .50 to .625, B from .625 to .6875, etc.) and repeat the

.
.
.
»
.

[oe-98 17 a-(6) (@]
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process for the next character of text. When all the text has been
processed, the compressor publishes the midpoint of the final region
(LOW,HIGH). To decompress, one must be able to track the procedure

which created the midpoint. That is, at each step of the process the
decompressor needs to know which of the four possible line segments,
corresponding to the four characters of the language, contains the
midpoint in question. It is not hard to show that if the compressor
publishes the first -log(HIGH-LOW) + 2 bits of the midpoint then the
decompressor has sufficient information to complete the job. It can
also be shown that, on average, the value -log(HIGH - LOW) represents
the best compression possible for messages which satisfy the given list
of probabilities. With the probabilities given above, the message
BAADA would yield values HIGH = .55859375, LOW = .5546875. The
midpoint is .556640625 and the compressed text is 100011101. The nine
bits of compressed text are only slightly better than one would have
gotten by simply assigning two bits to each character, but for longer
messages we would expect the compressed text to average 1.75 bits per
character.

(U) Now, a few details have to be worked out. The most cobvious
problem is that we are using decimals which need to become increasingly
more precise and thus we seem to need to use a multi-precision package
to do the computations. In fact, what happens is that the high order
bits of HIGH and LOW soon become equal so that the high order bits of
the ultimate output become. fixed. The compressor can output those bits
and keep the remaining bits in a single register. Also, our example
had a static language model; that is, the probabilities for the
characters were constant from time to time. But there is no reason why
the probabilities can't be recomputed after each step of the
compression since the decompressor is capable of performing the same
calculations. Several text compressors have been written which use
sophisticated language models to select the character probabilities.

In general these compressors will produce shorter output than other
compression technigques but they are usually much slower because the
language modelling is time-consuming.

(U) There is one application of arithmetic compression that is soon
to become important. When encoding binary data several tricks can be
used to speed up the computations involved in modelling and
compression. Two international standards groups, JPEG and JBIG, have
been considering a form of arithmetic compression for image
compression. JPEG has recommended binary arithmetic compression as an
option for the compression of color images and JBIG is working on a
standard for the compression of black and white images which will
require arithmetic compression. It is likely that future generations
of facsimile machines will work according to the JBIG standard.

kkkkrkhkhhkhkdkdkddhdbdbkhrhdbhkrh kb o drdhhdhkr bbb ddbhrdr kbbb hhdrdbddrddrdhhhrdhdkddhkdhhx

7. ACTION LINE

a. (U) Question: How was the voting membership of the CA TTRP
decided? What safeguards are in place to ensure an eguitable
representation from all areas of Z? 1Is there a minimum amount of
breadth and depth of CA experience necessary to be a member of the CA
TTRP? What are the requisite qualifications for CA TTRP membership?

LRCEU U RN ST IR R TR B B B T R TR A S TR TS TR TR BT T T o R B O

[(6) (3)-P.1. 86-3¢

() Answer provided by[ ] Chalfman of " fne’dal P T

9/23/2010
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(U) The original CA TTRP was established via a "jumpstart group"
policy designed at the DDO level. Several prominent Cryptanalysts
were asked to surface a list of candidates for the first panel.
The jumpstart group also titled the first panel, based on the criteria
that had been developed by the CA Panel. These criteria were
developed in conjunction with all of the other included skill fields
represented in the new Agency Technical Track, at a series of meetings
of the Senior Technical Track Board {(STTB).

(U) The original (and current) panel was selected, not to "ensure
representation" from areas of Z, but to be composed of bona fide
cryptanalysts who could be relied upon to make fair determinations of
their peers, regardless of assigned organization.  No minimum
requirements were officially set, but the first group chosen were those
who would be seen as Master level cryptanalysts by the community.

(U) Since the original panels for all skill fields were formed,
the additional requirement of being "duly constituted" with minority
and female representation has been added, and the CA TTRP has
complied. From the start, the CA TTRP has been concerned with
equitable representation - but for the applicant, and not to present a
superficial allotment by organization. The Panel is concerned with
genuinely being fair, not just appearing to be.

(U} Rest assured that all title applications are carefully
reviewed, and further researched if there is insufficient first hand
knowledge of an individual among the panel members. Also keep in mind
that most senior cryptanalysts have worked in a variety of
organizations and frequently have a good knowledge of an organization,
its people and special expertise, though they may not work there at
the moment.

LA S RS RS SRR RE RS R RS ER SRR SRR R R R R R R AR SRR R RRR R RN EREEEEES]

8. LITERARY TIDBITS (Review by

How To Tell the Liars from the Statisticians e, L,
by Robert Hooke

why would a statistics consultant, former manager of
Mathematics at Westinghouse, a fellow of the American Statistical
Association, and member of the Operations Research Society of America
write a humorous book on statistics? Why would you want to read one?

Many people are scared away from "mathematics" even though they
unknowingly deal with mathematics, especially statistics, in many areas .
of their lives. This book gives anecdotal evidence to support statistical .
techniques and their usefulness to the average American (however you .
want to define "average" or "American"). ¢

[oe-98 "17a- ©) (@]

+*

In 76 one- to three-page chapters, Dr. Hooke hits on such .
varied topics as "Are You Average Enough?", "Who is Unemployed?", o
"Things to Think About While Waiting to See the Doctor", "Zero or .°
Nothing?", "More is Less", "Watch Out for 67%", and "There Are No Easy
Solutions". (The last one is something to keep in mind on election
day!) In addition to making complex statistical technigue ’ehd terms
understandable and applicable to everyday living, Dr. Hooke helps the
reader regain (or learn) enthusiasm for statistics. .

-
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Chapter 39, Scaling Up and Down reminds us that rules that
apply to things that are small don't always apply to those that are

big. "If you can solve a two-piece jigsaw puzzle in two seconds, it
doesn't follow that you can solve a 3000-piece puzzle in 3000 seconds
(fifty minutes)." In our Agency careers we will see many
reorganizations; the most recent will not be the last. Why so many?
Dr. Hooke helps define the "whys" of reorganization: "Sometimes the
change is made for purpcses of decentralization, ... In other cases
the change glorifies consolidation, ... All of this reorganizational

activity is a crude way of trying to reach an optimal position where
the trade-offs of big vs. little are as profitable to the corporation
as possible. If corporations remained qualil[taltively the same as they
grew, there would be no need for such activity." :

If you are interested in other such nuggets, and a very
readable, enjoyable book, look for "How to Tell the Liars from the
Statisticians" in the NSA Library, call number QA276.12.H66, in the
Enhanced Mathematics Collection.

Fhhkkhkhhhhhrhhhhhkhddrhrrdrdhhhhhdhkhhhhkhhhdrhhddhhkhdorddbkhrdddhrddrrbdrhkhktr

9. (U) LETTER TO THE EDITOR .(From

I read with interest the CA Panel's response to the Z4 Survey ot ..,
Briefing. While I agree with most of the response I feel that it
contained some mis-perceptions, as well as a somewhat patronizing
tone. Foremost, the statement that this effort was intended to "lower
the standards of excellence" for judging cryptanalysts is absolutely
false. 1In fact, their proposal was designed to try to influence the Ca
criteria to include aspects that would help make it germane to the
communications and other changes in our targets that we are facing in )
Z4. The response encouraged movement away from specialization toward l;
flexibility. I certainly agree; to be successful the cryptanalysts in .
the production offices must learn to deal with collection problems, o
data forwarding issues, garbled traffic, changing requirements, etc. L .
They must constantly interface with reporters, linguists, collection . R
managers, signal analysts, other cryptanalysts and mathematicians. .“ .
Flexibility must be their middle name! But nowhere in the CA critg¥ia .
are these traits really addressed. Related Fields is not even.a»bart R
of the examination anymore. ) ot .
One other comment I would like to address is that'cryptanalysts
should not stay in a 51ngle office for long periods of‘tlme This is-+a
noble statement and it is certainly true that moblkity is desirable for
both gaining and sharing experience. But it 1s.a fact of life that’'
many cryptanalysts, including those outside Z4 do not readily move
from office to office. And many of them are our most productlve.
employees, and often among the most well-Yrounded. If the commupfity is
serious about such diversity, it shoqk& be institutionalized. +We have
lots of interesting problems in Z4 that could use fresh ideas. from, for
example, Z2 or Z5 experience. - ¢

.
. .

[oc-98 ~1-a-(€) (@)

| | all certified professionals,’ recognized a
problem and made a good faith effort to both quantify thg extent of
feelings about the issue and present possible solutlonSs They spent a
great deal of their own time working at this, and they 'should be
commended for their commitment. Hopefully they have, taigsed the
consciousness of the community, but I'm afraid that *the tone of the
panel's response will only stifle similar "grass roots" efforts to

.
-
3
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bring forth perceived problems.

To repeat, I basically agree that our professional
cryptanalysts should be well-rounded in the CA disciplines.
This means training, diversity tours,
Programming skills, problem- solving traits, and the ability to
communicate, orally and on paper, are important.
individual's responsibility to do whatever 1is necessary toc become
certified. However, it is not asking too much for the CA community
itself to consider whether their criteria is relevant to much of their
constituency, or perhaps could use some fine-tuning, as several other

disciplines have done.

seminars,

conferences, etc.

It really is an

Page 19 of 21
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10. (U) PUZZLE

Here is the solution to last month's puzzle -

"The mathematical tools of cryptanalysis are continually subjected to
rigorous analysis, refinement and generalization.
beauty is equal to that of any field in pure mathematics. As

once proclaimed, "It's a great science we have here!"”
' CRYPTOLOGIC MATHEMATICS

N0 NKXSE <O

.

The intrinsic

THEOREM
HUMANITY
ENHANCE
MEALYBUG® .
AVARICE .
TERRIBLE *«., '+,
INJURED
CASTAWAY

 SPANNER

————————————————— ""'.".———‘—————-——————---———1—.————————————————"""—-"—““'
A. JOINTED "'+ K, PARFAIT ‘e
B. SERENADE L. TRIGKERY
C. CONCEIT M. OTHELLO " +., .

D. HACIENDA N. LIFELESS T
E. ANTHILL 0. OSTRICH

F. TEASPOON P. GAINSAID

G. ZEALOUS Q. ISTHMUS

H. COQUETTE R. CRITICAL

I. REGATTA S. MASTIFF

J. YEOMANRY T. ASTONISH

hhkhdhkhkhkdhkhhdhkddhdhkhhhhhddrhrhdbhdbdhddddhdrhbhdhhrdhbdhhkkdrdhdhdhkkhdkdkhdhkhkdhdkddrhx

And this month we bring you ........c.c...

EQUATIONS

byI

P s e e rm Ao

Each equation below represents a phrase,

contains the given number. For example:

3 M and a B
9 =1 in a B G

it

[ Wwarning for solvers at GCHQ, CSE and DSD: this puzzle has L

a definite bias towards U.S. culture (and no,

fact or title which

would be "Three Men and a Baby" .
- would be Nine innings in a baseball game .

that is not an =«

oxymoron :-). However, in the interests of international peace
I've taken out some (but not all) of the worst offenders. (Of
course you already knew that it was 897 steps to the top oﬁ'the
Washington Monument, didn't you?) You're welcome. —Lar{y 1

1 = F O the C N 18 = W on a T-T .

i = Wonadu 24 = BBinaP-

3 = BM(SHTR) 24 = HinapD.’

3 = S to the W 26 = L in the'A

»

*
.

.

[oc-9s “1+d-(g) ()]
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4 = F of Pon MR 29 = Din FinalL Y

4 = FofMI 31 = Fof I Cat BR

4 = Q in a G 32 = D F at which W F
6 = L on an I 40 = D and N of the G F
6 = PinaP T 40 = ConacCBR

6 = W of H the E 54 C in a D {(with the J)
7 = Vofs 57 = HV '

7 S in the B D 64 = SonacCB

7 = W of the A W 66 = B of the B (K J V)
8 = Sonas§s 76 = T that L, the B P
8 N in an O 80 = D to G A the W

9 = P in the S S 88 = P K

10 = LI 90 = Dina R A
11 PonaPFT 101 = D
12 A M 200 D for PG in M
12 = L of H 206 = B in the H B
12 S of the Z 1000 = W that a P is W
13 = S on the A F 1001 = AN
14 = D in a F 1215 = Y the M C was S
16 = O ina P 1760 = Y in a M
18 = HonaGC 20000 = L U the S

LR R e R R R R R R R LS

11. CONTEST -[ ]Vanity Plates g
W

(U) And the winner is | ] now of N51, but a former member K
of the NCS CA faculty. Sharon is an obvious Latin ‘'scholat,’ B8, 'gshé. . . . "= ="s""eme st
correctly translated 'CURRO’ as 'I run'. | ]is a marathon ®
runner; ergo, I RUN 26! Sharon gets a sundae from Joe! We had one >
other correct guesser, | lof 23, and about 15 other guesses, Ei
some quite creative, and even close to the mark! e U,
Khhkdkhkdhkhdhkdkrdrhkdbhkddrdddhhkhbhkdkhrkdrdhkkkrdddhhddrddrdbbhhbddrrbhkdddhdddhkhddskdkkk ..
12. EDITORIAL CORNER .

-
If you have a relatively short technical treatise, or anything you would .
like to have considered for inclusion in future issues, please submit it .,
to any member of the editorial board or any of our office POCs. .

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT! .°

A reminder that anonymity may be requested for Action Line items - - &
in fact, you may mail them in hardcopy form to any member of the G
editorial board or any of our office representatives. .

.
-«
.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteersg to

help us, however. Perhaps you would like to work on one of the' topics

in this issue, or perhaps there is another topic which you tQink should
be included in future issues. Either way, we would like your input,

and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person. !
BRAHHHHHAFHBHHBHHH B RS R FEH B H R AR AH S ARG R H BB H R H R H RS SHHHE RS H B
NOTE: We MUST receive any submissions for the October *issue by 23 Sep.
######################################################%##################

’ .
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EDITORIAL BOARD .
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Cryptologlc History Museum

[©) (3)-P.L. 86-3¢

Jack Ingram,

OFFICE Reps

Return to Kryptos Home Page

NSA Home Page

DATE 3 SEP 1991

DERIVED FROM: NSA/GSSM 123-2,
DECLASSIFY ON: SOURCE MARKED "gADRY
DATE OF SOURCE: 3 SEP 1991

GO NI A
FEBOI AT RTINS
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WE ARE LISTENING ...... {(Note from the Editorial Board)

-----------------

(U) We have received lots of very favorable comments on our first four
i'ssues, and we thank you. Our only somewhat negative feedback has been
on the length of the issues. We have been somewhat inundated with
articles and announcements, etc., which obviously reflects the need for
such a publication, BUT, we also want everyone to read the entire
newsletter! SO, we have listened to your suggestions, and have made a .t
few cuts. We will only do one Senior CA Perspective each month, and Lot .
one interview of the new Interns, CA Techs, etc. We also will only et .
include the answer to the puzzles, so if you want the puzzle, saye-it -
for yourself. ’ . ot .

.
» .

173~ (€) ()]

loc-98

| .
###############################################ftﬁ######################## L
*** *CHALLENGE™* * * * *CHALLENGE* * * **CHALLENGE* ¥ * % *CHALLENGE® * * * *CHALLENGE* * * *#"
(U) The challenge this month % from the Editorial Board. We have ‘
changed something. Firstr person to e-mail the correct answer to

.

gets an ice-cream sundae.

FRAHRAEER AR AR A SRR AR EAR R RE SR AR BR AR S B REH S FE BB R E F RS B R AR SRR A R A
LETTITITITI 00000000707 007707000777000108007107770277070707170777777770017177777777

(U) TABLE OF CONTENTS:

1. Perspectives in CA - | | 2. KRYPTOS Society
a. More 1993 Distinguished Memberg b. Announcement re KRYPTOS
Talks 3. Calendar of Events 4. Word .from the CACP
a. New Certifications b. CA Panel Chandes

c. 1994 CA Conference Update Tl
d. Biographical Portraits e,
5. Technical Health T
a. 2 Tech Talk Info - : [(b) (3)-P.L. 86-36
b. want ad .t
c. New Language and Linguistic Rersource Center e
d. Science and Engineering Goc1ety Presentation e
e. -Problem of the Month .
6. Technical Article oLt
7. Community Service :
a. American Cryptogram Association & Bulletln Board Service
b. Apples Needed . .
¢. Cryptologic Almanac .
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1. '('muo,LfPERSPECTIVES IN
perspective of a CA Senior on
between Seniors from within 2
pleased to print the thoughts

a CA topic of his/her choice, alternmating
and Seniors outside Z. This month we are
of regarding

-
-
.

IT'S PART OF OUR LIFE ‘.

.
.
L]

TPOUQ) I welcome a chance from the editors of Tales of the Kr&pt,to
give my perspective on a CA topic. The topic I chose is change and how
it has affected me in particular and why I like it. )
mine and are based on my experiences.

CHANGE :

™>=€6Q) When I graduated from the Pl program {(now called the CMP
program) I had to decide on a permanent assignment. As for most interns
this choice was not easy for me. I had had several very interesting
tours and each organization I considered had a lot to offer. In the end
I made my selection of |
factor in my choice was change. To me, both| |worked on
problems for long periods of time. The problems were fascinating, but
were very much long-term(i.e. not much change). appealed .to me

because the problems changed and I felt I was better suited” to" work dn" * LRI R

I did not have the patience or stick-toritiveness
| So early on in my
career I decided that I liked change. Little did I know how much change
I would get!

their problems.

All opinions are *

[ g’ dfciding e
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In summary, my entire Agency career has been affected by changes

™aQ ;
in the cryptology Far. the. most.part .this .
change has producia'a ﬁféfﬁgiimaf“TﬁEg?ﬂgffﬁﬁ“ﬁfgblems, many of which I

have been able to work on. I expect to continue to be affected by

change for the rest of my career. I just hope I enjoy the coming change

as much as I have enjoyed the change I have already seen.

PIVIPLLLIIILILILL 70000000 000000700000000000770001700707771717111177171077

2, (U) KRYPTOS SOCIETY
a. 1993 pistinguished Members (continued)
MAHLON DOYLE

Mahlon Doyle hails from North Baltimore, Ohio.

After serving three
years in the U.S. Army at the Pentagon and in Manila during World War
II, he pursued his education at George Washington University, earning
an A.B. in Mathematics, a B.E.E. in Electrical Engineering, as well as
doing graduate work in mathematics there and at American University.

Mr. Doyle began his NSA career in 1949 as a cryptanalyst and
progressed from cryptologist to mathematician to Branch Chief to

Division Chief in Cryptomathematics. He became a Senior Cryptographer

in 1976 and currently holds that title in the Office of Information

(b) {3)-P.L.

86-36

{b) (1)
(b} (3)-P.L.

86-36
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Security Research and Technology. Among the awards he has received

are:

Cryptographic Literature Award, Exceptional Civilian Service

Award, Distinguished Member of the Crypto-Mathematics Institute, and
the National Intelligence Community Citation/National Intelligence

Distinguished Service Medal.
cryptologic topics,

mathematics;

Mr. Doyle has written over 130 papers on
including original work in theoretical and applied
cryptographic design and design principles;

cryptanalysis

and cryptanalytic techniques; and historical papers describing the
evolution of the science of cryptology.

Page 4 of 20

Ihas a long list of articles to his credit in such

learned publlcatlons as the Journal of Algebra, the Digest of the

Society for Information Dlsplay, and. the Annals of Math Studies.
his published articles are: |

Among

L]
g
AL .
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=
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b. KRYPTOS Talks

(v)

previous KRYPTOS talks.
in the Z Tech Library.
month, and will keep you informed.
currently in your possession, please send them to

We are in the process of establishing a collection of tapes of
This collection will be catalogued, and housed
We expect to have this completed within the next

If you have any of these tapes

(b) (6)
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3. (FPo8Q) CALENDAR OF EVENTS

UPCOMING

Oct 6

Oct

Oct. 11

Oct 13

7

CMI TAlk (0930 Friedman)

*Mathematicians Turn Chips 1nto Logs"

TSP Workshop (0900 Friedman)

NSA Science and Engineering Society, Talk .’
1000, R&E Symposium Center - ¢see Tech Health)

.

IAT Talk "Nuclear Missile Proliferation®,

LA O Y {

b) (3)-P.L. 86-36

1030-1130, Larry Gegyshwin, NIO S&T)

3

Z Technical Forqm‘=‘Asynchronous’Transfer Mode
[ [ (1300-1400, OPS1 3S040) - (see

Tech Health)

(9a135
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Oct 17-21 (b) (3)-P.L. 86-36
Oct 19-21

ESCAPE "94 (Biennial ciphony experts'
conference) - NSA

Oct 31-Nov 4 CONSCRYPT at CSE

Nov 3

CMI TAlk (0930 Friedman)
"SCAMP 1994°*
Nov 4 KRYPTOS Luncheon (Officers' Club) .
Nov 7-10 Data Demodulation Workshop (FanxII) "
Nov 11-12 MD/DC/VA Section of the MAA Fall Meeting *
Western Md College

Nov 14-Dec 12 Health Benefits Open Season

PLAN AHEAD:

Jan 24-25, 1995

1995 Cryptanalysis Conference (SRC) "
March 27-31, 1995 CARD (GCHQ) x
May 15-19, 1995 CA-305 E
May 23-25, 1995 CA PQE - o
LIITTIIILTTETT7 7700770070777 078070771777 7771717177777777717771777777177 E
4. (U) WORD FROM THE CACP - v '

a. There are four new professional certifications in Cryptanalysis

AR HARNSEHR AN I NN NN RN R R ER N RREN B UNHEAURA RN IR AN NA RN NN RO R RN ERBERANI NIRRT
b.

The following CACP members have completed their terms

] Chairman, will be replaced 1 November
by | il R

.
r“"l-\-.-h'.\--u-uq.n.-.-.-.--'-'-'-'-'-'-'--

| Military Advisor

] |
Training Advisor, is replaced BY{ - « ... )

9€-98 "1'd-(€) (q) ]

" .

']

--.._... n..
nnnnnnunnnuunnnnllllllnlununlnnnnuuulnunnnlnnnuwuunnnnnnnlu-uullu--lullnnluunlf A
C

ST,
TPOHQ) Update on the 1994 Cryptanalysis Confeyqqu RepQrL«-=="*""" e
. submitted by] ]

Many of vou have now seen the report from the 1994 Cryptanalysis
Conference which was sponsored by the Cryptanalysis Career Panel in January

of this year. On the second day of that conference, the attendees were split
into five groups and sent off for the better part of the day to address a
specific topic. In the next few issues of "Tales of the Krypt", we would

like to bring you up to date on the status of the recommendations made by L.
those working groups. Since I was a moderator for one of the worklng greups

[oe-98 "1 a-(e) (@]

.
PUL
.
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and I am also on the editorial board of this newsletter, it seemed natural
that I should "volunteer" to do the first segment. [(0) (3)-P.L. 86-3¢|

and I were the moderators of the working group
tasked with looking into the topic of "Marketing CA". Our group saw our
problem to be a three-fold one. We needed to improve the communication
within our community, to educate upper level management (above Z} as to what
we do and how the Agency benefits from it, and to assure that our customers
know what our needs and capabilities are. Points two and three are related.
Our customers include the TOPIs, other cryptanalytic offices working the same
target, and upper level management.

The easiest place to start seemed to be within our own community.
Since the Cryptanalysis Career Panel and the Kryptos Society are the two main
organizations concerned with the health of Cryptanalysis, it was suggested
that they form a partnership with the intent of improving communication
within the community. It was thought that a monthly newsletter should be
published in order to facilitate the spreading of information, and more fre-
quent Kryptos talks would be good for our technical health. Members of
these two organizations did get together and the result is the publication of
this newsletter. Additionally, a member of each organization attends the
meetings of the other. As far as there being more Kryptos talks, we're
working on that. This cannot be achieved without volunteers from within
the Cryptanalysis community. (Call or e-mail the Cryptanalysis Career Panel
or any member of the Kryptos Council to volunteer to give a talk or to sug-
gest a topic for a talk that you would like to see presented.)

Cryptanalysts are sometimes hurt because we are thought of as enigmas
by many members of promotion boards above the Z level. For this reason, name
recognition is even more important for us. One way to improve this situation
is to publicly reward those who excel in our field. while we have defined a
number of prestigious awards for our career field (among them the Gold Bug
and Peter Marychurch Awards), there is a need for more. As a community, we
do not adequately publicize either the availablility of these awards or,
worse yet the recipients. There was also thought to be need for more team
awards. The Cryptanalysis Career Panel responded to this by defining a new
Gold Bug Team Award; the names of the first recipients were engraved on a
plaque installed in OPS #2B and were published in a previous issue of this
newsletter. Kryptos has also recently defined a new award for community
service, the Peter Jenks Service Award. The August issue of this newsletter
carried a small article on the Norman Roberts Award and solicited the commu-
nity for nominations.

Many outside of our community also believe that cryptanalysts are
mathematicians and that mathematicians are cryptanalysts. This is often, but
not always, the case. There are many among us without a degree in mathematics
and there are a number of mathematicians out there who have no real feel for
cryptanalysis. Our group believed that we need to educate those who make the
decisions about hiring. We would like some say in whom we hire to replenish
our field. While we realize that it is unlikely that we will be able to bring
in anyone in the near future who does not have a degree in a “critical" field,
we would like to be able to request that some of the mathematicians that are
brought in have a strong background in another field also, such as a foreign
language, art, history, or political science. Such a two-fold nature is
characteristic of many of our best crytpanalysts. While hiring is currently
at an all time low, there are on-going discussions about hiring into the
Cryptanalysis Intern Program.

Another suggestion made by the group was to set up an infrastructure
designed after the 15-minute OP INTEL Briefings that are currently given to

[(b) (3)-P.L. 86-3¢|

.
.
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DDO and the Office Chiefs. We believe that these briefings do serve the pur-
pose of informing the upper level managers outside of Z about the successes
attained by cryptanalysts. It was thought that the original OP INTEL brief-
ings could be taped and shown to the Z workforce, a similar series could be
given to Branch and Division level management, and a third set could be
directed towards the TOPIs.

We have made some progress on this. In May 1994, a series of monthly
Z INTEL briefings began. The audience consists mainly of Division level
management and above, but there is sometimes room for people at the branch
level. No one has addressed the broad topic of communication with the TOPIs.
On a local level, the divsion where I work (Z22) has been doing "target
review" sessions with their counterparts in 24 and with the OPIs. It seems
to me that this idea could catch on.

d. ([PeBQ) Biographical Portrait

| Icame to NSA as a CA intern about nine
years ago. Having completed the 'prbfessionalization-requirements g, ., . ,....... .

her first five tours, she was able to go to [::Ifor her last tour. R
Recalling how much she had enjoyed teaching in graduate school,

was eager to try it again. During this tour, she taught MA-146 and

CA-110, and wrote a text for CA-110.

“Trd-(g) (q)

9€-98

= av |I«-lnnnll‘5“v

Upon graduation from the intern, program,i DI I ____._----“"
where she worked on the[:::::::::;gélgnals which She had w T

during two of her intern tours. e thoroughly enjoyed her-hork there,
staying two years. A

-
. .
«®

Her next assignment was 1n1E::].where she worked four years.
Her primary responsibility in [::[was course development. She
was also responsible for revising CA-110 to incorporate classified
applications from MA-145 and MA-146; teaching CaA-110 and CA-123;
writing a text for CA-104/105; and coordinating the development of
CA-112. She further enjoyed the opportunity to work on the CA Job Task
Analysis evaluation committee, serve on the PQE committee, act as the
math liaison for the MA courses taught by adjunct faculty, and serve as
the E42 coordinator for this year's offering of SPICE.

During her tenure inl Iwas appointed the CACP
training advisor, acting as the liaison bhe the career
panel and the NCS. As training advisor, attqued panel
meetings as a non-voting member to report on any bunrenb tralnlng
issues, ﬂ reported any concerns raised at the meetmg} to the school

through .

.
.l..l.
- -

e

"Being the training advisor is a great opportunity for someone
in the school to become familiar with the sorts of dissues: """ e
discussed by the career panel, '[::""Téays, "and to maintain a sense
.oﬁ pqntlnulty with that field." When | Jin September to
the training advisor position was filled byl il ]' P R R
As is true for all CA instructors,- ! l adds that she is
would welcome any input on training is

log-98 "1 a-(e) (@]
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5. TECHNICAL HEALTH . .
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a. (FO®Ql 2z Tech Talk Info: [(0) (3)-P.L. 86-3¢|

| | Technical Talk on the 17th of October will focus on Asyn-
chronous Transfer Mode (ATM), a new technology for high speed transmission
of mixed types of digital data.

LEREREEEER SR NEEEEEELLELERNERSEREEELEEERSNSEEEEARE SRS EERNERREERERERERERERREZJIENENEELERREN]

b. (U) want Ad:

The Math Speakers Bureau is looking for a Female Role

‘Model volunteer to give a presentation on cryptology/cryptanalysis
to 7th grade girls at Montgomery Blair High School for a Females
in Science and Technology Seminar on Saturday, November 12, 1994.
I1f anyone is interested please. let me know as soon as possible.

For further info, contact | ]. To volunteer
to help, please contact | |6§'y. l .
{One other person has volunteered so far.) ., . o,
lllllll!ﬂllHlll!IHllIIIIIIIIII!IIIIIHIIHHHIIIHHIIIHIllllllllll'lﬁﬁlllll!l'llﬁlilull:l’l*l;’l'ﬂllul
e
. . . (b) (3)-P.L. 86—36'
c. (U) New Language and Linguistic Resource Center .

[
- ®

According to the CLARION, the Cryptolinguists' Ass001atroh (CLA)
newsletter, the new Language and Linguistic Reaoutce Center has just
opened. It resides in room|. | and the hours are
approximately 0630-1600 (depending on the availability of personnel).
Their holdings include dictionaries, grammar books, magazines,
newspapers, and audiotapes in over a hundred different languages.
There are also books on a variety of other subjects such as language
teaching and linguistics. There is an on-line database to help you

- find what you need. They are always looking for donations of
language-related material, and they offer a freebie shelf for their
extras. The POCs are | l [and ]

I I -.‘.---l-.-------l------:::---:-:.:.5“‘
nn

" I(b)(3)—P.L. 86—36'

d. (U) Science and Engineering Society Presentation

The speaker for ouf October 11, 1994 Symposium at 1000 will beL;;;;L

— ] jwill speak on Statistical Methods~
Tor Human Language Systems. This will ihélude -applicatiens to speech Yo R
recognition, machine translation and text understanding. L R

e. TMSC) PROBLEM OF THE MONTH

Apparently, tlie Problem of the Month for last month has not been
solved. Therefore the problem is being extended another month. Please
mail all solutions to the editor of the Problem of the Month.[::::::::l

[(0) (3)-P.L. 86-3¢|
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[ | This Problem of the Month was designed to be
a little more difficult than previous problems. As a result, it is
expected that you may need a'computer to solvé this and future Problem
of the Months. As a hint, it is duggested that you may want to run

some programs from the T Also, the
user of this system has been known N If you don't have

the cipher, it can be found in the last Tales of *the Krypt in *.
org.kryptos on. ENLIGHTEN. Let[_____]hear how you &re'dqing! ‘.

-
» >
. » -
. -
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6. (U) TECHNICAL ARTICLE Te1 (31-P.1. 56-39)

WHAT IS A CRYPTOLINGUIST?

by

Don't ask Webster, for he apparently has no clue. Were he to
include a definition for this term in some future edition, however,
it might read something like this:

Cryptolinguist \'krip-to-'lin-gwest\ n [Gk kryptos + L lingu- + L -istal]
1: One who is expert in a language and uses that knowledge to solve codes
and ciphers (see cryptogram) 2: An obscure profession which required
intense concentration and mental intensity, the practitioners of which
were all killed off by Muzac during the late 20th century.

So here we have a term that is a combination of Greek and Latin, a
mixture of fire and water, an amalgamation of hope and despair. The
wanton death and widespread destruction precipitated by the four
Macedonian Wars between 215 and 148 B.C. are all wrapped up in this
single obscure word. And yet there remain those who wonder why we few
remaining cryptolinguists are looney, or at least appear to be so!

To expand the definition of the term CRYPTOLINGUIST as it applies to
the real, everyday efforts expended by those who claim that title, we
must note that the CRYPTO portion means °"cryptanalysis" which Webster
does recognize and describes simply as "the solving of cryptograms or
cryptographlc systems, " while the LINGUIST portion means, in our usage,

a "language expert" or a person adept in one or more target languages.
It is essential to recognize that the prefix CRYPTO modifies the base
word LINGUIST and thus a CRYPTOLINGUIST is a type of linguist, not a
type of cryptanalyst. To define CRYPTOLINGUIST then, we need to relate
how such an animal differs from another type of linguist.

We recognize four essential elements that are necessary for one to
be an effective CRYPTOLINGUIST. These can be assigned the acronym LIFE.

1. LANGUAGE: The single most essential element and the only one that
can be accomplished (at least to a certain level) via formal
training. The more familiar the CRYPTOLINGUIST is with the target
language, the more successful he or she will be in breaking codes.
Also, better language skills facilitate the acceleration of one's
development in the remaining three essential elements.

2. INSIGHT: The ability, often developed over years of practice, to
see the "big picture" through the fog of scattered letters and/or
digits. This insight can range from the microscopic recognition
of digital patterns to the macroscopic realization of parameter

[(0) (3)-P.L. 86-36
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limitations. One who has developed such insight can combine one's
intense knowledge of the target language and sense, even with a
paucity of evidence, that the subject code messages are based on

a dictionary, a_.novel, a manufactured chart, or any other variation.

3. FLEXIBILITY: While a CRYPTOLIGUIST can learn much from that which
has gone before by studying the work of colleagues and maintaining
~comprehensive notes, lists and charts of data from his or her own
earlier efforts, flexibility is a key attribute. One's mind must
be constantly challenged and open to avoid the tendency to force
round pegs in square holes. Unlike the actuary or accountant who
knows a given amount of rules and formulas, some combination of
which must apply to a given set of data, the CRYPTOLINGUIST must
be always alert for something new and different. He or she must
be flexible enough to recognize the constant changes and obscure
developments which characterize code construction. Aall the rules
and formulas for the CRYPTOLINGUIST have never been written nor will
will they ever be. .

4. EXPERIENCE: An on-going stockpiling of information and techniques
that enhance one's abilities in the first three attributes. This
is, thus, perhaps the most sigificant attribute of all. Such
experiences can be manifested and solidified by the CRYPTOLINGUIST .
who concentrates on the three keys that make a truly superior
practitioner. These three keys employ the acronym MID.

a. Memory: The ability, for example, to see a certain pattern
among the lines of characters and equate it to a similar one
studied perhaps years earlier. We note that there have been
some very good CRYPTOLINGUISTS who couldn't remember what day
it was, but the really superior CRYPTOLINGUIST develops a
good memory and improves it as he or she progresses through
a lengthy career.

b. Identification: The most successful CRYPTOLINGUISTS also engage
in Traffic Analysis and in-depth research on their target. To
try to recover a code system without any knowledge of the
target creates a lot of questionable recoveries such as those
for organizations, etc. Developing a full understanding of
the target enhances the CRYPTOLINGUIST'S efforts.

c. Documentation: Some CRYPTOLINGUISTS feel that they are code-
breakers only. They have neither the time nor inclination to
document their findings. A year later, that person has been
re-assigned and another CRYPTOLINGUIST is given the problem
which must be started from scratch. Documentation not only
maintains continuity and assists others in picking up the
dropped ball, but it certainly helps the documenting
CRYPTOLINGUIST because it forces him or her to identify the

" entity, it helps in memorizing patterns, and it greatly
enhances experience.

We would be remiss if we did not here admit that the relative
import of each of the "four essentiadl elements” and the "three
keys" could vary from target language to target language. Codes in

](b)(B)—P.L. 86-36|
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We have thus defined the attributes of a true CRYPTOLINGUIST. As
the work is often slow and painstaking, requiring the gathering of tiny
acorns one at a time, it is essential that the CRYPTOLINGUIST enjoy
certain considerations. These we assign the appropriate acronym: SOS.

1. SILENCE: The intensity and concentration required for a
superior CRYPTOLINGUIST to accomplish often arduous tasks
which includes sometimes extensive degarbling, cross-checking,
and memorization, demands an atmosphere conducive to such
endeavors. The tantamount among these is silence. Unpublished

medical research has proven that each time the loudspeaker (b) (3)-P.L. 86-36

announces another esoteric meeting, over 2000 braincells in
the average CRYPTOLINGUIST explode; and each time the CRYPTO- .
LINGUIST deep in thought is jarred by a ringing telephone, his

or her remaining nerve cells are decimated. With all this .
documented medical knowledge and the piles of brain cells and .
nerve endings swept from the carpets each evening, the powers .

that be still haven't gotten this message.

»

.
.

2. OBJECTIVE: The on-again, off-again nature of staffer and
management decisions vis-a-vis the operational target of .
a CRYPTOLINGUIST is even more frustrating than the phone |,
and the intrusive loudspeaker. Somebody should decide what
we should direct our efforts toward and stick to it. A good
CRYPTOLINGUIST like a good German Shepherd needs to be given
challenging objectives and an occasional pat on the head.

3. SUPPORT: There are many challenging tasks available tp the
CRYPTOLINGUIST, some which go to State-of-the-art, and others
which represent maintaining continuity on various prqjects.

All such efforts affect the mental health and job comfort of

the CRYPTOLINGUIST. Often, instead of fighting to see that
CRYPTOLINGUISTS are provided with such work, management is more
concerned about political ramifications, inter-office harmony,
ethics seminars, etc. SIGINT has become an afte{thought if
that. Based on this assessment, we consider that this is a
very bad time in our history to consider maklng‘a career move

to that of CRYPTOLINGUIST. The CRYPTOLINGUIST.may be an
intelligent and capable animal, but it is also*on the endangered
species list. .

»

So the three acronyms sum up what it means to be.a CRYPTOLINGUIST
today: MID-LIFE SOS.

-«
Iy
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a. From|

| come two interesting items about the

ACA, who and what it 1s, and one of'igs services.

*

The American Cryptogram Asdqciation (ACA)

Page 12 0of 20

It's 3 p.m. on Saturday. The rain will Eontinue till evening and you

don‘t want to go out.

You need a mental stimula£ﬁ§ to keep from

napping,

so what to do?7??

.

.

.

If you had joined the ACA that would be NO PROBLEM! » You would take
the bimonthly ACA journal, The Cryptogram, off the shelf, gtab some
graph paper and pencils, and start having fun. Some of the eﬁtqies in
the table of contents from a recent issue give you an idea of what's
offered: Early Forms Porta Table, Solving the Magic Square, Bring ‘Home
the Baconian, Computer Column, Cipher Exchange, Cryptarithms, and-man&n,
more. The Cryptogram is made up of ciphers in systems that can
certainly tickle your brain cells!!

The ACA was started in the 1920s to further the enjoyment of cross-
word puzzle solvers by offering cipher challenges created by ACA members.
- Systems are designed around classical pencil and paper methods. Ciphers
include foreign languages; however, most are in English and can hide the
wittiest and most entertaining prose.

L4

.[(b) (3)-P.L. 86-3§ -

The ACA is a worldwide, non-profit

organization which holds a yearly convention at which members get together

and talk a unique ACA "cipher-speak" to their hearts' content.

Included in The Cryptogram are book reviews, methods-of-golution
articles, unique cipher finds, occasional unsolved historical ciphers,
answers to prior issue challenges, news about the members and more.
The association itself is friendly; many members have been lifelong
acquaintances thanks to the hobby of cryptograph promoted by the ACA.

For membership information, write to:

American Cryptogram Association
Treasurer
P. O. Box 198
Vernon Hills, IL 60061-0198

I know that there are ACA members out there! Maybe you would
like to use this newsletter to let other people know about your
experiences with cryptography as a hobby and/or your involvement in
the ACA. We hope to hear from you.

(b) (3)-P.L.

86-36
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American Cryptogram Association (ACA) Bulletin Board Service (BBS)

With your modem humming and your other favorite computer bulletin
board busy, where do you go for some telecomputing fun? (b) (6)

Have you dialed into Columbia, MD vial yet? There is
your answer to an otherwise boring wait for a bulletin board to
play on. When you get in, you will see that you have reached the
"DECODE" BBS run by Mr. Dan Veeneman, who arrived last year from the
Chicago area. Dan started this BBS there as the official BBS for the
American Cryptogram Association. .

This board caters to the international membership of the ACA, a
group of cipher solvers with a history back to the early 1920s.
Non-ACA members are allowed to use the board (in fact they are
encouraged)} as an opportunity to meet the ACA or at least find
interesting downloads for cryptography buffs. Besides carrying
information of use and interest to hobby cryptanalysts, the free BBS
also offers email posting, USENET news, huge wordlist files, and in the
future, access to Internet.

The ACA Computer Supplement, offering a wide variety of programming
language source code and software development articles, is one of the
most popular downloads from the board. All the cipher challenges from
the bi-monthly journal of the ACA, The Cryptogram, may also be accessed
from this BBS.

To contact Dan in Columbia, send correspondence to:

American Cryptogram Association
P.O. Box 2442
Columbia, MD 21045-2442

Facsimile may also be sent via the phone number provided above.

b. (U) Apples Needed Apples for the Students

. On September 18th, 1994 Giant Food began its "Apples for the
Students' program again. This program allows area schools to redeem
cash register receipts for computer equipment. For the last several
years, CMI has collected receipts and donated them to a needy school.
Last year's choice was the Ruth Parker Eason School in Anne Arundel
County. It is a special education school where many of the students
are multiply handicapped. With our help they were able to purchase
a new Macintosh computer with a CD Rom and a printer.

This year, CMI will again collect receipts. Suggestions are
being accepted for a recipient school. (Last year's school will also
be considered again.) Please send the bottom portions of any

receipts that you would like to donate to | 1 _HOQ.

Suggestions for needy schools may be sent to ".L

HQ, | Thank you. L.,

LE A ER B ENERERNREENENNEEENERENESERERENENSEENNERESEREENENENRENERSENNENRNERESJIHEHNJNERNEJRJE}N}E] l(b)(s)—P.L.86—36|
c. Cryptologic Almanac A _ et

.

.
.

(8=cee). The Center for Cryptologic History (E324) regularly-’

.
.
.
.
.
.
*
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publishes a feature known as °"Cryptologic Almanac.” These items

relate an important or just plain interesting event in the () (1)

history of cryptology. An almanac story may be classified, such (b) {3)-P.L. 86-36
as recent discussions of Project BOURBON and the "myth" of Black -

Friday, or it may tell an unclassified tale such as contrasting A

portraits of NSA deputy directors or the uses of codes and ciphers .

during the Civil War. Future articles will deal w1i?_5mg;;g§n______r' .
efforts to build its own Bombe during World War II, :

Here is a recent sample:

The Passing of Solomon Kullback

(U) Friday, 5 August, marked the passing of one of
America's greatest cryptanalysts. Solomon Kullback, part of
a team that broke Japan's first macline ciphers in the mid-1930s,
died at Holy Cross Hospital in Silver Spring.

(U) Kullback was born in Brooklyn in 1907. He was a

brilliant mathematics student and obtained a B.S. in math from

City College of New York and an M.A. (also in math) from Columbia.
Kullback was hired by William Friedman, head of the Army's
cryptologic organization, in 1930. He entered on duty almost
simultaneously with Frank Rowlett and Abraham Sinkov, and all

became pioneers, with William Friedman, in America's cryptologic bus-
iness. When the Japanese introduced their first diplomatic machine
cipher in 1935, this team broke it almost immediately. When its suc-
‘cessor system, Purple, was introduced in 1938, they also broke that
(after two years), thus enabling America to read Japan's diplomatic
ciphers throughout the war. Paradoxically, though, Kullback moved
on to head the Army's effort against Germany, not Japan, during the
war years.

(U) Kullback earned his Ph.D. in statistics from George
Washington University in 1934, and taught classes there for years.
After the war, he became director of research and development for the
Army Security Agency. When the Armed Forces Security Agency was
formed, he became its technical director of R & D,and in 1957 was named
assistant director of R & D for NSA. After his retirement from
government service in 1962, Kullback became head of George Washington
University's department of statistics. He authored three books and many
journal articles on mathematics and statistics, and he was widely
respected in those fields. When Kullback retired from George Washington
in 1972, he was awarded the title of professor emeritus. |

. (U) Of the original four members of the team who broke the
Japanese ciphers, two survive. Frank Rowlett lives in Florida, and
Abe Sinkov is in Arizona. William Friedman died in 1969. '

[Thomas R. Johnson, Center for Cryptologic Histow,:

(f®8Q) Barry Carleen, E324, is the POC for Cryptologic Almanac Etems
and he posts articles like the one above to the Electronic Subscrlptlon
Service (ESS) and to ENLIGHTEN. .

[(0) (3)-P.1. 86-36]

(r8UQ) To access the Cryptologic Almanac, simply add topic 1364 Lett
{(Center for Cryptologic History) to your ESS distribution, or lqu-On
ENLIGHTEN under the topic "pubs.history". [If you don't quw-how to
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subscribe to ESS or how to access ENLIGHTEN topics, please contact
L, who will e-mail you very explicit instructions.]

-
MHANRDHHU AN ERNNERENNAN TR TR AN

d. (U)

National Cryptologib~Museum News - from Jack Ingram, Curator

Have you ever heard of the Hebern.fﬂeﬂtrlc Code? It was the first
American cipher machine to embody the'vlred rotor technique. Edward
Hebern invented the rotor and the the first electromechanical machine
in 191i8. i

The machine now on permanent display.at the Cryptologic
Museum is beautifully made of solid .brass, and* ﬁeatures a single
rotor and keyboard. .

-
.

Come and see this, and other fascinating items on dlsplay at the Museum
which is now open on Saturdays hours, from 1000-1400.

.
.
L4

.
AN HHRAN AN R AN AN AR AR NN AR N R RO RA P I HH RN R ARA RN A RO N RN IR RaOn

e. (U) Math Speakers' Bureau ".

NSA's Mathematics Speakers Bureau is looking to expand its current course

offerings on science related topics and needs volunteers to develop some
talks. You don't have to have any particular type of background to help

chemistry, etc). If you're interested, please contact[
at

41 Thanks.

out--and the field of possible topics is a wide one (astronomy, physics,, ..., «=" N

lHlllll"ﬂlll'lII|IIlllll'ﬂlllllllll-llllllllllllI'llI.lllllllllllllﬁ'llHlllHﬂnnlﬂn.iﬂnlﬂlllﬂuhfl-ﬁ- L
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8. AN OPEN LETTER TO THE CA COMMUNITY

" (U) Shrinking resources and a changing world are forcing all
of us to rethink and reevaluate our jobs. Open and honest expression
of opinions are critical for building a healthy understanding of where

we are and where we need to be. Unfortunately, in free-flowing debate
on sensitive issues misspeaking and misunderstanding can occur all too
easily. At a cryptologic futures committee meeting such a :
miscommunication occurred. The publication of the CA conference
proceedings brought the miscommunication to light and prompted us to
confront our feelings about the math/CA divide. You may recall that in
her impassioned, if somewhat reckless, speech implied that

was not a friend of cryptanalysts. This struck aé'a'brt-unfaln...:'

as he has spent much of his career not only befriendi
but being one!

He has on many occasions experienced and profited from
the worthwhile and productive efforts of graduates of the CA intern

program from all decades. We tried to understand the dynamics of a

situation that seems to place us on different teams though we seek the
same goal.

{U) The cryptanalyst's feeling that he is in competition with
the mathematician is both reality and projection. We define ourselves
not only by what we think we are, but by what we believe we are not.
Women and men perform many of the same functions, yet they have certain
specializations that are crucial to the survival of our species. What

would we say if told that we could only have one or the other?

Though , *
cryptanalysts and mathematicians at work are often indistinguishable -«
from each other,

each discipline has different emphases and preferred
modes of thinking. When a situation comes along that demands these
specialized skills, we are fortunate still to have both types of people
at this Agency. How do men and women manage to co-exist? Recognition

.
.
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of mutual need. This can work for us too.

(U) The conference tried to focus on what cryptanalysis is and
identified a wide range of problems for which the cryptanalyst is
needed. That vision of the cryptanalyst's future needs to be
well-understood within the field and then effectively communicated to
the other disciplines with which it is entwined. As the understanding
of our mutual need is built, mutual respect will grow.

//////////////////////;//////7//7/ﬁ/Jl///(//////////////////////////////

9. LITERARY TIDBITS _

a. (U) *Decrypting" ISBNs i

The International Standard Book Number, or ISBN, is a 10-charac-
ter string which uniquely identifies a book. The ISBN was adopted by
American book publishers in 1967 and by the International Standards
Organization in 1969 in order to facilitate the process of ordering
and inventorying books by computer.

[oe-98 "1 a-(c) (@]

The first nine characters are always digits, the tenth can be .
any of the digits 0-9 or the character X, which represents the number .
10. These ten characters can be separated into four fields. The first .
three are of variable length while the fourth consists of a single R
character. ) .

The leftmost field is called the Group Identifier. It *
identifies a group of publishers. For example, a ‘0' or "1' means that .
the book was published in an English-speaking country, while a "2 .
means that it was published in a French-speaking country, and a *3' .
means that it was published in a German-speaking country. .

The second and third fields, called the Publisher .
Identifier and Title Identifier respectively, are used to
identify a.specific publisher within the group, and a specific book «
title put out by that publisher. A prolific publisher will have a '
short Publisher Identifier field and a long Title Identifier fieldf

The final field is a check character. It is selected so that
when one performs a dot product between the ISBN and the vector.
(X=10,9,8,7,6,5,4,3,2,1,0), the answer is equal to 0 modulo 11.°

For example, consider the ISBN 052142707X. .
X 9 8 7 6 5 4 3 2 1 N
0 5 2 1 4 2 7 0 7 X o

00+45+16+07+24+10+28+00+14+ X = 154 = 0 (mod 11).

.

'lllll!l'llﬂ.l'llllll!.lll'lll'lIllﬂHﬂllHullll'llInll'lllIlllIIIIlﬂllll.lﬂll.lllnlll.l.-llllll (b) (l)
. R . . b) (3)-P.L. 86~
b. DHﬂﬂlL_ Crypt History in the First Person . (b) (3)-F.L. 86-36
--III--“ '.
{rse), Prior to his retirement, former, Lhmef a;'Hr Harry Hoover *
authored a paper, | R . [

] which was recently distributed to each Z branch.
If you haven't seen the paper yet and would like *to, you may contact:

s
.
3
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| lor by e-mail { |. The paper
is available in either hard copy or ‘soft copy. e

.
A

I'llll.Hliﬁﬂ."ﬁﬁlﬂnl'l.l-.IHIIl"ﬁ'ﬂllllll.‘ﬂ-.I.DI.III'Illﬂﬂ'ﬂ!ll"ﬂﬂIIH‘H.H'II!'
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10. ACTION LINE : ‘., .,
(U) QUESTION: What was the selection process for attendees for thé '-.. .’.

- 1994 C/A_Conference? How can someone increase his/her chances of .., .
attending the next conference? TR

ANSWER: (Provided by[::ji:::jj:]'éﬁairman of the CA Career Panel)

The Career Panel's January conferences have served to address
issues which are felt to be of importance to cryptanalysts. The 1993
conference dealt primarily with management issues, in light of the
reorganization. The 1994 conference had two related thrusts: the new
technologies and the direction in which cryptanalysis is moving. Of
course, the attendees feel free to debate many other issues as well. ) o

pe-98 1 a-(e) (@]

Attendees at the conferences are selected with the theme of  .+" .
the conference in mind. Senior Z management is usually invited , e’ Lot
regardless of the topic. The Panel tries to select people who*will .*
contribute to the discussion sessions and who can be expected to .°*
continue the discourse with those who could not_attend. An effort is
made to spread attendance over Offices, and.td invite a fai¥ number of
junior cryptanalysts. Those who are neot ‘certified in etyptanalysis are
rarely invited. et Lo

The 1993 copference included about[::j%nalysts; in 1994 the
list swelled to and we prefer the greater number if the theme
permits. The theme has not yet been chosen for 1995. One possibility
is the difficulty we in 2 face in convincing qualified people to
assume management positions. Has the management-technical pendulum
swung too far? What can be done to make first-line management
positions more attractive? Suggestions for other topics would be
appreciated, but the decision needs to be made very soon, so do not

dela roposing topics of community-wide interest. Call the Executive,
| | |with your suggestion.

The best ways for a cryptanalyst to increase his/her chances
of being selected for the annual cryptanalysis conference are to
express his/her interest in attending by participating in

cryptanalysis activities throughout the community, performing

excellent work in the ional arena, and contacting the C/A.Career. .. ...+ « 4
Panel, H1lll, Ops #2B, .

Interested parties may also be sure that their names will
appear on a consideration list by sending email to either the Executive, ——

of the C/A Career Panel, e s wu 4-or~her R .
assistant, | ] o

.
*

[o€-98 "1 a-(g) (@]

////////////////////////////////////////////////////////////////////////";‘

11. (U) PUZZLES .t
a. Solution to "Equations" ’ .o
1 = Flew Over the Cuckoo's Nest "‘
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1 = Wheel on a Unicycle
3 = Blind Mice (See How They Run)
3 = Sheets to the Wind
4 = Faces of Presidents on Mount Rushmore
4 = Quarts in a Gallon
4 = Families of Musical Instruments
6 = Legs on an Insect
6 = Pockets in a Pool Table
6 = Wives of Henry the Eighth
7 = Stars in the Big Dipper
7 = Voyages of Sinbad
7 = Wonders of the Ancient World
8 = Sides on a Stop Sign
8 = Notes in an Octave
9 = Planets in the Solar System
10 = Little Indians
11 = Players on a Football Team
12 = Angry Men
12 = Labors of Hercules
12 = Signs of the Zodiac
13 = Stripes on the American Flag
14 = Days in a Fortnight
16 = Ounces in a Pound/Pint
18 = Holes on a Golf Course
18 = Wheels on a Tractor-Trailer
24 = Blackbirds Baked in a P1e
24 = Hours in a Day
26 = Letters in the Alphabet
29 = Days in February in a Leap Year
31 = Flavors of Ice Cream at Baskin-Robbins
32 = Degrees Fahrenheit at which Water Freezes
40 = Days and Nights of the Great Flood
40 = Channels on a CB Radio
54 = Cards in a Deck {(with the Jokers)
57 = Heinz Varieties
64 = Squares on a Checker/Chess Board
66 = Books of the Bible (King James Version)
76 = Trombones that Led the Big Parade
80 = Days to Go Around the World
88 = Piano Keys
90 = Degrees in a nght Angle
101 = Dalmatians
.200 = Dollars for Passing Go in Monopoly
206 = Bones in the Human Body ‘
1000 = Words that a Picture is Worth
1001 = Arabian Nights
1215 = Year the Magna Carta was Signed
1760 = Yards in a Mile
20000 =

Leagues Under the Sea

I was curious about the scientific names of some of the trees found‘iﬁ

the Ft. Meade area (and maybe even a few that aren't), so I went and
looked them up. However, I think that the author of the bcok.E‘
consulted was more cryptographer than botanist, because the.names I -
found there looked a little suspicious. They turned out‘té be nothing
more than encrypted versions of the trees' common naqgs’(some of which

*
. .
*
.
.
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are two-word names). Half of each 'scientific' name was a uniliteral
monoalphabetic substitution of the common name, and the other half a
Playfair substitution of the same name, although the author was pretty
sloppy about the order; either substitution could come first. He was
kind enough, however, to use the same plain and cipher alphabets and
the same square for all of the trees. See if you can decipher the
trees and recover the keywords on which the substitutions are based.
(A different keyword was used for each method.) If you can, mail the

solution to | | and you will receive the coveted honor
of having your name printed ih 'thé'mekt “ibkgue: " * """ "=+ 2 s 22024
o) (3)-p.1. 86-36]
1. -Mzarqimc cbfhkgwi 9. Gmghmbvfuk beapkdrork
2. Swzuqgjfw owhpmuaw 10. Kdfive mbkddn
3. Biblbiriib gwggwydwg 11. Dkxmkxwd iftdcfit
4. Gagpbmersi xglzjwgyfd 12. Bsdoniotsk glzwdswvik
5. Awgawa cbaubc 13. Mbkghulh kdfevpbp
6. Xgzcqax gazowuag 14. Xusqurpsyc ajlkgvdlmk
7. Simpmiag fdqueqgx 15. Owgmdovk swbgzwun
8. Hkwi rcmc 16. Sljakddn oluxfive

L1171 0070007707700077077000000070000000007000007000777071070707011717710701777

khkhh kR kkXhhk bk Ak krkhhhrhhhhhikhhhhhdhohdhhdkhdhxdhhddddddkddhdkkdhdddhkikkihkhddbk

12. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you would
like to have considered for inclusion in future issues, please submit it
to any member of the editorial board or any of our office POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be regquested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the
editorial board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,
and help, s0 give one of us a call. The more people who divide up the
work, the less burden on any one person.

FRASFBAERERRRERARER AR RE RS RABHBHRABHA B R RS HRH B H R AR BH LB RN R B

NOTE: We MUST receive any submissions for the November issue by 21 Oct.
#########################################################################

_EDTTORTAL, BOARD

(b) (3)-P.L. 86-36
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Jack Ingram, Cryptologic His‘tory Museum
I ] NCS

OFFICE Reps

©n oo,
" oy a
LI R R R L R T IR L I T

(b} (3)-P.L. 86-36

Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSA/CESM 123-2

DATED 3 Sep 1991
DECLASSIFY ON: SOURCE MARKED MOADR®
DATE OF SOURCE: 3 SEP 1891
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1. (Fe8Q) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice, and we
alternate between Seniors from within 2 and Seniors outside 2. This

month we are pleased to print the thoughts of | |

.4
»

6% Hi, I'm] | currently chief ofI ! ‘.
Approved for Release by NSA on 08~28-2023, FOIA Case # 61704 I &0(&~P.L.86~36|
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The first eight years of my Agency career were spent on a
ty .of SIGINT and

program ﬁmow CMP), in
GCHQ) .

-
»
.
.

rCQMSEc_analxt;c problems as a member of ﬁhe P1

and as an integree at GCHQ (still

{h) 3

when I was last working ip INFOSEC

'I\ 1 {3Yy-P.L. 86—
¥6) Cryptography has changed in significant ways since the seventie

few years later in the SIGINT bnslness I'd like to share them with
you.

.
3
.

), Cryptography is expected to provide ‘many more security services.
Here is a quote from a recent Advanced Research Programs Agency (ARPA,

formerly DARPA) solicitation for unclassified research proposals to
supply advanced security technologies for the National. Information
Infrastructure (NII)

authorization,

"These services could include authengication,
confidentiality, access control, auditing, auwdit anal-
ysis, integrity, key management, and multiparty key escrow."

trypto-
graphy, either conventional or public, is the basis for all of theSE.
services except those dealing with audit.

fes,
Since it is still true that the
current developments in thé *INFOSEC business are often experienced a

Page 2 of 19

(1) (a)

“Tra-{€) (q)

9¢-98

?SQ Cryptography is no longer a dlsc1plrne almost exclusively domin-

ated by a few national agenc1es PuBlic knowledge and sophistication in
all aspects of cryptography ahd its uses have increased considerably.

| ! Get a copy of Bruce Schneier's book
Yo '

*aApplied Cryptography", if
u haven't already, and spend some time reading it.

i It is a very
readable compendium of the public knowledge of cryptography, the avail-
able algorithms, and the potential applications.

I

b

e

T, What is the import of all this to cryptanalysis?

There is a

(b) {3)-P.L. B6-36

k= = = o2 o» »

Of course, as good as ..
this knowledge is, there is still plenty of room for mistakes in con-
verting theory to practice.
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growing realization that the United States national interests are at
serious risk because we rely so heavily on security vulnerable network
communications and computers for running our economy and our defenses.
It is that feeling that has prompted the ARPA solicitation from which I
quoted above and is pushing forward the public knowledge of crypto-
graphy and its uses. However, if the United States buttons up its
communications networks there is the very real danger that everyone
else will also, either by following our example or to preserve inter-
operability with our networks. There is enormous pressure from U.S.
hardware and software manufacturers to allow the export of the same
security products abroad as they produce for the domestic market. The
end result could be a considerable loss of access to communications and
data, both plain text and enciphered, that produce SIGINT. Key escrow
as embodied in CLIPPER/CAPSTONE is. an example of an approach to solving
this problem.

The battles over issues like key escrow and export control are
being very strongly fought by the leadership of the Agency and there is
every hope that they will continue to be successful, but even if they
fail there is still a bright future for cryptanalysis. In my view the
most exciting feature of cryptanalysis is its concentration on solving
the problem regardless of the technique that has to be used. How often
have we seen a cryptanalytic problem seem unsolvable by conventional
attack, and then seen it fall by the clever application of some "sneaky"
trick. It is that kind of attack mentality that promises to be the
greatest virtue of future cryptanalysis. 1In the future the front door
is likely to be made of hardened steel with a strong cryptographic lock,
but it is also likely that -a back window will be left unlocked. The
tight integration of cryptography in complex uncontrolled systems, which
is such a challenge to INFOSEC, can be a great benefit- to cryptanalysts,
if we are willing to take on the challenge. It may in some cases mean
we are fishing with spear guns instead of with trawlers, but we can hope
to land more valuable, though fewer, fish.

(U) willingness to change and willingness to accept new challenges

has always been a hallmark of the cryptanalytic effort at the Agency.
How to get started seems to be the hard question right now. There are
no established courses or text materials. I don't believe it is even
clear what subjects the new courses should address in depth. It will
take time and experience to develop the appropriate training. The
history of cryptanalysis shows what a difficult process it has been to
develop the tools and training which we accept as standard. After all
Friedman's "Military Cryptanalysis® did not emerge full grown. Much of
that material took many years to develop. If as a community we pool our
resources, our knowledge, and most importantly our experiences solving
the new problems, we can produce the training that we all need.

}) In the meantime here are some areas in which to start. First
any cryptanalyst who wants to work in this area should become familiar
with the cryptographic principles which will supply all those services
listed above. Conventional encipherment is only one feature. Signa-
tures, hashing, and certificates are probably going to be as important
or more so. To quote Rick Proto, "The cryptanalyst of the future may
really be a forger® or at least that should be one of the available
tricks. Secondly, the cryptanalyst needs to understand how crypto-
graphy is used in a modern system (analogous to the principle of under-
standing the properties of the underlying plain text). Most of us use
but do we know how it works and where the weak points are.
How about PUBY "fiedd ‘aré ‘elriail ‘systems’ Thére will be'd 16¢ mére’ " iy ri se st
cryptographic challenges and cryptanalytic opportunities in more

L
. ®

9/23/2010




November 1994 TALES OF THE KRYPT Page 4 of 19

Doc ID: 6823785

or network management as people try to
bring security to them. A third ayea where some experience and
knowledge would be useful is in network'pretocols. What are IP, ATM,

and SONET? e,

complex systems like]

-
L.
- .,

-

",
LA

- .,

o

(U) Thanks for reading this far. If you want more to read, one of
my more notorious jobs was chairing a committee which last year looked
at the future of cryptology. If vou'd like a soft copy of the report,

please send me an e-mail note atl |and I'll send you a
FrameMaker version. DR IR

...
AKX E KA IAATRI R AT AR T kT AR Ak hhkhhkdhdhhkhkhrxrdhdthhkhkhhhhrkhkhkhkhkhhhkhhhkdhkhkhkkkhkhik
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- 2. (U) KRYPTOS
DON'T MISS THE NOVEMBER KRYPTOS TALK! et

(U) In the January 1994 issue of WASHINGTONIAN magazine, gn ' .° |

article by Ronald Jaffe detailed the work of U.S. Marshall Bi1ll Bonk: .
in the pursuit and capture of a fugitive wanted for murdei The » * .t
article mentions the involvement of "decoding spe01allsts“ ,Marshall - :
Bonk and the *decoding specialists" will giye a presentatxdh of thig-
fagcinating case at the November meet1ng ot the KRYPTOS Socxety whzch

will be held on Tuesday, 22 Novembemﬂ in PFriedman Apdltorlum, at‘0900 )

.
x

(U) If you have suggebtlons for future KRYPTOS talks, or 1f you
would be willing to be’ a speaker, please gontact D/CH. Z3, .

who is the KRYRTOS Program Chair. He c¢an be reached via e-mail, .

| !or by phone at ] -
L2222 2 X2 aa saaszsadnd i s R XA SRR SXAS LRSS RER S22 L2 22 -
. . -
-
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3. [POUQ) CALENDAR OF EVENTS .

CMI TAlk (0930 Friedman)

Nov 3
“SCAMP 1994*

Nov 4 KRYPTOS Luncheon (1130, Officers*' Club)

Nov 8-10 Data Demodulation Workshop (FanxIT)

MD/DC/VA Section of the MAA Fall Meeting

Nov 11-12
Western Md College

Nov 14-Dec 12 Health Benefits Open Season

Nov 21 PERSUMs - (9A135, 0930) Panel of Z Managers
' discusses the How's,Why's, When's and What's

Nov 22 KRYPTOS Talk - (0900, Friedman)

Dec 1 CMI Talk
(0930, Friedman) ](b)(3)-p.L. 86-36

PLAN AHEAD: )
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Jan 18, 1995 BANCC (see CACP News)

Jan 24-25, 1995 1995 Cryptanalysis Conference (SRC)

March 27-31, 1995 CARD (GCHQ)
May 23-25, 1995 CA PQE
CA-305 (** NOTE - this is a change.)

* % Jun 5 ~ 9, 1995
L1170777407770707077777707777777777777770727777077720771227777177710771771777
4 (U) CACP News -

CRYPTANALYSIS PROFESSIONALIZATIONS:

a.
ks e ke nen s -‘(b)(3)—P.L. 86-36
n-“‘-‘-::o;gv
b. Panel Changes et AR
IZBZ (replaces[::::::::I.Pcsing to CCR-LJ)
c. Panel Actions L

Compﬁter Program Requirements for CA gertification They go into
effect on 1 November 1994. Copiés miy be obtained from the CACP office.
CA-305,ddtes have changed. It will now be held

The CACP approved new guidelines jbi the Technical Paper and the

PLEASE NOTE:
from 5 to 9 June 1995. e

*
.
lIlll!lIIlllH.llll“llIlIIII’Il"lfll'lllﬂﬁl'-lll!ll"l"lllﬂ"ﬂlﬂlﬂ"""lll"'l'..".-“Ilullll!.llll-ﬂlll
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d. TSh  BIOGRAPHICAL PORTRAIT

.

The+CA Panel has said farewell to their first military advisor,

served on the CA Panel from March 1994  _  |¢
(b} (6)

b) (3)-P.L. 86-36

The former
to July 1994 as a liaison between m111tary cA’ asplrants and the CA
Panel. L
t“ .
““ ..
O‘ »
most enjoyed the overviqy of

ile serving on the Panel,
He believes- the idea of having a.

i i wh

the community and its issues.

military representative on the Panel serves a dudl'lqterest to the CA
community and to the technical health of many part1c1pat1ng mllltary

members.

.
-
-
- ¥

[ (3)-7.1. 86-39
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e. {U) CA Conference Update

The CACP has decided on "Technical Health in the CA Community"
as the theme for the 1995 CA Conference.

early stages of planning the conference but hopes to identify and
design specific technical development offerings (courses, working aids,
seminar series, etc.) during the conference. The Panel is open to
suggestions for this theme, and asks that you forward them to Donna,
Joella, or any Panel member. Also, the Panel is accepting self-

nomination requests for attendance at the conference. Names should
be forwarded tol

The Panel is still in the

.
LA A

[ (b) (3)-P.L. 86-36
£. (U) BANCC ,

There will be a Breakfast Affair for Newly-Certified . .
Cryptanalysts (BANCC) in the Canine Suite on 18 January 1995.

.

//////////////////////////////////////////////////////////////////{7//
5. TECHNICAL HEALTH

. (b (1)
a. (U) CRYPTANALYST TO THE HINTERLANDS by[  [2433 | DS

(§:CEG¢ After several years away from cryptanalysis, I decided to °,
xetuzn to that field in 1992. Since I had enjoyed working as a

.

Gﬂﬁxv Around the same time, E4 announced the SLANG and SPICE
programs for external language training. E4 told me that if I could
find a place where} ] there might be a chance that I

could go, if I applied and was accepted, I applied and somehow got
accepted. Thus began a long dialog with administrators of the
l

the language department there, and

.
.« a*

[(©) (3)-P.T. 86-3¢]
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the class.

with the future instructor to decide the dates, place, and length of
The month of June 1994 was chosen as the most convenient, a
class length of 80 hours, and the instruction to take place at the

Page 7 of 19

I(b)(3)-P.L. 86—36|
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(b) (1)
(b) (3)-P.L. 86~36
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(b) (1)
(b) (3)-P.L. 86-36
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b. (U} A New Approach to On-line Computer Tutorials

(U) WwWhat is a PUP?

\ . ‘_
a. a small dog - N
b. an on-line computer tutorial : y
c. a kind of tent B .
d. all of the above . .
(U) Answer: d. all of the above. What, you didn't know about the . .
on-line computer tutorial? PUPs are Pop-Up-Prompt. Tutorials and the - .
first one was written for FrameMaker 2 about two years ago. Since then B .
20 PUPs for a wide variety of software products have been designed and . .
are in various stages of development These include two of special N -
interest to Z users, the DPP PUP and the ZAP PUP. .
. (b} (3)~-P.L. 86-36

{U) These tutorials are designed by groups of users, with editorial Lot

and leadership guidance by the Computer Based Tutorial for Users *
Council (CBTUC).

The CBTUC is a group of 15 volunteers from many .

disciplines (cryptanalysis, language, reporting, compute;.st1ence) and.’
many groups (A, B, J, Z) in the Agency. The chairpesson is the PUP °
Director. Currently,l
Director.

|1s the PUP .
(U)

what makes these tutorials different than the ones which come with
the software?

PUP Tutorials are designed to run alongside the~software
which is being learned so that the learning process happens as the
software is used.

The skills which are learned follow a logical
progression of tasks from easiest to most complex, or from‘start to
finish of a particular project. For example, the FrameMaker 4 PUP
takes the learner from creating a blank document to adding text to

adding titles to adding page class1f1cat10ns, w1th mlncr formatting
steps in between.

{U)

Why should I use the PUP tutorial rather than'going to a class?

.
-
.

9/23/2010
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You shouldn't, because the class is a very useful experience, and
covers many things which are not covered in the PUP tutorial
you are having difficulty getting into the class,

But, if
reference after you get out of- class,

if you want a

if there is no class offered, or
if you prefer to work at your desk at your own pace, you might want to
use the PUP tutorial.

(U) Tired of answering the same questions over and over from those
around you new to the software? If you would like information on

having a PUP tutorial developed, would like to know what other PUPs are
available, would like to see a demonstration, or would like to be a PUP
tutorial writer, contactl

LY Ry R s T T P T Y ST AR S s 2

////////////////////////////////////////////////////////////////////ﬁ/////
6. COMMUNITY SERVICE

a. (U) Apples Needed - Apples for the Students

On September 18th 1994 Giant Food began its ‘Apples for the
Students' program again. This program allows area schools to redeem

cash register receipts for computer equipment. For the last several *
years, CMI has collected receipts and donated them to a needy school. .,
Last year's choice was the Ruth Parker Eason School in Anne Arundel .
County. It is a special education school where many of the students |
are multiply handicapped. With our help they were able to purchase .
a new Macintosh computer with a CD Rom and a printer .

This year, CMI will again collect receipts.
being accepted for a recipient school. (Last year's school will also

be considered again.) Please send the bottom portions of any

Suggestions are .
receipts that you would like to donate to | i

HQ.
(She is also collecting SAFEWAY receipts for i

a similar program.) * .,
Suggestions for needy schools may be sent tol I'~
HQ, | ] Thank you.

» u

[0) (3)y-P.1. 86-36
-

***********************************************************************t**

b. (N NSA'S ATTIC (#10-94) ' \ e
I.  INTRODUCTION et N
(U)

These notes were prepared by the'NSA/CSS Archives to ° .
acquaint customers with the type‘of cryptologic material held by -
the Archives and how to access it - perhaps for research,” .
purposes or to support current operations. Material is avallable
on a need-to-know basis and researchers must be properly cleared

before gainin acess to the records. For further information,
phoneﬁaor send an E Mail tol

II. ACCESSIONS

1. Early History of the United States Air Force Securlty Service
{Accession 46593) (U)

(U) This accession covers the history of the.United States Air
Force Security Service (USAFSS) from 20 OctoPer 1948 to 31

December 1949. Chapter headings include the-establishment and

.
.
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development of the USAFSS, the mission of the USAFSS in the Air
Force, the transfer of units and responsibilities from the
Department of the Army to the Department of the Air Force,
funding for the USAFSS, and the establishment of the USAFSS at

 Brooks Air Force Base in San Antonio, Texas. Additional topics
include problems associated with the movement of personnel
overseas, promotion policies, job assignments, training. and
COMSEC (Communications Security) issues. The document is 170
pages in length and was written by Air Force Historical
Technician T/Sgt Rupert P. Roberson.

(b) (1}
(b) (3)-P.L. 86-36

3. The Sorge Spy Ring: A Case Study in International Espionage in
the Far East. (Accession 45018) (U)

(U) For nine productive years a daring and skillful band of spies
worked in Japan and China for their spiritual fatherland, Soviet
Russia. Despite their vigorous activity and enormous successes
they went unsuspected and undetected until 1941. Led by Dr.
Richard Sorge, a German communist posing convincingly as a lovyal
Nazi, the ring of spies succeeded in keeping the Soviet Union
fully informed on Japanese military and industrial capabilities
and intentions from 1933-1941. During this period the Red Army
always knew the status of current Japanese war plans and could
make their own plans and dispositions accordingly. This accession
(with photographs) details how Sorge organized his spy ring, the
ciphers and communications procedures his spy ring used, and how
he was eventually discovered and imprisoned.

IIT. NOTES
ARCHIVAL EXHIBITS (U)

a. (U) ‘"Pearl Harbor to Midway" - currently showing in the
National Cryptologic Museum.

b. (U) "The Shootdown of Admiral Yamamoto" - on display at the
NSA/CSS Archives.

c. (U) The "Capture of the German U-Boat 505" - on display at

(b) (3)-P.L. 86-36
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the United States Naval Academy in Annapolis.

d. (U) "Deception at D-Day" - exhibit is currently being shown
in the Special Collection Library at the National Defense
University at Ft. Lesley J. McNair in Washlngton D.C. until 20
November.

e. (U) "Native American Code Talkers WW I and WW II" - a copy is
now on permanent display at the National Cryptologic Museum.

£. (W) "Peace in the Pacific" - this new exhibit is scheduled
to be shown for the first time in September 1995.

c. (U) STORY CONFIRMED - The Russians Were Here!

{U) You may have heard something about Russians visiting the
National Cryptologic Museum recently. The story is true.

(U} On Wednesday, 5 October, two Russian army officers in
uniform visited the museum--the first Russians (we know of) to do so.
The visitors were Lieutenant General Ivan Milkuan, chief of the
Russian Army Personnel Department, and Colonel Alexander Nikinov,
‘curator of the Russian Army Military Museum. Their visit to NSA was
strictly unofficial--the Russians had come to the United States to
participate in cerémonies marking the fiftieth anniversary of World
War II, and stopped at the museum on their own time.

(U) These unexpected visitors toured the museum for a little
over two hours and, among other things, were quite interested in our
exhibit on the KGB Museum, which they had never had a chance to visit
in Moscow.

(U)  Of more enduring importance during this visit, the Russian
officers presented the museum with a small fragment from the U-2
aircraft piloted by Francis Gary Powers, who was shot down over the
Soviet Union in 1960. This fragment is now on exhibit in the museum.
The.curator has temporarily placed it in a spare case until a proper
display can be prepared.

(U) Intérested in having a look at the U-2 fragment? Drop by the
-museum and ask the staff to see it.

[David A. Hatch, Director, Center for Cryptologic History, E—____l
I j *

o ]
--l-...... .
LI )

llﬂII'Illl!llllllllII!IIIIIIHI!III'I'I"‘"“ll'“l.ll'llﬂl!l-':IHI"’HH"I.I.‘H."EIHHIIH""“HII‘.'
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d. (U FULL CIRCLE: [ (0) (3)-p.1. 86-36

THE PURPLE ANALOG ON DISPLAY AT THE NATIONAL CRYPTOLOGIC MUSEUM

(U) The National Cryptologic Museum has just put on display in .’
its main hall the PURPLE Analog--the early processor which was used'hy the
Americans to decipher the high-level Japanese dlplomatlc cipher known to
us as "PURPLE,*" L*

(U) This processor was designed in 1940 by a team of,c}yptanalysts
led by Frank Rowlett. The team analyzed Japanese traffig® and made
enlightened assumptions about how the Japanese cipher machine worked; they
decided telephone switching devices were a-likely choice for the target

.
.
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machine's components and used switches to construct an 'anélogf for machine
decryption. After the war, the Americans found their assumptions had been

absolutely correct--the Japanese had indeed constructed the original machine
" with telephone switches!

) {U) The PURPLE Analog on display in the museum was identified some
years ago by Mr. Rowlett as the unit which decrypted the Japanese Foreign
Ministry's last message on the eve of Pearl Harbor. A British author who.
has written extensively on World War II called it the *“holy relic,” only
partly in jest. In many ways he was right: the PURPLE Analog heralded
a brave new era in cryptanalysis, and it is not too much to say that the
cryptologic community's modern machine development stems from its successes.

(U) The PURPLE Analog is now displayed beside one of the few surviving
fragments of an original PURPLE machine. Drop by and ask the museum staff
for more on the background of the effort against PURPLE and what it meant
to America's efforts, first to avert war and then to win it. ’

tfffif:i::fffff::?irector, Center for Cryptologic History, [:::::::::]

»
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e. TreEe) CRYP’I‘OLOGI.C' EIT.ERATURE AWARD PRESENTED '_
The 1993 Cryptologic Literatufb’hqards were presented on 6 October’,
1994 by the National Cryptologic School tommandant,l F
to three individuals whose papers were judged the most ouLsta g
the Cryptologic Literature Review Board. . . .
First place went Lo Nora L, Mackebee, recently retlred.from Z "
lﬁmbfwlpaper, -
e a i ke aee e ) ‘z 2
ST R OB NN K OEEOEE OGN ORoE o oa -
} took Second place- honons.for.hms.paper" «esx](b)(3)-P.L. 86-36
"PURPLE DRAGON: The Origin and Development of the United St§tes QRSEG - » ", ¥
Program" . et %

. »
.--"". - e

.
. s s % o

was this year's Third place winner gbf,'
her paper, "The Technological Implications of Emerging Space et
Programs in Southeast Asian Countries".

This year's winning papers were selected by the Cryptologac N
Literature Review Board from over a dozen submissions. .
readers may obtain copies of the winning papers through Archiives

and Records Management, Mr. Robert Hanyok, . .

-

Former NSA Director, VADM L. H. Frost, USN, established the
Cryptologic Literature Award 1n.1962 as the highest award to .
recognize contributions to the body of cryptologic literatureg.

.
dkkkkdkhhhdkdhddkd ko hdhhkkkhdedkdrthdkkd ok ddkdkkhkdkhdddkhddhhhkhd Wik khkdhkdhhhdk
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.

7. (U) ACTION LINE _ .

.
«

(U) In the last year or so, many highly qualified aspirants for CA
certification have had their certification papers rejected by the Ca
panel. In some cases, the rejection letters have included insulting
remarks pertaining to the authors' understanding of the subject.
Furthermore, a study of the requirements for the.paper and the

.
«
.
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evaluation criteria shows some disagreement. Some aspirants have been
so disgusted by the unprofessional actions of the CA Panel that they
have decided to become certified in other discplines!

{U) Wwhy are the CA panel and the TPEB (Technical Paper Evaluation
Board) treating these aspirants harshly and not applving a consistent
and professional evaluation of papers submitted?

- ANONYMOUS

{U) Dear ANONYMOUS,

It is our opinion that even an anonymous assertion that the
Technical Paper Evaluation Board is harsh, inconsistent, and
unprofessional deserves a response.

The Boards which review submitted papers and programs are
selected by the Panel from our community's most experienced and
respected cryptanalysts, with attention paid to diversity, so that
many points of view will be represented.

It is natural that differing views will be taken of the merits
of a particular paper or a particular program. That is why we seek the
counsel of a senior panel. Qur panel changes regularly (we like to get
fresh viewpoints and, fortunately, we have always received wonderful
support from our senior analysts, who are willing to donate their time
for the good of the career field), so it is quite possible that a
marginal paper or program might be approved by one panel but
disapproved by a different panel at another time.

The standard of professionalism we seek on the Paper Board is
one which is difficult to quantify. Some of our aspirants have never
before authored a technical paper; they should be advised by their
supervisors to study some successful models (available, for instance,
in the Z Technical Library), and our Executives are available to
suggest papers which may suit an individual's reading preferences. We
-expect that less experienced authors will spend several hours in
consultation with their senior analyst in preparation of a
satisfactory paper.

Unfortunately, not every aspirant views the completion of a
technical paper in as positive a way as we do. For many, it is a
loathsome burden which must be borne. Indeed, there is hardly a
cryptanalyst who would not prefer to be carrving out challenging and
exciting new analysis instead of fighting frustrating battles with
software which makes the publication of papers such a chore.

Some papers which are submitted show clearly the unwillingness
of the author to provide the detail and the explanation which could be
so instructive to others who are required to learn from the analyst's
experiences. Papers which are submitted for certification are expected
to have arisen naturally in the course of an analyst's labors; the
supervisor is expected to be eager to see a gorrect and properly
documented paper published. Instead, our seniors on the Board are
often asked to review papers upon which which neither the author nor
the supervisor has expended much energy.

The Board is understandably anxious to discourage such
behavior. .The Board has learned that, unless they speak clearly to the

Las]
=
[exg
(o)}
|
(3
fea}

(b) (3)-P.
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weaknesses of certain papers, the papers, only slightly modified to
rectify a few identified errors, will soon reappear, begging for
approval. If the Board's criticism seems strongly worded, its motives
must be understood. Their object is to foster pride in the literature
cryptanalysts produce, and it seems clear that, judging for example
from the excellence of the papers which have been winning prizes in
the Cryptologic Literature Contest, they have been succeeding! If,
on occasion, a board member has made comments that were too harsh, we
apologize and we will try to avoid such remarks in the future.

A cursory review of the technical paper requirements and the
evaluation criteria revealed no disagreements. In fact, the guidelines
are currently being revised and improved, and should be released very
shortly. As with the other concerns expressed in this letter, it is
difficult to supply a more detailed response unless more specific
information is presented. Individuals with questions or concerns
regarding any of the certification criteria are encouraged to address

them directly to the Cryptanalysis Career Panel or the appropriate
Evaluation Board.

Cryptanalysis Career Panel
Technical Paper Evaluation Board

de ok ok e d g de e ok o ok ok e e ok dk o de ke Sk v e e b e e ke ok ok ok ok o e o e ok ok e ek e ok ke ok e ke gk ok e ke ok e e ok ke ok e de e ok ok
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8. (U) PUZZLES AND PROBLEMS

a. (U) First of all, congratulations toI ]
222, who was the first to let us know that she noticed the change .

in the Masthead, from *Tales of the Crypt" to "Tales of the Krypt". °,
She earned a sundae!

b. TrSQ We will be combining the Problem of the Month and .

the Puzzles and Challenges into one category, and some months may .
have items for all three, while others may not. | | and *
will.continue A .the .6diborss s = s s r s v s s 3 s 20 snesnars s

.

T T® 3-P.T. 86-36

ANSWER TO SEPTEMBER PROBLEM OF THE MONTH

3

The September Problem of the Month congisted of |

r

] [at Bad AibIing was

the only person I heard from with'a complete solution.

.

[y (3)-P. L. 86-36]

-
. *

(b) (1)
(k) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
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(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

NOVEMBER PROBLEM OF THE MONTH

The Zendian ambassador to the U.S. has been using single
transposition for 30 years, but he recently got a computer and
jumped on the information superhighway. Unfortunately for us he
subscribed to sci.crypt on the INTERNET and read that single
transposition is insecure. As a result, he enciphered one last
message stating that he was changing over to PGP. In his last
transposition message he included some 256-bit PGP cryptovariables.
It's a good thing I didn't make you break the transposition cipher
with random hexadecimal values for plain text! The CV's are
listed below.

what do we expect the next cryptovariable to be?

[++
6B5284F46BD62C2090633C3FCFFD0734DC67A3A52B26E2FAEF7ES8451D735B7E
[++ e
69C8FD41470213F3EA6531B847F5AAT73127593CABF6BC01F8118C5964D83F515

=« sl (b)(3)-P.L. 86-36
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5;2E663E925FEA76349715E12F1D3D623834749FC2DF8FFA82E32298EDC3805C
ézzSBEEB4EEBBOA9EDFAEABA867SBF02CD22442436834D85F4DDGE49FC33FBS3
é;ZB07487AA7678C978CAE434EFD325153COOS591957FCCGD607ABAA7CD365FA
é;;13F5615930D2OBl4ﬁ637C8636955048BEBG3E6DSBQBABZ761D7BBGBA4C051
-é£;7681321AFA4633A4098652D9EE7FFAE8C56D3318F2946E9EEF47CCBA40A59
é;;DSI809CFB2B5654629CFF45B62A5E84BAE71864F3A89llBA501ED9BD44510
;;Z3BB9D8877A1F99DB42148CCFE5C6DC918680E0887178DBC8FFDOEDA347077

c. (U) Challenge from:

] | NSA Trivia question: Which Deputy Director has |
"{+.., had his picture repainted to make it look |
|
|

‘mMore like the others. What was done?

¥
N .
l'.l. bl
— T
» . . - .
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d. (u) Solution to "Arbor Day®®: Ty ,;1-".,_
. LR Y ‘. .,
1. white Oak : 9. Scotch Pine T "~'-'.-....
2. Magnolia 10. Cherry ...l(b) (3)-P.L. 86-36
3. Sassafras 11. Red Cedar .
4. Douglas Fir 12. Sugar Maple o
5. Baobab 13. Chestnut e
6. Dogwood 14. Blue Spruce A
7. Ironwood 15. Mahogany Lo
8. Teak 16. Mulberry o )

The plain and cipher components of the uniliteral substitution .
are based on the key "Bristlecone Pine" with B-plain aligned.with S
A-cipher. The Playfair square is based on the keyword "Seqlioia",.
beginning in the center cell and spiralling clockwise outward. .°

.

Solvers . R

n.liiiiﬂllﬂll'llﬂlllIl'll!llnllllnll'lIlll"llIlIIIIIHﬂlﬂlﬂllllllllllnlll‘.ul"I“Ilfﬂlﬂﬂ“.!l!!!!!!!!lﬂ
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9. LITERARY TIDBIT ; N

-

Edgar Allen Poe, Cryptologist .

«
.

(U) At this time of year, we often think of Ed§ar Allen
Poe, one of the more remarkable literary minds of antebellum
America. His arabesque tales still have the power.,'to make us
shudder or grieve. .

L]
“
.
3
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(U) Less well known is that Poe was an avid, if somewhat
limited, cryptologist. In one of his lectures, William F. Friedman
wrote, "[flor his day he was certainly the best informed person in
this country on cryptologic matters outside of the regular employees
of government departments interested in the subject.”

(U) Poe made cryptanalysis an important aspect of his famous
short story *The Gold Bug"; the protagonist solves an enciphered
message which turns out to be directions to finding buried pirate
treasure. In addition, Poe, as an author and editor, published a
series of articles on cryptology and secret writing systems.

(U) wWhatever his claims as a theorist, Poe proved himself
rather limited as a practitioner. According to his recent biographer,
Kenneth Silverman, in 1839-40, as editor of a family newspaper
entitled "Alexander's Weekly Messenger", Poe challenged his readers,
inviting them to send encrypted messages and promising to solve them
all. The offer had a catch, however: Although the readers could
employ symbology as well as conventional letters, the messages had
to be enciphered in a single alphabetic substitution system; he
rejected messages enciphered by any other method. With this stipulation,
it is hardly surprising that Poe achieved a high rate of success against
his readers' entries or that he often reprinted them with the solutions--
together with a boast of his speed and skill in solving them.

(U) Rather than being one of the best informed cryptologists of
his day, Poe's total pool of knowledge, Silverman points out, seems to
have been gleaned from several encyclopedia articles on cryptology.
Silverman concludes that "he was entirely a novice, as the still more
naive readers of "Alexander's" failed to realize."

[pavid A. Haﬁch, Director, Center for Cryptologic History,[:::::::::]

[

a
********************************M*************t****************i*******

///////////////////////////////////////////7/77I/V/A/JI/////////////////

10. EDITORIAL CORNER (b) (3)-P.L.

86-36

If you have a relatively short technical treatise, or anything you would
like to have considered for inclusion in future issues, please submit it
to any member of the editorial board or any of our office POCs ,*

PLEASE paragraph classify each item submitted, and USE ASCII®'FORMAT!
A reminder that anonymity may be requested for Action Line items -
in fact, you may mail thém in hardcopy form to any member of the
editorial board or any of our office representatives.

.
-

We would very much like this newsletter to represent a bfoad
cross-section of the CA community ~ we need some more volunteers to

help us, however. Perhaps you would like to work on one of the toplcs

in this issue, or perhaps there is another topic whichr you think should
be included in future issues. Either way, we would like your input,

and help, so give one of us a call. The more neople~who divide up the
work, the less burden on any one person. .
##################################################ﬁ######################
NOTE: We MUST receive any submissions for the Detember issue by 25 Nov.

.
-
L]
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] DATED 3 Sb 1881
DECLASSIFY ON: SOURCE MARKED "0ADRY
DATE OF SbURCE: 3 SEP 1951

. R ic i akalals Lah il 3
A RVid \mu,w.“u’:,‘.".’._’,’,”

9/23/2010




December 1994 TALES OF THE KRYPT ' Page 1 of 12

Doc ID: 6823787

et e e e P P R T
PAAE S0Pt g st

POC:| info
(U) Last Modified: 11/04/2002 13:04:51
(U)PE EXTERNAL PAGE

Tk kR drhrdkhxhkrhhhdrhhdhdddhihddhi

* TALES OF THE KRYPT *

dhkhkkhhkhkhkhkhkkkkkkhkkkhkhkkhhkhkkkhhhkkkkhk

December 1994

Season's Greetings and Best Wishes for a Happy New Year
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1. PERSPECTIVES IN CA .

(#6-€€0} Each month this newsletter features the perspective

of a CA Senior on a CA topic of his/her choice, and we alternate
between Seniors from within Z and Seniors outside’Z. 'This month we are

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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pleased to print the thoughts of:1 Chief z2.

The Director of Central Intelligencé identifies Cryptanalysis
as NSA's core discipline and key to the futute of SIGINT effectiveness.
Recognition of the importance of our profess1on by our most senior
leadership is both flattering and frightening. . It instills great pride
among the CA community. But at the same time, .it places a tremendous
respongibility upon us to sustain our record of*achievement upon which
SIGINT relies. .

Why is CA important? The answer is quite simple. Our targets
use codes and ciphers to protect their most import3nt communications.
When we are able to decrypt these signals, we are able to penetrate the
target. Our customers now have access to first-hand, information: the
target's diplomatic or economic negotiating position; its military plan
of attack; or its own plans for intelligence activitiés. Throughout
the course of history, we have demonstrated that inteliigence based on
decrypted communications does, in fact, save lives. What greater
impact can we possibly expect to have? .

But, can we live up to the responsibility which the DCI has put
upon us? *

Today we expend a lot of energy questioning ourselves. We
worry that we are hot trained to deal with a revolutionized -
telecommunications system. We are chagrined that we are unable to
bring in larger numbers of interns. We are fearful of the effects of a
shripking budget. We are frightened by the proliferation of "
sophisticated crypto devices. All of these are valid concerns.* Yet in
fact, we have made some progress in dealing with them. We do have new
courses available to the work force. We have learned to apply clas51c
crypt techniques to recovering elements of modern communications
technology. .

.
.

Yes, we have goals remaining to be met. But let's be positive:
emphasize what we can do - and do it. We may not solve every problem
which we attack; but we'll probably make far more progress than any &f
us imagines possible today. For those challenges without an apparent.
course of action, let's team together to design creative solutions. °,
And in doing so, let's respect every individual and organizational role.
in the intricate cryptanalytic process.

.
*

.

One of our greatest assets is our confidence. We believe in 0 (3)-P.L. 86-36

ourselves and in our ability to solve hard problems. We have a -

.

dedicated, bright work force. We have invested in state-of-the-art ,«"
tools. We have fun. We share knowledge. We've known one anothet for .’
years. We tolerate - even enjoy - our reputation as eccentric. We are

a unique community in this Agency. Let's take pride jinm’these strengths

and apply them to the challenges. R .

. * .
. .

.
****************************i**********"*‘*****************i**************

///////////////////////////////////7///////////////////////////7//////////

.
.
d .

2. KRYPTOS SOCIETY _.-° .

. .

(U) Over people attended the annual KRYPTOS Sbciety
Luncheon at the Officers' Club. As is customary, the newest
Distinguished Member inductees, and the recipients of +he Literature
. Contest Prizes were announced, as well as the first w1nner of the Peter
Jenks award. .

.
.
3
L3
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(b) (1)
AND THE WINNERS ARE .... :

(b) (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36

) (b) (6)
Distinguished Members - The KRYPTOS Society inducted three -
new members this year, and we have inlcuded biographical sketches of each.

a.

**rx ] (b)(3)-P.L. 86-36
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b) (1)

b) (3)-50 USC 3024 (i)
) (3)-P.L. 86-36

o)
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b. IMSQ) Literature Competition Winners

First Prize:

Second Place Tie: |

(b) (1)
(b) (3)-P.L. 86-36

(b) (3)-P.L. 86-36
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Honorable Mention Tie: | |

l | .

~-P.L. 86-36

*
T o
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*
-

c. First Peter Jenks Community Service Award Given

) (U) Following are the words of[::::::::::l out901ng Chairman
of the CACP, as he announced the first recipient of thls new award
granted in recognition of exceptlonal service and contkabubaon to the
CA Community. LR

.
.

"We are here today to honor two people, one, unfortunétely, in
memory only. Peter Jenks was a most unusual man, one who defied: .
definition, who lived by his own rules, by his own wits. Though he’yas
widely admired, none would try to emulate him, and his eccentricities’ -

ensured that he would remain unique in our memories. -
[(b) (3)-P.L. 86-36|

In our search for an individual who, like Peter Jenks, has
given so much of his life in the service of Cryptanalysis and
cryptanalysts, one name stands out above the rest. Tireless,
energetic, compassionate, generous --- these adjectives, which applied
so well to Peter Jenks, also apply to the first recipient of the award
whlch bears his name.

When the first Cryptanalysis Conference was convened last year,
Floyd Weakley was selected by the Career Panel to make the opening
remarks and to chair the ensuing discussion of the critical issues
which confronted our profession. Floyd is the principal architect of
the Technical Track program in Cryptanalysis, and has for many years
prepared the exhaustive and extensive CA Report. He is a member of the
Cryptanalysis Career Panel and a leader in the Kryptos Society. No one
here has done more than Floyd in the development of our career field,
and it is with great pride and humility that Fred and I present ‘the
first Peter Jenks Community Service Award to Floyd Weakley."

********************************************k****************************

LILLLTIILLLLTILIIIEI LTI T 00 L 00 LA LETIIIITI0I0800000000000080000070717717177
3. CALENDAR OF EVENTS

Dec 1 CMI Talk
(0930, Friedman) T,
Dec 7, 8 CLA Cinema "Journey of Hope®", (OPS2B4118-1 lm)(&—P.L.86—36
' 1100) PR
Dec 8 NSA Science and Englneerlng Socidty falk - ‘:3'
tics for High Speed-Computation” by o0

R&E Symposium Center'looo a.m.
Dec 8_ IAT Holiday Social 1§'POC)
Dec 12 Z2 Technical Forum (1300, OPS1, 2C086)

"Z Data --- How Does It Get to Yéur Desk?*
(briefing by Z Data Flow Managérs, 1300-1400,

.
*
*
*
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Dec 13

OPS1 room 2C086)

IAI Talk,
Mary McCarthy, NIO Warning,

(1000-1100, OPS2B 4118-6)

"The Intelligence

Community's Responsibility to Warn in the 1990's"

PLAN AHEAD:
Jan 7, 1995
Jan 9, 1995

Jan 18, 1995

*Ax Jan 25-26, 1995

March 27-31, 1995
May 1-5, 1995
May 23-25, 1995
Jun 5 - 9, 1995

June 1995

*** - NOTE - THIS IS A CHANGE.

Last day to USE-OR-LOSE Annual Leave
ZlTechnical Forum

BANCC (see CACP News)

1995 Cryptanalysis Conference (SRC)
CARD (GCHQ) |
ACE (CCR Princeton) .

CA PQE

CA-305

MATHFEST '95

LIVILIITIIITITI 000070707007 000007010700710170770017017870700007117177117

4. CACP NEWS

(U} ' (Late-breaking news

as we "go to press" -l

Z2]1, the former Chairman of the Career Panel, has been named

temporary Acting Chairman until
been named by the Director to a

Ill!lllﬂ'ﬁ"llllll'lll“'l!lllllllI-ﬂIIHIIIIIIHIHHIIHIIII'IIIlI.HIIHII'IHII'IHI:'I'-H-H"HIH“"

a.

further notice, as |
special task force!)

>

{U)

Evaluation Board.

CA Panel Update

There have be n.several'éﬁahées in the Panel and Boards.
l ihas accepted a position on the Computer Program

—

.

.

.

.

.

| has *.
*

v o,

.

.
-

Page 6 of 12

(L) (3)-P.L.

86~-36

She will begin to attend meetings immediately and

will officially replace |

|on 1 December 1994.

I | has accepted a position on the Technical Paper Evaluation

Board.

She wikl begin to attend meetings’ in December and will

officially replace[" .. |on 1 Janvary 1995.

~ A

-~

~ o~~~

Cryptanalysis Career Panel: "*., ‘., :

. e
.

LR s
....

e s 4

Ly

o~

(b) {3)-P.L.

86-36
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Executive
Assistant Executive
Training Advisor

L]
Y.

Technical Paper Evaluation Board: T .,
e h h s e e moaa s rwmas o . s .:l(b)(3)-P.L. 86—3q
Computer Program Evaluation ng;d:-" .

AR A LR R ARSI
«

LILITLITIIIITIII0 T2 770700700 00070770770000701107107707117772177781411171117

5. TECHNICAIL HEALTH ,
a. (U) Conference Schedules - )

Following is a list of some of the conferences coming up
which might be of interest to the Z population -

Dec. 5-7: Washington, DC

SPONSORS: Technology Training Corp (TTC)

THEME: "Data Fusion" (and associated topics) N

FEE: $825 - $1145 (depending on employment-status (e.g. Uan or Govt.) and
registration date)

ADD: Alan Friedman ;
TTC Seminars .
Dept. DF :
P.0O. Box 3608 .
(3420 Xashiwa St.) N
Torrence, CA 90510-3608
(310) 534-4871 *

TEL: ( ) .
ﬂlllllIIIlllllﬁlI“HHI'I!!IIIHIIlIlIIﬂIIIIIllIIHlllﬂlllIlI_IlllIllllﬂ-Illll:"lll.llllﬂl"ﬁllllllﬂﬁll'l

1995: h

Jan 8-11: Tucson, AZ (Ventana Canyon Resort) .

SPONSOR: IEEE Communications Society
"Broadband '95 Workshop: Emerging Broadband Agplications, Systems, Networks®

THEME:
FEE: $945 to $1,045 (depending on membership-status and reglstratlon date)
ADD: Judy Keller .
. IEEE Communications Soc1ety .
345 E. 47th st. "
New York, NY 10017-2394 .
TEL: (212) 705-8248 .
FAX: (212) 705-7865 : .
E-MAIL: j.keller@ieee.org . e

9/23/2010
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Jan. 23-26: Washington, DC
SPONSORS: Network World
Federal Computer Week
Computerworld
THEME: "COMNET '95: Leading Communication into the Global Age"
FEE: not listed (but a $50 "Super Pass" to exhibits and to some sessions
is free upon early registration)
ADD: COMNET '95
IDG world EXPO
Framingham, MA 01701-9699
TEL: 1-800-225-4698
1-508-879-6700
FAX: 1-508-872-8237
E-MAIL: comnet@idwec.com

Feb. 5-10: San Jose, CA
SPONSOR: not listed . .
THEME: "Digital Video Compression: Algorithms and Technologies 1995*"
FEE: not listed
ADD: Jane Lybecker/Donna Rode
SPIE
P.0O. Box 10 )
Bellingham, WA 98227-0010
TEL: (206) 676-3290
FAX: (206) 647-1445

b. T™EG) CALL FOR ABSTRACTS - ACE 95

The Annual Cryptomathematics Exchange, ACE, will be held the week of
May 1-5, 1995, at CCR in Princeton, New Jersey. ACE is the premier
conference for classified cryptomathematics. Those wishing to give a
talk must submit a short abstract to an ACE representative by Friday,
January 13, 1995.

The short abstract should be two pages, in soft copy ASCII, submitted
to a committee member. Talks can be classified up to TOP SECRET
CODEWORD and should not contain NOFORN or source-related material.
Compartmented presentations will be allowed during afternoon parallel
segsions. .

Please note that talks given at ACE must be on topics that have been
released to Second Parties and also to IDA (topics can be released for
the purposes of presentation at ACE). Abstracts are generally sent to
members of those organizations who are on the ACE committee. If you
plan to submit an abstract, it is important to know whether it can be
released to second parties and IDA.

c. CMI AND MATHFEST

The CMI council is actively making preliminary arrangements to host a
festival in June which aims to bring together the entire mathematics
community for a single day to exchange the major results of the past
year. Unlike ACE, CARD, DATA DEMOD, etc. this meeting seeks to
celebrate mathematics in all its forms at NSA, and to familiarize the
CMI membership with the diverse applications of cryptomathematics being
used and created at NSA.

The organizing committee envisions approximately sixteen 15-minute

(b) (3)-P.L. 86-36
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talks spread over a full day. We expect the bulk of representation
coming from Z, C, R, and W. As such, we are sending the formal
announcemerit at this time to selected Office chiefs in these groups,
seeking comments and suggestions on how to make this festival useful,
enjoyable, and rewarding.

At this time please feel free to share the announcement at your own
discretion, bearing in mind that the format remains flexible and no
firm commitments beyond the date have been made.

For additional i jon, contact |
ia e-mail. .
****************************#**t***********************************f****

/////////////////////////////////////fV/[A///////////////////////////Y//

6. COMMUNITY SERVICE

a. {(U) CLA Cinema presentation - JOURNEY OF HOPE (111 tres
minutes) Turkish with English subtitles. This winner of the 1991 Oscar
for Best Foreign Film is a passionate drama about a poor Kurdish couple
who decide to make a better life for themselves and their seven
children by moving to Switzerland from their native Turkey. Their
dangerous journey is chronicled in this stirring film directed by
Xavier Koller.

[(0) (3)-P.L. 86-3§

b. M8 E-Mail to Second Parties Changes

Agency changes to mail routing will result in the following address
modifications. 0ld forms will not work after 30 November.

New addresses should read:

(b) (3)-P.L. 86—361

(England)

(Canada) : Lot

(Australia) Lt

(New Zealand; not yet avallableﬂ S

(Usa) .
lllllllll!‘lll|ll!lllIIlﬂﬂllll!llnﬁllllHIIIlIHlllIIIIIHIIII‘IIIIIIIIIQIlllﬂllllllﬂldl’ll!llllllllllll‘"

c. () The NSA Science nd‘Englneerlng Society w111 sponsor

a presentation by Mfrom the National Secur.lty Agency
Physical Science Laboratory a AM on Thursday December” 8th in the
Research and Engineering Symposium Center. a Senior

Member of the Institute of Electrical and Electronic Engineering
Society, will address -

"Optics for High Speed Computation®.

Thls will include optical applications to high performance computers and
to projects in both the SIGINT and INFOSEC areas.

All green and gold badge personnel are invited to attend.

d. (U) CLA Foreign Language Movies Available

The following is a current alphabetized list of CLA foreign language
movies available for FREE USE. Call]| ~Ef you
want to borrow any: e

(b) (3)-P.L. 86-36
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. Ashes and Diamonds {Polish/English subtitles)

Attila 74 (Greek/English subtitles)

. Chocolat (French/English subtitles)

Come and See (Russian/English subtitles)

Commissar ({(Russian/English subtitles)

Hey Babu Riba (Serbo-Crocatian/English subtitles)

JuDou ({Chinese-Mandarin/English subtitles)

. June Night (Juniatten) (Swedish/English subtitles)

. Raise The Red Lantern (Chinese-Mandarin/English subtitles)

10. Ramparts of Clay (Arabic/English subtitles)

11. Red Sorghum (Chinese-Mandarin/English subtitles)

12. Terra Em Transe (Portuguese/English subtitles) *

13. The Home and the World (Bengali/English subtitles)

14. The Lady With the Dog (Russian/English subtitles)

15. The Official Story (Spanish/English subtitles)

16. The Red and the White (Hungarian/English subtitles)

17. The Shadow by the Road (Chiec Bong Ben Duong) (Vietnamese/French
and Chinese subtitles)

18. This Land Is Ours (Hausa/English subtitles)

19. Two Women (Italian/English subtitles)

20. Wake Up Vasili (Xipna Vasili) (Greek/no subtitles)

21. Yol (Turkish/English subtitles)

W~ bW

*It says Spanish on the movie jacket but is in Portuguese. The
last twenty minutes of this one are missing as well. We at CLA
believe in truth in advertising.

As you can see, we have a decent library. However, we are not too
proud to beg for more movies. If you have any that you can bear to

b, then you can once again glvel Ia call at
Thank you. . "

J

e, -
'-,. -
LA

.

****************************;i’*'b*'h*f*************************‘k***********

////////////////////////////////////////////7f/¢/ﬁ//{///////////IA///////
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7. PUZZLE [(b ) (3)-P.L. 86- 3J

(U) Insert a different group of 3 letters into each of the ﬁwords'
below so as to form 2 real words - the 3 letters you insert will be fhe
last three letters of one word and the first 3 letters of the otheq: No
rearrangement of the given letters is permitted. Once you have determined
the correct 3 letters for each word in a set, you may put them together to
form a single 9-letter word. Again, no rearrangement of letters.is per-

mitted. N
Example: MARED Insert "BLE" to form "MARBLE" and I'BLEED"
FORAISE Insert "MAL" to form *FORMAL" and "MALAISE*®

PTHER " Insert “LEA" to form "PLEA" and 'LEA"I‘HER"

The groups "BLE", "MAL" and "LEA" may be assembled to form

the word "MALLEABLE". .
HUGER SHOO GILER CRELIER BASEqT CATLE
CALIMIT PANAST SHROUND GERLET MENMENT INSAL
PATICE COROBE SPHODOX CORLY CLQMIN ARCKLE

.
3
»
-
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8. LITERARY/HISTORICAL TIDBIT
The Rewards of COMINT

{(U) During the Civil War, both Union and Confederate forces
engaged in the intercept of telegraph messages from the other side,
often profiting by the intelligence derived from reading plain text
or decrypting messages sent in code or cipher. In late 1864, as -
General Ulysses Grant was at the gates of Richmond, the Confederates
received special benefits from what one source calls the "most
successful wire tapping of the war."

(U) Por six weeks, a Confederate operator maintained a
continuous tap on General Grant's telegraph line to the War Department.
Despite the longevity of the tap, it is believed that none of Grant's
encrypted cables were decrypted by the Confederates (or "translated*®,
as they sometimes called it in those days).

{U) On 12 September, however, the Quartermaster in Washington
sent a plaintext message to Grant's forces requesting a guard to meet
2,486 head of cattle due to arrive the next day at a landing at nearby
Coggins Point. This was good news for the Confederate Army, which
was nearly always short of food supplies and drastically short of meat.
A large body of Confederate cavalry traveled by a roundabout route to
Coggins Point, where they captured the beef along with 300 Union soldiers,
200 mules, 32 wagons, and 40 telegraph construction workers. ’

(U) Thanks to the telegraph intercept, for the first time in
months if not years, the Confederates ate well, having captured about
40 days' worth of supplies.

(SOURCE: William R. Plum, "The Military Telegraph during the Civil
War in the United States:, Vol II" - submitted by David Hatch, CCH)

*****************************************}*********************#********

LITILLITIILI 0000077000700 000000000777 07070077177700111717071711111777777
9. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you would
like to have considered for inclusion in future issues, please submit it
to any member of the editorial board or any of our office POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any membexr of the
editorial board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which ydu think should

(b) (3)-P.L. 86-36
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be included in future issues. Either way, we would like your input,

and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

HEEHFH AR R R RR R H R RO R B RS R R B R B R R BB R R R R R R SR B SRR AR B B R R4S
NOTE: We MUST receive any submissions for the January.issue by 21 Dec.
#########################################################################

__ EDTTORTAT, BOARD
Jack Ingram, Cryptologic History Museum ’.
NCS .
_OFFICE Reps Tt .
._I(b) (3)-P.L. 86-36]
........ LI
Return to Kryptos Home Page ‘ .
NSA Home Page ‘ ' .

DERIVED FROM: NSA/CSSM 123-2

DATED 3$EP 1981
DECLASSIFY ON: SOURCE*MARNED "0OADR"®
DATE OF SOURCE: 3 SEP 1991

THAD CEADCY (M NnaT
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1. (FPoBQ) KRYPTOS Society

a. First Annual BANCC

The Cryptanalysis Career Panel and the KRYPTOS Society are hosting the
first annual BANCC (Breakfast Affair for Newly Certified Cryptanalysts) on

18 January 1995 from 0800-1000 in the Canine Suite. Join your friends and
~co-workers and celebrate with all of the honorees:

[(57 (3)-P.L. 86-36
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Breakfast Buffet: Fruit Juice, Fresh Fruit Cup, Scrambled Eégs, French
Toast, Bacon, Biscuits, Toast, Coffee/Tea. Cost: $6.00 ’,
R.S.V.P. Deadline: 12 January 1995 to one of the following POCs:

L]
«
-Hnllllnlllllllllllllﬂ'lllHll’ﬂlll‘..lllllllIllllll.lll.lllllIﬂlllll-.‘llll..ll.l.lll..ll"llll.‘.ll!l
-
LI .
* o

b. Kryptos Society Council ., .-

The current KRYPTOS Society Council members are: (b) (3)~P.L. 86——36l

President et
President-elect I N
Secretary o [N
Treasurer e .
Member-at-large . e
Member-at-large . .
Member-at-large . .
Member-at-large Floyd Weakley K * o0
nlI'l'llll!!IllIlIIlllIlln!lIllllllll!llll"ll'lllllllllHIIIlllllllllIlll‘l’lllllnlIlﬁ.iﬂIﬂlﬂﬂlllli

* .

c¢. Kryptos Society Membership Renewal . .

It's the beginning of a New Year, why not join us? We need-your member-
ship and your input to give voice to the cryptanalysts in ouf gommunity now
and in the future. This is an excellent chance for networ];ing' at all levels.
To join, just £ill out the attached application, and send .it,. and $5.00 to -

-

—
»
Irl ' .

a

-

**%** KRYPTOS MEMBERSHIP APPLICATION DUES: $5.00 (Annually)****
MEMBERSHIP YEAR: 1995 ( ) NEW ( ) RENEWAL .
NAME: DA'I'I.E:
SECURE PHONE: NON-SECURE: _* -
ORG: ___ BLDG: .
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INTERESTED IN CHAIRING A COMMITTEE? YES

—__NO
INTERESTED IN WORKING ON A COMMITTEE? — YES -~ NO
CHECK COMMITTEES OF INTEREST TO YOU:
CRYPTANALYTIC LITERATURE MEMBERSHIP
DISTINGUISHED MEMBERS PUBLICITY —_ AWARDS

PROGRAMS w—_ NEWSLETTER - RETIRED MEMBERS

~ o~ ~
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2. (FOUO) CALENDAR OF EVENTS

Jan 7 Last day to USE-OR-LOSE Annual Leave

Jan 9 Z Technical Forum (1300-1400,
OPS2B, room 4118-2B6)

Jan 12 CMI Talk "The President's Address"®
by 1(0930-1100, Friedman
Auditorium) '~..

Jan 17 SES Symposium Talk 'A Mllntary—

Technological Revolution" by'Geperal
Welsh, President and Chief Executive,

L

of IDA (1000, R&E Symposium Center) ..

-

(see Technical Health) 1Qn(3)-P.L. 8e—3¢
Jan 18 First Annual Breakfast Affair for Newly, .“

Certified Cryptanalysts (0800-1000, -+ -

Canine Suite) LG
Jan 18 NEWSMAGAZINE Talk "The State of.the .

Agency" by Vice Admiral J. M..McConngll,
Director, NSA (1000-1100, Channel 50 in OPS,
Channel 21 in FANX II; a}so broadcgst live
in Course Center B, room A1B045, FANX II. )

ans;;n.and_:all.anTVbur questlons Dial:

-

Jan 23-26 . ComNet 95 (Washington Convention Center)
(see Technical Health) S
PLAN AHEAD: |
March 27-31, 1995 CARD-(GCHQ) :.
* March 29-30, 1995 1995 Cryptanalysis Co?ference (SRC)
May 1-5, 1995 ACE (CCR Princeton) .~.
May 23-25, 1995 CA PQE s
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** June 5 - 9, 1995 CA-305

June 1995 MATHFEST 95

(** NOTE - this is a change.)
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ahxxy Word from the CACP

Annual Cryptanalysis Conference Date Changed

In October, the Cryptanalysis Career Panel began comnsultations with
senior Z managers to solicit their views on the future cryptanalytic needs
of the Agency. Using the results of this process, and recommendations
from the first two cryptanalysis conferences, we are developing a course of
action designed to ensure our technical viability into the future. With
the January conference date fast approaching, and our work not yet complete,
we have decided to move the conference to 29 and 30 March, 1995. We cer-
tainly hope the change does not prove to be an inconvenience, for we expect
the extra time devoted to planning to be very beneficial. )

Acting Chairman, Cryptanalysis Career Panel

‘.
L]

**********'ﬁ*****************i'***i*******'*i*********’*’k*********************
.

/////////////////////////////////////////////////////////7/4{/////////////

4. TECHNICAL HEALTH ' ' ‘.,

a. M SES Symposium | : .I(b) (3)-P.L. 86-36]
The NSA Science and Engineering Society (SES) will sponsor a presenta-

tion by General Larry Welsh (USAF retired) at 10 AM on Tuesday, January.17th

in the Research and Engineering Symposium Center. General Welsh is thg

President and Chief Executive Officer for the Institute for Defense Analysis

(IDA). Among its many functions, IDA operates the Supercomputing Regearch

Center in Bowie and the Centers for Communication Research at Prlnceton and

La Jolla for NSA. The title of General Welsh's talk is -

-

_"A Military-Technological Revolution". N

He will address the end-to-end combat information system frem intelli-

gence collection to combat direction, how technology has produged revolu-

tionary changes in military capabilities and how our 1nte111gence superi-
ority supports the utilization of these capabilities. R

.

All green and gold badged personnel are invited to attend.

.
»
lillll.llllIlll“lll"lllllllllllllllllllll’l"HHIHIIIIIII'IIIIIl!lHIIIIIIIIIIIIII.I'HIIIIIIIIIllllllllll

b. (U) ComNet 95 S

ComNet 95 will be held 23-26 January 1995 at the Wgshington Convention
Center. According to an advertisement in a recent issue of Telecommunica-
tions magazine: "Explore leading-edge technologies and emerging business

"applications that are the building blocks of the global enterprise from ATM,
Frame Relay and FDDI, to multi-media, v1deoconferen01ng, wireless, digital
convergence and the Internet.®* This is an opportyhity to gather technical

L]
x
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literature, view demonstrations, and talk to technical experts in commercial
telecommunications. Admission to the exhibition hall is free. For more
information, call 800-225-4698. '

************************************************************************

ALTTLLTITIIIIII77 7000000001 770008077007070200000017010777771711711171711771
[(b) (3)-P.L. 86-36]

5. TECHNICAL ARTICLE
(Foves. The Challenge of [ ]
by | ] MR

Page 5 of 11
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6. COMMUNITY SERVICE e e
e * _..-..---"‘ ,'v.
| ]-The People Behind the %ame IR L o
byl -.--“"-‘.‘-- ~. "y
TSk _Many cryptanalysts are-aWare that | t

I . but some may not know that this
1s named for 1&s three inventors:
| ] These distinguished members o he cryptanalytic community

have made many contributions to our field, as well as to academia, over
the years. ;

(9) (q}
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Thus thel

has more to its name than first meets the eve.

7. Puzzle

a.
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January KRYPTOS Puzzle

The Light Fantastic

v
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| jxxx| | XXX | XXX |
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| | xxx | | Xxx | XXX

| | xxx| | xxx| XXX ‘
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(b) (3)-P.L. 86-36
[(b) -P.L. 86-36}

.

The following cryptic clues all lead to 7-letter words which are to

be entered into the diagram above.
order, and the solver must determine which word goes where.
the center column (1nd1cated by the arrow) is unclued: yoy must determine .

what it is.

.
.
.

The clues are given in o particular

The word in

A. Lodge member, returning after the first victory,' to act as a star.

B. It's liked by all,

turning up in extreme. *
C. Untidy trunk emptied, but just a section. S

.
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Burn returned book draft, having come first.

Late returns having earl leading nurse to the last.
Mistakenly rush mob figure.

Turns on to act as carriers.

Alternate route carries little one to remote part.
Impossible dream to note that man comes ahead of time.
Crown used once or twice, initially.

Plant to be, to a point, without framework.

He can't believe what he sees: King in filthy surroundings.
. Hold up: no twitching is automated.

RPPRguHITQOHEEU

For those of you who may be unfamiliar with the cryptic style of clueing,
each clue consists of two parts: a more or less straightforward definition of
the solution word; and a word-play which may involve anagrams, synonyms, clue-
ing parts of the solution word separately, or any of a multitude of other tech-
‘niques. Either part (the definition or the word-play) may come first, but
there may be no overlap of parts. A 'connector' word or phrase (*is", "for",
"makes", "goes to", etc.) may sometimes be used in the clue to act roughly as
an ‘eqguals sign' between the parts. Here is an example which employs several
clueing tricks. (It is traditional in cryptics to give the number of letters
'in the solution word. 1In this puzzle, all words will be 7 letters long, so
this help is omitted.) ’

CLUE: Fixed ten damaged trails for each fellow. (9)
ANSWER: PERMANENT .

The definition is "Fixed". "Ten damaged®” is a common convention that
suggests that the word "ten" should be anagrammed. (All anagrams will
have a clue word such as this. Look for “"broken®", "confused",
"muddled", etc.) "Ten" anagrammed is "ENT". "Trails" suggests that
this part of the word comes after whatever is clued next. "For each
fellow" can also be expressed as "PER MAN". So the solution is "PER
MAN ENT".

LAR A AR R AL LR AR RS RE RS AR SRR RSS2SR X2 X222 22 22222 RS2 S Y S X

LITITELLTIIETIT L0000 00 000000000000 00 0000000070100 0000700101107117777777
8. LITERARY/HISTORICAL TIDBIT

.a. (U) Book Review "Hobbyist's Guide to COMINT Collection
and Analysis"

{™88Q) Browsing the INTERNET, an alert reader spotted a review of a
book of possible interest to KRYPTOS members: "Hobbyist's Guide to COMINT
Collection and Analysis™ by Tom Roach. This book is in the NSA Main
Library {(Circulating) Collection:

Author: Roach, Thomas B.
Title: Hobbyist's Guide to COMINT Collection and Analysis /
Publication info: San Jose, CA : Tom Roach, c1994.

CALL NUMBER - JK468.I6 R53 1994 MAINCIRC

(U) Here are some excerpts from the book review by a non-Agency
subscriber, Edward Anderson, in INTERNET article lle@ixnewsl.ix.netcom.com,
Anok@ix.netcom.com, on 8 December 1994:

“The Hobbyist's Guide to COMINT Collection and Analysis breaks new
ground here, since it provides information on how easily the reader can

(b} (3)~P.L. 86-36

Pt 9/23/2010
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collect and analyze COMINT. It turns out this can be done with radio
receivers and "decoder"” boxes which are easily purchased on the open market.
The book reveals some of the very interesting Russian messages Mr. Roach
has received using a shortwave receiver and "decoder® while sitting in the
comfort of his den. And what a bizarre catch he reveals. The messages
range in subject matter from the deliberate canning of fish tainted by toxic
waste, to an "upper air weather®* message broadcast from a Russian trawler
sitting off Vandenberg AFB. The Russian vessel was monitoring tests of
United States' anti-missile missile launches from Vandenberg to Kwajelein.

The book even includes intercepts, and technical descriptions of four
distinctly different types of KRIPTOGRAMMA messages. These are messages
which use special Russian encryption methods (still in use). The messages
are sent by both Russian trawlers (who catch a lot mdre than fish!) and
Space Event Support Ships (SESS). You are even instructed in how to learn
when, and where, the next Russian ICBM shot will impact in the icy waters
off the Kamchatka peninsula. You learn how to find the proper radio
frequency to monitor ship traffic in the Middle East. As a convenience,
the book comes with a spiral metal binder so it can lay flat on the desk of
the home COMINT collector deciphering the latest Russian "20101" message.
Lest you believe only the Russians provide material .for the hobbyist, the
author reveals how he intercepted a U.S. military classified message
accidentally sent in the clear. The techniques discussed in this book can
be applied to almost any sort of radio traffic.

The reader is provided examples of various Russian "numbers®" messages,
which at first glance may appear "encrypted". Mr. Roach gives the exact
methodology which resulted in one such message's “"decryption". A whole
chapter is devoted to teaching the uninitiated how to "decipher" similar
messages on their own. The means by which the Internet can be used to
allow hobbyists to share information, get translations, and combine inter-
cepts to gain greater insight is described. According to the author, you
don't even need to be able to speak Russian to get the basic meaning of
many of the Russian messages that are still being broadcast. Mr. Roach
stresses that COMINT, even at this level, provides a real insight into
just what extent, and how successfully, "capitalist®" ventures are develop-
ing in the "new" Russia. 1In fact, Mr. Roach has published a second book,
Hobbyist's COMINT Russian Radioteletype Dictionary, to assist those who
actually take up the hobby."

b. (U) Dr. Dobb's Journal

(U) The January 1995 issue of Dr. Dobb's Journal contains two articles
of interest to cryptologists:

1. Page 123 - The GOST Encryption Algorithm, by Bruce Schneier
This algorithm was used by the former Soviet Union, possibly
for the civilian market. The analysis does a comparison to DES.

2. Page 146 - The RC5 Encryption Algorithm, by Ronald L. Rivest
Description of the named algorithm. f(b) (3)-P.L. 86-36}

R N R R A

Pre8Q) [Note: [::::::::::I of the KRYPTOS Newsletter Editorial  +°
Board, advises that Dr. Dobb's Journal may be found in the NSA Main‘
Library as follows. As you go towards the newspaper reading area, it is
in the second section on the right (aisle 60), the next to the«bottom shelf
(alphabetically under D).] .

.
.

********************************************************;***************
.

*
.
.
+*
»
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////////////////////////////////////////////////////////////////////////
9. EDITORIAI, CORNER

If you have a relatively short technical treatlse, or anything you would
like to have considered for inclusion in future issues, please submit it
to any member of the editorial board or any of our office POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line .items -
in fact, you may mail them in hardcopy form to any member of the
editorial board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,

and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

#########################################################################
NOTE: We MUST receive any submissions for the February issue by 15 Jan.
#########################################################################

EDITORIAL BOARD

Jack Ingram, Cryptologic History Museum

OFFICE Reps "

...
L]
--l--------u--.ll.---------.

[?b)(3)‘P.L. 86-36
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1. M PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to print the address Acting Chairman
of the CACP, delivered at the recent Breakfast Affair for Newly
Certified Cryptanalysts. .

To the Newly Certified Cryptanalysts: .

*

First I'd like to join with your colleagues and frieﬁ@s to
congratulate you on your certification as cryptanalysts. We senior
members of the cryptanalytic community are honored that you have'.
chosen to associate yourselves with us and to put your shoulders ,
{figuratively) and your minds alongside ours in the struggle to attain
cryptanalytic knowledge. ¢

*
-

It is more difficult to be a cryptanalyst now than ever before *
in our history. Our field has come of age. All the easy problems have ,
been solved. To accept the mantle of cryptanalyst is to subject .
yourself to a career addressing difficult, often impossible,

questions. The rewards are few and come seldom. why do people like ¢

yourselves, who have so much to offer, choose such a demanding .
profession?

I chose cryptanalysis, as you did, because I love an

*
intellectual challenge. I stayed in cryptanalysis, as I hope you will, t(b) (3)-P.L. 86”36l
because I enjoy the stimulating company of the other Agency *

professionals who have selected this uncompromisingly difficult Lt '

Approved for Release by NSA *on 09-28-2023, FOIA Case # 61704
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vocation.

We come from many backgrounds: geographically, academically,
and ethnically. In the past months I have heard some interesting
stories about several of you! That may be a trait common to
cryptanalystse --- we are not dull people! We enjoy a variety of
activities: some athletic, some intellectual, some social, ... We take
great pleasure in our outside lives to compensate for the
disappointment which comes so commonly to those who choose to test
themselves daily on almost intractable problems.

But cryptanalysis is changing rapidly. The new modes of
communication will force us to learn some new techniques and to
discard others. This will make for exciting times, and you couldn't be
in a better position. Whenever new methods are introduced, there will
be errors anéd misunderstandings which will compromise seemingly secure
cryptologics. The ablest among you will find and exploit these
blunders and will achieve fame (at least internally). The successful
cryptanalyst keeps trying, probing, testing, looking for some
oversight which will confer enough of an advantage to permit first a
small success, then a larger triumph, and finally the conquest of the
seemingly impregnable fortress.

We oldtimers see in you the analysts who will replace us, who
will rise above usg, who will perform tasks we had thoyght to be
impossible. We couldn't be prouder at the prospect of passing to you
the responsibility for success in the enterprises we share. Some of us
will get to work with some of you, to teach you, and to learn from
you. As we increasingly rely upon you to solve the toughest problems,
it is comforting to know that your ability, your preparation, and your
determination will maximize our probability of realizing success.

We welcome you to our Community. We need your skill. Today's
problems are too difficult for individuals to solve. Inspiration will
still be welcome, of course, but maybe more important will be the
ability to work together, to pool our communal strengths to overcome
our individual weaknesses. You are our investment, our future. We will
work with you to enhance your skills, and you will ingpire us with
your achievement. We must be partners, because each of us needs the
other.

The KRYPTOS Society and the Cryptanalysis Career Panel work to
bring cryptanalysts together. We are overwhelmingly introverted, and
some of us are uncomfortable in social situations. Nevertheless, it is
only through cooperation that cryptanalysts, and Cryptanalysis, will
succeed. We thank the KRYPTOS Society for sponsoring this breakfast,
and we welcome you as colleagues. Congratulations, cryptanalysts!

(2 2 RS R S L S22 22 AR R R R R R 2 2R AR 2 2 R R R R SR R A R S SRS RSS2SR SRR ER)

2. TMeWQ) XRYPTOS Society
a. KRYPTOS

The KRYPTOS membership drive is now underway. Perhaps you are asking
just what is the Kryptos Society and why should you join?

The KRYPTOS Society was founded in 1981 to promote interest in
cryptanalysis, to provide a focal point for fields of common interest
to NSA cryptanalysts, and to promote continued excellence in
professional cryptanalytic activity throughout the cryptologic
community.

KRYPTOS sponsors briefings on topics related to cryptanalysis on
both historical and specific current projects at its quarterly
meetings and at other times during the year. This year KRYPTOS and the
CACP sponsored the first annual Breakfast Affair for Newly Certified
Cryptanalysts (BANCC). It was considered to be a resocunding success
and will be continued next year. Last May, KRYPTOS organized a
luncheon at the National Cryptologic Museum which included a _ _ . . . ... _
presentation by | |on the Polish solution of the Enigma .
machine. Following the luncheon, individuals viewed the museum :
exhibits at their own pace, vastly aided by a cadre of knowledgeable -
guides. This event was also well-received and similar events are .
planned in the future. We hope to have quarterly events, in addition .
to our technical talks, throughout the year. .

fio) (3)-P.L. 86-3¢]

KRYPTOS recognizes sustained excellence in the cryptanalytic field, "’
through selection of Distinguished Members. It also sporisors an annual

*
*
3
*
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literature contest and awards cash prizes. 1In the fall, we hold an
annual luncheon for members and guests. At this event, a highlight of
the KRYPTOS year, everyone gathers at the Officers' Club to enjoy
lunch, socializing, and networking with new and old friends. It is
during this event that XKRYPTOS collectively recognizes professional
achievement in our field. . We hope to plan additional social events
during the year. Any ideas for briefings or future events? Let one of
our Council members know.
Join us! We need your membership and your input to give voice to
the cryptanalysts in our community now and in the future. This is
an excellent chance for networking at all levels. To join, just £ill
out an application and send it and $5.00 to
I lor any of the council members 3 elow: :
pd 1 ]
President ° "
Secretary . :
Treasurer . .
Member-at-Large] . .
Member-at-Large . N
Member-at-Large * .
Member-at-Large W' . .
. \ v
uullelnillnnl'ullIlnnnlI|l=l|ll'nlllllllllvnIIl'llllllll-ll‘wlllllllIln'-llllﬂll‘lll‘lllll
.
b. KRYPTOS Membership Application * ‘. . .
- » -
“ L] ‘0 2 .
*
*4** KRYPTOS MEMBERSHIP APPLICATION "DUES: $%. 00 (Annually)**## °
. . . .
Y - . -
MEMBERSHIP YEAR: 1995 ( ) NEW ( ) RENEWAL " . .
. » 3 d
NAME: . * DATE: ___ ¢ " .
* Y *
¢
SECURE PHONE: * NON-SECUREY ‘. %
. -' e .
ORG: . BLDG: ___ ° .., .
- - L] -
SID & HOST: . " .. .
. . * .
. ’ M . .
- *
INTERESTED IN CHAIRING A COMMITTEE? " YES . NO - " "
. . - .
INTERESTED IN WORKING ON A COMMITTER? . YES . NO * o
. . - * ¢ Y
. - = .
CHECK COMMITTEES OF INTEREST TO YOU: - -_ : 86-36
. -
—  CRYPTANALYTIC LITERATURE MEMBERSH]IP : -
*
. ™ u L4
— DISTINGUISHED MEMBERS s+ PUBLICITY, AWARD «* ’.;'
’ . . . - . ‘e
PROGRAMS ____ NEWSLETTER *RETIRED MBMBERS R .t
. " t *
d . . * * 3 * * g‘
* ] 2 d A * ‘
v MR 4
. . * = WY
c. KRYPTOS TALKS AVAILABLE ON VIDEO o * . R L . hd
PR - Y
We have collected a number pf 'tapes ‘from pr;,vipﬂs ,:*
KRYPTOS Talks, and we will be making theh available fhroughsthe 2, °
Technical Library. If you have sque of the old ones, please fqz’warg
them to] | we will update the. 1rst asewt |
receive more tapes, and encourage you to borrow them,« perhaph even ,
arrange a brown-bag lunch around them, so that others may tznj'oy N
them too. . *e . .
* 0‘ .
* . * , -
* . * - -
. . .. -
Collection of KRYPTOS 'I‘al‘ks Availabfo on Tape _ ]
. - » * . -
Jan 95 trsey | ot I .t
. . v s L
Dec 94 (u) The Harry Hantman Story "’ e "
Jun 94 (60 . Lo
Apr 94 (%6Q) Harry Hoover Farewell Address .t
Mar 94 ®eq LI
.
Sep 93 sl A short Tale of a Long Cycle >t
.
g
+ .
(b} (3)~-P.L. 86-36
[
9/23/2010




February 1995 TALES OF THE KRYPT
Doc ID: 6823788

Nov
Sep
Jun

Nov
Sep
Jun

not

92
92
9z

91
91
91

dated

B

{UNC)

Page 4 of 13

History of a Successful Diagnogisg . s o a
The SUNS Shine on a

Classmate and Longshore (Technology for CA

(b} (1)
(b) (3)-50 USC 3024 (i}

(b} (3)-P.L. 86-36

in the Field)
Just the FAX
Analysis of a Computerized Code
Superenciphered Systems

Cryptography in the Vineland Map

i‘i*it*t*iﬁ‘l'ﬁt***itl&ﬁit*ii.iiﬁ**iit’ﬁ.ih‘ti‘l‘iiﬂitﬁii‘iii**.iii*'it.l"i

LIEELIINIELTILI LI I LTI 000200000000 0000 000000000008 000001007710000011107¢

3.

L]

* &k

(tl'

(PO8Q) CALENDAR OF EVENTS

February 15

February 16

February 17

February 28

PLAN AHEAD:

March

March
March

March
March

March

Marxch
March

April

May 1

2

13

16

16-19

22-24

28-31

27-31
29-30,’

3-7

-5,

May 23-25,

June 5-9,

June

ml'relecomunlcations Technology Forum

1994/1995 jwareness Seminar Series Talk
"International Netwprks & Gateways* by
. 10800-1500, .Fyiedman
Auditorium) "'---....'.,

-
-....

IAI Talk "Russia's Winter of Discontent” by
George Kolt, NIO for Russia and Eurasia
(0930-1030, OPS2B, Room 2B4118-6; seating
limited to 60 persons, IAI members have
priority until 0925)

CLA Talk "The Political A
Gulf Er". .

t9A135, *"1300)" . 7 * 7 T Rt ter rovoworos

*
KRYPTOS/CMI Social at the "Last Chance" *
(1730-1930) (POC is | }

CMI Talk (Friedman, 0930) o

KRYPTOS Talk - Subject to be ‘Announced
(Friedman 1300-1500)
.

cra/1ar LT Baltimore

Council Foreign Policy (9A135 1300)

3rd International Conference on
Telecommunication Systems Modelling and
Analysis (Nashville, Tenn.; 615-322-3694)
CISS 95, Conference on Information Sciences
and Systems; (John Hopkins University;
Baltimore,_ MD; (410) 516-7031)

IPCCC 95, Annual IEEE International Phoenix
Conference on Computers and Communications;
(Arizona State University; Phoenix, AZ;
602-965-7775)

CARD (GCHQ)

1995 Cryptanalysis Conference (SRC}

1995 signals Development Symposium
(Friedman Auditorium)

ACE (CCR Princeton)
CA PQE
CA-305

MATHFEST 95

NOTE - this is a change.)
*i*ii*i*i***i*i‘ﬁ*ii*ilt'*iiﬁtiitt*ti.i**ti*it.*it..*!kilt*tll‘iiﬁ***ltl"l’

LEEETITTIRELELT I IR0 I 000070080 00000 0007000000 007000000100180122100017

I(b)(3)~P.L‘

86-36

.
.
.
.
*

g
LI I R ]

[(b) (3)~P.L.

86-36
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4. (TOwey vword from the CACP

a. This article is the second in a series reporting on follow-on activity
from the working groups of the 1994 Cryptanalysis Conference. It

would be helpful to have read the conference report before reading

this article.

Reinventing CA: A Brave New World for the Career Field
by

Last year's CA conference had as its central fheme the role of the
cryptanalyst in the modern, post-Cold War, post-reorg world. If you
examine the conference speeches, you can pick out ‘some of the issues
which led the CACP to call for a hard look at our didgipline. New
technologies, austere hiring, an apparent contradiction* i.’n what
outsiders and insiders considered to be cryptanalysis: these realities
seemed to be pushing the classical cryppie into the margins®@f the
cryptanalytic establishment, while the latter appeared to be becoming
synonymous with the crypto-math community in the eyes of much of .the
Agency. .

*
The 1994 conference organizers worked under the assumption that the ca’ .
vs. CA distinction which I defined in my speech was a valid one, and .
the conclusions thet the "reinventing ca" working group reached seemed .
to support the perpetuation of that distinction. (For those for whom ' .
this is new, I defined "ca" as what someone professionalized in .
cryptanalysis is trained to do and "CA* as what Z group does.) In its .
‘report, the working group defined CA as "the diagnosis and .
exploitation of data which is, otherwise, not obviocusly intelligible." .
Then it went on to carve out a little niche for the *classical” .
cryptanalyst in diagnosis and exploitation, simultaneously stressing . [(b) (3) -P.L. 86—36]
the importance of training in related fields. This is, perhaps, not
surprising. We organizers stacked the conference with talks that .3t
showed how classically-trained cryptanalysts could be successful in .
what we termed "modern” cryptanalysis. We believed then that the wqy. L
forward was to create a distinct identity for ca that would p;lace 1t
on an equal footing with the other disciplines I:hat yere i‘nvolved- fn
doing CA. . .

s * -‘

—
]

It took several months for the, cpnférence repoxgtstd ‘come out, and even
longer for the Panel flqall'y to pu xrt on the agenda for
discussion. In e héantime Iﬂ;—u_ih:ﬁg:gan his term as Panel
chairman. first initiative was for the Panel to go to the
office Chiefs and Chief, 2z and ask their advice on what the CACP could
do better to support the activities of their areas. These interviews
were extremely enlightening. Another important thing happened during
this period; the CA intern program looked like it was on the chopping
block. With no hiring and all those empty billets, there was a
distinct possibility that we might have to close down. Here,

Dick Ruhl came to the rescue, suggesting that Z group might benefit by
hiring computer scientists and engineers (these are, with mathematics,
the relevant critical skills for CA) and training them through the CA
intern program. There is still no hiring, but at least there is a
plan.

By November it was clear that the Panel could no longer operate
without a cogent working philosophy of the nature of cryptanalysis.

The Panel had promised the community another conference in January,

but as we wrestled with the issues confronting us, that conference
seemed ill-timed and more and more irrelevant. At long last, in early
December, the CACP held an offsite to synthesize the input we had
received from the 1994 Conference, Z-group management, and from studies
like the “"Future of Cryptology". The conclqsion of this day of
soul-searching was to me as clicking the ruby slippers must have been to
Dorothy: cryptanalysis is Cryptanalysis. We always had the power, but
we had to find out for ourselves.

Simple as the concept is, the implications are far-reaching. 2-group
cryptanalysis requires the efforts of people in many sub-disciplines.
We, therefore, began to try to fashion a career field that would be
equally as relevant to newly-hired mathematicians, computer scientists
and engineers as to those in non-technical fields. 1In the ensuing
months we have constructed new criteria for the field which attempt to
ensure that every cryptanalyst will have a thorough grounding in the
classical subjects: diagnosis, cryptography, related fields, but will
also enable him to contribute in the areas for which his academic
training has uniquely prepared him.

[) (3)-P.L. 86-~36]
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wWhile last year's conference spotlighted how the classical
cryptanalyst could move into areas of new technology, this year's
gathering will focus on how to embrace diverse technical backgrounds
to strengthen cryptanalysis. The new criteria for professionalization
in cryptanalysis are a work in progress, and will be a major topic of
the conference. Here is what they look like so far.

A number of the requirements will seem familiar on the surface. We
will still require three years of creditable experience and we will
still require a paper and a program. The omission of the PQE from
this list is not accidental: an aspirant's grasp of essential
knowledge will be assessed in other ways. We will require work
experience in three core areas: exploitation, diagnosis and related
fields. (When we say related fields we mean communications and
collection). We will also require two elective tours, to be
negotiated with the Panel execs. As an example, a mathematician might
elect tours in attack development or algorithm design; an engineer
might choose to do hardware reverse engineering or signals analysis; a
computer scientist might work on CAPRI or study computer networks; a
non-technical aspirant might delve into book-breaking or bit-stream
analysis. We're not attempting to pigeon-hole anyone here - the
mathematician could do book-breaking and the anthropology major
algorithm design, the point is rather in the explicit inclusion of
what was previously considered peripheral into our new vision of the
career field.

Training requirements will be completely revamped, and this will
necessitate a great deal of work in course development. B&Again, we
envision a core of required courses and a wide choice of electives.
The core will contain some new courses on which we hope to get started
at the Conference: a related fields survey course, a "foundations of
CA" course which will survey the most significant cryptographies
extant, a new diagnosis course which I like to call "patterns of
thinking", and a "topics in math, CS and engineering” course that will
highlight the ideas in those fields with the most important
implications for cryptanalysis. Some of our present required courses
will become electives. Does everyone need to know how to solve a
grille transposition? Probably not, just as we don't all need to
program digital signals processing (DSP) chips, yet.

The Panel is immensely excited about this new direction for the career
field, even if that excitement is tempered with apprehension about the
hard work necessary to get this new program off the ground. We hope
we can count on your help and your counsel as we take cryptanalysis
‘into the next century. ' See you at the Conference in March!

iﬁii.tii**iiiiitﬁliit*iiﬂiQti’iii*i*.ﬁ"'*.iﬁitli.tit'.ttiii*'l‘iiii*iiii

b. ANNOUNCEMENTS

TreuQ) ] has been named as the new Executive of the
CACP, ved out"ahd began her new job in Z409. Her new
phone n T 1 w-ii you .need fq get in toudh *with sher

LR BN . g
" » L L
ti*tt*tttiti.iiittti'iitiiii**ﬁ.Dtiiﬁﬁ*ititiiittl*httﬁﬁﬁtit:ﬁ‘-‘i‘fﬁ'*‘%fﬁ.l..'.l.l..:.:.:.b
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////////////////////////////////////////////////////////////////////////// -
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5. TECHNICAL HEALTH EJ
a.h-sq-xtmschesawuum-xofn-byl i)
PE— .-.-.n--.---.nl-_:.:_:‘:.:.:.;.;-o-- .
Well another spring and summer has past and we in have s P B L L 3
it come and go with the completion of SAWUNEH94. SAWUNEH94, Summer ©
Analytical Workshop Up North EH!, has resulted in some goed work, very useful <
programs, some new experiences and a summer program that will hopefully »
continue on an annual basis for years to come. e NN
workshops started back in 1991 when it was decided . » » = * " " Tl .t 0"
that one way for CSE to contribute to_the crypt effort shduld be to P R B
host workshops that would help focus Eﬂathanaticians op, " Lt
specific problems and would benefit from invited cqmpunity Visitors from_ PR
NSA and GCHQ. Lase PR
well it's 1994 andl has hosted its fourth, SAWUNEH with a very .
different twist. The wo Op started on May 16th *and finished on
Friday, July 11lth. This year, it was [:E______:ffirst time to LEE.t_gr e x A a s
members of academia to participate in the workshop. s s wu s o]|(b)(6)
[(b) (3)-P.L. 86-36]
9/23/2010
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University. Being a bit of a skeptic on how well these academics would
perform in our workshop, I really had my doubts that these fellows
could stay focused and interested on our workshop problems for eight
weeks. Boy, was I surprised! Given the brief introduction to
cryptanalysis and cryptomathematics, they still managed to keep a high
interest and tremendous amounts of energy to do some outstanding work
in the workshop. I tip my hat to them.

The three main topic

.
»

-
J,Due to the choice o "-...
problems and operational requirements, we unfortunafely” Had mos » . . .
representation from GCHQ, but we received a strong con- tin ent f LES
NSA. Our N i . (b) (1)

. (b} (3})-P.L. 86-36

A

~
., L
- * .
'--.... .-

e

The topic coordinators for SAWUNEH94 were: | for e .

Being a topic coordinator was not an easy task. Not * + L AR
€ thesd beople .invqued in doing crypt research on their D . .
specific subject, but they were "alse respopsible to put the problem R e NS,
together. This implied collating all the preliminAry dnfermation such e : 2 :
as finding papers, software, and data, and then identifying areas” &hd * « ., tat Lt

strategies of research on their pertinent problem. Of course, e L, [ 9

throughout the workshop, they were keeping the momentum of the research (b) (3)-P.L. 86-36
going and seeing things through, chairing regular brainstorming

sessions, and, finally, helping in the wrapup of the workshop by *
writing up a technical report outlining the work performed, results .
achieved, and new directions of research identified. . A

The first official week of SAWUNEH94, which I called "Homecoming %
Week, " consisted of the topic coordinators introeducing the problems to -
be researched and outlining some avenues of investigation. 1In -
addition, the invited academics were initiated to cryptanalysis and .
cryptomathematics, a very grueling exercise for them. But they took it o
in stride and with a smile on their faces. .

Meanwhile, the logistics to set up computer accounts, provide . .
desks and chairs and all the accompanying paraphernalia for .
working in an office, was interesting to say the least. Because of the‘ ¢ .
presence of the academics, special c¢ uter securi
implemented. For the worksh@,

.

The next big headache was setting up accounts so all visitors
could sign on easily and have everything set up accordingly, e.g.
have good .login and .cshrc files. Thanks to some very computer-wise
cryptomathematicians, we were able to set up our visitors so they could
log on, send e-mail and do the various EDP tasks as painlessly as
possible. It was slow going, but eventually, everything sorted itself
out and everyocne could get some work done.

Finally, the problem of where to sit all the visitors including the
academics was great fun to solve. It was the classic case of musical
chairs. For this, a debt of gratitude goes out to the folks who
sacrificed their desk to accommo- date the special seating arrangements
for the workshop. Special care in deciding where to sit people was
needed because we wanted to integrate the academics amongst our
mathematicians and our NSA visitors so that everyone could benefit from . "

(b) (3)-P.L. 86—36|

.
»
.
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others®' experience and knowledge and just simply get to know each
other.

Even with moving some people around, we wouldn't be able to
accommodate all of the visitors with a desk. So we needed extra
office space. A fortuitous situation happened when another office
needed to move. When they moved, we simply became squatters and
managed to get that room where we could sit four people. A coup d'etat
I say! This room became the room during the day and
the academics' room after hours ich ena them, to have a place to
continue working on their problems on weekends and suéh. Being from
outside Ottawa, they would often stay late to continue working on some

idea or, towards the end of the workshop, finish writing up theirs ,
reports. Tt e, .

"o

Once all the bugs were worked out at the start of the e,
work began. And what excellent serious work indeed. On the te.
problem, we had three academics and our topic coordinator -an T

WOTK1NG wl e, . v,
NSA crypto-linguist ( |._an NS crvotanalver [ ] e

st IT-._ Together thev] I_I

we had one academic working the

“1rd-{e) ()

problem w:.th the help of

The results of SAWUNEHS4 are that we have produced a good
o .:l , some interesting bypotheges pn e e ma o e e e 'E-"-"- en e e e e
From all this work,

Té written which have been published and distributed to .
NSA dnd GCHO. *

9¢-98

wWe i have found SAWUNEH94 to be a success, even more So .t *
with the participation of the academics. It was a first experiment
that has provided great dividends. A pat on the back for our *
mathematicians for a job well done is in order. And many thanks for *

our NSA visitors whose insights and experience made this SAWUNEH R
great,

It's now January 1995 and Spring is not too far., Guess what, .
SAWUNEH95 is coming soon. The dates for SAWUNEH95 will be M
15th to July 1l4th. The overall workshop coordinator is
A list of topics has been sent out to NSA.and GCHQ for
comments. And if you are one of the few who can come to Ottawa and
attend SAWUNEH95, we're looking forward to meeting and working with
you.

-
.
.
L]
.
-
L]
-
-
-
.
.
.
»
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b. (T84 Signals Development Conference
1995 signals Development Symposium

This year's Signals Development Symposium will be held in the
Friedman Auditorium from Monday, 3 April through Friday 7, April.
The motto for this year's symposium is "Meeting the Challenge", and it
will give us an opportunity to review current efforts to analyze and
exploit modern communications. Efforts and achievements in the
analysis of waveform and bit-level signals will be presented, as well
as analytic concepts, svs s and tools; a number of demonstrations are
planned. Mmyﬁd Second Party activities will be

raining wi

represented. be, discussed .

Symposium sessions on d;gital mult:.plexers data networks, HF
communications developments, cellular conmuhi-cqtzons. technology
issues and software tools are being planned and bvhers may be
organized. e,

-
-

»
This year's Symposium is co-sponsored by Z1, W9S and G2. "+,
Arrangements for the conference are being handled by Z15. Please ‘e, .
send name of presenter, title and short abstract (~100 words) to e,
by, February 10, 1995. NOTE: Presentations are limited to a' e,
Classification level of TOP SECRET CODEWORD. Attendance at the’

symposium is open to all clggm_p_ezs_qgfel. The point of contact is [(b) (3)-F.L. 86_36'

| ------------1-----------'.,
.

*
(AR AR TR R AT S E A R R R X R Y S R R S TSRS 2RSS SRR E R0 2 2 *

THILLTITII0E0 207002000007 2800708007700700080088007080178071117777071000700717),° '
*

.

.
.
L]
.
.
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6. COMMUNITY SERVICE ‘ "~ J(b) (3)-P.L. 86-36]

a. (u) I Elgoxithm and Its Inrenr.ol A
(b) (1)

k= s w2 » w s (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

mmis planning to publish a paper entitled ;Some Things = =, .. .....
I Did in Thirty Years'at CCR’(and “a"réw I Did Before)™." "all 86-36
cryptanalysts are encouraged to read this paper when it appears, and to (b) (3)-P.L.
learn more about this creative member of our profession. (b) (6)

b.' (U) Center for Cryptologic History Announcement
Dr. David Kahn has joined the CCH as its 1995 s(:holar-in—.kesidence.

Dr. Kahn has not been cleared and will be undertaking a number of
unclassified projects for the CCH. 1In addition, he will give
occasional presentations to special seminars and to NCS classes.

David Kahn .
* as a teenager, became interested in cryptology
* A.B., Bucknell University
* Ph.D. in history, Oxford University

* In 1965, published _The Codebreakers_, the first (and most)
comprehensive study of how cryptology has affected the course of history

* published _Hitler's Spies_ in 1978

* published _Kahn on Codes_ in 1984

* published _Seizing the ENIGMA_ in 1991

* author of many journal, magazine, and newspaper articles

*

has taught at Yale & Columbja Universities
* is a senior editor at the Long Ysland daily _Newsday

ﬁiiii'iiii*i***ﬁ!‘iiti**i.tii‘ﬁ.iiii*ii.hititi‘tti-tiii"ti'.'*‘*ﬁ..ﬁﬁ"iﬁ.‘*ﬁ

c. (U) February is Math Certification Seminar Month

The math panel will be holding two seminars in February for
individuals who are interested in becoming certified as
Mathematician. The Chairman of the Math Career Panel, I l
will start the session, and the Exec will present an overview of the  «,
certification process; copies of the certification criteria document .
will be available. Members of the the math panel will explain what they ‘.
look for when they evaluate a package of papers submitted by an .
aspirant, and also describe what an individual ‘s supervisor can do to ' (b)(3)—P L. 86-36
facilitate the process. The remainder of the time will be available for —
questions and answers. Details about the two seminars are contained in *
the following two Calendar Appointments (drag-droppable onto Calendar ¢
Managers) . .

** Calendar Appointment *w .
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Date:
Start:
End:
what

2/21/95

10:00 am

12:00 pm

Math Certification Seminar
Ops 1 - Rm. 2C086

** Calendar Appointment **

Date:
Start:
End:
vwhat:

khdkhhkhhkkhdhh

...... 14

2/24/95

10:00 am

12:00 pm

Math Certification Seminar
S - Rm. C2A57

(DDI Conf. Rm.)

* iiiﬁiii'tl*iti*iiiﬁki‘it'!ii*'ii’i*'ﬁ
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7. Puzzles and Problems

Page 10 0f 13

a. .(U) Solution to January KRYPTOS puzzle:
"The Light Pantastic'l::::l
L
A. TWINKLE H. OUTLIER S IV SO ..
B. POPULAR I. CHIMERA |REOMBUS s s E| e,
C. UNKEMPT J. CORONET 0 U R UNKREMPT| .
D. SMOLDER K. BRACKEN | BETRAYS E 0 E| .
E. ETERNAL L. SKEPTIC o L ¢ POPULAR| [(o) (3)-P.L. 86-3¢]
F. RHOMBUS M. ROBOTIC | TWINRKRLE T D N| L
G. BETRAYS | I E E CHIMERA | .
|coRONET c© R 1| . *
UNCLUED WORD: SUSPECT e UL LT S + .
i ——— hd * :
_______ -
. .
b. {rs&) solution to last problenm: «*

November PROBLEM OF THE MONTH by | ]

T™6Q) The November probles involved the Zeudian aubnssadaciaf |

*
*
.

F " (b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

¢

*

. .

P
* &
*t .
*
. -
. .
* ~
* .
0‘ .
- .
» L]
* .
*
+ * .' ’
EEEEsSEsoremmmmmae e - Y - = .
. .
L1 = = E E,W B E B OB OE N RN
c. {Msey February PROBLEM OF THE MONTH by L o [(b) (3)-P.L. 86-36

& » . -

ml N - l .
] Find as T
many signiflcant observations as you can, dnd describe a model that . '
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will explain as manf features as possible.

model to

Please e-mail your best

*lﬁ'ii*iiittil‘iiﬁt*"ittiiﬁI'iﬁii*Iit’*.*ii*itﬁt'*‘h'ttiﬁii'tiiﬁ".ii‘."'.

/////////////////////////{//////////////////////////////////////////////

8.

LITERARY/HISTORICAL TIDBIT
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9. ACTION LINE

(U) OQuestion: Why aren't the vote totals of the Kryptos election '
publicized?

Answer: The simple answer is that, to my knowledge, nobody ever

. considered doing it. I brought the question before the Kryptos Council
which formally decided not to publish election results. Election votes
are counted independently by three Council members. The Kryptos
Council felt that this process was sufficient to guarantee accuracy and
to protect against irregularities. We are very appreciative of those
willing to step forward as candidates for positions on the Kryptos
Council., Publishing the results could embarrass some of those people
while, in our minds, providing no substantive benefit. Perhaps this
position seems "undemocratic* and, if there is a ground swell of
opinion of Kryptos members against it, we will reconsider. But for now
we will continue to publish only the names of the winners.

Kryptos President [ (3)-P.L. 86-39|
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10. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you
would like to have considered for inclusion in future issues, please
submit it to any member of the editorial board or any of our office
POCs.

PLEASE paragraph classify each item submitted, and ﬁSE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line items - in
fact, you may mail them in hardcopy form to any member of the editorial
board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the Ca community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.
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NOTE: We MUST receive any submissions for the March issue by 23 Feb.
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1. TrSQ) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of Nicholas Howard, Head

of H at’GCHQ:
THE CHANGING CHALLENGE OF CRYPTANALYSIS

(U) I am very honored to be the first non-American to be invited
to write a lead article for this distinguished publication, which
has already established itself as a valuable means whereby the various R .
elements of the crypt community can keep in touch and share ideas. *

Pl -~

™} For as long as I can remember there have been Jeremiahs_ . - " .
wanderlng around the halls of the cryptologic Agencies loadqd‘W1th -
doom and gloom: cryptanalysis has had its day, in five, yehkrs time v
nothing worthwhile will be readable and the youngsters ought to leave
and seek another job while the going's still goo& To which I, after -
35 years experience both as a working cgypcanalyst and as a
cryptologic manager, say boldly: 'RpBBISH" How do I dare say that? ¢
Why - the evidence is all around-us by common consent 1994 was the
best year for UKUSA crypanalysls for a very long time, possibly even .
since World War II, with 31gn1f1cant advances on all the fronts thark'

matter: [ =
.

! and I can say with pride that the UK made important
h ns to all of them.
7E§~}n our business two things can be said with ceftainty:

The target will continue to get bigger - and more difficult;

- The ability of UKUSA cryptanalysts to deal w1th enough of it
to keep us in business will continue.

{(b) (3)-P.L. 86-36]

FOIA Case # 61704.}

Approved for Release by NSA on 09-28-2023,
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TTSG-L But to do this means that we have to keep up with change,
and adapt to new circumstances. One of the biggest challenges in
the last few years has been the growth in |

‘(@L But in my view | ]
1 l, and indeed I myself have devoted .
most of my career to it, as I lack the high-powered mathematical .
abilities needed for and the advanced .
programming skills nm#‘_L 80 it is with "

great joy that I see! !once again returning tg center stage.

What are the consequences for us of this shift towards more *.
Above all, we need a very special kind of analyst, one with
ree eyes, Which gt.and for Inspiration, Intuition and Imagination.
Formal qualifications "are mrot .8 prerequisite for these attributes, but
even so such analysts are harder te €ind than professional
mathematicians or programmers, and indeed arb ‘rarey on the ground in
general! They also need a working medium where they cdan exchange
ideas, hypotheses etc. without risk that anyone will denounce theh *as . , .
8illy (I hesitate to think how many silly ideas have turned out to be
right!). For this reason the close UKUSA cooperation in crypt, which
has stood us all in such good stead over the last 50 years and more,
becomes ever more important still; analysts at each Agency can bounce
ideas off each other, and the friendly cooperation (which at timgs_ Gap «» » *
almost look like rivalry) between us ensures t we take edch 'o;her's .t
ideas seriously. Intractable though the old roblems. generally
were, the spirit of co-operation between was second to
none, as many old hands in both will readily Cesti Y.

&), A key element in the UKUSA crypt cooperation is the integree
exchange program. Someone - it may well have been Winston Churchill -
once said that the British and the Americans were two nations divided
by a common language; but the differences between us (which of course
exist between any pair of nations, even the English and the Scots who
have been politically united for nearly 300 years) are not fully
appreciated until one has had the chance to live and work in the other
country and make the most of the best aspects of both. For this reason .
both of our Agencies see the integree exchange program as so important.'
an element in securing the future health of the relationship that it ,
has always been policy at both Agencies (all Agencies, I should say,*
‘because CSE and DSD have long participated in the integree exchange
program, and this year sees GCHQ's first integree from GCSB (Gov'ernment

Communicat;ions Security Bureau in New Zealand) only to exchange
4
*
L 4
-
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analysts with proven track records as integrees. For myself, I
unquestionably dj he best work of my entire career durJ.ng my three
years at NSA (inﬁ of course!) in 1967-70.
(U) So may I end by J.nvz.t:.nq you.a}l to think hard about putting
your name forward for consideration as an 1m:egree- 1t 11 be the best
investment you ever made for your future, and for the ‘fature, of our
profession. trea,, .
///////////////////////////////////////////////////////////////////////// : e,
' (b)(3)-P.L. 86-36
2. KRYPTOS SOCIETY . . et

(U) 1In conjunction with CMI, KRYPTOS sponsored a Mardi Gras LR : o
celebration, at the Last Chance Saloon in Columbia, on 28 JFebrudry. 0,0
Over 80 people attended and thoroughly enjoyed wingl tng gx;d munching! s Lt
There were plenty of hors d'oceurves and.lid\ud refreshments, and a «* M
great time was had by all! put *MArai Gras on your calendars for next . .
year too, and we'll smee *about doing it again! Special thanks to ¢ . .

| and her commjittee: [

///////////////////////////'///////////////////////////////////////////_///

3. TPOUYey CALENDAR OF EVENTS

March 3 CLA Talk: "Islamic Encéunters with
Modernity: The Social Dimensions of Islam
in Comtempory Indonesia® (9A135 1300)

March 9 CMI Talk: "Quantum Computing: How to do
Exponential Work in Linear Time and Space"
(Friedman, 0930)

March 13 NP KRYPTOS Talk - “Ex 1
[ ) (3)-p.L. 86-36] ~TrY TR, TIU0T .,
» *
» L]
March 14 *, Tech Track and the Application Process - *
h . Panel of Z TTRP Chairs/Reps (o) (1) p
.. (9A135, 1300-1500) (o) (3)-F.L. 86-3
- . * B
-~
March 14 ¢ j e and Engineering Society Talk - T

ADO DEFSMAC, addressing DEFSMAC'S .+ *

role and mszLOn‘ including their role in__.

March 15 G21 i‘eleco_mmunications Technology Forum
March 16 : GNI Day Sponsored by K06 - Demos and

‘ Briefings from Across the Agency -
) (R&E Symposium Center, 0815-1530)

March 16 CLA/IAI Talk: °"Cont rary American
Foreign Policy*, m
Balt. Council Forelgn Policy (9JA +1390)
) .,

March 16-19 3rd International Conference on e,
Telecommunication Systems Modelling and *
Analysis (Nashville, Tenn.; (615) 322-3694 (b) (6)
March 22 B Talk on "Mathematigs.Educatdion-RReform* * = =" " """
| [ ] bartmouth (rriednan, 0900)
March 22-24 CIss ‘95, Conference on Information Sciences

and Systems: (John Hopkins University;
Baltimore, MD; (410 516~7031).

March 27-31 CARD (GCHQ)
(b)(3)-P.L. 86-36
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March 28-31 IPCCC ‘95, Annual IEEE International Phoenix
Conference on Computers and Communications;
(Arizona State University; Phoenix, AZ;
602-965-7775)

March 29-30 1995 Cryptanalysis Conference (SRC)
PLAN AHEAD -

April 3-7 1995 Signals Development Symposium
(Friedman Auditorium)

May 1-5 . ACE (CCR Princeton)

May 3 CLA Speaker "Language Policies in the
United States* (OPS2B 4118, #6, 1300)

May 23-25 ‘ CA PQE

June 1 CMI Banquet (BBC, 1830-2300)

June 1 . MATHFEST 95

June 5-9 CA-305

L1177 0170 00007000000 7700000700770700770700070080070702010807¢80717170177¢47477

4. CACP NEWS

a. H'OLLQLChanges : I

r J has been named a Member of the CACP.

r Jl_!aslrep}a_cgd_L‘_‘_‘a‘_l_‘_._‘_._‘_._Lop.l'l..'...........
the Technical Paper Evaluation Board.
will replace .
@ Technical Paper" Evdlhdtioh "BSatd." " ' ' « - © '-'L- ST e e e

b. (NU,Q) CA Conference Update

9€-98 "Td-EN]

" Invitations have been sent out for the 1995 CA Conference: CA 2000.
The conference will focus on the development of the new certification
requirements for a professional cryptanalyst. Individuals who did not
receive an invitation but who would like to express their thoughts or
concerns regarding the new certification requirements should speak with
a Panel member before the conference.

L207100720 0000000770 07070070002707880707007287080280702800071027010¢80702117717177
5. TECHNICAL HEALTH
a. (POSQ) CRYPTOLOGIC QUARTERLY NEEDS ARTICLES!

(reve) Cryptologic Quarterly is looking for a few, actually many,
good articles. If you have recently written a paper or report (other
than SIGINT product) on a cryptologic topic, whether it be a
professionalization paper, a technical report, paper for an NCS class,
or anything else you think might be of interest to the cryptologic work
force, please get in touch with us. Articles written just for the
Quarterly are, of course, always sought. To give you an idea of the
kinds of contributions we're looking for, here's what our editorial
policy, as stated on the CQ's title page, says:

"The goal of Cryptologic Quarterly is to educate the work force

in both the narrow technical elements of the cryptologic

effort and the broad igsues that affect that effort. Articles

for Cryptologic Quarterly may be written on any theoretical,

doctrinal, operational, managerial, or historical aspect of

cryptology. The criterion for publication is whether or .

-"
.
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not the article is of sufficient substance and interest to
make a genuine contribution to cryptologic literature. "

TS™tee) And to give you an idea of the various subjects CQ
authors write about, here are the articles that appeared in the Fall
1994 issue:

Old BOURBON--1947: The Third Year of Allied Collaborative
COMINT Effort against the Soviet Union (S-€80}

The Collection Challenges Represented by the s s e e e e wwxa](b)(3)-50 USC 3024 (1)
(b) (3)-P.L. 86-26

e mEoee sy

The Cryptographic Mathematics of Enigma (U)

Signaling System No. 7: And What about Analysis (U)

Code Acquisition by Binary Autodirective Search (U)

(frosg) If you have something you've already written and think it

might be a candidate for publication in Cryptologic Quarterly, or if"
you have any questions about writing such an arti
Barry Carleen, Executive Editor, at

*ReUQ) The Quarterly is NSA's professional journal, and it needs
contributions from professionals if it is to accomplish its goals.

We know you potential authors are out there--and we would like to hear
from you.

LILIPIEIIIIIIELLITIII I 1200000000000 0000008000000000000000000101012177
6. COMMUNITY SERVICE '

a. (Fosqy

e L

* ) *

A LOOK AT THE MATHEMATICS EDUCATION REFORM EFFORT:

*
*
*
*
*
*

*
*
WHAT IS GOING ON? .
*
*

9:00 a.m., Wednesday, 22 March 1994
Friedman Auditorium

This Talk 1s Unclassified

*
*
* %
LI
* *
* w
* ®
L
LI
* *®
LI 4
L
* K
L
* ok

* &
* &
* K
* ok
LI
L
* *
* &k

* iii*i**i**ii'**iIii***ﬁl’**iiilt**i*******ﬁii*t****'ﬁ********i!*** *

Throughout the 80s national attention has been drawn to perceived
problems with mathematics education in the US. NCTM has responded with
its "Standards", the Council of Governors under George Bush set goals
for improvement by the year 2000, and calculus reform efforts have
extended the effort into the colleges and universities.

What, in fact, are the problems? are they real? What changes are
actually taking place in the colleges and universities? .Apart from
changes in the way mathematics is being taught, what does the reform
effort actually have to say about mathematics itself? What, in short,
is the "beef"?

The talk will survey some of the background and will report on what
mathematics departments are doing. It will contain specific examples

.
UL e
.
-

l Dartmouth college A A

Page 5of 10
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drawn from some of the reform efforts of departments.
e s.a s s ugxnuassuwasansssh (b)(6)

_Fis tHe® imhelifate’ gast” president of the
Mathematical Association of America and a leading proponent of
mathematics education reform. His presentation should be of interest
to anyone who uses mathematics or has a student in a math course.

For more information, contact:
I

.
]
***t*ﬁ***t***i*ti*ii****t**i****t*ﬂ***tii*l****it*****i**t*;ﬁ*'********.!
- -

b. Teweee> COMMUNICATIONS RESEARCH E-MAIL e,

L]

What is it and wlaxmhuwsaff?
(Submitted by e,

L -
-.._..... .,

.

CRE is basically an E-mail bulletin board which connects peopile' all" " - sely

over the Agency who have an interest in communications research or Pb) (3)-P.L.

related topics. There are often queries regarding telecommunications .
in general or about uses by a specific target. You can ask questions,

provide answers, or simply absorb information. This 'topic' is not .
available via Enlighten because not all of the interested parties have .
access to that forum. Participation is open to all TS/SI cleared GREEN .
BADGE (NSA) AND GOLD BADGE (U.S. Military and 2nd Party) analysts (i.e., .
not BLACK BADGE contractors or consultants). ¢

To register for the CRE, send E-mail to the moderato :I

- Your NAME, Organization, building/room *, secure phone

(* personnel outside CONUS give "site” vice "building/room")
- Your E-mail address as SID@NSA
- Your BADGE Color {GREEN or GOLD, not BLACK)

If not GREEN, also give nationality

Include:

That's it. The moderator will add you to the CRE distribution
list and you will begin to receive CRE-mail. Soon thereafter the
moderator will send you a copy of the guidelines and a recap of recent.
messages. ‘

Submissions may be on any WORK-RELATED subject pertaining to
Communications Research. Each message need not appeal to all
participants.

The format of CRE is informal. There is a moderator but he
does not filter submissions. Whatever you send to the CRE is
automatically sent verbatim to ALL CRE subscribers, though you may of
course respond to someone's query directly without sending your
response arn something!

Try it. You might like it!

If you have questions contactr | .

l - LA R R I I
[ W s s s m s wa=nssawaxawseauwwwnwonnwnnnenosnow o« n b3 PL 86-36
it***iii!**lii.**iitit**i*llﬁiﬁitit**fiiii**iiﬁ*iiii**l*i**i*ttii**i**itt

c. (U) ARCHIVAL EXHIBITS

1. Shootdown of Admiral Yamamoto - On Exhibit in the NSA Records
Center

2. Native American Code Talkers - Available for display. The National
Cryptologic Museum has been given a
copy of this exhibit which it intends
to keep on permanent display. Future
displays of this exhibit will be
outside the Friedman Auditorium in
April for a special ceremony honoring
Choctaw and Comanche code talkers.

3. Capture of U-505 - Nimitz Library, U.S. Naval Academy

4. Deception at D-Day - National Defense University,

b)(3)-P.L. 86-36
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7. (U) PUZZLE {Send your solution to our Puzzle Editor, [:::;::::::l
and we will publish the names of all those who solved this one. .,
.

s

B-Gone! l(b)(B)—P.L. 86—36]

In this puzzle the letters A-Z are assigned the values 1-26 in that
order, and are placed in the 5x5 diagram below. The number in a cell
has nothing to do with the letter which belongs in that cell, but
rather is the sum of the values in the cells immediately adjacent
horizontally and vertically.

Example: 48 is the sum of T(20), H(8), P{16) and D(4).

!
1
]
+

In this puzzle, the letter "B" has been omitted, and the letter "0O"
has been placed in the center cell for you. Wwhen the diagram is
completed, no two letters that are consecutive in the alphabet will be
in the same column, row or diagonal with one other. For the purposes
of this puzzle, the letters Z and A are considered to be consecutive,
as are A and C (since "B" is omitted).

r———— Fm——— m————— dom———— o —— +
| | | | ! |
| 371 53] 42| 33| 23|
L $m———— Fommme e ——— e +
| I | | | |
| 29] 61] €3] 62| 25|
o tmm——— = om t———- +
| | o | | |
| 411 ea] 54| 61| 41|
$om——— trm—— Fom——- tm—m—— m———— +
| ! | | | |
| 44| 31f 87F 53] 54}
- - m———- t—m—— ———— +
| I | | ] I
| 16] 65| 29| 59| 23]

L17171010077707072770007007707277107700007807777077777747171771771777177271177
. TIDBITS (Compiled by| NP o=

a. {(U) Dedication of the William F. and Elizebeth S. Friedman Auditorium

On 27 October 1994, the "Friedman* Auditorium was in fact
rededicated, this time to reflect the fact that many consider Elizebeth
Friedman to have been fully equal in talent and accomplishments to her
better-known husbandg.

Partners for Life - At Home and At Work

In 1623 Sir Francis Bacon created his "biliteral alphabet",
which used only combinations of the letters "a" and "b" to represent
the entire alphabet. In his table, "aaaaa" stood for "A", "aaaab" for
*B", “aaaba" for "C", etc. He suggested it could be hidden in ordinary
text by using two different typefaces. William and Elizebeth Friedman
represent a "biliteral" approach to the study of the art and science of
cryptology. They met at Riverbank Laboratories, in Geneva, Illinois,
near Chicago. (This was the creation of the eccentric millionaire

9/23/2010
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George Fabyan, who enlisted people to explore a variety of subjects in
his laboratories, from plant genetics to cryptology. Elizebeth was
hired to help prove that Sir Francis Bacon wrote Shakespeare's plays
and sonnets.)

After spending the winter of 1916-17 studying everything they
could find on secret writings (American sources included a couple of
short works by military men, and two articles and a story by Edgar
Allen Poe), William and Elizebeth decided to marry and spend their
private, as well as their professional, lives together.

This combination of a gemetics major and an English major
provided the basis for the science of modern American cryptology.
Until the creation of the Army's Cipher Bureau in 1917, the team at
Riverbank was the only organization in the country capable of solving
secret messages. After 1917 the Friedmans stayed involved in the
training of Army officers until William joined the Army and spent time
in France studying German code books with the American Expeditionary
Force. Early in 1921 the two were offered six-month trial employment
as civilian "code experts" for the Army in Washington, D.C.

While William was solving the Hebern machine and other ciphers
for the War Department, Elizebeth was on loan as a "special agent®* to
the Customs Department from the Department of Justice. During a three-
year period, she and her assistants solved 12,000 encoded and
enciphered radio messages from rumrunners seeking to circumvent the
Prohibition Act. 1In 1934, due to her testimony from decrypted
telegraph messages, a major diplomatic incident between Canada and the
U.S. was resolved. (A Canadian-flagged schooner had been chased down
and sunk by the Coast Guard when suspected of illegal activities. The
owner actually proved to be involved in a New York smuggling ring.) In
1937 Elizebeth was asked by the Canadian government to testify against
opium dealers working in the Vancouver area. (She had solved their
complicated code without knowing Chinese.)

, During World War II, while William was busy trying to solve the .
Red and Purple Japanese cipher machines, Elizebeth was also busy
supporting the U.S. war effort. She devised a code system for the
Office of Strategic Services (0SS), and solved cipher messages sent by
German spies in Allied lands. 1In 1944 she helped solve the Doll Woman
case, where an antique doll dealer in New York was spying for the
Japanese. (A letter containing coded information was a source of
suspicion.)

After the war William was a cryptanalyst for the predecessor
agencies and, finally, the present National Security Agency. Elizebeth
worked as a consultant for the International Monetary Fund, setting up
a secure communications system.

Both Friedmans returned to the project which had initially
brought them together - the Shakespeare problem. Their book, "The
Shakespearean Ciphers Examined", is considered the definitive work on
the subject, disproving all claims that Bacon wrote the plays.

(Information for this article was. extracted from notes used in the
rededication of the Friedman Auditorium to the Elizebeth and William
Friedman Auditorium, and The Friedman Legacy: A Tribute to William
and Elizebeth Friedman, Sources in Cryptologic History Number 3.)

RN E R E RN N R T NN P A NS RSN A RN NS AR NI NN R RN NI RS NA NP NN RN RN IR NN NN TNRNNN

b. (U) Callimahos Flutes Shown at Mid-Atlantic Flute Fair .
On Sunday, 26 February, at the Holiday Inn in College Park, the
Mid-Atlantic Flute Fair was the venue for the display of several items
belonging to or pertaining to Lambros Callimahos, reknowned guru of
cryptanalysis, cryptologist and flautist. Andrew Callimahos, son of
Lambros, and a flautist in his own right, and Helen Callimahos Hurry,
wife of Lambros, were both there to talk to interested persons. Andrew
recalled wanting to learn to play an instrument when he was nine, and
being steered away from double-bass to flute by his father. Helen
recalled several events in the life of Lambros. Lambros was born in
Egypt of a Greek newspaper editor and a schoolteacher, and moved to New

» « [0)B)-P.L. 86-36]
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York when a young boy. He became involved in the Boy Scouts and played
fife in the Boy Scout band when he was sixteen. He-realized the
potential of the instrument and went on to play the first ever all
flute concert in Carnegie Hall. The specially-designed flute with
which he played was later stolen. The company which designed it,
however, got a call nine years later from a pawn shop in New York,
describing an unusual flute (it has several extra keys) which they
recognized as the one they had designed for Lambros! At twenty-six he
was the youngest flute instructor in Salzburg, Austria.

Through the Army, during the war, he entered the field of
cryptology, and he and his wife were good friends of the Friedmans.
Helen now lives in New Jersey in the small town where both she and
Lambrog were raised. She keeps active as a docent for the
Victorian-style Centennial House across the street from her home.

**i"*iﬁ***i*i**i*if*iii'iiit**i*****i***ii**iiﬁ*ii’*i'********.t*ﬁtii***i**l**

9. ACTION LINE

It appears as if everyone is happy, and totally informed about
everything, as we have had no questions submitted recently! A reminder
that we will, if requested, keep the name of the questioner anonymous.

/////////////////////////////////////////////////////////////////////////
10. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you
would like to have considered for inclusion in future issues, please
submit it to any member of the editorial board or any of our office
POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT !

A reminder that anonymity may be requested for Action Line items - in
fact, you may mail them in hardcopy form to any member of the editorial
board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

############ﬂ######*##########i#############ﬂ##ﬂ###&###8#5?##%###########
NOTE: We MUST receive any submissions for the April issue by 24 March.
######################################################%##################

EDITORIAL BOARD

JACK_ Ingram, Cryptologic History Museum .,
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1. (M8Q) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of[::::::::::1 Chief 24,

L
»
.,

Our Future -- Penetrating Secure, Pervasive Cryptography o) (3)-P.1. 86-36}

™80 Cryptography, which was a national security and military
technology, is rapidly becomipg a dual-use technology. As Tom Lessard
pointed out in the first of this series, secure cryptography is likely

to permeate the environment we see ip the future. WMany of rhe 1 |

.

.

.
] The common carriers are starting to encrypt

signals as telephone 'dialing, ‘cellular phones and much more. ) (1)

INFOSEC, formerly a national security requirement, has become a (b) (3)-50 USC 3024 (1)

commercial requirement. Law firms would use the Internet if they (o) (3)-F. L.

86-36

thought their e-mails about their clients' cases would be safe from
prying eyes. I would use the Internet to purchase goods if I thought
my credit card number would be safe from theft. Networking and on-line
computer records have provided alluring targets for a new breed of
criminal. Cryptography is a means of protecting the privacy, integrity
and authenticity of data on a network. The cryptographic algorithms
used are likely to be well-thought-out. Fortunately for us, as

Approved for Release by NSA on 09-28-2023, FOIA Case # {61704

f » v v en e s {(b) (3)-P.L. 86-3¢|
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cryptanalysts (and less fortunately for us as users of the electronic
highway and purchasers of security software), the total cryptographic
system, including key management, distribution, training, etc. is much less
likely to have been given the same degree of care. Anyone who has

dealt with cr en community such as i |
knows that they are the peers of our ‘~..
‘ Very mamner except one: they do not’ hdve dur’éxpéribnde im * vttt

looking at the wonderful variety of targets we have faced and have not () (6)
.seen the subtle mistakes these adversaries have made.

Keys to our Future -- People and Teamwork and Learning

TT8€s Continuing to succeed against this formidable challenge will mean
we must leverage every advantage we have. The keys to our future are
people, teamwork, learning and planning. We must foster excellence in
our people and ensure they have the opportunities to develop the skills
needed to succeed in attacking this cryptography. Team work is
essential, not only within the CA community, but within NSA, with
industry, other government agencies and our foreign partners. We must
do a much better job of planning. We need to adopt a more business-
like outlook. We must know where our "profit* comes from, where our
weaknesses and strengths are. We then need to plan to penetrate the
technologies or targets that are most likely to satisfy our
requirements.

Technical Excellence, Team Work and Strategic Alliances

{rs6) We must maintain our technical excellence, but maintaining it
means changing and developing. Currently we are being challenged by
telecommunications technology changing at a faster rate than ever. As,
I believe, the Mad Hatter said, "You must run as fast as you can jus
to stay in one place." [

Tence I cherish in my career is my time in the| | .
program y because I saw cryptanalysts cooperate with engineq;s .
and all from different organizations or agencies. Our . -

future success depentis on. Levenaglng the talents of people from at ‘. =~
least as wide a variety of places and"€kills- - Paxt, of th1s team work °*. ™

AN Y

will be forming strategic alliances. GCHQ is a model of & ‘strategic. .. '»

alliance that we have had for years, but this alliance was based on the () (1)
alliance between our two countries to face a common threat. We have (b) (3)=50 USC 3024¢(1i)
lately seen industry form strategic alliances with competitors, e.g., (b) (3)-P.L. 86-36

IBM and Apple to develop the Power PC chip. I believe many of our s
alliances in the future are likely to be similar, limited alllances-dn
limited topics with organizations that are our competition in q;her
ways. These are much more difficult to manage but are llkely‘to
dominate. Some examples of these are DO and ISSO, NSA: aﬂ& Second
Parties, and NSA and other government agencies, bu mb t of

| _Thlere are few other
ese vs with exactly the same aims as ours, so alliances

will usually be uncomfortable, but the difficulty of the challenges
makes alliances essential. We cannot succeed on our own technical
prowess alone; we must stand on the shoulders of others to see where we
must go. Alliances can provide the shoulder. In order to participate
in these alliances, to judge which ones are productive and just to
attract first class partners, we must be first class ourselves.

{(b) (3)-P.L. 86-36
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Business Outloqk

(M™eUQ)] In the past three years, we have been under increasing demand,
primarily from Congress, to justify our budget, people and output in . a
comprehensible manner. They are doing us a favor. In order to face
the challenges of the future, we need to know what our most and least
*profitable" efforts are. We need to be much quicker to cut our losses
on projects. We have a tendency to declare everything a winner. We
need to start more projects and kill more projects. We need to know
how much effort we are expending on various problems. This must extend

to the development we do, not .just the exploitation. Most people in Z
Even

ar loping new products not producing old products.
in the organizations that have the most people involved
in exploitation, many people are developing new products, not

maintaining the proﬁugtion of old ones. Since most people are involved
in development, we need, to know how we are spending that effort and how
effective it is. Measuripg development is difficult te do; it may be
hard to explain your ratiohale to outsiders, but most of our effort is
spent in development, and we'need to manage it in a more quantitative

manner than we have up to now.'

.
*
*

Conclusion -- .

*

(U) I find it a little embarrassing to ddmit that I like the nineties.
I like knowing we are facing up to harder ‘challenges than ever before,
that we are squeezing more from the taxpayefsu dollars. I have always
been proud to work at NSA and lucky to have spent most of my time in
the cryptanalytic/cryptographic community with pebple who are
collectively, according to Washingtonian Magazine, ”One of the smartest

.

people in Washington."

////////////////7////////////////////////////////////////7!//////////////

.
-

2. (Posey CALENDAR OF EVENTS .
April 3-7 1995 Signals Development Symposium'..
(Friedman Auditorium) .,
April 18 NSA Science & Engineering Society Talk - * WL ———
Dr. Peter Runge, "Future Directions of (b) (317 L.

‘e

.o
LR IR /Y

Undersea Fiber Optic Communications
Systems® (R&E Symposium Center, 1000)

.
.

*
*

(see 4b)
April 19-20 3rd Annual Multimedia EXPO (N. Cafeterla,
Special Activities Room) PR ;
'PLAN AHEAD - S .
May 1-5 ACE (CCR Princeton)" .z .
May 8 Z Technology quum, "An  Inside Look at °
the { (FOUO) *; by
[ 1300—1409, OPS2B 4118 Rm.6.
May 3 CLA Speaker "lLanguage Policies in the

United States"” (OPS2B 4118, #6, 1300)

« (b) (3)-P.L. 86-36
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May 15 Seminar on "Bent and Other Highly Non-
Linear Boolean Functions" (see 4a)

May 23 Crypto-Linguistic Association Banqguet
. (Ft. Meade Officers' Club, 1130-1330)

May 23-25 CA PQE

June 1 CMI Banquet (BBC, 1830-2300)

June 1 MATHFEST 95

June 5-9 CA-305

LE R A SR RENNENENNEESRENENERERNNERERENNENEEEEEENNENERRENERENRNERERSEHRINEJNLRJSNREREJSJRJESBEEN)
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3. WORD FROM THE CACP
a. TG{ Third Annual Cryptanalysis Conference - "CA 2000"

The third annual Cryptanalysis Conference, held on 29 and 30 March at
the Supercomputing Research Center in Bowie, was a resounding success.
Nearly 90 people participated, and those attending included both
certified cryptanalysts and professionals in the other disciplines
involved in cryptanalysis. The focus of this conference was to discuss
new criteria for certification in CA that will help our career field to
prepare to enter the 21lst century.

Changing resources (downsizing), changing world situations, and
technological advances require today's cryppies to do many things that
our current professionalization criteria do not address. The CA Career
Panel did quite a bit of research and brainstorming during the latter
half of 1994 to devise new, more relevant criteria, and armed with a
sketchy proposal, invited members of the community as well as experts
from related fields (or "integral disciplines®) to pick it apart, fill
in the gaps, and offer suggestions about what a professional
cryptanalyst needs to know and be able to do now and in the future.
You may have read about some of these proposed changes in the February
issue of "Tales of the Krypt", or heard about them via word of mouth.

After some preliminary speeches, the conference attendees broke into
seven working groups to focus on various aspects of the proposal, along
with other issues. Some were tasked with identifying areas of
knowledge that all cryptanalysts should have, as well as which areas
should be suggested but optional; others were tasked with doing some
preliminary course development, and still others with providing a
*sanity check" for the whole process.

All groups worked very hard to come up with fair and useful
recommendations for the Panel. A presentation was made by each working
group on the afternoon of the second day, and a more detailed, written
report will eventually be submitted by each group. We hope to publish
a conference report containing both the recommendations of all the
working groups and the speeches made to the entire body in early May.

One concern that was expressed by many involved our plans to do away
with the PQE. Several alternatives were suggested, and in light of the
fact that the Career Panel still has much work to do on the new
criteria, it is likely that the PQE will be around for a long time, in
one form or another. So if you were holding off on taking the exam

« = (b)(3)-P.L. 86-36

9/23/2010




April 1995 TALES OF THE KRYPT Page 5 of 14
Doc ID: 6823791 : :

because you thought it might be replaced by coursework, rush right over
to the CA panel office and sign up for the May offering!

b. (FO¥Q) Sign-up for the CAPQE, which will be held on May 23, 24 and
25, is underway in the CA Career Panel Office. Aspirants are
encouraged to contact the Panel office if- they are unsure of their
eligibility. Below is a schedule of the CAPQE review sessions.

1995 CAPQE REVIEW SESSIONS:

SESSION I: CA110 REVIEW - I
03 April, 1100 - 1300, 3C082 .,

04 April, 1000 - 1200, 3C082 .,
SESSION II: CA123 REVIEW - | | -,

05 April, 1100 - 1300, 3c082 T,

06 April, 1100 - 1300, 3C082
SESSION III: MACHINE CA REVIEW -[ | el

10 April, 1000 - 1130, 3C086 e, el

11 april, 1200 - 1400, 3wW083 e, e

12 April, 1100 - 1300, 3C082 el e

13 April, 1000 - 1200, 3C082 ety

14 April, 1100 - 1300, 3C082 [y (3 -p.L. 86-39]
SESSION IV: ESSAY REVIEW - | ettt

19 April, 1100 - 1300, 3C082 et
SESSION V: MANUAL CA REVIEW -

24 April, 1100 - 1300, 3C082
25 April, 1100 - 1300, 3C082
26 April, 1100 - 1300, 3C082
27 April, 1100 1300, 3c082
28 April, 1100 - 1300, 3C082

c. [FMO8Q) The CACP will hold a Technical Track Titling Ceremony on 11
April 1995, at 1400 hours, in 9A135. Refreshments will follow. Please
call the Panel office for a reservation.

d. (M™UQ) Announcements

|_l}a_s_kge_en n_amed as the newest CACP

Member. T has replaced i ) AR Ry St e
...-l'-...-----.------ll.‘---l‘- E
[ [. "has replaced | | and| ] o
1'_1a_s_ J;'e_p_lac_edl L on the Computer Program i
Evaluation Board (CPEB)’. ‘ T ey AR R LI IR i
is the newest member of the CA Technical Track &
Review Panel (TTRP). @
Graduati_ng CA.interns.f« s « s s s s 2 ¢ v v e EET TN Iwill “,.-.u
be joining D'for their permanent assignments. et
The Cryptanalysis Career Panel presented[ e 1\‘vith
a cash award for the honors computer program he submitted koY CA
9/23/2010
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certification. Occasionally a technical paper -or computer program
submitted for CA certification is of such a caliber that it not only
passes, but passes "with honors," as John's did. We congratulate John
on his fine work and wish him continued success.

LILIELLTIIIPIII00 0000000000 000000000770000000007701001070071007777717111777

4. COMMUNITY SERVICE

a. TMO®Q). Upcoming Cryptologic Mathematics Seminar (see calendar)

e e s uansxuxancsasausf (b)(6)

1 ] a distinguished researcher in cryptologic Lasnt
mathematics, will present a one-day seminar at the Agency May r R
15. r has .

published several scholarly papers on bent functions and their
application to cryptography. The title of her seminar will be "Bent
and Other Highly Nonlinear Boolean Functions."

Details of her visit will be announced, later. Mark your
calendars and plan to hear a leading practitioner of theoretical
cryptomathematics discuss topics of considerable interest to Agency
professionals. Aguestions may be addressed to

[0y 3y -P.L.

86-36]

b. (FO¥es NSA Science and Engineering Presentation (see calendar)

Implementation Division ‘at' AT&T Bell Laboratories. a pioneer
in fiber optic technology, holds M5-and, Ph.D. degrees irom the -,
Technical University of Braunschweig, Germaﬁy.-.ﬂe has been honored. with
prestigious awards from the Optical Society of America and the Institlte
of Electrical and Electronic Engineers. He is currently resp0n61ble for *
undersea fiber optic cable installation, testing, maintenance and " ..,

rzg§i§§§_§gign;§iand Engineering Society will sponsor a presenta-
tion by the Director of the Undersea Lifhtwave System

integration and for specifying future systems. The title of .

talk is - (b) (6

)

"Future Directions of Undersea Fiber Optic Communications Systems.* A
‘I‘ ]
lll!ﬂl!lllllllll‘ﬂﬂI'llIllllll.llll'llllllllllllullll'llllllllllllllllllﬂlllllll.l.!l.llllrlll‘ll-llli‘"
. .
““‘ “
Ad *

c. (U) CLA 30th Annual Banquet LI Lot

The Crypto-Linguistic Assoc1at1 fortunate to have’ for our
guest speakers this yea curators of
Marine Mammals at the Nat10na1 Aquarlum in imore. ey will be

speaking about "How Dolphins and Seals Communicate." Their
presentation will include dolphin and seal "communications®" and
+ videos. Come and see how "aliens" on our own planet communicate!

In addition, the winners of the 1995 Jaffe, Rochefort, and
Awards will be announced at the banquet. ‘Come celebrate 30 years of,
fellowship and linguistic adventure and excellence! .

Tickets will be on sale until 12 May, and may be obtained from - (b)@)—RL.seaml

N I I AR B RN R
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" [ (3)-P.L. 86-39|

d. (SCee®y CRYPTOLOGIC ALMANAC: NSA's First NSOC

+9-6CQ) At the time the Armed Forces Security Agency (AFSA) was
reorganized into NSA in 1952, the AFSA Watch Office was staffed by two
officers and a group of enlisted personnel, arranged into four shifts.
The office was under the Production organization, and its functions
were- the same as some of NSOC's today: personnel scanned traffic and
would call in analysts to handle problems; they also disseminated items
of special interest to customers. Eventually, they were tasked with
giving a daily intelligence briefing. While various proposals were
made to place the Watch Office on the Director's staff and endow it
with the authority to make after-hours decisions, none were adopted.

S) By 1958 the Watch Office had seventeen people, split between
military and civilians. When the CRITIC program was established that
year, the Watch Office was made responsible for monitoring NSA CRITIC
handling, including placing proper addressees on CRITIC messages.

TS™CC®) A temporary command post was set up at NSA in response to
the Cuban Missile Crisis in 1962. Its senior officer was authorized to
act for the Assistant Director for.Production during nonduty hours.
This led to the Interim Command Center in January 1963. Staffed at
forty to fifty personnel, the ICC also produced several summaries and
watch reports. :

(8=€€67) A permanent NSA Command Center was established on 1 March
1963, once again subordinated to the Production organization; personnel
came from each of the Groups. Central Reference provided one assignee.
Additional duties included producing the SIGINT Daily Summary.

{S*ee® Other NSA organizations also had established watch
operations-- in fact, other elements in Production established watch
teams of analysts-- in response to worldwide crises including the North
Korean capture of the PUEBLO and the Tet Offensive in Vietnam in 1968.
After the PUEBLO incident, and especially after the shootdown of the
EC-121 aircraft in 1969, the need to consolidate Agency watch operations

.and to have someone available during nonduty hours to speak for the
Director became apparent, and the then-Assistant Director for
production, Major General John Morrison, USAF, worked to bring the
disparate elements together into what we know today as the National
SIGINT Operations Center (NSOC).

[David A. Hatch, Director, Center for Cryptologic History,[:::::::::l

«
s = = n'na

[kb)(3)—P.L‘ 86—36J
IllIHHl"'“."ﬁ.“ll...ln"l".lll’ll'lHIHIH"'".I.IHIIllﬁl".ll..ll.l‘lnnl.l“.'"l“.l‘"‘lﬂﬂ
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5. ™) TECHNICAL HEALTH
Painting a Room - Cryptanalysis from a Different Perspective (U)
by | ‘...........------"'I(b)<3)-P.L.86—36I

(U) While'painting an upstairs bedroom one weekend, I realized the
process was similar to the cryptanalysis of a new system.

Step 1 -- Preparation (U)

(U) Have you ever noticed how it seems to take longer to prepare a room
for painting than to do the actual painting itself? I carefully
removed the contents of the bedroom to another room, sorting into two
Piles the things to be saved and the things to go to Help Laurel or

Amvets. '

(1) (@)

(U} The next step was to clean the area to be painted -~ the walls,
floors, etc. Taking my stack of saved newspapers, I spread them over
the floor, covered the whole with a plastic dropcloth, and used masking

tape to cover the molding around the edge of the rooms.

TThd-(g) (q)

9¢€-98
(T)¥20€ 28N 05~ (€) (q)

Step 2 -~ Diagnosis (U)

(U) Now I was ready to begin painting. Oops! I forgot to collect the
tools to use -- the paintbrush, sponge edger, large and small rollers, *
and most important, the paint. Being a conservationist at heart, I *
took the one full and one partial can of paint left from painting two
previous rooms and mixed the two together -- one light aqua and .
one-half pale pink did not make the expected lavender, but a shade

lighter aqua -- oh, well!

Step 3 -- Solution (U)

(U) Bringing in the team for the actual work, my youngest daughter and )
I began painting, she using the small roller, and I the large. :

(U) Uh-oh, I neglected to tape the top edge of the white baseboard.
Well, I planned to paint that white again anyway.

(U) Small diversions from the straight and narrow track of
diagnosis/hypothesis/solution can often be corrected by later

analysis.

Jo) (3)-P.L. 86-36}
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(U) My daughter gave up early, while I plugged along trying to finish
the initial coverage of the walls. The trim would wait for another

day. I brought in lamps as our natural sunlight failed to illuminate
the room.

(S)_Additional people with pew ideas |

.
.
.

(U) T turned to a paintbrush and edger for the top of the wall where it'-ﬂ

meets the ceiling and discovered I had neglected to bring the ladder up .
from the basement. .

(U) Frustration set in as I scurried to finish late in the evening, and . .
my paintbrush slipped now and then with a swoop of blue against the * ‘e
white of the ceiling. .

(U) I cleaned up the tools for the night and prepared to go to bed. p

(U) Sometimes a break is needed from analysis of a cryptosystem 4

as well, so we can get "a fresh start in the morning.*

) ()
) (q)

(U) The next day I surveyed the results of my work of the night before,
seeking my husband's opinion on whether a second coat of paint would be
necessary. Considering the slight greenish cast to one wall would be

covered by a bookcase, I decided to proceed to the painting of the
trim.

g

(T)¥20e 2SN 0G-(

)

q

1) (

£
€

9¢€-98

(U) Again I had to prepare for the painting of the trim by cleaning the Y
window sills and taplng around the edges. ) ..

(U) Using a paintbrush I finished ub the trim work, touching up places .
on the ceiling I had accidentally painted blue and covering over the
blue spots on the baseboard. v

= v » waf (b)(3)~P.L. B6-36
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a bookcase.”

(U) Now to the final cleanup -- all the tools were washed up and put
away for the next time; the drop cloth and newspapers were cleared away
and disposed of.

(U) Programs are labeled, and copies of early test results and
worksheets deleted or tbrown away.

Step 4 -- Exploitation (b) (1)
(b) (3)-50 USC 3024 (i)

) (3)-P.L. 86-36

(U) The fﬁrnishings_were moved back into the room; the newly-washed
curtains rehung. Yea! 1It's finished and it looks beautiful! ‘.

(U) Now, it is time to sit back, relax and enjoy the refreshing
atmosphere of a "new room", and the satisfying feeling of a finished
job!

LILITLLLLLTTLTIE0T 00001700777 0700077000070007070007701070171017107777177177
6. (U) LITERARY/HISTORICAL TIDBITS '
a. (U) THE CRYPT BUG (by MASTER SGT. Charles Murray)

When all good folks are sound asleep,
And all the rest are counting sheep,
He concentrates on cipher text,

And contemplates ways most complex
To render an approved solution

Of some obscure substitution.

While all the world is sleeping, snoring
Loud enough to rip the flooring,

He derives much satisfaction

>From the spatial interaction

Of poly-graphic frequencies

And isomorphic sequences,

Of characters on paper slips

Better known as sliding strips.

Slides them West and tries the "Chi" test,
Slides them East and tries the "Phi" text,
Clamps his pipe tight in his mouth,

And grimly slides them North and South,
And if success eludes him then,

Tears them up and starts again.

Meanwhile the clock ticks on and on,

Until at long last comes the dawn.

(b) (3)-P.L. 86-36 9/23/2010
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As the milkman rattles by,

He is heard to heave a sigh,

Slowly piles the work sheets higher,
. Calmly throws them on the fire,

Having proved one simple fact;

There can be no doubt of that-

As suspected all along,

Everything he did was wrong.

Reprinted from The Signal Corps Bulletin. July-December 1940 - 109.
War Department, Office of the Chief Signal Officer. Washington DC.

LE R BN RRERENERNERESEEENENNSENEREEEENRENENERRENES NERNENSNNERENENENNRERNERSENNENREHNMNNHNEIMN

b. Y8, A CRYPTANALYST'S ENCOUNTER WITH ROYALTY (by

(U) Here is the real scoop, right from the notorious cryppie herself!

TreUQ) I wasn't too tightly wrapped. Honestly, I believe the
Americans in the GCHQ community were even more excited about the visit
of Queen Elizabeth and Prince Philip than the British!

-"-:‘

.
- * .

™y Now, our office is next door to one the royals-v1si£ed {The
I.think," which controls
The.royal entourage went in
back door for a briefing, rather than w1nd-th;ou the hallways. OUR bagk
(fire) door is right nearby so of course we were all hanglng out. It -

was great, and when we went back inside, someone said 'oh, when the
Prince went by he looked right in our window and really staréd~a§ the .
abacus onﬁwn.ndows;.ll ' ‘

x a5 % a8 omoaowowwowes » IR NN EE NN - a”

(U) well, :desk is in a prime location, right near where

the entry passageway narrows and the RP (royal party) would have to go
single file. That's where I stationed myself for when they emerged 20
minutes later. I was well rewarded because they did indeed go single
file, the Q went zooming past straight out to the .Rolls, but the P
stopped AGAIN and REALLY STARED at this little doodad on the sill,
then looked up AT ME and pointed at the thing and gave me a quizzical
look. Well, all I could muster in that instant was one of those "I-
Love Lucy" type shrugs. Afterwards I said 'oh how rude and we really
should write to the poor man and explain what it was.®' So I wrote and
told him it was a child's wooden abacus and that we DO usually use more
sophisticated equipment.

(U) The Prince's staff person (Brigadier Miles Something-Something)
wrote back saying he'd shown the P my letter and P said to write and
thank me. So at least my letter whizzed by royalty. If I only had the
Coronation coloring book I was given in the early 50's, I could have
probably sent it in and had it autographed. Lost chances. Oh well, I
never finished it. I didn't know what a scepter was, let alone how to
color it. So that's the real story.

c. (U) PUBLISHED AUTHOR
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| If you have always wanted to take this kind of trip
or just want to read the article, a copy is available in

»
Ill'llllllll|Il'llﬂllllIlll'll!lll'll'llIIIII.I!IIIllllllllIIIHHHHHHIIIIHIHHHHHHI’I*HH""I"I..I."_H
*

///////////////////////////////////////////////////////////////f(/////////
7. (U) ACTION LINE .
Dear Action Line: _ .

Who is it who hands out frames for CA Professionalization .
certificates? In the span of a few months, one person receives his .
certificate in a black plastic government-issue frame, the next person .
receives his in an elegant wooden gold-trimmed frame, and the next 2.
person receives the certificate with no frame whatsoever! *

(0]

For most people, professionalization is the only certificate that they
choose to display. Are the credentials of professional cryptanalysts
being exhibited equally?

TTTd- (6

Frameless in Z

ANSWER - provided by | | Assistant Exec of the CA Panel

------.--.-------..---------‘-

Prior to 1994, the Career Panels would supply all the frames for .
professionalization certificates. The Panels would frame the ‘."
certificates before sending them off to the "09°" organization for  .°*
presentation. These frames were usually plastic, although wooden: Erames

were used in the early '90s. Approximately one year ago, M34-informed

the Panels that the funding for frames for professionalization

certificates would no longer be included in their qugeﬁ. The Panels

were instructed to mail the unframed certificateg.to the "09" offices.

The "09" offices have the option of supplying & frame for the

certificate if they choose. .

IllllllllIlllIllllll|lllllll|l|lllllIl‘l“lll!!llllllllllllllllllllllll’l

ANSWER - provided by .| former CACP Exec

Joc-9s

.

I would like to add to Donna's response. The length of time it takes
for presentation of a professionalization certificate, once it is
received in the "09" office, varies greatly, from office to office.
Some recently certified people wait two, three, or more months to
receive the certificate from the office chief. This delay may make the
differences in the frames all the more apparent. If someone who was
certified four or five months ago, and received one of the "last"
wooden frames that the panel was able to obtain, is included in the
same ceremony with someone under the new "frame" guidelines, there
could be obvious differences in the presentation.

|lll|lllll'|llllIIllll'llllll'lll'lllllllllll|i|llIllllllIll,llllll!llll'l

I R R L

ANSWER - provided by |

Until recently the panels supplied frames for professionalization

certificates. In[] we also give out framed CMP graduation

certificates. Normally, we order plastic Frames "in"the "spring” for the" """ """ **
class which graduates in August. This year we are ordering additional

"T7d-(€) (D]

frames so that we can have some extras on hand for professionalization $
certificates. We have been able to find plastic frames for the few @
certificates awarded recently. P
lllllllll!lllllllll!lllllllllnlllnullllﬂllllllll'l!lﬂl!ll!llltl!IllllllllllHlIlllll!lI'llllllllll'l‘l'!l-ﬂl‘lltll'll‘ll.ll‘ﬂll
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8.

{FO¥e3. EDITORTAL CORNER

If you have a relatively short technical treatise, or anything you

would like to have considered for inclusion in future issues, please

submit it to any member of the editorial hoard or any of our office
POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line items - in

fact,. you may mail them in hardcopy form to any member of the editorial

board or any of our office representatives.

We would very much like this newsletter to fepresent a broad

cross-section of the CA community - we need some more volunteers to

help us, however.

Perhaps you would like to work on one of the topics

in this issue, or perhaps there is another topic which you think should

be included in future issues.

Either way, we would like your input,

and help, so give one of us a call.

The more people who divide up the

work, the less burden on any one person.

#########################################################################
NOTE: - We MUST receive any submissions for the May issue by 21 April.
RERHRAHBRA AR ERRGBR RS R R R R RS RN A RSB AR R B RS BB RSB R R H RIS R R R A

EDITORIAL BOARD

Jack Ingram, Cryﬁtologic History Museum
| ' NCS

OFFICE Reps

.

-

.

R

'-""-'-"-'-'-'-"-"""'I(b)(3)—P.L. 86—36'
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1. PERSPECTIVES IN CA - Each month this newsletter featuges. -+ ** " "

the perspective of a CA Senior on a CA topic, of hig/hér choice. This .’

month we are pleased to feature the thoughts of | zZ1l:

Although he ig knewn'ad the 2z Group Computer Security Manager,

]primary job is Management of the Z Group Computer Budget.

CRYPTANALYSIS, COMPUTERS, and CONGRESS

Ultimately we respond to Congress in our annual activities to
purchase computers for our cryptanalytic mission. Historically, this
task has been a fairly straightforward process despite occasional
periods of funding pressures. 1In recent years, however, the annual
ritual of making and defending requests for supercomputer assets has
become increasingly cumbersome, difficult, and stressful for those in
Z Group who manage the process.

In this perspective I would like to provide you with scome
insights into our ability to achieve the success rate we have developed
as we examine the process in a little more detail.

ApproVed for Release by NSA on 09-28-2023, FOIA Case # 61704

[(v) (3)-P.1. 86-36]
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It's worthwhile to look at the old procedures. We effectively
produced a chart which had an exponentially increasing curve on it
along with annotations stressing a documented increase in
various processing requirements. This chart was briefed at each level
by a small group of technically literate cryptanalytic managers to a
broad cross-section of budgetary folks who remained silent at
cross-examination time for fear of exposing lapses in their knowledge
bases. Furthermore, congres51ona1 oversight was minimal; &ur budget had
few roadblocks. .

And then a rather dramatic change took place in the “last ten years.
Publicity associated with various scandals in the Intelligentve Community
served to drastically increase congressional scrutiny of our’budgets with
the cascading result that a simple technical argument for our needs was
no longer accepted at any level of the budget requirements reYiews. 1In
short, we had to quickly develop across the CA community a far-reaching
strategy to create solid arguments in support of the large outlays of funds

" which purchase the super computers. Central to that strategy, .and
specifically noted by auditors, was the need to generate usage °
statistics for our systems. ] .

The current solution to the statistics problem, a brilliznt
piece of analytic exploitation, has not yet received the recognition it
deserves. Its vision is on a global scale. 1Its creation and sucgessful
implementation is an example of cross-disciplinary talent working.
together to reach a common goal. Simply put, a small CA team -
formulated and executed a multi-pronged coordinated effort to generate
solid computer usage statistics and educate the appropriate players in
the game. And with CA resources, it was able to perform this task with
minimal bureaucracy and interference. i

First a large program was written to perform target forecasting
based on vary sparse statistics. Fortunately only one Cray was "
dedicated to this task. Second, a covert team approached a friendly .
target head-of-state to employ increasingly difficult enciphered *
.communications in their systems whose.exploitation data could feed this
program. A second Cray was dedicated to collect and process the .
resulting high data rate signal (we were assured that one channel "
would always contain CNN video news data). Thirdly, a political .
action team was dispatched to make sure this target country "
continually appeared on the White House most critical requirements .
list. There was no need for a third Cray here, merely the unwitting "
cooperation of two other government agencies. And, finally, with all .
parts in place, leaks were made to several sources downtown to insure .

congressional focus on this target. The result: continuous highest [ (3)-p.L.

86-36f

.
*

level tasking on a process which places heavy demands on our super
machines, generates fundamental processing statistics, and produces L
unmeasurably valuable intelligence reports. W

All the wheels are currently turning smoothly: the analytic’
prediction program is generating copious charts, matrices, and fjigures.
A brief executive summary this year condensed to an estimate of °
"exactly 41.769%". Truly a remarkable outcome for this well- concelved
effort. A backtrack approach might be used to gain further technlcal
insights available in a non-published treatise dealing with'the LIRPA
{Localized Inverse Reconstitutions in Probabilistic Applicdations)
method as applied to Project SLOOF (Subliminal LegislatjiVe Operational
Oversight Formalizations). 1It's a most interesting gate.

-

//////////////////////////////////////////////////[f/////////////////////

.
.
.
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2. CALENDAR OF EVENTS

15 April 1995 SAVVY Program Briefing, CANX Auditorium

1217 hours (see Section 3.)

4 July 1995 I Ispeaks to Agency Seniors
IV Auditorium, 0800 - 1200 hours

31 September 1995 Retail Shops Open in OPS #1 South Corridor

1 October 1995 RIF Policy Takes Effect (see Section 4.)

FUTURE DATES

July 1995 SAVVY Program Begins (see Section 3.)
October 1995 Ratskeller opens in OPS2B
" 30 February 1996 Revised CA Criteria Takes Effect

////////////////////////////////////////////////7////////////////////////

!
3. CACP NEWS

A. TECH TRACK ADDS THIRD HURDLE

Hailed as the third jewel for the triple crown of the technical
world, the new SAVVY Program will complete the Agency's guest for
technical leadership. Along with the Certification Program and the
Tech Track, the SAVVY Program will give needed direction for those
who desire to rise in a technical career.

The Certification Program determines competency; the Tech Track
determines contribution to technical health; the SAVVY program will
determine networking savvy. The more Agency people who know you and
the higher their grades, the higher you will be rated in the SAVVY
Program. There will be three Monikers in SAVVY similiar to the Titles
of Tech Track: NAIVE, NOVICE, and PLAYER. The application process
couldn't be easier. Just make a list of people and their respective
grades whom you think know you by name and face. If you don't know
to whom to give the list, you will automatically get the lowest Moniker
of NAIVE. Otherwise, you may get the NOVICE Moniker (if most people
know you, but they mispronounce your name) or the coveted Moniker of
PLAYER.

Note that, in keeping with the spirit of the times, you need not
actually be productive to attain even the highest rank that the Agency
technical world can bestow: Certified Master Player.

B. CRYPTANALYST CONSIDERS CALLING IT QUITS AFTER CONFIRM CONFRONTATION

The CA Panel's newest intern, Ms. Pauline Pitt, has reported
that she may offer her resignation after being on the job for only
two days. On her first day at NSA, Ms. Pitt confidently approached
the CONFIRM post with her new badge. The reader accepted her badge,
which was worn around her neck, and she punched in her secret PIN
number, but the reader would not release the badge. Ms. Pitt, wanting
to obey the reader's order to PROCEED, ducked her head, slipped the

{(x) (3)-P.L. 86-36]
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chain over her head, stepped off the mat, and was - immediately arrested
by the attending FPS officer for not wearing her badge. She explained
what had happened, but examination of the reader showed no sign of
badge or chain. The officer suggested she call her office for
identification. However, Ms. Pitt was unknown there to anyone save
her supervisor, who arrived for work at a later time. She was taken
to FPS Headquarters, where she was held and questioned for several
hours until her supervisor arrived to vouch for her. The badge was
eventually discovered in the bowels of the reader. It is now known
that the secret number, inadvertently assigned, was one of those
keyed to apprehend individuals wanted for various infractions of
Agency rules.

JITITIZITIIETIELT 0070 0I00 001077710100 000000000010100000000070010101171717
4. PERSONNEL ISSUES | '
A. CRYPTANALYSTS AND THE RIF

The task force which formulates and implements the Agency's
RIF policy, should it ever be needed, has submitted its decisions for
presentation to the NSA work force. The group first considered that
a Lottery system would be the fairest way to determine who would be
riffed. However, it was thought that the Agency's needs would be
better suited if each career field had its own RIF Program and
Criteria. The following are the new.guidelines for the Cryptanalysis
career field.

Any Cryptanalyst shall immediately be eligible for RIF
processing who: ;

/

1. Cannot correctly spell CRYPTANALISIS on the firsﬁ try.

2. Cannot solve the Sunday BALTIMORE SUN Jumble puzzle
in one (1) day.

3. Is unable to walk from TFCU at OPS #1 to TFCU at VCC
without going outdoors.

4. Does not demonstrate dedication to the field by maintaining
a FULL set of SHARPENED colored pencils. (It is realized that this
requirement may be a little out of date. It will be updated as soon
as all SUNs have the PAINTBRUSH Accessory installed.)

5. Has not shown his/her well-roundedness by becoming
certified in at least five other fields, including Programming,
System Administration, Data Flow, Computer Operator, and Destruction
Officer. (Persons weighing more than 200 pounds will be considered
to have automatically fulfilled the well-rounded requirement.)

B. QUICKIE PERSUM TIPS ON HOW TO GET PROMOTED:

* Reading Achievements ~- This is the most overlooked and the least
well done part of most Persums. But very often, the
content of this item makes the critical difference in
a promotion decision. List "TQM JOURNAL", "“DRESSING
FOR SUCCESS", and "DAYTIME SOAPS", as your regular
reading, and wait for the whispers to start around
the office coffee mess.

[(0)(3)-P.L. 86-36]
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*  Summary of Previous Experience -- Most people don't fully appreciate
. the fact that Persums are signed by supervisors who are
only attesting to the truth of the Current Assignment.
So, to get that all important leg up in the promotion
process, consider attribution-free embellishment on the
summary of Previous experience section. You'll be
pleasantly surprised at the spectacular results!

///////////////////////////////////////////////////////7////////////////
5. TECHNICAL HEALTH
A. ZENTOOLS - YOUR ANSWER IS HERE!

(U) Stress is a major topic of concern not only in our Agency
but in private corporations. Take a moment to reflect on the number
of items on your daily agenda. Personally, my schedule of events for
one week would take the breath away from a "busy® person of one
hundred years ago. I am "happy"” to report to you that it seems that
Mahayana Software, Inc. of Calm Springs, Florida, may have hit on the
perfect product...ZENTOOLS.

(U) After spending some time with this product, not only did
I find it extrememly effective, I must commend the developers for
their insight, creativity, and genuine sensitivity for the sanctity
and importance of individual beliefs. What surprises me is that a
relatively small corporation would risk developing a product so
potentially controversial. A bold move, indeed, but one which not only
‘individuals, but employers are raving about. Listen to these
.testimonies:

*I was so stressed at work and home that it seemed I had lost
control. I tried the spas, hobbies, church, but nothing seemed to
work. Then I was in the computer store one day and purchased this
package, ZENTOOLS. It changed my life!*

- Bob: Computer Programmer, Boston, Massachusetts

*Before ZENTOOLS, our office was a den of backbiting, coffee
swilling, doughnut munching yuppies. I can't believe the change!
There is no noise any longer, productivity is up 35% and climbing, our
customers aren't sure they still deal with the same people. Everyone
is friendly, healthy, heck...nine people have even quit smoking! It is
the single best investment our company has ever made!"

- Stephanie: V.P., Eastern Marketing/Sales Conglomerate, New York.

(U) Briefly, ZENTOOLS is designed to teach the user how to
develop and maintain periods of productive meditation while at work,
home, or traveling (but not driving). There are seemingly innumerable
options which you can set. You can even set it to come up randomly
during your day, but at least a minimum number of times, which you
select! Sessions may vary widely but in general consist of a
reflective period, a teaching period where lessons of self discipline
and control are conveyed to the user, an agenda period on prioritizing
your projects which you will do immediately after your session and,
finally, the self induced trance. (Note to Employers/Managers: It is
highly recommended that you establish some trance position guidelines
such as whether it is acceptable for employees to lie down, sit on
floors, etc... . The documentation accompanying the software is very
helpful in this regard.) : ' '

[ (3 -r.L. 56-3¢]
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(U) Supervisors have been made aware of this product and can
arrange demonstrations through NCS. Your feedback could be a key in
making this product available to all Agency employees. Remiember the
name, ZENTOOLS, and have a peaceful day!

B. LEONARDO WHO?

Certain famous first names are almost universally recognized and,
to a lesser degree, associated with not-so-famous last names. Take
Galileo. Most people associate Galileo with the gastronomical
telescope and some even know that his last name was Galilei. It
has been rumored that as he became a more seasoned astronomer, he
changed his last name to Galilee. How about Marco? 1In his time,
he was a big shot who, when properly oriented, landed on inventing
the Poloroid camera. Michaelangelo Buonparroti painted flora and
fauna on the ceiling of a once pristine chapel. And then there's
Leonardo Pisano. Leonardoc Who? PISANO! You might guess that he
was a vintner and early forbear of the widely known Carlo Rossi,
but what he's actually noted for was observing that the birth rate
of rabbits follows a particular pattern. He subsequentially became
famous, and was later known as FIBONACCI.

PIITEEIIETIELLIILEI1200000007000000710070700700070010001787117174771171
6. COMMUNITY SERVICE
A. RATSKELLER TO OPEN IN OPS2B

Have you noticed how creative sparks fly when you are out with
friends drinking your favorite brew? Up to now, there was no place
where cryptanalytic subjects could be freely discussed while enjoying
the golden beverage with good company. Imagine how much cryptanalysis
could benefit by having such a place in a secure environment where
classified discussions were encouraged!

Well, your wait is over. The BOD, ever committed to the precepts
of TQM, have heard your cries! Part of the basement of OPS2B will
become- the world's first classified Ratskeller. Current plans are to
decorate to the theme of CASABLANCA., Agency seniors will take turns
as waitpersons, donning costumes of the WWII era and using nicknames
such as "Fast Freddie" and "Ace Perkins". Hours of operation are
expected to be 0500-1330 Mon & Thurs (to accommodate early people),
1030-1800 Tues & Fri (for late people), 0000-0430 Wed (the red-eye
special for Mids). You can expect to start sipping the suds sometime
in late October of this year. '

B. NEW SHOPS AVAILABLE TO WORK FORCE

With the reductions in the Agency work force, unused office spaces
have appeared in OPS #1 South corridor. CWF announced at its Saint
Patrick's Day luncheon that new shops will soon be available to the
Fort Meade Campus work force. Plans for a discount liquor store (similar
to Class 6 stores), ABC Pawn Shop, and Betty's Briefing Clothing Store,
are being finalized. Although not yet on a par with the shops at
Pentagon City, CWF feels that these retail outlets will improve. the
quality of life at NSA. Free samples, complimentary hot dogs and lemonade,
and balloon rides from outside Gatehouse #4, will mark the grand openings
on 31.September 1995.

LIILTTETITIIE77 0770707070777 7007077007700720777070007777701701171717717777/
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7. PUZZLE AND PROBLEMS

A. PUZZLE (Send your solution to our Puzzle Editor, AJ
and we will publish the names of all those who solved this one.)

I(b)(S)-P.L. 86—36'

As a challenge, form as many common English words as you can of 5 or
more letters from the diagram below. Please start at any letter, but
move only to adjacent letters. Repeating a letter by staying on it is
not permitted. If you wish, however, you may return to a letter after
moving off of it. Lastly, the following are not allowed: foreign words;
obscure words; out-of-date words; less commonly used words; slang.

/X \_
/ Z\__/ D\

/ N\__/ F\__/ M\
/ P\_/R\__/S\_/C\
\e / M\_/R\__/Q\__/
/ C\__/ S\/ T\__/ R\
\__/N\__/W\N_/ W\__J/
/ RK\__/V\__/V\__/ TN\
\__/L\_/RK\__/J\__/

\__/B\_/N\__/

\_/ T \__/
\__/

B. PROBLEMS
Q: How many Windows programmers does it take to change a light bulb?

A: Four Hundred and seventy-two.  One to write WinGetLightBulbHandle, One
to write WinQueryStatusLightBulb, one to write WinGetLightSwitchHandle...

Q: How many WordPerfect support technicians does it take to change a light
bulb? )

A: We have an exact copy of the light bulb here, and it seems to be working
fine. Can you tell me what kind of system you have? OK. Now, exactly how
dark is it? OK, there could be four or five things wrong...Have you tried
the light switch?

Q: How many managers does it take to change a light bulb?

A: We've formed a task force to study the problem of why light bulbs burn
out, and to figure out what, exactly, we as supervisors can do to make the
bulbs work smarter, not harder.

Q: How many testers.does it take to change a light bulb?

A: We just noticed the room was dark; we don't actually fix the problem.

Q: How many Microsoft technicians does ;t take to change a light bulb?

A: Three. Two holding the ladder, and one to screw the bulb into the
faucet. - .

Q: How many MIS (Managemént Information Systems) guys does it take to
change a light bulb?

[ (3)-P.L. 86-36]
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A: MIS has received your request concerning your hardware problem and has
assigned your request service number 39,712. Please use this number for any
future references to this light-bulb issue.

Q: How many C++ programmers does it take to change a light bulb?

A: You're still thinking procedurally. A properly designed light-bulb
object would inherit a change method from a generic light-bulb class,

so all you'd have to do is send a light-bulb-change message.

Q: How many developers does it take to change a light bulb?

A: The light bulb works fine on the system in my office...

Q: How many shipping department personnel does it take to change a light .
bulb?

A: We can change the light bulb in seven to ten working days, but if you
call here before 2 P.M., and pay an extra $15, we can get the bulb changed
overnight.

Q: How many Microsoft Engineers does it take to change a light bulb?

A: None. will -just redefine Darkness(tm) as the new industry
standard. R L T T T

b) (6
Q: How long does it take a DEC repairman to change a light bulb?

A: It depends on how many burnt-out bulbs he brought with him.
Q: How many Newton* users does it take to change a light bulb?

A: PFoux! there to eat lemons, axe gravy soup.
*Newton is an Apple hand-held Personal Digital Assistant (PAD) computer
that recognizes handwriting and speech.

Q: How many Microsoft vice presidents does it take to change a light bulb?

A: Eight. One to work the light bulb, and seven to make sure Microsoft
gets US$2 for every light bulb ever changed anywhere in the world.

Taken from the "Illuminating Geek Jokes" section of WIRED magazine (Dec '94):
JITIIIIII100000070007001700000070010000001070717007100110117011101111111
8. TiDBITS

A, THE WAIL OF A CRYPTANALYST
by W.M.V, Hoffman

There are moments when the world looks bright and rosy,
When the messages are tailing as they should,

When each fancy little letter

Makes the columns come out better,
And the rows could act no better if they would.

Then the heart of the cryptanalyst is merry,
And he chortles as he sets the traffic down; '
. 3)-P.L. 86-36

And he thinks the enemy chaps [ G) ]

Are such simple-minded saps, : .t
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And the man who makes their ciphers is a clown.

But, alas! there comes a day of horrid failure;
Our cryptanalyst is miserable and blue;

And the nasty little letters

Thumb their noges at their betters
And make gibberish no matter what you do.

You can stand them on their heads and read them backwards,
You can shift them left to right and to and fro,

You can calculate and mutter

Till your brain becomes like butter,
But no matter what you try it doesn't go.

Then you curse the day when ciphers were invented,
And you kick yourself around for being dumb;

And the guy who once invented

Such a code is a demented
Low-~down, slinky, lousy, dirty, rotten bum!

(From the Feb 1982 issue of Cryptolog)
B. MEMORABLE QUOTATIONS

Jim Koch, Founder of The Boston Brewery and maker of the Samuel Adams
line of beers was overheard to have said recently:
"There is food in beer, but there is no beer in food. Beer is
like liquid bread - it provides the same necessary nutrients.
I say, just lay off the food."

"Smoking kills. 1If you're killed, you've lost a very important part of
your life."
- Broocke Shields, said to demonstrate why she should become .
spokesperson for a federal anti-smoking campaign

"I've never had major knee surgery on any other part of my body."
Winston Bennett, University of Kentucky basketball forward

"I support efforts to limit the terms of members of Congress, especially
members of the House and members of the Senate."
- Vice-President Dan Quayle (surprise, surprise)

"Outside of the killings, Washington has one of the lowest crime rates in
the country."
- Mayor Marion Barry, Washington, D.C.

On Pesticides:
"Sure, it's going to kill a lot of people, but they may be dying of
something else anyway."
-~ Othal Brand, member of a Texas pesticide review board, on
chlordane

"The exports include thumbscrews and cattle prods, just routine items
for the police."
- Commerce Department spokesman on a regulation allowing the
export of various products abroad

"Are you any relation to your brother Marv?"
- Leon Wood, New Jersey Nets guard, to Steve Albert, Nets TV
commentator

[(o) (3)-P.L. 86-36]
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"I1f you can't make the putts and can't get the man in from second on
the bottom of the ninth, you're not going to win enough football games
in this league, and that's the problem we had today.*

- Sam Rutigliano, Cleveland Browns coach, on why his team lost

On Government Ability to Communicate After Death:
*Beginning in February 1976 your assistance benefits will be
discontinued...Reason: it has been reported to our office that you
expired on January 1, 1976." .

-~ Illinois Department of Public Aid

On Criticism:
*That lowdown scoundrel deserves to be kicked to death by a jackass--and
I'm just the one to do it."

- a congressional candidate in Texas

"It takes a virile man to make a chicken pregnant."
- Perdue chicken ad, as mistranslated abroad

MEMBERS AND NON-MEMBERS ONLY
' - sign outside Mexico City's Mandinga Disco in the Hotel Emporio

Wish---To end all the killing in the world

Hobbies---Hunting and fishing .
- from personal statistics of California Angel Bryan Harvey,
flashed on the scoreboard at Anaheim Stadium

"He's trying to take the decision out of the hands of twelve honest men
and give it to 435 Congressmen!®
- Representative Charles Vanik of Ohio, when he heard that the
indicted Spiro Agnew was asking to have his corruption case
tried by the House instead of in a regular court

*The Holocaust was an obscene period in our nation's history...this

century's history.... We all lived in this century. I didn't

live in this century." 4
- Dan Quayle, then Indiana senator and Republican vice~presidential
candidate during a news conference in which he was asked his
opinion about the Holocaust

"In the early sixties, we were strong, we were virulent...*
John Connally, Secretary of Treasury under Richard Nixon,
in an early seventies speech, as reported in a contemporary
*American Scholar‘

"At the Lincoln Park traps on Sunday...over 80 shooters took part in
the program. Rotarians, be patriotic! Learn to shoot yourself."®
- from Chicago Rotary Club journal, "Gyrator"

"The streets are safe in Philadelphia, it's only the people who make them
unsafe. " '
- Frank Rizzo, ex-police chief and mayor of Philadelphia

*"I've always thought that underpopulated countries in Africa are vastly
underpolluted. "
- Lawrence Summers, chief economist of the World Bank, explaining
why we should export toxic wastes to Third World countries

On the Little-known Importance of Poultry Inspectors:

[(©) (3)-P.L. 86-3¢|
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"The crime bill passed by the Senate would reinstate the Federal death
penalty for certain violent crimes: assassinating the President;
hijacking an airliner; and murdering a government poultry inspector.”
. - Knight Ridder News Service dispatch

*After finding no qualified candidates for the position of principal, the
school department is extremely pleased to announce the appointment
of David Steele to the post."

- Philip Streifer, superintendent of schools, Barrington, Rhode Island

*The doctors X-rayed my head and found nothing."
- baseball great Dizzy Dean explaining how he felt after being
hit on the head by a ball in the 1934 World Series

C. LIMERICKS

A manual cryppie did so laugh

And smile as he worked on his digraph.
He thought ZQ meant ‘beating',
But it really was ‘meeting’;

So the message read ‘beating his staff'!

A psychic cryptanalyst poses

To solve systems by crypto-osmosis.
He could dream in the night,
Which solutions were right,

Then leave early to tend to his roses!

The gymnast cryptanalyst Fred,
Decrypts while he stands on his head.
But the problem, you see,
Was with TOPIs, 'cause he
Made plain text that upside-down read!

LILELILI7 000070000770 87077770777770700707077010770707007770777707774777107777777
9. ACTION LINE
A. QUESTION #1

Dear Action Line, .
*"Tales of the Krypt" recently reported that the CA Professional
Qualifications Examination (CAPQE) will no longer be required for
certification as a professional Cryptanalyst at NSA. Are any other
changes being planned to the certification requirements? If so, what
are they? ’
CA (Curious Analyst)

Dear CA,-

The elimination of the CAPQE is just one of the changes being planned
for the CA certification process. The.Panel - in conjunction with M3,
the General Counsel, and a special DDO Legal Affairs Committee - has
been busy reviewing all professionalization criteria, looking for weak
spots. Doing away with the CAPQE is only the first to be put into effect.
Some other changes to be implemented:

1. A number of additional NCS courses will be required. The growth
in the types and sophistication of communications in recent
years has meant that new courses were going to be developed
anyway, and the Panel was quick to recognize these courses as a

[y (3)-P.L. 86-36]
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way to fill the gap left by the CAPQE. It is expected that

20-25 reguired courses would be added to the current number of 14.
As a bonus, many of the new courses are expected to have
applications to actual operational cryptanalytic problems.

2. Revival of the "points" system, where specific accomplishments
are awarded some number of points, and professionalization is
achieved when a set threshold is. reached. This program will
differ from similar versions in the past, however, in that the
number of points needed for certification - and the number of
points awarded for specific accomplishments - will be tailored
to each aspirant, as determined by a series of interviews with
Panel members. In this way, we hope to address the all-too-common
situations where some people appeared to attain professionalization
more rapidly than others. [This approach is very familiar to the
sporting world, especially in golf, bowling and horse racing.]
This is designed to "level the field", giving some aspirants a
better shot at gaining certification.

3. The writing of a technical paper will still be required, but the
‘review process will be eliminated. Aspirants will no longer be
required to give an oral presentation of their paper (this was
found to be too stressful for the reviewers), but will instead
be asked to sign an affidavit that the paper being submitted deals
with a valid cryptanalytic topic, is of a minimum length (to be
determined later), and took a minimum amount of time to write
(also to be determined later). This affidavit will become part
of the aspirant's permanent record with the Panel, and if at some
time in the future the paper is actually read and found not to be
in compliance, the Panel will have the power to strip the analyst
of their certification.

4. TIn recognition of the crucial role that computers have come to
play in cyptanalysis, the requirement of a computer program will
also be modified. The primary aspects of the new criteria are:
a) three programs will be required (vs. the current regquirement
of one); b) to promote standardization, all programs must
be written in either Ada, C++, FORTRAN77 or QBASIC; c) again to
promote standardization, all source code must be created using
the emacs text editor; and 4) programs must compile and run on a
minimum of three different platforms (e.g. IBM PC, SUN and CRAY).
Programs must be completely orignal and will be subjected to a
rigorous review by a panel of computer experts. Any program found
to contain routines written by others (to include most standard
library subroutines) will be rejected.

That just about covers it. There are a few other changes being planned,
but you don't need to be concerned over them. As you can see, the Panel
is vitally concerned about the continued technical health of the field of
Cryptanalysis, and it is hoped that the new criteria will not damage our
posture to any great extent. As always, if you have any questions about
the new process, you may bring them to the Panel, and they will give them
the attention they merit. Thanks for the question.

B. QUESTION #2 [(5) (3)-P.L. 86-39

Dear Action Line: .
Maybe I'm dumb, but I don't have a clue as to why the Agency cares

13
.
.
.
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about VISION STATEMENTs all of a sudden. It seems to me to be such a
waste of time and effort.
Non-visionary

Dear Non-visionary:

You couldn't be more wrong! Vision statements are the driving
forces of change in an organization. They give full purpose and
direction to the mission of any group. They set the tone for the
hoi polloi. , .

To give you an example, suppose we talk about a company which
makes widgets. This company came up with the vision statement:

TO MAKE THE BEST POSSIBLE WIDGETS. You probably think that such a

. profound statement took years to evolve. Actually, it took only two
dozen top corporate executives two weeks to develop it during an
off-site team-build in Hawaii. That single vision statement spurred
the Advertising Department to come up with: TO CONVINCE PEOPLE TO
BUY MORE WIDGETS THAN THEY NEED. You can see the trickle-down effect
now. Even the Research Department threw its hat in the fray with:

TO DESIGN TOMORROW'S WIDGETS (that's just like researchers to come up
with something that allows them to procrastinate for another day).
The workers decided on their own version: TO MAKE THE LARGEST
SALARY POSSIBLE WHILE MAKING THE FEWEST POSSIBLE WIDGETS. As you can
plainly see, the proper framing of a vision statement keeps the
intricate parts of any organization working at cross vision statements
instead of at cross purposes.

C. QUESTION #3

Dear Action Line:

I have noticed that, for the past 20 years, the quality of dress
at the Agency has declined dramatically. The way people dress today
disgusts me so much that I sometimes feel physically ill. Don't these
people know that to be true professionals, they must dress appropriately?
Is there anything that can be done -- perhaps the institution of a
dress code?

Sore Eyes

Dear Sore Eyes:

We brought your letter to the attention of Mr. Otto Nobetter, chief
of protocol. He discussed your concerns with several other senior Agency
"officials who jointly responded as follows:

"Complainers like you have nothing better to do than whine about
silly, irrelevant things. If you worried half as much about your own
productivity, it would never occur to you to be so droll. You should
be more concerned about national issues, such as television prime time
network ratings, the rising cost of cable television subscriptions, and
famous trials from the west coast. So, dress down and take your work more
seriously. GET A LIFE, Sore Eyes!" ~

/////7///////////////////////////////////////////////////////////////////
10. EDITORIAL CORNER |
We hope you have enjoyed reading the first April Fool's issue. It was

meant to bring enjoyment and a little smile into your very technical
world. '
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NOTE: We MUST receive any submissions for the May issue by 21 April.
HHBREREERRGHA ARG H R AR H BB RS RH D SRR RS S4B R RS S 4 4 S R E R AR R U4

(b) (3)-P.L. 86-36

9/23/2010




April 1 1995 TALES OF THE KRYPT Page 14 of 14
Doc ID: 6823790

CONTRIBUTORS:

"(b) (3)-P.L. 86-36

OFFICE Distribution Represeptatives......... e

(b) (3)-P.L. 86-36

AR AT R ARARRERRR AL LA L LD AL ALV

THE CLASSIFICATION OF THIS NEWSLETTER IS APRIL FOOL

Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSALCSSM 123-2
DATED 3 SEP 1991
DECLASSIFY ON: SOURCE MARKED "OADR?
DATE OF SOURCE: 3 SFP 1591

(b) (3)-P.L. 86-36

.

9/23/2010




May 1995 TALES OF THE KRYPT . Page 1 of 13
Doc ID: 6823792

Y AN v e G Ak i b

[Vt R TS AN AW T IS |

TS POC: info
(U) Last Modified: 10/30/2002 11:42:18
(U)PE EXTERNAL PAGE

dkkkhdkhbhhdkhhdhdkhhhhhdhkhhhhkhhhhdhkd

* TALES OF THE KRYPT *

kkdkddkkdhhhhhdkkhh kb hhhhhhhkhhhhhhrdkkdh

MAY 1995

TMOUQ) TABLE OF CONTENTS:

1. CA Perspective from[::::::::::].Chief, R51

2. Calendar of Events el .

3. Word from the CACP _ e ‘., .
a. New CACP Member , e
b. Announcement of Positions in CA Development Programs (B) (3)~P.L. 86-36
¢. CA Cross-Training Program PP

4. Technical Article on Mini-Scamp '95 AR

5. Community Serv1ce Lot

a. Z FWP Monthly Video, Presentatlons

b. NSa Sc1ence & Englneerlng Presentation

c. First, Offerlng of Cryptologic History Course
d Telecommunications Technology Forum

e. Tech Trend Notes

f. MEPP

g. WiMS Activities

6. Action Line - Limiting Terms of KRYPTOS Officers

7. ANNIVERSARY CONTEST

#######################################################################
PELLTIITIILI LTI 00700000000 0000007000007777008770870727070777770777727717

1. TrosBQ) PERSPECTIVES IN CA - Each month this newsletter features

the perspective of a CA Senior on a CA topic of hi Qice. This
month we are pleased to feature the thoughts of Chief, R51.

h--:-----.-.

. : T b) (3)-P.L. 86~36
Q) R51 is the Mathematics Research Division of R5. There's a lot J( ) 3) |
going on in R51 besides our basic research work but I'm not sure i
that very many people really understand the diversity of activities .t

here. Since the whole idea of all these projects is to support the ,*
cryptomath community at NSA, I thought it would make sense to tell, you
about the whole range of projects going on in R51 and also try to'
convince you that R51 is a great place for a cryptanalyst to take a

diversity tour. Let's start with the latter topic. .

»
*

CHE:L MATHEMATICS RESEARCH: This is our core mission: to carry out research
on math problems relevant to any aspect of the Agency s SIGINT or

Approved for Release by.NSA on 09-28-2023, FOIA Case # 61704
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INFOSEC missions. Most of our work is related to cryptologic
mathematics and supports Z Group cryptanalysis efforts, but we are also

trying to have an impact on problems 1nvolv1ng collectlon‘ processing,

| but thls is an area where we need

to increase our contribution. e e e s i ...

Whether you have a PhD in math or a BA in English you are
welcomed and encouraged to stop in any time and talk about a diversity
tour in R51. The role of mathematics in cryptarialysis is well known,
and a tour in R51 gives you a chance to extend your math expertise into
some exciting new areas. Recently we have had a large research effort

Page 2 of 13

-

Jump off ontc another aspect of R51. But, before I go ‘on, please
.consider coming to R51 for a diversity tour - there is a great group of
people here to work with and we are equally happy to learn from you as
well as teach!

}EH~ R51 MANAGEMENT: I want to give you an overview of some of the other
activities going on in R51 but first, I'll mention that the management
structure of R51 is much simpler than in most organizations. At the
moment, other than the chief,, we have enly-two pebple’ Irf hdnagément
roles. | |is the Technical Director of R51 and has the job
of bringing new projects into the office and making valuable technical
contributions to all of the projects. He organizes the R51 work force
into effective teams and acts .as_our.main .interfaoce- to the folks “we'dre
trying to support. 1s our External Research Director, and
takes care of coordinating all of the R51 activities that support the
mathematics infrastructure of the U.S. as well as the projects that
involve support to the NSA cryptomath community by folks from the
academic and industrial world. He makes sure that a complicated set of +*

.
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actions move forward in a timely manner throughout the year, plans out
the R51 budget (which supports the whole cryptomath community in many
different ways), and formulates research projects for external work.
Other than myself, I l there are no other managers of any
sort at the moment, just 40 or so mathematicians (including visitors)
who are left free to do math. We usually have a customer deputy
visiting from Z and most recently this was. has moved
on to take over as the acting Chief of R53. T, .

\Q%e THE DIRECTOR'S SUMMER PROGRAM: We bring 25 of ‘the very best,

rgraduate math majors in the country to NSA each sumger through,
this highly competitive program. Usually 10 are returning .DSPers frdém
previous summers and they are assigned to offices throughout the .
cryptomath community, and 15 are first time DSPers who work down ‘in ‘e

. the DSP room under the mentorship of top Agency cryptomathematicians". .
The goal here is to establish a long-term relationship with the .,
mathematicians who will be the leaders of the U.S. math community for ..
the next generation. (We will hire some former DSP students here (and te .
have hired some at IDA) but that is not the primary goal.) The program s

manager for the DSP is ;______j-and she ‘handles ‘every dspect" df thé """ """ """
complicated process of advertising the DSP, organizing the selection
meetings, and tracking a large pool of students through the clearance

process. She has the whole process running very smoothly and we are
very excited about this vear's group. It is extremely important to have

a strong presence by 2 in the DSP rowry happy
to have qp.the

“Trd-(€) (D)

9¢-98

DSP Technical Directors. ' R R

Tresq) THE MATHEMATICAL SCIENCES PROGRAM: Th}s ig .a- progrdm Ehrough _u- st .
which NSA funds undirected mathematics"research in the U.S. academic ™ .
community. | Tis the MSP director and | Jthe o
program administrator. The.MSP, which also funds conferencess and .
workshops, has had a major impact on the U.S. math cémmunlty and has .
played a large role in promoting a p051t1V£.zmage for the Agency. A WY
committee of the AMS oversees whlch_graﬁts are funded and the program  *

has enabled many younger mathgmatic1ans to get funding. A current Lt
action item here is to get *more of the mathematicians receiving grants
to visit NSA. and lecture on their work. .

3

'k SABBATICAL PROGRAM: In addition to the MSP, Sand

also manage the Sabbatical Program which brings academic

ticians into NSA for a year or two. This program has a been a
great success. At the moment is v1S1t1ng on_the, sabbatigal . ..,.. ce

program and working in R21. This summer three people who orlglnall PN R vt
visited through the sabbatical program will return for the summer: E:::I
In June will start a
GUr and in the fa T ] WITT Ayt ive . for d Yéairs S it e e e nawann

program has been extremely valuable for two reasons. First, we get some
first-class help on our most difficult problems. Second, we build some

strong ties to the academic world. For example, | is helping

us establish a Center for Computational Mathematics at Rice UniverbBity” == *«» s« .. . s
which will play a large role in our outreach efforts to the Hispanic .
mathematics community. o

TFUUG) JSAG: THE JOINT STATISTICAL ADVISORY GROUP: This program, whiqh"
has been in existence for 20 years, brings unclassified statistics _+°
problems of operational interest to three leading centers of statiétics
research: Stanford University, U.C. Berkeley, and the Un1vers1ty of
Washington. Work carried out on these problems appears 1n.a series of
reports that are available through R51. The JSAG problems have been the

-
.
.
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topic of many PhD dissertations at the three institutions listed
above. A related activity is the sponsoring of applied mathematics
workshops and a recent example is the conference on applied change
point theory organized by[::::::::l Conference proceedings are now
available. If you can formulate a stat'istice. resegrch problem in an

tffffffffﬁed setting and would like some help, call TRt e, , “|.Qr, , .
-.--------l.l-----------------n---.u----n-.-.-.-.-.-'-'-"-l-"'-'-—

(FOUO) MATHEMATICS CONSULTANTS: Leading academic mathemat1c1ans
regularly visit the Agency through R51 and in operational

areas. Atn.onn_au.r_:e.m.lalr-consultan.ts are '.,-‘.'-‘ﬂﬂ.jn'f £ e eren e
Clemson, from-NC- State,~andg * =" * """ *""° from

UMBC. | who visited through the sabbatical program,
will join our list of consultants soon. We also bring ﬂof AT&T

in for consulting work. Tr e e,

1T d-(g) ()

9¢-98

(U) WiMS AND OTHER OUTREACH EFFORTS: R51 provides the funding and Lt 4
administrative support to WiMS activities (Women in Mathematics) at NSA.* " .
and to a number of outreach and recruiting efforts to minority BT o
mathematiclians and institutions. “' . )

.
. * rd

TFrosQ)l IDA: R51 is the primary interface for the three IDA nesearch 0
centers that work exclusively for NSA: The Center, for Communlcatlons .f
Research at Princeton, The Center for Communlcatlons Regearch at La *
Jolla, and the Supercomputing Research Centbr in Bowi€. The mission at ,f
SRC is moving away from an emphasis qn'the de51gn.of supercomputers and f
into the areas of advanced cryptanalytlc compub1ng and network security .
and exploitation. To emphas;zé this change-the name of SRC will also
change in the near future. In addltlon £d considering diversity tours..

in R51 please take som& time to cons;der a tour at any of the three IpA

centers. Agalnv‘I would be glad te ‘talk about this with anyone.. Nl

{ R51 CLASSIFIED LIBRARY: The R51 library, managed by g;:;;;]
houses over 11,000 cryptologic mathematics papers fr
past years. Rachgl'is now responsible for the electronic .
distribution of IDA’papers (and R51 papers soon) and is organizing a
large-scale efﬁpri to put the R51 library on-line. The abstracts are
already on lide and you can access them by becoming a [:::::::fuser.

Call E:] for details.

TFO80) R51 SEMINAR: For many years R51 has sponsored a general semiﬁar
on current topics in cryptologic mathematics. The R51 seminar meets
nearly every Thursday at 1:30 p.m. in the R51 Math Lab. Watch for the

announcements. Currently [ |is coordinating the seminar
series and he has been finding some fantastlc speakers from all over
the Agency. ‘.,

.
.

(U) OK - I have run out of steam for now, but if yoﬁ'got_this far thanks
for taking the time to read about R51. We are here to servé the whole
cryptomath community so come over and get involved with some of'our.

-

activities. ..

[(b) (3)~P.L. 86-3|
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2. (FOUO) CALENDAR OF EVENTS .

~ May 1-5 ’ ACE {CCR Princeton) .
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May 3- CLA Speaker "Language Policies in the
United States" (OPS2B 4118, #6, 1300)
May 8 Z Technology Forum; "An Inside Look at
the [ | (rOUO) *;
[ 1(1300 -1400, OpszB 4118 Rm.6) |
May 9 NSA Science & Englneefxng Soglety Tal .

"Stopping Terrorists in Midair with' N

Aviation Security Technology"”, [(b) (3)-P.L. 86-36|

(R&E Symposium Center,_lQOD)- sese
May 10 [:;;ITelecommunlcations Technology Forum,
: . Tiedman, 1000 - .1600) (See Community
Service for details)

May 11 Brown-bag>Lunch Video, sponsored by Z FWP,
*Taking Care of Ourselves and Qur Parents"”,
(2c086, 1100)

May 15 Seminar on "Bent and Other Highly Non-
Linear Boolean Functions®" (see 4a)

May 23 Cryﬁto-Linguistic Association Banquet
{Ft. Meade Officers" Club, 1130-1330)

May 23-25 CA PQE

PLAN AHEAD

June 1 CMI Banquet (BBC, 1830-2300)

June 1 MATHFEST 95

June 5-9 CA-305

June 20 KRYPTOS Talk (Speaker To Be Announced)

TILIIIIILLLLT LI LTI LI L7000 70 0000070007 710700000000071117111711111777

3. WORD FROM THE CACP

a. (U) The Crypt is Career Panel welcomes its newest member,
to the Panel.

Y

. .
IN"H.Il.ll'llllll’ll"H"HIIlllllllllllﬂ.l"-lﬁ"“llﬂl'lIll'l“I'Hllllll.-.ﬂﬂlﬁﬁl.-lﬂﬂ
»

.
.
«

b. (U) The CA Career Panel will be édhergizing several positions for
its development programs. Five CA Intern posatlons and five
Cross-Training positions will be advertized in tHb~15 May edition of
the Headquarters Vacancy Announcement booklet. T .

.
-
»
«
.

HHIIIHIHIIHH'IHll'ﬂﬂll'lﬂll-lIl-lﬂﬂ"lﬂ"“ll'-l"..HIHIIII.IIIIHIIIIIJIDC.HIIHHHHII

c. (PO8Q) CRYPTANALYSIS CROSS-TRAINING PROGRAM (CACTP) BEGINS e,

-
[

86-36|

: . . o 3r-2.1.
The Agency cross-training program began in March, with 1®) 3) :

Cryptanalysis participating as an "emerging®" career field. This A
involves a competitive selection process whereby people who are in.°*
*diminishing® fields can apply for cross-training in an "emerginy
field."™ Once selected, the participants will have an ind}vidualized

.

.
.
.
.
.
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plan developed for them based on their backgrounds, past Agency
experience, and other considerations. This plan will include
coursework and diversity tours, and will usually last about three
years.

In this first wave of applications and selections, the following
three people were selected for participation in the CACTP:

Y.

-
b = moa = e

enjoys mental challenges and is looking forward to sharpening his (b) (6)

(b) (3)-P.L.

86-36

analytical skills and using his educational background to work on .Y
cryptanalytic problems. . .

I l where she is a program analyst . N
Mary has been fascinated by cryptanalysis slnce she EOD-ed, but thrs is .
her first chance to get into the career field. She.quoys puzzles and

intricate projects, and is looking forward to making a méresdxrect .
contribution to the Agency's mission, after working so long.rn varrous v

support roles. " ~ ..kb)(3)—P.L.

86-36

| w1th a .
background in mathematics and accounting. She is ;nterested in areas -

where logical thinking, attention to detail, and Organizational skill
are required. { . i

| |

Please welcome these Cross-Trainees into our career field as they
tour through Z Group!

llHIllI'IllllIlﬂllllIHIIFHHHIIIIIIl'lHlHII‘I.'llﬂl‘lIlﬁnl-IlllIIlull.lllﬂﬂll!l.'llllllllﬂlﬂll
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4. TECHNICAL ARTICLE

a. (T®6). A Mini-View of Mini-Scamp '95

BACKGROUND... There was once a cryptanalyst who attended
a meeting of the] ]

L

J—HavIng cstablTshed himself as a Knowledgeable -
customer, he then found himself being asked to answer all sorts of
customer requirement questions from J1. This insightful cryppie knew

that a more thorough examination of [ ] at the agency was

in order, thus Mini Scamp '95 was conceived. B R

(1) (@)

T d-(g) (d)

(FYp20€ O8N 06-(€) ()

MISSION... Mini Scamp '95 convened at the R&E building from 13
February through 24 March. Twenty participants, 13 from Z group and the
remainder representing €, J, and R ups, as well as CCR, SRC, and GCHQ,

9€-98

o
%

met to concentrate on [ dBiebtiva - tio" - *
answer three questions:
2)
3) (

q"
LA

1)

WEEK 1. During the first week we had several meetings in
order to establlsh a good working environment and to address question
one from the above paragraph. Each Z group participant described the

(b)(3)-P.L. 86-36
9/23/2010
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needs in his/her division. Each of the other participants
€ information to share about hardware, software, or

also had. valuabl

algorithms. ‘..
B
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36
METHODS... During the course of our work on the probléms ..
we tested many existing programs and varlous computation platforms . "
Although we examined sev found tao
r________ngdMMENDATIONS .. In answer to the $64,000 question (actually
~ which prompted the mini scamp. we found that although the o
FOR FURTHER INFO... We have documented our motivations,
methods, and findings in a final report which will soon be available
upon request. This report contains much more detail than is appropriate
for this article, yet it is quite readable, so we urge you to obtain
a copy if you have any interest in depth detection. POCs are
.LM'I.IIIllﬂllllllll'llll!nllﬂlll:'lﬂlll'l
////////////////////////////////////////////////////77/A///////////i//////
5. COMMUNITY SERVICE el :
J(b) (3)-P.L. 86-3¢
a. (U) Z FWP Reps Presents Monthly Videos (See calendar) ' L0

Cn Thursday, May 11th, the Z FWP reps will bevoffering thg'éécond in a

.
.
.
.

9/23/2010
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series of Monthly Video presentations focusing on Family Issues,
including Parenting, Eldercare, Childcare, and Balancing Family and
Work. In this presentationl IMaryland Department of
Mental Health, discusses the changing physiology'anq social behaviors
of the aging and offers insight in dealing with the elderly.

I'Hl'llllllllllllIIIIllllll.IIllllllll".l.lllIﬂl.'lllﬂl_l'Iﬂ.llllll'l’lllll.l'l'llﬂl.'
-
«

b. (U) NSa Science & Engineering Presentation "

.
-
.

I !is the Scientific Advisor at the FAA in the area of Civil .
Tation Security' amd: ie an -internationally reqognized expert in this ‘.,

field. His talk is entitled: . AL R LB RE R

(b) (6)

Stopping Terrorists in Midair
Wi th .
Aviation Security Technology .

Few things are more terrifying than the thought of a commercjal‘
airliner exploding in midair. ’ .

[y
.
(3

The Federal Aviation Administration (FAA) is charged with ensuring that
air travel is safe. They are responsible for idehtifying the terrorist
threat, developing regulations, equipment,_ and procedures to reduce it,
and conducting inspections to ensure compliance.

The FAA is now in the midst of g .$35 Million research and development
program to identify, develop,:and exploit technologies to detect
weapons and explosives, jmprove human performance in security, and
increase aircraft suryvivability. Systems resulting from this research
which are capable,fof automated explosive detection are beginning to be
used internationally.

will address these topics in his presentation. (See calendar)

c. (U) FIRST OFFERING OF CRYPTOLOGIC HISTORY COURSE

The Center for Cryptologic History (CCH) is pleased
to announce that it is sponsoring IR-127, U.S. Cryptologic
History, through the National Cryptologic School (NCS).
The course will be held from 22 to 30 June (no class on 28 June)
from 0900 to 1200 in 9A135 in the Headquarters building.

The course will examine major themes and enduring principles
in the practice of signals intelligence and information systems security
from the American Revolution to the present. CCH staff and guest
speakers will also discuss the roles and operations of SIGINT and
INFOSEC in many of the crises of the twentieth century. This is
the story of how and why the U.S. SIGINT System got to be the way
it is.

For information on course content, please contact the CCH at
or on e-mail at] ] For registration, please

contact y Ur'oﬁganingion's training coordihétor,.

" . .
e, * o

- L
nunn-nnnnunnnnl.nnlnln-llnnnnlllllunu-;n.n'ni!--n.ql.u:lnnunnnn;lnu.lnnnnnllllunnnn
-
...._........

R T T e AL A A
d. MDTelecomunications Technology Forum .' (b) (3)-P.L. 86-36]

L oa s oEm B NS S E SRR SRR KR EE AR AR,

The final presentation .of the[:::[Telecommunications Technology_Eorﬁﬁ

9/23/2010
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1994/95 Awareness Series is scheduled for next month. First, there will
be a classified briefing in the morning, followed by an unclassified
seminar in the afternoon.

BRIEFING
DATE: 10 May

TIME: 1000 - 1100
PLACE: Friedman Auditorium

SPEAKER :

LUNCH: 1100 - 1200 el
SEMINAR » .. .

DATE: 10 May (b) (3)-P.L. 86—36'
TIME: 1200 - 1600
PLACE: Friedman Auditorium

TOPIC: "ENCRYPTION: A GLOBAL PROSPECTUS." Encryption is one of the most
hotly debated topics of recent years. To what extent do governments
have the right to control the privacy of telecommunications? Does the
need for criminal information, obtained by intercept, weigh against the
need for an expectation of privacy by world citizens. Cost,
availability and readiness of equipment, worldwide, make policing and
restricting commercial and private use difficult at best.

(b) (6)

This seminar will present a review, recent trends in commercial
encryption, and a prospectus of worldwide policy 1ssues._.. --':

SPEAKER: | ] a trial lawyer ang 'patent
attorney specializing in the law of technology and intelleéctual
property. He represents domestic and foreign clients throughout the
U.S. and abroad in complex technology-related cases, 'Formerly an
Associate Professor of Electrical Engineering and.Computer Science at
GWU, he developed an engineering course entltled "Telecommunications
Security, " and a graduate law course entitl *Electronics and
Computers: Patent Law Practice.'[::::;:::;:Tgiso has advised on and
or CIA

analyzed high-technology electronics

. [(b) (3)~P.L. 86-36]
OPEN SEATING, MUST BE CLEARED TS/SI-TK FOR MORNING BRIEFING o

¢

3
Illllll'lllIIIllll'l’llll!ﬂIllIl'llnllll!HIl.Illlllﬂﬂllll.l'.Il-llllIIHIIlllllllllllllﬂl.llﬂ'lﬂlll"'..l"ll-
L]
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Calendar of Events .
The following conferences and exhibitions are sponsored by NSA, "
academia, and professional associations. These conferences and *

exhibitions provide the participants with technical information and

.

exchanges on current plans, programs and developments. Call the number -»

listed for further information about the conference or contact

Calendar of Events.
May 95

6-11 May; DiQital Equipment Computer Users; Washington, DC; (800)
332-8755

8-9 May; Technology Convergence 95, Capturing Competitive Advantages
Through Integrated Telecommunications Solutions; Philadelphia, PA;
{800) 626-1796

8-10 May; IEEE Symposium on Security and Privacy; Oakland CA; Email:
sp@itd.nrl.navy

8-11 May; ECF95, Eastern Communications Forum; Washington, DC; (312)
938-3500

9 May; 1995 Vital Issues Symposium, Geo-Political Impacts of C4I in the
21st Century; Washington, DC; (703) 757-1466

9-11 May; IN "95, 1995 IEEE Intelligent Network Workshop; Ottawa,
Canada; (905) 615-6486

9-12 May; ICASSP "95; Detroit, MI; (517) 663-7114

9-13 May; 7th International Conference on Indium Phosphide and Related
Materials; Hakkaido, Japan; (908) 562-3893

14-17 May; 1995 IEEE/LEOS Workshop on Interconnections Within High
Speed Digital Systems; Santa Fe, NM; (908) 562-3894

15-16 May; C4I Networking Solutions -- Today and Tomorrow; Tidewater
Chapter, Hampton, VA; {(804) 764-7065

15-17 May; Test & Evaluation Under the New Acquisition Reform
Initiatives; Washington, DC; (310) 534-3922

15-18 May; 6th Joint European Networking Conference: Bringing the World
to Desktop; Tel Aviv, Israel; Tel: 31-20-639-1131

15-20 May: SVIAZ ‘95, 7th Biannual Communications Systems-and
Facilities; Moscow, Russia; (800) 868-9761

16-18 May; 7th Wireless Data Communications conference; (203) 847-5131

16-19 May; 7th Annual Canadian Computer Security Symposium; Ottawa,

[(b) (3)-P.L. 86-36]

[w}gh suggestions, updates, and/or additions td .,

R T T

-

Page 10 0f 13
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Canada; (613) 991-7656

21-26 May; CLEO/QEL - Conference

on Lasers and Electro-Optics and

Quantum Electronics and Laser Science; Baltimore, MD; (908) 562~ 3893

22-24 May; Information Security Conference: Securing the Extended
Enterprise; Rosemont, IL; (800) 808-EXPO

22-24 May; IWANNT '95 - International WOrkshop.on Applications of
Neural Networks to Telecommunications (IWANNT ‘'95); Stockholm, Sweden;

(201) -829-4929

27-29 May; IEEE International Symposium on Requirements Engineering;
Heslington, York, United Kingdom; Email: mdh@éminster.york.ac.uk

f. TPOUQ) MEPP HONORED

The Math Education Partnership Program has been selected to receive
Special Recognition in the nationwide 1995 Public Service Excellence
Award Program. All MEPP volunteers are cordially invited to attend an

award presentation and social on

Tuesday, 2 May from 1300-1400 in the

Canine suite. Please come and share in the excitement! POC is[ |

nn-n”..uu..uu"--lf-—H--m-ﬂer..u'-”"u-un- "

II'IWI.!'HIIIIIIIHIIIHHIHI..

g. (FOMe. WiMS Activities

At the last WiMS meeting on 20 April 1995,

e

(Ch, R51) provided

a report on the funding support provided by R51 to external WiMS type
activities. Last summer, R51/WiMS provided support to the now well
known and publicized Research Experience for Undergraduates (REUs) at

the Mills Summer Math Institute.

This provides research opportunities

for undergraduate women in mathematics. The Mills program is being
funded by NSF this year. This summer, we are providing significant

support for a simila
University. Our own

be started up at George Washington
-will be'tEAChinga3'Wée'k"""""'

combinatorics course there as we

some support to a similar REU being started thls year-aﬂ k1

.Olaf/Carleton College.

Last year | Itraueled but to Mills to see what this REU was
all about. That_ was-very fortunate for us since she made contact there -
with[;:::::::;::I a spectacular mathematician who will be EODing to NSA
shortly. We hope to again send Agency representatives to Mills this
year, and to-St. Olaf/Carleton as well.

lllll"lﬂll.ﬂ.llﬂ.nlllll.ll'lﬂ||Hlll“lllllﬁﬂl.lnn.lll.llllllI.HIIl.....ﬂ"."..'“u'""'l
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6. ACTION LINE

QUESTION: Has any consideration

been given to limiting the terms in

office of KRYPTOS officers? This would include the term in a
particular office and consecutive terms of service in any office.
Signed, Anonymous

Page 11 of 13

11. In addition, R51/WiMs is prowiding® ®'

ANSWER: Coincidentally, the KRYPTOS Council is in the process of

considering shortening the terms

of its officers. We were prompted by

[(©) (3)-P.L. 86-3¢]

4"

17 a-(g) (D]

foc-98
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’ i
two considerations:
a) several officers serve four years and that gets to
be somewhat long; and : -
b) we desire to get more people active in XRYPTOS affairs;

increasing the turnover rate of our officers will accomplish this.

The terms of offices are defined in the bylaws and so these would have
to be changed by vote of the membership. The Council plans to finalize
the proposed changes at our April meeting and have the membership vote
on them at the June KRYPTOS talk. To this point we had not considered
prohibiting back-to-back terms of office but I will now have the
Council consider this possibility. Thanks for your suggestion.

KRYPTOS President
JIITI11T170700700700770070700070707000707000707280771707077711777771771717171
7. TPeUQ) NEWSLETTER ANNIVERSARY CONTEST

It is hard to believe that we are approaching our first anniversary,
but it's true. It has been a very interesting endeavor for us, and
we hope it has been the same for you. For our anniversary issue,

we would like to recognize some.of the most unusual CA-related

events experienced bu our readers during this past year. So, if you
have such a Tale, submit it to us by 19 May. The Editorial Board will
vote, and the top two winners will be treated to Anniversary Sundaes

by us!

BEREH RSB RHR RS HR R R BB BB HRB SRR R RS RER RS BHRHRRRRR RN EREH RN RS E R4
NOTE: We MUST receive any submissions for the June issue by 26 May.
FHEGHERFSRAAHHHHBEH BB RF SRR IR RS S RE R B R B SRR S SR HSH B R R AR A H B R AR RB S84

If you have any comments or suggestions, please submit them to any
member of the editorial board.

LDLTORIAL EOARD

Jack ingram, Cryptologic History Museum ' .

] "

amse«amse«= {b)Y(3)-P.L.

86-36

OFFICE Reps "t s s s s st e e e m st ennannnnsu|(b)(3)-P.L. 86-36
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Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSAACSSM 1232
DATED 3 SeF 1991

DECLASSIFY ON: SOURCE MARKED "OADR™
DATE OF SOURCE: 3 Sep 1991
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(b) (3)-P.L. 86-36
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1. PERSPECTIVES IN CA - When "Tales of the Krypt" was first

published in June 1994, we asked Tom Lessard to write the inaugural

"Perspective in CA". or this anniversary issue we solicited the
thoughts of [:::::::::leeputy Chief of Z. His topic is...

Future Watch on Cryptanalysis L
Four events in the past few years will have profound impact on

the future of cryptanalysis: the apparent end of the Cold War, the
decline of Big Government, the worldwide transformation from industrial
economies tc the information age, and the private sector's recent
infatuation with providing information security to an unsuspecting
public. One can hardly pick up an Information Age magazine without
finding a paragraph in every article explaining the risks and solutions
for eavesdroppers, viruses, data integrity, masqueraders, hackers,
etc. Formerly the secretive domain of governments, the emerging Lt
security provider now more resembles a professor, an engineer, a CIO .
(Chief Information Officer), a hacker, or perhaps just a "do-gooder=". e
All of these diverse elements have one thing in common: they are ,"
primarily interested in securing the global 1nformat10n 1nfrastructure

13- (€) (@)

Pe-o8

and have little concern or motivation to protect ]
IApproved for Release by NSA’on 09-28-2023, FOIA Case # 61704
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gathering capability. Corporate America is investing big bucks
(compared to government) into the R&D for products. Public discussions
on vulnerabilities, threats, and the sequence of steps necessary to
insure their correction is the everyday chat on the INTERNET. Thus
public cryptology has moved from a scholarly interest by the academic
community to competition amongst corporations and standards bodies.

%6} So what does all of this mean to cryptanalysis? Are we a dying
breed? Certainly not, but we must act quickly to outmaneuver the
adversary. The decline of Big Government has already put us on a
downward trend just as steep as the increases we saw in the mid-
eighties. Of great concern is our inability to hire all kinds of
Information Age specialists. In an activity where our people are far
more important than any computer or specia-purpose crypto-buster, the
only investment of lasting value is indeed our cryptanalytic work

force. Our hiring in the mid-eighties formed the corg of feople who
tackled]

~oT experienced cryptanalysts and this new breed of mixed
cryptanalyst/information technologist was just the formula for the
tremendous success we now experience, but it will take super human
efforts on the part of us all to sustain the success without the
vigorous hiring program we formerly enjoyed.

(U) Sself-evaluation and self-correction will have to drive a
cryptanalytic workforce committed to life ong learning. There is no
simple curricula that will be appropriate for everyone. 1In fact, a
diversity of concentrations and interests is far more important than
overconcentration on any single-threaded sequence of courses. Much of
what any individual must learn will be based on both their own
experience and their constantly changing responsibilities in the
Information Age. One must find the balance between formal study and
surfing professional journals and electronic media.

(U) In summary, I have great expectations for the future of
cryptanalytic problem solvers. We have already seen where crypt-
analytic training is invaluable to solving many of the non-cipher
problems associated with processing. This trend will continue as we
confront the full wave of information technology and must rely on
creativity and innovation, our real genius, to survive.

/////////////////////////////////////////}/////////////////////////////

2. (IDSQ} CALENDAR OF EVENTS

June 1 CMI Banquet {(BBC, 1830-2300)

June 1 MATHFEST 95 (R & E Symposium: Center)
(See COMMUNITY SERVICE)

June 5-9 CA-305

June 13-15 Summer Satéllite Symposium (see

COMMUNITY SERVICE)

June 20 ' KRYPTOS Talk - | on .
‘ BULK Encryption, (Friedman, 1315 - new time) °
(see KRYPTOS SOCIETY NEWS for details) .
L4
PLAN AHEAD .
July 7. CMI Talk, David Kahn on "Codebreaking and,ﬁhe

Battle of the Atlantic® - (Friedman, 09%@)

July 10-14 CA Curriculum Review ( | roC)

mid-October l

(b) (3)-P.L. 86-36

Jand many more. The _c?m_tuh_étii.g;y'_-'_-'_-'_a_.-..p_.-

Page 2 of 10
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(b) (3)-P.L. 86-36

(b) (1)
(b) {3)-P.L. 86-36
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30 Oct - 3 Nov CONSCRYPT
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3. (U) KRYPTOS SOCIETY NEWS
a. N NORMAN ROBERTS AWARD - CALL FOR NOMINATIONS

In recognition of Norman Roberts' talent for nurturing the skills of
junior analysts, the KRYPTOS Society established the Norman Roberts
Award. This award may be presented annually to a junior cryptanalyst
at NSA/GCHQ who has made an outstanding cryptanalytic contribution.

Norman joined GCHQ in 1975 and won the respect and admiration of his
colleagues for his innovative ideas and particulariy for his ability to
train and inspire younger analysts up to his untimely death in July
1990.

Any KRYPTOS member may nominate any employee at NSA or GCHQ who has
approximately five years' service as of 31 July 1995, and who has
made an outstanding contribution to cryptology or a related
discipline. (For a nominee with more than 5 years of cryptanalytic
experience, the citation should explicitly draw the judges' attention
to that fact, and explain why the nomination should be considered as
falling within the overarching purpose of the Roberts award.) The
nominee does not have to be a KRYPTOS member. Integrees will be
regarded as members of their host Agency. The nomination must include
the names of the proposer and the nominee, together with an account of
the work which attracted the nomination. It may be classified up to

Page 3 of 10

TSC. Nominations are due by 1 September 1995 and should
the KRYPTOS Society secretary, . » = «(b) (3)-P.L. 86-36

The winner, to be chosen by a joint UK/USA panel in October, will
receive an engraved plague and have her/his name inscribed on the
permanent Norman Roberts Award plaques displayed at NSA and GCHQ.

b. T™ KRYPTOS Cryptanalytic Literature Competition - CALL FOR PAPERS

Sponsored by KRYPTOS, the professional society for
cryptanalysts, the competition is open to all personnel at NSA,
., to personnel on field assignments, and to retirees (consistent
with security considerations).

Papers may treat any topic in the broad category of
professional cryptanalytic literature, including:

--- attacks and techniques relating to cryptanalytic
problems; .

--- cryptanalytic research;

--- history of cryptanalysis:

--- other subjects relating directly to cryptanalysis,
e.g. target studies, cryptologic trends from the point of view
of cryptanalysis, or computer support of a cryptanalytic problem.

Submissions may be written specifically for the competition,
They need not be, however. PAPERS WRITTEN BETWEEN JULY 1, 1994 AND
JUNE 30, 1995 ARE ELIGIBLE. Entries may carry a classification of up
to TSC. Compartmented papers will be considered only in extraordinary
cases. Papers should be submitted with one cover sheet with the
name(s) and organization(s) of the author(s) and title, and only the
title on the papers themselves, to facilitate impartial judging.

The judges will consider the following criteria:

--- Is the paper an original discussion of a cryptanalytic
subject?

--- Is the paper well written? Is the subject presented well?
Can a reader with a suitable technical background but unfamiliar
with the subject understand the paper and, by reading it, gain
knowledge about the subject?

b) (3)-P.L.

86-36

9/23/2010
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--- Does the paper constitute an important addit:.on to the
body of cryptanalytic literature?

The judges will determine up to thiée winners: cash prizes of
$125, $75, and $50 will be awarded to first, second, and third place
winners. The judges may designate papers to be worthy of honorable
mention. KRYPTOS hopes to publish some of these winning papers in m) (3)-P.L. 86-36l
Agency professional journals. A I A

To enter, please submjt, four tdples’ of your paper to 1
The DEADLINE for entries is JULY 14,
1995. The competition results will be announced at a KRYPTOS function
in October 1995.

LER AR RN NEXNNNEN RN R N AN N N RN R N N RN RN R NN NN R R R AR NN D]

¢. (FOUC) KXRYPTOS June Meeting Agenda

i. There will be some limited discussion, then voting, on the
Proposed Bylaws changes at the upcoming meeting. These changes will be
posted on ENLIGHTEN and to ESS during the first week of June.

2, talk is will be on] ~ | watch
ESS and ENLIGHTEN for additiohal, details. _ e
H.IlIllﬂ-'I.I-IIIl..l.l.Ill!..l....'"'..:I."".n'.'-‘..'Illl.-.-l.'.l.:l-.
d. (FOUO) Distinguished Members T, . ' ‘e R
: e, .

If you have any suggesti i ! iabd i tea, .,
Members, please contact e, L

(A B RN NEEEERENENE AN ENNNENENREEREN RS ENNNER S RN ENENRRERERERERNEENNENERERERNENRENRNN] —
g
e. (FOUO) Election Time g
|
.
Just a notice that this fall is election time for new officers of the :
KRYPTOS Council. The voting on the proposed changes to the Bylaws at .
the June meeting will determine just which offices are up for @
election. If you are interested in running, or would like to suggest 5
someone, please 1 KR) cretary, know, either via e
e-mail er By* pi né-'l-’-"-f'-' e r R R RN N E R RN R
ﬁl-IlllIlIIlI-IlllllIlllIIIII.IIIIIIIIIIIIIII'IIIll'.lill'll'llﬂl.lll‘l..l.l
£. [Towes ::hapter News
The new officers for this chapter took office effective 12 May. §
President w
President-Elect b = a e s e 2 E e e E e v
Secretary ..-.-...'-"“E«
Treasurer .
[eo]
[ EE NS NRESNEENNERNENREENNNNERREANENENERERNRENNENRNRENRSESRERREERESNENENRERNNESNENSENRDSEN) 0'\
(177770717770 7777707728072777077477827777027707070707727770771700771777271777 _:.;’_
4. [TOWGL CACP NEWS LasaetTT
. -“. . * '0
a. Announcements '.-"_'.'"' L
PEE S . * .
1. The CACP is pleased to announce thatl::[1s sthé new .
Chairman of the Panel. . .

g ® . . *
2. The CACP also welcomesl Iof Z23 as its newest member. *

-

".l-ll-l-lll-'-I'..ll."-.'....-'-.-.-'-.-l'.l’.-.l".-I.-'..".--...-'.‘:.
.‘

b. CA Certifications . N

- *

*

The following people became professionalized in CA during May:,*

.
*
-
*
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c. CRYPTANALYSIS PQE RESULTS

The 1995 Cryptanalysis Professional Qua11f1cation Exam (PQE) was given on (b) (3)-P.L. 86-36
23, 24, and 25 May. Here are a few statistics on this year's offering of o
the PQE: ' . ¢

- Of the 24 aspirants who took the exam, 8 passed-—and one .
passed with honors! ‘ .

*
- This year's pass rate is the same as it has been in recent years.
*

- Of those who passed, some had taken the test several t;peé,
others had taken it just once before, and still others passed on their
first try. .
- Among those taking the exam were 6 CA interns, .4 CMPers, and 1 aspirant from the field.

L
lulnllllIllIIII.llllllll'lllll'lllIIIIIlIIIIIlllIIII"III"IlIlllIl"llllll

LIVILIILILLL LT 2000080000000 0007000870 8000207 04000107700 720080700117717

-

{T®E._TECHNICAL ARTICLE .t

+

" .
New Language Model Available *on Westing

WEBMASTERS NOTE: This article has been removed due to classification
issues. If you'd like to see the original please contact the current
webmaster.

LLELIELEZEVILIL LI P EEIIIELLILILEIIIIEIEEIIITETIETE7000000000010120107
(™SQ) TECHNICAL HEALTH

a. CA-305 schedule for Friedman Auditorium

(b) (1)
Monday June 5 . (b) (3)-50 USC 3024 (i)
————————————— {(b) {3)-P.L. 86-36

1000 Talk 16 # David Kahn A New Theory of Intelligence :
1230  Talk 12 NSA Overview Briefing N
1400 Talk 6 * The SIGINT Sports Bar:

# - talk is to be broadcast on NEWSMAGAZINE
* —~ talk is open to NSA and all Second Part{es

Tuesday June 6 ‘e,

0830  Talk 33 " "an overview of 1c-300" """ "T5) (3)-P.1. 66-3¢|
1000  Talk 14 NSA/Intelligence Community ,°*

1230 Talk 38 Password Cryptography ,°*

.
.
*
*
*

9/23/2010
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1400 Talk 7 + ' Now I Know My A, B , Cs...

+ - talk is open to NSA and UK e

Thursday June 8 .

0830 Talk 8 - Using the T3D ‘e

1000 Talk 11 Why OO in CA Programming? e,

-
‘.
SR ’
.-l-------l----l ;
LEE B B

«
= n &

1230 Talk 22 # Health of US Supercomputing
Industry

# - talk is open to NSA, IDA, and all Second Parties

T a-(6) (D]

Friday June 9

9¢-98

0830 - Talk 34 N5 Staff Policy Soup EPEE A
.

1000 Talk 34 N5 staff Policy Soup (continued) .- "~ . e

1230 Talk 13 | . oo

.
AN AN BN N N AR RN RN A AN AR A AN AN AN NI RRR AN R AR R RN DN AR U R A A R A RN R RN

b. PRESCRIPTION FOR DIAGNOSIS by|

) “What do I do next?" How many of us in the cryptanalytic
communi have heard this plaintive question from an analyst who had
exhausted his/her "bag of tricks"™ in trying to diagnose a cryptosystem?
One of the main issues discussed at the recent cryptanalysis conference
at the SRC was diagnosis - what is it, how is it done, what kinds of
people CAN do it, can it be taught and, if so, how?

%GL, The ability to_diagnose cryptosystems was one of the main
concerns ofl Chief Zz4, as he projected the needs of 24
into the year . Among his questions were: "How do we train our junior
analysts for the challenges ahead? héw'do.we.tap the experiences of our
senior people before they retire and so learn Eheir-zt;icks of the trade"?
How do we develop the innate diagnostic skills of our aﬁhlystse. Can we
teach creative thinking?*® -

.
.,
* .
x
.
L
* .

N In an attempt to answer the above questions, in September 1994 "
a pilot course was developed within 24 that was designed to sharpen the
diagnostic skills of our workforce by exposing them to unusual
cryptanalytic problems and then allowing them the opportunity to share
with other analysts. From the different divisions in Z4, fourteen
analysts of varying degrees of experience in terms of both longevity and
exposure were invited to participate in this initial offering. A common
alias was established for everyone and the set of problems was placed in
a common file. 1Individuals and small groups were encouraged to work on a
particular set of messages, communicating via e-mail on their approaches
and results. Then, twice a week we met for an hour for a direct exchange *
of ideas and *brainstorming®. Comments like "I didn't see that® or "I .
would have never thought of that" were common as each participant began « Lt
adding to her/his diagnostic repertoire. Unfortunately, other comments . .
like "I didn't have time to work on the problem* also surfaced and pointgd * .
out again the need for strong management support for this type of E:aiﬁing."'
ry hd +

T  In November 1994,] | sent me’
a note asking if this class would be interested in working on some ?Zive”
problems. Her branch had isolated some fifteen target systems that were
undiagnosed because of low priority and/or lack of diagnostig exXperience.

*
*

.
.

foe-98 1 a-(€) (@}
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Her only request was that the junior analysts in her branch be included -

in the diagnostic process. What an ideal situation! The
Sylvia's branch worked with a system administrator to set
directories and files, and by late November we became a di
group instead of teacher-class. There were no longer any
no "right" way to attack a problem.

analysts in

up the various
agnostic exchange
set answers and

Since November 1994 the membership in the group has expanded
beyond z4 and is fluid in nature as people with different backgrounds are
made aware of the various phenomena existing in these systems and attempt

to bring their expertise to bear.

we been successful? That depends on what one perceives as
system has yet been solved. However, i

. We meet once a week for an hour and the
agenda varies from the historical to the excitement of a new result.

f One DP

been modified and a couple new programs have been suggested.
question of success ca1:fffi be summed up in the comments of

one of the analysts in

LA
-.....
___________________________________________ [

(v)

*One indicator of the success of this collabofat

increased confidence demonstrated by some of the junior analysts.

are more willing to discuss their ideas,
and trust their own hunches.

try new tests,
This gain in self-assurance,

opportunity to brainstorm with experts, and an expanded "bag of tricks",

has led us to characterize this activity as a clear succes

(U) For anyone desiring to join this group and wanting
information about it, feel free to call on

We try to keep the group reasonably smal
would encourage you Lo joih"ohfy" i'f*youn mre*willimg &o. devate time, . . = x a s m e woaeoas

or e-mail

and effort on the problems.

ERN NN RS R IS AR AR PN NN SN NG R AN AN RPN AR NN N RN AN AR REN RN

L2EPTT7000000000000800000007000107000000010700171710711171
7. UTrsQ) COMMUNITY SERVICE

a. MATHFEST '95

This is a reminder that MATHEEST 1s coming June 1, 1995. at the R &E
All Green/Gold

badgers are aledme, as well as IDA contractors,.* ‘Talks are limited to
:ﬂ No special access is required.*

Symposium Center. See'below for the official schedule.

.

There will be a list of abstracts avallable as a handout at MATHFEST.

The CMI is looking to circulate*
participating office

Have
the goal. No
' 3 (o) (1)
b) {(3)~50 USC 3024 (1)
{b) (3)-P.L. 86-36
P
P program has
Perhaps the
...
..
iom s the Y ..
“Théy* » « . ., . ..
share their results, el
coupled with the 5
s G
[}
——————————————— g0
-__.“‘||||llttln-- ':_'
(e e]
an ¢
W
o
-“-"

/////////{{(A//'

.
.« *

.

.

e e de g % ke e vk o de e vk b v o e b o ok b vk o o o o ok W e ek ok ke ok ok ke

MATHFEST '85

a the ab:
dvance
in hardcopy. Be on the lookout for it.

Schedule of Events E;
t*i*****f****’*t*****t**t**tt**i*t**** E

0830-0840 Introduction and Welcome e e e o an o e e v e e e o m o %
Session 14:_—_—__‘_—_{ Chafepersen 3
0840-0900 Prog. In -car1 { | Ra1) . 3
gggg:ggig n—_—_—-_lf:_—lj‘z'.s-.-\.xsx-.a-.-.J-.:.:--.-,_m
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Session 2: [ I Chairperson
1000-1020 Formal Methods { ~ * * » . ]

1020-1040 Diagnosis of | S ., [ ]
1040-1100 W )
1100-1120 ML IR
I IRS]‘) ’ ' ‘ ‘.'.‘." -
F ) ,"'

Session 3:[:::::::::1 Chairperson e e e e e

1300-1320 | L l...-l-zdr-""""'

0'.-..'
fe et 'ﬁf#
R N

1320-1340
1340-1400 Automated Signal Identification |[ 1

TTrd-(€) ()

Session 4:[:::::::::::Ichairperson

1420-1440 IB | z1)
1440-1500 fon DI
1500-1520

9¢£-98

It':.7'}..'.-'.'1. DI L N B L T

- » *
= a8 ® n v .
L -.-' w0

' .

. h . s w®
s * L e .
L " »

1540-1600 Demodulatimg Co-Channel v.32 { R IR
1600-1620 (software encryption) L[+ P
1620-1640 et

i T R51)

b. Summer Satelite Symposium

Applied Signals Technology is offering this symposium on 13-15 June to
"U.5. Government employees". Equipment will be on display in the R&E
building lobby; and then four 90-minute seminars will the offered at AST
in Jessup on :

Forward Error Correction Code Analysis Processing

Transponder Characterizations and Analysis |(b)(3)—p,L. 86-36
Model 120 Users Group st
Baseband Channel Analysis s

This is limited to 60 applicants. | |in 2409, has a copy
of the registration information and a Iist of equipment which will be
on display. Call her for a hardcopy of the brochure.

PELTTIIITLILEL LT LTI 2200070007700 800700000700 4007187 070080710800711771¢7
8. {™MsQ] PROBLEMS AND PUZZLES

&. ANSWER TO FEBRUARY PROBLEM OF THE MONTH

: (b} (1)
{b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

«eas s |(B)(3)-P.L. 86-36]

9/23/2010
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(b) (1)
.« §(b) (3)-50 USC 3024(1i)
L {b) (3)-P.L. 86-36
all of this sounds far fetched, then I recommend that you attend the
CA-305 talk by| |[titled "You Can Usually Tell Plain Text,
But You Can't Always Tell-a-Cipher”. She will describe a real probl
that is very similar to this toy. éontqctl |
for specific details and a diagram of the' Tpblem. ~,
!!!llll'nlll-Iiiiiiiiil.llll'llﬁ.l'll"!llllllllll.l.l.l':llll‘!llll'llll"lll‘l‘
b. (PeUQ) PUZZLE ’ Sl ‘.
1. Answer to the March Puzzle (B-Gone) e ':p
[(b) (3)-P.L. 86-36

HNYJE .

WTRCM -

AFOUQ S

LXI1I2z2G .

SDVPK .'
Congrats to the following solvers! o .

c. The New Challenge

Given:

Solve for:

0123456789

Every letter represents a distinct digit. when the letters are
associated with digits so that the addition is correct, they will spell
out a phrase that may describe the successful cryptanalyst.

LLLTLLLIREELILLEIIELT IR TIIERELFIIIIILI P FETIREIEITLI0000000700002008777

i###fi#########################i######i###############i####i####i########
NOTE: We MUST receive any submissions for the July issue by 27 June.
##############i######l############################t###i##############i###

If you have any comments or suggestions, please submit them to any

member of the editorial board. J(b)(3)_P'L' 86-3¢]
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EDITORIAL BOARD

TECK_INGTan, Uwp__q_munzm]% Togic HY 686-5849 )

- . N
OFFICE Reps Y, .
*
... .
.. R
.. *
’0 A d
i. .
LI .
Q. .
'. .
.. Y
. .
L4
- L d
~
“« ¢
L]
..---..-..-.-..-.--.-..--.-i(b)(3)—p_L. 86—36]

AELLALELLALLALTALEELAREEATAL AR UA LA AALEAA LR LALA AL AL A AL ALV A A VLA .

Return to Kryptos, Ho,nic Page

NSA Home Page .
-
DERIVED FROM: NSATCSSM 123-2 .

pATED 3 S 1991 .

DECLASSIFY ON: SOURCE MARIED "0ADR® .
_ DATEOF SOURCE: 3 SEP 1881
TOBSELNIY LG .

»

9/23/2010 -




August 1995 TALES OF THE KRYPT Page 1 of 11
Doc ID: 6823794

AN OO SO T /ey na
N N R L TR RALEAC IV IR R

s Poc: [ __info
(U) Last Modified: 10/30/2002 11:43:17
(U)PE EXTERNAL PAGE

LA A A AR R AR R SRRl E 2]

* TALES OF THE KRYPT * .
LA AL A LSRR SRR AR ldd X R AR 2R R 2 BN
August 1995

TITL120177 0787800728001 07 0487077000 770777700070777077700007077077777747777

TMOBQL. TABLE OF CONTENTS:

1. CA Perspective from[::::::::::lchief, z3

.
3
L3
.
L]
-
"
L}
L]
=
-
-
-
=
L]
-
Ill-lllnllll_llllll )

2. cCalendar of Events , _ (b) (3)-P.L. 86-36
3. KRYPTOS News

4. Word from the CACP

5. Technical Article

6. Community Service

7. Historic Tidbits

8. Problems and Puzzles
LI10I111100777077070707077877010777071071077200072770077000700027717717777774777

1. (Po8Q) PERSPECTIVES IN CA - Each month this newsletter features

the perspective of a CA Senior on a CA topic of his/her choice. .This
month we are pleased to feature the thoughts ofl' Chief, 2Z3.

>

.

WE ARE OUR FUTURE (b) (3)-P.L. 86-36

(E‘CCQl As I think about the future of cryptanalysis, I find my crystal
ball is very imprecise, but yet I know WE will continue to be
extraordinarily successful. WE have been responsible for our success
in the past, and WE will be responsible for our success in the future.

Through OUR very hard work, our capabilities really do keep up with our
target's capabilities.

(5=66Q) We have made unimaginable strides over the decades, yet we also
have much in common with our predecessors. The commonality with our
past is what gives me confidence in our future. We have always had
wonderful people, working on beautiful problems, using super
technology. We often hear that cryptanalysis is our core discipline,
and it is. But the important fact is that WE ARE CRYPTANALYSIS today,
WE have been in the past, and WE will be in the future. I include all
of 2 in this WE along with our colleagues elsewhere in NSA (primarily
in the DT and INFOSEC organizations), in IDA, in our 2nd (and in a few
cases 3rd) party partners, and in some less commonly recognized
intelligence and law enforcement agencies. To be successful, CA must
be an inclusive discipline, not an exclusive club. Our job is
difficult, and we must be open to innovative approaches to doing our

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704

et by (3)-p.L. 86-36  9/23/2010
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job. I believe our predecessors did that, and succeeded. They taught
us that with our PEOPLE, and determination we could do the impossible.
We continue to do the impossible today.

?FBUQ) We cannot take future success for granted. I don't know where
the future will take us, but I know with certainty how we will get
there. WE will get there through the skills of our people. It sure
helps to have good problems toc push us to new heights, but the
overriding factor is US (that means YOU and ME). And, the key to OUR
success is our TECHNICAL HEALTH. Technical health is no accident. The
first intern programs and professional societies were in the CA field.
The CA field has been the leader in continuing education. But, we
cannot rest. The world and our problems are changing rapidly, and we
know we must change with them. We must each take responsibility for
our continued growth. The technology we will be using ten years from
now and the targets we will be exploiting will be vastly different from
today. We cannot afford to let either the technology or the targets
leave any of us behind. If we become complacent, we will lose. We
must not only learn new "facts,” but new ways of working together.
Teamwork and collaboration must really become part of our routine

way of operating.

TFPOBQL WE really are wonderful people, WE ARE OUR FUTURE, I do have
confidence in US, and that is why CA will continue to be successful.

L0LTITIT0L00 0700077707700 0770770777700707077077707770707700000107071777777

2. (PSYQ) CALENDAR

August 3 R51 Seminar - *A CW&:.\D:T

+ 'R51 Math Lab, Rm R1S048) (See Aug. 10th)

August 3-4 "° NSA Software Reuse Symposium (R&E Symposium
¢ Center)

3
*

August,8-10 INFOSEC Research and Technology Transfer

(o) (1) Conference (TECHFEST) - Spofsnxed by R2

(b) (3)-50 USC 3024 (1)

(Marltlme Instltute -
(b) (3)~P.L. 86-36 e,

l..-....-.....-...-.....-...'-.l

"'I'ﬂ

August 10 ~"* .., R51 Seminar - "A Cryptomathematician's Vie B
— i 5 v
R51 Math Lab, Rm R15048) v
R T =t ;:*
August 17 " Joint CMI/KRYPTOS Talk, | | -
: *The Day of the Dodo, Some Escapades from o
the Past" (Friedman, 1315) W
N Y aa
August 25 Views on jzation; *A Pérsonal Lot
Story by Technical Advisor to ,:.‘
Chief z. = , 9A135)
PLAN AHEAD ' “‘ ’,‘
September 1 Norman Roberts Award Nomlnatlons Due-
(Send tol" e
- 9/23/2010
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September 15 Peter Jenks Award Nominati
(Sooq Lo [_____&L.Qna_ml.e__l

.
3
.
.
.
.

mid-October I

October 26 KRYPTOS Annual Banquet an'd Awards Ceremony ‘e
. [0) (3)-P.L. 86-36]
Oct 30 - Nov 3 CONSCRYPT (FANX) |[(b) (1) o
(b) (3)-P.L. 86-36 .

HI'I'I‘IIIlnﬁl-lnll'llﬁnﬂllu-lI.l"nlﬂﬂ..lllﬁI..Iﬂl.'l.llﬁlllll'lll"'l.lﬂ'}.

////////////////////////////////////////////////////////////////////J/

3. {(U) KRYPTOS NEWS .t

a. (PO¥Q) Nominating Committee to Meet o

.

It is time to think about the election of KRYT S Officert for next
year, and the Nominating Committee, chaired byl?L is looking
for volunteers. If you are interested in hearing more about which
offices will be available, please contact Joan.

LILLLLTIETILLLLIIITIEII I IT 012000000000 70000707000701001001107077077
4. (U) WORD FROM THE CACP
a. (?OSQ) New Certifications Announced

At the 14 July meeting the CACP pre of Certification to

HHIlInllllll-.llllﬂlllll.lll!lll'ulllIIﬁlllllll'l..DHI.IIIIHHIIlﬂ.lllﬁnl.l.liIhll'll.lﬂ.lllll

b. . (P8Q) GOLD BUG Team Award Announced '
. . e -. s R "
DDO will present the Gold Bug Team Award to | SR <
w
Lom 9 Auguse. L v
=
“ll.lll.lll'll'l"..llllﬂ.l"ﬂllIIII-IIIIIllﬂ‘ﬂﬂ!.ll"IIHIHHQIHIIHIIHHIIHH.IIHIHHIIlll ‘co
c. (resQ) Job Opportunity i)
: [«
The Job Vacancy Announcement for the Assistant Executive positions' PR -_-_'.':'.'"‘
(95HQS598) will close on 18 August. For additio information,” * ettt
contact either r A e’ .t
lllllIlllllllIﬂﬂlllllﬂIIIIIH'lIIllllHllllllﬂll!HIHI.II"'lnll:‘..‘;l‘l‘l:.lllIIIII!’.‘H‘HH'
d. (PONQ) Interview of New. €ross-Trainee, by | |
(U) has been a cryptanalysis cross-trainee since April (b) (3)-P.L. 86-36
and she "loves it". She has always had an interest in cryptanalysis (b) (6)
and was delighted to be selected for the program.
" ®) (3)-P.L. 86-3¢
9/23/2010
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(b) {3)-P.L. 86-36
- *] (b) (6)

e. (MOUQ) Books Needed
The CACP is in need of Military Cryptanalytics I, II, and III for those
individuals who are new to the career field. If you have any not in
use, please fo;ward them to the Career Panel Office. If you would like
to obtain a copy, please call the Panel Office. :
llIlllIllIInlllllllllllllllllllllIIllll'lllllllllllllIllllllnﬂ'.lllllllllllllllll'llﬂllﬁlﬂllll
////////////////////////////////////////////////////////////////////// o (5

; - 3024 (i)
5. (U) TECHNICAL ARTICLE R e

(TS=ee6} The E:‘:rutorials |

.

(U) We're learning to do things. differently these days which means we
have to be smarter about so many ﬁhi.ngs. Some obstacles are obvious: «if .
there's no TDY money, you don't go. Yéu cpordinate a little better, °, .
‘work a little smarter and somehow manage to 'g‘et, the job done. Other ‘s
obstacles aren't so easy to see, which makes their impact a little more =
difficult to measure. One of those intangibles is the logsg of corporate .

knowledge we suffer every time a colleague of Mﬂim_ﬂgnqn;s_ ‘.

a *
* . .

('F'OUQL ‘Do you really have to wait for your resident guru to tell you how
to run a particular program, or work a new system?

9£-98 T d- (£) (q)l

qi-s- IPaéksj'x;lq ghga;dyﬁx j-n -itS ;efﬁgrt at0s Gaptum- some -ofu [ R} -v‘-‘-‘-:
knowledge and make it available to iy r‘—:ha'f .

(U) Thel___] lessons take advantage of the best features of " Pop-Up ;
Prompt" (PUP) tutorials and advance a step further. Through creative .
use of hypertext links, [ Jallows you to go after only the .° .
information you want, without wading through pages of material. . .
(U} The nature of the lessons also lend themselves to easy ugdates.
Should something change or if there's a better way to convey . .
a message, it can be done on the spot. ' *

9/23/2010
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software should consider providing an accompanying tutorial 'de

rigueur'. It is proving to be a very effective piece of documentation
to provide to users. :

(U) To add further versatility, we're in the midst of moving to
hypertext mark-up language (HTML) for www browser viewing. Not only
does the medium itself allow for easier movement among the documents,
but it will allow easier access to the tutorials than what the Frame
Maker version permits. wWe think you'll be pleased with the change.

(U)' If you have material--notes, manualsg, ANYTﬁING—-you think would be
beneficial to others, please let us know. We'll work with you to whip
it into shape and make it a viable lesson.

(U) Finally, we'actively solicit your feedback on the lessons already
published. Did we capture the essence of the program? Could we have
said it better? Did we say too much? Too little? Those of you

learning to us