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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 61704C 
APPEAL: 3959 
28 September 2023 

This responds to your Freedom of Information Act (FOIA) request of 26 
April 2010 for "a copy of each is~ue of the KRYPTOS Society newsletter (all 
issues)." A copy of your request is enclosed. Your request has been processed 
under the FOIA and the documents you requested are enclosed. Certain 
information, however, has been protected in the enclosures. 

Some of the withheld inforination has been found to be currently and 
properly classified in accordance i,vith Executive Order 13526. The information 
meets the criteria for classification as set forth in Subparagraph (c) of Section 
1.4 and remains classified TOP S~CRET or SECRET or CONFIDENTIAL as 
provided in Section 1.2 of Executive Order 13526. The information is classified 
because its disclosure could reasonably be expected to cause exceptionally 
grave or serious damage to the national security. Because the information is 
currently and properly classified, it is exempt from disclosure pursuant to the 
first exemption of the FOIA (5 U.S.C. Section 552(b)(l)). 

In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have determined that such 
information exists in these documents. Accordingly, those portions are exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statutes applicable in this case are Title 18 U.S. Code 
798; Title 50 U.S. Code 3024(i); arid Section 6, Public Law 86-36 (50 U.S. Code 
3605). 

In addition, personal information regarding individuals has been 
withheld from the enclosures in accordance with 5 U.S.C. 552 (b)(6). This 
exemption protects from disclosure information that would constitute a 
clearly unwarranted invasion of personal privacy. In balancing the public 
interest for the information you request against the privacy interests involved, 
we have determined that the privacy interests sufficiently satisfy the 
requirements for the application of the (b)(6) exemption. 
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P.lease be advised that the Agency reasonably foresees that disclosure of 
the withheld information would be harmful to· an interest that is protected by 
the identified exemptions. 

The Central Intelligence Agency (CIA) has asked that we protect 
information pursuant to the first exemption of the FOIA (5 U.S.C. Section 
552(b)(l)), as well as the third exemption of the FOIA, which provides for the 

- withholding of information specifically protected from disclosure by statute. 
The specific statutes applicable are Section 6 of the Central Intelligence Agency 
Act of 1949, 50 U.S.C. 3507 and Section 102A(i)(l) of the National Security Act 
of 1947, 50 U.S.C § 3024(i)(l). Those withholdings have beeh marked with the 
code OGA (Other Government Agency) with CIA identified as the OGA: 

The Defense Information Systems Agency (DISA) has requested that 
personal information regarding an· individual be withheld from the enclosures 
in accordance with 5 U.S.C. 552 (b)(6). Those withholdings have been marked 
with the code OGA (Other Government Agency) with DISA identified as the 
OGA. 

The Federal Bureau of Investigation (FBI) has requested that personal 
information regarding an individual be withheld from the enclosures in 
accordance with 5 U.S.C. 552 (b)(6) and 5 U.S.C. 552 (b)(7)(C). FBI has also 
requested that information be withheld in accordance with 5 U.S.C. 
552(b)(7)(E). Those withholdings have been marked with the code OGA (Other 
Government Agency) with FBI identified as the OGA. 

The National Geospatial-Intelligence Agency (NGA) has requested that 
information be. withheld pursuant to the third exemption of the FOIA, which 
provides for the withholding of information specifically protected from· 
disclosure by statute. The specific statute applicable is 10 U.S.C. 424. Those 
withholdings have been marked with the code OGA (Oth~r Government Agency) 
with NGA identified as the OGA. 

The National Reconnaissance Office (NRO) has requested that 
information be withheld pursuant to the third exemption of the FOIA, which 
provides for the withholding of_ inform~tion specifically protected from 
disclosure by statute. The specific statute applicable is 10 U.S.C. 424. Those 
withholdings have been marked wi_th the code OGA (Other Government Agency) 
with NRO identified as the OGA. 

Since these withholdings may be construed as a partial denial of your 
request, you are hereby advised of this Agency's appeal procedures. 

You may appeal this decision. If you decide to appeal, you should do so
in the manner outlined below. NSA will endeavor to respond within 20 working 
days of receiving any appeal, absent any unusual circumstances. 
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• The appeal must be sent via US. postal mail, fax, or electronic 
delivery (e-mail) and addressed to: 

NSA FOIA/PA Appeal Authority (P132) 
National Security Agency 
9800 Savage Road STE 6932 
Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 
The appropriate email address to submit an appeal is 
FOIA PA Appeals@nsa .gov. 

• It must be postmarked or delivered electronically no later than 90 
calendar days from the date of this letter. Decisions appealed after 
90 days will not be addressed. 

• Please include the case number provided above. 
• Please describe with sufficient detail why you believe the denial of 

requested information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any 
further a ssistance and to discuss any aspect of your request. Additionally, you 
may contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to inquire about the FOIA 
mediation services they offer. The contact information for OGIS is as follows: 

Ends: 
a/s 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Rd. - OGIS 
College Park, MD 207 40 
ogis@nara.gov / 877-684-6448 / (Fax) 202-741-5769 

Sincerely, 

6 cr7-
d4~ 

PAULA A. GILL 
Chief, FOIA/PA Division 

NSA Initial Denial Authority 
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(U)PEEXTERNALP~GE 

(l'r:,sQ) The KRYPTOS Society and the Cryptanalysis Career Panel (CACP) are 
pleased to announce an exciting joint venture - a newsletter, designed 
to increase communication among the cryptanalysts within the Agency, to 
provide a calendar of related events, and to provide a forum for the 
exchange of ideas and questions which impact on the cryptanalytic 
workforce. This newsletter, which will replace the CACP's CRIB, and 
the old KRYPTOS newsletter, will be published on or about the first of 
each month, and will be available on ENLIGHTEN und~r org.kryptos, and 
on ESS as topic 1394. Limited numbers of hardcopy editions will be 
made available to those who are unable to access either of the above. 

TABLE OF CONTENTS: 

1. 
2. 
3. 
4. 

Introductory Words 
Communique from Chief z 
Calendar of Events 
Announcements from the CACP 

a. Professionalizations 
b. Descriptions of new CA Courses 

5. 

6. 
7. 
8. 
9. 
10. 
11. 

c. Biography of a new Intern 
Community Servic~ 

a. MEPP 
b. Z Technical Library 
c. Tech Track News 
d. Cryptolog Update 

Action Line 
Technical.Topic 
Telecommunications Training 
Book Review 
Puzzle 
Editorial Corner 
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• • 

• 
♦ • 

• • 
• 

• 
• • 

♦ 
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1. INTRODUCTORY WORDS • . 

• • 
~ -, -----, the President of ·the KRYPTOS Council, SCJ¥S: A 

strong community spirit has always been good for Cryptanalysis. 
However, with today's technology (e.g., the increased complexity of 
communications systems, the need to.•cryptanalyze• even Pf¼~ts of the 
system that are not enciphered, the increased pace of change to all 
parts of these systems), a community that fosters the shcfring of 
information and the ongoing education of its people is becoming 
absolutely vital to continued success. Couple this technical need with 
reorganizations, shrinking budgets, new management phiiosophies, etc. 
and communication within the CA workforce cries more lbudly for attention. 
With all of this in mind, the Kryptos Society and the..CA Career Panel 
have been looking into ways we can support one anoth~r•s initiatives, 
and thus CA in general. one of the more immediate needs was the 
•simple• dissemination of information. A second ne~d was involving 
more people in community activities and providing a forum for 
interaction between junior and senior analysts. 'J'his newsletter 
attends to both needs .. We enthusiastically support it and invite your 

l<b) (3)-P.L. 86-361 

participation and comments • .---------~-; ____________________ _ . 
Approved for Release by NSA on 09-28-2Q,.23, FOIA Case# 61704 
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***************************************************************************** 
(U) I l the Chairman of the CACP, writes·: Cryptanalysis 

has long suffered from a e9fflIIIWlications problem. Most of us are 
introverts, and prefer not fo_give talks or write papers. An 
unfortunate result of our preoctmpation with our own work is a lack of 
valuable information flowing both•f~om and to the individual analyst . 

• • 
The KRYPTOS Newsle.tter will not• ftia~e any of us into extrovert~, 

but.it will allow us to acquire knowledge wh:i.ch could help us 
do our jobs better. The editors hope to circu1a~e throughout.the 
cryptanalytic community critical current informatic,:q which many would 
otherwise have missed. •• • • . 

Some of us, recognizing the importance of interact!on. among 
cryptanalysts, will contribute to this effort by writing brief°p!eces 
for the Newsletter. All of us can stay abreast of developments i:d.qur 
rapidly expanding career field by reading its pages. •• • 

• 
**********************************************************************-

. ' . . -
///////////////////l////l///////////////l////////////////ll////l//l/.f'I 

2. COMMUNIQUE FROM CHIEF Z 
.. 

•• .. .. 
(U) I am pleased to be offered the opportunity to contribute.~• 
article to the first edition of the CA newsletter. My firs~:few weeks 
since replacing Harry Hoover have been rather hectic, with.•aenior 
promotion boards and the usual influx of spring visitors.adding to the 
usual turmoil of changing jobs and responsibilities. i•l:lave now begun 
arrangements to get out and meet with the people who.k~~ things 
running in spite of management changes, but that win. "take some time. 
In the meantime, let me tell you something about Jl'Yrelf, and my views 
of z Group and the future. • • • • 

♦ • 

~ I spent my entire career in vario~s•parts of the old G Group, 
until the Spring of 1986 when ;Har called•me and asked if I would be 
interested in moving to G03 as • deputy. During the eight 
years that followed, I worked w~i~t~h~--,~an~d:;;-e=ventually succeeded him as 
Chief of G03 and then Z03. While this involved me in· many parts of Z 

• 

Group• s operations time was lar el s ent in dealin with out ide. • • • • • • • • • 
organizations --

, in 
t e context 

• • • • : : I I I 
i,--------,.-.L,:!!:..L,..L..IL,,JL-'-L..&.,.a...L..1"-L..L..IL..L ...... ~....L..L..l"-,1-........... _._L..&....L.~"w&. ........... ......, ...... ~ •••••••••• ,, • 

nteresting perspective on 
outside forces that are likely to shape our future effort. 

f'].'S es~ Future use of cryptographic products is likely to be 
pervasive, and the technology will be diverse. Much of the plaintext 
traffic currently used in the Agency's product will be enciphered. 
Talking to industry, the view is unanimous that there will be a rapidly 
expanding private sector use of cryptography. Ironically, we see much 
less enthusiasm on the part of these new potential users, but 
integration of low-cost or no-cost security features in communications 
and computer systems is going to make this technology almost 
universally available to those who choose to use it.· The software 
industry is moving rapidly to incorporate data encryption, data 
integrity, authentication and access.control functions in mass market 

WW>-' 

I I 
"Cl U1 
• 0 
t-< • c:: 

Cf.l 
co 0 

"' IW 
WO "'I\.) .,,, 

I-'· 

. . . . . l(b) (3)-P.L. 86-361 
. . . . . . . 
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software packages. Cryptographic features are being added to 
communications hardware systeIIIE! and computer operating systems. Common 
carriers a:re preparing to offer cryptographic products and services. 
Users will have ready access to an array of security products, and 
encryption is likely to be applied on top of already enciphered data at 
different lavers in conanunications networks. I 1 

(S 899~ There is considerable pressure from vendors and from privacy 
advocates for standardization of cryptographic techniques and removal 
of controls on export of this technology. Moreover, the vendors want 
standardization based on publicly known algorithms of. proven security. 
However, there is a growing awareness among concerned governments that 
proliferation of equipment based on such standards would have a 
significant impact on their national security and law enforcement 
interests. They are closely following the debate in the u. s. over 

♦ 

♦ 

♦ 

♦ 

• • 
• • ♦ 

• ♦ 

♦ • • f 

CLIPPER and CAPSTONE, chips desi ed NSA for protection of sensitiv~ •• · ............ • 
but unclassified information • • • • • • • • 

They are likely to find similar 
methods to protect their own sensitive private sector communications. 
At the same time, most will not rely on commercially available 
equipment, particularly foreign-manufactured products, to protect their 
classified systems. The result will be a diversity of indigenous 
products, ranging in sophistication from manual to state-of-the-art •• 
hardware, used for end-to-end encryption independent of any securi~Y 
functions built into the cormnercial systems used. • • 

"l"1 s eee+. I . . • · 1 f 
program$ and Eecnnoiogy controls are imporEan(.factors in ou~ current 
and future capability; however, people a~e without question the one • 
critical factor. Having dealt with.these I lfor: 
eight years, I fully appreciate.thll important role they play in ~r • 
analytic effort, but they a,,re•us • • 
develo the techni es that make • 

. 
• . . • . . . 

e Agency s recognize cryptana ysis as its core 
d sc pine, and z Group is blessed with an incredible amount. of 
analytic talent. In my view, our cryptanalysts perform miracles and 
I'm confident that they will find ways to deal with the formidable 
problems of the future. 

• 

• . . .. 
♦ ••• . .. . . 

♦ 

• • . 
• • 

♦ 

• 
• 

• 
• . 

• 

• 

• 

• 

• 
• • • 

• • . 
• 

• 
• 

• . 

• 
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3. CALENDAR EVENTS 
• _](b)(.3)-P.L. 86-3~ 

.......... ·.: ♦• 
June 1 

June 1-2 
June 1-2 

June 2 

KRYPTOS Talk - Mus~.(113"0-1339) • 
on The Polish Solution of 

----t~h_e_En--,-i_gma ___ UNCLASSIFIEDl•• 
• 

Elder Car~ Expo (0930-1330, Op!ii N. Cafeteria) 
NPIC Expo (0900-1400, 3W156.OPS1) (TK rqrd) 

♦ 

• 
CMI talk - I-. J. Good (8930-1100, Friedman) 

(Legal Responsibili~y•and Probabilistic 

♦ 

• 
• 

♦ 

♦ 

9/23/2010 
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June 6-10 . 
June 8 
June 13 
June 13-17 
June 17 
June 20 to Aug 26 
June 20 to Aug 12 
June 21 

UPCOMING 

July 7 

Causation - UNCLASSIFIED) 

CRYSCO at CSE 
z Group.Picnic (Burba Lake) 
z Technology Forum (1300-1400) 
CA-305 
CMI Banquet (7 p.m., Holiday Inn, Laurel) 
SCAMP at La Jolla 
SCAMP at Princeton 
KRYPTOS TALK - (Friedman, 1300) 

CMI Talk - (0930-1100, Friedman) 
I 1.- New Results in Wavelet ..._ ___ ..,,,An_a.,...ly~•s!i.,) 

Page4ofl6 

(b) (1) 
• • 

day of TSP Op~ En:rollment;, • • • • • • • . . . . I 
(b) (3)-P.L. 86-36 

July 31 
Oct 17-21 

. PLAN AHEAD: 

March 27-31, 1995 
Oct 21, 24-25, 1995 

I 
Last 

• • 

CARD (GCHQ) 

• . 
• . . .• 

Conference on Computer Communications 

• 
• • • • 

I/////////I//////II//I////I////I///I////I///I////////I////I///////IIIII//IIII 

4. WORD FROM THE CACP -

• • . 

a. Congrats to those who were recently certified! ...... . . . . . . . . . . . . . . . . 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
*************************************************~**********************· • 

b. The CACP has also provided the descriptions for three new CA • ♦ 
course. In future issues we hope to have some reviews from some rec§!llt 
attendees. • • 

CA-104--Introduction to Cryptography and Cryptanalysis (U) 

~ Description: This course introduces new cryptanalysts 
to basic concepts of cryptography and cryptanalysis, • ♦ 
including transposition, monoalphabetic substitution • 
through syllabary squares, polyalphabetic substitution, .·•. 
and shift register devices. Basic computer application~ 
are also included. • 

(U) Duration:. Three weeks, full-time. 

• • 
♦ 

• 
♦ 

♦ 

♦ 

♦ 

• 
♦ 

• • 

• 

♦ 

• 
• 

• 
♦ 

• 
• 

• • 
• 
• 
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(U) Student Quali'fications: Cleared for Top Secret and Indoctrinated for 
Special Intelligence . 

.......................................................................... 

CA-112--1._ ____________ _...._1 ~UJ. (b) (3)-P.L. 86-36 ........... . .... ________ __. 

~ Description: This course will teach the student a variety of . 

1
"'111?tana1ytic applications using p,:ogr- frpm PAGislw"II such AS 

(U) ·Duration: Three weeks, full-time. 
... 

(U) Student Qualifications: Successful C01I1>letion of CA-110 and CA-123. 
Students must be cleared for Top Secret and indoctrinated. for · 
Special Intelligence. Assigned to NSA/CSS . 

. . . 

........•...............•....................................... ~ ....... . 

. . . 
w t--' 

"' "' I 
w 

"' CA-219--Advanced Cryptanalytic Techniques NHt ...... __ __. . . . . . . . . . . . . . . . . . . . . . 
Descripti.O!li. • 1'Q..i.s. i:ou;i:-se encrbi.es' tl'le' cryptanalyst to evaluate various . • • 
I ltechniques to select the best one to use in a given situation. .• 
The course is highly interactive-and some probl~ require teamwork .• 
to solve. Comnuters are used throuahout the course. Primary tooics • 

Duration: Two-three weeks, full-time. 

Student Qualifications: Successful completion of CA-261 and CA-223 or 
equivalent experience with the material contained in the courses. 

····························································~····~······· 

c. (,e+,,. BIOORAPHICAL PORTRAIT (Each month we will introduce one or two of'the 
most recent people to have joined either the CA Intern program or the 
CA Tech Program. In the future we may also include interviews with 
some of the more senior members of the CA comnunity.) 

I I the first new intern in fiscal year '94, is presently 
assigned to Z43,."33. In her second tour, she is workina on several 
projects, incl~ding I 

• . . . . 
- . . . 

i 

*************~************************************************************. 

I (b) (3)-P.L. 86-36 f (b) (3)-P.L. 86-36 
(b) (6) . 

9/23/2010 
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• 
I (b) (3)-P.L. 86-361 

. . 
• 

• • 

I I came on board in June of 1993 and entered the intern ..._ ___ __, 

program in July. •The variety of mathematical applications, diversity 
of the work that is done in cryptanalysis, and simply the 'challenge• 
of being able to break a cryptanalytic system,• she says, •is what 
interested me in this field.• 
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5 • COMMUNITY SERVICE 

a. Mathematics Education Partnership Program (MEPP) 

Back to School 

by.___l ------1..l . 
The desks seem small, the occupants short. I feel•eonfused and 
gigantic as my dazed eyes scan the Lilliputian scene be"fore me. 
There is so much noise! Laughter and shouts bounce off th,-wJ:1-lls and. 
a hundred (or maybe only 32) young, wriggling bodies try to fiha. 
comfort for hyperactive limbs iri the confines of sharply angled ••. 
desks. ••• 

•okay, students, settle down now,• says the teacher. 

My initial reaction to this is immediate. I look in vain for an 
empty seat to ieap into, hastening to obey the teacher's 
instruction. Then I remember: I don't have to sit down. I'm not a 
kid anymore. Oh, yeah. 

•class, we have a speaker today from NSA who's going to talk to us 
about codes and ciphers. Will you all please give her your 
attention?• 

I take a deep breath and smile. I remind myself that there's really 
nothing to be scared of. I'm the adult here. Besides, these kids 
have to listen to me because I'm bigger than them. Wow! A captive 
audience. I think I'm going to like this. 

Thi~ school year, NSA's Ma.thematics Education Partnership Program •• 
handled approximately 1600 requests from area schools for speakers.• 
from NSA to give presentations on a wide variety of math-related • • 
topics. Of the 1600 requests, the MEPP was able to fulfill over• 
1200. While the objective of the Math Speakers Bureau is to increase 
student interest in mathematics., the benefits of the program• extend 
beyond this to include the speakers themselves. .• 

• ♦ 

♦ 

I volunteered for the Math Speakers Bureau because I bliought it might 
be fun to convey some of my interest and enthusiasm ♦lor cryptanalysis 
to students. Okay, I thought, a few times a month+ •I• 11 go and say my . . 

♦ 

♦ 

♦ 

♦ 

• 

• 

• • . • 

♦ 

♦ 

• 

• . 

♦ 

♦ 
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piece to some school and that will be that. A small contribution to 
the community and a chance to get out of the office every once in a 
while. No big deal. Well, I was wrong. 

For one, I discovered how much I enjoyed teaching. I loved being 
able to talk about something that I think is really neat and try to 
find a way to get others to think so, too. The experience of 
revealing the mysteries of monoalphabetic substitution ciphers to 
students, who, for the most part, were practically falling all over 
themselves with excitement, was a new one. I couldn't remember the 
last time anyone had ever listened so hard to what I was saying. The 
excitement was contagious. 

I also found that I really enjoyed working with students in the 12-13 
age group. They were old enough to demonstrate sharp mental skills 
but still young enough to be unafraid to show their enthusiasm. 
(This was not quite the case with two high school classes I spoke to 

whose participants seemed more eager to be excused to go to the 
bathroom or to pass unenciphered notes to each other!) I was 
impressed by the skills and behavior shown by 6th and 7th grade 
students and there were more than a few whom I would have given 
serious consideration to adopting! 

And I was given the chance to revisit my own days in school--to,once 
again see walls adorned with brightly colored,posters on everything 
from subject and verb agreement to world geography to recess rules. 
To smell that peculiar perfume of chalk dust and slightly spoiled 
milk which only schools seem to have and to however briefly feel the 
connection between my school days and my present. To be surrounded 
by youth in all its manifestations, both large and small. It was 
like taking an elixir for the illness of routine and tunnel-visioned 
maturity. 

As you can see, I can't say enough good things about being a speaker 
for the MEPP. It has been a truly enriching experience for me and, I 
hope, for the students I have spoken to. For more information, 

Page 7 of 16 

contact I I MEPP coordinator, at I · I See you in 7th 
grade! · · · • • · · · • • • • • • • • ■ • • •••• •■ : : : : : : : : : : : •■ 1 1 -1 , ~ _ ., •• 

************************************************************************* 

b. Z TECHNICAL LIBRARY 

(U) Although the use of the Technical Library has increased 
substantially since the formation of Z Group, we would like to remind 
everyone of this valuable resource and encourage you to take advantage 
of it. ----------------------------------------t ■ ■' ■ ■ ■ Ill ■ 

• . . 
. . 

. . . 
. • . • 

• • 
I. 

♦ •• 

♦ • . . 
• ♦ 

• ♦ . . . . . . . . . . 

~ You can browse through library. •ho!dings and. t~~n · request a 
library paper without leaving your desk,. -Simply cal~~h~••tlc" . 
system administrator, I _ on I l.!3-na she will set . 

. ,, ... . .. . .. .. . .. .. . . .. 
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up an account on •bimini• which will allow yo~ to search for, and 
request, documents via •tlc•. we have prepar~d a handbook to help you 
use •tlc•, and you can get a-copy from the library. 

~u can also stop by ·the library or call I l with a 
request. c:::::J.will reproduce the document requested - originals ~ever 
leave the library,. Normally, you will receive the document within.a 
working day of your•reqp.est. Obviously, compartmented papers are • 
subject to greater restrict.ion. Eventually, we will have softcopy •. . . . . 
versions of papers so that we•oa;n satisfy a request electronically. • • . . . . . . . 

~ To keep you current on new•aqciitions to the library, a • 

Page 8 of 16 

newsgroup, 
updated monthly. 
available. 

has been• adqed to ENLIGHTEN. It is •. 
For those without• ~GHTEN, a• :p.1;inted version is • . . . . . . . . . . . . . 

•·· • • • ♦ 

(U) We hope this info:nnation will encour;;e~cu. ~~•uS'e.~he Z •. 
Technical Library. If your organization has any technical d.dC\llll~t!s, • •. 
which can be_donated to.the lib7ary, pl~se call I I Suggest1en~•: •• •. 
on how the library can improve its services. are also weicdnte~ • • • • • • • • .• •• • • 

c. TECH TRACK CORNER 

. . . . . . . .,, . . . . -: .. 
w 
I 

"O The DDO Honey Pot ...................... . . . . . . . ·• 

byl I 
With regard to the Tech Track: 

DDO has a large fund available for technical health needs, but •• 
no one seems to be aware of· it. This money can be used for textbooks, .•..♦ . . 
conference expenses, or any technical health purpose not covered • ~ 
adequately by conventional funding. Requests should be made through •• • • .t 
the Group Plan Director for the Tech Track, in our case Floyd Weakley .• .:• 

•• 
•• •• •• 

for z. However, requests can be presented to anyone associated with.•• 
the tech track, e.g. TTRP members or skill field reps, career pane.l~, 
etc., who can in turn make a formal request through Floyd. Th~ -plus •• 
side to the bureaucracy associated with the Tech Track is that there 
are lots of people around who are involved, and should be.able to help.•• 

.. 
•• 

• ·• . • . . • ***************************************************t**************** .. #:""* 
• • • • 

~- CRYPI'OLOG • • 
• • . . 

• • 
• • • • • 

~ CRYPTOLOG has a new edi.torial staff which is wo:i:;lting to 
revitalize th~ publication. With a focus on the informal • • ♦ 
exchange of info:nnation and ideas.among SIGINT professionals,.afticles 
are being sought which promote exchange and understanding aJI\Pn§ our 
technical disciplines. In tltat spirit, you are invited to contribute 
articles, letters and refiews to .CRYPTOLOG. I (: I . . . _ is the Cryptanalysis representat;1--ve on the 
Board of Advisors. She ~an provide editorial guidance and.will be happy 
to accept articles for publication. • • 

• 
, . 

•••••••••••••••••••••••••••••••••••••••••••••••••••••\■■ ••••••••••••••••n•• 

ll//llll//l//l/ll/ll/lllllllll/llllllll//lllllllllll(IIII/III/II/IIII/II//I 

6. ACTION' LINE 

r 
• • 

• • 

• 
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(U) QUESTION: The comment was made at the 1994 CA Conference that, whereas 
morale had been a problem the previous year, it no longer was 
now. I think what really happened is that there was such a clear 
non-response to morale problems that people quit discussing it. 

(U) Management in z Group has yet to respond to some of the morale 
problems.created by the reorganization, and should provide some means 
of communicating these problems to management, other than town meetings 
that can put those with complaints in a high pressure, potentially 
embarrassing situation. 

signed •sleepless in z• 

ANSWER: From Chief Z 

~ The 1993 CA Conference was held less than a year after the 
D00 restructuring, the creation of z Group, and a major internal 
reallocation of resources. Not surprisingly, the changes that were 
taking place created some unease withip the workforce and were the 
cause of some of the morale problems surfaced by the Conference 
participants. In particular, the drawdown of the effort against the 
Soviet problem and the reallocation of· resources to other problems left 
a number of people.uncer~ain about their future. Many were moved to 
new jobs, some requiring new skills. Some of the organizational 
changes resulted in confusion over roles and responsibilities. In 
retrospect, there are clearly things that could have been done to 
handle this transition more smoothly. 

(U) While there was less attention focused on morale during the 
1994 Conference, I certainly don't interpret this to mean that we have 
solved all of the problems tha~ were cited in the 1993 Conference 

.report. I hope that we can make more progress toward this objective in 
the coming year. Input such as that provided by the Conference 
attendees is invaluable in identifying the kinds of problems that we 
should be focusing attention on, and I hope that we can find other 
means to allow individuals to comfortably communicate such concerns. 
We have an exceptionally talented workforce in z Group and a 
challenging set of problems facing us in the future. We cannot afford 
to let poor morale or lack of motivation prevent full and effective use 
of our talent. 

*************************************************************************** 

-+@+- QUESTION: 
a) How many people are C/A certified? 
b) What is the breakdown by grade? 
c) Currently, how many aspirants are there? 

signed, "an aspiring cryptanalyst• I (b) (3)-P.L. 86-361 

ANSWER: Provided by I ( •cACP E~~c· • • • _ ■ :: • ■: ":":·,·,.-.. • . - . . . . . 
a. As of 24 May 1994, there are o~:.o~:~s~~~aii;e~ Cryp,t.~lysts here. 
b. The breakdown by grade i~.-· • .• 

• • • • ♦ 

SLE D" • • . • • 
♦ 

• 
♦ 

9/23/2010 
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c. 

SCE 
15 
14 
13 
12 
11 

•••••••••••••• ■ ■ •• ••••••••••••••••••••••••••••••••••• 
••• •· ••• ■ • 

There are Oaspir~~ts0r • 0th; 0d~~tribution by grade follows: 

GRADE 
15 
14 
13 
12 
11 
9 
7 
5 
4 

Milita 
Enliste 
Officer 

ASPIRANTS 
■ ••••• ■ ••••••• 

♦ 

♦ 

♦ 

An aspirant for Cryptanalysis certification is jyonr•who has 
registered with the Cryptanalysis Career Panel, with the 
intention of pursuing professionalization in Cryptanalysis. 
Registration consists of submitting a recent Personnel Summary, which 
includes job experience descriptions and lists of training courses 
completed. Professionalization in Cryptanalysis requires the successful 
completion of six major categories: 

1. ·Three years cryptanalytic experience 
2. Three diversity assignments, each at least six months in length 
3. Training courses, as described in the criteria document 

CA-104, CA-107, CA-110, CA-112, CA-123, CA-219, CA-223, CA-261, 
CA-D01, EG-243, MP-119, and either MP-220 or MP-227 

4. Passing the CAPQE 
5. Approved Technical Paper 
6. Approved Computer Program 

tr 

w 
I 

l"t:J 

co 
(J'\ 

I 
w 
(J'\ 

*************************************************************************** 

(U) QUESTION: Is it true that the Z Group Vision Statement was recently 
changed? If so, why and by whom.or by·what committee? Also, how does 
the new statement differ from the old one? 

Signed by "curious in Z" 

ANSWER: Provided by Tom Yodzis, .the z TQM coordinator 

"Yes, the z Vision Statement was changed, though not recently. 
About a year ago, Mr. Hoover felt that the original Vision Statement 
could be more effective if it were shortened. 

Thus, •Turning Today's Challenges Into Tomorrow's Successes 
Through Innovative Cryptanalysis" became •To Read Tomorrow's Enc.iphered 

(b) (3)-P.L. 86-36 . .---------------------------r 
9/23/2010 
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Communications•. This new vision is presently being put on plaques for 
mounting at several highly visual points within Z Group. They should 
be seen shortly.• 

Page 11 of 16 

*************************************************************************** 

T'1PeYQl_ QUESTION:. "Why does the CA Intern Program, whose graduates go 
mostly to z group, reside in Personnel, while the CMP program, whose 
graduates mostly leave z group, warrant its own division in Z?• 

ANSWER: Provided by ...._ _______ ___,_ ... 
The Cryptologic Mathematician Program (CMP) •was•est~;l.ished to 
support the entire mathematics community at NSA, not ju$b z.Group. 
Each technical Key Component invests billets in the program an"d•Y«aaps a 
return on its investment in the form of graduates, roughly in • • • • •• 
proportion to the number of billets invested. Of the approximately Q • • • • .. 
CMP graduates still at NSA about I tare• :i:11' t'ho • • • • • • • 1 "1 •• •• •• •• •• •• ••"■•'!.■ 
Operations Directorate. M~st of that c:Jar~ 1in •z•.- "in" ;.~c~t y~;r~: • • tr 
the rate of CMP billet support from z has increased to about.c:J:--and w 
the proportion of graduates staying in Z has risen to about LJ ~ver• • • • • • • • • • • til 
the past five years. • • • • • • • • • • • • • • ·• •· •· I:"' 

For the rest of the question, let's review a little history. There 
had been a major math hiring effort in 1951-2, known as the Junior 
Mathematician Program, but that was not sustained. The Cryptologic 
Mathematician Program was established in 1963, when it became clear 
that there was going to be a sustained and rather large math hiring 
effort again. Since most of the new hires were assigned to the 
Operations Directorate, the Operations and Personnel managers at the 
time agreed that it should be administered in Operations, and Pl was 
given the responsibil~ty to run the program. 

Just a few years later, other disciplines decided that they, too, would 
benefit from a program similar to the CMP. This time, though, the 
Personnel managers decided to set up a career development program, to 
include career panels; and such a comprehensive effort, they decided, 
shoula be run from the Administrative Key CompQnent. The first intern • ♦ 
program to be established was for cryptanalysis, and several others : 
were set up in quick succession. Although many of these programs were. 
geared to Operations, not all were, which gave additional support to.♦ 
the notion that the intern programs should be run from Personnel. 

When the Mathematics Career Panel was established, they decided nqt to 
set up ·a mathematics intern program, because the CMP was already in 
existence and meeting that need. I think there have been quest~ons 
raised from time to time about why the CMP is in the OD, and th~ best 
answer may be that it was just a matter of timing. The CMP was first, 
and it was successful; and there has never been much motivation to 
dislodge it from Operations. It became a division because the 
reorganization of the OD in 1992 did away with its former kome base, 
Pl. • • 

You may be interested in knowing that there is at· least. "one other 
officially recognized Agency program which enjoys a status similar to 
that of the CMP--the Resident Signal Engineering (RSE.) Program, 
administered in RS. It was established several yead ago, well after 
the advent of the intern programs, a~d was modeled.after the CMP. 

• 

• 
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I (b) (3)-P.L. 86-361 
~------~ ••••• ~ ■ ••••• ■ •• ■ ••• ■ •.•. ■ •••• ~ 

. 
• ft W ■ a~ ft N ■ " W ■ ■ • ■. ■ ■ ■ ■ ■ ■ W ft ■■■■■■■■ R ■ ■·■ R ■ ■ ■ ■ N ■ ■ ■ ■ ■ ■ ■ ■ 11 ft ■ 9'1 ■ If ■■■■ It II ■■■■■ I ■ ft ■■■ N ft . 
l/////////l///l//////l////l/////////l///l//ll//////////l//l/l//l//ill///// . 

• 
7. TECHNICAL EXCHANGE -

from Chris .Copple, LJ 
(Editor's note: Chris' Technical exchange artical was classified 

at a level that was not allowed on this home · 
page. we have removed it so that the remaining 
articles could be viewed. Those within z group 
can see the entire newletter including Chris' 
article 

************************************************************************* 
/II////II/II//I///I/I/////////I//////////I//I//////////////////I//////II/ 

8. TELECOMMUNICATIONS TRAINING 

~ The Z Telecommunications Training Board (ZTTB) was established by 
Chief z to help ensure that the z work force is adequately trained in 
modern telecommunications technologies. These technologies are having 
and will continue to have a significant impact on z Group targets and 
missions. Collection, processing, and I 1all are 
essential to our missio~ and all are affected by technologi~a\ 
advances. • • • . 
~ Last year, the Z Telecommunications Training Working Group (ZTTWG); • • •• 
a group of Z technical experts, studied needed and available training. ••• 
They surveyed available training courses, both NCS and external, 
and evaluated them on their applicability to Z Group needs. 
The ZTTWG report recommended creation of a standing group to address 
training is·s~es, and the ZTTB is that group. 

~ The ZTTB works to identify necessary training needs and find 
suitable presentations. It is investigating overview training as well 
as tightly focused offerings. In addition to reviewing and 
recommending established classes in NCS and from external sources, the 
board sponsors the development of in-house seminars which take 
advantage of the many ~ubject matter experts in z Group. One example 
of this approach was the recent one-day seminar on data compression, 
presented on May 17. The board is also working to acquire videotapes 
of selected talks, to be available from the z Library. · 

~ It :i,s imperative that we in z know what telecommunications systems • • 
are doing for us and to us. The bit faiey cannot be trusted these • 

• • 

days (never could be, really), I r 
L--1 -----~-___,[ 
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•• • • . . 
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z ne~ds analysts who are able to exploit 
L.m-o...,....e_r_n___,,t,...e-l.-e_c_omm--u--1onications• l:ul"l.y: • " " " " " " " " " " " " " " " ' " " " " ••••••• ♦----------, 

(b) (1) 

(U) If you are a supervisor, you should encourage your people to take 
advantage of the training opportunities. Also, you should develop a 
list of necessary knowledge and skills, and make these needs known to 
the ZTTB through your office representative. 

(b) (3)-P.L. 86-36 

(U) Individuals should look for ways to expand their knowledge. If you 
find something good, let others know. It doesn't have to be a class 
or a seminar-a good book is gold. Find out what you need to do 
your job and make your supervisor aware of your needs. 

(U) The board is interested in high quality presentations, and so 
seeks out and listens to feedback on training events. If you attend a 
valuable session, let your office representative know, so we can make 
more people aware of it. If a training event is not all that it should 
be, we want to know that, too. 

The members of the ZTTB are: 

. . . 
• • "H •• H •• " ". II H n H.""" ••• II ••••••••••••• H n. II •• a It. n n •• II" ..... II II. n" II n ••• II II 1111 llfl" . . 
/II//II/I/II/I/////I//////I//I/////II///I/I/I//II////////II////////II//// ■ • 

APPLIED.CRYPTOGRAPHY L.I ______ ___.I ~~;i~~~ri · 
• ■ •••••••••• • •• 

9. BOOK REVIEW: 

Applied Cryptography, for those who don't read the internet news, is a 
book written by Bruce Schneier last year. According to the jacket, 
Schneier is a data security expert with a master's degree in computer 
science. According to his followers, he is a hero who has finally 
brought together the loose threads of cryptography for the general 
public to understand. Schneier has gathered academic research, internet 
gossip, and everything he could find on cryptography into one 600-page 
jumble. 

The book is destined for commercial success because it is the only 
volume in which everything linked to cryptography is mentioned. It has 
sections on such-diverse topics as number theory, zero knowledge .• 
proofs, complexity, protocols, DES, patent law, and the Computer .• 
Professionals for Social Responsibility. Cryptography is a hot topic.• 
just now, and Schneier stands alone in having written a book on it.• 
which can be browsed: it is not too dry. .• 

Schneier gives prominence to applications with large sections.on 
protocols and source code. Code is given for IDEA, FEAL, t:idple-DES, 
and other algorithms. At first glance, the book has the J.dok of an 
encyclopedia of cryptography .. Unlike an encyclopedia, however, it can't 
be trusted for accuracy. .• 

9/23/2010 
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Playing loose with the facts is a serious problem with Schneier. For 
example in discussing a small-exponent attack on RSA, he says •an 
attack by Michael Wiener will recov.er e when e is up to one quarter the 
size· of n.• Actually, Wiener's attack recovers the secret exponent d 
when e has less than one quarter as many bits as n, which is a quite 
different statement. Or: •The quadratic sieve is the fastest known 
algorithm for factoring numbers less than 150 digits ..•. ." The number 
field sieve is the fastest known factoring algorithm, although the 
quadratric sieve is still faster for smaller numbers (the break even 
point is between 110 and 135 digits).• Throughout the book, Schneier 
leaves the impression of sloppiness, of a quick and dirty exposition. 
The reader is subjected to the grunge of equations, only to be confused 
or misled. The large number of errors compounds the problem. A recent 
version of the errata (Schneier publishes updates on the internet) is 
fifteen pages and growing, including errors in diagrams, errors in the 
code, and errors in the bibliography. 

Many readers won't notice that the details are askew. The importance of 
the book is that it is the first stab at.putting the whole subject in 
one spot. Schneier aimed to provide a •comprehensive reference work for 
modern cryptography.• Comprehensive it is. A trusted reference it is not. 

Hll ■ n••·••11n ■ ••···••n11••··••n11t1t1IIHWNllftfl'llffHll ■ Nftllllft ■■ 11 ■ 11••··••1tffllllfttlHH ■■ ffllllH 

ll///ll////lll//l/ll/ll///l/ll/llll/llll//lllllll/ll////l/ll/ll//l//l//ll 

10. PUZZLE 

9 to 5 

Nine of the clues below lead to 5-letter words which are to be entered 
vertically into the diagram. The other clue gives a word of 9 letters 
which can be entered horizontally in the middle row. The clues are in 
no particular order; it's up to you to figure out which words go where. 
As a help, all of the letters for the 5-letter words are taken from the 
9-letter word. Solution next issue. 

bury 
evildoer 
unmoving 
because 
Le Havre Holy 

tips 
worth 
up 
misdeed 
sting 

+---+---+---+---+---+---+---+---+---+ 

I I I I I 
+---+---+---+---+---+---+---+---+---+ 

I I I I I I I 
+---+---+---+---+---+---+---+---+---+ 

I I I I I .I 
+--~+---+---+---+---+---+---+---+---+ 

I I I I · I I I 
+---+---+---+---+---+---+---+---+---+ 

I I I 
+---+---+---+---+---+--~+---+---+---+ 

Send your answers to! ~ and next month we will 
publish the names of those who correctly solved this puzzle . . 

• 
n11 ■ n11n11nllHIIIINIIIIN ■ llftll ■■■ nn ■ nHUffHH ■ lflllfllll•·······················"""····"·· . ... I (-b-) -( 3-)---P-. L-.-8-6--3-6-,1 

------------------------~-~· 9/23/2010 
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11. EDITORIAL CORNE:Q 

If you have a relatively short technical treatise which you think might 
appeal to our readers, please submit it to any of the editorial board. 

In fact, if you haye anything you would like to have considered for 
inclusion in future issues, please forward it, IN ASCII format, to one 
of-the POCs listed below. 

We would very much like this newsletter to represent a br~d 
cross-section of the CA community - we need some more volunteers to 
help us, however. Perhaps you would like to work on one of the topics 
in this issue, or perhaps there is another topic which you think should 
be included in future issues. Either way, we would like your input, 
and help, so give one of us a call. The more people who divide up the 
work, the less burden on any one person. 

NOTE: we MUST receive any submissions for the July issue by 24 JUNE. 

********************************~*************************************** 
EDITORIAL BOARD 

~1 ____ .,_1 Puzzle Editorl I 
Jack lngram~•C~tologic History Museum: 

1~s~ ·. ----------. .. . . . . OFFICE Reos . . . 

Ret1:1rn to Kryptos .lf9m~ P'1g~ 

NSA. Home Page 

. 
• 

(b) (3)-P.L. 86-36 .. 
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NOTICE NOTICE NOTICE NOTICE NOTICE NOTICE NOTICE · NOTICE 

This will be the last .issue of the newsletter mass-mailed to all of z. · 
All future issues will be posted to ENLIGHTEN (under org.kryptos) 
and also available through ESS (1395). For those who are unable to access 
either ENLGIGHTEN or ESS, we will set up an e-mail alias. Please let your 
Office POC know if you need this service. 

II/I///I//III//III/I/III//II/III//IIIIII/IIIIIII/IIIIIIIIIIII/IIIII//IIIIII 
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llll//l/l//lll/lll//lllll/l/l/l//lll/ll/llll/lll//l//l/lllllllll(II/IIIIII 
------------------------------------.-------------------------------------
1. PERSPECTIVES IN CA - (We will be asking CA Seniors to conti'ibute their 
insights. We hope to feature both a Zand a non-Z perspective each month.) . . . , I Chief I • I .._ _____ ...,__ . . . . :· .. 

NSA's research is a series b! ~i~, each with a di.stinct•but 
overlapping role to play in assuring that cdr.rent.and future "•• 
cryptanalytic challenges are met successfully. For "ctyp,tfl'l;_&lysis these• • 
links form a circular chain WQich extends from an outside orgdn!l.z~tion, 

a. (! eee, 

• IDA/CCR, to te . . . . • • ••••••• 
important role, , 4 11 : : ~• • 

l<b) (3)-P.L. 86-361 

. 
ink is evident to all .and, it works ♦very well. 

. 
• • . 

. . 

Approved for Release 'Qy NSA on 09-28-2023, FOIA Case ft 61704 
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z•s window to the outside world. It administers grants programs, 
provides our interface with IDA/CCR, provides theoretical research on 
general questions of cryptanalytic interest and finally and most 
i111Portantly it contributes directly to z problems in terms of integrees, · 
~rectly working on z problems, and participation in SCAMPS, miniSC&ll\PS, 
expert conferences, working groups, and seminars such as ACB and CARD. 

In today's environment of swift technological c:hange, a viable 
technical organization such as z must guard against the propensity to use 
all of its energy fighting today's problem, otherwise it will surely lose 
tomorrow's battle. Research is not a luxury, it is a nece~sity. 

[Editor's note: Joe has also started to write a short historical perspective 
on this subject which may be published in a future newsletter.) 
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(b) (1) 
(b) (3)-P.L. 86-36 

(b) (3)-P.L. 86-36 

b. (U) 

......................................................................... I 
•••••••••••••••••••••••• ■ •• ■ ••••••• ■ ······~--------I I . . . . . 

. Chief R51 - AN R51 FABLE •••• ■ • • • • " • • •------~- ······~······· . 
(Editor's note: I IRSl Fable was classified at a level • ♦ 

that was not allowed on this home page. We • • 
have removed it so that the remaining • 
articles could be viewed. ) • ♦ 

• 
• 

In order to see the entire newsletter ~liek h~re • 
• 

• 
• 

• 
lllllll/lllllllllllll/llllllll/llllllllll/lllllllll/lll/llll/lll/llllllllll 

2 • CALENDAR OF EVENTS 

UPCOMING 

July 1-4 

July 4 

• 
• 

• 

• 
• 

• • 

First Annual Meadefest (J!urba Lake -
1730 on the 1st, 1200-2300·July 2-4) 

Fireworks at Burba La~e 

• 
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July 7 CMI Talk - (093Q-;,1}-Q0_.. 0 F■rf~n) • • • · ••••• )<bl (3)-P.L. 86-36! 
t !- New Results in Wavelet • 

Analysis) • • 
• • 

July 8 KRYPTOS Literature Contest Papers Due 
<P<l9.__ ______ ___.r 

July 11 z Technical Forum •Modem Error Correction• 
by! k1300-1400·, OPS 2B, 
Rm #6) (see TECHNICAL0 J!Xtl!AN8B for. :rpqre ..... 
details) • '!<bl (3)-P.L. 86-36f 

Last day of Thrift Savings Plan Open Enroi1mzit0 
• . . July 31 

Aug 8 
. . . 

Z Technical Forum Talk - As:Jh.ro:dous Transfer 
Mode (ATM), byl _ . 

Aug 15 - Sep 15 
Aug 20 
Aug 21 

Flexible Employment Open season 
Aviation Appreciation Day - Tipton Airfield 
Raindate for Aviation Appreciation Day 

Oct 17-21 . . . . ···-----------, 
PLAN AHEAD: 

March 27-31, 1995 

Oct 21, 24-25, i995 

CARD (GCHQ) 

Conference on CODQ;>Uter communications 

lllllllill/llll//llll/llllll/l/llllll/llllllllll/l//lll/l/lllllll//lll/ll/ 

3 • WORD FROM THE CACP -

a. (U) Congratulations to our most recently certified cryptanalyst -

•••••••••••••••••••••• .1 •••••••••••••••••••••• 1 ............................. . . . . . .. 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

b. ~ ·INTERH BIOGRAPHY (Each month we will introduce o;ie 'br .t~ of 
the most recent people to have joined either the CA Intern program 0 d'.r• •• 
the CA Tech Program. In the future we may also include interviews with • • • •• 
some of the more senior members of the CA conmunit:• l TWo CA interns •, 
are responsible for these profiles. ! . !interviewed this ~-<b_>_<_3_>_-P_._L_._8_6_-_3_6~ 
month• s Intern, and I ~a!ted the• attic: e: • " • " • • "' •. •. •. •. •. "'• •• •·-.-■ ':' :• . . . . . . . . . . . . . . 
• N 111111 II ■ R II ft ft ■ II.II ■ ltll II tt• N It ■ II ■■■■ N,Jt 11 ■• ■ •■ 11 , ■•■: ■-■ :: .. •■ : ■■■■■■ ■■ ■ N ■ II ■ II ■■■■■ NII N 1111,111 ♦ ♦ 

~ 1. f i~. ~urrently working on her :i:st to:r in ,Mf i: . • • 
She is assigned tol _ _ _ • • ,- I • 

- . . . . I :•: 
• • • • • .. 

• • • 
·•: _________ ....., 

• . . • . . . 
. • . • 

. • 
. 

• • . • . • 

. • 

• 
• 

• • 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

~------------~ 

(0) I I saw the intern program as a chance to finaily get over to 
"the other side of the house• and try cryptanalysis firsthand. In 
fact, it was her interest in Cn'l)tanalysis that brought•her to the 
Agency. Meeting an NSA recruiter at a career fair hes•senior year of 

• 
• • 
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eollege led her to research the history of cryptanalysis. She decided 
that the Agency's mission sounded much·more interesting and worthwhile 
than most of the other jobs availabie. 

,--------------------------------r 

C. (U) r I Chairman of the CACP, has brought to our attention a 
briefing recently pre'sentea .tp the CACP by three Z412 cryptanalysts who 
conducted a survey relating to•c~•d'erbi~ic;i.~ion. (A recap of their 
findings is presented.below.) Bob would like ~d ~ad tnat the CA Panel 

Page4of18 

. . . .. . . [§::ill] 

would be interested in other ideas too. · • • • • • ·• · • •••• 
• • • • • • • • • • • • ■ • • • • • • • I • I • • ■ • I • ■ • • • ■ ■ ■ ■ ■ • • ■ ■ • ■ • • • • ■ • • • • ■ • I ■ • ■ ■ • • ■ • a • • • • ■ ■ 

Dear Cryptanalysts: 
• •~J _<_b_> _<_3 _) -_P_._L_._B _6--3_6_ . . . . 

You might think that we are the founders of the Cryptanalysis .• • 
Liberation Front, but au contrairel Actually, we are just three cont::erned cryptanalysts. 

♦ • 

• • 
After listening to several frustrated co-workers in Z4 who are-trying 

to get professionalized in CA, we decided to approach upper management • 
with our concerns .. We were encouraged to research the pops1ble pr~blem; 
areas and to present our findings to the CA Panel. .• • . . 

With the help and guidance of .-1-------~r the career ." 
development advisor in Z4, we formulae~ a course of action; Wanting•to 
know how other cryptanalysts in z Group felt about this topic, ·we • 
created a survey. We asked the Chairman of the CA Panel, another 
member of the CA Panel and the chief of Z41 to review the questions ~n 
the survey to obtain their.comments. and suggestions before it was s~t 
out. The survey was e-mailed to division level management requesting 
that it be passed to all members in their division. We received ofer 
130 responses. We also called seveJ1 other career panels in order.to 
accumulate ~heir professionalization criteria and statistics. In• 
addition, .we talked to M33 to get information about the Job Task." 
Analysis (JTA) procedure and status. A JTA is performed to obtain 
legally defendable professionaiization criteria for a career fiEl'ld. 
Finally, we acquired a copy of the Work Transition Force's report on 
the needs of NSA's work force in the year 2000. 

using the above mentioned data, we gave presentations t0°the Z4 
Technical Advisory Board (Z4TAB) and the CA Panel at their JU!'1e 
meetings. Based on survey conments, we proposed some alter?Ulcives to 
the current professionalization criteria and procedure. The.members of 
the CA,Panel ·were very interested in the thinking of the cryptanalytic 
community and expressed their desire for aspirants to seek iheir counsel. 

one of the slides in our presentation that you might"find 
particularly interesting contained the results of the sur,iey for those 
that are certified. (Sections of it are presented below.t 

***** certified ***** 

Number of people surveyed: 90 

4. Number of attempts to pass? 

Exam: 1-5 Paper: 1-4 Program: 1-3 

6. What part caused difficulties? 

. . 
.. . 

. . 

. 
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Exam: 32 Paper: 12 Program: 9 

8. Satisfied with the CA professionalization? 

Yes: 37 Neutral: 11 No: 31 

9. A written exam of the type currently us~d is a good measure of 
cryptanalytic ability? 

Yes: 64* Neutral: 8 No: 14 (*many of these said •Yes, but ••• ) 

10. Having writing and oral skills is a good idea for professionalization? 

Yes: 77 Neutral: 6 No: 4 

11. Having programming skills is a good idea for professionalization? 

Yes: 69 Neutral: 5 No: 14 

12. would you like a CA professionalization where a person can choose to 
be professionalized in one of a number of specialty areas that best 
describes her or his career field? 

Really ];>ad idea: 19 
Bad idea: 24 
Neutral: 14 
Good idea: 19 
Really good idea: 13 

We would like to thank not only those who responded to the survey but 
also those who showed great interest and support during the entire project. 

We have a handout of the slides we used in the·briefing, a handout 
containing all the comments from a random saJll)le of a third of the 
respondees, the letter from the Chairman of the CA Panel in response to 
our briefing and a copy of the survey in softcopy foxm. If you have not 
yet received any of these via e-mail and you would like them, they are 
available. If you are in z, please ask your Division Chief, as they were 
sent to Zdistro3. If you are not in z, e-mail any of us with your request. 

Sincerely, 

l j(b) (3)-P,L. 

·••l!ll••························t ••• . ' .. ._ __________________ _. . ·.. . . 
. . ·.. . : . 

♦ ♦ 

******************************************************************~'·•'*** •• 
/l//llll/lllllll/l//l/lllll/llll//llllll/l///lllll/ll/l/llll//(}itrlill//l••.♦ 

4. TECHNICAL HEALTH 

a.~ TECH TRACK CO!UmR 

. . ... . . . . . . . 
• • •• 

♦ 
♦ 

• • • • • • • • ♦ 
• ♦ ♦ 

♦ 
♦ ♦ • 

♦ ♦ • . . r 
The Cryptanalysis Technical Tr.~k; •subm.1.· tt!;d by I • 

♦ ♦ ~------.• ........ -~. 

I. Current Technical Track Review Panel (TTRP) 
♦ • ♦ 

Voting Members: 
• • .-------t'rChai™!1··· 

,.________.[ 
. 

• 
• 

• 

♦ 

♦ 

♦ 

. 
♦ 

♦ 

• 
♦ 
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...______.,,I.. 
Floyd Weakley- •• . . 

• • • • • J joined as new members in June .._ _______________ ... 
. • ... 

Non-Voting: Executive • •••••• • ... 
Piinl!! Asst. Executive•••• •••• .... : : . . . . ... . .. : . . . . . ..... 

··•--:ii:.i:.~-- •••• 

! z Plan ~,=====:11....~, [€A . . 
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. . . \ \ " ..... II. current CA Title Distribution: (includes TTRP members) ,. ,. ,. .. ,•-.,.._.-_______ _ 

] (b) (3)-P.L. 86-36 Member Senior Member Master ··············~--------• • 

Note: There is no •expected" or pre-set distribution. These • • 
numbers represent those who were the first to apply, including those.• 
select~d to serve on the Panel itself, evaluated against the publi~lted 
criteria for CA Titling. .• 

♦ 

III. Needed: A few more good cryptanalysts! 

• 
• 
. .. 

•• .. .. ... . .. ... . .. ... . . .. . 
New tech track applications continue to come :i,xf. Those from the:"' 

more senior members of the COllmlUDity are especially.dncouraged, since : 

• ... 
(1) The use of titles allows quick.identification of the : 

resources available in the community,.when special needs ariser., 
♦ ~ 

(2) Promotion boards are be:i.rig advised to consider 
technical track status, and .• . 

• 
(3) Technical titles may soon be used in the selection• 

process for newly established titled technical positions. • . ' . 

.. .. .. . . .. .. .. .. .. .. The process is relat..i.vely simple: Submit the one page 
application form, accompan{ed by a current persum, to the CA Panei 
Office. Any of the lis\ed panel TTRP members can be contacted 

.. .. 
for information- or advice on the application process. 

.. . . . . .. 
*****************~\********************************************••••l~**** 

• .. 
Below is the .cu~rent title distribution for z personnel who ha;e :: 
applied to•some of the other TTRPs. (These statistics DO in,lbder\be 
members 5f the various TTRPs.) This information provided by. • 
I (Exec for Z Tech Track Plan. 

Math 
Computer Systems 
Signals Analysis 
Intelligence Analysis 
Signals Collection 
Engineering 

Member 

b. (U) Z4 and Technical Health 

Sr. Member 

. . 

. 
Master • 

. 
~ There is a new Z4 newsgroup on ENLIGHTEN called • z4. technews • . 

It is going to be used by the Z4 TAB (Technical Advi~ory Board) to post 
information related to technical issues in Z4. Thi~ board was formed 
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by Chief, Z4, for the purpose of advising Z4 :management about the 
technical heal th of Z4 • The current membershin is 1 

I (b) (3)-P.L. 86-361 
I • • •• 

(U) Z4 technical health items which will be posted are 
announcements for seminars, courses, technical talks, diversity tours, 
the z mentor/resource program, reference documents,. and contact points 
for new technology. Since this is a Z4 newsgroup, it could also be 
used to exchange information on operational problems, cryptanalysis, 
tools, techniques, etc. If you are posting an article containing 
target infonnation, please do not cross post (post in groups outside 
Z) • 

(U) We understand that not all Z4 is using/trained in ENLIGHTEN. 
Until that happens, we will be operating in a parallel mode and sending 
this information out via e-mail. 

· (U) If you have any suggestions for Z4 TAB actions, please post 
your comments/questions in z4.technews or e-mail any TAB meml:?er. we 
look forward to hearing from you and starting an active exchange of 
information. 

*********•••**** 
The following information was posted in z4.technews 

~ Ii~ The Z4 TAB has created the following list of technologies 
along with points of contact who are willing to answer any question 
regarding the topics, If you have additions to this list, please 
post/e-mail. An additional list of mathematical techniques and 
cryptologics and associated points of contact will be posted/e-mailed 
later. 

NEW COMMUNICATIONS TECHNOLOGY 
• 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

I (b) (3)-P.L. 86-361 -------------------------t ..... . 9/23/2010 
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PROCESSING and DATAFLOW 

C. TECHNICAL EXCHANGE -

(1). z Technical Forum Presentation - (July 8th - see CALENDAR for details) 

(U) The classification of the talk is TSC • 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
(2). PROBLEM OF THE WEEK - (froml !cryptanalyst) 

Page8 of 18 

(b) (1) 

(bl (3) -so use 3024 (il 
(b) (3)-P.L. 86-36 

~-------------- ········· 
• ·1 (b) (3)-P.L. 86-361 

• • ■ • . . . . . . . . . . . . . 
9/23/2010 
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(U) I would like to make sure everyone is aware of the Problem 
of The Week offering. that is currently available. The Problem of The 
Week group began when a few cryptanalysts in Z441 started to work the 
"London Times" Sunday crossword puzzie at lunch. (If you have never 
tried it you might enjoy it. The puzzles have •cryptic• clues--their 
terminology not mine. A single puzzle.may take several lunches to 
finish.) As we began to solve the puzzles more quickly, we started 
looking for something else to do at lunch. Several members were 
studyipg for the MAY 1994 CAPQE, so I received permission from the CA 
Panel to distribute problems from the NOV 1993 CAPQE. I.began to 
e-mail one problem per week to ea.ch interested person in Z441, Each 
person would work the problem individually, but invariably discussion 
would break out on how things were proceeding and who had the "neatest• 
solution. We found that almost every problem had an easy solution, a 
hard solution, and a very hard solution (e.g. exhaustion). I decided 
to expand the effort to include all of Z44 in my e-mail alias. Well, 
it did not take long for the list to include people from all of Z4 and 
then all of z. 

(U) Here is how the Problem of the Week works. One problem from 
the last CAPQE is sent out eac~ Monday morning as an attachment to an 
e-mail message. A solution, including a narrative of the technique 
used, is sent each Friday morning. The problems are meant to be fun 
exercises which can be used to keep your skills sharp and help you 
learn new techniques. Each problem is designed to be solved in half an 
hour or less. I had hoped that people would.try the problem by the 
middle of the week and if necessary seek help within their office 
before receiving the answer on Friday. I heard that some people were 
not having the open discussion like we have in Z4.41, so we started 
meeting on Friday mornings in 1S037 at 11:00 to toss around the problem 
of the week. Activity waned as the May 1994 CAPQE approached. 

(U) New problems will soon begin arriving in the mail, 
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including the spanking new May 1994 problems. If you are interested in ~-------""'"'"' 
receiving the problems and solutions in the mail and .arE! pc;it. 11,l;.rl!~d)' ••••••• '!, l<b) (3)-P.L. 86- 36! 
receiving them, please contac;:t me· at L---......,...,,..----! Also, if you ara • • • • ,( 
trying a problem and get stuck, please e-mail or call me at I ] • : *: 
and I will give you a hint. .~•; . . . 
ft N 1' H H ff It H H If If H H. n ft ti ti II H N H N ■ H ■ ■ ft ■ ft H II H II ■ fl ff II H ft n ti ff II H ■ U H ft 'II' ft H II H N ff n ti ■ II H H II ft H II H H H H♦•·: a ■ H • . . . 
(3). (U) PROBLEM OF THE MONTH - In keeping with the above, I .•• fhas: 
suggested that the newsletter carry a technical problem each morith, alo~g 
with a solution for the previous month's problem. He has gi~~n us a • 
sample from a past CA Professional Qualification Exam (CAPQ!). We en~urage 

(b) (1) 
(b) (3) -50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

• others to submit potential CA problems for the Problem ot•the Week on for • 
future exams to him or to! pead o~ the.CAPQE committee~• 

9/23/2010 
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*************************************************************************** 

I////I//I////////II///II/I//I/////////I///II/I///II//I//I//II////////////// 

5. COMMUNITY SERVICE 

(U) a. ADOPT-A-SCHOOL PROGRAM ._I _________ l 
• 

NSA-Meade High School's Adopt-A-School program bas completed its 
first school year. A joint effort initiated by the Deputy•nirector for 
Support Services and the National Cryptologic School, the prog.ram has had 
approximately 190 volunteers who have contributed close to lS0<fhours • . 

• 
Volunteers have participated in various activities such as•. 

tutoring, mentoring, guest speakers, helping to repair school •. 
equipment, and computer installation and maintenance, The school has • • 

• 

Page 10of18 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

received file cabinets, blackboards, old books from the library, and •• 
furniture. Despite the tremendous support the program has received •. 
from the NSA work force, help is still needed. Below is a list of •,---------,,...,....,,..,,, 
activities and coordinators f?~ .t\l~ ~Plr-.A;~cMo.;t.P.r9qrPJ9 p;ri,,ni:~d.\f1.t\l ••••• ._j<b) (3)-P.L. 86-36! 
the permission of I I the NSA program coordinator for publicity. • •• 
Feel free to contact the POC's directly if you are interested in • •·• ::j 
volunteering. DDS has granted admin leave for this volunteer program,•• 

1. 

. 
SUMMER WORKSHOPS • . • • 

• 
. 

• 

Citizenship Tutorial 
Three week workshop preparing 
·students for the state 
mandated exam. 
1~ - 28 .July, 1200 - 1400 
Tuesday and Thursday r 
POC: L..I -------------'· 

• • 
2. writing WQ:i!lcshop • • 

"How ~o lfrite Research Papers• 
1~ ~·2a July, 0800 - ;eoo 

• Tuesday and Thursday • 
• • • • POC:.J • ♦ 

• • 

• 

• • 
3 • Mentoring Seminars • 

The first seminar in July will focus on helping to develop self-esteem. 
Other mentoring seminars will follow. Note: These sClfflinars are for 
existing mentors. Similar seminars will be developed for those wishing 
to become mentors. For more information contact I • ~ 

♦ 

• • 

. . . . . . . . . . 
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NSA SUPPORT TO MEADE HIGH SCHOOL 
DIRECTORY OF ACTIVITIES 

STUDENT SUPPORT 

Tutoring Programs 

1. Math and Science Help 
After-Hours Clinic 
POC: L-------------... 

3. Reading Assistance 

. . . . . . 
2 • Language Help 

After-Hours Clinic 
(Spanish, German, French) 
POC: 

• • 4 •• 
In-class remedial reading program 
POC: 

(new) . "Nriting Assistance 
Writi,,J&> 
POC: • • • • l· L-------------.... . . . 

5. Social Studies Assistance (new) 

POC: 1..I ----------

Mentoring Programs 

1. Educational Talent Search 
Mentoring program for the 
1st time college students 
POC: 1..I ________ _. 

. 
3. Black Male Role Models 

After-hours mentoring proar7 POC: I.__ __________ _, 
Hobby Clubs 

. . 

. . 

. . . 
I-. 

. . . 

. . . 

. . . 
. . . 

2. . . . 

..._ ____ __. ....... -:--------;-.. . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . .. . . . . . . . .. . . . . ~ . . . . . . . . . . . . . . . . . .. .. _ .. :. ! 
. ..J'b) (3)-P.L. 

, .... _._,, .. 
• • • • • • • • • ♦• 

Female Role. !lodel'S" •• • • • • . . . . . . . 
1',fber.!ltours mento.,:1ncr: program r • 

I • •• POC: • • • . 

. . . . . . . •••• 

. · ... J(b) (3)-P.L. .... ~ ... · .. --~•~f., .......... •.:.,:\·~ ······· .... . :•::•·.-
L Chess.----------------r 

POC: 

• • • • • • • • • • • • : • !*• ••••• 
• • • 2. Genealogy "(new) • • • • ~ • • •• 

T"Ulu"II' • • • • •• r· • .. •• ~= . • • • ♦ • • • . .·.· .. . .. 
3. Gaming . . .. . . . . . . . .. • • • 1 • 

4. · AT&T Inres.tment ~btl -: r • • POC: ,.;I :;__ ______ __, 

POC: 1• • • • • • • .. - . . .. 
• • • ,. • • • • ♦• • •• .. .. · .· .· : : : FACULTY SUPPORT 

1. C~ter Software Support • • • 
Ad-hoc training teacherq -ih 
DB3 , -LOTUS I WORD PERFEl:T • • • • 
POC:! ~ ( 

I . -

. . 
• . 

. . . 
-• • . 
. 

• . 
• 

2 • 

• • 

• • • • ♦ 

• • • 
Datal>Jlse Support • 
Adnp.n sUPl)ort to Ma?"¥land 
• • Tf drrow Program • 

• •roci. _ •• 
• • . . . . . ' . . 

3. In-Service Staff Training .• 4.• Athletic Departmept Support 
E2 presentation on Learning Stytf!s • • Assist coaching/• 
POC:! _ .• coordinate with 2'.gency L----------------- . . POC: I . . . 

♦ 

• 
FACILITIES & EQUIPMENT 

♦ 

1. Conputer Hardware • • 
Donations and Ad-hoc su:epbrt installing computers 

POC:~'-------~J • 

2. Excess Equipment Transfer 
. 

,3. Facilities Repair, Furniture and Material Donations 
Donation of excess furniture, books, maps, posterJ, etc. Consultant 

. . . . . . . . . . 
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for installing folding doors, repairs to sound system, utility 
vehicle, popcorn maker, and future---building walls, instal,li~ 
fence, and telephone lines 
POC: L.-------------······················ 

Administrative leave has been authorized for those who participate in 
the program (PML 1-?4, 28 Jan 94). If you would like to volunteer or 
need further information the POCs are listed below. 

. . . . 
w 
I 

'O 

t-' 

(X) 

0\ 
I 

w 
0\ 

Program POCs ••••••~~~>-~~~~~ 
• • • ■ • • • • • • • • • • • • •• ·, ·, •• ·, ·, •• ·, ·, •• :• :• .• .• ■:-:-: •':. ·-·-:i -:, -:. -: ••• 

I I •t• a. •••• t1t•11a •• • 

------·-· • (.fx-ogram- Matllg'er, , ·I • t • • • I • •"' "' ,. "' "' ,. • • • • • • I (NSA prtgJ'am coo:tdihatorl"lf ..,Pl18M't:!'ty) , [ I .. • 
_(OGC) ,L ••••• ·1 .. 

L,_ ________ ....1•1.,_ __ rPubl1c kelations Advisor),I I 
//ll//l/llilll///l///llllllllll//l//ll//llll/l./l/llll//l//ll//lll/lllll/lll 

6 , ACTION LINE 

(U) QUESTION: I have recently heard a rumor that promotion boards have 
been instructed to consider a person's tech track title 
reviews. Is this true? If so, isn't the tech track in 
what everyone predicted - another hoop to j1111;) through? 
record straight on ;his matter. 

Signed -

Still Willing To Be Convinced 

during promotion 
danger of becoming 
Please set the 

*************************************************************************** 

ANSWER: (.We asked a number of people to respond, and they did. Responses 
follow in the order received.) 

(U) a. 

• • • • • • • • • • • • • • • ■ •••••• 

FromLI _____ _.I Ex~~hai; of the z 0014 Promotion Board: 

. . . . . 

Although my term as president of the z 14 Board has expired 
(new board not named yet), I will nonetheless venture a response to the 
question you have subnitted. 

........ 

I am quite certain that most _promotion boards and their members 
suffer from an overabundance of •guidance•, official and otherwise. 
There a:c-e many areas of professional and personal achievement which a 
promotion board must consider in evaluating al.l eligible candidates. • • •• 
Education, certification(s), sex, race, performance and potential, and •• • • • • • 
training are.some of these areas; there are others. The trick is how to.•• .• 
accommodate all the guidance, be faithful to your own sense of riqh.t• • • 
and fairness, and then, after much agonizing select a few goo4 ohes 
from the many good ones. The fact that one holds a Tech T:sat:k Title is 
a professional accOll\Plishment and needs to be consi.dered·, but this is a 
subjective, not a mandated, consideration. • • • • . . . . . . 

• • • 
fl ■ II RR It" ■ ■ ·ff fl ■ II ti ft N ti II ■ ft ti ■ 11 • a It ■ fl ■■■ ft- ■•■ 11 ■ 1111 ■ ■ ■ 11 ■ ft. ff II N ft ■ W 11 ■■ ft fl ■ fl ■ ff ■ fl·■ 11 ■ II ■ II .... ■ 

(U) 

. . . . . . 
b. From -i -----...,.r Chair of the Agency GG~S Promotion Boa~III~ 

• 
During the period the FY94 board was sitting there were.do 

notations in the promotion records regarding Tech Track Status.• So the 
short answer is, •no, we were not instructed to consider tech• track 
status• • Board members did glean from the persums and from t:,he 
nomination records whether individuals were in technical, technical 
management or management positions, and we kept ourselves•aware 
throughout the selection process of the relative share.of promotions 

• • 
• 

• 
. 

• 

• • 

• • 
• 

w 
I 

'O 

t-' . 
(X) 

0\ 
I 

w 
0\ 
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going to each of those categories. 

When the Technical Track is incorporated into the formal 
record, promotion board members wili surely take membership ~nto 
consideration. The boards are always faced with_.a dilemma: there are 
more people deserving promotion than there are promotions to award~ so, 
every legal factor available will be used to select the MOST deserving 
from the group." If all other factors appear equal in a competition 
between two individuals and one holds an advanced technical track 
title, the promotion will go to the title holder. Or, put in another 
way -- If you were a technical track master and saw s0111eone in your 
field get promoted who had not bothered to participate in technical 
track at all, what criteria would you think a selection board was 
using? 

Technical Track title requJrements strike me as far more than 
•hoop jumping•. The requirements describe performance and behavior 
standards that clearly define the characteristics of a professional who. 
is committed to the continuing development of the art and science of 
the fiel.d. It is not a meaningless exercise to identify and recognize 
such people, particularly when this recognition process .is managed by 
peers in the field. It is these people who are the high potential 
performers, the strength of this agency and the guardians of our future. 
And, interestingly enough, those are also the people we want ta promote! 

n 11 :,¥FOi IQ.. 11 n 11" n N 11 • n • 11 n" • • "n n n 11 • • 11 • n II an n ■ n 11 • 11 ■ 11 • 11 • ft n • ■ 11 R • N • • • "11 11 ■ II ■•• • • ■ • •" 

(U) c. Froml I Chair of the Agency GG14 Promotion Board: 
• ■ • • • • • • • • ......... •.• ... 

· Promotion Boards are seeing less and less discrete data0
• • W:ith • • • • • • • • • • • 

the new performance appraisal system, boards are down to the 
promotion write-up, the persum, and awards. When doing a zero-based · 
review at the Agency level of somer-l:;S-13's, any merit-based 
indicator is bound to take on addecfsignifU::iln'be: • • • • • • ■ •••••••• .......... 

If my memory serves me right, the records we reviewed did show 
that .. a person was • tech track' , but with no titles. Titles - - or 
descriptions that more or less matched them -- have begun to show up in 
promotion write~ups. ... 

It is certainly true that technical qualifications in general; • • • •· • 
and tech track participation in particular, carry increasing weight in. ■ • • • • • • • 

the GG-14 promotion process. Recent GG-14 promotion statistics.Tld.i1 • • 
bear this out. we received no specific guidance t~ •corui!,iper a • ♦ 
person's tech track title.• we were, however, charge4<0.increase the 
number of technical promotions--and that's hO\'( i~ "should be. 

• • •• 
•nn••••••n• ■ nu•••••••••••••••••••••••~•~••••••••••••••••••••••••••••••••• .. 

From ._I ______ .... r -~ir of the DDO 0014 Promotion Board (U) d. 

The new DD0-14 board is not yet making explicit use of Tech • 
Track Status. In fact, that information is not recorded in the data we 
have been given so far. We will first see that (albeit an incomple~6 
version) information when we get write-ups and will then make some-use 
of that information. Lack of a title, will not prevent an indivicfual's 
promotion, having a title (and which title) will be a positive • 
statement about that particular individual's technical accompl:i.shments. 
In other words, we will use it in a way analogous to the way~ use 
information about awards that the candidate has received; this is in 
contrast to professional certification which is a •hoop•. )lope that 
answers Y,OUr question. : 

• 
Please encourage people to pursue titles. In g,lneral, the tech 

track criteria are specific, mission-oriented and reasonably objective • 

♦ 

• 
♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 
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Boards will come to rely more and more on that information as they are 
denied the other information that boards have traditionally used. 

(U) e. From George Cotter, Chair of the Senior Tech Track Board (STTB) 

Agency promotion boards have not received guidance as yet on 
tech track titles. The new system is still being installed, there is 
not yet sufficient parity among the ten fields in respect to membership 
to permit finn guidance in my view. 

However, I certainly would like to comment on the implication 
that tech track titles are meaningless - "another hoop to jump through" 
is the expression used in your sul:lmission. If the STTB has done its 
job right, and the Agency's TTRP's are objectively applying criteria 
and standards, titles represent the status·of an individual in a core 
cryptologic profession, judged by peers. We have used hundreds of very 
good technical people to try to get this right and if we have, titles 
are hardly meaningless. 

To go one step further, though, tech track membership will carry 
with it the responsibility for participants, and their management, to 
enhance an individual's technical competencies under a variety of 
initiatives. We advance the overall technical health of the Agency 
principally by developing our technical work force into better 
cryptanalysts, mathematicians, etc. Most people would conclude that this 
should add to the significance of titles. And advancement in the program 
should therefore merit higher ranking in promotion boards, shouldn't it? 

Yes, I believe, in ti~e, promotion boards at all levels will 
take tech track titles into consideration in evaluating promotion 
candidates, since titles should reflect the judgment of the leaders in 
the field of the competency of die tech tracker. If I were serving on 
a promotion board, I would certainly value that input. 

Hff ■ HftRlfUflRHffHNHHNRftNBN ■ ffHNWNnNffHftWffHft ■ ftR ■ NHN ■ UHffNNRNttH ■ NftffHnHDNNNHffftflNft ■ R 

(U) f. From! I Chair of the z 13 Promotion Board ,..._ ______ ..... . 
My board was not given specific gtlitla.nce.a.~qut rewarding tech 

track members, but we WERE given guidance to promote tfie' ~ery. f.e\" .we 
can afford to, based on performance and potential. This obviously • • • • • • • 
includes technical accomplishments in an organization like Z Group. We • 1 (b) (3)-P.L. 86-36 

do consider tech track titles to be an indication of technical ~-----------' 
competence and professional resolve and commitment, along with other 
information such as awards and letters of appreciation, etc. There is 
not yet a place in official records to show technical title, although 
we see them in persums and promotion writeups. So it is important for 
each eligible candidate to include such information in his/her persum . • ♦ 
Our board has a tech track representative on it, as do most boards. • . 

.. . . 
• 

• 
********************************************************************•******" 
/II// I// I// I I/// I I// I// I I I I I I I I I I I I I I I I/ I I I/ I I/ I I/ I/ I I I/ I I/ I/ I I I/ I J./1 I I/ I It." . 

• 
• 

//I/IIIIIIIII/IIIII/I/I/II/IIIIIIII/III/I/I/I/IIIIIIIIIIIIIIJilll/lllllll." 

7. LITERARY TIDBITS 
• 

• • 
. 

(U) Hidden Messages in Tolkien Fiction - (byLI ____ ._• _______ ___. 

H f ~,L----------~-- 9/23/2010 
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If you've ever thumbed through a copy of J.R.R. Tolkien's trilogy 
The Lord of the Rings, you might have been inclined to glance quickly at 
the title page. If so, you might have noticed. the strange and 
decorative borders ~t the top and bottom of the page. But did you know 
that the letters there, written both in runes and in .. a more elegant 
freehand, actually spell out intelligible text? 

Fortunately, the ·key to these hidden messages is readily available. 
It is found at the end of Book Three, The Return of the King, in the 
extensive appendices. This key may be applied not only to the "Ring" 
trilogy, but also to The Silmarillion, Unfinished Tales, and perhaps 

.other books. Here are the translations of the hidden messages. You"ll 
have to figure out what the proper names mean. 

The Lord of the Rings -- The Lord of the Rings, translated from 
the Red Book of Westmarch by John Ronald Reuel Tolkien: herein is set 
forth the history of the War of the Rings and the return of the King by 
the hobbits. 

The ~ilmarillion The tale of the First Age, when Morgoth dwelt 
in Middle Earth· and the Elves made war upon him for the recovery of the 
Silmarils. To which are appended the Downfall of Numenor and the 
history of the Rings of Power and the Third Age in which these tales 
come to their end . 

. Unfinished Tales -- In this book of unfinished tales by John 
Ronald Reuel Tolkien, brought together by Christopher Reuel Tolkien, 
his son, are told many things of Men and Elves in Numenor and in Middle 
Earth from the Elder Days in Beleriand to the War of the Rings, and an 
account is given of the Druedain, the Istari, and the Palantiri. 

*************************************************************************** 
I//II///////////I////I//II//I/I//III///I//II/I////II////I/II///II//I//II/// 

8. PUZZLE 

And now, the solution to last month's puzzle 

JUNE'S SOLVERS: 

ACRSMISSI 
C R I A E N M I N 
MI ·SC RE ANT 
EMERIRRCE 
SENETTTER 
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♦ 

♦ 

• 

♦ • 

.. 
♦• . . 

• ffffHHHNHHH ■ HHftHhffNNHRNlrHnnnwnnftHMft ■ nflnHnnnffHHRNHHHh ■ RHffffH ■■ nnnnn ■ Nn,nn••!""" 

And, for this month, we of_fer the following -

AlphaBlock 

Each row and each column in the diagram below contains- •one each 
of the letters A, B, c and D, as well as two blank spaces• (though not 
necessarily in that order). The letters around the di4~ram are clues 

, rs 

. 
• 

r 
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to the location of the letters within the diagram: a capital letter 
indic.ates the first letter encountered in that row or column when 
traveling in the direction of the arrow; a lower-case letter indicates 
the second letter encountered in that row or colunm when traveling in 
the direction of the arrow. From the clues given, can you determine 
the placement of all of the letters? 

C b A 
V V V 

+---+---+---+---+---+---+ 
B >I I I . I I I I< C 

+---+---+---+---+---+---+ 
I I I · I I I 
+---+---+---+--~+---+---+ 
I I I I I I I< a 
+---+---+---+---+---+---+ 

d >I I I 1 · I I I 
+---+~--+---+---+---+---+ 
I I I I I I I 
+---+---+---+---+-r-+---+ 

a >I I I I I I I< D 
+---+---+---+---+---+---+ 

A A 

b D B 

unnnwnu ■ nHIIHNNttn ■ nNHffNffN ■ HNNHftNHHfl ■ HHNftUHftNHN ■■ •HftNHftNft ■ Nnn ■ nnHNHHUnnnnn 

///II/I//II//I//////II//I//III////II//I//II/I//III///JII//II////III/I/// 

9. CONTEST 

A number of people have entered the "Name This Newsletter Contest" -
must be the lure of the coveted double scoop sundae being offered to 
the winner which prompted such efforts. Now we'd like your help. 
Select your three favorites, list them in priority order, and send 
them, by COB 8 July, to any member of the editorial board •. We will 
tabulate the results, and the August edition will carry the new 
banner. Here are the suggested names: 

TRANSCRYPT 
TransCrypt 
Playfair Square 
Plain & Cipher 
The Graph Paper 
Color.ed Pencils 
The Log Waits 
The Racing Fann 
The Approximator 
Monthly Plain Text 
The Odds' Log 
Cryptographic Crier 
The SECRET Finder 
THE CRIB 
The Kryptogram 
Tales of the Crypt 
The Cryptanalytic Highway 
The CA Digest 
CA Today 
CA Review 
CA News 
CA World 
Plain Text on Cryptanalysis 
Plain Text 

, 
(b) (3)-P.L. 86-36 
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CA Cornucopia 
CA Scene 
The NewsBreaker 
The CipherSpace 
URCA 
BIT-BY-BIT 

*********************************************************************** 
III//I///III/II/IIII/////III///III/IIII/III/IIII/IIIII/IIIIIII/II/IIIII 

10. EDITORIAL CORNER 

If yau have· a relatively short technical treatise which you think might 
appeal to our readers, please submit it to any of the editorial board. 

In fact, if you have anything you would like·to have considered for 
inclusion in future issues, please forward it, IN ASCII FORMAT,·to one 
of the POCs listed below. Alsl), PLEASE paragraph classify each item 
submitted. · 

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to a POC is you wish. 

We would very much like this newsletter to represent a broad 
cross-section of the CA community - we need some more volunteers to 
help us·, however. Perhaps you would like to work on one of ·the topics 
in this issue; perhaps there is another topic which you think should be 
included in future issues. Perhaps yau would be interested in joining 
the Editorial Board. Anyway, we would like your input, and help, so 
give one of us a call. The more people who divide up the work, the 
less burden on any one person. 

NOTE: We MUST receive any sul:missions for the August issue by 22 JULY. 

************************************************************************ 
"· ·n ·- .. r .. ,. ....... 

I _ I Puzzle Editor, I 7 
Pr,1-------1,-..-:.:--,.1.i::,roblem dt the Month Etli~or, j •. l 
....,a~c,.,,..~I~n~a~r~am=-,~c~:r~~61-o~it,,•'3,p~ory Museum • • _.__ _____ ----\ 

• • • .. • ♦ • NCS • •■.-_._. ·• • • .. .. .. ' . . . .. . . . . . . . . . . . . . . .. .. .. .. .. ..... . . . . . 

♦ 

• 
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PSSSSST I SNEAK PREVIEW OF NEXT MO!ITH' S ISSUE! 

an article on the KRYPTOS society 
a profile on a KRYPTOS Distinguished Member 
an ACTION LINE item on selection CACP members and Chairman 
an article on the VOYNICH Manuscript 
a challengip.g acrostic puzzle 
the winner of the NAME THE NEWSLETTER CONTEST 

and many many more! 

NSA Home· Page 

r, n r,--,-,,,r T r r,~,1~1"' 
) \. •),. ,.._,, ../'-_/ . 

t 

IBIUl!!D l'lt0M: NSM:SSM 123-2.. 
EMm!D 3 19 1981 

Dm.llSSIPYCIN: SOUAa! MMNID IIQADR• 
DA'll!GI' SOURC1E: 3 191981 

(b) (3)-P.L. 86~361 
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1. PERSPECTIVES IN CA - (we•will be asking CA Seniora"to contribute their 
insights. we hope to feAGure both a z and a non-Z perspective each month.) . . . . 

♦ • 

********~*************~~***************************-**********************· 
♦ ' • 

~ a.~l ___ __.f Special Assistant to Z3 

• 
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Z PERSPECTIVE ON CA 

(U) Some of the most disgruntied people I have lmown at NSA were 
experts at what they did, did it well, and did it for many years. But 
then the Agency's need for their particular specialty diminished, a~d 
they became increasingly frustrated' as recognition and promotions 
eluded them. Ev~tually, they were moved to new offices where they 
were the neophytes and everyone else seemed like experts. The frequent 
result was a •retirement in place•. 

(U) How do we avoid this scenario? There are several good answers 
which come to mind. The first is that one may be so totally aware of 
the big picture that they can see that sometime in the future system X or 
country Y or technology z will no longer be important to the United 
States, so they take· step~ not to be stuck in those areas. Not all of 
us have this kind of pres~ience, but if you do, more power to you. 

t'NQQJ. A second answer is to keep your technical skills current. 
If you took your math and CA courses in the early 80's and only have a 
steady listing of CA305 on your Persum since, you may be out of date. 
Today the disciplines of math, CA, communications theory, and 
computers all intertwine as they advance by leaps and bounds. If you 
keep up, you will have a wide choice of rewarding jobs where you can 
contribute. At present, there is a wealth of courses, seminars, 
workshops, and talks available. You may even study something on your 
own, or with a group of co-workers. I recently read a budg.et-conscious 
statement that too many people were taking courses for which they had 
no operational necessity, and that this would have to stop. I hope 
that attitude does not prevail. 

(U) The third answer is to diversify. I happen to sit on z 
Group's math TTRP (hold the applause, please), and diversity is 
definitely one of the important criteria we consider. For some 
people, the biggest move of their careers has been from G421 to Z21, 
or from G41 to Z4. Of course, diversity is possible even within 
these organizations, but that is frequently not what is happening. 
Why not work in signals for a while, do some diagnosis, try speech 
or hand systems, do reverse engineering, seek a PCS tour, 
program·computers, go to Z03, or get involved in.developing SPD's? 
The contacts you establish and the new friends you make will enrich 
your career as much as the new lmowledge you gain. One brilliant 
Hungarian mathematician switched every five years to a totally 
different branch of mathematics. we don't all have his genius, but 
few of our jobs require genius, just hard work and a willingness to 
learn. 

(U) You may ignore all this advice, be lucky, and h.a,ve a wonderful 
career. I sometimes think this is what has happened to me. I'm not a 
big-picture guy, and my course work definitely leaves something to be 
desired. But I have at least lmown instinctively when it was time to 
change jobs, seek a new challenge, or learn some new discipline which 

(b) (1) 
I needed. I hope you can be more deliberate than I .. Take charge of 
your own careers and don't wait for •them• to do it for you. If 
things go sour, it"s poor satisfaction if all you can do is blame 
"them• for it-. 

(bl (3)-5D use 3D24 (i) 
(b) (3)-P.L. 86-36 

. . . .... 
•••••••••••••••a••••••••••••••••••••••••••••••••~••••~•••~•:•~••••••••••••••••• ........ 

------ SUSL0-2 , , ____ _.I' • ........ . . . . . . . . 
• • • •.1 (b) (3)-P.L. 86-361 

• II • • a ■ • • • . -, ___________ __,'" 

. . . . . . . . . . . 
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[_] _. u:s. ■ CRYPTANALYSTS "rN °THE ·u·.K: • ■ 
(bl (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

.,._ ______ _ 
■ •• ■• ■ ••• •.• ■ ••• ■ ■ 

,.__~lis"~ "s~i1" divi~ion of.cryptanalysts c,nd mathematicians 
working at Government Conmnmications Headquarters (GCHO), Cheltenham, 
England, U.K. for the Special U.S. Liaison of•ficer. London <SUSLOL>. 

The U.S. has had a close SIGINT with the U.K. for the 
last 50 years. We are now assisting each other in making strategic 
decisions for the post cold war era. 

• 

I///I///II////II/II//IIII/////II/IIIIIIIIIIIIIII/IIIIIIIIIIIIIIIIIIIIIIIII 

._ _______________________ _ (b) (3)-P.L. 86-361 
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(U) 2. KRYPTOS SOCIETY 

What is.the KRYPTOS Society, and Why Should You Join? 
The KRYPTOS Society, an NSA professional organization of 

cryptanalysts, was established in 1981 to promote interest in cryptanalysis, 
to provide a focal point for fields of conmon·interest to cryptanalysts of 
the National Security Agency, and to promote excellence in professional 
cryptanalytic activity throughout the cryptologic community. · 

The Society promotes professionalism in cryptanalysis by: 

- Sponsoring talks of general interest at its quarterly meetings 
as well as at other times during the year. Topics are 
related to CA on both historical and current projects 

(On June 1, KRYPTOS sponsored a luncheon,·at the National 
Cryptologic Museum~ which included a presentation by! I 
I ~on• •he- Poli.ab sct1ut:iaon- c.f. the, i:NIGMA .• • :&:oJ.low.i.J:1.g : ! ~ -:. , " .. 
this, individuals viewed the museum exhibits at. their own 
pace, vastl aided a cadre of knowledgeable guides. On 

tJ' 

w June 21st briefed on a much more current topic, 
• 1 ■ •••• ■ ■ •• ■ ••• ■ ••••• ■ ••••• ·• ~ --------------~··························''~--·· ~ 

- Sponsoring an annual literature contest and awarding cash 
prizes and plaques at the annual luncheon. 

(Prizes for first, second, and third places are $250, $150, •• • 
and $100, respectively.) •• • • • • 

**** 

. . . 
Recognizing sustained excellence in the crypttuialyc!d field 
through select.ion of Distinguished Me1!1Qecs ·of the KRYPTOS 
Society. The Distinguished Membp~g are inducted at the 
annual luncheon. To date,dpeople have been inducted as 
Distinguished Members of the KRYPTOS Society. 

- Holding an annual luncheon in the fall. At this event, a 
highlight of the KRYPTOS year, members of the Society and 
their guests gather at a local restaurant to enjoy lunch, 
socializing, and to collectively recognize professional 
achievement. 

- Co-sponsoring the annual fall CMI-KRYPTOS picnic. 

- Coordinating, with the CACP, the publication of this newsletter. 

Join us! we need your membership and your input to give voice 
to the cryptanalysts in our community now and in the future. This is 
an excellent chance for networking at all levels •. To join, just fill 
out the attached application, and send it, and $5.00 to -

,__-----------------------■••················ 
****·- HELP/INPUT NEEDED! Would you prefer a .Spring Picnic? A Dance? 

Something else? We would like to do something which appeals to 
the community - please let anyone on the KRYPTOS Council know if 
you have any suggestions. 

----------------------------------------------------------------------------KRYPTOS MEMBERSHIP APPLICATION. DUES: $5.00 (Annually)**** 

. . . . . . . . . . . . . . . . . . . 
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MEMBERSHIP YEAR: 1994 ( NEw RENEWAL 

NAME: ___________________ _ 
DATE: 

SECURE PHONE: NON-SECURE: 

ORG: BLDG: 

INTERESTED IN CHAIRING A COMMITTEE? __ YES 

INTERESTED IN WORKING ON A COMMITTEE? __ YES 

__ NO 

__ NO 

CHECK COMMITTEES OF INTEREST TO YOU: 

__ CRYPTANALYTIC LITERATURE __ MEMBERSHIP 

__ PUBLICITY __ DISTINGUISHED MEMBERS __ AWARDS 

__ PROGRAMS __ NEWSLETTER __ RETIRED MEMBERS 

I/I/III//II//II//III/II/I/IIIII//II//III/I/I//II/I/IIIII/III//II//II/III/II 

3. CALENDAR OF EVENTS 

UPCOMING 

Aug 1-5 

Aug 9 

Aug 11 

Aug 15 

Aug 15 - Sep 15 

Aug 20 

Aug 21 

Sep 8 

~ ... --------~··· SPICE t f on MAGMA) 

. . ... . . . 

Science & Engineering Society -
"Advanced Technologies for Signal & 
Data Processing• (1300 - R&E Symposium 
Center (More info in Section 5d) 

CLA Presentation - •Being a Second Party 
,Linguist• (1300, 9A135) 

GOLD BUG TEAM AWARD Ceremony 

Flexible Employment Open Season 

Aviation Appreciation Day - Tipton Airfield 

Raindate for Aviation Appreciation Day 

CMI - •Modern Results on an Ancient Problem• 
(0930, Friedman) 

8 

Sep 12 z Technical Forum Talk - Asynchronous Transfer 

Sept 19-21 

Sep 20 

Mode (ATM) , by I ~ . . . . . . . . . . .-------, I (b) (3)-P.L. 86-361. 

Cryptanalytic Computing Conference (SRC~. • 

Security Day (Friedman, 1000 ~ ~SOO) .. . . 
. . 

9/23/2010 
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(b) (1) 
(b) (3)-P.L. 86-36 

Oct 17-21 

Oct 19-21 

Oct 27 

Oct 31-Nov 4 

PLAN AHEAD: 

March 27-31, 1995 

ESCAPE '94 (Biennial cipho~y experts' 
conference) - NSA 

KRYPTOS luncheon 

CONSCRYPT at CSE 

CARD (GCHQ) 

II//I/////IIII/III///II/II///////I//I////II/I/////////////I////I////II/////// 

4. WORD FROM THE CACP -

a. (U) LATE-BREAKING NEWS - AS WE GO TO PRESS!!!! The CACP has just 
announ,ed t1:t the new Chainnan-elect is! I Deputy Chief 
of Z4. ill take over officially on the 1st o·f ·Novetfll:rer: • ••.••••••• 

• • • • • • • • • • • • • • • • • • • • • • • • • • • • • ■ • • • • • • • • • • • • • • • • : : ~ ~ 4 -

b. (U) Congratulations to rqr.111a.st: .r.eccmtiy ■cert'if.l:e"d" crypca"naiyst: • • • • ••• • 
I . 'iT 

c. (U) The CACP is pleased to announce that~'-------~~as 
joined the Panel. 

I 

~1.1s.t. • • • • • • • • • • '-cJ 

d. (U) There are two other new faces in the CA community. our newest 
Intern is I l c;n~. ~h0e.1!e_w~~t,~p~~:r:,; pf .t!1~ .c~_'t:ep!J. ••••••••••• 
Program is I I A warm we.Lcome to ootnl 

************************************************************************** 
e. ~ BIOGRAPHICAL PORTRAIT (Each month we will introduce one· or 
two of the most recent people to have joined either the CA Intern 
program or the CA Tech Program. In the future we may also include 
interviews with some of the more senior members of the CA community.) 

■ nHnn•••••n ■■ w11·11 ■ 111tN ■■ ••••••••••11 ■ w111111•n•••••••• ■ 11au ■■■■■ t1n ■■■ nnn ■■■■ A ■■ n ■ 

I 
l'8';J I I is in his first tour in Z433 as a CA technici_an: ••-------....i~;....;;.;.;.._.,.....;;.,;;,,.....,....,....,..,.""""'" ......................... ..,. .... ____ -.1 

• • • I ......... ==========...:..:..:....___~----- ··•-- ..... . . . . . .... 
(b) (1) 

: 
(XJ 

"' I 
w 

"' 

~ • (b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

.-----~'U~l~_........,,-1!became interested in the program after speaking with 
.o I • · • • · I the Assistant Exec ·to the CACP, and looks forward to the 
~ • • • 

1 di ~~rsi ty of the CA programs. 

• I l ~ lb( (31-U. 86-36 

:::L------'----------------------------------"--'r _(_b_)-(6_) _____ _. 
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--------------t·•····· (b) (3)-P.L. 86-36 
(b) (6) 

f. ~ CACP RESPONSE TO Z4 SURVEY 

The Cryptanalysis Career Panel has met to consider possible 
changes to its certification criteria which have been su ested b the 
well-researched and well-P.resented at 
the Panel's June·meeting; L---=---:----:---:-...,,....,.--------~ contributed greatly) "Cryptanalysis: 2000 or Bust" survey.•• . 

In that survey it was made abundantly clear that a sizable 
number of contributing cryptanalysts, in particular those performinJ;J 
duties in some, but not all, of the Z4 offices, are disadvantaged by. 
the conjunction of the Panel's current criteria and the demands of 
their current assignments. Especially, challenges were issued 
concerning our ~equired paper, program, and examination. 

we· agree that the duties with which some cryptanalysts are 
regularly engaged may make it less convenient for them than for others 
to satisfy the demands of writing a suitable paper. The issue of a 
p~ogram is less clear, for nearly all modern cryptanalytic personnel 
routinely face si~uations in which a correct computer program could 
contribute significantly to the solution of a problem. 

Cryptanalysts need to share their ideas so that we all may 
benefit. Failure to announce successful cryptanalytic methods can lead 
to solvable problems remaining ~exploited or being solved only after 
a deplorable duplication of effort. The Panel, responsible for the 
health of the profession, feels strongly the need to continue the 
requirement of the written and verbal enrichment of our rapidly 
growing discipline in this way. Aspirants know that acceptable 
cryptanalytic papers need not be based on one's own work, but must 
show an understanding of good cryptanalytic technique. If one's own 

· area does not lend itself well to such an endeavor, a six-month 

. . . 
• . . . 

• . 
• • 

diversity tour may well provide an opportunity. • 

Cryptanalysis as a discipline is in a period of rapid • 
transition. Nowhere is that change as evident as in the ubiquitous use: 
by successful cryptanalysts of modern computing machinery. This is.a: 
trend which will not be reversed, and today's cryptanalyst simply must 
possess programming skills. Our required program need not be (and : 
almost never is) a 3000-line optimized virtuoso perfo:pnance. Many • 
successful cryppies have only rudimentary programming skills, but.they 
must be able to compose rapidly an effective routine in a high-l~el 
language when the need arises. Familiarity with existing routines is a 
very useful asset, but the professional cryptanalyst should be. ♦ 
expected to bring more weapons into the battle. : 

• 
Agency budget cutbacks will lead to reductions in aJl skill 

fields, and Cryptanalysis will necessarily be hurt. We mus~ each learn 
to do more. A cryptanalyst with skill in only one area risics 
redundancy, as many of us have recently learned. The PQE•is designed 
to measure cryptanalytic ability across our discipline,. ♦a.nd we 
administer the examination in part to encourage the d~velopment of 
individual flexibility which Cryptanalysis needs to flourish. A 
movement in the opposite direction, toward specialization, would 
stifle the growth we are trying to cultivate. • ♦ 

. . . . • . . . • 
♦ . 
• ~ • 
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. In summary, the Panel feels that at this time, when increased 
proficiency is being demanded of every cryptanalyst, no action should 
be taken to lower the standards of excellence by which professional 
cryptanalysts are judged. We also feel that provisions to acconunodate 
specialists within the conmnmity would be counterproductive. 

In spite of the Panel's seemingly intransigent position, we 
are as anxious as are the aspirants in our community to close the gap 
between their attainments and our requirements. we propose to do that 
by suggesting methods of achieving our published objectives. 

Let us first consider the examination, since we regard it as 
the most demanding requirement for certification. We acknowledge that 
the examination does a poor job of simulating the work-environment of 
any cryptanalyst. We would love to be able to, in a way which is 
equitable to·all aspirants, prepare our examination so that computer 
tools can be brought to bear. We are not close to r.ealizing our goal. 
we cannot counter the argument that many of our cryptanalytic 
successes are at least partly dependent upon cleverly contrived 
computational coups. Few cryptanalysts attack any significant problem 
today without computer support. 

But a still more important component of cryptanalytic 
success, one which we all value beyond computer facility, is the 
ability to design attacks to solve challenging cryptanalytic problems. 
It is this problem-solving capabiiity which our examination is 
designed to measure. We conjecture that if cryptanalysts were asked to 
identify the trait which good cryptanalysts share in greatest. 
abundance, a plurality would respond •Problem solving.• 

Cryptanalysts who fare poorly on the POE should consider 
broadening themselves through diversity tours, coursework. and study 
sessions. We notice that a recent effort by! lto make 
problems (and solutions) from old examinati~ns available to asiirants 
has met with little enthusiasm in Z4. We feel so strongly that•• 
problem-solving skills are essential to cryptanalytic success thaC.we 
are led to question the suitability for cryptanalytic careers of those 
who refuse to avail themselves of such an opportunity. • 

There may be some misunderstanding of the requirements for 
authorship of successful papers. We emphasize, and we have mentioned 
this before, that the cryptologic accomplishment recorded need not be 
original. A service is provided by someone who well records, and 
explains the significance of, any cryptologic triumph, and we seek to 
recognize that contribution. The requirements for completion of this 
task are currently being rewritten (as are the requirements for an 
acceptable program) and should be available for dissemination soon. 

Individual initiative is a necessary ingredient in the 
certification process. Our Panel Executives are always available to 
discuss requirements, and can often suggest avenues available to 
determined aspirants. Few take advantage of this service, and we 
cannot hold the aspirant for certification blameless if he/she fails 
to take this painless and potentially rewarding step. 

We are aware that opportunities to complete our requirement~•• 
vary with the office in which the cryptanalyst is employed, but • • • 
individual cryptanalysts should not stay rooted in a single oftice for 
long periods of time. We regard mobility as very important. in our 
field, and we feel that most managers agree with this xi-ew. Of course 

• 

• 

• • • 

. . 
• 
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an analyst who chooses not to acquire diversity may suffer from lack 
of opportunity, but we feel that the responsibility to negate this 
handicap rests with the individual. 

In this response to the very important issues raised by the 
•cryptanalysis: 2000 or Bust• survey, we hope we have made clear our 
strongly held opinion of the direction in which Cryptanalysis is 
moving. We see ahead a rapid expansion of our field, reacting to 
enormous transitions in telecommunications technology. We must, 
individually and collectively, respond to this challenge by continuing 
to expect maximum performance from each cryptanalyst. We are willing 
to entertain the possibility of altering the criteria, but not of 
Wt§!akening them. 

We understand that this policy does not meet the needs of 
those cryptanalysts who have chosen to specialize in one particular 
aspect of our art. We have respect for specialists; we benefit from 
their achievements. But for our community we view any specialization 
as unhealthy, leading to a segregation and parochialism which, with 
cryptanalysts in such short supply, we can ill afford. We.urge 
specialists to become more versatile, to exercise their abilities in 
other areas, to promote the free flow of cryptanalytic excellence. 
Cryptanalysis is expanding, not contracting, and we will all need to 
broaden our horizons to meet the challenges ahead. Professional 
cryptanalysts will respond to our entreaties. 

Hllll ■ HUHftlfHRlllfRHIINIIHHftllllflllR.lltlllft ■ ll ■■ lllt ■■■■■ ••· .. ·••1111un ■■ ••·· .. ••••••• .. ••n ■ 11 

g. The GOLD BUG and GOLD BUG TEAM AWARDS 

The Gold Bug Award was established in 1982 to recognize 
outstanding technical excellence and achievement in the field of 
cryptanalysis . ._ _____ __,,___,,--_._then Chairman of the Cryptanalysis 
Career Panel, was instrumental in esectbiish,,i.ng this NSA/CSS Exceptional· 
Cryptanalytic Achievement Award and giving its ban.a .• The award 

Page 9 of25 

consists of a pin suitable for wearing on a lapel or dre~a,• a. 
certificate signed by the Director, and a plate· bearing the redipiE!n~:a. 
name attached on a permanent plaque that is installed in the hallway of • • • • • •• 
the first floor OPS #2B. tr 

In his introductory remarks at the dedication of the GOLD BUG 
Award plaque, Cryptanalysis Career Panel Chairman ,.._------,,,-..------announced, •Edgar Allen Poe, the author of the story 'The Gold Bug' 
which give its name to the award, was an amateur cryptanalyst. He had 
hoped to gain employment with the federal government as a cryptanalyst, 
and achiev~d, in his failure, the fame that has been denied our 
honorees in their successes. Poe once said, 'It may well be doubted 
whether human ingenuity can construct an· enigma of the kind which human 
ingenuity may not, by proper application, resolve.' The recipients of 
the Gold Bug Award have d~onstrated human ingenuity at its zenith.• 

Criteria for selection are: 

a. the achievement to be rewarded must be of professional calibre~§ 
defined by the goals and objectives established by the Cryptanaly$ls 
Career Pa~el; .• 

b. the achievement must be in.cryptanalysis; and 

c. the nominee must be actively:engaged in cryptanaly~i~ within the. 
Crypt9logic Community. .• 
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There are currently Qrecipients of the GOLD BUG Award, the last 
awarded to I =i-':ih "Ma.reh 4JJ94., ••••••• 

• • ■ • • • • • • • • • • • • • • ■ : : ~ : ~ : : ~ ~ ~ ~ ' ' ' ' ~ • • • • • • 

In early 1994, the Cryptanalysis Career Panel received 
nominations for outstanding crypta,nalytic achievement performed. 
by teams of cryptanalysts. The excellence of the technical work was 
noteworthy, but the original GOLD BUG Award was established to 
recognize individuals. So the Cryptanalysis Career Panel approved the 
creation of a similar award for team achievement. The concept was 
approved by the Director, and the first recipients were selected. 

. . .. ~~~~~~~~" 
--- ••••••••• ■ •••••••••• ■ ••••• ■ ••• •'• ••••• ■ ■ ■ •••••• 

___ I a o , w1 e onore in a ceremony on 15 August. The 
DDO will unveil the new plaque at that ceremony. A plate bearing the 
names of the recipients will be attached to the new permanent plaque to 
be installed in the hallway of the first floor OPS #2B. The GOLD BUG 
TEAM Award plaque will hang next to the GOLD BUG Award plaque .. 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

h. CA-112 Pilot Course 

(U) Our first issue previewed some new CA courses. Here is a follow-up, 
provided by I I . . . . 
~ A pilot offering of CA-112 was h;ld• f..ri Jfa.y, •• • J\,l.though there 
were numerous problems with computers and computer hookups that-~~e? to 

tr 

w 
I 

't1 

I:" 

(X) 

O'\ 
I 
w 
O'\ 

be ironed out, overall the pilot went very well. We hope to resolve• • • • • ••• 
most of these problems by setting up a separate computer network in E4 • • •· • • • 
designated solely for CA classes. Each section of the course was 
introduced by a short lecture given by a cryptanalyst considered a~ 
expert on that topic. Toys were developed from real problems worked 
throughout Z-group. Most toys were worked onl I with a few beino 

w 
I 

'"Cl . - - . . . ·-~ . . . --r•-... w;, .. _ ............. :■ .... .. done d1rectl on the .wp:rJi;.sta.t.io:ias. .• ■'Dp,B ■ ggru:se• cw:req• d '7Ar ei:y •O!C • • • • • · . t" 

DPP and rograms as well asl . oo 
a, 
I 

. • •• ■ ••••••••• ■ •• ■ •.•• ■ •.• ■ •• ■• ■ •• ■ •••• ■ •• ■ •••• ■ 

l'P9Qo) The students were very bright, hard-working individuals who .• 
took~ry seriously the responsibility of critiquing the modules and • 
suggesting changes for the future. The major recommendation was to .• 
ensure that the course focused on using CA applications and techniques .• 
to learn UNIX programs. Most other recommendations dealt with • • 
rearranging portions of the class or changing the emphasis of various .• 
toys. Revisions are currently under way for the four classes of CA-112 .• 
scheduled for FY9 5 • • 

~ Student comments included such things as: the course was .• 
enjoyable and valuable, even in the pilot format; the students were • • 
exposed to a broad range of techniques and topics which would requi~~ 
numerous diversities to learn on-the-job; a recognition of the .• 
importance of this course and the fact that it has been badly needed 
for a long time; an appreciation for the opportunity to apply tools and 
techniques mentioned in other courses to real CA problems. •• 

• • 

♦ 

♦ 

***************************************************·*******"'*************** • 
l/////l//ll////l//l///ll/ll//l/lll/ll//l/l/lllllll/lllll/1/II/IIII/II/IIIII 

5 • TECHNICAL HEALTH 
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a. The Z2 Summer Program (Submitted by ,__ _________ __. 
• • • 1 (b) (3)-P.L. 86-361 

~ You may 4ave seen the glowing article in the 
Communicator a couple of months ago about the Director's Summer 
(DSP). You may not be aware that Z2 started its ewn version of 
DSP in 1990. 

Program 
the 

'l'!W The Z2 Summer Program, like the DSP, is designed to expose 
gifted math and computer science students to crypto-mathema.tics. Our 
program consists of three full-time directors from Z2 and eight to ten 
students drawn from several different pools. For example, three of our 
eight students this year are from the Undergraduate Training Program 
(UTP), one is from the National Physical Sciences Consortiwn (NPSC) 
program, one is a math co-op on his third tour at the agency, and the 
remainder are'direct summer hires. Two of our students have been in 
the Z2 program in past years. Our students are at various-~cademic 
stages, ranging from two who just completed their freshman year to two 
first-year graduate students. The students arrived between the middle 
of May and the first week in June, and they will stay for about 12 
weeks. Two facts that apply to all of these students - they are 
EXTREMELY bright, and they are very enthusiastic about the opportunity 
to apply math to real problems. 

· -~ The Z2 summer pro~ram began this_ year, as it us~lly 
does, with some toy problems to get the students comfortable with the 
computers and with some basic cryptanalytic ideas. Sev~ral of our 
students learned C programming within a couple of weeks. A couple of 
our return~ng students were given operational problems to work on at 
this time, since they required a shorter trainin eriod. One of the 
students quickly became proficient in for a particular 
system. Another pa.tr of students b an learnin •. . . . . . • • • • • • • • . . . L---------------------------------~ ..... • .. :. 
~ In early June, we joined the DSP for about seven da~ • .";.■ :"A,,· 

intensive tralning in crypto-math techniqUes. (Imagine MA246 and L__J ~-~ ~ 
crammed into one week I) Following the training period, the students w w ,_. 

were presented with 14 operational problems, from which they chose 7 7-
,c, (JI 

their summer projects. About half the problems were diagnosis t< 0 

problems, while the other half were attack development. The students · 5l 
are working in groups of two or three, and most are working on more ~ 0 

IW 
than one problem. . In addition to the accomplishments listed in the ~ ~ 
las_t paragraph, the students have in onlv four weeks comnleted an "" 

• • • t-'· .. __ .... 

't'PEKJQ,) As you can probably tell, these students are keeping the three 
of us directors-.on our toes, and we're learning as much as the students 
are this summer! If you think you might like to participate in the Z2 
Summer Program in the future, you could act as a director (chosen fro:in 
within Z2), or you could submit a problem and provide technical support 
for that problem. Feel free to talk to any of us about the program. 

• •1(b)(3)-P.L. 86-361 
. . . . . . . . . . . . . 

------------------------r···· 9/23/2010 



. August 1994 TALES OF THE KRYPT 
Doc ID: 6823782 

*********************************************************************** 

b. SPICE - (Background provided by L-----------------1, • fP8QQl SPICE (Sununer Program in Cryptologic Education) is a•. 
week-long seminar in advanced mathematical topics •. It is given by • 
visiting professors chosen by the leaders of the A,gency•s mathematical•. 
conununity. The goal is to keep NSA cryptanalysts and cryptologic •. 

Page 12 of25 

. 
• 

mathematicians on the cutting edge of technological breakthroughs going 
on in a variety of specialty areas. Topics in.recent years have 
included: Proving and Discovering Combinatorial Identities, Permutation 
Polynomials over Finite Fields and Latin Squares, Groebner bases, ·· .. EJ ... _ .. ,. .... . Modern Permuation Groups and Coding Theory. . .......... · ..... . 

(U) -------·-·--·-·-· ---· _._. __ __, . . . . ... 
• • is the designer of 

ra sys em, ~uo~ma In a t1on to a tutorial, 
______ _.will discuss many design and implementation issues which 
impact the performance of a sys'tem like MAGMA. Algorithms for 
computing in various algebraic structures will also be presented. In 
particular, algorithms for computing with permutation groups of degree 
one million will be discussed. 

(U) SPICE will be held in the FANX2 Auditorium (see Calendar).8 
For further information, contact! ! or 

• • 

send a message via e-mail to -1--'----------.-----------1o • .. • • • • • • •. 
.._ _________ •••••••••• ■ ••••• ■ ••• •••••••■:·~· 

•• " II •••••• II •• ■ II. ■ •••••••••• II II ••••••••••• II •••••••••• II II ..................... I •••••••• : •• . . . . . . . . r--'--.,;_ _________________ """"'." _____ --r • • • • 
c. 

. . . . . . • • • . 
• • 

f###############ff#### SECOND CALL FOR ABSTRACTS ###f#ftN\itt###iiltltlf . . . . 
~ CONSCRYPT '94 is being held at.GS'E•f;om 31 Octo:t>.:r to 4 

November. This is an opportunity to ex~kctnge informatiop•on targets~ 
cryptanalytic techniques, software.dE!velopment and a~pl1cations, and 
trends in conununications. ~ • • • · • • . . . . . . .. 
~ Abs~•ctc"ts, in either flat a~a!i or framemaker, need to 

be submit_ted ~9 f • . > no later than August 12th. 
If YOU hara•any questions at all, please feel free to call her at ' - . . 

• • 

************************************************************************** 
d. Science & Engineering Society Presentation 

(U) The NSA Science 

presentation byL.--.-..-'""'!"--~---"""'I"---~-------.+. on Tuesday, August int e R&E Symposium Center. 

. 

• 

co 

"' I 
w 
"' 

the head of the Lincoln Lab Analog Device Technology roup an 
principle director of the Consortium for Superconductive Electronics. 
He will speak on: 

I •· ·a 
•Advanced Technologies for Signal and Data Processing• 

(U) He will describe a variety of analog and digital • 
electronic technologies being developed at thel f 
This will include silicon based low power analog to digital 
converters, programmable transversal filters, fiber optic modulators 
and receivers, superconductor based correlators, compressive receivers 

---------------------------t··· I (b) (3)-P.L. 86-361 

• • . 
• 

• 
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and directive antennas. 

All green and gold badge personnel are invited to attend. 

Page 13 of25 

***********************************************************************~•~*~*--------
e. ~ SOLUTION TO THE JULY PROBLEM OF THE MONTH (b) (1) 

(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 ---------------------~- JULY PROBLEM STARTS HERE _______________________ ,i.... ______ ___. 

First, let's restate the question for those who missed it. • 

• " • • • i (b) (3)-P.L. 86-361 9/23/2010 
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l<b) (3)-P.L. 86-36) 

• • 

I 
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************~************************************************************* 
lill/_l////ll///l///l//lll/ll//l/////l////ll//l/////////////////l//////l/// 

6. Technical Topic 

Just the Fax (Submitted by . 
(U) Yoµ•ve heard about thein, seen them in the local 7-11, and • 

maybe even used them. They are Fax machines and they are as popular as 
ever with people who want to send a copy of a document anywhere in the 
world within a few minutes. 

(U) Fax is short for facsimile, which is known as telefax in 
some countries. It is the method by which a page (printed, 
handwritten, photographic, whatever) is converted into bits, sent via 
modems over phone lines, and recorded on the other end as a copy. 
Group 3 Fax is digital in nature (encoded bits are sent with a modem 
over phone lines) and is the predominant type of Fax used today. 
Groups 1 and 2 are analog in nature and much older and slower. Group 4 
is meant to operate on a digital network instead of regular phone lines. 

(U) Fax is very much like a remote photocopier. one can think 
of the process of encoding a page of Fax first by taking a picture of 
the page and converting it into a 1728xl100 raster file (for an 8.Sxll 
inch page). Each line going down the image is then encoded, usually 
via a particular Huffman code spelled out by the CCITT standards 
organization. The encoded bits are then optionally put in error 
correction packets and/or encrypted and sent to the image modem for 
transmission. The process is reversed at the receiving end of the 
transmission to create a raster image which is printed. • 

♦ 

♦ 

(U) Group 3 Fax transmissions are half-duplex and use a 30.0 
bps V. 21 modem to send handshaking information, known as T. 30 • • 
information. To actually transmit an image, a faster modem is ~sed, 
either a V.29, V.27, or a V.17. The speeds of the image modeiim range 
from 2,400 bps to 14,400 bps. To ensure line quality, a l.S•second 
burst of all zeros, known as a training sequence, is sent+l)y the 
transmitter; the receiver will either accept the currenn•speed or 
request that.another training sequence be sent at the next lower speed 
available. The pages will then be transmitted at the.speed·which was 

♦ 

♦ 

♦ 

♦ 

♦ 

• 
♦ 

• • 
♦ 

• • • 

(b) (1) 
(b) (3l -so use 3024 (i> 
(b) (3)-P.L. 86-:36 

• 
♦ 

• • . 
• 
♦ 
♦ 

• 
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accepted by the receiver. T.30 handshaking occurs at the start of a 
transmission and in between each burst from the image modem. 

(U) There are those people who say that Fax is a quickly 
passing fad.which will be supplanted by electronic mail, but the 
evidence so f~r does not support this theory. A Gallup poll released 
in April found that the corporate America uses Fax far more than email 
to the extent that more than a third of telephone bills for Fortune 
500 companies are from Fax transmissions. According to the New York· 
Times, the poll found that, •the real appeal of fax machines is that 
they are easy to use and are an entrenched part of the daily office 
regimen in a way that E-mail is not.• Additionally, pictures, 
drawings, signatures, and other non-textual information can be easily 
transmitted via Fax in a way that most email systems cannot handle. 

••n11w ■ 11 ■■ •11n11n1111 ■ aR1t ■ nn ■ a11n•••• .... •nnw1111 ■ n ■ ••••••1111uu ■■■ 11nn ■ n ■ 11 ■■ •••••••••• 

I////II///I//I/III///I//I//II//II/I///I//I/I///IIII/II//I////I/IIIII/II/// 

7. Norman Roberts Award - Call for Nominations 

(b) (1) 

(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

~ In recognition of Norman Roberts' talent for nurturing the skills of 
junior analysts, the KRYPTOS Society established the Norman Roberts 
Award. The award is presented annually to a junior cryptanalyst at 
NSA/GCHQ who has made an outstanding cryptanalytic contribution. 

~ Norman joined GCHQ in 1975 and won the respect and admiration 
of his colleagues for his innovative ideas and particularly for his 
ability to train and inspire younger analysts up to his untimely death 
in July 1990. 

~Any KRYPTOS member may nominate any employee at NSA or GCHQ who 
has been at their respective agency for less. than five years as of 
31 July 1994, and who has made an outstanding contribution to 
cryptology or a related discipline. The nominee does not have to be 
a KRYPTOS member. Integrees will be regarded as members of their host 
agency. The nomination must include the names of the proposer and the 
nominee, together with an account of the work which attracted the 
nomination. It may be classified up to TSC. Nominations are due by 
1 September 1994 and should be mailed to the KRYPTOS Society 

secretary, L--------------------' • !{bl (3)-P.L. 86-36! . . . . . . . . . 
.. 'II • . . . - .. . . 
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("Pe\1QJ The winner will be selected by a joint UK/USA panel, 
announced in October and presented with a ·small engraved plaque. 

The winner's name will also be.added to a permanent plaque on the 
first floor in OPS 2B. 

l/ll/l/lllll//l//ll//lllll//llll///l//lll/ll/ll//lll/llll/lll//ll(II//I/III 

8. ACTION LINE 

a. (U) QUESTION: How are CA Panel members selected? Are there minimum· 
grade levels required? Also, same question about the members of the 
various committees (paper review, program review, and POE test 
committee). 

······~·············~-·-··················································· 
(U) ANSWER: (Provided byl I CACP Executive) '----------1. . • 

-The Cryptanalysis Career Panel, the Techn!cai.Paper Evaluation 
Board, the Computer Program Evaluation Board, and the ~IrPOE Committee 
are COII\POsed of professionally certified Cryptana~ysts. Th6•. 
Cryptanalysis Career Panel is a duly constituted board, which meaJJ,s it 
includes a female representative and a minority representative. T:tie-. 
Cryptanalysis Career Panel also includes a-military representative. 1•• 
will list the members of the various Boards below. 

The STTB has recently advised that members of the Cryptanalysis 
Career Panel, and the other career field panels,. should come from the 
0015, SCE, and SLE ranks. These people are the senior experts in the 
career field, and probably represent a wide diversity of experience, 
skills, technical and leadership backgrounds, and have seen the career 
field grow and change. 

Under normal conditions, the Chairman and members of the 
Cryptanalysis Career Panel serve three year terms. When the Chairman 
is two or three months away from the end of his/her term, a list of 
possible candidates is formed. The Panel starts with the list of 
certified 15's, SCE's, and SLE's, and also reviews the list of people 
who have already served on the Panel. Previous experience as a member 
of the CACP is helpful for the new Chairman, but not a necessity. The 
CACP forms a short list of candidates in priority order, and the 
current Chairman then invites each prospective candidate in turn, until• 
one has accepted the position. In the past, the current Chairman was • • 
the final selection official, but would not choose a replacement • • 
against the advice and consent of the Panel members. When a Chai~ 
i~ selected, he/she must be approved by DDO, with concurrence by M34 . 

• 
Panel members are selected in a similar manner, except that the 

CACP attempts to find representatives from the various areas within 
cryptanalysis. There are members from different offices in z. •Group, 
and a representative from the NCS. • ♦ 

• 
A member of the CACP is also a member of, and actaas liaison 

with, the Technical Paper Review Board, the Computer Pragram 
~eview Board, ·the CAPQE COllll'llittee, and the.Technical Tpck Review Panel 
(TTRP). There is a different liaison to each of the·• 
boards/conunittees/panels. They report back to the CACP at its monthly 
meeting. Membership on these various boards is by.invitation, with the 

• • 

• • 

• • . 
• 
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individual's interest in serving the cryptanalytic conmunity an 
important consideration for selection. Normally, professionalized 
cryptanalysts volunteer to be on a board, or are suggested by 
supervisors, current board members, or current CACP members. A 
diversity of experience is also an important factor. For example, the 
current Technical Paper Review Board consists of members from Zl, Z2, 
Z3, Z4, ZS, and C7. We also try to balance the boards in matters of 
gender and experience. 

Members of the Technical Paper Evaluation Board and the 
Computer Program Evaluation Board serve terms of about two years, with 
a staggered rotation schedule, to help maintain consistency and 
continuity. There are no minimum grade levels for these boards, but 
members must exhibit ·technical expertise and competency in the field. 

The positions of the Executiv$ and Assistant Executive of the 
Cryptanalysis Career Panel ai;-e advertised through the Agency's Job 
Vacancy Announcement Process. The selection authority is.the Chai:nnan, 
with the advice of the CACP. 

CACP: 

Floyd Weakley,r-7 

Technical Pa er Evaluation 

Chai rma.n 

..... • • • • • • • • • • • • • • ■ • • • ■ • • 

. . . . . ••• ■ •••••••••• ■ •••••••••• 

I 

Exe cutive 
Assi stant Executive 

Training Advisor I 
MJ.J.J.t = ary• • AdviS"'r• • · • • • · • • • • 1 • •· • •• •1 

• ■ ••• ·"' •••••• ••••••••• •••• : •• . . . . 
• • • • • • • • • • • ♦ • . . . . . . . . . . 

• . . 
• . . 

• . • . 
• . 

• 
• • 

• . 
• . 

• . 
• • Computer Program Evaluation Board! . 

• 
• 

• 
• 
• . 
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. 
*****************************************************-********************* 
QUESTION: A number of people are concerned that, ev~ though it is 
required that positions at branch level and above be- advertised, many 
of the advertisements appear to be paper exercises pnly. It seems 
that selection officials often have a person in mind beforehand. No 
one wants to spend his time agonizing over whethe~•to apply for a job, 
inform his supervisor of his intent to leave, and•then go to the . . 
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trouble of applying IF there is no hope of being selected. At least 
before, we knew that if we saw an announcement, the office was 
actually looking for someone. Could someone in z comment on this, please? 

flllll ■■ lfnllfflfUIINiill ■ n ■ ••····""""""""·""·••n••• ■ nn••····""· .. ··················•·11•11 
ANSWER: (provided by ~'-----l Deputy Z, Chair Career Development Board): . . 
I think this an extremely pertinent•<fue~tion which deserves a comprehensive 
answer. The selecton of managers at the•tlrapch level and above is, in my 
mind, one of the most important responsibilities.of the selection official 
who is usually the immediate supervisor for the p~s~tJ.on to be filled. It's 
the responsibility of managers to acquire the resources•n~cessary to carry 
out their mission and I don't know of any resource more impo~~a_nt than 
the leadership (this is especially true in cryptanalysis where we•look 
more to creative and imaginative problem solving rather than rote sol~ttons 
which are much more easily managed). • 

Consequently, there are proactive roles to be played here by both th~ 
selecting official and the potential candidates. In my mind it is a gross 
abdication of a critical responsibility for a selecting official to prepare 
and publish an advertisement and then wait, in a passive mode, to be 
presented with a list of candidates from which the selection official 
will choose! In my experience, I have. frequently had to go out and 
convince a somewhat reluctant candidate to apply for the job. The eventual 
selection of a heavily recruited candidate may give the appearance that 
a. particular job was •wired• _but it certainly doesn't imply that other 
candidates weren't considered. Fulfilling EEO responsibilities is a 
critical job element for selection officials who must also extend their 
proactive role to identifying and recruiting women and minorities who 
possess the right qualifications. 

. 

In my few short months as D/Z I have seen many jobs advertised and 
selections made and I continue to be impressed with the professionalism of 
the selecting officials who really do look over the list of applicants very: 
carefully.· I have also observed that several people both in z and elsewhe(e 
in DDO have become increasingly frustrated with a selection process which• 
has repeatedly bypassed them in favor of other candidates. In these casis 
the perceptions that jobs are •wired• are easily reached. After all, a?l 
of us believe we are qualified for the jobs we apply for and may look.♦ 
for explanations why we weren't selected - thi~ is human nature. : 

I have occasionally seen some shortsightedness on the part of select"ing 
officials and this is where some improvements are possible. A manager will 
sometimes select someone with recent relevant experience (usually.obtained 
by working within the organization where the vacancy lies) rathef than 
taking a risk on someone unknown to the selecting official who ~erhaps 
doesn't see the long term corporate benefits of developing candidates 
with excellent potential. Here is where selection and advisqty boards 
should play a key role in the process. Recently, we have added an advisory 
role to the z ·group Career Development Board (CDB)'. Branch .and division 
level management positions are routinely discussed with the goal to 
cooperatively reach a consensus amongst the selecting off.!cial, the 
office chiefs, and the CDB. Tom Lessard· (CHIZ) has endqtsed this process. 

*************************************************************************** . 
///////lll/llll/l///ll/ll//////////ll//ll///lll///l/li/l//l/lll///llll///l/ . 
9. LITERARY TIDBITS 
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. 
(U) Voynich Manuscript Rema.ins Elusive - (by~! ________ ___. 

In Yale's Beinecke Rare Book Collection sits the Most Mysterious 
Manuscript. Found by Wilfrid Voynich in 1912 in an Italian villa, the 
book is at least 400 years old. Elegant handwriting fills its pages, 
as do many anatomical, herbal, and astrological drawings, some in 
color. Yet, as far as we know, nobody but the author has ever been 
able to read it. 

We don•t·seem to know enough about the book. The alphabet's size, 
its origin, and the underlying language are all unknown. Frequency 
distributions haven't shed much light. Still, some things are known. 
The book is believed to have been circulating around the court of · 
F.mperor Rudolph II of Bohemia during the early part of the 17th 
Century, and may once have belonged to Rudolph's chief alchemist. 
Despite the fact that some have attributed the work to Roger Ba.con, a 
13th-Century Franciscan philosopher and occultist, the author's 
identity remains a mystery. 

Much scrutiny has been given the manuscript. Some people think that 
it's an elaborate hoax, but the text's structure suggests otherwise. 
William F. Friedman believed that the •words• were written in an 
artificial language, in which each letter denotes a different 
classification for an object (similar to genus and species). In 1928, 
William R. Newbold presented the first •decipherment,• based on.an 
anagramming system so complicated and subjective that practically any 
interpretation is possible. From the decipherment, Newbold claimed a 
13th-Century manuscript origin, with Bacon as author, and argued that 
Bacon revealed, among other things, his knowledge of 20th-Century 
astronomy. 

Roberts. Brumbaugh, in 1974, claimed that each letter had as many 
as three plaintext t!qllivalents. Though he holds that the translation 
has an alchemical flavor, his decipherment technique fails for most of 
the book. Just a few years ago, Leo Levitov decided that the Voynich 
alphabet is actually plaintext, tJiat the language is some sort of 
polyglot, and that the manuscript is a prayer-book for a suicidal cult 
of Isis. Unfortunately, Levitov's translation is more repetitive than 
the manuscript seems to be, and provides us with only a few words, 
which he rearranges without regard to case. In short, nobody has a 
convincing, accepted translation. 

So, the Voynich Manuscript remains a mystery. Any would-be solvers 
should refer to an Agency publication, •The voynich Manuscript: An 
Elegant Enigma• by Mary E. D' Imperio. The Main Library has it; it's the 
chief source for this article. Yours truly is curious about any recent 
developments, as well as the cost of photocopies of manuscript pages, 
and whether some are floating around at the Agency. Decrypted or not, 
what a great coffee table book it would make! 

*************************************************************************** 
/I/II///II////////II/IIIII//IIII//I/I/II//II//I//IIIII//////I/III/IIII////I 

10. (U) PUZZLE 

Here is the solution to last month's puzzle -

Solution to July Puzzle: .. --------~ •••••••••••••••• • I (b> (3>-P.L. 86-361 

I . . . . . -, --------------rt' 
• . . . . 

. . . 
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• • • • • • • - , (b) (3)-P.L. 86-361 

. 

11 ■ 11••··••n ■ RftllHN ■ WHll ■ NH1t ■ 1111••············••nn11 ■--••·••1111 ■ 111111 ■ nllllllflftWIINRIIIIRllft 

. 
And, for this month, we offer the following - ·It is not necessary to 
send your solutions on this one, it is too long. Answer in next month's issue. 

•we Knew it All Alonr•1• 
by._l ___ __._ 

+----+----+---~•----+----+----+----+----+----+----+----+ 
IXXXXI 1v1 2w1 3CIXXXXI 4XI 5VI 6CI 701 8YI 901 
1xxxx1 I I 1xxxx1 I I I I I I 

+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
I lOII 11FI 12PI 1301 14bl 15NIXXXXI 16HI 17UI 18FI 19MI 20PIXXXXI 
I. I I I I I lxxxxl I I I I 1xxxx1 

+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
l 21AI 22NIXXXXI ·23WI 2401 25bl 26cj 27TI 2Bbl. 29FI 30D1 31ZI 32Jj 33NI 34YI 
I I 1xxxx1 I I I I I I I I I I I I 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
I 35GIXXXXI 36PI 37ZI 38UIXXXXI 39LI 40TI 41WI 42II 43Kj 44D1 45VI 46GI 47EI 
I lxxxxl I I 1xxxx1 I I I I I I I I I 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
I 48RI 49JIXXXXI 5001 51HI 52XI 53al 54HI SSC! 56RI 57UI 58D!XXXXI 59AI 60Hj 
I I lxxxxl I I I I I I I . I 1xxxx1 I I 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
jxxxxl 61LI 62Pj 63XI 64FI 6SZI 66MI 67Qj 68TIXXXXI 69KI ?OWi 71KI 72Nj 73XI 
1xxxx1 I I I I I I I 1xxxx1 I I I I I 
+----+----+----+----+----+----+----+----+----~---+----+----+----+----+----+ 
I 74TI 750j 76BjXXXXI 77YI 78LI 79S1 8001 81Bj 82NI 83Jj 84aj 85PI 86EjXXXXj 
I I I 1xxxx1 I I I I I I I I I 1xxxx1 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
I 87Sj 88cl 89AIXXXXI 90II 91ZI 92JI 93WI 94cj 95Tj 96EI 97D1 98GI 99BllOOUI 
I - I I 1xxxx1 I I I I I I I I I I I 
+----+----+----+----+----+----+----+----+----+----+~---+----+----+----+----T 
l101Rl102Mll03EjXXXXjl040jl05Ull06DIXXXXl107Ej108cll09Hj110Kjl11Sl112Al113QI 
I I I 1xxxx1 I I 1xx:ic1c1 I I I I I I I 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
l114alll5c·1xxxx1116zj117Bl118Ylll9Xll20Zll21VIXXXXl122Tl123QIXXXXl124Bl125HI 
I I txxxx1 I I I I I 1xxxx1 I 1xxxx1 . I I 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 

I (b) (3)-P.L. 86-361 
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l126Gl127Rl128XIXXXXl129Sl130GIXXXXl131Ll132Dl133El134KIXXXXl135Jl136SIXXXXI 
I I I 1xxxx1 I 1xxxx1 I I I 1xxxx1 I Jxxxxl 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
l137Dl138Vl139LIXXXXll40Kll41Nl142Bl143Gl144BIXXXXl145Lll46CIXXXXl147Kl148al 
I I . I 1xxxx1 I I I I · 1xxxx1 I · 1xxxx1 I I 
+---~+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
l149Jll50HIXXXXl151Vl152Jll53Ql154Ml155ZJ156Ul157Il158bjl59Rl160bjl61SIXXXXI 
I I 1xxxx1 I I I I I I I 1· I I 1xxxx1 
+----+----+----+----+----+----+---•+----+----+----+----+----+---9+---~+----+ 
ll62Pll63FIXXXXl164Bl165Al166Rll67El168cl169Ul170alXXXXl171AIXXXXl172cJ173QI 
I I 1xxxx1 I I I I I I 1xxxx1 lxxxxl I I 
+----+----+---~+----+----+----+----+----+----+----+----+----+----+----+----+ 
l174Yll75Ll176Ml177IIXXXXl178C]l79Tl180Rl181NIXXXXl182Fl183Ll184Ol185Dl186MI 
I I I I 1xxxx1 I I I 1xxxx1 I I I I I 
+----+----+----+----+----+----+----+----+----+----+----+----+----+----+----+ 
l187Fll8BVl189Sl190Al191PIXXXXl192Zl193Il194blXXXXl19SWIXXXXl196Pl197al198GI 
I I I I I 1xxxx1 I I J-xxxxl lxxxxl I I I 
+----+----+----+----+----+----+----+---~+----+----+----+----+-·--+----+----+ 

l199Xl200MIXXXXl201Nl202Hl203Cl204Il205al206Yl207JIXXXXl208bl209XI 
I I IXXXXI I I I I I I 1xxxx1 I I 
+----+----+----+----+----+---~+----+----+----+----+-~--+----+----+ 

IXXXXl210Tl211bl212Yl213clXXXXl214Vl215Fl216Rl217WIXXXXI 
Jxxxxl I I I 1xxxx1 I I I 1xxxx1 
+----+----+----+----+----+----+----+----+----+----+----+ 

A. -- -- -- -- -- -- -- Articulated. 
171 21 165 112 59 190 89 

B. --------------
Evening song 

76 117 164 142 81 99 144 124 

c. -- -- -- -·- -- -- -- Vanity 
115 178 146 55 3 203 6 

D. -- -- -- -- -- -- -- -- Estate in Espanol 
132 30 185 97 106 44 58 137 

E. -- -- -- -- -- -- -- Pismire palace 
133 103 86" 167 107 96 47 

F. ---------------- 1 1/3 fluid drams 
11 215 187 163 182 18 64 29 

G. -- -- -- -- -- -- -- Fervent 
98 198 46 143 130 126 35 

H. -- -- -- -- -- -- -- -- Flirt 
202 60 125 51 150 16 109 54 

I. -- -- -- -- -- -- -- Yacht race 
177 204 90 157 193 42 10 

J. -- -- -- -- -- -- -- -- Small farmers 
49 207 135 83 152 92. 149 32 

K. -- -- -- -- -- -- -- Layered dessert 
147 69 110 140 71 43 134 

L. Deception 

----------------------r I (bl (3) -P.L. 86-361 
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131 183 145 39 175 78 61 139 

M. -·- -- -- -- -- -- --· 
66 200 154 176 19 186 102 

N. -- -- -- -- -·- -- -- --
15 141 22 82 72 181 33 201 

o. -- -- -- -- -- -- --
184 50 104 24 75 13 7 

P. -- -- -- -- -- -- -- --
196 162 6_2 85 20 36 12 191 

Q. -- --· -- -- -- -- --
80 113 153 173 9 67 123 

R. 
180 ·216 101 56 159. 166 127 48 

. s. -- -- -- -- -- -- --
189 87 161 129 111 79 136 

T. -- -- -- -- -- -- -- --
95 74 27 40 179 122 68 210 

Page23 of2S 

Moor of Venice 

Barren; uninhabited 

Rhea's cousin 

Denied 

Locale for a canal 

Extremely serious 

Large watchdog 

Flabbergast 

u. -- -- -- --.- -- -- -- Fermat's Little or Last, e.g. 
100 105 57. 17 169 38 156 

v. -- -- -- -- -- -- -- -- People 
214 45 151 5 138 188 1 121 

w. -.- -- -- -- -- -- -- Improve 
93 70 2 195 41 23 217 

x. -- -- -- -- -- -- -- -- Destructive insect 
4 209 199 128 73 52 119 63 

Y. -- -- -- -- -- -- -- Cupidity 
118 212 174 77 34 206 8 

z. --------------- Epithet of Ivan IV 
120 155 37 65 192 116 31 91 

a. -- -- -- -- -- -- -- Hurt 
114 205 53 148 197 84 170 

b. --------------- Shipwrecked 
160 14 194 158 211 208 28 25 

c. -- -- -- -- -- -- -- A tool in the boot 
172 26 168 108 88 213 94 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
llllllll/ll//llllllllllll/ll/!ll!//II/II/I//I///IIIIII/I///I////III/////I 

11. CONTEST 

a. And the winner . . 
1S ••••••••••••••••••••••••••• , • · ••••••• I (b) (3)-P.L. 86-361 

. . ' . . . 
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(U) Congrats tol I whos~ proposed title for this 
newsletter, Tales from th._e....,c"'"ryp--t,--, _r_e_c_e..,.i-v-e""'d,--t~li:e' most votes! Ray wins a 
double-scoop sundae, and should contact I •.~to collect same! 

I I 

(U) Just to let you know, the top five vote-ge!~4'C'S were: 
I I 

Tales from the Crypt 
TransCrypt-- 15 
The CipherSpace - 14 
The Kryptogram - 12 
Plain & Cipher - 11 

- 21 '•, 
•• •• • • • • • 

*************************************************************************** 

b. A NEW -CONTEST - What do those vanity license plates mean? 

• • • • . • • 
tr 

w 
I 

ttj 
••••• ■ ••• ■ ■ ••• · ••• 

•••••••••••••••••••••••••• t"' (U) ::::::::::;::;£ has had his vanity license plates, •CURRO26•, 
for over a year now. Although man~ have tri_ssL, no one has succeeded _ ~ 

in deciphering it. <l · -l~~~e:~ 1.-.J~~~~~~~~:~:! ............................ "'........... ~ 
(U) c:Jthinks·i·t· is·;~ ·e~~y tha"t. ~tt!ng. it. i~ ~h~ ~~ c~... . 

newsletter, as a challenge, is an insult to the CA community.· He has, 
bowever, reluctantly agreed, in view of how intractable it has been. 
The ground-rules are that respondents will be given only one of two. 
pieces of information - 1) •No, that is not correct• or 2) •Yes, by 
George, you've got it!• 

(U) we·will publish the answer next month ONLY IF it is 
broken, and then the winner (first to submit the correct answer) will 
win a double scoop sundae fromr-7 Send your guesses to· any member of 
the Editorial Board and we'll :riiii""'Etiem.py him. (We don't know the 
answer either! ) · • • • • . . 

. . . . . . . . . 
*********************************************************'•·~•********* 

' . . 
12 . EDITORIAL CORNER • • • . . . 
If you have a relatively short technical treatise which you think might 
appeal to our readers, please submit it to any member of the editorial 
board or any of our office POCs. 

In fact, if you have anything you would like to have considered for 
inclusion in future issues, please forward it, IN ASCII FORMAT, to one 
of the l'QCs listed below. Also, PLEASE paragraph classify each item 
submitted. 

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail thein in hardcopy form to any member of the 
editorial board or any of our-'office representatives.· 

We would very much like this newsletter to represent a broad • 
cross-section of the CA community - we need some more volunteers to •• 
help us, -however. Pe~haps you would lik~ to work on one of the topics 
in this issue, or perhaps there is another topic which you think~hould 
be included in future issues. Either way, we would like your.fnput, 
and help, so give one of us a call. The more people who div!de up the 
work, the less burden on any one person. .• 

• • 
♦ 

• • 

I 

. • . . . 
tr 

(;J 

I 
ttj 

t< 

CX) 

0) 

I 
(;J 
0) 

• • • • • • • . . 
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lll#l#ifll###llll#ll###llll#llllflllll#lllllltfff#lfl#ltl#l#l#ll#ll#IIIII 
NOTE: We MUST receive any submissions for the September issue by 24 Aug. 
lll##l#llllllllllllflllllllt#l##lll#lttl##lllflltllllllill#lilllltllllll 

************************************************************************ 
EDITORIAL BOARD 

rJacx: .1.ngram, CryptoTogTc H1story Museum 
L---------1 NCS . . . . . . . . . . . . 

Page25of25 

• • • • • • • • • • • • ■ 

~O~F~F~I~C~E~R~ep~s~------~•••••••••••••~ •• :~~~~~~~~-•-------~ . I (b) (3) "'."P.L. 86-361 

- .-- .. ~ .r-, • ,-- r- 1 r I ,..,.,, {lftT 
J vr JL....1.... r •~ , ._.,. .,_, 

I 

Dl!RIV!D PROM: NIA.USM 12.W. 
DAlll) 3 - 1991 

Dm.Ass!FY ON: SOURa! MMNm IIOADR• 

. 
♦ 

♦ 

♦ 

♦ 

D.ffl!:otsautCZ:3-1991 

I (b) (3)-P.L. 86-361 . 
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- ·-----~-- ~--- -
: ,./...- ,J~. r1~I ,. U 1l 

{r!N'OC:I ' M"'Q 
(U) Last Modified: 10/30/2002 11 :4 : 16 

. (U)PE EXTERNAL P~GE 

************************ 
* TALES OF THE CRYPT * 
************************ 

ISSUE 4 

September 1994 

l/ll/l//l////l/ll///l//ll//l/l//llll//lll///l/ll//llll//llll//f//ll////// 

TABLE OF CONTENTS: 

1 . Perspectives in CA •••••• • • • • • • 
I (b) (3) -P.L. 

. k ■ ••• II ' a. DJ.C Ruhl, D/Ch .z.i ••••••••••• 
b . ._ _____ __, 

2. KRYPTOS Society 
a. Request 
b. Distinguished Members 

3. Calendar of Events 
4. News from the CACP 

a. New Certifications 
b. 1993 CA Confer~ce Report Updat,e 
c. 1994 CA Conference Call 
d. Biographical Portraits 

5. Technical Health 
a. New ESS category for Signals Processing Tasks 
b. CMI September Talk 
c. MEPP Monthly Meetings 
d. FY95 CA and Math Course Schedules 
e. Solution to August Problem of the Month 
f. ,September Problem of the Month 

6. Te~hnical Article 
7 . Action Line 
8. Literary Tidbits 
9. Letter to the Editors 
10. Puzzle 
11. Contest Winner 
12. Editorial Corner 

llll/l/ll///llilll/l/llf/l/l/llllllllllll/l//l/l/ll/lll///llll//l/l/lll/l/ 
-----------------------------------------· -----------------------·--------
1. PERSPECTIVES IN CA - (We will be asking CA Seniors to contribute their 
insights. We hope to feature both a z and a non-z perspective each month.) 

~ a. Dick Ruhl, Deputy Chief of Zl 

A SENSE OF COMMUNITY 

(U) The key ingredient to cryptanalytic success is people. People I (bl <3 )-P.L. 86 - 36 1 
with diverse skills. our best analysts carefully reverse engineer anp •• • • 

Approved for Release by NSA on ~9.18'-~b23~ FOIA Case# 61704um} . . . 
9/23/2010· 
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study the details of each aspect of the entire telecommunications and 
cryptologic spectrum that impacts on their ability to turn cipher into 
plaintext. During this period of down sizing and budget reductions we 
are often reminded that we must be careful to preserve investment 
capital. Within the cryptanalytic community our investment capital is 
our people, the infrastructure, and the techniques that have been 
developed over time. We should realize our st~ength is in having 
confidence and trust in our colleagues. we all must convey a sense of 
priorities and a commitment which allows people to adjust,.train and 
modify our emphasis to those activities which contribute to our 
infrastructure. The emphasis must be applied even-handedly across the 
entire spectrum of cryptanalytic functions. 

(U) The extended cryptanalysis community at NSA is at the core of many 
Agency successes. The key ingredient.to our success and productivity 
is people. Historically our analysts become skilled by working on 
difficult cryptanalytic problems. The ideas generated and the 
techniques which are then inv;>lemented are often generalized and both 
are constantly improved. To its credit, the cryptanalytic conmnmity 
consistently developed training to teach each·successive generation. 
As technologies changed, the work force adapted and moved forward. 
understanding the complexities and weaknesses of new cryptologics, the 
development pf compartmented programs to exploit subtle· 
vulnerabilities, and the willingness ·to develop intellectual areas of 
deep technical expertise, which when applied to exploit target 
communications, have provided the ~echnical leverage to exploit 
enciphered target communications critical to the U.S. policy makers and 
in support of U.S. military leaders. 

~ Today's cryptanalyst must be multi-disciplined and have broad 
experience. As with earlier generations, the cryptanalyst& must be 
problem solvers and have the ability to examine and to determine the 
cryptanalytically relevant data. For some cryptanalysts, this may mean 

·the mathematics in developing an attack. It might mean developing a 
lin istic ca abilit For th · 

ryp ana ys s must e an ve a ways ing to acqu • 
• knowledge of related fields ill\Pilcting on their discipline. This 

attention to detail and to related fields must continue to be an 
integral aspect of the cryptanalysts success. 

• 

te OOQJ Television and the news media are constantly filled with 
programs which are being identified and promoted to satisfy the needs 
of special interest groups. The extended cryptanalytic conmunity has 
traditionally responded as a community and developed new techniques, 
new expertise, as our targets and technology have changed. However, 
traditional is no longer in vogue. We now see a trend toward new 
programs developing. Each trumpets its claim as a new special interest 
group. New programs specializing in network attack possibilities or 
reverse engineering are developing. The energy is focused on the 
process of setting up these programs with limited access for the work. 
force-at-large. Just the opposite needs to occur. These emerging.•• 
fields must be open to the Agency analysts who ar~ willing .uid.af>le to 

. _______________________ __,. . • • . 
.. 

• • 

• 

. • • 
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• 
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adjust. Open to analysts who are currently engaged in these activities 
and.who are striving to obtain practical experience to such a depth 
that the emerging fields become part of the 'traditional' culture.-
This transition is necessary ·to preserve the technical health of the 
community. To solve real problems a cadre of individual experts will 
be necessary to attack facets of the problem which are too complex for 
individual specialists. Each must appreciate and recognize the 
contributions of the other specialists._ Given the opportunity I am 
absolutely positive cryptanalysts will refine their technical skills 

·and develop new pools of experts who can continue to meet·the 
challenges and opportunities that challenge the Agency. Cryptanalysts 
have developed strong ties with signals analysis and engineering 
disciplines. 1 I 

Page3 of21 

I . I In • • 
each case, the cryptanalytic community has developed depth of tecl?r:l.i.cal •• 
expertise to interact knowledgeably with other technical specialists•al}d •. 
working together these teams have overcome the technology challenge of •• • .... 
the moment. •: 

(U) The people I have trusted and encouraged to explore new 
opportunities have far surpassed my expectations and certainly my own 
abilities. Our people are our most important ingredient in the 
development of our community. 

II ft n II n II ft II II h h II ft 1' ft ft fl ft II II ■ ff ff ft fl It ti fl It II If fl n N II ft 11 ■ 11 11 It II R 11 11 ti 11 11 11 11 11 n II U n II tt It ft II II ft H ft ff II 11 ■ 11 II II It 

tr 
w 
I 

'"Cl 

I:" 

(X) 

"' I 
w 
"' (bl Can you believe they did that ... . ..... ~ ....................... . •••••••••• ■ 

·I I (I~;~s~c Developmental Security Evaluations) 

(~ One of the joys of cryptanalysis is the occasional feeling of 
superiority when the analyst sees a mistake by the designer or 
implementor. In the SIGINT world, we can make money from those 
unintended designs. That's good, because we in the INFOSEC business 
have plenty of things that need money to fix! This note is an attempt 
to share with you the perspectives of one INFOSEC person who grew up as 
a cryptanalytic mathematician, and who tried to practice cryptanalysis 
on problems in SIGINT and INFOSEC. The quick summary: INFOSEC uses 
cryptanalysis every day; finding, assessing, and helping correct the 

"flaws which could harm v.s. interests. To avoid being censored, I'll 
try to disguise •target nations" in the following. See if you can 
figure it out. 

________________________ _, .. l<b) (3)-P.L. 86-361 

(b) (1) I 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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(b) (1) 
(bl (3) -so use 3024 (il 
(b) (3)-P.L. 86-36 

~ In addition to signals and "traditional• cryptanalysis, CA 
opportunities are flooding In from network and system areas. Networked 
computers pose immense security challenges, and great opportunities for 
cryptanalysis. "Tools" like signatures and encryption are used; 
hardware and software protective features like access control lists, 
audit, and authentication are used. And we in INFOSEC get to pretend 
we are the hacker, trying to uncover the hidden information with 
whatever tricks we can find. The problems and opportunities which 
confront NSA are great - this is a fun time for the problem solver. We 
in INFOSEC invite you to stop in and chat about your, challenges, our 
challenges,·or even your answers to our challenges! 

*************************************************************************** 

2. KRYPTOS SOCIETY 

a. REQUEST 

(U) We have co-sponsored a fall picnic with the CMI over the last few 
years, but there seems to be a decided lack of interest this year from 
the members of both organizations. We would like to know what kind of 
social activity the CMI and KRYPTOS members would like to have, such as 
an "end of winter doldrums spring picnic" or a cocktail party, or even 
a dance. Please take time to let either I l or 

know just what you would like. •. 
,__ ______________ If II fl ■ 11 II II II N N ■ ■ fl H W II fl II ft ff 11 ■ 11 ff 11 ■ ft If R ti R ff II II ■ ■ ft 11 If It II ft fl+tl R II . . . . . . . . . . . . . . . . . 

• • • • • • • • • • • ♦ • . . . . . . . . . b. SPOTLIGHT ON ..... 
Distinguished Members of the KRYPTOS Society for 1993 

(U) Last fall, KRYPTOS introduced the Society's 1993 
Distinguished Members at their annual luncheon. Background on each of 
the five 1993 Distinguised Members will be featured in the upcoming 
issues of this newsletter,· leading tip to the annual luncheon in November. 

lllfHllffllWtfHNffUlllllllfRIIHNftllfltlllllllHHN ■ llllhll1111ftRHllftHNnn1111u11nnnnnnn111tn11n11nn1111nttnu11nn 

(a) • L-1 _____ _,_ 

• • • • • • • • • • • 
0 J(b) (3)-P.L. 

• 
.. . -----------------------...-

• • 
• 

86-36! 

1(b) (3)-P.L. 86-3~ 
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I t? tr 

·L--------- °'~ 
• • • • : : : I • ~ 

(U) With the exce tion of ro·ects co 

°' I 
w 

ap_ .l;.t!3.~U91;~S,:3«?Z: p:rqari2:.a,H~n!3;. ?~'!f~,s.i~~a.1i~e.d.~o.t:ti.a.s.~.. :::.·.·····--°'....., 
mathematician and cryptanalyst, his significant breakthroughs and 
advances in major research problems over the years merited him a Letter 
of Commendation from the Direc~or (1970), appointment as a Senior 
Consultant (1973), the Exceptional Civilian Service Award (1977), an 
immediate merit promotion by the Director (1978), and a DDO Special 
Performance Award (1987). 

(U) I demonstrated outstanding performance in a 
variety of roles - supervisor,•re~arch ~ryptanalyst, and technical 
consultant. He attended and was a pri1na~~ participant at many 
conferences at Princeton and at GCHQ, where he ~rasJ!t}ted technical 
briefings and led discussion groups of senior analysts and ~µtside 
consultants. He was a member of many Agency promotion boards 0 a"ntl• ••• 
received several Senior Technical Awards. l llast year before .... 
retirement was marked by even more impressive successes"Arld"a"lbt ■of• 
TDY. In 1992, the Director of Central intelligence awarded him the 
Outstanding Collector Award. 

. . . .. 
• ■ •••••• ■ ••••• 

his loss to this branch would be a crippling blow to its 
research 

... responsible for generating ideas, attacks, and hypotheses 
for all systems 

... this achievement is a classic example of cryptanalysis at 
its very finest 

... while an exceptionally brilliant piece of work, it is.•• 
typical of the work accomplished by him • • 

... has a long history of producing critical cr:ypca~alytic 

. 

results on a variety of systems .•• · ♦ 

♦ 

• . • 
• • 

has a vast store of cryptograph!~ knowledge and an.•• 
analytic ability second to none .• •• 

• 
. • ♦ 

• 
♦ 

• 
♦ 

• 

• ♦ nuunuununnuunnuunnnuunn•••••••••:••n•••••••••w•••n•••••••••••~••nnnunu• . 
(b). ---r • ♦ 

• 
. 

• 

(U) At the time of her retirement,! rwas the Deputy 
Office Chief of B8. She was a major player in the organizational 
planning for and creation of Z Group. An exceptional mathematician and 
cryptanalyst, she spent the majority of her career performing analytic 
and technical leadership functions of increasing complexity and 
importance. She distinguished herself by producing the finest ever 
annual report on the status of cryptanalysis and putting together a 

• •• .. . . • • . . • • ♦ . • ♦ 

♦ 

• • • 
♦ 

♦ 

♦ 

♦ 

w 
I ,,, 

t< 

(X) 

0-, 
I 

w 
0-, 

related briefing for the Director. 

· I She • •· (U) 

_____ ..,. ■ • • ■ • • • • • • • • • • • • • • • ■ ■ ■ • • • • • • • ■ • • ■ ■ ■ • 

,._ ____ ~!communications skills were quite evident. 
(b) (3)-P.L. 86-361 

. . . . . . 
-------------------------~··· 

. . . . . .. 
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authored a variety of technical papers, taught courses, and was an 
active and eloquent participant at SCAMP and cryptanalytic research 
conferences. Her papers and notes were used in the development of 
several cryptanalytic courses. 

(U) I !w:si~e. !~c;~B;S~J:Jqly. c.otn~l.e?C .s.ott;~ap~ p.ti,q .N-<1e •••••••• ---------, 
fundamental improvements· to widely used diagnostic attacks. Her JI (b) (3)-P.L. 86-36 

technical liaison talent was often used to bridge the gap between ~---------' 
cryptanalysts and the programmers or engineers who were developing.•••• 
support systems. Her ability to clearly articulate the ne~d~b•a way 
that couid be understood by outsiders was remarkabl~ .• •She was the 
cohesive factor in coordinating complex cryptoIRatnematical research 
against a broad variety of sophisticate,a~aystems. 
n ■■ n••••••••••••nnunnn ■ •••••·•••••~•-l:••••••••••nnn•nnn•••••••••••••••••• . . . . . (b) (3)-P.L. 86-36 

(b) (6) 

(c). r . 

(U) During his five years at the Nation~l Cryptologic School,I I 
developed CA-107, Exploitation of Manual cryptosystems; taught CA-260, ". 
Diagnosis and CA-301, Bookbreaking; originated and directed •. 
CA-305, Annual CA Seminar; and served as Chief of the CA Division. He • 
then became Executive of the Cryptanalysis Career Panel. During his •. 
tenure as Executive, he oversaw the growth from less than Q to more • 
than Q interns and built a stronger program, largely by allo\f:Ln9' •. 
interns gr~Aea:-•pa.rttcj~ation. Morale improved through the publicat.ion • 
of a newsletter, intern me"el:!n'1S,• -e.Rd .a.qr0ochure for new hires. r, • •. •• 
practiced TQM before it was fashionable. He "a".l.'3c, 'lies~ed,, the c,:--- • • . •. •. •. 
Technician Program and helped to form the KRYPTOS Society. • • • • • • • • • ~ • ." :•:•.-•,_. • 

··········-• • • • • ■ • • • • • • • • ~ • • ■ • • • ■ • • • ■ 

______ jda~ 0 be~~ b~.d~;;cterized by the following comments: 

* extraordinary levei of honesty, integrity; and enthusiasm 

* extremely sensitive to personal and career needs of the work force 

* inspired junior analysts to persist in attacking challenging problems 

* flexible, willing to help out wherever he was needed 

* excellent interpersonal skills 

* outstanding breadth of knowledge • 

• 
* left a strong legacy by his outstanding leadership 

♦ 

• • • • • ♦ 

It H II II ff • It It II II ■ ff fl It n It n ff II II II n Ir H II ft II It It It It ff n n d II q U ft fl N H U II ft fl ft tr II U ft ft II II fl fl N fl II II N 11, 11 n It I d H H II It II H If· . 
♦ 

c. ~ We have extended the deadline for nominations for the.Norman 
Roberts Award to the 15th of September. As a reminder, this•award is 
presented annually to a junior cryptanalyst at either Nsi•or GCHQ who 
has made an outstanding cryptanalytic contribution. ",J""O.nior" ha-s been 
defined as on who has been at his/her respective Ag~ty for less than 

. . 
• • 

. 
♦ 

• • 
• 

• • 
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five years as of 31 July 1994. While there is some on-going discussion 
about this definition, it will be followed this year .. Any KRYPTOS member 
may nominate any employee, Nomination must include the name of the nominee, 
the nominator, and a write-up of the work which attracted the nomination. 
It may be classified up to Isc. Please mail to the KRYPTOS secretary, 

I - . . . . . 
************************************-~*********************************** . . . . . . 
3. CALENDAR OF EVENTS 

UPCOMING 

. . . . . . ... . . . . . . . . . . . . . . . . . . 
Sep 7 

Sep 8 

Sep 8 

Sep 8 

Sep 12 

Sep 12 

Sep 15 

Sep 15 

Sep 19-20 

Sep 19-21 

Sep 20 

Sep 23 

Sept 26 

Sep 27 

Oct 7 

Oct 13 

MEPP Brown Bag Lunch and Movie (2B5038, 1200-1300) . . 
CMI - "Modern Results on an Ancient Problem• 

(0930, Friedman) (See Sb) 

HRMA Roundtable Discussion on "Networking for 
Career Development•, 2C086, 1100-1230) 

"Stress - Is it worth Dying for For?" 
(Movie, 1100, 3W083) 

Z Technical Forum Talk - Asynchronous • • • 
. . . 

Transfer Mode (ATM) , by ... I ____ __,r . 
"Stress - Is it Worth Dying for For?" 

(Movie, 1100, 2C086) 

Norm Roberts' Award Nominations Due - (see 2c) 

Flexible Employment Plan (FEP) Open Season Ends 

Healthy Heart Mini-Fair (OPSl N. Cafeteria, 
0715-1030, Call 688-3400 to register) 

Cryptanalytic Computing Conference (SRC) 

Security Day "The Steven Lalas Espionage Case -
presented by the FBI (Friedman, 1000 & 1300) 
Tickets available in 1S079. 

"Stress - Is it Worth Dying for For?" 
(Movie, 1100, 3C086) 

Pen and Cursor Society -I Ion 
Writing got Profit (0930-1..1_1_0_0_,-9A-13_5_) __ """'• • • 

• 
International Affairs Institute (IAI) Talk 

"Intelligence Sharing Worldwide", (1030-1130 
Ambassador Montgomery, OPS2B, Rm 2B4118-6) 

TSP Workshop (0900 Friedman) 
♦ 

♦ 

• 

♦ 

• 
♦ 

. 

• 

IAI Talk nNuclear Missile Proliferation•; (9Al35 
1030-1130, Larry Gershwin, NIO S&Tt• 

. 
♦ 

. . . . . . . . . 

• 
l(b) (3)-P.L. 

• • 

(.,J 

I 
'U 

t-

(X) 

"' I 
(.,J 

"' 

86-361 

Oct 17-21 '-----------------, ... •-• .... f 1 •• • • • • • • • • L::...~_;_:...;,:_~;_!-_P_._L_. __ ---1 

♦ 

• 
• 
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Oct 19-21 

Oct 31~Nov 4 

Nov 4 

Nov 7-10 

. ESCAPE '94 (Biennial ciphony experts' 
conference) - NSA 

CONSCRYPT at CSE 

KRYPTOS Luncheon (Officers' Club) 

Data Demodulation Workshop (FanxII) 

PLAN AHEAD: 

March 27-31, 1995 

May 15-19 

May 34-35, 1995 

CARD (GCHQ) 

CA-305 

CA PQE 

I///J/II//I//////I////I//II////I/I/I/II///I//I//////III////////II//////I// 

4. WORD FROM THE CACP -

a. (~ Congratulations are in order for the following people who 
just completed their CA professionalization! 

. 
nnannnannnnannn ■■ nnnn ■ n ■ nnnnnnn••••••••nn ■ ••••••••n•••••~••••••••••nnnnnnn . • . • 
b. -~ The Report from this year's CA Conference is on the • • • •• 
streets! Copies were sent to all those who participated, and also sertt•. 
in hard copy to Distro IV (down to Branch level). The report contains •••• 
the full text of the keynote addresses and working group reports, and • 
gists of the technical briefings. Tapes are available for the entire 
conference proceedings, and may be viewed in the CACP office, or may be 
borrowed for viewing elsewhere. If you have not seen the report and 
would like to have a hard co lease contact either 

"II" fl". II" ff II fl" It II"" If If If"" n" II""" ff II II"""" ti" Rn. H n n. II II"" w n n H "II"." It 11"" II ■.If"". fl H II II"" II II 

. • • . . 

.. ~ . . . . 
• • • ♦ 

c. ~ The CACP has already begun to think about next year's ••• • • • • • 
Conference, which will probably be held again at SRC_in J~~uM"Y"f995. .• 
They are open to suggestions for topics and/or themes~"and ask •• 
that you forward any suggestions to ! -· I, or any panel member. • • • 

♦ 
♦ 

■ IIHttll ■ llffltH ■ HNltllflfltlNHIJIIDftllflftffftNlfN ■ RWIIHUn11tt11 ■ 11n11n111111n1n11t1n1tllflftNHflHftnflHtflNnt111 

d. ~ BIOGRAPHICAL PORTRAIT (Each month we will introduce one.b~ 
two of the most recent people to have joined either the CA Inte.rh 
program or the CA Tech Program. In the future we may also j.nc)ude 
interviews with some of the more senior members of the CA•community.) 

♦ 

♦ 
♦ 

♦ 

9/23/2010 
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assigned to Z421, 1. ~ L.,._.,... _ __.....a,..a......,r;..iil.lo,;;;;..w.i..,....i.,u,.~ 
working.first on t e ~:dd' fldv/ bn • • • • • • • • • • 

(b) (1) the (b) (3)-P.L. 86-36 ._ __________________ _,_ P1 .asJq.i.t~qn. !:'i? .l~c1r,p.}qg_ 1:Q •••••••• .__ ______ __, 
progr~ and attending the many classes required by the intern program. 

(bl (1) 
(b) (3)-P.L. 86-36 
(b) (6) 

HUHHHffHHNHUffftHHHHHHHHHHftftftffHftftRft ■ HftHHHQHHH ■ UHHNftftUHff ■ UHffftftffftHHD~nHHHU ■ HHH~ff 

assigned to :z;433. She is working•on_the1 I including . . 
2 lis a first-tour intern currently 

. . . .... . . . . . . • • • • . . . . .... (b) (1) 

• . (b) (3) -50 USC 3024(i) . .. - (b) (3)-P.L. 86-36 . . . 
{~ Before entering the intern program I I workeo• ::1,:q 

I I the Office of Policy. She was a Freedom of Information"Aat.~~se• ••• 
Officer: • ~s "sb~lt, • Slre• was• l!'esp<ins.ibl.e. :Co.r. ~esponding to requests for • • .. : • . 
information about NSA from the public. She s•earched "tne 'i\{l~n't:::t "f'Or • • • • • • • •. •. -.. \-. ... 
responsive information and applied exemptions to this information ~ 

·before releasing it to the requester. w 
I 

lNPO) .Havi.ng.~rkad. in. DDO fQr. abaut .f.:i.ve .,-ear.s.befo:r;e. gaing. • • • • • • • • tu 

to DDP, I I recalled that she really enjoyed the TA aspects of her ~ 
job. She was •really interested in getting back into analytical work.• CX) 

"' I r I· her division chief, brought the CACP' s intern vacancy 
announcement t"o. lier" attent"ion and encfou:h!g"ea "h'et "t'b • ctpply. • • • • • • • • • • • • • • • • • • • 

w 
"' 

. I (b) (3)-P.L. 86-361 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
(b) (6) 

9/23/2010 
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************************************************************************** 
I///I////I/II////II///I//////////I/III//I/I///////I///////IIII/////I////// 

(b) (3)-P.L. 86-36 
(b) (6) 

5 . TECHNICAL HEALTH 

. . . . . . . . . . !(b) (3)-P.L. 86-36! . 
a. New ESS category for Signals Processing T.a~~s. .. • · • • . . . . . . 

~) !i~•;h:•author of a set of Cray-based 
programs for performing signals processing tasks. Recently he 
obtained an ESS category_ (#1433), which he will use to notify users in 
advance of changes or new programs. Following is a brief description 
that Ed provided to us. 

II n ti II II N II tf ti II II n ft II II ff ft JI II II n ,, R ti n N fl " ff ■ 11 II' ■ II II II ft R -11 If R R H II II n ti II n II H N ■ II ft II If ft ft II ff ft ft II ft H n II II II ft ·n ft ff 

b. CMI September Talk - (see calendar for date/time, etc.) 

~ Double transposition is one of the oldest cioher systems 
that still poses difficulties for the cryptanalyst. I 

.. 
• 

n " 11 n n " " 11 11 11 n n 11 11 n II n n n n n 11 n • 11 • n n n 11 11 11 • n II n n n n n II n t1 " n II n n ■ n II n n " 1t tt n 11 11. n II n n 11 • " " " n II n II n n 

c. MEPP Monthly Brown Bag Lunches -~1-------~l 
• 

(U) The Math Education Partnership Program, an outreach.effort for 
improving math and science education in grades K-12, will~ld monthly 
luncheon meetings, on the first Wednesday of each month, for~ts 
volunteers, beginning this month. This will be an opportunity•t~ share 
ideas, sees movies or hear talks about other initiatives, etc. Tl.tis 
month there will be a movie about an innovative teacher of math in• • • Harlem. It is very entertaining and full of wonderful ideas for •. 
interacting with students. After this motivating movie there will be a • • 

(b) (1) 
(b) (3)-P.L. 86-36 

(b) (1) 

(b) (3)-50 USC 3024(1) 
(b) (3)-P.L. 86-36 

. 
discussion of what it means to be a member of the Speakers' Bureau. •. 
Future meetings and agenda will be announced on ESS, #1393, so please •• -♦~ 
subscribe if you are interested. Questions? Call ._ ___________ __. 

llllft11NHIIRffffllllftHlf11RllllllllhllllffftttHn11nnnn111t ■■ Hnn11nnt111n11nnN111111n11nnnnn ■ Nllllfft1Hnnnn11 w 

d. _Course Schedules - I I .......... 'lo ':. , , , , , , ,. ,. ,. ., ., • • eh ---- . . . . . . . . . . . . . . . . ~ 
Following is a listing ofl IFY 95 schedule for Cryptanalysis ~ 

and Cryptomathetics courses. Changes to this schedule tend to occur ~ 
"' fairly often (usually due to circumstances beyond our control!). We'll ••• 

make every effort to announce such changes, as soon as they become ••• • • • 

. . . . . . 
. . . . . . .... 

9/23/2010 
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known, on Enlighten, admin.training. If you have any questions, please 
give ~s a call on 968-7051. 

NCS CLASS SCHEDULE IN COURSE DESIGNATOR ORDER 
FOR CA COURSES 

(PERIOD COVERED 941001-950930) 

DESIG CL-FY 
START/STOP SESSION DAYS/HOURS ROOM 

==================================================================-==--------== 
CADOl Ol_-95 SPEECH ANALYSIS 

. 950104-950106 
950109-950210 

ALLOC: Z(18) R(l) H2(5) 
INSTR: STAFF 

1 WF 1300-1500 
2 MWF 1300-1500 

& MACHINE CRYPTOSYSTEMS CA015 01-95 INTRO TO MANUAL 
941128-941216 

ALLOC: A(2) B(4) H2(2) I(l) 
INSTR: I I . • • 

1 DAILY 0800-1600 
K(l) V(l) 

CA015 02-95 INTRO TO~ & MACHINE CRYPTOSYSTEMS 
950703-950721 • • • • 1 DAILY 0800-1600 

ALLOC: A(l) B(4) H2(2) K(l) trti) Z(l) ARMY(l) 
INSTR: I I .•• . . . . 

. . . . . . 
CA101 01-95 GENERAL CRYPTAN'ALYais FOR MATHEMA~~CIANS 

DEPT: E42 SIZE: 024 
A2B058 FANX2 
A2B058 FANX2 

DEPT: E42 SIZE: 011 
A2324 FANX2 

DEPT: E42. SIZE: 011 
A2328 FANX2 

950905-950929 . • "1. DAILY 0800-1600 
DEPT: E42 SIZE: 018 

A2B024 FANX2 
ALLOC: Z(16) C(2) ••• ••• . . . . . . . . . . . . . . INSTR: STAFF 

CA104 01-95 INTRODUCTION TO CRYPTOLOGY AND NSA 
950103-950120 1 DAILY 0800-1600 

ALLOC: B(l) V(2) Y(l) Z(4) HQAIA(2) 
INSTR: STAFF 

. . . . . . . 

DKP.T: E42•.SIZE: 010 
••• .Af328 ~J\NX2 . . . . . .. ... : .. ... . : ... 

CAllO 01-95 INTRODUCTORY CRYPTOSTATISTICS 
950306-950317 1 DAILY 0800-1200 

ALLOC: C(l) H2(3) J(l) M(l) N(l} Z(2) 
INSTR: STAFF 

DEPT: E42 SIZE: 009 
A2324 FANX2 

CAllO 02-95 INTRODUCTORY CRYPTOSTATISTICS DEPT: E42 SIZE: 009 

• , #. 

tr 

950807-950818 1 DAILY 0800-1200 A2328 FANX2 00 

ALLOC : C ( 1) H2 ( 2 ) R ( 1) Z ( 3 ) M ( 1) N ( 1) ';' 
INSTR: STAFF ~ 

CA112 01-95 ,..I ____ _;_ ____________ _,.! • • • • • • ~E~:• ~~; • ;;z~: 0 0~~:::: :/.::~ 

L...,,9"""4 .... 1 .... 0 ... 11----,9,...,4 ... f,.,.0"""3 ... 1------...l--D""'A:-:I:-:L:"":"Y=--::O-=s':'oo:::'-16 00 A2 3 2 4 FAN'X~ •••• 
ALLOC : Z ( 7 ) H2 ( 4) • • • . . . . . . 
INSTR: STAFF 

. . . . 
CA112 02-951 ... -------------rr 

950103-950124 1 DAILY 0800-1600 
ALLOC: Z(8) H2(3) 
INSTR: STAFF 

. -.. . . . . . 
• • 

• • • 

• • • 
• • • . 

DEPT:. 4£42 SI~E•: 011 
• • • A2.Yl4 FANX2 

• • 
• • • 

• 

. 

CA112 0-3-95 1 r ];)!PT: E42 SIZE: 011· 
...._9_5_0 ... 4.,..0'""3-...,9""5...,0"'"4..,2 ... 1------1.--,,D""'A'""I:-::L""'Y,......,.0""'8~00-16 0 0 • • A23 2 4 FANX2 

• • • • 

• • 

9/23/2010 
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ALLOC: Z(7) H2(4) 
INSTR: STAFF 

CA112 04-95 L---------------- DEPT: E42 SIZE: 011 
A2324 FANX2 950703-950721 1 DAILY 0800-"16Q0. 

ALLOC: Z(8) H2(3) •••• . . . 
INSTR: STAFF • • • . . . . . 

CA123 01-95 SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE:.dl~• • . . 
941003-941110 1 DAILY 0830-1100 A2B058 FANX2 • ■- .• •• 

ALLOC: C (2) H2 (3) .JH). tltlJ .!l(J.l .V.(4). WO,)• Y~l; •~(27 • • • •• • • • • • • • • • • •. 
INSTR: I I ~ 

CA123 02-95 SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 016 ~ 
950313-950331 1 DAILY 0800-1600 ••• i\.2B.05S ..FAN»2•. • • • • • • t< 

ALLOC: C (2) H2 (3) J(,;q .X,{1). NO,)• !t~l.,-VCH "W"(1)0 Y(il • Z (2) 
INSTR:! I 

CA123 03-~5 SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 0150 ••• ••••• 

950807-950915 1 DAILY 083q-.l}.QO •••• ■ • • • • ~~e0"5~_■ (J\N.X2 • • • • 
ALLOC: A(l) C(2) H2l3J .!i(l} ■R,(1)• Vt3")"'t(3) Z(l) ••• • • • 
INSTR: I I . . ..... . . . . . . . . 

CA207 01-95 COMPUTER APPLICATIONS FO~.QWlP1ANALYSIS 
· 950522-950602 • • • • "i DAILY 0800-1600 

ALLOC: H2 (2) Z.(M •F'612) 0 

INSTR: .... I __ _.J 

CA219 01-95 ADVANCED CRYPT ANALYTIC TECHNIQUES 
941128-941216 1 DAILY 0800-1600 

ALLOC: H2(3) Z(7) INSTR: STAFF 

CA219 02-95 ADVANCED CRYPT ANALYTIC TECHNIQUES 
950217-950217 1 F 0800-1600 
950221-950310 2 DAILY 0800-1600 

ALLOC: H2(3) Z(7) 
INSTR: STAFF 

CA219 03-95 ADVANCED CRYPT ANALYTIC TECHNIQUES 
950501-950519 1 DAILY 0800-1600 

ALLOC: H2(4) Z(6) 
INSTR: STAFF 

DEPT: E42 SIZE: 008 
A2328 FANX2 

DEPT: E42 SIZE: 010 
A2328 FANX2 

DEPT: E42 SIZE: 010 
A2328 FANX2 
A2328 FANX2 

DEPT: E42 SIZE: 010 
A2328 FANX2 

CA223 01-95 INTERMEDIATE SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 016 
950103-950210 1 DAILY 0830-1100 A2B058 FANX2 

ALLOC: .C(7) H2(3) J(2) K(l) R(l) Z(2) 
INSTR: I I . 

············································ 
CA223 02-95 INTERMEDIATE SHIFT REGISTER CRYPTOLOGY 

950710-950728 1 DAILY 0800-1600 
DEPT: E42 SIZE: 016 

A2B058 FANX2 
ALLOC: C(6) H2(4) J(2) W(l) R(l) Z(2) 1 

INSTR: I I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ~ 
w 

CA235 01-95 MACHINE ANALYSIS FOR MATHEMATICIANS 
950306-950421 1 MWF 0900-1100 

ALLOC: C(6) Z(19) 
INSTR: STAFF 

CA250 01-95 KEY GENERATION SYSTEMS 
950313-950428 1 MWF 0800-1100 

t-___________ _,," . . . . • 

DEPT: 

DEPT: 

. . • . . . 

E42 SIZE: 025 
A2B024 FANX2 

• . 
E42 • .SdE / 011 
• • A2328 FANX2 

•• 
. • 

OJ 

°' I 
w 

°' 
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ALLOC: Z(lO) H2(1) 
INSTR: I I .. . . 

CA261 01-95 DIAGNOSTIC WORKSHO.P_ DEPT: E42 SIZE: 010 
950206-950217 • "l.• -~ILY- 0800-1600 A2324 FANX2 

ALLOC : H2 ( 2 ) Z ( 8 ) • • • • • • 
INSTR: I I - ..... . 

• • • • • • • • It •• 

CA301 01-95 CRYPTOLOGY OF CODES" • " • • • • • • • DEPT:" E42. SIZE: 011 
941017-941104 1 DAILY 0800"-1600• • • • • . A232Et F~X2 

ALLOC: H2 ( 5") Z ( 2) OPEN ( 4) • • • • • • • • • • : • • • • • 
INSTR: STAFF • • • • • .- I,, 

CA301 02-95 CRYPTOLOGY OF CODES DEPT: E42 SIZE: 011 
950424-950512 1 DAILY 0800-1600 A2324 FANX2 

ALLOC: SPECIAL(ll) 
INSTR: STAFF 

w 
I 

'tl 

t-' 

CA323 01-95 ADVANCED SHIFT REGISTER CRYPTANALYSIS DEPT: E42 SIZE: 012 ro 

941017-941104 1 DAILY 0800-1600 A2B038 FANX2 f 
ALLOC: C(l) H2(1) Z(7) F6(1) OPEN(2) ~ 
INSTR : I I ■ ■ . ■ • • • • • • • • • • ■ ■ ■ • • ■ ■ ■ ■ ■ • • • ■ ■ • • • • • • • • • • • ■ ■ •■ : : : : : •••• ··.:. 

. . . . . . . . 
CA323 02-95 ADVANCED SHIFT REGISTER CRYPTANALY~IS. • • • • bEPT: E42 SIZE: 012 

950605-950623 _ • •• ]. • !>lUL°t 0 0800-1600 A2B038 FANX2 
ALLOC: C(l) H~(.1~ •2'(81 "Fli(l) OPEN(l) 
INSTR: I I . ----------------------------------------------------------------------------. -

MA148 01-95 INTRO TO CRYPTO MATHEMATICS FOR MATHEMAT 
941011-941215 1 TR 1300-1500 

ALLOC: Z (20) H_2 (2) R (1) OPEN(l) 
INSTR: STAFF 

MA204 01-95 ALGEBRAIC CODING THEORY 
950306-950511 1 MWR 1300-1500 

ALLOC: Z(19) C(5) 
INSTR: STAFF (b) (1) 

(b) (3)-P.L. 86-36 

MA213 01-95 D • • • • • • • • • • • • • • 
941024-941202 1 MWF 0900-1100 

ALLOC: Z(20) C(2) H2(2) 
-INSTR: STAFF 

MA246 01-95 CRYPTOMATHEMATICS FOR MATHEMATICIAN$ 
950103-950210 1 DAILY 0800-1600 

ALLOC: Z(16) C(2) H2(2) 
INSTR: STAFF 

MA250 01-95 THEORY OF LINEAR RECURSIVE SEQUENCES 
950626-950901 1 MWF 0900-1100 

ALLOC: C(4) K(6) R(l) W(4) Z(7) F6(2) 
INSTR: STAFF 

MA256 01-95 SIGNAL PROCESSING MATHEMATICS 
950403-950526 1 MWF 0900-1100 

ALLOC: Z(18) C(5) OPEN(l) 
INSTR: STAFF 

MA302 01-95 FOURIER ANALYSIS 
950731-951006 

ALLOC: Z(18) C(5) OPEN(l) 
1 MWF 1300-1500" 

• 

DEPT: E42 SIZE: 024; 
A2B024 FANX2> 

• 
• 

DEPT: E42 . SIZE:_- 024 
A2B024 FANX2 

• 

• 
• 

DEPT: E42 S'IZE: 024 
A2B024 FANX2 

• 
• 

• 
DEPT: E42 SIZE: 020 

: A2B024 FANX2 
• 

. 
DEgT: E42 SIZE: 024 
. • A2B024 FANX2 

•DEPT: E42 SIZE: 024 
: A2B058 FANX2 

DEPT: E42 SIZE: 024 
A2B058 FANX2 

• 
• 

9/23/2010 
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INSTR: STAFF 

MA414 01~95 COMBINATORIAL MATHEMATICS 
950711-950831 1 TR 0900-1100 

.ALLOC: Z(18) C(S) OPEN(li 
INSTR: STAFF 

MASSO 01-95 NUMBER THEORY FOR CRYPTOLOGY 
950403-950623 1 MWF 1300-1500 

ALLOC: Z(18) C(S) OPEN(l) 
INSTR: STAFF 

DEPT: E42 SIZE: 024 
A2B024 FANX2 

DEPT: E42 SIZE: 024 
A2B058 FANX2 

H ft R II II II ■ If II H N II N If N II ft N h II II N H N fl ft H O ti II N ti n II U n ft ft II ft ■ ft ff ft II II Ir N 11· 11 n 11 11 II II " n ff 11 ·n ft n ■ H R II ft ff II ft If 11 fl ff ff H 

e. ~ SOLUTION TO THE AUGUST PROBLEM OF THE MONTH 

... '------------------------------------- .. What is the plain text and what are all of the cryptovariables? 

~~~~~~~~~~~~~~~~~~~~~~ AUGUST ANSWER STARTS HERE~~~~~~~~~~~~~~~~~~~~~~~~~ 

!OP !!!@RM' 'IJ11iaBA - -----~~!!!!:i!!!!!!::=--.--------1· 

I 

• 

WWI-' 

I I 
'ti (J1 
• 0 
t:-< 
. d 

Cll 
(D () 

Cl 
IW 

W 0 
Cl N ... 

I-'· 

I (b) (3)-P.L. 86-361 9/23/2010 ._ ______________________ ...._ ..... 
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II ti fl II N" "h II n" II II n. II" ti ti fl It II II n tin If" ""fl" n n"""". II II •• "" n II If II •• n."" n" n n n. fl •• a II II II H "•"-".;;" .. " .. "-------. 

f. September Problem (b) (1) 

! Of :!l!left!!JT :et H9Mt 

(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

*** ** ** 
6. Technical Topic 

ARITHMETIC COMPRESSION I . . . 
(U) Arithmetic compression is a relati;,ely~ew technique which 

provides excellent data compression but with the co~t:, of processing 
•time which is far greater than that used by other compr~sgio~ schemes. 
Unlike other techniques, arithmetic compression explicitly re!i-es.upon 
a well-designed language model to provide estimates for upcoming • ••. 
characters and then derives its compression from the roughness in the • • •. 
estimates. Arithmetic compression has .not caught on for text 
compression due to the expense of computation but it will soon become 
a critical part of compression schemes for both color and black and 
white images. 

(U) To illustrate how arithmetic compression operates, take an· 
alphabet consisting of four characters A,B,C,D with corresponding 
probabilities .5, .25, .125, and .125, We begin with two values, 

• • 

HIGH= 1.0 and LOW= 0.0 and we will recompute values of HIGH and LOW as .• 
we step through the message. Think of A as owning the bottom half of • • 
the line segment between LOW and HIGH (i.e., from 0.0 to .50), B owns .• 
the next quarter(.50 to .75), C the next eighth (.75 to .875) and D tQe 
la.st eighth (. 875 to 1. 0). We choose the new HIGH and LOW values to.~e 
the boundaries of the line segment owned by the first character of.the 
message. So if Bis the first character of the message we wou;.a•have 
HIGH= .75 and LOW= .50. We now subdivide this new line segment 
according to the probabilities of the characters (A now qwns the 
segment from .50 to .625, B from .625 to .6875, etc.) qrtd repeat the 

• • 
♦ 

♦ 

• • 

♦ 

w 
I 

It) 

I:"' 

00 

"' I 
vJ 

"' 
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process for the next character of text. When all the text has been 
processed, the compressor publishes the midpoint of the final region 
(LOW,HIGH). To decompress, one must be able to track the procedure 
which created the midpoint. That is, at each step of the process the 
decompressor needs to know which of the four possible line segments, 
corresponding to the four characters of the language, contains the 
midpoint in question. It is.not hard to show that if the compressor 
publishes the first -log(HIGH-LOW) + 2 bits of the midpoint then the 
decompressor has sufficient information to complete the job. It can 
also be shown that, on average, the value -log(HIGH - LOW) represents 
the best compression possible for messages which satisfy the given list 
of probabilities. With the probabilities given above, the message 
B~-~A would yield values HIGH= .55859375, LOW= .5546875. The 
midpoint is .556640625 and the compressed text is 100011101. The nine 
bits of compressed text are only slightly better than one would have 
gotten by simply assigning two bits to each character, but for longer 
messages we would expect the compressed text to average 1.75 bits per 
character. 

(U) Now, a· few details have to be worked out. The most obvious 
problem is that we are using decimals which need to become increasingly 
more precise and thus we seem to need to use a multi-precision package 
to do the computations. In fact, what happens is that the high order 
bits of HIGH and LOW soon become equal so that the high order bits of 
the ultimate output become fixed. The compressor can output those bits 
and keep the remaining bits in a single register. Also, our example 
had a static language model; that is, the probabilities for the 
characters were constant from time to time. But there is no reason why 
the probabilities can"t be recomputed after each step of the 
compression since the decompressor is capable of performing the same 
calculations. Several text compressors have been written which use 
sophisticated language models to select the character probabilities. 
In general these compressors will produce shorter output than other 
compression techniques but they are usually much slower because the 
language modelling is time-consuming. 

(U) There is one application of arithmetic compression that is soon 
to become important. When encoding binary data several tricks can be 
used to speedup the computations involved in modelling and 
compression. Two international standards groups, JPEG and JBIG, have 
been considering a form of arithmetic compression for image 
compression. JPEG has recommended binary arithmetic compression as an 
option for the compression of color images and JBIG is working on a 
standard for the compression of black and white images which will 
require arithmetic compression. It is likely that future generations 
of facsimile machines will work according to the JBIG standard. 

************************************************************************* 

7 . ACTION LINE 

a. (U) Question: How was the voting membership of the CA TTRP 
decided? What safeguards are in place to ensure an equitable 
representation from all areas of Z? Is there a minimum amount of 
breadth and depth of CA experience necessary to be a member of the CA 
TTRP? What are the requisite qualifications for CA TTRP membership? 

Page 16 of21 
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(U) The original CA TTRP was established via a "jumpstart group" 
policy designed at the DDO level. Several prominent Cryptanalysts 
were asked to surface a list of candidates for the first panel. 
The ju.'llpstart group also titled the first panel, based on the criteria 
that had been developed by the CA Panel. These criteria were 
developed in conjunction with all of the other included skill fields 
represented in the new Agency Technical Track, at a series of ·meetings 
of the Senior Technical Track Board (STTB). 

(U) The original (and current) panel was selected, not to •ensure 
representation• from areas of Z, but to be composed of bona fide 
cryptanalysts who could be relied upon to make fair determinations of 
their peers, regardless of assigned organization. - No minimum 
requir'3Inents were officially set, but the first group chosen were those 
who would be seen as Master level cryptanalysts by the community. 

(U) Since the original panels for.all skill fields were formed, 
the additional requirement of being "duly constituted" with minority 
and female representation has been added, and the CA TTRP has 
complied. From the start, the CA TTRP has been concerned with 
equitable representation - but for the applicant, and not to present a 
superficial allotment by organization. The Panel is concerned with 
genuinely being fair, riot just appearing to be. 

(U) Rest assured that all title applications are carefully 
reviewed, and further researched if there is insufficient first hand 
knowledge of an individual among the panel members. Also keep in mind 
that most senior cryptanalysts have worked in a variety of 
organizations and frequently have a good knowledge of an organization, 
its people and special expertise, though they may not work there at 
the moment. 

**********************~*****************************************~******** 

8. LITERARY TIDBITS (Review by'~--------..... . . . . . . 
I • I ■ ■ ■ ■ ■ ■ ■ 

How To Tell the Liars from the Statisticians • • . . . . . . . . 
by Robert Hooke 

Why would a statistics consultant, former manager of 
Mathematics at Westinghouse, a fellow of the American Statistical 
Association, and member of the Operations Research Society of America 
write a humorous book on statistics? Why would you want to read one? 

Many people are scared· away from 11 ma1±.hematics• even though they 
unknowingly deal with mathematics, especially statistics, in many areas 
of their lives. This book gives anecdotal evidence to support statistical 
techniques and their usefulness to the average American (however you 
want to define •average" or •American"). 

In 76 one- to three-page chapters, Dr. Hooke hits on such .• 
varied topics as "Are You Average Enough?", "Who is Unemployed?", .• 
"Things ·to Think About While Waiting to See the Doctor", "Zero or • • 
Nothing?", "More is Less•, •watch Out for 67%", and "There Are ND• Easy 
Solutions". (The last one is something to keep in mind on election 
day!) In addition to making complex statistical techniques end terms 
understandable and applicable to everyday living, Dr. HooJc'3•helps the 
reader regain (or learn) enthusiasm for statistics. .• 
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Chapter 39, Scaling Up and Down reminds us that rules that 
apply to things that are $Wall don"t always apply to those that are 
big. "If you can solve a two-piece jigsaw puzzle in two seconds, it 
doesn't follow that you can solve a 3000-piece puzzle in 3000 seconds 
(fifty minutes)." In our Agency careers we will see many 
reorganizations; the most recent will not be the last. Why so many? 
Dr. Hooke helps define the "whys• of reorganization: "Sometimes the 
change is made for purposes of decentralization, ... In other cases 
the change glorifies consolidation, ... All o·f this reorganizational 
activity is a crude way of trying to reach an optimal position where 
the trade-offs of big vs. little are as profitable to the corporation 
as possible. If corporations remained quali[ta]tively the same as they 
grew, there would be no need for such activity.• 

If you are interested in other such nuggets, and a very 
readable, enjoyable book, look for "How to Tell the Liars from the 
Statisticians• in the NSA Library, call number QA276.12.H66, in the 
Enhanced Mathematics Collection. 

************************************************************************* 

9. (U) LETTER TO THE EDITOR (From ........... 
I read with interest the CA Panel 's response to the Z4 Survey • • • • •• 

Briefing. While I agree with most of the response I feel that it 
contained some mis-perceptions, as well as a somewhat patronizing 
tone. Foremost, the statement that this effort was intended to "lower 
the standards of excellence" for judging cryptanalysts is absolutely 
false. In fact, their proposal was designed to try to influence the CA 
criteria to include aspects that would help make it germane to the 
communications and other changes in our targets that we are facing in 
Z4. The response encouraged movement away from specialization toward 
flexibility. I certainly agree; to be successful the cryptanalysts in 
the production offices must learn to deal with collection problems, 
data forwarding issues, garbled traffic, changing requirements, etc. 
They must constantly interface with reporters, linguists, collection 
managers, signal analysts, other cryptanalysts and mathematicians .• • 
Flexibility must be their middle name! But nowhere in the CA crite~ia 
are these traits really addressed. Related Fields is not even a-part 
of the examination anymore. • • 

. • 

• ♦ 

One other comment I would like to address is th~t•cryptanalystf 
should not stay in a single office for long periods o.t•time. This is•a 
noble statement and it is certainly true that mob~~ity is desirable for 
both gaining and sharing experience. But it is.ct fact of life that/ 
many cryptanalysts, including those outside z4; do not readily move 
from office to office. And many of them a~e•our most productive. ♦ 
employees, and often among the most we·ll.-rounded. If the commurfity is 
serious about such diversity, it shoqM be institutionalized. •We have 
lots of interesting problems in Z4.that could use fresh ideas.•from, for 
example, Z2 or Z5 experience. •• • . . 

____ .,.. ________ ..,..fall certified professionals:recognized a 
problem and made a good faith effort to both quantify thf extent· of 
feelings about the issue and present possible solutionst They spent a 
great deal of their own time working at this, and they.•should be 
commended for their commitment. Hopefully they have.taised the 
consciousness of the community, but I"m. afraid that•the tone of the 
panel's response will only stifle similar •grass_ r~ots" efforts to . 
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bring forth perceived problems. 

To repeat, I basically agree that our professional 
cryptanalysts should be well-rounded in the CA disciplines. 
This means training, diversity tours, seminars, conferences, etc. 
Programming skills, problem~ solving traits, and the ability to 
communicate, orally and on paper, are important.· It really is an 
individual's responsibility to do whatever is necessary.to become 
certified. However, it is not asking too much for the CA community 
itself to consider whether their criteria is relevant to much of their 
constituency, or perhaps could use some fine-tuning, as several other 
disciplines have done. 

************************************************************************* 

10. (U) PUZZLE 

Here is the solution to last month's puzzle -

"The mathematical tools of cryptanalysis are continually subjected to 
rigorous analysis, refinement and generalization. The intrins,_i.,.c ___ ""l 
beauty is equal to that of any field in pure mathematics. As I _ ! I once proclaimed, •It's a great science we have here!~.----~. 

. . . . . I I CRYPTOLOGIC MATHEMATICS 
----------- . - .•• &.-.----------------------- ◄ ,-------------------------- • 

• • • • tl 

• • IC PARFAIT • • TJ. THEOREM A. JOINTED 
L ~ 0TkIOKEtlY V ." 'HCMANITY • 
M. OTHELLO. • • • • w. ENHlmCJ: •• 
N. LIFELESS . • • • • :X" .MEALYBU~• • • •. 

B. SERENADE 
C. CONCEIT 
D. HACIENDA 

0. OSTRICH Y. AtrAIUCE • • • • . ... . . . E. ANTHILL 
F. TEASPOON P. GAINSAID z. TERRIBL~ •. • •• 

Q. ISTHMUS a. INJURED • • • • : • • • 
R. CRITICAL b. CASTAWAY • • ~ ' ,: 

G. ZEALOUS 
H. COQUETTE 
I. REGATTA S. MASTIFF c. SPANNER 
J. YEOMANRY T. ASTONISH 

*********************************************************************** 

And this month we bring you ....•......... 

EQUATIONS 

by~'---------••••••••••••••••• 

Each equation below represents a phrase, fact or title which 
contains the given number. For example: 

.......... 
• • 

♦ 

3 =Mand a B 
9 = I in a BG 

would be "Three Men and a Baby" 
would be Nine innings· in a baseball game 

Warning for solvers at GCHQ, CSE and DSD: this puzzle has .• 
a definite bias towards U.S. culture (and no, that is not an • 
oxymoron:-). However, in the interests of international peace. 
I've taken out some (but not all) of the worst offenders. lOf 
course you already knew that it was 897 steps to the top or the 
Washington Monument, didn't you?) You're welcome. -Larry•] 

. ♦ -- . -- ---------------------------------------- . 
1 = F 0 the C N 18 
1 = w on au 24 
3 = B M ( S H T R ) 24 
3 = s to thew 26 

= 

= 
= 
= 

Won a T-T 
BB in a P • 
H in D • • a 
Lin th~•A 
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4 F of p on MR 29 = D in F in a L y 
4 = F of M I 31 = F of I Cat BR 
4 = Q in a G 32 = D Fat which W F 
6 = L on an I 40 D and N of the G F 
6 p in a p T 40 = C on a C B R 
6 = w of H the E 54 = C in a D (with the J) 
7 V of s 57 = H V 
7 = s in the B D 64 s on a C B 
7 = w of the A w 66 = B of the B (K J V) 
8 s on a S S 76 = T that L the B p 

8 = N in an 0 80 = D to G A the w 
9 = p in the S s 88 = p K 

10 = L I 90 = D in a RA 
11 = p on a F T 101 = D 
12 = A M 200 = D for PG in M 
12 = L of H 206 = B in the H B 
12 = s of the z 1000 = w that a Pis w 
13 = s on the A F 1001 = A N 
14 D in a F 1215 Y the MC was s 
16 0 in a p 1760 = Yin a M 
18 = H on a G C 20000 = LU the S 

************************************************************************* ...................... 
11. 

w 
(Ul And the winner is'---,------,.---, now of N51, but a former member ~ 
of the NCS CA faculty. Sharon is an obvious• Lat•in •scnola_r/ ."afo.■r,.M.■ •■•■•■.•.••••••••••••• : 

correctly translated 'CURRO' as 'I run' . ...,,---=-----~is a marathon 
runner; ergo, I RUN 26! Sharon gets a sundae from Joe! We had one 

CX) 

0, 

I 
w 
0, other c~rrect gu~sser, I !o! .z!~ .anC;1.a!'~-qt. ~5. ?~~e; .9;-l~~s.e:3~ 

some quite creative, and even close to the mark! • • • • • 

*********************************************************************** 
12.. EDITORIAL CORNER 

If you have a relatively short technical treatise, or anything you would 
like to have considered for inclusion in future issues, please submit it 
to any member of the editorial board or any of our office POCs. 

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT! 

A reminder that anonymity may be requested for Action Line items 
in fact, you may mail them in hardcopy form to any member of the 
editorial board or any of our office representatives. 

We would very much like this newsletter to represent a broad • ♦ 

• 
• 

cross-section of the CA community - we need some more volunteers to 
help us, however. Perhaps you would like to work on one of th~• topics 
in this issue, or perhaps there is another topic which you thtnk should 
be included in future issues. Either way, we would like you; input, 
and help, so give one of us a call. The more people who d~vide up the 
work, the less burden on any one person. : 

#######################################################j:1################# 
NOTE: We MUST receive any submissions for the October•issue by 23 Sep. 
######################################################################### 

• 
***************************************************«********************* 
EDITORIAL BOARD 

• • 
9i23/2010 

---------------------------------------------------------------
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Jack Ingram, Cryptologic History Museum 

. . . . . . . . . . 
OFFICE Reps 

• • • • • • ■ • 

. . . . . ..... 
.. 

. . . . 
• • • • • • • • • • ■ ■ : .·.·.·.········: ..... _______ ...., 

,(b) (3)-P.L. 86-36! 

. . 

. . 
. . 

DERIVED fROM: NSM:;$SM 12.3-2., 
DA'Tt:Q 3 SEP 1991 

DECLASSIFY ON: SOUl\(E MARl<EE) 1'0ADR 11 

. DATI;OF SOURCE: 3 SEP 1991 

9/23/2010 



October 1994 TALES OF THE K.RYPT 
Doc ID: 6823784 

Page 1 of20 

l ,-,r i L',. r ,...., r----.-- -
' V .... " I • • I I I \ I I ~ ! 

~oc.-1 · -Jj«t'1 
(U) Last Modified: 10/30/2002 11: : 16 
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October 1994 

I/II/IIIIIII/I//IIIIII//IIIIIIIIIIIIII/IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII 
lf#lf#ffflllf#flfflfftfffffftffffff####fff#l#f##llf#fff###lffff#llllfllflff 

WE ARE LISTENING •••••• (Note from the Editorial Board) 

(U) We have received lots of very favorable comments on our first four 
issues, and we thank you. Our only somewhat negative feedback has been 
on the length of the issues. We have been somewhat inunda_ted with 
articles and announcements, ·etc., which obviously reflects the need for 
such a publication, BUT, we also want everyone to read the entire 

. . 

newsletter! SO, we have•listened to your suggestions, and have made a •• • ~ 
few cuts. We will only do one Senior CA Perspective each month, arid • • • • • • 
one interview of the new Interns, CA Techs, etc. We also will only • • • • • • 
include the answer to the puzzles, so if you want the puzzle, save•i"t• • 

• • • for yourself. • • • 
/
I • • • 

. ' . . . 
#ff##fftffffllfffff##lflfflfflffllflllllftl#fll#fj#lftl#f##lfftltllflflff# .• . . . . . 
****CijALLENGE*****CHALLENGE*****CHALLE?(GE*';**CHALLENGE*****CHALLENGE****Y 

. . . . . 
• • • 

(U) The challenge this month -.il •from the Editorial Board. We have • 
_c_h_;an__::g<.;;e;,..;;d;_;;;.s..;.om_e..;..th_J._0 n .... g..._. ___,;;F...;;i~f st- person to e-mail the correct answer to I r 
~! _________ . _____ gets an ice-cream sundae. 

lfffllffllflfltffllllflfllffllftffflflllf#fflfllfffflfffllllllf#fff#l#ffll 
IIJllllll//lllllllllll//l/l//lllllllllllllllllfllllll/lll/llilll/ll/ll/lll 

(U) TABLE OF CONTENTS: 

1. 

5. 

6. 
7. 

Perspectives in CA - I I 2 • KRYPl'OS Society 
a. More 1993 Distinguished Membe.rp b. Announcement 
Talks 3. Calendar of Events 4 ~ word .from the CACP 
a. New Certifications b. CA Panel chaiiges. 
c. 1994 CA Conference Update • • • . 
d. Biographical Portraits • 

Technical Health 
a. Z Tech Talk Info · 
b. Want Ad 
c. New Language and Linguistic Rersource Center 
d. Science and Engineering Gociety Presentation 
e. -Problem of the Month 

Technical Article 
Community Service • 

. 
• 

a. American Cryptogram Association & Bulletin.aoard 
b. Apples Needed ~ • 
c • Cryptologic Almanac • • 

re KRYPTOS 

• . • . 
l<b) (3)-P.L. 

• 
♦ 

• .. . 
• 
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d. National Crypt Museum 
e. Math Speakers Bureau 

8. Open Letter to the CA Community 
9. Literary Tidbits 

a. •Decrypting ISBNs• 
b. Crypt History in the First Person 

10. Action Line 
11. Puzzle 

a. Solution to •Equations• 
b. Arbor Day 

12. Editorial Corner 

III/IIIII/IIIIIII//II/IIIIIIIIIIII/IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII/IIIII 

1. ~ PERSPECTIVES IN CA - Each month this newsletter features the 
perspective o! a CA Senior on a CA topic of his/her choice, alternating 
between Seniors from within z and Seniors outside z. This month we are 
pl~sed to print the thoughts ofl !regarding 

• . • ♦ CHANGE: IT'S PART OF OUR LIFE • . • • 
~ I welcome a chance from the editors of Tales of the Kryf)ti .to 
give my perspective on a CA topic. The topic I chose is change and"how 
it has affected me in particular and why I like it. All opinions are••~. 
mine and are based on my experiences. ••• 

ti!' 88QJ. When I graduated from the Pl program (now called the CMP 
program) I had to decide on a pennanent assignment. As for most interns 

. . 

this choice was not easy for me. I had had several very interesting w 
tours and each organization I considered had a lot to offer. In the end ~ 
I made my selection of 1 1-Tli,.a.19ctd£:r;i.g·.·.·.·.·.·······•·••- ■ t< 
factor in my choice was change. To me, both I worked on · 
problems for long periods of time. The problems were fascinating, but ~ 
were very much long-term (i.e. not much change) • c:::J.appealed . to me t!.i 
because the problems changed and I felt I was better su!tea.·to·~ctrk•cfn• ··::.·.·····•a, 
their problems. I did not have the patience or srp~.to ... i,t'!i.Ten\!Ad • • • • • • 
I · _ So early on in my • ♦ 
career I decided that I liked change. Little did I know how much change : 
I would get I • • 
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~ In summary, my entire Agency career has been affected. by changes-
in the cryptology1 . ► i'or. the. masc.part .this • ..-------..... 
change has produced a ple€hora of 1n€eresb.ng problems, many of which I (bl (ll 

have been able to work on.· I expect to continue to be affected by (b)(3)-P.L. 86-36 

change for the rest of my career. I just hope I enjoy the coming change 
as much as I have enjoyed the change I have already seen. 

III///I/////////I//I/I//I////I/IIIII//II/IIIIII/II/I//IIIII/III/I/III/III 

2. (U) KRYPTOS SOCIETY 

a, 1993 Distinguished Members (continued) 

MAHLON DOYLE 

Mahlon Doyle hails from North Baltimore, Ohio. After serving three 
years· in the U.S. Army at the Pentagon and in Manila during World War 
II, he pursued his education at George Washington University, earning 
an A.B. in Mathematics, a B.E.E. in Electrical Engineering, as well as 
doing graduate work in mathematics there and at American University. 

Mr. Doyle began his NSA career in 1949 a~ a cryptanalyst and 
progressed from cryptologist to mathematician to Branch Chief to 
Division Chief in Cryptomathematics. He became a Senior Cryptographer 
in 1976 and currently holds that title in the Office of Infonnation 

------------------------1' • • • .1 (b) (3) -P. L. 86-36 1 · 
I 9/23/2010 
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Security Research -.rid Technology. Among the awards he· has received 
are: Cryptographic Literature Award, Exceptional Civilian Service 
Award, Distinguished Member of the Crypto•Mathematics Institute, and 
the National Intelligence Community Citation/National Intelligence 
Distingu,ished·service Medal. Mr. Doyle has written over 130 papers on 
cryptologic topics, including original work in theoretical and applied 
ma.thematics; cryptographic design and design principles; cryptanalysis 
and cryptanalytic tec}µliques; an,d historical papers describing the 
evolution of the science of cryptology. 

Page4of20 

···································~·············~························· 

I lhas a long list of articles to his credit in such 
learned publications·ae tA~ ~ournal of Algebra, the Digest of the 
Society for Information Displav."and, the Annals of Math Studies. Among 
his published articles are: I · • • • • I 

. . 
. . 

. . . . . . . . 
■ ■ ■ ■ ■ • ■ ■ I ♦ ♦ • . . . . . . ·.--.. -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.--.. -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.--.. -.-.-.-.-.-.-.-.-.-.......... · ···a 

b. KRYPTOS Talks 

(U) we are j,.n the process of establishing a collection of tapes of 
previous KRYPTOS talks. This collection will be catalogued, and housed 
in the z Tech Library. We expect to have this completed within the next 
month, and will keep you informed. If you have aiy of these tapes 
currently in your possession, please send them to_ l 
................•.••...•.•................•.•••................•.... ~ ..... 
lllllllllllllllllllllll/llllllllllllllllllllllllllllll/lllll/llllllli~IIII 

3. ~ CALENDAR OF EVENTS 

UPCOMING 

Oct 6 CMI TAlk (0930 Friedman) 
•Mathematicians Turn Chips 

86-361 
into Logs• ] 
• • • • • • • • • • ■ • • • •J (b) ( 3) -P. L • 

•• 
Oct 7 

Oct. 11 

Oct 13 

Oct 17 

TSP Workshop (0900 Friedman) . 
• 

• • 
• • • 

• • 
NSA Science and Engineering Society. Talk • • 

1000, R&E Symposium Center -.<-see Tech Health) 
• • • 

IAI Talk •Nuclear Missile.Pt"~lifera~~~n•, (9A135 
1030-1130, Larry Ge;s~win, NIO S&T) 

• • . . . 
• • ♦ -z Technical Forum~ Asynchronous Transfer Mode 

· (1300-1400, Ql1s1 3S040) - (see 
Tech Health) 

• • 

♦ 

♦ 

• • 
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Oct 17-21 

Oct J.9-21 

---------------- •• • •••••• • • (bl (1) 
(b) (3)-P.L. 86-36 

Oct 31-Nov 4 

Nov 3 

Nov 4 

Nov 7-10 

Nov 11-12 

Nov 14-Dec 12 

PLAN AHEAD: 

Jan 24-25, 1995 

ESCAPE '94 (Biennial ciphony experts' 
conference) -. NSA 

CONSCRYPT at CSE 

CMI TAlk (0930 Friedman) 
•SCAMP 1994" 

KRYPTOS Luncheon (Officers' Club) 

Data Demodulation Workshop (FanxII) 

MD/DC/VA Section of the. ·MAA Fall Meeting 
Western Md College 

Health Benefits Open Season 

March 27-31, 1995 

May 15-19, 1995 

May 23-25, 1995 

1995. Cryptanalysis Conference (SRC) 

CARD (GCHQ) 

CA-305 

CA PQE 

l 

. . 

//I/IIIIIIIIIIIIIIIIIIIIIIIIIIIIII/I/IIIIIIII/IIII/IIIIIIIIIIIIIIIIII/I/II • 

4. (U) WORD FROM THE CACP -

a. There are four new professional certifications in Cryptanalysis: 
..-----------------------------··············· 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
b. The following CACP members have completed their terms: 

-w 
I 

'"O 

t;"-i 

co 
Chairman, will be replaced 1 November r ----~~~------~~~~~ ...... :.............. . ~ 

,-----~:.L.J"---------------A. 'la' 'Ill ... 'Ill 111111 11111 'Ill IIIJii 1111 1111 1111.111 Ill Illa .. Ill 1111 1111 111 •••••••••••••■••• 

Advisor 

Many of you have now seen the report from the 1994 Cryptanalysis 
Conference which was sponsored by the Cryptanalysis Career Panel in January 
of this year. On the second day of that conference, the attendees were split 
into five groups and sent off for the better part of the day to address a 
specific topic. In the next few issues of •Tales of the Krypt•, ·we .would 
like to bring you up to date on the status of the recommendations made by • ■ • • 

those working groups. Since I was a moderator for one of the working.g,i-liilup"s" • 
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and I am also on the editorial board of this newsletter, it seemed natural 
that I should •volunteer• to do the first segment. '"'l<.,..b.,..l..,.("'"3),..._-p ___ L __ _,.8...,.6--3-6-,! 
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~roup 
tasked with looking into t~e topic of •Marketing.CA•. Our group saw our 
problem to be a three-fold one. we needed to improve the conununication 
within our community, to educate upper level management (above Z) as to what 
wed~ and how the Agency benefits from it, and to assure that our customers 
know what our needs and capabilities are. Points two and three are related. 
our customers include the 'l'OPis, other cryptanalytic offices working the same 
target, and upper level management. 

The easiest place to start seemed to be within our own community. 
Since the Cryptanalysis Career Panel and the Kryptos Society, are the two main 
organizations concerned with the health of Cryptanalysis, it was suggested 
that they form a partnership with the intent of improving c0111mUnication 
within the co:mmunity. It was thought that a monthly newsletter should be 
published in order to facilitate the spreading of information, and more fre
q(lent Kryptos talks would be good for our technical health. Members of 
these two organizations did get together and the result is the pu,blication of 
this newsletter. Additionally, a member of each organization attends the 
meetings of the other. As far as there being more Kryptos talks, we're 
working on that. This cannot be achieved without volunteers from within 
the Cryptanalysis community. (Call or e-mail the Cryptanalysis Career Panel 
or any member of the Kryptos Council .to volunteer to give a talk or to sug
gest a topic for a talk that you would like to see presented.) 

Cryptanalysts are sometimes hurt because we are thought of as enigmas 
by many members of promotion boards above the z level. For this reason, name 
recognition is even more important for us. One way to improve this situation 
is to publicly reward tho.se who excel in our field. While. we have defined a 
number of prestigious awards for our career field (among them the Gold Bug 
and Peter Marychurch Awards), there is a need for more. As a community, we 
do not adequately publicize either the availablility of these awards or, 
worse yet the recipients. There was also thought to be need for more team 
awards. The Cryptanalysis Career Panel responded to this by defining a new 
Gold Bug Team Award; the names of the first recipients were engraved on a 
plaque installed in OPS i2B and were published in a previous issue of this 
newsletter. Kryptos has also recently defined a new award for community 
service, the Peter Jenks Service Award. The August issue of this newsletter 
carried a small article on the Norman Roberts Award and solicited the coimnu
nity for nominations. 

Many outside of our community also believe that cryptanalysts are 
mathematicians and that mathematicians are cryptanalysts. This is often, but 
not always, the case. There are many among us without a degree in mathematics 
and there are a number of mathematicians out there who have no real feel for 
cryptanalysis. our group believed that we need to educate those who make the 
decisions about hiring. We would like some say in whom we hire to replenish 
our field. While we realize that it is unlikely that we will be able to bring 
in anyone in the near future who does not have a degree in a •critical• field, 
we would like to be able to request that some of the mathematicians that are 
brought in have a strong background in another field also, such as a foreign 
language, art, history, or political science. Such a two-fold nature is 
characteristic of many of our best crytpanalysts. While hiring is currently 
at an all time low, there are on-going discussions about hiring into the 
Cryptanalysis Intern Program. 

Another suggestion made by the group was to set up an infrastructure 
designed after the 15-minute OP •INTEL Briefings that are currently given to 

________ ......,.f 
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DDO and the Office Chiefs. We believe that these briefings do serve the pur
pose of informing the upper level managers outside of z about the successes 
attained by cryptanalysts. It was thought that the original OP INTEL brief
ings could be taped and shown to the z workforce, a similar series could be· 
given to Branch and Division level management, and a third set could be 
directed towards the TOPis. 

We have made some progress on this. In May 1994, a series of monthly 
z INTEL briefings began. The audience consists mainly of Division level 
management and above, but there is sometimes room for people at the branch 
level. ~o one has addressed the broad topic of communication.with the ~Pis. 
On a local level, the divsion where I work (Z22) has been doing •target 
review• sessions with their counterparts in Z4 and with the OPis. It seems 
to me that this idea could catch on. 

■■ nn•11• ■■ IIR ■■ N ■■ 11111tt1••·················•·Nllll ■■■■ 11 ■■■ 11 ■■ ••···········••11 ■ IINR 

d. ("P'e8QJ. Biographical Portrait 

I I came to NSA as a CA intern about nine 
years ago. Having completecf tne ·i;rrb!Etss:tanaH-za~i'?'¾ •.r~if~.~~ff.. ~~ -. -. ._ ._ .. ,. ,. ...... ,. • 
her first five tours, she was able to go to □ for her last tour. _ •••• • • • 
Recalling how much she had enjoyed teaching in graduate school, I I 
was eager to try it again. During this tour, she taught MA-146 and 
CA-110, and wrote a text for CA-110. 

r------~r---:~•••••••~~~~• Upon graduation from the int~:r;:n,. p:r;oqram,, I · • • • • • · • · · · J. .......... •••• 
where she worked on the! lsignals which she had workeif ....• : 
during two of her intern tours. sfie thoroughly enjoyeq ~e.r•\t'~rk there, 
staying two years. • • •••••••• • ...... 

Her next assignment was in.G:::f •~h~;: she worked four years. 
Her primary responsibility in Owas course development. She 
was also responsible for revising CA-110 to incorporate classified 
applications from MA-145 and MA-146: teaching CA-110 and CA-123: 
writing a text for CA-104/105: and coordinating the development of 
CA-112. She further enjoyed the opportunity to work on the CA Job Task 
Analysis evaluation committee, serve on the PQE committee, act as the 
math liaison for the MA courses taught by adjunct faculty, and serve as 
the E42 coordinator for this year's offering of SPICE .. 

During her tenure inl lwas appointed the CACP 
training advisor, acting as the liaison fetweeq the career 
panel and the NCS. As training advisor,_ latt~ded panel 
meetings as a non-voting member to report on any tl!Lr~db ~raining 
issues,o reported any concerns raised at the meeting t~:$~.~c;iool 
through • • • ! ! • • · . . . . . . . .... . ,. .. 

•Being the training advisor is a great opportunity for someone ••••• ~ ~ 
in the school to become familiar with the sorts. of .issues· • · · · · · · · · 
discussed by the career pane1,•1 (sayi, "and to maintain a sense 

tr 

w 
• af. pqntinuity with that field.• When I lin September to 

♦ work in the training advisor position was filled· ~Y. [3:.:.:.:. ~':..':..,.'I.I. ....... ~ 
As is true for all CA instructors, · .---,■ adds that she is t-1 

sure would welcome any input on training isffl1r.""' 00 . . . . 
/llllllllllll//ll/llllllll////l/lll//llll////lllll/lllliiiiiiiiiiiiiiilliii 

5. TECHNICAL HEALTH . . . . . 
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a. (~ z Tech Talk Info: . . . . J<b) (3)-P.L. 86-36! . . . . . . . 
._ ___ _,~___.!Te~~ical Talk on the 17th of October will focus on Asyn-
chronous Transfer Mode (ATM), a new technology for high speed transmission 
of mixed types of digital data. 

b. (U) Want Ad: 

The Math Speakers Bureau is looking for a Female Role 
Model volunteer to give a presentation on cryptology/cryptanalysis 
to 7th grade girls at Montgomery Blair High School for a Females 
in Science and Technology Seminar on Saturday, November 12, 1994. 
If anyone is interested please let me kn011t as soon as possible. 

For further info, contact! ~ To volunteer 
to help, please contact ;.;;I ~=====-===============-l_o_,_r I•.. I · 
(One other person has volunteered so far.) • ••• ••:• • . . ~ .. ·· .. ............................................................... ~.~~>····· . ...., ______ _ 

I (b) (3)-P.L. 86-361 
(U) New Language and.Linguistic Resource Center • • ~-------....1. . .. c. . . 

According to the CLARION, the Cryptolinguists' Assoqi~•i-oh°CCLA) 
newsletter, the n4'!W Language and Linguistic Resoutce Center has just 
opened. It resides in room I . I and the hours are 
approximately 0630-1600 (depending on the availability of personnel). 
Their holdings include dictionaries, grammar books, magazines, 
newspapers, and audiotapes in over a hundred different languages. 
There are also books on a variety of other subjects such as language 
teaching and linguistics. There is.an on-line database to help you 

·find what you ~eed. They are always looking for donations of 
language-related material and the offer a freebie shelf for their ----extras. The POCs are and I l . . . . . . . . 
----------...-----""" • • • • • • • • • • • • : ■- : • I • 

• • • • • • • • • • • • • • • • • • ••••■ :•I, Ir--------. 
11
••

11
••··········••

111111
••··············································•·-• I (b) (3)-P.L .• 86-361 

d. (U) Science and Engineering Society Presentation 

The s eaker for our October 11, 1994 Symposium at 1000 wil~ be 

will speak on Statistical Met Ods:. 
1,,po~r~Hrr.uma.n~~.,L~an~_~gu~a~g~e~li!'y~s~t~ems~~.-~"!'1"'!"s-w~1_....iht:l"Ude ,appl.ica.t,.ipqs to speech • : •• , 
recognition, machine translation and text understanding. • • • • • • • • • • • • • •• " .-~ 

..... -~ 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

e. ~ PROBLEM OF THE MONTH 

Apparently, the Problem of the Month for last month has not been 
solved. Therefore the problem i& being extended another month. Please 
mail all solutions to the editor of the Problem of the Month,-,----1 

• 
. . --------------------------- ..... I 

. . . . . . . . . . . . • r.l<.,...b.,....) .,.,(3"'"')---P-.L-.~86 ___ 3..,,6! 
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.._..,...,._...,.... ___ ....,..,,...,...,...,... _ ___,_l This Problem of the Month was designed to be 
a little more difficult t'hal} previous problems. As a result, it is 
expected that you may need a•colll{>uter to solve this and future Problem 
of the Months. As a hint, it is suggested that you may want to run 
some programs from the I ' • •. · ] Also, the 
user of this system has been known1 2 •• J If you 2ron't have 
the cipher, it can be found in the last Tales of •tfl.e J{rypt in • • r---.. • ~ • org. kryptos on . ENLIGHTEN. Let I I ~ear how you ara •-?~i!1g ! •• 

• • • • • • • • •• •• • ♦ • 

•••••••wnnn ■ n••••••••••••••••••••••••n••••••n••••~•~•~••••••••••d• ■ ••~••• 
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6. (U) TECHNICAL ARTICLE 
... -.. , 

. ..,..1 (_b_)_( 3-)---P .-1-.-8-6 ___ 3...,6! .. . . . . . . . . . ... . . . 
by _1 _____,,. __ ___.r · · 

WHAT IS A CRYPTOLINGUIST? 

Don't ask Webster, for he apparently has no clue. Were he to 
include· a definition for this term in some future edition, however, 
it might read something like this: 

Cryptolinguist \'krip-to-'lin-gwest\ n [Gk kryptos + L lingu- + L -ista] 
1: One who is expert in a language and uses that knowledge to solve codes 
and ciphers (see cryptogram) 2: An obscure profession which required · 
intense concentration and mental intensity, the practitioners of which 
were all killed off by Muzac during the late 20th century. 

So here we have a term that is a combination of Greek and Latin, a 
mixture of fire and water, an amalgamation of hope and despair. The 
wanton death and widespread destruction precipitated by the four 
Macedonian Wars between 215 and 148 B.C. are all wrapped up in this 
single obscure word. And yet there remain those who wonder why we few 
remaining cryptolinguists are_ looney, or at least appear to be so! 

To expand the definition of the term CRYPTOLINGUIST as it applies to 
the real, everyday efforts expended by those who claim that title, we 
must note that the CRYPTO portion means •cryptanalysis" which Webster 
does recogni.ze and descri·bes simply as •the solving of cryptograms or 
cryptographi'c systems,• while the LINGUIST portion means, in our usage, 
a •language expert• or a person adept in one or more target languages. 
It is essential to recognize that the prefix CRYPTO modifies the base 
word LINGUIST and thus a CRYPTOLINGUIST is a type of linguist, not a 
type of cryptanalyst. To define CRYPTOLINGUIST then, we need to relate 
how such an animal differs from another type of linguist. 

We recognize four essential elements that are necessary for one to 
be an effective CRYPTOLINGUIST. These can be assigned the acronym LIFE. 

1. LANGUAGE: The single most essential element and the only one that 
can be accomplished (at least to a certain level) via formal 
training. The more 'familiar the CRYPTOLINGUIST is with the target 
language, the more successful he or she will be in breaking codes. 
Also, better language skills facilitate the acceleration of one's 
development in the remaining three essential elements. 

2. INSIGHT: The ability, often developed over years of practice, to 
see the •big picture• through the fog of scattered letters and/or 
digits. This insight can range from the microscopic recognition 
of digital patterns to the macroscopic realization of parameter • _!(b) (3 )-P.L. 86- 36! . . . . . . . . . . . . . . . . . ,------------------, 9/23/2010 
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limitations. One who has developed •uch insight can combine one's 
intense knowledge of the target language and sense, even with a 
paucity of evidence, that the subject code messages are based on 
a dictionary, a.,~.ovel, a manufactured chart, or any other variation. 

3. FLEXIBILITY: While a CRYPTOLIGUIST can learn much from that which 
has gone before by studying the work of colleagues and maintaining 

. comprehensive notes,· lists and charts of data from his or her own 
earlier efforts, flexibility is'a key attribute. One's mind must 
be constantly·challenged and open to avoid the tendency to force 
round pegs in square holes~ Unlike the actuary or accountant who 
knows a given amount of rules and formulas, some combination of 
which must apply to a given set of data, the CRYPTOLINGU~ST must 
be always alert for something new and different. He or she must 
be flexible enough to recognize the constant changes and obscure 
developments which characterize code construction. All the rules 
and formulas for the CRYPTOLINGUIST have never been written nor will 
will they ever be. 

4. EXPERIENCE: An on~going stockpiling of information and techniques 
that enhance one's abilities in the first three attributes •. This 
is, thus, perhaps the most sigificant attribute of all. Such 
experiences can be manifested and solidified by the CRYPTOLINGUIST. 
who concentrates·on the three keys that make a truly superior 
practitioner. These three keys employ the acronym _MID. 

a. Memory: The ability, for example, to see a certain pattern 
among the lines of characters and equate it to a similar one 
studied perhaps years earlier. We note that there have been 
some very good CRYPTOLINGUISTS who couldn't remember what day 
it was, but the really superior CRYPTOLINGUIST develops a 
good memory and improves it as he or she progresses through 
a lengthy career. 

b. Identification: The most successful CRYPTOLINGUISTS also engage 
in Traffic Analysis and in-depth research on their target. To 
try to recover a code system without any knowledge of the 
target creates a lot of questionable recoveries such as those 
for organizations, etc; Developing a full understanding of 
the target enhances the CRYPTOLINGUIST'S efforts. 

c. Documentation: Some CRYPTOLINGUISTS feel that they are code
breakers only. They have neither the time nor inclination to 
document ~heir findings. A year later, that person has been 
re-assigned and another CRYPTOLINGUIST is given the problem 
which must be started from scratch. Documentation not only 
maintains continuity and assists others in picking up the 
dropped ball, but it certainly h~lps the documenting 
CRYPTOLINGUIST because tt forces him or her to identify the 
entity, it helps in memorizing patterns, and it greatly 
enhances experience. 

We would be remiss if we did not here admit that the relative 
inport of each of the •four essential elements• and the •three 
kevs" could vary from taraet language to target language. Codes in 

Page 10of20 
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We have thus defined the attributes of a true CRYPTOLINGUIST. As 
the work is often slow and painstaking, requiring the gathering of tiny 
acorns one at a time, it is essential that the CRYPTOLINGUIST enjoy 
certain considerations. These we assign the appropriate acronym: SOS. 

1. SILENCE: The intensity and concentration required for a 
superior CRYPTOLINGUIST to accomplish often arduous tasks 
which includes sometimes extensive degarbling, cross-checking, 
and memorization, demands an atmosphere conducive to such 
endeavors. The tantamount among these is. silence. Unpublished. 
medical research has proven that each time the loudspeaker 
announces another esoteric meeting, over 2000 braincells in 
the average CRYPTOLINGUIST explode; and each time the CRYPTO
LINGUIST deep in thought is jarred by a ringing telephone, his • 
or her remaining nerve cells are decimated. With all this • 
documented medical knowledge and the piles of brain cells and ; 
nerve endings swept from the carpets each evening, the powers • 
that be still haven't gotten this message. • 

2. OBJECTIVE: The on-again, off-again nature of staffer and • 
management decisions vis-a-vis the operational target of • 
a CRYPTOLINGUIST is even_more fruStrating than the phone • 
and the intrusive loudspeaker. Somebody should decide what 
we should direct our efforts toward and stick to it. A good 
CRYPTOLINGUIST like a good German Shepherd needs to be given 
challenging·objectives and an occasional pat on the heac!. 

3. SUPPORT: There are many challenging tasks available tp the 
CRYPTOLINGUIST, some which go to State-of-the-art, and others 
which represent maintaining continuity on various prQJects. 
All such efforts affect the mental health and job comfort of 
the CRYPTOLINGUIST. Often, instead of fighting to $88 that 
CRYPTOLINGUISTS are provided with such work, management is more 
concerned about political ramifications, inter-offlce harmony, 
ethics seminars, etc. SIGINT has become an afterthought if 
that. Based on this assessment, we consider that this is a 
very bad time in our history to consider making-a career move 
to that of CRYPTOLINGUIST. The CRYPTOLINGUIST ir,ay be an 
intelligent and capable animal, but it is als~•on the endangered 
species list. • 

So the three acronyms sum up what it means to be:a CRYPTOLINGUIST 
today: MID-LIFE sos. • . 
ftNUWUNW ■■ -•11••····•R ■■ ••···••nua••······"································· 
//l//////////ll//lll/lllll//llll/lll//llllllllllll✓lliiiiiiliiiiiiillllill 

· 7. COMMUNITY SERVICE 

I (b) (3)-P.L. 86-361 
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(U) a. From! l come two interesting items about the 
ACA, who and ... w-.h-a-.t~i ... t~1.-' s-, -an-d...--o_n_e_o_f""' i. ts services. · 

. 
The American Cryptogram AsdQCiation (ACA) . 

It's 3 p.m. on Saturday. The rain will coptinue till evening and you 
don't want to go out. You need a mental stimula~~r to keep from 
napping, so what to do??? · ••. . 

If you had joined the ACA that would be NO PROBLEMt•you would take 
the bimonthly ACA journal, The Cryptogram, off the shelf·, gh.b some 
graph paper and pencils, and start having fun. Some of the enaries in 
the table of contents from a recent issue give you an idea of wha~·s 
offered: Early Forms Porta Table, Solving the Magic Square, Bring'lwme 
the Baconian, Computer .Column, Cipher Exchange, Cryptarithms, and many•• 
more. The Cryptogram is made up of ciphers in systems that can • 
certainly tickle your brain cells!! •!(b) (3)-P.L. 86-36! 

The ACA was started in the 1920s to further the enjoyment of cross
word puzzle solve~s by offering cipher challenges created by ACA members. 

• Systems are designed around classical pencil and paper methods. Ciphers 
include foreign languages; however, most are in English and can hide the 
wittiest and most entertaining prose. The ACA is a worldwide, non-profit 
·organization which holds a yearly convention at which members get together 

and talk a unique ACA •cipher-speak• to their hearts· content. 

Included in The Cryptogram are book reviews, methods-of-solution 
artic"ies, unique cipher finds, occasional unsolved historical ciphers, 
answers to prior issue challenges, news about the members and more. 
The association itself is friendly; many members have been lifelong 
acquaintances thanks to the hobby of cryptograph promoted by the ACA. 

For membership information, write to: 

American Cryptogram Association 
Treasurer 
P.O. Box 198 
Vernon Hills, IL 60061-0198 

I know that there are ACA members out there! Maybe you would 
like to use this newsletter to let other people know about your 
experiences with cryptography as a hobby and/or your involvement in 
the ACA. we hope to hear from you. 

~ • •1 (b) (3)-P.L. 86-36 

♦ 

. _____________ ____,f . 
♦ 

. 
♦ 

. 
♦ 
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Am~rican Cryptogram Associati~n (ACA) Bulletin Board Service (BBS) 

With your modem humming and your other favorite computer bulletin 
board busy, where ~o you go for some telecomputing fun? 

Have you dialed into Columbia, MD via! ! ye°t? • Th~r~ • is· 
~ 

·--~ 
your answer to an otherwise boring wait for a bulletin board to 
play on. When you get in, you will see that you have reached the 
"DECODE• BBS run by Mr. Dan Veeneman, who arrived last year from the 
Chicago area. Dan started this BBS there as the official BBS for the 
American Cryptogram Association. 

This board caters to the international membership of the ACA, a 
group of cipher solvers with a history back to the early 1920s. 
Non-ACA members are allowed to use the board (in fact they are 
encouraged) as an opportunity to meet the ACA or at least find 
interesting downloads for cryptography buffs. Besides carrying 
information of use and interest to hobby cryptanalysts, the free BBS 
also offers email posting, USENET news, huge wordlist files, and in the 
future, access to Internet. 

The ACA Computer Supplement, offering a wide variety of programming 
language source code and software-development articles, is one of the 
most popular downloads from the board. All the cipher challenges from 
the bi-monthly journal of the ACA, The Cryptogram, may also be accessed 
from this BBS. 

Tq contact Dan in Columbia, send correspondence to: 

American Cryptogram Association 
P.O. Box 2442 
Columbia, MD 21045-2442 

Facsimile may also be sent via the phone number provided above. 

ll ■ ll ■ Hll ■■ ••··••nn1111 ■ 11n ■■ ff ■■■ NHH ■■ RN ■ IIIIR ■■ Rllll ■ lfan11 ■ 11 ■ 1t ■ IIURIIRllll ■■ fftlllfl ■■ Hllftll ■ 

b. (U) Apples Needed Apples for the Students 

. On September 18th, 1994 Giant Food began its 'Apples for the 
Students' program again. This program al1ows area schools to redeem 
cash register receipts for computer equipment. For the last several 
years, CMI has collected receipts and donated them to a needy school. 
Last year's choice was the Ruth Parker Eason School in Anne Arundel 
County. It is a special education school where many of the students 
are multiply handicapped. With our help they were able to purchase 
a new Macintosh computer with a CD Rom and a printer. 

This year, CMI will again collect receipts. Suggestions 
being accepted for.a recipient school. (Last year's school will 

are 
also 

be considered again.) Please send the bottom portions of any 
receipts that you would like to donate to~l-r---------~lc----H;.:;Q. 
Suggestions for needy schools may be sent to I • • • I• ... 
HQ, . I I :'1:a.r1~ • ~o~ ·• • • • • • • • • • • • ; ~ 

• • ■ • • • • •• • • • • • • • • •. •. •• :. •1(b)(3)-P.L. 86-361 
llllltllllllllN ■ fttlNHIIIIHH ■ BWHRll ........ l!tlA9!!!W!!l!l"9"WW"~"IP ■ •N·W•• ■■■■ flllRNllll ■■■■ llllftllll ■ '"' • 

c. Cryptologic Almanac 

The Center for Cryptologic History (E324) regular}y• • 

. . . . . . 
. . . 
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publishes a feature known as •cryptologic Almanac.• These items 
relate an important or just plain interesting event in the 
history of cryptology. An almanac story may be classified, such 

.,. .. as recent discussions of Project BOURBON and the •myth" of Black 
Friday, or it may tell an unclassified tale such as contrasting . . 
portraits of NSA depu~y directors or the uses of codes and ciphers •. 
during the Civil War. Future articles will deal wi'f"..'-IIILlii...,·.w..._ __ _,• 
efforts to build its own Bombe durin World War II, 

Here is a recent sample: 

The Passing of Solomon Kullback 

(U) Friday, 5 August, marked the passing of one of 
America's greatest cryptanalysts. Solomon Kullback, part of 
a team that broke Japan's first machine ciphers in· the mid-1930s, 
died at Holy Cross Hospital in Silver Spring. 

(U) Kullback was born in Brooklyn in 1907. He was a 
brilliant mathematics student and obtained a B.S. in math from 
City College of New York and an M.A. (also in math) from Columbia. 
Kullback was hired by William Friedman, head of the Army's 
cryptologic organization, in 1930. He entered on duty almost 
simultaneously with Frank Rowlett and Abraham Sinkov, and all 
became pioneers, with William Friedman, in America's cryptologic bus
iness. When the Japanese introduced their first diplomatic machine 
cipher in 1935, this team broke it almost inunediately. When its suc
cessor system, Purple, was introduced in 1938, they also broke that 
(after two years), thus enabling America to read Japan's diplomatic 
ciphers throughout the war. Paradoxically, though, Kullback moved 
on to head the Army's effort against Germany, not Japan, during the 
war years. 

(U) Kullback earned his Ph.D. in statistics from George 
Washington University in 1934, and taught classes there for years. 
After the war, he became director of research and development for the 
Army Security Agency. When the Armed Forces Security Agency was 
formed, he became its technical director of R & D,and in 1957 was named 
assistant director of R & D for NSA. After his retirement from 
government service in 1962, Kullback became head of George Washington 
University's department of statistics. He authored three books and many 
journal articles on mathematics and statistics, and he was widely 
respected in those fields. When Kullback retired from George Washington 
in 1972, he was awarded the title of professor emeritus. 

(U) Of the original four members of the team who broke the 
Japanese ciphers, two survive. Frank Rowlett lives in Florida, and 
Abe Sinkov is in Arizona. William Friedman died in 1969. 

[Thomas R. Johnson, Center for Cryptologic History,~•-----~l 

(ll'ewQJ, Barry Carleen, E324, is the POC for Cryptologic Almanac °i'tl!fflS 
and he posts articles like the one above to the Electronic Subscription 

♦ 

Service (ESS) and to ENLIGHTEN. • • 
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(b) (1) 
(b) (3)-P.L. 86-36 

~ To access the Cryptologic Almanac, simply add topic 1364 
(Center for Cryptologic History) to your ESS distribution, or loqk,,on 
ENLIGHTEN under the topic "pubs.history". [If you don't knqw.how to 

j(b) (3)-P.L. 86-361 

. . . . . . 
. 
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subscr~be to ESS or how to access ENLIGHTEN topics, please contact! l 
J . l who will e-mail y~u very e,q>licit instructions.] 

• ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• . 
d. (U) National Cryptologi~ tmseum News - from Jack Ingram, Curator . . 
Have you ever heard· of the Hebeni "&l.ectric Code? It was the first 
American cipher machine to embody the•wired rotor technique. Edward 
Hebern invented the rotor and the the f!rs_t electromechanical machine 
in 1918. The machine now o~ permanent disp1ar,at the Cryptologic 
MU.sewn is beautifully made of solid.brass, and•,eatures a single 
rotor and keyboard. •• • 

• • 
Come and see this, and other fascinating items on dispi~ at the MU.sewn 
which is now open on Saturdays hours, from 1000-1400. ••. 

• .. 
• ..............••..•.....•......•.•..........•......••••.•....•... ~, ..... ~ . 

e. (U) Math Speakers' Bureau • • 

.. 

. 
• 

. . 
. . 

NSA' s Mathematics Speakers Bureau is looking to expand its current cours; • • • •. 
offerings on science related topics and needs volunteers to develop some • • • • 
talks. You don' t have to have any particular type of background to help • • • 
out--and the field of possible topics is a wide one (astronqmy, physics, •••••• • • _. 
chemistry, etc). If you're interested, please contact I I er-
at I I Thanks. 'w 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . ~ ····················••1:1••·············•·••··························· ... ~ .... -........ t"' 
I/II/IIIII/II/IIIIIIII//III//I/II//IIIII//III//II/II//I///I/II//III/II//I 

8. AN OPEN LETTER TO THE CA COMMUNITY 

(U) Shrinking resou;ces and a changing world are forcing all 
of us to rethink and reevaluate our jobs. Open and honest expression 
of opinions are critical for bµilding a healthy understanding of where 
we are and where we need to be. Unfortunately, in free-flowing debate 
on sensitive ·issues misspeaking and misunderstanding can occur all too 
easily. At a cryptologic futures committee meeting such a 
miscommunication occurred. The publication of the CA conference 
proceedings brought the miscommunication to light and pr01r1>ted us to 
corifront our feelings about the math/CA divide. You may recall that in 
her impassioned, if somewhat reckless, speech c::::Jj.mplied that I I 
was not a f.riend of cryptanalysts. This struc~~ a.s _■";_" :';t• 11mfai1;,. : : : : : ••• 
as he has spent' much of his career not only befriending crypfabA!y'std • • • • • .- "' .. :1,., 

but being one! He has on many occasions exp~rienced and profited from 
the worthwhile and productive efforts of graduates of the CA intern 
program from all decades. We tried to understand the dynamics of a· 
situation that seems to place us on different teams though we seek the 
same goal .. 

(U) The cryptanalyst's feeling that he is in competition with 
the mathematician is both reality and projection. We define ourselves 
not only by what we think we are, but by what we believe we are not. 
Women and men perform many of the same functions, yet they have certain 
specializations that are crucial to the survival of our species. What • 
would we say if told that we could only have one or the other? Though.•• 
cryptanalysts and mathematicians at work are often indistinguishabl~ • • 
from each other, each discipline has different emphases and pref,~ted 
modes of thinking. When a situation comes along that demands .these 
specialized skills, we are fortunate still to have both t":{P~S of people 
at this Agency. How do men and women manage to co-exist;! Recognition 

• • • • 
• • 

• 
• 
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of mutual need. This can work for us too. 

(U) The conference tried to focus on what cryptanalysis is and 
identified a wide.range of problems for which the cryptanalyst is 
needed. That vision of the cryptanalyst's future needs to be 
well-understood within the field and then effectively communicated to 
the other disciplines with which it is entwined. As the understa.~ding 
of our mutual need is built, mutual respect will grow. 

9. 

////llllll/l/ll/l;;,iii1ii/1171/it~IJll.l/(ll/ll/l//l//////ll/l//////ll/i ....... . . . . . . . . . . . 
LITERARY TIDBITS . . ..... . . . . . . 

~----------~··················~2 a. (U) "Decrypting• ·IsBNs 

The International Standard Book Number, or ISBN, is a 10-charac
ter string which uniquely identifies a book. The ISBN was adopted by 
American book publishers in 1967 and by the International Standards 
Organization in 1969 in order to facilitate the process of ordering 
and inventorying books by computer. 

The first nine characters are always digits, the tenth can be 
any of the digits 0-9 or the· character X, which represents the number 
10. These ten characters can be separated into four fields. The first 
three are of variable length while the fourth consists of a single 
character. 

The leftmost field is called the Group Identifier. It 
identifies a group of publishers. For example, a ·o• or '1' means that 
the book was published in an English-speaking country, while a '2' 
means that it was published in a French-speaking country, and a '3 1 

means that it was published in a German-speaking country. 

The second and third fields, called the PUblisher 
Identifier and Title Identifier respectively, are used to ; 
identify a ."specific publisher within the group, and a specific book • 
title put out by that publisher. A prolific publisher will have a • 
short Publisher Identifier field and a long Title Identifier field.• . 

The final field is a check character. It is selected so that 
when onE:l performs a dot product between the ISBN and the vector .• • 
(X=l0,9,8,7,6,5,4,3,2,1,0), the answer is equal to O modulo 11\• 

For example, consider the ISBN 052142707X. 

X 9 
0 5 

8 7 6 
2 1 4 

5 4 
2 7 

3 2 1 
0 7 X 

00+45+16+07+24+10+28+00+14+ X = 154 = 0 Jmod 11). 

nnww ■ w ■ •nw ■ nnn••n••••••••••••••••••nnnwnwuuu ■ nw• ■■■ nnu~ww ■ w ■■ w•••~••••••• . 
b. ~ 

~ 

Crypt History in the First Person • 

Prior to his retirement, foflll 
. ...... . . . . . . . 

Chi.ef -z-; •!tr•.• Harry Hoover • 
• 

authored a a er, ......... 
which was recently distributed to each z branch. 

______________ .. 
I you aven•t seen the paper yet and would like ♦to, you may contact: . 

f 

(b) (1) 

CD 
Cl', 
I 

w 
Cl', 

(b) (3)-P.L. 86-36 
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----:------:--~---:-----:---c-----c----,-----4.or by e-mail ~ l- . The paper 
is available in either hard copy or•soft copy. • 

• • • • • ♦ 

••••••••••••n•••n••~•••••••••••••••••••••••:•••~••••••••••••••••••~,••••• 
ll/llllllll/ll/lllllll/ll//llllllll/l/lll/lllllli1H✓l//llll//lllll//t♦ltl . . 
10. ACTION LINE 

♦ 

. 
(U) QUESTION: What was the selection process for attendees for the•• • • 1994 C/A Conference? How can someone increase his/her chances of • 
attending the next conference? 

• • • ■ .--------f' ~ - . . . . . . . . . ■ • • • • • • • 

ANSWER: (Provided byj Chairman of the CA Career Panel) 

The Career Panel's January conferences have served to address 
issues which are felt to be of importance to cryptanalysts. The 1993 
conference dealt primarily with management issues, in light of the 
reorganization. The 1994 conference had two related thrusts: the new 
technologies and the direction in which cryptanalysis is moving. Of 
course, the attendees feel free to debate many other issues as well. 

Attendees at the conferences are selected with the theme of • 
the conference in mind. Senior z management is usually invited •• • • 
regardless of the topic. The Panel tries to select people.'Nho•will •• •• 
contribute to the discussion sessions and who can be ~cted to.• 
continue the discourse with those who could not al!t"end. An eff~rt is 
made to spread attendance over Offices, anp.to invite a (ai~•number of 
junior cz;yptanalysts. Those who ar~ .not•certified in.€typtanalysis are 
rarely invited. • • • • • • . . . 

The 199gco feren~~ included aboutLJ~alysts; in 1994 the 
list swelled to and we prefer the greater number if the theme 
permits. The t eme has not yet been chosen for 1995. One possibility 
is the difficulty we in z face in convincing qualified people to 
assume management positions_. Has the management-technical pendulum 
swung too far? What can be done to make first-line management 
positions more attractive? Suggestions· for other topics would be 
appreciated, but the decision needs to be made very soon, so do not 
delay proposing topics of community-wide interest. Call the Executive, 
I ( !With your suggestion. 

. . 
• • ♦ ... . . . . . . 

. ~ .... . . . . . . • 
. 

a I I I I ■ ■ ■ ■ ■ ■ ■ ■ ■ 

~-· ·····:~~~~~~~~~~~~~~~---- ■ 

t1 

w 
I 

"' 
t-< 

CD 
CJ) 

I 
w 
CJ) 

The best ways for a cryptanalyst to increase his/her chances • •· •• 
of being selected for the annual cryptanalysis conference are to 2 
e:xpress his/her interest in attending by participating in 
c_ryptanalysis activities throughout the comm.unity, performing 
excellent work in the operational arena. and contacting. t)li! .C/~ .CJ:l;-e~ ••••••••• ·• • 
Panel, Hlll, Ops #2B,I I• 

Interested parties may also be sure that the.ir names will 
appear on a consideration list b email to either the Executive 
of the C/A Career Panel, ••••••••• • or- 01'ler •. •. •. •• •. •• ••-. .. •: ~ ;-
assistant, ___________________ ..., 
/III/////////I/II//I////I//III//I////////////I///II/I/////I//I////II/I// .• 

11. (U) PUZZLES 

a. Solution to •Equations• 

1 = Flew Over the Cuckoo's Nest 

. ---------------~r 

• 

• 

. 
.. . 

9/23/2010 

w 
I 

"' 
~ 

co 
CJ) 

I 
w 
CJ) 



October 1994 TALES OF THE KRYPT 
Doc ID: 6823784 

1 = Wheel on a Unicycle 
3 = Blind Mice (See Ho~ They Run) 
3 = Sheets to the Wind 
4 = Faces of Presidents on Mount Rushmore 
4 = Quarts in a Gallon 
4 = Families of Musical Instruments 
6 = Legs on an Insect 
6 = Pockets in a Pool Table 
6 = Wives of Henry the Eighth 
7 = Stars in the Big Dipper 
7 = Voyages of Sinbad 
7 = Wonders of the Ancient World 
8 = Sides on a Stop Sign · 
8 = Notes in an Octave 
9 = Planets in the Solar System 

10 = Little Indians 
11 = Players on a Footbai1 Team 
12 = Angry Men 
12 = Labors of Hercules 
12 = Signs of the Zodiac 
13 = Stripes on the American Flag 
14 = Days in a Fortnight 
16 = ounces in a Pound/Pint 
18 = Holes on a Golf Course 
18 = Wheels on a Tractor-Trailer 
24 = Blackbirds Baked in a Pie 
24 = Hours in a Day 
26 = Letters in the Alphabet 
29 = Days in February in a Leap Year . 
31 = Flavors of Ice Cream at Baskin-Robbins 
32 = Degrees Fahrenheit at which Water Freezes 
40 = Days and Nights of the Great Flood 
40 = Channels on a CB Radio 
54 = Cards in a Deck (with the Jokers) 
57 = Heinz varieties · 
64 = Squares on a Checker/Chess Board 
66 = Books of the Bible (King James Version) 
76 = Trombones that Led the Big Parade 
80 = Days to Go Around the World 
88 = Piano Keys 
90 = Degrees in a Right Angle 

101 = Dalmatians 
.200 = Dollars for Passing Go in Monopoly 
206 = Bones in the Human Body 

1000 = words that a Picture is Worth 
1001 = Arabian Nights 
1215 = Year the Magna Carta was Signed 
1760 = Yards in a Mile 

20000 = Leagues Under the Sea 

····················~························~······················· 

Page 18 of20 

b. ARBOR DAY by! l<b) (3)-P.L. 86-361 
■ • • ■ ■ • • • • • ■ • • ■ • : 

I was curious about the scientific names of some of the trees found in 
the Ft. Meade area (and maybe even a few that aren't), so I went Jltld 
looked them up. However, I think that the author of the book~• 
c.onsulted was more cryptog.rapher than botanist, because the.names I · 
found there looked a little suspicious. They turned out.to be nothing 
more than encrypted versions of the trees' conunon na.rned ( some of which 

• _____________ ___.f 
. . 
• • 

• 
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are two-word names). Half of each 'scientific• name was a uniliteral 
monoalphabetic substitution of the common name, and the other half a 
Playfair substitution of ~he same name, although the author was pretty 
sloppy about the order; either substitution could come first. He was 
kind enough, however, to use the same plain and cipher alphabets and 
the same square for all of the trees. See if you can decipher the 
trees and recover the keywor~ on which the substitutions are based. 
(A different keyword was used for each method.) If you can, mail the 

Page 19of20 

solution to I ! and you will receive· the coveted honor 
of having your name printed· in "t'hl! "n'8ict "i!ulw~ • • • • • • • • ■ • • • • • • • • ■ • --------

. l(b) (3)-P.L. 86-361 

1-. · ·Mzarqimc cbfhkqwi 
2. swzuqjfw owhpmuaw 
3 • Biblbiriib gwggwydwg 
4. Gaqpbmersi xqlzjwgyfd 
5. Awqawa cbaubc 
6. Xqzcqqx gazowuag 
7 • Simpmiag fdqucqqx 
8. Hkwi rcmc 

9. Gmqhmbvfuk beapkdrork 
10. Kdfive mbkddn 
11. Dkxmkxwd iftdcfit 
12. Bsdoniotsk glzwdswvjk 
13 ~ Mbkghulh kdfevpbp 
14. Xusqurpsyc ajlkgvdlmk 
15. Owgmdovk swbqzwun 
16. Sljakddn oluxfive 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
/I///I/////I//II/////////////IIIIIIII//I/I/I//II//I////I/////I//////I//// 

************************************************************************* 
12. EDITORIAL CORNER 

If you have·a relatively short technical treatise, or anything you would 
like to have considered for inclusion in future issues, please submit it 
to any member of the editorial board or any of our office POCs. 

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT! 

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the 
editorial board or any of our office representatives. 

we would very much like this newsletter to represent a broad 
cross-section of the CA community - we need some more volunteers to 
help us, however. Perhaps you would like to work on one of the topics 
in this issue, or perhaps there is another topic which you think should 
be included in future issues. Either way, we.would like your input, 
and help, so give one of us a call. The more people who divide up the 
work, the less burden on any one person. 

llllllllll#llflllllllll#t##lll#ll##llllllllllllflllfl*lllt#lllllttl#IIIII 
NOTE: we MUST receive any submissions for the November issue by 21 Oct. 
lllll#llll**'**'**''**'********''**'''***'*'********lltllftltll#fl#ltltlt 
.,..,, ..... ,~"'•'"-IT21.T un11,vn 

• j (bl (3)-P.L. 86-361 ... 
la • • • 

• • • 
• • 

♦ 

• 
• • • 

• • 
• 
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Jack Ingram, Cryptologic History Museum 
.. ,---------., NCS 

• • • ■ • • • • • • • • • 

OFFICE Reps • • • • • • • • • • • ·• • • .. ---------------·~···· .... 

Page20of20 

. . . . . . . . . . . . . . . . . ········~, 
(b) (3)-P.L. 86-361 

Return to Kryptos .Home Page 

•tT\''i(' r r 'Y rr\'\ ••
• \ 1 1. ,r lL I I .._,.\./ P 1 f 

Dl!Rllll!D l'ROM: NSM:SSM 1a3-21 
DAim3Sll!P1981 

Dl!a.MislPYCIN: S0URa! MNam IIQADR• 
. DA'll!:01' SOlRCZ: 3 Sll!P 1881 
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1. (PeWQJ PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice, and we 
alternate between Seniors from within z and Seniors outside z. This 
month we are pleased to print the thoughts of I I 

• t 
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I The first eight years of my Agency career were spent on .a .___....,......, 
variety.of SIGINT and COMSEC analytic problems as a member of the Pl 
program (no,r CMP), in! _ and as an integree at GCHQ (still 
GCHQ) • • • • • • • • • • • • • • • • • • • • 1 (~) (3)-P.L. 86-361 
~ Cryptography has.changed in significant ways since the seventies, 
when I was last workingi~ INFOSEC. Since it is still true that the 
current developments in the•J;,Jff'OSEC business are often experienced a 
few years later in the SIGIN'l' butiness, I'd like to share them with 

• • • you. 
• • 

~ Cryptography is expected to provid~ many inore security services. 
Here is a quote from a recent Advanced Research Programs Agency (ARPA, 
formerly DARPA) solicitation for unclassified re~ch proposals to 
supply advanced security technologies for the NationaL Information 
Infrastructure (NII). •These services could include auth~tication, 
authorization, confidentiality, access control, auditing, aud.:it anal
ysis, integrity, key management, and multiparty key escrow.• Crypto
graphy, either conventional or public, is the basis for all of thes-e. . 
services except thos~ dealing with audit. •• • 

. . . . . . . . . . 
. . . . . . 

. . 

• . 

• . 

. . 

. . 

• • • 

. . 

. • 

• 
• . 

• 

. 

. . 

• • 

. . 

. 

. . . 
• 

. 

• • • 
• • 

• • 
• • • .. .. .. .. 

• • 
~ Cryptography is no longer a discipli■ne"~lmost exclusively domin
ated by a few national agencies .. PalSi"ic knowledge and sophistication in 
all aspects of cryptograp~y'Bhd its uses have increased considerably. 

"' • . "' . "' . "' • ... ... ... -. . . . . ... .. . . . . .. .. 
I Get a copy of Bruce Schneier•s book, "Applied Cryptography•, if ~ 

.,,.y,~o~u~-cna-·ven•t already, and spend some time reading it. It is a very .:• 
readable compendium of the public knowledge of cryptography, th$ avail- •• 
able algorithms, and the potential applications. Of course, as good as-~
this knowledge is, there is still plenty of room for mistakes in con- •• 
vertina theorv to nractice. I • 

~ What is the. import of all this to cryptanalysis? There is a 
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growing realization that the United States national interests are at 
serious risk because we rely so heavily on security vulnerable network 
communications and computers for running our economy and our defenses. 
It is that feeling that has prompted the ARPA solicitation from which I 
quoted above and is pushing forward the public knowledge of crypto
graphy and its uses. However, if the United States buttons up its 
communications networks there is the very real danger that everyone 
else will also, either by following our example or to preserve inter
operability with our networks. There is enormous pressure from U.S. 
hardware and software manufacturers to allow the export of the same 
security products abroad as they produce for the domestic market. The 
end result could be a considerable loss of access to communications and 
data, both plain text and enciphered, that produce SIGINT. Key escrow 
as embodied in CLIPPER/CAPSTONE is. an example of an approach to solving 
this problem. 

~ The battles over issues like key escrow and export control are 
being very strongly fought by the leadership of the Agency and there is 
every hope that.they will continue to be successful, but even if they 
fail there is still a bright future for cryptanalysis. In my view the 
most exciting feature of cryptanalysis is its concentration on solving 
the problem regardless of the technique that has to be used. How often 
have we seen a cryptanalytic problem seem unsolvable by conventional 
attack, and then seen it fall by the clever application of some •sneaky• 
trick. It is that kind of attack mentality that promises to be the 
greatest virtue of future cryptanalysis. In the future the front door 
is likely to be made of hardened steel with a strong cryptographic lock, 
but it is also likely that·a back window will be left unlocked. The 
tight integration of cryptography in complex uncontrolled systems, which 
is such a challenge to INFOSEC, can be a great benefit· to cryptanalysts, 
if we are willing to take on the challenge. It may in some cases mean 
we are fishing with spear guns instead of with trawlers, but we can hope 
to land more valuable, though fewer, fish. 

(U) Willingness to change and willingness to accept new challenges 
has always been a hallmark of the cryptanalytic effort at the Agency. 
How to get started seems to be the hard question right now. There are 
no established courses or text materials. I don't believe it is even 
clear what subjects the new courses should address in depth. It will 
take time and experience to develop the appropriate training. The 
history of cryptanalysis shows what a difficult process it has been to 
develop the tools and training which we accept as standard. After all 
Friedman's •Military Cryptanalysis 0 did not emerge full grown. Much of 
that material took many years to develop. If as a community we pool our 
resources, our knowledge, and most importantly our experiences solving 
t~e new problems, ·we can produce the training that we all need. 

~ In the meantime here are some areas in which to start. First 
any cryptanalyst who wants to work in this area should become familiar 
with the cryptographic principles which will supply all those services 
listed above. Conventional encipherment is only one feature. Signa
tures, hashing, and certificates are probably going to be as important 
or more so. To quote Rick Proto, •The cryptanalyst of the future may 
really be a forger• or at least that should be one of the available 
tricks. Secondly, the cryptanalyst needs to understand how crypto
graphy is used in a modern system (analogous to the principle of under
standing the properties of the underlying plain text). Most of us use 
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I I but do we know how it works and where the weak points are. 
"How about °'.roP?" "Tliese "are ·e=-mail "systems: 'rnere"wil1 be"a loc inote· .... I (b) (3)-P.L. 86-361 

cryptographic challenges arid cryptanalytic opportunities in more ...... ---------'· 

. . . . . . ..__ ____________ r··· 
. . . • • • . . . 
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complex systems like I -. lor network management as people try to 
bring security to them. A bi~rd a{ea where some experience and 
knowledge would be useful is in networ~"pretop9ls. What are IP, ATM, 
and SONET? • • • • • • -..... . . . . . 
(U) Thanks for reading this far. If you want more to read, one of• • • • • •• 

my more notorious jobs was chairing a committee which last year looked • • • • • rr 
at the future of cryptology. If you'd like a soft copy of the report, 

w please send me ~ e-mail note at I I and I' 11 send you a 
FrameMak_er version. • • • • • • 1 . . . . . . . . . . . . ~ 

*********************************************************************** 
IIII//I/IIII//II/////III//II/III/II/II/I/IIII//IIIIIIII//III//II////III 

2. (U) KRYPTOS 

DON'T MISS THE NOVEMBER KRYPTOS TALK! . . . 

..... 

. ~ . . . : ... 
• • ♦ • . . • . . . 

(U) In the January 1994 issue of WASHINGTONIAN magaz;ine, 4D • • • • • 
article by Ronald Jaffe detailed the work of u.s. Marshall.Bi~1 BonJc•• .• 
in the pursuit and capture of a fugitive wanted for mvDd.lar. Th~•• .• 
article mentions the involvement of "decoding sp~oi~lists•. Marshall• 
Bonk and the •decoding specialists• will giye a•presentat:i.oh.of this•• 
fascinating case at the November meeti~g ~I the KRYPTOS•Society w9ich 
will be held on Tuesday, 22 November,•in Friedman ~uditorium, at•0900. . ~ . . . . .. 

(U) If you have sugge~tions for future KRYPTOS talks, o; if you 
would be willing to .t>e· a speaker, please <;O'nhict ! r D/CH. Z3, 
who is the KRY]?.TOS.Program Chair. He can be reached via e-mail, 
! {or· by phone at J · I . 
************* *************• ·········-••****************************** 
/II//II//I/II/IIIIIII/II//II///III//II///IIIIIII/IIIII//III/II/IIII/II 

3. t'lPeYQJ CALENDAR OF EVENTS 

Nov 3 

Nov 4 

Nov 8-10 

Nov 11-12 

Nov 14-Dec 

Nov 21 

Nov 22 

Dec 1 

12 

CMI TAlk (0930 Friedman) 
·scAMP 1994• 

KRYPTOS Luncheon (1130, Officers' Club) 

Data Demodulation Workshop (FanxII) 

MD/DC/VA Section of the MAA Fall Meeting 
Western Md College 

Health Benefits Open Season 

PERSUMs - (9A135, 0930) Panel of z Managers 
discusses the How•s,Why"s, When's and What's 

KRYPTOS Talk - (0900, Friedman) 

CMI Talk 

I 

t-' 

co 
CT) 

I 
w 
CT) 

(0930, Friedman) 
~l(b) (3)-P.L. 86-36! 

PLAN AHEAD: . . . 
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** 

Jan 18, 1995 

Jan 24-25, .1995 

March 27-31, 1995 

May 23-25, 1995 

Jun 5 - 9, 1,95 

BANCC {see CACP News) 

1995 Cryptanalysis Conference (SRC) 

CARD (GCHQ) 

CA PQE 

CA-305 (•~ NOTE - this is a change.) 

I///I/I/I/II/II//////II//I///II//I/////I//I//I/I//I//III/III///I/////// 
4 . (U) CACP News · 

a. CRYPTANALYSIS PROFESSIONALIZATIONS: 

b. Panel Changes 

.. ~ • • • • • • • • • • • • • J (b) (3)-P.L. 

'---------------~ ··••ii . . . . . . . . . : . . . . . . . . . . . . . . . · .. 
.__ ____ __,I ;3; (replaces l J .~s.ing to CCR-I,J) 

• • 
c. Panel Actions • 

• 
. The CACP approved new guidelines .ft>.r the Technical Paper and the 

Computer Program Requirements for CA c;ertification. They go into 
effect on 1 November 1994. Copies.dy be obtained from the CACP office . 

--\ . • 
PLEASE NOTE: CA-305.clates have changed. It will now be held 

from 5 to 9 June 1995. .• 
• • . . ....................• , .............................•.•.•..•............... 

• 
d. ~ B!OGRAPHICAL PORTRAIT • . 

_____ T_h~r•~A P.anel has said farewell to their first military advisor, 
I _ The former I I s.e~ed, C?n. ~~e. ·9~ flf';e~ • f_rs>l!l .~:i;c.h. i9.9~ ••••• 
to July 1994 as a liaison between military CA aspirants and the CA 

86-361 

(bl (3)-P.L. 86-36 
(b) (6) 

Panel. • • ••• 

.. . . • . . • . • • . • • . • . • • . • . • • • . . • 

• . • . . . • 

. . • • 
• . • 

. • . • • 

. . 
. . 

• . . . 
I While serving on the Panel,1 1most enjoyed the overvi~ of 

~c-n,e-~-A~C!!'!.onununity and its issues. He believEts•the idea of having a. 
military representative on the Panel serves a d~ai•iqterest to the"CA 
community and to the technical health of many participating military . . 
members. • •• • ... 

• . . 
. 
• 
• . 

-----------------------------1 ·- "j<b) (3)-P.L. 86-36! . . . . . . . . . . . . . . . -----------------------~··· I 9/23/2010 
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e. (U) CA Conference Update 

The CACP lias decided on •Technical Health in the CA ·community• • 
as the theme for the 1995 CA Conference. The Panel is still in the • early stages of planning the conference but hopes to identify and • 

Page6of19 

design specific technical development offerings (courses, working aids, • 
seminar series, etc:.) during the conference. The Panel is open to 
suggestions for this theme, and asks that you forward them to Donna, 
Joella; or any Panel member. Also, the Panel is ac:c:epting self
nomination requests for attendance at the conference. Names should 

be forwarded tol I ............................... l (bl <3J-P.L. . 
f. (U} BANCC 

There will be a Breakfast Affair for Newly-Certified 
Cryptanalysts (BANCC) in the Canine Suite on 18 January 1995. . • • 
I I I I I I I I I I I I I I I I II I I I I I I I I I I I I I I I I I I I I I I I I I I/ I I I I I I I I I I I I I I II I I I I I Cl I I 

5. TECHNICAL HEALTH 
• • 

• • 

• • 

• • 

(bl (1) 

86-361 

a. (U) CRYPTANALYST TO THE HINTERLANDS by._! ___ __.r Z433 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L·. 86-36 

~ After several yea.rs away from cryptanalysis, I decided to •. 
Sine I had en'o ed workin as. a · • 

(F't,sQJ Around the same time, E4 announced the SLANG and SPICE 
programs for external language training. E4 told me that if I could 
find a place where I I there might be a chance that I 
could go, if I applied and was accepted~ I applied and somehow got 
accepted •. Thus began a long dialog with.administrators of the 

the language.d~artment there, and ____________ ...., ____ _,_ . . . . . . . ... . . . . . . . · .. .,. _______ _ 
!(b) {3) -P.L. 86-361 .-------------------------~····· 9/23/2010 
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with the future instructor to decide the dates, place, and length of 
the class. The month of June 1994 was chosen as the most convenient, a 
,., •n•s lenath of 80 hours and the instruction to take olace at the 

• 

J 

. . 

• 

• 

• 

. . 

• 

• 

. . 
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I (b) (1) 
(b) (3)-P.L. 86-36 
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b. (U) A New Approach to On-line Computer TUtorials 

(U) What is a PUP? 
a. a small dog 
b. an on-line computer tutorial 
c. a kind of tent 
d. all of the above 

\ 

(U) Answer: d. all of the above. What, .you didn't know about the 
on-line computer tutorial? PUPs are Pop-Up-Prompt TUtorials and the 
first one was written for FrameMaker 2 about two years ago. Since then 
20 PUPS for a wide variety of software products have been designed and 
are in various stages of development. These include two of special 
interest to z users, the DPP PUP and the ZAP PUP. .J (b) (3)-P.L. 86-361 

. (U) These tutorials are designed by groups of users, with editorial • • • 
and leadership guidance. by the Comput.er Based Tutorial for users • • • • • 
Council (CBTUC) . The CBTUC is a group of 15 volunteers from i:pany• • • 
discipli~es (cryptanalysis, language, reporting, computefoS'Clence) and.• 
~y groups (A, B, J, Z) in the Agency. The chairpr5S'On is the PUP ♦-
Director. Currently, I . . is the PUP • • 
Director. · . . • 

• • 
(U) What makes these tutorials different than the ones which cptne with 
the software? PUP TUtorials are designed to run alongside the•software 
which is being learned so that the learning process happens~ the · 
software is used. The skills which are learned follow a log1cal 
progression of tasks from easiest to most-complex, or from•start to 
finish of a particular project. For example, the FrameMaker 4 PUP 
takes the learner from creating a blank document to adding text to 
adding titles to addirtg page classifications, with miI\dr formatting 
steps in between. •· • 

(U) Why should I use the PUP tutorial rather tha.n. ♦going to a class? 

• 

r 
♦ 

• 
♦ 
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You shouldn't, because the class is a very u~eful experience, and 
covers many things which are not covered in the PUP tutorial. But, if 
you are having difficulty getting into the class, if you want a 
reference after you get out of-class, if there is no class offered, or 
if you prefer to work at your desk at your own pace, you might want to 
use the PUP tutorial. 

(U) Tired of answering the same questions over and over from those 
around you new to the software? If you would like information on 
having a PUP tutorial developed, would like to know what other PUPs are 
available, would like to see a demonstration, or would like to be a PUP 

tutorial writer, contact ~'------:--------------------1.l 
********************************************************************.***** . 
/llllllllllll/ll//llll//ll/lllll////lllilll/llllllll/lll//llllllll//µ////1 

6. COMMUNITY SERVICE 

a. (U) Apples Needed Apples for the Students 

On September 18th 1994 Giant Food began its 'Apples for the 
Students' program again. This program allows area schools to redeem 
cash register receipts for computer equipment. For the last several 
years, CMI has collected receipts and donated them to a needy school •• 
Last year's choice was the Ruth Parker Eason School in Anne Arundel 
County. It is a special education school where many of the students 
are multiply handicapped. With our help they were able to pu~chase 
a new Macintosh computer with a CD Rom and a printer. 

This year, CMI will again collect receipts. Suggestions are 
being accepted for a recipient school. (Last year's school will also 
be considered again.) Please send the bottom ortions of an 
receipts that you would like to donate to-----,-......... ------ HQ. 
(She is also collecting SAFEWAY receipts for a similar r ram. •• 
Suggestions for needy schools may be sent to,..._ __________ _,_••. 

H(?, I I· .T~k. ~u■- • • • •• • •. • • • •. •. •·. • • • • • •• • • • • • • •• •. ""j(b) (3)-P.L. 86-361 . ,,. 
** ** * *** * ** *·* * * * ** ** * ** * * * * ** ** ** * **** * * ******* * * ** *** * ** * * * *** * * * * '! •••• t.* * 

b. 

I. 

II. 

. . • • • • ~ NSA'S ATTIC (U0-94) 
. . • • . • • . • . • • INTRODUCTION 

• . . 

. . . . . . 
(U) These notes were prepared by th,!•ltSA/CSS Archives to; ." 
acquaint customers with the typ,.c,t cryptologic material lleld by 
the Archives and how to ace~•• it - perhaps for research.■ ." 

purposes or to support Qlrrent operations. Material is available 
on a need-to-know baa!s and researchers must be properly cieared 
before qaininq rode~s to the records. For further in/o~tion, 
phone I _ or send an E Mail to I ; I 

ACCESSIONS • 
• 

1. Early History of the United States Air Force S~curity Service 
(Accession 46593) (U) ; 

(U) This accession covers the history of the.United States Air 
Force Securi-ty Service (USAFSS) from 20 OctoJSer 1948 to 31 
December 1949. Chapter headings include the•establishment and 

• 
• 

• 
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development of the USAFSS, the mission of the USAFSS in the Air 
Force, the transfer of units and responsibilities from the 
Departm~t of the Army to the Department of the.Air Force, 
funding for the USAFSS, and the establishment of the USAFSS at 
Brooks Air Force Base in San Antonio, Texas. Additional topics 
include problems associated with the movement of personnel 
overseas, promotion policies-, job assignments, training, and 
COMSEC (Communications Security) issues. The document is. 170 
pages in length and was written by Air Force Historical 
Technician T/Sgt Rupert P. Roberson. 

..... , ------------, .... 

3. The Sorge Spy Ring: A Case Study in International Espionage in 
the Far East. (Accession 45018) (U) 

(U) For nine productive years a daring and skillful band of spies 
worked in Jai;,an and China for their spiritual ·fatherland, Soviet 
Russia. Despite their vigorous activity and enormous successes 
they went unsuspected and undetected until 1941. Led by Dr. 
Richard Sorge, a German communist posing convincingly as a loyal 
Nazi, the ring of spies succeeded in keeping the Soviet Union 
fully informed on Japanese military and industrial capabilities 
and intentions from 1933-1941. During tbis period the Red Army 
always knew the status of current Japanese war plans and could 
make their own plans and dispositions accordingly. This accession 
(with photographs) details how Sorge organized his spy ring, the 
ciphers and communications procedures his spy ring·used, and how 
he was eventually discovered and imprisoned. 

III. NOTES 

ARCHIVAL EXHIBITS (U) 

a. (U) •Pearl Harbor to Midway• - currently showing in the 
National Cryptologic Museum. 

b. (U) •The Shootdown of Admiral Yamamoto• - on display at the 
NSA/CSS Archives. 

c. (U) The •capture of the German U-Boat sos• - on display at 

,------------------------.. , .. I {bl(3)-P,L. 86-361 
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the United States Naval Academy in Annapolis. 

d. (U) •Deception at D-Day• - exhibit is currently being shown 
in the Special Collection Library at the National Defense 
university at Ft. Lesley J. McNair in Washington D.C. until 20 
November.· 

e. (U) •Native American Code Talkers WW I and WW II• - a copy is 
now on permanent display at the National Cryptologic Museum. 

f. (U) •Peace in the Pacific• - this new exhibit is scheduled 
to be shown for the first time in September 1995. 

c. (U) STORY CONFIRMED - The Russians Were Here! 

(U). You may have heard something about Russians visiting the 
National Cryptologic Museum recently. The story is true: 

(U) On Wednesday, 5 October, two Russian army officers in 
uniform visited the museum--the first Russians (we know of) to do so. 
The visitors were Lieutenant General Ivan Milkuan, chief of th~ 
Russian Army Personnel Department, and Colonel Alexander Nikinov, 
·curator of the Russian Army Military Museum. Their visit to NSA was 
strictly unofficial--the Russians had come to the United States to 
participate in ceremonies marking the fiftieth anniversary of World 
war II, and stopped at the museum on their own time. 

(U) These unexpected visitors toured the museum for a little 
over two hours and, among other things, were gui~e interested in our 
exhibit on the KGB Museum, which they had never had a chance to visit 
in Moscow. 

(U) Of more enduring importance during this visit, the Russian 
officers presented the museum with a small fragment from the U-2 
aircraft piloted by Francis Gary Powers, who was shot down over the 
Soviet Union in 1960. This fragment is now on exhibit in the museum. 
The.curator has temporarily placed it in a spare case until a proper 
display can be prepared. 

. . 
(U) ~nterested in having a look at the U-2 fragment? Drop by the 

museum and ask the staff to see it. 

[David A. Hatch, Director, Center for Cryptologic History, I l . 
• ,i ••••• ■ • • • • . • 

• • • • • • ••■••■■ a•• ■■•••"•• ■ a ■■■■ •~ ■■ •••~; ■•■ ~;••• I 111-.1 •• .. ■ ••.-1 \.• • ■ • • • ■ ■ • ■ ■ • •• . . . . . . . 
c;l. (U) FULL CIRCLE: ' • • • r-1 (-b-)-(3-)--P-.-L.-8-6--3--,61 

THE PURPLE ANALOG ON DISPLAY AT THE NATIONAL CRYPTOLOGIC MUSEUM r~-------'· 
♦ 

• 
(U) The National Cryptologic Museum has just put on display in•• 

its main hall the PURPLE Analog--the early processor which was used-by the 
Americans to decipher the high-level Japanese diplomatic cipher known to 

♦ 

us as ·PURPLE.• • 
♦ 

• 
(U) This processor was designed in 1940 by a team of.eryptanalysts 

led by Frank Rowlett. The team analyzed Japanese traffic+ and made 
enlightened assumptions about how the Japanese cipher •chine worked1 they 
decided telephone switching devices were a likely choice for the target 

♦ 

♦ 

♦ 

♦ 
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machine's components and used switches to construct an •analog~ for machine 
decryption. After the war, the Americans found their assumption:s had been 
absolutely correct--the Japanese had indeed constructed the original machine 
with telephone switches! 

(U) The PURPLE Analog on display in the museum.was-identified ~ome 
years ago by Mr. Rowlett as the unit which decrypted the Japanese Foreign 
Ministry's last message on the eve of Pearl Harbor. A British author who. 
has written extensively on World War II called it the •holy relic,• only 
partly in jest. In many ways he·was right: the PURPLE Analog heralded 
a brave new era in cryptanalysis, and it is not too much to say that the 
cryptologic community's modern machine development stems from its successes. 

(U) The PURPLE Analog is now displayed beside one of the few surviving 
fragmen·ts of an original PURPLE machine. Drop by and ask the museum staff 
for more on the background of the effort against PURPLE and what it meant 
to America's efforts, first to avert war and then to win it. 

ID:xid a ::tdl ~irector, Center for Cryptologic Hi~tory, I · I 
1.::::.::. :::.i~··················································~ . . 

. . . . . 
• 

CRYPTOLOGic•~~TERATURE AWARD PRESENTED 
• • • 

The 1993 Cryptologic Literat~r"e•uards were presented on 6 October: 
1994 by the National Cryptologic Schooit:oJlllllclildant,pl;;,,_..;..;..;.....,......, .............. ....,l: 
to three individuals whose papers were judgedtt>,e mos€ ouEsEandlng by 
the Cryptologic Literature Review Board. • •• 

.. 
•• .. 

First place went tg 
Group, for her paper,1 

Nora L n Magkebaa I recently reti~ed ~frpm z ·: 
• • I -... ,------, . ... ,,,. . . . . -

••••••• ■ ••• ■ ■ •••••••• ■ •• ■ ••••••• ■ •• ■ ••••• : ! ~..-
-toc,]o, Beoo11d place■ hone:r;;s. for. b.j.s. pa.peJ:", ••••• 1.--(-b-) -(3,..)---P-.-L-. _8_6 ___ 3-,6! 

•PURPLE DRAGON: The Origin and Development of the United St~;~s. QP.S~ • • •., . . . . . . . .. . . . . . . . .. . --------------- . . . . . . . .. . ·I I ~as this year's Third place winner t.tJ~ ; 

Program•. 

her paper, •The Technological Implications of Emerging Space .•• • 
Programs in Southeast Asian Countries•. .•.• ; . . . 

• • 
This year's winning papers were selected by the Cryptologic 

Literature Review Board from over a dozen submissions. ~ • : 
readers may obtain copies of the winning papers through.L.J, Arc!rl-ves 
and Records Management, Mr. Robert Hanyok, I I• • 

• . 
Former NSA Director, VADM L. H. Frost, USN, established the • Cryptologic Literature Award in 1962 as the highest award to. 

recognize contributions to the body of cryptologic literaturf • 
• 

********************************************************** ..... ************ . 
///I//IIII/IIIIII/I/IIIII/IIIII/II/IIIII/I/IIII//II/III/III/I/IIII/II/II 

• 
7. (U) ACTION LINE .. 
(U) In the last year or so, many highly qualified aspirants for CA 
certification have had their certification papers rejected by the CA 
panel. In some cases, the rejection letters have included insulting 
remarks pertaining to the authors' understanding q,f the subject. 
Furthermore, a study of the requirements· for the paper and the 

• 
• 
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evaluation criteria shows some ~isagreement. Some aspirants have been 
.so disgusted by the unprofessional actions of the CA Panel that they 
have decided to become certified in other discplinesl 

(U) Why are the CA panel and the TPEB (Technical Paper Evaluation 
Board) treating these aspirants harshly and not applying a consistent 
and professional evaluation of papers submitted? 

- ANONYMOUS 
--------------------------------------------------- ·---------------------
(U) Dear ANONYMOUS, 

It is our opinion that even an anonymous assertion that the 
Technical Paper Evaluation Board is hars~, inconsistent, and 
unprofessional deserves a response.· 

The Boards which review submitted papers and programs are 
selected by the. Panel from our community's most experienced and 
respected cryptanalysts, with attention paid to diversity, so that 
many points of view will be represented. 

It is natural that differing views will be taken of the merits 
of a particular paper or a particular program. That is why we seek the 
counsel of a senior panel. Our panel changes regularly (we li~e to get 
fresh viewpoints and, fortunately, we have always received wonderful 
support from our senior analysts, who are willing to donate their time 
for the good of the career fi.eld), so it is quite possible that a 
marginal paper or program might be approved by one panel but 
disapproved by a different panel at another time. 

The standard of professionalism we seek on the Paper Board is· 
one which is difficult to quantify. Some of our aspirants have never 
before authored a technical pap~; they should be advised ey their 
supervisors to study some successful models (available, for instance, 
in the z Technical Library), and our Executives are available to 
suggest papers which may suit an individual's ·reading preferences. We 
·expect that less experienced authors will spend several hours in 
consultation'with their senior analyst in preparation of a 
satisfactory paper. 

Unfortunately, not every aspirant views the completion of a 
technical paper in as positive a way as.we do. For many, it is a 
loathsome burden which must be. borne. Indeed, there is hardly a 
cryptanalyst who would n9t prefer to be carrying out challenging and 
exciting new analysis instead of fighting frustrating battles with 
software which makes the publication of papers such a chore. 

Some papers which are submitted show clearly the unwillingness 
of the author to provide the detail and the explanation which could.be 
so instructive to others who are required to learn from the analyst's 
experiences. Papers which are submitted for certification are expected 
to have arisen naturally in the course of an analyst's labors; the 
supervisor is expected to be eager to see a ~orrect and properly 
documented paper published. Instead, our seniors on the Board are 
often asked to review papers upon which which neither the author nor 
the supervisor has expended much energy. 

The Board is understandably anxious to discourage such 
behavior •. The Board has learned that, unless they speak clearly to_ the 

------------------------~ .... 
I (b) (3)-P.L. 86-361 

Page 14of19 

9/23/2010 



November 1994 TALES OF THE KRYPT 
Doc ID: 6823785 

Page 15 of19 

weaknesses of certain papers, the papers, only slightly modified to 
rectify a few identified errors, will soon reappear, begging for 
approval. I-f the Board's criticism seems strongly worded,· its motives 
must be understood. Their object is to foster pride in the literature 
cryptanalysts produce, and it seems clear that, judging for example 
from the excellence of the papers which have been winning prizes in 
the Cryptologic Literature Contest, they have been: succeeding! If, 
on occasion, a board member has ma.de comments that were,,too harsh, we 
apologize and we will try to avoid such remarks in the fJuture. 

A cursory review of the technical paper requirements and the 
evaluation criteria revealed no disagreements. In fact, the guidelines 
are currently being revised and inproved, and should be released very 
shortly. As with the other concerns expressed in this letter, it is 
difficult to supply a more detailed response unless more specific 
information is presented. Individuals with questions or concerns 
regarding any of the certification criteria are encouraged to address 
them directly to the Cryptanalysis Career Panel or the appropriate 
Evaluation Board. 

Cryptanalysis Career Panel 
Technical Paper Evaluation Board 

************************************************************************ 
//IIIIII/II/II/II/IIIIIII//IIIIIIIIIIIIIIIIIIIIIII/IIIIIIII/II//IIIII/II 

8. (U) PUZZLES AND PROBLEMS 

a. (U) First of all, congratulations to! l 
Z22, who was the first to let us know that she noticed the change • 
in the Masthead, from •Tales of the Crypt• to •Tales of the Krypt•. •. 
She earned a sundae! • 

• 
b. ~ We will be combining the Problem of the ~nth and • 

• the Puzzles and Challenges into one category, and some months may • 
have items for.all three, while others may not • ._ _______ ..,_and •. 

I ~ wiJ.2. • oont:L.nue .as. t.he ■ edi 1io.rs • • • • • • • • • • • • • • • • • • • • : : : ' "' " • t,.,...,.....,,.,.-----,----,--, _ f _(b) (3)-P.L. 86-36! 

ANSWER TO SEPTEMBER PROBLEM OF THE MONTH . . . . . . 
. . . ... 

The September Problem of the Month conljisted' of .,,.f ... •l""I•,__• ___ ...... I 
. _______I. I J at Bad Aibling was • 

only person I heard from with"a.conplete solution.I I the . . . • . . . • 

------------------------" . 

. . . . . 
•• . • . 

• 

. • . ' 

• 

• 

• 

. . . . . . .. . ... 
~•••-(-b)_(_l_) _____ _ 

(b) (3)-50 use 3024 (i) 
(b) (3)-P.L. 86-36 

. . . !(b) (3)-P.L. 86-36! 
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NOVEMBER PROBLEM OF THE MQNTH 

The Zendian ambassador to the U.S. has been using single 
transposition for 30 years, but he recently got a computer and 
jumped on the informa.t.ion superhighway. Unfortunately for us he 
subscribed to sci.crypt on the INTERNET and read that single 
transposition-is insecure. As a result, he enciphered one last 
message stating that he was changing over to PGP. In his last 
transposition message he included some 256-bit PGP cryptovariables. 
It's a good thing I didn't make you break the transposition cipher 
with random hexadecimal values for plain text! The CV's are 
listed below. · · 

What do we expect the next cryptovariable to be? 

[++ 

6B5284F46BD62C2090633C3FCFFD0734DC67A3A52B26E2F4EF7E58451D735B7E 
[++ . 
69CBFD41470213F3EA6531B847F5AA73127593CABF6SC01F8118C5964D83F515 

------------------------r ..... · I (b) (3) -P.L. 86-36 I 

Page 16ofl9 

(b) (1) 

(b) (3)-50 USC 3024(i) 
(b) (3)-P.L. 86-36 
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[++ 
D76E663E925FEA76B49715E12F1D3D62B8B4749FC2DF8FFA82E32298EDC3805C 
[++ 
B445BEEB4EEBB0A9EDFAEABA8675BF02CD22442436834D85F4DD6B49FC33FB53 
[++ 
0~4B07487AA7678C978CAE434EFD325153C005591957FCCOD607ABAA7CD365FA 
[++ 
C0813F5615930D20B14E637C86B6955048BEB63E6DSB9BAB2.761D7BB6BA4C051 
[++ 

· EDE7681321AFA4633A4008652D9EE7FFAE8C56D3318F2946E9EBF47CCBA40A59 
[++ 
8B7D81809CFB2B5634629CFF45B62ASE84BAE71864F3A8911BA501ED9BD44510 
[++ 
9843899D8877A1F99DB42148CCFESC6DC918680E0887178DBC8FFDOEDA347077 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

c. (U) Challenge from: 

,_ ______ ~ I NSA Trivia question: Which Deputy Director has I 
1 •. had his picture repainted to make it look I 
I • •~~•.like the others. What was done? I 

• ·I • • • • I ..__ _____ ........, ___ :••·· ·•. . . . . . . . . ..... ~ .................. \•-•~1~•~,·······~·~································ 
··-::::- ... ·.····· ·' . . . . . . . . 

Solution to • Arbor oay• • 'I. 'I. , , • • · •• ,. ,. ,. ,. .. . . ,,,, .. . 
i . .. ... . 

d. (U) · 

9. Scotch P ne '' ,•., • .,. -···--------10. Cherry •!(b) (3)-P. L. 86-361 

1. White oak 
2. Magnolia 
3. Sassafras 11. Red Cedar ...... _______ _._ 
4. Douglas Fir 
5. Baobab 
6. Dogwood 
7, Ironwood 
8. Teak 

12. Sugar Maple .: 
13. Chestnut • • • 
14. Blue Spruce • • ; 
15. Mahogany • • • 
16. Mulberry • • ; 

• 
Th,e plain and cipher components of the uniliteral substituu•on ; 

are based on the key •Bristlecone Pine• with B-plain aligned.with• . . . . 
A-cipher. The Playfair square is based on the keyword •sequoia•,• 
beginning in the center cell and spiralling clockwise ou~~ard. ; 

Solvers 
. 

• 
• 

• 

• 
• 

II.ti ■ ft R It ft ■ ■ ■ ft ■ ■ ■ N ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ft • ■ ■ ■ W ■ ■ ■ ■ ■ ■ ■ ■ I ■ ■ ■ • ■ ■ rl ■ ■ ■ ■ ■ I ■ ■ ■ ■ ■ ■ II II ■ ■ ■ ■ 
• 

llllllllllllllllllll/lllllllllllllllllll/lllllllll/lll/llflllllll/lllllll/l// . 
• 

9. LITERARY TIDBIT 

(U) 

Poe, one 
America. 
shudder 

Edgar Allen Poe, Cryptologist • 
At this time of year, we often think of Ed.,O'ar Allen 

of the more remarkable literary minds of antebellum 
His arabesque tales still have the power. •to make us 

or grieve. • 
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(U) Less well known is that Poe was an avid, if somewhat 
limited, cryptologist. In one of his lectures, William F. Friedman 
wrote, 0 [f]or his day he was certainly the best infonned person in 
this country on cryptologic matters outside of the regular employees 
of government departments interested in the subject.• 

(U) Poe made cryptanalysis an important aspect of his famous 
short story •The Gold Bug•; the protag9nist solves an enciphered 
message which turns out to be directions to finding buried pirate 
treasure. In addition, Poe, as an author and editor, published a 
series of articles on cryptology and secret writing systems. 

(U) Whatever his claims as a theorist, Poe proved himself 
rather limited as a practitioner. According to his recent biographer, 
Kenneth Silverman, in 1839-40, as editor of a family newspaper 
entitled "Alexander's Weekly Messenger•, Poe challenged his readers, 
inviting them to send encrypted messages and promising to solve them 
all. The offer had a catch, however: Although the readers could 
employ symbology as well as conventional letters, the messages had 
to be ~ciphered in a single alphabetic substitution system; he 
rejected messages. enciphered by any other method. With this stipulation, 
it is hardly surprising that Poe achieved a high rate of success against 
his readers' entries or that he often reprinted them with the solutions-
together with a boast of his speed and skill in solving them. 

(U) Rather than b~ing one of the best infonned cryptologists of 
his day, Poe's total pool of knowledge, Silverman points out, seems to 
have been gleaned from several encyclopedia articles on cryptology. 
Silverman concludes that •he was entirely a novice, as the still more 
naive readers of "Alexander's" failed to realize.• 

[David A. Hatch, Director, Center for Cryptologic History,I 

I I --·-.-. . . . . . . . 
*****************************~•·--~·~~*************************•******* 
ll///l/////ll/l/ll//lll///l//l/ll//lllli1iilr1r11y(~l✓ ll.ll/////llilll/l/ ..... 

- • • ••1 (b) (3)-P.L. 
10. EDITORIAL CORNER . . 
If you have a relatively short technical treatise, or anything y~u would 
like to have considered for inclusion in future issues, please ~ubmit it 
to any member of the editorial board or any of our office POCs.• . 

PLEASE paragraph classify each item submitted, and USE ASCI~•FORMAT! 

A reminder that anonymity may be requested for Action Line ftems -
in fact, you may mail them in hardcopy form to any member of the 
editorial board or any of our office representatives. ; 

We would very much like this newsletter to represent a bfoad 
cross-section of the CA community - we need some more volunteers to 
help us, however. Perhaps you would like to work on OQe of the topics 
in this issue, or perhaps there is another topic which-you think should 
be included in future issues, Either way, we would 1Jke your input, 
and help, _so give one of us a call. The more people•whe divide up the 
work, the less burden on any one person. ; 

##########fHHH###llfH#HH#HHH##H#HHl###.ft#HHIHH#######HH# 
NOTE: We MUST receive any submissions for the D~~ember issue by 25 Nov. 

r 
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((J)PE EXTERNAL PAGE 

*********************************** 
TALES OF THE KRYPT * 

*********************************** 
December 1994 

Season's Greetings and Best Wishes for a Happy New Year 

. 
t#IIIIIHllll#IIIIIHtHHIIHIIHIIIHll#IIHlttfHtHHHl#llfl#Hll.ll#I 
f//lll/ll/ll////lllllll////ll//lllllllllllllllllllllllllfllll/l/l/ll//11// 
- ·;;FGIIQ · ■ -(U) TABLE OF CONTENTS: 

1. 

2. 

Perspectives in CA - ~'----~I ....... 
KRYPTOS Society ••••••••• 

a. New Distinguished Members Announced • • • • • • • • 
b. Literature Compe_tition Winners • • • • i<bl (3)-P.L. 86-36! · 
c. Peter Jenks Community Service Award Given • 

3. 

4. 

5. 

6. 

7. 

Calendar of Events 

Word from the CACP 
a. CPEB Change 
b. Panel Updates 

Technical Health 
a. Conference Schedules 
b. ACE 9all for Abstracts 
c. CMI and MATHFEST 

community Service 
a. CLA Cinema Presentations 
b. E-Mail_ to Second Parties 
c. NSA Science and Engineering Presentation 
d. CAL Foreign Films Available 

Puzzles and Problems 

8. Literary/Historical Tidbit 

9. Editorial Corner 

, 

lllllllll#IIIIIIIIIIIHIHIHHIIIIIIH#HIIIIIHIIIINll#llfllll#IIHIIII 
I//III/IIIIII//IIII//I/IIII//IIIIIIIIIIIIIIII/II//III/IIIIIII//III/II/I/II 

1. PERSPECTIVES IN CA 

(WS QQ9t Each month this ~ewsletter featu(es the perspective 
of a CA Senior on a CA topic of his/her choice, and we alternate 
between Seniors from within z and Seniors outside;z. This month we are . 

• 
Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 

• 
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pleased to print the thoughts of~'----~l Chief Z2. 

The Director of Central Irtt~lligence identifies Cryptanalysis 
~s NSA's core discipline and key to the futute of SIGINT effectiveness. 
Recognition of the importance of our professien by our most senior 
leadership is both flattering and frig__htening: It instills great pride 
. among the CA community. But at the. same . time•; • -it -plc1.~es -a - tr~dous 
responsibility upon us to sustain our record of•achievement upon which 
SIGINT relies. •• 

Why is CA important? The answer is quite.,simple. Our targets 
use codes and ciphers to protect their most importapt communications. 
When we are able to decrypt these signals, we are al!>le to penetrate the 
target. our customers now have access to first-hana.informa.tion: the 
target's diplomatic or economic negotiating position;• its military plan 
of attack; or its own plans for intelligence activiti~. Throughout 
the course of history, we have demonstrated that intelligence based on 
decrypted communications does, in fact, save lives. Wl'io.t greater 
impact can we possibly expect to have? • . 

• 
But, can we live up to the responsibility which tne DCI has put 

upon us? •. 

Today we expend a lot of energy questioning ourselvEUJ. We 
worry that we are hot trained to deal with a revolutionized• 
teleconununications system. We are chagrined that we are unab)e to 
bring in larger numbers of interns. We are fearful of the efrects of a 
shrinking budget. We are frightened by the proliferation of ~ 
soph.isticated crypto devices. All of these are valid concerns.• Yet in 
fact, we have made some progress in dealing with them. We do have new 
courses available to the work force. We have learned to apply cl'a.ssic 
crypt techniques to recovering elements of modern communications •. 
technology. 

Yes, we.have goals remaining to be met. But let's be positi"Ve: . . 
emphasize what we can do - and do it. We may not solve every problem 
which we attack; but we'll probably make far more progress than any ~f 
us imagines possible today. For those challenges without an apparent. 
course ·of action, let's team together to design creative solutions. •. 
And in doing so, let's respect every individual and organizational role. 
in the intricate cryptanalytic process. •. 

One of our greatest assets is our confidence. We believe in 1 (b) (3 )-P.L. 86_ 36 1 
ourselves and in our ability to solve hard problems. We have a ..... ______ _._ 
dedicated, bright work force. We have invested in state-of-the-art • • • • • 
tools. We have fun. We share knowledge. We've known one anotpe:t •for.• 
years. we tolerate - even enjoy - our reputation as eccen,.tr.tc. We at'\! 
a unique community in this Agency. Let's take pride ,.i.n'these strenijehs 
and apply them to the challenges . • , • • • 

• . . . 
** ** * * * * ** * * * * * * ** * * * * **** ** * ** ********I'*,;.***** ••.• ********************** 
lll//ll/lll//ll/llllll///l/l/ll/~l✓flitll/l//ll/l//ll/llll//ll/ilt/ll/l/// 

2. 

. . . • • KRYPTOS SOCIETY • • • • 

· (U) ove...M ;eople attended. the annual KRYPTOS $b~iety 
Luncheon at the ohtcers' Club. As is customary, the newest 
Distinguished Member inductees, and the recipients of <the Literature 

. Contest Prizes were announced, as well as the· first wlnner of the Peter 
Jenks award. • • 

• • 

• • 
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***********************************************************************1,,1;.a.a .... ______ _ 

AND THE WINNERS ARE •••• 

(b) (1) 
(b)(3)-50 USC 3024(i) 
(b) (3)-P.L. 86-36 
(bl (6) 

a. Distinguished Members - The KRYP'l'QS Society inducted three 
new members this year, and we have inlcuded biographical sketches of each. 

. . . . • ·I .. _<_b_) _< 3_>_-_P_. _L_. __ 8_6_-_3_6 .. 9/23/2010 
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.....................•....•.................................. ~ .•••...•.. 
b. ~ Literature Competition Winners 

First 
Prize:.___! _____ [ 

Page4of12 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(bl (3)-P.L. 86-36 
(bl (6) 

Second Place . ..:!T:.!i:.::e:.::.Jl-----------------......-........ .,,.1 

··---------
..., • aa..11111- ...... -••• 

I 
and 

• 

. . . ____________ ...,r 

• 

I (b) (3)-P.L. 86-361 

• 
• • 

(b) (1) 
(bl (3)-P.L. 86-36 
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Honorable Mention Tie: ,--__;_:_;____:;_:_;_;_...J_ ___ ..,..1 __________ ----._ 

. 
and 
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I • (b) (1) 

L..(_b_) _( 3_)_-_P_. L_. ,_8_6_-3_6_. 
.__ _______________ _._ .. :---------

............................ II If ■■ n • • • • • • 11 • • • • • • 1t • ■ II II! II W II· ■•• 11 ■ 1111 ■ !! !11! ■■■ fl N fl !II! !I!! !IN R ■ N . . . 
• 

c. First Peter Jenks Community Service Award Given . . 
(U) Following are the words o~._ _____ oul:;going Chairman 

of the CACP, as he announced the first recipient of 'l:J).is• new award 
granted in recognition of exceptional service and contr~but.ion to the 
CA Community. • • • • 

♦ • 
• ♦ 

"We are here today to honor two people, one, unfort~aue~y, in 
memory only. Peter Jenks was a most unusual man, one who defied•:• 
definition, who lived by his own rules, by his own wits. Though hEtJ,fas 
widely admired, none would try to emulate him, and his eccentricities•• •• .. 
ensured that he would remain unique in our memories. •--------. 

!(b) (3) -p. L. 86-361 

In our search for an individual who, like Peter Jenks, has 
given so much of his life in the service of Cryptanalysis and 
cryptanalysts, one name stands out above the rest. Tireless, 
energetic, compassionate, generous --- these adjectives, which applied 
so well to Peter Jenks, also apply to the first recipient of the award 
which bears his name. 

When the first Cryptanalysis Conference was-convened last year, 
Floyd Weakley was selected by the Career Panel to make the opening 
remarks and to chair the ensuing discussion of the critical issues 
which confronted our profession. Floyd is the principal architect of 
the Technical Track program in Cryptanalysis, and has for many years 
prepared the exhaustive and extensive CA Report. He is a member of the 
Cryptanalysis Career Panel and a leader in the Kryptos Society. No one 
here has done more than Floyd in the development of our career field, 
and it is with great pride and humility that Fred and I present ·the 
first Peter Jenks Community Service Award to Floyd Weakley.• 

************************************************************************* 
II/II///I/I//II//II//I///II///II///II////I///I//////II//I//II/I///III/I// 
3 • CALENDAR OF EVENTS 

Dec 1 CMI Talk 
(0930, Friedman) 

Dec 7, 8 ·--------, CLA Cinema "Journey of Hope•, (OPS2B4118-1 
1100) .... .,. ., 

• • • ♦ 

I (b) (3)-P.L. 86-361 

Dec 8 

Dec 8 

Dec 12 

NSA Science and Engineeri.np- .SociE!ty • Tai~ - • •. •.: • 
•Optics for High Sjeed·Computation• by .••.• 

_ R&E Symposium Center 19-00 a .m. 

1...I_A_I_H_o_l_1_· da_y_S_o_c_i_a___.l .... I ________ r ;~. ~C) 

♦ 

Z2 Technical Forum (1300, OPSl, 2C086) 
•z Data --- How Does It Get to Y6ur Desk?• 
(briefing by z Data Flow Managers, 1300~1400, 

• 
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Dec 13 

PLAN AHEAD: 

Jan 7, 1995 

Jan 9, 1995 

Jan 18, 1995 

Jan 25-26, 1995 

OPSl room 2C086) 

IAI Talk, (1000-1100, OPS2B 4118-6) 
Mary McCarthy, NIO Warning, •The Intelligence 
Community's Responsibility to warn in the 1990•s• 

Last day to USE---OR-LOSE Annual Leave 

Z Technical Forum 

BANCC ( see CACP News) 

March 27---31, 1995 

1995 Cryptanalysis Conference (SRCl 

CARD ( GCHQ) 

May 1-5, 1995 

May 23-25, 1995 

Jun 5 - 9, 1995 

June 1995 

ACE (CCR Princeton) 

CA PQE 

CA-305 

MATHFEST '95 

*** - NOTE - THIS IS A CHANGE. 

l/ll//lll//lll////l//ll//llllllll//ll/llllllll/llllll/llllllllllll/llll 

4. CACP NEWS 

(U) · (Late-breaking news as we •go to press• - ._! _______ l 
Z21, the former Chairman of the Career Panel, has been named • 
temporary Acting Chairman until further notice, asl jhas•. 
been named by the Director to a special task force! ... ) __________ • • •. • •• 

Page6 of 12 

- j_(_b_) -( 3-)---P-. L-.-8 6---3.....,6! ................................................................................... 
. . . . . . . . . . . . . 

a. (U) CA Panel Update • • • • • • • • • 
■■■ II ..-----f'" ♦ ♦ 

0There have be!pll. aeverctr cl:iang~s· i~ ·t~e Panel and Boards . I r 
I Jhas accepted a position on the C~uter Program 
Evaluatipn Board. She will begin to attend meetings immediately and 
will officially replace r lon 1 December 1994. I l 

I I has acceptecl a position on _the Technical Paper Evaluation 
Board. She wllLpegin to attend meetings•t~ December and will • 
officially replace l • • . . . I on 1 Janttazy 1995. • 
--------------------------L•,-~----~~-~;-------_....,♦------------------~----• . . . . . . . . . .• . . . . . ·~.z.:::~~-=-----__, . . . . . . . . 

Chairmah • • • • : • • • • • • . . . . . . . . . . . :. .... . . . . . .. . . . . . . ,. ··········J-----~,,....-,~, • • • • • • • " • • • • • (b) (3)-P.L. 86-36 

• 

• 

I r 

• • 

• 
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I Executive · 
Assistant Executive 

_ Training Advisor L..----------~ .. . . 
Technical Paper Evaluation Board: ·• • • •• . . .. . . 

Page 7 of12 

. . . . . . . . 
• • .---,----~~"'=' 

~ •••••• ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ • l<b) (3)-P.L. 86-36! ... . . . . . . . . . . . . . . . . .-.. 
d:• • • Computer Program Evaluation 

*****************************************************************~******** . 
//II/II/IIIIII//III////I//II//III//IIII/II/II/I/II//I///III//III/I////I/// 

5. TECHNICAL HEALTH 

a. (U) Conference Schedules -

Following is a list of some of the conferen~es coming up 
which might be of interest to the z population - ; 

Dec. 5-7:· Washington, DC 
SPONSORS: Technology Training Corp (TTC) 
THEME: •Data Fusion• (and associated topics) 

. . 

. 

FEE: $825 - $1145 (depending on employment-status 
registration date) 

(e.g. Univ. or Govt.) and 

ADD: Alan Friedman 
TTC Seminars 
Dept. DF 
P.O. Box 3608 
(3420 Kashiwa St.) 
Torrence, CA 90510-3608 

TEL: (310) 534-4871 
• ············································~·········•:••················· 1995: 

Jan 8-11: Tucson, AZ (Ventana Canyon Resort) 
SPONSOR: IEEE Connnunications Society 
THEME: •Broadband '95 Workshop: Emerging Broadband Am,lications, Systems, Networks• 
FEE: $945 to $1,045 (depending on membership-status and registration-date) 
ADD: Judy Keller 

IEEE Communications Society 
345 E. 47th St. 
New York, NY 10017-2394 

TEL: (212) 705-8248 
FAX: (212) 705-7865 
E-MAIL: j.keller@ieee.org 

I r 9/23/201 o 
__ .... .:.:.:.:_-_-_-..=-..=-_-_-~--~~--_::-_::-_::--::_-::.-::.~-~--~-------



December 1994 TALES OF THE KRYPT 
Doc ID: 6823787 

Jan. 23-26: Washington, DC 
SPONSORS: Network World 

Federal Col1\PUter Week 
Computerworld 

THEME: "COMNET '95: Leading Communication into the Global Age• 
FEE: not listed (but a $50 •Super Pass• to exhibits and to some sessions 

is free upon early registration) 
ADD: CO:MNET • 95 

IDG world EXPO 
Framingham, MA 01701-9699 

TEL: 1-800-225-4698 
1-508-879-6700 

FAX: 1-508-872-8237 
E-MAIL: comnet@idwec.com 

Feb. 5-10: San Jose, CA 
SPONSOR: not listed 
THEME: •Digital Video Compression: Algorithms and Technologies 1995• 
FEE: not listed 
ADD: Jane Lybecker/Donna Rode 

SPIE 
P.O. Box 10 
Bellingham, WA 98227-0010 

TEL: (206) 676-3290 
FAX: (206) 647-1445 

Page 8 of 12 

•••••••~•••••••••~••••••••••••••••••••••••••r•••••••••••••••••••••••~•••••• 

b. ~) CALL FOR ABSTRACTS 

The Annual Cryptomathematics Exchange, ACE, will be held the week of 
May 1-5, 1995, at CCR in Princeton, New Jersey. ACE is the premier 
conference for classified cryptomathematics: Those wishing to give a 
talk must submit a short abstract to an ACE representative by Friday, 
January 13, 1995. · 

The short abstract should be two pages, in soft copy ASCII, submitted 
to a committee member. Talks can be classified up to TOP SECRET 
CODEWORD and should not contain NOFORN or source-related material. 
Compartmented presentations will be allowed during afternoon parallel 
sessions. · 

Please note that talks given at.ACE must be on topics that have been 
released to Second Parties and also to IDA (topics can be released for 
the purposes of presentation at ACE). Abstracts are generally sent to 
members of those organizations who are on the ACE committee. If you 
plan to submit an abstract, it is important to know whether it can be 
released to second parties and IDA . 
•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

c. CMI AND MATHFEST 

The CMI council is actively making preliminary.arrangements to host a 
festival in June which aims to bring together the entire mathematics 
community for a single day ·to exchange the major results of the past 
year. Unlike ACE, CARD, DATA DEMOD, etc. this meeting seeks to 
celebrate mathematics in all its forms at NSA, and to familiarize the 
CMI membership with the diverse applications of cryptomathematics being 
used and created at NSA. 

The organizing committee envisions approximately-sixteen 15-minute 

. I (b) (3)-P.L. 86-361 

~ • • • • • • • 9/23/2010 
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talks spread over a full day. We expect the bulk of representation 
coming from z, C, R, and W. As such, we are sending the formal 
announcement at this time to selected Office chiefs in these groups, 
seeking comments and suggestions on how to make ~his festival useful, 
enjoyable, and rewarding. 

At this time please feel free to share the announcement at your own 
discretion, bearing in mind that the format remains flexible and no 
firm commitments beyond the date have been made. 

For additional information, contact_1...----------------. I J,ia e-mail. • 
****************************•*~t***********************************~**** 
/lllll/ll//ll/lll//l/lll/l//lllli1i~1r1(~///lll/lll//l//l///l///llllir11 . . . . . . . . . 
6 • COMMUNITY SERVICE • • • • • • . . . . 

Page9of12 

... . . . . . . '--------, a. (U) CLA Cinema presentation - JOURNEY OF HOPE (111 
minutes) Turkish with English subtitles. This winner of the 1991 Oscar 
for Best Foreign. Film is a passionate drama about a poor Kurdish couple 
who decide to maxe a better life for themselves and their seven 
children by moving to Switzerland from their ·native Turkey. Their 
dangerous journey is chronicled in this stirring film.directed by 
xavier Koller. 

·····························~·········································· 
b. ~ E-Mail to Second Parties Changes 

Agency changes to mail routing will result in the following address 
modifications. Old forms will not work after 30 November. 

!(b) (3)-P.L. 86-36! 

New addresses should read: • . • • • • • • • • • • • • • 
□(Englmid) .••• • • • • • • • ·1 (b) (3)-~.L. 86-,-361 

(Canada) 
(Australia) •• • • 
(New Zealand; not yet availaJ:?let • 
(USA) • • • . . . . . • 

• • 

.. 
• • 
• • 
• 

·········································~······························· 
c. (U) The NSA Science ~-~gineering Society wiil sponsor 

a presentation bylfrom the National Secu:r..!ty Agency 
Physical Science Laboratory at io on Thursday Decembe:(8th in the 
Research and Engineering Symposium Center. I I a Senior 
Member of the Institute of Electrical and Electronic Engineering 
Society, will address -

•Optics for High Speed Computat:i.on• •. 

This will include optical applications to high performance computers and 
to projects in both the SIGINT and INFOSEC areas. 

All green and gold badge personnel are invited to attend • 
•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

d. (U) CLA Foreign Language Movies Available 

The following is a current alphabetized list of CLA ·foreign language 
movies available for FREE USE. Call LI ------------~f you want to borrow any: • • • ,. ________ .. 

I (b) (3)-P.L. 86-361 

. . . . . ___________ __,." . . . . . . . . . 
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1. Ashes and Diamonds (Polish/English subtitles) 
2. Attila 74 (Greek/English subtitles) 
3. Chocolat (French/English subtitles) 
4. Come and See (Russian/English subtitles) 
5. Commissar (Russian/English subtitles) 
6. Hey Babu Riba (Serbo-Croatian/English subtitles) 
7. JuDou (C~inese-Mandarin/English subtitles) 
8. June Night (Juniatten) (SWedish/English subtitles) 
9. Raise The Red Lantern (Chinese-Mandarin/English subtitles) 
10. Ramparts ot" Clay (Arabic/English subtitles) 
11. Red ~orghum (Chinese-Mandarin/English subtitles) 
12. Terra Em Trarise (Portuguese/English subtitles) * 
13. The Home and the World (Bengali/English subtitles) 
14. The Lady With the Dog (Russian/English subtitles) 
15. The Official Story (Spanish/English subtitles) 
16. The Red and the White· (Hungarian/English subtitles) 
17. The Shadow by the Road (Chiec Bong Ben Duong) (Vietnamese/French 

and Chinese subtitles) 
18. This Land Is ours (Hausa/English subtitles) 
19. Two Women (Italian/English subtitles) 
20. Wake Up Vasili (Xipna Vasili) (Greek/no subtitles) 
21. Yol (Turkish/English subti_tles) 

*It says Spanish on the movie jacket but is in Portuguese. The 
last twenty minutes of this one are missing as well. We at CLA 

believe in truth in advertising. 

As you can see, we have a decent library. However, we are not too 
proud to beg for more movi"es. If you have any that you can bear to 
nart witl, then you can once again givel 1a call at 
[ _ Thank you. _ • •• • 

. . . . . . . . .. . . . . . . . . . 
****************************l~••*-*~************************..,,1********** 

. . . . . . . . . 
/l//l//llll/lllllll//ll/l//ll//l//ll//l////"/Til-ll/.l/{ll/lll/llllll.lll/lll . . . . . . . . . . .. 

• • • ••, (b) (3)-P.L. 
7. PUZZLE 86-361 

• 
(U) Insert a different group of 3 letters into each of the _•words• 

below so as to form 2 real words - the 3 letters you insert will be tne 
last three letters of one word and the first 3 letters of the other~ No 
rearrangement of the given letters is permitted. Once you have det•ermined 
the correct 3 letters for each word in a set, you may put them topether to 
form a single 9-letter word. Again, no rearrangement of letters.is per-
mitted. ; 

Example: MARED 
FORAISE 
PTHER 

Insert "BLE" to form "MARBLE" and "BL:SkD" 
Insert "MAL" to form "FORMAL• and "MM.AISE• 
Insert "LEA• to form "PLEA" and "LEATHER" 

.• . 
The groups "BLE", "MAL" and "LEA" may be assembl,ed.to form 

HUGER 
CALIMIT 
PATICE 

the word •MALLEABLE" • • • 

SHOO 
PANAST 
COROBE 

GILER 
SHROUND 
SPHODOX 

CRELIER 
GERLET 
CORLY 

r 

• 
BASEN'l' • 
MENMENT 
CLQfa:N 

• 
• 

• 

CATLE 
INSAL 
ARCKLE 

9/23/2010 
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************************************************************************** 
/IIII/IIIIIIIIII/IIIIIIII/I//I//II/IIIII/III/I//III/II//II////I//II/III/II 

8. LITERARY/HISTORICAL TIDBIT 

The Rewa.rds of COMINT 

(U) During the Civil War, both Union and Confederate forces 
engaged in the intercept of telegraph messages from the other side, 
often profiting by the intelligence derived from reading plain text 
or decrypting messages sent in code or cipher. In late 1864, as 
General Ulysses Grant was at the gates of Richmond, the Confederates 
received special benefits from what one source calls the •most 
successful wire tapping of the war.• 

(U) For six weeks, a Confederate operator maintained a 
continuous tap on General Grant's telegraph line to the War Department. 
Despite the longevity of the tap, it is believed that none of Grant's 
encrypt.ed cables were decrypted by the Confederates ( or •translated" , 
as they sometimes called it in those days). 

(U) On 12 September, however, the Quartermaster in Washington 
sent a plaintext message to Grant's forces requesting a guard to meet 
2,486 head of cattle due to arrive the next day at a landing at nearby 
Coggins Point. This was good news for the Confederate Army, which 
was nearly always short of food supplies and drastically short of meat. 
A large body of Confederate cavalry traveled by a roundabout route to 
Coggins Point, where they captured the beef along with 300 Union soldiers, 
200 mules, 32 wagons, and 40 telegraph construction workers.· 

CU) Thanks to the telegraph interceQt, fo:r the first time in 
months if not years, the Confederates ate well, having captured about 
40 days' worth of supplies. 

(SOURCE: William R. Plum., "The Military Telegraph during the Civil 
war in the United States:,· Vol II"~ submitted by David Hatch, CCH) 

*****************************************~****************************** 
I/IIIII/I//II//IIII//II/I/I/II/II/III/I/II//II////I/II/II/IIIIII/IIIIIII 

9. EDITORIAL CORNER 

If you have a relatively short technical treatise, or anything you would 
like to have considered for inclusion in future issues, please submit it 
to any member of the editorial board or any of our office POCs. 

PLEASE paragraph classify each item submitted, and USE ASCII.FORMAT! 

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the 
editorial board or any of our office representatives. 

We would very much like this newsletter to represent a broad 
cross-section of the CA conununity - we need some more volunteers to 
help us, however. Perhaps you would like to work on one of the topics 
in this issue, or perhaps there is another topic which you think should 

I (b) (3)-P.L. 86-361 
~ . . . -
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be included in future issues. Either way, we would like your input, 
and help, so give one of us a call. The more people who divide up the 
work, the less burden on any one person. 

lffffllllllllflffllf#tlfflffltlffi#f#lfllllllflllf#llfllltttt#tttltlflllf 
NOTE: We MUST receive any submissions for the January.issue by 21 Dec. 
ffll#lllllllllltffllf##fff#lllltl#lflfl#fffllfflf#fflllffllfflf#ll#lflllf 

Jack Ingram, CD!l,tologic History Museum I _I NCS ..... 
• • • • • • ■ 

OFFICE R~s • • • • • •• . . . . . . . . . .... 
• 

• . . . . . 
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. . . . . . . 
• • • J ..... I (-b-) -( 3-)---P-. L-.-8 6---3--,6! 

• • • • • ■ • • • • • ■ • • • • 

Rctum tp_ l(.r.ypfQf Home Page 

. . . . . . . . . . . . 
~ . . . . . . . 

((',•; ('.__/'~)( 1 I ,-.,,7,~.4 HI --~ . - . ..... -...- .. 

• 

• 

• .. 
D!R111m PROM: NSM:SSM 123-2.1 

DA1!D 341!11 1891 
Dsuissll'Y ON: SOUltCZ'MARll!D "OADR• 

DA1E o, 50URCZ: 3 Sl!P 1891 

• 

• 

• 
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1. ~ KRYPTOS Society 

a. First Annual BANCC 

The Cryptanalysis Career Panel and the KRYPTOS Society are hosting the 
first annual BANCC (Breakfast Affair for Newly Certified Cryptanalysts) on 
18 January 1995 from 0800-1000 in the Canine Suite. Join your friends and 
co-workers and celebrate with all of the honorees: 

!(bl (3)-P.L. 86-361 
■ ■ ■ ■ II • 

• 
• 

• 
Approved for Release by NSA on 09-28-2023; FOIA Case f 61704 • 
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Breakfast Buffet: Fruit Juice, Fresh Fruit Cup, Scrambled Eggs, French 
Toast, Bacon, Biscuits, Toast, Coffee/Tea. Cost: $6.00 •. 
R.S.V.P. Deadline: 12 January 1995 to one of the following POCs: 

• 

Page2 of 11 

. . . . 
■ IIHHll ■■ IIN ■ 1111•e1111n ■■ HIIIIWHn ■■ ll ■■ ••••nn11••····""·••11 ■ w1111111 .... •:······••1111 ■ t1 ■•■■ Rft 

b. Kryptos Society Council • • • • • • • •. · . . . 
• • •1 (b) (3)-P.L. 

• • • • • • • • • • • I 
• • • •••• ♦• 

The current KRYPTOS Society Council members are: 

President 
President-elect 
Secretary 
Treasurer 
Member-at-large 
Member-at-large 
Member-at-large 
Member-at-large 

I . . . . ~ 
• • • • 4tt 

.____________ .· ~ 

♦ .. 
♦ .. 

• .. 
♦ 

♦ 
.. 

• . . . . • . • Floyd Weakley ♦ . . . . . 
n ■ nn•••~•nnnn ■■ 1w ■■ ••••••• ■ n ■ w ■ nnw11 ■■■■ 1111H ■■ 11nn1111 ■■ 1 ■ ~:•11•••••••~••••••••••• 

c. Kryptos Soci~ty Membership Renewal 
♦ ♦ ♦ 

♦ 

♦ ♦ ♦ 

It's the beginning of a New Year, why not i<1in us? We need-your member-
ship and your input to give voice to the crmt'analysts in oqr community now 
and in the future. This is an excellent ch;mce for networ~inq-at all levels. 
To join, just fill out the attached appliJ:1ation, and sendJ.t,.and $5.00 to -

.._ _________________ ......,,, ___________ f 
---------------------------------------------------------~------------------**** KRYPTOS MEMBERSHIP APPLICATION DUES: $5~00 (Annually)**** 

MEMBERSHIP YEAR: 1995 ( ) NEW RENEWAL 

NAME: __ _,, _________________ _ 
DAN: 

SECURE PHONE: NON-SECURE: 

ORG: BLDG: 

9/23/2010 
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INTEREST~D IN CHAIRING A COMMITTEE? __ YES 

INTERESTED IN WORKING ON A COMMITTEE? __ YES 

__ NO 

__ NO 

CHECK COMMITTEES OF INTEREST TO YOU: 

___ CRYPTANALYTIC LITERATURE 

__ DISTINGUISHED MEMBERS 

__ PROGRAMS __ NEWSLETTER 

MEMBERSHIP 

__ PUBLICITY 

__ RETIRED MEMBERS 

_AWARDS 

---------------------------------------------------------------------------*************************************************************************** 
IIII/II//II//III//I/III/III//I/II/I/II/IIIIIIIII/IIIIIIIII/II//////III////I 

2. (FOUO) CALENDAR OF EVENTS 

Jan 7 

Jan 9 

Jan .12 

Jan 17 

Last day to USE-OR-LOSE Annual Leave 

Z Technical Forum (1300-1400, 
OPS2B, room 4118-2B6) 

CMI Talk •The President's Address• 
by I 1(0930-1100, Friecunan 
-------◄• Auditorium) • • . . 

SES Symposium Talk •A Mil~ta:ry
Technological Revolution• by•Geperal 
Welsh, President and Chief Executiv.e 
of IDA (1000, R&E Symposium Center)•• 
(see Technical Health) 

•,(b) (3)-P.L. 86-361 
• 

** 

Jan 18 

Jan 18 

Jan 23-26 

PLAN AHEAD: 

March 27-31, 1995 

March 29-30, 1995 

May 1-5, 1995 

May 23-25, 1995 

First Annual Breakfast Affair for Newly • •• 
Certified Cryptanalysts (0800-1000, .••: 
Canine Suite) • • • • 

♦ 

NEWSMAGAZINE Talk •The State of.the • 
Agency• by Vice Admiral J. M.•kcconn,11, 
Director, NSA (1000-1100, Channel SQ in OPS, 

♦ • 

Channel 21 in FANX II; a).~o broadcpst live 
in Course Center B, r<¥>1n A1B045, PANX II.) 
Tune-in apd ca))-jp .your questions. Dial: 
I I : 
ComNet 95 (Washington Convention Center) 
(see Technical Health) • . 

• 

CARD (GCHQ) 

1995 Cryptanalysis Conference (SRC) 
. 

ACE (CCR Princeton) • . 
CA PQE 

f 9/23/2010 
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** June 5 - 9, 1995 · 

June 1995 

(** NOTE - this is a change.) 

CA-305 

MATHFEST 95 

************************************************************************* 
III/IIIII/IIIIIIIIII//II/II//IIIIIIIIIIIIII/IIII/IIIIIIIIIIIIIII/III/I/II 

3. ~ Word from the CACP 

Annual Cryptanalysis Conference Date Changed 

In OCtober, the Cryptanalysis Career fanel began consultations with 
senior z managers to solicit their views on the future cryptanalytic needs 
of the Agency. Using the results of this process, and recmmnendations 
from the first two cryptanalysis conferences, we are developing a course of 
action designed to ensure our technical viability into the future. With 
the January conference date fast approaching, and our work not yet complete, 
we have decided to move the conference to 29 and 30 March, 1995. We cer
tainly hope the change does not prove to be an inconvenience, for we expect 
the extra time devoted to planning to be very beneficial. 

1 · l 
Acting chairman, ~tanalysis Career Panel . . . 

********~****************************************;#_t******************** 
ll//ll/ll/llllllll//lll/llll/llll//lll/llllllll/ll//lli/11/(l/llll/llllllll . . . . . 
4 . TECHNICAL HEALTH • • • . 

a. ~ SES Symposium • 
The NSA Science and Engineering Society (SES) will sponsor a presen~4-

tion by General Larry Welsh (USAF retired) at 10 AM on Tuesday, January.17th 
in the Research and Engineering Symposium Center. General Welsh is th; 
President and Chief Executive Officer for the Institute for Defense Analysis 
(IDA).. Among its many functions, IDA operates the Supercomputing Ret1earch 
Center in Bowie and the Centers for Communication Research at Princeton and 
La Jolla for NSA. The title of General Welsh' s talk is • • 

. •A Military-Technological Revolution•. • 

He will address the end-to-end combat information system £rm intelli
gence collection to combat direction, how technology has produ~ed revolu
tionary changes in military capabilities and how our intelligence superi-
ority supports the utilization of these capabilities. : 

• 
All green and gold badged personnel are invited to attend • 

• 
• ·························································~·······~······ b. (U) ComNet 95 • 

• 
ComNet 95 will be held 23-26 January 1995 at the Wlshington Convention 

Center. According to an advertisement in a recent issue of Telecommunica
tions magazine: •Explore leading-edge technologies a.Q.a emerging business 

·applications that are the building blocks of the global enterprise from ATM, 
Frame Relay and FDDI, to multi-media, videoconferencing, wireless, digital 
convergence and the Internet.• This is an opport¢ity to gather technical 

• 

...... 1 _______ f 9/23/2010 
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literature, view demonstrations, and talk to technical experts in commercial 
telecommunications. Admission to the exhibition hall is free. For more 
information, call 800-225-4698. 

************************************************************************ 
II///////II//I///I////I/I/I///II///II/I////II////I//II/I///I///I///I//// 

5. TECHNICAL ARTICLE !{b) (3)-P.L. 86-36! . 
~ The Challende ofl 

byl I 

I 
.. 

. I (b) (3)-P.L. 86-361 
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(U) Thus the ~------~-""!!!"!~~-~~~----------1 I has more to its name than first meets the eye. ----...... . . . . . . . 
**********************'"""~*'*t****************************************~* 
I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I j i1i JI /"I I 1-1.J JI.I/ I I II I I I I I I I I I I I I I I ii I I I; I I . . . . . . . . . . . . 
7. Puzzle • • • • • • • • 

.... , -(b-) -(3-) --P-.-L .-86---36""'1 

a. Solution to last puzzle: 

hu MAN ger 
cali PER mit 
pat ENT ice 

PERMANENT 

ere ATE lier 
ger' BIL let 
cor RAL ly 

BILATERAL 

sho ALS o 
pana CHE st 

co MIC robe 
CHEMICALS 

ba CON sent 
men TOR ment 
clo VER min 

CONVERTOR 

,gi ANT ler 
shr IMP ound 
sp ORT hod~x 

IMPORTANT 

ca PES tle 
ins IDE al 
arc TIC kle 

PESTICIDE 

===================-===-===============================~============== 
b. January KRYPTOS Puz.zle 

The Light Fantastic by ._I -----t,l 
I 

V 
+---+---+---+---+---+---+---+---+---+---+---+---+---+ 
I I I I I I I· lxxxl 1xxx1 1xxx1 I 
I I I I I I I IXXXI IXXXI lxxxl I 
+---+---+---+---+---+---+---+---+---+---+---+---+---+ 
I 1xxx1 1xxx1 l~I I I I I I I I 
I 1xxx1 1xxx1 1xxx1 I I I I I I I 
+---+---+---+---+---+---+---+---+---+---+---+---+---+ 
I I I I I I 1xxx1 lxxxl Jxxxl I 
I I I I I I 1xxx1 1xxx1 1xxx1 I 
+---+---+---+---+-~-+---+---+---+---+---+---+---+---+ 
I IXXXI IXXXI IXXXI I I 
l IXXXI IXXXI IXXXI I I 
+---+---+---+---+---+---+---+---+---+---+---+--~+---+ 
I I I I I I I lxxxl lxxxl 1xxx1 I 
I I I I I ·I I IXXXI IXXXI IXXXI I 
+---+---+---+---+---+---+---+---+---+---+---+---+---+ 
I 1xxx1 1xxx1 lxxxl I I I I I I I 
I 1xxx1 1xxx1 1xxx1 I I I I I I I 

l<b) (3)-P.L. 86-36! 

+---+---+---+---+---+---+--~+---+---+---+---+---+---+ 
I I I I I I I 1xxx1. , 1xxx1 lxxxl I 
I I I I I I I poet! lxxxl Jxxxl · I 
+---+---+---+---+---+---+---+---+---+---+---+---+---+ • • • 

• • 

The following cryptic clues all lead to 7-letter words w~ich are to 
be entered into the diagram above. The clues are given in n"O particular 
order, and the solver must determine which word goes where: The word in 
the center column (indicated by the arrow) is unclued: yoµ must determine • 
what it is. • 

I 

A. 
B. 
c. 

• 
• 

Lodge member, returning-after the firs~ victory:to act as a star. 
It's liked by all, turning up in extreme. ; 
Untidy trunk emptied, but just a section. • 

f 
• • 
♦ 

9/23/2010 . 



January 1995 TALES OF THE KRYPT Page 8 ofll 
Doc ID: 6823786 · 

D. Burn retupied book draft, having come first. 
E. Late returns having earl leading nurse to the last. 
F. Mistakenly.rush mob figure. 
G. Turns on to.act.as carriers. 
H. Alte.rnate route carries little one to remote part. 
I. Impossible dream to note that man comes ahead of time. 
J. Crown used once or twice, initially. 
K. Plant to be, to a point, without framework. 
L. He can't believe what he sees: King in filthy surro~dings. 
M. Hold up: no twitching is automated. 

---------------------- -------------------------------------------------------
For those of you who may be unfamiliar with the cryptic style of clueing, 

each clue consists of two parts: a more or less straightforward definition of 
the solution word; and a word-play which may involve anagrams, synonyms, clue
ing parts of the solution word separately, or any of a multitude of other tech-
niques. Either part (the definition or the word-play) may come first, but 
there rnaY be no overlap of parts. A 'connector' word or phrase ("is•, •for•, 
•makes•, •goes to•, etc.) may sometimes be used in the clue to act roughly as 
an 'equals sign' between the parts. Here is an example which.employs several 
clueing tricks. (It is traditional in cryptics to give the number of letters 
·in the solution word. In this puzzle, all words will b~ 7 letters long, so 
this help is omitted.) 

CLUE: Fixed ten damaged trails for each fellow. (9) 
ANSWER: PERMANENT • 

The definition is "Fixed•. •Ten damaged• is a common convention that 
suggests that the word •ten• should be an~grammed. (All anagrams will 
have a clue word such as this. Look for •broken•, •confused•, 
•muddled", etc.) •Ten" anagrammed is •ENT•. •Trails• suggests that 
this part of the word comes after whatever is clued next. •For each 
fellow• can also be expressed as "PER MAN•. So the solution is •PER 
MAN ENT•. 

*****************************************************************~****** 
II/III//I////III/III//II/III/I//I//II//II/IIII///IIIIII///II/III/IIIII/I 

8. LITERARY/HISTORICAL TIDBIT 

.a. (U) Book Review •Hobbyist's Guide to COMINT Collection 
and Analysis• 

r'PSVQ.l. Browsing the INTERNET, an alert reader spotted a review of a 
book of possible interest to KRYPTOS members: •Hobbyist's Guide to COMINT 
Collection and Analysis• by Tom Roach. This book is in the NSA Main 
Library (Circulating) Collection: 

Author: Roach, Thomas B. 
Title: Hobbyist's Guide to COMINT Collection and Analysis/ 

Publication info: San Jose, CA: Tom Roach, cl994. 

CALL NUMBER - JX468.I6 R53 1994 MAINCIRC 

(U) Here are some excerpts from the book review by a non-Agency 
subscriber, Edward Anderson, in INTERNET article lleiixnewsl.ix.netcom.com, 
Anok@ix.netcom.com, on 8 December 1994: 

"The Hobbyist's Guide to COMINT Collection and Analysis breaks new 
ground her~, since it provides information on how easily the reader can 

I (b) (3)-P.L. 86-361 
9/23/2010 I ~ ..... ____ .. ::::::::::::::::::::::::::-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_:-_ .. _____________________ -
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collect and analyze COMINT. It turns out this can be done with radio 
receivers and •decoder• boxes which are easily purchased on.the open market. 
The book reveals some of the very interesting Russian messages Mr. Roach 
has received:using a shortwave receiver and •decoder• while sitting in the 
comfort of his den. And what a bizarre catch he reveals. The messages 
range in subject matter from the deliberate canning of fish tainted by toxic 
waste, to an "upper air weather• message broadcast from a Russian trawler 
sitting off Vandenberg AFB. The Russian vessel was monitoring tests of 
United States' anti-missile missile launches from Vandenberg to Kwajelein. 

The book even includes intercepts, and technical descriptions of four 
distinctly different types of KRIPTOGRAMMA messages. These are messages 
which use special Russian encryption methods (still in use). The messages 
are sent by both Russian trawlers (who catch a lot more than fish!) and 
Space Event Support Ships (SESS). You are even instructed in how to learn· 
when, and where, the next Russian ICBM shot will impact in the icy waters 
off the Kamchatka peninsula. You learn how to find the proper radio 
frequency to monitor ship traffic in the Middle East. As a convenience, 
the book comes with a spiral metal binder so it can lay flat on the desk of 
the home COMINT collecto+ deciphering the latest Russian •20101n message. 
Lest you believe only the Russians provide material .for the hobbyist, the 
~uthor reveals how he intercepted a U.S. military classified message 
accidentally sent in the clear. The techniques discussed in this book can 
be applied to almost any sort of radio traffic. 

The reader is provided examples of various Russian "numbers• messages, 
which at first glance may appear •encrypted". Mr. Roach gives the exact 
methodology which resulted in one such message's •decryption•. A whole 
chapter is devoted to teaching the uninitiated how to •decipher• similar 
messages on their own. The means by which the Internet can be used to 
allow hobbyists to share information, get translations, and combine inter
cepts to gain greater insight is described. According to the author, you 
don't even need to be able to speak Russian to get the basic meaning of 
many of the Russian messages that are still being broadcast. Mr. Roach 
stresses that COMINT, even at this level, provides a real insight into 
just what extent, and how successfully, •capitalist• ventures are develop
ing in the •new• Russia. In fact, Mr. Roach has published a second book, 
Hobbyist's COMINT Russian Radioteletype Dictionary, to assist th~se who 
actually take up the hobby.• 

·•••••••••••n•n••••• ■■ ft• ■ ••••••••••••••••••••••••••••••••••••••••••••••••••• 

b. (U) Dr. Dobb's Journal 

(U) The Januacy 1995 issue of Dr. Dobb's Journal contains two articles 
of interest to cryptologists: 

1. Page 123 - The GOST Encryption Algorithm, by Bruce Schneier 
This algorithm was used by the former Soviet union, possibly 

for the civilian market. The analysis does a comparison to DES. 

2. Page 146 - The RCS Encryption Algorithm, by Ronald L. Rivest 
Description of the named algorithm. J<bl (3)-P.L. 86-36! ........... 
~ [Note: I ! ~f •th~ •K~~~~; •N~~~l~~~e~ Editorial • • • • 

Board, advises that Dr. Dobb's Journal may be found in the NSA Mail\• 
Library as follows. As you go towards the newspaper reading area,• it is 
in the second section on the right (aisle 60), the next to th,•tlottom shelf 
(alphabetically under D).] .• 

• 
**************************~****************************•**************** . 

• 
♦ 

f 9/23/2010 
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9. EDITORIAL CORNER 

If you have a relatively short technical treatise, or anything you would 
like to have considered for inclusion in future issues, please submit it 
to any member of the editorial board or any of our office POCs. · 

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT! 

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the 
editorial board or any of our office representatives. 

We would very much like this newsletter to represent a broad 
cross-section of the CA community - we need sc;,me more volunteers to 
help us, however. Perhaps you would like to wprk on one of the topics 
in this issue, or perhaps there is another topic which you think should 
be included in future issues. Either way, we would like your input, 
and help, so give one of us a call. The more people who divide up the 
work, the less burden on any one person. 

######################################################################### 
NOTE: We MUS'r receive any submissions for the February issue by 15 Jan. 
######################################################################### 

EDITORIAL BOARD 

JacK Ingram, Cryptololic History Museum 

I -. . . 
OFFICE Reps . . . . . . . . . . . . . . . -· . . . . . . . . . . 

Page 10 of 11 
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♦ 

♦ 

• 
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1. l'NM,JQ,I,. PERSPBCTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice. 'l'his 
month - are plee.sed to print the address I ~ Acting Chairman 
of the CACP, delivered at the recent Breakfast Affai J.or Newly 
Certified Cryptanalysts. • 

♦ 

'l'o the Newly certified Cryptanalysts: ♦ 

• 
♦ 

First I'd like to join with your colleagues and frien4s to 
congratulate you on your certification as cryptanalyats. we senior 
members of the cryptanalytic ccimmunity are honored that you have' 
chosen to associate yourselves with us· and to put your shoulders • • 
(figuratively) and your minds alongside ours in the stru119le to attain 
cryptanalytic knowledge. • • 

♦ 

It is more difficult to be a cryptanalyst now than ever before • 
in our history. our field has came of age. All the easy problems have •. 
been soived. To accept the mantle of cryptana1yst is to subject • 
yourself to a career addressing difficult, often impossible, • • 
questions. The rewards are few and come seldom. Why do people like • 
yourselves, who have so much to offer, choose such a demanding • 
profession? • • 

I chose cryptanalysis, as you did, because I love an 
intellectual challenge. I stayed in cryptanalysis, - I hope yoµ will, 
because I enjoy the stimulating company of the other Agency 
professionals who have selected this uncompromisingly difficult 

• ·----------1 <b) (3)-P.L. 86-36! . 
•• Approved for Release by N~.A.•on 09-28-2023, FOIA Case 41- 61704 
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vocation. 

We c0111e from many baclcgrounds; geovraphically, academically, 
and ethnically. In the past 110nths I have he&1:"d some interesting 
stories about several of youl That may be a trait camnon to 
cryptanalyats --- we are not dull people! We enjoy a variety of 
activities: some athletic, s01111e intellectual, some social, ••• we talce 
great pleasure in our outside lives to campensate for the 
disapppintment which comes ao caamonly to those who choose to teat 
themselves daily on almost intractable prol:>lems. 

But cryptanalysis is changing rapidly. 'l'he new modes of 
cammunication will force us to learn same n- techniques and to 
discard others. 'l'his·will make for e,cciting times, and you couldn't be 
in a better poaition. Whenever new methods are introduced, there will 
be errors and misunderstandings which will compromise seemingly secure 
cryptologics. The ablest 11111011g you will find and exploit these 
blunders and will achieve fame lat least internallyl. The successful 
cryptanalyst keepa trying, probing, testing, looking for some 
oversight which will confer enough of an advantage to permit first a 
small success, then a larger triumph, and finally the conquest of the 
seemingly impregnable fortress. 

we oldtimers see in you the analysts who will replace us, who 
will rise above us, who will ~foxm tasks - had th011ght to be 
impossible. we couldn't be prouder at the prospect of pasaing to you 
the responsibility for success in ths enterprise■ we share. same of us· 
will get to work with some of you, to teach you, and to learn fran 
you, Aa we increasingly rely upon you to solve the toughest problems, 
it is comforting to know that your ability, your preparation, and your 
determination will maximize our probability of realizing success. 

we welcome you to our coamunity. we need your skill. Today's 
problaa are too difficult for individuals to solve. Inspiration will 
still be welcome, of course, but maybe more important will be the 
ability to .work together, to pool our c0111111unal strengths to overcome 
our individual weaknesses. You are our investnent, our future. We will 
work with you to enhance your skills, and you will inspire us with 
your achievanent. we must be partners, because each of us needs the 
other. 

The KRYPT0S Society and the Cryptanalysis career Panel work to 
bring cryptanalyst& together. we are overwhelningly introverted, · and 
some of us are uncanfortable in social situations. Nevertheless, it is 
only through cooperation that cryptanalyata, and Cryptanalysis, will 
succeed. We thank the KRYP'l'OS Society for sponsoring this breakfast, 
and we welcome you as colleagues. congratulations, cryptanalyatsl 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
2. ~ . KRYPTOS Society 

a. RR Y PTO S 

The KRYP'l'OS membership drive is now underway, Perhaps you are asking 
just what is the Kryptos Society and why should you join? 

The KRYP'l'OS Society was founded in 1981 to pramote interest in 
cryptanalysis, to provide a focal point for fields of camnon interest 
to NSA cryptanalysts, and to pr01110te continued excellence in 
professional cryptanalytic activity throughout the cryptologic 
community. 

KRYPTOS sponsors briefings on topics related to cryptanalysis on 
both historical and specific current projects at its quarterly 
meetings and at other times during the year. This year; RRYP'l'OS and the 
CACP sponsored the first annual Breakfast Affair for Newly Certified 
Cryptanalyats IBARCC). It was considered to be a resounding success 
and will be cont.inued next year. La.st May, KRYP'l'OS organized a 
luncheon !t the National Cryptol,if JlqStuf l,"J\it;h.ipc.l~dfd a • •••••• 
presentation byj _on the Polish solution o~ t:lie Bnigma 

. . . . . . . . . 
machine. FQllowing the luncheon, individuals viewed the museum 
exhibits at their own pace, vastly aided by a cadre of knowledgeable 
guides. This event was also well-received and similar events a.re 
planned in the future. we hope to have quarterly events, in addition 
to our technical talks, throughout the year. 

KRYPTOS recognizes sustained e,ccellance in the cryptanalytic· field.• 
through selection of Distinguished Members. It also sp~ors an annutl 

• • 
• 

• • 
• 

• • 
• 

• • • 
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literature contest and awards cuh prizes. In th~ fall, - hold an 
annull'l luncheon for members and guests. At this 41V811t, a highlight of 
the llllYPTOS year, everyone gathers at the officer■' Club to enjoY 
lunch, socializing, arid networking with new arid old friend.II. It ia 
during thia event that KRYP'l'OS collectively recognizes profesaional 
achievement in our field •. we hope to plan additional social events 
during the year. Any ideas for briefings o~ future events? Let one of 
our council members know. · 

Join us I We need your meabership and your input to give voice to 
the cryptanalyata in our c0111111unity now arid in the future. Thia is 
an excel~ent chance for networking at all levels. To ioin1 j. ust. f(ll 
out an application and send it and $5.00 toi _ I lor any of the council maabe~l,1-1"'i'"i""E""ed-""6'"e'"i'"ow-•: ___ ..., 

President 
secretary 
•Treasurer 

. 

• M~r-at-:t.,.rg 
llember-at-t.arge 
Member-at-:t.,.rge 
Meml:>er-at-:t.,.rge:a.--:,"'IZ=t:"1"::ey:':""_.,. ___ -4,• . .. 

' . . . ........•..........••. : ...................•... ~ .................. , .. ~, .... . . . 
b. KRYPTOS Manberal\ip Application • · 

• 
**** ltRYP'l'OS MEMBERSHIP Al'PLICATION 

• 
• 

• • 
•.DUES: $5>.00 (Annuallfl**** •• . •· • • • 

MEMBERSHIP YEAR: 1995 ( RENEWAL 
• • • 

HAMB: ____________ -::•:._ ________ • DATE: 

SECURE PHONE: 

ORG: 

SID & HOST: 

• . 
• . 

. 
NON-SECURE, 

BLDG:~ 

INTERESTED IN CHAIRING A COIIMI'l"l'EE? •• __ YES . 
INTERESTED IN WORltIRG ON A COIIMI'l"l'EE? • __ YES 

• 

__NO 

• __NO 

CHECK COMMI'l"l'EES OP INTEREST TO YOU: 

__ CRYPTANALYTIC I,ITERATURE ..:....... NEIIBBRSHJP 

• • .. 
♦ 

' . . 
• • • • • 

. . 

. 
• 

• . 

• 

• . 

• • 

. . 
• • • .. 
1 (b) (3)-P.L. 

•• 
DISTINGUISHED MEMBERS 

. . • • 
--,AWARDS • • • • ••._ 

• • • ♦• . •· . 
• , • ♦ • 

• • • . . . . .. 
---1.. PlJBLICI'l'Y,. 

PROGRAMS __ NEWSLETTER __ • RETIRED IIIIIBBRS 
• 
. . . .) 

-----------~-----------------------------------.--------.1~-&-----------•--1 
• • ... •• • • ♦ " c. KRYPTOS TAI.KS AVAit.ABLE ON VIDEO .. . . .. . \ 

• • • • ♦ .... 

~ We have collected a number pf tapes •from pr•ipda • ■-♦ 
KRYPTOS Tallca, and - will be making theih available"through.+the z. • .,,. 
Technical Library. If you have acne of the old one,;,. pleue fqMr~ 
th- to! J We will update the.lfat: ••i,,ti • 
receive more tapes, and encourage you to borrow thelll,•~hapt. even. 
arrange a brown-bag lunch around th-, so that ot~s ltay ~ • 
th- too. • • ;•• • • · 

Jan 95 

Dec 94 
Jun 94 
Apr 94 
Mar 94 

Sep 93 

♦ • 
• ♦ •• 

. ♦ ♦ • . • • 
Collection of ltRYPTOS Tallca Avail~• on T,lpe 

♦• • f.. ·. ·. t'1'l!Jel 

(U) 

(~ 
('NQ 
(WQ 

~ 

1....-------♦--------,..... • • re Harry r'11tma.n Sto? • 

Harry Hoover Farewel1 Address 

I ! 
A Short Tale of a Long Cycle 

.. ... .. 
-· ., 

(b) (3)-P.L. 86-36 
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Nov 92 
sep 92 
Jun 92 

NOV 91 
Sep 91 
Jun 91 

not dated 

History of a Successful Diagnosis • 
The SUNS Shine on a I I 
Classmate and Longaliore (Technology for CA 

in the Field) 

t'!'!et, Just the FAX 
l"1'Nto Analysis of a Computerized Code 
~ Superenciphered Systems 

(tJNC) Cryptography in the Vineland Jlap 

. . . . 

ll/ll/llll/ll/l///lllll/l/ll//lllll/l/l/l/lll/l/l//llllll/llll//l/lllll/lll 

3. ('P'8IJQ) CALBNDAR OF BVBNTS 

February 15 r::J 'l'elec0111111unications 'l'echnology Porum 
""im/199S ~eness Seminar Series 'l'alk 

"Internationat 1'el:111P:i;_ka r. Gateways• by 
. 1 , 101100-fsno,. .Pfiedman 

(b) (1) 
(b) (3)-50 use 3024 (i) 
(b) (3)-P.L. 86-36 

February 16 

Audi tori um>. • • • • • • • • • • • • • • ....... · ... -. 
IAI Talk "Russia's Winter of Discontent• by • •••••••• 
George·Kolt, NIO for Russia and Burasia I (b) (3)-P.L. 86-361 
(0930-1030, OPS2B, Room 2B4118-61 seat.ing 
limited to 60 persona, IAI members have 
priority until 0925) 

• 
♦ 

♦ 

February 17 Political • 

'9Al'!l!J, "l!0U)" " " " " • • ~ • :·; :· : : : : : B 
♦ • 

** 

** 

February 28 

PI.AN AHEAD: 

March 2 

March 13 

March 16 

March 16-19 

March 22-24 

March 28-31 

March 27-31 

March 29-30,· 

April 3-7 

May 1-5, 

May 23-25, 

June 5-9, 

June 

KRYP'l'OS/CMI Social at the "Last Oianc:e• • 
c1130-19301 <l;'OC is I r 

CMI Talk (Friedman, 0930) 
• 

• • 
• 

ICRYP'l'OS 'l'alk - SUbject to be ,ibftounced 
(Friedman 1300-1500) • • 

• 
CLA/IAI .. ,------... • 15altimore 
Council Foreign Policy (9A135 1300) 

• 
• • 

3rd International Conference on 
Telecmmunication Systems Modelling and 
Analysis (Nashville, 'l'enn.1 615-322-3694) 

CISS '95, conference on Information Sciences 
and Systems; (John Hopkins university, 
Baltimore,. MI>; (410) 516-7031) 

IPCCC ·95, Annual IBBB International Phoenix 
conference on Computers and C0111111Unicationa1 
(Arizona State university, Phoenix, AZ, 
602-965-7775) 

CARD (GCHQ) 

1995 Cryptanalysis COnference (SRC) 

1995 Signals Development Symposium 
IFriedlllan Auditorium) 

ACB (CCR Princeton) 

CA PQE 

CA-305 

MATHFEST 95 

(** NOTB - this is a change.) 

****************••······················································· /III/II///I//IIII/II//II/I/I///II/I/I//I/IIIIII/IIII/IIIIII/IIII/II/II/II 

• • • 
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4. """'8,j word from the CACP 

a. This article is the second in a series reporting on follow-on activity 
from the working groups of the 1994 Cryptanalysis Conference. It 
would be helpful to have read the conference report before reading 
this article. 

Reinventing CA: A Brave New World for the Career Field 
byl 1 

Last year• s CA conference had as i_ts central ~e the role of the 

~=:a!~!tc~~f;~:n!~:~c~~=~-~dc=r~i:s~~~l!O.:"!e~~1fhe f!s:: 
which led the CACP to call for a hard look at our diAc_ipline, New 
technologies, austere hiring, an apparent contradiction-in what 
outsiders and insiders considered to be cryptanalysis: tbase realities 
seemed to be pushing th~ classical cryppie into the margins•9f the 
cryptanalytic establishment, while the latter appeared to be becaning 
synonymous with the crypto-math community in the eyes of much oi.the 
Agency. • • 

The 1994 conference organizers worked under the assU111ption that the ca•• 
vs. CA distinction which I defined in my speech was a valid one, and • 
the conclusions that the •reinventing ca• lll0rking group reached seemed 
to suppo~t the perpetuation of that distinction. (For those for whom 
this is new, I defined •ca• as what someone professionalized in 
cryptanalysis is trained to do and "CA" as what z group does.) In its 
report, the working group defined CA as •the diagnosis and 
exploitation of data which is, otherwise, not obviously intelligible.• 
Then•it went on to carve out a little niche for the •classical" 
cryptanalyst in diagnosis and exploitation, simultaneously stressing 
the importance of training in related fields. This is, perhaps, not 
surprising. We organizers stacked the conference with ~alks that 
showed how classically-trained cryptanalysts could be successful in 
what we termed "modern• cryptanalysis. we believed then that the W8¥• • • 
forward was to create a distinct identity for ca that would pJac6 1t. • 
on an equal footing with the other disciplines that~~• :tnvolvedotn 
doing CA. • • • • • .,. • • • . . . . . . 
It took several months for the0 conf~rence repo~t•tb come out, and even 
longer for the Panel fiQa~1y•to put th; rpr~ on the agenda for 
discussion.gn • rne'antime I _ Jbegan his term as Panel 
chairman. first initiative was or the Panel to go to the 
Office Chie sand Chief, z and ask their advice on what the CACP could 
do better to support the activities of their areas. These interviews 
were extremely enlightening. Another i111POrtant thing happened during 
this period, the CA intern program looked like it was on the chopping 
block. With no hiring and all those empty billets, there was a 
distinct possibility that we might have to close down, Here, 
Dick Ruhl came to the rescue, suggesting that z group might benefit by 
hiring computer scientists and engineers (these are, with mathmiatics, 
the relevant critical skills for CA) and training them through the CA 
intern program. There is still no hiring, but at least there is a 
plan. 

By November it was clear that the Panel could no longer operate 
without a cogent working philosophy of the nature of cryptanalysis. 
The Panel had promised the community another conference in January, 
but as we wrestled with the issues confronting us, that conference 
seemed ill-timed and more and more irrelevant. At long last, in early 
December, the CACP held an offsite to synthesize the input we had 
received from the 1994 Conference, Z-group management, and from studies 
like the "Future of Cryptology". The concl~sion of this day of 
soul-searching was to me as clicking the ruby slippers must have been to 
Dorothy: cryptanalysis is Cryptanalysis. We always had the power, but 
we had to find out for ourselves. 

Sirople as the concept is, the implications are far-reaching. Z-group 
cryptanalysis requires the efforts of people in many sub-disciplines. 
we, therefore, began to try to fashion a career field that would be 
equally as relevant to newly-hired mathematicians, computer scientists 
and engineers as to those in non-technical fields. In the ensuing 
months we have constructed n- criteria for the field which attempt to 
ensure that every cryptanalyst will have a thorough grounding in the 
classical subjects: diagnosis, cryptography, related fields, but will 
also enable him to contribute in the areas for which his academic 
training has uniquely prepared him. 

♦ 
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♦ 
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♦ 

• 
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~ile last year's conference spotlighted how the classical 
cryptanalyat could move into areas of new technology, this year's 
gathering will focus on how to embrace diverse technical backgrounds 
to strengthen cryptanalyeis. The new criteria for profeasionalization 
in cryptanalysis are II wcrk in progress, and will be a -jor topic of 
the conference. Here is what they look like so far. 

A number of the requira1ents will seem familiar on the surface. We 
will still require three years of creditable experience and - will 
still require II paper and II progr-. The emission of the PQB fraa 
this list is not accidental; an aspirant's grasp of essential 
knowledge will be assessed in other ways. we will require work 
experience in three core areas: exploitation, diagnosis and related 
fields. (When we say related fields we mean ·coaanunicationa and 
collection). we will also require two elective tours, to be 
negotiated with the Panel execs. As an example, 11 11111thematician might 
elect tours in attack development or algorithm deaign, an engineer 
might chC!IOBe to do hardware reverse engineering or aignala analysis, 11 
computer scientist might work on CAPRI or study computer networks: a 
non-technical aspirant might delve into book-breaking or bit-stream 
analysilil, We're not attempting to pigeon-hole anyone here - the 
mathematician could do book-breaking and the anthropology major 
algorithm design, the point is rather in the explicit inclusion of 
what -s previously considered peripheral into our new vision of the 
career field, · 

Training requirements will be completely revamped, and this will 
neceaaitate II great deal of work in cour■e development. Again, we. 
envision a core of required courses and a wide choice of electives. 
The core will contain sane new courses on which we hope to get started 
at the Conference: 11 related fields survey course, a "foundations of 
CA" course which will survey the most significant cryptographies 
extant, 11 new diagnosis course which I like to call •pattern• of 
thinking•, and a •topics in 1111th, cs and engineering• course that will 
highlight the ideas in those fields with the moat important 
implications for cryptanalysis. Sane of our present required courses 
will becCJ111e electives. Does everyone need to know how to solve a 
grille transposition? Probably not, just as we don't all need to 
program digital signals processing (DSP) chips, yet. 

The Panel is immensely excited about this new direction for the career 
field, even if that excitement is tempered with apprehension about the 
hard !IIOrk necessary to get this new program off the ground. we hope 
we can count on your help and yaur counsel as we take cryptanalysis 
·into the next century.· See you at the Conference in Marchi 

b. ANNOUNCBIIEN'l'S 

"'8YQ.) ..E • I has been named as the new Executive of the 
CACP, ~ out" a'1d' be91111 Jli:r new job in Z409, Her new 
phone nr i'L:..:...:L -i;_i .lP'~. "!., iq, ~e~ ~~ ~~~•:atti. ■her •••••••• 
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5. TECHNICAL HEALTH :§: 

a. ~ • It was the SAWUNBH of 94 • by I I ~ 
1..----~·::::::::::;,-.-.-.-.-.-..... ·.·.·.·.··:·:·:·:·:•:·:•:•:•1•, ■ ·•· t"4 

w 

Well another spring and SUIIIIDer has past and we inl jhave •!SP ■ •• ■ • • • . 
it c0111e and go with the campletion of SAWUNBH94, SAWtJRBH94,j JSUmmer 
Analytical Workshop Up North BHI, has resulted in acme good wcrk, very useful 
programs, SCJllle new experiences and II summer program that will hopefully 
continue on an annual basis for years to c0111e. • ••••••• 

----- • • • • • • • • ■ • • • ■ • • • • ■ • • • • • • • • • • • ■ • ■ • • • • • 

L,. ___ ...,,..lworkshops started back in 1991 when it was dec:i489 •• ■ • • • • • •• 

that one way for CSE to contribute to the crwt. effort:- llhbu.'l.cf be to • • • ■ • • • • • 
host workshops that would help focus j _!mathematicians op. ■ • • • ■ • • 
specific problems and would benefit from invited ~unrtf visitors fr0111 • • • 
NSA and GCHQ. . • • • • • ' • • • • • • 

- . . . . .. 
Well it's 1994 and II has hosted its fourth_SAlftlbH with II very 

different twist. The wo~arted on Na l tl\ "aJ\d finished on 
Friday, July 11th. This year, it was first time to i 

~m~emb~~e=r~s~o~f~a~c:;:a~dal~!;i~a~t~OLlpa~r~t~i:!;C~i;E!l!;t:!e~i~n~t§e~mm11bl:m. ..... .%J:UDUIIU:el:==r : : : : : : : : :1 (b) ( 6) I 
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university. Being a bit of a skeptic on how -11 these academics would 
perfonn in our 1o10rkshop, I really had my doubts that these fellows 
could stay focused and interested on our workshop probl-s for eight 
-•ks. Boy, -• I aurpri•edl Given the brief introduction to 
cryptanalysis and cryptomathematics, they still managed to keep a high 
interest o.nd tresaendous mnounts of energy to do same outstanding work 
in the workshop. I tip my hat to them.· 

- """"_._ 7'"" ,,. _,, nre· I 

J =- ■ we to the choice 

• T of 

. . . . . . . . problems and operational requirements, we unfortunat!e1y" lftlc! IIIC)a • ••• 

representation fran GCHQ, but - received a strong con- tingent frcp 
NSA. qur WM SYN&I iPS]JJOed· I t l ... 
-L-_-~-~-~-~-~-~-~~~~~~~~~-;_r.==.==.==.==.==.==i;----, ♦ ♦ • ♦ The topic coordinators for 94 for • • 

• • ♦ 
• • ♦ 

• • ♦ • • 

• • • • • ♦ 
• • •• 

• • • • ••• • • : ♦ 
e1ng a op c coor 1nator was not an easy task. Not 
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e ea ~EIOJlle i11,vqlved in doing crypt research on their 
specific subject, but they were "a?se ires1,X>VSJ.ble to put the problem 
together. This implied collating all the prelimlnley "iaf•~:j.on such 
as finding papers, software, and data, and then identifying areas"a'bc! • • 
strategies of res~rch on their pertinent problem. Of course, • .... 

•• • •••• : ♦ ..... ' 
••••• . . . . . . .. . 

throughout the .workshop, they -re keeping the momentum of the reaearch 
going and seeing things through, chairing regular brainatorning 
sessions, and, finally, helping in the wrapup of the workahop by 
writing up a technical report outlining the work perfonned, results 
achieved, and n- directions of research identified. 

The first official week of SAWUNBH94, which I called "Hanec0111ing 
w-k, • .consisted of the topic coordinators introducing the problems to 
be reaearched and outlining s0111e avenues of investigation. In 
addition, the invited academics were initiated to cryptanalysis and 
cryptanathematica, a very grueling exerciae for than. But they took it 
in stride and with a smile on their faces. 

♦ 

■ ■ II ........ ________ __, 

I (b) (3)-P.L. 86-361 

•• •• 
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♦ 

• • 

♦ ♦ 
♦ ♦ 

•• 
• ♦ 

♦ ♦ 

♦ ♦ 

♦ • 

Meanwhile, the logistics to set up COlllpUter accounts, provide • • • • 
desks and chairs and all the accOl'llpanying paraphernalia for • • 

• ♦ 

working in an office, was interesting to say the least. Because of the• • 
presence of the acadenics, special ccnnuter securitv ..... ,.,.. ,._•. • 
implemented. For the workshDD. ■ • 

The next big headache -s setting up accounts so all visitors 
could sign on easily and have everything aet up accordingly, e.g. 
have good • login and • cshrc files. Thanks to some very coaputer-wise 
cryptOlllllthematicians, we were able to set up our visitors so they could 
log on, send e-mail and do the various BDP taaks as painlessly as 
possible. It was slow going, but eventually, everything sorted itself 
out and everyone could get s0111e work done. 

Finally, the problem of where to sit all the visitors including the 
academics was great fun to solve. It was the classic case of 111usical 
chairs. For this, a debt of gratitude goes out to the.folka who 
sacrificed their desk to acc01111110- date the special seating arrangements 
for the workshop. Special care in C1eciding where to sit people was 
needed because we wanted to" integrate the acadl!illlies amongst our 
mathematicians and our NSA visitors so that everyone could benefit fran 

j (b) (3)-_P.L. 86-361 .. • 
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others' experience and knowledge and just simply get to know each 
other. 

Even with moving sCllDe people around, we wouldn't be able to 
acc0111111odate all of the vi_sitors with a desk. so - needed extra 
office space. A fortuitous situation happened when another office 
needed to move. When they moved, we si:mply became squatters and 
managed to get that r00111 where we could sit four people. A cOlip d'etat 
I say! This roam became the I k00111 during the day and 
the academics' roan after hours wluch rm.a em. to have a place to 
continue working on their problems on -ekends and iiueh. Being from 
outside Ottawa, they would often stay late to continue worlinq on a0111e 
idea or, towards the end of the workshop, finish writing up thel:r- • 
reports. · • • 

~ •• • ... • ... •• •• • ..... ' \ '\ ...... Illa -
• • • ■ • • • • • • • • ■ 

w 
I 

>o 

t,< 

00 
Cl'\ 
I 

The results of SAWUNBH94 are that we have produced a good~ . ~ •"', f !' sane interestin~ hVP~e1e11 i>11, •• ._ ._•._•._•._•._•._•._.._...,.._._~,._.,.,.. ... ~ . • . J: I From all this wor , • 
• \!!!UJ!l p&D@fire wnEEen wn ch hive been publ shed and distributed to • • 

NSA ,fnj ~• • • 

we 1.r--, have found SAWUNBH94 to be a success, even more so • • • 
with the ~tion of the academics. It was a first experiment • • 
that has provided great dividends. A pat on the back for our • • 
mathematicians for a job -11 done is in order. And, many thanks for • • 
our NSA visitors whose insights and experience made this SANUNEH • • 
great. 

•.SAWUN~~; ~~c=~~:~o~~s = :~!:gf!~ ~9~a~i11°:s:_~t, • • 
·.15th lo July 14th. The overall workshop coordinator is! r 

A list of topics has been sent out to NSA.and GCHQ for. 
c0111111ents, And if you are one of the f- who can come to Ottawa and 
attend SAWUNEH95, we're looking forward to meeting and working with 
you • 

♦ 

.....••..•.•...........•.................•••..••..•••••••.•.•••..••••... 
b. t"PeNii,. Signals Development Conference 

1995 Signals Development Symposiwn 

This year's Signals DeVelopment Symposium will .be held in the 
Friedman Auditorium from Monday, 3 April through Friday 7, April, 
The motto for this year's symposium is "Meeting the atallenge•, and it 
will give us an opportunity to revi- current efforts to analyze and 
exploit modern camnunications. Bfforts and achievements in the 
analysis of -vefoi:m and bit-level signals will be presented, as -11 
as analytic conc:ts 1 s::rs and toolsi a number of dananstrations are 
planned. Many J _ _ __ and Second Party activities will be 
represented. raining w ~ discussed. . . . . . . 

Symposium sessions on digital mult:l,p\exers, data networks, HF 
c011D11unications developments, cellular c0111111ullicftions, technology 
issues and software tools are being planned and bbhtrs may be 
organized. • • • . . 

This year• s Symposium is co-sponsored by Zl, W9S and G2. • • • • 

♦ 

• 

Arrangements for the conference are being handled by ZlS. Please • • • 
send name of presenter, title and short abstract 1-100 words) tor-7 • • ■ • 

j ~ l;;ly February: 10, 19G5. NOTE: Presentations are limiteifto"a• • • • • ••••-
. clasai fica~ion. i"evei ot" TOP ~ CODEWORD_. • • • 0Attendance. ai: "tlie. • • • • • • • • • • rJ"""b------~~~'!'11 

i i 1 1 i i I( ) (3)-P.L. 86-361 
sympos um s open to a 1 c eared PC:IOl\pfll. The po nt of contact s J•--------•-
1 ___!'••·····················.· . 

• 
* ***. ****** * ** * * * ••• * * ** ** * ** * *·* ** •••• ** •• * ** * •••• **** ...... **. * * **** * •• ** • ♦ 
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6. CONMUNl:TY SERVICE . . . . . . . . . . . . . . 
a. (U) I IAlaori thm and Its Inveirito• 

-z I I 

. . . . . . . . . . . . . . . . 

' 

+IIQUQJ,~is planning to publish a paper entitled •some Things 
I Did in Th~az'a"a'I: 'ta" (Jm"d "a"Few i ~ia Before>"'-■ 0Ah" " • • • • • 
cryptanalysta are encouraged to read this paper when it appears, and to 
learn more about this creative manber of our profession. 

b. IUJ Center for Cryptologic History Announc-.nt 

Dr. David Kahn has joined the CCH as its 1995 Scholar-in-Residence. 

Dr. Kahn has not been cleared and will be_ undertaking a number of 
unclassified projects for the CCH. In addition, he will give 
occasional presentations to special s-inara and to RCS claasea. 

David Kahn 
• as a teenager, became interested in cryptology 
• A.a., Bucknell university 
• Ph.D. in history, Oxford university 

. 
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• In 1965, published _The COdebreakers_, the first (and moat) 
c0111prehensive study of how cryptology has affected the.course of history 

• published _Hitler's Spies_ in 1978 
• published _Kahn on Codes_ in 1984 
• published _Seizing the ~IGMA... in 1991 
• author of many journal, magazine, and n-paper articles 

• has taught at Yale• COlumbia universities 
* is a senior editor at the Long Island daily Jlewsday_ 

c. IU) February is Math Certification seminar Month 

The math panel will be holding two seminars in February for 
individua.ls _who are interested in bec0111ing certified aa a ~glggic 
Mathematician. The Chairman of the Math career Panel, I ~- l 
will start the session, and the Exec.will present an overv - of the 
certification process; copies of the certification criteria docwnent 
will be available. Members of the the math panel will explain what they 
look for when they evaluate a package of papers submitted by an 
aspirant, and also describe what an individual's supervisor can do to 
facilitate the process. The remainder of the time will be available for 
questions and answers. Details about the two seminars are contained in 
the following two Calendar Appointments (drag-droppable onto calendar 
Managers). 

** Calendar Appointment•• 

• 

. • . 

. 
• • • 

. • 
• . • 

l(b)(3)-P.L. 86-361 . 
• . . 

• • • 
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Date: 
Start: 
End: 
What: 

2/21/95 
10:00 am 
12:00 pm 
Math Certification seminar 
Ops 1 - Rm. 2C086 

** calendar Appointment· ** 

Date: 
Sta.rt: 
End: 
What: 

2/241/95 
10:00 mn 
12:00 pm 
Math certification seminar 
S - Rm. C2A57 
(DDI Conf. Rm.) 

·······················~····~··········································· lllllllllllllllllllllllllllllllllillllilli/llllllilllllllllllll/llllllll 

7. Puzzles and Problems 

A. 
B. 
c. 
D. 
B, 
F. 
G. 

a. . . (U) Solution to January ICRYP'l'OS puzzle: 

•The Light Fantastic•~! ______ _ .. 
TWINKLE H. 
POPULAR r. 
UNKBMP'l' ! J. 
SMOLDER K. 
ETBRRAL L. 
RHOMBUS M. 
BETRAYS 

UNCLUBD WORD: 

OU'l'LIBR 
CHIMBRA 
co~ 
BRACKBN 
SKEPTIC 
ROBOTIC 

SUSPEC'l' 

. . +--------------------------•+. 
RHOMBUS S S E 
0 U R U N K E JI P T 
BETRAYS E O B 
0 LC POPULAR 
TWINKLE T D N 
I B E CHIMERA 
CORONET C R L 

+---------------------------+ 

. . . . .. 
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b. ~ Solution to la.st problem: 

November PROBLEM OF 'l'HE MONTH 

The November roblem invol 

• .--------rr 
• • 

• 
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• • 
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• 

• 

• 

♦ 

• 
♦ 

• • 
♦ 

• 
♦ 

♦ 

• ·• 
♦ 

. . . . . . . . ··------------. (b) (1) 

• 
♦ 

• 

♦ 
♦ • 

• • 
♦ • 

♦ ♦ 
♦ • 

♦ • 
♦ • 

• 
• 

f 

(b) (3) -so use 3024 (i) 
(b) (3)-P.L. 86-36 

• • 
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. . . 
♦ 

c. ♦ 
.... ~ February PROBLEM. OP 'l'HB MORTH by! • 

~: ,:::* .. 11--...!.:.:::::.JL..---------------------1.~F:°:i:':n::d:-:a::a::----
many aign11cant observations as you can, and describe a model that 

. • 
• . 

. . 
• • !(b) (3) -P.L. 86-36! . • 
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will explain as many f-tures aa possible. 

Page 11 of 13_ 

Please e-1111111 your best 
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• • • • • • • • • kb )(3 )-P .L. 86-361 
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(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

8. LITERARY/~IST<>RICAL TIDBIT ■ •••• 
. . . . . . ..... • . . . . 
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9. ACTION LIRE 

(UJ Question: Why aren't the vote totals of the Kryptos election 
· publicized? 

Ans_r, The si:mple answer is that, to my knowlqe, nobody ever 
considered doing it. I brought the question before the Kryptos Council 
which formally decided not to publish election results. Election votes 
are counted independently by three Council members. The Kryptos 
Council felt that this process was sufficient to guarantee accuracy and 
t.o protect against irregularities. We are veey appreciative of those 
willing to step fo~d as .candidates for positions on the Kryptos 
Council. PUblishing the results could embarrass some of those people 
while, in our minds, providing no substantive benefit. Perhaps this 
position seems •undemocratic• and, if there is a ground •-11 of 
opinion of Kryptos members against it, - will reconsider. But for now 
we will continue to publish only the names of the winners. 

• • 
• 
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10 , EDITORIAL CORNER 

If you have a relatively short technical treatise, or anything you 
would like to have considered for inclusion in future issues, please 
submit it to any member of the editorial board or any of our office 
POCs. 

. . 
PLEASE paragraph clasaify each item subnitted, and USE ASCII FORMAT!. 

A reminder that anonymity may be requested for Action Line items - in 
fact, you -Y mail them in hardcopy form to any illember of the editorial 
board or any of our office representatives. 

We would very much like this newsletter to represent a broad 
cross-section of the CA c011111unity - - need same more volunteers to 
help us, however. Perhaps you would like to work on one of the topics 
in this issue, or perhapa there is another topic which you think should 
be included in future issues. Either way, - would like your input, 
and help, so give one of us a call. The more people who divide up the 
work, the less burden on any one person, 

1111111111111111111111111111111111111111111111111111111111111111111111111 
NOTE: We MUS'l' receive any sul:aissiona for the Merch iBBue by 23 Feb. 
111111111,111111111111111111111111111111111111111111111111111111111111111 
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1 • 1'NK:.) PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice. This 
month we are pleased to feature the thoughts of "icholas Howard, Head 
of Hat GCHQ: 

THE CHANGING CHALLENGE OF CRYPTANALYSIS 

(U) I am very honored to be the first non-American to be invited 
to write a lead article for this distinguished pul:>lication, which 
has already established itself as a valuable lllElan& whereby the various 
el_ements of the crypt coanunity can keep in touch and share ideas. 

• • 

••• .. . . ,,,. ,,, . 
. ~ For as long as I can remember there have been Jeremiahs._. • • .. • 

wandering around the halls of the cryptologic Agencies load~ 'flfith .. 
doom and gloom: cryptanalysis has had its day, in five_ yelirs time .... 
nothing worthwhile will be readable and the youngs;er• ought to leave •• 
and seek another job while the going's still g,:,&c!. To which I, after •• 

• •• 35 years experience-both as a working C91J1t!analyat and as a •• 
cryptologic manager, say boldly: •RpBB!SH! • How do I dare say that? . •• 
Why -. the evidence is all aro'UQd>da: by COllllllOD consent 1994 was the .:• 
best year for UKUSA c~lysis for a very long time, possibly even •. 
since World War II, wit'h"significant advances on all the fronts tha •• ;,;;,;;;.;..;..,_.;.;; .... a;;..;;.;;;;;..;,_,;, __ ;.;;; ______ ...;; __ ...., __ ......... ____ ..... ..,. 

an can say wit pr e that the UK ma~ important 
1,p,i'l'l'l'l'"P"l~ftl'll,.,ns to.all of them. 

~In our business two things can be said with certainty: 

- The target will continue to get bigger - and more difficult; 

- The ability of UKUSA cryptanalysts to deal with en()ugh of it 

. 

. . 

l<b) (3)-P.L. 86-361 

to keep us in business will continue. ________ ...;. _________________ ___, l<b) (3)-P.L. 86-361 

Approved for Release by NSA on 09-28-2023, FOIA Case# 617~4 • . . 
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~ But to do this means that we have to keep up with change, 
and adapt to new circumstances. One of the biaaest chall11ma- in 
the last few years has been the arowth in I I 

• • 
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~==:l:iiiii~wi~~ui~~;--;~;;;~;;~;;7c;;-;;;~~~~;-;~~0;;;;;;;;~~;··':" • • • · 1 N'.hat are the consequences for us- of this shift towards more • • • • • 
Above all, we need a very special kind of analyst, one with •. • • • ••. • 

ee eyes, 'whicq, ftand for Inspiration, Intuition and Imagination. •. • • • •• • 
Formal qualifications "at-e ROJ: a prerequisite for these attributes, but • • •• • 
even so such analysts are harder "to ifi.n\1 than professional • • :. ••~ • 
mathematicians Or progruaners, and indeed &A "rar,8~ OD the ground in • • # • 
general! They also need a working medium where they" c!'atl m11c:l;uvlge ••••', • 
ideas, hypotheses etc, without risk that anyone will denounce -tli.efn •as. ••J • . . . ., . silly (]: hesitate to think how many silly ideas have turned out to be • • • • • ,.. 
right!). For this reason the close UKUSA cooperation in crypt, which • • • • • 71---------, 
has stood us all in such good stead over the last SO years and more, (b) (3)-P.L. 86-361 
becomes ever more important still; analysts at each Agency can bounce ••• 1 1 ,,. ,,,. "'• 
ideas off each other, and the friendly cooperation (which at times. ~= . • • ; : : . • • • 
almost look like rivalry) between us ensures t .we cake "eAch "otlv!ir'e • • • • 
ideas seriously. Intractable though the old rob • geite'billy • • 
were, the spirit of co-operation between second to • • 
none, as many ol_d hands in both will re • 

~ A key element in the UKUSA crypt cooperation is the integree 
exchange program. Someone - it may well have been Winston Churchill -
once said that the British and the Americans were two nations divided .• 
by a common language; but the differences between us (which of course • 
exist between any pair of natiODS, even the English and the Scots who • • 
have been politically united for nearly 300 years) are not fully • 
appreciated until one has had the chance to live and work in the other • • 
country and make the most of the best aspects of both. For this reason. 
both of our Agencies see the integrse exchange program as so important • 
an element in securing the future health of the relationship that it.• 
has always been policy at both Agencies (all Agencies, I should say_,• 
·because CSE and DSD have long participated in the integree exchange 
program, and this year sees GCHQ•s first integree from GCSB (~ftnlllent 
Communications Security Bureau in New Zealand) only to exchanga 

. . . 
♦ 

.__1 _________ r 

. 
• 

• 
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a~lysts with proven track records as integreeil. Por myself, I 
unquestionably di,IL.ihe best work of my entire.career during my three 
years at NSA (inL..J. of course!) in 1967-70. • .. 

. (UI So may I end by 
0 i~,;iti~ you.aJ,l to think hard about putting 

your name forward for consideration as an littegru, it'll be the best 
investment you ever made for your future, and for the "ftatiu:i;e. qf our . 
profession. • • • • ••• 
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2. KRYPTOS SOCIETY 

(U) In conjunction with CMI, XRYP'l'OS sponsored a Mardi Gras • . . . . . 
• •1(b}(3}-P.L. 86-36! ... . . . " . . . . .. 

celebration, at the Last Chance Saloon in Col~ia, on ~8.FallrTul.ry." · 
over 80 people atten4ed, and thoroughly enjQYed

0
)1iagUnlf and munching! 

There were plenty of hors d'oeu.rves fll# ■liquld refreshments, and a 
great time was had by all! • iut: •Mlrdi Gras on your calendars for next 
year too, and we' l. •• •aLout doing it again! Special thanks to • • • 

and her 

ll/ll/lll/lllllll/ll//llll///ll//lll//ll//lll//llllllllllll//llll/ll/l//l 

3. """""9+ CALENDAR OF EVl!m'S 

March 3 

March 9 

March 13 --------.. · .. I (b) (3)-P.L. 86-361 . 

. . . . . . 

CLA Talk: "Islamic Encounters with 
Modernity: The Social Dimensions of Islam 
in Comtempory Indonesia• (9A135 1300) 

CHI Talk: "Quantum Computing: How to do 
Exponential work in Linear Time and Space• 

1 t (Friedman, 0930) 

• KRYPTOS Talk - "Examples of CA §HRRP[S tg 

I (iiled618h, 1300) 

• 

• . 
• . 

• . 

I . • • 

• • 
• • 

• . 

• • . . ... 
• • 

March 1l •. Tech Track and the Application Process -
Panel of z TTRP Chairs/Reps ·-------""!" .. 

March 14 

March 15 

March 16 

March 16 

March 16-19 

March 22 

March 22-24 

March 27-31 

• • • (9A135, 1300-1500) . . . . 
• .NSA §SiftP~• and Engineering Society Talk - • I _ ADO DEFSMAC, addressing DEFSMAC's • • 

role and mission, including their role in .• 

1·. I 
G21 Telec(!IIIIIIUDicationa Technology Forum 

GNI Day Sponsored by K06 - Demos and 
Briefings from Across the Agency -
(R&B Symposium Center, 0815-1530) 

CLA/IAI Talk: •cont~ary American 
Foreign Policy•, I - J 
Balt. Council Fore1~hcy (9All'S•l.3QO) 

. . . . 

(b) (1) 
(b) {3)-P.L. 86-36 

3rd International Conference on • • • •• 
Telecommunication Systems Modelling and •~ 
Analysis (Nashville, Tenn.; (615) 322-3694 ~ 

Talk on "Math.J1D4t,j.c;.s.Uu.cabd.ctn• Refori,- ■ • • I . ~ Dartmouth (Friedman, 0900) 

. . 

CISS '95, Conference on Information Sciences 
and Systaas; (John Hopkins University; 
Baltimore, MD; (410 516-7031), 

CARD (GCHQ) 

.. , ... 

!(b)(3)-P.L. 86-36 ! . . . . 
9/23/2010 
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Karch 28-31 

March 29-30 

PLAN AHEAD -

April 3-7 

May 1-5 

May 3 

May 23-25 

June 1 

June l 

June 5-9 

IPCCC '95, Annual IEEE International Phoenix 
Conference on Computers and Co111111UDications; 
(Arizona State university; Phoenix, AZ: 
602-965-7775) 

1995 Cryptanalysis Conference (SRC) 

1995 Signals Develc>pment Symposium 
(Friedman Auditorium) 

ACE (CCR Princeton) 

CLA Speaker •Language Policies in the 
United States• (OPS2B 4118, 16, 1300) 

CA PQE 

CMI Banquet (BBC, 1830-2300) 

MATHFEST 95 

CA-305 

II//II//I////I///I/I//////I///////////////I/II/I//I/////III//I/I/I/II//// 

4. CACP NEWS 

Page 4 oflO 

a. ~ Changes 
·············· • ••••• ■ •••••••• ......... 

has been named a Member of the CACP. 

L----,,=--===,-,;--:~1. ~s .rep! :ll!.c~J • , -., , , , , , , , • L0 P • 
the Technical Paper kva uation Boarci. 

I I 

CT 

w 
I 

'"O 
■ I I I I I I ■ ■ ■ ■ ■ ■ ■ ■ r. 

00 
a> I will replace I I ~ 

L----,o"'n.-,th....,e,....,i"''e:::c~nn=1:-::c=:-:a=-1r-,pii:a=pe~r· l!!\rdlbiel't!oh -a6a'i-d. I I I • ■ •••••••••••••••••••••••••••••••••••••• 

..•.......••.••.••••••..••.•••.••..••••........•..•...•...•..•..••.••.. 
b. ~ CA Conference Update 

Invitations have been sent out for the 1995 CA Conference: CA 2000. 
The conference will focus on the development of the new certification 
requirements for a professional cryptanalyst. Individuals who did not 
receive an invitation but who would like to express their thoughts or 
concerns regarding the new certification requirements should speak with 
a Panel member before the conference. 

I//I//IIII//I/I/I/I///////III/II/////II/II////I//I///II//II/II//II/II//I 

S. TECHNICAL HEALTH 

a. (~ CRYPTOLOGIC QUARTERLY NEEDS ARTICLES! 

t'l!"fflffl') Cryptologic Quarterly is looking for a few, actually many, 
good articles. If you have recently written a paper or report (other 
than SIGINT product) on a cryptologic topic, whether it be a 
professionalization paper, a technical report, paper for an NCS class, 
or anything else you think might be of interest to the cryptologic work 
force, please get in touch with us. Articles written just for the 
Quarterly are, of course, always sought. To give you an idea of the 
kinds of contributions we're looking for, here's what our editorial 
policy, as stated on the CQ's title page, says: 

"The goal of Cryptologic Quarterly is to educate the work force 
in both the narrow technical elements of the cryptologic 
effort and the broad issues that affect that effort. Articles 
for Cryptologic Quarterly may be written on any·theoretical, 
doctrinal, operational, managerial, or historical aspect of 
cryptology. The criterion for publication is whether or 

. . . . 
--------------------.-

.. •.• 
kb)(3)-P.L. 86-361 

9/23/2010 



March 199S TALES OF THE K.RYPT 
Doc ID: 6823789 

not the article is· of sufficient substance and interest to 
-ke a genuine contribution to cryptologic literature.• 

fg'-ceet And to give you an idea of the various subjects CQ 
authors write about, here are the articles that app-red in the Fall 
1994 issue: 

Old BOURBON--1947: The Third Year of Allied Collaborative 
COKINT Effort against the Soviet Union (9-eE!EH-

PageS of IO 

(b) (1) 
The C9llection Challenges Represented by the I ~ ■ ■ ■ ■ • • • • • • • • (b) (3)-50 use 3024 (i) 

I l • • (b) (3)-P.L. 86-36 
L. --------------------------'■ ■ • ••• • • • • • • •. •• ,.., L,,_ _________ _. 

The Cryptogr4Phic Mathematics of Enigma (U) • • • • 

ProjectL.! ___ ..,_I (t_J). 

Signaling System No. 7: And What about Analysis (Ul 

Code Acquisition by Binary Autodirective Search (Ul 

r 

~ If you have something you've already written and think it.• 
might be a.candidate for publication in Cryptologic Quarterly, or if• 
you have any questions about writing such an article, pln§S seJ 1 • • 
Barry Carleen, Executive Editor, at I I 

'H'8UQ) The Quarterly is NSA's professional journal, and it needs 
contributions from professionals if it is to accomplish its goals.· 
we know you potential authors are out there--and - would like to hear 
from you. 

/IIII//I/IIII///II///II///IIII//II//IIIIII/IIII/II//I/I//III/III/II/I/I 

6. COMMUNITY SERVICE 

* * 
* * 
* * 
* * 
* ,. 
,. * 
,. *· 
.. * 
* * 
* * 
* * 
* ,. 
* * 

A LOOK AT THE MATHEMATICS EDUCATION REFORM EFFORT: 

WHAT IS GOING ON? 

I 
bar&iouth College · . . . . . . . . . 

9:00 a.m., Wednesday, 22 March 1994 
Friedman Auditorium 

This Talk Is Unclassified 

* * * ,. 
,. * 
• * 
* • 
* * ... 
* * 
* * 
* * 
* * 
• * 
• * 
• • 

·Throughout the 80s national attention has been drawn to perceived 
problems with mathematics education in the US. NCTM has responded with 
its "Standards•, the Council of Governors under George Bush set goals 
for improvement by the year 2000, and calculus reform efforts have 
extended the effort into the colleges and universities.· 

What, in fact, are the problems? Are they real? What changes are 
actually taking place in the colleges and universities? .Apart from 
changes in the way mathematics is being taught, what does the reform 
effort actually have to say about -thaatics itself? What, in short, 
is the "beef"? 

The talk will survey some of the background and will report on what 
matliematics departments are doing. It will contain specific examples 

.. 

• • • 

. . . . 
. . . . . . 

• 

♦ 

♦ 

. ·I (b) (3)-P.L. 86-361 

♦ 

• kb)(3)-P.L. 86-36! 
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drawn from some of the reform efforts of departments. 

I ►u, 'tHe" i'1mle8:C'at.e" pa.it" pres"ic!ent'.' of" th~ . . ..... 
Mathematical Association of America and a leading proponent of 
mathema.tics education reform. His presentation should be of interest 
to anyone who uses mathematics or has a student in a math course. 

For more information, contact: 
.__ _________ I_ • 

. 
**********************•**************••••••••••••••••••••••;,...1********** 

b. ,c eee~ COMMUNICATIONS RESEARCH E-MAIL • • • 
What is i-t and why might you garr 

cSUbnitted by 1 • . -. . . . . . . . . . . . . . 
CRE is basically an E-mail bulletin board which connects peopie 

over the Agency who have an interest in communications research or 
related topics. There are often queries regarding telecollDllunications 
in general or about uses by a specific target. You can ask questions, 
provide answers, or simply absorb information. This 'topic' is not 
available via Enlighten because not all of the interested parties have 
access to that .forum.· Participation is open to all TS/SI cleared GREEN 
BADGE (NSA) AND GOLD BADGE (U.S. Military and 2nd Party) analysts (i.e., 
not BLACK BADGE contractors or consultants). 

a11 · • • • . : : 

To register for the CRE, send E-mail to the moderato 
Include: 

- Your NAME, Organization, building/room*, secure phone 
(* personnel outside CONUS give •site• vice •building/room") 
Your E-mail address as SIDiNSA 

- Your BADGE Color (GREEN or GOLD, not BLACK) 
If not GREEN, also give nationality 

That's it. The moderator will add you to the CRE distribution 
list and you will begin to receive CRE-mail. Soon thereafter the 
moderator will send you a copy of the guidelines and a recap of recent 
messages. 

Submissions may be on any WORK-RELATED subject pertaining to 
Conmunications Research. Each message need not appeal to all 
participants. 

The format of CRE is informal. There is a moderator but he 
does not filter submissions. Whatever you send to the CRE is 
automatically sent verbatim to ALL CRE subscribers, though you :aiay of 
course respond to someone"s query directly without sending your 
response am something! 

Try it. You might like it! 

f 
♦ 

♦ 

♦ 

• 
♦ 

♦ 
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I (b) ( 3) -P. L. 86-361 

If you have questions, contact 
I I • • • • L.-.-.-.-.-. -.-.-.-.-.-.-. -.-.-.-.-.-•• •• •• •• •• •• •• •• •• •• •• •• •• •• •• •• kb)(3)-P.L. 86-3sJ 
* ** * ** ** *** * *** ••• *** ** ** * * *** * * * *** ••.•• * * **** * ** * ***** ** * •• ** ***** * *** * * 

c. (U) ARCHIVAL EXHIBITS 

1. Shootdown of Admiral Yamamoto on Exhibit in the NSA Records 
Center 

2. Native American Code Talkers - Available for display. The National 
Cryptologic Museum has been given a 
copy of this exhibit which it intends 
to keep on permanent display. Future 
displays of this exhibit will be 
outside the Friedman Auditorium in 
April for a special ceremony honoring 
Choctaw and Comanche code talkers. 

3. Capture of·u-505 - Nimitz Library,· U.S. Naval Academy 

4. Deception at D-Day - National Defense University, 

. . kb)(3tp.L. 86-36( ..... 
9/23/2010 
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Washin{{tOn D.C. 

/II/II///I//III/III/III//II//II/III/IIII/III/III/III/II/III/IIIIIIIIIIII 

7. (U) PUZZLE (Send your solution to our Puzzle Editor,! I 
llild we will publish the names of all those who solved this "'o"'n,.,=e,-.... j---• • 

B-Gone! 

In this puzzle the letters A-Z are assigned the values 1-26 in that 
order, and are placed in the 5x5 diagram below. The number in a cell 
has nothing to do with the letter which belongs in that cell, but 
rather is the sum of the values in the cells immediately adjacent 
horizontally and vertically. 

Example: 48 is the sum of T(20), H(8), P(l6) llild 0(4). 

+---+---+---+ 
I IHI 
I I I 
+---+---+---+ 
I T I I p I 
I I 481 I 
+---+---+---+ 
I I o I I 
I I I I 
+---+---+---+ 

In this puzzle, the letter "B" has been omitted, and the letter •o• 
has been placed in the center cell for you. When the diagram is 
completed, no two letters that are consecutive in the alphabet will be 
in the same column, row or diagonal with one other. For the purposes 
of this puzzle, the letters Zand A are considered to be consecutive, 
as are A and C (since "B" is omitted). 

+-----+-----+-----+-----+-----+ 
. I I I I I 

371 531 421 331 231 
+-----+-----+-----+-----+-----+ 
I I I I I I 
I 29 I 61 I 63 I 62 I 2s I 
+-----+-----+-----+-----+-----+ 
I I I o I I I 
I 411 6ol 541 611 411 
+-----+-----+-----+-----+-----+ 

I 
441 

I 
311 

I 
871 

I 
531 

I 
541 

+-----+-----+-----+-----+-----+ 
I I I I I I 
I 161 651 291 591 231 

. 

IIIII/II/II//IIII/IIIIIIIIIII/II//II/I/IIIIIIII/IIIII/II/I/I//III/II/IIII 

• 

8. TIDBITS (Compiled by L---------'■ ··················· 
a. (U) Dedication of the William F. and Elizebeth s. Friedman Auditorium 

On 27 October 1994, the "Friedman• Auditorium was in fact 
rededicated, this time to reflect the fact that many consider Elizebeth 
Friedman to have been fully equal in talent and accomplishments to her 
better-known husband. 

Partners for Life - At Home and At Work 

Page7 oflO 

'°*1-(b_)_(_3_) ___ P _. L-.-8-6--3-6-,1 

■ ••• 
kb)(3)-P.L. 86-36! 

In 1623 Sir Francis Bacon created his "biliteral alphabet•, 
which used only combinations of the letters •a• and "b" to represent 
the entire alphabet. In his table, •aaaaa• stood for "A", •aaaab" for 
•s•, •aaaba• for •c•, etc. He suggested it could be hidden in ordinary 
text by using two d~ffez:ent typefaces. William and Elizebeth Friedman 
represent a "biliteral• approach to the study of the art and science of 
cryptology. They met at Riverbank Laboratories, in Geneva, Illinois, 
near Chicago. (This was the creation of the eccentric millionaire 

kb)(3)-P.L 86-36! 

. . ---------------------,-
. . . . . . 
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George Fabyan, who enlisted people to explore a variety of subjects in 
his laboratories, from plant genetics to cryptology, Elizebeth was 
hired to help prove that Sir Francis Bacon wrote Shakespeare's plays 
and sonnets. ) 

After spending the winter of 1916-17 studying everything they 
could find on secret writings (American sources included a couple of 
short works by military men, and two articles and a story by Edgar 
Allen Poe), William and Elizebeth decided to 111Arry and spend their 
private, as well as their professional, liv.es together. 

This combination of a genetics major and an English major 
provided the basis for the_science of modern American cryptology. 
Until the creation of the-Army's. Cipher Bureau in 1917, the team at 
Riverbank was the only organization in the country capable of solving 
secret messages. After 1917 the Friedmans stayed involved in the 
training of Army officers until William joined the Army and spent time 
in France studying German code books with the American Expeditionary 
Force. Early in 192°1 the two were offered six-month trial employment 
as civilian "code experts• for the Army in Washington, D.C. 

While William was solving the Hebern machine and other ciphers 
for the War Department, Elizebeth was on loan as a •special agent• to 
the Customs Department from the Department of Justice. During a three
year period, she and her assistants solved 12,000 encoded and 
enciphered radio messages from rumrunners seeking to circumvent the 
Prohibition Act. In 1934, due to her testimony from decrypted 
telegraph messages, a major diplomatic incident between Canada and the 
U.S. was resolved. (A Canadian-flagged schooner had been chased down 
and sunk by the coast Guard when suspected of illegal activities. The 
owner actually proved to be involved in a New York smuggling ring.) In 
1937 Elizebeth was asked by the Canadian government to testify against 
opium dealers working in the Vancouver area. (She had solved their 
complicated code without knowing Chinese.) 

During World War II, while William was busy trying to solve the 
Red and Purple Japanese cipher machines, Elizebeth was also busy 
supporting the U.S. war effort. She devised a·code system for the 
Office of Strategic Services (OSS), and solved cipher messages sent by 
German spies in Allied lands. In 1944 she helped solve the Doll Woman 
case, where an antique doll dealer in New York was spying for the 
Japanese. IA letter containing coded information was a source of 
suspicion. ) 

After the war William was a cryptanalyst for the predecessor 
agencies and, finally, the present National security Agency. Elizebeth 
worked as a consultant for the International Monetary Fund, setting up 
a secure co111111unications system. 

Both Friedmans returned to the project which had initially 
brought them together - the Shakespeare problem. Their book, •The 
Shakespearean Ciphers Examined•, is considered the definitive work on 
the subject, disproving all claims that Bacon wrote the plays. 

(Information for this article was. extracted from notes used in the 
rededication of the Friedman Auditorium to the Elizebeth and William 
Friedman Auditorium, and The Friedman Legacy: A Tribute to William 
and Elizebeth Friedman, sources in Cryptologic History Number 3.) 

b. (Ul Callimahos Flutes Shown at Mid-Atlantic Flute Fair 

On Sunday, 26 February, at the Holiday Inn in College Park, the 
Mid-Atlantic Flute Fair was the venue for the display of several items 
belonging·to or pertaining to Lambros Callimahos, relmowned guru of 
cryptanalysis, cryptologist and flautist. Andrew Callimahos, son of 
Lambros, and a flautist in his own right, and Helen Callimahos Hurry, 
wife of Lambros, were both there to talk to interested persons. Andrew 
recalled wanting to learn to play an instrument when he was nine, and 
being steered away from double-bass to flute by his father. Helen 
recalled several events in the life of Lambros. Lambros was born in 
Egypt of a Greek newspaper editor and a schoolteacher, and moved to New 

•. • !(b)(3)-P.L 86-36! 
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York when a young boy. He became involved in the Boy Scouts and played 
fife in the Boy Scout band when he was sixteen. He •realized the 
potential of the instrument and went on to play the first ever all 
flute concert in Carnegie Hall. The specially-designed flute ,o;:ith 
which he played was later stolen. The company which designed it, 
however, got a call nine years later from a pawn shop in New York, 
describing an unusual flute (it has several extra keys) which they 
recognized as the one they had designed for Lambros! At twenty-six he 
was the youngest flute instructor in Salzburg, Austria. 

'l'hrough the Army, during the war, he entered the field of 
cryptology, and he and his wife were good friends of the Friedman&. 
Helen now lives in New Jersey in the small town where both she and 
Lambros were raised. She keeps active as a docent for the 
Victorian-style Centennial House across the street from her home. 

l////l//lllll/lllll//l//l///llllllll/lll/ll///ll/lllll/lllllllllllllll!!I! 

· 9. ACTION LINE 

It appears as if everyone is happy, and totally informed about 
everything, as we have had no questions subaitted recently! A reminder 
that we will, if requested, keep the nmae of the questioner anonymous. 

I/II/III//IIII/IIIII/II//IIIIII//I//I////II//I/III/IIII/IIIII//II////II/I 

10. EDITORIAL CORNER 

If you have a.relatively short technical treatise, or anything you 
would like to have considered for inclusion in future issues, please 
submit it to any member of the editorial board or any of our office 
POCs. . 

PLEASE paragraphclassify each item submitted, and USE ASCII FORMAT! 

A reminder that anonymity may be requested for Action Line items - in 
fact, you may mail them in hardcopy form to any member of the editorial 
board or any of our office representatives. 

We would very much like this newsletter to represent a broad 
cross-section of the CA· community - we need some more volunteers to 
help us, however. Perhaps you would like to work on one of the topics 
in this issue, or perhaps there is another topic which you think should 
be included in future issues. Either way, we would like your input, 
and help, so give one of us a call. The more people who divide u.p the 
work, the less burden on any one person • 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
NOTE: We HUST receive any submissions for the April issue by 24 March. 
IIIHIIHHHIIIHIIIHIHHIIHIIHIIHHHIIHIIHIHHHHHHHIHHI 

EDITORIAL BOARD 

'--:.,nnacor.,.,..,,;,n;-;:;g~r,;;am:;;;-,-l"'r.._,ryp.,;;:r'"-t,o,_.,.1r:,o~g:;:r1.r.,c::-'iHi<11.r.s;:;t:;:o;;ry:;;-iiMus.;;:;;:eum;;;------------- • 
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1. ~ PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice. This 
month we are pleased to feature the thoughts ofl I Chief Z4 . . .. . . . . 
Our Future -- Penetrating Secure, Pervasive Cryptography •1(b) (3)-P.L. 86-361 

(""!ISi;;:.) Cryptography, which was a national security and military 
technology, is rapidly becoming a duai-use ~echnology. As Tom Lessard 
pointed out in the first of this series, secure cryptography is likely 
to permeate the environment we 

• 

1------...,-:;c-:::::=;~~:-:;:::-:;:~~==~· 
!he. c~~ ~a:c;,ri-=r.s. ~r.e. -:t~rtipi • tp. ~P~F • • ••.._ --------, 

as as e ep one aia!ing, ce!Iular phones and much more. 
(b) (1) 

INFOSEC, formerly a national security requirement, has become a 
commercial requirement. Law finns would use the Internet if they 
thought their e-mails about their clients' cases would be safe from 
prying eyes. I would use the Internet to purchase goods if I thought 
my credit card number would be safe from theft. ~etworking and on-line 
computer records have provided alluring targets for a new breed of 
criminal. Cryptography is a means of protecting the privacy, integ.rity 
and authenticity of data on a network. The cryptographic algorithms 
used are likely to be well-thought-out. Fortunate! for us, as 

Approved for Release by NSA on 09-28-2023, FOIA Case t {61704 
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cryptanalysts (and less fortunately for us as users of the electronic 
highway and purchasers of security software), the total cryptographic 
system, including key management, distribution, training, etc. is much less 
likely to have been given the same degree of care. Anyone who has 
dealt with cryptographers jp tbe pren community such as I I I · I_ knows that they are the peers of our • •. 

· best in every manner except one: tney·do· not• nave•our·e,ci>l!tii:!dc:!e• 1:rf •••.•• •••a· 
looking at the wonderful variety of targets we have faced and have not (b)( 6> 

.seen the subtle mistakes these adversaries have inade. 

Keys to our Future -- People and Teamwork and Learning 

~ Continuing to succeed against this formidable challenge will mean 
we must leverage every advantage we have. The keys to our future are 
people, teamwork, learning and planning. We must foster excellence in 
our people and ensure they have the opportunities to develop the skills 
needed to succeed in attacking this cryptography. Team work is 
essential, not only within the CA community, but within NSA, with 
industry, other government agencies and our foreign partners. we must 
do a much better job of planning. We need to adopt a more business
like outlook. We must know where our •profit• comes from, where our 
weaknesses and strengths are. We then need to plan to penetrate the 
technologies or targets that are most likely to satisfy our 
requirements. 

Technical Excellence, Team Work and Strategic Alliances 

~ We must maintain our technical excellence, but maintaining it 
means changing and developing. Currently we are being challenged by 
telecommunications technology changing. at a faster rate than ever. As, 
I believe, the Mad Hatter said, •You must run as fast as ou can ·us 
to stay in one lace.• 

in my career is my time in the._,_ ___ ,...... •• 
proqram. larae:y because I saw cryptanalysts cooperate with engineers •• 
and I ... _______ J all from different organizations or agencies. .our•• •.: 
future success depe"ntts·■on•l.eve~aging the talents of people from at •. ~ 
least as wide a variety of places ·anci"s"k'111-s·. • .Pa~t,, pf this team work •. : 
will be forming strategic alliances. GCHQ is a model 0 of•a ~tra'te~ic ... :~i,...---------. 
alliance that we have had for years, but this alliance was based on the 
alliance between our two countries to face a common threat. we have 
lately seen industry form strategic alliances with competitors, e.g., 
IBM and Apple to develop the Power PC chip. I believe many of our •• •• ••. 
alliances in the future are likely to be similar, limited alliance~ • .gtt 
limited topics with organizations that are our competition in o.the~ 
ways. These are much more difficult to manage but are lik~1y:eo 
dominate. Some examples of these are DO and ISSO, NSA an'aSecond 
Parties, and NSA and other government a encies bu mo•t.of 

. . . 
• ere are few other 

ese ys wit exactly the same aims as ours, so alliances 
will usually be uncomfortable, but the difficulty of the challenges 
makes alliances essential. We cannot succeed on our own technical 
prowess alone; we must stapd on the shoulders of others to see where we 
must go. Alliances can provide the shoulder. In order to participate 
in these alliances, to judge which ones are productive and just to 
attract first class partners, we must be first class ourselves. 

(b) (3)-P.L. 86-36 .--------------------------,·· .. 
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Business Outlook 

('1"e.TQJ In the past three years, we have·been under increasing demand, 
primarily from Congress, to justify our budget, people and output in a 
comprehensible manner. They are doing us a favor. In order to face 
the challenges of the future, we need to know what our most and least 
•profitable• efforts are. We need to be much quicker to cut our losses 
on projects. We have a tendency to declare everything a winner. We 
need to start more projects and kill more projects. We need to know 
how much effort we are expending on various problems. This must extend 
to the development we do, not.just the exploitation. Most people in z 
-;tr, Pt;:ro:ri J v de,1~:!loping n~ pr~ducts not producing old produc7s. Even 
in~--~---...-""!""S~~---..~ the organizations that have the most people involved 
in exp 01tat1on, many people are developing new products, not 
maintaining the pro~uction of old ones. Since most people are involved 
in development, we need to know how we are spending that effort and how 
effective it is. Measu~i~g development is difficult to do; it may be 
hard to explain your ratioh•le to outsiders, but most of our effort is 
spent in development, and we•raeed to manage it in a more ®antitative 
manner than we have up to now.• • . 

• 
Conclusion 

• . 
(U) I find it a little embarrassing to admit that I like the nineties. 
I like knowing we are facing up to harder•ohallenges than ever before, 
that we are squeezing more from the taxpayer&' dollars. I have always 
been proud to work at NSA and lucky to have spen_t most of my time in 
the cryptanalytic/cryptographic community with pet>ple who are 
collectively, according to Washingtonian Magazine, ~One of the smartest 
people in Washington.• • • 

• . 
/l///l//ll//ll//j////l//l/l/llll/////ll////l/l//ll//l////)tfll///ll///l// . 
2. ~ CALENDAR OF EVENTS 

• . . . 
April 3-7 1995 Signals Development Symposium•. 

(Friedman Auditorium) • • . 
• 

Page 3 of14 

April 18 NSA Science & Engineering Society Talk - •F-----~-. I (b) (3)-P.L. 86-361 

April 19-20 

PLAN AHEAD -

May 1-5 

May 8 

May 3 

Dr. Peter Runge, "Future Directions of ~-______ _, 
Undersea Fiber Optic Communications :~ 
Systems• (R&E Symposium Center, 1000) .: • 
(see 4b) .:• • . . . . 
3rd Annual Multimedia EXPO (N. cafeteria,; 
Special Activities Room) .• .• • 

• • ♦ 
♦ • 

♦ • . . . . . • . . 
ACE (CCR Princeton) • 

♦ . . 
♦ 

• • 
z Technology F9:rum; "¥-• Inside Look at· 
the 1 , · 1 (FOUO) ·; by I f I 11300-1400, OPS2B 4118 Rm.6. 

CLA Speaker "Language Policies in the 
United States• (OPS2B 4118, 16, 1300) 

.------------------------r • • (b) (3) -P. L. 86-36 
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May 15 

May 23 

May 23-25 

June 1 

June 1 

June 5-9 

Seminar on "Bent and Other Highly Non
Linear Boolean Functions• (see 4a) 

Crypto-Linguistic Association Banquet 
(Ft. Meade Officers' Club, 1130-1330) 

CA PQE 

CMI Banquet (BBC, 1830-2300) 

MATHFEST 95 

CA-305 
11n11tt ■■ IIN ■ ftftHNNltN ■■ llltliilltMl! ■ •!!Nlll ■■ ""· .. ·····••111t1111 ■■ llti ■ n11••·········••111t ■ llftH 

I/////J//II/II//III/II/III/IJl/lllllllllll!l!!!I/IIIIIIIIIIIIIIIIIIIIIII// 

3. WORD FROM THE CACP 

a. ~ Third Annual Cryptanalysis Conference - "CA 2000• 

The third annual Cryptanalysis Conference, held on 29 and 30 March at 
the Supercomputipg Research Center in Bowie, was a resounding success. 
Nearly 90 people participated, and those attending included both 
certified cryptanalysts and professionals in the other disciplines 
involved in cryptanalysis. The focus of this conference was to discuss 
new criteria for certification in CA that will help our career field to 
prepare to enter the 21st century. 

Changing resources (downsizing), changing world situations, and 
technological advances require today's cryppies to do many things that 
our current professionalization criteria do not address; The CA Career 
Panel did quite a bit of research and brainstorming during the latter 
half of 1994 to devise new, more relevant criteria, and armed with a 
sketchy proposal, invited members of the community as well as experts 
from related fields (or •integral disciplines•) to pick it apart, fill 
in the gaps, and offer suggestions about what a professional 
cryptanalyst needs to know and be able to do now and in the future. 
You may have read about some of these proposed changes in the February 
issue of "Tales of the Krypt•, or heard about them via word of mouth. 

After some preliminary speeches, the conference attendees broke into 
seven working groups to focus on various aspects of the proposal, along 
with other issues. Some were tasked with identifying areas of 
knowledge that all cryptanalysts should have, as well as which areas 
should be suggested but optional; others were tasked with doing some 
preliminary course development, and still others with providi-ng a 
•sanity check• for the whole process. 

All groups worked very hard to come up with fair and useful 
recommendations for the Panel. A presentation was made by each working 
group on the afternoon of the second day, and a more detailed, written 
report will eventualiy be submitted by each group. We hope to publish 
a conference report containing both the recommendations of all the 
working groups and the speeches made to the entire body in early May. 

One concern that was expressed by many involved our plans to do away 
with the PQE. Several alternatives were suggested, and in light of the 
fact that the Career Panel still has much work to do on the new 
criteria, it is likely- that the PQE will be around fo~ a long time, in 
one form or another. So if you were holding off on taking the exam 

.-----------------------r . • (b) (3) -P. L. 86-36 
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because you thought it might be replaced by coursework, rush right over 
to the CA panel office and sign up for the May offering! 

························································~···················· 
b. ~) Sign-:up for the CAPQE, which will be held on May '23,_ 24 and 
25, is underway in the CA Career Panel Office. Aspirants are 
encouraged to contact the Panel office if·they are unsure of their 
eligibility. Below is a schedule of the CAPQE review sessions. 

1995 CAPQE REVIEW SESSIONS: 

SESSION I: CA110 REVIEW -}-,1,..,,..,,----,,,..--,,~-~l 
03 April, 1100 - 1300, 3C082 •• 
04 April, 1000 - 1200, 3C082 • • 

• 
SESSION II: CA123 REVIEW 

OS April, 1100 -
- I 
1300, 3C082 

• 
---------,_ , • ♦ • ♦ ......... ..,,..,.....,.,----........... 

06 April, 1100 - 1300, 3C082 

SESSION III: MACHINE CA REVIEW -I 
10 April, 1000 - 1130, 3COB6 

I =-~----· .. 
11 April, 1200 - 1400, 3W083 
12 April, 1100 1300, 3C082 

• • • • • • . . 
• • • 

••• ♦ 
• • • • . . . . ... 

• • • • ♦ . . . . ·· .. . . . 
13 April, 1000 -
14 April, 1100 -

1200, 3C082 . . .... 
1300, 3C082 .... r--~---"""'!'~~ 

l(b) (3)-P.L. 86-361 ---------r . ■ • • • ■ • • • • • • ■ ■ ...... .. SESSION IV: ESSAY REVIEW ~Joo, 19 April, 1100 - 3C082 
. . . . . . . . . . .... 

.-------r ... SESSION V: MANUAL CA REVIEW, - I 
24 April, 1100 - 1300, 3C082 
25 April, 1100 - 1300, 3C082 
26 April, 1100 1300, 3C082 
27 April, 1100 - 1300, 3C082 
28 April, 1100 - 1300, 3C082 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
c. f'P8VQJ The CACP will hold a Technical Track Titling Ceremony on 11 
April 1995, at 1400 hours, in 9Al35. Refreshments will follow. Please 
call the Panel office for a reservation. 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
d. ~ Announcements 

I I has been named as the newest CACP 
Member. 1.-;HT.e::-ibc:-a=-=s-=r:::ep=,l-::a-::c::-::ed:7-;l==:=1. ... ,..., ...... , ... ,._, .. --,► •. •. •. •. •. ·. ·. ·. ·. •. •. ·. •. •. •• •• •• •• •• •• •• .. •: ., ., ., ■• 9t ~=-,. 

• • • • • • • • • • • • ■ • • • • • • • • • • • • •• •• •• •• : •• •• : • • • • • • • • • • ~ 

,. "ii'.as r:laced I r and D 
rl ___ __._■-r11h~a;::s;::"""".r=ep=11a=:-c:ed J . t on the Computer Program 1 

Evaluation B •• d. c·c·P·Es· >" • I I I I I • .• J " , , , I II II II II , , II , , ,, ,, ,, ,, • • • • • • • • • • • ... "' 

w 

oar . . , . . . . . . . . . . . . . . . . . . . . . . . . t--t 
• • • • • • • • • • • • • • • • • ■ 

! !i~•~he newest member of the CA Technical Track 
Review Panel (TTRP). 

r--------:-::-:--;-:-;--;--;-;;-;;--■■-,•r-r•-.w.....-w -t" •• •• ■- •• -■ .. •• •• .. •• •• ■- :_'\ t 
· G d · ,.:n. · I · · · · · · · · · I w1· 11 •• ••••·•· ra uat1_ng w"'IP■ 4n,te:r;ns. • • • •. • • • • • • . 

be joining r===-=1' for their perman_ ent assignments. • ..... 
L.....J ••••• 

a cash 
The Cryptanalysis Career Panel presented j •• • f ~i. :h 

award for the honors computer program he subm1tted.00£ CA 

. . . . . • . 
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certification. Occasionally a technical paper-or computer program 
submitted for CA certification is of such a caliber that it not only 
passes, but passes •with honors,• as John's did. We congratulate John 
on his fine work and wish him continued success. 

ft ■ ffn ■■ fl ■■ BNNll ■ HN ■■ W ■ IINflllN ■■■ Hn ■ ••·••n••······••1111 ■■■■ n••···············"· 

I/IIII/II/I/II/I///////I//I/II/II//IIII/II///////I/I/I//II//////III////// 

4. COMMUNITY SERVICE 

Upcoming ~r-~~o.l~~i.c • ~-t~~~~c~. ~~~~a~. ~s~~ .c~:~n~~~) •••••••••• -~ 
I I a distinguished researcher in cryptologic ••••• ~ 

a. 

mathemat"l .. c_s_,_w_il"!ll"!l!"'-p_r .. esent a one-day seminar at the A en Ma • • • • • • 
15, has 
publis e several scholarly papers on bent functions and their 
application to cryptography. The title of her seminar will be "Bent 
and Other Highly Nonlinear Boolean Functions.• 

Details of her visit will be announced, later. Mark your 
calenda+s and"plan to hear a leading practitioner of theoretical 
cryptomathematics discuss topics of considerable interest to Agency 
professionals. Questions may be addressed to! I 
1--------------- • ■ • • • • • • • • • • • • • •" • • • • • •■ :.•.••••••••••••••••••,(b) (3)-P.L. 86-361 

1111nnn1111•a ■■■■ nn11w11n•••••••••n1t ■■ nn ■■ •••••••••••••••••• .. •• ■ Hn ■■ tt ■ H ■■ n11 

b. ~ NSA Science and Engineering Presentation {see calendar) 

The NSA Science and Engineering Society will sponsor a presenta-
tion byl l the Director of the Undersea Lightwave System 
Implementation Division at•A'll&:~.~ell Laboratories. I la pioneer 
in fiber optic technology, holds M!;•and.~h.D. degrees from the"•• 
Technical University of Braunschweig, Germafly ••• ije has been honored-~ith 
prestigious awards from the Optical Society of Ameri~~ aoq the InstitO~~ 
of Electrical and Electronic Engineers. He is currently res~onei~le for•. 
undersea fiber optic cable installation, testing, maintenance and • • • • • • 
integration and for specifying future systems. The title of I f::: ~ '"r::-::7 
talk is - ~ 

... . . . . . . . "Future Directions of Undersea Fiber Optic Communications Systems.• . . . 
. . . . 

11 a 11 ■ 11 n n ■ ■ n ■ 11 11 • ■ n • ■ H n ■ ■ a n ·n n 1t n • ■ • 11 a n 11 • n 11 11 • ■ • n H n • n ■ •- " 11 • • • • • • n u • • 11 H I • lfu • ■ " •• • . . . . . . . . .. . . . . . . .. c. (U) CLA 30th Annual Banquet . . . 
The Crypto-Linguistic Association is •recy•fortunate to :x:ve•for our 
guest speakers this yeara"-------:-aandl curators of 
Marine Mammals at the National Aquarium in 8al€1more. ey will be 
speaking about "How Dolphins and Seals Communicate.• Their 
presentation will include dolphin and seal •communications• and 
videos. Come and see how "aliens• on our own planet communicate! 

In addition, the winners of the 1995 Jaffe, Rochefort, and~'----~l 
Awards will be announced at the banquet. ·come celebrate 30 years of. 
fellowship and linguistic adventure and excellence! 

.. . 

Tickets will be on sale unti.l 12 May, and inay be obtained from - . ·,(b)(3)-P.L. 86-361 . . . . ............... : .. 
. . 

r. 

. . . . . 
. . . 
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d. ~-cce, CRYPTOLOGIC ALMANAC: NSA Is First NSOC 

ts QCQ) At the time the Armed Forces Security Agency (AFSA) was 
reorganized into NSA in 1952, the AFSA Watch Office was staffed by two 
officers and a group of enlisted personnel, arranged into four shifts. 
The office was under the Production organization, and its functions 
were-the same as some of NSOC's today: personnel scanned traffic and 
would call in analysts to handle problems; they also disseminated items 
of special interest to customers. Eventually, they were tasked with 
giving a daily intelligence briefing. While various proposals were 
made to place the Watch Office on the Director's staff and endow it 
with the authority to make after-hours decisions, none were adopted. 

ts.) By 1958 the Watch Office had seventeen people,· split between 
military and civilians. When the CRITIC program was established that 
year, the Watch ·office was made responsible for monitoring NSA CRITIC 
handling, including placing proper addressees on CRITIC messages. 

rs=cce) A temporary command post was set up at NSA in response to 
the Cuban Missile Crisis in 1962. Its senior officer was authorized to 
act for the Assistant Director for-Production during nonduty hours. 
This led to the Interim Command Center in January 1963. Staffed at 
forty to fifty personnel, the ICC also produced several summaries and 
watch reports. 

(9 e@&) A permanent NSA Command Center was established on 1 March 
1963, once again subordinated to the Production organization; personnel 
came from each of the Groups. Central Reference provided one assignee. 
Additional duties included producing the SIGINT Daily Summary. 

(S•ceet Other NSA organizations also had established watch 
operations-- in fact, other elements in Production established watch 
teams of analysts-- in response to worldwide crises including the North 
Korean capture of the PUEBLO and the Tet Offensive in Vietnam in 1968. 
After the PUEBLO incident, and especially after the shootdown of the 
EC-121 aircraft in 1969, the need to consolidate Agency.watch operations 

.and to have someone available during nonduty hours to speak for the 
Director became apparent, and the then-Assistant Director for 
production, Major General John Morrison, USAF, worked to bring the 
disparate elements together into what we know today as the National 
SIGINT Operations Center (NSOC). 

[David A. Hatch, Director, Center for Cryptologic History,I I 
or L-----------■••••••••••• • • • • • • • • • • • • • • • • • • ~ •• --····1 (b) (3)-P.L. 86~361 

•••••••••••••••••••B ■ •••••••••n•••••••••••••• ■ •ff ■■ ••••n•nnffn ■ ••••••n•••~•• 
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5. l'SJ TECHNICAL HEALTH 

Painting a Room - Cryptanalysis from a Different Perspective (U) 

Page8of14 

by i i ._ _______ ..__ • • • • • """ "• • "• • • • • • • •,(b} (3)-P.L. 86-361 

(U) While painting an upstairs bedroom one weekend, I realized the 
process was similar to the cryptanalysis of a new system. 

Step 1 -- Preparation (U) 

(U) Have you ever noticed how it seems to take longer to prepare a room 
for painting than to do the actual paineing itself? I carefully 
removed the contents of the bedroom to another room, sorting into two 
piles the things to be saved and the things to go to Help Laurel or 
Amvets. ----------------------------, 

(U) The next step was to clean the area to be painted -- the walls, 
floors, etc. Taking my stack of saved newspapers, I spread them over 
the floor, covered the whole with a plastic dropcloth, and used masking 
tape to cover the molding around the edge of the rooms. 

Step 2 -- Diagnosis (U) 

(U) Now I was ready to begin painting. Oops! I forgot to collect the 
tools to use -- the paintbrush, sponge edger, large and small rollers, 
and most important, the paint. Being a conservationist at heart, I 
took the one full and one partial can of paint left from painting two 
previous rooms and mixed the two together -- one light aqua and 
one-half pale pink did not make the expected lavender, but a shade 
lighter aqua -- oh, well! 

Step 3 -- Solution (U) 

(U) Bringing in the team for the.actual work, my youngest daugliter and 
I began painting, she using the small roller, and I the large. · 

(U) Uh-oh, I neglected to tape the top edge of the white baseboard. 
Well, I planned to paint that white again anyway. 

(U) Small diversions from the straight and narrow track of 
diagnosis/hypothesis/solution can often be corre~ted by later 
·analysis. 

. . . . . l<b} (3)-P.L. 86-361 
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(U) My daughter gave up early, while I plugged along trying to finish 
the initial coverage of the walls. 'I'he trim would wait for another 
day. I brought in.lamps as our natural sunlight failed to illuminate 
the room. · 

L, _~ __ A_d_d_i_t_1_• o_n_a_l_p_eo_p--le_w_i_t_h-_n_ew,...._i_d_""_A_§_l ____________ --\t-.., 

(U) I turned to a paintbrush and edger for the top of the wall where it~: 
meets the ceiling and discovered I had neglected to bring the ladder up~ 
from tlie basement. .: . 

I \ .. '---I____;,,__---~~ · . 
(U) Frustration set in as I scurried to finish late in the evening, and 

my paintbrush slipped now and then with a swoop of blue against the 
white of the ceiling. 

• 
• 

• 

• . . .. .. . . 

(0) I cleaned up the tools for the night and prepared to go to bed. 

.. 
LI __________________________________ I_ . ... ·\ 

(U) Sometimes a break is needed from analysis of a cryptosystem 
as well, so we can gee •a fresh start in the morning.• 

(U) The next day I surveyed the results of my work of the night before, 
seeking my. husband• s opinion on whether a second coat of paint wo.uld be 
necessary. Considering the slight greenish cast to one-wall would be 
covered by a bookcase, I decided to proceed to the painting of the 
trim. 

(U) Again I had to prepare for the painting of the trim by clean~ng the 
window-sills and taping around the edges. 

(U) Using a paintbrush I finished up the trim work, touching up places 
on the ceiling I had accidentally painted blue and covering over the 
blue spots on the baseboard. 

-------------------------r .... ·I (b) (3)-P.L. 86-36 I 
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a bookcase.• 

(U) Now to the final cleanup -- all the tools were washed up·and put 
away for the next time; the drop cloth and newspapers were cleared away 
and disposed of. 

(U) Programs are labeled, and copies of early test results and 
worksheets deleted or thrown away. 

Step 4 -- Exploitation 

(U) The furnishings were moved back into the room; the newly-washed 
curtains rehung. Yea! It's finished and it looks beautiful! 

(U) Now, it is time to sit back, relax and enjoy the refreshing 
atmosphere of a •new room•, and the satisfying feeling of a finished 
job! 
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6. (U) LITERARY/HISTORICAL TIDBITS 

a. (U) THE CRYPT BUG (by MASTER SGT. Charles Murray) 

When all good folks are sound asleep, 
And all the rest are counting sheep, 
He concentrates on cipher text, 
And contemplates ways most complex 
To render an approved solution 
Of some obscure substitution. 

While all the world is sleeping, snoring 
Loud enough to rip the flooring, 
He derives much satisfaction 
>From the spatial interaction 
Of poly-graphic frequencies 
And isomorphic sequences, 
Of characters on paper slips 
Better known as sliding strips. 

Slides them West and tries the •chi• test, 
Slides them East and tries the "Phi" text, 
Clamps his pipe tight in his mouth, 
And grimly slides them North and South, 
And if success eludes him then, 
Tears them up and starts again. 
Meanwhile the clock ticks on and on, 
Until at long last comes the dawn. 

-------------------------r····..--------, 
(b) (3)-P.L. 86-361 9/23/2010 
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As the milJanan rattles by, 
.He is heard to heave a sigh, 
Slowly piles the wor~ sheets· higher, 
Calmly throws them on the fire, 
Having proved one simple fact; 
There can be.no doubt of that-
As suspected all along, 
Everything he did was wrong. 

Reprinted from The Signal Corps Bulletin. July-December 1940 - 109. 
War Department, Office of the Chief Signal Officer. Washington DC. 
·····••ttnn ■ 1t ■ H ■ lt11 ■ a•n ■■ ftftftllll ■ ll ■ N ■■■■ HN••····••n ■■ 11n ■ ••····"············ 

------- .... 
b. ~ A CRYPTANALYST'S ENCOUNTER WITH ROYALTY (bY .... I _____ __. 
(U) Here is the real scoop, right from the notorious cryppie herself! 

l'P9QQ) I wasn't too tightly wrapped. Honestly, I believe the 
Americans in the GCHQ community were even more excited about the visit 
of Queen Elizabeth and Prince Philip than the British! . . . ' 
~ Now, our office is next do~r to one the z:;oyels• Yt'sH.ed. · (Th~ · ." • • • • 

' 
- I l-. t.llinX,. which controls I I 

. l '!'he _royal entourage_ went inl I 
back door for a briefing, rather than wina•throu the hallways. OUR ba~k 
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(fire) door is right nearby so· of course we werf! al],, hanging out. It • 
was great, and when we went back inside, someone said° 'oh,. when the . •. 
Prince went by he looked right in our window and really star~d-•~ the 
abacus onl lwindowsill.' • • • ••• 

• ~ • • • • • • • • • • • • • • • • • • • • • I • I I I I I I I • • • • • • • • • I .----------, -----t' ............ ~ ... ■ • • • • . I (b) (3)-P.L. 86-361 
(U) Well, I ldesk is in a prime location, right near where ~--------' 
the entry passageway narrows and the RP (royal party) would have to go 
single file. That's where I stationed myself for when they emerged 20 
minutes later. I was well rewarded because they did indeed go single 
file, the Q went zooming past straight out to the.Rolls, but the P 
stopped AGAIN and REALLY STARED at this little doodad on the sill, 
then looked up AT ME and pointed at the thing and gave me a quizzical 
look. Well, all I could muster in that instant was one of those "I· 
Love Lucy• type shrugs. Afterwards I said 'oh how rude and we really 
should write to the poor man and explain what it was.' · So I wrote and 
told him it was a child's wooden abacus and that we DO usually use more 
sophisticated equipment. 

(U) The Prince's _staff person (Brigadier Miles Something-Something) 
wrote back sayinghe'd shown the P my letter and P said to write and 
thank me. So at least my letter whizzed by royalty. If I only had the 
Coronation coloring book I was given in the early S0's, I could have 
probably sent it in and had it autographed. Lost chances. Oh well, I 
never finished it. I ·didn't know what a scepter was, let alone how to 
color it. So that's the real story. 

HNNnn••·••11111tllffHIINtfHfffl ■ ••·····••11••········ .. •••• ....................... uu ■■ •1t11 ■ 

c. (U) PUBLISHED AUTHOR 

•" •" • • (b} (3)-P.L. 86-36 
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.... ··········· . ········ 
you ave a ways wanted to take this kind of trip 

or Just want to read the article, a copy is available in q 
♦ ........•............•......•......•......•......•...•..••..• ~ .......... ~. . . 
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7. (U) ACTION LINE 

Dear Action Line: 

.. 
• 

♦ 

♦ 

• 

Who is it who hands out frames for CA Professionalization 
certificates? In the span of a few months, one person receives his 
certificate in a black plastic government-issue frame, the next person 
receives his in an elegant wooden gold-trimmed frame, and the next 
person receives the certificate with no frame whatsoever! 

For most people, professionalization is the only certificate that they 
choose to display. Are the credentials of professional cryptanalysts 
bei~g exhibited equally? 

Frameless in z 
I It I I I I I I I I I I It I I I I It I I I I I I I 1 I 1 I I I I I I I I I I I I I It It I I It I I I I I I I I I I I I I I I I I I I I 

ANSWER -

• 
♦ 

♦ 

♦ 

• • 
♦ .. 

♦ 

w 
I 

tu 

t-< 

CXl 

"' I provided by LI _______ ....,,, ~s!~~ant Exec of the CA Panel .w 
• ■ • • • • • ■ • • • • • • • • • • ■ . . . . . . , 

• Prior to 1994, the Career Panels would supply all the frames for 
professionalization certificates. The Panels would frame the • 
certificates before sending them off to the •09• organization for .•• 
presentation. These frames were usually plastic, although woodE¥J,+frames 
were used in the early '90s. Approximately one year ago, M3f•informed 
the Panels that the funding for frames for professionalizat1on 
certificates would no longer be included in their budg~t. The Panels 
were instructed to mail the unframed c:ertificatep.eo the •09• offices. 
The •09• offices have the option of supplying .a: frame for the 
certificate if they choose. .•• 
I I I I I I I I I I I I I I I I I I• I I I I I I I I I I I t I I I I I I I I I,,■•, I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I 

ANSWER - provided by I r former CACP Exec 

I would like to add to Donna's response. The length of time it takes 
for presentation of a professionalization certificate, once it is 
received in the •09• office, varies greatly, from office to office. 
Some recently certified people wait two, three, or more months to 
receive the certificate from the office chief. This delay may make the 
differences in the frames all the more apparent. If someone who was 
certified four or five months ago, and received one of the •last• 
wooden frames that the panel was able to obtain; is included in the 
same ceremony with someone under the new •frame• guidelines, there 
could be obvious differences in the presentation. 
I I I I I I I ~ I I f 1 I I. I I I I I I I I t I I I I I I I I I I I I I I I I I I I I I I I I I I _I I I I I I I I I 1 .I I I I I I I I t I I 1 I 

ANSWER - provided by LI----------'~ • • • • • • • • • • • • • • • • • • • 

♦ • ♦ 
♦ 

Until recently the panels supplied frames for professionalization 
certificates. In r7 we also give out framed CMP graduation 
certificates. No:ciai1'y: 0we 0 or~er plastic ~raines "in"t'he"sprin'g"for"flie" 
class which graduates in August. This year we are ordering ad4itional 
frames so that we can have some extras on hand for professionalization 
certificates. We have been able to find plastic frames for _the few 
certificates awarded recently. 

........ 

.. . . 
··································································~·~····· . . . . .. . . . . . . . . . ------------------=---r 
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8. ('J!'Oee+, EDITORIAL CORNER 

If you have a relatively short technical treatise, or anything you 
would like to have considered for inclusion in future issues, please 
submit it to any member of the editorial board or any of our office 
POCs. 

PLEASE paragraph classify each item submitted, .and USE ASCII FORMAT! 

A reminder that anonymity may be requested for Action Line items - in 
fact,. you may mail them in hardcopy form to any member of the editorial 
board or any of our office representatives. 

We would very much like this newsletter to represent a broad 
cross-section of the CA community - we need some more volunteers to 
help us, however. Perhaps you would like to work on one of the topics 
.in this issue, or perhaps there is another topic which you think should 
be included in future issues. Either way, we woul~ like your input, 
and help, so give one of us a call. The more people who divide up the 
work, the less burden on any on~ person. 

lllll#IIH#IIH#H#H#Hlflll#H#IIIHl##IIHll###H#IHl####ll##l#l#I### 
NOTE: - We MUST receive any submissions for the May issue by 21 April. 
l#llll#l####l##lll###llll##l###l####l##l###tl###l#######f####ll##l###I### 

EDITORIAL BOARD 

uacK Ingram, C~tologic History Museum •. 
I . -l NCS •• 

• • ■ •••••••••••••••••••••••• ■ ■ ■ ■• ■• ■ ■ ••• : _______ __ 

OFFICE RAnS ••••••••••••• • l<b) (3)-P.L. 86-361 
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...... 1. PERSPECTIVES IN CA - Each month this newsletter featµ;-~. • • • • • • • • 
the perspective of a CA Senior on a CA to~~c.Q& hi~/her choice. fs • ♦ 
month we are pleased to featµ~a tke tftoughts of z1: 
Although he if ,Jalown•a~ c~~ z Group Computer Security Manager,......,,,,......,.,....... l _primary job is Management of the z Group Computer Bu 

CRYPTANALYSIS, COMPUTERS, and CONGRESS 

Ultimately we respond to Congress in our annual activities to 
purchase computers for our cryptanalytic mission. Historically, this 
task has been a fairly straightforward process despite occasional 
periods of funding pressures. In recent years, however, the annual 
ritual of ·making and defending requests for supercomputer assets has 
beco~e increasingly cumbersome, difficult, and stressful for those in 
z Group who manage the process. 

In this perspective I would like to provide you with s·ome 
insights into our ability to achieve the success rate we have developed 
as we examine the process in a little more detail. 

Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 
l(b) (3)-P.L. 86-361 ::::::====--------_,;.---------r········ 
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It's worthwhile to look at the old procedures. We effectively 
produced a chart which had an exponentially increasing curve on it 
along with annotations stressing a documentedl lincrease in 
various processing requirements. This chart was briefed'pt each level 
by a small group of technically literate cryptanalytic managers to a 
broad cross-section of budgetary folks who remained silen~ at 
cross-examination time for fear of exposing lapses in their knowledge 
bases. Furthermore, congressional oversight was minimal; ~ur budget had 
few roadbloc:::ks. 

And then a rather dramatic change took place in the:last ten years. 
Publicity associated with various scandals in the Intelligence Community 
served to drastically increase congressional scrutiny of our:budgets with 
the cascading result that a simple technical argument for ou~needs was 
no longer accepted at any level of the budget requirements reyiews. In 
short, we had to quickly develop across the CA community a far.-reaching 
strategy to create solid arguments in support of the large outlays of funds 
which purchase the super computers. Central to that strategy, :and 
specifically noted by auditors, was the need to generate usage• 
$tatistics far our systems. • 

The current solution to the statistics problem, a brilliont 
piece of analytic exploitation, has not yet received the recognibion it 
deserves. Its vision is on a global scale. Its creation and suc~essful 
implementation is an example of cross-disciplinary talent working. 
together to reach a common goal. Simply put, a small CA team 
formulated and executed a multi-pronged coordinated effort to generate 
solid computer usage statistics and educate the appropriate players in 
the game. And with CA resources, it was able to perform this task with 
minimal bureaucracy and interference. 

. 
First a large program was written to perform target forecasting 

based on vary sparse statistics. Fortunately only one Cray was : 
dedicated to this task. Second, a covert team approached a friendly. 
target head-of-state to employ increasingly difficult enciphered 

.communications in their systems whose.exploitation data could'feed this 
program. A second Cray was dedicated to collect and process the 
resulting high data rate signal (we were assured that one channel 
would always contain CNN video news data). Thirdly, a political 
action team was dispatched to make sure this target country 
continually appeared on the White House most critical requirements 
list. There was no need for a third Cray here, merely the unwitting 
cooperation of two other government agencies. And, finally, with all 
parts in place, leaks.were made to several sources downtown to insure 
congressional focus on this target. The result: continuous highest 
level tasking on a process which places heaw demands on our super 
machines, generates fundamental processing statistics, and produces 
unmeasurably valuable intelligence reports. 

·-----------l(b) (3)-P.L. 86-361 

♦ 

• 
• • 

All the wheels are currently turning smoothly: the analytic• 
prediction program is generating copious charts, matrices, and fiOU.res. 
A brief executive summary this year condensed to an estimate o¾• 
•exactly 41.769%•. Truly a remarkable outcome for this well-conceived 
effort. A backtrack approach might be used to gain further cechnical 
insights available in a non-published treatise dealing with.the LIRPA 
(Localized Inverse Reconstitutions in Probabilistic Applit::ations) . 
method as applied to Projec~ SLOOF (Subliminal Legislatj~e Operational 
Ove~sight Formalizations). It's a most interesting gcptte. 

. 
♦ 

lll/l///l/ll/l//l/l/////l////////////////////////l~ill/ll/l//lll/ll/l//ll 
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2. CALENDAR OF EVENTS 

15 April.1995 SAWY Program Briefing, CANX Auditorium 
1217 hours (see Section 3.) I (b) (6) I 
I ls~~ak~ •t~ • ~g~~Y• ~~~~;s· • • · • • • 4 July 1995 

31 September 1995 

1 October 1995 

FUTURE DATES 

July 1995 

October 1995 

30 February 1996 

FANX IV Auditorium, 0800 - 1200 hours 

Retail Shops Open in OPS fl South Corridor 

RIF Policy Takes Effect (see Section 4.) 

SAWY Program Begins (see Section 3.) 

Ratskeller.opens in OPS2B 

Revised CA Crite~ia Takes Effect 

/I////I////////I///I////I//II/II/II/II//II/I///I////II//I/II///I/II/II//I 

3. CACP NEWS 

A. TECH TRACK ADDS THIRD HURDLE 

Hailed as the third jewel for the triple crown of the technical 
world, the new SAWY Program will complete the Agency's quest for 
technical leadership. Along with the Certification Program and the 
Tech Track, the SAWY Program will give needed directiori for those 
who desire to rise in a technical career. 

The Certification Program determines competency;· the Tech Track 
determines contribution to technical health; the SAWY program will 
determine networking savvy. The more Agency people who know you and 
the higher their grades, the higher you will be rated in the SAWY 
Program. There will be three Monikers in SAWY similiar to the Titles 
of Tech Track: NAIVE, NOVICE, and PLAYER. The application process 
couldn"t be easier. Just make a list of people and their respective 
grades whom you think know you by name and face. If you don't know 
to whom to give the list, you will automatically get the lowest Moniker 
of NAIVE. Otherwise, you may get the NOVICE Moniker (if most people 
kn9w you, but they mispronounce your name) or the coveted Moniker of 
PLAYER. 

Note that, in keeping with the spirit of the times, you need not 
actually be productive to attain even the highest rank that the Agency 
technical world can bestow: Certified Master Player. 

B. CRYPTANALYST CONSIDERS CALLING IT QUITS AFTER CONFIRM CONFRONTATION 

The CA Panel's newest intern, Ms. Pauline Pitt, has reported 
that she may offer her resignation after being on the job for only 
two days. On her first day at NSA, Ms. Pitt confidently approached 
the CONFIRM post with her new badge. The reader accepted her badge, 
which was worn around her neck, and she punched in her secret PIN 
number, but the reader would not release the badge. Ms. Pitt, wanting 
to obey the reader's order to PROCEED, ducked her head., slipped the 

,--------------------:------~···· 
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chain over her head, stepped off the mat, and was-immediately arrested 
by the att.ending FPS officer for not wearing her badge. She explained 
what had happened, but examination of the reader showed no sign of 
badge or chain. The officer suggested she call her office for 
identification. However, Ms. Pitt was unknown there to anyone save 
her supervisor, who arrived for work at a later time. She was taken 
to FPS Headquarters, _where she was held and questioned for several 
hours until her.supervisor arrived to vouch.for her. The badge was 
eventually discovered in the bowels of.the reader. It is now known 
that the secret number, inadvertently assigned, was one of those 
key.ed to apprehend individuals wanted for various infractions of 
Agency rules. 

/liilllll/il/ll//il//l//ll/l/l///l//l////ll//ll///////l//ll/l//ll/ll//l// 

4. PERSONNEL ISSUES 

A: CRYPTANALYSTS AND THE RIF 

The task force which formulates and iffll)lements the Agency's 
RIF policy, should it ever be needed, ·has submitted its decisions for 
presentation to the NSA work force. The group first considered that 
a Lottery system would be the fairest way to determine who would be 
riffed. However, it was thought that the Agency's needs would be 
better suited if each career field had its own RIF Program and 
Criteria. The following are the new.guidelines for the Cryptanalysis 
career field. 

Any Cryptanalyst shall immediately be eligible for RIF 
processing who: 

/ 
1. Cannot correctly spell CRYPTANALISIS on the first try. 

2. Cannot solve the Sunday BALTIMORE SUN Jumble puzzle 
in one (1) day. 

3. Is unable to walk from TFCU at OPS #1 to TFCU at VCC 
without going outdoors. 

4. Does not demonstrat.e dedication to the field by maintaining 
a FULL set of SHARPENED colored pencils. (It is realized that this 
requirement may be a little out of date. It will be updated as soon 
as all SUNS have the PAINTBRUSH Accessory installed.) 

5. Has not shown his/her well-roundedness by becoming 
certified in at least five other fields, including Progranuning, 
System Administration, Data Flow, Computer Operator, and Destruction 
Officer. (Persons weighing more than 200 pounds will be considered 
to have automatically fulfilled the well-rounded re<J1:1irement.) 

B. QUICKIE PERSUM TIPS ON HOW TO GET PROMOTED: 

* Reading Achievements -- This is the most overlooked and the least 
well done part of most Persums. But very often, the 
content of this item makes the critical difference in 
a promotion decision. List "TQM JOURNAL", "DRESSING 
FOR SUCCESS", and "DAYTIME SOAPS", as your regular 
reading, and wait for the whispers- to start around 
the office coffee mess. 

-------------------------r 

!{b) (3)-P.L. 86-36! .. . . . . . 
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* Summary of Previous Experience -- Most people don't fully appreciate 
the fact that Persums are signed by supervisors who ~re 
only attesting to the truth of the Current Assignment. 
So, to get that all important leg up in the promotion 
process, consider attribution-free embellishment on the 
Summary of Previous experience section. You'll be 
pleasantly surprised at the spectacular results! 

/I////I////I///I/J/////l//l////l//ll/l/ll//ll/ll//ll/llilll/////////ll/l 

5 • TECHNICAL HEALTH 

A, ZENTOOLS - YOUR ANSWER IS HERE! 

(U) Stress is a major topic of concern not only in our Agency 
but in private corporations. Take a moment to reflect on the number 
of items on your daily agenda. Personally, my schedule of events for 
one week would take the breath away from a •busy• person of one 
hundred years ago. I am •happy" to report to you that it seems that 
Mahayana Software, Inc. of calm Springs, Florida, may have hit on the 
perfect product .•. ZENTOOLS. 

CU) After spending some time with this product, not only did 
I find it extrememly effective, I must commend the developers for 
their insight, creativity, and genuine sensitivity for the sanctity 
and importance of individual beliefs. What surprises me is that a 
relatively small corporation would risk developing a product so 
potentially controversial. A bold move, indeed, but one which not only 
·individuals, but employers are raving about. Listen to these 
testimonies: 

•r was so stressed at work and home that it seemed I had lost 
control. I tried the spas, hobbies, church, but nothing seemed to 
work. Then I was in the computer store one day and purchased this 
package, ZENTOOLS. It changed my life!" 

- Bob: Computer Programmer, Boston, Massachusetts 

•Before ZENTOOLS, our office was a den of backbiting, coffee 
swilling, doughnut munching yuppies. I can't believe the change! 
There is no noise any longer, productivity is up 35% and climbing, our 
customers aren't sure they still deal with the same people. Everyone 
is friendly, healthy, heck ... nine people have even quit smoking! It is 
the single best investment our company has ever made!" 

Page 5 ofl4 

- Stephanie: V.P., Eastern Marketing/Sales Conglomerate, New York. 

(U) Briefly, ZENTOOLS is designed to teach the user how to 
develop and maintain periods of productive meditation while at work, 
home, or traveling (but not driving). There are seemingly innumerable 
options which you can set. You can even set •it to come up randomly 
during your day, but at least a minimum number of times, which you 
select! Sessions may vary widely but in general consist of a 
reflective period, a teaching period where lessons of self discipline 
and control are conveyed to the user, an agenda period on prioritizing 
your projects which you will do immediately after your session and, 
finally, the self induced trance. (Note to Employers/Managers: It is 
highly recommended that you establish some trance position guidelines 
such as whether it is acceptable for employees to lie down, sit on 
floors, etc ..•. The documentation accompanying the software is very 
helpful in this regard.) 

.. . . . l(b) (3)-P.L. 86-361 
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(U) Supervisors have been made aware of this product and can 
arrange demonstrations through NCS. Your feedback could be a key in 
making this product available to all Agericy employees. Remember the 
name, ZENTOOLS, and have a peaceful day! 

B. LEONARDO WHO? 

Certain famous first names are almost universally recognized and, 
to a lesser degree, associated with not-so-famous last names. Take 
Galileo. Most people associate Galileo with the gastronomical 
telescope and some even know that his last name was Galilei. It 
has been rumored that as he became a more seasoned astronomer, he 
changed his last name to Galilee. How about Marco? In his time, 
he was a big shot who, when properly oriented, landed on inventing 
the Poloroid camera. Michaelangelo Buonparroti painted flora and 
fauna on the ceiling of a once pristine chapel. And then there's 
Leonardo Pisano. Leonardo Who? PISANO! You might guess that he 
was a vintner and early forbear of the.widely known Carlo Rossi, 
but what he's actually noted for was observing that the birth ~ate 
of rabbiti:; fQJ.lQWS a particular pattern. He subsequentially beeame 
famous, and was later known as FIBONACCI. 

l/l/ll//l//ll{IIIII/IIII/////II//IIIII/III///II//I//II//II//////I/II//I 

6 . COMMUNITY SERVICE 

A. RATSKELLER TO OPEN IN OPS2B 

Have you noticed how creative sparks fly when you are out. ~ith 
friends drinking your favorite brew? Up to now, there was no place 
where cryptanalytic subjects could be freely discussed while enjoying 
the golden beverage with good company. Imagine how much cryptanalysis 
could benefit by having such a place in a secure environment where 
ciassified discussions were encouraged! 

Well, your wait is over. The BOD, ever committed to the precepts 
of TQM, have heard your cries! Part of the basement of OPS2B will 
become the world's first classified Ratskeller. Current plans are to 
decorate to the theme of CASABLANCA. Agency seniors will take turns 
as waitp~rsons, donning costumes of the WWII era and using nicknames 
such as 8 Fast Freddie" and •Ace Perkins•. Hours of operation are 
expected to be 0500-1330 Mon & Thurs (to accommodate early people), 
1030-1800 Tues & Fri (for late people), 0000-0430 Wed (the red-eye 
special for Mids).- You can expect to start sipping the suds sometime 
in late October of this year. · 

B. NEW SHOPS AVAILABLE TO WORK FORCE 

With the reductions in the Agency work force, unused office spaces 
have appeared in OPS #1 South corridor. CWF announced at its Saint 
Patrick's Day luncheon that new shops will soon be available to the 
Fort Meade Campus work force. Plans for a discount liquor store (similar 
to Class 6 stores), ABC Pawn Shop, and Betty's Briefing Clothing Store, 
are being finalized. Although not yet on a par with the shops at 
Pentagon City, CWF feels that these retail outlets·will improve.the 
quality of life at NSA. Free samples, complimentary hot dogs and lemonade, 
and balloon rides from outside Gatehouse #4, will mark the grand openings 
on 31,September 1995. 

II/I///I//II/I/I//I//II/////I////II//II//I/I/I//I//II////II/I//II//I/I/I 
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7. PUZZLE AND PROBLEMS 
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A. PUZZLE (Send your solution to our Puzzle Editor,~1------.1 
and we will publish the names of all those who solved this one.) • • • I I (b) (3)-P.L. 86-36 

As a challenge, form as many conunon English words as you can of 5 or 
more letters from the diagram below. Please start at any letter, but 
move only to adjacent letters. Repeating a letter by staying on it is 
not permitted. If you wish, however, you may return to a letter after 
moving off of it. Lastly, the following are not allowed: foreign words; 
obscure words; out:-of-date. words; less commonly used words; slang_. 

B. PROBLEMS 

_IX\ _ 
_ JZ\_/D\ _ 

_ / N \_/ F \_/·M \_ 
/ P \_/ R \_/ S \_/ C \ 
\_I M \_I R \_/ Q \_/ 
/ C \_I S \ -~I T \_/ R \ 
\_/ N \_/ W \_/ W \_/ 
I K \_/ V \_/ V \_/ T \ 
\_/ L \_/ K \_/ J \_/ 

\_I B \_I N \_/ 
\_IT \_I ,_, 

Q: How many Windows prog~ammers does it take to change a light bulb? 

A: Four Hundred and seventy-two. One to write WinGetLightBulbHandle, One 
to write WinQueryStatusLigptBulb, one to write WinGetLightSwitchHandle ... 

Q: How many WordPerfect support technicians does it take to change a light 
bulb? 

A: We have an exact copy of the light bulb here, and it seems to be working 
fine. Can you tell me what kind of system you have? OK. Now, exactly how 
dark is it? OK, there could be four or five things wrong ... Have you tried 
the light switch? 

Q: How many managers does it take to change a light bulb? 

A: We"ve formed a task force to study the pro~lem of why light bulbs burn 
out, and to figure out what·, exactly, we as supervisors can do to make the 
bulbs work smarter, not harder. 

Q: How many testers does it take to change a light bulb? 

A: We just noticed the room was dark; we don't actually fix t_he problem. 

Q: How many Microsoft technicians does it take to change.a light bulb? 

A: Three. Two holding the ladder, and one to screw the bulb into the 
faucet. 

Q: How many MIS (Management Information Systems) guys does it take to 
change a light bulb? 

-------------------,-
. . ..... 
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A: MIS has received your request concerning your hardware problem and has 
assigned your request service number 39,712. Please use this number for any 
future references to this light-bulb issue. 

Q: How many C++ programmers does it take to change a light bulb? 

A: You're still thinking procedurally. A properly designed light-bulb 
object would inhe~it a change method from a generic light-bulb class, 
so all you'd have to do is send a light-bulb-change message. 

Q: How many developers does it take to change a light bulb? 

A: The light bulb works fine on the system in my office ... 

Q: How many shipping department personnel does it take to change a light 
bulb? 

A: We can change the light bulb in seven to ten working days, but if you 
call here before 2 P.M., and pay an extra $15, we can get the bulb changed 
overnight. 

Q: How many Microsoft Engineers does it take to change a light bu~b? 

A: None. I !will-just redefine Darkness(tm) as the new industry 
standard. L--------- • • • • · · • • • • • ■ • • • • • • • • • . . . . . . . ' ..... . . . . I (b) ( 6) I 
Q: How long does it take a DEC repairman to change a light bulb? 

A: It depends on how many burnt-out bulbs he brought with him. 

Q: How many Newton* us.ers does it take to change a light bulb? 

A: Foux! there to eat lemons, axe gravY soup. 
*Newton is an Apple hand-held Personal Digital Assistant (PAD) computer 
that recognizes handwriting and speech. 

Q: How many Microsoft vice presidents does it take to change a light bulb? 

A: Eight. One to work the light bulb, and seven to make sure Microsoft 
gets US$2 for every light bulb ever changed anywhere in the world. 

Taken,from the •Illuminating Geek Jokes• section of WIRED magazine (Dec '94): 

//I//I///II////I//II/I/I//////I/I//I///////I/III/II//I//I//I/II//////II/I 

8. TIDBITS 

A. THE WAIL OF A CRYPTANALYST 
by W.M.V. Hoffman 

There are moments when the world looks bright and rosy, 
When the messages are tailing as they should, 

When each fancy little letter 
Makes the columns come out better, 

And the rows could act no better if they would. 

Then the heart of the cryptanalyst is merry, 
And he chortles as he sets the traffic down; 

And he thinks the enemy chaps 
Are such simple-minded saps, 

l(b) (3)-P.L. 86-361 
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And the man who makes their ciphers is a clown. 

Bu~, alas! there comes a day of horrid failure; 
our cryptanalyst is miserable and blue; 

And the nasty little letters 
Thumb their noses at their betters 

And make gibberish no matter what you do. 

You can stand them on their heads and read them backwards, 
You can shift. them. left to right and.to and fro, 

You can calculate and mutter 
Till your brain becomes like butter, 

But no matter what you try it doesn't go. 

Then you curse the day when ciphers were invented, 
And you kick yourself around for being dumb; 

And the guy who once invented 
Such a code is a demented 

Low-down, slinky, lousy, dirty, rotten bum! 

(From the Feb 1982 issue of Cryptolog) 

B. MEMORABLE QUOTATIONS 

Jim Koch, Founder of The Boston Brewery and maker of the Samuel Adams 
line of.beers was overheard to have said recently: 

"There is food in beer, but there is no beer in food. Beer is 
like liquid bread - it provides the same necessary nutrients. 
I say, just lay off the food.• 

•smoking kills. If you're killed, you've lost a very important part of 
your life.• 

- Brooke Shields, said to demonstrate why she should become. 
spokesperson for a federal anti-smoking campaign 

"I've never had major knee surgery on any other part of my body.• 
Winston Bennett, University of Kentucky basketball forward 

"I support efforts to limit the terms of members of Congress, especially 
members of the House and members of the Senate.• 

- Vice-President Dan.Quayle (surprise, surprise) 

"Outside of the killings, Washington has one of the lowest crime rates in 
the country.• 

- Mayor Marion Barry, Washington, D.C. 

On Pesticides: 
"Sure, it's going to kill a lot of people, but they may be dying of 
something else anyway.• 

- Othal Brand, member of a Texas pesticide review board, on 
chlordane 

"The exports include thumbscrews and cattle prods, just routine items 
for the police.• 

- Commerce Department spokesman on a regulation allowing the 
export of various products abroad 

•Are you any relation to your brother Marv?" 
- Leon Wood, New Jersey Nets guard, to Steve Albert, Nets TV 
commentator 

---------------------, 
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•If you can't make the putts and can't get the man in from second on 
the bottom of the ninth, you're not going to win enough football games 
in this league, and that's the problem we had today.• 

- Sam Rutigliano, Cleveland Browns coach, on why his team lost 

On Government Ability to Conmunicate After Death: 
•Beginning in February 1976 your assistance benefits will be 
discontinued •.. Reason: it has been reported to our office that you 
expired on January 1, 1976.• 

- Illinois Department of Public Aid 

On Criticism: 
•That lowdown scoundrel deserves to be kicked to death by a jackass--and 
I'm just the .one to do it.• 

a congressional candidate in Texas 

•It takes a virile man to make a chicken pregnant.• 
- Perdue chicken ad, as mistranslated abroad 

MEMBERS AND.NON-MEMBERS ONLY 
sign outside Mexico City's Mandinga Disco in the Hotel En\POrio 

Wish---To end all the killing in the world 
Hobbies---Hunting and fishing 

- from personal statistics of California Angel Bryan Harvey, 
flashed on the scoreboard at Anaheim Stadium 

•He"s trying to take the decision out of the hands of twelve honest men 
and give it to 435 Congressmen!• 

- Representative Charles Vanik of Ohio, when he heard that the 
indicted Spiro Agnew was asking to have his corruption case 
tried by the House instead of in a regular court 

•The Holocaust was an obscene period in our nation's history ••• this 
century's history •.•• We all lived in this century. I didn't 
live in this century.• 

- Dan Quayle, then Indiana senator and Republican vice-presidential 
candidate during a news conference in which he was asked his 
opinion about the Holocaust 

• In the early sixties,· we were strong, we were virulent ••• • 
John Connally, Secretary of Treasury under Richard Nixon, 
in an early seventies speech, as reported in a contemporary 
•American Scholar• 

"At the· Lincoln Park traps on Sunday ••• over 80 shooters took part in 
the program. ~otarians, be patriotic! Learn to shoot yourself.• 

- from Chicago Rotary Club journal, •Gyrator• 

•The streets are safe in Philadelphia, it's only the people who make them 
unsafe.• · 

- Frank Rizzo, ex-police chief and mayor of Philadelphia 

•r•ve always thought ~hat underpopulated countries in Africa are vastly 
underpolluted. • 

- Lawrence Summers, chief economist of the World Bank, explaining 
why we should export toxic wastes to 'l'hird World countries 

On the Little-known Importance of Poultry Inspectors: 

.. !(b) (3)-P.L. 86-36! 
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"The crime bill passed by the Senate would reinstate the Federal death 
penalty for certain violent crimes: assassinating the President; 
hijacking an airliner; and murdering a government poultry inspector.• 

- Knight Ridder News Service dispatch 

•After finding no qualified candidates for the position of principal, the 
school department is extremely pleased to announce the appointment 
of David Steele to the post.• 

- Philip Streife~, superintendent of schools, Barrington, Rhode Island 

•The doctors x-rayed my head and found nothing.• 
- baseball great Dizzy.Dean explaining how he felt after being 
hit on the head by a ball in the 1934 World Series 

C. LIMERICKS 

A manual cryppie did so laugh 
And smile as he worked on his digraph. 

He thought ZQ meant 'beating', 
But it really was 'meeting'; 

So the message read 'beating his staff'! 

A psychic cryptanalyst poses 
To solve systems by crypto-osmosis. 

He could dream in the night, 
Which solutions were right, 

Then leave early to tend to his roses! 

The gymnast cryptanalyst Fred, 
Decrypts while he stands on his head. 

But the problem, you see, 
wa~ with TOPis, •cause he 

Made plain text that upside-down read! 

II/II/I//I////I/II/I/I//II/II////I//II/I//II//I//I//II/I//I//II/III/III/II 

9 . ACTION LINE 

A. QUESTION fl 

Dear Action Line, 
"Tales of the Krypt• recently reported that the CA Professional 

Qualifications Examination (CAPQE) will no longer be required for 
certification as a professional Cryptanalyst at NSA. Are any other 
~hanges being planned to the certification requirements? If so, what 
are they? 

CA (Curious Analyst) 

Dear CA,· 
The elimination of the CAPQE is just one of the changes being planned 

for the CA certification process. The-Panel - in conjunction with M3, 
the General Counsel, and a special .DDO Legal _Affairs Committee - has 
been busy reviewing all professionalization criteria, looking for weak 
spots. Doing away with the CAPQE is only the first to be put into effect. 
Some other changes to be implemented: 

1. A number of additional NCS courses will be required. The growth 
in the types and sophistication of communications in recent 
years has meant that new courses were going to be developed 
anyway, and the Panel was quick to recognize these courses as a 

....----------------------, • _i(b) (3)-P.L. 86-361 
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way to fill the gap left by the CAPQE. It is expected that 
20-25 required courses would be added to the current number of 14. 
As a bonus, many of the new courses are expected to have 
applications to actual operational cryptanalytic problems. 

2. Revival of the •points• system, where specific accomplishments 
are awarded some number of points, and professionalization is 
achieved when a set threshold is. reached. This program will 
differ from similar versions in the past, however, in that the 
number of points needed for certification~ and the number of 
points awarded for specific accomplishments - will be tailored 
to each aspir~t, as determined,by a series of interviews with 
Panel members. In this way, we hope to address the all-too-common 
situations where some people appeared to attain professionalization 
more rapidly than others. (This approach is very familiar to the 
sporting world, especially in golf, bowling and horse racing.] 
This is designed to •level the field•, giving some aspirants a 
better shot at gaining certification. 

3. Tb~ writing of a technical paper will still :be required, but the 
review process will be eliminated. Aspirants will no longer be 
required to give an oral presentation of their paper (this was 
found to be too stressful for the reviewers), but will instead 
be asked to sign an affidavit that the paper being submitted deals 
with a valid cryptanalytic topic, is of a minimum length (to be 
determined later), and took a minimum amount of time to write. 
(also to be determined later). This affidavit will become part 
of the aspirant's permanent record with the Panel, and if at some 
time in the future the paper is actually read and found not to be 
in compliance, the Panel will have the power to strip the analyst 
of their certification. 

4. In recognition of the crucial role that computers have come to 
play in cyptanalysis, the requirement of a computer program will 
also be modified. The primary aspects of the new criteria are: 
a) three programs will be required (vs. the current requirement 
of one); b) to promote standardization, all programs must 
be written in either Ada, ·c++, FORTRAN77 or QBASIC; c) again to 
promote standardization, all source code must be created using 
the emacs text editor; and d) programs must compile and run on a 
minimum of three different platforms (e.g. IBM PC, SUN and CRAY). 
Programs must be completely orignal and will be subjected to a 
rigorous review by a panel of computer ,experts. Any program found 
to contain routines written by others (to include most standard 
library subroutines) will be rejected. 

That just about covers it. There are a few other changes being planned, 
but you don't need to be concerned over them. As you can see, the Panel 
is vitally concerned about the continued technical health of the field of 
Cryptanalysis, and it is hoped that the new criteria will not damage our 
posture to any great extent. As always, if you have any questions about 
the new process, you may bring them to the Panel, and they will give them 
the attention they merit. Thanks for the question. 

I I CACP 

B. QUESTION 12 
'-------~ ..... . 

• • •1(b) (3)-P.L. 86-36! 
• • 

Dear Action Line: • • 
. 

Maybe I'm dumb, but I don't have a clue as to why the'Agency cares 

• 
• • 

• 
. 

• 
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about VISION STATEMENTS all of a sudden. It seems to me to be such a 
waste of tim~ and effort.-

Non-visionary 

Dear Non-visionary: 
You couldn't be more wrong! Vision statements are the driving 

forces of change in an organization. They give full purpose and 
direction to the mission of any group. They set the tone for the 
hoi polloi. 

To give you an example, suppose we talk about a company which 
makes widgets. This company came up with the vision statement: 
TO MAKE THE BEST POSSIBLE WIDGETS. You p~obably think that such a 
profound statement took years to evolve. Actually, it took only two 
dozen top corporate executives two weeks to develop it during an 
off-site team-build in Hawaii. That singl~ vision statement spurred 
the Advertising Department to come up with: TO CONVINCE PEOPLE TO 
BUY MORE WIDGETS THAN THEY NEED. You can see the trickle-down effect 
now. Even the Research Department threw its hat in the fray with: 
TO DESIGN TOMORROW'S WIDGETS (that's just like researchers to come up 
with so.mething that allows them to procrastinate fe~ anether day). 
The workers decided on their own version: TO MAKE THE LARGSST 
SALARY POSSIBLE WHILE MAKING THE FEWEST POSSIBLE WIDGETS. As you cari 
plainly see, the proper framing of a vision statement keeps the 
intricate parts of any organization working at cross vision statements 
instead of at cross purposes. 

C. QUESTION #3 

Dear Action Line: 
I have noticed that, for the past 20 years, the quality of dress 

at the Agency has declined dramatically. The way people dress today 
disgusts me so much that I sometimes feel physically ill. Don't these 
people·know that to be true professionals, they must dress appropriately? 
Is there anything that can be done -- perhaps the institution of a 
dress code? 

Sore Eyes 

Dear Sore Eyes: 
We brought your letter to the att~tion of Mr. Otto Nobetter, chief 

of protocol. He discussed your concerns with several other senior Agency 
·officials who jointly responded as follows: 

•complainers like you have nothing better to do than whine about 
silly, irrelevant things. If you worried half as much about your own 
productivity, it would never occur to you to be so droll. You should 
be more concerned about national issues, such as television prime time 
network ratings, the rising cost of cable television subscriptions, a,nd 
famous trials from the west coast. So, dress down and take your work more 
seriously. GET A LIFE, Sore Eyes!" 

///llll/l//l//l//l//l/l//l//ll/ll/ll//ll/ll//l///l////l///l//////ll//ll/l 

10. EDITORIAL CORNER 

We hope you have enjoyed reading the first April Fool's issue. It was 
meant to bring enjoyment and a little smile into your very technical 
world. 

######################################################################### 
NOTE: We MUST receive any submissions for the May issue by 21 April. 
#################################1####################################### 

(b) (3)-P.L. 86-36 _____________ ....;... __________ 1···· 
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1. ~ PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her gh,jce. This 
month we are pleased to feature the thoughts ofl _ Chief, R51. 

~ RSl is the Mathematics Research Division of RS. The;~.~•: ~~t• ••:!(bl (3)-P.L. 86- 361 
going on in RSl besides our basic research work but I'm not sure .• 
that very many people really understand the diversity of activities .• 
here. Since the whole idea of all these projects is to support the.• 
cryptomath community at NSA, I thought it would make sense to tell.~ou 
about the whole range of projects going on in RSl and also try to• 
convince you that RSl is a great place for a cryptanalyst to take a 
diversity tour. Let's start _with the latter topic. .• 

• • 
~ MATHEMATICS RESEARCH: This is our core mission:• to carry out research 
on math problems relevant to any aspect of the Agency's SIGINT or 

Approved for Release by.tSA on 09-28-2023, FOIA Case# 61704 
• 
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INFOSEC missions. Most of our work is related to cryptologic 
mathematics and supports Z Group cryptanalysis efforts, but we are also 
trying to have an impact on problems involvin collection 

t t s s an area where we need • • • 
to increase our contribution. • • • • • • • • • • • • • • • · · · • • • • • ■ ■ ■ ••• : •. • • ..,_ __ 

· Whether you have a PhD in math or a BA in English you are 
welcomed and encouraged to stop in any time and talk about a diversity 
tour in R51. The role of mathematics in cryptanalysis is well known, 
and a tour in R51 gives you a chance to extend your math expertise into 
some exciting new areas. Recently we have had a larc:re research effort ••• ■ 

Jump oxx onto another aspect of R51. But, before I go on, please 
.consider coming to R51 for a diversity tour - there is a great group of 
people here to work with and we are-equally happy to learn from you as 
well as teach! 

~ RSl MANAGEMENT: I want to give you an overview of some of the other 
activities going on in R51 but first, I'll mention that the management 
structure of Rs1 · is much simpler than in most organizations. At the •• ; ••• ·• 
moment, other than the ~h,,i.13:I;,. we have. enly•uwo•pet>t,l"e" :t:rf fnmiagement • • • • 
roles. I Jis the Technical Director of R51 and has the job 
of bringing new projects into the office and making valuable technical 
contributions to all of the projects. He organizes the R51 work force 

ww,-.. 
I I 

ltJ u, 
• 0 
I:' • c:: 

en en n 
"' IW 
W 0 

"'"' "' 

w 

into effective teams ·and acts .a11.~u~.JQa.j.:g, .in~arfaoe■ t!o- the folkll"w'e"cl:r:"e" • • • • • • • • r 
trying to support • I I is our External Research Director,. and 00 

takes care of coordinating all of the RSl activities that support the r 
mathematics infrastructure of the U.S. as well as the projects that ~ 
involve support to the NSA cryptomath community by folks from the . • •• • • • 
academic and industrial world. He makes sure that a complicated set. gi • • • 

. . . . . . . . ....------------------------T 
.. . . . . . 
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actions move forward in a timely manner throughout the year, plans out 
the R51 budget (which supports the whole cryptomath community in many 
different ways), and formulates research projects for external work. 
Other than myself, I I there are no other managers of any 
sort at the moment, just 40 or s~blathematicians (including visitors) 
who are left free to do math. We us~l~y have a customer d8futy 
visiting from Zand most recently this wa~.[ .J.has moved 
on to take over as the acting Chief of R53. '• • . . . 
'fie> THE DIRECTOR'S SUMMER PROGRAM: . We bring 25 ~l •t;he very be~e. 
un&rgraduate math majors in the country to NS~ each SUJIIVler througa, 
this highly competitive program. Usually 10 are returning•O.SPers fro~ 
previous summers and they are assigned to offices throughout ~h, •. 
cryptomath community, and 15 are first time DSPers who work down•i~ •• 

. the DSP room under the mentorship of top Agency cryptomathematiciana♦ ••• 
The goal here is to establish a long-term relationship with the •• 
mathematicians who will be the leaders of the U.S. math community for 
the next generation. (We will hire some former DSP students here (and 
have hired some at ~DA) but that is not the primary goal.) The program 
manager for the DSP is I 1-an<i -she •handle~ "every• clS'pl:!c!t" bf "th~ • • 
complicated process of advertising the DSP, organizing the selection 
meetings, and tracking a large pool of students through the clearance 
process. She has the whole process running very smoothly and we are 
very excited about this year's group. It is extremely important to have 

Page3 ofl3 

• . . 
. . 

• . . . • . .. .. • ...... 
w 
I 

'U 

t< 

a strong presence by z in the DSP room and this year we are vrry happy ro 

to have! _as the ';' 
DSP Teclinical Directors. • • • • • • · • • • . ~ 

: : : -:-:a• 
• • • • • • • • • • .. ... .. • ♦ 

t'1"eQQl THE MATHEMATICAL SCIENCES PROGRAM: Tplq .is .a,. J)rog:tmn" clirough ....... .. 
which NS.A funds undirected, ro.a.t:tlema.dcs • te"search in the u. s. acag.~~ ·• ·• • 
community. I I is the MSP director and I .. •l'the 
program administrator. The.MSP, which also funds confe,;r-ertdess and .• 
workshops, has had a major impact on the U.S. matl\ community and has .• 
played a large role in promoting a positiv~-:rmage for the Agency. A .• 
committee of the AMS oversees which.g.?:"adts are funded and the program • 
has enabled many younger math~tlcians to get funding. A current · • 
action item here is to get"more of the mathematicians receiving gran~s 
to visit NSA.and lectu;e on their work. •• 

. . ----~· O •THE 0 ~.r:aBATICAL PROGRAM: In addition to the MSP, I fand 

. 
♦ 

also manage the Sabbatical Program which brings academic 
ticians into NSA for a year or two. This program has a been a 

great success. At the moment I I i.s. '!'i.s~ ~i_n~. o,r.. t;h.e. f!ap\)c&t.i~q.l ••••••••••••• 
program and working in R21. This summer three people who originallX--- •• • • • • 
visited through the sabbatical ro ram will return for the summer: L....J 

In Junel ]will start a 
l,,!l"'l'l~~"'l"'!rT'"T.~urrrr'l!:'a;;n,l""i"1,■;n:""1~e::--i~a~'l""1i'"'r-ii-l"'. -i.-i.=," ~i"}.l ".a"f'ii.Vl!". :(d'J:"·:a: yt5a_"r; ■: ■:rtits: -: ,c ,c ,c " " • .. • 

program has been extremely valuable for two reasons. First, we get some 

I 
'U 

first-class help on our most difficult problems. Second, we build some g; 
strong ties to the academic world. For example,I lis helping· ~ 
us establish a Center for Computational Mathematics at Rice Unlversify" • ·• • • • • • • • ~ °' 
which will play a large role in our outreach efforts to the Hispanic 
mathematics community. 

~ JSAG: THE JOINT STATISTICAL ADVISORY GROUP: This program, whicp.•. 
has been in existence for 20 years, brings unclassified statistics.•• 
problems of operational interest to three leading centers of stati~tics 
research: Stanford University, U.C. Berkeley, and the Universit"i/ of 
Washington. Work carried out on these problems appears in.a"series of 
reports that are available through R51. The JSAG prob\ems have been the 

• 

. 
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topic of many PhD dissertations at the three institutions listed 
above. A related activity is the sponsoring of applied mathematics 
workshops and a recent exainple is the conference on applied change 
point theory organized by1 · 1 Conference proceedings are now 

Page4of13 

available. If you can formulate a 'sta~i'st%cs. :i::eseclrpl} problem i~ an 
unclassif/ed setting and would like some help, call L ••••••• ~-Qr •••• I 1 ..................... · ..................... ·.·.·.····•:•:"'."'·"'· ...... -

~ 
(FOUO) MATHEMATICS CONSULTANTS: Leading academic mathematicians w 

regularly visit the Agency through R51 an,~1111,1,.A..Mlliiilol,,l-'IMlo ..... ~1 operational I 

Clemspn L ) f :i::om ■NC• Sbate,• an • • • • • • • • • · from t-

areas. 1'JDADa ;nr re;1J =r -0011.suJ.t.ant:a .are .......•.. ■ r · .. ·c·f·,·,~,·,·,·•·•·•••·•·•· t-o 

UMBC. L :who visited through the sabbatical pro~ram, ~ 
will Join ourist o consultants soon. We also bring I ( of AT&T ~ 
in for consulting work~ • • • • • • ■ • • • • • • °' ... , . .. , 
(U) WiMS AND OTHER OUTREACH EFFORTS: R51 provides the funding and • •:• • , 
administrative support to WiMS activities (Women in Mathematics) at NS.A.•:•• / 
and to a number of outreach and recruiting efforts to minority • • • • • ' 
mathematicians and· institutions. • • • • • • / . . . . ,,, 
~ IDA: R51 is the primary interface for the three"IDA z.e"s~arch ,,," 
centers that work exclusively for NSA: The Center.fdr c~!cations ,,," 
Research at Princeton, The Center for Conununications Repearch at La ~ 
~olla, and the Supercomputing Research C~t~r in Bo~i~. The mission at : 
SRC is moving away from an emphasis 0,11•the design.Of supercomputers and ~ 
into the area~ of advanced crypt~a!ytic compqt'ing and network security: 
and exploitation. To emphasi:aEf this chang~ • fhe name of SRC will also _:' 
change in the near future.••rn addition ~b considering diversity tours~ 
in RSl please take ~~•time to cons~der a tour at any of the three IPA 
centers. Again,.1•would be glad te"talk about this with anyone.. •• . •. . . . . .. 

l°CLASSIFIED LIBR.UY: The R51 library, managed by .--:1 
houses over 11,po0 cryptologic mathematics papers fr~ 

p. . years. R~ch~~1.s now responsible for the electronic ; 
distribution of IDA"papers (and RSl papers soon) and is organiz1.ng a 
large-scale eff.prt to put the RSl library on-line. The abstra?ts are 
alridy on ririe and you can access t;:hem by becoming a I ]user. 
Call for details. 

'n"e&~ R51 SEMINAR: For many years R51 has sponsored a general seminar 
on current topics in cryptologic mathematics. The R51 seminar meets 
nearly every Thursday at 1:30 p.m. in the RSl Math Lab. Watch for the 
announcements. Currently I I is coordinating the seminar 
series and he has been finding some farlt"as~ic speakers from all over 
the Agency. • • •• . • 
(Ul OK - I have run out of steam fo~ now, but if yo~•got this far thanks 
for taking the time to read about RSl. We are here to serv~-the whole 
cryptomath community so come over and get involved with some of•ou~ 
activities. • • • 

•1(b) (3)-P.L. 86-36! 

************************************ ♦ 

ll//l/ll//l//l//jJ/ll/ll/lll///l/l////lll///ll/////////l/////l/l/llll)IJ// 
. . . 

2 . (FOUO) CALENDAR OF EVENTS 

May 1-5 ACE (CCR Princeton) 

• • 
• • • 

♦ 

• 
• 

• 
• 

• • 
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May 3. 

May 8 

May 9 

CLA Speaker "Language Policies in the 
United.States• (OPS2B 4118, #6, 1300) 

Z Technology Forum; •An Inside Look at 
the l . I (FOUO) •; byr-7 
! I (1300-1400,· 'OP~2B 4118~ . . . . . . . . . 
NSA Science & Engineeri'hg•S.Opief}'" Xalk, • 
• Stopping Terrorists in MidAir "wi ~h • • • .... ; 
Aviati_on Security Technology•, """l-(b_)_(_3_) ___ p __ L-. ""'s:-6:-_-,,3....,,,6! 

(R&E Symposium Center,. J.QOJ>) • • • • • • • • • 

May 10 

May 11 

May 15 

May 23 

May 23-25 

PLAN AHEAD 

June 1 

June 1 

June 5-9 

June 20 

. . . . . . 
r7' ;~1:~~~ications Technology Forum, 
~iedman, 1000 -.1600) (See Community 

Service for details) 

Brown-bag Lunch Video, sponsored by z·FWP, 
•Taking Care of OUrselves and our Parents•, 
(2C086, 1100) 

Seminar on "Bent and Other Highly Non
Linear Boolean Functions• (see 4a) 

Crypto-Linguistic Association Banquet 
(Ft. Meade Officers•. Club, 1130-1330) 

CA PQE 

CMI Banquet (BBC, 1830-2300) 

MATHFEST 95 

CA-305 

KRYPTOS Talk (Speaker To Be Announced) 
lfllNBHIINflRRNR ■ IIIIR ■ llffftlf ■ R11 ■ ••······••111t11t1NN ■ lfft ■■■■ ftllU ■ •u••··••11 ■ 11 ■ n••···••n• 

l//l///////ll/ll/lf/l/ll/l////ll//l/l//////ll/////l/l///ll/l//////l///l//l 

3 . WORD FROM THE CACP 

a. (U) The Cryptanalysis Career Panel welcomes its newest member, 

~'---------------l :o the Panel. 
. . 

■ n•••••••••••••••n••••••••••'••••••••••••••••• ■ •u•·••••••••••••••••••• . . . . . 
b. (U) The CA Career Panel will be ~dve~tizing several positions for 
its development programs. Five CA Intern pdsitions and five 
Cross-Training positions will be advertized in tlfe•l5 May edition of 
the Headquarters Vacancy Announcement booklet. • . 
•••••••n••••••••••••n•••••••••••••••••••••••••••••••••••••••••~•-::••••••• 
c. ~ CRYPTANALYSIS CROSS-TRAINING PROGRAM (CACTP) BEGINS . . 

The Agency cross-training program began in March, with 
Cryptanalysis participating as an •emerging• career field. This 
involves a competitive selectiori process whereby people who are i~•• 
•diminishing• fields can apply for cross-training in an •emerging 
field.• Once selected, the participants will have an individualized 

i(b) (3)-P.L. 86-36! . 

. . 
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plan developed for them based on their ~ackgrounds, past Agency 
experience, and other considerations. This plan will include 
coursework and diversity tours, and will usually last about three 
years. 

In this first wave of applications and selections, the following 
three people were selected for participation in the CACTP: 

I ~ _l_._._._. ____ _ 
. r (b) (3)-P.L. 86-36 Le'""n_J _o_y"'!'s ___ m_en""""llt"'"a""'i..,..c""'hl""a""'ll"lll"l_en ___ g_e_s_an-.d~i:""s-.l:-0-0-=k:""1':", n-g-~f_o_rw_a_r-:_d~t-o-s"!'h_a_rp_e_n_J.:-. n-g--:h:-1.':"'· s__. (bl ( 6 ) 

analytical skills and using his educational background to work on 
cryptanalytic problems. 

. . . 
♦ • 

where she is a program analyst .• • 
Mary has been fascinated by cryptanalysis ,si:qc.e she EOD-ed, but th.i,s• is • · 
her first chance to get into the career field. •she.~Joys puzz~es and 
intricate projects, and is looking forward to making a inore-d~rect • 
contribution to the Agency's mission, after working so long.i<n vari~u~ • 

• ♦ • "' • 

support roles. • • ••••••• ~: •• ·!(bl (3)-P.L. 86 _ 36l 

,-----------------------------, •~ith0 ~ 

background in mathematics and accounting. She is ~nterested in areas • 
where logical thinking, attention to detail, and.drganizational skilla• 
are required. I • J 
i f 

Please welcome these Cross-Trainees into our career field as they 
tour through z Group! 

"••••••••••••••••••nn•••••••n••••••~•n••••••••••n•••••••nn ■ ona ■ nnnw ■ unn••• 

III//II//I//I///III//III///II//I///III/I/I//II/////I//////I//I//II///III// 
4. TECHNICAL ARTICLE 

A Mini-View of Mini-Scamp '95 

BACKGROUND ... There was once a cryptanalyst who attended 
a meeting of th . . ~ ~ . . . .. 

t:::::::::::::::::::::::::..1-:·~-~-~~~~~-~~~s~-~-~-~-1~.~~·~;~·~·~;~ms;·~~~-~-~;~s~·~~~-~·~~~w=·~~~-~g~·~~~-~-¼~:::~;~-rr-rr-rr~ 
customer, he then found himself being asked to answer all sorts of 
customer requirement questions from Jl. This insightful cryppie knew 
that a more thorough examination ot I lat the agency was 
in order, thus Mini Scamp '95 was conceived. • • • • • • • • • • • • • • • 

MISSION ... Mini Scamp '95 convened at the R&E building from 13 
February through 24 March. Twenty participants, 13 from z group and the 
:i:-emainder representin C J and R well as CCR, SRC, and'GCHQ, 

...... 

met to concentrate on-■---~..----•i....~iii.,jlAlilrili6..liloliil...l,j~...,.lliW...,■-111oW-.-----(• •. ·. :■" .. answer three estions: 1 
2) 

3)L---------------------------
WEEK 1 ... During the .first week·we had several meetings in 

order to establish a good working environment and to address question 
one from the above paragraph. Each z group participant described the 

WW I-' 

I I 
tu l/1 
• 0 
t< . q 

u, 
a, 0 

"" IW 
WO 
O', N .,. 

• • j(b)(3)-P.L. 86-361 
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I . lneeds in his/her division. Each of the other participants 
also had'. valuab f! !i.:r;i.~ormation to share about hardware, software; or 
algori tluns. • • • • • . . . . . 

. .. . . . ... . . . 
•· ... . . . ... . . . .. Ill•••••---------(b) (1) 

(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

.. -
• . 

METHODS .•. During the course of our work on the probl~, 
we tested many existing programs and various computat,ion platforms. 
Althou h we examined • 

• 

• 
• 

In answer to the $64,000 question (actually: 

FOR FURTHER INFO .•. We have documented our motivations, 
methods, and findings in a final report which will soon be available 
upon request. This report contains much more detail than is appropriate 
for this article, yet it is quite readable, so we urge you to obtain 

. . 

. . . . . . 

t copy if you have•~~ .. ~::~:~::•::•:::::• :::i~::~::: •• ::. ::: •'• • 0 • • • .L • .. • . . . . 
I//J/I/JJ//IJI/I/IJ///IJJ/IJ/JJII//JIJ///I/I///JJJiJi7;~J//l///////jJJ/I// . . . . 5. COMMUNITY SERVICE 

a. (U} z FWP Reps Presents Monthly Videos (See calendar) 
• ](b) (3)-P.L. 86-36! . 

On Thursday, May 11th, the Z FWP reps will be offering th!=!•~~cond in a 

. • 

. 
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series of Monthly Video presentations focusing on Family Issues, 
including Parenting, Eldercare, Childcare, and Balancing Family and 
Work. In this presentationJ I Maryland Department o.f 
Mental Health, discusses the changing physiology'and social behaviors 
of the aging and offers insight in dealing with the ela~rly. 
ftHHfl ■■■■■ ftNNftft ■■ ftffftW ■■■■ ftftft ■ R ■■■■■ UN ■ Wft ■■■■ W ■ ~l ■■ ftft ■■■■■ ~■~ ■■■■■■■■■■■ ft ■■ # ■ . 
b. {U) NSA Science & Engineering Presentation 

. . . 
I ~s the Scientific Advisor at the FAA in the area of C_i~.if • •• 
Aviation Se t".tty· arrd• is- an •intiernat.icna.llY ,;r~c;o~~z~d expert in this • • • 
field. His talk is entitled: . • • • • • • • • • • • • • • • • • • : E] 

(b) (6) 

Stopping Terrorists in MidAir 
with 

Aviation Security Technology 

Few things are more terrifying than the thought of a connnercjal 
airliner exploding in midair. .• 

• • 

. • 

The Federal Aviation Administration (FAA) is char~ad ~ith ensuring that 
air travel is safe. They are responsible for ~dehtifying the terrorist 
threat, developing regulations, equipm~t,.a.rld procedures to reduce it, 
and conducting inspections to ensure cqmpliance • . • 
The FAA is now in the midst of ~•$'35 Million research and development 
program to id~tify, develop~•and exploit technologies to detect 
weapons and explosives, !I11Prove human performance in security, and 
increase aircraft suzyivability. Systems resulting from this research 
which are capable.~£ automated explosive detection are beginning to be 
used internat~onally . . 

------~rwill address these topics in his presentation. (See calendar) 

■ n ■ q••••••••••••••••••n•••••••••••••••••••••••••••••n ■ w ■ nu ■■■ n•w ■ nnnnnn•• 

c. (U) FIRST OFFERING OF CRYPTOLOGIC HISTORY COURSE 

The Center for Cryptologic History (CCH) is pleas~d 
to announce that it is sponsoring IR-127, U.S. Cryptologic 
History, through the National Cryptologic School (NCS). 
The course will be held from 22 to 30 June (no class on 28 June) 
from 0900 to 1200 in 9A135 in the Headquarters building. 

The course will examine major themes and enduring principles 
in the practice of signals intelligence and information systems security 
from the American Revolution to the present. CCH staff and guest 
speakers will also discuss the roles and operations of SIGINT and 
INFOSEC in many of the crises of the twentieth century. This is 
the story of how and why the U.S. SIGINT System got to be the way 
it is·. 

____ F_o_r .... information on course content, please contact the CCH at I I or on e-mail atl I For registration, please 
contact y~~re»gcW~Zption's training coordinator_ 

. . . . . . . . . . . . . . . . 
II II n n • ft n " " " • n II II •• II •• n • If ••• II "" ft ~ If ••• : • •• ~ : .... ' ••••• " •• n " •••• "·. ~ " ..... " ft • II ft II • " " • n ft . . . . . . . . . . . . 

• . 

.... : : .. . 
d. ~□Teiecommunicatloris" Technol~gy Forum· ..................... , (b) (3)-P.L. 86-361 

The final presentation.of theO;ei~~o~~i~~ti~~s· ;~c~~l~~.~~~--~ 

. . . 
.. . . ... 
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1994/95 Awareness Series is•scheduled for next month. First, there will 
be a classified briefing in the morning, followed by an unclassified 
seminar in the afternoon. 

BRIEFING 

DATE: 10 May 
TIME: 1000 - 1100 
PLACE: Friedman Auditorium 

SPEAKER: ._I ___________________ I_ • 

LUNCH: 1100 - 1200 
SEMINAR 

..... . . . . . . ... 

Page9 of13 

DATE: 10 May 
TIME: 1200 - 1600 

. . . 
• ••1 (b) (3)-·P.L. 86-361 

PLACE: Friedman Auditorium 

TOPIC: "ENCRYPTION: A GLOBAL PROSPECTUS.• Encryption is one of the most 
hotly debated topics of recent years. To what extent do governments 
have the right to control the privacy of telecommunications? Does the 
need for criminal information, obtained by intercept, weigh against the 
need for an expectation of privacy by world citizens. Cost, 
availability and readiness of equipment, worldwide, make policing and 
restricting commercial and private use difficult at best . 

. This seminar will present a review, recent trends in commercial a 
encryption, and a prospectus of worldwide policy issues •••••• • • : . . . . . . . . . . ' .. 
SPEAKER: I . I a trial lawyer anq -patent 
attorney specializing in the law of technology and intell~ctual 
property. He represents domestic and foreign clients tkroughout the 
U.S. and abroad in complex technology-related cases~•Formerly an 
Associate Professor of Electrical Engineering and.Computer Science at 
GWU, he developed an engineering course entit¾ed• "Teleconnnunications 
Security,• and a graduate law course entitled "Electronics and 
Computers: Patent Law Practice.•I Jalso has advised on and 
analyzed high-technology electronics for CIA. 

OPEN SEATING, MUST BE CLEARED TS/SI-TK FOR MORNING BRIEFING 
l<b) (3)-P.L. 86-361 .. 

♦ • 

♦ • 
II " If n ti " II n II " II If ,n " JI H •• " " II II II ft It N ••• N " " " " " " 11' • It • n • " R a •• II II •• fl n II H • If II " II • ft " • II II • n H • -.n " • . 

♦ 

• 

♦ 

♦ 

♦ 

. 
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I I 
Calendar ef Events 

The following conferences and exhibitions are sponsored by NSA, 
academia, and prafessional associations. These conferences and 
exhibitions provide the. participant~ with technical information and : 
exchanges on current plans, programs and developments. Call the number• 
listed for further information about the conference or contact c:::J •. 

with suggestions, updates, and/or additions tcf •. • 
~C_a_l_en ___ da_r_o-f_Ev_e_n_t_s ___ ......,_••·••••••••••·••••••••••••••••••••••=:-------

1 (b) {3)-P.L. 86-361 

May 95 

6-11 May; Digital Equipment Computer Users; Washingt~n, DC; (800) 
332-8755 

8-9 May; Technology Convergence 95, Capturing Competitive Advantages 
Through Integrated Telecommunications Solutions; Philadelphia, PA; 
(800) 626-1796 

8-10 May; IEEE Symposium on Security and Privacy; 0akland CA; Email: 
sp(U td. nrl. navy 

8-11.May; ECF95, Eastern Communications Forum; Washington, DC; (312) 
938-3500 

9 May; 1995 Vital Issues Symposium, Geo-Political Impacts of C4I in the 
21st Century; Washington, DC; (703) 757-1466 

9-11 May; IN '95, 1995 IEEE Intelligent Network Workshop; Ottawa, 
Canada; (905) 615-6486 

9-12 May; ICASSP '95; Detroit, MI; (517) 663-7114 

9-13 May; 7th International Conference on Indium Phosphide and Related 
Materials; Hakkaido, Japan; (908) 562-3893 

14-17 May; 1995 IEEE/LEOS Workshop on Interconnections Within High 
Speed Digital Systems; Santa Fe, NM; (908) 562-3894 

15-16 May; C4I Networking Solutions -- Today and Tomorrow; Tidewater 
Chapter, Hampton, VA; (804) 764-7065 

15-17 May; Test & Evaluation Under the New Acquisition·Reform 
Initiatives; Washington, DC; (310) 534-3922 

15-18 May; 6th Joint European Networking Conference: Bringing the World 
to Desktop; Tel Aviv, Israel; Tel: 31-20-639-1131 

15-20 May; SVIAZ '95, 7th Biannual Communications Systems·and 
Facilities; Moscow, Russia; (800) 868-9761 

16-18 May; 7th Wireless Data Communications conference; (203) 847-5131 

16-19 May; 7th Annual Canadian Computer Security SYJll)osium; Ottawa, 

j(b) (3)-P.L. 86-36! ------------------------t•• 
9/23/2010 
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Canada; (613) 991-7656 

21-26 May; CLEO/QEL - Conference on Lasers and Electro-Optics and 
Quantum Electron:ics and Laser Science; Baltimore, MD; (908) 562- 3893 

22-24 May; Information Security Conference: Securing the Extended 
Enterprise; Rosemont, IL; (800) 808-EXPO 

22-24 May; IWANNT '95 - International workshop on Applications of 
Neural Networks to Telecommunications (IWANNT '95); Stockholm, Sweden; 
'(201) · 829-4929 

27-29 May; IEEE International Symposium on Requirements Engineering; 
Heslington, York, United Kingdom; Email: Didh@minster.york.ac.uk 
•••••••••••n ■■ ••••••••••••••••••••••••••••••••••••••••••••••••••••••••w ■■ 

f. ~ MEPP HONORED 

The Math Education Partnership Program has been selected to receive 
Special Recognition in the nationwide 1995 Public Service Excellence 
Award Program. All MEPP volunteers are cordially invited to attend an 
award presentation and social on Tuesday, 2 May from 1300-1400 in the 
Canine suite. Pease come and share in the excitement! POC is I I . 

♦ 

~-~-~-~-~-~-~-~-~-~-~-~-~-~-~-~-~-~~~--~~~~--~•\·:································;~_ . . . . . . . . . . . . 
••• ·-~i:..i:i~i:,-.. •• 

W1. MS Activit1' es • • • 'l. ,. ,. \ ,. ,. • g. ' ,. .. .. .. .. .. .. .. .. • • 

At the last WiMS meeting on 20 April 1995, I I(~~.- ~~;) · ~;o~:i~e~ • • • • ' 1
"., rr 

a report on the funding support provided by R51 to external WiMS type 
activities. Last summer, R51/WiMS provided support to the now well 
known and publicized·Research ExPerience for Undergraduates (REUs) at 
the Mills Summer Math Institute. This provides research opportunities 

w 
I 

t1j 

t-' 

for undergraduate women in mathematics. The Mills program is being oo 

funded by NSF this year. This summer, we are providing significant ~ 
support for a simil;r program to be ·started up at George Washington ~ 
university. Our own I,_ _ __,,.-----~win be ·t~c!h'il\g h • 3' \r~e'k· • • • • • • • • • • : ; ; ; ; : ' • 
combinatorics course there as well. In addition, RSl/WiMS is prow.~irig:: 
some support to a similar REU being started this year- a( 'si: • • • · 
Olaf/Carleton College. • ••• • • • •. •• •.: • • • • • . . . . . . . ... 
Last year,_ _____ ...,.tr~~e~ed butt~ Mills to see what this REU was 
all about. That wa.s•~ery"fortunate for us since she made contact there· 
with! ta spectacular mathematician who will be EODing to NSA 
shortly. We hope to again send Agency representatives to Mills this 
year, and to·St. Olaf/Carleton as well. 
llllltll ■ lfn••····••nH ■ ltnnn11 ■ nN1tllNAN ■ ll ■■■ tlftft ■■ •n••··"······· .. ··········••n ■ HIIW ■ 

//I//III//I///I///I///II//II//////////I///I/////////I//I/I/////I///////II/ 

6 . ACTION LINE 

QUESTION: Has any consideration been given to limiting the terms in 
office of KRYPTOS officers? This would include the term in a 
particular office and consecutive terms of service in any office. 

Signed, Anonymous 

--------------------------------~----------------------------------------
ANSWER: Coincidentally, the KRYPTOS Council is in the process of 
considering shortening the terms of its officers. we were prompted by 

.-------------------------~········ 
_i(b) (3)-P.L. 86-36! 
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two considerations: 
a_) several officers. serve four years and that gets to 

be somewhat long; and 
b) we desire to get more people active in KRYPTOS affairs; 

increasing the turnover rate of our officers will accomplish this. 

The terms of offices are defined in the bylaws and so these would have 
to be changed by vo~e of the membership. The Council plans to finalize 
the proposed changes at our April meeting and have the membership vote 
on them at the June KRYPTOS talk. To this point we had not considered 
prohibiting back-to-back terms of office but I will now have the 
Council consider this possibility. Thanks for your suggestion. 

I ~ • • • • • • • • • (b) (3)-P.L. 86-36 

KRYPTOS President 

I/II//I/III/I/I/I///II////////I/////II///I/I/III//IIII//I//II/I/III/I//I/I 

7, ~ NEWSLETTER ANNIVERSARY CONTEST 

It is hard to believe that we are approaching our first anniversary, 
but it's true. It has been a very interesting endeavor for us, and 
we hope it has been the same for you. For our anniversary issue, 
we would like to recognize some-of the most unusual CA-related 
events experienced bu our readers during this past year. So, if you 
have such a Tale, submit it to us by 19 May. The Editorial Board will 
vote, and the top two winners will be treated to Anniversary Sundaes 
by us! 

#########H#H#####.###H#######H##H###############HH#########H###### 
NOTE:· we MUST receive any submissions for the June issue by 26 May. 
#######################1################################################# 

If you have any comments or suggestions, please submit them to any 
member of the editorial board. 

Jae Ingram, Cryptologic History Museum 

I 
OFFICE Re0s • • • • • ■ •. • • • • • • • • • • • • ■ • • ■ • • • • • • • • • • •.,. ______ ..., 

.,_;.;..,;;;,;;,;;;...;;.;.-1_. _______ .,. •• ■ ••••• -••••••••••••••••••• ■ • • I (b) (3)-P.L. 86-361 

♦ 

♦ 

♦ 

♦ 
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NSA Home _Page 
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June 1995 

ttttttttttittttllllllllltlltlltlttltlJltitllttltlltfllllfllllltltllttttlll 
II/III/IIII/I/I//II//II/II/I//IIII/IIII//IIII/I//II//IIII/I/IIIIIIII/I/I/I 

't'PelJQ,\,, TABLE OF CON'l'EN'l'S: 

1. 

2. 

3. 

CA Perspective from_r _____ lD/Chief z 
4 ••• 

Calendar of Events • ~ • 

KRYPTOS News 
a. Norman Roberts Award 
b. KRYP'l'OS Literat~e contest 
c. June Meeting Agenda 
d. Distinguished Members 

-~ .. . .. . . . . . . . . . 
• • . . 

e. KRYP'l'OS upeo~il151 .Eiflct,j,pQS., 
f • .,I _____ _.~ Chapter News 

• • ■ ••••••••••••••••••••• 

4. Word from the CACP 
a. Announcements 
b. CA Certifications 
c. CA PQE Results 

••• ,ti 

. . . . . . . .. : I 

w 
I ,,, 

t-< 

5. 

6. Technical Health -

co 

Technical Article - _I ____ ..._Io~-■~~• ~g~~g~ -~~e~ ~~ ~s~i.n~•- ~ 
·. ·. ·. : : ~ ~ ~ ~ ' ' ~ . . ..~.111• 

7. 

8. 

a. CA-305 Friedman Sp11s;i.Qn& • • • • • • • • • • • • • • • 
b. I . !on "Prescription for Diagnosis• 

Community Service 
a. MATHFES'l' '9 5 
b. Summer Satellite Symposium 

Problems and Puzzles 

ltlllllllllllllllllllltllllllllflllllflllllllltltlllltlllllllllfllttllt 
/l/ll//ll//lllll//l//l/lll//lll/l/lli/l/llll/l/ll/lllllll/llllllllll/ll 

1. ~ PERSPECTIVES IN CA - When "Tales of the Krypt• was first 
published in June 1994, we asked Tom Lessard to write the inaugural 
"Perspective in CA". jr this anniversary issue we solicited the 
thoughts of! _Deputy Chief of z. His topic is •.. 

■ ■ ■ ■ • ■ R ■ ■ ■ • ■ ■ ■ ■ a ■ a ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ • 
Future Watch on Cryptanalysis . . . . . . . . . . . 

~ Four events in the past few years will have profound impact on 
the future of cryptanalysis: the apparent end of the Cold war, the 
decline of Big Government, the worldwide transformation from industrial 
economies to the information age, and the private sector's recent 
infatuation with providing information security to an unsuspecting 
public. One can hardly pick up an Information Age magazine without 
finding a paragraph in every article explaining the risks and solutions 
for eavesdroppers, viruses, data integrity, masqueraders, hackers, 
etc. Formerly the secretive doJllcl,in of governments, the emerging 
security provider now·more resembles a professor, an engineer, a CIO •. • 
(Chief Information Officer) , a hacker, or perhaps just a "do-gooder•. • • • 
All of these diverse elements have one thing in common: they are • • 
primarily interested in securing the global information infrastructu;• • · 
and have little concern or motivation to r t · · • 

• 

tr 
w 

co 

°' I 
w 
°' 
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gathering capability. Corporate America is investing big bucks 
(compared to government) into the R&D for products. Public discussions 
on vulnerabilities, threats, and the sequence of steps necessary to 
insure their correction is the everyday chat on the INTERNET. Thus 
public cryptology has moved from a scholarly interest by the academic 
community to competition amongst corporations and·standards bodies. 

~ So what does all of this mean to cryptanalysis? Are we a dying 
breed? certainly not, but we must act quickly to outmaneuver the 
adversary. The decline of Big Government has already put us on a 
downward trend just as steep as the increases we saw in the mid
eighties. Of great concern is our inability to hire all kinds of 
Information Age specialists. In an activity where our people are far 
more important than any computer or specia-purpose crypto-buster, the 
only investment of lasting value is indeed our cryptanalytic•work 
force. Our hirin in the mid-ei hties form - eople who 
tackled 

Page2 of IO 

w w ...... 

I I 
'cl u, • II II • ■ • • 

an man¥ more The com6ihllt1<1n•" •• •• •■ •■ .- "'.,. 
L.,,o"P""'.!expe!'!!"!!!-r!'!!!1"'.!e!""!n!""!c"""e ....... c"""r"""yp~t""a""n""a"!;l""'y"'!s~t""s~a""n""ld:-■:'t~h.,i""s~n""ew~ breed of" mix~· • • • • • • • • • • • • • • • • • ........ • 

• 0 
t;-; 
• C 

cryptanalyst/information technologist was just the formula for the 
tremendous success we now experience, but it will take super human 
efforts on the part of us all to sustain the success without the 
vigorous hiring program we formerly enjoyed. 

(U) Self-evaluation and self-correction will have to drive a 
cryptanalytic workforce committed to life ong learning. There· is no 
simple curricula that will be appropriate for everyone. In fact, a 
diversity of concentrations and interests is far more important than 
overconcentration on any single-threaded sequence of courses. Much of 
what any individual must learn will be based on both their own 
experience and their constantly changing responsibilities in the 
Information Age. One must find the balance between formal study and 
surfing professional journals and electronic media. 

(U) In summary, I have great expectations for the future of 
cryptanalytic problem solvers. We have already seen where crypt
analytic training is invaluable to solving many of the non-cipher 
problems associated with processing. This trend will continue as we 
confront the full wave of information technology and must rely on 
creativity and innovation, our real genius, to surv~ve . 

..............................••...••...•••...••....•................•. 
/lll/ll///ll///l/l/ll//lll/ll///l//l//lll/l/llll//ll//l/lll/tl/ll//lll/ 

2 • (1't,sQ) CALENDAR OF EVENTS 

June 1 

June 1 

June 5-9 

June 13-15 

CMI Banquet (BBC, 1830-2300) 

MATHFEST 95 (R & E Symposium-Center) 
(See COMMUNITY SERVICE) 

CA-305 

SU11U11er Satellite Symposium (see 
COMMUNITY.SERVICE) 

June 20 KRYPTOS Talk 1 ! ~i{ • • • • • 
BULK Encryption, (Friedman, 1315 - new time) 
(see KRYPTOS SOCIETY NEWS for details) 

PLAN AHEAD 

July 7 

July 10-14 

mid-October 

♦ 

CMI Talk, David Kahn on •codebreaking and.the 
Battle of the Atlantic• - (Friedman, 0939) 

♦ 

CA Curriculum Review .i,_ _______ ~r POC) 

(b) (3)-P.L. 86-36 . ' 

t/J 
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(b) (3)-P.L. 86-36 

(b) (1) 
(b) (3)-P.L. 86-36 
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30 Oct - 3 Nov CONSCRYPT 

/l//ll//ll//lll/llllll/l//lll/llll//ll//lllillll//lll//lll/llll/ll/l//lll/ 

3. (U) KRYPTOS SOCIETY NEWS 

a. ~ NORMAN ROBERTS AWARD - CALL FOR NOMINATIONS 

In recognition of Norman Roberts' talent for nurturing the skills of 
junior analysts, the KRYPTOS Society established the Norman Roberts 
Award. This aw!llrd may be presented annually to a junior cryptanalyst 
at NSA/GCHQ who has made an outstanding cryptanalytic contribution. 

Norman joined GCHQ in 1975 and won the respect and admiration of his 
colleagues for his innovative ideas and particularly for his ability to 
train and inspire younger analysts up to his untimely death in July 
1990. 

Page 3 of 10 

Any KRYPTOS member may nominate any employee at NSA or GCHQ who has 
approximately five years' service as of 31 July 1995, and who has 
made an outstanding contribution to cryptology or a related 
discipline. (For a nominee with more than 5 years of cryptanalytic 
experience, the citation should explicitly draw the judges' at.tention 
to that fact; and explain why the nomination should be considered as 
falling within the overarching purpose of the Roberts award.) The 
nominee does not have to be a KRYPTOS member. Integrees will be 
regarded as members of their host Agency. The nomination must include 
the names of the proposer and the nominee, together with an account of 
the work which attracted the nomination. It may be classified up to 
TSC. Nominations are due by 1 September 1995 and should be mailed to 
the KRYPTOS Society secretary, I } • .. (b) ( 3) -P. L. 8 6-3 6 

The winner, to be chosen by a joint UK/USA panel in October, will 
receive an engraved plaque and have her/his name inscribed on the 
permanent Norman Roberts Award plaques displayed at NSA and GCHQ • 

.............................•.....•...................••..........•.•. 
b. "t'ei KRYPTOS Cryptanalytic Literature Competition - CALL FOR PAPERS 

Sponsored by KRYPTOS, the professional society for 
cryptanalysts, the competition is open to all personnel at NSA, 
to personnel on field assignments, and to retirees (consistent 
with security considerations). 

Papers may treat any topic in the broad category of 
professional cryptanalytic literature, including: 

attacks and techniques relating to cryptanalytic 
problems; 

cryptanalytic research; 
history of cryptanalysis; 
other subjects relating directly to cryptanalysis, 

e.g. target studies, cryptologic trends from the point of view 
of cryptanalysis, or computer support of a cryptanalytic problem. 

Submissions may be written specifically for the competition. 
They need not be, however. PAPERS WRITTEN BETWEEN JULY 1, 1994 AND 
JUNE 30, 1995 ARE ELIGIBLE. Entries may carry a classification of up 
to TSC. Compartmented papers will be considered only in extraordinary 
cases. Papers should be submitted with one cover sheet with the 
name(s) and organization(s) of the author(sl and title, and only the 
title on the papers t~emselves, to facilitate impartial judging. 

The judges will consider the following criteria: 
rs the paper an original discussion of a cryptanalytic 

subject? 
Is the paper well written? Is the subject presented well? 

Can a reader with a suitable technical background but unfamiliar 
with the subject understand the paper and, by reading it, gain 
knowledge about the subject? 

(b) (3) -P.L. 86-36 .. 
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--- Does the paper constitute an important addition to the 
body of cryptanalytic literature? 

The judges will determine up to three winners: cash prizes of 
$125, $75, and $50 will be awarded to 'first, second, and third place 
winners. The judges may designate papers to -be worthy of honorable 
mention. KRYPTOS hopes to publish some of these winning papers in l<b) (3)-P.L. 86-361 
Agency professional journals. • •••• • •■ .•• 

To enter, please submit;. foul!' edpies• o•f • -::O~r• ~a~~r_• :o •c::f • • • 
L...----------------------,,-,------'!The DEADLINE for entries is JULY 14, 
1995. The competition results will be announced at a KRYPTOS function 
in October 1995. 

c. (FOUO) KRYPTOS June Meeting Agenda 

1. There will be some limited discussion, then voting, on the 
Proposed Bylaws changes at the upcoming meeting. These changes will be 
posted on ENLIGHTEN and to ESS during the first week of June. 

2. I I talk is will be onl I watch ESS and ENLIGHTEN for additfohal.details. .._ _________ ...__. 
• • • ♦ . . . . . 

•••••••••••••••·••• ■■■■■■■■■ ~ ■ e ■ a ■■■■ H ■■■■■ • ■ ~\R ■■■■■■■■■■■■■■■■■ ff ■■■ N,~ 
• • • ♦ 

• • • ♦ • 

•. . . . d. (FOUO) Distinguished Members . . . . . . . 
If you have any suggest\i,'21iPM5ii.-tlio9a...liPI.IF;inillP~O~Sili@=-■.lt1.10.t-.i.t.i;b1.1i1.1eio.l11GCee1111a1.1r.1..is;i..Dw.i ,11Si1it.i1.1o;ua;1;1w1.i•si1ihwei11d._• • • • Members, please contactLl _________________________ .._1 

e. (FOUO) Election Time 
\ 

Just a notice that this fall is election time for new officers of the 
KRYPTOS Council. The voting on the proposed changes to the Bylaws at 
the June meeting will determine just which offices are up for 
election. If you are interested in running, or would like to suggest 

. . 
. . . . . . . 
•••••• ,, : .: J, 

someone please let I l KRYPTOS tcretary, know, either via 
e-mail l r er- iY" plr~fl ■- .. .. .. '., ., ., ., ., ., ., ., ., ., ., ., "' "' ......... ,. ,. ... ,. ,. - •• - - -

..........................•....•.....•.....••....••.. ~ .. -.~---············ 

00 
0-, 
I 

w 
·°' 

. f. ~ I P,af t~~ ~';w~ • • • . • . . . • • • • • • • ··················· 
The- new officers for this chapter took office effective 12 May. tr 

w 
I 

President 
President-Elect 
secretary 
Treasurer D········· .. • • • • • • • • • • • • • • • • • • • 'ti 

/IIIIIIIII/I/III///I//////II///I//I//II/IIII/II/II/II/I/I///III/IIIII/II/ 

4. ~ CACP NEWS 

t-' 

ex, 
O'\ 
I 

w 
O'\ 

a. Announcements . . . .. 

....... 
• • : •• ••• ♦• ... : : .. . . . . . . . . . . 

1. The CACP is pleased to announce that! [i~~he ~;,,• 
Chairman of the Panel. '-----.-.-,~ . . . 

2. The CACP also welcomesj ~------~fof Z23 as its newest member. 

• 
··················································•fl ■■••···············,·· • 
b. CA certifications • 

• 
The following people became professionalized in CA during May:.• 

♦ 

♦ 

♦ 
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c. ---- --. - .. ----· . CRYPTANALYSIS POE RESULTS 

The 1995 Cryptanalysis Professional Qualification Exam (PQE) was given on 
23, 24, and 25 May. Here are a few statistics on this year's offering of 
the PQE: 

- Of the 24 aspirants who took the exam, 8 passed--and one 
passed with honors! 

• - This year's pass rate is the same as it has been in recent ~ears. 

-· Of those who passed, some had taken the test several times, 
others had taken it just once before, and still others passed on their . first try. • • 

• 

,. •1 (b) (3)-P.L. 

• 
86-361 

• 

- Among those taking the exam were 6 CA interns,.1 CMPers, and 1 aspirant from the field . . . ..................................................... , ...............•..... 
• 

l//l///////////l//l////l//l/ll///ll/ll/ll//lllll/l711/III/I/IIII/II/III/II 

5. ~TECHNICAL ARTICLE 
• . 

New Language Model Availabl,•on westing 

I -
WEBMASTERS NOTE: This article has been removed due to classification 
issues. If you'd like to see the original please contact the current 
webmaster. 

I/I/I////IIII/I/II///I///II///I/J//II///II/I/II//IIII/IIIII/I/I/III/II// 

6. ~ TECHNICAL HEALTH 

a. CA-305 Schedule for Friedman Auditorium 

Monday June 5 

1000 Talk 16 I David Kahn A New Theory 

1230 Talk 12 NSA Overview 

of Intelligence 

Briefing 

1400 Talk 6 * □ The SIGINT Sports Bar: I 
. 

I - talk is to be broadcast on NEWSMAqAZINE 
* - talk is open to NSA and all Second ~arties . 

Tuesday June 6 
. . . 

. 

r 

(b) (1) 

(bl (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

0830 

1000 

1230 

Talk 33 

Talk 14 

Talk 38 

• •••j{b) (3)-P.L. 86-36! . 
NSA/Intel~igence comrunity 

~assword Cryptography • 

• ♦ 

9/23/2010 
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1400 Talk 7 + 

+ - talk is open to NSA and UK 

Thursday June 8 

0830 

1000 

Talk 8 

Talk 11 

Now I Know My A, B ' Cs ••• 

• • • . . 
• • . . . 

• • . . . 
Using the T3D 

. . . • . . 
Why 00 in CA Progrmmli.ng? 

• ■ • • • • • • ■ • 

. . . • . . . . 
. .. . . . . . . . . . . . • • • • ■ • • : • 

1230 Talk 22 It Health of us SuperCOJIIPUting 
Industry 

I - talk is open to NSA, IDA, and all Second Parties 

Friday June 9 

0830 

1000 

1230 

Talk 34 

Talk 34 

Talk 13 

NS Staff Policy Soup . . . . . . : , . . 
. . . . . . 

NS Staff Policy Soup (con-tinuedl . . . . .-----------------,. 
. . . 

. • 
• • • . • . 

·········································••·••············~··············· b. PRESCRIPTION FOR DIAGNOSIS by I I 
~l "What do I do next?" How many of us in the cryptanalytic 

conanuni'l!,y have heard this plaintive question from an analyst who had 
exhausted his/her •bag of tricks• in trying to diagnose a cryptosystem? 
One of the main issues discussed at the recent cryptanalysis conference 
at the SRC was diagnosis - what is it, how is it done, what kinds of 
people CAN do it, can it be taught and, if so, how? 

~ The ability to diagnose cryptosystems was one of the main 
concerns of! I Chief Z4, as he projected the needs of Z4 

. . 

into the year 2000. Aiiiong 'his, IIQ.eftions were: "How do we train-our junior 
analysts for the challenges ahead? 'k6w- cio. If& tap the experiences of our 
senior people before they retire and so learn"t!h~k-~tficks of the trade"? 
How do we develop- the innate diagnostic skills of our ana.1:y'llts..'. fan we 
teach creative thinking?• . · • • • • •• 

~ In an attempt to answer the above questions, in September 1994 
a pilot course was developed within Z4 that was designed to sharpen the 
diagnostic skills of our workforce by exposing them to unusual 
cryptanalytic probl.ems and then allowing them the opportunity to share 
with other analysts. From the different divisions in Z4, fourteen 
analysts of varying degrees of experience in terms of both longevity and 
exposure were invited to participate in this initial offering. A conanon 
alias was established for everyone and the set of problems was placed in 
a co11D110n file. Individuals and small groups were encouraged to work on a 
particuiar set of messages, communicating via e-mail on their approaches 

. • • 

. . . 

• . . . . 

. . . . . . . 

and results. Then, twice a week we met for an hour. for a direct exchange , 
• i of ideas and •brainstorming•. Comments like "I didn't see that" or •t •.: • 

would have never thought of that• were common as each participant began • • • 
adding to her /his diagnostic repertoire. unfortunately, other comments • • • • 
like "I didn't have time to work on the problem" also surfaced and pointt)d • • • 
out again the need for strong management support for thia type of tr,ilining. • • . . . 

l\!ol In November 1994 ,I . r ~ent p.e • • 
a note asking if this class·i-,,,wo=u..,.1""d"'""'be~T1=n~t-=e=r-=e-=s~t-=ear-r1n=-wo=r=ki=·n=g=-o::::n::-".s::-!ome :?ive• 
problems, Her branch had isolated some fifteen target systems 1:Qat were 
undiagnosed because.of low priority and/or lack of diagnostic experience . 

• • • 

w. 
I 

tu 

t-< 

CX) 

0-, 
I 

w 
0-, 

O" 

w 
I 

tu 

t-< 

CX) 

°' I 
w 
0-, 
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Her only request was that the junior analysts in her branch be included· 
in the diagnostic process. What an ideal situation! The analysts in 
Sylvia's branch worked with a system administrator to set up the various 
directories and files, and by late November we became a diagnostic exchange 
group instead of teacher-class. There were no longer any set answers and 
no •right• way to attack a problem. 

~ Since November 1994 the membership in the group has expanded 
beyond Z4 and is fluid in nature as people with different backgrounds are 
made aware of the various phenomena existing in these systems and attempt 
to bring their expertise to bear. We meet once a week for an hour and the 
agenda varies from the historical to the excitement of a new result. Have 
we been successful? That depends-on what one perceives as the goal. No 

(b) (1) system has yet been solved. However 
(b) (3) -so use 3024 (i) 

a 
question of success 
one of the analysts 

couple·new programs have 
7a~ be summed up in 
inL---'. 

. . .... • • • ii 

One DPP program has 
been suggested. Perhaps the 
the comments ofl L 

..... -----------------------------------. -.. -· ._ .. ____________________________ _ 
(U) •one indicator of the success of this ~~liaboiati'Oa ~i t~e 

increased confidence demonstrated by some of the junior analysts. Tluly• • • • 
are more willing to discuss their ideas, try new tests, share their results, 
and trust their own hunches. This gain in self-assurance, coupled with the 
opportunity to brainstorm with experts, and an expanded •bag of tricks•, 
has led us to characterize this activity as a clear success. 

: : . 

. . 
. . . . 

. . 
♦ 

♦ . . . . . . ... : 
w 
I 

'1j 

(UI For anyone desiring to join this group and wanfinJ mgr:••• \ \ I I I I I I I • I • 
• • • • • t-i 

information about it, feel free to call! on I 
or e-mail I I We try to keep the group reasonably sma i an 

co 
C\ 
I 

w 
0) would encourage you "to "joi'h "ohiy" i"f"y'bi:t are• willoi11g, liOo devate .tinva. 

and effort on the problems. 
............ . . . ~ . .. 

IIIIII//III//I/III//IIIIII/I/II/II/II/III/III/I/III/II/III/IIIII/III/II/J • . . . 
7 • ~ COMMUNITY SERVICE • ;. • • • • . . . . . . ... a. MATHFEST '95 

.. 
. . . . . . . . ... 

This is a reminder that MATl{BES'l" is coming June 1, 1995. 1lt the R & E 
Symposium Center, ijee•beiow for the official sched~ie: All Green/Gold 
badgers are ~alcdme, as well as IDA contractor~.• "Talks are limited to 

No special access is required.•• . • 
a handout at MATHFEST. There will be a list of abstracts ~Yaiiable as 

The CMI is looking to circulat;.e•~he abstracts throughput thg 
participating offices in rdvancer . f 

in hardcopy. Be on the lookout for it. ------------
************************************** 

MATH FEST '95 
Schedule of Events 

• 

. . . . . . . . . . . . . 
♦ . . 

• . . 
♦ 

♦ 

tr 

0830-0840 

w 
I 

Introduction and Welcome 1 I . . . . . .. .. .. .. .. .. .. .. .. .. .. .. .. .. rc1 • • L•-•-• -■-■--,.• -,•:-::•,---::-••• • - • • • • t"' 

0840-0900 
0900-0920 
0920-0940 

(X) 

O'\ 

Cryp. App. Proq. Interface-;API 4 I R2ll ~ l~=~~~~~~=~~~---~---,l--2-l _____ _,________ ~ 

•---------------i-r--~.riZP.'2"";-f, ._ ~ ._ ._ ._ ._ ._ ._ ._ ._ ._ ._ .... • •••• _._.,. 
1(- • • ■ r Zl5) • • • • "' • 
. ~------' ... . . . . . . . . 

. ·. . . 
• ♦ . 

• 

9/23/2010 
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Session 2: ,__ ______ __._l Chairperson . . 
1000-1020 
1020-1040 
1040-1100 
1100-1120 

.. 
~---------------------·--·.,..rr.~ .. I • • ._ ________ '"l'!''lftl"ll"'I _______________ ., ,,,. •• 

,,,.,." . . . . . . . . . . . . . . . . . . . . . ~ .... "' 
Chairperson • • • • • • • • ■ • • • ■ ~ T...:a; 
• ■ ••••• ■ •••••••••••••••••••• : : : : : ~~~~~~~~~~ 

Session 3:~I ____ ..._ 

1300-1320 
1320-1340 

1340-1400 

... ~ ..... ·.· ..... . 
,..1 __________ ...L,._.__,.... • .__. • ..._,, • ...;;.i•l •Z1'l)- • • • • • • • 

I I 
Automated.-Signal Identification ......... . . . . . . . . . . . 

session 4: L! _____ _.! Ch~i;.;e~;o~ • 
....... • • • • • • • • • ■ • ■ 

1420-1440 
1440-1500 
1500-1520 

I I Zl) 
... B ... i""n""a='ry="',......o'"'e""c"'i,..,s"'i,.., o""n..,....=o:-ri""a""a __ r __ a __ ms~ ,.r ___ __,,.... • .,., .., ......... ;-:-.-.~.l .,,..7 l • • • • • • • ~==-..L.~==a!:.:,!~ ..... -~-~-~-~-~-.... _.------1---~·...!.·~·~·...!.•....t."- •••• '' ,·,·,·,·~········••1 
1,- I - • • • • • • • •• ···•·r.: - ........... : .. ·. =· -~:'' 

• • • • • • • • • • • • ■ . • • • • • "' •••• : •••• . . . . . . . . . . . . . . .. · .· ..... . 
Session 5: I f ~i~erson •• ■ • • • • •::: • .: •• •••• ~------ . . . . .. -·:-· ~~ • • • ---------.---"---I" •••• 

1540-1600 Demodulft.i.llg' eo"-Channel V. 32 ■ • " ••••• 

1600-1620 software enc ti • • • 
1620-164·0 

b. Summer satelite Symposium 

Applied Signals Technology is 
•u.s. Government employees•. 
building lobby; and then four 
in Jessup on : 

offering this symposium on 13-15 June to 
Equipment will be on display in the R&E 
90-minute seminars will the offered at AST 

O' 

w 
I 

't! 

t< 

00 

"' I 
w 
"' 

Forward Error Correction Code 
Transponder Characterizations 
Model 120 Users Group 
Baseband Channel Analysis 

Analysis Processing 
and Analysis j{b) (3)-P.L. 86-36! 

• . . . . . . ... . . . 
This is limited to 60 applicants. h !i~•Z~09, has a 
of the registration information an a list of equipment which will 
on display. Call her for a hardcopy of the brochure. 

copy 
be 

········································································ 
/I//II/I///I//////I/III///I///I/I////II/I////I/////I///I/I///II/I///IIII 

8. ~ PROBLEMS AND PUZZLES 

a. ANSWER TO FEBRUARY PROBLEM OF THE MONTH ... 
(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

•• • • • !{b) (3)-P.L. 86-36! 

9/23/2010 
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aii o~ ~nis sounas tar retched, then I recommend that you attend the 
CA-305 .talk by! I titled "You Can Usually Tell Plain Text, 
But You Can't Always Tell-a-d:Phe~•. She will describe a real problem 

•• . 

that is very similar to this toy. Ccmt~ctJ l 
for specific details and a diagram of the'rpblera. · • . . . 
~~9 ■ ••········~~~fififi~---·····························~····················~ . . . 
b. ('NQQ) PUZZLE 

. . . . . . . . 
. 

1. Answer to the March Puzzle CB-Gone) 

. H NY J E 
WTRCM 

. . 

AF OU Q 
L X I Z G 
SD VP K 

congrats to the following solvers! 

c. The New Challenge 

Given: 

K R Y P T O S 
+ S O C I E T Y 

C P K I I K C 

Solve for: 

0 1 2 3 4 5 6 7 8 g 

Every letter represents a distinct digit. When the letters are 
associated with digits so that the addition is correct, they will spell 
out a phrase that may describe the successful cryptanalyst. 

········································································ III//III////I/I/I//I//II/II////IIIIII//I/I/III/I/IIII//II/II/II//I//I/II/I 

l####fll#tl#fltl#llf##t#tttlt#ltltl##tlt#l#t#ll#l###l#lltlll#lflt#l#l#llt 
NOTE: We MUST receive any submissions for the July issue by 27- June. 
fl###lllltttlllttlltttttt##ll#lllilt#llttttl#ltt#lllfllllftltfll#tflffffl 

. 
• 

♦ 

♦ 

. 

Page9 oflO 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

. . 
♦ ... 

l(b) (3)-P.L . 86-361 
♦ 

♦ . 
♦ 

♦ 

If you have any comments or suggestions, please submit them to any 86 _ 361 
member of the editorial board. J(b) (3)-P.L. _ . 
..---------------'-----------r . . . 
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EDITORIAL BOARD 

OFFICE Reps 

688-5849 

. . . . . . 
. • 

• . 

♦ 

Page IO of IO 

♦ 

• ♦ . . 
• ♦ 

••••• ■ ••••• ■ •••••••••••••••••• 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

NSA Home Page 

DERIW!D l'ROM: NSAICSSM 12.3-2.1 
1W1!D 3 SIP 1981 

IBUSSIFY ON: SOUltC2 MARN!D "OADR1 

D.\1ECIFSCQIIZ:3Sl!P1981 

. . 

. . • . . . ---------. ■ I (b) (3)-P.L. 86-361 

. . 
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*********************************** 
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llllll/ll/lll/ll///l///!l/ll/llll/ll/l/ill/li/lli/llllll///////ll/ll/l// 

't"PSYQ.l.. TABLE OF CONTENTS: 

CA Perspective from! I Chief, Z3 ~-----· ................ . 1. 

2. Calendar of Events 
. . . . . . . 

(b) (3)-P.L. 86-36 

3. KRYPTOS News 

4. Word from the CACP 

5. Technical Article 

6. Community Service 

7. Historic Tidbits 

8. Problems and Puzzles 

//////III/II/II//II/////I/II/II//III/I/////I/I//III//II/II//II/I/II/IIII 

1. (~) PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice .. This 
month we are pleased to feature the thoughts of I l Chief, Z3. 

WE ARE OUR FUTURE (b) (3)-P.L. 86-36 

(~ As I think about the future of cryptanalysis, I find my crystal 
ball is very imprecise, but yet I know WE will continue to be 
extraordinarily successful. WE have been responsible ~or our success 
in the past, and WE will be responsible for our success in the future. 
Through OUR very hard work, our capabilities really do keep up with our 
target's capabilities .. 

~ We have made unimaginable strides over the decades, yet we also 
have much in common with our predecessors. The commonality with our 
past is what gives me confidence in our future. We have always had 
wonderful people, working on beautiful problems, using super 
technology. We often hear that cryptanalysis is our core discipline, 
and it is. But the important fact is that WE ARE CRYPTANALYSIS today, 
WE have been in the past, and WE will be in the future. I include all 
of z in this WE along with our colleagues elsewhere in NSA (primarily 
in the DT and INFOSEC organizations), in IDA, in our 2nd (and in a few 
cases 3rd) party partners, and in some less commonly recognized 
intelligence and law enforcement agencies. To be successful, CA must 
be an inclusive discipline, not an exclusive club. Our job is 
difficult, and we must be open to innovative approaches to doing our 

Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 
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job. I believe our predecessors did that, and succeeded. They taught 
us that with our PEOPLE, and determination we could do the impossible. 
we continue to do the impossible today. 

~ We cannot take future success for granted. I don't know where 
the future will take us, but I know with certainty how we will get 
there. WE will get there through the skills of our people. It sure 
helps to have good problems to push us to new heights, but the 
overriding factor is US (that means YOU and ME). And, the key to OUR 
success is our TECHNICAL HEALTH. Technical health is no accident. The 
first intern programs and professional societies were in the CA field. 
The CA field has been the leader in continuing education. But, we 
cannot rest. The world and our problems are changing rapidly, and we 
know we must change with them. We must each take responsibility for 
our continued growth. The technology we will be using ten years from 
now and the targets we will be exploiting will be vastly different from 
today. We cannot afford to let either the technology or the targets 
leave any of us behind. If we become complacent, we will lose. We 
must not only learn new •facts," but new ways of working together. 
Teamwork and collaboration must really become part of our routine 
way of operating. 

~ WE really are wonderful people, WE ARE OUR FUTURE, I do have 
confidence in US, and that is why CA will continue to be successful . 

.................... u .. 1t ■ ltllftffll ■■ NRll ■ flltW ■■ lf ■ HNllll1f ■■ n11••··"·""·"············••n• 

/II/I//I///III//II//I/II/I//II////II//IIII/II//III//I//I/I//I//I/I//II/I 

2 • ('l.l'eQQ) CALENDAR 

August 3 

August 3-4 

♦ 

♦ 

♦ 

♦ 

♦ 

R51 Seminar - "A cryptoma.thematician•s 

Math Lab, Rm RlS048) (See Aug. 10th) 

NSA Software Reuse Symposium (R&~ Symposium 
Center) 

August.8-10 INFOSEC Research and Technology Transfer 

(b) (3)-50 use 3024(i) (Maritime Institute - POCs,_ ,_ I. 
~l-,b-)-(1-)------~· Conference (TECHFEST) - Spofsared ;~ B2 -

(bl (3)-P.L. 86-36 I I or [ • • 
.._ _________ • • • ■ • I I•••• ■■ ••• ■ •••• ■ ••••••••••••••••:•:•=•=•·• 

August 10 • • • •. • r51 Seminar - "A Cryptomathematician's Vi, ~ 

August 17 

August 25 

PLAN AHEAD 

September l 

RSl Math Lab, Rm R1S048) ~ .... --------f' . . . . . . . . . ~ 
Joint CMI/KRYPTOS Talk, I I 
"The Day of the Dodo, Some Escapades from ~ 

I 
the Past" (Friedman, 1315) ~ ....... -
Views on P~::::s~· :::Jr· zaci~•• • X l>er~onal. • . • •: ::• 
Story byl ________ . Techm.cal Advisor to • •. 
Chief Z. - , 9A135) .•••• . . . . . . . . . 

• ♦ . . . 
I I ♦ ♦ Norman Roberts Award Nominatiops Due• 

(Send tol .·• r 

- 9/23/2010 ---L .-.-.---------_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_---_-_::-_-_-_::-_--' __________________ _ 
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September 15 Peter Jenks Award Nominations Due 
(Send to1...I ------------1. 

• 

• . . 
mid-October 

October 26 

Oct 30 - Nov 3 

KRYPTOS Annual Banquet ana Awards Ceremony 

CONSCRYPT (FANX) (b) (1) 
l(b) (3)-P.L . 

(b) (3)-P.L. 86-36 

•••••••••••••••••n••••••••••••••••••••••••••••••••••••••••••••••••••nl . 
lll//ll//ll/ll//ll//ll//l//l//l/l//l//l//ll//ll/ll/llll/l/ll///ll///41/ .. 

iU) KRYPTOS NEWS 
• 

a. ~ Nominating Committee to Meet • • 

It is time to think about the election of KRYTPOS Offic_rs for next 
year, and the Nominating Committee, chaired byL ~ is looking 
for volunteers. If you are interested in heari~n_g_m_o_r_e_ab""out which 
o~fices will be available, please contact Joan. 

• 

I/I//II//I/IIII/I//II/II/I/I//III/II//II//III//I/II/III/IIII//I//II//I 

4. (U) WORD FROM THE CACP 

a. (F'bsQJ New Certifications Announced 

At the 14 July meeting the CACP presented Letter of Certification to 

.... 

• 
• . 

" " A ••• II H • ·• " n • N ••••• R II " II " " • n II • " •• " " " " ••• " H •• •• ■ " " II • H • " •• ft·.~ : ... ,. ..... I' " " fl N • 

b. . (l'e9QJ, GOLD BUG Team Award Announced . • • • • • • • • • • • • • 

DDO will present the Gold Bu Team Award 
••••• •:.■ ,r.,_ -------------,- ..... . 

on 9 August. '--------------------- . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
It R ■ ■ II •. JI ■ ■ II II ti ■ N ft H ff N ■ II fl ft ff ■ ■ H ■ H ■ N ■ II ■ R N ff II ■ ■ ff A ■ N R H II H ~ ■ ■ R ■ H ■ ■ II ft II II ft II ■ ■ II II 11 N H ■ II II 

c. ~ Job Opportunity 

The Job Vacancy Announcement for the Assistant Executive positions ••••••• •. •. •• •: ·1 

(95HQS598) will close on 18 August. For additional iffo;r:mat-:i.ort:• : .• ••• • • •• • • • 
contact either LI ______________________ _. . . . . . . . . 

. . . . . . n ■ uHn ■ n••n••••••n••••••n•w••••"••wn••••••w••t1••~••••••••••••••1•••••• 

.... •· -------~··· ~ Interview of. ?!e..w• €ross..'.'Trainee, by I f . . d. 

ty 

00 

"' I 
w 
"' 

86-361 

(U) 
and 

f rhas been a cryptanalysis cross-trainee since April 
s~A-e--."~l~o~v-e~s-ir't:-:"-.~ She has always had an interest in cryptanalysis 

and was delighted to be selected for the program. 

(b) (3)-P.L. 86-36 
(b) (6) 

9/23/2010 



August 1995 TALES OF THE KRYPT 
Doc ID: 6823794 

Page4 of 11 

't 1. 
IL__-------

(b) (3)-P.L. 86-36 
(b) (6) 

ff n II ■■ H II ■■■ h It ■ II II ft ■■ N ■ WW"" N N ■■ It 1111 ft ■ 11 II ■■ H N It It II U ■ 11 ■ ■ ■ U fl ... W ft II ■ NII N ■ ■ ■ ■ N NH ■■■■ II 

e. l"PEK,JQ,) Books Needed 

The CACP is in need of Military Cryptanalytics I, II, and III for those 
individuals who are new to the career field. If .you have any not in 
use, please forward them to the Career Panel Office. If you would like 
to obtain a copy, please call the Panel Office. 

ff ■ ft ft N ft If ■■ II ■■■ II ti R ■ II ft II W H II ■■ INN ■■■ NII If NW N ■ ■ ■ ■ ■ ■ ■ ■ ■ N 11 ■ ■ ■ 8 ■ ■ 11 lfW_ft It N ■ II II fl II If II ff II N 

ll//////f/ll//l/l///l//l/l//////ll///////ll/ll/l/ll//l/ll//ll//l//l//l 
(b) (1) 

5. (U) TECHNICAL ARTICLE (b) (3) -50 USC 3024 (i) 

(b) (3)~P.L. 86-36 

The I LTutorials -----. .. I . 
(U) We' re learning to do •thi11gs differently these days which means •°"e • 
have to be smarter about so many• fhi.n51s. Some obstacles are obvious:• •if • 
there's no TOY money, you don't go. You c~ordinate a little better, •. 
work a little smarter and somehow manage to •get. the job done. Other • ~ 
obstacles aren"t so easy to see, which makes the!r ilJtpact a little more -~ 
difficult to measure. One of those intangibles is the "loi;;s of corporate : •. 
knowledge we suffer every time a collea e of lon -st • • • 

. . . 

~ Do you really have to wait for your resident guru to tell you how 
to run a particular program, or work a new system? 

• . . : 

(!PewQJ r7 ~s. ~kj.IJq !ita.dtt9Y. ,j.];). .its .effort .t,o. oaptu:re• som~ •of• 
knowledg~ make it available to · 

■ • • • • • • •••e 
• ,. • ♦ •• 

L-----:==:;------------::♦ ♦ 
♦ 

♦ 

• 

(U) The I ! lessons take advantage of the best features of "Pop-Up 
• ♦ Prompt• (PUP) tutorials and advance a step further. Through creative • 

use of hypertext links, I !allows you to go after only the • 
information you want, without wading through pages of material .• • 

♦ 

(U) The nature of the lessons also lend themselves to easy up&tes. 
Should something change or if there's a better way to convey.• 
a message, it can be done on the spot. .• 

,♦ 

• 

. 
• 

♦ 

♦ I 

♦ • 

♦ • 

00 
0\ 
I 

w 
0\ 
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software should consider provi.ding an accompanying tutorial 'de 
rigueur•. It is proving to be a very effective piece of documentation 
to provi~e to users. 

(U) To add further versatility, we're in the midst of moving to 
hypertext mark-up language (HTML) for WWW browser viewing. Not only 
does the medium itself allow for easier movement among the documents, 
but it will allow easier access to-the tutorials than what the Frame 
Maker version permits. We think_you'll be pleased with the change. 

(U) If you have material--notes, manuals, ANYTHING--you think would be 
beneficial to others, please let us know. We'll work with you to whip 
it into shape and make it a viable lesson. 

(U) Finally, we actively solicit your feedback on the lessons already 
published. Did we capture the essence of the program? Could we have 
said it better? Did we say too much? Too little·? Those of you 
learning to ase a new program are in the best p9sition to tell us how 
valuable our tutorial was to you. 

(U) We're on the web: 

Page 5 ofll 

,.,..,.,.,.,,..,.,.,,..,.,,.,,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,.,,.,.,.,.,.,.,,.,.,,., • • • • • • • • ~ • •. "l(b) (3)-P.L • 

• • ■ •••••••••••••• ■ ••• . . . . . . . . 
takes you to the I IHome·Page. You'll find set up instructions 
and a •point and click• menu that will take you where you need to go. 

********************** Here's what-•i::: ~ ... ,~ ... - *************•···•~~--

. . . . . . . . . . . ~ 

. . . . . . . . . 

. . . . . 

..... 
• • 
• 

♦ 

♦ 

WWt-' 

I I 
.,, U1 
• 0 
t"' 
• Cl 

C/l 
(X) (') 

"' IW 
WO 

"'"' ;,. 

1-'· 

.. 
DIAGNOSTIC PROGRAM PACKAGE (DPP) Tutorial . •• :·• ••• 

(It's in both FrameMaker and H'll!t, .fP:tn1ats' •. ••·••·•·•·•••·•••·••••••·•••••·•••._ • • • • • • • • • • • • • • • • • • •••••••••••• •••••••I•• • tr c:J TOOLBOX For theOo~~abases • • • 

*****************And under construction (bucavailable for review) 

L.I _________ f. 
. . . . . . . . . 

. . .. 

• 

. . . . . 
. . . . . . . 
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II/III//II//II//I///I//I//II//I//II/II//I/III//I/I//I///II/II/I//I/II 

6. (U) COMMUNITY SERVICE 

a. (U) The z Technical Library now has various articles on women m 
Mathematics, Science and various othe: professional fields. Request 
copies of articles fromj I: Z Technical 
Librarian, or if you have any new articles to add to the collection, 
please send the them to her, attention-ZS09, Headquarter~ Building. 

♦ . 
II H H II • II H ••• " " ..... If II a •• " ••••• " ••••••. It" •••• II II •• II II " It n •• II •• " It ....... II ••••••• H • 

♦ 

b. (U) Cryptologic History On-Line 
♦ 

~ The Center for Cryptologic History, E322, invites all Agency 
personnel to subscribe to its history categories on the Ele~tronio 
Subscription Service (ESS) and ENLIGHTEN. Two or three times a weex 
the Center publishes "CRYPTOLOGIC ALMANAC," a gallimaufry of histori6~1 
notes about our c.ryptologic heritage. Sometimes these notes are peggeq 
to an important anniversary, sometimes they just recount an interesting• 
and.instructive incident from the past. • • 

(~ The Center also uses these categories to. announce its new 
publications, provide the work force with information about the annual 
history symposium, and disseminate news about new exhibits or 
activities at the National Cryptologic Museum. E322 is also pleased 
that many Agency employees use these categories to provide feedback 
about the Center's activities. 

't'PeYQJ. The ESS topic n\ll!lber is 1364. The ENLIGHTEN newsgroup is 

• . 
• . 

♦ 

♦ 

♦ 

w 

pubs. hist. If you have general questions on the Center for C c ••••••••• 
History, please contact Dave Hatch o • • • • • • • 1:-1 

for questions on the ~~:t~,•: [ublica1"-r"",,-,..,.~n'P"=a~c"-------,~o*n~ ; 

L----------•-... :.:_:~:1"'1:1"'1 ... .,.....,, .......................... HJI I ...... I ••••• II " •••• N • • • ~ 
-----------~·········::::::::::::~~------· 

c. (U) Write Linel ~----------
The Write Line, a service manned by the faculty of the Intelligence 
Production Work Center at the NCS, is set up to answer questions on 
grammar, punctuation, word use, and anything else you can talk them 
into! over the course of the 10 plus year~ that Write Line has been in 
existence, the faculty has answered questions from almost every 
organization in the Agency, ranging from "Is there a connna before •and' 
in a list?• to •What is the accepted abbreviation for 'Chief' in an MR? 
The Write Line numbe, is not in the phone book, but they do give it out 
freely ~1 J· ............ ....................................... ::.\,~-~-•"*•~·,··············· ............ 
d. ~ New Per.a Rep 

. . . . . 

M3Z is pleased to announce that I I returning fromrl is now 
assigned as a Pers Rep. The distribution of· ac·cowits "wilt~#!:' I , , ••••• 

. . . . . . . . . 
. . . . . . : : : , -... . . . . . 

co 

"' I 
w 
CJ) 
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A reminder: they are located in Room 2N018, and can be reached on 3036s. 

""•nnn ■ •••••••••••n ■ 11 ■ u ■■■ w11111 ■ n••••••••••• ■ 11•••••••••••••••a•••••••w ■ n 

e. {'t'osQ) Access you Personnel Profile (Provided by M3Z) 

To check up on your personnel profile, simply send e-mail to 
perinfo@nsa with a subject line of profile. The text of the mes~age 
should contain only your social security number without any dashes, 
i.e., 123456789. You will receive back a list~ng of your personal 
stats, test scores, classes, past performance appraisals, awards, and 
previous positions held. 

/l/ll/l//ll//ll/l//l/ll/llllllll!l//ll//llll/ll//l/llllllll/lfll//llili 

7. (U) HISTORICAL CA PERSPECTIVE 

a. ~ Extract from CRYPTOLOGIC ALMANAC - The Story of VENONA 

(U) On 11 July NSA declassified the existence of VENONA-
the cryptanalytic effort against the communications of the KGB's 
predecessor organization and GRU. The VENONA effort encompassed 
2,200 messages; on 11 July NSA released forty-nine messages and 
pledged to release the balance over the next year. 

(U) Until recently, the word VENONA loomed large for only a small 
segment of the Allied intelligence and counterintelligence community. 
Now, VENONA may well become as famous as the terms PURPLE, MAGIC,• 
ENIGMA, and ULTRA. And just as those well-known catchwords for 
American and British cryptanalytic successes of World war II conjure up 
their war-shortening code and cipher breaking achievements against the 
military forces of Nazi Germany and Imperial Japan, so too will VENONA 
become the byword for the postwar American and British cryptanalytic 
successes against a collection of high-lev~l encrypted Sov~et 
intelligence service communications. The seemingly miraculous (but 
actually tireless and skillful) code breaking of the VENONA 
traffic helped the FBI expose dozens of Soviet KGB and GRU agents and 
their traitorous American collaborators in the U.S., including the 
atomic spies Julius and Ethel Rosenberg. 

~ As with almost everything cryptologic, describing · the VENONA 
project is complicated. Soviet diplomatic communications, essentially 
telegrams between Moscow and its embassies and consulates abroad •• • • • • : : * . . . 
contained the traffic that.b 

Analysis 
I I 

"" U1 • 0 
t-< t ve systems and subscribers were invo::Cvea! • • 

Trade, Diplomatic, KGB, GRU and GRU-Naval. The KGB system contained 
...... • • C: 

the bulk of readable traffic of intelligence and counterintelligence 
value in the VENONA program. 

~ But all these systems and subscribers contributed to the •••• -:. ,. • 
phenomenon that made some of the traffic readable. • • • • ~::::::::.::~~..:=~~~..!::!!:!::.....!:=,;~~~~::.:-.1..-------r 

Yb) (3)-P.L. 86-361 

Cl) 
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CS\ 
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(U) That's enough for now. This is intended as the first in a series 
of •cryptologic Almanac• items designed to introduce the VENONA effort 
to a wider Agency audience. It is important history that can now be 
told. over 100 Americans were identified by name in and through VENONA 
as agents of Soviet intelligence, and another 100 probable but unnamed 
Americans were known to be agents and informants. They worked in the 
1940s for the State Department, Treasury, Justice, the OSS, the 
military, the Manhattan Project, even the White House and Congress, to 
name a few federal governmen·t organizations. The VENONA codebreaks were 
of enormous value in helping uncover and end the espionage efforts of 
many of these Soviet spies in the early days·of the Cold War. 

[Based on materials contained in the _History of VENONA... by Robert 
Louis Benson and Cecil James Phillips, in three volumes, National 
Security Agency, 1995 (TSC).J 

[Michael L. Peterson, Center for Cryptologic History, E322,I I 
or._1 ________ -.I}. • • ------.. • • 

. . . . . . . . . 

WO 
O'>N ... 

I-'· 

··································~·-·,·································· . ll//ll/ll//l/l////llll////l////ll//lll/liii1i)//71,tiJll/tll/////l//ll/// ••. . . . . . . . . .. . . . . . . 8. (U) PUZZLES and PROBLEMS OF THE MONTH • • • • • •• • 

~ We will begin to alternate monthly between Problems of the 
Month and Puzzl"es, so in effect ~eryone will have two months to solve 
each and have his/her name appear in the newsletter. Th.ef~f,?fE!, ••••••••••• 
readers have another month to solve .__ _________ last Problem. 

~ 
w 
I 

"' 
~ 

a . 
CX) 

"' The following people correctly solved last month's puzzle - ~ 
....--------------------------------------•••••••• it 0\ 

. . .. . . . 
_. . . . 

······························································•·#•~······ . . . . . . . . . . . . . ....--------------------r 

. . 
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b. ~ August Puzzle L---------'~ • • • • • • • • • • • • • • • • • J(b) (3)-P.L. 86-361 

The clues below refer to the following grid. Since the clues are 
unnumbered, finding out where the answers go is up to you. The clues 
are cryptic,• i.e. similar to crossword puzzles found in England. The 
basic idea behind cryptic clues is that half the clu~ is a straight 
definition, and the other half of the clue is a play on words. 

xxxx I I xxxx I I xxxx I I xxxx I I xxxx 
xxxxl IXXXXI IXXXXI IXXXXI IXXXX 
XXXXI 1xxxx1 1xxxx1 rxxxx1 IXXXX 
-- --------------------=---------------------

' · I I 
I I 
I I 

xxxx I I xxxx I f xxxx I I xxxx I · I xxxx 
xxxx I I xxxx I I xxxx I I xxxx I I xxxx 
.xxxx I I xxxx I I xxxx I I xxxx I I xxxx 
--------------------------------------------

XXXXI 
XXXXI 
XXXXI 

1 I 
I I 
I I 

1xxxx1 
1xxxx1 
1xxxx1 

1xxxx1 
IXXXXI 
1xxxx1 

1xxxx1 
IXXXXI 
IXXXXI 

1xxxx 
IXXXX 
1xxxx 

I 
. I 

I 

xxxx I I xxxx I I xxxx I I xxxx I I xxxx 
xxxx I I xxxx I I xxxx I I xxxx I I xxxx 
xxxx I I xxxx I I xxxx I I xxxx I I xxxx 
--------------------------------------------

1 I 1 · 
I I I 
I I I 

xxxxl 
XXXXI 
XXXXI 

IXXXXI 
1xxxx1 
IXXXXI 

IXXXXI 
IXXXXI 
IXXXXI 

IXXXXI 
IXXXXI 
IXXXXI 

IXXXX 
IXXXX 
jxxxx 

Generically European articles, coming and going, surround 
unfinished poem (9) 

Striking notes lead confused civet (9) 
Product of mixed marriage brought about by edges of halters offcast, 

up to a point (5-4) 
Man takes a tablet in hairlike item (9) 
Inflammation of a vein sounds like bugs catching little one (9) 
Pike's arty negotiations provide ballplayers salary? (6,3) 
Innocent untruths confuse the 51 wise (5,4) 
Dog leads quiet jerk backing up on most of Ten Square (9) 

Have fun! 

----------------------r • • • j(b) (3)-P.L. 86-361 
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#####################1################################################### 

NOTE: We MUST receive submissions for the September issue by 28 August. 

If you have any comments or suggestions, please submit them to any 
member of the editorial board. 

EDITORIAL BOARD 

vacK Ingram, Cryptologic History Museum, 688-5849 

OFFICE Reps 

• . . 
• 

Page 11 of 11 
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September 1995 l(b) (3)-P.L. 86-36! 

l/l/////ll/lllll//lll/l//l/l/llll/l/ll/lllll//llilillll///l/l//ll/llll/l 

~ TABLE OF CONTENTS: 

1. CA Perspective 

2. Calendar of Events 

3 . KRYPTOS News 

4. Word from the CACP 

5. Technical Corner 

6. Community Service 

7. Historic Tidbits 

8. Problems and Puzzles 

I/I//I/III/III///III/IIIII/I//I/II////I//II/II/I//I/III///I/III/II////I/ 

1. ~ PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice. This 
month we are pleased to feature the thoughts of Jeff Zehe, Chief Cl. 

-----------------------------------------------------------------------. l(b) (3)-P.L. 

··························••■••······· (U) When~I -----~!asked me to write an article several months ago, 
my immediate thought was to write about the new C Group - how we have 
been reengineered - what's our new game plan and how does it mesh with 
NSA's Core Process Team actions including the soon to be published NSA 
Corporate Plan for INFOSEC. Although there's so much more I'd like to 
know and understand before I write this note, there have been a lot of 
developments. I also want to seize the opportunity to tell you a 
little about a new initiative called the Crypto Mathematics Education 
Board. 

Approved for Release by NSA on 09-28-2023, FOIA Case# {61704 

(b) (1) 
(b) (3J-5D use 3024 (i) 
(b) (3)-P.L. 86-36 
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~---------,-. . . . "' . ... . . . 
. . . . . . ... . . . . . . ... 

I In INFOSEC, the old ground rule was 
L..-,_~---~-:1._m,'l!!!"P_m ..... ~ .... zn~~uu"IV!w1:t~al'T.1.r.1~tn:'2!eri:r;e~11s to know about your system•; the new 

ground rule is •the adversary is a member of your net•. our interests 
are even more intertwined than before •.• INFOSEC's challenges are 
SIGINT's opportunities/ SIGINT's challenges are INFOSEC's 
opportunities .•. perhaps even on the same network. 

There are several factors that have driv 

..-------------------,------r • ..... !{b) ( 3) -P. L. 8 6-36l 
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~ The Crx'PtO Math Education Board (CMEB) was established last 
fall (under the Mathematics Carrer Panel) to care for the cryptomath 
curriculum at the National Cryptologic School. We (1) recruit, 
facilitate training for and support instructors, (2) monitor and 
develop the curriculum to satisfy community needs, and (3) provide a 

• 

Page3 of19 

(b) (1) 

(b) (3)-50 USC 3024(i) 
(b) (3)-P.L. 86-36 

reliable interface between the School and the community. Since . 

Seo:emb;r 1994 we bave rnet euenr three w~~~~•- .• ~n.~C!df~~on.t;o.lJ.E;lp:1-:qg_ •.•.■.•.•••••••·• I _ _ .,. ~~~r'ui ~ instructors, we have ,JA70i::k.ed • • -;:;: 
on eve oping the curriculum. We"ve continued ~-------effort to 
improve CA~235, discussed MA-246 with. former instructors to identify· 
measures to improve and update this course, and laid out the foundation 
for a telecommunications sub-curriculum. I ~ ie revis.tng· • • • • • • · • · • 
MA-145/146 and new publi~c=-.Jk~e~·'i./Jn~umb~~e~rLl~~c:i::ciiiii:sjas::Jijce....iJ1....1:le.lwm._--, 
Members of the 
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2. ~ CALENDAR 

September 8 

September 8 

September 14_ 

September 15 

September 22 

PLAN AHEAD 

October 6 

October 10 

Norman Roberts Award Nominations Due 
(~end to I I. . . . . . . . . . . . . -~- .......... :. :. :. , .. . CMI Presentatiqn,, ~ ••••••••••• ·• ! j CCS (Friedman, 0930) 

Science and Engineering society Presentation( 

R527W9W (1000, R&E Symposium Center) (See·6b) 

Peter Jenks Award Nominations Due 
(Send to L..I ___________ L _ 

CA Technical Track Ceremony 
(9A135, 1300) 

CMI Talk - Topic to be Announced 
(Friedman, 0930) 

OKTOBERFEST, a joint KRYPI'OS/c~•Gala 
(Last Chance, Columbia) (see. 3a, below) . 
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....... . . . . . . . 
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October 17-19 · Cryptanalytic Computing Conference 
(See 6d) 

mid-October 

October 26 

...-------------, (b) (1) 1.-----------:---.-~ " " " " • • • • • (b) ( 3) -P. L. 8 6-3 6 

KRYPTOS Annual Banquet and Awards Ceremony 

Oct 30 - Nov 3 CONSCRYP'l' (FANX) 

II/I/I/I//I/I/I//II/II/I/I//III/I/II//////I////I/II//II/I/III/IIII//I/// 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
III/II///III//I//II//III/III/IIIII/II//IIII/IIIII/I/IIIII/I/IIII//II//II/ 
3. KRYPTOS 

a. (~ Second Joint KRYPTOS/CMI After-Hours Celeb;ation Scheduled 

The next Kryptos/CMI party is planned for TUesday October 10th from 
5:30 to 7:30 at the Last Chance in Columbia. As we did at the last 
party, we will be collecting $5.00 per person to cover the cost of 
appetizers. The cost of drinks will be the responsibility of each 
attendee. (But please order from the waiters/waitresses instead of at 

·the bar so we get credit for the order.) We will ~egin takini~---, 
reservations an. d money. around the mi ddJ e at Siptember. POCs: L l I · · _•More info later. • •• 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• . . 
/l/////l/ll///ll//l///l/ll//l//l/l/lllll/l/l/ll/l/}ltll/lll/lll/llllll/%1 

4. CACP NEWS 

a. (U) ISDP 

• 
• • • • • • • • • • Most people are aware of the Intern and Cross Training Programs •• 

administered by the Cryptanalysis career Panel (CACP), but there is a• 
lesser known program that is also in existence. It is the Individual 
Skills Diversification Program, or ISDP. This program can fill many 
purposes. It can be used by the professionalized cryptanalyst wishing 
to update his/her CA skills, by someone in a related field wishing to 
acquire some CA skills, or by someone in the CA field who lacks some of 
the requirements toward certification. 

In the ISDP, the Career Panel acts in an advisory capacity. The 
participant is not detailed to the-CACP, but remains on his/her own 
billet. This requires the support and commitment of the participant's 
organization. The ISDP participant will, in conjunction with the CACP, 
draw up a plan or roadmap to get him to the goal. This may involve a 
list of. diversity assignments, courses, or other activities. Next the 
participant gets the concurrence of his management, and then, remaining 

• 

• • 

• 
• 
• 

. 
• 

• 
• 
• . 

• • 

. . 
• 
• . • • • • 

• . ' •• • • .. 
• • on his billet, goes on a mini, self-styled intern program. . . . . . 

• • 
The program benefits the individual by improving his technical skills .• 
and knowledge; it benefits the host organization because they g:et•baoJt . . . 
a more well-rounded analyst; and it benefits the organization~ .• 
providing the diversity because they get •free help• in tpe•fortQ ♦of a 
person loaned to them with a billet. • • • • •• • 

• • . . . 
If you would like more details on how thja nroarflt can.~9:rk for you, 
contact the CA Career Panel office onl - • 

• • • 
♦ 

• 

w 
I 

'ti 

t-< 

00 

°' I 
w 
°' 

9/23/2010 



September 1995 TALES OF THE KRYPT 
Doc ID: 6823798 

Page 5 of 19 

··································~······································ b. (~ CACP TIDBITS 

1. In July there was a curriculum review for Cryptanalysis. 
Testimony was heard from instructors, and information gathered from 
people who had taken CA courses and their supervisors. A panel headed 
by Tom Lessard, Chief z, took all the information'into account and came 
up with some recommendations for improving the CA curriculum. The 
report from the Cryptanalysis Curriculum Review Board is almost 
complete, and will be available on MOSAIC in the near future. For 
additional information, contact! I Z09 • . . 

2. The 1995 Cryptanalysis Conference Report, CA-2O0O; ·was .mailed 
out to all conference participants and z offices this month. if•:s,ou. 
would like a copy, contact the CA Career Panel office. Also, newly • • • •. . . . revised tech track criteria for cryptanalysis are available by •. 
contacting the CA Career Panel office. 

3. If you have any suggestions for how to imn7ove the Technical 
Track, contact I ·) 1 • ~}J.e., h PF.t. 9~ • • • 
a DO THAD subcommittee that is studying the results of the recent tech 
track suryey and suggesting ways to improve the Agency's Technical 
Track program. 

........ 

4. There will be a ceremony to confer titles on recent members of ••••• • • : •. 
the CA Technical Track, to be held on 22 Septembe~.at.1300•hob~s ln". • • 
room 9Al35. A reception wi:J.1,. fa1J.ew thE! 't::~remony. If you are • • • 
interestr.:i.n.abtetl.dihg; piease contact the CA Career Pan~l office on •• •• 

I - . . .. 
• • 

·····························································~'········· c. CA COURSE DESIGNATORS CHANGED • . . 
• Beginning in FY-96 there will be some changes in ~ourse designators: 

CA-112 
CA-101 

will become 
will become 

. • 

. . 
• • •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

l/l//llll//llllll//l/l//ll/llitii11111//IIIIIIII//IIIII//IIIII/II/IIIII ; 
. . . 

• . . . 5. TECHNICAL CORNER • • . • • 
a. ~1 firi a Nutshell 

tr 

w 
I 

tu 

t< 

a:, 
0\ 
I 

w 
0\ 

WW I-' 

I I 

. . 
• 

• . 
11j U, 
• 0 
t"' • c:: 

[/) 

CD 0 

"' IW 
WO 

"'"" ... 
,-,. 

• • • • • • • • • • • i(b) (3)-P.L. 86-361 

9/23/2010 



September 1995 TALES OF THE KRYPT 
Doc ID: 6823798 

Page 6 of 19 

---------------------,. 

(b) (3)-P.L. 86-36 
,--~..:__------------'-----~-------r··· 

w w f-' 

I I 
'1J U1 
. a 
t< • q 

[J) 
oo n 
0) 
I W 

WO 

°' N .,,. 
I-'· 

9/23/2010 



September 1995 TALES OF THE KRYPT 
Doc ID: 6823798 

ll ■ IIIIUIIHNn1t•••1tttll ■ H ■ llltftll ■■ ••••11111111111t ■■■ •1t ■ 11n ■ ••·······"····••n ■■ lfftllllllHfl ■ H 

b. ~ .Tech Trend Note 

(The following was exacted from this quarterly periodical published by 
the I I on C4I technologies of 
inlef@§t to the Information System Security O~ganization. For further 
information or suggestions please contact: • • • • , •••••• • • l 

·page 7 of 19 
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QUANTUM CRYPTOGRAPHY-BASED SECURE KEY DISTRIBUTION done for the first . . 
time over long distances. Achieved on a 10km optical fiber circuit at.• 
BT Labs in the UK, the process encodes key on pairs of quantum effects• 
that, according to fundamental physical laws given in Heisenberg's •• 
uncertainty principle, cannot be observed without changing the k~y•and 
thus alerting legitimate users to the intrusion. The work shovs it is 
possible to build a practical quantum-based system of key .• 
distribution. (Electronics Letters Vol 30, No.10 via Pro®~St. See 
also Scientific American Oct92) .• 

♦ 
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6. COMMUNITY SERVICE 

a. ~ Fourth Annual Cryptanalytic Computing Conference 

The Cryp.tanalytic Computing Conference (C3) is a forum for 
presenting recent work on the computational aspects of cryp
tanalysis. Major topics include: 

+ Applications and Algorithms - practice and 
experience 

algorithm design and analysis, data structures, 
innovative mappings of problems to parallel and 
vector architectures, techniques influenced by 
new architectures, comparative performance 
studies, software and hardware reverse 
engineering 

+ Computing Tools for Cryptanalysis 
languages and compilers, distributed job 
management, production control systems, 
software development environments 

+ Architectures for Cryptanalysis (proposed and in 
use) 

SPD's, ASICS, workstation accelerators, high
speed networking, etc. 

The conference will be held October 17-19~ 1995 at the Center 
for Computing Sciences in Bowie, Maryland. 

Information for Attendees 
A (classified) copy of the conference program can be ob
tained via electronic mail (see below). If you would 
like to register for the conference (and 'a,.ve . a • • foldec • • • 
prepared for you), contactjat the address 
below. Attendees without NSA green badges should deter
mine. if they have current TSSI clearances on file at the 
Center for Computing Sciences (CCS); ask your Cognizant 
Security Authority or call the number provided below. 
Those attendees without current clearances (or NSA green 
badges) should arrange to have their clearances forwarded 

....... 

to the CCS Security Manager well in advance of the 
conference. Attendees with NSA green badges are not re
quired to have clearance documents at CCS. 

. . . . . ... :· 
♦ 

♦ . . . 
Please submit your conference 
later than September 22. 

.. . . 
registration .rer,[\lest no 

. . . . . 
... . . . 
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Conference Chair: r 
. . . . 

I 
. (b) (3)-50 USC 3024 (i) 

(b) (3)-P.L. 86-36 
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b. ~ Science and Engineering Society Presentation 

I 
,-------------------------r · l(b) (3)-P.L. 86-36! 
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during an NSA - •. 
l-sPo'1TErcr.r:-ei::r:rarrcwecrtr.-7rerurs75ieei~wI'Efi7:lieerliA~gfEenmcc~yrfor fifteen years, •. 

in physics and matA~tics and has ·-(b_)_(_l_)------~ mostly in w group. He has 
played par golf once. 

. 
For information on or membership jp tbe Society cont~fc •!!I,#::.····· 

Tom Klinel _ L. __________________ _. • . 
Rft ■ RftBR ■■ ••···••n••·······"····••n••······················••wn ■ RR~ftBRN ♦ 

c. CRYPTOLOGIC HISTORY 

~ The Center for Cryptologic History, E322, invites all 
Agency personnel to subscribe to its history categories on the 
Electronic Subscription Service (ESS) and ENLIGHTEN. Two or three 
times a week the Center publishes •CRYPTOLOGIC ALMANAC,• a 
gallimaufry of historical notes about our cryptologic heritage. 
Sometimes these notes are pegged to an important anniversary, 
sometimes they just recount an interesting. and instructive 
incident from the past. 

('1l'ewQ.) The Center also uses these categories to announce its new 
publications, provide the work force with information about the 
annual history symposium, and disseminate news about new exhibits 
or activities at the National Cryptologic Museum. E322 is also 

♦ 

(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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... · -~" pleased that many Agency employees use these categories to provide •••• ; : •• :-••• 
feedback about the Center's activities. • •• • • • • •• • • •• •• . . . . . . . . . . . . .· .·· 
~ The ESS topic number is 1364. .:rae mn'.:r'GHTEN new$grt>up is. ♦-:.♦• . . . . . ' . . 
pubs. hist. If you have gene¼al• qdestions on the ter for •. • 

~C~r~yp~t~o~l:.::::O.iz.::~~H~i~s~t~o~• •P'l~ase• contact Dave Ha~ah•6n ~:'11:"T~:":"I!:~=• 
; for questions on he tenter's p ons, 

n11n11n ■ 11 ■ 1r1111••••••••1tnn1111 ■■ 11nn ■ 11ww ■ t111 ■■ Rt111n ■■ n••••••••••••••••••••••••1tt1n 

d. ~ I . A. I . TRIVIA CHALLENGE ' 9 5 

The International Affairs Institute (IAI) will host TRIVIA CHALLENGE '95 
on 13 September 1995. This unclassified written contest will include 
multiple choice questions on the following topics: international and 
domestic affairs, politics, economics, history, current events, the 
military, and geography. This is the inauguration of what is expected 
to become an annual event designed to promote interest in international 
affairs while challenging the wits and knowledge of Agency employees in 
an enjoyable fashion. At least half of the questions were drafted by 
SINIOs, and the concept for this contest is fully supported by DDO, 
Barbara McNamara. 

CASH PRIZES - 1st Place 
- 2nd Place 
- 3rd Place 

$250 + free lifetime membership 
$100 
$50 

(In the event of a tie, the money will be divided evenly) 

DATE/TIME - 13 September 1995 (Wednesday) 
- 2:30-3:30pm (1430-1530) 

j(b) (3)-P.L. 86-361 
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FORMAT 

LOCATION 

MISCELLANEOUS 

- written; 120 unclassified multiple choice questions. 

- TBA; either the Opsl or Ops2A/2B cafeteria. 

- Open to all green/gold/black badgers. 
- Those who helped draft the questions are eligible 

to participate, but cannot receive the cash !bryizes. 
- To preregister, send a note to! ! 

COB 11 Sept. '----------. • . 
. :~:!;= l ________ .. ~ ........ }b)(3)-P.L. 86-361 
office: r 

nNUltNllllttllllft"HUWWIIH ■ llllfllltt ■ NN"""""·"""""""""""""··········· .. ••n• .............. H. 
//ll/l///)//l//lll/ll/llll//ll//l////ll/ll//lll//ll//lll//ll/l///ll/llfll// 

7. ~ HISTORIC TIDBITS 

This month we feature a series of monographs written in 1966 by Lambros 
Callimahos. They not only illustrate his keen grasp of technical concepts 
and an uncommon attention to detail, but also show a side to the great 
analyst that unfortunately only a handful of today's NSA family have had 
the opportunity to experience firsthand. 

--------------------------------=------.-----=-----------------------------
Monograph No. 1. 

FOREWORD 

This publication heralds the first in what is hoped will be a series of 
definitive treatments of important topics facing the scientist in this 
technological age. Although this first monograph is hardly 
controversial in its nature or approach, it nevertheless faces squarely 
up to a rather sticky problem that has long baffled, puzzled, rankled, 
and bothered mathematicians all over the free world. Like Euler's 
Identity and Gauss.'s formula for the number of primes under N, the 
utter simplicity of this presentation should appeal to both novice.and 
expert alike, requiring as it.does only the rudiments of counting, 
although graduate study in celestial mechanics is certainly not a bar 
to its full appreciation. 

I wish to thank the Directors of the Ptolemy Club Research Foundation 
for their encouragement in the face of adversity, and for the 
insubstantial grant which made this far-reaching study possible. I 
also wish to acknowledge the assistance of my good wife, Helen, who 
egged me on and on and on; ·not only did she read through the 
manuscript, but she gave me her unstinting help and unflagging 
cooperation without which this work no doubt could not have seen the 
light of no day. Any errors in this paper are the author's, of course. 
Comments, criticisms, and suggestions for revision are invited. 

/s/ Lambros D. Callimahos 
Washington D.C. 
11 February 1966 

-------------------.------=. -====-=-==----==--=-=---=-------------------
==========================================================- ============= 

l(b) (3)-P.L. 86-361 . ..----------------------r 
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A Short Table of Even Primes 

2 

===========================•====================================-====== 
================================-====================================== 
Monograph No. 2. 

FOREWORD 

The widespread interest and universal acclaim greeting the publication 
of Monograph No. 1 in this series of definitive treatments of impor~ant 
topics facing the scientist in this technological age is heart.;..warming 
indeed, right through the left auricular cockles. This present paper 
goes directly to the stomach of a problem which patently has been 
unclear for generations; otherwise, why hasn't it appeared in print 
before this? Why, why, why -- the burning question hall'D'ners at the top 
of the scientist's head. Now, for the fir~t time, and in clear, 
unambiguous exposition, we have the value of unity expressed to 1600 
decimals, which should be enough for the average engineer's uses, if 
not precise enough for the astrophysicist. 

I wish to than~ the Directors of the Ptolemy Club Research Foundation 
.................................................................. ■ •••• 

Comments, criticisms, and suggestions for revision are invited. 

/s/ Lambros D. Callimahos 
Washington D.C. 
12 February 1966 

======================================================-=============-==-

Unity Expressed to 800 Decimal Places 

1.00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000·00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 

-------=---==========-================================================== 
------------ .--=====-====================== -=========:========----------
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Monograph No. 3 

FOREWORD 

The furor created in the scientific world in the last two days, 
following the appearance of Monographs Nos. 1 and 2 in this series, was 
beyond our wildest expectations. Congratulatory telegrams have been 
coming in diurnally from Hoboken, New Jersey to Addis Ababa. 
(Actually, they were all sent from Hoboken, New Jersey, to Addis Ababa 
by mistake.) This present paper, another triumphal first, gives the 
first 200 integral powers of 1. The calculations were effected by 
using Napier's bones. (The bones were on loan from the British MUseum, 
through the courtesy of the N~pier family.) Calculation was·complicated 
owing to the absence of the right femur, with subsequent round-off 
error. 

I wish to thank the Directors of the Pto+emy Club Research Foun~tion 

Comments, criticisms, and suggestions for revision are invited. 

Exp. p 

Isl Lambros D. Callimahos 
Washington D.C. 
13 February 1966 

1 200 
Powers of 1, from 1 to 1 

----------------------------
Exp. p I Exp. p I Exp. p I Exp. p 

-----------+-----------+-----------+-----------+-------- -
1 1 41 1 81 1 I 121 1 161 1 
2 1 42 1 82 1 I 122 1 162 1 
3 1 43 1 83 1 I 123 1 163 1 
4 1 44 1 84 1 I 124 1 164 1 
5 1 45 1 85 1 I 125 1 165 1 
6 1 46 1 86 1 I 126 1 166 1 
7 1 47 1 87 1 I 127 1 167 1 
8 1 48 1 88 1 I 128 1 168 1 
9 1 49 1 89 1 I 129 1 169 1 

10 1 50 1 90 1 I 130 1 170 1 
11 1 51 1 91 1 I 131 1 171 1 
12 1 52 1 92 1 I 132 1 172 1 
13. 1 53 1 93 1 I 133 1 173 1 
14 1 54 1 94 1 I 134 1 174 1 
15 1 55 1 95 1 I 135 1 175 1 
16 1 56 1 96 1 I 136 1 176 1 
17 1 57· 1 97 1 I 137 1 177 1 
18 1 58 1 98 1 I 138 1 178 1 
19 1 59 1 99 1 I 139 1 179 1 
20 i 60 1 100 1 I 140 1 180 1 
21 1 61 1 101 1 I 141 1 181 1 
22 1 62 1 102 1 I· 142 1 182 1 
23 1 63 1 103 1 I 143 1 183 1 
24 1 64 1 104 1 144 1 184 1 
25 1 65 1 105 1 145 1 185 1 
26 1 66 1 106 1 146 1 186 1 

•• ~(b) (3)-P.L. 8 6-3 61 
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27 1 67 1 107 1 147 1 187 1 
28 1 68 1 108 1 148 1· 188 1 
29 1 69 1 109 1 149 1 189 1 
30 1 70 ·1 110 1 150 1 190 1 
31 1 71 1 111 1 151 1 191 1 
32 1 72 1 112 1 152 1 192 1 
33 1 73 1 113 1 153 1 193 1 
34 1 74 1 114 1 154 1 194 1 
35 1 75 1 115 1 155 1 195 1 
36 1 76 1 116 1 156 1 196 1 
37 1 77 1 117 1 157 1 197 1 
38 1 78 1 118 1 158 1 198 1 
39 1 79 1 119 1 159 1 199 1 
40 1 80 1 120 1 160 1 200 l 

====================================================================-=-= 
=================================================·=============== ·====== 

Monograph No. 4 

FOREWORD 

By this time, the whole world knows-that the Ptolemy Club Research 
Foundation Monograph Series is to be reckoned with. (We pause for a 
few milliseconds to let that one sink in.) As an adjunct to 
computation, the Monographs are truly sine-gua-nonical, absolutely 
nonpareil, and very useful to boot. Most texts give implicit values of 
quantities raised to the zero power; but now, for the first time in 
history, we have an _explicit_ listing of 120 quantities raised to this 
power. In addition -- and this may not occur to the average reader, 
this Table also contains a handy listing of the squares of numbers from 
1 to 120. The proper use of _any_ mathematical table should embrace an 
adequate understanding of its component parts. 

I wish to thank the Directors of the Ptotemy Club Research Foundation 

Comments, criticisms, and suggestions for revision are invited. 

2 0 

/s/ Lambros D. Callima.hos 
Washington D.C. 
14 February 1966 

Table of (N) for 120 Integral values of N 

2 2 o I 2 2 o I 2 2 o 
N N (N ) I N N (N ) I N N (N ) 

--------------------+--------------------+---------------------
1 1 1 41 1601 1 I 01 6561 i 
2 4 1 42 1764 1 I 02 6724 1 
3 9 1 43 1049 1 I 83 6889 1 
4 16 1 44 1936 1 84 7056 1 
5 25 1 45 2025 1 85 7225 1 
6 36 1 46 2116 1 86 7396 1 
7 49 1 47 2209 1 87 7569 1 
8 i4 1 48 2304 1 88 7744' 1 
9 81 1 49 2401 1 89 7921 1 

10 100 1 50 2500 1 90 8100 1 
11 121 1 51 2601 1 91 8281 1 
12 144 1 52 2704 1 92 8464 1 

Page 13 of 19 
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13 169 1 I 53 2809 1 93 8649 1 
14 196 1 I 54 2916 1 94 883"6 1 
15 225 1 I 55 3025 1 95 9025 1 
16 256 1· I 56 3136 1 96 9216 1 
17 289 1 I 57 3249 1 97 9409 1 
18 324 1 I 58 3364 1 98 9604 1 
19 361 1 I 59 3481 1 99 9801 1 
20 400 1 I 60 3600 1 100 10000 1 
21 441 1 I 61 3721 1 101 10201 1 
22 484 1 I 62 3844 1 102 10404 1 
23 529 1 I 63 3969 1 103 10609 1 
24 576 1 I 64 4096 1 104 10816 · 1 
25 625 1 I 65 4225 1 105 11025 1 
26 676 1 I 66 4356 1 106 11236 1 
27 729 1 I 67 4489 1 107 11449 1 
28 784 1 I 68 4624 1 108 11664 1 
29 841 1 I 69 4761 1 109 11881 1 
30 900 1 I. 70 4900 1 110 12100 1 
31 961 1 I 71 5041 1 111 12321 1 
32 1024 1 I 72 5184 1 112 12544 1 
33 1089 1 I 73 5329 1 113 12769 1 
34 1156 1 I 74 5476 1 114 12996 1 
35 1225 1 I 75 5625 1 115 13225 1 
36 1296 1 I 76 5776 1 116 13456 1 
37 1369 1 I 77 5929· 1 117 13689 1 
38 1444 1 I 78 6084 1 118 13924 1 
39 1521 1 I 79 6241 1 119 14161 1 
40 1600 1 I 80 6400 1 120 14400 1 

·=======================================-=-==-===-======================= 
------==---===========================================================-= 
Monograph No. 5 

FOREWORD 

To coin a phrase -- we being numismatic Pharisees-from way back 
"Necessity is the mother of invention.• The giraffe grew a long neck 
to reach the tops of trees, and early Eiderdown man developed ten 
fingers to match his decimal counting system. Mapier, Burgi, and 
Briggs compiled logarithmic tables to three different bases, all 
unusable by extraterrestrials with only 3 1/7 fingers. Striking a blow 
for interplanetary amity; this brilliantly conceived table will win for 
us new friends in our Galaxy -- and God knows we could use some.· For 
the pi-fingered gentry, these.logarithms will be viewed as a good boon, 
even from the point of view of a Cyclops with an orb perched on top of 
his main universal joint. 

I wish to thank the Directors of the Ptolemy Club Research Foundation 

Comments, criticisms, and suggestions for revision are invited. 

Isl Lambros D. Callimahos 
Washington D.C. 
15 February 1966 

======================================+++++++++++======================= 

------=---=-=======-~=============================================------

-----
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Abridged Table of Logarithms to the Base Pi 

("Lambrosian Logs•) 

N Logarithm 
-----------

1 0,0000 
2 0.6055 
3 0.9597 
4 1.2110 
5 1.4060 
6 1.5652 
7 1.6999 
8 1.8165 
9 1.9194 

10 2.0115 

=====-==-=====================================================----------
===========================================================--==--=------
Monograph No. 6 

FOREWORD 

Accustomed as we are to burning questions -- carminatives will often 
help -- we are totally unprepared for the untenebrific, unfrigorific 
reception accorded the publication of these papers. In brief, the 
rhapsodic lillibullero after each paper, starting with the distant 
rumblings reminiscent of eerie viscera and swelling to a Walpurgis 
crescendo of incredulous unbelief, punctuated by a myriad nan oboes 
inflected in ·agonized tones rising along an exponential curve to a 
shocking 2000-cycle note beyond the wildest lamentations of the fair 
lady of Lammermoor -- such is the warp (and woof) of the Monographs. 
Now that we are exhausted, consider this present paper as having an 
adequate introduction. 

I wish to thank the Pirectors of the Ptolemy Club Research Foundation 

Comments, criticisms, and suggestions for revision are invited.· 

/s/ Lambros D. Callimahos 
Washington D.C. 
16 February 1966 

=:::=. =·-.=========================================' ======================== 

The Last 24 Positive Integers, in the Arab World 

24 
23 
22 
21 
20 
19 
18 
17 
16 
15 
14 

.----~---------------------,··· · I (b) (3)-P.L. 86-36 
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13 
12 
11 
10 

9 
8 
7 
6 
5 
4 
3 
2 
1 

=================== -=====================~=-====-==--==--------------
============================================================---------
Monograph No. 7 

FOREWORD 

This present Monograph is a fitting tribute to the culmination of 
seven days of feverish activity o~ our part. It will mark. the last 
Monograph in the series, since the Board of Directors of the Ptolemy 
Club Reasearch Foundation have seen fit to utilize our multifaceted 
talents for the relief of human misery, not for creating additional 
problems. We were quite flattered at the first kudo (sic): captaincy 
in the Salvation Army, politely declined. The second kudo (sic sic): 
Director of the Pakistani Planned Parenthood Association, declined as 
being unprolific. The third offer was accepted with alacrity (Alacrity 
is a Greek friend of ours): Chamber Virtuoso of the Lion of Judah, an 
imposing title, pregnant with possibilities. 

I wish to thank the Directors of the Ptolemy Club Research Foundation 

Comments, critic isms, ·and suggestions for revision are invited. 

/s/ Lambros D. Callimahos 
Washington D.C. 
1 7 Februar,I' 19 6 6 

===============================================================--==---

The 100,000th Decimal Digit of Pi, 
after the Decimal Point 

5, uh, 6, er, 5, no wait, 6 ... 

ltHIIIIW ■ IIN ■ HH ■ NllftHJlll""""ll ■ lln ■ nn ■ nNllllll•· .. •• .. •••••••• .. ···••11HNflltlfllllfflln ■ n ■ t1 

8. (U) PUZZLES and PROBLEMS OF THE MOIIJTH 

We will begin to alternate monthly between Problems of the 
Month and Puzzles, so in effect everyone will have two months to solve 
each and have his/her name appear in the newsletter • 

....................... n ■■■ R ■ IIIIW ■ llllftllftDIIW ■ nN•·····••n1111••·······"··· .. ·••H ■ ltlt 

~-------------------------, • • 1 (b) (3)-P.L. 86-36 
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a. ~ The following people correctrv~olved last month's problem -

As you may recall, the problem was a putative plaintext message from 
real problem. I 
I •••1111111:nnznrr 

(b) (1) 

a I .1.-(b_J_(_3_J-_s_o_u_s_c_3_02_4_<_i_.) • (b) (3)-P.L. 86-36 . 

,-------------------------, • • • • • 1 (b) (3) -P. L. 86-36 I 
9/23/2010 
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(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

■ n11n11a ■ nw ■■■ 11nHt1ftll ■ NNUUHftllllftNft ■■ ••·••1111w ■ ••·········""•·n••·····•·11••••nH 

b. PUZZLES 

Correct answers from the last uzzle.were s 

ongrats to them . 
• • • • • • • • • • • • • • • • • • • • • • • • • • • • ■ ••••••••••••••••• : : 

• " •• II ••• II If""." n" n II •• " If"""." •• """". ft II.Hu ......... ft II. n •••• II II.".". ti II" II" II ti ..... ,--------.. 

I I (b) (3)-P.L. 86-36 
1. The following puzzle is courtesy of 1., _______ _,,, ••••••••••• .__ ______ _ 

The commonest way to write out a list of words is alphabetically. This 
may be all that is needed.in many circumstances, but it cap. have 
unfortunate side effects (nods from those whose last name starts X, Y 
or Z). So the following 19 words have been deliberately written in a 
"fairer• order. 

BALLAD ACHING LEDGER ITALIC ADSORB BILLET USABLE RICHER TERMED KERNEL 
LESSEE MANTRA ENSIGN SONATA PELMET ENTRAP OREGON CERVIX PORTAL 

Problem 1. Identify the method used to order the list of words. 

Problem 2 .. Rearrange the list of 19 words, so they are in the •correct• 
order. (Puzzle solvers are left to decide for themselves 
what •correct• really means, and may submit either this new 
ordering, or the algorithm used to generate it). 

Problem 3. Explain the significance of 594 - (this provides a check on· 
the •correct• solution to Problem 2). 

II HU ft NII ff ■ n II ft H II R II 11.11 R II II ■■■ A II II R ■ ft ■ Un ■■■■■ 11 11 11 ■ 11 11 ■ N 11 11 ■ ■ ■ 11 ft ft If II !III ■■ II II ■ II II II ff II II II II N ■ If 

2. (U) And Another One ...... . 

We received another submission, this one from I r ~hd .. 
found it in Martin Gardner's •codes Ciphers and Secret Writings•, ... .•.1.__(_b_)-(3_)_-_P_._L_._8_6_-_3_6_. 

. . . . . . . 
9/23/2010 
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published by Simon and Schuster, New York, 1972. (The original is 
a hand-written graphic depiction o~ symbols, which we have tried to 
represent as closely as possible from the keyboard. For a copy of the 
original, contact I I .......... 

• • •, (b) (3)-P.L. 86-36 A CRYPTO-RIDDLE: What goes •zzub, zzub, zzub•? 
(The cryptogram below:contains the answer.) 

! '66 H/FU\" 

• !%*@!#-

nn•n••••••••••••n ■ nawnwnn ■ ••••••••••••••••••••••n•• ■ ••••••••••••••n•••••• 

(OU:r Puzzle Editor would like to encourage anyone who has a puzzle he/she 
would like to submit to send it to him. Thanks!) 

III//I/////II/IIII/II//I///I//II/I///I/I/II/II/////////I//////II//II//I/// 

#############################################################1########### 

NOTE: We MUST receive sub.~issions for the October issue b"y 27. Septe.iuber. 

I .... ,- .-.. ,..... r-. ..... r'"T 11nna, lltlT 
, 1,lJr '1.)1,,..'.;_...I I.._ t /' ~_,. ..,_,, f •1 • • 

Dl!RIV!D l"ROM: NSM::SSM 12.3-2., 
DATED 3 SEP 1991 

Dlsl.MSIN ON: SOURa!: tMRl<ED "OADR• 
DA'lEOFSOUR<Z:3 Sl5>1991 

I (b) (3)-P.L. 86-36 
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(U)PE EXTERNAL P.i\GE 
.• 

*********************************** 
* TALES OF THE KRYPT * 
*********************************** 

I (b) (3)-P.L. 86-361 

October 1995 

II//II/III/II/II/I//I//I///IIIIII///III//I/II//II/II//IIIIII/IIIIIIIIIII 

'nbb&t TABLE OF CONTENTS: 

1. CA Perspective 

2. Calendar of Events 

3 • KRYPTOS News 

4. Word from the CACP 

S. Technical Corner 

6. Community Service 

7. Problems and Puzzles 

//I/I//II/I///III/III/II/III//I/IIIIIIII/III///I//I//II/I///IIIII/IIIIII 

1. ~ PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice. This 
month we are pleased to feature the thoughts of l . I. Chief Z31. 

----------------------------------------------------------------·~-----. . 
nr,: 8QQJ A_Military Standard ·1 (b) (3)-P.L. 86-361 

1e eeo1 There are days when the negatives seem to outweigh the 
positives; days when furlough talk permeates the air, and you wonder if 
you're "essential•; days when you learn that the decrypts you're 
sweating to produce fall "below the reportable threshold•; days when 
the bureaucracy does something objectionable (well, that's every day so 
it doesn't matter!). I've lC{!arned in recent years to put a lot of this 
in a much better perspective by focusing on one thing: our core 
mission, support to military operations. I'd like to share this 
perspective as my tale. 

{e"-ce~ I'm not a rabid militarist, far from it, but I do see this 
part of our job as particularly clear and compelling, revitalizing 
because it is so real and 'immediate. My awareness of this is recent, 
developing over the short time I've enjoyed as Chief of Z31, which is 
supporting military ope.rations somewhere in the world pretty much every 
day. 

("'8QJ. First, no matter how anxious the military situation, no matter 
how serious we all are as we try to succeed, this is satisfying, 
enjoyable work. I say •enjoyable• intentionally, even though we may be 
talking life and death. Peo le have a oal and connn't ul 

Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 
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to achieve it.. They inevitably look back on their efforts with fond 
memories. This is something to remernl:>er when the next furlough or 
downsizing rumor comes around, suggesting that we are expendable in 
some sense. If you've just helped keep soldiers out of harm's way, you 
have no inner doubts about the value of your contribution. · 

-tf'OIIQJ. Second, people work together without constraint. Teamwork and 
efficiency predominate. Information gets to those who need it, 
computer resources are assembled-and connected overnight, 
mathematicians and signals converters find comm~ ground. All the 
petty stuff that inhibits cooperat,i.on vanishes without trace. 

ts eeo~ Third, bureaucracy melts away when milita 
up. 

come 

Other offices can top• 
t....:-~a=-,-'"T"::m:--:s~u~r~e~.-~or.El!Ti~c~e~,---;;G~r=o=u~p~,---.KP.ey::-:-~c~o=mp=o=n=-=en=-=t~bourl.d'aries.are •. 
immediately transparent. Money is found when it's clearly net!ded .. ]. • • 
have the dubious distinction to be the Cryptanalysis category manager• • • • •• .,...,.,,.,.,------, 
.as well as Chief Z31, meaning I lead formulation, presentation and 
defense of our budget. Cryptanalytic support to military operations is 
a briefing show-stopper, without fail. Cryptanalysis, the Agency's core 
discipline, is seen to be prosecuting the Agency's core mission, and it • 
deserves and gets the support it needs. .• 

• 
't"! SQQ~ Now, I don't want anyone who isn't working military suppor~•at 
this moment to feel maligned or neglected by this. I realize thaf•we 
can't give every problem the same priority as the! _ much 
less the Gulf War. I know research doesn't work quite this way. And I 
know that there are many cryptanalytic work centers, with no military 
support role, but where cryptanalysts make extremely valuable 
contributions to our Agency's mission, enjoy their work, have a strong 
sen~e of mission, work well with others, and do not feel unduly 
_constrained by bureaucracy and resource shortfalls. 

re eee+- But I also know that this level of satisfaction and 
productivity is hard to maintain when the latest memo comes around 
encouraging everyone to retire or prepare for a furlough; For me, our 
history of success supporting the military, and the way we do that, 
provides an inspirational standard to compare with what I am doing 
today, a principle that says do what needs to be done to reach your 
objective, no matter what gets in the way. That principle applies to 
anything we do. It helps me forget about the irritations of the 
moment. It-is something we have to do much more consistently in a 
futµre which consists of a smaller organization and a much more 
challenging target environment. 

ltN ■ ftfflltlRBllltNRRIIRRRNWIIIIIIIIN ■ NR ■■■ Rll•·•••••n ■■ IINlttl ■■ UNltttllll ■■ ltltRNN ■■■ Ulf ■■ all 

II/II/II/III/I/I/I/I/III///////II/II/II/I////////IIIII///I/I/II//II/II/ 

2. ~ CALENDAR 

October 3 

October 6 

October 10 

... . . . . . . 
Science and Engineering So~:i.ety"Pre;entation, 
•>ppl;g TechnolF"" to'APl'rellend and Convict• 
by! _ _ Special Agent of the FBI, 
(KE ymposium Center, 1000) (see beloq) 

CMI Talk - Topic to be Announced 
(Friedman, 0930) 

OKTOBERFEST, a joint KRYPTOS/CMI Gala 

(b) (3)-P.L. 86-36 ....--------------------------~-.,,_ _______ _ 

♦ 

(b) (6) 
(b) (7) (C) 

OGA 
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October 10 

. (Last Chance, 0akland Mills Village, 
Center, Columbia 1730-1930) 

z Tech Forum, •Opportunities in Ne!work 

Page3 of16 

Analysis•, 1..l ____________ -41 
(3S040, OPSl, 1300) • • • ._ _____ _ 

(bl (3)-P.L. 86.:_36 I 
October 12 

October 17-19 

DDO Tech Track Masters Ceremony 

Cryptanalytic Computing Conference (C3) 
(CCS) (see 6a, below) 

(b) (1) 
October 16-20 (b) (3)-P.L. 86-36 

October 26 

October 27 

Oct 30 - Nov 1 

Oct 30 - Nov 3 

Plan Ahead 

'--------------············ 
KRYPTOS Annual Banquet and Awards Ceremony 

Z/H Offsite 

Third Annual Computer Conmnmications Conference 
(Friedman - Keynote Speaker, William Crowell, 
D/Dir, Oct 30th, 1300) 

CONSCRYPT (F~) 

November 17 KRYPTOS Talk (TBA) and General Election 
(Friedman, 1300) 

··························································~·············· lllllllllllllllllllll/llllll//lllll/llllllllllllllllllllll/llllllllll/lll 

3. (U} KRYPTOS 
r::-=, 

DISTINGUISHED MEMBERS ANNOUNCED · i..::..:.::,:.J 
, ... a. 

. . . . . . . 
The KRYPTOS Council is delighted to announce th!,named of those ; 
recently chosen as Distinguished M~S• ·r I I 

I . all former NSXers. These 
gentlemen will be formally inducted as Distinguished Members at the 
Annual Luncheon to be held on October 26th at the Fort Meade Officers' 
Club. The winners of the Literature Contest and the recipients of the 
Norman Roberts Award and the Peter Jenks Community Service Award will 
be announced as well. Tosi for the lunche n 

. . . 
. . . . 

·····································································~··~ b. C'P8l,1Q,) LAST CHANCE • • : ______ _ 
l(b) (3)-P.L. 86-36! 

Just a reminder that the Joint KRYTPOS/CMI Octoberfest will be held at 
the Last Chance at the Oakland Mills Village Cent~r ~n Columbia on • 
Tuesday the 10th of October from 5:30 to 7:30 p.m. A mere $5 per • ♦ 
person includes a variety of appetizers including Potato Skins, Buffal'O 
Wings, Beer Battered MUshrooms, French Fries, Buffalo Meatballs, Nacao 
Grandee, Cheese Quesadillas, and Garlic Bread au Gratin! Drinks ar.e 
extra. Contact any of the following to sign up and pay. We need.to 
have a head count by October 5th. • 

• 

I 
I (b) (3)-P.L. 86-361 

IL--------------------~·-··· .. 

. 
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~ . . . . I (b) (3)-P.L. 86-361 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
/II/I/III////////I/I/II//IIII///II/III//I//III////II////IIIIII/I/I//II/I/ 

4. (U) CACP NEWS 

a. C'Poae,,, MONTHLY MYSTERY ANALYSTS - THEN AND NOW 

Each month the CA Career Panel office will feature, on its third floor 
bulletin board, a new cast of mystery analysts. At the beginning of 
the month we will display photos of the analysts earlier in their 
careers. As the month progresses, clues to the identities of the 
analysts will appear. If you think you can guess the identity of one 
or more of the featured analysts, e-mail your guesses to hlll@nsa. 
People guessing correctly, as well as the names of the mystery 
analysts, will be published in the following month's edition .of the 
Tales of the Krypt. 

(Note: the CA bulletin board is located in the 3rd floor 
breezeway between the OPS 1 and HOS buildings.) 

---=- .==--==---===-===== -========================================-=----
b. C"Pelf~ CA-2000 UPDATE 

Since the CA conference in March, the Career Panel has been 
working to refine and incorporate the recommendations in the conference 
report into a new plan for CA professionalization. Subcommittees have 
been formed to study various aspects of the criteria, and the panel 

. hopes to be able to publish .some new guidelines by the end of the 
year. A current status report of how things are looking as of 1 
October is included below. 

('PeiJQl The six major areas of certification will remain, but may · 
change form somewhat. These areas are: 

1. Experience: requirement will remain the same, but the 
method of validation (currently the PERSUM) will 
change. 

2. Diversity: will be restructured to include 3 core areas 
and 2 specialty areas. Method of validation will also 
be altered~ 

3. Training: · several new courses are to be developed (this 
requirement will probably change the most). The career 
panel is working with the newly formed CA Education 
Board on recommendations from the 1995 curriculum 
review. 

4. PQE: there will still be a PQE, but the format will probably 
change - maybe several times. The eventual goal is to 
automate it so that canned software can be used in 
solving the problems. 

5. Paper: the requirement for a technical paper will remain 

(b) (3)-P.L. 86-361 

. . 
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6. Program: 
unchanged. 
there will sti-11 be a programming requirement, but 
some modifications will be made in what is accepted. 
This should result in a •relaxing• of some of the 
topics and languages that are acceptable. 

(U) As a reminder, this is still a draft, and none of these changes 
have been officially approved or put into effect yet. 

=========================================-=--====-=================· 
c. t'P'etf~ NEW CA CAREER PANEL . STAFF 

The Cryptanalysis Career Panel (CACP) welcomes the foflowing new 
members to the team: 

formerly of Z42, will be replacing! 
L.a-s--A-s-s""'i,...s_t_an __ t_E..,,.xe'c\l. t ivE! : · • · · , · · · · · · · · · · · · · • • · ' 
-------- ••••••••• ■ •••• ■• ■ •••••• ■ •••••••••••• ~~~ ~ ~ ~ -

!formerly of Z21, will be the new ~q,mi~:i.strcrtive Assistant 
L....,,,----,,-----' ••• 
for the Career Panel. • •••• • • • ~ • • .... 
I I ~e~~:i~e of the Systems Acquisition Management Career 
Panel (and former CA intern), will be helping out the CA panel with 
various activities. 

ICZ32) is the new Engineering Advisor, and._1 ______ _ 
i.....,(""'z""'2""'1"")--,i-s----,t"""h_e_n~ew "Me.th~tics Advisor to the CACP. The Advis9r . • 

Page 5 of16 

positions (a Computer Scle"nhe•Adv~sor will be named shortly) have been• 
created to assist the panel in draftirtg■ new. c;r,;iteria for certif.ication •. 
as CA moves to include more Ma.th, Engineering, and Cempµter Science, • 
and as a resource for interns, cross-trainees, and aspirarit"s• wi-th. those· 
technical backgrounds who may want advice on courses to take or to~rs • •j(b) (3 ) -P.L. 86 _361 
in their specialty area. • ••••••• ■• .... ? J.•-'----------' . . . . . . . . . . . . . . . . . . . . . . . . 

• • - •• ■ • • • • • • • • • • • • • • •• 

.____,,--__,,---__.I (0Zij3°) • has replaced .... I ____ I on the Compu;~:r; -Program 
Evaluation Board. • • 

Teresa Levendusky (Z232) will replace._! ___ __.f on the Technical Paper 
Evaluation Board. 

====================================================================== 
d. ("PEMJQ.) NEW CRYPTANALYSTS ON THE LOOSE! 

Four •future cryppies" joined Hlll this month: 

CA Cross Training Program: 

CA Intern Program: 

We welcome them to our career field! 
• • 1 (b) (3)-P.L. 86-36 

• ---------------=============================================.~======= 
e. (~ CONGRATULATIONS 

♦ 

9/23/2010 
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The Cryptanalysis Career Panel is pleased to announce the promotion of 
recently graduated internj~ _____ __,_! now in Z211, to GGD-13 . . . . 

lcA intern, received an SPCA from0 ~he"c:ict,•ror•wo.r~.done on 
i....,. ... h-..,,,.,P,,.,P=----:h:-:-. ~l • • • ., • • '!.:I • • • ,. "'4"' • ... 1:r ' .c. ' • • • • • t e D w 1 · e assigneu t::o LI,. "' .. o~ • is· .. -irsb tc,u,r,. •••••• , •• , ••••• : : : 1 ., •• • 

• • • • • • • • • • • • • • • • ■ • ················ 
jdf" ~i23°;e~~iv~~ TWO cash awards from the CACP this month 

~--o_n_e_f_o_r_,.h~i~s honors technical paper and one for his honors computer 
program submitted for certification. It is rare that a paper or 
program passes with honors, and this is the first time that an aspirant 
has received the award for both! 

lz211, became certified in Cryptanalysis this month~ 
._,__ ______ ..,_ ■ ■ ■ ■ ■ • • ■ • • • • • • ~ m • • ■ • • • • ~ a • • • • • I I I I I I I I I I I I ■ ■ ■ ~ ~ • 

.__ _____ .... I CACP • Ch~i~,· ~;d~~i~,· ~r·e~id~d 00~~; ~ ·-~~remoay 11ni"ch" • • • • • 
announced the awarding of Techni~a,J..'»ra~k ti~les to approximately 30 
individuals, I f(Ch. Z2), standing in for Tom Lessard, 
awarded the certificates. 

(U) Congratulations to all on these accomplishmen.ts f 

======================================================================== 
f. ~ CRYPTANALYSIS TECHNICAL TRACK UPDATE 

IP8Uv)- The CA Technical Track Review Panel (TTRP) is now accepting 
e-mail applications. Applicants should e-mail their persum and 
completed form P6770 to I I and submit one signed hard copy 
version of each to the CA Career Pan~l•e~fjle (Hlll 1 OP[ 2B room 
3036D) . Contact the career panel office on ' • • • • • • for more 
information. .-■------.;, ':. ". ■• ■• • •••• ·······,.,. .. .. .. .. .. 
••••• ■ nNHNNftHH ■■ ••••••••••••••••••••••••••••••••••••••••••n•••••••••••••• •-

/l/l/ll/l//l//ll///l/l//l/////l/lll//flll/ll/l/////l///l/ll/ll///ll//l/// 

5. 

. tr 

I 
'1J (U) TECHNICAL CORNER 

Report On CRYPTO '95 (Submitted by .. 1 _____ 1 z02i · 
• • • • • • • • • • • • t'"' 

a. 

~ (The complete report will be dist:::i;:ipv.t;.ep..t;,hrc~u.9pqu.t. ~ •• Md. fc!ll •• 
be obtained by e-mail to I r Bob has offered to make copies 
of papers from the conference available also; .again e-mail requests are 
easiest.) 

("P'OUe-t- All of us know how popular CA-305 has become here at the 
Agency. You get to hear a selection of talks on contemporary 
developments in cryptology by smart people who have been working hard 
on a particular problem for perhaps-a year and are ready to share their 
considerable knowledge with an audience. Instead of hard-working 
techies with a job to do, constrained by NSA perspectives and blinded 
by NSA objectives (as we all are), let the presenters be from around 
the world, researchers at major universities, probably all with 
doctorates, experienced lecturers, only minimally constrained by a 
modest teaching load, able to ponder the great issues of our day. 
Finally, place this enhanced (that is, if you prefer their subjects to 
ours) CA-305 in Santa Barbara, California (do you think you'd be in 
line for a Suggestion Award with this one?), in August, and you can see 
why the CRYPTO conf.erence, sponsored by the International Association 
for Cryptologic Research (IACR), has become such a popular vacation for 

(b) (3)-P.L. 86-36 
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so ~Y people (of course the NSA representatives were hard at work, 
keeping the world safe for democracy, etc., so were never all on the 
beach at the same time). 

(U) This was the 15th annual CRYPTO, and continued the uninterrupted 
string of successes. The attendance list which was circulated contained 
330 names. Of those, 164 (almost exactly one-half) gave u. s. 
addresses. Among other countries, an astounding three-way tie 
resulted, with Canada, France, and Germany each hav-ing 2:1- attendees. 
Other nations represented were: Netherlands, 12; Japan, 11; Korea, 10; 
Israel, 9; Norway, SWitzerland, each 7; Brazil, Denmark, each 5; 
Australia, Turkey, each 4; Belgium, Czech·Republic, Hungary, Romania,· 
SWeden, u. K., each 3; Austria, China, Singapore, South Africa, Spain, 
each 2; and Taiwan, 1. · 

(U) CRYPTO is a worthwhile meeting for NSAers to attend because it 
provides a window into the •academic• cryptologic community. Their 
•cryptology• is quite different from ours, reflecting the difference in 
their background, their goals, and their methods. They write books and 
papers which seem to be completely unrelated to what we think of as 
cryptology. Many of them would be unhappy (and very unsuccessful) as 
NSA employees. 

(U) There were no seminal papers presented this year. Few people are 
capable of really first-class work, and academicians are limited (as we 
are not) by their quest for individual recognition. In a mature field 
like cryptology, where all the easy work has already been done, results 
are more readily obtained by sustained collaborative effort. 

CU) The program was divided into 14 •sessions•, two of which 
incorporated a single invited talk of some 45-50 minutes. The other 12 
session topics included: number theory (2 sessions), cryptanalysis (2 

Page 7 of 16 

sessions), secret sharing (2 sessions), MAC and hash, key escrow, ---
protocols, •everything else•, oblivious transfer, and zero-knowledge. I (bl <6 l I 
(UI There were t, inv.i•ad, a-1!11; one l,y Adi -~~: "ti,; ·•;,,;e;;;,.; .... • . 

I _ was billed as •NSA, retired•, though very little of 
his career was spent as an Agency employee and, to my knowledge, he did 
not actively enter the cryptomath career field. He told a few of the 
usual war stories as though he had been there, but more likely he got 
them from David Kahn. 

~ Shamir' s talk was better, but not by a lot. · He too reminisced 
(maybe that's what was expected) about thl,lieueiJvUiean.w1,,.1YM.w....i.a,....,..w..w.._, 
discovery (outside) of the RSA al orithm ,· • ...,.. ______ -. 

e ,(b) (1) 

mentioned some difficulties that he and some of his colleagues had (bl <3 )-P.L. 86- 36 

with NSA, but he tried to say that we were not too bad (after telling 
stories and showing viewgraphs that presented us in rather poor 
positions). Then he laid down the •Ten Commandments of COJIUl\ercial 
Security•. He gave as an example some recently cited figures on the 
per-year losses suffered by American banks. While check fraud costs 
$10 billion, credit-card fraud $700 million, and ATM fraud $18 
million, losses to on-line fraud total only $5 million, so one should 
not go overboard designing security to defeat on-line fraud. He 
estimated that one needed to double the expenditure to halve the 
misuse, and such a heavy penalty was seldom justified, since most 
attacks are quite elementary. He cited an unnamed ex:-NSA employee 
connected with the recent Venona release saying that he had enjoyed 
six or seven good days in 30 years of labor. Shamir COJ!i)ared his own 

,--------------------------r • • t (b) (3)-P.L. 86-361 
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academic experience, which was just the opposite. 

(U) we turn next to the unappealing rump session. Speakers were 
limited ~o five minutes, so nothing of any consequence.was achieved. 
Anatoly N. Lebedev· (LAN Crypto, San Jose) spoke on •New Regulations on 
Cryptography in Russia•. There was something about the government 
seizing all the copies of some (international, with one of the 
Scandinavian countries?) conference report and classifying them. 

(U) Bruce Schneier (Counterpane Systems) spoke on •Open Source 
SKIPJACK•. The academic cryptologists are extremely curious about any 
classified cryptographic design, of course, and since SKIPJACK is under 
their noses they will pursue any avenue to ferret out information. I 
know nothing about it myself so, without guilty knowledge, I can report 
on the rumors which Schneier has collected (apparently a •Freedom of 
Information Act• suit against NIST has resulted in the release of some 
incompletely cancelled document·s) • There are 64 clock cycles per 
block: 2 clock cycles per round, 32 rounds; half of the text is not 
encrypted in each round; there is a 48-bit•internal structure (versus 
32 bits in DES); there is only half of the S-box data of DES; an 
unbalanced (the source blocks and the target blocks are of different 
sizes) Feistel network is employed; there are 2 clocks per G-box 
operation: 32 shifts per ECB function; the •F-table• of •SKIPJACK 3• 
was revised in 1992. 

(U) John Gilmore (Electronic Frontier Foundation) keeps us posted on 
the progress of .the anti-government knights, and at the moment the 
battle is to overthrow export controls on cryptography. He seemed 
pleased that the judge selected to hear the Dan Bernstein suit was 
formerly on the Board of the ACLU. 

(U) David Naccache (Gemplus, France; coauthors, Markus Michels and 
Holger Petersen, both of the University of Chemnitz, Germany) . 
distributed a useful technical paper •GOST 34-.10 -- a brief overview of 
Russia's DSA•. I quote from his paper: 

•GOST 34.10 is Russia's DSA. Just as its u. s. counterpart, GOST is 
an ElGama.1-like signature scheme used in Schnorr mode. It is close to 
NIST DSA in many aspects. In our paper, we will first overview GOST 
34.10 and discuss the three main differences between the two 
algorithms.• 

•GOST's principal design criterion doesn't seem to ~e computational 
efficiency. This algorithm is 1.6 times slower than the DSA and 
produces 512-bit signatures. This is mainly due to the usage Qf the· 
modulus q, which is at least 255 bits long. During verification, 
modular inverses are computed by exponentiation .(while the extended 
Euclidean algorithm is roughly 100 times faster for this parameter 
size) and the generation of the public parameters is much more 
complicated than in the DSA. The choice of the parameters makes GOST 
34.l0·very secure.• 

•An advantage of GOST 34.10 over DSA .is its inherent suitability 
to extended signature concepts, e.g., for blind signatures or 
multisignatures, as already shown in [two papers by Horster, Michels, 

.and Petersen]. This property does not hold for the DSA.• 

(U) No doubt all of you readers gave already digested the paper •Why 
You Cannot Even Hope to use Groebner Bases in Public-key Cryptography: 
An Open Letter to Those Who Have Not Yet Failed• which appeared in the 

-------------------------r • J (bl (3)-P.L. 86-361 
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Journal of Symbolie Computation 18 (1994), 497-501. Its authors are 
Boo Barkee, Deh Cac Can, Julia Eeks, Theo Moriarty, and R. F. Ree. A 
footnote remarks that the last author was partially supported by 
SPECTRE. The authors are identified with Cornell University. Read 

-backwards the name of the second author. The first is easily 
recognizable as •Bourbaki", the last as •referee•; who are the others? 

(U) Jim Gillogly (RAND) described a successful attack on a 384-bit PGP 
(Pretty Good Privacy) key, solved by factoring the integer (it's the 
product of two primes, as usual) by harnessing 50 workstations,· and 
using three weeks of MASPAR processing to complete half of the work. I 
think he said •modified•, so maybe this wasn't a standard PGP key. To 
no one's surprise, he concluded that 384 bits is too short for a 
modulus. 

(U) Cryptanalysts sometimes wonder how to acquire the mathematical 
knowledge we need (in a cryptologic situation where mathematics clearly 
applies) without getting enmeshed in a web of unnecessary theorems and 
proofs. In the case of elliptic curves, where a great deal of 
excellent but inapplicable mathematics is available, there is an 
answer, a good (by my·standards) book by Alfred Menezes, "Elliptic 
Curve Public-key Cryptosy~tems•. 

(U) ·How to Break Shamir's Asymmetric Basis•, Thorsten Theobald 
(University of Trier, Germany). This was a very impressive piece of 

work, done while at the University of Frankfurt by a young researcher 
whom we have not seen before. I guess he must have been a doctoral 
student of Schnorr. He addresses a proposal of Shamir (CRYPT0'93), 
"Efficient signature schemes based on birational permutations•. Shamir 
recommended two variants, a "symmetric• scheme and an •asymmetric• 
scheme. The first was attacked by Don Coppersmith, Jacques Stern, and 
Serge Vaudenay, but the attack depended heavily on the symmetry of the 
scheme. They showed how to forge a signature (that's what it means to 
"break" a signature scheme), but the secret key was not divulged. 
Theobald's attack transforms algebraic conditions into polynomial 
equations, then solves them, and finally recovers the key, thus 
completely breaking the ~cheme! The attack has been.implemented, using 
Mathematica, on an HP 737/50 workstation, using SO-bit keys (the 
recommended key length is 512 bits; Theobald estimates a few hours for 
the attack in that case). 

(U) •on the Security of the Gollmann Cascades•, Sang-Joon Park, 
Sang-Jin Lee, and *Seung-Cheol Goh, Electronics and Telecommunications 
Research Institute, Korea. The German Dieter Gollmann has proposed 
•clock-controlled• cascades, and they have been much studied by the 
Chinese, but also by Menicocci and by Chambers. The Koreans specialize 
Gollmann's proposal to the case that each of the k registers (assumed 
to generate m-sequences, and with a senior register controlling the 

·motion of its next junior) is of the same length n. Gollmann's 
proposal was not so restrictive. Another obvious weakness which you'd 
like to legislate away (but the Koreans have not, to their advantage) 
is the possibility of 0-stepping the.registers. Both of these 
conditions (particularly the latter) contribute to the ease of solution· 
which the Koreans report. Experimental results are given. They use, 
for the largest data set, n=lOO, k=9; they re<IU;ire 30 million 
consecutive bits of output and report using 55 minutes CPU on a Power 
Xplorer (Axil Hyundai) workstation (comparable, they say, to a SUN 
Sparc-10). For a more reasonable assumption, showing more respect for 
the cryptography, try •Analysis of Clock-controlled Sequences• by Xian 
Liu and Guozhen Xiao, from a recent issue of Appl~ed Algebra in 

...---------------------------r ■ • I (b) (3) -P. L. 86-36 
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Engineering, Communication and Computing. 

(U) •Improving the Search Algorithm tor the Best Linear Expression•, 
Kazuo Ohta, *Shiho Moriai; and Kazumaro Aoki (NTT). This ~as an 
excellent talk by a young Japanese woman. It i~ Matsui's deft 
development of the tools of "linear cryptanalysis• which has excited 
everyone, and those (few) who recognize the value of his work are able 
to present pretty good talks. The Japanese waste no opportunity to 
suggest the superiority of FEAI, to DES; FEAI, has no other champion. 
Their paper will appear (·in English) in the first 1996 issue of the 
IEICE Transactions, section A. 

(U) · •On Differential and Linear Crypta..nalysis of the RCS Encryption 
Algorithm•, Burton s. Kaliski, Jr. and *Yiqun Lisa Yin (RSA). Since 
Kaliski and Yin work for RSA, you'd expect their study of RCS (designed 
by Ron Rivest) to give it high marks. They have tested it with 
straightforward differential cryptanalytic and linear cryptanalytic 
attacks and have, they claim (they offer no supporting computer · 
experiments), determined that, for RCS with a 64-bit block size (no 
alternative.is considered), 12 rounds suffice to make both attacks 
impractical. Other researchers, viewing the same data, might have put 
a different spin: •9-round RCS vulnerable to differential cryptanalytic 
attack!"· Surely it's an accident that 12 rounds happens to be the 
exact specification laid down by Rivest! They conjecture(!) that the 
characteristics (for dif.ferential cryptanalysis) they have used are 
indeed optimal, and that the linear approximation upon which they have 
based their attack is also best. · 

(U) Key escrow is a hot topic with the CRYPTO crowd. •Escrow 
Encryption Systems Visited: Attacks, Analysis, and Designs•, Yair 
Frankel (Sandia) and *Moti Yung (IBM). This seems to be rather an 
extensive analysis of potential weaknesses in both the •clipper• and 

· the •fair cryptosystems• approaches. The software key escrow methods 
of Trusted Information Systems (with which I am not familiar) also come 
within range of the Frankel-Yung scimitar. 

CLAIM 1: There is an attack showing that the LEAF field in 
Clipper·does not determine the identity of the chip which encrypted a 
message. Moreover, criminals can squeeze an honest person's LEAF •in 
order to force escrow agents to open the honest person's escrow key. 
Claim 1 also tells us, they say, that users who have no part in .some 
illegal action (whether knowing it or not) may have their keys opened 
and messages read. 

CLAIM 2: There is an attack showing that compliance is not 
possible in Clipper given two rogue parties (even if the LEAF contains 
the identity of the parties• chips and proper integrity check). 

CLAIM 3: Fair cryptosystems are not fair. 
CLAIM 4: Spoofing is easy with public-key-based key escrow and 

the Clipper. 
CLAIM 5: The Clipper puts compiiance over availability. 
CLAIM 6: Cheap Clipper chips may reduce the feasibility of the 

Clipper program for real-time Law Enforcement. 

(U) •Robustness Principles for Public Key Protocols•, *Ross Anderson 
and Roger Needham· (Cambridge University, England). Anderson is an 
intelligent and practical cryppie. His advice is well supported. We 
excerpt from his paper. 

PRINCIPLE 1: Sign before encrypting. If a signature is affixed to 
encrypted data, then one cannot assume that the signer has any 
knowledge of the data. A third party certainly cannot assume that the 
signature is authentic, so nonrepudiation is los·t. -------- · . I (b) (3)-P.L. 86-361 

.---------___;-----------------r· 
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PRINCIPLE 2: Be careful how entities are distinguished. If 
possible, avoid using the same key for two different purposes (such as 
signing and decryption) and be sure to distinguish different runs of 
the same protocol from each other. 

PRINCIPLE 3: Be careful when signing or decrypting data that you 
never let yourself be used as an oracle by your opponent. He illustrates 
with an example, published by Sinunons, of an easy attack on a protocol of 
Tatebayashi, Matsuzaki, and Newman; this pr-inciple describes a very subtle 
and troubling difficulty which is not easy to defend against. 

PRINCIPLE 4: Account for all the bits --- how many provide 
equivocation, redundancy, computational complexity, and so on. Make 
sure that the redundancy you need is based on mechanisms which are 
robust in the application context, and that any extra bits cannot be 
used against you in some way. Ignoring this principle created a weakness 
in ISO 11166, used by the SWIFT banking consortium. 

PRINCIPLE 5: Do not assume the secrecy of anybody else's 
•secrets• (except possibly those of a certification authority). This 
one is supported by an attack of Mike Burmester on a RIPE protocol. 

PRINCIPLE 6: Do not assume that a message you receive has a particular 
form unless you can check this. 

PRINCIPLE 7: Be e;xplicit about the security parameters of crypto 
primitives. A key..generation routine should be claimed as good.for so 
many keys; a threshold seheme for resistance to so many conspirators; 
a block cipher for so many blocks; and so on. 

PRINCIPLE 8: Robust security is about explicitness; one must be 
explicit about any properties which can be used to attack a public-key 
primitive, such as multiplicative homomorphism, as well as the usual 
security properties such as naming, typing, freshness, the starting 
assumptions, and what one is trying to achieve. 

(b) (1) 
(b) (3) -P. L. 86-36 

(Ul •A Key-schedule Weakness in SAFER-64•, Lars R. Knudsen, Ecole 
Norma.le Superieure, Paris.· Because SAFER was designed by the respected 
Jim Massey (ETH, Zurich, but he's an American) it has received much more 
attention than your average proposal. Knudsen's paper is significant 
because it represents a departure from standard attacks -- the key 
schedule has historically received little attention, maybe because in 
DES it was so carefully designed to be strong. As Knudsen admits, the 
resulting attack is not a serious threat to the security of the design; 

• • 

it merely shows that there is room for improvement. SAFER's recommended 
parameters include only 6 rounds of ~cryption. Knudsen's attack emperils 
this and also the 8-round model, but is·sufficiently diluted by 10 rounds 
to be impotent. It applies equally to SAFER-128, but there Massey has 
already recommended at least 10 rounds. 

(U) Research into factoring continues apace. I would like to quote 
from a marvelous article, by the marvelous Andrew Odlyzko (Bell Labs), 
which appeared in the RSA newsletter CryptoBytes·. He starts by citing 
some historical milestones (at 10-year intervals) in factoring. In 
1964 the record factorization was a number of 20 decimal digits. By 
1974, a 45-digit number had been factored, using (as we now describe 
it) .001 mips-years (a mips-year is a year of processing on a VAX 
11/780). By 1984, the corresponding numbers were 71 digits and .1 

(b) (3)-P.L. 86-361 
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mips-years; in 1994, 129 digits (the RSA challenge) in 5000 
mips-years. The recent RSA conquest has opened our eyes to the 
possibility of distributing the effort. If the Internet capacity is 
3x10E7 mips (about 10% of the world's capacity) then the RSA challenge 
cipher drew 0.03% of Internet resources without much effort. Now that 
such a procedure has been shown to be effective, there is a reasonable 
prospect of acquiring much greater support for an attractive future 
effort. One could even consider the possibility of a clandestine 
attack. Odlyzko estimates that Silicon Graphics (well, yoti wouldn't 
have expected him to take Bell Labs as an examplei would you?) has 
about 10,000 workstations (a total computing power of perhaps 10E5 
mips, .about 10 times that needed for the RSA129 project), so they are 
currently able (if they chose to do so) to factor a 512-bit integer in 
under a year of elapsed time. He mentioned that the success against 
the 384-bit PGP key (described by Gillogly in the rump session) used 
about 400 mips-years. Here's Odlyzko: "In a few years, we might see 
teenage system administrators for local real estate agents or laundries 
breaking 512-bit RSA keys without anyone b~ing aware.of the attack." 

(U) A. recent success by Dodson and A. Lenstra in factoring a 119-digit 
integer suggests to Odlyzko that the number field sieve (NFS) could 
have conquered RSA129 with only 1000 mips-years instead of the 5000 
used by the quadratic sieve. He is able and willing to extrapolate 
from the extremely limited data (but he is a very smart guy, and 
experienced in these matters) a table of mips-years likely to be 
required to factor integers using the currently available NFS-routines: 

bits of n mips-years 
512 3 X 10E4 
768 2 X 10E8 
1024 3 X 10E11 
1280 10E14 
1536 3 X 10El6 
2048 3 X 10E20 

He estimated that moduli of 1280 bits should be safe for 20 years, and 
that even 1024-bit moduli should be safe unless they conceal extremely 
valuable information. But algorithms improve, and new techniques 
evolve. He is of course aware of the dangers posed by quantum computers 
and DNA computers, and that tools such as the •special NFS• apply in 
certain cases. In an appendix (there are ten of them!), Odlyzko compared 
DES to RSA, estimating that finding a single DES key would take about 300 
times as much computing as the factorization of RSA129 (also, DES does 
not seem to be as vulnerable to a distributed attack). 

b. ~ WORKING AND LIVING IN OTTAWA, CANADA 
(Submitted byp•--------------------L 

I J· ..... . . . . . : : . 
~) Canada's NSA equivalent, the Communications Security 
Establishment, (CSE), is located in Ottawa, the capital city of Canada, 
in the province of Ontario, about 550 miles from,NSA and about 60 miles 
north of Ogdensburg, NY. 

t°'P'eYQ) Working at CSE presents both similarities and differences from 
working at NSA. The first obvious difference at CSE (and also in 
Ottawa) is that most people are bilingual and many things such as 
signs, menus, etc. are written both in English and in French. Although ••• 
English is the main language, it is not uncommon for coworkers to •• • 
converse in French. Meetings and conversations with non-Frencti. • • • • .. . . . . . . . . . .----------------------------r 
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speaking people are always in English; therefore there is not a 
language problem. 

~) Another difference at work is that it is more of a •laid back" 
atmosphere as compared to the hustle-bustle of the Agency. Many people 
wear shorts during the Summer and do some sort of recreation during 
'lunchtime, this includes running, cycling, going for a walk, soccer, 
aerobics, working out at the nearby fitness center, etc. Cycling in 
Ottawa is especially popular with many people cycling to work. 

rt::•eee+ 

... . . . . . I There are informal afternoon •teas• 
twice a week in ~ (where r ~d'rk► whez:e• saneQne brings in some food 
(e.g,, cookies) an a'•ftm~ problem,.vs~all' 'nratnei:nkt~ l Jn nature, is 
lightly discussed. 

~ Living in the Ottawa area is a wonderful exnerience. I 

~ Although warm by Ottawa standards, the summer was very pleasant. 
and a nice break from the intense heat and humidity of Maryland. 
Canadians are said to thrive in the winter. Among other things, five 
miles of the Rideau Canal, which runs through the city, is open in the 
winter for ice skating. We are looking forward (with some trepidation) 
to the winter. 

't'P'8UQJ.. Ottawa is a family oriented town with many museums and 
activities for families. There is an experimental farm in .the heart of 
the city with exhibitions for families. Parliament Hill, where the 
federal government is, is also a popular attraction. For the sports 
fan, hockey has the Ottawa Senators of the NHL, football has the Ottawa 
Rough Riders of the CFL, and baseball has the Ottawa Lynx of the 
International League. 

~) The cost of living is comparable to the Maryland area, maybe 
slightly higher but the value of the dollar more than makes up for the 
high~r costs. (Currently, $1.00 US·= $1.33 Canadian.) 

... !(b) (3)-P.L. 86-36! 
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6. COMMUNITY SERVICE 

a. C'!'se.. CONSCRYPT NEWS 

CONSCRYPT-95 will be held from 30 October. 
The openinf,•ses,ion will.be held in FANX-2's 

All other sessions wil"l.-ba held in AlB017 (Course Center 
B, FANX-2). There is limited seating at t:tie"€oq,rse Center B 
presentations. • • • • • . . . . . . . 
·•·••••••••··••••••••··•••··•••·••••••••••·•·•@ ■ W ■■■■■■ WW ■ ft ■■■■ W~■•I\W• 

b. ~ IAI Trivia Contest Winners Announced 

Rank Score Name Org Cash Prize 
----------------------------------------------------------------------
1 98 

I 

$250.00 
2 91 $100.00 
3 90 $50.00 
4 89 Honorable Mention . 

• 
• 

. . . 
• 

• 
• 

• • ■ • • • • • • • ■ • • ■ . . . . . . . . 
•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

c. (lilQgQ.) S&E Presentation on FBI Use of Technology in Law Enforcement 

(U) Law enforcement has various techniques which exploit scientific 
and technical principles. This discussion will relate.how these 
techniques are applied to assist the investigator to develop 
indicators of criminal activity, determine the veracity of subjective 
evidence and establish the true fact of an investigation. 

(~) · Since 1989 Special Agent I I has served as the I I for Technical Services in the Defens"c:,•Crim.i,nal es .. t'!"i'I", -'!"'I"-' 

CX) 

"' I 
w 
"' 

Service. • He "l'ias ·a ~s "ih "F'ot'c!rts1C Chemist!:ry• irom 11,;•~·:...:.·.:· ............ ____ .._. • : • • •. "'"'"' ............... ;;._,..,_ ------1 tan• -a• MS '!La "'l'eeJ:miecrl • 1'1S'na0emlnlt" ft-otn· • • • • • • • • • ... 
i . 5½:c;,1n~ h~': .f~~r;, y~r~_ip• ~h.e.~a.Yf .h~1 ~e~~. ~~ :i.s.P!!<:l:.a. 

agent in tlie ~aval Investigatlve Service, conducting criminal, fraud 
(b) (6) 
(b) (7) (C) 
OGA 

and counterintelligence investigations. He then joined the Naval 
Investigative Service as a civilian. • •••• • • • • • • ......... E] . . . . . . 
(i:QUQ) Special Agent I fha~ •s•e~:d· ~n• :everal national level 
committees such as the DOD Forensic Service Advisory Committee and has 
been awarded the Meritorious Civilian Service Award . 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

d. ~) MORE APPLES I (b) { 3 )-P.L. 86- 36 1 
•• ■ •• 

~ l I i 0s. ~o·l;_~c.tin~ Giant, ~feway, and Metro 
Apples- or-the Students receipts again this year. All receipts will be 
donated to the Ruth Parke~"Eason School in Anne Arundel County. This 
is a special school for•mentally and/or physic~lly challenged children 
between the ages 0£ •3• and 21 years old. These register receipts allow 
the school to purchase new computers, printersi software, and other 
educationa!.~ools for these special children •. _ 
I I 
_____________________ __,.l(b) (3)-P.L. 86-36! 
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7. (U) PUZZLES AND PROBLEMS 

........ ~ .............•.........•.•••........••......................... 
/l/ll//ll//l/llfl//l////////llll///fl/lllllllll////l/llll//ll///llll/l/l 

###l##f#l###l###fffffttt#tttttltfffl##ftff#ft#l#t##ftt##ll#ltll#fllll#l#I 
(U) EDITORIAL CORNER 

NOTE: We MUST receive submissions for the November issue by 27 October 

PLEASE NOTE: All submissions must be in ascii format, and, with the 
imminent implementation of E.O. 12958, MUST BE PORTION MARKED. 

If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

1 i ••• 
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(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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~ TABLE OF CONTENTS: 

1. CA Perspective 

2. Calendar of Events 

3 • KRYPTOS News 

4. Word from the CACP 

5. Technical Corner 
!(b) (3)-P:L. 86-36! . 

6. Community Service 

7. Historical Perspective .. 
8. Problems and Puzzles 

lll/llll/llll/ll/ll/l//l//ll/ll//ll/l//l///l//l///l////ll//l(//I//II/I// 
• 
• 1. ('P9WQ;) PERSPF.CTIVES IN CA - Each month this newsletter• features 

the perspective of a CA Senior on a CA topic of his/her ch1~ce. This 

~~~=~-~=-~==-:~=~~=~-=~-=~=~==-=~=-:~~~=~=~-~=J=••======= -~~:~~==:-~:·.----------, (b) (1) 
. · {b) (3) -50 USC 3024 (i) ~ Close your eyes for a minute and picture the future. Visualize (b) <3 )-P.L. 86-36 

the new game in town for cryptanalysts. Call up all we've been told .•. 
-about future processing, and I'm sure your inner screen will dis la • • 

Approved for Release by NSA on 09-28-2023, FOIA Case* 61704 

• • •l(b) (3)-P.L. 86-36! 9/23/2010 
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(U) In trying to bring it to pass, Jl finds that many of the modules 
needed do not yet exist commercially. We·must invent them, then get 
industry to sell them to us. But, there is a problem ••• No one group of 
software or hardware experts at NSA has sufficient knowledge, expertise 
or manpower to construct the prototype. To succeed, the individual 
groups now groping with various aspects of the overall infrastructure. 
must come closer together. we must evolve to resemble that which we 
would create: a cooperative, coordinated, scalable and philosophically 
unified network. And we will succeed 

l"SJ What does all this mean to the cryptanalyst? It could generate a 
whole new way of working. First, the analvst will become more encraaed in 

~ Certainly, the ability to manipulate data in a highly 
distributed network environment will become even mo~e of a critical 
skill than it is now. The crypt community ~y, like the implementors 
of the infr~structure services, come to resemble a network: 
cooperative, coordinated, scalable and philosophically unified. After 
all, the future target is a network. Intelligence organizations tend 
to resemble their targets • 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
ll/ll/lll//ll//lll//l/l/l/l/lill//ll/l//l/ll////llll/llJII//II//IIIIIII/III 

2. t'P8'1QJ CALENDAR 

November 1 NSA Science and Engineering Society 
Presentation, •Towards a Global Infonna.tion 
Infrastructure: Challenges and Opportunities•, 

• • o!(b) (3)-P.L. 86-36! 
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November 8 

by I I ciooo,· R&E) •• c"s~~ -6~) ..... 8 
IAI Presentation -I . ,~. :u·.s: .. . 

November 17 

African Policy in a Time of Diminishing 
Resources• (OPS2B, 4118-6, 1200-1300) 

KRYPI'OS Talk (TBA) and General Election 
(Friedman, 1300) 

I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I 111 I I I I I I I I I I I I I I I I I I I I I I 

III///II///I/II//I////II///II//II/II//I/////II/I/II//////I/////I////I//I/// 

3. (U) KRYPTOS NEWS 

a. Winners Announced at KRYPI'OS Annual Banquet 

~ Well over 100 ~eople, including guests from GCHQ, a number of 
Distinguished Members, former Agency Employees, and current members and 

·other Agency employees, attended the Annual KRYPTOS Banquet at the Fort 
Meade Officers• Club on the 26th of October. Nicholas Howard, Chief of 
H Division, and retiring.after almost 40 year~ •in the business• spoke 
briefly about the highlights of the past, and provided encouraging 
words fnr the future. I l out-going KRYPI'OS President, and I I President-Elect for 199~,•#!Il\cee'd the proceedings, and Wne7gret:d. :hat it was once of the• est luncheons ever. 

and her comit1.i•t.tt!e, • • a:i;e 
~ong~~tulated for~• we one. •• • 

• • • • • • • • • • • ♦ • . . . . . . . 
~ As is customary, "the <Mi~ers of• the Annual KRYPTOS Award~ were . 
announced at this luncheon, and that 'WE!r~:: • • • • • • •. • • 

Distinguished Members 
. . . . . . . . . . . . . . . . . . . . .. 

1995 • • • ~ ~ • • • • •. 

f 
.... -.1_ - . 

• • • • • • • • • • • • • ·• • • • • • • ·"•"•\>j(b) (3)-P;L . ... -::•·.· . . . . . . . . . . . . '-------------- ······ .. . 
Peter Jenks Award 

II ■ ■ ■ ■ ■ ■ ■ • a ♦ ♦ . . . . . .. ... . . . . . . . . 
Norman Roberts Award • • • 

r 
I 

♦ 

• 
♦ 

♦ 

♦ 

• 
. 

♦ 

• • 

• 
CA Literature ~C~o_mp.::....:e~t~i~t~i~o~n;;._ __________ •r•------------rl 

1st Place ~ • 
2nd Place • • 

3rd Place ._·___,---,----------+•-------------
Honorable Mention -~l ________ ..... r 

·······································································~··· 
b. The election of KRYPI'OS officers will be held in conjunction with 
the November presentation this month, on Friday November 17th. 

••••••••••no ■■ ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

II///I//I//I/I//II////I/////I//II//IIII////I/I/II/I//I///I//////II///////// 

,--------------------------r··· 
I (b) (3)-P.L. 86-361 
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4. (U) CACP NEWS 

a. (0) MYSTERY ANALYSTS REVEALED 

~ Even with clues posted mid-month, not many guesses were 
received to the.identity of the mystery analysts for October. Correct 
guesses were received fro 

we:r;e .•• 

A. 

I B. 
c. 
D. . . 

C!'e&QJ Many thanks to th7se-artaly;ts who allowed us to feature them, 
and also to j _who created the bulletin board display. Be 
sure to stop by the CA bulletin board in the 3rd floor breezeway 
between OPS 1 and HOS to·check out November's mystery analysts. If you 
think you know who some or all of them are, reply to hlllinsa. 

==================================================·====================== 

b. (U) WELCOME FUTURE CRYPPIES 

t"PetilQ) Two new CA interns joined our ranks this month: 

c. 

rormerly a computer scientist in Z12 
- formerly a computer scientist in J34 .__ _______ "".""""_ 

. . . . . . . . . 
=================================£~=-=r=================================== 

. . . . . . . . . . . . . . .. (U) CHANGES . . . 
I I hac! ~ .r~l.af. 4:d_ ! I on the Comp~ter· ••••• 

P Ev 1 t i B ___ __,..,...,, ..................... ,."'"'"',. "'"'"' • • • • • • • • .. ]l(b) (3)-P.L. rogram a ua ion oar . . . 
•• === ·~=====================•=:::::::::::::=======~==================T~~~• 

' ....... . . . . . . . . · ...... . . . . . . . . . . . . . . . . . . . .. 
(~ The CACP is pleased to announce iae follow".i.ng: • • . . . . . . . . 
d. (U) ANNOUNCEMENTS 

(b) (1) Promotion of CA intf:mf . • • r ~o GGJ(.rli: 
became certified •in CA. 

• 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 .. · .. •. -------- ,--------------------· ------r•-----------------------.,:z:L ______ _ . . . . . . . . 

• 
(U) CA Intern Profi}-e • ••• • • • e. 

. . . . 
. . . . 

~ 1,---·---~r is current]. ln her third tour 
performii\g analysis on •• • 

workin in 

Previous tours include both of •. 
s e feels proved to be •quite il.lustrious .... ------~ • • 

• • 

LI _________________________________ · ... 1 ·.: :·1 (b) (3)-P.L• 86-361 

. . . . . . . . 
._I ___________ ,-•. 

.... ■ ■ ■ ■ II 

9/23/201-0 
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... (b) (3)-P.L. 86-36 
(b) (6) 

(U) While considering the cryptanalysis career field, lwas 
looking for career growth, which was very limited in her .former"career 
field. After interviewing with the panel executive, she was impressed 
with the mentalf7:lrqe. When asked what - likes about the d. 
intern program, replied, "I find the coursework and exercises-. 
stimulating, an o • fQZ1'lard to reinforcing my newfound skills, • 
while acquiring more with e~cH -diversity tour .. Thus far, each tour n4s 
given me a new perspective of this obaour~ career field, its many • 
dimensions1 and its relativity to the Agency• m:is.sion". • .. . . . . . . . . . . .. 
==================================================================··~ .~=J 
I I I I I I// I I/ I I I I I I I/ I/ I I// I I I/ I I I I/ I I/ I I/// I l ///I I I I I I I I I/ I I I I/ I I I/ I/ I I Ii I I'• 1 (bl ( 3 l -P. L. .. 
5. (U) TECHNICAL CORNER • •• • • • .. . . . 

ENTHUSIASTIC REVIEW OF AN R51 DIVE.RSif. ~~UR•• 
(Submitted byl._ _________ _ 

a. 

't"'PeW>) On 9 January 1995, I walked into the Rand E building, wound my 
way through several-hallways, opened the door marked •RSl -- Math 
Research Division,• and entered into a new world. 

(~) For 16 years I have worked hard at my job, but when I left the 
office, my classified projects stayed in my desk. During my six months 
in R51 I carried my project home with me every night and, on my day 
off, spent much of the day working on it. Since returning to Z43, my 
R51 project has continued to come to work with me almost every day, 
come home with me in the evening, and occupy much of my day off. 

~ R51 -- a world of PhD mathematicians keeping up with math 
research all over the world. During the week of my arrival in R51, Dr. 

:_- •_·r-=-i;...i~~~..i.,;-f~r~o"m~California spoke in the R5 auditorium on the topic of = .,,_..,.._""'"ffl"""'~ Du ing my last official week in R51 a recent PhD graduate, 
spoke of work relating to the topic of my project 

w 1c w~s es ject of his PhD dissertation. In.between these two 
speakers were speakers and classes in all areas of mathematics, a 
weekly algebra seminar, a class on the new discovery of codes derived 
from elliptical curves, reports from attendees at math conventions, 
talks on research being conducted, etc. Two weeks of the algebra 
seminar were devor ed to my project -- the I I I l I briefed twice while in R51. • • • •••• 

··································· ...... ·.·.• .. . 
~ For two months my office mate was a professor from Clemson 

University who comes to NSA for two months every summer as a 
consultant. · 

('PEKIQJ. Perhaps I have now aroused sufficient curiosi tv as to what ""' 
R51 project was. In the past three.years, I 

---------------------------r· 
. . . . . . . . . . . . . . 
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Lstand €he papers written on this new topt; ~a"~~·:)r1t:;;:'1,:.;,: · · · · 1 ibl 131 ·'-"· 86-361 
to clearly describe the results and to make mathematically rigorous all .• 
the results that have been published. The writing of the.paper has • • • 
been very complicated because I have attempted to make it reada,l;!te to 
those with little background inJ _ Both 
topics are presented in the pap I. 

(l'osQJ One of the most fun and exciting experiences for me was doing 
research in the RSl library. Of about 50 references that I looked for, 
45 were in journals already at the NSA library. Every article that I 
needed in an existing journal was in the library in the place it was 
supposed to be. The copy machine was available to copy found articles 
without charge. The articles not in the library were requested for me 
over interlibrary loan and were in my hanas within several weeks 
even one written in German. 

~ Even though R51 has many PhD mathematicians, there is a place 
there for all types of people. What is needed is a love of mathematics 
and a desire to learn more about mathematics. Many of the people in 
the office are teachers as well as research mathematicians and they are 
skilled at suggesting projects for anyone in their care and at working 
with that person to help in the completion of a project. I highly 
recommend a tour in RSl for anyone in the mood for mathematics, 
research, hard work, and fun. 

~ I am glad to be back in•z43, but my life will never be the 
same. It is no longer true that there ~s nothing work-related that I 
can do when I go home in the evening. There is always new math 
research that can be explored. I plan to keep up with all math 
research -t,a.1o.1,u.w. .... M-.&M.K-'\51 project, and I will be involved in looking 
for in the real world. I have yet to learn about (b) (1) 

the 1n "R~1,· wlii"ch"was"ob.e"o"f"rny goals "white· f ·was• (b) (3)-P.L. 86-36 

the so ~ "t"i.I'hf! t.6 "gb"&'t::R: "ahd "lMr'n" 41:fotiC "th.tS' • • • • • • • 
topic. My time in was not only rich and rewarding, but also 
life-changing. I hope to complete my paper soon, so that analysts at 
NSA can benefit from my research. 

H NA II ff R II ff U ft 1111 ■ • ft II II N fl N fl tt ft It H ■ 1111 ■ If II ft If ft"·" WR ■ H W ■ H H ■ ■ 11 ft II H ff I ■ fl II II II ft II ft W ft If It ft II II 1111 H ■ 

b. ~ A KRYPTOS Yankee in King Arthur Is Court 

(Submitted by I t .................. . 
(l'ffi;Q) Please think of the following as a friendly note from me to 
you. It documents significant aspects of our PCS (permanent change of 
station) experience at Menwith Hill Station, North Yorkshire, 
1991-1996. Loosely and interchangeably, the •us/ our• descriptors 
refer to myself, my husband, occasionally my 2 year 014 Yorkshireman 
son, · new but lasting British and American friends., acquaintances, and 
various MHS associates. 

(Ul To begin, I'll chat about the weather; •.. most appropriate, since 
the weather is always the conversation starter. North Yorkshire's 
weather is unique ••• we think it's •just brill• when the sun hangs 
before its backdrop of blue sky and sparkles as the puffy clouds whisk .• 
by; ... on the other.hand, we wonder what is hitting us when the .•• 
horizontal rain challenges our efforts to move from one location to.• 
another. Despite the weather's cont~asts, we endure and enjoy qoner 
aspects of living. .• 

• 
(U) To name a few, •.. we have fortunately exposed ourse~ves to a . 

. . . . . 
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respectable subset of the innumerous travel and cultural 
opportunities. our passports and scrap books are impressive with 
various country stamps and tickets. Englanci features strategically 
placed air and ferry ports which easily facilitate •going to the 
Continent•, as the locals would say, or hopping over to·Ireland. The 
rail system networks throughout the United Kingdom: London and 
Edinburgh are popular destinations that may be obtained in a matter of 
seemingly effortless hours from York, the North Yorkshire midpoint. 
Abbeys and ruins decorate the countryside, welcoming us to explore them 
and picnic on the grounds while taking a break during our Sunday 
drive. Cathedrals adorn the city ceners, drawing our attention above 
the streetview market places. British artisans display their wares in 
local shops and markets, and they usually enjoy passersby to observe 
them develop their creations. Many food and beverage items are 
prepared locally and stiil by hand, like the Wensleydale cheeses and 
Brymore ice creams as well as the John Smith bitters and the Black 
Sheep ales. Publicans, the curators of public houses, more commonly 
known as pubs, encourage the locals to have a pint, and maybe even a 
meal. It should also be noted that Brits, a socially acceptable slang 
term to describe British subjects, love their animals; ••. so much so, 
we usually see dogs accoq,anying their masters rather than children 
their parents in the older traditional locals. Given the last 
sentence, it would be most appropriate to now conunent on language. We 
have learned through experience that America and Britain are certainly 
two countries divided by a common language. 

CU) Shopping is a topic which should next be addressed. Most shopping is 
completed by knowing what you set out to purchase and knowing from 
which shops to purchase them. Your local butcher provides your 
meats, and the fishmonger provides your seafood, and the green grocer 
provides your fresh produce, the weekly market in the town square hosts 
vendors for other household items, the hardware store supplies tools 
and equipment; .•• I think you get the idea. Within the last decade, 
supermarkets, department stores, and malls have blossomed around the 
country and have really responded positively to customer demand. 

(U) Medical care is a function of two caregiver systems. The National 
Health System (NHS) cradled us during the pregnancy~ birth, and early 
months of life for our Yorkshireman son. Midwives, health visitors, 
and doctors provided great advice and care before, during, and after; 
and they even made routine house calls! For conman NHS visits, service 
is rendered with no accompanying pricetag .. On the other hand, when one 
•goes private•, as we did when our son suffered from recurrent ear 
infections, we received bills for the service rendered. We then 
submitted these bills to our Blue Cross/Blue Shield Health insurance plan 
and were swiftly reimbursed the usual 80-85%. •Going private• simply 
means that an individual is soliciting care from a doctor who.maintains 
his/her own private practice, perhaps in addition to the NHS clinical 
practice. Basically, funding makes resources available, so •going 
private• allows for patients to receive care in terms of more options. 
Incidentally, by being a Yorkshireman, our son is entitled to play for 
Yorkshire cricket, positions only traditionally held by Yorkshiremen. 

(U) Housing is another topic for discussion. We have had the 
opportunity to live in three different homes: a direct result of 
availability and a landlord's change of status from employment to 
retirement. Not only do we now consider ourselves professional movers, 
but we have enjoyed living in various landscape settings, 
neighborhoods, and home structures: from the dales to the farm, from a 
bridal path. lane to a village, and from the quaint cottage with all 

.------------------------,. !(b) (3)-P.L. 86-36! 
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modern amenities to the refurbished brownstone to the modern home. 

(U) And., oh, yes, work, the foundation for a PCS, is now an aspect 
which warrants comment. Given the small but expanding infrastructure, 
work requires us to tap on the sources of our diversity. For example, 
duties and responsibilities defined by mission allow for flexibility as 
mission requires. Furthermore, many individuals play significant roles 
in various committees and meeting groups. The reasons for these two 
examples clearly stems from the small numbers and the transient nature 
of a field site. 

~ We hope that this short synopsis•provides you with some useful 
information and an inviting •warm fuzzy• about a PCS tour at Menwith 
Hill Station. 

llllffffllll ■ Uftfl ■ tlNlt ..................................... R111111 ■■ R••·····••H ■■ R ■■ DNII 

I////II///II/III/I/II//II///////I////II/I/IIIIII/IIIIII/III/II/II/III/II 

6. (U) COMMUNITY SERVICE 

a. (U) Science and Engineering Society Presentation 

(U) In this talk, r I who is the Director of the Center 

Page 8 of 12 

for Satellite and Hybrid Commuhioa.tions Networks, will address the 
advancements in communications and ~et"Wor)s technologies and how this 
technology has created real opportunities fot•th~ creation of an 
information infrastructure that provides mass access-atgital 
connectivity at affordable costs. He will discuss various•teclmical 
challenges imposed by the. increased need for digital connectivicy a0.q 
the on-going programs of research in hybrid internetworking, wireless • • • • 
networking, digital libraries, databases, telemedicine and personal • •~ 
computing and communications systems. He will describe some unique ~. 
opportunities for rapid advancement in digital connectivity, by _rqea0.s • • • • ;-. 
of some recent technology transfer resu+~s.ha hae aetli~ved: • • ...... . . . . . . . 
~ I lr~~:ived a B.S. in Electrical Engineering, with.•• 
highest distinction from the National Technical University Ath~s, 

Harvard in 1971 and 1973 respectively. Since 1973 I has been 
Greece in 1970 and a M.S. and Ph.D. in Applied MaJ:::t'i:s (fom 

on the faculty in the Department of Electrical Eng e in a the • 
University of Maryland College Park as a professor of Applied 
Mathematics. From 1985 to 1991 he was the Founding Director of the: 
Systems Research Center now the Institute for System Research. In. 
February 1990 he was appointed to the Martin Marietta Chair in Syf'tem 
Enginering. Since 1991 he has been ·the Director of the Center oor 
Satellite and Hybrid Communications Networks, a NASA center for.che · 
commercial development of space, which he co-founded. I lhas 
held visiting research scholar positions with Stanford, kif, Harvard 
and the University of California, Berkeley. He has numerous 
publications in control and communications systems, and is the 
co-editor of Recent Progress in Stochastic Calculus, Springer-Verlag, 
1990. His current r~search interest includes stochastic systems, 
signal processing and understanding with emphasis on speech and image 
signals, real-time architectures, symbolic computation, intelligent 
control systems, robust nonlinear control, distributed parameter 
systems, hybrid communications network simulation and management. 

THIS SYMPOSIUM WILL BE BROADCAST OVER NEWSMAGAZINE CHANNEL 17 

ALL PERSONNEL ARE WELCOME 

.--------------------------~·· 
!(b) (3)-P.L. 86-361 

♦ . 
♦ 

♦ . 
♦ . . . 
. 
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For information on nr membership in the Science and Engineering 
Society contact Tom Kline I . I ....... .., _______ .. 
I I ..................................... ·I (b) (3)-P.L. 86-361 

ll ■ lf ■■ N ■ ll'IIR ■■ ffff ■ flll•····••11nlfffRffllR ■ llftlt ■■ n ■ w••··········"""···""·"""""····· 

b. (U) International Affairs Institute (IAI) Presentation 

(U) I I the current Director of Regional Affairs in the 
Office of the Assist~t 0 Secrecaty" Of State•ioc ■ Afric:ap.~f/~~rs, and 
former NIO for Africa, will address the topic of U.S. African" Pd'lic~ bl.'1 • • • • • • 
Wednesday, the 8th of November, at noon. IAI members will be seated on ~ 
a priority basis until 1145. • .L::.:.:J .. . . . . . . . . 
ffftN ■ n ■ n ■■ ffftff ■ H ■ nn ■■ ••····••n••··········"·••wftll ■ NAftlf ■■ Nn ■■ H ■■ N ■■■ ,•~---•.· 

c. ~ Communications Analysis Association (CAA) Pr~sentation • • • • 
. . . . . . . . 

~ s~ The CAA _is proud to announce it'i .fi:tst" Membership M~et"i~g and 
the first of its sponsored prese?!t;atio"hs will be held on }aonday, 
November 6th. I lof the Joint Military•tntelligence 
College will discuss "The Nature and Process of AI\a,~ytic Thought". 
The program will include a welcome by CAA Presi~entl I and 
a question and answer period with I · I The classification• • •••• 
level of the talk will be TOP SECRET UMBRA, and all Green and Gold • • • 
Badge personnel are welcome to attend. 

•• II" ••• n" a. ft". II"." u. II II II n II II''"" ••• II •• N •• II" ■"."" •••• " •• It It u ••• H. R" •• II u ••• n " •• 

d. (U) APPLES FOR THE STUDENTS 

(U) CMI is pleased to support two schools this year in the Apples for the 
Students program, Ruth Parker Eason and the Imaculate Conception 
School .. Giant, Safeway, and Metro receipts are being accepted. 

. . . 

... 
(U) Ruth Parker Eason is a special school for mentally and/or •• • • • •. • 

physically handicapped children. Ages of the students attending.~h~• • , . 
school range from 3 to 21 years old. The school is lopabet2•1n Anne 
Arundel County. The register receipts that tAtere-dbn~ted to them two • 
years ago were equal to what they col).e~t"ea•on their own. The .• 
purchased equipment was parti~vza~ly useful to a school with their••. 

needs. Please recei~ ts ■tb"be donated for this school to! r 
I - ~-

(U) Immaculate Conception school at 7th and N street N.W., 
Washington, D. c. Immaculate Conception is in a very low income part of 
the city. It is a very needy school. Although it is a school supported 
by the parish(catholic) over 90% of the children are a different faith 
and not members of the parish. Receipts to be donated to this school 
should be sent to I I R51. · .... . . 
II W ft II N ■ U N ft ff II H ft ft II ■ ff II II II 11 N .• ft ■ ff n a H ■ n U ■ ti' .... 11 II H P N ■ II II ■ N ■ 11 W 11 ■ ■ • H R ■ ■ ft N N It ■ H n ■ ft ■ D H ■ II It 

//lllll/lll//l/l///llilll/ll/llll/l/jj/l"II/.//II/I/II///II//////III//I/II .. . . . . . ·--------.. _l(b) (3)-P.L. 86-361 
7. (U) CRYPTOLOGIC HISTORY 

a. (U) ROTOR DEVELOPMENT HISTORY 

~ One of the major milestones in the history of machine cryptography 
was the invention of the rotor as a basic component Jar the performance 
of the encrypting/decrypting operation in mechanical and 
electro-mechanical cipher equipment. Available evfdence indicates that 
the wired rotor was originally conceived by H.A. K'Och, a Dutch 

. . 
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inventor, during the years preceding World War I, and it found its 
first practical use in the German Enigma machine. Almost 
simultaneously, it was invented and patented in a s9mewhat different 
form by E. H. Hebern, an American. Another contribution to the art was 
~de by Sidney Hole, a farmer from Devonshire, England, who conceived 
and patented a ctpher machine which utilized pneumatic rotors. 

~ The subsequent history of the development of electrical wired 
rotors in the U.S. is one of evolutionary progress through the 
succeeding years. In the later 1920s the u·.s. Navy contracted with 
Hebern ·to build a wired rotor cipher machine for military use. The 
first results of this development were not completely successful and 
because of legal difficulties of a patent, no further work was 
performed by Hebern for the U.S. Government. In the years following 
World War II, equipment was finally evolved which became the major high 
echelon cipher equipment used by the U.S. during World War II. It was 
based upon the concept of a wired rotor maze and included the principle 
of enciphered motion developed by Mr. W. F. Friedman and Mr. Frank 
Rowlett. Under the direction of Captain L. F. Safford, USN, Teletype 
Corpo~ation developed and produced this equipment known in the.Navy as 
the CSP-889, or Electrical Cipher Machine (ECM), and in the Army as the 
SIGABA. 

IIUllll ■■ illiffiliiRWii ■ iiiililifttiiilillHNliil ■■ ••• ■ nH11••······••11 ■ H11 ■ aan ■ 11••··••111111 ■ 11 ■ ••· 

l//l////////////ll///ll//l/l///lll///l///l/////ll///ll/l//l//////l//llf/ 

8. (U) PUZZLES AND PROBLEMS 
!(b) (3)-P.L. 86-36! 
• a. ~ Solvers and Solutions . . . . 

(~) At least artial solutions to the Se pi.tzzie were received 

from ~,.......,.=r=::-:;-;:.-=---..:.---.==::::-,n--::::=:-:==--=----:==;;-;:::--i::,.;-:;::-.....,-:~ They got the corre or ering 1n e e e ters from a=l to 
z=26, and sum the values in each word. Arrange the 
words in order from smallest sum to largest. To ~swer the second 
part, the words can be arranged in order (below) so.that the last three 
letters of one word and the first three letters of the next word also 
make a word. When you get them all right, you have a start word and an 
end word, an the three letters which connect them are TOR. Number the 
top row of the keyboard from Q=l to 0=9 to get TOR=594. 

(U) portal entrap pelmet richer ballad ledger billet termed usable aching 
lessee kernel sonata mantra cervix ensign oregon adsorb italic TOR 

NIIURIIIIIIIIRRlfftNR ■ IIIIN ■■■ IIIIRR ■ ll ■ fl ■ ftllftlf ■■ ••····••ftll ■ ••·····••nft••••n••···· .. •••• 

b. (U) This Month's Challenge 

(U) In this solitaire version of the popular "Battleship• game, you are 
to find the 10 ships listed below. The ships will lie either 
vertically or horizontally (never diagonally) on the grid. The numbers 
on the side and bottom of the grid tell how many squares in that row or 
column, respectively, have ships in them. (For example, the •1• next 
to the top row means that one square in that row is taken up by a ship, 
but it's up to you to find where, and what kind of ship.) 

1 

4 !(b) (3)-P.L. 86-36j . 
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I I --- --- --- --- --- --- --- --- --- ---
1 I I 

--- --- --- --- --- --- --- --- --- ---
. I I I 

--- --- --- --- --- --- --- --- --- ---
1 I I --- --- --- --- --- --- --- --- --- ---

I 1 
--- --- ---.--- --- --- --- --- --- ---

1 I I --- --- --- --- --- --- --- --- --- ---
I I 1 --- --- --- --- --- --- --- --- --- ---
1 ·I I 

1 2 3 2 2 4 1 1 3 1 

1 Battleship: xxxx 
2 Cruisers: XXX XXX 
3 Destroyers: xx xx xx 
4 Submarines: XX XX 

1 

I 2 

I. 4 

1 

1 

3 

1 

2 

(U) Submit solutions (and proposals for future puzzles) to! <I I ....__ ___ _ 

. • • • • • • • • ■ 

N ■ N ft ■ ■ W I R W 8 I N II N N ■ ■ II ■ N ■ ■ ■ ■ ■ ':. : ■•■,. • •■• ■ --■ I' I ■ N ■ ·■ ■ ■ ■ ■ ■ ■ -■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ U ■ ■ N ■ N ■ ■ 

lllllll/l/lllllillll/ll/lllllll/ll//lllli1iii1iil1~1r111rl{J/Jlf.l/(II/II/_: 

HH#IHHH#HHH#HHH#HH##H##HHHHHHHHHH#HH#l#H;.·.~;.· _H .... b_)_(_3 )---p .-L-. _8_6_-3 ...... 61 

(U) EDITORIAL CORNER 

NOTE: We MUST receive submissions for the December issue by 27 November.: 

PLEASE NOTE: All submissions must be in ascii format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please-so indicate. 

If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

EDITORIAL BOARD 

I Jack Ingram, Cryptologic Hist,ry Museum, l I . . . . . . . 
'-· ------------- • • • • • • • • • • • • • • • •.• • • • • ■ !{b) (3)-P.L. 86-36! 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\l\t\\\\\\\\\\\\\ . . 
• _____________________ _,,. . • . 
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~ POCj ' . [1fp 
(U) last U ;ed: 10/30/2002 11 _.4<j"7 

(U)PE EXTERNAL P10E 

*********************************** 
* TALES OF THE KRYPI' * 
****************~****************** 

December 1995 

IIII//IIIIIJ//llll//lll/ll/llllllll/llf/lll//llllllll/lllflllllll/ll/ll/ 

************* NOTICE ********* NOTICE*********** NOTICE************* 

~ OYEZ! OYEZ! OYEZ! CALLING ALL ALMOST-RETIREES! How about 
writing an article about the most memorable •happening(s) • during your j(b} (3)-P.L. 86-36! 
career here? we· will _then feature these in upcoming newsletters. • • • • 
Please take the time to leave a little legacy to those of us who,. are 
still here! (Ascii format, please, and send to.._ _____ ___. 

*********ANOTHER NOTICE ****************ANOTHER NOTIC~ *~*************** 

(U) Please no.te the short suspense for input to the next issue. We 
hope to distribute the issue by December 20th or so, before many of our 

. readers depart for the Holidays. 

************************************************************************ 

(l'tffle.) TABLE OF CONTENTS: 

1. (U) CA Perspective 

2. (U) Calendar of Events 

3. ~) KRYPTOS News 

4. t'NYQ) Word from the CACP 

5. (U) Conununity Service 

6. (U) Literary Tidbits 
l(b) (3)-P.L. 86-36! 

•• ♦ . . 7. (U) Problems and PUzzles 
• • • • 

II///I//II////I/II//////IIII//II/I//III/////I/I/I/III/IIII/II/III//IJ!rl . . . . . 
1. (fl9WJ) PERSPECTIVES IN CA - Each month this newsletter feat¥res· 
the perspective of a CA Senior on a CA topic of his/her choicer• 'l:liis 
month we are pleased to feature the tho~ghts _of I rchJ~f, ZS. 

------------------------------------------------------------------------
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('?e&Q) The lesson, if obvious, is often hard to apply. It might be ..... 
difficult for us to share our data and our early discoveries because we 
want to do the entire problem. This attitude, while understandable, is .: .... 
costly. Often, to solve our problems. in the best manner, we must take • •• 
the time and effort to share them. Our management has a responsibility~•• .:• 
to create and nurture such an environment. I 1 an<:1, I me~t. • • : • 
weekly to tz:y to foster this attitude between Z2 and ZS. be Zi-.• .•. 
initiated I I Exchange Group is an excellent exalli)le in. wlii,::ll. • • • 

ha h . ~......... "'· 
analysts s re t e1.r pro6Ierns~ • • • • • • • • • • ■ • ■ ■ ■ •••• ••• : • ••••• •♦• ""~•.•••--------

• .---- • 1<b) (3)-P.L. 86-36r 
C"NK:.i, Currently Z Group is attempting to define its role in • . . 

• 
Tom Lessard, 

recognizing t ese pro lerns, has charged his Office Chiefs with.defining 
the z Group management model for active network attacks. If we are to 
be successful,· one ingredient is a big need for inter-office trust and 
cooperation. We will try to make that happen. 

(U) Our future successes wi-11 depend on our working tog~ther closely 
in a large community. This will require high levels of trust and 
confidence. we need your help • 

.............................••........ ~ ............................. . 
II//I//II/IIIIIII////II//I/IIIIII//I/I//III//I//IIIII///II//IIIII//I// 

2 • ('Pe&Q) CALENDAR 

Dec 14 NSA Science and Engineering Society presentation, 
•The Threat to the Department of Defense 
Information Infrastructure•, by ______ _ 
(R & E Symposiwn Center, 1000) •• 

•.---~----,--~ l<b) (3)-P.L. 86-36! 
PLAN AHEAD for 1996 

Jan 17 

Jan 19 

Mar 14 

Mar 25-29 

May 13-17 

June 18 

• 

Second Annual Breakfast for Newly Certified • • 
Cryptanalysts (BANCC), (Canine Suite, 0800-lQOO) 

• 
Joint CMI-KRYPTOS Talk, •INFOSEC Posture a.ad 
Threat•, by Rick Proto, Chief R. (Friedman, 0900) . 

. . 
KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) • ♦ 

CARD 

ACE 1996 at CCS in Bowie. • 

• 
• 

• 
• 

KRYPTOS Talk (SUbject/Speaker•to be Announced) 
(Friedman, 1300) • • 

• 

r 

• • 
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I 

Sep 17 

Fall? 

Nov 19 

KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

CONSCRYPI' '96, at DSD 

KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
/lllll//ll/lllll/llll/l/ll/lll/ll/lllllilll/llllllll/l/llll/ll/lllllllll 

3 • ('PeWQ.) KRYPTOS NEWS 

a. (!'O(ffl') On 17 November the Kryptos Socie~y.held its annual election, 
with the following results. 

President-Elect 
Treasurer 
Member-at-Large 
Member-at-Large 

l . • • • • • • • • • • • 0 l(b) (3) ,-P.L. r .. , ._________ .... -. . . .. 
- - - - - . . . . . . .. 
~) OUr thanks to those who agreed to run, _ap.d. -spAcial thanks .. to• 
those outgoing Council membels who hil,vj aerv~~ so well: I · .~• 
Treasurer, Floyd Weakley and '----,.-=-,-...... Members-at-Large.. And, •ol 
course, a BIG THANK YOU to our outgoing President, I r 
••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
b. ('ll'00'0) Joint KRYPTOS-CMI Presentation 

f'S'-C@9■1. Rick Proto's presentation characterizes the successes of the 

. . . • • 
••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

c. ~ Second Peter Jenks Community Service Award Presented 

t'Pe89,) At the KRYPTOS Fall Luncheon in October, the winners were 
announced for the Literature Contest, the Peter Jenks Community Service 
Award, and the Nonnan Roberts Award. In the following months we will 
be highlighting some of the recipients of these awards. This month we 
will focus on the Peter Jenks Award winner,._ __________ ~ 
citing the recommendation that came to the Council. •• 

• . . 
------------------------------------~----------------------------------·---• 

w w f-' 
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86-36! 

______ ..,,. • ••••••••••••••••••••• • ••••••••• ■• ■• ■ ■ ■ ... ,_(b_)_(_3_) ___ p ___ L_._8_6_-3_6_! 
(~ I recently completed an extended term as Chainnan of 
the Cryptanalysis Career Panel. He was an eloquent spokesperson for 
the community, raising the morale of and professional esteem for 
cryptanalysts throughout NSA. His contributions in~lude: 

f,i1Q(,lQ,) - Establishment of the annual Cryptanalysis Conference. His 
vision of an event that would bring cryptanalysts together to assess 
their posture and future was met with skepticism by the members of the 
Panel; only his advocacy made it a reality. Now in its third·year, 
this event is providing an opportunity for cryptanalysts to address 
crucial issues while simultaneously fostering a sense of community. 
Bob has not hesitated to raise contentious issues at the conferences, 
enabling the community to recognize, discuss, and work to resolve 

---------------------------r· 
!{bl (3)-P.L. 86-36! 
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them . 

. +r:otlQ.l - Training. Following-up on his participation on the CA 
Curriculum Review Board, Bob personally participated in the development 
of two new cryptanalytic courses, CA-112: I l 
I ! and CA-219: Advanced Cryptanalytic Techniques. He•• 
participated in•~~lo~ .ot{erings of both, providing guidance in the 
content, instruction and exerc!il!es, px-~sented to the students. In 
addition, he has worked one-on-one with0 couhtl-ess.jJ.ll}-ior analysts, 
personally nurturing their technical development. • • • • • • ••••• . . . . . . . . . . . .. 

& 

(;J 

I 

'ti 

f,li:QUQ) - Gold Bug Award Recognition. The Gold Bug Award is potentially 
one of our most powerful public relations tools. Shocked that our 
awardees were languishing in obscurity, he proposed a permanent plaque 
be installed for the award, and that the Director, himself, dedicate 
it.- He suggested that the originators of the award participate and be 
recogniz_ed, along with all past recipients. The ceremony was held 
exact1y as he had envisioned, and brought great honor to our career g:: 
field. The plaque now hangs in OPS2B, along with others that recognize ~ 
outstan~ing accomplishments of NSA employees. • ••• •.·. •• •• . . . . . . . . . . . . .. 
(F680r - Gold Bug Team Award. Under~1----,----'fie~de~ship, the ~A~P• • 
established the Gold Bug Team Award to recognize tea.med efforts.against 
our increasingly difficult technical challenges. He plann,ad"and 
presided over the inaugural presentation of this aw~r.d•in 1994. . . 
.LEOIY# - KRYPTOS-CACP Partnership. f :ecognized that 
together, KRYPTOS and the Cryptanalysis Career Panel might prove a more 
effective force to strengthen our community than either entity could 
alone. He approached the president of the KRYPTOS Society and arranged 
a joint session of the two groups. That historic meeting produced an 
extremely large number of excellent suggestions and directly resulted 
in the very successful community newsletter "Tales of the Krypt•. The 
newsletter has established a new and effective means to disseminate 
information and feedback. This very award, The Peter Jenks Award, was 
conceived at that joint meeting as well. 

(¥QWI Though the Panel's participation in the Technical Track. 
Program was hardly optional, through his leadership, the CA career 
field implementation of the Agency program has stood as a model to 
which other disciplines aspire. The CA Technical Track Review Panel 
was the first to begin assessing applicants and the first to honor 
participants with a titling ceremony. Bob has represented our concerns 
at many Senior Technical Track Board (STTB) meetings, helping to 
fashion a plan that could work for our field. 

~ - CACP Subcommittee participation. In addition to leading the 
CA Career Panel, Bob has, over the course of his tenure on the Panel, 
volunteered his technical expertise for each subcommittee assessing 
aspirants for certification. Bob has worked on the PQE committee 
almost since its inception, and has served terms on both the Paper and 
Program committees. 

IF9YOI - Aspirant Interviews. Bob personally undertook a series of 
interviews with aspirants for CA certification to assess the fairness 
of the process and to ascertain if and where changes were needed. 

t1"e8&) The initiatives described above are only the most visible 
portion of! !contributions to the Cryptanalysis career 
field. Throughout his tenure•·na- inviested.JVU:ch time, energy and emotion 

. . . . 
. • • • •. • • }bl (3)-P.L. 86-36! .. 
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pondering the issues that face the career field. His subtle, yet 
effective influence has moved the community in new directions. For· 
those of us who have worked with him on these community endeavors, he 
has been a mentor and a hero. Again, we are proud to present him as a 
most deserving candidate for the Peter Jenks Community Service Award." 

lfftN ■ ltRIIN ■ WIIN ■■ ••···"••H• ■ ••········•ww••·····••1111 ■■ ••·····"""""·""···••1t 

/III//II/I/IIIIII//IIII/II/IIII//IIIIIIIIIII/I/IIIIII/IIIII/IIIIIIII/III 

4. ~ CACP NEWS 

a. (U) Professionalizations 

~) Two people completed their requirements for CA certification: 

Congratulations to them both! 
....... 

• ii ••••• ........ . . . . . 
b. ~ Changes to CACP 

. . . . . 
t1 

w 
I 

'1J 
The CACP is pleased to announce two new panel members: .... ••••••• t-1 

-----------········ Computer Science Advisor - I f 
Math Advisor-~! _______ __,,, .......... ............. 

-- - .. -- . ·~ ·. · ... . . 
c. (U) MYSTERY ANALYSTS REVEALED 

. . . . . . . . . . . .... . . . ... 
·Only two people stlbmitted"g~e~ses for this month's mystery 

analysts. I ~ correctly identified analysts B, C, and 
D. The CA Executive regrets that no clues were posted mid-month due to 
the fact that she was in class and th~ furloughed! Nevertheless, 
November's mystery analysts were as follows: 

ii ____ l ________ -■-\! 
tP~ As a side note, November's mystery analyst C used to play 

volleybal~ with October's mystery analyst A I I. . . . . 
(~ our thanks to fhose analysts who allowed us to feature them; • • • •• •. 

and also to I · Who· cr~at"e6 "t'hl! "b'ull:e'tirt bOctrti • di'!slt>J:a!i,: • Thts· • • • • ·• •• 
month's low rate of participation was somewhat disappointing, but we 
will try one more month of the Mystery Analyst contest to see if there 
is any interest in it continuing. We welcome your comments and/or 
guesses at the CA Career Panel office (hlllinsa). Be sure to stop by 
the CA bulletin board in the 3rd floor breezeway between OPS 1 and HQS 
to check out December's mystery analysts. 

d. 1996 CA Conference Planning Underway . . . . . 
The.CA Career Panel has begun considering topics for t~e•ahiiual . . . 

. . . . . . 
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CA conference in March 96, and is soliciting suggestions from the 
CA work force. If you have an issue/topic/concern·that is of widespread 
interest to cryptanalysts, please fo:irward your suggestion (with a 
brief explanation) to the CACP offic(!!! (h1118nsa) by 14 Dec • 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
l//////////l///l//ll//lll///l·~~~~~~~I/IIIIIIII///I/IIIII/IIII/ 

(b) (1) 

5. (U} COMMUNITY SERVICE (b) ( 3) -P. L. 

a. (POU~ Winners of .Pi•r~t Stephen w. Dilks Award Announced at CANUKUS 
Crypto-T/A Conference . . 

(C) Deleg~ta•f;om CSE and NSA, including]~ ....... ---------,--,------' 
I I joined GCHQ analysts for the 1995 CANOICUS Crypto-T/A 
Conference from 17 through 19 October. This year's conference was 
opened with the announcement of the first winners of the Stephen w. 
Dilke Award for using Crypto-TiA to make a significant contribution to 
intelligence - the theme of this year"s conference. 

Along with discussions stressing a CANUKUS agreed statement on 
improving t;__he Value for Money provided by Crypto-T/A, the 1995 
Crypto-T/A Conference featured nineteen speakers presenting highlights 
of Crypto-T/A's contributions to intelligence on twenty-two different 
topics, well achieving this year's theme • 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
b. t'Pffif&> Science and Engineering Presentation 

Page6of9 
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IPEMf81 I of 
the Defense Information Systems Agency, will speak at 1000 hours on • • • • • • • 
Thursday, December 14th in the R~9Etai:1rl\ fl.XJ.0. ~Qip~~.YJJlg, ~pqiJ,uJI. • •••••••••••• ~---1 
Center. The Title of I I talk will be: •••••••• • ~ • • • 

(b) (6) 

OGA 

. . . . . . 
"The Threat to the Department Qt Defiena~ tnfo~tion Infrastructure• . . . . . . . 
f,il989) -,-----,.t ·w~~se organization is responsible for assessing and 
pententrating DOD networks, will address their astonishing successes to ______________ ....;.. ______ _, .. _ I (b) (3)-P.L. 86-361 

DISA 
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date. l7will also ~Us_c';~s • .'~~e ~mp.l!<;a~!~n!i. <?f. ~~s!<.1I)!l!l~g_m~t_ Y'l •• fts.k ••••••• .---.. 
avoidJmel■aha "D"ISJt ''s Ile'fensive "Information Warfare program. (bl ( 6 ) 

~A 

t"!'SYQ) I lh~~ .t~I! ,r~~r.s. qf. ~!!f-\8P~~ p.f .a. ~qUJl\:~i~t;.eH.igfa!QC,,e. Q.f.!~c.~.; .,.,_ __ .. 
in the US Army and fifteen years of experience as a. P9Q ~iviJ. ■ s~an't":,, •' DISA I 
in the field of secure communications networks. LJiS a gra?ya._t~~~C-tne 
State University of New York and has over 500 class }om■ ,cmrd of 
technical post-graduate work in information sxs.ten\s~• has received 
several milit~ry ~d civilian awards forOoutstan ing work in the 
secure communications area. 

IIHBNHR ■ lllfll ■ •1111H ■■ n11n ■ •••1tw11n11 ■ 11 ■ ••····"••n11n111t ■ 11 ■ 1111••············ .. •••••• 

llllll/ll//l/llll//llllllllllllllll!ll/////l!/llll/ll!!IIII///I//I//II// 

6. (U) LITERARY TIDBITS 

(U) {EDITORS' NOTE} Given our recent FURLOUGH experiences, thought 
the following, which appeared on ENLIGHTEN, from an unidentified 
author, rather appropriate. 
+++++ 

.n Sometime when you' re feeling important. 
Sometime when your ego is in bloom. 
Sometime when you take it for granted 
You're the best qualified in the room. 
Sometime when you feel that your going 
would leave an unfillable hole. 
Just follow this simple instruction 
And see how it hwnbles your soul. 

Take a bucket and fill it with water. 
Put your hand in it up to the wrist. 
Pull it out and the hole that's remaining 
Is a measure of how you'll be missed. 

You may splash all you please when you enter. 
You may stir the water galore. 
But stop and you'll find in a minute. 
That it looks quite the same as before. 

The moral in this quaint example 
Is do just the best that you can. 
Be proud of yourself but remember 
There's NO indispensable woman or man.• 

I//II/I///III///I//II/III/II/I//I/////IIIJ//I/I//II/II////III/I//////II// 

7. (U) PROBLEMS.AND PUZZLES 

a .. ('P8WQJ We received solutions to last month's uzzle from 

One solution to the puzzle is: 

oooooooxoo 
xxxxoooooo 
ooooxooooo 
oooooxooxo 
oxxooxooxo 

1 (b) (3)-P.L. 86-36r 
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oooooxoooo 
ooooooooxo 
ooxxxooooo 
ooooooooox 
oooooxxooo 

Many others are possible. 

11 ■ n••• ■ 11W ■ HIIIIN ■ llftHN ■ Rlrftlt ■ n••···••111111 ■ ••······· .. ······••11 ■ w ■ n ■■ ll ■ llftllft ■ IIN ■ N 

b. (U) December's Puzzle 

~ Here's a puzzle I -~ our Puzzle Editor, got from 
~l,__...,..._,,---.,......---~~lwould like to•~emind everyone that he would 
love to have others submit p~zzles to him~or future issues! . . . 
---------------------------------· ·~----------·J--· -----------------------. . . . . . . 
(U) F.or this puzzle, the words are alread;,.•o~qered:•~e list was 
originally 40 long, but the escape from the Nileef a rat'has reduced 
it to 38 (read down the columns). Identify the 8 thefneq within the 
list, and recreate the original. • • • • • . . • . . 

is hear cure through . . . . . .. pair party compromise sitting . , . 
prepared hum broad punch 

sin print henry talk 

Page 8 o~9 

J (b) (3)-P.L. 

cat derby dear buds .. .. 
out fruit money Williams .. 

brown legal shoes thieving 
.. . . 

clock bridge red base . • • culture purchase hood pudding • . . . . . 
ft ■ lllt ■■ ll ■■ 1111 ■ n11 ■■ n ■ 11n11w ■ HN ■■■ ll ■ Allll ■■■ ll ■■■■ ft ■ llftll ■■ a1111N ■ WA ■ N ■ IINN ■■ ••········ . . 
/ll/l/l/ll/llllll//l//l/l/ll/l//l//l//////lll//l/////l/////l///l/7/l~il// 

. . . 
################################################f#########f###f########## 

EDITORIAL CORNER • 

. . . . 
REMINDER: Submissions for the January issue are due by December ?5th . 

• 
• PLEASE NOTE: All submissions must be in ascii format, •and, with the 

implementation of E.O. 12958, .MUST BE PORTION MARKED .• ~ If othe; than 
NSA/CSSM 123-2 governs the classifications, please $0 indicat~. 

If you have any comments or suggestions, please submit them.to 
any member of the editorial board. • ♦ 

EDITORIAL BOARD • • 

f 9/23/2010 
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Jack Ingram, Cryptologic History Mliseum,._1 ___ ...o\.t l 
• • • . . . . 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\~\\\\\\\\\\\\-\\\\\ . . . . 
• • ♦ 

• • • • • • • • . • • 
• 

♦ 

♦ 

• 
♦ 

• . . 
• • 

• • 

♦ 

♦ . 
• • • • • . . . . 
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Cll!CUISSIP'Y ON: SOURa! MARNl!D. "OADR• • 

. . 
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(U) Last Modified: 10/30/2002 11 :4 : 20 
. (U) PE EXTERNAL ~OE 

THE CLASSIFICATION OF THIS NEWSLETTER IS I.POP BEE!lUl'f lBBlMt 

*********************************** 
* * TALES OF THE KRYPT 
*********************************** !(b) (3)-P.L. 86-361 

January 1996 

HAPPY NEW YEAR TO EVERYONE! 

I//////////////////////II//II////////////////////I/I//////////I//////II/ 
*************************************************************'*********** 

~ TABLE OF CONTENTS: 

1. (U) CA Perspective 

2. (U) Calendar.of Events 

3. ('PeWJ KRYPTOS News 

4. ~ Word from the CACP 

5. (U) Community Service 

6. (U) Literary Tidbits 

7. (U) Problems and Puzzles 

8. ~ E:4itorial Corner 

/III//I//II//I/I////I///I/II//IIII//IIIIIII//I/I/I/II//////I/IIIIIIIIII/ 

1. ~ PERSPECTIVES IN CA - Each month this newsletter features 
the perspective of a CA Senior on a CA topic of his/her choice. This 
month we are pleased to feature the thoughts ofl . I SUSLOC. 

-------------------------~----------------------------------J-L•~-~~---• • .... ______ _ 
l(b) (3)-P.L. 86-36! 

TP9'UQ,) My first inclination was to write a straightforward article • 
about. the virtues of a tour for a cryptanalyst at the Defence Signalg • 
Directorate, Australia's national SIGINT authority, when_! _____ ~J 
kindly asked recently if I would write an.article for 'Tales of the 
KRYPT'. I decided, however, to take an entirely different slant though 
it's one that still focuses on the cryptanalytic career .field. (By the 
way, I use the term 'cryptanalytic' in a broad sense. It would include, 
among others, everybody in z Group. Further, I submit much of the 
thrust of what I will be saying has relevancy throughout NSA today.) 
I will reveal the driving force behind the change of mind later. 

"t'POSEM Try to imagine a job that combines fun with high stakes, one 
where success can markedly improve your country's weil-being. Try to 
imagine one whose importance goes off the top of the scale, where the 
challenges never go away, where success is often tantalizingly close -
and indeed often realized -- and the a offs can be of· incredible 

Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 
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value. Further, try to imagine a field where one can commit oneself to 
every aspect of the job from long-term research to hands-on practical 
applications during a career. 

~ If those aren't enough attributes, consider one where an abun
dance of good data to work with is the rule rather than the exception, 
albeit in many cases not without·a great deal of effort i~volved. Con
sider one where the tools provided are a cut·-- actually, several -
above those found virtually anywhere else. Consider one where teamwork 
is invariably a necessary though not always sufficient condition for 

-success and the caliber of those comprising the teams is arguablyas 
high as that to be found anywhere. Consider one where you might be 
fortunate enough to participate in an international cooperati~e effort 
in intelligence the likes of which the world has never seen. (I'm 
talking, of course, about the UKUSA Agreement and what it has become 
over the last half century. It is my contention there has never been a 
more durable one in recorded history nor one where the bandwidth of the 
exchange was higher. Those skeptical should ask CIA.) 

You have long since realized where this was leading. Most of you 
this fall into the category of those fortunate ones I'm talking 

about. You're working at a place, NSA, that has one of the most important 
missions charged to any component of the U.S. government. My experi"ence 
has taught me there is no more gifted set of people anywhere in this world, 
and I'm speaking particularly of other U.S. intelligence agencies, foreign 
intelligence agencies and U.S. industry when I say it, based on firsthand 
observa.tions. You' re working in a field of endeavor that is frequently 
referred to as NSA's core discipline. There's nobody else like you any
where in the government. The caliber of your peers is unsurpassed. 

~) Let's talk about opportunities. on th~ technical level,.while 
the challenges continue growing, I submit they are just that. They have 
been growing for years and they have largely been met. I note the amount 
of plain text produced has grown almost uninterruptedly for years. You 
set yet another record last year. I expect both the number of challenges 
and successes to continue. · 

~ On a personal career level, our Agency has become one over the 
past ten or fifteen years where we are fortunate in that an individual 
may follow either technical or management tracks. It wasn't always 
like this at NSA and, frankly, it isn't like it at most other places 
even today. The approach may have some flaws, but one only needs to 
have been around about half as long as I have to remember what it used 
to be like. 

(~ What does the future hold? Access will be harder. Volumes will 
be greater. Getting at the. data of interest will become increasingly 
challenging. Stakes will continue increasing. Boundaries between 
disciplines will continue becoming fuzzier. Challenges? Certainly. 
Opportunities? Ditto. 

~ Why am I using so many words simply to state the obvious? 
Frankly, I'm not so sure it's obvious. Let me explain where I'm coming 
from. I"ve been ten thousand miies. away for thirty months. While I 
certainly have no feel for the mood of the place on a day-by-day basis, 
a couple of factors tend to ccmpensate for it. First, as do most field 
chiefs, I come back for a week or two every six months. Second, e-mail, 
while no substitute for being there, does pretty well in keeping one 
abreast of how.people feel. I get the sense a few people - or just 
maybe more than a few - have lost sight of what they have going for 

,------------------------~-· 
j(b) (3)-P.L. 86-36j 
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them. 

'T'.P'eSQ.). What words would I have for anybody who might put himself or 
herself into that category? I would start by pointing out how very 
fortunate we are to have the opportunity to have a career in an area 
that is so vital to our nation's well being as tQ almost defy 
measuring. I would suggest we focus more on what we might do about 
helping to attain success and slightly less on what we find 
distracting. Of course our Agency has challenges and problems today 
never before encountered. Many.are ones over which we have no control 
as Congress has mandated them. Other sources of irritation to some 
come from within the building, not that what irritates one necessarily 
irritates another. 

~ (Ironically, one of our Agency's greatest contributions over 
the years helped in its own way to bring about a cause of frustration 
many seem to feel. I'm talking about the valuable work done by NSA in 
bringing about the demise of the Soviet union.) 

~- Attempts are being made to resolve some of the Agency's problems 
even as others are emerging. I submit few places one could find employ
ment are devoid of such._ The whole point of what I'm tr,1ing to say, 
however, involves what else we have going for us. we have a reason for 
being found few other places. You don't believe me? Compare your fate 
with others you know who work elsewhere. I'll avoid making real compari
sons; I'll stick with a rather silly hypothetical one instead. I maintain 
what we're doing is slightly more important and relevant than, say, doing 
research on finding the best possible container in which to package corn· 
flakes. 

~ Promotion rates ·may have slowed down. Other sources of concern 
are certainly present. The frustrations involved with a career can't 
be shed, of course, merely by waving one's hands and wishing them 
away. They can, howeyer, largely be overcome by a focus on the 
positive. Be grateful we have a mission whose importance is such we 
can draw comfort from it simply by turning to it. Am I saying we 
should therefore turn our backs on the problems we face? Of course 
not. All I'm saying is we shouldn't dwell on them. Finally, when all 
is said and done, the greatest reward you likely will ever receive is 
the one you give yourself upon the realization you gave your very best 
to the effort at hand. 

~ Is this simply the ranting of one who feels incredibly fortunate 
to have had the career he's had -- particularly from the safe confines 
of Australia -- as he's about to enter retirement? Perhaps, but I would 
point out I have been saying the same thing for years. My motivating 
factor is to do what little I can to raise the spirits of those who 
might feel the need for it. Our mission -- fortunately for all of us 

. is about a thousand times too large to do otherwise. We need for 
everybody to focus on the job at hand for us to continue doing what 
we've been able to do for so long. 

~ P.S. Back to the topic I first thought of writing about. 
Would you likely find a PCS tour at DSD rewarding and enjoyable? 
Do birds fly? 

IINftNRH ■ Mft ■ H••···········••w••··················••nn••··••w••···••H ■ NA 
ll/l/lllll(ll/lll/l//lll/ll/////ll/ll/ll/l/l//ll/l/llllflll/////l//l/ 

2. CALENDAR 

. . !(b) (3)-P.L. 86-36! 
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Jan 9 

Jan 11 

Jan 12 

Jan 17 

Jan 19 

(b) (3)-P.L. 86-36 

Science & Engineering Soci~ty Presentation -
"Microsensors and Supercomputers";J I 
Jet Propulsion Labs, (R&E Syrnposi Center, 1000) •. 

"Real World Applications in Large Scale Combinatorial 
Optimization•, an RSS Seminar, (R&E Symposium 
Center, 0830-1200) (See Community Service) 

Second Annual Breakfast Affair for Newly Certified 
Cryptanalysts (BANCC), (Canine Suite, 0800-1000~ .• • . . 

Page4of20 

Joint CMI-KRYPTQS Talk, •INFOSEC Posturp.arid 
Threat•, by Rick Proto, Chief R, (Friedman Auditorium, ·0900) .. 

PLAN AHEAD 

Feb 15 

Mar 14 

Mar 14 

• . • . 

Science & Enginee~ihg Society Presentation -
-•La_,__t_e_s_t_T __ e_c!,lno~· logy in Modeling and Simulation• 
~1 _____ _.1 Silicon Graphics, (R&E Symposium Center, 

KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman Auditorium, 1300) 

Science & Engineering Society Presentation -
"LIGHTING Project for High Speed Data Transfer 

1000) 

between Computer Systems•,! · ~ NSA 
Laboratory for Physical Sciences, (R&E}'JIIPosium Center, 1000) 

Mar_ 25-29 CARD 

May 13-17 ACE 1996 at CCS in Bowie 

June 18 

Sep 17 

Fall? 

Nov 19 

KRYPTOS Talk (Subject/Speaker to be Announce9), 
(Friedman Auditorium, 1300) • 

. 
KRYPTOS Talk (Subject/Speaker to be An_nounced)~ 
(Friedman Auditorium, 1300) • 

CONSCRYPT '96, at DSD 

KRYPTOS Talk (Subject/Speaker to be Announced), 
(Friedman Auditorium, 1300) 

. 
ffnHnff ■■ ft ■ N ■ ftnN•Nfl ■ N ■■ •n••··"·············•·H••····••nHWWRNRftHftftftWftftftffNIR 

II/II/I//////I//II/I//I/II//I/II//II//II///II///I/I//III//II//II//I/I/~ 

3. ~ KRYPTOS NEWS 

The outgoing Officers of the KRYPTOS Council ~d 1996 Officers wish !{bl (3) -P.L. 86-36! 
everyone a happy and safe holiday season! •• • • • ... 

a. . (U) 

. . . . . . . . . . . . .. 
••••••••na•••u ■■ w ■ n•••~•••••n•••••••••n• ■ n••••~•••~••••••w•••••••,•••••• 

BANCC Plans Underway • • • • • • • • • • ••• . . . . . . . . 
._ _______ ~: chairing the Second Annual _BFeakfast Affair . 
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for Newly Certified Cryptanalysts to be held on January 17th: Among 
those items featured on the menu are -

Crisp Bacon 
Sausage 
Farmer's Scrambled Eggs 
French Toast 
Hash Brown Potatoes or Cinnamon Apples 
Homemade Biscuits 
Coffee and an assortment of Teas 
Juice 

Sign up and pay $6.00 to one of the following people by Friday, 
January 12, 1996. 

I 
List of Honorees: 

---------~ .................... . •••••••••••• ■ • 
I (b) (3)-P.L. 86-361 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
II/II/III/I/IIIIIII//I/II//II//IIIII//II/IIII/I/IIIIIIIIIII/II/IIIIIII// 

4. (U) CACP NEWS 

The CACP sends Seasons• Greetings to everyone! 

II/II/II/II/III/II//II//II/I/I/II//II/II///III//IIII/IIII/I/II//IIII/III 

s. (U) COMMUNITY SERVICE 

a. (U) RSS Seminar EJ . . . . . . . . 

~ The Center of Operations Research (RSS) has schedul~ il•sefni~a"r ; 
rm January 12, =· the -lication of large-•~'" g~biial .' 
optimization to real world problems. J ; _ Professor of ; 
Operations Research from the Post Gra~uate s2oo at Monterey, will • 
discuss how large scale, mixed-integer programming models have been • 
applied to problems in both the private and military sector. I f 
will provide a hands-on presentation of the state-of-the-artil 
combinatorial optimization and associated COTS (Commercial Off-The
Shelf) software, stressing applications -- not theory. The lecture will 
be provided in four parts: 

!(b) (3)-P.L. 86-361 
• • 
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1. ~ · A 30-m,inute .introduction into the terminology and principles 
of Large-Scale Combinatorial Optimization. 

2. ~ A 60-minute discussion of several military and Fortune 5·00 
success stories. One particular application required more than a 
million binary variables, yet could be solved on a personal computer 
using Benders Decomposition Algorithm. Another example application has 
been used by the Air Force for sortie planning·and for justifying 
billions of dollars•in non-nuclear weapons procurement. 

\ 

Page6of20 

3 •. t"NKrQJ. The next segment (90 minutes) will focus on notoriously 
difficult problems and recent mathematical advances that have appeared 
in COTS packages which render these combinatorial models solvable.· 
These solver packages are mated with new, quick-prototyping, algebraic 
modeling languages opening new horizons. 

,.__,_-, . .----..... . ~ 4. \l'·cn,w,,a. In the afternoon (starting at 1300), I 1will pro- t..::.:.::J 
vide an informal demonstration of a PC-oriented optimzahoh"t"oo~ )Q.f::::" ' -
that is flexible for quick response modeling. Th~ toala•prt>~ide 
ad-hoc report writing capability wit~.a.v~aphicai user interface, as 
well~• the ~li; tr ':"'ild•,lnli"8o'.1ve sophisticated p,col,J.ems . 
overnight. I _ __ _ will then be available to discuss actual Agency 
problems put ort by the audience at the TSSI level. 

~ Parts 1 through 3 will be provided from 0830 and 1200 in the 
RkE Symposium Center (seating on first-come basis). Part 4 is 
intended to be more interactive in nature and will be limited to a 
smaller audience. Those interested in attending part 4 should 
reserve a seat by a.ending a re~est via e-mail tol I·••·" I (bl (3)-J;>.L. 86-361 

·····································~······························· 
b. (U) CRYPTOLOGIC ALMANAC 

(U) •A View from the Other Side• 
(David A. Hatch, Director, Center for Crypt9logic History) 

("1"ewQl Visitors perusing the World War II exhibits at the National 
Cryptologic Museum are often surpr.ised by the extent the Allies 
_penetrated German and Japanese codes and ciphers. This frequently 
leads them to ask whether the Axis powers had any success against U.S. 
cryptographic systems. It is clear that neither Germany nor Japan ever 
succeeded in breaking into the highest level U.S. machine system, the 
SIGABA. However, the story is less rosy·•for systems of lesser grade. 

~ Following World War II, the U.S. Army Office of Military 
History had former German signals int~lligence personnel C0'.11\Pile a 
history of German SIGINT operations against Allied forces during the 
war. The following are excerpted. items from this history, a cautionary 
tale about American communications security. 

~ The German author noted that up to 1942, military 
communications by units deployed to the United Kingdom were easily 
exploited by the Germans. These communications revealed APO numbers, 
unit designations and abbreviations, and officer promotion lists. 
American communications revealed to the Germans the activation of 
units, their training, and impending shipment overseas; unit APO 
numbers allowed the Germans to follow the units once they reached the 
European theater. This basic information on the U.S. military stood 
the Germans in good stead during the rest of the war. 

--------------------------r • !(b) (3)-P.L. 86-36! 
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~ British, and then American, communications security practices 
were strengthened after the summer of 1942 .. At the battle of El 
Alamein,· the British captured the entire stock of equipment of the 
intercept company attached to the German Afrika Corps. This gave them 
a better appreciation for the SIGINT capabilities of their adversary. 

~ Although the Americans adopted better communications 
security practices after 1942, modeling their procedures after those of 
the more experienced British, the Germans noted that radio discipline 
deteriorated rapidly when U.S. troops entered combat. The inexperience 
of American soldiers, combined with an •abundance of radio sets,• 
tempted.communicators to send too many messages in the clear. This 
provided the enemy with •many clues regarding the tactical situation 
and U.S. intentions• and allowed them to solve many American tactical 
cryptosystems. American COMSEC improved as the war continued, but not 
uniformly. Even when COMSEC was good at senior levels, this was often 
compromised by poor security measures at lower-level units. 

i'-s.> Seemingly unimportant messages often provided critical information 
to~he enemy. German intelligence lost continuity on an American 
airborne unit which had been fighting in Italy. After some weeks, a 
net in the U.K. -- hitherto unidentified by the Germans -- transmitted 
a message seeking a soldier against whom a woman in the United States 
had instituted a paternity suit. The identifying information of this 
soldier tallied with the missing airborne unit, leading the German 
SIGINT service to believe it was now stationed in England, readying for 
the cross-channel invasion. Subsequent analysis of American 
communications bore out this hypothes~s. 

~ The German author singled out for criticism American military 
police communications during the Ardennes offensive (popularly known as 
the •Battle of the Bulge•). He says that "all established rules were 
violated,• that the German high command obtained complete information 
on U.S. operations, and he suggested that •given a less unfavorable 
distribution of forces,• the outcome of the battle might have resulted 
in German victory rather the other way around, given this special 
knowledge. 

•••n•11n ■ Wt1 ■ n ■ •n ■■ n11 ■■ n••••••·••••••nli ■■■ 1111n ■ u ■ t1 ■■■ n11 ■ w ■■■ nl11 ■ 1t ■ nn11a ■ naa 

c. (U) CALL FOR P~PERS: ACE 96 

~ The 1996 Annual Cryptomathematics Exchange (ACE 96) will be held 
13-17 May 1996 at the Center for Computing Sciences (CCS) in Bowie, 
Maryland, USA. ACE is the classified community's premier conference 
for cryptomathematics. 

(U) The conference will feature both general sessions (talks of general 
interest) and specialized sessions held in parallel. Conference 
proceedings will be published containing abstracts of the general talks. 

T'P'eWQ.) General talks will be 20 minutes in length. They should be 
summaries rather than detailed presentations, designeq for 
cryptomathematicians who are not specialists in the speakers field of 
expertise. Additional time may be given during parallel sessions as 
requested (see below) to provide further details and examples, or to 
answer questions or conduct discussions. General talks may be 
classified up to TSC, and may not contain compartmented or 
source-related material. General talks must be releasable to nationals 
of the US, UK, Canada, Australia, and New Zealand, and to IDA . 

..---------------------. 
• _ l(b) (3)-P.L. 86-361 
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~Parallel sessions will ·feature 20-30 minute follow-ups to the 
general talks as well as presentations of results not releasable to all 
attendees. Parallel talks may not be NOFORN and must be releasable to 
IDA. 

Page 8 of20 

~Those who wish to present a talk at ACE 96 should submit a preliminary 
abstract to an ACE representative (see below for names). The preliminary 
abstract. should be one or two pages (preferably one) and consist of: 

-> Title and Speaker 
-> Authors (if joint work) 
-> Classification of talk 
-> Swnmary of work, suitable for nonspecialists 
-> Request for parallel-session time, if desired. 

~ The abstract should be properly classified, including paragraph 
classifications. The preliminary abstract must be in ASCII form and be 
e-mailed to an ACE representative by Friday, Februa.r 2 ~99:- In 
addition, U.S. personnel should send a hard copy toL ~ I 
R&E Bldg, along with a Conference Approval Sheet (availab erom your •• 
ACE rep) signed by the speaker's Branch-level managemeJ:,t. Australian, • I 
Canadian, New Zealand and UK submissions should be made through the j (b) (3 )-P.L. 86 - 36 

appropriate liaison office. 

~ The ACE Committee will select the talks to be given and notify 
the speakers in late February. Those selected for general talks will 
be asked to submit full abstracts for inclusion in the conference 
proceedings. The full abstracts will be up to 8 pages, in Postscript • 
format, and will be due in mid-April. 

~ Questions/problems should be referred to your ACE representatiye: 

1tnn••••••• .. • .. ••••1111nn11•••••••••••••••• .. ••R ■ ww11 ■ •••••••••n ■■■ n ■ 11 ■■■ 11•n11 ■ w 

...... 
(b) (1) 
(b) (3)-P.L. 86-36 

• J(b) (3)-P.L. 86-36! 
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(b) (3) -50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

(U) Qualifications: Students should have an engineering or physical 
science degree. Some familiarity with elementary probability is 
assumed. A high degree of participation is expected, so that the 
workshop will be well-tested and critiqued. Only green or gold badge 
personnel may attend. 

TPetJCU Instructor: I ! ~s an adjunc~ NCS 
faculty member and a recent graduate of the Cryptoinathelllat.i.c~an 
Program. He developed this workshop at the request of the Sci"ence • • ·J(bl (3l -P.L. 
and Engineering Society. • ••••• -

• • • • • • • • • ♦ 

(U) Enrollment: Space is limit~ to ~O•pa~ffclp~t~. Because of .•• 
the lateness 9~ ~hi& anrtotuicement, please email toj I 

subject: Dan's workshop, if you wish to attend. You 
will be notified if you may attend the class on 3 or 4 J~uary 96. 

(U) Credit: This should be considered a pilot offering. An NCS 
course designator has been requested. 

(U) If you have any questions about registration or course 
content, please contact~! ....... ------------l~(~o1n leave 
20 De7 - 2 Jan) . Contact I • • ~. for 
questions on course content. •~~ • . .. . . .. . 

'"\"TS SCQl we have asked the z Classification Authority for specifi~•••••••••)-----""".'.'":--:::-::i 
guidance on the.classification of this workshop. While the course _(bl (3)-P.L. 86- 36! 
material is derived from unclassified sources, there is precedent • 
for classifying the fact of the Agency's interest in the topic as trop• 
Secret - COMINT Channels Only. .• 

♦ 

♦ 

•••••n••11••••••••••••••••••••nn••••n•••••n••••• ■ nun ■■ ••• ■ nn ■■ ••••••••• 
♦ 

/l/l/l///////l/l/l//l/////ll//l//llll/l//l/lll//l/ll//l/l/ll/1/II/II/II 
• • 

6. (U) TIDBITS 

a. ~ IN THIRTY YEARS bylL-_________ r 
MARINE GUARDS ..•..• METAL BADGES ....• THE OLD HOSPITAL SITE ...... MOVING S 
FROM NEBRASKA AVENUE •..... SEPTIMUS .••... CAROL'S HANDS IN ALAN'S POCKETS 
TRYING TO PASS THE PLATE .•.••• THE PUEBLO ..•... THE LIBERTY ...... DESERT 
STORM ..•.•• KATCINA •.•... CLASS 26 OF THE ISPGC WITH "THE GURU" ...•.• FRANK 
AND MARY ....•. BOB AND DIXIE ...... DICK AND HELEN •...•. JUDITH ...•.. SPICE •.. 
... AKIF ...... rHE BIRTH AND DEATH OF CK-600 ....•. BATTLES OF LAUREL, FREDERICK, 
AND ANNAPOLXS ....•. CHRISTMAS GAMES AT CATHY'S .•.... THE HANTMAN CASE ...•.• 
THE KRYPTOS SCULPTURE ...... TDY'S TO EXOTIC PLACES ....•• 2A AND 2B •...•. 
Z GROUP AND THE •GANG OF EIGHT" ...... WINDSONG AND LE CHANSON .....• WARS IN 
THE MIDDLE EAST ..•.•. PROJECT KAY •.••.. 5500, 6600, 7600, AND SIGN-UP SHEETS 
...... THE ACES ...... SKYHIGH •..•.. CARTER, GAYLER, PHILLIPS, ALLEN, INMAN, 
FAURER, ODOM, STUDEMAN, AND MCCONNELL ...•.. MISS NSA .•.... ITB •..... DEG ... 
... H-460 AND THE CAST FROM "THE AVENGERS" •••.•• GUPPY AND PAPER TAPES ...•.. 
SLIP STICKS ..•... G4 PARTIES ...... SOFT PORN ADVENTURE •.•••• TRIVIAL PURSUIT 
...•.. THE HOSTAGE CRISIS •.••.. KAL 7 .....•. CROSS HATCH PAPER AND COLORED 
PENS .....• IC'S ON THE FREIDMAN CALCULATOR .••.•• JIM SNOWBOUND FOR FOUR 
DAYS ..•.•• BLACK CLOTHS ...... RNG'S ....•. 64K PC'S •...•. MANAGEMENT GRID, 

!(b) (3) .:.P.L. 86-361 .... -------:---------------r 
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MBO, TQM, ET AL ...••. IBM CARDS AND METAL TRAYS •....• MEN IN TIES AND WOMEN 
IN DRESSES .....• MATERIAL INSPECTIONS ..•.•. HALLOWEEN AND BORIS HUNTINGTON 
...... LIZABETH SCOTT .....• HENKEL HAM THROUGH-THE-GARDEN FOR $.80 •..... 
SMOKING AT THE DESKS .•.•.. •THE BRIG• •.•... CONFIRM .••... 

! 

b. (U) BOOK REVIEW by L-----------~·-········ _l(b) (3)-P.L. 86-36! 

Text Compression, by Timothy C. Bell, John G. Cleary, and Ian H. 
Witten. (Prentice Hall Advanced Reference Series, Prentice Hall, 
Englewood Cliffs, New Jersey, 1990.) 

(U) The authors present a wide-ranging treatment of a variety of 
topics in.the data compression field. Particularly interesting topics 
included an investigation of natural language characteristics and 
practical comparisons of coding s'chemes including Huffman, 
Shannon-Fane, and Arithmetic Coding. Throughout the book a host of 
clear explanations and numerous examples are provided, while 
theoretical, mathematical discussions are generally relegated to 
appendices or separate note sections. The overall text is quite 
readable, and provides a strong foundation for further study of the 
topic. While not designed to serve as a •how-to• guide, the book 
successfully provides a serious treatment of the underlying principles 
of text compression. 

(U) Text compression involves finding ways to represent text with 
symbols using fewer bits than the original characters required. The 
process should be reversible; that is, the new representation can be 
uncompressed in order to regenerate the original text~ and it is 
usually important that the original can be recreated exactly, not just 
approximately. This sets text compression apart from other types of 
data compression such as voice or image compression, where some loss of 
quality may be acceptable if significant compression can be achieved. 

(U) The a~thors suggest that"text compression is essentially text 
prediction. If we can predict the next character, word, or phrase in 
text, we need not transmit it, and as a result can transmit the message 
in fewer symbols than originally required;·i.e. we have compressed the 
message. All predictions for the next character, word, phrase, etc. 
can be based on a model of the message. The task of finding a suitable 
model for text is an extremely important problem in compression. Once 
predictions (probabilities) are determined, they are processed by an 
encoder that turns them.into binary digits to be transmitted. 

(U) The idea of separating the compression process into two parts -- an 
encoder and a separate model that passes information to it -- is a major 
advance in the theory of data compression. The prediction, in the form 
of a probability distribution over all messages, is supplied by the 
model. The encoder is given the prediction, along with the actual 
message that occurs, and constructs a compressed representation of the 
actual message with respect to the probability distribution. Note the 
encoder does not need to know where the predictions come from, and as a 
result can work with many models. According to the authors, the issue 
of constructing an encoder has been completely solved, in a way that is 
as close to optimal as practically possible. However, the problem of 
constructing models for different kinds of data is more artistic than 
mathematical, and cannot be.said to be solved in any definitive way. A 
majority of this book is dedic~ted to discussion and compari~on of 

-------------------------,··· •!(b) (3)-P.L. 86-361 
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alternative modeling strategies. 

(U) One pervasive theme throughout the book is the effectiveness of 
using adaptive models over static models. An ~daptive model is one 
that changes as the message is encoded so the model better suits the 
message. After a lengthy mathematical comparison between ~daptive and 
static models, including a discussion of •conditioning classes• (how 
the text is to be partitioned) and the •zero-frequency• problem (how to 
represent the probabilities of symbols that never appear in the text), 
the conclusion is drawn that, in a wide range of circumstances, 
adaptive models can only be slightly worse than any static one, but 
static models may be arbitrarily worse than adaptive models if the text 
is statistically-different from the model being used. Thus the authors 
support adaptive techniques over static in almost every case. 

(U) In addition to an extensive discussion of modeling, practical 
algorithms for an.encoder are also presented. The basic compression 
problem can be stated as follows: Given a probability distribution that 
is assumed to govern the choice of the next symbol, and the symbol that
actually occurs, find an algorithm to generate bits that specify the 
symbol to a decoder which is aware of the same distribution. The best 
known method for coding with respect to a probabilistic model is 
Huffman Coding. While this method is often touted as the best possible 
technique for reducing the encoded data rate, the authors disagree. A 
more recent development, Arithmetic Coding, is presented as superior in 
almost all respects. Arithmetic Coding represents information at least 
as compactly, and sometimes considerably more so than Huffman Coding. 
Arithmetic Coding encourages a clear separation between the model for 
representing the data and the encoding of information with respect to 
that model. It accommodates adaptive models easily, and is 
computationally efficient. In their enthusiasm for the technique, the 
authors go so far as to provide a full software implementation for 
Arithmetic Coding in the c programming language in an appendix to 
Chapter 5. 

(U) Each of the coding schemes discussed strives to give high
probability messages short codes and low-probability ones longer 
codes. On occasion, Shannon-Fane Coding will assign a longer code to a 
more probable message than it does to a less probable one. Huffman 
Coding, however, can be shown to generate codes that produce the 
shortest possible average code length given the message set's 
probability distribution. However, in both of these coding schemes, 
every symbol in the alphabet must occupy an integral number of bits in 
the encoding. Arithmetic Coding disregards this restriction, thereby 
coding more efficiently. It actually achieves the theoretical bound 
for compression efficiency. The technique is considerably more 
intricate than either Shannon-Fano or Huffman Coding, and a full 
treatment with a computational example is provided. Essentially, a 
message is represented by an interval of real numbers between O and 1. 
As the message becomes ·longer, the interval needed to represent it 
becomes smaller, and the number of bits needed to specify that interval 
grows. Successive symbols of the.message reduce the size of the 
interval based on the symbol probabilities generated by the model. The 
more likely symbols reduce the range by less than the unlikely symbols, 
and hence add fewer bits to the message. 

(U). After an exhaustive treatment of Arithmetic Coding and other 
statistical techniques, the authors move on to discussion of the other 
class of text compression techniques, dictionary coding. These 
techniques specifically include the Ziv-Lempe! {LZ) family and several 

....... ---------------------r. • .. •. !(b) (3)-P.L. 86-361 
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variations are presented. While statistical methods use probability 
estimates for each character and choose a code based on the probability, 
dictionary coding achieves compression by replacing groups of 
consecutive characters with indexes into some dictionary. The 
dictionary is a list of character groups that are expected to occur 
frequently. Indexes are chosen so that on average they take less space 
than the character groups they encode, thus achieving compression. A 
lengthy comparison of various dictionary methods is presented. 

(U) So which compression method is best? The answer is simply, "it 
depends•. It is difficult to make direct comparisons between 
statistical and dictionary schemes, and a nwnber of issues must be 
evaluated: models used, speed of compression, amount of compression 
achieved, and memory requirements. In order to give some practical 
comparison of popular methods, a corpus of various types of text, 
including fiction and non-fiction books, object code, C programs, 
technical papers, and electronic mail messages was used, and a nwnber 
of graphs are provided to show how each technique fared against each 
type of text. 

CU) As a result of their extensive presentation, Bell, Cleary, and 
Witten have made a murky subject accessible to the layman as well as 
the earnest student. "Text Compression• presents t~e facts and 
underlying principles in a usable fashion for readers of all levels, 
and this reference deserves a place on the shelf of any serious student 
of compression techniques. 

////l///l//l///////l/ll//l//l//l/l///l//llll/lll/l/ill/ll/l/////l//ll/ 

7. (U) PUZZLES AND PROBLEMS 
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""(-PAUQ.l. This month we bring you a presEl!n.t. ~:r;,otn.o.uJ" .~YWS .CJ:i9,9t,:!:r .~ ••• •....------,-~-:i 
Cheltenham, courtesy of I I For solvers here, the closing •• !(b) (3)-P.L. 86- 361 
date is the 19th of January. The first. person to provide tje.~orredt" • 
solution, OR, that with the highest score, tol · _ our · 
Puzzle Editor, will be treated to an Ice Cream Sundae by the Newsletter 
staff. The names of all those submitting solutions will be featured in 
the February newsletter.) 

~ (Note from GCHQ: one or two questions have a rather British 
theme, and one depends on spotting the names of two CC (Cheltenham 
Chapter) members (both contained in the opening blurb, so that.needs 
to be retained). 

-·r······,,-,,,,,,,, ·,~~:·:~:~~-~~~-~~:~:-~:~:~-~~~~:-~~~:~~:~--
to produce the 1995 Kryptos"K"rlstma.s Kyiz, designed to keep you from 
all the things you OUGHT to be doing (w~rk: "Christwl~ ~hopping, etc.). 
Last year there were several quizzes running over the ciri~t:mast?i.e~. 
Year period, so this year we' re getting in early! • • 1 (b) r3 )-P.L. 86-361 

(U) As before, some questions are more difficult than others, and.:~~ 
so each question has an associated Warp Factor. For Factors great~r 
than 1, points may be given for a nearly-correct answer or even■ l• .. 
gallant effort, so enter something on the answer sheet even.i~.you're 
not sure. If your answer is better than ours, you may reaeive bonus 

♦ ♦ 

points. • • • • 

~ ·Note than I [ ~d• so thinks 
• • • 
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that A is the first letter of the alphabet;I lworks in H, 
so thinks that A is the zeroth letter of the alphabet . .Bu't•w~,'re not 
going to tell you who originated which questions .••.• On the otaer •• 
hand, there are a few hints which are designed to be helpful. •, (bl c3 )-P.L. 86 _36 1 
~ Chambers Twentieth Century Dictionary will be taken as the 
authority for what constitutes a •word•, and has been used to provide 
definitions. Unless otherwise stated, •words• do not include proper 
nouns or entries which contain punctuation (hyphens or apostrophes). 
[Note: North American solvers may use Webster's Ninth New Collegiate 
Dictonary if Chambers is unavailable. Solvers •down under• are 
likewise welcome to choose an alternate reference held as an authority 
by their respective agency.] 

1. (U) Write down your name, section and room number. (1) 
(This way EVERYONE gets AT LEAST 1 point!) 

2. (U) Keys may be produced by •numbering off" a keyword or phrase -
replace the first A by 1, the second by 2, etc. Given the key, it can· 
be quite difficult to recover the keyword. One method works reasonably 
well with longish (10-12) words containing letters which are fairly 
evenly spaced in the alphabet: replace 1 by A, 2 by C, 3 by E, etc. and 
see if you can pull the word out of a matrix containing this sequence 
plus 1-offs, 2-offs, etc. For shorter woi;-ds (6-9 letters) replace 1 by A, 
2 by D, 3 by G, etc. Define •distance• as the sum of the differences 
between each letter of the generated stream and the corresponding letter 
in the keyword. Example: 

keyword: L 0 M B E R J A C K 
key: 7 10 8 2 4 9 5 1 3 6 
stream: M s 0 C G Q I A E K 
diffs: 1 2 2 1 2 1 1 0 2 0 distance: 12 

(al what 7-letter word has the smallest distance? 

(b) what 10-letter word has the smallest distance? 

(cl what 11-letter word has the greatest distance? 

3. (U) The following words relate to members of families: identify the 
surname and initials of each member of the family (noting that different 
members of a f~ly may have different numbers of Christian names): · 

(a) DISMOUNT, BAY, FUNGUS, SHINING, STRIVE, SOARING, LOAD, TERROR, 

(1) 

(1) 

(2) 

HILL, CHESSMAN and AMUSING (1) 

(b) CONTEND, HAGGLE, PILFERER, WITCH-FINDER, SWIFTER, HEART, OSIER 
(1) 

and a slight.variant, 

(c) START, INDULGENT, BESTOWAL, NOTING, FLOOR FABRIC, THEFT, 
WHISTLING, APPAREL, EAGER ( 2) 

4. (Ul What have the following in common: BLOOMERS, BOYCOTT, DIESEL, 
LYNCH, SILHOUETTE? (1) 

S. (U) If •smith and Jones• in Great Britain correspond to •Johannsen 
and Ander~en• in SWeden and •Chang and Wang• in China, what are the 
equi~alents in Korea? (1) 

------'--------------------.··· 
!{bl (3)-P.L. 86-36! 
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6. (U) What have the following in common: John Bunyan's •Pilgrim's 
Progr~ss•, Miguel de Cervantes' "Don Quixote•, Adolf Hitler's •Mein 
Kampf•, Marco Polo's ~The Travels of Marco Polo" and Sir Walter 
Raleigh's "History of the World"? (1) 

7. (U) What have the following in common: Willy Brandt, Paul Cezanne, 
Leonardo da Vinci, Alexander Ham~lton, Sophia Loren, Ramsay MacDonald 
and Richard Wagner? 

8. (U) (al What was the series that came between Mercury and Apollo? (1) 

(bl How many men have landed on the moon? (1) 

(c) What was the name of the dog which the Russians sent into 
space aboard ~putnik 2 in 1957? (1) 

9. (U) Many words which are 3n long can be broken down into n 3-long 
words, e.g. FORGOTTEN =FOR+ GOT+ TEN. Reconstruct the 9 words which 
produced the following list of 3-letter words: 

AGE AGE AGE ANT ANT CON CON CONDIT ERA ERS FED HER HOG IMP 
ION ORT ORT ORT ORT Pl<.R PER R.~P REP ,REP SON SON SON TED ( 1) 

10. (U) Where· does •CANE"- fit in the following list (read across lines 
in order): 

BET MAX ALLEY CLEVER RING BOX BAT 
LAWN MEN WING HOUSE THUMB PROBLEM BRER 
DION CLUB EIGHTH STICK CLIENT BUCKET PINK 
FACTOR SLIM BACHELOR BUILDER CLEAR MOON LATELY 
LOT QUESTION CHICKEN PLUG CIRCLE TYRANNOSAURUS BOAT 
UNION BEAR TENOR GENTLE PACK TABLE CYCLIST 
COURT POOL BISCUIT RUS INCOME POP POOH (6) 

11. (U) What is the next in the series: Chariots of Fire, Gandhi, Terms of 
Endearment, Amadeus, Out of Africa, Platoon, The Last Emperor, Rain Man?(l) 

12. (U) What is the next number in the following sequences: 

(a) 1 1 2 3 5 8 (li 
(b) -1 -1 1 5 11 19 (1) 
(c) 2 1 0 17 118 513 (1) 
(d) 0 -6 -21 -40 -5 504 (1) 
(e) -2 -5 -11 -17 13 295 (2) 

13. (U) [Unfortunately, the first part of this question got lost, but see 
if you can solve it anyway.] We had to dismiss our insolent maid, Diana. 
She said "A house is nothing but a house•, at which we got exasperated. 
She would say "Oh, I ought to do some washing tonight", but she rarely did. 
She often bought small packets of detergent when large, or giant-sized, 
packets.would have been more economic. And she dressed carelessly: more 
than once the words were spoken "Tuck your blouse in, Diana•. Dismissal 
became a foregone conclusion. 

14. (U) CDHHDPJ SWTTWON TXLQU ******* GFHIE QDSTPQW 
**** BZTDX XWCPQW FCSOIC ZSYKDS IWYGOIC 
VAGWF RPBCZ QOVSA AYUMWY· PUEJCU DCUBKDS 
IKRYP DMQUO OEXNSE JPQU XHDAPVXGT NPJXY 
STPQHXY .YGOITFU LONFU ??????? AND·???? 

!(b) (3)-P.L . 86-361 . . . . . 
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(a) One could make a case for******* and**** appearing as 
plain text. What _are they? (1) 

(b) What are ??????? and ???? (2) 

(c) Given that the hatted alphabet starts with C, how was it 
generated? (2) 

15. (U) Determine the rule by which the alphabet has been divided into 
two parts:-

(a) AHIMO'I'UVWXY / BCDEFGJKLNPQRSZ (1) 
(b) ABCEHKMOPTXY / DFGIJLNQRSOVWZ (1) 
( c) AIKMOPRSTWYZ / BCDEFGHJLNQUVX ( 1) 
(d) AEFHIJLPRSUVW / BCDGKMNOQTXYZ (2) 
(e) ACDEKMNOUXYZ / BFGHIJLPQR.STVW (3) 

[If you don't see the last one within a few minutes, you might !<bl(3)-P.L. 86-36! 
feel that it's an unfair question] • 

17. (U) What is one hundredth of a kwatcha (or kwacha)? 

18. (U) BRITAIN 
ECUADOR 
GERMANY 
GREECE 

? 
? 

-3 -1 (1,2) 1- 2- 2- SPAIN 
-5 -4 -2 (1,2) (3,4) (1,4) 1+ PERU 
-7 -4 (2,3) (3,4) (4,5) +5 1- 5+ 5+ FRANCE 
-6 -5 (1,3) (2,3) 2+ 2+ ? 
-2 (1,3) (3,4) 4- 4- IRAQ 
-8 -7 (2,5) 6.;, ? 

19. (U) The following list of·words can be divided into two sets, 
of equal length, on the basis of another word: 

awe 
one 

body day 
thing tire 

What is the other word? 

fear 
what 

hand how lone 
where whole win 

20. (U) A little crossword (deduce the grid): 

l<b) (3)-P.L. 86-361 
• • 

(1) 

(1) 
(1) 
(2) 

(1) 
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la. Repose in which there's tranquility? 
Sa. Always in the middle of a river. 
6a. Remove a girl's head. 
7a. Commonly half, not more. 

ld. •The River's Return•? Try again! 
2d. Incomplete result, indeed. 
3d. Betray a Scots personality. 
4d. Oddly, three by three. (1) 

21. (U) •Identity• quizzes have become popular recently. These comprise 
a list of numbers, each associated with the initials of an object 
connected with that number, e.g. 24 Hin a D (hours in a day). _This is 
much too easy for Kryptos types. You are asked to identify the six 
numbers associated with the followiBg initials, which will allow you 
to predict the seventh (appropriately). 

(1) M and HD 
(4) Pin a G 

(2) F in an OP 
(5) D in a WW 

What is the next number? 

(3) Sofa L's T 
(6) w of the w 

22. (U) (a) What do Victoria Holt, Philippa Carr and Jean Plaidy 

(1) 

have in common? ( 1) 
(b) By what name is Cecily Isabel Fairfield better known? (1) 
(c) Which of Daphne,du Maurier, James Michener and Robert 
Heinlein follows Barbara Cartland, Jo~ Ernest Steinbeck, 
George Orwell, Graham Greene, HE Bates and Catherine 
Cookson? (1) 

23. (U) In which country is June 24 the Anniversary of Currency, 
Promulgation, Constitution and Day of Fishers? (1) 

24. (U) Each of the following is the name of a province, state, county, 
region or'district of a country: SOMOGY; MAT; GREVENMACHER; 
RUGGELL; VORARLBERG; AKERSHUS; RIBE. The first letter of each 
country, in order, spells the name of a county in a different 
country. Which? (1) 

25. (U) (i) Each of 15 words is defined below. Each letter of each word· 
is to be replaced by a digit (you must work out the digit-for
letter substitution) to give a series of numbers with an obvious 
connection. 

(a) (coll) a lavatory (b) shelter (c) scoop up with the tongue 
(dl (dial) girl (e) any fish of the species Apodes (f) tree 
(g) (slang) partner (h) mislay (i) used to scare away fowls etc 
(j) obstruct (kl (coll) interjection for God (1) relieve 
(m) mince (n) fellow (o) (slang) smart 

Find a 5-letter word with the same property. (2) 

(ii) A similar problem, but with an added dimension: 

(a) concerning (b) past (c) (Scot) to cause, compel 
(d) Syriac or Coptic bishop (e) schools of whales (f) ventilated 
(g) jellies prepared from seaweeds (h) hollow cases containing 
explosives, etc. 

!{b) (3)-P.L. 86-361 
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What is the next word in this series? 

26. (U) Write down the name of the composer: 
(a) whose first symphony was referred to as "Beethoven's 10th"; 
(b) whose first, but unnumbered, symphony is now referred to as 

his •symphony No. o•; 
Cc) whose symphonies 8 and 9 are often heard, his 7th never; 
(d) who wrote a full-scale, unnumbered (but named), symphony 

between his 4th and 5th; 
(e) whose 8th is called "the symphony of a thousand•; 
Cf) who didn•t·write his "own• 37th; 
(g) whose symphonies originally numbered 1-5 were renumbered 

5-9 half a century after his death; 

(1) 

(h) who claimed to have completed his 8th symphony but apparently 
never set pen to paper; 

(i) who wrote 12 symphonies as a boy before writing his "First"? 

The letters at positions 1, 7, 6, 1, 3, 2, 2, 4 and 3 respectively 
spell out the name of which other composer? (1) 

27. (U) Some more series: 

(a) 1 4 10 17 27 40 54 71 100? (1) 
(b) E. DC FT? Y H NJ I (1) 
(c) 1 4 9 10 19 24 31 40 51 -64 79 90? (1) 
(d) AH ALU HE TALE L? (2) 
(e) ? 30 42 54 66 78 90 144 259 (1) 
(f) ? 30 42 54 66 78 90 102 114 (1) 
(g) 7 14 19 29 40 44 52 59 73 83 94 (1) 
(h) -187 243 267 351 366 474 586 826 922 958 ... ? (28th element) (1) 
(i) 18 25 28 34 35 37 41 44 ..• ? (44th element) (1) 
(j) 1010001 100111 21301 20141 15041 .•. ? (14642nd element) (1) 
(k) T B O N T O E H T S H ? (1) 

28. (U) The letters of the alphabet have been given scores according to 
two particular rules. For each rule determine what score N should have. 

Rule 1 
Rule 2 

1: ET 2 : AIM 3 : DGKORSUW 4: BCFHJLPQVXYZ 
4: EGKLMPXYZ 5: ABDHIORT 6: JQSVWY 7: CFU 

29. (U) (a) What is the shortest word that can legally be played in a 

(1) 
(1) 

game of Scrabble, but which can never appear on a Scrabble board? (1) 

(bl In Scrabble, the following letters score 1: AEILNORSTU. 
is the longest word consisting only of letters scoring 1? 

What 

(c) The following letters score more than 1: BCDFGHJKMPQVWXYZ. 
Which word contains the longest unbroken sequence of letters which score 

(1) 

more than 1? (1) 

30. (U) Define the •area• of a crossword as the number of squares in the 
square/rectangle that the whole grid needs. Compose a crossword which 
contains all the letters of the alphabet and has the smallest possible 
area. The crossword grid should be a normal one, with all strings of 
adjacent letters forming words (e.g. daily Times, Mail, Independent, etc.) 
rather than one in which bars are used to separate letters which do not 
form words (e.g. Listener, Saturday Independent, etc.). (3) 

31. (U) Twelve words have been enciphered using a substitution system." 
Decipher the words and then, using the same_ system, encipher a 6-letter 

• !(b) (3)-P.L. 86-36! .-------------------, 9/23/2010 
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word which sums up the 12 words. 

27437, 728787, 436464, 226237, 530, 84740, 54272, 7207640, 
72447727487, 226742076, 20827487, 647237. (2) 

32. (U) Who, or what, are, or were, MERCHED and DYNION? (1) 

33·. (U) There's a game of cards in which players take it in turn to make 
a rule about whether or not successive cards should be accepted or rejected, 
and the other players have to determine the rule. You qre to determine the 
rules for each of the following 3 sequences (O=accept, X=reject), and 
complete the sequence (NB T=l0): 

4A984J6Q44967625AT3783KK75T375Q28J5A2Q93T8TQ26JJAK9K 
DHCCCCDCSHDHSSDCDHDDDHCHHDCSCSDSHSHSCHSCDSSSHCHDCDHS 

(a) OXOOOOOOOOOOOOOOOXOOOOOXOOOOOOOOXXOXOXXOOXXXOOX..... (1) 
(b) OXXOXXXOXOXXOXXXOOXXOXXOOXXOXXXOXXXOXOOXXXOXXXO..... (2) 
(c) OOOOXXXXXOOXXOOXXXOXXOOXXXOXOOXXOXXOOOXOXXXXOXO..... (3) 

34. (U) (a) Who led the army which won the battle of Stirling Bridge? (1) 

(U) 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

Name: 

(a) 

(a) 

(b) 

(c) 

(i) 

(b) Who is mourned.in "In Memoriam"? (1) 
(c) Who had a Number 1 in 1960 with •only the Lonely•? (1) 
(d) Who partnered both Hart and Hammerstein? (1) 
(e) Who wrote •Book of Nonsense• in 1846? (1) 
(f) Who married Vivien Leigh in 1940? (1) 
(g) Who won the Nobel Peace Prize in [unfortunately the year 

was obliterated by a coffee spill. .. ] (1) 

KRYPTOS KRISTMAS KWIZ 
Section: 

(b) 

(ii) 

♦ 

Address: 

(c) 

(iii) 

l(b) (3):-P.L. 86-361 
•· 
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12. (a) (b) (c) Cd) (e) 

13. 

14. (a) Cb) 

Cc) 

15. (a) 

(b) 

(c) 

(d) 

(e) 

16. (a) 

Cb) 

17. 

18. (a) (b) (c) (d) 

19. 

20. la Sa 6a 7a 
ld 2d 3d 4d 

21. 

22. (a) 

Cb) 

23. 

24. 

25. (i) 

(ii) 

26. 

27. (a) (b) (c) (d) (e) (f) 

(g) {h) (i) ( j) (k) 

28. 1. 2. 

29. (a) Cb) Cc) 

30. 

ft H ■ II H ■ If ■ B N N n ■ II W II It It II II R N ■ I ■ ■ 11 II It • ft B ■ ■ R W U ■ ■ 1111 ■ W ■ b W II W W II • ■ ■ I H H • II N N ■ II • I ft N ■ A II It 

I/II//III/I/I/III/II/II//I/III//I/I//II/II/II//IIII/II//II/III//I////I 
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· EDITORIAL CORNER --------. I (b) (3)-P.L. 

-r-z,.,., BEST WISHES TO I 1 · · · · · · · · · · ·······•# \r~ [-. • • • • • • • • • • • • • ~ .... -.-.~-~-~.~.--... . . . 
8. (U) 

.. , --------r, a member of the. ! '»a•l~s ·o~ th~· KRYPT I 

Editorial Board, is resigning from th~ }.ger.icy at the en9•of December: 
to join her husband who is retifing"at the same time. •The 'Tales of 
the KRYPT' Editorial Boa,;d. wdu":l.d like to thank ~ very much for her 
loyal support and c~ea.tive and insightful contr'nsutio'ns to the CA · 
community n;,,,sletter. It has been a pleasure for each of us to work 
withl J We wish her all the best! 

\r◊det REMINDER: Submissions for the February issue are due by 
Janufry 26th. PLEASE NOTE: All submissions must be in ASCII format, 
and, with the implementation of E.O. 12958, MUST BE PORTION-MARKED. 
If other than NSA/CSSM 123-2 governs the classifications, please so 
indicate .. 

(U) If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

EDITORIAL BOARD 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

"T' .,..,_.,., rrr-.nr~r 11n/'\• ~1, 1~ 
, , I .J VI.. "-rllt.1, 1,,..-.., 'Ill'' 

Dl!Rlll!D !'ROM: NSA.aSM 12.3-21 
DAm:13 SEP 1991 

DEtUSSll"V ON: SOURa: MARKED IIOADR8 

OA'MOf' SOURCE: 3 Sl!P 1991 

.------------------------r····· 
!{bl (3) -P. L. 86-361 
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(~ TABLE OF CONTENTS: 

1. (U) CA Perspective 
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3 • T'PeliQ.) KRYPTOS News 
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7. (U) Problems and Puzzles • 
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• 
• 

• 
• • 

• • 
• 

• 

• 

//.I/IIII//II/IIIII//II//IIIII//IIIIIIII/I/IIIII/IIIII/II/II/II/II//III/I 
• 

1. t\s,,) PERSPECTIVES IN CA - Each month this-•newsletter features 
the perspective of a CA Senior on a CA to:ir•of his/her choice. This 
month we are pleased to featur~I __ the immediate 
Past-President of the KRYPTOS Society, an the current Chairman of the 
Cryptanalysis Career Panel. This is the address given at the Second 
Annual Breakfast for Newly Certified Cryptailalysts last _month . 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
(U) Today's breakfast, honoring you who have been certified in 
Cryptanalysis during 1995, is in some sense like a commencement 
exercise. Certainly it is a time for celebration and the CA community 
gathers very consciously to say that what you have accomplished is 
important. It is important for you, for your career, in that it opens 
doors that would not otherwise be open. It is important for the CA 
community in that it is a significant step allowing us to call upon 
you to fill more senior leadership roles in meeting the challenges that 
cryptanalysis faces. And so it is appropriate to pause and recognize 
you and to say what everybody in this room believes: that this is GOOD; 
that this is healthy, healthy for CA and healthy for you; and it's a 
cause for special recognition. 

(U) It occurred to me· that you. recently professionalized will find 
yourself in an interesting position over the next few years, because CA 
is in a time of transition. The reason; of course, is that the targets 
are changing; they are changing because the technology is changing·; and 
all of that change is acceleratin. None of this is a surprise to any 

Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 
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of you. In fact, _there has been a strong grass roots effort across CA 
(which, I believe, has been effectively harnessed by the previous CA 
Career Panel) to get us to respond to the shifting playing field we 
find ourselves on. All of that effort is being played out now in 
adjustments to the CA certification criteria and extensive changes in 
formal CA training which will be taking place over the next few years. 
And so the •interesting• position you.will find yourselves in is that 
you will see the CA community (rightfully) proclaiming a cryptanalyst 
to be something significantly different from what you have just been 
certified to be. Don't you find that •interesting•?. It's like you 
aimed at a target and the target moved, quite a bit. 

(U) If you think about it, though, it's really no different than where 
NSA has always found itself, that is, always attuned to change, always 
in need of ongoing development and education. Only now the fire is 
turned up higher. However, lest you feel persecuted, let me assure you 
that 

1) you are not alone; the burner is turned up for all of us; we 
all need to acquire this new knowledge; and 

2) (and this refers back to the accelerating pace of 
technological change) we can't afford to delay; we (all of us) can't 
afford not to jump on the education train; and, corporately, we must 
rev up our CA education so that it evolves and keeps pace with the 
cryptanalytic challenges we are facing. 

(U) Some of you, I know, are right in the thick of these developments 
- some of you have, of your own accord, learned what has been necessary 
to resolve the complications introduced by the new communications 
technologies. You are accomplishing things that would astound the out
side world, the Baltimore Sun notwithstanding. we will be calling 
upon you, because the CA community needs to solve its own education 
problem (and, as an aside, the lion's share of this task falls to Z 
Group). Meeting this challenge_is not only a necessity but also a 
great opportunity. The challenge is before us; we have the.resources 
to do this thing right; and we can only gain by doing so. 

~ I would like to make one other point of encouragement. About a 
year ago, Tom Lessard, concerned about Z's continued technical health, 
challenged Z's cryptanalysts to become proficient in the diverse areas 
that make z successful: 

- collection, field processing and signals analysis 
- research, diagnosis and attack development 
- exploitation 
- special compartmented activities 
- overseas and other external assignments 
- staff positions 
- leadership positions. 

(U) In light of Tom's challenge, in light of the increasing importance of 
the Tech Track (and I hope all of you realize how much the Tech Track 
will be affecting your careers), in light of the mission-driven need 
for more and more knowledge, it is crucial for all of us to take more 
conscious control of our career paths and ensure that gaps in 
experience and knowledge are filled. I encourage you to do that. 

CU) I encourage you to be a part of gaining experience and part of 
passing on experience. Be part of the process or I should say, 

_______________________ ...,. •• l(b) (3)-P,L. 86-361 
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•stay part of the process• because what you have accomplished which 
culminated in certification this past year shows that you already are 
part of the process; you are •engaged•. And I salute you for being 
engaged in keeping Cryptanalysis, the core discipline here at NSA, 
vibrant and successful. 

CU) So it is up to you to be aware, to take control, and to make 
things happen, for yourselves personally and for this discipline of 
ours, Cryptanalysis. Congratulations on your certification.• All of us 
in ehis room are proud to have you as colleagues. 

IIIII/II//II//III/IIII//IIIII//IIII//IIIIJ//IIIIIII//IIIIIIIII/II/II/ 

2. CALENDAR (U) 

Feb 15 

Page3of12 

Science & Engineering Society Presentation -
__ •La __ t_e_s_t.....;;T_e_c~hnology in Modeling and Simulation• 
I I Silicon ·Graphics . r,::;'7 
L . ... , 1--0"""0""0-R_&_E_Syinp...... cisluni Center). • • • • • • • • • • • • • • • • • • -~ 

Feb 20 

PLAN AHEAD 

Mar 14 

Mar 14 

Mardi Gras Celebration, a KRYPTOS/CMI. event, 
Last Chance Saloon, Columbia, 5:30 to 7:30 P.M. 

KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Science & Engineering Society Presentation -
•LIGHTING Project for High Speed Data Transfer 
between Computer Systems• , I · l NSA 
Laboratory for Physical Sciences · •. 
(1000 R&E SYili)osium Center) •• 

♦ 

Mar 25-29 CARD, at CCS 

May 13-17 ACE 1996 at CCS in Bowie. 

May 21-22 CA POE 

May 3 0 MATHFEST •· 96 and CMI Banquet 

June 18 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Fall? CONSCRYPT '96, at DSD 

Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

.•......................•..................... ~ .... ~~··················· 
II/II///II/II/I//I//I//III/IIIIIII/IIIII/IIIIIIIIII/II/IIIIIII/II/III/II 

3 • t"l"fflJ8) KRYPTOS NEWS 

a. BANCC a Huge Success 
l(b) (3)-P.L. 86-361 

♦ 

• 
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(U) Jointly sponsored by the KRYPTOS Society and the CACP, the Second 
Annual Breakfast for Newly Certified Cryptanalyst& (BANCC), was held in 
the Canine Suite on 17 January, Almost 90 peopie attended to 
recoani~e _those who were professionalized in the last year. ~,----., · 
I · Jand her committee did an outstanding job in putting this • • • •• 
tog.ether!"•·•••••••••••••••••••••••••••••••••··••·•••••••• j (b) (3J-P.L. 

L-~ ____ T_h_e....;..n;_ew __ c_ryp __ t_ana __ l_y_s_t_s_h_o_n_o_r_e_d_w_e_r_e_:_I _. ______________ '( 

~········································································· 
b. ('PeWQ.) Membership Drive Underway 

(~ The KRYPTOS Society needs new members. Join between February 1st 
and February 16th and you will be entered in a drawing to win one of 
50 KRYPTOS coffee mugs. Dues are $5,00 per year. This money is used 
to purchase gift certificates for speakers, to pay for the Literature and 
Distinguished Member awards, and to subsidize the cost of the annual 
luncheon for members who attend. 

~ To join, please complete the attached application, and submit 
it with your $5.00, to one of the KRYPTOS board members listed below: 

. . . . . . . . . . . . . . . . . 
"!(b) (3)-P.L. 86-36! 

(U) The drawing will be held the week of February 20th, and the winners 
will be notified ASAP afterwards. Please join KRYPTOS now, and assist 
the officers and current members in promoting the science of 
cryptanalysis throughout the Agency. 

**** KRYPTOS MEMBERSHIP APPLICATION DUES: $5.00 (Annually)**** 

MEMBERSHIP YEAR: 1996 ( ) NEW ( ·.) RENEW~ 

NAME: ___________________ _ 
DATE: 

SECURE PHONE: NON-SECURE: 

---------"------------------r ... ·I (b) (3) -P. L. 86-361 
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ORG: BLDG: 

SID & HOST: 

ROOM NR. 

INTERESTED IN CHAIRING A COMMITTEE? __ YES 

INTERESTED IN WORKING ON A COMMITTEE? __ YES 

_NO 

_____NO 

CHECK COMMITTEES OF INTEREST TO YOU; 

__ CRYPTANALYTIC LITERATURE 

__ DISTINGUISHED MEMBERS 

__ PROGRAMS . __ NEWSLETTER 

MEMBERSHIP 

__ PUBLICITY 

__ RETIRED MEMBERS 

_AWARDS 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

c. (U) Joint Mardi Gras Festivities Planned 

(~ . KRYPTOS and CMI will be celebrating Fat Tuesday at the Last 
Chance in Columbia. Come enjoy a couple of hours after work with your 
colleagues and the Last Chance's wide selection of drinks & great 
appetizers! 

(U) The party room is reserved for Tuesday February 20th (the day after 
Presidents' Day) from 5:30 to 7:30. 

(U) The cost is $5.00 per person to cover the price of appetizers (listed 
below).. If you would like to attend, please sign up early so that 
we can better judge the ·quantity of appetizers to order. 

(U) The appetizers provided include Potato Skins, Buffalo Wings (mild 
and spicy), Beer Battered Mushrooms, Buffalo Meatballs (mild and 
spicy), Nachos and Cheese, Cheese Quesadillas, Onion Rings and Garlic 
Bread au Gratin. Any drinks you buy will be extra. Sign up today!!! 

(~ Please contact one of the following people in order to sign up: 

Page 5 of 12 

~. ·-------...... 
!(b) (3)-P.L. 86-361 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
llll//ll/l/ll/l///l//ll/lll/l///ll//////ll/////ll///l//ll/////l/lll///// 

4. (U) CACP NEWS 

a. (U) New Certification 
!(b) (3)-P.L. 86-361 
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~) has just been newly certified as a cryptanalyst • 

b. (U) Announcements . . • . . 
(U) The CA PQE will be on 5/21 and 5/22 (only t;.,o•days this time 
rather than three). Look for updates to the CA COJ'I\PUt~r.Reguirement 
next month. 

. • . . .. . 
nn ■ non ■■ nn ■ nnn ■ nnnn•••••••••• ■ nn ■ ••••••••••••••••••••••••••••n• ■ ••n-n~:•• 

c. (U) GOLD BUG AWARD ·--------.. l(b) (3)-P.L. 86-361 
.. 

(U) The Cryptanalysis Career Panel is currently accepting nominations" 
for the Gold Bug Award and the Gold Bug Team Award. The Gold Bug.is an 
honorary award created by the Cryptanalysis Career Panel in 1982.to 
recognize outstanding technical excellence and achievement i.n- • 
cryptanalysis. An individual or a team may receive the qotd Bug 
Award. While there is no particular time of year that.the award is 
given out, the CA Career Panel encourages all super;v-:1.sors who have an 
employee or employees who might merit this disqnction to submit their 
names and a description of their accomplishment to the panel by COB 1 
March 1996. There is no specific format tar:' the nomination - simply 
describe the achievement in narrative fe:rm and send through normal 
administrative channels via regular office memo to the CA Career Panel, 
Hlll, OPS 2B room 3036D. Furthef <questions may be directed to the 
Panel at hll-l@nsa or ._1 _____ _._ 

n••11••···••n ■ llff ■ Nll ■■■ 1111 ■■■ 1JH ■ UH ■■ ••·····••nH11 ■ 11••······••H ■ IIW ■ n•• ........ un•• 
I//I/I//II///I///II/II/////I/I//////////////I//II////////////II///III////I 

5. (U) COMMUNITY SERVICE 

a. (U) CA Technical Track Review Panel (TTRP) Succession Plans 

tPe9Q.) The CA TTRP, which has been operating for over two years, has a 
number of members who are due to rotate off, and this will lead to a 
number of vacancies. The TTRP has begun to identify a process for 
selecting people to serve in this capacity, and is interested in 
including input from the z technical workforce in its deliberations. 
At a minimum, all nominees should hold either a Senior Member or a 
Master level title in CA. If you would like to volunteer to be 
considered, or if you would like to nominate an indi idual fr h 

·consideration, please notify 
or .. 

• • ' ♦ 
••• ■ n ■ n••••••••••••••••••••••••••••••••••••1:••••••••••••••••••••n•••t•••••• 

b. (U) Former Agency Deputy Director Died • • • • • •. 
. -. . . . . 

(U) Dr. Louis W. Tordella, a former top official of the National. •. 
Security Agency, died of cancer on 10 January 1996 at the age of Si.•• ••• 
Dr. Tordella was a pioneer in the science of cryptology and rose to the •,-------~, (b) (3)-P.L. 86-36 
position of Deputy Director of NSA, a position he held for sixteen .... -------•-
years, longer than any other official at NSA. 

♦ 

(U) Dr. Tordella was born· in Garrett, Indiana, in 1911 and grew up•in 
the Chicago environs. He displayed an early affinity for math~tics 
and obtained B.S., A.M., and Ph.D. degrees in the 1930s. The•outbreak 
of World war II found him teaching mathematics at Chicago~$•Loyola 

• University. • 
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(U) He volunteered for the Army, but the recruiter told him that the 
Army would draft whomever they needed. So Tordella made contacts in 
the Navy, and he was brought aboard as lieutenant junior grade in 
·1942. He went directly into cryptologic work for the Navy's 
codebreaking organization, OP-20-G, where he worked on the German 
Enigma cipher machi'ne. He was one of a team of brilliant 
mathematicians who designed the •bOJDbe,• a wartime machine used to 
decipher the keys on the Enigma. He finished the war at OP-20-G 
collection stations on the West Coast, at Bainbridge Island, 
Washington, and Skaggs Island~ California. 

(U) After the war, Tordella stayed on with the Navy, and in 1949 he 
joined the newly created Armed Forces Security Agency (AFSA), an early 
attempt to achieve service unity in the business of cryptology. He was 
a key figure in devising policy for the new agency and for its 
successor, the National Security Agency, which emerged in 1952 to 
replace AFSA. Although a Navy man, Tordella ;readily grasped the 
advantages of unification, and he pushed the concept forcefully in the 
early years. 

(U) Tordella's career at NSA brought him to the very front rank of 
cryptologists. On the technical side, he was an early advocate of the 
use of computers for cryptologic work, and he helped to cement a close 
working relationship with a new computer firm, Electronic Research 
Associates, which eventually became CDC. His grasp of computer 
technology and the associated engineering concepts, coupled with his 
understanding of cryptanalysis, was invaluable in keeping the united 
States ahead of the field in this critical skill. Tordella was also a 
leader in securing Aknerican communications, pushing a series of 
leading-edge new encoding devices to secure U.S. government 
conununications. 

(U) During the Eisenhower administration, when the central concern of 
the government was the growing Soviet nuclear capability, Tordella led 
the NSA response. He was the driving force behind NSA's response to 
the threat, and he directed the technical activities of the Agency at a 
time when President Eisenhower had iittle else to rely on except 
signals intelligence. In 1958 Tordella convinced Eisenhower to fund a 
new communications initiative, called CRITICOMM, which offered a means 
to get critical intelligence information to the White House within ten 
minutes. The new system revolutionized concepts in ~rican 
intelligence, bringing with it methodology that is still in use 
everywhere within the defense and intelligence conununities. 

(U) As a senior official at NSA, Dr. Tordella played a central role in 
NSA's outside relationships. Close collaborators in Great Britain and 
the British Commonwealth built up such a trust with Tordella that many 
foreign intelligence officials regarded him as the linchpin in their 
relationship with NSA. He traveled thx'.oughout the world building up 
that trust, and it paid great dividends over many years. He also 
served as the principal contact between NSA and its American 
collaborators: CIA, DIA, and the Office of the Secretary of Defense. 

(U) In July of 1958, while he was serving in a liaison post to the 
Secretary of Defense, Tordella was asked by then-Director Lieutenant 
General John A. Samford to become his deputy. Tordella took office on 
1 August 1958, and he continued as the deputy to six successive 
directors until his retirement on 21 April 1974. He thus became the 
longest-serving high intelligence official since World war II. Within 

-------------,------------r ... I (b) (3) -P. L. 86-361 
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NSA, he became ari. institution, and to many he WAS NSA. There was not 
then, and never has been since, a precedent for his tenure. 

(U) Dr. Tordella received unprecedented honors over the years. On his 
retirement in 1974, the Secretary of Defense, James R. Schlesinger, 
presented him the National Security Medal. That same month h~ received 
the National Intelligence Distinguished Service Medal from the Director 
of Central Intellige.Tlce, William Colby.. His relationship with the 
British was officially recognized in 1976 when he become an Honorary 
Knight Commander of the Most Excellent Order of the British Empire. 
After his retirement, he remained active in the intelligence community, 
serving on a number of boards and committees and as a consultant to 
various corporations with national defense contracts. In 1992 the 
Security Affairs Support Association, comprising mainly retired 
intelligence officials, gave him the William O. Baker Medal for 
distinguished service to American intelligence. 

RNllftN1t•affNflltffftll• ■ 1tWHRN ■ •••111tn11••••11n11 ■ w•11n ■ ••nw1tNNH ■■■ NRllllll1JffN ■ nn ■■■ H ■ IIII 

c. CU) C M I MATHFEST '9 6 

(U) The CryptoMathematics Institute is pleased to announce the second 
annual MATHFEST, a daylong festival on Thursday, May 30, 1996, at the 
R&E Symposium Center. To cap off.the festivities, the CMI banquet will 
be held in the evening at Coco Loco in Washington, D. c. 

~ The goal of MATHFEST is to bring together the entire NSA 
cryptomathematics community, if only for a day, to expose the variety 
of ways mathematics has recently contributed to the success .of NSA's 
mission and to highlight the immediate challenges facing us. To 
accomplish this goal, the MATHFEST program will consist of a series of 
fifteen-minute briefings, each highlighting accomplishments of, or 

·challenges to, an individual Office, Division or Branch. As the 
organizing committee envisions the event, each talk.will be given by an 
analyst, at a level accessible to the entire CMI membership, and will 
give an overview. rather than technical details. Of course, to 
accommodate all of our members, the talks must be suitable for CCR/CCS 
contractors and all green and gold badge personnel. 

~ The organizing committee encourages submission of abstracts for 
MATHFEST talks to the Office representatives listed below. A member of 
a listed Office who wishes to submit an abstract should contact the 
corresponding representative for inst.ructions. Individuals from 
outside these Offices are strongly encouraged to submit abstracts, too, 
but should contact the organizing committee directly. The deadline for 
the Office level talk nominations is March 1, and the organizers will 
announce the talk selections by mid-March. 

OFFICE REPRESENTATIVES 

•••• ■ •• ■ ••• 

r 
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~ The CMI eagerly anticipates your participation in this exciting 
event. We welcome your comments and questions and ask that they be 
directed to a member of the organizing committee. 

Page 9 of 12 

CMI MATHFEST '96 Organizing Committee: 
...----------------------,' • • • • • • • f (b) (3) -P. L. 86-361 

■ 11 ■ ••••••••nn ■ w•••••••••••••••••••• .... 11••••11••••••••••••• ■■ H ■■■ n ■■■■■■ 11 

d. (U) Mathematics Education Partnership Program - Training Sessions 
for Speakers 

~ The Math Speakers Bureau (MSB) is an outreach program that 
allows NSA employees to give talks at local area.schools. We are 
always in need of new volunteers to fill the numerous request forms 
that we receive each year. I.f you are interested in becoming involved 
in the MSB, contact the MSB Coordinator, I l 
~ The Mathematics Education Partnership Program (MEPP) will hol~ 
training sessions for all volunteers interested in the Math Speakers. 
Bureau. The first training session will be on 22 February at 1000. 
The talk that will be presented is the "Goldbug•. The session will • 
take place in the D5 Conference Room - 2B5038. If you plan to attend• 
this training session, please contact! !via e-mail 

. t .o;. ~Y. ~~o~~ J ........ '·. •. • ....... _■ ." : : • • • • • • • • • 

(U) We hope to see you there! • • • • • • • • • •.······•·•·•···•·:•,.•J~(-b-)-(-3-l--P-.L-.---,8'"'6--..,..3""'61 

. 
■ nn ■■ H ■ NN ■■ •••••••n ■■ w ■ n• ■ •••• ■ n ■ nn ■■ N ■ N ■ n ■ HN ■■ n ■■■ n ■ uffn ■■■■■■ n ■ un~ln ■ • .. 
/////////ll/l//l//l/l//ll/llll///lll/ll//ll////llll///l////l/f.}//II//II 

• 
6. (U) ACTION LINE . 
(U) QUESTION: "Does the CA Tech Track Review Pq.I?el use a blind review 
process when evaluating a candidate for the tit!es of Senior Member and 
Master? If it does not, please explain w~.~ 

(U) ANSWER: Provided by .... I _______ r Chairman of the CA TTRP 

(U) If, when you say "blind•, you mean that the evaluation process 
does not include the name of the individual being evaluated, then the 
answer is n_o. The process for Tech Track titles for the CA Tech Track 
Review Panel (TTRP) does include the name of the-applicant. (And, the 
process is the same, for every level, not just Senior and Master.) 

(U) The applicant is judged in nine categories. Some of these 
categories - Advanced Educational Training, Technical Publications, and 
External Recognition - could be done in this •blind• manner. For 
~le, we could read the technical papers and evaluate this category 
without knowing the na~e of the individual. 

(U) However, one category that every applicant must have is Specific 
Technical Accomplishments. This Tech Track evaluation is done by your 
technical peers, and the normal paper trail will not be sufficient . 

....-----------------------r • • _!(b} (3)-P.L. 86-361 
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We encourage applicants to provide detailed examples for their technical 
work, in any fo:anat. (•What· do you mean provide more technical details? 
- I am too busy doing great technical work to spend time jumping 
through another hoop - If I wanted to do-that much writing I would go 
into management! •) Thus, we spend a lot of our time going to the 
technical work force and asking about the quality of the technical 
work under review. We may ask the applicant to expand on specific areas. 

(U) Another important category is Technical Leadership. Here again 
the paper trail is often not,sufficient to separate fact from fiction. 
Again we go to the work force and ask questions. I have been impressed 
with how uniform the answers on a particular applicant have been. The 
technical work force knows ~ho _does good technical work. 

(U) We recognize that since the name of the applicant is known, there 
is a danger of personal prejudice becoming part of the process. We 
attempt to overcome this by haYing a broad range of people on our 
TTRP. We also attempt to interview several sources for each 
applicant. The applicant is encouraged to bring information in aµy 
form to the panel. The applicant should be aware of all the appeal 
processes, if there is a concern that personal prejudice has entered 
into the process. 

(U) In short, I do not believe that a good technica,l evaluation could 
be done in CA without so much detailed information that the identity of 
the individual would be known to the Panel. One of our strengths is 
that we are a community. · When the Panel makes decisions, we try to 
make them as a community decision. Most of our feedback has indicated 
that the CA community is satisfied with the present process. Please 
feel free to contact me at any time with suggestions on how we can 
improve our process in general or address any personal concerns. 

···············••.•······················································ IIII//II//IIII/II///II//IIII///I/II//I//IIIIIIIIIII/II/IIIII/IIII/IIIIII 

7. (U) PUZZLES AND PROBLEMS 

Page 10of12 

!(b)(3)-P.L. 86-36! 
a. Solution from December Issue •••••• ■ • • J.--------

. . ..... . ------t'·············· Truoot- Only! ! successfully solved the December Puzzle! 

(U) Remember, the words were already ordered. 
40 long, but the escape from the Nile of a rat 
(read down the columns). The challenge was to 
within the list, and recreate the original. 

The list was originally 
has reduced it to 38 
identify the themes 

(U) The original list consisted of 40 phrases, sorted by the first 
word. The phrases fall into 8 categories, for seven of which you are 
given the second word. For the eighth you are given the first word. 
The words.in the 7 categories are 

1. as, be, he, ho, in - chemical symbols 
2. au, o, oh, owe - all pronounced •o• 
3. cardinal chicken cuckoo kiwi robin - birds 
4. cheshire cleveland norfolk suffolk yorkshire - English counties 
5. hear see taste touch - 5 senses 
6. hen london military miracle oxford - Haydn symphonies 
7. kentucky louisiana missouri rhode island tennessee - us States 

For the eighth category, the answers are also birds 
· l(b)(3)-P.L. 86-361 

.--------------""--------------r······· 
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8. vulture eagle duck turkey magpie. 

Categories 2 and 5 have one word missing. It should be an easy step to 
recover eau de Nil and smell a rat respectively • 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
b. Puzzle Challenge Extended 

(U) We will hold over the KRYPTOS Kristmas Kwiz for one more montp. 
to give people a chance to earn that ice cream sundae. Remember, the 
highest score wins, so give it a try. 

············································~·•························· 
c. (U) Puzzles Wanted 

~ Our Puzzle editor would be delighted to receive some puzzles 
and problems for future issues, so please keep him in mind! 

..••...•.....•..••...••••.........•........................... ~ .....•... 
I//III/III///II/III/IIIII//III/IIIIIII/JIIIIII//II/I/I/II//IIIIII/////II 
lllllll##fflfff#lltl##ll#llllf#fllllttlll#lll#lll##t#l#tltltlftll#llftfl 

(U) EDITORIAL CORNER 

REMINDER: Submissions for the March issue are due by February 26th. 

PLEASE NOTE: All submiss.ions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 
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Jack Ingram, Cryptologic History Museum, I I •. 
I 1
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OA'TE OF SOURCE: 3 SEP 1991 
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'l'HE CLASSIFICATION OF THIS lllillSl,B'l"l'BII IS •n HH B ■ 

·········~·••.•····················· TAI.BS OF '!'HE KRYPT ................................... 
March 1'96 
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lftlilet 'l'ABLB0Ft'0IITl!lfl'S: 

1. IU) CA Perapec:Uve 

2. IU) Calendar of Evant& 

3. l'Nlla) 
KRYPTOS -

4. ,,_,. word from tlMI CACP 

5. IU) COIIIIUnity service 

6. IUl Technical Heal th 

7. IUI Problama and Puzzle■ 
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1. ~ PBRSPIIC'l'IVBS IN CA - Bach 111011th this nawaletter featuru the 
perspective of a CA Senior on a CA tOPic ot hie/her choice. Thie 110nth 

Page 1 of7 

~ POC:l i u.lfo · 
(U) Lall Modified: /0/30/2002 II: 2:20 

(U)PE EXTERNAL ~AGE 

. 

. . 

we are pl- to feeture ._ ______ of Illl'l/CCS. 

·····-···· .. ········••11 ■■ ••···· 
l(b) (3)-P.L. 86-36! some NOn-trllditional Opportunities for cryptanalysts 

in the SIGlN'I' Cycle 1""'91 

<"al(gJ BIOGRAPHICAL INTRODUCTION. Let ... start by pointing out that I 
differ from other usaylsts of this COlUIIII in that I have been in this 
field only eight years, and at that· I am. ■-at of an outsider. Ny 
training is in mathaMtics, but I spant IIIY previoua life •• a 
COIIIIUtational physicist. I •• an outsider there too, in a different 
•Y• working with "real· physicist■ to define and analyze experiMnta. 
I did learn that to do my "°rk well, I had to learn the entire cyele· of 
laboratory work, experlmant, analyze, lre-)fon, question■, anil return 
to e-ri..,.t. IA& a aside, thla work· in physic■, involving analyaia 
of very larg• data aets, turnad out to be the beat pouible prep,,ration 
for IIIY aubaaquent AOencY work.) 

~ Since I C:8119 to JDA/CCS eight years ago I have been e:icc■edingly 
lucky to have wrked on a llllllber of int.resti=~ :11 ~ 
field of what haa bacOIIIB known aa I ___ · _ _ _ I 

f J. Thu■ fltY view of. SIGIN'I' .:a ifatfdiiiii aw • ol 
6llp6i'ie fllilhl 8UIIIINto 11111&:llVJ ,lletn.CCf!Unad to working only one 
signal type. · · • • • • • • • • • • • • • • 

"9l 'l'HB SIGJNT CYCLE. Within this li11ited perspactiva, I heft forlled 111Y 
picture of the SIGINT cycle. My version conai■ta of a -- starting 
180111811hat arbitrarilyl with· signal development, signal collection, 
diagnosis/exploitation of cipher into plain text, and analyaia by 
linguist■ into intelligence r-rta. -t ia interesting 1• the 
interplay of the part■ of the cycle. (For e-le, intelligence 
l)rOdUction may ·lead to further a.ignal devel-t, and ao on.) 

T!oaiig1 The cryptanalyst ICAI participat:u primarily in the middle of 
the cycle that I have described 1■-..t arbitrarily) as beginning 
with aignal, davelo-nt. However, in qrdar to have th• greatest 
i111P11ct, 1:he CA hes to aee the. whole picture. I want to describe here 
11011111 obaervationa baaed on personal -rienc:ea u a (neophyte) CA in 
the other parts of the SIGINT cycle. -t CA'& already delve into 
these •non-traditional• roles, ao I am not Hying anything new here. 
The only posaible novelty might be in amphasis. 

i,. SIGNAL Dl!VBLOPlll!IIT. I have been intriguad with the queation "Why u, 
I looking at these particular bi ta from thia particular ■ignal 7 • 
SOlll80ne, IIOlll8Where haa 11) decided that a particular c_,nication 
containa interesting info1:11111tion, 121 identified and collacted the 
signal, 131 dlllnodulated. (and poaeibly IIIOdifilld and filtered) the data, 
and 141 PZ'Odllced the cipller I finally aae. 

1'11... In e■ch of than •t-
cho"1cu have been made, which w as CA•• can and often ahould affact. 
For eXA11111le, oa CA'a, we -y have develOPlld plain text or traffic 
analysis that could bear on signal ID and 1-rtanc:e, especially if we 
are the first to aee the decrypt .. On the other hand, hOw often have we 
heard of crucial parta of the data having been thrown away becauae 
-le did not understand their cryptographic significance lcf. part 
Ill above)? 

. . . ..... : : ,. -------------... 

. . . 
• 

. 
• 
• . . . 

. . 
• . 

• 

. . . . 
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(b) (3) -50 USC 3024 (i) 
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...... 
CSI In a• growing nUlllber of further inatancea, CA'a are cantributlncr to 
the solution of prob1- prevloualy tlloulJht to be lntrinaic:ally froa 
the distant world of ailJl)8la analysis. A E'ec:e!lt euaple ia the~ 

(b) (1) 

l ......,--.,,. .til.ch•g-~ lleluati- bJ' l!hlP i:erUeil,l,a n n nu ■ -,J•• 

(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

Ci a arid aEnisticiana. It wu a goal of the IOOrkahop to inc:luOe ~-.,. ■ : I I ' 
to banafit froa thair expertise, and it 110rked. • • ■ • : • • • 

~ ..... . ~ conversely, it 1111a in the c:ourae of . q,bial (hat it bac:
crucial for our diagnoatic work to batt.e~ ad the nature of the 
original collec:tion. Thia led to qp.o! the -t praduc:tiva 
c:ollaborationa I have had ft ■tJte ."llcii,ncy, one bat- our aall group of 
CA•• and.1,1.,........,..,,.-===:::--=· Hia -laaation of the collac:t1on 
anvirormeri£. Eni nature■ of the typea of interferences. - a 
revelation to ua. And we, in turn, educated hi11 on our c:ollec:tion 
requir-t■, all to the b■nafit of our projec:t. 

~ llll'l'IILLIGBIICE ANALYSIS. - of the -t int.ereating Agency 
grou1111 I have bad tha fortune to work with are the U.nguiata and 
intelligence analysts. 'l'heN are often vary learned and cultured 
people, froa a milieu -lately different from IIY everyday world. 

,_ In "'Y view•• ae CA"a, -t do everything pouible to llllke 
their wrk aa easy and productive aa poasible. 'Alia - talkino to 
them and trying to understand their wrld. 'Aley often protest against 
c:hanp, nnting to stick with what they are uHd to, which la 
understandable ainc:e they often work under preaaure, H-.r, if w 
learn the c:irc:,-tanc:ea of their work, 119 can cqntribute -
infozmat.lon IIOUrce■ and -thoda of -ntat.lon wllicll will b■naflt ua 
all. · 

WINlt l hllva left out diacua■iona of a number of non~atanaard areu 
lrevarae engineering, for -lei which CA'a can both contribute to 
and lNrn from. Let me finish by obeeiving how far the -rc:11 for the 
information I needed in order to do ny job hu led' • froa ny original 
•t'-tica training . 

. . ................ ................. ...................... .................... . 
I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I II I I I I I I I I I I I II I I I 

2. CALIIIIIMR CUI 

llllr , 

llllr 14 

Mar 14 

S•inar on cartl(ication 19A135, 1000-11301 

KRYP'l'OS Talk, r ;;Lon 
"Classical Cr/otaiBlyiii .. 'liii119r.~,:lpt•, 
IPri-.n, 1300) • • • • . . . . . . . . . 

I 

Scienc:e , Engineering Society l'reaentation 18"1181 -
"KrSSI - 'l'he Multilevel Infozaatlon IYBtam • • • 
Sec:urity initiative•, j µ • • • . . . . . . . ........ 
( 1000 Rli iyiiipoiiua center J 

Mar 18 ICRYP'l'OS '1'8111: J I GCHQ, •-inilo.,.nc:es 
♦ 

from Bletchl Nik , (2Alli, RIii 6) 
SEATING IS LIMITED. Preference will be giVIIII to 
ICRYP'l'OS -r• until 0855. 

Har 25-29 CARD, at CCS 

PI.All MEAD 

Apr 10 

Apr 25 

Sr.BS Sixth Mnual Luncheon, (Canine suite, 11001 

·GNI - The Attack llae Begun•, (Priedlnan 0800-1604) • 

Nay 13-17 ACE 1996 at ccs in -i•. 
Hay 21-22 CA PQI! 

. 
• 

• 

Hay 28 

Nay 30 

June 18 

sap 17 

Pall? 

Nov 19 

CA-305 Begins 

MA'nlFEST • 96 and CIII Banquet 
• • 

• • 
• 

KRYP'l'OS 'l'alk (Subject/Speaker tff be Announc:edl 
(Friedman, 13001 • • 

KRYP'l'OS Talk CSUbjac:t/s.-.:r to ba AMounc:ecll 
CPriedman, 13001 • 

CullSCiiYP'I' ' H, at il!iD• 
• 

KRYP'l'OII '1'8111: ISUbJ~t/Speaker to ba Announced)'\ 
IPrieclmen, uooi 

♦ 

• ... ......... ···················r·•·.•· ................................. . 
I I I I I I I I II I I I I I I I I I I I I I I I II I I,., I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I 

• 
3 • """9tr KP.YPTOS NEWS • 

• 
a. IIUI spec:ial KRYPp Speaker Announced 

~ i 1• hlla kindly volunteered to praNnt a KRYPl'OS talk 
while he ii in Elli If in add-Marci!. Re will talk about 80ll8 of tbe 
excellent work done at Bletchley IPark duringa ita colorful hiatoey, 

♦ 

♦ 

♦ 

♦ 

• 
♦ 

♦ 

• • 
♦ 

♦ 

♦ 
. 
. . 
. . 
. . 

• . 
. 
. . 

r 
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including their exploitation of '1'IIIIIIY an4 the COLOSSUS at.tack on it. 
only 60 seats are available in thie conference roam. KIIYPl'OS -i-r■ 
only will lie -* until 0855, llhan, if -ta .are atill available, 
non-llaaber■ ay lie ••-· 

............................................................................................ 
:ti. nie.. -.ber&hip Drive Cleta •1111ggec1• 

(UI The following people -n KRYP'l'OS 1111111• in the 1996 IIRYPl'OS 
~r■hip l!dve. Nany tllanks to all who have :loined lUIYPTOS thia 
year, a■ of today, we have a total of 215 -ii.rs, of wbich 103 are 
naw _.,.rs in 19'6. 

1'PINai winner• Should contact~ l 
preferably Via -11 r r- ■tate what r 
they would like a au,, iii thW a tehiite pfiD of iUJ'PrOS pin ... IAll 
then arrange for delivery of the prizea, • • . . 
1u1 we are atill acc:apting lallber■hipa for 1996, both~ and renewal.•• 

• . 
• • • • • 

• 
♦ 

♦ 

♦ 

• 

. 
• 

• • • • . 

•••••••••••• ■ •••••••••• ■ •. ■ 

• • 
• . 

• • 

• • 

• • 
• .. 

• 
• 

........ .... ...... ·········•······ ...................................... . • • 
c:. CUI Joint IIRYPT09/0II Nativitin • SUc:c:eu 

~ I ~rganizad thi■ year•• gathering and report.a that on 
Tlleeday Miiihli, bruary 20th, 55 Kryptoa and Oil mmbera converged on 
the Last Chenc:e saloon in Collllllbia for a • Pat Tlluelay' aoc:ial 
gathering. The Last Cbance provided us witll their beck roam, and twice 
brought out an illlprusive array of appetizar■• .There - ,,.ry little 
left on the aexving table aftenrarda, although the 29 kaga of draught 
beer offered that night ,..re in no danger of 1111ffering ·• similar fate! 

.,• .. =-a a or ■•• •11t ■■ a •a"" .. •• ■"• ■••••• ■■••■■■■■■■■■■■■••■■■■• ■•••••••••••••••• ■••• 
I I I I I I/ I/ I/ I I I I If I I I I I I I I I/ I I I I I I I I I I I I I I I I I I I I I I I I I II I I I I I I I I I I I I I I I I I I I 

I. CUI WOrd frm, the CACP 

a. CUI REVISION TO CXlNPlmlR PROGIIAN Rl!QUIRBIIBll'I' 

~ The CA career Panel i■ in the proc:e■■ of revieing it■ criteria 
for profu■l.onalisation, and has just c:c,q,leted a new doc-t 
describing the c:-t•r progr- requir-t for c:artific:ation. If you 
would like a hard or aoft copy of thia revl■ed docuant, pl- call or -u r; j a, .tqp l»Y.t~ p.cor.e,. 
Pane:i 11 lice 1n OPS 2a roam 3036D. 

................................................................................................... 

• • 
• 

. 
• 
• . 
• 
• 

• • 
• • 
• • 
• . 
• • 

.... 

• 

• 
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• 
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~ 
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b. (U) CA-305, Cryptanalysis: Contemporary ISBUN, Announc:-nt 

(Ul The annual offering of CA-305 will ba held May 28 - JUne 5. Thi■ 
annual Sl'fflPOllium will take place in Friedman AUditorium ancl several 
Ft. Meade conference roo11111. 

l"'9al The ~-sium is designed to bring cryptanalysts, c:rypto
mathematic:ians, computer ac:ie11tista, engineers, signals anelysta ancl 
other interested persons up to date on t.he atatus and trends in the 
current practice of cryptanalysis. TIie SYIIIPOSillll will be presented as 
a number of individual lec:turas by c:cmpatant authorities on a variety 
of cryptanalytic: and related subjects with Questions and disc:uaaiona by 
the participating students. 

~ If you ""'uld like to present a 30 - 60 minute talk on any 
cryptanalytic topic for the' 1996 SyqJ011i1111 then you must: 

l. Obtain your management's approval to present the talk. 

2. submit an abstract for any cryptanalytic or cryptanalytic:
related preaantatioa to the Z/CNJ for revi- ac:col!\9Anied by 
a conference approval Bh•t aignad at the Branch level. The 
Z/CN) mu■t verify t.bat tlle t.opic <•> are releaaaable to all 
confer,ng eartic1mot, ""'- current Z/CAO ls f t 
I I .. ______ .._ ....... . L--------------• • • • • • • • • • • • • • • ■ • • • • • • ••••••••~•~•-----• ...... . 
Procedures for approval of CA or CA-rlat.@4 :"f.,. and bhe- • • • • 
approval sheets may be obtained from!------,.,.-.-~ or 
d"""'loaded from the internal z H01118PA118 on IIOSAIC. 

t1 

w 

I 
'O 

3. After the talk abstract has bean approved please Nnd both 
abstract and approval sheet to the 1996 CA-305 course 
coordinator I • • • • • • ■ • ■ ■ ■ .... wa .. -naatl-t8 ------e•9·~------ r 
I 1 

00 

"' I ("'9al. su1111estions, con,enta, or QU~:~• ~ be aublitted tor-7 at 
the above addres•es or via phone at .,,.,._,.-~~ flle deadline fo~ • • • ■ • • 
subnitting talks for this year•s CA- sDly•AIR,tt, l,•1'96-. • ■ ■ ■ ■ ■ •• •.••••••• • ■ • • •••• ····••1• 

w 
0) 

/I//I////IIII/III/I///II//II//I////I//II//II/IIIIIIII/IIIIIIII/I/I/I/////I/ ... . . . . . . 
5. (U) COMMUNJ'l'Y SERVICE 

a. ~ science and Engineering society Presentation Announc:IIQ ■ 
. . .. 

l'--.i. The DePartment of Defense ia at a croasroads.wlltll' r~pect to 
security for·ita net,.,,rkad infonnation systtp•rt:hltec:ture, which 
c:onaiata of many individual aystema bf•ed "on open system c:oncepta using 
best available connercial tech'"ll)leot. Significant portions of this 
architecture are C9!!1""'f lff 'linsec:ure c_..rcial net,.,,rks like the 
IIITBRNE'I'. ! _ will acldreaa the philosophy and progrw for 
providinghe necessary COMectivity between systems of all 
clasaific:ation levels, while protecting all systems from unauthorized 
access and assuring their availability at a reasonable risk. 

(P!llflol Thia presentation will be broadcast on lieWalllagazine Channel 17. 

b. (U) canter for Cryptologic: History (CCIII Anno1111c_,,t 

IUI TIie NSA/CSS Archives will soon release approximately 1. 55 million 
pages of declaHified historic: material to the National Archives and 
Record■ Adlllinistration (NARA) • 'l'lleae d-,,ta include such it- as 

· correspondence between foreign govermnenta relating to diplomatic, 
c.,,,_rcial and military intelligence during both ""'rld wars, 
including: Mexican c:odes and ciphers from 1912-1918, cipher bureau 
operations from various countries from 1914-1918, German post-world war 
I historical analysis and naval eperationa from 1912-1935, the Pearl 
Harbor investigation, interrogations of Rllaaian Prisoners of war by 
their German captors, intelligence activitiea in the Philippines fr= 
1934-1941, use of Native Americana 118 CC1111111nic:ators, the war diary of 
the Ge:rman "U'27" subllarlne, and document.a concerning German cessation 
of hostilities at the end of World war II. 

l//////l////l//flll/l/////f/l//l/l/ll/llll//lllll//ll//l/l/f//ll/////l 

6 • TECHNICAi, HEALTH 

a. ~ Public Key Cryptography Seminar Announced 

~ There will be a seminar on the fundalllentals of public key 
cryptography on 14 March, 0900-1100, in 9Al35. Thia ■aminar, which is 
the first of a aeries of ~i!.Uf ll"ll -e111"-Uo11■ ,.wUlo be -n ■t"' • • 
everyona in z. I _ ia the roe. 

b. (U) Seminar on Certification 

(Ul 'l'he execs of the Math, CA, and cs career _panel■ will conduct a 
seminar on certification on Monday, , lfarc:h 1996, fr011 1000 to 1130 

- • t • 

. . . 

. ....... -..,. __________ _, 

...... ·- .. 

♦ 

♦ 

• 

♦ 

• 

· (bl (3)-P.L. 86-36 
(b) (6) 

• • J(b)(3)-P.L. 86-36! 
• 
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hours in room 9Al35 of the Headquarters building. '!'be presentation ie 
de■ignad for -tbemlltic:iana, l>ut any IISA -lc,yee interestad in knowing 
about profesaionalization in these career field■ is welcome to attend. 
After describing the requirements and proce■a for their career fields, 
the execs will answer questions from the floor. 

//////ll////llllll/ll/ll/////llllll/ll/lffl//f//lllllllllll/lll/l/l//ll 

7. (U) PUZZLES and PROBI.EIIS 

~ solutions from the OCHQ Kr:ypto• Kristmas Kwil nre AStixe4 I 
I ... 

The answers &re as followa: 

2. (a) SPADING - 2 (b) IIELOCAT[IIG - 4 (C) ABIIACAill\llllA - 69 

3. Cal al/b/bl/br/f/fl/fre/fr/he/kn/1-ight 
Cb) b/d/p or n/pr/qy/t!w-icker 
Cc) dawn/dot/grant ,_rk/-t t/ nic:k/pip/rob/wi 11-ing 

4. All were named after the people who ware asaoc:iated with their 
introduction. 

5. Kim and Pak, the two moat c.,._n family names. 

6. All were written, in part or in whole, in prison. 

7. All were born of u,-rried parents. 

8. ii) GEMINI (ii) 12 (iii) LAIKA 

9. CONDITION CONFl!DERATED CONSONANT IMPOR'l'AIIT OR'l'HOORAPlll!R 
PMSONAGll: PERSONI\Gll: Rll:PORTIIGll: REPORTERS 

10. Between box and bet. 
There are five sets of ten words: the words are sorted according to 

a word ■-sociated with each of the listed words. '1'118 five set■ are words: 
(eJ that can be preceded by a Greek letter to form anot.har word, 
(bl that are associated with three-letter words ending in X1 
(cJ follow various sports, 
(di which form a phrase of the form •xxxx the xxxxx• 

and {el which fonn the title of a Sherlock Holmea adventure. 
and Cel which form the title of a Sherlock Ho1-s adventure. 

bowling/alley box/clever 
cricket/bat croquet/ lawn 

... 

alpha/bet 
boxing/ring 
dancing /Mn 
final /problem 
Henry/eighth 
lily/pink 
ND:rwood/l>uilder 
pi/lot. 
red/circle 
Rupert/bear 
snooker/ table 
take/biacui t 
winnie/pooh 

beta/-x 
cardboard/box 
delta/wing 
fox/brer 
hockey/stick 
~/factor 
nu/clear 
pop/question 
rex/tyrannosaurus 
sex/tenor 
1101itary/cyclist 
tau/rus 

-ty/house -ineer'a/thumb 
g-/dion golf/club 
illuatrious/client kick/bucket 
1111/ali111 nobel/bechelor 
overl'fflOOn phi/lately 
pox/chicken pull/plug 
rock/boat rugby/union 
sex/gentle packl•ix 
IICIIUl■hlcourt swiaming/pool 
tax/ inc...., vox/pc,p 

CHI/CANE 

11. Driving Miss Daisy {motion Picture Academy Awards, Best Film 1989! 

12. (a) 13 [Xlt)"X(t-ll +x(t-2) I 
(c:J 1844 [J••x - x•*31 
Ce) 1909 1•••1x-1)-3••xJ 

(bl 29 1x••2 - 3x + 11 
(di 4697 (XI - x••J) 

13. The text conceals 10 US states CMisaouri, Idaho, Utah, Texas, 
Ohio, Washington, Geor,via, Kentucky. Indiana and Oregon) . 

14. (a) STEPHEN and JOHN (bl YCOOCKL A11D NOill: 

{c) K I It G S A N D Q U ll: I! N S 
7 6 8 5 12 1 9 2 11 14 3 4 10 13 

M O N A R C H Y B D E F G I 
J K L P O S T U V W X Z 

The list gives the kings and queens of England, enciphered uaing 
the alphabet CSYIJEKFZAPOIOUNLll'l'GBVIIQIDII. The Blide is given by the number 
following the 1110narch's name: there -a only one Stephen and one John, so 
no number f<>ll.,..., their names. James II -6 followed by William (III) and 
Mary (II). 

15. Letters in the first aet: 

16. 

(al are ■-trical about the vertical 
(bl have Morsa COde equivalents beginning with dot 
(Cl appear in "!<RYPTOS KRIS'l'MAS KWIZ" 
Cdl _...- in the R"wHian alphabet 
(el have a hole in the first poaition of the second row in Braille 

HAVE RECRUITED TOP G.C.H.Q. CRYPPIE!. 'l'IIE Fl!RRE'I'. 

The key comes fr0111 5-figure trigon0111etrical tables - starting 

Pages of7 
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with sine (SI 15 degr-s, 

Key: 25882 27564 29237 30902 32557 34202 
Plain: 04343 80944 16091 51637 06450 94644 

Cipher: 21549 47620 13246 89375 36107 40668 

17. ~ (the currency in Zambia) or t-la (ditto Malawi). 

18. EIRE, SYRIA, ZIMMIIIIE, ZAMBIA. 
-N delete the latter at position N 
+N insert A at position N 
(M, NI exchange the latter■ at positions M and N 
N+/N- • replaca the latter at paaition N by the letter which 

follows/precedes it in the normal alphallat 

19. SOME (awa fear hand lone tire win whole-llOlll8; 

20. 

21. 

aome- body day how one thing what where) 

REST la IThel re• a t (ranquility) 
EVER 6a (Al dale 
DEL£ ld Oder reversed 
ONLY 3d. Nil = SCOl:II self 

Sa (Slever(nl 
7a (c....,Jonly 
2d evan(tl -
4d tlh)r(aho(b)y 

l (Man and His Dog) 4 (Farthings in an Old Penny) 
2 (Shakes of a Lemll' s Tail) 8 (Pints in a Gallon) 
5 (Days in a working -kl 7 (Wonders of the world) 
.142857 recurring • one seventh 

22. (al 'l1ley are all the •- parson 
lb) Rebecca west. 
(cl All (year of birth) 

23. Zaire 

24. S>Mden (Hungary, Albania, louxellbourg, Lichtenstein, Austria, 
Norway, Delllll/Jlrk lnd to HAl,L.\111)) 

25. (ii SI,OSH. The 15 1"0rda are LOO (100), l.oBE (144), l.oAP !1691, 
GAL (361), EBL (4U), ASH (625), PAL (9611, 1,0SB (1024), 
SHOO (2500), S'l'OP (2809), GOSH (3025), BASE (4624), HASH (5625), 
CHAP (7569) and POSH ,(9025). SLOSH is 21025 1145**2), 

(ii) ERROR, The words are RE 164), AGO (125), CAA (2161, A88A (13311, 
GIIMS (2197), AIRBD (10648), AGARS 112167), and - (35937). 
ERROR is 46656 (36**3). 

26. IIEETHOVEN. IBRAIIMS, BRUCKNER, SCHUBERT, TCHAIKOVSKY, IWll.oER, 
MOZART, DVORAK, SIBELIUS, MENl>BLSSOIIN) 

27. Cal 121 
(bl 6 
(cl A9/109 
Id) M 
<•> 841 
(f) 18 
(g) 107 
lhi 4506 
Ii) u 
lk) 14641 
(1) 0 

N**2 base 9 
diagonal pattern on keyboard 
N**2 base 16 
N**l 1110d 26 
sum of proper factors of previous value 
N(IJ•N(I-1) +12 
NII)=NII-11+ sum of digits 
N(Il=N(I+l)+ product of digits 
N(Il•NII-11 + difference between digits 
N**4 base CN-11 
alternating letters of ·to be or not to be .•. • 

28. RUle l: N•2 (number of &yllbols in MorN Code equivalents) 
Rule 2: N=8 (length of Nato phonetic equivalents) 

29. la) PIZZAZZ (bl UNOSTENTATIOUSIIESS (cl GYMIOIAIIA, syzYGY 

30. Q U I Z A X C E D G E 
A MHOS JOWL V 
T Y P O K N O B F I R E 

31. 903422 (ZODIAC) • Substitution is O 2 3 4 5 6 7 8 9 
OADGJMRUX 
QBEHKNSVY 

(based on the old telephone dial) c F I L P T w z 

32. LADIES and GENTLDIEN in Welsh. 

33. 

34. 

,., oooxx 
lb) OOXOX 

le) xoxxo 

1. William 
2. Arthur 
3. Roy 
4. Richard 
5. Eclward 

reject al 1 haarts and -de• greater than 7 
reject l card after II black faca eard: reject 2 
after a red non-face card, reject 3 after a black 
non-face card 
only red after even, only black after odd 

Wallace 
llallUI 
orbiaon 
Rogers 
Lear ,. Laurence Olivier 

7. Lech Walesa (1983: note initi!!l,,s) 

b. (UJ NEW PUZZLES 

(UI The following are puzzles that I pulled (with the author's 
permission) off the outside wsb. If you have outside internet aecass, 
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you may want to visit the author•• sits at: 

You are on your honor to sullnit your own solutions, and not those you 
found on the wab! Submit ans.,.rs to either or both puzzles. 

Puzzle fl, Birthday ununiqueneas IUI 

I wes sitting around with my friend Waldo and his grandfather IIOrt1-r 
last week, and ths toPic: of birthday surpriaas c:- up. Mortimer 
-ntioned that ona of the greatest surpriaaa that he baa had involved 
his grandfather, Who happens to have the s- birthday that Hortilller 
has. one year the family wes celebrating this double birthday, and 
during the events MOrtilller proudly mentioned to his grandfather that 
not only had he just turned u old as tha last t110 digits of the year 
he was born in, but he was also a prime nunbar of years old, and each 
of the two digits making up hl:s age wu alao a pru.. IIOrtiMr wu 
floored when the older 11an thought for a aec:oncl, turned to him, and 
said that the •- thing had juat happened to hillll What year did this 
occur, and how old had MOrtimer and his grandfather just turned? 

Puzzle 12: Fut Answer(Ui 

I was sitting around with my friend W..ldo, hi!! nephew Spike. a.'10 
SPike'11 friend Molly recently. I happened to have t110 tickets to a 
new movie in my pocket that I had just purchased, and I IMlltioned this 
and noted that there were two four-dig'i t n.-rs on the tickets and 
that the slllll of all 8 digit■ was 25. Waldo asked if any digit 
-•red more than twice out of the 8, whic:h I answered. Spike then 
asked if the a11111 of the digits of either ticket waa eqw,l to 13. which 
I answered also. !!Uc:h to IIIY surprise, MOlly inanediataly told ma what 
the two numbers were. llhat were .they? 

CUI EDITORIAi, COIIHER 

REMINDER: Subnissions for tha April lasue are due by March 27th. 

PLEASE NOTE: All submissions 111118t ba in ASCII fomiat, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs tha c:laasifications, please ao indicate. 

If you have any ..-nta or suggestions. please aumiit th&11 to 
any ._bsr of the editorial board. 

~ EDITORIAL BOARD 

;";;a;;"~A:!":"'f.:.r"'-~~•:..: ... c:;"'rypj:f!t;;;o=--,_!;;o=-=-11::-,£1c[]H;.;u~-=,.Jt;§olryf]111.1fiJsf-f~~·iT ·========r--.-.-.-.-.-.-... : : : : : : : : •J(b )(3 )-P .L. 86-361 

~-----------------~f · ··············••-
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

Return_to_Kryptos llomd"age 

NSA Home l"sge 
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1. (U) PERSPECTIVES IN CA - Each month this newsletter features the 
perspective of a CA Senior on a CA topic of his/her choice. This 
month, however, we are pleased to feature Phorme z. O'Fisceef, now retired 
from the fifth office, reporting on the latest happening in the CA Community. 

MATHEMATICS BANNED IN Z GROUP 

(U) FORT MEADE, MD, 1 April 1996, - At an off-site attended by Z Group 
Office level management held last week, a decision was reached to ban 
the use of mathematics in Z Group. This decision was announced by the 
Chief of z to a packed audience of z Group employees in the Friedman 
auditorium this morning. The chief said, •we have the blessing of the 
Director to implement this plan as a major budget-saving initiative.• 
He further quoted the Director as saying • ••• it could be.a model for 
the rest of the Agency and the Federal government {the Agriculture 
Department has been using this approach for years}. We are looking at 

· language analysis, computer science and engineering to see if a similar 
plan might work in those disciplines.• After announcing that the 
decision was based on the enormous savings that could be made, the 
floor was opened to questions from the audience addressed to.the Z 
managers on the stage. What follows is a sampling of the questions and 
answers and some observations made by individuals in z·Group who have 
provided their thoughts on condition of anonymity. 

(U) A thoughtful questioner wanted to Jmow what would happen to the data 
that z normally processes. One of the Office Chiefs, after a consider
able pause, gave a lengthy and complex answer. The consensus of those 

Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 
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who heard the reply boiled it down to the following: •we will aggregate 
the letters into separate bins without counting them or detailing their 
position.•. There was a follow-up question: •What about binary data?• 
•That's an easy one.•, another Office Chief answered to a collective sigh 
of relief from the audience. •Just aggregate the l's and O's.•. •can 
you count them?• rejoined ~he canny questioner. •No, that would be too 
mathematical.•, came the reply. A squeaky voice in the back of the 
auditorium asked about data that was not character- or bit-oriented. 
An Office Chief responded that • .•. it would be unnecessary to do any 
analysis or measurement on such data and therefore the operation of my 
office will not be affected by this decision.•. The next question had 
to do with computers and their use in z. •No-problem.• stated an Office 

-Chief acridly. •Also there will be no change in the plari to put a"CRAY 
YMP on every analyst's desk. With that type of COlli>Uter power, who would 
need to do ma.thematics anyway?• 

(U) In a related development, it was reported that MIT~S held an emer
gency meeting on the decision. They reached a major conclusion that it 
would be necessary to convene an off-site, but the meeting ended in con
fusion as the attendees got bogged down over whether the off~site should 
be held in Charlottesville or Berkeley Springs! Also, a senior technical 
level individual was heard to mutter ·under his breath, that this was 
merely another grandstanding display by the math community to force the 
cryptanalysts out of the limelight: · 

(U) Continuing with the questions from the audience to z Management, a 
most logical and practical question was asked: •What will happen if 
someone actually does Mathematics in z Group?•. The Staff Chief promptly 
replied: •The first offense will be an assignment to ZS. If you are 
already in ZS, that will be punishment enough. A second offense will 
land you in RS or C6. For a third offense•, she replied with a twinkle; 
•the miscreant will be sent directly to La Jolla without passing through 
Princeton or receiving a relocation bonus•. The next quesion was •What 
would happen to the Cryptomathematics Program?• An Office Chief replied, 
•Nothing.•, and sat down. The Chief of z hastily amplified on this answer: 
•Their tours would be the same, they just would not do any Mathematics.• 
A follow-up question was •What about the math hiring program?• The Chief 
of z, visibly rankled by this obtuse question replied: •It is obvious that 
the hiring program for mathematicians must continue. How else will we be 
able to achieve substantial savings in the future?• At this point, our 
anonymous observer reports that it was as if the entire management team 
on the stage smiled as one, and appeared to be puffed up with their own 
importance and brilliance. In reality, though, and they·all stood up 
and shouted in unisQn •April Fools•. 
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2 • CALENDAR ( U) 

Apr 3 

Apr 10 

Apr 25 

PLAN AHEAD (U) 

KRYPTOKNIGHTS Roundtable, Camelot, England 

Lambros Callimahos Birthday Celebration,· 
Athena Restaurant, Pigs Brains Special 

CA-400 Class 2000 Reunion, Hausner's Carry~Out 

.-----------_;_-------------r···· 
!<b) (3)-P.L. 86-36! 
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May 13-17 

June 17-21 

Sept 11 

ACEventura Conference on the PET Random Number 
Generator, David Bowie Center 

Zendian Cryptodevices Exhibit, National Cryptologic 
Museum 

KRYPTOS Talk, Bawlmor Sun Expert on Cryptology 
(Friedman Auditorium, 1300) 
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3. {U) WORD FROM THE CACP 

(U) Call for Committee Volunte~rs 

(U) The CACP announces a call for volunteers to serve on a connnittee to 
assess the role of psychic CA in breaking cryptologics. This is a follow-on 
effort to last year's highly successful development of telepathic algorithms 
for depth reading. Interested analysts should apply to R. u. Serious at 
913-1313s or by e-mail to Sy.Kick @frnds.netwrk. 
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4. (U) TECHNICAL HEALTH 

TECH-TRACK QUALIFICATION EXAM (TTQE) 

By Mike Kelly, former·z43 SLE, now retired 

(U) Through extensive research by members of the Technical Track Board, it 
has been determined that to select for Tech-Track membership from among the 
many otherwise qualified technical personnel in this organization, a method 
of determining their abilities in related fields must be established. Subse
quently, we have contracted the National Onion of Testing Systems (NUTS) to 
provide a related-fields testing program for Tech-Track applicants.· 

(U) A score of 95 or better is required of each successful candidate. 
Answer all questions thoroughly. You will be given three hours. 

(U) 1. ECONOMICS - Develop a realistic plan for retiring the national 
debt. Include provisions for the possible effects of your plan on the 
wave theory of light and on the overcrowding of Citizens' Band radio 
channels. 

{U) 2. ENGINEERING - The disassembled parts of a high-powered rifle will 
be placed on your desk along with an instructions manual printed in 
Swahili. In ten minutes a hungry Bengal tiger will be admitted to the 
room. Take whatever action you feel appropriate. Be prepared to 
defend your decision. 

(0) 3. MEDICINE - You will be provided with a razor blade, a piece of 
gauze and a half-bottle of scotch. Remove your own appendix. Do not 
close the incision until you work has been inspected. 

(U) 4. PHILOSOPHY - Sketch the development of human thought, and describe I (b) (3)-P.L. 86-361 

--------------------------,.·· 
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its significance. Compare and contrast this with other kinds of 
thought. 

(U) 5. PHYSICS - Explain the nature of matter. Include in your answer an 
evaluation of the possible effects of electromagnetic emanations from 
conunercial power lines on the reproductive health of Giant Pandas. 

(U) 6. POLITICAL SCIENCE - Pick up the gray phone and start World War 
III. Report at length on its socio-political effects, if any. 

(U) 7. PUBLIC SPEAKING - 150 riot-crazed members of an unidentified 
aboriginal tribe will be turned loose in the classroom. Calm them. 
You may use any ancient languge except Greek and Latin. 

(U) 8. RELIGION - Trace the history of all religions from their earliest 
origins to the present day. Prove which is best in a manner which will 
convince all other religions. 

(U) 9. SOCIOLOGY - Estimate the sociological problems which might 
accompany the end of the world. Contrive and conduct an experiment to 
test your hypothesis. 

(U) 10. UNIVERSAL KNOWLEDGE - Describe everything you know in detail. Be 
objective and specific. 

(U) 11. EXTRA CREDIT - Define the Universe~ give three examples. 
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s. COMMUNITY SERVICE I (b)( 3 )-P.L. 86 - 36 1 
. : ..... -.------------------, 

a. . SECOND PA._'.I\TY CA TRAINING: MONGOLIA ~ By . . L------------~ . 
t"r9e+- One of the most• interesting three ,weeks of my NSA career has 
been my recent Mongol.tan TDY to teach introductory CA courses. Despite 
the untimely loss of•the presumably late.__--,-----,,---~ the trip was 
an unqualified success, improving the relationship between NSA and an 
important Second P~~ty partner. 

i'is SQ;l,J As you l]fa.Y know, GKHQ (Genghis Khan Headquarters) replaced 
GCHQ as a second.party recently, due to •Ma.d Cryppie Syndrome• caused 
by the British b~ef offered at Wood dining facilities (one analyst, 

I r was found riding the freight elevator for four days 
muttering about unsolved Austro-Hungarian ciphers he apparently worked 
as an intern. He was given a face-saving retirement last week). In 
exchange for the cafeteria receiving monthly shipm~t:,:;.of,Mongo?i'afl"yak:: 
meat, NSA a reed to rovi ~t.analytic" expertise against I . ( 

· This resul e ·n my training TDY, 
accompanied by L---------------- . . . 

(bl (1) 
(b) (3)-P.L. 86-36 

a rather primitive facility, beind ~·col?ecti~ of five 
mere 20-minute horse ride from booming downtown· Utah· • .• 

Bator. Perched on a high, treeless plain, there were no security ,...l_(_b_)_(3-,-_-P-.L-. -8-6-_3_ 6_ 

fences, and a herd of oxen served as a classified waste disposal system _ 
(interns monitored the herds output in case of incomplete • • 
destruction). Except for the initial beating we received becaus,.t:hey 
thought we were Russian, the Mongolians proved to be exc~lf~t' hosts, 
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giving us unexpectedly full tours of all five yurts, including the 
director's, which had the nicest grass. 

~ The Mongolian students· were hard workers, and were proud of 
their agency. They enthusiastically demonstrated their new CA LAN, 
which consisted of seven-abacuses hooked to a large 10-by-20-foot 
abacus, with ceramic beads. •we can figure out problems on our local 
machine, or logon to the big mainframe for·large number-crunching 
problEm1S.• A burly, unshaven man named Ugh ~rated the mainframe. 
Obviously highly paid, he offered to purchaser7for a tempting 
price. Only when she promised to buy us dinnera±ctGq,np. ~ :efuse. 

Page 5 of8 

~ All went well until our farewell dinner, a splendid• ;~P~;~ -~~ •• •• •••• •· •• •• •••• •• ••• 
broiled yak, basted marmot lungs, camel cheese and a myriad of E: 
undefined vegetables, served with an unchecked flow of Mongolian ~ 
vodka. Despite our cryptanalytic background, we negotiated the social 1 

niceties. flawlessly until1 }meJJ.1ii<>J1ed- )low, r,1'011ti •he•wa~ •bo• leani • • • • • • • • • ~ 
that the Washington Post had recently selected Genghis Khan as Man of 
the Millennium. 

•1 think that's a bit premature,•17suggested, remarking that 
five years still remain until the7ni!I"'-ennium•s "te~Hn".i.~ci:l" 6dd" 6rf '31" " • •• •. •. •••• 

\ • ■ • • • • 

December -2000, and that, besides, •Prince Henry the Navigator ••• • • • •• • • • 
d th "d • • • • • eserves e awar . • • • • • • • • ,. ,. • • • . . . . . .. .. ~ . . . . . .. .. . 
(U) With that, the back flap o( J:b.e yttft opened up, allowi:QP- -ewo • • 
li.ghtning-footedl steer .ce.reying wild-eyed Huns to rac~ -.th~ough the •• 
tent and snatch · from his 'meal, spitting shef!R-et"~s as he • • . .. .. . . .. 
(U) We were still chuckling about POO¥•Plat the airport the aext 
morning, until the realization ·e.t•ih, a~with our hangovers: that 
he was not going to make tl)a flight. However~ we still hadr& wonder-ful 
trip, and decided not.oo•worry too much about~----.-,,......--~~ especially 
since the Mongoltan~ 0 had unexpectedly provid us with a crate of 
special meft•tb 0 present to the cafeteria as a gift from their 
~em:•. •It will taste like nothing you have ever had before,• Mr. 
L__Jsaid. · 

{U) As an epilogue, the meat was served last week as part of wood 
Dining•s Tour of Asia, and was a big hit, tasting vaguely like chicken 
in the Mongolian Barbeque. 

b. z PERSONNEL NEEDED FOR OLYMPIC WORK~ BY._I ________ .......,[ 

(l) 

"' I 
w 
"' 

~ In light of NSA being named the Official SIGINT Organization of: 
the united States Olympic Team, cryptanalysts, cryptomathematicians, 
collection managers and computer scientists are being recruited 
throughout z to participate in the Agency's Olympic Effort. According• 
to.___....,,....,,__--,----..---=---and Olympic Task Force Leader, this will: 
be a golden opportunity for· Agency" emprloxees to excel. •For years, we • 
attacked the Soviet problem, but never act~atl~•had.to.fight a war • 
against them, so our effort was wasted.· But we KNOW we• will •have .t9. 
oppose the Braziliari basketball team. For once, we can do something • • ] 

. that matters.• _ (b) (3)-P.L. 86-361 

<'1-sc::l NSA won •o:fficial- status in· a tight competition with SIGim; • • • 
organizations from Japan and Mexico, whose cheap labor and offe~■ Co 
take Texas back made it a favorite choice of President.Clinton's 
c~aign advisors (•Bill, we're not going to win those 0el~ctoral votes 

. 
• ---~r . • . . 

• 
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anyway,• one was overheard saying.) In the end, however, it was zis 
cryptanalytic capabilities and the anti-Castro lobby that made the 
difference: no one else would task as many collection resources 
against the Cuban third base coach. 

~ The biggest CA effo~t will obviously be in baseball, where Team 
Chief I I expects to have five cryppies, two data flow and one 
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system adm1n1stratot ~o~k.i~g each game the US plays, and three CA 
personnel·scouting future opp~nen~~: • IW~ p~ould be able to predict 
every bunt, steal, and split-finger fastball beta.re 0 i.t.q.appens,•r1"""'""-~l 
said, •this should make the game much easier on our players; 'whc, oflZ'fi;U\1j:." • • •• 
that bright to begin with. Can you believe thay can't even solve a • • • • ••·•·•••··· 
single transposition?• 

Another big push will be on· the d..-ug testing target, where I -1 
l ~ l will lead a team of password guessers tr,yin~ to break into • • • • • • • • • 1-6 

eiOC' s. computers." • .rwe" can" change" tl'ie" test. results. of" a.l°I" the• • ••• • ••• ·• •••• • t-1 

Chinese swimme:rs to positive, really giving a boost to our women's oo 

team,•! !notes. •we can also find out what drugs are not being f 
detected, and enco\J,rage. our. clthldt:tua "tb. take "theJI!- ! : ~1!8P: V: \1-E! ltfq I I I I I I I I • • •• .. ~ 
any ethical problems with such endeavors, I I replied, •Me?• •••••• , , , "' • • • 

("!IQCJ Ask~d how much this would cost, budget analyst I 1 • • • • • "f • • • •.• 
said, •Tons, especially if you count the toilet I.just•~usted.• So .• 
what does ~SA get in return? •well, as pf6i~1ai sponsors, we think .• 
that the intelligence communit: wi~l•ae more interested in our .• 
product,• a laid-backl ]opined, •and I'll get to ride in that • 
cool NSA/Hertz-Rent-a~Car blimp.• .• 

l'?o~ For those interested in joining this task force, contact the • • following people: • 

Baseball 
Basketball 
Volleyball 
Synchro. Swimming 
Soccer 
Boxing 
Cycling 
Wrestling 
Gymnastics 
Drugs 

• 
♦ 

• • 

........•...................................... ~ .............••.............. 
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7. {U) PROBLEMS·AND PUZZLES 

a. CRYPTO-TALK (U) 

(U) Brush up on your cryptanalytic terminology by finding 52 terms of modern 
cryptanalysis. The terms. read in a direction. score two points. 

**************************** 
*additiveaaaaaaaaaaNihilist* 
*ADFGVXbbbbbbbbbbnonliteral* 
*Baconiancipherconepartcode* 
*BQ)dddddddddddddddopencode* J 
*CAeeeeeeeeeeeeeeeeepadding* .. . . . . . . ,------------------------~·· 

(b) (3)-P.L. 86-361 
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*cryptanalysisffperiodicity* 
*deciphermentgggggggqsignal* 
*decodehhhhhhhl:iquantization* 
*enciphermentiiradioprinter* 
*encodejjjjjjjjjjjjjjjrotor* 
*Fibonaccikkkkkkkkkk.kkkkSCE* 
*flatllllllllllllllllSIGINT* 
*garblettdllliliilllUiiiWWWWIIIIIIIIWlllllldnTA * 
*Gronsfeldnnnteletypewriter* 
*Hagelinooooooundulatortape* 
*hitpppppppppppppuniliteral* 
*ICqqqqqqqqqqVernamaddition* 
*intervalrrrrrrrrrrVigenere* 
*jargonsssssssssssswhiteJ:>ox* 
*juniorwheeltttttttttttword* 
*kappaplainuuuuuuuuuuuuuuUX* 
*kapparandomvvvvvvvvvvvxiIC* 
*LatinsquarewwwwwwwwwwwwYOU* 
*lowgradexxxYOUWEN'l'THISFAR?* 
*masterdecoderyyyyyyyZendia* 
*messagezzzzzzzzzzzzzzzzzZO* 
**************************** 
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(U) EDITORIAL CORNER 

REMINDER: Submissions for the APRIL FOOLS 1997 Issue are ·due by 1 March 1997. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any COilllllents or suggestions, please submit them to 
any member of the Editorial Board. 

~) EDITORIAL BOARD 

Jack Ingram, Cryptologic History MUseum,1 •. 

I . 1 ........ : : : : : : : : : : : : : : }b)(3) -P.L. 96-36 1 
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\,~\\\\\\\\ . 
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Retumto Krypto~Home Page 

NSA Home_Page 

.., ""ri. Pt r-n· ¥ 1,, .. , ,,.~rn r 
1 ~J c.J,_,~ '...... • ..,. ,.,. ' 

Dl!Rlvm l"llOM: NSM:SSM 12.3-2.1 
DAT!D 3 SEP 1991 

Bm.Assll'V ON: SOURa! MARkl!D "OADR• 
DATl!'.01' SOURCE: 3 S!P 1991 

!(bl (3)-P.L. 86-36! 
• 
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(U)PE EXTERNAL P'AGE 

*********************************** 
* TALES OF THE KRYPT * 
*********************************** 

April 1996 

//I//II///III///////I/IIIII/IIIII/I/II//I/III//I/II/II/IIIIII/I/IIIIII/I 
************************************************************************ 

~ TABLE OF CONTENTS: 

1. (U) CA Perspective 

2. (U) Calendar of Events 

3. ('1"8YQ) Word from the CACP 

4. (U) Community Service 

5. (U) Technical Health 

6. (U) Problems and Pu,zzles 

II///II///II//II////II////II/II//II//I/I//II/I/II//II//I//II///III/IIIII 

1. ~ PERSPECTIVES IN CA - Each month this newsletter features the c' 
perspective of a CA Senior on a CA topic of his/her choice. This ~ 
month we are pleased to feature! I (formerly Chief, Z3) now ':G 
a cryptanalyst working on I f • • · · ::.■•■•■•■.•.·.•.•.·••··•·•••••··•••·•••·••··••·••-■■-: 

-■f,i'QJJQJ After spending about 10 years on a diversity tour in manage
ment, I have returned to the technical workplace to find some changes. 
Some are good, some are not. Some were to be expected, others were 
surprising. 

1"e8QI.. One of the first things to hit me is the increased capability 
and complexity of the computing environment. When I left, the CRAY-I 
was just coming in and I was amazed that a user could get hundreds of 
thousands of words of memory. There was no computer networking. • ♦ 
There was no capability to plot waveforms or listen to a speech file · • 
on your own terminal. And, alas·, there was no XBIT. One of the first.• 
things I did after getting access to a computer was compile a FORT~ 
program with an array dimensioned to one billion words. The numbe~•of 
computers we have at our disposal and with the enormous storage capac
ity and compute power is staggering! (and I haven't yet used more'than 
one processor at a time. ) • 

(~ While the UNIX world is complex, my entry into it was• easier 
than I expected. This was facilitated by a lot ·of help frQm our 
excellent core of system administrators and many friends '¢lo were very 
generous with their time and patience. I have been surprised at how 
dispersed the expertise is. You have to make a lot of phone calls to 
find someone who is knowledgeable about things I woulQ0 think ~veryone 
would want to know. While I tried to spread the bu~den among a number 
of people (one doesn't want to appear too stupid) invariably some 

• 

♦ 

• 

en 
c'..) 
en 
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people pulled double duty. 

('PeWQ2 Another observation on the current situation is that there 
seem to be more discractions than before. I believe that crypt
analysis requires single-minded, deep focus. The large number of 
conferences·, technical meetings, meeting meetings, technical talks, 
award ceremonies, town meetings, team meetings, TTRP meetings, 
makes that conunitment more difficult than I remember it being. 

t'PMlQ,). The current problem set is certainly richer than I can ever 
remember. The problem I am currently working is so dynamic and 
exciting, I can't get enough time to do everything I should. In 
addition to that, I am aware of several problems in other areas that 
I would love to work on---if only there was time. 

~ The one area that really needs some improvement is our ability 
to store and quickly access large data files. While many people have 
been working on thi.s, we still have great room for improvement. We 
have great difficulty dealing with 1970 1 s technoloav Csianals ru..nnina 

~ While on my management tour, I had the perception that there 
was a disproportional amount of whining by the technical work force. 
I couldn't understand this because I believed t~t their work had a 
minimum number of negative aspects and a maximum of rewarding 
aspects. My recent change of jo~s has only reinforced that view. 

~ Great problems, great·computer access, terrific people to 
work with-- What a great time to be alive! 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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2. CALENDAR (U) 

Apr 3 

Apr 10 

Apr 25 

PLAN AHEAD (U) 

z Technical Health Awards Ceremony 

S&ES Sixth Annual Luncheon, (Canine Suite, 1100) 

•GNI - The Attack has Begun•, (Friedman Auditorium, 
0800-1600) 

May 13-17 ACE 1996 at CCS in Bowie, Maryland 

May 21-22 CA POE 
!(b) (3)-P.L. 86-36! 

• 
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(b) (3)-P.L. 86-36 
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May 28 

May 30 

June 18 

June 18 

Sep 17 

Fall? 

Nov 19 

. CA-305 Begins 

MATHFEST '96 and CMI Banquet 

KRYPI'OS Talk (Subject/Speaker to be Announced) 
(Friedman Auditorium, 1300) 

Science & Engineering Society, June Symposium, 
(R&E, 1300) 

KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman Auditorium, 1300) 

CONSCRYPT '96, at DSD 

KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman Auditorium, 1300) 

//I////II///////I/IIII/I//I///II/I/////I//III//I////I//II///II////II///I 
3. ~ Word from the CACP . 

a. '1."'AHQ.l,_ PQE Registration 

~ Registration for the Professional Qualification Examination (PQE) 
is now in progress at the CACP office. Review sessions will be held 
during the month of April and the PQE will be given May 21 - 22. 

HH ■ N ■ HR11•n ■■ n1tn ■ 11••···••1tnt111 ■ ••·····••11t111'11'HNlllllf ■ Ntlflllllllll ..................... " •• """ 

b. (~ CA-305, Cryptanalysis: Contemporary Issues, Announcement 

~ The annual offering of CA-305 will be held May 28 -'- June 5. This 
annual symposium will take place in Friedman Auditorium and.several 
Ft. Meade conference rooms. 

(PeSQ.) The symposium is designed to bring cryptanalysts, crypto
mathematicians, computer scientists, engineers, signals analysts and 
other interested persons up to date on the status and trends in the 
current practice of cryptanalysis. The symposium will be presented as 
a number of individual lectures by competent authorities on a variety 
of cryptanalytic and related subjects with questions and discussions by 
the participating students. 
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4. (U) COMMUNITY SERVICE 

a. ~ Science & Engineering Society News 

!'fl9U<J.l.. The sixth S&ES Luncheon will be held on Wednesday April 10, 1996 
at 11 A.M. in the Canine suite. Our speaker this year will be Dr. Robert 
Hermann who will give us his •Thoughts on the Future o·f Intelligence• 

~809+ Dr. Hermann will be remembered by some of us old timers as the 
•founder• of W group, a former DDR and Director of NRO. He is 
currently a member of the President's Foreign Intelligence Advisory 
Board(PFIAB), the DOD Science Board and the Aspin/Brown commission. 

,------------------------r • ,!(b) (3)-P.L. 86-361 
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He is a futurist. The scientist depicted in the white smock on 
the mural at the entrance to OPS 2B is Bob Hermann. Few other 
people in the country have Dr. Hermann's insight into the future of the 
intelligence community. 

~ He is very opinionated and tells it "like it is•. He will be a 
very interesting speaker. 

~ For the sports fan, he was a pitcher on the Iowa State University 
baseball team whi.ch we 'believe won the national championship. 

~FQIJO~ Stay tuned for further details from the S&ES Luncheon '96 
committee: co-chairs. '------------------~ .............. . • •l(b) (3)-P.L. 86-361 

(F8U0I S&ES members will be given priority on ticket sales. 

tpeu9-). DR. HERMANN'S BIOGRAPHY: 

('tl9QQ,} Dr. Robert J. Hermam1 was elected Senior Vice President, Science 
and Technology at United Technologies Corporation in July 1992. In this 
position, Dr. Hennann is responsible for assuring the development of the 
company's technical resources and the full exploitation of science and 
technology by the corporation. He also has responsibility for the United 
Technologies Research Center. 

't"POCJ,9,l. Dr. Hermann joined the company in 1982 as Vice -President, Systems 
Technology in the Electronics sector and later served in a series of 
asstgrunents in the Defense and Space Systems groups prior to being 
named Vice President, Science and Technology at United Technologies 
Corporation in March 1987. 

(~ Dr. He:nnann served 20 years with the National Security Agency with 
assigrunents in research and development, operations and NATO. In 1977, 
he was appointed principal Deputy Assistant Secretary of Defense for 
Communications, Command, Control and Intelligence. In 1979, he was 
named Assistant Secretary of the Air Force for research, development 
and logistics and in parallel was Director of the National 
Reconnaissance Office. In 1981, he was named special assistant for 
intelligence to the Under Secretary of Defense for Research and 
Engineering. 

('1"8UQ) He received B.S., M.S. and Ph.D. degrees in electrical engineering 
from Iowa State University. 

tpe~ Dr. Hermann is a member of the President's Foreign Intelligence 
Advisory Board; the Defense Science Board; the National Academy of 
Engineering; the Visiting Committee on Advanced Technology of the 
National Institute of Standards and Technology; the National Research 
Council Commission on Physical Sciences, Ma.thematics and Applications; 
and the National Society of Professional Engineers Industry Advisory 
Group. He is a member of the Board of Directors for Draper 
Laboratories, and the American National Standards Institute; Board of 
Trustees for the Hartford Graduate Center. · · 

t1NH1tn••• ■ 11n•• .. •••• .. n•n ■ R .. ••••••••••••••1t ■ w11 ■■ nww ■ n••••••••••••nn ■■■■ n11R ■■ N ■ 

b. ('l='Ooa+- Signals Analysis Association Presentation Announced 

•some Preliminary Results from the 

,--------------------------r···· 

• •1 (b) (3)-P.L. 86-361 
. . ... 
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Spring '96 MiniSCAMP on the Internet~• 

Wednesday, April 3rd 1996 
starts 9:15 a.m. 

Friedman Auditorium 

The presentation is CLASSIFIED. 
All green, gold and black badged personnel are invited to attend. 

ABOUT THE PRESENTATION AND SPEAKER: 

~ This talk will present some preliminary results and some 
lessons learned from the Spring '96 MiniSCAMP on the Internet that was 
held from 12 Feb 96 to 22 March 96 at IDA/CCS in-Bowie MD. MiniSCAMPs 
are working conferences aimed at producing results on important Agency 
problems. The purpose of this MiniSCAMP was to develop techniques to 
examine and work with large sets of data containing computer 
connnunications. The large data set that was chosen was approximately 
10 Gbytes of data from a day in the iife of the Internet. The 
MiniSCAMP also served as a tool to educate a number of people that had 
no previous experience with computer Jetworking. Thirty-five people 
from across the Agency and GCHQ participated. 

(b) (3)-P.L. 86-36 
(b) (6) 

ftURIIHllffll ■ n••·••tt••···············••11 ■ IINRR ■ ll ■ N ■ Nll ■■ n• ■ •n11 ■■■ 1fltllH ■ 1tRa ■ •• 

C. (U) Crypto-Linguistic Association (CLA) Call for Nominations 

~ The Cn,pto-Linguistic Association (CLA) is accepting nominations 
for the Sydney Jaffee and Capt. Rochefort Awards. These awards are made 
to two outstanding linguists each year, one civilian and one military. 
The civilian linguist's award is the Sydney Jaffe Award. The military 
linguist's award is the Capt. Rochefort Award. Candidates may be nominated 
by any three members of the cryptologic community, by the chairman of the 
Language Career Panel, or by any supervisor at division (or equivalent) or 
above. Persons in the Service Cryptologic Element organizations outside of 
NSA may also be nominated at the operations office level (or equivalent) or 
above. 

tl'l,oa;. Nominations must be in writing. In addition to the name, grade or 
rank, and organization of the candidate, a write-up of approximately 2 to 4 
typed pages is required, detailing the candidate's accomplishments in the 
language field and specifying how the individual contributed to the 
cryptologic community's mission. For details, see the official announcement 
dated 7 February 1996. 

All nominations must be submitted by 12 April 1996 to: 

Chairman, CLA Jaffe/Rochefort Award Committee 
ATTN: I I 
National Security Agency • • 
Fort George G. Meade, MD 20755~6~00 . . 
Questipns about the nomination processsb~uld be directed toJr----

................ . •.•.1 ( 
• (b) (3)-P.L. 86~36 
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5. TECHNICAL HEALTH 

a. ~ 

~ The Z Technical Health Award was formally established by 
Chief, z in December, 1995 (see z Regulatio~ No. 30-2) •to. recognize 
Agency personnel who have ma.de outstanding contributions to the tech
nical health of z•. These prestigious cash awards, ·ranging in size 
up to the maximum of an SPCA, are granted semi-annually to individuals 
and teams for special acts or accomplishments above and b~nd the 
recipients' regular duties. 

~ Nine recipients of z Technical Health Awards for the 2nd Qtr 
FY-96 were recognized by Chief, z in a special awards ceremony on 
3 April. Names of seven of the nine awardees are:· 

' I (b) (3)-P.L. 86-361 

L---------------············ 
~ The z Group Technical Career Advisory Board (TCAB) , z' s tech
nical track oversight body, is the deliberative body for the Award 
and is responsible for forwarding a list of its recommendations to 
Chief, z for action. Nominations for this award may be generated by 
individuals within z, by z technical health entities, such as the 
various Office Technical Health Boards (OTHB), the Technical Track 
Review Panels, or the TCAa itself • 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
THE RSA PUBLIC.KEY CRYPTOSYSTEM 

By: ._I ___ ___.J ... · 1, ___ _ 

(b) (3)-P.L. 86-36 

-----------------------
Section 1: Introduction 

T'll'eYQJ.. There are two general categories ·of cryptographic devices: 
•secret-key• and •public-key•. Secret-key devices require that both 
the sender and receiver agree on a •key~ or cryptovariable (CV) 
before secure communications can be initiated •. The security of a 
secret-key system is the ~v. If communication is to be secure, then 
the CV must remain a secret between the sender and receiver. 

A familiar example of a secret-key system is the Data Encryption 
Standard (DES).· In DES, the same method (algorithm) and CV are used for 
both encryption of plain text, and decryption of messages. The security 
of DES lies entirely in the 56-bit CV. 

+-----+ 

I (b) (3)-P.L. 86-361 

+--:--+ Original . 
• 
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Plain text--> I DES I --> Cipher -II/Ill--> I DES I --> Plain text 
+-----+ A +-----+ 

.... A 

I spy I 
56-bit CV Same 

56-bit CV 

~ Figure 1: DES, A secret-key system. 

C"P88'QJ Benjamin Franklin is believed to have said that •Three can keep 
a secret if two of them are dead.• Using a secret-key system requires 
that the sender, receiver, ·and the courier who facilitates the exchange 
of cryptovariables, keep their mouths shut. Clearly the sender and · 
receiver want secure communication. The underpaid courier, however, 
might accept a bribe or otherwise be convinced to disclose the crypto
variable, rendering the boss' conmunications open to eavesdroppers. 
Public-key systems take the courier out of the loop. 

In a public-key system, the keys used for encryption are differ
ent from those used for decryption. Furthermore, it is very difficult or 
(ideally) impossible to recover'.decryption keys given only encryption 
keys. These systems are called public-key because the encryption key can be 
made public. The corresponding decryption key, however, is kept secret. 

Section 2: Just Enough Math 

(~ Each positive integer can be classified as being either prime or 
composite. 

A prime number is an integer greater than 1 that cannot 
be evenly divided l>Y any positive integer.except itself 
or 1. An integer greater than 1 that is not prime is 
called a composite number. 

The first few prime numbers are 2, 3, 5, 7, 11, 13, and 17. Are these 
all of them? No! There are infinitely many prime numbers. Further, 
every composite number can be written uniquely (up to the ordering of 
the factors) as a product of prime numbers. 

Cl'esQl Given two numbers, a and b, the greatest common divisor, or •gcd• 
of a and b, is the largest positive number that evenly divides both a 
and b. If the largest number that evenly divides both a and bis 
the number 1, then we call a and b •relatively prime• numbers. 

t?8QQ.1 We say that two numbers are of the same •parity• if they are 
both even or both odd~ For example, the numbers 2 and 4 have the 
same parity while 2 and 5 do not. An algorithm to determine if two 
numbers have the same parity is to subtract one from the other; if the 
result is even then the numbers have like parity; if the answer is odd 
they do not. Formally we could write: 

the numbers a and b have the same parity if and 
only if we can write the difference (a - b) as 
some multiple of 2. 

-------------------------r . . . 
. . . . . 
I (b} (3)-P.L. 86-361 
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We can easily generalize this notion to what is called •congruence 
modulo (mod) n• where.n is some number larger than 1: 

the numbers a and bare congruent modulo n if 
and only if we can write the difference (a - b) 
as some multiple of n. 

In this article, we will denote the statement •a is congruent to b 
modulo n• as 

a == b · (mod n) .. 

For example: 

23 -- 2 (mod 7) 

because we can write the difference (23 - 2) as 

( 23 - 2) = 21 = (3 * 7).-

Another example is 

37 == 2 (mod 7) 

because 

( 37 - 2) = 35 = (5 * 7). 

~ In fact, a number is congruent mod n to every other number whose 
distance away on the number line is a multiple of n. When the number a 
is divided by n, the remainder r is congruent to a modulo n. This is 
true because (using long division) we can write: 

a= (quotient* n) + r 

which shows that (a - r) is a multiple of n. Since the remainder 
is always larger than or equal to O and less than n 1 it is called the 
•least nonnegative residue of n.• 

Section 3: The RSA Algorithm 

fP8ti8) The RSA system is named after R. Rivest, A. Shamir, and L. Adleman. 
RSA depends on the asswnption that it is easy to find large prime numbers 
(integers greater than ·1 that cannot be evenly divided by any positive 
integers except itself and 1), but if they are multiplied together it is 
very hard to retrieve the prime factors given only the product. In 
practice, the prime numbers involved here are at least 256-bits long. 
Even with much smaller numbers we can see that the problem of recovering 
factors is harder than finding primes. For example, it is not too hard 
to show that 113 and 11,831 are prime, however if you're given the number 
1,336,903 .to factor, it's not immediately clear how you would fi~e out 
that 1,226,90~ = 11,831 * 113. 

.. . . . 
I (b) (3)-P.L. 86-361 
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~ Typical messages in the RSA system are cryptovariables for 
secret-key systems like DES. Before someone can use the RSA system, 
they must generate a •key pair•. Each user finds two large prime 
numbers p and q, and a number E that is relatively prime to the product 
Z·= (p - 1) * (q ·- 1); i.e., E has no common factors with either (p - 1) 
or (q - 1): The user now makes the following pieces of information 
public: the number E, and the product N = p * q. 

Public Key: (E~ N) • 

The user now finds a number D that makes the following congruence 
true 

(E * D) == 1 (mod Z). 

This is very easily done by computing gcd(E,Z) with the extended 
Euclidean algorithm. Finally, the user destroys the numbers p, q, 
and z and stores the number Din a safe place. 

Secret ·Key: (D, N). 

l'l'Oo&t--Dob wants to use the RSA system. Bob selects the two primes 

p = 113 and q = 227 

(Note, we are using small primes here for instructional purposes.) 
Multiplying p and q together we have 

N = P * q = 113 * 227 = 25651 

and 

Z = (p - 1) * (q - 1) = 112 * 226 = 25312. 

Bob now picks E = 3 and checks that it is relatively prime to z = 25312. 
Finally, Bob. solves the equation 

(3 * D) -- 1 (mod 25312) 

for D and finds that D = 16875; i.e, 

3 * 16875 - 1 = ( 2 * 25312 ). 

Bob's key generation is complete. Bob destroys p, q, and z, publishes. 

Bob's Public Key: (E, N) = (3, 25651) 

and stores his secret key 

Bob's Secret Key: (D, N) = (16875, 25651) 

in a safe place. 

(U) Say Alice, another user of the RSA system, wants to send an 
encrypted 56-bit DES cryptovariable M to Bob. Alice looks up Bob's public 
key (E,N), raises the message M to the E-th power and sends the least 
nonnegative residue (remainder) modulo N 

I (b) (3)-P.L. 86-361 

....-------------------------r· 
9/23/2010 

--------------'-------··--·-·-··-------------------------,------



· April 1996 TALES OF THE KRYPT 
Doc ID: 6823803 

E 
C = M (mod N) 

Page 10of14 

to Bob. Suppose the DES cryptovariable was M = 5150. Then, Alice would 
compute 

3 
5150 (mod 25651) == 18228 

and send the cipher message C = 18228 to Bob. 

(U) Bob uses his secret key (D,N) to decrypt cipher 

16875 
18228 (mod 25651) == 5150 

to the original plain text. This works because of a mathematical 
theorem from the 1600s called •Fermat's Little Theorem• that states: 

If pis a prime number then for any number a, 

p 
a == a (mod p) • 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

.... 
• 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
c. (U) CRYPTOLOGIC ALMANAC 

More on the Bombe 

(U) The Cryptologic Almanac announcement that the 
(b) (3)-P.L. 86-36 

--------------------------r····· 
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world war II cryptanalytic Bombe had returned to the 
National Cryptologic Museum has sparked interest in . 
how this piece of equipment got its name. Correspondents 
on ENLIGHTEN have quoted the most popular theories on 
this, but the truth is--nobody knows for sure. 

(U) Among the itetns of lore passed down from our 
cryptologic fo~efathers and foremothers was that the 

· Bombe got its name because it ticked like a time bomb 
when it ran. The problem is that there is no definite 
source for this story; it's just one of those things 
•everybody knows.• Never having heard one, I wonder 
what a time bomb sounds like and how •everybody lmows• 
that, too. (Don't bother sending me one--I'm net THAT 
curious about the sound!) 

(U) David Kahn, in his excellent book _seizing the 
Enigma_, says that members of the Polish Cipher Bureau, 
who originated the concepts for the processing machine, 
gave it this nickname because they came up with some of 
the ideas while enjoying a frozen •bombe,• a popular 
dessert. 

(U) Last week, one of the truly great figures of 
scientific intelligence in World War II visited the 
National Cryptologic Museum. This was R.V. Jones, 
author of _The Wizard War_. While viewing the museum's 
exhibits, he mentioned he had worked with the famous 
mathematician Allen Turing on the Bombe design. I asked 
him if he knew how the Bombe got its name. He gave me 
an inunediate and accurate answer--he said he di~•t know. 

(U) I suspect that the designation •bombe• was simply 
a covername. They had to call it something, and •bombe• 
had a military sound to it. 

(U) However the name arose, everyone is invited to come 
an,d see the Bombe on display in the National Cryptologic 
Museum. Museum hours are 0900-1500 on weekdays and 
1000-1400 on Saturdays. (The museum will have special 
hours for NSA's Family Day, but more about that in a 
future Cryptologic Almanac.) 

. f"'C'l-ll.L. [David A, Hatch, Direi;Tr, C<mte,r '""· Cryptologic History, I !bl !3J-U. '6-36 1 
- ······························· 

••••••a•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
flll/l//ll/ll/lll/llll///ll/llllllll/llllllll/lll/llllllllllllllll/ll/l//ll 

(b) (1) 
6. (U) PUZZLES and PROBLEMS (bl (3)-so use 3024 (il 

(b) (3)-P.L. 86-36 

a. -~ Problem of the Month 

I" • • ,, (b) (3)-P.L. 86-361 I.__ __________ _ 9/23/2010 
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{b) (3)-50 USC 3024 (i) 
{b) (3)-P.L. 86-36 

• 
• 

·····~·-································································· 
b. {U) LAST MONTH'S PUZZLES 

Puzzle #1: Birthday Ununiqueness 

(U) I was sitting around with my friend Waldo and his grandfa~her 
Mortimer last week, and the topic of birthday surprises came up. 
Mortimer mentioned that one of the greatest surprises that he has had 
involved his grandfather, who happens to have the same birthday that 
Mortimer has. One year the family was celebrating this double birthday, 
and during the events Mortimer proudly mentioned to his grandfather 
that not only had he just turned as old as the last two digits of the 
year he was born in, but he was also a prime.number of years old, and 
each of the two digits making up his age was also a prime. Mortimer 
was floored when the older man thought for a second, turned to him, and 
said that the same thing had just happened to him! wnat year did this 
occur, and how old had Mortimer and his grandfather just turned? 

Answer: 

(U) It's clear that Mortimer had to have been born in the 1900s, and 
his grandfather in the 1800s. If Mortimer was born in 1900+x and his 
grandfather in lB00+y, then 1900+2x=1800+2y (the year this happened), 
and so y=x+S0. Now any odd prime number plus an odd number must be 
even and greater than 2, and so not a prime, hence Mortimer must have 
been 20-something. But 25 and 27 are not prime, so Mortimer must have 
been 23, and so his grandfather was 73 (which is indeed also prime). 
It follows the year was 1900+2*23=1946 • 

.J'.lf1"~8~&~Q~~~J· C~oQ;r~r~e!C£tLan!Jl§.SW!!!!e~r11s~w'.§!e:1:rlieu:r1:ets::clile!liJ1Y:iiedd...ffJ:rlla!llrou; ________ __, • • • • • • • I (b) ( 3 > - P . L. a 6-3 6! 

I 
Puzzle #2: Fast Answer 

(U) I was sitting around with my friend Waldo, his nephew Spike, and 
Spike's friend Molly recently. I happened to have two tickets to a 
new movie in my pocket that I had just purchased, and I mentioned this 
and noted that there were two four-digit numbers on the tickets and 
that the sum of all 8 digits was 25. Waldo asked if any digit 
appeared more than twice out of the 8, which I answered. Spike then 

--------------------------,. ➔ <b) (3) -E'. L. 86-36! 
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asked if the sum of the digits of either ticket was equal to 13, which 
I answered also. MUcb to my surprise, Molly immediately told me what 
the two numbers were. What were they? 

Answer: 

(U) What Molly realized was that the tickets were consecutively 
numbered. If the tickets were numbered abed and abc(d+l.)and my answer 
to Spike's question had been yes, the only conclusion, Molly could have 
reached would have been that a+b+c+d=12, and regardless of my answer to 
Waldo's question, there would not have been a unique solution. So my 
answer to Spike's question must have been no, and it follows that the 
tickets could riot have been numbered in this manner. If the numbers 
were abc9 and ·ab(c+l) 0., we'd have 2a+2b+2c+10=25, and so 2 (a+b+c) =15, 
which is impossible. If the numbers were ab99 and a(b+l)00, we'd have 
2a+2b+19=25 or a+b=3, leading to the four possibilities 0399 and 0400, 
1299 and 1300, 2199 and 2200, 3099 and 3100. Of these three of them 
would have had me answer •yes• to Waldo's question, and only the pair 
1299 and 1300 would have had me answer •no•. it ·follows that these 
were my ticket numbers. 

Correct answers were receiyed from; 

I • 
• • • j 

······································································'. 
c. 

.. 
(U) NEW PUZZLES • •• • • • • • • • • • 

• • • 11 • • • • •. • • ....---~ ••. 

(U) April puzzle. Anr'f(e.;t" ■ aithE!t' or both·. Send answers to I . r 

(U) Puzzle U: Cheese and Fleas 

(U) Waldo, Basil, Molly, two wedges of cheddar, two wedges of mozza
rella, and Rufus the dog are going to the annual Cucumberland cheese 
competition and dog show. Waldo's little sports car can only seat two 
objects at a time: Waldo, Basil, and Molly can drive the car. If 
Waldo is not around, Basil will.eat the cheddar. If Basil is not 
around, Waldo will eat the mozzarella. If Molly is not around, Rufus 
will eat .the cheese and bite Waldo and Basil. Can they all get to 
Cucumberland without anything bad happening? If so, what's the small
est number of trips needed, and who and/or what goes in each trip 
(each way counts as one trip)? (Please note, each wedge of cheese 
counts as 1 object.) 

(U) Puzzle 2: Rumor Mill 

(U) Waldo is having a party and has 50 guests, among whom is his 
brother Basil. (Waldo is not counted as one of the 50 guests.) Basil 
starts a rumor about Waldo: a person hearing this rumor for the first 
time will then tell another person, chosen uniformly at random, the· 
rumor, with the exceptions that no one will tell the rumor to Waldo or 
to the person they heard it from. If a person who already knows the 
rumor hears it again, they will not tell it again. What is the proba
bility that everyone, except Waldo, will hear the rumor before it stops 
propagating? · 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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(U) EDITORIAL CORNER 

REMINDER: Submissions for the May issue are due by April 25th. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 

Jack Ingram, 

Page 14ofl4 
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1. ~ PERSPECTIVES IN CA - Each month .this newsletter features the 
perspective of a CA Senior on a CA topic of his/her choice. This month 

we are pleased to feature I 1 ..... ~ .... · ......... • 1 (bl(3 )-P.L. 86_36 1 
------------------------------------------------------------------------~ Having been outside of z Group for the past year, I thought.it 
might be useful to offer an INFOSEC perspective on the state of 
cryptanalysis. In the twenty plus years that I have served at the 
Agency, I have on many occasions seen our community wrestle with the 
question of where cryptanalysis was headed and whether its days were 
numbered. We successfully weathered and, in fact, flourished under the 
explosion in the commercial ci her c in 
early 80 1 s. 

•.----------, 
(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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~ In the 90's we have been faced with the challenges 
networks and the proliferation of stron software c t 

( ~) Despite my pride in what our community has accomplished .in the • 
past and my optimism in our ability to make the changes needed to 
tackle the difficult problems we face tod~y. I believe that we should 
be concerned about the future. It is not so much the rapid pace of 
technological advance which worries me. Rather it is a qualitative 
change that is taking place, nam~ly the role that cryptography plays 
in our society. Cryptography will soon be a C011Dll0dity with impact far • 
beyond the traditional domain of government and classified 
information. This change is the inevitab.le result of the spread of 
inforµiation technology. Computers are gradually invading every aspect • 
of our lives. As a result, the security concerns that make us use 
locks and keys and other physical protections will soon drive us to 
demand information security devices. We will be carrying 
crypto-tokens and they will .not only replace credit cards for 
financial transactions but will affect every aspect of our daily lives 
>from access to our home and office to medical services and records, : 
entertainment, and personal conununications. . •· .. 
(?8{,JQJ, We have already reached the point where important public assets : : 
such as the telephone system, air traffic control network, power grid,•· 
and banking system are highly automated. OUr nation faces a major : • 
crisis in providing the security infrastructure required to, on the • 
one hand, protect our personal affairs from criminal activity, and on: • 
the other, secure our public assets from more serious threats. In 
doing so, we must somehow balance the competing interests of economi~ 
health, personal ~rivacy, law enforcement, and intelligence. • 

. 
~ Th~i~s..££~!.!!!a!w.!LI~~~aw.;L.S.aaullC.J~u;.1,mglilmtwAJ.-~ 
factors. 

~ We must improve our performance of the INFOSEC mission and to 
do so will re ire us to ch 

Page2of9 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

(b) (1) 

e same me am convinc t t the two ssions are (bl (3)-P.L. 86-36 

'intrinsically linked and it would be unwise to try to accomplish them 
independently. Simply producing decrypts will not assure our national 
security. Fortunately NSA cryptanalysts have a tradition of moving 
forward in the face of overwhelming challenges. And if WE can't 
tackle the technical problems and develop the strategy to meet this 
challenge, who can? 

l{b) (3)-P.L. 86-36! . . . ---------------------------r· 
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2. (U) CALENDAR 

May 2 IAI Twenty-Fifth Anniversary Luncheon 

May 9 S&ES Symposium (R~ Auditorium, 1000) 

May 13-17 ACE 1996 at CCS in Bowie. 

May 16 CISI General Meeting and Presentation, •Improving 
Technology Insertion and Other Information 
Technology Issues•, I !, Chief Ji and 

I l_(Frie&N\h, 0930) 
• • . . 

May 21-22 CA PQE . . • 
• r(b) (3)-P.L. 86-36! 

May 28 CA-305 Begins 

May 30 

PLAN AHEAD 

June 4 

MATHFEST '96 and CMI ~quet 

CLA Banquet, •should we Hate the Media?•, 

Page3 of9 

(Canine Suite, 1130-1330) ._ ______ -, ····a 
June 6 Pen and Cursor Luncheon, •Freelance writing•,•,-------,.• • • • 

(Canine Suite, 1200-1400) 

June 18 , KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

June 18 Science & Engineering Society, June Symposium, 
(R&E, 1300) 

June 26 KRYPTOS Talk, Cecil Phillips, •More on the VERONA 
Releases•, (Cryptologic Museum, 1000) 

Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Nov 18-22 CONSCRYPT '96, at DSD 

·························~·············································· II/IIIII/IIII//I/III/IIII//IIIIIII/I//IIIIIIII/I/III//IIIIIIIIIIIIIIIIII 

3. (U) KRYPTOS SOCIETY NEWS 

a. CU) Literature Contest Announcement 

~ Sponsored by KRYPTOS, the professional society for cryptanalysts, the 
competition is open to all personnel at NSA, to personnel on field 
assignments, and to retirees (consistent with security considerations). 
Papers may treat any topic in the broad category of professional 
cryptanalytic literature, including: 

!(b) (3)-P.L. 86-36! 
• 
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attacks and techniques relating to cryptanalytic problems; 
cryptanalytic research; 
history of cryptanalysis; 
other subjects relating directly to cryptanalysis, e.g., 
target studies, cryptologic trends from the point of view of 
cryptanalysis, or computer support of a cryptanalytic problE!ffl. 

Page4of9 

(U) Submissions may be written specifically for the competition. They need 
not be, however. Papers written between Jul·y 1, 1995 and June 30, 1996 
are eligible. Entries may carry a classification of up to TSC. 
Compartmented papers will be considered only in extraordinary cases. 
Papers should be submitted with two cover sheets: the name(s) and 
organizations(s) of_the authors(s) and title on one sheet, and only the 
title on the other, to facilitate impartial judging. 

(U) The judges will qonsider the following criteria: 

Is the paper an original discussion of a cryptanalytic subject? 

Is the paper well written? Is the subject presented well? Can 
a reader with a suitable technical background but unfamiliar with 
the subject understand the paper and, by reading it, gain 
knowledge about the subject? 

Does the paper constitute an important addition to the body of 
cryptanalytic literature? 

(U) The judges will determine up to three winners: cash prizes of $125, 
$75, and $50-will be awarded to first, second, and third place winners. 
The judges may designate papers to be worthy of honorable mention·. 
KRYPTOS hopes to publish some of these winning papers in Agency 
professional journals. 

~ To enter, please submit four copies of your paper to 
The deadline for entries 

1s July 1, 1996. The competition results will be announced at the 
KRYPTOS luncheon in October 1996. •. 

♦ 

♦ ••••••••••a•••••••••••••••••••••••••••••••••••••••~•~••••••••••••••••••• . 
♦ 

b. (U) VENONA Summer Presentation • 
♦ 

• 
(U) The KRYPTOS Society is pleased to announce that Cecil Pnillips 
will give a talk in June at the NSA Cryptologic Museum on the VBijONA 
material. This will give us an opportunity to invite retired •. 
employees to attend, as the talk, and exhibit currently on display,• • 

• are, of course, unclassified. •,(bl ( 3 )-P.L • 

. .... 
······················································~············, .. ·~· • • • ♦ 

ll/l/ll//l/ll/ll//l//l///l///ll///l/////ll/ll/////l/ll/l,/.!11/ll171/l:tll . . . . . . . . . . . .:· . . . . . .:· 
• • • • • • • • ♦ • . - . . . . 

S&ES Symposium • • • • • • • • . . . . . . . . t:. 

4. (U) 

a. (U) 

TECHNICAL HEALTH 

M!l! be a .team compored' ~f I . ♦ I 
....,;~--------~and I _ The subject of the. 'team's 

be: •• 

• 
♦ 

. 
• 

♦ 
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. !(b) (3)-P.L. 86-36! 
b. (U) CISI Presentation •••••• : : •• ~ , , ,I' ,I' ,. -

~ r r~d I' ........... t ~~--c~;r: of 
the nErifIY established Techno ogy Insertion Board, will discuss plans to 
improve the way technology and systems are acquired or developed into 
products for broad-based use within NSA. They will relate key findings 
>from a D00/DDT-commissioned study; provide the audience with helpful 
hints to increase the chance of developing an easily integrated and 
broadly used product; and introduce the role of the Technology 
Insertion Board in the improvement process. 

(U) Following the briefing on Technology Insertion, the speakers will 
provide info~tion on other forums established to address Information 
Technology issues. A question and answer period covering all topics 
addressed will conclude the presentation. 

(U) The pre~entation is open to all cleared personnel. For those who 
cannot make the trip to the OPS campus, the presentation will be 
broadcast on NEWSMAGA:ZINE Channel 16 and will be videotaped. Contact 
the CISI secretary to borrow the tape for viewing in your_office • 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
III/II//I//II/I/II//I//I//II/II/II/IIIIII//I//I/III//I////I/I//III//I/I/ 

5. (U) ACTION LINE 

(U) QUESTION: 
boards chosen? 

•How are members of Z Office-level-and-above promotion 
How are the chairmen chosen? 

(U) ANSWER (provided _by M3Z) 

~ M3Z goes out with a memo-asking for nominations from each Office to 
sit on the new board. Each Office makes submissions and the list goes .to 
Chief of z. He.will select from the list and also selects a Chairman, 
a female rep and a minority rep. Each board member serves for 2 cycles. 
They must be one grade higher than the grade for which they serve. The 
15 board is made up of Office Chiefs due to grade level. Feel free to 

. • • • .1 (b) (3)-P.L. 86-361 

-----------------------r 
9/23/2010 
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call M3Z atl I for additional information about the boards . . . . . 
...•.....•....••..•.••••• :.;~~~·~,······································· . . . . 
ll////l/ll/l////////ll///ll/lll//l/ll//11/rl✓ il.lll////l//l//ll/l/l/l/l//l 

6. (U) CRYP'l'OWGrc ar=Y ••••••• ·1 (bl 0,-P.L. $6-361 
a. (U) Cryptanalysis Postage Stamp •• •• •· .. .. 
CU) A 29-cent postage- stamp was issued in 199i-~o .. ~ommemorate 
cryptanalytic successes in WWII. The desi!1!}.~ncludes a page of cipher 
(PURPLE 9an be seen at the top), a req~l:mbil, and a set of headphones. 
There is a line of text at the botto~•of the stamp which reads •Allies 
decipher secret enemy codes, 1~4z,; The stamp is part of a sheet of. 
ten stamps comm~orating yari,.ous war-related events that took place in 
1942. This sheet is ' •available at.face value ·from the U.S. Postal 
Service • .J1.wi_.---~~~~will be ordering a quantity of these sheets 
later thi you are interested, send a message to him at .._ _____ _ 

indicating the number of sheets you want . 

······••nnHHNW ■ lfH ■ RltNUBllll ■ WIIIIWll ■ RIINtl ■■ HNtl.H ■■ tlll•········ .. ·······••n ■■ llft ■ 

//I/I/II////I/I/II/I/II/II//II/I/I//III//II/I/I./II/IIII/II//III//II/I/I/ 
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7. . a . ....... . 
(U) COMMUNITY SERVICE 

a. (U) CLA Banquet Announcement . . . 
(U) The Crypto-Linguistic Association is very jg~t-un~t"e"td have for 
its guest speaker this yearl _J author, Washington 
editor of the Atlantic Montli~l~y-, .... N~a~t~i~o~na""'""!l~Pu::"""lb~l~ic Radio commentator and 
Asian expert. He will speak on the topic of his latest book, 
"Should We Hate the Media?" 

(U) In addition, the winners of the 1995 Jaffe, Rochefort, andl._ _ _.-~ 
Awards will be announced at the banquet. Come celebrate 31 years of: 
fellowship and linguistic adventure and excellence! 

(U) Below is additional information about the keynote speaker: 

Harvard Crimson President, 1969 
Harvard University (B.A.), 1970 
Queens College, Oxford (Rhodes Scholar, 1970-1972) 
Washington Monthly Editor, 1972-1974 
Texas Monthly Editor, 1974-1976 · 
Chief Speechwriter for President Jimmy Carter, 1977-1979 l(b) (3)-P.L. 86-36! 
Washington Editor of the Atlantic Monthly, 1979-present 
One of five finalists for National Book Critics Circles Award for • 

general non-fiction, (National Defense), 1982 • 
American Book Award in general non-fiction, (National Defense), li83 
National Commentator, National Public Radio. 1987-present • ♦ 

He has written the following non-fictional works: 
The Water Lords, 1971 
Who Runs Congress, 1972 .• 
National Defense, 1981 • ♦ 
More Like Us: Making America Great Again, 1989 • 
Japanese Education: What Can It Teach American•Schools, 
Looking at the Sun, 1994 • • 

1990 

9/23/2010 
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I lhas just written another book (and the sub;ect of qis 
- speech)--"Breafcing·t:ne·~ews: How Hie Media·underml~e berl~a"n· •••• 
Democracy.• 

Tickets ($12.95) will be on sale until 28 May and may be purchased 
>from· any of the members listed below: 

Page? of9 
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8. (U) PUZZLE CORNER 

a. (U) Solutions to Previous Puzzles 

Puzzle #1: Cheese and Fleas 

Waldo, Basil, M9lly, two wedges of cheddar, two wedges of mozzarella, 
and Rufus the dog are going to the annual Cucumberland cheese 
competition and dog show. Waldo's little sports car can only seat two 
objects at a time; Waldo, Basil, and Molly can drive the car. If 
Waldo is not around, Basil will eat the cheddar. If Basil is not 
around, Waldo will eat the mozzarella. If Molly is not around, Rufus 
will eat the cheese and bite Waldo and Basil. Can they all get to 
Cucumberland without anything bad happening? If so, what's the 
smallest number of trips needed, and who and/or what goes in each trip 
(each way counts as one trip)? 

Answer: 

Yes, they can do it, and the smallest number of trips is 17. There are 
essentially two ways of doing this in 17 steps. One is: 

Molly and Rufus; Molly; Molly and cheddar; Molly and Rufus; Waldo and 
cheddar; Waldo; Basil and Waldo; Basil; Molly and Rufus; Waldo; Basil 
and Waldo; Basil; Basil and mozzarella; Molly and R~fus; Molly and 
mozzarella; Molly; Molly and Rufus. 

The other method is to do this in reverse. Another way of looking at 
it is that we're swapping cheddar and mozzarella, Basil and Waldo, 
since from the point of view of the other restrictions, this changes 
nothing. 

Correct answers were received from and 
I I .................. ~.-.-----------.~.~ 
. . ••••••••••••••~1•(•b-)-(3_)_--P.-L-.-8-6 ___ 3_6,, 

. . . . . ,----------------------r 
9/23/2010 
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Puzzle 2: Rumor Mill 

Waldo is having a party and has 50 guests, among whom is his brother 
Basil. Basil starts a rumor about Waldo; a person hearing this rumor 
for the first time will then tell another person, chosen uniformly at 
random, the rumor, with the exceptions that no one will tell the rumor 
to Waldo or to the person they heard it from. If a person who already 
knows the rumor hears it again, they will not tell it again. What is 
the probability that everyone, except Waldo, will hear the rumor before 
it stops propagating? 

Answer: 

Let person one be the -initiator, and person m>l be the m'th person to 
hear the rumor. Then the probability that person m will give the 
rumor to a person who hasn't heard it yet is (48-(m-2))/48, since there 
are 48 people who can hear the rumor, and of these, m-2 have already 
heard it. Thus the probability that the rumor will propagate to 
everyone is the product (50-2)/48 * (50-3)/48 * * (50-49)/48, which 
equals 48!/(48A48). 

Correct answers to problem #2 were received from I I .J-----~ 
. . . . . 

•••••nnn••••••nn••••••••••••••~•••~•••••••••••~••••••••• ■■ nnnRHn ■■ •••••• 

b. • •1 (b) (3)-P.L. 86-361 
(U) May Puzzles. _ _ 

• • • • • • • ♦ 

Answer •tt:J>er-or"lioth"~~zles, and send solutions to~1-------~ (U) 

I 
Puzzle 1: Turophile Teaser 

The Cucumberland grocery has six cheese wedges of different sizes, 
weighing 15, 16, 18, 19, 20, and 31 pounds. Five wedges are cheddar, 
and only one wedge is mozzarella. Waldo bought two wedges of cheddar, 
and Basil also bought cheddar, but twice as much by weight as Waldo. 
How much does the mozzarella wedge weigh? 

Puzzle 2: Island Quandary 

Waldo mentioned the problem they had getting to the Cucumberland fair 
recently (see last month's puzzle), and Mortimer recalled a similar 
occurrence from his days as a boy. It seem that three couples staying 
on an island wanted to cross the water using a boat that could only 
hold two people at a time. In those days, it was considered improper 
for a woman to be with a man who was not her husband unless her husband 
was also present. How many trips were required? Each way counts as 
one trip. 

IINIIIIHNnNlfftN ■■ 11 ■ 11nnnnu ■■■ IIWllftll ■ Wll'llftll ■■■ 11n ■■ ••·····················••11•1111 ■ 

/III/I////III//I/I///I///////II/II/I/I//II//II//I///II////I/I//II/I//III 
######################################################################## 
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9. (U) EDITORIAL CORNER 

REMINDER: Submissions for-the June issue are due by May 24th. 
I (b) (3)-P.L. 86-361 . • . . . 

PLEASE NOTE: All submissions must be in ASCII format, _a.pa: with the 

. .---------------------r 
9/23/2010 
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implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any comments or suggestions, please subnit them to 
any member of the editorial board. 

tf'O~ EDITORIAL BOARD 

Page9of9 

.------------------------r. 
• • ] lb) 13) -P-L. 86-361 
, ., 

• 
Jack Ingram, CryptOlogio History Muse,mr • 

• . • 
. • • . 

• 

.. • . . 
• 

• • • • . . . . . . 
• • 

.. 
• 
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rr~, ~•rf"r),-- i ,r r,1 ,, ... 1--, 
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Dl!Rlllll!D l'R0M: NBM:SSM 123-2., 
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1. (~ PERSPECTIVES IN CA - Each month this•~ewsletter features the 
perspe?tive of a CA Senior on a CA topiq.0~ 0 his/her choice. This month 
we are pleased to featureLl ______ _.l Chief Z03. 

------------------------------------------------------------------------CRYPTANALYSIS FROM BOTH SIDES OF THE FENCE (U) 

(U) Let me say first that I was quite. surprised and flattered to be 
asked to write for this publication. My instructions have been to pick 
any CA-related topic and to make it brief. For those of us who have 
worked at the Agency for three decades, there ~re of course countless 
"war• stories but I thought that I would focus on the issue of.change, 
and the effect that change is going to have on us functionally and 
psychologically. 

~At the risk of oversimplifying, cryptanaiysis from post-WWII to the 
late 80's was a relatively stable process in terms of culture, 
technology, targeting and defini.tion. Of course there has been growth 
over these 40+ years, but it has te_nded to be steady growth prompted by 
a reasonably predictable target set and a general feeling that, in the 
CA community, we understood what cryptanalysis was and how to continue 
doing business as usual. With the dissolution of the Soviet Union and 
the rapid evolution of complex and ubiquitous telecommunications 

Approved for Release by NSA on 09-28-2023, FOIA Case# {61704 

L..-------------------------······ 
!{b) (3)-P.L. 86-361 9/23/2010 . 



June 1996 TALES OF THE KRYPT 
Doc ID: 6823805 

technology, we have had to deal with a sudden redefinition of 
cryptanalysis itself. Before I plunge into the future, allow me to 
reminisce a bit to·give you some idea of the flavor of one of my early 
experiences and the role that it played in keeping me enthusiastic 
about cryptanalysis to this day. 

~For me, cryptanalytic life in the 70's was good. The goals were 
clear (at least in my naive view at the time), the issues were simple 
and morale was high. The adversary technology we were up against was 
far simpler than that confronting us today, traffic volumes were low 

_and cryptanalytic problems were difficult but more than occasionally 
tractable. wo~k hard, work together, successfully attack tough 
problems, make decrypts, win big. No problem. 

~ My first recollection of working in such an idyllic environment 
was in G41 in the early and mid 70's. For those of you too young to 
remember one of the r 

("r'S@o) The working conditions at the time, especially in the tube room, 
were something far more akin to a MASH unit than the pristine 
environment of today. {ED. NOTE: For those who may not remember them, 
tube rooms were where the computers resided, and you had to sign up to 
use them - desktop computers were unknown at the time! } We blindly 
worked endlessly long hours (or so we say now), with food remnants and 
overflowing ashtrays very much the order of the day. I can remember 
dozing off at the tube at 3 AM while waiting for an important 

I ~r other program to complete and then feeling totally 
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(b) (1) 
(b) (3) -50 USC 3024 (i) 
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energized wl!n .t.•hit it big•. These were the greatest days, and, if 
nothing else, they s~~ to motivate me for the rest of my career. If 
you've had this sort of eiettric;, experience, you will know exactly what 
I mean. While I was very much an°6rd.i.t1,ary player in an outstanding 
cast, I was left forever with the belief chat J could prevail over 
tough problems and survive some dark days if need be.~ithout getting 
discouraged. I will forever be in debt to those with whdm ~.worked 
during those years 1970-1978. One might argue that, in terms"o?•s:ooiNT 
bang for the buck, some of the subsequent ro rams with which I h •. •.•_!(b) (3)-P.L. 86 _ 36! 
been associated since t !!lJ. ••••••••••••••••••••••••••••••• 

However, in terms of contributing to 
ong-tenn positive professional values, my early experiences.in G41 are 

second to none. 

~· Enough nostalgia. If those early years were one side of the 
cryptanalysis fence, our present and rapidly approaching future are the 
other and, as a community, we need to·be mentally prepared and 
motivated to successfully tackle.a stunning volume and variety of truly 
daunting technological problems if we are to build on our past level of 
success and remain relevant in the eyes of our customers. We all have 
to get used to the reality that cryptanalysis of the future is going to 
require a far broader range of technical skill coupled with a 
sophisticated understanding of telecommunications and how to target 
every facet of the telecommunications path. Cryptanalysis, if defined 

....--------------------------r ·. _I (b) (3)-P.L. 86-361 
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•merely• to be the analysis of enciphered communications and nothing 
more, will become irrelevant without a substantial in 
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I e 1eve that, intellectually, we all lmow. 
t s to be true. The big juini,. :Ls. going to be to make the cultural and •. 
emotional adjustment necessary to ndo 09ly force us to organize and 
function in this new way, but to lead us•t~•dq, so with "the same 
self-sustaining enthusiasm we brought so successfully to the Cold War 

• 

cryptanalytic mission. - • • • • •• . . . . . . . . . (U) With skill, experience, belief in the value of the Agency's 
mission, and sheer force of will, we will .prevail over many of the 
critical problems facing us. Success, after all, is not really all that 
tough. You decide where you need to go, and then do whatever it takes 
to get there. The problems of the 21st century will be vastly different 
>from those of earlier decades, but mental toughness, persistence, risk 

. . . .. : 

· taking, and aggressive leadership will, as always, be essential 
ingredients in our productive future. I have had an exceptionally 
gratifying career and have had the good fortune to work with many fi~e 
professionals. My wish is that when each of ·you look ba~k ~n your 
careers, you are left with the same lasting feeling. Good luck. 
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2. (U) CALENDAR 
• 

June 4 CLA Banquet, "Should we Hate the Media?•, .• I I (Canine Suite, 1130-1330) •• • 

r:-::1 • • ;~~ •6• • • .,_P_en __ an_d_C_u_r_s_o_r,. Luncheon, •Freelance w,:-l~ing•, 

L..::..:.:.:J • • • • • • • • • i I (Canine Suite, 1200.-).id.OO) 

• 

June 18 
. . 

KRYPI'OS Talk; •A Crypto-TA Snress. Story•, I . . 
(Friedman, 1 00) 

• 
June 18 Science & Engineering Society, June Symposium,• 

(R&E, 1300) • . 
June 26 KRYPTOS Talk, Cecil Phillips, •More on the VBNONA 

PLAN AHEAD 

Sep 17 

Nov 19 

Nov 18-22 

Releases•, (Cryptologic Museum, 1000) • 

KRYPTOS Talk (Subject/Speaker to be Anno\f.!lced) 
(Friedman, 1300)· • 

• KRYPTOS Talk (Subject/Speaker to be Anllounced) 
(Friedman, 1300) : 

• 

• 
• 

• 

. 
• 

• 

CONSCRYPI' '96, at DSD • 
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a. (U) CAPQE 

~ The 57th Professional Qualification Examination in 
Cryptanalysis {CAPQE) was given on May 21 and 22. The format was 
modified slightly this year to make it a two-day (morning only) exam 
rather than three-days, as it was in past years. Aspirants needed to 
answer 9 problems out of 16 correctly to pass. The passing rate in 
previous years has been around one-third, and this year was no 
exception. Eight out of 24 passed, and scores ranged from a total of 1 
right to 15. 

n ■■ n ■■■ unne ■ nnn ■ n• ■ ••••••••••••••••••••••••••• ■■ RH ■■ ••••••••••"•••••••••• 
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b. (U) RECENT CERTIFICATIONS 
(b) (3)-P.L_. 86-36 

~ Congratulations to 
Cryptanalysis this month! 

. . . . ........ 
on becoming certified in 

c. (U) NEW CA PROFESSIO~ALIZATION CRITERIA 

~ We"ve been announcing its imminent arrival for a while now, but 
the revised criteria· for professionalization in cryptanalysis is almost 
ready to hit the streets. It has been through all the pertinent 
channels ~dis awaiting the signature of the Chief of MS in order to 
become an official career development document. We expect to be able 
to disseminate it in June. 

H ■■ n ■ nN ■ Rfl ■ Hwn•••••••••••••••••••••nn ■ fl ■■ n ■ nn ■■ n ■ wn ■ nn ■■■■ n ■■ nn ■ nnn ■■ N ■■ Nn 

d. (U) NEW CRYPTOLINGUISTIC CRITERIA 

-~. The Language Career.Panel has developed a set of crit~ria for 
professionalization as a Cryptolinguist. It, too, is awaiting Chief, 
M8's signature. If you do bookbreaking, depth reading, or other 
cryptolinguistic work in a foreign language, this may be the 
certification for you! 

II/I/III/III/I/I//////I/I///I/IIII////I/I//I//II//I///I///J/I//III/III///I 

4. 

a. 

{U) KRYPTOS NEWS 

(U) June Talk 

~ This briefing will include an 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

explanation bf the state-of-the-art . 
analysis called Crypto-TraffictAnYJ&~!]jJUi...AIW.....a.....w~::z:.;WJ:...:u:m...LJ.1t;...lu;l.liL--, 
successful research ro·ect on 

II///II/I/II///I///II//I///II/I/I//II/II//I/////I//II/////III//I//I///I/I 

5. (U) TECHNICAL HEALTH 

a. (U) CA-305 RECAP 

..... •!(b) (3)-P.L. 86-361 
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6. (U) CRYPTOLOGIC HISTORY 

a. (U) BIOGRAPHY - Elizebeth Smith Friedman (1892-1980) 
· {With thanks.to the Cryptologic Almanac) · 

Elizebeth Smith Friedman - wife, mother, writer, Shakespeare 
enthusia~t, cryptanalyst, and a pioneer in the field of U.S. 
cryptology - died on 31 October 1980 in Plainfield, New Jersey at the 
age of 88. Although she is often referred to as the wife of William 
Friedman, she enjoyed many successes in the field of cryptology in her 
own right and has been dubbed "America's first feQ1ale cryptanalyst.• 
In fact, although her husband is credited with numerous contributions 
to cryptology, it is Mrs. Friedman who introduced him to the field. 

Not only did she coauthor a book with her husband and write many other 
technical papers, she was at times employed by many important agencies 
whose mission was crucial to matters of national concern and defense. 
She work~d for the U.S. Treasury Department, the U.S. Navy, the U.S. 
Army, the Canadian govern.~ent, and following government service - the 
International Monetary Fund, to name a few. Friedman's career spanned 
both World Wars, but it was for the period in between that she earned 
notoriety for her contributions to the international drug and liquor 
smuggling problems. 

Pre College and Early Career Years 

Born in 1892 to John M. Smith, a Quaker dairyman, banker, and 
politician and Sophia Strock Smith, Mrs. Friedman was the youngest of 
nine children. The special spelling of her name is attributed to Sopha 
Strock Smith who held a strong passion against Elizebeth ever being 
called Eliza. With all that is known about her; early childhood 
information is virtually nil. A frail child, known to have a weak 
stomach, she battled nausea for all of her life. She was energetic, 
impatient, and at best strongly opinionated with a disdain for 
stupidity. She is known to have been a hairdresser, seamstress, and 
fashion consultant whose talehts were often exploited by her friends. 

After briefly attending Wooster College in Indiana, she graduated from 
Hi.llsdale College in Michigan with a major in English Literature. 
Having exhibited her interest in the languages, she had also studied 
Latin, Greek, and German and minored "in a great many other things.• 
Only she and one other sibling were privileged to attend college. 

Sometime thereafter, Mrs. Friedman became a professional, probably 
without a clue that a great career would eventually ensue. Prior to her 
employment with the Newberry Research Library in Chicago, she was a 
high school principal for at least a year. A great Shakespeare 
enthusiast, it is suspected that she was attracted to Newberry because 
of an •original Shakespeare folio• known to be there. In 1916 while 
working at Newberry, she was recruited by George Fabyan to·work on 
his 500-acre estate. 

Circumstances Surrounding Friedman's Recruitment To Riverbank 

Interestingly enough; we are consistently told about Mrs. Friedman's 
recruitment, but are always left with the btjrning question of how this 
all came about. How did Fabyan come to recruit Freidman? What brought 
Mrs. Friedman to Newberry was her independent search for employment 
following a lack of leads through an ~loyment agency. By all 
indications, Mrs. Friedman's job as principal was shortlived because it 

.--------------------------r····· 
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was not quite what she wanted to do in life. Armed with her enthusiasm 
for Shakespeare, she was in search of a job that would allow her to do 
research; she wanted to do something different. 

The librarian with whom Friedman interviewed on her first day is 
credited for having made 4 phone call that would change the then Miss 
Smith's life forever. She conveyed, in her telephone conversation, 
Smith's love for Shakespeare, among other ·things. Colonel Fabyan, a 
wealthy textile merchant, was on the line; he would be right over to 
see Miss Smith. They would meet and discuss the advent of life at 
Riverbank. At his great estate located in Geneva, Illinois, Miss Smith 
would assist a Boston woman, Elizabeth Wells Gallup and her sister, 
with Gallup's attempt to prove that Sir Francis Bacon authored 
Shake~peare•s plays and sonnets using a cipher that was supposed to 
have been contained within. 

Riverbank An Extraordinary •Think Tank• Facility 

Miss Smith had arrived.at.an extraordinary compound consisting of 
three parts separated by a highway and river. There were housing 
facilities for the workers, a villa for the Fabyans, and research 
laboratories. Not only would there be a department of ciphers, there 
were.laboratories devoted to acoustics, chemistry, and genetics. The 
staff enjoyed luxurious accommodations, maid service, and elegantly 
prepared and served meals. Nothing about Riverbank seemed simple. Most 
everything about the estate was awesome. 

The Fabyan '.s villa, which contained one of two massive pipe organs, was 
centrally located. It was also home to the many animals Mrs. Fabyan so 
dearly loved and accumulated over time. The •small zoo• was refuge to 
purebred dogs and race horses, peacocks, bears, a hive of bees, and a 
pet chimpanzee known to have •roamed unfettered about the house.• Even 
the grounds were extraordinary. There were sunken gardens, an authentic 
Japanese garden, a waterlily pond with high and low arched bridges 
spanning it, a waterfall over a huge rock mound, enormous trees, an 
antique German windmill, a greenhouse filled with rare plants, a Roman 
pool, and ori the banks of the Fox river - a lighthouse. 

Mrs. Friedman's Employment as~ cryptanalyst for the U.S. Navy 
followed in 1923. This led to her employment with the U.S. Treasury 
Bureau of Prohibition and the Bureau of Customs. The net effect of 
her career is quite significant and embraces cryptology against 
international smuggling and drug running in various parts of the world. 
~he smugglers and runners resorted to radio and encoded messages to 
conduct their operations presumably with a great sense of security. 
This, however, would become a mistaken notion now that Mrs. Friedman had 
come to Washington. A more detailed account of her contributions 
will be dealt with in another almanac article. 

During the post WW II era, Mrs. Friedman became a consultant and 
created communications security systems for the International Monetary 
Fund. 

A longtime Shakespeare enthusiast, Mrs. Friedman and her husband, 
after retirement from government service, collaborated on what was 
published as "The Shakespearean Ciphers Examined." It won awards from 
the Folger Shakespeare Library and the American Shakespeare Theater and 
Academy. In this document the Friedmans dismissed Baconians s~ch as 
Mrs. Gallup and Ignatius Donnelly with such technical proficiency and 
finesse that the book w9n far more acclaim than others addressing the. 

. . . . j(b) (3)-P.L. 86-361 
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subject topic. Reflectively, the work that Gallup had done earlier 
operated on two assumptions: one was that Bacon invented a biliteral 
cipher, and that the cipher used in the original printed Shakespeare 
folios employed "an odd variety of typefaces.• _The Friedmans however, 
•in a classic-demonstration of their life's work,• buried a hidden 
Baconian cipher on a page in their publication. It was an italicized 
phrase whicb, using the different typefaces, espoused their final 
assessment regarding the controversy: "I did not write the plays. F. 
Bacon." Their finalized document is regarded as the definitive work, 
if not the final word on the subject. 

Following her husband's death in 1969, Mrs·. Friedman devoted much of 
retirement life to compiling a library and bibliography of her husband's 
work. This "most extensive private collection of crypt9logic material 
in the world• would finally be prepared for the George c. Marshall 
Research Library in Lexington, Virginia. 

Elizebeth Smith Friedman - wife, mother, writer, Shakespeare 
enthusiast, cryptanalyst, and cryptologist, as evidenced by the life 
she led, is truly a legend in her own time. 

Page9 of12 
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(U) Elizabeth Smith Friedman - A Pioneer in the Field of Code-breaking 

"OUR OFFICE DOESN'T MAKE 'EM, WE ONLY BREAK 'EM;• uttered Elizabeth 
Smith Friedman to a representative of a code building company who came 
to sell his wares and to tout their precious worth. And •break 'em• she 
did many times over for many years against many targets. Quite 
admirably, she did all this without the·aid of calculators or 
computers and with only a basic background in mathematics! Her 
successes led to the conviction of ·many violators of the Volstead Act 
during Prohibition Years. 

While the 18th Amendment of 1919 forbade the manufacture, sale, import, 
or export of intoxicating liquors, the Volstead Act forbade the 
consumption of such beverages. However, prevailing conditions during 
those days encouraged illegal activity. 

Further, as radio equipment became less cumbersome, less conspicuous, 
and more sophisticat_ed, it afforded the c;riminal element another means 
to circumvent the law. To avoid taxes, etc., they smuggled mainly 
liquor, and to a lesser degree - narcotics, perfume, jewels, and even 
pinto beans. Rumrunning and bootlegging were typical, and related 
enciphered communications were passed by persistent anti-prohibitionists 
to protect their operations. 

Anti-prohibitionists provided Friedman and her team of cryptanalysts 
with •beaucoup• opportunities to hone their cryptanalytic/ 
codebreaking skills during her employment with the U.S. 
Treasury Department. She led the cryptanalytic effort against 
international smuggling and drug running radio and.encoded messages 
which the runners began to use extensively to conduct their illegal 
operations. Even though early codes were very basic, their subsequent 
change in complexity and resistance to solution was predicated on the 
financial success and growth of the operation. The extent of 
sophistication seemed to pose no problem for Friedman; she still 
mounted successful attacks against both the simple substitutions and 
transpositions and the more complex enciphered codes which eventually 
came. into use. While working for the Coast Guard office and the 
Bureau of Foreign Control during the Prohibition era, she solved over 

----------''-------------------1····· 
!(b) (3)-P.L. 86-361 

9/23/2010 



June 1996 TALES OF THE KRYPT 
Doc ID: 6823805 

Page 10 of 12 

12,000 rumrunners' messages. 

She also perceived the need to lodge a more dedicated effort against 
suspected communications. By 1931, she had convinced Congress of the 
need to create a headquartered, seven-man cryptanalytic section for 
this purpose. As her cryptanalytic responsibilities began to mount, 
Mrs. Friedman sensed the need to teach other analysts basic 
cryptanalytic fundamentals to includedeciphering techniques. This 
allowed her ample time to attack the more atypical new systems as they 
cropped up and expedited the entire process from initial analysis 
through to solution. It also allowed her to stay one step ahead of the 
smugglers. 

Although Mrs. Friedman worked closely with her husband as a team, many 
of her contributions to cryptology were of her own doing. She 
deciphered many encoded messages throughout prohibition years and 
solved many notable cases singlehandedly, including some codes which 
were written in Mandarin Chinese. As has been d~termined, the 
complexity or difficulty mattered not. After fifty years at her 
business, Elizabeth Smith Friedman had indeed proved to be a pioneer in 
the field of cod~~breaking. 
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7. (U) PUZZLES AND PROBLEMS 

a. (U) June puzzles: send answers to either or both puzzles to ,...::..;-~~==--..;;;.;;;.;;;~a........==,-1 

Puzzle #1: Easy S1.llll 

Consider the sum: 

..................... ...... 
• !(b) (3)-P.L. 86-36! 

ABC+ DEF+ GHI = JJJ 

If different letters represent different digits, and there are no 
leading zeros, what does J represent? (Note, the question only asks 
for J - there may be several possibilities for the other letters.) 

Puzzle 2: Hard SUm 

No instructions. When you get the right answer, you'll know it. 

HARD+ HOKY = LOLY 
HOKY +CIA= PYKYL 

------------------------------------------------------~---------------b. (U) 
popular;: 

Answers to·last month's puzzles (which proved to be very 

Puzzle 1: Turophile Teaser 

The Cucumberland grocery has six cheese wedges of different sizes, weighing 
15, 16, 18, 19, 20, and 31 pounds. Five wedges are cheddar, and only one 
wedge is mo.zzarella. Waldo bought two wedges of cheddar, and Basil also 
bought cheddar, but twice as much by weight as Waldo. How much does the 
mozzarella wedge weigh? 

(b) (3)-P.L. 86-36 
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Answer: 

Waldo must-have bought at least 31 pounds of cheese, so Basil must have 
bought three wedges, since the two heaviest wedges togeth~r only total 
51 pounds. Since Basil bought twice what Waldo bought, the total 
amount of cheese bought by the two together equais three times that 
purchased by Waldo alone. Now, the total weight of all the wedges at 
the grocery divided by 3 leaves a rema,inder of two, so the mozzarella 
wedge must leave a remainder of 2 when divided by·3. But the only such 
wedge is the 20 pound wedge, thus the mozzarella wedge must have 
weighed 20 pounds. 

Correct answers w 

Puzzle 2: Island Quandary 

Waldo mentioned the problem they had getting to the Cucumberland fair 
recently (see last month's puzzle), and Mortimer recalled a similar 
occurrence from his days as a boy. It seems that three couples staying 
on an island wanted to cross the water using a boat that could only 
hold two people at a time. In those days, it was considered improper 
for a woman to be with a man who was not her husband unless her husband 
was also present. How many trips were required? Each way counts as 
one trip. 

Answer: 

It can be done in 11 trips. Let W_i and H_i be husband and wife, then 
on such scheme is (there are several others): 

W_l and W_2; W_l; W_l and W_3; W_l; H_2 and H_3; W_2 and H_2; H_l and 
H_2 ; W_3 ; W_2 and W_3 ; W_2 ; W_l and W_2 ; · 

If you assume it is ok for a man to drop his wife off with another 
woman, even if that woman's husband is not present (this was not the 
intention of the puzzle), then you can do it in 9 trips: 

M_l and W_l; M_l; M_2 and W_2; M_2; !l._3 and W_3; M_3; M_l and !l._2; W_3; 
M_3 and W_3; 

Correc 
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REMINDER: Submissions for the July issue are due by June 26th. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
N~A/CSSM 123-2 governs the classifications, please so indicate. 

If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

(~ EDITORIAL BOARD 
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1. ~ PERSPECTIVES IN CA - Each month this newsletter features the 
perspective of a CA Senior on a CA topic of his/her choice. This month 
we are pleased to feature Richard Walton, Head of H Division, GCHQ. 

-----·-------------------------------------------------------------------C'S-Leet The very last thing I did before starting to write this 
article was to prepare a brief preseritation on cryptanalysis for a 
minist~rial visit to GCHQ •. The theme of that presentation is the 
essential key ingredients for maintaining a successful UK cryptanalytic 
capability. It should come as no surprise to any reader of this 
publication that high on the list is a strong and healthy pa.rtnership 
with z _group, NSA. From a perspect_ive of over 50 years of close 
cooperation it is difficult for us to appreciate the i~ense courage 
and foresight of our forebears when they took ·the unprecedented leap 
that resulted in total pooling of the efforts in the most secret art of 
cryptanalysis by two great and powerful independent nations. Even under 
the imperatives of world War this action was unparalleled and 
incomprehensible in t·erms of the accepted norms. The continuation and 
flourishing of this wartime arrangement into peacetime through the 
UKUSA agreement is. an even more incredible achievement. The result has 
been a unique relationship that fuelled the growth of cryptologic 
science and has been the main cause of the enormous success of 
cryptanalysis for both our countries. The relationship has also been a 
significant, though hidden, backdrop to the strong ties of friendship 

8 6-36[ 
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that have existed between our two nations throughout post-war history. 

t:!1 B~ A striking result of our post-war cooperation has been the 
development of modern cryptanalytic science. The popular image of 
cryptanalysis as a black art carried out by a set of rather odd but 
extremely gifted· amateurs could not be further from the truth. The 
modern inheritors of the dilettante tradition are the academic 
cryptographers exen,lplified by Whitfield Diffie or Gus Synmonds. Thes~ 
amateurs work in a vacuum outside the reality of real intercept and the 
practical constraints of the need to provide a timely decryption 
service to meet actual intelligence requirements. In contrast the crypt 
communities at NSA, GCHQ and the other second parties constitute a 
fully professional force with a. serious body of scientific .literature. 
All of us can be proud to be members of that profession and heirs of 
the traditions forged in our shared expe~ience in world war and its 
aftermath. 

~e 888) That well-worn Chinese line about living in interestin times 
has always been a part of post-war ~ryptanal sis. 

in genera •and cryptanalysis in 
particular has won through against the various tides that threatened to 
engulf us. However, this has not been by accident or good fortune but 
by pers~stent attack by our well-motivated professionals who have seen 
their national duty in terms of protecting our most vital secret 
capabilities and preserving them for use in times of true national 
emergency. I hope that we in our turn can find it in ourselves to meet 
today's challenge~ as robustly as our predecessors met theirs. 

r er t ese truths and go forward 
toget er in the spirit of the founders of UKUSA, we will continue to 
provide our respective governments with the capability to retain the 
competitive edge over the rest of the world during the information age. 
Alorie I believe that either one of us would fail. I am·confident that 
we can live up to the standards set by our predecessors and continue to 
share their vision and show the courage to follow in their footsteps 
and so look forward to the next 50 years being as fruitful as the 
last . 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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2. (U) CALENDAR 

• 
♦ 

• 

I (b) (3)-P.L. 86-361 

• • 

• 

Page2 of8 

. 
• 
• 
• 
• 
• 
• 

• . • • ♦ • • , 

I I 
'I) (J1 
• 0 
t< 
• C: 

en 
00 ('l 

"' I W 
WO 

"'"" "' 

9/23/2010 

---====-=-=-=========================-=--=--=--=--=--=--=--=--=--=-::: ___________________ _ 



July 1996 TALES OF THE KRYPT 
Doc ID: 6823808 

July 31 

PLAN AHEAD 

KRYPTOS Literature Contest Deadline 

Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Oct 7-11 

Nov 19 

TOOLFEST '96 (POC: -----~l Chairperson) 

KRYPTO$ Talk (Subject/Speaker to~e Announced) 
(Friedman, 1300) • 

Nov 18-22 CONSCRYPT '96, at DSD 
nnn ■ nn ■ n ■■ Wllftnn ■ ••••••••••••••n••••••••••••••••••••••••'••••• ■ ftn ■ NHNfl ■■ nnn . 
!!ll!lll!l//lllllllllll/l//lll////ll//l//ll//ll//////lll/ll/ill///iilill/i . . . 
3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

a. (U) New Faces . : ...... . . . . . . : . . 
·1 (b) (3)-P.L. 

. . . . . 
cross-trainees.wi.li•~eg{~ tQair"t;aining in CA in July: Two new . . . . . . . . ' 

-I f ~omes frqm. ~ •d'at~ flow position in 'A,.• group, and has 
----~h~a-d-prior.CA•experience . . . 

-I f{s a former Russian linguist curren~ly working at the .._ __ ""!N'!!!'lCP.S!!" .... 

We welcome them both to. the career field. 

11 ■ a ■ NN ■ HltllHHffllH ■ llltlf ■■ IIHft ■ lfWltllflllftllllllll ■■ •nn ■ ••n•••1111••·· .. ····••11t1ftllllll ■■ HH ■ flll 

b. (U) Congratulations Due 

of,i!Ql'JQ.l. Congratulations are in order for two interns r•ho 
this month: LI _______________________ _._ 

were promoted 

■ HftHHH•11•n ■ n ■ N'!ll ■■■ n ■ 111111111n ■ 11•11••··••1111 ■ •11••· .... ••n••••1111n1111w ■ n11 ■ 1t ■ N ■■ R ■ IIII ■ 

c. (U) New Cryptolinguist Professionalization Criteria 

f'P8WQ.) The Language Career Panel now offers a professionalization 
in cryptolinguistics. If you are interested in finding 
out about this opportunity, please contact h114@nsa. 

•••••••• ■ n ■ ftffH ■ ft ■■ wR• ■ •"•••n•••••••••••••••w ■■■ un ■ ••••••• ■ w11w ■ 11nw ■ un••••••• 

/l/l//ll/ll/ll/l/l//lll//////l///////l///l/ll///l///ll/////l/l//l///l//ll/ 

4. (U) KRYPTOS NEWS 

a. ('!"690+ Norman Roberts Award Nominations Due 

(EOUO) In recognition of Norman Roberts' talent for nurturing the skills 
of junior analysts, the KRYPTOS Society established the Norman Roberts 
Award, presented annually to a junior cryptanalyst, at NSA or GCHQ, who 
has made an outstanding cryptanalytic contribution. Norman had 
joined GCHQ in 1975 and won the respect and admiration of his 
colleagues for his innovative ideas and particularly for his ability 
to train and inspire younger analysts up to his untimely death in 1990. 

____________ ;_ _____________ -r······ J (b) (3) -P. L. 86-36! 
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"'('l'e~ Any KRYP';['OS member may nominate any NSA or GCHQ employee who 
has approximately five years' service as of 31 July 1996, and who has 
made an outstanding contribution to cryptanalysis or a related 
discipline. (For a nominee with more than five years of CA experience, 
the citation should.explicitly draw the judges' attention to that 
fact, and explain why the nomination should be considered as falling 
within the overarching purpose of the Roberts Award.) The nominee does 
not have to be a KRYPTOS member. The nomination must include the names 
of the proposer and the nominee, together with an account of the work 
which attracted the nomination. It may be classified up to TSC. 
Nominations are due by 30 August, and should be mailed tr the KRYPTOS 

Society secretary,IL----------------------.-. 
•••"wnn ■ ••••••••••••••••••••••••••••••••••••••••••••••••••~••••••••n•••••• 

b. (U) Literature Contest Deadline Extended 
♦ 

t°l"eYQ.) To ensure that judges and authors on both sides of the •Atlantic 
have enough time to submit and evaluate papers, we have extended.~he 
deadline for submission to July 31st. Papers still have to have l:f~en 
written between 1 July 1995 and 30 June 1996. •. 

••••••••••••••n••••••••••••••••••••••••••••••••••••••••••••••••••••••~••••• 
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c. (U) KRYPTOS Home Page Created for NSA Web ·,~(_b_)-(3_) ___ p ___ L ___ 8_6_-~3-,,61 

• • • • • • • • • • : I 

~ Thanks to the hard work of l C • th~;e• i~ now. q. •KR~PTO~ 
Home Page on the Web! To access i t...__u_s_e_t-:h,-e~followi:qg. URL 

..-------------------r ... 

* To reach a URL directly, do the following: 

Select the "open" button (Top of the page in Netscape, bottom of the 
page in Mosaic). An •Open locatio1;1• window will appear. 

- type the URL in the space provided 
- select the "open button• in the "Open location·" window 

You'll be taken directly to the location you typed in. 

For even faster connec~ions, do the following: 

- display the email message or file that contains the URL address 
- open Netscape or Mosaic 
- Select the •open• button in Netscape or Mosaic. 
- using the left mouse button, highlight the desired URL in the email 

or file 
- move your cursor to the space in the •Open location• window for 

entering URL's 
- press the middle button on your mouse. The URL you highlighted in 

the email should be copied to the the- entry space in the "Open 
location" window .. 

- select the "open button• in the •Open location" window. 

d. (U) volunteers wanted !{b) (3)-P.L. 86-36! .......... ·. \ . . . . . . . . . . . . . . 
li~ 0 th~°Chairperson for the Annual :~~r Awards Banquet, ,...._ ____ _ 

♦ 
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and she would be happy to have sotne additional helpers on her committee. 
If you are interested, please give her a call onl I 

• • •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
l/lll/ll//l//lllll//l/lll//ll//ll//l//llllllllllllll///ll}I/III//II//II//I 
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S. (U) TECHNICAL HEALTH •,;.· -------. - . I (b) (3)-P.L. 86-361 
DT Research~ and Advanced Technology i\rogr,llVl • (.Pl • • • • • • • • • • - -

(Submitted byl - . 

1PO~ .The DO THAB is seeking an active role for Technical Track 
participants in the identification, development, and sponsorship of 
projects and initiatives that merit funding by the Research and 
Advanced Technology ·program in DT. This program annually identifies a 
fund allocation to support DO projects that are deemed compatible with 
the goals and ideals of the R&AT program. we are calling for help to 
identify and surface.projects, not to spend money. 

'\'!'0~ This is an oppor.tunity to become involved in developing and 
implementing solutions. It is an·area where technical track 
participants can put their expertise to work in defining future 
systems and processes that will impact their career field. For each 
of the technical track skill areas, we are forming a panel that will 
survey its respect~ve field and develop proposals that.will compete for 
available funds. The skill field reps to the THAB serve as a Technology 
Requirements Review Panel, a subcommittee to accumulate ideas, assist 
with proposal development, and advance the completed proposal. We 
believe there are projects and ideas in all corners of the directorate 
that deserve attention and the chance to compete for funding. The 
process we seek to implement will allow the best to surface and 
survive. 

t'PO~ In short, we would like volunteers from the Technical Track 
membership to lead and participate in, a network of contacts that 
ferret out and surface projects that can coni>ete for funding. We would 
like to establish these networks along career field lines. However, 
this is simply a mechanism to try to cover all bases. It is not meant 
to discourage cross-discipline projects from emerging. This is a 
community service opportunity for the entire membership. Please 
contact your skill field rep if _you would like to participate or 
if you have a project proposal. 

Chair 
Collection 
COll\Puter Science 
Cryptanalysis 
Engineering and Physical Sciences 
Intelligence Analysis 
Language 
Mathematics 
Signals Analysis 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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6. PUZZLES AND PROBLEMS · , l 
• • • • • • • • • ■· • ••••:::I 

July puzzles, Send anjer• .to.ed.th<!I" OJ! both puzz~~ -~ • • ••• • • . 

• . ...------------------:-------r 
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Puzzle #1: Guess the Gambler 

The three of us made some bets: 

First, Waldo won from Molly as much as Waldo had originally. 
Next, Molly won from Spike as much as Molly then had left. 
Finally, Spike won from Waldo as much as Spike then had left. 
We ended up having equal amounts of money. 
I started with 50 cents. 

Who am I? 
HWNa ■ Ufffl•nnwn ■ RR ■■ ••·····························•ft ■ Rftft ■ R• ■ ••··"·"·"""·· 

Puzzle #2: Perplexing Product 

Given that !*CRYPT= ZZZZZZ and that each letter stands for 
a different digit, what's Z? 

tt11 ■ 1111•11 ■■ 11 ■ ••••••• .. •••••11wn11!!!••••• .. • .. ••• .. ••••••• .. ••n ■ n11uu ■ 11 ■■ !il ■ H ■■■■■ n ■ 

Solutions to last month's puzzles: 

Puzzle #1: Easy Sum 

Consider the sum: 

ABC+ DEF+ GHI = JJJ 

~f different letters represent different digits, and there 
are no leading zeros, what does J represent? (Note, the 
question only asks for J - there may be several 
possibilities for the other letters.) 

Solution: 

Since there are no leading zeros•, J must be 7, 8, or 9, 
since JJJ =ABC+ DEF+ GHI >= 100+240+350 = 690. Now, the 
remainder left after dividing any number by 9 is the same 
as the remainder left after dividing the sum of the digits 
of this number by 9. Next note that 
0+1+2+3+4+5+6+7+8+9 has a remainder of O after dividing 
by 9, and since JJJ has a remainder of O, 3, or 6, it 
follows that J must be 9, since it's the only number from 
7, 8, and 9 that leaves a remainder of 0, 3, or 6 if you 
remove it from the sum 0+1+2+3+4+5+6+7+8+9. 

Nigel Hodges provided the following analysis to find the 
number of solutions that the letters A through I have: 

999 = 157 + 462 + 380 for example 

JJJ =ABC+ DEF+ GHI 

To get the full list of solutions, first note that we can interchange 
A, D and G without affecting the sum. Also B, E and H. Also C, F and I. 

Since the sum of the digits on the LHS is 27 and on the RHS is 36, 
we need one carry of 1. 
So we need to solve either 

!(b) (3)-P.L. 86-361 . 
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C+F+I=9, B+E+H=19, A+D+G=8 

or 

C+F+I=19, B+E+H=8, A+D+G=9 

$0, solving one set immediately solves the other. 

Take C+F+I=9, B+E+H=l9, A+D+G=8 

{A,D,G} = {7,1,0} {6,2,0} {5,3,0} {5,2,1} {{4,3,1} 

It turns out that, for each of these, there is a unique.solution for 
{C,F,I}. Obviously this then leaves a unique solution for {B,E,H}: 

{A,D,G} = {7,1,0} {6,2,0}.{5,3,0} {5,2,1} {4,3,1} 
{B,E,H} = {8,6,5} {8,7,4} {8,7,4} (8,7,4} {8,6,5} 
{C,F,I} = {4,3,2} {5,3,1} {6,2,1} {6,3,0} ·{7,2,0} 

Each vertical block of solutions yields 216 solutions so there are 1080 
altogether. 

I 

{A,D,G} = {4,3,2} {5,3,1} {6,2,1} {6,3,0} {7,2,0J 
{B,E,H} = {7,1,0} {6,2,0} {5,3,0} {5,2,1} {4,3,1} 
{C,F,I} = {8,6,5} {8,7,4} {8,7,4} {8,7,4} {8,6,S} 

This generates 1080 further solutions making 2160 in total. 

The solutions form 360 families of 6 each e.g. 

999 = 157 + 462 + 380 
= 157 + 380 + 462 
= 462 + 157 + 380 
= 462 + 380 + 157 
= 380 + 157 + 462 
= 380 + 462 ,.. 157 

Answers were received troml ? ...........................................••.........•.......... ~ ....... . 
Puzzle 2: Hard Sum 

No instructions. When you get the right answer, you'll 
know it. 

HARD+ HOKY = LOLY 
HO~Y +CIA= PYKYL 

Solution: 

JUst a little bit of lateral thinking required: 

. . . . . . . . . . . . 

. . . . · . .. · . . . . . 

Page7of8 

FOUR-+ FIVE= NINE 
FIVE+ 'IWO = SEVEN I (b) (3)-P.L. 86-361 

.------------------r ■ ••••• • ••• 
Answers were received from • 

L---------------,----'.• 
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7. (U) EDITORIAL CORNER 

REMINDER: Submissions for the August issue are due by July 26th. 

PLEASE NOTE: Ail submissions m,ust be in ASCII format, and, with "the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any conunents or suggestions, please submit them to 
any member of the editorial board. 

~) EDITORIAL BOARD 

Page8of8 

.-----;;;.____,;___,;_.;;. _____________ _,~-----1. ■ •••• ■ .••••• ■ ••• • ...... -------, 

• • • • • • • • • • • • • • • • • • ■ ■ ■ ■ ■ ·I (b) (3)-P.L. 86-36 I 
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

THE CLASSIFICATION OF. THIS NEWSLETTER IS :!H!elt!!lf !t\eee 

Return to_ Krytttos Home Page 

NSA U.0P1e fag~ 

r r 1•1 • r H'lr ► rt 
_,,. \. 1 ,, _,,' , •• 

Dl!RIW!D PROM: NSM:SSM 123-2.1 
DA1!D 3 lil!P 1881 

D!rU1551,v ON: SO~ MMIGi!D IIIQADR• 
1».'M 01" SOURCE: 3 Sl!P I BBi 
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*******************************************.***************************** 

~ TABLE OF CONTENTS: 

1. (U) CA Perspective 

2. (U) Calendar 9f Events 

3. . (U) CACP News 

4. (U) KRYPTOS News 

5. (U) Technical Health 

6. (U) Community Service 

7. (U) Puzzles 

8. (U) Editorial Corner l<b) (3)-P.L. 86-361 
• • • • . • 

llllll//ll/l/l/l/l/l/ll/llllllll//lll//lllll/lll/f}itll/l/llllll/lllllll . ~ ' 

1. t'&.) PERSPECTIVES IN CA :- Each month .thl; newsletter features the 
perspective of a CA Senior on a·CA tpp!c of his/her choice. This month 

.. _w;.;.e.;;...a;.;.r;.;.e.;;..:p:;.;l;.ea;.;.s ... e_d;...;t.o ..... f ... e .. a_t_u_r.,.e""'l ___ _,.---11 the deputy chief I I . 
I L •• 
L-----------------~r••••••••••••••••••••••••~~~-(-b_)_(l-1------~ 

---------------------------------------------------------~------------- (bl (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

~ You say you're a Z professional, 4!h? Been here since z was formed. 
Love it here. Want to keep doing what you're doing, getting better and 
better. Dedicated to furthering the CA mission of the finest Agency on 
the face of the Earth. Good for you! z needs more people just like 
you. Now, here's my advice to you: Leave. Get out. Keep us in your 
heart, but go away for awhile. 

~ [To make this paper easier for me to write, I've approached it 
as one z person writing to another. It applies equally well to people 
in any organization.] Given this opportunity to speak my mind on a 
subject of my choosing, r thought I would share my views on 
diversification as an ingredient of a healthy career growth pattern. 
The diversification I'm.talking about means more than getting a ticket 
punched or satisfying requirements for professionalization or tech 
track membership. Diversification means learning to thrive in a 
variety of changing environments, and in today's world, that's a key to 
personal growth aIJ,d profe;:s:,:s:,;:i~o~na,=.lus~u~c~c~e;1susif.o•;...----------------------, 

Approved for Release by NSA on 09-28-2023, FOIA Case i 61704 
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l°l"eYQ,l Diversification cannot be had by going to another organization 
under a temporary arrangement. The benefits kick in only when you 
become a member of a new organization that has culture, values, goals 
and resources substantially different than the one you call home. 

Page·2 of8 

Until you depend on another organization for your performance appraisal 
and your career advancement, you haven't made the sort of commitment 
that true diversification requires. A detail to another NSA 
organization is an easy way. to expand your knowledge of other 
technologies and other missions. But it isn't what I mean when I use 
the term diversification. Let me use some examples to explain why I 
think diversity is worth the effort: Fluency of Thought - When our 
fami~y moved to Germany in 1986, our daughterr--fwas 0 three years"••••••••.• •1(b)(6ll 

old. By the time we decided to. return to the ~four years later, she ••••••••••• ; 
was fluent in German; having attended nursery school, kinde;ga.z-te?l", •prta···· • • • 
two years of public school in classrooms w,Jie:r.e, She" flas" i:iia" ,o!ll:y' • • • 
American .. My wife and J.asked■ a·t~acher 0at ~ne.~as~·school -- who had 
t ht ipl.d.raised cnildren on t!1{~e.eontinents -- how we might help 

eep up her Ge~ .a-ft~r we returned to the States.. "Don't worry 
out whether! (will be able to speak German ten or fifteen years 

>from now,• he said. "She'll-remember for the rest of her life that 
there are at least two ways of expressing every thought that comes 
into her head. That's the real benefit of being bilingual early in 
life.• 

. 
~ Just as linguistic diversity has a permanen·t effect on a child's • 
thought processes, career path diversity can permanently improve a • 
person's ability to see issues from _several di·fferent viewpoints 
simultaneously. That's a very valuable ability, whether you•re~a • 
researcher, an analyst, an engineer or a manager. (By the way, 
cried every day for the first month of German nursery school. ow 
she's flown back to Bad Aibling by herself every summer since she was 
eight, she still speaks German like a native, and her friends and 
experiences in Bad Aibling are her greatest treasures.) 

(~ Breadth of Experience - Let me get even more personal. I 
don't particularly like change, and I tend to try to minimize change in 
my personal life. And I don't mean to suggest that anyone needs to 
make as many career-path turns as I've made -- Counting Cryptoxpath and 
SCEDP tours, I"ve been in nineteen different offices since I came to 
NSA. But I think my own career demonstrates the value of 
diversification to an individual and to an organization. In 1981 I 
left a rewarding job in G43 to take a tour in NSOC. · That ·ob led to a 
position in G7, after which I mana ed the 

e evan e mission. And in the past two weeks I've found that 
several of my recent assignments are directly related to my new job. 
I'm able to do lots of things not because I'm particularly brilliant, 
but because I've done lots of things. Adaptability - Change is getting 
lots of attention nowadays because of the unprecedented rate at which 
factors that influence our personal and professional lives are 
changing. Whether or not you enjoy change is irrelevant: You like it 
or you don't. Trying to avoid change by staying put for as long as 
possible is futile: Your environment will change continuously, and the 

....---------------------------r··· 
!<b) (3)-P.L. 86-361 

♦ --------, 
(bl (1) 

• • (b) (3)-P.L. 86-36 
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better you cope with change, the more satisfied and productive you will 
be. The issue is whether you are abie to use change to your advantage, 
to see change as an agent for personal and professional growth. If 
you are, you will learn to find opportunities to expand your technical 
and organizational base. You will take some risks, but you will ·grow 
accustomed to that, and you may come to relish it. . 

(U) Network - One of the collateral benefits of a curvaceous career 
path is the enlargement of one's network. Having a good network is 
crucial to your ability to make things happen, and making things happen 
is what most of us are paid to do. Your network is simply the people 
whom you know and trust, who do not report to you, upon whom you rely 
for get,ting things done. The more places you've been, the larger and 
more effective your network can be. 

(U) A career path like mine is not for everyone, and I have to confess 
that when I came to Z3 last year, after fourteen years away from 
cryptanalysis, it felt like coming home at last. There's certainly 
nothing wrong with thinking of yourself as a z-Grouper, no matter where 
you go or how long you stay away. But for your own good and for the 
good of the organization, if you ·haven't taken a permanent assignment 
outside z for awhile, you should seriously consider-doing so. 

··············································~·····················~··· I/III//I//II/II/II//II/I/II/I/IIII////I/III/I/I/II//II/II/I//II//I//I//I 

2. (U) CALENDAR 

PLAN AHEAD 

Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Oct 7-11 TOOLFEST 1 96 (POC: !Chairperson) . . . • Oct 17 KRYPTOS Annual Luncheon • . . 

Page3 of8 

•,(b) (3) -P .L. 86-361 
Oct 28-30 C2C Confei:-ence 

Nov 12-14 Cryptanalytic Computing Conference at CCS 

Nov 19 . KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

Nov 18-22 CONSCRYPT 1 96, at DSD 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
I/IIIIII//II//II//IIIIII/III/III/IIIIII/III///III//II/I//I/////II//III///I 

3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

a. (U) New Certification Requirements 

~ The requirements for professionalization as a Cryptanalyst have 
been revised and are currently available from the CA Career Panel 
office. The new criteria offer a specialization in one of four areas: 
Mathematics, Engineering, Computer Science, or Conventional CA. 
Additionally, the Language Career Panel has just released guidelines 
for certification as a Cryptolinguist. If you would like additional 

---'----------------''-----------r •. l<b) (3)-P.L. 86-36! 
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information about either of these certifications, _please contact the CA 
Career Panel office (hlllinsa) onl I for CA professionalization, 
or the ~an~ag~ Career Panel office ! • • • . • l on I '· for 
Cryptol1ngu1st1cs. ' , , • • 

''' . ' .. . 
N ■ If ■ ■ N ■ ft' ■ ■ ■ ■ ■ ■• ■ ■ ■ ■ ■ II II ■ N I ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ .W ■ ■ ■ ■ 11 ■ I ■ ■ ■ W ■■ Ii ■ ■ I ■ ■ ■ Iii ■ I"'-• ■ ■ ■•■,II W 

. .. " ...... .. ... ----------, 
b. (U) Tutors Wanted - Calling all Senior Cryptanalysts l<bl(3J-P.L. 86-361 

~ The Cryptanalysis Career Pa.~el is looking for professionalized 
cryptanalysts willing to work with aspirants for CA certification in a 
one-on-one situation in preparation for the annual CA POE held in May. 
The details of the arrangemehts are to be worked out between the 
aspirant and the tutc;,r. If you_are interested in becoming a PQE tutor 
or want more information,·please contact the CA Career Panel office at 
hlllinsa or on 963-4596(s). 

····················~················································· c. (U) CACP LOGO SOUGHT 

(U) The CA Career Panel is holding a contest during the month of 
August to design a logo for the panel which will be used on the 
Peter Jenks Award plaque, aJ well as for other things in the 
future. Please submit your design(s) to the panel office in 
OPS 2B room 3036D. The winner wili receive an ice cream sundae • 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
//I///II//I///I/IIII//II/I//I//I/I/II/II/III//IIII//J/III/IIIIII/III/I 

4. (U) KRYPTOS NEWS 

a. ~ Call for Peter Jenks Award 

~) This award, jointly offered by KRYPTOS and the CACP, may be granted 
yearly to an individual in recognition of exceptional service and 
contribution to the CA community. This may reflect. work spanning an 
individual's entire career, or be reflective of current and/or unique 
contributions. Potential award recipients include NSA/CSS civilian 
employees.and military assignees who are active in the CA conmrunity. 

~ The President of the KRYPTOS Council and the Chairman of the 
Cryptanalysis Career Panel are responsible for providing the guidelines 
for recommending individuals for this award. The following basic selection 
criteria also apply: 

- The service and contribution must be in the field of cryptanalysis and 
reflect efforts which exceed those expected in the performance on the 
job. 

- Such endeavors may include, but are not limited to, serving on the 
CACP, as a KRYPTOS officer, as a member of a CA TTRP, as a judge for 
an award or contest, or designing and teaching a new CA course, 
coordinating technical talks, or other efforts which serve the 
cryptanalysis community as a whole. 

Any individual, or group of individuals, may nominate/reconunend 
for this Award. Such nominations, detailing the contributions 

the individual has made to the CA conmunity, should be forwarded to the 
Secretary of the KRYPTOS Council,1.....-___________ b_Y. l.~ ... ______ ...., 
September. !(b) (3)-P.L. 86-36! 

. . . . . . . . ----------------------r 
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~ The President of the KRYP'I'OS Council and the Chairman of the 
Cryptanalysis Career Panel will be the pri:mary selection officials. 
They may, at their discretion, add representatives from either the 
Council or the Career Panel, to assist them in their deliberations. 

~ This award may be given annually, but there may be one or more 
years in which the award is not given. A Certificate of Honorable 
Mention may also be awarded, at the discretion of the Council. S\ich 
awards will be made at the Annual KRYPTOS luncheon • 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
/III/III//II/I/III/II/II/I/II/II/I///III//III///III/II/II//I/IIII//IIII 

5. (U) TECHNICAL HEALTH 

a. t'P'l,wQJ Update on z Boards 

~ Since there have been some changes recently in the Boards in z 
which deal with technical health issues, we are providing the 
following: 

1. z Technical Career Advisory Board 

Plan Director -~,------~! (.replacing Floyd Weakley) 
At-Large Member =-J •1;c.r~lacingl · 
Skill Field R resentatives: • • • • .. : .. 

CA - • 
.v-th - • : :· • 
,LWJCL • • • • : • 

Pages of8 

• 
. 

S . 1 1 . • • • • 1 • igna s Ana ysis • • • : 1 1 • • 
1 I I I : • • • Com,puter Systems • w,------.,.,-,,....,,.~ 

Collection/IA - l<bl (3)-P.L. 86-36! ...------...----"'!- ..... -······ .. · .. ,,, ... _.,_ _______ ... Engineering - . . . . . . • • • • • • • • ; • • • • . 
Executive - • • • • 
z Training Coordinator - I r. 

2. Offlce Technical Health Board (OTHB) Chairs 

.........................••..•.•...•...••. ::.~-·~······················· . 
llllll/llllllllllll/lll/llllllllllill///l/l//lllllliilif~IIII.IIIIIIIIII/ 

. . -. 
• • ilr 

• • •1 (b) (3)-P.L. 86-361 
6. (U) COMMONITY SERVICE 

a. ~ Floyd Weakley Honored 
• • 

TPATIQt. During this past month, Floyd Weakley, ZS Special Assistant, 
was selected to receive the prestigious Roy Wilkins Renown Setvice 
Award conferred by the NAACP. The award, for exemplary Se![Vice in 
s~pport of the goals of the NAACP, recognized·Floyd's Q:tntributions 

• 
• • 

• 
• 
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during his career at NSA. Needless to say, there was stiff competition 
for this award, but Floyd's tireless and continuous efforts in support 
of the diversity goals of the NAACP obviously impressed the selection 
panel. The award was presented to Floyd.at a special banquet as part 
of the NAACP's National Convention in Charlotte, NC. 

Tftsae.t- Also, at the Excellence in Federal Career Awards Program held 
in early May, Floyd was selected as the Gold Medal Winner, from among 

-all the nominees from Federal Agencies·across Maryland, for the Equal 
Employment Opportunity Service Award. Floyd was recognized in 
particular for his role in the hiring of mathematicians by·this 
Agency. He was lauded for his staunch support of.a number of outreach 
programs specifically aimed at minorities and women. He was credited 
with helping in a new rec:rui~ing effort, aimed at minority math 
students, which in turn helped the Director surpass his recent minority 
hiring goal of 331. That Floyd invested •1iterally hundreds of hours of 
labor-intensive work over and above his normal workweeks in fulfillment 
of the duties and responsibilities inherent in all these and other 
related endeavors was also cited. 

(U) Congratulations to Floyd for these well-deserved recognitions! 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
b. (U) NEW ARCHIVES HOME PAGE SOON TO BE UNVEILED 

"tlo• Stay tuned for the new NSA/CSS Archives Home Page which 
will be available on-line soon.. This Home Page will feature present 
and past issues of •NSA's Attic,• services provided by the 
Archives, photos of SIGINT platforms, field sites, and personalities, 
and finally special accessions. Send in your suggestions as to what 
other areas·of interest ,,u would like to see on ~his page to either I · · _,. or! _l· We can 
also be reached by e-mail at 1 • • • • • I. or . •. l . . . . . . . . 
·■• N •••••••••••••• ■■ .II." •••••••••••••••• ■ I .......... , ............ ■ ........ " •••••• II" 
lll/lll/ll//lll/lll/ll//l//l/l/llll//lll///llilr1(~/li!rl/lllllll./l/1/I/I 

• • • ♦ • . . . . . . . 
•••••• ♦• 

• • • ♦ 8. (U) PUZZLES 
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a. (U) August Puzzle il: Waldo Phone Home: 

. . . . . 
• •• • &! 

• •.-!{-b)_(_,,3..,..) -_ P-.-L-. -8"""6"""-""""3~61 

Waldo is a bit absent minded, and the only way he can remember his 
own phone number is that if you divide it "by its reverse, you get an 
integer greater than one. What's Waldo's phone number? 

.......................................................................... 
b. (U) August. Puzzle i2 : Rameses' Pyramid 

Rameses wishes to build a great pyramid for his interment. The 
structure will have a square base and be solidly composed of eubical 
stone"blocks. Each level of the pyramid contains one less block 
per side as the pyramid rises. Rameses. has available an initial 
work force of 35,000 slaves. Each morning the available labor pool 
is divided into crews of 17 slaves each. Any remainder that_cannot 
form a full crew get the day off but are available for. work the 
following day. Each crew can lay one block of the pyramid each day. 
Unfortunately, the heat of the desert sun causes the death of one 
member of each crew each day. Work ceases on the project when it 
can be determined that there will be insuf~icient slaves available 
to raise the pyramid one more level. (The Egyptians have 

..------------------------------r· 
!(b) (3)-P.L. 86-36! 
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precalculated how many levels they will need so the top level has 
only qne block.) Each stone block measures 3 meters per side. 

How many days will it take to construct Rameses• pyramid? How tall 
will it be? How many of the original slaves survive the construction? 
How many total blocks make up the pyramid? . 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

c. (U} Answers to July puzzles: 

Puzzle #1: Guess the Gambler 

The three of us made some bets: 

First, Waldo won from Molly as much as Waldo had originally. 
Next, Molly won from Spike as much as Molly then had left. 
Finally, Spike won from Waldo as much as Spike then had left. 
We ended up havi~g equal amounts of money. 
I started with 50 cents. 

Who am I? 
Solution: 

Let Waldo start with w, Molly with m, and Spike withs cents. 
Following the above account we.get the following progression of 
monies: 

W = 2*w, M = m-w 
M = 2*(m-w), S = s-(m-w) = s+w-m 
S = 2*(s+w-m), W = 2*w-(s+w-m) = w+m-s 

And so_, Waldo finished with w=m-s, Molly with 2 * (m-w) , and Spike 
with 2*(s+w-m). Since these must all be equal, we have three 
equations with three unknowns, so solve. This gives us that 
4*m = 5*s and 3*s = 4*w. Now, ifs= 50, this implie~ that 
w = 37.5 which is impossible since the number-of cents must be 
an integer. If w = 50, thens= 66.666 ... , again impossible. 
Finally, if m = 50, thens= 40, and w = 30 cents, wh~ch works. 
It follows that I am Molly. 

Answers were 

Page7of8 
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Puzzle #2: Perplexing Product 

Given that I*CRYPT = zzzzzz and that each letter stands for 
a different digit, what's Z? 

Solution: 

This is easy enough to do by brute force, but it is possible 
to reduce the number of choices one must try: 
ZZZZZZ = Z*llllll = Z*3*7*11*13*37, and so I must be either 
3 or 7. But if I= 3, then CRYPT= Z*37037, giving . ·• . . . 

. . . . -. ------------,--------------. 

l<b){3)-P.L. 86-361 
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CRYPT= 37037 if Z = 1, or CRYPT= 74074 if Z = 2. Either 
one is a contradiction. Thus, I= 7, and so CRYPT= Z*15873. 
Since each letter must stand for a different digit, a quick 
check with a calculator gives that the only answer is z = 6. 

Page8 of~ 
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g. (U) EDITORIAL CORNER 

REMINDER: Submissions for the September issue are due by August 26th. 

PLEASE NOTE: All submissions must be in ASCII fonnat, and, with the 
implementation: of E.O. 12958, MUST BE PORTION MARKED. If other than 

-NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any comments or suggestions, pl~se submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 

Jack Ingram, Cryptologic History Museum, I I • 

I · · · I . . · · · · · · · · · · · · : · •.--------, 
L------------------- ................. · ...... ·I (b) (3)-P.L. 86-361 . 
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(bl (3) -so use 3024 (i) 
(b) (3)-P.L. 86-36 

1. ~ PERSPECTIVES IN CA - Each month.this newsletter features the 
perspective of a CA Senior on a CA toptc of his/her choice. This month 
we are pleased to feature I _ at CCR. •. 

Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 
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2. (U) CALENDAR 

Sep 12 S &: E Talk 
!(b) (3)-P.L. 86-36! . 
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INFOSEC DAY Sep 12 

Sep 17 KRYPTOS Talk, I _ ~ •Pattern Analysis 
of Clay Scratchings: The Deciphermept of Linear a• 
(Friedman, 1300) 

PLAN AHEAD 

Oct 7 

Oct 7-11 

Briefing on Data Network Threat ( see 0,l:>elow) 

TOOLFEST '96 (POC: '-'----...a.I. ChaH;person) 
• Oct 15-22 Nov - MINISCAMP (see below) . . . 

• . . .. .. Oct 17 

Oct 17 

KRYPTOS Annual Luncheon 

FUTURES DAY 
1(b)(3)-P.L. 86-361 

Oct 28-30 C2C Conference 

Nov 12-14 Cryptanalytic Col'I\Puting Conference at CCS 

Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced) 
(Friedman, 1300) 

. Nov 18-22 CONSCRYPT • 96, at DSD 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
I///I///III////II////I/IIII/////////I//II/IIII///II//II//I/////III/////I// 

3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS . 

a. (U) New Training Document Available 

~ The CACP document •Training as a Certification Requirement• is 
complete and will be available by email from the CACP. Thanks to the 
able skills of our home page updater, the document is also available 
through Mosaic. You can access it from the M82 Organizational Page 
(Hlll - Career Panels), then under Professionalization Information. 
This document outlines ·the NCS courses needed for professionalization as·a 
cryptanalyst under the new requirements. 

URL is 

················~························································· 
b. ~ CA Intern/Cross· Trainee promotions and awards for August: 

Promotion 
Promotion • 

Page3 oflO 

• • SPCA.• • • • • ~ 

SPCA 
SPCA 
SPCA 

. . . . . • • • ■ • • • • • • • 

• r I (b) (3)-P.L. 86-36, I 
• • 

• 
• • 
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c. ~ GOLD BUG Award Announced 

(~ At a recent meeting of the Cryptanalysis Career Panel it was 
announyed that the Director has approved a GOLD BUG award for!~'----'-'---~ 
! 1amazing diagnostic work I I . . . . . . . .. 

CONGRATULATIONS CllllI"S'rINA-!, !.! •••• • • • • •• • 
. . . . . . . . . . . . . . . . 
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I I I// I I I I I I// I// I I I/ I I/ I/ I I I I I/ I Ill/ I I/ I I I I I I I I I I I I I/ I I I ti ii It 71 Nil!.!•/ l.f..: -,--4. (U) KRYPTOS NEWS 

a. September Talk Announced 

(U) In 1900 Sir Arthur Evans unearthed clay tablets in an unknown 
writing system which he named Linear B. For over 50 years all attempts 
to decipher this system failed. The puzzle was finally cracked in 1952 • 
by a British architect named Michael Ventris. His method was based on • 
that of the American scholar Alice Kober. Of all the decipherments of. 
ancient scripts, the decipherment of Linear Bis generally considered 
to be the most technically elegant. The technique involved recognizini 
patterns in the written signs and interpreting these patterns as 
grammatical constructs. No assumption of the underlying language was 
made until the last stage of the decipherment. Come hear I 
discuss how pattern analysis led to this decipherment. .__ _____ _. 

nnnu1t ■ "n••1t ■ 11uw ■■ •••1111a11nn ■ ••••••n••111111 ■ •11••••••••••11••• ■ •n• ■ •n• ■ nft11111t11n 

b. C'PeYQ,) LAST CALLS 

~ REMINDER - ALL NOMINATIONS for the PETER JENKS AWARD and the 
NORMAN ROBERTS AWARD are due by 13 September. Please send via e-mail 
to 

............................... :::.~1~., ............................... . . . 
llll(llllllll/lllll//l//l/lllllll/llllllllliill'lfJl✓lf.l/[IIII/III//I///I ..... 

• (b) (3)-P.L. 86-36 

5. (U) 
. . . 

•1 (b) (3)-P.L. 86-36 
Technical Health 

a. Chief Z Announces INFOSEC DAY 

~ I am pleased to announce z Group's INFOSEC Day, which will be 
held on Thursday, on Thursday, September 12, 1996 in the Friedman 
Auditorium. This day of briefings is based on IN-700, the National 
Information Systems Security course, and contains several interesting 
presentations which will help to familiarize z Group personnel with 
INFOSEC issues. We are fortunate to have speakers who are experts in 
their topics and who are looking forward to the opportunity to share 
the INFOSEC world with Z Group. 

~ From my personal experience I can site many examples of where my 
knowledge of INFOSEC issues and technology was critically important to 
assessing current and future COMINT needs. I can also sa tat I am 

e respons ensuring ta 

.---------------------------r I (b) (3) -P. L. 86-361 
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Pages oflO 

I 

DoD national security is maintained. 

~ I urge you to attend this day of worthwhile presentations. 
Seating will "be on a first come, first served ~sis. Any questions you 
may have can be directed toj I the Z Training Authority, 
-who is coordinating the day s presentations".• • • ••• . . . . . . . . 

Chief Z . . . . . : : : 1 (b) (3)-P.L. 86-361 

8:30 - 9:30 

9:30 - 10:30 

10:45 - 11:45 

LUNCH 

1:15 - 2:30 

2:30 - 3:45 

INFOSEC DAY - 12 September 1996 
Friedman Auditorium 

INFOSEC overview 

Information Warfare 

Mill.ti-Level Information Systems_ 
Security Initiative (MISSI) 

History of COMSEC Monitoring 

vulnerabilities in Operational 
Automated Information Systems · 

•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
b. (l't,&QJ MINI SCAMP 
~ The Fall 96 MiniSCAMP will be held Oct. 15 - Nov. 22 at 

IDA-CCS in Bowie on diagnosis and exploitation of speech and video 
compression •. (Note the change in venue.) For further technical 
!information, visit the Mosaic (Webworld) w, page at 

• 
'l"P9uo> If you are interested in participatihg, please get your 

supervis~ s approval to participate full time for •~he 6 weeks. Then 
contact a member of the MiniSCAMP Committee represent'a.tive 
Nominees will be notified of their selection by mid-Septt • 

• 

I 11 96 ' . S"·- • • • -[- • • • 
Fa Mini '-Al.·....- p. o . c . • • • • 

• • • • • • • • • • • • • • ■ • • • • • • • • ■ • • • • • ••• 

•••••~1-(b_)_(_3-)--P-.-L-.-8-6 ___ 3_6_ 

♦ 

♦ . 
♦ 

♦ 

♦ .. 

. 
♦ 

• 

♦ 

• 

• 
♦ 

♦ 
• 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• . 
c. ♦ 

Briefing on Data Network Threat Scheduled 
♦ 

♦ 

♦ 

♦ 
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Tt;-ce~ Mr. Bill Black, Head of the.Information warfare Center, will 
be briefing z Group personnel on the Data Network threat. Mr. Black is 
a dynamic speaker arid his briefing on this high interest SIGINT 
challenge has received great acco.lades throughout the Intelligence 
Community. 

(U) The briefing is scheduled for Monday, 7 October 1996 from 
1315-1515 in the Friedman Auditorium. The briefing lasts ~ne hour. 
The remaining time will be used for questions. 

(U) This briefing is US ONLY and will be videotaped. 

Page6 of 10 
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6. (U) Community Service 

a. (U) Speaker Announced for Sand E Luncheon 

(U) On Friday October 25 1996 the Society wil:J. .h~y~ ~.S.P!=!~j_a}._l;_up~qe9IJ, .•••• ~ 
The gues~ speaker will bel Jcommander of Apollo 13, as ~ 
in "Houston we.have a probiem• speaking on• pollo 13 a Successful 
Failure• (one of the last lines of the movie). 

When: Friday 25 October 1996 
Where Canine Suite Ops 2B 
Time 11:00 
Cost TBD (probably around $8 for members) 

Tickets will go on sale on a date TBD. Members will have first crack at 
them. 

■ n11 ■ 1111 ■ 11n••••••••••• .. •••••••••nnuw ■ 11n ■ 111111n ■ 11nN ■ 1tnn ■ nn•••• ...... ••••••••• ■ 11n ■ 

/ll//l////ll/lll//lll//l//lll/ll////l//ll///ll/ll///l//////l/ll/l/l/l/l// 

7. (U) PUZZLES 

a. Solutions to August puzzles: 

(~ Both puzzles could have been solved by computer programs, but 
analytical solutions are provided here for those that are interested: 

Puzzle #1: Waldo Phone Home: 

Waldo is a bit absent minded, and the only way he can remember his 
own phone number is that if you divide it by its reverse, you get an 
integer greater than one. What's Wal_do' s phone number? 

Solution: 

If you.allow trailing Os, there are many trivial answers, so let's 
assll!lle Waldo doesn't allow such niceties. In that case, still 
either 879-9912 or 989-9901 works, so either Waldo is not as absent
minded as he claims, or let's hope he never has to phone home. 

loffered the foll~wing solution to the problem: 1--------- ... 
· We have k* (a*l0"6 + b••io,..•5• + •. ~: -t-• g). i'. (_g*10"6 + f*l0"5 + ••. + a) 

• ■ ■ A ■ ■ ■ 

so innnediately, ·1) k*a<-10 (since the product is 7 

,--------------------------r·· 

..... 
digits)· •••• I !bl (3)-P.L. .. . . . . . . .. 

86-361 
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2) k*g = a mod 10 
3) k*a <= g 

so.we can examine the k's. 

k=9: Rule 1 says a=l is the only possibility, which makes g=9 (rule/ 
2). so we have 9*1bcdef9 = 9fedcbl. Mod 100, we have 90f+81 = lOb+l, 
or 90f+80=10b. We cannot have a carry from the 9*b multiplication, so 
b=l, f=7 and b=O, f=8 are the only choices. But for b=l, we cannot 
have any carries from 9*c, so f=9 - a contradiction. So we have 
9*10cde89 = 98edc01. The 9*c product must now create a carry of 8, so 
that c = 8 or 9. Computing mod 1000, we have 900e+801 = 100c+1, giving 
c=8,e=O and c=9,e=9 as choices.· For c=8, only d=9 produces the 
required carry of 8 (i.e. 9.*89 = 801), but 9*1089089 = 9801801. For 
c=9, e=9, d>=8, and in fact we find for d=9, 9*1099989 = 9899901. 

Page7ofl0 

k=8: a=l is again the only choice, but there are no solutions to 8*g=1 mod 10. 

k=7: a=l forces·g=3, but rule 3 is imlilediately violated. 

k=6 and k=S: see k=8. 

k=4: a=l is incompatible with rule 2. For a=2, g=3 or 8 are possible, 
but g=3 violates rule 3. With g=8, we can have .no carries from 9*b, 
so b=0,1,2 are possible. Mod 100, 40f+32 = 10b+2, which has no solutions 
for b=O or 2, and give.a £=2 or f=7 for b=l. By analogy to rule 3, however, 
4*b<=f, and so £=7 is the only choice, giving 4*2lcde78 = 87edc12. This 
requires .a carry of 3 from the 4*c product, leaving only c>=7. Mod 1000, 
we have 400e+312 = 100c+12. c=8 has no solutions, leaving c=7,e=l or e=6 
and c=9,e=4 or e=9. Since 4*219=876, both c=9, e=4 and c=7, e=6 are 
eliminated! For c=7 and e=l, d=8 and d=9 the only possibilities, and 
both fail. So we are left with c=9,e=9, and a quick check reveals that 
4*2199978 = 8799912. 

k=3: a=3 requires g=3, but rule 3 is violated. This also occurs 
for a=2, g=4, For a=l, we get g=7 and 3*1bcdef7 = 7fedcb1. This 
requires a carry of 4 from the 3*b product, which is impossible. 

k=2: a=4 allows g=2 or 7, but both break rule 3. There are no solutions to 
rule 2 for a=3 or 1. For a=2, g =1 or 6 are possible, but only g=6 
meets rule 3, giving 2*2bcdef6 = 6fedcb2, which requires an impossible 
carry of 2. 

k=l is disallowed by the problem statement. 

so the solutions are (2199978,8799912) and (1099989,9899901). 

(b) (3)-P.L. 86-361 

• 
Solutions were received by! [ 

L.____ ______ ____.r 

c. Puzzle #2: Rameses• Pyramid 

Rameses whishes to build a great pyramid for his interment. The 
structure will have a square base and be solidly COJIQ;)osed of cubical 
stone blocks •. Each level of the pyramid contains one less block 
per side as the pyramid rises. Rameses has available an initial 

-------------------------t • • • .1 (b) (3)-P.L. 86-361 

. . 
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work force of 3 5, 000 slaves. Each morning the avai_lable labor pool 
is divided into crews of 17 slaves each. Any remainder that cannot 
form a full crew get the day off but are available for work the 
following day. Each crew can lay one block of the pyramid each day. 
Unfortunately, the heat of the desert sun causes the death of one 
member of each crew each day. work ceases on the project when it 
can be determined that- there will be insufficient slaves available 
to raise the pyramid one more level. (The Egyptians have 
precalculated how many levels they will. need so the top level has 
only one block.) Each stone block measures 3 
meters per side. 

How many days will it take to construct Rameses• pyramid? How tall 
will it be? How many of the original slaves survive the construction? 
How many total blocks make up the pyramid? 

Solution: 

Each block added results in the death of exactly one slave, and when 
there are less than 17 slaves, no more blocks may be added, so the 
pyramid consists of at most 35000-16 = 34984 blocks. The top level needs 
one block, the next 4, and in general, the i'th level from the top needs 
i"2 blocks, and so a pyramid n levels tall requires 
1 + 2"2 + 3"2 + .•• + n"2 = n(n+l) (2n+1)/6 blocks. This is between 
n"3/3 and (n+1)"3/3, and solving n"3/3 = 34984, we get that the maximum 
number of levels is either 46 or 47, with a quick check showing that 46 
is correct. It follows that the pyramid is 46*3 = 138 meters tall, 
consists of 33511 blocks, and the number of slaves surviving the construction 
is 35000-33511 = 1489. 

To compute the number of days required for the construction, note that if 
there are m slaves on a given day, the number of blocks added is between 
m/17 and m/17 ':"' 16/17, and given k days, it can be easily shown that the 
number ot blocks added is between 
m/17, + (16/17)m/17 + ... + (16/17)"(k-1)m/17 and -
m/17 ~ (16/17)m/17 + •.. + (16/17)"(k-l)m/17 - k*16/17. 
Sununing the geometric series, we get m*(1-(16/17)"k), and so to 
find the number of days required, we solve 35000*(1-(16/17)"k) = 33511, 
and get (16/17)"k = .04254 or k = 52.08. Since this came from an 
upper bound on the number of blocks, it's a lower bound on the number of· 
days; thus it will take at least 53 days to build the pyramid. Checking 
the lower bound, we see that the number of blocks that can be added in 
53 days is greater than 33542, so the pyramid can indeed be built in 
53 days. 

Solutions were received from! 

I . .__ _______________ . . . . . . . . . 
••••••••••••••••••••••••••••••••••••••••'•~·- ■•1, ■~ ■■ N ■ W ■ NW ■■ W ■ WW ■■■■■■ WIIP 

........... • > • 

·····••p·-------~ 
.... 'I (b) (3)-P.L. 86-361 

September puzzles: 

Send answers to any or all puzzles to.--------------~ .• 
• • 

Puzzle 10: Tom SWifty (SAID= 6) • 

• A Tom SWifty is a phrase in which what Tom states .•• 
is punningly related to how he says it; some examples: .• . 

• • 
• • 
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•I love sugar in my coffee,• Tom said sweetly. 
•I'm dying,• Tom croaked. 

-In this -problem, YoU are to replace SAID with 
a 6-letter word that makes the phrase a nice 
Tom SWifty. 

•Irish wood is the best,• Tom SAID. 

·Puzzle 11: Knuth Knows 

Donald Knuth, one of the most famous computer scientists in the world 
(and who was the first published as a kid in Mad Magazine) believes 
that it is possible .ta make any positive integer by starting with a 
single 3 and then using some combination of the operations factorial !, 
square- root sqrt(), and greatest integer[]. Note that n! = 1*2* ••• *n 
(e.g. 6! = 720), and that [x] is the greatest integer less than or 
equal to x (e.g. [3.14] = 3). As an example, we can make 26 by 
[sqrt((3!) !)], since 3! = 6, 6! = 720, sc;i:rt(720) = 26.8, and (26.8] = 
26. 

Puzzle 12: Digital Devil 

For each positive integer n, let A....n be the number of digits in the 
binary representation of n, and let B_n be the number of ones in the 
binary representation of n. 

What is (1/2)"'(.A_l+B_l; + (1/2)"(A_2+B_2) + 
(1/2)" (A_3+B_3) + ••• ? 

///II////IIIIIII//II//II/II/II//II/I///I//II/IIII//I///II//I//I/I/I//III 
lll#l#llll#lllltl#lll##ttt##tl#l#l#lltll#l##llfl##ltl###l###tllllllllftl 

8. (U) EDITORIAL CORNER 

REMINDER: Submissions for the October issue are due by Sept 26th. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If- other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If YoU have any comments or suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 

~ . 

Page9of10 

. . 
•1 (b) (3)-P.L. 86-361 

·-• -------------------------t· 
. • • . 

. . • . . • 

. 
• • . 
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Jack Ingram, Cryptologic History Museum, I I · 

Page l0ofl0 

f .......... . 
1......---------------------' • • • • • • • • • • • • • • • • • • • -i{b)(3)-P.L. 86-3~! 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

Return to Kryptos Home Page 

NSA Home Page 

DERIW!> !'ROM: NSM'.:SSM 12.3-a1 
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*********************************** 
* TALES OF THE KRYPT * 
*********************************** 

November 1996 ... 

(U)PE EXTERNAL P~GE 

. . . 
... .. • ... 

. . . 
l/llllittlllllll//l//lll//lll//ll//ll/lll/ll/lf.l/ll/liitlll////ll///////: 
****************************************t~*-*""'**************************• . . . . . 
CORRECTION: Please note tp.at! "the •~YPTOS ballot had an error for which r• 
this editor takes f~Ll•tesponsibility. The office for which! _ 
and I J are running is SECRETARY, not TREASURER • ...._I"""f.......,.fh"'"'1,....,s,,...-... 
affects your voting, please use the ballot attached at the end of the 
newsletter and resubmit it. Since the tops have not yet been removed 
>from those ballots already received, it is easy enough to replace an 
old ballot with a new one.' Again, the only change is for ~he office in 
question. My apologies. · 

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ 
II/I///II/////I/////II////III///I//II/I/IIIII//////////I////I/II///I/I// 

~ TABLE OF CONTENTS: 

1. (U) CA Perspective 

2. (U) Calendar of Events 

3. (U) CACP News 

4. (U) KRYPTOS News 

5. (U) Technical Health 

6. (U) Community Service 

7. (U) Puzzles 

8. (U) Editorial Corner 

I///IIII//II///II/I//I/I//I//II/I/II/I////IIII/I///I//II//I//II/II///II/ 

1. ~ PERSPECTIVES IN CA - Each month this newsletter features the 
perspective of a CA Senior on a CA topic of his/her choice. This month 
we are pleased to feature,_! _______ I 

A" •••••••••••••••••••••• ·1(b) (3)-P .. L .. 

-----------------------------------------------------------------------.-
~ As some of you are aware, I disappeared from z about a year ago 
in order to pursue an assignment in th~ STDP. When I put together an 
STDP program saying I wanted to learn about networks and network 
security, it was with a good bit of naivete - because at the time I 
didn't know thing one about networks or how they operated. I only knew. 
that as encryption and other security mechanisms moved int.o the network 

86=361 

86-361 

Approved for Release by NSA on 09-28-2023, FOIA Case I {61704 

• • • ·l<b) (3)-P.L. 86-36! 9/23/2010 
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world, we in z needed t·o develop some understanding of this world in 
order to d t 

Page2o00 

• Going there. · 
._w_a_s_a_1_n_t_o __ ec_01Ill. __ n_g_a_ma_t_ema __ t_1 .. p_a __ expa __ t_r,.1_a_t_e_, _a_s_I_J .... o .... 1riecf a "group" • •• -(b_)_(_l )------, 

which was composed of engineers and computer scientists with little (b) (3)-50 use 3024 (i) 

background in cryptography or cryptanalysis. Did I know what I was (b) (3)-P.L. 86-36 

getting into? No way.· Am I glad I did it? Absolutely. • 

...._ ____________________ ____.[ _i<bl (3)'.P.L. 86-361 9/23/2010-
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I 
~ What do we have to do to be a player? Well, first and foremost 
it is important for us to be more in touch with what is going on 
outside. There are a lot of smart folks trying to solve the network 
security problem. The work in this area isn't appearing in 
mathematical journals - but a lot is available on the Internet. In 

I 
fact, if I had to get on a soapbox, it would be to.make the point that 
fast, conve.11ient access to the Internet from our workspaces - even from • 
our de~ks - is as vital to being prepared for the future as the next I Cray. !Ok, ok, per~• a little """9Veration the>ce, but not TOO m,ci,IJ 

·(U) I'll soon be off to another assignment, continuing to work 
•outside the fold•. I have a much better idea what I'm getting into 
this time, and .I •m looking foward to it. I hope a few o·f you will 
consider joining me . 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
lll/lllllllllll//ll//llll/l/ll/llllllltlllll/l/llll//lllllllllllll/lllll 

2 • (U) CALENDAR 

Nov 4 Seven Philosophies of Native American Men, I I 
(Friedman 1000-1100) ------.. •• 

Page3 of IO 

(b) (1) 

(bl (3l -so use 3024 (il 
(b) (3)-P.L. 86-36 

. 
Nov 6 

• 
Talk on Blatchley Park, by I t .fel!'lller -~i bisll • • • • • • • •. • ••r:=, 
Intelligence officer (Friedman 1636 (see Sb) ~ 

Nov 8 IAI Talk on Information Warfare,I . I • • • • • • • • 
(Friedman 1300) - · 

Nov 12-14 Cryptanalytic Computing Conference at CCS 

Nov 19 KRYPTOS Election and Talk (Subject/Speaker to be 
Announced) (Friedman, 1300) 

Nov 18-22 CONSCRYPT '96, at DSD 

·················································~························ IIIIIII/IIII/IIIIIIIII//IIIIII/IIIIIIIIII/I/I//IIIIII/IIII/IIIIIIIIIIIIIII 

3. (U). CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

a. (U) Professionalization News 

Congrats to newly certified Cryptanalyst, _! __________ l . 
. . . ....--------. . . I (b) (3)-P.L. 86-361 

·················~···················································~··'------~.................. ·: .. 
b. ~ Membership Changes Anno~~••••••••••••••••••"••••••• • • • •. • • 

• • •• •• •• •• •• •• • • • • ♦ 

~ I •.. · · · · · "I" i~. ~he :Qewest member of the CACP, and t r 
_! __ ....;.__,!is n~ on the CA TTRP. ..•• 

• • 

9/23/2010 
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lllllfNlt ■■ IIHNIIIIR ■■ HIIIIWffH ■ HWlllllllllfllllftWftllllll······••n ■■ llll ■■ ftRRN••···••HNIIIWllll ■ NII 

c. (FOUO) GOLD BUG Award Presentation 
• j (b) (3)-P.L. 86-36 l . . . . \ . . . . \ 

(FOUOJ The Gold Bug Award ceremony as held on~ Octo er in the D00 
\ conference room. At this cerempat, • Chief z, , 

presented the Gold Bug Awa.x-e•to.---1-----.,-o.,....,R=s1 .......... and the Gold &ug 
Team Award to 

The Gold Bug is awarded by the Cryptanalysis Career 
or an outstanding achievement in the field of cryptanalysis. 

was the fi~st time that the award was given to analysts outside of 
NSA, and reflects the increased emphasis on teaming across the 
intelligence community to solve difficult problems. 

nnunwnnnnn•••n••••••••• ■ B ■ ••••••••••••••••••••••••••n••••••••••••••••••• 

III/////II//I/II//I/IIII/////////I//III/I/II///////I/I/I/////I/I////I//II 

4. (U) KRYPTOS NEWS 

a. KRYPTOS Luncheon a Great success 

~ The Annual Fall Luncheon was held again this year at the Fort 
MeadeOfficers' Club, and! !and her team did an excellent job 
organizing the event. A number of awc9s were announced: 

Distinguished Members: 

Norman Roberts Award: 

. 
.. I at NSA 

. GCHQ ..,... ____________ __,,----. 
• ... 

Page4of10 

,__ ______ __,,, • • • • • • • • • • • • • • ■-•(b) (3)-P.L. 86-36 

Peter Jenks Award: 
............. -.. 

Literature Contest: First place -
Second place 
Third place -
Honorable Ment~i~o~n---.-------''----r 
Honorable Mention - ---------

• 

GCHQ 

nnanu ■ n ■■ n ■ nn•••••••••nnn ■ ••••••••••••••~••••••n•••••••n•••••••••••••••n• 

b. ~ Abstracts of winning Papers 

(1) ~ 

Due to z group policy this has been removed. We will try to make 
it available to the internal z group web in the near future. 

Sorry for the inconvience. Kryptos Ho~e page Web master 

i(b) (3)-P.L. 86-361 

·----------(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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~ My pri~ry objective in writing the report was to document 
thesefeatures both for the historical record and for use if the 
fighting starts up again and similar systems reappear. Since, however, 
fewer and fewer people are exposed at all to manual crypt, it seemed a 
good idea to flesh out the descriptions of the systems with a brief 
account of how they were solved. This just might help someone faced 
with working such systems· in the future. · 

" ,. ' ' ' ' ' ' " ' " ' ' " ' " ' " " ' ' ' " " ' ' " " ' ' " ~ ' ' ' " " ' ' " ' " " ' ' .. ' " " " ' ~ ' .. ' ' ' ' " ' ' ' ' ' '. ' ' " " ' ' " " . . .. . . ,. . . . 
.------------------------------, .. . . . . 

~ This paper describes two diagnostic problems and new 
. attacks for both of them. It also provides an exact analysis of the 
behaviour of one of these attacks and heuristic/experimental 
measurements on the behaviour of the other. 

. 

. . . . . I _<bl (3)-P.L. 86-361 

• 

• 
• 

• 

• 
• 

• 
• 
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-,.._Su)- It is worth mentioning that the improving results of the paper 
was presented as one of the problems for this year's Swnmer Student 
Programme at GCHQ, with the result that the second algorithm has now 
been (considerably) improved upon - although operational programs using 
the new methods are still under development. · 
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5. (U) Technical Health 
'7',i•ann\ I (b) (3) -P. L. 86-36 l 

a. ,,..~ Chief z Announcemeqt,, r • • • 

:: • i : . . ... ~ ------.. 
-~;::.;:;a.. .... ,.-..,_:;rlr'f • • • 1 0 ~as pleased to announce thatl land .__1"'"6 _____ have beenevated to Senior Level Expert. Both 

and Tom are widely appreciated for the enphasis they have 
·placed on the collection/signals/development/processing issues. 
They are also models for their mentoring and lead~rship activities. 
He asked that everyone join in congratulating the both of them. 

····················~··················································· 
b. (~ I IT~~ ?1! -~~1::~. ~~ .................. · ........... ____ _a 
;:; The !=flit.er .for .(JeyptolOgi~ "llli,1:or}' "vi.ii p;~~t ~ · w_; -~ i:J" • • • 

la foxmer British intelligence officer, on the successful 
eorts by analysts at Bletchley Park against Axis codes and ciphers 

...... 
•1 (b) (3)-P.L. 86-361 912312010 
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r----.- • • • • • • • • ■ • • ■ • • • • • • ■ • • ■ ■ • • • • • • • • • • ~ 
during World War Two. I lwill also discuss his. work to preserve ..... ft~ 
Bletchley Park as a memorial to those who served 'thEU"e ant thpi;;2 •, -. ... .. • • • • 

extraordinary achievements. As pare of his pres.ept;a.tiorr, • .~ lwAl.J.• : •• \ ; 
address the question of whether Colos~~s.,.uhe•aritish cip:er maciffaA .~• • 
used against German traf!!-c;.,. war actually the world's first cq.m1>'1teri •. • 

~ I It~~~ will take.place on 6 November ,~~03~ in.eh:•• 
Friedman Auditorium. All Agency personnel are encouraged to at;tend 
this fascinating view of cryptologic history. .•• .• .• • • • ♦ 

Tr'Wt4- NOTE: · Attendees at the morning ~•~t~e will. bE;i al5ie.c~ earn 
NCS credit for IR-220, Current Topic~~h Information Resou~ces .. Just 
be sure to fill in the requested i11formation on the aign-in sheet that 
will be available in the audiijori~. • • • • 

♦ • • 

~ On the afterno9n •o•f•; November, .. ,-·---""f;nt .. ~onduct a s~ina:c.• 
on Colossus. Usin~d~classified document~,I ·- _re-created this • 
computing devic\! •ah.d was able to sponsor its hrs running in 1996. ." 

. . . . 
~ Ji 'you would l~ke to hear first hand how Colossus -s 1lt, f 
diSCWff3°the nature of the computer, and debate its origins, joi 

I Jon the 6th at 1300 in room 2~086. Space is li~it~ for thi 
semi,nar. so please gpptact tbi Center. f.or Cryptologic History at 

I ·_to reserve a seat. · 
. . . . . . . 

. . ..... .. 
ft ■ ft If ■ ■ ■ ■ ■ W ■ ■ ft W R ■ II • ■ ■ ■ ■ W ■ ■-■ ■ ■ ■ ■ ■ ■ ■ I I ■ ■. ■ ■ ■ ■ ■ 11 ■ W ■ ■ ■ ~ ..... • • ■-■ ■ ■ W ■ R ■ ■ ■ ■ ■ ■ ■ R ■ ■ ■ I I ■ 

///ll/////ll//l////l//l/////l//////llll/////////////ll/liii111tl~lf'' 11111 ( 
. _ (bl (3)-P.L. 86-361 

6. (U) Community Service ••• -. • • • • • •• 
• • • • • • • • ♦ 

(~ ------------ ~d- I . . I 
will collect Giant •Apples for the Students• tapes this year. I I 
is collecting for the Ruth Parker Eason school in Anne Arundel Co., and 
Bob is collecting for the Immaculate Conception school in D.C. If 
there are other efforts out there you wish to have included in our 
newsletter, please let us know . 

••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
l///l///////lllll/l////l///////////l/lll/ll/l/l/ll/l/ll/////lllll//llill/ 

_7. (U) PUZZLES 

a. ~ Solutions to September puzzles: 

Puzzle #0: Tom Swifty (SAID= 6) 

A Tom Swif~y is a phrase in which what Tom states 
is punningly related to how he says it; some examples: 
"I love sugar in my coffee,• Tom said sweetly. 
"I"m dying,• Tom croaked. 

In this problem, you are to replace SAID with 
a 6-letter word that makes the phrase a ~ice 
Tom Swifty. 

•Irish wood is the best,• Tom SAID. 

(b) (3)-P.L. 86-361 

• • 
9/23/2010 
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I received several an$wers, but the best is OPINED. This is a pun 
on both •Irish• (0') and •wood• (pine). Also note that Tom is, in 

Page 8 oflO 

fact, stating an opinion. l<b) (3)-P.L. 86-36! 

,----------------------f ·•·: Solutions were received by! 

Puzzle #2: Digital Devil 

For each positive integer n, let A_n be th~ 
number of digits in the binary representation of n, 
and let B_;n be the number of ones in the binary 
representation of n. 

What is (l/2)A(JL1+B_1) + (1/2)A(JL2+B..;.2) + 
(1/2)A(JL3+B_3) + ••. ? 

Solution: 

Note that JL{2n} + B_{2n} = A_n + B_;n +1 and JL{2n+1} + 
B_{2n+l} = A_n + ·s_;n + 2 and so letting 
S = (1/2)A(JL1+B_l) + (1/2)A(JL2+B_2) + ••• 
we see that 
S = l/2A2 + (1/2)A(JL2+B_2) + ••• 
= 1/2A2 + (1/2 + l/2A2)*((1/2)A(A_l+B_l) + ••• 
and so 

Solving for S, we obtain 

• 

r 

S = 1/2A2 + S*(l/2 + 1/2A2). 
that s = 1. I I I*•• 

··==' •• 
j{b) (3)-P.L. 86-36! 

• • • • ♦ ~1----------------.-.-.-l'f .. .·· Solutions were received by _ 
'---------------=-.---'.__ _ _. . . . . 

··········································~·-·························· . . . 
• • ♦ 

b. (U) November puzzles ••• • • • . . .. 
. . . 

Send answers 1;0 airy or all 
..... I __ __.I· 

puzzles to~l _____ __.f 

Pu2zle 10: Cryptic (7) 

• • • • 

Treat this as a clue in a cryptic crossword puzzle, and give 
the an.ewer: 

A®,atic creature-cycles briefly to rise. 

Puzzle 11: Knuth Knows (rerun from last month due to missing question!) 

Donald Knuth, one of the most famous computer 
scientists in the world (and who was the first 
published as a kid in Mad Magazine) believes that 
it is possible to make any positive integer by 
starting with a single 3 and then using some 
combination of the operations factorial 1, ~quare-
root sqrt(), and greatest integer {J. Note that 
n! = 1*2* ••• *n (e.g. 61 = 720.), and that [x] is 
the greatest integer less than or equal to x 
(e.g. [3.14] = 3). As an example, we can make 26 by 
[sqrt((3!) !)], since 3! = 6, 6! = 720, 
sqrt(720) = 26.8, and [26.8] = 26. 

J(b) (3)-P.L. 86-36! 

• 
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Show that it's possible to make 10. 
For extra credit, make 4 (this is *a lot* harder than it sounds!). 

n ■■ n ■ n ■■ nnnnnnunnn ■ n ■ nn ■ H ■ NNUUUNNU ■■ •nnn ■ •••n• ■ •H ■■ •••••••••••••••~••• 

Puzzle #2: Making the Grade 

Spike is taking a series of exams, and it turns out that he'll 
have to score a 97 on the last one in order to.average 90 for the 
entire .series. Bute-Jen if he scores as low as a 73, he'll still 
average an 87. How'many exams were in the series? For extra 
credit, generalize this, i.e., if a difference of x points on the 
final exam corresponds to a difference of y points in the overall 
average, how many exams were there in total? 

l//l//l////llll///l/ll////l/////l//lllllfllll////l/llJ/II/II/I/IIII/III/ 
######################################################################## 

8. (U) EDITORIAL CORNER 

REMINDER: Submissions for the December issue are due by November 22nd. 

PLEASE NOTE: All submissions must be.in ASCII format, and, with the 
implementation of·E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/C$SM 123-2 governs the classifications, please so indicate. 

If you have any connnents or suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 

Jack. Ingram, Cryptol.ogic History Museum, I I 
♦ 

Page9 of IO 

L • • • • • • • • • • • • -•• 
______________________ r••••••••••••••••''~-j~(~b-)-(3~)---P-.-L-.-8-6---3~61 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\,\\\ 

THE CLASSIFICATION OF THIS NEWSLETTER IS •eP SE@ftE~ til!DR.' 

SIGNATURE (Required to Verify.Ballot) 
---------------- ♦ 

.. 
After completing your KRYPTOS ballot, please fold the lower half of page to the 
above line, and staple so that the signature· is visiq?e . 

. . 
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Return completed ballot to I ~ HQs, or bring it 
to the Annual Meeting on Tuesday, November 19th, 199, at 1300 in 
Friedman Auqitorium. 

CANDIDATES FOR PRESIDENT-ELECT 
(Vote for one) 

(Write-In) 

CANDIDATES FOR SECRETARY 
(Vote for one) 

(Write-In) 

CANDIDATES FOR MEMBER-AT-LARGE 
(Vote for two) 

(Write-In) 

. . . . . . . 
. . 

···--------.. •· • • • • • • • • • • • • • • • • • • •) (b) (3)-P.L. 86-361 

• ♦ 

♦ 

♦ 

♦ 

♦ 

Dl!RIIJl!D l'R0M: NSM:SSM 12.3-2.1 
DA1E13 S!P 1981 

DEU&slfl'VON: SOURa! MMl<!D "OADRP 
DATE o, SOIJRc.e:: 3 SEP 1991 

, , ..---r • ., ,._,,,..,.r-,•· "T ur.r\t H~ll 
I 'J' •JLVJIL..1' .,_,.~,, •• , 

!(b) (3)-P.L. 86-361 
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4. (U) KRYPTOS News 

s. (U) . Technical Health 
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8. (U) Puzzles 

9. (U) Editorial corner 

III/I////III/III/IIIIIIII/IIIII/II/IIIII/IIII/IIIIIIIIII/IIIII///IIIII/I 

1. i,e,.. PERSPECTIVES IN CA - Each month this newsletter features the 
perspective of a CA Senior on a CA topic of his/her choice. This month 
we are pleased to feature l ID/Chief of Z3 • . 
------------------------------------------- . --------------------------.. . . 
~ As the R Technology Forecast 96 points out, theN,is plenty of 
attention being paid to the •rapidly advancing and continuo~•ly 
evolving telecommunications and computing environment• in which we. 
are workinr The CA community understands this firsthand and, as • • • • I _said when he recently briefed the z workforce, •we are 

~age l of 16 

~OC: ! .;;1110 
(U) last Modified: 10/30/20021/:~ :'f9 

(U) PE EXTERNAL PAGE 

!{b) (3)-P.L. 86-361 

an informa i6n• a'tltf err,ani-zation ·•• • • • "' • • • • • • • • • • ~ • • • • • • • . . . . . . .· .,• ,... _________ . 
I (b) (3)-P.L. 86-361 ~ Technology gets the headlines but what about management and the 

management of change? How well are we doing in these areas? How well 
are we learning how to manage change and how well are we doing in 
changing the way we manage? our successes in these areas are just as 
important as our successes in keeping up with technology. 

T'PMJQ.I. Managing in the 9O 1 s requires a whole new set of skills and an 
outlook that many of us were neither trained nor prepared for.· "Plan, 
organi~e, command, coordinate and control• were fundamental to managing 
in the 7O's and 80's. The hierarchy was well-defined and easily 
understood. Without a hierarchy, how were ambitious people going to 
measure the climb? That's-all changed now. As Scott Adams wrote in 
"The Dilbert Principle•, "I get all nostalgic when I think about it. 
Back then, we all had hopes of being promoted beyond our levels of 
competence. Every worker had a shot at someday personally navigating 
the company into the tar pits while reaping large bonuses and stock ; 
options. It was a time when inflation meant everybody got an annual • 
raise; a time when we freely admitted that the customers didn't • 
matter. It was time of joy.• Scott certainly has some lighthearted• 
views, but what are some of the serious characteristics of being a qood 
manager in these torrid times? • 

♦ 

. . 

• • 

Approved for Release b1•NSA on 09-28-2023, FOIA Case# 61704 

9/23/2010 



December 1996 TALES OF THE KRYPT 
Doc ID: 6823810 

~ I've.got a collection of notes that were taken from reading a 
pretty broad assortment of contemporary management/leadership books. 
Some of the titles are really unique: "Leadership When th•e Heat's an•, 
"Teaching th•e Elephant to Dance•, "Lincoln on Leadership•, Even Eagles Need 
a Push' and All You Can Do Is All You Can Do". There are some pretty 
strong and recurring themes spelled out in these books. 

~ The new manager must ask "What for?• Ev~rything must be in 
question. Everyone must change·. Every organization has to prepare for 
the abandonment of everything it does, If something has been done the 
same way for three years, there's an 801 chance there's a ·better -Y of 
doing it. When Jim Devine appeared on "Talk NSA" in July 1995, he said 
'We"ve had an enormous amount of change in the Agency over the past 
three years. But for those of you who are hoping that the change will 
soon come to an end, that things will go back the -Y they were, that 
we'll get back in business as usual, that's not going to happen.• 
Change! Down with the past! Revolutionize! Think radically. Lead 
experimentally. Go out on a limb. Go over the cliff. Sometimes when 
you're trying to change, holl(Elver, you break something that's.already 
fixed. That's okay, for unless you change and take the risk of 
failure, you limit your opportunities for success.. That's why 
questioning, probing, reinventing and changing are so important. 

(~ Those of us who grew up ip a structured environment have a 
difficult time accepting ambiguity and uncertainty. Nevertheless, 
ambiguity and uncertainty are running rampant and we're all faced with 
the dilenna of trying to understand priorities and responsibilities. 
Pinning down your job during periods of change can be.like trying to 
nail Jell-0 to a wall. We need to take personal responsibility for 
figuring out the top priorities and pointing ourselves in that 
direction. Roles may be vaguely defined and assignments altered 
constantly as priorities shift. People with a high need for structure 
hate this! Prepare to feel your way along and wing it. 

~ The successful manager today isn't the one who is entrusted 
with secrets.but is the one who wins trust by sharing what he or she 
knows. It's only when people trust that they can be mobilized. But to 

.gain trust, we must be candid, forthright and open with everybody. To 
gain that trust you've got. to make ycurself·vulnerable; ycu•ve got to 
give up control. The nice paradox of control is that giving it up is 
the best way to get it. Leaders know that the more they control 
others, the less likely it is that people will excel. The real trick, 
then, is not to cOlllll&lld, not to manipulate, but to share information 
and educate. The reason managers in the private sector can actually 
manage in today's markets, running the race that begins at top speed 
and then picks up pace, is that they are not alone. They are •we.• 
•we• with their subordinates (if that is the right word), •we• with 
their bosses (if that is the right word) and •we• with their peers 
(which is surely the right word). In some organizations today, the 
right word is associates, which may be the be~t word of all. 

~ Managers must have very strong networking skills, Managers 
must have a big-picture perspective to see how the pieces fit 
together. They must be good coaches with a real sensitivity to 
people. They must be open to criticism. They must be thoughtful and 
deliberate. They must understand that •getting the steel out• is their 
crew's responsibility. Their responsibility is to take care of that 
crew. Managers must learn to accept the fact that t~ey have to evolve 
>from controller to coach, from supervisor to supporter and from 
administrator to enabler. The manager's primary contribution is in the 
recognition of good ideas, the support of those good ideas and the 
willingness to challenge the system in order to get new products, 
processes and good ideas implemented. Put another way, the role as 
manager is about three things. Number one is to give employees the 
tools they need to do their job. Number two is to remove obstacles 
that hinder team performance. Number three is to challenge the 
imagination. 

(~ If you"re a manager today, you've got some pretty heavy 
responsibilities. If you"re being managed, and that.means all of us, 
we've got some pretty high standards that we want our managers to 
achieve. I've saved three quotes that deal with this: 

i. "People cannot be managed. 
people must be led.• H. Ross Perot 
before he got into politics: ••• , 

Inventories can be managed.but 
(I think he said that long 

2. 'Things refuse to be mis!Dllnaged long.• Ralph Waldo Emerson 

. . r-----------------------------i" 

Page 2 of 16 
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3. "An organization will never rise above the quality of its 
leadership.• Danny Cox (from "Leadership When the Heat's on•). 
The last quote is what gets me going each day and, I think, is as 
important as the pace of change in technology. · 

......................•••••.........••••••.....•....•...........•.••••••• 
lll/l//ll///lllllllllllllllll!/llllll!l!!l/lllll!IIIIII//I/II////IIIIIII 

2. (Ul CALENDAR 

10 Dec 

12 Dec 

PLAN AHEAJ;) 

29 Jan 

5-9 May 

NSA Anti-Terrorist Force Protection Symposium, 
(Friedman, 1000-1200) (See 6b) 

James Boone, former NSA DDR, 
*An Outsider's View of Your Challenges• 
(R&E Symposium Center, 1000-1100) 

Breakfast.for Newly Certified Cryptanalysts, 
(BANCC), Canine Suite, time to be announced. 

ACE '97 at CCR-Princeton 

···~····································································· 
lllllll/llll/lll(II////II/IIIIII/IIII/III/IIIII/IIIIIIIIIIIIIIIIIIIII/I/I 

3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

a. (UI New Professionalization Announced 

r'PewQJ The CACP is pleased to announce that! ~ot certified 
this month. ,_ _____ ,.._ • 

• • •..........•.•.......••••••.......•..•••••.•••....•..•..•••••••••••.••... 
• 

b. (UI CACP Gains New Program Participants 

T!"9Vlil,\, Following is a list of those who have joined the CACP family -

Interns: 

........... 
Cross-Trainees: . . . . . . . . . . . . . . . . . . . . . . . . . . ... 

A hearty welcome to all! 
♦ 

·····································································:~··· 
. c. (U) Third Annual BANCC Plans Underway 

(""""1.) The CACP and the KRYPTOS Council are pleased tr 'IUUlOunce 
preliminary plans for the next BANCC. iis chairing 
th~ event which recognizes those who have been professionalized 
within the past year. Menu and times will be aMounced soon • 

...........................................•............................. 
l!!!!!!!!!!!!!!l!!!llll!l!!!!l!!l!l!llll!!llllll/lllllll!llll/ll!l!l!IIII 

4. (U) KRYPTOS NEWS 

a. (UI Election Results Announced 

♦ 

. . . . . . . . . . . . 

• 
• 

... 
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·································••.•································· /lll/ll/llllllllllllllllll/ll/ll/l/llll//llllllllllllllllllllllllllll 

5. TECHNICAL HEALTH 

a. (Ul CALL FOR ABSTRACTS - ACE 97 

~ The Annual Crypt0111athematics Exchange, ACE, will be held the 
week of May 5-9, 1997, at CCR in Princeton, ll'ew Jersey. ACE is the 
premier conference for classified ceyptomathematics. 

(Ul The conference will feature both general sessions (talks of 
general interest) and specialized sessions held in parallel. 
conference proceedings will be published containing extended abstracts 
of the general talks. 

~ _ General talks will be 20 minutes in length, They may be 
classified up to TSC, but may not contain compartmented or 
source-related material. The audience will cmie fr0111 the us, Australia, 
Canada, ·N- Zealand, and the Ult; including attendees fr0111 CCR-LJ, 
CCR-P, and ccs. All attendees will be eligible to attend all of the 
general sessions. 

~ Parallel sessions will provide a forum for continued 
discussions of the morning's sessions' topics. Discussions in the 
parallel sessions may be claasified up to TSC. All attendees will be 
eligible to attend all scheduled parallel sessions. 

~ Those wishing to present a talk at ACE 97 should submit a short 
abstract to an ACE represent!',tive (see below) which must reach c:::J. 

• • by 5 p.m. on FRIOAY,.JAll'UARY 17, 1997. .. . . 
Australian, canadian, New Zealand and UK sdl:ayaions should be made 
through the appropriate liaison office. The short -1:!stract is 1 or 2 
pages in ASCII, and it must be properly classified (inc!llld,,i.ng paragraph 
classifications). The short abstract. should also include thd tU:le and 
speaker, the author(&), and the classification of the talk. • • • • 
FUrthermore, us personnel must send a signed conference Approval Sheet • 
(available from the ACE reps) to 

I --------------"' 
._____ • • • • • ■ ■ ■ • • • • • • ■ • • ■ 

~ Questions should be referred to i,dut ACE o:rep:ire■enlillliive• 

♦ 

♦ 

• 
♦ 

♦ 

♦ 

. . . . . : . . . . . . 
• • • • . . . . . . ................................................................ ,~ .....•. , ... 

II I I II I/ II II I I I I I II I I/ II II II II I/ II I II II II I II/ II II/ I II f./1 /'f /Ii I 4/f I'/ i111111 / • • . . . . . 
6. COMMtlll'ITY SERVICE • • • • • • • • • • • • • • • • • • • • 

a. t'l"8lfQ.l Personal CryptolOpll So1iectio? Avlilable to Borr01IINIX'i • 
(submitted J,J, (• _ z Technical Librar1an) . . . 

~ k r currently assigned to G21/TARS; .has i.ent a number of 
recentks on cryptology to the z Technical L:i~ary. They represent 
the kind of techniquea that are being diesemirt&ted in the public domain • • 
today. These are Joe• a personal copies but: he is willing to let others • 
borrow them. Please see I r z Technical Librarian, before ♦ 
you remove the books from the shelf. • • 

• 
♦ 

♦ 

. 
♦ 

♦ 

♦ 

♦ 

• • 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

. 
• 

♦ • 

♦ 

• . . 
. . 
• 

• . 
♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

. • . 
♦ 

♦ 

: l 
• • 
♦ 

♦ . 

♦ 
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1. •cryptography, Theory and Practice•, CRC, 1995 by Douglas R. Stinson. 

2. •codes and Cryptography•, Oxford, 1988 by Dominic welsh. 

3. "Number Theory and cryptography•, Cambridge, 1990 by J. H. Loxton. 

4. ." Applied Cryptography•, John Wiley, 1994 by Bruce Schneier. 

5. •cryptography and secure Communications•, McGraw, 1994 by 
Man Young Rhee. 

6. "Elliptic curve Public Key Cryptosyatama•, Kluwer, 1993 by 
Alfred Menezes. 

7. "E-mail security: How to.Keep Your Electronic Message Private•, 
· John Wiley, 1995 by Bruce Schneier. 

8. •computer COIIIIIIWlicationa security•, Prentice Hall, 1994 by warwick Ford. 

9. "PCP: Pretty Good Privacy•, O'Reilly, 1995 by Simson Garfinkel. 

10. "Protect Your Privacy: A Guide for PCP Users•, Prentice Hall, 1995 by 
William Stallings. 

11. •security Architecture for Open Distributed systems•, John Wiley, 1993 
by Saad Muftic, Ahmed Patel, Peter Sanders, Rafaei Colon, Jan 
Heijnsdijk and unto Pulkkinen. 

12. "PCP: Pretty Good Privacy• (in Germani, 1994, by Phil.ip Zimermann. 

13. "ZCONHECT: Das Datenaustauachformat fur maill;>ox-netze•, (German) 
1965 by Wolfgang Mexner,· Felix Heine, Matthias Jung, Hartmut Schroder, 
Martin Husemann and Rena Tangen■ (this shows how PGP is integrated 
into Z-NB'l'Z) • 

14. •zerberua: Das mailbox-Userinnen-Handbuch•, (German), 1992 by 
Matthias Jung. 

15. •contemporary Cryptology: The Science of Information Integrity•, IEEE, 
1992 by Gustavus J. Simons. 

b. ~ NSA Anti-Terrorist Force Protection Symposi1111 

~ To all fully cleared (TS/SI> personnel: Please join us for a 
mRNSA-sponsored half-day symposiwn focusing on the tilllely and 
important issue of Anti-Terrorist Foi;ce Protection. The syq,osium will 
take place on 10 Depember, fr0111 0900 - 1200 in the Friedman Auditorium, 
with remote broadcast to FANX III. While co-sponsored by W9B and 
ADDO/MS, the symposium will touch on all major lines of business within 
the NSA and service cryptologic cOIIIIIIUllities. 

Proposed Agenda and Distinguished speakers will include: 

Opening remarks:· Mr. Rich Taylor., NSA EXDIR 

Key note address,1 

Brigadier Generali 

Page Sof16 

I (b) (3) - 10 USC 4241 
NSA Anti-Terrorist Force Protection Issues/Initiatives 

NS~ Anti-Terrorist/Foree Protection Expert Panel - Q & A Session 

Closing remarks, Brigadier Generali I ADDO/MS 
(b) (1) 
(b) (3)-P.L. 86-36 

. . ........ 
• . • . • . . • • . . . 

• . . • . . . . 
(b) (3) -P.L. 86-36 . • • . . . . . • . . . . • 
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(b) (1) l (b) (3)-P.L. 86-36 

r .. --
'-----------.=============:;-' 
IU) For more infogmatton call r I - .._-------------~.-.• . . . . . . . . . . . . . . . . 
• • • • • •·• • ■ • • • • • • • • • • • • • • • • ■ • • • • • • • • ■ • ■ • ■■■ •• ■ •I■ I ■••••••• ■• I•• ■ • ■ •••••••• • • • 

. . . . ............ : .• .• ' ·----------, 
c. Apples for l!he Students .-----------------------..,. I (b) (3)-P.L. 86-36 I 
t'PeNf ._ ______________ __,a~d•i • • • • • • • ■ • • • ■ • •1L•:•:•:•:•:•:•:•1•1•1••• 
will collect Giant "Apples for the Students,. tapes this year.! is 
collecting for the Ruth Parker Eason school in Anne Arundel Co., ind Bob 
is col1ecting for the IDDaculate Conception school in D.C • 

................................................ ~···································· 
l/lll/llllllllllllllll/llllllllllllllilll/llllllllll/llllllilliiliilllll 

7. (Ul HISTORICAL TIDBITS 

a. (U) The Strip Cipher Device (CRYPl'OLOGIC ALMANAC) 

(De.vid A. Hatch, Director, Center for Cryptologic History). 

(Ul on Iii ll'ovuiber, IIJSA hosted a visit t,yl · I who has 
been heavily involved in restoring Bletchley Park -- wartime "hm1t "of' • • • • • • ■ ■ ■ • • ••••••• 

British c~ and rebuilding COLOSSUS, one of the 1110rld's first 8 
computers.-~ tw& '!1.11for111a'ti'V4!! pnAatatt.on.- on• • • • • • • • • • • • • • • • • • • • • • • • (b) (6) 

Anglo-American cryptologic o~rations during world War. II. on the •••••••••••••••••• 
occasion r t;ip yit!t;;,.Mr.1111:U.i.•.C:irowell!o, ,UA•a•~Cy"cft:tet!t6r';" 
preaented•-•---•ith an M-138-A strip cipher device for display at 
Bletchley Par. 

(UI Here is a little background on the strip cipher device. 

(Ul The idea for a strip cipher device goes back to 1915. Captain 
(later Colonel) Parker Hitt of the Axmy Signal Co.rps conceived the idea 
for a "flat• version of a cylindrical cipher device he hlld invented, 
When the idea-snot adopted for official work, Hitt and his wife used 
the •flat• device for their personal correspondence for many years. 

(U) The idea for a •flat• device surfaced again in the 1930a, as the 
U.S. Axmy and Navy began searching for i,. cipher ayste111 for low echelon 
c011111unications during joint operations. When the Axmy proposed its 
cylindrical device, the Navy objected: the alphabets wre permanently 
engraved on the cylinder and could not be cba.nged. After some 
discussions, William P. Friedman, the Army's senior cryptographer, 
proposed a flat board with interchangeable sliding strips of paper on 
which the cipher alphabets -re printed. The lilavy agreed in 
principle. 

(U) Friedman and his usociatea began working out doctrine for U!le of 
the device. Solomon Kullback, who had special expertise in statistics, 
worked out the •maxiDIUIII use limit• for a strip cipher of 25 randomly 
mixed alphabets. Friedman's associates tested the device against a 
variety of 11111.thematical attacks and found it secure. The final design 
had two aluminum plates, hinged like a book, holding 25 paper strips on 
which -re printed alphabetic mixes. 

(U) Frank Rowlett, another of Friedman's associates, was proud of the 
cryptographic strength built into the device. To the chagrin of the 
Army cryptographers, however, when the strip cipher ·device was used in 
a training class to give cryptanalytic trainees a realistic and 
frustrating exe~cise, a pair of officers solved messages easily and 
recovered all the alphabets used in the underlying device. The 
officers had made clever -- and correct -- assumptions about 
repetitions at the beginning of the test messages. This experience led 
to revisions in how the device was used. 

(Ul The Army adopted the device in July 1934, the Navy in January 1935. 
Both used it until 1947. 

(U) Strip cipher devices were somewhat slow in operation, but they had 
several advantages. Primarily, they were relatively inexpensive and 
relatively easy to distribute. Moreover, if one device were 
compromised, it was less serious to the system as a whole than the loss 
of a sophisticated machine would be, Therefore, in 1942 the u.s. Army 
ordered 5,000 strip•cipher devices. The Ravy also ordered them in 
great quantity. 

• 

• 

• 
l<b) (3)-P.L. 86-361 

• • • • 

9/23/2010 



December 1996 TALES OF THE KRYPT 
Doc ID: 6823810 

(U) The strip cipher device WU also issued to many .nonmilitary 
government organizations. The State Department, Treasury Department, 
and the oss used it, among several others. During the war, the device 
was also issued to several Allied governments to facilitate interallied 
c0111Dunication; Great Britain and the soviet •union -re U10ng the 
recipients. 

(U) This device·was strong but not invulnerable. Therefore, it was 
used to protect only low echelon cammWJ.ications and as a backup for the 
stronger machine systems in the u.s. inventory. Nonetheless, it was an 
important component of.the cryptographic security that saved many 
thousands of American and Allied lives during world War II. 

········································································ 
b. (U) N- Archival Assessions Announced 

l. WILLIAM FREDERICK FRIBI»IAN (Acce~sion 147270) 

t'N.l William Frederick Friedma.n was a cryptanalyst, scholar, author, 
.teacher, cryptologic pioneer and inventor. "Mr. Friedman (1891 -
1969,) was the dean of modern uerican cryptologists, the most •inent 
pioneer in the application of scientific principles to cryptology who 
laid the foundation for present~day concepts. ·He was born in Kishinev, 
Russia, on September 2,, 1891, he came to the united States in 18921 he 
retired from NSA in 1955 after 35 years with U.S. cryptologic 
activities, and died at his home in Washington D.C., on November 2, 
1969 • - Lmnbros D. Callimahos. 'l'his accession in the HSA/CSS Archives. 
consists of material from Mr. Friedman's personal files, s01111e having 
been retrieved from his residence. The record includes spffchea, 
presentations, publications, newspaper articles, patent information, 
personal information, correspondence, photographs, diaries, letters, 
etc. · 

2. LAMBROS D. CALLIMAHOS (Accession 07271) 

1'Wij Lambros D. Callinlahos was a senior cryptologist. He was born in 
Egypt on December 16, 1910, and he c1111111 to the U.S. when he was four 
years old. At the time of his death on October 28, 1977, he was 
reputed to be a world renowned flutist, distinguished cryptanalyst, 
instructor, linguist and author. During his time at NSA, he served as 
a techriical consultant to William Friedman and an instructor of CA-,oo, 
'Intensive Study in Crypta114lysis.• · ·He left NSA with 27 years of 
service. This accession in the NSA/CSS Archives consists of papers, 
photographs, slides and microfilm. 

IIIIII/IIIIJIIIIIIIIIIIIIIJl/llilllllllll/lllllllllllllllll/llllllllllll 

8. (U) PUZZLES AND PROBLEMS 

a. ·ANSWBR TO MARCH 1996 POM (A number of people requ~sted this) . • . . 
~ It has been a long time since this problem was publisllltM so I 
am repeating the cipher. To my knowl-e I 1was the 
only l>8raon to solve this cinher. I I 

• • • • 
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.......•.....•••••.••.•....•••.....•..••.................•••.••......... 
· b. (UI December Puzzle 

1. Solutions to November puzzles: 

Puzzle 10: Cryptic (71 

Treat this as 11 clue in 11 cryptic cross'IIIOrd puzzle, and give 
the answer: 

.Aquatic creature cycles briefly to rise. 

Solution: 

MANATEE. The clue •aqua.tic creature• refers to •manatee• and the 
clue •arise• r.efers to •emanate•. Finally, the clue •cycle• 
briefly• refers to the fact that we cycle the letter■ in 'llllmlltee• 
by 11 Sllllll -amount (in this case, l letter). 

Solutions were received frOIIIL...------------------1. 

• 
------- ---- ------------------------- -------. ---------- ♦ Puzzle 11: Knuth Knows (rerun from last month due to missing questionU 

Donald Knuth, one of the most famous computer 
scientists in the world land who was the firat 
published as a kid in Mad Magazine) believes that 
it is possible to make any positive integer by 
starting with a single 3 and then using acme 
combination of the operations factorial I, aqua.re-
root 1qrtl), ~d greatest integer[). Hote that 
nl = 1*2* ••• *n (e.g. 61 • 7201, and that (x] is 
the greatest integer. less than or equal to x 
(e.g. [3.14] - 3). As an example, we can make 26 by 
{sqrt 113 ! ) I) J, since 31 = .6, 61 = 720, 
sqrt(7201 • 26.8, and [26.81 = 26. 

Show that it's possible to make 10. 
Fol.' extra credit, make 4 (thh is •a lot• harder than it sounds I ) • 

Solution: 
Let S denote square root, ! denote factorial, and I J denote greatest 
integer. We can get the following: 
10 • [S(SS(311)]1] 
7 = [SSSSSSSSSSS(l!ll)] 
8 .; (SS[71)] 
14 = [SS(SI)] 
4 = (SSSS(141)] ,♦ 

• . 
• • • 

. 
• 

• 

. 

. 
• 

. . . 

• 
• 
• • . 

• • 
♦ 

• • 

• 
• 

• 

.. 
• 

• • • 
• 
• 
• 
• 

• • • • • 
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Other solutions are possible. 

Solutions -re received from! t 
I ~ ·· ... L---------------------------------~ .. 
--------------------------------------------------------------------· 
Puzzle 12: Making the Grade 

Spike is taking a series of exams, and it turns out that he'll 
have to score a 97 on the last one in order to average 90 for· the 
entire series. But even if he scores as low as a 73, he'll still 
average an 87 • How many exa.ma were in the series? For extra 
credit, generalize this, i.e., if a difference of x points on the 
final exam corresponds to a difference of y points in the overall 
average, how many exams were there in total? 

Solution: 

I.et s be the sum of all of his exam scores. before the final-, and 
let there be a total of n exams. Then we have 
(S+97)/n = (S+73)/n + 3, or 3n = 24, and so, n = 8. In general, 
if a difference of x points on the final exam correaponda to a 
difference of y points in the overall average, there are x/y exams 
in total. 

• . . . . 
♦ • 

• 
♦ • 

• ♦ . . 
♦ ♦ 

♦ •• .. .. .. .. 
O' 

w 

I 
'd 

t:-< 

a:, 
O'l 

I 
w 

Solutions were received from I r ................ ■ ............ , 0) I .. --.- ♦ . . . L __________________________________ _, •• • . . . . . . 
■ II ■■■■• II II II II ■ It II II ■ II ■■■■■ II ■ II II II ■-■- ■■• II II ■■ II ■■■■■■■■■■■■ II,,· II ■■ 11 11 ■ III II II II II ■ \II. ■ 'It ■•■ : ... . . . 
c. (U) ICRYPTOS ICRISTMAS KWIZ!llllllll!l!!IILIJl◄ r1• . . . 
(°PesQJ This will run for two ,11\Gllthk •1£.;. there won't be a new puzzle•• 
in January) . Deadlinf .for•subnission of answers is January 10. •Tales 
of the Krypt: ~eed'ers please submit solutions to ..... .,.....,...----
q I• except for those at GCHQ, who have their own 
instructions. Name of the- winner will be printed with score in the 
February issue of 'l'OTK,. along with names of all others who submitted 
answers and obtained a score greater than zero. Combined entries are 
certainly allowed, and you may continue to sutmit solutions up until 
the January 10 deadline. The hoped for prize is a Bletchley Park mug, 
if the winner is a. single person, or pins if the winning entry is from 
a team. 

~ I ~ have again put their 
warped minds together to produ~e the 1996 kryp QS Kristmas Kwiz, 
designed to keep you from all the things you OUGHT.to be doing (work, 
Christmas shopping, etc). As before, some questions aie more difficult 
than others, so each has an associated Warp Factor. Foz-.factors greater 
than 1, points may be awarded for a nearly-correct answer er even a 
gallant effort, so enter something on the answer sheet even•i.f you're 
not sure. And if your answer is better than ours, you may rec,\ve 
bonus points. We think that this year's quiz is at le~st as diff~~ult 
as last year"s, so do return your answer sheets, even if they are 
incomplete. 

(U) Merriam Webster's Dictionary will be taken as the authority for 
what constitutes a •word•. If your answer includes an obscure word 
which is not in Merriam Webster•s but in some other comnon 
dictionary, tell me which. Unless otherwise stated, •words• do not 
include proper nouns or entries which contain punctuation (hyphen or 
apostrophe) • 

. . 
• 

♦ . . . . 
♦ . . . 
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(U) So, good luck, and have fun! I (b) (3)-P.L. 86-361 . 
1. Where does 'heaven• fit in the following list (read across lines ♦ 

in order): . 
♦ 

hound art blood bread strap lantern heel . 
♦ . 

pastry manger bucket wool wig grease column • • 
class ointment soldier dimen11ion leave • 

belt matter ♦ . 
♦ shake flask summer box cap cross moon . 

♦ 

♦ 

• • • 
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hole 

brick 

world 

wood 

hand 

hole 

bag 

dark 

night 

peel 

blade 

neck 

sense 

century collar 

sky 

fly 

watch 

gin 

roll 

pages IS) 

2. Compile a list of 16 8-letter words, such that the last four 
letters of each word (except the last), followed by the first four 
letters of the next word, also spell a word. (2) 

3. A WithWord is a word which can precede a list of other words to 
produce a further set of words, which may be hyphenated. For example, 
the WithWord associated with [bid, break, burst, cast, crop, door, fit] 
is OUT. What are the WithWords for.the following sets: 

ifoot, horse, house, ship, weight, year] 

[able, box, day, house, mate, shop,. shy] 

[boat, bow, division, hand, range, standing] 

[army, line, lord, mark, mine, slide] 

[blind, chat, crop, dead, wall, ware] 

[age, date, drake, drill, made, power] 

[.age, fish, it, ~r. saw, stand) 

[going, ion, rush, set, side, to, us] 

(1) 

What WithWord is associated with these eight WithWords? (1) 

4. The inhabitants of the planet Corrigenda use the same digits 
as we do, and representing the same quantities, but they use different 
words for •plus•, •minus•, •times•, •over• and •equals•. Curiously, 
their five words are the same as ours but with different meanings. 
Determine which is which from the following, and c~lete the second 
equation (note that operations are left to ~ight: 6 - 4 / 2 • 1, not 4): 

2 equals 6 minus 4 plus 3 times l 

4 over 7 times 3 minus 5 plus? (1) 

construct.an equation containing the five operators at le~st once 
each which is valid on both Corrigenda and Earth. (11 

5. In the Good Old Days of telex, plain text was punched onto 5-level 
paper tape, often using the following codings (in binary order): 
7T309HNM4LRGIPCVEZDBSYFXAWJ5UQK8 (where the digits represent various 
teleprinter functionals). Thus Thad a hole punched only in the fifth 
level, I had holes punched in the second and third levels, and 8 had 
holes punched in all levels. Interpret the following stream: 

89RZ78SFL7E4M4E78SS47EE8EE7CZZC74YY377789RZ78SFL7Z8Z74YY37EE8EE7 

8494870ISI074YY377789RZ7KTNTK7Z8Z7 

What follows? 

6. What is the next number in the following series: 

Cal 1 2 3 5 10 19 20 30 50 100 190 200 

(bl 3 7 12 14 16 19 21 25 30 41 45 52 54 56 

(Cl 8 13 17 22 24 26 29 31 35 42 44 46 49 53 

(di 1 5 11 15 20 40 51 55 60 90 102 104 106 109 

(1) 

(11 

(1) 

(11 

(2) 

7. A stepword is a word of 2 or more letters in which one letter can 
be stepped, incrementally, through the cyclic alphabet, to form other 
words, eg CONE CORE COVE COZE CODE. 

(al what stepword gives the longest such list? (l) 

l(b) (3)-P.L. 86-361 . . .--------------------------e"--r 
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(bl what 8-long stepword gives the longest list? (1) 

8. Four balls, each with a radius of l inch, are arranged in a square, 
on a flat surface, with each ball touching its neighbours. A fifth ball, 
of the same size, -is placed on top of these four, so that it is supported 
by each of them. What is the vertical distance from the top of the upper 
ball to the surface (correct to two decimal places)? · (2) 

9. If you can dramatise: unwills, foliate, gumshoe, weakest, respect, 
scaredy 

then: 

a. illustrate: comical, echelon, spangle, ocelots 

b. calculate: impiety, Warrell." inferno, Sumatra (1) 

10. A recent (1992) reference book has a section which contains a list 
of 42 'things•. 15 are UK and 14·are US; Australia, Austria, Germany 
and Italy have 2 each, and Canada, Israel, Netherlands, Norway and USSR 
have 1 each. The oldest is Italian (17781, the most recent UK (1973). 
What are they? (1) 

11. Fred Bloggs was pleased with himself. He had devised a method for 
enciphering messages on his PC, using nothing but a simple algorithm 
and a •secret• key. He sent a test meaa11ge to hia pal Joe Blow, and the 
following exchange was observed: 

12. 

TO: JOE BLOW FM: FRED BLOGGS 

XDARD LDASB PCASG VHIHP ZYTGH VFMVD JJZIW MKXCX FXYJfl' LPDQX 

RDBPL PEZAD IUHNO NJLBG RUWBE IURBD QKRBI VSUMX OG'l'MZ WBORX 

NFAFK DHWGW ASTHK RDKOU JHAW 

TO: FRED BLOGGS FM: JOE BLOW 

EXAYN ACGGB UHKNL BRTDD RLDYR XAQAY SPTNQ DJKKO KBOJCI 

TO: JOE BLOW FM: FRED BLOGGS 

WDARD LDASB OCASG VHlHO YYTGH VFMUB IJZIW MKWZU EXYMT LOZKT 

QDBPL OZPQY HUHNN HURMA QUWAX NLIGW PKQTG RAQKP NFKCT AFIHO 

LVHPI LFGNL OPKPQ XLBKX UVZJH 

TO: FRED BLOGGS FM: JOE BLOW 

EXAYZ KEFSZ IIGRL PWHGD VJUPR IUCHC IDFMG BDOZF 

(a) What does the last message say? 

(bl What did Fred do wrong in the first message? 

What is the next value in the following series: 

(al l 4 8 13 21 30 36 45 54 63 73 85 95 

ibi -2 -1 -2 0 1 3 2 3 5 7 5 6 5 6 8 9 8 10 11 

(cl -2 -3 -1 0 2 1 2 4 6 4 5 4 5 7 8 7 9 10 13 

Id) 4 5 8 8 9 9 12 13 13 13 17 18 21 22 22 23 26 26 27 

(el 2 5 8 10 13 17. 18 20 25 26 29 32 34 37 40 41 45 50 

(fl 1 2 5 13 34 89 233 610 1597 

(g) 7 8 5 5 3 4 4 

(2) 

(3) 

(l) 

(1) 

(1) 

(1) 

(1) 

(1) 

(1) 

!(b) (3)-P.L. 86-36! . 
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(hl 11 25 34 41 56 63 71 85 92 107 114 121 

13. The following figures give the approximate answer, and the exact 
answer (in parentheses), in that order, to what question? 

.37 (Ol .74 Ill 2.21 (21 8.83 (91 44.15 (441 264.87 1265) (21 

14. A square is inscribed in a circle which is inscribed in a square 
which is inscribed in a circle which is inscribed in a square. What is 
the ratio of the areas of the largest and the smallest squares? (1) 

15. Which is the odd man. out? 

(a) ARGON HELIUM KRYPTON NEON NITROGEN RADON 

(bl CHEETAH GIRAFFE GJru GORILLA LEOPARD LION TIGER ZEBRA 

(ll 

(1) 

(c) ALTMAN BOGDANOVICH COPPOLA KUBRICK POI.ANSKI SCORSESE SPIELBERG (l) 

(dl BRASILIA COLOMBO HAVANA KHARTOUM ROME STOCKHOLM TEHRAN OTTAWA (1) 

(e) ARTEMIS DEMETER EOS HECATE HERA M()RPHEUS PERSEPHONE SELENE (1) 

(f) AMIENS ANTWERP FLANDERS JUTLAND LOOS MARNE SOMME VERDUN YPRES (1) 

(g) ARMENIA BULGARIA BURMA COLOMBIA ESTONIA ICELAND JAPAN NORWAY (1) 

(hi which is the odd man out of the odd men out? ·12) 

16. A set of items is arranged in an obvious order and numbered 1, 2 
etc., and the following observations are made: 

(al 1 and 4 also appear in a different set, which contains 24 items, 
also at positions land 4; 

(bl 3, 10, 13, 15, 18 and 22 nominally have something in common, but 
_10 and 22 are most closely associated; 

(cl 9, 12 and 17 appear in different parts of the world; 

(d) 6 and 20 are two of a kind. 

What colour was a 25 21? (1) 

17. What can be defined as: 

(a) A figure of speech where a deliberate understatement is made for 
the sake of effect, e.g., 'he made a very 'decent• contribution•. Ill 

(bl A figure of speech where there is a deliberate use of exaggeration 
for the sake of effect, as in the phrase •tons of money•. (1) 

(cl The separation of the parts of a compound word by a word or words, 
e.g., Piccabloodydilly Circus. (1) 

18. (al If 2u(ml -- 1 and 2**(n) are its factors, who wrote the book? (1) 

lb) Who directed the film whose title contains a 4-digit nwnber which has 

precisely three factors under 30 (excluding ll, all prime? 

19. What connects the following? 

'The English Palladio•; noted seafarer and colonist who died in 1631; 
'the Empress of'the Blues•; actress in 'A farewell to Arms' and 
'Towering Inferno•; actress in "The Pumpkin Eater• and 'A Room with a 
View"; actor in 'Conan the Barbarian" and 'The Hunt for Red October'; 
Astronomer Royal 1933-1955; pop singer, born Pontypridd in 1940; 
Scottish novelist who wrote 'Murdo and Other Stories•; and 200m world 

Ill 

Championship winner in 1983/87. (11 

20. By what names are/were the following better known: 

!(b) (3)-P.L. 86-361 
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(al Doris von Kappelhoff (bl Allen Stewart Konigsberg 

(cl Charles Lutwidge Dodgson (dl Frederick Austerlitz 

(el Jean-Baptiste Poquelin (fl Amandine Aurore Lucille Dupin (31 

21. Apart from being names, what do the following have in c0111ROD1 

ALICE CICELY ELAINE ESTHER JANE JASON MARIAH NORMA ROWALD ( 1) 

22. lllha.t is the longest pair of words you can find which give another 
word when the letters are added, mod 26, in order. Take your choice -
A = O or A = 1 (so that A + A can give A, .or Bl - l:>u.t be consiatentl 
Exllmple: CAT + BED " DBW. (1) 

23. Language is highly redundant for eX11111Ple one can omit all the 
vowels from a text and it is still (mostly) readeble: eg It-NG s-L-M-H'S 
M-N-S. work out the following book titles. 

(al -0-I-S-N -R-S-E altemate letters 

lb) - --R-W--- 'l'O -R-S second half of the alphabet only 

(CJ ---- A-D L--E-- first half of the alphabet only 

(di --- --- I- --- -I-- -- I--- ---I---I-- only the letter I (21 

24. [unfortunately the instructions for this question got lost, bl.It 
see if you can solve it anyway. we believe the text is complete]. 

•we enjoyed a Buck's Fizz before the aeal. We f01.1nd the roast quail 
a moat satisfying starter; then it was a pure pleasure to eat llllllb 
•a l'Italiano•, gnocchi and seasonal vegetables. Then the sweets: 
dairy selection - yoghurt& -or frOlllllge frais (surely the perfect· item 
to cleanse the palette) - or banana mousse, eclair eglantine (the 
chef's creation, and a clear sign of his inventiveness and experience). 
Then coffee, regular or expreaso; a large selectioh of savoury fare 
- gingerbread pieces, each extraordinarily shaped like a 1111111, a plate 
of petit-fours, and nuts. A perfect end to the day; bill paid (nice 
tip included), and now it's time to go to bed.• 

How -ny? (please list them) (11 
25. The following are solutions to the equation a••2·+ b**3 • c••2 + 
d••3·, where a, b, c and d are 4 positive integers and a is not equal to 
c (for canpactness, A•l •.• Z•26): DP.CB HAAD IBED JBIC ltBBB LAID JECF 
OBMD OCFF QBIF QCJP SCRD·UBRE Tl)KG UDQF WBBH VDPR XASP lfDIH YBKH WPDI 
ZEQH SHLI and of c01.1rae CBDP. •••• LISH. Replacing the values of a, b, c 
and d by literal equivalents in a hatted alphabet of your choice, write 
down the longest list of 4-letter words y01.1 can construct. (3) 

26. On what basis are the following countries divided into sets: 

(a) (ii India J-ica_Mexico Philippines venezuela 

(iii Angola Australia Bolivia Fiji Tanzania (1) 

(bl (ii Chad France Spain 

(ii) Denmark Iceland Thailand 

(iii) India Italy Syria 

(ivl Algeria Eritrea Tunisia (1) 

(cl (i) Australia Japan 

(ii) Canada nen-rk 

liiil Sweden USA 

(iv) Mexico Norway 

(v) Italy Mauritania 
l(b) (3)-P.L . 86-361 

• . 
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(Vi) Argentina. Syria (1) . 

(di (ii . Piji Peru Italy 

(ii) Bgypt Japan Morocco 

(Hi) Angola Cuba ~land 

(iv) Algeria Kenya 'l'hailand 

(v) Belgium Brazil Pinland 

(vi) Iceland Romania Bweden 

(vii) Denmark Ethiopia Uruguay (1) 

(el (i) Afghanistan Algeria Argentina Auatralia Burma C&nada 
Iraq R01111111ia 

(ii) Brazil Egypt Prance Indonesia Iran Mexico Nigeria Thailand (11 

If) (i) Denmark Qexmany Greece 

(ii) Belgium Pinland Poland 

(iii) Angola Austria Turkey 

(iv) Canada Hungary Portugal 

(VI Brazil Norway SUdan 

(vi) Panama Peru (2) 

27. And still on the subject of countries, what is.the longest list of 
countries you can compile such that the last two letters of one are the 
same as the first t1110 letters of the next, in order? (1) 

28. What is the longest (not blatantly contrived) sentence you can 
write containing only four different letters of the alphabet? COnmon 
proper n11111es are allowed. 

29. Answer the following clues lexicographically: 

(21 

(a) Notice the beat chooses a job (4) (1) 

(bl Bomb maddened infuriated nobleiaan -(71 (1) 

(cl Discover partisan coordinate system (91 (1) 

(di Making aware of changing fundamental connecting shape (8) (1) 

(el Figure of speech poet found in 11111Allest ro01118 (71 (ll 

(fl Madness, thought at fault, moved slowly (6) (11 

30. Pind three different monosyllabic 4-letter words which become 
trisyllabic 5-lett~r words when a letter is added: 

(al at the beginning (1) 

(bl at the end (1) 

(cl somewhere in the middle (21 

31. Find a monosyllabic 3-leeter word which becomes a trisyllabic 
4-letter word when a letter is added at the end. (ll 

32. My first ia in Finland but not in Finnish 

!<b) (3)-P.L. 86-36! 
♦ 
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My second is in Holland·but not in Dutch 

My third ia in Albania.but not in Albanian 

My fourth is in SWeden but ·not ins.dish 

My fifth is in Germany but not in German 

MY sixth is in Iceland but not in Icelandic, 

My last is in Wales but not in Welsh 

My whole is in England but not in English 

Where 11111 I? (2) 

33. There is·a -11-Jcnown puzzle in which you are required to construct 
as many integers as possible.using just four 4s and the operators+ - • 
/, together with brackets, decimal points, facto:i:-'ials, roots, indices 
and recurring deci11111ls. Thus.: 

12 = ( ( 4 I - 4 l • . 4 l + 4 
32 • sqrt(.4) • (44 + 41 
and 63 • <•••• - 4) / 4 

In this version you have all the Sllllle rules, but the only digits used 
must be 3, 3, 5 and 5. So for example 10 = (35 - 5)/3 or 35/3.5 

Construct all the numbers from 180 to 189 inclusive.· It is 
acceptable not to use all four digits, should it be possible. (6*) 

• half a point for the first eight, a point each for the last 2 

34. An encryption system works as follows: take a piece of text which 
includes all the letters which you wish to encipher, and nUlllber each 
letter in turn, 1 for the first letter, 2 for the second, and so on. 
Then replace each letter in the messag_e by the number which is 
associated with that letter. Where the letter appears more tha.n once in 
the text, use each of the numbers in turn, cyclically. 

Choosing a -11-known phrase for the text, a -•sage enciphers to: 

13 11 12 6 21 1 2 3 26 6 19 24 14 15 10 30 29 29 35 22 34 33 19 28 13 

111 7 15 19 3 26 22 l 27 24 30 6 33 34 14 26 2 28 20 30 25 1 32 

What is the last word of the measage? • (2) 

35. The· following clue leads to 7 4-letter words - but what is the real 
(two-word) message? · 

weaponry thought to damage, left.on boat, dictates that I conquered 
German river. (21 

••..................................•......•.•.......•.....•.•••....•.•• . ,., ...... , ............ ,.,, .. , ......................................... . 
9. CUI EDITORIAL CORNER · 

REMINDER: Submiasions for the January iasue are due by Decml)er 30th. 

PLEASE NOTB1 All submissions must be in ASCII foznat, and, with the 
implementation of E.O. 12958, MIJST BB PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicat~. 

If you have any c-nts or suggestions, please submit them to 
any member of the editorial board. 

EDITORIAL BOARD • • • ■ • • • • • • • • • 

• 
• • 

Page 15 of16 

• •1 (bl (3)-P.L. 86-361 . 
• 

• • 

9/23/2010 



December 1996 TALES OF THE KRYPT 
Doc ID: 6823810 

----11. . . . . . . . . . . . . . . . . . . . wacx .mgram, 1,;rypt01og1c History Muaeum~ I I . • • • • • • • •1 (b) (3) -P L I ...... -................ . 
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

'1'HB CLASSIPICATION OP 'l'IIIS NBWSLE'l"l'BR IS Jbt aw...- Vl■II 

Retunuo .Kryptos Heme Pa-, 

.._ __ NIM:IIMlaa.a., 

. 1111nD 3 • 1181 
IBUIIIPYGN, IOUali:-- IQ\DR■ 

IDIIIECIF IGUIIIZ: 3 • 1111 

!(b) (3)-P.L. 86-36! 

Page 16 of16 

86-361 

9/23/2010 



Doc ID: {/A9~ffi' 1997 TALES OF THE KRYPT Page I of6 

~ " , T~n rrrcfir':T <Jhl'\1;,ut~"f'. 
, 1 •• >;,It •j,'t ~• ;, U'<>'"-✓ I< ~ • 

(U)~t Modified: 10/30/2002.11:45;~ 
(U)PE EXTERNAL Pl\.GE 

THE CLASSIFICATION OF THIS NEWSLETTER IS ~QP Q~R~~ 'iJllO~n 

*********************************** 
* TALES OF THE KRYPT * 
*********************************** 

January 1997 

IIJ//JII/////II//II//II//III/I//III//II///II/II/I//I///////II////////II/ 
************~*********************************************************** 

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ 
I//I//I////I////II///II/I/II///////IIIII//II///III///J//////////II////// 

(~ TABLE OF CONTENTS: 

1. (U) CA ·Perspective 

2. (U) Calendar of Events 

3. (U) CACP News 

4. (U). Community Service 

5. (U) Editorial Corner 

I///I//////III///////II//I/////IJ///I////I/II/IIII//I////////III/I/////I 

1. ~ PERSPECTIVES IN CA - Each month this newsletter features the 
perspective of a CA Senipr on a CA topic of his/her choice. This month 
we are pleased to feature! I, the Director of IDA-CCR~La Jolla . . . .. 
---------------------· -----------------~.------ -------------------------• . ' • 

"PERSPECTIVES IN CA FROM CA" • • . • 
~ My first, and perhaps most important,· messag;•ro.r you is that 
CA is alive and well, indeed thriving, in Southern Califor~ia. To 
amplify on this I am tempted., given the time of year I am wri"t~Jl~, to 
mimic Dickens witn a "KRYPTOS KAROL" giving views of the past, pres,ep.t 
and future. · • •. 

PAST: 

• ('e':es~ Cryptanalysis began in California in 1952 when the.first .• 
"SCAMP" summer program was held at UCLA. This was the very same.year 
that NSA was founded, replacing the AFSA (Armed Forces Security• 
Agency). For the next few years SCAMP moved around from site• to- site,. 
until in 1959 IDA-CRD was created in Princeton, in part a,Ji/a permanent 
home for future summer programs. Later on, in 1968, 1919 and 1983, • 

• 

• .. 

··--------l(b) (3}-P.L. 86-36! 
• 
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summer proorams were held in Monterev 
Sqhool. I 

CA. at the Naval Postoraduate 
I • • • • ■ • ■ • • ----

~!SQ,\, During this summer of 1988, support for an earlier-floated 
idea for a California-branch of IDA gained momentum, mainly through the 
enthusiastic backing of DIRNSA Studeman. One of the main motivations 
for this. was to "foster strong technical interactions with the West 

....... · 
w w,-.. 

I I 
'""(J1 
• 0 
t:-< 
• 0 

Ul 
co () 

°' IW 
WO 

°' "' ... 

Coast academic community." After a feasibility study, the Center for 
Communi:at:orfai ~e~e.arc:h.-I,a Jolla. ,c.clhLJ~ .w.alil.f.O\mde_ d.in.l.. 9.8~ .{with.. ■■ ·• ■ i(b) (3)-P.L. I · _ _ as first director) , and CRD ~as renamed CCR-P at the same 
time, (inact at the time of its 30th anniversary).· Groundbreaking for 
our permanent facility was held in 1991 and the facility was completed 
in 1992, about the time I took early retirement from UCLA and moved 
down here ·as director. The first SCAMP in our new building was held-in 
the summer of 1993. 

(~ · We were fortunate to attract to our initial oermanent staff 

.._ _____________ r !//fl ~tf! Mrtfl .. d.e'ht "t'ha.t 't>tll' newer· • • • • • • .·.·.············----. 
researchers will do work of equivalent stature. 

PRESENT: 

. . . 

w w,-.. 

I I 
'""(J1 
• 0 
t:-< 
• 0 

Ul 
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WO 

"'"' ... 
f-'· 

···----------------~ We currently have a researco,&1:~rf of . . •• 
on we 

staff members" 
of about 

out...._ _ __.regular consu taqte (tee n,ica ~ a junct 
from local universities. ■ We also kave a:;upport staff 

• r!hg the sumilier 
our SCAM program 
universities for a 

. 
ong wit 

visitors from 

summers are 

t= Ma~a:•,ment is minimal~ a director (me), a deputy director 
- ~. and a head9f admin/seturity I 1 

cienihcal we ~~~ort to{ . · at NSA (head· of; R51, math 
research) and, through• h.:tm,. tq other N Ft ot fices. Administratively we 
report to IDA headquarters in AieJtanil:i;;i,,a - iDA is a 11 :f'ederally funded 
research and development center" running• t:He- li:CR.~ s .(ai:id CCS) under an· 

---------------------------• _. _. _l (b) (3) -P.L. 86-361 
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NSA contract. 

FUTURE: 

(@ @@i) I I 

______ .,_• The cna1.1.enge ror tne ruture is to continue to recruit tne • 
very best a~~l¥tic minds into our work; to maintain and increase 
contacts with the "oS•&cademic community, especially in the western part 
of the country; to expa';ia.•oo.._e.scope of our research activity to cope 
with rapidly changing communicat~~~~ environments; I .. . . . • . . . . . . . . . . . . 

. . 

. . . . . .. . .. . .. .. . . .. . . . . 
• : • I ----
. . ------------------------------------------·· 

•• 
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2. (U) -CALENDAR I (b) (3) - 10 USC 4241 
♦ 

Jan 9 

Jan 29 

PLAN AHEAD 

S&E Society Presentation, 1 ______________ f of 
the National Reconnaissance Office, "The Next Generation 
Architecture for Space", (1000, R&E Symposium Center) 
(see 4b) 

Breakfast for Newly Certified Cryptanalysts, 
{BANCC), Canine Suite (see 3b) 

May 5-9 ACE '97 at CCR-Princeton 

Oct 29-31 Seventh Symposium on Cryptologic History (see 4a) 

ti II II II It II II II II H II II II II U If II II II II If II JI II H II H II ,1 n n n II U n 11 11 II II II II II II II II·" n If tr ff ff II II tf H H 11 11 II H II II n fl fl ti II tf 11 II II II ti 
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3. {U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

a. (U) CACP Announcements 

.1) ~ Congratulations to the following people who achieved profes-
sionalization in CA during December: 

• • • . . 

-------------------------------·----- ·-------·---------------------------• 2) LOGO CONTEST • • 
• . 

(U) A logo has been chosen for the Cryptanalysis Car~er Panel. It 
depicts a cipher wheel with the NSA seal on the end, and.•t.he setting 
CACP, with alphabets based on the keyword CRYPTANALYSIS. r.♦ook for this 
logo in the future on our home page and award plaques. Thanks•to all 
who participated in the contest! •• 

♦ 

♦ . . -----------------------------------------------------------------------~--. ♦ 

3) CQB SCORES SOUGHT • 

If you are willing to participate in a study of how well CQB 

• 

scores predicted success in cryptanalysis, and have a copy of your ... . . 
scores for the CQB 1 test, please contact 
at I I The results of this study will contain no names, so 
ano._n_ym_i_t_y_w_i_l_l..,_be ■ Q'Uai:arite~cr. . . . . ■ • • • • • • • • • • • • • • • • • • ■ • • • ■ • • 

or ...._ _____________ _. 

. . . . . 
/ . . 

.11 H II n H II ti II 1111 II II ft ff II fl II II II ft II If H fl II II II II II 1111 II H II ff ff ff fl 11 H. ft II II 11111111 11 11 11 11 11 11 11 ■ JI 1111119111nH111111 ft tt ff n ft ft ff 

/ 

b. (~ Third Annual BANCC Plans Underway 

WHEN: Wednesday, January 29, 1997 
8:00 .to 10:00·a.m. • Breakfast Buffet is scheduled to be ready by 8:00! • • . 

• 
WHERE: Canine Suite • . 

• • . . 
COST: $6.00 • ♦ • • • . • ♦. 

Breakfast Buffet Menu: • • • ♦ 

Traditional Scrambled • ♦ Eggs . 
• . 

Crisp Bacon • ♦ • 
Sausage :i:,inks • • • • • French Toast • • • 
Homemade Biscuits • • • • 
Hash Brown Potatoes or c:i_miamon Apples . 
Juice • ♦ 

• • 
Selection of Teas • • • • Freshly Brewed Coffee • 

• • • . 
List of Honorees: • ♦ • • • • . 

• 
• . 

• . . 
• . 

• 
• . 

• 
• 
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Sign up and pay $6.00 to one of the following 
people by Friday, January 24, 1997: 

· I (b) (3)-P.L. 86-36 

U II U II H H U n II It II II H If II fl 11 11 ti H II n 11 11 H 11 11 11 11 11 11 11 11 11 11 ·~ U II II H 11 11 H N II ti If ti ti II ti II ·~ II II II fl ll ·11 H II II II ti II II ti H II fl ti II II II 

4. (U) COMMUNITY SERVICE 

a. (U) Seventh Symposium on Cryptologic History 

(U) The National Security Agency will sponsor and host the seventh 
Symposium on Cryptologic History, 29 to 31 October 1997 at NSA. The 
conference will focus on cryptologic history based on recently 
declassified materials from World War II and the VENONA releases. 

(U) The Center for Cryptologic History welcomes papers and panels 
relating to any aspect of cryptologic history based on research 
into declassified materials. 

(U} To propose either a complete session or individual paper you should 
submit: 

a} a one-page abstract for each paper 
b} a one-page statement of session purpose for a panel; and 
c} a brief vita for each presenter to: 

Dr. David A. Hatch, Chief 
Center for Cryptologic History (S542) 

National Security Agency 
9800 Savage Road, STE6886 ... . Fort George G. Meade, MD 20755-6886 ••• • • . . . . . . . 

Telephone: 1 · ·;a~::1:::::::::::---~~r 

I (b)(3 )-P .L. 86-361 . : .. : 

11 11 11 11 11 U 11 II II If II II II ft tr II II II II II II II II II II II II II II II 11 1t H II II 11 11 II fl II fl II H If II II II II II II II II If ti ff N 1.-11 II ff II II II II II II It II II II II II 

b. (U} Science and Engineering Society Presentation 

♦ 

(U} on Thursday, 9 January 1997 at 10 · op A M in th~•RfE Symp. osium 
Center, the Society will present ._I ___________ •-~~· •oof • bhe ■ • •• 

National Reconnaissance Office speaking on 

(b) (3) - 10 use 424 
OGA 

"The Next Generation Architect1,1re f<;r Space" 

(U} This presentation will examine the forces reqairing new spacecraft 
design and some of the emerging technologies that.will enable the 
design of small, lightweight, extremely capable ~~stems. •,---------~, 
is currently serving as the Associate Director of the Advanced Technology 

I NRO I 
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Group at the National Rec:onnaissance. Office. He has spent approximately 
20 years in the Air Force community. He holds Bachelor of Science 
degrees in.Meteorology and Physics and a Masters degree in Physics. 

(U) This presentation will be broadcast on Newsmagazine Channel 17. 

~ For information on or membership in the Science and Engineering 
Society contact Tom Klinel I . 

BLUE/(OLD GREEN) BADGED PERSONNEL ONLY 

If ti H II II 11 II II II II II II II II If II II II ff ff II II II II ,, ~ p ff If II II ~I •1 " !! !! !! If II H H !! !! ., fl !! !l !f It II It It ft II rt II !! ff II If II II II I! I! 1! I! II II H II II 

######################################################################## 

5. (U) EDITORIAL CORNER 

REMINDER: Submissions for the.February issue are due by January 28th. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958; MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 

Jack Ingram, Cryptologic History Museum, 1 ____ .,_I • • • ••• 

. . . . : ... . . . . . 
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5. Technical Article 
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1.· ~ PERSPECTIVES - Each month this newsletter features the perspec
tive of a Senior on a topic of his/her choice. This month we are ple~sed 
to feature I } 
ment. 

. . 
• -----------------------------------------------------------------------~r-,---------, "NSA and the Wor:J.d's Largest Machine"· J<b) (3)-P.L. 86-36! 

• 
~ The world telecommunications infrastructure has be.en described as 
the "world's largest machine". It owes its existence to our insatii!.ble 
need for information and communication. At the most basic level t~is 
machine has be.come essential to our way of life. It is also an .:rnstrument 
for those who wish to endanger our nation and the lives of its.~itizens. 
·Information superiority means putting this machine to work for the US and 
its allies. NSA's success in using the world's largest ~achine to enhance 
the security of our nation and its allies depends almost entirely on how 
rapidly we. can change. Collective c_hange, being the sum. •total of the 
magnitude and direction of each individual's change coutribution, means 
tha_t we all have a part to play. • • 

• .. 
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~ Our need to change is qictated by gross changes in world demo
graphics,. economics, politics and technology. In 1994 world interna
tional circuit capacity totaled applo:x:imatelY-25 Gb/s. "Today the capacity 
is about 100 Gb/s and by the year 2000 the capacity is expected to reach 
250 Gb/s. In 1983-the cost of satellite communications was half that of 
submarine cable. Today it is five times more expensive and by the year 
2000 it is forecast to be 25 times more expensive than ·high capacity fiber 
optic cable (based on the cost o~ transatlantic links), In 1994 there 
were about 70 million more users of FAX than e-mail. By the year 2000 
the number of e-mail users will exceed the.number of FAX users by ov~r 70 
million. The number of leased ;Lines being installed worldwi_de is decreas
ing. This observation is reflected in the demand for.multiplexers which 
is expected to decline by 14% in 1997 following the 10% decline in 1996, 
while cell and frame relay·equipments are projected to grow 100% in sales 
worldwide in.1997. And tonight {4 February 1997) ·an infoseek keyword 
search of •cryptography• turned up over 23,000 internet web site refer
ences. These somewhat random recollections are just a reflection of some 
recent reading and are intended to illustrate the exponential revolutionary 
changes taking place in the •world's largest machine-" . · 

~ The internal·changes that we at NSA have witnessed as we face this 
revolution are profound. Think of how the blessing and curse of e-mail 
have changed your work in the past five years. There have been numerous 
organizational changes ~nd consolidations. The astronomical number of 
working gr·oups, · focus groups, steering groups, tiger teams and efforts to 
"re-engineer" our business and its processes are efforts to correct our 
inability to chang.e rapidly enough. Some changes do come quickly though. 
We are forming alliances with industry and foreign partners which just five 
years ago would have seemed inconceivable. Though the pace of restructuring 
and personnel moves designed to help us meet the challenges we face more 
effectively seems so rapid and at times unproductive, it ·is likely to con
tinue and even increase. 

~ The most important things that individuals can do_ to prosper in 
this environment is to acquire new skills and shed their •tribal loyalties". 
The ability to learn and "globalize• your role in the intelligence mission 
are the two most important things that you can do for your career, job · 
satisfaction and ability to contribute meaningfully. Those who view them
selves only as cryptanalysts or signals analysts or A,B,.,Z Groupers or 
mathematicians or engineers will have a very difficult time finding their 
niche. The future of.NSA belongs to those who view themselves as "intelii
gence professionals•. It belongs to those who identify with the production 
of both information security and SIGINT products and not solely any organi
zational unit or discipline. Our success will depend on these boundaries 
vani·shing at the individual level. 

('P@QQJ In an environment where resources are diminishing and expectations 
are increasing, it is unlikely that any organizational unit will be able to 
accomplish its mission in isolation. The stovepipes are disappearing.and 
projects that have participants from diverse organizations {across key com
ponents) are becoming commonplace. The reason for this is si~ple: duplica~ 
tive efforts and overlapping missions are being eliminated and we are
striving to get more from existing resources. One area in which this . 

. applies to Z Group is· tools and techniques development. We are moving· to 
an environment in which the tool_s and techniques which are developed fol;' 
analysis will move directly into the production environment. That means 
that the software developed during analytic process will become an integral 
component of collection and processing systems developed outside of z Group. 
A collection system tightly coupled with a networked •analysis web• and the 
industrialization of software production made possible by_object-oriented 

■ !(b) (3}-P.L. 86-36! 
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programming are the technologies that will enable such software reuse. 
Culturally analysts and developers may work in two different key components 
or even .another agency during the tBtifse of a single project. Flexibility 
and loyalty to our customers will become far more important to success in 

· our careers than organizational_ affiliation. · 

~ The challenge of getting this machine to work ·for our nation's 
security appears daunting. We should remernl;>er that there are boundless 
opportun_i ties made ·possible by the very· same developments that appear to 
threaten our ability to deliver our customers the information products that 
they need, Our success in capitalizing on these opportunities will be · 
reflected by our capacity for learning and ability to change. 

H ti It II II II ft II fl II II ff II II II II II ft ti II II II II It ff A H n n 11 11 ft It D n n ft It ti II N 11 11 ft 11.-11 It II II ff It II ff II ft It II N ff II tr 11 11 11 ti 11 11 11 ff ff 11 11 11 
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2 . ( U) CALENDAR 

Feb 5 Deadline for SCAMPS input (see 6a) 

Feb 13 Scientific & Eng:i.neering Society Presentation (see 6b) 

Feb 27 - 7 Mar CLA Film Festival (see 6c) 

.1 ! Lectures (see 6d) 

PLAN AHEAD 

'------------1. ■ • • • • • • ■ • • • • • • • • • • • • • • • • • 

• • •1(b)(3)-P.L. 86-361 

Apr· Call for Unclassified Math Papers (see 6e). 

.. . . . . 
Apr 7 -11 

May 5-9 

Oct 29-31 

Signals Analysis & Development Conference (see 6f)• .• 

ACE '97 at CCR-Princeton 
'. 

Seventh Symposium on.Cryptologic History (see fig) 

/ ~- .. 
""""""""""""""""""""""""""""""""""""""""""""""""""""""""~·-·····~---······· 
I I I I I I I I I I I I I I I I I I I I I I I I I I I I I II I I I I I I I ! I I I I I I I I I I I I I I I I I I I I i I I I ;.i l I /. I I I I I : 
3. (U) KRYPTOS News • 

3a. (1"8WQJ 1997 Officers and C_omm:i.ttee Chairs 

President 
President-elect 
·secretary 
Treasurer 
Member-at-Large/CACP Rep 
Member-at-Large/ 
Member-at-Large 
New Member~at-Large 
New Member-at-Large 
Membership 
Crypto/Math Rep 
Publicity. 
UEL0-3 
BANCC Chair 
Newsletter 
Historian 
Awards 

.. 

• 
• 
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Retired Members 
Programs 
Literature 
CA Intern Rep 

963-1127 

963"-1_451 
968-7051 . . . . . 

Page 4 of 19 

II R n ti JI II II II ff II ii II ti II H If ti II H II II U II II II II ft II H II II N R II II II 11 II If 11 11 11 II ft II." II ti 11•11 ... ■ "-" •" : ". H II ft ■ 11' ·~ fl tr ti JI II N fl II II II 

3b. (U) 1997 KRYPTOS.MEMBERSHIP APPLICATION • • • •-------..... 
!{b) (3)-P.L. 86-36! 

DUES: $5.00 (Annually) 

MEMBERSHIP YEAR: i997 ( ) NEW . ( RENEWAL 

NAI>1E: _____________________ _ DATE: 

SECURE PHONE: NON-SECURE: 

ORG: BLDG: ROOM NR. 

SID & HOST: 

INTERESTED IN CHAIRING A COMM:ITTEE? __ YES 

INTERESTED IN WORKING ON A COMM:ITTEE? __ YES' 

__ NO 

__ NO 

CHECK COMJ-1ITTEES OF INTEREST TO YOU: 

CRYPTANALYT.IC LITERATURE 

DISTINGUISHED MEMBERS 

PROGRAMS __ NEWSLETTER 

__ MEMBERSHIP 

PUBLICITY 

RETIRED MEMBERS 

Please return 
to.___l _____ ____,_I. . 

__ AWARDS 

• nnnnnnnnnn•••••••·•••·••••••••~•••i•nnnnnnnnnnnnnn~n•••"'•""""""""""""""""" . . . 
l/l/llll/lllllllll//l/lll/ll!llll!llll/ll//l/ll!!ll/lllllil1/lillll!////// 

. . • 
4. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS '""I (-b-) -( 3-)---P-. L-_-8_6 __ -3 .... 61 

(U) CACP Announcements • •. 
• 

·· ~. The CA Intern· Panel welcomes its newest intern., •r 
who was juss_, hired l:>y_ NSA in January. · • • • .__ _______ _, 

• . . . 
II II"""" 1111 tin n" n II If If 1111 n "II II II II II II R II 111111nIInfl11111111 n II 1111 n ""' 3 n n n" 111111 H """ II II II" n" n n n 111111 II n II 

. . . 

l/l/!ll/1//l/////////ll//llllll/l//////l!//~o/////////ll////l/ll//////l!//I 
• • .. 

5. . (U) TECHNICAL ARTICLES • 
• 

5a. (~ "New Research Model •in Z" 

by ~I ------~J 
(~ As we all have learned, the CA problem at NSA is cha.~ging profoundly'. 
In the past and, to a large extent today, in a typical problem, some unsung_ 
hero (aka "the bit fairy") would provide data to the cryptanalyst who would 
practice his or her arcane art attempting to resolve some aspec~ of a cipher 
machine. Cryptanalysis, mathematics, and computing capability are three 

J(b) (3)-P.L. 86-361 
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vital pillars to support the "arcane art". For success,_ the elem..ent of'::•. 
secrecv was naramount -- .--------------------------• • • • • 
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"'l'&,}., Are we going to have problems witp this new method.of research? Of 
course -- culture changes are always difficult. Line organizations will 
have difficuity sparing vital people to staff pods.' One difficult manage
ment challenge will b~ to find the proper balance between short-term oper
ation requirements a:qq. long-term research needs. In many instances there 
will be no clear-cut organization to support follow-on efforts. And many 
other problems must be apparent. However, this is now our model for per
forming research in z Group and senior z Group management is committed 
to it. 

ffH ■ ffff ■ Hff ■■ n~ ■■ n~ ■■ n ■■ ffN ■ H ■~■ H ■ HffHff ■ HHHH ■■■■■ URHH ■■ H ■ Hff ■■ ffff~ ■■ ffflff ■ H ■■ ff ■ H ■ ff ■ 

Sb. (U) Matt on Math 
BY: I..._ _____ .... I • • • • • • • • • • • 

• • • J!b) (3)-P.L. 86-36!' 

~ "A Brief Introduction to Factoring, Part I" 

(U) If you stop somebody in .the hall.and ask them "What is the prime 
factorization of 21?", chances are they will reply that 21 = 3 * 7. 
If we inquire as to how they discovered the factorization, it_will 
undoubtedly be by trial divisioI?-, unless that person is a m.1IQber 
theorist. The point of this article is to intro.duce you to some 
interE!sting, non-intuitive ways for finding the prime factorization 
of a composite integer. · 

(U) Su;r-prisingly, today's most powerful methods of factoring have 
their. roots in elementary algebra. Suppose we wanted to factor a 
composite integer N into primes. If we could write N as a difference of 
perfect squares 

then we know that 

'N = (a+ b) * (a - b) 

and could easily recover the factors. For example,· let N = 8051. Then 

8051 = 8100 - 49 
= 90"2 - 7"2 
= (90 + 7) *' (90 - 7) 
= 97 * 83. 

This idea is· attributed to Pierre de Fermat. Furthermore, if N is. 
odd, then this will always work! Unfortunately, finding the squares 
a and bis q difficult task. 

(U) In the mid-1900s, Maurice Kraitchik refined Fermat's technique . 
. Kraitchik realized that it is better to look for random (a,b) pairs such 
.that 

a"2 - b"2 = k * N 

is some·multiple of N. If k = 1, then we have the.Fermat case. If, 
however, k =/= 1 then we know that N divides aA2 - bA2 so the greatest 
common divisor 

!(b) (3)-P.L. 86-36! 
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gcd(a. + 1b, N) 

might give us a non-trivial factor of N. We're not always that lucky, i.e. 
gcd(a + b, N) might be 1 or even N itself. In fact, this happens half 
of the time. 

(U) How do we factor N = 689 using Kraitchik!s ideas? The first 
square that exceeds N is 27A2 == 729. Starting with i = 27 
and iterating, we see that f(i) "'. iA2 - N factors as 

f(27) 

f(28) = 28A2 - 689 = 95 = 5 * 19 

Now, the product of these three easy factorizations gives us a congruence 
of squares modulo N! 

(27 * 28 * 29JA2 = 2A3 *. 5 * 5 * 19 * 2A3 * 19 
2A6 * 5A2 * 19A2 

= (2A3 * 5 * 19)A2 
- 760A2 

Finally we compute 

gcd(27*28*29 + 760, 689) = 53 

and so 

689 = 13 * 53. 

(U) This looks very simple. In reality, this very simple example 
wasn't easy to find. What we need is an algorithm for efficiently 
generating (a,b) pairs. The first .to do this were John Brillhart 
and Michael Morrison. The_ir idea used only basic linear algebra. 
Let the "factor base• FB be the set consisting of the primes below 23 

FB = { 2, 3 f 5, 7, 11, 13, 17, 19 } . 

We record the three difference of squares equations above by 
storing a vector of exponents, i.e. 

v(27) 3 ,. o, · 1, 0, 0, 0, 0 I 0 

V (28) = 0, 0, 1, 0, 0, 0, 0, 1 

v(29) = 3, 0, 0, o, 0, 0, 0, 1 ] . 

Since, we're only interested in finding squares, it is sufficient 
to record the exponents modulo 2 (i.e. write a zero if the exponent 
is even and 1 otherwise): 

V (27) = . [ 1, o, 1, . 0, 0, 0, 0, 0 

V (28) = 0, 0, l, 0, 0, 0, 0, 1 

v(29) = 1, 0, 0, 0, 0, 0, 0, 1 l . 

j(b) (3)-P.L. 86-36! 
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Note that the sum (modulo 2) of these three vectors is the zero 
vector. This tells us that· the product of 27, 28, and 29 is 
a square since all the exponents are even! 

(U) To automate this on a computer, we would find (at least) 
9 vector "relations" v(i) .:.._ more relations then elements 
in the factor base. Once we have done this, we have (at least) 
9 vectors in a 8-dimensional vector space. Lineal'." algebra·tells 
us that the vectors must be dependent. Since the v(i) 's are 
populated with zeros and ones, a linear dependence is precisely 
a subset of vectors that sum to the zero vector! 

(U) In 1981, a refinement of the Brillhart-Morrison algorithm 
was announced by Carl Pomerance. The method is known as the 
quadratic sieve. The basic idea is to generate small quadratic 
residues modulo Nusing a technique similar to ·the sieve of · 
Eratosthenes (used to quickly generate prime numbers). We save 
the residues that are divisible only by the primes contained in 
some. factor base and call them "smooth". Once we"ve collected 
enough smooth residues, we use linear algebra (as above) to find 
a combination of that that is a square. Finally, we use the same 
gcd trick. to (hopefully!) ·get a factor. 

(U) Until recently, the quadratic sieve (and its variants) was 
the mainstay of the :factoring community. In 1988; John Pollard 
introduced an idea that used algebraic number fields to factor 
certain large numbers like Mersenne numbers (2AN - 1). In 1990, 
a team led by Hendrik Lenstra factored the number 2A512 - 1 
using Pollard's number field sieve. 

(U) Even with this success, many believed that the number field 
sieve would be practical for "general" numbers. Where there is a 
will, there is a way. The collective work of many mathematicians 
produced a number field sieve for general numbers. This method 
was used by Arjen Lenstra to factor a 130-digit number that was 
the product ot two large primes. 

(U) Do we always want to use a method of factorization like the 
quadratic sieve? The answer is no. Methods like the quadratic 
and number field sieve split numbers N into two pieces. It 
wouldn't be nice to spend months worth of computer time with 
the number field sieve to find that 

11426738393183930653151117743066411837056664424862691053812099 

= 13 * 878979876398763896396239826389723987465897263450976234908623. 

Are there any slick ways to pull off small-ish factors of a number 
quickly? We'll see some in next month's article! 

11 11 H 11·11 11 11 JI 11 11 11 11 JI II 11 11 11 If It 11 11,fl II 11 11 11 11 ti II ti 11 11 11 11 ti 11 11 H II If 11 11 Ir rt It 11 H II II II II II 11 ,, II II II II tt II II II 11·11 II H·II II II ft II II II II 
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6. (U) COMMUNITY SERVICE 

6a. (~) SCAMP 1997 :: CALL FOR PARTICIPANTS 

~ Each summer the three research centers of the Institute for Defense 
Analyses host workshops that bring t;:ogether Agency technical people, IDA 

. I ( b) ( 3) - p. L . 8 6-3 61 . 
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researchers, and cleared academic consultants. These 12~week ccmferences 
are called SCAMP workshops. Many ·important cryptanalytic techniques and 
many breakthroughs on current mission-critical problems have come out of 
SCAMPS over the years. 

(U) Topics for the three SCAMP .conferences are taking shape now and it is time 
for Agency technical people to indicate their interest in attending a workshop._ 
A brief description of each topic is given below. These co.nferen·ces provide a 
great career development opportunity. current plans are to send 5 people to 
Princeton, 5 to La.Jolla, and a relatively large group to Bowie. 

(U) If you are interested in attending a SCAMP please talk to your local 
:management and make sure that your name gets to me as well. We need to hear 
>from you by 5 February 1997. Short1y after that the selection committee will 
meet. 

............................... 
ill/l/////l/ll/////l//l///ll/////l/// 

~ SCAMP AT IDA-CCR PRINCETON 
♦ 

♦ 

♦ 

♦ 

• • • l<b) (3)-P .L. 86-36! 
• 

♦ 

♦ 

(U) "Mathematical Methods for Data Modelling and FilJ:.t:!ring• 

('SJ. The goal of this 'SCAMP is tol ♦ 

♦ 

I 
♦ .. ' 

♦ 

♦ 

♦ 
♦ 

I So the subtext. :for this SCAMP might be "Spreading the . 
♦ • .. .___M_a_t...,h,--em_a_t..,.i_c_a-=1___,G,...o_s_p_e...,l,,..-" -. - • • • • • • .• • • • # • • • • • • • • • • • • • • • • • • 

. ·········-----------♦ 

- (~~---------------rhave agreed to serve as co-chairs. 
(b) (1) 
(b) (3)-P.L. 86-36 

ll///j//l(//I////I/I//I//II///I///I// 

~ SCAMP AT IDA-CCR LA JOLLA 

(11-scl Our SCAMP this coming summer will focus o~ I I 

---------------.• This is a good·example of new challenges stemming: 
>from a changing worldwide corrimuni"c'!:lt.i•ons ■env:i.ro~eflt;. • . . . . . . . . . . . . . 

J/!ll!/f/!J/l/ll//l///(llfll//l//ll// 
(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

(~ SCAMP AT IDA-CCS BOWIE: •, 
♦ ♦ -----------------t• (~ The 1997 SCAMP at IDA CCS will study I 

9/24/2010 
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6b. (U) Science and Engineering Society Presentation 

(FOUO) THE SCIENCE AND ENGINEERING SOCIETY 

presents 
DR. MATT BLAZE 

(He found the weakness in the CLIPPER chip) 
AT&T LABS 

speaking on 

"TRUST MANAGEMENT: CERTIFICATES AS PROGRAMS" 

FEBRUARY 13 1996 
10:00 AM 

R&E SYMPOSIUM CENTER 

(U) Abstract: · We identify the • tru~t management problem" as a distinct 
and important component of security in network services. Aspects of the 
trust management problem include fqrmulating .· security policies and security 
credentials, determining whether particular sets of credentials satisfy the 
relevant policies, and deferring trust to third parties. Existing systems 
that support security in networked applicat'ions, including X.509 and PGP, 
address only narrow subsets of the overall trust management problem and 
often do so in a manner that is appropriate to only one application. This 
talk presents a new approach to trust management, based on a simple language 
for specifying trusted actions and trust relationships in certificates and 
policies. We will also describe a prototype implementation of a new "trust 
management system," called PolicyMi'l.ker, that will facilitate the development 
of security features in a wide range of network services. 

(~ Bio: Matt Blaze is a Principal Research Scientist at AT&T Labora-:
tories, and an adjunct Professor of Computer Science at Columbia University. 
His primary research areas include computer security, applied cryptology, 
and large scale distributed computing systems. His recent work has been 
influential in shaping the technological aspects of US cryptography policy; 
his 1994 discovery of a weakness in the US Government's proposed CLIPPER key 
escrow system was a turning point in the cryptography debat·e and has sparked 
an ongoing area of cryptography research. His current interests focus on 
the use of secure hardware, the management and specification of trust, 
public key certificate infrastructure, and cryptography policy. Dr. Blaze 
holds a Ph.d. in Computer Science from Princeton University, an MS from 
Columbia University, and a BS from the City University of New York. He 
received the Electronic Frontier Foundation"s Pioneer award in 1996. He 
serves as a member of the Federal Networking ·Council Advisory Committee. 

~ This presentation is scheduled to be broadcast on Channel 17. 
For membership in or information on the Science and Engineering 
Society contact Tom Klinel l 

THIS PRESENTATION IS OPEN TO ALL PERSONNEL 
. 

nnnnn1111nttHttnn11n_1111nnnnnn11nn11nnnn1111n,nnnnnnnn11n11nnn•nn·nnnn11nnttttnnnnun,nnnnn11 

6c. (~ CLA Foreign Film Festival . . j(b) (3)-P.L. 86-361 .. 
• 

~ "Famous Actors.Week" 27 Feb - 7 Mar 97 . 
The Crypto-Linguistic Association (CLA) Foreign Fil~•Committee will . 

9/24/2010 
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present a program of four foreign language films featuring well-known 
actors. Here's the schedule for Famous Actors Week: 

"Pelle the Conque~or" (Danish, 138 min): Thu., 27 Feb 1100-1330 
Fri., 28 Feb 

"A Rhapsody in August" (Japanese, 98 min): Mon., 3 Mar ........... 1100-1245 
"Mississippi Mermaid" (French, 110 min): Tue., 4 Mar ........ ; .... 1100-1300 
"M" (German, 99 min): Wed., 5 Mar ................................ ·1100-1245 
"A Rhapsody in August" (Japanese, 98 min) : Thu., 6 Mar .... , ..... 1100-1245 · 
"Mississippi Mermaid" (French, 110 min): Fri., 7 M:ar ............. 0900-1100 
"M" (German, 99 min): fri., 7 Mar ................................... 1300-1445 

(U) First there was "Pelle the Conqueror" ·and then there was "Conan the 
Barbarian". Our film, however, is hardly about barbarian conquest and 
stars German actor Max von Sydow speaking-Danish. 

(U) "A Rhapsody in August" features Richard Gere speaking a fair amount 
of Japanese (from what we've been told) and this is NOT a dubbed movie. 
Come and find out how good his, Japanese is! 

(U) "M". They don't make them like this ~nymore! CLA picked that master 
of the early horror flick, British actor Peter Lorre (speaking German), in 
this 1931 thriller. 

(U) "Mississippi Mermaid" starring Catherine Deneuve and Jean Paul 
Belmondo apparently has nothing to do with neither the Magnolia State, 
the muddy Mississippi, nor with underwater beauties. Come and see what 
it's about:! 

~) All films will be shown in OPS2B41l8 Room #2. (seats: 30). Bring 
your lunch as it's lunchtime for most of us. YOU DON'T HAVE TO BE A CLA 
MEMBER TO ATTEND. 

CLA Foreign Language Fiinf ~9~ittee Chairman . . 
. . 

It II H JI ff II II 11 U II II II II II ti H fl II II II II II II fl JI II II II II II H II II II H ti II 11 11 H II 11 If 11 11 11 H ti 11 11 II ·11 II II II II II If, If ff H II 11 II 11 If I~ II II II ti fl 

6d. (U) CMI Sponsored Guest Lecture . • 
I LECTURES 10-14 MARCH FANX II 1300'--1500 

.__ ______ .... . • • • • • • • • • • • • • • • • • • • 11 • • • • • • • • • • • • • • • • •••••••••••••••• : :. 

~ .__ ______ __,_ ;e"n;;n"ea • c"rwtari~iy;t," ;~t'i-i~~a-ti~i:,,_;,■ ·1~~t~~~r·,. 
and author, who has successfully worked on a number of very important 
Agency problems and has played a critical role in the discovery and 
development of many of the most important cryptanalytic techniques, will 
give a one-week series of lectures from 10 to 14 March. The lectures 
will be held in the FANX II auditorium from 1300 to .1500. The first four 
talks will be based on four major cryptanalytic problems and the tech
niques that came from their analysis. The fifth is on unsolved problems. 

U II If II fl II If II II If II ti II II II II II II ti If ti U fl II ff ff II II II It II II II i, II II If ti II II rt II II tt ti 11 lt II II II II II H II h II H ·" II II II' II 1' H II II II ti H ft 11 ll 

6e. (U) CALL FOR UNCLASSIFIED MATHEMATICS PAPERS 

(U) NSA Mathematicians: 
I • 

You are invited to submit any unclassified mathematics papers ypn•have written 
in recent years to be considered for inclusion in a collect~o.n•of unclassified 
papers_that we are putting together for recruitment purpoij~s . . • 

. 
• . 
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The papers should have some relevance to our work at the Agency and be at most 
15 pages or.so in length. Papers that have appeared in journals are excellent 
candidates for this collection, but that is not a requirement. (In the case of 
papers that have appeared in journals we will just photocopy the journal 
version so it will be easy.) 

!will make the selections and edit the ~oilection. If you would like 
~t_o_·_c_o_n_t_r~i~b~uce•a .PP~er, please forward it to Bob in R51 . . . 

. . .. 
If you have a paper in pro;;e•ss •g'ive ;.Bob a call and talk about it. We would 
like to send the job to the printers by•~a~•~;.~o you really have to get in 

· the game by sometime in April at the very latest: • • • • • • · . . . ------ ····· I R51 . . • • • • • •. • • . 
-----~- ~ • • • • • • • • • ■ • • • • •·• • • • ■ • • • • • • • • • • ~ ■ • ■ • • • • • ■ • • ••••••:I• 

. -~ 
n H II II II n UH II n N 1111 II H·II 111111 ~·" 11ffft.tr11111111 ti II 1111ffffnIIII1111 H ■ 11 JI ff n_ ft ff fl NH n RH tf II NII II II H II~· II II II 1111 II II II 

6f.~ 1997.Signals Analysi~ & Development Conference w 

~ IRT below message, the 1997 Signals Analysis and Development 
Conference, sponsored by Z6, will be held 7-11 April. We have 
demos, focus sessions, and presentations planned! Would you ~ 

like to attend and take part in what promises to be an exciting ~ 
conference? We have room for more demos and presentations. "' 
Please read below message and contact me by 14 Feb. if you ••• • • : ; :• 1• ,•••• 

are interested in attending/participating. Look forward tQ • • • • • • • • : • • 
. . . . . . . . . 

hearing from you. ·, ••• • • • • ••. • •. • • • 

.--------!c::,~;e~:~c•e Lea~e;, I • • • • • I. • 
. . . . 

I I I/////// I///// I !f././•17 //I/I/I// I/// I 
.------r- . . . 

~ Formal message, I I DTG 311,SS0Z Jan 97 

(U) SUBJECT: . 1997 SIGNALS ANALYSIS AND DEVELOPMENT CONFERENCE: ·CALL 
_FOR PARTICIPATION AND PRESENTATION BY 14 FEB 97 

1 . {'S=-C~ THIS MESSAGE_ ,1\NNOUNCES THE FIFTH ANNUAL SIGNALS 
ANALYSIS AND DEVELOPMENT CONFERENCE, SPONSORED BY Z6, THE OFFICE 
OF SIGNALS ANALYSIS AND DEVELOPMENT. THIS YSAR'S CONFERENCE, 'l'O 
BE HELD THE WEEK OF 7 - 11 APRIL, WILL BE DIFFERENT FROM RECENT 
YEARS, AND, WE FEEL, EXTREMELY EXCITING!! WE ARE PLANNING A 
CONFERENCE THAT WILL RESEMBLE THE_W3 SEARCH CONFERENCES OF OLD, 
BUT WILL ALSO COMBINE SOME FEATURES FROM PREVIOUS SYMPOSIUMS AND 
DATA DEMOD WORKSHOPS. THE 1997 SIGNALS ANAI.iYSIS AND DEVELOPMENT 
CONFERENCE HAS ADOPTED THE THEME "THE TECHNOLOGY OF SIGNALS 
ANALYSIS•. THE WEEK WILL BE FILLED WITH PLENARY BRIEFINGS AND 
LOTS OF DISCUSSIONS AND WORKING GROUP SESSIONS. THE Z6 LEADERSHIP 
TEAM, BOTH MANAGERIAL AND TECHNICAL, IS COMMITTED TO MAKING THIS 
YEAR'S CONFERENCE ONE.WHERE WE CAN SOLVE PROBLEMS AND BUILD 
LASTING RELATIONSHIPS. THROUGH THIS COMMITMENT WE FEEL THAT THE 
SIGNALS ANALYSIS COMMUNITY WILL STAY FOCUSED ON THE COMPLEX 
TECHNOLOGIES WE ARE FACING TODAY AND THOSE WE WILL FACE AS WE 
ENTER THE 21ST CENTURY. 
2. ~ THIS YEAR'S CONFERENCE _WILL FOCUS ON THE FOLLOWING 
SPECIFIC SUBJECTS/TOPIC AREAS: 
A) THE ANALYSIS WEB (bl (l) 

B) NEWEST TECHNOLOGIES: SUCH AS (b)(3)-50 use 3024(i} I _ I ·······-cb_>_<_3>_-_P_._1_._s_6_-3_6 __ 

COMPUTER-TO-C MPUTER CHALLENGES-

-----------------------t' .. l<b) (3)-P.L. 86:-361 
9/24/2010 
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3 . ·~ THE CONFERENCE WILL ALSO INCLUDE THE FOLLOWING: 
A) WELCOME BREAKFAST .FOR ATTENDEES (COST: $.6 - $7 PER PERSON), 
B) VENDOR DAYS, WHERE SEVERAL LOCAL TECHNOLOGY VENDORS WILL. BE 
INVITED TO SHOW THE LATEST IN TOOLS AND EQUIPMENT, 
C) FOCUS SESSIONS FOR ABOVE TOPICS (WE WILL NEED MENTORS FROM 
BOTH HERE AT NSA, AS WELI:, AS FROM VISITING LOCATIONS), 
D) NUMEROUS DEMOS OF THE LATEST SIGNAL ANALYTIC TOOLS, BOTH 
SOFTWARE AND HARDWARE, AS WELL AS A 

·E) HAPPY HOUR AT A·LOCAL ESTABLISHMENT. 
4 . · ~ PLEASE FORWARD THE FOLLOWING INFORMATION NLT 14. 
FEBRUARY 1997.: 

, A) NAMES OF PROPOSED ATTENDEES, EMAIL ADDRESS AND SECURE PHONE 
B) IF YOU WOULD LI~E TO PRESENT A BRIEFING 0~ DEMONSTRATION, 
FORWARD SUGGESTED PRESENTATION TITLE, SHORT ABSTRACT, 
CLASSIFICATION AND TIME REQUIREMENT 

- BRIEFINGS MUST RELATE TO TOPICS IN PARA 2 ABOVE 
ALL. SUGGESTED PRESENTATIONS WILL BE REVIEWED FOR 
RELEVANCY 
Z6 WILL LIMIT THE NUMBER OF PRESENTATIONS DUE TO THE· 
LARGE NUMBER OF DEMOS AND WORKING SESSIONS PLANNED 
S.l:TE OVERVIEW BRIEFINGS ARE DISCOURAGED 

- DO NOT EXCEED THE CLASSIFICATION LEVEL OF TOP SECRET 
CODEWORD.AND DO NOT CONTAIN "NOFORN" OR "NOCONTRACT" 
INFORMATI°ON .. 

C) FORWARD.'.I'OPICS NOT MENTIONED IN PARA 2 THAT WOULD BENEFIT SIT~ 
SIGNALS ANALYSTS (E.G., SPECIFIC. SOFTWARE/HARDWARE TRAINI·NG). 
D) INDICATE IF YOU WILL ATTEND THE OPENING BREAKFAST (OPENING 
REMARKS ANP WELCOME PACKAGE DISTRIBUTION ARE PLANNED AND ARE AN 
IMPORTANT PART OF THE CONFERENCE). 
5. t"e7 E!'-'l,l A TENTATIVE CONFERENCE AGENDA, AND CLEARANCE AND 
BRIEFING REQUIREMENTS WILL BE PREJ:>ARED AND TRANSMITTED AFTE.R 
RESPONSES FROM OUR COLLEAGUES AT UK/GCHQ, AUS/DSD, CAN/CSE, 
NZ/GCSB, FIELD SITES AND NSA HQS HAVE BEEN RECEIVED. 

♦ 

Page 13 of19 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

6 .- • • • .QP'~~T.;tO:t\l.S. ?t!AY. _SB DIR ■ • • • • • • • • • •.•.• .:.:.:.:.:.,.,.,.•.••••••• tr 
CONFERENC~.LEADER, VIA EMAIL OR PHONE, 

(SECURE)/ PLEASE INCLUDE w 

..•..................... • M. ~-. tI'-LA--J:J.. ••• • • • • . ~ 
.. ME-s!!!"s!!!"!A!""!G!!!!!E!!"!s!!"".-'""T~o-. '""EN~s'""UR"""""E""""!Y .. o~u ...... HA---v'""E--T __ H_E_M ... o,_s ... T ... -c .. u""'R .. R .. ENT ......... I"."!,'NFo"RMAT0IbN ·oN·~"" ".,..,..,.:.. :.. ... "'"' • 

CONFERENCE PLANNING 1 PLEASE REFER TO OUR HOME PAGE ON NSA'S 
WEBWORLD 1 ______________________ ...._1. THE URL 

. . . . . . . . . . . . . . . . ~ 
' • • ■ • • • • • • • • 

•• ■ •••••••• 

______________________ _, 

t" 

00 

"' I 
w 
"' 
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IS IN "LOWER CASE WITH THE EXCEPTION OF r-, WITH THE CONFERENCE 
FAST APPROACHING, IT IS IMPERATIVE THAT~iSPOND BY 14 FEB 97 . 

• • 
nnnn ■••••••••••••••••••~•••■ nnnnnonnnnrnnnn ■ •••~••••••••n••••••••••••••••• 

6g. (U) CALL FOR PAPERS: Sevent_h Symposium on C;~tologic History . 

(U) Seventh Symposium on Cryptologic History 

29, 30, and 31 October 1997 

The National Security Agency 

will sponsor and host 

the seventh Symposium on Cryptologic History, 

29 to 31 October 1997 at NSA, 

Ft. George G. Meade, Maryland. 

• . 
• • • • • 

♦-

• 
♦ 

♦ 

• 

♦ 

• • . 
-. 

• 
♦ 

♦ 

.(U) The conference will focus on cryptologic history based ort 
recently declassified materials from World War II and the 
VENONA releases. 

♦ 

-♦ 

(U) The Center for Cryptologic History welcomes papers and panels 
relating to any aspect of cryptologic history based on research 
into declassified materials. 

(U} To propose either a complete session or individual paper 
you should submit: 

a) a one page abstract for each paper 
b) a one page statement of session purpose for a panel; and 
c) a brief vita for each presenter to:_ 

Dr. David A. Hatch, Chief 
Center for·cryptologic History (S542) 

National Security Agency 
9800 Savage Road, STE6886 

Fort George G. Meade, MD 20755-6886 

Telephone: .__ __________________ __. 

Deadline for submission is 1 April 1997 

• • 
• . 

. 

(U) Information about registration, _accommodations, and program 
will follow in June 1997. 

. . . 

.. . 
• . . • • .. 

II H U ff ff II II II II II H II U fl ti II II fl 11 II II II II II 11 11 N 11 11 H II n II ff ff ti H 11 11 11 H n H 11 11 n n H II ff n II ff tr 11 ff 11 ,, n n II II II II W ft II ff II II II II n II 

///I//I/////I//II/////I//////I////I/////////////////////////////////////// 
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♦ 

♦ 

. . 

·s. Problems and Puzzl.e~ ..... ~ •••••••••••••••••••••• 1(b) (3)-P.L. 86-36! 
-by I I .. 4 

• • • • ♦ II . . . . ... 
Sa. (U) Answers to Kristmas Kryptos_ Kwiz ! ••• • • • • • .. . . • . .. 
~ ... -\ . . . . . ·-
1 r 091o,1,J This year we saw an incre~s~•tn the number of entrants. and the 
resultin scores; To hon s-90 to the team of I .• 
goes to the teiam of' 

with an astounding s~c_o_r_e-.~-~o~f--,,8~8~!,--~S~~~c.,,..,,.o~n~a,.....,p~l~a~c~e~~ 

. 
• 

• 
♦ 
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. . . . . . . . . .... . . . . . . ... . . . . . . . . . . . . . . . . 
{U) Congratulations to all those that entered! • • 1 (b) (3)-;.L. 86-36! 

• 
~The ~nswers to the quiz follow. Question 10 was thrown out. If• 
anyone needs another copy of the questions, .e-.mail me at I r Be 
aware that . several. quest:i,ons can have· more than· one corre..,.c""t-_ ""'a""n'"'s..,.w-,e"'"r.,...-.... 

1. Between "hand" and "dark". The list ·comprises five sets of ten words: 
the words are sorted according to a word associated with each of the listed 
words. The five sets are phrases {a) beginning with a country' (b) beginning 
with a colour (c) beginning with a part of the body (d) beginning with an 
ordinal and {el of the form xxxx in the xxxx. 

Afghan hound 
chin .strap 
dog/manger 
elbow grease 
foot soldier 
grey matter 
jack/box 
nineteenth hole 
pain/neck 
second hand 
sixth sense 
toad/hole 
wrist watch 

black art 
Chinese lantern 
drop/bucket · 
fifth column 
fourth dimension 
hand shake 
knee cap 
Norwegian wood · 
pie/sky 
seventh heaven 
Spanish fly 
twelfth night 
yellow pages 

blue blood brown bread 
Cuban heel Danish pastry 
dyed/wool ear wig 
first class fly/ointment 
French leave green belt 
hip flask Indian summer 
Maltese cross man/moon 
nose bag o~ange peel 
pink gin red brick 
shot/dark shoulder bl~de 
Swiss roll third world 
twentieth century white collar 

2. DISCOVER HANGOVER BROWSING SONGBIRD BATHROOM SOMEWHAT ~ERMORE OVERHEAD 
LANDRAIL HEADNOTE BOOKWORM.WOODWARD SHIPYARD LANDLORD KINSFOLK LANDWARD 

3. light, work,· long, land, stone, man, band, on; 
head 

4. 5. [over ·x]. [equals +] [times -] [minus /] [plus ;:;] 
thus 2 + ·6 / 4 = 3 - 1; 4 x 7 - 3 / 5 = 5 

1 + 1 - 1 X 1 / 1 = 1 

5. . ZBYWZ. Viewed from 
KWI, which is completed by 

afar, the tape spells out KRYPTQS KRISTMAS 
00000 or ZBYWZ. 

0 
0 

0 
00000 

6. All are based on Roman numerals 
(a) 300 (CCC - symmetry} 
(b) 59 (LIX - 3 Roman numerals) 
(cl 57 (LVII - 4 Roman numerals) 
(d) 111 (CXI - same numbers of digits and Roma.~ numerals) 

7. (a) ZAP (BAP ••••• TAP) - 11 words 
(b) CLICKING (CLOCKING .... CLACKING) - 4 words. 

--------------------------
!(bl (3)-P.L. 86-~6! 
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8. 3.41 (=2 + Sqr(2)) inches 

9. (a) MICHELANGELO (b) PIERRE FERMAT (3rd 4th and 5th letters.of each word) 
10. Orchestras. THIS. QUESTION.CANCELLED 

11. (a) FRED MESSAGE RECEIVED AND UNDERSTOOD $TOP .JOE.X · 
(b) He mistyped the f:l.rst letter of his name (G instead of F). As 

the message indicated, K(n) + K(n + 1) = K(n + 1) where 1 is the length 
of the secret key - in this case 10 (FREDBLOGGS) .. 

12. (a) 105_ (preyious number plus the number of letters in its name) 
(b) 14 (N minus the number of letters in N) 
(c) 11 (N minus the number of letters in N+l) 
(d) 26 (N plus the number of letters in N) 
(e) 52 (values w~ich can be expre~sed as the sum of two squares) 
(f) 4181 (alternating values of the series 11235813 21. .. ) 
(g) 6 (lengths of the names of the months) 
(h) 122 (dates ·of first Monday in each month of 1996 - month/day) 

13. In how many·ways can you put n letters into n envelopes (one letter 
in each envelope) such that no letter is in the correct envelope? The 
answer is the nearest digit to n!/e. 

1,4. 4: 1 

15. (a) NITROGEN· (not one of the inert gases) 
(b) TIGER (not native to Africa) 
(c) POLANSKI (riot American) 

16. 

(d) BRASIL.IA (not i_n Northern hemisphere) 
(e) MORPHEUS (a God; not a Goddess) 
(f) FLANDERS (a WWII battle, not WWI) 
(g) COLUMBIA (others have unique ·languages) 
(h) TIGER (not 8 letters long) 

Blue. The list is ALPHA BRAVO CHARLIE 
UNIFORM". 

17. (a) MEIOSIS (or LITOTES) (b) HYPERBOLE 

18. (~) George Orwell (1984 = 31 x 64) 
(b) Stanley Kubrick (2001 = 3 x 23 x 29) 

ZUI,,U. -25 21 is "YANKEE 

(c) TMESIS 

19. Alias SMITH and JONES! In order, Inigo J, Capt John S, Bessie S, 
.Jennifer J, ·Maggie S, James Earl J, Tom J, Ian Crichton S, -Calvin S. 

20. (a) Doris Day 
(d) Fred Astaire 

(b) Woody Allen 
(e) Moliere 

(c) Lewis Carroll 
( f) · George Sand 

21. Each name is an anagram of another name. 

22. CANAL+ RACES= TAPED 

23. (a) ROBINSON CRUSOE (b) A FAREWELL TO ARMS (c) SONS AND LOVERS 
(d} ONE DAY IN THE LIFE OF IVAN DENISOVICH 

24. 19 (Countries embedded backwards in the text. Note that SOMALIA 
contains MALI.} · 

25. . 21. With the alphabet YAOESP-IRTBLV-H-WDCFKM-GN, o~e can form the 
worq.s RASE/SEAR, TARO/ROTA, BAAS, LYRE/RELY, OPTS, HAVE, WARP, CODE/DECO., 

.---..:....---------------------f' ■ ■ ■ ■ !{b) (3) -P. L. 86-36! 
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FADS, ZEBU, SIMA, KEPI/PIKE, MERI/RIME, BIGA and WINS. 

26. (a) North/squth of the equator (b) Number of syllables· 
{c) Number of land borders (d) Length of name of capital 
(e) Population less/more than 50m 
(fl difference in length between the co~try name and.the adjective 

derived from it 

27. Either PANAMA MADAGASCAR ARGENTINA NAURU RUSSIA or 
PANAMA MALTA TAJIKISTAN ANGOLA LAOS/LATVIA 

28. Ada, Anna and Anne Dean (nee Dene); add Dan, Dean, Den. (dead) and Ed, 
and end Dad and Nanna (addenda) - an ennead, and a dead end! 

29·. (a) OPST. (SPOT TOPS OPTS POST) 
(b) ADEEGNR (GRENADE ANGERED ENRAGED GRANDEE) 
(c) AACEINRST (ASCERTAIN SECTARIAN CARTESIAN) 
(d) AEIGNRT (ALERTING ALTERING INTEGRAL RELATING TRIANGLE) 
(e) EILOSTT (LITOTES TS ELIOT TOILETS) 
(f) ABDELM (BEDLAM BLAMED AMBLED) 

30. (a) (A)LIEN 
. (b) CAME (0) 

(c) P(I)LEA 

31. ARE (A) 

32. LONDRES. (The languages must be represented by the word for each 
in its natural tongue - SUOMI for FINNISH etc). 

33. 180 = '(3 X 5 ! ) / (5 - 3) 181 = (35 X 5) + 3 ! 
182 = ( 5 ! X .Sr -3 ! ) X 3 183 = 5!/.5r - 33 
184 = 3 ! ! /5 + 5!/3 185 = 5 X (5 ! /3 - 3) 
186 = 5! + 33/.5 187 = 3/C5**3!J - 5 
188 (5 - . 3) X 5!/3 189 = 5!/.Sr - 3**3 

34. PARTY. The text is "THE QUICK BROWN FOX ... " and the message is 
"NOW IS THE TIME ... " 

35. MERRY CHRISTMAS (last two columns (boustrephedon) when. ARMS IDEA 
HARM PORT SAYS VICI RUHR are written one under the other). 

nn11nw11 ■ 11nnu11nunnu11n1111uuunuun11nnnunnnnnnnunnunnnnnnn ■ nnnnnnnu11nnnn~•••••• 

8b. (U) Fepruary Puzzle 

~ The following puzzle was taken, with permission, from the web pages 
of Rob van Gassel, Jurgen Heijmans, and Edwin van Veldhoven. If you have 
an outside account, you can visit their site at 

http://www.win.tue.nl/win/cs/ooti/students/robvg/puzzle/, 

but you're on ·your honor .to try this on your own and not look at their page 
for the answer! Submit your answers to 

• 
(U) Pirate Treasure . ,,__--,.,.------,--,-~ l<b) (3)-P.L. 86-36! 

(U) A pirate ship captures a treasure of 1000 go1den 'coins. The .~•easure 
has to be split among the 5 pirates, named Pirate 1, Pirate 2,.Pirate 3, 
Pirate 4, and Pirate 5. Each pirate has the following impqrtant character-
istics: • • • 

• . . • 
9/24/2010 
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*)' Infinitely smart 
*) Bioodthirsty 
*) Greedy _ . 
Beginning with Pirate 5, they each make a proposal on how to split up the 
treasure. This proposal is either accepted or the pirate is thrown.over
board. A proposal is accepted if and only if a majority of the pirates. 
agrees on it. (All pirates vote on a proposal, including the one who makes 
it. A majority is more than half - thus, if there are two pirates and the 
vote is 1-1, someone gets thrown overboard. A pirate would rather get 
zero coins than get thrown overboard.) 

(U) What proposai should Pirate 5 make? 

II II II "·II II " II II ~· 0H n u " " fl II n " u II " II II " •• ti II If II II II II II n H " n ti " • n II " ,, " ff " ti II II " II If " It ff II n H ti N II " H II ~ II " n II 

#######################'#############################1################### 

9. (U) EDITORIAL CORNER 

REMINDER: Submissions for the Ma,rch.issue are due by February 25th. 

PLEASE NOTE: All submissions must be in ASCII format,. and, with the 
implementation of E.O. 12958, MUST BE PORTION ~KED. If other than 
NSA/CSSM 1~3-2 governs the classifications, please ~o indicate. 

If you·have any comments or suggestions, please submit. them to 
any member of the edit~rial board. 

~) EDITORIAL BOARD 

jack Ingram, Cryptologic Historv Museum, I . ... ·• . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
• • I I • 
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ReturnJo.Kryptos_Home Page 

• • • • • t.•···•··............,..,,,.~.,.~= .. ,.;%.•~•·• .... it ....... ,; .. • m.: •.• u.JA . mx.;,,.;m .. x...:;::m~,P>• "·· i 

DERWED FROM: NSAICSSM 12.Srt, 
DAreD 3 5eP iSS1 

DEcl.ASSIFY ON: SOURCE M,oiltKED 11OAOR 11 

DATE OF-SOURCE: 3 SEP 1991 

• • 
• 

. . 
• • 
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l. <~ PERSPECTIVES - Each month this newsletter features the perspec
tive of a Senior on a topic of -his/tier choi(e :::· s :Jrth we are pleased 
to publish the text of the address made by i,-.,..,.,..,,.,,....,..,,1ochair of the · 
Cryptanalysis Career Panel, at the Breakfas 7Ut r Newly Certified 
cryptanalysts (BANCC) on 29 January 1997. • • . ...... _.., ________________________ ...,, __ ..,. __ .., ____ ,....,.., ... .., ______ ..,._,.._..,._...,., ________ _ 

•cryptanalysis Today• (FOU'Ol • 
• 

~ It is a pleasure for me to participate in honoring our· net11¥ 
certified cryptanalysts. In doing that I would like to say a !ew thillflS 
about Cryptanalysis in general and some things I see going on in our • 
career field. · • • • /!!'9llli,),. There is certainly a great deal of flux (uncertainty) in Crypt- • 
analysis. There tire a number of reasons for this: • 

- - part of i-~ is technology -- the ease with which unsophisti
cated targets can make quite sophisticated upgrades to the communications 
very quickly, cheaply, and I would say sometimes mindlessly ( they don· t 
have to be cryptographic experts to bring about these upgrades) 

- part of it is the instability of the target set 

- part of it is the fact that the volume of data .we choose to 
handle (and :r so.y "choose" deliberately because it's inarguable that we 
MUST stop doing some things and we don• t do that well yet, certainly not 
in a globally organized fashion) --- the volume of data we choose to 
deal with keeps going up while our human resources go down I j • • 

I 1 · . 
- pa.ft ot' iC l's 'I.hi U"oL" S,,i'ftfnlf 111:11:ft,r"ol!r "fe,,t• <"r!l'arl5.z'!do!T- • 

ally; reSource-wise; the ta_sks we are being asked to do; . . . } 

(~ That final factor is, I believe, a symptom of an organization 
coping with the other elements of change. Some might be inclined to· 
wait until things calm down. That's a mistake. I d0n•t thin~ that we 
are going to see a "steady stateN anytime soon. Quite the: contrary, and 
so our outlook should be such that the structures we develop and, on a 
personal level, the mindset we take on should be ones that expect the 
dynamic condition to continue and that remain strong in that environ
ment. It is like having a well-diversified financial po;r:tfolio that is 
not rocked by the changing economic winds. The fluidness and the 
unCertainty will continue. So what do we do? I remember that (prior to · 
the formation of Z) G4 would. put money in the budget for Special Purpose 
Devices to be developed 4-5. years down the line. The understandable 
question from the bur:lget people was, "What do you want them to do?• 
The true answ'er was ."Well, we don•t know for certain but we know that we 
will need the SPDs and we know that, when the time comes, we WILL know 
what they are to do." As unsatisfying as that ariswer may seem ( I don I t 
think we were quite that blatant), those SPDs have, time and again, 
provided vital capabilities against important targets. 

{~ We find ourselves in a similar situation people-wise. We could 
.ask, RWhat CA problems will we need to solve ( in this environment 
where we make hard right turM, or our targets do, or t'!9'chnology does., 

.. I?" Well, we don't know exactly but we DO know that 

if we have cryptanalysts that TEAM well together, 

if we have cryptanalysts with strono Leadership skills on those 
teams and in attacking CA probl,ems in generai .. 

if our cryptanalysts have. a drive to stay on top of technology 

. . 

• 

. 

♦ 

• 

. . 

. . . . . 
• • 

• 

. 

♦ .. 

.. 

. 
• 

♦ 

. 

• 
• . 

• 

. 
♦ 

♦ 

. 
• . 

. 
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• 
• 
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and co~ti~ue to learn throughout their careers, 

if our. cryptanaly'sts Q°ive back to the community and watch over 
~ts health and, .in particular. the development of its ,iew people, and 

. !,•· • J 
if we continue to instill in our cryppies the ·hunger fo:i:- plain 

text that is our herita.ge, 

THEN we will be as well-positioned as possible to resolve whatever CA 
challenges we encounter. 

~ And so that message goes out repeatedly. It fs reflected 
in advice that comes back from promotion boards ("We' re looking for 
people with these qualities ... "). It is reflect~d in the criteria .for 
the Tech Track that the· people we call "members" and· 11 seniors" 
and "masters" have these credentials, It is the reason that mechanisms 
such··as the Careet Development Process exist, namely to create opportu
nities so that the desired skills can be developed and experiences 
obtained. · 

~ I know fl<>me people say that all of this smacks of pµshing 
caveryone to be a generalist, so I would like to put one caveat on the 
call for breadth and diversity that we heo.r so often, in the form of a 
story I heard in church over the weekend. It is the story ot: a young 
00-y walking down the street carrying a ball and bat. He says to him
self, '"I am the greatest batter in the world." He throws the ball up, 
takes a mighty swing-, •.. and misses. Undaunted, he says again, •I AM 
the greatest ~atter in the world... He increases his focus, throws the 
ball up, takes a big swing, ... and misses. Feeling a little uncertain, 
he says again,. in part to convince hims81f, "I am the greatest batter 
in the world." He focuses as never before, throws the 'ball up. swings, 
....... and misses. Crestfallen, shoulders drooping, head bowed, he.'s 
thinking despairingly, "What can I do now?• suddenly, he picks his 
head up, looks up to heaven, gains new inspiration and encouragement, 
and· says, "Wait a minute I I'm the greatest PITCHER in the world 1.• 

~We need pitchers ... and batters ... and fielders, coaches, ... 
and, yes, we even need managers. It is important to have some people 
who are well-versed across the board. It is also· import.a~t to have 
people WhQ are truly expert in given areas. so it is not wrong to find 
that niche and blossom there. Where we run into problems, where we 
become less effective as cryptanalysts is when we become isolated 
from and oblivious to the other parts of CA, the .other capabilities, 
the other possibilities for attacking our tarqets. And thus the repeti
tive call t;o go learn about those ·possibilities. It is a eail that 
cryptanalysts and supervisors should work in partnership to respond to 
(in some orderly fashion). It is foX" the good of everybody, certainly 
good for our technical health (individually and corporately) but also 
good for the career enhanc"l!lent of the cryptanalyst (read: promota
bility &, availability for certain jobs). 

~ Those of you whom we are honOring this morning have demon
strated that yQu have- taken substantive steps in this direction. 
In doing so you have opened doors (such as access to the TT) tha.t will 
facilitate your futther development. You have also (o·f interest to me 
as career panel chair!.) positioned· yourself to be called on for 
increased service to the CA community. For all o·f -this, I congratu
late'you; I thank you in advance for your increased involvement; and, 
on behalf of the all the cryppies here, let me close by simply saying 
how pleased and proud we are to have you as colleagues. 

I I/ I.I I I I I I I I I I I I/ I I I/ I I I I I// I/ I I/ I I I/ I I I I I I I I I/ I I///// I I I I I I I I I I If I/ I 

2. (U) CALENDAR 

This calendar is t OR ct I IC a a a s i 

Mar 10 - 14 

Mar .!6 

Mar· 17 - 21 

Mar 31 

PLAN AHEAD 

Apr7-11 

1300-1500, I I Lecturei;: •The Development 
of-Ma.chine Cryp€anaiys1.s4 a.w,d IDA'S Involvement•·, 
FANX II · ~ • 

• e 

Fbedman 11:a:e;rJ · • . . 
• • 

1315, KRYPTOS, I 
RThe Terrorist• s :(.,e€€er", 

CARD, GCHQ . : : 
1300-1500,,!ol~"!!'~~,...!!""-•111.·,,The Ma.th COnlnunity Town 
Meeting" , R&E .Symposium ■ ~ • • ■ ■ ■ ■ • • ■ ■ 

Signals Analysis &: J?evelopm~nt Conference, NSA 

Apr 21 - 9 May I.R-127, History of American cryptology, FANX II 
CY-500 course ·center 

Apr 23-24 CA Conference: "The Changing Face of Cryptanalysis", 
IOA-CCS, Bowie 

May 5.:9 

Oct 29-31 

ACE '9? at CCR- Princeton 

Seventh Symposium on Cryptologic;: History 

·.,1111nffllMMll""""""·" .. """R" .. "· .... t\1lll" ................ 1111t1Mtlft!lft1'"tlllHtlllllll•ll•HOIIIWllft""""" .. " 

· I I I I I I I I I I I/ ll /II I I/ I I I I I I I I I I I I I I/ I I I I I/ I I I I I I I I I I/ I I/ I/// I/ I// I I Ill I/ I I 

3. (U) KRYP'l'OS SOCIETY NEWS 

Ja.. (U) KRYP'l'OS Society Meeting 

' ' ' ' .. ........ "*.-----------, I (b) (3)-P.L. 86-361 
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~ KRYPTOS Program: "The Terrorist's Letter" 

Presentation b'{ .._ ______________ ~ 
Wednesday, March 26 at 1315 

Friedman Auditorium 

""""""""""""'".,''"""""""""""" .. """"""""!'"""""""""""""""""""""""""""""""""".,... 

3b. (U) Apples for the Students 

This articlE! is UNCLASSIFI~ in .entirety. 

The Giant Apples for the Students project is almost over for this year, 
The blue receipts indicate that there are only two weeks left {and those 
tapes are worth double the points J·) 

If you have been collecting for either of the two CHI-sponsored schools 

or r li.s collectin~ LO! CUG Rapt PdIKQI EdSWJ • 
please send whatever :ou have now to either I 1 
Schbdt ih Ahrie Aiunde County wfftcrt Ef'eI'Ve• .ae11taJ.1¥ an~ gp.y;;ically handi- • • 
capped kids of all ages. Bob is collecting for the Immacu.latt ~oifceit1ct1. • !! • 11 \ •■ •• :,-----------, 
School in o:c. which provides challenging educational opportunities to I (b) (3)-P.L. 86-361 
underprivil~ed children of any fa~th. •Pl~a;e .se_nd i~ ~o~r reiiepts fS■ • • • • _. _ 
soon as possible so thati=&n<! 1'00 can meet t'1e end-of-mon~h • • 
deadline in getting them~chools. · 

"" O< II 11 ,o "11 11 <t II ti II II II II II ti II" H;. J1 n 11 ti" !I II 11 ,0 II II U II II II II II II It 0, 11 11 II" II <t II II II II II f' fl" II n ft" '1 I'" ft II U II IO II ti fl" ti . 
I I I I I I I I I I I I! I I I I I I I I I I I JI I l / / / / / / / / // / // / / / / / / ./ / / / / / // / / / / / / / / i J JI I/ i'I I I 

• 
4. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

4a. <""- NEW CA CERTIFICATION 

~) congratulat.ions to I f who was professionalized in 
CA this month! · ._ _____ __, 

4b.~ ANNOUNCEMENT OF 1997 CRYPTANALYSIS CONFERENCE, 
"THE CHANGING FACE OF CRYPTIIIIALYSIS" 

APRIL 23-24 1997 -- IDA-CC5, BOWIE MD 

~Ol The cryptanalysis career Panel (CACP) iS pleased to announce 
plans ~ a two-day, communi ty ... wide conference on the topic of "The Chang
ing Face of Cryptanalysis", to be held on 23-24 April 1997 at IDA-CCS. 

~ For most _of the conference, we will be examining three topi~s 
of emerging interest and growing importance to both the CA community and 
the larger NSA technical community. These topics include: protection and 
exploitation of computer networks and network-based cormnunications systems; 
software and hardware reverse-engineering; and signals analysis. Each 
subject will be treated in the form of several presentations and a round
ta.ble; which will discuss approaches, progress, roadblocks, and future 
opportunities as seen from the perspectives of the diverse offensive and 
defensive missions for which the NSA technical community is responsible. 
In addition, part of the conference will focus ort infrastructure issues 
of particular importance to cryptanalysts and CA aspirants, such as tech 
tt~ack, Professionalization, and· successful practices and processes in the 
CA workplace. 

~ we hope to attract participants from across NSA's e~tended 
cryptanal tic and technical communities: 

. . . . . . . . . . . . 
. . . . . . . . . . 

1 , regar ess o an 
'rfflrr,:mimrr's occupational title, professional identity, or organiza
tional affiliation. This cross-section of the community will include 
interns, trainees, SLEs, seasoned technical staff, and managers of 
technical areas. · 

~ "The changing Face of cryptanalysis" conference will be 
a combination of technical awareness briefings, a comparison of notes 
on the best tools and methodologies for understanding and analyzing 
complex conwunications systems, and an opportulli ty for technical 
problem-solvers to strengthen their .corporate identity and to make 
connections with othex- experts working elsewhere at NSA. The confer
ence will not turn a newbie into a subject-matter expert. However, it 
should help to form connections between analysts with a solid grounding 
in CA tools, knowledge, and skills, and individuals involved with 
emerging or unconventional programs and technology. Building these 
bridges is of keen interest to the CACP, as the resulting connections 
will be essential for preserving the good health of NSA' s core tech
nical competencies as applied to problems of the future and for 
maximizing the effectiveness and productivity of its core asset: the 
individuals who comprise NSA's technical colffllunity.~, 

(~ The CACP seeks your interest, participation, and i·nvolve
rnent in this conference. Registration will be by self-nomination and 
will occur in the first half of March 1997; a conference .announcement 
and registration procedures will be distributed very soon via email.· 
The CACP will seek to ensure_ the participation of a broad cross-section 
of the IISA technical community. 

.... . ... . 
(b) (1) 
(b) (3)-P.L. 86-36 

J(b) (3)-P.L. 86-361 
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4c. ~CAPQE 

~ The CA PQE wiU be held on May 6 & 7 t.his year. •The format for 
the .PQE is a two-day, four-hour.s-per-day written test with .eight 
question_s presented each day. The aspirant. s final score tO~ the exam 
will be the total number of questions answered correctly over the two• 
days. The passing score will be determined before the exam begins by 
an expert panel Of cryptanalysts. Eligible· aspirants who wish to take 
this exam -must· register in the panel office between 3 March and 12 
April 1997. Review .Packets will be available at. th~t time, PQE review 
sessions will be held during the month of April, and will be scheduled 
during lunch hours so as not to interfere inordinately with office work 
time. :tt is strongly suggested .that aspirants prepare for these 
sessions by working the questions from the previous examinations. 
Since some of the review sessions will be held in small conference 
rooms, only those people taking the exam will be allowed to attend .. 
Copies of the schedule will be available from the CA panel office. 

4d. ~ AWARDING OF "TECHNICAL TFLJ'\CK ?'-~STER" TITLES _) 

~ Included among the Z Group personnel who received their "Tech 
Track Master" titles on 29 January 1397 are: 
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Congratulations to all! ! .. . . . 
0
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I I I I I! I I I I I I I I I I I! I I I I I I I I I! I I I I I I I I I I I I I I I I I I I I I I I I I I I! Ii Joi fl f I I I I I I I II• • • . . . 
5. (U) TECHNICAL ARTICLES • ._ 11 11 • 11 . ~ .. 
Sa. ~ "Z071 - The Barbers,opt" ~ 

byl - •• 
<""""-I Late in the summer of 1985 ! I assembled a· group of 

mathematicians to work on a special P.roiecr 1.n SU .... """rt nf hnth t.he 
Operations and COMSEC directorates, I I 

s1.gn1.t1.can-c pre1.1.m1nary worK, out tney were never assigned an organiza
tional designator.) The team Was housed in the only space available in 
the OPS3 building at the time: a storage closet that was to be refUr
bished as a barbershop. (Legend has it that the DOI at that time, Walter 
Dealy, was envious of the barbershop in OPSl,) Henceforth, the group 
was affectionately dubbed the "Barbershop... The name has persisted to 
this day. 

♦ 

♦ 

♦ 

♦ . . 
♦ 

♦ 

♦ 

• 

•••• .i • ♦ 
• ♦ 

• ♦ 

♦ ♦ 

• • 
•. ♦ 

• ♦ 

♦ • ♦• 

~ In its eleven years of,Jll~!l..!i:I!!il:.o.....Jlll...!i!ai!:!l!:1:io.llllll.Jla.:...J.isilfl•PieQ • • • • • • • • • • • • • • • • • ]I 
six organizational designators !,,-,,..,,..,,....,,,,...=,....-,==....,,.,.,,.,,.,,.=_,,,='> and 
eight locations ( including a trai er at OPS , 
second floor Of OPSl, and our current home in the basement of OPSl) . • • • • • • • • • • ; / I I ., 
The move out of OPS3 came as the original B~Qf=!r1Pht.plllfli6S!.0P\ 'I/ta~ • • • • • • • • : : : : ~ • • 
(successfully} _completed andl I triumphantly lobbied for • • • • 
the group to remain together as an operations organi~atfo~. • • ■ • • • • • 

. . . . . . 
('-,} Ad.opted by P12 in 1989, ~poo.-cPceti !nto Z51 with .the '\:o~ation • .,, 

of z group, and recently renamed L_J with the diss.,l11t!.ori of Z5, the • • 
Barbershop continues to thrive as a smalJ- t,eam•ol mathematicians ,a11:a 
on to solve, or at least study, .a.w:idEf range of exciting, oJ.fii~ult 
problems. • • • • • . . . . ---- . . \ 

{~ 'IIO~y11 s Barbershop consists of ) (assigned individuals, 
c::::J"of whom are currently out of the otfiCe: ~dding research pods, 
serving as a team chief in Z2, on PCS to La Jolla, teaching, or on diver
sity tours. We are also hosting two fabulous integrees, one from· the 
cryptomath program and one from the C development program. current members 
have contributed to all eight Director's Summer Programs, the last seven 
of which as technical directors (to include the summer of 1997). Two of us 
have been chairpersons of ·the math hiring committee while another two are 
currently serving on the z tech track review panel. In the past year we 
have completed duty as instructors for both MA246 and MA.414. Thus, we 
reach out to the commUni ty in many important· ways. 

~ What, then, is the role of the Barbershop today? To answer this 
it is worth a quick loOk back. In the past* we often found ourselves in 
the enviabie position of having the time to think hard about problems 
that others, more directly responsible for the timely production of 
plaintext, did not. As. a result of this luxury, the Barbershop developed 

(b) (1) 
(b) (3)-50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

(b) (3)-P.L. 86-361 

l._______-----,----.-... __ 1 · .. 
l<b) (3)-P.L. 86-361 
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-~ Howe'Ver, like most organizations, we see that cryptomathematics 
and cryptanalysis will h~ve to fundamentally evolve, perhaps even 
reinvent itself, to .meet the demands presented by a world where our 
ability to influence encryption both from an INFOS!!(: and SIGINT 
perspective is diminishing. Being able to adapt to requiremehts quickly. 
to stay current with the breathtaking pace of technology, and to bet 
Correctly ·where the next breakthrough wiil come is going to be ever 
harder to accomplish, without groups of talented individuals focused on 
the·se goals. The Barbershop sees itself as one of these groups ,and, as 
such, we recently took the initiative on a number of projects that 
pushed us across several d:isciplines and organizat_ional boundaries. 

~ Despite the fact thiit we have recently been involved in 
several high profile, speculative projects, what we do best is respond 
to the .problems brought to us by the CA community. A$ a small organ,.
zation ,attempting to respond to the individual needs of a much larger one 
we always run the risk of being accused of working on only those pr6blems 
where we can expect a quick solution and not tackling the harder ones. 
From our perspective, we cannot work on all the prOblems sent our way -
there are just too many -- so we make conscious decisions to foeus on 
those for which we think we can make progress, (Again, this is a luxury 
we realize that many ii,!n!..1;,lih,L~..s.lllllllllllLii1:.:~W:IQJ;..Jlll.:IJ~J...Jill/i~WWilili
certain projects like 

(~ The Barbershop continues to work hard on being responsive to the 
CA commmity in ways ·that will. encourage individuals to come to us with 
their questions and problems. we want to work with you, to deliver 
tools, techniques, and solutions that will make your job easier. The 

l 

. . 

best success for us is when we cooperatively solve your problem employing 
new mathematica1 techniques that prove to be generally useful. The free
dom we are given in selecting and working the problems you give us is a • 
responsibility we take very seriously. Therefore, we encourage everyone• 
to find out more about· what we are doing and help us to find ways that • 
will make us even more effective. • 

. . 
~) With luck and lots of hard work the Barbershop will conti,f~e ·to 

be ·a vi'!al resource for the CA comnunity as we all discover a.rtd Q.efine 
the evolving roles of cryptanalysis and cryptomathematics. • 

~ But don• t for~et abo~t us wheri that interesting □problem 
comes along . . . . _ -

""""""•""""""llllll"IIIIIIH"11111t1t'°""""""IIIIIIIIIIIIIIIPH"n11111•11111111111111t1IIIOl1"1111un11111111111111"1llt 

Sb. (UJ Matt on Math 
By: ._l ____ .,_1, . 

~ "A Brief Introduction (o~c1Ct_prJng, eart I;t" .. 
INTEGER FACTORING, PART II . . .. . . . 

(U) Last month we discussed integer factoring using sievi.t°g • • 
techniques. The run time of a sieving algorithm is a function • • 
of the number we want to factor, i.e. they run a really long time 
if the number we want to factor is big. There are other algorithms, 
probabilistic in nature. with expected run times given as a function 
of the smallest prim~ factor! ' 

(U) Suppose we want to factor the composite integer N. Further, 
suppose that the (yet unknown!) prime p is some prime factor of 
N. :tf p has the property that p - 1 is smooth (recall, smooth 
means that it's only divisible by small primes) then the •p - 1 • 
alogrithm is a good. choice for finding p. 

(U) The p - l algor:i.thm is based on some simple nlllllber theory. 

. . . 

• . . . . . . 
• . 

. . . . 

. . . . . 
• 
• 

. . . 

. . . 
• . 

• . . . . . 
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Choose an integer b that is a multiple of all {or most) of the 
integers less than some bound B. we might select b = B! for 
instance. Now, choose a random integer a in the interval 

(2, 3, ... , N-2] 

and compute 

a·b (mod N). 

This is traditionally done by "successive squaring~ .. For example, 
to compute a"8 we actually, compute 

a•8= ({a"2)"2)"2 

reducing modulo N at each step. If the exponent is not itself a 
power of 2 then we use the base two CPinary) expansion and go. 
For example, to compute a"291 we first expand 291 in binary 

291 = 100100011 (binary) 

which is nothing more than a sum of powers of 2 

291 2"'-8 _. 2"'5 + 2"'"1 + 2"0 : 256 + 32 + 2 ,.. 

so we compute 

a."'291 = a ... 256 * a"32 "' a"2 * a 

by ·calling successive squaring three times and multip~ying (mod N) 
the· results together. 

(U) Okay, recall that we have a fixed value for b and a random value 
for a. we computed a"'b (mod N} by· the successive squaring method 
just described. Now, we compute 

d = gcd(a"b mod N, N) 

using the Euclidian Algorithm. If d is NOT a non-trivial divisor of 
N, choose a new value for a and go at it again, otherwise d = p. 

(U) The p - 1 algorithm has its best chances of working when b is 
divisible by all the positive integers less than a bound B, and further 
when p is a prime divisor of N so that p - 1 is smooth wi'th respect 
to B. 

__, -
(U) Example: Maple session showing the facorization of 1537 

using p - 1. (Maple is a symbolic algebra system that runs on-Agency 
computers. ) 

> N:=1537: 

> B::isgrt{N); 

B := 39 

> B:==factorial(39); 

B : = 20397882081197443358640281739902897356800000000 

> for a from 50 to 60 do igcd(Power(a,B) mod N,N) od; 

53 

29 

Clearly, 1537 = 53 • 29. 

Sc. (U)_ ~cience and Engineering Society 

The Science and Engineering Society 
presents 

._ ________ ...... ~ • • • • • • • • • • • • • ■ • • • 

speaking on · 

DATA COMPRESSION 

. . 
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Thursday March 13, 1997 10:00 a.m. R&E Symposium Center 

("""9) D~ta compression is a technology which affects muC:h of the 
signalling environment. This talk explores the current state of · the art 
in compression methods and where future developments aJ:)pelir to be 
leading, as well as the impact on the mission of NSA .. 

~i; J is a cryptanalyst and computer scientist 
who has ¼Sfk@d ih seVetali.fie,ent offices in oo, 'and has worked 
aspects of the NSA. mission from tlfe -C:c.1.-lection, processing, archival and 
er tanal sis ers ectives. She is curr1mtl n anal st in the 

• ... 
~ Her paper on nnata Compression" won second prize in the 1996 

Science and Engineering Society Technical Paper contest._ 
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{~) For information on or membership in The Science and "' .,, -. 

Engineering society please contact Tom Kline J 1961-1354 • • • • • • • • • • • • • • 111 • • • • ,.. ----------~ 

1- 1 •.•••.•••••••••••••••• ·~·.·.· •••••••••••••••• :.····.·.1(b) I . (3)-P.L. 86-36 
~ This pr0 se,..t-::1t- 4 ... "' •·•i11 be broadcast en Ne1n--srr-.agi~ine channel 17 • • • ._ _________ __. 

OPEN TO ALL FULLY CLEARED PERSONNEL 

" .. " .. " .... " .. " " .. "., ,, "" .... .,"""II" II It" .. " fl n n" "" .. "" .. "" ,, "" .. ,..,"II""""""" .. """"""" .. ,," .. " .... _, • 
I I I I I I I I I I I I I I I I/ I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I/ I/ I II/ I I I' I, fl,/ !'I I'! ti I I ... 
6. ( U} COMMUNITY ~ERVICE • • • • • • ... 
6a, (~ CA Support to .gBli • • 

byl I 
(U) 1· think that I have one of the best jobs here at the Agency. Not 

only do I get to teach Cryptanalysis classes at the National · 
Cryptologic School to Agency personnel, but from time to time, I get to 
help on some other interesting projects involving cryptanalysis. 

CFOUo>@ J the· FBI's cryptanalyst (perhaps you remember him 
from his cX Jds taik'!;)• ~pent several months in our office a few,xearl 
ago taking some introducto.ty.level CA courses. As you may know, 
gets to work on some pretty int!e1.1es.,ting things involving terror~sts, • 
stalkers, and prisoners to name ·a fe,,/'. • E\lt when~ gets stuck on a • 
problem,.. he turns to his Cryptanalysis prof!s.wor~g...-idance. • . . . -.. 

(U) Just last week, l;::l.called me about an enciohe~ct-messaa~ t.hat he 
had received as part of an oifgOO.na investiaation. • .. .. . . . . . . . . . . . 

. . . . . 

. . . . . . . ... . . . 

(b) (6) 
(b) (7) (C) 
(b) (7) (E) 
OGA 

FBI 
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(U) Certainly a lot more exciting than "Reference your message number,· 
isn't it? 

""" .. """""''·"'"""""'"""''""""""""""""" .................................... 11 ..................................... .. 

6b. (U) Reprint from CRYPTOLOGIC ALMANAC 

(U) A Brief LOok at Public Cryptography 
by Joseph Yankowslci, Center_ for Cryptologic History 

This artiC-le is UNCLASSIFIED in entiretyf 

The roots of cryptography run deep into the pa.st. However, one has to 
l~k back only to World War II to trace the beginning of issues arising • 
in public cryptography. The war caused the u.s. goverrrnent to support 
many researchers in cryptology. one of those was Dr. Claude Shannon of. 
Bell Laboratories, whose research led to the devel~pment of a new branch 
of mathemat_ics known as information theory. His major work was pu))lished 
in 1948, and the following year he prepared a treatise on secrecy systems 
that applied information theory to cryptology. 

Shannon's work was theoretical and dealt with the broad principles 
governing cryptography. He was not concerned with the finite elements 
which comprise the tools of the contemporary cryptologist. Consequently, 
most academic efforts in unclassified Cryptography were of theoretical 
::j.nterest and had little practical value. 

The 1950s brought the beginnings, of the ~echnological revolution that 
transformed the computer from an exclusive tool for science· into a tool: 
for business. ey the mid-1960s, security weaknesses in remote 
timEt-shared eomputer systems were becoming apparent. Some of the weak
nesses could be overcome by cryptography, which led to an ever-increasing 
industrial investment in cryptographic reseo.rch. The academic community 
would not be far behind. 

• 
• • • • 

• 
♦ -----.. 

(b) (6) 
(b) (7) (C) 
(b) (7) (E) 

OGA 

FBI 

A prime example of industrial cryptologic research was the work 
performed at International Business Machines (IBM) . I.n the late 
sixties the company decided to embark on studies involving cryptology 
as part of an overall program in data security initiated by 'IBM 

!(b) (3)-P.L. 86-36! 

• 

Page 8 of 10 
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president Thomas Watson, Jr. He believed that data communications 
was an up-and-coming thing and that, historically, encryption had been 
the only way to ensure the security of data trc;tnsmissions. Watson's 
decision resulted in IBM's establishing a•cryptologic research group at 
its laboratory in Yorktown Heights, New York. The grouP; 1&!3 by Horst 
Feistel, developed a cryptographic algorithm, which was given the code 
name Lucifer. 

In 1971 IBM was asked to quote on a special product for. Lloyd's 
Bank in England. · The product was a cash dispensing terminal that 
included a device· to prevent spoofing. IBM chose to· meet the 
protection aspects of the requirement by developing a version of its 
Lucifer cryptoalgorithm for the terminal. With the development of 
the cipher, the research group concluded its wor~. 

IBM then formed a group to develop data encryption products based 
on the Lucifer algorithm. To lead the team, the company chose from its 
ranks Walter Tuchman, holder of a Ph.D. in information theory from 

Page 9 of 10 

Syracuse University. He assembled a data security products group that included IBM employee earl Meyer, an electrical engineer with a Ph.D. 
electromagnetic theory from the University of Pennsylvania. "By the end 
of 1971, it had become clear to Tuchman and Meyer that the Lucifer 
algorithm would not be strong enough in its original form for general-
purpose use. The Lucifer cipher was adequate for the Lloyd· s cash 
issuing· system where a coded syste1ri prevented customer: passwords printed 
on ID cards from being read and misused. The system would not, however, 
withstand intensive cryptanalytic attacks over a period of time. 

Consequently, Tuchman and Meyer spent the next two years (1972-74) 
working to strengthen the Lucifer. · At the same 'time, they subjected 
their improvements to "validation.~ They used cryptanalytic .experts 
to try to find flaws in the algorithm that would enable an attacker to crack 
it. 

After completing their -work, and convinced of a strong product, 
Tuchman and Meyer began tO develop products based upQn the algorithm, 
The products included the model 3845 data encryption device, a desktop 
unit intended to operate at the ends of a data cormnunjcations link 
between a modem and a terminal or a modem and a cOmputer. The model 
3846 was a rack-mounted version of the 3845. The group also developed 
the Cryptographic Subsystem, a hardware and software. data encryption 
system intended to be used on large multiterminal 370 systems to protect 
data transmissions and on-line files. 

Our next article will discuss the ·involvement of the National Bureau 
of standards in public cryptog~aphy. 

' " II "., " " ",, " " " .. " " " "" .. " " """" "., " " II " " " " " ",.·., .. n" "" II n " "" " " " " """" "n II " .. "" " "" " ",," II" .. " 
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7. (U) Problems and Puzzles ~-----------, 
. by l f, • • • • • • • • • • • •. • • • • •!(b) (3) -P. L. 86-36! 

7a. (U) Answers to last month's puzzle: Pirate Treasure 

This article is UNCLASSIFIED in entirety. 

A pirate ship captures a treasure of 1000 golden coins. The treasure has 
to be spl.it among the 5 pirates, named Pirate 1, Pirate 2, Pirate 3, 
Pirate 4, and Pirate 5. Each· pirate has the following important charac
teristics: 

*} Infinitely smart 
*) Bloodthirsty 
*) Greedy 

Beginning with Pirate 5, they each ~ake a proposal on how to split up the 
treasure. This proposal is either accepted or the pirate is thrown over
board. A proposal is. accepted if and only if a majority of the pirates 
agrees on it. (All pirates vote on a proposal, including the One who 
makes it. A majority is more than half - thus, if there are two pirates 
and the vote is 1-1, someone gets thrown overboard. A pirate would rather 
get. zero coins tha·n get thrown overboard.) 
What proposal should Pirate 5 make? 

Solution: 

The idea behind the solution for this puzzle is that a pirate will accei;>t 
a proposal only if he knows that in case he would not accept the proposal. 
he would get less of the treasure. 

The best method to solve this is to build up from 1 pirate, up to S. If 
there was only one pirate, h·e would get all the treasure. If there .were 
two pirates, Pirate 2 would have to give all the treasure to Pirate 1 just 
in order to stay alive. All other proposals would be rejected by !?irate 1. 
Now suppose there are three pirates. Pirate 3 needs the agreement of ·one 
of the other two. Greedy Piro.te 2 would agree with any proposal in which 
he gets more than O coins. (Otherwise, neither pirate agrees with Pirate 3, 
so he gets tossed overboard, leaving 2 pirates, in which case we have 
already seen that Pirate 2 gets nothing.) so the best proposal for Pirate 
3 is to keep 999 coins, and give 1 to Pirate 2, - and O to Pirate 1. Now 
suppose there are 4 pirates. He needs. the agreement of 2 of the other 3. 
It is easiest just to give 1 coin to Pirate 1, and 2 to Pirate 2, and 
keeping the other 997 for himself. If either Pirate 1 or Pirate 2 dis
agreed with this, we'd end up in the 3 pirate situation, and we have seen 
that Pirate 1 and Pirate 2 get less in that situation. But there are five 
pirates. Pirate 5 needs the agreement of two of the other three. The best 
way to do this would be to give •Pirate 1 two coins, and Pirate 3 one coin, 
and keep the other 997 for himself. Sarne reasoning - if this was rejected 
by either Pirate 1 or Pirate 3, we'd end up in the four pirate situation, 
and we have: seen that both pirates get less in that circumstance. 

So the final solution to the question is: Pirate 5 should make the 
!(b) (3)-P.L. 86-36! 
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following propos;,l: Pir;,te l gets 2 coins, Pirate 2 gets O coins, Pirate 3 
gets 1 coin, Pira.te 4 gets O coins. ana Pira.te 5 gets 997 coins. 

Slight variations on the above solution are possible. C0'1g~atulations 
go to the following solvers: I I . . : . . 
H IIIIHffHnlfffllffltflllHlttt"""" "" """"""""ll~ll~IJ'll""l • .;.lf.1tller1111 Dtt':'•1111 .. Hall~llffllllll lllllfllltflll 

8b. (U) March Puzzle: The Prisoner•s Balls • • • • • • • 

l 
• . 

• . . . .. . . 
This solution is UNCLASSIFIED in entirety. 

The following puzzle \!{as taken, wfth permission, from the web ·pages of 
"The Gre La rinth," on the outside web ll -llaf 'l,isjj.b\,all,: 'l "' "' "' '" '" 

• • • ••1 (b) (3)-P.L. 86-361 
Ill a•• 

,_ _______ ...,....,....,.....,• .... • ...... •-•-•-•-•_. · al solutions to 

II'I far otf PUzzlania, a prisoner waits on death row. By custom. the 
niQht before a prisoner is to be executed, he plays a game, either of 
chance orskill, it is the judge"s .discretion. This game· will decide 
whether the prisoner will indeed die, C)r have his sentence commuted. 

'l'his particular prisoner was presented with a game that was perhaps a 
little of both. Before him are two large urns. One urn contains fifty 
black balls, the other fifty white balls. Toinorrow, the, e,ce~utioner will, 
while blindfOlded, draw a ball randomly from one of the. two urns. If it's 
black, it's curtains for the prisoner. lf it's white, his sentence Will 
be commuted to life. The prisone~ wants very much to live, and is pleased 
with the current .. state of affairs that his chances Of living are fifty
fifty. He is tbert presented wi.th a·n· option - he may change the contents 
of the urns. He can swap whi.te balls for block, move balls from urn to 
urn, etc. There· is a stipulation tha.t when he is done, there must be 
fifty white balls and fifty black balls between the two urns - he can't 
eat some of the black balls or paint them or ;,nything. Further, he can• t 
leave either urn empty. ' 

It occurs to the prisoner he might be able to help his situation by 
moving the balls so that there were twenty-five of each color in each urn, 
then ma.king sure the white ·balls ~re on top. But the exe_cutioner might 
have guessed this, and may shake up the urns. worse }'et, he might 
deliberately reach to the bottom of the urn he chooses. 

Is there another way the prisoner c:an help himself? 

9. (U) EDITORIAL CORNER 

REMINDER: Submissions for the April issue are due by March 26th. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications. please so indicate. 

If you have any c:onnents or suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL IIOARD 

. : : . . . . . . . . . . . . . . : : ·. •. : i i •• ,. . 

Page 10 of 10 
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1. (~ PERSPECTIVES - Each month this newsletter features the 
perspective of a Senior on a topic of his/her choice. This month we are 
pleased to pubiish Part I of an article byl . - lChief Z4. ----~--------------,---------. ___________________________ ,4 .......... _.. .----------

"MAKE THAT SEPARATE BUSSES, 'PLEASE" (~ . • • • • _- • • • 
. lib) (3)-P.L. 86-3~ 

~ As at least one of my predecessors in this column has suggested,. .. 
it ' s at:1 honor to be asked to give my per spec ti ve in. CA.. · Those of yo;1 • • • • 
who"ve been in any of the relevant CA courses, or whoive graduated~r@i 
CMP training, Or who"ve toiled long and hard in any of a host 9~•computer 
scienc~ classes in order to get professionalized will immediately.recognize 

. • - • ♦ 

thc;1t we never met in those circumstances. Unlike most of. <you,. I. art) not a 
· professional in the cryptanalytic sciences, so my peq;l'ective i!:1, indeed, 
different. • • • • • . . . 
~ Not long ago I had dinner with•,-----r1(now at Qetawa) who 
had been NSA's principal liaison officer at Che tenham;tn the early 

♦ 

• 
• 

• • (b) (1) 
(bl (3)-l?.L. 86-36 

Approved for Release b¥•NSA on 09-28-2023, FOIA Case# 61704 
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(~ I liked this story for a lot of reasons. Those of'you've 
who've been assigned to England might acknowledge the traffic risk as 
substantial. But the real appeal of the story, for me, ·is its 
illustration of where our precious advantage over adversaries really 
resides - in the knowledge, intellect and skills of the people who do 
this work .. Since coming into z r have had numerous opportunities to 
see firsthand just how much our successes have depended upon 
individuals and their abilities to use their creativity and. 
resourcefulness to solve problems. 

II II II II II II If II ti II H II H II H H II II n ti ,, II II n n n 11 11 fl 11 11 11 11 11 11 11 ti ff n ff II ti n H 11 11 11 11 11 H n "· II n n H n H II II It II ·~ 11 H II II II II 11 ll tt 11 
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2. (U) C~ENDAR 

nils ca:temra:1 ls -FOR 0PHOMJ e!!!! ei:m1 in its cntizct1. 

Apr 23-24 CA Conference: ·•The Changing Face of Cryptanalysis•, 
IDA-CCS, Bowie 

PLAN AHEAD 

May 5-9 

Oct 29-3i 

ACE '97 at CCR-Princeton 

Seventh-Symposium on Cryptologic History 

·····················································~··················· 
l////ll/////l//l//////ll/ll/////lll///l///l//ll/l//llllllll/ll/f////l//// 

••••n••••••••••••••••••••••••••••••••••~h•nnn ■ n•n•••••••••••••••••••••••• 

3 . (U) KRY·PTOS SOCIETY NEWS 

(U) The KRYPTOS Socie,ty will sponsor a booth.at the NSA "I am an American• 
celebration ~ - 13 June 1997. The NSA picnic will• be 13 June, 11 :.00 am -
3:00 pm. Anyone interested in particpating in the KRYPTOS Society Booth 
is invited to call I_ '. or Eµ11ai1 tol · ( . 

. . . 
···••n•·········~····················~··········\·s·~--·············~····· 
///l//////ll/l/l/ll)/II///I/I/////////II/////I///I/MJjJllill//l/l(IIII// . 

• . . 
4. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

4a. (~ ANNOUNCEMENT OF 1997 CRYPTANALYSIS CONFERENCE: 
"THE CHANGING FACE.OF CRYPTANALYSIS" 

APRIL 23-24 1997 -- IDA-CCS, BOWIE MD· 

• • . 

• 

. 
• . . ... I (bl (3)-P.L. 

• • . 
• 

~ The Cryptanalysis Career Panel (CACP') is pleased .t!o announce 
plans for a -two-day, community-wide conference on the top.ic of "The 

·Changing Fa·ce. of Cryptanalysis•, to be held on 23-24 Ap,r•il 1997 at IDA-CCS. . . 

• 
• • • 

86-361 
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4b. ~ CAPQE 

~ The CA PQE will be held on May 6 & 7 this year. The format for 
the PQE is a two-day, four-hours-per-day written test with eight questions 
presented each. day. :i?QE review sessions will be·held during the month of 
April, and will_ be scheduled during ··lunch hours so as not to interfere 
inordinately with office work time. It is strongly suggested that 
aspirants prepare for these sessions by working the questions from the 
previous examinatiorts. Since some cf the review sessions will be held in 
small conference rooms, only those people taking the exam will be allowed 
to attend. Copies of the schedule will be available from the CA panel 
office. 

. I 
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5. 

Sa. 

(U) TECHNICAL ARTICLES !(b) (3)-P.L. 86-36! 
(b) (1) 

• • 
~ Highlights from the Falr• 1 96 MiniSCAMP 

By: I . MiniSCAMP Chair . • 
. . • 

• 
~ The Fall '96 MiniSCAMP was held Oct. 15 - Nov. 2~ at•IDA-CCS.: 

(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

Thirty-four mathematicians, cryptanalysts, and enginee~s•from z, C, G,"K, 
Q, R, IDA-CCS, and IDA-CCR-P ~orked on a variety o~J: f 
1 r ifteeeen eecMicat 
talks pfov±d±H§ Back§rouna ±nforrnaeion and expla±~ing the MiniscAMP 
problems were presented in the first five days. 

. . 
. . 

• l<b) (3) -P. L. 86-3619/24/2010 
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(b) (1) 

(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 ___ ..... ________ __. 

,~...,~ A report containing more inrormation aoout toe tecuuica.L accor[lpJ.l.Sn 
ments 9f the Fall 96 MiniSCAMP is being prepared and will be posted on the 
web at: 

Page 5 of 11 

••....... ·I (b) (3)-P.L. 86-361 -------------------------- ······· The schedule of technical talks, which V!e.r~ .v.id.eo-1;:apetl; "can • ai;o be found 
there. Contact the z. T~cJ-iJ.1:i.ce.l •L':il>racy, Headquarters Building Roqm 2A114, 
or I Ito make arrangements to borrow a tape. 
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5b. (U) .Matr 
By:_ 

an Matb 

I 

• • . • 

(b) (1) 
(b) (3)-P.L. 86-36 . . . . . . . . . . . . . ,,_ _______ _, 

. • . • 
• • 

. . • 
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• . • 
• ·1(b) (3)-P.L. 86-36! . • 
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I 
'--------------------------------.. ♦ 

♦ 

. ·-·. ♦ 
·······••n••·,···········••n••················~················••ft~•~u~~►··---------
5c. (U) New Largest Prime Number (b) (1) 

This article is UNCLASSIFIED in its entirety and.is a direct reprint. 
(bl (3)-50 USC 3024(11 
(bl (3)-P.L. 86-36 

NEW LARGEST PRIME NUMBER recently discovered by Cray has 378,632 digits 
(that would fill about 12 newspaper pages). Finding prime numbers helps 
researchers learn new techniques for speeding up mathematical operations. 
They are important in cryptography too. Prime.s do not occur in predictable 
sequences, and there's no formula for generating them other than to test 
millions of randoI!I numbers. Cray had discovered the previom:;ly largest 
prime number· as well. By extrapolation, they predict a million digit prime 

.in 2007. (Breakthrough #14 17Sep96) 

HHflflllllHHHIINHlllllllllllltlfflrHHHffHHIIHIIHIIIIIIIIIIHHHRIIIIMllnt111ftHtt1tn11nnn11nnnnHIIIIIIRNIIIIIIIIHII 

' 5d. (U) Mod~ Supports Data Rates Up to 115.2 kbps at Three Kilometres 

This article is UNCLASSIFIED in its entirety.· 

This report contains unclassified data which was obtained through 
commercial databases. If you would like further information on this 
□tact the Main library, located in room 1S042 (OPSl} on 

the·FANX library, .located in room ~7128 ·'E5 3) on · 
or the R&E library, room R1C075 onl _____ ....., 

. . ' . 

Computiaq Canada .. JJ: Computing Canada; Ma~ch 3, 1997: p. 046. 
♦ 

♦ 

TEL AVIV, Isr.a.el -- RAD Data Communications has inJ:roduced its 
SRM-6AV asynchronous hjgh-speed modem designed to accommodate increased 
bandwidth requirements bf traditional async applications"in campus 
environments. The modem ei,.ables users to provide 115.2-kbps transmission 
throughout their campus faci!:i.ties over two twisted pairs. A standalone 
·unit. measuring 4. 3 by 2 .1 by O •♦g. Jnches, the SRM-6AV rea¢hes a transmi.ssion 
range of three kilometres at 115.2•~ps and five kilpmetYes at 19.2 kbps. 
RAD Data Communications; Phone: 972-~.-.6458181; Web Site:• 

http://www.raq.com. ••. : 
THIS IS THE.FULL TEXT: COPYRIGHT 1997 Ple~~n Publications Ltd. (Canada) . . .. 
···························~···················~········~················ • 
///I/JJ///III/////JJ/ll/ll//l//lll//l//1//////ll/7,II//I/////////////II// 

6. (U) COMMUNITY SERVICE 

6a. ~ Men.,.t_o_r_i_· n_g _____ ..,. • • • • • • • 
by ._I ____ __, 

. . . . . .... 
1111s ar tlcle ls classified P:ese 111 its c12ti2e_t1. 

♦ 

• 

. . . 

♦ 

♦ • 
♦ l (bi (3)-P.L. 86-361 

• ••• ♦ 

♦ 

♦ 

. 
• 
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Recently I circulated an advertisement within NSA as follows: "At the 
Howard County Mathematics, Science and Technology Fair at River Hill High 
School on the 13th of March, .·there was a project on cryptography done by 
an eleventh grade student at Oakland Mills High School in Columbia, MD'. 
This student created his own encryption technique and then tested it. Th~ 
'new' encryption algorithm generates random encoded messages so that .even 
if the original messages are identical, the encoded messages will be 
different. While this encryption method is quite modest by our standards, 
the student demonstrated some ingenuity and·promise. If-properly guided, 
this (clearly highly·rnotivated) student could have a bright· future for · 
himself, and perhaps a greedy thought, f.or us too." 

Page 8 ofll 

"This student has b.een seeking a mentor and asked me if I could find him a 
mentor .(at NSA). An NSA' er with some cryptologic background would probably 
be an ideal mentor for this ·s'tudent. • 

I have ' found' a mentor for this student. ·However, NSA is lending a helping 
hand to the local community in a number of ways, including tutoring students 
at.Meade High School and MacArthur Middle School (as part of the 
Adopt-A-School program). This tutoring is done as part of the work day 
(e.g. administrative leave is granted for civilians). If you would be 
interested in helping students who request tutoring assistance in any of 
the subjects taught at the. school, such as math, science, computer science, 
~nglish, foreign language(. rea:ing. :ri:~ng. or social srd.ies, then 
please get ip touch with---~----...... ~---------.-- If you have no 
personal .interest, th~n p· easeorwar tis announcementc;, anyone whom you 
feel may be interested in tutoring these students. · •• 

• • . 
""""""""""~"""""""""""""""""""""""""""""""""""""""""■ llllllllllll ■■ nn ■ -•1tnffllllllllll • 
l///l/l/(/l//////l/////////l/////l/l//lll/l/////////lll//////l/ll//l.lll// 

7. (U) Problems and Puiz.1~~ 
by I 1· 

7a. (U) Answers to last month's puzzle: The Prisoner's Bails· 

This article is UNCLASSIFIED in entirety. 

• 
• .. ,-(b_)_(_3_)--P-.-L-.-8-6--3-6-,I 

In far off Puzzlania, a prisoner waits on death row. By custom, the night 
before a prisoner is to be executed he plays a game, either of charice or 
skill (it is the judge's discretion). This game will decide whether the 
prisoner-will indeed die, or have his sentence commuted. 

This particular prisoner was presented with a game that was perhaps a little 
of both. Before him are two large urns. One urn contains fifty black balls, 
the other fifty white balls. Tomorrow, the executioner will, while blindfolded, 
draw a ball randomly from one of the-two urns. If it's-black, it's curtains 
for the prisoner. If it's white, his sentence will be commuted to life .. 

The prisoner wants very much to live, and· is pleased-with the current state of 
affairs.that his chances of living are fifty-fifty. He is then presented with 
an option - he may change the contents of the urns. He can swap white balls 
for black, move balls from urn .to urn, etc. There is a stipulation tha_t -when 
he is done, there must be fifty white balls and fifty black balls between the 
two urns - he can't eat some of the black balls or paint them or anything. 
Further, he can• t leave either urn empty.· 

It occurs. to the prisoner that he might be able to help his situation by 
moving the balls so that there are twenty-five of each color in each urn, 
then making sure the white balls are on top. But the executioner might guess 

0 
!(b) (3)-P.L. 86-36! 
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this, and may shake up the urns. Worse yet, he might deliberately reach to 
the bottom of the urn he chooses. 

Is there another way the prisoner can help himself? 

Solution: 

The prisoner moves all the balls save for one white ball into one urn. There 
is a fifty-fifty chance the guard will select this urn and save his life. In 
the other urn,. there is a 49. 99 chance of being saved. This moves his net 
chance of survival up to a hair under 75%. Many methods of proof are possible, 
and this is easy to do by ·exhaustion. 

. 
II II II II H fl 11 11 ii II II n II II II II N II It II II II II II n ti tt H ti ft II ff II II fl 11 ff n N H 11 II II II H ff ft ti ti II II II II II H II n II n II 11 II II II R ff ff n n H H It .. 
7b. (U) April Puzzle: (courtesy of .. !_______ .. ; 
This puzzle is UNCLASSIFIED in its entirety. 

. . . . . ... --------, I (b) (3)-P.L. 86-36 

This is an extension of an old chestnut.· 

The chestnut is this: You are walking along a road'and come to a fork. 
You know that one road goes to Heaven and the other goes to the other 
place, but you don't know which is which. 

By the fork stand 2 figures. 
One figure always tells the truth, the other always lies, but you don't 
know which is which. 
You are allowed to ask one question, and it must be at only one figure 
(your choice of question and f.i,gure) to discover the way to Heaven. 

The question should have a YES/NO answer. (This is an attempt to try 
and keep the "truthfuP and "deceitful". answers well-defined.) 

The answer to the chestnut is to ask 9ne figure 
"If I asked the other figure, 'Does the left fork go to Heaven?', 
what would the respon~e be?" 

Whoever. you ask, you get told a lie. 

(Comedians sometimes propose that you should ask the.question 
"Does the left fork go to Heaven?" bu·t aim it at the figure with 
the halo, rather than the one with the horns and tail. 
We shall treat this suggestion with the contempt it deserves.) 

The extension is that, when you get to a fork, there are 3 figures present. 
One always tells the truth and one always lies·. The third is unpredictable. 
You can ask 2 (YES/NO) questions in order to find the way. What questions 
do you ask, to whom, to find the way to Heaven? 

~~ · Send y~ 
0
a~:~e~: • (~: ~w~~~ ~: 

0
o~~~r. ~~z~le ideas) to .,.1 .-.-------' 

• • • ,(b) (3) -P.L. 86-361 .... 
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######################################################################## 
8. (U) Open Letter to Our Readers 

(U) A few of our readers have questioned why we ·often reprint articles 
that appear on the NSA.WEB or in other forum widely available to KRYPTOS 
members. However, we have received significant feedback that many readers 
would not see the varied sources .from which these reprints are taken and 
do value their inclusion in _Tales of the KRYPT_. · Therefore, we will 
continue to reprint articles which we believe are of particular interest 
o.r relevance. we invite yoµr input· regarding this policy, or any other 
subject you think may.be of interest. 

KRYPTOS Newsletter Board 

II n ti 111111· .. ft H fl ft ft It ft ft ft ft n It ft JI 1111 ff II ff n II n n ft n n II U II ti II II II II II H H n ti 11111111111111 It H n ft H ft ff II II II II 1111 HD II H II H 

9. (U) EDITORIAL CORNER 

REMINDER: Submissions for the May issue are due·by April 26th. 

PLEASE NOTE: All submissions·must be in ASCII format, and, with the 
implementation of E.O. 12958, .MO'ST BE PORTION. MARKED .. If. other than 
NSA/CSSM 123-2 governs the .classifications, please so indicate. 

If you have any comments or.suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 

Jack Ingram, Cryptologic History Museum, I I • ■ • • ■ • • • ■ ----···~-J~-~--------l(b) (3)-P.L. 86-36! 

• 

• 

• • 
. 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\l\\\\\\\\\\\ 

• 
NSA .... Home .. Page 

• 

·• 
• • 
• 
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7. Editorial Corner I (bl (3)-P.L. 86-361 

/lllllll//ll/ll//l//!l//llll/l//llllllll//ll/lllllllll(l./.lil/!illllllllllllll/l/ 
1. ~) PERSPECTIVES - Each month this newifl.ett.er• features the perspective 
of a Senior on a.topic of his/her choi~&.• •Th.ls month we are pleased to publish 
the thoughts ofl f Chief Z071. 

• • (b) (1) 

Leadership in the Cryptosciences {U) (b) (3)-P.L. 86-36 

~ Over the iast two·years several experiences have led me to recon~!der ~ong 
held vi.ews about the roles and responsibilities of leadership in "the 
·cryptanalytic community. The uricert~inty, evident at every J.~;el, of how to 
prepare for {and in many cases react to) a secure target.E!Iivironment that • 

. resists classical "cryptanalysis has blurred the once clear distinctions of ~e 
roles and requirements of the different CA office~.• • Moreover, as ou~ target• set . ' 

is clearly beginning to opE:!rate in a more he~a.rt>geneous crypto environment, e ~re :eei pg :he nee~ fa: a more j ntera:· sci Pr tnary skill mix to 
[. • !The experiences allu e to convince 
me o two tvings: int e near term, t e seeds of leadership will have to be sown 
at the- feet of the analyst, and the formal distinctions between cryptanalyst, 
cryptomathematician, and computer scientist must disappear. In the following I 
will describe.some of the events that have shaped my perspective. 

~ Early in the fall of-1995 Tom Lessard (then Chief of Z, since retired) asked 
me to lead a group with the goal of producing a report outlining opportunities 
for z in the "global intelligent network."· I certainly did not understand what 
that mearit at the time,but I did know that people were starting to fear a 
future in which classical cryptanalysis would not be successful in exploiting 
our targets. Then, as now, people·spoke of freely available, secure encryption 
saturating communications over a cheap and reliable internet._· 

~ There was consider~ble discussion, early on, about·the proper makeup of 
the group. Management wanted to be sure the right people were working on the 
right problems in the right spaces... . . Well, you get the idea. Nevertheless, a · 
group was ass~led (primarily Z071, but also top notch people from Z2 and 
IDA-CCS). We immediately began to discuss among ourselves what. direction t_he 
study should take. Over and over we asked: just what is the problem we are 
trying to solve? It was very difficult.to break out of the traditional mind-set 
that expects problems to be clearly delineated and the avenues of attack finely 

\ drawn. · 

Nevertheless, after twice-:-daily meetings in which we aggressively 
conflicting views of the future, the group seemed to ·converge, at least 

intellectually, on a picture that has proven, over. the decidedly short term, to 
be very accurate. The resulting paper, easy to read and accessible to a wide 
audience, entitled· "Z Group Opportunities in the Global Intell_igent Network", is 
more relevant today than ever as attack strategies it recommends have actually JP ______ _ 
been realized in operations. · _ (bl <3 )-P.L. 8 6-3E 

, 
~ 8~ After the paper was completed, a z off-site was convened to discp.s$: 1 

means of implementing the report's recommendations. Management want~~:t,o"be 
sure the right people were working on the right problems in the ~i"ghaspaces .... 
Well, you get the idea. . Fortunate • took the 
burden onto themselves to form the"'"'------------~ a· recommendation 
of the report. This.group of abou a ozen in ivi ua s immediately began to 
search out new, non-traditional opportunities that might lead.to target 

WI-' 

exploitation. I won't report on all the.wonderful work this team has done for oo 

°' lack of space. However; it is worth noting that and its leadershi are ~ 
directly responsible. ;o.r .• t;h.e. ~r.e~t;i_oti .o.f. t;jJ:\e • • • • • • : •. : •. ". ':. •. •. • • ._ .................. °' .-----------,.an exciting, very recent initiative" t~ cross organizational 

..--------------------~--------t' • • .I (b) (3) -P .L. 86-36 
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all, the CA community can take pride not just in the significant strides it has 
made in exploiting opportunities it was _not :even considering a short two years 
ago, but also in -the tremendous influence the analyst has had ;in setting the 
pace of this revolution. 

~ My point in telling this story is to presage what I believe is the way, 
at l!:'!ast for the near term, that cryptanaly,sis will evolve: teams of analysts 
committing themselves to discovering solutions to ill-defined problems -·not .------------, waiting fpr direction from i:l senior management teani that is justifiably (b) (ll 

apprehensive about where to direct dwindling resources. (b) (3)-50 use 3024 Cil 
' (b) (3)-P.L. 86-36 

• ~ Most people· take as a given that we are in the midst of .an explps1ve 
·(and very exciting) information aae that is beina driven bv breathtaktng new 
digital technologies. I _ • • 

• • 

. • • 
. 

• 
• 

. 
• 

• 
. 

• . • • 
. 

• 
. • 

INo one wants to bet wrong. Yet. decisions must 
~b~e--ma---,d~e_t_o_,,d_a_y_t~h_a_t_w ...... i~l~l-a-f~f~e-c-t-~our ability to thrive ih the future. The input 

I 

to-these decisions must come from those actively-working the problems. The 
current indecisiveness and lack of speci"ficity from senior leadership (some of 
NCS-21 comes to mind) derives less from the character of ·those leading us than 
·>from· the lack of a spirit of entrepreneurship _by those working the problems 
closest to the technologies we must defeat. In short, we must shape the future 
for ourselves. 

• 

(U) I would like to conclude with a brief analogy. My alma mater, the University 
of Rochester, recently shook the academic community by announcing the effective· 
closing of its mathematics department; The graduate program was to be 
eliminated and the staff reduced by at least one half. Adjunct faculty would be 
hired to teach the bulk of the undergraduate curriculum. The problem was 
two-fold. Firstly, the other scientific departments (astronomy, physics, 
engineering) found that the math department was not adequate1y training its 
students. Indeed, they were finding it necessary to teach their own, more 
finely tailored, math courses .. Secondly, the math department at Rochester, 
small to begin with, did not receive a high national ranking in·a U.S. News and 
world Report survey .. The university felt this would make it diffi"cult to 
attract _the best graduate students and the most lucrative grants. In a word, 
the department·was expendable. Fortunately, the worldwide academic .. community 
was able to successfully lobby the university to reverse its decision (but at 
the cost of a substantially reduced graduate program and smaller department 
overalli. 

(U) The problems Rochester expe:r::ienced are by no means·isolated. In many 
universities the following pattern has been repeated. Mathematics departments, 
~eeming computer science not sufficiently •pure•, jettisoned it. Applied and 
computational mathematics, driven in large part by computers, was treated 
similarly. The consequent rise of computer science and applied mathematics 

.------------,-----------------"----··· 
I (b) (3)-P.L. 86-361 

.. . . . 
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programs and departments in this·country has come largely at the expense of 
departments of pure mathematics. 

~ We must be very careful not to treat cryptomathematics and cryptanalysis as 
"department" enclaves. In every sense we should be embracing new disciplines, 
cryptanalytic in nature, but not necessarily "pure". Otherwis~ we are destined 
to suffer a fate. similar to Rochester. Perhaps we should move from the 
cryptanalytic development program and the,cryptomathematician pi:-ogram to a 
cryptoscience program that embraces all of the disciplines.- computer science, 
cryptomathematics, cryptanalysis, engineering - that will be needed in equal . 
measure to decrypt cipher well into the future. Let's not complain the game is 
unfair. Let us all do our part to rewrite the rules. 

H II ff fl II H H II H ti H II "· ff II If 11 "· II II ti ft 11 II II II II fl If II II II ff II II H II II R H ft II n II II n IN ft ft ff H H H II II ti II II ■ ■ ff H H H fl II ff II II II II n tt ff ti ti ff If II II 
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2. (U) CALENDAR 

This calendar is, FOR OFFICIAL USE ONLY in its entirety. 

May 22 

PLAN AHEAD 

Oct 6-10 

.Oct 20-24 

Oct 29-31 

CLA 32nd Annual Banquet {see Sd. below) 

CONSCRYPT 1 97 at GCHQ 

CCWG 5th Annual Conference (see Se. below) 

Seventh Symposium on Cryptologic History 

""""""""""""""""""""""""""""""""""""""~""""""""""""""~"""""""""""""""""""""""""" 
///l////;/II/////////J///I//I/I////////J/ll/////j////l/l/////l//jj;;;;;;;J//llll 

3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

3a. ~-). NEWLY CERTIFIED CRYPTANALYST$: 

~) The Cryptanalysis Career Panel is pleased to announce the J (bl <3 )-P.L. 86_ 36 1 
certification of t~e following cryptanalysts during March: . . 

.-------------------------------r•·· 

3b. (U) The Cryptanalysis Career Panel wishes to thank everyone (organizers, 
speakers, etc.) who helped make last month's CA Conference a ~uccess. 

11 ti II ff n II II II 11 n II II II II II II W ■ IJ II n n 11 11 11 Q II fl 11 11 11 11 11 11 n n n n 11 11 11 11 H ft II H II II 11 -'' 11 H II II II 11 11 11 H U II II II II ti ff ft ft H ft ti II II n II II H II II II 
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4. {U) TECHNICAL ARTICLES 

4a. Mathematicians Going Where They Have Never 
The Applied Mathemat~~s. p:r;o_gr~m • ••••••• • 
byl I Chief, R51 . · 

Gone Before: 

• • • • • • • • • • • !(b) (3)-P.L. 86-36! 

• . 
~ The availability of a number of extra hiring allocations l4De in FY96 
created a unique opportunity for the NSA mathematics community,• At the 
suggestion of Richard c. Proto, Chief R, a new development p~ogram for 
rnp.thematicians was established in the Mathematics Researcp•Division, R51. The 
Applied Mathematics Program {AMP) assembled its first otass in September 1996 • 

• 
9/24/2010 
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with Q;~ ~;;h~~t:~;ans. The goal~~ t~e ~;;g;~•~s to place.so~e of the 
very exceptional new math talent.that"we have b~tm ab~ to attract :Cnto a 
diverse set of offices throµ~ltout the Technology Directorate, in much the same 
way that the Cryptolqgie"Mathematics Pro ram has served the Operatio4s 
Directorate for.o,,,~r three decades. • is the Technical 
Directotj:I;. "tn~ AMP; and .__ ________ __, is the Program- Administrator. They 
placed of the participants in K Group for their initial- tours, and lJ in 
offices roughout R Group. Most are focused on problems associated with global 
network intelligence, ranging from research ont . jto"the0 deveiopment" 
of new techniques to process and extract information from massive data sets. 
They have formed synergistic relationships with computer scientists, engineers, 
and linguists, and the spirit of Orie Team·, One Mission is strong within the 
group. Management throughout T has been extremely_ supportive o'f the program and 
a very impressive record of technical accomplishments has already been posted by 
the group. Participants of the program will take several diversity tours over a 

·three-year period and then settle into a more permanent assignment. 

~ As is customary in development programs, members of the ~ began their 
work at NSA with some basic courses.· Lectures on crvntoloqic mathematics 

important technical problems in their assigned organizations. The applications 
of mathematics to cryptology are well known and have been developed over many 
years. But the.full potential for applying mathematics to problems in emerging 
technology has not yet been realized. We are confident that the Applied. 
Mathematics Program will bring the full power of mathematics to bear on these 
exciting problems .. 

II If H II H ti II " II II II II " " H u II II " " II II " II II II " " " " II n " " n_ II II " II II II II II II II ,, II " II II II II " II II ft II II ff II ti " If II II II H II II " " II " " ff II " II ~· ff 

(U) Matt on Math 
By: ...... l ____ l 

♦ 
♦ 

(U) New New Largest Prime N~er, or Mersenne Primes and Perfect Numbers 
. ♦ ♦ 

{~ The April_ edition of _Tales•9f the KRYPT_ announced.the September 1996 
discovery of Slowinski and Gage that•2Al257787-1 is a prime with 378,632 decimal 
digits. In November 1996, Armengaud, W~ltman et al. found the 35th_known 
Mersenne prime as part of GIMPS -- The Great Internet Mersenne Prime Search. 
This number, 2A1398269-l, is a prime with 420:~21 d~cimal digits. . . 

• 
{U) These primes come from a family of prime numbe~s.known as Mersenne Primes, 
named after a French monk who lived in the early 1600s:. He stated that 2An - 1 
is prime for n = 2, 3, 4, 7, 13, 17, 19·, 31, 67,127, and 257, ana -ip composite for all 
other values n < 257; Mersenne was wrong. we now see· that•• 

♦ 

• 

. 

2A61 

2A89 

1 = 2305843009213693951 is prime, · ...... --------, !{b) (3) -P.L. 86-36! 

1 = 618970019642690137449562111 is prime, 

2Al07 1 = 162259276829213363391578010288127 is·prima: 
♦ 

♦ 

♦ 

•· 
♦ 

and 2A67 - 1, 2A257 - 1 are composite. It wasn't until 2~U years after 
Mersenne's death that.any mistakes were found in his wor~~ . 
{U) The following proposition is fundamental to the s~rch for Mersenne primes. 

♦ 

♦ 

. 
♦ 

♦ 

. 

♦ 
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Proposition: If n is composite, then so ·is 2"n - 1, 

Suppose that n is composite, then n =a* b with a> i and b > 1. From this we 
will explicitly factor 2"n - 1. First, recall from high school algebra that 

This formula is valid for any positive integer b. You can prove the identity 
above simply by multiplying out the right hand side: 

and noticing that all the intermediate terms cancel out, leaving us with 
·x"b -· 1. We now use this identity withx = 2Aa, obtaining 

2"~ - 1 = 2A{a*b} - 1 = (2"a)"b -1 
= (2~a - 1) ( (2"a) A{b-1} + + 2Aa + 1) • 

Since a>l, the first factor 2Aa - 1 is nontrivial, 

(U) The proper divisors of a number are. the divisors that are less than the 
number itself. For example, the proper divisors of 6 are 1, 2, and 3. A number 
is called PERFECT if it is equal to the sum of its proper divisors. Hence, 6 is_ 
perfect because 6 = 1 + 2 + 3 and 12 is not. Can you find the next perfect 
number? There is a hint below. 

(U) Perfect numbers and Mersenne primes are related. In fact, if 2An - 1 is 
prime then 2"{n-1}(2"n - 1) is perfect. Take n=2 for example: 
2"2 - 1 = 3 which is prime and 2(2"2-1) = 2*3 = 6 which is perfect. How does 
one prove this stateme_nt? 

(U) Suppose 2An - 1 i~ a prime. We'll just cail it p. · Then a complete list of 
the proper divisors of 2"{n-1} *pis given by 

1 , 2 , 2 "2 , . . . , 2 " { n -1 }, p , 2p , ( 2 "2 ) p, : . . , ( 2 " { n - 2 } ) p . 

We didn't l:i:,st (2"{n-l})p since it is not a proper divisor. Now, the sum of the 
proper divisors is 

Using the algebraic identity from above with x = 2 and b - 1 = k we get the 
formula 

Applying this twice to [EQ#l] above gives us that the sum of the proper divisors 
of (2A{n-l})p is 2An - 1 + p(2"{n-1} - 1). Now we write pas 2"n - 1 again: 

(2"n - ·1)+(2"n-1) (2"{n-1}-1) = (2An - 1)·+2"{n-:1} (2An - 1.) - (2"n - 1) 

Hence, 2"{n-1}(2An - 1) is perfect. 

(U) Euler showed that the only even perfect numbers are the ones of this form. 
It is widely believed that'there are no odd -perfect numbers. This, however, has 
not be proven. 

(FOUO) There are 35 known Mersenne primes, hence 35 known perfect numbers. ·A 

■ ➔ <b) (3)-P.L. 86-36! 9/24/Z0l0 
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lcomplete list of Mersenne :rimes can be found on rBWORLD at 

.... --------------------------4 ••••••••• ·I (b} (3) -P. L. 86-361. 
(Ul Hint: June 28_ is a, perfect day in a perfect month. • ••• • . . . 

. . . . . 
.................•..•.... ~---··········:~·~·-·~---······························ ... 
4c. · (U) More on Prime Numbers •• • • • 

,.. • • • • • • I 

m.;0&1- !~-----~!wrote to the KRYPTOS Newsletter Board as follows: •someone 
l,Tlight aiready have pointed this out but here goes anyway. . · 

(Ul The text below appeared in the April '97 Tales of the KRYPT annou_ncing a 
"New Largest Prime Number• having 378,632 digits. The ·discovery of this pri~e 
was in. 1996 (as the article says) but since that time (also in 1996) a new 
larger prime was found which has 420,921 digits. This larger prime number is 
2A139826) .- 1. . 

(U) [Item in April _Tales of the KRYPT_.] 
NEW LARGEST PRIME NUMBER recently discovered by Cray has 378,632 digits (that 
would fill about 12 newspaper pages). Finding prime numbers helps researchers 
learn new techniques for ·speeding up mathematical operations._ They are 
important in cryptography too. Pr:j.mes do not occur in ·predictable sequences, 
and there's no formula for.generating them other than to-test millions of random 
numbers. Cray had discovered the previously largest prime number as well. By 
extrapolation, ·the}' predict a million digit prime in 2007. (Breakthr5,ugh #14 

17Sep96) • .-------, i 

m,oe+ I isuggested we contact! · . ifor furthe~ informat,ion. 
I !advise 'us 0 Q.f0 the following URL 1.n_theS:A WEB (also cited in the 

"Matt. on~Ma"til'~ t:: lumn in "thifa issue in 5b. above):•. •see . 
• " • • • " • • in particular, if you click on 

prime exponent 1 6'9' ■yO\l w get information on its discovery. • ...... :. . . . . . . : -
. . . . . . . . . 

n n II '·' H If ti ti h K n tf H II ff H II ■ II ft It H H n n n II fl n n ff II II ti M ff W II H II n 11 11 11 11 R n If tt II II : 11•11 .« """'' ,.,. ti it ff ff ti If ff II II II II II II II R ti II ft II R 

4d. (~ ' •••••••••••••••••••• ··1 (b) (3)-P.L. 86-361 

. . . . . 

~ I was enrolled in the CMP class of 96.and found it to be a great 
experience. While ·r was confused by the huge organization that is NSA, at•Ieast 
I was with a group in the same position. I also had companions to share the 
trial of completing CAl0l, MA148 and MA246 in the firsts.ix months while also 
trying to get. some work done_ in my first tour. • 

~ Like my fellow CMPers, I took 6 month tours in various -~£fices. □did 
not impose any requirement on where I should go other than that I should aim to 
get a range of experiences. In fact I found that one of the biggest advantages 
of being·an integree was more independence. My main contact back home, that·is 
with the people who decide my promotions,_ was. sending monthly notes. Of course, 

• l(b) (3)-P.L. 86-3~, 
9/24/2010 
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with independence comes responsibility. It was up to.me to ensure that I was 
getting the appropriate experience and training. 

(~ My experiences on tours were similar to those of my fellow CMPers. 
However, I was lucky to not have to deal with time cards! ·Despite the NSA's 
large size I was pleased to find good camaradarie in the teams where I toured. 
One interesting lexprrience was working as part of an NSA te~mpet.ing with ~y 
colleagues from in a race to solve a cryptologic. WhenL--lwon the race.I . 
felt mixed emotions, • rr:b.~re was the disappointment of not being :i.n the "winning" 

. team and the satisfaction that. S:~~ I ~ad been first. · • •. 
. . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . 

♦ 

• • 
♦ 

♦ . . . . .. . . . . 
♦ .. : ... . . . . . . . . . 

• - •• •• ♦ ~"' . ,, .... 

. w 

~ Being a foreigner does have its benefits as well. I found th.__a_t_p_e~op-~-~---•~r~--~ 
were more likely to have heard of me rud remernQ,er.me•since ~•~a~•fhe[_• . . 
integree" in the NSA math community . ._ ____ ~Jor not, people have always been ~ 
very op~e at NSA. .I know that one of the greatest benefits I will bring ~ 
back to · .en ~ • ~et.l!ll!'Il• wil'!i. • be~ my cental!!:us• 1'!.ere ~ • • • • • • • • • • • • • • ·• • • • • • • • • : •• ,t • 

. . . . . . . . . . . . . . . . . . . 
~ The plethora. of seminars, talks, courses I qI:1,d. Cionfar'ehces overwheJ.med. 

me. With so many more' events at NSA than at CJr very much wanted. t.o ~xploit 
the opportunities while I. was here. But if I attended everytpin9' I found 
interesting I would barely have time to do my regular wq,rk! • . . . . .. 
('Pe~~ My experiences. as an integree were pQ•p"ositive that when I had a chance 
t6 extend my posting· a year I grabbed ~t: • But we all move on at some point and 
this September I will return to c:::1 ~fter an extremely rewarding four years. 
For all I have learned and all the friends I made I am grateful. Any readers 
considering applying for an integration should go for it. 

II II ti II It II ff ff NII ff II II II N II ti II It ti H II II H II II II n ff II n 11 11 p n n p H ff 11 11 11 ff H H ff n I, 11 II n II n h 11 11 H 11·n II II II II It 11 11 11 a ft a ft 1t U 11 11 ·q II It II 11 

////llll////ll//j//l/l////JII/I/I////III//I/IIIIIII///III///III/II///II///II/II/ 

5. (U) COMMUNITY SERVICE 

5a. ~ various Summer Math Programs 

~ Over □-math students part·icipating in ~lie Undergradua~e Training Program 
(UTP) , Na tio a Pli.~s1~~1 • Sc"i~:dc"e· Co"nM:r"ti urri "(l'OF"sC i, • o:rr"ect: ~unimer ·H'Hes· arid' • • • • • • • • • 

tr returning -last year students from the Director's Summer Program will be coming 
to NSA this summer to work on various math problems. These students wil.l work w 
in 1: l · ,h .... -----------~---------------r··························~ 
11 11 11 fl II II II H II N ll fl If II II II II II ff II ti II II II II n H n P II ti ft 11 11 11 H H II U 11 H H H II M II R 9 II R 11 fl ff fl II II II II n H U ft ff R II ff ft II II ff P II n .II II II ff II II II 

5b. (U) The Director's Sumi~er Program at the National Security Agency 

• • • • • • • • : : ,I 
• •••.• ■• • • 

• • • • • • • ■ • • • • • 

This article is UNCLASSIFIED in its entirety. 

. Cryptologic Mathematics fqr.E~e~~i~:dil•undergraduate Mathematic\ang" 
by I fRsi, Program Administrator , ••••• _______ ......... __ ... . 

. . . ...---------------------------~ 
. . 

. . .... • 
9/24/2010 
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The Director's Summer Program is the National Security Agency's premier outreach 
·effort to the verust undergraduate mathematics majors .in the country. Each 
summer we invite xceptional students to participate in a 12-week program 
where they work ire t:J.y. ffth NSA _mathematicians on mission-critical ·problems. 
The program is highly comp~~icive and is intended primarily for students between 
their junior and senior year, bu~ ex~eptional freshman and sophomores will also 
be considered. Graduating seniors will l:>e .c9nsidered too, .. but they must be 
enrolled in a mathematics graduate program fol ta~ fall. 

. . . . .. . . 
The goals of the Di-rector's Summer Program are tt>, •• . ~ . . 

.* Introduce the futu_re leaders of the U.S. mathematics community to t:he • •. . . . 
Agency's mission and share with them the excitement of working on • •• 
mathematics problems of n.,;_tional importance,. 

* Provide a deep unde:rstan.ding of the vital role that mathematics plays 
in enabling the Agency to_tackle a diverse set of technical challenges, 

* Encourage bright undergraduate mathematics majors to continue their 
study of mathematics and pursue careers in the mathematical sciences, 
artd, of course, ,to , ... 

* Provide solutions to current ·operational problems. •• • • • .. . 
• • • 

The students participating in the program work on a broad range of problems.•.• ; 
involving applications of Abstract Algebra, Geometry, Number Theory, .• • • 
Combinatorics, Graph Theory, Probability, Statistics, and Analysis. Du~1nd th! 
first two weeks of the summer lectu~es on cryptologic mathematics. Atte~•the. 
lectures, the students are presented with about 10· current problems.dnd-rnust •· 
choose which problems they will .focus·on for the summer. The out~~anding wo;k 
accomplished by each student is documented in the DSP year-end rwor~: Stud~ts · 

· devel9p mathema_tical theory, apply what ·they learn to· obtain r~t:1.1-:-tj.me • 
solutions, and experience the excitement of success built on hard work and• 
innovation. Many'students find the work at NSA very excit:i-l'lg anq•challenglng 
and decide to return for several summers. .• • ♦ • 

♦ • • 

State of the art computing resources are available to~ll students. Prcyramming 
is done in Cina UNIX environment. MATHEMATICA is av"ailable: as. is the: 
computational algebra package MAGMA and a variety of stat\~tics packag~s. . . 

~ . . 
Information about the Director's Summer Program•is sent.to oveT 300 colleges 
and universities across the. United States eaal1 year. .In addition, students 
who have scored well in the annual William.Lowell Putbam Mathematica~ · 
Competition are invited to apply. Because of the lengthy processing.required, 
the deadline\for applications is 15 October each year. To apply, srudents simply 
complete an application or send a resume. At le<ist ·two letters of: 
recommendation from faculty members.ramiliar w~~h their work, and•a copy of 
transcripts through the current a~ademic year is. also required .• All students 
must be U.S. citizens. Information should bQ•sent to: Department of Defense, 
National Security Agency, Attn: S232 (DSP),. ♦Fort George G. Meadr, MD 20755-6000. 
For additional information a,l:1out the DSP, tall! _ Program 
Administrator at I f. r or send. e-mail to . . 

I r · 
IIIIIIIIHftHRIIIIIIIIHffNITDHIIIIH1111Ulthlllltlllh11111111HnnHHllft"HllftHHIIHtlll11tllltfnHHHHll11RIIIIHIIIIIIHHIIRIIIIHIIIIU 

5<:. (U)·Mathe.~attcs Networking Program: An Open Call for Members to Help New 
Mathematicians 

This letter is F8R 8FF!@Ifm SS!!. 8HM.· in its entirety. 

l<b) (3)-P.L. 86-36! 
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Hello, 

We are coordinating this year's Mathematics Networking Program which is 
designed to help new mathematicians acclimate to the NSA mathematics community. 
Each new hire is paired with a current member of the mathematics community, The 
pµrpose of this is. to give the new hire an initial contact into the internal 
network. The exact nature of this relationship depends on the parties involved. 

We are asking that you, as- a member.of the mathematics network, join the 
progri;Ull as. a contact for a new hire. I.f you choose to help us, we will try to 
match you with an appropriate person. We anticipate hires into the CMP, AMP, 
and CDP,·as well as directly into certain offices. Please· feel free to let us 
know if you have any specific preferences which would affect how you are paired 
up!. . 

We look forward( to hearing f:r:om you. 

. . . . . . !(b) (3)-P.L. 86-36! 

""""""""""~"""""""""""""""""•••••••n•••••••••••••••• ■ nnn ■ uun ■ nunnnnnn ■ n ■ nnn ■ nn~n 

5d. (U) CLA 32nd Annual Banquet 

This article is UNCLASSIFIED 1n its entirety. 

The Crypto-Linguistic Association fs·pleased to announce the CLA 32nd Annual 
Banquet on Thursday, 22 May 1997, 1130 ~ 1330 at Fort George G. Meade Officers 
Club. 

The Crypto-Linguistic Association is very fortunate to have for its.guest 
speaker this year1 I :ang~~g.e. 1;e_s;~n.g exp;~t.'. 1;e~;~e.r~ • ..r::-:::7 
author. ------------ • • • t.:..:.J 
·The topic of his talk is "A Debt Unpaid" -- a brief overview of the new foreign 
language standards for schools and a recounting of the influence of government 
language programs on the "outside world." 

In addition, the winners of the 1996 Jaffe, Rochefort, and I j Awards will 
be announced at the banquet. 

Tickets went ori sale 1 May 1997. l<b) (3)-P.L. 86-36! 

·~""""""""""""""""""""""""""""""""""""""·"""""""""."""""""""""""················· 
Se .. (U) CCWG Fifth Annual Conference on Computer Communications 

Call for Abstracts . · 

(~ The.Agency Computer Communications Working Group will'hold its Fifth 
Annual Conference on Computer ·corranunication from October 20-24, 1997 . 

. 
~)THEME:. C2C and the SIGINT Process 

Focus Areas: 

"From RF to Consumer• consisting of case studies showing 
various aspects of the foreign_intelligence target from signal 
access to the consumer of the information. 

"Filling the.Gaps" -- highlighting works in progress. 

. . . !{b) (3)-P.L. 86-36! 
9/24/2010 
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"Miscellaneous",-- a catch-all to include updates from various 
working groups, training opportunities, and anything else. 
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~) Authors are invited to submit a short general paragraph to the CCWG 
Conference Committee describing a 15-, 30- or 45-minute talk, visual 
presentation or demonstration. It should be aimed at a general NSA audience. 
Themes for discussion rr~y include, but are not limited to the following general 
problem topical areas: 

- Successful analysis and targetting strategies. 

- Inter-Agency col labor a ti.on. 

(U) Schedule Deadlines 
(b) (1) 

(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

(U) One paragraph describing the talk due to the committee - 30 Jun 1997. 
Notification of acceptance to author by CCWG - 1 Sept 1997 . 

... -----------~' • ■ (b) (3)-P.L. 86-36 ~ POC: Send Abstracts via e-mail to I _ 
U II 11 II II H II II II 11 II ti H II II II H II H H II II tr tt 11 n II II II H II 11 111111ItIIn11111111IIIIH111111 11·1111HIt11111111H111111·111111 II II It II II II 111111 11 II fl 1111 11 11 

II/I//////II//////II/////II////////I//I///II/I/II//////////////II/////I/////I//I 

6. (U) Problems and Puzzles 

(U) Due to the shortness of time between publication of this month's _Tales of 
the KRYPT_ and last month's, the April puzzle is extended through May. We are 
reprinting it as a courtesy to those·readers who do not have the April issue at 
hand. 

(U) April Puzzle: (courtesy of ... ! _____ __,f =• • • "!(b) (3)-P.L. 86-361 

This puzzle is UNCLASSIFIED in its entirety. 

This is an extension of an old chestnut. 

The chestnut is this: You are walking· along a road and come to a fork. •You know 
that one road goes to Heaven and the other goes to the other place, but you 
don't know which is which. 

By the fork stand 2 figures. One figure always tells the truth, the other 
always lies, but you don't know which is which. You are allowed to ask one 
question, and it must be to only one figure (your choice of question and figure) 
to discover the way to Heaven. 

The question should have a YES/NO answer. ·(This is an attempt to try and keep 
the "truthful" and "deceitful" answers well-o.efined.J 

...----------------------~ J(b) (3)-P.L. 86-361 
9/24/2010 
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The an~wer t_o ·the chestnut is to ask one figure .. If I asked the other figure, 
'Does the left fork go to Heaven?', what would_ the response be? .. 

Whomever you ask,·you are told a lie. 

(Comedians sometimes propose that you should ask the __ question "Does the left 
fork go to Heaven? .. ·but aim it at the figure with the halo, rather than the one 
with the horns and tail. We shall treat this suggestion with the contempt it 
deserves.) 

The extension is that-, when you get to a fork, there ar,e 3 figures present. One 
always tells the truth and one always lies. The third is unpredictable.· You 
can ask 2 (YES/NO) questions in order to find the way. What questions do you 
ask, to whom, to. find the way to Heaven? . . 

~ Send all answers (as well as-other puzzle ideas) to! ,------~t... .._ _______ _ 
. . . . . . 

HHHH~HHffffHHffffH .. On ■ n• .... •••·~•-·~•~: ■■■■■■■ H ■ ft ■■■■■■■■■ n .. nn ■■ ~ ■■■ .... ■ .. •n ■ .... nnn .... ■■ n 

ll//llllllllllll/lllllllll//lllll/iliiJl1rll~l/4///lll/l//l//l/ll///~//III//III// 

7. (U) EDITORIAL CORNER 

. . . . ..... 
··••,-...;....,.-------,,-:--~ 

!(b) (3)-P.L. 86-36! 

REMINDER: Submissions for the June issue are due by May 23rd. 

PLEASE NOTE: All submissions.must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. ·If other than NSA/CSSM 
123-2. governs the cla·ssifications., please so indicate. 

If you have any cormnents or suggestions, please submit them to any member of the 
editorial board. 

~ EDITORIAL BOARD 

Return to Kryptos HoriutPage 

♦ 

·• 
♦ ♦ 

♦ ♦ 

♦ ♦ 
♦ ♦ 
♦ ♦ 
♦ 
.• ♦ 

•• •• •• . . . . . ·. . . .. .. . . . . . . 
. "1"••(b•)-( 3•)•-•P•. •L•. •a•6~-•3•6•, . 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

• 
♦ 

• 

9/24/2010 

I 
i 

.J 



May 1997 TALES OF THE KRYPT 
Doc ID: 0823817 . 

" Tr-ir\ ri;t-;;o,,,....,........,,,,..,r..-..A•<c~jO;~T 
1 "- ,vr VL'\.;niL~NVV,dH'li1 

DERIIJBl FROM: NSAl'CSSM 12.3-2.1. 
· DAll:I) 3 S8> 1991 

DEll..ASSIFYON: SOURCZ MARKED •OADR• 
DATE Of SOURCE: 3 SEP 1891 

!(b) (3)-P.L. 86-36! 

Page 13 of 13 

9/24/2010 



June 1997 TALES OF THE KRYPT 
Doc ID: 6823819 · . \ 

Page 1 of 11 

,.; .-,:,,-,~'II'\¥'- hF"f ~Ir"-•~;,-,......, 
' '<i.::7~ ~lf .. ,/\>';f]l,~I/f1,;./'!.~J!, 'lfl 

. ~Pocd Jin& 
(U) Last Moified: 10130/2002 ll:~:22 

(U) PE EXTERNAL P ;\GE 

*********************************** 
* TALES OF THE KRYPT * 

l(b) (3)-P.L. 86-36! 

*********************************** 
June 1997 

//////////II/I///////I/II/////////II//////I/I/I/II/I/II/I/I/I/I/II/////I 
**************************'***********************~*********~*********** 

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ 
l/////l//ll//////////ll////l///////l//////l/l///l/////llill//l//////l/// 
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4a. (U) Matt on Math: "A Glimpse of the Shimura-Taniyarna Conjecture• 

4b. (U) CRYPTOLOGIC ALMANAC: "Open Code" 
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5a. (U/~ Briefing on US Encryption Export Control Policy 
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"""""""""""""""••n••·······~···~······················""WflHffffffffUUUUHHnnu 
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1. (U) CALENDAR 

This calendar is FOR OFFICIAL USE ONLY in its entirety. 

Jun 2-12 -CLA Presents "Exotic Languages Month• (see Sc.below) 

PLAN AHEAD 

Oct 6-10 CONSCRYPT '97 at GCHQ 

Oct 20-22 . 6th· Annual Cryptanalysis, Computing and Communic.ations 
Conference (see Sb below) 

Oct 20-24 CCWG 5th Annual Conference 

Oct 29-31 Seventh Symposium on Cryptologic. History 

H II II II U II ff II II II II II It H II 11·11 II II ti It II II II II II II II II II II II II H II H H II II ft II H II H 1111 II ff H II H ti II 1111 ti II RH II II 11 ff II II 1111 II II II 1111 

II/I/II/IIIIIIIIII//II/IIIIIIIIII///IIIII/I//II/II/III//II/IJ/IIIIII/III . 

. 2. : (U) CRYPTANALYSIS CAREER PANEL. (CACP) NEWS 

2a. (U) NEWLY CERTIFIED CRYPTANALYSTS: . 

{U/~ The Cryptanalysis Career Panel is pleased _to annoQI1ce the 
certification. of the following cryptanalysts during May: 

Page2 of 11 

• • • • • • • ■ ■ i (b) (3) -P. L. 86-36, . ... . . . . 
• • 

•• • .• ♦ 

Intern Promotions: :~-~ GG:12 .._ _____________ , 
• • 

Intern Awards: 
_________ __,f SPCA 

--------------------------------' ---- --.---------------- --~ -----
2b. {U) 1997 PQE Statis1tics 

(U//'NSQl The annual CA PQE was given on May 6 & 7 .. , 

/I///II////J/J/J//I//II/I//I/I/////////////JJ///!I////II/JJ//J///I/JI/// 

3. (U) KRYPTOS SOCIETY NEWS 

3a. {U//~) KRYPTOS Society: Call for Literature Contest Papers 

(U/~ The annual KRYPTOS Society Cryptanalytic Literature Competition 
is now underway .. The competition is open·to all personnel at NSA, to 
personnel on field assigj,.ni.ents, and to retirees (~nncisrenr t~irh 

• security considerations) . 

. {U/ ~ The papers may treat any topic in the broad category· of 
professional cryptanalytic literature, including: 

!(b) (3)-P.L. 86-36! 
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___ attacks and techniques relating to cryptanalytic 
problems; 

_· __ cryptanalytic research; 
___ history of cryptanalysis; 
___ other subjects relating directly to cryptanalysis,· 

e.g. target studies, cryptologic trends f:r:om the 
point of view of cryptanalysis, or computer 
support of a cryptanalytic problem. 

(U/~ The judges will consider the following criteria: 

___ Is the paper an original discussion of ·a cr~tanalytic 
subject? 

___ Is the paper well written? Is the subject presented 
.well? Can a reader with a suitable technical 
background but unfamiliar with the subject understand 
the paper and, by reading it, gain knowledge about 
the subject? 

_· ___ Does the paper ·constitute an important addition to the 
~ody of cryptanalytic literature? 

(U/~) Submissions may be written specifically for the competition. 
Papers written between July 1, 1996 and June 30, ~997 are. eligible. 
Entries may carry a classificat:i,on of up to TSC. Compartmented papers 
will be considered only in extraordinary cases. 

(U//?8WQ) Cash.prizes totalling $250 will be awarded to first, second, and 
third place winners at the discretion of.the judges. Additionally, 
papers may be awarded honorable mention at the discretion of the judges. 

(U/ ~ Anyone can ente.r a paper with the permission of the author.· 
Neither the author nor submitter {if different) has to be a member of 
the KRYPTOS Society. 

{U//ti:sgol If you have·any questions regrding this contest, please contact 

. . 
(U/ ~ To enter, please submit four copie•s• ii~· your paper to I l 

I I by July 31, 199°7• .•• Each copy should b~ 
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submitted with.two cover sheets: "the•naJpe(s) and organi£~tion(s) of the. 
author(s) amd title on one sheet, and oniy" tJ:te t:i.t;,le on thE! ?ther to : 
facilitate impartial judging. The competition resuits" wiJ.l.1i;>e·•ctnnpunced. 
at the KRYPTOS· Society Fall Luncheon in October 1997. • • • • .": _.,, • 

... ,-(b_)_(_3_)--P-.-L-. _8_6 __ -3-.6! 

------.----------------------------------·----.-------------------------
3b. (U) New Technical Talk Contest 

(U/ ~ The KRYPTOS Society a:nnounces its First Annual TECHNICAL TALK 
contest for the best technical presentation on a subject relating to 
cryptanalysis or one of its related disciplines. The contest will 
consider talks given during the period of 1 July 1997 thru 30 June 
1998 with the winner(s) to be announced at the Fall 1998 KRYPTOS 
Luncheon in October. All talks must be videotaped and last at least ~O 
minutes. All KRYPTOS and CMI talks·will be automatically entered in the 
contest. The winner will be chosen by a panel of :!;our judges {three 
>from NSA and one from GCHQ). 

(U//"!"'&WQ.) Any questions re~arding this contest should be addressed to the 
KRYPTOS Society president, t I_ 

• 1 (b) (3)-P.L. 86-361 

------------------------- •• ■ ■ ••••••• ■ •. • •••. 
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4. {U) TECHNICAL ARTICLES 

4a. (U) Matt on Math 
By: .... I _,_ ___ ..... I ... •l(b) (3)-P.L. 86-361 

(U) A Glimpse-of the Shimura-Taniyama Conjecture 

(U) We all know that Andrew Wiles and Richard Taylor recently proved 
Fermat's Last Theorem using their proof of the Shimura-Taniyama 
conjecture f_or semistable elliptic curves. 

(U) To give the reader a feel for the Shimura-Taniyama conjecture, 
let Cl be the elliptic curve given by 

and let M_p be the number of points on Cl over GF(p). Over GF(5), 
for example, the point (0,1) is on Cl because 

(U) By exhausting all possibilities, we see that the only other points 
on Cl defined over GF(5) are {(0,4), (4,1), (4,-1)}, Therefore, M_5·= 4. 
It is not difficult to see that_ the following table is true: 

p 3 5 7 11 1~ 

M_p 4 4 9 10 9. 

Table 1 

Let Fl(q) be the the formal power series given by 

in Maple notation. Next define N_n to be the coefficient of qAn in 
Fl(q), 

sum(N_n*qAn,n=l .. infinity); 

(U) Expanding the product by hand or using Maple for n<= 13 (see 
postscipt), yields the following table of values: 

p 

N_p 

3 5 7 11 . 13 

-1 1 -2 1 4. 

Table 2 

{U) Finally, observe that M_p + N_p p for p = 3, 5, 7, 11, and 13. 
The Shimura-Taniyama conjecture. for the curve Cl implies 

M_p + N_p == p, 

for all odd primes p. This was first demonstrated for'the curve Cl by 

j(b) (3)-P.L. 86-36! 
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Eichler and Shimura. 

(U) We close by noting that the Shimura~Taniyama conjecture, which 
remains open,· impiies that for every rational elliptic curve C there 
corresponds a similar function F such that the coefficients of F · 
completely determine the number of points on C for all odd primes 
[n.b., the conjecture requires that F(exp(2*pi*i*z)) be a modular form 
of weight 2 for a suitable congruence subgroup]. 

(U) Postscript: 

Here is a short C program that generates Table 1 . 

. #include 

void main(void) 
{ 

register int i,j,k,C; 
int M_p [ 5) - { 0, 0, 0, 0, 0}; 
int p[S] = {3.,5,7,11,13}; 

for(i=0;i<S;i++) /* for each field GF(p) */ 
for (j=0; j simplify (expand (q*product ((1-q"k) "2* (1-q" (11-*k)) "2, k=l. .13))); 

q-2*q"2-q"3+2*q"4+q~5+2*q"6-2*q"7-2*q"9-2*q"10-2*q"12+4*q"l3+q"11 

just pull off the coefficients of q"3, q"5, 'etc.· 

---. ---------------.------------------.--------------------- -------------
4b.(U) Reprint from CRYPTOLOGIC ALMANAC: Open Codes 

This article is UNCLASSIFIED in its entirety. 

The question of "open codes" is ·an interesting one; they provide 
·minimal security in most cases. ~ut, caught without a cryptosystem, 
individuals still seek 'to protect their rnessa.ges. We recently read 
of two interesting varieties of open codes. 

The first was composed by the commander-in-ch~ef\himself, President 
Abraham Lincoln:. 

"Hg. Armies of the U.S., City Point, Va, 8:30 a.m., April 3, 1865 

TINKER, War Department: A. Lincoln its in fume a in hymn to start I 
army treating there possible if of cut too· forward pushing is He so all 
Richmond aunt confide is Andy evacuated Petersburg reports Grant 
morning this Washington Secretary of War BECKWITH" 

The·· "decryption process," of course, is to ignore the ostensible 
address and signature, then read the telegram backwards, 
concentrating on the sounds rather than the actual words. This 
format resembled a transposition cipher actually in use by the 
Union Army;. normally; important words were given substitutes from 
a code book, then the word order was scrambled. 

The second example of an open code was detected by the Office of 
Censorship just after the United.States declared war on Germany in 
1917: . 

l<b) (3)-P.L. 86-361 
.---------------------------,.• 
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.. PRESIDENT'S EMBARGO RULING SHOULD HAVE IMMEDIATE NOTICE. 

GRAVE SITUATION AFFECTING INTERNATIONAL LAW. 

STATEMENT FORESHADOWS RUIN OF MANY NEUTRALS. 

YELLOW JOURNALS UNIFYING NATIONAL EXCITEMENT IMMENSELY ... 

The code in this ca·se was the initial letter of each word: 

P ...•. E .•••. R. ·.· ••. S ..•.. H ...•. I •••• . N .... . G. S .... . A .... . I ... · .. L ..... S 

F ••.•• R •.••. 0 ••.• • M N .. _ . .. Y J ..... U .••. • N .... . E I. 

Whatever the merits ~f the open code in this instance, Pershing 
actually sailed from New York on 28 May. 

SOURCES: David Kahn, _The Codebreakers_;· Center for Cryptologic History, 
_The Friedman Legaey: A Tribute to William and Elizebeth Friedman_ 

(David A. Hatch, a'enter for Cryptologic History,I I I I -----. ... . . . . . . . . . . . . 
..................... 11 .................. ,.~ .. ~ ................ •nu .. nn .. n ........... 11nnn11n11n ...... ~""""""" 

• • • • . ♦ 

I I I I I I I I I I I I I I I I I I l/ I I I I I I I I I I I I I I/ /"I 1 r/.1 i I.I/ I I I I I I I I I I I I I I I I I I I I/JI I I I I 
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5. (U) COMMUNITY SERVICE 
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. . . . . . . . . . . ... .-----------, I (b) (3)-P.L. 86-361' Sa. (UI ~ US Encryption Export Control Policy 

(UI ~ The z Women's Council ·presents I I ~0°3: 
discussing her tour of duty at the Department ot State fac1l1tat1ng 
issues relating to the us encryption export control policy. 

POC: 

** Calendar Appointment** 

Date: 
Start: 
Stop: 
What: 

06110197 
02:00 PM 
03:00 PM 
Export Control Briefing 
OPS 2B, 2B4118-6 

• 
• • 

. 
• 

♦ 

• 
♦ 

• • 
• 

• • 
• • 

• • 

• • • 

Sb. (Ul /'lli,sQ) 6th Annual Cryptanalysis, Computing and Communications 
Conference: Call For Papers 

This az Licle is classified P8ft 8FFJ!@!E.Mi 'S!JI! 8Ui.Y !!h !!'el!I 8hli!lil!'lilU!z5 

********************~*******~************************** 
*****************************************i***i********* 
** 
** 
** 
** 
** 

Call For Papers 

6th Annual Crypt.analysis, Computing and 

** 
** 
** 
** 
** 

.-------------------------t' •!(b) (3)-P.L. 86-36! 

• . . ♦ 
• 

♦ 

♦ 
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** 

** 
** 

·** 

Communications Conference 

October 20-22, 1997 
IDA Center for Computing Sciences 

Bowie, Maryland 

** 
** 
** 
** 
** 
** 

*****~**~*********************************************~ 
******************************************************* 

The C"3 {"C-cubed") Conferenc~ has traditionally been 
a forum for presenting recent work on-computational 
issues related to cryptanalysis. St!=irting this year, 
as reflected by a name change, the Ch3 Conference 
subject matter will be expanded to cover additional 
areas of computation and communication which relate to 
the missio.n of NSA. 

Participation is encouraged in the form of either 
technical papers and ext~ded abstracts or 
perspective/survey style talks in the following areas: 

Traditional cryptanalytic computing issues: 
comparative performance studies, mapping 
techniques for parallel and distributed 
computing, algorithms and data struct-q.res for 
cryptanalysis, SPDs. · 

Platforms for cryptanalysis: Performance evaluations, 
programming and optimization strategies, ' 
networked workstations as computing platforms, 
porting issues, workstation versus supercomputer 
issues, Unix versus Windows NT. 

Processing-of digital data: computer ·to computer networks, 
data mining, hig~ speed protocol processing and 
data compression. 

Tools: languages and compilers, software and hardware 
reverse engineering, computer'security analysis 
tools and techniques, programming environments. 

Global systems: issues and results from the Unified 
Cryptologic Architecture, services-based 
architectures. 

A session{s) will also be set aside for recent results 
of SCAMPS, PODs and other relevant workshops. 

Authors should submit a one to two page abstract by 
June 20, 1997.via e-mail to I with backup Cc: to_! ____ ...._ ___________ p[ __ _ 

• • The classification level should *not* exceed •• 
TOP SECRET CODEWORD and *should* be accessible by secon~. 
parties. The abstract must be in •electronic form" and 
may be unformatted text, Tex, FrameMaker, Postscript,.· 
or other WEB -compatible format·. Material appropriate 
for a 30-minute presentation is requested. Please 
ensure-that your abstract provides a description of your 
work sufficient for the Program Committee to adequatel~ • • 

• . •. 

l . 
• 

• . 

• • 

• . . 
• . . . . . 

• • . 

Page 7 of 11 
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evaluate it-. 

Authors wil;l. be notified by August l; _1997 and· will 
be asked to submit an extended abstract by October 1 for 
inclusion in the conference proceedings. 

If you have. software or hardware systems you would like 
to demonstrate, either in conjunction with a talk or as 
part of a possible demonstration session, please include 
a brief statement describing the demonstration together . 
with your platform/environment requirements. 

Registration and.other information for attendees·will 
be forthcoming. Visit our WEB page at 

Page 8 of 11 

Addi-tional Questions may be directed to: . • • • • • • • • • • • • • • • J (bl (3)-P.L. 86-361 

••• -■ •••• ■ •• ■ ••••••• ■ ••••••• •• •• •• •• --. •• •• ---.:-.:-.~-~ f.-----------t'I . . . . . . ... 
4 CA3 ·conference CJ,'liii:i.r • • • • • • • • ........ .. :=======:..,_ __ __,, . . . . . . . . ........ -~ 

I ~ • • • • j • I .,. ..... . 

Sc. (U/~) The Cryptolinguistic Association presents "EXOTIC LANGUAGES 
'MONTH", 2 - 12 June 

This article is classified ilQiil QFFJiGiEAls Plslil Qillsg in its entirety. 

· As part of its 1997 foreign language film series, the 
CLA Film Committee will present an unusual program of 
movies in "exotic" languages. All have English subtitles. 

All films will be shown in the Ops 2B Conference Center 
Room 2B4118-1. Dates and times as below. 

EVERYONE IS WELCOME! 

Bengali: "Father Panchali" (1955, 113 min.) 

Daily hardships for·an Indian family are seen through· 
the eyes of a young boy named Apu, who dreams of leaving his remote 
Bengal village 'to visit the big city_. Satyajit Ray's groundbreaking 
film. Music by Ravi Shankar. 

2 June (Monday), 1100-1300 
4 June .(Wednesday), 1100-1300 

Lapp: ."Pathfinder" (:l,988, 88 min.) 

Action-packed epic based on an old Lapland sag~ about a boy who 
plots revenge against bandits who killed his family. Nominated for an 
Acadewy Award.· · 

3 June (Tuesday) , 110·0-1230 
5 June (Thursday), 1100-1230 

!(b) (3)-P.L. 86-36! 
• 
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Slovak: "The Coward" (1961, 113 min.) 
A thriller set in a Slovak village during the last days of world 

war II. A cowardly teacher risks his life to save victims of Nazis. 

9 June (Monday), 110.0-1300 
11 June (Wednesday), 1100-1300 

Wolof: "Touki Bouki" (1973, 85 min.) 

A Senegalese drama about the struggles of two young lovers from· 
Dakar who dream of travelling to Paris to find a better life. A 
landmark film in New African Cinema. 

10 June (Tuesday), 1100.:.1230 
12 June (Thursday), 1100-1230 

Notes: Films generally start on time. Bring your lunch if you wish. 
You do not need to be a CLA member to attend. For more information 
about the film series or the CLA Film Committee, contact!.__ _______ ~ 

.. . . 
The CLA is the Agency's professlo:n,p.l organization for linguists. 

For membership information, contact I ' • • .. , lo~ D 
I I- · • · · • . • 

•. • • • • • • • • • • ••.• -- • • • ♦ • 

"""""""""""""""""""""""""""""""""""""~"~w~•~i""""""w ■ nnn ■ n ■ ~•••••••~••-• 
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1 .. 6_a_·._,_u_> .... ta.st .mont!.h' 6 •pu~:n·e· ~exterisitin'.' ~f 'aid ·c~;;t~ut) 'courtesy of .. I __ .. r 

This puzzle is UNCLASSIFIED in its entirety. 

The chestnut is this: You are walking along a road and come to a fork. 
You know that one road goes to Heaven _and the other· goes to the other 
place, but you don't know which is which. By the fork stand 2 figures. 
One figure always tells the truth, the other always lies, but you don't 
know which is which. You are allowed to ask one question, and it must 
be at only one figure (your choice of question and figure) to discover 
the way to Heaven. 

The question should have a YES/NO answer. (This is an attempt to try 
and keep the "truthful" and "deceitful" answers well-defined'.)_ 

The answer to the chestnut is to ask one figure 
"If I askeo. the other figure, 'Does the left fork go to Heaven?', 
what would the response be?" 

Whoever you ask, you get told a lie. 

(Comedians sometimes propose that you should ask the question 
"Does the left. fork go to H~aven?;' but aim it at the figure with 
the halo, rather than the one with the horns and tail. 
We shall treat this suggestion with the contempt it deserves.) 

The extension' is that, when you get to a fork, there are 3 figures 
present. One always tells the truth and one always lies. The third is 
unpredictable. You can ask 2 (YES/NO) questions in order to find the 

______________________ __,, · I (b) ( 3) -P. L. 8 6-361 
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way. What questions do you ask, to whom, to find the way to Heaven? 

Answer.: 

The first question must determine a person who is not unpredictable. 
That person can then be asked the same question as in the original 
problem. Perhaps the easiest solution is the following (slight 
variations.are possible): 
Le~ a, b, and c contain among tpem the truthteller, the liar, and the 
waffler. For question 1, ask a, "If I were to ask you if bis the 
waffler, would you say yes?" Note that if a is the liar, the 

· introductory clause would cause him to lie about his lie, and thereby. 
tell you the truth. If a tells the truth, the introductory clause is 
irrelevant. If a is the waffler, his entire answer is irrelevant, 
because you are guaranteed to be asking the next question to someone 
who is not unpredictable. 

If the answer is yes, ask C, "If I were to ask you if the left path 
goes to heaven, would you say yes?" 

If the answer to the first question is no, then -ask B the same question .. 

If the answer to the second question is yes, then take the left path. 
-If the answer is no, take the right path. (Unless, of course, you 
really don't want to go to heaven.) 

Solutions were received from 

-----------------------------. ----------. ------ ·---------•-··•------------. . .. • 

Page lOofll 

6b. (U) June puzzle (courtesy of_l________ •• •---------. 
• • • • • • • • • • • • • • • • •1 (b) (3)-P.L. 86-361 

Extension of the previous puzzle . 

. Giving up on the three figures, you double back and decide to look for 
a back entrance. Sure enough, you eventually come to another fork in the 
road, guarded by a single enigmatic figure. As you approach, you pass a 

.stone tablet, which informs you of some useful .. facts about your imminent 
encounter. 

1. One road goes to heaven, and the other to ... (you get the idea by 
now). . . 
2. An angel and a demon take.it-in turns to guard the fork. 
3. Neither the angel nor the demon can speak. Each can communicate 
only by nodding and shaking his head. 
4. The angel always tells the truth, and the demon always lies. 
5. Each will answer just one yes/no question. A nod means '@@' and a 
shake means '@@'. 

One of the '@@' is 'yes' and the other is 'no' , but unfortun~tely the 
tablet is too worn for you to determine which is which. 

Which one question do you ask the guardian of the fork? You can 
assume the demon lies fairly - he won't contradict what you already 
know or can deduce. 

Send all answers (as well as other puzzle submissions) to! (!-----..... , ...._ ____ _ 
. • ~. ■ •• ■ ••••••• ·•· •• ■ •• ■ ••• • .•• ~ •• · •••• ■ ••••• ■ •• ~~~~---~-~ 

u 111111ntt"11111111nIItiH111111n1111111111nn11111111 n II n n II n II n n 111111nt111n1111·u 111111n1111ft11111111H111111 ti"'.' 1111 H·H n l(b) (3) .:...P.L. 86-361 
. . . • .... . . . . . .• .. 
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7. (U) EDITORIAL CORNER 

REMINDER: Submissions for the July issue are due by June 23rd. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classificati9ns, please so indicate. 

If you have any comments or suggestions, please submit them to any 
member of the editorial board. 

(U/ ~ EDITORIAL BOARD 

\ 
' 

Jack Inaram Crvotoloaic Historv Museum I . .. . . 

Page 11 ofll 
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···==· ··•~--------•••••••••• •l(b) (3)-P.L. 86-361 
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Return.to Kryptos Home .. Page 

¥ ~ 1'¾ At=r1--.-. •• .,.,..,.,.,._---~,,.• ¥> 

, "' i ;.;,q 'tJ~VJH..:.;lJ(t,,.rv fJit'IJ 

DERIVED FROM: NSAICSSM 123-2, 
DAll!D 3 SEP 1991 

DED.ASSlfYON: SOURCE MARKED 110ADR 11 

DAlEOF SOURCE:.3 Sl!P 1991 
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1.. (U/~ PERSPECTIVES - Each month this newslet.t\r features the 
perspective of a senior on a topic ~t his (her rj'~e. This month we are 
pleased to publish the thoughts of [ _ UKL0-3, . 
[N.B.: British spelling and usage have been preserved throughout this 
perspective. 1 

Reflections: H DiVision, z Group, and •the Changing Nature 
of our work (U/ ,-. 

(U/ ~) Those of you who have been on an overseas tour will know. l'tow 
quickly 3 years can pass. My time as UKL0-3 is rapidly coming to an end 
and it is a good time to reflect on the relationship between H Division 
and z Gioup and the changing nature of our work. 

(U/ ""911Q) Change has been a constant companion during the last 3 years -
it is hard to recall a time when we have not been anticipating some new 

• • • . 

. . 
• • • • • •· . • . 

• . 
. 
. . 

• 

. 
• • . 

• 

Approved for Release.by NSA on 09-28-2023, FOIA Case# 61704 

9/24/2010 



· J•~an-1997 TALES OF THE KRYPT 
Doc ID: 682 1 · 

~ . . . 

change. within z or H or in NSA and· GCHQ at large. My predecessor saw 
the mojor upheaval that brought aQOut the creat'ion of z Group but.- as is 
inevitable ·with any major change, it has taken some time for the new 
orgariisations to bed down and this has not been ma.de eas¾!:r~--~ the . 
pressure to refocus our effort to prepare for the 21st centU'ry. 

~ GCHQ has not. be~ i,.mmune from change and .a.t tiffles it appea~s that 

~ Not all of thE! clianges have· been organisational. there has been 
a great change in the problems that we f&ee as our targets modernise 
their communications practices. Increasingly the production analyst ·has 

~ Change has also affectec.1. the Liaison Officer•s job. When I was 
an int ree at NSA .in the earl 1980 • s all · · 
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~ Apart from easing'"the and other • • • • ·• 
information, email has helped o s rang en t e co-operation n• • • • • • 
cryptanalysis that '!las been the core of the H/Z ·relationship. The 

: I I:,_ _____________ ~ 
rela.tionship has been built on the long history of exchanges of 
integrees and-visitors and these continue today.· The advent of email 
has iidded a new dimension to this hv a11---.:-- · .. ~- - =~- nf' 

multi-agency teanu::il I 

I , ,. , , , , 
" " " " " " je 

" " ,. ,. ,. ,. ,,. ,,. ,,. 
.... ... ... ... ,.,_ 

,.,_ 
... ... 

the key requireme~ts of the future,!'-

~} What about life as a liaison officer? I waS an integree in the early 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

!(b) (3)-P.L. 86-36! 
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1980 's in what is now called the CMP. That gave me an opportunity to 
work in a number of different areas .and make many friends throughout 
NSA. Coming back as a liaison offi~er has allowed me to renew those 
friendships and make many more. I '1,ave learnt a lot in 3 years - as 
much about what goes on outside of the crypt community as tSh.8.t iS 
happening within it - but I would have to say that the work is not quite 
as much fun as being an integree. 

~ I have enjoyed living and working in the us and would li·ke to thank 
evecybody who has been so helpful. over the last 3 years - it has really 
made· my job easier. Perhaps I can repay some of your kindness if you · 
ever visit Cheltenham - there are some good opportunities coming up with 
CONSCRYPT, ACE and SC»IP all to be held there "in the next year. 
Otherwise, I will see you when I come back for my next tour. (.I can 
always dream! ) 

/I/// I I I I I II I I///////// I/// I I I I I I I I I///// ll I I I// I//// II/ I I I I I I I// I I I I/ I I 

2. (U) CALENDAR 

This calendar is in its entirety. ••••:\l' . . . . . . . ' 
z women·a Council Talk&, Networf,iQ.g~n't:• 1T:k.ing• • • • • •• • • Jul 8 

Jul 10 

Chances: Buildi'!P ii- ~u11c!siffu".t career at NSA" b~ • • • 

I 1300-1500 1.n £eadquarters, room 9A135 • • • • • • 
(see 6a below) • • • 

science & Engineering Society Tt.ll: • ,:The Use of Imagery 

!(b) (3) -P.L. 86-36! _ ... __________ _. 

,.!=~:.=::::;::;~~~·~.l::....ll:~~;tOl,:l~ation Prediction" by 
and[ ► ■ ••••••••• 1111 •• 

Page 3 of12 

'T'lmi,~::-smn~:;::::-:;T.:;:::--:,,::;,: er 
(see (b) (3) - 10 USC 424 

OGA 
Jul 10 

Jul 11 

'Jul 15 

• 
Women in Mathematics Society Talk: "Lateift.semantic 

• • 
• • 
• • •• 

•• 
Indexing" byj I R51 • • ♦ • 

1100 in Headquarters, room 4 2Al\8 • • .• • 
•• 

(see 6c, below) • • • · • • • 
. . . . . . . . . 

~ women; s cou:cil Talh "Ta_kin~ the Fear out "ot. cpa~g=" • • • • • ! • 
u!0-15(\o m eadquarEe~,•r•011 !l,'IIJS. • • • • • · •• 
(see 6d below) . • • ■ • • • • • • • • • • • • •-• 

Jul 17 CMI/KRYPTOS Night at Baysox Game 
(see 4b below) 

. ~ .. : .·:. ~ 
. ,.., (-b-) -( 3-)---P .-L-.-8 6----3-6! .......... 

Jul 21 Z Women' srC;:;,D:;:U:;:na;;ca,:i:.:l;...::;Ta;a.:,lk;:.:..: _".;:U;.::S;..::En:,:C;:;.r::.,r,.. 1;,i.~ iXIIOIII; .COllt~ol' ■ 
Policy byr 1330 in Headquarters, 
room 9A13.,~----------.J 
(see 6e .below) 

Jul 31 Deadline for entering KRYPTOS Society Literature contest 
(see 4c below) 

Aug 3-6 NSA' s Fifth Jnvitational Mathematics Meeting 
( see 69 below) 

PLAN AHEAD 

oct 6-10 CONSCRYPT '91 at GCHQ 

Oct 20-22 6th Annual CryptanalyBis, Computing and Communications 
Confeience 

Oct 20-24 CCWG 5th Annual Conference 

Oct 29-31 Seventh symposium on Cryptologic History 

Mar 23-27 CARD • 98 at CSE 

.................... 11 ..................... ,!"""""" .. """"""""""""""".""""""""""""""""""""""""""· 
I// I I I I I Ii I I I I I I/ I I I I I I/ I I I I I.I I I I I I/ I I I I I I I I// I// I I I I I I I I I I/ I I I I I I I I I I I I 

3. (U/~ CRYPTANALYS.IS CAREER PANEL (CACP) .NEWS 

This article is ~ffl~RR"IO~P~i~·z~c--•wo~,a~-"'"in its entirety. 

A ceremony was held on Monday morning, 2 June, to confer titl_es on 
. the following new members of the CryptanalYt;'is Technical Track: 

(Attending) (Not Attepding) 

SENIOR MEMBERS· • • • • • • • • ■ • 

... . . . : J(b) (3)-P.L. 86-36! 
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(b) (3)-P.L. 86-36 

. .: 
•••• 

•• ♦ 
airman of the CA Career Panel, presided ovet° the event 

.. ,..._..,. ___ ,. Chief ZJ presented the certificates. CongratulatiOD;S ••• •• • •• • 
ti ff ,t II tf" II P II" It If II" II ■ II fl ti It II. II 11" II" II H'II II ft It ti" II ff 91" II ff II II ,i II ft fl•,, It ff II II II ■■ It II It II II II II II' II II II JI II H II 11 ♦ ♦ ♦ 
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4 •.. (U) KRYPTOS SOCIETY NEWS 
•• •• •• 

4a. (U) The KRYPTOS,p;;S;,;OC,;;;;ieii,tw,.,_r,lie;,;s;,;e~n.,t;:,S,.;a~t~a~l~k~: .. -::_-_-_-_-_-:_-_-_-_-_-_-.. -,.~-· _ _, • 
IDA/CCS, entitled 

Talk Abstract: 

. 
.• • 

(bl (1) 
(bl (3)-50 USC 3024(1) 
(b) (3)-P.L. 86-36 

~ • • ■ • ._ ____________ ...... 

(U/ l'!■INiQ,j. This tal.k will be videotaped. Please contact the z 'Technical 
Librarian, to obtain a 4=opy of the 
videOtape .. L--------------..1. 
For Drag /Drop: 

•** Calendar Date **
Date: 7 /10/97 
Start: 1315 
End: 1430 
What: KRYPTOS Talk @ Friedman 

. . 
"· .... 

Dealing with Less than Ideal Data Collection (Ul 

4b. (U) CM!/KRYPTOS Night at Baysox game 

This article is UNCLASSifIED in its entirety. 

. . . . . . 

The KRYPTOS society and the CMI are jointly sponsoring a family 
evening at the Bowie Bays ox game on Thursday, July 17th. The Baysox 
play at the Prince Georges stadium, Rt. 301. Bowie. 

. . 

Game time is 7:05 with a.n\optional all-you-c;:an eat picnic beginning 
at 5:30. 

Cost: 
Picnic and reserved box seat: $20. 00 each for adults 

$15.20 each for children, -ages 6-12 
Picnic free for children under 6 years old ' 
Reserved box seat only: $7. 00, all ages 
Parking: free 

Picnic Menu ( all you can eat) : 
Chickeni 'hamburgers, hot dogs, potato salad, baked beans, potato 

chips, ·watermelon,· iced tea, lemonade. Beer and wine are ava~lable at 
extra cost. · 

To make reservations and purchase tickets for this event, please 
contact one of the followin peo le: 

Ops. l: 
HQS: 

OPS 2A: 

FANX3: 
R '& E: 
NBP:· 

noon on r1 ay u y. 

Directions to the Stadium: 
From NSA, take Rt. 32 east to Rt. 3 south {which becomes Rt. 301 at 

the Rt. 50 interchange in Bowie.} The entrance to the stadium is on 
the ieft, less than 112 mile past the Rt. 50 interchange, at the second 
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] (bl (3)-P.L. 86~36 
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traffic light. 

4c. (U//~KRYPTOS Society: Call for Literature Contest Papers 

This article is "l!~Cft'll!"CCIPPt'!O@Ml••11■•·•1•■• in its entirety. 

The annual KRYPTOS Society Cryptanalytic Literature Competition 
is now underway. The c~etition is open to all personnel at NSA. to 
personnel on field assignments, and to retirees ( consistent with 
security consideration$} . · 

The papers may treat any topic in the broad category of 
professional cryptanalytic literature, including: 

__ attacks and techniques relating. to cryptanalytic 
problems; 

__ cryptanalytic i:-esearch; 
__ history. of cryptanalysis; 
__ other subjects relating directly to cryptanalYsi.s, 

e .. g. target studies,. cryptologic trends from the 
point of view of cxyptanalysis, or·computer 
support of a cryptanalytic problem. 

The judges will. consider the following criteria: 

__ Is thE! pa'.per an original discus~ion of a cryptanalytic 
subject? 

__ Is the paper well written? Is the subject presented 
well? can a reader· with a suitable technical 
background but unfamiliar with the subject understand. 
the paper o.nd, by reading it, gi1in knowledge about 
the subject? 

__ ooes the paper constitUte an importc;1nt addition to the 
body of cryptanalytic literature? 

Submissions may be written specifically for the competition. 
Papers written .between July 1, 1996 and June. 30, 1991 are eligible . 

. ~ntries may carry a classification of up to TSC. Compartmen~ed papers 
' will be considered only in extraordinary cases. 

Cash prizes totalling $250 will be a.warded to first, second, and 
third place winners at the discretion of the judges .. Additionally, 
papers may be awarded honorable mention at the dis_cretion of the judges. 

Anyone can enter a paper with the permission of the author. Neither 
the author nor submitter (if differ.ent) has to be :a member of the 
l<RYPTOS Society. 

If you hftlre auir SllftStiPDS cesacdiue •hr contest, please contact 

: ::::
r :~e::· ::::· t four copies of 

0yotI" 1)1.per to I I 4 
,~ JU ly 31, 1997. Bach• c•P¥ SHOUid be \a. 

bd I 7vi dheet1~ •the name(s) and organifavri,on(s) of the • • 
author (s) amd title on one sheet, ,l\,c!' oalv the title on the •ot!he,r to • 
facilitate impartial '-judging. The competitfod' ,_,,..,l~s will be annt>uacfd • • 
at the KRYPTOS Society Fall Luncheon in OCtober 1997. • • • • • • • 

::-;:;-::-;::::;;:;-::-;::;::;------- ---- ----------- ____ :_: __ :_ ; : : ; ; l.il ..... <_b_>_<_3_>_-_P_._L_._a_6_-_3_6__, 

This article is ,iiiQIIIDalSli?Plillil?iliT--•--1••-- in its entirety. • • 

·The KRYl?TOS Society announces its First .Annual TECHNICAL TALK eontes~ 
for the best technical presentation on a sub~ect relating to 
c:ryptanalysis or one of its related disciplines. The contest will 
consider talks given during the perfod of 1 July 1997 thru 30 June 199ii • 
with the winner(s) to be announced at the Fall l.998 KRYPTOS Luncheon•in 
October. All talks must be videotaped and last at least 30 min¥.tls. 

All KRYPTOS and CMI talks will be automatically entered in t~e•contest. 
The winner will be chosen by a panel of four judges (thrie•frOl!I NSA and • 
one from GCHQ) • • •. • • • Any questions regarding this contest should be ~ddressed to the r. 
KRYPTOS Society president,'--------·-·-----------· 

. . 
.,.,.,,.,.,,.,,.,, II n ttftHllll,011,0Hn llff,01111 ............................................ ., ,1nn,r,.,r1111 ll,Otlllft,.tl,Otlfflll9'' 

/ // i I I I I I I/// I I I// I 11 I/// I////// l/ 1;1i //////II I I I I I/////////// I/// I/ i I I I 

5. (U) TECHNICAL ARTICLES• • 
• 

Sa. (U) Ma.tr AD Kath ,,, ., • 
By:_ I 

. . 

(U) Numerical Evaluations of S~e Popular constant!;!, 

This article is UNCLASSIFIED in its entirety. 

This month we take a look at some examples from 
Richard Crandall's ''Projects in Scientific Computation". 

The computer package Maple instantly replied 

2. 7182818284590452353002874 713526624977 5724 70936999595749 
6696762772407663035354 7 594571382178525166427 

when I typed evalf (E, 100). This is the constant e -- the natural 
logarithm base -- evaluated to 100 decimals of precision. In fact, 

. •• .. • • • • . ♦ 

• • • • • 

. . . !(bl (3)-P.L. 
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it didn't take Maple too long to ·spit out 100,000 decimal digits of e. 
How do Maple and Mathematica do it so quickly? This month we'll 
examine two methods fo:r the numerical evaluation of e: "classical", and 

11 COntinueQ fraction". We' 11 also see how to generate Pi with a 
continued fraction expansion. 

Method l: Classical. Recall from calculus that 

00 

e = 1/n! 

n=O 

By default, Maple uses E • 2. 718281828 [Note: "E" is the reserved 
symbol for "e".in.Maple. we•11 use ix:;th notations.] we can achieve 
this -accuracy by summing the first 15 terms of the series above. 

K Swn(K) error: E-Sum(K) 

5 
10 
15 

2 • .716666667 
2. 718281801 
2. 718281828 

0. l615161e-2 
0.27e-7 
0.0 

Comparing the 15th partial- sum to the actual value of e (evaluated to 
100 decii:nals). however# reveals differences beyond the 13th decimal 
place (Note 15 ! = 1307674368000 ) . 

Method 2: Continued Fractions, · There is a beautiful conti~ued 
fract°ion expansion o.f e: 

e. 2 + ---------------------------------------
1 

1+ ----. -------------------------------
1 

2+ -------------------------. ------

1+ ----------------------------

1+ -----------------------. 

1+ ------------------

1 + -----·--------
6 +. - -

An efficient wa.y to ev~luate a continued fraction expansion of the 
form 

X a_O + b_l 

a_l + b_2 

is to set four initial values: 

p_O = a_O, ·p_{-1) = q_O 1, q_(-1) 0 

_arid iterate 

p_n a_n p_(n-lJ + b_n p_{n-2} 

q_n aJl q_(n-2) + b_n q_(n-2) 

for n = 1, 2, 3, etc. Then, x = Lim p_n / q_ri as n -> infinity. 

(U/ /-FOUOl We can use this algorithm to carry out such a computation 
using Brouncker• s formula for p;i. 

4/pi = 1 + 

2 + 9 

2 + 25 

2 + 49 

2 +.'. 

with a mathernatica program. Increase len for. greater accuracy. 
The following mathema.tica. progrilll},. yields 

Pi - 3 .141492653590043238459518383374815378787. 

Mathematica 3. 0 for Silicon Graphics 
Copyright 1988-96 wolfram Research, Inc . 

. --'. Terminal graphics initialized --

In I 1 J : = ien=lOOOO; 

In[2J:= a=Table[2,{r,1,lenJJ; 

Page 6 of 12 
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In[3f:= b=Table[:rf[r==O,O, (2r-1)'2], lr,0,len)J; 

In[4]:= pp=l; pc:a[[l]J; qp:0; qc=l; 

In[SJ := Do[ 
pf=a[[nJJ pc+ b[[nJJ pp; 

qha[ [n] l qc ♦ bl (n) I qp; 
pp=pc; qp=qc; pc=pt; qc=qf, {n,2,Length(a]JJ 

In[6] := Print(pf/qf," ",N(4/ (pf/qf-11,40] J 

Sb. (U//~) C~tanalysis at ·communications Security Establishment (CSE!, 

Eh'· by ► •. • • • ■ ■ • • • • ■ • • • • • 

( 

·l<b)(3)-P.L. 86-361 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

. (b) (3) -P.L. 86-36 . . . . . . 

Page 7 of12· 
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• 

(ll/ /~) In conclusion. I -agree with all the statements j l 
made about the benefits. of integration, but none· more so than the one 
that anyone reading this who is considering applying for an integree • 
position (particularly here at CSE) should go. for it. 'J'he benefits • 

,--------------.. 
(bl (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

obtaiI').ed through the diversity of experience and perspective that • 
you will be bringing back to the Agency are immeasurable. Plus you • 
misht sod "' having an· annual hockey game named after you. Jtlst ask • 

I - . •• . . . 

I 

11ft II. llftll .. 11 N 11 .. fttt,O ...... ., .. ,,.,, ... , .. , ■" II HIIII ■ II ttltNO,ftllllO,nll H b "" HO,UffO, .. W1111_.II .. IOltltO,IIIIII II. II ... 
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6. {U) COMMUNITY SERVICE • • • • • . . . . . 
6a. (U/~ z wome:n•s council Talk & Networking EVent:.: "Taking Ch'arlt:a.:.· 

Building a SucceSsful career at NSA• _,,r 

•· 
♦ 

• 
♦ 

• II • • • • 

This article is : Oil a z 1 • IMI IIH in its' entirety. • ]_{_b __ )_(_3_) ___ p ___ L ___ 8_6 ___ 3_6...., 

Taking Chances: 1 Building a SuccestfuJ ~atie~ J,.t.,'N~A. • • Ill! • • ■ • • • • ■ ••.■■-•""' 

·Tuesday 8 July 1997 • •;. ■ • • • • • • •::- ■••••• · B 
1300-1500 ,j.n•9-'ll6 • • • • • • • • • . . {b) ( 6) . . . . . . . 

I I ;i1•1 discuss her experiences du_rill,ow,hlr •NSA career. As a _.. 
former member of z Group, she· is f~lia~ wl.th z ·issues ·and-will focus ■ • •••••~•"'•,... · 
her remarks.on z Group as .• ~•~ !>roader Agency issues. This talk is • • ~ •·• •• •.:■■-••:•:•• • 
open to all NSA empJ.o.,-e&s. • • • ~ ■ • • • • • • •• •• •• •• •• :• •■ ■ • • . • ____ .,,. . . . ,---------------- . .. . . . .. .. .. .. .. . . . . . . 

I came to NSA in • • ., • • • . . . ... . . . . 
. . . . ,....i-----------, 

i.-;::;;;::;;;::;;;~••••••••"'T• • • • • • • • • • • • • • • • • • • • • • • • ••••••~• 1.J(~) (3)-P.L. 86-36! 
il will speak du~ing the first h~ur. Immediatety.fW.:&ow!nO- • • : • • • • 
t=■=ffl be a networking reception (wit!\, fQoli '"'1d' r"efreshments) .,htcl\._ • · 
a~l are welcome to attend. fa¥ w;i.!l "pi;'ovide an opportunit:i,; !al all • 
individ':J-als to meet I • and ming-le among th~llirel. ~ • • 

POC: • 
• . . . . . . . . .. . . 

. . . ... 
(bl (3) - 10 USC 424 

OGA 

6b. (U) science & Engineering Society: "The use of Imagery in . . . . . . . . . £lectromagnetic wave Propag_ation Prediction" 

This article is UNCLASSIFIED in its entirety. • • • • 

. . . . 
(bf(3)-50 use 3024(i) 
(b) (3)-P.L. 86-36 . . • • r 

The Science & Engineering SocJety9p!-esents I 
(Q64J and 1-..,...-...--~---! (Q64J speaking on 'The Use of Imagery in 
Electromagnetic wave Propagation Prediction" on July 10, 1997 at 10:00 
a.m. in the R&.E Symposium center. 

• 

• 

. 
• . . 

. 
• • • 

• • . . 
(b) (3)-P.L. 86-36 
(b) (6) 

• • 

. . J(b) (3)-P.L. 86-36! 
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(b) (3)-P.L. 86-36 
(b) (6) 

(b) (3) -:- 10 USC 424 

Page9 of12 

(bl (3)-50 use 3024 National Security Act of 

This is a classified presentation 6pen only to Blue/Green/Gold badges. 

The presentation will be broadcast over Newsmagazine Channel 1 '1. 

1947 Section 102A(i) (1) 
(b) (6) 

CIA 3.5(c) Section 6 of 
Intelligence Agency Act 
3507 
OGA 

the Central 
of 1949, 50 u.s.c. 

... 
For inform~t~on on or membership .in the S~iens: : Ensin,,ring Society 

contact Tom Kline ._ _____ 9~1-_13~4 • o~ a.L--•----.----J .. ~ 
. ____________________________ . _______________ ■ _____ • ■ _ • _ • _:, I _ I _I_ I_ I I • 1 • 

]I 10/ P/ l:'.L. !Hl 36 6c. (U) Latent Semantic Indexing 

(U/~- The women in Mathematics society presents I 
speaking on "Latent Semantic Indexing" on 11 July at ¼.100 211 

Headguar'ters, room 2A198. This ·is an application or· the SVD to 
information ·retrieval. · · .. 

... ·-· - - --- -
·······~---.. . . :· .... 

. _. -------------------- ------------------------ .- .·.. . . . . . . . . . . . . 
(U/-1 The z women's Council presentp F w e r Chief 

6d. (U/,,,..,.... Taking"the Fear Out of Change 

I J speaking on Tuesdo.y, 15 July at 
1300 ·in Headquarters, room 9Al35. · · 

6e. (U/ I.PIMIQ) us Encryption El<port Control Policy 

(U//~ The z women's council pr~sentsl l 
discussing her tour of duty at the Oepartment of State facilitating 
issues relating to the us encryption export control policy. ~eryone 
is invited to attend. 

POC: 

• * Calendar Appaintment 

Date: 
Start: 
Stop: 
What: 

07/21/97 
01:30 PM 
02 :30 PM 
Export Control Briefing 
HDQS, 9A135 

• 

----------------.----------------. ------------- . -·-•-... ---------------. . 
6f. (U) undergraduate T~aining Program • • • • • 

(U) How do you get the Agency to pay for your undergraduate degree? 
Ask the .UTP students in your office this summer, or loo)c: for infOrmation 
in the July edition of the !>ISA l>lewsletter. 

-- - . -- --------------- ... --- --------------.. ------------ . -------------------
6g. (U) l>ISA's Fifth Invitational Mathematics Meeting 

This article is IDICLASSIFIBD in its entirety. 

Please accept our invitation to the Fifth Invitational Mathematics 
Meeting for students of mathematics to ·be held on 3-6 August 1997. For 
this meeting we expect an ~udience of 130 undergraduate or graduate 
students of mathematics, many of whom participate in undergraduate 
Research Experiences funded by NSA. 'rhe meeting will include 
unclassified technical presentations by both NSA.mithematicians and our 
guests, panel discussions about technical. careers at NSA, information 
on Agency-sponsored mathematics outreach efforts. and details on the 
hiring prOcess at NSA. The conference will be opened by an address from 
the Deputy Director of the National security Agency, Mr. William 
Crowell. 

The goals of the conference are: 
• to convey· the technical_ depth and excitement of a mathematics career 
at NSA; 
.,,. to develop a network of contacts within and between studen~s of 
mathematics: 
• to make the point that NSA is sincerely interested in building the 

lo • • 

• • 

. . 

• 

. . 

• • 

• 

• . 
• • • 

(b) (3)-P.L. 86-36 
(b) (6) 

• • • • • • • • • • • • • • . . . • . . . . . • • . 

. 
• • • • • • . 

• • . 
• • • • 

• • • 

• • . I 
l<b) (3)-P.L. 86-361 

• . . 
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math infrastructure of the mathematics cormnunities, to discuss our 
current efforts in this area, and to learn how these efforts can be 
more effective; 
* to explain the process of. obtaining a job as a mathem&tiC!ian a~ -~SAt 
* to make it clear what we expect of a mathematician who iS apP,IY'inO 
for a position at NSA; · 
• to describe the mathematics community at NSA and our internal 
training programs; and 
* to LISTEN to our visitors so that we can better understand how to 
include th8se students i_n our future. 

Attached is a tentative agenda for the meeting. we certainly hope you 
will be able to join us both Monday at the R&E and Tuesday at the 
Columbia rnn. If You cho1§e to ioin us for anv pf the meals xou mu[t 
make'reservations ·and pay'-------------------~-by 
25 July H97. 

Do not hesitate to contact f 
you would like further informa'"E'"'1'"o'"n,....r'"eg.,.,.a"'rd""1'"n'"g,....th..,..e-me---e""t"'1'"ng---.-----, 

l;. 
We have high expectations for a successful Fifth Invitational 

Mathematics Meeting and we look forward to youi- participation, 

• • 
• 

• 
• 
• 
• ·• . 

SinceZ'ely, 

I I Chief .. • 
Mathematics Research ~ff ice .. • Fifth Invitational Mathematics Meet!igg 

3-6 August 199'7 • 
Tentative A~e'nda 

Sunday, 3 "-ugust Columbia Inn 
• 

• 1700 Registration • 
1800 Informal Dinner • • 
1900 Majic Tricks, Card Shuffling, and Dynamic; computer Memt>rJ-es 

• Monday, 4 August R&E Building 

·084 5 Welcome 

• 
0900 Keynote Address 
0930 NSA Math COmmunity 
0945 Break 

Hr. 
Hr. 

i 
William Crowe.Il• 
Richard Proto 

1000 Transversals in Row-latin Rectangles 
1030 On the Distribution of Fractional Parts 
1100 Digital Representations of Speech 
1130 Lunch (R&E Cafeteria) 
1300 Panel - careers at NSA 
1400 What is Quan.tum Computing? 
1430 Break 
-1500 Error-Correcting Codes 
1600 Cryptologic Museum 
1730 Dinner at Columbia Inn ($22.25) 

• • 

• . 
• • • . 

• • • 

• • • . . • . . . • • • .• . • •• 

• • • • • . . • • • 

•• •• 
•• 

• • . . 

•• .. .. 
.,.-~•· .. 

• 

. . 
•• 
• • . . . . .,. , , 

• ., . 
• • • # . : . . 

• • • .. •• • ...... 
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1830 Engima- A German Puzzle 1 a Polish Solutio 

Tuesday, 5 August Columbia Inn 

.... 
• • • ■ • ■ ■ ■ • • ■ ■ ■ ■ • • • ].------------r 

(bl (3)-P.L. 86-36 

0845 ~ Administrative ~emarks · 111, ________ • .._,.,• •■ •• •• .• • •• •• •• •■ rl' rl' rl' rl' "' ,,. -■ - - - • : 
0900 some Neglected Formulas in Linear Algebra I I • • 
0930 Student Presentations 
1130 Lunch (Columbia Inn) ($18.45) 
1230 Student Presentations 
1630 sunwnary/Closing Remarks 
1730 Bar-b-que at the Columbia Inn ($25.90) 

Wednesday, 6 August 

Trip to Washington DC 

ff1tHe,.,ll1tllll ■ ffltftlfllHHlO"flllllft ■ llfltl1lll ■ llllllllllffll'llllffffllllffll ■ ll·llfttlllflllf111 ■ 11Ptlffflltlt 0 111111 ■ 11•t1"." ♦ • 

I I I I I// I// I I I/// I I I I I I I I I I I I I I I I I I/ I I I I I I I I I/ I I/ I I/ I I/// I I I I I I I I I I IJ I'! I I . . 
7. (U) Problems and Puzzles • 
7a. (U) Solution to June puzzle (courtesy of -------.-------fr 
This puzzle is UNCLASSIFIED in its entirety. 

Extension of th~ May puzzle. 

Giving up· on the three figures, you double back and decide to· look. for 
a back ent:i=anC::e. Sure enough, you eventuallY come to another fork in 

· the road, guarded by a single enigmatic figure. As you approach, you 
pass a stone tabl~t, which informs you of some useful facts abou·t yoµr 
inmdnent encounter. 

1. One road goes tq heaven, and the other to ... (you get the idea by 
now). 

2. An angel and a demon t~ke it in turns to guard the fork. 
3. Neither the angel nor the demon can speak. Each can convnunicate only 

by nodding and· shaking his head. 
4. The angel always tel.ls the truth, and the demon alwaYs lies. 
5. Each will answer just one yes/no question. A nod means • @@ • and a 

shake means ' @@ ' : 

One of the '@@' is •yes• and the other is 'no', but unfortunately the 
tablet is too. worn for you to d.etermine which is which. · 

• 
• 

• 
• 

• 

l<b) (3) -P. L. 86-36! 
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Which one question do you. ask the guardian of the fork? You can 
assume the demon lies fairly - he won't contradict what you alr.ead.y know 
or can deduce. 

Answer: 

In the same way as we. used self-reference in the last probleff\ to 
eliminate the lie, we use self-referece here to eliminate the effect 
of the uncertainty. Ask the guardian the following question: "If I 
were to ask you i~ the left road leads' to Hea~n, would you nod your 
head?" The chart ,below· describes the possible outcomes: 

Left fork goes to Guard is a A nod means Then the answer 

Heaven Angel lies Nod 
Heaven Angel No Nod 
}leaven Devil lies Nod 
Heaven Devil No Nod 
Other Place Angel Yes Shake 
Other Place Angel No Shake 
Other Place Devil lies Shake 
Othei:- Place Devil No Shake 

If the guardian nods, go left; otherwise, go right .(assuming, of 
course, that you want to go to heaven). 

Solutions were received from I 

is 

( l 
------------------------------------- .. _____ .. 
7b. (U) July puzzle (courtesy ~f ~'------.( 

This pu.2zle is UNCLASSIFIED in its entirety. • • • 
. . . . 

Some months ago there was a puzzle about five pirates try\1111 to divide 
up 1000 gqld coins. This is an extension to that puzzle. • • • 

once again· we have five pirates, with the follOwing six 
eharacteristies: 

1) will do anything to avoid dying: 
2) infinitely bloodthirsty; 
3) infinitely greedy°; 
·4) S111art; 

.. 

. . 
• 
♦ 

• 
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. 
• 
♦ 

• • • .• . 
♦ 

• • • . . 
.♦ ♦ 

• ♦ 

♦ • . • . ·• • . ♦ • • . ♦ •• . • • • • .. # 
• • • 

5) risk neutral: e.g. a half a chance of getting 10 coins is no better 
or worse 'than certainly gettii,,g 5; and 

6) they a.re· all ambivalent to each other. 
• •, (b) ( 3) -P. L. . .... -.. · .. 

86-361 

They have a booty of 1000 gold coins to share, and reach the following 
agreement for doing _it. · 

They ·will draw straws. The short one makes a proposal: EVeryone • • • 
vo~es. If a clear ~jorit¥ ar!! in favor, the money is diviQeli up.• 
Otherwise, they throw him overboard tso he dies), an(\ dl'at straws again. 

' ... _. 
What should the pirate who dr:w: 'ih<io sholt straw first propose? • • . 

send all answers, r••111!'ll• a; other puzzle submissions, to c::::::::r 

/I// I I/ I/ I/ I I I I I I I/ I I I I I/// I/ I I I I I I I/ I/ I I I/ I I/// I I// I I II/// I I I I I I I I.I I I I I 

8. (U) EDITORIAL CORNER 

(U/ I~ Sp,;,c:ial Congratulations to _Tales of the KRYPT_ Editorial Board 
member, I . I wh9· won first place in the Agency's first "'I AM AN 
AMERICAN Festival iloor. cgntest, in the category of "'HQS. OPS2A, OPS2B". 
Her winning entry reflected• .. ~ J\f\efi;an collage ... 

REMINDER: Submissions for the August iss~e •ar"e !lue lty _:J'uly 23rd . 

. 
• • 

. . . . 
PI.,EASE NOTE: All sul:xnissions must be in ASCII format, and, with •t~ • • • • 
implementation of E.O. 12958, MUST BE PORTION MARKED. U other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you h"ve any conments or suggestions, please submit them to any 
member o~ . the ed.i tor_ial board. 

. . . 
• . . 

. . . 

• • 

. . . 
• 

... .. ··•. . . . 
(U/~ · EDITORIAL BOARD 

. •1 (b) (3)-},'.L. . ....... _._._._.... . . . . . . . . . . . . 

ucu .. n. . .-.ug.._ ...... , 1 ...... ttl.S~Ory .l"lUSeum, ■ . . 
. . . 

.... .. ...... 
.. .. .. ... .. .. .. .. 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ • 
• 

• 

.. .... 
• 

♦ 

• 
♦ 

♦ 

• 

86-361 
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1. ~ PERSPECTIVES - Each month this newslett~r features the 
perspective of a Senior on a topic .of his/her choice. This month we are 
pleased to publish the text of the Keynote Speech delivered by Mr. 
William P. Crowell, D/DIR,. on 23 April," 1997 at the CA Conference. 

1T'Om')· The information technology that we ar-e seeing around us today is 
shaping our world and it is shaping the world of th~ cryptanalyst. It 
is shaping the world· of thos·e who are in the business of helping us to 
protect and exploit our communications targets. 

("?O~ The irony is that NSA helped to foster all of -the technology 
chall~nges that are now really chall°enging us. We were really at-the 
pla_ce where the technology of the computer was born. We were faced with 
an ENIGMA machine that w~ exploited using comput.ing technology that we 
developed during WWII. {The ENIGMA, I am told, was a 2-to-the-64th bit 
keyspace machine; we only allow 2-to-the-40th encryption to be exported 
>from the United States .. at the present moment.) 

(EOUO) And so we were the seedbed for today's computing technology. 
Whether it's the supercomputers that came from our inten$e interest in 
special purpose devices or whether it was the workstation that is so 
vital to the way we operate today, as an Agency we really were the place 
where it was all born-, and we pushed computing far beyond what the 
market -would have brought it to by this time without NSA. -Then NSA and 
the Defense Department _later on had enormous pulling effect on that 
technology. 

re, We also contributed mightily to all of the networking technologies 
that are available today. We participated in the original ARPANET. ·we 
adopted it as the .backbone for our communications for the-Agency more 
than 25 years ago, helped to develop it into the Internet and then saw 
it turned over to industry. In only six short years it has become the 
largest and fastest growing network that anyone could have possibly 
imagined, having grown at an exponential rate since its birth as a 

· commercial entity. 

fo@ot Now the market is driving the future of information technology - not 
us. ,We don·• t really control that industry anymore and we I re not pulling 
it anymore. At best we're riding along with it into the Information Age. 
our targets are getting more complex. The structures, the signals, and 
the networks are getting more complex., the volume is posing · 
extraordinary problems for us and encryption, something that we held back 
as a commercial entity for a number of years, in fact, has been unleashed 
and will propagate and will be installed essentially worldwide. It isn't 
because we held it back that encryption didn't advance before. It's 
because it wasn't ready for advancement·. Public key technology 'was not 
invented until. the mid-70' s and the network wasn.' t really invented for 
commercial use until the late 1 80 1 s and early '90's. It was the 

J (b) (3)-P.L. 86-36 I 
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combination of the.fact that the network is a huge party line but offers 
enonnous opportunities for commeree and the fact that public key 
cryptography allowed, for the first time, a key management infrastructure 
that could be separated from a single trusted authority like NSA and 
could be operated in small enclaves for the purposes of commerce. 

~ Our tools are getting better as well, so we shouldn't look at all of 
this technology and say "Woe is me. It's really a.terrible world. Look 
how bad things are getting. • All of us are getting better tools,· more 
powerful tools than ever before. And algorithms that we've developed in 
the last few years can actually be used today because of the enormous 
advances in computing and netwqrking and you can run. these algorithms 
either locally or in the network and achieve f;?normous results. we can 
also achieve enormous new capabilities as human beings because of the 
collaboration that the networks allow us to have and because of· the 
computing capabi°lities that we can bring to collective endeavors 
through networks and groupware. 

~ So, while in some respects. we did it to ourselves, we invented the 
technology that is making our problem harder, we also did it to 
ourselves in that we're inventing the new tools that are going to be 
better and make us more able to solve our future problems. The trick 
is going to be trying to manage those two in some kind of a sensible 
way. 

'("S 8~} Computer-based systems lend themselves to automated processing 
and can streamline the entire set of processes that we operate at the 
Agency. There are opportunities for not ·ust 
anymore, but for • 

an so on. . An so w~ • 
• • u 
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us to move to a 
everything that 
differently for 

software-based 
we do. S6, if 
the future? 

using compu e rt wio-h■ na.twQrJ<.~ to allo~. • 
architecture and allow us to str"eaml"ihl! • :•~-----,-------, 
that's the ·case, what should we be doing (b} (1) 

(b) (3)-50 USC 3024(i) 
(b) (3)-P.L, 86-36 

·····••1*-l----..;....----,,---' 
't'@ GCQ} Now, I'm told thi11; ,.YP\l, '.re .·oon<!ent:ta■t1r1g" ~hlr"ing "this: ~Qn.fe:te'hce · : 
on I I on signals analysis, and on I I 
cryptanalysis. I intend to talk about those briefly but I'm going to 
add to-that list three others: cooperation with industry, influencing 
standards, and breakthrough technologies, because I think those are 
also important to how we operate in the future. 

• • J (bl (3)-P.L. 86-361. 
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(bl (3)-50 USC 3024(1) 
(b) (3)-P.L. 86-36 

~ SQ~ In the Signals Analysis arena I would urge that we move as I I 
quickly as we can to a software-based capability. We canp.ot afford~bl <3 )-P.L. 86- 36 . . 
hardware-ba.sed solutions for signals analysis in the future. s.,i.'1Rals • • 
will move too quickly and the cost is just too high ••• We•rte"eci 0 to be able 
to do signals analysis on the fly. we ca~•~•8eha 0 everything to a 
central place and have it done by! r•we need to make sure that we 
put these software tools that can be used on the fly in the field so 
that they can be used by anyone and everyone to cut down on. the· number 
of unknown signals that really have to be worked.by the experts and are 
really, in fact, unknown si~als. 

• • 
0 !(b) (3)-P.L. 86-36! 9/24/2010 
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(!::>) (1) 
(b) (3)-50 USC 3024(1) 
(b) (3)-P.L. 86-36 .. . . . 

~ A little bit about offense and defense synergy. Both information 
security and cryptanalysis concentrate on a common interest ahd that's 
vulnerabilities. The in'teraction between those communities . is essential 
and they have to share their knowledge. The defense portion of this is 
important. The national interest is in being able to protect ourselves 
>from Information Warfare·and from other forms of harm that can be 
brought to the nation. The nation is at risk and ther·e is no sanctuary 
in the network. I believe (this is my vision- for the network) that-
the network becomes to all of us much like what electricity has become 
to us in the past. Virtually every.thing· we do, everything that, we' re 
interested 'in, wil_l in some way be based upon the existence of the 
network. In my house when the electricity goes off, you can' .t do 
anything.. You can't flush the toilets, you can• t turn op the water, 
you can' t do anything because it' s all based on electricity. · I talked 
this morning to the Head o.f Xerox Park down in Palo Alto California , 
and they're working on a new technology that is the epitome of the 
influence of the network. They are working on MEMs (miniature 
electronic mechanical) devices to be used for future products in 
Xerox. Now what's Xerox's principal product? Copying. So imagine 
these thousands of little·molecule-sized engines that can move paper 
around and then deposit things on it called printing. Well, that's 
the way people are thinking now about n·etworks. -' in micro engines, in 
macro engines - but networks are carrying on a lot of the interaction 
and a lot of the work. So, we·' re going to have a lot of 
vulnerabilities in the future.based upon how all of these networks. 
connect. I I 

• • • 
♦ 
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. 
• • ■----------. 

J.-------------~······· .......................... 
I We.also have to foster the interaction that L.---,---,_--,---,.--,--,-,,--.,......... 

is important to both the cryptanalytic field and the INFOSEC field. 
So I would like to urge you to foster interaction in the future, not 
only within the cryptanalytic community, but with signals analysts, 
engineers, computer scientists, and.with those wno are in the INFOSEC 
business· as well. 

te,, Finally, let me just say something about the three principal areas 
of challenges that I see facing us. I've been talking primarily about 
technical challenges, and your fourth ·session is· going to really address 
one of the most diffic~lt of those;· that is, if you think you know how 
.to stay up and if you think you know how to protect what you know and 
leverage it to be able to do your job, getting the people and training 

-----------------------------,. • , I (b) (3)-P.L. 86-36 I 

(b) (1) 

(b) (3)-50 USC 3024(1) 
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the people and developing the people to be able to keep up with those 
challenges is probably the biggest challenge of all. Now there are 
going to be legal challenges. Just the fact that Information Warfare 
is possible has already brought new interesting legal challenges to us 
in terms of our author°ities to establish the Information Operations 
Technologies Center. There are always.the legal challenges of how do 
we do our job and make sure it not only doesn't focus on U.S. persons 
or allies, but also.• that it doesn't appear to focus on those as well. 
And there's the challenge, as we· develop interesting new active 
techniques, of how do you control single-point information.· That is, 
information that is vital to you to being able to carry out offensive 
operations, but if it were known to an adversary, could make you very 
vulnerable as well. ·Ana finally, there are the problems that you 
usualiy don't have to worry about but General Minihan and I do have 
to worry about - that's the political issues: it's our image, it's 
getting caught, and it's on being the National Security Agency, not 
the National SIGINT Agency or the National INFOSEC Agency. It's all 
of the things that have to go together to make sure that we have, in 
fact, a future for all of you to be expert in. 

••••~••••••••••••••••••••••nn ■ n ■)•••••••••••~••••••••••••••••••••••••••• 
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2. (U) CALENDAR 

This calendar is PeR 81?PiiU lo USE ONI y in its entirety . 

. PLAN AHEAD 

Oct 6-10 CONSCRYPT '97 at GCHQ 

Oct 20-22 6th Annual Crypta~alysis, Computing and Communications 
Conference 

Oct 20-24 CCWG 5th Annual Conf°erence 

Oct 29-31 Seventh Symposium on Cry:i;,~ologic History· 

Dec 5 A5 Reunion, Blob's Park· 

Mar 23-27 CARD '98 at CSE 
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3. t'!?GUQJ CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

This article is P8R 81?1?l@IM5 88!!1 8MLI in its entirety. 

The Cryptanalysis Career Panel is pleased- t.o announce the 
certification of the following cryptanalyst during July: 

. I . l . . . 
The Cryptanalysis Career Panei •i~"pl~as~.~o announce the 

Page 7 of25 

acquisition of two new CA trainees: • • • • • • • •• 

r • • • • • • • • • • • • • • • • • • • • • • : : ■ -1 (b) ( 3) -P. L. 8 6-3 61 
ross-Training Program) •• 

._ _______ _,_ (Intern Program). .• 

• 
•· • 
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\ 

4. (U) KRYPTOS SOCIETY NEWS 

~ The CSE Chapter of the KRYPTOS Society is Now Open for Business! 
La Societe KRYPTOS, Section CST est prete pour les affaires! 
Byl l 

[N.B.: C~adian spelling and usage have been preserved throughput this 
• article.] • 

• • 
~ As at NSA and GCHQ, there •:its a gr9up_ of people at CSE that 
believe in the goals and purpose of•the KRYPTOS Society: to promote 
interest in cryptanalysis; to provide+a focal point for fields of common 
cryptanalytic interest; and to promote•excellence in professionai. 
cryptanalytic activity in the cryptologic.community~ Having close tles 
with NSA and GCHQ in various ac.tivities, it.was.felt. that establishing a 
CSE Chapter.of the KRYPTOS Soci~ty would prov~de us with-another means 
of exchange and forging closer ties with our cQmmunity cousins. But 
more importantly, it would provide a means for paople from the various 
groups at CSE to meet; share ideas· and experiences,. and forge closer 
professional relationships, all in the spirit of the.KRYPTOS .Society . 

• 
♦ 

(~UQ.l. On March· 21st of this year, the KRYPTOS Society t~viewed and 
accepted our application for a Chapter at CSE. Our bylaw~.have been 
submitted to the NSA council for review and have been accept~d! Thus 
as of June 21st, CSE has a Chapter of the KRYPTOS Society and'~e are now 
open for business! • • 

• H•eee) Let me introduce· to you the members of our Council: • • . . 
President: • • Treasurer: • • Secretary: 
Newsletter Rep: 

• • • • • • • • • ■ • • ■ • j (b) (3)-P.L. 

Programs Rep: 
Consultant: 

• 
. . • • 

• 

·• • . .. 
• . 

• 
. . . . . . 

(U) We currently have two committees: one responsible fpr•the Newsietter: 
and the other for.the Chapter's program of activitj~s,• and are l~eking • 
forward to participating in the whole spectrum.oe KRYP'l'OS activities. 

· (e.g. the literature contest, the present~t;i•on contest, etc.) •in the 
not-too-distant future. • • · · • • . • . . . . . . 
~ To promote our Chapter: .anB assist in its membership.&rive, we have •. 
alreadysponsored two hi_ghly successful talks. The firs1;one was. given bf 

I during his visit to CSE in early June entitled:. 
1-.,,.., s'""o_u...,..t.,..h--....A..,.f-r""'i-c""'a,...:--,0,...u-,t,.....o_f.,..-,-,the Closet" hi follo •a shortly thereaft~ 

by_a talk by who gave his • 
perspective o~n.....,,"""o""'w...-c_r_yp,........-a_n_a __ y_s_1._s __ a_n_ ...... ....--_..--.--a-s_e_v ..... ol ved during his c=j' 
years at CSE and where he believes going in the future as far 
as CSE is concerned. 

~ Our program's committee have begun to look into scheduling future 

~:~::::~~. ~~~:i~~A of videos. 01 ;;~k~~~~l~n:~l~- ~iv~ a~ r;;·;!1;~v~~~t!1= - - - -
Council gives us the opportunity tone apprised of who 1.s v1.s1.t1.ng CSE 
in the future and extending them an invitation to speak to our Chapter. 

-Indeed, if you are visiting CSE and wish to give a talk to our Chapter, 

. . . . . . ••.• ■ •• 
. . . . . . . . . . . 

co 

"' I 
w 
"' 

86-361 
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you are more than- welcomed to contact the respective integree, ·member 
of i:.he Council or any member of the Program's committee: I l 

or_myself . . 
(U) It has taken a lot.of work by a nufnl:>er of people to get our 
Chapter going, but based on the feedback• I have received, there is •a 
great deal of interest at CSE to participat~.in our Chapter, enjoy its 
sponsored activities and work with our countefparts at NSA and GCHQ•by· 
becoming involved in the various activities in tbe Society: • 

. . . . . 
• 

~~ And so in closing, speaking for the entire m~~rship of our:csE 
Chapter, I_. would like to thank the KRYPTOS Society for a~~roving our. 
application which no doubt marked.the beginning of a long ctnd 
enjoyable partnership! · • • 

• • 
• 
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President of the 
CSE Chapter of the 
KRYPTOS Society 

~ ■ • ■ • • • • • • ■ • ■ • • ■ • • ■ • • • 

President de la· 
Societe KRYPTOS 
Section CST 

♦ • ······y--------, I (b) (3)-P.L. 86--361 

. • . . .. 
· ... . • • . 

"""""""""""""""""""""""fl"""""""""''"""""""""""""""~"~"""""""""""""""""""" 
I I I I I I/ I I I II I I I I I I I I I I I I I I I I I I I I I I I I I I II I/ I !..l•l"I I j I I I /I I I I I I I I I I I I I I I I I I I 
5. (U) TECHNICAL ARTICLES . . .. 
5a. ~) Matt on Ma,th • • • 

By I f 
. 

. •• . 
(b) (1) 

(b) (3)-P.L. 86-36 .... . . ., . 

• • J (b) (3)-P.L. 86-361 
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I I • • • ■ 

._____,_ ______ I 

---------------------------------------· -----------------------. --------
I (b) (3)-P.L. 86-361 

·Sb. tr'@l~li}.j. Pete on PCS . . 
By _I ______ ..... I Gc~c/ r~t~g~~~ • • • • • 

(U) Why a PCS (or tour)? 

Page 10 of25 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

♦ 

n:ooe-, When I was first looking. for a career out of college, one of the 
priorities high on my list was to work for a firm that offered ••••••• 
opportunities to travel abroad. • • • I (bl (6) I 

i-------------------------------""'f,....:·:....;.•e.,,.::;,~e;.• r,;•~•o~;••••··••••• 

for· short term.gains at the expense of longer terms ones, I ·got my 
first tour after .12 years, just missing .out on a couple of other tours 

-------------------------- • • • • • .. " I (b) (3) -P.L. 86-36 
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eariier irt .the '80s. · After only 2 years back at GCHQ (the years I 
jokingly refer to as my TDY to GCHQ), I was fo~tunate to get my second, 
as an integree in z Group. Most get their integrated tour first, but 
havin.g done it the 'wrong' way round I feel that I have a better 
overview. 

(U) Clearly a PCS is not for everyone. Personal circumstances and 
iqdividual personalities are different. Som~ never PCS and some have 
had enough after one. For me the advantages shine through and I have 
yet to discover any real disadvantage, although' being .'out of sight' 
>from .one's parent.agency may have short term career drawbacks. . . . ' 

(U) Even though it seems many things in the world are coalescing, much 
·is thankfully still different. A PCS is a chance to see how another 
agency works (albeit will similar· tools), exposure to different 
management techniques., structu,re and- country. The settling in period 
is different for all; some people take 6 m<:>riths, while I took about 24 
hours! PCSers have to be self starters. At work and.play one has to 
get out there and integr_ate, as the world will. certainly not come to 
you. 

(U) It can be a shock returning fr~m a tour; after all you know how 
everything works, don"t you? Not quite. In 3 years you have had 
experiences and changed slightly; so have. the people and society you 
have been away from, .and it is odd how one forgets some of the. 
fundamentals of such life. It is also depressing that few are 
interested in your 3 years away and some seem to downright resent your 
good fortune. 

(U) A PCS may not be for you or.it may be with considerable thought. My 
nearly 5 years, to date; in the U.S. have been -extremely pleasurable 
ones. 

5c. (~ Merits of Technical Diversification for Today's Problems 

Page 11 of25. 

byl ., .......... . 
• ~ ••••• •·. ~ ■ ■ •••• !(b) (3)-P.L. 86-36! 

(U) Thanks to the KRYPTOS Society for giving me this ·opportunity to 
address you all and to reflect upon what is important to me, to the CA 
Community. It is an honor --and a challenge. At the moment I am not 
'positioned' for a particular message. That is, I am not 'the Chair of 
any major cryptanalytic endeavor; work is predominantly compartmented 
in my current home. So, given free rein, I have chosen-to reflect on 
how my particular flavor of diversified technical experience leads to 
optimism with the changing face of cryptanalysis today. Hopefully, 
this will paint· an optimistic view in a general sense of such a career 
path, particularly to·those of you starting out. At the risk of 
tedium, please bear with me for a synopsis of my past assignments. 

N.B.: References to past offices use current designat·ors, although most 
have changed since my tours. 

~ I was hired decades ago, as a very green bachelors-degreed math 
major. During my first two months at NSA, two intern-program 
marketing talks, by CA star Virginia Jenkins.and. CA panel Chair Peter. 
Jenks, sold me on the CA path. Both advanced the notion that with this 
choice you could take any tour.you want and any course, go to graduate 
school and earn a masters, and then be equipped to'solve almost any 
puzzle. Well,· not quite, but there certainly were elements of truth 

(b) (3)-P.L. 86-36 .---------------------------~- ..... _______ _ 
9/24/2010 
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here. In-my initial assignment,_t;:he puzzle of straightforward depth 
reading was quite .solvable and it gradually ~as a rookie- occurred to 
me to pursue offices and- tasks wieli mote chaile~g.e, .a. lfc/;Y. 9t ).,He. t .. ~--. 
continued well beyond intern graduation: c::::Jmy last intern tour and 
only non-SIGINT one, became 'my permanent assignment as I finished my 
graduate degree in math after a one-year. fellowship. I 

. ·I (b) (3)-P.L. 86-361. 

\-r--sec.._ I returned to the SIGINT world in the mid-80's. The first six 
years were in 

. ' • • • • 

PCS (permanent cnan:g~~cn:•sbat~anJ .a.t ~enter for Communications • 
Research-Princeton came next. In this °c~ziter "o"f" ii "few deaen • •••• • • • 

• ■ • • • • • • : • 
cryptomathematical e ••••• ■ ■ • ,■ -"I----. 
areas of ____________________________________ • • • • • • o' o' rr 
such as 

Detours along the way include a co-chair of 
SCAMPS ( Summer Confe~~n°c~ •on• Applie"d • ~a'th. "P'r01'1"el'ns) • in il.9 &8. ci.n.d. ! 9.,4., • 
and a participant in SCAMP '96. · 

. . . . . . 

~ My latest adventure is in Z03, where I endeavor to adapt past 
experiences to today's world. As I try to find a niche in this new world, 
similarities between new and old. problems are increasingly apparent. I 
see cryptanalysis as very much alive, and pr_esent everywhere. My 
Webster's defines cryptanalysis to be "that act or science of deciphering 
codes or coded messages without a prior knowledge of tqe key." This 
definition supports that premise on the SIGINT.side ·at least, ·rNFOSEC 
crypt designers try to prevent, rather ·than enable, decipherment without 
the key. And it has been said that Julius Caesar invented the 'Caesar 
cipher ring' without using any cryptanalysis. But these days 
cryptanalytic techniques are germane to gaining-con!idence in the 
security of crypto design. Extrapolating from the Webster's definition, 
I consider that a coded message (like source 'code') is a set of bits we 
don't understand without key information and-cryptanalyEiis is the 
science of turning that set, or some targeted portion of that set, into 
something we do understand. From this definition, we view cryptanalysis 
on many, new internet-related bitstream problems. 

What are· some familiar types of bitstreams? ce·eee1 

. . 
. . 

. . . 

.. 

. . 

~~t: 
I I 

":1 "' • 0 
I:"' • c:: 

en 
oo n 
"' IW 
WO 

"'"' ... 
r'· 

.----------------------------(' • • • · I (b) (3)-P.L. 86-36 
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en i rin experience a consi an iso ~ e 
·· incide~t then", • ts• ~E!a"rt •later- »as- appJ.ic;a,l:j.on for mariy kinds of analysts: 

Page 13 of25 

....... 
in increasingly common environments. • • · • • • • • • • • • • • • • •;-----------

Benefits.of a diversified approach? (U) 

1. (U) The primary one is that it. diminishes the element of surprise 
when encountering new. and different types of (software or hardware) data . 

. So, it is easier_ to understand new problems· in the context of old· ones 
and to adapt applications of the past. --If your personc!-lity is like 
Garfield's, then th~re is no element of surprise.in any case, but for 
myself changing offices has been a good way to nullify that very present 
element. · 

2. '(u) It increases people networks; 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

3. (U) It reduces the effort of repeated learning curves like needed in 
adapting to new workstati·on environments, for example; and 

4. (U) It is humbling. 

Disadvantag,~s? (U) · 

1. (U) It inhibits deep expertise in narrow fields. This may be a 
''.bug or a feature", .as they say, depending upon your perspective; 

2. (U) There are many bureaucratic aspects -- procedures, policies, 
etc. -- which have little to do_ with the fun, technical aspects. These 
take time to learn, and the benefits seem marginal; and 

3. (U) It is humbling -- definitely a bug-and a feature! 

(U) My main message is that, despite a few down sides, a diverse 
.approach increases the likelihood of using what you· learned to help 
solve diverse, new problems. Feeling more comfortable with today's 
challenges far outweighs .the disadvantages I have come across from my 
particular method of diversifying. To you who are relatively new to 
NSA in particular, I .encourage you to participate in various research 
efforts -pods, SCAMPs, etc. Unless you have a great serise of where to 
focus deeply and are very much committed to it, thi_s time-of-flux seems 
like an excellent chance to develop cross-discipline skills in computer 
science, mathematics, cryptanalysis, engineering, signals analysis 
while gaining a useful understanding of a variety of problems facing 
crytpanalysts today. And if you think there is a need for a research 
center, push ·for it! Lean on your management. Rely on the CA , 
community, panels, professional societies, enlighten groups, etc., for 
support to make this happen. Although it is not clear what tomorrow's 
challenges will be, it is certain that they wil~ be different. From my 
perspective, this is a great way to prepare .. 

'--

---~-----------------------------------------------· --------------------
. . . 

5d. (U) "Update and Revision of the Cryptanalysis Classification 
Gui~e" by! ! ... . . . . . . . 

•
0 !(b) (3)-P.L. 86-361 . . 9/24/2010 
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(U} This article is reprinted from ENLIGHTEN. 

(U) The Cryptanalysis Classification Guide has been revised and updated 
-- the new number is 342-97 -- it supersedes 342-95. Under the new 
classification guidelines, your "derived from" will be: 

Derived from; 
Declassify on: 

NSA/CSS Classification Guide 3_42-97 
Xl, X5 

The tonics covered in this new auide are: 

(U) The associated" Classification Facts for the Cryptanalyst" • 
Classification Working Aid, 01-.97, has also been updated to. include all• 
of the latest facts -- including those that have been recently • 
declassified. This working aid is intended to help the cryptanalytic 
community in identifying what facts are classified, and where the fact • 
was derived from. 

Page H of25 

(U) .Both the Classification Guide (342-97) and the Working Aid (01-97) ·....----------, 
can easily be found on the z Group WEB. 

iPOoe-,, If you have any questions relating to the classification guide 
or the working aid, please contact one of the z Group Classification.•• 
Advisory Officers. • • • • 

. 
------------~----------------------- ------------------------~-.-------J 

I 5e. 
by ... I ___ _,_I, z and I .. -----

·Background (U} 
. . . . . 

- . . . • • . 

I R51 
• . . 

• • 
• • . . . • . 

• • • • . . 
• . • • • • • • . . . . • . • • • . 

• • 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

. . . . . • . . .. 
-, (b) (3)-P.L . 86-361 

• • . . . . • • . . • . • • • • . . 
• • . 
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WWI-' 

I I 
• • • :0 g; 

•••• ~ c:: ~ When the I I group briefed DDO and DDT in February 1997, they 
proposed that two D0/D'l"' teams be formed immediately. gwas to 
plan the establishment of~ •p,:-Qquction process while ~oked at 
augmentation of the research proceSQ. _The ro osa wa .approved 
by DDO and DDT, and by the. end of Februa. I • • was name~. the 
Executive Agent of with • •cl,Ild • • • • • • • 
named as the leaders of and r~sp_~at,,ively. • • • • • • • • : 

. •• ••• • • ••• • • \ • • • • ♦ ♦ • • 
....----------- • • • • • • • • • • • ♦ ♦ • 

~teams h~v~ •1:!at.h. .c;u:.:ilt't:?el .p.,ropl>11aJ.s. adci • •: • •. ♦------------"' . ~ . . . . . . . . .. brief senior lea E!'r~ni,p,.j,,ncluding Du0•~.00?,•oh•~q,ei~•:. ••♦-• • • • • ··!...• • ~ ' • • .... recommendations. The proposals are summarizea•1:1eiew,.:O"ll,t il:•~h~-.l'J.•.'.,, :, .... . . . . ..... ,·~ ... 
be noted that these are draft recommendations: the details of~ e:tre~:!'. ::••••••••✓-..:'.{,:; 
implementations are yet to be resolved. ·. • •.:. ■.'. • 

• • ■ • • • • • • • • • • • • • • • • • • • 

...._ ___ , _) •. : . 

. . . . . . . . . . . . . . . . . . . . . . . 
. . . . . 

("!■ Sc:Q.l. The .......,,....._-,.,~~a:n• ~~g~n its effort by defini~g an overall ._! __ __,( 

process model that differentiated research/technique development from 
production activities. This model outlined three separate activity 
threads·_ technique development, developmental'exploitation 
(overlapped research/production), and sustained production exploitation. 
Fou,r groups were identified to support the production portions of this 
process model: Customer-Focused Analysis and Development for customer 
liaison and target development; Operational Production for carrying out 
exploitation activities; Production Software Development to create 
and package software tools and databases to support Operations; and 
Infrastructure Development and Management to provide and manage the 
production hardware/software-baseline. Given these groups and 
the process flow, an analyst-driven production cycle was identified.and 
described along with a_detailed list of the software tools, databases 
and hardware infrastructure needed to support it. 

.. 
• 

u, 
ex, 0 

"' I W 
WO 
"'I\) 

w 
I 

'U 

I:"' 

ex, 

"' I 
w 
"' 

~ 

.... 

9/24/2010 



August 1997 TALES OF THE KRYPT 
Doc ID: 6823818 -

into a scalable, flexible, and sustainable production process,. the 
following is recommended: 

* Build the hardware infrastrucfure for exp1oitation 
operations i_n the· OPS complex. 

* Develop the product·ion software tools and databases needed 
to support target development and! I exploitation 
operations. • • •••• . . . . 

Pag~ 16 of25 

(b) (1) * Begin intensive training in I !exploitation 
operations to expand the pool of qualified people "capa"b'l~ "oI • 

·performing this function. 

(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

~ Resour~e estimates to bui~'"'""L.L.1.....u.u..1w..1.sa..r....i.i.u.=~1...1..i.w-l.ii.l,/J;"""-'a..i.,.1.1.1.1.1.,;i __ ~• 

ca abilit· within.a ear are: 

resources will be provided by DO, the implementation details have yet 
to be worked out. 

...._ __ -41~ ..... 
~ The team consisted of . . . 

. . . . . . . . • 

♦ 

♦ 

"--------1. Technical Director I set'vt:!d ■as .meptor .. The teafn• :i.n.terviewed •• 
representatives" of ina:r\y' 1\.gem::y aor~anha,,tj.qns t~ 0find bet. 1:Q.~ curr~nt. - - • • •~ . . . . . ... • . . . . . . . . . . . .. 
status of the;i.r research and to identify gaps in. covefa'gt:"! •0"£• ltey ■ •••••••••."•'•/·1 
technologies. Their proposal recommends. specific ac:tions for DO and DT. ·(b)(3)-P.i. 

(! @@8) In add:j.tion to the technology gaps, the team found several 
systemic problems that ·it termed "cultural gaps."_ Not all of these 
problems are unique to the .__ ___ ..,..,.-.....,.--1,arena, but all are important. 
The two most significant gaps are (1) the l"atk-ot.~orporate operational 
goals for! I exploitation and (:2) ! • • • • .... • 

■ ■ ■ • • ■ ■ ■ • • • ■ • • ■ I ■ ■ • .a • ■ • 

86-361 

. . . . . . . . . . . . . . . . . . 
,....1,.J...l,~.u...--=-Wii. ............ ....,....y .~eels. <J-11 ,aqgr,!=~qi;ve .5.y~;i::- .c:.o;i::-1;u:~ri?-tE:. g-Qa,.1. td.t'. _tlte'. •• ■• •• •• ■• -.•-.• .. •~•4-.-----, 

contribution to the Agency product; the recommendation ~ • • • • • 
is L.-,......-..--,-----,---...,,..-,,-,,..,,,.,,,_-...,,...---:------=----=-~-~--,---,-,,---=-=-----=--==' 
for.t e lst·quarter o 1997. Such a goal w~uld galvanize the DO and DT 
commitments and it would provide focus and coordination to the research, 
development and production processes· I • :- : 1 11 • , 

~) The heart of thei I.recommendation is a list of seven new .•• 
research initiatives, each with a! .detailed resear_ch proposal. They are: • • 

• • • 
• 

• • • 

• 

• • • • 
• 

• 

I I 
..., U1 
• 0 
t:-< 
• C: 

C/l 
a, n 
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WO 
"'I\) ... 

~l (b) (3)-P.L. 86-36 
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* I@ QQOI 
should be started. Some · • 

.._m_emb...,.._e_r_s_o""'f,,.....e_a_c""'h,.....p_o_d __ s_h_o_u..,.l""'d_b_e __ ,...d_e.,,,s ighA t!etl • ~rom. .tp~ .s ::art as 

• . 
. . 
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• • • . . . . . . . . .... those who will continue the pod. e·fforts in their home o"rArtch• 
I I after the pod disbands, when the other pod members 

. . . . . . . ~ . •. -: __ _ 
• • • • return to their organizations. . . ' 

~ .. •• •• •• •• ~ ••~. j • • ■ LiJ 1~ •Th~· •r~~_;l t~ •of~ th~ ! ! pod should be 

co captured and contiued by a permanent organization I !when 

p,. 
I 

e 

• ■tp~ J)pQ- ~epQ.,Ei. .•.••••••• ■ ■ ■ ■ ■ • • • ■ ■ • • • • • • • • • • _....,.. _ ___. . . . . 
---'----------'-------------------* \":! @@8-1 I 

. . . . . . . . 
• • ■ 

ti- •••••••••• \ • 

~ .. '\ . \' '. . ~.\\ .-i· . . ~ . . ... 
.......... ~---.-:-,♦-.----------------------------.--- •• 

• •* ts @"'°' •I · - • • • " f .. r. . . . . . I should be 
to{me.d in the' F;1·1• tq carry on the most, promising research 

.frt>pt ci\e Bowie s~~ .. • fl.g<;in, this effort ·should be closely. 
• coo:r-qimtt.ed with the I r ... 

♦ ♦ • 

: ~ In all, • t.he i--------7 team recommend~ LJnew p·eople be added to 
"the research ef~~t~ the end of the summer, with approximately 
t=Jcoming from Z. • .As noted above, the teams will be housed in 
different organizations. A technical oversight board composed of 
representative~ from._ ____________________ will 

coordinate the ·teams' activities. 

HHUUft ■■ nnuu ■ n ■ unuonou ■ uUUH ■ nunuuun ■■ n ■■ HHUUUH ■■ Wnn ■ n ■ n ■ nuuun·■ n~uuuou ■ nNn . . 
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6. (U) COMMUNITY SERVICE 
(b) (1) 

6a. (U) Z2 Summer Program Student Presentations 
(b) (3)-50 USC 3024(i) 
(b) (3)-P.L. 86-36 

• Tues Aug 19th 9-11 in 9Al35 • • 

Thurs Aug 21st 9-11 in 9A135 

I .. . . . 
(b) (3)-P.L. 86-361 

9/24/2010 
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(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 ~- . ..,,..-------,,----' 

\"PBU~ The talks will probably not last 2.hours, but we have the room 
just in case : ) 

We hope to see you there! 

** Calendar Appointment** 

Date: 
Start: 
Stop: 

08/19/97 
·9:00 am 
11:00 am 

i .. 
• • • • • • • . 

• • • • • . What: Z2SP Student Presentations 
Room 9A135 . . . . . . . . . . J (b) (3) -P .L. 86-361 

** Calendar Appointment** 

Date: 
Sta.rt: 
Stop: 
What: 

08/21/97 
9:00 am 
11:00 am 
Z2SP Student Presentations 
Room 9A135 

♦ 

• 

f 

•. 
• • • 

• 
• • 

• 
• 

• 

•• •• 
♦• 

•• • ♦ • • . . • . . 
• • 

• 
• 

-------- ------------. ----------------------------·-~-------------------
6b; (U) NSA Science and Engineering Society Presentation ... 
This article is UNCLASSIFIED in its entirety. • 

• 
The NSA Science and Engineering Society wilf •sponsor. a pres.entation byl · _on August 14, at 10:00 AM 

in the Research and Engineering Symposium Center. The title of their 
talk will be: . 

"HYBRID TECHNOLOGY MULTI-THREADED ARCHITECTURE 
FOR HIGH PERFORMANCE COMPUTING." 

Many important problems in Physics, Chemistry, Biology, Fluid 
Dynamics, Cryptology, etc .. require computation in the 100 Teraflop to 

. 1000 Teraflop (Petaflop) performance range. Presently used 
arc_hitectures and hardware appear inadequate to achieve that goal in a 
timely, affordable, and credible way. 

NSA has started-a program with JPL to investigate the feasibility of 
a new architecture and its requisite hardware. The parallel processor 
configuration uses a multi-threaded architecture i~ order to 
accommodate the unavoidable latency of the memory path. To keep the 

.... ~ .... 
• • • • • • ■ • • 

(b) (3)-P.L. 86-361 

9/24/2010 
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numl;>er of processors "small", less.than 10,000, we are investigating 
the use of "single flux quantum" logic devices which are expected to 
operate at very low power and 50 Ghz; or faster-; clock rates. Beyond 
that, the difficult speed and power requirements are overshadowed by the 

· even more stressful requirements placed on the hierarchy of memories and 
the interconnections among them. Thes~ elements are also candidates for 
new technologies. 

I l is. a· research physidst i1;q1His fie~d of · . 
spacializati n is Low Temperature Physics, wi~h particular emphasis on 
high speed elec•t".t'pnics and· Superconducti ve devices. Much of his work 
has been a lied ih.the area of hi h erforman~ com utin. He 

• 

Page 19 of25 

• • 
. ..... .a 

I has been a res•~cher at the· IDA Cent~r for ·computing • •.♦• 
S~c~i•e•n•c•e•s-•s•i•n•c ... e•J..,990 .. His specialties include prograITirQing languages and.•.• 
compilers, systems•a.rchitectures •o eratin s stems a~d distributed ••• 

.. .. 

computing systems. •• • • 
• • • .. • • • 

This presentation is unclassified. All pers~11r1el are inviaed to 
attend. The presentation will be. brocidcast ove-:t .Newsmagazine. Channel · 
11.· •••. •• • . . . 

~oe8+, For information on or membership in 
Society contact Tom Kline,! 

. . • • • 
the•scµence+and Eng:i.rieeririg 

•. • • • • L •• . . . • • • . . .. ---------------------------. ---------. -------------. -------- •....-:-.... -.... ---
•• : •♦ : • . ·.,. ···----------, . I (b) (3)-P.L. 86-361 

6c. (U) NSA Science and Engineering Society 1997 Call for Papers 

• This article is UNCLASSIFIED in its entirety. 
• • . . 

The NSA Science and Engineering Society announces the fourth an~:O.al 
Science and Engineering Technical Paper Contest. The purpose ot•this 
competition is to recognize outstanding written contributionpto the 
science and engineering· fields. It is hoped, in addition,. ~hat such 
recognition of written work will encourage the sharing.r,{ expertise and 
experience in science and engineering throughout the.MSA community. 

. . 
• 

Authors must be employees of NSA or members of•other cryptologic 
elements assigned duty at NSA HQ or field sit..9'3•. Jointly authored 
papers are acceptable; winning teams w:i.11.ooare the prizes. Papers in 
all science and/or engineering fields mry•be submitted. They may be 
classified up through the TSC/TK/! _ level (no compartmented · 
papers accepted). Titles and abstracts must be class:i.fied appropr:i,ately 
for publication via NSA's WEBWORLD, ESS, and ENLIGHTEN. (For example, 
no TK or US ONLY titles or abstracts). Only.papers written since 1 June 
1996 are eligible. The manuscript must be no more than 50 pages in 
length, not including the coversheets described below. Pap~rs published 
or accepted for publication in outside journals are not automatically 
excluded. However, since ·they may have been edited by technical 
referees or editors, only the author's draft, as originally submitted 
for publication will be accepted for this competition. 

Up to three cash prizes for $250, $150 and $100 will be awarded to 
winners of this ·contest at the S&ES Fall luncheon. Plaques will also 
be given to each of the ·winning authors. If no papers are submitted 
which the judges deem worthy, no awards will be given. 

. . . . . . . . . . • • !II ••• 
. . I (bl (3)-P.L. 86-361 
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Papers will be judged on the following criteria:. 
1. Relevance to·the science andlor engineering field· 
2. Significance of the content to the.Agency mission 
3. Interest of the paper to Agency professionals 
4. Quality of writing 
5 . Originality 
6. State-of-the-art 

~&u~Submission: Each author or team should submit one hard copy of 
the paper by 2 September 1997 to: 

S&ES Technical Paper contest Evaluation committee 

Wayne E.- Smith, Jr. , ..._ ____________ email: 1._ _____ ~( 
Further info~&tjon on this S&ES Tecbnifal Pap~r.Contest can be • • 

l 
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o~taine~1fr(om._f ____ b_l_) _________ __. or Wayne s~1eh t>:ti( '(~ 
via emai pre era e . • • • .. 

. • • .. • t -----------------------------------------------------------------~~~-----..... 
• r-1 (-b-) (-3-) --P-. L-.-8 6---3 6-,1 7. (U) LITERARY NOTES: Book Review 

s•••••••••••:••·•• 
~ · The Bible Code_ .cy. 1111:i.chael • 1':r:"oMin" 

· 1 I 

. . . . . . . 
Book Review bye:=]" 

This review is UNCLASSIFIED in its entfrety. 

Some of our reaqers may already be aware of the Bible Code but the 
first time I heard of it was in a 15 June TV news report. The news 
report peaked my interest and Mike bought the.book the next day. 
After reading it, I.decided to share information from the book and 
some comments from the internet on the Bible Code with our Tales of 
th~ KRYPT_.readers. -

Initially Drosnin, an investigative reporter, went to Israel to meet 
with the Chief of Israeli Intelligence to research. the future of 
warfare. While there, a young intelligen.ce officer told him that he 
should see a mathematician in Jerusalem named.Rips who had found a code 
in the Bible with the exact date the Gulf Wa:r;:- would begin, three weeks 
before the war started. 

Eliyahu (Eli) Rips is considered a genius in the world of 
mathematics. When Drosnin first visited Rips in jerusalem in 1992, 
Drosnin picked up a Bible and asked Rips to show him the Gulf War. 
Rips didn"t open the Bible but turned on his computer, telling the 
reporter that "Th~ Bible code is a computer program.• Hebrew letters 
highlighted in five different colors creating a crossword puzzle pattern 
appeared on the screen. A print-out showed that "Hussein"i "Scuds", and 
"Russian missile" were all encoded together in Genesis. Eli had also 
found the date "fire on 3rd Shevat" which in the Hebrew calendar is 
equivalent to 18 January 1991 - the.start of the Gulf War. 

The Bible as it was first written -- the original Hebrew version of 
the Old Testament -- is where the Bible Code was discovered. Even: 
though the Bible has been translated into every language, the Bible Code 
only·exists in Hebrew.· The first hi~t of the encoding was found more 
than 50 years ago by a rabbi in ~rague, Czechoslovakia, ·who noticed that 
if he skipped fifty letters, and then another 50, and then another 50, 
the word "Torah" was spelled out at the beginning of the Book of 
Genesis. He found the same skip sequence again spelled out the word 
"Torah• in ·the Book of Exodus, in the Book of Numbers, and in the Book 

. . . 
.... . . . . . 

(b) (3) -P. L. 86-36 I 
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of Deuteronomy. This llhidden text"·, as described by Rips and his 
colleague, Dorc;m Witztum, a phys.icist, is composed of words spelled out 
by skipping equal numbers of letters through the original Hebrew text. 
They call this phenomenon Equi.distant Letter Sequences (ELS). 

Sir Isaac Newton, the first modern scientist, was obsessed with. 
finding a hidden code in the Bible which would reveal the future. He 
learned Hebrew and spent half his life trying to find the code. The 
author notes that there was, one essential_ tool-that Rips. had which 
Newton•didn't - a computer. The author says "The hidden text of the 
.l:$l.O.t.e was encoded with a kind of time-lock: It could not be opened 
until the .computer had been invented.• 

Rips ~nd Witztum did a controlled experiment in the Book of Genesis 
>from which they found the names of 32 Jewish famous sages and their 
dates of birth and death. After a peer review by several mathematicians 
and more testing on •fresh" data, the experiment.~as ·deemed successful. 
An· independent experiment to test-the phenomenon was conducted by Harold 
Gc;llls, a senior Cryptologic Mathematician nowJretired from NSA. Gans is 
described in the book as .•a senior code-breaker at the top secret U.S. 
National Security Agency, who confirmed that there is a code in the 
Bible that does reveal the future." Gans initially·was sure that the 
Bible Code was !'off-the-wall, ridiculous." But after his own 
independent research, including writing his own program, he found the 
same information as_ Rips and Witztum. He then detided·to see if the 
places of birth could.be found and he did find them as well as 34 
additional names of personalities, These _results made him a be1iever.' 
Most recently, Harold Gans issued a public statement via the internet 
which refutes Drosnin's theory of the Bible Code predicting the future. 

Drosnin was initially skeptical about the code and could not believe 
the divinely inspired Bible held a meaningful and human-discernable 
secret code. Doing his own research on Hebrew text of the Old Testament_ 
using the program Rips showed him, Drosnin discovered an ELS.set of 
remarks suggesting Yitzhak Rabin"s assassination in 1994, one year 
bef.ore Rabin was killed. This convinced Drosnin of the validity of the 
code, a point driven home by Rabin's death.in 1995. The jacket of the 
book prominantly displays the matrix window showing_ the name "Yitzhak 
Rabin" running down a column and the.words "Assassin that will 
assassinate• intersecting on the row with the second letter of his name. 
After the assassination of Rabin, Drosnin found the name of the 
·assassin, "Emir" near the original ~LS associated with Rabin's 
assassination. Drosnin spent five years researching the Bible Code-and 
this book is a result 9f his work. 

Drosnin details consistent "findings• of modern events, such as· the 
Oklahoma City bombing and the election of Netanyahu as Israeli Prime 
Minister - all encoded in the first five books of the Bible. His 
"findings• include such "translated" word patterns as "Bible Code" -
"He encoded the Torah, and more." - "Sealed before God." Drosnin's 

. "findings" also cover known assassinations from Abraham Lincoln to John 
F. Kennedy ·to Bobby Kennedy to Anwar Sadat with dates, places, and names 
of the assassins. For example, _the "translated" word patterns.·he gives 
for the John F. Kennedy assas~ination are: "President Kennedy• - "To die" 

- "Dallas" - "Oswald" - "Marksman" - "Name of assassin who.will 
assassinate" - '.'Oswald" (again) - "Ruby• - "He will kill the assassin." 
Drosnin. tries hard to "predict the future" based on his version of the 
Bible Code.- He provides •word patterns" to support his predictions 
about "an atomic holocaust" and the "End of Days," 

Page 21 of 25 . 

(b) (3)-P.L. 86-36 
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Unless you cari read Hebrew, the many examples Drosnin gives in the 
book must be accepted "on faith." However, critics of the Bible Code, 
among the many Internet sites, accuse Drosniri of loosely translating 
Hebrew t'ext to fit his objective. Mathematicians also argue.that even 
Rips, outside. of "wild" claims by Drosnin, arranges matrices to fit his 
"observed" ELS decodings. 

The book was -an interesting :read once you got used to Drosnin' s 
repetitiveness. But it would be unwise to call it.scientific or 
anywhere near mathematically proven. 

II ti II H U II II II II ff II II 11 II II II It It JI II II II II II II H II H H It tf II II H 11 11 11 II 11 11 n ff n. 11 If II It ti II fl II II II II II II II If• II II II II II II II II II II II II II II 
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8. (U) PROBLEMS AND PUZZLES 
byl I. Z433 . . 

8a. (U) Solution to July puz~l•e- Jcourtesy ofl . l 
. . 

This puzzle.is UNCLASSIFIED in its entrret:r· . 
Some months ago there was a puzzle about fiv~•pi~ates trying \o divide 

up 1000 gold coins. This is an extension to that p~z2>l~. • . . 
. 

Page 22of25 

·once again we have five pirates, with the following six 
characteristics: • ••1 (b) (3)-P.L. 86-361 

1) Will do anything to avoid dying 
2) Infinitely bloodthirsty 
3) Infinitely greedy 
4) Smart 
5) Risk neutrai: e.g. a half a chance of 

or worse than certainly getting 5 
6) They are all ambivalent to each other 

. 
getting 10 coins i~•no better 

• 

They have a booty of 1000 gold coins to share, anci•reach the following 
agreement for ·doing it. .• 

They will draw straws. The short one makes ~•proposal. Everyone 
votes. If a clear majority are in favor, the•money is divided up. 
Otherwise, they throw him overboard (so he.aies), and draw straws again. 

What should the pirate who draws the.short straw first propose? 

Solution: (courtesy of! ~------~r 
As with the other problem, we'll work it back from 2 survivors. We 

shall call the one who draws the short straw at each stage, "Roger". 
We know that it is someone different each time but, since it is 
well-known that all pirates are called Roger, it doesn't matter. 

With 2 survivors, Roger dies and the other keeps all. The expected 
winnings for each is 500 coihs. Therefore if there are 3 pirates 
remaining, Roger needs to offer one of the others 501 coins in order to 
gain their vote. Obviously, the expected winnings of each is 1000/3 
coins. 

With 4 pirates remaining, Roge:r has to get the vote of at least two of 
the others, and so must offer them each at least 334 coins. He can •1--------therefore keep 332 for himself. Expected winnings are 250 coins. (b) ( 3 )-P.L. 86-36 ..... 

. ·- . . . . . . 
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For 5 pirates, Roger needs to offer 2 others 251 coins each but can 
keep 498 for himself. 

Note that, we needl?-'t have gone through all.that analysis. -We could 
nave started with the fact that, with 4 pirates remaining, they will all 
use the s.ame strategy if they draw the short straw so the expected 
winnings for each pirate is 1000/4 = 250. 

Now consider N pirates. The expected winnings for (N-1) pirates. is 
1000/(N-1). Roger needs to get the·vote of Floor(N/2) of the other 
pirates in order to survive, so he should offer each of them 

1 + Floor(lOOO/(N-1)). 
So he can keep 1000 - ( Floor{N/2) * (1 + Floor(lOOO/(N-1)) ) coins 
himself. 

If N>4 and not too big, this means he does better than his fair 
·share!' 

Something startling appears tci happen around N=lOOO (but in fact 
occurs near every divisor of 1000) 

# pir"ates # coins for Roger 
2 0 
3 499 
4 332 
5 498 
6 397 
7 499 
8 428 
9 496 
10 440 

99 461 
100 450 
101 · 450 

996 4 
997 4 
998 2 
999 2 
1000- 0 
1001 0 
1002 499 
1003 499 

i...,.,...S-=0-=l-=u-=t""'i""'o""n""s""""w""e""r""e=-=-r=-=-e=c=e-=i-=v-=:-=:-=--=::-::::-:::,.,:,.,_,.,l_::-:_::-:_::-:_:-_:-_:-_:-_=-=-=-=-=--=--=--=--=-=-=-=-=-=-=-=-=-=-=-=-=-::-::-::-::_::-:_::-:_::-:_:-_==--=-=-;2.j_ . 
♦ 

• • 
Sb. (U) August puzzle • • 
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(Taken with ·permission from the-pages of the Grey Labyrinth at 
http://www.wx3.comilabyrinth/index.htm if you have an outside account). 

• • 
♦ • 

• •• #---------1 (b) (3)-P.L. 86-36 . 
This puzzle is UNCLASSIFIED in its entirety .. 

After spending several hours· pouring over the puzzles in the Labyrinth,.•• 
you work up quite-a.thirst. So you stroll down the hall to the comRan~• 
soda machine. The machine has three buttons, which dispense • • • 
"Royal-Fizz-Cola", "Dyspepsiall, and a third which randomly Qidt~ibutes 

• . . .--------------------------t 
• • 
. . . . 
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either one. Years of experience have shown that the labels are never 
correct .. For example, the button labeled .. Royal-Fizz-Cola .. might always 
yield Dyspepsia, or it might randomiy deliver either, but never reliably 
Royal-Fizz-Cola. · 

Today the machine was refilled, so you don't know which button gives 
which soda. If making a selection costs a dollar, what is the minimum 
you must spend, and why, before you can be certain which butt6ns deliver 
which sodas? 

Send answers, as well as puzzle submissions, 

I· 
to l,.._ ____ _,_l 

ft • • • • • • • ♦ ♦ 
..................................... ~-• .. 11~ ..................................................... ~ .... . 

/l/l/ll!/lllll/llllll//////l//l//~J/177tlt)/4!/ill/llll/l//l/J///l/ll}f~/ 
. . • • • • • • • • . ♦ 

•• ~ • • • • • ♦ • 

9. {U) EDITORIAL CORNER •••••• ♦ 

REMINDER: Submissions for the September issue are due by August 22nd. 

PLEASE NOTE: All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

If you have any comments or suggestions, please submit them to any 
member of the editorial board. 

EDITORIAL BOARD 

• I .. 
uacK Ingram, cryptologic History Museum, I . . I 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

NSA HomeJ>age 

ti' 

ro 
"' I 
w 
"' 

(bl (3)-P.L. 86-36 
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DERIIJED FROM: NSAICSSM 12.3-2.1 
DAlED 3 SEP 1991 

Dl!CLASSlfYON: SOURCE MARl<l!!D 10AOR• 
. DATE OF SOURCE: 3 SEP 1991 

·-• • 

I (b) (3)-P.L. 86-361 

! 
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10. (U) Editorial Corner ... I (b) (3) -P. L. 86-361 

IIIIIIIIIINIINttnNHHIINltllllftllhhnllt11fHllltHIIHQHttllllllllllNHN1tllllllHlllllltfllflftUHIIIIHHnn11n11n11H11""· 

/lllllllllllfllllllllllllllllll/lllllllllllllllll/lllllllllll//ll/llll// 

1. (U) CALENDAR 

Jan 29 (U) Fourth Annual Breakfast Affair For Newly Certified 
Cryptanalysts (BANCC), 0800-1000, Canine Suite 
(See .3a.) 

PLAN AHEAD 

Mar 23-27 (U) CARD 1 98 at CSE 

Mar 30-April 3 (U) CRYSCO at NSA (See 5b.) 

Apr 13-17 (U) CA-305 at NSA 

Apr 20-24 (U) Signals Analysis Development Conference 

May 11-15 (U) ACE at GCHQ (See 5a.) 

II II JI II d H fl II II II II ti ff II II ff II II H N II H 11 11 11 11 ■ 11 H II U II II 11 11 II ti H It n II II ■ I N II ff ft ff II II M II ■ II If ff n ft II II n II II JI II U ti ft H II II 
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2. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

2a. (U) CA PQE Update 

(~ The CA Career Panel has ·made some changes to the eligibility 
requirement for taking the annual Professional Qualification 
Exam1nation (PQE). Instead of having to complete two years of 
cryptanalytic· work experience and approximately.eight training 
courses, the aspirant must now complete one year of CA experience (two 
of the five diversity tours), .and three courses: CA-107 (Exploitation 
of Manual Cryptosystems), CA-123 (Introduction to Shift Registers), 
and CA-110 (Introductory Cryptostatistics). The new requirements·were 
instituted in an effort to afford the aspirant more opportunities to 
attempt the PQE. 

(U) The PQE will be given in early May; announcements of dates, 
sign-up procedures, and review sessions will be made in future editions 
·of _Tales of the KRYPT_, as weli as on ESS topic 1284, and via wide 
email distributions. 

2b. ~ ·Intern Accomplishments 

The Cryptanalysis Career Panel is pleased to announce the following: 

· I 1- P.romotion to GG-13 

~1=====~·~•!....1,•,·········· 
. ~ SPCA • • • ■ ••• • •• • 
...._ ______ ___,_ •••••• ■ ••••••••••••• ······•• .. ----------, 

• • • • • • • • • • • • • • • • • ■ ■ •j(b) (3)-P.L. 86-361 - SPCA _ . .._ _________ __, .. 
. 

...---------------------------1' . 
. . . . 

. . . . • • 
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2c. ~ c·alling ·All Senior Cryptanalysts 

Are. you looking for a career-·enhancing way to_ serve your skill field? 
The Cryptanalysis Career Panel {CACP) is now accepting applications for 
Panel membership. The CACP addresses issues dealing with the 
cryptanalysis· career field, such as professionalization, technicaf 
track oversight, CA intern and cross-training programs, hiring, annual 
cryptanalysis-conference, CA training, and other matters. Panel 
members are expe.cte9- to attend monthly meetings and participate in 
working groups or subcommittees related to the above issues: 
Professionalized cryptanalysts (Grade 14 and above) from all over the 
Agency are invited to.apply. To submit an application, email a current 
PERSt.JI1 and narrative paragraph stating why you would like to join the 
Panel and what yoU: feel you could contribute,-to the CACP office 
(h111aaa2nsa) by COB 2 February 1998. For more information call 

1 1. - · . 
._ . ' 

• I ···············~························································ . . 
////////////////l,l4//l////l/////j//////////J///I/I/////II////I///////II . . 

3. (U) KRYPTOS SOCIET;•N~WS: Fourth Annual BANCC for Newly Certified 
Cryptanalysts ••. 

(U) The KRYPTOS Society is pleased~o.announce the Fourth Annual 
Breakfast Affair for Newly Certified Cryp~analysts (BANCC) . 

(~ List of Honorees: 

(U) WHEN: Thursday, January 29, 1998 
8:00 to 10:00 a.m. 

• . • • • 

" ..... 

. • • 
• 

. . . . . . . I 

Breakfast Buffet is scheduled to be ready by 8:00! 

WHERE: Canine Suite 

COST: $6.00 

Breakfast Buffet Menu: 
Traditional Scrambled Eggs 
Crisp Bacon 
Sausage Links 
French Toast 
Homemade Biscuits 
Hash Brown Potatoes or Cinnamon Apples 
Juice 

(b) (3)-P.L. 86-361 · 

Selection of Teas 
Freshly Brewed Coffee 

I (b) (3)-P.L. 86-36 

• 
• 

Page 3 Qf12 
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Sign up and pay $6. 00 to one o·f the following 
people by Monday, January 26, 1998: 

Page4 of 12. 

. . .. ·I (b) (3)-P.L. 86-361 

• • . • • • • • • 

• . 
• . 

• 

• 

• • . . . . 
• 

. . 

. . 
you have any questions regarding tfis breakfast: .. ~lease 

. . . ••••••••••••••••••••••••••••••••••••••~••••••••••••••••~•••onnnunnnnnnnn 
lllll/llllllllilllll//lllllll/l//l/ll///ll/ll/l//l/////,1/IIII/I///II/II/ 

4. (U) TECHNICAL ARTICLES . • 
• 

~ How I Met the "Bit Fairy", by ... I ______ ..... r CMP 

~ I am a z group cryppie. As such, there is a seemingly endless 
supply of bits to analyze. Sometimes I am successful, other times I'm 
not. I never really gave any thought, however, to where the bits came 
from or how they came to be in my directory tree ... until now. 

(U) Most readers are familiar with baseband digital systems, .where 
.·digital ones and zeros are transmitted directly without any shift in 
the frequencies. Because these signals have high power at low 
frequency, it's perfectly natural to send these over a pair of wires or 
a length of coaxial cable. These signals, however, cannot be 
transmitted over.the air because you would need an antenna the size of 
the World Trade Cent.er in order to radiate the low frequency spectrum of 
these signals. In order to transmit these signals over a radio link we 
must shift the signal's frequency spectrum--modulate the signal--to a 
higher band. 

(U) The spectrum of a baseband signal can be shifted to a higher 
freqUency by modulat.ing a high frequency sinusoid--carrier--by the 
baseband signal. Consider a general sinusoid'or carrier 

A*cos(w*t + p) 

it has three components: the amplitude A, frequency·w, and phase p 
which may be a non-constant function of time t. Consequently, three 
basic types of modulation exist: amplitud~ modulation (AM), frequency 
modulation (FM), and phase modulation (PM). 

(U)_ In AM, the carrier's amplitude is varied in direct proportion to 
the baseband signal. For example, if our baseband signal is a stream 
of ones and zeros then the modulated carrier would look like short 
bursts of the 

. . ,__ _________________ .;.... _______ _ • 
• • 

I (b) (3)-P.L. 86-36 
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I ,_ digital stream 10010 

carrier cos(w*t) when the baseband signal was a one and zero otherwise. 
This modulation scheme for transmitting binary data is known as on-off 
keying (OOK) or amplitude shift keying (ASK). You might think of 
OOK/ASK in terms of old Morse code transmitters and a data clock: When 
the key is pressed, we send a tone (binary 1), otherwise we send 
nothing (binary 0). 

(U) In PM, the carrier's phase is modified according to the baseband 
signal. Recall the following identity from trigonometry: 

cos( A+ B) = cos(A) cos(B) - sin(Al sin(B). 

Using this identity we see 

cos( w*t +pi) = cos(w*t) cos(pi) 
= cos(w*t) (-1) 

-cos (w*t). 

sin(w*t) sin(pi) 
- sin(w*t) (0) 

Hence, we can transmit a binary 1 by cos (w*t) and a bina_ry O by 
-cos(w*t). These signals are out of phase by 180 degrees. Clearly, 
in phase shift keying (PSK) the digital information is carried in the 
phase of·the carrier. 

(U) Finally, in FM, digital data is transmitted by varying the 
frequency of a carrier. In the case of frequency shift keying (~SK) a 
binary zero is transmitted by sending cos(w_O*t) arid a binary one is 
transmitted by sending cos(w_l*t) whe.re w_l > w_O. One might think of 
FSK in terms of a piano keyboard. To transmit a zero, we hit the (say) 
low A key; to transmit a one, we hit the (say) high F key. 

11 ti II II II ft ft II H H 11 II ff H ti II II II II II II II h II R II It. 11 H 11 11 11 11 It If ti 11· It ., ff ·11 11 11 ff 11 11 n H II II II ■ H II II H II II II ft H ti II II II II ft ■ ■ II ff II 
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5. (U) COMMUNITY NEWS 

5a. (U) Upcoming ACE 

("f1191J,Q,J The next Annual Cryptomathematics Exchange (ACE) will be held 
the week of May 11-15 at GCHQ, Cheltenham. Both the format of, and 
the process to set up the conference, will be slightly different from 
last 'time, and the organizing committee wants suggestions for session 
topics from the community. The goal is to produce more robust and 
cohesive conference sessions. 

~ Morning plenary sessions at ACE will include half hour talks 
of general interest open to all conference attendees. These sessions 
may be classified ·up to TSC, but may not contain compartmented or 

Page 5 of 12 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

source-related material. The audience will come from Australia, -------
Canada, New Zealand, the UK and the us·, __ including attendees from. I (b) (3)-P.L. 86-361 

. . . .. . . . . 
--------------------------·· . . . 9/24/2010 
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CCR-LJ, CCR-P, and CCS. _ 

(~Each afternoon will be split into 3-5 parallel workshops, each 
workshop on a single topic. The intent is to keep workshops open to as 
many attendees as possible. However,~essions will be considered· 
if they allow for the exchange of useful n~w ideas across the 
cryptomathematics community. • . 

topics to be featured at th~s year's conference will 
• 

• 

Page 6 of 12 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 ··••'---------J 

• 
• 

(~ Abstracts may be up to 8 pages in length and mJat be properly 
classified, including paragraph classifications. Note \hat in a change 
from last year, "final" abstracts are being requested at•the_beginning 
of the s.elE?ction process. All abstracts should be submit:ted through a -
local ACE representative-by 23 January. • 

• 
( _ us personnel must also submit a signed Conference AP1':foval Sheet· 
available from ACE re s) by the above date directly to I • l 

Forms may be ~arwarded via secure f1lx to 
weekdays, 6filtl ■-. 8pm, " for I - '• : l ______ _,_ . . . ,._---------------~-. . . . . . . . . . . . . . . . . .. 

representatives":• • • • . • • • • •• (FOUO) ACE . . . . ,,. .. ,,. .,. ·. .. . . . . . ,,, .... ---- .·• .... :-. . ' .. , ....... ________ _ 
1 (b) (3)-P.L. 86-361 _ 

(U) Remember that abstracts for proposed ACE98 talks are due 
by 5 pm FRIDAY, JANUARY 23. 

-------------------------------.----------------------------------------
Sb.~) Cryptanalytic Software Conference 1998 (CRYSCO 1 98) Call for 

Papers 

"'-,.) The Cryptanalytic Software Conference 1998 (CRYSCO •:98) will be 
held from March 30th through April 3rd 1998 at NSA. rhe theme of this 
year's conference will be: "Improving the Effectiveness and 
Availability of Analytic Tools.• The purpose of this_ conference will 
be to facilitate· software exchange, coordinate joint efforts, discuss 
future trends, and share experiences and express concerns over software 

------------------------- .... 
· 1 (b) (3)-P.L. 86-361 

9/24/2010 
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and software development· issues. This conference will be attended by 
representatives of all Second Party agencies, and IDA contractors_.· 

{U) The format of CRYSCO '98 will generally follow tradition. There 
will be a mixture nf technical and liaison issues presented in the form 
of a discussion session. Nominally, discussion sessions will begin 
with a 10-15 minute briefing introducing the topic, and will _conclude 
with approximately 70 minutes of moderated discussion with the amount 
of time allocated for the moderated discussion being adjusted 
according to the complexity of each session. · 

CU) The topics to be discussed at CRYSCO '98 are: 

{U) How ·to use the Web and other information technology tools (e.g., 
CORBA). 

~ Microcomputer Architectures (Windows 95/98/NT, Linux, etc.) -
How can we use them? 

~ The Softwa;e Engineering Institute' s Capability Maturity Model -
. What· is it and how can it deliver better software for the 

analyst? 

'\"P'ef:J~ Object Oriented Methodology (00) - How can we best use this? 
Which applications have been successful? Which have not? 

Cryptologic_ Infrastructures: Unified Cryptologic Architecture 
(UCA), SINEWS, etc.~ What does it mean to develop~rs/users? 

(U) UNICODE short discussion session (10-15 minutes presentation, 
30-35 minutes discussion). 

{U) SMIRE Topics: 

(U)- How to retire programs. 

(U) ~anaging change in software components (e.g., changing I/0 
of library routines.) - how to do it without upsetting the 
apple cart. 

(U) Commercial software - what we use, what we plan to use, 
and for what applications. 

'"\"1"6~Common operating environment for z workstations. 

~Handling dependencies in software - consequences for 
package librarians, and exchange issues . 

. ~ Software Exchange Issues 

~ Defense Information Infrastructure Common Operating 
Environment. 

(U) New business 

{'t:-e~ Modern Communications Software: Signals Analysis and 
Computer~to-Computer Communications: 

What is being done? 

• • 
• 

J (b) (3)-P.L. 86-361 

. 

Page 7 ofl2 

9/24/2010 



JANUARY 1998 TALES OF THE KRYPT 
Doc ID: <>82"3'815-

Page 8 of 12 

What software is being used/developed? 

Are there any unmet needs? 

(U) Open discussion on programming topics/techniques - programmer's 
roundtable discussion. 

what language(s) to use for a particular job. 

Optimization vs. Portability. 

To write scripts or programs. 

Parallel vs. Vector vs. Distributed processing. 

Other topics as appropriate. 

(U) The Future of Computers: 

SNV2 - What is it? 

MPPs Will the T3E ever work right? 

Distributed Computing - I have a Cray-1 on my desk·; what 
should I be doing with it? 

(U) Liaison Topics: 

CA Web Issues. 

Year 2000. What problems are in the software? What is 
being done about them? 

Should we hold any s~bject-specific liaison workshops? 

What are our plans vis a vis the "next• generation of 
workstations - what ate we looking for, what will we use? 

(~ Questions may be addressed to the following: 

..____ __ [ .. 
--------------. -----------. -------------·------------- ......... ---------------. . . . . . 

Sir Peter Ma:Lchurch Awardees Announced: ••. 

I _ · I . . . · · ·. 
(Repn.nt of nouncement by L.! ________ ·_•_• _•_•_•_,+ ...... •• ........ .: .: • 

5 C • ('P8{i!Qj 

~~ee> It gives me great pleasure to announce that the recipients of 
the ninth annual Sir ~eter Marychurch Award for excellence in 
cryptanalysis are'------,-----------------~ both of R51, 
for their remarkable accomplishments in discovering and dev"elop"ing a. 
I. . I 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

_____ ...... ~········· 
('t"C~ The Joint. US/UK Selection 

............... . . . . . . 

Board described this work as ft:>ilow~: . . . . . . . . . . . . . _________________________ _,. 

CD 

"' I 
w 
"' 

9/24/2010 
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(bl (1) 
• (b) (3) -50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

6. . ~ CA History: "The _Lusitania_ ard British. Cryptanalris", . 
from _CRYPTOLOGIC ALMANAC_, by_ _ . • • • • • • • •I (bl (3)-:P.L. 86-361 

(U) On 7 May 1915, within sight of the coast of Ireland, .German U-boat 
U-20 struck the luxurious passenger ship _Lusitania_ with a single 
torpedo. The ship sank in eighteen minutes, ki.lling 1, 195· of the 
1,959 passengers and crew, 123 of whom were Americans; Anger exploded 

-on both sides of the Atlantic as the result_ of the incidel'.!t. How 
could the Germans have been so barbaric as to sink a passenger ship? 
Could it have beeri prevented? Looking back on ·the event from almost 
eighty-three years in the future, we might find it odd that more steps 
were not taken to try to prevent such an attack. The British 
Admiralty's code-breaking organization had an ambitious cryptanalytic 
effort against the German Navy. Why did they neglect to warn the 
_Lusitania_ of the U-boat activity off the section of the Irish. coast 
toward which-it was heading? 

(U) The British code-breaking organization, known as Room .40, was 
formed in August l914. By late 1914, thanks to careful cryptanalysis 
and traffic analysis, Room 40 had learned a great deal about the 
German U-boat _fleet, including its size and composition and the general 
location of each boat. In spite of this detailed information, it was 
impossible for the Room 40 analysts to_ know the precise location of 
any single U-boat at any given time. The exact. location of each boat 
depended a great deal upon the weather, the availability of s~ips to 
attack, and the whims of the U-boat captain, none of which could be 
predicted in advance: So even if, for.example, Room 40 knew that U-20 
had been ordered to the Irish Channel in early• May 1915, they would 
have had no idea where the boat was once it got there. 

(Ul Further complicating matters was that the Room 40 analysts had no 
idea where any British .ships were. To attempt to protect British and 
Allied ships from German attacks, their exact locations were kept 
secret once the ships left port. The locations of the civilian ships 
were compil~d and maintained by the Trade Division of the British· 
Admiralty, which was not privy to Room 40's U-boat information, also 
for security reasons. Furthermore, the only man who appears to have 
had access to both sets of information and the power to take action to 
try to prevent the _Lusitania_ disaster was the First Lord of the 

· Admiralty, Winston Churchill. Unfortunately, he was in.France at the 
time, meeting with the commander of the British Expeditionary Forces 
and thus was unable to review the closely guarded decrypts of the 
German U-boat communications. 

(U) So was the _Lusitania_ disaster caused in any way by Room 40's_ 
negligence? Definitely not. A paranoia for secrecy appears to have 
·been the only serious flaw in the ha~dling of the information derived 
from the decrypts at the time of the sinking of the _Lusitania_. This 
flaw, however, was not the fault of the Room 40 staff, but of their 

. . . . . . . . . . . . 
• • • • • • • ■ 

(b) (3)-P.L. 86-36 
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superiors. Because so many people were ignorant of th.e very existence 
of ROOIT\ 40, including the head of the Trade Division, Room 40 1 s· 
valuable information could not be used to its greatest advantage in 
warning civilian vessels. As a resu_lt of the sinking of the 
_Lusitania_, information from the decrypts was used to help British 
destroyers search out and sink U-boats, thus protecting all British 
shipping. 

(U) Sources: 

Ballad, Robert D. _Exploring the Lusitania_. New York: 
Madison Publishing Inc., 1995. 

Beesley, Patrick. _Room 40_. London: Hamish Hamilton LTD, 1982. 

II II II II II fl fl 11 11 II 11 11 It II II II It II II H II II II II II II U It H 11 11 11 11 11 11 II H II If 11 "· 11 If 11 11 11 II 11 11 11 11 11 11 11 ~ U II ft ff II H H II II II II ft ■ ■ ti ff II 
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7. (U) · Recommended Reading: "CollectE;id Papers on Cryptanalytic 
Diagnosis", from _NSA's Attic_ 

~ Diagnosis is considered to be essential for successful 
crypt~alysis. · However, little.had been written about the specific. 
talents and procedures· required for cryptanalytic diagnosis. The 
papers in Accession #35299 in the NSA/CSS Archives offer a substantial 
contribution to the subject of cryptodi~gnosis. It was hoped that the 
publications would stimulate readers to further work in the area and 
provide a better understanding of diagnostic practices in 
cryptanalytic· operations. The accessicm contains papers by Lambros 
Callimahos, I I Frank Lewis, John Tiltman and other 
noteworthy cryptanalysts . • • • • • • • • ••••• 

■ ••••••••••••••• · . . . . . . 
("1"e{;QJ For further information on the holdings in the NSA Archives, the • • • •. • • • • 
NSA/CSS Archives Home Page is now operational on the NSA World Wide 
Web. This web site feature·s present and past issues of "NSA's Attic," 
information on NSA/CSS Archival S'ervices, photos, and information on. 
tours and briefin_gs. Send in your suggestions as to what other· ap:a.s . .... • • • • • 

you would like to see on this page to! lat 
r b e-mail to The webworld URL is: 

w 
I 

ltj 

t< 

co 
m 
I ··············· ::::::::::,,,,,,,,,. ~ 

■ ••••••••• ■ •••••••• t I -I·, I ' ••• • ..... 
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8. (~ PROBLEMS AND PUZZLES • • • • 
by _I _______ _, 

. . . . . . . . . . . 

(~) As has been our practice in the past, there is no new puzzle 
this month so as not to impose any extra duties as you try to complete 
the Kristmas Kryptos Kwiz. Remember, the deadline is January 23, and 
solutions are to be mailed to ! l If you need 
a copy of the Kwiz, you may fi~n~d:-:i~t-:i~n--:l~a-s-t,-m_o_n...,..th,.....,..1 -s--=T~OT=K~,~pr obtain one 
by emailing Robert. 

• 
IIIIIIIIIIIIIJ/IIIII/IIIIIIIII/IIIIIIIIIIIIIIIIIII/IJ//lllll~IIII/II/II 

9. (U) LETTER TO THE EDITOR • 
• 

. . . 

(~ "Some Things Never Change• 
by • • • • • • • • • • • • • • • • · l (b) (3)-P.L. 86-36 

. . . . . . . . . . . 
.--------------------------·· 9/24/2010 
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(U) All, (b) (3)-P.L. 86-36 
(b) (6) 

(U) I'd like to share something with you. 

(FOUO) I I 

(b) (7) (C) 
(b) (7) (E) 

OGA 

1 1 We ta.ucect aooui:: wnai:: nas maae n1m so • • • • •• 
successful in his job .. He"sala,· ·•oo you rememl:>er"wlien"w"e"a1":l"na"a"to" ............. l(b)(6)1 · 

take CA-111,1 1 • • • ••• 1 · J He then said, I I. · • -
I . • i told us that the hrst · thlr1g, WEil J>boul (le, .i~ .actually look at•. 
the data.• •~f'ter we.dec:i,.d,,e what we want to "db•wit:b .,:i.t",•we, a;re to look ••• . . . . . . . . . . . 
at the data again. After we run l~s't'S•and•8Xi:1Jll\Ile the r~SU'lt:s,;lfe,.. •. 
look at the data again. The key. to my. success is• ·rememl:>'et:tng• and,;.".":•:•••••.•.-./ • • 

I L . • ••• ,,.~'-_j 
doing what r sa.i.Gil .-. ~ I.ook ■a,t • t.he • dat.a. '•. •• • • • • • • • • • • • • • • • • • • • • • • • • .. 

(U) My conversation with Mike brought back a lot of memories, but 
more importantly, it reminded me of the most important and basic rule 
of CA. You might say, "But isn't this just common- sense for the CA?n 
It is, but how often do we forget to do it7 CA-111 isn't taught 
anymore and I wonder how·many new cryptanaiyts have not heard these 
words of.wisdom. I also wonder how many of us seasoned cryptanalysts 
have forgotten the rule: This email is just a friendly reminder. 

(U) We have been very successful in cryptanalysis over the years 
and one of the reasons why is because we take the time to look at the 
bits. Technology has changed and continues to change, but the first 
step remains-. we need to look at the data. 

Thanks for taking the time to read this email. 

----~•········~· 
(U) Editor's note: 

....................... "l 

... ·.- ..... . . . . . . . . . .. 
••• 11: • • . . . . . . . 

(b) (3)-P.L. 86-361 

~ In addition to I r ';:;ome other sourcelil •of the CA 
maxim of the value of actually looking at the gat•a• are Lambros 
Demetrios Callimahos in CA-400, and I fin CA-212. Perhaps our 
readers can cite some others; or would write to,, _Tales of the KRYJ?T_ 
to expand o~ this theme. 
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10. (U). 'EDITORIAL CORNER 

:§: 

(X) 

"' I 
w 

"' 

REMINDER:· (U) Submis~ions for the February issue are due by January 22. 1 PLEASE NOTE: (U) All submissions must be in ASCII format, and, with the. (bl (3 )-P.L. 86- 36 

,------~-------------------···· 
. . . . . 

. . . . . . . . . . 
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implementation of E.O. 12958, MUST BE PORrION-MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

(U) If you have any comments o.r suggestions, please submit them to any 
member of the editorial bo~rd. 

·~ EDITORIAL BOARD 

Jack Inaram. Crvotoloctic Historv Museum,1 

Rcturn .. to Kryptos.Home Page 

NSA Home .Page 

~ ' I" ~, -~ ---- """M"•"'~""'""......-,:l,,-,,r.,.?t.11i"r 
, I f0 ( :t· "" j vr iu'hi..:.,VlJ~ HtV'AJH'[!HJ 1 

• 
f .. 

• • • • • • • • • • • 1 {b) (3)-P.L. 86-361 
·.·.·.·.·············· 

DERIVED FROM: NSA/CSSM 12.3-2., 
DATED 3 Sl!P 1991 

0Ea.ASSIFYON: SOURCE MARl<ED "OAOR 11 

DATI! Of SOURCE: 3 SEP 1991 

. . . .. . . . 
I {b) (3)-P.L. 86-361 
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1. "\"P'e8Q.l PERSPECTIVE - Each month this newsletter features the 
perspective of a ·senior on a topic of his/her choice. This month we 
are pleased to publish the text _of I · · b remarks at the 
Breakfast Affair for Newly Certified Cryptanalysts MTCC). Mr. 
l !D/Chief of Z4, was speaking in his capacity as Chai.:nnan of the" 

~ .. ' . . . . 
Cryptanalysis t:A:t"e'e:t "Paneh • • • • • • • • • · . • • 
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29 'January. 1998 BANCC Remarks: ••••• •· •• •• j (b) (3)-P.L. 86-361 

(U) It is always a pleasure for me· to participate in this breakfast 
where we saiute those certified in cryptanalysis during the past year. 

(U) A .few days ago I was interv.iewing some people for the CACP 
Exec position. One of the candidates expressed some concern that the 
job would take her out of the technical mainstream. It reminded me of 
accept;.:i,ng my first team chief position. One really .does go through 
"technical withdrawal"; you have the feeling that you are hot g~tting 
nearly as much done as you used to. If your career progresses along 
this path, you must learn to derive satisfaction from what your group 
is accomplishing. It strikes me that there is a similar situation. 
regarding the Exec position and all of us who devote time in service of 
the career panel. We, rightfully, deri.ve satisfaction when analysts are 
certified, pot only in what you have accomplished, but (perhaps more 
so) what you will accomplish. It's the old teach-a-person-to-fish 
analogy. Once taught, great things will happen. 

_(TOI,&) And great things need to happen. I heard a technology forecast 
briefing the other d~y for UCA, the Unified Cryptologic Architecture 
(UCA). The UCA is NSA's initiative to cope with the rapid 
technological advancement that is all around us an_d affecting us in a 
myriad of ways·. The briefing is one in which many of the graphs we 
ought to be concerned about have· lines.with steep slopes; there is a 
lot of sucking of air. "oh fudge". etc. From the cryptanalyst's. 
perspective I don't think anybody believes _that we are ·in a period of 
transition moving toward a point where technology will settle down and 
we will be comfortable again. Not .at all. No, we are in a period of 
transition moving to a point where we, the analysts, will change; we 
will grow; we will be different; and we wi.11 regain comfort only if we 
are different from today. ·we will develop the tools and expertise that 
will allow us to be comfortable in an environment of constant change. 
The constant change is not going away. It's the new playing field; 
it's the hand we are dealt. I like to quote a state.ment made at a z 
strategy session about a year ago, namely that "we (NSA's 
cryptanalysts) have to be able to move with the speed o'f business" 
for which products are turning over on the order of every six months. 
Our targets.are operating.in that environment. The data of interest to 
us is changing with that regularity. We must adjust, and, more than 
adjust by upgrading our tools, we need to continually upgrade 
ourselves. That is becoming a much mor~ formal Agency goal, with 
structures in place to ensure it, structures that.affect career 

(b) (3)-P.L. 86-36 advancement things like Tech Track, STDP, Tech Health awards, I 
more active and influential THABs, etc. • _________ _. ... . . . 

. . . · . . . 
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(U) One aspect of these newer initiatives that you probably heard 
about is that professionalization ~;y go away •. You might think 
that a strange topic to bring. up at this occasion where we are 
celebrating your certification. But we are not celebrating the piece 
of paper you received; we are celebrating.the skills you have acquired. 
And THAT requirement won"t go away. It may move to another part of the 
bureaucracy but it won't go away because cryptanalysts need these 
skills ~o meet the challenges ahead. And it doesn't stop with what is 
now the .certification level; It's a career-long process .. 

(U). I believe that the need for ongoing technical development of 
every cryptanalyst is so intense that it has in fact become a.paradigm 
shift, a new way of doing business,.a new way of looking at 
things. That may sound strange in that the Agency has always 
encouraged such development, but I think the degre~ of need has taken 
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: it to a new level. Because of the constant turnover in technology, 
without a parallel CONSTANT advancement of our personal skills, we 
won't survive;·we won't be able to do our job. • .••••• • • • • • • • • 

kb)(3)-P.L. 86-36! . . . . ... .. . 

. . . . . '. . . . . . . •· 
M."SWQJ. It;. .iiil .iiu::uml::>~rtt" on ·e.;~h ;~e· ~f ·us to regularly take stock. ...1---l'r 

I l (Chief, Z4) advocates,that everyone take the mirror test: look 
at yourself in the mirror and ask, "what do I see?" Do you see a 
cryppie? Do you see a manager? Do you see a technical leader? What 
do you see, now and for the future? Whatever we see, each of.us ought 
to take that as a starting point/backdrop/impetus for career decisions. 
Or, put another way, NO move should be made that isn't purposeful and 
forward thinking. · And I would add.an additional question to the 
regular (monthly?, quarterly?) dialog we have with ourselves: what do I 
need to learn? --- to remain fresh, on top of things, what do I need 
to learn? What.do I need to read? What courses do I need to take? 
What courses do I need to teach? 

(U) So, congratulations. We do celebrate what you have accomplished 
and what you will accomplish. We celebrate what you have. learned and 
what you will l~arn and what you will do to ensure that others learn.· 
I recently heard a description of· an unhealthy organization as being 
like a football game in which ·you have 22 people despera~ely in need of 
a rest being watched by 22,000 people desperately in.need c:,>f exercise. 
Cryptanalysis is reasonably healthy in that regard; we have reasonably 
good participation'from the community in efforts to keep CA healthy. I 
welcome you as professionalized members of that community and I · 
encourage you to exercise. 

(~ BANCC Honorees: 

•.•••• ■ • 

•1 (b) (3)-P.L. 86-361 

• 
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Feb 20 (U) Deadline for submitting CA PQE questions. 
(See 3a.) 

Feb 20 (U) Deadline for qualifying for a chance to win 
a Borders Gift Certificate by joining the 
KRYPTOS Society for 1998. 
(See 4a.) 

PLA!II AHEAD 

Mar 23-27 (U) CARD 1 98 at CSE 

Mar 30..:April 3 (U) CRYSCO at NSA 

Apr 13-17 (U) CA-305 at NSA 

May 11-15 (U) ACE at GCHQ 

Jun 4 (U) CMI Mathfest at R & E Symposium 
. . 

ffHHffffllllllllll ■ IIIJIIHIIHHIIIIIIIIIIIIHirH1tHUHtJIIIIIIHfflltltlllllNIIIIHHHfllllf~llllllllllll ■ IIHRHNlfllllHHHhrr 

I///I//I/////I/I////I/I//////////////J/l///lll/!/I//I/J/////////////II/I 

3. · (U) CRYPTANALYSIS CAREER{ PANEL (CACP) NEWS 

·1a. (U) CA PQE 

~ Would you like to be immortalized? You have the chance to take 
·part in creating the 1998 Cryptanalysis PQE iProfessional Qualification 
Exam). The CA PQE Committee is now accepting questions for the 
upcoming exam, to be held in May. The questions may be either 
objective or narrative in style, and should be written so that an 
aspirant can answer them within half an hour without using a computer. 
The guestioris do not have to be polished (although it helps), but be 
sure to provide an answer, along with a brief explanation of the 
solution. uestions should be' forwarded via encrypted email to ... 1------.l 

by COB 20 February 1·998. Framemaker versions· • 
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gues"cldn'!3•~i-1.l •be•acc~pted .fl"Qlq '1ll. ~<?~rff;S- • • 
. ··········~-----. kbX3):P.L. 86-36! - . . --. -----. - ----- - ---------- - ... 

3b. (U) Gold Bug Award . . •• . . 
• . . . . 

(U) The Cryptanalysis Career Panel is currently accentihg nominations 

. . 

for the Gold Bug.Award and the Gold Bug 'I'eam Awa.re~• The Gold Bug is an 
honorary award created by the Cryptanalysis. Ca.reer Panel in 1982 to 
recognize outstanding technical excel¼enee and achievement in 
cryptanalysis. While there is nq particular time of year that the 
award is given out, the CA CaJ:eer Panel .is .taking this opportunity to 
encourage all supervisor~•who have an employee or ~ployees who might 
merit this distinctj.erl 0to s·ubmit their n~es and a description of 
their accomplisrui,ent. For more information contact the CA Career Panel 
on I I or at hlll@nsa. 

II II II It II It H H II H II It 11" U 11 '11 II If II II ti ti ti If 11 11 II H n H H i, H II H n It R 11 11 11 ti H II ff 11 11 11 n n ft 11 11 11 11 11 II 11 11 11 It It 11 11 II II ti ti H II II ti 

II//////II/I/J///ll//////l/////l/ll//l/f////////////////l/////l/////l/// 

4. (U) KRYPTOS SOCIETY NEWS: 1998 Membership Information 
(b) (3)-P.L. 86-36 

---------------------------··· 
.. . . . . . 
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(U) Are you interested in cryptanalysis?. 
Do you like to see technical excellence encouraged and rewarded? 
wou_ld you like the chance to d6Ub1e your money? 

If so, for just $5, you can join KRYPTOS for 1998 and possibly 
win a $10 gift certificate for Border's Bookstore! 

-(U) The KRYPTOS Society was established in 1981 to promote interest in 
cryptanalysis, to provide a focal point for the f.ields of corrnnon· 
interest to cryptanalysts of the National Security Agency, and to 
promote excellence in the cryplaJaaic crnnmuni~y For more information 

- see the KRYPTOS homepage at_ _ l 
(~ To join, please take $5 to one of the follo)h'ing friendly and 
helpful people, and fill out a short form at their desk:_ 

• 
(l'eWQ.) Of the people who have joined by Feb 20, 15 lucky people will. •. 
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receive_ gift certificates! If you frefer.· please fill out the . •. 
following and mail aJ..ong with $5 to_ I . . . . . . .. _♦;,.. ______ ....., 

........ · I (b) (3) -P .L. 86-361 

Name: 
Organization: 
Room Number: 
Email Address:. 
Interested in chairing a committee? 
Interested in working on a committee? 
Check committees of interest to you: 

Cryptanalytic Literature 
Distinguished Members 
Awards 
Newsletter 
Social Events 

Yes 
Yes 

No 
No 

Membership 
Publicity 
Prqgrams . 
Retired Members 

II II If II II II II II II ff U N II H II If II JI II 11 11 U H n n 11 11 II II fl II U II 11 ,, 11 II II ti H II II II ti H II II II II It I, 11 II II II II II II ti n ti II II ft H H II II II 11. II II 
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5. (U) TECHNICAL ARTICLES 

Sa.(~ Matt on Math 
by~'--------'' CMP. 

• • • • • • ■ ••••••• ... kb)(3)-P.L. 86-36! . . . 

(.e, C~ Most people who know me personally and pr6fess,.ionally know that 
I am very interested-in prime numbers [integers greater than 1 that 
cannot be evenly divided by any positive integer ex~ept 1 and it:self] 
and factoring [writing non-prime or composite.numbers as a product of 

. . 
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prime numbers]. The security of the Cocks-RSA public key cryptosystem 
(_Tales of the KRYPT_, April 1996] lies in the.difficulty of factoring 
large composite numbers N into a prdduGt of two primes N = p * g. 
Recently someone asked me why we don't just generate all possible 
512-bit Cocks-RSA numbers and use ~-look-up table to factor them. This 
month we will provide the reader with the tools.to answer that question. 

(U) Because large numbers have more potential divisors, primes become 
more sparse when we look for them among large numbers. if we look, we 
can see that there are arbitrarily large gaps between large primes. 
Observe that for any number n, the numbers (n! + 2) through {n! + n) 
are composite [recall that n! = n *- (n-1) * (n-2) * ... * 1]. This -is 
true because n! is divisible by all numbers from 2 through n. Thus, 
fork<= n, (n! +_k) _is the sum of two multiples of k and hence is 
itself a multiple of k. 

(U) Since we can find an arbitrarily large g~p between prime, a person 
might suspect that beyond some point there are no more prime numbers .. 
This isn't the case at all. Euclid proved by.contrad;i-~tion that there 
are in fact infinitely many prime numbers. 

Suppose there are only a finite number of primes. We can 
write them down: 

Consider the integer.obtained by multiplying all the 
primes together and adding 1: 

E = (p_l * p_2 * * p_n) + 1. 

This very big n~mber Eis one more than a multiple of p_i 
for any value of i between 1 and n. This Eis not evenly 
divisible by any prime on our list ( and that's·all of them 
by assumption!. ) so E must be prime itself. Since E is 
much larger than any prime on our list, this contradicts 
the assumption that there are only a finite number of primes. 

(U) We just saw that prime numbers are not regularly distributed.· we· 
can find primes like 17 and 19 that differ by two t "twin• primes] or 
we can show the existence of primes that are at least 1QA99999999999 
apart [using the factorial trick and the infinitude of primes]. The· 
"prime number theorem", however, says that there is some regularity to 
their distribution. Let's address the question of how many primes are 
there in a given range of n~mbers. For example, how many 256-bit 

.primes are there? The function pi(x) is traditionally used to denote 
the number of primes below (and including)• the number x. For example,· 
pi(l000) = 168 because there are 168 primes<= 1000. In his teens 
Gauss estimated the value of pi(x) to be x/log(x). Let's see how 
accurate his estimate is: 

X 

1000 
10000 
100000 
10A6 
10A9 

pi(xl: Gauss pi (x) / (x/log (x) ) 

168 
1229 
9592 
78498 
50847478 

145 1.158 
1089 1.128 
8696 1.103 
72464 1. 083 
48309185 1. 052 

.-----------------------~ • kb)(3)-P.L. 86-36! 
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not too shabby! The estimate gets better and better as we take x 
·larger and larger. In fact, about a century after Gauss formulated his 
estimate, it was proved that the ratio 

· ~i(x) / (x/log(xt) 

tends to 1 as x tends. to infinity. In other words, the •prime number 
theorem" states· that considering large enough values of x the ratio 
can be made as close to 1 as you want. There are several refinements 
of Gauss' formula tha_t provide better estimates for small values of x 
but they lack the elegance of Gauss' original formulation. 

(U) HOMEWORK: Estim~te the number of 256-bit primes. 

Let x=2A256-1, the largest number that can be represented by 256 bits. 
Then, Gauss' estimate for the nwnber of primes below x (i.e., all the 
primes including the 256-bit primes) is 

A= x/log(x) = 1.50255 * 10A75. 

Now let y=2A255-1 (the largest number that can be represented by 255 
bits). The estimate for the number of primes below y is 

B = y/log(y) = 7.54222 * 10A74. 

Finally, we can estimate the number of 256-bit primes to be the 
difference of A and B above: 

There are about 7. 48329 * 10A74 -256-bit primes. 

Suppose we could store each of these primes in an atom; Since there 
are only about 10A67 atoms in our galaxy we are. out of luck. Not to 
worry, there are about 10A77 atoms in the universe (excluding dark 
matter). So, now the only question left to answer is what do we do 
wit~ the projected surplus? 
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(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

5 C • ( '!l'eWQ) 

• . .----------

An· Evaluation of "T~~ 13iq1~ .c.o~~• ....... .----------. 
by !._ _____ .... I I (b) (3)-P.L. 86-361 ... . . . 

(U) Edi tor's note: •• • • • • . . . . . . . . . . . 
~ The August ·1997 issue pf •_'Tales of the! KRYPT_ featured a book 
review by! I Chief Z609. •of _The Bible Code_, by 
Michael Drosnin, New York: Simon & Sc)mster, 1997. At the request of 
the KRYPTOS Society,! !"CMP Program Director, has 
cryptanalytically evaluated the code itself. 

(U) Let me spare you any anticipation or concern: I was completely 
unconvinced by _The Bible Code_; I did not like the book. It reminded 
me very much of other pseudo-scientific books I've .read. For example: 

-Erick Von Daniken's _Chariots of the Gods~ found evidence of· 
extraterrestrial visitors in ancient legends, myths, and carvings 
around the world; 

-Ignatius Donnelly's _Atlantis: The.Antediluvian World_ told us all 
about the lost continent ·and its culture; 

-E. Raymond Capt's _The Great Pyramid Decoded_ discovered all sorts 
of wondrous predictions in the dimensions and ratios of the great 

------------------------- • • ~(b) (3)-P.L. 86-36! 
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pyramid; 

-Richard Noone's _5/5/2000: Ice the Ultimate Disaster_ warned of a 
planetary alignment on 5 May 2000 whose combined gravitational pull 
on the polar ice caps will change Earth's axis of rotation (and 
ancient Egyptians warned future generations of this in the 
dimensions and alignment of their pyramids). 

(U) All of these books share many.things in common, beyond a naive 
credulity. They are generally well-written, or at least easy to read. 
Their conclusions are gripping and challenge current thinking--in many 
cases they challenge the very foundations of our world view. And they 
all betray sloppy thinking and a general misunderstanding of the 
scientific method. 

(U) The basic.idea of _The Bible Code_ is that messages--presumably from 
God--are hidden within the Hebrew text of .the Pentateuch, the five 
Books of Moses. These messages can be found by looking at "equidistant 
letter sequences" (ELSs) of the text with all spaces removed. An ELS 
is just a decimation of the message, to use some of our terminology. 
The first sentence of this review yields the ELS with a skip code of 4: 
LSYYCICR .... 

(U) By t:::AcuT,_i_u_i_ug all possible ELS with a cqmputer, strange and wonderful. 
messages appear. The problem is. that there's no way ·to know in .advance 
how they will appear. ·will they be written horizontally or vertically? 
Will critical words be sequential, or parallel, or intersecting in the 
array of letters? It's orily after finding an important word or phrase 
that Drosnin recognizes its placement as significant. This is not good 
science. 

(U) A significant problem for me is that Drosnin tacitly assumes he is 
working with THE true version of the Pentateuch. There are many 
ancient versions of the Pentateuch, some differing.from each other in 
only minor spellings or variations. These differences do not affect 
the meaning of the text, but they destroy the ELS. A variant spelling 
of a :ford puts every ELS "off cut" after it. 

(U) Another problem is that none of the mathematics is explained in the 
book, so readers cannot confirm Drosnin's use of someone else's math. 
Finally, I do not read Hebrew and was thus at Drosnin's mercy in 
explaining the significance of words. 

(U) _The Bible Code_ was reviewed in "Notices of th_e AMS" (vol. 44, no·. 8, 
Sept. 1997, pp. 935-939). Shlomo Sternberg was amazingly harsh on the 
four mathematicians who wrote Drosnin's introduction. Sternberg said 
in the Notices, "they have not only brought shame on themselves, but 
they have disgraced math.ematics. " Letters to the editor in the November 
and December issues continued the controversy. 

(U) There is a WWW page set up to debunk "The Bible Code" (In Search of 
Mathematical Miracles, http://cs.anu.edu.au/~bdm/dilugim/index,html). 
The authors find equally striking ELS "messages" in _Moby Dick_ and 
_t"lar arid Peace_. There is also a letter denouncing the book signed by 
19 prominent mathematicians, including Persi Diaconis. 

(U) I enjoy reading science fiction and fantasy, but I prefer it clearly 
identified. Mr. Drosnin seems to have made a sincere attempt to apply 
some subtle statistical arguments to the problematical area of Biblical 
prophecy. For me, at least, he has used poor statis.tics to find 

/ 

•••• ·l(b) (3)-P.L. 86-361 

9/24/2010 



FEBRUARY 1998 TALES OF THE KRYPT 
Doc ID: 6823820 

unconvincing prophecy. 

Page 10 of 17 

nnnnnunnnnn ■ n•••••"""""""""""""""••••••••••••••••n ■ nnnnnunn ■~•••■ •n••••• 

/l////////l///l//ll/////////ll////l//////llllllllllll//lll/llllll//l/l/l. 

6. (U) COMMUNITY NEWS 

6a. (~ Cryptologic Mathematician Program (CMP) News 
by._ _______ _ 

♦ 

♦ 

• 
. • • 

(U) The Cryptologic Mathematician Pr~gram is pleased to announce the 
following: • 

• 
♦ 

♦ 

♦ 

♦ . 
♦ • • 

♦ 

Cryptologic Mathematiciart.P~ofessionalization CeTtificates 
. were received by: • • • • • 

• ♦ • • ♦ . . • • • 
♦ 

• •• ♦ 
♦ 

• . . ♦ • . ♦ . ♦ . ♦ 
♦ .. ♦ . ♦ . . . . 

The following received Cas"h"Award~:. . . . . . . . . . . .. . 
♦ . ♦ 

• ♦ 

• . • . ♦ . .... . . . . 
• ♦ . . . .. . . •. . . . . . . . .. 

•••• ■ •· ••••••• 
• • • • • • • • ■ • ■ . . . 

The following received Awards from the Mathematics Education 
Partn rs i E l ;, ••••••••••••••. • •• -••.••• · •.•• 

...... 
.._, ___________ ,......_._ ... . . . 

f ;eceived a GWU Certificate in 
....,,T_e_l.,.e-. _c_o_mm_u_n~1-c-a""'t-1""0-n-_s_.. 

CONGRATULATIONS TO ALL!·! 

.. 

• 

. . . . . 

• 
♦ 

• 
♦ 

• 

······:::,·: 

■ ■ • • • • • • ■ • • ' 
. . ..... . 

• • • • • ♦ . .• 

• 
♦ 

·• • 

♦ 

• 

• 
• 

♦ 

-------------------------------------------------------------~---- -----' . 
• I ♦ 

6b. Computer Communications Analysis Center Estab?tshed 
(Reprint of Announcement by~ J Chief Z6) 

To keep pace with the ever increasing SIGINT challenges posed 
by the diversity and pervasiveness of computer communications, Z6 has 

• • J (b) (3)-P.L. 86-361 
9/24/2010 
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established the Z6 -Computer Communications Analysis Center (CCAC), 
effective "immediately. The CCAC is responsible for the successful 
execution of the signals analysis mission against computer 
communications. The Center represents a significant reallocation and 
repositioning of resources by Z6 to address this difficult problem. 
Upon final approval of the Center's Mission and Functions statement, •• _ .J<b) <3)-,P.L. 86'" 36! 
the organizational 'designator of the Center will ,.be.Z.607 ;. • • • • • • .• : • • • :• 

·········•!1•······ . .... \ 
('?e8~l I is0 the• Chief of the CCAC; and is the :• 
Technical Director. The center members are 

re■•Cei~ The computer commun.ications analysis problem is clearly ·too big 
to be solved by any single organization. The CCAc· is c·ommitted _to 
working closely with other internal NSA and external organizations to 
share solutions and address new problems as they arise. Initially, the 
CCAC will focus on increasing the level of expertise in the signals 
analysis work force in the technology and· analysis of computer 
communications, developing new and enhancing existing protocol, 
application, and network analysis tools, and developing the lab 
capability to support analysis of new computer communications software 
and hardware, both by 'Z6 and by other organizations that require this 
capability. 

next several weeks, the CCAC will be reaching out to other 
organizations in an effort to discuss areas of mutual interest, and 
establish the partnerships that are critical to the successful solution 
of computer communications analysis problems. In the meantime, 'if you 
have questions about the Center, or would like more detailed 
information about its specific plans and current projects, please feel 
free to contact Anne, Tom, or any of the CCAC members. 

----------------------------------------------- ------------------------
6c. (U) Letter to All Z Technical Library Users 

(U) The Z Technical Library on NDCS can now be accessed only through 
the z Home Page. The~e is an icon called TECHLIB. Double click on the 
icon and you may access the z library. 

(U) If you have accessed the program through the z Library Home Page 
in the past month, you can no longer access it· on that page. You can 
continue to use the program the same way as you did before when you 
accessed it on the library home page. 

(U) I will continue to receive your library requests. 

(~ Please contact me if you have any questions . 

. . . . . . . . . . . 
z Technical Library • • • • "j (b) (3)-P.L. 86-361 . 
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7. -~ ~~o ... lB_L_E_M_s_AND __ P_u_z_z_L_E_s_ ... ~ •• • .•••• ~ ••••••••••••••.•.•• ~ ••• ·I (b) (3 >-P.L. 86_36 1 
... 

7a. (U) Winners of KRYPTOS Kristmas Kwiz: • :•• . . . r : . ~ Congratulations go to ! _ 
.--'I ~~~..;:;.....;.. ______ ....a:...._..L..-____________ ......,r 

who both received fantastic winning scores of. 99! 

Other entries were received from (in no particular order): 

(U) Solution: 

1. a. Before Christ and Anno Domini 

2. 

3. 

b. French horn and cor anglais 

a. 
b. 
c. 
d,. 

a. 
b. 
c. 
d. 
e. 

TOO MANY COOKS SPOIL THE BROTH 
GOVERNMENT COMMUNICATIONS HEADQUARTERS 
KRYPTOS KRISTMAS KWIZ 
MERRY CHRISTMAS A,ND A HAPPY NEW YEAR 

( 4 ! - 3) /. lr - 2 
(2 + 3) X 41 
( 4 ! - 2 ), / . 1 + 3 ! 
4!/.1 - 2**3! 
.2**(-3) +· .• 1**(-sqrt 4) 
3! X 4! + .lr~*(-2) 
4!/.lr + 3**2 
( 4 ! + 3 - 2) /. lr 
(sqrt 4 + 3)/(.1 x .2r) 
( (4 + 1) X 3] **2 
(4! - 3/2)/.1 
(4! + 1) X 3**2. 

3!!x.21r+4! 
.2 x 3 l l + .l**·(-sgrt 4) 
(3!/.2r - sqrt 4)/.lr 
4 ! / .. 1 - 3 /. 2 
(sqrt 4 + 3)**2/.lr 

or (sqrt 4.+ 3)/(.lr x .2) 
or ((4 + 1)/.3r]**2 

(23 + sqrt 4)/.lr. 

4. For each word ABCD, CDAB is also a word. 

5. a. 3/4 consonants 
b. adjectives derived from Latin/not 
c. ID can be replaced by OR or OUR to form a noun/can't 

6. GUERRE (C'EST MAGNIFIQUE, MAIS CE N'EST PAS 'LA with THE QUICK 
BROWN FOX JUMPS OVER THE LAZY DOG) . Both Q's were changed to 0.' s. 

7. ALL'S FAIR IN LOVE _AND WAR. 

8. ka (SAGA CITY) 
ld (STUD IOUS) 

be (DISC LOSE) 
fi (MODE RATE) 

he (PORT IONS) 
jg · (RAVE NOUS) 

.. 

. . ....... . 
I (b) (3)-P.L. 86-361 

. . . 
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9. a. USER .(HE-A-RD, TA-B-LE; FO-C-AL etc) 

10. 

11. 

b. CLUE (word scores - sums of values of letters, A=0 etc. - are 
30, 31, 32) 

c. KILL (each word contains two consecutive letters of the 
alphabet; AB, BC, CD etc.) 

d. CLIFF (reversing the_ order of the words, tqe first and last 
-letters spell (C)ENTIGRADE and (F)AHRE;NHEIT 

e. GUYANA (first letter of capitals is A, B, C .... ) 
f. ALGORITHM (words derived from Japanese, Icelandic, Hindustani, 

German .. ) . 
-g. VISITING (words contain, in order, I, II, III, IV, v.: .. ) 
h. PACK (preceding numbers - or.the word "point" - give 3.1415926 
i. SHRINKING (associated colours form a rainbow) 
j. OVEREXCITABLE (characteristic, number.of syllables) 
k. OVEREXCITABLE (characteristic, number of vowels) 
1. LARK (each bird starts with the second letter of the previous 

bird) 
m. WILFUL (first and last letters spell out WHORLOW and WARRELL) 
n. TASTE (first letter T, middle letters spell out KRYPTOS) 
o. ANSWER (first letter in reverse alphabetic order, middle 

letter(s) are points of the compass) 
p. SATIN (words include two letters for day of week and- tonic 

solfa) 
q. AMBIDEXTROUS (half the word from the first half of the 

alphabet,- the other half from the-last, alternating, word 
lengths increase by 2) · 

r. NAPE (the first one or two· letters give the symbols for the 
elements.in order of atomic number 

s.· JOTTER (each word contains the appropriate letter in the 
alph_abet followed by the name of a mammal - A GNU, B BAT, C 
ELAND etc.) 

t. GIRT/BUMF (last two letters are the first two slid by 1, 2, 
3 •••• ) 

a UPS AYU DUMB DOGS cow SOFTA POPS ASP 
ONE TWO FOUR FIVE SIX EIGHT NINE TEN 

b ECHE UGLI RICH FOCI COTE TOFU "NENE -SKEW PACA 
ALFA ECHO GOLF KILO LIMA MIKE PAPA· XRAY zm;..u 

a. ABsConDEd, FiGHting, JacKaL;. MoNOgraPh, QueeReST, UnderVieWer, 
oXYgenize. (7) 

b. ABaC, DEaF, GHI, JaK, LiMN', OP, Qua, ReST, uva, · WaXY, Zo. (36) 

12 .· a. DRUB GIFT HEMP J:ACK LYNX vows 
b. JAZZ JACK VAMP VAST WELD VERB 

BEND BECK FIZZ WILD , SPIV CHIO 
BOWL GOWN FORK FROG THUG GULF 
JUNK JUMP HYMN NYTH CYST SPRY 

' 13. a. 7 - 6 (each letter of.KRYPTOS scores a goal) 
b. 3 - 2 (number of letters which contain a closed space - a, b, 

·d, e, g, etc.) 

14. Between EMPIRE and DOC. 
The list comprises words, each of which is associated with another 
word, and these other words are in alphabetical order. There are 
seven themes, ·with 8 members each: 

.xAIL FAIL SAFE, HAIL STONE, JAIL BIRD, MAIL BOX, NAIL 

-'-'"------------------------~······ . . . . . . . . . . . 
. . . 

I (b) (3)-P.L. 86-361 
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BITING, RAIL WAY, SAIL OR, TAIL BACK 
Bands· BEACH BOYS, HOT_CHOCOLATE, BEE· GEES, IRON MAIDEN, 

SEX PISTOLS, STATUS QUO, ROLLING STONES, DIRE 
STRAITS 

NATO phonetics CHARLIE BROWN, GOLF COURSE, HOTEL CALIFORNIA, 
INDIA RUBBER, KILO GRAM, PAPA DOC, SIERRA NEVADA, 
Y!llil<EE DOODLE 

Vegetables BEAN BAG, CABBAGE WHITE, CAULIFLOWER EAR, MARROW 
BONE, MUSHROOM CLOUD, ONION RINGS, PEA SHOOTER, 
PEPPER M:i;:NT 

Furniture ARMCHAIR THEATRE, BED SIT, CABINET PUDDING, CHAIR 
LIFT, COUCH POTATO, OTTOMAN. EMPIRE, STOOL PIGEON, 

.TABLE FOOTBALL 
US states .CALIFORNIA GIRLS, .INDIANA JONES, KENTUCKY FRIED, 

MINNESOTA FATS~ RHODE ISLAND RED, TENNESSEE 
WILLIAMS, VIRGINIA CREEPER, WASHINGTON IRVING 

2B or not.2B A SEA, AND ARROWS, BE THAT, QUESTION WHETHER, TAKE 
ARMS, THE MIND, TO SUFFER; leaving OUTRAGEOUS 
FORTUNE 

15. a. CIRCLE SLICER CLEARS SAUCER SQUARE 
b. BLACK CHALK LATCH WATCH WITCH WHITE 
c. PURPLE RAPPEL PAROLE GALORE ORANGE OARING ORIGIN INDIGO 

16. 17 BABOON BADGER BAT BEAR BEAVER BOAR DOG HARE HART HARTEBEEST 
HORSE RAT SHREW TARSIER TIGER VERVET WOMBAT 

17. a. None is 
b. Each is 

18 . . ·Q z 
RAY KIN 
'T p 

19. a. 3: BLAST 
LYNCH 
ANGRY 
SCRUM 
THYMY 

divisible by either of its digits 
co-prime to both its digits 

H 
CUD 

M 

V J 
FEW LOG leaving·s 

X B 

b. 14: TEENE 
EPEES 
EEVEN, 
NEEZE 
ESNES 

c .. OED 20. a. Chambers 
d. Webster 

b. (Wilkie) Collins 
e. Dictionary f. Samuel Johnson 

21. All are spelt d_ifferently• in the us and the UK 

22. The number of months in which each letter appears 

23. The number of letters in each number, wh0en spelt out, also form1;, a 
magic square. 

24. 474 (Good King Wences.las, in the "key" of 4) 

25. a. 5277 (digits sum to 21; others sum to 20) 
b. 3194 (perfect cube, backwards; rest perfect squares, backwards) 
c. 1512 (7 x perfect cube; rest are 7 x perfect·square) 
d. 5760 (16x18x20; rest are product of three consecutive numbers). 
e. 4152 (spells BEAD backwards, A=l etc; rest spell out words 

forwards) · 

.--------------------------····· 
.............. 
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26. a. a. 281 
b; 9 
C. 217. 
d. 64 

(Sum of numbers in preceding matrix) 
(Number of digits in the matrix) 
(x"3 .+ 1) 
(difference of a. and c.) 

b. 10 would also be true 

27. TIP: ·TYPEWRITER, TOP ROW 

28. 97 

29. a. WISHING 
b.·· s 0 C I E T y 

K A B C D 
R E F G 
y H I/J K L 
p M N 0 
T p Q R p 
0 T u V 

s w X y z 

. -------- . ----- ---------- .------------------------------
7b. {U) February puzzle 

(Taken with permission from the pages·of the Grey Labyrinth at 
http://www.wx3.com/labyrinth/index.htmif you have an outside 
account.) 

(U) The Counterfeit Coin 

(U) Working at a reserve bank in beautiful Puzzla~ia, you are in charge 
of the destruction of counterfeit tender. Due to bad planning and a 
lack of originality bordering on plagiarism on beha.lf of the Puzzlanian 
.treasury, the Puzzlanian dollar looks a lot like a U.S. penny, right 
down to the "UNITED STA'J'ES OF AMERICA - ONE CENT" on the back. In 
fact, the only difference between them is the grade o.f the copper. As 
a.result, a Puzzlanian dollar doesn't weigh quite the same as an 
American penny. 

(U) ·well, you can probably guess·what the number one source of 
counterfeit currency·in Puzzlania is. ·so day after day, you have 
thousands -of (Puzzlanian) dollars worth of U.S. pennies melted down to 
provide the raw materi'als for real Puzzlanian dollars .. 

(U) One day, on impulse, you.pocket one of the counterfeits as a 
souvenir. While working with the analytical balance on a batch of 
real dollars, you accidentally mix the counterfeit coin with seven real 
coins near the end of your shift. 

(U) It is imperative that you remove the. fake from the real coins, or 
you'll lose your job (and go to prison!). Because the analytical 
balance uses very expensive electronic sensors, each·employee has a 
limited number of "balancings" per shift. 

(U) Each weighing on the balance- will tell you which of the two samples 
is heavier, or.if they are equal in weight. Puzzlanian dollars are 
identical in weight to within a mic:r;ogram. American pennies, with 
their imperfections, are always heavier or lighter. Using the balance, 
you can compare any two piles of coins with each other; however, you 
have only.,the eight coins at your disposal. . . . . . . 

I ■ • ■ ■ • ■ ■ 

.-'---------------------------~···· 
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(U) What is the fewest number of weighings which will tell you 
correctly which is the counterfeit coin? 

('ll"e{,Q) Send all solutions, as well as puzzle submissions, tol._ __ ~l 
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. . . . . . . . .. 
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8. (U) : LETTER TO THE EDITOR • • • ••• • 

(~ "More about Looking at the Data" 
by I I . 

• • ■ • • • • • • • • • ■ • • • . . . . . 
(U) Editoris note: • • • • • ■ • • ■ • • • • 

~ We r~ceived the following letter in response to "Some Things 
Never change" by I I in the January 1998 _Tales of 
the KRYPT_ ·. ,., • ·• • • • • • • • • • • • • • ■ • ■ ■ ■ ■ ■ ■ ■ • • • ■ · • * • . . . . . ~ . . . . . . . . 
(U) Dear _Tales_ of the KRYPT_ Editor, • • •••• • • • • • • • • 

. . . . . 

. . . . . . . . 
('e= @Q'aU.! !i ~~• ~n looking at the data reminded me of when I · 

was working on manual cryptosystems: I always felt that an.experienced 
person should handle the editing of the intercepted messages since the 
more experienced analyst who had a 'feel' for. the traffic might be more 
likely to notice anomalies when they occurred . 

. ~ This idea proved true when an enciphered code book system 
.stopped reading due to the code book changing simultaneous to the 
enciphering key pages changing. A message arrived that was just a 
mess. Later that message was resent and enciphered correctly. An 
intern in the office asked why we should bother keeping that trashy 
version of the message around when we had received a nice, clean copy 
of it later. I explained that that message might be THE one that gets 
us into the changed system. And it was. Comparing the poorly 
enciphered message with the good version of it showed what went wrong 
in the first version. And, knowing what went wrong showed how to do 
it right. But this message pair would not have been found if a person 
had not been looking at each.and every message that arrived .. Looking 
at the_ data is time-intensive work (that· ·some people consider 
demeaning) but it is one of the most critical steps in cryptanalysis 
with benefits.that pay off. 

I Thank rou' . . . . 

•••••• Ii! • • • . 

, .......... ,. ........... V .... • ............ ,..,..~,~•-•~"l•• .... ••••••"• ■ 111111 ■■•■.1101111••••11 
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l I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I j i1 ii/ I"! 7 /'/ ■/ J l•I /I.I.I I I Ill I I I I I 
. ··········-------~ I (b) (3)-P.L. 86-361 9. (U) EDITORIAL CORNER 

REMINDER: (U) Submissions for the March issue .are due by February 20 .• • 
PLEASE NOTE: (U) All s11hmissions must be in ASCII format, and, with tQe 
implementation of E.O. 12958, MUST BE PORTION-MARKED. If other th~fl• 
NSAICSSM 123-2 governs the classifications, please so indicate .• • 

. . . 
(U)" If you have any- comments or suggestions, please submit.t:!hem to any 

member of the editorial board. .• 

.. 

. 
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Jack Inaram, Cryptoloaic History Museum,I 

R~tM.rn t<>.. Kryptos 8omc Page· 

NSA Honi~ Pl!ge 
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• 

DERl'IED FROM: -NSAICSSM 123-2, 
_DATED 3 SEP 1991 
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1. (U) CALENDAR OF EVENTS 

Mar 23-27 (U) CARD '98atCSE 

Mar 30-April 3 (U) CRYSCO at NSA 

PLAN·AHEAD 

Apr 1 n / T'T\ Deadline to register for-CA PQE ·(see 2b.) .LV \U/ 

\ 
Apr 13-17 (U) CA-305 at NSA 

May 5, 6 (U) CAPQE (See 2b.) 

May 11-15 (U) ACE at GCHQ 

Jun 4 (U) CMI Mathfest at R & E Symposium 

Nov 2-6 Wl CONSCRYPT '98 at CSE 

II II ti II II II II 11 II 11 II II II ft II II n It 11 II 11 II II II 11 11 11 II II It II H R II H II It 11 11 H II H H II II H It H ff ff ff ff H It II II II II H H " H II II H II ft tt ft II II II 
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2. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

2a. (U) Certifications, .CACP Personnel Changes, PQE Registration 

(U) CA Certification 

('P'e&G),..Congratulations to ._I ____ .,_l newly certified cryptanalyst! . . . . . . . . . 

Page 2 of.15 

. . . . . . . . . ~·········--------~ I (b) (3)-P.L. 86-361 

(U) New CACP Membership 

~ The CACP welcomes the following: • • • • • • • • • • • • ~•~•• ------~I........................ . ..... ~, . . . ......... 
as CACP Executive · ■ • • • • _____________ .;.,_ _____ ... • .. ·· 
as Members of the CA Career Panel. ■• 

• • . 
• 

. • . 

as Members of the Computer Program Eyaluation Board 

(U) CA PQE Registration 

(U) Registration is now open for the May 1998 Professional 
Qualification Exam. Sign up in the CACP office (OPS 2B 3036D). 

2b. ~ 59th Professionai Qualification Exam{nation in 
Cryptanalysis by I I Executive, Cryptanalysis 
Career Panel . • • • • • ...... I (b) (3)-P.L. 86-361 

---------------,-----------·· 
. . . 

. . . . . 
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(U) The 59th.Professional Qualification Examination in _Cryptanalysis 
(CAPQE) will be given on Tuesday, 5.May and Wednesday, 6 May 1998. 
Registered eligible aspirants should report both qays at the time and 
location listed below: · 

BUILDING 
FANX II 

ROOM 
TBD 

REPORT TIME 
0815 

EXAM BEGINS 
0830 

EXAM ENDS 
1230 

This is an open-book exam. Aspirants may _bring texts,·notes or 
calculators, but are responsible for securely transporting such 
material to FANX II. 

(U) The format for the CAPQE is a two-day; four-hours-per-day written 
test with eight questions presented each day. · There may be at least · 
one narrative-style question ·offered -each day. The aspirant·• s final 
score for the exam will be the total number of questions answered 
correctly over the two days. The passing score will be determined 
before the·exam begins by an expert panel of cryptanalysts. 

\TO~ Each aspirant must verify his/her eligibility for the.C~PQE 
with the CA Career Panel office -- Hlll, OPS 2B room 3036D, l f 
Aspirants who have ·previously taken the CAPQE are eligible ~or the May 
1998 offering; \new PQE aspirants must successfully complete the . 
introductory training courses (CA-107, CA-123 and CA-110), ·one year of 
cryptanalytic experience, and two diversity assignments. For.new PQE. 
aspirants, Hlll must receive a copy of their Diversity Validation Form· 
by COB 10 April 1998. A signed Privacy Act Statement must be included 
with this document. · 

(U) Eligible aspirants who wish to take this exam must register in the 
panel office between 2 March and 10 April 1998. 

• 

(U) There will again be PQE review sessions held during the month of 
April, which will be scheduled during lunch hours so as not to 
interfere inordinately with office work time. Review packets,· 
including a schedule of the review sessions, will be e-mailed to each 
registrant. It is strongly suggested that aspirants prepare fo~ these 
sessions by working the questions from the previous examinations. 
Aspirants should come to the review sessions with spec:j.fic questions or 
examples to share. Since some of the review sessions will be held in 
small conference rooms, only those people taking the exam will be 
allowed to attend. · · 

2c. (U) New Definition for Cryptanalysis 

.(U) Over the years, the Cryptanalysis Career Panel (CACP) has 
consciously attempted to broaden its own, and the CA community's, 
thinking beyond the traditional outlook. We have questioned how CA 
and the development of cryptanalysts will be affected by •one team, one 
mission." 

(U) At an offsite that the Panel had in October 1997, there was 
'discussion of CA experiencing an identity crisis. People weren't sure 
exactly what constituted •cryptanalysis". Our career field has 
broadened to include several related areas. Therefore; it has become 
difficult to determine where CA ends and other disciplines begin .. 
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I (b) (3)-P.L. 86-361 

(U) We have created a definition of CA for several. reas~ns: to let I (b) (3)-P.L. 86-36 

. . . . . . . . . 
,-------------------,.-----------,. ... • . 

9/24/2010 



Doc ID: W~~)H 1998 TALES OF THE KRYPT 

people outside the field (future cryppies looking to cross-train, 
perhaps?) know what we are all about, to create a sense of identity for 
the people who call themselves cryptarialysts by defining what makes us 
special and different from other types of analysts or technical people, 
and to help our subcommittees (Technical Paper Evaluation Board, 
Computer Program Evaluation Board, Technical Track Review Panel) get a 
handle on what is considered CA when evaluating a paper, program, or· 
tech track-application. We hope it will also provide new knowledge and 
ideas about cryptanalysis at the Agency and a perspective on where CA 
is headed. 

The CA Career Panel welcomes comments from the community on 
this issue. If you have any thoughts or suggestions you would like to 
express, send them to the CA Panel office at hlll@nsa. 

DEFINITION OF CRYPTANALYSIS AS OF 980209 

~Cryptanalysis is the analytic investigation of cryptosystems and 
the recovery of unknown information system parameters (such as 
cryptovariables, cryptographic algorithms, or signalling parameters 
recovered via bit-stream analysis) which can be used to render· 
unintelligible data .intelligible. For an activity to be considered 
cryptanalytic, it must include an analytic component addressed at the 
recovery of some unknown component of the system. The reformatting, 
display or other manipulation of cipher or of plain text with complex 
signallin'g parameters is not a cryptanalytic activity. 

\rtoe+- The following set of examples is included to give CA 
certification committees! CA review panels, and CA Tech Track boards, 
some sense of the issues to be.considered in deciding. if an activity is 
cryptanalytic and in·evaluating diversity and experience requirements. 
This iist'should not be considered a complete taxonomy·of all 
cryptaha1ytic .activities, but rather a rough delineation of the CA 
domain. ·This··list_ is mear_it to provide guidance in·some of the areas in 
whic~ the boundary betw~en CA and not-CA is at issue. It should not be 
U:sed as a-checklist or substitute for careful evaluation of the case at 

· hand. It remains a matter of subjective judgement whether or not an 
activity should be classed as cryptanalytic or not. In all the cases 
considered below, it is assumed that the level of analysis required is 
non-trivial. It is also assumed· that the activity could be performed 
in support of either the SIGINT or INFOSEC mission; it is not _the 
subject matter of the analysis that determines whether or ·not the 
activity is cryptanalytic, but the nature of the analytic process 
itself. 

Cryptanalysis includes: 

- Diagnosi9 of unknown cipher systems. 
- Attack development to produce plaintext from cipher. 
- Analysis and exploitation to produce plaintext from cipher. 
- Analysis or evaluation of encryption algorithms. 

(U) Certain jobs may or may not be cryptanalysis, but require 
cryptanalytic skills: 

l°S-CCe,+ Reverse Engineering of hardware.or software 

( (b) (3)-P.L. 86-36 

----------------------------. 
I 
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• 
. . . . . 

• 

. . . . . 

- (U) Analytic tool or technique development 

. • • . 
. .. 

• • 

. . . -
. • • . • 

• . 

IS cryptaµalysis if it involves the development of a new analytic 

. . 

• • 

• 
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technique or the detailed understanding of an existing, 

. . I {b) (3)-P.L. 86-361 
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complex •technique. 

IS NOT cryptanalytic if the tool does not perform an analytic 
function even though it may be used in the analytic 
process. 

(,S Cryptanalysis does not include: 

- Data reformatting or editing. 
- Dev~lopment of data manipulation tools. 
- Pure mathematical or language research. 
- Processing of known protocols and communications·systems. 

(U} This definition will be .placed on the CA Career Panel home page 
for future reference. 

••••••••nnn••••••••••••••••••••••••••••••••••••••••••••••~••••n••••••••• 
///////I/I//////////II//I////////I//I/////I//II/I/////II///I//II//II///I 

3. (U} KRYPTOS SOCIETY NEWS: Gift Certificate Winners for 1998 
Membership Drive 

~ Thanks to everyone who participated in the 1998 KRYPTOS 
membership drive! The lucky winners of Borders Gift Certificates are: 

.__________.f ······· Ii ■ • 
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........................ •·I (b)(3)-P.L. 86-361 

(b) (1) 
(b) (3)-P.L. 86-36 
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4.. (U) TECHNICAL ARTICLES 

(t'!-c~ _Z22 Technical Efforts: I I 
(This is the first in a series of articles describing some of 
the cryptanalytic work performed in Z22 over the past year.) 

..... I (b) (3)-P.L. 86-361 

(b) (1) 

(b) (3)-so use 3024 (il 
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(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 _________ ,._ 

1. I ! ''.A Short Circuit of. Random Number Generators", 
R51 /TECH"/ 0Q4 / 93. 

2. Knuth, . "The 0Art •o.f Computer. Programming", Volume 2, Chapter 3, 
Random Numbers . • • • • • . . . . 

• 

. . . ' 

II h II h II ff II ft II,, II It H It II II fl ,i ti 11 ti II II II H It It II 'tt II H II II n•n•• I" II II H II II II II II ti ti ff H ff fl II II II ti II II II II R II II II II II II II II II ft ff . •· . 
///l//////l///////l////////l//l//ll///l/7,M///////////I////I///////J/// . . . . 
5. {U} COMMUNITY NEWS: Women in Math~matics (WIMS) "at.~SA .. . . . 

Page 9 ofl5 

. . . 
.. ·--------1 (b) (3)-P.L. 86-361 

(U} The WIMS mission statement is: 

"The NSA Women In. Mathematics (WIMS.) seeks to 
encourage the development of the·professional 
mathematics community at NSA for women." 

• 
• • 

. (U} Currently, WIMS has no membership list and therefore no equ.j-t~ble 
method of voting on such issues as the funding and support of.internal 
and external initiatives and the ·selection of officer·s. In .. ~n effort 
to remedy this problem we invite anyone interested in t.he .. inission of 

. . 
WIMS to become a member. • 

• • • • 

.. 
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-~For more information on WIMS, please see our homepage at: 

• ■ ■ • • • • • ~ • ~ 

.,.._;,,,..., • • • • • • • 1 (b) (3)-P.L. 86-361 
\.t'OWol,,l,I. If you would like to become a voting member of WJ::J~'l!:l,,. i;>l.eli'i~El. ••••• ■.!-· --------'· 

notify _our president, I I and she will-. • • ■ . .___________________ . 
include your name on the membership list. .• 

• 
• . . . ··~························~·····························1-·············· 

/ / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / / // / / / / //■r/ i I I I I I I I I I I l I I I 1: 
• • 

6. COMMUNITY HISTORY: Reme.rnbering the ijns~g·women Who Made 
Software History - PART I • • • 
provid,ed by ------------

~ (NOTE: This is the first of two articles provided by !.__ ____ __. 
in honor of Women's History Month (March). They came from two November 
1996 issues of the _Wall Street Journal_ - "THE FRONT LINES• by Thomas 
Pitzinger, Jr.) 

(_U) Do you know the story of the first computer programmers-'--'-how they 
gave to history, how little history gave back to them, and what it 
means for the rest of us. 

(U) In 1945, the clacking of adding machiries a.no. clouds of cigarette 
smoke filled a university-owned row·house along Walnut Street-in 

.Philadelphia.· Inside, dozens of women calculated trajectories to help 
wartime artillery gunners tak~ aim. Men, the Army reasoned, lacked the 
patience for such tedium--a single problem might.re(Il.lire months of 
work. 

(U) The Army called the women ~computers,• One of them,.Jean Bartik 
(nee Jennings), was a 20-year old math prodigy recruited from the farms 
of Missouri. Another, Betty (Snyder) Holberton, was the granddaughter 
of an astronomer who spent her childhood ste~ped in classical 
literature and language. The women formed a tight fellowship, drawn 
together by youth, brains and the war effort; Ms. Bartik alone had 
three brothers in the military. 

(U) ·One day word spread that the brightest •computers" were needed to 
work a new machine called the El·ectronic Numerical Integrator and 
Computer, or ENIAC--a steel behemoth, 100 feet long and 10 feet high, 
built_of 17,480 vacuum tubes in an engineering building at the 
University of Pennsylvania. Created by a visionary physicist named 
John Mauchly and a brilliant, mercurial graduate student nameq Presper 
Eckert, it was the. first electronic computer, intended to-automate the 
trajectory calculations the female computers performed by hand. 

(U) Running the ENIAC requi;red·setting dozens of dials and.plugging a 
ganglia of heavy black cables into the face of the machine, a different
configuration for every ·problem. 

(U) It was this job--"programming,• they came to call it--to which just 
six of the young women were assigned: Marlyn (We~tcoff) Meltzer, Ruth 
(Lichterman) Teitelbaum, Kay (McNulty) Antonelli and Frances_ (Bilas) 
Spence, as well as Ms. -Bartik and Mrs. Holberton. They had no user·' s 
guide. There were no operating systems or computer languages. Just 
hardware and h.uman logic. "The ENIAC," says Ms. Bartik, now 71, •was a 
son of a, bitch to program." 

I (b) (3)-P.L. 86-36 .---... 
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(U) The first task was breaking down complex differentia~ equations 
into the smallest possible steps. Each of these had to be routed to 
the proper bank of electronics and performed in. s.equence--not simply a 
linear progression but a parallel one, for the ENIAC, amazingly; could 
conduct many operations simultaneously. Every datum and instruction 
had to.reach the correct location in time for the operation that 

-depended on it, to within 1/5,000th of a second. 

(Ul Yet despite this complexity, the Army brass considered the 
programming to be so much clerical work; that it was women stringing 
the cables only. reinforced this notion. Their government-job rating 
was SP, as in "subprofessional. " Initially they were prohibited as 
security risks. even from entering the ENIAC room,. forcing them to learn 
the machine from wiring diagrams. When finally admitted, they· 
sometimes had to straighten the clutter of gear the engineers left 
overnight. 

(U) Finally, in February 1946, the scientists were ready for the. 
ENIAC's official unveiling. A test problem involving the trajectory of 
a 155-millimeter shell was handed to Jean Bartik and Betty Holberton 
for programming. 'rhe machine executed flawiessly; calculating the 

·trajectory in less time than it would take the bullet to land. After 
the demonstration, the men went out for a celebratory dinner. ·The 
programmers went home. 

(U) In the 50 years since; their legacy is confined mainly to Movietone 
footage and sepia photos--women standing alongside the machine, as if 
modeling a Frigidaire. Why was history so ungenerous? Partly because in 
the awe surrounding the machine itself, the hardware was seen as the whole 
story (unlike today, when the action is in software). In addition, three 
of the programmers married engineers with top jobs on the ENIAC (Kay McNulty 
married co-inventor John Mauchly), making-them wives first in the eyes of 
the history m1akers and history writers. 

(U) 'A copious, def.initive history of the ENIAC, written by the Army 
ordnance officer who commanded the proj_ect, merely lists the 
programmers names (misspelling one of them) and identifies which of the 
engineers they married. 

(U) The greater injustice is not history's treatment of the women but 
its resistance to revision. As a Harvard undergraduate in 1984, 
Kathryn Kleiman felt like a misfit programmer until she encountered a 
footnote in a book remarking that programming had begun as a female 
field. Now a computer-law attorney with Fletcher, Heald & Hildreth 
in Rosslyn, VA, Ms. Kleiman has devoted years to producing a video 
documentary about the ENIAC programmers, five of. whom are living·. 

(U) But software companies have turned a col9 shoulder to Ms. Kleiman's 
fund-raising efforts, refusing to accept that the women could have 
contributed so much. -Until Ms. -Kleiman made an issue of it, most of 
the programmers had not· even been invited to the gala dinner in 
Philadelphia in February 1996 celebrating the 50th anniversary of the 
ENIAC. 

(U) Without the. ENIAC women, ''I absolutely· think that computing and 
programming would be different today," Ms .. Kleiman insists. 

(U) [Part II will appear next month.] . .---------. · I (b) (3)-P.L. 86-36 

"""""""""""""""""""""""""""""~"""""""""""""""""~"""""""""~""~--------. . ' . . . . . 
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7. (~ PROBLEMS AND PUZ.ZLES ............ •••.I (b) (3)-P.L. 86-36 

by._ ________ __, 

7a. (U) February puzzle 
(Taken with permission from the pages of the Grey Labyrinth at 
http://www.wx3.com/labyrinth/index.htm ·if you have·an outside 
account.) 

(U) The Counterfeit Coin 

(U) Working at a reserve bank in beautiful Puzzlania, you are in charge 
of the destruction of counterfeit tender. Due to bad planning and.a 
lack of originaiity bordering· on plagiarism ori behalf of the Puzzlanian 
treasury, the Puzzlanian dollar looks a lot like a U.S. penny, right 
down to the "UNITED STATES OF AMERICA - ONE CENT" on the back. In 
fact, the only difference between· them is the grade of the copper. As 
a result, a Puzzlanian dollar doesn't weigh quite the s.ame as an 
American.penny. 

(O) Well, you can probably guess what the number one source of 
counterfeit currency in Puzzlania is. So day after day, you have. 
thousands of (Puzzlanian) dollars worth of U.S. ·pennies melted down to 
proyide the, raw materials for real Puzzlanian dollars. 

,. 

(U) One day, on impulse, you pocket one of the counterfeits as a 
souvenir. While working with.the analytical balance on a batch of 
real dollars, you accidentally mix the counterfeit coin.wit~ seven real 
coins near the end of your shift. 

{U) It is imperative that you remove the fake from the real coins, or 
you' 11 lose your•:job (and go to prison!). Because the analytical 
balance uses very expensive ·electronic s·enso·rs, each employee has a 
limited number of "balancings" per shift. 

(U) Each weighing on the balance will tell you which of the two samples 
is heavier, or if they are equal in weight. Puzzlanian dollars are· 
identical in weight to within a microgram. American pennies, with 
their imper.fections, are always heavier or lighter. Using the balance, 
you can compare any two piles of coins with each,other; however, you 
have only the eight coins at your disposal. 

(U) What is the fewest number of weighings which wfll tell you 
correctly which is the counterfeit coin? 

(U) Solution: 

The fewest number of weighings is three. There are several paths to 
take. Here is only one possibility, given by Jennifer George: label 
the coins 1 through 8. · 
In thl;"! first weighing, weigh 1234 vs. 567 8 .· 

If 1st light, 2nd weighing:125v346 
If 1st light, 3rd weighing:1v2 

If 1st light ->Coinl is light 

Page 12 of 15 

If 2nd light ->Coin2 is light. 
If even ->Coin6 is heavy 

If 2nd light, 3rd weighing:3v4 
H 1st light ->Coin.3 is light 

(b) (3)-P.L. 86-361 
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If 2nd light ->Coin4 is light 
If even ->Coins is heavy 

If even, 3rd weighing:7v8 
If 1st light ->Coin8 is heavy 
If 2nd light ->Coin7 is heavy 

If 2nd light, 2nd weighing:561v782 · · 
If 1st light, 1rd weighing:5v6 

If 1st light ->Coin5 is- light 
If 2nd light ->Coin6 is light 
If even. ->Coin2 is heavy 

If 2nd light, 3rd weighing:7v8 
If ·1st light ->Coin7 is light · 
If 2nd light ->CoinB is light 
If- even ->Coinl is heavy 

'If even, 3rd weighing:3v4 
If 1st light ->Coin4 is heavy 
If 2nd light ->Coin3 is heavy 

~ Solutions· were received from I 

I.__ -----------1.1·· ... 
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• • ------------------- .----~. . 
7b. (~ March puzzle (courtesy of • • • • 

...._ _______________ _ 
• • • 

(U) Jennifer and·Dan are about to soive the 13-coin problem with thre~. 
weighings when someone decides to throw in their two cents. Luckily •. 
Jennifer catches one of the new coins iri midair, and the interloper 
assures everyone that both new coins are genuine. How can the lone 
counterfeit coin be found in the pile of 14 coins with just three 
weighings? (This is.an extension of the previous puzzle - you are 
still to assume that all the good coins weigh the same; and the 
counterfeit coin has a different weight, but you don't know if it is 
. heavier or lighter.) 

• 

-fi'QUQj Send all solutions, as well as puzzle submissions, to ... I __ __,r .... 

. . 
• • . . . . . . . . 
♦ •• 

' ♦ •• . . . 
• • .... 

♦ •• . ~ . , 
~ . . . . . . . . . 

t1 

•••••••••.•••••••••••• • I • • • • • • • • • • • • • • • • • • • • • • • • • • • "'O 

I////////I///I//I/I/I////I////////I///II/IIII/////////////////////////// ~ 

8 . .( U) LETTER TO · THE EDITOR . 

(U) Editor's note:· 

(~ We received the following letter in response to "An Evaluation 
?f 'The Bible Code:• (the actual code descr.ibed in the book of the same 
name), byl I CMP Program 'Director, in the February 1998 
_Tales o t.he KRY 11'_. • • • • • • • • • ■ • ■ • ■ ■ ■ ·• • ■ ••••••••••••••••• 

(U) Dear _Tales of the KRYPT_ Editor, 

(U) l l is bang-on in describing this as pseudo-scientific 
and portraying a general" {f•ct"s"ay," "11 compiet"e~1 r misunder0standi~g· of the. 
scientific method. CX) 

"' I 
w 

"' 
....-------------------------~ ...... :• ~ . .... · ....... . 
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{U) I had to deal with correspondence from some of thes'e seriously 
mis ided individuals durin ear at the 

Page 14 of 1-5 

a er men 1 ned.one 
of these cases to Woody Dudley (Editor of the MAA' s .., ~c,B.ege.Jil!a.tp. • • • • •• 

. . . . . . . . . . 
Journal."_ and author of _Numerology, or What Pythagoras Wrought_), • • . .-"'8 
saying that I had initially believed one should treat ·such people (b) (6) 

gently. ~owever, doing so only generates ten times the heat for the 
second iteration.· Xerox must be making a killing on the business of 
these people alone. Woody and I are now in complete agreement that 
.such individuals must not be mollycoddled, but must be told point-blank 
that they are wrong; that they misunderstand the scientific method; 
that -they misunderstand the concept of proof; that they would be much 
better off to drop consideration of the.matter entirely; and that you 
(i.e., I) will not reply to any further correspondence. There can be 
no middle ground related to such horsefeathe.rs. 

{U) To see where such thinking leads, read Woody's book, o~ either. 
of his previous -two: _Mathematical Cranks_ and _The Trisectors_ 

. r 

~ Cheers, 

l 
. . . 

ff H It UH II H II H H II H II n II II H II 1f fl H 11 H H H If H II U II II It II II R 11 H ti It fl 1111tiH1111"'"rt"1111111111111111 ff ti'! II H ti ti ff ff fl It H ff If 
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9. (U) EDITORIAL CORNER 
• 

REMINDER: {D) Submissions for the April issue are dwe by Mareh 25. 
PLEASE NOTE: (U) All submissions must be in ASCII foj;mat, and, with the 
implementation of E.O. 12958, MUST BE PORTION-MARKED.• If other than 
NSA/CSSM 123-2 governs the classifications, please so ":indicate . . 
(U) If you have any comments or suggestions, please • submit them to any 
member of.the editorial board; . 

• . 
~ EDITORIAL BOARD . .. 

• 

I 
• . . 

• . • 
- Jack Inoram Cryptolooic Historv Museum. I • . • 

• • . . . . . . . ..... : : . 
,.,._(b_)_(_3_) --P-.-L-. -8-6---3"""61 ...... . . . . . .... 

Return t9 Kryptos .l:J.911!.~. J>~gc 

• 
• • 
• 

• 

• 
• 
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NSA Home Page 
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. 
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DeRIIIBJ FROM: NSA.CSSM 12.3-2., 
DATl:D 3 SEP 1991 

Dea.ASSIFYON: SOURCE MARKED 1'0AOR 11 

DATia OF SOURCE: 3 SEP 1991 

. 
• 

♦ 
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8. (U) Editorial. Corner 
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feature the thoughts of now Chief, 1~-----~-assigned to 
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Chief, Z2. 
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~ I've always enjoyed the SIGINT mission and had previously 
stepped outside the cryptanalytic community for brief periods. But now 
for a significant period of time, I"ve had the opportunity to lead a 
major activity which engages in its every aspect. It's exciting but· 
intimidating; it's sometimes discouragingly hard but very otten 
wonderfully rewarding; it's routine in some ways but unique in ways 
previously unimaginable to me. The people I"ve met and the places I've 
been have added a new and exciting d1mension to -my career. I challenge 
each of you to consider stepping outside the cryptanalytic community in 
order to return better prepared for carrying on your very important and· 
still unique t·ask of breaking the·world's cipher systems. 
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2 . ( U) CALENDAR OF EVENTS · 

Apr 10 

Apr 13-17 

Apr 13-17 

Apr 20-24 

(U) Deadline to regist:er for CA PQE 

(U) CA-305 at NSA 

(U) Z RSOC CA/SA Conference at NSA 

(U) Signals and Analysis D.evelopment Conference 
at-NSA 

. . . . . . . . 
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PLAN AHEAD 

May 5, 6 (U) CAPQE 

May 11-15 (U) ACE' at GCHQ 

Jun 4 (U) CMI Mathfest at R & E Symposiuli\ Center 

Jun. 22 - Aug 28 (U) SCAMP at LaJolla 

Sep li (U) CMP Graduation, Friedman Auditorium, 1300 

Nov 2-6 (U) CONSCRYPT '98 at CSE 
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3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS 

3a. (U) New CACP Executive and Assistant Executive Announced 

Page 4of15 

. . . . . . . . ....... 
o' ~ The Cryptanalysis Career Panel is pleased to announ~_c_e_t_h_a_t _ _,..., 

! !is on· board as the new CACP Executive, ;r:eplac,.:i~n::..g~----..-"'" w 

Also , on ,Apr lt '2 ~ , ■ I " • • • • • • • • •l· ■wt J.l■ •ak~ .OVEa.-r:.::.•.,;.:l;:.,;o;:;=;..:!;:!:;::!!:;~1:i=:;;:z;;:ic.:z;::ic;,'I,:~~ • • • • • • 1 
" .. II 'II Illa.. • • • ""Cl Assistant Executive. The panel is"g'r~~e'!:111" to" "'"' ............ ,f",,.,,. • .,..,.. t:-< 

·for their outstanding to Cryptanalysis or t e ew years 
and is fortunate to µsa..:,u;i.....i,IJ,d,,!...U.....l..'1.l.!a.i.~ ..... ..s;a.u.i;;L.1.J;aw.a.i,.l.,i;l,....,;;;..i.s;;..1,1,1,~-. .. ·1.4.•to these g; 
pivotal po,jW..i....,1,i,1Mii.-~----------,,--------------,,-l.may be ~ 
reached foir •Profess'!i.<1ne.l:i,,zat.ion, ■ 'ieckn.i&:al. 'llra<ik. ·irJi ■- ." ." ." •■ .• .• .• ••.,..,..,..,..,.,,.,,.. "' 

opment guidance. 

-- ---- -- ------ ---- --- - - - --------------- -- - ----· - -----, ------ ------.. -----

3b. (U) Non-monetary Awards for Service to the Cryptanalysis Technical 
Track 

~ The following people were recently recognized.with non-monetary 
awards for their service to the Cryptanalysis Technical·Track. 

With clock towers denoting at least two years of service on 
the CA TTRP or 'DO THAB: 

.• With portfolios denoting at least one year of servicoe;· 

• l I ··· ....... . 
• • • • • • • • ■ • 

(b) (3)-P.L. 86-36 (U) The CA Career· Panel greatly appreciates the contributions th:; • • •1 
these individuals have made to furthering the technical health • _________ _. 
of the career field. · .•• 

♦ .------------------ .----------------------------------------·-~---------' ♦ ' 

♦ 
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3c. (U) CA Technical Track Criteria Changes 

(U) A subc.onunittee of the Senior Technical Track Board (STTB) has been 
tasked with studying and ·levelling·a11 the skill fields' tech track 
criteria .. There will be some changes to the CA tech track criter~a as
a result. The subcommittee is recommending that the new criteria be 
put into effect on 1 May, with all ·tech track applications received 
after that date being evaluated under the new criteria. This proposal 
·and the individual skill. fields' criteria have not yet been approved 
by the STTB, ~o the actual implementation date is still tentative. 
watch this space and ESS topics 1284 (Cryptanalysis Career Panel) and 
1263 (Technical Track) for more details. 
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4. (U) KRYPTOS SOCIETY NEWS: International KRYPTOS CA PQE Contest 

(U) Regi~ter Before 28 April 1998 ! 

(U) On 5 and 6 May, the first-ever International CA PQE contest will be 
held. This contest is based on the same questions being worked by CA 
professionaliza.tion aspirants. However, contestants will be able to 
work in teams of up to 4 at their workspaces using. whatever 
documentation or computer resources they have available. of course, 
the contest will only be· two hours.each day, instead of the 4 hours 
allocated for the PQE. Moreover, teams will be judged on both their 
number. correct AND how long_it took them to get the answers. 

(U) This contest is open to basically everybody who has not already 
seen'the test. Teams from NSA, GCHQ and CSE are expected to. compete 
for the chance to demonstrate their cryptanalytic ~owledge. Top teams 
will be published after the contest. 

~ Full contest details. can be found at: · 

(U) Sign Up Today. 
. . 
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Sa. ~ 

. . . 
Matt · on Ma th: "Two Ea111C,u"s • Sums " 
by._! ______ ___,f CMP Intern 

(U) Lore has it that when Gauss was a child his mathematics teacher 
wanted to relax so he-assigned his students a mind numbing exercize: 
compute the sum of the first one hundred integers. Most of the 
students started out with 1+2=3, 3+3=6, 6+4=10,·etc. Their teacher 
fully expected the students to spend the entire period working on this 
and was shocked When young Gauss shouted out the answer, 5050, almost 
immediately. 

(U) Gauss accomplised this by noting that 

S = . 1 + 2 + 3 + 4 + ... + 100 

can also be written as 

S 100 ~ 99 + 98 + 97 + ••. + 1. 

• 

I (b) (3)-P.L. 86-36 

• • • 
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Then, adding the two together term-by-term we see that 

2S = 101 + 101 + 101 + 101 + .· .. + 101 

or 

2S = 100 * 101 

i.e. S = 10100/2 = 5050. This suggests a .closed form for the sum of 
the fi:rst N in"tegers: S · = N* (N+l) / 2. Observe that when N is large,· 
s is very large·. In fact, as N approaches infinity, S grows without 
bound. We say that the infinite Gauss.sum or "series" diverges. 

(U) Another famous sum is called . the "geometric series.• . The series 

is called the geometric series with COI!Ul\on ratio r. This is a series 
with an infinite number of terms. Let's see -how a finite piece of S, say 
the first N terms, sums up. The "Nth partial sum" 

Multiply s_N by the common ratio r:_ 

Notice how the terms line up. Now; subtract ·rS_N from S_N: 

(S_N ·_ rS_N) = 1 - r" (N+l) 

because all of the intermediate terms cancel out. Finally, we factor 
out S_N and divide to obtain a closed form expression for S_N 

S_N(l - r) = 1 - r" (N+l) or S_N = [ 1 - r"(N+l) ]_ / (1 - r). 

(U) This expression for S_N is perfectly valid provided N is a positive 
integer and r is NOT equal to 1 ·(because-we can"t divide by zero)·. 
What happen_s, however, if we let N approach infinity qr grow without 
bound? 

(U) Let"s experiment with a C program and the geometic series with 
r = 0. 5. · To compi-le t_his program on your Sun computer, save· the code 
to a file called (say) series.c then type gee -o series series.c and 
run it with the call (say) series 100_0 (or any pol;litive integer 2 or 
larger) to compute the geometric series with 1000 terms. Feel free 
to change R_VAL and play! 

#include 
#define R_VAL 0.5 

main(int ac, char **av) 
{ 

register inti; 
doubler= R_VAL; 
double S; 
int N; 

N=atoi(av[l]); 
S=l.O+r; /* the first 2 terms*/ 

if (N==2) { printf ( "S=%f\n", S); exit (1); 

.-----------------------'--------f . 
(b) (3)-P.L. 86-36 
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for{i=2;i<=N;i++) { r*=R_VAL; S+=r;.} 

printf{"S=~f\n",S~; exit(l); 

{U) Here is·the output for various input values: 

N series N 

2 
10 
15 
16 
20 
21 

·100 
10-00000 

1. 500000 
1.999023 
1. 9999_69 
1. 999985. 
1. 999999, 
2.000000 
2.000000 
2.000000 

(U) Looks- like S converged to ther~value 2 (up to the precision of my 
computer). In fact the ·series will converge to 2 as N approaches 
infinity. Why? 

{U) Recall, that S_N (1-r"(N+l))/(1-r). The only term in that 
equation involving N is r"(N+l). In this example, r=l/2. -For large 
values of N, (1/2)"N is small. and as·N approaches infinity, (1/2)AN 
approaches zero. Hence, as N approaches infinity, S_N converges to 
1/(1-r) which equals 2 when r=(l/:?). The same argument applies for 
negative values of r. If r=(-1/2) then S converges to 1/1+(1/2) = 
2/3.· The argument breaks down (and the series diverges) when r"(N+l) 
becomes unbounded as N approaches infinity. This happens when lrl > 1. 
The final case to investigate is the case of r={-1). Here the Nth term 
of the geometric series equals 1 or O depending on the parity of N, 
hence the geometric series diverges .in this case [because the sequence 
of partial sums osc-illates]. 

(U) Summarizing our results, we conclude that the geometric series 

converges to 1/(1-r) for -1 < r < 1 and diverges for lrl >= 1. 

Sb. ~ "The Year 2000 is a Problem for our Targets Too• 

by I l 0G;~Q. :e:: :~o.o. ~v~~t. :o~:"~i~~t~~ 

(U) [N.B.: British spelling and usage have been preserved throughout 
tl1is article.] 

~ The Year 2000 computer 'bug', when computers worldwide face 
possible failure as their inte~nal clocks go from 99 to 00, could cause 
major problems worldwide. The ·total cost has been estimated to be 
anything up to $3.6 Trillion worldwide, and that is just for fixing or 
replacing systems. The legal bills afterwards are thought to be as 

·much again. The effects are seen in considerably more than desk-top 
computers. In fact only 1% of microprocessor chips are thought to be 
in desk t·op computers at all. The rest are in equipment ranging from 
high tech weapons· systems to domestic appliances like m-icrowaves. 
Weapons command and control sy~terns, nuclear reactors and air traffic 
control systems could all break down, with potential° for loss of life. 
Power supplies are also at risk, since failure of embedded chips in 
oil rig pumping systems (BP are·currently working against the clock to 
replace theirs) and even minor infrastructure breakdown could 

Page 7 of 15 
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jeopardise supplies of fuel to power stations, resulting in power 
cut-s, and further equipment failures. Some estimate that Britain- and 
the US will be reduced to 50% of their current power levels over 
January 2000. There is also great potential for financial fraud 
and computer hacking. These problems will affect the whole-world: 
even the.most advanced countries haven't the time or the resources 
to fix more than their most critical systems, and Europe is having to 
divert resources away from Year 2000 programming to cope with 
monetary union conversion. The countries which _will be most heavily 
hit are, however, Russia and former Soviet countries, 
Eastern Europe, Turkey and China. These are heavily reliant on 
imported IT, and do not have the resources or the time to fix their 
problems. Given the worldwide scope of the· problem, and the fact 

~ • • • • . ·I (b) (3)~P.L • 

. . . ·. ·. '· 
. . . . ... ' ... ... ... 

.. 
..,_ __ .,,.., ____ ..,..,,...,......,...---,.---,---------,,....,-,,..._.I In some cases • • 
intelligence will be the only source of information about· Y~ai::." 2000 
remediation work--so it is worth looking for. • • • ... 

• 

. . . 

----------·----------------------------------------L------------------- --. . . . . 

• 
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6. (U) COMMUNITY NEWS: 
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6a. (~ DO Skill Field Corner 
by! ►••••• • • • • • • • • • • • • • • • • • • J (b) ( 3) - P. L. 

' • : $ 
86-361 

(U) Greetings! I'd like to take this opportunity 
in my new position as DO Skill Field Director for 

to introduce myself • • : • .-
Cryptanalysis. • • • • • •• . . . .\. .. . . ... 

(U) The Skill Field Directors are newly created, full-ti~e+ t,;sit.i.(ms • • 
for each of the eight DO tech track skill fields. ~Ei "1111 b~ .;orking • •; 
along with the career panels on technical healt~•i~sues, ana· through • • 
the DO THAB. to implement the Technical Track •Program. ~ • • ·: • . . ____ .,· 
~ I sit in! f ;nd ~a·" i:- •;.:.shed ad I.' r 
secure. My web page = ~ _ 
will contain information about technical r,.e~lth issues affecting 
cryptanalysts, as well as information o••z Group Hiring and Language 
issues (my other two .hats)·. The page" is pretty sparse right now, but 
expect to see more there in the /titure . 

• 
(U) I will keep the CA co~unity informed of initiatives in these 
areas and I welcome anyQrte to contact me with questio~s, suggestions, 
and concerns. • • ~ • 
~) ,...__ _ ___.r 

6b~ (~ History: "Female Pioneers in the Computer Industry" -
PART II of a 2-part series in honor of Women's 
History Mont~h __ (M_a_r_c_h ___ ) ___________ _, 

provided by'--------~--------

(~ (NOTE: This is the ·second of two articles provided by I • .I 
! l in honor of Women's History Month (March). They came from two', 
November 1!19"6"i"s!n.fe!l•o■.E•bhe. ■_Wal.l.s.t.:r~et; Journal_ - "THE FRONT LINES" ',.,. 
by Thomas Pitzinger, J.r.) • • • • • • • • • • • • • • ·• • • •• ■ ■ ••• • rt-,,,_ ________ ,. 

•. •.1 _<_b_) _< 3_>_-_P_. L_. _s_6_-_3 6-(U) Growing up near Philadelphia, Betty Holberton was left-handed, 
cross-eyed and mercilessly teased by her classmates. Her orchestra 
leader chided her·for standing on the wrong side of the double bass. 
On her first day at the University of Pennsylvania, her math professor 
said she should be home raising children. 

(U) Jean Bartik never quite fit in, either. Growing up in the farm 
fields of Missouri, she could outpitch her brothers in softball. She 
studied Latin as a hobby. In college she took physics and 
trigonometry, usually the. only girl in class. Qu~rky and tenacious-
the perfect attributes for becoming history"s first computer 
programmers. was their gender also a factor? 

(U) The two of them, joined by four other young women, programmed 
history"s first general purpose digital computer, the ENI~C. But 
Ms. Holberton and Ms. Bartik did not stop there. Their continuing 
work--spanning nearly 40 years, in Ms. Holberton's case--helped to 
create the computer industry as we know it today. 

(Ul They believed computers w.ould flourish only if easy to program and 
operate. No matter how complicated computers are today, there is no 
doubt that they would be even less accessible if not for the work of 
these pioneers. "I spent half the day trying to figure out what 
people needed in a computer," Ms. Holberton says, "and the rest of the 
day tryiµg to convince an engineer it was his idea." 

. . . . . . . . . . . . 

(b) (3)-P.L. 86-36 
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(U) Following the Army's unveiling of the ENIAC in 1946, Jean Bartik 
joined a mathematician named Adele Goldstine in leading a team to revamp 
the machine as a "stored program" -computer. This relieved programmers 
of the need to configure a new labyrinth of heavy cables for every 
equation the machine solved. The invention of internal programming is 
often attributed to the great mathematician John von Neumann, who 
published a paper on the breakthrough. Ms. Bartik and her team 
consulted regularly with Dr. von Newmann, but it was she who wrote the 
code. 

(U) A short time later, in 1948, she and Ms. Holberton were reunited 
at a company called Eckert-Mauchly Computer Corporation, established by 
the two principal crea'tors of the ENIAC. Eckert-Mauchly was creating 
a new machine called the Universal Automatic computer, or Univac~-the 
first general purpose commerical computer, the device that would 
compile the 1950 census, predict Eisenhower"s victory over Stevenson 
and ultimately revolutionize business. 

(U) While the engineers were absorbed in technical blandishments, Ms. 
Holberton brooded over."hurnan engineering," her way of saying the 
machine could be user-friendly. She created an instruc_tion code called 
C-10, enabling programmers to control the computer with typewritten 
commands instead of dials and switches. She built the language around 
mnemonic characters-:--"a" for add, "b" for "bring," introducing an 
intuitive aspect to the hypertechnical practice of programming. 

(U) The very look of the Univac embodied her thinking.. In designing 
the control panel she put the numeric keypad alongside the keyboard so 
letters and numbers could be entered with equal ease. She insisted the 
intimidating black exteriors be abandoned, thus locking in gray as the 
color of choice· for computing. 

{U) But to what use would the ·univac be put? Ms. Holberton headed the 
development of a "sort generator," a program organizing payroll, 
inventory and other data ~ccording to the unique parameters of the 
user. It was probably the first use of a computer to program its own. 
application. 

{U) Eckert-Mauchly was sold in 1950 to Remington Rand, which evolved 
into Speery Univac and ultimately into the Unisys of t·oday. When 
M.I.T. Pr_ess brought out a history of the history-making machine in 
1987, it was titled "A Few Good Men from Univac." 

( 

(U) Ms. Holberton remained in the thick of computing--though never in 
the spotlight--until 1983, first with the Navy and later the Natibnal 
Bureau of Standards. She knew the machines had to talk the same 
language if computing was to spread, . so she led a committee to 
establish standards for the Common Business Oriented Language, or 
COBOL; it remains among the most widely used computer languages on 
Earth. She later played a similar role in the development of Fortran. 

(U) Today, at 79, Ms. Holberton is partly paralyzed from a stroke but 
speeds around her nursing home in Rockville, MD in a wheelchair. The 
one visible momento of her trailblazing years is the steel nameplate, 
hanging on her wall, from Univac serial number 006. Ms. Bartik, 71, 
supports herself selling real estate in New Jersey. 

{U) Programming started ri11t- .::::ic ~n ov-,-.lnc,"lue1y -Ferna1e field. But as 
software began catching up to hardware in importance, men moved in and 
quickly moved ahead for good. Wherein may lie the deepest 
significance of the story. 

(U) The programming challenges of the future are_ too huge to permit the 
discouragement of half the population. Yet the proportion of women 

...... ----------------------------r··· 
... 
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studying computer science has been declining for a decade. One reason 
may be the historical dearth of role models in significant positions. 
"Girls have·an image of computer science being for boys," says Denise 
Gurer, an artificial-intell.igence researcher at SRI International. 

(0) As for her own pioneering role, Ms. Holberton remains modest. 
"Somebody would have done it if I hadn.' t done it," she insists. Maybe 
~o, but would someone else have done. it quite the same way? 

. . 
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I (b) (3)-P.L. 86-361 . . 
• • 7. ~ PUZZLES .... . . . . . . . . . . .... · ..... . by._ ______ _, Z433 

7a. ~) March Puzzle (courtesy of -----------------
( U) Jennifer and Dan are about to solve the 13-coin problem with three 
weighings when someone decides to throw in their two cents. Luckily· 
Jennifer catches one of the new coins in midair, and the i;nterloper 
assures everyone that both new coins are genuine. How can the lone 
counterfeit coin be found in· the piie of 14 coins with just thre~ 
weighings? (This is. an extension of the previous puzzle - you are 
still to assume that all the good coins weigh the same, and the 
counterfeit coin has a different weight, but you don't know if it is· 
heavier or lighter.) 

(U) Solution: 

Coins are O (the genuine coin) 123456789A,BCDE· 

01234 v 56789 (first weighing) 

• 

if even, then counterfeit is among ABCDEand may.be identified using the 
same techniques as when 1234 v 5678 turned up even in the 13-coin 
problem 

if 01234 light, then 1 2 3 or 4 is light or 5 6 7 8 9 is heavy 

125 v 346 (2nd weighing) 

if even, then 7 v 8 (third weighing) 
if even, then 9 is heavy 
else 7 or 8 is heavy 

if 12 s·. light, then 1 v 2 { third weighing) 
if even, then 6 heavy 
else 1 or 2 is light 

·if 346 light, then 3 v. 4 (third weighing) 
if even, then 5 heavy 
else 3 or 4 is light 

~) Solutions were provided by I I ,_ _____________ ----.. 
-----......... . 
(~ ... I ______ -.... r:i:::r;.;id~d-- th"e• f'0Uow:hi,g-.q,o~ep1;a~y on the problem: •• 

······················ ·········· . . 
(U) We now 
weighings, 

. ■ • • • • • • • • • ~ ~ ~ ~ ~ - , 

ge~eralise Jennifer & Dan's case to show that, with n • ~1---------1 
we can solve .either of the following problems: . (b) (3)-P.L. 86-36 . 

A. we have (3"n-1)/2 coins, exactly one of which is wrong, plus one 
correct coin. After weighing, we can identify the bad coin and sa~ ~ • 
whether it is heavy or light. · •• 

. • . • . 
• • . 

• 
. . 
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B. We have a set X of (3"n+l)/2 coins and a set Y of (3An-1)/2 coins. 
One of these 3"n coins is wrong: if it's in X, it is light;• if it's in 
Y, then it's heavy. We also have 2 correct coins. After weighing, we 
can identify the bad coin arid say whE:=ther it· is heavy or light. 
(Clearly the case of X heavy, Y light is also fine!) 

(U) we prove these by induction. 

If n=l, then A states that we have a good coin and a bad coin, we know 
which is which and we can identify whether the bad coin is heavy or 
light with 1 weighing. This is clearly true! 

If n=l, then B states that X has 2 coins and Y has 1 coin, and one of 
the 3 is bad. We balance the 2 X coins. If they balance, the Y coin 
is heavy. If they don't, the. lighter of the X • s is the wrong coin. 

We now ass=e that the above holds for n = N. 

Consider case A for n = N+l. We have. ·(3"(N+ll-1)/2 coins, one of which 
is wrong, plus 1 good coin. 

We balance (3AN+l)/2 against (3AN-1)/2 plus the good coin. 

If they balance, then one of the remaining (3AN-1)/2 is bad. But by 
assumption, we know we can solve this in N weighings. 

If they don't balance, we can assume wlog that the (3"N+l)/2 are lighter 
than the (3"N-l)/2 + good. 

Now balance (3"(N-l)+l)/2 "lights" and (3"(N-l)+l)/2 "heavies" against 
(3"(N-1)-1)/2 lights and (3"(N-1)-1)/2 heavies and 2 goods. If they 
balance, then the remainder, which consists of (3"(N-1)+1)/2 lights and 
(3"(N-1)-1)/2 heavies can be solved with (N-1) weighings by ass=ption. 
If they don't balance then, in either case, we have (3"(N-l)+l)/2 
of one type and (3" (N-1) -1) /2 of the other· (and at least 2 good coins) 
which we can solve in (N-1) weighings by assumption. In either case, 
we can solve case A for n N+l .in .(N+l) weighings. 

Now consider case B for n = N+l. X contains (3"(N+l)+l)/2 lights and 
Y contains (3"(N+l)-1)/2 heavies. As above, balance (3"N+l)/2 lights 
and (3AN+l) /2 heavies against (3"N-1) /2 lights and (3"N-l) /2 heavie•s 
and 2 goods. 

If they balance, then what remains is (3"N+l)/2 lights a~d (3AN-1)/2 
heavies, which we can solve in N weighings by assumption. 

If they don't balance, then either way, we have (3AN+l)/2 of one type 
versus (3"N-1)/2 of another (and at least 2 goods), which we can solve 
in N weighings by assumption. 

Hence we can solve· case B for ·n = N+l in N+l weighings .. 

We are, of course, interested in case A. Jennifer & Dan suggested the 
case N=3 (13 dubious and 1 good). We now see that, witl). 4 weighings, 
we can solve 40 dubious+ 1 good. With 5, we can solve 121 dubious 
+ 1 good.etc. 

The same reasoning as before :;;hows that we cannot solve the case of 
(3"(N+l)-1)/2 "doubly dubious" (correct/light/heavy) plus 1 "singly 
dubious" (correct/light) so the above are, in some sense, optimal. 

And now for the pretty stuff .... 

. . . . 
. . . . . . . 
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Previously, I showed that, ·with 3 weighings we could not (fully) solve 
the case of 13 good/light/heavy ( "doubly dubious") and· 1 good/light 
("singly dubious"). 

However, if we have access to 9 good coins (which we can assume since 
we're in a bank), then we can achieve the above, and in a pretty way 
that obviously generalises to more weighings. 

Label the 13 doubly dubious coins Oto 12 and the singly dubious coin 13. 

We also label the light/h~avy events: 

Event 0 is when coin 0 is light 
Ever1t 1 is when coin 1 J.S light 

Event 11 is when coin 11 is light 
Event 12 is when coin 12 is light 

Event 13 is when coin 13. is bad, i.e. light 

Event 14 is when coin 12 is heavy 
Event 15 is when coin 11 is heavy-

Event 25 is when coin l'is heavy 
Event 26 is when coin O is heavy 

All we have to do is express the label of each coin in base 3. Then at 
the t'th weighing, use the t'th digit to decide which side of the 
scales to put the coin. 0 = left, 2 = right, 1 don't use this time. 

So coin O always gets put on the left. Since 7 = 021 in base 3, we put 
coin 7 on the left for the fi.rst weighing, on the right for the second 
and don't-use it for the third. 

If the number of coins on left and right aren't equal,' we use good 
coins to make up the difference. 

At each weighing, if the left side is. lighter, we assign a 0, if it's 
heavier, we assign a 2 and i_f both· sides balance, we assign a 1. 
Concatenating these gives the label of the required. event. 

So, if we found Left Heavy then Left Light then Balanced, we would 
assign 201 (or 19 decimal) and deduce that coin 7 is heavy. The method 
has to work, since each coin follows a different weighing strategy and 
the event number just "follow:;;" the bad coin. 

This method clearly generalises to any number of weighings. With n 
weighings, we can solve the case with (rn-1)/.2 doubly dubious coins 
and 1 singly dubious coin. We ·will need 3A(n-1) good coins, since 
there are this many dubious coins, all on the left side, for the first 
weighing. 

We can also solve .the case with 3An singly dubious coins, by labelling 
the coins Oto 3An-l and letting event i mean that coin i is bad. 

Without too much strain, we can also handle the intermediate case with 
D doubly dubious coins and (3An-2D) singly dubious coins. 

I 

The method even generalises to other types of weighing apparatus, 
where there are N types of outcome, on·e of which is "balanced". 

7b. ~ April puzzle - Phonetic Phillers 

. I (b) (3)-P.L. 86-36 
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This puz·zle ·is taken with permission from the web page of 
Mike Pieja, ·http: //members .aol .. com/stannum/puzzle/main.htm 
if y0u have an outside account~·-·-------, 
·credit for the puzzle goes to! l . 

(U) Surely you've all seen puzzles such as this unimaginatlv~ specimen: 
[ICE] ___ [PUFF] . • • 

where the object is to insert one letter into each blank to make-a. 
word, and also makes a word-or· phrase when you combine these new •• 
letters with.both the preceding "ICE" and the following "PUFF". In 
this case the answer is "CREAM", forming "ICE CREAM" and "CREAM PUFF". 
On this p_age, of course, there is no such mediocrity as that ... 

. 

· Instead, try this extended filler chain,. where each biank in a series 
must make a w0rd or phrase, when paired with the letters_. in .brac.kets 
on either side. . . ·-... 
[TOU]_[TER]_[COR)_[TER]_[FALL]_[SIDE] • • ~ • • .. . . . . . . . . . . . \ . 
(~ Send all solutip~s-. • ~s• ;_,;11 as puzzle submissions, to .._! __ ....... r 

♦ 
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9. (U) EDITORIAL CORNER 

REMINDER: (U) ·submissions for the May issue are due by April 24 .. 
PLEASE NOTE: (U) All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE PORTION-MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please- so indicat.e·. 

(U) If you have any comments or suggestions, please submit them to any· 
member of the editorial board. 

~ EDITORIAL BOARD 

Jack Ingram, Crvotoloaic Historv Museum,I I ♦ 
♦ - . . • 

• ♦ . . . . 
... • : ♦ 

••• 1/1 

• 
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♦ 

♦ 

♦ 

♦ 
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R~~Q.rn.J<> _KryptosHwne Page 

NSA Home Page 

• 
• 

~IIIED FROM: NSAICSSM 123~2, 
• DATI:D 3 SEP 1 991 

.DECLASSIFY ON: SOURCE MARl4:D 00ADR11 

. DAlE Of SOURCE; 3 SEP 1991 
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1. ~ PERSPECTIVE - Ea.ch month this newsletter features .the • • 
perspective of· a Senior on a CA topic of his/her choice.r•This ~onth we 
are pleased to feature the thoughts of! . D/Ch.:i.ef, Z2 . 

• 
'i'r! GCOJ... The air is full of talk of change, as usual. Irt th1nking 
about what to write for this article,· I remembered a debate I overheard 
while I was finishing up my final CMP tour in 1982. The.discussion was 
about the expected impact of microprocessors on the b~siness of 
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breaking codes. One side was pretty pessimistic, thinking_ the new 
flexibility and reduced costs would lead to such rapid changes in 
cryptoalgorithms we'd never be .abl~ to keep up. (Of course the 
pessimism was further fueled by concerns over DES, where it·was just a 
matter of time until the spread of that algorithm would shut us down 
almost single-handedly!) The other side was·more optimistic. I don't 
really remember their counter·arguments - or even if they made. explicit 
counterarguments - but I remember their confidence, their belief that 
WE;'d find a way to succeed, one way or another. 

(U) Since that day, I, .along with hundreds of others, have spent a lot 
of time and energy proving the optimists correct. In fact, I don't . 
think the most optimistic-person in the.bunch would have predicted the 
guantitattve or qualitative success we've enjoyed over the past 16 
years. So maybe there's a. lesson in-.all of this. Maybe when we face 
the unknowable future, the uncertainty of tomorrow, sure only that 
things will.not be as they were, we have a choice to make, perhaps a 
psychological choice, between optimism and pessimism. 

(U) In a big institution like NSA, we spend a considerable ·amount of 
time preparing· for the future - as uncertain or difficult to predict as 
it might be. But deep below the surface there is o~e ingredient which 
I believe is the.key to the health of the institution and which 
overrides all the ingredients of our strategic_plans (vision, goals 
etc.), - optimism. With it, together with an understanding of mission, 
we will set the vision and accomplish the ·goals we set·.out for 
ourselves. · Wi.thout it, we will fail. The same holds tru\:! for the 
critical subelements of the institution - including cryptanalysis. 

(U) What optimism is is hard to pin down exactly. It's not.constant. 
It varies from one individual to another and from time to time within 
oneself. It's a feeling, a mental state, which is ·influenced by · 
rational understanding. In the end, it's.a way of life, shaping our 
assumptions and expectations. The debate I overheard iri 1982 is not 
too different from debates still taking place today. The technology 
details are different, but it's still about what the future will bring, 
and there are still optimists and pessimists debating the issue. 

~ Here's the way I think· we will ·succeed. Those who _believe we 
will succeed will contribute their diligence and their creative 
problem-solving abilities to overcome the information security systems 
we target. They will avoid ruts. They will remember, it's NOT 
academic.' They will apply the appropriate tools in the CA bag of 

. tricks,. or they will invent new ones. In particular, any one aspect of 
our cryptanalytic skill set will die.only if they let it become 
irrelevant. And no one person, nor even one Agency, will do it alone. 

(U) The problems will get harder and.harder from a classical point of 
view .. We are no longer the center of the cryptographic universe. 
Therefore, we can't ~xpect to have the same advantages in that 
universe. As a player amongst players, ·we will need to· open our 
windows, lqwer our moats, and get.acquainted with the rest of the 
information security world. Only by understanding what's out there 
can we hope to have any advantage. So, as the problems get harder, we 
will change our stance. 

Page 2 of 14 

(ro~ Every generation ·since th·e beginning of time has-faced unsolved 
problems, many·of which were eventually solved.· unsolved is a lot 
different t.han unsolvable. Unless you can prove something unsolvable, I (b) (3)-P.L. 86-361. 

why give up on it? Cryptanalysis ~s a multifaceted discipline which· 11o---------• ·• . . . . . . . . . . . .. . 
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has adapted incredibly well over the years. Most often, it works by 
:fecogniz_ing a weak link in an otherwise sound system. We need to 
analyze systems and·understand the links be they mathematical 

· intricacies, software implementations, hardware quirks, or human 
tendencies. So far, progress hasn't stopped, and ·I don't believe it's 
going to on our watch. Change, however, is a given. It"s-healthy to 
spend.some time considering the future, but it's vital to find·a way 
to embrace its challenges with enthusiasm. 

(U) By the way, those who don"t believe may find arguments. which 
convince themselves we cah't succeed. But, time and will will tell. 

(U} Think.for a second about where you fit on the spectrum of belief in 
our continued cryptanalytic success, and relate that_ to your personal 
accomplishments in the last couple years - it might tell you something! 
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2. (U) CALENDAR OF EVENTS 

\ 

Jun 4 

Jun 5 

(U) CMI Mathfest at R & E Symposium Center 

(U) Deadline for Nominations for KRYPTOS 
Distinguished Members (See 3b.) 

Jun 22 - Aug 28 {U) SCAMP at LaJolla 

PLAN AHEAD 

Aug 8 

Sep 11 

Oct 26-29 

Nov 2-6 

(U) CMI/KRYPTOS Society Night at the Bowie Baysox 
(See 3a.) 

(U) ·CMP Graduation, Friedman Auditorium, 1300 

(U) CCWG Conference on Computer Communicatio~s: 
C2C Target Development (See 4a.') 

(U) CONSCRYPT '98 at CSE 

II tt II II II II II II II II ff ti JI II II II fl II H ff II N It II II II It 11 11 11 11 11 II ·II U fl n It ti 11 11 fl H ff It II U II n 11 11 II ft ff 11· 11 ff U H II ff If II H fl H 11 11 11 II II· H 
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3. (U) KRYPTOS SOCIETY NEWS 

3a. (U) CMI/KRYPTOS Society Night at.the Bowie Baysox 

(U) ~rk your calendars! 

(U) On Saturday August 8th, CMI and KRYPTos· will sponsor a ~Night .at the 
Bowie Baysox". A' "reserved seat ticket and all-you"-can-eat picnic" 
package costs $21.00 for an adult and $19.00'for a child ages 6 to 12. 
Children under 6 are free at the picnic. Each reserved seat ticket 
costs $8.00. The picnic begins at 5:30 PM, and the game at 7:05 PM. 

(U) Tickets will go on sale in early July! Reserve this date now, and 
join your colleagues and their families at this event. 
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I (b) (3)-P.L. 86-361 

---------------------.------------------ --------------------------------
3b .. (U) Call for Suggestions for KRYPTOS Distinguished Members (U) 

(U) Each year the KRYPTOS Society selects retired individuals as·· 
Distinguished Members of our organization. The purpose of the 
selection is to honor individuals who have made significant 
contributions to the field of Cryptanalysis and CA-related disciplines 
throughout their careers. The individuals selected have inspired us 
through their cryptanalytic accomplishments, supervision and 
management. 

(U) We invite you to provide the Nominating Committee with suggested 
.names for consideration; Please include your reasons for your 
suggestions. 

(U) Following are some guidelines which the Nominating Committee 
will use: 

1. In selecting individuals for distinguished membership, 
KRYPTOS strives to honor recent retirees or sterling figures from the 
past who have made their mark in some way on t}:le cryptanalytic 
community. 

. 2. Because KRYPTOS was founded to further the interest's of 
cryptanalysis, emphasis-should be placed primari_ly on cryptanalytic, 
work done by the individual, but with con~ideration also .given to 
cryptomathematics and cryptoprograrnming contributions. 

3. The individuals should have had actual hands-on experience 
in CA during a major portion of their careers. ·cryptanalytic 
management experience, to the extent that-the individual demonstrated 
dedication to the advancement of cryptanalysis, should also be 
considered. 

(~ Pr.eviously selected Distinguished Members are listed on the NSA 
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WEB: 
.-------•-•_•_•_•_•_•_•_•_• _•_•_•_• ... • • • • 1 ;b) (3)-P.L. 86-361. 

(~ Names should be forwarded to ~~ • ._ _______ _._ 
5 June 1998. Please use "KRYPTOS Distinguished Members" as the 
Subject line of your email. 
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4. (U) COMMUNITY NEWS: 

Call for Abstr~cts:. NSA's Computer Comm~qication Working 
Group -- C2C Target Development 

· (~ NSA' s ·Computer Cornmunica tt,on Working Group ( CCWG) announces the 
Sixth Annual Conference on Computer Communications to be held on 
October 26-29, 1998 in the Friedman Auditorium. On October 30, 1998 
there will be demonstations and discussions in the Headquarters 
Building, room 9A135. This year's conference theme is "C2C Target
Development. ,,. 

(b) (3)-P.L. 86-36 
(U) Participation ip the conference is open to all fully cleared 1 .. _ .. _______ .. 

. . . . 
.---------------'-----------------t'······ 
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First and Second Party personnel and NSA contr~ctors. 
Presentations and demonstrations from NSA DO, DI, and DT 
organizations, NSA contractors, First and Second Parties, and other 
intelligence agenci~s are solicited. . . 

-~ This year's conference focus areas include: 

* C2C Target Development Process -- Focus on the target 
development process and problems from the perspective of 
NSAW, field sites, and Second Parties, 

* C2C Target Development Methodology -- Focus on techniques, 
training and tools currently being used f6r ·c2C:target 
development. 

* C2C Future Directions Focus on technology and research 
that relates directly to C2C processing and target 
development. 

(".t"esQ,) Please send abstracts (1-2 paragraphs) to I I 

Page 5 of14 

I I by 15 July 1998. The CCWG will not..,i_f_y_a_u_t---h-o_r_s_o~f-..,__ • • •.••. 
acceptance by i ·sePteinher 1g9•a· .. ...•..•... • . ■ • • • • • • • • • • • • ••• ■ • , .,_ _______ _ 

rt' e~ This conference provides opportunities for information exchange 
and networking among.a broad audience, to include intelligence· 
an:alysts, SRTD analysts, collectors, engineers, computer scientists, 
mathematicians, signals analysts, and others involved with intercept, 
forwarding, _p·rocessing, analysis, and -reporting of intelligence from. 
computer communication systems . 

. (~ Definition of C2C: C2C is any exr;::hange of information betwe~ri. 
two or more computers or applications programs. This exchange can 
consist of multiple data types .such as fax·, bulletin board or web 
accesses, x-windows sessions,. e-mail with attachments, or a more 
complex collaboration_ event with video, voice, images (whiteboards or 
graphics) and data (shared applications) being simultaneously exchanged 
among two or more communicants._ It can also consist of automatically 
generated network maintenance information such as routers exchanging 
information about communications paths. Furthermore,· this information 
exchange can occur across many different protocol- structures and 
multiplexing schemes as it transits- through the global •••. •. • • • • •: 1 

telecommunications netwo fr m ~•uter to anoth . . . . . . . 
T e CCSG we come_s rie 1ngs on 

topics relate to C2C target development. 
ese 

("t"!!CSQ)...This year, the CCWG wants to work with presenters to develop a 
series of briefings that will engage an international, multi-agency 
audience in the various aspects of the C2C target development.· The 
CCWG.especially would like to see several case studies describ:j..ng 
different aspects of the same target development problem. If you can 
provide part of the picture or recommend other organizations that 
can round out the picture, we want to hear from you! 

(bl (3)-P.L. 86-36 

(b) (1) 
(bl (3)-50 use 3024 (il 
(b) (3)-P.L. 86-36 

~eSQJ If you have an intelligence target communicating on a 
computer-to-computer network that you are trying to exploit, and·you 
are working to resolve problems; then what you are doing may solve 
problems _for other-organizations. The past conferences have 
established a productive forum for dissemination of information and 
sharing of ideas. This is an opportunity for learning and teaching I (bl (3)-P.L. B6-36 
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through a unique briefing discussion format, conveying to your 
counterparts your succe$ses, frustrations, fai],ures, insights and 
solutions. Contributions may be up to TOP SE<;:RET CODEWORD. No 
special compartmented materials are permitted. 

\"t ec9-1 Authors are invited to submit a sport general ·paragraph ·to the 
CCWG conference committee describing a talk, visual presentation or 
demonstration .. Please specify how much time you will need, either 15, 
30, or 45 minutes. All presentations should be aimed at the general 
NSA audience. Themes for discussion may include, but are not limited 
to the following general problem topical areas: 

* Successful analysis and targeting strate.gies. 

* The status of network target development efforts and what 
successes have come from the SRTD and the OPI working together. 

* ·Too.ls and techniques being used for· target development. 

*- Interagency collaboration. 

~) CCWG Conference Committee 

Co-Chairs: 

M'erlibers: 
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_I (b) (3)-P.L. 86-36 

4b. ~History: "Women in Cryptology" -- Spee:Ch presented by Miss 
Ann ·caracristi, Former D/DIRNSA, at NSA on 6 April, 1998 in 
commemoration of Women's History-Month 

I • 

(U) My first trip to a museum was jtlhen I was about six years old. I 
was taken into New York to visit the Museum of Natural History and I can 
still remember my .fascination with the mummy cases covered with 
hieroglyphs -- and I can remember my sense of.amazement and awe looking 
up at the huge dinosaur skeletons that were installed in large, 
high-ceil:i,nged rooms. 

{U) Little could I have known that I would spend a career involved with 
the modern-day equivalent of hieroglyphics. Nor that I would reach the 
point where I could be described as one of NSA's living dinosaurs! 

~) Well, our National Cryptologic Museum is not yet quite up to 
Metropolitan Museum standards -- but we have high hopes! And I think 
we owe a great debt to Ken Minihan for his enthusiastic, unfailing 
support -- and to former Director Bill Studeman for taking the steps 
necessary to. acquire the Colony Seven property to house the public 
museum -- and to Gen. John Morrison for forming the Museum Foundation 

. . . . . . . . . . .. ~ ... (b) (3)-P.L. 86-361 . 
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and to many volunteer docents and Foundation Committee members who 
are working to help the Museum become_ the "best institution of its kind· 
in the world." 

(U) We have described the three interacting missions of the Museum to 
be: 

to commemorate the accomplishments and contributions of individuals 
and organizations; · 
to educate both professionals and the public about cryptologic 
activities and their value. to the nation; and · 
to stimulate the imaginations of those who visit and participate in 
Museum programs. 

(U). I think it is most fitti_ng that the Museum will commemorate the 
role 6f women· as a vital part of the story of cryptology. I am honored 
to be here today for the dedication of this display. 

(U) Historical artifacts, models and pictures are, of course, basic to 
the museum collection, but creating and expiaining the "culture" -- the 
feel·of the time, describing the personality of ~he people and how they 
worked together and how they felt about being a part of the mission --. 
is very difficult. 

(U) Each of us who was ·a participant is likely to have a narrow and 
perhaps distorted view. Memory is faulty -- ev~n contemporary 
recollections can be suspect (you may have notic\:ed comments about 
Robert Reich's book, _Lo_cked in the Cabinet_) . · Fortunately, train~d 
historians, like intelligence analysts, are skilled at putting 
conflicting stories together .to arrive at something close _to "ground 
truth." 

(U) I will try to convey some sense of what it was· like •way back then" 
during WWII -- but remei;nber; it is only one person's experience. 
However, lots of researchers and historians are now able to examine the 
declassified records, so the documented record is becoming more and 
more balanced. 

(U) I came to Washington in June, 1942, within a week of graduation 
from college. .I knew only that.I would be working for a branch of the 
Signal Corps, a branch ~hat had something to do with something called 
cryptography. I came because, like almost everybody else, I wanted to 
do something' for the war effort. It was the first opportunity that 
came along. I was never interviewed by anyone. It seems that my 
college dean had given my name and the names of two.of my classmates, 
Kitr.ty and Katie, in response to a request ·for candidates. We were 
accepted. And. considering it something of a lark, we set off for 

·washington. 

(U) To really get the flavor of Washington in 1.942 ygu ought to read 
David Brinkley's marvelously entertaining -- and wonderfully accurate 
-- description in his book,· _Washington Goes to War_. It was a hot, 
humid, overcrowded city, in conf_using transition from being a sleepy 
southern city to becoming a war-driven boomtown. According to 

_Brinkley, more than 70,000 new people arrived in the first year after 
Pearl Hc!.rbor alone. And Kitty, Katie and I were among them. 

(U) Finding a place to live was a real problem. Somehow·we managed. to 
get a room in what had once been the Armenian Embassy, where we stayed 
until we lucked into an apartment in.Arlington. I (b) (3)-P.L. 86-36 . 
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(U) Nowadays the military talk a lot about "tempo"_.:. they mean 
operational tempo. In WWII Washington, the word "tempo" described 
buildings: the temporary buildings ·we·worked in and the buildings many 
of us lived in, not only military personnel but large numbers of the 
women who were recruited ·as clerks and typists for all the many 
civilian war agencies ---·OPA, OWI, OCD -- and for the SIS, the Army 
Signal Intelligence Service. The Munitions Building on the mall was 
one of a series of "tempos" left over from WWI. And that's where we 
reported for duty. 

~ That first day was my only visit to the spaces where William 
Friedman and his remarkable team had broken the Japanese PURPLE machine 
and had developed the· enciphering machines _and devices that were to 
protect U.S. communications throughout WWII. That early team included 
several women, among them Wilma Davis (then Zimmerman), Dee Sinkov 
(Abe's new wife), and Mary Jo Dunning, a statistician. - Although she 
was not formally a part of the team, William Friedman's wife, 
Elizebeth, was very much in the background as a·cryptologic pioneer in 
her-own right, publicly acknowledged for her role in helping the Coast 
Guard rundown Prohibition's largest ring of rumrunners. 

~ Our visit to the Munitions Building was brief. we were sent off 
to a classroom-at George Washington University, where we were to spend 
a few weeks studying Mr. Friedman's series of books on cryptography. 
Our teacher was Evelyn Ackley,_ a former professor of mathematics from 
Skidmore College, who was working through the Friedman _Elements of 
Cryptanalysis_ right. along with us, maintaining her lead by staying o_ne 
chapter ahead.- We spent eight hours a day working problems in 
substitution and transposition and learning about Playfair squares and 
other such encryption schemes. But our "graduation," it turned out, 
had more to do with when we could move to Arlington Hall than how 
skillful we had become at finding solutions. 

(U) So one day in July we joined the group at Arlington Hall, the 
former girls' school taken over by the Army, just as the Navy had 
taken over Mount Vernon Seminary in NJJ Washington·. It can't be denied 
that the early cryptologists had a knack for locating good real estate. 

(U)- Attractive as the location was, however, it was very hot ih July. 
And I was assigned to a group that was working on the Japanese Army and 
water transport systems. We were located under the eaves on the top 
floor of the-school b:uilding. There were bathrooms between every two 
of the former bedrooms, but the water was·turned off so it was safe to 
use the bathtubs as filing cabinets for the vast stacks of intercepts 
we needed to attack. Of course there was no air conditioning at 
Arlington Hall; or in the Navy's buildings,· except in the •machine _ 
rooms" where IBM and special-purpose analytic and decryption devices 
were located. The cool air was for·the.ma9hines, not the operators! 

~ When the Lt. Col. in charge told me I was to be assigned to the 
Japanese problem, I was astounded. I certainly didn't know Japanese 
-- and, thinking of my training in Mr. Friedman's Cryptanalysis I ~d 

.II, I couldn't think I'd be very helpful in working oh a problem 
without knowing the language. •Don't ··worry," he said. "we'll teach 
you." 

(U) Well, what they taught me was how to sort and.edit the volumes of 
enciphered messages that had been intercepted by Morse operators in the 
Signal Corps units scattered-throughout the West Coast and the Pacific. 
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the Army's Second Signal Service Battalion. 

(U) Our assembly-line routine was: SORT, EDIT, PUNCH. Punch operators, 
women civilians -- and later, WACs would convert all that material 
into punched cards that could then be sorted on IBM.tabulators and the 
results listed for study. 

~) Talk about "one team, one mission!" Our group of about 15 
people included our civili.an le~der, Al Small, who had been at the 
Munitions Building with Friedman, .a just-out-of-OCS 2nd Lt. who 
happened to be a nephew of Frank Lloyd Wright, several Gis waiting to 
go of.f to Ft. Monmouth for Officer Candidates' School, Wilma Davis, and 
a couple of other newly arrived civilian women like me. We all pitched 
in to sort and edit. And whi1ewe did that humdrum work we talked 
about what to look for. It was clear that we all could have a voice in 
making the plan of attack -- any good idea was accepted and put into 
effect immediately. Newcomer Jeanie Cocroft was the first to come up 
with a way to "de-dupe" the traffic, which saved a lot of punch time. 

'l"l"8tilQl . It was known t}:lat ·our traffic was enciphered manually. The 
Japanese were using additive from pads of key combined with groups from 
codebooks. The trick was to figure out the indicator systems, line up 
messages that came from the same key pad (overlaps), recover the 
plaintext code, break the codebook and translate the message. In due 
course this process would engage a work force of several hundred 
civilians (mostly women), a few officers (men) and a large group of 
Japanese linguists, mostly enlisted men, working in three shifts around 
the clock, seven days a week. 

~ By 1·943, large numbers of women had been recruited from high 
schools and colleges in the south to work at Arlington Hall.· Many of 
them would live in the newly built group of "tempo" quarters called 
Arlington Farms. They were the clerks, sorting and handling traffic, 
and they were the overlap readers,· posting messages on large 
worksheets, recovering keys and producing decrypts to send off to the 
translators. Some -- Charlotte Girhard, Nancy Malden., Gene Raymond --

. became traffic analysts, working with the large],y military group who 
were reconstructing the Japanese Army Order of Battle. Some worked as 
cryptanalysts -- as I did. In my section only a few of the new-·women 
recruits were mathematicians -- Anne Solomon was one. Except for 
those training to be teachers, very few women were encouraged to study 
math in the pre-war period. (Remember that prior to WWII- the number 
of fields in which women could hope. to find professional jobs was 
very limited: teaching, nursing, merchandising were about it.) 

~. Fortunately for cryptology (if not for the educ;:ational 
establishments of the early 1940's) women. teachers turned out to be a 
wonderful source of talent for many of our jobs, including math and 
foreign languages (mostly French, Spanish and German, however). These 
were women who would work on the German and European targets in what 

· was, to me, the "other" part of SIS -- the part run by Col. Frank 
Rowlett. Our Japanese linguists were mostly military and mostly men, 
who were selected from colleges around the country, drafted, and put 
into i~.mersion courses at Boulder, Colorado and at Syracuse University. 
A few had been miss.ionaries -- or came from missionary families that 
had lived in prewar Japan~ 
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(U) It was generally believed that women were good at' doing tedious 
work and, as I had discovered early on, the initial stages of. 
cryptanalysis were very t_edious, indeed. So women were recruited not 

----------------------------■ •••••••••••• •• pl_(_b_)_(3_) ___ p ___ L ___ 8_6 ___ 3_6_1· 

9/24/2010 



MAY 1997 TALES OF THE KRYPT 
Doc ID: 6823822 

only to free up men to go overseas, but to do the jobs that they were 
assumed to be most.suited.for. It's probably hard to understand why 
young women would come to Washington to work for $1,440 a year (yes, 

.that's fourteen hundred and forty dollars a year, or $1,620 if you had. 
a Bachelor's degree and $1,800 for a Master's), but these were women 
accustomed to depressio'n wages. And teachers' wagei:;; were notoriously 
low even in good times. And these were 1942 dollars! 

~ Those of us who considered ourselves·Arlington Hall pioneers 
who moved in during those first few weeks -- have special memories. We 
remember the famous "guard force" made up of freshly drafted h:Lgh-IQ 
Gis (draftees.were selected for SIS on the basis of thelr test scores), 
Gis like Arthur Levenson and Arnold Durney, who had never held a gun 
before in their lives, drew every third or.fourth night and had to 

. patrol the Arlington Hall grounds·. There were many stories, some of 
them true, about guns going off accidentally in the guardroom. We 
remember watching "A" Building being built i~ record time:. The long, 
unpartitioned "wings" were outfitted with rows of old dilapidated desks· 
-and tables scrounged t'rom heaven-knows where and populated with the 
ever-growing work force. The Cafeteria Building and "B." building came 
next. 

(U) David Kahn says that in June, 1945 we.were up to c1.bout 10,500,at 
Arlington Hall: 5,500 civilians, 4,500 enlisted (1,500 of them WACs) 
arid soo·officers. I don't know how many of those civilians were women 
-- but I· suspect it was about' 90%. 

(~ ·security was a matter of great concern t):len and. it led to 
extraordinary cornpartmentation, which in turn meant that v.ery few of 
the people at Arlirtgton Hall -- or in the field -- understood what was 
happening outside of their immediate area. Need-to-know was strictly 
observed. My college friend Kitty had ended up being assigned to the 
reporting shop headed by the 1·egendary Dr. Julia Ward (a {ormer dean at 
Bryn Mawr), so I was aware at least that translations (mostly) and 

· reports were being pu.blished and distributed. And Katie ended up in a. 
COMSEC unit, so I knew that there was a. part of the SIS that worried 
about the key diplomatic system called "PURPLE". which was being read. · 
But it wasn"t·until V-J Day that I ever saw a translated PURPLE message. 

(U) As the work force grew and the production process. became somewhat 
more.c;::oherent, the output became more timely and valuable. But the 
organization was still a •work in progress". There' were times when we 
marveled that anything useful was produced. It seemed., miraculously, 
to come out right despite the confusion (even chaos) of what seemed to 
us loose or sometimes nonexistent management and organization. But 
morale was high. We had a clear mission -,- WI.N THE WAR -- and, 
since most of us expected to go back to "real life" at the end pf the 
war, we did not much feel the need to compete for pro~btions or worry 
abou,t turf. On 't:tie whole we regarded our activities more as sport 
than business. We were serious and dedicated (many of us worked 
ten-hour days) -- but we enjoyed working together -and playing together. 
We had picnics and softball games, a choir and an amateur theater 
group. We went to the movies at Ft~ Meyer.:_ We s~w "Oklahoma" when it 
opened at the National Theater. 

~ The chief of the Japanese military branch was Col. Solomon 
Kullbach. Kully was one of the."greats," hand-P.icked and trained by 
William Friedman. Despite his wartime military rank, he was at heart a 
civilian professor of mathematics., far more interested in c;ryptanalysis 
than in organizational char-ts. Nevertheless he crafted·an organiza,tion 

------""----------------------···· .I (b) (3)-P.L. 86-361 
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tha·t by early 1945 was reading nearly every message transmitted by the 
Japanese military -- usually within hours of transmission, and 
sometimes long before the intended recipient read them. We were much 
better than the Japanese at dealing with garbles and encipherment errors. 

~ Kully didn't hesitate to put women in charge. Wilma Davis, 
Delis Sinkov, and Mary Jo Dunning were all section chiefs. 

(U) Meanwhile, across the Potomac, at the Naval Commu~ications Annex, 
Navy cryptanalysts were successfully exploiting the German-Navy ENIGMA, 
using U.S. versions of the British Bombe devices. By far the largest 
number of the mostly military work force.were WAVES. Some 3,000 were 
stationed there by early 1944, most of them involved in the 24 hour, 
seven day a week operation of the Bornbes. 

~ Among the civilians who played important roles in ·Navy 
cryptanalysis were Agnes Driscoll and.Polly Budenbach. But most of us 
at Arlington Hall weren't aware of their .successes until after the war 
when, at long last, ·the Army and Navy cryptologists did become one 
team. 

(Ul Looking back, we now know that the WWII cryptanalysts played a 
central role working against the Japanese army and navy. The Battle of 
Midway, the success of MacArthur's island-hopping strateg-y, the U_. S. 
ability to decimate the Japanese ,fleet of supply ships, the shootdown 
of Admiral-Yamamoto's plane -- all were guided by intelligence coming 
from successful cryptanalytic attacks. And in the Atlantic, U.S. and 
British exploitation of ENIGMA led to the ultimate-elimination of the 
German submarine threat. 

(U) Without the women· working at Arlington Hall., at the Naval 
Communications Annex, and in the intercept sites of the Second Signal 
Service Battalion, the massive production of decrypts and translations 
would never have been possible. Most of these women did go back to 
"real life• at the end of the war -- and these, now mostly nameless, 
are the heroines of· the Second World War. 

N Along with many, many others, I departed after the war and went to 
work in New York. But I.couldn't resist the tef!lptation to return when 
I was invited back a year later. Now it was the Soviet Union that was 
the threat_-- and I came to work in Oliver Kirby's Russian division. 
Carry Berry was my new boss, We worked on the Soviet •military problem, 
but in the front of our_B Building wing was the VENONA group that we 

·now know so much about -- thanks to the work of the NSA Center for 
Cryptologic History and the Agency decision to declassify the story. 
In the ceremony honoring the VENONA team of early heroes and heroines, 
Miss Gene Graybeel (a school teacher recruit) was acknowledged as the 
person who started the VENONA project in 1943. Among the 35 people 
listed, 17 were women. 

(U) No discussion of the role of women in cryptology can overlook the 
role of General Canine, the. first director of NSA. '. He was the one who 
set the staqdards for many things: the look of the workplace -- he 
finally got r.id of the prewar furniture; the look of the work force --
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- he insisted that we dress like professionals. Coat .and tie were in; 
bobby socks were out. But most of all he insisted on fairness in · 
rewarding performance. He went to bat to get a highe_r grade structure 
for all NSA civilians -- but he was especially insistent that 
deserving women be considered for promotion to what were then the 
senior grades ·of GS-13 and GS-14. (After the war there were only _ I (b) (3)-P.L. 86-36 
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three GS-15 cryptologists: Kullbach, Rowlett and Sinkov. A few other 
returning former officers. converted to _GS-14 and a few more to GS-13.) 
There were rio women civilians .al::,ove the grade of GS-12 in either Army 
or Navy cryptology. General Canine saw to it that that particular 
glass ceiling was broken. 

(U) It is obvious that there are many more. stories to tell about 
cryptologic success (and failure) during the period of the Korean War 
and the War in Vietnam, and about·the early years of the Cold War, as· 
more and more intelligence and. cryptologic history is.made available 
for public release. And as this happens, I think we can expect to 
learn more and more of the contribution of_ women to cryptoiogy at NSA 
and in the service cryptologic elements. 

~) But I suspect that we are fast approaching the point in our 
society -- and in the world of cryptology.:.._ where the "we and they" of 
men vs.· womeh in the workplace becomes less of an issue. . The presence 
of senior women in all parts of the busine·ss at NSA. today · __ from 
research.and engineering to computer programming, to the development of 
new secure information systems, to logistics, training, advanced · 
cryptanalysis, translation, transcription, analysis, and reporting -
is taken for granted, as are the many women serving as NSA 
representative·s in intelligence centers and collections units around 
the world. Even the fact that we have today (I 'in delighted to note) 
another-woman D/DIR, is not too. remarkable, nor is the fact that there 
are today women in charge·of major organizations throughout the Agency. 

(U) Finally, let me say that I know tha.t I am one lucky person: -
first, because I was able· to be here in the early years to share in 
tne excitement and fascination of our accomplishments -- but also 
because, in retirement, I "m still able to share many o·f your TOP 
SECRETS. I know something of how important your work continues to be 
today. I know that all of you, women, men, civilian and military, are. 
making history at this very minute. And sometime in the future, maybe 
thirty or forty years from now, the Center for Cryptologic History 

. will be writing your story and their diligent staff of historian~ will 
be helping the world famous National Cryptologic Museum prepare a 
display of the accomplishments you have been a part of. So my message 
to you is "enjoy the sport," continue to solve·the hard and 

·challenging _problems -- and don't forget to share your memories with 
the historians. 
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Sa. ~ April puzzle - Phonetic Phillers • • " • • • • • • 
This puzzle is taken with permission from the web page of 
Mike ~ieja, http:/ /members .aol .·com/stannum/puzzle/main.htm 
if you have an outside account. 

• • •1 (b) (3)-P.L. 86-:361. 
♦ 

• 
Credit for the puzzle goes to Roger Barkan. 

• 
(U) Surely -you've all seen puzzles such as this unimaginative spec..i.lnen: 

[ICE]_ __ [PUFF] . . • • 
where the object is to insert one letter into each blank to make a 

♦ 

word, and also makes a word or·phrase when you combine the~E! new 
letters with both the preceding "ICE" and the following •~J:'UFF. ~ In 
this. case the answer is ·"CREAM" , forming · "ICE CREAM" and "CREAM PUF-F. " 

. ♦ 

♦ 

♦ 

• 
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On this page, of course, there is no such mediocrity as that ... 
Inste.ad, try this extended filler chain, where each blank in a series 
must make a word or phrase, when paired with the letters in brackets 
On either side. 

[TOU] _ [TER) ___ [COR)_[TER] _ [FALL]__ [SIDE] 

{U) Solution: 

[TOU]CAN[TER]RAN[CO!l,]SET[TER]RAIN[FALL]OUT[SIDE] 

(Other solutions are possible.) 

f'l!'e!ffl) Solutions were provided by! ~ 

·1.____ _____ [\ 
------------------------------------------------------------------------ . 

. Sb; (U) May Puzzle - Triple Play (courtesy of El.Tigre) 

{U) The trios of letters below can be re-ordered (without rearranginq
the order of the let.ters within the trios themselves) to form a 
quotation and the name of its author. The lengths of the words and the 
punctuation for the quotation have been given t·o help you along. 

ARO ATC ATO COM CON CTO DEN DIF EAR ECO EDT EEA ETI FDI FIC FOR 
GDE HAV HWH IND ING ION LEA LLY LNE MOS MYM NGI NIS NOR NTI NUA 
OPL OPO OWA PAR PIN PUL REA RPE RYT SNO SPE TAB TCH THE THE THE 
TIN .TIS TOW TRA TTH TTO TUN TYO UEA ULT WHA 

8 2 7 7, 3 4 13 6 2 7 2 3 3 9 4 2 5 4 3 3. 
2 2 4, 3 6 9 4 2 6 2 5 4 5 6 3 6. 5 6 ) 

.. 

. . . . . • . . . . . . . . . . . . .. .. .. 
.. ~~.;;;..;;;-=-~S~e~n_d--a~l_l ___ s_o_l_u__,tions, as well as puzzle submissions, ~ol I ~ ~I _________ I . . - ••• ~ 
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6. (U) EDITORIAL eORNER 

REMINDER: (U) Submissions for the June issue are due by May 28. 
PLEASE NOTE: (U) All submissions must be in ASCII format, and, with the 
implementation of E.O. 12958, MUST BE ~ORTION-MARKED. If other than 
NSAICSSM 123-2 governs the classifications, please so indicate. 

(U) If you have any comments or suggestions, pl~ase submit them to any 
member of the editorial board. . ... :- :.- r 
~ EDITORIAL BOARD 

. . . ,. . . ·····•:•· .· ..... -.• .. ·:-. ..· . . . . . ....----------------------------.......,. ..... : . . . .. 
• • ♦ • 

. . . . . . . . . 
Jack Ingram, Cryptologic History j1s4!!um, 

I - --
• 

. . 

• 

• • 
• • • 

• • 

co 

"' I 
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(U) TABLE OF CONTENTS: . • . . 
• 

• 

1. ~ Perspective: by ... l _______ · ..... r ~hief, Z07. 

2. (U) Calendar of Events 

3. (U) Cryptanalysis Career Panel. (CACP) News 

3a. (U) CACP Certifications, Personnel Changes and New Interns 

3b. (U) CA Technical Track Titles Awarded 

3c. (U) 1998 Professional Qualification Examinatfon Statistics 
\. . 

4. (U) KRYPTOS Society News: 

4a. (U) First Annual Technical Talk Contest 

4b. (U) Call for Literature Contest Papers 

4c. (U) Call for Nominations for the Peter Jenks Award for 
Community Service 

/ 

4d. (U) Call for'Nominations for the Nor.man Roberts Award for 
J1.mior Cryptanalyst 

4e. (U) Call for Volunteers to Produce KRYPTOS Society Video 

4f. (U) KRYPTOS Society President's Report Now Available on the 
NSA WEB 

5. {U) Community News 

. I (b) (3)-P.L. 86-36 

(b) (3)-P.L. 86-36 

5a, ~ Military Cryptolinguist_ ,:r:ra.ining, P:roogr-ctm· trJCtTP) • • • • 
I • • II ■ ♦·"' _______ _. 

•• 
by._ ______ ___.MCLTP Manager · ' .. 

5b. 

. . 
• • . . . . 

(U) International Affairs Institute ( IAI). 1998 Essay Contest: • 
♦ • 

5c. ~ Z Women's Council Notes, by Chair ... l ______ -,....•-· _ ___.r 
• • 

5d. \".[feUQ.l- Center for Cryptologic -History Pub-licatioh Re.aches New 
Audience • 
by Sharon Man·eki, S542, Center for Cryptologic History 

♦ 

Approved for Releas.e by NSA Qn 09-28-2023, FOIA Case :fl: 61704 
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6. ~ Puzzles 
by 

6a. (U) Ar).swer to May Puzzle 

6b. {U) June-July Puzzle 

. . . . . . . . . . . . . . . . . . 
.• .. . . . 

7. 
. ,; . to the Edi tor: "What. Am I Talking About?! ? ! ? • ., _______ _ . ............ •· ......... ·I ..._ ______ __.► M3• (b) (3)-P.L. 86-36 

.>---------
8. (U) Editorial Corner 

♦ 
♦ 

♦ 
. . . . ♦ 

II II II ff II ft ti II n n II II II II 11 ,·, H fl II II II II U II H II II II H II' n n II H H Q ff II II If " 11 n" 11 II II ff 11 11 11 11 11 11 It II ti II II II II ft n H W, ti II II fl ff ti II II . . . . 
////ll/l/////////////////l/lll/ll///ll//////lll///l////l/llfi1/I////III/ . 

. . . . 
1. ·~ · PERSPECTIVE - Each m6nth this newsiener feat~res the . 
perspective of a Senior on a CA topic of his/her choire.. This month we 
are pleased to feature the_ thoughts of. I . . . Chief, Z07. ·. . 

(~ I am very happy to have b~en asked to write this note to you 
today. r·am cµrrently Chief .Z07; Math Career Panel Chairma~, member of 
the Senior Technical Track Bo~rd, member of the Senior Technical Review 
Panel, and co~leader of one of the Z07 Research Podi;. All this makes 
for a pretty busy day, so it is a pleasure to be forced to take a 
little time to refl~ct on things .. 

~ I have had plenty of experience .here at NSA to help me in this. 
I started out in the predecessor ·to the Cryptomath program, had many · 
years experience in the old G4.'and in A54, a tour at GCHQ, a tour at 
LaJolla, ~ttended SCAMPs at Princeton, LaJol1a, and Bowie., numerous' 
interesti~g TDY's, have been on the CA Career Panel and the Math Career 
Panel, and was President of KRYPTOS. 

~) Most importantly, it seems to me that in our technical work we 
are living in the best of times so far·. We have great problems to. work 
on, more computer power and better access to data than ever before. 
The problems are of all kinds,·but they all demand our problem-solving 
skills. The traditional crypt problems are as important as ever.and 
now we also have new kinds to work on, such as software and hardware· 
reverse engineering, network protocols and applications,.software 
encryptibn,. authentication, software systems with embedded encryption 
and with various kinds of non-·cipher that still need analysis. · 

~ The keen sense of observation and· ;==iuperior problem-solving 
skills are all we.need for many tasks, but increasingly.we need to know 
more of how to exploit the technical too.ls that we have and the 
technical tools that our targets have. Our cipher text doesn't come 
printed on a piece of paper any ~ore. It comes embedded in some kind 
of commi.lnications protocols, compressed, in some office application. 
We sometimes hear comments about our being insular, that we need to get 
out of the "box", but this isn't anything we have to do · 
artificially--we are driven to it by new technology. Actually in the 
bigger picture, this •is the esser1ce of ·cryptana·lysis, out-of-the-box 
th~nking to solve problems. 

(U) How could we be happier? We have great problems and that is what 
we want most. Hov?ever, there are some problems with the problems. In 
terms of technology we have to work pretty hard just to keep up. This 
is a new idea, ·at least for me. Iri the past, you could go from a small 

. . . . . . . . . . . 
(b) (3)-P.L. 86-36 
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base of reasonably static knowledge, and with a lot of deep thought, 
come up with elegant, simple solutions. I think about writing_FORTRAN 
programs to be punched onto card decks and handed in over a counter. 
Now the rate of change is immensely greater and the amount of knowledge 
pouring out is equally huge. In an attempt to make every action you 
take be simple, the modern trend is for.you to program by combining~ 
large number of supplied routines. You.don't know how they do what 
they do ~nd you don't need to. But you do need to know about a lot 
of them. When you go to the bookstore, instead of that thin FORTRAN 
manual, you see rows of 500-page $50 paperback books on this year's 
computer languages, while last years $SO.computer language paperbacks 
languish on the remainder table for $5.98. What is new is the huge 
volume of knowledge which is so rftpidly obsoleting prior knowledge and 
that breadth is replacing depth. 

(U) we have to find ways to cope with this change within the large 
bureaucracy that is NSA. We have to find ways to acquire this 
knowledge in a timely fashion, to purchase,books, take cla~ses, go to 
conferences, and have reasonable access to the Internet .. We have to be 
able to obtain and experiment with new software products and computer 
equipment. We have to be able to rapidly adapt our programs to new 
realities. The world is going ahead whether we are or not. 

(U) This is a very unsettling ti.me for us as NSA employees. We have an 
activist DS tha1: is throwing all kinds of things at us: ·p3, SPECTRUM 
SkillsMap, IDP, Multirater Assessment, the new promotion process. We 
don't know how all this will affect us, but change is unsettling, 
especially when you don't seem to have any control over it. 

(U) I am proud to be a part of NSA and like the culture that we have as 
cryptanalysts, where quality counts.· I feel-we have a structure that, 
in general, recognizes' the value of technical people and rewards them. 
Being somewhat conservative, I'm not sur·e I like all of the new ideas 
in personnel management. I don't like the phrase "best commercial 
practice," because I don't think that is NSA. And I don't see any 
reason to artificially force our-objectives into something that we can 
measure. 

~) I am reminded of when I was a team chief in A54. I I 

Page 3 of 14 

then Chief of A541, had asked me for my team goals, accomplishments, •. 
and shortfalls for that year. I said.my goal was to solve X. He said,•. 
"No, you have to give me a set of goals that you are sure you can 1-(b_)_(_3_) __ -P-.L-. _8_6 ___ 3_6_1 
accomplish, like process N thousand extracts." Well, I didn't like ,i.t. 
but I gave in. A short time after that! l did • • 
some magic and solved X! We changed our path of course and I doubt 
that we processed all those N thousand extracts. 

(U) I want goals that I can try my best to achieve and be thrilled if I 
can make. I think that's the way we have achieved the level of 
technical excellence we have at NSA. 

(U) If I am allowed to give some advice, it would be to be a part of 
the mainstream of your office. Have the self-confidence to take the 
time to think deeply about those great cryptanalytic problems you are 

. working on. You will do marvelous things. Keep learning. There are 
lots of ways·to learn. Each new problem is an opportunity to learn. 
Look for opportunities to try new things. Find out what you are. goo9 

(b) (3)-P.L. 86-36 
at and what you are not so gc,od at. · Accept responsibility and give 1 back to the cryptanalytic cornmuni ty. · . 

. . .---------. . . . . . . . . 
...:-----------------------------r·· 
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2. (U) CALENDAR OF EVENTS 

Jun 29 - Aug- 28 (U) SCAMP at Princeton/Cheltenham 

Jul 31 

Jul 31 . 

(U) peadline for Nominations for First Annual 
Technical Talk Contest (See 4a.) 

(U) Deadline for Nominations for Literature Contest 
Papers (See 4b.) 

Jul 31 . {U) Deadline for Nominations.for the Peter Jenks 
Award for Community Service (See 4c.) 

Jul 31 

PLAN AHEAD 

Aug 8 

Sep 11 

Oct 26-29 

Nov 2-6 

Dec 2 

(U) Deadline for Nominations for the Norma:r;i Roberts 
Award for Junior Cryptanalyst (See 4d.) 

(U) CMI/KRYPTOS Society Night: at the Bowie Baysox 

(U) CMP Graduation, Friedman Auditorium, 1300. 

~ CCWG Conference on·computer Communications: 

C2C Target Development 

(U) CONSCRYPT '98 at CSE 

(U) AS Reunion, Blob's Park 

II II 11 ti II II ti II n II II II 11 H ft II II n II II II II II II II II II 11 11 U 11 11 11 11 11 11 It 11 ·" ti II II II II ff H 11 11 It It ff ft 11 11 11 11 ti II II ti II IJ II II H ft II II ff ff ff n 
. . 

l///lllll/l//l///llll//ll///llll/lll/////////////l/////////////lll/l//// 

3. ~ Cryptanalysis Career Panel (CACP) News by._' ---------4.l 
Assistant Executive, CACP 

3a. (U) C~CP Certifications, Personnel Changes and New Interns 

. ~ Congratulations to the following newly certified cryptanalysts !" • 

. . . . . . . . . . . . 

Page·4 of 14 

r-un, Th CACP . 1 th f 11 . • • • • • • • • • ~ • ,,.-~ e we comes e o owing: • • ■ •••••••• • 

J_(_b_) _( 3-)---p-_-L-. _8_6 ___ 3_6 .. , 

as Chairman t "th· "c"" •,...p • • ~ • ~ • • :r • • • ... • • • • • • • • • • • • • • • ······• · or e A 1..-areer r-ane . • • ■ ■ • • • • # # "• 
• • • • • • • I I • 

• • • • • ~ I I • 

•• ::=· •• 
as M~ers of the CA Career Panel.· • • : : • • ...... 

. . . . . . . f . . 
as Members of the TechI}.i~ai Paper Evaluation . . ------------ .. 

Board. 

. 
as Member of the Computer Program Evaluation Boai"d . 

• 
♦ 

• 
♦ 

♦ 

• • 

• 
♦ 

• 

. 
• 
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~ • • • • • • ■ ■ • • • • • • • • • • • ■ • • ■ • • • 

L..a-s"""""'M,..e_mb.,.....e_r_o""'f=-' the CA Technical Track Review Panel 
■ ■ • ■ ■ J (b) (3)-P.L. 86-36 

~ The CA Intern Panel welcomes its newest intern,! .. _______ _.} 
who was hired by NSA in March. 

3b. (U) CA Technical Track Titles Awarded 

~) Congratulations to all recently titled members of the 
Cryptanalysis Technical Track. 

MEMBERS 

'----------------~ ... .... .I (b) (3)-P.L. 86-361 

SENIOR MEMBERS · 

MASTER 

· ... . 

• 
• • 

----------------------------------------------------------~------- -----. . 
• • . 

3c. (U) 1998 Professional Qualification Examination Statistics •• • 
• • I I . ••. 

~ The. annual CA PQE was given •• o.n. M.av. s •• &. 6. .• · 
aspirants took the exam, and Opassed . ., The pass..,.i,...n_g__..s,...c_o_r_e_w_a_s_9_, ...... ~{i.t ............ J (b) (3)-P.L. 

of a possible 16 questions (8 given each day). .• 
. . . • 

H ti II ff It II It II H 11 fl II II 11 II II II II H ff 11' H II 11 11 11 It 11 11 If II fl U " n 11 11 11 ii ,It n 11 11 11 It 11 11 U H 11 11 11 11 II H ft II II R II ft ti II II II II ti f ,-,, ff II 

• 
II//II////I///II//II/J///!l////l/l///////////////////l/ll/lll('t~I/I/// 

. . 
. • . . 

·• . • . 
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4. (U) KRYPTOS Society News: 

·4a. (U) First Annual Technica1 Talk Contest 

~ The first annual Technical Talk competition seeks to recognize 
the best technical presentation on a subject relating to cryptanalysis 
or one of its related disciplines. The contest is open to all 
personnel at NSA, GCHQ, CSE, DSD, GCSB, to personnel on field 
assignment, and to retirees (consistent with security considerations). 

~ Talks presented in the timeframe 1 Ju1y 1997 to 30 ·June 1998 are 
eligible for the competition. All recorded KRYPTOS talks given in that 
timeframe will automatically be considered ,(with.presenters' 
permission). All talks must be videotap~d and last at least 30 minutes. 
It is strongly recommended thctt entries carry a classification no higher 

than TSC. However, ta1ks at the! 11.e~:1.s. ~i.l~ -~e •••••• 
accepted. 

~ The judgi~g pane] will consist of three judges from NSA and one 
judge from GCHQ. The winners will be announced at the annual Fall 
KRYPTOS Society Luncheon, and prizes, whose nature is yet to be 
determined, will be awarded. 

The judges will consider the following criteria: 

- Is the talk an original discussion of a cryptanalytic subject? 
The talk should be a description of new work done by the presenter(s) 
or a survey of previous work giving proper credit. 

- Is the talk presented in a mannei;:- which makes it easy to 
follow and understand? Is there a rapport between the speaker and the 
audience? Does the speaker demonstrate enthusiasm for the subject 
matter? I 

- Does the talk successfuliy serve as a _vehicle for 
disseminating· information about a relevant topic from the body of 
professional cryptanalytic knowledge? 

~) Anyone can1 ente; a videotaped talk with the permission of 
the presenter(s). Neither the author nor the submitter (if 
different) has to be a member of the KRYPTOS Society.·· If you have 
any questions regarding this co,e~ition, please contact! '♦ •• 

. . . 
• • • ♦ ♦ 

~) To enter' please submit two copies. ;r "the Vl.deotap_e~ • 

Page 6 of 14 

•1 (b) (3)-P L. 86-361 

talk, or indicate that the talk is available on videotape i~ "the • • • • 
z technical library, R51 library, or another·similar repository, to • • .. , 

I Ho"s: Oo'r • • • • • • • • • •: _-. :-----------

(b) (3)-P.L. 86-36 

,__ __ -,--______________ _ 
by July 31, 1998. Each entry should be accompanied by the followihg 
informat-_inn · ncunP and current organization of the Prese·nter, tit!e of 
talk, and classification of talk. .• 

------~------------------------------------------------ ---•------------

4b. {U) Call for Literature Contest Papers 

• 

. • 
• 

. 
• 
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(~ The annual KRYPTOS Society Cryptanalytic Literature Competition 
is now underway. 'The competition is open to all personnel at NSA, 
GCHQ, CSE, DSD and GCSB, to personnel on field assignments, and to 
retirees (consistent with security considerations). 

(rOU&;- rhe papers may treat any topic in the broad category of 
professional cryptanalytic literature, including: 

- operational cryptanalytic problems, either SIGINT or INFOSEC; 

- cryptanalytic,research; 

- history of cry'I)t;:analysis; 

- topics not of a direct cryptanalytic nature but clearly 
relating to cryptanalysis, e.g. computer support of a cryptanalytic 
problem or communication trends relating to cryptanalysis. 

The judges will consider the following criteria: 

- Is the paper an original discussion of a cryptanalytic 
subject?· The paper should be a description of new work done by the 
author(s) or a survey of previous work giving proper credit. 

- Is the paper well written? Is the subject presented well? 
Is there a professional level of authorship, i.e. in style, grammar, 
spelling, format, and credit? 

- Does the paper constitute an important addition to the body 
of professional cryptanalytic literature? 

~ Submissions may be written specifically for the competition. 
Papers written between July 1, 1997 and June 30, 1998 are eligible, It 
is strongly recommended that entries carry a classification no higher 
than TSC. However, papels classifie~ 1will be accepted, as will 
papers classified I _ • • . . . . .. . 
(U) Cash prizes totalling $300• .;_,il"l•be. ~warded to f•ir~t.,, second, and 
third place winners at the discretion of"t'h~•iup.ies. The•~~dges may 
also deem a paper ( s) worthy of hon.orable mention. • • • • • • • . . . . ..... : .. 

\ 
\ 

J 
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(U) Anyone may enter a paper vd th the permission of the author. • • s , • 
Neither the author nor submitter (if different) has to be a member of .,.l_(b-)-(3-)---P-.L-. _8_6 ___ 3_,61 

the KRYPTOS Society. • • 1 , •• 
• • • • ~ • • ♦ . . . . . . . . . . 

~ If you have. any questions regardirw. ~his•c!ohtes);,. piease contac,t . . . . . . . . . . . 
~ To enter' please submit tov:i. -cbpie~ of your paper to I r ' 

, by July 31, 1998. Each copy should be L----,-----------------' 
submitted with two cover sheets: the name(s) and organization(s) of the 
author(s) and title on one sheet, and only the title on the other to 
facilitate impartial judging. The competition results will be announced 
a~ ~hP KRYP~ns SnriP~Y F~ll Luncheon in October 1998. 

4c. (U) Call for Nominations for the Peter Jenks Award for Community 
Service 

♦ 

I (b) (3)-P.L. 86-36 

♦ 
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' (U) Peter Jenks was the Founding Father of the Cryptanalysis Career 
Panel and the founder of the Cryptanalysis Intern Program. In 
recognition of Peter Jenks' dedication to the field of Cryptanalysis, 
the KRYPTOS Society established the Peter Jenks Community Service 
Award. This award may be presented annually to an individual ih 
recognition of exceptional service and contribution to the CA 
community. 

(U) Eligibility: potential award recipients include NSA/CSS civilian 
employees and military assignees who are active in the CA community. 

(U) Selection Criteria: the President of the KRYPTOS Society and the 
Chairman of the Crypta:r;ialysis Career Panel are responsible for 
providing the guidelines for recommending individuals for this award. 
The following basic selection criteria also apply: 

- The service and contribution must be in the field of 
cryptanalysis and reflect efforts which exceed those expected in the 
performance of the job. 

- Such endeavors may include, but are not limited to, serving on 
the CACP; as a KRYPTOS Society officer, ·as a member of a CA Technical 
Track Review Panel, as a judge for an award or contest, or designing 
and teaching a new CA cou·rse, coordinatir1g. technical talks, or other 
efforts which serve the cryptanalysis community as a whole. 

(~ Recommending Officials: any individual, or group of 
individuals, may nominate/recommend someone for this award. Such 
nominations, detailing the contributions the individual has made to 
the CA community, should be forwarded- to the Secretary of the KRYPTOS 

· Society Council,'-------,,-----------___,,, by 31 July 1998 . . . • ............... . 
(U) Procedures: this award may be given annually, but there may be one 
or more years in which the award is not given. A certificate of 
Honorable Mention may also be awarded, at the discretion of the KRYPTOS 
Society Council. Such awards will be made at the Annual KRYPTOS 
Society Luncheon. 

4d. (U) Call for Nominations for the Norman Roberts Award for Junior 
Cryptanalyst 

(U) In recognition of Norman Roberts' talent for nurturing the skills 
of junior analysts, the KRYPTOS Society established the Norman Roberts 
Award. This award may be pre~;ented annually to a junior cryptanaly:pt 
at NSA/GCHQ who has made an outstanding cryptanalytic contribution. 

(U) Norman joined GCHQ in 1975 and won the respect and admiration of 
his colleagues for his innovative ideas, and particularly_for his 
ability to train and inspire younger analysts, until his untimely 
death in July 1990. · 

~ Any KRYPTOS Society member may nominate any employee at NSA or 
GCHQ who has approximately five years' service as of 31 July 1998, and 
who has made an outstanding contribution to cryptology or a·related 
discipline. (For a nominee with more than 5 years of cryptanalytic 
exp_erience, the citation should explicitly draw the judges' attention 
to that fact, and explain why the nomination should be considered as 
falling within the.overarching purpose of the Roberts award.) The 

• .1 (b) (3)-P.L. 86-361 

Page 8 of 14 

·1 (b) (3)-P.L. 86-36 
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nominee·does not have to.be a KRYPTOS Society member. Integrees will 
be regarded as members of their host Agency. The nomination must 
include the names.of the proposer arid the nominee, together with an 
account of the work which attracted the nomination. · It may be 
classified up to TSC. Nominations are due by 31 July 1998, and should 
be mailed to the KRYPTOS Socie~ty Secretary,! I .... . . . . . . . . . . . . . . . . ' ..... 
(U) The winner, selected by a joint UKUSA panel, •~i•l~ •b~•~n~~~n~:~ ~~ • 1 •1 (bl (3)-P.L. 86-36 

October and presented with a small engraved plaque. . 

------------------------------------------- ---------------------------
4e. (U) Call for Volunteer:3 to Produce KRYPTOS Society Video 

~ If you are interested in working on the KRYPTOS Society's n/w 
vid.eo project, please contact! f This 
is a unique and interesting opportunity to do a video from scratch-~ 
theme, planning, design, drafting text, interviews, working with the 
NSA TV,Studio, etc. If you have always wanted to do something like 
this and would like to portr~y Cryptanalysis and the Cryptanalytic 
Community to a large audience, here's your chance. Videotaping 
interviews with recent retirees will definitely be a par~ of this 
project. Call Therese now! 

4f. (U) KRYPTOS Society President's Report Now Available on the NSA WEB 

(~ KRYPTOS Society President!.._ ______ ..,_! report to the KRYPTOS 
Society Council is available for reading on the 'l-\!SA-WEB yia link 

I L • • •••• r··············~~~~.,---------
J (b) (3)-P.L. 86-36 

II II fl H 11111111 If fl 1111 II H II If 1111 II II !I II llffll 11111111llflII1111 fl It JI II II tt H 111111111111111111111111 lltf II" II HUIIII II II II II II Htl 11,,, ________ ,. 
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. . . . . 5. (U) COMMUNITY NEWS: . .. ... . . 
.. . . 

5a. 
. . . 

(~ Military Cryptolin~,u.i.ist'. T~aining Program (MCLTP) 
by! IMCLTP Manager 

(U) First MCLTP Participant Begin~. Program in June 

~ The Military Cryptolin~ruist Training Program (MCLTP), 
established in October 1996, is a 3-year intern-style.program for the 
Services. The goal of the program is to enhance the cryptolinguistic 
skills of career military J.in~ruists through formal training and 
operational assignments. Selection is competitive, and participants 
can expect to be professionalized.as a Cryptolinguist (or close to it) 
by the end of the program, Graduates of the programwill then have a 
follow-on assignment at one of the RSOCs. 

------------••••••••••••••••••••••••••••••••~~~'-(•b•)•(•3•)•-P-.L•·-8•6•-•3•6~ 
l'"'!f __ l_Jf_l~_M>, I I a rhiru::::).C'e l-iY'lrr11ict- is t-he -F1',,..s+- ..... .. 

• ~u~u~~ ~~u>,~~~~, ~ ~u ~ ~ -. • ■ 

partici,_p_a_n_t_t-_o--e-n""t_e_r--t-e-h_e_p ..... rogram, with two otp~:i; ca.r?d'5_dat~; schedule.cl+• 
to begin at the end of the summer .• .It •yoti. •are interested in more • • . . . . 
information about the gr~~~a'm, see NSA/CSS Circular# 40-19 or .• 
contact j I MCLTP Prouram Manager. • • • 

♦ 

♦ 

------- -------------------------------------------------~-------------. 
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5b. (U) International Affairs Institute (IAI) 1.998· Essay Contest 

('?SU~ The 1998 International Affairs Institute Essay Contest is now 
underway and has as its organizing theme "Globalization." -Under this 
theme, the following are possible, but not mandatory, areas of 
emphasis:. 

Explore the technological ch.allenges of achieving information 
superiority in a globalized world. What must we do to keep 
up? 

How should intelligence requirements be weighed against 
_personal rights? 

Given developing economic interdependencies, who or what 
presents the greatest threat to the national security of the 
United States; is the National Security Community prepared to 
respond? 

What are the gains and ris:tcs of increased collaboration with 
partners'? 

How can the National Security Agency maximize use of its 
decreasing resources to respond to ever-changing customer 
demands; when should we.say no? 

(U) According to Webster, an essay is a literary composition on a 
single subject, pres·enting thEi author's viewpoint. This is not a 
research paper so no footnotes should be included. Essays.will be 
judged by a panel of five judges on content and style as follows: 

Content, including adherence to ·theme and support 
of conclusi9n(s) 75 points 

Style, including development of theme, vocabulary, 
grammar a:nd spelling- 2.5 · points 

(U) The contest is open to all NSA ernployees,.)::,oth at headquarters 
and in the field, including military assigned to any NSA operations. 

(U) Format: 

- Essays can be 5-10 pages, doubled-spaced and in single 
column format. 

No graphics are to-be used. 

- The first page is a cover sheet with the name of the author, 
organization, phone number., room number, and title of 
the essay. The author's name and other identifying 
information should appear only on this page. 

- The title of the essay should be repeated at the top of 
the first page of the essay. 

- Essays should be sent to! l 
by 14 August 1998. Those in the field may send their essay 

Page 10 of 14 

s_oftcopy to I L • • • ·1 . f • • • • •- • • • • • • • • • • • • • • • ■ • • ■ • (b) (3)-P.L. 86-36 

. . . . . . . . . . . .. 
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(FOUO) Classif.ication: The overall classification of the paper may not 
exceed TOP SECRET CODEWORD. However, the paper may be unclassified. 

(U) Prizes - First Place 
Second Place 
Third Place 

$300 
$200 
$100 

(U) The IA! reserves the right not to award any or all of the prizes 
should there be no essays of sufficient quality in ,the view of t;_ne· 
judges. 

~ For further information, contact IAI Essay Contest Co-Chairs 

'

..,. ___________ lo.r.._J _....,................--::...,.....,...---

.. ________ 1: ■ I I ; ■ • • ■ ■ • • ■ _ • ■ • ■ ■ •• •■ .. • ■ 

... ····•·••···•·••······························''.,,"' 

5c. ~ Z Women's Council Notes, by Chair .__ __________ ••••••••• 

(U) The.z Women's.Council would like to announce their new alias 
- zwc@z.nsa. Anyone who would like to address any questions or issues 
to the ZWC is invited to do so via this alias. 

.... 

--------·· --~·-· ··~,,,, •••........ ~~~~ 
~ The videotape of I I j . JT,.a;rga.t: ~O.C?Iil:: .=.= ■-•.'•.'•■ ••,.' 
Group briefing given on 17 April 151.9.8 ■ ~s•l'l.c1w"Av,.aJ.1~ie. ■ •:t( yp1,;1°w■i~li. ta• 
borrow tptEl. ,l;;la.s,ic;i:f:ai~~ • ('r~C): i{d~Q .fol! "v~ewi~g, plea.se •c!ohta'.'ct c:=J' 
I I zwc Cha_i:r •• Pat' fnay .be reached on I I or by email - · 

I I · · 

5d. ~ Center for Cryptologic History Publication Reaches New 
Audience 
by Sharon Maneki, 8542, Center for Cryptologic History 

(U) Each year, the Library of Congress selects a limited number of 
books to reproduce in Braille for distribution throughout the nation in 
its books for the.blind program. In 1997, the Library of Congress 
selected a Center for Cryptologic.History publication for the first 
time. Production was completed in May 1998. _The Quiet Heroes of the 
Southwest Pacific Theater: An Oral History of CBB and FRUMEL_, by 
Sharon Maneki, is now available in Braille to customers through the 
national network of libraries for the blind. (CBB-~Central Bureau 
Brisbane--and FRUMEL--Fleet Radio Unit Melbourne--were COMINT 
organizations that supported General MacArthur in the Pacific during 
WWII.) [This publication won First Place in the 1996 Cryptologic 
Literature Contest.] · 

ti ff II JI II II II ,, 11 11 fl II II, II II II 11 11 11 11 fl II !I 11 11 11 11 11 1! 11 11 11 n l1 IT It 11 11 II JI II II, 11 11 11 11 11 11 11 11 11 It It ti ti 11 11 11 II II ff n II II II· II II II II II tf ti 

ll!f!ll//l/!I//IIII/////////II/////I/II/I/II/I//I/I//I//////I//II////II/ 

6. (FOUO) PUZ~Z=L=E=Sa.--------~ 

w 
I 

oj 

I,< 

ro 
(J) 

I 
w 

"' 

by~'-----------'■•••••••••••••••• 
6a. (U) May Puzzle - Triple Play ( courtesy of El Tigre) 

·I (b) (3)-P.L. 86-36 . 
. 

(U) The trios of letters below can be re-ordered. (without rearran~ing 
the order of the letters within the trios themselves) to fo~ e• 
quotation and the name of its author. The lengths of the wd'rds and the 
punctuation for the quotation have been g·iven to help you •along . . 
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ARO ATC ATO COM CON CTO DEN DIF EAR ECO EDT EEA ETI FDI FIC FOR 
GDE HAV HWH-IND ING ION LEA LLY LNE MOS MYM NGI NIS NOR NTI NUA 
OPL OPO OWA PAR PIN PUL REA RPE RYT SNO SPE TAB TCH THE THE THE 
TIN TIS TOW TRA TTH TTO TUN.·TYO UEA ULT WHA. 

8 2 7 7, 3 4 13 6 2 7 2 3 3 9 4 2 5 4 3 3. 
2 2 4, 3 6 9 4 2 6 2 5 4 5 6 3 6. - 5 6 ) 

Solution: 

"Contrary. to popular opinion, the most uncomfortable aspect of 
L01ec1ngj is not the continual need to watch what you e~t. To my mind, 
the really difficult part is having to watch what other people are 
eating." -- Denis Norden 

~O) Solutions were provided by: I I 
• • 

• 

• • •.•") (bl (3)-e.L. 86-361 . 
.. • 

------ - - - - - - - - - -- - - --- ------ -- -- - --- - - -- --- - - - ---- - --·-. --- - - - -- --- - - --r • • . . 
6b. ~) June-July Puzzle~ Vexing Vocabulary .------~ • 1 

(taken with ermission from. the WEB a es of arid • 

(U) This is a puzzle combining elements of vocabulary and deductive 
reasoning·. The object is to form a word in each row by placing one 
letter in the empty space in the middle column. Each letter of the 
alphabet must be used once and only once. Nearly all rows have more 
than one possible word that can be formed. For example, in the first 
row, the blank could be filled by a G, K, M, N, P, or V, giving the 
words OBLiqE, LIKED, MEDAL, .LINED, PEDAL, or .LIVED, respectively. All 
words. must be formed with consecutive letters in the row (i.e., no 
skipping over letters), they must use the letter you put in the blank 
space (that letter can appear anywhere in the word), the word must be at 
least three letters long, and only standard,.non-capitalized, 
non-foreign word~ are allowed (exceptions are allowed for British 
spellings : -) ) . Extra credit goes to anyone whose words are all at· 
least five letters long - I don't have a solution for that, but it 
theoretically is possible. · 

1 OBLI_EDAL 
2 PISC_REAL 
3 NOVE_RUNK 
4 AGEN_AGER 
5 THIR_YALS 
6 ADIN_USTO 
7 TUXO_IOUS 
8 OSTR_PEDE 
9 OSTA_PINE 

10 INCO_ERAS 
1'l APRE_TIGE 
12 VALS_ACKS. 
13 SCAN_Ol'\TLE 
14 INDA_GERT' (b) (3)-P.L. 86-361 

• • 

/ 
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15 FINE_ACTS 
16 THER_ANTS 
17 UPED_NTAL 
18 CRAS_UEST 
19 PRIN_LUXY 
20 ·IMPO_ONER 
21 GRAP_ICED 
22 PENC_LORS 
23 ALGE_RANT 
24 PREL_DENT 
25 ·owAT_HARE 
26 OBAC_LOGE 

~ Send all solutions, as well as ideas for puzzle submissions, to 

. . . . . t . . . . . . 
II 11 11 11 11 11. II II ft II H H II II II II II 11 11 II II II H II H II II H .II It ti It If 11 "r! • ,., 11 II H 11 ft II II ,1 It II fl II JI II 11 tt ti II II II If II fl ti II It II II II II II II II H 11 

I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I 
0

/ ii/; r I I■/ ✓ I. I I I I I I I I I I I II I I I I I I I I I I 
' . . ...... . 

7. ("!"e"c,.j.Letter to the Editor: "What Am I Talking About?t? 0!?'~ 1 by.__ _________ _. • ■ • ■ • • •. ■ ■ ■ ■ ■ ■ ■ ■ ■ -·. ■ ■ ■ • ■ (b) (3)-P.L. 

(U) Okay, I give I I rn throwing in the tov1el. This is the straw 
that broke the camel's back. I've HAD IT with acronyms. 

(U) There is nothing particularly unusual about the acronym which has 
finally prompted me to write a short item for the _Tales of the KRYPT_ 
However,. the extremely divergent meanings for individual acronyms has 
been hitting me with more and more force with each new office that I 
move to. 

(U) I am assuming that most of the readers of _Tales of the KRYPT_ 
have backgrounds similar to mine. We've all spent most of our time 

~ working in DO; we are primarily analysts with some exposure to 
management; and, we have a CA or math slant to our work. 

't'f'o9WQ,l, Well, given that background, what comes to mind when you see the 
acronyms AOR, LOB, MEPP and OTA? 

~My first thought for AOR is that a satellite in the 'Atlantic 
Ocean Region' is being discussed. For some people AOR will bring to 
mind the phrase 'Area of Responsibility.' 

~ What about LOB? In some cases, LOB has an analytical meaning of 
'Line of Bearing' for 'DF-ing' (Direction Finding) a signal. In other 

. cases, LOB has a more managerial meaning of 'Lines of Business. ' 

~· MEPP might make a typical _Tales of the KRYPT_ reader think 
about working with kids in elementary schools throu h the 'Mathematics 
Educa~ion Partnershi For others 

Page 13 of 14 

86-36 

. . . . . . . . . . . . . . . 
(~. Now, what about the l;,.:,t- ;arrrrnym i-n t-hic alph;ib<>t-iral lic;i ■,,g•-• ••r-1-.b-)_(_l_) ____ --. 

OTA? In DO, OTA typically refers to a signal that has gone 'Off the (b) (3)-P.L. 86-36 

Air.' In DI, however, OTA refers to a signal which was transmitted 
'Over the Air'· (vice a signal that was generated in the lab). Slight 
difference? 

.~ I have · seen each of these acronyms used (under both of their .. . . 
.-----------------------------r··· 

. . . . . . 
(b) (3)-P.L. 86-36 
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meanings) in Agency.documents without the acronyms being expanded. Of 
course, we are told that commonly known, standard acronyms-ARE allowed 
to be used without expansion. But people seem to be unaware that 
"standard' in one area of the Agency may not be 'standard' in another· 
area of the Agency. So, I support the concept that ANY. acronym which 
is to be used in a document MUST be expanded. 

(U) And, what was the acronym• which finally pushed me over the edge?· 
Well, I'll leave that a mystery. But what acronyms annoy you? 

~ 

II II n II II n II II" II II "n" II ti" fl II II II II II II ff" n II II II ti .. • nit II II """" II II II " If ft II II II n II R It H II H.H n II ti". n ,. II" ti It II II II" •. . . . 

///ll//l//l////ll/l//ll!ltll/////ll/lllll////Jl/////ll///////l//f/////// 
• 

8. (U) EDJTORIAL CORNER 

· R'EMINDER: (U) Submissions for the August issue are due by July 24. • . 
PLEASE NOTE: (U) All submissions must be in ASCII format, and, with•~he 
implementation of E.O. 12958, MUST BE PORTION-MARKED. If other than• 
:t-!SA/CSSM 123-2 governs the classifications, please so indicate. • 

• 
(U) If you have any comments or suggestions, please1 submit them to any•. 

Page 14 of 14 

member of the editorial board. ri-------~I 
• (b) (3)-P.L. 86-36 

~ EDITORIAL BOARD • •• • •••• 

Jack Ingram, Cryptologic History Museum,I 

R~tl!.rn_ to Kryptos l,lomc Page 

. NSAJfome P~ge 

• .• ·1 

. . . . . . . . -.. . .. 

. .. .. .. .. . .. .. .... .. .. 

DERl'.'EO FltOM: NSAICSSM 12.3-2., 
DATED 3 SEP 1991 

0Ea.ASSIFY ON: SOURCl:: MARl<ED "0ADR" 
DA'IE OF SOURCE: 3 SEP 199 j 

I (b) (3)-P.L. 86-361 

---------------------------~ ... ·. 
.. . . . 
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-(QPOC: ! . r i.!J;[Q 
(U) Lasi Modified: 10/30/2002 11:42:22 

. (U) PE EXTERNAL PAGE 

*********************************** 

* TALES OF THE-KRYPT * 
*********************************** 

August 1998 

/////I/II////I/I////I///I//////I//I//I////I///II///II/I//I/II/I///III//I 
**************************************~**~~***************************** 

+++++++++++++++++++++t+++++++++++++++++++{++++++++++++++++++++++++++++++ 
l//l//ll//l//l////////////llill//ll/l////////lll/ll//l///lll/ll/lfl/l/l/ 

(U) TABLE OF CONTENTS:. 

1. (:U) Calendar of Events 

2. (U) Cryp_tanalysis Career Panel (CACP) News 

2a. (U) CACP Certification, Personnel Changes and New Interns (b) (1) 
(b) (3)-P.L. 86-36 

2b. (U) 1999 PQE Review Sessions 
• 

. .. • 
3. ~ KRYPTOS Society Ne:ws: KRYPTOS Society Talk: ,----.,,,1• From 

Discovery to Exploitation, A Diagnosis Success Story" 
by I 

4 ., (U) Community News 

I I R51 
--------.,__ II: •• . . . . . . . . . . . . . . 

I 
+ 

• 
♦ 

• • . . . . . . . 
4a.- (~ GCHQ Names New Director • •.. · • 

(Information provided by._! _________ I ~~?~2:-!::: • • ... • • • • • • 
• • • • • ■ • • I • 

4b: (~ The Death of Frank Rowlett 
by David A .. Hatch, Center for. Cryptologic History 
[Article reprinted fr.om the _Cryptologic Almanac_.] 

5. (U) Technical Health 

5a. -(FOU8) Change Point Detection in Video Problems 

~ 
I 

'° 
t' 

(Xl 

"' I 
w --------------~ ................. . • .. • • • • • • • O'I 

Sb.(~ "Creating Boolean Functions from.;...:L::.:o...,o:a.::k.:.:u,..p"--'T:..::a::::b;;.:l~e.:.:s::..'-' __ 
(Summary of a talk presented byj l I I on 7 July, :j.998.) 

• 4 • . . 
6. (oiilQ,JJQJ Puz?les 

by~·---------~ 
. . . ... . . . . . . . . . . . . . ~ . 

• • II • It • 

(U) Answer to June-July Puzzle • • • • • • • ........... 6a. • 
. . . . -. 

. . .. .. .. .. _ ·=1 
7. (U) Open Invitation to ~pply for the Position of Puzzle Editor· _ 

6b. (U) August Puzzle 

. . . . 
(b) (3)-P.L. 86-361 

. . 
Approved for Release by NSA on.Q~-~8-2023, FOIA Case# 61704 ... 
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8. (U) Editorial Corner 

11. ff 11 ti H 11 11 11 11 11 II It 11 11 _ H i1 11 II 11 11 ti !l II It II ff :1 II If II II· 11 U II Ir II II ~I ~ " n II 11 11 11 II II II H tr It II 1r tt ti II II ti 11 II II H II It II II II rt H ti II If 

!I/II/I//I//II//II/IIIIIIIIII/I/IIIIIIIIII/IIIIIII/IIIIIIIII/III/IIII/II 

. 1. (U) CALENDAR OF EVENTS (b) (1) 

(b) (3)-P.L. 86-36 

Sep 11 

Sep 15 

PLAN AHEAD 

Oct 22 

Oct 26-29 

(U) CMP Graduation, Friedman Auditorium, .l)QQ. • 

~ KRYPTOS Society Talk: I . r ~;om 
Discovery to Exploit-at:ion, A Dia nosis 
Success Story" py 

R 
Friedman Auditorh1m, 1315 (Seating begins 
at 1300) 
( See article 3 . ) 

(U) Annual KRYPTOS Society Luncheon, Fort Meade 
Officers Club 

. . . .. . . . . . . . . . . . . ·. ·. ·. · . . . . . 
~ e:n,). CCWG Conference on Computer Communications: . . . . . . . C2C Target Development . . 

Nov 2-6 

Nov 2-6 

(U) CONSCRYPT '98 at CSE 
~ ... , -(b_)_(_3_)--P-.-L-.-8-6--3-6'""1 

"""' Crypto-T/A Seminar, TA-310, OPS2B, 2B4118-6 • • 
(Formerly Annual CANUKUS Crypto-T/A Conferer;.~e) 

Dec 2 (U) A5 Reunion, Blob's Park 
♦ 

' ♦ 
II II II II II 11 II,, II II U II II II It 11 II II II II II II II II II II fl 11 ti II II ti II II II fl II 11 .If ti ti If II If 1f JI tr II II II II II II II II ll·lt II ... n fl II II N It II II II II ,,.11 11· 

/llll/lll/////l///lll/llll/l/ll//l//)f/lllj/l/lll/////,JJ;/////lll/lfa~I/ 
. .. -

2. ~ Cryptanalysis Career Panel (CACP) News ?Y♦ r r 
Assistant Executive, CACP .• 

♦ 

2a. (U) CACP Certification, PEirsonnel Chal}~es and New Interns 
♦ 

(PO~O) Congratulations to 
_cryptanalyst! 

...--------'""r on her certification as a 

(PO"Ol The CACP welcomes the following: 

------------------- ·----------------------------------------------.-----

.. 
♦ • 

(b) (3)-P.L. 86-361 

2b. (U) 1999 PQE Review Sessions I (b) (3)-P.L. 86-36 

,. ,._ .. . . 
.----------------------------,.•· 
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tPOUU) Study sessio~s for the 1999 CA PQE will begin in September on 
the following dates: 

Thursday, 10 September, 0930-1100, OPSl, Room 3C082. 
Thursday_, 24 September, 0930-1100, OPSl, Room 3C082 

!PO'=J8) Sessions will be held twice a month. The first session will 
focus on how the reviews will be run, topics that may be covered, and 
Playfair Squares, which seem to appear frequently on the PQE. 
Participants may also suggest particular topics for future sessions. 
If you would like to attend or want more information, pl'ease contact 

Page 3 of9 

······················ .. J ,. • . (b) (3) -P ._L. 

3 . ~ KRYPTOS Society 
Discover 

····································································,~·~ ♦\ 
I I I I I I I/ I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I/ i /./-! 7 I /1 j I J ! i. :• 

• • • ♦ . . . . . . . 
N~":'s: . KRYPTOS .• s~c_i.e~:t "Tah: I l ,n-;m •• : 
loitation, A•Dia nosis Success Stor •• •. • • 

• 
♦ 

• • : . . 

86-361 

• •· ·--------
• • • 

~) The KRYPTOS Society will sponsor a talk on Se,p~ember 15, 1998•at 
1315 hours in the Friedman Auditorium. • 
.__---.,..---------.,..--.,..-----,----,----' Wl:.L.L present .__ ___ __, 
>From Discovery to Exploitation, A Diagnosis Success Story." 

• 

(b) (1) 
(b) (3) -P. L. 86-36 

(b) (1) 

(b) {3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 ···---------

ti II II II II II II ti II II II ti II II II II H It II fl ti 11 11 11 11 II H tf II ti 11 11 It II r1 It JI ti 11•11 II ti ti II ft 1t ft 11 11 H ff_ R ff II RH ff ff 11 11 H II II II H ff II II II If II II 

/II/III//JI/II//Jlllll///////l/ll////)//l/////ll(III///I/J/JJ/JIJ//JIIII 

4. (U) C_OMMUNITY NEWS: 

4a. ~ GCHQ Names New Din:cto·r 

(U) [N.B.: 
article.] 

'( Information provided by ._I ______ ..,.! ~K~~-.2 _- ~ • 
• • • • • • • . kb )(3)-P .L. 86-36! 

British spelling and usage have been preserved in thi_s - -- - . 

(U) GCHQ has announced that Mr. Francis Richards is the new Director, 
GCHQ. 

(U) Mr. Francis Neville Richards (CMV, CVO), aged 52, was educated at 
Kings College Cambridge. He is married with 2 children, and his wife 
Gill is a radio and TV journalist. 

(U) Mr Richards served in the Roya], Green Jackets 1967-69. He joined 
the Foreign and Commonwealth Office in 1969, where he served in a 
number of posts at home and abroad (Russia, Austria and India) before 

.becoming the UK's first High Commissioner in Windhoek, Namibia 
(1990-92) and was later Minister in Moscow (1992-95). 

(b) (3)-P.L. 86-36 

.------------------,----------t' .. · ... · ..... 
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(U) In January 1998, Mr. Richards was appointed Under 
Defence & Intelligence as successor to Kevin Tebbit. 
succeeds Mr. Tebbit yet again, this time as Director, 

Secretary, 
Now Mr. Richards 
GCHQ. 

-- ·------------------------------------------------------- ~---- -------

4b. fPeee) The Death of Frank Rowlett 
by David A. Hatch, Center for Cryptologic History 
[Article reprinted from the _Cryptologic Almanac_.] 

· (U) The Center for Cryptologic History is sad to have to announce that 
Frank B. Rowlett passed away on June 29: at the -age of 90. Mr. Rowlett· 
was· the last of William Friedman's- original employees, hired for the 
Army's Signal Intelligence Service in-1930. 

(U) Frank Rowlett was born-on May 2, 1908, in Rose Hill, Virginia. He 
received a B.A. ·from Emory and Henry College with a major in 
mathematics and chemistry. Hei was hired by- William Friedman as a 
"junior cryptanalyst" for the SIS on April Fool's ·Day in 1930; shortly 
thereafter lie was followed in the SIS by ·Abraham Sinkov and .. Solomon 
Kullback. . 

(U) During the 1930s, Rowlett and his colleagues, after a lengthy 
period of training, worked as both cryptologists and cryptanalysts. 
They compiled codes and ciphers for use by the U.S. Army and began 
solving a number of foreign systems, notably Japanese. 'In the 
mid-:19-30s, Rowlett and his colleagues solved the first Japanese 
machine system for enciphennent of diplomatic communications, known to 
the Americans as RED.· From 1939 t_o 1940, Rowlett played a major role; 
in solving a much more sophisticated Japanese diplomatic cipher 
machine, nicknamed-PURPLE by the b.s. When asked what his greatest 
contribution t.o this effort was, Rowlett. once said, "I was the one who 
believed it could be done." 

(U) Friedman and Rowlett also had crucial roles in protecting American 
communications during World War II. Working with"the·u.s. Navy, they 
helped design the SIGABA, the cipher machine .which was never solved by 
the Axis during the war. The security of this machine was also an 
important factor in saving American lives in combat. (In 1-964, 
Congress awarded Rowlett $100,000 as partial compensation for his 
classified cryptologic inventions). 

(U) In addition to having highly developed cryptanalytic skills, 
Rowlett was a good manager, and he rose·quickly within the 
organization. From 1943 to 1945 he was chief of the General 
Cryptanalytic Branch, and from 1945 to 1947 he was.chief of the 

_Intelligence Division. From 1949 to 1952,-he was technical director 
in the Office of Operations of the Armed Forces Security Agency, the. 
predecessor to NSA. 

(U) Rowlett differed with General Ralph Canine, the first directqr:of 
NSA, over personnel movements; in.eluding- his own.· Acting on his 
differences, he transferred to the Central Intelligence Agency in 1952,, 
and worked· there until t958. At that time he returned ~o NSA as a 

Page 4 of9 

I (b) (3)-P.L. 86-361 

r 

special assistant to the director. In 1965, Rowlett became·Commandant .. -------
of the National Cryptologic School. He retired from federal service .in ,11,l __ <b_>_<_3_>-_P_._L_._a_6-_3_6_ 

. . . . . 
,-------------------------------'-~···· . .. . . 
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1966. 

(U) Because of his importance in the protection of American 
comrnunicatio:1.s, the· Infprmation Syste.,-ns Security Organization has named 
its highest award the Frank Byron Rowlett Alward. 

Page 5 of9 

M§Q) [payi~ A .. Hatch, Center for Cryptologic History, I I .. 
1 t · · •.• · · · · · · · · · · · · · · · · · · ·· · · · · · · · · · · · ·... · · .. ________ _ • • • • • • I (b) (3)-P.L. 86-36 

II H If n'1111 II II II n II II 1111 II II II H 111111111111 ti If ti II ti II II ti 11,i11111111 H ti H II ff 1111 ff II H H 1111111111 ff II 1111II1111111111NHH111111 0 II_ ,. 

I/I/J/JJII/II/II/I//IJI///Jl/l////lll/lll//l/llllll/l////llll/lll/ll('N" 
. . .-. . . . . . . 

5. (U) . TECHNICAL HEALTH • • • 

.----------------------------------,•· 

~ . . 
• 

~ Work on this pr.oblem is c~ntinuing .. I I 
integree, has written .another paper on the subject. •It is also being" 
looked at by the Director's Summer Program participants and the NSA 
Statistical Advisory Group. 

...... 

Sb. "Creating Boolean Functions from,...._L_o_o_k_u-=p'--T_a_b_t_e_s_" __ __, 
(Summary of a talk presented by 

I I ·?1: .1. -~-~1¥. ; .. 1:~s_._i ..... -.-.-.-.-.-.-.-.-.-.-.-.-.-...... : : : : : .: : : , • 

... . .I (b) (3) -P.L. 86-36 I 

• 

. . . 

I 

trtrtr 
w w f-' 

I I 
'O Ul 

t,< 0 

C 
Cll 

a, n 
"' I w 
WO 
C,,N .,. 

.... 

(b) (6) 
(b) (7) (C) 

OGA 

FBI 

(b) (3)-P.L. 86-36 
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(bl (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

II II n 11 ff 11 11 ti 11 11 H 11 11 11 H 11 11 11 ti 11 11 11 ft n 11 11 11 11 11 It 11 11 II_ II 11 11 n n 11 11 11 rt 11 •• II II II fl ti It ft 11 II II II II II II II II II n II II ft ,i ,, fl II If 11 H 
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6. ~ PUZZLES by ___________ _ I (b) (3)-P.L. 86-361 . 
6a. 

1Pl5'1l5) ... I _J_u_n_e_-_J_u_l_y_P_u_z_z_l_e_-_v_e_x_.1_· n_g_V_o_c_a_b_u_l_a_r_y ____________ __,[ 

(U) This is a puzzle combinin•g elements of vocabulary and deductiv~ 
reasoning. The object is to _form a word in each row by placing one 
letter in the empty spac;:e in the middle column. Each letter of the 
alphabet must be used once and only once. Nearly all rows have more 
than one possible word that can be :(ormed .. For example, in the first 
row, t4e blank could be filled by a G, K, M, N, P, or v, giving the 
words OBLIGE, LIKED, .MEDAL, LINED, PEDAL, or LIVED, respectively. ·All 
words must be formed with consecutive letters in the row (i.e., no 
skipping over letters), they must use the letter you put in the blank. 
space (that letter can appear anywhere in the word), the word must be at 
least three letters long, and only standard, non-capitalized, 
non-foreign words are allowed '(exceptions are allowed for British 
spellings. : - ) ) . Extra credit goes to anyon·e whose words are all at 
least five letters long - I don't have a solution for that, but it 
theoretically is possible. 

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 

OBLI_EDAL 
PISC_REAL 
NOVE_RUNK 
AGEN_AGER 
THIR_YALS 
ADIN_USTO 
TUXO_IOUS 
OSTR_PEDE 
OSTA_PINE 
INCO_ERAS 
APRE_TIGE 
VALS_ACKS 
SCAN_ONLE 
INDA_GERT 
FINE_ACTS 
THER_ANTS. 
UPED_NTAL 
CRAS_ui;;sT 
PRIN_LUXY 
IMPG_ONER 
GRAP_ICED 
PENC_LORS 
ALGE_RANT · 
PREL_DENT 
OWAT_HARE 

• • 
• 

I (b) (3)-P.L. 86-361 

• • 

(b) (3)-P.L. 86-36 
(b) (6) 
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26 ·o:sAC_LOGE 

Solution: 
(FOUO) There were probably as many ·solutions ·as solvers here. :-) 

T have randomly picked out the following solution, with all w.ords 
least 5 letters long, from I . l The inserted letters 
appear in caps: 

obliGed 
cEreal 

noveL 
agenDa 
thirTy 

inCus 
Pious 

tripe 
staMp 
cover 

prestige 
Jacks 

canYon 
daNger 

inexact 
erRant 

pedAnt 
Quest 

inFlux 
ozone 

grapHic 
colors 

algeBra 
prelude 

Whare 
bacKlog 

• 
• 

• 

• 
• 

• 
• 
• 

• 

at 

• 

----------------------· 
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• ffi@l'881 Solutions were rovided b ,....;,.;;;..;:;..;;.~-=;.;;;.;~;;;.;;;.==--..:.:..::=.:;;_j;;;.:;_;;;;..;..=.;;;=;:...;;::..t...:i.... ___________________ -1;,., • 

6b. ~) August Puzzle - .Strange Bedfellows 

• . . 
•• 
♦ 

• • 
(b) (3) -P. L. 86-36 

(b) (3)-P.L. 86-36 
(b) (6) 

I~ ____ ____.I 
(U) In this puzzle, you are given a list of words, and you must find 
out what they have in common .. For example, given the words TAPESTRIES, 
BARSTOOL, SEARED, SAGACITY, and MISTRUST, the answer is that each can 
be split in half to get two new words (TAPES and TRIES, etc.). As 
another example, given the words BALL, VENT,. LUMPKIN, and CARROT; the 
answer is that if you replace the first letter by a P.: you get another 

.word. 

-------------------------- .. _I (b).(3)-P.L. 86-361 
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(U) Here cl.re two lists of words to try: 
1) BARF 

BONKED 
BOOMING 
FINGER 
HERO 
JEALOUS 
KIPPER 
LAG 
MANY 
MILLION 
RAP 
TAXIS 
TESTY 
WED 
WITHER 
WIG 
WOUNDS 

2) PROLONG 
DIALOUT (stretching things here - it should be dial out:-)) 
TERMINUS 
BULLDOZE. 
HANDBALL· 
PLATINUM· 
SANDBARS 
BOOTLESS 

.TAGALONG (and again here) 
SUBLIMINAL 

(~ Send all solutions, as· well as ideas for puzzle submissions, to 

I . . . . . . 
II II II II II II II II II II II II II II ft II n n 11 11 11 II 11 11 11 11 11 11 11 11 11 ti 11 11 11 ,, 11-.1 II ·~ 11 ■ 11 11 11 11 11 11 11 11 11 11 11 II II ff II II ff ,, 11 II. II II II II II II II II _II II H ... 

·II I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I Ii'! N ,/I.I/I I I I I I I I I I I I I I I I I I 
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. . . . . . . . 
7. (U) Open Invitation to Apply for the Position of Puzzle Edit;r • • • • • • ,...,..-,--.,,-------,,---.,,. 

J<b) (3)-P.L. 86-36! 

~). The Puzzle section of _Tales of the KRYPT_ (TOTK) has always ••• ••• · ' 
been both mentally stimulating and entertaining, as evidenced by~••• 
numerous regular solvers, ongoing feedback to the TOTK Edito~,-~nq-the 
emphatic outcry.of protest whenever there is any possibil~~Y t~a~ an 
issue of _Tales_ might be published without it. I , • • I has been 
providing the puzzles for several years, but now.rs looking for a 
well-deserved retirement from this duty. • ••• . . . 
~) If you would iike to become ~he.person behind the puzzles, write 
to the TOTK Edi to·r at I r sending a sample puzzle input if you 
have one aJready. If more than one person is interested and qualified, 

· each would only have to provide puzzles every other month or so: If 
you enjoy solving our pu.zzles, please consider providing new ones. 

II ff II ,, 11 II n II H ,ff ti ·u 11 11 11 11 11 It II If 11 11 11 11 11 ff n 11 11 It II II II ff n 11 11 11 JI n 11 11 H 11 11 11 H It II 11 11 11 11 11 11 H 11 11 ft ff II 11 II II II II II n II II II II 

I////I///I/I//////I/I//////J////ll////l/f/////l/////ll///l/l///l//l///l/ 

8. (U) EDITORIAL CORNER 

REMINDER: (U) Submissions for the next issue are due by 3 September. 

PLEASE NOTE: (U) All submissions must be in ASCII format, and, with the 

• !(b) (3)-P.L. 86-36! 
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) 
implementation of E.O. 12958, MUST BE PORTION-MARKED. If other than 
NSA/CSSM 123-2 governs the classifications, please so indicate. 

(U) If you have any conwents or suggestions, please submit them to any 
member of the editorial board. 

!~080) EDITORIAL BOARD 

Jack Inaram Crvotoloaic Historv Museum.I I 

R.~tµr~ to Kryptos Home Page 

.I 

• ♦ 

• 

• • • • • • • •• •• •• • •• ·,. ■ ..... Ila . . . . . . 
• iii • • ••• . . ... 

!{b) (3)-P.L. 86-36j 

DERl'IED f'ROM: NS.VCSSM 12.3-2., 
DATED 3 SEP 1991 

DECLASSIF'YON: SOURCE MARl<ED •OADR 11 

OAlE Of' SeURCE: 3 SEP 1991 

I (b) (3)-P.L. 86-36 

• • 
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• • 

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++·+++.+"1-l-;+ 
I//JJl/ll//l//ll/l/lllll/ll//ll/ll/llllll/ll//l/l/llll//l/~Ui1J11Jlil . . 
(U) TABLE OF CONTENTS: 

1. (U) Calendar of Events 
• • • 

. • • • . 
•• . 

• • 
Cryptanalysis Caree4 ~A~el (CACP) News 

• • . 

by~'-------~fAssistant Exec~ti~e, CACP 

• 

2a. (U) CACP Certification, Personnel Changes and New Interns 

2b. (U) Technical Track Titling 

3. (U) KRYPTOS Society News 

3a. Winners Announced: 
Peter Jenks Community Service Award -I Norman Roberts Award -~I ________ __._ _ ___. ______ I..----. 

• . . 
3b. (U) ·Annual Fall Luncheon •• 

3c. (U) KRYPTOS Society Elections: 19 November 1998 
~1(-b-) -,(3,-)---P-.L-..... , -86 ___ 3....,61 

3d. (U) Call for Volunteers to Produce KRYPTOS Society Video 

4. (U) Community News 

: 
: • • • . • . . . • • • . . . . 4a. -~ Hugh F. · Gingerich, in · Remembrance 

I .. r 
• 

4b. (U) Women in Mathematics Society (WiMS) Introduces •~he 
WiMS Speakers ;Forum• • 

4c. {F()btn · Upcoming Crypto-·T/A Seminar 

Approved for Release by NSA on;o9-28-2023, FOIA Case# 61704 
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by ~I--------- .. 
4d. ~ Congratulations Class ~f •1~~8' t:r;:Y,Ptologic Mathematician 

b
Pyrjararo t CMP I • • • • • • I . . ..... ._------------~~ ... • • • • • • • • • • ■••• • .• ••• 

■ ■ • • • • • ■ • I ■ 
4e. ~ Extension ·of Nomination Deadline for the Sir Peter 

Marychurch Award. 

5. (U) Technical Health 

Sa. ('?eSQ,l. Technical Track Conferences 
by._! ______ ...,,! · .• ~~ .s~~l.1_ ~i.eld Director "' "' I 

w 
"' • • ■ • • • • • • • • ~ ■ 

Loading Problem •.• : ••. : : : : : : : 1 •••• • • • • • • • • ■ • ' • • • • 
Sb. ~) The SONET Ring 

by ..... ....,.. ________ __. 

6. (~ Puzzles 
by,~---"'"---------,. 

6a. (U) Answer to August Puzzle 

6b. (U) September-October_ Puzzle 

7. (U) Editorial· Corner 

...... . . . . . -. . . 
....... .... 

H n ~·- 11 "· ti II II 11 11 11 H fl H II II 11 11 11 11 11 11 _ II 11 11 JI ti 11 11 II R n II tr fl II JI n H If n 11 \I fl II n it ,i 11 1i II II II II II II II n ff ft ti 'N II II H ff 11 II II H 

!ll/l//////ll/ll//!//II/II/II//I/I/Jt/l/ll//ll!II/////////////II//I/I/ 

1. (U) CALENDAR OF EVENTS 

Oct 22 

Oct 26 

Oct 26-29 

Oct,29 

· (U) Annual KRYPTOS Society Luncheon, Fort Meade 
Officers' Club 

'l's) The Z Women's Council is sponsoring a 

~ 0~ CCWG Conference on Computer Communications: 
C2C Target Development 

(U) The WiMS Speakers Forum, 1300-1500, Canine Suite 
(Please see article 4b.) 

PLAN AHEAD 

Nov 2-6 (U) CONSCRYPT '98 at CSE 

Nov 2-6 (U) Crypto-T/11. Seminar, TA-310,. Room 2B4118-6 

Dec 2 (U) AS Reunion, Blob's Park 

Dec 8 (U) The Z Women's Council is sponsoring a Town 
Meeting with Chief z in the Friedman Auditorium, 
.0900--1000. 

. . . 

N ft ff ft II U II rl ti II II H It II ·11 II JI II fl II II II ti II II II If 11 11 n ff ff ff n fl fl II II II H II JJ ti ff H H II 11-11 ff fl 11 II II II II II II II II ff ft R ft ff ti II II II II 

l/////l//////ll//)//I/II///I//III//I//I//II/II//II/////II//I//JI///I// 

. . . ,-------------------------------
. . . • • • 

. . . 

(bl (1) 
(b) (3)-P.L. 86-36 

I (b) (3)-P.L. 86-36 
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2. ~) Cryptanalysis Giareer Panel (CACP) News byl I 
Assistant Executive, CACP ,_ _________ •• 

,,,. 
2a. (U) CACI? Certification, Personnel Chariges and New Interns 

(~ The·CACP welcomes the following: 

.__ __________________ __. cts. M:E!tnhE!!r"s. C, f■ ttte" ~1' 

• 
• 

• ....... 

~C.;sa ... r=-liie.i.e...,r__.P...,a_.n....,_e ... J ...... _.a..,n....,,.a..,· 00 

!as· Member of the CA Technical Track Review ~ 
.__P_a_n_e~l-.---------'■ • • • • • • • • • • • • • • • • • • • • • • • ■ • ~ • ■ ••••• ~ •••• 

1 
••• ~ 

·············~~~~~~~~~~· ~ The .CJ',.. :J;n.te:i,n, iPane!. •we~_edmM "i bi newe·st ·interns, I , ••• • 3 • • • • 
,__..,,.. __ ~! who.was hired in September andl I who entered 
on duty at NSA this week. 

. . . . . 

2b. (U) Technical Track Titling 

~ Congratulations to all recently titled members of the 
Cryptanalysis Technical Track. 

MEMBERS 

· SENIOR MEMBERS 
. . . . . . 

. . . . . . 

. . 
• • 

• • • 

.... ·• .. 
• • . 

\... 

. . 
• . . 

. . . . . . . . 
. . . . . . 

MASTERS . . . --r . . . . 

. . . . ....... 
• •J• (b) (3)-P.L. .. . . . . .. 

,,, .. 
. .,. . 
.,. . ... .. •· .. 

•• .. 
•• 

•• .. 
. 

11 II II II II II II II 11 U II H II II n 11.,n II fl II tt II U ff II It II II II ll ti II H II II If II II ft If II ff II II fl ft ti II II II II II II II II n ■ N H II II II II H ''-'l" ft II 'I, 

I I I I I I I I I I I I I I I I I I I I I I I I I I I I I/ I I I I I I I I I I II I I I /I I I I I I I I I I I I.I I I I I ft1/ I I I) 

3. (U) KRYPTOS Society News 

3a. ~) Winners Annq.unced: 

.. . . 
•• 

• • . . ... 
Peter Jenks Community Service Award-! 
Norman Roberts Award - 1.--------....... -----.. -•-r-----' . 

86-361 
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~ The KRYPTOS Society is pleased to announce that the 
prestigious awards named in honor of Peter Jenks and in honor of 
Norman. Roberts will be presented at the Society's annual luncheon to 

. . . . . . 
~ The Peter Jenks Community Service Award, n~~a• rdt" a• • •·• _- • 
celebrated Agency cryptanalyst, mana_ger, and Career Panel leader_, • • • •1 recognizes exceptional service to the Cryptanalytic Community. I ~ • • 

I ~wa,s •Ohe.iiomal'!. •O'f • ohe•Or!i11>t!'anal"Y6i& Caree~ •Peme-1• dU!ring, a• • • • • •.-. 
critical time, providing wisdom, judgement, and counsel for many. • • • 
important decisions as cryptanalysis underwent transitiqn. i,.I'lt:0°its 
current form. ~ •• • • . . . . . 

The Norman Roberts Award acknowl,etlges oustanding cryptanalytic 
contributions by junior (usual_l¥•i"n thE:1ir first five years of service) 
cryptahalysts. I lhas a st~ing o~ impressive technical 
accomplishments which speak to his cryptomathematical prowess and 
remarkable versatility. Norman Roberts was a prominent British 
cryptanalyst, known for both innovative cryptanalytic techniques and 
inspired guidance of younger analysts, who died in a boating accident 
in 1990. 

~The.awards will be.presented at the Society's annual luncheon, 
held at the Fort Meade Officers' .Club 22 October. At that time, seven 
new Distinguished Members, all recently retired, will also be 
recognized: I · ..... I ______________ , .. 

··············· 

Page 4 of 13 

(b) (3)-P.L. 86-361 

(U) Panels of judges have.also selected winners in the Society's (b) (3)-P.L. 86-36 ... ·1. 
annual recognitions of authors .and speakers. The essay contest has ._ _______ _. 
been extant for many years, but the awarding of prizes for exceilent 
talks on cryptanalytic topics :i.s new this year. ·winners have been 
notified, but their names will not be announced until the luncheon. 

'-·-------------------------------------------------------------------
-3b. (U) Annual Fall Luncheon 

(U) The KRYPTOS Society.Annual Fall Lun~heon will be held on Thursday, 
22 October 1998 at the Ft. Meade Officers' Club. The program will 
include the presentation and recognition of Distinguished Members,· 
and the presentations of the Peter Jenks Community Service Award, and 
the Norman Roberts Award and the authors and speakers awards. 

3c. (U) KRYPTOS Society Elections: 19 November, 1998 

~ The KRYPTOS Society will be holding elections on November 19. 
The Election _Committee would like to present the following slate of 
candidates. 

PRESIDENT-ELECT: 

SECRETARY: 

-----------------···· 

• . 

• J (b) (3)-P.L. 86-361 
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MEMBER-AT-LARGE:.--------------, 

.. ----------- ·--------- - ---- --------- ---------- .... - . . . • 
3d. (U) Call for Volunteers to.Produce KRYPTOS Society Video • . . . 

• • . . . . ~) If you are interested ,n working on the KRYPTOS Society's new 
video project, please contact I~--------------------'~••• 
This is a unique and interesting opportunity to do a video from 

• • • • • • I 

scratch--theme, planning, design, drafting text, interviews, wqrking 
with the NSA TV Studio-, etc. If you have always wanted to do 
something like this and would like to pqrtray Cryptanalysis and the 
Cryptanalytic Community to a large audience, here's your chance. 
Videotaping interviews with recent retirees will definitely be a part 
of this project. Calli lnow! 

····························· 
11 11 II II H ti It II ,, 11 H ,, II II II II II II II II II n II II ti fl h ti H 11 11 fl II ft n 11 H If 11 11 11 H ff II 11 11 11 n II ff II ft H II II II II ti II 11 ti ft ff fl 11·11 II ff II H 

•.•. ■ ••• 

• • 
/////////////IIIIII/IIII///IJ!/II/II//I////IIII/IIII/IIIII/II/J/I///// 

4. (U) ·coMMUNITY NEWS: 

4a. ~ Hugh F. Gingerich, in Remembrance 

I 
(U) "My work is my play. It doesn"t seem fair to accept money for 
this." 

• 

r 

(U) Hugh Francis Gingerich, a former cryptologic mathematician in 
R51, died August 26 in Chevy Chase at the age of 82. He was a 
recipient in 1957 -of an Exceptional Civilian Service Award, which is 
the highest awar_d granted to civilian employees in the NSA/CSS 
community. In the late 1950's, he became the Agency's first technical 
super gra~e. In addition he earned two Meritorious Civilian Service 
Awards. He was an important contributor to ·the VENONA project, which 
exposed extensive Soviet espionage operations in the U.S .. in the 
1940's; and to other important projects. 

• 

· ~) According to Dr. Richard A. Leibler, Dr. Gingerich wrote what 
may have been the first operational program ever written for a digital 
computer at NSA. In 1950 Hugh progranimed the ATLAS I to attack VENONA· 
isologs. This machine featured a rotating-drum memory of 16,384 words 
(24 bits each), which was so tightly utilized that only one half of one 
word r·emained unused. As the drum came around, one further· had to 
catch it on ·the right cut. 

• • • • • 
• 

(b) (1) 

w 
I 

'ti 

I:"' 

00 

"' I 
w 
"' 

(b) (3)-50 USC 3024(1) 
(b) (3)-P.L. 86-36 

• 

.---------------------------------·-t-----r • ·1 (b) (3) -P. L: 86-36 I 
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(bl (3)-50 USC 3024{i} f • • (b} (1) 

.________________________________________ J.-(b_J_(3_J_-_P_.L_. _8_6_-_3_6_...J 

L .• '"rfSS,). In the 1960' s Dr. Ginqerich desiqned a I 

(U) Dr. -Gingerich was born October 14, 1916, in Ann Arbor, the son 
of Solomon Gingerich, a professor of English literature at the 
Universi'ty of Michigan, and BE-)ulah Pearl Kauffman Gingerich. A 
brother, Horace Richard, who was five years older, died in 1927 of 
typhoid fever. After the family moved to Springdale, Arkansas, Hugh 
earned a bachelor's degree at the University of Arkansas in 1937 and 
a PhD at the University of Illinois in 1942, both in mathematics.· 
His thesis, ''Generalized fields and Desargues con'figurations,'' has 
attained the status of a seminal work. (In about 1990, a young 
visiting professor· named Ken Smith, while giving a lecture in R51, 
referred to ''Girigerich's Theorem, I' while unknown to him this same 
Gingerich sat in the next room.·) 

(U) After finishing his degree, Hugh taught at the University of 
Maryland, suffering under a football coach turned university 
president. In 1944 he moved to the Department of Terrestrial 
Magnetism at the Carnegie Institute of Washington. In 1946 he joined 
CSAW, an NSA predecessor, at the Naval Annex at ward Circle in 
Washington, D.C. He remained at NSA until he retired in 1992. 

~Dr.Gingerich was one of four math PhDs of his vintage from 
the University of Illinois. The others were Joseph Eachus, Richard 
Leibler, and _Louis Tordella. The latter three were all naval 
officers and had all completed their Illinois degrees in 1939. 
Eachus and Tordella were already at CSAW prior to.1946, and in fact 
Eachus was instrumental in bringing Hugh in. When Eachus told Admiral 
Joseph Wenger (Director) that he would vouch for Hugh, Wenger 
accepted Hugh without the usual background investigation. (Leibler 
came in 1949, having earlier been on an aircraft carrier, in such 
environs as Iwo Jima.) 

(U) It would be hard to pretend Hugh was without eccentricities. In 
the 1950's he often worked in a phone booth, so as not to be 
disturbed. In the 1960's his desk was stacked with boxes of cherry 
cordials, which would provide his lunch. After thoughtful research, 
he found he liked the cheaper ones best. In the late 1940's, he 
decided that the 24.-hour day did not suit· him. So he adopted a 
28-hour day. In accordance with his six-day week, some days he'd be 
getting up in the middle of the night, or at dusk, or whatever. A 
nearby all-night Hot Shoppes restaurant helped make this work. But 
then he met Shirley, and it was back.to 24-hour days. 

. • . 
I (b) (3)-P.L. 86-361 

• . . • . ------------------,-------------------f 
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~ Hugh met Shirley Smith in 1950, when she was translating 
Portuguese at the -Agency. Wi thiri. only a few weeks they were married. 
Shirley, who survives him and lives in Kensington, originally came 
from Brooklyn. The couple were avid bird watchers and .pet 
enthusiasts. Hugh was a Redskins fan, and -Shirley is an artist. 

~ Of Amish ar-1cestry, Dr. Gingeric!f wrote Amish and Amish 
Mennonite Genealogies with Rachel Kreider. It was published in 1986 
by Pequea, of Gordonvill~. Pa. Besides. Shirley, Hugh'.s only 
survivors are cousins in the Iowa Mennonite community. 

"(U) In appearance, Hugh was bearded, tall, slender, and knock-:kneed. 
His power of concentration made him appear set-apart and·somewhat 
rough-hewn. He'd be at his desk, and yes, he'd be smoking. But he'd 
once in a while get up and come to you. He'd often have some sort of 
a genealogical puzzle, which he'd represent as an exercise in 
cryptanalysi_s. He'd eventually· invite you to his house, where you'd 
meet his energetic and charming wife, and his many cats and dogs. 
There were also several skunks, ,including Desert Flower, _who had the 
run of the house, and would pull things out of kitchen cabinets. 
You would come to know a Hugh who was gentlemanly, proper, 
sophisticated, and proud. But he was also lively and boyish; and 
could be·a rascal. He could turn a phrase to the very end of his 
life. Those of us who programmed for him, or worked near.him, will 
miss this kindly man·. 

----------------------~-------- ------ ----------------- -------------
4b. (U_) Women in Mathematics Symposium (WiMS) Introduces "The WiMS 

Speakers Forum" 

(U_) The Women in Mathematics SytnJ)osium (WiMS) has conceived a forum 
out of a desire to foster a sense of commun_ity amon!;f the profe_ssional 
WOJllen mathematicians at the NSA. 

(U) The speakers' forum will be comprised of a series of presentations 
designed to enhance career development in-several ways. Firstly, 
invited speakers will be asked to address .issues that are relevant 
to our career opportunities and to enhancing the effectiveness of 
women in the workplace. Secondly, by providing an opportunity for 
interaction among· women ~athematicians at all. career stages throughout 
the Agency, the benef H:s of· mentoring and networking can be realized 
without formally setting up any structured mentor-mentee 
relationships. 

invited s eaker will be 
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. . . . . . . . . .. 

H_e; .t.a}~ .1~ .ept,:i_t)~c:1=. ■■ ••• ·.··········a 
· "Catch Yourself Doing Something Right: (b) (6) 

Striving for Excellence vs. Perfection" ••• 
• • • • • . • ••••••••••••• ■ • ■ •• ■ ■ ••• 

~ii I ~a~: 
0

a
0 

~~m
0iI~:c• ~~l~ at the NSA last year as part 

of the Women's Equality Day, .sponsored by the Federal Women's.Program, 
and it was very well-received. WiMS has invited her back again as 
part of this Forum, and has asked her to gear her.talk to the members 

· of our technical community, who may have-missed her previous 
presentation. 

(U) The Speakers' Forum will be held on: 
October 29, .1998 

(b) (3)-P.L. 86-36 
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1300-1500 
in the Canine Suite. 

Discussion and refreshments will follow. 

~ Attendance is free, but limited. If you would like to attend, 
please obtain a ticket from one of the following: 

I (b) (3)-P.L. 86-361 ... -: ... 

• 
. . 

. • 

I 111 ♦ 111 • . 

(~) If ym.1 prefer, you rnay also e_-mail to.!•• f 
and request that a ticket be sent to you .t~rou'"""'g""h,......,A..,g""e""n=c"'y=--=m""'a=-i....,..1-.-----

• . . . 

---------------------------------~~---------~------------------------
4c. ~) Attendee·s to Modi:f).-etl.Annual CANUKUS Crypto-T/A Conference 

t:o Receive NCS.€ourse Credit; Call for Talks Issued byl I r13 Technical Director for Crypto-T/A 

~ What has been known as the annual CANUKUS Crypto-T/A 
Conference will be conducted as a seminar this year under course 
designator TA-310. Emphasis v1ill be on both the crypto-T/A techniques 
employed and the intelligence gained to facilitate analysts, applying 
similar techniques to a vaLLety of targets. The seminar will now also 
be open to all Second Part:-,~ partners dependent upon the classification 
of individual presentations. 

\"l'"SPQ.). This is the first year that NCS credit will be available for 
attendees to these presentations. NCS credit was s9ught to benefit 
the attendees in pursuit of maintaining technical track status, but a 
follow-on benefit is that the speakers will profit in a similar 
fashion. Other designators,· fmch as TD or CA, were investigated 
before the TA-310 designator v1as assigned. TA-310 is an existing 
designator for seminars covering SRTD-related topics. 

(U) After the course designator was assigned, a call for talks and 
speakers was distributed across NSA, to GCHQ, CSE.and field sites. 
Two topics from GCHQ, one from C Group, four from M, one from Rand 
three from z were initially identified. The final schedule of talks 
was issued in mid-September with the presentations to be given the 
first week of November in room 2B4118-6. 

4d. ~ Congratulations Class of 1998 Cryptologic Mathematician 
Program (CMP) byl ~ .Z;;:'13. •••••••••••••••••••• .......... 

~) On 11 September 199B, in the Friedman Auditorium, the 33rd 
class of the Cryptologic Mathematician Program (CMP) graduated. The 
Master of Ceremonies. was ... .,,..... ___ ..,.... ____ ...,...._~ Executive, Cryptologic 
MatheIQa.t:1-~ipO .P,.rogr,il.Ul •• Th~,_ ~pooing■ rnmar~s• were ■-maoe •nyf • • • • • •'' ' "] ......... -.-:•.-.-
L=3 Chief, Techniques and Research. Mr. James R. Taylor, Deputy • • • • 
Director for Operations gave the keynote address. Various members qf. • · 

---------------------------'-------f .. 
. . . 
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the NSA mathematics community attended the eyent, along with other 
Agency personnel, family members and friends. 

(U} During· their three-year program, class members attended many 
training classes, conferences and went on a variety of class trips . 

. (U) Some of the class members' accomplishments included: 
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QP;?~o;~~n;;Ocash awards, anaD_l~~:e;~ of appreciation. 
· . .••••~~••••••••••••••::~~~~~ddddd~~~-•---------

'('!i'800j Following is the list of graduates and their first I {bl (3)-P.L. 86-36! 
assignment after graduation: • 

(U) CONGRATULATlONS _TO ALL! 
------ -~ --------------------------------------------- --------------
4e. (U) Extension of Nomination Deadline for the .Sir Peter 

Marychurch Award 

(~) Nominations a.re d~e for the Sj.r Peter Marychurch Award 
established in 1989 by NSA and GCHQ to recognize significant 
cryptanalytic achievement by either an NSA or GCHQ cryptanalyst, 
cryptornathematician, or group of cryptanalysts and/or mathematicians. 
Submissions for cryptanalytic work performed.during the period of 
1 July 1997 through 30 June 1998 ·are due to Chief, Z07 by .2 November 
1998. 

II II It II II II II h If II II II ,, II II II II II II ~J II II II It ,, II ti II It H II II 11 11 11 11 n 11 11 11 11 11 11 ti "· ~I 11 11 11 n 11 11 ff ff II II II II II II II lt',11 II II II n ft II II 

ll///l/l///lll(/III//IIJ//ll/llllllllllll!///J//I//III//II/III/IIIIIII 

5. (U) TECHNICAL HEALTH 

Sa -~ Technical Track CrfEir.eti<;;e,,s • ••• ■ • •••••• • • 

.I {b) (3)-P.L. 86-361 

by I _ CA Skill Field Director · 

~ :You may know that the Cryptanalysis Technical Track has a 
budget, _through tp.e DO Technical Health Advisory Board (THAB); to 
send technical track·members to conferences which will improve their 
technical skills and knowledge. Up until now, the procedure was 

·that individuals would submit a request to the SFD when they learned 
of a conference that they wanted to attend. Beginning in FY~99, we 
are taking a more proactive approach by having a group of techies 
a·ecide in advance which conferences wouid be beneficial to attend, 
and how many people should go. A committee.was formed of technical 
track mernbers to help the CA Skill Field Di.rector (SFD) plan for 
technical conferences for the.upcoming fiscal year. These 
conferences will be advertised throughout the year to ·technical 
track member.s, who· may submit an application to attend with THAB 
funding. 

(U) Below is the list of conferences that the committee has 

. . --------------------------------,. 
. .. . • • 

{b) (3)-P.L. 86-36 
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selected for attendance •. People have already been selected to 
attend the Mi6rosoft Developers Conference, WCRE (Reverse 
Engineering), and CONSCRYPT this year. Watch the DO THAB home 
page ~or reports on·these conferences, as well as others from last 
year. (Trip reports are currently on the WEB for the 1998 RSA Data 
Security Conference, International Cryptologic Common Data Format 
Working Group,· and Personal Indoor and_Mobile Radio Communications 
Conference. ) 

(~ If you think one of these conferences would be particularly 
b~neficial to your technical development and would like to .attend, 
please fill out the application located on the DO THAB conference 
program WEB page: 

I 1 
The conference committee will select the most appropriate.pe'n:;~n 
to attend from all applications received. Since only _one person•. 
will be funded for each conference, the selectee will be required • •. 
to write a trip report, make available to others all materials 
received at the conference, and perhaps even give a technical 
talk or workshop on what was learned, if there is interest. You 

Page 10 of13 

. ·--------.. 
are al°so welcome to submit applications for con~erences which are 
not on the list below, if they will enhance your CA skills •.•• • • • • • 
. Please have your conference application "in by .th@ -dti~ "date listed, 

. I (b) (3)-P.L. 86-361 

... ·. \. . 
,and contact.___ _______________ __. if you have any • 
questions about the procedures. • .. 

• 
(U} Note: you must be a member of the CA Tech Track to ~~iy 
for funding. .• • 

• • • • 
r ,_C_A_S_k_i_l_l_F_i....,eld Director 

(U) CONFERENCE 

SANS Network Security 

5th ACM Conference on Computer and 
Communications Security 

WebNet '98 

RSA Data Security 

FSE 99 (Fast Software Encryption) 

Eurocrypt 99 

SUPERCOM ' 9 9 

Crypto 99 

DATES 

24-31 Oct. 

2-5 Nov. 

7-12 Nov. 

17-21 Jan. 

24-26 Mar. 

2-6-May 

6-10 June 

summer 99 

Sb. ~ The SONET Ring Loading Problem 

DUE DATE 

immediately 

23 Oct. 

23 Oct. 

31 Dec. 

26 Feb. 

2 Apr. 

7 May 

- TBA 7 May 

• 

. by! ! ~2.1 •••••• · I (b) (3)-P.L. 86-361 
• 

• • • ■ • ■ • • • ■ • • • 

(U) The increasing use of fiber optic technology to provide ~• 
high-bandwidth communi·cations services has led to the appearanc;E:! •of 

• • • 
• • 
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large-scale synchronous optical networks using a ring topology (SONET 
rings). A SONET ring may be described as a network of n nodes, 
numbered ·from O to n-1 starting at the top of the ring and pr_oceeding 
clockwise, connected to a circular fiber optic cable·. To configure 
the network1, a separate channel of a _specified bandwidth a:j.ong the 
ring connects each pair of nodes. The ring is bidirectional; a 
channel connecting nodes a an<J. b (say), may be considered to carry all 
traffic from a to bas well as from b to a. A channel (a,b) is said 
to be routed clockwise if a< b,· and counterclockwise if b < a. Fo:i;
example, the traffic between nodes 3 and 6 will either pass· 
{clockwise) through nodes 4 and 5 or (counterclockwise) through nodes 
2,.1, ... , 8, 7. 

{U) The.task of configuring the network is precisely the tc1.sk of 
choosing one of two dire_ctions for each pair of nodes. For a given 
configurat:-ion, the total required bandwidth for the· kth link, {defined 
as the.path between nodes k and k+l), :may be computed as the sum of 
all channels passing through, nodes k and k+l in the clockwise 
direction and nodes k+l and kin the counterclockwise direction. 
Although the fiber optic cable may·be considered to provide unlimited 
bandwidth, hardware costs, (in particular, expensive add/drop· 
multiplexers), and the possibility of traffic loss from link failures 
make it desirable to find the network configuration that minimizes 
the maximum demand on any link. This is the SONET Ring Loading 
Problem. 

(U) Although the.SONET Ring Loading Problem has been demonstrated to 
):>eat lea~t as hard as the NP-complete PARTITION problem, recent work 
by Casares and Saniee (1994), Schrijver, Seymour., and Winkler (1997), 
and Khanna (1997), has provided the theoretical and practical basis for 
efficient deterministic algorithms that produce near-optimal.routings. 
For our study, we implemented the algorithm due. to Schrijver, Seymour, 
and Winkler and compared its performance to that of several algorithms 
based on randomized local search--specifically, Tabu Sea_rch,· the 
Metropolis Filter, Simulated Annealing. We also describe a new 
algorithm called Direct Discrete Descent (DDD). For problems with 
large variance among the pairwise t_raffic demands, the DDD algorithm 
typically obta_ins better ring configurations than the others, although 
at greater computational cost than the algorithm of Schrijver, Seymour, 
and Winkler. All of the algorithms were programmed in 'the C 
programming language and run under Linux on a 166 · _MHz Pentium Dell 
laptop. 

" II n n » 11 II Ir II If II II II II II_ II 11 11 U II II. fl II H II fl ti U JI II fl fl 11 11 11 It U 11 11 11 ti II II ti 11 11 If fl ,r 11 11 11 11 II U II II H II II 11 11 11 H II II H ff ti·" 
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6. 
• r,-(_b_) -( 3-)---P-. L-.-8-6---3 6"""'1 

.♦ 

~PUZZLES 
by ,,..;;.;;=;...,_-----,~ <!S■!l i • • • • • • • • • ......... 

6a. (U) August Puzzle-· Strange Bedfellows 

I 
(U) In this puzzle, you are given a list of words, and you must find 
out what they have in co~on. For example, given the words 
TAPESTRIES, BARSTOOL, SEARED, SAGACITY, and MISTRUST, the answer is 
that each can.be split in half to get two ne_w words (TAPES and TRIES, 
etc.). As another.example, given the words BALL, VENT, LUMPKIN, and 

. . . . . . 
.... . . . I (b) (3)-P.L. 86-361' 
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CARROT, the answer is that.if you replace the first letter by_a P, 
you get another word. 

(U) Here are two lists of words to try: 
1) BARF 

BONK.ED 
BOOMING 
FINGER 
HERO 
JEALOUS 
KIPPER 
LAG 
MANY 
MILLION 
RAP 
TAXIS 
TESTY 
WED 
WITHER 
WIG 
WOUNDS 

2) PROLONG 
DIALOUT (stretching things here - it should be dial 

out -: -) ) 
TERMINUS 
BULLDOZE 
HANDBALL 
PLATINUM 
SANDBARS 
BOOTLESS 
TAGALONG (and again here) 
SUBLIMINAL 

(U) Solution: In the first list, you can replace the first letter of 
each word by a 'Z' to get a new word. In the second list, replace the 
last two letters of each word with a 'G' to get a new.word. 
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(U) LI _S_e_p_t_emb __ e_r_-_O_c_t_o __ be_r_P_u_z_z_l_e_-_S_a_y_W_h_a __ t? ____________ ■_...,f ""l-(b_)_(_
3

_) --P-.-L-. _
8
_
6 
___ 

3
_
6 
... 1 

6b. 

(U) Following are a number of series of words that look like 
gib~e~ish, but if pronounced correctly, sound like a meaningful 
phrase. An example of this is the code signature used by one of the 
U.S. Presidents. He wrote: Ale In Can, which when pronounced in a 
slightly twisted way, reveals A. Lincoln. Have a go at these. 
Because ·they"re a little odd, a category is provided to help guide 
your search. · 

Category Words to Decode • 

• 
(b) (3)-P.L. 86-36 
(b) (6) 

Physics Phenomena 
Book Title 

Arm, moniker:, moe, ._ shun 
Bate, Riyadh, gay; aims I (b) (3)-P.L. 86-361 

• • • -------------------------------(' 
• • 

. • 
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Physics Formula 
Physics Concept 

Disney Saying 
Shakesperean Play Quote 
Book Title, in French 
Shakesperean Character 
World Leader 
Literature Title 
Musical Title 
Cartoon Characters 

Effie, quill, Saro, May 
Eyes, umber, guns, ardent, deep, rinse, 
sable 
Hack, unum, mitt, ta-da 
Hoe,. why, yams, lain 
Lipid, deep, rants 

. Omelette, print, sqft, tan, mock 
.Poe, budge, on, ball, thus, sack, end 
Thud, eh, though, fee, Vanilli, itch 
Vent, a, muff, tee, up, bra 
Yak, cow, walk, owe, went, tot 

; 

~ Send all solutions, as r:!ll as ideas for puzzle submi~sions, 

. . . . ·. . .. · .... 
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7. (U) EDITORIAL CORNER (b) (3)-P.L. 86-36 

REMINDER: (U) Submissions for the nex~ issue are due by 28 October. 

PLEASE NOTE: (U) All submi~sions must be in ASCII format, and, with 
the implernentation·of E.0. 12958, MUST BE PORTION-MARKED. If otper 
than NSA/CSSM 123~2 governs the classifications, please so indicate. 

(U) If you have any comments or suggestions, please submit them to 
any member of the editorial board. 

~ EDITORIAL BOARD 

Jack Ingram, Cryptologic History Muse1.1m,I I • . • • • . . . . . . . . •· .. 
• . . . . . . . . :··l (b) (3)-P.L. 86-361 .. 

\ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \"\ \ \ \ \ \ \ _· 

TOP 8f!CRf!T fflfflfbi 

Derived from: Multiple Sources 
24_February, 1998 
Declassify on Xl, X3, X5, X6, X7, X8 

DERl!.«EO FROM: NSAl1::SSM 12.3-2., 
• .DATED 3 Sl!P. 1991 

DEO..ASSIFY l!lN: SOURCE MARl<ED 11OADR11 

. • DA1E OF SOURCE: 3 SEP 1991 
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//////l///ll//ll/////////l/////////llill//f////////////l///////l////// 

1. (U) CALENDAR OF EVENTS •••••• : # . . . . . . . . ... 
Jan 6 

Jan 7 

Jan 26 

(U) PLAN AHEAD 

May 17-21 

~ Signals An~J_y,.sis iA.!H~~•ciat"i~~ ~~;sents I r 
I I "Extracting Text from Color Images", 

0915, F~iedman Auditorium 

(U) Operations Research Career Panel January 1999 
Technical Social 1300-1430 
D5 Conference Room, OPS2B, Roorri 2B4118-2 

(U) BANCC (Breakfast Affair for Newly Certified 
Cryptanalysts), 080'0-1000 

(U) 1999 Signals Analysis and Development Conference 

II It II :" ft ft ·" 11 fl ti fl II II ff ft II II II II II II II II II ti fl II II ff II If tt II II II II II II II II ,, 11 II H 11 11 II II II 11 11 11 II II II II II II II n II ■ II If II ti II_ ft If II 

//l///////ll/f//ll//l//////l///l!II///I///II/II///J//I/I///II//I//II// 

2. ~) Cryptanalysis Career Panel (CACPJ Personnel Changes 
by I l Assistant Executive, CACP . . . . . . . 

(b) (3)-P.L. 86-36 

. . . . . . . . . 
(~) The CACP welcomes: • • • • • ■ ■ • ■ ■ •••••• ■--------

..---------~ ·no"s"k1il" He"1a. "R°'ep:e·s~~t"at:iv·e: "as"Meinber· of ■•■ ·I (b) (3)-P.L. 86-36 

..---------tJi.e .c::.A.~i. , ••• ■ • • • • • • • • • • • • • • •. • •• •• •• •• •• ·• •• .. "" • ..,--------...._ _______ _.! as Me~~er of the C~.~ecAnitAr Tr;ck Review.• 
Panel+ ,.an<i. • • • • .• •. • • . -,---------= ....... _,., as Member of the CA Technical Paper.•• 
Evaluation Board. • 

• • 
n" 11 II n II 11-11 II H II" n" II n II II _u II h "n )I II II II It 11"11 II II II If II II H H II" II II II It II II 11 n II n II ti 11""" H "II II 1' It II II 11·11 "ti tr 

ll//////ll////l/l/(llll////l/////ll////////llillll.l/ll//ll/4.!III/////// 
. ♦ I 

• • 
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3. (U) KRYPTOS Soci•ety News 

3a. (U) KRYPTOS Society Election Results 

~ The. KRYPTOS Society is pleased to announce the winners of the· 
1998 Election. 

The newly elected officers are: 

President-Elect 

Secretary 

Member-at-large 

,._ ________ ....,,~e~~r.-~:-.l~~g-e. • • J (b) (3)-P.L. 86-36 

------------------' - . ----. ---- --------.---------------' -----. ----- .. ··:·· \ 
• ♦ 

3b. (~) 1998 

I .... 
·rn.ductees as .KRYPTOS Society Distinguished Meiflbe;.~<: • 

I • 

Remarks at the.1998 KRYPTOS Society Lul"lcheon, by KRYPTOS 
Society President I r 

(U) (food afternoon, ladies and gentlemen, and welcome to· the awards 
section of the annual KRYPTOS Society luncheon. 

~) It is our special pleasure to recognize two sets of guests:· 
those who are attending their first KRYPTOS Society luncheon and 
those Distinguished Members of the Society who are present. Our 
schedule is so busy that we won't be able to say anything 
individually about the returning Distinguished Members, but no 
doubt you've already heard other cryppies reminisce about their 
accomplishments. I'll try to do this alphabetically: 

. 
• 
• . (U) Next, I'd like to invite all those who are attending their 

first KRYPTOS Society luncheon to stand. These new arrivals into 
our Community represent our £uture. They are few in number but 
impressive in qualifications. When your hiring allocation is 
minimal, you can afford to choose only the best,. and we have. I 
hope all of us will. make welcome those who are ensuring the 

] (b) {3)-P.L. 86-36 

♦ 
♦ 

continuing tradition of excellence in our government's .• 
cryptanalytic service. Thank you for coming, ·and we hope to lilee 
you a.t future KRYPTOS Society luncheons as we cel.ebrate tOgi!ther 
the responsibilities we have shared. .• 

♦ 

♦ 

("""8■ ) 
worked 
itself 

Next we'd like to recognize current Society members who have 
very hard to make possible what we go here. •The luncheon 
has been planned and organized by and her 

excellent team: 

♦ 

-=-=~~~-=--=--:--::-,;:-:~-:-::-:--:--:-::--:--:-;-;---:-,-,r"IIII'------..... -----------• '!'he- ~udgM "fe:i' "th~ ~Ma'y" c!oht:E!s't ""'ere.__ ___ _. 
The judges for ...... ...---.--.---.-...... -.--c-o_n....,...t_e_s..,.t_w_e_r ___________________ _ 

. . . . . . . . . . 

organized the contest. ,..... _____ ....,_~R€f~(ll'.l1~ ,::,11:i: :liail3t>n wi"trh■"tne-·•·•·•·••:-~-':.•':.•\•'11~ 
retired members. I am ______ ..,,..__. the current President of the 
Society,· and I'd like to introduce our President-Elect, I I . 

,-------------------------------f'···· 

.... .. · .. . . . . . . . ·. · ..... . . . . 

w 
I 

"' 
1:-1 

a, 

"' I 
w 
"' 
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._ ___ ~I, who will be sharlng with me the privilege of introducing 
our new ~i~ting'uiEi,h~d Members. A very brief citation, limited to 
an unclassified distiilatfoh•of■ mcl,Il.~ years of classified achievement, 
.will· be read, and the new Distingu'ish~d· iOJ:~mbeJ:."S• i..r:i.1,.1. be invited to 
say a few words to their colleagues.· · • • • • • • • · •••• . . . . 
(U) Distinguished Membership in the KRYPTOS Society is conferred on 
those very few cryptanalysts whose contribution to the Community is 
so great that many can stand on their shoulders. There is no single 

.route to attaining this recognition. It is our way of saying "thank 
you" for a lifetime of effort which has substantially advanced the 
prospects of the younger peopl_e to whom the torch has now been 
passed. Today it is our privilege to honor seven gentlemen whose 
long and illustriou_s careers have surpassed the criteria established 
for greatness in our profession. 

(U) Our first two honorees s~are not. only their careers but also 
their origins. Both hail' from the state of Maine. That seems a 
remarkable coincidence, but it's a distinguishing characteris1tic 
wpich I share with them. You.' re unlikely to know many folks from 
~ine, sipce most of-us prefer to stay pretty close to home, but a 
few of us have sought our fortunes in, as Downeasterners say, the 
southwestern 49. · 

Page 4of28 

•1 (bl (3)-P.L. 86-36 ·---

.l<b)(3)-P.L. 86-361 
• • • • • • • ■ • • : : • . ... , . ' . . . . . . 

' .. 
________ ...,. ••• ■ •••••..• 

~..__I __ __, 
. . . . . . . . . . ·• . 

far as we (~ There's another remarkable coincidence, wlrich, so 
kriow, makes our first honoree,! I unique. ~,----,---,t 

1--------------------------------------.... ~ ·. · .. ·:::: .. 
• • t 

••• ■ •••••• -~ 

...:..(~:...::..::::-~)-=l===============================~I •••••••••• 

~) _For the major, significant, and long-range contributions 
I jmade to. the mission of this Agency, he was awarded the 
Meritoribill:f C1V'i".l.ian• £arvic;,e,, ~~a,rd in 1983. 

le 
l 

I= 

\ 

. . . . . . . . . . . . . . . . . . . . . . ... ·---------,..,,._,.~.) For his service and ·pe1·formance as ch· 1· ef of the Z Groun ·1 
\J:'~ • • • ■ • • • •••••••'I••• (b) (3)-P.L. 86-36 
Specified Special P:tograms Stctff,,I ___ ___.!received the Exceptional •-•--------
Civilian Servi~e Award in 1993. 

• 
• • 

• • 

• • 
• • 
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-------············· 
(~ i...l ____ _. 

· I (b) (3)-P.L. 86-361 

(b)(3)-P.L. 86-36 
• • • • • (b)(6) ......... _____ .. 

Subsequently·he worked in P12 and G492, then became Chief of G434. 
Following an integrated tour at GCHQ, Qserved as Deputy Chief of 
G43;. Chief of thej I project; Deputy•ah.ie~,. A53; Chief of 
R21; Chief, Z4; and Deputy Ch/el:~ "Q~ ~ • E<i .s~i;;ved as Pre"sident: of 
KRYPTOS, 19 91 ~ 1993 . . . · • • • • • " • • • • • • •. •. •. •• • • • . . . .. : : : :·:·•.··· 
(~) During his career at the National Security Agency, D~d~ • • • 
many significant contributions in the field of cryptanalysis. He 
spent a significant portion of his career specializing in the 
cryptanalysis of signals. ·ais .early career was. devoted to the 
development at the Agency of ctn apility to handle signals: in 
cryptanalysis, in reverse engineering, in data.forwarding, and· in 
signals processing. c=J.foresctw the coming importance of 'signals 
analysis, an_d helped to establish• ~HJl'l.cfH, -~alys!i.s '68 .a, ~:i.una:r;y. ■ • • • • • • • 

component of Cryptanalysis. • ••••••• • • • • • • ·• .• • • 
• • • ~ • • • • • • • • • ■ • 

. • • • • • • ■ • • • • • • • • 

(~0 directed the efforts of a major cryptanalytic division 
working on a very, diverse set of programs which included 
cryptanalysis of signals, computer systems· and engineering support, 
as well as a special program. He was involved in projects to 

'initiate three different overseas operations under the aegis of 
another agency. While serving as Chief of z4, he completely 
reorganized the office. He recognized that we were facing 
unprecedented changes in our targets and the technologies they use, 
and began the work on a strategic plan to focus efforts on the 
challenges of the future. 

tr 

co 
"' I 
w 
"' 

(~ (b)(3)-P.L. 86-36 
(b)(6) 

"'t'P~S~ 

After five years with MCC {Bobby Inman's supercomputer consortium) in 
Austin, TX, I !rejoined IDA-·CCP. in LaJolla, and has only recently 
settled into a quasi"-".t"et!i.ceq ;ltatus. CJ.can still be found 
teaching courses in orie of his• sevei'a'.fil..• spec:i,,"a.0l~i-e~ .a,.t. the National 

. . . . . 

Cryptologic School. • • • • • •.: : : : • ••• . . . . . . . . 
. . •••I I I 1 1 .# • 

(~) Qoo1!;,■ airi.• erPO!t'mO'Us•repl!t-at:ron•aS" bc,tn•a "rese'a.rch-et" •an~ ·an•••••••••'• 
expositor, and has been involved in many operational successes as 

. well. c=]_ has pioneered several_ successful cryptanalytic . . 
techniques, f"rom r:>Ii.c!er~i"ofi; "t:h~ougl,. -resee.rnh. and. Q,t:;:V,i:!lqplfl~11t.,, • a.no? ••••• 
into production. i-s• al"S~> "W'\=U 'k:t'l.C,Wh • fo~• 11i'!:. • c'o"J..lcfbbf"cft'Hlrf ~.f ~• • • • "■ "■ "" ...... 

tr 
w 
I 

ro 
t-' 

many of our other best minds. His breadth of knowledge, penchant for co 

simplification, and clarity of exposition h,ave led to his papers 'i' 
being widely read and unders t.ood. There ar.e. ~ e11. ~m;;,~:r,:t.ar,;i ~ •• · • • • • . ••••••••• 1 ~ 
cryptomathematical problems to which CJ"has not contributed insight • 
.or algorithm. _ · • • • • 

------------'---------------------
. . . . ·• • . . . 

• • 
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. . . . . - . . . 
i~ I !was one of the founding fathers, and certtn~y )h." ~~i"ef,. • • •. 
guru, of Crypto~'I" /jl,.: " Mc!rry• ~f- us .have. fon.P. Il)e,JllOries of poring • • • • • • • • 

' . • • • • • ■ • • • 
over a diary, eyes close to the page,· teasing the last 1:5i "d 1111 1 1, •,,,, •• : :"i-
information from an event in the data. 

(~ He loved explaining what he and other analys_ts had discovered; 
And it didn't mayer wlet11e.r ~ 1;b,,e. qn,p.~¼s,,i~ .¥Q. .bt?~TJ. p911e. i;qaJ: .niorIJ.jp.g. 
or 4 0 years ago, knew 1 t al 1 ·personally·! · _ 

••••••• ■ ••• ■ 

(~) II made many friends across . the community and was proud to 
have pl~ye a inoae'sr: "pate' ~1' "m~1rf.t~1r.l'ifl,.. "arid 'tle,rt=?"lO"'frl§ •these■ • • • • • • ■ ■ ■ ~ J:' ............... , •• ,. 

------- .... (~ 

relationships. In recognition of his remarkable achievements,-._! ___ t • ·• • •·:.:.• · 
received a Distinguished Service Award from the Dir·ector of G~IiQ. • • • • • • • •••••••• . . . ..... 
shortly before be retired. • .• • • • •• •• •• . . . . . . .. .. .. . ... . . . . ... ----;.-.-•---· .... . . . ... .. .. . ... .... 

t)" 

w 
I 

tu 

I:" 

(X) 

O"\ 
I 

w 
O"\ 

ii 

.. .. .. 
•- .. 

ii ii ii ii •• 

.. .. 1 ; : .· .. 
(9) (3)-P.L, 86-36 
(b) (6) . .. . . . . 

■..:•• • • • ■ •• 1---------------:" ..... r:-• ...,,_;;.&...--:-------------,:~•..:·:....:.· ______ ..J : 
•. •• •• • I After four years · 

1...1-n-u'"'p_e_r_a""L t_1_o_n_s-,-...-1.-•.,..,,.1e'""n..,J~o-y-e-~ct--a--,t_o_u_r__,1-n--=E=-n-g....,,.l_a_n""'d.--a_s __ a_n----,,integree, 

1976-1979. LJ served as Chief, R21; Chief, G42; Chief, Z2, and 
finally Deputy Chief, then Chief, of z, 1995-1997. 

(~ As Deputy Chief of z, 0, J.ed a group of senior Agency . 
personnel in a strategic planning 'Pr<;>cess which ultimately became 
the National Cryptologic Strategy for °the.t.wenty-first century. c:::t 

• 

then went on to become Chief of z, recognize~•as.being the most • 
technically competent work force at NSA. He arti~ul"ated the vision • 
:eor the Organization, encouraged workers to think "outsid'e• 1.11,e bo~", •. 
created an environment that met current intelligence needs, an~••. • 
freed many of NSA' s best and brightest to prepare for future · • • • •:,. 
~ecbnological chal~enges. 'rhe succes_s of the Cryptanalysi~ Group ·1••(•b•l•(•3•>•-•P-.L•.-8•6•_•3•6-

rn years to come wiJ.l owe much both 'to c:::J.P.e,r~~n~} .t~«;;~n;-C;a.l •••••• ••• _ 
accomplishments and to his leadership of the men and women who. • • ■ • • • : 

carry out the Agency's ·cryptanalytic mission. · •• • • • • • • • • • 
• • • • • • • • • • ♦ • 

-♦-----··---·• • • • • • • . . . . . . 
• • • ♦ 

~) ..... I __ __ ♦ 

♦ 

♦ 

♦ 
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/ 

-L...--1 ~~~I 
· ~ The foundation of ! l career was bis deep' love and mastery 
of languages, particularly his a~:i_lity to master obscure languages 
>from little more than a grarnma·r ancl.• ~ dictionary. This linguistic 
_abil~ty, coupled_w~th first-rate cryptarta.1,yti~ skills, made,Qa 
formidable practitioner of mar\ual cryptanai:ri.3.s. . ·· • . . . .. 
(~ One highlight of r---1 career was his work •ori VENONA, with•• (b)(3)~P.L. 86-36 · 
one particularly diffic~ !1~":i;tant text being s•t~l~d "the •. (b)(6) I I translation'' in the official riH,eorv, • •. •. _______ ,. ____ ,.... . . . . ' . . . . . . . . 
(~ r . i d~dicati~rr,. '!anac;:i,,ty' _Patience and e~tntfsiii.Eiffi. in the- • • • : 
face o! di f b.cu"l t "p"r.~l,l,e)i\S ,1,,1e1,;e,, !;)qtstaridihg .• • :r.::i.s. willingnesll •to. • • • • I• 
share and pass on his knowledge and• .;xperieh~E! by ~~Mng".~J.."QS.@J.■;t ••• : ■-:: :.: • • . 

with less experienced staff has been a major factor in GCHQ's • • ••:••'•~ ... ,-b-(-3-_----..... I 
ab 'l' . . . h' h 1 1 f ·1· . 1 • () ) P.L. 86-36 i ity to maintain a :1g, eve o capabi ity in manua •• ----------'· .... 
cryptanalysis. • • • • • • ..... . . . .. . . . . . . ------------ ... . . . . . . . 

.----------t'···· 
(b)(3)-P.L. 86-36 

I 

on 18 Oct 1965 as a Cryptanalysis Intern. 

(~ I I quickly found recognition as a stellar cryptanalyst, and 
remained one'tbrp~ghout his career, but much of his fame is due to 
his eminence as a 1:.(!acti,er, a rare combination of skills. · As an 
instructor at the Nationa'l•<;ryptologic School (1980-198'7), he 
developed and taught courses"rfott at home and.abroad, and was a 
"Teacher of the Year" Finalist in °i~f3!i .• I I developed a new course 
for SPICE 198~ entitled Creative Cryptana.1yt,,ic"ThiIJ,king and was named 
Adjunct Faculty teacher of the year. · • _ • • • • • • -. .. . ' . . 
~ I !mastery of the cryptanalytic arts has .b"r~u;W:,:J.,i,m into 
some problems wh:icli '!::Art 'OPJ.:i.y. ~~ .t~:r;;m~d bizarre, everi. by Agency•::• • 
standards, and he ·has used some equaliy bita't:te met.boo~ to solve t:ti~ .... . 
At the end of his career, II organized and captain,ed ~. powerfT.i.l ........... , • .,,..,..,.,,.,...,..,_,,.,,...,,.,,., 
interorganizational team todeai "witi-i tuiu'.'sual" ana aif"ficu"H:. "p"roJ5l"em.s • • " • • ◄(b)(3)-P.L. 86-36! 

. ·. . . \. 
which had defied solution. One ·of· his goals was to bring junior .•• • • • 
analysts into intimate contact with the thinking of more experianted . •• 
analysts. His true legacy to th◄~ CA Community lies in tpe •countless • • 
analysts who carry on their cr}-ptanalytic pursuit~ .using the .• 
diagnostic skills and cryptanalytic techniq111sS' \:hey learned from hilll: 

. . . . . . . . . . . . . -- - ----- - - ------ - - ........ -- - --- ~- -- -· ------- - -- - --------- --- -- - __________ .. _ ---. . . --------- . . . 
3c. ~ I Wim; Peter Jenks. Community Service .Award 

• 
• • 
• 
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(~ The Peter Jenks Community Service Award, jointly sponsored by 
the Cryptanalysis Career ·Panel and the KRYPTOS Society, recognizes 
exceptional service to the Cryptanalytic Community. Peter Jenks, 
a celebrated Agency cryptanalyst, manager, and Career Pane1·1eader, 
was a powerful promoter both of cryptanalytic excellence and of 
suitable rewards for cryptanalytic.achievement. 

~) The Cryptanalysis Career Panel and the KRYPTOS Society are 
pleased to ann.qunce that I L ·has been selected to receive 
this award. As Chairman of the Cr:yptaI1a•lv~is Career Panel at a 
critical time, I !provided ~Tise.om, judgement: ean<J c;ounsel for many 
important decisions .ras"cr\1,t'an~J.ysiEi. ,µnderwent transition. into its . . . . . . . 

Page 8 of 28. 

current form. • • ■ • ■ •••••••• • • ••• 

------- ■ ■ • ■ •.•••••••••••••••••••••• ■ • ■ ■ • •• •• •• •• •• • .. ~ .......... --------, ~>I !has served the Cryp_tanalytic Community in many I (b) (3)-P.L. 86-361 
ways. He has been president of KRYPTOS. He has been Deputy .C'Jli&:f. • • • • • 
of Z4. He has initiated many efforts to El,e~1J.r-edrl'C~~ased • . 
recognition for cryptanp1~ti@ aat::lU"eveme;,_t and to promote harmony . 

I and Je>nlilt.roul!:ei'\7~ • i"nt~;action 1,,Ji thin the Community. Most recently, 
- has served as a dynamic Chairman of the Cryptanal.ysis Career 

Pane.l. ' 

(U) It is easy for ctll. of us to overlook the functioning of the 
Career Panel. When its job is done right, its objectives 
accomplished, the result is_ that we are unaware that any problem 
ever ex.isted. But the Career Panel determines the direction of 
Cryptanalysis: by establishing the requirements for 
professionalization, by deciding which courses are important, 
which offices deserve intern support, and what skills are 
necessary to merit being called a Cryptanalyst. 

~) All. of us know that Cryptanalysis has be.en in crisis for 
the last few years. These arr:: transitional times, when our very 
existence as a profession has been called into question. 
Traditional applications have given way to modern ways at a rapid 
pace. Those who fail to adapt have been swept away. Fortunately 
for us, the ship of Cryptanalysis has been guided through these 
turbulent wate:r:._s by our intrepid helmsman, I l 
(~. Under I ~eadership, the Panel has completel;•revised 
its requirements and Palicies. For the benefit of our ret.i.red 
members, I can say tha.t •erwtanalysis remains well and hea!thy. 
But the classical concept of •crrm)tanalysis which you nurtured. is 
gone forever. •roday' s cryptanal~r~t. · still solves difficult •• 

' . - . . . 
problems for which no textbook has be~~.written. That's what • 
you did; that's what cryptanalysts will al-wi3-ys do. But the •. 
problems themselves have changed decisively ai,.q success requires. 
a much different preparation. • •.. · •. 

-• 
~) Cryptanalysts have always been known for their bi::~a:qth: •. 

many of us are proudly multi-disciplined. Tech·track innovac.i9ns •. 
have forced the Agency's technical work force to choose among ten• • . . 
disciplines, niqe of which arEi very narrow and one which is • ••• 
dangerously broad. _ The members of that one Career Pan'el travel a . ••j 
difficult road, trying, on the one .hand, to provide careerl 
opportunities and recognition fm:· individuals who are contributing to •• 
the Agency mission, but who fall outside the nine narrollj .,cai;eer •ffei'l:J:is" • • 
and, on the other, to adequatdy pfeparf ,.c;ryp,taI'l.a'.'lysts" to solve the.•• · 
difficult problems of the future·. and his colleagues have • • 
succeeded admirably,·but it has.required many, many hours of wprk and 

• • 
• 

(b) (3)-P.L. 86-361 
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painfully careful deliberation. This is our chance to thank c:::l.tor 
his leadership. He's had a good team, it's tr_ue, but ultimately h.is 
ideas have been· the key to success. The cryptanalysts of the- futu:t~ 
owe a huge _debt to I L • . ~ 

• 
3 d . ('!"8WQ) lwins N~rm~n Robert~ Award .._ ____________ , . 

• • 
~ The Norman Roberts Award ack~o\#1.edges o~"st.anding cryptanalytic . . . . 
contributions by junior (usually in their•i.i_rst fi-.,Ei years of service) 
cryptanalysts. I lhas a string o:C-. iriipresSi"\l'j!· technical 
accomplishments which speak td his ~ryptomathema~i♦cpl prow~ss and 
remarkable versatility. Norman Robe~~S'w~s a promine~t. Bri~:i.sh 
cryptanalyst, known for both innovative cryp'ta~alytic te•cruiiques. and 
inspired guidance of younger analysts, who di~d •H1•a. poating •ac~ia.91lt 
in 1990. • • • • • • 

• 
• . . . 

• . 

• • . . . . . . . . . . ' . 

. . . 
• 
• 

• . 
• 
• . 

~ Norman Roberts was a fine cryptanalyst and teacher. I had•••. • •: • · 
. . . . . . .. 

the pleasure to know Norman when I was integrated into GCHQ: a • •: •♦• • 

gentleman, always willing to J:isten to your ideas, always eager to • •♦,,; 
improve his cwn. Norman was highly prized as a c0lleague, both for· 
his briliiance and for his seeming interest in every problem. 

tr 
.::; 

I 
'1l (~ The award· which bears _his name is intended to reward similar 

skills in others, and this YE.'ctr we recognize that same spirit, ••• . ..... • • • • • • 1:"-1 . . 
intellect, 13-nd character in the person of I J has 
recently completed the Cryptologic Mathematician Program with 
distinction, having made a substantial technical contribution in each 
of tpe offices in which he toured, · ........ · ... 
(~) That ac_hievement ~l~ne is not enough to ~~e.□~:~~:• • • • • 
Indeed, we are blessed w1.th many extremei~ .i.1'1'e young 
cryptomathematicians who have pclti-et'ed ;1uch and who will continue to 
achieve much. What sets Oapart is his ability to draw the best 

· >from others, that same quality which set Norman Roberts apart from 
his peers. Many of! Lcolleagues have.commented on the benefits 
of discussin~:J their problems• w:i,,thC7 Cryptanalysis is. a difficult 
business. Almost no important pr~~l.e~lS•a¾e solved by individuals 
working_ alone. We need brilliance, an~ "1re. ~!so., need team players. 
Today we're recognizing both of those trait~ •iri.qne person: I l 
I I . -_ · . · .-• · ·. ·. · ·. -- -· 
- ~ • • • • • . • • •• • ♦'. 

■ • ■ • • • • • • • • • . • . . • •• •• • • 
---------------- - -- -- --·----- --·-- ·- ____ ._ .JJ--•-.-,r • .-. ---------------1:~r-- • . ··I!'•••.•······ .......... ✓ ·.·.-... ,. .. 

Results of First Annual Technical Talk Competitiptt:,, • • • 
Remarks by 1997 President Elect,._! ______ ___,!_ at the• 
1998 KRYPTOS Societ:y Luncheon 

3e. 

(U) The first annual Technical Talk competition sought to recognize 
the best technical presentation on a subject relating to 
cryptanalysis or one of its related disciplines. 

(U) Our outstanding grbup of judges considered the following criteria: 

___ Was the talk an original discussion of ·a cryptanalytic 
subject? 

♦ 
. ♦ 

___ Was the talk presented in a manner which made it easy to 
follow and understand? Was there a rapport between.the 

♦ 

♦ 
. ♦ 

♦ 

♦ 

.. 
• • . 

............ -

tr 
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speaker and the audience? Did the speaker demonstrate 
enthusiasm for the subject matter? 

___ Did the talk successfully·serve as a vehicle for 
disseminating information about a relevant topic from the 
body of professional_cry-ptanalytic knowledge? 

(U) There were 15 entries: 
- -:: from GCHQ 
- 5 from NSA KRYPTOS talks 
- 3 from CA305 talks 
- rest were miscellaneous 

('P'el,Q.) On beha.lf of the KRYPTOS Society, I am very proud to announce 
the winners of our first Technical Talk competition. These pioneers 
have set- standards which will be challenging for future competitors. 

·3rd place l NSA 
NSA ,._ _____________ ...., 

"Outsmarting A New _Technolo~y" 
• • 

$37.50 
$37.50 

(U) This talk contributed significantly to the cufi.ent body of 
knowledge on. new technologies tha.t are important to •us at NSA. The 
talk was well-presented, providing a good introductio~ ♦t_o the topic 
and extending beyond the basics. The use of state-of~the♦-p.rt 
t.echnology in their analysis was clearly described, demonstrating 
NSA's commitment to keeping l1P with the fast-paced tech11ology•e~anges 
in the world. •• 

♦ 

♦ 

~ 2nd place I NSA $50 
NSA $50 
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♦ 

• 
• 

..... ,. .... 'l~ ... h-e-c""'h-_a_l,,.....l_e_n_g_e_o_f,,......,..( a-n---ew "tech"ni ca"l" 1':rb?>:re'tn, •• 
• • • ~• 1 (b) (3)-P.L • 

(U) This talk was a very clear and interesting presentation Qf a • •,, · 
topic that is/will be an· impcrtant problem for NSA. It provided a • • • ; .. 

•• .. .. 
good general overview of the 11zorldwide scope of the prob-lei:n in a. • • 
well-organized and polished delivery. The talk contained a n.i.te 
progression of simple examples which-clearly demonstrated.~he ideas 
presented in the talk. The first and second parts ot.th~ talk 
complemented each other well, with the first provJ.tling ample 

.. . . . . .. motivation for the second. •• 
• • 

. . 
(~) 1st place --------------r GCHQ $125. 

............ N .... e_w.......,M.,...o-a ... _.....,...1 ... 3...,,.A-r""1""'t""'hrn_e_t,..._ ... i_c_( for a specific problem) II 

. . . . . . . . . . 
(U) The basis of the talk was a clever trick against an extremely • ; 
important project. Additionally, the talk covered the use of a ; 
number of other well-known. cr11pt6.nalytic techniques that are very- ; 
important. It was delivered in ·such a way as to make the materiJl • 
easily understandable· to those unfamiliar with the problem. The ; 
talk was highly organized, with excellent delivery and a wonde:i;rul. 
economy of speech. : ; . 
(~ Congratulations again to all of our winners and a speoial • 
thank you to our diJ.igent judges. 

organize tis competition.) 

(U)· The judges have commented that, although the µecisions were 
not easy, they were very plea~;ed that they independently arrived 

• kb )(3)-P .L. 86-36! 
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at the same choices, signifying that these talks are certainly~ 
outstanding and worthy of recognition. 

3f. (U) Winners of 1998 KRYPTOS Literature Award 

~ The Winners of the 1998 KRYPTOS Society Award have been 
announced as follows: 

Page 11 of28 

First place: ! J l 
~1---------------- -·--·-·~·--·~=-·-·--···~· ........ -- .. J~----------, 
. • (b) (3)-P.L. 86-361 

Second place: -i -------• ••--.;.. -.-.-. -.-,--------------:<f'.1• ;. ; · 
::=I =====i::::;:::;;:= •• ===,-~ - ••• ..-••• . . . . .. .. .. . . . . . . 

• •• lsk. •• • • • 

~ ; I - -----1--------
--------------------·1· . 9· .. .. .. . . . 

Third place: l __________ ,....-'------•-•_• ___ = __ ____, •••'-• • . • • • (b) (1) 
• • • (b) (3)-P.L. 86-36 

. L..--------' 
Honorable men ti.on: ._! _____ _,( ~ 

(U) Congratulations to •::each of these excellent,· cryptanalytic writers! 

3g. (U) Call for Volunteers to Produce KRYPTOS Society Video . . 

~ If you are interested ii1. working on the KRYPTOS Society's new 
video project, please contact I . ~ 
This is a unique and interesting opportunity to do a video.from , 
scratch--theme, planning, design, drafting text, interviews, working 
with the NSA TV Studio, etc. If you have always wanted to do ••. 
something like this and would like to portray Cryptanalysis and the •• 

. Cryptanalytic Community to a large audience, here's· your chance. --i--------.1 
Videotaping interviews with recent retirees will definitely be a part _ (bl (3)-P.L. 86-36 

of this project.. Call I ►nDw !. •·• ·• •• ·• • • • ■ ■ ~- • • • • • ~ • • •· • • • • • • 

3h. (U) Breakfast Affair for· Newly.Certified Cryptanalysts (BANCC) 

This article is UNCLASSIFIED in its entirety. 

Mark your calendars for the fifth annual Breakfast Affair for Newly 
Certified Cryptana.lysts (BANCC). 

Sponsored by KRYPTOS 

Tuesday, January 26, 1999 
8:00 to 10:00 a.m. 

Keep on the lookout for more details of this popular event. Tickets 
will go on sale in January! 

,, II II fl II II II II It II II II II 11 U II II 11 'I " H 11 ,t n 11 11 ll 11 11 It 11 11 11 11 11 II II n n n 11 11 11 11 If II H H II ·11 11 11 11 11 11 H 11 11 II ft fl II H II II ■ II N It H 

l/l/ll/ll/////l//l////l/!l///l/ll//////!I/II/II///II/II//II/I///III/II 

4. (U) COMMUNITY NEWS: 

...... . . . 
I (b) (3)-P.L. 86-36·1 
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4a. ~ Reprint of _CRYPTOLOGIC :ALMANAC_ article: 
Ernst Fetterlein (?1868-1944?)--For Tsar and King, 
Cryptanalyst Extraordinaire _1. 

by 
••• ■ ■ •••••••••••• 

(U) Revolutionary events in Russia in 1917 created great turmoil·in 
the population and affected everyone, including the small band of 
cryptanalysts serving the Tsarist regime. Some of them, either 
voluntarily or involuntarily_, remained in plqce and went on to serve· 
the new Bolshevik regime: V. I. Krivosh-Nemanich and I.A. Zybine, 
both senior cryptanalysts from the ~inistry of Internal Affairs' 
Department of Poli·ce; as well as G.F. Bulat·, E.S. Gorshkov, Eh.Eh. 
Kartali, Eh. Morits and other (unnamed) individuals. (1') The 
remainder, who were the majority of cryptanalysts, either switched. 
their allegiance to the anti-Bolshevik White forces or, apparently, 
dropped out of the cryptanalytic business· al.together. However, only 
two individuals associated with the former Tsarist Russian 
·cryptanalytic service have been identified to date as going to wo~k 
.directly_ for the ·cryptanaJ.ytic departments of foreign governments: 
P.A. Novopashennyj (2) :Eor Germany and E.C. Fetterlein for Great 
Britain. Although both men were associated with Russian naval 
cryptanalysis during World War I, .~pparently only Fetterlein was a 
practicing cryptanalyst for most of his iife. (3) 

(U) Arguably one of Russia's and Britain's best cryptanalysts, 
Ernst Fetterlein remains an eni.grnati.c figure even today to those. 
who knew and·worked with him :i.n Russia and in the West. The 
information below on Fetterhd.ri' s life and career. has been pieced 
together from the few availabJ.e comments about him, mostly 
reminiscences· from his· former colleagues and acquaintances. 

(U) RUSSIAN SERVICE 

(U) Although little is kriown about _the early life of Fetterlein, he 
probably was born in the mid- to late 1860s and entered into the 
cryptanalytic business as a young man in the early to mid-1890s. T'Wo 
experienced.Russian cryptanalytic contemporaries of Fetterlein, I.A. 
Zybine and V. r. Krivosh·-Nernanich, had begun their cryptanalytic 
service with the Department of Police around the early to mid-1890s 
as well; Fetterlein's crypti;lnalytic service, apparently, was primarily 
with the Mi~istry of Foreign Affairs (MFA). Even·when Fetterlein was 
later placed in charge of riaval cryptanalysis during World War I, he 
remained an important figure in the MFA cryptologic structure by 
continuing to serve, as of 191.5, on the MFA cryptologic _committee of 
experts overseeing all cryptologic questions for the Tsarist Russian 
government. (4) ' 

(U) Vladimir Korostovetz, a former private s_ecretary to the R.ussian 
foreign minister, who was familiar with the work of MFA 
cryptanalysis, was highly impressed with Fetterlein's work in the 
MFA in the years before World War I: 

"We had men· of r•~al genius for this particular work, and 

Page 12 of28 

• .• • - kb)(3)-P.L. 86-36! 

of these the onEi who deserves to be mentioned in the first 
place· is ·Fetterlein. Not only- was he able to reqcd .all the 
telegrams written in the languages he knew·, but he had brought 
his .art to such perfection that he even read messages in · 
languages bf which he was quite ignorant, such as, for 
instance, Chinese and ,Japanese. These, after he had I (b) (3)-P.L. 86-361. .. . . . 
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deciphered the separate wordE, he >'lould then hand over to 
the proper translators. A story is told how he was once 
sent to London with dispatches and was lunching at the 
[Russian] embassy. All through lunch he sat there dumb 
and almost sulky, when suddenly·a change came over him and 
he began to chatter and laugh. One of the embassy officials 
asked what had happened, and then he confessed that he had beeri 
worrying over an undecipherable word he had come across in 
an English telegram, and that at this moment someone at the 
table had mentioned a shooting-box· [hunting lodge) where 
the King l.vas then staying, tb.e name of ~Nhich was the \A1ord that 
had been puzzling him.'' (5) 

(U) Fetterlein really came to prominence at the outbreak of World 
War I with the Russian recovery of codebooks and other material from 
the German cruiser ___ Magdeburg __ , which had run aground near Odensholm 
(now Osmussar) Island in the Baltic on 26 August 1914. Successful 
initial efforts at cryptanalyE:is of German naval communications led 
the Tsarist Naval G€meral Staff (NGS) to launch a more systematic 
effort and to concentrate the effort at the Shpitgamn (now Cape 
Poosapea) radio interce);:,t station in Estonia. The NGS selected 
Fetterlein frbm the MFA to lead the effort, assisted by a number of 
naval officer-cryptanalysts. Due to his German-sounding last name, 
Fetterlein was assigned the name of ;, Popov" to use until the war 
ended. 

(U) The intercept site itself was·very isolated, located in the 
middle of a cleared-·away pinE, fo:cest, with an operations building 
and another one for liv:Lng quarters of the assigned personnel. 
Although life at the~ sii:e was spartan and no contact was allowed 
with the outside world, numerous "courtesies" were extended to 
Fetterlein for his cryptanalytic services by .the NGS and Baltic 
Fleet command. Fett:erlein ws.s not only allowed to bring his wife 
to.live at the site (no naval officers stationed there were 
permitted to do so), but also a house was specially built at the 
site for the couple. ( 6) 

(U) The naval officers who worked with Fetterlein, according to a 
former high-ranking Tsarist navy officia;l, were also most impressed 
by his cryptanalytic abilities: 

" ... In the words of those officers who worked 
together with him, the capabilities of this man for 
breaking any cipher were frankly aillazing.· There wasn't 
one case where he, after spen.ding several hours of work 
in total solitude, couldn't :Eind the key for breaking the 
unknown cipher a.s if it weren't new and complex." (7) 

(U) The high regard for Fetterlein ~nd his cryptanalytic abilities, 
by government and naval officials during World War I, was 
continually enhanced with each successful decryption of German naval 
communications. One example, according to a former government 
official, involved plans for Et ma.jar attack by the German navy in the 
Baltic: 

Page 13 of28 · 

" ... During the war an intercepted wireless message was 
handed to him to decipher. It was from the German Fleet, 
and he discovered in it a detailed order for·an advance on 
all lines towards the Gulfs c•+ Finland and Riga, in order 
to carry out an attack against the Russian Fleet. Thanks I (b) (3)-P.L. 86-36 . 

,---------------------------------~··· 
. . . 
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to Fetterlein' s work <::iur FleE,t was therefore enabled not only 
to take defensive measures, but to send minelayers; one of 
these even advanced far enoug·h into the Bay of Danzig to 
write a message on a cliff there. The attack of the German 
Fleet did not succeed, and on their retreat several ships 
were sunk." (8) 

(U) BRITISH.SERVICE 

(U) Following the outbreak of revolution in Russia, with all its 
accornpanyin.g dan.ger and uncertainty: Fetterlein apparently decided to 
leave the country to go abroad in 1918. .one of his former colleagues 
in World War II at Britain's Government Code & Cipher School (GC&CS} 
(predecessor of the Government Communications Headquarters/GCHQ), 
P.W. Filby, later recalled what Fetterlein had to say about this 
period: 

" ... as the top cryptographer in Russia he had the rank 
of Admiral, and his stories of the day the Revolution 
occurred, when workmen stripped him of his many decorations 
and bullets narrowly missed him, were exciting. He 
escaped Russia in a Swedish ship which was searched by the 
Russians, who failed to find Fetterlein and his wife. It 
is said that the Frer:ch and British organizations were 
anxious to get him, and FE,tti:,rlein sirnp1y sat· there and 
said, '·WelJ:, gentlemen, whicl-:. will pay me the most?'." (9) 

~ Fetterlein apparently decided that Britain offered the best 
opportunity, if it wasn't his first choice all along, and in 1918 he 
joined GC&CS. He w2ts subsequently placed in charge of the 
cryptanalytic effort against the ciphers of the new Soviet regime in 
Russia. A close friend of W:i.llia.m F. Friedman and a contemporary of 
Fetterlein at GC&CS, the legenda.::"y cryptanalyst Brigadier John H. 
Tiltman, .later ·described his association with, and impression of, the 

.man during the early 1920s and late 1930s: 

"[Upon being attached to GC&CS in August 1920] ... I 
worked as one of a group of from 5 to 7 persons on Russian. 
diplomatic ciphEors under the direction of Ernst Fetterlein. 
Fetterlein had been Chief Cryptanalyst of the Russian Czarist 
Government and held the ranks of both admiral and general (10); 
he had practiced cryptana.}ysis since 1898 or. earl.ier. At the 
Revolution he walked out of Russia across the Finnish frontier 
and was specially naturalized on arrival in England .... it used 
to be said in GC&CS in 1920-1921 that I was the only person 
Fetterlein had ever been known to help .... [by 1939] ... Ernst 
Fetterlein was still. in my or,inion far the best 
general-purpose cryptanalyst." Ul) 

(U) Although he had left l'<ussia in 1918, Fetterlein was still on the 
minds of the new Rm;sian leaders. By the end of 1920, if not before, 
the Bolshevik leadership, including Lenin himself, were aware·of 
Fetterlein's cryptanalytic activities on behalf of the British in 
supporting -the anti-=-Bo.lshe\rik v·Jt.!.i te Russian forces during the Russian 
Civil war. (12) The head of GC&CS, A.G. Denniston, later noted that 
at that time the onJ.y -n~al operational intelligence ·obtained by GC&CS 
came from the work against.Soviet Russ.ian traffic, and Ernst 
Fetterleiff was a major part of the effort: 
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staff and two very competent girls, refugees from Russia, with 
a perfect knowledge of the language, who subsequently became 
permanent members of the staff, enabled us to succeed in this 
work. (13) 

(U) Fetterlein continued to be active for the remainder of .the 1920s 
.and 1930s until his retirement from GC&CS in 1938. However, hi~ 
retirement was brief. When.war broke out again in 1939, he returned 
to work. 

t'SJ, In May 1943, V'Jilliam F. Friedman met with Fetterlein (or 
"Vaterlein" in German, as Friedman mentions him) during World War II, 
while on a visit to Great Britain, and had the following to say 
about him aft.erwards in his diary: 

" ... Me·t Mr. Vaterlein, dean of crypt, who is over 
75 and has been in work for 50 years. Told me R's [Russians] 
adopted 1-time syst in 1916-17. RFO [Russian Foreign Office] 
had staff of 5 beginning back in '96. Austrians most clever 
and told R's pointers. SystE!InS .all very simple 1-part cdes 
which remained in effect for long time. Norway, for exple, 
used same one from '93 to 194,0. V is still quite· active 
mentally and gets quite :<ick out of reconstruct 2-pts. He 
doesn't care for 'machines'.· (141 

(U) Friedman also understood Fetterlein's value as a cryptanalyst 
under the former Tsarist Russian government, when he later 
commented on a gift given to Fetterlein by his former employers: 

.... I vividly recall that he wore wicn great pride on 
the index finger of his right hand a ring in which was 
mounted a large ruby. When I showed interest in this unusual 
gem, he told me that the ring had b.een presented to him as a 
token of recognition and thanks for his cryptanalytic 
successes while in the service of Czar Nicholas, the lathe line." 
(15) 

(U) Even though Fetterlein ,~a~; now in his seventies, his new, younger. 
World War II GC&CS colleagues: still considered his cryptanalytic 
abilities to be quite good, and he continued to use his skills, 
literally, until the last days of his life, according to P.W. Filby: 

" ... He was a brilJ.ianc. cryptog-rapher, bu't like the 
older civil servants hi~ had not be'"n involved in machines 
and more up-to-_date systems. Thus on book ciphers and 
anything where insigh·t. war; vital he was quite the best. 
He was a fine linguist and he could usually get an answer 
no matter the language .... When Fetty became ill in his 
seventies, I took problems to him at Kew, and with a good 
safe and a very understarcdinq wife he did wonders for us 
in the last months of his life. Present-day officers would be 
horrified at this, but if I could have piaced a plaque on my 
door it v;ould have had the phrase, 'The end justifies the means'. 
Finally E.rnst Fetterlein died [probably around 1944]. I called 
to express the condo]_ences of the Foreign Office and to collect 
papers .... " (16) 
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(U) COMMENT: The life of Ernst F'etterlein, in.almost equal service 
to both Russia and Great Britain during the momentous events of the 
20th century, might seem to some fiction writersas almost 
unbelievatile. As a cryptanalyst and witness to events affecting both 
countries, he truly occupies a unique historical piace and will 
probably continue.to remain the enigmatic and interesting figure in 
death that he was in life. 

(U) FOOTNOTES AND SOURCES 

(1) {U) 'I1.A. Soboleva, _'I1ajnopis 1 v Iistorii Rossii_ 
(Cryptology in the History of Russia), Moscow, 1994, 
325-327. 
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as a professor ·of astronomy, chief of Baltic Fleet communications 
(and intelligence) service in 1917, chief of intelligence/ 
counterintelligence for tl:.eWhite.Russian naval forces in 
northwest Russia in 1919 and, from 1921 through world War II, 
head of Russian cryptanalysis in the German Reich War Ministry 
Cipher Center. See I !"Communications Intelligence & 
Tsarist Russia, " (NSA) _CRYP'I'OLOG:__~ .o;,anuary 1984, 7, 12, and W. F. 
_Fl·icke, _War Secrets in the Ether: Part• :n._t Laguna Hills, CA: 
Aegean Park Press; 1977, 292-293. 

·. . .. 
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(8) (U) Korostovetz, Seed and Harvest_, 221. 

(9) (U) P.W. Filby, "Bletchley Park and Berkeley 
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army "Field Marshal" ---a good indication of the value 
placed on the cryptanalytic services rendered b:{ him. See 
"Tsarist Table of Ranks,'' _VOENNO-ISTORIChESKIJ ZHURNAL_ 
(Journal of Military Eistory), Moscow, June 1978, 119-120. 

(11) ~ J-.l-1. Tiltm2.n, "Experiences 1920-1939," 
_NSA TECHNICAL ,JOURNAL_, Summer 1972, l, 3, 5, and 9. 

• • 
. . 

.. 

. I (b) (3)-P.L. 86-36 

9/24/2010 



NOVEMBER/DECEMBER 1998 TALES OF THE KRYPT 
Doc ID: .6823826 I (b) (3)-P.L. 86-361 

(12) (U) ! "•P~;~ ~~-=• • ~o~~;t• ~~phers 
and Knowledge of British Cryptanalysis during the Russian 
Civil War (1918-1921)," __ CRYPTOLOGIC ALMANAC_, 21 October 1998. 

(13) (U) A.G. Denniston, "The Government Code and 
.Cypher School Between the Wars, " _INTELLIGENCE A1\[D NATIONAL 
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(14) ~ "Diary of William F. Friedman, 23 April -
13 June 1943, " (NSAl _CRYPTOLOGIC QUAR'.fERLY_, Summer
Fall 1982, 25. 

(15) (U) W.F. F:ciec1man, "Six Lectures on Cryptography,·" 
April 1963, 118, National Archives, Washington, RG 457 
SPH-004, cited in C. Andrew and·K. Neilson, "Tsarist 
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---------------------- ---------------------------------- ------------
4b, (U) Women in Mathematics Symposium (WiMS) Calls for Volunteers 

4b1. (U) EVENT: Math Talk at the University of Puerto Rico; 
date unspecified 

~ WIMS POC: 

(U) The University of Puerto Rico woul_d like to have a female 
mathematician with a Ph.D. visit them sometime during this school 
year to give a talk. This is all the information we have at this 
time. Once someone volunteers, she can work with WiMS and the 
university· to determine the details. 

4b2. (U) EVENT: Math 'I'alks for students and faculty at· the University 

~ WIMS POC: 

of Akron; 
April, 1999 . _______________________ _, . . . 

(U) The math department at the University of Akron (Akron, Ohio) 
would like a female NSA mathematician to visit·them for 1--2 days 
during the second or thi:cd week of April 1999. They would like the 
volunteer to participate in a number of activities including 
(1) presenting an undergraduate mathematics colloquium, (2) meeting 
with math students to discuss career opportunitie·s at NSA, and 
(3) attending a luncheon meeting with women math students and 
faculty. The department typically operates these sessions on a 
Wed/Thur or Thur/Friday, but the scheduling is flexible. 

~ If you're interested, please contact 
963-4897), or 

. 

..._ ___ ___....,... __ 
for more information.. • • • • •. • • • 

~---------~ ••••••••• ~.... • ••• ♦ •• 

• • . 
•1 (b) (3)-P.L. 86-361 

J 

(b) (3)-P.L. 86-36 

---------------- ------------- _________ _- _· ............... -~u.,J 
__ ..... ______ _ 

. . . . . . 
9/24/2010 
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4c. (~ Greetings from Cheltenham Chapter 

by I I .. -• .......... . .----------·--·:::::::~::~1111111~•····· 
~- If you can get to the ! ! you ·may be able· to 
access the web pages of the Cheltenham chapter of the KRYPTOS 
Society. The URL is:· 1 I 
(U) There you will find copies of our recent newsletters, along' ~!t"h• • • • • • • • ■ ■ • 

other KRYPTOS information, such as talks and social events, awards 
-and prizes, distinITuish.ed memhers' biographies, puzzles and problems, 
and the entries of the 1998 Cryptanalytic Limerick Contest: 

(~ * This worked for me with_ Netscape on the NSA web: under 
network preferences, under proxiE!S, click" automatic proxy 
configuration and· for the url enter: 

and hit OK. . . . • -• 
• 

• • 

------------------------------------------------ -----------~---------. . 
4d. (U) The Operations Research Career Panel Present_s- the Jani:iary 

1999 Technical Social: "Confidence ScoriKd in Speech 
Recognition: Logistic Re;:rression at l\ SiA"' by 

(U) This talk will be presented on 7 January i999, at 1:00-2:30 p.m. 
in the D5 Conference Rooin, OFS2B, Room 2B4118-2. 

(U) ABSTRACT: 

(U) Large Vocabulary Continuous Speech Recognition (LVCSRi systems 
·are used to convert incoming speech signals into readable text. 
Unfortunately, the output of LVCSR systems can be highly errorful, 
with word error rates of appYoximately 70% in some app~ications. 
This level of performance will ·have an adverse effect on the 
assessment of the intelligence of intercepted speech. Confidence 
scoring methods, which provide an estimate of the:pr.obability that ·a 
recognized word is correct, can be used as a processing filter to 
separate likely correct word'output from that which is likely 
erroneous. Intelligence value assessment can then be conducted on 
the filtered output. In this presentation, the author will 
demonstrate the use of logistic,regression to provide confidence 

/ scores for LVCSR output. Confidence scoring models that-have been 
developed using an unclassified speech corpus will be evaluated.on 
intercepted speech target. Other statistical methods.for confidence 
scoring, and alternative evaluat:i.on metrics of model performance will 
also be-discussed. 

• • 

(U) About the Speaker: ••••••••••• ■ ■ • • 
■ ••••••••••••••• ■ • • • • • • • • • • tf 

~ ! !° h,;s• ~ver 13 yea.rs of experience as a statistical w 
I 

"' ....... ~ 
"' 0\ 

consultant, and worked on a variety of project_s related to operations 
r~search. I ~ha15•puibl:i.■shed o'\1er• t!e.n•ar■tiel-es •in••••••••• 
peer-reviewed journals as lead o, :··author, along with over thirty 
revi~wed reports ~o cli~nts. I l has pr~sei:it~d resea:ch. at 
meetings of The Biometric SocJ.etv? er1.c rr' Sta"t:.!.st•1.€al. Afisp~:i_ation, 
and Envirometrics 87, q.long with- meetings of g·ove~ment manage';:-; •from • • "··• " ".; 

I 
w 
0\ 

the Federal Government (EP,'\), s_tate governments of Maryland, • • • 
Virginia, New Jersey), and industry (Consolidated Edison of NY, 
NYPA). 

• • 
• 

• 
• • 

• 
• 

• 
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(U) Light refreshments will be served!!! 
• 
I (b) (6) I 

.. . 
ft II n 11 11' 11 11 11 11 11 II H II ti II II II II II 11 II II. II ff ·u If II II II II II II !I II II 11 11 11 1t,.t1\1 H Ii ti II ff It 11 11 ... 11 H 11 11 JI 11 11 II ff ff H II II n ·n II ti tt ti 11 

I I I /.I I I I I I I I I (II I I I I/ I I I I ,I I ,I//////// 1·b i I I I I I 21 //II I I I I I I I I I I I I I I I I I I I 
' ♦ • • 

5. (U) TECHNICAL HEALTH 
♦ ♦ 

♦ • . . ·: 
Sa.~) Chromosome Classif(t~~i~n by! 1 

. I IDA/CCS, 
! _U~iversity of Maryland, College Park,_ 
and! r Oak Ridge National Laboratory 

(U) Basic assembly instructions for living beings are carried in the 
organism's cell nuclei as chromosomes; Humans, for example, normally 
carry 46 chromosomes: 22 pairs of autosomes (numbered 1 through 
22), and two sex chromosomes (XX for females and XY for tna.1-es). 

(U) Chromosomes consist of a sequence of genes plus specialized_ 
elements such as a centrornere, important in cell division. Each 
gene is a sequence of nucleotide bases that carrie•s the code for 
constructing a protein. These proteins form the building blocks for 
cells and enzymes. Chromosomes can be seen under a microscope 
stained with dyes to reveal a distinctive pattern of light and.dark 
bands. · 

(U) Determining the identity (e.g, 1-22, X, or Y) of a chromosome is 
called karyotyping. Karyotyping is important in diagnosing 
cancer_, finding damage due to environmental factors, and detecting 
genetic abnormalities. For example, Downs syndrome is diagnosed by -
determining that each nucleus contains a third copy-of chromosome 21. 
Karyotyping is tedious and repetitive if the process is manual. . Even 
partially automatic methoqs are of great help to ,technicians.· 

(U) In our work we have investigated several classification methods. 
Here we will highlight two rilethods. The method is principal 
component analysis. Both methods will require several thousand 
samples of digitized images of chromosomes. For the :i;mrpose 9f 
experimenting the data will be divided into a training and scoring 
subset. For each entry in the data we have a sequence of gray 
scale values from the ima.ge and -a 30 long feature vector, 
consisting of the number of bands detected, length of chromosome; 
perimeter of the convex hull, and weighted gray scale densities. 
Both data ·items are readily computed automatically from the imagt3 
and are standard in karyotyping. 

(U) The feature vectors will be modeled as sa~pled from 30 
dimensional multivariant normal distribution. For simplicity we 
assume that while each chromosome has its own mean vector we assume 
·that they share a common covariance matrix. Furthermore, we assume 
that the covariance matrix is rank 24. Thus, we have a principal 
component linear discriminant model. This model can correctly 
classify a chromosome about 95% of the time. Under the assumption 
that each-chromosome occurs at most twice·and either XY (male) or 
XX ( f,emale) are the only sex chrc·mosomes present, then a linear 
-"'"'"'; gnm,:,nt- ( a special. case· of linear prograrmning) can· improve the 
results to about !37%. , · 

(U) We use a hidderi•Markov model· (HM}.'!) to model the variable length 
of the sequence and to account for shrinking due to bent or cut 
chrqmosomes. The Markov chain. {s simply a forward only F()Odel which 
allows for one insertion· o:c deletion per time step. The rows of the 

• kb)(3):P.L. 86-36! 
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output matrix (B-matrix) are assumed to be normally dist;.ributed. 
Given the training data 24 HMM's can be built. This model is 
particularly good at identifying shortened chromosomes. 
Preliminary testing indicates the, HMM model degrades by a couple of 
percent in its classificatiori error rate, when the· chr.omosomes are 
missing their first 10% of their gray scale values. 

.------------------------------ • kb)(3)-P.L. 86-36i 

I 

Page20 of28 

• • . . . . . . .. . . . 
•• .. ,. 

• -(b-)(-1) ____ _ 

b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i 
b 3 P.L. 86-36 
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b)(1) 
)(3r18 USC 798 

b)(3)-50 USC 3024(i) 
b 3 P.L.86-36 • • • 

Sc. (U) Technical Reference Guides 

~ Z6 is continuj.ng to add r,ew titles to its Technical 
Reference Guides (known as trifoldsl. 'I'he latest addition to this 
growing list·is entitled 

(b) (1) 

► (b) (3)-P.L. 86-36 

• . ~ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

1---------------------...-~---~-.-..,,......,,..,.-------,--,--""l'""r-----. The trifolds were originally ••. . 
.......,1._n-!t_e_n_e __ a_s_s_:u-·m-liti-1a-r""i-z""'.i'""n_g_"'"h_a_n_d""o_l_1_t_s_t_o_ac•ct,mpany .b;riefings by experts ~ •••••• 

to Seniors, budget .analysts, COn£re~sional staff~rs·, "ctntl•o,ther.s. • • •• •• 
involved in the SIGINT busiriess, but not themselves experts in the • • • • • ••••• ~ ..... 
area covered. This series is now available to all cleared personnel. 

(~ The trifolds are available for viewing or downlo.ading from the 
NSA WEB or accessible from the Z644 HOMEPAGE .. All the trifolds may 
be viewed on- line at: .-------------------------- •••• ■ • • • • • • 

(~ Requests for printed copies may be submitted via an ordering 
form at: 

■ ■ ■ ■ ■ ■ • • ■ • • ' . . . . . 

. . . . . . . . 
. . . . . . 

. ' ·. . .... 
II H II II II II II II II 1t II II It II 11 II 11 ti II It II ff II ti ti II rt 11 II 11 ,." 11 11· 11 II 11 11 11 H II U It 11 11 H H If 11 ~' : 'l. "•" ft If II II ''. II II II II H H ft H N ft ft II 

I I I I I I l/ I I I I I I I I I I I I I I I/ I I I I I I I/ I I I I l/ I I I U.N f /I/ I I I I I I I I/ I I/ I I I I I I I I I 

6. (~ PUZZLES • • • • • • • 
by! fz841 

.. . . 

(U) Solution to September-October Puzzle - Say What? . . . (b) (3)-P.L. 86-36 
(b) (6) 

(U) Following are a number of series of words that look like 
gibberish, but if pronounced correctly, sound like a meaningful 
phrase. An example of this is the code signature used by one of the 
U.S. Presidents. He wrote: Ale In Can, which when pronounced in a 
slightly twisted way, .reveals A. Lincoln. Have a go at these. 
Because they• re a littl·e odd, a category is provided to help guide 
your search. 

Category .Words to Decode 
J (b) (3)-P.L. 86-361 
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Physics Phenomena 
Book Title 
Physics Formula 
Physics Concept 

Disney Saying . 
Shakesperean Play Quote 
Book Title, in French 
Shakesperean Character 
World Leader 
Literature.~itle 
Musical Title 
Cartoon Characters 

Answers in order: 

Harmoi1ic Motion 
Patriot·Games 
F=MA 

Arm, moniker, moe, shun 
Bate, Riyadh, gay, ·aims 
Effie., quill, Sam, May 
Eyes, umber, guns, ardent, deep, rinse, 
sable 
Hack, umun, mitt,· ta-da 
Hoe, why, yam~, lain 
Lipid, deep, rants 
Omelette, print, soft, tan, mock 
Poe, budge, on, ba11, thus, sack, end 
Thud, eh, though, fee, Vanilli, itch 
Vent, ·a, muff, tee, up, bra 
Yak, cow, walk, owe, ·went, tot 

Heisenberg Uncertainty Principl·e 
Hakuna Matada (from '"I'he Lion King") 
0, · I am slain! (Caesar) 
Le Petit Prince 
Hamlet, Prince of Denmark 
Pope John Paul II 
The Death of Ivan Ilyich (Dostoevsky) 
Phantom of the Opera 
Yal<;ko, Wakko, and Dot (animaniacs) 

~ Solu,tions were provided by: l 
..___I---------~>. 

•• ------------------------------------------- .-----------------------. -~.· . 
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6b. (U) Novemberc-December Puzzle - Annual "KRYPTOS KRISTMAS KWIZ" •1 Cb) (3)-P.L • 

. . . . . . . . . . . ~ ~··. . . 

L. 

(U) KRYPTOS KRISTMAS KWIZ 1998 . . . . . . . . . . . . . . •· . . . . . . . . . 
~ I I h~~; once again put their. wa-rp~d }aiha: 

· together to produce the 1998 "KRYPTOS Kristmas Kwi-z•." As.Jsual, ·some. 
questions are more difficult than others, ~Q -ea~h has ii.fl.associated 
Warp ·Factor. For factors· greater thati .J!,.• points m<'iy be awarded for a 
nearly-correct answer or even a gal-lant effort, so enter something on 
the answer sheet even if you~re• ~ot sure. And" if your answer is· 
better than ours, you ~ay r~ceive bonus points. The Kwiz is designed 
to be guitf hard /t'rt biaces), and some. (}Uestio:1s may be impossible 
thanks for._ ____ __._ Overwarp or I I Wisprint .(though we have tried 
our best to avoid this!), so do send in your· answer sheet even if it's 
not complete. 

(U) •Webster's Dictionary will be taken as the authority for what 
constitutes a "we.rd." If your answer includes an obscure word which 
is not in Webster's,·but in some other common dictionary, tell us 
which. Unless otherwise stated,· •words" do not include proper nouns 
or entries which include punctuation, including hyphen or·apostrophe. 

~ NSAers should e-m~il resp?nses to j l . ;~~.s:. a.t. qc_H9 • • --------
should follow their own instruct1.ons. Tfie names of Elie winner (s) and 
all contestants who received a score of greater than zero will be (b) (3)-P.L. 86-36 

9/24/2010 
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published in a forthcoming Tales of the KRYPT_. The deadline for 
responding is COB Friday, January 29. 

So, good. luck, and have fun! 

(U) 1. Where does WEST fit in the following list (read across): 

MEAL HOPE COPY GRANT NAP BOW TOGETHER 
SEASON BEECH SLIP 'rRIPPER WOOD DAY ! ROAD 
GLOVE BACK S'I'ANDARD PECK GOODBYE PL,AY CURTAIN 
CANDY MADOtJr.JA PENCIL BALL LIGHT REPLY 1\Jl .. 1\ 1\-Y 

.L•.1.l"1.J.\I 

MASK WRITER IRON PUNCH RACCOON MILL EARTH 
DIP TEfv!PLE CROSS LINING BEST TONGUE LILY 
SOLDIER ICEBERG CRUISE CENTURY MARK WHISTLE SUBMARINE 

(U) 2. And where does EARN fit in the following list: 

PATRONAGE NEARLY WINDY BRIBE MINIATURE FRAGMENTS HAZARD 
ACT DIVINITY OBSCENE BITES 8 COLLAPSES 40 
4 SPIRIT REN0\11/N REl~IGIOUS EQUINE STATUES CANOE 
EVEN SORCERY GRASS IRISHMll.N GRAIN FRESH ROW 
GLIMPSE FOLDS MINISTER CHARLA'I'AN NAUSEATED RAN ROSIER 
ASSIGN STRJI.IGHT STORIES MERMAID POSITION FUMES AVOID 

( 5) 

r'(f""'\1\TT;"IT':1 r,. r, 
\....Vl.'\lr.c..uu 

71 rtfT'tT".1TI T r'!TT 
fl.;:) 1. .C...I\.J..UL'\ PROSPERITY OPii-JION J:' UVH:'K.lNT 2 EXHAUST 

(5) 

(U) 3. (a) a set of words has a constant "tail" preceded by a prefix. 
The prefixes for the fifth, sixth .... tenth words are appropriate, 
but those for the first foui:·th words relate to 11 wine", "sky" 
etc. What is t·he third word of this series? (1) 

(b) in another set, the first two "words" are missing, because 
they cannot exist. The third and fourth words exist, but are almost 
invariably replaced by words with a different tail. The fifth, sixth 

tenth are normal. \rJhat is the third word of this series? (1) 
(c) a third set contain~~ words with the prefix representing 7-, 

8-, 9- and 10-, but apparently with the wrong values, and no other 
member of the.set has a numerical prefix. _What is the tl:).ird word of 
this series? (1) 

(d) and a fourth set has appropriate prefixes for 2, 3, 4, etc. 
but the tail for 1, 2; 3 is different from that for 4, 5, 6 etc. 
What are the two tails? ( 1 )· 
(U) 4. An Agram is an N-letter word, with no repeated letters, which 
can give rise to N words using✓ the N letters plus each letter 
repeated, in turn. For example, SEL leads·to LESS, EELS and SELL. 

(a) 
(b) 

(cl 

Find 
Find 
Find 

a 
a 
a 

4-long 
5-long 
6-long 

Agram 
Agram 
Agram 

(l l 
(1) 
(2) 

(U) 5.- A reference book contains a list of 11 things, ~n order; each 
thing is fo],lowed by two paramete,rs. Unfortunately, as we copied 
them, each character. of each parameter- was rep.laGed· by a different 
character. The first column became LIE, PSI, IAR, ASH, AER, EIL, 
ERP, HI, PA, OH, AT. 'rhe second became EELS, LIE, PSI. .... OH. 

(1) (a) what was EELS before the transformation? 
(b) what are these things? (1) I (b) (3)-P.L. 86-36 

. . . . 
...-----------------------------'---~·· 

. . 
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-(U) 6. Each of the following lists contains ·a number of words which 
have a strpng common property, and one which has a similar, but 
distinctively different property. Which are the odd men out? 

(a) AVENUE BINDER COURAGE FORTUNE LEM""l.JR MERCHANT NONPLUS 
'I'RESPASSER ( 1) 

(b)CLAPPER CLUMPS DELUGING DEPART DOLMENS HA.l\JDSOME SMILED STEADY 
TELEGRAPHIC (1) 

(c)DEMERGE EMANATE GRATIN HUNTERS MALAR OVERS RAMBLE SPOTTER 
TRIO WANE (1) 

(d) APPEARS COMATOSE ECLIPSE EFFETE JEOPARDISE NECROMA.J.""il"CY PURISTS 
RICHEST URCHIN VENOSE (1) 

(e)ALLIANCE BARGAINED CROUPIER ENGAGES PRICKLE PROTOPLASM 
SHAN'rIES SITUATION S'PINGING THANKLESS ( 2) 

(U) ? . What is the' next number ir; the following sequences: 

(a) 1, 2' 4, 7' 12, 20, 33, 54, 88 ( 1) 

(b) 2, 2, 2' 3' 2' 2, •1, 2, 3 ( 1) 

(c) 4, _2' 5' 2' 6 / 10, 3, 7, 6, 4 ( 1) 

(d) 1 / 2' 3, 2' J., 2, 3' 4, 2' 1, 2, 3 / 4, 3' 2 ( 1) 

(e) 155, 186, 203, 290, 299, 323, 348., 506, 578 (2) 

(U) 8. t"Je gather t:l1.at evE-:-ry~one hat:ed t.be word series last tirne, so 
here are somf.; more 1 llvhat word ca.n follow; 

(a) EMPTY CELLS THEFT STREW (1) 
(b) JACKAL MILKED MEANLY YEOMAN SPOONS ( 1) 

(c) STOP LUMBERED TORN DENOTED CONTORTS TUBERS NUTHATCH 
BARRISTERS DirrHERS· ( 1) 

. . 

( d) ME ROW MAIL SWOON JACKAL PRONOUN AMICABLE PROTOZOON . ( 1) 

(e) ENOUGH WORTHY .REHEAT FURROW VERIFY EXISTS (1) 
(f) WISTFUL NOTABLE BELIEVE EXTRUDE FURLONG PANACHE (1) 
(g) OPENED SECURE SUMMTI' BEFALL ISOBAR LATTER :INSECT OVERDO SECRET 

(1) 

(h) TINE PLUM SERA HEAR FORT BRIE CLP"N CLOT (1) 

(i) PIECE LADDER HASTE EMO'I'ION BONY LITTER RASPING ARROW RISES (1) 

(j) LOT CHE CAT SHE LAR SAY ESS LEE ASP RED CIT REE_ (1) 
(k) SQUELCH PARTING ri'UMBLED MARXIST EMPTILY SPLAYED DETAILS 

INS'l'EAD ( 1} 

(1) RIGHTS ZONAL APPEAR PETER YOUTH MINA TWIST PEAL DEEP HIT JUGS 
DAY OUT (1) 

(m} INEPTITUDE WIZENED REDISTRIBUTE VERIFY FUNFAIR CHESSBOARD 
BIENSEANCE CHATTERBOX (2) 

(n) CHLORINE TUXEDO £:{AMPLE EFFECTS CENTRE VERMOUTH POSSESSIVE 
NOTE AUSTRALIA ADDITION GOD BRI1'AIN (2) 

(o) IF TEN KNOT VIXEN ARCHER PARAPET INCLINED REDELIVER INSPIRATOR 
( 2) 

(p) WANDER BREA'I'H L"fRIC NAIAD GRA.T)E FARED REGARD THREES (2) 

(q) SURGERY AVOIDING FALLBACK LINGERED PA'I'RONAGE ANCESTRAL· TROUBLE 
UNDERNEATH (2) 

(U) 9. The digraphs represem:inQ 
CT DE FL GA HI T;ll. Tn TT. TN vc.: KY 
NH NJ NM NV NY OH OK OR PA RI SC 
is the longest wor<;i which can be 
within a word, by: 

the us states are l>.K AL 
LA M._li.,._ MD ME MI ~_J..J MO MS 
SD TN TX UT VA VT WA WI 
formed, without reusing 

AR AZ CA co 
MT !'JC ND NE 
WV WY. What 
digraphs 

Page 24 of28 

(a) stringing together the above digraphs - e.g. DE-CO-CT (1) 
(b) chaining - e.g. FLAKY: FL/LA/AK/KY (1) 

_I (b) (3)-P.L. 86-361 
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(U) 10. Replace each question mark in the following series by a digit 

7 4 ? ? 2 3 9 6 2 1 ·5 (1) 

(U) 11. My· first is in first but not in seventh 
My s,2cond is in third but not in ninth 
My third is in fifth but not in second 
My fourth is in sixtl-i b:ut not in eighth 
My whole is what's missing,. which spoils it. 
What am I? (1) 

(U) 12. Which number is the odd one out: 

(a} 111, 215, 334, 431, 666, 951 (1) 
(bl. 251, 334, 512, 621, 625, 972 (l) 
(c} 246, 258, 7,H, 753, 951, 987 (1) 
(d} 258, 294, 438, 555, 618, 951 (2) 

(U) 13. Each entry in the following lists leads to another entry, in 
a manner which you are to determine, and this second entry leads to 
a third, in a different mann•:c:r. These third entries are in 
alphabetical order. What are they? 

(a) ALLEY, DESERT, POLAR, CRY, HOT, LOMJ, 
SCREECH, SHIRE, ROLLER (1) 

(b) THE HAGUE, VALETTA, ANKARA, MADRID, HAVANA, PARIS, LISBON, 
COPENHAGEN, BERNE, MOSCOW, BERLIN, NEW DELHI, BE I.JING ( 1) 

(c) CENT, HEAVEN, FOOL, HAMLET, ATTITUDE, MECHANICAL, OUTRAGEOUS, 
DIOCESE, VOLI'I'ION, BRASSICA, RIPE (1) 

(d) RICH, HAIRY, WARM, CROOKED, ALIVE, DARK, Ul~WELL, SANE, LOW, 
UGLY, FAT (1) 

(e) COCK, BED, .FAG, TELL, WRAITH, FROM, TOP, METRE, NAME; RUNG, 
BOOK (2) 

(U) 14. Seven words have been enciphered using a simple substitution. 
Decrypt them, and then put t:1.em in the appropriate order:· 

FRAFR CNEGL 'rHRFF URNIRA RFGNGR YNQL PBYHZA ( 1) 

(U) 15. Using just the NATO phone::tics (ALFA BRAVO CHARLIE DELTA ECHO 
. C 

FOXTROT GOLF HOTEL INDIA JULIET KILO LIM..7\ MIKE NOVEMBER OSCAR PAPA 
QUEBEC ROMEO SIERRA TANGO UNIFORM VICTOR WHISKEY XRAY YANKEE ZULU) 
what is the 1ongest.list of different words you can find such that 
there are exactly three repeated le.tters between each adjacent pair 
of words. Note that the,:e are three :repeats between WHISKEY and· 
YANKEE, not 4; and three between NOVEMBER and YANKEE (N and 2 E's). 
( 1) 

(U) 16. (This question celebrates the -continuance of Round Britain 
Quiz on BBC Radio 4): Th~ format is one, long, cryptic question 
which has six parts to it, indicated by the letters a-f. To gain 
full marks you should identify a.11 six parts. This will be 

·sufficient to answer the question! 

Identify the major sixth of the scale of C (a); an elevated railroad 
(bl; the nutritious seed 0£ Pisum Sati.vum (c); and Planck's constant 
(d). Together (e) they run down to something that is perpetually 
dark (f). How is this? (3) 

· Page 25 of 28 
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(a) Explain the ge_O!Jraphical sequence which begins: 

96 126 l~B 784 1404 1638 2240-2268 2730 2754 2912 2940 3024 
3120 3420 3510 4050 4536 4860 5400 6084 6120 8232 (2) 

(b) Why is 3024 unique in the part of the sequence shown above? 
(1) 

(c) Find another number·, a little later in the series, witl;i. the 
same property as 3024. (1) 

(U) 18. Which 6-letter word connects the following: 

TPSSPX, LQA, JliUO, FSC, XNQAJW, MURJ, ZLJYLA ULCLY AV IL AVSK 
(1) 

(U) 19. The spaces have been lost between the letters (and words) of 
the following Mo;rse Code phrase. What does it say? 

.. . . 

A B C D E F 
G H I J" K L 
M r,J r, p r-. R V ~ 

s T u V w - - X .,.. 
y z (1) 

(U) 20. DOSH, HOWL, MANO, OTIC, POET and WAXY have a common property 
(other than· being 4-long). 'It:iere's 2mother 4-long word with the Scu'l\e. 

property,_ which can be preceded by a 3-long _word with the same 
property. What are they? (1) 

(U) 21. What is the next matrix in this series: 

(1 1) (2 2) (5 4) (3 7) (5 5.) 
(1 1)' (1 3), (3 2)' (8 4)' (9 16) 
"(2) 

(U) 22. Each·letter·of the alphabet is associated with a non-zero 
digit, and the score for the following words is the sum of the digits 
associated with e~ch letter: 

RATE 12 SOUP 12 ADORE 13 DARTS 13 
THING 19 POLISH 23 KNIGHTS 24 SPOILS 24 

a. What is the sco.re for KRYPTOS? (1) 

HEARTY 15 
PURPOSE 25 

b. If POPPY is 20 1 what is the score for RETREATING? (1) 
(U) }3. What is the next pair of numbers in the series: 

READS 15 

(18,19), (28,29), :(38,39), (79,80), (81,82), (83,84), (85,86) 
(1) 

(U) 24. What is the next in these series: 

(a) E, R, 
(b). A,· j, 

T, ED, EP, CE, CO, RT, YP, 
Cb,- UJ, ACO, CAU, FJF, OAC 

PP, TT, 
(2) 

(the lower case letters are deliberate) 

IO (1) 

(U) 25. I have in front of me 100 letters in a 10x10 table, 

-------------------------------1 . . . 
The • • • . . . 

• . 
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letter count ica 0. 

A: 17 B: 2 C: 2 D: 2 E: 7 
H: 5 I: 10 J: 0 K: 1 L: 5 
0: 7 P: 8 Q: 0 R: 2 S: 4 
V:· 0 W: 0 X; 1 Y: 0 z: 1 

Some of the words/prefixes in the table are shown 

H 
M A D E T 

L ' E 
T T- A 
A A p p A L 
D 

N 

A 
N 

H T p s 0 

F: 0 G: 
M: 7 N: 
T: 8 U: 

below: 

Deduce the positions of the remaining letters: what 4-letter prefix 
appears. at the right end of the bottom row? (2) 

(U) 26. VJbat is the l.ast word i-n the following: 

SOMETHING PECULIAR HAPPENED WHEN I SAT· DOWN 
RI YSW RHW RTOWQEURWE. RHW FAYLR GIR QIESW 
YNRUK RGW RWXR CIYKD NIR BW EWCIFNUAWS. UR 
AWWNWS RI VW XINOK\rvRW FIWKWSTFIIJ. 

(U) 27. A WordPair is a pair of words which have no repeated letter 
either within them or between them (e.g. FORD and GULP). Find the 
Word.Pair which maximizes the product of their lengths. (3) 
(U) 28. Each of t·,m related weirds is clued by two one-word 

3 
4 
4 

definitions, but the order of these four words is random. There are 
seven such pairs of words. The relationship between each pair of 
words will help identify one letter from each word: when arranged in 
the right order, side by side, the letters will spell out a 
well-known name, column by column. The clues are: 

DOCTOR PASSENGER COOK FOOD 
CRAM CREDIT BEAT FOLD 
DIM DRAW STRETCH BLUNT 
ASTUTE COMMAND WISH CRAF'I'Y 
DULL IGNORANT OBSCURE MILD 
PURIFY SUBTLE IGNITE ENTHUSIASM 
HAZARD PASSION INSECURITY ANGER 

What is the name? (2) 

(U) 29. Converting the l,et.ters into numbers (A=0, B=l ... Z=25), and 
treating the alphabet as cyclic, I can subtract one n-long sequence 
>from another to. form another sec.::uence of the same length. For 
exarnple, 1fl1TT.T.Tl.M CLIJ\J'rOl\J could be UXDYPr-•1Z. VJho are: 

(a) AAACAAR (1) 
(b) PTEYTPZ (1) 
( c) T'I'RNYKA.C ( 1 ) 

(An actor and a couple of leaders - though not necessarily, of 

. . . . . . . . 
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course, in that order.) 

(U) 30. Deciph.er the follov,ing. What is the longest word in the 
message? 

AMPER TROYC AHERI OSATM HANSA. ENIDA SHRAP EPOYN SELWY DEGAR 
(1) 

-~ Please send all solutions, as well as new puzzle ideas, to ~, ~---.1 
= ., • • • • 

II n n II 11 II II It n II II 11 II II II II II II II II II 1111rfl11•1111 '""•"~:If II It II t, ti H 11 11 ti 11 11 11_11 11 11 11 ". ff ff II It ft If II If II II II II fl h RR ti H 11 11 

I I I I I I I I I I I If I I I I l/ I I I/////////// ii//"/ 'f f /o/ I I. I/ I I I I I I I I I I I I I I I I I I I I I// I 
. . . . ...... - . 

7. (U) EDITORIAL CORNER - • • " • • • • • • • 

REMINDER: (U) Submissions for the next issue are due by 28 December. 

PLEASE NOTE: (U) All submissions must be in ASCII format, and, with 
the implementation of E.O. 12958,· MUST BE PORTION-MARKED. If other 
than NSA/CSSM 123-2 governs the classif-ications, please so indicate. 

(U) If you have any_ comments o~ suggestions, please sub~it them to 

. . 

any member of the editorial board: ..... 
• • • • 

• ~ • • • • l ,I ~ EDITORIAL BOARD . . 
• . 
• 

Jack Ingram; Cryptologic • History Museum, I I• 

. . 
. • . • 

. . . . . . . • • . . · .. . . . · .. 
• 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

Derived from: Multiple Sources 
24 February, 1998 
Declassify on Xl, X3, XS, X6, X7, XS 

DERIVED FROM: NSA/CSSM 123-2., 

CX) 

"' I 
w 
"' 

DAlED 3 SEP 1991 
DECLASSIFY ON: SOURCE MARl<ED 11OADR 11 

DAlE OF SOURCE: 3 SEP 1991 

. 
• 

• 
• 
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a cryptanalyst for 25 years at the Agency. 

CU) These articles are a great way to review the changes that have 
affected the Agency. With more and more people leaving, we are in 
danger of losing our history. That is not·to say things were better 
in the past. ·In many ways the crypto community has never been 
stronger. However, I would like to review some of the tours I have 
had in my career and discus·s some of the lessons they might suggest. 

CU) One of the major .changes in the Agency is size. When I arrived,· 
a. small group of peop:).e could control the entire coromuni ty. When 
this small group made a.decision, it held. Npw power is so diffused, 
that managers will tell you they have control·over little. 

P~ge 2 ofl6 

~ 1/ai.l. One of my best tours was in P12. Mr. Lutwiniak was the head, 
and his power and prestige can pe·measured by the fact that he was 
one of the two people thatl t t"earea: • This" was· it "v"irtua1 ·." •!(b) <3)-P.L. 86- 361 
organizatiop in that we did not work together~ b)-lt were ·farmed out to 
organizations. This allowed you to take assignments that were 
interesting, but perhaps dangerous to your career. I spent some time 
in an engineering area and learned a lot about optical correlation. 
Even.more importantly I learned. a lot about how a research area 
interacts with operations. As the o~ly mathematician, this was not a 
tour I would have chosen on my own. I went because I knew I had a 
powerful senior who agreed that this, was an assignment that was good 
for the long run, even though it would no.t produce short-term results 
good for my career. It would be cert•ainly possibl·e to take such 
tours now. The dif·ference is you would be much on your own. I had 
the luxury to know someone was watching and I could leave at a 
moment's notice. 

(U//~ The other advantage to an organization like P12 is that a 
group of us could be sent to an organization that had an important 
problem.but was having.trouble staffing it .. rt might be because the 
problem was very hard and discouragement had set in, or it might be a 
management problem. In any case we knew we were being sent with 
protection behind us, If it got really bad, we could always be 
pulled back. Since that was true; it was almost never he.cessary to 
request that. So on one hand we could be directed to problems that 
needed us, but on the·other hand we retained the independence that 
every analyst wants. Today we have PODs, Expert conferences -and more 
diversity, tours than I ever thought possible. · Do. you ever get the 
S!;:!nse that there is a plan behind any of this or that you are on your 
own? How often have you heard of a senior technicar person being 

·.assigned· anywhere? 

(U/~) I believe an organization like this would be a benefit to z 
Group. I also believe that it probaJ:;:,ly cannot work. Who has the 
prestige to p:).an and protect careers 'like this? Would there real1ly 
be support for some of these people to be taken out of organizat:iions 
and be put under another's contr.ol. Thus· you see that this is· a 
management problem. You sh.ouid also realize fhat when I talk about 
technical persons being "directed" to work on projects, I do not mean 
me. I mean everyone else. You want me to go .where? Now just a , 
second .... · ... . . . . . . 
~·,rs.;.) Another assignment that I believe has some 1 liSOflS "w"a~ in the 
creation of •• • • • ... 

but it was exciting to be there at 

• • ♦ 
♦ .. .. 

• 

-----------------------------··· 
.1 (b) (3)-P.L. 86-361 

(b) (1) 
(b) (3)-P.L. 86-36 
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the creation of an organization. The great lesson there was to 
immediately jump into the new technologies, even at the cost of 
short-term pain. The great advantage was that there was n9 legacy 
that had to continue. Thus the systems could be built at the present 
state of the art. Of course, this is not always po~sible. This is 
one of the hardest management decisions. There are always customers 
who are dependent on old systems. There is usually a long-term· 
investment in older systems that cannot just be thrown away. Howev.er, 
I do believe we hold on too long tool~ methods and old technologies. 

(e//S;i;.+ ~test assignment was in the I lthat became a·. 
part of L___J_ Here again the fun was starting a newt<efhnology and a 
new area for z"Gro~p .•• when we began,. we assumed that we"@quld learn 
from· the experts in the 0 ri"e1d'.• .1t,Le0 ~oon learned that the "experts•:. 

Page 3 of 16 

were those who were reading half a chapter• in." .front of us. . Thus -w_e 
decided to just do it, We did o\.;.r reading, took "th~ •coi.;u;ses, but • • • 
especially started a project and got our hands dirty. At the "star.t:. • • •• 
there was skepticism in other organizations about the ability of • • • "'1 b (3 I 

· () )-P.L. 86-36 
these z Groupers . .sp ;w.e. ~¥1,,eQ- .o,µ~s,,e). "I{~. TIJilr:t • (:J:'qe. ;i:qc,,0JJ11;1e,,t~qt •• · ••••••• ______ __. 
NinE+ I r arid produced a successful project that we then 
briefed to anyone who would listen .. The lesson here again was that 
the way into a new technology is just to jump in and do it. 

~ The other thing I noticed was that engineers and cryppies looked 
at problems in different ways. It was important to integrat;:e both 
ways of doing things. As a c:ryppie I always wanted to know 
everything about the p:roblt>..m. With modern corrununication we have a 
great filter problem. There is more information than anyone needs to 
know. We want to know enough to find and exploit weaknesses. So we 
should j•ust learn what we need to know and ignore the rest. Easy to 
say! How do you determine what that is? You have to know enough 
about the workings of the system to be able to communicate with 
others working in the field. However, you can quickly find yourself 
involved in more.and more details until it is hard to recall what 
the original problem was. It is very helpful in a team environment 
to be able to ask enough questions so that you can determine you 
really do ,not need to know more. The combination of teaming across 
disciplines -and the efficient. organization of information will be 
one· of our major challenges. 

(U//~ Ev~ryone.tells us that we are en):ering a new world of 
communication. This_ is certainly true, but we should also remember 
that we are part of a great tradition of success- and that -our past 
history may have lessons for us in the future. :tn any case our 
golden years are still in.the future. 

U tr II II H H H II If n II II II n II ti II 11 11· It II fl ti II ti If II II II 11 11 11 II 11 11 11 11 11 11 n 11 11 11 11 11 11 11 ti 11 11 11 11 11 11 11 11 n fl II II If 11 11 II R II II ti It II 
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2. (U) CALENDAR OF EVENTS 

(U) PLAN AHEAD 

Jul 31 (U) 7:05 PM; KRYPTOS/CMI Night at the Bowie Baysox. 
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(U//~) The Breakfast Affair for Newly Certified Cryptanalysts 
(BANCC) was held on 26 January, 1999 in the Canine Suite. In 
addition to a delicious buffet breax:fast, the group was treated to 
some delightful words from I I current ·President of 
KRYPTOS, I I.C~ief z, and l " • J .t!1e Chairperson of the 
Cryptanalysis Career f>a'n~l .• • • • • • •. ••·• • · . . . . ... ------· _._ .... · . . . . . . .. · ... ~ ... 

3a. (U/ /~ Text of I I BANCC Speech• • • •• ." ····•• .. 

Page4of16 

.__ ______ --'-'■ •••••••• ■ ■ ••••• •• •• •• ·.-:::~~,._,...,. 

(U) I would li_ke to commend the KRYPTOS Society for sponsoring this ~l-(b_)_(_3_l ___ P_.L ___ 8_6 ___ 3 _6 .. 

breakfast to honor our newly certified crypta'nalysts. Those that we ., _______ _ 
honor here today are the heirs to a world class tradition that has 
its. modern roots in the successes of American and British 
cryptanalysts during World war II. The imagination, creativity and 
analytic rigor practiced by our predecessors have served as a model 
for every generation of cryptanalyst since. 

, , 

(Ul Those being recognized today have reached an important milestone· 
in their careers~-they have received formal recognition that they 
possess the skills to contribute to our future successes. By 
meeting the requirements of certification, they have shown a 
commitment to training and professional diversity--the fo.undat.i,ons 
of our success over the years·. 

~) There are many who would bury the art and science of 
cryptanalysis--it's too hard and manpower-intensive; the mathematics 
employed in the newer encryptions are better than our best computers; 
we can no lo::iger.rely on n~strictions on strong encryption abroad; 
embedded encryption will preclude implementation errors ... and.on and 
on. It would be easy to agree, but only a few moments of thought 
bring to mind man:y such conversations over the years--:-every new 
technology was a threat; every new advance was the final straw that 
would drive us out of business. But each time, working cleverly and 
collegially, we have developed U:.e tools that have taken us to a new 
level of achievement. 

~ It is t,hese men and women we honor here today that must continue 
this tradition. ·cryptanalysis can no longer be confined to 
decrypting point-to-point communications. We must broaden the scope 
to ·address the complete range of information security products which 
by encryption, compression,· multiplexing or other advanced 
communication technologies serve to deny us· straightforward access to 
communications of interest.. z Group today is profoundly different I (bl (3)-P.L. 86-361 

than the z Group that was formed in 19 92 . . By adding the! I · • • · · 
efforts to the cryptanalytic group, the corporation has recognized 
that the skills ,required to do signals analysis and I l are 
similar to those practiced in the cryptanalysis group. • 

♦ 

♦ 

(U) Even in 1992,, if I wen~ giving a Z Group overview to a group from••• 
Capitol Hill, my theme wouJ.d have been z Group is more than you •. 
think. Crypt.analysts are nore than you think. No mat_ter what their •.----------, 
job title, successful- cryptanalysts think cf themselves as problem \~: g:-P.L. 86_36 
solvers and have no preco:'lceived notions of what it will take to 
solve the problems they are presented. . ~ . . . 

... . . . 
(~) Success may come from the standard bag of tqols;" •s~~cess may 
be dependent on understar,d5.ng the habits of .tla@ -cornmU:nicants; success 
may hinge on understanding the commu!].ioations·path; success may hinge 
on_ understanding the telecomrr,w.1.i~ilt"ions environment; success_ mayl., --------r (b) (3)-P.L. 86-36 
hinge on l success .may be the result o_f reverse 

. . . . . 
.--------------,.----------------~···· 

. . . . . . 
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engineering; success may be the result of sophisticated signals 
analysis, clever collection·operations, discussions with TOPI 
analysts on target behavior; success may come from a combination of' 
these factors; or success nay come from just plain luck. A good 
cryptanalyst does not limit himself or herself to the bits on the 
screen. It is the totality of knowledge that.leads ultimately·to 
so.lution. And it is this willingness to do whatever is•necessary 
that has carried us, and I believe will carry us to a successful 
future. 

(Ul It almost goes without saying that.we must adjust our training 
paradigms to meet the acteJ.erating pace of change in technology. The 
CA Panel is sponsoring sev.~ral efforts to look at training and ·the 
way we currently deliver it. we hope .to develop a model that takes 
advantage of commercial training packages for introductory knowledge 
and build on it ·by using in-house expertise to develop. courses that 
·give you an opportunity to apply your skills on real problems. We 
need you, our journeymen cryptanalysts, to work with us to identify 
and define the gaps. I encourage you to commit ·to being an active 
part of the CA community giving· your time to serve on boards and 
committees that are formed to ensure that we do not get stale; that 
our skills remain world class; that we continue to be zealots about 
the need to stay on the leading edge of technology. 

(U} It also should go without saying that we are chailenged in ways 
today that.are different than the past. we no longer have a monopoly 
on-understanding cryptography. That Bruce Schnier's book on 
cryptography has- become the reference of choice is but one_ example of 
the vast amount of knowled9e that exists in industry and academia 
about our profession. The emerging global market is pushing industry 

·to demand the exJ?ort of strong c:cyptography to support their economic 
goals. Just 10 days ago, the New York Times featured an article 
entitled, "U.S. Officials Try to Sell Encryption Policy in vailey." 
The first two paragraphs of the article are instructive and summarize 
the challenge we face: 

(U) "The Clinton Administration's campaign against exporting strong 
secret computer codes took to the road on Friday as the President's 
Export Council Subcommi tte,:: on Encryption held a meeting in Silicon 
Valley to try and build bri_dges J)etween the computer industry and 
government." 

(U) " Littl.e harmony emerged, however, as the industry 
repr~sentatives turned a cold eye to the Administration's recent 
proposal and complained that increased foreign competition was in 
danger of surpassing American companies: 11· 

~ So, it is no surprise to any of you that our .challeng.~s lie 
in advancing techno1ogy and now from the de.rnands of the international 
marketplace. If the UCA Study is correct, we can expect the _ •• • • 
environment to be 80% encrj;-pted by the year 2010. Today; I I of 
our collection com:es from encrypted communications. The evolution ·in 
communications that will occur in the next ten years_must be tracked, 
piece by piece, change by change, by the men and women _of the 
cryptanalytic corrmruni ty for success to continue. 

(U/ /~ I challenge you whom we honor here today to identify and 
develop the opportunities that will en1erge from the current. 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

I ., 
.landscape. Study the technology, study your targets, learn I I 

(b) (3)-P.L. 86-36 
everything you can about the communications. environment, form _ _ 

. . . . . . . . . 
9/24/2010 
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alliances with your colleauues in related disciplines. Do not be 
content to "do your job." For in the end,· the goal is not an 
academic one - the gcial is to produce important·and timely 
intelligence that provide? information to military commanders and 
national policymakers. Yes, your job is to dev~lop attacks, 
diagnose systems, write applicatJon programs, exploit cryptosystems, 
but never lose sight of the fact that you are the front line of 
defense for this nati~n. ~= welcome yo~ into the ranks of 
professional cryp.tanalysts and. urge yo1~ to use your intelligence 
and energy to continue the exceptional tradition of service to the 
nati6ri that is the hallmark of the cryptanlaytic effort. 

-----------~------------------------------------------------------ -

3b. (U) BANCC Newly Certified Cryptanalysts 

(U/ /~ Following those c~nrmrnajng words I ~ewly certified 
Cryptanalysts were honored. -----------were•~eeent_ ~~ile 
D are currently se□· outside the U.S. When c:cm•t~~t"etl •mt.Ii•. : •. •. •. -■ •• ._ ._· . . . .. ... -• congratulations,. the non--attendees reported .the following · 

• .j,.n,te~est~ny•~iti~ft~~ 

(U//~- The "•b~H"Q" Ch"ap_~ei~~ "o"f" I{R":{!'~00- ah;\!> •held a.Ge.1.~i'i.t:i,,op .f,,of •· ••••• 
:3. J . == · I newly cert:i fied cryptanalysts who is not currently · 

••• s~~t.i~i:e.d. c;t. ~~~w •.• ! ! reports that sinc;e s~e wasn't 

.... 
w 
I 

"' 
l:" 

'~~ble to attend the BANCC_in the Canine S~ite, her new friends at 
0:, 
C\ 
I 
w 

"' lee I dec,._dE~d tci have their own BANCC -- called the 
Bi±TUKFNCCWDWTFBHF~E· (BreaJ~fast" Aff°air 0in "the "u'k" :Eor":rfowiy Certifie<l· ••••••• •• 
C;yptanalysts Who Don't Want ;::::, Fly Back Home for Scramb_led Eggs), • • • 
comi:,:t"ite with muffins, coffee'cake,. and a certificate ~uitable for .• 
frarnir{g1 •• 

• •• • ♦ 

(U/ /~."'}-.------..... reported that she's jumped right in and • • • 
gotten he"'.~t; ele~rd as Secretary of the CSE chapter of the KR1'1"TOS 
Society. G~ · •• 

♦ 

♦ 

♦ 

(U//~) The newly certified Cryptanalysts include:.• 
♦ 

(b) (3)-P.L. 86-36 
(b) (6) ,. .. _.._ ______ __. 

I (b) (3)-P.L. 86.,-361 .. 
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4. (U) KRYPTOS SOCIETY NEWS 

(U/ /~) These ar,= the 1999. KRYPTOS Society Officers: 

President: 

Page 8 of 16 

► • • . 

(b) (3)-P.L. 86-36 
(b) (6) 

:··---------(b) (1) 
(b) (3)-P.L. 86-36 
(b) (6) 

President-Elect.: 
Secretary: 
•.rreasurcir: 

► • • • J (b) (3)-P.L. 86-361 

Member-At-Large: 
Member--At-Large: 

• . 
• • . 

. . . 
• . 
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Member-At-Large: 
Member-At-Large: 

...._ __________ ■■■■■■■ ·I (b) (3)-P.L. ,86-361 

II If II II II ti II n If If 11 If II 11 ... Q fl II II II,, JI II n rl II If H tin II II II ti' ff II H 0 ll II H II II II 11 ti II fl ti II ·n 11 11 ti U H.11 II II,, 11 ft II ft II It II II ff II 11 ♦ 
• 

///l//////ll//////l//l//ll!ll/l///l////////ll//ll/l///ll////l//ll//llr . . 
5. {U) TECHNICAL HEALTH 

Sa. ~<JI) Understandi.ng 56k Modem Technologies r 
. ,~, ~ tiy .... I ________________ ____,_ 

(U) Prior to the introduction of the new 56k-modem t;echnologies, 
state-:-of-the-art modem transmissions over general switched telephone 
networks (GSTNs) were described ~n the_ International 

· Telecommunication Union (ITU) Recommendations V.34 and V.34bis. 
These standards specify data rates up to 28.8 and 33.6 kbps, 
respectively. With the new 56k-technologies, modem transmissions 
ove;r GTSNs can achieve data rates approaching 56 kbps in th~ 
downstream direction, although upstream-speeds are still limited to 
the previous maximum data rates (28.8/33.6 kbps). 

----. ------- .--------------- ---- r-----------------------------------
Sb. (U) DO Technical H"~alth Advisc>ry Board Special Achievement 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

Awards 

.. . . . I (bl (3.)-P.L. 86-361. 

. . . . . . 
9/24/2010 
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(U) The DO Technic.al Health Advisory Board ('IHAB) recently announced 
the recipients of the DO Technical Health Special Achievement Awards. 
These awards were established to recognize special acts or 
achievements that have significantly a_dvanced the technical health of 
the Operations Directorate and its ability to achieve mission goals. 

(U) The key concept in the selection criteria for these awards is 
"enabling others," and each of the recipients either: 

1) provided personnel with the right skills to accomplish the 
mission; 

2) provided personnel with the right tools to accomplish the 
mission; and/or 

3) prov1ded the proper support infrastructure for the workforce 
to accomplish the missi0n 

at a level of scope and impact appropriate for a Special Achievement 
Award. 

(U) The Z Group recipients-were not;i;fied of their awards by Scribner 
Messenger, Director of the DO THAB, on 14-September at a small 
ceremony in the Z Confe:cence Room, and were formally recognized at a 
DO Technical·Health Awards and Masters Ceremony on 5 November, 1998. 
Among this group of recipients were_the following individuals: 

(U/~ .__ ___________ _ (Nominator:.._ ________ _ .......... 
• ■ • • • • ■ ■ - -

.... 

. .. . 
* * * ·k "ic...:., * * * ·l· * -k ·k * * * 1-*lt:l- ... :~• • • • . . . ' .. . .. .. . . . 

(U/ ~ -i---"'-----.-.-.-.-.-... •-r (Nominator: ._ ____________ ___. 
. . 

rm; S"'-1, I r has developed programs, algorithms, and ' 
software which have had a significant impact across the Operations 
Directorate. His contributions include: 

********************* 

I (Nominator: ._ ____________ t··•l. l 
• 

.... ., ., ltr .. .. .. ...... ...... .. .. .. 
• • • 

• 

Page 10 of 16 

(b) (3)-P.L. 86-361 

• 

• 

. _,.._ __________ _ 

•. 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

.. .. .. 
... -- . 

'------------------...--------------------------: ~ .. l_<_b_>_<_3_> _-P_.L_._a_6_-_3_6_. . . . ~ . . . . . . . . . . 
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{b) (1) 

******~************** 
• (b) (3)-50 use 3024 (i> 

(b) (3)-P.L. 86-36 

... · ..... 
. •.•.•.•.\\\~,v~~L~~. 

----- ■ • ■ • • • • • • • • • • ■ • • • ■ • • • • • • •.•. ■ . (~n,J;.,l..! I has provided extensive signals analysis training, 
tools, and techniques to a~i.alysts in the Signal Development Center 
(SDC),. which have enabled them to readily identify, analyze, and 

extraordinary co:mrriitment to enhance the,signals knowledge of others 
since he has done this as an adjunct to his primary job 
responsibiliti~s. 

I 
& 

·w 
I 
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CD 
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w 
"' 

---------~on !1S own tllne. These up ated course materia s av • 
resulted in curreht. "a'h~ •vw.i.;._hJ..e. c;ourses, which can be maintained with •. 
minimal effort for years to come.• • Ar-tet' 't::Ol'llp■l~t.ing the revisions; he • 
taught both a two-week and one-week version of the ;o~;ses~ • • • • • ... ~ . : •.,._ _______ _ 

----------------------------~------ -------------------------------·--
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6 . (U_) LETTER TO THE EDI'l'OR 

(U) To: _Tales of the KRYPT_ (TOTK) Editorial Board, 

(U) Having read the latent TO'I'K, I just wanted to commend the 
newsletter staff for_ doing such a great job! 

(U) Don't know if you are aware, but I won the contest for naming 
the newsletter, so I have always had a "proprietary" interest in it. 

(U) I have to say that I expected it to do well, because I re.ally had 
faith that the CA community was filled with talented and enthusiastic 
people. I felt that our- career field was alive and well, and would 
remain that way, despite a. lot of negativism at the time TOTK was 
created. 

(U) .The latest issue just convinces me again that my faith was 
warranted. Congratulations _on doing such a nice job on "my" 
newsletter! 

(U//_~ r . 1 
December 2,·., · 1993 · 

'• 
• -----------------------------------------------------~-.--------------
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.. . . . 
I (b) (3)-P.L. 86-361 

(b) (1) 
(b) (3)-P.L. 86-36 
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Solution to KRYPTOS KRir~M~Q KWIZ . 
by .. I _________ ___. ..... ,. . .., • •.. • • • • • • • • • • • • l(b) (3)-P.L. 

. . ······~L.------8-6_-3_6JI 
7. (U/~) PUZZLES: 

. . . . , 
(U/~ Long-awaited results from the 1998 K~¼Pt@~ K~istmas·Kwiz .# • 

are here! First place. goes to. t~hi'!. t:.el"lll'l •oI 1 " •) . 
· with an astounding score of 101! Ot:aer 

... _e_n_t_r_i_e_s_w_e_r_e_p_r_o_v_i .. d'""e-_d..,....,b,..>v-... ( ... i_n .... no particular order): I I 

(U) The official answers are below. Alternative answers were. 
possible in many cases and bonus points were sometimes awarded. 
Total points possib}ae,·not including any bonus points, were 101. 

l. Between BALL and LIGH'r. There are 5 categories: 

ELEMENTS (Barium Meal, Carbon Copy, Copper Beech, Go°id 
Standard, Ira;, Curtain, Lead PenG:il, Neon Light, 
Oxygen Mask, Silver Lining, Tin Sold,ier) 

ACTORS (Bob Hope, Cctl:Y Grant, Clara Bow, Doris Day, Gregory 
Peck, John Candy, Lucille Ball, Mae West", Shirley 
Temple, Tom Cruise) 

ANIMALS (Catnap, Cowslip, Dog,#ood, FO}tglove, Horseplay, 
Pig-Iron, Rabbit Punch, Sheep-dip, Tiger Lily, Wolf 
Whistle) 

BEATLES SONGS (Come Together, Day Tripper, Hello Goodbye, Get 
Back, Lady Madonna, No Reply, Nowhere Man, Paperback 
Writer, Rocky Raccoon, Yellow Submarine) 1 

? of the? (Compliments Season, End.Road, Run Mill, Salt· Earth, 
Sign Cr·oss, Six "Best, Slip 'l'ongue, Tip Iceberg, Turn 
Century, Wide Mark) 

2 • Between GRASS and IRI.SHVJA.N. Each entry c l_ues a word, again in five 
sets: 

PROGRESSIVE - ALMOST BLOWY CHIPS DEITY DIRTY FLOPS FORTY GHOST 
GLORY HORSY 

EVEN ( OR ODD! ) - AEGIS CAMEO IMAGES Mll._GIC MICKEY QUACK QUEASY 
SQUEAK SMOKE SUCCESS 

PALINDROMIC - DEED KAYAK LEVEL MARRA.."1\1 MINIM PEEP REFER REDDER SAGAS 
TENET 

MULTIPLE - BUY FOUR EIGH"r HOLY NEW OAR RIGHT SITE TWO WEAR 
HOMOPHONES 

MULTIPLE - DANGER El\'l'S MERIT PLEATS PRIEST RACED SIREN SPARE 
ANAGRAMS STAR TRACE 

3. (a) PROPANE (b) . '.l.'RIGON {c) MARCH {d) 0 and ET 

4. (a) TEAR ('I'REAT EATER REATA TERRA) 
(b) STARE ( STARES TREATS AS'I'ARE RAREST TEll.SER). 
(c) PADRES {DA?PERS PARADES PADDERS DRAPERS SPEARED SPREADS} 

5. (a) 1189 Cb) paper sizes (AO ... AlO) in millimeters . . . . . 
I (b} (3)-P.L. 86-361 

--------------------"---------t' •• • .• 

. . . 
9/24/2010 
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6. (a) BINDER - splits into two German (French) words 
(b) TRACTORS - middle letters anagram to a vegetable (fruit) 

(Note, - this was the intended answer, but the word TRACTORS was 
accidentally left off the actual puzzle, so the question was thrown 
out. A bonus point was awarded to anyone who came up with 
TELEGRAPHIC, with the justification being that other middles of words 
anagrammed to·a fruit that -grows on trees, this one on a vine.) 

(c) HUNTERS - word formrid by cyclic shift right (left) 
(d)- NECROMANCY - beginning (ending) sounds like part of the body 
(ei ALLIANCE even (odd) letters spell a word 

7. (a) 143 (each number is onEi more· than the sum of the previous two) 
(b) 8 (lengths of words TO BE OR NOT TO BE THAT IS THE QUESTION) 
(c) 6 (digits of pi, plus 1) 
(d) 3 (lengths of Roman numerals, I II III IV V etc) 
(e) 988 (prime factors sum to 36). 

8. (a) STYLE 
(b) OPAQUE 
(c) UNQUESTIONED 
.(d) ACADEMICAL 

( e) EVENTS 
( f) WHITLOW 

( g) COMING 
(h) COAT 
( i) AIL 

( j) FLY 

(k) DETAINS 

( 1) IN 

(m) UNNERVE 

(n) BEETLE 

(o) DEBILITATED 
(p) VAIN 
(q) PUMPKIN 

(Eat position 1, 2, 3, 4 ... rest are consonants) 
(first contains JKL, second KLM etc) 
(middles npell out "TO BE OR NOT TO BE ... ) 
(words from first:or second halves of alphabet; 
lengths increment) 
(words contain letters ONE, TWO .... ) 
(writte::1 one under the other, diagonals, reading 
up, are Wl\RRELL and WHORLOW) 
(DO at position 6, RE at 5, MI at 4 etc) 
(words reE;ult from adding a,· b, c ... ) 
(words can be preceded by a, b, c ... to form other 

words) 
(each word can be absorbed into the following word 

·to produce an.other word) 
(number of repeated J.etter between adjacent pairs 
of words is incremental) 
(each even word is formed by adding consecutive 
l~tter of the previous word, A=O, B=l etc) 
(words be9in with letter of German numbers EIN, 
ZWEL .. ) 
(clues lead tcCL, DJ, EG, FX, HQ, IT, MY, NB, OZ, 
PS, R.Z>,, UZ leaving VW or WV) 
(odd/even alternating, incremental lengths) 
(anaqrams of first names, alternating male/female) 
{ each ,-;,ci:cc! containf; an anagram of a colour, 
staiting at position 3 or 4, alternating) 

9. (a). MEMORIAL (b) MAL/>J:UA 

10.8 4 (lengths of words "question" and "mark") 

11.MARS (My first is in first [MERCURY] but not in seventh [URANUS], 
etc.) 

12. (a) 334 (10 less than a square, the others are 10 more) 
(b) 625 (Putting the first digit at t-h,=, <=>nrl giuoc, a 4th power not 

a cube) 
(c) 246 (Not a straight line on a m1meric keypad) 
(d) 555 (Not a straight line in the standard 3x3 magic square) 

13. (a) ACT, ART, BARE, FLOW, GOD, HARKS, HEAR, LOIN, LOSE, LOW, 
SHORE, STAKE 

___________________________ __,. . . . . 
. . . 

Page 13 of 16 

(b) (3)-P.L. 86-36 
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(each word given is associated with an animal which anagrams 
to give the above) 

(b) COURAGE, CROSS, DELIGH'I', FLY, HEEL, HORN, MAN-OF-WAR, PASTRY, 
ROLL, ROULETTE, SHEPHERD, SOMMER/TEA, WALL/WHISPER (each CITY 
leads to the adjectival form oE the country with which these 
words are connected) 

(c) BLACK, BLUE, BROWN, .GREEN, INDIGO, ORANGE, PINK, RED, 
SCARLET, WHI'I'E, YELLOW (middle words are synonyms of given 
words, each asso,::.ia ted with a colour) 

(d) CHURCHMOUSE, COO'i', CUCUMBER, DIE, DOORNAIL, FEATHER, FIDDLE, 
HATTER, KITE, PIC'i'URE, RAKE (middle words are the.oppo.site 
of the given words, and feature in similes together with the 
third words) 

( e) BARREL, BLUE, BOB'I'AIL, CANDLE, CHARITY, HARRY, . JUMP, MARY, 
MATCH, QUARTERED, SINKER (middle words rhyme with given words, 

_QUARTERED, SINKER (middle words rhyme with given·words, and 
are th~ first words ot 3-word phrases, e.g. RAG'TAG and 
BOBTAIL) 

14 .LADY GUESS PARTY ESTA'l'E COLUMN SENSE HEAVEN (substitution is A=N, 
B=O C=P etc., giving· (sixth )· SENSE,. (third) PARTY, (second-) 
GUESS, (seventh HEAVEN, (fourth) ES'I'ATE, (first) LADY, (fifth) 
COLUMN 

15.14: DELTA JULI-ET HOTEL ECHO CHARLIE OSCAR SIERRA WHISKEY YANKEE 
NOVEMBER VICTOR UNIFORM ROMEO FOXTROT (other orders possible) 

16. (a) A (b) L [el] . (c) P [pr,,3.] (d) h (e) ALPH (f) sunless C [sea] 

17. (a) each number is the product of the numerical equivalents of the 
letters in a country'E: name, A=l, B=2, etc., CHAD is 96 
(3,8.1.4), CUBA is 126 (3'.21.2.1), etc. 

(b) 3024 is the valli,~ for both ALBANIA and CHINA. 

(c) 12960 (CHILE & HAITI). [A few entries later, 17640 (ANGOLA & 
BENIN)] . 

18.MAGPIE (words enciphered by adding 1 for sorrow, 2 for joy, etc.) 

19.DOTS AND DASHES. 

20.0RGY and SEX. Using A=l ... Z=26, in each word the letter N is 
the sum of (N-2) and (N-1) mod 26. 

21.(32 6) 

( 8 11) 
4 series of numbers progress position through the series 
of matrices -·integers, fibonacci, odds, powers of 2 

22.a. J. 8 From KNIGHTS ·and 'rHING, K + s 5 
From R.EADS and l\.DORE, s - 0 2 thus K + 0 3 
From HEARTY and R.A.T:E~, H + y = 3 
From POLISH and SPOIJ..,S, s - H 1 thus y + s 4 
From PURPOSE.and SOUP, p + R + E = 13 
From ADORE and DAR'I'S, E - 'l' - 2 thus p + R + T = 11 
Thus KRYP'I'OS = 3 J_ I,; + 11 

Page 14 of 16 

b. 36 Y and Oare both less than 3 so P must be 6, and this 
enables H, K, 0, S, u cG1c. ·'l to be solved (2, 2, 1, 3; 2, 1 
respectively), which in turn enables R + E (7), T + R (5), 
E + A (7), and T +I+ N + G (17) to be soived. 

. ... 
.1 (b) (3)-P.L. 86-36 

.--------"------------------------f'···· 
. . . 
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23. (97,98) The last letter of the first numper and the first letter 
of the second number are the same. These are all the 2.:.digit 
examples. 

24.(a) NE (series 1, 3, 6, 10, 15 ... substituting DECRYPTION for 
0123456789 

. (b) bCs (series n**3 for incremental n, substituting ACFJOUbjs, 
the positions of these ],etters being 1, 3, 6, 10, 15, etc. 
in the alphabet) 

25.MEGA. The table contains the names of the 24 letters of the Greek 
Greek alphabet in order through the rows. 

-26.GOBBLEDYGOOK. The top row of the typewriter is shifted by one. 
position in the· second line,· then the second row in the third line, 
then the bottom row in the la,st line. 

27.BLACKSMITH and GUl;i:POWDER 

28.RUDYARD KIPLING (FARE= PASSENGER, FOOD; FAKE= DOCTOR, COOK: 
TUCK = CRAM, FOLD; TICK = CREDIT, BEA'r : DULL = DIM, BLUNT; PULL = 
DRAW, STRETCH: WILY = ASTU'I'E, CRAFTY; WILL =· COMMAND, WI~H: BLAND = 
DULL, MILD; BLIND= .IGNORANT, OBSCURE: FIRE= IGNITE, EN';I'HUSIASM; 
FINE= PURIFY, SUBTLE: DANDER= ?ASSION, ANGER; DANGER= HAZARD, 
INSECURITY) . 

29: (a) CHARLIE CHAPLIN (bi ABRAHAM LINCOLN (c) MARGARET THATCHER 

30.CHRISTMAS. Deleting ::he first and third letter of·each group gives 
MERRY CHRISTMAS M'n A HAPPY NEW YEAR. 

----------------------------·--------------------- - --------------------
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8, (U) EDI'I'ORIAL. CORNER 

PLEASE NOTE: (U) All submissions must be in ASCII format, and, with 
the implementation of ·E.O. 12958, MUST BE PORTION-MARKED. If otRer 
than NSA/CSSM 123-2 governs the classifications, please so indicate. 

(U) If you ·have any conunents or suggestions, please submit them to 
any member of the editorial board. 

(U/ ~ Tales of the KRYPT Editorial Board 
Editor: I I L....---,,..-------------------------+-'----. Assistant Editor: I • I 
Puzzle Editor: ,..-------------------,,1----..---1. 
Classification Authoritv: I • • • • I 

• 
• • . . 

. -
• • • • . . . . .. 

• • . .. . . .. 
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SEC RE I ' ' eau.eflifljl ;' U3: 

Derived from: Multiple Sou.ices 
24 February, 1998 
Declassify on Xl 

1 l s • / ' t:-rr'1f'lt:':"i."-f"~J!",.:•ii~-., ...... 
, A 1 , 'i, "'4<VJJlt>±4<ftJv:vnUJ1t 

__________________________ ..,. 

· Page 16 of 16 

OERIYED FROM: NSA/CSSM 123-2., 
DATED 3 SEP 1991 

OEXl.ASSIFY ON: SOURCE MARKED 110ADR 11 

. DATE OF SOURCE: 3 SEP 1991 

. l<b) (3)-P.L. 86-361 .... 
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1. (U) PERSPECTIVE: "Thoughts" 

(U/~) Each issue of this newsletter features the perspective of a 
Senior~ a CA topic of his/her choice. This issue we are_pleased to 
feature the thoughts of Ms. Ann Caracristi, former D/DIRNSA. 

{U/~) Recently r· was invited to serve on a special Cryptanalytic/ 
Cryptomathematics Panel of the NSA Scientific Advisory Board 
(NSASAB), and I was excited at the prospect of being able to learn 
about today's .problems from the current generation of cryptanalysts 
aI?,d research mathematicians. I .was looking forward to hearing their 
caridid views. And I was sure the vi~ws would be _candid because I 
had "grown up" listening to and learning from some of the NSA 
"math mafia's" most distinguished practitioners. The first of these 
was Dr .. Solomon Kull back ( "Kully" l , · who was certainly responsible· 
for whatever modest success I had as a young cryptanalyst long ago; 
but the list covers all the years of my NSA life. It includes 
especially those mathematicians associated with what used to be 
known as the "A Group" problem. There was Dick Liebler, Arthur 
Levenson, Phil Dibben, Peter Jenks, and Bob Highbarger, Jim 
Bates--and a host of others. Equally candid were those 
distinguished crypt.analysts who, without advanced degrees in 
mathematics, nevertheless made such vitally important contributions 
to our successes. Bill Lutwiniak and Frank Raven are two of the 
"legends" who first come to mind. 

But frankl I was somewhat intimidated b the fact that I 
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was the only non-mathematician oh this NSASAB panel, and I wasn't sure 
that I could even be a qualified "listener.". What to.do? Well, I 
had just read a review of the _Man Who Loved Only Numbers_, so I got 
a copy of that book by Paul Hoffman and discovered that it was not 
only a highly readable, tale about the eccentric Paul Erdos ·but a 
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touching account of the wonderful support Erdos received from our own •. I 
.NSASAB member I ► . RJ.:wtherl!flOCEt, • the a.utllor ..,as ■ a,bl,e. to ■mil.k.e ••••••• 
understandable many of the mathemat·.ical theorems and problems, which ._ _________ _. 

(b) (3)-P.L. 86-36 

so captivated Erdos and his colleagues. This, then, led me to read 
Simon Singh'S _Fermat's Enigma_, the story of the long search for a 
soluti.on a·nd ·how Andrew Wiles finally produced the proof of Fermat's 
last theorem. Again, mercifuJ:ly, the authQr wrote with great 
clarity about very complex concepts. So, I was armed with that most 
deadly of all weapons: a little knowledge. 

(U/ /'!18.WQ,) Actually, of course, mathematicians usually are very skilled 
at communicating their ideas-~in the shorthand of their peers where 
appropriate and in the language of the layman when necessary. Being 
on the panel made me think again about why I have always enjoyed so' 
much the company of these people who have always been the backbone of 
our business. In the past, I'm sure, I was delighted by the pure 
·originality and eccentricity of so many of the "characters" who played 
.important roles in solving the "impossible• problems. But, of course, 
bright people are always fun to be around. What is· so special about 
the "cryptos• (mathematicians and a..l'l.alysts)? I suspect it is that 
they are trained to be forthright and fearless in dealing with the 
problems at hand. They don't equivocate. Two plus two is four. Not 
ALMOST four. Ori the other hand, they know that there are still 
mysteries to be uncovered. What. is the largest prime? How is the key 
generated? They are receptive to new .ideas and, concepts. They are 
optimists. We know how tenaciou.s a cryptanalyst must be and how 
important it is to have confidence in the :validity of an attack. And, 
although they can be fiercely competitive, mathematicians have a habit 
of (maybe even a compulsion for) ·sharing and defending their ~deas. 
And finally, these are people who frequently retain a charming touch 
of childlike wo~der and appreciation for both the elegant and the 
absurd. (It's not surprising that the author of _Alice in Wonderland_ 
was a mathematician. It could as well have been· a cryptanalyst.) 

(U) ·In the course of our deliberations, which .included discussions 
with principals from z and K ar,d w:L th a cross-section of people who 
entered the cryptologic field through the various outreach programs, 
through the Cryptologic Mathematician Program (CMP), and by way of· 
the Cryptanalytic Career Panel, we·were much impressed by 'the quality 
and enthusiasm of the participants. We were ·encouraged to find that 
CMP'ers are being exposed to a widening variety of problems 
throughout the organization. They are demonstrating that advanced 
math techniques can play a vital role in solving some of our new 
collection and data selection challenges. I, personal.ly, was pleased 
to learn that there was still a dernand for non-mathematician 
crypt.analysts. Gradua,tes of the CA Career Panel program are· much 
respected; however, current hiring priorities do not allow us to 
recruit potential cr,yptanalysts from outside of the inathematics 
discipline. That is a disappointment: 

(U) It is probably not surpr{,;;ing to the readers of _Tales 'of the 
KRYPT_ that we came away in admiration of the ingenuity continually 
being demonstrated.in the battle against the·incredibly hard 
problems which the Agency faces today. Our strategy, however, must 
be directed towards the future and that means ·we cannot r.est. 
Concerned that the Agency might falter in its commitment to a robust 
CMP hiring effort, we argued strongly in support of that and other 
related programs. 

(U/ /P"8WQ,1• As a final personal observation,. I was amazed at the 
success and popularity of the technical track--pleased to see how 
well George Cotter and others had brought into being what was only 
a "glint in the eye' when I retired in 1982. .Jiowevei, I was · 
somewhat disturbed to hear that its.very success discourages many 
of the most talented of our young analysts and cryptomathematicians 
from taking on the challenge of management positions. I firmly 
believe that if they want to ensure the health and vitality of the 
NSA. o.f tomorrow, .the cryptanalysts and mathematicians of today must 
be willing to accept the responsibilities of leadership when 
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2. (U) CALENDAR OF EVENTS 

(U) PLAN AHEAD 

Jul 31 (.U) 7:05 PM, KRYPTOS/CMI Night at the Bowie Baysox. 
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3. (U) CRYP'l'ANALYSIS CAREER PANEL NEWS: New Skills Field Director 

(U//~ The ~A community welcomes as the new DO Skill 
Field Director for Cryptanalysis, replacing • • • ••••• 

' ' ,._ _______ ■ ••• ■ ....... •.-------------, 

;;;;;;;;;;;;;;;;;;;; ;; ; ; ; ; ; ; ; ; ; ; ;; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ;; : . ... I _(_b_)_(_3_)_.;_P_._L_._s_6-_3_6__, 
" . . . . . 

4. (U/ ~) COMMUNITY NEWS: "Women in ~-" ■ byi • • • • 1 
• 

1 
• r . . . . . . . . . 

(U) Ma,ch t9lil9o wa!; "W5me~" s History Month. These are some statistics 
on the women currently assigned to Z Group. . 

-~ We have a lot -of wo~en who have various certifications and 
several have more than 1. Here· is a ·breakdown of how many women in 
Z are certified in a particular field: 

• 
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(U) There are :several women assigned to technical programs~ 
women are in the Senior Technical Development Program and ■ worn . 
is in the Senior Leadership Development Program. We haye men who 
are flag badgers. l L have associate degrees, r7 ~ • 

r--1-l J,,-:-1 ,11 ■ 
bachelors~deg;res, L...lhave ma~ters degr~es and~.av~ doctoi~te 
degrees_. i;\re assi.gti~d are 1:1.i'sii;med as Chiefs.at,, Office.,,pnc;l. 
Division eves ftnci.rlare tl.iefs ~t the Work Cent~r.level . .,Women in 
Z have also ta.ken vat'Ie'u.e 0.fj0el(l. ■ a0ss!gri.ments. . •· ■ . . .. ..... ,,, .. ·. •· .. 
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(U/ 
at 

O) For more information about z:Hs, please see our web pages 
or contact .our managers, 

. . 
l 

< • ••• ... ' • .. 
Sb .. (U/~ Navajo Code Talkers, byl._ __ •_•_. _______ •_• ___ •-r---l 

' . . 
(U) As I was passing through the Navajo Reservation·•ip northea~t_ern • • 
Arizona recently, · I stumbled on a display about the Na'1a.jo Code • • 
.Talkers during World W,ctr II (WW II) l\t the Burger King in•.~~a. • • 
Although they had Japane,;e and American fatigues and various • • • 
paraphernalia on display, the information contained in a local • • 
newspaper article about the origins of· the group was the most· 
interesting. 

(U}. At the start of the U.S. participation in V\HN II-, thousands of 
suggestions were sent to .the War Department from citizens. Among 
them was a suggestion from a low-ranking office,,r, the son of a former 
missionary to the Navajo, that the Navajo could provide secure 
communications in their native language. Eventually the officer 
conv:inced his commander to :let him test the idea. The Navaj·o he 
recruited for t.he trial run were so successful that a major 
recruitment effort was lmdertaken. 

CU) Many of the Navajo rc;acn1its had never be,~n ·off the, reservation 
previously. '!'hey served in the Pacific Theater and were crucial to 
the success of a number of battles. The code th~y developed using 
plaintext Navajo words was so good that it was never broken: In 
fact, Navajo who were not privy to the development of the code could 
not understand it--they said the words were right, but they made no 
sense. 

(P) On one occasion, a Navajo had trouble convincing friendly troops 
that he was not an enemy spy who should be shot. (Fortunately, he 
eventually persuaded them.) Thereafter, each Navajo Code .Talker ·was 
paired with a Caucasian soldier who could vouch for him if the need 
arose. 
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(U) Also on display at the Burger King was a certificate signed by • • • 
President Ronald Reagan acknowledging t;,e contri.butions of the Navajo • •: • • • 
Code Talkers. (Their existence had remained classified for decades•••• • • 
after the end of World War II in c,1se the country needed their • • • 
services again in some future conflict.) • • • • 
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(U) I have since h.eard 
the Sioux, performed a 
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that other Native American trib~~ •iiacluding. • 
similar function during world. itlar •II. • • . . . . . . 
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6. (VI/~ PUZZLES: Thank You tq. t'orme.- •_Tales of •the .KRYPT_ 
Puzzle Ea_i.tor [ • r . ' . 

(U/~) Since 1995, .---.---,.-•-----rhas provided what may be the most 
popula~gular feature•of T·ales of the KRYP'l'_. ('I'OTK) : the puzzle! 
Usually, I r was ~rompt trJ a fault turning in the solution 
to the previous issue and the new puzzle for the current issue, but 
there was one occasion when I had the issue just about ready except 
I didn't have Robert's input yet. I put out a draft just for 

.proofreading and raised a sto:cm of protests: "How dare I even 
consider publishing without Robert's pu{zle?" Needless to say, that 
issue did have the puzzle by the time I published it! 

(U/ ~ Robert provided clcse to 1,0 puzzles in his 4 years 
contributing to TOTK. The only break he had was in the December 
issue each year, when ou::-- GCHQ friends! l 
! · !provided the annual "KRYP'l'OS KRISTMAS KWJ.Z." But: even t;Jlen, 
Robert wa~ 'tl1e• ooad1,1:i,,t. 0 fp\ ~roviding the puzzle and i t:s solution, ♦ • • 

and for. keeping track of answels" cb111ing, :i,n. f,,r9m0 pro spec ti ve solvers, • • 

♦ 

so he was still responsible for puzzle work.· • • • • • • ·• • • • • • • :_ 

•••••~J-(b_)_(_3_)-_P_._L_._8_6-_3_6_ (U/ ~ Because many are da.unted by the prospect. of signing up to 
regularly providing a sufficiently intriguing puzzle issue after 
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issue, finding a single individual to replace Robert has proved 
impossible. 'However, TOTK Assistant. Editor I ~ gently 
persuaded a team of three intellectually curious i.ndividua~ to 
commit to providing a puzzle for each issue. So beginning 1,.r.i.th the 
next· issue, '-------,,--,--------------~will be 6u~ Puzzle 
Editors. Please send them your puzzle contributio~: 

I I. ♦ 

. 
(U/~J we can't th~nk you enough for maldng our•. • 
occasional breaks from w◊f.~ :i_ntellectuail~y-.fun. May your ~L.zzles • 
be the most tedious work you e~,EJ'r.r1,r1ve to pe°rf.o_:-rr;! • • . . . . . . . . . . . . 
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7., l,U) EDITORil-:.L CORNER • • • •• • • •• ! • ♦ •• - . 
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PLEASE NOTE: (Ui All submissions must be in ASCII format, and, with 
the implementation of E.O. 12958, ~1UST 13E PORTION-MARKED. If other 
than NSA/CSSM 123-2 governs the classifications, please so indicate. 

·•,,r . \ 
~~ .. I-( b_) _(_3 _) --P-.-L-. _8_6 __ -3 .. 61 

-· ..... 
(U) If you have any comments or sugqestions, please submit them to ...... • .. .. . 
any member of the editorial board. ,... •• 

(U/~) _Tales of the KRYPT_ Editorial Board 
Editor:. I 

• ♦ :· .:· . . .. 
.:•: ♦ :· 

Assistant Edi tor,..: _._1 ___________________ ._..a.._·..,1 
Puzzle Editors: I .. 

♦ 

Classi fie a ti.on Au...,..th;-:-o-r""i..,.t--v,--.-,----------------------t, 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

□ERIVED FROM, NSA/CSSM 123-2, 
DAll:D 3 SEP 19S1 

019:l..ASSIFY ON: SOURCE MARKED "DADR" 
OAlE OF SOURCE: 3 SEP 1991 

l(b) (3)-P.L. 86-361 . 
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1. (U/~ PERSPECTIVE: "The More Things Change, the Mo.~ They 
Stay the Same• • 
by .._ __________ ....., 

(U//M8Q) Each issue of this.newsletter features the perspective of a 
Senior on a CA topic of his/her choice. This.issue we are pleased to 
feature the thoughts of r !has 
been a cryptomathematici~a~n.....,t~o~t..-~2~1.....,y~e~a~t"s....,a~t.-~tn""e,....A~g"e~n~c~y"""'.-----~- • • . . 

• 
• 

• • 
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wh1.een aroundor a num er oe~r"s "a!ict' :rn~q"l.,etl "a "lhe" Of" • • • • • • • •.• (b) (3)-P.L. 86-36 
da.ta and. a large _number of people. I then spent three years a~ fCJH~ • • .• • • • .,_ _________ _. 
and one year in B63, before joining the .. __________ __. where I • • 
have been ever since. • . 
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(U/ /~ One of the things I remember from my first year at NSA was 
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a CryptoMathematics Institute (CMI) talk given by! ~ ■Tlui.s ••••••••••••• 
wasn't a technical talk, but rather a discussion of the future of . ~ 
cryptanalysis. I didn't have much perspective, but it was clear that ~ 
Mike was trying to rebut the apparently widesprea,d conviction that • 
the tremendously rapid changes in technology and 'outside' • • 
sophistication in subjects cryptographic were quickly bringing the • • 
era of NSA ef.fectiveness to an end. His theme was that, on the • • 
contrary, the new technologies presented unprecedented new •· • 
opportunities. He predicted- that this technology would increase the • • 
amount of communications available to us, and would result in NSA • • 
maintaining a position cf imi;:iortance in the U.S. Intelligence • • 
Community. Of course, twenty yea.i:-s after this we can see that his .• • 
view was probably a bit pessimistic. NSA has done better than ani• 
of our futurologists thought possible. • 

• 
(U/ /~Pl Again today the commonly accepted wisdom seems ti;. 'be that 
the trei:!'endously .rapid changes in technology and 'outsille~ 
sophistication in subjects cryptographic are quickly bringing the era 
of NSA effectiveness to an end. I do.,·•t :el:ey: ir.• I think that 
the same set of arguments advanced by. _ twenty years ago 
are still valid. The new cormnunicationsec no og1.es have made 
communications easier for all of our targets. These targets are 
going to use this opportunity to increase their communications, and 
our opportunities as well. All of the systems in use are designed, 
implemented, maintained, and operated by human beings. ,This means 
that mistakes are inevitable. As a friend once remarked, "You can't 
build an idiot-proof system because they keep coming up with better 
idiots." 

~) Just as it was in 1978, the problem for NSA is not a lack _of 
opportunity, it is finding and taking advantage of the new 
opportunities being presented to us. This is a considerable 
challenge, but not one that is appreciably more difficult than the 
ones that we have surmounted in the recent past. We have had to 

(b) (1) 
(b) (3)-P.L. 86-36 

there is no reason that these problems cannot be overcome, or 
skirted around, as have the problems of the past. 

(U/ /~ I don't believe that we ac-e going through a "hard right 
turn", or that we need to do so. In fact, as_I look around I feel 
that our jobs as cryptanalysts have not really changed all that much. 
We are still expected to make sense of observed non-random phenomena. 
The foci of our efforts have changed, but tne intellectual processes 
we use are not substantially different ·from those our precedessors 
used to solve their problems. It is certainly true that we need a 
different knowledge base than analysts of twenty years ago, but they 
also needed diffe:cent knowledge than their predecessors. Analysts 
have always needed to continue learning and expanding their 
knowledge to keep up with the changing cryptographic environment. 

(U/~·Even as we shift our attention and resources to new 
technologies, Z Group is presented with problems that seem to come 
out of· the past. There are several! lproblems which feel r 
much like did. For instance I am t!o ·· rkin on 

2. (U) CALENDAR OF EVENTS 

Jun 25 (UI Deadline for Nomi.nations for KRYPTOS Society 
Distinguis1,ed Members 
(See article 4a.) 

• .. 
. 

• 

• • 

. 
.♦ 

.... 

. 
♦ 
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(U) PLAN AHEAD (b) (3)-P.L. 86-36 . . . 
Jul 8 ~) KRYPTOS Society Talk: An Overview of 

I by! I 
093 0 in the Friedman Audi to1-i"mll • • • • •· ••• 

Jul 30 (U) Deadline for Nominations for the KRYPTOS Society 
Literature Contest 

. . . . . 
'(b) (3) -P. L. 86-36 

Jul 31 

Jun 31 

Jun 31 

(See article 4b.) 

(U) 7: 05 PM, KRYP'rOS/CMI Night at the Bowie Baysox 

(U) Deadline .for Nominations for the PeterJ enks 
Community Service Award 
(See article 4c.) 

(U) Deadline for Nomirn1tions for the Norman Roberts 
Award 
(See article 4d.) 

(Ul Deadline for Nominations f,,r KRYPTOS Society 
'l'echnical 'ralk Contest 
(See article 4e.) 
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3. (U/~ Cryptanalysis Career Panel (CACP) Personnel Changes 
by '--------...,_Assistant Executive, CACP ...... . . 

(U) CACP cert.ification and Personnel Changes 
. . . . . . . . . . . . . . ..... . . . ,.. ___________ . 

(U/ ~ Congratulations to '----------------' Ofl • • 
certification as cryptanaJ.ysts! 

II! ii ......... I (b) (3)-P.L. 86-361 
(U/~ The CACP welcomes the following: 

as Chairman oi: the CA Technical Track Review 
Panel, 

as a Member of the CA Technical Paper Review, 
and 

tmd I las Members of the CA 
,_ ______ ....,, • ...... ______ ....,_, • ~r~chnical Program Review. 

··• .. -. . .. 
fl II II II ti 11 " II II II ff II 11 II II 11 II II 11 II II ll ff," II II ti II 11 11 It 11 !I II Ir 11 !I ll /f 11 ■ 1 l\,11 11 11 11 11 It If 1 .. 11 .. 11 11 11 11 ti 11 11 11 11 11 11 11 11 II II II II 11 

I I I I I I I I I I / I I I I I I I I I I I I I I I I I I Ii I I I I I i I I I I I I i /1 i I"! I•/ i, Ii ~1, 1-1 i, I/ I I I I I I I I 
. . . . . : . . . 

4. (U) KRYPTOS Society News • • • ". • • .... 
4a. (U) Nomination Call for KRYP'l'OS Society Distinguished Members 

. . ·- ... 
• ••1 (b) (3)-P.L. 

(U) Each year the KRYPTos· Society selects retired individuals as •• •4 
Distinguished Members of our organizatf"on to honor them for their • • • • .. •• 
contributions to the field ·of Cryptanalysi_s (and CA-related • • • • • ~ ~; 
disciplines). Th,2 individuals selected in the past hqv.e •b~en known ~ • 
for their ·technical accomplisrunents or managewe.n~ ~f cryptanalytic ~~ 

• • • • • • •• •♦ endeavors. 

.... -----~ (U/ ~ We invit:e y u. ~o• provide th!= Nominating Committee ... 
L-----.---'wit names or consideration. Please include your 
reasons for your suggestions. 

(U) Following are some guidelines which the ·Nominating Committee 
will use: 

( U) l. In selecting individuals for distinguished membership, • 
KRYPTOS strives to honor recent retirees or sterling figures from t]fe 
past who have made their mark in some way on the cryptanalytic • 
community. • . .. 

.. 
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(U) 2. Because the KRYPTOS Society was founded to further the 
. interests 9f cryptanalysis, emphasic, should be placed primarily on 
cryptanalytic work.done by the individual, l:ii.It with consideration 
also given to cryptomathemat.ics and· cryptoprogramming contributions_ 

(U) 3. The individuals should have had actual hands-on 
experience in CA during a major portion of their careers. 
Cryptanalytic management experience, to the extent that the 
individual demonstrated dedication to the advancement of 
cryptanalysis, should also be consider-,d. 

{U/ ~ Previously selected Distinguished Members are listed ·on the 
NSA WEB: 

(U/ /~ Names should be forwarded to! 
by 25 June 1998. Please us,~ "KRYPTOS Distinguished 
Subject line of your email. 

• 
- __________ ._, ---------------------~---------------, ------- ,-------- .... _. --- ♦ ♦ 

4b. {U) KRYPTOS Society: Call for Literature Contes.t Papers 

Page4 of 10 

. . . . . . . 
• ... 

"' 
(U) The annual KRYPTOS Society Cryptanalytic Literature Competition 
is now underway. The .competition is open to all personmil at NSA, 
GCHQ, CSE, DSD and GCSB, to personnel on field assignments, and to 
retirees (consistent with security considerations). 

·,_] _(b_)_(_3_) --P-.-L-. _8_6 ___ 3 6-,1 

(U/ /~ The papers may· treat any topic in the broad category of 
professional cryptanalytic li t,~rature, including: 

___ operational cryptanalytic problems, either SIGINT or 
INFO SEC-; 

___ cryptanalytic research; 
___ history of cryptanalysis: 
-___ topics not of a direct cryptai,alytic nature but 

clearly relating to cryptanalysis, e.g. computer 
support. of a cryptanalytic problem or communication+• 
trendio relating to cryptanalysis.. • • 

• 

. . . 

(U) The judges will consider the following criteria: • . 
· ___ Is the paper an ori.gir,a1 discussion of a c~ptanalytic 

subject? The paper should be a descript.i!m of new work 
done by the author ( s) or a survey O·f \;)fevious work giving 
proper credit. • 

___ Is the paper well-written? Is th@ •subject presented 
well? Is there a professional ~Level of authorship, 
i.e. style, grammar, spellin9,• format, and credit? 

___ Does the paper constitute .ati important addition to the 
body of professional cr¥1'tanalytic literature? . 

. . 

(U/ ~ Submissions may be wri.tter, specifically for the • 
competition. Papers written ))~tween July 1, 1998 and June 30, 1999 . • 
are eligible. Since the p~t'pose of the competition is to expand the 
knowledge of members of .the cryptanalytic workforce by making 
available papers on mel½hods and problems wh.ich otherwise might not 
receive wide distrib.it:ion,· it is strongly reco:nmended that entries 
carry· a cljs;ificft"ion no higher than 'I'SC. However, papers 
classified will• be accepted as will. papers classified !,__ __ _.r 
Papers must )e releaseable to USA/AUS/CAN/GBR/NZL. 

(U) Cash prizes totalling.$300 will be awarded to. first, second, and 
third place winners at the discretion of the judges. The judges may 
also deem a paper(s) worthy cf honorable mentiGn. 

(U) Anyone can enter a paper with the permission of the author. 
Neither the author Bor submitter (if different) has to be a member of 

. . 
• 

. • 

. . 

. 
• 

. 

, . . . . . 
. 

the KRYPTOS Society. •-(b-) •(•3•)•-•P•.•L•.-8• 6•_•3- 6-.1 ·· {U/=f If you have any cme•,.tions rpgardioa this contest, please I _ 
contact ~ • • • • • • -. • • • • • • • • • ••-. ._ ,. • 

._ ______________________ ___,, •••• ·- ••• : •••• ♦ 

. . •• -.•.••• · ..... ----1' . • • • • 
To enter, lease subrni t ~u, ,cop!e'!3 o~ your paper to ( j" • 

by July 30, 1999. Each copy should • • 
..,._ ___ ..,.._,....,........,,_w_1"';:-,--t,...w-o--c-o-v-e-r-s....,_h,...e-e-·-ts: the narne(s) arid organization(s) • • 
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of the author(s) and.title on one sheet, and only the title on the 
other to facilitate impartial judging. The co,11petition results .will 
be announced at the KRYPTOS Society l:all luncheon in October 1999. 

4c. (U) Animal Peter Jenks Community Service Award: Call for 
.Nominations 

(U) Peter •Jenks was the Founding Father of the Cryptanalysis Career 
Panel and the Founder of the Cryptanalysis Intern.Program. In 
recognition of ·Peter Jenks' dedication to the field of Cryptanalysis, 
the KRYPTOS Society er;tablished the Peter Jenks Community Service 
Award. This award may be presented annually·to an individual in 
recognition of exceptional service and contribution to the CA 
cornmuni ty. 

(U) Eligibility 

(U) Potential award n~cipients include NSA/CSS civilian employees and 
military assignees who ,:tre. active in the CA co~nmunity. 

(U) Selection Criteria 

(U) The President .·of the KRYP'l'OS Council and the Chairman of the 
Cryptanalysis Career Panel are responsible for providing the 
guid.elines for recommending individ·c1als for this award. The 
following basic selection crit,=ria al.so apply: 

(U) - The service and contribution must be in the field of 
cryptanalysis and reflect effort:s which e),ceed those expec~ed in 
the performance of the job. 

(U) - Such endeavors may include, but are not limited t.o, service on 
the CACP, as a KRYPTOS officer, as a member of a CA TTRP,· or as 
a judge for an award or contest. Further examples may include 
designing and teaching a new CA course, coordinating technical 
talks, or other eff.orts which serve the cryptanalysis commun:i ty 
as a whole. 

(U) Recommending Officials 

(U/~ Any individual or group of individuals may nominate/ 
recommend someone for this award. Such nominations, detailing the 
contributions the individual has madE! to the CA community, should be 
forwarded to th.e .secretarv of the KRYP'I'OS Council, I L • • • • • • • (b) by· _31. J~1iy• 1•999•_ ••••••••••• •. , , ' , , , , , r • ••• ·• .•• 

(U) Procedures 

(U) This award may be gi.v.m annual1y, but Lhere may be one· or more 
years in which the award is not gi.v,,n. A cert~ficate of Honorable 
Mention may also be awarded, at the discretion of the Council·. such 
awards will be· made at the Annual KRYPTOS luncheon. 

4d. (U) Annual Norman Roberts Awa:ccl: Call. for Nominations.· 

(U) In recognition of Norman Roberts' talent f::,r nurturing the skills 
of junior cryptanalysts, the KRYPTOS society E,stablished the Norman 
Roberts Award in 1991. The award is presented annually to a junior 
analyst who has made an outstanding crypta~alytic contribution. 

(U) Norman joined GCHQ in 1975 and won the respect and admiration of 
his colleagues for his innovative ideas and particularly for hir:, 
ability to train and inspire younger analysts up to his untimely 
death in July 1990. · 

(U) Any KRYPTOS Society member may nominate any employee of CSE, DSD; 
GCHQ, GCSB or NSA who has made an outstanding contribution to 
cryptanalysis or a related discipline and who has worked in the 
cryptanalytic field for less.than five years as cf 31 July 1999: 
(For a nominee with more .than five years' experience the citation 

Page 5 of 10 
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should explicitly draw the judges' atte·ntion to that fact and explain 
why the nomination should be considered as falling within the purpose 
of the Norman Roberts Award.)· 

(U) The citation must include an account of the work which attracted 
the nomination, specifying the individual contribution made by the 
nominee. It should include the names of the proposer.and the 
nominee, who does not have to be a KRYPTOS Society member. Integrees 
will be r~garded as members of their host Agency. 

(U/ ~ The winner's citation will be published to the membership 
so a citation should not exceed the ',.'OP SECRET CODEWORD level; a 
compartmented annex may be provided. Nominations are due b~ly, 
1999 and should be mailed t:o the KRYPTOS Society Secretary,L______,l . . 

Page 6of10 

... 
• • ■ • • • • • • • • • • • • • • • • • • • • • • • . ' • 

(Ui The winner, selected by a joint UK/PS panel,· will be announcea in 
October and presented with an engraved plague. His/her name will be 
inscribed upon.shields at GCHQ and NSA which list all winners. 

... ::.•, 
• (b) (3)-P.L. 86-36 

- -------------------------------------.------.----------------------. --
4e. (U) The KRYPTOS Society Second Annual Technical Talk Contest: 

Call for Nominations 

(U/ /~ The second annual Technical Talk comoetition seeks to 
recognize the best technical presentati.on on a- subject relating to 
cryptanalysis or one of its related disciplines. The contest is 
open to all personne,l at NSA, GCHQ, CSE, DSD, GCSB, to personnel 
on field assignment, and to retirees (consistent with security 
considerations). 

(U/ /!'ewQ,J Talks p;::esented in the timeframe 1 July 1998 to 30 June, 
199.9 are eligible for the competition. All re:::orded KRYPTOS talks 
given in that timeframe will be automatically considered (with 
presenters' permission). All talks must be videotaped and last at 
least 30 minutes. It is strongly recommended that entries carry a 
classification no higher than TSC. However, talks at thej 
andl !levels will be accepted. '-----1, • • "j 

w ~ • ■ •· ■ ■ ■ ■ ■ ■ ■. ■ ■ ■ ■ • ■ ■ ■ ■ · • ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ~ ■ ·• l (b) ( 3) -P. L. 
(U/ ~ The judging panel will. consii;t of three judges from. NSA and 
one judge from GCHQ. · •rhe winne.rs will be announced at th,e. annual. 
Fall KRYPTOS luncheon·and monetary prizes will be awarded. 

(U) The judges will consider the following· criteria: 

(U) ___ Is the talk an original discussion of a cryptanalytic 
subje·ct? The talk should be a description of new work done by 
the presenter (s) or a survey of previous work ·giving proper 
credit. 

(U) ___ rs the talk presented in a manner which ll\akes it easy to 
follow and understand? Is there a rapport between the speaker 
and the audience? Does the speaker demonstrate enthusiasm for 
the subject matter? 

(U) ___ Does the talk successfully serve as a vehicle for 
disseminating information ab<ntt a relevant topic from the body 
of professiohal cryptanalytic ·knowledge? 

(U/ ~ Anyone can ente·r a videotaped talk with the permission of 
the presenter(s). Neither the author nor· the. submitter (if 
has to be a member of the KRYPTOS Society. If you have any questions 
regarding this competition, please contactj ! 

86-361 

I· .1. . •• ·.·.·.~-:.~·.,~ ....... . - • • • • • • • • • • • • • • • • • (b) (3)-P.L. 86-36 
(Ui i~ To enter, please submit two copies of the videotaped' talk,. 
or indicate that: the talk is available· on vide.:itape in the z 
Technical Library, R51 Library, or another simitar repository, to: 

• ·-• ■ • 
(b) (3)-P-L. 86-36 

(b) (3)-P.L. 86-36 
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by July 31, 1999. Each entry should be accompanied by the following 
information: name and current organization of the presenter,· title of 
talk, and classification of talk. 
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5. (U/ /'J'!'NilQ.) TECHNICAL ARTICLES 
Julie on Math: "Where are all the Transcendental 

Numbers?" 
by .... , ______ ! AMP .. Intern 

(U) This is a column in prai.se of pi, although it will 
before she makes· her grand er.trance. 

.... 
(Ui First, a review of the definition of "transcendent.al". Let us 
create numbers. 'fhe easiest numbers to create, the first numbers that 
ever get into a child's head, are the numbers that count things: 10 
fingers, 2 eyes, 4 legs on a dog, 5 blue blocks, 3 red blocks, and so 
on. These are t.he most basic numbe:cs there·are. Counting things 
leads to adding things leads to subtr,,;_cting things, until we. have.all 
the integers. 

(Ul Integers are not enough. Besides whoJ.e things, I might someday 
want to examine partial things. So let us invent integer fractions 
(fractions with integers in the numerator and the denominator). 
Split a cup into two pieces and measure 1/2 a cup of milk. 
Examining a person who is between five and six feet, I split a foot 
into 12 pieces and measure tha,: she is 5 and 5/12 feet· tall. 
Fractions' can be awkward to handle, so we mostly use powers·ot ten 
1n the denominato::- when we measure things and write the numbers in 
decimal form. 

(U) I don't lose any numbers by only Jiking decimals.because all 
fractions can be ·written as decimals. Any integer fraction--such 
numbers are usually referred to as·rat'ional nurnbers--converts either 

.to a decimal with a finite number of decimal places or a decimal 
which eventually goes into a state of endlessly repeacing a pattern 
(such as l/3=.33333333 .... or 1/2200=.00045454545454545 ... ). The 
integers themselves are rational numbe::-s since they are fractions 
with a denominator of J. (decimals with nothing to the right of the 
decimal point). 

(U) I now have lots of numbers. I have enqugh numbers to measure 
anything. at all. I could mea.sure a box and get 1 meter. Then I 
could divide the ruler into 10 piec,~s and get l. 5 meters. Divide 
into 10 again and I could get 1.56. Again, and 1.562, and at this 
point I would stop because my eyes··can't distinguish 1.562 from 
1.561 or 1.563. 

(U) However, I want even more numbers. Moving up i.n complexity, I 
could run into the probJ.em of needing t.o find numbers that are roots 
of polynomials with rational coefficients. For ·example, consider the 
polynomial (x"2}-5 {that's x squa_rE}d minus five) .. ~11nnn~i0 T w;:int- t-n 

solve it. It seems like I should b,? able to solve it. I can make an 
increasing sequence of numbers whose squares are all less than five: 
1, 2, 2.2, 2.23, 2.236, 2.23606, ... I can make a ·decreasing 
sequence of numbers whose squares are more than 5: 4, 3, 2.5, 2.25, 
2.239, _2.23609 ... Somewhere in those sequences I should be able to 
capture a number which exactly solves x"2-5, a number which.starts 
out 2.2360 ... However, there is no rational number (ho finite or 
repeating decimal) whose square is 5. So let's invent all the 
numbers which are roots of polynomials with rational coefficients: 
these are referred to as algebraic numbers. All rational numbers 
are algebraic, since for example the number 1/3 is the root of both 
x~li~ and 3x-1, the number 32.456 :ls the root of x-32.,156, the 
number .00071 is the root of x-.00071, and so on. Also, it turns 
out that adding, subtracting, multiplying, or dividing algebraic 
numbers just gives more algebraic numb,;ers. 

(U) Here is where .transcendental numbers come in. A transcendental 
number is any number that isn' ':: algcebraic. Could there be such 
numbers? The algebraic numbers consist. of just ·about every number 

.... 

(b) (3)-P.L. 86-36 

(b) (3)-P.L. 86-36 
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you'll ever run into. How many numbers could I have possibly left 
out? 

(U) According to mathematical logic, not only do transcendental 
numbers exist, but there ans more transcend,,.ntals then there are 
algebraics·. Lots more.. So many more that, if you picked a random 
real number and it turned out to be algebraic instead of 
transcendental, you should be shocked. 

(U) Let• s give an example of being shoclrnd. Suppose you measured 
the exact. temperature of ·your roon (v1ith the m9.gical completely 
accurate scieri ti f.lc thermometer Uwt r;oes out to al 1 decimal places) 
and.the temperat~re turned out to be· an ·exact whole .number, such as 
65.00000000000000000. That would be very surprising. You would 
think, why in the world would I get 65.000000000000000000000 instead 
of some messy fraction such as 65. 000235236302116780000? rrhis 
thermometer is broken. 

(U) However, you would be wrong to think that a whale number is 
startling but a messy fraction is expected. The difference between 
transcendentals and algebraics dwarfs the difference between whole 
numbers and fractions. 65.0002352363.02116780000 is just a·s shocking 
as 65.000000000000000000000. Any algrebraic number, in particular 
any number with a finite number of d,icimal places, is impossibly 
unexpected. What· you should expect to get is a transcendental number. 

(U) That is the conclusion that mathematical logic gives, but it 
doesn't agree with my personal experience. If transcendental numbers 
are so common, then where are they:' I've seen a lot of numbers in my 
life, and hardly any of them have ever been transcendental. When I 
measure a temperature, or take the length of something, or calculate 
a probability, I get an algebr.aic number. 

(U) I think transcendental numbers are impossible to find because 
human beings are just not built to perceive them. l-ve are constrained 
-by the physical univers,e: It rnakes no se,~se tD tc1lk about measuring 
a.number with an infinite number of. decimal places. Above, I said 
th<?-t if.you examined room temperature with a thermometer that went 
out an infinite number of decimal places, then you would see that it 
is transcendental. 1'hat statement did not actually make sense. It 
doesn't make sens,~ to talk a.bout rnea.suring· temperature to a hundred 
decimal places, much less an infinite amount. Once it's gone beyond 
s~veral decimal places, then the level of precision the thermometer 
needs is so exact that it's at the irnbatomic level. What does 
temperature mean on the subatomic 1,,.vel '? 

(U) As another example, suppose I picked a. board of wood. I chose it 
at random, so its length should be transcendental. But what does 
length mean once I go past a h~w. decimaJ. places and am at the 
subatomic level? For one thing, wood is mad•= out of atoms, which are 
discrete. A.lso, atoms shift around all the time and have weird 
wave-particle duality. Measun2ment doesn • t make sens,2 on such a 
small scale. 

(U) So, experiencing the. universe through our physical selves, we, 
will only measure rational numi:Jers (basically, m.11nbers with a finite 
a.mount of decimal places I • By use of mat;,ematical equacions, we can 
manipulate rationals so that we. produce algebraic numbers, but · 
that•s· it. Transcendental numbers exist, but we can't get to them. 

(U) Except for pi. Pi is the grand exception. It is the only 
transcendental number human be.i.ngs have (there is also e; but pi and 
e are blood sisters so I' 11 consi<ie:t them as one number here). I 
deliberately left pi out when I was constructing the set of all 
numbers up above. When numbers a:CQ constn,cteci--integers, fractions, 
roots. of equations, transcenc,entals·--then properly at step 3 I should 
have put in not only roots of equations,·but also physical constants. 
At the stage of complexity when human beings are i~venting 
mathematical equations then they are also·discovering physical 
constants that appear in equac:Lons---pi. and e, the gravitational 
constant; Planck•,~ constant, the speed of light, etc. 

(U) I am not sure what happens with Loe other :;ihysical constants, but 
pi (which by definition is the ci:ccumference of a circle divided by 

...... 
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its diameter) has all sorts of mathematical prpperties. In 
particular, even though the def l,ni tion of pi makes it sound as i.f we 
can only calculate pi by measuring things with rulers and string, pi 
is so snared up in mathematical formuias that we can compute it to 
all ·decimal places and, more significantly here, we can prove that it 
is transcendental . 

. (.U) So I praise pi h·ere because it allows me to glimpse the set of 
transcendental numbers, numbers ·which are otherwise unknowable to me, 
despite there being so overwhelmingly many of them. 

(Ul As a postscript I mention that in fact there are other kndwn 
transcendentals, but the ones I know of were artificially constructed 
so I sneer at them. True numb•a!rs arise naturally. I could, however, 
be gracious and modify my statement above to "pi and a very few 
other, lesser,.pipsqueak numbers are the only numbers that allow me 
to glimpse the vast, unknowabl,a set of transcendental numbers·.• 
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6. (U/~ PUZZLES: How Many Children? by,_! _________ l: 
(U) I hear ·children playing in the garden said Tony, a math graduate, 
are they all tours? No·!·' Answ,2red Professor White, the famous n'l.unber 
theorist. My children are play3.ng with the ones of three famili~ in 
the neighborhood, even though our family is tl::,e most numerous one. 
The Browns have fewer children than us, the Greens even fewer, ana. 
the Blacks have the ·fewest.·· But, in totai, how many children are • 
they? asked Tony. Let us say, answered White, ·that in total they a\-e 
fewer than eighteen, and the product of the four numbers equals the•• 
address of the house that :you saw coming here. · • 

(U) Tony pulled out his notepa<'.l and started to write. After a moment• 
he asked: Do· the Blacks have more than one child? As soon as • 
Profe.Ssox: White answered, Tony gave the exac·t number of Children iri • 
each family. 

(U) How many children in each family? . · I (b) (3)-P.L. 86-361 
(U/ /!"8WQ,l Please send solutions to this puzzle to ! 1 ■ .! • • ., ....... ________ _._ 
Please send new puzzle ia_e~s. ~o.j" ..;■ -■..;;.;•=•.;....•'-•-•"-'-•..;..,,•-"-;:•'-•ri,-,,.... ____ .a....a...a.... ..... ,._,I 

or 

II II II II II II II If H r, II It II II ft II ff II II II ft 11,11 II 11 II II II II It U 11 II It 11 11 11 11 11 It II II II ti II II II fl H II II ·" IT II II II II II 1' II II N II II II '1 M U II II 

llll/////ll/lll/lll/l///ll//!//l//j/////!////////I////////////II/I/III 

7. (U) EDITORIAL CORNER 

REMINDER: (U) Submissions fo.r ':he next issue are due by 28 June, 1999. 

PLEASE NOTE: (Ul 1\11 submissions mu,;t be in ASCII format, and, with 
the implementation ·of E.O. 12958, MUST BE PORTION-MARKED. If othe+ 
than NSA/CSSM 123-2 govL~rns th,~ clai;sifications, please so indicate. 

(U) If you Jiave any co1mneHts. o:c suggestions, please submit them to 
any member of the ed~torial board. 

tU/ /FOUO) _Tales of the KRYPT_ ·Editorial Board 
Editor: ,._ ________________________ ~1....,,.....--, 
Assistant Editor: I • •I. • · 

.... .,, .. ---
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I (b) (3)-P.L. 86-361 
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********************************************************************** 

++++++++++++++++++++++++~++++++++++++++++++++++++++++++++++++++++++++ 
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5. (U/ ~ Preview of 1999 Crypt'oiogic History Symposium, by 1 _________ ~1 Center for Cryptologic.History 

6. (U) KRYPTOS Puzzle 

6a. (U/~) New Puzzle: Nurr~er Sequences, by -'-----~r 
• .. 

• 

.. .. 
• ♦ • . . . 
' • • • . .. . . . . . . 

6b. (Ui /~ Solution to Previous. Puzzle: How Many Children?, 
• .. .. 

•• 
by' l (b) (1) 

• 
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. 
(U) CALENDAR OF EVENTS 

. . • • • . 
.. • 

Sep 14 (U/ ~ KRYPTOS Society Talk, 1330 in Friedman••• • 
Auditorium: the decipherment of a major portion • :·: --------.. 
of the the KRYPTOS sculpture at the CIA, by_! __ _, (bl (3)-P.L. 86-36 

Approved for Release by NSA on oi-28J2~23, FOIA Case i 61704 ... 
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( See article 3. ) 

(U) PLAN AHEAD 

Oct 27-29 (U) Syrnp~sium on Cryptologic History, sponsored by the 
Center for Cryptologic History; Friedman Auditorium 

, (See article 5.) 

11 n n ff II II II 11 11 11 n II H ti II II.~· II II}' II 11° II II II ff 11'11 H H If II II"· 11" II II II II II II II H ·11 11 II II ft ft II II n II II II II II II II ff n. H ff." NH DP II 

/f///l///l/ll//l//ll////ll////lll///lll!/l///////lfllll/ll/ll////////l 

2; (U/~) Cryptanalysis Career Panel (CACP) Personnel Changes 
by ! · !, Executive, CACP 

································ 
2a. (U) New CA Interns: 

(U/ ~) New hires - I 
interns - ..... 

. . . . 

...... -..... 
~ # "•"•h.,,._ • • • 

. I ■ '■ ./'•"'•"• ■ ■ ■ ■ ' . 
I •••• ■ • , • • ·•.I • ••• , ·• and I r . :· 

st~~oetl"in'jul 1999. New on-board •• 
• 

----·computer scientists, will be starting .the CA intern program 
in September 1999. 

2b. (U) CAC:P, Personnel Changes 

(U//FOUO) I current CA Panel Chair, has moved offices 

Page 2 of 12 

(b) (3)-P.L. 86-36 

from Z09 to "'=N""'2,,...,_. ----- • • • • • • • • ·• • • • • • • • • • • • • • • • • ■- • ■ • • • • • •1 (b) (3)-P.L. ..... __ , 86-361 

following: ••• ■ ■ • • • •.•.•••••• •. • • 
• • • ■ • • • • • • • 

(U / ~ ... , ------..i:lh:;.:;a::::· S:::..,. -=·r:..::_ ~~;;,;,,; .;,;. "tb~. cA· ;r:~ anf ..o.li ·;. . 
replaced by! I. Welcome aboard, . 

(U) The CACP thanks the 

(U/~) New Computer Pro ram (CPEB) and Tech Paper Board (TPEB) 
members: Say_ "hello" to and "goodbye" to on 
the CPEB. • • • • • • are • • 
replacing on t e .TPEB. Yoome, ,t~,,. • •• 

. . . . . . . " .. " "." .. " .. " .......... : .-. : : :. : : .-. : :· :·:: :.-.:·:: :· .-·:: :·.-·.-: :·.-·.:~-~:~-~~~~:.I (bl (3)-P.L. 86-361 
I I I I I I I I I I I I I I I I I I I II II I I I I I I I I I I I I I I l! / / / / / / / / / / // / / / ////////Ii./■/,' I I/". • : • . . . . 
. . . . . . 
3. (U/ /~ KRYPTOS Society New~: Splut-i.Orl "to•;_ ~aj or Portion of • 

the CIA KRYP:;r'OS -seillpt~re (Part I),· byl r 
! !will address this topi.c at the KRYPTOS 
Society meeting on 'I'uesday, 14 September, 1999 at 1330 
in Friedman Auditorium.] 

(U/ ~ In the courtyc;ird of the CIA.' s Headquarters complex is an 
unusual sculpture that doubles as a puzzle. More specifically, the 
puzzle is a set of enciphered messages. Ea~lier this year, a CIA 
employee claimed success in breaking the majority of these ciphers. 
In June, a private citizen in California did the same. NSA analysts 
also broke these same portions in 1992 after NSA was iss~ed a challenge 
by the Director of-Central Intelligence. With success on the·outside 
though, now seems like a good time to tell this tale. 

(U) INTRODUCTION 
I (b) (3)-~.L. 86-36 

• 
. . 

(U) The following paper will take a technical look at.\:he solution to 

• • 
• 

9/24/2010 
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a major portion of the KRYPTOS sculpture located in the courtyard of 
the Central Intelligence Agency in Langley, Virginia. Before starting 
on the technical details, let's take a quick look at the history of 
the sculpture, as well as a few comments from the sculptor. 

(U) In June 1988, a Fine Arts Commission project was announced by the 
CIA to acquire art work for the.new CIA Headquarters building. When 
the selection process had been completed, the Director of Central 
Intelligence approved the' proposal submitted by James Sanborn, a 
Washington (D.C.) area artist, to create a two-part. sculpture at the 
west entrance to the new Headquarters building, and in the courtyard of 
the complex.· In the fall of 1990 the work was unveiled at a dedication 
ceremony at the CIA .. 

(U) According to Mr. Sanborn, "the stonework at the entrance and in 
the courtyard served two functions. F'irst, it creates a natural 
.framework for the project as a whole and is part of a landscaping 
scheme designed to recall the natural stone outcropping that existed 
on the site before the Agency, and tha.t will endure as do mountains. 
Second, the: tilted strata tell a story like pages of a document. 
Inserted between these stone "pages" :ls a flat copper sheet through 
which letters and symbols have been cut. This code, whj.ch includes 
certain ancient ciphers, begins as International Morse and increases 
in complexity as you move throug-h the piece at the entrance and ipto 

. the courtyard. Its ·placement in a geolog,ic context reinforces the 
text's "hiddenness '' as if it were a fossil or an image frozen in 
time." 

(U) This paper's purpose is to concentrate solely on the copper 
sheets located in the courtyard throuql1 which letters and question 
marks were cut out. It will look at the diagnosis, exploitation and 
eventual solution of the majority of the cipher contained in the 
sculpture. 

(U) .THE KRYPTOS SCULPTURE 

(U) One half of the sc·u.lpt1,,:,re contains the. following Vigenere Square, 
which uses mixed sequences based on the keyword KRYPTOS. 

A B C D E F G H I J l{ L M N 0 p Q R s T UV W X y z A B C D 

A K R y p T 0 s A B C ]) E F G H I J T..1 M N Q u v w X z K R y p 

B R y p T 0 s A B C D E F G H I J L M N Q u V w X z K R y p T 
C y p T 0 s A B C D E F G H I J L M N Q u V w X z K R y p T 0 
D p T 0 s A B C D E F G H I J L M N Q u V w X z K R y p T 0 s 
E T 0 s A B C D E F G H I J L M N Q u V w X z K R y p T 0 s A 
F 0 s A B C D E F G H I J L M N Q u V w X z K R y p T 0 s A B 
G s A B C D E F G H I J L MN Q u V W X z K R y p T 0 s A B C 
H A B C D E F G H I ,T L MN Q u V w X z K R y p T 0 s A B C D 
I B C D E F G H I J L M N Q UV W X z K R y p T 0 s A B C D E 
J C D E F G H I J L M N Q UV w X z K R y p T 0 s A 13 C D E F 
K D E F G H I J L l1 N Q u V W X z K R y p T 0 s A B C D E F G 
L E F G H I J L 1vl N Q u V w X z K R y p T 0 s A B C D E F G H 
M F G H I J L M N Q u V w X z K R y p T 0 s A B C D E F G H I 
N r, H T ,, T M 1\1 ('\ n V T.,7 J{ '7 K R y p 'r 0 C A B C D E F G H I J L '-" -'- V ,LI •'" ., '.! V .., "" .,,. 
0 H I J L M N Q u V w X z K R y p T 0 s AB C D E F G H I J L 
p I J L M N Q u V w X lo K R y p T 0 s A B C D E F G H I J L M 
Q J L MN Q uvwx z K R y p T 0 s A B C D E F G H I J L M N 
R L.M N Q uvwx z K R y p T 0 s A B C D E F G H I J L MN Q 
s M N Q u V w X z K R y p m 0 s A B C D E F G H I J L MN Q u L 

Page 3 of 12 

'I' N Q u \7 W X Z K R y p T 0 C 
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· U Q UV W X Z KRY PTO SA BCD E.F G HI J L MN Q UV w· 
V UV W X Z KRY PTO SA BCD EFG HI J L M .Q UV W X 
W V W X ~ K R Y P T O S A B C D E F G H I J L M N Q U V W X Z 
X W X Z K R Y P T O S A B C D E F G H I J L M N Q U V W X Z K 
Y X Z K R Y P T O S A B C D E F G H I J L M N Q U V W X Z K R 
Z Z KRY PTO S. ABC DEF G HI J L MN Q UV W X Z KRY 

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z A B C D 

(U) Following is the other half of th<= main sculpture. Line 
numbers have been added for reference purposes only, and are not . . . 
a part of the sculpture. 

1 E ~ U F P H Z L R F A X Y U S D J K Z L D K R N S H G N F I V J 
2YQTQUXQBQVYU_VLLTREVJYQTMKYRDMFD 
3 VF P JUDE EH Z WETZ Y VG W HK K Q E-T G F Q J NC E 
4 G G W HK K? D QM C PF Q z·a QM MI AG PF X HQ R LG 
5 TIM V M Z JAN Q L V K Q.E DAG D VF RP JUNGE UN A 
6 Q Z G Z L E C G Y U X U E E N J T B J L B Q C R T B J D F H J R R 
7 YI Z ET l Z EM VDU F KS J HK F W HK U W Q LS Z F.T I 
8 H H'D DD.UV H '? D WK BF U F PW NT D FI Y CU Q Z ERE 
9 EV L DK FEZ MO Q Q J' LT TUG s· Y Q PF EUN LAV ID~ 

10 FL G ~TE Z? F K Z BS FD Q VG O GIP U F X H H.D R K F 
11, F HQ NT GPU A EC NU VP DJ M QC L Q UM UN E D.F Q 
12 EL Z Z V RR GK FF VOE EX B D MVP NF Q XE Z LG RE 
13 D N Q FM P NZ G L F ~PM R J Q Y A·L MG NU VP DX V.K P 
14 D Q UM EBE D M HD AF M JG ZN UP L ~ E W J LL A ET G 
15 END YA HR OH NL SR HE O C PT~ 0 IBID Y SH NA i A 
16 CH TN RE¥ UL D SL LS LL NOH SN OS MR W X MN E 
17 T PR NG AT I H NRA RP ESL N NE LE BL PI I AC A E 
18 WM T W ND IT EE NRA H CT ENE UDR ET NH A EOE 
19 T FOLSE D TI WEN HAE IO YT E Y Q HEE~ CT A Y CR 
20 EI FT BR SP AM H HEWE NAT AM ATE G YEE R LB 
21 TEE F OAS FI OT U ET U A E OTO ARM A EE RT N RT I 
22 BS EDD NI A AH TT MST E WP IE RO AG RI E W FEB 
23 A EC TDD HI LC EI HS IT EGO EA OS DD RY D LOR IT 

, 24 R KL ML EH AG TD~ ARD P NE OHM G FM FE UH E 
25 EC D MR IP FE IM~ H NL SST TR TV DOH W? 0 s·K R 
26 U O x·o G HU LBS O ~IF BB W FL RV Q QPR NGK S S 0 
27 T WT Q SJ Q S S 8 K Z Z WAT J KL U DI AW INF B N ~ P 
28 VT TM Z F PK W GD K Z X T JC DIG KUH U AUE KC AR 

(U) DIAGNOSIS 

I 

Page4 of 12 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

.--------------------------····· 
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(U) THE FIRST BREAK'I'HROUGH 

.--------------------....;_ ___ • l(b) (3)-P.L. 86-361 
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----------------------------............... . . . . 
(U) Here is a more readable version, with punctuation added:· 

"IT WAS TOTALLY INVISIBLE. HOW'S THAT POSSIBLE? .THEY USED THE 
EARTH'S MAGNETIC FIELD. THE INFORMATION WAS GATHERED ANP TRANSMITTED • 
UNDERGROUND TO AN UNKNO"v\TN LOCA·rION. :JOES LANGLEY KNOW ABOUT THIS? 
THEY SHOULD. IT'S BURIED OUT THERE SOMEWHERE. WHO KNOWS THE EXACT 
LOCATION? ONLY W.W.. TIIIS WAS HIS LAST TRANSMISSION. THIRTY-EIGHT 
DEGREES, FIFTY-SEVEN MINU'rES, SIX POIHT FIVE SECONDS NORTH, 
SEVENTY-SEVEN MINUTES, FORTY-FOUR SECONDS. WEST. I.D. BY ROWS." 

(U) The reference to W.W. is presumed to be William Webster, former 
Director of the CIA. The coordinates given are a location within tpe • 
CIA grouno.s, most likely the.main complex or the courtyard area. The. 
meaning of "I.D. BY ROWS" is.not known at this time.· The repeating • 
key of ABSCISSA is defined by Webster's New World Dictionary as, "the 
horizontal Cartesian coordinate on a plane,· measured from the· y-axis • 
along a line parallel with the x-axis _to point P." 

"· 11 11 ff II H 11 11 11 11 11 11 11 11 11 JI 11 11 If h II 11 If ti r, ff ff t1 rr ;r H If fl ff If II n fl JI fl fl IJ /f ff JI JI " 11 ti n It II II II II II ti II II II II II ff H II II II II H fl 

ll///llllll/lll///!l/lllll//l!lll//llll/ll/llll/ll/(I/IIIIII/II/II/III 
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(b) (1) 
(b) (3)-50 USC 3024(i) 
(b) (3)-P.L. 8.6-36 

4. l'.'l:'J';'i,.r..l, Technical Article: ►····--------1 (b) (1) 
.'--.----------------------------.....1► • • • (b) (3) -P.L. 86-36 
by._! _____ -'--___ ___.,!(bl (3)-P.L. 86-36 

· ... •·:•·· 
(~ The following article is based on a Z63 tec,.b.ti.ioe.~ •t"aik I • • • 
gave on 21 June 1999. 'rhe talk was a get1,~r.ai •o\re;view of I j 

as well as the the work I 
completed as a CMP'er touring in Z631 from September 1'998 through 
May.1999 to implement these concepts :Ln a C programming environment. 

• • • 
• • 

• 

• 

• 
,-I (-b-) -(3-) --P-. L-.-8 6---3 ..... 61 . 
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(b) (3)-P.L. 86-36 

♦ 

♦ 

♦ 
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.. ,-(b-) -(3-) --P-. -L .-86---36-., 

I 

... 
. . 

. • 

(b) (1) 
(bl (3)-50 Osc 3024(i) 
(b) (3)-P.L; 86-36 
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11 H II ft 11 11 11 II II If II II II rr ti ti It It ,i If JI II 11 II tf 11 II ,, ,, tf ti II If ff II U II :, If tt ff fl ti II II ,r r, II II II II 11 II ft H It H It n fl II It It II II ,, II N H "· 

///////l/l//l/l/l//)//ll/!l!!//!/ll//l///ll!II//IIII//III//I/IIII///// 

5. (U/~ Preview of 1999 Crypt~logic History Symposium, by Barry 
D. Carleen, Cent.er for C!:·yptologic History 

(U) The 1999 Symposium on Cryptologic History, sponsored by the· 
Center for Cryptologic History, will be held in the Friedman 
Auditorium at NSA, Fo:=-t Meade, _ on 27, 28, and 29 October 1999. The 
Wednesday and Thursday sessions will run from approximately 8:30 
a.m. to 4:00 p.m. The Frida.y session will run from 8:30.a.m. to 
12: 00 noon. All ,sessions will be unclassified. 

(U) This year's symposium will take a retrospective look at·a 
century of signals· intelligence and information systems security._ 
It will· also. provide fresh insights ir,.to the uses of cryptology in 
World War II and in counterespionage activities, such as VENONA and 
!SCOT. Other presentations will discuss selected topics in 
cryptology and the Cold War. In addition, the symposium will_ 
feature a pan~l ·discussio~1 on the declassification process currently 
underway in the Tnt_elLi.geace Community. 

{U.l We will keep you :informed abou~ the progress of planning for the 
symposium, and we will se:<1d out a ca.hmdar. of speakers about 1 
October. 

ti II II II II It II 11 II II "ti 11 ti 11 ·II II 11 If It ti 11 ti ff II 11 11 11 11 ti It II 11 11 It II 11 11 !I, i, 11 It II 11 II II II II II II II II ff I! II II ft II II II ft ,, ft II II II II ff ft II H 

!l!l///lll/////l//l/ll//////////l!/l!/I///III////II/I/I.III//I//I///II/ 

6. (U) KRYPTOS Puzzle 

6a. (U/ /~ New Puzzle: Number Seq-c1.ences, byl 
...... ---,.----

{U) The 12 sequences below all have a logical pattern. For each 
sequence, find the number that g~e~ in the blank and giv~ a brief 
description of the method of generati()IJ.. Occam's Razor applies._ The 
winners will be chosen based on the number of correct ans"~ers. 

. 
• 

(U) A. 1 1 2 .3 5 8 13 21 l (b) (3)-P.L. 86-361 

-------------------------------
. . . . . 

Page 9 of 12 

(b) (1) 
(b) (3)-50 US.C 3024 (i) 
(b) (3)-P.L. 86-36 
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(U) B. 1 1 2 3 5 11 26 81 --··•--· 

(U) c. 1 2 4 7 9 12 18 24 32 

, 
(U) D. 1 2 4 8 '16 23 28 38 49 62 

(U) E. 1 2 4 7 8 LL .13 14 16 19 

(U) F. 1 4 8 13 19 23 30 35 43. 50 

(U) G. 2 3 6 ·2 3 6 6 2 5 2 4 1 

(U) H. 1 5 9 13 21 23 29 33 45 ·53 

21 

54 

4 

61 

(U) I.' 36 67 93 142 483 889 1790 2800 

(U) J. 21 36 55· 60 67 68 92 93 

(U) K. 1 3 11 19 37 55 

(U) L. 101 118 215 531 705 -- , 

Editor's Comments 

I. This one's pretty far out. 
J. You"ll sing with joy·when you get this. 
K. This is elementary. 
L. You're done. You deserve a break. 

22 25 26 

7 

--

_,u_J_!'P81ii1QJ ____ P~lease send solutions to this. puzzl~e_t_o--=!==:::::;-~-~lat 

♦ 

or • • • 
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I Please send new puzzle ideas to _! _____ , 

....__ ______ ,.,. ••• ■•••• . •••• 

• • ■ ■ • • • ·• • • • • ■ • ■■ ~ ■■■ I I I I I, I~,#~ - - - • • • ••••~ ... --..,.· ----• 

- - .- . . ,· J(b) (3)-P.L. 86-361 
-- -- -- -- - - - - - --- --------- -- - - - - --- --- ~-- -- ---- ----- --- ---.. -....... -~. -----. . . . . . . . 

(U/ /~ Solution to Prrevi.ou~_ "Ptizzl~; 
by .... I-------'· 

6b. How Many Children?, 

(U) I hear children playing in the. -ga.rden said Tony, a math graduate, 
are they all yours? No! Answered Professor White, the famous number· 
theorist. My children are playing with the ones of three families in 
the neighborhood, even though our family is the most numerous one. 
The Browns have fewer children than us, the Greens even fewer, and 
the Blacks have the fewest. But, in total,. how many children are 
they? asked Tony. L.et us say, answered White, that in total they are 
fewer than eighteen, and the product of the four numbers equals the 
address of the house that you saw coming here. 

(U) Tony pulled o-o.t his notepad and started to write. After a moment 
he asked: Do the Blacks have more than one child? As soon as 
P~ofessor White answered, Torry gave the exact number of children in 
each family. 

(U) How many children in·each family? •#· .. ;·, 
---------·.: (U/ Correct solutions were submit:ted by: . . 

• 

• • 
• 

• 

I (b) (3)-P.L. 86-361 

) 
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• • 
( U) -Given : • • • • • • • • • • • • • • • 

White Brown Green Black O • • • • • • ••••i(b) (3 )-P.L. 
White+ Brown+ Green +·Black< 18 . 8 6-361 

White* Brown* Green* Black= Address 

(U) Here are the possible choices 
1,2,3,4-11 
1,2,4,!5-10 
1,2,5,6-9 
.1,2,6,7-8 

for ·(Bl,Gr,Br,Wh) and their product: 
24,30,36,42,48,54,60,66 
40,48,"56,64,72,80 

1",3,4,5-·9 
1,3,.5,.6-8 
1,3,6/7 
1,4,5,5-·7 
2,3,4,5-8 
2,3,5,6·-7 
2 I 4 I 5 / 6 

60,70,80,90 
84, 96 
60, 72, 84, 96,108 
90,105,120 
126 
120,140 
120,144,168,192 
180,210 
240 

(U) We _assume that Tony cou-ld not determine the number of children 
from the address, because there was not a unique answer. This limits 
the choices to the follo_wing: 

48 -· 1*2*3*8 "', 1*2*4*6 
60 -· 1 1'2*3*10 - 1*2*5*6 = 1*3*4*5 
72 1*2*4*9 = 1*3.*4*6 
80 = 1*2*4*10 - 1*2*5*8 
84 -· 1*2*6*7 - 1*3*4*7 
90 1*2*5*9 = 1*3*5*6 
96 -· 1*2*6*8 1*3*4*8 

120 = 1*3*5*8 ,_ 1*4*5*6 = 2*3*4*5 

(U) When Tony was told whether the Blacks had more than one child, he 
was able to answer correctly. Assuming that he didn't just guess but 
could deduce the answer, the address must be 120 and the Professor 
must have said that the ]3.lacks have two children. 

(U) Thus there are 14 children in the garden: 
5 Whites, 4 Browns, 3 Greens and 2 Blacks. 

If II ti II II II II II It 11 H 11 II II fl II II II It rl H 11 11 :, 11 11 11 If II U ,: It 11 11 11 11 11 It H II II II n It ff If II II II 11·11 II II II II II II II It II II JI ti II II H Ii II II II 
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7. (U) EDITORIAL CORNER 

REMINDER: (U) Submissions for thE! next issue are due by 20 September, 
1999. 

PLEASE NOTE: (U) All submissions must be in ASCII format, !3-Ild, with 
the implementation of E.O. 12958, MUST BE PORTION-MARKED. If other 
than NSA/CSSM 123-2 gover:i.s the cl_a_ssifications,. please so indiqate. 

(U) If you have any comments or suggestions, please submit them-to 
any member of the edi toria:l. board. · · 

(U/ ~ Tales of the KRYPT Editorial Board 
Editor: 

----------------------------t'. ■ ■ ■ ·I (b) (3)-P. L. 86-36 I 
9/24/2010 
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Assistant Editor! I 
Puzzle Editors: 

. ' 

.----------================::::;-;.;-;-. -:.~.;-;-.-:.-:.~.: :., -------.. I (b) (3)-P.L. 86-361 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

Derived from: NSA Classification Guide 342-98 
3 August, 1998 
Declassify on Xl 

• ci ! 11 -Ii I; • ' ~ t >1As ;,,.~;J....- ,-...;.t;..,. - ~•"' = 
• ~ , 1 ~ • ' • 1 1 ~~-V~G l N'V\...11h'H~'4 I 

DERIVED FROM: NSA/CSSM 123-2, 
DATED 3 SEP 199,1 

DEC..ASSIFYON: SOURCE MARl<ED "OADR 11 

DAlE Of SOURCZ:: 3 Sl!P 1991 

♦ 

♦ 

♦ 

I (b) (3)-P.L. 86-361 

♦ 
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1. (U//~ PERSPECTIVE: ~~erodes of M: ~~Jif.!_Years as CACP Exec" 

(U/ ~ Each issue of this newsletter <:atures the perspective of a : 
Senior on a CA topic of his/her chpicr.• This issue .we are pleased to. 
feature the thoughts of! . previou~ Cryptanalysis Career• 
Panel Executive. • 

(U/~ I was a little surprised when I was asked to write a 
perspective·on my term as Executive of the Cryptanalysis Career 
Panel.for _Tales of the KRYPT_, since I didn't feel ·that I had 
any particular insight into the field o~ the future of Crypt-
analysis because of my position, Nevertheless. ·it was a very 

. . 

.. . 
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enlightening experience, and I would definitely encourage every 
cryppie .to spend some time outside of z in a similar position to 
see· what the Agency is all about.· 

(U//~) In some ways, I learned more about cr~'l,'.itanalysis at NSA 
during rriy three years in this non-technical job.than I did working 
in the trenches. I got to meet a lot of people doing CA in 
different parts of the Agency that I never would have known about 
otherwise. I also got a good picture of NSA from·this vantage 
point. From where I sat in DS, I saw the Agency as a business--the 
running of a large corporation--and not just 'SIGINT as far as the 
eye can see'. we were the first t::> hear about r:ew initiatives like 
doing away with professionalizat.ion, P3, and-the new promotion 
process. Another benefit of this job was.getting to meet and work 
closeiy with some very senior·people at NSA. Because of the office 
I represented, I had some power and people listened to what I had 
to say (or at least pretended to!"). 

(U/ ~ At first, being surrounded by non-techies took some 
getting used to. I felt like a fish out of water in the 
"touchy-feely" Human Resources world. I brought a very analytical 
approach to all my•·human resources activi.ties, and I believe many of 
my HR counterparts were amused (but impressed) at my scientific/ 
logical approach to soft subjects. · 

(U/ ~ On the down side, I miss·ed the great technological support 
we had in z Group. The syst,~m admins supporting the career panel 
office in OPS.2B were out at FANX and we never_knew a name or phone 
number to call--you had to submit a "t . .j.c'<et" through Netscape, 
which was impossible to do if your computer was down!. (Which was 
usually why you needed them ... ) Cal.ling up a Frame document took 10 
minutes and printing it out took even longer. Still, in spite of 
this we managed to get our work done (often by getting help from z 
Group which, for instance, loaned_ us sun terminals when we couldn't 
get any from our own orga11ization) . 

(U/ ~ Although I was in the same position for three years, there· 
was quite a bit of diversity: 

(U) Diagnosis 

(U/~ Occasionally an intern or cross-trainee 
would come in disheartened and discouraged,· perhaps wanting to 
quit the program·, and it would be up to the Exec ( s) to figure 
out what was at the root of the problem_and how to solve it. 

(U/ /~ Attack Deve·lopment 

(U/ ~ We were quite frequently given a problem 
and would have to decide how to" tackle :!.t, such as 
"Professionalization_ is going away. How are we going to do 
life-long career development.?" or "The CA career field is 
having an identity crisis. What are we going-to do about it?" 

(U) Exploitation 

(U/ ~ Exploitat_ion of the CA workforce was one 
of my favorite pastimes. When people saw my sid in their 
mailbox they quickly learned to delete the email sight unseen, 

·knowing that I was probably tapping them.for some task or other. 
But the truth is that the CACP could.n · t do. its job without the 
help of all the dedicated volunteers throughout the community, 
whether serving on an official panel for certification or tech 
track, taking a trainee i·nt.o their office for si.x ·months, being 
part of an ad hoc working group for some CA issue, or a myriad 
other things. To all of you I extend my deepest thanis. The CA 
workforce was.very responsive to my requests for help, and 
usually.readily stepped forward to volunteer its time a.nd 
efforts (except in the case of replacing the Execs when it was 
our time to move on ... ) Some were called on more than others, 
and had barely gotten off one board/comraittee_only to be put on 
another! (You know who you are'. and we are so grateful for you! ) . 

(U) Research 

(U/ ~ There was plenty of work done in this area. 

. . . . . . 
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We were forever get.ting.bombarded with requests for obscure 
information like "How many CA intern graduates since the 
beginning of time have .... " and "How many females certified in 
CA are also Senior Meml:.lers or above in the Tech •rrack?" 
Sometimes. an issue would arise at a Career Pane·l meeting, such 
as "How well do CQB scores predict futu.re success in the 
field?" and I was off and running collecting data, doing 
analysis and drawing conclusions. · 

(UJ Despite keeping up in these diversity areas, time and 
tecl;mology have marched on. Trying to get: back into a highly 
technology-based job after a three-year hiatus is tough. But in 
spite of that, I would do it again. 

(U/~) So to answer the question I was asked to write about, the 
major things affecting the cryptanalytic field that happened during 
my tenure in office were A) a broader- view of what constitutes 
cryptanalysis, B) a permanent and expanded technical track program, 
and C) renewed hiring into the CA career field. But those are not 
the things I will remember most vivl.dly from my experience as a 
cultural exchange student from DO in.DS. 

II' II n II II 11 11 Tl II ti II II If ff ff rr ,r II fl rt rJ lf ,r II II rl ,1 II., II fl IJ 11.'I Un II 1111 H II II II II II,, II II II 111111 tr II u_ II U It 1111 If II II ft ff II II II II II 
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2. (U) CALENDAR OF EVENTS 

Oct 21 (U/ ~ Annual KRYPTOS Society Luncheon, 
Fort Meade· Off.icers Club 
I See article 4.) 

Oct 27-29 (U/ /~ Sympos;i.um on Cryptologic History, spon·sored 
by the Center for Cryptologic History; Friedman 
Auditorium 

(U) PLAN AHEAD 

Jan 24-28 (U/ /~ Math2K Conference 

It II !I II II II II II II II II II II II II II Ii II II II II II II II II II II II II 11 II 11 II II II It II II II II II II II II ff tT II II II II ti 11 II !I II II II It II II II 11 II ti II II II II II fl 
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3. (U/J"IIWOJ CRYPTANALYSIS Cl\REER PANEL (CACP) NEWS byl I Assistant Executive, CACP 
+ 

3a.- (U/ ~ Changes to CA T;'iining Requirements 
♦ 

(U/ ~ After reviewing the train!11g requirements for CA 
certification, the CACP has modified·!ohe list of approved classes, 
deleting and adding new courses to the•list. One class, CA219, was 
deleted from the intermediate list. Tw~.classes, CA170 and CA48E, 
were added at the basic and intermediate ltevels. Several courses 
which are no longer tau9ht (EC407, ND411, l"!P466, LS275) have been 
deleted from the specialty lists, and new cb~rses have been added. 

- Cryptanalysis Specialty: CA241, CA262, ~A,40; 
- Mathematics Specialty: MA245. MA302, MASt\, ND280; 
- Computer Science Specialty: MP354, ND280. • 

• 
(U) Aspirants have until 1 September 2000 to complJi_e t_he training 
under the old requirement list. After that time, th& new course list 
will be required for a.11 aspirants who have not compli\ed their CA 
training. Please see the CACP training page under the J:.ome page for 
details or contact the Panel Office. • 

♦ 

• -- ---- -- -- -- -- ----- --- - -- - --- -------------- --- ----- - ------ ---~ --- -- -- -
♦ 

3b. (U/~) New CA Interns 
♦ 

• 
(U/ ~I lsecretary, has been accepted•• 
as a Cryptanalysis Cross-Trainee. • • ·• • • • • ·• • • • • • • ■ ■ • .,. _________ _, . . . . I (b) (3)-P.L. 86-361 

--- ------------------------------------------------------.-. ,1-& . . . . . . . . . . . 
Personn~l c1apg,,,~ • _________ _,.., ... 

(U/ ~, lis the new Signals 

3c. (U/ J'!ll8WQ.) CACP 

Analysis Advisor to the 

Page 3 of 13 
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Panel. 

(U/~I lis the ·cACP's new Administrative 
Assistanc•.---------,. • 

----------------------------------·-. --------------------------------
• . 

3d. (U/~ Newly Certified Cryptan~lysts . 
• 

(U/ ~ Congratulations to the following ne"'1:1.v certified 

cryptanalysts ! .... ------------ • • • .,_ ____________ .. I _ .... · .♦J (b) (3)-P.L .. 86-361 

♦ 

• . . ♦-

3e. (U/ ~FYOO Hiring ♦ 
♦ . 

(U/ ~The CACP w:i.11 be able to hire Q.nterns ~n FYOO. 

"II !I II II II H II II II II 11
0 

II II II II II II II ti II II II II II II II II II 1111 II II II II II II 11 II If ti II II 11 11 II II I! II II II II II II.fl II H II II ff II II II II II II !I II II II 

//l////lll////l//l//l//////l!IIII/I/IJI///////I/I/III/////II/IIIIII/II 

4. (U) KRYPTOS SOCIETY NEWS: ·KRYPTOS Society Annual Fall Luncheon 

(U) The KRYPTOS Society Annual Fall Luncheon will be held on 
Thursday, 21 October 1999, at the Ft. Meade Officers Club with the 
following schedule: . 

11:00 a.m. --•----- Cash Bar 

(Complimentary Hors D'Oeuvres) 

12:15 p.m. -------- Country Buffet· 

(Presentation of Awards -and Recognition of Distinguished Members) 

(U) The Country Buffet will consist of· the following_: 

Full Soup & Salad Bar 
(Italian & Ranch .Dressing) 
Fruit Bowl 

Rice Pilaf 
Whipped Potatoes w/Gravy 
Macaroni & Cheese 

Fried Chicken Southern Style Green Bearis 
Baked Fish in Lemon Butter Baby Carrots 
Barbecued Pork Ribs Cobbler, Cake, Pie, Mousse 
(Served with Corn Bread & Butter, Hot Coffee or Tea. ) 

Cost: Members $9.00 Non-Members $10.50 

Please note: There is no smoking in the banquet room. 

(U) To reserve your place, please use the f.orm below: 

(U/~ 

NAME _________ _ ORG PHONE _____ PAYMENT 

Please detach this form and deliver or mail it with your payment 
($9.00 if member of KRYPTOS; $10.50 if not) to one of the following 
people by NOON on Thursday ·october 14. 

• II 11 II II II II ft II II II II II II II H If If U II 11 II II II II II " II n I: II 11 1! II U II II;, II 11 tf II II II II i1 II ll II n If II U II II II II II II II II II II II II II ti II II II 'It 
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5. (U) TECHNICAL ARTICLES 

· Sa. (U / /""8,;IQ) Technical Article: Some New Lattice Quantization 
Algorithms ·For_ Videoconferencing ·(U//~ 

♦ 

(b) (3)-P.L. 86-36 
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,------------,. •. • •• • • • ■ • ■ ■ • ■ ■ ■ • • • • • (b) (3)-P.L. 86-36 
by' I 

1. (U) Introduction 

(U/~ Motion compensation is a technique for compressing 
video data. Since there is very little change between 2 
frames of data we would like to. code the changes rather than the 
entire picture every time. This is accompiished by predicting 
where the object~ in the picture will move and describing this 
motion using motion vectors: Since motion is not always uniform, 
we will quickly have the problem of error.propagation. 

(U/~ A patent by Baker, et. al. describes an innovative 
method for correcting the error by encoding it using a technique 
called lattice ·quantization. The errors are taken 8 pixels at a 
time to form an 8-.long vec.tor. By exploiting various symmetries, 
Baker can reconstruct the 2400· most likely vectors (excepting the 
all O's vector) by storing only 920 of them. This article will 
present an improved technique in which all 2400 vectors can be 
recovered by storing only the 16 codewords of the 8-long extended 
Hamming code (defined below), an enormous reduction of storage 
requirements. This work is covered by three patent applications· 
recentl\r submitted by NSA to the U.S. Patent office. 

2. (U) Lattices and Lattice QuantizatJ.on 

(U/ ~ We start with some definitions. A quantizer is a device 
which converts numerical data into a fin~te number of possible 
outputs. A scalar quantizer rounds a real number· to the nearest 
allowed output value. A vector quantizer takes a point in 
Rn (i.e. a point having n coordinates) to the nearest point taken 
from a set of· points that ha:; been precomputed so that 
there are more allowed points in areas of higher probability and 
less in areas of lower probability. Any quantizer produce$ round
off error. A vecto.r quantizer produces less error on the average, 
but it is much more complicated than a scalar quantizer. 

(U//MQj An alternative form of vector quantization is called 
lattice quantization. A" lattice can ·be thought of as an· 
evenly spaced grid in space. Put more p.recisely, given n linearly 
independent vectors xl, ... ,xn in Rn, the lattice generated by 
xl, ... ,xn is the set of points (cl xl+ ... +cn xn) where cl, ... ,en 
are all integers. We can use a lattice for quantization by 
rounding our input point to the nearest lattice point. This 
requires no precomputation, but now there are infinitely many 
possible outputs. Because oE this fact, lattice quantization is 
only appropriate for data whose probability distribution is 
heavily concentrated a.round c. single point. In our case, we are 
dealing with error vectors, so o~r data is heavily concentrated 
around the origin of Rn. 

3. (U) Baker's Method and Our Improvement 

(U/ /~0) For his lattice· quantizer, Baker used a special 
lattice~mown as E8. The points of EB have 8 coordinates and they 
are of the form (xl, ... ,x8) or (xl+.5, ... ,xB+.5) where in either 
case xl, ... ,x8· are all integers, and xl+ .. ·.+XS is• an even number. 
E8 is currently the best known quantizer in B dimensions in the· 
sense that it has a smaller round.off error ~han any other known 
lattice in RB. EB also has the property that for any point · 
(yl, ... ,y8) in EB, the ·sum of the ·sq•.1ares of the coordinates is 
an even integer. If ylyl+ ... +y8y8=2i, we say that the point 
(yl, ... ,y8) is in shell i. 

· (U/ (~O) For Baker• s ·error data, 90% of the points round 
to the~igin and 8-9% round to points in shells 1 and 2. The 
interesting part of the patent describes the coding of the points 
in !:he first 2 shells. There are 240 points in shell 1 and 2160 
points in shell 2 totalling 2400 points. If a point. (yl, ... ,y8) 
is in shell i of EB (i=l, 2), then (-yi,.:.,-y8) is also in E8 
and also in shell i. So we only have to remember 1200 points, 
since the remaining points are just their negatives. By 
exploiting additional symmetry, we can reduce this number 
further so that· only 920 points need to be stored. 

(U/ /fl'eowQ.l Our improvement: uses a different version of the 

• 
.. 
• 
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EB lattice •involving the 8-long extended Hanuning code, a well 
known error correcting code. we will avoid a long discussion 
here on error correcting codes, but this code can be thought· 
of a·s a set of 16 8-bi t words wi·ch thE, property that any 2 of 
them differ in at least 4 places. !<le say that a point 
{yl, ... ,y8) is in this alternate EB lattice .if multiplying 
each coordinate by the square root of 2 and.taking the result 
modulo 2 produces a word.in the extended Hamming code. This 
implies that the yi are .in the form of an integer divi.ded by 
the_ square root of 2. '.l'he new E8 lattice can be thought· o·f a 
"rotated" version of the one used by Baker. 

{U//~ In our new version we only need to store.the 16 
words of the extended Hamming code instead of the 920 points 
needed by Baker. Ignoring the factdr of one divided by the 
square root of 2, a.11 of the· shell 1 and 2 ·.points consist of 
codewords with the l's possibly replaced by -l's ar:d the O's 
possibly replaced by 2's or -2's. We can send these points 
with 0 the ·same riumber o{ bits ne(,ded by Baker. 

4. (U) A Leech Lat•tice Q1iantizer 

(U/ /'l"e.iQ,) ·we have also designed a quantizer using a 
24-dimensional lattice kno~m a.s the Leech lattice. There are a 
number of. advantage·s to this. Fii:rit of all, a number of very 
fast algorithms exist for finding the closest point of the.Leech 
lattice to a given point with 2.:1 coc,rdinat:es. Secondly, the 
Leech lattice has a smaller average error than any known lattice 
in equal or· sma.ller dimensior.. we can also send 3 times the 
information as with the EB. lattice. Finally, the Leech lattice 
has played an _important :role in mathem,;1ti.cs,_especially in the 
classification of finite simple groups·. F'or this reason, it 
has-been extensively studied. 

(U/~ For more i.·nformat:ion and the _mathematical details, 
see my pa.per "An Introdu,;tion to the Theory of Lattices" which 
is available on request .. 

Sb. {U//~) "Solutio:i. tc) a Major Portion of the CIA KRYPTOS 
Scu~pture { PA!<'l' II) , by ! I .... • .... 

I. {U) The Second Breakthrough 

. . 
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(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

(b) (3)-P.L. 86-36 
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(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

I (b) (3)-P.L. 86-361 
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~ . . 

(U) Although thi.s may or may not be t.:,e way the system was 
originally set.up by Sanborn, it is likely.to be very close to the 
truth. The entire text of section 3 follows, with appropriate 
punctuation, 

"SLOWLY DESPARATELY SLOWLY THE RF.:MAINS OP' PASSAGE DEBRIS THAT 
ENCUMBERED THE LOWER PART OF THE DOORWAY WAS REMOVED. WITH 'l'REMBLING 
HANDS I· MADE A TINY BREACH IN TH:2 UPPER LEFTHAND CORNER, AND THEN, 
WIDENING THE HOLE ·A LITTLE, I IN8ERTED THE cAimr..E A:NO PEERED IN. THE 
HOT AIR ESCAPING FROM THE CHAMBER CAUSED THE F'LJ-.ME TO FLICKER, BUT 
PRESENTLY, DETAILS OF THE ROOM WITHIN EMERGED FROM THE MIST X CAN YOU • 
SEE ANYTHING Q" • 

(U) If you have ever read about King Tut, the passage may have 
sounded familiar to you. It is a paraphrasing from the book "The 
Tomb of Tut-ankh-amen" written by Howard Carter. 

II. (U) The Third Breakthrough 

• 
• 
• 

. 
. . 

• 

• • 

. 
• . 

• 

. . . . . . .· . 

. . • • . • I (b) (3)-P.L. . 
• 

• 
• . . 

• 
• 

• . . . . 
• 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

J (bl (3)-P.L. 86-36 

86-361 

9/24/2010 
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(U//~ Respaced and punctuated, it reads: 

• • 

• ' 
• 

• 

• 

• • • 
♦ 

• . 
• • 

Page 9 of 13 

(b) (1) 

(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

I (b) (3)-P.L. 86-361 
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"BETWEEN SUBTLE SHADING AND 'rHE ft,BSF.NCE OF LIGH'I' LIES THE NUANCE OF 
ILLUSION" 

III. (Ui The Fourth Breakthrough? 

~(b) (1) 
P • • • • ,(b) (3) -50 USC 3024 (i) 

<1:;) (3)-P.L. 86-36 

.. 
• 

.__ ____ I-·· ·:-~-
" . 

.-1 -(b-) -( 3-) --P-.-L-. -8-6--3....,61 

...... 
• • ♦ "' . .. . .. IV. (U) Recap 

. . . -l · ~: :.: ·_::.---
... ,.FR'"e--p•1-a·:i.-n_t_e_x __ t_r_e_a_d_s_: ________________________ , ____ .. • 

• • 

I 

♦ 

"BETWEEN SUBTLE SHADING AND THE ABSENCE OF·LIGHT LIES THE NUANCE OF 
♦ 

ILLUSION" ♦ 

• .. 
♦ 

• 
♦ 

♦ 

♦ 

♦ 

• 
♦ 

• 
♦ . 

"IT WAS TOTALLY INVISIBLE. HOW'S 1'H..,T POSSIBLE? THEY USED THE 

I 
. 

• 
♦ 

♦ . 

EARTH'S MAGNE'rIC FIELD. THE INFOR.1111ATION WAS GATHERED /\ND TRANSMITTED . . . UNDERGROUND TO AN UNKNOWN LOC:A'V,I()N. DOES· LANGLEY KNOW ABOUT THIS? 
THEY SHOULD. IT'S BURIED oui•THERE SOMEWHERE. WHO KNOWS THE EXAC'J;' 
LOCATION'? ONLY W.W. THI~ WAS HIS l,AST TRANSMISSION. THIRTY-EIGHT 
DEGREES, FIF~'Y-SEVEN MJ•N~JTES, SD'. POINT FIVE SECONDS NORTH. 
SEVEN~'Y~SEVEN MINUTE~,+ FORTY-FOUR SECO.NDS WEST. I.D. BY ROWS." 

• ♦ 

♦ 

♦ 

♦ 
♦ 

♦ 

f the plain €ext reads: 

"SLOWLY DESPARATELY SLOWLY THE REMAINS OF PASSAGE DEBRIS THAT 
\... 

• . 
• . 

r 

ENCU~BERED THE LOWER PART OF THE DOORWAY WAS REMOVED. WITH TREMBLING 
HANDS I MADE A TIJ'.'IY BREACH IN THE UPPER .LEFTlil\JlD CORNER, AND THEN, 

. . . . 

• . . . 
.• . . . . . . . . 

. . 
I (b} (3)-P.L. 86-36 
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WIDENING THE HOLE A LITTr,E, I INSERTED THE CANDLE AND PEERED IN. THE 
HOT AIR ESCAPING· FROM THE CHA.'1BER CAUSED THE FLAME TO FLICKER; BUT 
PRESENTLY, DETAILS OF 'I'HE ROQM WITHIN EMERGED FROM THE MIST. CAN YOU 
SEE ANYTHING?" 

11 11 H ff U ff II 11 11 11 11 11 H ,i II ti 1• ,t II II I. II II I' U II II II U ,1 II II I] ,~ II 11 ,, ff >I II II ,i II '· · .. II U ,, II II II II U 1; U II II U II fl ti It II II II U II II II ..a, • 

/II/IJllll/llll!/ll/l///f//lflll//l/!/l/l/l/ll//f/lllll////l/l///l/ll 

6. Community News: "Con~rrat.ulations Class of 
Crftoloqic Mat:he:natic:Lan Program (CMP)" 
by . I . . . . . . . 

1999 

. 
• . • • . . . . . . . 

Page 11 of13 

. . . . . . . . . . . 
(U/ ~ On 1 October 1999 iri t:he Friedman Auditorium, the 34th • • ~ • • • • ·• • • • • • 
class of the Cryptologic Mathematician Program (CMf ). qrwd,\><1.ted • • ■ • • • • • • • • • • • • • ." ." ." •• ""~ .,. tr 
•The Master of Ceremonies was j · j Executive, 
CMP. The opening remarks were made byl I 
Chief, Techniques and Research. Mr. James R. Taylor, Deputy Direct~I" 
for Operations, gave the keynote address. Various members of the 
Agency mathematics community attended the event, along with other 
Agency·personnel, family members, fri'ends and Agency retirees. 

(U) During their three year program, class members att;ended 
many tr.aining classes, conferences and went on a variety of 
class trips. 

The following is a list of the graduates and their first 
assignment aft•~r graduation: 

* 

*** 

Barbershop 
Cryptoscience Fellowship Program 
K Group Math Office 

. . 

• . 

. . . . . 

... 

• 

• 

. . 

. . 

• 

11 11 11 11 It 11 11 Ii fl 11 11 11 n tt II rt ti U 11 11 IT 11 11 11 11 11 11 II 11 11 11 11 I' II,, 11 u ,, 11 11 II 11 11 11 11 tt 11 11 II 11 11 11 It 11 11 11 II II II II 11 11 II 1f !! 11 11 "n 11 ♦ 

//lllll/l///ll/ll!ll!ll///l/lll/!!llll//l//l/l///llll/il/lll!/II/I/I/• 

7. (U) KRYPTOS PUZZLE 

7a. (U/~ New Puzzle: "Disem,,oweled," by._l ________ ..... r 
(U) Each of .the fol.lowing is a. group of related words. Each group 
has had its vowels removed (ouch!). For purposes of this puzzle, Y 
is always a consonant. The number in brackets i.ndicates the number 
of words in the group. For each group, fill iu the missing vowels, 
and identify the common feature. 

Example: 

[6] PD LB G LC LLB X RT RR RC H H H 

• 

.... . . . . . . . . . 

. . .... •· . ~ ..... •· .... 

• . • 

• 

. • 

• 

• 

• 

. . . 

• 

• 

•· 
• 

• 

w 
I 

ti:, 

: 
00 
(J) 

I 
w 
CJ) 

would be six breeds of dogs: 

Poodle Beagle ColJ.i.e Boxer Tcar,rier Chihuahua 

(b) (3)-P.L. 86-361 
• 
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(U//~ •rhere .lre a bak.er' s do:?.Em here, so enioy! Feel free to 
submit partial solutic,ns. ('.rhanks toj [for suggesting this 
type of puzzle.) 

• • (U) 16 l B. s L R G N D L L C R N D R C MNM c; 
• 

[4] C N NM L R N C s R B C'S p D • • • 
[6] K R C H N R s s L s N p L N D ♦ 

♦ 

♦ 

[5] R L s M 'l' s H G L 
,, ., ~ D R <' ,. X p f, ♦ 

♦ 

♦ 

[6] R s D s y R s p T N B G N D fl L ♦ 

♦ 

♦ 

[6] p L J V B s C C C B L D· ♦ 

• 
[6) B V 1, T B C i, L • F L T p ·N • • 
[61 l,/ H .T w H T C l;! p 'l' p ·r N N R y • . 

• 
[SJ M R M G R T T D L M s s N RN s T • .. 

♦ 

[6] B L s K 'I' y D ·D M T H B T L N T ♦ I (b) (3)-P.L. 
[5 l L s T N M N N w R z N T " WC B N T y ._ ._ ... r . ... ·. ·. .. . ... . . . .. .. . [6) MR I1 N N QN s H R D y w L F p·N . . . . . . . . • • 

t.: "K •M•; 
. . . . • • . . . . 

[6 l 'f M T p F t> F FNR.U,J;i s !'I.CJ .. ... . . . ••· . . . . . .. 
(U//~ Pi_e~s.= •S~n'l:l. "solutions to,.t.'1.i!'s"puzzle tol ·r • ~at I Please se·nd new. ~u!:z"le ideas to ! r 

or j I 
---------------------- ·--------------------------------------- --.---
7b. (U//~) Solution to Previous Pazzle: "Nmnber·Sequences", 

by _____ _ 

( u / /~ The 12 sequences below all have_ a logical pat tern. 
For each sequencl3, find the number that go,,s in the blank and give a 
brief d~·scription of the method of· ,renera tion. 

A. 1 1 2 3 5 8 13 21 _34_ 
Fibonacci sequence, x_i = x_{i-1) + ·x_{_i-2} 

B. 1 1 2 .. 3 5 11 26 81 _367 
x....,i = x_{i-1) + (x_{i-2) * x __ (i-3)) 

c. 1 2 4 7 9 12 18 24. 
,.., 
:,, ... _38_ 

x_i = x __ {i-1} + the number cf factors of x __ {.i~l) 

D. 1 2 4 8 16 23 28 38 49 62 70 
x_ i = x_{i-1) + sum of digits of _x_{i-1) 

E. 1 2 4 7 8 1J. 13 H H 19 21 22 25 26 _28 
Numbers whose density of l ''s in binary is odd. (poppar(xi 1) 

F. 1 4 8 13 19 23 3 0 3 5 43 50 54 _61_ 
x_i = x_{i-1°} + ·number of distinct letters used to spell x_{i-1} 

G. 2 3 6 2 3 6 6 2 :i 2 4 1 4 7 __ ';i_ 
Number of letters in each word of the US Constitution. 
(We the people of the Un.i:tecl States union) 

H. 1 5 9 13 21 23 29 ll 45 53 61 _63_ 

I. 

Years in the 20th century in which a new U.S. president took 
office 

36 67 93 142 483 889 1790 2800 3670_ 

Page 12 of 13 

86-361 

J. 

Millions of miles from p1anets to sun (closest to furthest) . 
This quee-ti.o:i. had a. wide ra.nge of possib:Le answers depending .on 
the source, but any reasonab).e val;:i°e was acc.epted 

21 36 55 60 67 68 92 93 125 
·I (b) (3)-P.L. 86-36 . • . . . 
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Beethoven symphony opus numbers 

K. 1 3 11 19 37 55 87 · 
Atomic numbers of elements reading down thEl 1st column of the 
periodic table 

L. 101 118 215 531 705 _906 
Federal holidays in 1999 (given month/day) 

(U/ ~ A complete solution was submitted byi I Honorable 
mention goes to! ! • • • • 

"1111ti1111 11 II II II II II II II II II II H 11 11 11 H 11 ,1 ff II II;, 11 II 11 11~1 ,:II! IP~I 1:'11 fl' ... , I.II M fl II II II II II II 11•11 11 1111 ff ff II 1111: II.ff. II II It 
- . . . 

//II I I I I I I I I I// I// I I I I I I I I/// II I I Ii// i I Ii I II/ I Ii I Ii Ii/! fl'( N 1./i I/~/ //1 • • 
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8. (U) EDITORIAL CORNER • • ! • • 
• 

0 (b) (3)-P.L. 86-36 

REMINDER: (U) Submissions for the next issue are due by 
21 October, 1999. 

PLEASE NOTE: (U/~ All submissions must be in ASCII format, and, 
with the implementation of E.O. 12958, MU:ST BE PORTION:_MARKED. If 
other than NSA/CSSM 123-2 governs the classifications, please so 
indicate. 

(U) If you have any comments or suggestions, pl.ease subinit thel'(l to 
any member of the ediU•rial boa:cd, 

(U/~_Tales of the KRYPT_. Editorial Board 

Editor: '--~~---.-------------------'i.--. Assistant Editor, ..... 1 ________________ ..,.. ___ 1 

Puzzle Edi tors : · I 

. . . 

. . .. 
• • . . ... 

(b) (3)-P.L. 86-36 . . . 

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 

SLCREI / / C@IJ.il. SI 0!1£l; ; ~tI 

Derived from: NqA Class. Guide 342-98 
3 August 1998 
Declassify on: Xl 

DERIVBJ FROM: ~!~S~~~;:l 
Dm.ASSIFYON: SOURIE MARleJ 10.'\DR" 

. OAlE OF Sl;)URCE: 3 Sl!P 1991 

(b) (3)-P.L. 86-36 
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IOP. SL@ L I . 

* 'l'Al,ES OF 'J'HE KH.YPT 

November - December 1999 

llllllll/ll!llllll/!lll/lllllillllll//ll//1///////////I//I//I/I//II//I 

. . 
++ + + ++++ + ++ ++ + + + ++ + + + ++ + +++,+. + + + ++ + + ++ + + t-+ ++ + + ++ ++ + + + ++ + + + + + ++ + + ++++ + + + 
I I I I I I I I I I I/ I/ I I I I I I I I I! I I I I I I I I!/ I I I I /1 /I! I I I I I I I I! I .I I I I I I I I I I! I I I I I I 

(U) 1'ABLE OF CONTF.:NTS: 

1. (U/~ Perspective: Introductory Re11u.1.1~ks at the Annual KftYP'I'OS 
Sol.; r.-h,- I 'IPCb¾::OP 
by · l· Prcs:i dent of, the Kl~YP1.'0S 
Soc.i.et:y 

♦ 

2. (U) calendar. of Events ♦ 

♦ 

3. (U( Cryptanalysis Career. Panel News; Sixth Annu~l BreakEast 
Affair [or. Newly Certified Cryptana.ly::;ts (BANC~>. 

♦ 

4, (U) KRYP'l'OS Soci.ety News 

4a. (U) KRYP'l'OS Society Blectlon Results 

First Place: 

.• 
Second Pl ace: • •• 

!~~~~a:i:c:~n.,11'"'1~o"n-:-r---------p;...-_. 
Honorable ~t·ntion: . ------------

and 

4f. (U/,_.,.) ! society J.999 Distin 
ehill' w. llibben ........ ""'""'....,,.;,;;"""""""""----

Sociiilty) 

.!{b) (3)-P.L. 86-361 

~PO~ ~11/0 
(U) Llst uij,ed: Jol10lz/Jo2 11 :::24 

. (U)PE EXTERNAL PAGE 

5. {U) Commun.tty News ♦ :.,_--.,....-----,,-,--~ 

5a, (Ul/-...,Appl.i.ed Mathematics Pr.ogr.arn Graduation j(b) (3)-P,L, 86-36! by I ps:r • • • • • • • • • : ; ~ 
Sb. (0) Ma.thematics Two 'J'housand .conferer)ce, January 24.-JBI, •2t100 • • 

- . . • .. 
Sc. (U) Compute,::- Network Exploitation Confer-ence,.tforch 6-8, 2'1JOO,. 

Coll for Abstracts • • • • • 

·sa. cu1~1 
. . 

'rhe CryptoHathematics J+tsb tute 
Receipts f:or. £9mpuy~ 

• 
(CHI): Col.l8Cting: . 

byi Z 
■ ■ • ■• •■ ■ Ill 

6. ~ Technical Article: i lsc~M~ '99 o~r"How I 
spent My sumrner vacu.tion·' byl,_ ______ _,_ 

... 
7. (U) KRYPTOS Puzzie 

7a. (U} New Puzzle: Annual KRYPTOS Kristmas Kwi.z 

7b. (U/ ~ Solution to Previous Puzzle: "Diseµruoweled," 
bYl._ ____ __.r 

8. {U) Letter. from the F..ditors 

9. (U) Editc:iri.al Corner 

."'""""'"""""''""""''"""""""""""""''""""""""""""''""""""''"""""·""""""""'·"""""" 

(b) (1) 
(b) (3)-P.L. 86-36 

. I I I I I I I I I I I I I I I I/ I I I I I I !II/ I I I I/ I I I I I /•!•I l;.l;,;l.,l,.l;.l"'l""ll•l•l•!•I•/ l;,;l.,l,.l;.l .. l l;.l;,;l.,i;,,l"'l""l l;,;l;,;I ______________________________ .. 

Approved for Release by NSA,on 09-28-2023, FOIA Case# 61704 

(b) (3) -P .L. 86-36 
9/24/2010 
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(b) (3)-P.L. 86-36 

1. PERSPECTIVE: Introductory Remar.1/J ,.ii:- t.Pie•AJm.;a/ 
KRYP'l'OS S()ciety T .. yn.:hao~. • • • 
by ( · I Pr.cs:i.dent 

. . ... . .. 

(U/~ As most of you know, NSA h<1s been· undei: enormous external 
scrutiny during the last year. rn an era when our Agency has 
received a good· deal of negat.ive criticism, I would like to sha1:e 
with you some positi.v(!! feedback fr.om a member. of. the NSJ\ Scientific 
and Advisory Board (NSASAB), former. l>/D.irect:Or., MJss Ann caracr:i.sti, 
Her words cut right to the heart of our. career f.ield--cr:yptanalysis. 

(U) "Being on the NSASAB made me think aga.i.n about why l have always 
enjoyed so much the -compariy· of these people who have tilways been the 
backbone of our; b\lsiness. J:n t.he past, I ·.m sure, I was de.l .ightnd b~/ · 
the pure originality and eccentr.i.city o{ so ma:,y of. the •ch~r.ac~ers• 
who played important roles :i.nsolving !:he •impossible' pr.oblems. Ilut, 
of course, bright people ar.l! always fun to be ax-ound. what is f;o 

special about · cryptos ·? I suspect it is ttwt they are tr.a:i.ned to be 
forthright and fearleSs .i.n aeal:i.ng w:i.t.h th_e problems at hand. 'J~ey 
don• t equivoco.te. Two plus two is four. Not ALMOS'J' four. On t:he 
other- hand, the)' know that there ai;e stl 1.l. mysteries to be uncovered. 
They are receptive to new ideas and concepts, ThC3Y ar.e opt:im:Lsts. 
We know how t.enacibus a cryptanalyst must. be encl how important :Lt is 
to have confidence in the vc1lidi ty of an nttack. And, although they 
can be fierce)y competit:i.ve, mathemat.i.cians have a ha"bit o-f: {maybe 
even a compulsion _for) shar.ing and defend.ing their ideas. , And 
finally, ttiese a.re people who f.requently retain a ctiarmi.ng touch of 
childlike wonder and appreciati.on fo_r both the elegcint and the 
absurd." 

{U/ ~ Al 1 of those that we are about to honor today r~·· 
Miss CaraC:risti' s words. It is with tremendous pride that 
._,,,,,.. ___ ,_and I introduce the winners of our 1999 competition to 
you. • · • • • • • • • • • • • • • • • • • ■ ■ ■ ■ ■ •• 

.............. " ................... , .. , ........... """ ............. " '"""'" ...... ,,." .................. ,., _(l::>) ( 3) -P. L. 86-36 
I I I I I I I I I I! I! I I I I I I I I I I I I I I I I I I I/ I I I/ I Ii I I I I I/ I// I I I I I I I I/ I I I I Ii I I I I I I. 

2. (U) CALEND/\R OF BVEN'l'S 

Jan 24-28 

Jan 28 

{U) Mathematic::f:I Two •.rhousand c,.,nferenGe (M2K) 
(See arUc.1.e Sc.) · 

(U) KRYP1'0S Kristi.mas Kwiz Solut:ions Due 
(See article 6a.) 

(U) PLAN AHEAD 

Feb 

Mar 6-8 

CU) Sixth Annual Brcakf.ilst Aft:alr f.or Newly certl fied 
Cryptanaly6ts (BANCC) 
{ See article 3. ) 

{U} Computer;- Network Exploitation conf.erence 
( See arti.cJ.e 5.) 

I Ii I I I I I/// I I I I I I I I I I I I/ I I I I I I I I I I I I I I I// I I I I Ii I I I I I I I I I I I I I I I I I Ii I I I/ 

3. {U) Sixth Annual Breakfast Affair for Newly certl f.i.od 
cryptanalysts ( BANCC) 

{U) Mark your calendars for the sixth annual BANCC: 

Wednesday, Febr,rniy i!, 2000 
8,00 to lCl,00 a.m. 

(U) Sponsored by the Cryptanalysis Career Panel and the KRYPTOS 
Society .. 

(U) ·Be on the lookout for more details of this popular event. 

(U) Tickets will go on sule 1.n. January! 

/lll//l/llll/lllllll//l/lllllllll///ll/ll!l/llll//l!/lll/l/ll/lil/llf.l 

4. (U) KRYP'l'OS SOCIETY NEWS 

4a. (U) J<RYPTOS Soc.iety Electi.on Results 

{U/ /IIIMIQ-} Thea KRYP'ros Society is pleased to an:iounce the winners of I (b) (3)-P.L. 86-361 

• • • • • • • • • • • • • ■ • • • ' •••• •. D ·:~::t~=~~-El,~ct. • \ I I ,,• 

the 1999 Election. The newly elected o((icers are: 

•rreasurer ~ ~ ~ • • 
Member-At-Lai:ge • • •• • 
Member-At-LaliQtf • • • ... · ... c~ngratulati.on.s to you all. . . . . 

-------------------- --------·------------- --- ..... -·-- ...... -"-------· ------.. . . . . 
4b: (U/~ CSE RRYl'TOS Elecfi•n•ResultSI • 

by f I• Sec~ewa'-:v, C.SE Chapter oE the 
KRYt"idS S0C18Ey • • . 
For I I 1999 Pr.eside:it, _CSE Chc;ipter 01: the 
KRYPTOS -Soc:i.ety 

. . . 

.. 
. . 
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NOVEMBER/DECEMBER 1999 TALES OF THE KRYPT 
Doc ID: 6823833 · 

(U/ ~ The CSF.: Chapter of the KRYPTOS Society is pleased to 
announce our of.f:.i.cers for 2000: 

Congratulations to all n~w and 

President □ 
Pres 1dent-Elect 

--rr.eascrer 

Secretary 

returning off leers. . 
--- --- -------- - - ---------- ----------------- ------------- ------------ -. 

za .,_ __ _ 
4c. (U/~)Q~oci,ety Peter Jenks Awa.rd -- for. d L 

• 

. resen. aiion Address b)/' I lPre:Sid.e111: • 
of the J<RYP¥'()S Society> "·-------1.- · • 

♦ • • 

(U) /~ The Peter. Jenks Awa!d.is intenaea to recogni?.: •ervic:e to • 
t;:.h!ii! Cryptanalytic Commun.i.ty. It i.A ir.esonted jo.i.1Jtly wlth t¥te • 
cryptanalysis career. Panel. Peter Je~s himself. was a pcwerf'll • 
promoter both of cryptanalytic excellendt:? ~nd of su.i.tllbJe r.ewa~ls for • 
cryptanalytic achievement. . • ♦ ♦ • 

• 

.-----.... • . . • • 
(U/ ~ Throughout his car.eer, I lha!. 4'emonstrat;:.ed t1.. deei • 
and ongoing commitment:. to the cryp£c1na.l.yE.1c lto1wnunj~y through the • • • 
performance of numerous community service a.ct;i.vi lt:ies •qw3 by serving • • • 
in leadership· roles in var.i.O\ll:i cryptanalytic· organt'zttioJlts. Dave has ·• • • 
been an ;;ictive member in the KRVP'rOS Soc.1.el:y and serve« 1s•r.-og,.·am · ♦ • • 

Committee Chair, President-Elect, and President in 1~ecenl:. ¥C!!a1'18. He • • • 
has been a .meniber: of. the crY"pto-Mathematic;s Institute (CMI"l ~11? • • • • • 
served as the Head Judge for one of the CMI JJ.ter.ature contests.• • • 
Dave was the .f..i.rst recipJ.ent of CMI 'f:l prest.i.giou~ President:.· s Awa!a. • • • • 
in 1978. In l.988 he wa.s a judge f.or NSl\'R cryptc,logic T.,iter.atUr·e • 

.. 
♦ ♦ 

♦ 

Awa,rd. Always generous with his ti:me, Dave al.so sharecl his b;roud 
expertise with t}:!e Natjona.t Cryptologic School by s-ervlng on a hoard 
which performed an intensive review of the c'r.yptdna1ysl.s curriculum. 

.. : ~ . 

•• 
♦ 

.. 
♦ .. 
• • • 

He has also served on the· RSE Board of Governors, the SRC Advisory 
Grc:iup and the Crypto-Mathemat.ics Pr.ogr.am Board of GoVernors. During 
the late 1980'5, Dave served the entire CA community as r.ha:irmei.n of 
the Cryptanalysis career Panel. · u.nder his guidance the Panel made 
major mod•lU.cations and improvements t-::> the CA cer.tlficaton pr.ocess. 
The Professional Qual.if.i.cation Exam was coinplete.ly r.evised to reflect 
the more moder.n cryptog:r:aphies which were prcva.i.°ent. 'T'his very 
active panel also instituted a change :i.n: c.he way CA paperti wece 
reviewed for certification.· 'l'he result was a f.aire.i- gr.ading system 
and a process which provided the ana.lysts an o;:,portunity to discuss 
their work with their reviewers. 

• (U/~- Dave's pr.ofessional. contacts outside of: NSA have always 
been impressive. He has maintained an active liaison with otir "think 
tanks" ·at t.he Center f.or Commun.icat.i.ons Research. As a d.i.rect 
result, the ·CA community har-. benefitted tremendously. Dave has been 
equally adept in deallngs with our ·second Party pilrtnets and haE-1 been 
responsible for _much of the Hynergy cur community enjoys. 

(U/ l'l'9llliW In the early l990' s, nave was one of the p.iolleers in the· . 
development and the implementation of the •rechnical 'l'r.ack Progrrun. 

♦ ♦ • .... . ·:. 
•• ♦ ·· ..... ..... ...... 

···1 . .,, 
. . . .,. 
.: .. . .. ... . ..... .. . .. .. .. . •• 

•♦ .. .. . . .. 
•• .. 

•• •• . . As a member of: the l3 Group Techn:i:cal career Adv:i sor.y Boar.d, he shared 
his career expcd.ences, .insights, and his time tv help to deve.1.Clp 
the program. I;a£e1~ in hi.s career., nave 1-5,er,ved on the Operations 
Directorate's Technical 'l'r.ack Rev.i.e1,o1 Panels for. both Mathemat:i.:::i::: and 

•• .. • ♦ 

♦ ♦ 
Cryptana.lysi ~. · ♦• 

♦• 

(U/ ~ Dave's career· can be ch::>.r.acteri.zed a:s dif:>tinctive, always • • 
finding him on the· .leading edge of teChno.1.cgy. He thJ:".lves on •• 
challenge-. As the f.irst Chair of the z Group •rcHecomrmmicat.Lon!'I • • 
Training Board, he provided the energy and focus tor the communitY" 5• 
transition to the network envir.onment. He r.ecogn"i.z.ed earJ.Y on t:Itat a 
fundamental underi:i:tand.ing of:. new commun.icat:l.ons' structures was•9iing 
to be critical to cryptanalytic success in the future. He gat~ci:ed 
inter.ested per.sonnel, rosearchec!I· nvti.i..l.Db.1.e commer.-c.ial tr.cd.r'i~i'~ fought 
to· get fundi.ng, and sponsoc.ed sevei:·a). courses to intr-oduci ~e 
community to the emerging envircnme~t .. It was h.is vis:i.oi ,vid drive 
that moved the corpot:at:i.on j_n the d.irection of: expandi.l"lJ -he training 
opportunities for .current and r:utur.e cr.yptanalysl:i:;. • • 

♦ ♦ 

(U/ ~) Perhaps Dave• s most ,::;ign:i.ficant contribullti.051 has been hi.s 
forward thinking and his encour:agement of the junio~ professionuls, 
whom he has managed to personally re<.:cu.i.t and mot:.iVl:lt:e, to produce 
extraordin<1-ry technical achievements. He has ctn wncanny abi 1 ity to 
attract excellent peoplei and motivate them te 8:cel even beyond 
their personal expectations. 'l'his ability l~ a reflection of. the 
high ·esteem wi.th wh.ich he. is held :i.n the ct.. c~mmunity. · Dave's · 
mentoring ·ha~ alw~ys extended beyond his t,~,:it' oi:geni~ation and he • 
provides technical di recti.on and careei-i ~u.tdan,:e to a broad spectrum. 
of the CA communi"ty. . Colin Vowell h~ satd that ·• Perpetual o;itimis11: • 
is a forc;e mu.ltip.Jier. The ripple "ff.eel:. of a leader's enthus.i0$m• • 
and optlmisim is awesome. " Well, ~e a tJ. know how awesome our • • 
cryptanalytic workforce i!=I. Much. of !r.at .is due to the past anc1 • 
continuing efforta gf !'hi§ Yffarr· witmer of: the Peter Jellks Comn.tu~ity 
Service Award-i _ ♦ • : • 

-------------------------------. ~--------·----··- -----·------ ____ , .. --------
4d. cut"""'- {RYP'l'OS sgy:.t~· Norman Roberts Award ford 

TPcei:;.entat.1.on J-1.ddress byl .. _______ _.r 

• 

. .. 
• 

• 

. 
• 

• 
. 

.. . 
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President-E.lect of Che KR'IPTOS society) 

{U/ .,......l The Not'man Nob~r.ts Award wns estalis:ied by the Cheltenham 
·Chapter Of KRYP'l'OS to honor. the memo1.-y of our late colleague an<l 
friend. 'l'his awar.d can be given annually (though not necessarily) 
and recognizes relat..i.vely junior individuals whc are making on impact 
on our discipline in some or the same wayR that Norman did. 1'hu_s, 
one of the cr.iteda would'be te.chn.lca.l. cxcelle:ice--solving the l1ard 
problems and c:idvanclng ·the ~cie:nce by dcvini.ng methods wh.i.ch apply to 
many problems. Now typ:i.cu.l ly. Nor.man sprelld hL:; :i.deas around by 
working in cOllaboration 'l.r.i.th another individual, by pre:-:;enting his 
ideas .in talks or in '#r:iU.ng so t.hal: other.s co-:.ild sh~u:e .in thej1: 
development and learn. so it .is cqiinlly -important thilt the r·ed.pient 
of the Nor.man Roberts Award be a strong mentor, both to individuals 
and to the cryptanalyt.i.c cornmurd.ty as an entity-. Thr::,ugh h.i.s wi,r"k, 
Norman showe·a a d:i.ver.sity Qf. interests--working on many types o·J: 
problems and frequently transfer ring methods developed on one t~•.pe to 
a ne~ problem .. ••~is esta~lishes ye~ a11otl1er c:,aru~ter.isl:lc that a (b)(3)-P L 86-36 
cand1.date for this award should exh.1.b.1.t. • • • • 

• • • • • • • • • • • ■ • 
(U//,_., Receipt;. .pf. tlie•N•r.111:lri■ R~b~r:Es Awnr.·d is u GREi\'i' and singular 
honer. [ . I this yoar.'s honor.ee, .ls e~tremeJy deserviOg; he 
has all the hallmarks ·of a gr.ent technical loader; it would be hard 
to cite any other young member of our commun.lty ·who has had, so 
quickly, the c-xtens.i.V~ impact of r7 l:~t me. al J.ude to some ex:rnnples 
in an unclassified form which, I~ wi 1.1 sh,::,w the basis of these · 
statemen1.s. • 

• 
(U/~ words and their meanings are i~::rtant. :r:n teichn:ic.9..1. 
fields, we can of.ten see cJ r.efl':!cticin of t?Je fact that tectinolo~ry has 
changed by obser.v.ing how the definitions of.~ordt;; and phrases h~1ve 
developed. For exrunple, the phrase •·o.ctiv~ 6ttack" has been pr~!Sent 
in INFOSEC: jaL·gon for pe1:haps as long as 30 y~rs. ovee that t.:·.me, 
nuances added to the or.:i,.ginal meeining of that ;:lhrase.• About· 10 years 
ago, that ph17ase too!< on added meonir.i;i a11d bega~ to b~ more wid;.,ly • · (b)(3)-P.L. 86-36 
\,lsed. All or which s:i.gnit:ied t.l1at a major technotogical change was' • • ■ • 
happeni.nQ. 'l'he late:St change ln our lexiccn i.nvol•ing tha, Qhiiflst! • • 
has just happened and reF.lects a revolutionary ~h~1~ ~.n11 our 
thinking, a change brought abot:t by I !·most-.recent work.-
That work has lidded an important. tool to t.he C Gr.cup ~aluat.ion 
arsenal and raises issues thatr-7 NS/l's cryptc.graphi.oodesiD~ 
must now address u_pfront. Thr~J..,ese p.ioneer.i.ng,eff:D«"ts,. has 
given an eye-opening lesson to t:h~ J;S3~ c ryptogr.aph.ic corr111un1. ty ich 
is certain to impeict the scope of futur.~ evaluo!lt.i.ons. • • . . . 
(U/ ~ Each surmner. now, the Agency sponstlrs three events· aoall.ed • 
SCAMP at whl.ch. NSA technical people· get t.oget!hi',: w.ith acadell\i(¥; and • 
work very hard on some importnnt. often fundame111=-a1, pr.obl.ems. ♦ These• 
SCAM?s are held .i.ri J.,a Jolla, Ci'J.l.:i.for.n.i.a: P1·incetc;11, Ni.rw Je,r~ey; jnd • 
Bowie,_ Mary.land. r7attended the 1.997 80'.•:ie SCAMJ;--whic:h adOr.E"iHS~d 
questions in. a ne~-~raditional_;,1c~C"1 und d'J!:-ing It♦ he f.ully • 
developed a practical r.esi!lt.. :r:t was so :impressive thc1t. l:hen D,~put}i. 
Director of ccs~J 1--=-qlP.:~red to it as "th~ best.res'.Jlt to • • 
come out of SCAM ·'.::II.· So .1.t Jll{lt!. JlC)t a sm~pri.se that r-1,,-as tlsked • • 
to brief: the CIA on hiR \'IOL.:, i;:IS f>ol"t 40·{. a ccs ·,;roup do~:iti1tr SCAMJ:'"' • • 
results. · _ ~ • : • • ! • • • 

~ 
. . .. . . 

cut""'-,) J\.fter SCAM1?. de certllin t.h.at ~hi <.J'e.cati.onal- ol:l:i~ • • 
responsible for thi._s, c •Piioblem had al.l ~h~1 hl.t1' that tney_ •: • • 
needed to actually make use of th-f's .-ryult. He alsc ga"' ~ brJlliant t • • 
lecture to the NSA ;cchnica1 comnrun.ity e~a'-n!r,g and demoni:1\:.t:ifit}ng · ~ • • • 
his new approach. • • • • • ♦• • • 11 • ·• 

.------------------------.,-._--r 'tt,)(6\ ~ • •• • •, • ........ - . ' ,. .. 
'---,---,,,--,--,---:--------,--,.and ~ncered on board c:1s a• ,•.11r •-' • •• : 

(b)(3)-P.L 86-36 

member of. the. ~ ::::J::m::t :Egr,~•. (now calle(I the JDEP). j I • • •• ) • 
Jeff Zehe and' have aJ.J. given sturming commentary on • ZI-:;...-----------, 
i-, a~compl: n;; .~ I : i"il\. the~.r .or_g.a.nii'nri~s., ~Fljir • • • • • ■ ■ ■ ■ t11 I (b) (3) -P~ L. 86-361 
~e. ~hln a previous 'b/bri. personai ly tas7<ed the Barbershop to . ...... ., 

•• •:."i ... •: ... 
It, • • • •. 

• • • • t 
• • • • • • •• 

• • • ♦ ' . . . ' 
continues ~o coi:1su"l.t' with fol~S .i~ the Bartei:shof and th~s• • _ • \ 
collaborative l.1nk that he ma1nt.a.-ns be.twaer._~CJ.rJ'!' in•'t HYFQS!:c 1s • \ 
an important one for NSA with alt~ethsr., "Ct,o f.ew•p~~-alle-h,,. ♦ • \ . . . . . . \ 
{U/""""'" Dut"ing the pa.~t year,· tas al-SiO •cor:t:ri'::itlted to ell . ~ 
special, sensitive project. ·1•h1 rk .i,,!andQ. tor its t~chni.c°d 
content and for the thoroughness w_;;:lt which ursued ,.:~e r.~~ 
question~ to their. f.:i.nal answer.s .• .iis i.nitl.u. c .arge was a ijikilple · 
review of the- previous work dlt>ne tma,. was expected to ..-iave Qildt 
routine. Nonetheless, ..---ftound r.elutive.1.y r.1:lr?or_. 't:echni.at orrors. 
After corr.ect.ing them ~~st.i.tutioriau.zir;g h.i.~ correc~ofts :in 
software, he made .a significant, pur.d'ly cr.yptQilaJ.ytic d"itervation and 
tha. t observation engendered a clcl.>ate t:onc1uctt!!tl at j :'i'~ senior .l<>vel s 
about the appropriate corrective meas•res • 'l'h·Ji-:;, 1ad 
strengthened the security posture of l>i>'i tscj whet, s1m lai: .lm,;,ort:ant 
appllcat.ions occur in the future. Moi:1iover, was able to ab!-;tract 
the salient pojnts. divorcing them ft-Om tha sensi.!:iv.i.ty or: t.he 
applicat:ion, and his· paper givjng t!"n<:.: ~~:;sence ,.)f his analysis i..1,: 
available to t.he widest possihli ~lldien"P:e ~~ithin MSA. · 

• 
(U/ ~ 'I'hese ar.e only a ft!w· exumpJ.eS 'f.>f. L:he :;,os.i.t.:i.-.r:? e[f:ecL: t.h<1t 

I . . 'has had on •tl1e scicnc~ r.>~ •r·ypta:1alys:i £:: and 
cfyptomathema ics ~and more br.m1d.l.y .;:he Ag1::--ncy as a whole. Each 
example shows•that:.L_J-i."s an extremely gi&t.ed cryptomathe-maticie1n: 

(b )(3)-P.L. 86-36 (b) (3)-P.L. 86-36 
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that he can l:i.teral ly do it a!L 'I'he consiste:r.t theme thal: 'runs 
through all the -xamriles of his wo.r:-k 'i.s that: as he develop:; pr. learns 
new technology. ··hc11:es :i.t w.i.t:h hls· collet:.Q1J<:;s :in such a way thilt 
they too will tiave a t.ive roJe in its dev,~loi:,mcnt. · It is not a 
stretch to say tha ·tands out us a- :c:o.le model fo,: us all. in t.hS' 
way to conduct wot: ~tomp::hemo.tics a~d cryptanalysis. 

(U/~ It is with great•\ride that l' :i.ntroduceLj ____ _. .. tlle ■ 
winner of the 1999 Norman :Ro&,~ts Awa'r.d. • 

•• ---------------------------- -- - ... ________ ------------------. ------. --------
•• 

4e. (U//~ KRYP.'l'OS Soci.et.:y l,~. eratur:e contest tdinner.s: 
First Place: 

Second Place; 
Thi-rd Place; 

•• •• •• 
•• •• 

(U) 't'he judges in this yerir::·' s T<HVP'J'OS soc.i.ety- LJ.~~atur.e c,;,itest read •• 
24 submissions, many of which wel'.'e quite lengthy, a'-1 ,ilo.st of which 
were very weil wr.it't.en an·d of substantiul cr.yptolog.i.c!•Jmpo::-ta1'C'~. 
They asked us_ to e~tend Our co1r.mendaticns to t.he aut:hot%, and • 
commented on tl1e difficulty of s0lec:tir:g only .-, f:r;;?W w.i.nn&-o fr.oirtCl>the • 
many worthy contribut;i.ons. They h~ve chot-;,:.e;a to awar.d 1 in ~d.i.ti.oJt t;.o • 
t:he three top prizes,· honorable mention to ttvo other. e·xcel'J.e~ • • 
papers. •• • • 

•• • • 
(U/ ~ The authors of t.hG two papers selected for honor.ab.le •• • • 

mention are both mat:.hemat..icians, one cin experienced analyst fr.om •~•• •• • 
GCHQI the other a bright young intern fr.om NSA. •• • • • 

(U/ /~ The GCHQ. winner, well known to cryptcma1:hemati.c.ia.ris for his ••• • · • 
many fine research contr.i.butj_or.s, ls I I ci tea th:i.s 1:ime •• • • 
for another theoretical piiper., Qn a. bfifoC.h and b,:,urb. •Pi.r.iach tci ••.♦ • 

finding integer r:elations. C::7 s paper pr.E:8ent.s a ne\'-J L~otu.,.j.qwe •: • 

,(b)(3)-P.L. 86-36 

·\ 
\ 

for solving a class cf milthematit,;Ul pr.'o~>;:ft,s•ol" ilfltereslit t:.p P,1,-h NSA• • • • •al 
and GCHQ. tn a field of resecn·ch whe.r.e re.lvt:lveJ:; .little is knc1:n • • • • • •• •J,-----------, 
about tl;e complexity of the algor.i.thmg involva<:, ·th<> paper provides · (b) (3)-P.L. 86-361 
some vital f.irst st€!ps to under.~l:.i).nding thjs c,:m1plex:i.ty, and su9gestr.: ,. __________ _., 
several avenueA for l:u1:-thee r.e::iearch to r(,/'.i:1e ther;e ideoi:>- • • • . ~ .,. 
(U//'tl8rilQ,) 'J'he other c.i.t.at:ion f.0.1..· hon01~able men ti (:n goes to a yatu1g • ♦\_ \I 
man in NSA' s Applied Mathematic.ti .P['ogi~~m (AMI!), I( f.ot' a , • •• •., 
,beautifu~ly ~r.i.t~en papel." on ~ ::;pec.i.fi~ c1:ypt':'gdiPJ;U.C proo~em of ~ ♦ • •••• 
substant.Lal .1nto.cacy. Also 1ncluded :is a br.:.i.e[ hJ.stor.y of a , • • • 
predecessor system. 'l'he judgeE- -applaudedr---1w.dting' .style and ♦• • • • •• 

understanding of sever:a_l useful cr.yptogr~hn.i.ques. . • .. • • • • I 
. • ♦ • ♦ • • I 

(U/ ~) Our thir.d' pr.iie goes to anothl!!r t;;(.1~Q .cr.~teimathQJllat.i..::i~n,. a • •• • 1 
youn9 lady who has in her br..i.cf. cur.cer won recqgnitr,.1.on for m49~,t • • • 1 
succes.Hes, inc~uding the Norman kober.ts. Awt:1rd. r • ¥ '3 ritew ♦ ,,.. ♦ • I 
paper describeE$ a diagnost.i.c succesf, ai:.i~i ng Ec'hffi th( S¢--~bJ..fac!' "'n~ · • • 
technologies,., and .3hows what can be done Oy clev~.r. a~1J.ys'.k:; '\n a+ • • 
complex s.ituat.i.on. Ther.e wer.o many w.i.thdL·a·,i,•c:,L;; frcm♦ b.J.i.nd 11.1.eyi •· • 1 

before her effo7ts ... iere rewa.r-ded,_ cJnrl the.r.e :i.s m:J,f., fo1~ .y~h of.us to• • • 
learn f.r.om r.ead1.ng the accoqnt ol: }_,er ltdventur':"• •• • • • 1 

·1 • r • • • 
(U/ ~ 1.'he second-place paper, authored ~· ♦ 0 anot~r • 1 
participu.nt in the AMP* an,;1.J.yzes an /\m.eric~ ccy";)tOfJr;aph:i.c'pcoc:(iss_. . • 1 
and the improved undl!.r.r;tanding jncn::?ase.' ~ur cor,f.l!IOenco in the • 
security of an algorithm. His final i.esu_.1.ts .in1.~t,ide choractfrh;ti.cs I 
and properties of: the function not pr.evio1~ly otscrved, thougl'I it has• I 
been stud.i.ed by many mot·e e_x.pGr.1.ern!ec a.nalystit. '!'he judges •• • 
appreciated hJs s:oph:l.stJ.catcd Uf,! of very_ cat·e!'.ul mat:he1Rati.cat•• ·• 
analysis in reaching interest~ng_ conclus.i.i1f..c;. • • • 

♦ • • • 

• • • • 
~ The papec j 1.idged U1e best in o~/ I,lteratur~ C<mtest .-i.s C:l ! 
very lengthy and r.enmrkat,.ly compr:ehe~ i ve :rr,onograph by I ; ~ 
who is in the C-:--mtolog\c Ma~he-rnat.i.q.:i..::.r. i-'r.cgr.run (~.\ofP); · 1 • I 
Z07; and t also .1.n the+CN.P; r,~, a particular ver.y popu . r 

• • 

. 
• 

. . . ' 

• .. -
• . 
• : ••••••••• ■,----------..... 

(U/ /~ ''We can see so far beca11se we ar.e standing on thr:? .shoulders 
of giants ... •· I am rio longer. cer:tdin of whom to cred.i t as the author 
of this or: whether it is a~ exact g;,10te. llm'1<1!Ver. it i.s cE!r.tainly . 
t.rue. 

(U/ ~) The quest.i.on of: ·,,ho are the giancs in any. field of endeavor 
is always an .i ntereRti ng. s".lbjcct t:o co:n!-:iide1~ u;1d clebat;a:, /1s a 
subject, it .i.s almost inex,.:n::ably sur.ro'Jnd,~ by contcovcrsy and 

-differences Of opinion. This year. 1. ~1.ad the he-nor of ,:hnirlng the 
process which nominated those inc':ividua.ls who ,!.Ire bei.n9 named 
Distinguishea Members by KRYPTOS. After .--J revim-1 of: "ulJ.• r.etixed 
persons from the cryptanalytic career field, we ~ttemptea to w~i.gh_ 
the cont.d.bution of each c.a:1didute against t.i1e i::t.anda.r.1 of 

• 
• · . 

• 
• 

• 
• 

• .. 
• 

' . . 

(b) (1) 
(b) (3)-P.L. 86-36 

(b) (3)-P.L. 86-36 
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"furthering the sci.enc(? of cryp!:analysis. '' l\S. a result of thesE1 
deliberations, the Central Chapter of. KRYP'l'OS is addin;, ,eix new names 
to the roll of oi.stinguished ME!mbers. Each hn:;; ,::on':r.ibtJted to 
cryptanalysis in a different way but in a manner conststent with the 
high standard of. excel.J ence whic:h i$ repr~sented by th~s~ e.l eictcd to 
Distingu.i.shea Membership .i.n the pa.st.. In cJddi.tion, the Cheltenham 
Chapter .i..s adding one new Di::;t:i.nguit-ltsd Nerr:.ti~r .• .,-.tthr-_.?t_ r1.1rl.h~r • ■ ■ ■ • 
a~o, the seven names ure: I I vri.i.!.lip w. Dibbln• :r_m,.elal. K. ■ • • • 

.... ... 'I, ':. 'lo \ , , , ,. • • 0 (b)(3)-P.L. 86-?6 

Frazer, I fR. Dale Shipp, 
and A. Leslie Yoxall. 

I U-/ ~...._-_-_-_:_:_:_:.:.J,. 
•••••••••••••••••.•••••• ■ • ■ 

(lT/ /~) 'l'hrougf.out his care~1:-, 17was n t~chn.i.cat whiz ·w'i.th a 
uniQue sense bf humoJ:. His geni.t~¥ uh:tljty -:o t:r1dersta.ml the 
latest mathematical teclmolo .. and muke .i.t \ior. on a s ecif:ic 

roblem. 

• 
• 
• . . . .. .. . . . 

• • • • # 

• • • • • • • • • (b)(3)-P.L. 86-36 

'----------,--1 ]---~---------------------~ \ \ I • 
(U//tlliiti,ID) ·rn AS, ~or.~ed ~n ~lmost_a:l\o! _t,h~ ~mportan; ,.... 1t,. l • • 
prob.ten,,.,. but. I WJ .. : a .. -.•1~/,:o_a!l!i •• ~c:F..1.1Je il11il t;l-li.h -:·o•kii1;i-~1: m.r V"o3.~Y •'-.., • 
favor.:i.t_e one. o~r:L~g. some part.i.cular.l:t hec.dy .:::_m•Z!.f ~-n.A\ \h!_fllf .~~ •• •• ••• •• •• •• 1111\- ••:'!:!A 
off: from ~n earl.i.cr.. d.1.~cove1_:y ~Y , ar1i;,. wlucn wer.e • .. ,------------.,, 
chacactenzed by bnl.lJ.ant lllS)a· :<om._...,._,,....-.... --,-..,....... . •. (bl (3)-P.L. 86-36 · 
j j and others ii'" JO ,>y,Jw,.: J£.rlil.· ~ 1,1e,;,,111~c;,,..,- ,I' ,I' ,I' ;,, .,. .,. ., ""■ !:J::'■,ilD-■,,,,_ __________ _,_ 
gen1.us .. l. bG.l1eve t1-a'-~ n v, . . U;l.ed c.it. ~lnj QrCW)lem■aai bei.-,gf • • • • .. • .. • .,:-. 7 it~ 
'a pr.ior.i', tc ..,~ ll!"ir."~t~ef '1''?',lo~tlnnd.i.sh thllt ma~•._ 4\_ ■- ■:..,:. • •• 
have seemed. even had tl':.g eh1et7-1?ah to c!',ronpionl 1 • • • I ;l-1\11 * •= • • • • 'I-----"--------, 
the end,· the en·He effort thot r h11ve a"lw~ t,v i,,aM a r~siuif&:.ng0 • • • • (b) (3)-P.L. 86-36 
success. Even though.it_ was the,.1>,;pooc,j~r: ma~·111t"al fiind'i wn,ihy • • • (b) (6) 
more than . .in my short _i.~t~. •:c•o:1ssod.at\ ■ • wit:h ~ •ofe than • t ._ _________ ...., 
anyone else. t:::::rwas awarded• tae•E:iccpt1 . .:;1w (,.i.~J.J,an Gef.-vt!c<e. • • • -• 
-Medal for h.i.s wor.k 1i1 AS• • • • • ~ - • • • ._ • • •• . . .. . . . . .... 
(U/~ ..--fwas a worthy QPSlt ircsldent: crf KRYP'rOS; a mentm· t~ • • • • • • 
junior pe~~ouqhoiq1 llil career: always willing t.o shn.r.e h.it::+ • • • : ,. . 

· ideas in su~y•t~at the rec.ipiP.nt f:c.lt lifLed-up and not • · : (b)(3)-P.L. 86-36 
put-down. L~ ... , ...... Jw-as co-(ounder. .of the Hr.st. pod, wcr.king (¥I •pods • • • • 
up to his retJ.remcnt; much of: the success of the pod conc~pt is due • /' • 
to his dit"ection and erythus.i.asm. lie i.s the? recipient.(!he first, • • ■ • • • 
I th.ink) of the newly established "J).i.r.ec.:t.or· s Di ~=t:i.~uished Se.f\'iic~ • 
Medal.'' •• ~ • • • • • • 

(0/ ~ 1 feel fortunate to havq. l',,not:11.r-----(thr.oug·h~ut our: cureen~ • • 
as NSA mathematician~ an~ c.-y!lt.Tno"J.ysts. ~- w.it:i, gi:oat prid" that 
I give you I J D.i.st.ingu1shec1 Membe~, • • 

(U/ ~ Phil Dibben 

(U/ ~ 1 have been unable to E.i.nd out 1nuc.:h f.;:aJ,•::t.u.Jl. inf.orma:.:.ion • 
about Phil· s ear.ly career up to just: ~fuite 1:-ocant:ly (cl bout tha Harne • 

, P i a risen to C te _, A . Now f•hi . r apo og1ze :or any 
inaccuracie!I in this timeline; there wm·e last minute changes. 
HoweVer., any inf.omat.i.onal gap <i-id nc..t in an:t w.,y hinder. the 
nominating committee. 'ro a person. they a"l.1. had dir.ect experience in 

-working in, (or jn close partnership withi ·AS and belie·..red that A5 
was a tremendously successf:ul organization--su-=essful beyond any 
reasonable expectation when one ~ncleC"sl:.ands bo· . ., "riard the pr.ob.Loms 
that A5 confr.ont11d wet:e. Sevcc?1l on the ccrn1i'li'tt.e1~ were for.tunat:e to 
have di1~ectly observed the lea,dership that P.hiJ s1.ipplied cmd how it 
maq.e 5uccess_ a real possibility. 

(U//~ Moreover., during the 1960's, the techno!.ogy underlying was 
changing in a rudical way. 't'his made it nece.ssz.1:y tor. AS to a.I.so 
change, if it was to have any hope of: ;:;uccesn-. J.t; i!:J by no means a 
given that management would m1clerf-tand thut th.i:: l:echnolcg:i.cal r.:hange· 
impl.i.ed that there was a need to apply ma:c.her[l.:lt.i.cnl meU1ods ·tlmt hc:id 
never been used OOfore; that tliere WllS a need for hj ring additional. 
mathematic.i.ans into A-5 would bri:-,g new mathomntJ ca~L ins.i.ght:s -along 
with them; and that ther.e was a need l:01~ o:dO.i.t'i or.al computing 
horsepower) at both the fr.ontciad processing .:md at the analyt.ic end. 
Phll realized th:is- cllld v:i.gor.ouHly f:oug!-:t f.01: what his cr.yptan.:tlysts (b) (3)-P.L. 86-36 

• • • 
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needed. Moreover, he also Jrnew how to k€8p the b8st o.f: the 
"old-technology-Ni" and [o."'tcr the dcvelop;r.enl: of amllysts wock-ing 
these pi:'ob.l.ems f..or the eventual tran:::it.ion:; I.hat they would haw? to 
make. 

(U/ ~ I c:in happy to present Ph.i l l:i.p w. Dil)~e-n, r,i.stir~gui.shecl 
Member.. 

(U/ /~) Jim Frazee 

(U/ /F0U0l In 1939, Jim gr.a.dL:ated frbm high school at the age .:if 14 
and started nttend.i.ng rnd:l.,::i.na University. HB n:-:>ceived his .bach,;~lor' s 
degiee in mat.hemai:ic:r:; hut the ,,·c:1.- .\nl:.ar:~i.tp':-"?<) :o:•f::·1r.e he could C.r,ish 
his master's. He n:>t.urnea af:te-t the •,mr .-.ind tic1ii~hed up his 
master· s, then received his Ph.D. in 19~>1, all f nJm Indiana 
university. Immediat.eJy a':ter g0t:ting his deg re,(! Jim wr~nt to work 
for thG! gove.r.nment, 

{U/,~ 'l'h0 n.i.neteen ~cho.1.e;.r.ly pa:p~r.H .i.n t:he c Cr:oup L,:i.b:rary \'.hat 
J.i.m hes e\uthored or co-author~a test.i fy t:.:: th<~ sL.rength of hi.::;· 
tech*nical contributions. 'J'l1ese paper,s rn.n.ge f.rom e-✓nluat.i.ons C'Jl: 

specific cr.yptograj)hic a.l.gor.ithm~, ·to papers on general. att,1cks 
applicable to mar.iy·'algorithms. 1:n th.i.s Jattcr. c;;itegor.y .i.r:: a method 
called the Gang Atta.ck which he inv<~nte.d f.oc <1 p~r:t..i.c::1.1lar. pJ;oblem, 
but which has much Cn:oacler. apP1 . .icabiJ i l:y. He 'l?faH alt--:o a pioneer in ' 
appl.ylng approximate methods. Jim wrote a 'monogr.cJph in the Pl 
Monograph series which :i.ntr:oduced many of us, .i.ncJ.uding myse.l.f, to an 

•area of technology that. was the mainst;;.1y of: our business, both 
I.NF'OS!~C and 5.1:GlN'i', f:or th.i.rty year.$. 1-1.i..i;. mon0£-r:aph, which gav~ the 
COMSEC spin· -h• · e ancl war.-. ::i companion paper to 

the classic~------~r,;'."::::""T':74!tre.-;.iti.se ,:m the sa.me su"tij.:.:ict . 
. .:rim i::; ci:d'tl i1b.,e ,.. i llli1 .::.s._a~J..isn 'l.J~g D 

..._,.....,,.,,......,.--,1,:i ~ ~tcf11.::1'..1:'i~ _ • ■r,.::■; cit.her ■wict. t\.e"-11~.r.,~ ._ ._ ._ 1111 .,_ _____ __, 
of Costing, th.ls put (ond ha« ·kGpt up Lo t:-,e p,·,·s•"•·t· day) the kb)(3)-P.L. 86-36( 
evaluation of the c r:yptography ur:;ed to protect c l~~ssi [ .i.ed goven1ment 
information on u rigor.ems, :-:.:cient;i~ic bas.i.s. 

(U/~l As a manag01·, Jim is g.;meraJ.Jy crcc"i:i.ted witl1 bd.ng.i.ng 
mathemati9s ~o bear on l:.hc procc1;s lh..:l.t cva:tu.:itcf\ c.t·yptogr.::1phy. Jim 
recruited m,;;iny of: the math~1~ticiDns who ,-m:rk or. evaluation.:; t.oclay. 
He insisted that such evaluot:ion:.,;- ccnf::;n:m t.c u f',.i.git t:t.::ndc:ird or:· rigor 
and defended these "high :-;t,rnd,n-ds" f.;i:om being eroded by oper~t1.onal 
or murket t!:!xpediency. If you understand tiw <'Ii (f:€!rence between 
COMSEC and INF'OSEC and that·. U·,c .1.i:ltter .is u r.iuc~·: h8"tt(;;•l: th.i.nq t,:) 

have, then you wi 1J npprecL1te the fuct that .J i.m was a b:i.g advocate 
for INF'OSEC befor·e that term becume populur, l•e.adii1g his organi.-;ation 
in the direction of INFOSE:C. ,'\ll of t!lii:; and . . he wus <.1 strcng 
supporter of giving hi.s analysts the computing tools that ,they 
needed. 

(U/ ...... Jim .i.s ·now th,J- CEO of In[or.ma.ti,:in Ser::tu·:i.ty Systems 
Incorporated, the compan:r that he star~ted .i.n 192,:'• <.i.Eter retirinu from 
NSA as Ch~ef S6. He h;;i.s si:,.::;;, Ron a.:d IJc.r .. 1•;J, ~vc·d::i.ng •N"ith hi:n il~.ong 
with ybout 25 r.et:i..red HS!, er:.gir.ccrs imd sci.~ml:.i::tr.-:. 

·(U//~ The founder of Modern Crypto·J1~aph.i c EYc:t1untion and 110..,1 
Distinguished Member of KHYP'I'OS, heJ:e is ,Jim Fr.o.7.er. 

, 
I 

I ,, .. .. .. .. .. .. .. .. . . 

(b) (6) 

. . . . . . . . . . . . ......... : ; (b){3)-P.L. 86-36 

(U//"""'1Q.) ,_, _____ _. .. 
(U/ ~ In Da.le Shi.pp· s .i.ntrodt:ctior, whi.ch :Ls y(:!t to come, 1 • • 
mention an event wh,o:;e "timln.; Cc,.incided w:i:th t{-12 c:ir:-r.ivaJ. ()f th~~ 6500 • • 
and IDASYS. ·· Involved with thiii .z:vc-nt. was .a prc.·grc..m wh.l.c:--, might: heive • • 
been named MEGAWE/\VE and which was written J:oi: U-:e ~400 by c.he late 
Jerry Mitchell at IDA in Pci.nceton. Jerry hud the w1·:.iti.ng o[ this 
program .in mind for some time but. becume: r-ea.J.ly mot:.ivated wl1e:1 ci new, 
large datD8€t ar.ci.ved fr.om NSA. Dennis was largely r.0sponsible for. 
this new data. Later as· analytic discover..i.es began to be made,· '~..,~•-~nt~~~= 7~p~~~ ~~~~~;yao~a~~=~ ~::~~. 5

~~1:
0 ~-,~~~~~n~~~eseem~d t~aL:: 

breakthJ:ft>ughs on that: pr:ob.l.e-111 i,,,•ere b oughl c1bcnt. more by· the ·•bt:tter." • 
data thunt- by home br:i l.Li.a.nt anuJ.y;:..i.c ir;.f,;ight. _,:,c:-,nis ma.inta.inE:!d and 
sharPened •t.hese skills that he used tc1 impr.:,·.;e the data and the • • 
demand for_,these ser.vices [::om hi.111 p(~rsistec! t:~,.l"~Jughout h.i.s carcier.• • 

Ill/'-..__,,., I I 

SK.t.L.1.S J.n a more Cr:t.r.ect ~vay co cr.y.9t;:i:~alvs.1.fi am: cr,•otc:..qjl.l-is't:•r.• • • • • ■ • • • • • ■ • (b){3)-P.L. 86-36 
questions. Later. .i"1 hir:, career. he und I I with some 
contributions fr.om I• I solved a challenging 
crypt:unaJyt1c proble1r., c.11be,.t of only m.1ncJt .:,pi'ruU_onoJ. ,1.mportance. 
Initially brought in oo ·•improve the ·au.ta," ::-ie c~u.P.'d .-iqt. stay away 
from the corG> of. the PiiDb.l.am und in the 0nd, co:i.t.ributed ti~ ll'ir._e to 
the solution. Both the~or:e pr.-oblem a,1d aatcl i.rnpr.ovcment involvea• • • • 
the same type .of pr.oblem.solving. pulching tog,atwer the bi~ picture • ,(b)(3)-P.L. 86-36 • ,(b)(3)-P.L. 86-36 
from inifOgJP ~e:,.e ~n~ 7--.i-11l~dii.nw Miia,rck..; ~:f.•1.::?i.1..?e.~ .. 't-,:!~ •v-JC,rJi~n~ to·! c::::::::t • ■ ■ ■ • ■ ■ ■ • 

~-n the 1980' s. 1Jnd i.Jj t~ ....,--,,-,---,--,---,-- continued to 
make contr.ibut.ions tc dit.19;.1-_si.s·anC loter ::,howe:5. consider.a.Ole 
interest and abi.J..i.ty at w1de~st.and:i.ng. hu1.·dwr:trG. . 

(U//~ c==):orks .so quj_:;1y on a prob.1.ern, and even thoug-h he 

• • • • • •1 (b) (3)-P.L. 8.6-361 

(b) (3)-P.L. 86-36 
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may have soJved or contd.buted to lts soluti011 in a big way, it 
would be easy to .overlook him and miss the ·valµe of h:is contribution:.:; 
to ci:yptan~ .r ~~ pr.oud that KRYE'TOS d:id rAot do thz,t. I ;,1m 
sorry that:L.......\,could not: he with u.s tc.,Cw/. · . . 
(U/ ~} .. 1 ___ .... _, • .(b)(3)-P.L. 86-36 

(U/ . 
• . 

nown as or o: D ·surc::ceRH.10 o: .ograms to so ve t .1s 
problem, each of which was wi.ewcd i111111 :i.ti:a U.m6 aE-: the very best. Each 
of these instantiqns ::;ur.pa.~u::1/id 1 ts aPr.edEV=essor ei the.r. by explod.ng 
the architecture of the compu.,er. iJl. norne-_ bettet:' way or. by emplo~d.ng 
the latest, and often highly Sfphist.i.coted', m.:ithi!mat.iCal. algot·:i.t.hm. 
Over the course of h.i.s iJ'\volv~nt •with \hi.s µr-c,blcm, the total 
increase ln speeC, and -c,ur ability L'b barft:He ~.or.ge problems was t.r.u.ly 
astounding and enabled the f$t.u:b1..lshmenht of a r.G·w branch oE "ct'.).,pto-" 

La l:~n~, ·ook. on · ·1 

s ·. . . . . . . . . . . . .. . . . . .. 
(U/ /1"9wii) 01Jr.ing his career, M~s be9n P.ono·ced w.i.th a Meritod.us 
CiyiJ..ian Ser.vice Award, sever~.i.01;~. h'1.ical Ach_:i.evement AWtLrds · 
and the Cryptologic Literature ~w~d. i't:; ver::r• proud of thin last 
award and of M.s ·tome ~pt.an'til ic Atta ·:ws that ear.ned it. 
Throughout hi.s career, as ctala t,i.on!a al'l'ictr.ce:;; in crypt~nalytic 
computing both by push·. . r :i.lTIJ.l'r8v&nefft to ~1a,rdwc11:e plat.:f:or.ms a·nd 
by encouraging the use of tht! n\9~t•t?f~@t.i.ve 80{.t.war.e algo:r.t:ihrns. In 
addition to promot.ing an~ ef ~f!c::..i~ll" i;r1[!W:xvEm1cn-.~.in coffip~t~ng, r--, 
has solved or made cont:r.J.but1.0Jfts ~war11-J numbet: t,>.f spec:t.E,1.c ~ 

tanalytic pr.oblems. '!'hat b•iii& C"f!.~1'i< give Qn important pa?:t o'f• 
career short shr.i ft and dol!>! not ao~usti.c• \,c a st;ro1p rncor.d • 

~omplishments in that arena . .11 gifo 'JIPU ! ~• J 
• b • ._ '--!.'-+•---.._ • • • _. • . . . . . . . . •. • J (b) (3)-P.L. 

• ♦ -··-··----,-----•-·~- .. . ·~·. . • 

(U/ t""-roi D•l<> Shipp t (b)('l3J.. ' • • . .. . . . . .. . . • •• . . 
. . . ~ . . . . . .. 

·• a e cnmc ·o ,.,, as an r..r,ty s .,1eute•i\Pt•i.~ • • 
tg wgrk j_n•A 4 (ae!'tualJy A58). He togU~er+with,Jt.i.ck How¥d, L_J• • • • • 

I j Al verbits♦..and Lesl:i.e Sage W;)t:J;ed ,I.or ._-:-13,, B.ates.in a fi5J1.~l • • • 
research br.,nch. Lat;;v promoted to Cc.lptain, j:.d in"1.965 ri-ooc!t.,!d to • • 
civilian at tJSA, 1x,.1e Ci>llt.inuod to work j,n 115 ·• Duri1':, lll11s;p<>n.od (I (b)f;l)-~.L. 86-36 
arn guessing .1.368). Dale oontr:i buted to p :1jgr. .s;uc;c!s.'- whoi:.e•t:iming ♦ • • 

coincided with the arr.ival+of th~ =- J. In1W.9•n;!iol~ • ♦• 
took a t..ur.n at GCHQ.. H~ rel!u.rned to -,...:,r.it :Ln ,b u• 1975~ attd°n!:ling 8: • 
West Coast SCAMP a few yea:r.s 1.at.(:?Y.'. II~ w~s Chi~:f:, J,!:42 f}lpm l.1oo to • • 
1984 at which time! he did a tolr.as C/Chii!f 02 .:.rtd Cl'Lief_ ¥1 :=:1 • 
now) under the ausp.ices of the SC~P. OiiatJ·,if'> lattet·•tour.~lial~.:hlld 
the opportunity for technical work ,.in,d th· exnerier,ce con· ..:ea• im 
ta rejoj n the technical track. From•l9E5 • 
Dale addressed d.i.agnQsi.s .in i'15 under. t+te ausp.LCl:•S ot .i- \" • ~ er •i 
a senior technical. person in 7..2. • • • + ♦ : '- •• . 

(U/ "'81iQ) Dale is c~editcd w.i.th inventing· :f~.:,,c:n·~J•ana.,lYtic •t;chr~lJ:, 
.Cone of which is koown as a method of I O f, with wr.lt:inp : 
severa_l paJ?ers on top.ic~ of. f.und~~nto.l, impor~~·:clf> to crfptam:il'(SJ\ : . 
(one of which appeorcd .1r. the S;,ec.1.al lssue ot t1lo •rechnicc:Ll • 
Journal). and f.or being a career-long ..:hampi"l,n•vt: 4liagnosis (bof:h a~ •• 
a manager and in terms of his techn.i.cal suq::ess). 1'a.le :i.s als(t • ' •• 
recognized f.or ser.vi.ng wi.t.h distinction .i• INFO.Stc"S. ~ale has • , •• 
received the ExecptiOnal Civilian· Servi&: Medc:il and wa~ in the orou•p "\ •• 
of lO who ·1:eceived the first Superi<)l; ~•echnical Award. 1iire is • \. •• 
Dale Shipp. ♦ • • ♦ \ •• 

•-•~---.. -~---- M--• -- • • ·• ',• ·: 

(U//""-w, J.,esl.ie Yox~ll. • • • • • • • '-, :. 
♦ • • •• 

(U/ /~ l,esl ie grc1dua!ed from cambt. J.:!gG Ul'l.iv.z.rsity in the 1330 's • • '\ •• • 
and became il Rcsear.c11 ~Jtudent fi.nishin; h.is i'h.ti. a·.: the beglnni.ng of.•• •' •• • 
world War Il. Aft,r a period of. teaching, hc:i we.z inter.viewed by Hugh • • '\ • • 
Alexander and Ala,t 'Put::i.ng to wvrk on· N8'val F'..NlCMA. r.md joined nut: 8 • • '\ :. 
(as the bu.i]d.i.nts at Bletchley We1:-e denoted) on l May .L911J, where he • • \ • • 
took part. in♦ ctai 1 y breaking tind solveO t.he O(f iz.i.el:' pi:oblem. J.n the • •' ~ • 

• 

latter par~ oC the War, he wor.·ked on the ,Tapanis:-::e Na.val 1-iach.i.qe JAPE. • •'~ . . .,~ . 
(U/ .,_ lie stayed lll GCIIQ r.lt tile a:ud of the w,.u· and spent the rest • •'~ • 

• 

of his career l.n H Div1.sio., wiLh two tours .:.n t~·,e U.S .• ftnif{:1.i.ng up • ,,_. • 
as Hl • (with particultff ccm•:crn 6:>r. ,Hr;>eci.!:l projec:t.s) crnd Deputy to • • ~-• 
Hugh Denham. In the eorly yea1:s he was 't'EH:£f,,'Cnsii>le for; th<S! ••• 
recruitment of· mathemat:i.c:i.uns ,:mC. othe1: spc'C:i.alist.s, and for •4, 
mathemat:icr,l and cryptanalytic tr.Ui.ni.n-J. 'l'hroughout. his c:.1r.eer• he 
helped plan, pr.epa:.re .and ccndt1ct t.f.'aini!lg cou-rses, .continuing ~lH a (b) ( 3) -P. L. 

• • • 
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consultc:mt until July 1997. 

(U/ ~ During (and s.ince) his twcJ· tour:s in the u_s_, Les.lie, and 
his wife nor.Js, helped to .strengthen UK/UK re1.,.tic1ns.. Fol.towins:1 his' 
first term as H Licdson Officer (1959-63), Dr. l,ouiB W. 'i'orde.l.1~1; 
D/DJ:RNSA wrote to the-then Dil·eC'.:.or, GCHQ, Sir. <:live Loehni.s: "His 

_ superior technical competence and analytic i ns.i~ht i~uve served us a 
stimulus to everyone with whom he cnrne in cont,;ict.. His engaging 
personal:Ltr, diplomacy and tact have .endeare<'_I him to us all.'' 

(U/~ When LeHlie r.et.ired ·.i,~ Ju1y 1977. tho:? i)ir.ector'.s farewell 
letter puj a tribute 1:0 his. work: "'~ome <.1f your. achievements ar~ 
known to very f.ew of UR (and none t:he less val:.rnd f:or that:). bur. 
other. thirigs you ·hav,? ·aone, like the he.lp you have berm to th(;! wor-k 
of innumer.abJ.e peopl-e, n:t·e w.i.clc-:.1 y known rn1-:'i res;iact.ed. n, ;:mtl: "You ,:an 
rega:rd the continued exiStence o[ our special rE:iai:.i.o:nship with the 
Americm1s as ow:l.ng much to your. eff.c.:.rts. ·· 

(ut /~) S.ince r.et.Lr..ing from GCHQ, t.es.lie has become well known 
locally and further afield aS a t:eache1:- ot math(:."'1.nnt:i.cs. l:le i.$ H 
Dist.i.ngu.ished Member of the CMI and a i,~e.l. low of the Institute oJ: 
1'-'1.athematJ.cs and j_ts Appl i.cat:ions. /\cceptjng -on bc?hr.11.t: of LE:>s1j(:l is 
PetE!r Hy land. ' 

I/ I/ I I Ii I/ I II/ I I I I I I I I I/ I I/ I/ I/ i /II l I I/ I I/ I I// I! I/ Ii// I I I I:' Ii I/;! I I I I I 
5. (U) COMMUNJ:'l"{ NEWS 

• • • • • • •(b)(3)-P.L. 86-36 

(U) The Applied· Mathomat:ics P1~ogi:nm (A?-1"1'} he l.d a_ g.r.aduation c<::n:imOny 
-for i.ts f'i.r.st clas.s on. Sc~pt-?.mbae: 1-J, .19~1'.'i. o-..,,_;n· the paHt· three ye~n• 
these mathematicians have Eacad th<::! <.:ha.l1€r:geH po:-,~d 1::-y t:1e 
revo.lut.ion .in communications technology. ·1'he· pr:oblems they hove 
addressed i.n many of their tour.fl dir.;;ragard the t1:D-:UtionaJ. bounclar.ies 
between· mathemat.ics, computer sc.i.ence, and euginQ:eJ~ing, and rei.lc:h new 
levels of difficulty each day. !n addition, t"t.e-:1e rnathamati.c:ians 
have been· exposed to the· "tr11diti.onul" work done- by me1themat:tclc,ns in 
the development of the science of. crypc.ol.09y, cln'-"l have been 
successful in that arena. a.11:'0. Out the major.ity of the meml>er.s of 
the AMP Class or: l.~99 have chosen t:c cont.i.nu~ t.t.E:.lr wotk on prohlems 
raised by the technology explosion by choosing pt'.£i,:es whe::.·e 1:hny can 
apply their. exceptional ver:satilil:.y, prol:ound cr~utive energy, Clnd 
relentless dr1ve to these ,e,-;cit.i.ng new problem opportunities. 

(U//~ The offices where the first graduate.; will bf:? work.i :1rj are 
as follows: 

------------------- - ---- .. --------- .. --·· -····-- -- - - •-- - - - ---- ------- ------- -. . 
Sb. (U) Mathemo.t.ics 'l\vo 'l'hcmsand Conference, 2uniu.v.y 24-2R, 2000 

. . 
(U) 'l'he Mathematic.~ 'l'\\l'O 'l'hCu!:rnnd Confe·cenc1! {M2K) i.s sc~eiuled t:cr. 
January 24-28, 200G. 'Phis l.ar-ge l.nter.:.-1.al ·c]assif~.ed mc-1th cdhf:eronce 
will be held d.Lr.ectly f.ollow.i.ng the .Jo.i.nt Math-s-mot'i.cs meet.i.n~s.1:0 be 
held in Washington, D.C • .i.n Januar.·y· ;?QOO. ·'!'he co!"l(erence w.i1.l he 
modeled after the joint. meeting$ irL style. and will include • • 
participation from the er1.tirc extended i::ryptomrlti1/CA commun.ity • 
(IDA/Second Party· partnen;/SCAMP par.t:Jcipants/etc.). • • 

(U) The f.or.mat for the conference is a:; foll.ow~. Ther.e will be a 
two-hour session eoch morning, in Friedman auditor.ium, cor.sisting of 
accessible taJ.ks of interest to- the enti1~e communitv. An invit~ld 
plenary talk wi 11 be given e.aich day .i.n Priedman at i600. IJ'he 
intervening period euch day will be dev:oted to .shore c:>urses, 

• 

typically .lz:isting 2-,1 hour,"3 and possibly spreaC. over 2 days, and 1 • 
special ·sessions. It :i.S planned that 'I'D er.edit will te offered foi, I I 
some of l:hGsa courses through the NCS. SpeciaJ sessions wil.-t, i\1·&:, 
mostly last between -:l.-4 hours (a few w:i.il be l_onger) Bi)d•b& t!ypical.ly 
composed of technical talks, _.r.ump sessions, anoS,p,a11e"j, tU.lcus~i.ons. 
To see the current list of short cou,~ses ,;.nlll l.;ei:ill sessions Cf1eck 
the M2K webpage ot: ! . I-. • • 

. a 
(U) Abstracts of t;he technical lllld plenary talkiJ •.<ill be availJ)Jle 
fr.om o f,;i_ te on the Cl\ \tTeb as they hecmile avaj_labl~. Attendees ::rom 
Second Parties· will not be able to access th<-! CA s:i:te; ·11owmver, any 
inf:orm,;ition wi.J 1. be rnirr.or.~d to the appr.opr.iate f;econd Pa.rty ~;it:es. 

\ 

• l (b) (3)-P.L. . .. . 

86-361 

.-
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(U/ /~ Advance registration is Stro~1gly recor,mlE!nded for both the 
short cour.ses · and special sessions. ·!•U-;gi::;t1~al:icn -ts being han::1:.ed 

· oveJ: the NSA Web, thr•u the M:>.K Web page. Second. l'ar.ty attendee~: and 
those yn4ble to reach the M2K wgbpage can n:igister by e-ma:il through 

I 1 • ■ • • • ■ • • • ■ • ■ • • • • • ■ • • • ■ • • ■ • ~ • • ■ • 
(U) The CMI and the KHYP'l'OS Society a1~e sponsm:·ing some socia.l f!Vent.s 

dur.ing M2K. '!'entatively, the followin-a- two event8 ,?.re pl.Jnne\1. one, 
an evening g~ther.i.ng on Sunday • .Januciry 23r:d ~t i::c>me establish;;i(mt ·tn 
Columbia. '1\,10, an afternoon ~c.1.assi~jcd 1nJx.er" en Mona,>,, JailUlLry 
24th in Z2 spaces. Look (or. updated d(:1ta.i.l.s in the comi.ng ~eek~; on 
the M2K homepuge. 

SC. {U) Computer Nelwork l~xp:toitt.1t:ior1 Conl:er.ence, Marth 6-P., :WOO: 
Cali fer. Abstr.aC.ts 

~ computer Network F:XµJ.o.i.tat.i.on (CNI~} h.s:-::. becom1,? o:ne of t:he 
primary areos of. interest oi: both the off.ensiv-e .fl:'l.d defen.;;.i.ve 
portions of NSJL 'l'o pl:ov:i.de an oppcrt1~nity for. ex.:h,mges among 
professionals thr:01,;.ghout t~1e commi.m:i.ty, ct tee:l!nit:.,:l..l. ccnf.en::nc~ un CNE 

. .. 

"(b)(3)-P.L. 86-36 

. . . 

will be h,aiQ Mrlrch 6-8, 2.00C ut tile Center fot~ Computing Sc:ienct:1s (b) (1,i 
(CCS) .i.n Bowie, Maryl.and. Att<md1mce will be l:im.i.t,?d to NSA, GA, (b) (3,) -50 USC 3024 (i) 
and IDA employees. Topics lllcly be. -Or.awn l:..1:om «ily subject related to 

Page 10ofl7 

network exploitation .i.nclud.i.ng, j ~ (b) (~)-P.L. 86-36 '------------,,-------,-------------.. t . : : ... · ...... _ .... _ .... ___________ .. 
(U) we are ca.Ui.ng f:or. speakers to not.:i.fy ai1y l?f th..:: POC's below of 
their. intent to give a t~lk at this confeecncc. Please s0nd tht! 
following: info.cmatjon: 

Na..--ne 
Off:ico 
':te I ephc,r,e rm:tl'l."t)c:.:ir 
5.i.d 
Length of talk (20 - 30 minutes prefe.n:ed) 
J~rief descr ipt:Lon of ta l.k 

(U) The. deadlines I:o,:- submi~siOns ar.e: 

Nov 19 :_ Not-i.f.icot.i.on <if. Intent to Sp~?ek 
Dt:?c 4: Shor-t Cl-3 vag0:,;.) abstra.ct duH 
Ji:111 7: Speakei:-s notlf..i.1c?d of selection 
F"eh -1: Ei<tendec:I {~·-~s pageR~ abstract due 

(U/~) POC" "'----------------------, 

. . . ----------- ---------------------------------- ----- -------- --. ----------

Sd. CU/~ 'l'he CryptoMathe.matics Jn;;t:itute tCt(Ij: Collecting 
Rec9:ipts fCf CODJJ2Ul:€Yf_; . . 
by I F ............. . 

(U) The CryptoMathematics Inst:.i tute (CiU) .i.s once: aga:1.n sponso~ing 
the Ruth Parker Eason School in Millersvi lJ.e, Md. with regard t;n the 
local grocery stores· (G.i.ant, Sofeway, Metro, etc.) cab:h :regjstcr 
receipts programs. Cash registe·r receipts may be exchanged r:or 
computers and othe-r useful eqtii.pment. 

... .. 
. . . .. 

• . ·1 
•• ■ • :: . . . . . . . . 

·• I • •· 
♦ • • 

♦ • 
♦ 

♦ • 

(U) '!'he Ruth Par.ker East,n Schoo.I is ·o ·pub] ic school Cot.· ci"d.ldr.en • • • 
·(aged 3-20) with special needs. · Mnny :.1r.e mult.i.ple-handic:apped and • • 
requir:e specialized ·ectuipment to f.tt.cilitate thej r. education. • • 
Compvter.s have been n~ :irnportµnt par.t of the educatioi1 process "1.nd 
the school adapts them f.Qr us~! by eVC:!t\ 1:h-e most physically • • 
handicapped child. • · 

• 
(U) In addition to the ccmputers, the grocery st::n·es•a,.low f.or t:he 
purchase of other specialized equipment. in exchang• for the receipts 
--muc)l of which would not otherwise be paid for♦~ the county. An 
example is a piece of. equi~rnQnt that a:11.ows a.c:-,ild, who is o:.:herwise 
un?ble to stand, to be suppcr.teC----so that ht!-/s:Oc can more ec1sily take 
part in f!ome of: the school• s activities·• \Jithout t:le. help of tliis 
program, th iS small school would have «o fund - $2500 for each of 
these cJevj ce.,;. • • 

. . 
(U} Last yea1~ CtU collected almtiet $50,000 wo.rth of receipcs to1· this 
school and was honor.c•?d wi.th•a•woo<:f':!'n plaque. .1 w;:.5 also for.tur.ctte 
enough to be of:fe,:ed an ir.-depth tour of the s,:!1Q1:,l by the pr.i.nc:ipal, 
in e1ppreci<1:t.ion f:ot· NS~ •t: suppor.t, Jt w-::1s ver.:1 j!lsp.irvt.iona.l. 

. . .. .. .. .. .. 
• -.,. 

(U) If you don't haw: kids, your. kids il):e c:11.l grown up, o\:- yoU ~re 
fortunate enoug~ tu have kids .in scho6ls with 1esse:::- needs, plet,se 
cons~der donat..i.ng your. J~oce.ipts to \:h.i.s c,,lrne. 

.. 
.. 

• r.· 1 f. you _choose to de .ti:1ir:i, please senO t:he1-a t~ rne, I . _ 
on tour. as Z rep DO Business Reflu.i.ts Center. JC.1.57 ,(■ =::::::~!• 
lly and J: wJll n.dd them up, onQ o.m:iure .1:ha~ Lhey or;e 

delivered to the school. (At S&[nwuy. you now have t-o n~giE:ter. your 
Safeway car.a at tlle cuf.itomer.- s@rvice counter ,i;:. t:he store l.n order to 

.• 

. 
• 

• 
• . 

.• 

. . . 

. 
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hdve the totals cr:edi.t:ied to th.i:-:; school or· to any school of ymit" 
choice. I 

(tJ!~ If you·d 1.ike to put e box ou-t in yo1Jr work area (p.lee1se 
·mar.k it as being for the school so people wi.11 be: cle~,r 011 who the t::::·:•• :;e f.or.),. that: w,,,,ld also b~, great! lf: you ."-mail ·mFJ -~--· ~~ l r · 11 eve:, make the box : ·) and pick up the ruceipts_ 

. . 1ca y. • . 

• • 
(U) Thank you very mu~h.f:o-r. ycilr con~i.dcration . . . -------- --- -- --- -------------• -.---- --·-- -- ... --- ---- --- --- --- -- ---- ----.------------, 
n ot" I• H " " ••""" i, '1 "" j, H" ~ II"''" II 'I""•: " " " ~ I'." ".," II II II "" •1"" " " "" " ,. " "" '' "'" " "~ r U •• 1' '° "H . 
I I I I I I I/ I I I Ii I I I I I/ I I I I I I I I I// I I/ I I I 11 I ,1 I:/ I I I/ I I I I I I Ii I I I I I I I I I I I I 

• • 
------•- ■ . ■ r••••~• 

6. ~ TECHNICM,·ARi'tCl,ts: I iscN11' •99.or "Hq;'l~ 
Spent My summer vucat:P'o1i::., • 
by, 1._ ______ 4~ • • 

. . . . ..... 
~ Th.is past summer's SCf..Ml:'s at JDA/~C"-r-rincetnn and'~• • 4 

(b) (1) 
(b) (3)-P.L. 86-36 

~~~~~~~~B~~~et~,h wer.e dedjcated, in r~~~;r:.wo~:~:i~nw~~m~~~;~e~~~Q : : : • 
the sense that .,t_h_e_c_c_mt_., p._a_r._·t_,m,_e,.r._,t..,t ... o ... ·r ..... t .. '1_,._,,;_c_._1 e_a_1._·a_n_c_e._, ..._ ______ ..._ • : 
now c;over.ed by '----------,--..----,---..,,.--,--,...,,----,,1, : : : I' I ! 'I ,. ... __________ __, 
has rarely been g1ven to retJearc ors for r.rnch or~ e -ro-rt; ef:orc. O I I 
course·, you're probabl.y wondering what r.·m gc,ing ':.o s<1y in this (b) (3)-P.L. 86-36 
articl.e slnce the wo,:k was f:or a comp~r.t.mentcd pr.;;gr:cJm." woU ,, many • '-' 
of the techniques we_ us~ (especially Lh~ "cr.-ypt .. JJ,ke process.i.n-g·• 
attacks/a.lgbrithms) do not give nw.iy the natii·r•~ of G>:nc:1:1.y how we 
acqu:ixe our. d~tu nor. the .1.-)Ci:!t.lon/.iCfontity of oui~ t~.'rgets, wh.i.cb l.s 
mainly what the Co.11partme11ts pr.otect. So I' l.l bi<J obl:e t·.c- wrj_t;e 
about mor.e than yoLJ miyht think pc>~s.ible. • 

• 
(U/~ As with all ~.imila.r. under.1~;1.king'.c., the1:e;, w.are som~ lt:J~,lles 
to overcome fir.st. r>ete1:m:i.Qing th~ pr;ob.l.ema to be wprke4 In Wi;l.B th,;: 
first priority, BU'r, gett.i rig the appr;opr.:i.at:e data -r.-e\eltsed to bi! seen 
at SCAMP was potenU.alJy an insur.mounl;tibl•il hur.d.le. • So, i...--e (Z71) had 
to convinC:e our. cu.istomers in ·rJO (M & W) thot it., ~,,,.ld be good fc,r 
them to let us r.eleaHe their data. f.'or:tun~£11j_y, the offices that had 

• 

the vision/ f.ores.ight to al.low thiH shar.irl!I of d.~.t~-t are now th·cilled • 
with the pr.ogress ....-e hav(~ made on so:r~ t-f." the mc•st di.Ef:i.cult problems 4 

involved .i.n the successful 1.:n.:od1Jq;.ten of. i:ntell.igen~e f:rom th,?:ir • 
targets. • • · • 

• • ~ There wer.e four;. tlu.in _pr.ob.lems pi:op,oseC f:,;-,r. research lit ther 
- . SCAMPs {at Bowie and., i#t. Prir.ceton), f ~ 

. . . 
• 

I I In order to rna~.,"'n",t"'a"',"'n-•"a°'c'"e"'r"t"'"-""'"n-,""·1m"'o"'u"'n"t,-,,o"'f _ __, 
vagueness 'that will help keep this article f.roin bei.ng compartmented, 
I' 11. tell yoU about the work that. was don1~ without corre].at:ing .i.t to f • _.,,,., '"'mo w." :;:-;'.~ '."-~ :•:'. • • • • • 1 • • • • • • • • • • 
SCAMP. •• •••• •• •• •• •• • • ■ 

. . ..... ·~ ... :. ~--......... ,,_.,... ___ __, 

• • 
• 

• 

.L. 86-36 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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(tJ/~'rhjs "year's :.lCl,MP W"lf:', fr:-om Z"lj_•::; sta:1d1,.""IOinl:, dr:I'.1.;'J.ib-!ly n 
success; and hopefully, 1:.he starting point for. a ,::ontinuing f.ru1tful 
relationship between our pr.cgram and the r.eSt.'?a.rch':!rR at th<:! IDA'S and 
other or:gcinizations. Plans to continue most of t!1is work ore alrecldy 
well underway and· th'21:e .~:re many related pr~ojects just waiting to be· 
followed up on! If. you··ee intere$ted :i.n working in this ar.ea, pleaRe 
contact me,, I 
,. .,,.., ., .. ,. .... .,., ...... ,, ,. "" ,,,,~. "" ~,," " 8 "" "" ···• ,,.,,, ·• .,., ... , .......... .,' .... ,,,."' .,,. .. ,., ,.t., ■,·••• "ll'"ri 

I/ I I I I I//// I I I I/ I/ f I I I I I I I I I I// I/ I I! I I I/// i /,'I/ I I Ii I I i1 i l I I! I I/,' I I/ I// 

·7. (U) KRYP'l'OS PUZZl.,E 

7a. (U} New Puz:· . .l.e: 1993 KRYPTOS K!~.i.stn1at;: I<wl.7., 

CU/~ Answe1:s an.! due cos <;:>n January 28, 2C:CO. Two chcingas from 
prev.i.oufi year.s ar:c that we are givlng s· . .,o:, pr.ize1; to tho winn:ing team, 
and teamt; ar.e Jim.ited to 4 or fewer member.,e; ·in eirde.r. to wjn a -prize. 
If you. have any que:;tions regardi.ng this K't1iz, please contact the 

. . ..... 

. . . . . . . . 

(b) (1) 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

. . . . .. 
(b)(3)-P.L. 86-36 

foll owing people, 

1 
L . 

Please send solutions to. this puz:ele toila" ■' ■- ■- ,_ -d (b) (3)-P.L. 86-361 
. . ....... ~-..... , 

(U/~ Thjs year,! · ihove 'o.e€n joined by .'l • 
create the 1999 "KRifP'IOS ){1:"·1.sfiias Rw:uL ·' J\R usi·.,11, some Qjl8C ..... ) • • 
are mor.e dif.f:i.cult them others, so euch ht:is •m a;;;So!i,iat.te'ti Wa1') •· ·· • 
Factor. F'oc [actor.s gr.eate1: than "l, points miy•b.; Clwar.d1=•l~or. ta • • 

nearly-cot"r.ect answer or even cl go.J.lvnt e.fi:'t>rt, so JJ3'n! an unm,m.f 
evQn if you' re not sure. And if Y*u,.-. J"ns•,,.re1: is ~L"tcr. than oui.B, you 
may receive bonus points. 'l'ite■ 1<:.i.z is desig1;,acf to be qr:e hrrd (in 

Brain.stretch,0ver;-waq1 or ,ri-:::pr.i 11t {tI1oug i ~ huve 
places), and c.i!t>n'!. may bC'. •.if.le thanks t.o . 

tried our- bes ·o nvoH.1 th-=8e!), so o ent.cr.- thi? cqmpeti.t:i.on t:!VEm if 
you haven· t complct~d all !.:.h~ ~1.;e.:.tions. · 

(U) Webster's Di.ctior,ary wiJJ. be taken dS the a1.:thoc.it·Y for w!lat: 
constitutes a ".word": :i.t must appear as an entry there.in. Unlef1~ 
otherwise stated. an entt'Y t:Jwt;. :i.s a proper nour~ CL thc1t lncludes 
punctuation (hyphen r;r apostrophe) docs nvi: con£.ti.tute a ··word" Tf 
your answer includes an obscure "rord w~icb is n,,t :t.n Webr:1ter:' s, but 
in some other. common d:i.c:ti.om:iry, yol! must tell 1:.s which. 

(U) We accept entd.es from indj v:iduuls or. from teams, but we would 
like to suggest thut a t1.1am comprise no mot"i:? tr.an ·4 mc~mbers. 

(U/ /fllll!Mifill NSA' ers should e-mi;iil 1:esponses 1:0 clbi;~m\.ilns;1. 'l'hose clt 
GCHQ should fol.low the.i.r own instr.uctions. Tlw names ot: tho 
winner(s) and all coni:..estants whcl 1:acelved a Hco.r:e grec1t.or. t:h.Jn Zeco 
will be publ.ished i.n an upcoining _'I'al.ei.; ci: the Kt.:YPT_. The 
deadline f.or responding is COB Friday, Jarruar.y 28, 2000. Thi:; year 
the w.inner(s) w.i..U r.ece:i.ve a ll"ABU!JOU5 pr·iza (a KRYP'l'OS mug or. 
glass!). 

(U} So, good luck, and have fur.! 

(U} 1 . Give two wor:ds thtit huve l:.he i:::aii'te pr.onunc.i..ation but have no 
letteis :i..r, corrimon. Cl) 

(U) 2. Where does PONY fit in t.ha fc,Jlc,,w.L'1g liE-t {read lef':. to right,_ 
line by 1:i,na): 

BONE HILL RES'I' PRINCIJ?LJ<: KEEPER ·DRlVE !'jAINT 
BUFFALO LAW CAS'PErt CHER 

.. 
S'l'ROK,: EN1'E:F: PEi:iJ 

FLUENT h'\/EN Pn? CAPR MARKE:1' !•APER DIRTY 
CHOIC~: Wl\LKE:R Sl,OPPY QUES'PIUN HAlT., RE'•,"ENCE NE'r 
BAU, RAZOR INTE."R reox DISEASE Wl'l' m .. tm 
LOT CONS'l'AN'I'. WEt~~ER - STRESS HUT SJ:J,fPl,E 1?1.,AI.rr 
ON LAZY THING OFF RING AVJ!:K MOPHE::i 

( 5) 

(UJ 3. And, reading the mime 'lii'JY, 1J'.,he.r.!:! does I S5 I fit in Lhe 
f:ollowlng l.i~t: 

8 SR 1~9] 4,1 1700 1994 
2000 3 1 187'i l'i:':,2 [ij 3 

6 9 5 .ls ✓.3 ?. 2 
1587 158?. l oi .1.873 1J 8 

6. 80 9] J 997 ..16 l 1 
15 1995 70 ?4 1959 1995 45 

6 34 7 1;? ., 1:;, 199H 
2 9?. 4 1967 5 2 

(.5) 

(b) (3)-P.L. 86-36 
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(U) 4. Which is the odd man out: 

a) BEGGAR, BOXCAR, DE:LJVER, 1.IAR,l)Wl~,RE, I,TT::!:G.i\T:!ON, MOf.ECIJl,:•:,:, 
SCO\Vf~, SE'VER/l.L. VO!.,?','I'Il,E 

b) 1-?,Al'r, MLf.,, BIHD, G'JAHll, JACK, i~w.:, 1.,JS'f' 
c) BODY, !-l(Y11f::l.,, KNJF!l:, RE!,/\XlHG, S'l'A'l'f:;1,Y, 'l'IWUJ3L,CS, ONGHA'P8FUJ., 

(1, 
(1) 

WRJ:N!U,1:: (1) 
d) l\RSENAl,, CARAFE, CIPHI::H, COTTON, IDBA, MAGAZINE, MA'J'TRES{-;, 

MONSOON, SOFA, SYRUP (l) 
e) CAS'rLE, DEA'PH, HARIJOUR, ID!~A, LI'l"fi.,E;, RECREATlON, TYPE, ii/RONG 

( 11 

(U) 5. This l.i.mer.i.ck ha;; a di[terent. 5-letter wr.;r.d missing frOr.i 
each J :i.ne. \l'lhat aJ~e the miHsing words? 

A man from the Eust, nume of ·----··, 
would ----- g:i.ve people red roses, 
But he had an odd --·---, 
A strange ----- glar.e, 
Which is why they would (1) 

(U) 6, Come up wj_th D (not-too-contr:ived) sentence containing the 
longest poss:i.h.l(~ segue nee of two-letter wr,:r.a~.•. ·:·•he wor.ds n()ei! not 
all be different, ,:ornrnas/se1_11:icolons ar.-2 ;:i~.1owc,d :i.i": neceEsory 
{thou9h quotation ma1:ks ar.-:1:! not) and U:e rrnnt~ncu can begin and end 
with non-7.-]etter.· wo1~ds. (l) 

(U) 7. Identif:y the -theme: l:o the Bngl.-i.sl1, :i.t:·s .only -10; to the 
French the first :i.s ~; to the Germans .the second ··i.s 8; t.o the 
Russians it.doesn't ex.is-::.. (1.) 

(U) 8. which wo1~d could foJJ.ow: 

a} LACING, SCARE.:D, COPING, TAMERS, CNVDNS, DENTEO {l) 
b} COM/\, B,'\TCH, Dl~MCER, WJl.l<R/\-1,J'PED, S('A7rn, INP! 1:ST, CP,HDEN, SHRED. 

FIORD Ill 
c) HONOUR, BXUDE, S1'0RIF,S, REQUI'l'J\!.,, QUTi.JCE, EX. rs";, PES'I'E:1~, 

TOUCH.I. NG ( l) 
d) ADDS, J.CI::, CROP, i:'ECAN, DON, MIJJT.,S, l,l\'l'EX, SUI,f. (1) 
e) El,OPE, BUG, F.NTER, R.ElN, !.,A'l'F OUT, SUCI<Eli., Pl,OUG!JS ( 1) 
f) FIN, CAR, CON, CAN, IMP, ou•r, BUD, WAS·, OFF.:, R~, P.IP (l) 
g) AMAZED, BRJ\Y.I.NG, CRU:<ES, DROWNBI), BL,F;Vl!:N, l:'l',OUTED, GRA'I'I::::;, 

HESSIAN, I.NUS.ED ( l) 
h) "'PHARAOHS, DOUB'i', SCI!JSOH:;, Hl\NT.JJ<I::"RCH'fi::l•', YD:01'1!::N, HAJ.:,FPEN~JY, 

GNAT ( l) 

.i) BE, BEAD, CEDE, ORAB, FACU.JG, ILEUM,· Ni'\'l'lUUM (2i 
j) CHAlN, RIBBON, PRECIPICE, ADEQUJ\.1'B, EA.H, REFUSE, W"E.IGH'I'Y, 

S!IRUC',GED, ACH.!Ev,,, OEJE\rn!.,UOD, PJCJ(AXll, c,MEU,Y (21 

k) O'PHER, U'T"I'ER, P.lTFALL, CHUF'FINC, PROOfS, COI-JCF.D5J.ON, 
SURPRISED, COMPRJ<;F·JENf) (2) 

1) INCH, INGOT, IN"SER'r, INF'EH:JOH, INcm~·rJVE, INDISPOSITION, 
INSENSJ.'r.IVE, 1N'1'EHMI'1"l'EN'l' (2) . 

{Ul 9. What is the longest word ·cof lengt"!'-: r.) f.rom w!'lich lett.,.2r~ 
can be dropped, one by 0110, .i:i the: ordE1!r- of yoi::r choL::e, t:o f,:,r;,1 
words of' ·1cngth (n-1:), (n-2.) 2, 1 
(e.g. DREAM._ DRAM - Hi\M - AM - A)? (1) 

(U) 10. Below are s0:ven cryptic crossword clues. 'rt.ey do not contain 
a defi.ni.t.i.on part, but all :~even anr-;we,:·s are r.eJ.ated. 'l'hfrt"e _is no 
indicaUon of the l-an9ths of: the ·answc:.-s, but again all conform to a 
pattern. •rhe numbers following t.he cl~es ,.11.·e po.inters to i.na:i.viduaJ 
letters, which sp€ll out an a:ighth momber. of thi:::, group. 

a) L:i.qu .i.d meto:ll reservoirs ( 3 i 
b) Greek on€ - str.et.ch out: i-1} 
c) Male beast, per.hap$ (4i 
d). 1.::xtremely able jun.Lor hs>f:'P..i.tcil (ic.::.:.or, we hc,n (5) 
e) Film cert.ificr;lte ·- sounds .lik0 a Jo·a- ,.:~b.i.n (5) 
f) <::ivi.L Service, supporting one who relfixes (7) 
g) Return computec - there are wt.U:.e .ypeck.s on the scr-s-en (4) 

What is the e.i.ghth mcmbel·? . Pr.ov:i.de a cryptic ch.H~. (2 I 

(U} 11. What is the long,::~st vJord :i.n wlli.ch ~!ac:h -::cms,ticutJ.VG- group of n 
lettei:-s, i.n the or.der .i.n w~1i.ch tl:10y ctpµear., spe:~.11.fi out a w0rd 
{e.g. for n = 3, CARfm gives Cl-i.R, t>.HE, REOJ. Solve for: 

a) n = 3; 
bl n •l; 
cl 5. (3) 

(U) 12. Each of th.a f.olJ.owing list.s· l€ild::: to a ~e(:oncl .l.i.st, entry by 
entry, which .le~ds t.o a th.i .. r.d list, wh.i.ch :Jer,d.8 to n f:our.th l.i.st.:, and 
this last list is in .al.phabeticaJ.· oi:d~c. \'!hat are the fi.nul lists? 

a) GODS, VASE, GRfftm, S'l'AJJLRR, El\R'J'HY, DIE'r, CANED, SERVE, 
SADDLER, SNAP, rn:.o'rS, PLJ\CgR, PRTES'!'S (2) 

b) BIRDWA'l'CHER, BOMBING, BEEF £:"rEW, DAGGER, B"::Wf..D-BRlMMED HAT, 
OPENNESS, DbAI) ,mo,. OPEN PI!::, 0RlE\1ANCE OFFICIAi,, DRUMBEAT, 
PAPF.:R-FOLDJ.NG (2j 

(U) 13. ln the Eollowi:19_, what does the ·• ?'' ste1~d t:or'! 
UNJ'J'ED KINGDOM ]435 
l\US'PRAl.,IA 7:'.14 
UN:CT'ED STN.i'E5 OF A1:1:ERICA 34 fl6 
NEW ZEAT.,AND 
CANADA l 6 (11 
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(U) 14. Which se.quence is the· odd one out and why? 

(4 8 11 13), (9 18 7 2), (16 13 .1 19 8), 120 18 9 7 8), 
(4 12 7 15 9 8), (7 115 20 8 19), (10 1·5 14 8 18), 
(13 1 16 7 11 17), (16 1 9 19.11 20), (7 3 18 12 6 1 9) ( 1) 

(U) 15, A recent c9mpetition a~ked for the best approximation of the 
form a/b to pi which used the dtgits 0-9 once and once only. The 
answer turned out to be: 85910/2'7346. 
If we allow all basic arithmetic operations ("", -, /, +, ! and sqrt), 
decimal points, exponent (")., recurring and parentheses, but still 
insist that the digits 0-3 are used once and once only, can you find 
a better ·approxill\ation? (1) 

(U) 16. out of all the 10-digit numbers that can be formed using each 
Of the digits· 0-9 once and once only, each of the following has a 
unique property. What are they? · 

a) 3816547290 
bl 8549176320 

(1) 
(1) 

{U) 17. What is the next matrix in this series? 

(10 2 11) (12 12 3) ( 5 13 14) (16 7 14) (15 18 11 l (13 16 20) 
(19 36 1) (10 88 2) (10 40 2) ( 8 10 3) ( 5 16 4) (12 56 4) 
(11 7) 118 1 17) (25 8 18) (16 5 12) (20 2 23) (15 9 21) 

(3) 

(U) 18. What do the following words have in common capart from their 
lengths)? 

a) ART, DOT, HAT, LOW., NAP, PAR, THE, WIN (1) 
bl ANT; BRA, BUD, CAR, MAD, PAR, RIG, VIE, WAR (1) 
C) ART, BEN, COP, DOT, FIR, HIS, JOY; LUX (1) 

i:I> BEE, BRA, co~. HAY, MEN, PAL, PRO, RIM, WAG (1) 
e) MD, BUR, EAT, ETH, GUY, RIM, WAG, WAN (1) 
f) BUD, BUR, MAD, NAP, PAL,· PAR, WAR, YAM (1) 
g) ADD, CHA, DUD, END, ITS, OHM, RHO, TOR (1) 

hi ART, BRA, BUD, BUR, COP, DOT, MAD, NAP, PAL, RIM, WAG, WAR 11) 

(U) 19. - In each of the f~llowing sets, the words preceding the colon 
share a common property, whic;h :is not shared by the word after the 
colon. What are the properties? 

a) ABDICATING, BOWING; FATTER, PANTS, QUIRE, STOP: ABSENTEE (1) 
b) CROCKERY, PORPOISE, RECIPE, STOCKPOT, STORY, TRICKY: SICKLE 

(1) 
c) BLACKENED, DEFACING, FREIGHT, HIGHJACK, POLICEMAN, REQUEST, 

OVERTURNS: CERTAINLY (1) 
d) ERROR, OUTER, PITY, QUIET, TORQUE,· WRITER: FLASH (1) 
e) BENZENE, BETWEEN, COLOURFUL, CRUX, FOIL, FRILL, GAD, 

J.I\MMY, KNEE, PAMPAS, VAMP, WHEEZE: GASEOUS (2) 

(U) 20. What links: 

a) colon, mobile, natal, nice, reading, tangier? (1) 
b) the Roman Emperor Titus, Pope John IX, Archbishop Langfranc, 

Pedro the Cruel, Ferdinand Magellan, Li Yu, William Hogarth, 
Johann Strauss _the Elder, George V? (1) 

C) GARRISON, PORK, FIERCE, GIANT, HARES, TART, HOOKER? (1) 
d) 100151100, 50151500, 1000110001100, 5151500? (1) 
e) BRA, CARE, MILLIONAIRE,. NEEDLE, PRINCE, ,TIMELINE (1) 
f) 10, 190, 2766, 57005, 11325150, 14613198, 16435934? (1) 
g) BUTCHERS, DIVER, HANDY, HARLEM, LARGE? (1) 

{U) 21. Tidying up the other day i: came across an old shopp.ing list 
that I wrote out for. a friend ·Of mine who was poorly last Christmas.· 
What was his name? 

Pizza 
Razor 
Quiche 
Yoghurt 
TV guide 

Eggs Rioja 
Mixed nuts Frying steak 
Unsweetened squash Expectorant 
Coffee Oven chips 

Figs 
Rusks 
Nectarines 
Underwear 

orange juice 
Emery boards 
Cabbage 
Newspaper 

(1) 

(U) 22. The following were all of a kind and then mutated slightly, 
AMENITY, CARAFE, ELEGANT, GLACIER, LEGENDARY, ROMANCES, SARCASTIC, 
SNAKEl?IT, STAIRS, TIARA, THOUSAND, TRIBAL, WARDEN. 
Where were they? (1} 

(U) 23. The game of HANGMAN begins by an opponent choosing a word and 
telling you the number of letter's in the word. You then try to 
deduce the word by guessing at the letters it contafns. After each 
guess your opponent tells you whether ·.the letter occurs in the word 
and, if so, where; if the -letter does not occur in the word you lose 
a life. Upon the loss of your 7th life, ·you 'die' and· lose the game; 
_if you •ve guessed all the let_ters in the word before then, you've 
won. 

(Ui Normally,_ the result.s of the past guesses guide the tuture 
guesses. However, in the game of DUMB HANGMAN the guesses are the 
letters a, b, c, ... until the game ends. Which Word could an 
opponent choose to maximize the number of guesses before you: 

a) win; 
b) 'die•? 

·{u) 24. Rene's 40 is equivalent to Anders' 50, Gabriel's 122, ·sir 
William's 323 and William's 582 (approximately), while Anders• 20 
is ~quivalent to Gabriel's 68 and Sir William's ~93. What_is Sir 

(1) 

(1) 
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Willimn•s .surname? (1) 

(U) 25. In a TV quiz show, children are asked to choose one of two 
possible answers to each of four questions: the first letters of the 
8 possible answers are different. The first. letters of the right 
answers spell ?Ut a word. · Find: 4 pairs of letters which give rise to 
the maximum numJi1er of 4-letter words (e.g. D/P A/0 L/T E/1:i give DALE, 
DATE, DOLE, DOTE, DOTS, PALE •.. ). (l) 

(Ut 26. Richrnal Crompton, Johanna Spyri, Lewis Carroll, Wilbert 
Awdry, Vladimir Nabokov, Alexander Solzhenitsyn, Arthur Conan Doyle, 
Rudyard Kipling, Benjamin Disraeli, H~rriet Beecher Stowe, Henry 
Wadsworth LOngfel low, . Dean Farrar. Joyce Lankester· Brisley? ( 1) 

(U) 27. What connects the numbers 12496, 14264, 14288, 14536, 15472? 

(Ul 28. solve: 

11 = s of a H 
12 = D in a G 
95 = T of ML 
1936. FFS 

(U) 29. I~ 1/9 .H, and 1/8 = .16, what does 1/6 equal? 

(U) 30. I have a torn piece of paper that shows some results of an 
international soccer tciurnament. The readable scores wer8: 

GROUP 1 . GROUl? 2 
ENGI,AND 4 GERMANY 4 LIB!l"A 1 VIETNAM 2 
GREECE 5 ITALY 3 HUNGARY 3 INDIA 4 
RUSSIA 11 ISRAEL 4 SCOTLAND 2 YEMEN 3 
SPAIN 5 WALES GABON 3 ALBANIA 

GROUP 3 GROUP 4 
BULGARIA 3 CHINA 8 DJIBOUTI 0 CHAD 1 
USA 6 ROMANIA 3 TOOO 0 EGYPT 2 
PANAMA 6 MOROCCO 6 DENMARK 1 PERU 2 
IRAN 4 FINLAND ? CAMEROON 0 LAOS ? 

GROUP 5 GROUP 6 
JAPAN 9 AUSTRIA 1 SINGAPORE 0 KIRIBATI 2 
MALTA 1 BELGIUM 1 MALDIVES ·4 ZAMBIA 0 
KENYA 3 TURKEY 2 GHANA 0 NIGERIA 2 
NORWAY 1 HOLLAND ? ZIMBABWE 2 SRI LANKA ? 

GROUP 7 GROUP 8 
QATAR 3 IRAQ 2 llZBEKISTAN 4 MOLDOVA 3 
PARAGUAY 5 SWEDEN 1 ARMENIA 2 .GEORGIA 3 
SOM:ALIA 5 CYPRUS 2 AZERBAIJAN 3 TAJIKISTAN · 3 
JORDAN 2 AUSTRALIA ? BELARUS 2 UKRAINE ? 

(11 

(2) 

(1) 

(U) France was disQualified from Group 1. No Group 2 or team has 
ever failed to score. Gr6up 4 is. generally low scoring. Groups 5 
and 6 each have a limited number of qualifying teams. Greece is the 
only country never to have scored in a Group 7 match. Most teams in 
Group 8 score . Can you supply th:e missing scores? ( 8) 

(U) 31. In a recent psychometric test, I was asked to associate the 
words BIRD, CAST. CAUP [sic]. DOTS, FILM,· PILL and WITH with the 
colours of the rainbow. What colour should I have chosen for each 
word? (1) 

(U) 32. Complete: 

a) if PllLICAN=9, BEAR=25 and BADGER=30, what is 40? (1) 
b) ·if C=6, S=l6 and Y=39, what is 92? (1) 
C) if JANE=23, MAHY=30, ANNE=32 who was 37? (1) 
dl si FOG=2, RAIN=5 et WIND~6. q!''est-ce que c•etait 12? (1) 

(U) 33. If A + B = G; and T/I = L; and B x S = U; and L - K = I; and 
A + G = D; and K x K = U; and D! A + G + K; what is the square root 
of R? (1) 

(U) 34. Interpret the following: 

1 5 7 8 9 10 12 13 14 17 18 19 22 26 29 33 35 39 43 48 0 
1 2 4 5 7 12 15 17 20 23 25 29. 33 35 36 38 39 42 44 47 50 
1 3· 5 7 12 15 17 20 24 30 32 35 37 39 41 45 47 
i 5 7 8 9 12 13 14 17 18 19 24 31 35 39 41 42 43 44 45 48 49 
1 5 7 12 ll 17 18 24 30 32 35 39 41 45 50 
1 5 7 12 14 17 19 24 29 33 35 39 41 45 47 50 
1 5 .7 8 9 10 12 15 17 20 24 29 33 35 39 41 45 48 49 (1) 

7B. (U/ ~ Solution to Previous Puzzle: "Disemvoweled, • 

by ... 1 ____ """1 

(U) Each of the following is a group of related words. Each group 4 
• • • 

has had its vowels rem0ved (ouch! J. For purposes of this puzzle, Y 
is always a consonant. The number in brackets indicates the "number 
of words in the group. For each group, fill in the missing vowels, 
and identify thE!! comm.on feature, · · 

[6] B S L R G N D L L C R ND R C M N MC 
basil, oregano, dill, cori<llnder, cumin, mace (spices) 

[4] C N N M L R N C S R B C S P D 

. . . 
. . . -------------, 

(b) (3)-P.L; 86-361 

. . . 
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canine, molar, incisor. bicuspid (teeth) 

[6] K R C H N R S S L S N P L N D 
Korea, China, Russia, Laos, Nepal, India (Asian countries) 

(5] R L S M T S NG L S P D R S X P S 
orioles, Mets, Angels, Padres, Expos (Major Le&gue Baseball teams} 

[6] R S D S Y R S P T N B G N D H L 
iris, daisy, rOse, petunia: begonia, dahlia (flowerst 

[6] P L J V B s c c c B L. ti 
APL (or PL/I), Java, BASIC, c,· Cobol, Ada (programming languages) 

[6] B V· L T B C L L F L T P N 
Oboe, viola, tuba, cello, flute, piano- (nn,t.aical instruments} 

[6] W H T W H T C H P T P T N N R Y 
white, wheat. chapati, pita, naan, rye (breads) 

[5] M R M G R T T D L M S S N ·R N S T 
Miro," Magritte, Dali, ·Masson, Ernst (surrealist artists) 

[61 BLSKTYDDMTHB.TLNT· 
bee, louse, katydid, moth, beetle, ant (insects) 

[5] L S ·T NM N NW R Z NT T NC B· N TY 
Lusi~ania, Minnow, Arizona, Titanic, Bo~ty (ill-fated ships) 

161 MR MN N Q N s HR DY W L F P N 
More, Marin, Aquinas, Hardy, Wolfe, Paine . {writers named Thomas) 

16] T M T P F F F F N R D R C K MD S MG 
Tiamat, Puff. ·Fafnir. Draeo. Komodo. Smaug (dragoils) 

(U/ ~l In the opinion' of the Puzzle Czar, the. best solution came 
from I whose solution agreed with the given. one, except 
for t.eforgivable tran1gression of identifying the surrea.lists as 
merel modernists. Honorlb:re tions o to . . . . . . 
(U) some solutions were, Shall we say, creative. Her: a"re• stnne 
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random comments from the czar on various attempts. • 

[dragons] I ·ve never seen the magazines "Tipoff", 11Affin,•, or 
"Roderick" ... 

•1(b)(3)-P.L. 86-361 

[surrealists) Miriam, Gretta and Delma? Are they Borgnines or 
Hemingways? 

(breads] "Naan" is a much bett,er solution than "onion": the 1!1tt~r 
stinks. 

"""""""""""''""""""""""""""""""""""""""""""""11111111"""11"""""""""""11"111111"" 
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8, (Ul LETTER FROM THE EDITORS 

(U/ Jl!llllNiliW We would like to talce this opportunity to thank .everyone 
who contributed articles and/or their time• and effort tO the _Tales 
of the KRYPT_ during 1999. Aside from those whose .names appeared in 
this newsletter with their articles, ·and those listed on the 
Editorial Board below, we would like to rec~nize I b I who have often provide · 
us with mfo:rmahon we €S.nk_ has been impor;llt. to publish to the CA • • 
Convnu.ni ty. • 

♦ 

. . 

(U/ t"'9e..l We look forward to a brand new year (and completely new 
century numbers) , and invite you to help us pr.oVide appropriate and 
useful information in the upcoming issues of the KRYPTOS society 
Newsletter. 

I u / /"'99! 
ECh Ears. _Tales of th~ KRYPT_ 

II ft 11 II N ft II fl n II " It II':' II• II ,o N Rn n ,o II II ot n N "ti II N ti II II ft• ft ft W q II Ill II" II H 11 11 M II 111 11 II Ill'"' n II II II II H 11 11 N n n tin 

I I I I/ I/ I I I I/ I/ I// I// I I/ I U I I/ I/ I I I I I I I I// I I I// I//./ I I I I I I I/ i I I/ I I I I I I I I 

9. (U) EDITORIAL -CORNER 

REMINDE~: (U) submissions for the next issue are due by 23 January, . 
2000. 

. 

• • • 
. . 
• . 

• . 

♦ 

. ♦ ... 
• 

• 

♦ 

• 

. • __________________ ...;. ___________________ _ 

• • • • • ~ • • • • • (b)(3)-P.L. 86-36 

• 
♦ 

(b) (3)-P.L. 86-36 
• • • 
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PLEASE NOTE: {U) All submissions must be· in ASCII fonnat, and, with 
the implementation of E.0. 12958, MUST !3E PORTION-MARKED. If other 
than NSA/CSSM 123-2 governs the classifications, please so ~ndicate. 

(Ul If you have any comments or suggestions, please submit ti\~ to 
any member of the editorial board. 

(U/ Tales of the KRYPT Editorial Board 
Editor: I I 
Assistan·l,,t.-..,...m,"'t'"'o""r"",.,.-----------------...... • • • • 
Puzzle Edito~s, • • . I (b) (3)-P.L. 86-361 .-----------------------,.:!-..!...!.I.• ........... . 
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4b. (U) KR¥PTOS Society Membership Drive . . . 

. ♦• ♦ • 

4c. (U) Breakfast Affair for Newly Certified 
Postponed But Not Forgotten 

Cryptanalysts •(~~ , 
♦ • 

5 • ( U) COMMUNITY NEWS 
•• •• • .,. . ... 

Sa. (Ul M?thFest 2000 ••;-----------, 

Sb. (U/~ center for Cryptologic History Talk, ·The Da_rk"Ages J (b) (3)-P.L. 86-361 
of American Cryptology", by Tom Johnson • • 

. . . . . . . .:, 
Sc. (U/ ""'- 1999 Cryptologic Literature Awa~ ,\'lel!lol'andum •♦• 

POC for Message: I J • •♦ • 
Sd. (U) Eighth Annual signals Analysis and Development Confe~~e•\ .... 

6. (U/!'PNiill KRYP'l'OS PUZZLES (by! •• a I 
•• ' \; ••• ■ • •· ••••• 

Page 1 of 11 

(b) (3)-P.L. 86-36 

?",,I POC.1 [nlo. 
(U) lnsl Modified: IIJ/31J/2fJIJ2 I 1:42:25 

(IJ)PE EXTERNAL PAGE 

• 

6a. (U) New PUzzle, WANT MATH FLEET? FLATTEN WET HAM!"• • (b) (3)-P.L. 86-36 

6b. (U) Solution to KRYPTOS KRIS'l't!AS KWIZ 

7. (U) EDITORIAL CORNER 

•• • 
♦ ♦ 

•• 
♦ • 

•• • • • ,, .................................................. ;-••·· ···r········· 
I I I I I I I I/ I/ I/// II/ I I I I I I I I/// I I.I I/// I I I I I I I I I I'/ f,w I I I/ I I I IU I// I/ I I I I I 

• ♦ 

1. (U) PERSPECTIVE, Musings of a Former ~cyptologic ila~;ematician 
Prog~~ _(CMP) Execy1vEt • 
byj _ :ermer CMP E~ecutive 

(U/"""91 In August 1975 I arrived at N§A with a new1y minted Ph.D, 
ready to start doing something I was\'t sure about.• one thing stands 
out in my mind that first day: a Mijrine guard giv!ng · my car a 
waist-level salute as I drove in. + I thought l wa!i pretty hot stuff! 
(Now it may be that I. did not re~ive a "real" slllute, but rather 
some sort of waving ih of my ca.-. I do not want•to know. I. still get 
a self-satisfied feeling thinlt!i.ng about being Saluted on my first day--· 
at work.) • • 

• • 
(b) (3)-P.L. 86-36 

(U/ ~ -After a blurred•day or two of briefings, I reported to R51 
(one of the few .. fixed fe!intsn in the many•reorganizations that 'I've 
seen)~ and shortly thJ eafter came my fir$t vis~t to the CMP office. • • •· • • ••••••••••••• 
We were more formal3¥ known as the "Pl C:syptologic Mathematician • 1111 • • • 

· Program• and inforJiO-llY as 'Pl• or •The.Pl Progrf"'," • 1beo Cllio!!f "of" p\ • • • • 
was MISTER Lutwi · ak crosswor Qt.U:~l••'ltrflt~ '?or the New YorJt ~ime!. 11 

The CMf Exec wa"' recen ly returned. r,pn,,GeH1', and the 
real power in •he o ice wa~..,..,...,,,.,.,,,,..,,.....,.==,-,-,,!was not a 
mathematicia~~ but she seeme o aye an inna e understanding of what 
offices wer4 doing which problems and who would .fit in where. The 
standard o!,erating procedure for new tours was very simple: j I 
called ¥cf'u up and told you where you were going in two weeks. Wifh a' • • • • • • • • • • • • •(b) (3)-P.L. 86-36 
~ whining you could delay or defer a tour, but not for long. • 

L-..Jknew what was best! .. -------------------------"!"'--------------------
Approved for Release by NSA on.Gg~28-2023, FOIA Case# 61704 

• 
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(U//~ Tour choices were siffll?ler then; there just weren·t as, many 
office,s for mathematicians to visit. Tbe,..'-"'""""''-"..caJ"-'1.1;..-'SIII.J;L--~ 
included R51 still the same designator), 

occasional tours avai a e in "'exo 1c 
or ensi oeerins The bµlk of the work of a 

l 
(U/ ~ It never occurreti 4:0 me that 21 years later I would return 
to the CMP as it~ E:xecut.ive. ~111 two biggest changes that I have 
observed are 1) the large number Olf areas in which CMP' ers now tour 
and.·2) the pervasive use of computer\_. we us~a computers a lot in 
the "old days," but not like- today. I ,.e"l,el?lber •tube rooms" where 
you· d sign up for hour blocks of time on a t!'ei;minal. Ttier:;e rooms 
were darkened except for the flickering bluish flow from the CRT's. 
Because of the wait for tube time, you were often •ferced to be clever 
before you could even ()lay with an idea on a ,computer! •T;imes have 

. . . . . . . . . . . 
: 
: . . . . . . . . changed! • • · . ; 

(U/ ~ Mathematics is recognized tQday as an essential tool to«' ; 
solving general problems. not just cryptanalytic problems. CMP'ers• • • 

analysts, and others to s·o1 ve some of our hardest problems. Many· new 
work with .engineers, computer scientists, linguists, signals • • • • 1. 
CMP'ers ore like kids in a candy shop as they contemplate the array ••,_ _________ __, 

of exciting problems they can work on. ]· (b) (3)-P.L. 86-361 

(U/ ~O> computer~ are ubiqu~tous now; it ·s hard tO imagine an .- · 
office ~thout a workstation for everyone. When asked by applicants •• 
what they shoulcl stuay before starting work here, my stock answer is, •• 
"C and Unix." The area of Computer Network •Analysis simply didn • t 
exist 25 years ago, and it ·s fun to think about what new work· areas 
will be createB during the next 25 years. 

•• •• •• • • 
(U/,,..,_ .--------------------------,1> • 

Wt1nawee orso e 
math comnunity once again showed its ability to rise above 
bureaucracy and continue solving problems. 

(U//"-io) "The_ future is secure for clever problem solvers at NSA, I 
can't· ~l you what· tools will be needed next year, nor can r tell 
yo~ what the hot problems will be, but ;r am eertain there will always 
be a place for cechnological innovators. And I hope that CMP 
graduates will continue to take the lead in problem solving 
innovations. 

(U//~ The one thing I've been mulling over is if there's a CMP'er 
who.EOD'ed during my tenure who'll become CMP Exec in 20 years. I 
guess I· 11 have to wait and see,. and hope they• 11 consider inviting a 
"has-been" to the graduations and pi~nics. 

/II I I I I I I I I I I/ I I I I I I II I/// I/// I// I I I I I I I I I II I I (I I I I I I I I! I I//// I// I I I/ 

2. (U) CALENDAR OF EVSNI'S 

Mar 24 

Mar 24 

Max' 29 

(U) Deadline for Abstracts for Math'Fest 2000 
(See article Sa.) 

(Ul Deadline for 2000 KRYPTOS Membership Drive 
(See article 4b.) 

(U/ """'9,) Center for Cryptologic· History Talk 
Tom Johnson; 0930 in HQ, room 9A135 
(See article Sb.) 

(U) Pl.AN AHEAD 

Apr 17 

May 9-10 

May' 22-26 

Jun 9 

Jun 19 

Jul 31 

·(u) Deadline for 1999 Cryptologic Literature Award 
Entrie~ 
( See article 5c. ) 

(U) 61st Cryptanalysis Professional Qualification 
Examination (CA PQE) 
(See article 3d.) 

(U) Eighth Annual Signals Analysis and Development 
confEl!rence ( SADC) at NSA, Ft. Meade 
(See article 5d.) 

(U) MathFest 2000 
R ~ E Symposium Center on Friday 
0830-1630 
(See article 5a.) 

{U) Breakfast Affair for Newly Certi~ied 
Cryptanalysts 
( See article 4c. ) 

(U) KRYPTOS. Society Literature Contest Deadline 

I I I !_I/I//// I/ I II/ I I I I I I/ I I I I I////// I I// I I/ I I/ I I I I I I I I I I I I I I I I I I I/ I I I I 

(b) (3)-P.L. 86-36 
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3. (U/ l1IIIIIQ/ CR'lPTANALYSIS CAREER .PANEL (CACP) NEWS 
by'-----,--~ Assistant Executive, Cryptanalysis 
Career Panel • • • • ■ ■ • • • 

•3a. (U) W'e•ve MOved! 
(b) (3)-P.L. 86-36 

(U//!llllilill We've moved! The cryptanalysis'Career Parie1 Home Page has 
moved. --rn addition, we are upda.ting information, aOding new pages, 
and refurbishing the old ones. If you cannot find .tJhat you are 
looking for or have suggest· he pages, plea§e contact the 
CACP office at hlll@nsa or Please update your bookmarks: 

. . . -

3b. (UI Welcome Interns! (b) (~)-P.L. 86-36 . . 
(Ult"'- The CA Intern Piine::i. ~~omes ies newest interns: 

• • 
.. ( ___ • ____ ....;-1'1,. hired in January; 

t ·:··-h..:ea 1n February;. and 
4 ■ ■ t .. · .. ., 

II ■ •■■, 
,_ _______ _.ft,._ _________ _.► ntr1d-i11, Mjl~h- • - (b) ( 6) 

---------------------------------------------4-----------------------. 
le. (U) wanted: ~thu~iastic, Experienced Cr.n,tanalysts .. 

(U/ ~ The cryptanalysis Career Panel desires to match 
enthusiastic, experienced cryptanalysts with CA ?nterns and 
cross-tra:inees for career development and technic\l guidance 
throughout their programs. This will provide addf.tional technical 
advice to the participants as they learn the skill!, knowledge, and 
tools of Cryptanalysis--and how much fun it can be 1• 

{U/ /~ If you are interested in serving ·as an ad;isor to an intern 
or cross-trainee, please provide the following inforJTtion to 
hlll@nsa: 

Name: Sid: 
Organization: Phone: 
Your areas of interest/expe~tiSe: 

--------------------------------------------- ----------- . --------- --

{U/ ~ Registration for the 61st Cryptanalysis Professioftal 
Qualification Examination (CA PQE) will be held from 6 Marcht, through 
14 April for eligible aspirants.· Early registration is encoua:ciged so 
that all pretest requirements can be validated. The 2000 CA iQE will 
be given on Tuesday and Wednesday, 9-10 May 2000, at the FANX2. 
complex. Registered, eligible aspirants should report bOth daY.:S at 
the time and location listed below: • 

Building 
FANX lI 

Room 
A2B020 

or A2B024 

Report Time 
0815 

Exam Begins 
0830 

EXam~nds 
1231) 

A Privacy. Act Staterqent will. be signed the first day of the test f;r 
use of social securitv numbers in releasina scores. . . . 

·, 1111 ■ ••• 

(U/ /"'9IIQI Eligibility: each aspirant must _verify his/her eligibility 
for the CA ;E with the CA Career Panel office--Hlll, OPS2B Room 
3036D, I ~ Aspirants who have previously taken the CA PQE 
are el§ibl LUZ L .e 2000 CA PQE; those who have not taken the CA PQE 
must successfully comploete/have credit for CA107, CAllO, and CA123; 
one year of cryptanalyti,! ¥Perience, and two diversity assignments. • 
For new aspirants, Hlll must "a\so receive a copy of their Diversity• 
TOur Validation· Sheet ·to verify IIWO diversity assignments and thti" 
latest Personnel Sununa,:y ( PERSUM) ro,. cryptanalytic experience PY 
14 April 2000. • • • . . . 
(U/ /"91irQj PQE review sessions will be held eve!'y day durint the month 
of April, during lunch hours, so as not to inter1ece inf!dinately 
with office ·work time. It is strongly suggested tha1:.,_$pirants 
prepare for these sessions by working the questions ~ror, ti-1e previou.s 
examinations. Aspirants should come to the review•sessions ~\th 
specific questions or examples to share. Since Efome of the rev»ew 
sessions will be held in small conference ro01us~ only those peopll • 

• 

. . . . . . 
• • • • . 

• 

taking the exam will ~ allowed to attend. ·Copies of the schedule • • 
will be available from! I • • • 
(U/~ Independent review sessions are being held currently. 

• • 

. . . . 

. 

• 

-I (b) (3)-P.L. 86-361 
♦ 

• 

. . . 
• . , 

• 
(b) (3)-P.L. 86-36 
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Contact I 1 for more 
details; L _o_r_s_e_e.,j-,----,,..,_c"'A'"•""P"'Q"'E'"""R'"ev,:1'°'e"w.,..,,s"e"'s"'s"'10'"n"'""w"'e"'6'-•p4g~ for 
information. • • • ·• ... 
(U/ ~ Please f j f@St ijpy gtstions to trie 'CA. C~reer Panel 
Office, hlll@nsa, • • • • . . . 
",,""""II II n""" n"" "" """"" "" ,..,., "" "" """ """"""" "" """ .. .,,..,.,,. .,.,., .,.,, . .,.,,..,,.,..,.,.I.,,. . 
/II I I I I I/ I I I I I/ I I I I/ I I I I I I I I I I I l,I I I I I I I I I I I I I I I/ I I I I I/ I I I I I I I I I I I I I I I 

4. (U) KRYPTOS SOCIETY NEWS 

4a. (U/~ KRYPTOS Society - •A New (Unfortunat:l~ s.li~hkl:e • •• : 
Lower) Profile • • • • ■ • • . • • • 
by ._j ______ __.iPresident, ?~P'q:>S.S:cteQ/ • . . . . . . 

(U/ ~ on 2 -a/,...'F"l'rul"°i!:ll"lli"Ma; ah" new President of the 
KRYPTOS society, n by the Council of Learned 
Organizations. from the ethics office, was the 
guest speaker. ""l'mr-m==:-Trm!!"'?rt"'hel" comments was that, from an 
ethics point of view, organizations an! either non-federal or 
federal; there is nothing in between. t"irtually all of NSA's Learned 
Organizations (LO's), includi!}g KRYJ?TOS,• were created as non-federal 
entities.· Consequently, they can functiom. outside of many of the 
rules that apply to the Federal Governmen'-, particularly the rule 
about conducting business as Congress indi.:ates cind ollly with 
appropriated funds. LO' s have their own f1q1ding and can use it as 
they please. On the other hand, members cannot use Agency time, 
supplies, or other government resources in luppcrt of the LO' s 
day-to-day operations. Government employees• may contribute to 
KRYPTOS (or any_ Learned Organization) by writ.'li~g papers, preparing 
talks, or attending functions (assuming these•activities are related 
to their jobs) on official time, but .they cannilt organize any of 
those events during work hours. A limited use .it e-mail is al'1.owed. 
E-mail may be sent on behalf of a Learned Organ:\.zation to their 
members, but not to a mass distribution. LO' s c;n (and should}• have 
WEB sites and ESS topics to convey information to others in the 
community. The saving grace is that NSA Lo··s can•partner with other 
federal organizations to advertise their activiti&. KRYPTOS will 
wo'rk with the Cryptanalysis Career Panel and with ! Group in efforts 
that continue to support our cryptanalytic workfor~. One problem 
that cannot easily be solved is· our ability (or inabdlity) to 
conduct membership drives. Please keep an eye on th(j, KRYPTOS 

. . ',------------, I (b) (3)-P.L. 86-361 

I I • a 

website._ _______ _,.,.-,.,.,,....,....,. for details of1 this and other 
issues. The KRYPTOS Council will do 1tl b~st lo \:eip tl1re • • • • • • 
Cryptanalysis Community informed while staying. within lhe legal 

•••• ■ • ■ •••• 

guidelines that we have been given. • 

(U/~) In a related matter, the Editor of _Tales of ttte KRYPT_. 
the KRYPTOS society Newsletter, responded to a new Agenc~ directive 
on publication review by providing information on the pur]iose, scope, 
audience, resources used, and ·process of producing the new1letter. 
The Office of Corporate Communications recently notified th•e 
editorial staff that the _Tales_ is approved to continue publication 
during 2000; and subject to an annual review, in the future~ . ____________________________________________________________ ....... ______ _ . 

(b) (3)-P.L. 

4b. (U/~ KRYPTOS Society Membership Drive • (b) (3)-P.L. 86-36 

byl ►•···••••••••• .. ••••··• . 
(U/ ~ The 2000 KRYPTOS membership drive is on! The KRYPTOS 
Societ~as established in 1981 to promote interest in cryptana1Ysis, 
to provide a focal point for the fields of common interest to • 
cryptanalysts of the National Security Agericy, and to promote 
excellence in t.he cryptologic ·community. 

( U/ JINlilQ.) If you are interested in cryptanalysis and like to see 
· technical excellence encouraged and rewai:d~d, please consider 
supporting the cryptanalytic community by joining KRY°PTOS ! 

(U/ ~ To join, please pay the dues ($5) to one of the following 
people and fill out a short form: .. -. . 

{U} Of the people who have joined by March 24th, 10 lucky people will 
receive $10 gift certificates to Border's Bookst;ore! 

(U/~ If you prefer, please fill out the following and mail along 

• • • • • • • • • (b) ( 3) - P. L. 

with $5 t_._ ________ _,.OPS2B 2B4012, ...................... 
Name: 

.-
Room Number: 
E-mail Address: 
Interested in chairing a committee? Yes __ No 
Interested in working on a committee? Yes __ No 
If "Yes", please check committees of interest. to you: 

Where needed 
_ Awards 

86-36 

86-36 

86-36 

(b) (3)-P.L. 86-36 
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_ cryptanalytic Literature 
_ Distinguished Members 
.- Membership, 
_ Program 
_ Publici.ty 
_ Retired Members 
--- Newsletter 

(FOOO once filled in) 

4c. (U) Breakfast Affair for Newly Certified Cryptanalysts {BANCC): 
Postponed But Not Forgotten 

(0) Mark your c~lendars for the· .Sixth Annual BANCC 
Breakfast Affair For Newly Certified cryptanalysts 

Sponsored by KRYPTOS 

Monday, June 19, · 2000 
8,00 to 10,00 a.m. 

Stay on the lookout for more details of this pcpular event. 
Tickets will go on sale in May! 

(U/~ Those of you who pay attention t6 the social activities in 
th~ _CA community may have noticed that you have not' yet seen an 
annouhcement fo:i:;- the annual BANCC (Breakfast Affair for Newly 
Certified Cryptanalysts) which is jointly sponsored by the 
Cryptanalysis Career Panel and the KRYPTOS society, and is usually 
hel.d in February. It has been postponed until June 19. This was 
done for several· .reasons. Since there have been so few people hired 
into the CA career field .over the last few years, the number of 
newly certified. cryppies has been low (and is very small at this 
time). we hope that by JUne, there will be more who are certified. 
Secondly, it''s always a bit unnerving to plan a Social activity ·in a
month where the weat:P,er is unpredictable. We feel pretty confiderit 
that we won't get snowed out ·in June, so start now in working up an 
appetite and we hope to see you all on June 19 ! 

'I I I I! I I I I I I I I I I I I I I I I I I I I I /1 I I I I I I I I I/// If'// I/ I I! I/ I I/ I I I I I I I I I I I I I I I 

5. (U) COMMUNITY NEWS 

Sa. (U) MathFest 2000 

(U) This is a call for ABSTRACTS for MathFest 2000. 

{Ul/tllllua) MathFest is a day-long festival presellted by the 
Cryptom"a!.hematics Institute to showcase the highli_ghts of the past 
year in cryptomathematics. Its purpose. is to bring NSA 
cryptomathematicians (and all other interested* cleared. parties) 
together for· a day to celebrate the unique and varied contributions · 
that our discipline makes to the success of the NSA mission and to 
emphasize the challenges and opportunities that the future holds for 
our community. 

{U/ ~) MathFeSt 2000 will be held in the R. & E Symposium Center on 
Friday~une -9, 2000, from 8,30 am until 4,30 pm. 

(U/~ If you have a noteworthy accomplishment, significant work 
in progress Or a survey of work that you would like to present, this 
is a golden opportunity to share it with you-r colleagues in the 
corrmunity. Talks will De from 20 to 30 mj~ztes in duration =,nd 
classification can be up to TS//SI//COM~NT/l~-------------4.l 

(U) For determining the suitabi:).ity of a topic the MathFesi:. 2000 
committee has a very broad and inclusive definition of mathematics. 
we do ask, however, that pr.esentations be understandable by a general 

1 math audience. · . 

(U) The DEADLINE for abst"racts is the close o~ business on Friday •• ._ 

(b) (3)-P.L. 86-361 

March 24, 2000. For the convenience of the committee, abstracts • :• • 
should be in 12 pt. t~ in one of the following soft formats:• • • • 

a) Framemaker • • 
b) PDF • ♦ ♦ ♦ 
c) Postscript • • • 

rurther we ask that abstracts be no longer than o,.r~ pagt !.n length. • 
♦ • • 

(VI~ LAb_s_tr_a_c_t_s_s_h_o_u_ld_be __ s_e_n_t-to_t_h_e ...... Ttt.F•es•t • 2'>00 Committee •• Chairman, I _ 
(Ul-l The HathFest 2000 committee is, • 

also I r 
'--· _ ___, 

(JJI Any one of us will be happy to ans~r any Mc!thFest questions you 
may have. · 

(b) (3)-P.L. 86-36 
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Sb. (U/ ""'"'- Center tor Cryptologic History Talk, 'The Dark Ages 
of American Cryptology", by Tom Johnson 

(U) The organization is floundering. It has lost its sense of 
purpose--former enemies are friends, and no o~e knows who the n·ew 
enemies are. Its best people are leaving, or have already left, for 
the higher pay and better conditions of p,:ivate industry, or to the 
comfortable existence of college faculties, or to an. honorable 
retirement. It has fallen behind technologically. The best computer 
wonks work for Beltway Bandits, _and it lacks money to buy the lates·t 
machines and software. It is being attacked from all sides by 
organizations anxious to divide ·the spoils and run off with the 
mission. Like vultures, they wait for the inevitable demise. 

(U} Y2K? No, 1952. Guess what? We"ve be'en through this before. 
NSA. created in 1952, was almost killed in its cradle. What did the 
organization do to survive? How did it fend off the wolves? What. 
solutions did it devise? 

(U//~ Tam .Johnson,. formerly with the Center for Cryptologic 
History, will discuss the problems of 1952 and how the Agency 
survived: There might even be some lessons there. 

{U} You c:an hear Mr. Johnson's talk, $p0nsored by ·the Center for 
Cryptologic History, on Wednesday, 29 March, at 0930 in HQ, room 
9A135: 

Sc. (U/ /PllllilliiW 1999 Cryptologic Literature Award Memorandum 
· 'POC for Message: I f • • • • • • • 

1. (U) Ali• NSA and SCE personnel who have written arid published a 
paper, monograph, study, history, or article during 1999 which meets 
the criteria in paragraph 2 of this memorandum, are invited to 
submit their papers for the CY1999 Cryptologic Literature Award. 
This award was established in 1962 by VADM L-H- Frost, USN, Director, 
NSA, as the highest award to recognize contributions to cryptologic 
literature. TO ensure that no contribution which merits 
consideration is missed, I encourage all Agency officials and SCE· 
conmanders t·o bring noteworthy contributions to the attention of the 
_CryPtologic Literature _Review Board. 

2. (U) The criteria used l:?Y the Board to review and recognize 
noteworthy contributions are: 

a. (U) Relevance: The writing must have a direct and 
significant connection with cryptology and be of 
substantial cryptologic importance. 

b. (u) Validity: The writing should be solid in its premise 
and sound in its reasoning. 

c. (U} craftsmanship -& Style: Th4;! papers should be written in 
easily understood English and have broad intellectual 
appeal to the entire cryptologic conununity. They 
should not be so specific in content that they are 
understood and appreciated only by experts in 
cryptologic disciplines. Papers should follow generally 
aceepted guidelines fo:r grana::na.r, style, spelling,· and 
organization. · 

d. (U") Orig'inality: The writing must be original or cover new 
facets of a given subject. 

3. (U) Awards of $2,000 for first place, $1,200 for second place, and 
$800 for third place will be presented by the Chief, · Global Learning 
Services; s3, at a fo~l ceremony. 

4. (U/~ Authors should send two copies of their papers with a 
cover sheet to the Executive Secretary of the Review Board, 
j _j by 17 April, 
2000. rf ou have n esEions re arding this awat'd, please 
contact ot by e-mail as 

. ·. 

sheet visit us•~~- :a-e web, • • • • a: • c,ppl ~ t e• ciecessary cover 
•• ■ •• • •• ,,., __________ _ 

· I (b) (3)-P.L. 86-361 

---------------------------------------- . --------.... ----------· . --. . . 
5d. (UI Eighth Annual Signals Analysii anc! Development Conferente . . . 

to annQiln!:e the dates for . 
e ates or t e con erence are 

..,,...,,....,..."""...-..,.-,.,.,r.1,e, This. conference will provide an e,,;change of 
technology and signals analysis work through a ·series· of briefings, 
open discussions, and working groups. · 

(0/,.,...._, The theme for ~his year's SAOC is "Signals AnalYsis: The 
Foundlltion for Exploiting Tomorrow•s Technologies." This conference 
provides the opportunity ·to share knowledge, experience, and ideas 
with colleagues. we hope that this will be a "two-way street" and 
that you will .gain as much as you give. The only way that this will 
be a success is if you take an active involvement in the conference. 
Take advantage of this opportunity to give ·knowledge by presenting a 
~opic and to gain _knowledge by attending thE! conference. 
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(U/ ~ Although it is not necessary at this time, you may submit 
abstracts of what you would like to present. Additionally, we 
welcome any ideas for topics that you would like to see. we will 
make every effort to. find ·a presenter for the suggested subject 
matter. All proposed presentations will be reviewed by the SAOO 
Leadership team. If possible, please prepare pres.entation_s. fn 
PoW'erpoint format. Site overviews are discouraged (except for the 
ones being coordinated separately for the field position 

. presentations). ·· 

(U//~ As usual, the conference wi'11· offer opportunities to meet 
others in the signals analysis field, ~ well as become familiar with 
the f~ces Of people ypu have corresponded with from around the globe. 

(U) The following activities are being planJ).ed: , 

Breakfast on- Monday morning 
signals Analysis information on field positions 
Two-day vendor expo 
conference social on Thµrsday night 

(U) Another message will be sent out shortly with more specifics 
including dates that the abstracts are due and priceS f0r the social 
activities. we wanted to allow as much time to schedule the 
conference inOO your plans and for yoµ to formulate ideas on· briefing 
subjects._- · 

(U/ ~ Please forward the names of proposed attendees, e-mail 
addresses, and secure phone numbers. Include any ideas. If.you are 
planning on preparing a presentation, please include a title,. a short 

· abstract, the highest classification (not to exCeed TO~ SECRET 
coMINT) , time required, and any equipment required. 

. .-------i' . . • . . . . • • . . . . . . . . . ; I • I 

(U/ ~ j j is our Chair for SADC 2000. R'¥'pon!leA :nd 
aneetiBP§ ~,y be directed via e-mail to._, _____ _.fr call 

i . • 
(U) visit our.web site at: 

• 
• L 

""II".""" II II n"" If""~ .... """"" ..... ; .. """"""""., ............. II II".""" .. " II""""" II"""" n .. " .... .. 

/II I I I I I I/ I/ I I I I I/ 1' /II I I I I I 1' /II I I I I I I I I I I I I I I I I I/ I/ I I I I I I I/ I I I/ I I I I I •. • r-----. 
6. (U/"""'8,i rxrms 8'!':ZJ,ES ,py+i<av:5s Puzzle Ed.itors, .. 1 ____ -1,l 

•• 6a. (U) New Puzzle; ~ .MATH FLEET? •~TTEN WE'J;' H~! 
. . ~ 

(U) The puzzle editor who w49 scheduled to .c~ibut_e this issue's 
puzzle was conveni-ently TOY -~ the time the puz~ came due. The 
other two puzzle editors woulq. never stoop to' embal'¥fSSing the 
missing party by naming names, ~o they have valiantl~,ptepped in with 
some crypto-math to save the day., You know what to do.••• 

•• 

(b) (3)-P.L. 

(U/~ •• .. . 
I • • • 

NT ML E 
FAMMH • 

86-36 

MATT 
NM H CL 

·RHEA 

·•.... t . 
···4 • 

••• • 
··•: ... I (-b-) -( 3-)---p .-L-. _8_6 ___ 3 _6 I . . ...... 

----------------- • -------------.-. • , # •• 
B R E A K F A s T • C II Ci » 'f' A"·T E , , •• • . . . . . .. . : ' . ·"' . 

• • tol. i,::J• 1 •••• .:-.•."' (U/ /'l'l!llili> Please send s~~iom!I; lo this puzzle • _ _ 
Please. send IJ.""I, pmztl.! ideai; to ! • 
I I · . ,,•• 

.. .· , ·. .· ... 
6b. (U) Solution to KRYPTOS KRISTMI\S l<WIZ • • • • .•:: 

LACERATE 

. - .. 
(U/~ We were pleased with the number of people ~ho to+1k fhe tiil\e .. 
to enter the 1999 KRYPTOS Kristmas XWiz. th' Winners, wjJ:h a yery •r • . 
· ressive score of 98. 5, are the team of L • • 41 . • 

Each of the winners will «ece1Ve a < • 
KRYP'l'OS Society mug. ................ . . . . . 

:·: ... ----... 
(U/~ The other teams who eritered also did v3ry well. Those : •,.• I (b) (6) I 

,..:.te:;:am::::;:s:...;:i;:;n::;c.:,lu.::,d:::e::.·:.· }j.,.'"•"'•·•·•""•"'•"'•""•·•·•·•·•·•'"•·•·•""•·--•·•·•""_-•-•·--•••-.••~::::::~~::::::;-:.':.:':1. . . 
I • • • 
~~~.,!~:, se~~~ ~~:i~~:r! j ::: a:::::ir:r c~l:. fo~~~e 0 ~~~!ete 
KRYPTOS website~-...., .... ,.,..,..-.,.,...,,._.,.,,.-,i if you haven't had much luck 
in the pa~t: wit hewiz,Oor explanations that will 
hopefully help you in Kwiz '.S to com_e.· And now, on to the answers! 

. (UJ 1 .. The most common answers are ewe & you, I & aye, ana· I .& eye. 

(UJ 2. The word PONY goes between STRESS and RIFF. There are 5 
groups of ten elements each which fit into the groups: letters of· the 
alphabet, creepy-crawlies, Christian names, jobs, and x•s y (i.e. 

• 
• 
• • • 

• 
• • 

• 
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• 
(b) (3)-P.L. 86-36 
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Plank. s CONSTI\NI') . 

(U), 3. ERRORS: This question had two problems in tpe ·original fonn. 
The numbers l and 1875 were swapped and the fourth value (44) should 
}?e a 4. 

(U} The number 55 goes in the list between 1 and 1752. We have 7 
groups with 8 elements in each group. The groups are: animals 
associated with Chinese years, numbers between l and 8 in German, , 
prefixes associated with powers of 10, gifts for days 1 through 8 of 
Christmas, ·country's dates for Julian to Gregorian calendar 
conversion, wedding anniversary gifts, and atomic numbers of elements 
·assOciated with heavenly bodies. 

(U) 4a. SCOWL, The others make animals from their outer lett8rs. 
SCOWL makes it from its inner letters. 

4b. BAIT. The others fonn words with BLACK. BAIT is associated 
with WHITE. 

4c. TROUBLES. All the other words alternate letters between 
parity groups. TROUBLES ~itches group§: every two letters. 

4d. IDEA. All the other words are Arabic in origin. 

4e. IDEA. The others have synonyms which end in "ORT ... 

( U) 5 . The answers form a word square. 

MOS ES 
O.FTEN 

ST ARE 
E ER I E 
S NEER 

(U) 6. The longest sentence had 59 consecutive 2 letter words, and 
most were _pretty contrived. but we gave them credit anyway. 

(U) 7. The theme is numbers in the native languag-Q whose letters are, 
in alphabetical o:i:-der. 

(U) Ba. Good Answers, PARING, PROPER, BOATER, [)El;ERT., PARLEY, CURING. 
Word n of the sequence can have the letter in position· n of 
KRYPTOS added in. the tniddle of the word to form another word. 

8b. Good Answers: JEEP (becomes KEEP), JILT (becomes RILT). 
Word n in this seguence can have the nth letter of the alphabet 
replaced with the (n+l)st letter and still form a word. 

Be. Good Answers, UNFED, FUNNEL, FUNH011SE, FUNERAL, CONFUSE. 
Word n contains all the letters from the French wOrd for n. 

Bd . Good Answers ' RIVER ( to ARENA) ' ERG ( to NAP) • SIRE ( to BRAN) ' . 
For word n, changing each letter to one n later (cyclicly) also 
forms a word. 

Be. Good Answers, (ide)A, (ide)ALLY, (impala)TABLE, (ibis)OR. 
Animals starting with consecutive lettei-s can be added before or 
after the word in an alternating manner and still get a word. 

Bf. Good Answers: PIGlet; WAYlay, EYElid, BOWled, PALlid, GALlop. 
Words can be f(?llowed by words starting with consecutive letters. 

8g . Good Answer: JONQUIL. 
Alternating 6 and 7 letter words ·with the fir.st letter moving from 
A, B, C, ... and the 4th lettex- going_ from z, Y, X, ... 

Sh. Good Answers: RHYME, HOUR, -HERBAL, CHORD, LIGHT, HONOR. 
Word n has a silent letter which is the nth letter of the 
alphabet. 

Bi. Good Answers, VICIOUSNESS. VICEROYALTY . 
. Using A=0, B=l, ... , Z=25, the tirst letters of each word form a 
Fibonacc;i sequence. Also, the sum of all the letters gives 
another Fibonacci sequence. 

Bj. Good Answers, MAZE, AMAZE, AMAZING. 
Word n contains the nth and (n+l3)th letter of the alphabet. 

Bk. Good Answers: J\CCOUNTANT, DEPARTMENT. 
Word n has the first letters of numbers n and n+l in positions 
n and n+l of the word and has no other positions where that 
property holds. 

81. Good Answers: INCONVENIENCE, INTERDEPENDENCE. 
Word n has n letters in conmen with the spelling of the number n. 

(Ul 9. The best word found is 11 letters long, AUSTRINGERS. 

(11) 10a. KG Wells 
b. GK Chesterton 
c. HE Bates 
d. AE Housman 
e . PG WOdehouse 
f. cs Forrester 
g. CP snow . 
Using the appropriate letters, we get the name WH Auden. 
Answer using a ctyptic clue like "Wed a H.un? Frightful!" 

(U) 11. The best words found for each size were as follows: 
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a. adoperated - ado, dop, ope. per, era, rat, ate, ted 
b. prepends - prop, rope, open, pend, ends 
c. traverses - trave, raver. avers, verse, erses 

(U} 12a. The first column is the list given in the problem. To get 
the second column, we anagram the first list. The third list is 
found by phrases of the form x ANO y. For example, CATS and 
DOGS. Then the last column is an anagram of the third column 
into alphabetica~ Order. · 

GOOS DOGS CATS ACTS (or CAST) 
VASE SAVE SCRIMP. CRIMPS 

GROWN WRONG RIGHT GIRTH 

STAPLER PLASTER LATH HALT 

EARTHY HEARTY HALE HEAL 

DIET TIDE TIME MITE (or ITEM) 

CANED DANCE SONG NOGS 

SERVE VERSE CHAPTER PATCHER 
SADDLER LADDERS SNJ\KES SNEAKS (or SKEANS) 
SNAP PANS POTS STOP (or SPOT) 
BLOTS BOLTS NUTS STUN 
PLACER PARCEL PART TARP (or TRAP) 

PRIESTS STRIPES STARS TRASS (or TSARS) 

12b. The first column· is the original liSt. To get the second 
word, we use a foreign synonym. Then the third column is the 
country of origin of the words in the second column. Finally, 
the fourth column is the capital of the third column. 

BIRDWATCHER ORNITHOLOGIST GREECE ATHENS 
BOMBING BLITZ GERMANY BERLIN 
BEEF STEW GOULASH HUNGARY BUDAPEST 
DAGGER KRIS MALAYSIA KUALA LUMPUR 
BROAD-BRIMMED HAT SOMBRERO SPAIN MADRID 
OPENNESS GLASTJilOST. RUSSIA MOSCOW 
DEAD END CUL-DE-SAC FRANCE" PARIS 
OPEN· PIE PIZZA ITALY ROME 
GRIEVANCE OFFICIAL OMBUDSMAN SWEEDEN STOCKHOLM 
DRUMBEAT TATTOO HOLLAND I THE HAGUE 
PAPER-FOLDING ORIGAMI JAPAN TOKYO 

Other possibilities are: 
for SOMBRERO~ the country is MEXICO and the capital is MEXICO 
CITY; 
using 'l"ABOR instead of TATTOO gives IRAN with the capital 
TEHERl\N; 
using DIRK instead of KRIS and gives SCOTLAND and EDINBU~GH; 
using SKENE instead of KRIS gives :IRELAND and DUBLIN. 

(U) 13. 3637 or 3435. The digits stand for the number of letters in 
each word of the country's national anthem. The national anthem for 
New Zealand is "God Defend New zE!:aland n or •God save The Queen." 

(U} 14. Taking the first letter of each number's spelling gives a, 
word for all the sequences exc""t (4 12 7" 15 9 8). 

(U) 15. The three best solutions we receiyed were the following: 
Sqrt(Sqrt[97 + ((.Sl)recurring / Sqrt(4)) + (2"(-6) • 50"(-3))11 
which gives .a value of 3 .14159265359051 which differs from pi by 
7 .133 x 10•-13 

Sqrt((2143/(98-76))'0.S) which gives a difference of 
l. 007l5x10"-9 

3.841(5926) - ·o.7 with a recurrence oVE!r the 5926. This gives 
a difference of 5; 67613xl0"-9. 

(U} 16a. The first n digits of the number are divisible by n. 

l§b. The digits are in al:-phabetical order. 

(U) 17. 22 17 17 
-1 66 5 
19 6 22 

(U) Row 1 is cyclicly shifted. 1 place right each step. The values 
are obtained by adding 2., finding the next prime, and adding l from 
one step to the next. The concatination of positions 2, 3 and 3,2 are 
found by adding 7 from one matrix to the next. The value in position 
3, 1 is the value o-f the corresponding lettei:- of KRYPTOS. The value 
in position 3, 3 is 5 plus the value in position 1, i. The sum of the 
first column is to, so we can solve to get position 2, 1. Finally, 
the center block is obtained by the. absolute value of the product of 
the differences of the other two values in the same row and the same 
column. Here that is (17-6)*.(5-(-l)) = 66. 

(U) 18a. All the trigraphs here appear in the qu"'stion for 118. 

18b. All are the begiMings of capital cities. 

~Sc. All have the letters in alphabetical order. 

18d. All are the beginnings of composers names. 

18e. International Vehicle Registrations 

18f. All are words backwards. 

189. All form words when each letter is replaced with the next 
letter in the alphabet. 
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18h. All words appear twice in previous 1 ist~.: 

(UJ 19a. All the words before the colon have sum of letters 
equalling 70. ABSENTEE has a word sum of 71. 

19b. The words before the colon have letters from KRYPTOS 
SOCIETY. 

19c. Each word before the. cOlon hfls 5 consecutive letters in 
some order. 

19d. words before the colon can be typed using only the letters 
on the top row of the keyboard. 

19e. The letters in the alphabet are broken up into three groups 
depending on their .value mod 3. · The words before the colon 
come solely within one- of those three groups of letters. 

(U) 20a. All are place names when capitalized and pronounced 
differently. 

20b. · All died in a year which is a perfect square. 

20c. Change one lett·er in ~ach to get a US President. 

20d. All become words when digits are ·replaced with Roman 
numerals. 

20e. All become plural when l S is added and singular again with 
a second s. 

2-0f. All ·become words when expressed in hexadecimal. 

20g. All are anagrams of con'lpasers. 

(U) 21. By looking at the first letter of each word in thi·s list 
( left to right from top to bottom) we see PERFORM FREQUENCY COUNTS. 
Doing this. you should notice that there iS no L. . Thu~, th~ name. of 
the friend is NOEL. 

(U) 22. Each .element of the list was a country which had ~ne letter 
changed and then anagr~. 

(U) 23. ~e best words 'we got were: 
a. a,lepharoconjunctivitis (Win at V) 

Neurophannacologists (win at U) 

b. Superacknowledgement ( lose at V) 
Dennatoglyphics (lose at lT) 

{U). 24. Thomson (LOrd Kelvin) . These people are related ta 
temperature sCales. 

(U) 25. There -.re several word pairs that give all sixt~en 4-letter 
words. CODE and MATS, TAPS and CONE, CAPE and TORS .. 

{U) 26. Ea.ch autho:r has written a book (in one case a poem) with a 
title containing a character's first name but nO" last name. The 
first letters of these names form the question WHAT ·L:rNKS THEM? The 
answer is the first sentence of this answer. 

{U) 27. The sum of the factors of each number (excluding the number 
itself) is equal to one of the other numbers in th-e group. 

(Ul 28a. 11 Sides of a Hendecagon 

28b. 12 oozens in a Gross 

28c. 95 Theses of Martin Luther 

28d. 1936 ·Forty Four Squared 

(U) 29. . 2· The equations are in duodecimal (base 12) arithmetic. 

( U) 30: Group l: The number corresponds to the largest number in the 
native language that contains the same number of letters as the 
number it rep,esen~s. Using that.- WALES gets a score of 3. 

Group 2: The score is the number of colors in the country's flag. 
For ALBANIA, they get a score of 2. 

Group· 3: The score is the number of. letters in the country's 
currency. For FINLAND, the score is 6. 

Group 4: The smallest distance in the alphabet between two. 
letters in a country's name. For LAOS1 the score is 3. 

Group 5: The number of hours the country's capital is ahead of 
Greenwich Mean Time • For HOLLAND, the score is 1. 

Group 6: The score is found by l~king the· number of letters in the 
country name minus the number of letteJ'.'s in its capi tai. For 
SRI LANKA, the score is 1. · 

Group 7; The score is given by the number of answers with 
vertical ·symmetry. For AUSTRALIA, the score is 6. 

Group 8: The score is given by the number o.f answers with 
horizontal symmetry. For UKRAINE, the score is 3. 
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(U) 31. The pair~ng is as follo~: 
YELLOW + BIRD = YELLOWBIRD 
INDIGO + . CAST = DIAGN0STIC 
VIOLET + CAUP = COPULATIVE 
BLUE + DOTS = DOUBLETS 
ORANGE + FILM = LAGENIFORM 
GREEN + PILL = REPELLING 
RED + WITH = WRITHED 

Notice that each of the words has no letters in common with the color 
that is associated with it. 

( U) 32a. Based on US. state nicknames and the order that theY were 
admitted to the union. 40 is COYOTE (South Dakota is· the 40th 
state) .. 
ERROR: l?ELICAN should be associated with 18 not 9. 

32b. 92 is u. They are the atomic numbers for each.element. 

32c. 37 is WILLIAM. He is England's 37th Monarch since 1066 .. 

32d. 12 is FRUIT. The 12th -month of the French Revolutionary 
Calendar was P'RUCTIDOR. 

(U) 33. I (or 10). The Greek letters also served as numbers. 

(U} 34. By coloring in the appropriate squares in a 7:x:50 matrix, you 
get the phrase MERRY XMAS • 

.......................................... , .............................................................................................. .. 
//////III//// I I I////// I//// I I/////// I I I// I I I I/// I I l I I I/ I/// I//// I I// !I 

7. ( U) EDITORIAL CORNER 

REMINDER: (U) Submissions are welcome at any time, but in order 
to be published in the next regularly scheduled issue, are due 
by 6 April, 2000. . . 

PLEA.SE NOTE: (U) All submissions must be in ASCII format, and, with 
the implementation of E.O. 12958, MUST BE PORTION-MARKED. If other 
than NSA/CSSM 123-2 governs the classifications, please so indicate. 

(U) If you have any connents or suggestions, please subnit them to 
any member of the editorial board. · 

(U/ /FOUO) _Tales of the KR'iPT Editorial Board 
Editor: I 1 
Assistant·L-w-1~,t-0-r~J------------------r-., 

Puzzle Editors: 1 • 
♦ 

.. . . • ,■ •••• 

• ••1 (bl (3)-P.L. 86-361 . . . 

\) \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \\\\\\\I\\\\\\\\\\\\\\\\\ I I I\ I I\ I\\ I I I I I\ I\ I\ I\\\\\\\ 

lfl.11 IR 

oerivecl from: NSA Classification Guide 342-98 
3 August, 1998 
DeclaSsify on Xl 

. . . ... 
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1. (U/~ PERSPECTIVE: •rn Defense of LOose cannons" 
by,.---------rr•Cryptanalyst, SID Planning 

(U) Recently I overheard one employee describing another as a "loose cannon" 
and it was not intended as a compliment. In point of fact, all of us can name folks 
we wou0ld characterize as .loose cannons. So what'.s the deal with loose cannons? 

(U) NSA, like many mature bureauracies, places significant value on going along to 
get along, In management-speak this is called consensual management and its 
practioriers--" team players". .Those who are adept become respected and valued . 
members of the community. Those who are not adept quickly become outliers and 
in extreme cases-- pariahs. (Okay, so this is an oversimplification but it's my 
problem ... J 

(U} The good news is that· consensual management with its emphasis on teaming 
is effective and provides tangible -and significant benefits to the organization. 
Among -~hese are: a stable working environment, a measuredaapproach tO decision 
making, and buy-in by the principal stakeholders. I.n other words it's good for 
business; almost everybody benefits. 

(U) But .there are some down sides and the bad news is that without sustained 
management attention our culture will produce some unwanted effects. Chief 
among these are: risk avoidance, diffusion of accountability. painfully slow and 
potentially unresponsive decision making, and my favorite--an erosion of the 
creative impulse. rn other words, the_opp9sites of the attributes which ~haracterize 
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entrepreneurial enterprises. 

(U) If you buy into this, then the issue becomes one of balance. It's how tO avoid 
the anarchy of having large numbers of folks doing their own weird thing in order 
to gain and maintain a creative edge and how to realize the benefits of consensual 
management without sliding into mediocrity and the slow corporate death which is 
the end result of over reliance on consensual management. 

(U) Not suprisingly, this is old news. And NSA's response has been 
ENPOWERMENT .. Empowerment, if it .actually occurs, is a partial solution. 
However, anybody who has decision-making authority is naturally reluctant to turn 
it over to a bunch of bananas. [If YOUR career/org/.. were on the line you might be 
a bit controlling too!] Therefore, th~re are limits on the expectations of 
empowerment vis-a-vis ideation and change. Even with its built-in limitations, r· 
saw little convincing evidence of actual empowerment until the arrival of the new 
guy at the top. No proposed action/initahive.was too small to not require sign-off by 
a seemingly endless chain of higher authorities. Form was often as important as 
content; a comma splice could spell the doom of an idea. Let's all hope that this has 
and stays changed. Smart enpowerment does not mean senior managers do no.t 
have a voice' or vote, they simply choOse more wisely where and when to weigh in. 
They del~gate decision-making authority and hold ther delegatees personally 
responsible and accountable for the quality and effectiveness of their 
decisiori-making and ·this is repeated down the food chain. No rocket science here. 

(U) Empowered or not, there will always be a need for fresh· new ideas regarding 
who we are, what we do, how we do it, and how we market• it. But as a class the 

poor old loose cannops are still. not· invited to the party. Should they be? Yes, if a 
way can be found· to limit collateral damage. 

(U) LC' s £all into two broad categori·es; 

1. Those who ·have uninformed opinions on everything and ~re not shy about 
sharing' th~m, invited or not, in an inappropriate manner in all the wrong places. 
The typical Type l LC is cynical, ,.negative, and organizationally destructive. You 
KNOW who I mean. 

2. Those who, although marching to a very different tune, see and value that 
which 'works' in our business but do NOT feel personally bound to support that 

which in their view is not 1 working or workable'. Unlike Type l's, Type 2's do not 
actively oppose decisions once made. After being battered once or twice by 
managment for not not playing along, -the usual response of Type 2 LC' s is to 
tune-in and drop Out. They bec6me invisible and completely work-centric. 

(-U) Organizations and managers deal with ALL LC's the same way, isolation and_ 
ridicule. And once tagged and isolated, we ensure that it is a class four 
containment. Escape (or input)' is impossible. Maybe there is a better way, (~t 
least for the Type 2s) . 

(U) I know what I think and I am pretty sure of what my homogeneous colleagues 
think. If I need a different slant/insight on a problem/issue/process' r am fa; more 
likely to obtain it from one or mcire LCs than frOro any other segment of our 
population. Of course, a good fraction {most?) of these 'views• will be from the 
planet Or~ono and unworkable in this galaxy. 

(U) But once in a while, just often enough to justify the aggravation., the view from 
the fringe ~ill be new, exciting, useful, and workable!· 

(Ul So folks, treasure and engage your "different" for c:llTlOng them inay be the 
author of the idea tha_t changes our world. Besides, it will make me feel more 
,2lppreciated. 

********************************************************************************************** 
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2. (U) CALENDAR OF EVENTS 

Apr 12-Jun 29 (U//FOUO) SAWUNEH; CSE 

(U) PLAN AHEAD 

May 7 

Jun 11-15 

( See a"rticle ~a.) 

{U/ ~ KRYPTOS Society Talk, "The Algorithmic Mind of 
Bill Hayden," 1300-1530; (seating begins at 1315) 
Friedman Auditorium 

(U) 2001 Signals Analysis and Development Conference (SAOCl, 
NSAW 

llllllll/l/ll!!lllllllllllllllllll//////l/l/!/I//IIII///I/II///I/I/I////I/II/I/II///II/IIII/III/I/I////////I/II/I//II/IIII/III///I/I 

3. (U/~) CRYPTANALYSIS SKILL COMMUNITY PANEL (CASCP) NEWS 
byl I Assistant ExE!!cutive, Cryptanalysis Skill 
Co1m1un1ty Panel • • • . . . . . . change ... . . 

(U/~ The Cryptanalysis Skill Community Panel {formerly CA Career P:nel~ . . . 
is plea~ed to annoqnce the following personnel change: 

I i-············ as Director of the CA Skill Community Panel. 

. . . 
■ ■ ■ ■ ■ ■ • ■ ■ ■ ■ ■ ■ -1 (b) (3)-P.L. 86-361 

-----------------------------------------------------------------------------------------·--------------------
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3b. (U//~ welcome Interns! 

(U//~ The CASCP would like to thank all interviewers and escorts who 
helped us with the FY2000 and FY2001 hiring process: Over the last year we· 
hiredr7people into the CA Program with a variety of degrees; including 
Anthr~ogy. BiQlogy, Chemistry, Industrial Engineering, Language, Linguistics,. 
Mathe1'tatics, Philosophy, Psychology, Statistics, and Textile sciences. Please 

welcellle: 

I (b} (3)-P\. 86-36l. 
r •, ... .. . . . . . 

. . 
*********••···••*\** ...... *****•******************************************************************* 
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4. (U) KRYPTOS s1CIE"E NEWS • 

4a. ·(U/~ ;RYP'ios Soci:b!( Cou~cil Members, 2001 ~----------------President 
President-elect 
Treasurer 
Secret-ary· 
Member-at-large 
Member-at-large 
Member-at-large 
Member-at-large 
AMP Intern Rep 
CMP Intern Rep 

20"00-2004. 
2o'bo-200Jo 
:i0'bl-2003, 
201'!1-2002. 

CA Intern Rep· ■ 
CA Skill Commun-ity.·(CASCP)" 
Awards • 
Literature 
Historian 
Membership 
Newsletter Editor • 
Programs 
Publicity 
Retired Members 
webmaster 
.KRYPTOS Banquet 
UKL0-3 

4b. (U/,.,_. :YPTOS So~ry 20~1 Hemhet§~;n Drive 

(U) Are you inter~ted in cryptanalysis? 
. . 

(U) Do you like to.see technical excellence encouraged and rewarded? 

(U) If you answlred •yes· to either of the above. for just $5 you can join the 
KRYPTOS Society for•2001 and possibly win a $10 gift certificate for Borders 
Bookstore! 

(U/~ The KRYllTOS Society was established in 1981 to promote interest in 
cryptanalysis, to p:;ovide a.focal point for the fields of.common interest to 
cryptanalysts of th1 National Security Agency, and to promote excellence in the. 
cryptologic communi1r,Y. It has since expanded with chapters at GCHQ and CSE ~s 
well. . 
(U/~ To join, "please fill out the attached form and return it and the $5.dues 
to any of the follo,rj.ng: 

(U) You may also join before or after the next KRYPTOS talk which will be held at 
1300 on 7 May in Friedman AuditorillDI. Of the people who have joined by 8 May, 
10 lucky people will r~ceive $10 gift certificates to Borders Bookstore! 

(b) (3)-P.L. 86-36 
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IY} If YOU prefer, please fill out and mail the fonn belOW along with $5 toc::::::t 

1--,-....-------~l . . 
Please tell your friends and co-workers I• KRYPTOS is a "learned organization"· 
which limits our ability to advertise thi• ·membership drive. Thanks! 

Name: 

Organization: 

E-mail Address: 

. ♦ 

♦ . . ·. 
2001 KRYPTOS Society M~rship Fonn 

• 
(U//FOUO once filltftl in) 

♦ 

♦ 

♦ 

♦ 

Room Number: . 
• ·• 

Interested in c·hai.J;:'i.ng a committee? __ Yes .. -_No 

__ No Interested in working on a conunittee? __ Yes 

If "Yes*, please Check committees of in4erest to you: 

_ Where needed 

_ Membership _ Awards " 

_ Publicity ___ Programs 

. 
♦ 

♦ 

_ Cryptanalytic Literature 

_ Distinguished Members 

Retired Members _ Newsletter _ Social Events 

You can list my name on the NSA web. __ Yes No 

♦ 

♦ 

♦ 

• 
♦ . 

♦ 

• • .. 

. 
• . . . . . . . 

• 

♦ 

• • 
♦ 

. . . . 

♦ 

♦ 

. . 

• 

• . . . 
. . . 

• • 
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5. (U) COMMUNITY NEWS 

Sa. (U) SAWUNEH, 2001 

(U/~ The annual Swmner Analysis Workshop Up North "EH" (SAWUNEH) 
~t CSE will run from May 7th. through June 29. As in the past, we welcome visitors 
_ for all or any part of the event. The workshop format, modelled on the IDA 
SCAMPS, has been very successful. Xt offers participants, consisting of cryptologic 
community personnel and Canadian academics, several major topics to choose 

from. In some cases, SAWUNEH will serve to advance or complete the research 
and development of a Oiven topic; while in other instances, it may act as a .stepping 
stOne and catalyst to launch. new initiatives. • 

(TJ) The first week or so co;nsists of lectures during which the coordinators preseJl+. • • • 
their topics and challenge problems to the interested participants. By week· s elld, • 
people have selected their topics and have started teaming up with others. • • • 

Nearer the end of the workshop, participants document their results and • • 
recommendations which ~re then published as reports and distributed to the• • 

• • 

♦ 

• 

.. 
] (b) (3)-P.L. 86-361 .. 

•• •• .. .. 
• ♦• 

• • 

l/ll//ll/lll/lll/lll/lll/l/ll/llll/l//llllllllllll/llllllllll°lll///lllllllllllllllll/lllil/ll/llllllllllllllllllllll//ll///lllll/lll 
• • • • • I • 

6. (U) FIGURES FROM THE PAST 
• 

6a. (U//'1!19wQ,j, Reminder of a Colorful NSA Characfe~. 
by I l?resident-ele<?t, KRYPTOS Society 

(U) A re~ent local newspaper carried an article on a flute collection rich in histOry 
. and memories. The collection of 30 flutes, some dating baCk to 1900, belongs to 

Andrew CallimahQs of New Carrollton, Maryland, who also playS the flute. He was 
in the u. s. Army Band for three years and taught privately for some time after that_ 
The room in.his home where he showcases his cOllection is overflowing with 
memorabilia of·Callimahos' father, Lambros D. Callimahos, who was a 
world-r~nowned ~oncert flautist in the 1930s. Hanging-on the walls are stage~bills 
in various languages, and black-and-white photos of a yo.ung man with an intensely 
artistic look and a stylish "la :rnouche• goatee. One of the flutes in the collection is 
the flute playe_d by Lambros Callimahos at Carnegie Hall in 1937. 

(U) Lambros Callimahos quit his professional musical career to join the 
cryptography unit of the U.S. Army and. later the National Security Agency. In 
additiOn tp the flutes, Andrew Callimahos presented to the lOcal newspaper 
reporter encyclopedia articles written by his father on cryptography, and the 
dummy book--with empty papes--from the classified u.s. government textbook 
that the elder Callima.hos wrote .. (No doubt the Military Cryptanalysis books that 
many of us knew as our CA bible in the early days of our careers.) 

(U) Lambros Callimahos worked for'NSA until his death in 1977. Information 
about him, his music and the recordings are available on the Flute.Society of 
Washington's web site at http://fsw.net.' 

{U/~NOTE: I had the privilege.of attending one of Lambros Callimah~s· 
flute concerts in the NSA·AuditOrium. Would any of our readers like to share their 
memories of Lambros Callimahos with those in our CA Community who didn't 

(b) (3)-P.L. 86-36 

• 
9/24/2010 
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have the privilege of learning c:cyptography/cryptanalysis from him or hearing his 
music in the Friedman Auditorium? What about you Dunde~ Society members 
who had Mr. Callimahos as an instructor in CA-400, ff7ntensive Study in 
Cryptanalysis?"· It ~uld be nice to have the traditions created by Mr. Callimahos 
written down. Al:'e they written somewhere? 

------ ---------- ' ---- ·------- --- ------·-- - -- -- ------ --- ----------- ------- --- --- ---- -- -- - - ------ ----- -- ---- -- ---- -

6b. (U/~ Jacqueline Jenkins-Nye. World War II 
{Excerpts from a Baltimore 

Code breaker 

provided by 
KRYPTOS Soci"e""t-y"") ______ ....,_ 

Sun newspaper obituary, 
President-elect, 
It •••••••• . . . . . . . . 

Page 5 of7 

(U) Tile 3 April 2000 edition of tile Baltimore Sun reported tllat Jacqueline 
Jenkins-Nye~ a Baltimo.re native, died at age 79 of cancer. 

(b) (3)-P.L. 86-36 

(U) Jacqueline Jenkins.-Nye was recruited by the Navy out of Goucher College, 
where she was studying math and psychology. Her job was to help crack codes 
used by· the Japanese and Germans during world War II. She became part of an 
improbable chapter in the annals of American warfare that is drawing renewed 
int"erest from historians since the broadcast in November 1999 of a "Nova" ~pecial 
on world War II code breakers. Jacqueline was among a small orpup of 
scientifically accomplished ~Goucher Girls" the Navy recruited to help crack the 
seemingly impenetrable Japanese and German codes. 

(U) sworn to secrecy and threatened with death if they sP0ke of their work, a dozen 
women from the Class of '42 were recruited for service for, among other things, 
llelping to break the code tllat ena~led U.S. figllter pilots to shoot down and kill 
Admiral Isoroku Yamamoto, the mastermind of the Japanese attack on Pearl 
Harbor, in 1943. 

(U) In her later years; Jacqueline Jenkins-Nye was probably best known as the 
mother.of Bill Nye, "The Science Guy,~ star of the off..:beat educational series for 
children formerly broadcast on Maryland Public Television and affiliated stations 
nationwide. On the wall of his home in Seattle hangs a framed copy.of his 
mother's seventh-grade chemistry test from her elementary school days in 
Baltimore. She scored 100. 

(U) If the lesson of her life means anything, friends and family say, it.stands as 
testament to the importance of education, perseverance and never accepting 
societal limitations. · · 

(U) Thirty years after earning her degree in pSychology from Goucher, Ms. 
Jenkins-Nye returned to school to earn her Master•s and Doctoral degrees in 
education from George Washington university. She was a substitute teacher 
in the washinO"ton, D.C. public schools, an adjunct professor at GE!orge 
Washington and a manager or analyst in seven federal agencies from 1968 
to 1982. She concluded her career at the National Archives before moving 
on to start a human ~esource devel9pment consulting firm at age 66. 

(U) .But perhaps the most intriguing chapter of her life--the three -years she 
spent as an officer in the U.S. Office of Naval Communications--was the one 
she spoke of le~st. "We were called down by the dean of Goucher one day, 
and there were these strange people·there who said they wanted us to.take 
some training in a new field called 'cryptanalysis," recalled Fran Suddeth 
Josephson. 79. now an artist in Summersville, s.c. "They didn't say why, ·or 
what it was related to." 

(U) The dean's name was Dorothy Stimson. She was the cousin of Henry 
Stimson, U.S. Secretary of war, who was contacting \'JOmen's colleges around the 
country seeking their best and brightest for a project so secret. that none of the 
participants was allowed to know its pui-pose. · 

(U} .Among the brightest of the lot was Jacquie Jenkins, described by ~rs. 
Josephson as •aeadstrong ... maybe a little more independent-minded than the rest.~ 
Upon graduation in 1942, the Young women were invited to Washington. They 
were offered commissions in the new ~ranch of the Navy known as the WAVES 

,women Accepted for Volunteer Emergency Service). After a whirlwind tour of 
military training, including practice in wielding cumbersome .45-caliber 
semiautomic pis~ols, they returned to Washington and began analyzing intercepted 
radio transmissions. Even among best friends in the·Goucher group, discussion 
of individ\lal assignments was stX'ictly forbidden. 

(U) ~None of us ever knew what the others· were working on," Josephson 
recalled. •only yearS later, at our :reunions, did we ever find out that some of us 
were· assigned to different aspects of the same project. You just never knew.~ 

(~) A few years ago, Bill Nye traveled with his mother to the National 
Crypt9logic Museum near ~he National Security Agency. He was stunned to See 
a picture of her unit on the wall. "I was over in the corner, making all this noise, 1 
ike. •Jeez, Mom, that's you. That's my Mom,• Nye Said. "And this tour guide 
came over, and pretty soon it was quite a scene. All these people were standing 
around Mom, reading about all these exploits on the displays they have there. It 
was amazing, and I _think very gratifying for her~" 

I///////I./I/I//I////I//I///III//////I//II///IIII//I/I/II/II///II///I/I//I//I/II/I/II////II///I//I/I//I//////IIII/I//II///II///III/// 

7. (U//1181iiii, KRYP'l'OS PUZZLES 
(by KRYP'I'OS Puzzle Edi tors: I I 
I I ---------· 

7a. (U) Solution to "WANT MATH• F"r.,.;,T; •FLA~f>.11~ 'IIM!II • • • 
• • • • • ■ • • ■ • • 

{O) The puzzle editor who was scheduled to contribute this issue's puzzle was 
c~nveniently TDY at the time the puzzle came due. The other two puzzle editors 

./ 

... ~] 
(b) (3)-P.L._86-361 
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would never stoop to embarrassing the missing party by naming names1 So they 
have valiantly stepped in with·some crypto-math to save the day. You know what 
to do: 

(U/-

MATT 
x F A N T E 

NTMLE 
FAM M H 

MATT 
NMHCL 
RHEA 

LACERATE 

MATT 
X. FAN TE 

B R E A K F A S T 

(U) Solution for three mu.l"tipl ication~ as follows: 
111 #2 #3 

M - 3 - 8 - 4 
A - 4 - 2 - 7 
T .- 7 - 4 - 5 
F - 2 - 9 - 1 
N - 1 - 3 - 6 
E - 5 - 1 - 0 
L - 8 B - 7 C - 8 
H - 9 R - 6 0 - 3 
C - 0 K - 5 G - 9 
R - 6 s - 0 I - 2 

(U) Solution: 

MATT 
x FANTI! 

C O G I T A T E 

0 ~ 2 3 4 5 6 7 8 9 
(b)(3)-P.L. 86-36 

' C N F M A E R T L H • . s E A N T K R B M F . . 
E F 0 M T N A C· G . . • 
(U//~ Solvers: 

7b. (U) New PuzZle: "Jump-:All-But-One Game" 

(U) I recently returneq from a visit to South Carolina. I eleperienced some down 
home southern cooking and a particularly good dessert called an ffapple dumPling" 
at a chain restaurant/store called the "Cracker. Barrel". Sit1:in9 on the table was a 
little puzzle called the ~jump all but onea game. The puzzle was a triangular piece· 
of wood with 15 holes drilled in it. The holes were arranged as shown below. 

(U) Each hole, save one, had a golf tee inserted into it. The directions printed on 
the game board stated: "Jwnp eac.h tee and remove it. Leave only one - you 1 re a 

.genius, leave two and you:re purty [sic] smart ... " The directions conclude by 
questioning the intelligence-of those who leave three, four, or more tees. 

(U) My first try was unsuccessful. After another visit to the Cracker Barrel (and 
another apple durnplingl I found a solution that leaves only one tee. If we number 
the holes 

1 
2 3 

4 5 6 
7 8 9 10, 

11 12 13 14 15 

then a solution is (Leave 1 empty; 4, l; 6, 4; 1., 6_; 7, 2; 13, 4; 10, 8; 2, 7; 7, 9; 15, 
13; 12, 14; 6, 13; 14, 12; 11, 13]. 

(U) This month's puzZle is to diagnose this game; i.e. find all solutions that leave 
1 or 2 pegs from the 15 different starting positionS. 

(U/ ~ Please send solutions to this puzzle to I l Pl8ase send 
new puzzle ideas to I, ___ "-. ______________ _,_, • 

• ♦ ------------------------------------------------------------------..&.-------------------------------------------
♦ ♦ 

7c. (U) 2000,KRYPTOS KRISTMAS KWIZ Winners 
♦. ♦ .... 

• ♦ 

• • ♦ ♦ (U) The 2000 KRYPJ'OS KRISTMAS 
done entirely via the KRYPTOS 
{well over double last year's 

KWIZ was a great success, despite being 
soCiety website. We received a total of 17 
total!). 

enlr4~~ 
• ♦ 

(U/~ The people who scored at least 50 points on this Y.ear's Kwiz are: 
• ••• 

♦, 

'• 

..._ ___________________ __.f • • • ••••••·)lb) (3)-P.L. B6-361 

• 

Page 6 of7 
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mention goes to the other contestants: 
... . . 

• We extend our congratulations to Three Men in a Boat (although we wondei which 
guy on the team they don·t consider a man}! We also congratulatej fon 
his second place·overall £inish, and top individual finish! 

The answers_ for this year's Kwiz are available on the KRYPTOS Society website. 
we expect to receive the 2001 Kwiz in December apd we hope everyone will 
participate again. 

Page 7 of7 
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8. (U//FOUO) REAL WORLD CA CHALLENGE: HELP WITH A CODE? 

(Request from the Center for Cryptologic History; 
· by Barry D. Carleen, Chief, Publications ·center for Cryptologic 

Histocy) 

(U) 'l'he Center for Cryptologic History recently received a letter in which the 
correspondent asked fo~ our assistance in decoding a couple of passages in a 
Shaker manuscript she was researching. In the words of the letter writer, "The 
origi_nal [manuscript], the Family and Meeting Journal of 1818-1822, is at the 
Libracy of Congress, Shaker papers #42, p. 266, microfilm p. 466. 

(U) "T~is particular passage was written in the early.1820s. The author was a 
Shaker, isaac Newton Youngs, who was a clockmaker 1 tailor, mechaniy and 
scribe for the so•ciety. Though he was' assigned to write this journal, and the 

Shaker elders had the right to inspect (or confi'scate) it, he disguised several 
passages by coding them--prol:iably more to discouiage the elders from reading 
it, than to prevent them from doing so. 

(U) "Probably the topic was sensitive. The easily translatable part discussed 
Isaac"s h~storical relationship with David (Slosson?l, and lapsed into code during 
a discussion of David"s character .... In other coded passages, he argued against 
Shaker doctrine and reported an orchidectomy. But he also encoded words and 
phrases•in uncontroversial passages.w 

(U) The correspondent has tried various attacks on the code but has been 
unable to figure it out. 

(tJ/ ,,..,.,...__ If any of our readers are interested in working on this problem, please 
contact I Jat the Center for Cryptologic History. She may be reached ·at 

I . · · L · 
;;;;;;;~;;;;;;;;;;;;;;;;;;~;:;r;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;llllllllllll/l//tl//llllllllll/l//lll , .. . . . 

9. (U) EDITORIAL CORNER I I I 

•• REMINDER: (U} Submissions are welcome at any time.• •i;ase feel free to e-mail 
any input to the Editor, capwils@z.nsa. All sul:qnissionslJ:Tst be in ASCII, Frame 
Maker, or wo'rd Document format, and MUST BE PORTION-MARKED w!. tjl the 
app~opriate classification. If other than NSA/CSSM 123-2 govern\ t:ly 
classifications, please So indicate. • 

(U) If you have any comments or sugg~stions, please submit them to· any 
member of the _Tales of the KRYPT_ Editorial Board. 

• • • 
• • • • 

(U/~ Tales of the l<RYPT Editorial Board 
Editor: • ■ • • • •·I I I-'•'•.,_•":--.• 

I. • • • • • • • •• 

Puzzle Editors: I !.-----.----------------~-- . . . . . . . . . . . . . 
(b) (3)-P.L. 

(b) (3)-P.L, 86-36 

86-36 
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Tales of the Krypt - May 2002 

Feature Articles 

• (U) Editor's Desk - TQTKSm:Yey_Resµlts 
• (U//'.F'\'3t:Jo8') Shadowing the SIGINT Dire.Qtor 
• (U//F'5t:J~ CA-400, Intensive Study Comse in General CrypJanalysis 

o (U/~)The CA-400 Experience, or "We Are Slaves to Duty" 
o (Ui1P'Otl'S1 An Ethos of Kryptos: Lambros Demetrios Callimahos 

• (U//FE>U~ Desert Storm: A CA Perspective ,, · 
• (U//F9U~ The Sto1y of the QQh:IJlµg 
• (U//~J IOJ Pxix1<::ipJes_9fQii:ign9s_is 

Regular Features . . . . . -· .. 

I (b) (3)-P .L. 86-361 

~ . . . . . . . 
• (U/1'.F'O~Meetthelntem .... l ____ __, 

Editor's Desk -TOTK Survey Results 

(U) In January, a new editorial board was fonned for Tales of the Krypt and we 
conducted a survey of the KR YPTOS membership to get a feeling for the kinds of 
articles people most enjoy as well as for the frequency and method of publication 
preferred by our readers. Thanks to all who participated, and we hope you enjoy the new 
TOTK look. Submissions ( or suggestions for articles you'd like to read) are welcome at 
any time. Please feel free to e-mail any input to the Editor,! l or to contact any 
TOTK board member with your ideas. (New board members are also w6'lcome.) 
Submissions may be in ASCII; Frame Maker, or Word Document fonnat'.and should be 
portion-marked with the appropriate classification. • 

Approved for Release by NSA on 09-28-2023, FOIA Case if 61704 I (b) (3)-P.L. 86-361 ___________________________ __.. ... 
. . . 
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Tales of the KRYPT Board: 

• Editor~ I 
• Typeset ... te_r_an_d,....A_s_s-'t_E __ d..,..i-to-r-r!----: ••• -. -. -.-.----,l 
• Editorial Board: • • • • • • 
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(U) The majority of s:urvey respondants had read the TOTK in the past and were looking 
forward to reading it in the future. Articles particularly remembered were those of an 
historical nature (perspectives, seniors' experiences, colorful characters), puzzles and 
quizzes. When asked what format you wished the new TOTK to be, the great majority 
preferred either email containing the document in text format, or an email announcement 
with a table of contents and a link to the KRYPTOS home page. And over half preferred 
that it be published'quarteriy. · 

(U) The top 5 KINDS of articles you want to see in future issues are: 

• 1st place - 17 votes - Historical cryptanalytic success 
• 2nd place - 14 votes - Biography.of a past cryptanalyst of great eccentric renown 
• 3rd place - 13 votes - Technical article on current CA work 
• 4th place - 12 votes - Biography of a past cryptanalyst of great technical renown 

and tied for 5th place with 10 votes each: . . 

• "State of CA" as viewed by an agency senior in the CA field 
• Article on current work but with more of a feature/human-interest slant 
• Information from the perspective of a former CA'er involved in the larger SIGINT 

enterprise . · · 
• Human interest perspective on a CA conference or event 
• Trip reports for CA conferences or other events 

(U,';'P01 IOJ In order to respond to the interests of our readers (and, ok, also the interests 
of the editorial board), in this issue, we bring you one story of an historical cryptanalytic 
success (CA Perspectives on DESERT STORM) and two articles about Lambros 
Callirnahos and his CA-400 course (this covers both a past cryptanalyst of great·t';ccentric 
renown and a past cryptanalyst of great technical renown). We also present a set of 
d. iagnostic principles com~iled by R. Dale Shipp .(a recent past.cryptanalyst of technical 
renown), an article byl ~ ~bout his ·experienc_e shadowing Maureen 
Baginski, and an article a out the Gol 1',vg {both the award aria the original· Edgar Allan 
Poe story), as well as an interview with a cw.rent CA intern. - The Editors 
back to __ top · • •• 

• ♦ 
• 

♦ 

(U) Shadowing the SIGINT Director 
. 

• • . I (b) (3) -P.L . 

• . . 
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I (b) (3)-P.L. 86-361 · 

~'~----~~········~-------
(U//~ A while back, the SIGINT Director volunteered to share a day with five 
analysts from the SIGINT Directorate, The plan was for the analyst to shadow Ms. 
Baginski for a day and then have her follow the analyst for a day. I submitted my name 
·and was selected. My day to shadow Ms. Baginski was 5 February, 2002. 

, . 

(U,'/Fet,~1 did not have to begin my day until 7:30. Ms. Baginski begins around 5:00 
·each day. Ms. Baginski's Executive Assistants told me that the calendar they sent out the 
previous day was "out the window." There was going to be a guest from Congress 

_ arri_ving the next day and work had to be done to prepare. · · 

~ This was the schedule for 5 February: It was a fast-paced day, but here is what stuck 
in my mind. SIGINT DIRECTOR Tuesdax, 5 February 2002: 

lg~~g- IIOFFICE APPOINTME~T. 

jg~~~- ljsrn SENI?R LEADERSHIP MEETING ) 

[;t] 5 
DIR'S PREP SESSION FOR.CONGRESSIONAL VISIT ON 6 FEB 

~ 5 SIGINTMObELING AND SIMULATION: CONTINUATION MEETING 

· jg~~~- 1!01scs ON FOREIGN RELATIONS_ 

~ SID DIR WITH ODs/CHIEF OF STAFF, SID PROGRAM'S_ ANNUAL 
REVIEW BRIEF ' . · 

[filO 
. . . . 

WORKFORCE ENGAGEMENT DISCS WITH S 111 PERSONNEL 
0 

1g1;- · lloiscs WITH DIDIR, SID, AND DDDA 
\ 

~ 0 
PREP SESSION WITH ACTION AND COM~ICATIONS TEAM 

~,PREP FOR TOWN MTG 
.. 

I!~~~- IIDIRiS FINAL PREP FOR 26-27 FEB OFFSITE _ ·_ 

11645 IIDEPART FOR THE DAY 

0700-0730 OFFICE APPOINTMENT 

I 
I 

I 

I 

I 
I 
I 

(U/~) Ms. Baginski began the day meeting with her Executive Assistants. She 
reviewed the Town Meeting agenda and drafted a rough outline for the presentation to the 
Congressional visitors arriving the following day. 

0730-0800 SID SENIOR LEADERSHIP MEETING .I (b) (3)-P.L .. 86-361 . 
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(U/~ The outline for the Congressional presentation ~as given to the SID leaders. 
There was some discussion about the outline and goals were set for each stage of the 
presentaion. A rough draft would be ready by 10:00. 

0800-0815 DIR'S PREP SESSION FOR CONGRESSIONAL VISIT ON 6 FEB 

(U/J'POU~ My first of two rides in the "special" elevator to the Director's suite. This was 
a meeting to prepare for the Congressional visit. There were about fifteen people in the 
room, I recognized only the Director and Ms. Baginski. The objective seemed to be to 
introduce the Congressional members and their Staff to NSA and SIGINT and help them 
understand what it takes to keep our mission going. Lieutenant General Hayden knew 
what he wanted accomplished, picked the people to do it, and guided the discussion. 

0830-0915 SIGINT MODELING AND SIMULATION: CONTINUATION 
MEETING 

0930-0955 DISCS ON FOREIGN RELATIONS 

~ Ms. Baginski's meeting with SID and Corporate Foreign Relations 
managers/representatives. The discussion was about data sharing, both ways, leveraging 

1000-1130 SID DIRECTOR WITH THE ODs/CHIEF OF STAFF, SID 
PROGRAM'S ANNUAL REVIEW BRIEF 

(U/~) This meeting was superseded to prepare for the congressional visit the next 
day. . 

~ The Data Acquisition, Analysis and Production, and Customer Relations management 
and staff presented their proposed briefing for the Copgressional visit to Ms. Baginski. 
They were working off the outline Ms. Baginski jotted down at her meeting at the 
beginning of the day with her Executive Assistants The SID Seniors put together a 20 to 
30 slide briefing from the outline. Some of the main points were; the three SID priority 
focus areas (Defend the nation, Support the campaign, and· Transform the SIGINT 
enterprise), how many reports were derived from SIGINT, NSA's strategic plan, pre and 
post 11 September SIGINT targeting shifts to support the campaign, and how the extra 
Counterterrorism money Congress gave NSA was being spent. The first draft had a few 
holes where actual facts/numbers had to be put in, but in general Ms. Baginski thought 
things were going in the right direction. 

1130-1230 WORKFORCE ENGAGEMENT DISCS WITH Slll PERSONNEL • • 
♦ 

♦ • 

-~ The best part of the day in my opinion was the meeting with S111. This is the Office.• 
which maintains and developes th • • 

I (b) (3)-P.L. 86-361 

.--------~-------------------.~------~-

• •• 
♦ • 
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,__ ___________________ ___.1(U//FOUQ.) Thel..__.......,,..,,..., 
team was being inundated with queries from several-offices. They felt these queries ctiuld 
be consolidated and the offices should ·take more time to know what they would like t6 
measure and for what reason. ~ey asked Ms. Baginski to help them get this acros~ to:the 
organizations'_ staff and/or management. (~ T4t l designers had issues with the : 
development of the r---7database. The. were concerned with the allocation of : 
money, resources, ~oios.between •• • 

• • • • · e 1eve ~IQ.ski 

va ue 1s mteract10n. s. ~as o w-on meetm with theJ,.,..,.._J>ffice · 
andj_ f~~- is supportingL-J 1J1is topic ~as ul,so -?~scuss~d.!1-t the.Director~ 
offs1te on 2~ ancf28"Pebl'U813/.). • • • • • • • • • • •.. ••• • :. · 

. .. •• ■ • • • • ' • •• • 

• ···•···•:::::,;,,•.·,·♦ • * . .... ----------, 
1245:..1315 DISCS WITH D/DIR, SID, AND DDDA I (b) (3)-P.L. 86-361 

(U/~ I did not attend this meeting. Instead, I observed the formulation of the SID 
Congressional briefing. 

(U,'/PalJQ.) The SID leaders had been working on the brief since the morning meeting. 
Most of the slides were completed and a few more were added. (When I returned to my 
office the next day, everybody was talking about what a madhouse it was trying to 

- answer questions for the report.) 

(U/ll'Oei'~ I squeezed in time to eat lunch. Ms. Baginski and her Execs ate lunch at their 
desks sometime after the 12:45 to 1:15 meeting. 

1330-1430 PREP SESSION WITH SID ACTION AND COMMUNICATIONS 
TEAM 

(U) This meeting was cancelled to prepare for the Congressional visit the next day. 
. . 

1430-1530 PREP FOR TOWN MTG THE NEXT DAY 

(U//P'6WQ) (This was actually the_preparation for the Congreesional visit) Most of the 
slides were completed and a few more were added. It was srn too SIGINTese for Ms. 
Baginski and many of the slides had too much information.\from thel I 
I I offered help in adding more "flare" to the presentaiion. 
His office could add some multi:m~dia, photos, and formatting to the ptoduct. Ms. : 
Baginski was getting the impressiort that SIP management was having aifficulty • 
collecting the data points needed to support the goals and strategies Congress ex.peeled 
NSA and SID to be addressing. • • • : : 

• 
(U/l'rOUO) After a talk with her assistants and" ~me staff members, Ms: Baginski : 
decided to cancel the SID Town Meeting for that d(\y. She was very con~iencous a}!out 
presenting a quality message to the workforce. It was aweed that there was a deadline for 
the Congressional visitors and they would tackle one thini at a time. The. Town meeting 
was cancelled to work on the Congressional presentation fo:i. the following day. • . 

♦ . 

·-----·-· --------------------------- .. l (b) (3)-P.L. 86-361 
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1530-1630 DIR'S FINAL PREP FOR 26-27 FEB OFFSITE . ,t-------...i. 
• • • • • • • • • • ♦ 

• • • • • • • • ♦ 

(U/J'Fe>~ I re~qgpi.zed some•fac"es at"tliis in~~ting,,. ____________ ___, 
I r My second ride in the "special" elevator to the Director's suite. This was a 
dry-run for the Senior's Strategic Planning Offsite. There were not many changes to the 
slides that were handed out at the start of the meeting. Lieutenant General Hayden 
wanted the slides to reinforce the Agency's goals and leave most of the time to have the 
Seniors team build. I believe that even less time,could have been spent on the slides. 
Management at that level should have the Agency's Strategic Plan memorized. 

1645 DEPART FOR THE DAY 

(U//POU~ Ms. Baginski had some side meetings afterwards before we returned to her 
office around 5:15. Her day was not over, but I was allowed to leave. After all that work, 
the Congressional visit ended up being cancelled late that evening. 

(U//l'OU~ My day with Ms. Baginski was inspirational. I believe we have real 
leadership at the top. They are focused, hard working, know the business, and have a 
plan. Observing the meetings of SID management, below the SID Director, has· also 
inspired me. I am trying harder to keep management informed. I would have liked to 
have seen the justification for some of the numbers and data points they presented.· 
Hopefully better dialogue will lead to better quality. 
back to top · 

(b) (1) 

(U) Desert Storm: A CA Perspective 

byr-1 --- • • I (b) (3)-P.L. 86-361 

(b) (3) -50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

.. I (b) (3)-P.L. 86-361 
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mission, and function statements. He was then selected to be branch chief, a position he 
held from 1991 to 1997. 
back to. top · 

(U/~ CA-400, Intensive Study Course in General Cryptanalysis 

Editors note: 

(U/~CA-400, the Intensive·Study Course in General Cryptanalysis, was 
developed by Lambros Callimahs almost 50 years ago. During the 33 years when the 
course was offered, over 300 stud~nts were put through this grueling 18-week immersion 
in classical cryptanalysis. After advancing through progressively more difficult problems, 
the class was ready to tackle the ultimate challenge: breaking the enciphered 
communications of Zendia, a fictional country at odds with the Free World and led by 

. &alvo Salasio, who bore an uncanny resemblance to Mr. Callimahos. Beyond developing · 
the ·students' analytic skills, an important by-product of CA-400 was the spirit of 
camaraderie and teamwork that started within the confines of each individual class and 
ultimately extended to encompass all CA-400 graduates (otherwise known as members of 
the Dundee Society) and the cryptanalytic community at large. 

(UiJ'P6-.;Q.) f I a graduate of class 18 in 1964, has written an article about 
Mr. Callimahos tor this 1ssde-ofTales of the K.rypt. After Mr. Callimahos became ill in 
1976,I l:issisted him in conch1otin~ classes 31 and 32 and became the sole teacher of 
CA-400 after Mt.•CaJlimahos passed aw~.in October 1977J la graduate of 
class 32, has written apers@nal account ofwhh~it was like to experience CPt-400 first I I 
h d I . • • • • I • • • • ■ (b) ( 6) an . • • ~ •• .__..., 

.. . . ... . . . . . .. . . . . . . . . .. . . 
. . . . . . 

• 
• 

• 
• • The CA-400 Experience, or ''We Are Slaves to Duty" 

. . . . . . . . . . -. . . . . . . . 
By I._ ____ ..,_ ••.••••••••••••••••••••••..•••••••••••.• • .··_ .. _:.I ... (-b-) (-3-)--P-.L-.-86---36-,1 

• 
(U//~ CA-400, the 4-month long Intensive Study Course jn General Cryptanalysis; 
was rumored to be quite intense, second only to the infamous Managerial Grid. And • 
besides, women who attended it were rumored to have been made honorary men. So w.hat 
was its attraction? • 

. 
(U.',?O~) In 1976, restless and plodding away in one of my less memorable jobs, l saw 
the CA-400 ad and decided a 4-month break from my office would do me good. I applied 
and a few weeks later was granted an interview with the course develo er and tea 
Mr. Lambros Callimahos. Flanking him was a man I recognized as 
had once done some analytic programming for my previous team c.,_1_e.., ____ ___, 

(U//FOt;~ One thing Mr. C impressed on me was that the course required a full 
commitment from all participants, arid thus the instructor would tolerate no more than 
one birth, one death, one marriage, one divorce, and one new house purchase from aU, 
not each, but all, of the students! And then they asked me ifl were planning to get 
married. What·nerve! "Well, I'm not married now," I snapped. A few weeks later I was 

.------------------------- • • • • • J (b) (3) -P. L. 86-36 I 
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notified that I'd been accepted into the class. 

(U//~The first day of class was in early February 1977. I wandered into the· 
classroom and saw two instructor desks and twelve student desks, in. three neat rows of 
four desks each, with a single aisle down the middle. Each student desk had nameplat~ 
and a Dundee marmalade jar full of pencils. i read !~ft-to-right and back-to-front the 
names of 12 students. Mine was the ninth desk, in the back row. There was a 12-hanger 
coat rack with a label above each hanger. I hung my coat on the ninth hanger. 

(U/~ The room soon filled. Someone complained that her hanger had some<:>ne 
else's coat ori it. The coat's owner, in turned, complained that the same thing happened to 
him. Complaints continued, until we found a chain reaction had been caused by the one 
person who hadn't noticed the labels. Then Mr. Callimahos entered, escorted by Q 
and the rooin got quiet. The year before, Mr. C had been diagnosed with brain cancer, . • • 
and he wasn't in his full vigor, but tha,t did not matter. We were in awe and sat quaking in • • •• 
our proverbial boots. • • 

(U/~Role caUwas done in order, from student #1 through student #i2. "Sister 
tr 

w 

I [" "Here!" "Brother! t''Here!" Yes, we were "Sister" and "Brother" in that .:, 
class. At least we aict not"ha~e' to qui i;1e ~bout the variety"' ot teminiiielionontics."' • .. .. .. .. • • .. . • • t-< 

0:, 

°' (U/~O) Then Mr. C started reading. Reading, reading, reading. Talking and reading. · ~ . 
Hours p~d. Finall~ leaaed "Over-and whi'Spered·somcthing. •0lr,''- Mr. 0 · · · • · · · · .: .~ ., • 
excl~imed, "Does anyone have to go potty?" There was a sudden, stunned silence. ~~fJ:l·• •· •• •• 
we all ran for the door. . . • ••• •· •· • . .. .. .. . . .. .. . . 

(U/~ As the days passed a pattern .appeared. Mr. Call-i.rh"~~s would enter, sit, and 
read or lecture. We would attempt to Jeep pj9~aad~o"rk on problems they were 
encountered. While the Guru went OQ., • • • distributed handouts, some displaying the 
results of statistical toJS•showing thetext in a different format, and so on. My . 
impression was that as the highest paid flunky I'd ever seen. . . 

(U/~ Although we received lectures on new topics, most of our learning was to 
come from. being exposed to the problems and then coached and prodded to sort out the 
solution. We were encouraged to share our findings and learn from each other. Mr. C 
would often entertain us with jokes and stories. Sometimes they conjured up a vivid 
image, and as one of the later-shift students, I often took advantage of the quiet' room and 
empty blackboard and ... sort oL. left a little illustration. Once it ·was a Guru Special, a 
sandwich made up of his most colorful gastronomical favorites. Another time it was the 
Guru riding a Big Wheel (wired of course) with the class bowing in awe. Then there was 
the class on a train, the class on a hayride, the class playing baseball, the class performing 
"The Pirates of Penzance." The first illustrations were met with gasps from the Guru and 
his minion. Who could would be so cheeky as to touch their board after hours?! But after 
a while they got used to not knowing quite what to expect from Class 32. 

(U/~As the weeks went on, our.class got more and more cohesive. We learned 
how to ~olve problems by working together. In-some places this is called "cheating." 
Here it was .called "teamwork." But soTT}ething else happened. We, the students, slowly 
took over the class. · · 

·1 (b) (3)-P.L. 86-361 

.--------------.'--------------· 
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{U/~ Maybe it started when Mr.Cat last realized that he hadn't yet made the. 
women honorary men. A man of the Old School, he felt this was the only way he could· 
tell his off-color jokes. Well, this was 1977, the height of this era's feminist movement. 
We nipped that idea in the bud. "Mr. C if you make us honorary men, we'll have to Qiak:e 
you an honorary woman." Then the names; "Sisteii I made me feel as ifl hadjust 
got off the boat from an Irish nunnery. We qitcl;i,d the l~t}l~~~~J?v.t.!lffi~~n~l~tjl! . .. . ;.:;..:i, • ., ••••• 
k. ept the ti~d.b~ain,.e .B.rotheil •••• [ ~itite~ • • • • •de~ Artd tnc11 ~e t11:tthiftlfa~fef · tr 
We madeL_Jln honorary member of class 32. The Guru's devoted wife would bnng 
him to work and pick him up. We often escorted him to the car (thus eliminating one of ~ 

I fiobs)·and quie~ly eame1o nke-and admire-her.·It-wm.ih"otlter;oe-vvho■ first· • • • • ~ • • • • ~ 
noticed it my drawings: where we students started out in positions of servitude and awe, · 00 

we were later to be seen running totally amuck, with an astonished Guru (and assistant) ! 
· looking on helplessly. · ••••••••••• ._ • ., "' 

. . . . • ••••• · ....... ·:.■ :.,,,. •• • •••• 

(U//t<'\,8~ ID;,dr~d. <Jqring the■eoarsec1f'C'A-4<1o" ci;s~ 32 a Baby I ! ~l!S l,<1rn .• 
Sisteic:]i:ioved house. One divorce was initiated and one marria.se resuited. And sadly, 
most sadly, it turned out to be the Guru's last class. · •• • • • • · 

' .. 
• • ti • • 

. ~ .. 
An Ethos ofKryptos: Lambros pemefrios Callimahos 

. . . 
By1 · · r···· · 
What is the plural of sphinx? And how would you order two of them? Can you name the 
ten champagne bottle sizes? What was Frederick the Great fomous for? And who was the 
J. J. Quantz hiding iii his closet? Give four reasons why George Washington was not a 
good flutist.·. 

If you ever wandered through the wonderland of the Callimahos Course you might have 
bumped into the answers to some of these questions-and many more that students of four 
classes of the 'Callimahos Course' compiled from his mutterings. Mr. Callimahos, as 
many ofus knew him, was the Keeper of the Keys to the Cultural World of Cryptanalysis 
as we knew it. He introduced us to.Jean Francois Champollion, who didn't need 
Callimahos to learn about the value of isolog - or isologues, as they are known in 
England. We saw Zendia through his eyes; the music of Josef Pujol became harmonious 
memories (those tetra-chords!) for us .. we found out about the Gourmet Club-the · 
difference between cooked lamb's eyes and fish eyes, (as well as medium-rare rhinoceros 
meat and well-done elephant meat) gastronomically speaking. We gained a perspective of 
inventors and who invented what in a few of the surprises in the history of inventions. · 

Callimahos touched on perfumery: little~known aspects of that old industry still quite 
active in his birthplace. His interest in this subject may have sparked his interest in pet 
skunks he would frolic with unprotected on his front lawn! And what bubbles can you 
burst with Buffont's needle? · 

Lambros Demetrios Callirnahos, one of the founders of the Cryptomathematics Institute, 
was born on December 16, 1910 in Cairo, Egypt, of Greek and Armenian parents. He was 
a flute virtuoso, known as the 'Paganini of the flute'. Callimahos toured Europe in the 
years before World War 11, ending.up at Carnegie Hall, where he performed as a ~olo 
artist-a first at that great center of culture. He began his service with the U.S. Government 

· at the beginning of World War II, when he appeared at hjs draft board dressed in a way 

.--------------------------· . 
I (b) (3)-P.L. 86-36.1 
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he could not be overlooked! And throughout his career at the Agency and its predecessors 
he could not be overlooked. 

He once mentioned that while he was in the army, he shared a BOQ room with a young 
. Lieutenant, Leonard Rosenberg (a.k.a. Tony Randall)! As he remarked, "He was a queer 
duck, always dressed in spats," some ofus wondered (and still do) what Tony Randall's 
thoughts about his world renowned flutist roommate were. Was this a-precursor to "The 
Odd Coµple," or what? 

His performances in the form of flute concerts and lectures at the Friedman Auditorium 
were always to packed-houses. He gave talks about "Beauty in Mathematics;'' "on Pi," 
"Communication with Extraterrestrials," and "The Rosetta Stone." He also frequently 
gave a talk entitled "The History of Cryptology," which he gave several times to Police 
Academy graduates and other audiences. A ptolific author, he received the first NSA 
Cryptologic Literature Award shortly before he died in October 1977. 

Callimahos was best known at the Agency for his "Intensive Study Program in General 
Cryptanalysis", which he created as an adjunct to his writing. Callimahos had been 

1 selftaught by reading all the books he could find - in any language about cryptanalysis, 
and after he joined the Army he became one of Friedman's students. He collaborated with 
.Friedman in rewriting Friedman's earliey texts, Military Cryptanalysis, vols. I and II. 
Callimahos added significant portions, especially to volume 11, where he added the 
Zendian Problem. Just before Callimahos died he published Military Cryptanalytics, Part 
III the first part of which was base<,l on Friedman's earlier Cryptanalysis, Vohime III 
Friedman also wrote Mi1itary _Cryptanalysis, vol. IV. Callimahos had also written - but 
only in his mind- Military Cryptanalytics, Part V, and was ready to put pen to paper had 
his body only been capable of it. Their plan originally was to publish six volumes: The 
sixth was to deal with cipher· machines, but even in their day that topic quickly exploded 
in complexity and variety, keeping apace with technology which made it too magnum an 
opus for them. · 

We never saw what Callimahos had in store for us in the diplomatic phase of the Zendian 
Problem; but you can be sure that many of the remarks of the exalted _Guru, many of the · 
crafty trivialities of life, and much care would have been built into it. He would have kept 
us smiling as we set to work. . 

Kryptos members have a keen sense of wanting to solve it, to sort it all out to the last 
.detail, to master the problem whatever it is. Therefore, I provide you with the infamous 
i•oundee Society Introductory Placement Test", which encapsulated at least an iota of the 
emanations of our Guru as we worked through the problems of his course. I will tell you 
that I am not sure of all the answers to the questions, but I did at least try ( once) to record· 
them for posterity. He and I were sitting under the umbrella in his sunny back garden in · 
New Carrollton, with some unremembered libations, and I read each question to him. He 
dutifully responded with at least one, but often many words to answerthe questions. 

If! were to do it today, I'd have a recorder to capture it all. But the best I could do was to 
scribble a few notes on the paper that was already filled with the questions. I can't find · 
those notes now, but maybe that's best. I know you'll all want to know if you got the · 
correct answers. I don't have them all - the only hope you have of being sure you have 
them right is to get together with your colleagues and a few of us old.;timers who heard 

. the quips in the first place, put your heads together, bash it out on the internet, share your 

. • .I (b) (3)-P.1. 86-361 
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work with others, and when you've got it right, you'll know it! And you will have had to 
do it the way he intended: through teamwork. 

By the way, if you want to find out more about Lambros Demetrios Callimahos, you can 
visit the web page of Andrew Callimahos, his son, who has many memorable pictures 
and facts about his famous father. Through that web site you can also learn ho·w to obtain 
cd's ofLainbros playing the flute. The URL is http://www.geocities.com/callimahos/ 

Dundee Society Introductory Placement Test 

(Culled from parenthetical asides of the Guru by members of Class Nos. 17-20) 

What is the plural of Sphinx? ~ow would you order two of them? 1. 
2. 
3. 
4. 

5. 
6. 
7. 

8. 
.9. 

10. 
11. 
12. 
13. 

14. 
15. 
16. 
17. 
18. 

19. 

20. 
21. 
22. 
23. 
24. 
25. 
26. 
27. 

28. 
29. 
30. 
31. 
32. 

Quote a famous line from Dante in the Italian . · 
How do you pronounce "bezoar"? What is its adjectival form? 
What are the first 10 digits of pi after the decimal point? What are the last 10 digits, 
when it is carried out to 100,000 decimals? 
Why, loosely speaking, is Toots Shor not abarticular? 
Name the seven provinces ofRumania prior to World War.II 
Give the date wheri combination snuffboxes and slide rules first appeared 
(a) in England, (b) in France. 
Is masulipatam cheap or expensive? 
What is ylang-ylang? 
What pejorative was applied to Queen Charlotte? Did it redden the skin? 
Rosehip is often combined with what for what? 
Who wrote his name on the hem of Mrs. Siddons' garment? 
Define the following: (a) bdellium, (b) callipygian, (c) logogoguery, (d) 
monopsony, (e) tachydactylurgic. 
How do you' pronounce ( a) "vagaries (b) "harassing"? 
Do you now or have you ever indulged in (a) sternutation, omphaloskepsis? 
What or where is Zmudz? How about Yakut and Xosa? 
Who or what is or was Nicholas Bourbaki? 

, J 

Give the adjectival forms of the following: (a) tergiversation (b) protocol, (c) sable, 
(d) wife, (e) Jynx. 
Frederick the Great is best known for what? And who was the J.J. Quantz hiding 
in his closet? 
Ptolemy XIII was famous for what three things? What was his appellation? 
Define I'metheglin" and give its etymology. 
What is a Singapore chair? 
Powdered rhinoceros horn is prized for what where? 
Give the names of the ten champagne bottle-sizes, in ascending order of size. 
Complete the equation e i(pi) + 1 
Is well-done elephant preferable to medium-rare hippopotamus? Why? 
What is the difference between cooked lamb's eyes and fish eyes, (a) in 
appearance, (b) in taste? Are the lenses edible? 
Give the age of the earth,. to two significant digits. 
Give the correct term for an expert on dolphins. 
Give the Greek equivalent cited by Mencken for "hundinacido." 
What is the star nearest our solar system and how far is it? 
What is the population of Calcutta? How much of it sme.lls? 1 • (b) (3)-P.L. 86-361 

. . .. 
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What is (a) a Prince Rupert drop, (b) a Zamboni dry pile, (c) a rotifer? 
. What work of Mozart's is cited in mathematical bibliographies? 
After World War I, what was the name of ( a) Lemberg, (b) Revel, ( c) Dorpat? I . . 
What was the former term for Down's syndrome? Why was it changed? . 
For what three events is December 16 famous? 
What is "Eddington's principle"? 
By the latest count how many atoms are there in the universe?· 
Besides that, for what was Casanova famous? 
How many angels can dance on the point of a needle? 
Give a saucy synonym for "crib." 
How do you pronounce the plural of generatrix? 
Give the order of ingredients for a typical pousse-cafe. 
What is the red variety of retsina called? 
What is the longest word in English without any repeated letters? 

33 . 
34. 
35. 
36. 
37. 
38. 
39. 
40. 
41. 
42. 
43. 
44. 
45. 
46. 
47. What is the only word in a Romance language which contains QU not followed by 

48. 
49. 
50. 
51. 

52. 
53. 
54. 
55. 

a vowel? 
Who is the reputed discoverer of Zendia? Who really discovered it? 
Who is the inventor of the concertina? What did he not invent? 
Dr. Jacques Loeb did what when where for the first time? 
Quote a particularly succulent gastronomic item from the U. S Army's "Arctic · 
Manual." · · 
What happens when a hydra mother-to-be is temporarily deprived of food? 
Give the German equivalent for "the early bird catches the worm.'' 
Do not give the English equivalent of "le mot du Cambronne." 
What instrument did Frederic Chopin's father play, and in what business was he 
that left him stranded in Warsaw? 

56. What instrument did Nero play? 
57. True or false: more than one tone can be played simultaneously on the flute. 
58 .. What did Paul Wittgenstein and Count Rebsomen have in common? 
59. What are the Duke of Brunswick and Count Isouard famous for? 
60. What are the former popular names for (a) lead acetate, (b) sulphuric acid, (c) 

61. 
62. 
63. 
64. 
65. 

copper sulphate, (d) hydrochloric acid, (e) nitric acid. 
What is lunar caustic and what was it used for? 
The Allgaier and Muzio are related in what way? 
What are the five "K's" of the Sikhs? · 
Give the Hindustani equivalents of "water" and "bread." 
The last Anarchist Congress held in Brussels in 1914 was conducted entirely in 
what language? 

66 .. Give the names of two famous coffee liqueurs. 
67. What are the four classic fixatives used in perfumery? 
68. Explain "Loncls Relativity Constantlfwithout going into too much detail. 
69. Why is it called "Goldbach's notorious conjecture"? 
70. What was· "Project Ozma"? 
71. Give the approximate area and population of Zendia. 
72. What was M. Lissajous' first name? 
73. \Vhat was Berlioz's first name? 
74. What is a palliative for scleronychia? 
75. Give three reasons why George Washington wasn't a good flute player. 
76. What is the life expectancy ofa Kapitza battery? Why? 
77: Describe the opening scene from a typical Helen Twelvetrees movie. 
78. In bird groupings, it is a gaggle of geese, I (b) (3) -P.L. 86-361 .. . . . 

,-------------------------··· 
. . . 
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a ------------ of rooks, 
a ------------ of hawks, 
a ~----------- of peacocks, 
a------------ of herons. 

79. What is a Peaucellier cell? 
80. Describe (a) a Wimshurst machine, (b) a Toepler-Holtz machine. 
81. What famous cryptologist went to West Point? Why was he bounced? 
82. Where is "Sheshach" mentioned in the Bible? What was it? Explain. 
83. What is the antonym of nyctalopia? 
84. Explain the difference between naology and nanology. 
85. What Greek society in New York City never advertises in American papers? . 
86. Vlhere was Brahms much in demand as a pianist at the age of 10? 
87. How many children did Johann Sebastian Bach have? 
88. What was Paganini's son's full name, and who was his mother? 
89. What was Heinrich Schliemann's second wife's maiden name? 
90, Who transcribed Bach's Chaconne for (a) I hand, (b) 2 hands, (c) 4 hands? 

_ 91. Where is Sawedwadgeorgeearllittnbulwig mentioned? 
92. What was George Bryan Brummel's father's occupation? 
93. Explain the difference between the golden number and the golden section. 
94. Give the title of a movie starring Cecile Aubry. By the way, who was she? 
95. Name a book written by Cesare Lorri.broso's daughter. 
96. What is the bacillus causing fermentation of yogurt? 
97. Describe Jean Francois Champollion's eyes. 
98. Give the title of a book written by the inventor of the camera obscura. 
99. Is an abacus major an apprentice abacist? 

100. Is cochineal silver-grey, black, or red? 

back to top 

(U) The Story of the Gold Bug 

by .... I ____ __,_I .•.......... · ............... .I (b) (3)-P.L. 86-361 

-
(U) Edgar Allan Poe's stories of murder, madness and supernatural horror have made him 
one of the world's most popular authors. "The Gold,-Bug", however, is not one of those 
stories. 

(U) It is the story of one William Legrand, formerly wealthy but now poor and reduced to 
living in a hut on an island near Charleston, South Carolina. The story's nameiess 
narrator, who is Legrand's friend, describes him as "well educated, with unusual powers 
of mind, but infected with misanthropy, and subject to perverse moods of alternate 
enthusiasm and melancholy." Among his interests are collecting specimens of the local 
insects, which is how he finds the qold Bug. 

(U) One day, during an autumn day of "remarkable chilliness", the narrator visits 
Legrand, who tells him of a "scarabaeus" (That's right, a scarab!) he has recently 
discovered. Since the bug has unfortunately been lent to another, Legrand makes a sketch 
of the bug and hands it to the narrator, who tells his friend that he has drawn a skull. 

,-------------------------- . . 
I (b) (3)-P.L. 86-361 
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Miffed at having his draftsmanship slighted, Legrand takes the sketch, examines it, then 
suddenly folds -it up and puts it away. For the rest ofthe visit, Legrand is increasingly lost 
in thought, and the narrator finally decides to leave him. · 

. r 

. (U) A month later, the narrator encounters Legrand's servant, Jupiter, who tells the 
narrator that Legrand has been acting strangely, wandering about the island, keeping a 
slate with strange fi~es on it, and talking about gold in his sleep. Jupiter blames the bug 

.· for this, saying that it bit Legrand when Legrand first tried to capture it. He also has a · 
note from Legrand, stating that he "has had great cause for anxiety", has "not been well 
lately" and wishes the narrator to visit hiin that night. Accompanying Jupiter to the 

· island, the narrator sees a collection of digging tools Legrand has ordered bought. 

(U) When the narrator arrives, Legrand shows him the gold bug itself, whose shell is a 
shiny gold color, and has two-black spots on one end of its back and a longer spot in the 
other, giving it a resemblance to a skull. It is tied to a length of cord, and Legrand _is 
swinging it a.round, claiming that the bug will be his fortune. 

(U) Legrand, the narrator and Jupiter go off _at Legrand's direction through the mainland 
until they come to a large tree by early evening. Jupiter climbs the tree at Legrand's 
direction and eventually finds a skull nailed to· the end of a tree branch. Dangling the bug 
through one ofthe eye sockets gives the eventual location of a buried treasure chest. 

(U) When the treasure is recovered, Legrand explains how it was done. The parchment on 
which Legrand had sketched the gold bug on turned out to h~ve the enciphered directions 
to the treasure written on the·back in an invisible ink which only appears when heated. 
The cipher is a simple substitution cipher ( about as difficult as the Headline Puzzle). 
Legrand, ~ving read the message, then spent several days looking for and finding the 
location as described in the message, at which point he sent Jupiter to Charleston to buy · 
digging tools, and the rest is known. 

(U) What is interesting here is Poe's explication of the cipher analysis. Legrand reasoned 
that the figure of the skull was evidence of the parchment being made by a pirate, and 
that a sketch of a young goat's head was a signature for the infamous Captain Kidd (Get 

. it?), and that therefore the underlying language was probably English. Of special interest 
here is that Poe, through Legrand, explains the principles of solving the cipher, first by 
counting the number of times a character occurs in the message and matching the 
observed frequencies with the frequencies of letters in English. Poe shows the actual 
observed frequencies and demonstrates some early recoveries, although his listing of the 
frequen~ies of English letters is different from the classic "ET AIONSHRDLU" order. 

(U) Finally, Legrand explains that he used the bug as a prop on the expedition to tease the 
narrator with the possibility that he, Legrand, w3:s insane. (U) The cryptanalysis aside, 
this is actually one of Poe's weaker stories. The Gold Bug itself is mostly a prop, and the 
story depends on a string of coincidences whose probability is on a par with winning 
lottery tickets. The parchment containing the message is found by Jupiter when he looks 
for something to wrap the bug to capture it. Legrand just happens have the parchment 
handy when he sketches the bug, and the sketch is in exactly the same spot as the skull 
drawn on the other side-of the parchment. .The bug's gold coloring is complemented by its 
apparent weight, which suggests to the narrator a body of solid gold. The bug's 
resemblance to a skull is meant to suggest pirates. Poe does everything but give it an eye
patch and peg-leg. And as P_oe stories go, being doomed to a lifetime of fabulous wealth 

.1 (b) (3)-P.L. 86-361 
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I 
I 

isn't as gruesome as the endings of "The Tell-tale Heart" or "The Masque of the Red 
Death". . 

(U) The treaqnent of Jupiter also mars the story. Jupiter is a walking, dialect-spouting 
stereotype. Legrand variously berates and threatens him when the mood strikes him. This 
actually led to an OEO complaint being lodged against the award back in the early 
nineties. 

~) The Gold Bug Award was established in 1982 by James Bates, then the 
Chairman of the CA Career Panel. The award is given to honor "outstanding achievement 
in the field of cryptanalysis." The Team Award was established in 1994. The award is 
typically given for feats of diagnosis, but it has also been given for attack development, 
development of new techniques in the course of analysis and, in a few cases, 
contributions to the COMSEC or INFOSEC effort; A plaque with the names of all past 
award winners can be found near the.elevators in Ops. 2B. 

year 

1982 

I 1983 

. 1984 

1985 

1987 

1988 

1990 

(U) Gold Bug Award Winners 

Individual 
....-------

·Team ....... .... .. . . . . . . . .. ,_ _____ _ 
(b) (3)-P.L. 86-361. 

I (b)(3)-P.L. 86-361 

♦ 

♦ 
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1991 

1992 

• • • • • • • • ■ • • • • • • ■ • • ■ • ■ • I (b) (3)·-P.L. 

-------------·· 
1994 

1995 

1996 

1999 

back to top 

(U) Principles of Diagnosis 

. . . . . . 

(Uit'F't>~ These principles of cryptanalytic diagnosis were gathered by R. Dale Shipp, · 
a Distinguished Member of the KR YPTOS Society (1999). Except for the first, they are 
not in order of importance. Where known, tbe originator or popularizer of the principle is 
credited. 

· (U~) A short bio for Dale may be found in the November 1999 issue of Tales of · 
the KRYPT: htt~://wwwc:Jp~~tos/Newsletters/1999/nov99J lhtml . 

. ■ •••••• ~.. .·• 
. . . . . . 

1. (U) Look at the data. . · • • • • • •j (bl <3 >-P.L. 86-361 

. . .-----------------------~· 
. . . . . . . 

86-36 I 
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(U/~ Too often in this modem world, we rely on programs to analyze data 
and extract preprogrammed features: The human eye and l;>rain are powerful tools 
that see things that have not been programmed for. Examples exist where direct 
visualization were of direct importance in successful diagnosis. 

2. (U) Let the data tell you what to do. (A Jim Bates saying.) 

(Ui7rOU~ When you·see an effect in the data that is statistically significant, listen 
to it. It needs to be explained or expanded. 

3. (U) Remember that diagnosticians do not know what they are doing. 

(U/.!F1'~) When doing attack development, you usually have a complete model 
and can evaluate exactly what the scores are telling you. Since you know what the 
correct answer should look like, you can aford to reach deep into the noise to pull it 
out using elaborate secondary tests. You can afford to ignore other high random 
scores wh1ch do not fit the known model. · 

(U//PflU~ When doing diagnosis, you have only models that you have. invented 
based upon incomplete knowledge or even speculation: There may well be effects 
caused by things you do not know. When designing attacks, you should consider 
statistics that do not depend too deeply on the specifics of your model. I call these 
"robust statistics". You must be prepared to observe and examine interesting scores 
that are different from exactly what you were testing for. You cannot often afford 
to spend significant resouces digging deep into the noise. Your time and energy are 
better spent designing new models and. attacks against them. · 

4. (U) Use all of the data you can afford. 

(U/,'f'OUO) This is related to·the point above. When doing attack development, · 
you can usually evaluate the amount of data needed to produce the desired result. 
The use of more data often carries a cost of processing, and may well not add 
significantly _to the chances of success. In any case, because you know what you 
are doing, you ~an evaluate both the cost of using the additional data and the gain 
in s-µccess arising from doing so. · 

(U/~) Since the diagnostician does not know the underlying truth, she cannot 
evaluate normally evaluate with certainty the gain in success ansing from the use 
of additional data, nor the loss resulting from not using it. Often the curve of 
success versus data size has a sharp knee. Depending where one is on that curve· a 
·doubling of the data size may increase chances qf success by a miniscule amount 
( e.g. from nil to almost never, or from .99 to .999 ) or by a sigruficant amount ( e.g. 
from .1 to .8 ). We cannot afford to take the chance on being on the wrong side of 
the later possibility. 

5. (U) Do not worry that you will not understand the meaning of a result from a 
diagnostic run. Do worry about being able to determine the significance_ of an 
answer. 

(b) (3)-P.L. 86-361 
• • 

________________________ _, • • • 
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~f;'Sij, The best example of this principle com~ from a historical antedote. Once 
when proposing! • I 

(U/1'F6WQ) We do tests that have been successful at uncovering statistically . 
interesting and relevant phenomena in the past. So long as the current knowledge 
of the system does not imply failure of the tests, it may well make sense to apply 
them -- even if we do not immediately understand what the results would mean. 

(Uh~ The type of tests that are of more dubious value are those for which we 
are unable to decide .whether a result is statistically interesting or not. If we are · 
unable to make this evaluation by either mathematical analysis or simulation 
modeling, then the value of the test is highly suspect. · 

6. (U) Data quality is important. 

(U//Fl'.,~ This is more true for diagnosticians than for those who are doing 
exploitation, but true: for both. When the goal is to tum cipher into plain on a know 
system, garbles can often be tolerated and compenstated for. Many diagnostic 
attacks have combinatorial aspects to them that can be devasted by garbles. Even 
more common is that many times diagnosticians have had to first diagnose things 
that we ourselves had done to the cipher at some stage in its processing. 

7. (U) Know the quality of your data .. 

.(U/~) Knowledge of the quality of the data is perhaps as important as the 
·quality itself. By understanding the various processing steps and knowing what 
could have gone w,-ong -- you are better prepared to understand the results of your 
tests, and the limitations of them. 

8. (U) Believe in yourself and have confidence that you can succeed. 

(U) If you do not believe that anything will work, then nothing you devise will 
work and you are only going through the motions. You need to have an inner sense 
that the the answer is there, and that you will be able to find it and to-recognize its 
signs. Persistence and imagination have overcome-difficult odds. 

(bl (1) 
(b) (3)-P.L. 86-36 

9. (U) Put yourself in a position to be lucky. (Another Jim Bates saying.) 

Even when you have little ho e for success kee · OU 

.--------------------------r•·· 
r(b) (3)-P.L. 86-361 
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~ Be prepared to capitalize on good fortune when i_t comes your way -- but do 
not sit around waiting for it either. 

10. (U) Cooperate and share data and information and ideas. 

(U) This has got to be one of the most important prinicples and values. Very few 
successes come as the result of sole individual effort. 

(U) No one person nor organization owns the data. Chances for success are 
enhanced when the data is made available to those who can work on it and 
contribute,.and when ali relevant information: about the data is shared. 

(U) The creative process thrives on diaglog. By sharing results and ideas, even the 
half baked ones, we spark ideas_ in others and lead to more progress on our problem 
and on other problems. · · 

11. (U) Document artd publish. 

(U) Too often, those who have been successful at diagnosis have not published 
how they achieved that success and only the fact of the success and the result are 
published. This robs the more junior analysts of a chance for growth. Those who 

. were primarily observersin a successful important diagnosis can contribute to the 
lore by writing a history of what they saw so that others can see and know the paths 
that led to success. 

back to to12 . 
I {b) (3)-P.L. _86-361 

r. I (b)(6) l 
(U) Meet the Intern -!1....--____ ...J • ••• • •• •• ··.. • 

- ....... ~- . . . . 
(U/ ~) I _ ... • · · · • • · .. l~(arted at the Agency i~ 
July 2001 ,~-.-.-.-.-.-.-.-• ...,.,..,_,........i....L.:;__ _____ .-.-.,.......:~----~---=~ 

• • 
• • .. 

. . • . •• • 

~ Before arriving,~id have a mildly Hollywood p~rspective of the Agency. 
However her training an~beaucracy rapidly changed that! After completing her , l~: g:-P.L. 86_36 

rin.,..i,...ti=al=-c=o=u=rs=e"-w=or .... k=-f,.,.is""'h""'ort...,1._.lv_,a;:.:;ft...,,e"'-r.::aS:.:::.eD'~t~e::;:;m:.:.b:.:::e:...r ...:..1.:..l)i..:s~h:.:e~to~o~k::..h:::aer::::...:fi=:rs~t:..;C::::aA~t;:::.ou::.:r:.;o~na:..t.:::.h::;::e:.__ ____ • 

.-------------------------' J {b) (3)-P.L. 86-361 

(b) (3)-P.L. 86-36 
(b) (6) 
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Meet the Intern is, .hopefully, a reguiar feature ofTOTK. l,lll.l.llifilldrlJ.IJ.Lw~~":JlJ.Jm~LJJl, 
interview Cryptanalysis interns and send contributions to 
for publication in this forum. This feature is meant to be in...,_or_m_a__,tl,....ve_a_n __ ,....,.....,.,.._,....._-1. 

outright funny ... never degrading. 
back to to12 

DERIVED ~OM: NSA/CSS l'vW-IUPJ.. 123-2 
DATED: 24 ~ 1998 
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POCsl CES Extemal Page I 
Last modified: Fri Nov 15 11:53:22 EST 2002 : 

Feature Articles 

• (U) Qil:!gnQ~i~: Concen::iW1d a Turning .f>Qint 
• (U) CA Intern New Hire Update 
• (U) CA Curriculum Review 
• (U//r:OU8) ACrypp=ie,_,,'s'-V.,_,i=ew~fr=o=m""I _____ _, 

I (b) (3)-P.L. 86-361 ------ ....... .. • 

• (U//FOUO) Metadata Analy~i~_Cenl~I 
• (U//fOU9) Network Analysis Center 
• (U//r'OUS) F6 as an Intern • • 
• (U//FOUG) My _ _IQµr in Musk~l~~r • • 
• (U) Center for Math, Science and Technology Summe~Ca,mp Volunt~~ring 

Regular Features 

• (U) KRYPTOS Contest winners: 
o Literature Awards 
o Tech Talk Awards 

• (U//'P'C,UO) Meet the Interni .... ______ r 

Editor's Desk 
\ 

(U//FOUO) Welcome to the November 2002 edition of Tales of the Krypt. A major 
theme of this issue is the range of activities being done by cryptanalysts, from a renewed 
interest and focus on diagnosis ("Diagnosis: Concern and a Turning Point) to a plethora 

. of more non..:fraditional areas where CA skills canhelp the mission (including · I .. · ·· I · I We also bring you an update on the . 
CA new hires and the new y revamped CA curriculum; .t list @t K.EYf'!'<?S..--co_n_t_e_st ___ _ 

I (b) (3)-P.L. 86-361 
Approved for Release by NSA on 09-28-2023, FOIA Case# 61704 .. . . . 
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winners, a CA intern interview (regular feature) and an article about and advertisement 
for volunteering to help out with the Center for Math, Science and Technology Summer 
Camp. - I ! ~ditor TOTK . · · 

,.~-······-·· ·-· ·-· .-.··-··""'~ .. ~-- ... -~ -. . . . . . . . • ... 
(U) Diagnosis: Concern and a Turning Point · · 1 (b) <3)-P.L. 86-361 

....------- • • • ■ • • • • • • • • • • • • • • • • • ■ • • • 

b~,__ __ ___. 

(U) Prolog 

~ If you pay attention to the winds sweeping through the cryptanalysis community, you 
may have noticed a change recently. People are talking about diagnosis. Division chiefs, 
branch chiefs, technicai advocates, and front-line analysts, all seem to have issues with 
the state of diagnosis. There was even a call into Talk-NSA with the Director asking his 
opinion of the current situation! What is going on here? What are the issues? Is diagnosis 
in trouble? As a branch chief of a diagnosis branch, I will try to give a balanced view of 
the discussions. 

(b) (1) 

(U) What is Diagnosis? (bl (3)-so use 3024 <i) 
(b) (3)-P.L. 86-36 

~ Loose~y speaking, ~iagnosis is the cryptanalytic disci~li~~ in which cipher, key, or ; 
cryptovanable generation schemes are recovered by scrut1mzmg the data alone. •• 
Diagnosis is arguably the hardest task a crvotanalvst is asked to do. It can be described as :: 
a circular process~ I · 

....-------------------------- • (b)(3)-P.L 86-36 
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~ Finally, a diagnostician needs to have faith that the answer can be found and the • 
desire to continue to search for it. A million tests have already failed. Other analysts have • 
already poured over the data.· Several diagnostic successes have occurred when other 
analysts have moved on to greener pastures leaving only a tenacious, faithful few to 
· discover the answers. · 

(b) (1) 

\ 

(U) History 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

(TS,981) J 

I ~Mmiy,diagnesticiMs-felt ••I ~i :~\-P.L. 86_36 1 

promotions to higher grades (14 and 15) were less than fair-share. Further, CMP and _____ ____, 
AMP hires, who traditionally sought tours in diagnosis areas; tended to look elsewhere · • 
for work which would lead to the success and publications vital to their promotions. The 
CA program, though recently revitalized, was only producing one or two graduates a 
year, most without strong diagnostic skills. Finally, retirement claimed a number of 
·excellent diagnosticians. Thus the number of skilled diagnosticians, especially modelers, 
dwindled . 

.-------------------------- • • (b)(3)-P.L.86-36 
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were left to do their work. While the events of 9/11 brought some attention to diagnosis 
problems, the war against terrorism also niil,de it even harder for Target Pursuit to give a 
long-term look at any issues not directly related to the immediate crisis. . . ·---,--------------------------------, · · c~nl I 
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~D-ia_gn_o-si-s~is-d~e-fi~n~i-te-ly-.-rt-ot-d~e-a_d_!_B_u_t_th_e_s_e_s_u_cc_e_s_se_s_c~lo_u_d ___ th_e_cn_·t-ic_a_lJ-.un-c_tur_e_w_e_h~a-v_e___.,.····--~ 

reached in building and maintaining a cryptanalytic workforce equipped to face future 
diagnostic challenges. Concerns about the technical health of the diagnosis community 
and the need to act soon to prevent the eventual extinction of the NSA diagnostician 
reached a head in May 2002. · 

(U//P9lIQ) The I II~r!'ft .a!ic_l f~i:"::a.rc_l . ......... 1 , , • • • • • 1 (bl (3)-P.L. 86-361 . 

(U/ /r'OtJ~ I ie~~i~~ ~;r~c~~r ~~r-;a;a• ~~~:i:ion, drafted a paper ; 
on the state of diagnosis which made its way to the larger community. This paper was • • .. 
supported by several CA technical leaders, who saw a need to increase participation in • • 
the future of diagnosis and were willing to take responsibility for it. The paper made the ~• : 
following assertions, some of which we have already alluded to: 

C'ffi/,'6~ This paper has prompted a plethora .of meetings, e-mails and discussions up and 
down the leadership chain. For example, in Data Acquisition's Strategy Implementation 
Plan (dated 24 June 2002), we find: 

I . • (b) (1) 
________________________ ___.,._ (b) (3)-P.L. 86-36 

·•.•------.. 
I (b) (3)-P.L. 86-361 . - 9/24/2010 
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3.2.6 (U//fOUO~ Encourage participation in diagnostic cryptanalysis 
by increasing promotions and awards in the same proportion as the 
CNE skill field. . 

l 

• 
~ Within Target Pw-suit, management at all levels generaliy agreed with the assertions . 
made within the paper but there was much more disagreement about the appropriate 
solutions. Tlt need to reor anize and create an office devoted to diagnosis was especially 
controversial. _____ the deputy chief of CBS, met with the'Target Pursuit division 
chiefs to discuss a· o e issues and asked for a counter-proposal. He also met with 
diagnosticians in Target Pursuit to get their perspective. As a result of increased· 
management focus on diagnosis, a number of initiatives have been started, including 
increased emphasis on teaming and sharing information across the target divisions, the 
reinvigoration of integrated diagnosis focus teams, and a new program of diagnostic 
fellows. · 

I 

. . . . . . . . . . ......... 
- . . . . . . . . . . . ' 

I 
• • 

(U/1POU~ The surge in CA intern hiring is also providing an opportunity for diagnosis. 
The bumper crop of highly skilled and enthusiastic •interns have filled many desks 

. throughout the CA community. The movement of the pregram from the National 
Cryptologic School to S3T has the advantage that it now has•its own promotion 
allocation, its own awards allocation, conference funding, and 1'oqkJ;urchases. This 
allows the intern program to address the problems pointed out in th ... ____ -■-1praft on 
its own grassroots level. • • · • • . . . . 

. . . . 
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(U) Final Thoughts •1 (bl (3)-P.L. 86-361 
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(U/~ Thel p~~ft ~ai1~· for major surgery and a long-term recovery 
program to return the diagnosis body to health. The OTP _initiatives are certahily more 
than Band-Aids, but are they enough to ensure a thriving diagnostic future for CES? It 
depends oh how healthy diagnosis really is and how strong our leaders commitment is to 
its future. 

pack to tQp 

(U) CA Intern New Hire Update 

by Linda Sutton 

(U) For those of you who are interested in the latest demographics of the CA Interns, we 
have gathered that information with an emphasis on the last fiscal year new hires. 

;. ..... ~- •. ._ , . ...-.. (U).~~'11"P..WU-tintJ.l'.D'lterqs\ ip<;l~1qiQ-g[Jwho joined the program within the 
~ last year. 0ne-.oftheseL_]Ts technically not a new hire. This CA Intern previously 
~ worked here af NSA but joined the Interns as a "Cross Trainee". · . 
~ . • (U) Here are some demo!;!Tanhics on the new intern class: . 
o/ ••••• , ., ~ ·: ·: -~ ·:ctJr!,~a)~(out number0~iles0twc/io" one:"fh"ere"ar~Ofe~~ie~ and□ males 
(Y) · · comprising th<Q:A interns coming on board in 2002 .. 
:9. • • ! .(U~f .. thep~e believed to have been.hired into the CA Intern program as a ...... •. ~ : ... ;;r~sFe )Ob fair m February 2001. 

• • ■• : : • • (() lwere recruited directly from college and joined the NSA within a • • yei ~f l'e'"ilill]lege. · 
• (U) fthe had advanced degrees at E0D. . 

(U) Educational backgrounds are varied but more diverse _than you may think. The CA 
Interns have degrees in Mathematics, Physics, Computer Science, Computer Engineering, 
Finance, Business, LaVf, Criminal Justice, Astronomy, and Symbolic Systems. But the 
gi:-eatest number of degrees are of the Math and Computer categories. · 

(U) The award for the 2002 CA Intern hired from the greatest distance belongs to the 
Intern hfred from Alaska. On the other hand;approximatel~ ~are from 
the Virginia / Maryland area. Four were hired from Ohio, and two from bothew York 
and Texas. Other hirees E0D'd from Illinois, Massachusetts, Michigan, Minnespta, 
Mississippi, New Jersey, Nevada, Pennsylvania, South Carolina, and Vermont. And 
though the 2002 Interns were hired from these states, several interns profess to •. 
origionally be froin other locations. 

. 
(U) Initially hiring projections for 2001 were set at were hired. For 2002 
the initial fi re was to have been were hired .• J:or fiscal year. 

back to toP-

2003, agai have been hired to date: • • • . • • • •• --------- . . . . . . ·• . . . . . / . . . ·)· . . . . . . . . . . . . . 
········=······ . ·•••~~b-K-~-~-.L-.8-6-~-~ 

• 

(U) CA Curriculum Review • 
• • 

• 

• • 
. 9/24/2010 
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I 

b~._ ______ , ••••••••••••••••••••• • I (b) (3)-P.L. 86-361 

(U/~) In April 2001, the Signals Analysis, Cryptanalysis and Math Office (then E5) 
of the National Cryptologic School, the Cryptanalysis Skill Community and SIGINT 
· Directorate (SID) conducted an audit of the Cryptanalysis curriculum. The purp9se of 
this audit was to determinetraining gaps and assign action items to ensure that tlie 
curriculum would consider current and future training needs. The two day audit identified 
several issues that needed to be addressed in restructuring the curriculum: 

• delivery of existing courses • 
• outdated intern program training 
• lack of courses for the mid-level analyst, especially on modern communications 

and emerging technologies 
• need to create training that does not rely as heavily on platform instruction 
• need to build a stronger partnership between NCS and the CA community. I (b) ( 3 )-P.L. 86 _ 36 1 ... 

(U/~) A post-aqdit curriculum study group was formed just prior.tQ S@pt~mbe~ 11 •• 
to survey the skill community for additional recommendati~n;; .• AS'~result of the post- • 
crisis activities, most of the volunteer members w~re ,untfb1e to help in the short term but, : 
in late November a small group ofloltntoers"were able to. go forward with the interview·: 
process. Interviews were held with eople in SID and IAD in December 2001 and , • 
January 2002. The list of interviewees included deputy division chiefs, branch chiefs, • 
technical advisers, interns, and adjunct instructors, as well as the chiefs of CES and OTP. •• 

. . . . . . . . . . . . . . . 
• •(b)(3)-P.L. 86-36 

I (b) (1) 
(b) (3)-P.L . 

. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . 

86-361 
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(U/~ A Cryppie's View from I ~ · · · · · · · · · · · ,.. _____ _ . . . . I (b) (3)-P.L. 86-361 

bJ!I ~············~··························· .• 
~I) When I come across someone I haven't seen for a while, I sheepishlv await the'_ · 
standard ouestion. "So where are vou workinP now?" I know mv answer0 'I l 

{U/~ I'm not surprised by the lack of familiarity with I l The 
demanding pace of our jobs requires us to be judicious in what we allow to appear on our 
radar screens. Understandably, many of us have become numb to the promise ojthe ·next 

· fix-all initiative. I also understand the ribbing retort of,' "When are you going to return to 
real work?" Most of my peers would never choose a full time job primarily consisting of 
meetings, phone calls and documenting, even if the goals were laudable. I kne~ 
I lnission would be a landmine of frustrating challenges, and I had :already 

••••••••••••••••••••••• ■ •· ••••. ■ •• ----=----
------------""------------~ • • • • J (b) (3) -P. L. 86-36. I 
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beaten my head against ~s, brick walls during other initiatives. But when I was asked 
aboutjoinin~ · lrecognized that the backing of the SID Director provided the 
authority and scope for making a significant difference. 

(U/~ My choosing to work in non-traditional CA roles implicitly suggests that I 
think the CA/Math community has something important to contribute. I'm proud to be 
part of this community comprised of creative, technically adept problem solvers who can 
tackle the open-ended and ill defined. The power of this community's technical might is 
awe inspiring, but cannot reaiize its full potential functioning in isolation. The success of 
what each ofus does is dependent on what comes before and after. us; we all have the 
responsibility to understand how what we do fits into the end-to-end SIGINT process. I 
take this very seriously and want to help remedy systemic problems which inefficiently 
use our brain trust and impede our overall effectiveness. 

(U/ff!OUG-} I accepted a kmg time ago that you cannot always assume that every relevant 
problem has an advocate who is seeking its resolution. ·we're all just a bunch of human 
beings doing our best, and no one person can expect to have all the answers or the grand 
plan. I do see opportunities for improvement, though. Therefore, when something seems 
amiss· I'm going to try to find out if a plan exists to improve the situation. If not, then my 
annoying fix-me response gets into gear. (I grew up with a hyper sense of responsibility, 
accountability, and an inability to say no - hence my consenting to write this article! 
Fortunately this is all tempered with my love of things outside of work.) Armed with 14 
years of technical experience, an innate desire to want to help and a naivete to think that I 
can, I signed on for 18 months o~._ _______ P:Jot sure about the option to 
renew.) · · · · · · · · · · ·· • • • ...... - ,, 

. ...I (-b-) (-3-) --P-. L-.-86---3 ..... 61 

~,'SI, It's been a challenging, interesting and worthwhile experience thus far. I've : 
enjoyed the construct of small teams comprised'ofindividuals from across SID working• 
together to affect real change. Of the two ofus originally_ tasked to lead the effort against 

-1 II was anointed the Data Acquisition (DA) "expert." This presented me with $1 
opportunity to 'hrak@ wniq4.e .and valuable contributions while also being stretched to team 
more about DA and other less-fain11iar sr.eas.o.f!he Intelligence Community. (At least I: 
can now claim greater competency in understanding 'SIB's @rga.q,i.¥tional structure!) Wipi 
a mission to act as a catalyst for change and foster the developmentoin~ and •••• -• • 
innovative strategies we were empowered to go off and do good things. Such a huge : ,.(_b_> -<1-> ----
mission with so many possibilities for proceeding required creativity, risk taking, : <b> (3)-P.L. 86-36 

perseverance, a holistic approach to tackling the target, and a plan. By design our • • 
smallness necessitated a greater dependence on leveraging the resources of the extended: 
enterprise.· In less than 12-month's time I've worked with CRD and every Group-level • • 

....------------~------------1 (b) (3)-P.L. 86-361 
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~The coql thing is that all of the task forces can claim success to one degr.et: or : 
another. Of course, we didn't fully achieve the lofty goals we wish ·we coulq kave, but f 
there has been real progress. Offices are now utilizing collection vehicles.and techniques ! 
that were unfamiliar to them l • l and which are now providing them access to : 
additional qesirable intelligence. There is bett~-conabotation eetwfCll N$A and its : 
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exte?1-al customers ~d partners (e.g. CIA, FBI, th~·Comrnands). .• Not surpri~inglY. ~~ •• •• \ ~. ·.t · ..... 
received overwhelmmg feedback that one of the biggest ben~fits o~ twas m : o' 
bringing people together and raising the awareness of evetytme involved. : 

♦ . : . . 
. ♦ • 

~ For me much of what I anticipated came to fwition - lots of head meeting brick : 
walls but at least this time the wall has been sli f, weakene 
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♦ 
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1--,---...-....-~"""!'P~"""'ft'f-~----■-i"""""!" ___ ,... __ .....,. _________ we ve wor e w1 t ~ T s to eve op strategies • • 
transition plans to help them build upon tJie pfogr~ss already made during .. ! .'""'•...t,;..;---------1r ; 
first iteration. • • • • • • 

• • ♦ . . _____ ___,· 
~) .Iwas:asked !q write"~ article about a C,!t ~rir r but I believe the.: · 
bigger issue ts ~ow we, as members of a core disciplme, s_ee ourselves as part of the •. 
bigger SIGINT community. One of the heartening aspects of working itj · r 
I fs being surrounded by people who see themselves as professional SIGINTers, 
who will give it their all to try to make the system work better. Sometimes we are vilified 
for int~ering, but from where I sit, to a person, we are here b¢cause we care about the 

.------------------------- • ,(b)(3)-P.L. 86-36 
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state of SIG INT and we want to help.! _ 11s a reminder that: the simple. 
approaches can make a difference, persistence pays and e\rezyone has something to 
contribute. As confirmed by my experiences in nontraditionai♦ro}es, the CA/Math 
community contributes not only a body of knowledge, but also· a unigue ability to solve 
problems and positively affect the future of this Agency. • • • 

♦ 

back to tQp_ 

....-----------------"---------· 
I (b) (3)-P.L. 86-361 

(b) (1) 
(b) (3)-50 USC 3024(1) 
(b) (3)-P.L. 86-36 
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thing is the mission and the people. That is what Chuck thinks is the secret to success as a 
manager: setting the right work environment for smart people to be creative and 
productive. 

pack to to12 

(U//IOtl'~ F6 as an Intern I Cb) <3)-P.L. 86-361 

------·········~·········~~ byl •••• 
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•• ♦• • ·-

· et tein a• • • 
(U/ I.have been fortunate to be the first ever cryp~alysis intern in 
MUSKETEER. I am told it is not a t . ical CA tour althou 
"typical CA tour." • • • • • . • 

• • • • . . • • • • 
• • • 

• • 
• 

• • • e o ce is manage .__ ______________ __,...,.._ ______ __, 

well, ~d the people with whom I work~;as well as those that I did not, are top-notch.: . . '. . . 
(lJ//P6U~Because of my vai.i~d background in I · 1 

I = fr felt that MUSKETEER would be a good expenence, and it . 
has been. · · 

(U//fOUQ) I have worked on mostly SRTD work: Signals Research and Target 
Development, which is IA (Intelligence Analyst) work. I have been ptjvileged to work 
with a brilliant senior analyst who is adept at mentoring interns. In his previous 

86-361 

experience, the interns have been CMPers. So, this was a new experience for him as~w=el~l.,..__ ____ _ 
(b) (1) 

(b) (3) -50 USC 3024 (i) 
(U/i'F0W) So, what has occupied my time when I am not in classes? <bl (3)-P.L. 86-36 

--------------------------------~·-
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back to top· 

(U) Center for Math, Science and Technology Summer Camp 
Volunteering 

by-I ____ I .............. I (b) (3)-P.L. 86-361 

(U) When was the last time you built your own computer? How about gone surf fishing 
in the Atlantic off Assateague Island on the eastern shore? Or maybe played Pi-Chess? Or 
have you ever designed a home, built a model, created a blue print, and ended with a 
virtual tour of that home? Or have you considered the medical problems of launching 
people into space? 

(U) These are a few of the adventures that NSA volunteers shared through the MEPP 
experience at either the high school or middle school sessions of CMST camp at the 
University of Maryland Eastern Shore. · 

,I (b) (3)-P.L. 86-361 

. ,--------------------------
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(U) What is MEPP? 

(U) What is CMST? (b) (3)-P.L. 86-36 I. 
(U) Just type "GO MEPP" in the URL of Netscape. Many of you know of the wonderful 

· opportunities with The Mathematics rducation Partnership Program already. I, as an~ 
CA Intern, made the discovery back in February when! [ 
sent the following email. 

(U) "The MEPP office is once again looking for volunteers to work at the 
Maryland Summer Center for Mathematics, Science, and Technology 
(CMST). CMST is a summer camp for gifted high school and middle school 
students and is supported in part by Agency funds. In addition to providing 
funds, the Agency also provides employees who assist with the teaching of 
various classes. · 

(U) There are two sessions of camp each summer. Students select one class 
to take for the entire 2-week session. Each weekday, they attend that class 
for 3 hours in the morning and 2 hours in the afternoon. 

(U) Another hour of each day is spent in a secondary, non-technical class. 
The rest of the day is filled with recreational activities and special programs. 
On the weekends, students take a trip to a local state park here they swim, 
canoe, bike, and picnic. 

(U) For the last few years, the camp has been held at the University of 
Maryland on the Eastern Shore in Princess Anne, Maryland. It takes 
approximately 2.5 hours to drive there from NSA andis only 45 minutes 
from Ocean City. Princess Anne is a small and very old town with several 
historical sites. 

(U) Part of the CMST funds provided by the Agency is used to hire teachers 
to teach the classes. In addition to donating funds, the Agency provides 
volunteers to help out with the program. These employees spend two weeks 
working at CMST instead of at Fort Meade. Employees must get their 
supervisor's approval to volunteer at CMST. 

(U) Typically NSA volunteers assist the teachers with their classes. In some 
cases, volunteers team-teach with teachers. NSA employees are required to 
spend 5 hours a day in the classroom. Participation in the elective classes, the 
recreational activities, and the special programs is optional. 

(U) While at CMST, students live in the school dorms. When they are not in 
the main class, they are under the supervision of counselors who are usually 
college students. Teach.ers and NSA employees also stay in the school dorms 
but they do not live with the students. 

(U) In the past the program was open only to Maryland students. In recent 
years, however, this restriction has been removed and the program is now 
open to students from other states as well. Students must submit an 

---------------~---------
J (b)(3)-P.L. 86-361 
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application, which consists of a record of their grades, letters of 
recommendation, and an essay. Those students who are selected are highly 
motivated and enthusiastic about being.there. Teaching them is very 
satisfying. 

(U) We are looking for volunteers who are enthusiastic about math and 
sdence, are energetic, and like working with kids." 

(U) Consider volunteering for CMST next summer. The personal rewards abound. But 
there are a few other things you may want to know before making the trek. 

(U) Yes, you live in a dorm. They are nice.on the continuum of dorm rat1ngs. Rooms are 
a good size with ·either single or double accommodations. Rooms are air-conditioned 
most of the time, and the beds ... well, let's say that the beds are typical dorm beds. The 
mattresses are an 8-inch, vinyl covered, foam pad. Bedsprings are stretched across 
wooden frames. Be prepared should you have back trouble. In fact a few experienced 
individuals brought their own beds. Perhaps it's best to consider it a camping adventure. 

(U) Heat and humidity was a problem for all camp participants. Some classes spend a 
great deal of time outdoors or on field trips. Also the extreme heat forced roaming 
brownouts during peak electrical usage hours when the school expects less occupancy. So 
it's important to bring your own fan because dorms took hours to cool back down. 

(U) You eat in the University cafeteria. You can choose to dine with the students or other 
teachers. But remember cafeteria food at your college? Then you know the menus. They 
did have a twist to breakfast that was foreign to me. It was "scrapple". Apparently 
scrapple has a wide following and even· has an entry in the dictionary. I thought scrapple 
was similar to fried Spam. But if you would rather eat cafeteria food than cook, it's great. 
It can be a vacation from your kitchen. 

(U) You teach, or assist, in a class with an assigned lead teacher or two. Main courses are 
morning and afternoon, 5 days a week. While some volunteers were only there for one 
week because of mission, most of us stayed for both weeks. Volunteers are from many 
backgrounds, programs, personalities, professions, and so are the teachers. Some· teachers 
were "nerds" .and some were "parti<'t!S". Just like the rest of the world. Yet volunteering 
with CMST this does offer a time to network, regroup, and make friends unlike any 
other. 

· (U) An area that I was not prepared for was the "elective" class. Teachers and volunteers 
were encouraged to create four one-hour activities for the students. I was lucky. Two 
teachers needed assistance in an elective that required one adult for every three .students.· l 
became part of the elective "Gone Fishing". That's exactly what we did. Each day at 
13:00, we escorted 9 students on a I-hour fishing trip to several of the streams on and off 
campus. You can imagine how difficult the assignment was. · 

(U) All joking aside, many of the student's had never fished before. The excitement of 
pulling in their first Sun Perch oi- Croaker or Crab was priceless! (Not to mention 
watching students bait the hook with a worm for the first time.) It would be great to know 
how the students described the experience to their friends and families. 

I (b) (3)-P.L. 86-361 . 
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(U) Volunteers experience variations in their feelings of value to the class experience. My 
particular class was "Bay Rangers", a biology based middle school course about the 
Chesapeake Bay. I assisted two regular middle school teachers Who. were not math people 
but one science and,one a social studies teacher. It was quickly obvious that my 
contribution would be to make the "math" connection to the sciences. For example, I 
expla,ined the logarithm pH scale with visual demonstrations. I taught the kids to used 
simple geometry and trig to estimate volumes and surface areas of bodies of water. And 
when the students wanted to measure the Jlow rate of one of the streams at the 
University, I provided the ba~ic forrtmlas. The students gained a sense of how important 
math is to .the biological sciences. · 

(U) The Bay Ranger class involves several field trips. We toured an el~tric power plant, 
a Chesapeake research center, seined for fish; collected water samples, went crabbing, 
tromped through wetlands, walked through an automated pig farm, and held our noses 

· through a sewer treatment plant. All these activities are inter-connected with the 
Chesapeake: In other words we had some smelly experiences. The students rarely 
complained and wanted to know if they could sign-up for the class again next surrnµer. 

(U) Here is a list of the classes taught during both the high school and middle school 
~ . , . 

sessions: 

Middle School Session - July 13-27. 2002: 

Mathematical Mind 

Aeronautics and Rocketry 

Codes, Games, and Chance 

Astronomy Village 

Bay Rangers 

Programmatics 

Mathematics and Architecture 

High School Session - June 22~July 6. 2002 

Fractal Geometry & Chaos 

Advanced Problem Solving 

Technomatics: Linking Prqgrammable Technology and Mathematics 

Life on the Bay 

All the World's a Physics Toy: Flights of Fancy with Physics 

High.Confidence Software Design Techniques and Tools I I 
- (b) (3) -:-P.L. 86-36: ...... 
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Mathematics and Chemistry/Chemistry and Mathematics 

Space Medicine Research and Technology 

Classical Cryptanalysis: The Science of Code breaking 

Digital Logic 

(U} As you can see, there were topics for all interests. Students submitted class 
preference lists with initial applications. In most cases first or second choices were 
granted. Initially a few students grumbled about their assignment but by the second week 
of camp, students seemed content with their placement. For the most part students who 
did not receive initial choices had enrolmented late. 

(U) The very best parts of the camp are the students. They are amazing. The young 
people you meet at CMST want to learn! They were supportive of one another, 
cooperative, well behaved, energetic, and eager to learn. Many of the students are gifted 
· and sometimes lack peer groups in their regular school environment. This camp provides 
an environment of acceptance and encouragement for all students. 

(U) CMST is a great adventure, especially if you like working with young people. 
Consider volunteering next summer. 

back to tor-

(U) KRYPTOS Literature Awards 
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(b) (3)-P.L. 86-36 

• Second: U/ UQ.) Bio¥etrkes•by BioLink by .__ ________ __,.__-i. 

.. 
• 
• Honorable Mention: U//filSY.Q SecuGen: Thumb Thin to Remember Me By by : . . . . 

Special thanks and appreciation to this year's literatuj:e contest judges: 
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• 
Ui/FOU~ The German Enigma - It's Origins, Evolution, Exploitation b~ .... ------...... 

I . . . . . . 
back to ton 

• •-t.U ... . . . 
(U) Meetthe Inrer·n· -_I .... • ..... ! .": ." ." ." ." ." .": ." _: ." ." ." ." ." --~----·_:_:_-j (bl (3l-P.L. 86-361 

byl I ..... 
. . . . . . 

(U) Editor's Note: After interviewing Tim a number of p.oMths ago, the author lost her 
notes and had to recreate the information from.memory. Tim supplied some of the 
missing information, so this article (spo#t•an·'interview and an autobiography: 

. . . . . . . 
(U/J'.rOU6),....I ----~ris a CA intern who 1S willing to stand up in a crowd - perhaps 
ou noticed him cheering for 

• • • • • • s enjoying 
.; • _the.ohallehges of cryptanalysis. He likes working with smart people on hard problems 

j .... (-bl_(_Gl ...... j .. • • and he was pleasantly SUIJ?rised to learn he e~joys programming, which is somethill:g he 
!:-,...Jw.&.1...W..t:...ol.~.i..M.-'I.D.i..¥.~.U.U....LI.L~.1.W.U......u.l~<->1.loW..L.la.u.Ll~.:I...I.I.Uol.lw....l~UJ.<1.W.u....i.M..11:-:.U.U"--lW...., 

• 
• .. 

♦ 
♦ 

♦ 

♦ 
♦ 

♦ 

♦ 

• 
♦ 

• (U/,'f'OUQl It is almost a cliche iq our commUillty that there is a positive relarilllShipl 
: between interest in music and talent fqr cryptanalysis. This would explain why . 
: b~ing a lousy m~sician, al~o. st!nks at C7.{,tanalysis. C}-vrote the previous sentence•. 
• himeself; the editor notes 1t 1s maccurate.) • • I • 

♦ . . • . 
• • • • • ♦ • 

• . 

• 

• 

• • . 
• • . 

• 
• 

♦ • • • . • 
♦ . 

♦ .. 
tr 

w 
I 

'O 

t< 

Meet the Intern is, hopefully, a regular feat~re ofTOTK. Individuals are encouraged to ~ 
interview Cryptanalysis interns and send contributions to .__ _________ ..,. l 
for publicatio,:i in this forum. This feature is meant to be informative and light, if not • • • • ·:; •· "' 
outright funny ... never degrading. • •• • • • ... . . . . . . . . . 
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· Tales of the Krypt - July 2003 

Feature Articles 

• (UiWords of Wisdom Re ardin C p_tanajytic Software 
• (U) Meandering with · : The View from My Pirog!!c;; 
• (U) Unique.And Unusual Encouters._o1.fNew,CJYp~alys1s.Inter.ri 
• (U) C..A.;_Th!m.Jl.Dd ~ow " •. • • ••• 

.. 
Regular Features 

• (U) Awards:.Gold Bug Team Award 
• (U/~ Meet the Intern._! ___ __, 

. . ·-· .... ... 

(b) (3)-P.L. 86-36 
(b) (6) ...... 

(V) Editor.'s Note. Since our readership enjoys the articles on 'Meet the Intern, the authpllfS r,f this article felt a . 
similar emphasis needed to be placed on capturing words of wisdom from reti,rN!~. They have proposed a 
continuing series called "Meet the Retiree". • • • • • 

\.____· 

. .. . . . 
• • • Iii . . 

. . . .. . . 
. . . . . 

e I 

r 

~ · 1nd recalls her firs~ days at the Agency ~ "not kno~ing anyt~ing". She 
was given some conference papers to,rea4 a!;ishe says they might as well have been m Greek smce she d1dn~t · 
understand any ofit. She was also confused by'!lll the covemames and acronyms. She was handed an IMP manual 
and had to learn this in-house programming language and the! . 1 on her own. "Isn't it 
funny bow some things do not change over the yea.ts.?" Many of the new hires today nave th~ same feelings that 

,__ ___ ... rid back then. Luckily, many interns now heye mentors and "buddies" to help theiil, . . . 
• • • . • • • • • • . • . • • . . . • • . . 

• • • • • • • . • . • • • . . 
• • • • . 

J . . 
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~ One of I rords of advise is that the CA community ( especially Target Pursuit) needs to take a 
stand, get actively involve. and demand support for cryptanalytic software packages. She feels that the CA 
community currently has a passive role in software packages. That is, if you ask a question you will get an answer. 
Someone or several someones are needed who will pound loud and demand that our needs are heard and met. She 
wants us to remember that tlie analytical tools are customer driven. If there are no customers driving, then nothing 
gets done. However, she als; realizes that it is difficult to drive today because there are many steps to the 

WI-' 

I 
'cl 

t;-< 

co 
O'\ 
I 

w 
"' 

requirements process. But it rs doable. I , fioints out that there is a cham ion who strongly supports the 
Signals Analysis software efforts and that tfte ma h community is supporting When asked whether .. ___ ___. 

~ elieves in the QUote "Yoll can give a' !llan a fish and feed him for a day or teach a man to fish and 
feed him for life." '!':--,--.....cracl'iced that ~rinciple by passing along bit-l~vel programming skills to anyone who 
asked. She especial~ loved t e c~tomer support part of the job and would Qften help people who were having 
trouble with their cotl.e. She foels tbat CA interns with a computer science"Speciality should be allowed and 
encouraged to work in.her bral'l.ch. • • • 

. . 
. . 

(U!/fQPO~l ~ked orj ·•, •. • : for 15;ears. She is referred to as THE 
I I een qecaut;e ~he t0ok on many irnportapt leaHership and librarian roles in addition to 
programming. She is high}¼ regarded"fs.the~'mom" of the team and miny cryptanalysts and mathematicians respect 
and value her work andjudt;~ivent. To.tlti~ <iay, when analysts talit abtmt theJ tprogrammers they 
envision. a giant team ofprogr~lllers l,ec.8.l!se it is such a well dev,!!lo'pjd apa well maintained package. But in 
reality, there arej lmembet~.Qftn~"t~. With the retirement ~f • a huge gaping hole will be created. 
Even though there aren't mal'ly.pfqpl~~Jit!:~ fill I jhoe~,.t'1e fact that no one will be allowed to try is a 
shame • • • •• *,, •••• • • t4'I! • •• 

back to to12 l (b) (3)-P.L. 86-36 r 

(U) Meandering witli • • • . 
by._, _____ r 
(U) Introduction 

. . • ♦ 

f The View from my Piroque (!). 

. I (b) (3)-P.L. 86-36 
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(U//P6U~ What is._! -----i.L? 
♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦ 

♦• 

♦ 

♦ 

♦ 

(U/,'J'eil 1~lthough the article can be read without them.! t(llllmands that go along with the text are . 
included. For those u~ed to reading math books with pencil and paper ne~ y,)ais should seem natural. Interested 
readers can start a new xterm and from C-shell type . • • • 

. . ·~ . . . . .. . . .. 
··_~]-(-b)_(_3_)--P-.-L-.-8-6--3-6-I 

. • . 
. .. . 

• • • • • 
• (b) (1) 

.. 

• • • • • 
♦ 

• 
• (b) (3)-50 USC 3024 (i) 

(b) (3)-P.L. 86-36 

(U//f'OU~ Capabilities 

(~ Here are som◄,_ ____ _ 

• • . 
• • . 

. . . 
•. 

freatures I've found useful. 

• 

I 

. 
• 

♦ 

• 
♦ 

. 
♦ 

♦ 

♦ 

• • • • • • 
♦ 

· l~ _______ ___.I 

♦ 

♦ 

I (b) (3)-P.L. 86-36 I 
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• • • 

~ Coun~ing is often one of the first l;teps_in diagnosis, frequently foll?wed by a ... l _____ ... fh;r: :re• • • 

!(b) (3) '-P.L. 86-36! . . . . ---
example files m the j fdocuinentat1on that show how to do basic counts . .- · 

(UI~ Editor's Note: Unfortunately, some material had to be excised from this article because of classification 
concerns. We hope thq,tfuture editions of this magazine, including theft.di version of this article, will be hosted in a 

~f1iei11dly, weli-friendly t!n'Vi1'011me11t.• • • • • ,----------, 
...._ __ __. (b)(l) 

(U//fi'81!JQ~ Interoperability (b) (3)-P.L. 86-36 

I_:.>/ .._ _______________________________________ __.. 

I 

(U/}F8t!JQ~ Recent Personal Experiences • 

I 
(U/}F8QQ~ Visualization 

(U/i1F8t!J8) Learning Curve 

~ There are always bumps in the road to knowledge of a new computer language. Developers make choices 
that may not be intuitive for a novice_ user or best suited for a user's intended application. I certainly had my share of 
frustrations. As a new user it took some time to become accustomed to the jargon and the format of the! L 
unabridged reference. With experience, learning from the documentation has become much easier, but searching is• • 

I 
not a picnic. A! ! would help tremendously (note(2)) . It helps to work together with colleagues, especially • 
at the beginning. • • • • • • •· • • • • • • ■ • • ■ • ■ ■ ■ ■ • • • • • • • • • • • • • • · • • 

• • • ■ • • • • • • • • : : : I I I • • • ,--------····•·•··········· (U//fl@l!T~ Why ... I ____ _. 
(~ Doing diagnosis means performing lots of mathematical experiments and t¢sts, some of which need to be 

· tailored to the particular data.being investigated. Usuallyrm·more concerned with optimizing development time than 
minimizing CPU cycles. The calculus regarding time-efficiency in the medium term indic;i.ted that for me - despite 
the learning curve -I I is an effective way to perform many CA tasks~ As I've become more comfortab_le 
with the terminology and capabilities" o'l-'I' ' • • • • • l ■programming h~ bee~ ~ier and faster than doing the 

,._ ____ ,.. •• ■ •••• ■ •• ■ ••• . : ; : : : : : ~ ~ ~,; # - - •• . . . . . . . . . . . . . . 
..------------'--------------------······ 
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(b) (1) Page 5 of tq 
(b) (3)-50 USC 3024 (i) 

(bl (3) ~P. L. 86-36 -------------······-

(U/fF81,8' Acknowledgements· 

~ Thanks tol land several others from the .._ _____________ _ 
Diagnosis Focus Team and to the editor (ottpeir helpful suggestions. . . . 
(U/~) (1) piroque: a small boat similar to a canoe oft ~sed'ilii the marshes of southern Louisiana, see any CajlV}-
English dictionary. &!P- of.ill1i£l~) • • • I 1 . • 2 A arentl in re onse to the remark above, there is (on "7/-i(i/2003) a ... _______ -1 .• 

"ui~wm'isrlJG7"iiieinh'e:roi'tiiescrii (back) • • .__ • 
_11(U _______ G_:_a_m_e_m_b_er_o_f_th_e_Sc_n_p_t'l_1~_L_an_a_u_,-""~e_s .. ~ers Group (~J • • • • . . . . . . . . . . . .. 
back to mp • • ••• • • ; 
bas;k_tQ _tQP- . • • •• ]t--C_b_l .... < 3-)----P-.-L-. _8_6 ___ 3_6-, 

•••••• • •• ■; . . . . . . . . . . . . 
(U) Unique and Unusual Encounters for a,N.ew Ccyptan:tlt~s Intern •• • • ·• • . . . . . . . . . . . .. . . . . . . . . . . . ... . . . . . . 

• • • ♦ • 
b.>f.._ __ _ . . . . 
(Ut?PeWQ) :==================:a~d I entered on duty to the NSA as ~tanalysis interns in July of 2002. 
Fortunately for us, we were given the opportunity to experience CA intern litooo until our f'rrst class was scheduled to 
begin a few weeks later. We participated in online classes, coml~: s~m;bypass exams, and learned about the 
inner workings of the National Security Agency. Consequently, . ook to the phones and tried to organize for us 
any tour of any government establishment, NSA related or not, t a e could conceivably wrap his brain around. You 
name it: he contacted the White House, the Pentagon; the FBI, the CIA, the Director of the NSA, and many others.· 
And by contacted, I do mean he actually spoke to people, not just computers and machines. When he spoke to the 
person at the White House, she actually asked him what the NSA was. At first, he had limited success, but eventually 
his diligent efforts paid off .. He landed us lunch with the DirNSA, Gen. Hayden, and a tour at the CIA. Immediately 
we were ecstatic. I, for one, did not harbor any previous thoughts that the DirNSA would actually have lunch with an 
everyday-employee let alone three recently inaugurated interns. We had heard that he would eat lunch sometimes in 
the cafeteria, amongst us "common folk", but to a new NSAer, what was accomplished seemed to be a coup. 

(U) We.were invited to a brown bag lunch to be held at the director's office with some other new hires. I, being the 
eternal "optimist", figured we were going to be among fifty or a hundred other interns and the director would only 
pop in to say "hi." I was not going to pass up this opportunity, h.owever, especially considering it was either have . 
lunch with the director or stay in the pleasapt little classroom at F ANX all by my little self. Fortunately for us, my 
optimism radar was way off and lunch turned out to be more intimate than I expected. In all, there were nine in · 
atten~ance: the three of us, the Director; his secretary, some direct hires, and a recent military assignee. 

(U) General Hayden's office is modest, as expected by the importance the Agency puts into ambience, but still has 
some personality, including a display of memorabilia of the Pittsburgh Steelers. As probably should have·been 
expected, the director came prepared. He had bios on each of us, which included college transcripts complete with 
highlighted markings. He asked all of us questions about our recent employ and how we were fitting in to the Agency 
and seemed to be genuinely interested in our responses. He talked to us about how he views the role of the NSA in 
the modem world, the importance of helping the citizens ofthe United States to have a better understanding of what 
we do, and his concerns for the future. He also talked to us about September 11, 2001 and how the Agency :was 
affected. There was not a single dull moment at lunch. It lasted about an hour and ended with the feeling that we had 
just been to the moon. · 

~ A couple pf months later came the tour of the CIA 
nearly half of the current CA interns, plu ,-...... ...;...;;......-1..._-4,..;.•;.;..;.;.. ___ ___,,....._-,i .. e took the blue bus to Langley 

and, upon arrival, we were given a tour o e memona son sp a.y m e oyer. fthe headquarters building. The 
"Memorial Stars" display honors CIA officers who lost their lives w'hile in servi.ce to the Agency and the Office of 
Strategic Services Memorial honors officers of CIA's predecessor organi;zation'(OSS) who lost their lives during 
World War II. Then, we were ushered to an auditorium to begin a series ot\Jripfings. These were given by CIA and 

...--------------------------...... ----,, • •, (b) (3) -P. L. 86-36 , . . 
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♦ 

♦ 

ext spoke a CIA agent of many years who basically solicited a plea for us to 
.__c-on-, t""m_u_e,,..,.,s"'ar,.,,,.m""g,...1""n""',o"'"rm--a..,...io_n_·_w""'i .,.,...e""'a"""c .. - other. I got the impression that he had some experiences, not necessarily 

recent, that suggested otherwise. Then came CIA's version of"Q" from the James Bond adventures (we'll call this a 
Zest moment, not because the speeches were in any way uninteresting, but simply because it was Q).I 

.... ♦ 

······················ 
II could tell you more, but then ... we'll leave it at that. 

'-------------------------' 
(U) A tour ofCIA's exhibit center followed. The museum is maintained by CIA's Center for the Study oflntelligence 
(CSI) and contains collections of historical intelligence artifacts. We had the opportunity to examine personal 
memorabilia from Major General William J. Donovan, the founder of OSS and from collector and historian H. Keith 
Melton. The display includes many clandestine espionage memorabiiia and is currently the world's largest collection 
of spy gear. My favorite part of the collection was a rock from President Bush's ranch in Texas. And really it was just 
a rock. Foil owing the walk through the CSI museum, the tour ended with the opportunity to view a section of the 
Berlin Wall memorialized at the CIA, viewing some model spy planes donated by Lockheed Martin, the infamous 
"K.ryptos" sculpture· designed by James Sanborn, and the gift shop, which happens to be much more expensive than 
the gift shop here at the NSA. 

(U) After experiencing these two events, being a new intern did not seem so bad and as.Qput it, "We felt very 
welcomed into the intelligence community.') He went on to say, and I am sure others will agree, that being able to set 
up these opportunities made the sky the limit. Of course, taking those first steps are the key. 

♦ 

back_to top 

(U) CA: Then and Now . . . . . . . J ...... 
(b) (3)-P.L. 86-36 l 

. .. . 
byl ♦:.. • ♦ 

~ Whenl ♦ ♦• ♦ rbe;an their careers at NSA in~he lat:·mxties, cipher traffic came typed on 
onion skin paper with multi pl~ earbon copies, computers were about tt be the ne¼ big thing, and nobody wore jeans 
to work. After bein classmates at a lo •1 high school,! _ met again wl'li!e working as cryptanalysts in 
the • • did two years of unrelated military service fast. Fittin 1 the are now back_ 
toget er, roun mg o (heir respectivr careers in the Target Pursuit branch responsible li r To get a 
feeling for how the,daily life of a cryptanalyst has changed, TOTK recently interviewed about their 

• ♦ " • 
expenences. • • 

♦ • 

~)nas initially assigned to the typing pool, which was made up of all women (referred to as "girls" 
according to the culture of the tjmes), often recruited from the commercial curriculum of local high schools. The 
typists punched the cipher messages onto 7-level paper tapes, so thatthe cipher could eventually be fed through 
analog machines designed b:(the Research & Development organization to automate the decryption process. In time, 
of course, the preparation of messages was also automated, although today's cryptanalysts do still sometimes find 
themselves manually entering cipher, perhaps from a handwritten fax or transcribed from a voice commUriication. . . . . 
(~} Punching the paper tapes was painstaking work: if you made a mistake, you had to use correction tape and a 
special machine{o covt the mis-punched holes and repunch the correct holes. Even though they were not given 
special training, ound that she quickly learned the relationship between the letters and the punch patterns, 
almost like learning a new alphabet. This was imoortant since the letters themselves did not annear on the tapes -
only the hole patterns. Typical messages were I lfhere were two .... . .. 
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(~ Tom recalls that the cryptanalysts in his early days, especially, had a real "junk yard dog" mentality: even 
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{U) GOLDBUG A WARD 
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• • ♦ 

(U//~The Cryptanalysis Skill Community takes great pleasure in announcing tt;ft fh~ GoldBugTeam Award 
. . . . ,t~. 7 

- ...... ---r--"'ffl~....,.,..------..-----,----,...,-...,...r----,,.......~...,.........,...4 
of IDA-CCS. The recipients were honored 

m ecem er at an awar ceremony w ere s. aureen agms 1, 1rector of SIGINT, gave the congratulatory 
remarks and presented them with the Gold Bug pins and certificates of achievement. Family members, 
representatives from the respective organizations, previous award recipients, and other distinguished guests attended · 
the ceremony. · 

(U) The Gold Bug is an honorary award created by the Cryptanalysis Career Panel in 1982 to recognize outstanding 
technical excellence and achievement in cryptanalysis by an individual or a tearr11and is approved by the Director 
NSA. This is the fifth team award that has been given.\ 
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(U) Meet the Intern -I 1 ■ ■ ■ ■ ■ ,• •••• ■--------' .... -~----.a■ .... ■--.::if . . . • . • • • • • 

b~ 1•••••· .••• •'1-------, • 

(U//_ffl'l,,jQ) If you get the opportunity to talk• ~o~t ~u~les Lth l I you quickli_Ieali~e that y_ou are_ not 
talkmg to an amateur. He has been a puz:z.ler smce the t1me'he could read and has been creatnig h1_s own smce high 
school (a few of them wound u here st>me ears before ven bein em Io ed at the A enc ! "Tales of the t" 
Au ust 1998. • 

♦ 

(U) Gett;ngr-1o talk abo~t ~u·z;l:s is ~i~d-of llk~~i~ing h;n~y io' a 'bear -~- no'pfo~lt'!nf, just Wat~ Y~•flllj!e'8., 
He began b~ning to me that the puzzle world i~ divided into two groups (math and logic puzzles in one group 
and crosswords in the other), but that his interests re~ide in both. He personally like to Wor~ JI1aJ:h.p1oi~lesr burWrrte" 
crosswords. In addition to Tales of the t TOTI( 

e escn es a puzz e as emg a Journey wit a estmatlon. 
Obscurity is a no-no and elegance is a mustj espec~lly in crosswords. He says that his puzzles are very much like a 
movie, with a theme that is well supported. onjectured that the current dilemma in the puzzle world is how 
computers and automation will affect puzzle generation. He says computers may make the process of creation much 
easier, but they also take away much of the eiegance and human aspect evident in the many of the best puzzles . 

...-----------------•------------- , I (b) (3) -P. L. 86-36 
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pure research. the work here is more product oriented, and he is better suited for that. Any present frustration that he 
may have is a result of.solving puzzles that are not made to be broken. That can be overlooked, however, by the one 
characteristic he has found unique to cyptanalysis: \\'hen you're done you're done and the work can be put to rest,. 
which makes a puzzler ver1 happy. · 

Meet the Intern is a regular feature ofTOTK. Individuals are encouraged to interview Cryptanalysis interns and 
send_ contributions to! . I (or publication in this forum. This feature is meant to be 
informative and light, if not outright funny ... never.degralliAg: • • • • ----------
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