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May 3, 2024
Ref: DODOIG-2023-000969

SENT VIA EMAIL

This responds to your Freedom of Information Act (FOIA) request for DODIG-2023-004,
Evaluation of the DoD Processes and Procedures to Alert DoD Officials in the Event the
Presidential Emergency Satchel is Lost, Stolen, or Compromised. We received your request on
May 31, 2023, and assigned it case number DODOIG-2023-000969.

For your information, Congress excluded three discrete categories of law enforcement
and national security records from the requirements of the FOIA. See 5 U.S.C. 552(¢). This
response is limited to those records that are subject to the requirements of the FOIA. This is a
standard notification that is given to all our requesters and should not be taken as an indication
that excluded records do, or do not, exist.

The Evaluations Component conducted a search and located the report responsive to your
request. In coordination with the Office of the Secretary of Defense and Joint Staff, we
determined that the enclosed report, totaling 38 pages, is appropriate for release in part pursuant
to the following FOIA (5 U.S.C. § 552) exemptions:

e (b)(1), which pertains to information that is currently and properly classified pursuant to
Executive Order 13526, sections:

o 1.4(a), military plans, weapon systems, or operations; and

o 1.7(e), compilations of items of information that are individually unclassified may
be classified if the compiled information reveals an additional association or
relationship that: (1) meets the standards for classification under this order; and
(2) is not otherwise revealed in the individual items of information.

e (b)(5), which pertains to certain inter-and intra-agency communications protected by the
deliberative process privilege. The purpose for withholding such recommendations is to
encourage the free and candid exchange of opinions and advice during the decision-
making process. In applying the foreseeable harm standard, we determined that
disclosure of this information is likely to diminish the candor of agency deliberations in
the future.
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e (b)(6), which pertains to information, the release of which would constitute a clearly
unwarranted invasion of personal privacy.

Our review included consideration of the foreseeable harm standard, as stated in DoDM
5400.07. Under this standard, the content of a particular record should be reviewed and a
determination made as to whether the DoD Component reasonably foresees that disclosing it,
given its age, content, and character, would harm an interest protected by an applicable
exemption.

If you consider this an adverse determination, you may submit an appeal. Your appeal, if
any, must be postmarked within 90 days of the date of this letter, clearly identify the
determination that you would like to appeal, and reference to the FOIA case number above.

Send your appeal via mail to the Department of Defense, Oftice of Inspector General, ATTN:
FOIA Appellate Authority, Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500,
via email to foiaappeals@dodig.mil, or via facsimile to 571-372-7498. However, please note
that FOIA appeals can only examine adverse determinations concerning the FOIA process. For
more information on appellate matters and administrative appeal procedures, please refer to 32
CFR. Sec. 286.9(e) and 286.11(a).

You may contact our FOIA Public Liaison at FOIAPublicLiaison@dodig.mil, or by
calling 703-604-9785, for any further assistance with your request. Additionally, you may
contact the Office of Government Information Services (OGIS) at the National Archives and
Records Administration to inquire about the FOIA mediation services they offer. The contact
information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, MD 20740-
6001, email at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or
facsimile at 202-741-5769. However, OGIS does not have the authority to mediate requests
made under the Privacy Act of 1974 (request to access one’s own records).

If you have any questions regarding this matter, please contact Mr. Joseph Kasper at 703-
604-9775 or via email at foiarequests@dodig.mil.

Sincerely,
Searle Slutzkin

Division Chief
FOIA, Privacy and Civil Liberties Office

Enclosure(s):
As stated















4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

(U) October 14, 2022

(§) MEMORANDUM FOR DIRECTOR, JOINT STAFF
DIRECTOR, OSD/JS (b)(1) Sec 1.4(a)

(U) SUBJECT: Evaluation of the DoD Processes and Procedures to Alert DoD Officials in
the Event the Presidential Emergency Satchel Is Lost, Stolen, or
Compromised (Report No. DODIG-2023-004)

(%) This final report provides the results of the DoD Office of Inspector General’s
evaluation. We are providing this report for your information and use. This report does
not contain recommendations. We coordinated a draft of this report with officials from

the Joint Staff and REEEQIESREE) . The Joint Staff concurred with our
report. RREESIRESIRE) did not provide a response. Therefore, we are

publishing this reportin final form.

(U) We appreciate the cooperation and assistance received during the evaluation. If you

have any questions, please contact JREEQICEEN -t EREEERR) , (DSN =R

//4%

Randolph R. Stone
Assistant Inspector General for Evaluations
Space, Intelligence, Engineering and Oversight
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1 (U) QICSI 3260.01F, “Joint Policy Governing Positive Control Material and Coded Control Devices,” November 22, 2019.
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(U) Emergency Conferencing to Alert DoD Officials if NC2-ESI
Materials Are Compromised
(S / ‘REI $g US ﬁ, QUS, G QPI, GBR) (OSD/JS (b)(1) Sec 1.4(a)
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(U) Finding

OSDIJS (b)(1) Sec 1.4(a)
(S/7REETO-HSAAUS€AN6ER) SR

(U) OSD/JS (b)(1) Sec 1.7(e)

(U) Conference management combines the physical actions required to connect
conferees as well as managing the flow of information to meet senior leader
requirements. The NMCC, as the conference manager, convenes conferences once the
primary briefer and desired principal conferees are added to the conference line.
Conferences are not delayed for any of the other conferees.

(U) Conference participants are broken out into two levels of participation.

e (U) Level 1 conferees are the minimum essential individuals, agencies, or
organizations required to directly support the principal conferee or the
conference manager.

e (U) Level 2 conferees are individuals, agencies, or organizations required to
directly support a Level 1 conferee. Level 2 conferees will usually be connected
to the conference by the Level 1 conferees they support rather than the
conference manager who established the conference.

OSDIJS (b)(1) Sec 1.4(a)

(U) Conferences can involve Jii SRS located worldwide. Therefore,
recurring equipment checks are vital to ensure thatall connected equipment

configurations are correct. The Joint Staff performs monthly checks to confirm
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(U) successful connection rates and maintains support in electronic files. The Joint Staff
maintains records of monthly checks in the form of a consolidated spreadsheet to
document monthly success and failure connection rates by conference type. The
evaluation team received and reviewed the records from the Joint Staff NOD.

(OS0HS (b1 Sec 1.4{a)
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(U) Finding

&) as well as the deployment and basing of nuclear weapons
outside the United States and the transfer for use of U.S. nuclear weapons by allies. The

CJCS subsequently emphasized this fact in his phone conversation with the Speaker of
the House on January 8, 2021, which the CJCS then documented in a memorandum for
record as follows:

(U) The President is the sole authority for the employment of U.S.
nuclear weapons. U.S. nuclear forces operate under strict civilian
control. Only the President of the United States can authorize the use of
U.S. nuclear weapons, and the President’s ability to exercise that
authority and direction is ensured by people, procedures, facilities,
equipment, and communications capabilities that comprise the Nuclear
Command and Control System. This system is designed to enable the
authorized use of nuclear weapons while also preventing their
unauthorized, accidental, or inadvertent use. Operations and activities

involving U.S. nuclear weapons are surrounded by layers of safeguards.

(U) The memorandum for record also reflected that the CJCS met with the Vice CJCS,
NMCC watch officer, Joint Staff Director of Intelligence, Joint Staff Director of
Operations, and Director of the Joint Staff to confirm that the procedures over NC2-ESI
materials are practiced daily.

(U) Compromised NC2-ESI Materials Cannot Be Used to
Launch Nuclear Weapons

65') OSD/JS (b)(1) Sec 1.4(a)

QEH OSD/JS (b)(1) Sec 1.4(a)
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(U} In his memorandum for record, the CJCS assured the Speaker of the House that a
very specific and deliberate process governs a nuclear launch. The CJCS repeatedly
stated that the DoD has processes, protocols, and procedures in place such that there is
no chance of an illegal, unauthorized, or accidental launch.
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(U) Management Comments

STANDARDIZED COMMENT MATRIX PRIMER

The matrix below is a Word document table to be used as a template for submitting comments. Except as noted below, an entry is required in each of the columns. To facilitate
consolidating matrixes from various sources, do not adjust the column widths.

Column 1 -ITEM

Numeric order of comments. Accomplish when all comments from all sources are entered and sorted. To number the matrix rows, highlight this column only and then select the
numbering ICON on the formatting tool bar.

Column 2 - #

Used to track comments by source. Manually enter numbers from the first comment to the last comment. These numbers will stay with the comment and will not change when
consolidated with other comments.

Column 3 - SOURCE

Source of Comment. Pleasc include office, name and number of person providing the comment so that the Report Editor can d ad, where

v, work out a resolution that accommiodates both parties.

Column 4 - TYPE

C - Critical (Contentious issue requires resolution)

M — Major (Incorrect material that impacts conclusions)

S — Substantive (Factually incorrect material that does not impact a conclusion)
A - Administrative (grammar, punctuation, style, etc.)

Column 5 - PAGE
Seif Explanatory. For Annexes to main report, use Annex and letter (e.g., Annex B) and Annex page number (c.g. Annex B, page B-1).

Column 6 - PARA
Paragraph number that pertains to the comment expressed. (i.c. 4a, 6g, etc.)

Column 7 - LINE
Line numbers on the designated page that pertains to the comment.

Column 8 - COMMENT

Provide comments using line-in-line-out format. To facilitate adjudication of comments, copy and insert complete sentences into the matrix. This makes it unnecessary to refer back to the
publication to understand the rationale for the change. Do not use Tools, Track Changes mode to edit the comments in the matrix. Include deleted material in the comment in the strike through
mode. Add material in the comment with underlining. Do not combine scparate comments into one long comment in the matrix, (i.e. 5 comments rolled up into one).

Column 9 - RATIONALE
Provide concise, objective explanation of the rationale for the comment.

Cotumn 10 - DECISION

A - Accept

R - Reject (Rationale required for rejection.)

M - Accept with modification (Rationale required for modification.)
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TOP-SECRET

Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

Whistleblower Protection safeguards DoD employees against

retaliation for protected disclosures that expose possible waste, fraud,

and abuse in government programs. For more information, please visit

the Whistleblower webpage at http://www.dodig.mil/Components/

Administrative-Investigations/Whistleblower-Reprisal-Investigations/

Whisteblower-Reprisal/ or contact the Whistleblower Protection
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil

For more information about DoD OIG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

DoD OIG Mailing Lists
www.dodig.mil/Mailing-Lists/

Twitter
www.twitter.com/DoD_IG

DoD Hotline
www.dodig.mil/hotline






