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June 26, 2024

RE: Your FOIA Request to Treasury, Case Number 202 1-FOIA-00182

This is the Office of Intelligence and Analysis’s (OIA) final response to your Freedom of
Information Act (FOIA) request to the U.S. Department of the Treasury, dated November 13,
2020. You requested copies of records related to:

“An electronic/digital copy of the Treasury Department Office of Security Programs quarterly
self-inspection reports on Treasury Departmental Offices covering quarters during calendar
vears 2017, 2018, 2019, 2020.”

Your request has been processed under the provisions of the FOIA, 5 U.S.C. § 552. A
reasonable search was conducted for records responsive to your request. We have considered the
foreseeable harm standard when reviewing records and applying FOIA exemptions.” Treasury
Departmental Offices conducted a search and located documents totaling 122 pages. After
reviewing the information, 111 pages are partially released, and 3 pages are fully withheld
pursuant to Exemptions (b)(5), (b)(6) and (b)(7)(e) as identified below:

FOIA Exemption 5 exempts from disclosure “inter-agency or intra-agency memoranda
or letters which would not be available by law to a party other than an agency in litigation
with the agency.” This includes communications forming part of the deliberative process,
attorney-client privilege, or attorney work product.

FOIA Exemption 6 exempts from disclosure “personnel and medical files and similar files
the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy.”

FOIA Exemption 7 E exempts from disclosure, techniques and procedures for law
enforcement investigations or prosecutions, which, if disclosed, could reasonably be
expected to risk circumvention of the law.

There are no fees assessed at this time since allowable charges fell below $25.

You have the right to appeal this decision within 90 days from the date of this letter. By filing an
appeal, you preserve your rights under FOIA and give the agency a chance to review and



reconsider your request and the agency’s decision. Your appeal must be in writing, signed by
you or your representative, and should contain the rationale for your appeal. Please also cite the
FOIA reference number noted above. Your appeal should be addressed to:

FOIA Appeal

FOIA and Transparency

Office of Privacy, Transparency, and Records
Department of the Treasury

1500 Pennsylvania Ave., N.-W.

Washington, D.C. 20220

If you submit your appeal by mail, clearly mark the letter and the envelope with the words
“Freedom of Information Act Appeal.” Your appeal must be postmarked or electronically
transmitted within 90 days from the date of this letter.

If you would like to discuss this response before filing an appeal to attempt to resolve your
dispute without going through the appeals process, you may contact our FOIA Public Liaison for
assistance via email at FOIAPL @treasury.gov, or via phone at (202) 622-8098. A FOIA Public
Liaison is a supervisory official to whom FOIA requesters can raise questions or concerns about
the agency’s FOIA process. FOIA Public Liaisons can explain agency records, suggest agency
offices that may have responsive records, provide an estimated date of completion, and discuss
how to reformulate and/or reduce the scope of requests in order to minimize fees and expedite
processing time.

If the FOIA Public Liaison is unable to satisfactorily resolve your question or concern, the Office
of Government Information Services (OGIS) also mediates disputes between FOIA requesters
and federal agencies as a non-exclusive alternative to litigation. If you wish to contact OGIS,
you may contact the agency directly by email at OGIS @nara.gov, by phone at (877) 684-6448,
by fax at (202) 741-5769 or by mail at the address below:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS

College Park, MD 20740-6001



Please note that contacting any agency official (including the FOIA analyst, FOIA Requester
Service Center, FOIA Public Liaison) and/or OGIS is not an alternative to filing an administrative
appeal and does not stop the 90-day appeal clock

You may reach me via telephone at 202-622-0930, extension 2; or via e-mail at
Please reference FOIA case number 2021-FOIA-00182 when contacting
our otfice about this request.

Kate Amiin
Deputy Assistant Secretary

Office of Intelligence and Analysis

Enclosures
Responsive document set (122 pages)






April 4, 2017

MEMORANDUM FOR: Michael W. Mason
Deputy Assistant Secretary for Security

FROM: (b)(6)

Director, Office of Security Programs
SUBJECT: Self-Inspection Office of Security Programs 2" Quarter FY 2017

During the 2 Quarter FY17, the Office of Security Programs (OSP) conducted self-inspections
during regular working hours to review, evaluate and assess individual Departmental Offices
collateral classification activities and assess employees’ compliance with information security
practices and procedures. These activities support the development of corrective action plans to
include tailored training initiatives. All inspections are conducted to ensure that Treasury
Organizations meet the minimum standards for safeguarding collateral classified information.
OSP's self-inspections are conducted in accordance with Executive Order (EQ) 13526 and the
Treasury Security Manual TD P 15-71, Chapter HI, Section 21, "Self-Inspection Program for
Classified Information”.

A security violation is any knowing, willful, or negligent action that could reasonably be
expected to result in an unauthorized disclosure of classified information. A security infraction
includes any deviation from governing security regulations that does not result in an
unauthorized disclosure or compromise of classified information nor otherwise constitutes a
security violation.

On March 15 201? OSP 1nspected the office of Legislative Affairs, which is located in the Main

1ring the jon, the OSP randomly selected rooms )(e)
(B)(7)( e) to evaluate and ensure employees are complying with
information security policy and procedures. A total of 11workstations, five security containers
and five Treasury Securc Data Network (TSDN) terminals were inspected.

(B)(T)(e) unoccupied. One security container{{S)LCGS was located inside the

office. The security container could not b ned he responsible individual transferred
from Treasury and did not notified dministrative Specialist for
Legislative Affair is aware the security container needs to be reported to OSP Physical Security

Branch and the combination and the SF 700 (Security Container Information Sheet) requires
changing.

(B)(7)(e) is currently unoccupied. One security (B)(7)(e) was located

inside the office. The security container could not be opened due to the responsible individual
transferred from Treasury and did not noliﬁedmm aware the security
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container needs to be reported to OSP Physical Security Branch and the combination and the SF
700 (Security Container Information Sheet) requires changing.

(B)(7)(e) is occupied by Luke Ballman, Deputy Assistant Secretary for TFI and contains one
TSDN terminal. Mr. Ballman was asked to logon to his TSDN terminal for OSP to review six
random samplings of classification activity electronically were identified processed information
(e.g. emails). No classification marking discrepancies were noted. Mr. Ballman was interviewed
on the application of original and derivative classification, marking procedures, use of
classification guides, and safeguarding classified information. Mr. Ballman displayed a clear
understanding of policies and procedures.

B}7)(e)

Rooms ( were unoccupied. Both offices contained one TSDN terminal and both were

disabled.

is unoccupied. This room will be assigned to the incoming Assistant Secretary for
Legislative Affairs. One security container is located in the room. The security container could

G C o the responsible individual transferred from Treasury and did not notified
is aware the security container needs to be reported to OSP Physical
Security Branch and the combination and the SF 700 requires changing.

(b) (6), (b) (7)(E) One security container is located in

the room. The security container is missing the General Service Approved (GSA) Iabel. ({JI(E}]
as told that the security container needs to be reported to physical security for proper
decommissioning. @I@-)\./vas interviewed on the application of original and derivative
classification._marking procedures, use of classification guides, and safeguarding classified
information Mdisplayed a clear understanding of policies and procedures.

(B)(7) (e) unoccupied. This room will be assigned to the incoming Deputy Assistant
Secretary for Legislative Affairs. The room has one TSDN terminal, but is currently disabled.

(B)(7)(e)1 unaccupied. This room will be assigned to the Senior Advisor for Legislative
Affairs. The room has one TSDN terminal, but is currently disabled. One security container

(b} (7)E) is located in the room. The security container could not be opened due to
the responsible individual transferred from Treasury and did not notiﬁedm
Mis aware the security container needs to be reported to OSP Physical Security Branch and

the combination and the SF 700 (Security Container Information Sheet) requires changing.

On March 16, 2017, OSP inspected the Office of Economic Policy, which is located in the Main

Treasury building. During the inspection, the OSP randomly selected rooms (7)(E)
@Mo evaluate and ensure employees were complying with information
security policy and procedures. Economic Policy has no TSDN terminals. A total of six
warkstations and four security containers were inspected.

(b) (7)(E): (b) (6) Economist for Legislative Affairs. (b)(G)

has one security container located in his office. The security container is being used to store
Sensitive, But Unclassified Information {SBULWwas interviewed on the application

2
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of original and derivative classification_marking procedures, use of classification guides, and

safeguarding classified information. (b)( ) 1splayed a clear understanding of policies and
procedures. i

(b) (6) (b) (7)(E) 1rect0r Microeconomics. (b)(@) h3

security container in her office. The security container is being used to store SBU. (b (6)
was interviewed on the application of original and derivative classification marking procedures
use of classification guides, and safeguarding classified information. (b)(@) jdisplayed a

clear understanding of policies and procedures.

(b) (6), (b) (7)(E)

one security container in the office. 1he security container is being used to store SBU. Both
employees’ were interviewed on the application of original and derivative classification, marking
procedures, use of classification guides, and safeguarding classified information. The
employees’ displayed a clear understanding of policies and procedures.

(b) ( ) ( ) ( )(E) | i conormst has one security container with

classified information. Ten classified documents were reviewed for proper classification and all
had portion marking discrepancies, however, all documents were from outside agencies (b)(ﬁ)
(b)(B) as interviewed on the application of original and derivative classification, marki
procedures, use of classification guides, and safeguarding classified informatjon. (b)( )
displayed a clear understandmg of pohcres and procedures.

(b) (6) (b) (7)(E) Economist _' (6) was interviewed on the application

of original and derivative classification marking procedures, use of classification guides, and

safeguarding classified information. (G ispiayed a clear understanding of policies and
procedures.

On March 17, 2017, OSP rnspected the office of Tax Policy, which is located in the Main
buildine During the inspection. the OSP selected randomly rooms () KENSH NG
7 ) N _ o evaluate and ensure employees
are complying with pohcy and procedures Tax Pohcy did not have any TSDN terminals. A
total of 12 workstations and two security containers were inspected.

(b) (6), (b) (7)(E)

B Director for Tax Policy. (b)(@) identified two
_security contamers within the Office of Tax policy. One was located in her office room AR
(L) (T)E) I (I - (cleworking and the room was locked, and the
securlty container was not inspected. (b)(@) fwas interviewed on the application of original
and derivative classification_marking procedures, use of classification guides, and safeguarding
classified information. (b )(6) displayed a clear understanding of policies and procedures.

(b) (6) LY (THE) . g Staff Assistant to the Tax Counsel and
(YN S .7 Assistant to the Tax Counsel. Both employees’ were interviewed on the
application of original and derivative classification, marking procedures, use of classification
guides, and safeguarding classified information. The employees’ displayed a clear
understanding of policies and procedures.

2021-FOIA-00182/004



Staff Assistant and ({8 |

derlvatlve classiﬂcation marking procedures use of classification guides, and safeguarding
classified information. The employees’ displayed a clear understanding of policies and
procedures.

WE s occupied by Timnothy Skud, Deputy Assistant Secretary Tax, Trade and Tariff

liy. Mr. Skud was interviewed on the application of original and derivative classification,
marking procedures, use of classification guides, and safeguarding classifled information. Mr.
Skud dispiayed a clear understanding of policies and procedures

| Assistant Both empioyees were interviewed on the application of original and derivative
classification, marking procedures, use of classification guides, and safeguarding classified
information. The employees’ dispiayed a clear understanding of policies and procedures.

i Deputy Benefits Tax Counsel. (b) (6)
3 ont e app icat on of original and derivative classification marking procedures, use

of classiflcation guides, and safeguarding classified information. ( )( 6 Biisplayed a clear
understanding of policies and procedures. '

_( )( (b)( ) ) _ Financial Research. (b)( ) 1nterviewedon
the appiication of origlnal and derivative classification, marking procedures, use of classification

guides, and safeguarding classified information Misplayed a clear understanding of
policies and procedures.

( )(6) ( ) (E) Financial Economist. (b)( )

interviewed on the appi}cation of original and derivative classification, marl ing procedures, use
of classification guides, and safeguarding classified information ( )(6) fisplayed a clear
understanding of palicies and procedures. )

(b ) ( ) ( )(E) e Deputy to International Tax Counsel. (b) 6)
one securi i3 (b (6)

his office. [{e . 6) ' Jsaid that the security container is being used to file SBU information.
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July 10, 2017

MEMORANDUM FOR: Michael W. Mason
Deputy Assistant Secretary for Security

FROM: (b)(6)
Director, Office of Security Programs

SUBJECT: Office of Security Programs Self-Inspection for 3™ Quarter
FY 2017

During the 3 Juarter FYI7, the Office of Security Programs (OSP) conducted self-inspections
during regular working hours to review, evaluate and assess individual Departmental Offices
collateral classtfication activities and assess employees’ compliance with information security
practices and procedures. These activities support the development of corrective action plans to
include tailored training initiatives. All inspections are conducted to ensure that Treasury
organizations meet the minimum standards for safeguarding collateral classified information.
OSP's self-inspections are conducted in accordance with Executive Order (EO) 13526 and the
Treasury Security Manual TD P 15-71, Chapter III, Section 21, "Self-Inspection Program for
Classifled Information”.

A security violation is any knowing, willful, or negligent action that could reasonably be
expected ta result in an unauthorized disclosure of classifled information. A security infraction
includes any deviation from governing security regulations that does not result in an
unauthorized disclosure or compromise of classifled information nor otherwise constitutes a
security violation,

On April 13, 2017 OSP inspected the main office of Assistant Secretary for Management (ASM)
ocated 1n the Main Treasury building and the Chief Information Office (CIO) located in building
(_b) (_7)( E) Peppsvlvania Avenue. During the inspection, OSP randomly selected ASM
b) (7)( E) o evaluate and ensure emuployees are complying with information
were inspected to evaluate and ensure employees are complying with information security policy
and procedures.  uring the inspectton, OSP interviewed two ASM employees, and inspected
two waorkstations, one Treasury Secure Data Network {TSDN) terminal and reviewed zero

classified documents. A total of six CIO employees were interviewed, and a kiosk with two

workstations  d one security container was inspected. A total of 37 classifled documents were
reviewed.

enior Advisor does not have a TSDN
terminal however was was interviewed on the application of original and derivative
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classificatio ne procedures, use of classification guides, and safeguarding classified
information. fb )(6) ) lsplayed a clear understanding of policies and procedures.

by (6). (b) (7)E)

( | Principal Advisor. [{SJ[(:)Ihas 2 TSDN

terminal however was unable to Jog into his accoun during the inspection due to an error
message message on his account. Mr&poﬂed the log in problem to the TSDN helpdesk.
QSP discovered there was no Standard Form 701 Activity Security Checklist djsplaved b
main door to the ASM main office and informedmsmnmw;ew& (b " 6) _
application of original and derivative classification, marking procedures, use of classification
guides, and safeguarding classifled information and he displayed a clear understanding of
policies and procedures.

(b) (6) {b) (”(E _ Supervisory Information Technology (IT) Spec
There was no TSDN terminal or security contalner located (b)( iworkstation area

as interviewed on the application of orlginal and derlvative ciassiflcation marking
procedures, use of classiflcation guides, and safeguarding classified informatiqg and
shedisplayed a clear understanding of policies and procedures. OSP requested b )
tnto her TSDN located in the kiosk@iﬂ@mwever due to a prior engagement she informed
OSPF she was unable to do so during the time of the review.

(b) (6). (b) (T)(E) [P,
t. “ated in his ooy BE able to log into his TSDN using the
the TSDN kiosk in [0SR o his review classification activity. OSP reviewed ten classifled
emails. The following discrepancies identifledall emails did not include portion markings and
classification authority block was missing (b) 6) lvas interviewed on the application of
original and derivative classification, and while he admitted not usingsome of the required
classiflcation marking procedures, he acknowledges the lack of following them {{s}I{(:}R

does have an understanding of poticies and procedures and the use of classiflcation guides, and
safeguarding classifled information.

(b) 6) (b) (7)(E) U | jalist. There was noTSDN terminal or
security containg er work area. (b) 6) _ ttem pted to log into her TSDN usinﬁ

10Ca
Wosk In (b) )( E) hut was unsuccessful due to her her account being disabled

as interviewed on the application of original and derivative classificatiogguarkine
procedures, use of classification guides, and safeguarding classified information. (b ) (6 )
displayed a clear understanding of policies and procedures. T

(b) (6), (b) (THE) Cuber. There was no
oD ‘ terminal or security cg _i; lgcated in his work area.[{s31(<)} lvas asked to log into
his TSDN using the kiosk inj B) { )(e) OSP reviewed seven classifled emails The following
discrepancies discovered were mails did not include portion markingsand the classification
authority block was missing. (b as interviewed on the application of original and
derivative classification, and while he does not utilize so ed classified marking
procedures, he acknowledges the lack of following them oes have an
understanding of poticies and procedures and the use of classification guides, and safeguarding
classified information.

B Information Securi
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( ) (7)( E) 1osk accredited at the Secret level. Two TSDN terminals and one
security container ((S)RI 7)E) are in the kiosk. The kiosk is accessed by all
individuals within Information Systems, CIO. Standard Form (SF) 702 Security container Check
Sheet is not being used properly to record open/close the security containers. The SF 700
Security Container Information Sheet was outdated and required updating. The security
container combination also needs changing.

(b) (6), (b) (7)(E)

or security container located ig he \
usmg Lhe the k1osk located (b) (7)(E)

| Specialist. There was no TSDN terminal
_ gwas asked to log into her TSDN
QSP rev;ewed ten clasmﬂed emalls All the

portion marked and the classification authority block was mzssmg J )X as asked to
open the security container located in the kiosk (KU OSP reviewed ten classified
documents. Documents reviewed during this assessment indicated portion markings and the
classification authority block was missing. (b)(ﬁ) as 1nterviewed on the application of
original and derivative classification, and while she does ng e some of the required making
procedures, she acknowledges the lack of following them _ Hoes have an
understanding of policies and procedures and the use of c13551f1cat10n guides, and safeguarding
classified information.

On May 10, 2017, OSP inspected the Office of Financial Stability Oversight Council (FOSC),
located in the Main Treasury building. During the inspection, OSP randomly selected rooms
@l to evaluate and ensure employees are complying with information security

phnd 0 cedures. A total of two workstations were msie cted. FOSC did not have any

TSDN terminals or security containers located in rooms No classified
documents were reviewed.

classification gu1des and safe guardmg classified inf ormatlon (
understanding of policies and procedures.

N displayed a clear

¢vas occupied by Bimal Patel, Deputy Assistant Secretary. Mr. Patel was
interviewed on the application of original and derivative classification, marking procedures, use
of classification guides, and safeguarding classified information. Mr. Patel displayed a clear
understanding of policies and procedures.

On May 17, 2017 OSP inspected the Office of Foreign Assets and Control (OFAC located in the
LEreedmans Bank Building. OSP randomly selected rooms[(S) REA =D IND N R
SR 0 evaluate and ensure employees are complying with information security program policy
and procedures. A total of six workstations, two security containers, and five TSDN terminals
were inspected. 64 classified documents were reviewed.
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N Sanction Policy Anajyst (b)( )
asked to log into her TSDN. OSP reviewed ten classifled e ais Al e
marked and the clasmﬂcation authori ‘bloc

documents did not contain prOper portion markings and the classification authonty block was
missing. The SF 700 personpel igformation was outdated and the safe security combination
requires changing. (b R s interviewed on the application of original and derivative
classification, and whxie she does not utilize e required marking procedures, she

 Some ol {he I
acknowledges the lack of following them. [ (b )( 6J B (ocs have an understanding of
policies and procedures and the use of classification guides, and safeguarding classified
information.

_ B Assistant Director Regulatory Affairs. (b )(6) -
was asked 0 log into her TSDN. OSP reviewed seven classified emails, _All ernails were not
being portion marked and the classiflcation authority block was missing [{¢3l{s
to open her security container [} RSN
reviewed. Seven out of the ten documents did not contain proper portion markings and the
classified authority block was missing. The se er SF 700 was missing and requires
to be updated, along with combination change.{{ as interviewed on the application
of original and derivative classification, and while she does not utilize s e of the required
marking procedures, she acknowledges the lack of following them Woes have an
understanding of policies and procedures and the use of classification guides, and safeguarding
classified information.

1O () ()

lid nat contain proper pOI'thIl markings and the classified authornty block was misszng (b))
\#R~as interviewed on the application of original and derivative classification, and while she
does not utilize some of the required marking procedures, she acknowledges the fack of
following them.[§ '_ ) (o5 have an understanding of policies and procedures and the use of
classification gui les, and sa eguarding classified information.

_ Operations Analyst (Automation}. moes not
"have a TSDN termmaI in hlS work area. {SIICHIv s interviewed on the application of original
and derivative classiflcgtion marking procedures use of classification guides, and safeguarding
classified information. e} Riisplayed a clear understanding of policies and procedures.

B Administrative Management Specialist. [(S}its} I
({1 ()

. _ SDN. OSP reviewed ten classifled emails. All ema
contain proper portion markings and the classified authority block was missing, (b)( ) .
was interviewed on the application of original and derivative classification, and while she does
not utillze some of the required making procedures, she acknowledges the lack of following

X floes have an understanding of policies and procedures and the use of
classxficatlon guldes and safeguarding classified information.
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(b)(6)

( ) (7)(E) s occupied by (b) J Associate Director Resource Management
was asked to log into his TSDN, OSP reviewed ten classified emails. Ng ¢lassif
discrepancies were discovered. The SF 700 ws not properly updated \M D,
interviewed on the application of original and derivative classif
not utilize some g ceauired marking procedures [{2B1R¢ z
following them. (b)(ﬁ) M ioes have an understanding of po]ic1es and procedures and the use of
classification guides, and safeguarding classified information.
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

January 17, 2017

MEMORANDUM FOR: Michael W, Mason &
Deputy Assistant Stersiady for S Lcurity

GO

Director, Office of Sceurity Prografils

FROM:

SUBJECT: Office of Security Programs Self-Inspection for 1¥ Quarter
FY 2017

During the 1st Quarter of FY17, the Office of Secutity Programs (OSP) conducted setf-
inspections during regular working hours to review, evaluate and asscss individual Departmental
Offices collateral classification activities and assess employees’ compliance with information
security practices and procedures. These activities support the development of corrective action
plans to include tailored training initiatives. All inspections are eonducted to cnsure that
Treasury Organizations meet the minimumn standards for safeguatding coilateral classified
information. OSP’s self-inspections are conducted in accordance with Executive Order (BO)
13526 and the Treasury Security Manual TD P 15-71, Chapter 111, Section 21, "Self-Inspection
Program for Classified Information®,

A security violation is any knowing, willful, or negligent aclion that could reasonably be
expected to resull in an unauthorized disclosure of classified information. A security infraction
includes any deviation from governing security regulations that does not result in an
nauthorized diselosure or compromise of classified information nor otherwise eonstitules a
security violation.

On December 29, 2016 OSP inspected the Office of General Coung din A
Treasun buildn Dryring the inspection, OSP randomly. selected ( b) ( 7 )( E)

) to cvalvatc and cisure empPRIYESs are COMI
rmatlon security policy and procedures. A total of five workstations w1t11 Trcasury bccunty
Data Netwotk (TSDN) terminals were inspected in order fo yevigw random samplings of b)(6
derivative clnssified documents generated electronically. Eaft security containers were (b))
inspected for proper use of safeguarding classified information and random samplings of
derivative classified in hard copy paper documents, OSP reviewed 24 random samplings of
classified docuinents generated by Office of General Council eniployees to include electronically
processed information (e.g. emails). OSP reviewed the classified documents to ensure proper
classification, marking, downgrading and declassification was administered.
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g ontained one TSDN and one security container. OSP a(b)(e') .
log on the TSDN, however she was having issues with logging on the system and was
nnsuccesstul. OSP was unable to review random samplings of classification activity via
electronic email. [{s}I{s§ I |id contact the DO IT service desk to report her log on issues.
OSP inspected the security eontainer in {{S}REI¢=Mand discovered the SF 700 Security
Container Information sheet contained outdated information of craployces with access to the
security contaiher and requires updating. Four hatd copy paper classified documents were
reviewed for pr {fication, marking, downgrading and declassification, No discrepancies
were identiﬁed.ans interviewed on the practical application of original and
derivative classification, marking procedures, use of classification guides and safeguarding
classified information. She displayed a clear understanding of policies and procedures.

(b ) 3 (7) (E) ontained one TSDN. OSP requested (b )(6) e Rto log on the TSDN to
review random samnplings of classification activity via clectronic email, OSP inspected five
classified emnails with attachments and discovered no use of portion markings on derivative
emails generated. OSP conducted on the spot classification marking teaining to educate the
employee on the proper use of portion markings on classificd generated emails agd aliachme
and provided the Information Sceurity Oversight Office (ISO0) Marking Guide (b )( 6)
interviewed on the practical application of original and derivative classification, mar ng
procedures, use of classification guides and safcpuarding classified information. She displayed a
clear understanding of policies and procedures.

OSP inspected one security container located in (b) (6 ) , ( b ) (7) (E)

pffice and
discovered alt sccurity forms were completed as required. Four hard copy paper classificd
documents wete reviewed for proper classification, marking, downgrading and declassification.
No discrepancies were identified.

RANES ontained one TSDN. OSP requested ( b)(G) - B © log on TSDN to
review randoin samplings of classification activity via electronic email. Four classified emails
with attachments were reviewed for proper classification, marking, downgrading and
declassification, No discrepancies were identificd.{{eJ{{SH I
practical application of original and derivative classification, marking procedures, use of
classification guides and safegnarding classified information. She displayed a clear
understanding of policies and procedures,

g4-ontained one TSDN, OSP requested (b)(@) R
review random samplings of classification activity via electronic email, Three classified emails
with attachments were reviewed for proper classificgtion, markins downgrading and
declassification. No discrepancics were discovered (b)(6) } vas interviewed on the
praetical application of original and derivative classification, mar ing procedures, use of
classification guides and safeguarding classified information. He displayed a clear
understanding of polieics and procedures.
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contained one TSDN. OSP requested (b)(6)
review r'mdom samplings of clagsification activity via electronic emat
with attachments were reviewed for proper classifigation
declassification. No discrepancies were identified {§ as interviewed on the
practical application of original and derivative classification, markmg procedures, use of
classifieation guides and safeguarding classified information. He displayed a clear
understanding of policies and procedures.

Fio log on the TSDN to
. Four classified emails
narking downgrading and

OSP inspected the security container located in (b (6) ( )( E) [ oflice and
discovered the SF 700 Sccurity Container Information sheet contamcd outdated information of
employees with access to the sceurity container and requires updating.

2021-FOIA-00182/013




DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

MEMORANDUM FOR:
FROM: Y
Dlrectn r, Office of Seeurity-Progrs
SUBJECT: Office of Security Programs Sclf-Inspectionr for 4th Quaxter

FY 2017

L. INTRODUCTION

During the 4th Quarter FY17, the Office of Scowrity Programs (OSP) conducted self-inspections
during regular working hours to review, evaluate and assess individual Departmental OfTices
collateral classification activitics and assess employces’ compliance with information security
practices and procedures. These activities support the development of corrective action plans to
include tailored training initiatives. All ingpections are conducted 1o ensure that Treasury
organizations meet the minimum standards for safegunrding collateral classified information,
OSP's self-inspections are conducted in accordance wilh Executive Order (EQ} 13526 and the
Treasury Security Manual TD P 15-71, Chapter I, Section 21, "Sclf-1nspection Program for
Classified Information”.

The Departmental Offices inspected this quarter were International Aiffairs (IA) and the Global
Sccurtty Operatmnv. Center (GSOC), Office of the Chief Information Officer (OCIO). The
wore o) 1(e) NN -1ty Director, Office of Security Programs, and G

Information bccumy Spcudlrst The OSP Selif-Inspection Program Checklist was
-' with the following areas being assessed: Classification Management, Equipment,
Safeguarding, Transmission and Transportation, Performance Evaluations, and Classification
and Marking,

. INSPECTION RESULTS
A. Imteymational Affairs

On August 8, 2017 OSP inspected the otfices of LA located n th
During the inspection, OSP randomly selected 1A roomns (b ( 7 )( E)
to evaluaie and ensure employees were complying with information secunty policy and’
procedures. OSP interviewed a total of five (5) employecs, and inspected five (5) workstations
and four (4) security containers. A total of 28 classified documents consisting of
inemoranda/letters, e-mails, reports, and a slide presentation were revicwed for propet
classification and markings. The asscssed areas of Classification Management, Equipment,
‘Transmission and Transportation, and Performance Evaluations met the standards outiined in the
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Treasury Security Manual (TD P 15-71). Discrepancies were observed in the assessed areas of
Safeguarding, and Classification and Marking, and are detailed below.,

1. Safeguarding.

a. Observation: Standard Form (SF) 700 Security Container Information Sheets were not
e combinations changed for the scourity containers in rooms b) (7)E]

b) (T(E)

Regnirement; Combinations on in-service equipment shall be changed whencver a person
Imowing the combinalion no longer requires access to it (TD P 15-71, Chapter V, Section
4.3}.

Corrective Action: Cootdinate with the Office of Security Programs, Physical Sceurity
Branch, to have the securily comtaincr combinations changed and new ST' 700s prepared.

b. Observation: SF 702 Security Container Check Sheet for the safe located in {.b}_(ﬂ(g_}
was not completed correctly.

Requirentent: When an authorized person first opens the container on a given day, he or
she shall record the date, the actual time, and his or her initials on the SI' 702. When the
container is finally locked at the close of business, the same person or another cleared
employee shall record the actual time and their own initials. On normal business days,
regardless of whether the equipment was opened or not, the security container shali be
checked by its primary or attermate custodians who have access {o the equipment to ensure no
surreptitious attempt has been made to penetrate the security equipment, (TD P 15-71,
Chapter II1, Section 3.6.b and c).

Corrective Action: Ensure the SF 702 is completed per the requirement.

¢. Observation: End-of-da ity cheeks are not documented on the SF 701 Activily
Security Checklist for tooms (b) (7 ) (E )

Requirement: TD P 15-71, Chapter IIL, Section 3.5 docs not specifically require the
completion of the 8T 701 for offices ot secure work arcas that ave not an Open Storage Area
or Sensitive Compartmented Information Facility. However, this is a “Best Security
Practice” that enhances the security-in-depth posture of the Departmeit of the Treasury.

Corrective Action: OSP recommends that the SF 701 be completed.
2. Classification and Marking,

a. Observation: Eight (8) memoranda/letters, one (1) slide presentation, and tea (10)
classified emails were missing portion markings.

Requirement: Each portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, bullet statements, subpavagraphs, classified signature blocks,
bullets and other portions within slide presentations, and the like, shall be marked to indicate
which poriions are classified and which are unclassified. Markings on classified information

2
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in cables, message tratfic, and maintained in electronic format such as e-mail, shall conform
to the same requirements as for hard-copy documents (11 P 15-71, Chapter 111, Section
6.2.a.(4) and 6.6.a),

Corrective Action: Insure portion markings are used in all classified documents in
accordance with the requirement.

b. Olbservation: Seven (7) memoranda/letters and one (1) stide presentation were missing
the proper classification authority block,

Requirement: Classified documents shalt identify either the Original Classification
Authority, Reason for Classification, and Declassification Instruction or the Derivative
Classifier, Source(s), and Declassification Date/Event (ID P 15-71 Chapter [I1, Section 6.3
and 6.4).

Corrective Action: Ensure employees apply the proper classification authority block per the
Tequiremeni.

¢. Observation: One (1) slide pleselifation was missing the Derivative Classificr, Source,
and Declussificalion Date/Event.

Requirement: Documents are required to identify the derivative classifier by name and
position, or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By” line. Derivative classifiers shall
identify the source(s) and daie(s) of the source(s} of derivative classification in the “Derived
From” line, and carry forwacd instructions for declassification date/event in the “Declassity
On” line (TD P 15-71, Chapter 11, Scction 6.4).

Corrective Action: Ensure employees identify the Derivative Classilier, Source(s), and
Declassification Date/Event in all slide presentations per the requirement.

B. Global Security Operations Center, Office of the Cbief Information Officer
2017, OSP inspected the offices of GSOC, OCTO, (PR EHIE=Y

1 g S RLEL,S 2
(b) (7)( E) I OSP conducted a physical wall-through of 23 GSOC work stations, inspected
two {2) sccurity containers, and randomtly sclected four (4) employees to interview in order to
evaluale and ensure compliance with information security policy and proeedwes. A total of 16
classified documents consisting of reports, slide presentations and e-mails were revicwed for
proper classification and roarkings. The assessed areas of Classification Management,
Iquipment, Transmission and Transportation, Safeguarding, and Performance Evaluations met
the standards outlined in the Treasury Sccurity Manual {TD P 15-71). Discrepancies were
observed in the assessed area of Classification and Marking, and are detailed below.

1. Classifieation and Marking.

a. Observation; Two (2) e-mails were overclassified. The emails did not contain
aftachments, and the contents of the cmail were “For Official Use Only™,
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Requirement: When users modify existing electronic entries which alter the classification
level of the content or add new content, they shall change the required markings to reflect the
classification markings for the resujting information (TD 15-71, Chapter III, Section 6.d).

Corrective Action: Ensure employees apply the correct overall classification markings to
their e-mails per the requirement.

b. Observation: One (1) report, one {1) slide presentation, and six (6) e-mails were missing
portion markings.

Requirement: Each portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature blocks,
bullets and other portions within slide presentations, and the like, shall be marked to indicate

. ‘which portions are classified and which are unclassified. Markings on classified information
in cables, message traffic, and maintained in electronic format such as e-mail, shall conform
to the same requirements as for hard-copy documents (TD P 15-71, Chapter I1I, Section
6.2.a,.(4) and 6.6.2),

Corrective Action: Ensure portion markings are used in all classified documents in
accordance with the requirement,

¢. Observation: One (1) stide presentation was missing the identifying Derivative Classifier
and did not list the Multiple Sources used as basis for classification. The clagsification
authority block was not in the proper location on the slide presentation.

Requirement: Derivative classifiers are required 1o identify the derivative classifier by
name and position, or by personal identifier, in a manner that is immediately apparent on
cach derivatively classified document on the “Classified By” line. When a document is
classified derivatively on the basis of more than one source, the derivative classifier shall
include a listing of the source materials either on, or attached to, each derivatively classified
document (TD P 15-71, Chapter III, Section 6.4).

Corrective Action: Ensure all slide presentations identify the Derivative Classifier and
Multiple Sources used per the requirement.

d. Observation: One (1) emnail was under-classified. The email was marked “FOUQO” but
contained an attached report classified as Secret. '

Requirement: Emails used as transmittal documents must bear proper classification
markings to alert users of the highest classification level of any classified infoxmation
attached or enclosed. The transmittal email shail also include conspicuously on its face the
statement “upon Removal of Attachments, this Document is (indicate Unclassified or correct
classification level)” {I'D P 15-71, Chapter IT1, Sections 6.8).

‘Corrective Action: Ensure emails used as transmittal documents are marked per the
requirement.
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IOI. SUMMARY OF OBSERVATIONS

A. Classification Management. All personnel interviewed demonstrated a fundamental level
of awareness regarding their responsibilities to properly handle, store, transmit, and derivatively
classify national security information.

B. Equipment., All survey equipment that processes classified information was properly
marked with the appropriate classification labels.

C. Safeguarding. Classified documents were stored in GSA approved security containers
(safes). However, in one instance the SF 702, Security Container Check Sheet, was not being
completed correctly. The most commen error was that the daily opened by/closed by/checked by
blocks were not filled in, Additionally, the SF 700, Security Container Information sheets, were
not being updated and the combinations changed as persons knowing the combinations no longer
required access to the security containers. Collectively, these deficiencies make it difficulf to
assess whether proper open/close procedures are being followed and make it difficult to
determine who actually is responsible for the contents of the security containers.

D. Transmission and Transportation, Collateral classified information/material was assessed
as being properly transmitted only on the Treasury Secure Data Network (TSDN). None of the
individuals interviewed ever had any requirement to courier classified documents.

E. Performance Evaluations. The emnployee perfornance plans reviewed contained the
required critical element for security.

F. Classification and Marking. 44 classified documents consisting of memoranda/letters,
reports, slide presentations, and emails were reviewed, Of these, 29 were assessed as being
improperly marked. The most common error was that portion markings were not applied. Ounly
in one (1) instance was a classified document not marked as classified: an email used to fransmit
e classified attachment. In all instances these deficiencies occurred in documents maintained and
transmitted in TSDN, which affords soine degree of protection from inadvertent disclosure or
spillage. However, failure to properly mark classified documents in the TSDN environment
makes it difficult for document owners and recipients to readily identify the proper document
handling and traasmission requirements,

Document Review Totals
Total number of documents reviewed 44
Number of documents with discrepancies . 29
Percentage of documents with discrepancies 65%
Total number of discrepancies 43
Average number of discrepancies per document 1.5
5
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C,

January 25, 2018

(b)(6)

MEMORANDUM FOR:  \SdliNed SNNNNI.
Associate Chief Information Officer for Cyber Securit

FROM:

SUBJECT: FY17 4Q Self-lnspection Findings and Corrective Actions

The Office of Sccurity Programs {OSP) conducted on September 27, 2017, a self-insnecti
the offices of the Govemment Security Operations Center (GSOC) located (b) (7 )(E )
SIEUES=VI 1 puipose of this inspection was to review, evaluate and assess GSOC's
coflateral classification activities and employees’ compliance with information security practices
and procedures in order to ensute that GSOC met the minimum standards for safeguarding
collatersl classified information. OSP's self-inspections are conducted in accordance with
Executive Order (EO) 13526 and the Treasury Security Manual TD P 15-71, Chapter HI, Scction
21, "Self-Inspection Progran for Classificd Information”, The OSP Self-Inspection Program
Checlklist was uged with the following arens being assessed: Classification Management,
Equipment, Safeguarding, Transmission and Transporiation, Performance Evaluations, and
Classilication and Marking,

During the inspection, OSP conducted a physical walk-through of 23 GSOC work stations,
inspected two {2) security containers, and randomly selected four {(4) employees to interview in
order to evaluate and ensure compliance with information security policies and procedures. A
lotal of 16 classified documents consisting of reports, slide presentations and e-mails were
reviewed for proper classification and markings., The assesscd arcas of Classificalion
Management, Equipment, Transmigsion and Transportation, Safeguarding, and Performeance
Evaluations met the standards outlined in the Treasury Security Manual (TD P 15-71).
Discrepancies were observed in the assessed arca of Classification and Marking, and are detailed
below.

Classification and Marking.

1. Observation: Two (2) c-mails werc overclassificd. The emails did not contain attachments,
and the contents of the email were “Vor Official Use Only™,

Requirement: When users modify existing electronic eniries which aller the classification level
of the content or add new confent, they shall change the required markings to reflect the
clasgificatian markings for the resulting information (TD 15-71, Chapter i, Section 6.d).
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Corrective Action: Ensure employees apply the comrect overall classification markings to their
e-mails per the requirement.

2. Observation: Onc (1) report, one (1) slide presentation, and six (6) e-mails were missing
porlion markings.

Requirement: Each portion of a document, ordinarily a paragraph, buf including subject, titles,
graphics, tables, charts, bullet statements, subparagraphs, classified signature blocks, bullels and
other portions within stide presentations, and the like, shall be marked fo indicate which portions
are classified and which are unclassificd. Markings on classified information in cables, ingssape
traffic, and maintained in electronic format such as e-mail, shall conform to the same
requirements as for hard-copy documents (TD P 15-71, Chapter 1, Section 6.2.8.(4) and 6.6.a).

Corrcctive Action: Ensure portion markings are vsed in all classified documents in accordance
with the requirement.

3. Obhservation: One (1) slide presentation was missing the identifying Derivative Classificr
and did not list the Multiple Sources used as basis for classification. The classification authority
block was not in the proper location on the slide presentation.

Requirement: Derivative classifiers are required to identily the derivative classifier by name
and position, or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By” line. When a document is classified
derivatively on the basis of more than one source, the derivative classifier shall include a listing
of the source materials either on, or atlached fo, each derivatively classified document (TD P 15-
71, Chapter III, Section 6.4),

Corrective Action: Ensure all slide presentations identify the Derivative Classifier and Multiple
Sources used per the requirement,

4. Observation: One (1) email was under-classified. The cmail was marked “FOUQ” hui
contained an attached report classified as Secret.

Requircment: Emails used as transmittal documents must bear proper classification markings
to alert users of the highesi classification level of any classified information aitached or enclosed,
The transmittal email shall also include conspicuously on its face the statement “upon Removal
of Attachments, this Document is (indicale Unclassified or correct classification level)” (TD P
15-71, Chapter Il1, Sections 6.8).

Corrective Action: Ensure emails vsed as transmittal documents are marked per the
requirement.

G8OC is required to report to OSP within 45 days of this memorandum that all corrective actions
for each security observation identified above have been completed, GSOC is to provide &
formal memorandum te OSP with actions taken in order to close out all seeurity findings.

If you have any questions reparding this piemora
Information Seeurity Speciatist, at[{S)I{S} N
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

January 25, 2018
MEMORANDUM FOR:
FROM:
SUBJECT: FY17 4Q Self-Inspection Findings and Corrective Actions

The Office of Security Programs {OSP) conducted on August 8, 2017, a self-inspection of the
offices of International A ffairs (IA) tocated in the Main Treasury building. The purpose of this
inspection was to revicw, evaluale and assess 1A"s collateral classification activities as well as
employees’ compliance with information security practices and procedures in order to ensure
that TA met the minimum standardg for safeguarding collateral classified information. OSP's
sel[~inspections are conducted in accordance with Executive Order (E0) 13526 and the Treasury
Security Manual TD P 15-71, Chapler HI, Section 21, "Sel{-Inspection Program for Classified
Information". The OSP Self-Inspection Program Checklist was used with the following arens
being assessed: Classification Management, Equipment, Safcguarding, Transmission and
‘Iransportation, Performance Evaivations, and Classification and Marking,
During the inspection, OSP randomly selected A rooms (b ) (7 )( E )

to evaluate and ensure employees were complying with information security policies and
procedurcs. OSP inlerviewed a lotal of five (5) employces, and tnspecled five (5) workstations
and four (4) secwrity containers, A total of 28 classified documents consisting of
memoranda/letiers, e-mails, reports, and a slide presentation were reviewed for proper
classification and markings. The assessed arcas of Classification Management, Equipment,
Transmission and Transportation, and Performance Evaluations mel the standards outlined in the
Treasury Security Manual (TD P 15-71). Discrepancies were observed in the assessed areas of
Safeguarding, and Classification and Marking, und are detailed below,

A. Safeguarding.

1. Observation: Standard Form (SF) 700 Securily Container Information Sheets were not
properly updated and the combinations changed for the secwnity containers in rooms {b) (7 NE)
eqet: Combinations on in-service cquipment shall be changed whenever a person

knowing the combination no longer requires access to it (I'D P 15-71, Chapter V, Section 4.3).

Corvective Action: Coordinate with the Office of Seeurity Programs, Physical Security Branch,
to have the sceurity container combinations changed and new SF 700s prepared.
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2. Observation: SF 702 Security Container Check Sheet for the safe focated in 1'00mW
was not completed correcily.

Requirement: When an authorized person first opens the container on a given day, he or she
shall record the date, the actual time, and his or her initials on the 8F 702, When the comtainer is
finally locked at the close of business, the same person or another cleared employee shall record
the actual time and their own initials. On normal business days, regardiess of whether the
equipment was opented or not, the security container shall be checked by its pnmary or alternate
custodians who have access to the equipment to cnsure no surreptitious attempt has been made to
penctrate the scewity equipment. {TD P 15-71, Chapter IT1, Section 3.6.b and ¢).

Corrective Action: Ensure the 8F 702 is completed per the requirement.

y the SF 701 Activity

3. Obscrvation: End-of-days

Security Checklist for (b) (:7 )‘(.E) .

Requirement: TD I’ [5-71, Chapter III, Section 3.5 does not specifically require the completion
of the 8F 701 for oflices or secure work arees that are not an Open Storage Area or Sensitive
Compaitmenied Information Factlity, However, this is a “Best Security Practice™ that enhances
the security-in-depth posture of the Department of the Treasury.

Corrective Aetion: OSP recommends that the SF 701 he completed.
B. Clagsification and Marking,

1. Observation: Eight (8) memoranda/ictiers, one (1) slide presentation, and ten (10) classified
emails were missing portion markings.

Requirement: Each portion of a document, ordinarily a paragraph, but including subject, titles,
graphiics, lables, chats, bullet slatements, subparagraphs, classified signature blocks, bullets and
other portions within slide presentations, and the like, shall be marked to indicate which portions
are classified and which are unclassified. Markings on classified information in cables, message
traffic, and mmaintained in clectrome format such as e-mail, shall conform to the same
requirements as fot hard-copy documents {TD P 15-71, Chapter II1, Section 6.2.4.(4) and 6.6.a).

Corvective Action: Ensure portion markings ave used in all classified documents in accordance
with the requircment.

2. Observation: Seven (7) memoranda/letiers and one (1) slide presentation were missing the
proper classification authority block.

Requirement: Classificd documents shall identify cither the Original Classification Authority,
Reason for Classifieation, and Declassification Instruction or the Derivative Classifier,
Soutce(s), and Declussification Date/Bvent (TD P 15-71 Chapter IT1, Section 6.3 and 6.4).

Corrective Action: Ensure cmployees apply the proper classification authority block per the
requirement.
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3. Observation: One (1) slide presentation was mxssmg the Derivative Classifier, Source, and
Declassification Date/Event.

Reguirement: Documents are required 1o identify the derivative classifier by name and
position, or by personal identifier, in a manner that is immediately apparent on each derivatively
classified document on the “Classified By” line. Derivative classifiers shall identify the
source(s) and date(s) of the source(s) of derivative classifieation in the “Derived From” line, and
cairy forward instructions for declassification date/event in the “Declassify On” line (TD P 15-
71, Chapter ITI, Section 6.4).

Corrective Action: Ensure etiployees identify the Derivative Classifier, Source(s), and
Declassification Date/Event in all slide presentations per the requirement.

TA is required to report to OSP within 45 days of this memorandun that all corrective actions tor
each security observation identified above have been ecompleied. A is to provide a formal
memorandum to OSP with actions taken in order to closc out all security findings.

If you have any questions regarding,

Information Security Speeialist, a DtrEasuy.gov.
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.c.

January 31, 2017

MEMORANDUM FOR: NCSiSCY S
Agsistant General, Office of General Counsel _

FROM: Prus
Deputv D{rectur, Office of Securlty Programs i

SUBJECT: Sclf-Inspection Findings and Corrective Actions

The Office of Security Programs (OSP) conducted a self- mspecimn on the OPI' ce of General
Counsel (OG C) on December 29, 2016 in accordance with 1 J _. Orde 2

Matual TD P 15-71. OSP inspectod [{2] (7)( )
: ‘ _ and interviewed random OGC s cleared employees, The purpose
of the mspecuon was to evaluate and ensure employees are complying with information security
policy and procedures, inspect for proper use of safeguarding classifted information, review
samplings of cmployees classification activity {(dcrivative and original), cnsure use of proper
classification, marking, downgrading, declassification, classification authority on electronic and
hard copy information and inspect security containers.

OSP reviewed 24 random samplings of derivative classified documents generated by QGC
personnel fo include electronic and hard copy documents. OSP discovered very minor
discrepancies regarding not using portion inarkings on classified gencrated cmails. OSP
conducted on-the-spot training relating to classification marking requircments (o educate and
reinfarce the policies on the proper use of portion markings on classificd generated email and
attachinents. :

OSP discovered scveral security discrepancies during the ingpection, relating to security
containers. Qur sceurity findings are provided below, to inciude the corrective actions required.

Security Finding 1/Corrective Actions — Standard Fomm 700 (ST 700) Security Container
Information sheet does not reftect current names of cleared cmployees requiring accesa to the
security container. The geeurity conlainers identified below require updating and new
combinations set. The personnel below were informed to contact the OSP, Physical Security
Branch to schedule a time/date to update their SF 700 form and change security container
combination.

IR Cric sccurity container).
A lonc security container),
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OGC is required to reporl within 45 days of this memorandum; secwrity findings/cotrective
actions identificd above have been completed. Provide a formal response via memorandum to
OSP to close out these security findings.

y point of contact, )8 M nformation Security
afreasury.pov for assistance.

if you have guv g io

Specialist (b)(G) | A0
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DEPARTMENT OF THE TREASURY
WASHINGTON, O.C,

July 23, 2018

MEMORANDUM FOR:  [SHGC)INE

Dircctor of pertios
Pomestic Finunce

FROM:

Direct Office of Secarity

SUBJECT: Domestic Finance Sclf-Inspection Findings and Corrective
Actions

'The Office of Security Programs {OSP) conducted on May 16 and 17, 2018, a self-inspection of
Domestic Finance (I2F) workspaces locaied in the Main Treasury building. The purpose of this
inspection was to review, evaluate and assess DEF’s collateral classification activitics as well as
employees’ compliance with information security policies and procedures in otder to ensuce that
DF met the minimum standards for safeguarding collateral classified information. OSP's self-
inspections are conducted in accordance with Executive Order (EO) 13526 and the Treasury
Sceurity Manual TD P 15-71, Chapter I, Section 21, "Seif-Inspection Program for Classified
Information", The OSP Seif-Inspection Program Checklist wag used with the following accas
being assessed: Classification Management, Equipment, Safepguarding, Transmission and
Transportation, Performance Evaluations, and Clagsification and Marking.

During the inspection, OSP randomly selected DF cubicles in rooms [{SRESII=N R0 e valuate
and ensure employees were complying with information security policy and procedures, QSP
intervicwed a total of eight (8) employees, and inspected five (5) Treasury Secure Data Network
(TSDN) workstations and one (1) security container. Of the five (5) TSDN workstations
inspected, three (3) were not able to be assessed due to either network connectivity issues or
equipment not functioning. A total of 15 e-mails on TSDN were reviewed for proper
classification and markings. The assessed areas of Equipment, and Transmission and
Transportation mel the standards outlined in the Treasury Security Manual (TD P 15-71).
Discrepancies were observed in the assessed areas of Classification Management, Safegnarding,
Performance Evaluations, and Classification and Marking, and arc detailed below.

A. Classification Management.

(U) Obseyvation: Two (2) employees were unable to recall the difference between original and
derivative classification, or of the relaled guidance for derivative classification authority.

{U) Requircment: Employees cleared for access to elassified information shall receive training
on the principles of derivative classification, identification, and required markings (TD P 15-71,
Chapter IlI, Scction 2.9).

~fiilnliininiig),
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(U) Correetive Action: The ermployees received on-the-spot 1rammg by _
differences between original and derivative classification,

fon the:

B. Safeguarding.

1, ¥@¥¥ Observation: The SF 700 Security Container Information Sheet was not properly

updated and the combination changed for the security container in [

{U) Reguirement: Combinations on in-service equipment shall be changed whenever a person
knowing the combination no longer requires access to it or at least every three years, unless
conditions dictale sooner (TD P 15-71, Chapter V, Section 4.3},

(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, to have the securily container combinations changed and new SF 700s prepared.
Request for this service may be submitted to wdfi@treasury.pov.

2 '(E’('H‘)'Obser\}ation: The SF 702 Security Container Check Sheets for the safe located in
PINEAIL] s not completed correctly. The fast date of entry was September 23, 2016,

(U) Requirement: When an authorized person first opens the container on a given day, he or
she shalt record the date, the actual time, and his or her initials on the SF 702. When the
container is finally locked at the close of business, the same person or another cleared employee
shall record the setoal fime and their own initials. On normal business days, regardiess of
whether the equipment was opened or not, the security container shall be cheeked by its primary
or alternate custodians who have access to the equipment to ensure no sureptitious attempt has
been made fo penetrate the security equipment (TD PP 15-71, Chapter II}, Section 3.6.b and ¢).

{U) Corrective Action: Ensure the SF 702 is corpleted per the requirement,
C. Performance Kvaluations.

{U) Observation: Of the eight (8) employees interviewed, {our (4) employees were unable to
provide copies of their perforinance evaluation records for review. The four (4) performance
evaluation records that were reviewed conlained the required critical element for security,

(U) Requirement: Employees cleared for access to classified information whose dnties involve
significant creation, generation or handling/processing of classified information shall have a
critical element for security in their individual performance evaluations (TD P 15-71, Chapter
I, Scction 22).

{U) Corrective Action: Ensure all DF employees have a critical element for secarity in their
petformance cvaluation records.

D. Classification and Marking.
1. (U) Observation: Thirteen (13) classified emails were missing portion markings.

{U) Requirement: Lach portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, buliet statements, subparagraphs, classified signature blocks,

2
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bullets and other portions within slide presentations, and the like, shall be marked to indicate
which portions are classified and which are unclassified. Markings on classified inforrnation in
cables, message traffic, and maintained in electronic format such as e-mail, shall conform to the
same requirements as for hnrd»cop}r documents (TD P 15-71, Chapter I1I, Scction 6.2.a.(4) and
6.6.a).

{U) Corrective Action: On-the-spot iraining regarding the proper application of portion
markings was provided by [{S)R(s) I © the employces.

2, (U) Observation: One (1) email murked as “Secret” was overclassified. The e¢mail did not
have any attachments and the inforination contained in the text of the email was unclassified.

(U) Requirement: Information shall not be classified unless it has been determined pursuant to
Executive Order 13526 or any predecessor order to require protection against unauthorized
disclosure (TD P 15-71 Chapter III, Sections 5.4 and 5.6).

(U) Corrective Action: On-the-spot training regarding safeguarding fiom over-classification
was provided by [{SJRGIII o the employee.

3. (U) Observation;: Six (6) emails used as transmit{al documents forwarding classified
attachments did not include the proper instiuctions for the classification of the emails when
separated from the classified attachment. These six () emails were unclassified when separated
from the classified atiachments.

(U) Requirement: Emails used as transmittal documents shall indicate within the text the
highest level of classified information it {ransmits, Where the transmittal itself is unclassificd,
the email shall be marked as either: Unclassificd When the Classified Enclosure {for lelters), is
Detached; or Unclassified When Classified Attachment (for miemos) is Detached (TD P 15-71,
Chapter III, Section 5.24 and 6.8).

(U} Courrective Action; On-the-spot training on Lhe proper marking of unciasned emails used
as transmittal documents for classified attachments was provided by e to the
employee.

(U) DF is required to report to OSP within 45 days of this memorandum that all conrective
actions [or cach securily observation identified above and not comrected on-the-spot have been
completed. DF is to provide a formal memorandum to OSP with actions taken in order to close
out all sceurity findings.
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DEPARTMENT OF THE TREASURY
WABHINGTON. D.C,

May 24, 2018

MEMORANDUM FOR: ()] |
Aatmg Dir ectnr, Economic Policy

FROM: 9) (6] .
Director, Office of Scenrity Programs

SUBJECT: Economic Policy Self-Inspection Findings and Correclive
Actions

The Office of Security Programs {OSP) conducted on March 13, 2018, a self-inspection of the
offices of Economic Policy (EP) located in the Main Treasury building. The putpose of this
inspection was to review, evaluute and assess EI’s collateral classification aetivilies as well as
employees’ complianice with information security policies and procedures in order to ensure that
EP mei the minimum standards for safeguarding collateral classified information. OSP's sclf-
inspections arc conducted in accordance with Executive Order (EO) 13526 and the Treasury
Security Manual TD P 15-71, Chapter I, Seclion 21, "Self-Inspection Progyam for Classified
Information®, The QSP Self-Inspection Program Checklisi was used with the following areas
being assessed: Classification Management, Equipment, Safeguarding, Transmission and
Transportation, Performance Hvaluations, and Classification and Marking.

During the inspection, OSP randomly selected EP rooms {b) (THE) fand
R 0 cvaluate and ensure employees were complying with 1nformatxon secutity polxcles and
“procedures. OSP interviewed six (6) employees cleared for access to classified national security
information; and inspected four (4) security containers. No classified documents were assessed
for Classification and Marking as none of the employees interviewed prepared classified
documents, to include emails. There were no TSDN terminals in any of the inspected rooms.
Documentis contained in the four securily containers were randomly selected for review; no
documents were discovered that post-dated Oclober 2016, All documents reviewed were not
created by EP employees. Additionally, hased on intervicws with the custodians of the security
containers, they were not sure of the continued need to maintain the documents, EP clrimed no
derivative classification decisions in its Agency Sccurity Classification Management Program
Data (SF 311) report submitted in 'Y 2017, Performance Evaluations were not assessed as none
of the interviewed employecs performed duties involving the sipnificant creation, gencration or
handling/processing of classified information, Discrepancies were observed in the assessed areas
of Classification Mariagement and Safeguarding, and arc detailed below.
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A. Classification Management

1. Observation: Two (2) employees were unable to recall the difference between original and
derivative classification, or of lhe related guidance for derivative classification authority.

Regnirement: Employees cleared for access to classified information shall receive training on
the principles of dcrivative classification, identifieation, and required markings (TD P 15-71,
Chapter III, Section 2.9).

Corrective Action: Both employees received on-the-spot training by Information Security
Specialist{{sJILE) ph the differenees between original and derivative classification, and
were given a copy of the curent ISOO handbook “Marking Classified National Security
Information”.

2. Observation: Two (2) ecmployees were aware of the requirement to report sceurity
incidents/violations, but did not know the reporting procedures.

Requirement: Deparimental Offices employees knowledgeable of the loss or possible
compromise of classified information shall immediately report the circumstances to DO scourily
officials (TD P 15-71 Chapter 11, Section 18.1).

Corrective Action: Both employees received on-the-spot fraining by Information Security
Specialist B on “spili” handling procedures and on the procedures for reporting
securily incidents/violations,

B. Safeguarding,

1. OQbservation: The SF 700 Securily Container Information Sheets were not properly updated
and the combination changed for the security containers in rooms {3 KGN

Requirement: Combinations on in-service cquipment shall be changed whenever a person
knowing the combination no Jonger requires access to it {TD P 15-71, Chapter V, Section 4.3),

Corrective Action: Coordinate with the Oflice of Security Programs, Physical Security Branch,
to have the security container combinations changed and new SF 700s prepared. Request for this

service may be submitted to wdf{@ireasury.gov.

2. Obseryation; *

(B)(7)e)

he SF 702 Security Container Check Sheets for the safes located in 100ms
ere not completed correctly.

Requirement: When an authorized person first opens the container on a given day, he or she
shall record the date, the actual iime, and his or her initials on the SF 702, ‘When the container is
finally locked at the close of business, the same person or another cleared employee shall record
the actual time and their own initials. On normatl business days, regardless of whether the
equipment was opened or not, the seenrity container shail be checked by its primary or alternate
custodians who have access to the equipment to ensure no surreptitious attempt has been made to
penetrate the security equipment (D P 15-71, Chapter 111, Section 3.6.b and ¢).

Corrective Action: Ensure the SF 702 is completed per the requirement.
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3. Obhservatien: Security (B)(?)(E) ' ocated in {IREMIEMand used to store classified
information designated Confidential and Secret, is a bar-lack cabinet not authorized for storing
classified information,

Requirement: Bar-lock cabinets are required to be phased out for storing Sceret and
Confidential information by DO/bureaus by October 1, 2012 (TD P 15-71, Chapter V, Section
2.10).

Correciive Acfion: All classified documents contained in the bar-lock cabinet must be removed
and stored in a GSA-approved securily conlainer,

P is required to report to OST within 45 days of this memorandum that all correclive actions for
each securily observation identified in section B, Safeguarding, have been completed. EP is to
provide a formal memorandum to OSP with actions taken in order to close out all scourity
observations,

If you have any questions regarding this memorandum, please contact ) »
Information Security Specialist, a‘Mr email [YECTINN ) rcasury. gov.
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MEMORANDUM FOR:  Michael W. Mason
Deputy Assistant Secretary for Security

FROM: (0)©)
irector, Office of Security Programs

SUBJECT: (U) Office of Security Programs Self-Inspection for 4™ Quarter
FY 2018

I. INTRODUCTION

{U) During the 4® Quarter FYI8, the Office of Security Programs (OSP) conducted self-
inspections during regular working hours to review, evaluate and assess individual Departmental
Offices’ (DO) collateral classification activities and assess employees’ compliance with
information security practices and procedures. These activities support the development of
corrective action plans to include tailored training initiatives. All inspections are conducted to
ensure that Treasury organizations meet the minimum standards for safeguarding collateral

- classified information. OSP's self-inspections are conducted in accordance with Executive Order
(EQ) 13526 and the Treasury Security Manual (TD P 15-71}), Chapter III, Section 21, "Self-
Inspection Program for Classified Information.”

(U) The DO inspected this quarter was International Affairs (IA). The inspector was {S3RA))
(G | Information Security Specialist. The OSP Self-Inspection Program Checklist was used
with the following areas being assessed: Classification Management, Equipment, Safeguarding,
Transmission and Transportation, Performance Evaluations, and Classification and Marking.

II. INSPECTION RESULTS
$E8H On August 28, 29, and September 12, 2018, OSP inspected the offices of IA located in the

Main Treasury Building and at 1750 Pennsylvania Ave, NW, Washington, DC, 20006, Durin
the inspection, OSP randomly selected IA cubicles in rooms . andﬁ
of the Main Treasury Building, and rooms of the Office of Technical

Assistance (OTA) at 1750 Pennsylvania Ave, NW, to evaluate and ensure employees were
complying with information security policy and procedures. OSP interviewed a total of 11
employees, and inspected six Treasury Secure Data Network (TSDN) workstations and nine
security containers. A total of 28 classified documents consisting of five memoranda, two
reports, and 21 e-mails were reviewed for proper classification and markings. The assessed areas
of Classification Management, Equipment, and Transmission and Transportation met the
standards outlined in the Treasury Security Manual (TD P 15-71). Discrepancies were observed
in the assessed areas of Safeguarding, Performance Evaluations, and Classification and Marking,
and are detailed below.

N e,
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A. Safeguarding,

1. f€HH Observation: The SF 700, Security Container Information forms, were not

properly updated and the combinations were not changed for the security containers in Main
(IXQPUS! (container numbers mm) and for security container

B 10cated in[CYJEBRS of the OTA facility at 1750 Pennsylvania Ave, NW.

(U) Requirement: Combinations on in-service equipment shall be changed whenever a
person knowing the combination no longer requires access to it or at least every three years,
unless conditions dictate sooner (TD P 15-71, Chapter V, Section 4.3).

(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, to have the security container combinations changed and new SF 700s prepared.
Request for this service may be submitted to wdf@treasury.gov.

2. f€E Observation: The SF 702, Security Contamer Check Sheets, for the safes located
in Main Treasury ((NUSIER (container numbers(e) KL= NN
TGN B (container number (QRELR)), an il (container
number SIRRS" and for security container [SYKEAI=IR in $2] (7) &) of the OTA facility
at 1750 Pennsylvama Ave, NW, were not completed correctly.

{U) Requirement: When an authorized person first opens the container on a given day, he
or she shall record the date, the actual time, and place his or her initials on the SF 702. When
the container is finally locked at the close of business, the same person or anather cleared
employee shall record the actual time and initial the document. On normal business days,
regardless of whether the equipment was opened or not, the security container shall be
checked by its primary or alternate custodians who have access to the equipment to ensure no
surreptitious attempt has been made to penetrate the security equipment (TD P 15-71,
Chapter HI, Section 3.6.b and cj.

(U} Corrective Action: Ensure the SF 702 is completed, per the requirement.

B. Performance Evaluations.

(U} Observation: Of the 11 employees interviewed, two employees were unable to provide
copies of their performance evaluation records for review, one had not yet been issued a
performance work plan, and one did not occupy a position requiring the critical performance
element for security. Out of the seven performance evaluation records that were reviewed
only one contained the required critical element for security.

(U) Requirement: Employees cleared for access to classified information whose duties
involve significant creation, generation or handling/processing of classified information shall
have a critical element for security in their individual performance evaluations (TD P 15-71,
Chapter I1I, Section 22).

(U) Corrective Action: Ensure all IA employees occupying positions designated in TD P
15-71, Chapter I1I, Section 22, have a critical element for security in their performance
evaluation records.
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C. Classification and Marking.

1. (U) Observation: One email and one memorandum used as transmittal documents to
forward classified attachments did not include the proper instructions for the classification of
the documents when separated from the classified attachments. These two documents were
unclassified when separated from the classified attachments.

(U) Requirement: Transmittal documents shall indicate, within the text, the highest level of
classified information it transmits. Where the transmittal itself is unclassified, the document
shall be marked as either: Unclassified When the Classified Enclosure {for letters), is
Detached; or Unclassified When Classified Attachment {for memos) is Detached (TD P 15-
71, Chapter III, Section 5.24 and 6.8).

(U) Corrective Action: On-the-spot training on the proper marking of unclassified emails
used as transmittal documents for classified attachments was provided b to the
employee.

2. (U) Observation: 17 classified emails, one classified memorandum, and one report were
missing portion markings.

(U} Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature
blocks, bullets and other portions within slide presentations, and the like, shall be marked to
indicate which portions are classified and which are unclassified. Markings on classified
information in cables, message traffic, and maintained in electronic format such as e-mail,
shall conform to the same requirements as for hard-copy documents {TD P 15-71, Chapter
111, Section 6.2.a.(4) and 6.6.a}.

(U} Corrective Action: On-the-spot training regarding the proper application of portion
markings was pravided by m to the employees,

3. (U) Observation: One classified memorandum was missing the “Classified By” line.

(U) Requirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By” line (TD P 15-71, Chapter III,
Section 6.4.a).

(U} Corrective Action: On-the-spot training regarding the “Classified By” line was
provided by [(o}N()I to the employee.

4. (U) Observation: One classified memorandum was missing the “Derived From” line,

(U) Requirement: The identification of the source(s) and date(s) of the source(s) shail be
listed on the “Derived From” line, including the agency and, where available, the office of
origin, and the date of the source or guide used (TD P 15-71, Chapter [II, Section 6.4.b).

{U) Corrective Action: On-the-spot training regarding identification of derivative sources
was provided by{e}R(SI I (o the employee.

Skl
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5. (U) Observation: One classified memorandum was missing the declassification
instructions.

(U) Requirement: Derivative classifiers shall carry forward instructions on the “Declassify
On" line from the source document to the derivative document, or the declassification
instruction from an approved security classification guide (TD P 15-71, Chapter II1, Section
6.4).

(U) Corrective Acton: On-the-spot training regarding declassification instructions was
provided by (e} R(SHNE (0 the employee.

6. (U) Observation: Four classified emails did not identify the derivative classifier by name
and position title; rather, only the employees’ initials were used. Eight emails were missing
the titles of the classifiers.

(U) Requirement: DQO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By” line {TD P 15-71, Chapter III,
Section 6.4.a}.

(U) Corrective Action: On-the-spot training regarding the "Classified By” line was
l (o the employees.

7. (U) Observation: Three memoranda citing “Multiple Sources” in the “Derived From”
portion of the classification authority block did not identify the sources used.

(U) Requirement: When a document is classified derivatively on the basis of more than one
source document or security classification guide, the “Derived From™ line shall show the
phrase “Multiple Sources” and the derivative classifier shall include a listing of the source
materials either on, or attached to, each derivatively classified document (TD P 15-71,
Chapter III, Section 6.4.c).

(U) Corrective Action: On-the-spot training regarding the use of “Multiple Sources” was

provided by (b)(@) to the employees.

III. SUMMARY OF OBSERVATIONS

A. (U) Classification Management. Within the DO inspected, 11 assigned individuals cleared
for access to classified information were interviewed. All personnel interviewed demonstrated a
fundamental level of awareness regarding their responsibilities to properly handle, store,
transmit, and derivatively classify national security information.

B. (U} Equipment. The SF 710, Unclassified Label, was applied by {{SSK(JI to ali
unclassified equipment not properly labelled within the cubicles and offices surveyed, such as
photocopiers, printers, and computers, used only for unclassified processing in mixed
enviranments where both classified and unclassified information processing occurred.

C. (U) Safeguarding. Nine GSA appraved security containers were in the immediate vicinity
of the cubicles/offices inspected. However, only three were able to be opened for review; the SF
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700, Security Container Information forms, in these three containers had not been updated and
the combinations changed as persons knowing the combinations no longer required access to the
security containers, or the combinations had not been changed within the past three years.
Additionally, in nine instances the SF 702, Security Container Check Sheet, was not correctly
completed. The most common error was that the daily opened by/closed by/checked by blocks
were not filled in. Collectively, these deficiencies make it difficult to assess whether proper
open/close procedures are being followed and make it difficult to determine who actually is
responsible for the contents of the security containers. As a side note, most of the safes were not
in active use, and contained classified documents of unknown value or need for continued
refention. None of the documents in the safes were reviewed for classification markings as none
of the individuals with access to the safes were the authors of those documents,

D. (U) Transmission and Transportation. Collateral classified information/material was
assessed as being properly transmitted only on TSDN. All of the individuals interviewed were
familiar with the requirements for properly packaging collateral classified documents for
transportation.

E. (U) Performance Evaluations. Of the 11 employees interviewed, two were unable to
provide copies of their performance evaluation records for review, one had not yet been issued a
performance work plan, and one did not occupy a position requiring the critical performance
element for security. Out of the seven performance evaluation records that were reviewed only
one (1) contained the required critical element for security.

F. (U) Classification and Marking. 28 classified documents consisting of memoranda, emails,
and reports were reviewed. All of these documents were reviewed on TSDN. Of these, 22 were
assessed as being improperly marked. The most common error was that portion markings were
not properly applied to 19 documents. Twelve documents did not properly identify the
derivative classifiers by either full name or were missing the title of the classifier. One email
used as a transmittal document to forward classified attachments did not include the proper
instructions for the classification of these documents when separated from the classified
attachments. Additionally, one memorandum was missing the classification authority block
identifying the derivative classifier, source(s) of derivation, and the declassification instructions.
Failure to properly mark classified documents makes it difficult for document owners and
recipients to readily identify the proper document safeguarding, handling and transmission
requirements, increasing the risk of either a data spillage or inadvertent disclosure of classified
information.

Classified Document Review Totals
Total number of documents reviewed 28
Number of documents with discrepancies 22
Percentage of documents with discrepancies 79%
Total number of discrepancies 38
Average number of discrepancies per document 1.7
5
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

January 2, 2018
MEMORANDUM FOR:
FROM: AL
Director, Qffice of Sceurity Program
SUBJECT: Ofttice of Security Programs Sclt'-lnspcon for 1 Quarter

Fiscal Year (FY) 2018

I. INTRODUCTION

During the 1st Quarter FYI8, the Office of Security Programs (OSP) conducted a self~nspection
during regular working hours to review, evaluate and assess individual Departmentat Offices
collateral classification activities and assess employees’ compliance with information security
practices and procedures. These activities support the development of corrective action plans to
include tailored iraining initiatives. All inspections are conducted to ensure that Treasury
organizations meet the minimuwin standards for safcguarding collateral classified information.
OSP's self-inspections are conducted in accordance with Execulive Order (EQ) 13526 and the
Treaswy Security Manual TD P 15-71, Chapter Iil, Section 21, "Self-Inspection Program for
Classified Information",

The Departmental thce mspected this quarter was the Office of General Counsel (OGC). The
mSpechs werd TG I Dcputy Director, Office of Security Programs, and [{{SHiS)
Yy formation Security Specialist. The OSP Self-Inspection Program Checklist
was uscd fo assess the following areas: Classification Management, Equipment, Safeguarding,
Transmission and Transportation, Perforinance Evaluations, and Classification and Marking.

1L, INSPECTION RESULTS

Office of Gencral Counsel

On December 20, 2017, OSP inspected the offices of OGC located in the Main Ticasury
building. During the inspection, OSP randomly sefected OGC rooms [GYREAN=I)

‘jl" fto evaluate and ensure employees were complying with information security policy and
procedures, OSP interviewed a tolal of four (4) employees, and inspected two (2) Treasury
Secure Data Network (FSDN) workstations and two (2) security containers. Ten (10) classified
documents consisting of a cable/message, memoranda/letters, and e-mails were reviewed for
proper classification and markings. The assessed arcas of Classification Management, and
Transmission and Transportation, met the standards outlined in the Treasury Security Manual
{I'D P 15-71). Performance Evalualions were not assessed as none were available for review,

N and

2021-FOIA-00182/039




Discrepancies were observed in lhe assessed arcas of Equipment, Safeguarding, Transmission
and Transportation, and Classification and Marking, and are detailed below.

A. Equipment

1. Observation: The Standard Form (SF) 710, Unelassified Label, was not used to label
equipment, such as photocopiers, printers, and computers, used only for unclassified processing
in mixed environments where both classified and unclassified information processing occurred.

Requirement: The 8F 710, Unclassified Label, shall be used in a mixcd environment in which
classified and unclassified materials are being processed oy stored (TD P 15-71, Chapter 111,
Section 3.9).

Corrective Action: Obtain and label all unclassified cquipment in those workspaces/offices
where either classified materials or information are processed or slored.

B. Safeguarding.

1. Observafion: The Standard Form (SF) 700 Sceurity Container Information Sheet was not
propetly updated and the combination changed for the security container in [GHKEESNEN

Requirement: Combinations on in-service equipment shall be changed whenever a person
knowing the combination no longer requires access to it (TD P 15-71, Chapter V, Scction 4.3).

Correetive Action: Coordinate with the Office of Security Prograins, Physienl Security Branch,
to have the security container combination changed and a new SF 700 prepared.

2. Observatiun The SF 702 Security Container Check Sheets for the safes Iocated in rooms

Requirement: When an authorized person first opens the container on a given day, he or she
shall record the date, the actual time, and his or her initials on the SF 702. When the container is
finally focked at the close of business, the samne person or another cleared cmployee shall record
the actual time and their own initials. On normal business days, regardless of whether the
equipment was opened or not, the securily conlainer shall be checked by its primary or alternate
custodians who haye access to the equipment to ensure no surreptitious attempt has been made to
penetrute the security equipment. (TD P 15-71, Chapter IH1, Section 3.6.b and c).

Corrective Action: Ensurc the SF 702 is completed per the requircment.

3. Obgervation; End-of-day sccurily chcckq were not documnented on the SF 701 Activity
Security Checklist for (XS TNGNGGGGNG

Requirement: TD P 15-71, Chapter 1I1, Section 3.5 does not specifically require the completion
of the SF 701 for offices or secure work areas that arc not an Open Storage Area or Sensitive
Compartmented Information Facility, However, this is a “Best Security Praclice” that enhances
the security-in-depth posture of the Department of the Treasury.

Corrective Action: OSP recommends that the SF 701 be completed.
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4, Observation; Window blinds were not closed in offices while classified information was
processed on classified information systems.

Requirement: In TSDN work areas all windows which might reasonably afford visual
observation of personnel, documents, material, or activities within the space, shall be made
opaque or equipped with blinds, drapes, or other coverings to preclude observation (TD P 15-71,
Chapter V, Sections I and 8.2 e).

Corrective Action: Ensure all exterior windows are made opaque or the blinds/drapes closed
while classified information is processed within office spaces.

C. Classification and Marking.
1. Observation: Four (4) classified emails were missing portion markings.

Requirement: Each portion of a document, ordinarily a paragraph, but including subject, titles,
graphics, tables, charts, bullet statements, subparagfaphs, classified signature blocks, bullets and
other portions within slide presentations, and the like, shall be marked to indicate which portions
are classified and which are unclassified. Markings on classified information in cables, message
traffic, and maintained in efectronic format such as e-mail, shall conform to the same
requirements as for hard-copy documents (TD P 15-71, Chapter I, Section 6.2.a.(4) and 6.6.a).

Corrective Action: Ensure portion markings are used in all classified documents in accordance
with the requirement.

2. Observation: Two (2) memoranda/letters and one (1) email were missing the Derivative
Classifier, Source, and Declassification Date/Event.

Requirement: Documents are required to identify the derivative classifier by name and
position, or by personal identifier, in a manner that is immediately apparent on each derivatively
classified document on the “Classified By” line. Derivative classifiers shall identify the
source(s} and date(s) of the source(s) of derivative classification in the “Derived From” line, and
carty forward instructions for declassification datefevent in the “Declassify On™ line (TD P 15-
71, Chapter III, Section 4).

Corrective Action: Ensure employees identify the Derivative Classifier, Source(s), and
Declassification Date/Event in all slide presentations pey the requirement.

3. Observation: Two (2) emails used as transmittal documents were not properly marked. The
emails were mmarked as classified based on the classification level of the attachment, but were
unclassified without the attachment.

Requirement: Emails used as transmittal documents must bear proper classification markings
to alert users of the highest classification level of any classified information attached or enclosed.
The transmittal email shall also include conspicuously on its face the statement “npon Removal
of Attachments, this Document is (indicate Unclassified or correct classification level)” (TD P
15-71, Chapter 111, Sections 6.8).
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Corrective Action: Ensure ¢mails used as transmittal documents are marked per the
requirement.

. SUMMARY OF OBSERVATIONS

A. Classification Managemeni. All personne! interviewed demonstrated a fundamental level
of awareness regarding their responsibilities to properly handle, store, transmit, and derivatively
classify national security information.

B. Equipment. The Standard Form {SF) 710, Unclassified Label, was not used to label
equipment, such as photocopiers, printers, and computers, used only for unclassified processing
in mixed environments where both classified and unclassified information processing occurred.
Failure to label unclassified equipment, particularly Information Technology equipment,
increases the risk for data spillages or inadvertent disclosures of classified information.

C. Safeguarding. Classified documents were stored in GSA dpproved security containers
(safes). However, the SF 702, Security Container Check Sheets, were not being completed
correctly, The most common error was that the daily opened by/closed by/checked by blocks
were not filled in. Additionally, in one instance, the SF 700, Security Container Information
sheet, was not being updated and the safe combination changed as persons knowing the
combination no longer required access to the security container. Collectively, these deficiencies
make it difficult to assess whetber proper open/close procedures are being followed and make it
difficult to determine who actually is responsible for the contents of the security container.

D. Transmission and Transportation. Collateral classified information/material was assessed
as being properly transmitted only on the TSDN. None of the individuals interviewed ever had
any requirement to courier classified documents.

E, Performance Evaluations. Performance evaluation plans were not available for review.

F. Classification and Marking, Ten (10} classified documents consisting of a cable/message,
memoranda/letters, and e-mails were reviewed. Of these, six (6) were assessed as being
improperly marked. The most common error was that portion markings were not applied. In all
instances these deficiencies oceurred in documents maintained and transmitted in TSDN, which
affords some degree of protection from inadvertent disclosure or spillage. However, failure to
property mark classified documents in the TSDN environment makes it difficult for document
owners and recipients to readily identify the proper document handling and transmission
requirements, which increases the risk for inadvertent disclosures.

Document Review Totals
Total mamber of documents reviewed 10
Number of documents with discrepancies 6
Percentage of documents with discrepancies 60%
Total number of discrepancies 9
Average number of discrepancies per document 1.5
4
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

May 24, 2018

MEMORANDUM FOR; Luke Ballman
Deputy Assistant Secrctary, Legislative Affairy

FROM: .
Dxrector, Office of Seenrity Programs
SUBJECT: Legislative Affairs Self-Inspection Findings and Corrective

Actions

The Office of Security Programs (OSP) conducted on Macch 26, 2018, a self-ingpection of the
offices of Legislative Affairs (LA) located in the Main Treasury building. The purpose of this
inspection was to review, evaluate and assess [.A’s vollateral classificalion activities as well as
employees’ compliance with information security policies and procedures in order to ensure that
LA met the minimum standards for safeguarding collatcral classified information. OSP's self-
inspections are conducted in accordance with Executive Order (EO) 13526 and the Treasury
Secutity Manual 1D P 15-71, Chapter II, Section 21, "Self-Inspection Program for Classified
Information"”, The OSP Self-Inspection Program Checklist was used with the following areas
being assessed: Classification Management, Equipment, Safeguarding, Transmission and
Transportation, Performance Fvaluations, and Classification and Marking.

During the inspection, OSP randomly selected LA (b) (7)(E) _ ) _
evaluate and ensure employees were complying with information security policies and
procedures., OSP interviewed six {6) cmployees cleared for access 1o classified national security
information; and mspectcd four (4) security containers. The three sccurity conlainers located in
oy{7ey er¢ unable to be opened and inspected as the current custodians
did not have a tecord of the combinations and had themselves never accessed the safes. The
security container located in (B)( )(e) ras opened and the classified documents reviewed;
none of the classified documents were prepared by LA personnel, and the newest document was
prepared in 2013, No classified documents were assessed for Class;ﬁcahnn a.nd Marking as
none of the employees interviewed prepared classified documents. (TN the only
room in LA containing a TSDN terminal. However, emails were not mwcwcd for Classification
and Marking sincc the employee was uneble 1o connect to the server. LA claimed no derivative
classification decisions in its Agency Scourity Classification Management Program Data (SF
311) report submitted in FY 2017, Performance Evaluations were not assessed as none of the
interviewed employees performed duties involving the significant creation, generation or
handting/processing of classified information. The nssessed area of Equipment met the standards
outlined in the Treasury Security Manual (TD P 15-71). Discrepancies were observed in the
assessed aveas of Classification Management and Safeguuarding, and are detailcd below,
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A, Classification Management

Observation: 1hree (3) employees were unable to recall the difference between original and
derivative classification, or of the related guidance for derivative classification authority.

Requirement: Employees cleired [or access to classified information shall receive training on
the principles of derivative classification, identification, and required markings (I'D P 15-71,
Chapter I, Section 2.9).

Corrective Action: All threc employees received on-the-spot training by Information Security
Specialist (CHSSTINMon (he differences between original and derivative classification, and
were given a copy of the current ISO0O handbook “Marking Classified National Security
Information”.

B. Safeguarding

1. Observation: The SF 700 Security Container Information Sheets were not

 Sheets were not property updated
and the combination changed for the security containers in [((CJRESIE=S NN

Requirement: Combinations on in-service equipment shall be changed whenever a person
knowing the combination no longer tequires aceess to it (TD P 15-71, Chapter V, Section 4.3).

Corrective Action: Coordinaie with the Office of Sceurity Programs, Physical Security Branch,
to have the security container combinations changed and new SF 700s prepared. Request for this
service imay be submitted to wd ftdtreasury.goy.

2. Observation: The SF 702 Sccurity Container Check Sheets for the safes located in rooms
IS ¢ ¢ ot completed comectly.

Requirement: When an authorized person first opens the container on a given day, he or she
shall record the date, the actual time, and his or her initials on the SF 702. When the conlainer i3
finally locked at the close of business, the samc person or another cleared employee shall record
the actual time and their own initials. On normal business days, regardless of whether the
equipment was opened or not, the securily container shall be checked by its primary or alternale
custodians who have access to the equipment to ensure no surreptitious attempt has been madce to
penetrate the security equipment (TD P 15-71, Chapter 111, Section 3.6.b and c).

Corveclive Aclion: Lnsure the S 702 is completed per the requirement,

LA is required to report to OSP within 45 days of this memorandun that all corrective actiotts
the two security observation identified in section B, Safeguarding, have been completed. LA is
to provide a formal memorandwm to OSP with actions laken in order to close out ali security
findings.

If you have any questions regardin > this memorandum, please contac 5) (6
Information Security Specialist, atlg or email (b 6)
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C,

January 25, 2018

MEMORANDUM FOIt: Paul Abern
Assistant General, Office of General Counsel

FROM:
SUBJECT: FY18 1Q Self-Inspection Findings and Corrective Actions

The Office of Security Programs (OSP) conducted on December 20, 2017, a self-inspection of
the Office of General Counsel (OGC) located in the Main Treasury building. The purpose of this
inspection was to review, evaluale and assess QGC’s collateral classification activities as well as
employees’ compliance with informalion sceurity policies and procedures in order to ensure that
OGC mel the minimuny standards for safeguarding collaieral classified information. OSP's self-
inspections are conducted in accordance with Execulive Qrder (EQ) 13526 and the Treasury
Security Manual TD P 15-71, Chapter 111, Section 21, "Self-Inspection Progran: for Classified
Information". The Q8P Self-Inspection Prograin Checklist was used wilh the following arcas
being osgessed: Clasaification Manogement, Equipment, Sofeguarding, Transmission and
Transpoitation, Performance Evaluations, and Classification and Marking,

During the inspection, OSP randomly selected OGC [{SIREOI(=))
cvaluate and ensure emnployees were complying with iformation secunty policies and
procedures. OSP interviewed a total of four {4) employees, and inspected two (2) Treasury
Secure Data Nelwork (TSDN) workstalions and two (2) security containcrs. Ten (10) classified
documents consisting of a cable/messape, memoranda/letters, and e-mails were reviewed for
proper classilication and markings. The assessed areas of Classification Management, and
Transmission and Transportation, met the standards outlined in the Treasury Security Manual
(TD P 15-71). Performance Evaluations were not assessed as none were available for review.
Discrepancics were observed in lhe agsessed areas of Equipment, Safeguarding, Transmission
and Transportation, aud Classification and Marking, and are detailed below.

A, Equipment

L. Obhservation: The Standard Forin {(SF) 710, Unclassified Label, was no{ uscd 1o label
equipment, such as photocopiers, printers, and computers, used only for unclassified processing
in mixed environments where both classified and unclassified information processing oceurred.

Reguirement: The SF 710, Unclassified Label, shall be used in a mixod environment in which
classified and unclassified materials are being processed or stored (TD P 15-71, Chapter 11,
Section 3.9).
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Corrective Action: Obtain and label all unclassified equipment in those workspaces/offices
wherc either classified materials or information are processed or stored.

B. Safeguarding,

1. Observation: The Standard Form (SF) 700 Security Container Information Sheet was not-
properly updated and the combination changed for the security contaner in (KGN

Requirement; Combinations on in-service equipment shall be changed whenever a person
knowing the combination no longer requires access to il (TD P 15-71, Chapter V, Scction 4.3).

Corrective Action: Coordinate with the Office of Security Programs, Physical Security Branch,
to have the security container combination cbanged and a new S¥ 700 prepared. '

2. Obscrvation: The SF 702 Security Container Check Sheets tor the safes located in rooms
' cre not completed conectly,

(B {7HES

Requiremeni: When an authorized person {irst opens the container on a given day, he or she
ghall record the date, the actual time, and his or her initials on the SF 702. When the container is
Anally locked at the close of business, the same person or another cleared employce shall record
the actual time and theit own initials. On normal business days, regardiess of whether the
equipment was opened or not, Lhe security container shall be checked by its primary or alfernale
custodians who have access 10 the equipment to ensure no surreptitious attempt has been made to
penetrate the secority equipment. (TD P 15-71, Chapter I, Section3.6.b and c).

Corrective Action: Dnsure the SF 702 is completed per thie requirement.
3. Observation: End-of-day security checks were not documented on the SF 701 Activity
Security Checklist for ({S) NESI(=Y!

Requirement: TD P 15-71, Chapter I, Section 3.5 does not specifically reguive the completion
of the ST 701 for offices or secure work areas that are not an Open Storage Area or Scusitive
Compartmented Information Facility. However, this is a “Best Security Practice” that enhances
the security-in-depth posture of the Department of the Treasury.

Corrective Action: OSP recomumends that the SF 701 be complcted.

4. Observation: Window blinds were not closed in offtces while classified infonmation was
processed on classified information systems.

Requirement: In TSDN work areas afl windows which might reasonably afford visual
observation of personnel, documents, material, or activities within the space, shal} be made
opaque or equipped with blinds, drapes, or other coverings to preclude observation (TD P 15-71,
Chapter V, Sections 1 and §.2.¢).

Corrective Action: Ensure all exierior windows are made opaque or the blinds/drapes closed
while classified information is processed within office spaces.
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C. Classification and Marking,
1. Observation: Four (4) classificd emails were missing porlion markings,

Requirement; Each poriion of a document, ordinarily a paragraph, but including subject, titles,
graphics, tables, charts, bullet statements, subparagraphs, classified signature blocks, bullcts and
other portions within slide presentations, and the like, shall be marked to indicate which portions
are classified and which are unclassified. Markings on classified information in cables, message
traffic, and maintained in electronic format such as e-mail, shall conform to the same
requirements as for hard-copy documents {(TD P [5-71, Chaptcr III, Section 6.2.a.(4) and 6.6.2).

Corrective Action: Ensure portion markings are used in all classified doeuments in accordance
with the requirement.

2. Observation: Two (2) memoranda/letters and one (1) emai! were missing the Derivative
Clagsifier, Source, and Declassification Date/Event,

Regumirement: Documents are required to identify the derivative classifier by name and
pusition, or by personal identifier, in a manner that is immediately appacent on each derivalively
classified document on the “Classified By” line. Derivative classificrs shall identify the
source(s) and date(s) of the source(s) of derivative classification in the “Derived From™ line, and
carry Torward instractions for declassification date/event it the “Declassify On” line (TD P 15-
71, Chapter HI, Section 4).

Correetive Action: Ensute employees identify the Derivative Classifier, Source(s), and
Declassification Date/Event in all slide presentations per the requirement.

3. Observation: Two (2) emails used as transmittal documents were not propetly marked. The
emails were marked as classified based on the classification level of the attachment, but were
unclassified without the attachment.

Reguirement: Emails used as (ransmittal documents must bear proper classification markings
to alert uscrs of the highest classification level of any classified information attached or enclosed.
The transmittal email shall also include conspicuously on its face the statement “upon Removal
of Attachtnents, this Document is (indicate Unclassified or correct classification level)” (TD P
15-71, Chapter 111, Sections 6.8).

Corrective Action: Ensure emails uscd as transmittal documents are marked per the
requitcment.

OGC is requived to repost to OSP within 45 days of this memorandum that all corrective actions
for each security observation identified above have been completed. OGC is to provide a formal
memarandum to QOSP with actions taken in order (o close out all security findings.

If you have any questions regarding this mewnorandum, please coniact {(SS X TG
Information Security Specialist, atmﬁ enmail [ NC) IR treasury. gov.
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DEPARTMENT OF THE TREASURY
WASHINGTOMN, D.C.

MEMORANDUM FOR:  Michael W, Masord

Dieputy Assistant Secrefary for Security, b \ / 6 '
o (b)(6)

Du ector, Qffice uf Securily Prog

SUBIJECT: ~ (U) Office of Sccurity Programs Self-Inspection for 3 Quarter
FY 2018

1. INTRODUCTION

(U) During the 3™ Quarter FYI8, the Office of Security Programs (OSP) conducted self-
inspections during regular working hows to review, evaluate and assess individual Departmental
Offices {(DO) collateral classification activities and assess employees’ compliance with
information security practices and procedures, These activitics support the development of
corrective action plans to include tailored training initiatives, All inspections are conducted to
ensure that Treasury organizations meet the minimum standards for safegnarding collateral
classified information. OSP's seli-inspections are conducted in accordance with Executive Otder
(EQ) 13526 and the Treasury Seewrity Manual TD P 15-71, Chapter Iff, Section 21, "Seltf-
Inspection Program for Classified Information®.

(U) The DO inspected this quarter were Domestic Finance (DF), and the Office of Terrorist
Financing and ¥inanciol Crimes (TFFC), The inspector was {{s)1{e)] Information
Security Specialist. The OSP Self-Inspection Program Checklist was used with the following
areas being assessed: Classification Management, Equipment, Safeguarding, Transmission and
Transportation, Performance Evaluations, and Classification and Marking,.

11 INSPECTION RESULTS

A. Domestic Finance

<€BHrOn May 16 and 17, 2018, OSP inspected the offices of DF located in the Main Treasury
building. During the inspection, OSP randomly selected DF cubicles in [ KERIE)
evaluate and ensure employces were complying with information security policy and procedurea
OSP interviewed a total of eight (8) employees, and inspected five (5) Treasury Secure Dalta
Network (TSDN) workstations and one (1} sccurity confainer, Of the five (5) TSDN
workstations inspeeted, three (3) were not able to be assessed due to either network connectivity
issues or equipment not functioning. A tolal of 15 e-mails on TSDN werc reviewed for proper
classification and markings. The assessed areas of Equipment, and Transmission and
Transpostation met the standards outlined in the Treasury Security Manual (TD P 15-71).

2021-FOIA-001 82/() -




Discrepancies were observed in the assessed areas of Classification Management, Safeguarding,
Performance Evaluations, and Classification and Marking, and are detailed below.

1. Classification Management.

(U) Observation: Two (2) employees were unable to recall the difference between original
and derivative classification, or of the retated guidance for detivative classificalion authority.

() Reguirement: Employees cleared for aceess to classified information shall receive -
training on the principles of derivative classification, identification, and required markings
(1D P 15-71, Chapter HI, Section 2.9),

(U) Corrective Action: The employces received on-the-spot ttaining by
differences between original and derivative classification.

2. Safegnarding,

a. ¥EEP Obscervation: The SF 700 Security Container Information Sheet was not properly
updated and the combination changed for the security container in room 3312,

() Requirement: Combinations on in-service equipment shall be changed whenever a
person knowing the combination no longer requires access to it or at least every thrce years,
unless conditions dictate sooner {TD P 15-71, Chapter Y, Section 4.3).

() Corrective Action: Coordinatc with the Office of Security Programs, Physical Security
Braneh, to have the security container combinations changed and new S 700s prepared.
Request for this service may be submitted to wdfi@itreasury.gov.

b. €€BHy Obscrvation: The SF 702 Security Container Check Sheets for the sale located in
GRS 25 not completed correcily. The last date of entry was September 23, 2016.

(U) Requirement: When an authorized person first opens the container on a given day, he
or shc shall reeord the date, the actual time, and his or her initials on the SF 702, When the
container is finally locked at the close of business, the same person or another cleared
employee shall record the actual time and their own initials. On normal business days,
regardless of whether the equipment was opened or not, the security container shall be
checked by its primary or alternate custodians who have access o the equipment 10 ensure no
surreplitious attempt has been made to penetrate the security equipment (1D P 15-71,
Chapter 111, Section 3.6.b and c).

(1) Corrective Action: Ensure the SE 702 is completed per the requirement. )

3. Performance Evafuations.
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(U) Requirement: Employees cleared for access to classified information whose dulies

involve sipnificant creation, generation or handling/processing of classified information shall
have a critical element for security in their individual performance evaluations (TD P 15-71,
Chapter 11, Section 22). ’

(1)) Corrective Action: Ensure all DI employees have a critical element for sccurity in their
performance evaluation records,

4, Classification and Marking,
a. (U) Observation: Thirteen (13} classified emails were missing portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, praphics, tables, charts, bullet statements, subparagraphs, classified signature
blocks, bullets and other portions within slide presentations, and the fike, shall be marked to
indicate which portions are classified and which are unclassified. Markings on classified
information in cables, message traffic, and maintained in electronic format such as e-mail,
shall conform 1o the same requiremenis as for hard-copy documents (TD P 15-71, Chapler
HI, Section 6.2.0.(4) and 6.6.a).

(U) Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided by {{sSJ () Il (he cinployces.

b. {U) Observation: One (1) cmail marked as “Scorel” way overclassified. ‘The email did
not have any attachments and the information contained in the {ext of the email was
unclassified,

(U) Requirement: Information shall not be classified unless it has been determined pursuant
to Executive Order 13526 or any predecessor order to require protection against unauthorized
disclosure (TD P 15-71 Chapter 111, Sections 5.4 and 5.6).

(1)) Corrective Action: On-the-spot training regarding safeguarding from over-
classification was provided b to the emnployee.

¢. (U) Observation: Six {(6) emails used as transmittal documents forwarding classified
atlachments did not include the proper instructions for the classification of the emails when
separated from the classified attachment, These six (6} emuils were unclassified when
separated from the classified attachments.

() Requirement: Emails used as transmittal documents shall indicate within the text the
highest level of classified information it transmits, Where the transmittal itself is
unclassified, the email shall be marked as cither: Unclassified When the Classified
Enclosure (for letters), is Detached; or Unclassified When Classified Atlachment {for
memos) is Detached (TD P 15-71, Chapter 1, Section 5.24 and 6.8).

(U} Corrective Action: On-the-spol training on the proper marking of unclassified emails
used as transmittal docwnents for classified attachments was provided hy (b) (6) Jo the
employee. -
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B. Office of Terrorist Financing and Financial Crimes

'K"B‘ij’On Md}’ 22, 2018, OSP ingpected the offices of TFFC, located in the Mdll‘l Treasury
ring the inspection, OSP randomly sefected cubicles in rooms § =
b3 {7 ){ E\ . 111 order to evaluate and ensure compliance with mjormatwn sccumy
policy and procedures OSP interviewed nine (9) employees cleared for access to national
security information; and inspecied eight (8) Treasury Sceure Data Network (TSDN)
workstations and inspected five (5) security conlainers. A total of 49 classified documents
consisting of 19 memoranda, one (1) PowerPoint presentation, and 29 e-mails were reviewed for
proper classificalion and markings. The assessed areas of Classilication Management,
Equipment, and Transmission and Transportation and met the slandards outlined in the Treasury
Security Mapua] {(T'D P 15-71). Discrepancies were observed in the assessed areas of
Safeguarding, Performance Evaluations, and Classification and Matking, and are detailed below.

(

1. Safeguarding.

a, YWy Observation: The SF 700 Sceurity Container Information Sheets were not
properly updated and thc combination changed for the security containers in rooms RS
(Dy(7THE) '-

(U) Requirement: Combinalions on in-service eqnipment shall be changed whenever a
person knowing the combination no longer requires access Lo it or at least cvery Lhree years,
naless conditions dictate sooner (TD P 15-71, Chapter V, Seclion 4.3).

(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, to have the security container combinations changed and new SF 700s prepared.
Request for this service may be submitted to wdfi@ireasury.gov.

b. '(EH‘)'Observatmn. The SF 702 Secwrily Container Check Sheets for the safes loeated
i _ ' fwere not completed correctly.

(U) Requiremment: When an authorized person frst opens the container on a given day, he
ot she shall record the date, the actual time, and his or her initials on the SF 702. When the
container is finally focked at the close of business, the same person or another clearcd
employee shall record the actual lime and their own initials. On normal business days,
regardless of whether the equipment was opcned or not, the security container shall be
checked by its primary or aliernate custodians who have access to the equipment to ensure no
surreplitious attempt has been made to penetrate the security equipment (TD P 15-71,
Chapter 111, Section 3.6.b and c).

(U) Corrective Action: Ensure the SF 702 is completed per the requirement.
2. Performance Evaluations.

(U) Observation: Of the nine (9) employees interviewed, only four (4) employees were able
to provide copies of their performance evaluation records for review. All four (4)
performance evaluation records did not contain a required eritical element for security.
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(U) Requircment: Employees cleared for access 1o classified information whose duties
involve significant creation, generation or handling/processing of classified information shall
have a critical efement for security in their individual performance evaluations (TD P 15-71,
Chapter III, Section 22).

(U) Corrective Action: Ensuic all TFFC employees have a critical element for security in
their performance evalvation records.

3. Classification and Marking,.

a. (U) Observation: 23 classificd emails, nine (9) classified memoranda, and one (1)
PowerPoint presentation were missing portion markings,

(U) Reguirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, charls, bullet statements, subparagyaphs, classified signature
blocks, bullets and other portions within slide presentations, and the like, shall be marked to
indicate which portions are classified and which arc unclassified. Markings on clagsified
information in cahles, message traffic, and maintained in elecironic format such as c-mail,
shall conform to the same requitements as for hard-copy documnents (TD P 15-71, Chapter
Il[, Section 6.2.2.(4) and 6.6.a).

(U) Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided bym the employees.

b. (U) Observation: Seven (7) classified memorandum and three (3) classified emails were
missing the “Classified by line.

(U) Requirement: DO/bureau documents ate required to identify the derivative classifier by
name and position or by personal identifier, in 2 menner that is immediately apparent on each
derivatively classified document on the “Classificd by” line (TD P 15-71 Chapter 111, Section
0.4.2).

(U) Corrective Action: On-the-spot training regarding the “Classified by™ line was
provided by EiliINNE o the employees.

¢. (U) Observation: Seven (7) classified memorandum were missing the “Derived from”
linc. ‘

(U) Requirement: The identification of the source(s) and date(s) of the source(s) shall be
listed on the “Derived from” line, including the agency and, where available, the office of
origin, and the date of the source or guide used (TD P 15-71, Chapter I1I, Section 6.4.h),

(U) Corrective Action: On-the-spol training regarding identification of derivalive sources
was provided by [[SS NI to the employees.

d. (U) Observation: Seven (7) classified memoranda were missing the declassification
instructions.
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(U) Requirement: Derivative classifiers shall carry forward instructions on the “Declassify
on” line from the source document to the derivative document, or the declassification
instruction from an approved security classification guide (TD P 15-71 Chapter I1I, Section
6.4).

(U) Corrective Action: On-the-spot training regarding declassification instructions was
provided by {SJEGHI (o ihe employee.

¢. {U) Observation: Ten (10) classified emails did not identify the derivative classifier by
name and position title; rather, only the employees® initials were used.

(U) Requirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparcnt on each
derivatively classificd document on the “Classified by” line (TD I* 15-71 Chapter 11, Section
6.4.2).

(U) Corrective Action: On-the-spot training regarding the “Classified by” line was
provided by[{s§N(3 NN to the cmployees,

f. (U) Observation: Three (3) emails used as transmiftal documents forwarding classified
attachments did not include the proper insiructions for the classification of the emails when
separated from the classified attachment. These five emails were either classified as
“Confidential” or “1J nclassified” when separated from the clussified attachments.

(U) Requirement: Emails used as transmittal documents shall indicate within the text the
highest level of classified information it transmits. Where the transmittal ilself is
unclassified, the email shall be marked as either: Unclagsificd When the Classified
Enclosure (for letters), is Detached; or Unelassified When Classified Attachment (for
memos) is Detached (TD P 15-71, Chapter 1, Section 5.24 and 6.8).

(U) Correetive Action: On-the-spot training regarding use of emails as transmittal
documents was provided by [f SINGIRN 1o the employees.

[il. SUMMARY OF OBSERVATIONS

A.. (U) Classification Management. Within the Departmental Offices inspected, 17 assigned
individuals cleared for access to classified information were intcrviewed, All personnel
interviewed demonstrated a fundamental level of awareness regarding their responsibilities to
properly handle, store, transmit, and derivatively classify national security information.
However, the highest level of awareness was amongst the TEFC personnel, who routinely
reviewed and processed classitied information. Two (2) DF personnel could not recall the
distinction between original and derivative classification; but these individuals had limited
exposure 1o elassified information within the past 12 months. All employees interviewed were
provided a copy of the current ISOO handbook “Marking Classified National Security
Informalion™,

B. (U) Equipment. The SF 710, Unclassified I.abel, was applied by (b) (6) _ to all
unclassified equipment not properly labelled, such as photocopiess, printers, and computers, used

6

“COMERE i
2021-FOIA-00182/053




only for unclassified processing in mixed environments where both classified and unclassified
information processing occurred.

C. (U) Safeguarding, Classified documents were stored in GSA approved security containers
(safes). However, in five (5) instances the SF 702, Security Container Check Sheet, was not
correctly completed. The most common etror was that the daily opened by/closed by/checked by
blocks were not filled in. Additionally, for these five {5) safes, the SF 700, Security Container
Information sheets, had not been updated and the combinations changed as persons knowing the
combinations no longer required access to the security contziners or the combinations had not
been changed within the past three (3} years. Collectively, these deficiencies make it difficult to
assess whether proper open/close procedures are being followed and make it difficult to
determine who actually is responsible for the contents of the security containers.

D. (U) Transmission and Transportation, Collateral classified information/material was
assessed as being properly transmitted only on the TSDN. All of the individuals interviewed
were familiar with the requirements for properly packaging collateral classified docurments for
transportation.

E. (U) Performance Evaluations. Out of the 17 individuals interviewed, nine (9) were unable
to produce decumentation verifying they had a critical element for security in their individual
performance evaluations. Qut of the remaining, four (4) performance evaluations met the
standard and four (4) did not.

F. (U) Classification and Marking. 64 classified documents consisting of memoranda, emails,
and a PowerPoint presentation were reviewed. Of these, 58 were assessed as being improperly
marked. The most common error was that portion markings were not properly applied to 46
memoranda, emails, and the PowerPoint presentation. Nine (9) emails used as transmittal
documents forwarding classified attachments did not include the proper instructions for the
classification of the emails when separated from the classified attachment. Qne (1} email
marked as “Secret” was overclassified. The email did not have any attachments and the
information contained in the text of the email was unclassified. In all instances these
deficiencies occurred in emails maintained and transmitted in TSDN, which affords some degree
of protection from inadvertent disclosure or spillage. However, failure to properly mark
classified documents in the TSDN environment makes it difficult for document owners and
tecipients to readily identify the proper document handling and transmission requirements.
Additionally, seven (7) memoranda were missing the classification authority block identifying
the derivative classifier, source(s) of derivation, and the declassification instructions.

Classified Document Review Totals
Total number of documents reviewed _ 64
Number of documents with discrepancies 58
Percentage of documents with discrepancies 91%
Total number of discrepancies 90
Average number of discrepancies per document 1.6
7
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

SEP 2 § 2018

MEMORANDUM FOR: SANT
Associate Dircctor, International Affairs
FROM: b))
Director, Office of Security Programs
SUBJECT: (U) International Affairs Self-Inspection Findings and

Corrective Actions

(U} The Office of Security Programs (OSP) conducted on May 22, 2018, a self-inspection of
International Affairs (IA) wotkspaces located in the Main Treasury building, and 1750
Pennsylvania Ave, NW, Washington, DC, 20006. The purpose of this inspection was to review,
eveluate and assess IA’s collateral classification activitics as well as employees’ compliance with
information security polivies and procedures in order to ensure thal IA met the minimum
standards or safeguarding collateral classified information, OSP's self-inspections are
conducted in accordance with Executive Order (EO) 13526 and the Treasury Security Manual
TD P 15-71, Chapter Il], Section 21, "Sclf-Inspection Program for Classified Information”, The
OSP Self-Inspection Program Checklist was used with the following areas being assessed:
Classification Management, Equipinent, Safeguarding, Transmission and Transportation,
Performance Evaluations, and Classification and Marking.

LEEHrDuring the ingpeetion, OSP randomly selected IA cubicles in {2 T
SAIEI« the Main Treasury Building, and b) (7)) bf the Office of
Technical Assistance (OTA) at 1750 Pennsylvania Ave, NW, to evaluate and ensure employees
were complying with information security policy and procedures. OSP interviewed a total of
eleven (11) employees, and inspected six (6) Treasury Secure Data Network {TSDN)
workstations and nine (9) security containers. A total of 28 classified documents consisting of
five (5) memoranda, two (2) reports, and 21 e-mails were reviewed for ptoper classification and
markings. The assessed arcas of Classification Management, Equipment, and Transmission and
Trunsportation met the standards outlined in the Treasury Security Manuat {TD P 15-71).
Discrepuncies were observed in the assessed areas of Safeguarding, Performance Evaluations,
and Classification and Marking, and are detailed below.

A, Safeguarding,

L. #€¥8r Observation: The SF 700 Security Container Information Sheets were not propetly
updaled and the combination changed for the security containers in Main Treasury ( ) ( 7)( e)
(container (VSN 2nd for sccurity container (NS ocated in room
SRR { the OTA facility at 1750 Pennsylvania Ave, NW,

~COAREdioh,
2021-FOIA-00182/055




“ER RO

(U) Requirement: Combinations on in-service equipment shall be changed whenever a person
knowing the combination no longer requires access to it or at least every three years, unless
conditions dictate sooner (TD P 15-71, Chapter V, Section 4.3}.

(U} Corrective Action: Coordinate with the Office of Secwrity Programs, Physical Security
Branch, 1o have the security container combinations changed and new SF 700s prepared.
Request for this service may be submitted 1o wdfi@treasury.gov. NO'I E: OTA provided
documentation to OSP that this request was submitted for security{{S S NG :

2. '('efﬂ‘)' Obsery

ation: The SF 702 Secunty Contnmel Check Sheets for the safes located in

e container number
f the OTA [acility at 1750

Pennbylvanm Ave,, NW, were pot completecl conectly.

(U) Requirement: When an authorized person first opens the container on a given day, he or
she shall record the date, the actual time, and his or her initials on the SF 702, When the
container is finally locked at the close of business, the same person or another cleared employee
shall record the actual time and their own initials. On normat business days, regardless of
whether the equipment was opened or not, the security container shall be checked by its primary
or alternate custodians who have access to the equipment to ensure Bo surreptitious attempt has
been made to penetrate the security equipment (TD P 15-71, Chapter [}, Section 3.6.h and ).

(U} Corrective Action: Ensure the SF 702 is completed per the requirement.
B. Performance Evaluations.

(U} Obsexvation: Ofthe eleven (11) employees interviewed, two (2) emiployees were unable to
provide copies of their performance cvaluation records for review, one (1) had not yet been
issued a performance work pian, and one (1) did not occupy a position requiring the critical
perfurmance element for security. Out of the seven (7) performance evaluation records that were
reviewed only one (1) contained the required critical element for security.

(U) Requirement: Employees cleared for access to classified information whose duties involve
significant creation, generation or handling/processing of classified information shefl have a
critical efement for securily in their individual performance evaluations (TD P 15-71, Chapter
I, Section 22).

(U} Corrective Action: linsure all LA employees occupying positions designated in TD P 15-
71, Chapter ITI, Section 22, have a crtical element for security in their performance evaluation
records,

C. Classification and Marking.
1. (U) Observation: One (1) cmail and onc (1) memorandum used as transmittal documents

forwarding classified aitachments did not include the proper instructions for the classification of

2
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the documents when separated from the classified attachments. These two (2) documents were
unclassified when separated from the classified attachments.

(U) Requirement: Transmittal documents shall indicale within the text the highest level of
classified information it transmits. Where the transmittal itself is unclassified, the document
shall be marked as cither: Unclassified When the Classified Enclosure (for letters), is Detached;
or Unclassified When Classified Attachment (for memos) is Detached (fD P 15-71, Chapter I1J,
Section 5.24 and 6.8),

(U) Corrective Action; On-the-spot training on the proper wnarking of unclassified emails used
as transmittal decuments for classified attachments was provided by (b) (6) |SKEE
employee, . /o

2. (U) Obsexvation: 17 classified emails, one (1) classified memorandum, and one (1) report
were missing portion markings.

(U) Requirement: Tlach portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, bullet statements, subparagraphs, classified sipnature blocks,
butlets and ather portions within slide presentations, and the like, shall be marked to indicate
which portions are classified and which are unclassified. Markings on classified information in
cables, message traffic, and maintained in electronic format such as e-mail, shall conform to the
same fequirements as for hard-copy documents (TD P 15-71, Chapter III, Section 6.2.8.(4) and
6.6.2), :

(U) Corrective Action: On-the-spot truining regarding the proper application of portion
markings was provided by [Nl the cmployees.

3. {U) Observation: One (1) classified memorandum was missing the “Classified by” line.

(U) Requirement: DO/burcau documents ate required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified documnent on the “Classified by” line (TD P 15-71, Chapter III, Section
6.4.a).

(U) Corrective Action: On-the-spol training regarding the “Classified by” line was provided by
Mr. Corson to the employee, ' |

4. (U) Observation: One (1) classified tnemotandum was missing the “Derived from” line.

(U) Requiremeni: The identification of the source(s) and date(s) of the source(s) shall be listed
on the “Derived from” line, including the agency and, wherc available, the office of origin, and
the date of the source or guide used (TD P 15-71, Chapter [1], Section 6.4.b).

(U} Corrective Action: On-the-spot training regarding identification of derivalive sources was
provided by [{SYN{ NN

5. (I') Observation: One (1) classified memorandum was missing the declassification
instructions,
3

—CONERO T

2021-FOIA-00182/057



(U) Requirement: Derivative classifiers shall caity forward instructions on the “Declassify on®
line from the source document to the derivative document, or the declassification instruction
frorn an approved security classification guide (TD P 15-71, Chapter I11, Section 6.4).

(U) Corrective Action: On-the-spot taining regarding declassification instructions was
provided by {(sJR(sH M0 the employee.

6. (U) Observation: Four (4) classified emails did not identify the derivative classificr by name
and position titlc; rather, only the employees’ initials were used. Eight (8) emails were missing
the titles of the classifiers,

(U) Reguirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a tnanner that is immediately apparent on each
derivatively classified document on the “Classified by” line (TD P 15-71, Chapter I1l, Scction
6.4.a).

(U} Corrective Action: On-the-spot iraining regarding the “Classified by” line was provided by
o} [(R R0 the entployees.

7. (U) Observation: Thyee (3) memoranda citing “Multiple Sources” in the “Derived From™
portion of the classification authority block did not identify the sources used.

(U) Requirement; When a document is classified derivatively on the basis of more than one
source document or security classification guide, the “Derived from” line shall show the phrasc
“Multiplc Sources” and the denvative elassifior shall include a listing of the source materials
either on, or attached to, each derivatively classified docuinent (TD P 15-71, Chapter 111, Section
6.4.c).

(L) Corrective Action; On-the-spot lraining regarding the use of “Multiple Sources” was
provided by (b ) (6) a the employees.

(U) 1A is required to report to OSP within 45 days of this memorandum that all corrective
actions for each security observation identified above and not corrected on-the-spot have been
completed, 1A isto provide a formal memorandum to OSI* with actions taken in arder to close
out all security findings.

lease contact (CHKE)IEN

(U} If you have any questions rege £4SC COT L
or email [§eNI{SH NN ) treasury.gov.

Information Security Specinlist, at[§ 3)(
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C,

FROM:

SUBIJECT: Office of Sccurity Programs ScH-Inspeetion for 2nd Quarter
FY 2018

L INTRODUCTION

During the 2nd Quarter FY18, the Office of Security Programs {(OSP} conducted sclf-inspections
during regular working hours Lo review, evaluate and assess individual Departmental Offices
{DO) collateral classification activities and assess employees’ compliance with information
security practices and procedures. These activities support the development of cottective action
plans to include tailored training initiatives, All inspections are conducied to ensure that
Treasury organizations meet the minimum slandards for sufeguarding collateral classified
information, OSP's self-inspeetions are conducted in nccordance with Executive Order (EQ)
13526 and the Treasury Security Manual TD P 15-71, Chapter I1l, Section 21, "Self-Inspection
Program for Classified Information”.

‘The Departmental Qffices inspected this quarter were Office of the Chief Information Officer
(OCIO) Treasury Secure Data Network (TSDN) Program. Tax Policy (TP), Economic Policy
(EP), and Legislative Affairs (LA). The inspecior was[{S)ikeD) } Information Security
Specialist. The OSP Seti-Inspection Programn Checklist was used with the following areas being
assessed; Classification Management, Equipment, Safeguarding, Transmission and
Transportation, Performance Evaluations, and Classification and Marking,

II. INSPECTION RESULTS

A, Office of the Chief Information Officer Treasury Secure Data Network Program

On February 6, 2018 OSP inspected the offices of OCIQ TSDN Program located in the Main
Treasury building. During the inspection, OSP randomly selected TSDN Program. cubicles in
R o cvaluate and enswe employees were complying with information security policy
and procedures, OSP interviewed a total of four (4) employees (two (2) federal civilian and two
(2) contractor employees), and inspected four (4) workstations and one (1) security container. A
total of 22 cinssified e-mails were reviewed for proper classification and markings. The assessed
areas of Classification Manageient and Transmission and Transportation met the standards
outlined in the Treasury Security Manual (TD P 15-71). Discrepancies were observed in the
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assessed areas of Bquipment, Safeguarding, Performance Evaluations, and Classification and
Marking, and are detailed below.,
1. Equipmeni,

Observation: The Standard Form (SP) 710, Unclassified Label, was not consistently used to
label all unclagsitied DO LAN terminals used for processing unclassified information in a
work environment coutaining classified equipment.

Requirement: The SF 710, Unclassificd Label, shall be used in a mixed environment in
which classified and unclassified materials are processed or stored (TD P 15-71, Chapter [1I,
Sections 3.8 and 3.9).

Corrective Action; Obtain SF 710s and label all unclassified cquipment (n those
workspaces/offices where classified materials or information are processed or siored.

2, Safeguarding,

Observation: The SF 700 Security Container Information Shect was not propetly updated
and the combination changed for the security container in [(EHESLCY,

Requirement: Cormbinations on in-service equipmeut shall be changed whenever a person
knowing the combination na longer requires access to it (TD P 15-71, Chapler V, Section
4.3).

Corrective Action: Coordinate with the Office of Sccurity Programs, Physical Security
Branch, to have the security container combinations changed and new SF 700s prepared.
Request for this service may be submitted to wdi{@treasury.gov.

3. Performance Evaluations.

Observation: Of the two (2) federal civilian employees interviewed, one (1) had a
performance work plan available for review; the other was a new employee and had yet to be
issued a performance work plan. The perforinance work plan reviewed did not include the
critical element required for personnel whose duties involve significant creation, generation
or handling/processing of classificd information.

Requirement: Employees having regular, hands-on work with elassified information in any
type of capacity shall include the critical performance element for the management of
classitied information (TD P 15-71, Chapter I, Section 22.2).

Corrective Action: Amend the employee’s performance work plan with the required critical
clement.

4. Classification and Marking.
a. Observation: Ninelcen (19) classified emails were missing portion markings.

Reguirement: [ach portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature blocks,

2
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bullets and other portions within slide presentations, and the like, shall be matked to indicate
which portions are classified and which are unclassified. Markings on classified information
in cables, message traffic, and maintained in electronic format such as e-mail, shall conform
to the same requirements as for hard-copy documents (TD P 15-71, Chapter 11, Section
6.2.a.(4) aud 6.6.a).

Corrective Action: Eosure portion markings are used in atl classified documents in
accordance with the requirement,

b. Observation: Onc (1) email marked as “Confidential” was overclassified. The email did
not have any attachments and the information contained in the text of the email was
unclassified.

Requircment: Information shall not be classified unless it has been determined pursuant to
Executive Order 13526 or any predecessor order io require protection against unauthorized
disclosure (TD P 15-71 Chapier 111, Sections 5.4 and 5.6).

Corrective Action: Enswre cmployees apply the proper classification level to emails.

c¢. Obseryation: Five (5) emails used as transmittal decuments forwarding classified
attachments did not include the proper insiructions for the clagsifieation of the enrails when
separated from the classificd attachment. These five emails were unclassified when
separated fromn the classified attachments. :

Requirement: Emails used as transmittal documents shall indicate within the text the
highest level of classified information it transmits. Where the transmitial itsel{ is
unclassificd, the email shall be marked as either: Unclassified When the Classified
Enclosure (for letters), is Detached; or Unclassified When Classifted Atlachment (for
memos) is Detached (TD P 15-71, Chapter 111, Section 5.24 and 6.8).

Corrective Action: Ensure employees properly mark emails used as transmiftal documents,
B. Tax Policy

On February 12, 2018, OSP mspcctad the offi ces of TP locatcd in the Main Treasury Building,
OSP conducted an inspection of 38 n ' B interviewed four (4)
employces cleared for access to natmnal se.cumy mformatmn and inspected one (1) securily
confainer in order to cvaluate and ensure compliance with information securily policy and
procedures. No classified documents were assessed for Classification and Marking as none of
the employecs interviewed prepared classified documents, to include emails. There were no
TSDN terminals in any of the inspeeted rooms. Additionally, the sole sceurity container in room
B 2s not used 1o store classified documents; only documents containing Personal Identifying
Informdtxon (PI) weic contained theiein. TP claimed no derivative classificalion decisions in its
Agency Sceurity Classification Management Program Data (SF 311) roport submitted in FY
2017, Performance Evaluations were not assessed as none of the interviewed cmployees
performed dutics involving the significant creation, gencration or handling/processing of
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classified information, Discrepancies were observed in the areas of Classification Management
and Transmission and Transportation.

1. Classification Management.

Observation: One (1) employee was unable to recall the difference between original and
derivative classification, or of the related guidance for derivative classification authority.

Requirement: Employees cleared for access to classified information shall receive training
on the principles of derivative elassification, identification, and required markings (TD P 15~
71, Chapter I, Section 2.9).

Corrective Action: The employee received on-(he-spot training by {3}
Information Security Specialist on the differences between original and derivative
classification, and was given a copy of the current ISOO handbook “Marking Classified
Nationa] Security Information™.

2, Transmission and Transportation.

Observation: Two (2) employecs were unable to recall the proper packaging and
transmission procedures.

Requirement; Classified decuments and information shall be transmitted and received in an
authorized manner which ensures that evidence of tampering can be detected, that
inadvertent uccess can be precluded, and that provides a method which assures tuncly
delivery to the inlended recipicnts (TD P 15-71, Chapter I1I, Section 11.4).

Correetive Action: Both cmployees received on-the-spof training by b)(6 _
Information Security Specialist on the proper procedures for packaging and fransmitting
classified information.

C. Eeconomic Policy

On March 13, 2018, OSP inspected the ofﬁces of EP located in the Mam 'I reasuty Baiidiog.
OSP conducted an inspection ofICIKEIIN _ _ Bl interviewed six
{6) employees cleared for access to national secur lty mformatlon, u.nd mspeclcd four (4) security
containers in order to evaluate and ensure compliance with information securily policy and
procedures. No classified documents were assessed for Classification and Marking es none of
the employees interviewed prepared classified documents, {0 include emails. There were no
TSDN terminals in any ol the inspected rooms. Documents contained in the four security
containers were randomiy selceted for review; no documents were discovered that post-dated
October 2016. All docuinents reviewed were not created by EP employees. Additionally, based
on interviews with the custodians of the sceurity containers, they were not sure of the continued
necd 1o maintain the documents. EP claimed no derivative classification deeisions in its Agency
Security Classification Management Progran: Dala (SF 311) report submitted in FY 2017,
Performance Evaluations were not assessed as none of the inlerviewed employees performed
duties involving the significant creation, generation or handling/processing of classified
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information. Discrepancies wete observed in the asscssed arcas of Classification Management
and Safegnarding, and are detailed below.

1. Classification Management.

a. Observation: T'wo (2) employees were unable to recall the difference between original
and derivative classification, or of the related guidance for derivative classification authority.

Requirement: Employees cleared for access to classified information shall receive training
on the principles of derivative classification, identification, and required markings (TD P 15-
71, Chapter 111, Section 2,9),

Corrective Action: Both employees received on-the-spot training by ( b )( 6 ) i
Information Security Specialist on the differences between original and derivative
classification, and were given a copy of the eutrent ISOG handbook “Marking Classified
National Security Information™,

b. Observation: Two (2) employees were awarc of the requirement to report security
incidents/violations, but did not know the repotting procedures.

Requirement: Departmental Offices employees knowledpeable of the loss ot possible
compromise of classified information shall immediately report the circumstanees to DO
security officials (TD P 15-71 Chapter I11, Section 18.1).

Corrective Action: Both cmployces reccived on-the-spot training by ( b) (6) o
Informalion Security Specialist on “spill” handling proecdures and on the procedures for
reporting secutity incidents/violations.

2. Safeguarding.

a. Observation: The 8F 700 Secutity Container Information Sheets were not prope
updated and the combination changed for the seeurity containcrs in [{S)NESI=1

Requirement: Combinations on in-service equipment shall be chanped whenever a person
knowing the combination no longer requires aceess to il (TD P 15-71, Chapter V, Section
4.3),

Corrective Aetion: Coordinate with the Qffice of Security Programs, Physical Security
Branch, to have the security container combinations changed and new SF 700s prepared.
Request for this service may be submitted 1o wdf{@ireasury,goy,

The SI° 702 Security Conlainer Check Sheets for the safes located in
vere not completed correctly.

b. Observation:

(B)(7)(e)

Requirement: When an authorized person first opens the container on a given day, he or
she shall record the date, the actual time, and his or her initials on the SF 702. When the
container is finally locked at the close of business, the same person or another cleared
employee shall record the actual time and their own initials. On normal business days,

5
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regardless of whether the equipment was opened or not, the security container shall be
checked by its primary or alfernate custodians who have aceess o the equipment to ensure no
surreptitious attempt has been made to penetmate the seeurity equipment {TD P 15-71,
Chapter 111, Section 3.6.b and c).

Corrective Action: Ensurc the SF 702 is completed per the requircmcnt.

c. Observation: Security (B (7 (e) located in (B and used to store
classified information desi gnaled Confidential and Secret, is a hai -luck cabinet not
authorized for storing classified information.

Reguirement: Bar-lock cabinets are required to be phased out for storing Seciet and
Confidential information by DO/buresus by October 1, 2012 (TD P 15-71, Chapter V,
Section 2.10).

Correetive Action: All clagsified documenis contained in the bag-lock cabinet must be
removed and stored in a GSA-approved security container.

D, Legislative Affairs

On March 26, 2018, OSP inspected the oﬁices of LA, located in the Mam Treasury Building,
Q8P conducted an inspection of rooms ({8 linterviewed six (6)
employew clealed for access to national sncunty mfnrmanon and ms-peuted four (4) sceeurity

opened and the classiflied documents reviewed; none of the classiﬁed docume re rcpamd
by L.A personnel, and the newest document was prepared in 2013. No classified documents were
assessed for Classification and Marking as none of the employees interviewed prepared

classified documents. (B)( (8) ks the only room in LA containing a TSDN terminal.
However, emails were not reviewed for Classification and Marking since the employee was
unable to connect to the server. LA claimed no derivative classification decisions in its Agency
Security Classification Management Program Data (SF 311) repori submitted in FY 2017,
Performance Evaluations were not assessed as none of the interviewed employees performed
duties involving the sigmficant creation, generation or handling/processing of classified
information. The assessed area of equipment met the standards outlined in the Treasury Security
Manual (TD P 15-71). Discrepancies were observed in the assessed areas of Classification
Management and Safeguarding, and are detailed below.

1. Classification Management.

Obsexvation: Three (3} employees were unable to recall the difference between original and
derivative classification, or of the related guidance for derivative classification authority.
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Requirement: Employees cleared for access to classified informalion shall receive training
on the principles of derivative classification, identification, and required markings (TD P 15-
71, Chapler ill, Section 2.9).

Corrective Action: Both employees received on-the-spot tmuining by [{8

Information Security Specialist on the differences between original and derivative
classification, and were given a copy of the current ISOO handbook “Marking Classified
National Security Information™.

2. Safcguarding.

a. Observation: The SF 700 Security Container Information Sheets were not pzer]y

updated and the combination changed for the security containers in IRV
{ B){? el

R(,qu:rement' Combinations on in-service equipment shall be changed whenever & person
knowing the combination no longer requires aceess to it {TD P 15-71, Chapicr V, Section
4.3).

Corrective Action: Coordinate wilh the Office of Security Programs, Physical Security
Branch, {o have the security containet combinations changed and new SF 700s prepared.
Request for this service may be submitted to wdfi@treasury.gov,

b. Observation: The SF 702 Security Container Check Sheets for the safes locaied in
GG v c - not completed correctly.

Regquirement;: When an authorized petson first opens the container on a given day, he or
she shall record the date, the actual time, and his or her initials on the SF 702. When the
confainer is finally locked at the close of business, the same person or another cleared
cmployce shall record the actual titne and their own initials, Onnorma! business days,
regardless of whether the equipment was opened or nol, the security container shall be
checked by its primary or alternate custodians who have access to the equipment fo cnsuie no
surreplitious attempt has been made to penetrate the security equipment (TD P 15-71,
Chapter 111, Section 3.6.h and ¢).

Correetive Action: Ensure the SF 702 is completed per the requirement.
IIl. SUMMARY OF OBSERVATIONS

A. Classification Management. Within the Departmental Offices inspected, 20 assigned
individuals cleared for access to classified information were interviewed. All personnel
interviewed demonstrated a fundamental level of awareness regarding their responsibilities to
properly handle, store, transmil, and derivatively classify national sccurity information.
However, the highest level of awareness was amongst the TSDN Program personnel, who
routingly reviewed and processed classified information. Not ail TP, EP, and LA personne!
could recall the distinetion between original and derivative classification; but these individuals
had limited or no exposure {o any classified information within the past 12 months,
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B, Equipment. The SF 710, Unclassified Labef, was not used to label equipment, such as
photocopiers, printers, and computers, used only for unclassified processing in mixed
environments where both classified and unclassified information processing occurred. Fatjure to
label unclassified equipment, particularly Information Technology equipment, increases the risk
for data spillages or inadverient disclosures of classified information.

C. Saleguarding. Classified documents were stored in GSA approved security containers
(safes). However, in nine (9} instances the SF 702, Seciwrity Container Check Sheet, was not
correcily completed. The most common etror was that the daily opened by/closed by/checked by
blocks were not filled in. Additionally, for nine (9) safes, the SF 700, Security Container
Information sheets, were not being updated and the combinations changed as persons knowing
the combinations no longer required access to the security containers or the eombinations had not
been changed within the past three (3) years. Collectively, these deficiencies make it difficutt to
assess whether proper open/close procedures are being followed and make it difficult to
detetmine who actually is responsible for the contents of the security containers. Furthermore,
the security containers located in the offices of TP, [iP, and LA should be reviewed to determine
the continued need for all of their security containers, The sole security conlainer in TP was not
used 1o siore classified documents. The custodians for the three (3) safes used in EP had no
familiarity with the documents conlzined in them. The safes contained classificd documents
dating back to 1994. Three of the safes located in LA were unable to be opened by the current
cusiodians as they never used them and did not have ibe combinations; therefore, it is nol known
if the safes even contained classified documents. The sole safe within LA that could be opened
did not have any documents that post-dated 2013, The ¢lassitied documents maininined in the
EP and LA sceurity conlainers should be reviewed for continued retention and all un-needed
decuments disposed of in accordance with Treasury’s records management and classified
document destruction policies. The bar-lock cabinet used for storing classilied documents in EP
SRR3R ould be immediately cleaned out, classified documents appropriately disposed of,
and the cabinet removed from the inventory. Excess safes shounld be either be decommissioned
or returned to the Treasury’s inventory for reusc elsewhere,

D. Transmission and Transportation. Collatcral clagsified information/material was assessed
as being properly transmitted only on the TSDN, None of the individuals interviewed ever had
any requirement to cowrier classified documents or send/receive classified mail.

I, Performance Evaluations, Out of the 20 individuals intetviewed, only the two (2)
individuais assigned to the TSDN Program clearly had duties that involved the significant
creation, generation or handling/processing of classificd information. However, only one bad a
performanee work plan available for review and it lacked the required performance element.
‘The other employce had yet 1o be issued a performance work plan, With regards to the
remaining employees in TP, EP, and LA, their respective DOs should conduct position
sensitivity reviews in accordance with TD P 15-71, Chapter 1, Section 1, to determine their
conlinued need for access to classified informalion as well as {o determine more accurately
whether the provisions of TD) P 15-71, Chapter 11, Section 22 apply to them.
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F. Classification and Marking. 22 classified documents consisting of emails were reviewed.
Of these, 20 were assessed as being improperly marked, The most common error was that
portion markings were not applied within the bodies of the emails or in the subject lines. Five
(5) emails used as transmittal documents forwarding classified attachments did not include the
proper instructions for the classification of the emails when separated from the classified
attachment. These five emails were unclassified when separated from the classified attachments.
One (1) email marked as “Confidential” was overclassified. The email did not have any
attachments and the information contained in the text of the email was unclassified. Inall
instances these deficiencies occuired in emails maintained and transmitted in TSDN, which
affords some degree of protection from inadvertent disclogure or spillage. However, failure to
properly mark classified documents in the TSDN environment makes it difficult for document
owners and recipients to readily identify the proper document handling and transmission
equitements,

Classified Document Review Totals _
Total number of documents reviewed 22
Number of documents with discrepancies 20
Percentage of documents with discrepancies 91%
Total number of discrepancies 25
Average number of discrepancies per document 1.25
9
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

May 24, 2018

MEMORANDUM FOR: [N

Director, Management and Services
Tax Policy

(0)©)

Director, Office of Sceurity Programs|

FROM:

SUBJECT: Tax Policy Self-Inspection Findings and Corrective Actions

The Office of Security Programs {OSP) conducted on February 12, 2018, a self-inspection of the
offices of Tax Policy (TP) located in the Main Treasury building. The purpose of this inspection
was to review, evaluate and assess TP’s collateral classification activitics as well as emplayces’
compliance with information security policies and procedures in order to ensure that TP met the
minimum standards tor safeguarding coliateral classified information. OSP's self-inspections are
conducted in accordance with Executive Order (EO) 13526 and the Treasury Sccurity Manual
TD P 15-71, Chapter 11, Section 21, "Self-Inspection Program for Classified Information". The
OSP Self-Inspection Program Checklist was used with the following areas being assessed:
Classification Management, Ecuipment, Safeguarding, Transmission and Transportation,
Performance Evaluations, and Classification and Marking,

During the inspection, OSP randoinly selected TP (b ) (7)(5) R
evaluate and ensure employecs were complying with information security policies and
proccdures. OSP interviewed four (4) employees cleared for access to classified national
security information, and inspected one (1) security container. No classified documents were
assessed for Classification and Marking as none of the employees interviewed prepared
classified documents, to include emails. There were no TSDN terminals in any of the inspected
rooms, Additionally, the sole security contamer in mwas not used to store classified
docuwnents; only documents containing Personal Identifying Information (PIT) were contained
therein. TP claimed no derivative classificalion decisions in its Agency Security Classification
Management Program Data (SF 311) repart submitted in FY 2017, Performance Evaluations
were not assessed as nonc of the interviewed employees performed duties involving the
significant creation, generation or handling/processing of elassified information. Discrepancics
were obscerved in the areas of Classification Management and Transmission and Transportation,

A. Classification Management

Observation: One (1) employee was unable fo recall the difference between original and
derivative classification, or of the related guidance for derivative classification authority.
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Requirement: Employees cleared for access to classified information shall receive training on
the principles of derivative classification, identification, and required markings (TD P 15-71,
Chapter 111, Section 2.9).

Corrective Action: The employee received on-the-spot training by Information Security
Specialist CTEC) - the differences between original and derivative classification, and
was given g copy of the current ISOQ handbook “Marking Classified National Security
Information™.

B. Transmission and Transportation

Observation: Two (2) employees were unable to recall the proper packaging and transmission
procedures.

Requirement: Classilied documents and information shall be transmitted and recetved in an
authorized manner which ensures that evidence of tampering can be detected, that inadvertent
access can be precluded, and that provides a method which assures timely delivery to the
intended recipients (1D P 15-71, Chapter 11, Section 11.4),

Both employces received on-lhe-spot training by Information Security
oo the praper procedures for packaging and transmilting classified

Corrcctiv Ac fon
Specialist ({2}
fnformation.

No further actions are required of TP since the corrective actions for ench security obsetvation
identified above have been completed.

If you have any questions regarding this memoyandum, please contact [} (_’5}' N
Information Security Specialist, at (b )(6 ) or email Eotreasury. gov,
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PDEPARTMENT OF THE TREASURY
WASHINGTOHN, D.C.

July 23, 2018

MEMORANDUM FOR:  Marshall Billingslea
Assistant Sccrctary for Terrorist Financing

FROM: _ _ _
Dlrector, Office of Securlty Programs '
SUBJECT: Terrorist Financing and Financial Crimes Self-1nspection

Findings and Corrective Actions

The Office of Security Programs {OSP) conducted on May 22, 2018, a self-inspection of
Tegrorist Financing and Financial Crimes {TFFC} workspaces located in the Main Treasury
building, The purpose of thiz inspection was to review, evaiuate and assess TFFC’s collateral
classification activities as well as employees’ compliance with informalion securily policies and
proceduies in order to ensurc that TFFC met the minimum standards for salcguarding collateral
classified information. OSP's self-inspections arc conducted in accordance with Executive Order
(170) 13526 and the Treaswry Securily Manuat TD P [5-71, Chapter i, Section 21, "Self-
Ingpeclion Program for Classified Information”. The OSP Self-Inspection Program Checklist
was used with the following areas being assessed: Classification Management, Equipment,
Safeguarding, Transmission and Transportation, Performance Evaluations, and Classification
and Marking.

mg the inspection, OSP randomly seleeted TFFC cubicles in (K= NG .
(7 E) _ order to evaluate and ensure compliance with infotination secunty
pohcy and prou:dures QSP inferviewed nine (9) employees cleared for access to national
security information; and inspected eight (8) Treasury Secure Data Network (TSDN)
workstations and inspected five (5) security containers. A lotal of 49 classified documents
consisting of 19 memoranda, one (1) PowerPoint presentation, and 29 e-mails were reviewed for
proper classification and markings, The assessed areas of Classification Management,
Equipmeni, and Transmission and Transportation and mect the standards outlined in the Treasury
Security Manual (TD P 15-71). Discrepancies were observed in the assessed areas of
Safeguarding, Performance Evaluations, and Classilicalion and Marking, and are delailed below.

A. Safcguarding.

1. <@ Observation: The SF 700 Security Container Information Sheets were not properly
updatcd and the combination changed for the security containers in [E3NSU=SIND
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(U) Requirement; Combinations on jn-service equipment shall be changed whenever a person
knowing the combination no longer requires access to it or at least every three yeats, unless
conditions dictale sooner (TD P 15-71, Chapter V, Section 4.3).

(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, {o have the secutity container combinations ehanged and new SF 700s prepared.
Request for this service may be submitted to wdf{d@itreasury.gov.

2 Security Container Check Sheets for the safes localed in
wore not completed correctly.

(U) Requircment: When an authorized person first opens the container on a given day, he or
she shall record the date, the actual time, and his or her initials on the SF 702. When the
container is finally locked at the close of business, the same person or another cleared employee
shall record the actual time and their own initials. On normal business days, regardiess of
whether the equipment was opened or not, the security container shall be checked by its primary
or alternate custodians who have access to the equipment to enswe no surreptitious attempt has
been made to peneliate the security equipment (TD P 15-71, Chapter LI, Section 3.6.b and c).

(U) Corrective Action: Ensurc the SF 702 is completed per the requirement.
B. Performance Evaluations.

(U) Observation: Of the nine (9) employecs interviewed, only four (4) employees were able to
provide copies of their performance evaluation records for review. Al four (4) performance
evaluation records did not contain 4 required critical element for security.

(U) Requirement: Employces cleared for access to classified information whose duties involve
significant creation, generation or handling/processing of classificd information shall have a
critical clement for securily in their individual performance evaluations (TD P 15-71, Chapter
11, Section 22).

(U} Corrective Action: Ensure all TFFC employces have a critical element for security in their
performance cvaluation records.,

C. Classification and Marking.

1. (U) Observation: 23 classified emails, nine (9) classified memoranda, and one (1)
PowerPoint presentation were missing portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, bullet statements, subparagiaphs, ¢lassified signaturc biocks,
bullets and other portions within slide presenfations, and the like, shatl he marked to indicate
which portions are elassified and which are unclassified. Markings on classified information in
cables, message traffic, and maintained in electronic format such as e-mail, shall conform to the
same requirements as for hard-copy documents (TD P 15-71, Chapter I[1, Section 6.2,4.(4) and
6.6.a).
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aining regarding the proper application of portion
to the employees.

(U) Corrective Action: Og-the-spot &
markings was provided by (b ) (6)

2. (U) Observation: Seven {7) classified memorandum and threc (3) classified emails were
missing the “Classificd by” line.

{U) Requirement: DO/bureau documents are required fo identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately appavent on each
derivatively classified document on the “Classified by” line (TD P 15-71 Chapter 111, Section
6.4.a).

(U) Corrective Action: On-the-spot training regarding the “Classified by” line was provided by
ST o the employecs.

3. (U) Observation: Seven (7) classified memorandum were missing the “Derived from” line.

(U) Requirement: The identification of the source(s) and date(s) of the source(s) shall be lisled
on the “Derived fiom” line, including the agency and, where available, the office of origin, and
the date of the source or guide used (TD P 15-71, Chapter 111, Scction 6.4.1).

(U) Corrective Action: On-the-spot fraining regarding identification of derivative sources was
provided by[{I33 0 to the employees.

4. (U) Ohservation: Seven (7) classified memoranda were missing the declassilication
instructions. i

(U) Reguirement: Dertvative classifiers shall carry forward instructions on the “Declassify on”
line from the source document to the derivative document, or the declassification instroction
from an approved security classification guide (I'D P 15-71 Chapter I1], Section 6.4).

(U) Corrective Action: On-the-spot training regarding declassification instructions was
hio the amployee.

5. (U) Observation: Ten (10) classified emaiis did not identify the derivative classifier by
name and position tille; rather, only the employees’ initials were used.

(U) Reguirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediatety apparent on each
derivatively ¢lassified document on the “Classified by” line (TD P 15-71 Chapter 11, Section
6.4.a).

(U) Currective Action: On-the-spot training regarding the “Classificd by” line was provided by
3R o the employces.

6. (U) Observation: Three (3) emails uscd as fransmittal documents forwarding classified
attachments did not include the proper instructions for the elassification of the emails when

separated from the classified attachment. These five emails were either classificd as
“Confidential” or “Unclassified” when separated from the classified atlachments.

3
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(U) Requirement: Emails used as transmittal documents shall indicate within the text the
highest level of classified information it transmits. Where the transmitial itself is unclassified,
the email shall be marked as either: Unclassified When the Classified Enclosure (for letters), is
Detached; or Unclassified When Classificd Attachment (for memos) is Detached (TD P 15-71,
Chapter III, Section 5.24 and 6.8).

(U) Corrective Action: On-the-spot training regarding use of emails as transmittal documents
was provided by [{sJ¥{) NN

(U) TFFC i3 required to report to OSP within 45 days of this memorandum that all corrective
actions for cach sccurity observation identified above and not cerrected on-the-spot have been
completed. TFFC is to provide a formal memorandum to OSP with actions taken in order to
close oul all secyrity findings.

(U} If you have any quesiions regarding this memorandum, please contact (b) (6) -
Information Security Specialist, ot (TN o: cmeil [{(SECTTR \ cosury. fov.
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DEPARTMENT OF THE TREASURY
WASHINGTON, B.C.

May 24, 2018

MEMORANDUM FOR: Tony Arcadi
Associate Chief Inlormation Officer
Enterprise Infrastructnre Operations Services

THRU:

FROM:

SUBJECT: Treasury Sceure Data Network Program Self-Inspection
Findings and Corrective Actions

The Office of Secwily Programs (OSP) conducted on February 6, 2018, a sclf-inspection of the
Office of the Chief Information Officer, Entcrprisc Infrastructure Operations Services (E1I0S),
Treasury Secure Data Network (TSDN) Program lacated in the Main Treasury building. The
purpose of this inspection was to review, evaluate and assess the TSDN Program’s collateral
classification activitics as well as employecs’ compliance with information security policies and
procedures in order to ensure that the TSDN Program met the minimum standards for
safeguarding coilateral classified information. OSI's scif-inspections are conducted in
accordapce with Hxecutive Order (HO) 13526 and the Treasury Security Manuval TD P 15-71,
Chapter I, Section 21, "Self-Inspection Program for Classified Infoymation". The OSP Sel-
Inspection Program Checklist was used with the following arcas being assessed: Classification
Management, Equipment, Safeguarding, Transmission and Transportation, Performance
Evalualions, and Classification and Marking.

During the inspection, OSP randomly selected TSDN Program cubicles located in |§ e
evaluate and ensure employees were complying with information security policies and
procedures, OSP interviewed a total of four (4) employees (two (2) federal civilian and two (2)
contractor employees), and inspecled four (4) workstations and one (1) security container. A
total of 22 classificd e-mails were reviewed for proper classification and markings, The assessed
areas of Classification Management and Transmission and Transporiation met the standards
outlined in the Treasury Security Manual {TD P 15-71). Discrepancies were observed in the
assessed areas of Equipment, Safeguarding, Performance Evaluations, and Classification and
Marking, and are detailed below.
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A, Equipmen(

Obseryation: The Standard Form (SF) 710, Unclassified Label, was not consistently used to
labe] all unclassified DO LAN terminals used for processing unclassified information in & work
environment containing classified equipment,

Requirement: The SF 710, Unclassified Label, shall be used in a mixed environment in which
classified and unclassified materials are pracessed or stored (TD P 15-71, Chapter ITI, Sections
3.8and 3.9),

Corrective Action: Obtain SF 710s and label all unclassified equipment in those
workspaces/offices where classified materials or information are processed or stored.

B. Safeguarding.

Observation: The SF 700 Security Container Information Sheet was not properly updated and
the combination changed for the security container in[(SJ¥¢A4=)

Requirement: Combinations on in-service equipment shall be changed whenever a person
knowing the combination no longer requires access to it {TD P 15-71, Chapter V, Section 4.3),

Corrective Action: Coordinate with the Office of Scourity Programs, Physical Security Branch,
to have the secwrity container combinations changed and new SF 700s prepared, Request for this
service may be submitted to wdr@trensury.gov.

C. Performanee Evaluafions,

Obsexvation: Of the two (2) federal civilian employees interviewed, one (1) had a performance
work pian available for review; the other was 2 new emnployec and had yet to be issued a
performance work plan. The performance work plan reviewed did not include the eritical
element required for personnel whose duties involve significant creation, gencration or
hendlinp/processing of elassified information.

Reguirement: Employees having repular, hands-on work with classified information in any
type of capacity shall include the critical performance elcment for the management of classified
information (TD P 15-71, Chapter 111, Section 22.2).

Corrective Action: Coordinale with the Office of Human Resources and the employee’s B1QS
supervisor to amend the performance work plan with the required eritical element.

D. Classification and Marking,.
1. Obsecrvation; Nineteen (19) classified cmails were missing poition markings.

Requirement: Each portion of a document, ordinarily a paragraph, but including subject, titles,
graphies, tables, charts, bullet statements, subparagraphs, classified signature blocks, bullets and
other portions within slide presentations, and the like, shall be marked to indicate which portions
arc classified and which are unclassitied. Markiugs on classified information in cables, message
traffic, and maintained in electronic format such as e-mail, shall conform to the same
requirements as for hard-copy docwments (TD P 15-71, Chapier 1, Section 6.2.4.(4) and 6.6.a).

2
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Corrective Action: Easure portion markings are used in all classified documents in accordance
with the requirement.

2. Observation: One (1) email marked as “Confidential” was overclassified. The email did not
have any attachments and the information contained in the text of the email was unciassificd.

Requirement: Information shall not be classified unless it has been determined pursuant to
Executive Order 13526 or any predecessor order to require protection against unauthorized
disclosure (TD P 15-71 Chapter III, Sections 5.4 and 5.6).

Corrective Action: Lnsure employees apply the proper classification level to emails.

3. Observation: Five (5)emails used as transmittal documents forwarding classified
attachiments did not include the proper instructions for the classification of the emails when
separated from the classified attachment. These {ive emails were unclassified when scparated
from the classified attachments,

Requirement: Emails used as transmittal documents shall indicate within the text the highest
level of classified information it ransmits. Where the transmittal itself is unclassified, the email
shall be marked as cither: Unclassified When the Classified Enclosure (for letiers), is Detached;
or Unclassified When Classified Attachment (for memos) is Detached (TD P 15-71, Chapter 111,
Section 5.24 and 6.8).

Corrective Action; Ensure employees properly mark emails used as (ransmittal documents.

BIOS is required to report to OSP within 45 days of this memorandum that al] corrective actions
for each security observation identified above have been completed. EIOS is to provide a formal
memorandum to OSP with actions taken in order to close out all security findings.

If you have any questions regarding this mernorandum, plea e (b )(6) ,
Information Security Specialist, at (b)(6 ) (b)(G) @treasury.gov.
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

July 16, 2019

MEMORANDUM FoR: {(SCS
Director of Operations

Domestic Finance

FROM: (b))
Director, Office of Security Progrs
SUBJECT: (1) Domestic Finance Self-Inspection Findings and Corrective

Actions

(U) The Office of Security Programs (OSP) conducted on June 11 and 13, 2019 a seif-inspection
of Domestic Finance (DF) workspaces located in the Main Treasury building, The purpose of
this inspection was to review, evatuate and assess DF's collateral classification activities as well
a5 employees’ compliance with information security policies and procedures in order to ensure
that DF met the minimum standards for safeguarding collateral classified information. OSP's
self-inspections are conducted in accordance with Executive Order (EQ) 13526 and the Treasury
Security Monual TD P 15-71, Chapter III, Section 21, "Scl-Inspection Program for Classified
Information”. The OSP Self-Inspection Program Checklist was used with the following areas
being assessed: Classification Management, Equipntent, Safeguarding, Transmission and
Transportation, Performance Evaluations, and Classification and Marking.

4&W-During the inspection, OSP randomly selected DF cubicles in rooms (TG TIINGE
B (0 cvaluate and ensure employees were complying with information security policy and
procedures. OSP interviewed five employees cleared for access to national security information,
inspected two Treasury Secure Data Network (TSDN) workstations, and inspected one security
container. A total of twelve documents were reviewed for proper classification and markings.
The security container held two classified docurnents which appeared to be over nine years old.
These documents should be reviewed to determine their continued need for retention. Classified
documents no longer needed should be destroyed in accordance with the standards outlined in
TD P 15-71, Chapter ITI, Section 16, Destruction of Classified and Sensitive Information. The
agsessed areas of, Equipment and Safeguarding met the standards outlined in the Treasury
Security Manual (TD P 15-71), Discrepancies were observed in the assessed areas of
Classification Management, Transmission and Transportation, Performance Evaluations, and
Classification and Marking as detailed below.

A. Classification Management.

(U) Observation: One employee was unable to recall the difference between original and
derivative ciassification.
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(U) Requirement: Employees cleared for access to classified information shall receive training
on the principles of derivative classification, identification, and required markings (TD P 15-71,
Chapter 111, Section 2.9).

(1)) Corrective Action: The employee received on-the-spot training by [{s¥{}]
differences between original and derivative classification.

B. Transmission and Transportation

(U) Obéervation: Four employees were unable to recall the proper packaging and transmission
procedures.

(U) Requirement: Ciassified documents and information shall be transmitted and received in an
authorized manner which ensures that evidence of tampering con be detected, that inodvertent
access can be precluded, and that provides a method which assures timely delivery to the
intended recipienis (TD P 15-71, Chapter III, Section 11.4),

(U) Carrective Action: All of the employees received on-the-spot training by [EHS INGEGGN
Information Security Specialist on the proper procedures for packaging and transmitting
classified information.

C. Performance Evaluations

(U) Observation: Of the five employees interviewed, no performance work plans were
available for review. These employees stated that 10 the best of their recollection, their
performance evaluations Jast year did not contain the required critical performance element for
security. Of these employees, at least two performed duties likely requiring this performance
element as they accessed TSDN, created and sent classified emails, and reviewed or prepared
classified docaments,

(U) Requirement: Employees cleared for nccess to classified information whose duties involve
significant creation, generation or handling/processing of classified information shall have o
critical element for security in their individual performance evaluations (TD P 15-71, Chapter
HI, Section 22).

(U) Corrective Action: Ensure all DF employees accupying positions designated in TD P 15-

71, Chapter I1I, Section 22, have a critical element for security in their performance evaluation
records.

D. Classification and Marking

1. (IJ) Observation: Five emails marked as “Secret” were overclassified. These email were
unclassified replies to emails used as transmittal documents for “Secret” level attachments, and

the attachments were not appended to the replies; in all instances the information contained in
the text of the emails was unclassified,

(U) Requirement: Information shall not be classified unless it has been determined pursvant to
Executive Order 13526 or any predecessor order to require protection against unauthorized
2
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disclosure (TD P 15-71 Chapter ITI, Sections 5,4 and 5.6). Emails used as a transmittal
document shal! indicate the highest level of classified information it transmits on its first and last
page. Where the transmittal document itself is unclassified, the document shall be marked
“Unclassified When Classified Attachment is Detached” (TD P 15-71, Chapter 11, Section 5.24).

(U) Corrective Actlon: On-the-spot training on the proper marking of unclassified emails was

provided by (SN 1o the employees.

2. (U) Observation: Four classified emails, one classified memorandum, and one PowerPoint
" presentation did not identify the derivative classifier by name and position title; rather, only the
employee’s initials, or first initial and Jast name were used.

(U} Requirement: DO/ureau documents are required to identify the derivative classifier by
first and last name and position or by personal identifier, in a manner that is immediately
apparent on each derivatively classified document on the “Classified By” line (TD P 15-71,
Chapter III, Section 6.4.a).

(11} Corrective Action: On-the-spot training regarding the “Classified By" line was provided by
B (o the employees.

3, (U) Observation: Four classified emails and one classified PowerPoint presentation were
rnissing portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including subject,
utles, graphics, tables, chans, bullet statements, subparagraphs, classified signatute biocks,
bullets and other portions within slide presentations, and the like, shall be marked to indicate
which portions are classified and which are unclassified. Markings on classified information in
cahles, message traffic, and maintained in electronic format such as e-mail, shall conform to the
same requirements as for hard-copy documents (TD P 15-71, Chapter ITI, Section 6.2.a.(4) and
6.6.a).

(U) Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided by [l to the employees.

{U) DF is required to report to OSP within 45 days of this memorandum that all corrective
actions for each security observation identified ahove and not corrected on-the-spot have been
compleied. The only remaining observation requiring corrective action is io ensure that all DF
employees occupying positions designated in TD P 15-71, Chaopter III, Section 22, have a critical
element for security in their performance evaluation records. DF is to provide a forma)
memorandum to OSP with actions taken io order to close out all security findings.

(1) If you have any questions regarding this memorandum, please contact 16y
Deputy Director, at [FRE TN cc emailmp@tmasury.gov.'
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MEMORANDUM FOR: Thomas J. Wolverton
Deputy Assistant Secretary for Security& Counterintelligence

FROM: D)E)
irector, ice of Security Programs

SUBJECT: (U} Office of Security Programs Self-Inspection for 2
Quarter FY 2019

I. INTRODUCTION

(U) During the 2™ Quarter Fiscal Year (FY) 2019, the Office of Security Programs (OSP)
conducted self-inspections during regular working hours to review, evaluate and assess
individual Departmental Offices’ (DO) collateral classification activities and assess employees’
compliance with information security practices and procedures. These activities support the
development of corrective action plans to include tailored training initiatives. All inspections are
conducted to ensure that Treasury organizations meet the minimum standards for safeguarding
collateral classified information. OSP's self-inspections are conducted in accordance with
Executive Order (EQ) 13526 and the Treasury Security Manual (TD P 15-71), Chapter III,
Section 21, "Self-Inspection Program for Classified Information.”

(U) The DO inspected this quarter were Legislative Affairs (LA), Office of Foreign Assets
Control (OFAC), and Office of the General Counsel {OGC). The inspector was {{¢)I{)
Information Security Specialist. The OSP Self-Inspection Program Checklist was used with the
following areas being assessed: Classification Management, Equipment, Safeguarding,
Transmission and Transportation, Performance Evaluations, and Classification and Marking.

II. INSPECTION RESULTS
A. Legislative Affairs

1€V On March 19, 2019 OSP inspected the workspaces of LA located in the Main Treasury
Building, OSP conducted an inspection of rooms {(Y KAL) NN
interviewed five employees cleared for access ta national security information; and inspected one
security container in order to evaluate and ensure compliance with information security policy
and procedures. The security container located in roomm_ was
unabie {0 be opened and inspected as the current custodian was newly assigned to the safe, did
not have a record of the combination, and had never accessed the safe. However, according to
(b){B) . Senior Advisor, the only change to the contents of that safe since it was last
inspected by OSP on March 26, 2018 was the addition of classified documents removed from
other LA safes that were decommissioned in FY 2018. These documents were legacy documents
that were prepared in FY 's outside of the scope of this inspection. Classification and Marking
was not assessed as none of the employees interviewed prepared any derivatively classified

SO i
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documents. Since LA’s last inspection by OSP on March 26, 2018, the TSDN terminal located
in [{s}NUATI=N M had been removed. Emails were not reviewed for Classification and Marking
since none of LA’s current employees had accessed TSDN. Performance Evaluations were not
assessed as none of the interviewed employees performed duties involving the significant
creation, generation or handling/processing of classified information. The assessed areas of
Classification Management, Equipment, Transmission and Transportation met the standards
outlined in the Treasury Security Manual (TD P 15-71}. A discrepancy was observed in the
assessed area of Safeguarding as detailed below.

Safeguarding.

tE€HT Observation: The SF 700, Security Container Information form, was not properly
updated and the combination was not changed for the security container in Main Treasury

(container ({SYNESICIIR

{U) Requirement: The SF 700 shall be completed in its entirety to reflect the name, address,
and telephone number of DO/bureau employees responsible for its classified contents.
Combinations on in-service equipment shall be changed whenever a person knowing the
combination no longer requires access to it or at least every three years, unless conditions
dictate sooner (TD P 15-71, Chapter 11, Section 3.4, and Chapter V, Section 4.3).

(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, to have the security container combinations changed and a new SF 700 prepared.
Request for this service may be submitted to wdf@treasury.gov.

(U) Recommendation: Conduct a review of the legacy files contained within the security
container to determine which documents require continued retention. Classified documents
no longer needed should be destroyed in accordance with the standards outlined in TD P 15-
71, Chapter III, Section 16, Destruction of Classified and Sensitive Information.

B. Office of Foreign Assets Control

TCUY On March 20, 2019 OSP inspected the offices of OFAC, located in the Freedman’s Bank
Building. During the inspection, OSP inspected offices injg DY (THE) e
I i» order to evaluate and ensure compliance with information security
pohcy and procedures OSP interviewed eight employees cleared for access to national security
information; and inspected seven TSDN workstations and six security containers. A total of 51
classified documents consisting of 14 memoranda, two PowerPoint presentations, and 35 e-mails
were reviewed for proper classification and markings. The assessed areas of Equipment, and
Transmission and Transportation met the standards outlined in the Treasury Security Manual
(TD P 15-71). Discrepancies were observed in the assessed areas of Classification Management,
Safeguarding, Performance Evaluations, and Classification and Marking, and are detailed below.

1. Classification Management

(U) Observation: One employee was unable to recall the difference between original and
derivative classification.
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(U} Requirement: Employees cleared for access to classified information shall receive
training on the principles of derivative classification, identification, and required markings
{TD P 15-71, Chapter I, Section 2.9).

B on the

(U) Corrective Action: The employee received on-the-spot training by ({s3§
differences between original and derivative classification.

2. Safeguarding

a, €U Observation: A security container located in a haltway on the second floor with
(B)(7)(e) IR o1 used to store classified information is a bar-lock cabinet not
authorized for storing classified information.

(U) Requirement: Bar-lock cabinets were required to be phased out for storing Secret and
Confidential information by DO/bureaus by October 1, 2012 (TD P 15-71, Chapter V,
Section 2.10).

(U) Carrective Action: All classified documents contained in the bar-lock cabinet must be
removed and stored in a GSA-approved security container.

b. €T Observation: The SF 702 Security Container Check Sheets for the safes i

contained no annotations. The concern is that these security
containers are not being checked daily or the required documentation is not annotated each
time the safe is opened.

(U} Requirement: When an authorized person first opens the container on a given day, he
or she shall record the date, the actual time, and his or her initials on the SF 702. When the
container is finally locked at the close of business, the same person or another cleared
employee shall record the actual time and their own initials. On normal business days,
regardless of whether the equipment was apened or not, the security container shall be
checked by its primary or alternate custodians who have access to the equipment to ensure no
surreptitious attempt has been made to penetrate the security equipment {TD P 15-71,
Chapter III, Section 3.6.b and c}.

(U) Corrective Action: Ensure the SF 702 is completed per the requirement. While the
“checked by” column is not required to be annotated, OSP recommends as a best security
practice that this column be used to document that the safe was checked on normal business
days regardless of whether the equipment was opened or not.

c. "f€BY Observation: The SF 700 Security Container Information Sheets were not
properly updated and the combinations changed. Security {{SSRUSTGIINN s assigned to a

{U) Requirement: The SF 700 shall be completed in its entirety to reflect the name, address,
and telephone number of DO/bureau employees responsible for its classified contents.
Combinations on in-service equipment shall be changed whenever a person knowing the
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combination no longer requires access to it or at least every three years, unless conditions
dictate sooner {TD P 15-71, Chapter I, Section 3.4, and Chapter V, Section 4.3).

(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, to have the security container combination changed and new SF 700s prepared.
Request for this service may be submitted to wdf@treasury.gov.

d. (U) Observation: Two employees were unaware of the requirement to close window
blinds in offices that process classified information on classified information systems.

(U) Requirement: All windows which might reasonably afford visual observation of
personnel, documents, material, or activities within the space shall be made opaque or
equipped with blinds, drapes or other coverings to preciude observation (TD P 15-71,
Chapter V, Section 8.2.¢)

{U) Corrective Action: On-the-spot training on the requirement to close window blinds
while using TSDN was provided by {{SJ{S)l o the employees.

2. Performance Evaluations

(U) Observation: Of the eight employees interviewed, five performance work plans were
available for review. Only one contained the required critical element for security, four did
not; the remaining employees were unsure if this element was present.

{U) Requirement: Employees cleared for access to classified information whose duties
involve significant creation, generation or handling/processing of classified information shall
have a critical element for security in their individual performance evaluations (TD P 15-71,
Chapter IIL Section 22).

(U) Corrective Action: Ensure all OFAC employees occupying positions designated in TD
P 15-71, Chapter II1, Section 22, have a critical element for security in their performance
evaluation records.

3. Classification and Marking

a. Observation: Two emails marked as “Secret” were overclassified. One email was used
as a lransmittal document for a “Secret” level attachment, and one email did not have any
attachments; in both instances the information contained in the text of the emails was
unclassified.

Requirement: Information shall not be classified unless it has been determined pursuant to
Executive Order 13526 or any predecessor order to require protection against unauthorized
disclosure {TD P 15-71 Chapter 111, Sections 5.4 and 5.6). Emails used as a transmittal
document shall indicate the highest level of classified information it transmits on its first and
last page. Where the transmittal document itself is unclassified, the document shall be
marked “Unclassified When Classified Attachment is Detached” {TD P 15-71, Chapter HI,
Section 5.24).
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(U} Corrective Action: On-the-spot training on the proper marking of unclassified emails

was provided by [{SJI(GJRNE (0 the employees.

b. (U) Observation: Twenty-nine classified emails, one memorandum, and two PowerPoint
presentations were missing portion markings.

{U) Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature
blocks, bullets and other portions within slide presentations, and the like, shall be marked to
indicate which portions are classified and which are unclassified. Markings on classified
information in cables, message traffic, and maintained in electronic format such as e-mail,
shall conform to the same requirements as for hard-copy documents (TD P 15-71, Chapter
1II, Section 6.2.a.(4) and 6.6.a).

(U) Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided bym to the employees.

¢. (U) Observation: Ten memoranda and two classified PowerPoint presentations were
missing the “Classified By " line.

(U) Requirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By” line (TD P 15-71, Chapter III,
Section 6.4.a).

(U) Corrective Action: On-the-spot training regarding the “Classified By" line was

provided by {{s){SIR (o the employee.

d. (U) Observation: Ten memoranda and two classified PowerPoint presentations were
missing the “Derived From” line.

(U) Requirement: The identification of the source(s) and date(s) of the source(s) shall be
listed on the “Derived From” line, including the agency and, where available, the office of
origin, and the date of the source or guide used (TD P 15-71, Chapter II1, Section 6.4.b).

(U) Corrective Action: On-the-spot training regarding identification of derivative sources
was provided by [{s}]f )N (0 the employee.

e. (U) Observation: Ten memoranda and two classified PowerPoint presentation were
missing the declassification instructions.

(U} Requirement: Derivative classifiers shall carry forward instructions on the “Declassify
On” line from the source document to the derivative document, or the declassification
instruction from an approved security classification guide (TD P 15-71, Chapter III, Section
6.4).

(U) Corrective Action: On-the-spot training regarding declassification instructions was

provided by [{s}]{5} - [ to the employee.
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f. (U} Observation: Sixteen classified emails did not identify the derivative classifier by
name and position title; rather, only the employees’ initials, or first initial and last name were
used.

(U) Requirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparent on each

derivatively classified document on the “Classified By” line (TD P 15-71, Chapter I,
Section 6.4.a).

(U) Corrective Action: On-the-spat training regarding the “Classified By” line was
provided by ((HI(SIN to the employees.

g. (U) Observation: One memorandum citing “Multiple Sources” in the “Derived From”
portion of the classification authority block did not identify the sources used.

(U) Requirement: When a document is classified derivatively on the basis of more than one
source document or security classification guide, the “Derived From” line shail show the
phrase “Multiple Sources” and the derivative classifier shall include a listing of the source
materials either on, or attached to, each derivatively classified decument (TD P 15-71,
Chapter 111, Section 6.4.c).

(U) Corrective Action: On-the-spot training regarding the use of “Multiple Sources” was
provided by [{: | to the employee.

h. (U) Observation: One email marked “"Confidential” was underclassified; the email was
used as a transmittal document for a “Secret” level attachment.

(U) Requirement: A transmittal document shall indicate the highest level of classified
information it transmits on its first and last page. Where the transmittal document itself is
classified, the document shall be marked "Upon Removal of Attachment this Document is
Classified (fill in appropriate level) (TD P 15-71, Chapter III, Section 5.24).

(U) Corrective Action: On-the-spot training regarding the use of transmittal documents for
classified attachments was provided by [{s)[{SSIE to the employee.

C. Office of the General Counsel

$€E% On March 27, 2019 OSP inspected the offices of OGC located in the Main Treasury
Building and the Freedman’s Bank Building. During the inspection, OSP inspected OGC rooms
(XS TN !ocotcd in the Main Treasury Building, and rooms {S)EAI{=E
located in the Freedman's Bank Building to evaluate and ensure emplayees were complying with
information security policies and procedures. OSP interviewed a total of five employees, and
inspected three TSDN workstations and two security containers. Twelve classified e-mails were
reviewed for proper classification and markings. The assessed areas of Equipment,
Safeguarding, and Transmission and Transportation met the standards outlined in the Treasury
Security Manual (TD P 15-71). Performance Evaluations were not assessed as none were
available for review and the interviewed employees were unable to recall whether their
performance work plans contained the required critical performance element for security.

6
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Discrepancies were observed in the assessed areas of Classification Management and
Classification and Marking, and are detailed below.

1. Classification Management

(U) Observation: One employee was unable to recall the requirements for hand-carrying
classified information within the office/department.

(U) Requirement: Within a DO/bureau facility, classified information may be hand-carried
between offices by direct contact of the officials/ernployees involved or via cleared support
staff. The information shall have the appropriate classified document cover sheet affixed to
it and be placed inside a single, sealed, opaque envelope/file folder or security locking bag
(TD P 15-71, Chapter III, Section 12.3).

(U) Corrective Action: The employee received on-the-spot training by [{S)(CH IS
requirements for hand-carrying classified information within the office/department.

on the

2. Classification & Marking
a. (U) Observation: Twelve classified emails were missing portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature
blocks, bullets and other portions within slide presentations, and the like, shall be marked to
indicate which portions are classified and which are unclassified. Markings on classified
information in cables, message traffic, and maintained in electronic format such as e-mail,
shall conform to the same requirements as for hard-copy documents (TD P 15-71, Chapter
111, Section 6.2.a.(4) and 6.6.a).

(U} Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided by ((sJI(S} I to the employees.

b. () Observation: Seven classified emails did not identify the derivative classifier by
name and position title; rather, only the employees’ initials, or first initial and last name were
used.

{U) Requirement: DO/bureau docurnents are required to identify the derivative classifier by
namme and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By" line (TD P 15-71, Chapter 111,
Section 6.4.a).

(U) Corrective Action: On-the-spot training regarding the “Classified By" line was
provided by [Ee)I(GYINE to the ernployees.

c. (U) Observation: Two emails marked “Secret” were overclassified; the emails were used
as a transmittal document for “Secret” level attachments, but the text of the emails were
unclassified.
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(U) Requirement: A transmiital document shall indicate the highest level of classified
information it transmits on its first and last page. Where the transmittal document itseif is
unclassified, the document shall be marked “Unclassified When Classified Attachment is
Detached” (TD P 15-71, Chapter I, Section 5.24).

(U) Corrective Action: On-the-spot training regarding the use of transmittal documents for
classified attachments was provided by j to the employee.

d. (U) Observation: One email citing “Multiple Sources” in the “Derived From” portion of
the classification authority block did not identify the sources used.

(U) Requirement: When a document is classified derivatively on the basis of more than one
source document or security classification guide, the “Derived From” line shall show the
phrase “Multiple Sources” and the derivative classifier shall include a listing of the source
materials either on, or attached to, each derivatively classified document (TD P 15-71,
Chapter I1, Section 6.4.c}.

(U} Corrective Action: On-the-spot training regarding the use of “Multiple Sources” was
provided by [{sJI(CI I to the employee.

III. SUMMARY OF OBSERVATIONS

A. (U} Classification Management. Within the DO inspected, 18 assigned individuals cleared
for access to classified information were interviewed. All personnel interviewed demonstrated a
fundamental level of awareness regarding their responsibilities to properly handle, store,
transmit, and derivatively classify national security information. Two minor discrepancies were
that one employee could not recall the difference between original and derivative classification
and one employee could not recall the specific requirements for hand-carrying classified
information within the office/department.

B. (U) Safeguarding. Nine GSA approved security containers were inspected; however, only
three were able to be opened for review. The remainder were not opened due to the custodians
not being available to open the safes or the custodians not knowing the safe combinations. The
SF 700, Security Container Information forms, in two of these containers had not been updated
fo include the required information for the current custodians, and the combinations changed as
persons knowing the combinations no longer required access to the security containers, or the
combinations had not been changed within the past three years. Additionally, in four instances
the SF 702, Security Container Check Sheet, was not correctly completed. The most common
error was that the daily opened by/closed by/checked by blocks were not filled in. Collectively,
these deficiencies make it difficult to assess whether proper open/close procedures are being
followed and make it difficult to determine who actually is responsible for the contents of the
security containers. Also, one safe was discovered that is a bar-lock cabinet not authorized for
storing classified information. As a side note, most of the safes contained classified documents
of unknown value or need for continued retention.

C. (U) Performance Evaluations. Of the 18 employees interviewed, only five were available
for review; of these, only one contained the required critical element for security. Five




individuals in LA did not likely occupy positions requiring the critical performance element for
security. Four employees' performance work plans did not contain the required critical element
for security, and eight were uncertain.

D. (U) Classification and Marking. Sixty-three classified documents consisting of 47 emails,
14 memoranda, and two PowerPoint presentations were reviewed. Sixty of these were assessed
as being improperly marked. The most common error was that portion markings were not
properly applied to 44 documents. Sixteen documents did not properly identify the derivative
classifiers by either full name and were missing the title of the classifier. Four emails were
overclassified and one email was underclassified. One email and one memorandum citing
“Multiple Sources” in the “Derived From” portion of the classification autherity block did not
identify the sources used. Additionally, ten memoranda and two PowerPoint presentation were
missing the classification authority block identifying the derivative classifier, source(s) of
derivation, and the declassification instructions. Failure to properly mark classified documents
makes it difficult for document owners and recipients to readily identify the proper document
safeguarding, handling and transmission requirements, increasing the risk of either a data
spillage or inadvertent disclosure of classified information.

Classified Document Review Totals
Total number of documents reviewed 63
Number of documents with discrepancies 60
Percentage of documents with discrepancies 95%
Total number of discrepancies 111
Average number of discrepancies per document 1.85
9
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

JUN 0 4 2019

MEMORANDUM FOR: Andrew Eck
Deputy Assistant Secretary, Legislatiye Affg

FROM: s b b
Dlrector, Offiice of Security Programs

SUBJECT: () Legislative Affairs Seif-Inspection Findmgs an orr
Actions

(U) The Office of Security Programs (OSP) conducted on March 19, 2019 a self-inspection of
the workspaces of Legislative Affairs {(LA) located in the Main Treasury Building. The purpose
of this inspection was to review, evaluate, and assess LA’s collateral classification activities as
well as employees’ compliance with information security policies and procedures in order to
ensure that LA met the minimum standards for safegnarding collateral classified information.
QSP's self-inspections are conducted in accordance with Executive Order (EQ) 13526 and the
Treasury Security Manual TD P 15-71, Chapter IH, Section 21, "Self-Inspection Program for
Classified Information”, The O3P Seif-Inspection Program Checklist was used with the
following areas being assessed: Classification Management, Equipment, Safeguarding,
Transmission and Transportation, Performance Evaluations, and Classification and Marking.

=€8¥ During the inspection, OSP inspected [HIEN _
interviewed five employees cleared for access to national security mfonnatmn and mspected one
security container in order to evaluate and ensure compliance wnh mformntton secunty policy
and procedures. The security container located in (SN ' _ N
unable to be opened and inspected as the current custodian Was newly asmgm:d to the safe, did
not have a record of the combination, and had never accessed the safe. However, according to
ST Scrior Advisor, the only change to the contents of that safe since it was last
mspected by OSP on March 26, 2018 was the addition of classified documents removed from
other LA safes that were decommissioned in FY 2018. These documents were legacy documents
that were prepared in FY’s outside of the scope of this inspection. Classification and Marking
was not assessed as none of the employees interviewed prepared any derivatively classified
documents. Since LA’s last inspection by OSP on March 26, 2018, the TSDN terminal located
in {EYE(I tiad been removed. Emails were not reviewed for Classification and Marking
since none of LA’s current employees had accessed TSDN. Performance Evaluations were not
assessed as none of the interviewed employees performed duties involving the significant
creation, generation or handling/processing of classified information. The assessed areas of
Classification Management, Equipment, Transmission and Transportation met the standasds
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outlined in the Treasury Security Manual {TD P 15-71). A discrepancy was observed in the
assessed area of Safeguarding as detailed below.

Safeguarding,.

(€61 Observation: The SF 700, Security Container Information form, was not properly
updated and the combination was not changed for the security container in Main Treasury room
O

(U) Requirement: The SF 700 shall be completed in its entirety to reflect the name, address,
and ielephone number of DO/burean employees responsible for its classified contents.
Combinations on in-service equipment shall be changed whenever a person knowing the
combination no longer requires access to it or at Jeast every three years, unless conditions dictate
sooner (TD P 15-71, Chapter 111, Section 3.4, and Chapter V, Section 4.3).

(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, io have the security container combinations changed and a8 new SF 700 prepared.
Request for this service may be submitted to wdf@treasury. gov.

(J) Recommendation: Conduct o review of the legacy files contained within the security
container (o determine which documents require continued retention. Classified documents no
longer needed should be destroyed in accordance with the standards outlined in TD P 15-71,
Chapter I11, Section 16, Destruction of Classified and Sensitive Information.

(U} LA is required to report to OSP within 45 days of this memorandum that the corrective
action listed above has been completed. Although not required, OSP recommends that LA
compiete the recommended review of legacy classified documents to verify the need for their
continued retention. LA is to provide a formal memorandum to OSP with actions taken in order
to close out all security findings.

(U) If you have any guestions regarding this memorandum, please contact {3 RGN
Information Security Specialist, at [{s3/(s3 TN Or emailw

@ireasury.gov.
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DEPARTMENT OF THE TREASURY
WASHINGTOMN, D.C.

JUH 0 4 2019

MEMORANDUM FOR: Paul Ahern
Assistant General Counsel, Office of the

FROM: ()6
Director, Office of Security Programs
SUBJECT: (U) Office of the General Counsel Seli-fhspection Findings and

Corrective Actions

{U) The Office of Security Programs {OSP) conducted on March 27, 2019 a self-inspection of
the Office of General Counsel (OGC) workspaces lncated in the Main Treasury Building and the
Freedman’s Bank Building. The purpose of this inspection was to review, evaluate, and assess
OGC’s collateral classification activities as well as employees’ compliance with information
security policies and procedures in order to ensure that OGC met the minimum standards for
safeguarding collateral classified information. OSP's self-inspections are conducted in
nccordance with Executive Order (£0) 13526 and the Treasury Security Manual TD P 15-71,
Chnpter 111, Section 21, "Self-Inspection Program for Classificd Information”. The OSP Scif-
Inspection Program Checklist was used with the following areas being assessed: Classification
Management, Equipment, Safeguarding, Transmission and Transportation, Performance
Evaluations, and Classification and Markinp.

<€) During the inspection, OSP inspected OGN NN ocated in the
Main Treasury Building, and {S}X¥8T=3 NN |ocated in the Freedman’s Bank Building 1o
evaluate and ensure employees were complying with information security policies and
procedures, OSP interviewed a total of five employees, and inspected three TSDN workstations
and two (2) security containers. Twelve classified e-mails were reviewed for proper
classification and markings. The assessed areas of Equipment, Safeguarding, and Transmission
end Transportation met the standards outlined in the Treasury Security Manual (TD P 15-71).
Performance Evaluations were not assessed as none were available for review and the
interviewed employees were unable to recall whether their performance work plans contained the
required critical performance element for security. Discrepancies were observed in the assessed
areas of Classification Management and Classification and Marking, and are detailed below.

A. Classification Management

(U) Observation: One employee was unable to recall the requirements for hand-canying
classified information within the office/department.

(U) Requirement: Within a DO/bureau facility, clussified information may be hand-carmried
between offices by direct contact of the officials/employees involved or via cleared support staff.
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The information shali have the appropriate classified document cover sheet affixed to it and be
placed inside a single, sealed, opague envelope/file folder or security locking bag (TD P 15-71,
Chapter I, Section 12.3).

() Corrective Action: The employee received on-the-spot training by {CHCHR on the

requirements for hand-carying classified information within the office/department.
B. Classification & Markiog

1. (U) Observation: Twelve classified emails were missing portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, builet statements, subparagraphs, classified signature blocks,
bullets and other portions within slide presentations, and the like, shall be marked lo indicate
which portions are classified and which are unclassified. Markings on classified information in
cables, message traffic, and maintained in electronic format such as e-mail, shail conform to the
same requirements as for hard-copy documents (TD P 15-71, Chapter IH, Section 6.2.2.(4) and
6.6.a).

(U} Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided by [SSIC} N to the employees.

2. {U) Observation: Seven classified emails did not identify the derivative classifier by pame
and position title; rather, only the employees’ initials, or first initial and last name were used.

(U} Reguirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that js immediately apparent on eacb
derivatively classified document on the “Classified By” line (TD P 15-71, Chapter III, Section
6.4.a).

(U} Corrective Action: On-the-spot training regarding the “Classified By" line was provided by

(3 (I o the employees.

{

3. (U) Observation: Two emails marked “Secret” were overclassified; the emails were used as
a transmittal document for *Secret” leve] stiachments, but the text of the emails were
unclassified.

(U) Reguirement: A transmittal document shall indicate the highest level of classified
information it transmits on its first and last page. Where the transmiital document itself is
unclassified, the document shall be marked “Unciassified When Classifiad Attachment is
Detached” (TD P 15-71, Chapter IIT, Sectioa 5.24),

(U) Corrective Action: On-the-spot iraining regarding the use of transmittal documents for
classified attachments was provided by )G t0 the employee.

4. (U) Observation: One email citing “Multiple Sources” in the “Derived From® portion of the
classification authority block did not identify the sources nsed.
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(U) Requirement: When a document is classified derivatively on the basis of more than one
source document or security classification guide, the “Derived From” line shall show the phrase
“Multiple Sources” and the derivative classifier shall include a listing of the source materials
either on, or attached to, each derivatively classified document (TD P 15-71, Chapter IT1, Section
6.4.c).

(U) Carrective Action: On-the-spot iraining regarding the use of “Multiple Sources” was
provided hy I (o the employee.

(U) OGC is required to report to OSP within 45 days of this memorandum that alf corrective
actions for each security observation identified above and not comected on-the-spot have been
completed. The only remaining corrective action not corrected is for Performance Evaluations,
item B, above. OGC is to provide a formal memorandum to OSP with actions taken in order to
close out the security finding.

(U} If you have any questions regarding this memorandum, please coninct (SN
Information Security Specialist, at [YCIENEE or cmail [CYSTE © treasury.gov.

2021-FOIA-00182/093



DEPARTMENT OF THE TREASURY
WASHINGTGN, D.C.

MEMORANDUM FOR: Thomas J. Wolverton

Counterintelligence

FROM: {bi6) :
Director, Office of Security Progra
SUBJECT: (U} Office of Security Programs Self-Inspection for 37

Quarter FY 2019

I. INTRODUCTION

(U) During the 3" Quarter Fiscal Year (FY) 2019, the Office of Security Programs (OSP)
conducted a self-inspection during regular working hourss to review, evaluate and assess
Departmental Offices’ (DO) collateral classification activities and assess employees’ compliance
with information security practices and procedures. These activities support the development of
corrective action plans to include tailored training initiatives. All inspections are conducted to
ensure that Treasury organizations meet the minimum standards for safeguarding collateral
classified information. OSP’s self-inspections are conducted in accordance with Executive Order
{EO) 13526 and the Treasury Security Manual {TD P 15-71), Chapter III, Section 21, "Self-
Inspection Program for Classified Information."

{U) The DO inspected this quarter was Domestic Finance (DF). The inspector was[{s}GY}
N 1 formation Security Specialist. The OSP Self-Inspection Program Checklist was used
with the following areas being assessed: Classification Management, Equipment, Safegvarding,
Transmission and Transporintion, Performence Evaluations, and Classification and Marking.

II. INSPECTION RESULTS

=56 On June 11 and 13, 2019 OSP inspected the workspaces of DF lacated in the Main
Treasury Building, OSP conducted an inspection of reoms [ EIS NG
interviewed five employees cleared for access to national stx:unty 1nformat|on 1nspected two
Treasury Secure Data Network (TSDN) workstations; and inspected one security container in
order to evaluate and ensure compliance with information security policy and procedures. A
total of twelve documents were reviewed for proper classification and markings. The security
container held two classified documents which appeared to be over nine years old. These
documents should be reviewed to determine their continned need for retention. Classified
documenis no fonger needed should be destroyed in accordance with the standards outlined in
TD P 15-71, Chapter I11, Section 16, Destruction of Classified and Sensitive Information. The
assessed areas of, Equipment and Safeguarding met the standards outlined in the Treasury
Security Manual (TD P 15-71). Discrepancies were observed in the assessed areas of
Classification Management, Transmission and Transportation, Performance Evaluations, and
Classification and Marking as detailed below.
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A.

B'

Classification Management.

(U) Observation: One employee was unable to recail the difference between onginal and
derivative classification.

(U) Requirement: Employees cleared for access to classified information shall receive
training on the principies of degvative classification, identification, and required markings
(TD P 15-71, Chapter ITI, Section 2.9).

(U) Corrective Action: The employee received on-the-spot training by |8
differences between original and derivative classification.

NG on the

Transmission and Transportation

Observation: Four employees were unabie to recall the proper packaging and transmission
procedures.

Requirement: Classified documents and information shall be transmitied and received in an
authorized manner which ensuores that evidence of tampering can be detected, that
inadvertent access can be precluded, and that provides a method which assures timely
delivery to the intended recipients (TD P 15-71, Chapter III, Section 11.4).

Corrective Action: All of the employees received on-the-spot training by () EGEG_Gg

Information Security Specialist on the proper procedures for packaping and transmitting
classified information,

Performance Evaluations

(U} Observation: Of the five employees interviewed, no performance work plans were
available for review. These employees stated that to the best of their recollection, their
performance evaluations last year did not contain the required critical performance element
for security, Of these employees, at least two performed duties likely requiring this
performance element as they accessed TSDN, created and sent classified emails, and
reviewed or prepared classified docoments.

(U} Reguirement: Employees cleared for access to classified information whose duties
involve significant creation, generation or handling/processing of ¢lassified information shatl
have a critical element for security in their individual performance evaluations (TD P 15-71,
Chapter 111, Section 22).

(U} Correciive Action: Ensure all DF employees occupying positions designated in TD P
15-71, Chapter IT1, Section 22, have a critical element for security in their performance
evaluation records.

Classification and Marking

1. Observation: Five emails marked as “Secret” were overclassified. These email were
unclassified replics to emaiis used as transmittal documents for “Secret” jevel attachments,




and the attachments were not appended to the replies; in all instances the information
contained in the text of the emails was unclassified.

Reguirement: Information shall not be classified unless it has been determined pursuant to
Executive Order {3526 or any predecessor order to require protection against unauthorized
disclosure (TD P 15-71 Chapter III, Sections 5.4 and 5.6). Emails used as a transmittal
document shall indicate the highest level of classified information it transmits on its first and
last page. Where the transmitial document itself is unclassified, the document shall be
marked “Unclassified When Classified Attachment is Detached” (TD P 15-71, Chapter I,
Section 5.24),

(U) Corrective Action: On-the-spot trining on the proper marking of unclassified emails
was provided by I (o the employees.

2. () Observation: Four classified emails, one classified memorandum, and one
PowerPoint presentation did not identify the derivative classifier by name and position title;
rather, only the employee's initials, or first initial and last name were used.

(U) Requirement: DO/bureau documents are required to identify the derivative classifier by
first and last name and position or by personal identifier, in a manner that is immediately
apparent on each derivatively classified document on the “Classified By” line {TD P 15-71,
Chapter IT1, Section 6.4.a).

(U} Corrective Action: On-the-spoi training regarding the “Classified By” line was
provided by {3V to the employees.

3. {U) Observation;: Four classified emails and one classified PowerPoint presentation were
missing portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, charts, bullet statements, suhparagraphs, classified signature
blocks, bullets and other portions within slide presentations, and the Jike, shall be marked to
indicate which portions are classilled and which are unciassified. Markings on classified
information in cables, message traffic, and maintained in electronic format such as e-mail,
shall conform to the same requirements as for hard-copy docunents (TD P 15-71, Chapter
III, Section 6.2.a.(4) and 6.6.a),

(U) Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided by [EY{3J 10 the employees.

IIL. SUMMARY OF OBSERVATIONS

A, (U) Classification Management, Within the DO inspected, five assigned individuals
cleared for access to classified information were interviewed. All personnel interviewed
demonstrated a fundamental level of awareness regarding their responsibilities to properly
handle, store, transmit, and derivatively classify national security information. A minor
discrepancy was that one employee could not recall the difference between original and

3

“CESNEROEEER-
2021-FOIA-00182/096




derivative classification. This employee, however, was a consumer of classified products and
had not exercised derivative classification authority in at least three years.

B. (U) Transmission and Transportation. Four employees were unable to recall the proper
packaging and transmission procedures. However, none of these employees were required to
hand-carry classified information, which likely contributed to their lack of familiarity with these
procedures.

C. (U) Perlormance Evaiuations. Of the five employees interviewed, none of their
performance work plans contained the required critical performance element for security, Of

these, at least two employees likely occupy positions requiring the critical performance element
for security.

D. (U) Classification and Marking. Twelve classified documents consisting of nine emails,
two memoranda, and one PowerPoint presentation were reviewed. Seven of these were assessed
as being improperly marked. Portion markings were not properly applied to five documents. Six
documents did not properly identify the derivative classifiers by full name and were missing the
title of the ciassifier. Five emails were overclassified. Failure to properly mark classified
documents makes it difficult for document owners and recipients to readily identify the proper
document safeguarding, handling and transmission requirements, increasing the risk of either a
data spillage or inadvertent disclosure of classified information.

Ciassified Document Review Totals
Total pumber of dociments reviewed {2
Number of documenis with discrepancies 7
Percentage of documents with discrepancies 58%
Total number of discrepancies 16
Average number of discrepancies per document 1.3
4
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

MEMORANDUM FOR: Michael W. Mason

Deputy Assistant
FROM: (byey
Director, Office of Security Programs
SUBJECT: (U) Office of Security Programs Sell-Inspection for 1st Quarter

FY 201%

L. INTRODUCTION

(U) During the 17 Quarter FY 2019, the Office of Security Programs (OSP) conducted seif-
inspections during regular working hours to review, evaluate and assess individual Departmental
Offices' (DO} collateral classification activities and assess employees’ complianice with
information security practices and procedures. These activities support the development of
corrective action plans to include tailored training initiatives. All inspections are conducted to
ensure that Treasury organizations meet the minimum standards for safeguarding collateral
classified information. OSF's self-inspections are conducted in accordance with Executive Order
(EO) 13526 and the Treasury Security Manual (TD P 15-71), Chapter II, Section 21, "Self-
Inspection Program for Classified Information.”

(U) The DO inspected this quarter was the Govemnment Security Operations Center (GSOC),

Office of the Assaciate Chief Information Officer, Cyber Secority. The inspector was{Q)li
B Information Security Specialist. The OSP Self-Inspectioo Program Checklist was used

with the following areas being assessed: Classification Management, Equipment, Safeguarding,
Transmission and Transpostation, Performance Evaluations, and Classification and Marking.

I1. INSPECTION RESULTS

31t n Decemnbes e
&) ) (e) _ B During the inspection, OSP randomly selecied GSOC cubicles and

offices located within {:5}-{.?}{6}- o evaluate and ensure employees were complying with
information security policy and procedures. OSP interviewed a total of nine employees, and
inspected two Treasury Secure Data Network (TSDN} workstations and two security containers.
A 1otal of seven classified documents consisting of five e-mails and two PowerPoint
preseniations were reviewed for proper classification and markings. The assessed areas of
Equipment, Safegvarding, and Transmission and Transportation mei the standards outlined in Lhe
Treasury Security Manual (TD P 15-71}. Discrepancies were observed in the assessed areps of

Classification Management, Performance Evaluations, and Classification and Marking, and are
detailed below.
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A. Classification Management.

1. (U) Observation: One employee was unaware of the requirement for properly using
cover sheets.

(U) Requirement; Classified document caver sheets are used o alert personnef that a
document, file, or folder to which it is affixed, respectively contains Top Secret, Secret, or
Confidential classified information and must be protected. Classified document cover sheets
shall be placed on al! classified documents or classified folders when withdrawn from secure

storage for internal and external transmission and handling/processing (TD P 15-71 Chapter
I, Section 3.7).

{(U) Corrective Action: The employee received on-the-spot training by I I
proper use of cover sheets.

| on the

2. (U) Observation: Two employees were unable to recall the difference between original
and derivative classification.

(U) Reguirement: Employees cleared for access to classified information shall receive
training on the principies of derivative classification, identification, and required markings
(TD P 15-71, Chapter Ili, Section 2.9).

(U) Corrective Action: The employees received on-the-spot training by {3 EY NN
differences between original and derivative classification.

B. Performance Evaluations.

(U) Observation; Of the nine employees interviewed, only three were federal employees.
None of the federal employecs were able to provide copies of their performance evaluation
records for review; however, all stated that their FY 2018 performance evaluations did not
contain the required critical element for security. The GSOC Assopciate Chief Information
Security Officer confirmed that none of the federal employees assigned to GSOC had the
required critical element for security in their perfonmance evaluation records.

(U) Requirement: Employees cleared for access to classified information whose duties
involve significant creation, generation or handling/processing of classified information shall

have a critical element for security in their individual performance evaluations {TD P 15-71,
Chapter IT1, Section 22).

(U) Corrective Action: Ensure all GSOC employees occupying positions designated in TD
P 15-71, Chapter 111, Section 22, have a critical element for security in their performance
evaluation records,

. Classilication and Marking.

1. Observation: Two emails marked as “Secret” were overclassified. The emsils did not
have any attachments and the information contained in the text of the email was unclassified.
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Requirement: Information shall not be classified unless it has been determined pursuvant to
Executive Order 13526 or any predecessor order to require protection against unauthorized
disclosure (TD P 15-71 Chapter I, Sections 5.4 and 5.6).

(U) Corrective Action: On-the-spot trnining on the proper marking of unclassified emails
was provided by B (o the employees.

2. (U) Observation: Five classified emails and two PowerPoint presentations were missing
portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature
biocks, bullets and other portions within slide presentations, and the like, shall be marked to
indicate which portions are classified and which are unclassified. Markings on classified
information in cables, message traffic, and mainfained in electronic format such as e-mail,
shall conform to the same requirements as for hard-copy documents (TD P 15-71, Chapter
I, Seclion 6.2.a.(4) and 6.6.q).

{U) Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided by KGR to the employees.

3, (U) Observation: One classified PowerPoint presentation was missing the “Classified
By" line.

(U Requirement: DO/bureau documents are required to idenlify the derivative classifier by
name and position or by personal identifier, in & maaner that is immediately apparent on each

derivatively classified document on the “Classified By” line (TD P 15-71, Chapter 11f,
Section 6.4.8).

(U) Corrective Action: On-the-spot training regarding the *“Classified By” line was
provided by [BYIEEE to the employee.

4, (U) Observalion: One classified PowerPoint presentation used “Derived By” instead of
“Classified By” to identify the derivative classifier.

(U) Requirement: Derivatively ciassified documents shall use “Clossified By” to identify
the derivative classifier (TD P 15-71, Chapter III, Section 6.4.q).

(U) Corrective Action: On-the-spot training regarding the “Classified By” line was
provided by I (0 the employee.

5. (U) Observation: One classified PowerPoint presentation was missing the “Derived
From” line.

(U} Requirement: The identification of the source(s} and date(s) of the source(s) shall be
listed on 1he “Derived From” line, including the agency and, where available, the office of
origin, and the date of the source or guide used (TD P 15-71, Chapter I, Section 6.4.b).

- a”
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(U) Corrective Action: On-the-spot training regarding identification of derivative sources
was provided by (SR to the employee.

6. (U) Observation: One classified PowerPoint presentation was missing the
declassification instructions.

(U) Requirement: Derivative classifiers shall carry forward instructions on the *“Declassify
On" line from the source document to the derivative document, or the declassification
instruction from an approved security classification guide (TD P 15-71, Chapter III, Section
6.4).

(U) Corrective Action: On-the-spot training regarding declassification instructions was
provided by [GHCII to the employee.

7. (U) Observation: Three classified emails did not identify the derivative classifier by
name and position title; rather, only the employees’ first initial and last name were used.

(1) Requirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By” line (TD P 15-71, Chapter I1I,
Section 6.4.a).

(U) Corrective Action: On-the-spot training regarding the “Classified By" line was
provided by [(3}/(:)INEE t0 the employees.

8. (U) Observation: One email citing “Mulliple Sources™ in the “Derived From” portion of
the classification authority block did not identify the sources used.

(U) Requirement: When a document is classified derivatively on the basis of more than one
source document ot security classification guide, the “Derived From” line shall show the
phrase “Multiple Sources™ and the derivative classifier shall include a fisting of the source
materials either on, or attached to, each derivatively classified document (TD P 15-71,
Chapter III, Section 6.4.c),

(U) Corrective Action: On-the-spot training regarding the use of “Maultiple Sources” was
provided by TSI to the employee.

Iif. SUMMARY OF OBSERVATIONS

A. (U) Classification Managemendt, Within the DO inspected, nine assigned individuals
cleared for access to classified information were interviewed. One employee conld not identify
the precise requirements for using classified document cover sheets. Additionally, two
employees could not recal! the distinction between original and derivative classification.

B. {U) Performance Evaluations. None of the three federal employees interviewed had the
required critical performance element for security in their FY 2018 performance appraisals.

C. {U) Classification and Marking. Seven classified documents consisting of five emails and
two PowerPoint presentations were reviewed. All of these were assessed as being improperly
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marked. The most common error was that portion markings were not properly applied to all
seven documents, Three documents did not properly identify the derivative classifiers by either
full nasne or were missing the title of the classifier. Two emails were overclassified and one
email citing “Multiple Sources” in the “Derived From” portion of the classification authority
block did not identify the sources used. Additionally, one PowerPoint presentation was missing
the classification authority block identifying the derivative classifier, source(s) of derivation, and
the declassification instructions. Failure to properly mark classified documents makes it difficult
for document owners and recipients to readily identify the proper document safeguarding,
handling and transmission requirements, increasing the risk of either a data spillage or
inadvertent disclosure of classified information.

Classified Docament Review Totals
Total number of documents reviewed 7
Number of documents with discrepancies 7
Percentage of documents with discrepancies 130%
Total number of discrepancies 15
Average number of discrepancies per document 2.1
5




DEPARTMENT OF THE TREASURY
WASHINGTON, D.C,

MAR 1 4 M9

(0)(6)

MEMORANDUM FOR: /]
Associate Chief Infermation Officer fg
FROM: )6y
Director, Office of Secority Programs
SUBJECT: (U) Government Security Operations ente Se«lnso

Findings and Corrective Actions

{U) The Office of Security Programs (OSP) conducted on December 4 and 2(), 2018 a seff-
inspection of the Govemment Securily Operations Center (GSOC) workspaces located in Suite
485, Vienna, Virginia The purpose of this inspection was to review, evaluate, and assess
GSQC's collateral classification activities as well as employees’ compliance with information
security policies and procedures in order to ensure that GSOC met the minimum standards for
safeguarding coltateral classified information. OSP’s self-inspections are conducted in
accordance with Executive Order (EQ) 13526 and the Treasury Security Manual TD P 15-71,
Chapter ITI, Section 21, "Self-Inspection Program for Classified Information”. The OSP Self-
Inspection Program Checklist was used with the following areas being assessed: Classification
Management, Equipment, Safeguarding, Transmission and Transportation, Performance
Evaluations, and Classification and Marking.

@ During the inspection, OSP randomly selected GSOC cubicles and rooms located in [l
lto evaluate and ensure employees were complying with information security policy and
procedures. OSP interviewed a total of nine employees, and inspeeted two Treasury Secure Data
Network (TSDN) workstations and two security containers. A total of seven classified
documents consisting of five e-mails and two PowetPoint presentations were reviewed for proper
classification and markings. The nssessed areas of Equipment, Safeguarding, and Transmission
and Transporiation met the standards outlined in the Treasury Security Manual (TD P 15-71).
Discrepancies were observed in the assessed areas of Classification Management, Performance
Evaluations, and Classification and Marking, and are detailed below.

A. Classification Management.

1, (U) Observation: One employee was unaware of the requirement for properiy using cover
sheets,

(U) Requirement: Classified document cover sheets are used to alert personnel that a
document, file, or folder to which it is affixed, respectively contains Top Secret, Secret, or
Confidential classified inforiation and must be protected. Classified document cover sheets
shall be placed on all classified documents or classified folders when withdrawn from secure
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storage for internal and external transmission and handling/processing (TD P 15-71 Chapter 111,
Section 3.7).

(U) Corrective Action: The employee received on-the~spot training by [ERE N

proper use of cover sheets.

} on the

2. (U) Observation: Two employees were unabile ta recall the difference between original and
derivative classification.

{U) Requirement: Employees cleared for access to classified information shall receive training
on the principles of derivative classification, identification, and required markings (TD P 15-71,
Chapter III, Section 2.9).

(U) Corrective Action: The employees received on-the-spot training by [N
differences between original and derivative classification,

B. Performance Evaluations.

(U) Observation: Of the nine employees interviewed, only three were federal employees. None
of the federal employees were ahle to provide copies of their performance evaluation records for
review; however, all stated that their FY 2018 performance evaluations did not contain the
required critical element for security, The GSOC Associate Chief Information Security Officer
confirmed that none of the federal employees assigned to GSOC had the required critical element
for security in their performance evalvation records.

(U) Requirement: Employees cleared for access 1o classified information whose duties involve
significant creation, generation or handling/processing of classified information shall have a

critical element for security in their individual performance evaluations (TD P 15-71, Chapter
I, Section 22).

(U) Corrective Action: Ensure all GSOC employecs occupying positions designated in TD P

15-71, Chapter I1I, Section 22, have a critical element for security in their performance
evaluation records.

C. Classification and Marking.

1. (U) Observation: Two emails marked as “Secret” were overelassified. The ematls did not
have any attachmeants and the information contained in the text of the email was unclassified.

(U) Requirement: Information shall not be classified unless it has been determined pursuant to
Executive Order 13526 or any predecessar order to require protection against unsuthorized
disclosure (TD P 15-71 Chapter IlI, Sections 5.4 and 5.6).

(U) Corrective Action: On-the-spot training on the proper marking of unclassified emails was
provided by {33!} ENENE (o the employees.

2. (U) Observation: Five classified emails and two PowerPoint presentations were missing
portion markings.
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(U) Requirement: Each portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature blocks,
bullets and other portions within slide presentations, and the like, shail be marked to indicate
which portions are classified and which are unclassified. Markings on classified information in
cables, message traffic, and maintained in electronic format such as e-mail, shall conform to the
same requirements as for hard~copy documents (TD P 15-71, Chapter III, Section 6.2.a.{4) and
6.6.a).

(U) Carrective Action: On-the-spot training regarding the proper application of portion
markings was provided by [[SIGHIEEN ¢o the employees.

3. (U) Observation: One classified PowerPoint presentation was missing the “Classified By”
line.

{U) Requirement: DO/bureau documents are required to identify the derivative ciassifier by
name and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By" line (TD P 15~71, Chapter 1], Section
6.4.a).

() Carrective Action: On-the-spot training regarding the “Classified By” line was provided by
CTN to the employee.

4. (U) Observation: One classified PowerPoint presentation wsed “Derived By" instead of
*Classified By” to identify the derivative classifier.

(U) Requirement: Derivatively classified documents shall use “Classified By” to identify the
derivative classifier (TD P 15-71, Chapter [I1, Section 6.4.a).

(U) Corrective Action: On-the-spot training regarding the “Classified By™ line was provided by
N to the employee.

5. (1)) Observation: One classified PowerPoint presentation was missing the “Derived From”
line.

(U) Requirement: The identification of the source(s) and date(s) of the source(s) shall be listed
on the “Derived From” line, including the agency and, where available, the office of origin, and
the date of the source or guide used (TD P 15-71, Chapter I, Section 6.4.b).

(U) Corrective Action: On-the-spot training regarding identification of derivative sources was
{31 o the empioyee.

6. (U) Observation: One classified PowerPoint presentation was missing the declassificalion
instructions,

(U) Requirement: Derivative classifiers shall carry forward instructions on the “Declassify On"
line from the source document to the derivative dociment, or the declassification instruction
from an approved security classification guide (TD P 15-71, Chapter III, Section 6.4).

2021-FOIA-00182/105



S OPH O Il

(1)) Corrective Action: On-the-spot training regarding declassification instructions was
provided by {F{HN to the employee.

7. (U) Observation: Three classified emails did not identify the derivative classifier by name
and position title; rather, only the employees’ first initial and last name were used.

(U) Requirement; DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manner that is immediately apparent on each
derivatively classified document on the “Classified By” line (TD P 15-71, Chapter III, Section
6.4.2).

(U) Corrective Action: On-the-spot training regarding the “Classified By” line was provided by
YT to the employees.

8. (U) Observation: One email citing “Multiple Sources™ in the *Derived From" portion of the
classification authority block did not identify the sources used.

(U) Requirement: When a document is classified derivatively on the basis of more than one
source document or security classification guide, the “"Derived From” line shall show the phrase
“Multiple Sources" and the derivative classifier shall include a listing of the source materials

either on, or attached to, each derivatively classified document (TD P 15-71, Chapter I1I, Section
6.4.c).

(U} Corrective Action: On-the-spot training regarding the use of “Mulliple Sources™ was
provided by [{s}':J I (o (hc cmployee.

(U) GSOC is required 10 report to OSP within 45 days of this memorandum that all corrective
aclions for each security observation identified above and not corrected on-the-spot have been
completed. The only remaining carrective action not corrected is for Performance Evaluations,
itern B, above. GSOC is to provide a formal memorandum to OSP with actions taken in order to
close out all security findings.

{U) If you have any questions regarding this memorandum, plcase contact [HE NN
Information Security Specialist, at [{s3{{:3 NS or emailM@mury.gov.
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DEPARTMENT OF THE TREASURY
WASHINGTON. D.C.

JUN 0 4 2019

MEMORANDUM FOR: Andrea Gacki
Director, Office of Foreign Assets Contrg

FROM: (b))
Director, Office of Security Programs
SUBJECT: (U) Offiice of Foreign Assets Control Self-Inspection Findings

and Corrective Actions

(U) The Office of Security Programs (OSP) conducted on March 20, 2019 a self-inspection of
the Office of Foreign Assets Control (OFAC) workspaces located in the Freedman's Bank
Building. The purpose of this inspection was to review, evaluate, and assess OFAC’s collatern]
classification activities as well as employees” compliance with information security policies and
procedures in order (o ensure that OFAC met the minimum standards for safeguarding collateral
classified information. OSP's self-inspections are conducted in accordance with Executive Order
{EO) 13526 and the Treasury Security Manual TD P 15-71, Chapter IHI, Section 21, "Self-
Inspection Program for Classified Information”. The OSP Self-Inspection Program Checklist
was used with the following areas being assessed: Classification Management, Equipment,
Safeguarding, Transmission and Tmnsportation, Performance Evaluations, and Classification
and Marking,

‘€t B-During the inspection, OSP inspected offices in rooms XSG

in order to evaluate and ensure compliance with information security
policy and procedures. OSP interviewed eight employees cleared for access to national security
information; and inspected seven TSDN workstations and six security containers. A total of 51
classified documents consisting of 14 memoranda, two PowerPoint presentations, and 35 e-mails
were reviewed for proper classification and markings. The assessed areas of Equipment, and
Transmission and Transportation met the standards outlined in the Treasury Security Manual
(TD P 15-71). Discrepancies were observed in the assessed areas of Classification Management,
Safeguarding, Performance Evaluations, and Classification and Marking, and are detailed below.

A. Classification Management

(U) Observatlon: One employee was unable to recall the difference between original and
derivative classification.

(U) Requirement: Employees cleared for access 1o classified information shall receive training
on the principles of derivative classification, identification, and required markings (TD P 15-71,
Chapter IIl, Section 2.9),

EONERCIEED..
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(U) Corrective Action: The employee received on-the-spat training by{{y
differences between original and derivative classification.

TGN on the

B, Safeguarding

_ Observation: A security container located in a hallway on the second floor withw
( B A ) I and uszd to store classified information is a bar-Jock cabipet not authorized
for storing classified information.

(1) Requirement: Bar-lock cabinets were required to be phased out for storing Secret and

Confidential information by DO/bureaus by October 1, 2012 (TD P 15-71, Chapter V, Section
2.10).

(U) Corrective Action: All classified documents contained in the bar-lock cabinet must be
removed and stored in a GSA-approved security container.

2. (885 Observation: The SF 702 Security Container Check Sheets for the safes (RN

contained no annotations. The concern is that these security containers
are not being checked daily or the required documentation is not annotated each time the safe is
opened.

(U) Requirement: When an authorized person first opens the container on a given day, he or
she shall record the date, the actual time, and his or her initials on the SF 702. When the
container is finally locked at the close of business, the same person or another cleared employee
ghall record the actual time and their own initialz, On normal business days, regardiess of
whether the equipment was opened or not, the security container shall be checked by its primary
or alternate custodians who have access to the equipment fo ensure no surreptitious attempt has
been made to penetrate the security equipment (TD P 15-71, Chapter 111, Section 3.6.b and c).

(1)) Corrective Action: Ensure the SF 702 is completed per the requirement. While the
*“checked by” column is not required to be annotated, OSP recommends as a best security
pmctice that this column be used to document that the safe was checked on normal business days
regardless of whether the equipment was opened or not.

A, Y@y Observation: The SF 700 Security Container Information Sheets were not properly
updated and the combinations changed. Security contained{JiHl) was assigned to a new
custodian who did not know its combination and was unable to access it. Security container

(U) Requirement: The SF 700 shall be completed in its entirety to reflect the name, address,
and telephone number of DO/bureau employees responsibie for its classified contents.
Combinpations on in-service equipment shal! be changed whenever a person knowing the
combination no longer requires access to it or at least every three years, unless conditions dictate
sooner (TD P 15-71, Chapter ITI, Section 3.4, and Chapter V, Section 4.3).
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(U) Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch, to have the security container combination changed and new SF 700s prepared. Request
for this service may be submitted to wdf@{reasury.gov.

4. (U) Observation: Two employees were unaware of the requirement o close window blinds
in offices that process classified information on classified information systems.

{U) Requiremeni: Al windows which might reasonably afford visual observation of personnel,
documents, material, or activities within the space shall be made opague or equipped with blinds,
drapes or other coverings to preclude observation (TD P 15-71, Chapter V, Section 8.2.€}

(1)) Corrective Action: On-the-spot training on the requirement to close window blinds while
using TSDN was provided byl{SRO I (o the employees.

C. Performance Evaluations

(1) Observation: Of the eight employees interviewed, five performance work plans were
availahle for review. Only one contained the required critical element for security, four did not;
the remaining employees were unsure if this element was present.

(1) Requirement: Employees cleared for access to classified information whose duties involve
significant creation, generation or handling/processing of classified information shall have a
critical element for security in their individual performance evaluations (TD P 15-71, Chapter
I, Section 22).

(U} Corrective Action: Ensure all OFAC employees occupying positions designated in TD P
15-71, Chapter I, Section 22, have a critical element for security in their performance
evaluation records.

D. Clagsification and Marking

1. Observation: Two emails marked as “Secret” were overclassified. One email was used as a
transmittal document for a “Secret” level attachment, and one emai! did not have any
attachments; in both instances the information contained in the text of the emails was
unclassified.

Requirement: Information shall not be classified unless it has been determined pursuant to
Executive Order 13526 or any predecessor order 10 require protection against unauthorized
disclosure (TD P 15-71 Chapier I, Sections 5.4 and 5.6). Emails used a5 a transmitial
document shall indicate the highest level of classified information it transmits on its first and last
page. Where the transmittal document itseif is unclassified, the document shall be marked
“Unclassified When Classified Attachment is Detached” (TD P 15-71, Chapter IIl, Section 5.24).

(1) Corrective Action: On-the-spot training on the proper marking of unclassified emails was
provided by [GRESN (o the employees.

2. (I Observation: Twenty-nine classified emails, one memorandum, and two PowerPoint
presentations were missing portion markings.

3
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(U} Requirement: Each portion of a document, ordinarily a paragraph, but including subject,
titles, graphics, tables, charts, bullet statements, subparagraphs, classified signature blocks,
buliets and other portions within slide presentations, and the like, shall be marked to indicate
which portions are classified and which are unclassified. Markings on classified information in
cables, message traffic, and maintained in electronic format such as e-mail, shall conform to the
same fequirements s for hard-copy documents (TD P 13-71, Chapter ITI, Section 6.2.a.(4) and
6.6.a).

(1) Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided by [Si(YIIE to the employees,

3, (U) Observation: Ten memoranda and two classified PowerPoint presentations were missing
the “Classified By” line.

(U) Requirement: DO/bureau documents are required to identify the derivative classifier hy
name and position or by personal identifier, in a manner thas is immediately apparent on each
derivatively classified document on the “Classified By” line (TD P 15-71, Chapter III, Section
6.4.a),

(U) Corrective Action: On-the-spot sraining regarding the “Classified By” line was provided by
S GIIN (o the employee.

4, (U) Observation: Ten memoranda and two classified PowerPoint presentations were missing
the “Derived From” line.

(U) Requirement: The identification of the source(s) and date(s) of the source(s) shall be Jisted
on the “Derived From" line, inciuding the agency and, where available, the office of origin, and
the date of the source or guide used (TD P 15-71, Chapter 111, Section 6.4.b).

(U) Corrective Action: On-the-spot training regarding identification of derivative sources was
provided by{(SIICIINE (o the employee.

5. (1) Observation: Ten memoranda and two classified PowerPoint presentation were missing
the declassification instructions.

(U) Requirement: Derivative classifiers shall carry forward instructions on the “Declassify On”
lina from the source document to the derivative document, or the declassification instruction
from an approved security classification guide (TD P 15-71, Chagter ITI, Section 6.4).

() Corrective Action: On-the-spot training regarding declassification instructions was
provided by i to the employee.

(0)(8)
6. (U) Observation: Sixteen classified emails did not identify the derivative classifier by name
and position title; rather, only the employees’ initials, or first initial and last name were used.
(U) Requirement: DO/bureau documents are required to identify the derivative classifier by
name and position or by personal identifier, in a manaoer that iz immediately apparent on each

4
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derivatively classified document on the “Classified By” line (TD P 15-71, Chapter IIl, Section
6.4.a).

(U) Corrective Action: On-the-spot training regarding the “Classified By"” line was provided by
I 1o the employees.

7. {U) Observation: One memorandum citing “Muitiple Sources™ in the “Derived From”
portion of the classification authority block did not identify the sources used.

{(U) Reguirement: When a document is classified derivatively on the basis of more than one
source document or security classification guide, the “Derived From” line shall show the phrase
“Multiple Sources” and the derivative classifier shall include a listing of the source materiais
either on, or attached to, each derivatively classified decoment (TD P 15-71, Chapter IIT, Section
6.4.c).

(U) Correctlive Action: On-the-spot training regerding the use of “Multiple Sources” was
provided by [{s}{sSIE to the employee.

8. (U} Observation: One email marked “Confidential” was underclassified; the email was used
as a transmittal document for a “Secret” leve! attachment.

{U) Requirement: A transmittal document shal] indicate the highest level of classified
information it transmits on its first and last page. Where the (ransmittal document itself is
classified, the document shall be marked “Upon Removal of Attachment this Document is
Classified (fill in appropriate Ievel) (TD P 15-71, Chapter II1, Section 5.24).

{U) Corrective Action: On-the-spot training regarding the use of transmittal documents for
classified attachments was provided by| B to the employee.

(U) OFACL is required to report to OSP within 45 days of this memorandum that all comective
actions for each security observation identified above and not corrected on-the-spot have been

completed. OFAC is to provide a formal memorandum o OSP with actions taken ip order to
close out all security findings.

(U} If you have any questions regarding this memorandum, please contact [{(sJICI
Information Security Specialist, at ' j or email {eRGCIINEN @ treasury.goy.

2021-FOIA-00182/111



“SONEROELED~

DEPARTMENT OF THE TREASURY
WASHINGTON, O.C.

MEMORANDUM FOR: Thomas J. Welverton ( b ) ( 6 )
FROM:
SUBJECT: (U) Oftice of Security Programs Seif-Inspection for 4%

Quarter FY 2019
I. Uy INTRODUCTION

(U) During the 4® Quarter of Fiscal Year (FY) 2019, the Office of Security Programs (OSP)
conducted a self-inspection during regular working hours to review, evaluate and assess
Depurtmental Offices’ (DO) collateral classification activities and assess employees’ compliance
with information security practices and procedures. These activities support the development of
corrective action plans to include tailored training initiatives. All inspections are conducted to
ensure that Treasury organizations meet the minimum standards for safeguarding collateral
classified information. OSP's self-inspections are conducted in accordance with Executive Order
(EO) 13526 and the Treasury Security Manual (TD P 15-71), Chapter I, Section 21, "Self-
Inspection Program for Classified Information."

(U) The DO inspected this quarier was the Office of Terrorist Financing and Financial Cnmcs
(TFFC). The inspectors were{{s3R(:) RN , Information Security Specialist, and]
ecurity Specialist. The OSP Seif—Inspcctlon Program Checklist was used wnth Lhe
following arens being assessed: Classification Management, Equipment, Safeguarding,
Transmission and Transportation, Performance Evaluations, and Classification and Marking.

IL. (U) INSPECTION RESULTS

~€8% On September 26 and 27, 2019 OSP inspected the workspaces of TFFC located in the
Main Treasury Building. OSP conducted an inspection of rooms([{SSUNTIEN ' .
(B} (7TYE) il interviewed eight employees cleared for access to national security
information; mspcctcd seven Treasu Secure Data Network (TSDN) workstations; and four
security containers (SR _ in order to evaluate and ensure
compliance with information security palicy and procedures. All security containers held
classified documents that appeared to be over nine years old. These documents should be
reviewed Lo determine their continued nieed for retention. Classified documents no Jonger
needed should be destroyed in accordance with the standards outlined in TD P 15-71, Chapter
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111, Section 16, Destruction of Classified and Sensitive Information. The assessed areas of
Classification Management and Equipment met the standards outlined in the Treasury Security
Manual (TD P 15-71). Discrepancies were observed in the assessed areas of Safeguarding,
Performance Evaluations, and Classification and Marking as detailed below.

A. (U) Safeguarding

1. (U) Observation: The SF 700 Security Container Information form was not

 form was not prope
updated and the combination changed for the security contniner {SSEYEGIN

(U} Requirement: The SF 700 shall be completed in its entirety to reflect the name,
address, and telephone number of DO/bureau employees responsible for its classified
contents. Combinations on in-service equipment shall be changed whenever o person
knowing the combination no longer requires access 10 it or at least every three years, unless
conditions dictate sconer (TD P 15-71, Chapter I, Section 3.4 and Chapter V, Section 4.3).

(U} Corrective Action: Coordinate with the Office of Security Programs, Physical Security
Branch to have the security container combinations changed and a new SF 700 prepared.
Request for this service may be submitted to wdf@treasury.gov.

2. () Observation: The SF 702 Security Container Check Sheets for safes | b) (7TXE)
N i _ ' ' are not
bcmg properly annotated. During the o -sxght OsP self~:nspcct:on an emplnyee failed to
annotate the opening of their safe (LIS,

(U) Requirement: When an authorized person first opens the container on a given day, he
or she shall record the daie, the actual time, and his or her initials on the SF 702, When the
container is finally focked at the elose of business, the same person or another cleared
employee shall record the actual time and their own initials. On normal business days,
regardiess of whether the equipment was opened or not, the security container shall be
checked by its primary or alternate custodians who have access to the equipment to ensure
no surreptitious attempt has been made to penetrate the security equipment (TD P 15-7{,
Chapter 111, Sections 3.6b and c).

(U) Corrective Action: Ensure the SF 702 is compleie per the requirement. While the
“checked by column is not required to be annotated, OSP recommends as a best security
practice that this column be used to document that the safe was checked on normal business
days regardless of whether the equipment was opened or not,

3. (U) Ohaervation. During the review of the securit SIS on September 26

Al RVAU-II 2 sensitive compartmented mform ion (SCl) dozumané@m

) as found stored in the safe. (XTSI is not a Sensitive Compartment
fforation Facility (SCIF). The Office of Special Security Programs (SSP) was

immediately notified and retrieved the SCI document from the OSP inspectors. (Note: [§ig

1 {6) BN ore cleared up to and including the level of information found.)

~CONBROTIE-
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(U) Requirement: All SC1 must be processed, stored, used, or discussed in an accredited
SCIE (Intelligence Community Directive (ICD) 703, Section E, paragraph 3b; and 1CD 705,
Section D, paragraph 1).

(U) Corrective Action: SSP will conduct a preliminary inquiry into the circumstances
surrounding the storage of SCI material in a space not accredited for the storage of SCI
material.

B. (1)) Performance Evaluations

(U) Observation: Of the eight employees interviewed, no performance work plans were
available for review, These employees stated that to the best of their recoliection, their
performance evalnations last year did not contain the required critical performance element
for security. Of these employees, all performed duties likely requiring this performance
element as they accessed TSDN, created and sent classified emails, and reviewed or
prepared classified documents.

(U) Requirement: Employees cleared for access to classificd information whose duties
involve significant creation, generation or handling/processing of classified information
shall have a critica element for security in their individual performance evatuations (TD P
15-71, Chapter IIl, Section 22),

(U) Corrective Action: Ensure all TFFC employees occupying positions designated in TD
P 15-71, Chapter II1, Section 22, bave a critical element for security in their performance
evaluation records.

C. (U) Classification and Marking

1. {U) Observation: Seven decuments, one PowerPoint presentation, and five e-matis
missing the classification authority block (this includes the required elements: “Classified
By:"”, “Derived From:”, and “Declassify On:").

(U} Requirement: Identifying the Derivative Classifier, Source(s), and Declassification
Date/Event: Derivative classifiers shall carry forward instructions on the “Declassify on”
line from the sonrce document to the derivative document, or the declassification instruction
from an approved security classification guide. When a document is classified derivatively
on the basis of more than one source or more than one element from a classification guide,
the “Declassify on” line shall reflect the longest duration of any of its sources (TD P 15-71,
Chapter III, Section 6.4).

(U) Corrective Action: On-the-spot training on the required markings was provided byw
ORI to the employees.

2. (U) Observation: Two emails marked as “Secret” were overclassified. These emails
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were unclassified replies to emails used as transmittal documents for “Secret” level
attachments, and the attachments were not appended to the replies; in all instances the
information contained in the text of the emails was unclassified.

(U) Requirement: Information shall not be classified unless it has been determined
pursuant to Executive Order 13526 or any predecessor order to require protection against
unauthorized disclosure (TD P 15-71 Chapter III, Sections 5.4 and 5.6). Emails usedasa
transmittal document shall indicate the highest level of classified information it transmits on
its first and last page. Where the transmitial document itself is unclassified, the document
shall be marked “Unclassified When Classified Atachment is Detached” (TD P [5-71,
Chapter 01, Section 5.24).

(U) Corrective Action: On-the-spot training on the proper marking of unclassified emails
was provided bylsPR(s3 N Bl 10 the employees.

3. (U) Ohservation: Two classified emails, one classified memorandum, and one
PowerPoint presentations did not identify the derivative classifier by name and position title;
rather, only the employee’s initials or first initial and last name were used,

(U) Requiremeni: DO/burean documents are required to identify the derivative classifier
by first and iast name and position or by personal identifier, in a manner that is immediately
appafent on each derivatively classified document on the “Classified By” line (TD P 15-71,
Chapter 1, Section 6.4a).

(1) Corrective Action: On-the-spot training regarding the “Classified By™ line was
provided by{{3 X3 ﬁ lo the employees,

4. (U) Observation: Three classified memorandum and one PowerPoint presentation were
missing portion markings.

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, chans, bullet statements, subparagraphs, classified signature
blocks, bullets and other portions within slide presentations, and the like, shall be marked to
indicate which portions are classified and which are unclassified. Markings on classified
informalion in cables, message traffic, and maintained in electronic format such as e-mail,
shall conform 1o the same requirements as for hard-copy documents (TD P 15-71, Chapter
1, Section 6.2a(4) and 6.6a).

() Corrective Action: On-the-spot training regarding the proper application of partion
markings was provided by (3 RIID andm to the employees.

5. (U) Gbservation: One classified memorandum was missing a banner line.

(U) Requirement: The overall marking is determined by the highest classification level of
any one portion within the document. The highest overall level shatl appear at the top and

~CONTFROEEED~
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bottom of the front/back covers (if any), on the title page (if any) and the first page of each
classified document. This marking shall be clearly distinguished from the written text (TD P
15-71, Chapter I, Section 6.2a(1)).

(U) Corrective Action: On-the-spot training regarding the proper application of banner line
markings was provided b)ﬁ and to the employees.

6. () Observation: One classified memorandum was missing the date of origin.

(U) Requirement: The date of origin of the document shall be indicated in a manner that is
immediately apparent (TD P 15-71, Chapter III, Section 6.2b).

(U) Corrective Action: On-the-spot training regarding the proper application of required
markings was provided b)w and BSEIN (o the employees.

7. (U) Observation: One classified working paper was missing two of the three required
marking elements — date of origin and banner lines.

(U) Requirement: A working paper is any document or materinl (regardless of media)
expected to be revised as a finished product retention or dissemination. Working papers
containing classified information shall be dated when created, marked with the highest level
of classified informetion it contains and include portion/paragraph, subject line markings (o
indicate those sections that are classified (the level thereof) and those parts which are
unclassified, and declassification instructions (TD P §5-71, Chapter IIT, Section 27).

{(U) Corrective Action: On-the-spo
markings was provided by S

training regarding the proper application of required
md& to the employees.

IIL. (U)SUMMARY OF OBSERVATIONS

A. (U) Classification Management. Within the DO inspected, eight assigned individuals
cleared for access to classified information were interviewed. All personnel interviewed
demonstrated a fundamental level of awareness regarding their responsibilities to properly
handle, store, transmit, and derivatively classify national security informatian.

B. (U) Performance Evaluations. Of the employees interviewed, none of their performance
work plans contained the required critical performance element for security. Of these, every
employee interviewed likely occupies a position requiring the critical performance element for
security.

C. (U) Classification and Marking. 17 classified documenis consisting of seven emails, nine
memorandums, and one PowerPoint presentation were reviewed, Of those documents assessed,
a majority of these did not properly identify the derivative classifiers by full name and were

missing the fitle of the classifier, source information, and declassification instructions. Failure to
mark properly classified documents makes it difficuit for docurnent owners and recipients to

~CONFROTEED-
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identify readily the proper document safeguarding, handling and transmission requirements,
increasing the risk of either a data spillage or inadvertent disclosure of classified information.

Classified Document Review Totals

Total number of documents reviewed 17
Number of documents with discrepancies i7
Percentage of documents with discrepancies 100
Total number of discrepancies 27
Average number of discrepancies per document 1.59
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DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

MEMORANDUM FOR: Thomas J. Wolverton
Deputy Assistant Secretary for Security and
Counterintelligence

FROM: |

Director, Office of Security Programs (Acting)

SUBJECT: (U) Office of Security Programs Self-Inspection for 1%
Quarter Fiscal Year 2020

I. (U) INTRODUCTION

(U) During the 1% quarter of Fiscal Year (FY) 2020, the Office of Security Programs {(OSP)
conducted a self-inspection during regular working hours to review, evaluate and assess
Departmental Offices’ (DO} collateral classification activities and assess employees’ compliance
with information security practices and procedures. These activities support the development of
corrective action plans to include tailored training initiatives. All inspections are conducted to
ensure that Treasury organizations meet the imninimum standards for safeguarding collateral
classified information. OSP’s self-inspections are conducted in accordance with Executive Order
13526 and TD P 15-71 (the Treasury Security Manual), Chapter III, Section 21, "Self-Inspection
Program for Classified Information.”

(U) The DO inspected this quarter was the Office of Foreign Assets Control OFAC . The
inspectors were [{¢JR(S I . Information Security Specialist, and ({8 ). Security
Specialist. The OSP elf—nspecuon Program Checklist was used with the followmg areas being
assessed: Classification Management, Equipment, Safeguarding, Transmission and
Transportation, Performance Evaluations, and Classification and Marking.

IL. (U) INSPECTION RESULTS

€55 From December 30, 2019 to January 22, 2020 OSP inspected the workspaces of OFAC
located in the Freedman's Bank Building (the Treasury Annex). OSP conducted an inspection of
G AT I intcrvicwed 10 employees cleared for access to classified national
security information; mspected four Treasury Secure Data Network (TSDN) workstations;
evaluated 31 documents {(both electronic and in hard copy), of which & were free of any errors;
and one GSA-approved security container {76370) in order to evaluate and ensure compliance
with information security policy and procedures. The security containers held two classified
documents {(working papers) that were over 180 days old. These documents should be reviewed
to determine their continued need for retention. If retention is required, these documents must be
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marked as flnal documents, in accordance with 32 CFR 2001.22 and TD F 15-71, Chapter III,
Section 8.10. Classifled documents no longer needed should be destroyed in accordance with the
standards outlined in TD P 15-71, Chapter III, Section 16, Destruction of Classified and
Sensitive Information. The assessed areas of Classification Management and Equipment met the
standards outlined in the Treasury Security Manual (TD P 15-71). Discrepancies were observed
in the assessed areas of Safeguarding, Performance Evaluations, and Classification and Marking
as detalled below.

number of file folders ontopo lt .

A. (U) Safeguarding

hservation: A printer - HP Color Laser]et (B )(7 ) (e)

(B) 7 )(8) ~ located in a common area space adjacent to third floor[{s) = is
connected to the TSDN. The area in which the printer is located does not meet 32 CFR
2001.43(b)(2) {requirements for physical protection) and 2001.53 {(open storage area
construction} requirements.

(U) Requirement: Secret information shall be stored in the sarne manner as Top Secret
information. Except for storage in a GSA-approved container or a vault built to FED
STD 832, one of the following supplemental controls is required: (i} Inspection of the
container or open storage area every four hours by an employee cleared at least to the
Secret level; or (1) An IDS with the personnel responding to the alarm arriving within 30
minutes of the alarm annunciation (TD P 15-71, Chapter V, Section 2.4b}.

(U) Corrective Action: Coordinate with the TSDN Program Manager to have the printer
immediately removed.

2. (U) Qbservation: A Top Secret document was stored in a GSA-approved security
container in an area not meeting 32 CFR 2001.43(b}(1) requirements.

{U) Requirement: Top Secret information shall be stored in a GSA-approved security
container, a vault built to Federal Standard (FED STD) 832, or an open storage area
constructed in accordance with § 2001.53. In addition, supplemental controls are
required as follows: (1} In a GSA-approved security container with one of the following
supplemental controls: Secret-level cleared guard/duty personnel shall inspect the
security container once every two hours; An Intrusion Detection System (IDS) with
responders arriving within 15 minutes of the alarm annunciation; (3) Security-in-depth
when the GSA-approved security container is equipped with a lock meeting Federal
Specification FF-L-2740; or (2} In either of the following: An open storage area (secure

~SANER OB
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room) or vault which is equipped with an IDS with responders arriving within 15 minutes
of the alarm annunciation if the area is covered by security-in-depth or a five-minute
alarm response if it is not (TD P 15-71, Chapter V, Section 2.4a(1}).

(U) Corrective Action: Store all classified Top Secret material in a GSA-approved
security container located in a room meeting 32 CFR 2001.43 storage requirements and
2001.53 construction standards.

B. (U) Performance Evaluations

(U) Observation: Four of the 10 employees interviewed were able to access their
performance plans. None of those employees could show where the requirement was written
into their performance plan. Of the remaining six employees, to the best of their recollection,
none believed the requirement was part of their last performance evaluation. Of these
employees, all performed duties likely requiring this performance element as they accessed
TSDN, created and sent classified emails, and/or reviewed or prepared classified documents.

(U} Requirement: Employees cleared for access to classified information whose duties
involve significant creation, generation, or handling/processing of classified information
shall have a critical element for security in their individual performance evaluations {TD P
15-71, Chapter III, Section 22).

(U) Corrective Action: Ensure all OFAC employees occupying positions designated in TD
P 15-71, Chapter 111, Section 22, have a critical element for security in their performance
evaluation records.

C. (U) Classification and Marking

1. (U) Observation: 12 documents missing the classification autharity block (this includes
the required elements: “Classified By:", “Derived From:”, and “Declassify On:"}.

(U} Requirement: All classified documents must show the information identifying the
derivative classifier, source(s), and declassification date/event (TD P 15-71, Chapter I1],
Section 6.4).

Corrective Action: On-the-spot training on the required markings was provided by
and [{SSX(E) I to the employees.

2. (U) Observation: One document was missing the required information of the
“Classified By:" line and one e-mail identified the derivative classified by first initial and
last name only.

(U) Requirement: DO/bureau documents are required to identify the derivative
classifier by name and position, or by personal identifier, in a manner that is immediately
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apparent on each derivatively classified document on the “Classified by” line (TD P 15~
71, Chapter 111, Section 6.4a).

U Correctwe Actmn On-the-spot training on the required markings was provided by
[ IR o the employees.

3. (U) Observation: Two emails marked as “Secret” were overclassified. One e-mail was
an unclassified response to a classified e-mail; the second e-mail was an unclassified
reply which was supposed to have a ( )(1 ) lattachment which was missing
from the e-mail.

{U) Requirement: Information shall not be classified uniess it has been determined
pursuant to Executive Order 13526 or any predecessor order to require protection against
unauthorized disclosure (TD P 15-71 Chapter 111, Sections 5.4 and 5.6). Emails used as a
transmittal document shall indicate the highest level of classified information it transmits
on its first and last page. Where the transmittal document itself is unclassified, the
document shall be marked “Unclassified When Classified Attachment is Detached” (TD
P 15-71, Chapter 111, Section 5.24).

proper marking of unclassified
to the employees.

(U) Corrective Action: On~the-siot training on the

an email was provided by and [{¢5X(s)

4. (U) Observation: Six classified documents and 11 e-mails were missing portion
markings. :

(U) Requirement: Each portion of a document, ordinarily a paragraph, but including
subject, titles, graphics, tables, charts, bullet statements, subparagraphs, classified
signature blocks, bullets and other portions within slide presentations, and the like, shall
be marked to indicate which portions are classified and which are unclassified. Markings
on classified information in cables, message traffic, and maintained in electronic format
such as e-mail, shall conform to the same requirements as for hard-copy documents {TD
P 15-71, Chapter III, Section 6.2a{4) and 6.6a).

(U} Corrective Action: On-the-spot training regarding the proper application of portion
markings was provided bym andm to the employees.

5. {U) Observation: Two e-mails were incorrectly marked with the dissemination control
“NOFORN.” Neither e-mail contained material portion marked as “NF.”

(U) Requirement: The banner line shall specify the highest level of classification of
information contained within the document and the most restrictive control markings
applicable to the overall docurnent (TD P 15-71, Chapter II, Section 6.2a(1}).

(U) Corrective Action: On-the-spot training regarding

g the proper application of banner
line markings was provided by {¢JR(S} N and [{s3} (6)

} to the employees.
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6. (U) Observation: Two classified working papers exceeded the 180-day time limil and
were marked in the same manner prescribed for a finished document at the same
classification level.

(U) Requirement: A working paper is any document or material {regardiess of media)
expected to be revised as a finished product retention or dissemination. Working papers
containing classified information shall be dated when created, marked with the highest
level of classified information it contains and include portion/paragraph, subject line
markings {o indicate those sections that are classified (the level thereof) and those parts
which are unclassified, and declassification instructions {TD P 15-71, Chapter 111, Section
27).

(U) Corrective Action: On-the-spot training regarding the proper application of
required markings was provided by ({SJKCI 2nd ({sJXC) I (o the employees.

ITII. (U) SUMMARY OF OBSERVATIONS

A,

(U) Classification Management. Within the DO inspected, 10 assigned individuals cleared
for access to classified information were interviewed. All personnel interviewed
demonstrated a fundamental level of awareness regarding their responsibilities to properly
handle, store, transmit, and derivatively classify national security information.

(U) Performance Evaluations. Of the employees interviewed, none of their performance
work plans contained the required critical performance element for security. Of these, every
employee interviewed likely occupies a position requiring the critical performance element
for security.

(U) Classification and Marking. 31 classified documents consisting of 15 emails and 16
documents were reviewed. Of those documents assessed, a majority of these did not contain
ali of the required markings for a classified document, specifically, portion markings,
derivative classifier by name or personal identifier, source informatian, and declassification
instructions. Failure to mark properly classified documents makes it difficult for document
owners and recipients to identify readily the proper document safeguarding, handling and
transmission requirements, increasing the risk of either a data spillage or inadvertent
disclosure of classified information.

Classified Document Review Totals

Total number of documents reviewed 31

Nurmber of documents with discrepancies 25

Percentage of documents with discrepancies 81%

Total number of discrepancies 37

| Average number of discrepancies per document 1.48
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