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Department of the Treasury Date:
Internal Revenue Service January 5, 2022

IRS Privacy, Governmental Liaison and Disclosure Employee name:

GLDS Support Services Donald Trussell
Stop 93A Employee ID number:
PO Box 621506 1000535704
Atlanta, GA 30362 Telephone number:
801-620-2065
Fax number:

855-205-9335

Case number:

2022-02075

This is a final response to your Freedom of Information Act (FOIA) request dated
October 29, 2021, received in our office on November 1, 2021.

You asked for a copy of Task Order TIRNO-15-Z-00028, ordered from contract 2032H8-20-F-
00128 (Statement of Work/Performance Work Statement, data deliverables, listing of
deliverables, listing of reports, and CDRLs) and a copy of each report and presentation (such as
PowerPoint slides) provided by Fors Marsh Group to IRS. These documents may be limited
between June 2020 and the present.

We searched for, and located, 70 pages responsive to your request.

Of the 70 pages located in response to your request, we’re enclosing 70 pages. We're releasing
64 pages without exemptions, withholding six pages in part. Redacted portions of each page are
marked by the applicable FOIA exemptions which are described below:

e FOIA exemption (b)(4) protects trade secrets and privileged or confidential commercial
or financial information obtained from a person.

e FOIA exemption (b)(6) exempts from disclosure files that would constitute an
unwarranted invasion of personal privacy. We base the determination to withhold on
balancing interests between the protection of an individual’s right to privacy and the
public’s right to access government information.

If you have questions regarding the processing of your FOIA request, please contact the
caseworker assigned to your case at the phone number listed at the top of this letter.

If you are not able to resolve any concerns you may have regarding our response with the
caseworker, you have the right to seek dispute resolution services by contacting me, the FOIA
Public Liaison, at 267-466-1763. The FOIA Public Liaison is responsible for assisting in
reducing delays, increasing transparency, and assisting in the resolution of disputes with respect
to the FOIA.



You also have the right to contact the Office of Government Information Services (OGIS). The
Office of Government Information Services, the Federal FOIA Ombudsman’s office, offers
mediation services to help resolve disputes between FOIA requesters and federal agencies. The
contact information for OGIS is:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road--OGIS

College Park, MD 20740-6001

202-741-5770

877-684-6448

ogis(@nara.gov

ogis.archives.gov

You have the right to file an administrative appeal within 90 days from the date of this letter. By
filing an appeal, you preserve your rights under FOIA and give the agency a chance to review
and reconsider your request and the agency’s decision. I’ve enclosed Notice 393, Information on
an IRS Determination to Withhold Records Exempt From the Freedom of Information Act - 5
U.S.C. 552, to explain your appeal rights.

Your decision to contact the FOIA public liaison or OGIS for assistance resolving your dispute
does not extend the 90-day period in which you can file an appeal.

Sincerely,

P i WL
Bernard McDade
Acting Disclosure Manager

Disclosure Office 13

Enclosures:
Responsive Documents
Notice 393






SUPPLEMENTAL INVOICING INFORMATION

If desired, this arder {or & copy thereof) may be used by the Contractor as the Contractor's invoice, instead of a separate Invoice, provided the following
statement, (signed and dated) is on {or aftached to) the order: "Payment is requested in the amount of § . No other invoice will be submitted.”
However, if the Contractor wishes to submit an invoice, the following information must be provided: contract number {if any}, order number, item number(s},
description of supplies or service, sizes, quantities, unit prices, and extended totals. Prepaid shipping costs will be indicated as a separate item on the

invoice. Where shipping costs exceed $10 {except for parcel post), the billing must be supported by a bill of fading or receipt. When several crders are
invoiced to an ordering activity during the same billing period, consolidated pericdic billings are encouraged.

RECEIVING REPORT

Quantity in the "Quantity Accepted” column on the face of this order has been: inspacted, accepled, received by me
and conforms to contract. Items listed below have been rejected for the reasons indicated.

SHIPMENT| FARTIAL DATE RECEIVED SIGNATURE OF AUTHORIZED U.S. GOV'T REP. DATE
NUMBER [FmaL
TOTAL CONTAINERS GROSS WEIGHT RECEIVED AT TITLE
REPORT OF REJECTIONS
QUANTITY
ITEM NO. SUPPLIES OR SERVICES UNIT | REJECTED REASCON FOR REJECTION

OPTIONAL FORM 347 (REv. 2:2012) BACK



Line Item Table

‘ Item No. | FSC ‘ Item Description QTY Unit  Unit Price | Total Value
Gig Economy Waorker Focus ' - .

‘ it R408 | Group Research (Tasks 1- 6) t.ood  EA 44217.21 44217.21

Accounting and Appropriation Data

’—ACCT. Line No. Accounting and Appropriation Data Amount

| 00 1-000t 202009 19D M550001 4R 2512 44217.21

Delivery Schedule

Delivery Address

Item No.

QTY

Delivery Date

061

1.600

0772272021




Section I: Performance Work Statement

A. Program Background

The gig economy and online platform companies have had exponential growth during
the past decade, accelerating their affects in the economy. Taxpayers who are
classified as employees receive a W-2 and simply fill out a W-4 withholding form to fuffill
their tax obligations. However, most companies operating in the gig economy classify
their workers as independent contractors. Gig economy workers classified as
independent contractors are responsible for paying all federal and state payroll taxes,
depositing quarterly estimated tax payments, and maintaining comprehensive self-
employment bookkeeping. These taxpayers have an increased risk of non-compliance
and exposure to significant penalties. The gig economy workforce tends to have high
turnover rates, increasing the likelihood they may not have the experience or resources
to learn and follow required tax filing and paying requirements. The Gig Economy
Compliance Strategy Team would like assistance gathering information about gig
economy workers and their understanding of their tax obligations. Communications &
Liaison (C&L} would like this information to help gig economy workers find the tax
information they need to comply with their filing and paying reguirements.

B. Program Objectives

Conduct contractor assisted focus groups with gig economy workers. The feedback will
focus on the gig economy worker experiences with finding tax information specific to
their needs and meeting their tax obligations. The feedback will help the IRS better
undersiand the gig economy worker population, their understanding of tax obligations,
and tax education needs. This will provide the data necessary to drive operational
improvements and help gig economy workers comply with their filing and paying
requirements.

C. Definitions and Acronyms

A major deficiency — includes but is not limited to shortcomings regarding
measurement of concepts central o project objectives (see IRS furnished information).
Examples of major deficiencies include poor operationalization of concepts, the
presence of leading interview questions, and biased recruitment strategies.

COR — Contracting Officer Representative

SME - Subject Matter Expert

POC - Point of Contact

PWS - Performance Work Statement

SB/SE Research — Small Business/Self-Employed Research
QASP - Quality Assurance Surveillance Plan

D. Government Provided Documents

Data from IRS source(s) may be furnished to the Contractor prior to the Project
Planning Conference call if deemed necessary by SB/SE Research.

The Contractor shall certify that the data processed during the performance of this



contract shall be completely purged from all data storage components of his/her
computer facility and no output will be retained by the Contractor at the time the [RS
work is completed for this task order. If immediate purging of all data storage
components is not possible, the Contractor shall certify that any IRS data remaining in
any storage component will be safeguarded to prevent unauthorized inspection or
disclosure.

E. Scope of Work

In order to understand what contributes to and drives taxpayer tax knowledge and
compliance, SB/SE Research proposes conducting a focus group study to examine the
gig economy worker experiences with finding tax information specific to their needs.

The project requires that the Contractor:

» Recruit individuals who have experience working as a gig economy worker,
preferably a platform-based gig economy worker.

» Qrganize online platforms to hold focus groups and provide space for 2 SB/SE
Research analysts to observe each of the sessions.

+ Administer focus groups, including distributing participant compensation.

o Record feedback sessions and provide transcripts (optional}.

« Provide a summary analysis of all focus group sessions (optional).

F. Project Tasks / Performance Requirements

1. Project Planning: Conduct Conference Call /Submit Project Planning
Summary Report

Within 10 business days after the contract is awarded, the Contractor shall
coordinate a planning meeting {via telephone conference call) with the appropriate
team members from SB/SE Research. The purpose of this meeting will be to
establish roles and responsibilities of the Contractor and the |IRS, discuss project
timelines and plans for recruitment, and brainstorm focus group and testing session
locations.

At the conclusion of the Planning Meeting, but not more than two (2) business days
thereafter, the Contractor shall provide a project planning summary report which
shall include issues/decisions made with regard to the project. The IRS/SB/SE
Research will review prior to finalization.

At a minimum the Project Timeline shall include:
« Summation of [ssues and Resolutions to include outstanding actions items
» Roles and Responsibilities of the COR, SB/SE Research Analysts and
Contractor, including POCs, etc.

Within two (2) business days following meetings between SB/SE Research and the



Coniractor, the Contractor shall provide meeting notes for review and approval by
the IRS/SB/SE Research.

2. Develop/Submit Project Plan

The Contractor shall design and develop a complete Project Plan that addresses the
focus group session materials, recruitment plan, analysis, and reporting.

The Contractor shall develop and execute a Project Plan that is acceptable to the
Government. The Project Plan shall address at a minimum:

o Major deliverables

¢ Timeline of the project

e Procedures for quality assurance

+ Recruitment strategy and plan for no-shows

o Study administration

» Data analysis and reporting

The Contractor’s proposals and Project Plan shall address the Quality Assurance
Surveillance Plan (QASP). At a minimum, the QASP will include reporting of all
quality assurance activities.

This task will be completed within 15 business days after completion of Task 1.

3. Secure Facilities for Study

The Contractor shall provide a plan to secure online focus group session space. The
Contractor shall ensure successful completion of all logistical arrangements,
including sending participants’ instructions to join their respective focus group
sessions, technology requirements, providing necessary materials (if any), and
appropriate tools to participate. The Contractor shall secure the online session
spaces prior to recruitment. The online session spaces must have the ability to
screenshare, speak verbally, submit written questions and responses, audio record
the focus groups, and be able to accommodate sessions outside of regular business
hours. The online session spaces must provide the ability for 2 SB/SE Research
analysts to observe each of the sessions.

4. Focus Group Administration

The Contractor shall recruit participants for 6 focus group sessions lasting one-hour
each with taxpayers who have recently been gig economy workers. The Contractor
shall recruit participants to ensure participants can provide feedback about their
experience from a wide variety of labor service companies. All focus groups will be
conducted online with the ability to communicate via voice, chat, and screensharing.
The Moderators Guide for the study will be developed solely by SB/SE Research
and the focus groups will be moderated by the Contractor, utilizing trained
moderators.



The Contractor shall recruit for 8 to 10 participants for each focus group — with the
objective to retain a minimum of 8 participanis per session (48 total) — and include
an incentive stipend for participation. If the Contractor recommends a greater
amount for honorarium, the Contractor will supply rationale and justification
(including prior results/experiences). At minimum, follow-up phone calls with
participants recruited will be made by the Contractor to ensure that there are at least
8 participants in each focus group. The Contractor will provide and deliver the
honorarium to participants.

During focus group recruitment, the Contractor will provide SB/SE Research with
weekly progress reports, including but not limited to the number of participants
recruited in each session. These reports will also include issues with focus group
recruitment and administration.

Upon request, the Contractor will be required to submit additional data or
documentation to support the Office of Management and Budget (OMB) clearance
document originated by the government. The Contractor will provide information
{e.g., burden hours, number of respondents, response rates, etc.) o SB/SE
Research for preparation of documents needed to obtain any and all approvals for
the focus groups from the Office of Management and Budget (OMB).

5. OPTIONAL TASK: Recording and Transcription of Focus Groups

The Contractor shall provide SB/SE Research with a transcript of each focus group.
The Contractor shall ensure that all participants maintain privacy through methods
such as only documenting first name and last initial on any documents. The
Contractor shall provide SB/SE Research with the transcript within an agreed
amount of time.

6. OPTIONAL TASK: Report and Analysis of Focus Groups

The Contractor shall prepare a draft of the Focus Group Report within 10 working
days of completion of focus groups. The report should summarize the key highlights
of the focus groups and ensure that top-priority customer concerns are reflected in
the focus group report. SB/SE Research will review the draft report and respond
back to the Coniractor on any comments or questions.

G. Deliverables

1. Project Planning: Conduct Conference Call /Submit Project Summary Report
a. Project Timeline
b. Summation of Issues and Resolutions
c. Roles and Responsibilities of Contractor and IRS
d. Provide meeting notes

2. Develop/Submit Project Plan
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Design and develop Project Plan within 15 days of completing Task 1
The Contractor’s proposals and Project Plan shall address the Quality
Assurance Surveillance Plan (QASP)

Focus Group Recruitment

Recruit for a minimum of 8 participants/follow-up with phone calls to ensure
attendance

Provide a schedule of focus groups

Provide weekly progress reports

Upon request, subrit additional data or documentation to support OMB
Provide incentive stipend to participants

Maintain participant privacy

Facilities (secure online focus group session space)

Provide and host virtual sessions prior to recruitment for all focus groups
Virtual sessions should have the ability for audio recordings

Virtual sessions should also accommodate sessions outside regular business
hours

Virtual sessions should also accommodate SB/SE analysts with the ability to
sit in on all focus groups

Organize and provide incentive stipend to participants

Provide logistics and other documents to participants

Provide OMB information {(i.e. burden hours, etc.)

Maintain participant privacy

OPTIONAL: Transcription

Provide complete transcript of each focus group
Provide transcript within agreed timeframe
Maintain participant privacy

OPTIONAL: Recording
Provide audio recordings of each focus group
Maintain participant privacy

OPTIONAL: Analysis and Report

A summary of highlights from the focus groups

Recommendations for updated tax education communication and outreach
scripting language and improvements

Any other relevant analysis/summaries

Provide draft of the Report within 10 working days of completion of sessions
Maintain participant privacy



SECTION II: ADMINISTRATIVE REQUIREMENTS

A. Period of Performance

The base period of performance shall be from July 23, 2020 through July 22,
2021.

The Government may require continued performance of any services within the
limits and at the rates specified in the contract. The option provision may be
exercised more than once, but the total extension of performance hereunder
shall not exceed 6 months, in accordance with FAR 52.217-8 — Option to Extend
Services (NOV 1999).

Base Period: July 23, 2020 through July 22, 2021.

B. Inspection and Acceptance

Inspection and acceptance of all work performed shall be by the assigned SB/SE
Research COR with verification by the SB/SE Research Team 1 Chief. Written
deliverables will be reviewed for accuracy, clarity, completeness, and timeliness
within ten {10) business days of receipt unless specified differently elsewhere in
this task request. The IRS will provide any concerns and comments to the
Contractor, who shall ensure the completion of each deliverable in a manner
acceptable to the IRS. The Contractor shall deliver all copies of completed
deliverables to the SB/SE Research Team 1 Chief and the assigned COR
electronically.

C. Usage Rights

All products and data developed for this contract and instructions produced by
this contract will belong to the IRS during and at the conclusion of the contract. i
the Contractor has proprietary research, copyrighted materials, and literary
property copyright material used in this contract, the IRS will have the right to use
and make these results, materials, and literary property available to others
outside of IRS for their use at no additional charge. IRS is the owner of data
resulting from this contract.



SECTION lli: SECURITY AND SAFEGUARDS REQUIREMENTS

Safeguarding

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section [V,
Paragraph A {entitled "Safeguarding"”) is incorporated in its entirety.

The contractor specifically acknowledges the applicability of the following at all
times under the delivery order:

. All applicable disclosure and privacy safeguard provisions
addressed in the Interim Guidance on IRS Acquisition Procedures (IRSAP) dated
December 2, 2019

. Tax Information Security Guidelines for Federal, State and Local Agencies
(Enclosure —URL) Safeguards for Protecting Federal Tax Returns and Return
Information

. These documents ensure that the contractor maintains data safeguarding
procedures for all IRS data designated as Federal Taxpayer Information (FTI), or
as sensitive, but non-classified.

Authority

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section IV,
Paragraph B {entitled "Authority") is incorporated in its entirety.

The contractor specifically acknowledges the applicability of the following at all
times under the delivery order:

. The general policies regarding the investigative requirements for
contractor employees, subcontractors, experts and consultants.

. The requirements of IRM 10.23.2, entitled Personnel Security, Contractor
Investigations.

Security and Safequards Clauses

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section IV,
Paragraph C (entitled "Security and Safequards Clauses") is incorporated in its
entirety.

Privacy Act Requirements

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section IV,
Paragraph D (entitled "Privacy Act Requirements") is incorporated in its entirety.
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The contractor specifically acknowledges receipt of information from one or more
of the system of records identified in this section, and also acknowledges the
requirements for protection of this information as set forth in the cited section.

Physical and Computer Security of Federal Tax Information (FTI)

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section IV,
Paragraph E {entitled " Physical and Computer Security of Federal Tax
Information (FTI}") is incorporated in its entirety. The contractor acknowledges
the requirements for the protection of FTI.

Security -- HSPD-12

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section IV,
Paragraph F (entitled "Security -- HSPD-12") is incorporated in its entirety. The
contractor specifically acknowledges that the requirements of the Federal
Information Security Management Act (FISMA) Title [l of the E-Government Act
of 2002, P.L. 107-347, are applicable to this task order. The FISMA security
reviews for this contract have been determined to be of a moderate sensitivity
impact level in the areas of confidentiality, integrity, and availability.

Secure Data Transfer (SDT) Requirements

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section IV,
Paragraph G (entitled "Secure Data Transfer (SDT) Requirements”) is
incorporated in its entirety. The contractor specifically acknowledges the Secure
Data Transfer requirements of this section.

SECURITY FOR DATA TRANSMISSION BETWEEN GOVERNMENT
PRINTING OFFICE (GPO) AND BPA CONTRACTORS:

TIRNO-15-Z-00028, TIRNO-15-Z-00029 & TIRNO-15-Z-00030, Section IV,
Paragraph H (entitted "SECURITY FOR DATA TRANSMISSION BETWEEN
GOVERNMENT PRINTING OFFICE (GPO) AND BPA CONTRACTORS ") is
incorporated in its entirety. The contractor specifically acknowledges the
SECURITY FOR DATA TRANSMISSION BETWEEN GOVERNMENT
PRINTING OFFICE (GPO) AND BPA CONTRACTORS requirements of this
section.

11






Domestic Corporations

52.245-1 Government Property JAN 2017

2. 52.217-8 Option to Extend Services (NOV 1999)

The Government may require continued performance of any services within the limits
and at the rates specified in the contract. These rates may be adjusted only as a result
of revisions to prevailing labor rates provided by the Secretary of Labor. The option
provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option
by written notice to the Contractor within 7 days of the end of the performance period.

(End of clause)

3. DTAR 1052.210-70 CONTRACTOR PUBLICITY (APR 2015}

The Contractor, or any entity or representative acting on behalf of the Contractor, shall
not refer to the supplies or services furnished pursuant to the provisions of this contract
in any news release or commercial advertising, or in connection with any news release
or commercial advertising, without first obtaining explicit written consent to do so from
the Contracting Officer. Should any reference to such supplies or services appear in any
news release or commercial advertising issued by or on behalf of the Contractor without
the required consent, the Government shall consider institution of all remedies available
under applicable law, including 31 U.S.C. 333, and this contract. Further, any violation
of this clause may be considered as part of the evaluation of past performance.

(End of clause}

4. IR1052.204-9000 Submission of Security Forms and Related Materials (Dec
2019)
The Treasury Security Manual (TD P 15-71) sets forth investigative requirements for

contractors and subcontractors who require staff-like access, wherever the location, to
(1) IRS-owned or controlled facilities {unescorted}; {(2) IRS information systems

(internal or external systems that store, collect, and/or process IRS information);
and/or {3) IRS sensitive but unclassified (SBU) information.

“Staff-Like Access” is defined as authority granted to perform one or more of the
following:
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« Enter IRS facilities or space (owned or leased) unescorted (when
properly badged);

e Possess login credentials to information systems (internal or external
systems thatstore, collect, and/or process IRS information);

» Possess physical and/or logical access to (including the opportunity to see,
read, transcribe, and/or interpret) SBU data; (See IRM 10.5.1 for examples of
SBU data);

o Possess physical access to (including the opportunity to see, read, transcribe,
and/or interpret) security items and products (e.g., items that must be stored in
a locked container, security container, or a secure room. These items include,
but are not limited to security devices/records, computer equipment,
ldentification media. For details see IRM 1.4.6.5.1, Minimum Protection
Standards); or,

o Enter physical areas storing/processing SBU information (unescorted)

Staff-like access is granted to an individual who is not an IRS employee {and includes,
but is not limited to: contractor/subcontractor personnel, whether procured by IRS or
another entity, vendors, delivery persons, experts, consultants, paid/unpaid interns,
other federal employee/contractor personnel, cleaning/maintenance personnel, etc.),
and is approved upon required completion of a favorable suitability/fitness
determination conducted by IRS Personnel Security.

For security requirements at contractor facilities using contractor-managed resources,
please reference Publication 4812, Contractor Security Controls. The contractor shall
permit access to IRS SBU information or information system/assets only to individuals
who have received staff-like access approval (interim or final) from [RS Personnel
Security.

Contractor/subcontractor personnel requiring staff-like access to IRS equities are
subject to (and must receive a favorable adjudication or affirmative results with
respect to) the following eligibility/suitability pre- screening criteria, as applicable:

» |RS account history for tax compliance (for initial eligibility, as well as
periodic checks for continued compliance while actively working on IRS
contracts);

o Selective Service registration compliance (for males born after 12/31/59);
Contractors must provide proof of registration which can be obtained from
the Selective Service website a

o U.S. citizenship/lawful permanent residency compliance; If foreign-born,
contractors must provide proof of U.S. citizenship or Lawful Permanent

14



Residency status by providing their Alien Registration Number (“A”
Number).

s Background investigation forms;

« Credit history;

o Federal Bureau of Investigation fingerprint results; and,

« Review of prior federal government background investigations.

In this regard, Contractor shall furnish the following electronic documents to
Personnel Security (PS) at CSM@irs.gov within 10 business days (or shorter period)
of assigning (or reassigning) personnel {o this contract/ordet/agreement and prior to
the contractor (including subcontractor) personnel performing any work or being
granted staff-like access to IRS SBU or IRS/contractor (including subcontractor)
facilities, information systems/assets that process/store SBU information thereunder:

o [RS-provided Risk Assessment Checklist (RAC);
« Non-Disclosure Agreement (if contract terms grant SBU access); and,

s Any additional required security forms, which will be made available through
PS and the COR.

Contract Duration:

a. Coniractor (including subconiractor) personnel whose duration of
employment exceeds 180 days must meet the eligibility/suitability requirements for
staff-like access and shall undergo a background investigation based on the
assigned position risk designation as a condition of work under the Government
contract/order/agreement.

b. If the duration of employment is less than 180 days, or access is infrequent (i.e.

2

-3 days per month), but the coniractor requires staff-like access, the contractor
(including subcontractor) personnel must meet the eligibility requirements for staff-
like access (federal tax compliance, Selective Service Registration, and US
Citizenship or Lawful Permanent Residency), as well as anFBI Fingerprint result
screening.
c. For contractor (including subcontractor) personnel not requiring staff-like
access to IRS facilities, [T systems, or SBU data , an IRS background investigation is
not needed and will not be requested if a qualified escort, defined as an IRS

employee or as a coniractor who has been granted staff-like access, escoris a

contractor at all times while the escorted contractor accesses IRS facilities, or vendor
facilities where [IRS IT systems hardware or SBU data is stored. As prescribed in [RM
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10.23.2, escorting in lieu of staff-like access for IT systems and access to SBU data
{escorted or unescorted) will not be allowed.

The contractor (including subcontractor) personnel will be permitted to perform
under the contract/order/agreement and have staff-like access to IRS facilities, IT
systems, and/or SBU data only upon notice of an interim or final staff-like approval
from IRS Personnel Security, as defined in IRM 10.23.2 — Coniractor Investigations,
and is otherwise consisient with IRS security practices and related IRMs, 1o include,
but not limited to:

« [IRM 1.4.6 — Managers Security Handbook; IRM10.2.14 — Methods of
Providing Protection; and, IRM 10.8.1 - Policy and Guidance.

Current Investigation Reciprocity: Individuals who possess a prior favorably
adjudicated Government background investigation that meets the scope and criteria
required for their position may be granted interim staff-like access approval upon
verification of the prior investigation, receipt of all required contractor security forms,
and favorable adjudication of [RS pre-screening eligibility/suitability checks. If their
current investigation meets IRS established criteria for investigative reciprocity,
individuals will be granted final staff-like access, and will not be required to undergo a
new investigation beyond an approved pre-screening determination.

Flow down of clauses: The contractor shall include and flow down, in its subcontracts
(or arrangements or outsourced service agreements) that entails access to SBU
information by a subcontractor, at any tier, the substantially same Federal Acquisition
Regulation (FAR) and local security or safeguard clauses or provisions for protecting
SBU information or information systems that apply to and are incorporated in its prime
contract with IRS.

(End of clause)

5. IR1052.204-9001 Notification of Change in Contractor Personnel Employment
Status, Assignment, or Standing (DEC 2019)

The contractor shall via e-mail (CSM@irs.gov), notify the Contracting Officer (CO),
Contracting Officer's Representative (COR) and Personnel Security within 1 business
day of the contractor (including subconiractor) becoming aware of any change in the
employment status, information access requirement, assignment, or standing of a
contractor (or subcontractor) personnel under this contract or order — 10 include, but
not limited to, the following conditions:

Receipt of the personnel’s notice of intent to separate from employment or
discontinue work under this contract/order;

Knowledge of the personnel's voluntary separation from employment or performance
on this contract/order (if no prior notice was given);

Transfer or reassignment of the personnel and performance of duties under this
contract/order, in whole or in part, to another contract/order {and if possible, identify
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the gaining contract/order and representative duties/responsibilities to allow for an
assessment of suitability based on position sensitivity/risk level designation);

Denial of or revocation of staff-like access as determined by IRS Personnel Security;
Separation, furlough or release from employment; Anticipated extended absence of
more than 45 days; Change of legal name; Change to citizenship or lawful permanent
resident status, or employment eligibility; Change in gender or other distinction when
physical attributes figure prominenily in the biography of an individual; Actual or
perceived conflict of interest in continued performance under this contract/order
(provide explanation); or Death.

When required by the COR, the contractor may be required to provide the
information required by this clause to the IRS using the Risk Assessment Checklist
(RAC) or security documents as identified by Personnel Security.

The notice shall include the following minimum information: Name of
contractor personnel;

Nature of the change in status, assignment or standing (i.e., provide a brief non-
personal, broad-based explanation);

Affected contract/agreement/order number({s); Actual or anticipated date of
departure or separation;

When applicable, the name of the IRS facility or facilities this individual routinely
works from or has staff-like access to when performing work under this
contract/order;

When applicable, contractor (including subcontractor) using contractor {or
subcontractor) owned systems for work must ensure that their systems are updated to
ensure personnel no longer have continued staff-like access to IRS work, either for
systems administration or processing functions; and

Identification of any Government Furnished Property (GFP), Government Furnished
Equipment (GFE), or Government Furnished Information (GFI) {to include Personal
identity Verification {PIV) credentials or badges — also referred to as SmartlD Cards)
provided to the contractor personnel and its whereabouts or status.

In the event the subject contractor {including subcontractor) is working on multiple
contracts, orders, or agreements, notification shall be combined, and the cognizant
COR for each affected contract or order (using the Contractor Separation Checklist
(Form 14604 (Rev. 4-2015)) shall be included in the joint notification along with
Personnel Security. These documents {the RAC and security forms) are also
available by email request to Personnel Security.

The vendor POC and the COR must ensure all badges, Smart Cards, equipment,
documents, and other government furnished property items are returned to the IRS,
systems accesses are removed, and Real Estate & Facilities Management is notified
of federal workspace that is vacant.

As arule, the change in the employment status, assignment, or standing of a
contractor (or subcontractor) personnel to this contract or order would not form the
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basis for an excusable delay for failure to perform under the terms of this contract,
order or agreement.

Flow down of clauses. The contractor shall include and flow down, in its subcontracts
(or arrangements or outsourced service agreements) that entails staff-like access to
SBU information by a subcontractor, at any tier, the substantially same Federal
Acquisition Regulation {FAR) and local security or safeguard clauses or provisions for
protecting SBU information or information systems that apply to and are incorporated
in its prime contract with IRS.

(End of clause)

6. IR1052.216-9000 Task/Delivery Order Contract Ombudsman {May 2018)

(a) In accordance with 41 U.S.C. 253j(e), the IRS Task/Delivery Order
Contract Ombudsmanis the Chiet

(b) Ombudsman responsibilities: (1) address contractor concerns regarding
compliance withthe award procedures for task/delivery orders; (2) review contractor
complaints on task/delivery order contracts; (3) ensure all contractors are afforded a
fair opportunity to be considered for each task/delivery order, consistent with 41
U.5.C. 253j(b); and {4) when requested, maintain strict

confidentiality of the contractor/vendor requesting assistance.

(c) Exceptions: The Ombudsman shall not participate in: (1) the evaluation of
proposals submitted on the basic contract; (2) the source selection process on the
basic contract; or (3) the adjudicationof formal contract dispuies arising under the
basic contract or any individual order issued under ii. (d) Interested p~i~n =~
contact the Task/Delivery Order Contract Ombudsman by calling the :
proc.customer.service@irs.gov or via mail at: Internal Revenue Service uiice ul
Procurement Policy C7-430, 5000 Ellin Road, Lanham, MD. 20706

(End of clause)

7. IR1052.224-9000 Safequards Against Unauthorized Disclosure of Sensitive
but Unclassified Information (DEC 2019)

1. Treasury Directive Publication 15-71 {TD P 15-71), Chapter Il — Information Security,
Section 24 — Sensitive But Unclassified Information defines SBU information as ‘any
information, the loss, misuse, or unauthorized access to or modification of which could
adversely affect the national interest or the conduct of Federal programs, or the privacy
to which individuals are entitled under Section 552a of Title 5, United States Code
(USC) {the Privacy Act) but which has not been specifically authorized under criteria
established by an executive order or an act of Congress to be kept secret in the interest
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of national defense or foreign policy.” SBU may be categorized in one or more of the
following groups—

» Returns and Return Information

Sensitive Law Enforcement Information

¢ Employee Information

» Personally ldentifiable Information

¢ Information Collected or Created from Surveys
» Other Protected Information

2. Confidentiality requirements for tax returns and return information are
established by Section 6103 of the Internal Revenue Code (IRC) {26 USC 6103), and
the penalties for unauthorized access and disclosure of returns and return information
are found in Sections 7213, 7213A and 7431 of the IRC {26 USC 7213, 7213A and
7431).

3. Contractors who perform work at contractor {including subcontractor)
managed sites using contractor or subcontractor managed IT resources shall adhere
to the general guidance and specific security control requirements contained in
Publication 4812, Contractor Security Controls, IRM 10.23.2 - Personnel Security,
Contractor investigations and IRM 10.8.1 - Information Technology ({IT) Security,
Policy and Guidance. Publication 4812 and IRM 10.8.1 and 10.23.2 provide
comprehensive lists of all security controls and guidance.

4. As directed by the Contracting Officer (CO), the contractor will be required to
input data into Archer or a similar system to describe the security controls being used
to protect information.

5. Eligibility, Fitness and Suitability. Contractor (including subcontractor)
personnel hired for work within the United States or its territories and possessions
and who require staff-like access, wherever the location, to IRS-owned or controlled
facilities or work on contracts that involve the design, operation, repair, or
maintenance of information systems, and/or require staff-like access to SBU
information, must meet the eligibility requirements under IRM 10.23.2, Personnel
Security, Contractor Investigations, and shall be subject to security screening and
investigative processing, commensurate with the position sensitivity level, and in
accordance with IRM 10.23.2, and TD P 15-71. Contractor {including subcontractor)
personnel must be found both eligible and suitable, and approved for staff- like
access (interim or final) by IRS Personnel Security prior to starting work on the
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contract/order, or before being granted access to IRS information systems or SBU
information.

6. General Conditions for Allowed Disclosure. Any SBU information, in any
format, made available to or created by the contractor (including subcontractor)
personnel shall be treated as confidential information and shall be used only for the
purposes of carrying out the requirements of this contract. Inspection by or
disclosure to anyone other than a duly authorized officer or personnel of the
contractor {including subcontractor) shall require prior written approval of the IRS.
Requests to make such inspections or disclosures shall be addressed to the CO.

7. Nondisclosure Agreement. Consistent with TD P 15-71, Chapter [l, Section 2,
and IRM 10.23.2.15 - Nondisclosure Agreement for Sensitive but Unclassified
Information, each contractor {including subcontractor) personnel who requires staff-
like access to SBU information shall complete, sign and submit to Personnel Security
— through the CO (or COR, if assigned) — an approved Nondisclosure Agreement
prior to being granted staff-like access to SBU information under any IRS coniract or
order.

8. Encryption. All SBU information must be protected at rest, in transit, and in
exchanges (i.e., internal and external communications}. The contractor {including
subcontractor) shall employ encryption methods and tools to ensure the
confidentiality, integrity, and availability of SBU information.

9. Particularly relevant to this clause are the updated sections to IRM 10.8.1
and Publication 4812 regarding email and text messages, alternative work sites
{telework), and incident management:

» For email and text messaging, the contractor shall abide by IRM
10.8.1.4.17.2.2 “Electronic Mail (Emait} Security”, IRM 10.5.1.6.8 “Email”
plus all subsections, and IRM 10.8.2.2.1.18 “Contractor”; or Pub. 4812
section

e 28.3.1 “Electronic Mail (Email) Security,” as determined by the CO.
Included are requirements on encryption, subject line content, and
restrictions on personal email accounts.

» For alternate work sites, such as for teleworking, the contractor shall abide
by [RM 10.8.1.4.11.16 "PE-17 Alternate Work Site” or Pub 4812 section
21.16 “PE-17 Alternate Work Site,” as determined by the CO. Included are
requirements for incident reporting, encryption, and secure access.
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10. Incident and Situation Reporting. Contractors and subcontractors are required
to report a suspected or confirmed breach in any medium or form, including paper,
oral, and electronic, as soon as possible and without unreasonable delay. All
incidents related 1o IRS processing, information or information systems shall be
reported within one (1) hour to the CO, COR, and CSIRC. Contact the CSIRC
through any of the following methods:

CSIRC Contacts: Telephone: 240.613.3606 E-mail tc

In addition, if the SBU information is or involves returns or return information or
threatens the safety or security of personnel or information systems, the contractor
shall report the incident/situation tothe Treasury Inspector General for Tax
Administration (TIGTA) hotline at (800) 366-4484.

11. Staff-Like Access to, Processing and Storage of Sensitive but Unclassified
{SBU) Information. The contractor {including subcontractor) shall not allow contractor
or subcontractor personnel to access, process or store SBU on Information
Technology (IT) systems or assets located outside the continental United States and
its outlying territories.

Contractors {including subcontractors) utilizing their own IT systems or assets 1o
receive or handle IRS SBU data shall not commingle IRS and non-IRS data.

12. Disposition of SBU Information. All SBU information processed during the
performance of this contract, or to which the contractor {or subcontractor) was
given staff-like access (as well as all related output, deliverables, or secondary or
incidental by-products, information or data generated by the contractor or others
directly or indirectly from the source material), regardless of form or format, shall be
completely purged from all data storage components of the contractor’s or
subcontractor facilities and computer systems, and no SBU/PIi information will be
retained by the contractor either--

When it has served its useful, contractual purpose, and is no longer needed to meet
the contractor’s (including subcontractor) other, continuing contractual obligations to
the IRS or

When the contract expires, or is terminated by the IRS (for convenience, default, or
cause).

The contractor {including subcontractor) shall completely purge from its systems and
Electronic Information Technology, and/or return all SBU/PII information {originals,
copies, and derivative works) within 30 days of the point at which it has served its
useful contractual purpose, or the contract expires or is terminated by the IRS {unless,
the CO determines, and establishes, in writing, a longer period to complete the
disposition of SBU/PII information).
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The contractor shall provide to the IRS a written and signed certification to the COR
that all SBU materials/information (i.e., case files, receipt books, Pll data and material,
removable media {disks, CDs, thumb drives)) collected by, or provided to, the
contractor have been purged, destroyed or returned.

13. Records Management.

A. Applicability

This language applies to all Contractors whose personnel create, work with, or
otherwise handtle Federal records, as defined in Section B, regardless of the
medium in which the record exists.

B. Definitions

"Federal record” as defined in 44 U.5.C. § 3301, includes all recorded information,
regardless of form or characteristics, made or received by a Federal agency under
Federal law or in connection with the transaction of public business and preserved or
appropriate for preservation by that agency or its legitimate successor as evidence of
the organization, functions, policies, decisions, procedures, operations, or other
activities of the United States Government or because of the informational value of
data in them.

The term Federal record.
1. includes [Agency] records;

2. does not include personal materials;

3. applies to records created, received, or maintained by
Contractors pursuant to their [Agency] contract; and

4. may include deliverables and documentation associated with
deliverables.

C. Requirements

1. Contractor shall comply with all applicable records management laws and
regulations, as well as National Archives and Records Administration (NARA)
records policies, including but not limited to the Federal Records Act (44 U.S.C.
chs. 21, 29, 31, 33), NARA regulations at 36 CFR Chapter XIl Subchapter B, and
those policies associated with the safeguarding of records covered by the Privacy
Act of 1974 (5 U.5.C. 552a). These policies include the preservation of all records,
regardless of form or characteristics, mode of tfransmission, or state of completion.

2. In accordance with 36 CFR 1222.32, all daia created for Government use
and delivered to, or falling under the legal control of, the Government are Federal
records subject to the provisions of 44 U.S.C. chapters 21, 29, 31, and 33, the
Freedom of Information Act (FOIA) (5 U.S.C. 552), as amended, and the Privacy
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Act of 1974 (5 U.S.C. 552a), as amended and must be managed and scheduled
for disposition only as permitted by statute or requlation.

3. In accordance with 36 CFR 1222.32, Coniractor shall maintain all records
created for Government use or created in the course of performing the contract
and/or delivered to, or under the legal conirol of the Government and must be
managed in accordance with Federal law. Electronic records and associated
metadata must be accompanied by sufficient technical documentation to permit
understanding and use of the records and data.

4. IRS and its coniractors are responsible for preventing the alienation or
unauthorized destruction of records, including all forms of mutilation. Records may
not be removed from the legal custody of IRS or destroyed except for in
accordance with the provisions of the agency records schedules and with the
written concurrence of the Contracting Officer. Willful and uniawful destruction,
damage or alienation of Federal records is subject to the fines and penalties
imposed by 18 U.S.C. 2701. In the event of any unlawful or accidental removal,
defacing, alteration, or destruction of records, Contractor must report to [Agency].
The agency must report promptly to NARA in accordance with 36 CFR 1230.

5. The Contractor shall immediately notify the appropriate Contracting Officer
upon discovery of any inadvertent or unauthorized disclosures of information, data,
documentary materials, records or equipment. Disclosure of non-public information
is limited to authorized personnel with a need-to-know as described in the [contract
vehicle]. The Contractor shall ensure that the appropriate personnel,
administrative, technical, and physical safeguards are established to ensure the
security and confidentiality of this information, data, documentary material, records
and/or equipment is properly protected. The Contractor shall not remove material
from Government facilities or systems, or facilities or systems operated or
maintained on the Government's behalf, without the express written permission of
the Head of the Contracting Activity. When information, data, documentary
material, records and/or equipment is no longer required, it shall be returned to
[Agency] control or the Contractor must hold it until otherwise directed. ltems
returned to the Government shall be hand-carried, mailed, emailed, or securely
electronically transmitted to the Contracting Officer or address prescribed in the
[contract vehicle]. Destruction of records is EXPRESSLY PROHIBITED unless in
accordance with Paragraph (4).

6. The Contractor is required to obtain the Contracting Officer's approval
prior to engaging in any contractual relationship {(sub-contractor} in support of
this coniract requiring the disclosure of information, documentary material
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and/or records generated under, or relating to, contracts. The Contractor (and
any sub- contiractor) is required to abide by Government and [Agency]
guidance for protecting sensitive, proprietary information, classitied, and
controlled unclassified information.

7. The Contractor shall only use Government IT equipment for
purposes specifically tied to or authorized by the contract and in
accordance with IRS policy.

8. The Coniractor shall not create or maintain any records containing
any non-public IRS information that are not specifically tied to or authorized
by the contract.

9. The Contractor shall not retain, use, sell, or disseminate copies of any
deliverable that contains information covered by the Privacy Act of 1974 or
that which is generally protected from public disclosure by an exemption to
the Freedom of Information Act.

10.IRS owns the rights to all data and records produced as part of this
contract. All deliverables under the contract are the property of the U.S.
Government for which IRS shall have unlimited rights to use, dispose of, or
disclose such data contained therein as it determines to be in the public
interest. Any Contractor rights in the data or deliverables must be identified as
required by FAR 52.227-11 through FAR 52.227-20.

11. Training. All Contractor personnel assigned to this contract who create,
work with or otherwise handle records are required to take IRS-provided
records management training. The Contractor is responsible for confirming
training has been completed according to agency policies, including initial
training and any annual or refresher training.

D. Flow down of requirements o subcontractors

1. The Contractor shall incorporate the substance of this language, its
terms, and requirements including this paragraph, in all subcontracts under this
[contract vehicle], and require written subcontractor acknowledgment of same.

2. Violation by a subcontractor of any provision set forth in this language
will be attributed to the Contractor.

1. Other Safeguards. [Insert any additional disclosure safeguards
provided by the Program Office/COR or that the Contracting Officer
determines are necessary and in the best interest of the Government and not
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addressed elsewhere in the contract. If none are entered here, there are no
other safeguards applicable to this contract action.]

(End of Clause)

8. [R1052.239-9000 Section 508 Information, Documentation and Support (DEC
2019)

In arcordance with 3R C.FR Annendix C to Part 1194,

oducts and product support semvices
gocumentation rurnisned in pertormance of this contract shall be provided at no
additional cost. The contractor shall provide information, documentation, and support
relative to the supplies and services as described in the performance work statement.
The following technical standards and provisions have been determined to be
applicable to this contract:

_X__ Chapter 6: Support Documentation and Services
___X_ 601 General

X 6011
__x__ 602 Support Documentation

_ x_602.1 x_ 6022 x_ 6023  x_602.4
_X__ 603 Support Services

_X__603.1__x 603.2__x 6033

{End of clause)

9. 1IR1052.239.9002 Section 508 Services (Dec 2019)

All contracts, solicitations, purchase orders, delivery orders and interagency
agreements that rontain a remiiramant nf carvicae which will racuilt in the delivery of
a new or updatec em/product
must conform to the applicable provisions of the appropriate technical standards in
36 CFR, Appendix C o Part 1194, and functional performance criteri= in 28 MER
Thantar 2 nless an agency exception to this requirement exists a

The following technical standards and provisions have been determined to
be applicable to this contract:

Chapter 4: Hardware
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___ 401 General
_ 401
__ 402 Closed Functionality
_ 4021 402.2(1-6) 402.3 402.4 402.5
403 Biometrics
40341

404 Preservation of Information Provided for Accessibility
40441
405 Privacy

4051

406 Standard Connections
__ 40641
__ 407 Operable Parts
_ 4071 407.2407.3407.4 407.5 407.6 407.7
4078
408 Display Screens
__ 408.1408.2 408.3
409 Status Indictors
4091
__ 410 Color Coding
4104
__ 411 Audible Signals
4114

412 ICT with Two-Way Communication
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_ A121 412241234124 4125 412.6 412.7
_ 4128
413 Closed Caption Processing Technologies
_ 41341
__ 414 Audio Description Processing Technologies
41441
__ 415 User Controls for Captions and Audio Descriptions
41541
— Chapter 5: Software
__ 501 General
__ 5014
__ 502 Interoperability with Assistive Technology
5021 502.2 502.3 502.4(A-G)
503 Applications
_ 503.1503.2503.3503.4
___ 504 Authoring Tools
__ 5041504.2504.3504.4
_X  Chapter 7: Referenced Standards
X 701 General
X 7011
_ X 702 Incorporation by Reference
X 702.1 702.2702.3 702.4 702.5 702.6 702.7
X _702.8702.98702.10

The standards do not require the installation of specific accessibility-related software
or the attachment of an assistive technology device, but merely require that the ICT
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be compatible with such software and devices so that it can be made accessible if so
required by the agency in the future.

The following functional performance criteria (36 CFR Chapter 3) apply to this contract.
_X___ Chapter 3: Functional Performance Criteria

301 General

3014

_X__ 302 Functional Performance Criteria

__ X 302.1302.2302.3302.4302.5302.6

X __ 302.7302.8302.9

(End of clause)

10. IR1052.239-9007 Staff-Like Access, Use or Operation of IRS Information
Technology (IT) Systems by Contractors {(Dec 2019)

In performance of this contract, the contractor agrees to comply with the
following requirements and assumes responsibility for compliance by its
personnel:

1. IRS Information Technology Security Policy and Guidance. All current and

new IRS contractor (including subcontractor) personnel authorized staff-like access
to Treasury/IRS owned or controlled facilities and information systems, or work,
wherever located, on those contracts, which involve the design, operation, repair or
maintenance of information systems and staff-like access to Sensitive But
Unclassified (SBU) information shall comply with the IRS Information Technology
Security Policy and Guidance, Internal Revenue Manual {IRM) 10.8.1, 10.8.2, and
IRS Publication 4812. Copies of IRM and 10.8.2 are available at
http://www.irs.gov/irm/. This requirement applies to contractors who are using
contractor/subcontractor-managed systems, including laptop computers,
workstations, servers, and other IT resources) at contractor managed facilities. A
copy of Publication 4812 is available at https://www.irs.gov/pub/irs-pdf/p4812.pdf.

2. Staff-Like Access Request and Authorization. Within ten (10) business days
after contract award or issuance of an order, the contractor shall provide the
Contracting Officer's Representative (COR) and Personnel Security, via email to
CSM@irs.gov list of names of all applicable contractor and subcontractor personnel
and the IRS location(s) identified in the contract for which staff-like access is
requested. Personnel Security will conduct an initial screening to determine eligibility
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and suitability for staff- like access in accordance with IRM 10.23.2, Contractor
Investigations, and Department of the Treasury Security Manual (TD P) 15-71,
Chapter Il, Section 2.

Contractor and subcontractor personnel are not permitted to begin work on the order
until approved for interim staff-like access (at a minimumj).as defined in IRM10.23.2.
This is consistent with IRS security practices and related |RMs, to include, but not
limited to, IRM 1.4.6 — Managers Security Handbook, IRM 10.2.14 — Methods of
Providing Protection, and IRM 10.8.1 - Policy and Guidance. Upon notification of a
favorable suitability determination and interim staff-like approval, the COR will
complete an Online 5081 (OL5081), Automated Information System User
Registration/Change Request, for each prime or subcontractor personnel and reguire
an electronic signature from each such personnel indicating the contractor personnel
has read and fully understands the security requirements governing staff- like access
to the Service's IT systems.

3. Remote Staff-Like Access. If the contract authorizes staff-like access to IRS IT

systems, information, or assets remotely; that is, from the contractor or other facility,
office, or site, the requirements of this clause governs, as well as the general
guidance and specific security control standards in IRS Publication 4812, Contractor
Security Controls. The contractor will be requiredto input data into a system, {o be
defined by the IRS, to describe the security controls being used to protect
information.

4. Contractor Acknowledgement. The contractor also acknowledges and agrees:
(@) That personnel must comply with all laws, [RS system security rules and security
policies, standards, and procedures, and (b) That any one of its personnel
unsanctioned, negligent, or willful violation of the laws, system security rules, and
security policies, standards, and procedures may result in the revocation of staff-like
access to IRS information technology systems, immediate removal from IRS
premises and the contract, and may be subject to arrest by Federal law enforcement
agents.

5. Limited Personal Use of Government IT Resources.

a. Contractor {including subcontractor) personnel, like Federal employees,
have no inherent right to use Government IT resources and this policy does not
create the right to use Government IT resources for nongovernmental purposes.
See IRM 10.8.27, Exhibit 10.8.27-1, Prohibited Uses of Government [T
Resources, for specific examples of prohibited uses. See Title 5 - Code of Federal
Regulations (CFR) - Part 734 — Political Activities of Federal Employees, for
specific examples of prohibited political activities.

b. Contractors and subcontractors are required to report a suspected or
confirmed breach in any medium or form, including paper, oral, and
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electronic, as soon as possible and without unreasonable delay. All incidents
related to IRS processing, information or information systems shall be
reported within one (1) hour to the CO, COR, and CSIRC. Contact the
CSIRC through any of the following methods:

Telephone: 240.613.3606
E-mail to csirc@irs.gov

o Information about unclassified cyber security incidents of a sensitive nature
shall be transmitted using secure messaging or alternative forms of
encryption.

o If the incident involves the loss, misuse, or unauthorized inspection of SBU
information, the contractor shall also report the incident/situation to the
Treasury Inspector General for Tax Administration (TIGTA) hotline at800-
366-4484.

6. Replacement Personnel. The CQ, at his/her discretion, may require removal
of the personnel from performance under this or any IRS contract and may require
replacement personnel withsimilar credentials within 5 days of the notice to
remove. Replacement personnel must be acceptable to the CO, in consultation
with the COR.

7. Monitoring Notification. IRS management retains the right to monitor both
the content and the level of access of contractor personnel use of IRS IT
systems. Contractor personnel do not have a right, nor should they have an
expectation, of privacy while using any IRS information technology system at any
time, including accessing the Internet or usinge-mail.

8. Security Reports and Information. If any reports are required, the COR may
direct the submission of such reports and information through a specific IRS
application, to be determined, or the entry of specific information into the application
or system.

9. Subcontracts. The Contractor shall incorporate this clause in all subcontracts,
subcontract task or delivery orders or other subcontract performance instrument
where the subcontractor personnel will require staff-like access, use or operation of
IRS information technology systems.

10. Flow down of clauses: The contractor shall include and flow down, in its
subcontracts {or arrangements or outsourced service agreements) that entails access
to SBU information by a subcontractor, at any tier, the substantially same Federal
Acquisition Regulation (FAR) and local security or safeguard clauses or provisions for
protecting SBU information or information systemsthat apply to and are incorporated
in its prime contract with IRS.
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(End of Clause)

11. 1R1052.239-9008 Information Systems and Information Security Controls for
Contracting Actions Subject to Internal Revenue Manual (IRM) 10.8.1 (Dec 2019)

in performance of this contract, the contractor agrees to comply with the following
requirements and assumes responsibility for compliance by its personnel and
subcontractors (and their personnel):

(a) General. The contractor shall ensure IRS information and information systems
are protected at all times. The contractor shall develop, implement, and maintain
effective controls and methodologies in its business processes, physical
environments, and human capital or personnel practices that meet or otherwise
adhere to the security controls, requirements, and objectives described in
applicable security control guidelines, and their respective contracts.

{b) IRM 10.8.1 Applicability. This contract action is subject to Internal Revenue

Manual (IRM) Part 10.8.1— information Technology {IT) Security, Policy and
Guidance. The contractor shall adhere to the general guidance and specific
security control standards or requirements contained in IRM10.8.1. While the IRM
10.8.1 shall apply to the requirements to access systems, IRS Publication 4812,
Contractor Security Controls, may also govern as addressed in another clause. It
will address the requirements related {o physical and personnel security that must
continue tobe maintained at contractor sites.

{c) Based on the Federal Information Security Modernization Act of 2014
(FISMA), and standards and guidelines developed by the National Institute of
Standards and Technology (NIST), IRM 10.8.1 provides overall IT security
control guidance for the IRS, and uniform policies and guidance to be used by
each office, or business, operating, and functional unit within the IRS that uses
IRS information systems to accomplish the IRS mission.

{(d) Contractor Security Representative. The contractor shall assign and
identify, in its offer, a Contractor Security Representative (CSR) and alternate CSR
to all contracts requiring staff-like access to IRS information, information
technology and systems, facilities, and/or assets. The CSR is the contractor’s
primary point for the Government on all security-related matters and the person
responsible for ensuring the security of information and information systems in
accordance with the terms and conditions of the contract and all applicable
security controls. If required by the Contracting Officer's Representative, the
contractor will be required to input data into a system, to be defined by the IRS, to
describe the security controls being used to protect information.

{e) Flow down of clauses. The contractor shall include and flow down, in its
subcontracts {or arrangements or outsourced service agreements) that entail
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staff- like access to SBU information by a subcontractor or agent, at any tier, the
substantially same Federal Acquisition Regulation (FAR) and local security or
safeqguard clauses or provisions for protecting SBU information or information
systems that apply to and are incorporated in its prime contract with IRS.

(End of clause)

12. IR1052.239-9009 Information Systems and Information Security Controls
for Contracting Actions Subject to IRS Publication 4812 (Dec 2019)

Publication 4812 is an IRS specific guide to NIST SP 800-53 {version 4.0) when staff-

like access to IRS information or information systems under contracts for services on
hahalf nf tha IRK ic nitgide nf IRS rantrollad facilitine nr the dirart contral nf the

BTN I EAA R e D] bl T BE ISl T E I il 1] Al P S LWl I E It bk et W Nl 1 IE D Bl § TR WPl AT Sl el DA W LIl R I bl S

The IRS Publication 4812 is a living document and updated annually to reflect
changes from Executive Orders, OMB requirements, NIST updates, etc. The most
current version (October 2019) is located on the irs.gov website.ned. In performance
of this contract, the contractor agrees to comply with the following requirements and
assumes responsibility for compliance by its personnel and subcontractors {and their
personnel):

1. The contractor shall ensure IRS information and information systems (those of

the IRS and/or the contractor, as appropriate) are protected at all times. In order to do
s0, the contractor shall develop, implement, and maintain effective controls and
methodologies in its business processes, physical environments, and human capital
or personnel practices that meet or otherwise adhere to the security controls,
requirements, and objectives described in applicable security control guidelines, and
their respective contracts.

{a) The contractor will be required to input data into a system, to be defined by
the IRS, 1o describe the security controls being used to protect information.
Publication (PUB) 4812 Applicability. This contracting action is subject to
Publication 4812 — Contractor Security & Privacy Controls. PUB 4812 is available
at: hitps://www.irs.gov/pub/irs-pdf/p4812.pdf

{b) The contractor shall adhere to the general guidance and specific security
control standards or requirements contained in PUB 4812. By inclusion of this
clause in the contract, PUB 4812 is incorporated into the contract and has the
same force and effect as if included in the main body of the immediate contract.

2. Flowing down from the Federal information Security Modernization Act of 2014
(FISMA) and standards and guidelines developed by the National Institute of
Standards and Technology (NIST), PUB 4812 identifies basic Technical, Operational,

32



and Management (TOM) security controls and standards required of under contracts
for services in which contractor (or subcontractor) personnel will either—

{a) Have staff-like access to, develop, operate, or maintain IRS information or
information systems on behalf of the IRS (or provide related services) outside of
IRS facilities or the direct control of the Service, and/or

{b) Have staff-like access to, compile, process, or store IRS SBU information
on their own information systems/Information Technology (IT) assets or that of a
subcontractor or third- party Service Provider, or when using their own information
systems (or that of others) and on [T, or Elecironic Information and Technology
(EIT) {as defined in FAR Part 2) other than that owned or controlled by the IRS.

3. Unless the manual specifies otherwise, the IRS-specific requirements in PUB
4812 meet the standard from the latest version of the NIST Special Publication (SP)
800-53 (Version 4.0) — Federal Information Systems and Organizations. The security
controls, requirements, and standards described within the Pub 4812 are to be used
in lieu of the common, at-large security control standards enumerated in NIST SP
800-53 (Version 4.0).

PUB 4812 also describes the framework and general processes for conducting
contractor security reviews — performed by T Cybersecurity—to monitor
compliance and assess the effectiveness of security controls applicable to any
given contracting action subject to PUB 4812.

4. Contractor Security Representative. The contractor shall assign and identify,
upon award, a Contractor Security Representative (CSR) and alternate CSR to all
contracts requiring staff-like access to Treasury/bureau information, information
technology and

systems, facilities, and/or assets. The CSR is the contractor’s primary point for the
Government on all security-related matters and the person responsible for ensuring
the security of information and information systems in accordance with the terms and
conditions of the contract and all applicable security controls.

5. Flow down of clauses. The contractor shall include and flow down, in its
subcontracts (or arrangements or outsourced service agreements) that entails staff-like
access to SBU information by a subcontractor, at any tier, the same Federal
Acquisition Regulation {FAR) and local security or safeguard clauses or provisions for
protecting SBU information or information systems that apply to and are incorporated in
its prime contract with IRS. IRS Publication 4812 also applies to subcontractors.

(End of clause)
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13. IR1052.232-9001 Electronic Invoicing and Payment Requirements for the
Invoice Processing Platform (IPP) (Jul 2019)

(a) Definitions:

"Short payment" as used in this clause means the partial payment of an invoice
for goods/services actually rendered at the time of payment when the invoice
includes additional goods/services that have not yet been provided/rendered.

“Short payment” example: The contract requires the delivery of a set number of items,
with the price, delivery location, and delivery due date also specified. The vendor
delivers 50% of the items as specified but invoices for 100% of the items. Before
implementation of the IPP, the IRS would have paid the vendor for the items delivered
and instructed the vendor to re-invoice the IRS when the balances of the items were
delivered. In other words, the IRS would "short pay” the invoice since the IRS did not
remit payment for the full invoice amount. With implementation of the IPP, the IRS
can no longer do this because the IRS cannot accept an electronic invoice that
includes items not yet received. The IRS will reject the invoice. The vendor needs to
submit an invoice for only the items received by the IRS (in this case, 50%), and, if
these items meet all other contract terms and conditions, the IRS will pay the invoiced
amount. The vendor submits subsequent invoice(s) for items as they are delivered
and accepted.

(b) The Invoice Processing Platform (IPP} is a secure Web-based electronic
invoicing and payment information service available to all Federal agencies and
their suppliers. Effective October 1, 2012, invoicing for payment through the [PP
will be mandatory for all new contract awards. Additional information regarding the
[PP may be found at the IPP website address htips://www.ipp.gov. Contractors
must complete the contractor point of contact information below and submit it with
their proposal submissions. Contractors mav contact the IPP Helpdesk for
assistance via e-mai r via phone at (866) 973-3131.
Once a contract awara nas peen maage, ine cantractor will be contacted by the
|PP via e-mail to set-up an account. It will be necessary for contractors to login to
their IPP accounts every 90 days to keep their IPP accounts active.

(c) Contractor Point of Contact Information

Contractor Name: Fors Marsh Group

Contractor IPP Point of Gontact Name: Jennifer Norris
Contractor Phone Number: 571-858-3764

Contractor E-mail Address:  JNORRIS@FORSMARSHGROUP.COM
(d) Electronic Invoicing and Payment Requirements

Vendor invoices submitted electronically through the IPP should be in the proper
format and contain the information required for payment processing. To be approved
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for payment, a “proper invoice” must list the items specified in FAR 52.232-25 (a}(3)(i)
through (a)(3)(x), or in the case of a Commercial ltem Contract, the items included in
52.212-4(g){1)(i) through {g)}(1){x).

If the vendor is offering a discount via the IPP, the discount must be reflected on
the invoice. The vendor will select ‘Create Invoice’. The IPP system will default
to ‘Net 30 Prompt Pay’ under the Payment Terms dropdown box. The vendor will
select from 54 different discount options for the invoice that is being created. If
the vendor chooses to offer a discount on the invoice screen, the information
will interface to the payment system for processing. Discounts that are offered
on attachments rather than the invoice itself cannot be accepted.

Please do not submit into IPP any documentation/attachments that conflict with
what is stated on the invoice:

Payment and Invoice Questions

For payment g~ intininn monntinmn anndnnd tha Annillevy Gysterns at (304) 254-3372
or via e- mail ¢

{e) Waiver

If the Contractor is unable to use the IPP for submitting payment requests starting on
October 1, 2012, then a waiver form must be completed and submitted with the
contractor's proposal submission for review and approval by the Contracting Officer
based on one of the conditions listed in the waiver. The vendor will be notified prior to
award as to whether their request for waiver has been approved or denied. If the
waiver is granted, then a copy of the waiver must be submitted with each paper invoice
that the vendor submits to the payment office or the invoice will be returned.

(f)y Short Payment

Short payment on vendor submitted invoices will no longer be processed or paid. If
any portion of the invoice does not meet the requirements for a proper invoice, the
entire invoice shall be rejected and returned to the vendor unpaid.
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Workshops during tax filing season

Directing workers to websites or resources for questions about
the tax filling process, including the IRS website

Lmaiiing links to other apps or software that can help with
calculating estimated payments or tracking expenses

Gig Evonanty Waorker Foues Grimips

...there was no reaf information in terms of the tax
process, no tips or best practices of how to set aside
money or any information regarding taxes. You're
basically on your own. You do the work, awesome;
you get the money, figure it out.

I'm registered with muiftiple companies, sometimes
independent contractors, sometimes as an employee.
And ! don't recall any of them providing any infarmation
upfront regarding my taxes or not, other than whether
they consider me an employee or an independent
contractor.

As far as resources, | guess they send out an email with
certain websites or certain resources that we can refer
to if we have any questions about the taxing or the
filling process.

They recommended an onfine platform and who !
shoulfd file with, but no vital information.













Fdid't even know [Gig Economy Tax Centor pagef existed.

fknow [Gig Economy Tax Center page] exists just because I've seen it
on Reddit. but { have not visited.

fve Googled {Gig Economy Tax Center pagefand it's come up and f've
gone through it, and I've clicked through ft. Again, not user-friendly,
washn't the best in terms of explaining what | noeded 1o do, so f lefl
and went elsewhere.

When I checked in the past, it was reallv hard ta find situations or
exarpies on their website thal reffected Uiis ivpe of work, 1L was

direcred! tward tax protessionals _ _
really just mneant for, ur | guess geared towatd the rhore not just

Sonte g workers said that 1he rescurces ar2 no. traditional V-2 work, but aiso people who have what | would consider
patticulatly appircable 1o trewr e of gig worl. small businesses where, | §Uess it was more or mayvbe have recurring
gxpenses.

No. | go to my accountant. I've looked a couple times at 'Gig Economy
Tax Conter page] and | think it's written more for professionals.

[The information from IRS is] also way loc much text, too, just dry and

engires such as Google are frequently used when boring. Its not a pface you generally want tc go. in my opinion.

searching for more mformation aboat fil ng taxes as &
EIg worker.

There's a bunch ot forums in Hedait, spectiically, which are a lot of |
other people who are doing this exact kind nf wark And thev have
specfalizad ones toc

L (3T

Gig Exunemy Workar




SonE 2ig workers descried the publ cation as
proviciig soma nforaration they wished they
had <nownwoaen thee, started 6o work

L (3T

Gig Exunemy Workar

[

Well, the pictures definitely draw me in, and then | go to the information, so fthink it's
outfined prelty good.

{ like now everything is pretty condensed and succinct. | ke that it's a one-pager.

The withhiolafing estimator, the fact that ii's straight from the 1IR3, no third party. itis
reassuring to know that that will probably be in line with what we'll be expecting the
next year,

I think the “keep good records portion is really good because when | was new, [
wasn't really tracking anything....

fthink that the pay as you go', H mean the option to do that, the perspective option to
do that, that sounds very interesting to me and { think it would be easier for me than
frving to keep up with a yeardong wark worth of things all at anee and then get them
all dane aor alf ordanized and put fogdether at the end of the year in the right way. make
sure 1didn't miss anvtking as opposed to just domng it right then and there when f
have that particuiar information or this, that, or the other.

Well, { do ke that they specifically mentioned filling out and submitting a new W-4 for

other jous where you work as an employee, Decause that speaks o kind of what ! had
said ebout having additional withholdings taken out from my jobs that | =~ -~ W 7 /
from,










































