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NATIONAL SECURITY AGENCY 
FORT GEORGE G. ME.A.DE, MARYLAND 20755-6000 

FOIA Case: 119777 
23 December 2024 

This responds to your Freedom of Information Act (FOIA) request dated 
8 December 2024, for the follow: 

1) A copy of the classification guide for SHAMROCK, the 194 7-1973 
program in which certain international telegraph/ cable traffic 
transmitted on Western Union, RCA Global, and/or ITT World 
Communications' international facilities was made available to the 
U.S. Government,· which was .a continuation of the military 
censorship program of World War II. 

2) NSA Classification Guide 389-00 3) a copy of each internal history 
of the SHAMROCK program. If any of these documents are 
classified, review them for declassification in part or whole. 

Your request was received on 9 December 2024, and assigned Case Number 
119777. There are no assessable fees for this request; therefore, we did not 
address your fee category. NSA has processed your request under the 
provisions of the FOIA. 

We have completed our search for records responsive to your request and 
the documents you requested are enclosed. Certain information, however, has 
been protected in the enclosure. 

Some of the information was protected from the document was found to 
be currently and properly classified in accordance with Executive Order 13526. 
This information meets the criteria for classification as set forth in 
. Subparagraph (c) of Section 1.4 and remains classified as provided in Section 
1.2 of the Executive Order. The information is classified because its disclosure· 
could reasonably be expected to cause exceptionally grave damage to the 
national security. The information is exempt from automatic declassification in 

. accordance with Section 3.3(b)(l) of E.O. 13526. Because the information is 
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currently and properly classified, it is exempt from disclosure pursuant to the 
first exemption of the FOIA (5 U.S.C. Section 552(b)(l)). 

In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have determined that such 
information exists in these documents. Accordingly, those portions are exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statutes applicable in this case are Section 6, Public Law 
86-36 (SO U.S. Code 3605) . 

Finally, personal information regarding an individual has been withheld 
from the enclosures in accordance with 5 U.S.C. 552 (b)(6). This exemption 
protects from disclosure information that would constitute a clearly 
unwarranted invasion of personal privacy. In balancing the public interest for 
the information you request against the privacy interests involved, we have 
determined that the privacy interests sufficiently satisfy the requirements for 
the application of the (b)(6) exemption. 

You may appeal this decision. If you decide to appeal, you should do so 
in .the manner outlined below. NSA will endeavor to respond within 20 working 
days of receiving any appeal, absent any unusual circumstances. 

• The appeal must be sent via U.S. postal mail, fax, or electronic 
delivery (e-mail) and addressed to: 

NSA/CSS FOIA/PA Appeal Authority (Pl32) 
National Security Agency 
9800 Savage Road STE 6932 
Fort George G. Meade, MD 20755-6932 

The facsimile number is (443)479-3612. 
The appropriate email address to submit an appeal is 
FOIA_PA_Appeals@nsa.gov. 

• It must be postmarked or delivered electronically no later than 90 
calendar days·from the date of this letter. Decisions appealed after 
90 days will not be addressed. 

• Please include the case number provided above. 
• Please describe with sufficient detail why you believe the denial of 

requested information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any 
further assistance and to discus� any aspect of your request. Additionally, you 
may contact the Office of Government Information Services (OGIS) at the 
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National Archives and Records Administration to inquire about the FOIA 
mediation services they offer. The contact information for OGIS is as follows: 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Rd. - OGIS 
College Park, MD 20740 
ogis@nara.gov 
877 /684-6448 
202/74 1-5769 

Correspondence related to your request should include the case number 
assigned to your request, which is included in the first paragraph of this letter. 
Your letter should be addressed to National Security Agency, FOIA Division 
(P132) , 9800 Savage Road STE 6932, Ft. George G. Meade, MD 20755-6932 or 
may be sent by facsimile to 443-479-3612. · If sent by fax, it should be marked 
for the attention of the FOIA Division. The telephone number of the FOIA 
Division is 301-688-6527. 

Ends: 
a/s 

Sincerely, 
,,, l ,1J-Li 'SL�j'lu.1 l rw.rl-1�'-' 

. � \i 
SALLY A. NICHOLSON 

Chief, FOIA/PA Division 
NSA Initial Denial Authority 

·-----·-·--· .. . . ...... __ .... -. ....... ,, .. _-. ....... , . ... ................. . . .................................. ... ..................... . .... . ...... .. ................... ,. ..... ... ................... , ... �������-.. - -
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4. Operation SHAMROCK 

SHAMROCK is the name of a source of foreign 

intelligence information from which the National Security Agency 

{NS�) received from RCA Global, IT'r World Communications , and· 

Western Union International copi�s of certain internatiorial 

telegrams handled on their facilities .. Copies of these 

·telegrams were initially I"eceived in the form of microfilm or 

paper tapes and, subsequently� in the case of RCA Global and ITT 

World Communications, in the form of magnetic tapes. Where 

copies of microfilm were used to provide materials to NSA, if 

any, only certain foreign communica-tioris were so provided. 

Whete magnetic tape was used to provide materials to NSA, the 

focus by NSA continued to be on foreign communications and 

foreign governments. The carriers were engaged in transmitting· 

or receiving foreign communications only. 

12 
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Telegraphic messages that were obtained from the afore­

mentioned carriers, were, in turn, screened by classified and 

carefully protected procedures pursuant to the Agency's foreign 

intelligence requirements imposed upon the Agency by the United 

States Intelligence Board. Pursuant to these requirement�, and 

as described above in Subsection 3, from 19-67 to 1973, Federa.l 

agencies provided NSA with names of individuals arid 

organizations commonly referred to as "watch lists." 

The SHAMROCK source was not the only mea1:1s used by the NSA 

to obtain international communications to fulfill its foreign 

intelligence mission. 

After a telegraphic message was selected pursuant to the 

foregoing foreign intelligeJ?ce requirements placed on NSA , the 

information contained in the message was extracted and in 

general edited or summarized to conceal its source in order to 

produce an intelligence report. All watch list reports were 

ed_ited or summarized to conceal their source. These methods of 

processing and selection were identical for all $ources of 

information used to produce foreign intelligence and were not 

limited to the SHAMROCK source. 

NSA did not retain the "raw• copy of original texts of 

telegraphic material received, in whatever form, from the 

13 
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international common-access carriers; it retained and 

distributed only the edited or summarized product. Because the 

source of the telegraphic material was not included in the watch 

list reports, it was and is not possible to asce�tain whether 

such material had been derived from the SHAMROCK source. (Nor 

· can that material be identified as h�ving been received from a 

oarticular common-accesi carrier.) 

The common-.access carri.ers were not informed as to what was 

done with the information in the material they provided. 

Common-access carrier officials have testified in other forums 

that they do not retain for any significant period "raw" copies 

or reproducti
r
ins in any form of the original text of 

communications transmitted ·by them. 
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°tv) SHAMROCK and MINARET Classification Guide, 389-00 

CLASSIFICATION GU.IDE NUMBER: (U) 389-00, SHAMROCK and MINARET 
{NSA Itt!elligence Activities Revealed in Church/Pike Committee Hearings) 

PUBLICA�ION DATE: (U) 30 August 2000 

OFFICE OF Q_RIGIN: (U) NSP52 

POC: (U//FOUOi pP52 

PHONE: (U) 963-4582s 

ORIGINAL CLASSIFICATION AUTHORITY: (U) JoAnn Grube, Chief, Office of Policy 

Description oflnformatiort ClassilicationfMarkings Reason Decl:iss Remarks 

(U} The information in this cla.ssificalion guide perUins to specific facls derived from public testimony. Any details of 
SHAMROCK or MINARET activity 1101 addressed in this guide should be referred to N5P52, Jllfonnalion Security Policy, for 

--
(U) A. HISTORICAL ACTIVITY 

(U) A. I .  The fact th.at the U.S. 
bas intercepted, analyzed, and in 
some cases decoded foreign 
communications since the 
Revolutionary War.. 

(U) A:J.. The fact that during the 
Civil Wat and WW!, the U.S. 
intercepted foreign telegrams 
sent by wire. 

(U) A.3. The fact that clements 
of the militar.y have been 
assigned the wk of obtaining 
intelligence from foreign radio 
transmissions since tbe 1930s. 

(U) A.4. The fact that during 
WWII, the U.S. Anny and Navy 
inien:epted and analyzed 
enciphered/coded radio 
messages. 

(U) A.5. The fact that during 
WWII, all international 
telegraph craffie was screened 
by mi Ii wy censors, located at 
te 1 egmph companies, as pan of 
a censorship program. MeSS3gcs 
from foreign intelligence targets 
were iumcd over to miliwy 
intelligence. 

(U) B. NSA· GENERAL 

(U} 8.l .  The fact that signals 
are intercepted by many 
techniques and processed, 
sorted, and analyzed by 

I procedures that reject 
io appropriate or unnecessary 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFlED 

UNCLASSIFIED 

UNCLASSIFIED 

determination. 
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l signals. 

(U) B .2. The fact lhal Jis ts of UNCLASSIFIED 
words, includiog names, 
subjects, locations, etc. are used 
to sort out informatioo of I foreign intelligence value from 
that which is not of interest. 

(U) B.3. The fact that unwanted UNCLASSJFJBD I messages (for e�ample, between . i  two U.S. citizens) arc rejected 
as early in lhe selection process 
as possible. 

(U) 8.4. The fact that NSA UNCLASSIFIED I 

confines ils activities to 
conimullications involving at 
least one foreign terminal, and 
excludes communications 
between U.S. citizens or I entities. 

.. ,. -
(U) B.S. The fact thal directives UNCLASSIFIED 

I now in effect in various 
agencies preclude resumption of I 
collection activity �cd on the 
· names of U.S. ci ti zeos unJ ess 
personally approved by the ' 
At10mey General. 

(U) C. SHAMROCK - PARTICIPATING AGENCJES AND COMPANIES 

{U) C.J .  The fact that the .. ll:rm UNCLASSIFIED . i 
SHAMROCK was given 10 a 
message col!ectioo program in 
which the Government · I 
pe�uaded three intematiooal I 

telegraph companies - RCA I 

' Global, ITT World I Communications, and Western 
· Unioo Tntemalional, 10 make. 
available in various ways certaio 
of their international tc legrapb i lraffic to tbe U.S. Government. 

{U) C.2. The fact that UNCLASSIFIED 
SHAMROCK was a 
continuation of the military 

I censorship program of WWII. -
(U) C.3. The face tbal the Army UNCLASSIFIED 
Securl1y Agency {ASA) was the 
first <:lovcmment agency 
responsible for SHAMROCK. 

I When the Armed Forces 
Security Agency (AFSA) was 
created in 1949, it ioherited the 
program, as did NSA on its 
creation in I 9 52. 

··-· 
(U) C.4. The fact that UNCLASSIFIED 
SHAMROCK operall:d from 
1947-1973. and involved use of (U) See MINARET I Watch Lists 1 967-1973. section for guidance on 

Watch List activity. 

(U) C.5. The fact that initially, UNCLASSIFIED 
the Go vrniment only used the 
telegrams relating 10 cenain 
foreign targets, and lhcn began 
to e,;tract telegrams of certain 
U.S. citizens. 

(U) C.6. The fact lllal while the UNCLASSIFIED 
origiilal purpose of 
SHAMROCK was to obtain 

2 of 10 J/1/2001 10:25 AM 
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fa reign intelligence; programs 
frcguent!y did not distioguisb 
bet ween messages of foreigners 
and messages of U.S. citiz.ens. -· 
(U) C.7. The faci that RCA UNCLASSIFIED 
Global. !TI World 
Commullications. aod Western 
Uwoo International were not 
paid for their services to 
SHAMROCK. 

(U} C.8. The ract that only lhc UNCLASSIFIED 
Director, Deputy Director, and a 
lower-level manager at NSA had 
operation al rcspons i bi 1 i ty for 
SHAMROCK at aoy one time. 

[U) C.9. The fact Iha! each of UNCLASSIFIED 
the companies involved limited 
knowledge of SHAMROCK to 
two or three individuals due to 
concerns regarding the legality 
of the operation. 

(U) C.10. The fact that UNCLASSIFIED 
�rcwy of �fensc Fomsl.ill 
gave assurances in December 
1947, saying be was speaking 
on bchal f of the Pres iden I and 
the Attorney G encral, th at the 
companies involved would not 
be subject lei criminal 
prosccu lion as long as "the 
current administration• was in 
office. Secretary of Defense 
Johnson provided the same 
assurances in l 949. 

{ U) C. 1 1 .  The fact that UNCLASSIFIED 
President Truman, Attorney 
General Tom Clark, and 
Secretary of Defense 
Sclllesinger were aware of and 
approved of Project 
SHAMROCK. 

(U) C.12.The fact that offices of UNCLASSIFIED 
RCA Global, m World 
Comnumications, and Western 
Union International in New 
York City, NY; Washington 
DC; San FraneisC<.1, CA: San 
Antonio, TX: and Miami, FL 
participated in SHAMROCK. 

(U) C. 13. The fact that UNCLASSlflED 
appro�imately 90% of tbe 
messages C<.l llected for 
SHAMROCK came from New 
York City, NY. 

{U) C.14. The fact that in the UNCLASSIFIED 
beginning, the Government 
received paper tapes of 
messages that bad been 
transmitted by overseas cables, 
as well as microfilm copies of 
messages that had been sent by 
radio. 

(Ul C. 1 5. Toe fact that NSA UNCLASSIFIED 
never received domestic 
telegrams from the companies 
involved. 

3 of 10 
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telegrams within the 
United States aflcr 1 963. 

(U) C.16. The fact llut the UNCLASSIFIED 
govcrnmcol did not tell the 
companies that ii was extracting 
telegrams of certain U.S. 
citizens.- ' 

(U) C. 17, The fact \hat RCA UNCLASSIFIED 
Global and IIT World 
Communications provided NSA 
with the bulk of lheu- I 
international message traffic,· 
which NSA then selected for 
traffic of foreign iotelligeocc 
targets. . 
(U) C. 18. The fact tbatio lhe UNCLASSIFIED 
1%0s, RCA Global and 11T 
World Communications bcgao 
to store their in1emational paid ' 
message trarfic on magnetic 
tapes, which were 111med over to 
NSA. 

(U) C.19, The fact that NSA UNCLASSIFIED 
made copies of magnetic tapes 
in its rented orticc space in New 
York City. NY. 

(U) C.20. The fact that Westero UNCLASSIFIED 
Union International sorted the 
traffic its elf and provided NSA (U) Inf9rmation 
only with copies of the ttaffic of rcg:uding forei go enlici es 
certain forci gn tu gets and al I targeted shall be 
the traffic to one country. classified in accordance 

wioi ex isling guidance. 
I 

(U) C.2 1 .  The fact that Weslem UNCLASSIFIED 
Union l111emalional microfilmed 
copies of outgoing international 
telegrams for pickup by a 
government c;ouricr. 

. ... 
(U) C.22. The fact lhal in UNCLASSIFIED i 
Washington, DC, lhc compau.ies 
turned over co pi es of particular 
traffic to the FBI, who then 
passed it to NSA. -
(U) D. MINARET· REQUESTING AGENCIES AND SUBJECT MA TIER 

NOTE: (U} Names included on Watch Lists are the tqulty or the submitting agency and may nol be released without 
referral to that agency. 

(U) D. J .  The fact that the tenn UNCLASSIFIED I 

MINARET was used beginning 
in 1969 for Watch List activity 
which had begun in 1 967 and 
lasted through 1973. 

(U) D.2. The fact lhat UNCLASSIFIED 
MINARITT was conducted in 
response to requirements levied 
by its customers. 

(UJ D.3. The face that from UNCLASSIFIED 
1967-1969, "lhe procedure for 
submining names was more 
informal"; starting in 1969, the 
pl'OCCdllle was fonnaliled a.od 
che ruunes for Watch Lists were 
submitted through channels in 
writing. 

4 of 10 3/1/2001 I0,2S AM 
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(U) 0.4. The fact lhat there UNCLASSIFIED 
were 110 warrants obtained for 
any of Lhe iniercepts of U.S. 
citizens for Watch List activity. 

.......... , ...... . ..... , 
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·-· -· -
(U) D.5. The fact lhai lhe UNCLASSIFIED 
infonnation produced by 
MINARET was, with one 
e:r.:ceptioo, entirely 3 by-product l 
of NSA's foreign intelligence I 

mission. I 

(U) D.6. The fact that !be one UNCLASSIFIED 
iosunce in which foreign 
messages were intercep1ed . .  
specifically for  MINARET 
pWJ)Oses ocC111Ted as follows: 
The collection was of telephone 
calls passed over i 01emalional 
communications facilities 
bc1wceo lhe Uniied St.ates a.ad 
South America. The collection 
was at lhe request of the Bureau 
of Narcotics and Dangerous 
Drugs (BNDD) to produce 
intelligence illformalion on !he 
methods aod locations of 
foreign narcotics llarfick.ing. 

-.. -=��--

(U} D.7. The foci !hat NSA UNCLASSTFJEO 
asked Cl A to assist in the 
collectioo as described in the I 
pn:vio us cnlJ)'. This lasted for 
appro;r,:imate!y 6 mooths, late 
1972-carly 1973, when CIA 
stopped due IQ concern that the 
activity exceeded CIA st.atuto.iy 
restrictions. 

(U) D.8. The fact that during the UNCLASSIFIED 
early 1960s, requesting agencies 
asked NSA to look for 
reflections in international 
communiea tions of ccrtai n U.S. 
citizens Ira veling m Cuba. 

-�-·� 
(U) D.9. The fact lha1 beginning UN CLAS SIRED 
io 1967, rc:guesting agencies 
provided names of citizens and 
organizations (some of which 
were U.S. citizens and 
organizations) in an effort to 
obtain information which was 
available in foreign 
communications as a by-product 
ofNSA's normal foreign -

I 
intelligence mission. 

(U) D. IO. The fact lhat from UNCLASSIFIED 
1967-1973, requirements for. 
Watch Lists were developed in 
four basic areas: International 
Drug Trafficking, Presidential 
Proicction. Terrorism, and 
Possible Foreign Support or 
lnfl uence on Ci vii Disturbances. 

(U) D. I I. The fact that tbe Cl A UNCLASSIFIED ' 
submitted Watcb Lists covering 

l 

requirements on international ( U} These lists incl udcd 
travel, foreign influence, foreign approx.imately 30 U.S. 
support of so-cl!! led U.S. citizens and 
extremists and tc:rrorists, ·and approximately 700 · 
U.S. persons active in lhc foreign individuals and 
anti-war movement groups. 

Sof JO 3/112001 10:25AM 



. . . ... ... ,, ... . .......... . .. - ·· ·· ·· ··-··· · · · ··-· .. ·· · ······ ·• .... ... ... . O,ianiz.ttion 
Doc ID: 3887343 

··· · ···;;,;ysiwn:11145/hltp://www.a,os;f .. ___ _.l'ome/DeclanOuides/SJ,amrock.\.linam1 

(U) D. 12. The fact that I.be FBI UNCLASSIFIED 
submincd Watcb Lists to NSA 
covering requirements on {U) Tb ese Ii sts included 
foreigo lies aod suppon 10 approximately J ,000 
certain U.S. citizens and groups. U.S. citizens and 
These lists contained names of approximately 1 ,700 
so-called extremist pcrsot1s and foreign individuals and 
groups, individuals· and groups groups. 

active in civ i I distw-bances, and 
terrorists, 

(U) D.13. The fact lhat lbe DIA UNCLASSIFIED 
submitted a Watcb List covering 

I requirements on possible (U) This !ist included 
foreign conuol of, or influc nee approximately 20 U.S. 
on, U.S. anti-war activity. The citizens. I list conlained names of 
individuals ttavcling lo North 
Vietnam. 

(U) D.14. The fact \hat the UNCLASSIFIED 
Secret Service submined a 
Walch List covering ! ( U) This list contained 
requil'emcnis in support of their names of persoos 
cffons to protect the President thought lo be a threat to 
and olher senior officials. Secret Service 

I 
pro1eetees, as well as the 
names of the prote<:cccs 
th ems elves. 

(U) This list included 
approitimately 1 80 U.S. 
citizens and 
approitimately S25 
forcign individuals and · 
groups. 

(U) D.lS. The fact that the UNCLASSIFIED 
I BNDD submitted a Watch Lisi 

in 1970 covering rc:quiremcnts (U) This !isl contained 
rel ate<l to foreign sources of names of suspected drug 
drugs and foreign organi zalions 1raffickers. 
and methods used to i111rod uce 
illicit drogs into the United (U) This Jis t in duded 
States. approximately 450 U.S. 

citizens and over 3,000 
foreign iodi viduals. 

{ U) D .16. The fact Iha! the UNCLASSIFIED 
Army requested from NSA any 
available infomiation on foreign 
influence over, or con1rol of, 
civil disturb�ccs in the U.S. 

( U) D. 17. The fact that, between UNCLASSIFIED 
1967 and I 973. there was a 
cumulative total of 
approximately4S0 U.S. persons 
on the Narcotics List, and about 
t ,200 U.S. names on al l other 
lists combined. 

(U) D. 18 .  The fact lhat, at tbc UNCLASSIFIED 
height of the Watch list 
activity, there were 
approximately BOO U.S. citi1.cns 
011 tbe Watch List, 
approximately one-third of 

I wb.ich were on the Narcotics 
List. i 

(U) D.19. The fact lhat, betw�n UNCLASSIFIED 
1967 and 1973, approximately 
2,000 reports wtte issued by I N SA on interoational narcotics 
trafficking, and about 1 ,900 I reports were issued co�eri ng . 

6 of 10 311/200 I I 0:25 Mi, 
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li """rism, "�"'" ''°'"'" i 
od foreign influence over U.S. 

1 
groups. This equates to 
pproximately 2 repons per day. 

(U) D.20. Toe fact that a major 
1errorisr act in the U.S. was I prevented due in pan 10 I 
MINARET rcpomng. 

I 

(U) D.2 l. he fact that some 
large drug shipmen ts were 
prevcnred from entering the 
U.S. due in pan to MINARET 
reporting. 

(U) E. LOCATIONS 

{U) E. l .  Toe fact that CIA 
provided an office in New York 
City, NY to NSA 1966-1973 for I 
lhe pwpose of copying 
telegrams. 

·-· ·····-· 
(U) E.2. The fact that NSA 
found acoommodation in New 
York City, NY after lhe CIA 
pulled out oflhe anangemeol in 
1973. 

(U) E.3. Toe ract that a courier 
traveled to New York City, NY 
each day from Ft. Meade, MD 
to  bring back paper/magnetic 
iapes cont.ai11U1g copies of 
in1emational 1elegr.uns sent 
from New York Ci1y, NY the 
previous day using lhe facilities 
of RCA Global, m World 
Communications, and Western 
Union I niemati onal. 

I I 

UNCLASSIFIED 

UNCLASSIFIED 

-
UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

. 
········ ··· ··· ······ ... -

.. ·· . ............ .... wysiwyg:J/l:45/h1ip-J/www.n.� .. ___ ... t
ome/Oecla5sGuides/ShamrockMina.re1 

J 
(U) Details regarding lhe 
terrorist act shall be 
classified in accordance I 
with existing guidance. J 

! 

I 

. 

(U) F. NSA PROCESSING OF SHAMROCK AND MINARET MATERIAL 

7 of 10 

(U) F. l. The fact that 
MINARET activity consisted of 
scanning international 
oommunications already 
intercepted for olher pwposcs to 
derive information which met 
MINARET requin:ments. 

( U) F.2. The fact th al all 
MINARET collection was 
conducted against international 
communic:itions with at le.is r 
one terminal in a foreign 
countl)'. The foreign terminal 
(with one exception) was the 
initial object of coUecti on. 

(U) F.3. Toe fact lhat, of the 
2,000repons issued 1 967-1973 
.on incema1ional narcotics 
trafficking and the 1. 900 reports 
issued during the same Ii rne 
period on terrorism, executive 
protection, and foreign influence 
on U.S. groups, over90% bad at 
least one foreigo communicant 
and all had at least one foreign 
terminal. 

UNCLASSIFIED 

UNCI..ASSIF1ED, 

(U) Information 
regarding foreign entities 
targeted shall be 
classified in accordance 
with existing guidance. 

(lJ) See ilem 38. 

UNCLASSIFIED 

I 
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(U) F.4. The fact that NSA UNCLASSIFIED 
personnel made analytic 
amplifications on Watch List (U) For elUlmple, aliases 
submissions to enhance the and addresses of persons 
selection process. and organizations on the 

Watch List were 3dded. 

(U) Aliases and 
addresses, as identifiers 
of the names themselves, i 
are the equity of the 
submitting agency aod 
may 1101 be released 
witbou1 referral to that I agency. 

' 
(U) F.S. The fact that paper UNCLASSIFIED I 
!apes of messages lhat bad been 
transmincd by overseas cables 
and microfilm copies of I messages sc nt by radio were 
sorted by hand for certain i foreign intelligence targets; such 
traffic could be readily 
identified by special codes in the 

. hcadi ng of cac h le legram. 
--· -�·- ... ..... _ ' _ _. --

( U) F .6. Toe fact I.hat the UNCLASSIFIED i 
magne·tic tapes were processed 
for i tems of foreign intelligence 
interest, typically telegrams sent I by foreign establishments in the 
United St.ates or telegrams lhat I 
appeared to be enc ryptcd. 

(U) F. 7. Toi: fact that it is UNCLASSIFIED 
estimated lhat in the ialer years, 
NSA selected about !50,000 
messages a monlh for review. 
Thousands of these messages 
were di sseminatcd to other 
agencies. 

(U) G. DJSSEMINATION OF SHAMROCK AND MINARET INFORMATION 
, -

(U) 0.1 .  The fact that very strict UNCLASSIFIED 
controls were placed on 
handling of MINARET 
infom,alion. 

(U) G .2. The fact that receiving UNCLASSIFIED 
agencies were clearly instructed 
that MINARET information 
could not be used for 
prosi:cutive or evidentiill)' 
purposes. 

(U) G.3. Toe fact that UNCLASSrFIED 
MINAR6T material WllS ' 
delivered only to designated {U) In this instance, Lile 
offices in receiving agencies in ' �receiving agencies" arc 
order 10 mi nimiie the risk lhal considered to be !he 
the information would be used same agencies that 
for purposes other lhan foreign sub mi tied names for 
intelligence. Watch Lists. See 

"Requesting Agencies 
and Subject Maner." 

(U) For example, lbe 
13NDD had 
responsibilities for 
domestic drug law 
enforcement as wel I as 
for working to curtail 
in tcmali o nal narcotics 
trafficking. Watch List 
inforrn11tion supponcd 

B of 10 3/112001 10:2.S AM 
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only the latter function. 

{U) G.4. The fact that, UNCLASSIFIED I 1 967•1969, information from 
MINARET activity .relating to 
international messages between 
U ,S. citizens or organi zalioas 
was issu cd for background use 
only and hand-delivered to 
requesting agencies. 

·--
(U) G.5. The fact that, UNCLASSIFIED 
1967-1969, ir the U.S. citimi or 
organization. were only one 
COl'lespondent of the 
inll:roa.tional communication, 
the information was published 
as a normal product repon but I 

in a special series to limit 
distribution. 

.. --· •-•�M . 
(U) G.6. Tiie fact tha1, starting UNCLASSIFIED 
in 1969, information dealing 
wi Ill exccuti ve pro tee ti on and 
foreign inn uc nee over U.S. 
ci ti uns and groups were 
provlded for background use 
only and hand-carried to 
�uesling agencies,. 

(U) G.7. The fac1 !hat, when UNCLASSIFIED 
requirements we re recci vcd in 
1970 to supply in1elligcnce 
rcgaroi ng i nlcrnational drug 
trafficking and in 1971 10 supply 
i11telligcnce regard.log 
iniemaliooal terrorism, the 
ioformation was pro\·id ed for 
background use only and 
hand-<:arried to req uesli ng 
agencies. 

-
· �···- . 

(U) H. TERMINATION OF SHAMROCK/MINARET 
·-

(U) H. J . The fact that UNCLASSIFIED 
SHAMROCK was tennioated 
by order of the Secretary of 
Defense, and the Seoate Select 
Commiltec began studying 
SHAMROCK in May 1975. 

' 
(U) H.2. Toe fac1 that concern ' UNCLASSIFIED I ' 
· regarding NS A's role io 
MINARET activities increased 
io 1973 due 10 tb.e following 
three fac111rs: I. Con= that it 
migh1 not be possible to 
distinguish. definitely between 
the purpose for lhe intelligence 
gathering which was served by I 
Ille requirements, aod the 
missions and functions of the I depanments and agencies 
rcceiviog the ioformation and 2. ! 

Concerns that req ui reme n ts 
from such agencies were 
growing and 3. Concern that 
oew, broad discovery 
procedures in coun cases were 
coming into use which might 
lead to disclosure of sensitive 
intclli gen cc sources and 
methods. 

(U) H.3. The fact that UNCLASSIFIED 
MINARET activity which I in vo! ved U.S. c i lizcns ceased 

9 of 10 311/200 I I 0,25 AM 
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PUBLICLY RELEASED INFORMATION ON NSA FUNCTIONS AND ACTIVITIES 

(�: All of the informat ion contained herein was extracted 

fro� public affidavits prepared by NSA a nd from the testimony of 

NSA off icials before committees of the Senate and the House of 

Representatives. ) 

I. Background 

NSA was established by Pres idential Directive in October 

19 5 2  as a separat�ly organized Agency within the µepartment of 

Defense under the d irection ,  author i ty ,  and control of . the 

Secretary of DefensE  who was designated by the Pres ident as 

Executive Agent of the Government for conducting the 

communications secur i ty activities and signals intelligence of  

the United S tates . 

NSA has two pr imary missions directed to foreign intelli­

gence : (a) a communications secur ity mission arid (b) a signals 

intelligence mission. The communications secur ity mission i s  to 

provide the United States Government with the cryptographic 

equipment, codes , crypto-materials , · and procedures to ensure 

that classi fied United States communications are protected from 

the intelligence activi ties of foreign governments . In 

fulfilling that mission , the Agency develops codes , coding 

machines , and coding mater ials . In addit ion class ified messages 

@.pproved for Release by NSA on 06-1 1 -1 998; FOIA Case# 9652J 
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transmitted by any element of  the Government are transmitted 

over systems developed by NSA. The second miss ion , the signals 

intelligence mission , is to obtain information from foreign 

electromagnetic s ig nals and to provide reports der ived from such 

information or data on a rapid response basls to national 

policymakers a nd the inte�ligence community of the United States 

Government. 

II . FOREIGN INTELLIGENCE MISSION 

1 .  General Information 

As ari intelligence agency , NSA ' s  miss ion is, quite 

s im�ly, the product ion and dissemination of an extremely broad 

range of signals intelligence (S IGINT) information. This 

miss ion is global in scope , and involves information concerning 

subject matters ,  foreign officials and entities as var ied as the 

innumerable issues and decisions copfronted by policy-making 

officials of our Government in the area of foreign relations and 

na tional defense.  The NSA responds essentially to  information 

needs expressed by military and ci�ilian authorities of the 

Government. Many of NSA • s resources are keyed to tasks that 

support  combatant forces.  Informatiori needs are derived - from 

two basi_c sources . First , there are the very broad intelligence 

objectives and pr ior ities which are identif ied as a result of 

2 
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work by bod ies like the Nat ional Secur i ty Counc i l  and the 

Presi.dent '  s Foreign Intelligence Advisory Board . These 

objectives and pr ior ities come to NSA in the form of  policies 

which g uide overall resource applicat ion.  One such objective , 

for example , is to provide the nation advance ��rning of 

mil i tary attack , and NSA endeavors to collect information which 

will contr ibute to an assessment of that poss ibi lity. Second , 

there a re speci fic information needs which are identified 

d irectly to NSA by other governmental or mil i tary author ities , 

and which are satisfied without any reallocation o f  resources . 

An example might be to contr ibute to intelligence support to a 

military exercise or action . 

When a need for information . is approved ,  NSA accepts it  as  

a "requi rement . "  A requirement might best he defined as  a 

statemen t  o f  an information need from an author i zed source wh i ch 

NSA believes i t  is capable of satisfying within the constraints 

o f  its authorities and resources , and which it has ,  therefore , 

accepted as a tas k .  The NSA does no� generate its own 

requirements for foreign intelligence . 

Upon receipt of such a statement o f  informati6n need , NSA 

examines its on-going operation, its author ities and data base , 

and then performs such processing o r  reporting as may be 

necessary to satisfy that need . The Agency ' s  SIGINT act ivities 

3 
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include the targeting of fore ign governments ' communications 

both within the i r  borders and to and from communicants abroad 

involving the use of their own radio transmitter and receiver 

facilities not available for public use . Such communications 

l inks are known . as "government net" communications . A foreign 

government may use other means for send ing and receiving 

international radio communications in add i tion to or ins tead of 

its own government facilit ies . ( International rad io 

communications as  used here includes communications passed at 

least in par t  by wire . )  This involves the foreign government ' s 

use of the .facilities of an internat ional communications common­

carrier which are also available for u_se by the :public . such 

common-access car r iers supply the means by whicn more than half 

the encrypted and plain text radio communications of foreign 

governments , forei�n organi zations ,  and their  representatives 

are carr ied . 

It is common _  knowledge that  the total volume of radio .  

s ignals transmitted on a g iven day i s  vast .  It is  also 

�enerally known that radio transmissions can be recei.ved by 

anyone operating the proper receiving equipment in the r ight 

place at the r ight time . Thus,  the fact that NSA can intercept 

radio communications is generally known. So, too, it is known 

to foreign off icials that such interception of radio cornmunica-. . . . 

tions is a primary mission of the NSA. Foreign officials may be 

4 
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exp�cted to know, also, that NSA cannot poss ibly intercept even 

a significant percentage of all such communications , especially 

taking account of th� fact that NSA ' s  activi t ies i nvolve 

worldwide communications , not solely those having a United 

States terminal . The number is simply too vast to be handled 

with any reasonable amount of personnel and equipment . 

Moreover , the cost and e f fort  of such interception would be 

disproportiona te to the intelligence value of the results . 

Instead as NSA 1 s foreign intelligence targets presumably 

know well -- NSA must focus its intercept ion activit ies on those 

particular commun ications lines , channels , links or systems 

which yield the highest proport ion of  useful foreign 

intelligence information. What foreign government off icials do 

not know, _ however , is  which of the vast number of radio 

communications NSA attempts to intercept , which are  intercepted , 

and , of those that are �ntercepted , which yiel� to NSA 

process ing methods and techniques . 

The continued efficacy of  NSA ' s  vital intelligence 

activities requires that the. lines , channels , links and systems 

actually monitoreq remain unidentified .  If a foreign government 

obtains sufficient reason to suspect that NSA is able to 

intercept and process tha t  government ' s radio communications , 

that government would be expected to take immediate steps to 

s 
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· aef�at tha t  capabi lity .  This can be accomplished in a number of 

ways . A foreign government might sh i ft to communications l inks 

the U . S .  cannot intercept. It may also choose to use alternate 

methods of communications . The foreign governments may possess 

the technical capabi l i ty to e ither upgrade or initiate 

cryptography to secure i ts communications . Fina lly,  a 

communication channel believed to be ta'rge ted by NSA can be used 

by a foreign government to pass misleading information. 

If  a foreign power is successful in defeating an 

intercept ion operation, all of the inteiligence from that source 

i s  lost unless and until NSA can establish a new and equivalent 

intercept . The r isk involve� is great .  The information 

produced by NSA includes polit ical , economic , scienti fic and 

military data which is of _ immeasurable value to the President , 

the Secretary of Defense , the Secretary of State and other 

policymakers .  Obviously , i f  a SIGINT source used by the Agency 

becomes unavailable , policymakers must operate without the 

information that  source produced . Sometimes it is impossible to 

establ ish a new and equivalent intercept and the source is  lost  

permanently . Those losses are not only extremely harmful to the 

national securi ty but also impose a heavy burden on the limited 

, resources of NSA which must attempt to recover the old source or 

establish an equivalent source of informa tion. 

6 
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Even after target ing only a small propor tion of all 

ava ilable electromagnetic communications for interception , the 

number of messages intercepted is extremely large . NSA l$  thus 

faced wi th a considerable task in selecting out those messages 

tha t will be reviewed for possible intelligence interest .  The 

manner in which NSA does this . selection and the deg ree of 

reliab i lity and success its methods enjoy a r e  subj ects about 

wh ich v i rtually no author itative information has ever been 

released to the public� Information about the se subjects would 

enable fore ign observers to further assess, and thus take steps 

to defeat , the capabilities of NSA ' s  intelligence gathering 

. techniques. 

3 a  Incidental Interception of Private Communications 

Because of  the nature and capability of the systems 

involved , NSA ' s  signals intelligence activities to pr�duce 

foreign intelligence information have unavoidably resulted in 

the interception of cer tain other communications sent to or 

rece i ved . from a foreign address over international facilities .  

If  a par ticular communication circui t  i s  known to have been used 

for the transmiss ion of foreign communicat ions , and monitor ing 

of such communications bas been determined to be necessary for 

national secur i ty purposes , the traffic on that circuit will be 

moni tored and recorded . In many instances the same circuits 

7 
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whi6h NSA moni tors for foreign intelligence purposes also are 

u sed for the transmission of other communications in  which NSA 

does not have a specific interest . Since NSA cannot , in 

advance , be aware of . the content of specific messages wh ich a 

sender introduces "into the international communicatfons system,  

there is  no way to avoid the interception of  some pr ivate 
! 

communications carr ied over monitored links . These 

communications are not ordinarily processed , however , since NSA 

has no interest in communications other than those of a foreign 

intelligence nature. 

3 .  Watch List Act ivi ties 

The use of lists of words ,  including indiv idual names,  

subj ects , locations , et  ceiera, has  long been one of  the methods 

used to sor t out information of fore ign intelligence value · from 

· that which is • not of int.erest .  In the past ,  such l ists have 

b�en refer red to occasionally as watch lists .  because the lists 

were used an an aid to watch for fore ign activity of r epor·table 

intelligence interest .  These lists generally did not contain 

names of u. s .  citizens or 9rgani zations . Between 1967 and 1973 , 

howeve� , U . S .  names were used systematically as a basis  for 

selecting messages ,  including some between u .s .  citizens , when 

one of the communicants was at a foreign location . In 1969 , 

these activities were dubbed Project MINARET. 

8 
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Beg inning in 1967 , certain federal agencies requested 

that NSA provi de to them any informa�lon obtained dur ing the 

cou rse of i ts foreign signals intelligence act ivities which 

ind icated foreign influences on speci fied activi ties of inte rest 

to those agencies , par ticularly in  the areas of Pres iden t ial 

pr.otection and domestic civil disturbances . Later ,  these 

act i vities of interest were extended to i nclude inte rna tional 

· d rug trafficking and acts of ·terror ism . The requesting agencies 

i ncluded the Secret Service , the Bureau of  Narcotics and 

. . 
Dangerous Drugs , the Arrny, . the FBI ,  the CIA,  and the DIA . In  

aid  of the i r  intelligence requirements , the requesting agenc ies 

prov ided NSA with the names of United States and foreign 

citizens and organizations associated with the aforern�nti6ned 

areas of i nterest . In response to these requests ,  NSA would 

search through its already acquired fore ign communications for 

communications addressed to, or iginated by , or concerning a 

particular named ind ividual or organization . If  any information 

was avai1able concerning the requested individual or 

organization , .  NSA would forward a summary of that i nformation to 

the requesting agency.  

Between 1967 and 1973  there was a cumu1ative total of 

about 450 U.S . names on the narcotics list ,  and about 1 , 20 0  U . S .  

names on all other lists combined . At the height of the watch 

1ist activity ,  there  were almost 800  U . S .  names on the watch 

g 
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l ist and about one-third of these 800 were from the narcotics 

list . 

Over this s ix-year per iod . 19 67-19 73 . about 2 , 00 0  reports 

were issued by NSA on international narcotics traffickin� ,  and 

about 1 , 900 repor ts were i ssued cover ing the three areas of 

terrorism . Executive protection , and foreign  i nfluence over u .s .  

g roups . These reports included some mes sages between U . S .  

citizens , but over 9 0  percent had at least  one foreign 

communicant and all messages had at least one foreign terminal . 

Using agencies did  periodically review , and were asked by the 

NSA to review , the ir  watch lists to insu�e inappropriate or 

. unnecessary entr ies were promptly removed . 

NSA per sonnel somet imes made analytic amplificat ions on 

customer watch l i st subm i ssions in order to fulfill cer tain 

requirements . For example . when information was received that a 

name on the watch l ist  used an alias , the alias was inserted ; or 

when an address was uncovered of a watch list name , the address 

was included . Thi s  practice by analysts was done to enhance the 

selection process , not to expand the lists . 

All co1lection was conducted against international communi­

cations with at least one terminal in a foreign country , and , 

with one exception , for purposes unrelated to the watch list 

10 
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activity. That i s ,  the communications were  obtai ned , for 

example ,  by monitoring communications to and from Hanoi . The 

one exceptJon in .which foreign messages were intercepted for 

speci fic watch list  purposes was the collect ion of some 

telephone calls passed over interna t ional communications 

fac i l ities between the United States a nd South America. The 

collection was conducted at the specific r equest of the Bureau 

of Narcotics and Dangerous Drugs to produce intelligence 

information on the methods and locations of foreign narcotics 

trafficking . 

For the period 1967-1969 , internati_onal messages between 

United States c it i zens and organizatiorts selected pursuant to 

the aforementioned requests were issued to requesting agencies 

for background use only; however , i f  a United Sta tes c i t i zen or 

organi zation were only one party to the international 

communication , the report derived therefrom was published as a 

normal intelligence product report but in a special limi ted 

d istr ibution ser ies . Beginning in 1969 ,  any international 

messages that fell into the categor ies of execut ive protection 

and foreign influence over United States citi zens and g roups 

were treated in a more restr icted fashion than previously , being 

issued to requesting agencies on a background use only basis . 

Reports responding to requirements on international drug 

traff icking and international terrorism, d issemination of which 

11 
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was begun in 1970 and 1971 respectively , were . handled in a 

s imilar res tricted manner .  I n  the summer of 1973 dissemination 

of reports to the Bureau of Narcotics and Dangerous Drugs 

pursuant to that agency 1 s requests was · terminated ; 

disseminations of reports pursuant to requests of other agencies 

in the other previously decr ibed areas of  inte rest were 

terminated by NSA not later than October 1,  197 3 .  

4 .  Operation ·SHAMROCK 

SHAMROCK is the name of a source of foreign 

intelligence information from which the ·National secur ity Age·ncy 

(NSA) received from RCA Global, ITT world Communicatioris , and 

weste rn Un ion International copies of cer tain international 

telegrams handled on their facilities . Copies of these 

telegrams were initially received i� the form of microfilm or 

paper tapes and , subsequently , in the case of RCA Global and ITT 

World Communications , in the form of magnetic tapes . Where 

copies of microfi lm were used to provide materials to NSA , if 

any, only certain fore ign communications were so �rovided . 

Whete magnetic tape was used to provide mater ia�s to NSA, the 

focus by NSA continued to be on foreign communications and 

·foreign governments . The carriers were engaged in transmitting 

or rece iving foreign communications only . 

12 
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Telegraphic messages that were obtained from the afore-

. mentioned carriers,  were , in turn , screened by class ified and 

carefully protec ted procedures pursuant to the Agency ' s  foreign 

intelligence requirements imposed upon the Agency by the United 

States Intelligence Board �  Pursuant to these requirements , and 

as described above in Subsect ion 3 1 from 19 67  to 1973 , Federal 

agencies prov ided NSA with names of individuals and 

organi za tions commonly referred to as nwatch lists . n 

The SHAMROCK source was not the only means used by the NSA 

to obtain internat ional communications to fulfill its foreign 

intelligence mission. 

After a telegraphic message was selected pursuant to the 

foregoing foreign intelligence requirements placea · on NSA, the 

information contained in the message was extracted and in 

general edited or summarized ,to conceal i ts source in order to 

produce an intelligence report . All watch list repor ts were 

edited or summari zed to conceal their source .  These methods of 

process.Ing and selectiqn were identical for all source.s of 

in�ormation used to produce foreign intelligence and were not 

limited to the SHAMROCK source. 

NSA did not retain the •raw• copy of or iginal texts of 

telegraphic material received , in whatever form, from · the 

13 
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i nternational common-access carriers ;  i t  reta ined and 

d istr ibuted only the edi ted or summar ized product . Because the 

source of the telegraphic material was not included in the watch 

l ist repor·ts , it was and is not possible to ascertain whether 

s uch mater ial had been der ived from the SHAMROCK source. (Nor 

can that  mater ial be identif ied as having been received from � 

particular common-access carrier . )  

�he common-access carr iers were not informed as to what was 

done with the information in the mater ial they provided . 

Common-access carrier officials have testif ied in other forums 

that they do not retain for a ny significant per iod "raw" copies 

or reproductions in any form of the original ·text of 

communica tions transmi tted by them. 

III . Agency Reliance on Computers 

Autom�tic data processing equipment is indispensab1e in 

accomplishing the secur i ty and intelligence responsibilities of 

the National Secur ity Agency.  By complicated class ified pro-

gramming instructions computers are used to build mo.dels of 

cipher devices and to simulate code systems used throughout the 

united States Government . Computers produce actual 

cryptographic mater ial for the civil and mili tary agencies of 

the Government . Computers are  the pr incipal intelligence 

14 
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i nformat ion handling resource , and also form an integral part of 

a secure  communications system of the United States and its 

allies . 

Much of the aut6matic data processing resources of the 

National Security Agency is commercially available , general 

purpose equipment . In the select ion of equipment for applica­

t ion to unique intelligence problems , and in the d�velopment of 

necessary software routines , the National Secur i ty Agency 

produces surveys , analyses , and reports . These documents 

descr ibe the intell igence problems requiri ng the acqu i s i t ion of 

speci f ic computer s ,  and compare  the ability of speci f ic devices 

to perform the required cryptologic functions . These documents · 

bear the highest author i zed national secur ity class if ications , 

and their dissemination is strictly limited and controlled 

within the Nationai Securi ty Agency and the Government to 

persons having a need to know for national secur ity purposes . 

IV. INFORMATION HANDLING AND STORAGE 

The missions of the Agency are extremeiy sensitive in 

nature , - and for that reason, the activit ies of the Agency and 

the files relating thereto are compartmentalized . The basic 

principle of such compartmentalization is to scrupulously . 

restr ict access to particular NSA activities and information to 

15 



Doc ID: 2180024 

those specific entit ies or individuals with a leg itimate "need 

to know , "  and thus to minimize the poss ible damage to the Agency 

should a secur i ty breach occur .  Such compartmentalization is 

absolutely necessary to ensure the maximum poss ible protection 

of the Agency ' s  sensi t ive activities and information. Depending 

upon the nature of the par ticular information in question and 

i ts  use by the Agency ' s  var ious components , cer tain of NSA ' s  

" records" are maintained in  computer i zed form. Other NSA 

records exist only in conventional file s  which are arranged and 

indexed according to the particular requirements and needs of 

the Agency components {s) involved with the mater ials in quest ion 

( i . e . , the arrangement of s·uch ind ices var ies f rom component to 

component). . There is  no central index to all of the Agency • s  

files . Some files have records in  alphabetical order by name , 

title , or subject matter . Other f iles are in chronolog ical 

order ; of these , only some ; have indexes by name , title or 

subj ect matter of th� records they contain . There would be an  

enormous cost for NSA to computer ize all of  the information in  

i ts possession , or  to create a -single , uni fied index to all of  

i ts records and the contents thereof . In addi tion, such a 

comprehensive and unified index of all of NSA ' s various files 

and informat ion systems would be both totally unnecessary for 

the discharge of the Agency ' s  communications security and 

signals intelligence responsibilities ,  and dangerously counter­

productive to the proper protection of the Agency ' s  uniquely 

sen s i t ive cryptologic sources arii:5 methods. 
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NSA records fall within  four maj or categor ies . Three of  

these categories -- Communications Secur i ty (C0MSEC) , S ignals 

Intelligence (SIGINT) , and Research , Development ,  Test and 

Evaluation (RDT&E) relate directly to the pr incipal miss ions of 

the Agency and are maintained by the organiza tions under the 

Deputy Director for Communications Secur i ty, Deputy Director for 

Operations and the Deputy Director for Research and Engineering, 

respectively. The fourth major category -- administrative an� 

management -- relates to activities i n  support of the primary 

miss ions of the Agency and are maintained by various d ivisions 

under the Deputy Director for Administration and mi scellaneous 

specialty divisions . 

a .  Communi cat ions Secur i ty (C0MSEC) files. These 

f iles contain records on matters pertaining to safeguard ing 

United States wire  and radio communications , to the production , 

distr ibution and control of cryptographic materials , and to the 

evaluation of cryptographic secur i ty regulations. 

b.  Signals Intelligence (SIGINT) f iles : These · fi1es 

encompass signals intelligence products , technical reports and 

related records created as the �esult ot ind i vidual and 

collective analytic ·reporting activities and collections of 
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documents or of information of  use to Agency analysts generally . 

c .  Research, Development, Test and Evaluation (RDT&E) 

files . These files conta in records mainta ined 

within NSA to support the uni ted States RDT&E effor.t for COMSEC 

and SIGINT.  Functions included in  such snppor t  are analytic , 

communications security and intercept equipment development ; 

eng ineering , mathematical and physical research ; and inspection 

tests and evaluation of equipments and mater ial . 

d .  Administrative and Management Files . This category 

consists of general administrative files; policy and planning 

� iles ; P.rogram/budget files; finance and accounting files ; 

civilian and mili tary personnel f iles ; physical and personnel 

security files ; manpower,  paperwor k ,  organization , and committee 

management f i).es ; and . f iles pe·rtaining to publicat ion , pr inting 

and reproduction facilities, commun icatiQns . services and var ious 

housekeeping functions common to federal agencies . 

Records deemed to have no current application are box�d by 

the Agency organi zation that is retiring the r eccrds and sent to 

a storage area maintained by the NSA/CSS Records Center . 

Aff i xed to each box is  a label that includes a description, 

usually in very general terms , of the contents of the box . The 

same descr iption is  included on a s• x s• control card that 

18 
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records the whereabouts of the box in storage . The means of 

identifying the contents of the boxes vary from component  to 

compon�nt and , among those sent by a particular component , from 

bOx to box,  depending upon the type �f Agency function or 

activity to wh ich the records withi n  the boxes rela te . Thus , 

records relating to personnel matters are likely to be indexed 

by individual ' s  names . Records resulting from or relating to 

the production of communications intelligence functions and 

activities are likely to be identif ied by ser ies (roughly · 

chronologically) , per taining, in some cases , to records g rouped 

by geographical area or by bro�dly defined categor ies of 

information . Thus , NSA does have the capacity to retr ieve 

information located in warehouse storage , but -- again barr ing 

manual examination of all such records -- retrieval is dependent 

upon the means for l abeling the contents of .boxes that are 

peculiarly adapted to the use to which such records are put , or 

the happenstance knowledge that a spec i f iq document contains the 

i nformation sought. 

The NSA does ass ign d istinctive numbers to individual 

SIGINT documents . Many of the convention·a1 files possessed by 

NSA contain documents wh�ch have been assigned individual 

serials , such numbers facilitating reference to a specific 

d�cument .  Bey?nd its existing indices , NSA has no ma�ter list  

or  index correlating ind ividual ser ials wi th specific subject 

19 
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matters or the con tents of a given signals intelligence 

document .  Thus , if a search of : NSA's existing computerized 

records and ind ices to f iles for par ticular mater ials produces 

negative results , the only additional way to ascer tain the 

existence and location of  such materials (other than through a 

manual search of all of the Agency ' s  records) would be through 

the happenstance knowledge .that a particular ser ial or serials 

contain information responsive to the request.  

SIGINT f i les At the outset , it must be kept clearly in 

mind that the NSA is a producer of raw intelligence information, 

not a prodQcer of . fin ished intelligence . Whereas other agencies 

compile information from var ious intelligence sources for 

evaluation and amalgamation as finished intelligence  on 

particular subjects (such as persons, organizat ions , 

installations or events) , NSA only gathers intelligence 

information through signals intelligence processes. 

Accordingly , NSA does not structure or index its SIGIN� f iles in 

a manner which would enable the Agency to amass i tems of 

intelligence information about par ticular subjec ts , but ,  rather , 

org�nizes the f iles in a way that facilitates the gathering 

process . Some of the SIGINT f iles have specialized purposes and 

others  have generali zed application. The files maintained by 

operational components for their own use are structured in ways 

that permit amassing information about the targeted signals 

20 
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ass igned to them. SIGINT files  mai
r
itained for general , Agency­

wide use , are arranged by producing organ i zat ion , security 

classificati6n and report ser ial number . This system of 

organizing the general , Agency-wide fi les is  used both in the 

computer fil ing system and in the hard copy , paper , files which 

antedated computer storage of SIGINT and which , i n  some cases , 

are st ill being used . 

Administrative and Ma nagement Files - Ef fective 27 

September 1975 the admin i s trat ive and management files of the 

Agency mainta ined or indexed by individual names or pers6nal 

identi f iers were establ ished as the NSA Systems of Records under . 

the Privacy Act of 1974 . The latest descriptions of  the NSA 

systems of records as required under 5 u .s . c .  552a (e) ( 4 )  were 

published on 18 January 1982 .  47 Fed . Reg . 2617 to 2626 (198 2 ) . 

The NSA Systems of Records consist of GNSAOl (NSA/CSS Access, 

Authority and Release of Inforination) , GNSA02 (NSA/CSS 

Applicants) , GNSA03  (NSA/CSS Correspondence , Cases , Complaints , 

Visitors , Requests) , GNSA04 (NSA/CSS Cryptologic Reser ve · 

Mobili zation Designee List) , GNSAOS (NSA/CSS Equal Emp1oyment 

Opportunity Data) , GNSA06 (NSA/CSS Health , Medical and Safety 

Files} , GNSA07 (NSA/CSS Motor Vehicles and Car Pools) , GNSA08 

(NSA/CSS Payroll and Claims) , GNSA09 (NSA/CSS Personnel File ) , 

GNSAlO (NSA/CSS Personnel Security File) , GNSAll (NSA/CSS Time , 

Attendance and Absence) , GNSA12 (NSA/CSS Training ) ,  and GNSA13 
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(NSA/CSS Arhcival Records) . Of these systems of records the 

three systems wh ich wouid contain references to the records of 

all persons on whom a record is maintained in the NSA systems of 

records ,  i . e . , GNSA02 , Applicants, GNSA09 , Personnel File , and 

GNSAl0 , Personnel Securi ty Files , i f  such records exi s t ,  are 

ma intained by the Personnel and Secur ity Offices within the 

Administration Di rectorate. 

a .  The Security Office maintains that system of 

records , GNSAl0 (NSA/CSS Personnel Secur ity File) , perta ining to 

the security background checks and clearance status of 

individuals g i ven access to NSA information and/or faci�ities . 

The Security Office mainta ins all such files for a minimum 

per iod of 1S years a fter the ind ividual no longer has access . 

Files would be mainta ined for a longer period if  the 

individual ' s  access had been removed for cause or the per son ' s  

clearance were called i nto question for some reas·on . When i t  is 

determined that particular files are due to be disposed of the 

Security Office destroys the files and removes the individual 

names from that office ' s  mas ter listing .  Thus , once f iles are 

destroyed there i� no master 1isting of the names of those 

individuals who had had access to NSA in�ormation and/or 

facilities .. 
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b. The Personnel Off ice maintains those systems of 

records, GNSA0 2  (NSA/CSS Applicants)  and GNSA09 (NSA/CSS 

Per sonnel Files) ,  pertinent to all persons who had either 

applied for , or been employed , ass igned or deta iled in pos i t ions 

w i th the NSA . The files are maintained in various sub-f iles 

each. of which has its own listing of the ind ividuals within that 

category . Although the Personnel Off ice maintains no master 

l �st  of individuals aff i liated with the NSA, past and present ,  a 

check of the various sub-files would yield the name of an indiv­

idual who had been assigned , detailed or employed i n  NSA and 

where the individua l  f ile is located if not at the NSA . The 

list of names of employees has been ma intained in a computer 

since the mid-19 6 0 ' s  and , prior to that , was maintained on 

microfiche . 

The files maintained by the Agency with respect to assigned 

mili tary personnel are not maintained in the Personnel Office , 

but,  rather , in a separate off ice tasked with administering 

mili tary assig�ees .  The records maintained by this office are 

routinely destroyed shortly after a military assignee has lef t  

his7her assignment at the Agency . Officia1 service records 

follow the reassigned military person . Records r eflecting the 

association of the military assignee to the Agency , may, there­

after � only be found in the Security Office f iles which reflect 

each military assignee ' s  access to NSA information and/or 

facilities . 23 
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In addition to the aforementioned systems of records the 

Administrative and Managment files also cons ist  of those files 

of the various non-opera tional , special subject m� tter divisions 

which are both name retrievable and non-name retr i evable . These 

f iles are· as many and var ied as the individual divis ions require 

them to be as they determine what informat ion should be 

retained . Accord i ng�y,  for example ,. the Leg islat ive Affairs  

office might have information relative to legisla t ive hearings 

and the General Counsel ' s  Office would have information relative 

to administration of legal matters . 
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If SHAMROCK disclosure is necessary it might be put in 

at this  point . 

Details  0£ our sources of communication are necessarily 

important to be kept secret from for�ign governments since they 

will certainly tc1ke advantage of such knowledge . However , it 

is unfortunately true. that one ·source has been revealed 
. . 

recently. That is , for · many years beginning prior to Pearl 

llarbo� , under certain conditions certain U . S .  companies whic� 

· provide overseas communications permitted the government to have 

a�cess to selected communications for the purpose of foreign 

intelligence. These arrangements were very important to the 

nationi and the patriotic citiz�ns who coop,erated with their 

government did so without recompense or. •f.i!.vor. These · arrangements 

have now been terminated � The exposure of this activity has 

impaired this nation ' s  ability to derive foreig� intelligence 

of great value and may well hav<:! resulted in injury to 

�ooperat�g .Americans whose only motive was patriotism� 

"IV-7 (a.) 

pproved for Release by NSA on 
5-07-2004 FOIA Case # 43 1 04 

.CONfFlUC>.ENTRAL 

] 



Doc ID: 4 1 1 8845 

18. NQvember 1975 

TO : D6, Mr. Banner 
D4,, . . . ,�--.. -· . . . .... 

SUBJECT : Observations on SHAMROCK 

· _/ (b }  ( 3 } - P , L .  8 6- 3 6  

The inclosed is forwarded for your informatio� 

. .  , 
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· �  
Office OF nm AS51$1'ANr SECREl'ARY OF t>EftHSE 1 . . 

WASH/NOTCH. D, C:. to30l 

November 12, 1975 

ORANDUM FOR Mi-. &>bert T .  Andrews 
i Office of General Counsel . .  

SUB :ti:CT: Obse.rvatlons on Shamrock Report .. 
\ 

I ha ·• reviewed the padtage you furnished compriaed of s� RES, Zl, 
a re : lution in the Senate to oota.blieh tho Church Committee ,  the 
llule of Procc,dure for the Committee and the October Z9, 1975 
pQ.pe ·• on Opei:ation Shamrock. 

Fr� :'. s. RES. 21, · it appearo that Section 7 ·on page 11 pro'.Vlde s £or the 
Co .: ·ttee �o establiah ito own rules fl.2ld p:rocedure a to prevent the 
disc sure of cla�eified lnfonq.ation outside the Comrm.�e • .  Implicit 
in th • is the prov!o:lon that the ' Committee may also e stablish· rules 

• I 
_a.nd ·Focedures to dis�ooe ouclt !.nfc;,rma.tion, 

· Sect �n 7. 5 0£ Rule 7 of the Committoo• o  Ruld e: on Proced1.1ree pto• 
•vide l that classified. information may be disclosed outaide the-Com• 
rn! e o.iµy by a. �Jority vote of tile eiz,tire Con:un.ittee .. 

. ' 
·I 

The uestlon arises whether the Sonato or the House derive s 
au ):lty from the Constitution to daclaooify ittfo:rmatiou clas sified 
by t : Executive B:,;oanch. I donrt baliove that we should admit openly 
that e effeot of tue Committoe•o voto \"ro.e to declf:l,B Sify th� in!or­
mat 21 contained in the 7 -page document on Ope.ration Shamrock since, 
ih m . view, declaeeification action can only q,e taken unde� the . 
auth ,.'l'ity of E. O. 11652 • . Rather, we should ta.k� the vlew that the 
C lttee 11discloaed0 the int'otmn..tion and, in light of that disclosure 
and fa.ct thi,.t Opera.ti.on Smuni-ock wa.s torrnim\ted by the Se creta.�y 
of D fenee in May 1975, the informfltion will be reviewed for possible 
dee ·eeifica.tion aG ie our practice with any other discloauro of ' . . 
clas 16..ed information. 

To o enly admit that the public d!scloeu1•0 of the information contained 
ln · 7 page do(;!_lmettt by the Committee effectively decla.sBified the 

T 

,own0;._ 

l� 
�-19:1: 

-
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• 
' 

1 �-
[· . 
. comprom.lae 

inforinatf.on may be the bechmlns of'a "11ovoJa.t-!.en race" between 
Committees . By this t menu thnt tl1e Houao CQmmlttee might be -pro• 
volted, to 11reveal11 more information on Ope:rati.on Shamrock or other 
ongo�g classified operationu l?Y tho lmo\."llodge that such action ·brings 
a.boaitutomatl.c de clasoiflca.tion on �e pa.rt of the. E�ecu�ve .Branch.. 

At so�e point, the line ohould be held. Thero may be merit to Ste 
·following approach. General Allon could prof?ose that his testimony 
be gi�en in executive oeaoion, He could fmpluin that under the 
·prOVi�lons of the National Security Act of 1947 cognizance le taken of 

I,• • I • ' 

th,e l�itimacy of the need to protect i.ntollig�n.ce sources a.i;ld methodp. 
One T.�ans of protection io tho cla.aolfication eyotem provid�d by 
E .  0?-! 11652., Certatniy any clo.eolfied information which is supple7:t1ental 
to that disclosed by the Churob Committee .rclo.ttng tQ Operation . ·  
Shaq· .  '. ock or other ong�ing opor-?,tiona of the Aa;ency whlclJ.· in'f/Olve, 
sour : s and method& doe o continue to q\1alify for �ecudty cl.asoHi"." 

ca'f;lo · ·protection under E . O. 11652.. In addition, General .Allen .. 

cou.1dfa.d"1se the Co:mmitte0 thu.t inf'orm.n.tion �oncerning the · 
orgat, a.tion,. fu.nctionn and a.otivities of bis Agency may be . withheld 
from �ublic discloBUre- under PL 86-36 and further that eucli 

•lnfor : tion may be withheld, in turn, under the· Freedom of 
Infor#a,tlon Act. Testifying on a.ctivitloa of his Agency in ·open 
eess1,n is tantamount to public rcloa&o. . · ·. 

The 9�ii�l�e in£ormatlon disclosed by the Chiirch ��. whicl/. 
.conce:J:ns. Operation Shamroclt "(and any related information now held 
eta.es tied by the National Seourity Agency) should •. ln light .or the 
"disc �eur&11 and the fa.ct that Shnm.rock. has been te1:mina.tedt be 
revie ed to dete:rmf.tte whether· downgrading or declassification i& 
wa.rr ·· ted: Such· actlon ia reqtdred by the provioions of Section. 2 ••31Z; 
·DoD · PR 5200 . 1-R.. Pending that dotormtnation "by a �ompatent · 
Gove i:rtnent authorlty. 11 however, tho clasoified information which 
was 1 • sclosed0 r0mahlB cln.solfl.ed. � 

ft\-_ 
Arthur F. Van 'Oook 
DJ.rectpr of Iuf'orma.tion Security 
ODASD(Beci:urlty .Policy) 

i� 
l 
t: 

E:Ju.a 
--rock ·aepo:rt 

�i 
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F�R IMM�OIATE RELEASE. 
. . 

Office of the · White Uouse Press Secretary • '  
. . . . . 

___ .,...,. ..... _"--_.,._ ... _ ......... �'":-----.-.-.... -----:---.._-............ -----.. -------------... -----.-... -..... 7---... � ..... -

THE: nur.rm HOUSE 

STATEbl'..GNT BY THE PRESS . SBCRB'l'l\RY 

T!:e President regret� that the Senate Select Committee has publiciy 
·d:.scussed .the activity knpwn· as "Oper5;t;i:�n,iaIB}l•1IlOCK" ,  which was . . 
i�stituted over 25 yeara ago by �resi en T�umnn� · nis Seoretary of • 
Oefense and Attorney GsnerAl �  Although this wao terminated in the · 
$�ring o� this year because of. -ttllego.tions thnt portions of the 
�-�iP�S)��.,., Agency .activity were improper , the President has 

e ra ne 7#om scusolng thia publicly in order to avoid any criticism 
or any i:nplied cr.itioi:sm . of former official� who acted in good faith 
d�rtng difficult times in the cold wnr · period nnd to prot�ct legi�imate 
or.-goiug foroigrt int·e1ligenc0 activity- _by tho National Secui:ity Agency� . 

· I:.:stead , the. President has endeavored to make all. the informatlon 
ccncerning SHAMROCtc QVailabl.e to the Seiuite Select Committee and the 
De!)artme:'lt of Justice in ord(:!r to aosure that t1.ppropria.te legislation 
can be developed , if n0ceosary, and the Attorn�y General can conduct 
h:.s· investigatio1is.  The President hno tried to act �esponsibly by 
ta.king c:!': fective actions to ot.op porrnibl0 nbuses and prevent any recur-

· re�ce without seeking publicity when the l\ctivit.y was . terminate� . 
. . . . . . . . . . � .. -· . . 
·. T�ere are two · critically impo:etant objective3 concerning the . . . ir.talliqence conununa,Si:Y inveotigationo : � · 

. . . 
L ·Ne must de·velop the · appropriate. facto 60 that legislation,  . if 
rie�essary , ce.n be en·acted and c:my l0gal .notion , if warra nted, can 
gc . forward ... 

2 .  t'1a must d o  this in a manner which does not unneeessar.ilv damaie 
.· ol!r foreign intelligence cnpabilitienL• • ™· ···= =- . .. 
T�e national tnterest requ'irco a _careful bnloncing· of  these two . 
otj ectiv�s .  . . .. . 

• r 
i 

• , 

All of those who are involved with this mo.tter ln an official capacity :• 
. nu:st take care to peJ;-rnit · the. investigation to go t:orward in a ,reasonable 
. m�nner without damage to our ability to develop approp.riate;,�orei9n ·. 

intel.ligance. . . . . . 

'• 
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CAPT MASON FROM CAPT WENGER 

..... • .. :::::::::::::::::="""
0·"·· (b l { 6)_ 

,, .. ••··· ····· 

1 I r$..::: :c�:�-rN·� TO · SEE ADM STONE AT 1 1 30 FRIDAY 26 
JAN ABOUT A MATTER· HAVING TO DO WITH SHAMROCK . PRIOR TO THAT 

ii��a ... .  �E.r· · ME HAVE ALL THE DETAILS ABOUT OUR ARRANGEMENTS 

WE 0 23 JAN 1 9 5�  JOW K 
R EJR . 
SECURING K 
VA 
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SialiH:Y ffifOftt1AHli, 

w. Mesoaaes m � Material [- / / , 
WA-26 1.5 Ja 53 

L i� ·.u our �t-1108 that at proest, RSA-eu t� ca1.y_ 
go�t pl.am-text and ciphel- traffic removed. tram tbe w'bJeot m�ial.. · 

2, It ia requested tb.a� DSA-21 iaveot�f'B tlle feasibility ot also re-
� c01!1:B1"1cal trrdfic· tar Ul.t•te �� to mA�, n� it 1D f'e.lt 
tbat illformtian of value mq b0 derived from· tbia mterial .. 
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