
 
 
 
 
 
 

 
 
 
 
 

Description of document: Washington Metropolitan Area Transit Authority 
(WMATA) Office of the Inspector General (OIG) 
Management Alerts/Advisories 2016-2022 

 
Requested date: 13-May-2022 
 
Release date: 13-December-2024 
 
Posted date: 06-January-2025 
 
Source of document: Office of General Counsel 7E 

Washington Metropolitan Area Transit Authority 
P.O. Box 44390 
Washington, DC 20026-4390 
Attention: PARP Administrator 
Fax: (202) 962-2550 
Email: PARP@wmata.com 

 
 
 
 
 
 
 
 
 
The governmentattic.org web site (“the site”) is a First Amendment free speech web site and is noncommercial 
and free to the public.  The site and materials made available on the site, such as this file, are for reference only.  
The governmentattic.org web site and its principals have made every effort to make this information as 
complete and as accurate as possible, however, there may be mistakes and omissions, both typographical and in 
content.  The governmentattic.org web site and its principals shall have neither liability nor responsibility to any 
person or entity with respect to any loss or damage caused, or alleged to have been caused, directly or 
indirectly, by the information provided on the governmentattic.org web site or in this file.  The public records 
published on the site were obtained from government agencies using proper legal channels.  Each document is 
identified as to the source.  Any concerns about the contents of the site should be directed to the agency 
originating the document in question.  GovernmentAttic.org is not responsible for the contents of documents 
published on the website. 

mailto:PARP@wmata.com


From: Yanos, Brian J. <bjyanos@wmata.com> 
Cc: Rashbaum, Benjamin <brashbaum@wmata.com>; Noh, Richard D. 
<rdnoh@wmata.com> 
Sent: Friday, December 13, 2024 at 02:30:33 PM EST 
Subject: PARP Request 22-0117; OIG Management Alerts/Management Advisory 
Documents 1.1.2012 to Present 
 
This is the Washington Metropolitan Area Transit Authority’s (WMATA) final decision in 
response to your May 13, 2022, Public Access to Records Policy (PARP) request for 
“each WMATA OIG ‘Management Alert’ or ‘Management Advisory’ document during the 
timeframe January 1, 2012 to the present.”[1] 

Your request was processed pursuant to WMATA’s PARP.[2] 

On September 7, 2022, you emailed us that you: “narrow[ed your] request to whatever 
OIG Management Alerts and OIG Management Advisories are retrievable within a 2.5 
hour timeframe.” 

Decision 

The following OIG Management Alerts & Assistance Reports can be located online: 

Results of Core Testing for Concrete Panels Silver Line Phase 2 (MA-20-0001) 8-16-19 

https://wmataoig.gov/wp-content/uploads/2021/06/Management-Alert-Results-of-Core-
Testing-for-Concrete-Panels-Silver-Line-Phase-2.pdf 

Track Ballast - Rail Yard Silver Line Phase 2 (MA-20-0002) 8-19-19 

https://wmataoig.gov/wp-content/uploads/2021/06/Management-Alert-Track-Ballast-
Rail-Yard-Silver-Line-Phase-2.pdf 

In addition, please find attached the following record responsive to your request (78 
pages total): 

OIG Management Alerts & Assistance Reports 10-13-16 to 4-5-22[3] 

Pursuant to PARP Exemption 6.1.1 (sensitive security information/critical infrastructure 
information), we redacted information that could pose a risk to the safety and security of 
WMATA’s system, passengers, or employees if released. 

Pursuant to PARP Exemption 6.1.4 (confidential commercial information), we redacted 
portions of the records responsive to your request for submitted responses of all 
proposers because the contractor has identified these portions as containing 
information that the contractor actually and customarily treats as confidential. 

https://wmataoig.gov/wp-content/uploads/2021/06/Management-Alert-Results-of-Core-Testing-for-Concrete-Panels-Silver-Line-Phase-2.pdf
https://wmataoig.gov/wp-content/uploads/2021/06/Management-Alert-Results-of-Core-Testing-for-Concrete-Panels-Silver-Line-Phase-2.pdf
https://wmataoig.gov/wp-content/uploads/2021/06/Management-Alert-Track-Ballast-Rail-Yard-Silver-Line-Phase-2.pdf
https://wmataoig.gov/wp-content/uploads/2021/06/Management-Alert-Track-Ballast-Rail-Yard-Silver-Line-Phase-2.pdf


Pursuant to PARP Exemption 6.1.5 (deliberative process privilege & self-evaluative 
privilege), we redacted observations, evaluations, and determinations that were issued 
to help WMATA make a final decision. 

Pursuant to PARP Exemption 6.1.6 (personal privacy), we redacted personal 
information of individuals whose privacy interests outweigh the public interest in 
disclosure. 

After a search reasonably calculated to find all relevant records, WMATA has found no 
additional records responsive to your request.[4] 

Appeal Rights 

If you wish to appeal WMATA’s decision, in accordance with PARP § 9.1, you may file a 
written appeal of the action with the Executive Vice President, External Relations (or 
designee) at PARP_Appeal@wmata.com, within 30 business days of the date of this 
decision letter.  Further details about our appeals process can be found on our website. 

 Future correspondence should reference the request number noted in the subject line 
of this correspondence. If you have any questions, please contact me, if I am 
unavailable, you may contact Benjamin Rashbaum at BRashbaum@wmata.com or 202-
962-1926. 

Sincerely, 
Brian Yanos 

[1] The date that WMATA started the search for records responsive to this request, in 
this case, May 19, 2022, is established as the cut-off date for this request. 

2 The PARP can be found on WMATA’s website at 
https://www.wmata.com/about/records/public-records.cfm, under the section marked 
“Legal Affairs.” 

3 Pages 34-38 contain pre-existing redactions as WMATA is unable to locate a non-
redacted version of this record. Therefore, it is being provided with the pre-existing 
redactions as well as additional redactions labeled as PARP exemptions. 

4 WMATA’s Office of the Inspector General started using Management Alerts and 
Management Assistance Reports in 2016. 

Brian J. Yanos 
PARP Attorney, Associate Counsel 
Legal & Compliance 
202-627-4542 



This transmission is intended only for the proper recipient(s).  It is confidential and may 
contain attorney-client privileged information or information prepared in anticipation of 
litigation.  If you are not the proper recipient, please notify the sender immediately and 
delete this message.  Any unauthorized review, copying, or use of this message is 
prohibited. 

[1] The date that WMATA started the search for records responsive to this request, in 
this case, May 19, 2022, is established as the cut-off date for this request. 

[2] The PARP can be found on WMATA’s website at 
https://www.wmata.com/about/records/public-records.cfm, under the section marked 
“Legal Affairs.” 

[3] Pages 34-38 contain pre-existing redactions as WMATA is unable to locate a non-
redacted version of this record. Therefore, it is being provided with the pre-existing 
redactions as well as additional redactions labeled as PARP exemptions. 

[4] WMATA’s Office of the Inspector General started using Management Alerts and 
Management Assistance Reports in 2016. 

https://www.wmata.com/about/records/public-records.cfm
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MANAGEMENT ALERT REPORT 
(INVESTIGATION NO.16-0019-1) 

R A 

SUBJECT: Transmission of WMATA Data to An 
Unsecured Personal Email Account 

FROM: OIG - Helen Lew 

TO: GMGR - Paul Wiedefeld 

Issue 
OIG determined that PARP Ex. 6.1.6 

N D u M 

DATE: October 13, 2016 

transmitted WMATA data to an unsecured personal e-mail account. The utilization 
of a personal e-mail account to conduct WMATA business and sending WMATA 
business information to a personal e-mail account are violations of WMATA's 
Policy/Instruction (P/1) 15.3/3 Electronic Access Usage Polley. Further, the 
transmission of WMA TA business information to an unsecured device presents a 
significant threat to information security in the event of theft or loss. This threat is 
increased given the nature of information processed by-· which may contain 
personally identifiable information. 

Background 
During the course of an investigation, the Office of Inspector General (OIG) 
discovered 'flS■, routinely utilized a personal computer in the course of 
conducting WMAT A business. According to personal ;top contained 
a significant amount ofntf1;JiiW1 industry data and trends. said■ often 
keeps -ersonal laptop rea; ava1 able at work to compare current VVMAT A 
practices to the data stored on laptop. 

WfC! further state
.

esponsibilities as freque.equire • 
to take work home. · said Ille-mails WMATA information to ersonale­
mail account, which · hen downloads onto -ersonal computer. This allows 
-o continue to work du'1D.9.JII commute and at home when ■ internet 
connectivity is unreliable. - confirmed the e-mails and documents 
downloaded to ■ personal computer are neither password protected nor 
encrypted. 

When asked by OIG, 'fWIP11! statecfll was not familiar with WMATA's policy on 
storing and accessing WMATA data, P/115.3/3. lllwas presented a copy of P/1 
15.3/3 and reviewed §5.02(1) and (m) which identified sending WMATA material to 
a personal e-mail account and using personal e-mail for WMATA business as 
inappropriate usage. 

P.ARP EY 6 1 6 

PARP Ex 6.1 .6 



MANAGEMENT ALERT REPORT 
INVESTIGATION NO. 16-0019-1 
Page2 

Recommendations 
The security of WMAT A business data, including but not limited to personally 
identifiable information, is an integral part of efficient and effective operations. As 
such, OIG recommends the following: 

1. IT should ensure all supervisors and managers within WMAT A are familiar 
with P/1 15.3/3, with specific emphasis on what activity is considered 
inappropriate electronic access/usage. 

2. should be instructed to immediately cease transmitting WMATA 
data to · ersonal e-mail account. 

3. 'ft!ICll1 -should be instructed to utilize either-WMATA issued laptop or 
WMATA's Virtual Private Network for conducting WMATA business. 
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MANAGEMENT ALERT REPORT (Purchase Card Program) 

SUBJECT: 

FROM: 

TO: 

Purchase Card Program Concerns 

OIG - Helen Lew 

GMGR - Paul Wiedefeld 

DATE: 

u M 

March 17, 2017 

WMATA's Purchase Card Program provides designated personnel a 

simplified acquisition method for procuring items and services at or below 
$3,500 in accordance with procurement policy. In 2016, WMATA's 194 

authorized cardholders accrued $15,240,109 in purchase card expenditures. 

The Purchase Card Program is subject to significantly fewer internal controls 

and oversight mechanisms when compared to other procurement methods, 

making for an environment that is especially susceptible to waste, fraud, and 
abuse. OIG has identified a litany of concerning purchase card practices 

across multiple WMATA departments during the course of both recently 

completed and ongoing investigations. Most notably, OIG has identified 

patterns of (1) fraudulent transactions for personal gain, (2) frivolous or 

highly questionable expenditures, and (3) violations and circumvention of 

purchase card/procurement policy. Similarities observed in multiple 

departments suggest the possibility these concerning practices may be 

prevalent Authority-wide. OIG believes improving controls and oversight 

mechanisms in this area may also offer significant opportunity for cost 

savings in the current fiscal environment. 

Background 

WMATA-issued purchase cards may be used as a simplified method for 

filling anticipated repetitive needs for supplies, services, or other items. 

WMATA's purchase card policy allows for authorized employees to purchase 

commercially available goods and services at or below $3,500. Purchase 
cards can also be used for orders against established contracts or purchase 

orders up to the $150,000 simplified acquisition threshold. The policy states 

cardholders hold a public trust and shall use the purchase card for official 

business purposes only and in strict accordance with the Procurement 

Procedures Manual (PPM) and Standards of Conduct. 

Purchase card transactions are to be strictly monitored by the card holder and 

the cardholder's approving official for adherence to these policies. In 

addition, the cardholder is required to maintain supporting documentation 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). 11 should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited. 
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for all transactions for a three-year period. The Office of Procurement and 
Materials (PRMT) provides training for cardholders and approving officials 
before purchase card authority is delegated, as well as refresher training for 
cardholders and approving officials on an annual basis thereafter. 
PRMT has responsible for administering the 
Purchase Card Program and monitoring cardholder transactions. !ftlfl!PII 
- has been an asset to OIG by both alerting the office to potential 
waste, fraud, and abuse and being responsive to investigative needs. 
However, despit- assistance, it is apparent tha- cannot provide the 
level of scrutiny needed to maintain the integrity of the program alone. 

ln-2016, OIG's report of investigation (ROI)··· · detailed significant 
issues with llliilill■ procurement practices, 
especially as they pertained to the use of purchase cards and blanket 
purchase agreement� 'fl:1!7111 management was found to have exercised poor 
judgment in managing and monitoring the purchase card expenditures of 
subordinates, and PARP Ex. 6.1.6 

used ■ purchase card in a wasteful and, in some instances, fraudulent 
manner. 

Developments in ongoing OIG investigations have revealed numerous 
concerning purchase card practices; many of which are similar in nature to 
those identified in RC 1 !ftW!PZ■,, Most notably, OIG has identified similarities 
with respect to (1) fraudulent transactions for personal gain, (2) frivolous or 
highly questionable expenditures, and (3) violations and circumvention of 
purchase card/procurement policy. Each area of concern is discussed in detail 
below. 

Fraudulent Transactions for Personal Gain 
ROI 15-0012-1 identified examples of using■ purchase 
card to steer WMATA business to benefit outside interests. This included 
using .purchase card to procure services from friends, family members, 
and WMATA colleagues. These actions were clear violations of not only 
purchase card policy, but also conflict of interest provisions of WMATA's 
Compact (Article 111, Section 10), WMATAs Ethics Policy, and the PPM 
Standards of Conduct (2-10). OIG also found some invoices used for services 
provided by an associate of were fabricated in order to 
process purchase card payments. 

PARP Ex. 6.1.6 

In !fi1!MS! 2015, OIG conducted a purchase card investigation pertaining to 
PARP Ex. 6.1.6 

1QIG ca: 'j'f!T!l1 

PARP Ex. 6.1.6 1 are alleged to have used two 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). 11 should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited. 
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purchase cards to engage in a fraudulent scheme which involved recurring, 
high-dollar transactions with fictitious companies for cleaning products that 
were never received by WMATA. This investigation was turned over to the 
Federal Bureau of Investigations (FBI) and PARP Ex. 6.1.6 

- personnel were terminated as a result, and losses to WMATA were 
estimated to be over $400,000. 

More recently, OIG has initiated an investigation into personnel suspected of 
using a purchase card to procure miscellaneous to construct 
personal items during WMATA work hours for managers and employees of 
other departments. Though not yet confirmed, OIG received preliminary 
information materials procured with the purchase card have been used to 

This investigation, 
potential criminal implications. 

Frivolous or Highly Questionable Expenditures 
During the course of the above mentioned investigations, OIG has identified 
a large number of frivolous or highly questionable expenditures. OIG does 
not necessarily consider these types of expenditures to be fraudulent in 
nature, though some clearly appear to be wasteful and an abuse of resources 
considering the quantity purchased. Frivolous expenditures observed within 
the departments investigated include: 

PARP Ex. 6.1.6 

OIG noted, with the exception of the 1fr,p7p purchase, all frivolous 
expenditures above were made at the direction of a senior manager in that 
department. 

Some of the expenditures identified by OIG may appear to be for a justifiable 
business need. OIG notes, however, in the absence of proper controls and 

2Asterisk (*) indicates expenditure was observed at multiple departments. 
3The- employee responsible for this purchase PARP Ex. 6.1.6 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). 11 should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited. 

PARP Ex. 6.1.6 



4 

oversight, expenditures for these items and services can be manipulated for 
personal use with relative ease. As such, OIG believes the purchase card may 
not be the most appropriate procurement method for these expenditures. 
Examples of expenditure types observed during investigations include: 

• Office facility repair/renovation/demolition work* 
• Painting services 
• Maintenance/repair work for WMATA leased vehicles 
• Signs for WMATA facilities/work activities* 
• Electronics* 
• Home improvement supplies* 
• Scanning and lamination services 

OIG notes WMATA may have in-house resources or capabilities to provide 
some of the above items/services at better cost. In most cases OIG found this 
was not considered by the cardholder or department management 
responsible for directing the expenditure. 
Violations and Circumvention of Purchase Card/Procurement Policy 
OIG observed numerous violations of purchase card policy while 
investigating the above mentioned departments, which indicates both a 
disregard for said policy and a breakdown of oversight and enforcement. 

Policy requires cardholders to upload transaction-related information and 
supporting documentation into Citigroup's.4 online Card Management 
System. OIG observed the cardholders investigated often entered blank or 
insufficiently detailed expenditure descriptions. In some cases cardholder 
reconciliation and approving official review were not done in a timely 
manner, or at all, in the system as required. 

OIG observed cardholders investigated had little to no supporting 
documentation for any of their purchase card transactions, despite the 
requirement to maintain such documentation in hardcopy for three years. 
OIG also identified numerous split purchases.5 and examples of purchase 
cards being used to procure items or services for which there was already an 
established contract. Both behaviors are prohibited by policy. 

In addition, cardholders from all departments had examples of recurring or 
routinely used services that cost over $150,000 in aggregate which, by policy, 
should have been placed on a competitive contract. In at least one instance, 
a cardholder was allowed to increase the credit limit on his purchase card to 

4WMATA's purchase card provider. 
5Defined by policy as "A known requirement split into multiple transactions to circumvent the single purchase limit," which also 
states, "Split purchases are strictly prohibited." 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). 11 should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited. 
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continue making these purchases in high volume instead of being instructed 
to use a more conventional contract. OIG believes this to be an inappropriate 
circumvention of policy, which limits competition and potential cost­
efficiencies. 

In one department, OIG learned purchase card expenditures were being used 
to supplement Capital Improvement Program (CIP) funded work activities 
and construction work under a job order contract (JOC). OIG believes this to 
be a potentially inappropriate circumvention of the procurement policy 
associated with each of those contract vehicles. 

Especially concerning was information indicating some cardholders are not 
properly securing their purchase cards. Purchase card policy states the 
following (PII 8.1111 - 7.06): 

The Cardholder shall safeguard their purchase card and account 
number at all times and shall keep them in a secure location. The only 
person allowed to use the card is the Cardholder whose name 
appears on the card. Cardholders shall not allow anyone ... to use their 
card or account number. Cardholders shall not save their purchase 
card number into a merchant's internet website for future 
purchases ... " 

Based on information obtained, OIG believes some cardholders may not be 
properly securing the purchase card and the corresponding account 
numbers. This increases the potential for fraud, waste, and abuse. OIG was 
informed one cardholder in particular regularly allows multiple subordinates 
to take physical possession of -purchase card for purchasing work 
materials. 

Inventory and Asset Management Concerns 
OIG is aware inventory control and asset management are an Executive 
Leadership priority. The use of purchase card transactions to circumvent 
conventional contracts has a tangential effect on inventory management at 
the local department level. As an example, OIG became aware of multiple 
storage areas maintained locally by offices within departments under 
investigation. These storage areas appear to operate outside !ftlff!3!■, 

supervision, and may not have 
appropriate inventory and asset management controls in place to prevent 
fraud, waste, and abuse. 

OIG has observed many purchase card expenditures with home 
improvement supply retailers, such as Even with 
supporting documentation, due to the job responsibilities of many 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). 11 should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited. 
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operations personnel, OIG cannot reliably determine whether these 
expenditures are being used for work or personal use. 

For example, one of OIG's ongoing investigations suggests materials 
procured via purchase card are being stored in a storage area that is 
accessible to all office personnel. OIG has been told no inventory method to 
track incoming/outgoing materials is in use, and materials are alleged to have 
gone missing or to have been used for personal projects. 

Materials that are purchased via purchase card and maintained in these 
independent storage areas are highly susceptible to theft, loss, and 
redundant purchasing. 

Recommendations 
Despite clear purchase card policy and procedures, OIG has observed blatant 
violations and questionable spending patterns which are of concern. Based 
on findings from both previous and ongoing investigations, OIG 
recommends the following actions be taken: 

1. Management should consider whether the Purchase Card Program has 
adequate resources to effectively execute its oversight role and 
commensurate authority to enforce corrective actions for non­
compliance. 

2. The Office of Procurement and Materials (PRMT) should reassess 
whether the number of cardholders Authority-wide and the credit 
limits afforded to each cardholder are appropriate in the current fiscal 
environment. 

3. The Office of Quality and Internal Compliance Operations should be 
tasked with conducting a more comprehensive review of the Purchase 
Card Program with a specific focus on the appropriateness of 
expenditures being made within departments. 

4. PRMT issue guidance on the appropriateness of the expenditure 
categories identified by OIG above and through OICO's subsequent 
review. 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). 11 should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited. 



Complaint No.: 17-0021-1 (Purchase Card Misuse) 

Date: August 14, 2017 

Executive Summary 
OIG received an allegation that 

• urs, in exchange f 

E I 

PARP Ex. 6.1.6 The allegations were substantiated in part. The investigation determined 
provided ■ Purchase Card to several WMATA employees, for them to conduct 
transactions with multiple vendors. Further, the investigation revealec· 'f"'ittr•·• jid not 
�MATA supplies to prevent employees fro�. freely. taking them from the -
-• and according to multiple witnesses. :t)t!SU' directed the completion of 
several "off the books" projects. FinaHt:, OIG did not uncover any evidence that -r 
exchanged beneficial treatment for IF'4i :fif:HQ outside of WMAT A. 

Although · ·· · · was one of several Purchase Card holders within 1ft1f!WIP was 
responsible for • • • • of the purchases for the entire division. 1 A detailed 
analysis of ···· · Purchase Card transactions uncovered that 46% of :@t!l!I! 
transactions could not be justified under the standards imposed by the Purchase Card 
Policy.2 

OIG interviewee' 'tittSI! regarding the allegations. Subsequent inquiry revealed :nest 
provided several false and misleadi,l;i statements to (?IG with regards to Iii Purchase 
Card use and the inventory controls ■ imposed within 'lldivision. 

1 Frorr 1fi/MPIH 2016 tc :rwrzr:tot7. 
2 P/1 8.11/1 Purchase Card Policy 

0 
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Summary of Investigation 
The OIG investigation into the allegation uncovered three main areas of concern: 

• Purchase Card misuse b) r,mr:! 
• Improper inventory controls for the located at -
• 'SICS false statements to OIG 

Purchase Card Misuse 
The OIG investigation determined - failed to maintain the 

!lttM 
of ■ Purchase 

Card and account information. OIG obtained the receipts for · · Purchase Card 
transactions from 1f1f1WP 2016 to 1fli!PIS '2017. The signatures on these receipts 
were drastically different, and on some occasions, the WMATA em lo ee si ned their 
own name instead of '!t!lllt The allegation that - allowed • • • • • • to utilize 
■ Purchase Card was further verified through several interviews of · personnel. 

This lack of control over the physical Purchase Card likely contributed to the failure of 
'tlfSt to maintain the proper records for the Purchase Card purchases. All witnesses 
indicated there was a severe inventory problem fo1 It )Et All of the 'ffl!ft91fP and 
1ffl@IW9 =nterviewed by OIG indicated WMATA storerooms did not maintain the proper 
inventory of the supplies used on a daily basis,. and therefore, · · Purchase Card 
was used to supplement the in-house inventory for the • • • • • . The purchase 
of inventory items with the Purchase Card is prohibited unless there is a "no stock" 
condition system-wide. 3 To justify utilizing the Purchase Card for inventory items, the 
Cardholder must provide a copy of the receipt, along with the WMATA stock number, to 
the Stock Clerk within five � The Clerk then inputs the need for resupply into the 
Maximo system. None of - receipts included a WMATA stock number, nor did 
'!Stlt forward the receipts to the Stock Clerk to address the lack of inventory. The 
witnesses interviewed by OIG indicated frustration with the Maximo storeroom system, 
and this frustration led to the use 01 !lt!CI Purchase Card as a default for supplies, 
rather than utilizing WMATA storerooms. 

While OIG found three Blanket Purchase Agreements (BPAs) in place fo :mtttf◄ I none 
of the witnesses interviewed were aware these procurement vehicles were in place. As 
a result, all supplies for 'ctltt that were not obtained through WMA TA storerooms were 
purchased on the Purchase Cards. The investigation revealed that - spen ... 'ftl!Mf P 

PARP Ex. 6 . 1 .6 on instead of utilizing the BPA in place for these purchases.5 

The investigation also revealed :r:7111 failed to provide valid Maximo Work Order numbers 
� all of a..e_urchase Card transactions. OIG found II transactions totaling 
-· where - either provided a work order number that did not correspond with 

3 P/1 8.11/1 Purchase Card Policy, section 13.03. 
• BPAs were for PARP Ex. 6 . 1 .6 
5 See Exhibit l and Exhibit 2. 

ih1t rer10 t.cn1r111tE �e,Vi•IM- 111ft)!fl1ct:11�• ·, J!hJ 1::. lh& p,ori(;ny :11 lt,e 'Nf-.•1 .. 1 A C,Hk';� o: fnsp�tcr Gem:ra' fOiG). tt shou!d not be c ptitd v· 1ep·odu:::co 
hlltl�Hl lhi: .,,n�n oonseI,I of me •)•� lh!: rt1•n:1 ,s c,r Off' c:,�, I i�t 01 ll '( ano •IS disclosure '" ,: �ulh0<I�&d P81SOIIS ,s p/C'll:bI11:11 
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any work order ticket within the 1tlS!fl8 system, or■ failed to provide a 1f$W8 work 
order number all together. 6 

For those purchases where MS$ provided a valid work order number, OIG compared 
the itemized receipt and '!ti■■, expense report description, to the description provided 
in 1flfd21f, as well as any notes provided by the 1ft;l88IQ assigned to that ticket. This 
uncovered ■ occasions totalinr 'fillftllf where items purchased were not justified by 
the records. 7 These records corroborated witness statements that l!t!SP does not control 
the use o- Purchase Card . Witnesses indicated - collects the receipts after■ 
directs a subordinate to use ■ Purchase Card, but ■ does not verify whether the 
purchases were justified . One witness admitted there were many instances were a work 
order ticket was cancelled, and supplies were still purchased for the cancelled job, or 
there were duplicate purchases made due to a lack of communication betweer tt71! and 
the assigned lf1fil1P Multiple witnesses indicated these "extra" purchases are stored 
on the until they "disappear." Witnesses indicated this occurs through 
employees taking the items, and one witness stated some items are thrown out if their 
presence or !f!!Ptlf becomes too conspicuous (e.g. too many - on thE" '!1918119 
that have no paperwork for installation). 

:net admitted • created a "generic" work order in . that II assigns when the 
purchase was to maintain inventory within the • • • • • • , or if t

1iittitw
ase was for 

another supervisor within - who did not provide with a · work order 
number to justify the purchase. The investi ation determined - listed a generic work 
order number as the justification for • · • or 36% orw-total Purchase Card 
transactions. 8 

Finally, OIG uncovered I instances where - conducted split purchases to avoid the 
$3,500 single purchase limit imposed on Cardholders. All three split purchases were for 
1ffl purchased through the same vendor, 

Im ro er lnvento Controls 

PARP Ex. 6 . 1 .4 

The investi ation found failed to maintain any inventory controls or proper security 
at the • • • • • . While the '11918111 has a gate to restrict access, witnesses 
indicated these gates are not always closed or locked . This was verified by an 
unannounced OIG- visit, where thejfl9--i� open despite all employees being 
at lunch. All witnesses, with the exce�tlon (see below), indicated there were no 
controls or monitoring ofthelfWIPIJ inventory. There is no inventory log for the items 
received from WMATA storerooms or through Purchase Card transactions. Additionally, 

6 See Exhibit 3. 
7 See Exhibit 4. 
8 See Exhibit 5. 
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there is no inventory log for the multiplr 'ftlNIPIP utilized by thr '1111· No one is 
�ustify the need for any item

. 
before it

. 
is removed from the f J■: ........ 

- Th, 1!'1@1811! are not required to update thr 1f)t@tfp -ecord with the supplies 
or tools they used to complete the work order task. 

PARP Ex. 6 1 .6 This lack of controls has resulted in the abuse of the inventory. Multiple 
witnesses indicated the 1f91819 is seen as a "candy shop" where any WMATA 
employee can freely take supplies without documentation or justification. Multiple 
witnesses indicated it was not unusual for 11t1;18ffi1■, from other locations to use supplies 
from thr- !8WIWt1 to complete their projects. Due to the complete lack of any inventory 
log or documentation of what supplies are used for each project, there is no means to 
track whether the supplies taken from the are used for legitimate WMA TA 
projects or personal use. 

The lack of inventory controls has also led to several "off the books" projects. All of the 
!IWIPIS interviewed stated they regularly complete additional "small requests" that are 
made once they respond to a Work Order ticket. These smaller projects are completed 
without the creation of a separate Work Order. Additionally, several witnesses 
corroborated the complainan�'s allegation that · were directed by � 
complete larger projects, such as building llilili , without anvallll 
work order ticket or documentation. T e Witnesses indicated these projects are 
completed during regular work hours, using WMA TA supplies. Any p1,1rchases made for 
these pr'h!Stind any time spent to complete them, was ascribed to the generi1 '?tClft 
ticket in · · . The witnesses interviewed by OIG could not verify if these larger 
projects were for in-office or at home personal use. OIG obtained a photo that was 
!dentified as " 1•■• ,.:1ilt for �� of these "off the �k�1. o·ects.9 The -· · · 

. 1s loaded on what was 1dent1fied as �rsonal vehicle. stated the · 
was for 'SICS and ■ built most of1fafll home. However, . did not have the tools 
or space to complete the supports, edging, or the "biscuiting."10 So ■ had one of ■ 
lf1Piffl9 'lelp • complete this work at the stated they completed 
all of this work during a single lunch hour. 

The investigation also revealed the 1Mdl1!4g maintain in-house stock through surplus 
purchases on '?MS! Purchase Card. The f 13111 all agreed this was done in an effort 
to limit the amount of time they felt was wasted traveling to stores to continually purchase 
commonly used items. These

1
ffirtif items are not purchased in separate transactions, 

and are assigned to .the same · · · work order number as the original project. 

9 See Exhibit 6. 
10 A carpentry technique used to join two pieces of wood together, whereby small holes are cut in the opposite 
edges of two pieces of wood, and the pieces are clamped together with glue. 

frp'= rEilvr( C.On[,hliS.t(-OiH:V? tnf rmJ1.:,. �I an,j .� trtE p•�r.�;ty vi t!"� v�-��1 ... � A (:·tk�e, i\t tn�Go:.:ti:i: ..;r-, 1�rt11 i•.1:t \ I � -;.r'h)LJ:d f1t�l r.c ,c,p;eu t" r\'.'P,OUl!�c-'J 
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False Statements to OIG 
OIG inteiviewed · at the initial stages of the investigation. During .nteiview, '11SPS1 
provided multiple fal�e and misleading statements to O_IG Special Age�ts r5ardin� the 
use and control of ■ Purchase Card, as well as the inventory oversight ■ provides. 
These false statements include, but were not limited to the following: 

1. - stated■ was the only person who used■ Purchase Card, and the only 
person who signed the receipts for these purchases. 

• It is clear through an analysis of the signatures on the receipts, as well as 
every other witness interviewed by OIG, that 'fffl!fff.equently provided II 
Purchase Card tQJI subordinates and directed the

.
m to utilize the Card. 

As - -ed .---,nonthly expense reports verifying all of the purchases 
made on · Purchase Card, ■ could not have been unaware of ■ 
employees' use of■ Card. 

2. :rs:: stated■ directs llllassigned lfdS- to write what supplies, if any, are 
needed to com lete the project on th� £t 1H work order ticket. This list is 
returned to forll to procure the needed items. '?1191111 tate<tJI maintained 
these · · tickets for a period of · • 

• OIG aske<" !Flt to provide the · · tickets that related to the Purchase 
Card transactions since · · ·  2016.11  i!il!TP provided approximately 
�rk order tickets, which were in no discernable order. OIG reviewed alfllll documents to compare them to the Purchase Card receipts. Of 
these work order tickets, only �ed to Purchase Card transactions. 
None of the tickets contained-- purported list of supplies to be 
purchased. 

3. In response to an OIG query of how■ monitors inventory, !Ttf stated■ was 
•pretty shrewd, " and■ will "keep an eyen on how much inventory �hased 
that month, and how much should have been used based on the - work 
order tickets. ■ will compare this to how much inventory■ observes in their in­
house inventory, and■ will "start to ask questions" itll notices a discrepancy. • lttt! ·ailed to maintain the work order tickets for 64% of■ Purchase Card 

transactions, and another 36% did not contain any detailed information 
about the items purchased. Therefore, it would have been impossible for 
:nSStt to use the work order tickets as a means of inventory control. 
Additionally, all other witnesses interviewed by OIG stated there was no 
invento control as multiple employees from other divisions utilized the 

• • supplies. 

4. - stated ■ visits • • • • • • at the project location to verify the status of 
work completed; approximately of the time In order to provide quality 

•• t I"' -Yl t.tr,M 5 �t:P:iiUVf' :"10!":r-o::r;.r zro -;••"1c, a,tt.,s ::J I tfit.1 \\ ',1-.. ..  ' 11..:� I h1S,::t,.�I .... •t •:'11 1IJJ:',� !f i \ .:J r.olt ho L.\.'f� fY tt= 1...,.-a:re'] 
M 'H"Jf C t w-:tU"=fl �':it':\c':'lt V !he. · ..3- ·�,t •tt'O:l � �,• ' r- ,r . , �i: ""l,L r �ht ) (II) , hi 11',i\JC1K"ft.:E.'.: C'O:·:.,r+s 1.s t•• •L,;C', 
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assurance that the · • • · are accurately lotting the damage and necessary 
remediation. Additionally, · indicated - will go out to a location if the 
'ff hf MP request "sends a red flag. " As an example, - stated■ would be 
suspicious if c 1f1fftPZII -equested 1r 1ft;J!P!lf77 for one (1) location. 

• None of the witnesses interviewed could corroborate 'ftldlll! assertion of 
quality assurance. All of the witnesses interviewed indicated there was no 
review or quality assurance for their work. Further, it is clear that the 
purchase of surplus supplies was not a "red flag" for ::rs:: I as it was 
common practice among the 1fd;t!II■, . 

5. - stated - used a eneric worlc order number when ■ purchased 
replacements forlirilili . He stated■ Expense Report would always 
include who the replacemen · was for. 

• - spent · · · · on transactions).13 Of these. transactions, -- · did not include the name of the employee for whom the 
was purportedly purchased . 

Further, subsequent to OIG's interview where - w
ii

estioned about■ generic 
work order number Ill !ffff ed ■ use of this ticket · was interviewed on ■ 
� point, · · averaged ■ purchases per month assigned to the · · 
-· Subsequent to the interview, this number dropped to ltotal purchases 
for the next two months. However, it is clea 'fi!WI lid not stop justifying Purchase Card 
transactions with generic work ,order numbers. In addition to the I transactions 
associated with the generic Work Order ticket • • • • • completed · ' 
transactions whi�ascribed tolldifferent generic • • • • • • created in · · 
In one instance, - created the generic work order ticket arou the time • · • 

was due, but■ days after the initial purchase■ ascribed to the ticket 

Relevant Statutes, Regulations. and Other Standards 
Policy/Instruction 1 3.4/2 - Office of Inspector General, Section 4.02(d) Metro Employee 
Responsibilities 

Policy/Instruction 1 8 . 1 1 / 1 - Purchase Card Policy 

Asset Management Manual 

OIG lnvesti ative Fin in s 
· lied to OIG Special Agents and deliberately provided misleading information that 

hindered the investigation. In spite of this, OIG was able to detei,i,B{ailed to 
comply with the Purchase Card Policies. :t177t routinely directed • · • • • • to take 

u PARP Ex. 6 . 1 .6 
u See Exhibit 7. 
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■ Purchase Card for use at multiple stores. While - mainta ined receipts for these 
transactions, it is clear there was l ittle to no oversight to ensure the urchased items were 
l im ited to what was necessary. While a superficial review of lir.ilili■ l ist 
'f!!lltl work orders as ·ustification for the majority of h is purchases, there were ■ 
instances where theiiifi work order number 'was either invalid or clearl d id not justify 
the purchases made. Further, there were - instances where the · · ·  work order 
number l isted to justif�e purchase was a generic work order created by · ·  . These 
instances totaled 1fff@ii■, 
Further, the statements fr?m multiple witnesses, alorrg with the �ot,.ph presented to 
OIG,  make it clear that the inventory housed at the 1=41iliidi•• is not properly 
controlled or documented. This lack of controls has resulted in a widespread 9buse of 
the inventory. Not only are the 'f1ilft81f1 allowed to complete off the books projects 
uti l izing WMATA p�ope_rty du:r::RMATA business_ hou rs ,  t_he�e projects are often 
completed at the d1rect1on of . Further, the witnesses ind icated many WMA TA 
employees outside of 'ttf31!1 unit are aware of the lack of inventory controls, and also 
engage in the undocumented use of these supplies. 

This case was not presented for prosecution because of poor record keeping ahd 
i�ve,nt?ry cont�ols _ by ffl. Ther�fore _WMATA ma.em�nt should take Whatever 
d 1sc1pl 1nary action 1t deems appropnate with respect to actions. 

The intirntion also revealed the WMA TA storeroom system failed to meet the needs 
of the . 

. . d ivision .  T�is aFir: to be due to a combination of �ac� of train ing on the 
system with the appropriate staff, and a lack of comrnurncatmn to ensure the 
Storerooms maintain the appropriate levels of stock items needed b\ 1h!C' The BPAs 
that are in place are not properly uti lized. Further, the dearth of any definite contracts in 
place for the $!1Qttf �ivis ion prevent WMATA from receiving the savings benefits that 
cou ld be ach ieved through the competitive bidd ing process. 

Exhibits 
1 _ Chart of

,,w,;;es ma?e despite BPA In place 
2. BPA for supplies 
3. Cha rt of purchases made without a val id work order number 
4. Chart of purchases that could not be justified based on the records 
5 .  Chart of generic - ticket purchases 
6 .  Photograf h of "off the bool<s'' project 
7. Chart of ! 'Jfldi■, purchases 

-�----
Kathryn Holpuch , Special Agent Isabel Mercedes Cum� 
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SUBJECT: 

FROM: 

TO: 

E M O R A 

Management Assistance Re 

OIG - Geoffrey Cherrington 

GMG R - Paul J .  Wiedefeld 

. . .  � 
PARP Ex. 6.1 .6 

D U 

DATE:  August 1 6 , 201 7  

R E :  Piurd.hase Card Misuse ROI #1 7 0021- 1  

The Office of Inspector Genera l is forwarding this memorandum to you, which identifies several 
conditions within the PARP Ex. 6 . 1 .6 

division at the • • • • • • that facilitate conditions 
where fraud, waste, and abuse are occurring. Please take the appropriate actions to correct 
these conditions. 

PARP Ex. 6 . 1 .6  1 .  Construction related inventory housed at the is not properly controlled 
or documented. Only the smal ler inventory items, such as • • • • 
housed in a locked storeroom. The rest of the inventory, to include • • • • 

, etc. ,  are stored on the • • • • • . None of the inventory is 
tracked or logged as it enters or leaves the • · • • • • .  This cr,eates an environment 
when :rwrnm employees could easily remove items without detection. Because of the 
lack of controls, it is also possible for employees outside of- to also engage i n  the 
undocumented use of these supplies. 

ARP Ex. 6 . 1 .6  2 .  The majority of commonly used supplies such as are 
purchased at the maximum retail price th rough individual purchase cards. r:m;I 1oes 
not have any contracts in place for the purchase of these items . 

3 .  While there are th ree Blanket Purchase Agreements in place to purchase · · · · 
employees are still! using purchase 

cards to procure these materia ls. OIG's investigation a1so fouind a lack of training and 
understanding of the proper use of storeroom procedures by - personnel. 

Please respond in writ ing or have a member of your staff respond by September 18,  201 7, to 
Assistant Inspector General for Investigations, Isabel Cumming, iregarding the corrective 
actions taken or planned as a result of this investigation. Also, please provide estimated dates 
and/or timelines for implementing these corrective actions. 

Attachment 

cc: COO - J. Leader 
INCP - E. Christensen 
COUN - P. Lee 

T/l•S r11µon I, ,DI OFF1C14L llSF ONL r �11r, ,1s OISC'llsure kl vnaulflO,,lC,.:J per.;On� <I P,Olllll�ed •n �dar.ce 11,th W'.IA T� P/1 1 8  lll'J - Cnde ol fl/ilGS 5t-clr1,11 5 08 

ptA~~ Ex. 6.1.6 
,-,a.~,- Ex. 6.1 .6 

'r(Mffll" 

!itddWI? 



SUBJECT: 

FROM: 

TO: 

M E M O R A N D U M 

Management Assistance Report 

OIG - Geoffrey Cherrington 

GMGR - Paul J .  Wiedefeld 

DATE: October 26, 201 7 

PARP Ex. 6. 1 .4 RE :  Procurement 
OIG Case Na . 1 7-0024- 1  

The Office of I nspector General (OIG) received an allegation that the PARP Ex. 6.1 .6 
provided exceedin ly strin ent specifications for the procurement 

-PARP Ex. 6.1 .4 o to favor the OIG identified 
systemic problems within the li(illli in the procurement of 
PARP Ex. 6. 1 .4 . O IG is fotwarding this memorand um to assist in  taking the appropriate 
actions to correct these cond itions. 

1 .  'ftld9'1f' supplied by 'ft/19'11" is not compliant with the contract specifications. Specifically , it 
doe� not ��_nt�in sufficient tre�tment to prevent l:l4'W,l�epen?ent 
testing of samples confirmed the presence of --••· Although 1-■■ provided 
certification of 1ifii111iill; , their testing laboratory used a test standard to merely 
identify the presence of an rather than test the - for its 
susceptibly for ... 11i111• . · · · should requ i re all future testing of- to be 
compl iant with current standards. OIG's laboratory test results are included with this 
memorandum for reference. 

2 .  personnel indicated a preference for'iM@if PII! due to its ..,,,..ijtii 
. However , 1111 is also the most expensive 

acknowledged the lack of consideration of other · such as 
investigate options for other less expensive ' •111 materials for future purchases. 

3. 'fldSU' d id not provide an independent test certification for the . 'fldQt 
used a laboratory that has close ties to another company that provided the vendor with a 
line of credit to p rocure the 'fit!SUI Th is created an o rgan izational conflict of interest. 
rflZlt' should require future laboratory testing companies to provide certification that they 
do not have any business or personal relationships with the fftl!SHI vendor . 

This repo,t conta•ns sens1bY;, mlOfTllil�cn arid tS the flfOp<!rty nt tne 1/1/r.!AiA Office of , �SfledJr Gr.ier�I (OIGJ It should not a� co;l s,a or repro1�c.:d \\l�'"!O\.I tne Wl.:ten cor.sentof L,e 
OIG Thts rel)(i/1,s for OFFICIAL USE Otk'Y, 3nd ns �isclosu/e tc- unautrcnzerl ��ens ,s pro'lib led m a�corciJnce w,1h wr.1A-A P/1 7 a · o:J - Coa.; or Ett11cs 8ec11on 5.0ll 
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Please respond in writing by November 27, 201 7  to Assistant Inspector General for 
Investigations, Isabel Cumming, regarding the corrective actions taken or planned as a result 
of this investigation. Provide estimated dates and/or timelines for implementing these 
corrective actions. 

Attachment 

cc: COO - J . Leader 
INCP - E. Christensen 
COUN - P. Lee 

This report contains senslUve Information and is the property of the WMA TA Office of Inspector General (OIG). It should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, end ils disdosure to unauthorized persons Is prohibited. 



SUBJECT: 

DATE: 

FROM : 

TO: 

RE: 

M E M O R A N D U M 

Management Alert 

December 21 , 2017 

OIG - Geoffrey Cherrington 

GMGR - Paul J .  Wiedefeld 

PARP Ex. 6. 1 .6 

Terminated employee, ,,;J#li+JM 
OIG Case Ne ifil1i/!11 · 

The Office of Inspector General {OIG) is transmitting this Management Alert to you to 
elevate significant concerns about the hiring of a contractor within PARP Ex. 6. 1 .6 

was scheduled to attend a 
one day lif.ili1i!Ui training session to be held at the 
Jackson Graham Build ing (JGB) 2017 . Training documentation 
obtained by the O IG indicated • . had been hired as a contractor by 'fli)!8!11 

of lilillillil&;fiil . Contractor training is conducted by 
WMATA's Department of Safety and Envi ronmental Management (SAFE). 

'fj1ffl!81■, was terminated from employment with the Washington Metropolitan Area 
Transit Authority (WMATA) for as a result of information developed 
durin an OIG overtime abuse investigation. The termination was based primarily on 

The requ i rements for contractors involved in  
specified in  Request for Proposals (RFP) No. •llilliil Among other things, the 
RFP specifies that contractor personnel must complete the requisite safety tra in ing and 
obtain a vendors' badge. Pursuant to WMATA Policy/Instruction 6 .10/5, approved 
5/18/2011, contractor employees and candidates for employment must also undergo and 
pass a criminal background screening before being eligible to work on WMATA property 
and facil ities. 

Tr repon �r,i. , �e1,�i1 o;i ,i. ,�tr· pro��rti of e W  ATA Lr erat 1G1 I r;oul �ot be cop;;· re 
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• • 201 7, OIG confirmed that 'tlSIPlfd attended and successfully 
completed training, and ■ has been Issued the requisite approval 
documentation and vendors' badge. This will allow general access to otherwise 
restricted areas generally referred to as OIG learned -
began working on as a contractor on behalf � 

According to Section 22 of the RFP, the Office of Procurement and Materials (PRMT) 
contracting officer has the authority to determine if a contractor's employee is either 
"unsuitable" to perform work on the project, or whose participation "is deemed to be 
contrary to the best interests of the Authority." On , 201 7, OIG contacted 
the contracting officer In this matter who indicated it would be counter to WMA TA's best 
Interests to allow to perform work for WMATA while PARP Ex. 6 . 1 .6  

The Department of Human Resources and 
LABR were also consulted on this matter, and they concurred that the authority granted 
to the contract manager within the language of the RFP provides sufficient discretion to 
prohlbl� 'f ii818 from engaging in work as a contractor within WMAT A facilities and 
property. 

cc: COO - J. Leader 
IBOP - J . Kuo 
INCP - E. Christensen 
COUN - P. Lee 

This report conlains sensitiYe lllfomlation and i& lhl property d Ille WMATA Office of Inspector General (OIG). II should not be copied or repioduced 
wilhoui the wrillen C011Sent of lhe OIG. This report Is for OFFICIAL use ONLY, and its cisdo&ure lo umiulhorized pe(l(lns is prd,ibilld. 
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M E M O R A N D U M 

SUBJECT: 

FROM: 

TO: 

Management Alert Report 

OIG - Geoffrey Cherrington 

GMGR - Paul J. Wiedefeld 

DATE: January 4, 201 8  

RE: Online Fraud Targeting WMATA 

OIG Case Number 1 7-01 1 6-C 

The Office of Inspector General (OIG) is transmitting th is Management Alert to update you 
on the recent targeted attempt to use fraudulent email correspondence to induce a 
Washington Metropolitan Area Transit Authority (WMATA) employee to wire transfer funds. 

For the past sixteen months, the OIG has been tracking various attempts at onl ine and wire 
fraud, commonly referred to as phlshing, spear-phishing, or purchase order fraud , targeting 
WMATA. This information has been shared with the Federal Bureau of Investigation (FBI), 
which has provided the OIG with assistance and support in identifying and shutting down 
these cyber-crime entities. Accord ing to the information developed thus far, most, if not all , 
of these incidents have been coordinated by international group(s) based i n  N igeria. 

Typically, the ind ividuals involved have establ ish fraudulent domain names and email 
accounts which are very sim ilar to what one might reasonably believe to be an actual 
WMATA email correspondence. Recent examples of the so-called "account spoofing 
techniques" used against WMATA include: 

The emails are d irected to ind iv iduals both i nternal and external to 
WMATA, usually cla iming to be a senior-level WMATA employee. The ind ividuals either 
seek to purchase equ ipment from an outside vendor, or receive payment for equipment or 
services to be made from within WMATA. 

The most recent of these online attacks occurred via a series of emails end ing 01- 1filf2!11 
, 2018 .  An ind ividual purporting to be 

,,_.,jll!!!!l!!!I attempted to persuade a ..... to wire 
transfer • to the bank account of an entity supposedly entitled to a payment by 
WMATA for some unspecified service. A follow-up email made a second attempt, reducing 
the amou nt tr !ffl;1@81f2- As with other such attempts, the ruse failed , but it is worth noting 
this attempt was somewhat less sophisticated than what has been seen in previous 
incidents. 

Through investigation and analysis, OIG has determ ined the originating email claiming to 
be from was actually a compromised !fdil!Pllf account. When the WMAT A PAR P  Ex. 6 . 1 .6 

Thi& t'epcrt conl.'llns sensl�v;; 1nfarm;;tlon and is It.a prcpef1)' l'Jl lhe WM/\TA Dr.ice of ,r.•p.;ctor Genaral I IG) II should not be copied i:ir rep,oduoeo 1·.,lhoul lhe •i,ntten cori,1m1 o( ll'F.c 
OIG Thi, report I for OFFICIAL USE ONL 'I' and 1t� disclosure to unau1hoo�ed persons I:: f)roh lllltd ,ri a� muar1ce W,U1 WMATA Plf 7 .8.1Cl:l - Code of EU ,ics Sel lien 5 08 
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recipient noticed the email was not connected to a WMATA account, 9>ecame suspicious 
and made further internal inquiries; consequently, the scheme was defeated and no money 
was ever exchanged. The associated email and bank account information has been sent 
to the FBI for further analysis and tracking. The Metro Transit Police Department (MTPD) 
has been apprised of the situation and provided with the result of the OIG analysis. Based 
on what is known thus far, it is highly likely that this fraud attempt, as in the case of the 
previous incidents, was coordinated by actors operating out of Nigeria. 

As in previous cases, it appears the subjects involved are using details found online and 
specifically the WMATA website to gather information on WMATA departments, staffing, 
email addresses, and billing information. The attackers then disguise themselves as actual 
WMA TA personnel with malicious intent, targeting individuals both internal and external to 
WMATA. In cases where WMA TA employee identities have been used to facilitate a fraud 
attempt, the OIG has advised respective personnel of the situation. In all of the cases seen 
to date, the goal has been to convince a vendor to ship equipment to what is believed to 
be a WMATA facility, or convince a WMATA employee to submit payment under the false 
assumption that a legitimate service has been provided. 

The following is a list of recommendations which may assist in limiting WMAT A's exposure 
to online fraud, the compromise of sensitive data, and targeted cyber-attacks. This 
Information is provided for your review and does not require a response: 

• Employees should be reminded to remain diligent in reviewing the source of emails 
which are unusual in nature or are seeking approval for the transfer of material or 
funds. Simply put, always use logic before opening any email. 

• Where possible, limit organizational chart and email contact information posted on 
the WMATA website. 

• Consider posting a notice on the WMATA website warning of phishing and purchase 
order scams, along with a telephone number for vendors to confirm the authenticity 
of an order. Many universities in the United States have done this and have seen a 
reduction in incidents; FBI subject matter experts also believe it is a useful tool. 

• Ensure spam and phishing filters are up to date. 
• Provide ongoing notifications to WMA TA employees regarding the latest schemes. 

Based on conversations the OIG has had with WMATA employees relating to cyber­
fraud attempts, it is clear that many employees are completely unaware of how this 
type of fraud occurs. Simply advising employees on how to spot basic indicators 
such as misspellings, odd vocabulary, or conflicting URL information can be highly 
effective in combating this problem. 

• Ensure employees understand the nature of this threat. As in the case of this most 
recent incident, phlshing has become more sophisticated than a suspicious email 
tempting a random individual to click on a link. Cyber-criminals are now targeting 
specific individuals within the WMATA organization. 

This report contains sensitive Information and Is the property of the WMA TA Office of Inspector General {OIG). ll shollld not be copied or reproduced wilhout 
lhe written consent of the OIG. This report Is for OFFICIAL USE ONLY, and its disclosl.18 to unauthorized persons is p,ohlbited. 



M E M O R A N D U M 

SUBJECT: 

FROM: 

TO: 

Management Alert 

OIG - Geoffrey A. Cherringto 

GMGR - Paul J .  Wiedefeld 

DATE: March 28, 201 8 

RE: Internal Controls for Surplus/Obsolete 
and Unclaimed Lost & Found Property 
O IG Case No. 1 7-0023-1 

The Office of Inspector General (OIG)  is transmitting this Management Alert to elevate 
significant concerns about the sale of surplus/obsolete WMATA property. 

An OIG investigation has been initiated after an anonymous allegation was received al leging 
that an with PARP Ex. 6.1 .6 
-• was rigging bids for sales in exchange for cash and other items. OIG conducted an 
investigation into similar allegations in 2014. 1 That joi nt investigation between Metro Transit 
Police Department (MTPD) and the OIG resulted in a criminal conviction of the Subject, as well 
as termination from WMATA. As a result of that investigation, internal controls were adopted 
to prevent future theft. However, these controls focused on incoming inventory for 
surplus/obsolete p roperty, and did not adequately cover the sale of this property. 

During the current investigation , OIG was not able to substantiate the allegations due to a lack 
of internal controls. While there was proper documentation for stock and barcoded items, this 
documentation did not extend to non-stock items without a barcode.2 This category of property 
includes WMATA . OIG discovered these were shipped in bulk to PARP Ex . 6 .1.1 
PARP Ex. 6.1 .1 without any inventory logs. 3 While the 1111 maintain a handwritten 
log of property received a'tliltS-P!, there is no way to verify whether their  log contains accurate 
information. 

1 See OIG case 14-0019-1. 
' Whileliiiilil SOPliiiiililll requires all WMATA assets without a barcode be recorded within the transfer package with serial or item number, descliption, 
transferTa!eand qtianirty,'"olG observed this procedure vas not foUo ved. 
i Since the OIG brought this to the attention of thel-!F has informed OIG thatliihas started to keep an unofficial 
inventory log of all the!i41@jd§R■1 st,lpped o or sa e. 

PARP Ex. 6 1 6 
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Unclaimed property from Lost & Found is also sent to ttSf for sale . These items are 
accompanied by itemized lists from Lost & Found, although the list contains only general 
descriptions and not serial numbers. OIG learned there is no coordination between Lost & 
Found and MTPD to ensure the unclaimed property, such as or other 
serialized property, has not been reported stolen . This could result in a scenario where 
WMATA could be selling stolen property, in violation of Maryland Criminal Code 7-1 04(c). 

The items from Lost & Found, as well as WMATA are sold •in bulk."4 
There is no paper trail to ensure the bulk sales include all of the items received by- .  As 
an example, lost & Found may have sent 1 00 to . The description on the 
sales paperwork for thes£ 'fttS·· would only list lililllillil without any 
quantity or further description. There is no documentation or safeguards in place to prevent 
someone from removing any number of these from the- and converting them 
to a private sale. 

PARP Ex . 6 . 1 . 1  

As noted, this information was developed pursuant to an OIG investigation . Although none of 
the allegations were substantiated, due to the seriousness of the potential management 
consequences, this information is being forwarded without delay. 

cc: COO - J .  Leader 
IBOP - J. Kuo 
INCP - E. Christensen 
COUN - P. Lee 

4 1n a�rdancaw;..=3ffl[ 
5 OIG was told by - r, purctiased the cameras aflar their request for cameras was denied by MTPD clue ID lack of fundlrg. 

This report c0111ains senSiti11e information and is Ille property of U,e WMA TA Office of Inspector General tOIG). ti should nol be copied 01 reproduced 
YWithout the wril!en consent of the OIG Thi� repOrl is IOI OFFICIAL USE ONLY, and 11s disclosure lo unauthorized persons is prohibited. 
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SUBJECT: 

FROM: 

TO: 

M E M O R A N D U M 

Management Alert 

OIG - Geoffrey A Cherrington 

GMGR - Paul J .  Wiedefeld 

DATE: April 25, 2018 

RE: Fraudulent Withholding Exemption 
OIG Case No. 1 8-031 6-C 

The Office of Inspector General (OIG) is transmitting this Management Alert to elevate 
significant concerns about unusual and possibly illegal activity by Washington 
Metropolitan Area Transit Authority (WMATA) employees regarding exemptions claimed 
on their Form W-4 tax withholdings. 

During the course of an unrelated investigation, OIG discovered that more than 1 ,400 
WMATA employees are currently claiming 99 exemptions for their tax withholding. This 
results in a situation where those employees are, in effect, not paying any federal or state 
income taxes. Numerous employees have claimed 99 exemptions for several years. 

WMATA employees can easily change their withholding exemptions through PeopleSoft 
via the Self-Service option . No review or approval is required for these changes. The 
employee is required, however, to certify under penalties of perjury that they are entitled 
to the number of exemptions entered on the electronic form. 

According to the Federal Tax Statute, Title 26, United States Code 7205(a) Withholding 
On Wages - "Any individual required to supply information to his employer {in this case 
WMATA} under section 3402 who willfully supplies false or fraudulent information . . .  , in 
addition to any other penalty provided by law, upon conviction thereof, be fined not more 
than $1000 and imprisoned not more than one year, or both . "  Employees who attempt to 
thwart the income tax wage withholding system by submitting false W-4 information to 
their employers are in violation of this statute. 

Although a violation of Section 7205(a) is a misdemeanor, since WMATA has a 
substantial number of employees involved, the OIG and IRS could refer these cases for 
felony prosecutions for filing a false or fraudulent Form W-4 as an affirmative act in what 
is known as a Spies-evasion (tax evasion section 7201 ) charge. 

This rep:irt contains sensitive information and is the property of the WMATA Office of Inspector General (OIG) It should not be copied or reproduced without the written consent of the 
OIG. This report is for OFFICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited in accordance with WMATA P/1 7.8.1 0/3 -Code of Ethics, Section 5.08. 
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The only exception to the exemption withholding is if the employee certifies that they are 
claiming exempt status. In order to claim this status they must meet two conditions: 

• In the prior year they had a full refund of their federal income tax because they had 
no tax liability and, 

• In the current year they expect to have a full refund of all federal income tax 
withheld because they expect to have no tax liability. 

WMATA is not required to deduct and withhold any tax upon wages if an employee 
certifies that he/she meets the exceptions cited above. 

OIG and tax officials are conducting a joint investigation and have not yet determined if 
the WMATA employees claiming 99 exemptions meet these exceptions. This information 
is being provided to you in advance of the completion of our investigation for any action 
you deem necessary as this could have a negative impact on the affected employees, 
and a potential negative impact on WMATA given the large number of employees 
engaged in this practice. 

cc: IBOP - J .  Kuo 
INCP - E .  Christensen 
COU N - P. Lee 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). It should not be copied or reproduced 
without the written consent of the OIG. This report is for OFFICIAL USE ONLY, and its discklsure to unauthorized persons is prohibited. 
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M E M O R A N D U M 

SUBJECT: Management Alert 

FROM:  

TO : 

OIG - Geoffrey A. Cherrington 

GMGR - Paul J .  Wiedefeld 

DATE: November 16,  2018 

RE: Alleged Inappropriate Behavior 
OIG Case No, :fil!9,■f 

The Office of Inspector General (OIG) is transmitting this Management Alert to elevate concerns 
regarding a complaint alleging inappropriate behavior on the part of the Washington Metropolitan 

PARP Ex. 6.1 .6 Area Transit Authority (WMATA) , at a PARP Ex. 6.1.6 

2018 ,  the OIG received an email from the PARP Ex . 6. 1 .6 
advising of a complaint they had received via their online 

"Contact Us" portal. The complaint, which included two short video cli s alle edl documenting 
the event, described an incident which occurred at on WMATA 
property involving !flilf3111 1nd an unidentified, 

�i-■i I n  the complainant's email to 1111!1 

as claiming 
complainant refers to the video clips as 
In both the email to the · .. · and in follow-up emails with OIG, the complainant claims to have 

This complaint is being forwarded to you for any action you deem necessary. The OIG does not 
intend to investigate the matter further at this time . 

cc: COUN - P.  Lee 

• 

PARP Ex. 6.1.6 



SUBJ ECT: 

FROM: 

TO: 

M E M O R A N D U M 

Management Assistance Report 

OIG - Geoffrey A. Cherrington 

GMGR - Paul J .  Wiedefeld 

DATE:  February 5, 2019 

RE: Employee Identification Cards 
OIG Case No. 1 9-0002-1 

The Office of I nspector General (OIG) has identified a common practice throughout the 
Washington Metropolitan Area Transit Authority (WMAT A) involving the duplication and 
misuse of identification badges (IDs) . OIG began investigating this issue after receiving 
notification from the Metro Transit Police Department (MTPD about the recovery of 15 
du licated IDs from a wide ran e of employees, including 

betweer !ftW@WfP 2018 and 
received anecdotal information that the practice is much more widespread throughout 
WMATA. 

The OIG's investigation focused on the reasons for the extensive duplication of WMATA 
identification badges and how the duplicate IDs were used throughout WMATA. 1 OIG 
found evidence that employees used the duplicate IDs for a range of reasons, from simple 
convenience to outright fraud. 

The most concerning of the reasons given ,  was that employees were using duplicate IDs 
to fraudulently clock each other into the Kronos2 time keeping system.3 The OIG verified 
that employees would work in groups to exchange their duplicate IDs, thus creating a 
network of individuals they could rely on to clock them in or out of work, when for example, 
the employee was late for work. The OIG was unable to substantiate how many 
employees participated in  this scheme.  However, OIG determined WMATA employees 
worked in various fields and departments. OIG is preparing a final Report of Investigation, 
which will include the identities of the involved employees. 

1Metro's Policy Instruction Manual (P/1) is void of any policy instructing employees not to make copies of their WMATA ID badges. The back of 
most IDs sta e 'It is NOT transferable' and there is no further inslruction. 
1WMATA suspended Kronos in the summer of 2018. 
3The Kronos system appears to need only a barcode on the IDs to enter an employees' time and therefore, a paper copy was sufficient. 

) 
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The OIG found that the majority of the employees were using the duplicate IDs out of 
convenience.4 Employees repeatedly stated that they were fearful of leaving their actual 
IDs at home or in another vehicle and would riot be able to enter WMA TA facilities. The 
OIG concluded that the duplication of WMATA ID badges is not isolated to one 
department, and may be a common practice throughout the authority. 

Throughout the OIG investigation, employees repeatedly stated that Special Police 
Officers (SPOs) never closely checked their badges and all they had to do was simply 
flash the duplicate copy of their ID to gain access to the secured locations. Consequently, 
the OIG conducted surveillance at six WMATA secured locations; namely New Carrollton 
Bus Division , New Carrollton Rail Yard, Carmen Turner Facility, Bladensburg Bus 
Division, Greenbelt Rail Yard, and Montgomery Bus Division, to determine if SPOs were 
checking drivers and passengers for WMATA ID badges. 

The OIG found a wide range of activity by the SPOs. SPOs at the PARP Ex. 6 . 1 .6 
Bus Divisions were thorough and checked OIG Special Agents' ba

. u on ent . In contrast, SPOs failed to check OIG Special Agents' badges at 
There were no SPOs at the secunty 

booths located at t e entrances o the ..... 5 

The OIG's investigation raises great concern over the security of WMAT A's facilities. If 
an unauthorized individual involved in criminal or terrorist activity used a duplicated ID, 
WMATA's transportation infrastructure and the Nation's capital would be exposed to 
potentially devastating consequences. 

OJG forwards this memorandum to assist management to take appropriate action and 
makes the following recommendations: 

1 .  Update WMATA's Policy Instruction Manual (P/1), to prohibit the duplication of 
WMATA IDs. Proposed language follows: 

"Employees are not permitted to make, duplicate, possess, or use imitation of 
any and all WMATA issued cards, including but not limited to, Employee 
Identification Badges, Parking Permits, Metro decals, Blue Tag cards, and 
Personnel Accountability Tags. " 

2. Distribute an authority wide communication to all employees notifying them of 
the new policy change. Instruct all employees with any copies of their WMATA 
issued cards to destroy them, or tum them in to an SPO immediately for 
destruction. The communication should detail the consequences if employees 
are found in possession or attempting to utilize duplicates of their WMATA issued 
identification cards after that date. 

4The contractor used a fake ID along with . The contractor stated that at any moment someone 
could demand to see whetherlih . training. was concerned that might leav. actual ID In■ truck sanade a copy. 
501G Agents observed several vehicles enter the unsecul'ecl properties, gaining access to trains and the roadway. 

This document contains sensitive inlounation and is the property of the WMA TA Office of Inspector General (O!G). II should 1101 be cnp ed or reproduced without the 1wiUert conse111 
of the OIG. Thfs rep011 - is forOFf!tCIAL USE ONL 't . and ,ts disciosure to unauthorized persons is prohibited in accordance with WMATA Pll 7 8.10/3- Code Of Elhrcs. Section 5.08 
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3. If WMATA reinstates Kronos, investigate whether the manufacturer can make 
modifications to the time keeping system, to ensure that employees can no 
longer use duplicated WMATA ID badges for time entry. 

4. Ensure SPOs are stationed at all secured WMAT A facility access points. 

5. Conduct additional training of SPOs regarding physical inspections procedures 
of WMATA ID badges for all employees/contractors entering a secured facility. 

Please respond in writing by February 15, 2019 to Deputy Inspector General for 
Investigations, Kimberly Howell, regarding the actions taken or planned because of this 
investigation. 

cc: COLIN - P. Lee 
INCP - E. Christensen 
COO - J .  Leader 

This document contains sensiLive informatio;1 and is the property of t11e WMATA Office of Inspector General (OIG) It should not be copied or reproduced without the written consent 
of the OIG. This repo1t is for OFFICIAL USE ONLY ancl its disclosure to unaulhonzed persons 1s prohibited in accordance with WMATA P!I 7.8. 1 0/3 •- Cede ol Ethics. Section 5.08. 



M E M O R A N D U M 

SUBJECT: Management Alert 

0 I G - Geoffrey A. 

DATE: March 1 2, 201 9 

FROM: 

TO: GMGR - Paul J. Wiedefeld 

RE: Safety Concerns 
OIG Case No. 1 9-0072-C 

The Office of I nspector General (OIG) is transmitting th is Management Alert to elevate concerns 
regarding a potential safety issue involving the purchase of unapproved bus \i(tldiei!! for 
WMATA buses. During the course of an unrelated investigation ,  O IG  learned that W ATA 
sou ht bids for the rocurement of for use on its bus fleet. 1 !fre?tm 

responded to the solicitation by bidding on one of the 
· and included what was subse uently determined to be the 

name of a manufacture � On · 201 8,  · was awarded Purchase 
PARP Ex. 6.1 .4 to supply WMATA with lifjlji1iil at a total cost o" \fillS!fl 

201 8,  and the remaining :II 
on-.a11 201 8. The liliillllilll had an approved part 

number · · l isted on labels reported ly affixed to the outside of the boxes. 3 WMATA staff 
was apparently unaware at the time of the aforementioned deliveries that the PARP Ex. 6. 1 .4 
- were not approved for use on WMATA buses and m istaken! relied on the misleading 
labels contain ing the approved part number. lirilli1ilil advised 
OIG that WMAT A first learned of the improper product substitution as a result of a phone call the 
Office of Bus Maintenance (BMNT) received from 1f1ff Pllf requesting feedback on these 

BMNT reportedly informed \ftWf Pfft that WMATA d id not use the • · - • 
then reportedly indicated that they sold these 1111 · to · ·  . lnde 

p one call and WMAT A's realization that 
1ffiilffl 1ubstituted 

PARP Ex t, I 4 

·This document c011tail1s .sf.!11si/ive /nfamatlon and Is rhe propcrry ol /ho �'MA TA Off,ce of 111spcctot Gener-at (DIG). 11 sJIOU/11 no1 oo copied a, ro/.VOduced w;1hout Ille WIii/en consent cJ OtG. 
This documenr IS IOI OFFICIAL USE ONLY, and Its disclosv,e lo vr.at#,oiized,per..Ot1S is /iloilloilcd in ai:alldance with WMATA Pll 1.8. 100 - Code ol Elhrcs, Section 08 · 
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at least 1 1  buses reportedly experienced 
theae■.a 

PARP Ex. 6.1 .4 , some within days of Installation of 

OIG's review of the available documentation revealed that lfc" • • �-• � were initial
i 18. The documentation further loo 

nd recelv ---- 0 • 
ich 
the 
that 

we h dvisad OIG th still 
on WMA TA bus I regard was inaccurate at only 
PARP Ex. 6 . 1 .4 

Since th 

reportedl 

were retumed to 

Although OIG will continue to investigate the circumstances surrounding 1(1$, if product 
substitution of the , this Management Alert is being provided so at mediate PARP Ex . 6 .1 .4 

• 01G Ila not Jet been� wllll dOCWMldallon dalalllng wt. If any, acllan was taken wllh r8lp8d to t11ei111 on ltae 11 buses. ''fllilil · waa call1ng from Ille airport aa� lntllNel atatua Ill the llme. 1 • ' • • • • 8 emaD to several ataf m8'fttieii lndlcalltd 111at WMATA axpel1enced 11m11ar problems ._  t1111lililall . . olalned ·iMP?Plld 2018 Martel Dllcrepanq Report. wlllch noeed 1tle ,eJeiEiioPfl 
and · went lnduded on 8fMral emalla 11r:WP1Tlf 1018 pettalnlng to 1h11 maaar. 

"TNI doclalall mnlln llllllllive lnbmallan 811d ii 918 � Gf 8111 YM\TA Olbf/1 hptcCDrGnral (OIG). It ltlould not be copied orllPft)duCect willOlll lllt .-CGINII of 
C.OIG. lldt drmment II far 0FF1CIAL USE ONLY. llld llldldDalne ID llllalDDlred pinn ls pllllillilad In wwwdmce .IIIIJI WMATA PA 7.1.10/3-Codeof Ellia. Seclan s.oa.· 
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ri te action can be taken to ensure the safety of the bus fleet with respect to the -
that have not been returned to the vendor. 

cc: COUN - P. Lee 

11111 doculllent CIDlllllna NIIIIIMl lnbmallan and ii Ille piapertr af Iha WMATA 01b d IIIIP8dDr Geneta1 (OIG). h lhould not be copied er niproduced wlltlaut Ille allfen WI! ol 
Ille 018. Tllildoalment Is for OFFICIAL USE ONl Y, 111d DI dlsdalura 110 UIIIUlllodzlld p111n II pldlllllad In ICClll'dllllCI 11i1t1 WMATA PA 7.8.1Dll -Cadl al Elllicl. SeC11an ua: 
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SUBJ ECT: 

FROM: 

TO: 

M E M O R A N D U M 

Management Assistance Report 
Complaint from Contractor 
(OIG Complaint No. :  1 9-0249-C) 

OIG - Geoffrey A. Cherrington 

GMGR - Paul J. Wiedefeld 

DATE: Apri l 22, 201 9 

The Office of Inspector General (OIG) received a complaint from a "Contractor'' alleging 
that Washington Metropolitan Area Transit Authority (WMATA) procurement staff were 
unresponsive to questions, making it difficult for the Contractor to bid for a project, i.e . ,  
Request for Proposals (RFP) for Task Orders 6 and 7 related to the Accounting IDIQ 
contract - for Financial Management and Audit Readiness Support Services.1 A 
Contractor employee was also informed that they asked too many questions. In 
addition, the Contractor reported an incomplete website posting for RFP # -­
the website subsequently posted an "amended" document, with its ful l  RFP, once the 
OIG notified the procurement office of the omission on the website. 

The OIG conducted a l imited review of Contractor's complaint. The fol lowing information 
outlined in this memorandum is being provided to alert you to the results of our review. 

OIG Investigative Findings 

1 .  Complaint: 

OIG interv iewed the Contractor's two senior-level employees ( i.e., "Senior Manager" 
and "Partner'') regard ing the complaint. They provided relevant emai ls and documents 
for OIG's review. During the process of the Contractor's proposals for Task Orders 6 
and 7, the Senior Manager primari ly communicated with the assigned -

1 The undisclosed contractor is one of six (6) vendors, having the base, Indefinite Quantity/Indefinite 
Delivery ( IDIQ) contract award - for subsequent task order solicitations. 

This dotumenl contains sensrtJve mformabon and 1s the property of the WMA TA Office of Inspector General (OIG) h should not be copied or reproduced -..;ttioot the wrrllen consent of 
the OIG This document is fO!' OFflCIAL USE ONl Y, and 11s disclosure lo unauthorized pmons is prohibited i accordaD:e with WMATA Pn 7 8.10/3 - Code of Ethics, Section 5.08 
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According to the Senior Manager, areas of difficulty and confusion involved_, ■ 
email and the incorrect CLM system data for the Contractor's point of contact (POC) 
for information. For example, on !ft1flfffl11j 2018, via email , the Senior Manager 
requested - to add the requestor's email address on his "event notification list" 
and anything related to !ft1fl!ffl1!l for the Contractor because the employee did not 
receive - email directly. - then confirmed that■ would do so; however,■ 
did not send the Senior Manager any subsequent event notification related emails. 
lnstead,-emails were forwarded by the Contractor's partner to the appropriate 
employee. The Contractor was the original recipient of the contract award notification. 

During the interview, the OIG confirmed that - had sent no message stating the 
Contractor asked too many questions. The Senior Manager explained the possibility 
that the employee could have interpreted - email requesting only one POC, not 
multiple POCs, asllll message that the Contractor asked too many questions. 

Separately , on 1f1fl!ffl!IJ 2018, the Senior Manager sent an email to CLM stating that 
the contractor employee (employee) "cannot locate the events" to upload Task 6 and 
7 proposals. The Senior Manager informed CLM that the employee is the Contractor's 
new POC and that - had not received any system generated emails for the task 
orders. CLM replied with a link to "User Guidance" and instruction for getting a new 
password for the Senior Manager. On !ft1fl!ffl11 2018, the CLM team -
informed the Senior Manager that the team is working on the "technical issues" and 
that the event is being extended. On that same date,_ informed all parties that 
the proposal due date for Task 6 and 7 was being extended to April 3, 2018. The 
Contractor was able to submit its Task Order 6 and 7 proposals by uploading them via 
the website portal on 1f1fllffl117 , 2018. 

On l!ii/11111 2018, -requested all vendors to send their proposals by email-as 
requested, on that same date, the Senior Manager sent - both task proposals by 
email . Or !f!!l18 2018,_ then sent an email to all vendors that - Task 
Order 6 had been awarded to -. 3 Task Order 7 solicitation had been cancelled. 

2 Clm@wmata .com serves as a "tier one" POC for vendor's technical issues such as a password reset and 
the l ike. CLM is a concept for a comprehensive, end-to-end procurement process. It bui lds on existing 
systems such as certain  PeopleSoft modu les including Purchasing,  Procurement Contracts , etc. 

3 The award was evaluated for the overall "best value" to WMATA. 

This document contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). It should not be copied or reproduced wthout the written consent of 
the OIG. This document is for OFFICIAL USE ONLY, and its discklsure to unauthorized persons is prohibited in accordance with WMATA P/1 7.8.10/3 - Code of Ethics, Section 5 08 
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PARP Ex. 6 . 1 .6 On , 2018, the Senior Manager learned that the Contractor's POC 
information had not been updated in the system. The employee again contacted CLM 
- via clm@wmata .com. On , 2018, - confirmed update of 
the Contractor's POC information by sending the employee a screen shot of the 
updated email address. 

Lastly, in another matter related to an OIG solicitation, the Contractor discussed a 
different matter as an "example" of problems with the solicitation process. Specifically, 
in 1frrl!! 2019,  the Contractor noticed an incorrect RFP # - posting on 
WMATA's website. The solicitation posting was incomplete and only contained three 
words on a single page for the RFP-there was no actual 
RFP posted on the website. The Contractor contacted WMATA's procurement staff 
regarding the problem but no one called them back. The website subsequently posted 
an "amended" document, with its full RFP, once the OIG informed the procurement 
office of the mistake. This process caused, among other things, caused a delay in the 
award of the contract. 

2 .  Interview of WMATA Procurement Staff 

a.  , of the WMATA CLM Team, was interviewed regarding 
his contact with the Senior Manager. On , 2018,_ responded 
to the Senior Manager's request for assistance (via clm@wamat.com) and 
eventually updated the employee's contact information. According to - in 
general, the CLM team serves as a "tier one" POC that addresses vendor's 
technical issues such as a password reset and the like. They do not have access 
to, nor do they provide support to specific contract event or contract business­
related information. The previous CLM responder- who exchanged emails 
with the Senior Manager no longer works with WMATA; -believed _ 
scope of work would have been as similar as his own, as ■ would not have 
provided any contract event or contract business-related support. 

b. , was interviewed regarding the 
complaint at issue. During the interview, - reviewed the task order file and 
copies of emails that he had exchanged with the Senior Manager. Regarding the 
Contractor's POC issue, - explained tha- does not have access to the 
system module that would allow - to update vendor's POC information. The 
Senior Manager was referred to contact CLM. In addition , ■ pointed to the RFP, 
Page 2, Notice to All Vendors, where it states that "it is the vendor's responsibility 
to register and update all information in WMATA Supplier Portal .  
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- acknowledged replying to the Senior Manager's email that■ would add the 
employee to■ own email list; however, ■ had forgotten to do it. Nevertheless, 
- reiterated that someone within the Contractor's office did continue to receive ■ subsequent emails regarding the task solicitation information. - explained 
that■ had asked for a single POC, as communicating with multiple vendor POCs 
was difficult for -

- explained that vendors can only upload their proposals before due date in 
the system-all six vendors submitted their proposals before due date, !!li/!JPI! 
2018. 

- did not remember ■ reason for the !!li/!JPI! 2018 email requesting all 
proposals be sent to. via email ; however, ■ explained that there are instances 
in which .would request to receive vendor proposals via email and sometimes 
even after past their due date in order to remedy technical system issues . In 
addition , - sends ■ emails to check whether or not all proposals were 
submitted and, if not, to get feedback as to why the vendor(s) did not submit its 
proposal. Regarding the Task Order 6 Procurement Record in the file, -
acknowledged■ "oversight" on ■ part that the record did not capture relevant 
information for the record. The "Proposal" part of the record did not include RFQ's 
amended proposal information and its new, extended due date, l!i:111111 2018. 
Without having a properly completed Procurement Record for ■ review, -
could not recall the specific purpose of his !!li/!JPI! 2018 email . - explained 
that the record was approved electronically in CLM. 

OIG Recommendations 

The WMATA Procurement Procedures Manual provides, among others, values and 
principles for having effective, professional customer service and for maintaining 
complete procurement records. 4 The guiding principles promote Procurement staff to be 
a resource and partner to our customers and to maintain complete procurement records. 
In this instance, the Procurement Record kept an incomplete record of its proposal 
information . In addition, albeit the vendor is responsible for updating its POC information , 
WMATA collectively gave an impression of having a lax environment by not returning 
phone calls or respond adequately to email inquiries. To that end, OIG makes the 
following recommendations: 

1 .  Management should ensure that Procurement Records accurately capture and 
maintain a record of appropriate procurement activities in the CLM system. 

4 Procurement Procedures Manual (Version 7.4) ,  August 201 7 ,  pg . v i .  

This document contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). I t  should not be copied o r  reproduced wthout the written consent of 
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2 .  Rem ind staff to  consistently mainta in their professional re lationsh ips with customers 
by responding to their phone cal ls and emai l  contacts so inquiries are adequately 
addressed . 

P lease provide a response to O IG's recom mendations by May 3 ,  201 9 .  

cc: COUN - ­
IBOP - -
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M E M O R A N D U M 

SUBJECT: Management Alert 

FROM: 

TO: 

Procurement of 8000 Series Rai lcars (MA-1 9-000 1 )  

OIG - Geoffrey A. Cherrington 

GMGR - Paul J .  Wiedefeld 

PARP Ex. 6 . 1 .6 

DATE: Apri l 23, 20 1 9  

The Office of Inspector General (OIG) conducted a review to identify the most serious chal lenges 
that WMA TA faces in the procurement of the 8000 series rai lcars . This Alert does not identify 
actions to be taken , but, is provided for information to assist in  the procurement process. 

As part of th is review, O IG contacted the Massachusetts Bay Transit Authority (MBTA) ,  
Southeastern Pennsylvania Transportation Authority (SEPTA), and Los Angeles County 
Metropolitan Transportation Authority (LACMTA) to identify chal lenges and lessons learned from 
their procurements of their next generation railcars. 

All three of these transit agencies awarded the manufacturing of their next generation rai lcars to 
CRRC Corporation Limited (China Rai lway Roll ing Stock Corporation) formerly known as 
Changchun Rai lway Vehicles Company, a Chinese state owned rol l ing stock manufacturer. The 
largest rol l ing stock manufacturer in the world ,  CRRC was formed on June 1 ,  20 1 5, with the merger 
of China CNR Corporation and CSR Corporation Limited .  

The primary reasons for the awards to CRRC, according to these transit agencies, was CRRC had 
the h ighest-rated technical offer and lowest price while offering the most robust U .S local 
employment programs. CRRC manufactures the exterior shells in one of its factories in 
northeastern China,  while the final  assembly will be completed in Springfield , Massachusetts. 
CRRC p lans to invest in a Los Angeles-based facil i ty to manufacture major components including 
propulsion and air-cond itioning. 

The emergence of the Chinese into the transit railcar roll ing stock market in the U .S .  is relatively 
new. MBTA awarded a $566 mil l ion contract to CRRC in 201 4  to bui ld roughly 404 new rai lcars 
by 2020 . A second order was awarded in 20 1 6  for 1 20 new cars to begin in 2022, making the total 
contract award amount $842 mi l l ion . 

This document contains sensitive informatioo and is 1he property of the WMA TA Office of lnspedor General (OIG). H should not be copied IX reproduced without the written consent of 
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CRRC purchased and rehabilitated a $95 million, 204,000 square foot railcar manufacturing facility ; 
a 2 ,240 foot dynamic test track, and a staging and storage area in Springfield, Massachusetts, 
where assembly of the railcars takes place. CRRC estimated that this plant, when fully operational, 
would create roughly 200 new jobs in Springfield, Massachusetts. 

In 2017 ,  SEPTA awarded a $137 .5  million contract to CRRC Massachusetts (MA) , the American 
subsidiary of China Rolling Stock Corporation. The contract includes an option for an additional 10 
cars for $24.5  million . 

During 2017 ,  LACMTA awarded a $647 million contract to CRRC to build 346 railcars. The first 218 
cars are to be delivered by 2020 and the remaining 64 cars by September 2021 . 

Reuters reported on March 27, 2017,  "that CRRC has been steadily gaining ground in the U . S. 
market. The company had won a $567 million Boston contract in 2014, and another bid worth $1 .3  
billion i n  2016 to build railcars i n  Chicago. " The Boston and Chicago awards were prior to the 
awards to SEPTA and LACMTA. To date, CRRC has been awarded five contracts in the U . S. 
totaling approximately $3 billion. 

A Washington Post article, dated January 7, 2019, raised concerns about the Chinese threat faced 
by WMATA if its next generation railcars are procured by CRRC and the resulting potential risks to 
the U . S. and Its critical transit infrastructure resulting from cyberattacks directed by the Chinese. 

On the heels of the Washington Post article, The House of Representatives, Committee on 
Homeland Security , Subcommittees on Cybersecurity , Infrastructure Protection and Innovation and 
Transportation and Maritime (116th Congress) held joint hearings on February 26, 2019, regarding 
securing U . S. surface transportation from cybersecurity attacks. A transportation cybersecurity 
expert from the Rail Security Alliance provided testimony concerning their assessment of the 
potential cyber threat risks facing the U . S. from procuring rolling stock from China. According to 
the testimony of Eric R. Olson, Vice President of the Rail Security Alliance, "Using state-backed 
financing, subsidies, and array of other government resources, CRRC has strategically targeted 
and sought to capture the U . S. railcar manufacturing sector." 

On March 19, 2019,  a bipartisan group of Senators, sponsored by U . S. Senators John Cornyn (R­
TX) and Tammy Baldwin (D-WI) introduced the Transit Infrastructure Vehicle Security Act, which 
would prevent federal funds from being used by transit agencies to purchase railcars or buses 
manufactured by Chinese government owned, controlled, or subsidized companies. Senate 
Banking, Housing, and Urban Affairs Committee Chairman, Senator Mike Crapo (R-ID), and 
Ranking Member, Sherrod Brown (D-OH), are original cosponsors of the legislation. 

"China poses a clear and present danger to our national security and has already infiltrated our rail 
and bus manufacturing industries, "  Senator Cornyn said. "The threat to our national security 
through the exploitation of our transportation and infrastructure sectors is one we should take 
seriously . This legislation will help safeguard against this threat, and I'm thankful for the support of 
my colleagues. "  

This document contains sensitive information and i s  the property of the WMATA Office of Inspector General (OIG). I t  should not be copied o r  reproduced without the written consent of 
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"China has made clear its intent to dismantle U .S.  railcar manufacturing in its 'Made in China 2025' 
plan-our economic and national security demands that we address Chinese attempts to dominate 
industries that build our nation's critical infrastructure," said Senator Baldwin. "That's why I'm joining 
my colleagues on both sides of the aisle to introduce legislation to hold China accountable because 
we need to do all we can to support American workers and American-made products.'' 

"This strong bipartisan bill protects federal dollars from being spent on Chinese buses and railcars, 
and , improves cybersecurity in public transportation," said Senator Brown. "Federal dollars should 
not support Chinese state-controlled enterprises that want to undermine U.S. manufacturers and 
overtake our supply chain that supports rail and bus manufacturing."  

This Act as proposed would ban Federal funding being spent for Chinese manufactured railcars 
and buses. It would also penalize transit agencies for the use of non-Federal funding to purchase 
Chinese manufactured railcars and buses even if done solely with the agency's non Federal dollars 
which could cause transit agencies to lose all of their Federal and state of good repair mass transit 
dollars for the fiscal year non-federal funding is used under 49 U .S.C.§ 5337. 

However, agencies like MBTA, CTA and LACMT A which already have signed contracts to 
purchase Chinese railcars will be able to issue new contracts making subsequent purchases. 

Understanding the potential r isks associated with procuring railcars from foreign manufactures, 
OIG identified the following challenges and lessons learned from MBTA, SEPTA and LACMTA 
which are applicable to any future railcar procurement regardless of the manufacturer selected . 

This document contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). II should not be copied or reproduced without the written consent of 
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OIG is concerned about the selection process to award the contract to the manufacturer who will 
build the new railcars for WMATA. The contract award process needs to include a robust vetting 
process of all competing vendors given the heightened media attention and Congressional 
concerns that have been expressed regarding the risk for selecting CRRC. WMATA will also need 
to be actively engaged in program management and quality control oversight during all aspects of 
the manufacturing process. In addition, cyber risk mitigation will be even more critical for WMATA 
to provide oversight to ensure sufficient cyber risk mitigation processes are being followed to 
mitigate threats, if CRRC is awarded the contract. 

This document contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). II should not be copied or reproduced without the written consent of 
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OIG is concerned that the technology on the railcars and rail systems could be compromised by 
the Chinese who possess cyber technologies that they will increasingly unleash on U . S. 
companies, the military , election systems and critical infrastructure posing a significant threat to 
national security , according to Dan Coats, Director of National Intelligence (DN I )  who told the 
Senate Intelligence panel in an annual hearing during April 2019 called Worldwide Threat 
Assessment. WMATA railcars travel in close proximity to the White House, Capitol Hill , The 
Pentagon, a major domestic airport, and soon a major international airport. This could allow the 
railcars to be used as platforms to gather intelligence regarding critical transportation infrastructure 
patterns and cell phone activity if critical onboard rail technology is not continuously monitored to 
mitigate technology threats. 

Another major concern is that any disruption of Metro service resulting from cyberattacks directed 
by the Chinese or any other foreign actor would have significant impact to the potential safety and 
confidence of the commuting public and could cause mass disruption . 

OIG suggests that these concerns be a factor in the selection of a manufacturer of the 8000 series 
railcars. 

This document contains sensitive information and is the property of the WMATA Office of Inspector General (OIG). It should not be copied or reproduced without the written consent of 
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M E M O R A N D U M 

SUBJ ECT: 

FROM: 

TO: 

Management Alert 
Geoffrey 

OIG - Geoffrey A. Cherrington 
.�

on 
-- WMATA 

GMGR - Paul J .  Wiedefeld 

DATE: May 23, 2019 

RE: 1 9-0393-C Data Sensitivity Violation 

The Office of Inspector General (OIG)  is transmitting this Management Alert to update you 
on the recent discovery of sensitive Washington Metropolitan Area Transit Authority 
(WMAT A) documents on a Red Line train. 

PARP Ex. 6 . 1 .6 On 201 9 at \iflf!Pff! OIG personnel boarded a Red Line train at 
Judiciary Square bound for Shady Grove Metro Station . Upon entering the first car of the 
train , OIG personnel discovered several WMATA documents on an unoccupied seat. 
These documents included technical schematics for 
PARP Ex. 6 . 1 .6  Train ing Manual, and ...... 
procedures (see attached) .  These documents were secured by OIG personnel and will be 
delivered to PARP Ex . 6 . 1 .6 

WMATA P/1 1 5. 1 2/2 - Data Sensitivity , §3. 09 defines Sensitive Data as "any data in print 
or electronic form of which a compromise of confidentiality, integrity, or availability would 
have a material adverse effect on Metro's interests, the conduct of Metro's business or the 

privacy to which individuals are entitled. " P/1 1 5. 1 2/2 , §5. 01 further establishes four 
sensitivity levels assigned to WMATA data. PARP Ex. 6 . 1 .5  

WMATA P/1 1 5. 1 2/2, §5.06(9) further indicates all 
"paper documents and f iles containing sensitive information should be secured at all 
times. " This P/I applies equally to employees and contractors. 

cc: COO - J. Leader 
COUN - P. Lee 

1 
!##ilidiil is a term referenced in both the 

manuals 
PARP Ex 6 I 5 
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INCP - E .  Christensen 

Attachments 
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M E M 0 R A N D U M 

SUBJ ECT: Ma nagement Alert DATE:  Ju ly 9, 201 9 

FROM:  

TO: 

� ... �_, 
OIG - Geoffrey A. Cherrington Geoff�ey ���.:.. ... ,. -n -..-.. -... �,......,,,, . . . . ........... ,. 
GMGR - Pau l  J. Wiedefeld 

' MATA o,,,,..,...,. . . '""'' O•W 1111'10 .U 

RE: 20-0003-1 Non-Compliance w/Licensing Regulations 

The Office of I nspector General (OIG) is transmitting this Management Alert to elevate 
concerns regarding violations of · u risd ictional u lations govern ing the use of electronic 
seals and/or sig natures for Durin the cou rse of a related 
investigation ,  the OIG learned ·· · in the Lifiili1il;I were 
providing un l icensed ind ividuals access to and responsibi l ity for affixing the l icensee's 
electron ic seals and s ignatures to WMATA certification documents. This activity could 
compromise the safety of WMAT A employees and customers. 

Reg u lations for Maryland a l low a l icensed ■ who prepares and/or  approves documents to 
use electron ic seals and/or signatu res provided that those electron ic seals/signatu res are 
under the "exclusive control of the l icensee using it.'' 1 Virg in ia and DC have simi lar 
regu lations governing the use of electronic seals and/or signatures. Virg in ia a l lows for the 
use of electronic seals anf 'f!ft a tu res when " it is under the professional's d irect contro l . "2 

DC al lows for the use of a · d ig ital signature, provided the dig ital s ignature is u nder the 
· [s]ole control by the person using it."3 

OIG contacted l icensing officia ls in the respective ju risd ictions rega rd ing the electronic 
sealing and sign ing reg u lations. Maryland Depa rtment of Labor's Licensing Board Counsel 
advised that, whi le they were unaware of any prior instances involv ing ind ivid uals other than 
the licensee having access to the licensee's stamp (seal) ,  their "first impression" was the 
l icensee was "treading on dangerous waters" by rel inquishing control over h is/her stilftt They were also "very leery" of ind ividuals other than the l icensee having access to a · ·  · 

PARP Ex. 6 .1.6 "private key" to the stamp.4 DC's Board Admin istrator for indicated 

'Section 09.23.03.09 E(2)(b)(ii) of Code of Maryland Regulations (COMAR). The reference to digilal and elecuonic seals and signatures is utilized int.erchangeably 
in this documenl 
2Title 18 Section 10,20-760 of Virginia's Administrative Code, which also applies to • • • • 
3DC Municipal Regulation 17-1516.10(a)3. RegulaUon 1 7-1516.9 provides for the p acement o either a d191ta signature Of an ntten s gnature a 1acent o or 
across the computer generated seal. 
4The OIG believes access to the "private kef refers to access lo the electronic seal. 
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it was impermissible for individuals other than the licensee to maintain or affix his/her digital 
seal and signature. The Board Administrator added , "The seal should have the sole control 
by the person who owns it ." The OIG attempted to obta.in a written opinion from Virginia 
concerning its regulation with respect to the electronic sealing and signing requirements, but 
has not as of this writing received a response. 

The OIG discussed concerns over arent lack of com liance with ·urisdictional 
regulations in this regard with 
indicate- implemented an a roval rocess several years ago for the application of 
licensed WMATA lilillUa= electronic seals and signatures in the review, 
approval, and certification of documents. iSWlt developed forms documenting the 
unlicensed individual's preparation and review, and the licensee's subsequent review and 
approval of the document(s) being certified . Following the completion of the approval 
document(s), the unlicensed individual applies the licensee's electronic seal and signature to 
certify the VVMATA document(s) . The electronic seal and signature are stored electronically 
on a cloud platform. There is no internal control preventing an individual from affocing the 
licensee's electronic seal and signature on documents without review by the .licensed 
PARP Ex .  6 . 1 .6  

:S f �fforts attempted to achieve some level of internal control over the application of 
electronic seals and signatures by individuals other than the licensed professional certifying 
VVMATA's documents. However, despite 1f!8!$Rfforts, the fact remains that this practice 
violates jurisdictional regulations since licensees do not have exclusive or sole control over 
their electronic seals and/or signatures. The aforementioned practice also does not prevent 
improper certification of WMATA documents that have not been reviewed or approved by the 
licensee, as the unlicensed employee has unrestricted access to the licensee's electronic 
seal and signature through the cloud. The OIG did not perform any comparison of WMATA 
documents certified through the non-licensee's application of electronic seals and signatures 
to the approval forms develo ed byff!Q!lt The OIG remains concerned, however, over the 
possibility that

lifjlllil could have been certified without the requisite review and 
approval by the license thereby compromising the safety of customers and employees. 

This Management Alert is being provided so that immediate appropriate action can be taken 
to safeguard employees and customers. provide notice of non-compliance if required by the 
aforementioned regulations, and to ensure 'f!St and other WMATA departments are in 
compliance with jurisdictional■ regulations going forward.  

cc: COUN - P.  Lee 
INCP - E .  Christensen 
COO - J .  Leader 
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M E M O R A N D U M 

SUBJECT: Management Assistance Report DATE: February 28, 2020 

FROM: 

TO: 

Concerns with Transformers (MAR-20-0009-1) 

OIG - Geoffrey A. Cherrington 

GMGR - Paul J. Wiedefeld 

The Office of Inspector General (OIG) is transmitting this Management Assistance Report to 
elevate potential safet and service disru tion concerns associated with transformers installed 
during the illilllillll;I 

1 

BACKGROUND 

The Office of Infrastructure Renewal Program (IRPG 
transformers at three traction ower substations ���1!!1-� 

under Contrac 
nufacture 
was awarde 
is the manu 

. n to the seven transformers installed during · · · 
, Contract

"'"
-

--
• .

...
. -.-, calls for the installation ofll additional - transformers.4 

CONCERNS 

PARP Ex. 6 . 1 .4 Following the installation of the 1ffl!Rlfl �ransformers during review 
of design and shop drawings determined incorrect current transformers (CTs) were installed 
in these transformers.5 , _ _ C_Ts are internal components inside the overall transformer. llil 
dispatched staff to the - s_u_�stations to replace the CTs, which required t�e o ening and 

artial drain in of oil from the transformers. At mana ement's re uest a reed to 

4 • · • ' o have already been installed atli substa 
5 s are in ents of the transformers, which serve as a me 
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The - transformers at the 
a seven-ciay''burn-in" period, commencing • • 2019, one of 
these transformers ex erienced a failure, resulting in significant damage. Despite testing 
while at the •••liiiil , the root cause could not be determined. 

Th�- failed transformer '!'as_ transp_orted to - headquarte_rs in IR�J\?fl to 
facilitate a com rehens1ve ins ect1on and rootcause analysis by s h1r -party 
consultant, -••• 6 - root cause analysis identified inconsistent 
crimping Rr<?ce ures an er concerns withthe workmanship of the failed - transformer. 
However, - opined the transformer failure "may have been caused by human error during 
CT replacement and may be considered as an isolated failure." Some of the WMATA 
technical staff OIG interviewed were not in full concurrence with - conclusion. 

A different - transformer installed at the llfiiillll during the same 
experienced significant issues follo negative pressure 

rea ings and excessive moisture resulted in WMATA taking this - transformer out_ of 
service on 20 1 9, approximately after being energized. Th is -PARP Ex 6. 1 .4 

PARP Ex. 6. 1 .4 transformer remained out of service for almos before being returned to service 
at the end of 2019. 

The OIG investigation also found that CT circuits on the - recently installed 1111 
transformers still have not been tested. As a result, these tran's?omiers are operating wilriout 
winding temperature protective circuits enabled as a first l ine of protection, the absence of 
which could result in substantial damage in the event of even a low-level fault. 

The OIG review of various WMATA records revealed longstanding safety and reliability issues 
with - transformers, not limited to Contract -.7 

• 

• 

· 2007 internal memorandum described a - transformer failure at 
that caused an electrical fire. An independent 

company pe orme a pos -mcident analysis, which identified irregularities in the 
transformer's connections, resulting in a short circuit. This document also indicated 
anothe .. transformer at this location was removed from service during the prior 
year atteroff' sample test results revealed internal electrical arcing. 

20 1 2  letter to WMATA acknowledged PARP Ex. 6 . 1 .4 

'I; also performed a root cause analysis. 
7 can provide source documents al Managemenfs request 

Tots document contains sens:tJve mformabon and ts the property or the WMATA Office tJf Inspector General (OIG). It should not be copted Of reproduced without the wntten consent of 
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• An - 2015 internal memorandum indicated that · · · su lied about■ oil­
filled transformers during yeaff !ffl!itf!ra- By 2012 , • ' - • • • of them were 
operating abnormally ,  including one athad failed.. .. ue o poor quality control 
and transformer ualit WMAT A En ineerin recommending that -

this recommendation. 

" Management was 
respect to - as a result of 

Despite the aforementioned concerns WMATA has continued to accept transformers on 
current r=---=-r=--=- dditional tr 

. A . .  

p Ie roug on rac s • and 

The OIG is bringing these facts and circumstances to Management's attention for immediate 
action to ensure the continued reliability of train service and to safeguard the public and 
employees. 

We recommend the General Manager/Chief Executive Officer consider the following actions 
to address the issues identified above: 

Please provide a response to our recommendations by March 25, 2020. 

cc: COUN - P. Lee 
COO - J .  Leader 

"'This document conlains sensitive infrnmabon and is lhe property of the WMATA Olffce of Inspector General (OIG). It should no! be cop!ed DI' reproduced wilhoul the wnllen consent of 
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SUBJECT: 

FROM: 

TO: 

M E M O R A N D U M 

Management Assistance Report 
(MAR-20-0026-C) 

OIG - Geoffrey A. Cherrington 

GMGR - Paul J. Wiedefeld 

DATE: April 3 ,  2020 

The Office of Inspector General (OIG) is transmitting this Management Assistance Report (MAR) 
to bring facts and circumstances to Management's attention for immediate action to ensure the 
continued safeguard of WMAT A's employees, stakeholders and assets. 

BACKGROUND 
The OIG has received multiple complaints identifying fraudulent invoice phishing schemes 
targeting WMATA and its vendors. In one instance, a vendor who did not have a relationship with 
WMATA was led to believe it was conducting business with WMATA. Unfortunately, the vendor 
was dealing with an individual who was attempting to commit fraud. The schemes reported to OIG 
are described below. 

FRAUD SCHEME ACTIVITY 
· · d to the O ·n · · · · 2020 by the li',141;iil I · ii from someone represen Ing 

which is a legitimate WMATA 
con oices and requested WMAT A 
chang [il�lill:J31iJ k account information . The e-mail was sent from an address 
resem •••liii•ill• gitimate e-mail address. -personnel believed the e-mail 
was a legI d with an attached Electron�ds Transfer (EFT) form for the 
�ent to update. The unknown email recipient submitted a modified EFT form for processing. 

PARP Ex. 6 . 1 .4 - did not verify the request with personnel at . 

submitted a payment request to Accounts Payable (ACC
llillii 11 invoices totaling $ 1 26,57 1 .44 ($63,285.72 each) . On · ·  • ·  · · 

e amoun o $126,571.44 was issued to the fraudulent account. 

• • 2020 1:1., amg■ contacted - inquiring about outstanding invoices. 
• � con i rme ey I not receiv�ment for their services and did not make a 

reques o c ange eir bank account information. - immediately notified ACCT to stop a third 
payment from being released. 
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On M9r 2020, OIG was informed that al l funds were recovered and there was no monetary 
loss� A or the vendor. Further, ACCT has implemented a procedure requiring al l requests 
for changes to banking information be submitted through the Vendor Portal. 

In a second instance, the email account of ••-Ir: itimate WMATA vendor, 
was compromised . An unknown individual posing as re uested WMATA to 
change the bank account information on fi le. WMA c ange •••• banking 
information and subsequently paid four legitimate invoices to the fraudulent bank account. Once 
notified of the error by the vendor, WMATA was able to reverse three of the four payments. One 
payment could not be reversed, wh ich resulted in c !l!MJ1 loss to the vendor. The vendor is 
sti l l  pursuing WMAT A for payment since they believe id not provide proper due d i l igence 
in researching the requested change . 

In  a third instan
-

d-party posing as WMATA placed an order, via fax, to a restaurant supply 
company cal led . This order included WMATA's tax exempt number, banking information, 
and the contact m ormation for the ACCT Manager. - believed the orders were legitimate 
and shipped the items to a non-WMATA location in �gton ,  DC. - did not verify the 
orders with WMATA. 

■ later contacted the ACCT Manager directly for payment. The ACCT Manager informed 
the invoices were fraudulent and refused payment. While WMATA did not incur a financial 

garding this incident, the vendor could not recover the equipment del ivered or payment from 
the third party. 

O IG confirmed that WMATA's tax exempt number and banking information could easily be found 
on WMATA's website. After a coordinated effort by OIG, who informed the Ch ief Information 
Security Officer, (CISO), this information was removed from the external website and is no longer 
avai lable to the public. In addition , OIG Special Agents visited the site where the items were 
shipped to obtain evidence regarding the individuals who picked up the supplies. OIG was not able 
to determine who picked up the items due to the length of time it took to discover the fraud. 

The OIG is bringing these facts and circumstances to Management's attention for immediate action 
to ensure the continued reliabi l ity of WMATA's computer network and to safeguard the public and 
employees. OIG wil l  be issuing the attached Fraud Awareness Bulletin to WMATA employees to 
bring awareness of this type of fraud and to ensure that these instances are promptly reported to 
the OIG,  who is currently investigating these matters .  

We recommend the General Manager/Ch ief Executive Officer take the fol lowing actions to address 
the issues identified above and l imit WMATA's exposure to fraud : 

1. Conduct a review of WMATA's publ ic facing website and portals to ensure no sensitive 
information is posted electronically; 

2. Put additional controls in place that will not allow staff responsible for paying vendors 
to change or alter payee financial information without supervisor approval and 
verification from the vendor after it is submitted through the vendor portal ;  

nus report contams sens1hve 1nformahon and 1s the property of the WMA TA Office ol lnspettor General \OIG) II should not be copied or reproduced w1lhout the wntten consent of 
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3. Provide periodic cybersecurity and fraud tra in ing to staff by OIG and ITCS to ensure 
they are aware of possible fraud schemes; 

4 .  Instruct staff to report E lectronic Fund Transfer (EFT), phishing schemes and other 
financial fraud attem pts in a t imely manner to ITCS and then to O IG ;  

5 .  Val idate vendor information on  a periodic basis; and 

6.  Address responsib i l it ies and l iabi l ity issues if a vendor becomes com prom ised to 
understand the impact on WMATA. 

Th is matter is being forwarded to you for review and action as appropriate. P lease respond , in 
writ ing, by May 3, 2020, documenting any actions planned or taken. 

Attachment 

cc: CFO - D. Anosike 
COUN - P .  Lee 
IBOP - J .  Kuo 
C IO - A Short 
COO - J .  Leader 
ITCS - K. Malo 
PRMT - S .  Moore 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG) . It should not be copied or reproduced without the written consent of 
the OIG .  This report is for OFF IC IAL USE ONLY, and its disclosure to unauthorized persons is prohibited in accordance with WMATA P/1 7 .8 .10/3 - Code of Ethics, Section 5.08. 
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M E M O R A N D U M 

SUBJECT: Management Assistance Report 
(OIG-20-0173-C) 

FROM: 

TO: 

OIG - Geoffrey A. Cherr ington 

GMGR - Paul J .  Wiedefeld 

DATE: May 27, 2020 

The Office of Inspector General (OIG) is transmitting this Management Assistance Report to 
inform you of serious shortcomings in WMATA's handling of a recent cybersecurity intrusion 
associated with Russian internet protocol (IP) addresses, weaknesses in some of WMATA's 
cybersecurity practices, and obstacles OIG encountered in investigating the intrusion in 
question. In particular , OIG found that: 

• The intrusion occurred on devices that had not been patched or updated for more than a 
year and that were beyond their end-of-l ife in any case. 

• WMAT A has not clearly defined who is responsible to apply critical patches on network 
devices. 

• WMATA lacks adequate procedures to assure that devices beyond the end-of-life are timely 
replaced. 

• Responsible WMATA offices did not timely inform OIG about the intrusion, have provided 
inconsistent and contradictory information to OIG, and to date have failed to provide 
requested information that OIG requires to complete its investigation. 

• As a result, OIG to date has been unable to establish basic facts, such as the extent of the 
intrusion and what precisely was done to mitigate it. 

The WMATA Compact directs OIG to conduct and supervise investigations relating to WMATA 
activities. The Compact makes no exceptions for IT activ ities or cybersecurity incidents. Even 
if several offices are involved in an investigation, as may happen in the case of cybersecurity 
incidents, the Compact calls on OIG to supervise the investigation. OIG's investigation of the 
present matter continues. This report recommends immediate actions that OIG believes are 
needed to help protect WMATA's network against cyber threats. 

Ths report contains sens1bve tnforma ton nd IS the property of the MAT A. Office of Inspector General (OIG) 'L should not be copied or reproduced w11hou1 the wnlten consent of 
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Key OIG Findings 
• On 1fU,IPC■, 2020, the WMATA Office of Cybersecurity Operations ( IT=C.,.Sr.::.:-=­

that WMATA was at risk because it was runnin vulnerable versions of the 

• In fact, an actual intrusion occurred at least as early as 'fffllffll 2020, in the form of 
outbound traffic through thr 1ftlffltftlJl!I to I P  addresses associated with Russian sources. 
According to the FBI ,  this is part o a larger foreign-based scheme identified in multiple 
locations throughout the United States. Also, since OIG was provided l imited logs, we could 
not confirm that there was no lateral movement impacting other devices, systems, or 
applications. 

• ITCS has provided some information stating that the intrusion was detected on PARP Ex. 6 . 1 .6 

but has not said by whom . ITCS has provided other information reflecting that neither ITCS 
nor the contractor co-managing WMATA's Security Operations Center (SOC) detected the 
intrusion unti' :rwrere 2020, 12 days after the fact. 

• In  response to the 'flq@arr vulnerabi l ity notice, ITCS requested the • . • •  
administrator to apply sys em pa ches. ITCS did not approve the �tches until • · • • 
2020. The patches were unsuccessful because the 1ftl;Jtffifl had alrea y 
compromised. 

• - had declared the compromised- b
.

d the "end of life" in 201 8 .  WMATA 

-
d I t atched or updated them in �ln 201 9  WMATA purchased four new 

to replace the outdated ones. However, ey did not instal l  them until after the 
m r sIon was discovered and the attempted patch on the outdated devices fai led. 

, 2020, ITCS for the first time notified OIG of this incident, reporting to us the 
vu nerabil ity notice and stating that the intrusion had been discovered on -

s no ed above, ITCS provided other confl icting information that the intrusion was 
discovered later. 

• In the course of OIG's investigation,  ITCS provided other incomplete and confl icting 
information that prevented OIG from determining all the relevant facts. This includes 
incomplete logs, precisely how and when ITCS fixed the vulnerabi l ity, and whether al l 
affected WMATA devices were made avai lable for forensic examination. The FBI  
Cybercrimes Task Force and the Department of Homeland Security (OHS) Cybersecurity 
Infrastructure and Security Agency (wh ich OIG brought into the investigation) concluded that 
they had not received all the necessary drives for each device and cou ld not reconstitute the 
devices based on the number of drives they did receive. 

• Neither ITCS, the Office of Procurement (PRMT), nor the SOC contractor were able to 
provide OIG a ful ly executed copy of the contract signed by both WMATA and the contractor. 
This contract is critical to WMATA's cybersecurity. It obl igates the contractor to provide 
managed security services protecting WMATA's entire network. 

Ths report conta111s sensruve lllforma�on and 1s the property or lhe WMA TA Office of lnspecior General (OIG) I t should not be �1eo or reproduced without the wntten oonsent of 
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• ITCS notified both MTPD and OIG of the intrusion but failed to tell either that the other had 
been notified. As a result, OIG and MTPD reported the matter to two different FBI divisions. 
The Metropolitan Transit Police Department (MTPD)  reported the intrusion to a division that 
does not investigate cybercrimes, potentially causing reputational harm to WMAT A and 
delaying the investigation had O IG not discovered the lack of coordination. 

OIG Authority to Conduct th is Investigation 
Under the WMATA Compact, Section 9(d) ,  OIG is "an independent and objective unit of the 
Authority that conducts and supervises . . . investigations relating to Authority activities; 
promotes economy, efficiency, and effectiveness in Authority activities; detects and prevents 
fraud and abuse in Authority activities; and keeps the Board fully and currently informed about 
deficiencies in Authority activities as well as the necessity for and progress of corrective action." 
There are no limitations on the types of "Authority activities" that OIG is authorized to 
investigate, and no exceptions for IT activities or cybersecurity incidents. Furthermore, the 
Compact makes clear that OIG has supervisory authority over investigations of "Authority 
activities" within WMATA, even if other elements or entities participate in the investigation. 
(Exhibit 1 )  

While ITCS plays a crucial role in  protecting the network and is the first line of defense against 
cyber threats, once an intrusion is detected ITCS has a duty under WMAT A policies to report it 
to OIG "at the earliest possible opportunity" (Exhibit 1 ) .  OIG then has a duty to investigate it, and 
to coordinate with other investigative agencies such as the FBI  and OHS as needed. The 
Compact and WMATA policies discussed in Exh ibit 1 make this clear. O IG supervises efforts 
to assess the extent of the intrusion, to identify who perpetrated it, and to identify potential 
criminal activity. OIG also has a duty to evaluate the adequacy of remedial measures. O IG's 
role is consistent with practices in the federal government, where it is common for O IGs to be 
notified of cyber threats and incidents so that they can coordinate with all relevant agencies in 
applying proper investigative techniques and forensic analyses. I t  is important to WMATA for 
OIG to exercise its authority with full cooperation from all offices because OIG agents are 
trained in preserving evidence, maintaining a proper chain of custody that courts will accept, 
evaluating the significance of evidence gleaned from affected devices and associated electronic 
records,  and testifying about our findings. 

orted to OIG that it had detected an intrusion on a 

1s a compu er ne or ev1ce o en e ps pe arm common as s. s a resu 
the notification, O IG opened an investigation and contacted the FBl's Cybercrimes Task Force. 
At some point during the investigation, O IG learned from the MTPD that ITCS had also reported 
the intrusion to them. While it was appropriate to report the matter to both MTPD and OIG,  ITCS 
never advised OIG that it had also reported the intrusion to MTPD. The lack of coordination 
caused both OIG and MTPD to report the matter to two different FBI divisions. MTPD reported 
the intrusion to the FBl's Joint Terrorism Task Force, which does not investigate cybercrimes, 
potentially causing reputational harm to WMATA and delaying the investigation had OIG not 
discovered the lack of coordination. When questioned, ITCS personnel said they forgot to 
disclose the MTPD notification to OIG.  

Tors report contarns sensruve rnforma�on and rs the property or lhe WMA TA Office of lnspecior General (OIG) It should not be copied or reproduced without the wntten consent of 
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While our investigation is still open, to date, OIG has been unable to complete it because we 
have not received sufficient information concerning the compromise. As a result, OIG thus far 
cannot ascertain if ITCS adequately preserved the evidence, determined who was behind the 
intrusion or effectively eliminated the vulnerability. OIG's investigation remains open until we 
can ascertain further information about the compromise. 

As soon as OIG learned of the compromise, we sent an email to Internal Business Operations 
(IBOP) personnel advising them that OIG had opened an investigation and requested that they 
preserve all evidence. 

OIG's investigation determined , among other details, that ITCS was initially notified of the 
vulnerability by the Center for Internet Security (CIS), Multi-State Information Sharing and 
Analysis Center (MS-ISAC) on 2020. MS-ISAC advised ITCS personnel that it 
became aware throu h a trusted third arty, that WMATA was running vulnerable versions of 

. In response to the notification, ITCS initiated action by 
reques mg sys em pa c es o e completed by the - administrator. ITCS d id not 
approve the patches unt_' 111,tlf ?020. �he patching was unsuc�essful, as the- 11n■11• 
were already com romIse . e vendor did not release a security fix to reme Ia e Is 
vulnerability until • · • • • • 2020. 

WMATA purchased new !fflPIRlll in !Ii" _ 2019 because the existing :rrrrer,: were 
declared beyond the "end of life" (EOL) by in 2018 .  The Office of Infrastructure and 
Operations (ITIO), the d ivision that purchase e new devices, did not install them upon 
purchase and could not explain why they did not install them, nor why the system was last 
patched in 2018 .  

During this investigation, OIG identified areas of concern as follows: 

1 .  Lack of information provided to OIG by ITIO and ITCS regarding device ownership ;  
2 .  Poor governance over timely system patching and replacement of assets; 
3. Inability to provide OIG with a signed contract for WMATA's managed security services 

(MSS) contractor; 
4 .  Lack of transparency with the OIG on steps taken to remediate the intrusion and failure to 

provide relevant information; 
5. ITCS's lack of understanding or clarity on how many devices were involved in the 

incident; 
6. Lack of procedures to safeguard devices as evidence; 
7. Failure to either maintain or provide OIG complete logs; and 
8 .  Insufficient staff and tools to detect intrusions and other vulnerabilities. 

In the remainder of the report, we detail the investigation to date and how these concerns have 
hampered OIG's efforts. 
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OIG lnvesti ation - Detailed Anal s is and Results 
• • 2020, OIG received an email from ITCS that read, in part, as follows: (Exhibit 2) 

2019, the outbound traffic going to IP addresses associated with 
I vulnerabilit in 

applications and other internal network resources 
from the - servers, and eventually lead to a remote code execution. 

An noun
_ 
cement of this vulnerability was made ir !ftl!ffffllf 2019, a/on

!; 
with recommended 

mitigation steps from - while the fix was on its way. On the 1'41:�iW:ll•-2020, - released firmware updates to address this vulnerability. 

• , 2019: - posted a security bulletin about the vulnerability. 
• • • , 2019: Researchers determined at least 80,000 companies in 158 countries 

were po en ,a ly at risk. ITCS was notified of this vulnerability. 
• · · 2020: WMA TA outbound traffic to Russian IP addresses associated with the 

vu nera 1 1  y was detected. A script called- was executed at 1 1 :35AM and 9: 1 1PM ET. 
• • · • • · · 2020: Mitigation patches were applied to WMATA 's 

• 1 2020: - released firmware updates for affected · ·  products. 
• · · , 2020: Ongoing investigations with key stakeholders to identify and remediate 

tmpac . 
o At 12:48 PM ET, a policy was created to drop any traffic on port 80 attempting to 

contact either of the original /Ps associated with the vulnerability. 
o At 1 :28 PM ET, it had been observed that the threat actor was performing port scans 

to find other available ports. 
PARP Ex . 6.1 .4 o There was an emergency update scheduled for the to permanently 

remediate the vulnerability. 

Business Impact 
• No current employee or customer impact. Suggests this attack is in the recon phase. 

This email d id not identify who detected the traffic on 
'flT7iF! 

and why ITCS did not report 
it to OIG until 12 da 

•
. When OIG inquired abou e - ay delay, ITCS stated that on 

, 2020, , their MSS contractor, traced the date of the intrusion back to 
2020. T e email also did not disclose that the mitigation patches applied on-

PARP Ex. 6 . 1 .6 
PARP Ex 6 I 6 

successful. 

Upon receiving the • • 
later the OHS,  Cybersecun 

email, OIG contacted the FBI, Cybercrimes Task Force, and 
nfrastructure and Security Agency (CISA). 

O IG confirmed - actions related to the intrusion by obtain ing the service ticket dated 
'ffl;JbPZP, 2020. {Exhibit 3) 
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PARP Ex . 6 . 1 .6  uestions related to the , 20 1 9  - security 
and received the following information: (Exhibit 4) 

1 .  What was the earliest date that your other clients notified you of the vulnerability and/or 
anomalies? 
PARP Ex. 6 . 1 .6 was the earliest date that a client told us that their!fflPiPlfl 1ad been 
compromised (no IOCs I IOAs disclosed). 

2.  WMATA advises, and I believe you confirmed, that on l'iiil -- posted 
·n about the vulner 

•
. How and w en , "/1'/sr'leaiii of the 

- bulletin? Did or - send that bulletin to WMATA or did 
egeT notice of it_�� e 1me -Tssued it? When d id the WMATA SOC 

receive it?" What, if anything, did - or WMATA do, to your knowledge? 

It is unknown if any individuals within WMATA regularly review 
Posts from Twitter. 

PARP Ex . 6 . 1 .4 

PARP Ex. 6. 1 .6 - sent a formal advisory (attached) [Exhibit 3] on to clients regarding 
additional information available as the exploit was discovered to be attempted in the wild 
and a certain cryptocurrency campaign did affect some of our clients. I cannot confirm 
what specific recipients, if an , received the advisory within the WMA TA SOC. Please 
note, however, that · • • • • • was the date of escalation 9-U�� findings b...a 
and I believe a phone ca oo place between WMA TA andllllfon that date regarding 
the incident and disclosing what we understood about the situation at the time. 

3.  Did WMAT A advise you or your team that on , 2020, MS _ISAC advised them 
that they are running the vulnerability? 

Not that we are aware. 

4.  I f  they had , would that have made a difference in  finding the intrusion sooner related to the 
Russian IP addresses? 

Possibly, but it is very unlikely. This depends heavily on what level of detail was provided by 
MS_ISAC and if the information would have been enough to create detection around the iii veraged to detect the compromise. This also depends on proper timing with 

IWMA TA allocating proper resources in time to build, test, and deploy the necessary 
PARP Ex. 6 . 1 .4 ring use case(s) between with the information provided. 

From,_ understanding, detection of the attack requires certain visibility at the web/ 
URL aremnbound traffic. Additionally, command and control indicators related to the 
system compromise could be a number of types of IP addresses or URLs controlled by the 
attacker. Because of this, detection of the actual compromise, unless specifically down to 
the campaign level with the specific IOCs (indicators of compromise) can be challenging. 

Th,s report conlalns sensitive infonnabon and Is the property of lhe WMATA Office of Inspector General (OIG) It should not be copied or reproduced wrthoul the wntten consent of 
the OIG Ths r� IS for OFFICIAL USE ONLY and 1ls disclosure lo unauthonzed persons is prohJbtled 111 accordance wrth WMATA P/I 78.10/4 - Code of ElhJCS Section 5.07 

#AWi; 

1a;trf1 

!1181211 



- 7 -

5. D id WMATA communicate with you between PARP Ex. 6 . 1 .6 about MS-ISAC's notification? 

Not that I am aware with the individuals I have consulted that work with the contract. 

During OIG's investigation, we found the following email dated 
that reads, in part, as follows: (Exhibit 5) 

PARP Ex. 6. 1 .6 2020, to ITCS staff 

The MS-ISAC has been informed throu h a trusted third art that our organization is 
running vulnerable versions of and/or■-

. It has recently een o serve a ere 1s w1 esprea scanning for 
This vulnerability allows unauthenticated remote attackers to execu e 

comman s RCE) on the targeted server after chaining an arbitrary file read/write (directory 
traversal) flaw. Further exploitation can allow threat actors to gain a foothold inside the 
targeted networks (CRITICAL RISK) and conduct further malicious activity, such as 
spreading ransomware. * * * 
There is currently no patch for this and- has released mitigation steps fod1,ew1 
- which requires a number of direcT'commands through the interface to a ress he 
issue. Please also reference the provided open source article for additional information to 
determine if you have been compromised, mitigation steps for , and proof 
of concept code. 

PARP Ex. 6 . 1 . 5 

ITCS acknowledged the message by replying on 1ffiUJfflRIP 2020, "We need to investigate 
immediately." While there is evidence that ITCS was tryiJ to mi,ate the problem,  we do not 
know why ITCS did not report the vulnerability to OIG or 1:� !IP; I 2020. 

We also do not know why ITCS did not report the intrusion to OIG on • · - • • • despite stating 
in its • · • • email that the intrusion was discovered on • • • • . so, if neither ITCS 
no · · · 1scovered the \ffffl811 intrusion until • · • • , we o not know why 1 2  days 
passe e o

-
detecleCI ,t""'All""events on W s ne 

·
• through the SOC. 

WMATA and · ·  co-manage the SOC. The contract requires · · · · · to provide managed 
security services in he form of co-managed security incident even management (SIEM) 24 
hours a day, 365 days a year. Event logs are generated simultaneously with the underlying 
events. The central purpose of S IEM is to detect cybersecurity incidents as soon as they occur, 
through 24x7x365 monitoring of event logs by trained individuals. 

Or !ffl!fflRTf, 2020, OIG met with ITCS to discuss the coordination of cyber events. During 
the meeting , no one from ITCS ever disclosed that they had been advised by MS-ISAC that 
WMATA was running vulnerable versions of • • • • ' . Had ITCS notified OIG,  there would 
have been an opportunity to d iscuss options an coor mate the matter more effectively. 

Despite inquiry, O IG also does not have insight into how ITCS mitigated the intrusion and the 
vulnerability that enabled it. 

Or 1ftlflf Pllf, 2020, OIG and ITCS met to discuss the c bE:rsecurit compromise and initial 
response. O IG coordinated a second meeting with ITCS on · ·  • • • 2020, and included FBI  
Special Agents from the Cybercrimes Task Force to assist m assessing the incident. 

Th5 report contains sensrtJve 111forma�on and 1s lhe property of lhe WMA TA Office of lnspecior General (OIG) II should not be copied or reproduced wrthoul lhe wntten oonsenl of 
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During the meeting , ITCS explained the following: 

1 .  WMATA's firewall detected malware and the IP  addresses were marked with 
Russian information; 

2. Three (3) hard drives were removed from three (3) devices and taken off-line; 
3. The attack could lead to possible ransomware; 
4. They found no evidence of any data extracted; and 
5. They found no evidence of movement inside the system by the intruder(s). 

O IG asked ITCS to identify how many devices were involved, wh ich applications were running 
on the devices, and when the devices were last patched . ITCS stated there were three (3) 
devices with three (3) hard drives and they only supported VPN Virtual Desktop Infrastructure 
(VDI ) .  Two (2) of the devices were located at the Jackson Graham Building (JGB) and one ( 1 ) 
backup at the Carmen Turner Facility (CTF). 

Despite the above statements, O IG was given inconsistent information regarding the total 
number of devices, hard drives, and appl ications running on the devices. OIG was not given 
sufficient event logs that would provide evidence of activity. ITCS initially informed OIG that 
three (3) devices were taken off-line as a result of the incident. ITCS also reported to OIG that 
there were three (3) hard drives (one with each device). Through interviews, OIG was informed 
that there was a fourth device and a fourth hard drive involved in the incident. As of the date of 
this memorandum, ITCS has not provided a definitive response to the existence of the fourth 
device, nor has OIG recovered it. 

ITCS agreed to provide OIG the original three (3) hard drives associated with the devices so 
that OIG could forensically examine each one. They also agreed to provide OIG with the event 
logs for the past twelve months. O IG intended to make forensically sound copies of the hard 
drives and event logs for the investigation and also provide them to the FBI to perform an 
independent forensic examination. 

, 2020, ITCS provided OIG with two (2) hard drives and logs for • ' · • 
Upon further request by OIG,  ITCS provided the third hard drive on · ·  - • 

g ur investigation, OIG requested the hard drive from the fourth device on · · · ·  
■ 2020, but never received ii

i 
has OIG received any additional event logs. Prior to turning 

over the hard drives on 'ffflf , 2020, ITCS said that they would be providing OIG with a 
letter. The letter was ad resse o the Inspector General and was from the Chief Information 
Security Officer stating , in part, the following: (Exhibit 6) 

Enclosed please find documents and other information responsive to your request, as 
described further on the back of this letter. As the investigation is current and ongoing, 
please note that the documents and other information provided are necessarily 
preliminary and incomplete. In addition, the documents and other information provided 
are customarily and actually treated as confidential, private and/or privileged by 
WMA TA. The documents and other information are provided to you on the condition 
that you treat such documents and information as confidential and do not release them 
to the public or any other third party. 

This report contallls sensruve 1nforma�on and 1s the property of the WMA TA Office of tnspecior General (OIG) It should not be ,;op1ed or reprodured without the wntten oonsent or 
the OIG This reporl is for OFFlCIAL USE ONLY arid tis dtsclosure to unauthonzed persons IS proh1b1led tn acrortlance wrth WMATA P/1 7 B. 1014 - Code of Elhics Section 5 07 
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In response to the letter, OIG stated that "0/G requested these hard drives and storage devices 
in connection with an ongoing investigation by O/G . .  . .  You are required to provide these items 
to 0/G by WMA TA Pl/ 13.4. 1. . .. 0/G does not acce t or a ree to an conditions that ou 

ur, ort to im ose on O/G 's recei t of these items. " 

PARP Ex. 6. 1 .6 On 2020, OIG contacted OHS CISA, to coordinate a call between OIG,  ITCS, FBI, 
and OHS to discuss the incident. OIG provided copies of the - hard drives and event 
logs to OHS for forensic examination and investigative assistance. 

OIG,  FBI, and OHS confirmed through their forensic examinations that the event logs were 
incomplete and only had limited activity for . Furthermore, both the FBI  
and OHS advised OIG that they did not believe they had all the necessary drives for each 
device, and they were unable to reconstitute the dev ices based on the number of drives they 
received . 

Based on OIG's forensic examination of the hard drives and limited event logs,  we determined 
there was clear internet traffic between a WMATA device and the two (2) Russian I P  
addresses. OIG found a file with the Russian specific marking in the file. OIG found evidence 
of the associated file from the intrusion. This file was deleted and discovered in the unallocated 
space of the hard drive. Because ITCS only provided OIG with limited event logs, we could 
not determine the exact date of the intrusion, even though the file had a "last modified" date 
stamp of _, 2018 . OIG was also not able to determine the extent of the 
intrusion. �) 

PARP Ex. 6 . 1 .6 

In trying to identify the roles and responsibilities of WMATA's MSS contractor, - we 
requested a copy of the contract. Neither PRMT, ITCS, nor- were able to provTcreafully 
executed contract signed by both parties. ITCS did providethetnvitation for Bid (IFB), an 
unsig

-
of the Solicitation, Offer and Award form, and the Scope of Work. The IFB was 

dated , 2018. Based on these docume
-
nts it is clear that this contract is critical to 

WMA s cy ersecurity. The contract obligates • •J• • to provide managed security services 
for WMATA's entire network as a co-manager o A's SOC. 

OIG interviewed the staff member responsible for managing the devices and obtained the 
patching logs for the devices approved by the WMATA Change Control Board (CBC). OIG 
determined the following: 

1. The devices had not been patched or updated since - 2018;  (Exhibit 8) 

2. A contract employee installed the devices in 2014 andno longer work�d for WMATA; and 
3. New devices had been purchased and available for installation since- 2019 but were 

not installed until after the vulnerabil ity was exposed and the intrusionhad occurred . 

Ths report contams senslt!Ve 1nforma1Jon and 1s the property or lhe WMA TA Office of lnspecior General (OIG) It should not be copied or reproduced wrthoul the wntten oonsenl of 
the OIG This report LS for OFFICIAL USE ONLY arid ,ts disclosure to unauthonzed persons IS proh 1ted 1n accordance wrth WMATA P/1 7 B. I0/4 - Code of Eli'lics Section 5 07 
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OIG was also told the following: 

• There were four (4\ 1ftlflfflfflfl· two (2) in JGB and two (2) in CTF ;  
• ITCS was first notified of the compromise on !ffliJIZZP, 2020; 
• ITCS staff were instructed not to make any changes until further notice; 
• ITCS advised it would continue to monitor any intruder activities; 
• ITCS installed the four (4) new devices at the end of the day on 1

"'""f!"'""1i"""!ffl-=m�,--■
-=--
;i ,  2020; 

• Hard drives were not replaced by ITCS; and 
• One compromised device supported VPN ,  while the other maintained a more sensitive 

application called Password Manager. Without the fourth hard drive, complete event logs, 
accurate accounting of all involved devices, and forensic examination of all involved 
devices, OIG cannot determine the depth and width of the intrusion . 

OIG interviewed ITIO personnel, who were not aware WMATA had purchased four (4) new 
!fflflfflfflfl in -2019. These ersonnel also did not know why the new devices were not 
installed to replace the outdated • • • • • ' as intended. 

OIG inquired about WMATA's patching policy and was advised that the affected devices were 
last patched in July 2018. OIG was told by ITIO personnel that WMATA has a good process. 
They all must go through a rigorous CCB process for approval and testing. Also, ITIO did not 
know why patching was not performed after - 2018. 

OIG asked who the owner of the !fflflfflfflfl was and an ITIO official said the devices belong 
to ITCS. Additionally , ITIO staff indicated that they were loaning out staff to help ITCS manage 
these systems. ITCS advised OIG that the devices were owned by ITIO. When asked, ITIO did 
not know what applications run on theJflfflgfflL An ITIO staff member indicated that the 
devices only supported the VPN VOi .  en informed the staff member that there were 
four (4) or five (5) applications running on the :rnflffl"!fl including one of the more sensitive 
applications called Password Manager, the sta mem er opined that IT is significantly short­
staffed. 

OIG asked ITIO if it receives any security alerts for vulnerabilities. ITIO indicated it does not, 
but ITCS does. When asked who should have submitted the request for patching the 
NetScalers, ITIO stated it is ITCS's responsibility as the owner of the devices. 

OIG is concerned about the lack of information and transparency related to this incident. We 
examined emails between ITIO and ITCS that contradict information provided to OIG. To date, 
OIG has not been provided the fourth device and is still not sure whether or not a fourth device 
exists. If the device does exist, we are concerned that it has not been adequately safeguarded 
for evidentiary purposes . 

OIG is bringing the facts and circumstances of this incident to management's attention for 
immediate action to ensure WMATA's computer systems are safeguarded against cyber 
threats. The facts and circumstances are being provided in the hope that future incidents are 
handled with transparency so that both OIG and ITCS can better coordinate these matters. 
Ultimately , it is WMATA's stakeholders who are at risk. 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG) . It should not be copied or reproduced without the written consent of 
the OIG. This report is for OFF ICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited in accordance with WMATA P/I 7 .8 . 10/4 - Code of Ethics, Section 5.07. 
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Recommendations 
We recommend the General Manager/Chief Executive Officer take the following actions to 
address the issues identified above: 

1 .  Require ITCS to produce the fourth device if it exists, so that OIG may complete its 
investigation . 

2 .  Require ITCS to produce the logs requested by OIG. 

3. Require ITCS and ITIO to clearly define roles and responsibilities for managing patches for 
all WMATA's systems. 

4.  Require ITCS to provide timely notification of vulnerabilities detected to all system owners 
and stakeholders as part of WMATA's cybersecurity incident management process. 

5 .  Require ITCS and ITIO to update WMATA's patch management process to include the use 
of automated patch management tools and utilities to assist in the timely identification and 
mitigation of vulnerabilities. 

6. Require system owners to create an inventory of what applications run on each system and 
identify those with sensitive applications and data and provide this information to ITCS. 

7 .  Require ITIO to implement an automated asset management system to timely track end-of­
life and end-of-support of WMATA's hardware and software. 

8. Require all network logs to be retained for at least 18 months to be able to discover and trace 
the origination of an intrusion . 

9. Require ITCS and ITIO to develop procedures that include timely reporting and transparency 
to the OIG of cybersecurity vulnerabilities and cybersecurity incidents. 

This report contains sensitive information and is the property of the WMATA Office of Inspector General (OIG) . It should not be copied or reproduced without the written consent of 
the OIG .  This report is for OFF ICIAL USE ONLY, and its disclosure to unauthorized persons is prohibited in accordance with WMATA P/I 7 .8 . 10/4 - Code of Ethics, Section 5.07. 



M E M O R A N D U M 

SUBJECT: Management Alert 

FROM: 

TO: 

Web Content Filtering Concern (20-0008-1) 

OIG - Geoffrey A Cherrington 

GMGR - Paul J .  Wiedefeld 

DA TE : September 17 ,  2020 

The Office of Inspector General (OIG) is transmitting this Management Alert to elevate concerns 
regarding the effectiveness of WMATA's web content filtering system in preventing access to and 
transmission of objectionable and/or illegal material through WMATA networks. In four recent 
OIG investigations, employees were found to have been using WMATA-issued electronic devices 
and/or WMATA's network in violation of WMATA's electronic access usage policy . 1 

WMATA policy prohibits use of information technology systems to access inappropriate web 
content. The policy states that web content filtering techniques are used to examine and restrict 
incoming/outgoing prohibited content, including but not limited to "sexually explicit and obscene 
material (including any and all forms of pornography , adult humor, profanity , dating 
services/personals) . "  

OIG is bringing this matter to your attention in an effort to ensure that these restricted activities 
may be detected to protect WMATA's network and to identify possible crimes from being 
committed in the future. OIG has closely coordinated this effort with the Office of Cybersecurity 
to ensure that both our offices are jointly focusing on the matter. 

The below listed OIG investigations have identified shortcomings in the current web content 
filtering protocol that may expose WMATA to significant risk. 

1 .  An employee used a WMATA-issued cell phone to receive and store several pornographic 
video files without detection . 2 WMATA pays for all WMATA-issued cell phones to have data 
plans through JM cellular network. The circumstances demonstrate employee-to violate WM po icy by bypassing the web content filtering protocol through the 
network. 

2 .  An employee3 used WMATA-issued computers, lapt
i

s, and a cell phone to access adult 
dating websites and solicit sex from a minor, for which was eventually criminally convicted. 

1WMATA P/1 1 5 .3/4 Electronic Access Usage Policy - 5.06 Inappropriate Web Content and Filtering. 
2This individual is no longer employed by WMATA. 
3This individual is no longer employed by WMATA. 

"This document contains sensitive information and is the property of the WMATA Office of Inspector General (OIG) . It should not be copied or reproduced without the written consent of the 
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3. Forensic analysis of WMATA-issued devices seized during the investigation revealed over 900 
saved pornographic files and significant activity on numerous pornographic websites. OIG 
referred these files to federal law enforcement authorities to determine whether the material 
included illegal child pornography. No child pornography was found. 

While most of the pornography was accessed/downloaded through private networks, the 
employee used at least one IP address associated with WMATA's network to access 
pornographic material . In some instances, the employee also used a WMATA-issued mobile 
hotspot device4 without connecting to WMATA's Virtual Private Network (VP N)5 to bypass web 
content filtering and access/download pornographic material undetected. There was evidence 
the employee utilized a WebKit6 to bypass web content filtering protocol and obfuscate web 
browsing activity . OIG also determined the employee downloaded "peer-to-peer" file sharing 
software to a WMATA-issued device, which exposes WMATA's networks to significant malware 
vulnerabilities. This file sharing method is also known by law enforcement authorities to be a 
common method for transmitting child pornography and other illicit material . 

4. An employee7 used a WMATA-issued computer to store and, in some cases, solicit dozens of 
pornographic files from non-WMATA individuals. OIG observed instances where some of the 
pornographic material was embedded in emails originating from non-WMATA accounts and 
transmitted through WMATA email servers to the employee's work email account. 

5 .  OIG identified an employee whose WMATA-issued computer contained evidence of at least 83 
visits to pornographic websites. This employee also utilized a WebKit to bypass WMATA's web 
content filtering protocol and obfuscate web browsing activity . OIG also found evidence the 
employee installed tools on the WMATA-issued computer to facilitate access to the "dark web."8 

Specifically , the employee visited a known dark web market site on at least 22 occasions in the 
past several years. Dark web market sites sometimes contain illegal content that users may 
attempt to purchase anonymously . 

OIG consulted with WMATA Department of Information Technology (IT) officials regard in
ftl'fiii web content filtering protocol and oversight. IT's Office of Cybersecurity (ITCS) utilizes • · • •  

firewall devices, which include a standard web content filtering software package wit content 
categories that can be restricted based on ITCS' 9icifications. ITCS renewed support for their 
existing - firewall devices from 1fl-1;iiDCI ■ 
WMATA employees who attempt to access restricted content through WMATA's network are 
supposedly redirected to an error screen featuring a notification that access is blocked due to 
restricted content. However, OIG learned ITCS is not alerted when such an attempt occurs. In 
addition, ITCS does not independently perform or receive- trend analyses identifying suspect 
behavior such as, for example, when a single user makes repeated attempts to access restricted 
content. According to one ITCS official, OIG's inquiry was the only time of which ■was aware that 
a concern regarding access to restricted content had been raised. 

4A portable electronic device that allows the user to connect multiple devices at one time, generally for a monthly service and/or data plan fee. 
5A VPN is an encrypted internet connection from an external device to WMATA's network. 
6An add-on/component to the Safari and/or Chrome web browser designed to allow the web browser to render web pages and may permit the user to browse 
anonymously. 
7This individual is no longer employed by WMATA. 
8Part of the internet that is not visible to search engines and requires the use of an anonymizing browser to be accessed. 
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OIG provided ITCS with an example from !flflfflffll 2018 in which one of the above employees 
used a WMATA IP address to successfu y access a website called "Chaturbate - Free Adult 
Webcams."  OIG believes this website to be pornographic in nature. ITCS was unable to determine 
why web content filtering failed to restrict access in this circumstance, because the - product 
does not maintain web logs going back to that timeframe. 

ITCS' research demonstrated that employees can use private networks to access restricted content 
undetected, even while using non-VPN . The ITCS official acknowledged the ability to screen all 
WMATA-issued devices for accessing restricted content regardless of geographic location warrants 
additional review, especially given the increased use of telework. The ITCS official noted that access 
to pornographic sites was especially concerning, describing those sites as "laden with malware" and 
a huge risk to WMATA's network. 

In addition, ITCS currently has no capability to identify pornographic content being sent through 
WMATA's email system. While it is possible for ITCS to scan file attachment sizes for indicators of 
pornography transmission, this strategy may not be practical from a business standpoint. Likewise, 
ITCS has no insight into what content is being sent through WMATA-issued cell phones via ­
data network. The ITCS official speculated that, while the technological capability for monitoringthese 
networks may exist, those capabilities may not be cost efficient from a business standpoint. 

OIG and ITCS agreed that pornography sites and user behavior represent a risk of exposure to 
viruses and malware. Hackers can use these sites as a trap to steal information from web users 
browsing websites. Cyber criminals can also use pornography as a lure to malware or a fraud 
scheme. The constant clicking through advertisements and content can increase the risk of installing 
malware. Also, given the embarrassment factor, this activity will likely go unreported by the employee. 

OIG recommends management consider the following actions to address the issues identified above 
and to limit WMATA's exposure to associated cybersecurity , criminal, civil, and reputational risk: 

1 .  Further assess areas of vulnerability for employees to bypass the current web content 
filtering protocol . 

2 .  Identify where ITCS' current tools/capabilities can improve security in this regard with 
minimal expense. 

3 .  Strengthen WMATA's network security in accordance with industry best practice to 
effectively prevent or identify : 
a. Access to websites containing pornographic or other restricted content, including 

dark web access; 
b. Use of WMATA email servers and WMATA-issued devices (i.e. cell phones, 

hotspots,  etc. ) to access and/or transmit pornographic or other restricted content; and 
c. Downloading of peer-to-peer file sharing software and tools enabling dark web access on 

WMATA-issued devices and infrastructure. 
4 .  Develop and implement protocols to monitor, document, and report employee violations of 

electronic access usage policy for management's immediate action. 

cc: COUN - P. Lee 
IBOP - J . Kuo 
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M E M O R A N D U M 

SUBJ ECT: Management Alert 
RAIL Employee PARP Ex. 6.1 .6 

FROM: 

TO: 

PARP Ex. 6. 1 .6 

OIG - Geoffrey A.  Cherrington 

GMGR - Paul J .  Wiedefeld 

DATE: December 22 , 2020 

The Office of Inspector General (OIG). is transmittin this Mana to elevate a safety 
concern regarding WMA TA employee 
from an anonymous individual alle in 
The caller said · · · · · · was 
- is • • · • 

OIG is providing this information and circumstances to your attention because of the sensitive 
posit ion held by 1111111. While OIG has not confirmed the information, we provide it to you to 
ensure that you address any alleged safety concerns. OIG encourages you and your staff to 
evaluate the information and take action as you deem appropriate. Should additional information 
be uncovered while deciding to take action, please contact me on • • • • • or have a member 
of our staff contact De uty Inspector General Rene Febles on • • • • • • or v ia email at 

Tus document contains senS11lve confidenbal mlormahon and 1s the property of the WMA TA Office of Inspector General (OIG) tt shall not be copied or reproduced wilhoul the written consent of 
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M E M O R A N D U M 

SUBJECT: Management Alert 
· Employee PAR P  Ex .  6 . 1 .6 

FROM: 

TO: 

OIG - Geoffrey A. Cherrington 

GMGR - Paul J .  Wiedefeld 

The � ��� 
regardin 
investiga 
backgro 

O IG recently receive 
raised concerns tha 
PARP Ex. 6 . 1 . 6 , an 

DATE: December 22 , 2020 

· ncerns 
OIG's . g the 

O IG is b · · e facts and circumstances to your attention because of the sensitive position 
held by . Management should take action as deemed appropriate, even wh ile O IG 
continu igate the matter. Should add itional information be uncovered wh ile you are 
deciding to take action, please contact me r-ini� or have a member of our staff contact 
Deputy Inspector General Rene Febles on r via emai l at lf-1;-J:1 . 

Tus document contains senS1tJve confidenbal mformahon and 1s the property of the WMATA Office of Inspector General (OIG). It shall not be copied or reproduced without the wntten conseflt of 
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dunng transm1Ss1an. handling and storage m accordance with WMA TA P/1 15.1212- Data Sens1bvity • 

ftw:J■I! 



M E M O R A N D U M 

SUBJECT: Management Assistance Report 
Pension Plan Overpayments 
(MAR-22-0001 ) 

FROM: OIG - Geoffrey A. Cherrington 

TO: GMGR - Paul J .  Wiedefeld 

DATE: October 28, 2021 

The Office of Inspector General (OIG) initiated a review of Washington Metropolitan Area 
Transit Authority's (WMATA) five retirement pension plans to determine whether improper 
payments were continuing after annuitants had died. The five pension plans are funded by 
payroll contributions from plan participants and by WMATA. OIG conducted interviews, 
gathered data, and engaged WMATA's Compensation and Benefits Office (CBO) .  As a 
result of our review, eight accounts from the Local 689 pension plan were identified as 
active accounts, when in fact the annuitant was deceased. Those eight active accounts 
should have been closed. CBO subsequently closed these accounts, and payments were 
discontinued in 2019. 

Since February 2021 , Local 689 legal counsel , through correspondence with the surviving 
family members, has engaged in reclamation efforts for the improper payments to 
individuals from these accounts in the amount of $440,219. 

The results of the review indicated that WMATA did not have an internal mechanism in 
place to confirm continued eligibility of annuitants on an annual or recurring basis, or a 
method to ensure accuracy of the data within the active annuitant records. In addition, CBO 
does not maintain up to date annuitant records because it relies on an outside source, the 
annuitant fiduciary institutions (Fl), to provide that data to CBO. Currently ,  CBO only tracks 
annuitants on Excel spreadsheets and not through an internal centralized electronic 
database. 

The absence of defined roles, responsibilities, and internal controls has contributed to a 
lack of proper oversight and communication necessary to maintain accurate annuitant data. 
Another area of concern is the failure of Local 689 officials to provide requested annuitant 
data to WMATA's Accounting Office which interferes with proper oversight of pension plan 
funding and creates the potential for overpayments by WMATA. While this review focused 
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on decedent benefit payments, WMATA should improve its policies and procedures on the 
overall management of annuitant accounts. 

CBO is the primary contact for retirees and communicates annuitant information to the F is 
for the five pension plans. There are two Fis - one for Local 689 (Truist Bank - formerly 
SunTrust Bank) , the largest pension plan, and one for Local 2 ,  Local 922, Metro Transit 
Police Department (MTPD), and Non-represented employees (The Northern Trust 
Company) .  These F is are responsible for facilitating payments to the annuitant either 
through an Automated ClearingHouse (ACH) deposit or the issuance of a check. The F is  
are currently the only sources from which CBO obtains active annuitant account information 
across all five pension plans. 

WMATA's Retirement Planning Manager is the primary contact with the F is .  The Fl cannot 
make changes to the annuitant's account. CBO or the pensioner are the only ones that can 
update or change the status. In addition, the Transit Employees Health and Welfare Plan 
(TEHWP) may receive information on annuitant status. 

It is important that all the stakeholders have a clear understanding of their responsibilities 
and that a defined process is in place to ensure timely communication. There needs to be 
assurance that updates and payments are adjusted or stopped as appropriate upon the 
death of an annuitant, and that there is a mechanism in place to confirm continued eligibility 
and accuracy of annuitant payments. 

Originally CBO provided OIG with annuitant records for 8,037 "active" retiree accounts in 
Excel spreadsheet form. When OIG compared these records to Social Security 
Administration (SSA) death index data, 2 ,379 were reported as deceased according to 
SSA. OIG presented the findings of this analysis to CBO who, upon follow-up, advised OIG 
that they mistakenly had not purged these deceased annuitants (2, 379) from the "active" 
records provided to OIG. Furthermore, CBO advised that the 2 ,379 retiree accounts were 
in fact properly closed upon the annuitant's death with no overpayments identified. 

As a result of our review, OIG found that eight Local 689 pension plan annuitant accounts 
continued to make full annuity payments to surviving family members after the retiree died, 
even though the payments should have been stopped. The improper payments were 
stopped, and the accounts were closed once OIG identified the payments. The deaths of 
the eight annuitants occurred in the following years: 2015 (1 ) ,  2016 (2), 2017 (3), and 2018 
(2). Overpayments to annuitants ranged from $6,700 to over $ 95,000. At the conclusion of 
the review, CBO confirmed overpayments to the eight accounts, which resulted in a loss to 
the Local 689 pension plan of $440,219. Based on WMATA's responsibility to contribute 
three percent annually to the Local 689 pension plan, WMATA's loss is approximately 
$13,206. Continued payments would have resulted in annual estimated losses to the 
pension plan of $220,990 and approximately $6,603 to WMATA. 
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Deceased Annuitant Ov . . a ment I Loss Totals - Sto ed A ril 1 ,  201 9  
ANNUITANT DATE OF DEA TH LOSS 

_..r---$=9=-=5:-::,o=-=a-=-5--=_5=5--; 
IPARP Ex . 6 . 1 . 6  • • • • 

Deceased Annuitant Over a ment I Loss Totals - Sto 
ANNUITANT DATE OF DEATH 

TOTAL LOSS* $440,21 9.86 

$29,244.70 
$82 ,842.87 
$41,269.57 
$6,712.39 
$8,769.85 

ust 1 , 2019 

$80,515.94 
$95,778 .05 

*Gross Loss due to State or Federal taxes, according to WMA TA 's Benefits office. 

Amount Saved One Year from Termination of Annui 
ANNUITANT GROSS FINAL PAYMENT 

.PARP Ex . 6 . 1 .61 
• I 
• I 
• I 
• I 
• I 
• I 
• I 

$2 ,138.41 
$1,499.49 
$3,042.27 
$2,226.33 
$1,306.14 
$1,466.60 
$2,296.49 
$4 ,440.11 

TOTAL SAVINGS I $220,990.08 

X 1 2  MONTHS 
SAVINGS 
$25,660.92 
$ 1 7,993.88 
$36,507.24 
$26,715.96 
$15,673.68 
$17,599.2 

$27,557.88 
$53,281.32 

OIG identified areas that need improvement to maintain an accurate accounting of el igible 
annuitants in  CBO annuitant records, ensure proper record keeping and payment to 
annuitants, and develop a defined workflow process among all stakeholders for managing 
annuitant accounts. WMATA should develop an electron ic database sim ilar to PeopleSoft 
or a subset of PeopleSoft to manage retiree data and annuitants. CBO should maintain an 
up to date, internal database on active retiree annu itant accounts and not rely on the F is 
for this data. 

In Apri l 2021, OIG obtained the "current" data on active retirees who were issued Retiree 
OneBadges (access to bus and rai l  badges) from the Office of Badging and Credential ing 
(OBC), which is under the Office of Security and Infrastructure Protection, MTPD. As a 
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result, OIG received in Excel spreadsheet form a list of 5, 901 "active" retirees with a 
corresponding OneBadge issued to them. However, during a random sampling of the first 
100 retirees on this list, seven were identified through open source data as being deceased. 
When OIG followed up, OBC acknowledged that the spreadsheet was not up to date and 
advised that there was currently no mechanism in place to regularly check the continued 
eligibility status of retirees with issued badges. 

To better define roles and responsibilities within the process, OIG recommends that 
WMATA develop consistent standards and processes to ensure: (1 ) reliable data matching 
with both internal and external stakeholders; (2) confirmation, on a recurring basis, of the 
living status of annuitants either through SSA death index data checks or through 
commercially available data sources; and 3) timely notifications and updates of an 
annuitant's death to the paying F is ,  the pension plan officers, health care providers, 
TEHWP, and WMATA's Badge and Credentialing Office. CBO should also notify the Office 
of Accounting when an annuitant dies. This would help ensure that WMATA's contributions 
to the plans are accurate and mitigate erroneous payments to the plans as well. 

OIG is encouraged by the actions being taken by CBO to ensure that future overpayments 
do not occur, and notifications of an annuitant's death are identified and received timely. In 
June 2021 , CBO advised OIG that steps had been taken to ensure future improper 
payments do not occur. A "Death Audit Report" will be run through the SSA on a quarterly 
basis. The F is  will notify CBO when informed of an annuitant's death , and a formal 
communication agreement has been established between CBO and TEHWP to make 
monthly reports of annuitant deaths. 

However, it is critical that CBO have formal written policies, procedures, and internal 
controls in place to confirm the eligible status of annuitants. In addition, these internal 
controls should ensure that payments are stopped or reduced to survivor benefit levels, 
deceased annuitants are purged from the active records, and that all stakeholders are 
notified of an annuitant's change in status. By taking these actions, WMATA will ensure that 
the pension plan funds are being properly administered and protected. 

We recommend the General Manager/Chief Executive Officer take the following actions to 
address the issues identified above and apply these controls to the other pension funds to 
mitigate erroneous payment contributions made by WMATA for all pension funds: 

1 .  Establish a centralized automated database that will serve as a single source of truth 
to track retiree data and benefits for all stakeholders that manage aspects of retiree 
benefits, i .e. CBO, Accounting and MTPD. 

2 .  Establish written policies and procedures for all WMATA stakeholders to enhance 
collaboration and consistent process in managing the various aspects of retiree 
benefits including validating WMATA's contribution payments to the union for 
pensions and validating the badging and credentialing for authorized retirees. 
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3. Formal ize an agreement between WMATA and SSA to obtain SSA quarterly Death 
Index wh ich al low for quarterly match ing to val idate WMATA records of retirees. 

4. Establ ish formal sharing agreements with the union pension trustees to obtain 
retiree data on a regular basis to al low for match ing against WMATA, Fl ,  and SSA 
data as part of an ongoing data val idation process. 

5. Establ ish an annual certification process to val idate active annu itant records and 
identify deceased or inactive retiree accounts. 

6. Establ ish a process to certify the accuracy of annuitant data to be used by WMATA's 
Office of Accounting to m itigate erroneous payment contributions to union pension 
funds. 

In  addition to this Management Assistance Report, the Office of Investigations has also 
issued a Report of Investigation. 
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M E M O R A N D U M 

SUBJECT: Management Alert 
(MA-22-0001 )  

FROM: 

TO: 

OIG - Geoffrey A. Cherrington 

GMGR - Paul J. Wiedefeld 

DATE: November 5 ,  202 1 

The Office of Inspector General (OIG) is transmitting this Management Alert to elevate 
concerns re ardin the inte rit of the rocurement rocess for a federally-funded contract, 

. OIG has obtained and 
deration on this contract 

were provided insider information and internal WMA TA solicitation documents before the 
public release of the solicitation. 

OIG received information that an in ui was made from an associate of vendor, 1111111, 
regarding the solicitation for • • · • • • ,  which had not yet been ublicl releas� 
determined - had been approached by another vendor, 
-• wriowasln possession of internal WMATA solicitatio cumen s, o inc u e e 
urirereased scope of work (SOW). Accord in . �o _ •• was seeking :fl!!Slfl 
partnership in bidding for the contract because did not have the independent capacity 
to provide the requested 

When interv iewed by OIG, - confirmed they sought partnersh
-

lilalll for this 
contract and received intern�ATA solicitation documents. The · · · · · · 'owrierstated ■ 
had been contacted telephoni� an unknown indiv idual claiming to have insider 
information on the contract. The iilll owner ultimately received hardcopy internal WMATA 
solicitation documents, including the SOW, from this individual during a subsequent in-person 
meeting in exchang�commitment to hire the individual as a subcontractor upon 
contract award. The llll(owner did not have sufficient information to conclusively identify 
the source of the non-public WMATA solicitation documentation. OIG's investigation into the 
identity of this individual is ongoing. 

owner who had l ittle capability to independently provide the requested -
, subsequently shared this non-public solicitation documentation wil'fiJI 

in an attempt to develop a joint bid for the contract. - confirn:t.�� this account of 
events and provided evidence of the documentation they received from -• explain ing 
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this i.�-�hat_ led to .. solicitation inquiry with the PRMT official in- 2021. -
PARP Ex . 6.1 .4 and - ultima e y su mitted separate bids for . 

IG , that t 
ing to P 
this mee 

At this time, OIG cannot confirm how many other bidders on this solicitation, if any, also 
improperly received WMATA sol icitation documents or pricing information prior to their bid 
submission. OIG continues to investigate the matter to determine if any other company may 
have received the information and from whom. 

We are bringing these facts and circumstances to Management's attention for immediate 
action to ensure the integrity of the procurement process is maintained and to help safeguard 
WMATA's funds from improper use. 

Should you need further information, please contact me at 
that you please �rovide OIG with any action taken by 
memorandum byl;fl;Jijfff19 2021. 

PARP Ex. 6 . 1 .6 . I am also requesting 
management response to this 

cc: COLIN - P. Lee 
IBOP - J. Kuo 
PRMT - S. Moore 
MARC - E.  Sullivan 
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M E M O R A N D U M 

SUBJECT: Management Alert DATE: Apri l  5 ,  2022 
Counterfeit Bus Parts (MA-22-0002) 

FROM: OIG - Rene Febles 

TO: GMGR - Paul J. Wiedefeld 

The Office of Inspector General (OIG) is transmitting th is Management Alert to elevate 

to WMATA. 

Background 

ardin the integrity of bus parts purchased from the vendor, • 1 • • � 

. OIG has verified evidence that - has sold coun e eI goo s 

In 2016, WMATA p
-

ublic sol icitation for additional inventory bus parts under WMATA 
sol icitation number • · • • · · . The sol icitation was for bids on approx imately - line item bus 
parts for WMATA's us inventory. In add ition to the other prerequisites, the wrnten sol icitation 
re uired all parts quoted in the bid indicate the manufacturer/brand name and part number. 1 

• · • •  · · vendors submitted a bid , to include · · · ·  • • submitted a bid for approx imately ii 
o e me i tems. •· · l isted • • • • • ' as e manufacturer for all line items in their bici 
along with the • • • • • ' part numbers associated with each l ine item in their bid -
• was a W -approved brand name for these parts) .  

1111 was dee!':l_ed to be the l(?�est bidder for approximate! · of the l ine items submitted. 
Asa result, in · · of 201 7, . was awarded a llliilll contract to 
supply those • • • • • ' l ine items for WMATA's bus inventory needs. WMATA exercised 
option ears or Is con ract and entered into modifications, increasin the contract value to •· • • Since 201 7, WMATA has paid - more than · · · ·  • · under this 

In addition to this contra£L.III has sold items to WMATA through a series of smal ler 
contracts, dating back to -:-as well as through purchases made by WMAT A Purchase 
Cards. 

1 If the vendor proposed an alternate part. they had to provide proof that the product complied with industry standards. to indude analysis reports from an accredited 
independent laboratory. 
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Investigation 

OIG received an allegation throu h our hotl ine that indicated - was sel l ing counterfeit 
products to WMATA, to include • • • • • r. . OIG initiatedan i nvestigation into this 
al legation. As part of this inve d Material D iscrepancy Report 
fr WMATA Supply C 

=
· --==--=---� · · ten of th 

inspectors 

PARP Ex. 6. 1 .4 

The OIG investi ation is currently ongoing. The allegation of counterfeit parts was not l imited 
to ••• . At this time, OIG cannot confirm how many other items received from 

ave een counterfeit goods of i nferior qual ity. OIG is bringing these facts and 
circumstances to Management's attention for immediate action to ensure the i ntegrity of 
WMATA's inventory and to ensure the safety and rel iabi l ity of WMATA's Bus fleet. 

At th is time, OIG requests that you l imit the sharing of th is i nformation to only those ind ividuals 
who wi l l  aid in determining any information needed to fully assess the matter. As a lways, OIG 
is wi l l ing to assist in any way necessary. 

cc: COUN - P. Lee 
COO - J .  Leader 
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