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(U) MESSAGE FROM THE FBI DIRECTOR 

(U) The I~Bl's mission is simple to say but profound to execute: protect the American people and uphold 

the Constitution. Every day, the men and women of the FBI strive to carry out this mission. v\Thether it's 

thwarting a would-be terrorist, disrupting a spy ring, preventing cyber attacks, dismantling a dangerous 

gang, or returning a missing child to her fomily, our work never ends. 

(U) Almost two decades after 9/11, many still do not fulJy understand the role of this national security 

organization. \,Vhether investigating a threat through one of our many multiagencytask forces, providing 

training to our international law enforcement partners., collaborating with the intelligence community 

on emerging technical capabilities, or producing intelligence for senior policymakers, the FBl's 

complementary intelligence and law enforcement capabilities uniquely position us to carry out our role as 

the lead for investigations of threats to the United States----- both domestically and overseas. 

(U) For more than a century, our reputation as a premier intelligence and law enforcement organization 

has been based not so much on all our successes in addressing threats, but on the way we accomplish 

our work. At our best, we're focused on being true to our distinctive core values: respect, objectivity, 

and independence. Executing our mission with objectivity and independence and following the facts 

wherever they may lead, to whomever they may lead, is paramount. In recognition of these values, the FBI 

takes seriously the recommendations from various oversight elements' review of the Crossfire Hurricane 

investigation. Vve have made changes and will continue to make changes to strengthen our organization 

and ensure we exercise our authorities with objectivity and integrity. 

(U) Transparency and accountability are the bedrock of ensuring we maintain the trust of the people we 

serve. As part of this effort, we share a wealth of material on our website about our organization and our 

work. To complement that information, the materials being shared with you provide a window into what 

we can't share with the public: the sensitive techniques and methods the FBI uses to carry out our mission 

to defend our nation from foreign adversaries, terrorists, criminals, and others who seek us harm, 

(U) In these materials, you'll see four themes that describe the foundation of our work and the challenges 

we face. The first is about the FBI brand. It's about who we are and building on the brand that matters the 

most - not the views of the pundits or the prognosticators or the armchair critics, but the views of the 

people we actually do the work with and for. The second theme is a focus on partnership and teamwork in 

everything we do. 'Ihe third is process - making sure we ·re not just doing the right thing, but also doing it 

in the right way. And the fourth is the need for innovation and a focus on the future. 

(U) I hope these materials give you a better sense of who we are, and the depth and breadth of our unique 

role and capabiltties. vVe look forward to meeting with you to tell you more about the work we do and how 

together we can carry out our oath and duty to the American people. 

(U) "Ihanks for letting us share our story with you. 
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(U//FOU8) THE FB l'S UNIQUE DOMESTIC RO LE 
(U) Every threat the natl.on faces•···· whether from 
terrorism, gang violence, espionage, or opioid abuse - is a 
threat to our national security. \'\Tith more than a century 
of experience, the FBI's complementary intelligence and 
law enforcement capabilities and responsibilities make us 
uaiqnely pos itioned to address threats while protecting 
civil liberties. As both a component of the Department of 
Justice (DOJ) and a full and long-standing member of the 
U.S. lntelligence Community (USIC), the FBI serves as 
a vital link bringing the intelligence and law enforcement 
communities together to support po1ic.y decisions and 
protect the American people and uphold the Constitution. 

(U//~ 1he FBI is the primary inte1ligence and law 
enforcement organization in the United States and the 
only member of the US [C with broad authorities and 
responsibilities for carrying out investigations of threats to 
the United States •··- both domestically and overseas. In this 
role, the FBl is also responsible for coordinating clandestine 
collection of foreign intelligence and counterintelligence 
from human sources in the Un ited States. 

(lJ) Because of the FBI's authorities., we serve as the 
Domestl.c Director of National Intelligence (DN l) 
Representative. The FBl's lead role in establishing an 
integral ed, coordinated, and foc used USlC domestically 
enables the U.S. Government (USG) as a whole to inform 
and collaborate with our partners and mitigate threats. 
1he FBf must understand the threats we face at home and 
abroad and how those threats may be connected. National 
security and criminal threats often intertwine, and the 
integration of intelligence and criminal investigations 
uniquely positions the FBI to identify and address threats 
and vulnerabilities across programs. 

(U/~ ) 'The FBI has a responsibility not only to 
understand and ide:nti fy foreign threats but also to act 
on this intelligence domestically to mitigate them. The 
Bureau does this by drawing on all our legal authorities•···­
law enforcement and intelligence - to enable operational 
capabilities. 1he wall that separated national security and 
criminal investigations before 9/11 is no longer a barrier 
and it is important we not build it back I 

(U/.~ )) Arrest and prosecution are also valuable 
tools in this arsenal because the impact can reach far 

beyond the individual, especially in the mitigation of 
threats. For instance, attenhe FBl issues an indictment 
in an investigation, other parts of the USG can use the 
intelligence gleaned to impose additional penalties on the 
responsibl,e party ...... which may be a foreign o;ition-state 
actor. '111ese actions include{ 

(U) 'The fBI also shares with onr public and private 
partners some of the intelligence and information we 
collect to help prevent and mitigate threats. As one 
example, to carry out our counterterrorism mission, FBI 
field offices may alert state and loca l la1,v enforcement, 
USIC, and military partners, as needed, about a potential 
threat to swiftly coordinate and decontlict while jointly 
acting together to prevent an attack . As the agency 
responsible for investigating cyber threats from nation­
states, terrorist: organi:z.ations, and transnational criminal 
enterprises, the FBl may share information from these 
indictments with 

See tlie FBJ's Cyber ...., ___ ..,........,,.....,,..... ..... ---..---' 
Strategy Spotlight for more inf or,natio1t. 
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(U//~) 1hc FBI's reputation and law enforcement 
capabilities arc renowned worldwide. Halfof the FBl's 
mission priori! ies reflect this t rad it ion all aw enforcement 
mission and the FBf's longstanding and continued 
important role in addressing federal crime and supporting 
our state and local law· enforcement partners. The FB[ 
plays a unique role as the sole agency responsible for 
protecting civil rights and combatting public corruption at 
all levels. 

(U/./~ Although the FBI is not solely responsible 
for mitigating Transnationa1 Organi:z.ed Crime (TOC), 
the FBl has unique capabilities to address this threat. 
DOJ is the only department th,1t can bring both criminal 
investigations and prosecution and intelligence authorities 
to bear against TOC ta;:gets. Because of these ,rnthorities, 
the National Security Council designated the FBI., through 
DOJ, as the executive agent (agency responsible for 
developing technical, policy, and governance mechanisms) 
for carrying out national policy for addressing TOC 
threat actors and providing vital information to both law 
enforcement and intelligence partners. 

{li/l"fet!o ~ "J11e FBl's international, state, local, and tribal 
law enforcement. pa 1i:ners rely on those capabilities for 

information sharing, operational support:, .ind training 
to address crime and violence in the 21st century. 
Our cooperation with our law enforcement partners 
is especially effective in addressing violent crime and 
offenses against those who cannot defend themselves, such 
as crimes against children and human trafficking. 

(U/ /~ \Vhcn a crisis docs occur anyw·here i:n the 
world, the I;Bl must be ready to respond. 'Ihe FBl 
maint.i ins a number of national assets, some o fwhich 
require carrying out unique responsibilities for the USG 
to respond to even the most complex situations, including 
countering explosives, hostage rescue, and aviation. See 
the Spotlight on the FBI's Crit'ical Incidimt Nctt"i()nal .Assets 
for more informatio11. 

(U) "Jhe FBl's public website documents some of these 
capabilities and responsibilit ies and the indispe:o s,1ble 
role the FBI plays in keeping the nation safe. Few know 
or understand how the FBI rnarries these capab ilities 
with our intelligence function to serve as that vital 
link betv,reen the intelligence and law enforcement 
communities to better protect national security. 'l11ese 
materials tell that story. 

(U) FBJ Pt:rsonne!Aboard an1tir Fon:t: Piane 



(U//F0BB-) INVESTIGATIONS: INTELLIGENCE AND EVIDENCE 
(U//~The FBI carries out everything we do, the 
investigation of reported criminal activity and the 
collection of intelligence, within the parameters of the 
Attorney General's and the FBI's domestic intelligence 

operations guidelines to ensure the protection of privacy 
and civil liberties ofU.S. persons. Under these authorities, 
the FBI conducts activities using the least intrusive means, 

requiring an authorized purpose to review records outside 
of an authorized investigation. l\fore invasive techniques, 
such as the acquisition of private records or surveillance, 
require an authorized investigation. 

(U,'A-~BI special agents work these investigations 
with a team of FBI employees: intelligence analysts, 
language analysts, forensic accountants, computer 
analysts, and others inside and outside of the FBI to collect 
intelligence, evidence, or both. 'vVhether the FBI initiates 
the investigation based on a violation of federal law or as 
a result of intelligence about a potential threat, the FBI's 
authorities include - depending on the circumstances -

both criminal and intelligence tools to collect information. 
1he FBI does all collection in accordance withAttorney 
General guidelines and with oversight from several 
components, including DO J, the Office oft he Inspector 
General, and Congress. 

(U//~ ln the years since the 9/ l l terrorist attacks, the 
FBI has undergone a paradigm shift in the way ,ve collect 
and use intelligence. 1he FBI has always collected and 
used intelligence, but we did so primarily in the context of 
crimes already known to the FBI. Today, the FBI does not 
just use intelligence to advance our operational mission 
and solve a particular crime. vVe also prioritize collecting 
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and sharing intelligence with partners to develop a 
comprehensive picture of threats and to understand how 
those threats intersect across actors, criminal violations, 

and national security concerns. TI1 is strategic approach 
enables the FBl to disrupt threat actors before they act1 

either by taking action ourselves, informing other agencies 
with authorities to address the activities, or working 
with policymakers to use the broader capabilities of the 
USG to address the identified threat. In turn, intelligence 
drives how we understand threats, bow we prioritize and 
investigate these threats, and how we target our resources 
to address these threats. 

(U) Like other intelligence agencies, the FBI collects, 
exploits, disseminates., and analyzes intelligence. 'lhe FBI 
is a producer of both raw and finished intelligence that 
address the strategic, operational, and tactical intelligence 
needs oftnternal and external customers. 

(U/ffOUO) \'Vhile the FBI uses our intelligence to advance 
our operational mission, we also have increased efforts 
to produce intelligence for external customers. This 
intelligence reflects the unique perspective of the FBl -
the threat to the domestic territory and its citizens based 
in part on the Bureau's unique collection capabilities and 
our domestic law enforcement partnerships - to present a 
foll picture of the threat to our partners and policymakers. 

(U//~ Through an array of FBI analytic products 
and contributions to community products disseminated 
through the National Intelligence Council and the 
President's Daily Brief (PDB), for instance, FBl 
intelHgence reaches a broad spectrum of consumers. 
These customers range from the President and other 
policymakers, to intelligence partners, and to state, local 1 

and tribal law enforcement partners. For FY 2019, the FBl 
shared more tharc::]analytic products. Regardless of b7E 
the type of contribution, the FBI adheres to documented 
guidelines related to the inclusion and sharing of U.S. 
person or U.S. business information in intelligence 
products. 

(U//~ The tools the FBl uses in our investigations 
take many forms, including recruiting potential human 
sources; acquiring records through various legal 
processes 

out t reats overseas; an 
supporting our federal, state, local, and tribal partners to 
exercise their distinct authorities to disrupt plots before 
they cause harm. 
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communities both domestically and overseas. Task forces, 
cross-agency leadership responsibilities, legal authorities, 
and various technical capabilities are just some of the 
FBI's unique contributions to the U.S. national security 
apparatus on a daily basis. 

(U/;ffl•~~Dorne,Uc DNI Repre,entafi11e Program 

(U/7'rtette7·Because of the FBI's responsibilities, 
authorities, and capabilities, the DNI designated the FBI 
as the Domestic DNl Representative in 2012. i\cross 
the FBI, the senior FBI executives in 12 field offices 
serve as Domestic DNl Representatives. In each of these 
locations, the FBI establishes regional issue- and threat­
based working groups and holds quarterly meetings with 
USIC representatives, and law enforcement partners 
as applicable. 1hese efforts improve cross-agency 
communication and integration to focus each region 
on priority concerns, reduce duplication of effort, and 
develop opportunities for engagement. 'lhis integrated, 
coordinated, and regionally focused USIC enhances 
collaboration between intelligence and lav,' enforcement 
partners, enabling the USG to more effectively identify 
and mitigate threats. 

(U) Domestic Director of National Intelligence 
Rt~prfsentative Regions 

(U/1~~ Idwlity foteUigence 

(U//ri~, 1he FBI plays a critical role in implementing 
National Security Presidential Memorandum 7 (NSPlVl-
7) and NSPNJ:.-9. These presidential policies dire ct 
the USG to identify, integrate, and share threat actor 
information using technical architectures and integrated 
systems as well as share immigration and visa data to 
identify previously unknown threat actors. ·111rough 

DOJ, the FBI is serving as the executive agent for cyber 
and TOC, building knowledge-bases on these threat 
actors. In addition, because of its authorities to bridge 
both intelligence and lav,r enforcement analytical and 
operational elements, the FBI, through the Terrorist 

(U//~ These collective capabilities allow the FBl to 
provide several unique contributions to the intelligence 

Screening Center (TSC), isl 7 
[ j 



(U/ft:ES,-:Ihis effort will address intelligence gaps -

bridging unknown and known threat actors - and 
provide our international and domestic partners with a 
common operating picture to address converging threats. 
See the Spotlight on National Security Threat.Actor Global 
Detection Program for more information. 
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Wi 

:u, . . 

,____ _ _.., 

(U1~'fZf.lUOtCmmnHtee on .Foreign fovestmeut: i!X tl-et­
United States 

(U/,~) 1he FBI played a leading role in supporting the 

Committee on Foreign Investment in the United States 
(C ffUS) even before the 2019 passage of the Foreign 
Investment Risk Review Modernization Act (FlRRMA), 
which updates C F !US processes. FBI foreign investment 
experts provide analytic support to the DNl., which 
generates a National Security 1hreat:Assessment for 
every transaction flagged for C F I lJS review. The F Bl also 
provides intelligence and operational support to DOJ, 
which serves as a voling rnernber of the CFI US committee. 
'Ih isinput leverages the FBl's intelligence, c riminal 
information, and expertise •·-· particularly on the goals 
and intentions of foreign adversaries - to identify and 
help resolve any potential t:hre.ats foreign investment in the 
United States ca n produce. 

(U//~ Foreign adversaries use a variety of techniques 
to achieve their intelligence and foreign pol icy objectives 
against the United States. FIRRMA expands CFIUS's 
jurisdiction to include severa l aspects of fore ign 
investment brought to the attention of Congress by the 
FBI, particularly in the area of "non-notified" transactions. 

fa, n b,fo,·, F IRRMA, CF IUS rnli,d on( J 



( U1/~Homeland Jntdlignu:!? lfrh:,f 

(U//~ To help inform policymakers with strategic 
and operational intelligence affecting the U.S. Homeland, 
the FBI developed the Homeland Intelligence Brief 
(HlB) product line. Launched in August 2017 to provide 
the lJSlC and relevant law enforcement agencies with 
a platform specifically for forecasting and explaining 
homeland-related threats across all threat program 
areas for senior policymakers, HIB products serve as a 
complement to the PDB, which focuses predominantly 
on overseas matters. Like the PDB, the HIB requires 
USIC coordination and aims for community consensus in 
explaining the captioned issues. 
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(U//fHOO) INNOVATION: AHEAD OF THE THREAT 
(U//~) The urgency of the .FBI's mission keeps us laser­
focused on our day-to-day work protecting Americans. 
.At the same time, we also work hard to position the FBI 
ahead of the threat. The FBI must keep finding new ways to 
be more efficient, nimble, agile, and resilient. At its heart, 
agility is more than moving rapidly from case-to-case_; 
it is the capability to be innovative, one of the .FBI's four 
strategic objectives. Innovation is not only about using 
new technology, but is also about the development of ne,v 
strategies, processes, and partnerships to keep the FBI 
ahead of the threat. It is the ability to devise new solutions 
and new ways to exploit emerging technology, such as SG 
and artificial intelligence, just as the FBI established the 
FBI Laboratory in its early days and made use of biometrics 
when that technology was emerging. 

(U//~ The .FBI has enhanced our agility to shift 
resources and priorities to address evolving threats both 
domestically and abroad. This strategy includes an annual 
Threat Review and Prioritization (TRP) process, which 
provides a standard method for FBI Headquarters, field 
offices, and Legats to identify and prioritt2 c threats in every 
program. i\.ccompanying the TRP is the Consolidated 
Strategy Guide, which provides the national strategy and 
sets expectations for mitigating each prioritized threat. 
'TI1is guide also features direction on each operational 
program's national initiatives as welJ as intelligence 
production recommendations. The .F'B I encourages DO J; 
the U.S. Attorney's Office; and other federal, state, and local 
partners to participate in the TRP discussion. By assessing 
and prioritizing threats in this way, we strive to place the 
greatest focus on the gravest threats we face. 'This gives us a 
better assessment of what the dangers arc, what's being done 

we are collecting. These tools help the FBI idcnti fy 
previously unknown subjects, associates, and potential 
sources more quickly . 

about them, and where we should prioritize our resources. .,...i.;Oj)i'.:,. '~":::·· ~::r, _______ _JL __________ ..., 

(U//~ 'l11e FBI measures performance and assesses 

progress against the threats through the Integrated Program 
.Management strategy; a set of performance metrics the FBI 
establishes at the start of the fiscal year based on input from 
various program representatives with the approval from the 
executive overseeing the operational program. 

(U//~ For the FBI to remain agile in stratcgic:alJy 
identifying and addressing threats, we must effectively 
use technology and tools to help exploit the information 



(U) Dark iVc/J 

(U//~ Every day around the world, millions of people 
use hidden service websites on the Dark Web----- overlaying 
networks operating on the public internet, but requiring 
specific sofi:ware, configuratlon, or authorization for users 
to access. 'Ihese hidden service websites are anonymous., 
increasingly encrypted, and offer users illicit marketplaces 
to buy illegal drugs., stolen and fraudulent identification 
documents, counterfeit goods, malware, firearms, and toxic 
chemicals using virtual currencies such as bitcoin. People 

using the Dark \'\Teb for illicit purposes pose a dear and 
immediate threat to public safety, both within the United 

IUlSt ates and internationally. 
I I 

(Ul-~~lie FBI is enhandng our enterprise-wide strategy 
and capabilities to address this growing threat, working 
with our domestic and international partners to identify, 

disrupt, or arrest people using the 
Dark Web for illicit purposes. I;or 
example, in 2018 the DOJ established 
the Joint Criminal Opioid and 
Darknet Enforcement (JC ODE) 
Initiative and designated the FBI as 
the lead_ 111e FBI works with multiple 
federal agencies to coordinate the 
USG's efforts to detect, disrupt, and 
dismantle criminal enterprises that 
rely on the Darknet to traffic 0.2,ioids 
and other illicit narcotics.[ ] 

(U//~ Because the I;BI serves as the lead for terrorism 
threats within the United States, the FBI is taking action 
to mitigate potential terrorists' use of nev,r technologies, 
such as Unmanned Aerial Systems (llt'\S), as a unilateral 
threat or as a platform for a chemical., biological, 
radiological, or explosive attack on the United States and 
its interests abroad. This role includes identifying, 
preventing, and disrupting threats to special events 
that are attractive targets for terrorist attacks. \1\/ith the 
passage of the Preventing Emerging 1lueats Act of:W181 

the DOJ and the Department of Homeland Security 
(DHS) gained the legal authority to conduct counter-lJ AS 
operations up to and including electronic engagement of 
the lJAS. Counter-UAS requires multiple levels of federal 
coordination (Federal Aviation Administration, National 
Telecommunications and Information Administration, 

etc.) and Attorney General approval. Close coordination 
among multiple agencies amplifies lJAS detection, 
investigation, and prosecution. 

(lJ//Ff)T IO)I 
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..__ _____________ __.!rlhe I~Bl's 
Counter·-UAS program provides lJt'\S detection, 
notification, and mitigation with improved security 
posture and situational awareness, The 1-~1n continues to 
work with DOJ to refine these operations and._! ____ _, 



(U) CURRENT THREAT ENVIRONMENT 
(U/~~-Staying ahead of the threat is a constantly 
evolving challenge. We live in a time of complex and 
persistent threats to our natton's security, our economy, 
and our communities. These diverse threats underscore 
the complexity and breadth of the FBI's mission: to protect 
the American people and uphold the Constitution of the 
United States. 

(U/~) Cyber and criminal threats continue to evolve, 
requiring an agile response. Cryptocurrencies changed 
the way financial instttutions and consumers conduct 
commerce. Illicit actors use cryptocurrency to enable new 
types of fraud and cybercrime because of the perception 
of anonymity, avoidance of traditional banking structures, 
and ease of use. The 1-~1n has seen threat actors use 
cryptocurrencies in terrorism, counterintelltgence, violent 
and white collar crime, and cybercrime investigations. 
Cyb er criminals use various schemes, such as ransom ware 
and botnets, to target and profit from extorting U.S. 

,'"~~ , .. -.... ~ ... . ,:-.: .. , 
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businesses and individuals by encrypting their data and 
extorting victims to pay to unlock iL These criminals will 
also steal their money and cuicklv convert it into virtual 

• L , 

currency that is hard to trace, easy to launder, and widely 
accepted around the world bv both benign and maltcious 
entitiesr ' 

[ '.~{ ::ZS,-The F Bl i nves Ii gates m, ny ot he, types o~ 

Transnational criminal organizations undermine U.S. 
public safety, threaten U.S. security and allied interests, 
and empower governments hostile to the United States. 
Some transnational criminal organizations engage with 
violent gangs to transport and distribute drugs1 driving 
historic rates of overdose deaths. Money laundering 
facilitators and corrupt public officials serve as enablers 
for state and non-state actors as well as businesses and 
individual criminals. See the Public Corruption, Violent 
Crime, and Threat Spotligi-itsfor more information 011 i-ww 

these threats are currently affecting our nation. 
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(U) PARTNERSHIPS AND ENGAGEMENT 
(U/,~ 'Ihc FBI docs not carry out our mission 
alone. Much of the F Bi's success can be credited to the 
longstanding relationships we enjoy with our intelligence, 
law enforcement, academic, public, and private sector 
partners in the United States and around the globe. In 
recognition o fthis partnership, the F Brl I 

(U/,~) In October 2019, the FBI established a 
Counterintelligence Task Force ( CITF) in every F Bl field 
office. 'Ihe ClTFs combine the vast authorities, capabilities, 
and expertise of partner intelligence and law enforcement 
agencies, with a mission to support more impactfol 
counterintelli ence investi ations and o erations 

'Ihe United States faces coordinated and highly resourced 
campaigns by foreign powers to damage U.S. security 
and steal critical technolo and classified information. 

'----
See t e Disrupting Foreign fote igenceActivities 

Success Spotlight. 

(U/.~) With thousands of private and public business 
alliances and task force officers1 including interagency 
personnel from federal, state, territorial, and tribal partner 
agencies, the F Br's partnerships are essential to achieving 
our mission and ensuring a coordinated approach to the 
mitigation of threats and the protection of civil liberties 
of the citizens we serve. 1he FBI also is developing new 
partnerships on a number of fronts, including academia. 
'The past two years, the F Bl has hosted an Academia 
Summit to invite dialogue with representatives from major 
research universities across the United States. 1he F Bl 
continues to develop novel ways to share information and 
intelligence and influence policies to ensure the FBI stays 
ahead of the threat. You can read more about many of the 
task forces on FBI.gov. 

(ti) ST1WE, LOCAL, AND TRIBAL 
LAW ~:NFORG~MENT 

~ 

(U//~) In addition to working with our state, local, 
and tribal partners in the task force environment, the FBI 
also offers support to our law enforcement partners in the 
form of training, technical expertise, and international 
investigative support. lhrough these effo1ts, the F Bl is able 
to learn the perspectives and concerns of chiefa, sheriffs, 
and other officials within law enforcement organizations. 

(U//~ To confront current major law enforcement 
issues, the FB[ has strong partnerships with national law 
enforcement associations, including the International 
Association of Chiefs of Police, the.Major Cities Chiefs, 
Major County Sheriffs, and others to share best practices 
and identify ways to help each other. \Ve have created 
programs to assist state, local, and tribal law enforcement 
agencies, such as the Countering Violent .Extremism, 
Active Shooter, and Police Executive Fellowship programs. 

(U#POU01 The F Bl also offers the National Academy, 
which has a reputation of being the gold standard for 
leadership training oflaw enforcement officers. Offered 
at the FBI Academy in Quantico, Virginia, the National 
Academy is a professional 10-week residential course of 



study for leaders and managers of state and local police, 
sheriffs' departments, military police organizations, and 
federal law enforcement agencies from the United States 
and partner nations. In four sessions a year, more than 
265 students arc invited to attend each session, including 
35 international law enforcement leaders. To date, law 
enforcement partners from 128 different countries have 
completed the program. 

(U//~Thc FBI also provides numerous databases and 
data check services to support the day-to-day missions 
of our law enforcement partners, such as eGuardian, the 
National Crime Information Center, and Uniform Crime 
Report. 111c FBI developed this report to generate rel table 
statistics to support law enforcement administration, 
operation, and managcmcnL 1hc demand for criminal 
justice information is constantly on the rise. \Ive continue 
to work toward new approaches to ensure we meet this 
demand without sacrificing quality. See the Challenge 
Spotlight on Increased Demand for Data and Statistics. 

(U) To further enhance the I~Bl's support of state and 
local law enforcement and the growing volume of digital 
evidence., the .rm established the Regional Computer 
Forensics Laboratory (RCFL) program. 1hc RCFLs are 
digital forensics laboratories jointly staffed by personnel 
from fodcra 1, state, and local law enforcement agencies that 

enter into a Memorandum of Understanding (,\-TOU) with 
the FBL This program increases the capability oflocal law 
cnfi.}rccmcnt agencies to investigate crimes, help detect 
and prevent acts of terrorism, and respond to rapidly 
growing demand for digital forensic examination services. 

(U) RCFL services include seizure and examination of 
computer evidence, training, consultation, and regional 
support to law enforcement agencies in regions. The 
program has supported thousands of cases during the 
past 15 years, including many national high-profile 
investigations, including the 2016 Pulse nightclub 
shooting in Orlando1 Florida; the 2017 shooting in Las 
Vegas; and 2019 shooting in Pensacola, Florida. 

([J) Regional Computer Forensics I.ab Locations 
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-------------------.lU) 
M{(U//~) In coordinatton with the NCIJTF, DOJ and 
~ FBl use intelligence and law enforcement tools as part of 

the USG's war chest of strategic and deterrent response 
options for countering cvber adversaries. This includes 

(U//~ Reflective oftts role as both a law enforcement 
and intelligence agency, the FBI engages in a mun ber of 
mechanisms to enhance our relationship _and inteRration_ 
with other usrc and l)Olicv corrrnonentsJ 

~ 
(U/~) Through unique capabilities and blended 
authorities, the National Cyber Investigative Joint 
TaskI~orce (NClJTr) directs and supports whole-of. 
government campaigns to protect the United States from 
adversaries, criminal groups, and malicious actors in 
cyberspace and assists U.S. allies to do the same. Led by 
senior executives from partner agencies., N CTJTF mission 
centers lead integrated whole-of government campaigns 
in accordance with the National Cyber Strategy, sequence 
whole--of-government campaigns to maximize impact 
against adversaries, operationalize intelligence to provide 
investigative analysis and tactical targeting to counter 
malicious cyber activities, and represent the interagency 
v,rhen briefing campaigns to the National Security 
Council. 

(U//f'l~LTSG agencies have three lines of effort in a 
cyber-incident response: threat response1 asset response, 
and intelligence support. Presidential Policy Directive 
(PPD-41) ti.S. Cyber Incident Coordination designated 
DOJ, acting through FBI and NCIJTF, as the lead agency 
for cyber threat response activities including investigation, 
attributton, and threat pursuit. No single agency possesses 
all of the authorities, capabilities, and expertise to address 
a significant cyber incident. For that reason, PPD-4l at 
the same time assigned DHS as lead for asset response 
activities, which involves remediation and recovery. PPD-
4l also assigns OD NI as lead for intelHgence sup port ----­
the DOJ, DHS, and ODNI responsibilities are parallel and 
complementary. 

(Vii~ t'\ Presidential Directive and Ivlemorandum 

established the TSC under the FBl's administration 
in 2003. Establishing the TSC within the FBI as the 
lead administering agency protects intelligence and 
law enforcement operations in two ways: facilitating 
immediate operational response to investigative leads 
forwatchHsted subjects and ensuring the protection of 
privacy and civil liberties. 
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(U//-tt'::'I) As the threat environment has shifted, TSC 
evolved into a key component of the country's overall 
threat prevention and interdiction framework for other 
threat actors, including TOC and foreign intelligence 

(thmtoctocs[ 7

1 
(U/,4-Eit,e'r'Ihe TSC carries out its mission through 

five key functions: watchlisting, screening, encounter 
management, information sharing to domestic and 
international £a rtners1 and 2rotection of £rivacy and civil 
liberties) I 

(U/~ 'Ihe TS C's encounter management fonction is 
an essential role.I 

..._ _ __.l'Ihe TSC facilitates immediate operational 
response to invest tgative leads for watchltsted subjects, 
furthering the I;BI's responsibilities as the lead for 
intelligence and law enforcement investigat tons. 

(U//~ Because the TSC is within the DOJ, the nation's 
chieflav,r enforcement agency1 the TSC has vast experience 
working with the vVatchlisting Enterprise to ensure the 
protection of privacy and civil liberties. It also protects 
sensitive national informat ton from disclosure during 
litigation. DOJ has more experience and authorities for 
sharing and protecting intelligence and law enforcement 
information from disclosure in legal or administrative 
proceedings than any other federal department or agency. 

(U//'~) In 2017, Executive Order (EO) 12773 identified 
TOC as a nat tonal securitypriority.111e FBI currently 
serves as the executive director for the TOC Strategic 
Division, established in February 2018 and co-located 
,,vith the TSC The purpose of the TOC Strategic Division 
is to provide a national mission management structure 
to drive intelligence collection and production across 

disciplines. 111is mission includes coordinating courses of 
action to address the threat, optimize resources, oversee 
their implementation, and assess results. 

(U//~ Representatives from law enforcement 
and intelligence components staff the TOC Strategic 
Division, leveraging financial, regulatory, and traditional 
intelligence or law enforcement reporting to develop a 
comrrehensive threat ricturel 7 

[ l 
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(U//~ 'Ihe !:'Bl serves as the executive agent for 
the High-Value Detainee Interrogation Group (HIG), 
established in 2009 as the USG 's focal point for 
interrogation best practices, tr;~ining, and research. 
An FBl representative leads the HlG with two deputy 
directors -··· one from DoD and the other from CIA. 
'Ihe National Security Council chose to embed the HJG 
in the FBI given the Bureau's experience conducting 
lawful, rapport-based, and noncoercive interrogations 
and our ability to uphold the rule oflaw. Because of our 
intelligence and law enforcement authorities, the FBf is 
also able to ensure the collection of intelligence while 
taking steps to preserve evidence the USG can use in a 
court oflaw. 

(0.i~ HG~TAGt RECOVERY FUSION CtiL 

(U//~ ) 'The FBT coordinates the USG's hostage 
recovery efforts abroad through the Hostage Recovery 
Fusion Cell (HRFC), a multiagency team embedded 
in the PBI and representing the government's unified 
approach to recovering American hostages. 'The HRFC 
was organized fo1lowing an internal USiC review in 
201.5 assessed current policy for hostage cases abroad 
and recommended actions to improve interagency 
coordination and case management. lhe -white House 
chose the FBI to iead this team because of our authority 
to investigate kidnapping and hostage taking domestically 
and internationalJy, 1heFBl also possesses a depth of 
experience and expertise in conducting investigations, 
gathering intelligence, overseeing negotiations, 
working with partners, preserving evidence for eve ntual 
prosecution, and supporting and building relationships of 
trust with families of victims. 

(lJ//~ ) At the time, the review found the families 
of U.S. hostages were dissatisfied with USG e{forts to 
share information in terms of the amount of infom1ation 
provided, the lack of proactive communication from U.S. 
officials1 and the quality of the information provided. 

Families also described the USG's efforts to support them 
as inconsistent in content and frequency and reported 
feeling they were not trusted by government officials. 

(U/i~) Through the HRFC, the FBl tracks all hostage­
takings of U.S. nationals abroad aud regularly reports 
on the status of each case and the measures for each 
hostage's recovery to the National Security Council. 
'Hie FBl also oversees the collection and sharing of 
intelligence related to hostages while preserving evidence 
for eventual prosecution ofhostage-takers. 'Through the 
FBJ Victim Services Program, the HRFC also supports 
the families whose loved ones are being held captive 
while coordinating engagement and support for families,. 
intelligence sharing within the USlC, declassification of 

•ui ii.formation that can be briefed to family members, and 
1 ~-.ostagerecovery strategies and associated action plans. 

(U// fOCC) A significant internationa l nexus develops 
in many major FBr investigations. lhe exponential 
growth of global security issues and transnational crime 
makes international partnerships critical to addressing 
our nation's threats. To maintain and build on those 
partnerships, the r;Bl maintains Legat offices in more 
than 70 nations around the globe to support our law 
enforcement and intelligence operations. 

(U//~ ) Foreign police cooperation is at the core of 
the FB1's mission. '!lie FBI frequently receives requests 
for investigative assistance from foreign police and 
intelligence agencies. investigative assistance to foreign 
agencies roust be conducted in accordance with all 
applicable treaties and MOlJs between the USG, the FBI, 
and the foreign nation or agency. 1be FBI will also arrange 
for investigations in the foreign countries covered by 
Legats on behalf of U.S. agencies and state or local pol ice. 
'lhe FBl and foreign police have fostered a symbiotic 
relationship that helps the USG and cooperating foreign 
countries combat crime across the globe. 



( U) .FBT Inter nattonal I.aw E11forcu11ent Academy Training i11 .Rud,,pr:;t 

bett:cr engage private industry and academia as a force 
multiplier in the FBl's mission. Two of the more weil­
known private sector programs arc CnfraGard and the 
Domestic Security Alliance Counc il. Infra Gard, an 
alliance with the private sector to promote protection of 
.:ritical information systems, consists of appro.ximat:ely 
70,000 members representing 16 critical infrastructures 
such as banks., hospitals, telecommunications systems, 
emergency services, water and food supplies, the internet, 
transportation networks, postal se.rvices, and other major 
industries t hat have a profound impact on American lives. 

(U//~ 'Jhe FBI has been focusing resources on 
a proactive approach to engagement with criti.:al 
infrastructure entities before an in.:ident. 'lhe FBI also 
engages with more than 600 members in an alliance 
council representing almost every critical infrastructure. 
FBl field oHices communica te regularly with 
representatives of organizations associated with critical 
infrastructu re. 

(U/~ Although engagement: and t imel)r sharing of 
actionable information with t:he private sector is critical 
to our ability to stay ahead of threats, it a1so poses risks. 
Private sector companies may be hesitant: to provide 
sensitive company information, concerned it could 
become pub lie under the Freed om ofln formation Act or 
be provided to regulatory a gen des resulting into inquiries 
into their practices. 

(U.'/llOUe,The FBI offors training at t.he FBI Academy for (U//~ 111e FBI continues to work to identify 
some of our most crucial international law· enforcement opportunities to share t imely, actionable, strategic and 
partners

1 
and developed an enterprise-wide framework operationa1 informati.oo tha t: could help private sector 

d J -6 
nartners make better decisions about risk and threat 

t:o rive our go al engagement for t:he next five years. r 
'lhe FBf's Global Partnership Strategy supports the mitigation while respe.:ting the sensitivities to safeguard 

information. We have seen the benefits of this information 
National Security Coun.:il's strategy and provides ,l da t:a-
driven, repeatable process to inform and evaluate key exchange. When the FBI shares timely, actionable 

h :I 
information the private sector reciprocates by providing 

international partners ips am the engagement tools to 
, 

1 
valuable info rmation in return to the Bureau to help us 

strengtnen t 1em. U 
,-------------------------~r )bett:er mitigate and investigate threats. 

(U//~ ) \Vith the private sector owning, controlling, 
or operating approximately 8S percent of all critical 
infrastructure in the United States, engagement with 
this sector is key. One of the FBI's top priori ties is to 

)t:{U//~ Our initiatives involving private industry 
and academia are undertaken to drive more effective 
engagement between the FBl and the plivate sector---­
pa 11:icularly key partners - to get ahead of threats and 
thwart bad actors. 

(U) A prime example of the benefits of successfol 
information sharing took place when the FBl briefed 
TexasA&Nf University about the th reats stemming from 
collaboration with institutions such as Harbin University, 
an institution ·with extensive ties to the Naval Branch of 
China's People's Liberation Army, and that had signed an 
MOU with Tex.as A&M~5 College of Engineering. 
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I DSAC 
L:MEST!C SECURITY 

LllANCE COUNCIL 
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The Domestic Security Alliance Council (DSAC) ls a strategic partnership between the U.S. Government (USG) and U.S. 

private industry that ,~nhancE,s communication and th,~ tirm;ly ,~xchang,~ of sec:urH:y and intelligenrn information. DSAC's 

600+ Member Companies, the FBI, and the Department of Homeland Security (DHS) work together to advance the USG's 

mission of protecting national and economic security, while assisting the U.S. private sector in protecting its employees, 

assets, and proprietary information. 

Mission 
To advance the FBl's strategic mission by building and 

preserving enduring relationships within DSAC among 

privatE, s,~ctor mE,mber companies, the FBI, DHS, fusion 

centers and other government agencies. 

Leadership 
DSAC is led by a 10-member Executive Working Group 

(EWG) that servE,s as the primary governing body of 

the DSAC. The EWG consists of FBI, DHS and Private 

Sector executives. The EWG oversees the Membership 

and Engagement Committee, Education and Training 

Committee, information Sharing and Communications 

Committee, Industry Threat Committee, and the Senior 

Advisory Group. 

Membership Eligibility 
Eligible Company Members represent for-profit 

enterprises with proven revenue in excess of $1B. 

Membmship is limited to U.S.-based privatE, SE,ctor 

companies with a national or international scope 

of business and a clear nexus to U.S. national and 

economic security. 

---------------------UN CLASS I Fl ED--------------------



(U) In response to the information Texas .A.&M received 
from the FBl, the university terminated its relationship 
with Harbin University and returned millions of 
dollars fonding joint research projects between the two 
universities. Several months later, seven individuals and 
two businesses 1,vere charged with conspiracy to steal trade 
secrets from a U.S.-based company. The lead subject of the 
investigation, Shan Shi, was a Harbin University professor 
sent to teach at Texas A&M. Shi ,vas actually working 
on behalf of the Chinese government and Chinese state-­
owned enterprises to steal proprietary information on 
the manufacture of syntactic foam, a strong, lightweight 
material that has both military and commercial uses. 

(U) This episode led to the establishment of the Academic 
Security & Counter Exploitation (ASCE) program 
in 2018. Now in its second year, i\SCE is building 
relationships between the FBI, DoD, and the university 
community. ASCE's main goal is working together to 
protect campuses from abuse by foreign governments 
while preserving academic freedom. 

(Uh~) To build on successes such as the one with 
Texas A&M, the I;BI continues to enhance its ability to 
share timely information with the private sector through 
workinggroups and other vehicles. 'Ihe FBI has a private 
sector engagement strategy to drive us toward effective 
engagement. ]his strategy includes expanding v,rorking 
groups, and developing intelligence products for private 
sector audiences. 

(U/,~As technology shapes the future of connectivity 
and communications globally, consistent participation 
in the international internet governing bodies working 
to establish consensus-based standards will improve our 
understanding of our adversaries' long-term strategies. 
1he FBI is enhancing our engagement and outreach to 
influence relevant technical standards and keep us agile 
against emergi ngthreats. "\Ve are also leading outreach to 
international and domestic law enforcement counterparts 
to rally support for US. policy positions. 

(U//'!'OU07 In the early evolution of the internet, the USG 
helped drive innovation, development, and deployments 
of fledgling networks. Over time, a "trnsted" market 

evolved between U.S. manufocturers, service providers, 
and consumers., and the USG's role receded. Now, the 
global telecommunications landscape includes a vast 
array of foreign companies and foreign markets. Because 
of this, USG investment minimally affects the landscape. 
Additionally, the internet has no central governing body. 
Instead, a globally distributed network sets standards, and 
government and law enforcement have no special status. 

The most active and engaged actor has the most in tluence, 
thus requiring persistent and proactive engagement with 
forums, the private sector, and academia. 

(U/f~67-1he FBI is aware of this priority and is acttvely 
establishing collaborative technological partnerships 
with national and international government agencies 

and private sector entities to gain awareness and early 
,-varning of information and communications technology 
developments. TI1 is engagement will help ident tfy 
potential risks or opportunities for the f;BI and USG. 
Without these partnerships, the equities and operational 
capabilities of the USG and FBl will be increasingly 
eroded as device promulgation, global connectedness, 
and reliance on internet transactions continue to grow. 
Internet policy and regulatory development processes 
cannot keep up with internet-based development 
and deployment efforts, and U.S. adversaries are well 
organized and well represented in internet governance. 
'Iherefore, membership and participation in these 
standards organizations will yield opportunities to 
advocate for fBI and USG positions on areas such as 
lawful access and encryption challenges, SG, and technical 
collection through speaking engagements on panels and 
working groups. 

(U//~) In this time of ever-changing threats, more than 
ever before, the FBI needs the support and confidence 
of the .A.merican people to be successfuL In additton to 
information found on the FBI.gov website, the FBI also 
supports an array of public requests for information 

and statistics, including responding to Freedom of 
Information Act requests and maintaining the National 
Sex Offender public website. The more we work with 
the American public to share information and ensure 
the public's trust, the more effective the FBI will be in 
carrying out our mission. This partnership includes 
actively sharing information about our responsibilities, 
operations, and accomplishments as well as responding 
as transparently as possible when various compliance and 
oversight components detect deficiencies within the FBl 
and fix them before problems occur. 1hrough this trusted 
partnership_, the FBl works to empower citizens to protect 
themselves from ongoing threats and crimes. 

(U//~ Prevention also means working closely with 
community groups and their leaders. The FBl directly 
reaches out to specific communities to hear their concerns, 
build cultural understanding, and foster trust. Every 
field office has strong community outreach and works 
with minority groups, religious and ctvic organizations, 
schools, nonprofits_, and other entities in crime prevention 
programs such as our Citizens Academies, Youth/Teen 
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Academies, Adopt-A-School, and Junior 
Special Agents. Our outreach also includes 
local and national internet safety campaigns 
and educational video screenings. Another 
effective relationship-building structure we 
created is the Multi-Cultural Engagement 
Council., composed of ethnic, religious, 
and minority leaders who help us better 
understand cultures, issues, and possible 
sol utions within communities. 

(U// f1e)ti0) All of these outreach efforts are 
ways we help individuals and families stay 
safe from fraudsters and cyber predators, 
help businesses protect against hackers 
and economic: espionage, help schools and 
workplaces safeguard against violent rampages 
and illegal drugs, and help all citizens be alert 
to potential acts of terror and extremism. 

(U) FBI Child ID App 

(U) 1 !:t: F3: : .r~itr:r: : : :r:cbf!~ a ::p :iuU c n k•r p:;r ~:: s t>J ·:t~ .:: f.•h~.,7.: <l!? d ~!he \li!ii i:!~!rni~f.it;~ ::b (h:!.; hi>i! t:h t i G : • -:t r~:r~:t~ 
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(U) THE PEOPLE OF THE FBI 
(U) 'The strength of any organization is its people. 'Ihe 
threats we face as a nation have never been greater or 
more diverse1 and the expectations placed on the Bureau 
have never been higher. Meeting these threats requires 
a cadre of special agents, intelligence analysts, and other 
professionals who understand the importance of our work 
and possess the skills and character to carry it out. While 
the best known pa rt of the FBI workforce is on r special 
agent cad re) special agents do not make up the largest 
segment of the FBI workforce. Professional staff employees, 
who may be serving in any one of more than 500 different 
job roles, make up more than half of the F Bl workforce. 

(U) Since 9/111 the I;BT has worked to recruit, hire, and 
develop a specialized and integrated national security 
workforce, including computer and data scientists, 
accountants, biotechnology specialists, public affairs 
specialists, and psychologists. 'Ihe FBT hires a highly 
qualified, diverse workforce that meets the Bureau's high 
standards for commitment, personal character, and ethics. 
Each year, the F Bl develops a comprehensive recruiting 
str.1tegy that promotes available positions both directly to 
key audiences for hard-to-fill positions and through social 
media platforms for general job applicants. 'These specialty, 
hard-to-fill positions include computer scientists, forensic 
accountants, cyber security personnel, and linguists. 'Ihe 
P BI sets aggressive hiring goals for each workrole and 
for each field office and tracks the yearlong progress. Tue 
success is evident: the FBl is regularly staff~d above 95 
percent and has an attrition rate below 3 percent. 

(U,i~ ) Recruiting a 21st century workforce is 
a challenge the law enforcement and intelligence 
communities are facing. 'Ihe FBI is competing with other 
law enforcement, USlC, and private sector companies for 
similarly ski lied employees. 'Ihe FBI has spent three years 
enhancing our data tools and our use of data analytics 
to assess and act on our recruiting needs. Scrubbing the 
F Bl's databases, improving the platform for managing 
the data, and bringing in the talent t:earn to manage 
the analyt ic process took enormous etlc.)rt. 'Ihe human 
resource analytics and tools have also enhanced the 
business intelligence around our hiring process, which 
can take six to nine months for each candidate. v\i'ilh these 
data, we have identified opportunities to re-engineer 
our hiring process, tracked candidates' progress through 

the hiring lifecyde, and more accu rately predicted the 
number of candidates needed to be put in background 
to result in our desired number of hired employees. Our 
recruitment. efforts a re paying off. l n FY 2016, our special 
agent application volume had fallen to about 12,500, lower 
than the previous 11-year average of 28,000. Despite a new 
human resources application system and modifications 
to the special agent hiring process, applicant volume 
decreased slightly in FY 2017 and FY 2018. However, 
the volume reached an eight-year high in FY 2019 at 
35,000, two years after we launched an aggressive social 
media campaign; the volume continued the upward trend 
through FY 2020. 

(U/,~ Despite our recruitment efforts, diversity across 
the FBI workforce, especially among the special agent 
cadre, continues to be a challenge. To remain the world's 
premier intelligence and law enforcement organization, 
diversity and cultural awareness are c1itica J to ensure 
the PBI continues to develop new, innovative ways of 
think ing, has the benefit of different perspectives to make 
us more etfoctive, and maintains credibility by reflecting 
the diversity of the citizens we serve. for example, all basic 
training for new special agents and intelligence analysts at 
Qpa ntico includes t rips to the Holocaust Museum, Martin 



Luther King,Jr. Memorial in Washington DC, .ind the 
9/ll Memorial Museum in New York City. 'Jhcsc trips arc 
combined with leadership and historic.ii lessons that give 
the trainees important insights about the importance of 
cultural diversity. 

(U//~ ) In addition to educating our workforce .ibout 
the import,mcc of divcrsityi the FBT is working hard to 
attract more diverse candidates to the organization. 'Ihe 
FB1 established our first nation.il recruiting strategy 
with goals focused on attracting fem.i le and minority 
candidates, which w.is accompanied by an .iggressive 
and ongoing social media campaign to engage with 
these key audiences. '11J.e Diversity Agent Recruitment 
program introduces highly qualified female and minority 
candidates to the special agent role with events held 
in cities across the country. 'Ihc FB1 also reviewed 
our selection and testing process for special agent: and 
intelligence .inalyst candidates to ensure no bias to 
minority candidates. 

(U/,~ ) Because diversity is so important to the FBl's 
success, it is one of the FBl's eight core values and among 
our priority initiat ives to strengthen how we ,iccomplish 
ou.r mission. See tlie Challenge Spotlight mt Recruitment of 
Specialty Skills and Divern, Candidatt~sfvt 
more injimnation. 

(U//~ ) To cnsmc those hired and those who have 
been employed at the FBI for a long time are part of the 
integrated approach to preventing t hreats, the FBI has a 
rnbust internal .ir1d cooperative workforce 
development program. 

{U//~ ) For agents and analysts, this training begins 
on their fo-st day of Basic field Training Course (BFTC), 
which the FBI developed to be a joint training program for 
special agents and intelligence analysts and emphasizes 
an intelligence-cl riven, threat-based, and operationally 
focused FB L 'Ihc FBI established this course in 2015, 
replacing our stovepiped, separate training with a 
collaborative, interactive environment that blends 
inteHigence .ind law enforcement learning. Agents and 
analysts train side-by-side to infuse the necessity of 
working as a single, integrated, cohesive team, reflecting ;i 
tc,1m-orientcd environment. modeled after day-to-day FBI 
field office operations. 

(U//~ ) 'Il;c BFTC uses pr;ictical and realistic exercises 
and requires trainees to learn and skillfuJly apply 
investigative techniques while appropriately balancing 
sccu rity concerns and civil liberties. 'Diis course also 
educates t rainees on how to engage FBl team members, 
intelligence community partners, and Jaw enforcement 

partners in a collaborative environment to achieve 
results and resolve a series of challenging intelligence 
and law enforcement scenarios. 'Die development of this 
collabor.itivc learning environment ,md curriculum is tied 
to the recommendations of the 9/11 Review Commission. 

(U//f'Ot:o➔ To addition to BFTC, the FB1 offers a variety 
of continu.il le.i ming programs through the Leadership 
Development Program, the Intelligence Community 
Advanced Analytic Program, as well as specialty training 
programs such as cyber a:od HU.MINT. Advances 
in technology have created needs for more cutting-
edge cyber knowledge to !cam how to conduct cyber 
investigations. It has also created challenges forHUMINT 
collect.ion. 1he FBl has been coordinating, developing, 
designing, and delivering intermediate and adv.inced 
H UMINT operations training to FBI personnel, task 
force officers, a:nd other intelligence a:nd law enforcement 
agencies in support of FBI national and strntcgic priorities. 
This training helps ensure we identify, vet, validate, and 
manage the FBl's sources to ensure the information they 
are providi:ogis authentic, reliable, and not subject to 
external control. 

b7E 



(U) CLOSING SUMMARY 
(U) 'Tiie diverse and shifting threats facing the nation 
underscore the complexity and breadth of the F Bfs 
mission. As adversaries continue to evolve their 
capabilities, so too must the FBI and our partners. 

(U) Today, the FBI efficiently and effectively uses 
intelligence to drive our operations while maintaining 
the law enforcement mission that built our reputation 
more than a century ago. The FBI's evolution since 9/11 
has ensured the organization can successfolly folfill 
both missions. vVe will continue to execute this mission 
with objectivity and independence, following the facts 
wherever they may lead, to v,rhomever they may lead. 

(U) As the lead domestic intelligence and law enforcement 
organization, the FBI unifies the efforts oft he intelligence 

and law enforcement communities to establish a whole-• 
of-government approach domestically to address threats 
and in form policymakers on a variety of issues. \'Vith 
these unique authorities and capabilities, the FBI applies 
the rigor of the rule oflaw to our intelligence operations 
to investigate threats while protecting privacy and civil 
liberties. 

(U) By constantly enhancing our capabilities, collaborating 
with our partners across the community, and working 
toward the complete integration of intelligence and 
operations, the FBI will cont tnue to identify and mitigate 
threats v,rith the goal of protecting the American people 
and upholding the Constitution. 
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(U) BY THE NUMBERS (FY 2016 - FY 2020) 

>44,300 >29,400 

(U) FIELD OFFICE SNAPSHOT 

(U) FIELD OFFICE ORGANIZATION CHART 
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Small, medium, & large field offices 

>$5.8B 

I (U) FBI CASES BY FISCAL YEAR 

>100 

(U) DOMESTIC DNI REPRESENTATIVE PROGRAM 
{U) Tht UN! for:nany ~s~ignt:d the r~l tt: iead roHabur~t;{Jn at:\t~s !nt.~Hig~n{:f cr:mmunHy 
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(U) BY THE NUMBERS 

26_6% 13.8% 

(U) The FB! h:1~ t1xperknced :1 ~ngi1t increase ln the ethnk/gender 
di\1{:fslty of :;p;:d<ll ag{:nt app!lcants during th~ past five yeafs. 
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The FBI: Diversity At-a-Glance 

n~ SIGNIFICANT 
DIVERSITY 

EVENTS 

(U) ONBOARD OVERVIEW 

Multi-Raclal 
• Hlspnnic 
• American Indian & Alaska Native 
• Native Hawaiian & Pacific ls!ander 
B Asian 

H[ack 





(U//~ Preve_nting terrorist attacks remajns the Fm's 
top priority. 111e ter rnrism th teat has diversified in the 
, ost-<>/11 environment to inclt1de 

(U) R.n,iew of Boston Marathon Bombing Vidrn 
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(U//~ ) Radally or ethnically motivated violent 
extremists (RMVE) comprise the most lethal of the 
domestic vi,olent extremist (DVE) thre;tls in the United 
States. RMVEs conducted four of the five DVE attacks 
in 2019, resulting in 32 deaths. RMV Es are engaged 
in the unlawful use of threat of fon:e or violence, in 



,riolation offed era llaw, in furtherance of political or 
social agendas that are deemed to derive from bias, often 
relat,!d to race, held by the acl:or against others, including 
a given. population group. DV Es demonstrate several 
indicators, some of which may be criminal. The fBI docs 
not investigate, collect, or maintain information on U.S. 
persons solely for the _purpose of monitoring activities the 
First Amendment protects. 

(U) FT3T Bomb Teel: 
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(U/,~~eVGie corruption of domestic pubHc officials 

violent gangs continue to significantly impact U.S. 
communities, national interests, public safety, the U.S. 
economy, and the integrity oflav,r enforcement and 
government operations. 

encompasses the corruption oflegislative, executive., )o< .. ,...:::========================:=. bl 
and judiciary officials and employees at all levels of ,ROt_ b3 

government, including federal, state, local, and tribal. (U) bS 
'Ihese employees exploit their official position for bG 

b7C personal gain through bribes, quid pro quo arrangements, 
b7E 

kickbacks, extortion1 and misappropriation schemes. U.S. 
public offictals and employees are vulnerable to individuals, 
businesses, foreign actors, and legitimate and criminal 
organizat tons who attempt to exploit the offictal's access 
and influence over policies, processes, and government 
spending. 'TT1is corruption threatens U.S. national interests 
and public safety and is likely to cause the most severe 
damage to the integrity and operations of federal, st ate, and 
local governments, depending on the official's jurisdiction 
and range of influence. The corruption of domestic public 
offictals impedes the ability for spectfic entities to function 
over time and causes lasting damage to the integrity and 
operations of a specific government entity. It is also likely 
to cause severe damage to U.S. critical infrastructure and 
key resources, all of which are potential targets for corrupt 
activity because of government regulation of the industries 
that service these sectors. 

(U//~ All children in the United States are at risk 
from crimes against children threat actors, particularly as 
the ease of access to online venues increases. 1he crimes 
against children threat - which includes abductions, 
sexual abuse and the production of child sexual ab use 
materials, sextortion, and child sex tourism - causes 
severe damage to national plibHc safety and trust in law 
enforcement through loss oflife and well-being. 

(U//~'Ihe FBI is the primary agency investigating 
violations of federal ci vi] rights statutes. These crimes, 

in particular allegations of color-of-law ab uses, have the 
potential to cause civil disorder and damage to a city's 

,----------------------------. economy and infrastructure; compromise integrity and 

operations of state, local, and federal agencies; and cause 
severe damage to public safety, health, and well-being. 
The impact of color-oflaw violations is likely to remain 
significant in the near term. 



(U/,~Cyber-criminaJ activity is having an observed 
substantial impact at the national level, which will likely 
continue given the ongoing use of cyber fraud schemes 
to target and profit from lJ.S. businesses and individuals, 

(U/,~) Illicit actors exploit cryptocurrency for a 
combination of reasons, including fast transactions with 
low fees, ability to avoid traditional banking structures, 
the perception of anonymity the technology provides 
and the disparate global regulatory environment. 
During the past decade, increased public: awareness, 
improved ease of use, and greater merchant acceptance 
enabled less technically sophisticated actors to exploit 
this technoloRv in a varietv of wa s. 
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(U) 

(U) 'Ihe FBI has a long and robust relationship with the 
DOJ Office of the Inspector General (OlG). 1he FBl works 
closely with the various divisions within OIG to facilitate 
various inspections, reviews, audits, and investigations. 
'Ihe FBI has worked closely with the OIG to facilitate two 
recent, high-profile reviews regarding the Bureau's F ISA 
authority: Crossfire Hurricane and F ISA. Based on these 
reviews, the FBI has made changes to ensure it exercises its 
investigative authorities with objectivity and integrity. 

(U) In March 2018, the OTG began a review to examine 
certain FBI and DOJ actions during an I;BI investigation 
opened on July 3 l, 2016, known as "Crossfire Hurricane." 
As part of this review., the OlG examined four f'BI 
applications filed with the Fl SC to conduct Fl SA 
surveillance targeting Carter Page. On December 91 2019, 
the OIG's Oversight and Review Division published 
the resulting report titled, "Review of Four F ISA 
Applications and Other Aspects of the F BJ's Cross ti re 
Hurricane Investigation" (Report), which provided 
nine recommendations to address deficiencies the OIG 
identified. In a December 61 2019, letter, the F Bl Director 
accepted the Report's findings and ordered more than 
40 corrective actions to address the OIG Report's 
recommendations, including improvements beyond 
those the OlG recommended. 1he corrective actions 
include numerous updates to the forms used in the :FISA 
application process and requirements for FIS.A approval 
and use; mandatory training related to the OlG Report 
findings; tighter controls over the FISA application process 
and the use of human source information; policy revisions 

regarding the use of human source information and source 
validation; enhanced approval related to certain sensitive 
matters; and implementation of policies for defensive and 
transition briefings, among other items. 

(U) In December 2019, following the public release of the 
Report, and because oftts findings, the OIG commenced 
an audit of the F Bl's process for verification of facts 
included in FISA applications. 111e audit's preliminary 
objective was to evaluate whether the FBI was in 
compliance with the Vvoods procedures requirements for 
applications related to lJ.S. persons . .As part of this audit, 
the OlG reviewed 29 FlSA applications from eight field 
of-fices and issued a Management Advisory Memorandum 
in 1\1arch 2020., which included two recommendations. On 
July 29, 2020, the FBl submitted a declaration to the FISC 
stating that a further analysis by the DOJ National Security 
Division's Office ofTntelligence (OT) and the FBI of the 29 
dockets audited by the OIG confirmed "the overwhelming 
majority of the factual assertions in the applications were 
supported by documentation·• and "[rn]ore importantly, 
from a qualitative perspective, with two exceptions, the 
errors and unsupported facts [were] assessed by 01 to 
be non-material, and the two material errors [were] not 
assessed to have invalidated anv [FISC1 authorization." 111e , , 

FBI continues to work closely with the OIG on the issues 
identified in the Man agernent Advisory Memorand urn. 

(U) OlG's reviews typically go through several stages 
and culminate with a report. For audits and reviews, 
the OlG provides a memorandum to the FBl laying 
out its preliminary objectives. An entra nee conference 
normally follows shortly thereafter, at which time the 
audit will enter the fieldwork phase. During this phase, 
the f'Bl works closely with OlG to satisfy all requests for 
information, including interviews with FBI personnel as 
well as documents. 

(U) Once the OlG completes its fieldwork, the OIG 
produces a draft report and shares it with the F BL 1l1e OlG 
then schedules an exit conference with the .f-~Bl to discuss 
factual or technical accuracy concerns. 111e F Bl follows 
up with written comments regarding accuracy. The OlG 
then provides a final draft report at which time the FBl can 
comment formally. 'Ihis formal comment, which will also 
include responses to any recommendations, is appended 
to the final report. After the OlG and FBI conduct 
classification and sensitivity reviews, the OlG releases the 
report to the public. 



(U) 1he FBI then enters the report resolution phase, 
which consists of formal responses from the FBI to 
open recommendations. 1he OIG will provide periodic 
feedback memoranda, which would either close the 
recommendations or provide actions the FBI must take to 
close the recommendations. 

(U) 1hnmghout each stage of the process, the FBI has open 
channels of communication with the OlG. "Ihe I;BI prides 
itself on the excellent rapport between the FBI and the OIG 
during the last several years. "Ihis great relationship allows 
the OIG to complete its work and the FBI to take corrective 
action1 as necessary, to better fulfill its core mission. 

(U) Some examples of actions the I;BI has taken pursuant to 
OIG recommendations include the following: 

• (U) Updates to the FBI's Home-to-Work Plan as part of 
a revised Government Vehicle Use Policy to have clear 
policy regard in gtask force officers and special agents 
taking government vehicles home. 

• (U) Training related to Contractor Performance 
Assessment Reports (CPAR) to ensure contracting 
officers complete the CPARs uniformly and submit 
them in a timely manner-

• (U) Implementation of a technological mechanism 
to ensure the I~Bl identifies long-term confidential 

human sources to generate an automated response 
sent to the case agent, supervisor, and all those with a 
validation role. 

• (U) Restricttons on access to its highly classified 
confidential human source shared system so that only 
those with a need to know could access said system. 

• (U) U pdatcs to Loose J\'1edia Kiosks at all the FBI's 
Regional Computer Forensic Laboratories to ensure 
users have taken the appropriate training before using 
the kiosks. 

• (U) Revised procedures to ensure that software updates 
to Cell Phone Investigative Kiosks arc properly 
communicated and documented. 

(U) All of the aforementioned actions the F Bl has taken in 
response to OIG recommendations have led to the closure 
of recommendations. 

(U) 1he FBI also reviews matters concerning allegations 
of misconduct, whether or not such alleged misconduct 
may be considered criminal or administrative. 1he OIG 
maintains the statutory right of first refusal to investigate 
all misconduct matters. Before the FBI determines whether 
an allegation of misconduct requires an investigation, 
the OIG Investigative Division examines the allegation 
received and exercises a statutory right of first refusal 
to investigate the matter. OIG selects certain I;Bl 

investigations to monitor based on the type and severity 
of the allegation. Although the OlG may investigate any 
allegatton of misconduct or criminality reported to the 
F Bl, the OlG will most likely initiate an investigation of 
certain complaints: 

• (U) An allegation of criminal conduct that if 
substantiated would likely result in criminal 
prosecution; 

• (U) An allegation lodged against a senior FBI manager 
(GS-15 and Senior Executive Service); 

(U) Any matter the US Attorney General, Director 
of the FBI, or the DOJ Inspector General determines 
would best be investigated by an entity outside 
the FBl; 

• (U) A whistleblower retaliation allegation; or 

• (U) A claim of whistleblowcr status based on potential 
retaliatory action. 

(U) If the OlG determines an investigation is v,rarranted, 

the FBI initiates a parallel investigation and coordinates 
with the OlG by responding to all requests for information, 
including interviews with FBI personnel, as well as 
obtaining requested documentation. 'lhe two entities 
within the OIG that conduct these investigations are the 
OIG Investigative Division and the Oversight and Review 
Division, In addition., the fBl coordinates with the OIG, 
Oversight and Review Division, as well as the DOJ Office 
ofProfessional Responsibility on allegations regarding 
w histleblower retaliation. 

(U) For those matters that the OIG has deferred back to 
the FBI as a monitored referral, the I;BI will keep the OIG 

apprised of pertinent information obtained either through 
the review of the initial allegation or administrative 
inquiry, if one was initiated. 



(U) Forming a government after the election of a new or 
second-term President requires numerous background 
investigations for security clearances. In the lead up to 
the election, security clearances are also required for the 
Presidential candidates' advisors or senior staff. The FBI 
is responsible for conducting these investigations. Once 
election results are finalized, the Office of the "White 

House Counsel (\VHCO) or the Office of the President­
Elect ( OPE) requests background investigations for 
transition team members, along with other staff. Each 
investigation provides comprehensive information to the 
President or President-Elect and his or her staff to assess an 
individual's suitability, and may also be used to determine 
an individual's eligibility to access classified information 
or hold a sensitive position. 'Ihe FBI does not adjudicate 
or render opinions on the results of a background 
investigation. 

(U) In support of Presidential administration transitions, 
the FBI conducts background investtgations of potential 
Presidential appointees and V\Thite House staff. Our 
investigations are thorough and comprehensive inquiries 
designed to verify information the potential appointee 
or staff member provides, which may assist the v\THCO 
or OPE with decision-making concerning an individual's 
suitability for federal employment., as well as access to 
classified materials. 

(U) Executive Order 12968 requires an individual to 
undergo a background investigation before being granted 
access to classified information and to ascertain whether 

the individual continues to meet the requirements for 
access. During election years, presidential transition 
teams may submit names of key personnel to initiate FBI 
background investigations in advance of Elect ton Day. The 
Intelligence Reform and Terrorism Prevention Act of2004 
allows for temporary security clearances designed to allow 
for a smoother transition and to prevent lapses in national 
security coverage. 

(U) FBI background invest tgations focus on character 
and conduct, emphasizing such factors as honesty, 
trustworthiness, reliability, financial responsibility, 
criminal activity, emotional stability, foreign influences, 

and other pertinent areas. Field agents gather information, 
which includes checks of national records and credit 
checks, as well as verification of education, residences, 
employment, and military service. 'Ihe FBI makes inquiries 
with appropriate federal, state, and local law enforcement 
and regulatory agencies and licensing authorities. It also 

may report any information or circumstances that may 
develop during the background investigation and could 
have a bearing on the candidate's suitabilityforthe position 
and/or access to national security information. 

(U) Through our extensive investigative process, the 
FBI interviews persons who are knowledgeable of the 
candidate. Sometimes we conduct interviews of individuals 
the candidate identifies: references., associates, superiors, 
supervisors, colleagues, coworkers, and neighbors. 
Information obtained through interviews may be the 
opinion, hearsay, or personal know ledge of the person 
interviewed. Agents also may identify other individuals 
whom they wish to interview. 

(U) If the background investigation develops information 
of alleged misconduct or any other type of unfavorable 
information or issues that may be pertinent to the 
candidate., all aspects of the allegation or issue are 
thoroughly explored, Every efic,rt is made to substantiate or 
refute the information. The FBI does not render an opinion 
on the allegation and reports all information gathered. 

(U) "[be FB I's role is to deliver a report of accurate and 
complete information, The prioritization and extent of 
each background investigation is based on the position 
for which the individual is being considered and whether 
the candidate has been the subject of a prior background 
tnvestigation. For example, the relative importance and 
scope of an investigation for a Presidential appointment or 
judicial nomination is higher and more expansive than that 
of a staffer being considered to work in the Executive Office 



of the President. vVhereas the expanse of the former may 
refer back to the individual's 18th birthday1 the latter may 
consist: only oflimited inquiries and intervievvs concerning 
the past five years of the candidate's life. 

(U) Following the certification of election results, the 
Presidential transition period begins . .Although it may seem 
as if the reelection ofa President would result in limited 
transition background investigations., it historically has not 
been the case. For the last three second-term Presidents, 
an average of 43 percent of their Cabinet secretaries, 
deputy secretaries, and undersecreta rles left their positions 
following the President's election to a second term, 
resulting in new appoint:ments . 

(U) If a new President is elected, the OPE identifies 
approximately 100 key positions in the President-Elect's 
admini.st:ration, all of which must undergo a background 
investigation to be ready to assume their new positions 
foflowing Inauguration. 'Ihose positions include the 
President-Elect's Cabinet, other positions with Cabinet-

level status, and high-ranking members of the "\Vhite 
House staff, such as the counsels, chiefs of staff, and 
national sioc:urity ad11isors to the President and Vice 
President. By the end of the process, the FBI will have 
completed more than 11200 background investigations 
for positions within a new administration, with more 
than half being for Presidential appointments that require 
Senate con finnation. 

(U) After field agents complete the investigations, they 
provide the results to f;BI Headquarters vvhere they are 
reviewed for thorc:iughness. FBI Headquarters provides 
an investigative report to V/HCO or OPE for use as it 
deems appropriate. As previously stated, this information. 
also may be used to assess an individual's eligibility to 
nccess classified information or hold a sensitive federal 
government position. Once the FBI presents this report, 
our involvement ends. vVHCO or OPE then adjudic:ates 
security clearances for potential V/hite House personnel 
and appointees. 



(U) 

(U) i\s America's adversaries equip themselves with 
advanced technology and new met bods for conduct tng 
espionage, the FBI strives to create unmatched facilities 
that provide our agents and professional staff with the 
tools and training required to meet these evolving threats. 
The fBI's commitment to modernizing and expanding 
its focilittcs portfoHo is being realized today. 'VVhethcr 
through the centralized cost-efficient data centers 
powering the FBI's networks, or the futuristic, robot­
controlled Central Records Complex in \,Vinchcster, 

Virginia, the Bureau's larger campuses have all seen 
multiple construction efforts designed to accommodate 
and train one of the nation's most resilient workforces. 
State-of-art facilities arc essential if we are to outpace 
increasingly complex global threats. 

(U) v\Tithin the next five years, the Bureau plans to 
construct sophisticated research facilit tes at Redstone 
Arsenal in Huntsville, Alabama, and rapidly expand the 
FBI's capabilit tcs to analyze case data in record time for use 
by our agents and law enforcement partners. Our Redstone 
complex wilJ also give our agents access to on-site training 
facilities that mimic real-world scenarios, replete with 
neighborhoods and rural environs for unmatched field 
instruction for the FBl and its law enforcement partners. 

(U) Although FBI has maintained a presence at Redstone 
Arsenal for almost SO years, the Bureau is now rapidly 
expanding its footprint across 1,600 acres positioned 
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among some of the nation's top defense, law enforcement, 
and technology organizations. These new facilities 
will drive a ne,v era of innovation in Huntsville, a city 
becoming the Silicon Valley of the South, where the lower 
cost ofliving and modern amenities are among the many 
highlights for FBI employees relocated there. 

(Ul Cmm!er-TE D ( u1frr n{Exrd!wce: \Vith the presence 
of Hazardous Devices School and Terrorist Explosive 
Device .Analytical Center (TEDAC), the FBI has identified 
Huntsville as its Counter-IED Center of Excellence. The 

Hazardous Devices School bas provided training for more 
than 20,000 local, state, and federal first responders and 
born b techs and is the nation's only facility that trains 
and certifies public safety bomb technicians. The school 
foaturcs classrooms, explosive ranges, and mock villages. 
Joining the Hazardous Devices School is TEDAC., a multi­
agency organization that coordinates the efforts of the 
entire government to gather and share forensic data and 
intelligence about tactics, techniqucs1 and procedures. 
TED.AC has received more than 100,000 IED submissions 
from more than SO countries and has called Huntsville 
home since 2016. 

(U\ iil!·afcgic H eahg,imni!,· The FBl recognizes it is not 
required to perform all its mission functions in one central 
location. Realigning certain functions to Huntsville 
allows the FBI to strategically grow its workforce both 
operationally and professionally. 1be realigned functions 
were carefully identified to support the goal to enhance 
our analytics and resiliency. By August 2021, the FBI 
anticipates the relocation of 1,400 personnel to Redstone, 
with additional positions expected to relocate in 
subsequent years. 

fU) .·'idr;:wced and Spffidi::c::cd :fr,,foir,g: Redstone's South 
campus offers opportunities to collaborate with other 
government agenctcs to hone specialized skills required 
to meet the mission and enhance law enforcement 
capabilities. Specialized training facilities will offer 
dedicated classrooms1 labs., and workbenches to develop 
tradecraft under real-world simulation in the campus's 
innovative Smart City. This ne,v capability creates diverse 
rcaHstic: environments------ urban, sub urban, and rural------ for 
unique training that mimics real-world scenarios the FBl's 
operational workforce encounters. 

its enterprise and applied technology capabilities in data 
analytics, research and development, testing, and training. 
One of the major developments opening in 2024 is the 



(U) PB! Redstone 

highly innovative Science and Technology District. These 
faci1ities have been strategically designed and configured 
to equip FB [ personnel with the technological capabilities 
to sift through voluminous amounts of case data. The 
district's Innovation Center will generate technical 
experimentation and development capability on never­
before-seen levels for law enforcement. 

(U) 111ese world-class facilities make up just a handful 
of the Redstone facilities designed to ensure FBI 
personnel and its partners are well -equipped to overcome 
increasingly sophisticated threats in the coming years. 

(U) The FBT manages more than 40 lease agreements in 
the National Capita! Region (NCR) (both direct and in 
partnership with GSA\ totaling more than 5.7 million 
in rentable square footage with an annual rent of $167 
mi1lion. Although most sites are located in the immediate 
vicinity to \,Vashington DC regional locations range 
as far as Richmond, Virginia, to the south, Linthicum, 
Maryland, to the north, and Vv111chester, Virginia, to the 
west. 'These locations house key operational personnel and 
storage facilities for equipment, supplies, and records. ln 
addition, a few locations provide specialized capabilities 
vital to the FBT's mission, including national security, 
cyber, and crisis response. 

(~J) STATUS OF FBl HEADQUARTERS 

(U) Built in 1975 to support 2,000 personnel, the FBI 
Headquarters infrastructure, including mechanical, 
electrical, and life safety systems requires critical repairs 

or replacement to safely support the current capacity of 
5,500 FB r personnel. l n lieu of a new FB r Headquarters 
building, upgrades are required to replace fai1ingpluinbing 
and piping, mechanical system supply, and main electrical 
system switchgear that have exceeded their useful life. 

(U) fn pursuit of a new FBI Headquarters building, GSA 
announced in 2014 a procurement strategy to construct 
a new facility in one of three potential NCR locations in 
Maryland and Virginia. '1he administration canceled this 
project in 2017 because of a lack of funding. 1he FBI and 
GSA have recently proposed new NCR locations to the 
Office of Management and Budget and await further action. 

(U) 1he FBI continues to plan and innovate within the 
j. Edgar Hoover Building to find efficiencies to sustain 
its critical operations despite the building's failing 
infrastructure as the FBT continues to engage with 
oversight entities about the potential for a new facility 
located on the existing Pennsylvania Avenue footprint. 

(U) The FBf's new Central Records Complex in Winchester, 
Virginia, will house more than two billion pages ofrecords 
by 2022. The 256,000 square-foot facility uses robots to 
help manage the storage of truckloads of archived records 
now housed at each of the FB['s 56 field offices and other 
sites. Construction of the facility began in late 2017 and 
was completed in August 2020, when emp1oyees loaded the 
first records into custom-designed bins to be shuttled away 
by robots into darkened, climate-contro11ed confines for 
safe keeping and easy retrieval. 



(U) Built for nearly 500 employees, the facility also includes 
an office support building, visitor screening facility, and 
surface parking lot. The Central Records Complex houses 
an automated storage and retrieval system used to store 
and retrieve records quickly and efficiently, leveraging 
innovative technologies never before used in the federal 
government, The system manages more than 361,000 
records storage bins with lids (specifically designed for this 
system) using an overhead grid of frameworks, allowing 
robots to retrieve the desired records. 

(U) Maintained for more than 30 years, the FBI's campus in 
Pocatello, Idaho, is home to a newly completed data center 
that is part of the Bureau's data consolidation strategy. The 
data center will provide DOJ agencies with both classified 
and unclassified data processing capabilities for the 
foreseeable foture. 

(U) The data center has evolved from a continuity 
of operations facility for a single data center into a 
consolidated campus of four main buildings and a number 
of smaller facilities (more than 245,000 sq. ft.) serving 
about 330 employees. i\s part of the DOJ--wide data 
center consolidation project, the facility- along with a 
handfol of other FBI data centers - consolidates leased 
data centers across D OJ in Northern Virginia, Texas, 
Maryland, and other areas. Completed in 2020 at a cost of 
$170 million, the data centers allow the FBI to realize an 
average annual cost offset of $15 million per year, create 
efficiencies (most notably through energy reduction), 
and provide modern technological architecture. This 
consolidation strengthens the cybersecu rity posture 
for all DOJ components using the facility and provides 
the flexibility needed to focus on and rapidly respond to 
mission requirements. 

(U) Ctfr,1/i,,d }11s!ir;: fr~1'im1wUm1 Serdcc., Established in 
1992, Criminal Justice Information Services ( CJIS) serves 
as a high-tech hub and provides state-of-the-art tools and 
services to law enforcement, national security/intelligence 
community partners, and the general public:. Currently, we 
are updating the main entrance to the CJIS campus, lobby, 
and constructing a new Clarksburg Resident Agency. 

FBI's law enforcement training and research center in 
Qi1antico, Virginia. In January 2021, major renovations 
will include new security features attheEastand West 
gates and a new FBI Police Command Center. A newly 
constructed visitor's center will feature a modern design 
for the prestigious campus. To improve the academy 
experience, the FBI has renovated the cafeteria and 
dormitory and revitalized the academy's courtyard to 
ease pedestrian traffic. The FBI's new Reflection Garden 
houses one of the f;BI' s 9 /11 memorials and several 
granite sculptures, including one that honors the valued 
relationship between the FBI, the National Academy, and 
its law enforcement partners worldwide. 

(U) San }wm Fidd O[(u., Completed January 2020, just 
three years after the devastation of Hurricane .Maria, 
the new San Juan Field Office offers employees modern 
workspaces and creates a communications hub that can 
be sustained during hurricanes, seismic activity, or other 
natural disasters. 

N,./'.,,n; L_L,!.,,,,,,J,in,,. The FBI has 63 Legat 
locations and 30 su b--Legat locations throughout the world. 
During the past five years, the FBI has enhanced network 
connectivity specifically focused on the national security 
mission for these offices. 11Ve have nine current projects that 
will provide that enhanced connectivity to the remaining 
offices by the dose of FY 202 L 



(U) Malicious cybcr activity threatens Americans' public 
health and safety, national security, and economic 
security. No single agency can address these threats alone. 
Criminals and foreign states use cyber capabilities to 
exploit the gaps they perceive in the U.S. system between 
foreign and domestic authorities; national security and 
criminal threats; and government and private sector 
lanes for defending critical networks. In this complex 
environment, the FBI is the indispensable partner uniquely 
positioned to bridge these gaps. 

['(I} Ihe f 11l 's Slrate8),t to ln~J>Dse ,Risk and ( ~onst~quen 1,."es on. 
t1ie ,,4 .. :.f~.Jt t:')tll~t 

(U) 1.hc FBI adopted a new cyber strategy in FY2020 
to change the cost-benefit calculus of criminals and 
foreign stai:e actors who believe they can compromise U.S. 
networks, steal U.S . financial and intellectual property, 
and hold U.S. critical infrastructure at risk, all without 
incurring any risk themselves. Under this strategy, the 
F Bl uses its unique role as the lead federal agency with 
law enforcement and intelligence responsibilities to not 
only pursue its own actions but also enable partners to 
defend networks, attribute malicious activity, sanction bad 
behavior, and take the fight to adversaries overseas. 

(U) As the world's premier cyber investigative agency, 
the f Bl uses domestic collection capabilities, its global 
footprint, and partner engagement to attribute cybcr 
crimes and attacks. "fhis is the first step toward holding 
adversaries accountable. 

~ 
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(U//~ 1he F Bi's global presence uses dual law 
enforcement and intelligence authorities to pursue legal 
actions ( e.g., shutting down dark markets, arresting criminals, 
and seizing virtual infrastructure) and to enable the actions 
of other partners through use of their own authorities (e.g., 

~ sanctions, demarchcs, and cybcr effects operations). 
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(U) The FBI operationalizes this team approach through 
unique hubs where government1 industry, and academia 
can work alongside each other in long-term, trusted 
relationships to combine efforts against cyber threats. 
\'\Tithin government, that hub is the NCIJTF, which the FBI 
leads with more than 30 colocated agencies from the USIC 
and lawenforcemenL 

(U//~ Timrngh its capabilities and blended authorities, .._..,...._.,..... __ ...,........,_..,.......,... ___ __,,,..........,---,,--,--------' 
the NClJTF directs and supports whole-of-government (U) The FBI also leads the National Defense Cyber 
campaigns to protect the United States from adversaries, Alliance, where experts from the government and cleared 
criminal groups, and malicious actors in cyberspace, defense contractors share threat intelligence in real time, 
and assist U.S. allies to do the same. PPD--41, U.S. Cyb er leading to notifications of 292, observations of suspected 
Incident Coordination, designated DOJ, acting through activity in its first year of operation. 
the :FBI and NClJTI;, as the lead agency for cyber threat 
response activities, including investigation, attribution, 
and threat pursuit, accomplished by each of the N CIJTFs 
mission centers. \'Vith senior executives from partner 
agencies as leads, the NCIJTF mission centers spearhead 
integrated whole-of-government campaigns in line with 
the National Security Council's National Cyber Strategy, 
sequence whole-of government campaigns to maximize 
impact again st adversaries, operationalize intelligence 
to provide investigative analysis and tactical targeting 
to counter malicious cyber activities., and represent the 
interagency when briefing the campaign status to the 
Nalional Securitv Council. 

(U) As the largest law enforcement partner in another 
such hub, the National Cyb er Forensics and Training 
Alliance, the FBI has enabled alliance members to prevent 
more than $1 billion in potential losses, identify critical 
threats impacting private industry, and support global law 
enforcement through identification of current threats most 
impactful to industry. 

(U) Information gained through investigations and 
intelligence is quickly shared with the private sector 
across these formalized mechanisms and others to aid 
in the defense of critical infrastructure netv,rorks. The 

FBI reviews and analyzes suspected internet-facilitated 
criminal activity received through the Internet Crime 
Complaint Center (IC3) and generates leads to FBI field 
offices for investigation.1C3's website contains public 
service announcements outlining speci fie scams identified 
from this analyses and the FBl prepares an annual report to 

["'ee,te and hie hli a ht the data the ,enml uub li, urn vi de] 

I i 'Ihe FBl's crosscutting roles and expansive 
private sector engagement inform the defense of U.S. 
critical infrastructure as well as the offensive and defensive 
missions of other U .S. and allied government agencies . 



(U/4'et,e7 The FBI maintains specialized, standing 
tactical, technical, and aviation teams to provide rapid 
response to national security, criminal, critical incidents 
and threats. These specialized personnel and resources 
tackle the FBl's most complex missions from rendering 
safe an improvised explosive device (IED) or Wi\1D to 
countering an attack or hostage taking. The mission of 
these specialized teams is accomplished through a layering 
of phased capabilities and standards across the FBI 
enterprise and through collaboration with federal, state, 
local, and international partners. 

(U/~e, On behalf oft he Attorney General, the FBI leads 
the Joint Program Office (JPO) for Countering Improvised 
Explosive Devices (C-lED), established through PPD- l 7, 
Countering Improvised Explosive Devices, to coordinate 
United States C-IED poHcyin support of the National 
Security Council process, 'Hie JPO C-lED facilitates 
the integration and alignment of necessary domestic, 
transborder, and international activities across the USG 
to counter TEDs in accordance with national >0lic r 

(U//~ The FBI, through the Hazardous Devices 
School1 is responsible for delivering certification, re­
certification and advanced courses of instruction for all 
public safety bomb technicians throughout the United 
States. This school serves as the single source of bomb 
technician certification training to ensure common 
standards and training for bomb technicians nationwide. 

(U//~ 1be FBI has approximatel)Qpecial agent 
bomb technicians in locations throughout the FBI's 
domestic and global offices. These technicians conduct a 
range of operations from rendering lEDs safe to major case 
support, from conducting vV,\lD diagnostics to gathering 
intelligence overseas. The bomb technicians support FBI 
investigations through post-blast evidence collection, 
interviews of bomb makers, and assessing the technical 
feasibility of a terrorist or criminal device. ln addition, 
the bomb technicians work closely with their public safety 
bomb squad partners. {U) 
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response, and law enforcement assistance. To enhance 
field office S"\VAT teams during large scale multi-office 
operations and critical incidents, the FBI established a 
tactical task force model. Under this model, the task force 
forward deploys to the field office and provides full mission 
planning, target intelligence, resource recruitment and 
allocation, communications support, medical support, and 
logistics. "Ihe task force also stnngently selects and tr ams 

............... s.__1nci_ali.z_ed J_-iicl_ifril _____ Car_,abi_litie_s _____ personnel in all field offices able to surge in response to a 

critical incident. 

(U,TOUOHn addition to the dedicated alert aircraft, the 
FBI maintains and operates a fleet of aircraft located across 

• •·· . . various field offices to conduct aerial surveillance and 
photography in support the F BI's mission. The FBI also 
maintains and operates aircraft to transport personnel and 
equipment to crisis sites worldwide; evidence in sensitive 
matters; and terrorism and criminal subjects as part of a 
foreign transfer of custody. In addition to supporting the 
aviation needs of the Attorney General and FBI Director, .__ _______ __ 
these aircraft provide a 24/7 response capability worldwide 

(U/,~ All 56 FBI field offices also maintain SvV.A T for all facets ofF BI's intelligence and law enforcement 
teams to deliver effective tactical operations for all facets . operations. 
of FBI investigative and intelligence activities, crisis 



(U//~) Through DOJ, the FBI is beading the Executive 
Branch's efforts to create identity intelligence systems 
for both TOC and cyber actors, helping create a common 
operating picture for the USlC as well as federal, state, 
local, and tribal law enforcemend ! 

(U/,~) As the threat environment evolved and national 
security threats increasingly converged! 

IWith 17 years of 
experience providing I 

(lT//~ 



(U//~) 111e FBI is in the process of transforming 
presently available IT capabilities and infrastructure to 
meet the demands of current and future investigatt ons. 
'Ihe networking, storage., and data analysis requirements 
across the FBl's criminal and national security programs 
outpace the ability to meet mission demands. I ;west men ts 
to transform IT infrastructure and provide adequate 
analytical capabilities are critical to accomplishing the 
FBI's mission today and in the future. 

(U//~) To modernize investigative data analysis 
and keep pace with investigations, the FBI requires 
networks able to transport bulk data and reduce reliance 
on standalone, ad hoc systems that may lack adequate 
security protections. 1 n addition to investments in 
networks and investigative tools, the FBI is also building 
facilities in Huntsville., 1\.labama, that will provide modern, 
collaborative space to develop advanced analytical tools 
and data management platforms to advance investigations. 

(U/~) The FBl's ability to communicate securely and 
covertly with human sources is essential to collecting 
intelligence. The rapidly evolving digital environment, 
in which all manner of data produced by common day-­
to-day activities are captured, processed, and sold, has 
introduced new challenges in Qreventirnr adversaries 
from 

(i...T) Pocatello Data Center 
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(UI/~) Modernizing the FBI's TT enterprise will require 
substantial, sustained investment across three critical 
areas: network infrastructure, core data management 
for advanced analytics, and cybersecurity. Network 
infrastructure improvements will require upgrading 
network bandwidth between data centersL field oflices 1 and_ 

[cesident,gencies.J ~ 

(U//~) Bandwidth and data challenges are not 
limited to major cases or large ofllcesj 

(U/l~e,--In addition to network infrastructure., the 
FBI is also enhancing its core data management for 
advanced analytics. 1he volume of data collected during 
investigations continues to raridly exEand. 
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(U/ /~ Violent crime continues to remain a persistent 
and significant threat both throughout the United States 
and across the globe. The FBI's expansive international 
footprint a Dows the FBI to lead effrwts to address violent 
crime. In 2020, the FBI undertook a number of strategic 
initiatives aimed at addressing a myriad of crimes against 
children and gang-related violence. i\ key component of the 
F BI's ability to advance these initiatives is national and, in 
some cases, international task forces, which bring together 
state, local, tribal, and international resources to leverage 
law enforcement and intelligence capabilities. The FBI 
denies access of would-be criminals to the tools and places 
necessary to commit crimes, brings to justice perpetrators 
who carry out violent crimes, and provides support to the 
victims of those crimes. 

(U//LE37 Major violent crime incidents can paralyze whole 
communities and stretch state and local law enforcement 
resources to their limits. The FBI can support these 
departments not only with a surge of personnel, but also 
by bringing assets not available at the state and local 
level. These assets include source development assistance, 
critical incident response support, implementation of 
enterprise investigations, prosecutorial support at the 
federal level, and technical support to address crimes using 
sophisticated internet platforms and networks. Intelligence 
supports all domestic and international violent crime cases 
to maintain a comprehensive understanding of the threat. 

11illlllllililii:::lilii:i:i::i 
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The FBI continues to mitigate violent crime threats by 
developing an understanding of criminal tradecraft and 
vulnerabilities through analysis that is also disseminated to 
the FBI's domestic and global partners. 

(U//~ The FBI provides a rapid, proactive, and 
intelligence--driven investigative response to the sexual 
victimization of children, other crimes against children, 
and human trafficking within the FBI's jurisdiction. The 
FBI currently leads 86 Child Exploitation and Human 
Trafficking Task I;orces throughout the United States with 
representation from more than 400 state and local law 
enforcement agencies as well as more than 850 task force 
officers. In 2004, the FBI initiated the Violent Crimes 
Against Children International Task Force (VCACITF) 
to promote and develop a select cadre oftnternational law 
enforcement experts to formulate and deliver a unified 
global response against child sexual exploitation matters. 
This task force, which is currently composed of more than 
64 active task torce officers from 46 countries, allows 
for real-time global collaboration between the FBI and 

its partners to recover children and bring perpetrators 
to justice. Since its inception, the VCACITF has been 
instrumental in the successful initiation and resolution 
of several high-profile, extremely complex investigations 
with a true global footprint. In 20051 the FBI created the 
Child Abduction Rapid Deployment (CARD) Team to 
provide a nationwide resource to support investigations 
of child abduct ions and critically missing children. 11ie 
CARD Team is a nationwide resource for law enforcement 
at no cost to the requesting agency. CARD Team members 
attend specialized training on child abduction investigative 



search techniques and technology and develop best ,,,,~,.,\·,,.:H ;; 

practices through operational experience. 'fhe CARD 
Team has deployed 177 times since its inception, which has 
resulted in the recovery of 84 live children and 86 deceased 
children as well as the arrest of numerous offenders, 'lbe 
FB1 also employs a team of child and adolescent forensic 
interviewers and victim. specialists who engage with these 
victims and provide trauma-informed interviews and 
support services. 

(U//~ 'Ihe FBI has been helping to ensure safety 
and security in Indian Country since our founding 
in 1903. Protecting tribal communities is a highly 
important responsibility. 1he FBI has the jn.risdiction to 
investigate certain serious crimes committed on Indian 
reservations, and also works closely with tribal law 
enforcement partners to provide resources and assistance 
to maintain safoty in 1ndian Country communities. 'Ihe 
FBI provides guidance, training, program management 
and operational support to FBI field offices with respect 
to f ndian Country. 1hrough enhanced outreach, the FB I 
enriches its partnerships with fede.ral, local, state, tribal 
law enforcement, nongovernmental organi:z.ations, private 
industry, and the public to aid in the decrease of violent 
crimes in Indian Conntry. 1he FBI created Safe Trails Task 
Forces to aid the FBI's mission. 'The USG recognizes 574 
lndian tribes in the United States, with the FBI having 
investigative responsibility for federal crimes committed 
on approximately 200 l ndian reservations. 'Through the 
development of confidential human sources, subject 
proffers and interviews, liaison contacts, and tripwires, the 
FBI increases intelligence reporting to address known gaps 
to better understand the l ndian Country threat. 

(U/i~) Violent incident crimes and violent gangs 
pose a major threat to the American public, and this 
threat is significant and worldwide in scope. 1he FB r 
identifies, prioritizes, and targets the most violent and 
orga1ii2ed threat actors who pose ,lll immediate threat 
to the safety of communities '"''ithin their area, Using 
sophisticated investigative techniques, the FBI d irects 
resources toward intelligence-driven investigations to 
positively impa ct the community. 'Ihe FBI continues to 
develop collaborative partnerships to coordinate multi­
jurisdictional investi.gat.ions with fode.ral, state, and 1ocaJ 
law enforcement and pursue federal prosecution so, when 
appropriate, significant prison sentences can be levied. 
lhe F Bl works with fodera1, state, and local partners to 
identify the most violent offenders. Once identified, the 
FB1 targets these offenders proactively and aggressively 
and proposes them for criminal prosecution. 'Jhe FBI 
also focuses on Hobbs 1\ct: cases, including the robbery of 

-----------------------(ff) P BI in .indian Country 

commercial institutions, and armored carriers, as wel1 as 
coordinates identification of additional Top Ten Fugitives. 
'Through charges, arrests, and convictions, the FBI reduces 
the number of threat actors and protects the public's safety; 
hea1th, and overall weH-being. 1hrough the development 
of human sources, subject proffers and interviews, liaison 
contacts, and tripwires, the F Bl increases intel1igence 
reporting to address known gaps to better understand the 
threat. issue at a nat ional level 

(U//~ Tue FBI also focuses on neighborhoods impacted 
by violent gangs and crimes of violence through the use 
of the Enterprise 11,eory oflnvestigations {ET1) concept. 
'Ihe National Gang i ntelligence Center (NGIC) promotes 
nrnltiagency collaboration efforts through intelligence­
sharing initiatives and provides analytic support to our 
task forces. Ultimately, successful mitigation of gang 
activity in each field office territory leads to a decline 
in the overall threat gangs pose at a national 1evel By 
providing a strategic approach to coordinating violent 
gang investigations, intelligence -gathering activity) and 
victim support, and by supplementing liaison efforts, the 
.F'Bl seeks to promote an integrated approach to mitigation 
across the nation. 1he ETl has proven successful to 
disrupt and dismantle the most violent offende rs across 
the conn try-. 

(tJ// ~ ) 'rhese initiatives have enabled the FBl's 
task forces to make progress addressing violent crime 
perpetrated by some of the nation's most violent offenders, 
gangs, and criminal enterprises nationwide. 'fhe F Bl's 
52 Vio]ent Crime Task Forces and 172. Safe Streets Task 
Forces are responsible for the seizure of thousands of 
illegal firearms, the dismantlement of multiple criminal 
enterprises and the arrest, indictment, and conviction of 
thousands of criminals in 2020 a1one. 



(U//~) Gang violence does not always originate in 
the United States. '111erefore, the FBI, which has a robust 
investigative footprint in affected countries, continues 
to lead the effort to disrupt and dismantle transnational 
gangs, including MS-13, from their points of origin. 
DOJ-initiated Task Force Vulcan, an FBI-led multiagency 
effort to combat MS-13 violence across the hemisphere 
by targeting violent gang cliques in the United States and 
CentralAmeric.:L The TransnationalAnti--Gang Task 

Force, established in 2007, now hasOtask fo;ce officers 
Qin El Salvador,Oin Guatemala, amQn Honduras) 
responsible for the investigation ofMS-13 members 
operating in the northern triangle of Central America. 
These officers provide intelligence for US .-based FBI 
investigations. 

(U/,~&) In July 2020., DO.J announced Operation LeGend., 
a response to a local request for assistance to address an 

increase of violent crimes in Kansas City, Missouri. As 
a result, and in response to recurring violence in other 
cities (see chart below), DOJ directed the FBI, .ATF, DEA, 
and the U.S. 1'Vlarshals Service to surge resources to the 
affected areas. The operation focuses on homicide, robbery, 
gang, and nonfatal shooting investigations, as ,vell as the 
execution of violent fugitive warrants. 'Ihe FBI quickly and 
efficiently surged resources to provide a mix of assistance 
across job families to accomplish the operation's goak 
Additionally, the surge was strategically planned to include 
necessary technical assets, training for deployed personnel., 
and employees with skills and experience in violent crime 
investigations. These surges can also require significant 
financial resources to fund travel for investigators, victims, 
and their families, as well as the transportation of evidence, 
subjects and witnesses. 

(f.W~ Violent Crime and Safe Streets Gang Task Force Statistics for FY 2020 (through August 2020) 

8,092 3,799 

3,582 68 

([]1/H;<i;) Operation LeGend Statistics Sina Inception (thnn1gh Septernber 30, 2020) 

Albuquerque 07 jl .5/2020 S4 O> 

LI 26 6S l4 

Chicago 07/27/2020 124 71 55 49 14 

Clev!!land 07/15/2020 
I • 

23 '17 17 26 34 

Detroit 07/15/2020 44 ", 
lJ 19 26 82 

Indianapolis 08/18/2020 19 21 20 13 

Kansas City 07/20/2020 7.5 ~7 66 66 41 

Memphis 07/15/2020 27 11 8 43 21 

Mllwaukei! 07/15/2020 44 1 S 99 65 49 

St. Louis 08/10/2020 53 24 59 4.5 26 

TOTAL 463 263 369 3'!18 306 

~. ECRE'f //~'nT\~.•Rt::t:~4-~J ,,r, 'ti:5~rJ; ~. tf\:~~iTh/E 
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(U//FO"u'01Combattng public corruption is the FBI's top 
criminal priority, It encompasses corruption oflegislative1 

executive, and judiciary officials and employees at all 
levels of government who exploit their official position for 
personal gain through bribes, quid pro quo arrangements, 
kickbacks, extortion, and misappropriation schemes. The 
more than 22 million public officials----- including federal, 
state, local, and tribal officials - across the United States 
make corruption a formidable threat throughout the 

~ 

adapts priorities to address the needs of its constituents. 
\Vhen unchecked, state and local corruption can result 
in increased federal corruption, as state and local public 
officials pursue more prominent roles in federal offices. 

(U//~) Foreign influence is any effort from foreign 
governments to influence U.S. public officials., at all levels, 
through illegal means ---- typically facilitated th rough 
bribes and illegal campaign contributions. Through 
foreign influence campaigns, other nations can impact 
U.S. elections and interfere with lJ.S. policy at home and 
abroad. Compromised public officials erode domestic 
and international confidence in the USG, and weaken the 

nation's security~ 

county. U.S. pub lie officials and employees are vulnerable ·Tiie F BT' s Foreign In tluence Task 
to individuals, businesses, foreign actors, and legitimate ..._Fo-rce....,...b:-•in-gs 1-:og.....,,.eth-er criminal, counterintelligence, and 
and criminal organizations that attempt to exploit the cyber efforts to combat foreign influence. 
officials' access and influence over policies, processes., 
and government spending. Foreign governments 
influence domestic public officials and endeavor to 
recruit them to buy influence, exploit social rifts, and 
degrade faith in democracy. 

(U//~Campaign finance violations and election fraud 
threaten the lJ.S. system of representative government 
by corrupting the democratic process. Election crimes 

(U//ffltle?-':rhe FBI is uniquely positioned to ···········································;·:·.·······;-·::·····;·············:·······:·····:····:·····;~························································· 
• ( U) Puvlic Corruptwn Statistics c' Y 2020 

investigate public corruption relating to state 
and local officials because of our presence 
throughout the United States, its territories, 
and the world. 'Ihe United State has more than 
22 million public officials, with approximately ,,,;;; 
19 million state, local, and tribal government 
employees who obtain public office through 
elections., appointments, direct hire methods, 
and contracts. The threat to each government 
entity changes regularly as each government I 
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include vote buying, absentee ballot fraud, illegally stuffing 
ballot boxes, or falsely registering to vote.During the 
2016 election, the FBl developed intelligence related to 
potential voter suppression by foreign countries through 
social media, a newer tactic requiring continued attention. 
The fBI has identified violations through dark money and 
cryptocurrency because of a new reporting requirement for 
non profit organizations, 

(U/.~) Corruption in federal, state, and local 
correctional facilities remains an issue, with more than 
1.4 million individuals incarcerated in federal and state 
prisons and another 600,000 held in local jails. Corrupt 
prison staff compromise their official positions and 
personal integrity by performing illegal acts on behalf of 
prisoners in exchange for some form of remuneration. 1he 
.f:-~BI's prison corruption initiative, which began in June 
2014, addresses contraband snrnggltng by local, state, and 
federal prison officials in exchange for bribe payments, 
Through this initiative, we work to develop and strengthen 
collaborative relationships with state and local corrections 
departments and the DOJ OIG to help identify prison 
facilities plagued with systemic corruption and to employ 
appropriate criminal investigative techniques to combat 
this threat. Increased advances in technology continue 
to present challenges to mitigating_ corruption within_ 
correctional facilitiesJ 

(U//~) The U.S. land border is more than 7,000 miles 
with an additional 95,000 miles of shoreline the federal 
government must protect. Corruption at the U.S. borders 

and ports of entry presents a significant threat by allowing 
violent drug cartel members, foreign intelligence services, 
terrorism subjects, and weapons smugglers to enter the 
United States. The continued emergence oflarge-scale 
infrastructure projects and the accompanying staffing 
increases presents significant opportunities for additional 
corruption. The large volume of cargo entering maritime 
ports, government contract opportunities, and turnover of 
public officials also creates vulnerabilities individuals ma; 

exploits.l I 

[ l 
(U//~) Contract corruption involves all stages of the 
contracting process, and often also involves fraud against 
the government. Contract corruption causes continuing 
damage to U.S. economic and critical infrastructures. The 
FBI disrupts corruption related to negotiation and award of 
contracts by identifying key infrastructure projects across 
the United States and ensures coordination with the OlGs 
across the United States. 

I 
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(U) DISRUPTING FOREIGN INTELLIGENCE ACTIVITIES 

--

(U/, FOU07 l he FBl is going beyond collaboration to 
actnall y integrating efforts with other intelligence and 
law enforcement agencies. \Ve are using all available 
tools to bring the fight to our adversaries' doorsteps, 
includinsd I 

(U//flOU01 l he threats to U.S . national security are 
persistent, multifaceted, and increasing. China is 
determined to supplant the United States as the dominant 
military and economic superpower by stealing cutting-
edge U.S. technology and intellectual property. Russia 
has become more soph isticated in its illicit ati:em pts 
to influence our elections and foreign policy. Foreign 
adversaries are conducting complex campaigns to steal U.S. 
technology and destabilize our system of government by 
fueling mistrust in the security of our democratic process. 

(U} REDUCING RUSSIAN COLLECTION PRESENCE fN 
THE UNriED STATES 

' 
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(U) China 1s,'1pproach to Technology Transjff 

• CHINA'S 
STRATEGIC GOALS 

,,~.~~'t_~ 

Innovation-Driven 
Economic Growth Model 

(U) ln August: 2019 and August: 20201 a federal grand 
jury returned two separate indictments charging five 
cyber actors, all of whom were residents and nationals of 
China. These actors were members of a hacking group 
in China known as APT4 l, with computer intrusions 
affecting more than 100 victim companies in the 
United States and abroad. The same federal grand jury 
returned a third indictment: in August 2020 charging 
two J\1alaysian businessmen who conspired with two of 
the Chinese hackers to profit: from computer intrusions 

targeting the video game industry in the United States 
and abroad. In addition to arrest: warrants for all oft:he 
charged defendants, in September 2020, seizure warrants 
were issued resulting in the recent: seizure of hundreds 
of accounts, servers, domain names, and cornrnand-and­
cont:rol web pages the defendants used to conduct: their 
corn put:er intrusion offenses. 

(U) F lTF does this is by establishing relationships: at: the 
federal level with other government: agencies, at: the state 
and local levels with election officials, and in the private 
sector with campaign staffs and social media companies. 
FlTF also exchanges intelligence ,vit:h governments 
and law enforcement: entities abroad that: are working to 
counter the same types of operations targeting 
their elections. 

(U) F lTF partners with the private sector by sharing 
threat: indicators with U.S. technology companies and, 
in partnership with DHS and ODNl, by making publicly 
available online the FBl's Protected Voices initiative. 
Protected Voices helps campaigns, companies, and 
individuals better understand the malign foreign influence 
threat:, practice good cyber hygiene, and recognize threat: 
indicators. 
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(U//~ To offer policymakers inte1ligence vital for 
their decision--making, the FBI has dcvclo ,ed a >lcthora of 
intelli ence roducts. 

(U//v 
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(U) Following the September 1 l, 2001, terrorist. attacks 
against the United States, the U.S. Attorney General 
directed the FBl, through its Legats, t.o obtain fingerprints 
and biographic information for known or suspected 
terrorists processed by foreign law enforcement agencies. 

(l;) [n response, the FBI established an initiative to conduct 
global biometric and biographic information collecting and 
sharing. 1 he inH.iative is extremely successful in biometric 
collection effo1ts. The FBI has acquired more than three 
mi Ilion fingerprin.t records from 92 foreign partners and 
made those fingerprint. records available to domestic law 
enforcement, crimina1 justice, and inte1ligence agencies, as 
we1l as trusted foreign partners. 

(l;) [ n addition, the FBI has shared I.ens of thousands of 
latent prints and DNA profiles associated with terrorism 
with trusted foreign partners. To date, partner nations have 
made more than 100 identifications by searching these 
latent prints. 

(l;) The FB[ collaborates with the DHS to secure the 
signing and implementation of Preventing and Combating 
Serious Crime (PCSC) Agreements as part of the Visa 
'Naiver Program with foreign countries. 'lhc FBI acts as the 
technical implement.er for the DOJ to provide connect.ivity 
between United States and partner :nation biometric 
systems for biometric exchange. 

(l;) [ o addition t.o acquiring and sharing biometrics 
through PCSC agreements, the FB I coordinates additional 
global collections efforts to obtain high-value biometrics 

from foreign law enforcement partners. Targeted 
biometric records pertain to individuals of interest to 
partner countries, the United States, the internation,il 
law enforcement community, and U.S. military allies, 
and include individuals associated with or appropriately 
suspected of terrorist activity, egregious crimes, or 
transnational criminal activity. 

(U) TE DA C serves as a single intcragency organization to 
rece.ive., analyze, and exploit all terrorist IEDs of interest 
to the United States. TEDAC coordinates the efforts of the 
entire government, from law enforcement to intell igence to 
military, to gather and share forensic data and intelligern.'.e 
about devices, tactics, techniques, and procedures•····· 
helping to disarm and disrupt 1.EDs, l ink them to their 
makers, and prevent future attacks. To date, TED AC has 
received more than 100,0001.ED submissions from more 
than SO countries. 

(U) T EDAC's organizational stmcl:ure includes 
representatives from the DOJ, DoD, and international 
partner agencies that work collaboratively to address 

J ,f.CRET//Nnf:nj?rl}it!W DJFJl't.,khdq11 r,rn.srnv( 
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(U//~) Across the United States, only lS percent 
oflaw enforcement agencies have a victim services 
program. Providing such services to victims of crime 
not only supports their recovery and v,rell-being, but also 
enhances investigative efforts and leads to more positive 
prosecutorial outcomes. Although the FBI has always 
prioritized support ofvicttms, the FBI did not recognize 
the need for a large, professional, and mission-focused 
program until 9/11 ---- to respond to the thousands of 
victims associated with 9/11 and the victims of all criminal 
and nattonal security investigations. Since then, the 
program has grown to include victim specialists within all 
56 field offices, child and adolescent forensic interviewers 
stationed across the country, victim service coordinators, 
and the family engagement coordinator within the Hostage 
Recovery Fusion Cell. In addition, the program also has a 
crisis response team to provide victim services during mass 
casualty events, to share valuable subject matter expertise 
FBI-wide and with our partners., and to provide training to 
the law enforcement community to assist with establishing 
or enhancing victim service programs. 

(U!/~) 'foe FBl's victim services program plays a 
critical role in providing support and resources to victims 
of crime and their families. 'Ihe program assists victims in 
navigating the physical and emotional aftermath of a crime 
and the criminal justice system. 11-lis assistance is critical., 

not only for the health and well-being of victims, but also 
the success of the investigations. 

Victim Sernkes Pmgram 
Provided 

200,783 
services to victims and their· i amilies 

And conducted 

1,669 
child/adolescent forensic interviews 

(U//~ln addition, the program has a spec tal response 
team that provides victim services during mass causality 
events. 1he team is composed of victim specialtsts, 
special agents, and intelligence analysts who provide 
on-scene support, death notifications, and coordination 
of support services to hospitalized victims and families 
of deceased victims. ·111e team also collects, deans, and 
returns personal effects for victims and their fam tlies. 
Since 2005, this specialty team has responded to 28 mass 
casualty events throughout the United States, including 
the shootings in Las Vegas (the deadliest mass shooting 
committed by an individual in the Western Hemisphere)_; 
Marjory Stoneman Douglas High School (the largest 
school shooting in U.S. history); the Tree of Life 
Synagogue in Pittsburgh ( the deadliest attack on the Jewish 
comnrnnity in the United States); and the recent vValMart 
shooting in El Paso (the deadliest attack on Latinos in 
modern American history). 

(U) In addition to providing services to victims of 
crime, victim specialists, child and adolescent forensic: 
interviewers, and victim specialist coordinators are 
uniquely postured to provide valuable subject-matter 
expertise because of their extensive work with victim 
populations and community engagement. ·n1e FBI is 

ensuring this expertise is being fully leveraged through the 
production ofinfonnattve products shared across the FBI 
and ,-vith our USIC, state, and local partners. 

(U) In 2018, the FBI launched ELEVATE with our state, 
local, and tribal partners to assist with establtshing or 
enhancing victim service programs within their agencies. 
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RESOURCES Mission & Priorities https://wwwJbi.gov /about/miss ion 

f-----

SERVICES 

Leadership https://www.fbi.gov/about/leadership-and-structu re 

FAQs https://www.fbi.gov/about/taqs 

Partnerships operationai, investigative, https://www.fbi.gov/about/partnerships 
public, private sector 

Community Outreach https://www.fbi.gov/about/community-outreach 

Law Enforcement https://www.fbi.gov/resources/law-enforcement 

Businesses -full site https://www.fbi.gov/resources/businesses 

Businesses: Private Sector partnerships https://www.fbi.gov/about/partnerships/offic e-of private-sector 

Vic ti ms https://www.fbi.gov/resou rces/vic tim-services 

Reports and Publications https://www.fbi.gov/resources/library 

Criminal Justice lntorn1ation Services 

Critical incident Response Group 

littps://www.fbi.gov/services/ c jis 

https://www.fbi.gov/servkes/cirg 

C!RG: Strategic Information & Operations https://www.fbi.gov/services/cirg/sioc 
Center 

Laboratory- tull site https://wwwJbi.gov/services/laboratory 

Training Academy -full site https:/ /www.fbi.gov/servkes/training-academy 
f----------------

T raining Academy: National Academy https://www.fbi.gov/services/train ing-academy /national-academy 

CRISIS Active Shooter & Resources https://www.fbi.gov/about/partnerships/off ice-ot-partner-engagernent/active-shoot-
RESPONSE er-resou rres 

C!RG https://www.fbi.gov/servkes/cirg 
----------------------

1 n t e I Ii gen c e Guide for First Responders https://www.dni.gov/nctc/jcat/jcat __ ctguide/intel___guide.html 

NATIONAL Overview https://www.fbi.gov/about /lea de rshi p-and-structu re/national-security-branch 
SECURITY 

Terrorist Screening Center https://www.fbi.gov/about/leadership· and .. structu re/nationai-secu rity-branch/tsc 
f----------------

H igh-Value Detainee I nte rroga tion https://www.fbi.gov/about/leade rsh ip-and-structu re/national-security-branch/ 
Grou high-value-detainee-interro ation-·,rou 





(U) ACRONYMS 
AD Assistant Director 

ADIC Assistant Director in Charge 

AEAD Associate Executive Assistant Director 

AO f,dministrative Officer 

AOR Area of Responsibility 

ASAC Assistant Special Agent in Charge 

ASCE Academic Security & Counter Exploitation program 

ATB Adjustments to Base 

BFTC Basic Field Training Courses 

CALEA Communications Assistance for Law Enforcement Act 

CARD Chiid Abduction Rapid Deployment 

CAT Cyber Action leam 

CBJB Congressional Budget Justification Book 

CBRE Chemical, Biological, Radiological, or Explosive 

CBRN Chemical, Biological, Radiological, or Nuclear 

CFIUS Committee on Foreign Investment in the United States 

CIA Ceritr,d lnteHigence Agency 

CIRG Critical Incident Response Group 

CIS/\ Cybersecurity and Infrastructure Security Agency 

CiTAC Counterintelligence Tactical Analytical Cell 

CITF Counterintelligence Task Force 

CJIS Criminal Justice Information Services 

c.JS Commerce, Justice, Science, and Re!<1ted Agencies 

CNE Computer Network Exploitation 

CPAR Contractor Performance Assessment Reports 

CR Continuing Resolution 

CRC Central Records Complex 

DAR D1versity Agent Recruitment 

DD Deputy Director 

DOD Director's Decision Documents 

DI-IS Department of Homeland Security 

DNI Director of National Intelligence 

DoD Department of Defense 
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(U) ACRONYMS 
Legat 

MLI\T 

MOU 

MS-13 

NCIC 

tKIJTF 

NCITF 

NCR 

tKTC 

NGi 

NICS 

N!P 

NJTTF 

NSC 

NSPM 

~iTOC 

OCP 

ODNI 

01 

OIG 

0MB 

OPE 

PCSC 

PDB 

PPD 

QFRs 

R&D 

Legal Attache 

Mutual Legal Assistance Treaty 

Memorandum of Understanding 

M,Jra Salvatrucha 

Nationa! Crime Information Center 

National Cyber Investigative Joint Task Force 

National Counterintelligence Task Force 

Nat'1onal Capital Region 

National Counterterrorisrn Center 

National Data Exchange 

Next Generation Identification 

National Gang Intelligence Center 

National Instant Crimina! Background Check System 

National Intelligence Program 

National Joint Terrorism Task Force 

National Security Agency 

National Security Council 

Nationa! Security Presidential Memorandum 

National Threat Operations Center 

Office of the Counsel to the President 

Office of the Director of National Intelligence 

Office of I nte11igence 

Of-fice ofthe Inspector Genera! 

Of-fice of Management and Budget 

Office of the President-Elect 

Preventing and Combating Ser'!i:1us Crime 

President's Daily Brief 

Presiden tial Policy Directive 

Questions for the record 

Research and Development 



(U) ACRONYMS 
RCFL 

I 
SA 

SAC 

SARs 

SIA 

SSA 

SSCI 

SSiA 

SSH 

Regional Computer Forensic Laboratory 

Special Agent 

Speda.l Agent in Charge 

Suspicious Activity Reports 

Supervisory intelligence /\r,alyst 

Supervisory Special Agent 

Senate Select Committee on Intelligence 

Senior Supervisory intelligence Analyst 

Safe Streets Task Force 

[_ 
TCO Transnatiora! Criminal Organization 

TEDAC Trnorist Explosive Device Analytical Center 

TOC Transnational Organized Crime 

TRP Threat Review and Prioritization 

TSC Terrorist Screening Center 

UAS Unmanned Aerial Systems 

UCR Uniform Crime Reporting 

C 
USG 

usic 

VCACITF 

VCTF 

WMD 

U.S. (;overnment 

U.S. Intelligence Community 

Violent Crimes Against Children International Task Force 

Violent Crime Task Force 

Weapons of Mass Destruction 
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