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(U) MESSAGE FROM THE FBI DIRECTOR

(U) The FBI's mission is simple to say but profound to execute: protect the American people and uphold
the Counstitution. Every day, the men and women of the FBI strive to carry out this mission. Whether it’s
thwarting a would-be terrorist, disrupting a spy ring, preventing cyber attacks, dismantling a dangerous
gang, or returning a missing child to her family, our work never ends.

(U} Almost two decades after 9/11, many still do not fully understand the role of this national security
organization. Whether investigating a threat through one of our rnany multiagency task forces, providing
training to our international law enforcement partners, collaborating with the intelligence community
on ernerging technical capabilities, or producing intelligence for senior policymakers, the FBIs
complementary intelligence and law enforcement capabilities uniquely position us to carry out ourrole as
the lead for investigations of threats to the United States - both domestically and overseas.

(U} For more than a century, our repatation as a premier intelligence and law enforcement organization
has been based not so rnuch on all our successes in addressing threats, but on the way we accormplish

our work. At our best, we're focused on being true to our distinctive core values: respect, objectivity,

and independence. Executing our mission with objectivity and independence and following the facts
wherever they may lead, to whomever they maylead, is paramount. [n recognition of these values, the FBI
takes seriously the recommendatious from various oversight elements’ review of the Crossfire Hurricane
investigation. We have made changes and will continue to make changes to strengthen our organization

and enstre we exercise our authorities with objectivity and integrity.

(U) Transparency and accountability are the bedrock of ensuring we majntain the trust of the people we
serve. As part of this effort, we share a wealth of inaterial on our website about our organization and our
work. To complement that information, the materials being shared with you provide a window into what
we can't share with the public: the sensitive techniques and methods the FBT uses to carry out our mission

to defend our nation from foreign adversaries, terrorists, criminals, and others who seek us harm.

(U) In these materials, you'll see four themes that describe the foundation of our work and the challenges
we face. The first is about the FBI brand. It’s about who we are and building on the brand that matters the
most — not the views of the pundits or the prognosticators or the armchair critics, but the views of the
people we actually do the work with and for. The second theme is a focus on partnership and teamwork in
everything we do. The third is process — making sure we're not just doing the right thing, but also doing it
in the right way. And the fourth is the need for innovation and a focus ou the fature.

(U} T hope these materials give you a better sense of who we are, and the depth and breadth of our unique
role and capabilities. We look forward to meeting with you to tell you more about the work we do and how
together we can carry out our oath and duty to the American people.

(U} Thanks for letting us share our story with you.
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(U//F6d6) INVESTIGATIONS: INTELLIGENCE AND EVIDENCE

{U//romexThe FBI carries out everything we do, the
investigation of reported criminal activity and the
collection of intelligence, within the parameters of the
Attorney General’s and the FBI's domestic intelligence
operations guidelines to ensure the protection of privacy
andcivilliberties of U.S. persons. Underthese authorities,
the FBI conducts activities using the least intrusive means,
requiring an authorized purpose to review records outside
of an authorized investigation. More invasive techniques,
such as the acquisition of private records or surveillance,
require an authorized investigation.

{UpaeerT Bl special agents work these investigations
with a team of FBI employees: intelligence analysts,
language analysts, forensic accountants, computer
analysts, and others inside and outside of the FBI to collect
intelligence, evidence, or both. Whether the FBl initiates
the investigation based on a violation of federal law or as

a result of intelligence about a potential threat, the FBI's
authorities include — depending on the ¢ircumstances —
both criminal and intelligence tools to collect information.
The FBI does all collection in accordance with Attorney
General guidelines and with oversight from several
components, including DOJ, the Office of the Inspector
General, and Congress.

Ly b ey b e e

{U//Pese>In the years since the 9/11 terrorist attacks, the
EBIhas undergone a paradigm shift in the way we collect
and use intelligence. The FBI has always collected and
used intelligence, but we did so primarily in the context of
crimes already known to the FBIL Today, the FBI does not
just use intelligence to advance our operational mission
and solve a particular crime. We also prioritize collecting
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and sharing intelligence with partoers to develop a
comprehensive picture of threats and to understand how
those threats intersect across actors, criminal violations,
and national security concerns. This strategic approach
enables the FB1to disrupt threat actors before they act,
either by taking action ourselves, informing other agencies
with authorities to address the activities, or working

with policymakers to use the broader capabilities of the
USG to address the identified threat. In turn, intelligence
drives how we snderstand threats, how we prioritize and
investigate these threats, and how we target our resources
to address these threats.

() Like other intelligence agencies, the FBI collects,
exploits, disseminates, and analyzes intelligence. The FBI
is a producer of both raw and finished iutelligence that
address the strategic, operational, and tactical intelligence
needs ofinternal and external customers.

{UmFeFer While the FBI uses our intelligence to advance
our operational mission, we also have increased efforts

to produce intelligence for external customers. This
intelligence reflects the unique perspective of the FB1 —
the threat to the domestic territory and its citizens based
in part on the Bureau’s unique collection capabilities and
our domestic law enforcement partnerships — to present a
full picture of the threat to our partners and policymakers.

{U//Baiiay Through an array of FBT analytic products
and contributions to community products disseminated
through the National Intelligence Council and the
President’s Daily Brief {PDB), for instance, FB1
intelligence reaches a broad spectrum of consamers.
These customers range from the President and other

policymakers, to jntelligence partuers, and to state, local,
and tribal law enforcement partners. For FY 2019, the FB1
shared more tharClanalytic products. Regardless of b7E
thetype of contribution, the FBl adheres to documented
guidelines related to the inclusion and sharing of U.S.
person or U.S. business information iu intelligence
products.

{U/408a) The tools the FB1 uses in our investigations

take many forms, including recruiting potential human p3
sources; acquiring records throogh various legal b7E
processes] |

bout threats overseas; and
J

supporting our federal; state, local, and tribal partners to
exercise their distinct authorities to disrupt plots before
they cause harm.

{L//%ode) These collective capabilities allow the FBl to
1

provide several unique contributions to the intelligence

commuanities both domestically and overseas. Task forces,
cross-agency leadership responsibilities, legal authorities,
and various technical capabilities are just some of the
FBY's unique contributions to the U.S. national security
apparatus on a daily basis,

{7 PeEer Dornestic DNT Representative Program

{U//reoSrBecause of the FBI's responsibilities,
authorities, and capabilities, the DINI designated the FBT
as the Domestic DN1 Representative in 2012. Across

the FBY, the senior FBI executives in 12 field offices
serve as Domestic DN1 Representatives. In each of these
locatiouns, the FBI establishes regionalissue- and threat-
based working groups and holds quarterly meetings with
USIC representatives, and law enforcement partners

as applicable. These efforts improve cross-agency
communication and integration to focus each region

on priority concerns, reduce duplication of effort, and
develop opportunities for engagement. This integrated,
coordinated, and regionally focused USIC enhances
collaboration between intelligence and law enforcement
partuers, enabling the USG to more effectively identify
and mitigate threats.

Directar of National Intelligence

(i Fdentity Infelligence

{U//5E8y The FBI plays a critical rele in implementing
National Security Presidential Memorandum 7 {NSPM-
7) and NSPM-9. These presidential policies direct

the USG to identify, integrate, and share threat actor
information using techunical architectures and integrated
systems as well as share immigration and visa data to
identify previously anknown threat actors. Through
D3, the FBI is serving as the executive agent for cyber
and TOC, building knowledge-bases on these threat
actors. In addition, because ot its authorities to bridge
bothintelligence and law enforcement analytical and
operational elements, the FBI, through the Terrorist
Screening Center (TSC), isl I
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(u/reEsThis effort will address intelligence gaps —
bridging unknown and known threat actors — and
provide our international and domestic partners with a
common operating picture to address converging threats.
See the Spotlight on National Security Threat Actor Global
Dietection Program for more information.
¥
(L Eee Foreion Intellioence Surveillance Act
b1
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(Ve Homeland Intellicence Bricf

{(U//5a&32 'To help inform policymakers with strategic
and operationalintelligence affecting the 11.S. Homeland,
the FBI developed the Homeland Intelligence Brief
(HIB) product line, Launched in August 2017 to provide
the USIC and relevant law enforcernent agencies with

a platform specifically for forecasting and explaining
homeland-related threats across all threat program

areas for senior policymakers, HIB products serve as a
cornplement to the PDB, which focuses predominantly
on overseas matters. Like the PDB, the HIB requires
USIC coordination and aims for community consensus in
explaining the captioned issues.

P
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(U//Feb6) INNOVATION: AHEAD OF THE THREAT

{U//#e08) The urgency of the FBT's mission keeps us laser-  we are collecting. These tocis help the FBI identify
tocused on our day-to-day work protecting Americans. previously unknown subjects, associates, and potential
At the same time, we also work haxd to position the FBI sources more quickly.

ahead of the threat. The FBI must keep finding newwaysto
be more efficient, nimble, agile, and resilient. At its heaxt,
agility is more than moving rapidly from case-to-case;

itis the capability to be innovative, one of the FBI’s four
strategic objectives. Innovation is not only about using
new technology, but is also about the development of new
strategies, processes, and partnerships to keep the FBI
ahead of the threat. [t is the ability to devise new solutions
and new ways to exploit emerging technology, such as 5G
and artificial intelligence, just as the FBI established the
FBI Laboratory in its early days and made vse of biometrics

when that technology was emerging.

{U//#e503 The FBI has enhanced our agility to shift
resources and priorities to address evolving threats both
domestically and abroad. This strategy includes an annual
Threat Review and Prioritization { TRP} process, which
provides a standard method for FBI Headquarters, field
offices, and Legats to identify and prioritize threats in every
program. Accompanying the TRP is the Consolidated
Strategy Guide, which provides the national strategy and
sets expectations formitigating each prioritized threat.

This guide also features direction on each operational
program’s national initiatives as well as intelligence
productionrecommendations. The FBT encourages DO;
the U.S. Attorney’s Office; and other federal, state, and local
partners to participate in the TRY discussion. By assessing
and prioritizing threats in this way, we strive to place the
greatest focus on the gravest threats we face. This givesus a
better assessment of what the dangers are, what’s being done

about them, and where we should prioritize our resources.

{U//Bed50% The FBImeasures performance and assesses
progress against the threats through the Tntegrated Program
Management strategy; a set of performance metrics the FBI
establishes at the start of the fiscal year based oninputfrom
various program representatives with the approval from the
executive overseeing the operational program.

{U/#eas For the FBLto remain agile in strategically
identifying and addressing threats, we must effectively
use technology and tools to help exploit the information




using the Dark Web for illicit purposes pose a clearand
irnmediate threat to public safety, both within the United

~{[li5tates and internationally.

{UrAmsahe FBI is enhancing our enterprise-wide strategy
and capabilities to address this growing threat, working
with our domestic and international partners to identify,
disrupt, or arrest people using the

Dark Web for illicit purposes. For
example, in 2018 the DOJ established
the Joint Criminal Opieid and
Darknet Enforcement (JCODE}
[nitiative and designated the FBI as
the lead. The FBT works with multiple
federal agencies to coordinate the
USG’s efforts to detect, disrupt, and
dismantle criminal enterprises that
rely on the Darknet to traffic opioids
and other illicit narcoticsw[

bl
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{37} Dark Web

(Ui/sesy Every day around the world, millions of people
use hidden service websites on the Dark Web — overlaying
networks operating on the public internet, but requiring
specific software, configuration, or asthorization for users
to access. These hidden service websites are anonymous,
increasingly encrypted, and offer users illicit marketplaces
to buy illegal drugs, stolen and fraudulentidentification
documents, counterfeit goods, malware, irearms, and toxic
chemicals using virtual currencies such as bitcoin. People

{1/ /P Dnmansied Aeriad Sysfems

{U// ey Because the FBl serves as the lead for terrorism
threats within the United States, the FBI is taking action
to mitigate potential terrorists’ use of new technologies,
such as Unmanned Aerial Systerns (LJAS), as a anilateral
threat or as a platform for a chemical, biological,
radiological, or explosive aitack on the United States and
its interests abroad. This role includes identifying,
preventing, and disrupting threats to special evenis

that are aftractive targets for terrorist attacks. With the
passage of the Preventing Emerging Threats Act of 2018,
the DOJ and the Department of Homeland Security
{DHS) gained the legal authority to conduct counter-UAS
operations up to and inclading elecironic engagement of
the UAS. Counter-UAS requires multiple levels of federal
coordination (Federal Aviation Administration, National
Telecommunications and [nformation Administration,
etc.) and Attorney General approval. Close coordination
arnong multiple agencies amplifies IJAS detection,
investigation, and prosecution.

b3
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~|the ¥BI’s
Counter-UAS program provides UAS detection,
notification, and mitigation withimproved security
posture and situational awareness. The £BI continues to

work with DOJ to refine these operations and]| ]
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(U CURRENT THREAT ENVIRONMENT

{U/sRexe-Staying ahead of the threatis a constantly
evolving challenge. We live in a time of complex and
persistent threats to our nation’s security, our economy,
aud our communities. These diverse threats underscore
the complexity and breadth of the FB['s mission: to protect
the American people and uphold the Constitution of the

United States. iUII

businesses and individuals by encrypting their data and
extorting victims to pay to anlock it. These criminals wifl
also steal their money and gquickly convert it into virtual
currency that is hard to trace, easy to launder, and widely
accepted around the world by both benign and malicious
entitiesl

(U/Fe8a) Cyber and criminal threats continue to evolve,
requiring an agile response. Cryptocurrencies changed
the way financial institutions and consumers conduct
comumerce. {iicit actors use cryptocurrency to enable new
types of fraud and cybercrime because of the perception
of anonymity, avoidance of traditional banking structures,
and ease of use, The F'BI has seen threat actors use
cryptocurrencies in terrorism, counterintelligence, viclent
and white collar ¢rime, and cybercrime investigations.
Cyber criminals use various schemes, such as rausormware
and botnets, to target and profit from extorting U.S.

{1/ /ey The FBI investi gates moany other types of

crime£

Transnational criminal organizations andermine U.S.
public safety, threaten U.S. security and allied interests,
and empower governments hostile to the Unijted States.
Some transnational criminal organizations engage with
violent gangs to transport and distribute drugs, driving
historic rates of overdose deaths. Moneylaundering
facilitators and corrupt public officials serve as enablers
for state and non-state actors as well as businesses and
individual criminals. See the Public Corruption, Violent
Crime, and Threat Spotlights for sore information on how
these threats are currently affecting our nation.

b5
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study for leaders and managers of state and local police,
sheriffs’ departments, military police organizations, and
federal law enforcement agencies from the United States
and partner nations. In four sessions a year, more thau
265 students are invited to attend each session, including
35 international law enfCrcement leaders. To date, law
enforcement partners from 128 different countries have
completed the program.

{U//7ce¥ The FBI also provides numerous databases and
data check services to support the day-to-day missions

of ourlaw enforcement partners, sach as e(Guardian, the
National Crime Information Center, and Uniform Crime
Report. The FBT developed this report to generate reliable
statistics to support law enforcement administration,
operation, and management. The demand for criminal
justice information is constantly on the rise. We continue
to work toward new approaches to ensure we meet this
demand without sacrificing quality. See the Challenge
Spotlight on Increased Demand for Data and Statistics.

EN

() To further enhance the FB1's support of state and

{17} Regional Computer Forensics Labs

locallaw enforcement and the growing volume of digital
evidence, the FBI established the Regional Computer
Forensics Laboratory (RCFL} program. The RCFLs are
digital forensics laboratories jointly staffed by personnel
from federal, state, and locallaw enforcement agenciesthat

enter into a Memorandum of Understanding {MOU) with
the FBL. This program increases the capability of locallaw
enforcernent agencies to investigate crimes, help detect
and prevent acts of terrorism, and respond to rapidly
growing demand for digital forensic examination services.

{U) RCFL servicesinclude seizure and examination of
computer evidence, training, consultation, and regional
support to law enforcement agencies in regions. The
program has supported thousands of cases during the
past 15 years, including many national high-profile
investigations, including the 2016 Pulse nightclub
shooting in Orlando, Florida; the 2017 shooting in Las
Vegas; and 2019 shooting in Pensacola, Florida.

(U} Regional Computer Borensics Lab Lacations
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. (U//9%8) In coordination with the NCH TF, DOJ and
/N FBluse intelligence and law enforcement tools as part of
the USG’s war chest of strategic and deterrent respounse
options for countering cyber adversaries. Thisincludes

bl

A5 LNITED STATEY INTELUGENCUE COMMUNTY b3
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{U//%eeay Reflective ofits role as both a law enforcement b7E

and inteliigence agency, the FBI engages in a number of
mechanisms to enhance our relationship and integration
with other USIC and policy components]

(U/FoEerlISG agencies have three lines of effortina
cyber-incident response: threat response, asset response,
and inteliigence support. Presidential Policy Directive
(PPD-41) U.S. Cyberlncident Coordination designated
DO}, acting through FBI and NCIJTF, as the lead agency
for cyber threat response activities including investigation,
attribution, and threat pursuit. No single agency possesses
all of the authorities, capabilities, and expertise to address
a significant cyber incident. For that reason, PPD-41 at

the same time assigned DHS as lead for asset response

activities, which involves remediation and recovery. PPD-

ASK FORLE @ 4} also assigns ODNIaslead for intelligence support —
{U/4590) Through unique capabilities and blended the DOJ, DHS, and ODNI responsibilities are parallel and
authorities, the National Cyber Investigative Joint complementary.
Task Force (NCITF)} directs and supports whole-of- . _
governrpent campaigns to protect the United States from A * * i
adversaries, criminal groups, and malicious actors in (U//#8E A Presidential Directive and Memorandum
cyberspace and assists U.S. allies to do the same. Led by established the TSC under the FBI’s administration
senior executives from partner agencies, NCIJTF mission in 2003. Establishing the TSC within the FBI as the
centers lead integrated whole-of-government campaigns lead adrninistering agency protects intelligence and
in accordance with the National Cyber Strategy, sequence law enforcernent operations in two ways: facilitating
whole-of-government campaigns to maximize impact immediate operational response to investigative leads
against adversaries, operationalize intelligence to provide for watchlisted sabjects and ensuring the protection of
investigative analysis and tactical targeting to counter privacy and civil liberties.

malicious cyber activities, and represeut the interagency
when briefing campaigns to the National Security U
Council. é |

{U//&=88y In the past 17 vears, the TSC has provide

.
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{U//7a66) Because the TSC is within the DOJ, the nation’s
chieflaw enforcement agency, the TSC has vast experience
, working with the Watchlisting Enterprise to ensure the
(U//z=) As the threat environment has shifted, TSC protection of privacy and civil liberties. It also protects b3
evolved into a key component ofthe country’s overall sensitive national information from disclosure during b5
threatprevention and interdiction framework for other litigation. DOJ has more experience and authorities for b7E
threat actors, including TOC and foreign intelligence sharing and pi’otectzing intelligence and law enforcement
threat actorsr 1 information from disclosure inlegal or administrative
proceedings than any other federal department or agency.
(LS COUNGLE GROANIZED (RIME
(U// o) In 2017, Execative Order (EQ) 12773 identified
(U/meeor The TSC carries out its mission through TOC asavational Sf:cul'i.ty’pl'ioriiz ¥ TﬂiFBI Eurrent‘ly
five key functions: watchlisting, screening, encounter se.rv'e:? as the ex?ctstlv? director for the TOC Strategic
management, information sharing to domestic and D.msmn, ??tabrl%shed n Febrtfary 20 },Bh;and co—lnocat.ec'i )
international partners, and protection of privacy and civil with the TSC. The purpose of the TOC Strategic Division
‘aibertiesl is to provide a national mission management structure
to drive intelligence collection and production across
disciplines. This mission includes coordinating counrses of
action to address the threat, optimize resources, oversee b3
(U/=exen The TSC’s encounter management fonction is their implementation, aund assess resulis. b5
an essential role) b7E

{U//B222e) Representatives from law enforcement
and intelligence components staff the TOC Strategic
Division, leveraging fnauncial, regulatory, and traditional

intelligence or law enforcement reporting to develop a
comprehensive threat picture| ]

| |'The 1'SC facilitates immediate operational
response to investigative leads for watchlisted subjects,
furthering the FB s responsibilities as the lead for
intelligence and law enforcement investigations.










OSAC

DOMESTIC SECURITY
ALLIANCE CBUNCIL
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The Domestic Security Alliance Council {DSAC) is a strategic partnership between the U.S. Government {USG} and U.S.
private industry that enhance:s-communication and the timely exchangs of security and intelligence information. DSAC’s
600+ Member Companies, the FBI, and the Department of Homeland Security {DHS} work together to advance the USG’s
mission of protecting national and economic security, while assisting the U.S. private sector in protecting its employees,
assets, and proprietary information.

Mission

To advance the FBI's strategic mission by building and
preserving enduring relationships within DSAC among
private seactor member companies, the FBI, DHS, fusion
centers and other government agencies.

Leadership

DSAC is led by a 10-member Executive Working Group
{EWG} that serves as the primary governing body of
the DSAC. The EWG consists of FBl, DHS and Private
Sector executives. The EWG oversees the Membership
and Engagement Committee, Education and Training
Committee, information Sharing and Communications
Committee, industry Threat Committee, and the Senior
Advisory Group.

Membership Eligibility N

353
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Me?mt?ership isthlinéited to U.S.-based private seﬂz ii%@\\\\\\\
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companies with a national or international scope
of business and a clear nexus to U.S. national and

SR
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economic security.
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(U) [o response to the information Texas A&M received
from the FB1, the university terminated its relationship
with Harbin University and returned millions of

dollars fundingjoint research projects between the two
universities. Several months later, seven individuals and
two businesses were charged with conspiracy to steal trade
secrets from a U.S.-based company. The lead subject of the
iuvestigation, Shan Shi, was a Harbin University professor
sent to teach at Texas A&M. Shi was actually working

on behalf of the Chinese governmeunt and Chinese state-
owned enterprises to steal proprietary information on

the manufacture of syntactic foam, a strong, lightweight
material that has both military and commercial uses.

{U) This episode led to the establishment of the Academic
Security & Counter Exploitation {ASCE}) program

in 2018. Now in its second year, ASCE is building

relationships between the FB[, DoD, and the university

community. ASCE’s main goal is working together to

protect campuses from abuse by foreign governments
vhile preserving academic freedom.

{U//%880) To build on successes such as the one with
Texas A&M, the FBI continues to enhance its ability to
share timely information with the privatesector through
workinggroups and other vehicles. The FBI has a private
sector engagement strategy to drive us toward effective
engagement. This strategy includes expanding working
groups, and developing intelligence products for private
sector audiences.

(U/Areay As technology shapes the future of connectivity
and cornmunications giobally, consistent participation

in the international internet governing bodies working

to establish conseunsus-based standards will improve our
understanding of our adversaries” long-term strategies.
The FBI is enhancing our engagement and outreach to
influence relevant technical standards and keep us agile
against emergingthreats. We are also feading outreachto
international and domestic law enforcement counterparts
to rally support foxr U.S. policy positions.

(U/aterIn the early evolution of the internet, the USG
helped drive innovation, development, and deployments
of fledgling networks. Overtime, a “irusted” market
evelved between U.S. manufacturers, service providers,
and consumers, and the USG’s role receded. Now, the
globa} telecommunications landscape includes a vast
array of foreign companies and foreign markets. Because
of this, USG investment minimally affects the landscape.
Additionally, the internet has no central governing body.
Instead, a globally distributed network sets standards, and
government and law enforcement have no special status.

'The most active and engaged actor has the most influence,
thus requiring persistent and proactive engagement with
forurms, the private sector, and academia.

{U/#8e0e9-The FBI is aware of this priority and is actively
establishing collaborative technological partnerships
with national and international government agencies
and private sector entities to gain awareness and eaxly
warning of information and communications technology
developments. Thisengagement will help identify
potential risks or opportunities for the FBI and UJSG.
Without these partnerships, the equities and operational
capabilities of the USG and FB1 will be increasingly
eroded as device promulgation, global connecteduess,
and reliance on internet transactions continue to grow.
[nternet policy and regulatory development processes
cannot keep up with internet-based development
and deployment efforts, and U.S. adversaries are well
organized and well represented in internet governance.
Therefore, membership and participationin these
standards organizations will yield opportunities to
advocate for FBI and USG positions on areas such as
lawftul access and encryption challenges, $G, and technical
collection through speaking engagements on panels and
working groups.

B
(U//#e%8) Tn thistime of ever-changing threats, more than
everbefore, the FBIneeds the support and confidence
of the American people to be successful. In addition to
informationfound on the FBI.govwebsite, the FBlalso
supports an array of public requests for information
and statistics, including responding to Freedom of
Information Act requests and maintaining the National
Sex Offender public website. The more we work with
the Americanpublicto share information and ensure
the public’s trust, the more effective the FBI will be in
carrying out our mission. This partnership includes
actively sharing information about our responsibilities,
operations, and accomplishments as well as responding
as transparently as possible when various compliance and
oversight components detect deficiencies within the FB1
and fix them before problems occur. Through this trusted
partnership, the FBl works to empower citizens to protect
themselves from ongoing threats and crimes.

{Li// Sy Prevention also means working closely with
community groups and their leaders. The FB1 directly
reaches out to specific communities to hear their concerns,
build cultural understanding, and foster trust. Every

field ofhice has strong community outreach and works
with minority groups, refigious and civic organizations,
schools, nonprofits, and other entities in crime prevention
programs such as our Citizens Academies, Youth/Teen
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(U) CLOSING SUMMARY

{U) 'The diverse and shifting threats facing the nation
underscore the complexity and breadth of the FBI's
mission. As adversaries continue to evolve their
capabilities, so too must the FBl and our partners.

N

(V) Today, the FBI efficiently and effectively uses
intelligence to drive our operations while maintaining
the law enforcement mission that built our reputation
more thao a century ago. The FBI's evolution since 9/11
has ensured the organization can successfully fulfill
both missions. We will continue to execute this mission
with objectivity and independence, following the facts
wherever they may lead, to whomever they may lead.

{U) As the lead domestic intelligence and law enforcement
organization, the FBl nnifies the efforts of the intelligence

and law enforcernent communities to establish a whole-
of-government approach domestically to address threats
and inform policymakers on a variety of issues. With
these unique authorities and capabilities, the FBI applies
the rigor of the rule of law to our intelligence operations
to investigate threats while protecting privacy and civil
liberties.

(U} By constantly enhancing our capabilities, coliaborating
with our partners across the community, and working
toward the complete integration of intelligence and
operations, the FBI will continue to identify and mitigate
threats with the goal of protecting the American people
and upholding the Constitution.
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The FBI: [eld Offices At-a-Glance
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(Ui At MLAT s an international agreement between fwo countries for use by authorities
conducting criminal investigations or prosecutions. MLATS outiine the countries fegal
oblivations o assist, Requests fo the FBI result in the opening of an MEAT case. The

number of reguests made to the F8 from FY 2006 Lo FY 2020 are cutlined below.
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{U/@2e "The corruption of domestic public officials
encornpasses the corruption oflegislative, executive,
and judiciary officials and employees at all levels of m
government, including federal, state, local, and tribal. (i
These employees exploit their official position for

personal gain through bribes, quid pro quo arrangements,
kickbacks, extortion, and misappropriation schemes. U.S.
public officials and employees are vulnerable to individuals,
businesses, foreign actors, and legitimate and criminal
organizations who atternpt to exploit the official’s access
and influence over policies, processes, and government
spending. This corruption threatens U.S. national interests
and public safety and is likely to cause the most severe
damage to the integrity and operations of federal, state, and
local governments, depending on the official’s jurisdiction
and range of influence. The corruption of domestic public
officials impedes the ability for specific entities to function
over time and causes lasting damage to the integrity and
operations of a specific government entity. It is also likely
to cause severe damage to U.S. critical infrastructure and
key resources, all of which are potential targets for corrupt
activity because of government regulation of the industries
that service these sectors.

TU/ RS UICSPRE AtO Al a1y JOCA] (IRTUPIION CITOT TS,
violent gangs continue to significantly impact U.S.
communities, national inferests, public safety, the U.S.
economy, and the integrity of law enforcement and

government operations| |

{U//mes) All children in the United States are at risk
from crimes against children threat actors, particularly as
the ease of access to online venues increases. The crimes
against children threat — which includes abductions,
sexual abuse and the production of child sexualabuse
materials, sextortion, and child sex tourism — causes
severe darnage to national public safety and trustinlaw
enforcement through loss ot life and well-being.

(U//sewer The FBLis the primary agency investigating
violations of federal civil rights statutes. These crimes,
in particular allegations of color-ot-law abuses, have the
potential to cause civil disorder and damage to a city’s
economy and infrasiructure; compromise integrity and
operations of state, local, and federal agencies; and cause
severe damage to publicsafety, health, and well-being.
The impact of color-of-law violations is likely to remain
significant in the near term.
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(U/eeQy Cyber-criminal activity is having an observed

substantial impact at the nationallevel, which will likely
continue given the ongoing use of cyber fraud schemes
to target and profit from U.S. businesses and individuals,__

(U/eera) Llicit actors exploit cryptocurrency fora
combination of reasons, including fast transactions with
low fees, ability to avoid traditional banking structures,
the percepiion of anonymity the technology provides
and the disparate global regulatory environment.
During the past decade, increased public awareness,

| improved ease of use, and greater merchant acceptance

enabled less technically sophisticated actors to exploit
this technology in a variety ofways.l
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{U) The FBI has along and robust relationship with the
DOJ Office of the Inspector General (O1G}. The FBI works
closely with the various divisions within OIG to facilitate
various inspections, reviews, audits, and investigations.
The FBI has worked closely with the OIG to facilitate two
recent, high-profile reviews regarding the Bureau’s FISA
authority: Crossfire Hurricane and FISA. Based ou these
reviews, the FB[ has made changes to ensure it exexcises its
investigative authorities with objectivity and integrity.

{U) In March 2018, the {3IG began a review to examine
certain FBl and DOJ actions during an FBlinvestigation
opened on July 31, 2016, known as “Crossfire Huarricane.”
As part of this review, the O1G examined four FBI
applications filed withthe F1SCto conduct F1SA
surveillance targeting Carter Page. OnDecember 9, 2019,
the OIG’s Oversight and Review Division published

the resulting report titled, “Review of Four FISA
Applications and Other Aspects of the FBT’s Cross6ire
Hurricane [nvestigation” (Report}, which provided

nine recomnendations to address deficiencies the OIG
identified. [n a December 6, 2019, letter, the FBI Director
accepted the Report’s findings and ordered more than

40 corrective actions to address the OIG Report’s
recommendations, including improvements beyond
those the O1G recommended. The corrective actions
include numerous updates to the forms used in the FISA
application process and requirements for F1SA approval
and use; mandatory training related to the OIG Report
findings; tighter controls over the FISA application process
andthe use of human source information; policy revisions
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regarding the use of humau source information and source
validation; enhanced approval related to certain sensitive
matters; and implementation of policies for defensive and
transition briefings, among other items.

() In December 2019, following the publicrelease of the
Report, and because ofits findings, the OIG comumenced
an audit of the FBI’s process for verification of facts
included in FISA applications, The andit’s preliminary
objective was to evaluate whether the FBI was in
compliance with the Woods procedures requirements for
applications related to U.S. persons. As part of this audit,
the O1G reviewed 29 FISA applications from eight field
offices and issued a Management Advisory Memorandom
in March 2020, which included two recommendations. On
July 29, 2020, the FBI submitted a declaration to the FISC
stating that a further analysis bythe DOJ National Security
Division’s Office of Intelligence (Of) and the FBI of the 29
dockets audited by the OIG confirmed “the overwhelming
majority of the factual assertions in the applications were
supported by documentation” and “[m]ore importantly,
from a qualitative perspective, with two exceptions, the
errors and unsupported facts [were| assessed by Ol to

be non-material, and the two material errors {were] not
assessed to have invalidated any [FISC] authorization.” The
FBI continues to work closely with the OIG on the issues
identifted in the Management Advisory Memorandum.

{U} O1G’s reviews typically go through several stages
and culminate with a report. Foraudits and reviews,

the O1G provides a memorandum to the FB1 laying

out its preliminary cbjectives. Anentrauce conference
normally follows shortly thereafter, at which time the
audit will enter the fieldwork phase. During this phase,
the FB1 works closely with O1G to satisfy all requests for
information, including interviews with FBI personnel as
well as documents.

{U) Once the O1G completes its fieldwork, the OIG
produces a draft report and shares it with the FBIL The O1G
thenschedules an exit conference with the FBlto discuss
factual or technical accuracy concerns. The FBI follows

up with written commments regarding accuracy. The OIG
then provides a final draft report at which time the FBl can
cornment formally. This formal comment, which will also

inclade respouses to any recomendations, is appended
tothe final report. After the O1G and FBl conduct
classification and sensitivity reviews, the O1G releases the
report to the public.




(U) The FBI then enters the report resolution phase,
which consists of formal responses from the FBI to

open recommendations. The OIG will provide periodic
feedback memoranda, which would either close the
recommendations or provide actions the FBI must take to
close the recommendations.

{(17) Throughout each stage of the process, the FBLhas open
channels of communication with the O1G. The FB[ prides
itself on the excellent rapport between the FBI and the OIG
during the last several years. This great relationship allows
the OIG to complete its work and the FBI to take corrective
action, as necessary, to better fulfill its core mission.

{U) Some examples of actions the FBI has taken pursuzant to
OIG recommendations include the following:

o {17) Updates to the FB['s Home-to-Work Plan as part of
arevised Government Vehicle Use Policy to have clear
policy regardingtask force officers and special agents
taking government vehicles home.

s (17) Training related to Contractor Performance
Assessment Reports (CFAR}) to ensure contracting
officers complete the CPARsuniformly and submit
them in a timely manner.

&

(U) Implementation of a technological mechanism

to ensure the FB1 identifies long-term confidential
human sources to generate an astomated response
sent to the case agent, supervisor, and all those witha
validation role.

= {(17) Restrictions on access to its highly classified
confidential human source shared system so that only
those with a need to know counld access said system.

() Updates to Loose Media Kiosksatallthe FBI's
Regional Computer Forensic Laboratories to ensure
users have taken the appropriate training before using
the kiosks.

{U) Revised procedures to ensure that software updates
to Cell Phone Investigative Kiosks are properly
communicated and documented.

{U) All of the aforementioned actions the FBl hastaken in
response to OIG recommendatious have led to the closure
of recommendations.

(U) The FBI also reviews matters concerning allegations
of misconduct, whether or not such alleged misconduct
may be considered criminal or administrative. The OIG
maintains the statutory right of firstrefusaj to investigate
all misconduct matters. Before the FBI determines whether
an allegation of misconduct requires an investigation,
the OIG Investigative Division examines the allegation
received and exercises a statutory right of first refusal

to investigate the matter. OIG selects certain FB1
investigations to monitor based on the type and severity
of the allegation. Although the OIG mayinvestigate any
allegation of misconduct or criminality reported to the
EBI, the O1G will most likely initiate an investigation of
certain complaints:

= {U) An allegation of criminal conduct that if
substantiated would likely result in criminal
prosecution;

= {U) An allegation lodged against a senior FBI manager
(GS-15 and Senior Executive Service);

« {U) Any matier the U.S. Attorney General, Director
of the FBI, ox the DOJ luspector General determines
would best be investigated by an entity outside
the FBI;

» (U A whistleblower retaliation allegation; or

» ()& claim of whistleblower status based on potential
retaliatory action.

{U) Ifthe OlG determines an investigation is warranted,
the FBlinitiates a parallel investigation and coordinates
with the OlG by responding to all requests for information,
including interviews with FBI personnel, as well as
obtaining requested documentation. The two entities
within the OIG that conduct these investigations are the
OIG Investigative Division and the Oversight and Review
Division. [n addition, the FB1 coordinates with the OIG,
Oversight and Review Division, as well as the DOJ Oflice
of Professional Responsibility on allegations regarding
whistleblower retaliation.

(1) For those matters that the OIG has deferred back to
the FBI as a monitored referral, the ¥B[will keep the OIG
apprised of pertinent information obtained either through
the review of the initial allegation or administrative
inquiry, if one was jnitiated.
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(U) Forming a government after the election of a new or
second-term President requires numerous background
investigations for security clearances. [u the lead up to
the election, security clearances are also required for the
Presideuntial candidates” advisors or senior staff. The FBI
is responsible for conducting these investigations. Once
election results are finalized, the Office of the White
House Counsel {WHCO) or the Office of the President-

Ject (OPE) requests background investigations for
transition team members, along with other stafl. Each
investigation provides comprehensive information to the
President or President-Elect and his or her staft to assess an
individual’s suitability, and may also be used to determine
an individual's eligibility to access classified information
or hold a sensitive position. The FBI[ does not adjudicate
or render opinions on the results of a background
investigation.
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() In support of Presidential administration transitions,
the FBI conducts background investigations of potential
Presidential appointees and White House staff. Our
investigations are thorough and comprehensive inguixies
designed to verifyinformation the potential appointee
or stafimember provides, which mayassist the WHCO
or OPE with decision-making concerning anindividual’s
suitability for federal employment, as well as access to
classified materials.

(U) Executive Order 12968 requires an individual to
undergo a background investigation before being granted
access to classified information and to ascertain whether
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the individual continues to meet the requirements for
access. During election years, presidential transition

teams may submit names of key personnef to iunitiate FBI
background investigations in advauce of Election Day. The
[ntelligence Reform and Terrorism Prevention Act o£ 2004
allows for temporary security clearances designed to allow
tor a smoother transition and to prevent lapses in national
security coverage.

{U) FBI background investigations focus on character

and conduct, emphasizing such factors as honesty,
trustworthiness, reliability, financial responsibility,
criminal activity, emotional stability, foreign influences,
and other pertinent areas. Field agents gather information,
which includes checks of national records and credit
checks, as well as verification of education, residences,
employment, and military service. The ¥B[ makes inquiries
with appropriate federal, state, and locallaw enforcement
and regulatory agencies and licensing authorities. [t also
may report any information or ¢circumstances that may
develop during the background investigation and could
have a bearing on the candidate’s suitability for the position
and/or access to national security information.

(U) Through our extensive investigative process, the
FBlinterviews persons who are knowledgeable of the
candidate. Sometimes we conduct interviews of individuals
the candidate identifies: references, associates, superiors,
supervisors, colleagues, coworkers, and neighbors.
[nformation obtained through interviews may be the
opinion, hearsay, or personal knowiedge of the person
interviewed. Agents also may identify other individuals
whom they wish to interview.

{U) [f the background investigation develops information
of alleged misconduct or any other type of unfavorable
information or issues that may be pertinent to the
candidate, all aspects of the allegation or issue are
thoroughly explored. Every effort is made to substantiate ox
vefute the information. The FBI does not render an opinion
on the allegation and reports all information gathered.

{U) The FBI'srole is to deliver a report of accurate and
complete information. The prioritization and extent of
each background investigation is based on the position

for which the individeal is being considered and whether
the candidate has been the subject of a prior background
investigation. For example, the relative importance and
scope of an investigation for a Presidential appointment or
judicial nomination is higher and more expaunsive than that
of a staffer being considered to work in the Executive Office




of the President. Whereas the expanse of the former may
refer back to the individual’s 18th birthday, the latter may
consist only of limited inquiries and interviews concerning
the past five vears of the candidate’s life.

{U) Following the certification of election results, the
Presidentiai transition period begins. Although it nwy seem
as if the reelection of a President wounld resuit in limited
transition background investigations, it historicaliy has not
been the case. Forthe last three second-term Presidents,

an average of 43 percent of their Cabinet secretaries,
deputy secretaries, and undersecretacies left their positions
following the President’s election to a second term,
resulting in new appointments.

{U) If a new President is elected, the OPE identifies
approximately 100 key positions in the President-Elect’s
administration, all of which must undergo a background
investigation to be ready to assume their new positions
{ollowing Inaugaration. Those positions inclade the
President-Elect’s Cabinet, other positions with Cabinet-
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level status, and high-ranking members of the White
House staff, such as the counsels, chiefs of staff, and
national secority advisors to the President and Vice
President. By the end of the process, the FBI wili have
completed more than 1,280 background investigations
for positions within a new administration, with more
than half being for Presidential appointments that require
Senate confirmation.

{U) After field agents complete the investigations, they
provide the results to FBI Headquarters where they are
reviewed for thoroughness. FBI Headquarters provides
an investigative report to WHCO or OPE foruse as it
deerns appropeiate. As previously stated, this information.
also may be used to assess an individual’s eligibility to
access classified information ot hold a sensitive federal
government position. Once the FBI presents this report,
our involvement eods. WHCO or OPE then adjudicates
security clearances for potential White House personnel

and appointees.




4
2

Srrrrr1ss
srrrsrrrr,
4
5
]
7
P
grrgprssy
%
7%
“rrs

I

‘\\\\\\\\Q\\\\\x\

N
N

AR
N

R AR
3

RARTTTTTHTNh
SHANRR \\\:\\\\\:\\\\\\\\\\*\\\%:\3\

\\\\\\

.

N
RRNHRER RN

§\\§‘§::‘\\§\‘\\\ \\
.

RORONED \k\\s\ \ TN N\‘\\\\\\-\\\\\\\\\\ R

{U) As America’s adversaries equip themselves with
advanced technology and new methods for conducting
espionage, the FBI strives to create unmatched facilities
that provide our agents and professional staff with the
tools and training required to meet these evolving threats.
'The £B1's commitment to modernizing and expanding
its facilities portfolio is being realized today. Whether
through the centralized cost-efficient data centers
powering the FBI's networks, or the futuristic, robot-
controlled Central Records Complex in Winchester,
Virginia, the Bureaw’s larger campuses have all seen
multiple construction efforts designed to accommodate
and train one of the nation’s most resilient workforces.
State-of-art facilities are essential if we are to outpace
tucreasingly complex global threats.

{U) Within the next five years, the Bureau plans to
construct sophisticated research facilities at Redstone
Arsenalin Huntsville, Alabama, and rapidly expand the
FBI’s capabilities to analyze case data in record time for use
by our agents and law enforcement partners. Our Redstone
complex will also give ouragents access to on-site training
facilities that mimic real-world scenarios, replete with
neighborhoods and rural environs for unmatched field
instruction for the FBI and its law enforcement partners.

{U) Although FBI has maintained a presence at Redstone
Axsenal for almost 50 years, the Bureau is now rapidly
expanding its footprint across 1,600 acres positioned

among some of the nation’s top defense, law enforcernent,
and techunology organizations. These new facilities

will drive a new era of innovation in Huntsville, a city
becoming the Silicon Valley of the South, where the lower
cost of living and modern amenities are among the many
highlights for FBI employees relocated there.
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wwe: With the presence

of Hazardous Devices School and Terrorist Explosive
Device Analytical Center (TEDAC}, the FB1 has identified
Huntsville as its Counter-[ED Center of Excellence. The
Hazardous Devices School has provided training for more
than 20,000 local, state, and federal first responders and
bomb techs and is the nation’s only facility that trains

and certifies public safety bomb technicians. The school
features classrooms, explosive ranges, and mock villages.
Joining the Hazardous Devices Schoolis TEDAC, a multi-
agency organization that coordinates the efforts of the
eatire government to gather and share forensic data and
intelligence about tactics, techniques, and procedures.
TEDAC has received more than 100,000 IED submissions
from more than 30 countries and has called Huntsville
home since 2016.
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required to perform allits mission functions in one central

wiit: The FBi recognizesitis not

location. Realigning certain functions to Huntsville
allows the FBI to strategically grow its workforce both
operationally and professionally. The realigned functious
were carefullyidentified to support the goal to enhance
our analytics and resiliency. By Augnst 2021, the FBI
anticipates the relocation of 1,400 personnel to Redstone,
with additional positions expected to relocate in
subsequent years.

(U Addes . X fized Training: Redstone’s South
campus offers opportunities to collaborate with other
government agencies to hone specialized skills required
to meet the mission and enhance law enforcement
capabilities. Specialized training facilities will offer
dedicated classrooms, labs, and workbenches to develop
tradecraft under real-world simulation in the campus’s
innovative Smart City. This new capability creates diverse
realistic environments —- urban, suburban, and rural - for
unique training that mimics real-world scenarios the FBI’s
operational workforce encounters.

it vise and Ap § Teohs vy The FBLis growing
its enterprise and applied technology capabilities in data
analytics, research and development, testing, aud training.
One of the major developments opening in 2024 is the

iy FigE an I







(1) Built for nearly 500 employees, the facility also includes

an office support building, visitor screening facility, and
surface parking lot. The Central Records Complex houses
an automated storage and retrieval system used to store
and retrieve records quickly and efhiciently, leveraging
innovative technologies never before used in the federal
government. The system manages more than 361,000
records storage bins with lids (specifically designed for this
system) using an overhead grid of frameworks, allowing
robots to retrieve the desired records.

O THE IO ATEE I N
SN THE POUATELLG

{U) Maintained for more than 30 years, the FB's campus in
Pocatello, Idaho, is home to a newly completed data center
that is part of the Bureaw's data consolidation strategy. The
data center will provide DOJ agencies with both classified
and unclassified data processing capabilities for the
foreseeable future.

(1) The data center has evolved from a continuity

of operations facility for a single data center into a
consolidated campus of four main buildings and a number
of smaller facilities {more than 245,000 sq. ft.) serving
about 330 employees. As partof the DOJ-wide data

center consolidation project, the facility — along with a
handful of other FBI data centers — consolidates leased
data centers across DOJ in Northern Virginia, Texas,
Maryland, and other areas. Completed in 2020 at a cost of
$170 million, the data centers allow the FBI to realize an
average annual cost offset of $15 million per year, create
efficiencies {most notably through energy reduction},

and provide modern technological architecture. This
consolidation strengthens the cybersecurity posture

for all DOJ components using the facility and provides
the fiexibility needed to focus on and rapidly respond to
mission requirements.

wee: Bstablished in
ormation Services (CJIS) serves

1992, Criminal
as a high-tech hub and provides state-of-the-art tools and
services to law enforcement, national security/intelligence

]

community partners, and the general public. Currently, we
are updating the main entrance to the CJIS campus, lobby,
and constructing a new Clarksburg Resident Agency.

{0 The FOF Avademy (Que SHUSTRR
FBI's law enforcement training and research centerin
Quantico, Virginia. [n Janwary 2021, major renovations
will include new security features at the Eastand West
gates and a new FBI Police Command Center. A newly
constructed visitor’s center will feature a modern design
for the prestigious campus. To improve the academy
experience, the FBI has renovated the cafeteriaan
dormitory and revitalized the academy’s courtyard to
ease pedestrian traflic. The FBI's new Reflection Garden
houses one of the FBI’s 9/11 memorials and several
granite sculptures, incloding one that honors the valued
relationship between the FBI, the National Academy, and
its law enfercement partners worldwide.

Tuegn Fiold Office: Cormnpleted January 2020, just
three years after the devastation of Hurricane Maria,

the new San Juan Field Office offers employees modern
workspaces and creates a communications hub that can
be sustained during harricanes, seismic activity, or other
natural disasters.

(Uil egad Ne & Mahancersent: The FBI has 63 Legat
locations and 30 sub-Legat locations throughout the world.
Duoring the past five years, the FBI has enhanced network
connectivity specifically focused on the national security
mission for these offices. We have nine current projects that
will provide that enhanced connectivity to the remaining
offices by the close of FY 202 1.







{U) The FBT operationalizes this team approach throagh
unique hubs where government, industry, and academia
can work alongside each otherin long-term, trusted
relationships to combine efforts against cyber threats.
Within government, that hub is the NC{JTF, which the FBI
leads with more than 30 colocated agencies from the USIC
and lawenforcement.

{U//Faua+Through its capabilities and blended authorities,
the NCLJTF directs and supports whole-of-government
campaigns to protect the United States from adversaries,
criminal groups, and malicious actors in eyberspace,

and assist U.S. allies to do the same. PPD-41, U.S. Cyber
Incident Coordination, designated DOJ, acting through
the FBT and NC1JTF, as the lead agency for cyber threat
respouse activities, including investigation, aitribution,
and threat pursuit, accomplished by each of the NC{fTF’s
mission centers. Withsenior executives from pariner
agencies as leads, the NCIJ TF mission centers spearhead
integrated whole-of-government campaigns iu line with
the National Security Council’s National Cyber Strategy,
sequence whole-of-government campaigns to maximize
impact against adversaries, operationalize intelligence

o provide investigative analysis and factical targeting

o counter malicious cyber activities, and represent the
interagency when briefing the campaign status to the

__Nationa] Security Council

{U) The EBI also leads the National Defense Cyber
Alliance, where experts from the government and cleared
defense contractors share threat intelligence in real time,
leading to notifications of 292 observations of suspecied
activity in its Brst year of operation.

() As the largest law enforcernent pariner in another

such hab, the National Cyber Forensics and Training
Alliance, the FBI has enabled alliance members to prevent
more than $1 billion in poteniial losses, identify critical
threats impacting private indusiry, and support global law
enforcement through identification of current threats most
impactful to industry.

{(U) Information gained throagh investigations and
intelligence is quickly shared with the private sector

across these formalized mechanisms and others o aid

in the defense of eritical infrastructure networks. The

FBI reviews and analyzes saspected internei-facilitated
criminal activity received through the internet Crime
Complaint Center (IC3) and generates leads to FBI field
offices for investigation. LC3's website contains public
service announcements ovtlining specific scarms identified
from this analyses and the FBI prepares an annual report to
aggregate and highlight the data the general public provide,

el

I'The FBI's crosscutting roles and expansive
private sector engagement inform the defense of U.S.
critical infrastructure as well as the offensive and defensive
missions of other U.S. and allied government agencies.
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{U/0e) The FBI maintains specialized, standing
tactical, technical, and aviation teams to provide rapid
response to national security, criminal, critical incidents
and threats. These specialized personnef aud resources
tackle the FBI's most complex missions from rendering
safe an improvised explosive device (IED) or WD to
countering an altack or hostage taking. The mission of
these specialized teams is accomplished through a layering
of phased capabilities and standards across the FBI
enterprise and through collaboration with federal, state,
local, and international partners.

{U/aba} On behalf of the Attorney General, the FBT leads
the Joint Program Cffice (JPQO) for Countering Improvised
Explosive Devices (C-1ED}, established through PPD-17,
Countering lmprovised Explosive Devices, to coordinate
Ugited States C-IED policy in support of the National
Security Council process. The JPO C-LED facilitates

the integration and alignment of necessary domestic,
transborder, and international activities across the USG

to counter IEDs in accordance with national policy] I
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{U//#6663 The FBI, through the Hazardous Devices
School, isresponsible for delivering certification, re-
certification and advanced courses of instruction for all
public safety bomb technicians throughout the United
States. Thisschoolserves as the single source of bomb
technician certification training to ensure common
standards and training for bomb technicians nationwide.

{U//Pe2S) The EBT has approximatelyD;pecial agent
bomb technicians in locations throughout the FBI's
domestic and global offices. These technicians conducta
range of operations from rendering 1 EDs safe to major case
support, from conducting WMD diagnostics to gathering
intelligence overseas. The bomb technicians support FBI
investigations through post-blast evidence collection,
interviews of bomb makers, and assessing the technical
feasibility of a terrorist or criminal device. In addition,
the bomb technicians work closely with theirpublic safety
bomb squad partners. T
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{U/Ae9e) All 56 FBI field offices also maintain SWAT

of FBI investigative and intelligence activities, crisis

-
-

teams to deliver eff ective tactical operations for all facets

response, and law enforcement assistance. To enhance
field office SWAT teams during large scale multi-office
operations and critical incidents, the FBI established a
tactical task force mode!l. Under this model, the task force
forward deploys to the field office and provides full mission
planning, target intelligence, resource recruitment and
allocation, communications support, medical support, and
logistics. The task force also stringently selects and trains
personnel in all field offices able to surge in response to a
critical incident.

{¥PeB6sIn addition to the dedicated alert aircraft, the
FBI maintains and operates a fleet of aircraft located across
various field offices to conduct aerial surveillance and
photography in support the FBI's mission. The FBI also
maintains and operates aircraft to transport personnel and
equipment to crisis sites worldwide; evidence in sensitive
matters; and terrorism and criminal subjects as part of a
foreign transfer of custody. In addition to supporting the
aviation needs of the Attorney General and FBI Director,
these aircraft provide a 24/7 response capability worldwide
for all facets of FBI's intelligence and law enforcement

operations.
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(u//eeke) Through DOJ, the FBLis heading the Executive
Branch’s efforts to create identity intelligence systems
for both TOC and cyber actors, helping create a common

operating picture for the USIC as well as federal, state,

focal, and triballaw enfo rcezmend I

(U//EQUQX

{1 BAUKGRGUND

{U/A=%$} As the threat environment evolved and national

security threats increasingiy converged]
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{U//Fe%8) The FBI isin the process of transforming
presently available I'T capabilities and infrastructure to
meet the demands of current and future investigati ons.
‘The networking, storage, and data analysis requirements
across the FBYEs criminal and national security programs
outpacethe ability to mneet mission demands. Investments
to transform [T infrastructure and provide adequate
aualytical capabilities are critical to accomplishing the
FBYI's mission today and in the future.

A5 RACRGROGUND

{U//res8) To modernize investigative data analysis

and keep pace with investigations, the FBI requires
networks able to transport bulk data and reduce reliance
on standalone, ad hoc systems that may lack adequate
security protections. I n addition to investmentsin
networks and investigative tools, the FBI is also building
facilities in Huntsville, Alabama, that will provide modern,
collaborative space to develop advanced analytical tools
and data management platforms to advance investigations.

{(U/ @ty The FBL's ability to cornmunicate securely and
covertly with human sources is essential to collecting
intelligence. The rapidly evolving digital environment,
in which all manuver of data produced by cornmon day-
to-day activities are captured, processed, and sold, has
introduced new challenges in preventing adversaries

ft‘oﬂ

\\ L

(U//@e2) Modernizing the FBUs IT enterprise will require
substantial, sustained investment across three critical

areas: network infrastructure, core data management

for advanced analytics, and cybersecurity. Network
infrastructure improvements will require upgrading
network bandwidth between data centers, field offices,and_

resident agencies.

{U//#oee) Bandwidth and data challenges are not
limited to major cases or large offices] l

{U//eaa834 n addition to network infrastructure, the
FBI is also enhauncing its core data management for
advanced analytics. The volume of data collected during

investigations continues to rapidly expand.| L‘
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{U/ /7803 Violent crime continues to remain a persistent
and significant threat both throughout the United States
and across the globe. The FBI's expansive international
footprint allows the FB[ to lead efforts to address violent
crime. [n 2020, the FBl undertook a number of strategic
initiatives aimed at addressing a myriad of crimes against
children and gang-related violence. Akey component of the
FBI's ability to advance these initiatives is national and, in
some cases, internationa} task forces, which bring together
state, local, tribal, and international resources to leverage
law enforcement and intelligence capabilities. The FBI
denies access of would-be criminals to the tools and places
necessary to comunit crimes, brings to justice perpetrators
who carry out violent crimes, and provides support to the
victims of those crimes.

A0 RATESEOHIND
C5RALARERLILSN

{U/AESy Major violent crime incidents can paralyze whole
communities and stretch state and local law enforcement
resources to their limits. The FBI can support these
departments not only with a surge of personnel, but also
by bringiug assets not available at the state and local
3 A S . 5 -
level. These assets include source development assistance,
critical incident response support, implemeuntation of
enterprise investigations, prosecutorial support at the
federal level, and techunical sapport to address crimes using
sophisticated internet platforms and networks. Intelligence
1 - - - PR 1 -
supports all domestic and international violent crime cases
to maintain a comprehensive understanding of the threat.

The FBI continues to mitigate violent crime threats by
developing an understanding of criminal tradecraft and
vulnerabilities through analysis that is also disseminated to
the FBI's domestic and global partners.

N SR VRPN P Al
LFIMES A FEINST U

{(U//pe863 The FBI provides arapid, proactive, and
intelligence-driven investigative response to the sexual
victimization of children, other crimes against children,
and heman trafficking within the FBI’s jurisdiction. The
FBIcuorrently leads 86 Child Exploitation and Human
Tratficking Task Forces throughout the United States with
representation from more than 400 state and local law
enforcement agencies as well as more than 830 task force
officers. In 2004, the FBl initiated the Violent Crimes
Against Children International Task Force (VCACITF)

to promote and develop a select cadre of international Jaw
enforcement experts to formulate and deliver a unified
global response against child sexual exploitation matters.
'This task force, which is currently composed of more than
64 active task force officers from 46 countries, allows

for real-time global collaboration between the FBI and

its partners to recover children and bring perpetrators

to justice. Since its inception, the VCACITF has been
instrumental in the successful initiation and resolution

of several high-profile, extremely complex investigations
with a true global footprint. [n 2008, the FBI created the
Child Abduction Rapid Deployment {CARD} Team to
provide a nationwide resource to support investigations

of child abductions and critically missing children. The
CARD Team is a nationwide resource for law enforcement
at no cost o the requesting agency. CARD Team members
attend specialized training on child abduction investigative







{U//2eua) Gang violence does not always originate in

the United States. Therefore, the FBIL, which has a robust
investigative footprint in affected countries, continues

to lead the effort to disrupt and dismantle transnational
gangs, including M S-13, from their points of origin.
DOJ-initiated Task Force ¥ulcan, an FBI-led multiagency
effort to combat MS-13 violence across the hemisphere
by targeting violent gang cliques in the United States and
Central America. The Transnational Anti-Gang Task
Force, established in 2007, now has[_Jtask force officers
Din El Salvador,I:Iin Guatemala, an nHonduras)
responsible for the investigation of MS-13 members
operatiug in the northern triangle of Central Armerica.
'These officers provide intelligence for U.S ~based FBI
investigations.

{0/B=88) Tn July 2020, DO} announced Operation LeGend,
aresponse to a local request for assistance to address an

increase of violent crimes in Kaunsas City, Missouri. &s
aresult, and in respounse to recurring violence i other
cities (see chart below), DOJ directed the FBE, ATF, DEA,
and the U.S. Marshals Service to surge resources to the
affected areas. The operationfocuses on homicide, robbery,
gang, and nonfatal shooting investigations, as well as the
execution of violeut fugitive warrants. The FBI quickly and
efficiently surged resources to provide a mix of assistance
across job families to accomplish the operation’s goals.
Additionally, the surge was strategically planned to inclade
necessary technical assets, training for deployed personuel,
and employees with skilis and experience in violent ¢rime
investigations. These surges can also require significant
financial resources to fund travel for tnvestigators, victims,
and their families, as well as the trausportation of evideuce,
subjects and witnesses.

(L3458 Violent Crime and Safe Streets Gang Task Force Statistics for FY 2020 {through August 2020)

(U//EBs) Operation LeGend Statistics Since Tnception (through Septesber 30, 2020}

Albuguergue 0771512000 44 27 % £5 34
Chicago 07/27{2020 124 7 55 49 14
Cleveland 07/15{2020 23 17 7 6 34
Betroit 0711512000 44 5 G % 82
Indianapolis 08/18/2020 19 21 20 13 E
Kansas City 07/20/2000 7 57 66 4
Memphis 07/15/2020 27 11 8 43 n
Milwaukes 020 44 18 99 85 46
5t. Louls /102000 53 24 59 45 2
TOTAL 463 268 369 398 306
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N\ adapts priorities to address the needs of its constituents,

When unchecked, state and local corruption canresoli
inincreased federal corruption, as state and local public
officials parsue more prominent roles in federal offices.
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{(U//2eu0) Foreign influence is any efort from foreign
governments to influence U.S. public officials, at all levels,
through illegal means - typically facilitated through
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bribes and illegal campaign coniributions. Through
foreign influence campaigns, other nations can impact
U.S. elections and interfere with U.S. policy at home and
abroad. Compromised public officials erode domestic
and international confidence in the USG, and weaken the
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nation’s security] I

{U//Fooery Combating public corruption is the FBI's top
criminal priority. it encompasses corruption of legislative,
execuiive, and judiciary officials and employees at all b5
levels of government who exploit their official position for b7E
personal gain through bribes, quid pro quo arrangements,
kickbacks, extortion, and misappropriation schemes. The
more than 22 miliion public officials — including federal,
state, local, and tribal officials — across the United States

make corruption a formidable threat throughout the

county. U.S. public officials and employees are vulnerable [The EBT's Foreign Influence Task

S I P H a e Fevved -t .Q yEq = ™ . . . .
to individuals, businesses, foreign actors, and legitimate Force brings fogether criminal, counterintelligence, and

and criminal organizations that atiempt to exploit the cyber efforts to combat foreign influence.

officials’ access and influence over policies, processes,

and government spending. Foreign governments (U Saes Cantpaips Frosad avd Bleetion Urimes
influence domestic public officials and endeavor to {U//496¥ Campaign finance violations and election fraud

recruit them to buy influence, exploit social rifts, and

threaten the U.S. system of representative government
degrade faith in democracy,

by corrupting the democratic process. Election crimes

e R O S N R
) RACKGROUND

(U/Foeen“The FBI is uniquely positioned to
investigate public corruption relating to state
and local officials because of our presence
throughout the United States, its territories,
and the world. The United State has more than s

{U} Public Corruption Statistics ¥Y 2020

R

22 million public officials, with approximately
19 million state, local, and iribal government

N
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employees who obtain public office through
elections, appointments, direct hire methods,

_

and contracts. The threat to each government

entity changes regularly as each government

inreteBeny

_




include vote buying, abseutee ballot fraud, illegally stuthng

ballot boxes, or falsely registering to vote. During the
2016 election, the FB1 developed iutelligence related to
potential voter suppression by foreign countries through
social media, a newer tactic requiring continued attention.
The FBI has identified violations through dark money and

cryptocurrency because of a new reporting requirement for

nonprofit organizations.

{U/A989) Corruptionin federal, state, and local
correctional facilities remains an issue, with more than

1.4 million individuals incarcerated in federal and state
prison staff compromise their official positions and
personal integrity by performing illegal acts on behalf of
prisoners in exchange for some form of rernuneration. The
FBY's prison corruption initiative, which began in June
2014, addresses contraband smuggling by local, state, and
federal prison officials in exchange for bribe payments.
Through thisinitiative, we work to develop and strengthen
collaborative relationships with state and local corrections
departments aud the DOJ OIG to help identify prison
facilities plagued with systemic corruption and to employ
appropriate ¢riminal investigative technigues to combat
this threat. Increased advancesin technology continue

to present challenges to mitigating corruption within_
correctional facilities.|

o
and ports of entry preseunts a significaut threat by allowiug
violent drug cartel members, foreign intelligence services,
terrorism subjects, and weapons srnugglers to enter the
United States. The continued emergence of large-scale
infrastructure projects and the accompaunying staffing
increases presents significant opportunities for additional
corruption. The large volame of cargo entering maritime
ports, government contract opportunities, and turnover of
public officials also creates vulnerabilities individuals may
exploit&l ll

(U//Peee) The U.S. land border is more than 7,000 miles
with an additional 95,000 miles of shoreline the federal
goverument must protect. Corruption at the U.S. borders

\bS N

b7E

{U//80ig) Contract corruption involves all stages of the
contracting process, and often alsoinvolvesfrand against
the government. Contract corruption causes continuing

damage to U.S. economic and critical infrastructures. The
FBI disrupts corruption related to uegotiation and award of
contracts by identifying key infrastructure projects across
the United States and ensures coordination with the OiGs
across the United States.
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Comprehensive National Power

Innovation-Driven
Economic Growth Model

Military Modernization

{U) In August 2019 and August 2020, a federal grand
jury returned two separate indictments charging five
cyberactors; all of whom were residents and nationals of
China. These actors were members of a hacking group

in China known as APT41, with computer intrusions
affecting more than 100 victim cornpanies in the

United States and abroad. The same federal grand jury
returned athird indictment in August 2020 charging
two Malaysian businessmen who conspired with two of
the Chinese hackers to profit from computer intrusions
targeting the video garne industry in the United States
and abroad. In addition to arrest warrants for all ofthe
charged defendants, in September 2020, seizure warrants
were issued resulting in the recent seizure of hundreds
of accounts, servers, domain names, and command-and-
control web pages the defendants used to conduct their
computerintrusion offenses.

o N T RO R TR T B RO EY SR §§ R T Tl e RG O
AN ESIDEITA IRITIONEDIRIS,T iy o Y
A0 FOREIGN INTERFERENCE 1IN UG, BLECTIONS

(U) FITF does this is by establishing relationships: at the
federal level with other governmentagencies, at the state
and local levels with election officials, and in the private
sector with campaign staffs and social media companies.
FITF also exchanges intelligence with governments

and law enforcement entities abroad that are working to
counter the same types of operations targeting

their elections.

(U) FITF partners with the private sector by sharing
threat indicators with U.S. technology companiesand,

in partnership with DHS and ODNI, by making publicly
available online the FBY’s Protected Voices initiative.
Protected Voices helps campaigns, companies, and
individuals better understand the malign foreign influence
threat, practice good cyber hygiene, and recognize threat
indicators.
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(U/Fe98) FPrevious whole-of-governunent efforts and task
forces functioned on an ad hoc basis and lacked centralized
guidance, resources, and infrastructure. The NCITF isa

.

=
\ o

W
irue partnership, co-chaired by the EBI, DoD, and CIA,
with multiple leadership positions open to all participating
agencies. The NCITF is moving forward as one
counterintelligence team, integrating members’ missions

and authorities, and is proving to be a formidable front line
1 against foreign actors seeking to harm the United States.
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(U) The tavestigative challenges and threats to our national
security are growingin both volume and sophistication.
The NCITF ;mc\L are examples of FBI in novatious to
meet the threats. We are proactively taking the fight to our
nation’s adversaries, both domestically and internationally.
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the FB1 apdated its internal processes in 2020 to address
progress in the produaction of external intelligence products
and improve dissemination of those products to the

Senate Select Committee on Intelligence and the House
Permanent Select Committee on Intelligence. The ¥BI
reviewed existing gaidance, in coordination with the DOJ
Othce of Legal Affairs, to ensure the FBl was maximizing
dissemination of finished intelligence products to the
House and Senate intelligence committees related to the

FBIs national security mission. Those chauges increase
the £B1’s opportunity to share analytic products with these
committees on counterinteiligence and cyber threats,
among other intelligence the EBI already provides.
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TED-related issues and develop solutions in support of the
counter-improvised explosive device fight.

{U)In addition, TEDAC uses the authorities within
PCSC agreements to share appropriate latent prints

and biometric information developed from {EDs and
associated with terrorism, often in near-real-time,
through the Law Enforcement Enterprise Portal. The
FBI has been sharing terrorism-related prints with
trusted foreign partners through this mechanism since
2016. To date, partner nations have made more than 100
identifications to FBI-developed latent prinis resulting in
two successful prosecutions and multiple citizenship and
entry denials, as well as increased cooperation with allies
of the United States.

i VTS ATEOTRE A S f e
A OPERATIONAL SUWCCESSES

{U//8een In October 2019, the Canadian authorities
apprehended an individual suspected of material suppost
to terrorism — traveling from the United Arab Emirates
to Toronto, Canada, with the intent to enter the United
States - at the request of the FBL Following biometric
screening of the individual’s fingerprint record, the

| individual was extradited to the United States to

face charges.
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not only fOr the health and well-being of victims, but also
the success of the investigations.
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\\ “\\.\M\\u N T, (U//pewe¥in addition, the program has a specialrespouse
T

special agents, and intelligence analysts who provide
on-scene support, death notifications, and coordination
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{U//8%) Across the United States, only |5 percent of support services to hospitalized victims and families
oflaw enforcement agencies have a victim services of deceased victims. The tearn also collects, cleans, and
program. Providing such services to victims of erime returns personal effects for victims and their farnilies.

not only supports their recovery and well-being, butalso Since 2005, this specialty team has responded to 28 mass
enhances investigative efforts andleads to more positive casualty events throughout the United States, including
prosecutorial outcomes. Although the FBL has always the shootings in Las Vegas (the deadliest mass shooting
prioritized support of victims, the FBI did not recognize comumitied by an individual in the Western Hemisphere};
the need for a large, professional, and mission-focused Marjory Stoneman Douglas High School {the largest
program unti} 9/11 - to respond to the thousands of school shooting in U.S. history}; the Tree of Life

victims associated with 9/11 and the victims of all criminal Synagogue in Pittsburgh (the deadliest attack on the Jewish
and national security investigations. Since then, the community in the United States); and the recent WalMart
program has grown to include victim specialists within all shooting in El Paso (the deadliest attack on Latinos in

56 field offices, child and adolescent forensic interviewers rmodern American history).

stationed across the country, victim service coordinators,
and the family engagement coordinator within the Hostage (U} fn addition to providing services to victims of

Recovery Fusion Cell. In addition, the program also has a crime, victim specialists, child and adolescent forensic
crisis response team to provide victim services during mass  interviewers, and victim specialist coordinators are

1 ’ M 3 i T - 1 e . 3 - -
casualty events, to share valuable subject matter expertise uniquely postured to provide valuable subject-matter

FBl-wide and with our partners, and to provide trainingto  expertise because of their extensive work with victim

the law enforcement community to assist with establishing ~ populations and community engagement. The FBl is

or enhancing victim service programs. ensuring this expertise is being fully leveraged through the
production of informative products shared across the FBI
and with our USIC, state, andlocal partners.
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{U//pertrey) The FBLs victim services program plays a {U)In 2018, the FBllaunched ELEVATE with our state,
rtaa] . S TN I R JEST, . . . e

critical role in providing support and resources to victims  Jocal, and tribal partners to assist with establishing or

of crime and their families. The program assists victims in enhancing victim service programs within their agencies.

navigating the physical and emotional aftermath of a crime
and the criminal justice system. This assistance is critical,




(1) This program has three main tenets: 2.{U) 8 {s: establishes program standards
‘ for direct services
L0 Sy & inciudes 9 weeks of classes
hat are accredited by the University of Virginiaand a 3.{U) Mestor airs participants with mentors from
t } y g ) P pairs p P
one-week residency at the FBI Academy in Quantico mode] programs for a year o assist in the building or
for practical exercises ennhancing of the participant’s victim services program

(U} Pulse Nightclub Memorial
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Mission & Priorities

https:/fwww.fhigov/about/mission

Leadership https:/fwww foi. gov/about/leadership-and-structure
FAGS https:/ fwww.fbigov/about/fags
Partnerships- operational, investigative,  https://www.fbi.gov/about/partnerships

pUDiiC, pr jvate sector

Community Gutreach https:/fweww foi gov/about/community-outreach

Law Enforcement https:/ fwww.fbigov/resources flaw-enforcement

Businesses - full site https:/www fbigov/resources fpusinesses

Businesses: Private Sector partnerships  https:/fwww fbigov/about/partnerships/office-of-private-sector

Yictims

Reports and Publications

hitps:/ fwww.Foi.gov/resources victim-services

https://www.fhi.gov/resources library

Criminal Justice Information Services

Critical incident Response Group

hteps:/fwww.fhigov/services/cjis

f
Jabo
f
f
Jser
Jser

hetps:/fwww.fbigov/services/irg

CIRG: Strategic Information & Operations
Center

https:/fwww.fhi gov/services/cirg/sioc

Active Shooter & Resources

Laboratory - fuif site https:/ fwww.fhigov/servicesflaboratory

Training Academy - full site hetps:/ jwww fbi.gov/services/training-academy

Training Academy: National Academy — hitps://www.fii gov/services/training-academy/national-academy
J

(IRG

https:/fwww.fhigovfabout/partaerships/oftice-of-partaer-engagement/active-shoot-
er-resources

htps:/ fwww.figov/services/cirg

Intelligence Guide for First Responders

Cverview

Terrorist Screening Center

hitps:/fwww.dni.gov/nctc/icatficat_ctguidefintel_guide.htmi

https:/fwww.fhigov/about fleadership-and-structure/nationa-security-branch

htips:/fweww fbi sov/about fleadership- and-structure/national-security-branch ftsc
psii g p y

High-Value Detainee Interiogation
Group

hetps://www.fbi gov/about/ieadership-and-structure/national-security-hranch/
high-value-detainee-interrogation-group
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CYBER Cyber crime

Attps:/ www.fbigovfinvestigate/cyber

internet Crire Complaint Center (IC3)  https;/fwww.ic3.gov/default.aspx

CRIMINAL  Public Corruption

Civil Rights
Organized (rime
Wihite Coliar Crime

Yiolent Crime

https://www.tbi.gov/investigate/public-corruption
htps:/ www.fbi.govfinvestigate/civil-rights
https://www.tbi.govfinvestigate/organized-crime
https:/fwww.fbi govjinvestigate/white-collar-crime

https:/fwww.fbi.govfinvestigatefviolent-crime

Surge in Vielent Crime
Gangs

Opicids

https:/ fwww.fbi.gov/wanted/operation-legend
hetps:/fwww.fbi.gov/investigate/viclent-crime/gangs

https:/fwww.fbi. gov/news/stories/raising-awareness-of-opioid-addiction

Crimes Against Children

Sextortion campaign

https:/fwww fbi.govfinvestigate violent-crime/cac

https:/fwww.fbi.gov/news/stories/stop-sextortion-youth-face- risk-online-090219

indian Country

Human Trafficking

https:/ www.tbi gov/investigate/violent-crime/indian-country-crime

https:/ fwww.fbi govfinvestigate/violent-crime/human-trafticking

Facebook https://www.facebook com/F8l/
Twitter [ps:/ftwitter.com FBErel_sre=twsrelirEgoogle%iCtweampistserpShrCiwgrstau-
witter https:/; | google%; iwg
thor
instagram Attps:/fwwwinstagrarm.com/thi/?hizen

FBI Podcasts

htps://www.fbi.gov/news/podcasts

You Tube

https:/ fwwwyoutube.com/user/fi

.
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(U) ACRONYMS

DAR

Assistant Director

Assistant Director in Charge

Associate Executive Assistant Director
Administrative Gificer

Area of Responsibility

Assistant Special Agent in (harge

Academic Security & Counter Exploitation prograrm
Adjustments to Base

Basic Field Training Courses

Communications Assistance for Law Enforcement Act
Chitd Abduction Rapid Deployment

Cyber Action Team

Congressional Budget Justification Book
Chemical, Biological, Radiological, or Explosive
Chermicai, Biological, Radiological, or Nuclear
Committee o Foreign Investment in the United States
Ceniral Intelligence Agency

Critical Incident Response Group

Cybersecurity and Infrastructure Security Agency
Counterintelligence Tactical Analytical Cell
Counterintelligence Task Force

Criminal Justice Information Services

Commerce, Justice, Science, and Related Agencies
Computer Network Exploitation

Contractor Performance Assessment Reports
Continuing Resolution

Central Records Complex

Diversity Agent Recruitment

Deputy Director

Director’s Decision Dot ments

Bepartment of Homeland Security

Director of Nationa! intelfigence

Department of Defense
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(U) ACRONYMS

Legat Legal Attaché

MLAT Mutual Legal Assistance Treaty

MOU #emorandum of Understanding

MS-12 Maia Salvatrucha

NCIC Nationat Crime Information Center

NCUTF Nationat Cyber fnvestigative Joint Task Force
NCITF Nationat Counterinteliigence Task Force

NCR Nationat Capital Region

NCTC Nationa! Counterterrorism Center

N-DEx Nationai Data Exchange

NG Next Generation Identification

NGiC Nationai Gang Intefligence Center

NiCS National {nstant Criminai Background Check System
Nip Nationa! Inteiiigence Program

NJTTF Nationa Joint Terrorism Task Force

NSA Nationa! Security Agency

NSC Nationat Security Council

NSP National Security Presidential Memorandum
{T0C Nationai Threat Operations Center

ocp Oftice of the Counsel to the President

ODNI {ffice of the Director of National Intelligence
0i {ffice of Intelligence

GG Cffice of the inspector General

OM3 {ffice of Management and Budget

OPE {ffice of the President-Elect

PCSC Preventing and Combating Seriaus Crime
POB President’s Daily Brief

I I

PPD Presidential Policy Directive

(FRs Questions for the record

R&D Research and Development




(U) ACRONYMS

RCFL Regional Computer Forensic Laboratory

SA Special Agent

SAC Special Agent in Charge

SARS Suspicious Activity Reports

A Supervisory intelfigence Analyst
I !

554 Supervisory Special Agent

St Senate Select Committee on Intelligence
e Caninr © wh tatall: - ¢
S5iA Sepior Supervisory Intellicence Analyst

SSTF Safe Streats Task Force

TC0 Transnational Criminal Organization b7E
TEDAC Terrorist Explosive Device Analytical Center

T0C Transnational Organized Crime

TRP Threat Review and Prioritization

15 Terrorist Sereening Center

UAS Unmanned Aeria] Systems

UCR Unifarm (rime Reporting

USG U5, Government

Usic US. intelligence Community

VCALITE Viglent Crimes Against Children International Task Force
V{TF Violent Crime Task Force

WD Weapons of Mass Destruction
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