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FDIC

Federal Deposit Insurance Corporation
550 17th Street NW, Washington, D.C. 20429-9990 Legal Division

April 7,2025

Re: FDIC FOIA Log Number 2025-FDIC-FOIA-00568

This is in final response to your Freedom of Information Act (FOIA) request received on February
4, 2025, which is being processed under the above-noted FOIA request log number. Your request
seeks the following:

I request a copy of each final report or closing report or equivalent from each o[f] the
following: FDIC OIG Investigations below:

N-2014-0011-J closed January 3, 2023

A-2019- 0008-J closed February 27, 2023

X-2020-0013-J closed-March 6, 2023

A-2020-0005-J closed April 1, 2023

N-2021-0011, closed November 8, 2023

123MARO00275, closed December 26, 2023

We considered your request in light of the requirements of the FOIA and the FDIC’s FOIA
regulations. !
Analysis

Our records search is complete. We have located seventy-six (76) responsive pages, which are
being released in part. The information we withheld is exempt from disclosure under FOIA
Exemptions 6, 7(C), and 7(E), 5 U.S.C. §§ 552 (b)(6), (b)(7)(C), (b)(7)(E).? The responsive pages
that are not being withheld can be accessed via the link in the cover email to this letter.

We have also determined that the unreleased information should be withheld because it is
reasonably foreseeable that disclosure would harm an interest protected by an exemption described
in subsection (b) of the FOIA, 5 U.S.C. § 552(b).

This completes the processing of your request. You may contact me by email at lkratzer@fdic.gov
or our FOIA Public Liaison at FOIAPublicLiaison@fdic.gov or by telephone at 703-562-6040 for

! Our FOIA regulations and FOIA Fee Schedule are available in our FOIA Service Center,

https://www fdic.gov/about/freedom/index. html.

2 Exemption 6 prohibits the disclosure of any record which would constitute a clearly unwarranted invasion of personal
privacy. Exemption 7(C) provides protection for law enforcement information the disclosure of which could
reasonably be expected to constitute an unwarranted invasion of personal privacy. Exemption 7(E) requires the
withholding of records or information compiled for law enforcement purposes.



any further assistance and to discuss any aspect of your request.

Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services they
offer. The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park,
Maryland 20740-6001; email at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-
6448; or facsimile at 202-741-5769.

If you are not satisfied with the response to this request, you may administratively appeal by
writing to the FDIC’s General Counsel. Your appeal must be postmarked or electronically
transmitted within 90 calendar days from the date of the response to your request. Your appeal
should be addressed to the FOIA/PA Group, Legal Division, FDIC, 550 17th Street, N\W |
Washington, D.C. 20429. Please refer to the log number and include any additional information
that you would like the General Counsel to consider.

Sincerely,
LOREDANA gty
KRATZER = fnz=iy
Loredana Kratzer
Government Information Specialist
FOIA/PA Group
Legal Division



Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

DATE: December 1, 2022

MEMORANDUM TO: Frank R. Hughes
Acting Regional Director

FROM:

Special Agent

SUBJECT: Bank Fraud and Embezzlement by Public Servant
BB&T (now Truist), Charlotte, NC (FDIC Cert. 9846)
OIG Case: A2019-0008

The Office of Inspector General, Office of Investigations (OIG/OI), has concluded its
investigation into allegations made against Tenna Trice (Trice), a public servant and a bank
customer at BB&T (now Truist), (FDIC Cert. 9846). This memorandum is for informational
purposes only; no action is required by your Office.

Background: Trenna Trice was a public school teacher in the Muscogee County School District
and a former principal in Columbus, GA. Prior to teaching, she worked for a local Columbus,
GA doctor for approximately 2 years. Trice worked as a volunteer campaign coordinator for the
Columbus, GA Branch of the United Negro College Fund (UNCF) from 2005 to 2017. The
UNCEF is an organization that funds scholarships for African American students and historically
Black colleges and universities. During her tenure with the UNCF, Trice organized and
fundraised for the annual Columbus Mayors Masked Ball, the primary fundraising activity for
the UNCF. Trice also worked for a nonprofit organization known as Samarc, run by two former
NBA basketball players who conduct an annual basketball camp for underprivileged youth in the
Columbus area.

Nature of the Alleged Misconduct: A review of bank records showed that Trice stole $162,044
in donations and ticket sales intended for the UNCF. Trice diverted a total of $7,784 in
donations and basketball game ticket sales intended for Samarc to her own personal use. Further
investigation revealed that Trice had been terminated as an employee from a Columbus doctor’s
office because she had taken funds intended for the Georgia Dental Society, outstanding patient
balances, business utilities, and charities totaling $70,231.

In two consensual interviews with FDIC OIG agents, Trice confessed to taking a total of
$240,259 in funds. Trice reviewed with investigators 109 fraudulently deposited checks and 265
credit card transactions fraudulently deposited into her BB&T account without

authorization. She stated she was always careful to conceal her actions by using only outside
ATMs to deposit checks with fraudulent endorsements and changing the settings in the Square
App to disguise that she was the recipient of the donation money.

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal Deposit
Insurance Corporation.
Disclosure to any unauthorized person is prohibited

FDIC OIG 400.6.6 (06-20)
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

Outcome: On March 29,2022, Trice was sentenced in the Middle District of Georgia to 2 years
imprisonment and 3 years of supervised release for defrauding and embezzling money from
several victims including charitable institutions such as the UNCF and the Samarc

Foundation. Trice was ordered to pay restitution of $162,044 to the UNCF, $7,784 to the
Samarc Foundation, $70,231 to a Columbus dentist’s office, and $200 to the Georgia Dental
Society. Trice utilized accounts at Truist Bank, an FDIC-regulated financial institution, to
facilitate the scheme. The illegal activity could affect the operations of the Division of Risk
Management Supervision (RMS). Total loss amount was $240,259.00.

This was an investigation by the FDIC-OIG and the FBI. This case is being prosecuted by the
United States Attorney’s Office for the Middle District of Georgia.

Accordingly, this investigation is complete and closed. Should you have any questions or need
further information, please contact me at§ '

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal Deposit
Insurance Corporation.
Disclosure to any unauthorized person is prohibited
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Federal Deposit insurance Comporation
Qffice of Inspector Gensral
Office of investigations

oC: Patrice Walker, Regional Counsel
bee
gIon: : File
Headquarters CHRON File
Case File A2019-008
This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal Deposit
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

DATE: December 22, 2022

MEMORANDUM TO: Frank R. Hughes
Acting Regional Director

oM B8R0 | b6,b7(C)

Special Agent

SUBJECT: Elder Abuse Scheme by Former Bank Manager
SunTrust (now Truist), Charlotte, NC (FDIC Cert. 9846)
OIG Case: A2020-0005

The Office of Inspector General, Office of Investigations (OIG/OI), has concluded its
investigation into allegations made against Aasim Khan (Khan), a former branch manager at
SunTrust Bank (now Truist). This memorandum is for informational purposes only; no
action is required by your Office.

Background: Aasim Khan (Khan) was a branch manager at a SunTrust Bank branch in
Arlington, VA suspected of fraud, elderly abuse, and conspiracy. After being terminated from
SunTrust Bank, Khan went to work at another FDIC-insured bank.

charity he had set up called Feed the KldS, LLC. From November 29, 2017 to May §, 2018,
Khan wrote checks from the Feed the Kids LLC account totaling $239,894.89 to Various

October 2019, whenjwo! mformed sesric famlly that! s t would have to move out of s} 11V1ng
facility due to lack of Tiinds. ™~

In an attempt to conceal his activities, Khan used the accounts of several other elderly customers

____________________

account of another elderly person so that when the account owner died, the customer would
receive the funds in the deceased’s bank account.

Khan was terminated from SunTrust Bank on May 10, 2019 for suspicious activity but went on
to work at TD Bank in Tysons Corner, VA.

Outcome: On March 11, 2022, Khan was charged by criminal information of one count of bank
fraud and pleaded guilty on the same date.

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal Deposit
Insurance Corporation.
Disclosure to any unauthorized person is prohibited
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

On August 11, 2022, Khan was sentenced to 18 months of incarceration and two years of
supervised release for defrauding and embezzling money from several elderly SunTrust
customers.

Source: The case was initiated based on reports provided by SunTrust Bank and a referral from
FDIC RMS.

Responsible Agencies: This investigation was conducted by the FDIC-OIG and the Arlington
Police Department. The case was prosecuted by the United States Attorney’s Office for the

Eastern District of Virginia.

Accordingly, this investigation is complete and closed. Should you have any questions or need

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal Deposit
Insurance Corporation.
Disclosure to any unauthorized person is prohibited
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Federal Deposit Insurance {omporation
Qffice of Inspecior Gensral
Office of investigations

ce:  Patrice Walker, Regional Counsel

hee:

Regional CHRON File
Headquarters CHRON File
Case File A2019-008
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

DATE: JUNE 7, 2023

TO: Frank Hughes
Regional Director

o = b6,b7(C)

SUBJECT: Fraud by Bank Employee & Bank Customers
FDIC/OIG Case Number N-2020-0006

The OIG has concluded its investigation into the activities of Diape Seck (Seck), a former TD
Bank Employee.

Background: This investigation was based on a request for assistance from the United States
Postal Inspection Service (USPIS).

Nature of the Alleged Misconduct: While employed at TD Bank, Seck facilitated the opening
412 accounts over the course of one year for a group of Romanian foreign nationals involved in
a stolen check scheme. The Romanians would steal checks from the incoming and outgoing
mail of several religious institutions, and deposit them into the bank accounts that were opened
with Seck’s assistance. After the stolen checks were deposited, the Romanians would make
cash withdrawals from ATMs as well as various purchases using debit cards associated with the
accounts. The Romanians obtained or attempted to obtain over $700,000 using the stolen
checks.

Outcome: On February 24, 2023, Seck was convicted by a federal jury for his role in a bank
fraud scheme in which he and his co-conspirators obtained or attempted to obtain almost $2
million by fraud. On June 2, 2023, Seck was sentenced to 3 years in federal prison, followed by

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal
Deposit Insurance Corporation.
Disclosure to any unauthorized person is prohibited

FDIC 01G 400.6.6 (03-2022)
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

3 years of superwsed release. Seck was ordered to forfeit $114,647.50 and pay $1,708,446. 49
|n restitution. | b7(A)

b7(A)

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal
Deposit Insurance Corporation.
Disclosure to any unauthorized person is prohibited
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“Office of Inspector General

Investigative Report to Management
OIG Case Number: 123MARO00275

September 12, 2023

Office of Investigations

This report is for OFFICIAL USE ONLY.
Disclosure to any unauthorized person is prohibited.
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For Official Use Only
Privileged and Sensitive Information

This report, including any attachments and information contained therein, is the property of the
Federal Deposit Insurance Corporation, Office of Inspector General (FDIC OIG) and is for
OFFICIAL USE ONLY. The original and any copies of the report must be appropriately
controlled and maintained. Disclosure to unauthorized persons without prior OIG written
approval is strictly prohibited and may subject the disclosing party to liability. Unauthorized
persons may include, but are not limited to, individuals referenced in the report, contractors, and
individuals outside the FDIC. Public disclosure is determined by the Freedom of Information
Act (5 U.S.C. § 552) and the Privacy Act (5 U.S.C. § 552a).

This document is not releasable outside of the FDIC without prior approval of the Inspector
General.

This report is for OF FICIAL USE ONLY.

Disclosure to any unauthorized person is prohibited.
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Faderal Deposit bosumace Corporation
Gfice of Inapsctar Goneral
Cffce of Investigakons

MEMORANDUM
DATE: September 12, 2023
TO: Lsa Gilmore

Assistant Director, FDIC Labor and Employes Relations Office (LERS)

Eric S. Gold
Assistant General Counsel, FDIC Labor, Employment and Adminsiration Section
{(LEAS)

Todd Hamune
Assistant Director, Security Enterprise Programs Section {SEBS)

FROM: b6,b7(C) |
Deputy Assistant Inspector General for Investigations
FDIC Office of Inspector General

SUBJECT:  EBIC Legal Bivision Referral Relating to FDIC Employ ee. b6,b7(C) !

| b6,b7(C) |
WIC' ®I1C Case No.: 230ARDO2TS

Executive Summary
This report serves to inform you that the Federal Deposit Insurance Corporation, Office of
Tnspector General's (FDIC OIG) mmve ts’{i&{d?i{}ll relating b6 b7(C) )
. b6 b7(C) | haq conciucied 1 A1 mveafwatmn wasbaﬁed Tpon @ xetenai

s ramanama mararand A7 5.

b6 b7(C) -smmge area loxated in theﬁ b6 b7(C) ;}aziamw *zamoe 111'
Tie: b6,b7(C) imatx«m is Federal ﬁi‘é‘i}%fﬁ "Ci’iﬁi?e"d hv the FDIC. The' ‘i'éﬁ;n ’31 foted thal m

..... b6 b7(C) W stole!  b6,b7(C) ! arocery items immd. b6,b7(C) |

f&ddztmnaiis the teferral hentioned that aipe.b7(C) misdemeanor theft
surfaced durmg: b6 b7(C) Ba;komumi Investigation (BI}. Based o 138 referral, the FDIC
OIG conducted Eﬁ'ﬁiiéﬁi’é’[ﬁéu mto these allegations, During the course of the investigation,

the OIG identified additional mformation relating to- b6,b7(C): background. The OIG
mvestigation detennmed that: T

b6,b7(C) capmzeﬂ’ b6,b7(C)

parking garage. Buring an OIG

1.

This report is for QFFICIAL USE ONLY - Disclosure 3o ﬂ'm ::tzfmﬂmnwd person is prohivited,

Public disciosnre is detevmined by the Freedow of Informarims Aed €5 TEL § 3525 aund the Privacy ded (S TS L 5
8324
FDIUC OIG 480.6.6 {(06-28) 1
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Faderal Deposit bosumace Corporation
Gfice of Inapsctar Goneral
Cffce of Investigaions

Details of Investigation

| 8 Referral and Investigative Background

On; b, b7(C) :

potemmi wncems reiatmg to Fi)l( empim ee.

refem ed tn the' b6 b7( C)

i The 1efexml aﬁeged thatun. .

, the FDIC Legal Division, proy. aded. mig};}wﬁmn to the FDIC OIG regarding

b6 b7(C)

“ In an ematil the OIG. the

1 with information that was

b6,b7(C)  Istole

sxm;,}s fomd irm{'?f}é' b6,b7(C) i

b6,b7(C)

parking lot. The referral

\uieo suuezi&nue capmzed bé b7(C) piaum.,r a S-uallon E‘}uiket fuii of snat;iv'o into

Referral documents from the FDIC;
FDIC Badging records;
Cruninal background mformation;

~_b6,b7(C)

________________________

bB,b7(C) i btd.te Bd.l ;emxdb&_ and
b6,b7(C) |Barrecords

b6,b7(C)

S & B 8 & $ & @

Finally, on|

b6,b7(C)

tecords and Booking Photos;
1 Police Report:

was placed on Administestive Leave on

This report is for QFFICIAL USE ONLY - Disclosure 3o any z::;fmﬂmnwd person is prohibited,

Public discliosnre is detevmined by the Freedow of Informarins o3 §5 1
S32a

FDIC OIG 480.6.6 (D6-28) 3
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Faderal Deposit bosumace Corporation
Gfice of Inapsctar Goneral
Cffce of Investigaions

L. Investigative Results

This section includes information relating to the mitial allegations that were referred to the OIG.

This section also mcludes nformation about additional 1ssues that were identified during the
course of the OIG investigation.

A. Allegation: | b, b7(C) theft of snack items.

It was aiieged_gir}_g_m_y ______________ b6,b7(C) stole items from theé b6,b7(C)  garage space

}_Q_(_:_‘_lfi_gd in the. b6,b7(C) ioffice builditig. The FDIC referral mcluded emails from FDIC

bs70)! emnployees ;efieafmg}‘}gg}i;g@____’_[_ige emalls wﬂeu that between' b6 b7(C)
b6,b7(C)

uﬂps from tﬁezr xxlaﬁesll_z__i}__g_}__ig_gg_ _zf,_@gmg are m the. b6 b7(C) ot the paﬁklug gamow The atems

{ b6 b7(C)
‘E:i‘f:i{;sszi

that the oo Twas. f'%m}ixal. witht B6,b7(C)! ﬁmn a pum theﬁ u.polted m' b6 b7( C)

from the! b6,b7(C) ___ -'_'f_x'iﬁ%'_ﬂ:%"imltz(le(l in the FDIC referral, and contaired screen shots
along with tifiié §taiiips ¢l be,b7(C) badging records.

b6 b7(C)

Based upon these investigative findings it is possible th'ﬁ' b6 b7(C) could be found to have

violated FDIC Directive 2410.6 {incorporating 3 C.F.R. \ 2633, 1@1} and/or commutted
nnsconduct.

}See 3 CER. § 2635101031} (Public service is a public frust, requiring emplovees to place lovalty te the
Constitaion, the {aws and ethucal principles above privete gain ).

This report is far QFFICIAL USE ONLY - Disclasure to any mzfmﬂmn cedd person £s prohivited,
Public disciosnre is detevmined by the Freedow of Informarims Aed €5 LA AL § 3525 aund the Privacy ded (S TS L 5

83203
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Faderal Depestt Tosusaoce Corporatan
Gfice of Inapsctar Goneral
Cffce of Investigaions

B. Allegation:! b6,b7(C) | theft of groceries.

1t was alleged that on! b6,b7(C) stole_groceries from) b6,b7(C)
whe had piaced thr. greceries il a wi”zgei afor m the- b6 b7(C) ‘ it

...................

shape as the. b6 b7( C) mogel 1es m thc &i‘éé”é’i’ﬂiﬁ jmmu b6 b7(C) idfer a(hmﬁed to
mistakenly taking the groceries and 1enn¥3umed b6,b7(C) ifor {he giaéeries. The FDIC
OIG did not independently investigate this matfer as if was ci@scdv

Based upon these investigative findings it is possible thati bé,b7(C) 'conid be found to have
violated FDIC Directive 2410.6 (incorporating 5 C.F.R. § 2633.101)" andfor conmmitted
nnsconduct.

. Additional Issue::babnm-masdemeannr theft conviction and related b6 bnc]  false
statement to a B‘tgkoround Investigator.

.......

the securtty papez ka prov ulez:i by the i DIC from tiug_lggg,}kggound 111&3:_&{1_5‘_ ation, the vpaperwozl«k
reflects that the OPM Backaround Tnvestigators asked! b6,b7(C); abwout aivesrc)} misdemeanor
conviction for theft. The security paperwg

arresty conviction records did not relate to.wc,-

| ....... .I

 states th’t?‘ b6,b7(C)i told t}}é"iﬁ;;'estzgatms that the

»ks a Iesuit the i)ICx wile«,ted addlﬁ{)i}'ﬂ mfnnmnml about ’fhe thaf{ that was Lets?l enced in tbe

................. b6 b7(C | The be b7(C) t}mv}ded the case report, '« hich atated
:b6 b7(C); mrhnw items from b6,b7(C) | was arrested
‘{n b6,b7(C); and fransported to the; h6.b7(C) iThe QOIG
reqiiested| b6,b7(C); booking photos TGl 11ié b6,b7(C)

O}} b6 b7(C) ', 3{}”? rhe {)Kw interv 1ev»e{i b6 b7(C) stated that'bsbmdld not 1eml} the

___________________

¢ The emplayf:e,é b6,b7(C) ! yeported the incident to FDIC Security.

P See 3 CER. § 2635101031} (Public service is a public frust, requiring emplovees to place lovalty te the
Constitation. the laws and ethical principles above private gain.}.

This report is for QFFICIAL USE ONLY - Disclosure to any mm::fszwd person ts prohivited,

Pubdic disclosure ix detormined by the Freadow of Informarinn Aci 5 TLE L § 552} and the Privacy Aot (S USC§
S32a)
FDIC OIG 480.6.6 (6-28) 5
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Faderal Depestt Tosusace Corporatin
Gfice of Inapsctar Goneral
Cffce of Investigakons

' b6 b7(C) -s’(dted o6, bnc,"w as answerino. the cuestinas fo the hext. nfiesenay, nol]etnou ' b6,b7(C) confirnmed

‘hatthe photos piovided by the b 6, b7(C) were oj;bsbm.

Ba sed upon ihese mvestigativ e fmdmgs it xs possnb]e tlmt b6 b7(C) {:ould be f{}lmd 1o lmye tacked

D. Additional Issue: bG,b7(C) alleged theft at a:b6,b7(C) gas station m- b6,b7(C)
b6 b7(C)] e e

N4

The OIG deternuned that: bE,L7(C) iwas mvolved n an meident for theft at a;beb7(C)igas station

_...b6,b7(C) Hn
b6 b7(c; m}uestms:«, *:iet'ufs a:;f tb,f: gTiTe!

b6 b7(C) Tiw OZG mn&iqed the! b6 b7(C) Pwkw Depaxtment

Oné b6,b7(C)  was interviewed and :,m!ed wre! did not recall the incident.
Basedupon these mvestigative findings it 1s possible fhat; b6 b7(C) icould be found to have
violated FDIC Directive 1600.03 by failing to report an appaleni violation of criminal law.

was given an interin uxspfnsxon {}n. bG b7(C) State Ejdr gecoxds reflect tixat

b6 b7(c) was plax,ed on px deﬂm} m{i as {)i b6 b7(C) { ’(he ate of the ()_i_{,g__;mg;g_gt search},

The OIG then researched: b6

websxte azzd detemnued fh'\t'

disclcse the arrest. b6,b7(C) statediw '1s dd}\ e wuh the.

[E— [E—— A

Bax macm e wﬁh the. b6 ,b7(C): Bar
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1. Cenclusien

Based on the allegatigns contamed m this report zei«mng 0 the! b6,b7(C) | theft and false

statements during thewsno] background investigation, on! b6,b7(C). ., the OIG referred this
matter to the to the Umted States A%tome} $ {)ﬁ“me for ﬂ}e b6,b7(C)

.................

The FDIC OIG’s investigation is being closed at this time and is referred to FDIC LERS and
LEAS for administrative review,

LIST OF EXHIBITS

1. ies, b7 0)! (3?2&{ Background Informpation (provided by the FDIC}),

2. Memorandum of Activity (MOA3{ b6,b7(C) :idcscumemm,cz‘.-_._-l_)._g_-_t__g_?w(a)-}booknlg photos
from the! b6,b7(C) | arrest injseonc)] o
3. b6,b7(C) Case Report, b6,b7(C)w§.

4. Memorandum of Activity IMOAD .& b6 ,b7(C) %{ dommemmg b6,67(C) incident in

b6,b7(C) | b6b7(C) 5 T

b6 b7(C) State Bar Licensee Search.

t A

6. Memorandum of Interview (MO} ¢  b6,b7 (C) E‘ {interview of b6,b7(C)
with attachments).

This report is for QFFICIAL USE ONLY - Disclosure o any szwﬂmﬂwd person is prohivited,

Public disciosnre is determined by the Freedow of Informerins 43 €5 LA L § 53525 aund the Privacy ded (S UVSC 5
S32g3
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Federal Deposit insurance Comporation
Qffice of Inspector Gensral
Office of investigations

MEMORANDUM OF ACTIVITY

.......................

DATE OF ACTIVITY: b6 b7(C):

CASENUMBER: | b6,b7(C) !

SUBJECT: Interaction with: b6 b7(C) (” gunty Detention Center | ebs b7(C)§

.................................

...........................................

SECTION iI- ACKNOWLEDGEMENT

DATE PREPARER jreeememememememememmmy

b6 ,b7(C): Page 1 of 1
NaME - i
T b657(C) b6,b7(C)
NARME GIGRATURE AND DATE

FDIC OIG 400.9.6 {04-20)
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Exbhibkiv 4

Federal Deposit insurance {omporation
Qffice of Inspector Gensral
Office of investigations

MEMORANDUM OF ACTIVITY

DATE OF ACTIVITY: | b6,b7(C)|

CASENUMBER: (CZ23HTL00275

SUBJECT: Interaction w1f11 b6,b7(C) | P(::hce Department

On b6 b7(C) Special Agentg h6,h7(C) {emailed the bB,b7(C) :Police Departient b6.07(0)}

in 1c§"1eme fcs an incident af alb6.7(C) VATV Mg b6,b7(C) . Thebeoroicase

provided t]ze
b6 b7(C) bax,k htel tlmt aﬁemt}gu

.................

stnce the v u,tnn b6,b7(C) | r«;imeé to pz meum an official case hle may nm vmt beuause the} have

to also mclude tig w.flm  b6,b7(C); advised that if SA b6,b7(C); i could provide him with the date and
timie of the mncident, he ma} be ablé to locate futher details

C}n, b6,b7(C) SA b6,b7(C); emaxiedi b6,b7(C)! W;th the additional information; b;v_(;requeﬁe& Per

b6,b7(C) the mudem‘ OCCHETESC Qn b6,b7(C) a’g b6,b7(C){ Al at |be.b7(C)

b6 b7(C) L SAibeb7(c)} 1S CHITEHHT aW ‘aififig a Tesponse frot b6 b7(C)

Fmail connmuncations Wzth o700 anz attached.

SECTION iI- ACKNOWLEDGEMENT

DATEPREPAREDR pememrmemmimemmememm

be b7(C) Page Tof

TREBTE) b6,b7(C)

NARME

GIGRATURE AKD BATE
FDIC OIG 400.9.6 {04-20)
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Exhibit 8

Federal Deposit insurance Corporaiion
Office of iInspeciar Genearal
Office of rwestigations

MEMORANDUM OF INTERVIEW

INTERVIEW OF

b6,b7(C) !

DATE OF INTERVIEW

{b6,b7(C) |

LOCATION

b6,b7(C)

INTERWIEWEDR BY

SA b6,b7(C)

QTHER INDIVEXIALS PRESENT

’{:}ﬂ b6 b7(C) SI

..............................

S Led mw_;

b6,b7(C)

recial Agent b6,b7(C) iand. b6,b7(C)
rance Qmmatm& Ofﬁc oﬁmmsim General{ LFDWwOI(ﬂ intery 3,@;5(1 E_bGN(Cl‘

............... b6 b7(C) at] b6,b7(C) .._._.____i,s},ttomev b6b7(C);
4 peb7(C)! ;}aﬁmpazed in the mferview via \immqﬁ_}“_gagm  b6,b7(C) {anl} be.b7(C) reviey &{_L_‘_i?{_’_i{j_i;_'_':_‘f
5 'RalKiiies warning prior to the inferview, and SAibebi0)] rev w&ed the foifil Again with!be,b7(C)] c.iI_.il_l.@__,
6 ._f.l_.l_ns_i}tf_tl.l_&_.l.l.‘;t_i’_l}_’l_ﬁ?x After obtaining their Lonsx.']}-{'—‘;ﬁ bep7(c) recorded the interview ii';ifl'{i‘-}'ié {b6.07(0)]
7 b6 b7(C) i A copy of the interview transcript, '}i’ii'{z'i'é'is ith the interview exlubits and "~

’
A

kKaikines warning, w will be attached to this MOL

FOR AGENCY USE ONLY

CASE MUIRBER DATE FREPARED
(23MARD0275 "B6,67(C)’ Page 1ef 1
NAWE TALE Fp— —

B657(C) | | specamrgen | | b6,b7(C) Beb7(C)
NAME HILE ; SNATLRE DATE

FRIC OIG 400.9.5 (06-26)
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KALKINES WARNING
FEDERAL EMPLOYEE ADVICE OF RIGHTS

k{,‘}w\ xd ‘;x;-»f;w r:ie;m;u{ v ro f
e Employee Required to Provide In c}rmanonmw epost nsurance Corporaton
Office of inspecior Genwral
Office of Invastigations

You are seing asked 1o provide information as part of an investigation being conducted by the Office of the Inspector
General into alleged misconduct and/or improper performance of official duties. This investigaiion is being condusted

pursuant to the Inspector General Aot of 1878, as amended. The investigation involves the following: [deseription ot
felevam incident]:

botertial missmmmenw m b6 b7( C)

The purpose of this interview is 1o otain Information which will assist in the determination of whether administrative
action is warranted.

» You are geing {0 be asked & number of specific questions concerning the performance of your official duties. You

have a duty o reply to these questions, and agensy disciplinary action, including dismissal, may be underfaken if
you refuse 1o answer, or fail to reply fully and truthfully.

+ The answers you furish and any information or evidence resulting there from may be used in the course of ¢ivit
or administrative proceedings.

» Neither your answers nor any information or evidence which is gained by reason of such statements can be used
against you in any criminal proceedings, except that  you knowingly and wilifully provide false stalements or
information in your answers, you may be criminally prosecuted for that action.

ACKNOWLEDGMENT
_________ i 0;“&2%2&6-.-.-._._._1 Date [Ttme |
b6 b7(C);‘" b6 b7(c) b6 b7(C) } s
Employee's Printed Name IEQ}P!QY% s Signature
" b6,b7(C) b6,b7(C)
botad b {Jaif* ----- %izm& Wiinew Sigratuee
. b6 b7(C) bE.L7(C) I 11 g | b6 b7(C)
i._.-.-.-._W{imtmc:.‘_.mjmi‘mé_l}lﬁn?@ :i}ata ! Time | . _
. b6,b7(C) | veprc) |10 b6,b7(C)
OIS —— %age"{-iﬁli
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

DATE: DECEMBER 29, 2022

TO: Frank R. Hughes
RMS Regional Director

FROM: b6,b7(C)
Acting Special Agent in Charge
Mid-Atlantic Region

SUBJECT: CASE CLOSING MEMORANDUM,
MISUSE OF SOCIAL SECURITY NUMBERS INVOLING FDIC INSURED
INSTITION, CAPITAL ONE, N.A. (FDIC CERT. 4297);
FDIC/OIG Case No. N-2014-0011

The Office of Inspector General (OIG) has concluded its investigation into the allegations of
fraud committed against Capital One Bank, private citizens, and other financial institutions by
Kristin Kitchen (Kitchen), also known as Kristin Vargas.

Background: This investigation was initiated based on information obtained during another
FDIC-OIG investigation. The information alleged that Kitchen was stealing and selling social
security numbers that could be used to obtain credit from financial institutions.

Nature of the Alleged Misconduct: In 2013 and 2014, Kitchen obtained and sold stolen social
security numbers (SSNs) over the internet through websites such as Craiglist. Kitchen advertised
these stolen SSNs as “credit profile numbers” and encouraged her customers to use these SSNs
in place of their own on credit and loan applications as a means to escape negative credit
histories. In most instances, Kitchen applied for certain credit cards and car loans on behalf of
her customers. Additionally, Kitchen applied for and received credit herself using stolen SSNs. It
was determined that approximately 300 SSNs were stolen by Kitchen and used to obtain
approximately $5.2 million in credit from financial institutions. Further, majority of the stolen
SSNs belonged to children.

Outcome: On May 31, 2017, Kitchen was indicted on one count of Conspiracy (18 USC 1349),
four counts of False Statements to a Financial Institution (18 USC 1014), and four counts of
Misuse of a Social Security Number (42 USC 408 (a)(7)(B). Subsequently, Kitchen plead guilty
to one count of Conspiracy and one count of False Statements to a Financial Institution on

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal

Deposit Insurance Corporation.
Disclosure to any unauthorized person is prohibited
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

January 9, 2018. On October 18, 2022, Kitchen was sentenced to time served plus 12
consecutive weekends of intermittent confinement, to be followed by three years of supervised
release. Kitchen was also ordered to pay a $10,000 fine and a $200 special assessment. No others
will be prosecuted related to Kitchen’s scheme, therefore the investigation will be closed.

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal
Deposit Insurance Corporation.
Disclosure to any unauthorized person is prohibited
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

DATE: October 30, 2023

MEMORANDUM TO: Frank R. Hughes
Regional Director

FROM:
Special Agent in Charge

SUBJECT: Case Closing Memorandum;
Alleged Commodity Manipulation,
JP Morgan Chase Bank (FDIC Cert. 628), Bank of America (FDIC
Cert. 3510), Citibank (FDIC Cert. 7213)
FDIC/OIG Case: N-2021-0011

The Office of Inspector General (OIG), Office of Investigations (OI), has concluded its
investigation of Ceres Global Ag. Corp (Ceres), a grain merchandiser registered with the
Commodity Futures Trading Commission (CFTC) to conduct business on grain exchanges with
counterparties, including major banks such as JP Morgan Chase Bank (FDIC Cert # 628), Bank
of America (FDIC Cert # 3510), and Citibank (FDIC Cert # 7213).

Background: This case was initiated based on a referral from the Department of Justice.

Nature of the Alleged Misconduct: FDIC OIG opened this investigation upon request of the
Department of Justice (DOJ) in response to allegations made against Ceres related to violations
of the Commodity Exchange Act and other federal laws pertaining to commodities trading.
Specifically, the DOJ received information alleging that Ceres built large positions in the oats
futures market for the purpose of manipulating the price of oats and thereby “squeezing” other
market participants, and forcing them to pay artificially high prices to satisfy futures contract
obligations. This investigation also discovered evidence that, at the same time, Ceres took
delivery of physical oats pursuant to futures contracts, despite having no immediate need for the
commodity, which further inflated oat prices by forcing counterparties to source oats in
“squeezed” market conditions.

Outcome: On October 23, 2023, the CFTC announced that it issued an order simultaneously
filing and settling charges against Ceres for commodity market manipulation. The order required
Ceres to pay a $3 million fine and cease and desist from future violations of the Commodity
Exchange Act.

The FDIC-OIG and the Federal Bureau of Investigation, in coordination with the CFTC’s
regulatory inquiry, investigated this case. The DOJ declined to file criminal charges at the

This report is for OF FICIAL USE ONLY within the Office of Inspector General and
the Federal Deposit Insurance Corporation.
Disclosure to any unauthorized person is prohibited.

2025-FDIC-FOIA-00568-000008



NONPUBLIC//FDIC INTERNAL ONLY

Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

conclusion of the investigation. The investigation is complete and accordingly, the case will be
closed.
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Federal Deposit Insurance Corporation
Office of Inspector General
Office of Investigations

DATE: 2/15/2023

TO: Shimon Richmond
Assistant Inspector General for Investigation

FROM:  |b6,b7(C):
Acting Special Agent-in-Charge
Electronic Crimes Unit

SUBJECT: Intrusion - ABS Ransomware
Case Number: X-2020-0013

The OIG has concluded its investigation into the activities of American Bank Systems
(ABS)/Avaddon ransomware. The case was worked jointly with Federal Bureau of Investigations
(FBI) - Boston and the Financial Crimes Enforcement Network (FinCEN).

Background:

This investigation was based on information from FDIC‘s Division of Administration (DOA)
concerning the company American Bank Systems (ABS), and six banks that are their clients,
including Labette Bank, Altamont, KS (FDIC #17068); First National Bank of Moody, TX
(FDIC # 3351); Hancock Bank and Trust (FDIC # 5058); Freedom Bank of Southern Missouri
(FDIC # 35276); Impact Bank (FDIC # 17399); Citizens National Bank (FDIC # 20954); and
Oxford University Bank (FDIC # 57034). The allegations indicated the institutions were notified
by their document imaging services company, ABS, that data had been compromised. It was
discovered that ABS had been victimized by malware being injected into the software used for
loan and deposit account imaging conversion. As a result of the malware, bank customer data for
six financial institutions was stolen and used to extort a ransom from ABS.

On October 23, 2020, ABS was found to be a victim of the Avaddon malware that resulted in the
theft of customer data for the financial institutions. The President of ABS was contacted and
ordered to pay for the return of the stolen data. The President of ABS declined payment, and on
November 2, 2020, a message was posted on the social media platform Twitter, detailing the
breach, and 5 GB of data was released. The posted message also indicated the perpetrators had
50 GB of data from ABS, and additional data would be released if the ransom was not paid. ABS
engaged an outside law firm, Mullen Coughlin Law Firm, and an incident response company,
Arete Instant Response, to assist with the breach.

This report is for OFFICIAL USE ONLY within the Office of Inspector General and the Federal
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Outcome:

FDIC OIG agents worked closely with FinCEN to trace all of the cryptocurrency transactions
identified during the investigations. Additionally, FDIC OIG worked closely with FBI to identify
the Avaddon infrastructure, creators, and victims.

In June of 2021, Avaddon released about 1,500 master keys and allowed Coverware to build a
single master version of their UniDecrypt tool for all victims. After the release of the master
keys, the FBI and FDIC OIG continued to investigate the creators of Avaddon but were
unsuccessful in identifying the threat actor(s).

The FBI and FDIC OIG have closed their investigation as a result of Avaddon shutting down, the
malware variant being discontinued, and efforts to trace the funding being unsuccessful.
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