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Preface 

Although this paper concentrates on mathematical cryptanalysis, it 
is by no means intended to disparage the work of or results produced by 
nonmathematical cryptanalysts, who excel in their own right and fre­
quently produce results that mathematics could not. Many of them work 
side by side with the mathematicians and often lead them to success by 
formulating cryptanalytic problems in such a way as to permit the appli­
cation of abstract mathematics. In fact, they not infrequently succeed 
in si tuatiqns where "pure reason" fails the mathematician and leaves 
him (or her) floundering. But it was absolutely essential during WW II 
that mathematicians and nonmathematicians work hand-in-glove, and only 
because of this cooperation were they so spectacularly successful. 

Neither is it my intention to suggest that manual cryptography 
will disappear or even diminish in importance. I believe that will nev­
er happen, and therefore we must continue to train and sustain manual 
cryptanalysts and to provide them with technological support (comput­
ers, mathematics, linguistics, and engineering) just as we do the usual­
ly more mathematically oriented machine cryptanalysts. 

Mathematical cryptanalysis is much more than merely counting let­
ters, adding and subtracting numbers, or computing logari thrns . .  It in­
volves the application to cryptanalytic problems of advanced mathemati­
cal subjects such as probability theory, mathematical statistics, group 
theory, abstract algebra, combinatorial theory, and many more. Some of 
the world's foremost mathematicians have been connected with cryptanaly­
sis, either as direct practioners (e. g. , Alan Turing) or as consultants 
(e.g. , John van Neumann) . So also have such outstanding mathematical 
statisticians as John Tukey. 

It is impossible to discuss in this survey any work in mathemati­
cal cryptanalysis not done by the United States or the United Kingdom, 
although we have had glimpses of the capabilities of _a few other coun­
tries through the opaque windows of Third Party relationships. Austra­
lia and Canada, other Second Parties, likewise have made contributions 
to mathematical cryptanalysis that are not discussed here. We can also 
assess the cryptographic skills of most foreign nations as we attack 
their enciphered communications, but it is hard to tell how closely 
these are connected to their cryptanalytic efforts and even more diffi� 
cult to guess how or-if they use mathematicians. 

We believe the U. S. and the U. K. are far ahead of the rest of the 
world in the area of mathematical cryptanalysis, not because of any in­
nate superiority in this area but because the second World War drove 
home to us the value of mathematics for cryptanalysis. We took that 
lesson to heart and nurtured the seeds that were planted during the 
war; consequently, we now have fifty years of experience in applying 
mathematics to cryptoloqy. • We know a qreat deal about what works and 
what doesn •t, I 
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faster and better computers, which in turn stimulated new and better 
cryptomathematical techniques. 

Today there is world-wide interest in mathematical cryptology, 
with academic mathematicians slowly but surely discovering our secrets 
and publishing them openly. In the process they are also high-lighting 
the fact that mathematics has much to offer cryptanalysis. Our lead is· 
bound to diminish. I fervently hope that this look at the past will in­
spire our younger mathematicians and cryptanalysts to stay ahead of the 
pack, and our managers to help them do so. 

I am grateful for the patient and efficient assistance of ( 7 in locating documents in the R51 Classified Mathematics Library, whicfi. 
I used extensively. I also made considerable use of the Pl Crypyologic, 
Collection, now located (only temporarily, I hope) with NSA Archives at: 
SAB-2 , and I thank the people there for their help. Special thanks are. 
due to [ (of Pl, who spent a great deal of time showing me· 
how to convert my computer files to OfficeWriter format, correcting: 
many of my mistakes, and then 

•
pr,ipting the final version of this paper• 

for me. • • 
, . . • 
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Fifty Years of Mathematical cryptanalysis (1937-1987) 

I. Introduction 

A. Background 

The driving forces behind the development of mathematical cryp­
tanalysis in the last 50 years have been twofold: the critical need 
for intelligence during WW II and since; and the tremendous pace of 
technological growth in the communications and computer fields, Intel­
ligence requirements, of course, have led to the provision of the man­
power and monetary resources that make it possible to mount sophisti­
cated cryptanalytic attacks. Technology has both created the cryptana­
lytic problems and provided the means to attack them, and the particu­
lar forms taken by technological building blocks used in cipher ma­
chines have shaped the directions of cryptomathematical research. This 
paper is a survey of the development of mathematical cryptanalysis and 
its relationship to technology. 

The history of manual cryptology, essentially the only form of 
cryptology in existence until the era between the world wars, appears 
to be a succession of rather specific new systems followed by "general 
solutions" of them. Some general principles did emerge (e. g. , the use 
of cha�acteristic letter frequencies as described by Edgar Allan Poe in 
"The Gold Bug"), but by and large cryptanalytic science consisted of ad 
hoc solutions to specific cryptographic systems. This was true also 
for the Wheatstone and Kryha mechanical cryptographic devices, but with 
the advent between ·World Wars I and II of such generic electromechani­
cal cryptographic components as "wired wheels" and "pin wheels" came 
also the opportunity and necessity to develop generic cryptanalytic 
principles. Of course, each specific implementation and each particu­
lar usage of a general cryptographic principle require some specific 
modification of the general attack on it, but nevertheless there are 
basic approaches to wired wheel problems that are quite different from 
the basic approaches to pin wheel problems. The basic approaches to 
shift register cryptanalysis and to presently emerging cryptographic 
techniques differ from both of these. 

B. Technology 

Hitler's new warfare techniques (the Blitzkrieg), developed be­
tween the first and second world wars, demanded new command and control 
capabilities, and radio communication technology was ready to do the 
job if adequate cryptographic security could be maintained. The Ger­
mans believed the commercial ENIGMA electromechanical cipher machine 
could be improved enough to satisfy tactical requirement�, and commit­
ted themselves to that course. They later developed electromechanical 
teleprinter cipher machines (TUNNY and STURGEON) for higher-level commu­
nications. The United States, over the objections of William F. Fried­
man, used for some field communications a modified version of the C-38, 
called the M-209 (Army) or the CSP-1500 (Navy), that was built in this 
country under an agreement with Boris Hagelin, inventor of the C-38. 
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Our high-level cipher machine 
was based on wired wheels. 
were all read and exploited 
SIGABA. 

was the electromechanical SIGABA, which 
ENIGMA, TUNNY, and the Hagelin machines 
during the war, but (apparently) not 

Sophisticated mathematical and cryptanalytic techniques were devel­
oped to attack ENIGMA and TUNNY, but without the technology to build 
bombes and COLOSSI (the plural of COLOSSUS) they would have been use­
less (see sections IIA and IIB) . The COLOSSI went beyond the state of 
engineering art at that time, and some people said they could never be 
made to work. The bombes were largely electromechanical with some 
vacuum tube electronics, while the COLOSSI had a few thousand vacuum 
tubes and some electromechanical components. COLOSSI were put together 
under the exigencies of war-time pressures by some of the best engi­
neers in England (and later here) , and they did in fact work. They ap­
pear to be the "missing link" in the evolution of computers from theory 
(a la Charles Babbage) to EDVAC (the first programmable general purpose 
machine) ; see (190] and (121]. 

By the late 1940 1 s, communications technology had progressed to 
the point that faster and more automatic cryptography was needed. 
Mahlon Doyle has written a superb review, [88], of U. S. efforts to meet 
that need, covering roughly the years 1950 to 1980. He emphasizes the 
interaction of electronic technology and COMSEC design, the other side 
of the coin from the emphasis of this paper, but since cryptographic 
design and cryptanalysis are inseparable his paper is full of insights 
that are invaluable for SIGINT cryptanalysts and COMSEC designers 
alike. 

Doyle recalls that early U. S. electronic cipher machine designs 
were greatly influenced by previous electromechanical cipher equipment, 
a state of affairs observed elsewhere (see the last paragraph of Appen­
dix IV) . Electronic technology in the 19 40 's was based on vacuum 
tubes, which could not easily be used to emulate wired rotors. Pin 
wheels were another matter; tubes containing multiple anodes arranged 
in a circle were well adapted to simulate banks of pin wheels. More­
over, much greater flexibility for controlling the stepping of such 
"wheels" was available with electronic logic. 

A major project was therefore initiated to make an abstract math­
ematical study of "rules of motion". Some American university math§!ma­
ticians were put under contract to assist in this research, among them 
S.S. Cairns, an outstanding number theorist then at the University of 
Illinois. John Koken, one of his students, studied steppinq rules for 
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and a number of U.S. cipher machines were designed to use "Koken" regis­
ters, as they were called in this form. 

At the same time, general purpose eiectronic computers were being 
investigated for cryptanalytic applications and NSA (actually its prede­
cessors) was soon heavily involved in computer design, (181), (211). 
William F. Friedman had introduced IBM punched- card machinery into cryp­
tanalytic and cryptographic operations before WW II, and it was heavily 
(and ingeniously) used by Army cryptanalysts throughout the war, [10). 
A 1955 study, [143], by the'NSA R&D organization indicated that COMINT 
requirements for analytic equipment had grown by a factor of about one 
million since 1945. Since then communications volumes and speeds have 
increased many fold with new electronic technology and new techniques 
being introduced almost continuously. This puts great pressure on de­
signers of cryptography, who today must somehow produce key bits at 
rates approaching billions per second, and also on cryptanalysts, who 
must analyze similar volumes of data. Computer designers have used the 
same technological advances in electronic circuitry t6 develop machines 
that can do billions of binary operations per second, and cryptanalytic 
mathematicians have used such capabilities to develop new attacks on 
modern cipher machines. Each new generation of supercomputers elicits 
genuinely new ideas for attacks (not merely the faster implementation 
of old ideas, although that surely takes place also) ; cryptanalysts 
typically stretch to the limit the capabilities of any new tools they 
can obtain as they grapple with previously intractable problems. 

The increased speed of electronic components has been accompanied 
by decreased cost, with the result that many countries can now afford 
to design and build their own cryptographic machines whereas they previ­
ously purchased commercial cryptography. Moreover, many more commer­
cial cipher machines are offered for sale today by many more companies 
than ever before. This means that today's machine cryptanalysts can no 
longer concentrate on a few known cryptographies, but face instead an 
array of nearly 300 commercial machines .which may be used by our tar­
gets, and an ever increasing number of indigenously designed (and there­
fore unknown) cryptographies. It is also true that more forms of infor­
mation are being transmitted today; cryptanalysts have to deal not only 

• with record traffic ("messages") but also with speech (both analogue 
and digital) , facsimile, computer data, telemetry, video, and other eso­
teric types of data. 
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Ronald Rivest of MIT believes, (193], that today's computing tech­

nology gives the cryptographer an overwhelming advantage over the cryp­
tanalyst, and argues his thesis by means of an example. In my opinion, 
he is partly correct, but his approach is entirely too simplistic and 
ignores the realities of protecting high-speed, high-volume communica­
tions systems. It is nevertheless true that modern technology is mak­
ing cryptanalysis much more difficult than ever before. 

c. Mathematics 

Early in.his career William F. Friedman consciously set out to sys­
tematize cryptology, and he laid the foundations of mathematical cryp­
tanalysis not only by his own work and writings (though he was not a 
mathematician) but by hiring mathematicians (e. g. , Solomon Kullback and 
Abraham Sinkov) among his first assistants when the Army's Signal Intel­
ligence Service was set up under his leadership after Yardley's Black 
Chamber was disbanded in 19 30. This trend was given added emphasis 
during the years of World War II bec.ause a number of noted mathemati-:­
cians (and some who were to become noted) wisely were drawn into cryp­
tanalytic work, such men as Alan Turing, W. T. Tutte, I. J. Good, and 
Shaun Wylie in England, and Andrew Gleason, Marshall Hall, Jr. , and 
Robert Greenwood in the U.S. , to name a few. (See paragraphs A and B 
of Appendix I for a probably incomplete list of mathematicians who 
worked in cryptanalysis during the war. ) Moreover, it was the pioneer­
ing work of the Polish mathematician Marian Rejewski, (192], that was 
responsible for the later British and American successes against ENIGMA 
(see paragraph A of Section II) . I� has turned out, of course, that 
cipher machines are particularly susceptible to mathematical analysis 
(although they aren't always solved or exploited) , and the work of 
these men firmly established. the value of.mathematics in cryptanalysis. 

The outstanding contributions to cryptanalysis made by these math- r 
ematicians caused both the United States and England to recognize the 
need for continued mathematical assistance to that discipline. Accord­
ingly, following the merger of the U. S. Armed Forces that took place 
shortly after the war, the Armed Forces Security Agency (AFSA, which 
became NSA in 1952) established in 1951 the Special Cryptologic Advi­
sory Group (SCAG) composed of about twelve prominent scientists includ­
ing the mathematicians S. S. Cairns, J. van Neumann, C. B. Tompkins, c. 
Shannon, and H. P. Robertson. This group was reorganized in Jan 1953 
and renamed the NSA Scientific Advisory Board (NSASAB) with S. S. Cairns 
acting as chairman, (15]. A year later NSASAB suggested that three pan­
els be formed under its aegis, and these were subsequently estab­
lished. One of them was the Mathematics Panel, which continued in op­
eration until it was disestablished by then Director Admiral Gayler in 
19 70. Reference (15] contains a list of mathematicians who had served 
on the Mathematics Panel up to 1965; it is reproduced in paragraph C of 
Appendix I. Recommendations.of the Panel were taken seriously and many 
were implemented; such actions include the initiation of the NSA Techni­
cal Journal and the formation of the CryptoMathematics Institute. 
Panel members were also of great assistance in our eff�rts to recruit 
mathematicians. 
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At about the same time that SCAG was formed, NSA also embarked on 
a recruitment program for mathematicians to supplement those who stayed 
with the Agency upon leaving military service. Some 70 were recruited 
in 1951 by such mathematicians as Marshall Hall, Jr., and Andrew Glea­
son who had been recalled to active duty during the Korean conflict. 
Most of these new people had Masters Degrees in mathematics, and about 
half survived a clearance process that for the first time included the 
polygraph. This group, known as the Junior Mathematicians, has made 
outstanding contributions to cryptomathematics. However, the project 
was a one-shot effort and it was not till 19 63 that a continuing hiring 
and training program for mathematicians was established (in the interim 
there was uncoordinated but fairly generous direct hiring of mathemati­
cians by various elements of NSA) . A list, derived from memory, of 
those Junior Mathematicians who were finally cleared is contained in 
paragraph E of Appendix I. Nearly all have now retired. 

In 19 52 NSA also initiated what was to become the annual SCAMP 
(for ,Qpecial �ommittee Advising in Mathematics, with "P" added for ef­
fect; see [61], p. 3) program, a project in which prominent mathemati­
cians are cleared and brought together for a few months in the summer 
to work on difficult cryptomathematical problems arising at NSA. A 
great quantity of high quality work and many useful ideas flow from 
this project, as well as contacts valuable in recruiting mathematicians 
for full time employment. Appendix I lists the nongovernment mathemati­
cians who attended the first SCAMP session. 

A few years later, in 19 59,  NSA established a "captive'' think 
tank, the Communications Research Division of the Institute for Defense 
Analyses (IDA-CRD) , located in Princeton, N. J. , (152). Many prominent 
mathematicians, among them A.A. Albert, J. Barkley Rosser, Gustav Hed­
lund, John Thompson, and Donald Knuth, have worked at IDA-CRD on tempo­
rary ( one or two year) appointments and a number of equally talented 
ones are there on permanent appointments. IDA-CRD has administered the 
SCAMP Proqram since about 1960. Such general cryptanalytic techniques 
a� ! 

as well as a number of specific 
• "dptanalytic successes produced by DA-CRD, have amply repaid the in­

vestment. 

Through the efforts of Frank Raven, 1963 saw the beginning of the 
Pl Cryptologic Mathematician Program in which 20 to 30 high-quality 
mathematicians are hired each year to enter a three-year program of com­
bined on-the-job training tours and formal classroom training in the ap­
plications of mathematics to cryptanalysis. Most of these mathemati­
cians come to NSA with Masters Degrees; some have Doctorates and some 
have only Bachelors Degrees. This program has been a remarkable suc­
cess, with graduates now working in all parts of this Agency, including 
executive management levels. 

The Junior Mathematicians and the Cryptologic Mathematician Pro­
gram have not been the only sources of mathematical talent for NSA; 
fewer than half the Agency's mathematicians belong to these groups. 
The others have come as direct hires to RS, Xl, G4, AS (or to predeces­
sors of these) , and to a few other organizations, and they too have 
made significant contributions to mathematical cryptanalysis over the 
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years. It should also be pointed out that mathematical statisticians 
• are included in the term "mathematicians" throughout this paper. Solo- • man Kullback (a previous DDR for NSA) and John Tukey (a one-time con- . 

sultant for NSA) are among a number of noted mathematical statisticians · 
who have contributed to cryptology. 

We believe that at the present time NSA is the largest employer of 
mathematicians in the world. At the end of 1987, there were 2 73 per­
sons with Bachelors Degrees in mathematics, another 2 45 with Masters De­
grees, and 69 more with Doctorates for a total of 587 persons working 
at NSA with the job title "Mathematician"; most were actually doing or 
supporting mathematical cryptanalysis. There was also a sizeable num­
ber of persons with advanced degrees in mathematics holding other job 
titles such as "Computer Scientist", "Manager", or "Cryptanalyst". 

D. Public cryptologic Research 

The 2 0  years from 1950 to 1970 saw the development of a large body 
of mathematical theory relating to cryptologic aspects of linear feed­
back shift registers, much of it unknown outside NSA and GCHQ. Then 
the introduction of the Data Encryption Standard (DES) by the National 
Bureau of Standards caused a controversy that focussed public attention 
on the cryptologic work of Whitfield Diffie and Martin Hellman, [86], 
(especially on their rediscovery of no_nsecret encryption, which they 
call public key cryptography) , thus triggering extensive interest in 
cryptology among research mathematicians all over the world. Also, the 
increasing importance of coding theory for communications technology 
has fueled a great deal of mathematical research in that field, which 
turns out to overlap cryptanalytic shift register mathematics to a con­
siderable extent (see Chapter 4 of [197]) . Several recent papers and 
books (e. g. , [196]) show that our previously proprietary shift register 
mathematics and its applications to cryptanalysis, including linear ap­
proximations attacks, are now being discovered by these people. It may 
not be long before many of the weaknesses we have exploited for years 
will disappear from cipher systems used by our targets, and cryptomathe­
matical research will have to change direction. 

New principles are already evident in emerging commercial cipher 
machines, and there is much foreign interest in the annual conferences 
now devoted to cryptology. In addition, public key cryptography was in­
dependently discovered by university mathematicians, [ 86), several 
years after GCHQ's James Ellis first conceived it in 1970, [92 ). The 
idea has led to new areas of mathematical cryptanalysis that will be -
needed for operational problems in the future as foreign cryptographers 
begin to use public key systems. The fact that these areas are being 
actively studied and results published in the open literature will make 
it much more difficult for NSA cryptomathematicians. 
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Another aspect of today's technology that will greatly affect cryp­
tology is the rapidly increasing power and decreasing cost and size of 
microprocessors. Many new cipher machines today are based on micropro­
cessor chips, which means that the cryptography is in software form and 
can thus be changed easily and inexpensively (and frequently, if de­
sired) . Whereas cryptography implemented in hardware can be expected 
to remaip in use for quite long periods of time hence justifying some 
time and expense to develop attacks, software cryptography can be re­
placed overnight which means that attacks must be developed under time 
pressure, if at all: it may not even be cost effective to attack usages 
of software cryptography that change too frequently. On the other 
hand, it is more difficult than most people realize to devise secure 
cryptography and therefore we may expect frequent software changes at 
least occasionally·to produce highly exploitable systems. Identifying 
and diagnosing them will be the problem. 

E. Prognosis 

·Mathematical cryptanalysis is in a time of transition caused by 
technological changes in hardware and by unprecedented public interest 
in cryptology. Huge volumes of enciphered communications are on the 
air today and volumes are increasing exponentially, providing more op­
portunities for cryptanalysis than ever before. Of course, formidable 
obstacles must be overcome in order even to mount cryptanalytic at­
tacks: collection technology must be developed to cope with these vol­
umes: methods to select vulnerable transmissions must be devised; sig­
nal analytic technology must be modernized; and adequate numbers of 
mathematicians and cryptanalysts must be trained to deal with tomor­
row •.s problems. But that is ever the position of cryptanalysts -­
lagging just a few steps behind communications and cryptographic tech­
nology! 

On the other hand, technology is a two-edged sword. Supercomput­
ers of every generation have been eagerly embraced by cryptanalysts; in 
fact, cryptanalytic needs have driven the development of computer hard­
ware _technology and are largely responsible for the U.S. lead in that 
field, [2 11]. Too, special purpose machines have been built (e.q. , the 

WW II or 

The challenge is for cryptomathematicians to remain no more 
.than a few steps behind the crypto�raphers. 
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II. Mechanical and Electromechanical cipher Machines 

The history of cryptology up to the second World War has been very 
nicely summarized by William F. Friedman in a series of six lectures 
presented to NSA employees: these were published in 1963 and later reis­
sued as (107]. In the last of his lecture� Friedman discussed, rather 
sketchily, a number of mechanical cryptographic machines such as the 
Wheatstone manually-operated device and the Kryha spring-driven de­
vice. Neither of these was really secure and neither gave rise to any 
significant general cryptanalytic techniques. Friedman then discussed 
the development of wired wheel cryptography, particularly that which 
took place in the United States. He also described the Hagelin B-21 
and M-209 devices (the M-209 is the U. S. Army designation of a machine 
produced for Army field use: it is nearly identical with.the commercial 
Hagelin C-38 device described in Appendix IV) . Friedman made no men­
tion of the Japanese PURPLE machine, nor, indeed, of any Japanese ma­
chines (see (49]) , probably for reasons ot security, for the need-to-

_know principle was observed quite rigorously in the early 1960 1 s. 
Neither did he mention the German TUNNY or STURGEON machines, although 
he did discuss Gilbert Vernam's invention in 1917 of one-

1
J,u tape t�le-

printer cryptography (see also (175]) . PL 86-36/50 usc 3605 

The ENIGMA (Appendix II) , TUNNY (Appendix III) , and Hagelin C-38 
(Appendix IV) machines are particularly important in the history of 
cryptanalysis, not only because of the extremely vital part their solu­
tions have played in world events but also because of the significant 
technical developments in cryptanalysis brought about by their attack, 
solution, and exploitation methods, (Despite the military importance 
of American cryptanalytic successes against PURPLE, there seem to have 
been no lasting contributions to cryptanalytic technology resulting 
from them. ) The electromechanical cipher machines mentioned above were 
high-priority cryptanalytic targets and therefore received considerable 
attention, including that of the mathematicians. (In fact, Walter . 
Jacobs, an American mathematician, in paragraph 3 of a report r [133], 
on TUNNY cryptanalysis, credits much of the British success to the use • 
of mathematicians vice cryptanalysts alone. ) I 
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B. Teleprinter cipher Machines 

This category contains the German SZ-40  and SZ-4 2 on-line cipher • 
machines ( called TUNNY by the 'British during WW II) that are described 
in Appendix III and [ 11 ] ; the German T-52 series of  on-line cipher ma- · 

ON)  des • ed in r 219 1 : and a varietv of U . S . 
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Special purpose machines were 
designed an is ork, the first ones (the very 
first one was put into operation in June . 1943) , called ROBINSONS, being 
mostly electromechanical and the next one�, named COLOSSI (plural of CO­
LOSSUS r the first one was operational .in Feb 1944) , containing some 
2 O O O vacuum tubes to perform electronic 'logic, [ 19 O ]  • Many engineers 
believed COLOSSI would never work because: vacuum tubes failed too fre­
quently. The designers, though, recognizetl that most tubes failed when 
machines were first turned on , and consequently recommended that the 
COLOSSI be left running continuously even ·when not in use. About ten 
of these machines were built , no two identical. They were quite flex­
ible and the cryptanalysts soon found ways to use them that had not 
been anticipated , so that new features t"p increase flexibility were 
added as additional machines were built. Some people who worked with 
them durinq WW II  reqard COLOSSI as the : first diqital computers. 
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III. Electronic Cipher Machines 

No single electronic cipher machine, nor even a small group of 
them, seems to be responsible for the development of any significant 
body of cryptanalytic theory. Rather, it is the generic technology it­
self that has shaped the course of cryptanalysis of such machines (see 
Appendix V for an example of electronic cryptography) . 

There are at least two reasons for this. First, the theory origin­
ated in U. S. and British COMSEC studies that began before any electron­
ic cipher machines even existed and continued throughout the develop­
mental phases of a number of equipments . Much of it led to design revi­
sions before production began and so cannot be attributed to anything 
that was ever actually built. A considerable portion of the theory 
grew out of abstract mathematical research not specifically related to 
anything tanqi e. 

Doyle s paper, [ 88] , s an excel­
lent presentation of the way n wh ch electronic technology shaped U.S . 
COMSEC and, thus, the cryptanalysis of electronic cipher machines. 

Second , when electronic technology finally found its way into the 
offerings of commercial producers of cipher machines, the number of com­
panies in the business quickly increased to the point that no single 
equipment dominates the market the way the Hagelin c-series machines 
did up to about 1970. Furthermore, the large powers were either slower 
than the United States to adopt electronics or else were not signifi­
cant intelligence targets, so there was not the operational SIGINT pres­
sure that stimulated so much outstanding cryptanalytic work during the 
second war .La war. I 
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IV. Other Techniques 

There are a number of cryptomathematical techniques and theories 
that were not developed in connection with specific cipher machines 
(and some that were developed within compartmented problem areas whose 
details cannot be discussed here) that I believe are important enough 
to mention in this paper. As NSA's mathematical population grew over 
the years , the amount of classified cryptomathematical activity in­
creased and diversified so much that it is now extremely difficult to 
survey it comprehensively. I have therefore tried to identify math­
ematical developments that are general and will have or have had last­
ing technical consequences for cryptanalysis. I have included also sev­
eral techniques important to data processing in general, such as sort­
ing, whose cryptanalytic applications have warranted considerable clas­
sified development internally. Most of the above can be categorized as 
either statistical methods or algorithms, although there are a few 
which it is more convenient to consider separately. 

Statistical and probabilistic questions and methods pervade cryp­
tanalysis. The cryptanalyst continually wants to know how likely some 
observed or hypothesized event is, or where to set thresholds for sta­
tistical tests , or how to program a computer to recognize plain text ; 
the variations are endless. These questions nearly all relate to the 
results of manipulations of data (i. e. ,  algorithms) carried out or to 
be carried out by the cryptanalyst or by a computer. To call certain 
cryptanalytic techniques "statistical" while others are called "algo­
rithms" is thus largely a matter of emphasis and personal taste. Near­
ly all statistical cryptanalytic techniques involve algorithmic fea­
tures and most cryptanalytic algorithms ha�e some statistical fea­
tures . My judgments in this matter have resulted in the following cat­
egorizations. 
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T hree years later in 193 8, Solomon Kullback, one of Friedman's 
first proteges, published his pioneering work " Statistical Methods in • Cryptanalysis" , ( 142 ], which has now been declassified and is available . 
to the public from Aegean Park Press. In it Kullback sketches some gen- : 
eral aspects of probability and statistics, describes briefly a few . 
probab ility distributions of interest mainly to manual cryptanalysts, • and then discusses a number of crvntanalvtic aoolications of these no-: 
tic s he uses some conce ts 

He also includes a great many tables and charts, 
such as plain text frequency data for several languages and graphs of 
the Poisson distribution for various parameter values. This may well 
be the .first formal cryptomathematical work by an American professional 
mathem atician or mathematical statistician, concei vably the first by 
one of any nationality. 

M ahon, ( 158], and Good, [ 118], give to Alan T uring most of the 
credit for inventing during WW II what the British call the " factor 
method" and we call " log weights" . The basic idea, as explained clear­
ly by Leslie Yoxall of GCHQ (Chapter 6 of ( 2 3 6]) is to apply Bayes ' The­
orem to the testing of two hypotheses H and -H (in the case where there 
are only two possible alt�rnatives) by assessing the weight of evidence 
resulting from some experiment. The formulas are: 

P(H I E) 

P(-H I E) 

P(H) 

p ( -H) 

P (EI H) * ---------
P (EI -H) 

where P(X)  is the probability of X and P(X I Y) is the conditional proba­
bility of X,  given Y .  The ratio on the left side of this equation i s  
called the posterior odds in favor of H, given the evidence E (i.e., 
the outcome E of the experiment) , the first ratio on the right side ·of 
the equation is called the prior odds in favor of H, and the second 
ratio on the right side of the equation is called the factor in favor 
of H given by the evidence E. In case E consists of many small indepen­
dent pieces of evidence , (i. e. , E is the conjunction of E(i) for i= l, 2 ,  

, n )  then the factor i n  favor o f  H may b e  expressed as the product 

P(EI H) P(E(i) I H) 
--------- = product (-------------) 

P (E  1 -H) i P ( E  ( i )  I -H) 
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r 
An algorithm is an explicit step-by-step method for accomplishing 

some specific task, a method that can be built into a machine or pro-
grammed on a computer. Of concern here are algorithms � for oerformiru:r._ ; 

. several imoortant and recurrent crvotanalvtic tasks : l I :  
I 
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v.  Computing Power 

Cryptanalysis has always required enormous investments of time and 
effort for data manipulations and for computations of both numerical 
and logical types. At one time they were carried out with pencil and 
paper (charcoal and cave walls?) ,  but as cryptographic systems became 
more complex and communications became more voluminous it was necessary 
to turn to machines to perform these functions. Sometime around 1935, 
William F. Friedman introduced the use of IBM punched card equipment 
for cryptanalysis (and also for the construction of codebooks for U . S .  
use) , and during WW II special purpose hardware appendages were fitted 
to some of these machines in spite of IBM prohibitions against such 
tinkering; see [ l0 J .  Many machines were also constructed during the 
war to make frequency counts, compare streams of data, etc. , (210], 
besides the now highly publicized bombes and COLOSSI. Except for the 
IBM punched card equipment, these were all special purpose devices. Im­
mediately following the end of WW II, attention was drawn, ( 18 1], to 
the possibility of using the emerging digital computers for cryptanaly­
sis . That possibility was made reality by the foresighted cryptana­
lysts and cryptologic engineers of the time (see (209] and (211]) , not 
only benefitting NSA but in the process giving the United States the 
lead we now enjoy in computer technology . 

A. special Purpose Devices 

The term Special Purpose Device (SPD) is used at NSA to refer to 
any machine built to perform a specialized task, usually one related to 
cryptanalysis. Perhaps the first SPD was the original Polish cyclom­
eter, (19 2], an electromechanical device built by Poland in the mid-
1930's to assist in making a catalog which enabled the Poles to recover 
daily keys for German Army ENIGMA traffic (the cyclometer exploited 
weaknesses of the Grundstellung indicator system) . This device was fol-

..... --- .  lowed by the Polish bomby (plural of bomba) and the British bombes (see 
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During the war there were constructed a wide variety of relatively 
small SPDs to do such "general" special functions as making frequency 
counts of various kinds (input being supplied usually on punched paper 
tape) , combining two data streams (e. g., forming the bit-by-bit mod 2 
sum of two teleprinter messages) , etc. Such machines were called ana­
lytic aids. A number of SPDs were also built to perform decryption op-
erations once all cryptovariables had been recovered ; these were ana­
logues of the cipher machines or systems used by the actual German or 
Japanese communicators. 
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CONNIE was a photoelectrical comparator o f  punched paper tapes . 
The first model was delivered in Jan 194 8 for experimental use on a spe­
cific problem, an� in Oct 1 9 4 9  it was modified for general purpose use , 
[ 2 2 9 ] .  It operated at 5 0 00  characters per second . 

Two ROBINs began operating at NSA ( really AFSA at the time) in 
1 9 5 1 , [ 2 9 ] ,  and the plan at that time was to acquire several of them to 
handle all our requirements . They, too, were photoelectrical comoara­
tors and a lso  ran at a speed o f  5000  characters per second. / 
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With the introduction of digital computers into cryptanalytic op­
erations in the early 19 50' s came predictions of the demise of SPDs. 
However, the supercomputers of any generation have never been fast 
enough to cope with all the cryptanalytic problems of their era. In 
some cases, breaking a message in a particular system requires far too 
much work even for the computer to do in any reasonable time ; in 
bthers, the number of messages in a particular system is so great that 
breaking them all would occupy the computer to the exclusion of other 
work; in still other cases an SPD is so cheap that using a computer 
would not be cost effective. Most importantly , a requirement for time­
ly decryption of messages in certain cipher system usages may preclude 
waiting for computer solutions even though the work would not overload 
the computer. The answer in any case (assuming the problem has high 
enough priority) is to build a special purpose computer designed to 
attack the specific problem in question. The bombe is such a machine ,  
as was COLOSSUS (although COLOSSUS turned out to be much more flexible 
than anticipated) . 
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O ur first computers were programmed in absolute machine languag� 
(using octal numbers) by persons who " learned while doing" . Debugging 
was done in real time at the console of the computer itself. It was � 
great advance when assembly languages were introduced by IBM in the miG 
to late 1950 1 s, but it was a blow to NSA programmers when in 1957 or· 
1958 they were no longer allowed to debug at the console; instead, com-: 
puter operators ran the programs and gave them a memory dump (in octal· 
numbers! )  for debugging purposes. • 

In this same time frame some experiments were being carried out in : 
providing remote terminal computer access to cryptanalysts, resulting • 
in a series of systems: ROGUE, which used ALWAC III; ROB ROY, which : 
used BOGART; and RY E, [ 182 ], which initially used UNIVAC 490 1 s that

• were upgraded later to U NIVAC 4 941 s. These services were furnished · 
mostly to manual system cryptanalysts' I r 
also employed them profitably. They were intenoeo to satisfy one oI 
the most important requirements of the analysts -- easy access to com­
puting power. 

Machine cryptanalysts depended primarily on the main-frames, the 
supercomputers of their day. They, too, required easy access, and in . 
the late 1950 1 s and the 1960 1 s that really meant they wanted programs 
to be written quickly; there just was no practical way to give analysts 
hands-on access to the computers. To get programs written in a hurry, 
most analysts learned to program in assembly language and then (some­
time in the early 1960 1 s) in FORTRAN or even COBOL. Open-shop program­
ming, as this was called, became officially sanctioned at about that 
time and· efforts were made to provide four-hour turn-around time for de­
bugging runs of FORTRA N programs. All these transactions, as well as 
those for operational runs, were conducted " over the counter" ; card 
decks with programs to be debugged or data to be run were taken to a 
counter located in T spaces (it was not then named T, of course) where 
they were logged in and passed on to computer operators. After they 
were run, the magnetic tape output was carried to line print.ers where 
it was queued up according to priority to await printing. Bookbreak­
ers I output, which was often quite lengthy and thus had low priority, 
sometimes was not printed for weeks. This kind of access to computing 
power was not ideal for cryptanalysis. 

In early 1962 , HARVEST was delivered by IBM after eight years of 
study and development (for the story of HARVEST, see pp. 2 6-43 of 
[2 11]) . It was a general purpose computer constructed of proven hard­
ware technology but with such innovative design features as instruction 
look-ahead, streaming capabilities, and many others. The concept of op­
erations was a step backwards, from a cryptanalyst• s point of view. 
The original idea was to treat HARVEST as a factory running on a 2 4  
hour turnaround cycle, so that one would submit jobs over the counter 
and get the results 2 4  hours later. In the event, it was not operated 
quite that way, but was still too inaccessible to use easily for cryp­
tanalytic research purposes. 

Meanwhile, IDA-CRD (which was established in 1959) had in 1960 ac­
quired its first computer, a CDC 1 604, and was developing an operating 
system speci fically designed to give researchers the easiest access pos-
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sible. Any person on the technical staff could take his program deck 
to the card reader and read it into the computer (or rather into the 
disk file that served as an input buffer) . Facilities were av.ailable 
so that he could monitor the status of the run whenever he wished, and 
when it was completed the output was automatically printed on the line 
printer. 

As plans were made to upgrade IDA-CRD ' s 1604 to, a CDC 6 60G (that 
year 's supercomputer) , the decision was made to do away with car4 decks 
and use instead the then new cathode ray tube (CRT) terminals for .inter­
active program input and control of input data from disk storage : Thus 
was born IDASYS, which featured the first-of-its-kind full screen text 
editor and permitted a researcher to sit at a CRT to write programs 
which could then be compiled and run at the push of a button. : Turn­
around time was a matter of seconds for a compilation, not the minimum 
of four hours required for over-the-counter transactions. The cop 6600 
began running at IDA-CRD in the summer of 1967, and even the most,. dyed­
in-the-wool conservative (i. e . ,  Glenn Stahly) soon abandoned the 11 secu­
rity" of his card decks . Reference [ 68 ] ,  pp. 2-5, gives a brief out­
line of IDA-CRD's computer history. 

Within a year or two AS (the Soviet problem) and G4 ( [prob-
lems) , under the influence of the demonstrated effectiveness of the 
IDA-CRD operating system, sought and acquired CDC 6600 and/or 7 600 com­
puters dedicated to their own problems, and installed I DASYS which then 
evolved into the splendid NSA FOLKLORE operating system . From these 
initial installations have grown the present CAP, CAR, and TCAP complex­
es. As cryptanalytic problems have grown in volume, diversity, and com­
plexity, so the computer power has been increased by acquiring more com­
puters and ever more powerful ones . Historically, computer power for 
AS and G4 has approximately doubled .every two years since 1970 , and it 
is estimated that this rate of increase will have to continue for the 
foreseeable future if requirements are to be satisfied. Additional 
growth in computer resources beyond this rate of increase is needed now 
for W (signals analysis) , for B6 (the exploding PRC problem) , for Xl 
(COMSEC evaluations) , and for RS (research) . 

In the 1980 1 s, besides the present supercomputers, technology for 
networking and for powerful desktop computers has emerged, making it 
technically possible to fulfill every cryptomathematician's dream of 
having supercomputing power available at his or her own desk . That 
takes money, though, and it will be a few years before the dream is 
fully realized, but NSA is moving (slowly) in that direction. Consider­
able numbers of personal computers (PCs) are now present in working 
spaces, local area nets (LANs) are in place in a few offices, and plans 
are being considered for making the supercomputers accessible to the 
PCs via networking. One of the large roadblocks is the problem of pro­
viding adequate computer security features, a problem far from solved 
at the time this paper is being written. 
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VI. Public Key cryptography 

Almost all known public key cryptosystems (see Appendix VII) are 
mathematical in nature, depending on transformations that are difficult 
to invert in general. Some public researchers have asserted that the 
discipline called computational complexity (reference [111] contains a 
good introduction to complexity theory) is basic to the understanding 
of public key methods, and that NP-hard problems should be used as the 
basis for such systems. For instance, the general knapsack problem is • 
known to be NP-complete ( and therefore hard in general) , and thus • 
should lead to a good public key cryptosystem according to this phi- • 
losophy. 
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... ....... ··- ....... .... .. 
VII .  COMSEC 

In the evaluation of U. S. and British cryptosystems, both newly 
proposed ones and those already in use, COMSEC anal sts of course con-

• sider all the techniques previously descril:>e<h.J 

In addition, there are a number of generic 
attacks unique to the COMSEC arena. The reasons for this are that U. S. 
systems today have features different from most of those faced by opera­
tional cryptanalysts, and, more important, that COMSEC evaluators must 
consider types of attacks that may be impractical with today 's technol­
ogy but are likely to become feasible in future years. The future must 
be considered because cipher machines proposed today, if actually 
built, are likely to be in use for many years to come. The communica­
tions they protect may also need protection for years following the ac­
tual transmission of the information, perhaps even after the machines 
have been taken out of use. Forecasting developments in computing and 
analytic technology and the4.r future costs is therefore an important 
COMSEC activity. 
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The past fifty years seem to comprise three cryptographic periods ; 
the electromechanical era, the electronic era, and the computer (or com­
putational) era that has just begun. In the electromechanical era , ci­
pher machines were based on wired wheels and/or pin wheels, components 
possessing certain properties that led to certain types of attacks to 
which certain types of mathematics were applicable. More and more so­
phisticated electromechanical designs evolved over the years , of 
course, especially in those countries having the most sophisticated 
cryptanalysts and the most advanced hardware technology. This forced 
the cryptanalysts not only to develop more sophisticated attacks but 
also to press for ever faster computing machinery. _ ------------------------------------------· · 

. 
��--:-�--�-e--------------------------_JI Cryptana- • 

lytic requirements drove the development of the computer industry in 
. the U. S. , stimulating the development both of new hardware technology 

and innovative machine design. 
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Al though new techniques were needed in each era, it is also true 
that older methods continued to be applicable to many cryptanalytic 
problems. Not only did cipher machines of previous eras continue in 
use well beyond the introduction of newer ideas , but some of the newer 
systems were vulnerable to classical methods. Moreover , at the present 
time we find that cryptanalytic techniques are required to solve prob­
lems in other fields, notably in signals analysis where modern communi­
cations technology has turned the business of characterizing complex 
and previously unseen signals into a cryptanalytic task. 

It seems clear that cryptanalytic advances over the years have 
always stemmed directly from cryptographic advances and that their 
forms have been dictated both by the technology (in the forms of hard­
ware, software, and algorithmic design) involved in the cryptography 
and by the technology available for manipulating data and performing 
computations. I have found no evidence of cryptanalytic techniques 
being developed in the absence of concrete COMSEC or SIGINT cryptana­
lytic problems . In the present environment , I believe we can best pre­
pare for the future by increasing our level of mathematical and computa­
tional expertise and by closely monitoring technological developments 
in these areas and in the domain of public cryptologic research. 

We . have already taken one step that should help us maintain our 
cryptanalytic leadership; the recently established Supercomputing Re­
search Center is intended to keep us ahead of the rest of the world in 
computing technology,  which we know is essential to future cryptanaly­
sis. However, we ought also to make sure that NSA acquires the requi­
site mathematical resources to keep up with (at a minimum) or stay 
ahead of (if possible) the public cryptographers and those targets 
which may take advantage of all the public work , as well as with the 
broadening range of application of cryptanalytic methods. 

Declassi fied and 
1 14 46'5 

-55-

for Release by NSA on 04 29 2025 pursuant t o  E . O .  1 3526, MOR Case # 

• ___ I ____ I . 
- . -



•■• ■----•- 111'1111 .. 1 HIIIQIII 

Appendix I :  Mathematicians in cryptology in the 1940 1 s and 1950 1 s 

A .  British Mathematicians in WW II cryptology 

1 .  In his book "GCHQ",  [ 2 2 7 ] , Nigel West mentions a number 
of  British mathematicians who worked at GCHQ during World War II . It 
is obvious that he has not identified all  the mathematicians involved 
in cryptanalysis at that time, and he may well  have thought some per­
sons to be mathematicians who were in fact trained primarily in another 
field,  Many of these names, though, also occur in various classified 
documents in connection with mathematical cryptanalysis. Here are the 
names o f  those West calls mathematicians: 

Alexander Aitkin, " Professor of Ma:t,hematics at Edinburgh Univer-
sity" ( p .  15 3 ) , ( 7 • 

Harold Fletcher, " the Cambridge mathematician" (p . 1 8 0 ) ; 

I .  J .  Good, " Cambridge mathematician",  ( p . 15 3 ) , " later Professor 
of Statistics at West Virginia" (p. 2 6 8 ) ; 

. 
Peter Hil ton, " later Professor of Mathematics at Cornell Uni ver-

si ty" ( p .  1 9 1) ; • 

John Jeffreys, 11 Downing Col lege 11 , one o f  II three disting}lished 
mathematicians from Cambridge" ( p .  12 8 )  , [ I_; : 

D i
]

l�ll--KD� ... 4• t a lented, i f  unorthodox, mathematician:11 

9 0-9 1 )  , ; • • • . . 
( p .  

George McVittie, 11 iater Professor of  Mathematics a� London U�iver-
sity" (p .  2 05 ) , 1 • . r: : : . . 

Dona l d  Mi ch ie, 11 later P'l::o·f�ssor of Machine Intelligence at :Edin-
burgh" ( p .  191) ; • •  

M .  H .  A .  Newman, "University' Lec-t;.urer in Mathematics at Cambrldge" 
(p . 1 9 1 ) ; ' � 

♦ ♦ 
♦ 

A l an Turing, " King I s" , one of " thre'e distinguished : mathemati�ians 
from Cambridge" ( p .  12 8 )  ; • • ♦ 

• 
• 

• 

♦ ♦ 
♦ ♦ 

w .  T .  Tutte, one of  " the mathematicians"' -♦(� · 1 9 1) ; . . . 
Gordon Wel chman, 11 Sidney Sussex College" : ♦" .one of ·"three distin-

guished mathematicians from Cambridge" (p . 12 8 ) : · : .  
• • 

John H .  Whitehead, 
bridge" ( p .  192 ) : 

11 l ater Professor of Pure 

Shaun Wylie, "brilliant topologist" ( p .  191 ) . 
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B, American Mathematicians in WW II cryptology 

l ,  In 1946 the U. S. Navy published the technical papers pro­
duced by an OP-20-G research group that worked on ENIGMA problems dur­
ing the war ( (31] is one volume of the series) . The following names of 
authors were found among those papers, with little indication of which 
ones were mathematicians. In some cases, no first names or even ini­
tials were given. Some of them are well known in NSA circles (e . g. , 
Eachus, Wray, et al. ) ,  but others are complete mysteries . Here is the 
list : 

Howard H. Campaigne (later with NSA) ; 

Church; 

A. H ,  Clifford; 

G. F. Cramer (later with NSA) ; 

Reed Dawson (later with NSA) ; 

Joseph Eachus (later with NSA) ; 

R .  B. Ely ; 

Howard Engstrom (later NSA Deputy Director for R&D) ; 

Gilman; 

Andrew M. Gleason (later at NSA, and then an NSA consultant) ; 

Robert E. Greenwood (later at NSA, and then an NSA consultant) ; 

Marshall Hall, Jr. (later at NSA, and then an NSA consultant) ; 

Robert Hampton, III; 

Hanson ( may be Eugene Hanson, who attended the first SCAMP) ; 

J .  H. Howard; 

Dr. H. L. Krall; 

Aubrey W. Landers; 
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Menz el ; 

Edwin E. Moise; 

Pearsall; 

W. R. Willis; 

W. D. Wray (later with NSA) . 

2 .  A cursory search through technical papers of the Army 
Signal Intelligence Service and some of its successors, for the period 
during ·and shortly after WW II, turned up only a few names of authors 
who had written papers with any mathematical content. Many papers of 
that time were, unfortunately, not signed or attributed to their au­
thors. The list of Army mathematicians and possible mathematicians is 
thus quite short: 

Jane Brewer; 

David Cowan; 

Daniel Dribin; 

William H. E rskine; 

Bernard Gechter; 

Walter Jacobs; 

Solomon Kullback; 

Frank Proschan; 

Frank Rowlett; 

John N .  Seaman: 

Abraham Sinkov.  

c.  Meml:>ers of  the NSASAB Mathema tics Panel, to 1 9 65 

Reference ( 15]  contains a list, reproduced here, of mathematicians 
who had served on the Panel up until 1965, the date of the reference 
(affiliations are as of the last date of Panel service) : 

A. A. Albert, University of Chicago, still serving in 1965; 

R. C. Buck, University of Wisconsin, still serving in 1965; 
• 
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Stewart s .  Cairns, University of Illinois, still serving in 1965; 

R. P. Dilworth, (Panel Chairman, 1964-65) , California Institute of 
Technology, still serving as panel member in 1965; 

A. M. Gleason, Harvard University, still serving in 1965; 

Marshall Hall, Jr. , Ohio State University, still serving in 1965; 

G. A. Hedlund, IDA-CRD, served May 1960 to 1963 ; 

Ivan R. King, University of California at Berkeley, still serving 
in .1965; 

Richard A. Leibler, IDA-CRD, served until 1963 ;  

H. Jerome Keisler, University of Wisconsin, appointed in 1965; 

Saunders MacLane, University of Chicago, served until 1961; 

Brockway McMillan, Bell Telephone Laboratories, served until 1961; 

John Riordan, Bell Telephone Laboratories, served until 1962 ; 

Howard P. Robertson, (Panel Chairman, 1953 -54) , California Insti-
tute of Technology, served until 1961; 

J. Barkley Rosser, University of Wisconsin, still serving in 1965; 

Claude Shannon, Bell Telephone Laboratories, served until 1958; 

C. B. Tompkins, University of California at Los Angeles, stil l 
serving in 1965; 

John W. Tukey , ( Panel Chairman, 1958- 64) , Princeton Universi ty, 
served until 1964; 

John van Neumann, Institute fo r Advanc ed Study, served unti l 1 957 ; 

.s .  S. Wilks, (Panel Chairman, 1954-58) , served until 1964. 

NSA Executive Secretaries to the Mathematics Panel were: 

William A. Blankinship, May 1957-Jun 1961; 

Daniel M. Dribin, Jun 1961-Apr 1965; 

Ralph W. J ollensten, appointed Apr 1965. 

D .  Mathema ticia ns Attendi ng the Fi rst SCAMP 

1. Those nongovernment mathematicians who attended SCAMP 52 
(the first SCAMP) were: 
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A. Adrian Albert, Professor, University of Chicago; 

Truman Botts, Asst. Professor, University of Virginia; 

Stewart s .  Cairns, Professor and Head of Department, University of 
Illinois (Chairman of SCAMP 5 2 ) ; 

Dick Wick Hall, Professor, University of Maryland; 

Eugene H. Hanson, Professor and Head of Department, North Texas 
State College; 

sity;. 
G.  A. Hedlund, Professor and Chairman of Department, Yale Univer-

John c. Koken, Research Assistant, University of Illinois; 

Richard A. Leibler, Sandia Corporation; 

Lowell J. Paige, Asst. Professor, University of California;. 

A. E. Roberts, Jr. , Engineering Research Associates: 

Donald c. Spencer, Professor, Princeton University; 

c .  B. Tompkins, Principal Investigator, Logistics Research Pro­
ject, George Washington University; 

James A. Ward, Professor, University of Kentucky; 

Charies Wexler, Professor, Arizona State College. 

2 .  AFSA personnel (most of them mathematicians) at SCAMP 52 
were: 

Patrick P.  Billingsley, AFSA-341 (an R51 predecessor) ; 

Charles Bostick, AFSA-206 (a Pl predecessor) ; 

Jane Brewer, AFSA-412 (a COMSEC element) ; 

Howard H. Campaigne, AFSA-3 4 (an R5 predecessor) ; 

Reed B. Dawson, AFSA-341 ; 

Daniel Dribin, AFSA- 2 06 ; 

Joseph J. Eachus , AFSA-3 5 (an R&D element) ; 

Lowell K. ("Jim") Frazer, AFSA-2 0 6; 

Bassford C. Getchell, AFSA-2 0 6; 

Andrew M. Gleason, AFSA-3 41; 
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Marshall M. Hall, Jr. , AFSA-34; . • • . . . . . . 
Arthur Levenson, AFS}..r-'i. 0 6 ;  • 

I PL 86-36/50 USC 3605 . .,.,.. __________ _ . . . . . . .. . . . . . . . . 
. . 

--------�r �;SA-14 (possib:y• a• �ecurity element) ; 

Robert H. Shaw, AFSA-412:. • • . 
William R. Smith, AR�A-206; . . 

. 

----------�r AFSA-344 (possibly an administrative person) . 

E. Junior Mathematicians of 1951  

The Junior Mathematicians were recruited during the 1950-51 school 
year and entered on duty during the summer of 19 51. They were sent 
first to the Training School, located at that time on U St. , NW, in 
downtown Washington, D. C. , and assembled there as a group when enough 
had appeared. Initial training was provided by self-study courses in 
cryptography and then elementary cryptanalysis, followed by some cours­
es especially designed for them. In November of that year the group 
was moved to Arlington Hall Station in Virginia where AFSA ( soon re­
named NSA) was located. 

The planned operational training was delayed, the idea being to 
wait until all members of the group were cleared; in those days we were 
hired first and cleared later. 1951 happened to be the first year poly­
graphs were used as part of the clearance process, and the Junior Math­
ematicians suffered through the birth pangs of that effort. It turned 
out, in fact, that about half of the group was eventually denied clear­
ance. However, it was kept intact for a while in hopes of clearing ev­
eryone, and because some persons were as yet uncleared it was housed in 
the basement of the Arlington Hall cafeteria which was seperate from 
the operations buildings (all were wooden "temporary" structures) . 
There, further self-study cryptanalysis courses, mathematics seminars 
organized by group members, and occasional lectures from old hands occu­
pied the time. 

At some point during the winter, it was realized that the clear­
ance process would take forever, and so those who had been cleared were 
moved to operational spaces where a series of short (two-week) on-the­
job training tours were arranged. Then half of the mathematicians were 
given a series of fulltime courses on the uses of IBM and other data 
processing equipment while the other half took full-time courses in 
ENIGMA, STURGEON, and Hagelin C-38 cryptanalysis (the plan was for each 
half of the group to take each series of courses, but that didn' t  hap­
pen) . Following this, everyone was deployed to some longer-term cryp­
tanalytic or data processing tour, and in time all were assimilated in­
to various operational organizations. 

The following list, derived from memory with the help of Charlie 
Bostick, Ralph Jollensten, Arthur Levenson, and William Lutwiniak, con­
tains the names of most of the 19 51 Junior Mathematicians who made it 
through the clearance process : 
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Roger Ahrens; 

Charles Bostick; 

Pansy Brooks; 

Frank Dresser; 

Thomas Evans; 

. . . . . . . . . . 
·
- . 

Sydney Fairbanks (not a mathematician) ; • • • • • •. • ,· 

Lowell ( "Jim" ) Frazer ;  . . . . . . . . . . . . . .  _ . . . . . . .  _•.1 PL s 6-36/5 0 use 3 605 

r 
�� - . .. 

Evelyn Garbe; 

Fritz Goepper; 

Herbert Guy; 

Lane Hart, III; 

Robert Highbarger; 

John Hodges; 

____ r 
Esther Johnson; 

Ralph JollensteDi . 
- Richard Kenv 

Edward Magnuson; 

Ignatius Mattingly (not a mathematician) ; 

Ralph Mauller; 
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Paul Oyer ; 

Carolyn Palmer ; 

James Pettus ; 

L _________ . . . . . . .  ·I PL 86-36/50 USC 3605 

Oscar Rothaus ; -

Leonard Schlauch ; 

Marvin Sendrow ; 

Robert R. Smith 

William R .  Smith ; 

Glenn Stahly ; 

Albert Verbits ; 

Bernard Witt . 
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Appendix II: ENIGMA ( see [ 4 4 ] , [ 158 ] ) 

ENIGMA, an off-line cipher machine, was the first wired wheel 
machine to be used to any significant extent . It appeared in Germany 
about 19 25 as a commercial offering, at which time it had three wheels 
and a reflector (Umkehrwalze) . In 1926 the German Army introduced a 
version which had different wirings, a different reflector, and a new 
feature, the plug board (Steckerverbindung, or "stecker") between the 
wheels and the input-output functions. The Poles attacked the German 
Army usage and made limited progress by discovering that some form of 
ENIGMA was being used and that the first six letters of each message 
were probably indicators. In Oct 1931, the French intelligence ser­
vices developed a source within the Cipher Bureau of the German Minis­
try of Defense who supplied them with copies of code clerks' instruc­
tions for ENIGMA and, subsequently at regular intervals, with copies of 
daily key lists (but no wirings) . 

The French Cipher Service looked at these and immediately declared 
the machine impossible to solve . French intelligence then obtained per­
mission to give the information to France I s allies and to suggest a 
common attack on the problem. GC & CS (Government Code and Cypher 
School, the predecessor of GCHQ) was given first chance, but they 
"filed their copies of the documents" and did not respond to the offer 
of cooperation. (Gordon Welchman, however, believes the British had 
more effort against ENIGMA before the war than they indicated to the 
French: see ( 6], pp . 71-110. ) The French then approached the Poles, 
who accepted with enthusiasm and promised to share results of their 
work. However, all cryptanalytic efforts failed. At that point, 1 Sep 
1932, those in charge of Polish intelligence brought in three mathemati­
cians, Marian Rejewski, Henryk Zygalski, and Jerzy Rozycki. In the mid­
dle of October, 19 32, Rejewski was put to work on ENIGMA and, using in­
formation in the documents from the French which showed how the Grund­
stellung indicator system worked, he was able in about a month to devel­
op a theoretical method for recovering wheel wirings based on the fact 
that message settings (of the three wheels) were enciphered twice to 
produce the six-letter indicator sent at the beginning of a message 
(this was the Grundstellung indicator system) . 

Unfortunately, the amount of work needed to carry out the calcula­
tions was prohibitive (and might be prohibitive even with modern comput­
ers) . Then Rej ewski was given two more documents that had been pro­
vided by France , these containing two monthly schedules of daily set­
tings (wheel orders, Grundstellung wheel settings used for enciphering 
message settings, and plug board connections) . At this time, wheel 
orders were being changed only every three months, but by luck the two 
months provided by the German source fell in two different quarters. 
All this information permitted the theory to be simplified sufficiently 
for Rej ewski to recover wirings of the three wheels and reflector by 
the end of December, 1932. 
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The E NIGMA as it was at that time looked like this: 
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INPUT 

A A 
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< - I 
B B < - 1 KEYBOARD . < - I 

I < - I 

OUTPUT 
-> I 
-> I  LIGHT 
-> I  PANEL 

z z -> l  

There were three 2 6- point wired wheels which could be inserted in­
to the machine in any order (but not backwards) . There was a reflector 
(Umkehrwalze) which had input-output contacts on only one side that 
were connected to each other in pairs. E ach wheel had one notch on it 
which controlled the stepping of the wheels. The fast wheel, F, ad­
vanced one position for each enci pherment of a letter; the medium 
wheel, M, did not advance for an encipherment unless either F advanced 
off of its notch or unless M itself was at its own notch, in either of 
which events M advanced one position. The slow wheel, S, did not ad­
vance for an encipherment unless M advanced off of its notch, in which 
case S advanced one position. The reflector, U, did not step during en­
cipherment of a message (and in fact was not settable) . The stecker be­
tween the "maz e" and the input-output mechanisms could be changed by 
the operator but remained constant during the encipherment of a mes­
sage; it consisted at this time of 14 points connected straight through 
and 12 points exchanged in pairs. 

I n  addition to al 1 these variables, the alphabet ring on each 
wheel (by which the wheel could be set in a specified position at the 
beginning of a message) was rotatable relative to the co�e of the wheel 
and could be put at any one of 2 6  offsets. Thus, setting the wheels so 
that the same letters appeared at the bench marks would produce differ­
ent settings of the wirings themselves if the alphabet ring offsets 
(Ringstellung) were different. Once all these variable elements were 
appropriately set up, the code clerk typed each plain text letter in 
turn and, for each one, wrote down as cipher text the letter which lit 
up. Depressing the key also caused the wheels to advance appropri­
ately. 

I n  July, 1 93 9, the British and French were informed of the Poles' 
success on E NIGMA and GC & C S  ( later renamed GCHQ) accelerated its own 
partl y successful work against it, ( 158]. E NIGMA was used by the Ger­
man Army, Air Force, and Navy, among other government elements. Al­
though rather heavy, it was small enough for one person to carry and it 
operated from batteries, so it was suitable for field use. The Germans 
continually improved their usage of E NIGMA by changing wheel and reflec-
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tor wirings a number of times; by increasing the number of available 
wheels from which daily wheel orders could be selected (they went from 
three to five to eight in the course of time) ; by changing the indica­
tor system several times; by increasing the number of steckered letters 
from 12  to 2 O ;  by devising nonreciprocal steckers; and eventually by 
building a four- wheel ENIGMA (for Navy use) which included a pluggable 
and replaceable reflector, ( 2 3 3 ]. 

At one point, Germany undertook, with some reluctance, to fulfill 
Japan's request for several hundred ENIGMAs, ( 104], [2 2 1]. They did 
not want to provide their best models, and after supplying Japan with 
some 185 machines they found that these versions would be insecure if 
used as Japan planned to employ them, ( 2 1 ]. They therefore dragged 
their feet and Japan did not get the number it wanted. Whether for 
this reason or not, Japan did build at least some ENIGMAS of i ts own 
design, ( 2 3 ]. 

Reference ( 2 3 3 ] gives an outline of the known uses of ENIGMA and 
of some other wired wheel machines as of March, 1945, and of attacks 
against them. 
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Appendix III: TUNNY ( see [ll ] ) 

TUNNY was an on-1 ine teleprinter scrambler developed by Germany 
during the second World War. There were three models, SZ-40, SZ-42A, 
and SZ-42B; SZ stands for Schluesselzusatzgeraet, which means "cipher 
teleprinter attachment". All three models produced five-bit key charac­
ters which were added (level-by-level modulo 2) to plain text charac­
ters presented in the form of International Baudot Code (that is, five 
bits per character) . Each level of key was the sum of two bits read 
from two different wheels, a different pair of wheels for each level of 
key. Five of the ten wheels involved, one for each level, stepped regu­
larly one position per encipherment. The other five all stepped one po­
sition after an encipherment or all stood still, depending on bits read 
from a "motor" wheel and from other sources (the three TUNNY models had 
different sources for additional motion control bits) . The British 
called the five regularly-stepping wheels "Chi wheels", the five hesi­
tating wheels "Psi wheels", and the two wheels involved in motion con­
trol "Mu wheels". 

The Chi wheels had respectively 41, 31, 29 , 26, and 23 "pins" and 
were paired, in order, with Psi wheels having respectively 43 , 47 , 51 , 
53, and 59 pins. One Mu wheel had 61 pins and the other had 37 pins . 
The 61-wheel stepped one position for every character enciphered, and 
the 37-wheel stepped one position if the 61-wheel had an operative pin 
at its current setting but did not step if the 61-wheel had an inop­
erative pin. The Psi wheels stepped one position (in unison) if the 
37-wheel had an inoperative pin and if the other sources summed to 1 
modulo 2 (an operative pin is assumed to have value 1, an inoperative 
one value 0) . The TUNNY models used these other sources for motion con­
trol : 

SZ-4 0 
SZ-42A 

SZ-4 2B  --

no other source; 
the 31-wheel pin from the previous encipherment, or . 
else that value plus level 5 of plain text two enci­
pherments back; 
the previous 31-wheel pin plus the 43-wheel pin from 
the previous encipherment, or else that sum plus 
level 5 of plain text two back. 

The British referred to the use of plain text in motion control as 
"autoclave" (nowadays we would use the term "plain text autokey") . 
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I 
Reference [ 11 ]  gives an excellent account of  TUNNY history, German 

Naval usage o f  it , the cryptanalytic methods developed to exploit it , 
and the organization of  the British efforts against it. 
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Appendix IV: H�gel in Machines 

Boris Hagelin, a Swede, began inventing and producing cipher ma­
chines as early as 192 7, ( 12 ], and eventually established the company 
now called Crypto AG and located in Z ug, Switzerland. A hand machine 
called A-22  of 192 7 vintage was followed in 192 8 by models B-13 , B- 2 1, 
and B- 2 2 of an electric machine that incorporated fractionation, three 
pin wheels (of lengths 17, 19, and 2 1) , and two half-Hebern wired 
wheels; in 193 0 by the B-3 1/ 3 2 which were improved models of B-21/ 2 2 ;  
in 193 2 by the B- 2 11, a further improvement; and in 193 5, 193 6, 193 7 ,  
and 193 8 by the C-3 5, C-3 6, C-3 7, and C-3 8, respectively. The c-series 
machines were the "letter-subtracter" machines of which the C-3 8 became 
a huge commercial success, ( 19], and which the U. S. adapted for field 
use during WW  II  under the nomenclature M- 2 09 (Army) , ( 3 0 ], and 
CSP-1500 ( Navy) . 

The C-3 8 is an off-line mechanical hand-operated machine which pro­
duces numerical key values in the range O to 2 5  and subtracts from 
them, modulo 2 6, the plain text, in which the 2 6  letters are repre­
sented by values O to 2 5. The results are converted back to the let­
ters A to Z and printed on a narrow gummed paper tape that can be torn 
into short strips and pasted onto a sheet of paper. Key is produced by 
the interaction of six pin wheels having lengths 2 6, 2 5, 2 3 ,  21, 19, 
and 1 7  with a 2 7-bar "cage" in which each bar has "lugs" which can be 
placed opposite any of the wheels. Pin patterns and lug settings are 
cryptovariables that remain fixed during encipherment of a message. A 
crank is operated manually to encipher a letter. It causes the cage to 
rotate so that each bar in turn passes the current pin of each wheel. 
A lug passing an "active" pin on some wheel pushes its bar to the left 
thus contributing a value of one to the key value. That is, the key val­
ue is the total number of bars displa ced during a rotation of the 
cage. The crank also causes each wheel to advance one position so that 
new pins are ready for the next encipherment. There is in addition a 
featu re called the "slide" that can be set by the operator to any on e 
of 2 6  values but which remains fixed during encipherment. The encipher­
ing equation can therefore be written as PLAIN + CIPHER = KEY + SLIDE, 
modulo 2 6, ( 81]. 

H agelin als o m ade electric keyboard models designated BC-3 8 as  
well as C-3 8 versions for other alphabet sizes, and some versions with 
mixed print wheels (i. e. , letters A to z were associated with numbers O 
to 2 5  in a scrambled order) , ( 2 7) ;  these were not changeable, however, 
as were the mixed print wheels for some later models. In addition, he 
designed a variety of one-time-tape key generators and teleprinter ci­
pher machines, but the C-3 8 was the real workhorse. 
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Appendix V:  Ele ctronic cipher Machines  

One o f  the desireable properties for a cipher machine is  that it 
should produce a key stream (or a sequence of wheel posi tions, or of ma­
chine states) that does not cycle; i.e., does not repeat over and 
over. Since it is impossible for a deterministic machine not to cycle, 
the next best thing is for it to have a very long cycle, preferably 
longer than the total number of characters expected to be enciphered 
before cryptovariables are changed. In the case of electromechanical 
cipher machines, which typically employed banks of wired wheels or pin 
wheels, long cycles were obtained by selecting rules of motion that 
guaranteed this. For electronic cipher machines, linear feedback shift 
registers with feedback logic guaranteeing maximal cycle lengths are 
usually employed. 

Here is a much simplified representation of the classical model of 
U. S. electronic cipher machines: 

LINEAR FEEDBACK 1 ---::j:""'"" 1 -->------------------------------------ 1 
I- -\ I 

I \ I 

J- - -� - - - - - - - - I 
I o I 1 I 1 I o I 1 I o I o I o I o I 1 I 1 1 <-- 1 
1 _ 1 _ 1 _1 _ 1 _ 1 _ 1 _ 1 _ 1 _ 1 _ 1 _ 1 

{ PLUGGING } 

COMBINING 
FUNCTION 

! -------------> KEY 

It produces one key bit per step, and a step consists of: reading 
out the contents or "fill" of the register (consisting of bits) ; permut­
ing them via the plugging for input into the combining function which 
then computes the key bit; calculating the feedback bit; and then shift­
ing each bit one position (or "stage") to the left. The leftmost bit 
is discarded while the feedback bit is inserted into the rightmost 
stage. If the "feedback function" is properly chosen, successive regis­
ter fills will run through all possible n-bit patterns before repeat­
ing. It has been found mathematically that feedback logic to accom­
plish this must be somewhat more complicated than the simple linear log­
ic shown in the example, but that there are linear feedback functions 
for every length register that will cause it to produce each n-bit pat­
tern ffxcept all O ' s  before repeating. In such cases the cycle length 
is (2 ) -1. 
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The cryptovariables for a machine like the example are the par­
ticular plugging chosen and the initial contents of the register. The 
plugging merely selects (or " taps" ) certain stages of the register to 
provide inputs to . specific variables of the " combining functi on" , a 
Boolean function which uses the selected bits from successive register 
fills to calculate a key bit. The combining function is usually a per­
manent part of the machine and is designed to produce a key stream that 
looks as random as possible. I 

I 
More realistic electronic cipher machines use more than one regi s­

ter, adding the output of the nonlinear combining function of one regis­
ter to the feedback bit of another or using it to control how many 
steps another takes between key bits. Many variations are possible, 
but it is more difficult than one would think to avoid weaknesses that 
could open the door to exploitation by an enemy cryptanalyst. Refer­
ence [ 8 8 ]  is an excellent source of information about the history of 
U. S. electronic cipher machine developments. 
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Appendix VII: Public Key systems 

Before about 1970 there were a few American nongovernment mathema­
ticians who were interested in cryptology, some even to the extent of 
carrying out research in it over a period of years: [ 2], [145) ,  and 
(155] are examples. However, public cryptology really came to life in 
19 76 with the publication of "New Directions in Cryptography" by Diffie 
and Hellman, (86], although that paper was clearly the result of ear­
lier research on the part of the authors. (Their interest in cryptolo­
gy had come to the attention of NSA somewhat earlier when Hellman ob­
jected strongly to the Data Encryption Standard (DES), (9]. ) One of 
the ideas in "New Directions" that caught the imagination of many math­
ematicians and computer scientists around the world was what the au­
thors called "public key cryptography", an idea that had been put forth 
internally by James Ellis in 1970, (92], under the appellation "nonsec­
ret encryption". 

Encryption can be expressed abstractly as the transformation of a 
plain text message into a cipher message under the control of a key. In 
classical cryptographic systems, the transformation is usually fairly 
simple : for instance, the key may determine the starting point in a 
long sequence of "random" numbers which are to be added to the sequence 
of plain text values, the result being a sequence of cipher values . To 
decrypt, the same sequence of random values, starting at the same 
point, must be subtracted from the cipher sequence. The random se­
quence and the key (starting point) must therefore be available to both 
the sender and the receiver of the message, but not to anyone else . 
The transformation (addition) is simple and can easily be undone by sub­
traction. 

In contrast, public key encryption uses some much more complicated 
-transformation, one that is "easy" to perform with any specified key 
but can be undone only with a different key (this decryption key must 
obviously be related to the encryption key). The idea is that the 
transformation should be of such a nature that the relation between en­
cryption and decryption keys is so complicated it requires an exorbi­
tant amount of work to calculate one from the other unless one knows 
some secret ingredient of the relationship. The transformation algo­
rithm itself can be made public as long as the secret ingredient is 
known only to the receiver of a message: to enable someone to send him 
a message, the recipierit chooses an encryption key, calculates its re­
lated decryption key using the secret information that he has about the 
relationship, and openly sends the encryption key to the message 
sender. The sender (and possibly everyone else in the world) knows the 
transformation method and the encryption key and can therefore encrypt 
a message and send it to the receiver. However, only the receiver can 
decrypt it because no one else can feasibly determine the decryption 
key. 

Not many transformations suitable for public key cryptosystems 
have been found so far . The best-known ones are the knapsack system, 
[ 163], the RSA system, ( 19 4], the exponentiation system, (77], and 
McEliece ' s  system, (162]. Some variations of these as well as a few 
other public key cryptosystems are discussed in (55] and (180], with 
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sketches of attacks on most of them. Both the RSA and exponentiation: 
systems were invented internally before their public appearances; c. c. · 
Cocks, ( 7 3] , devised what is essentially the RSA system, and Rick : 
Proto, ( 188], had suggested the exponentiation scheme as an II irrevers- • 
ible" transformation, prior to Ellis' paper on nonsecret encrvption. • 
No ubl ic ke er tos stem has et been used o erationall 

A. Knapsacks, [ 163] 

The knapsack public key system is based on the difficulty of solv­
ing the following problem: a large number (perhaps 100) of positive in­
tegers of various sizes are specified, and someone selects a subset of 
them, adds up the integers in the subset, and tells you that sum . Your 
problem is to determine which integers were selected for the subset. 

This problem is hard in the sense that no one has succeeded in de­
vising an algorithm guaranteed to solve any such problem (i. e. , for any 
such set of specified integers) with an amount of work depending polyno­
mially on the number of specified integers. There are certain classes 
of specified sets, though, for which it is easy to solve the problem. 
For example, suppose the integers a (l) , a (2) , . . .  , a (l00) have the prop­
erty that a (l) <a (2) , a (l) +a (2) <a (3) , . . . , and so on up to a (l) +a (2) + 
. . . +a (99) <a (l00) . (Such a set is called superincreasing. ) Then if the 
sum of a subset is S, it is easy to tell whether a (l00) was in the sub­
set because S must be less than a (l00) if it was not in the subset and 
S must be greater than or equal to a (l00) if it was in the subset. If 
a ( 1 0 O)  is found to be in the subset, subtract it from S to get S ' ; 
otherwise, let S' equal s. Then it is easy to tell whether a (99)  was 
.in the subset by comparing it with s •. This process can be continued, 
and will quickly determine the subset whose sum is S. 

Merkle and Hellman , [ 163) , suggested that a public key cryptosys­
tem could be based on a superincreasing set of positive integers by 
transforming it into another set as follows . First choose a modulus, 
m, that is larger than the sum of all integers in the set, and choose a 
multiplier x that is relatively prime to m; m, x, and the a's are sec­
ret cryptovariables. Then let b (i) be the least positive residue of 
x*a ( i) modulo m, and use the b ' s  as public cryptovariables. To . send a 
message, convert it to binary form by any convenient coding, split it 
up into blocks of 100 bits each, and use each block in turn to select a 
subset of the b's according to whether successive bits are 0 or 1. 
Form the sums of the selected subsets and transmit them as cipher. 

The recipient can decrypt (a block at a time) by forming y*S modu­
lo m where s is a sum (cipher) and y is the inverse of x modulo m; only 
the recipient can determine y because no one else knows x and m. Since 
S = sum { b (i) * p (i) } ,  where p (i) is the i-th plain text bit of the 
block, it is true that S is congruent to sum { x*a (i) *p (i) } and there­
fore y*S  is congruent to sum { a (i) *p (i) } .  But then the problem is one 
of dealing with a superincreasing set and that is easy. A cryptana-
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lyst, on the other hand, knows only the b' s and is therefore faced with 
a facsimile of the general knapsack problem. 

Hellman and Merkle also remarked that one could iterate the trans­
form procedure by choosing another modulus m '  larger than the sum of 
t he b 's and another multiplier x '  relatively prime to m ' , and taking 
c(i) to  be the least positive residue of x ' * b(i) . This could be re­
peated as often as desired. Note, however, that the public cryptovari­
ables (the "knapsack numbers") will get larger and larger, on the aver­
age, and therefore the cipher sums will also get larger and larger. In 
fact, even a single transformation will result in an increase of the 
average number of cipher bits over the number of plain text bits. 

B • RSA , [ 19 4 ] 

The so-called RSA public key cryptosystem is based on the diffi­
culty of factoring integers, a process that is known empirically to be 
laborious but which has not been proved to have any specified degree of 
difficulty. c . c .  Cocks of GCHQ in 197 3 ,  ( 7 3 ], suggested a slightl y 
less general version of the RSA system, which did not appear until four 
years later. 

In the RSA system, two large prime numbers p and q (of perhaps 100 
digits each) are selected by the recipient to be the secret cryptovari­
ables. The recipient also chooses a number e relatively prime to both 
p-1 and q-1. The numbers m=p* q and e are the public cryptovariables. 
To encipher a message, the sender converts it by any convenient means 
into a sequence of positive integers each less than m. He then raises 
each of them to the e-th power modulo m and transmits the sequence of 
powers as cipher. Since the recipient knows p and q, he is able to de­
termine the unique number d for which· d* e is congruent to 1 modulo 
(p-l ) * (q-1) ; he then raise s each cipher number to the d- th power modulo 
m to obtain the sequence of plain text values. If a cryptanalyst were 
able to factor the pub licly available modulus m, then he also could de­
crypt the message; the assumption is that factoring is too hard. 

O ne drawback to the RSA system is that it requires one to find 
prime numbers large enough to make factoring infeasible. It is thought 
tha t each prime should have in the neighborhood of 100 digits. It 
might seem to a nonmathematician that finding such primes would itself 
involve a factoring process, but that is not the case. Testing an inte­
ger for primality is much easier than actually finding its factors, and 
the appearance of RSA in fact stimulated some new ideas which have im­
proved such testing. P ublic researchers also discovered weaknesses as­
sociated with using primes of a certain form in the RSA system, so that 
finding acceptable ones is somewhat more complicated than merely find­
ing large ones. Of  course, performing modular arithmetic with such 
large numbers demands either multiple precision computer routines or 
specially designed chips. 

c.  Exponentiation, [ 7 7 ]  

The public key cryptosystem based on exponentiation relies for se­
curity on the difficulty of finding "logarithms" of elements in finite 

Declassifi ed and App roved f or Relea.se 
1 ] 446�, 

-so-

NSA on 04 29 2025 pursuant to E . O .  13526, MDR C ase fl 



EO 3. 3b (3) 
PL 86-36/50 USC 3605 

lll!IIOE IHIGRBif UHl!Fl!lfl MINUII H .... I■ 

fields ( or .  more rece ntlv, in qrouos)  . I 

I 

Logarithms in finite fields are defined differently from ordj-nary 
logarithms. The n onzero elements of a finite field of o_rder p may 
be represe nted as powers of a primitive element of the field. There is 
more than on e  primitive element available, but once one has been se­
lected (called the generator) , the logarithm .of an element relative to 
the generator is defined to be the least power to which the generator 
mu�t be raised to equal the element. The logarithm is unique modulo 
(p  ) -1 .  

In the e xpon e ntiation system, some large finite field GF (pn) is 
selected to be the public cryptovariable. To encrypt a message, the 
sender converts it by any convenient method to a sequence of elements 
of the finite field. To encipher each value y of the mffssage, he then 
chooses some exponent e

e
which has an inverse d modulo p -1, and trans­

mits to the recipient y . The rffcipient also chooses some exponent g 
which has an inverse f l\odijlo p -1, and transmits back to g-ha sender 
t h e f i e g d e l e m e n t ( y  ) . T h e s e n d e r f o r m s  ( (ye ) ) wh i ch 
egijats y and sends that to the recipient who can then calculate 
(y ) =y. Since (e, d) and (g, f) are known only to the sender and re­
cipient, respectively, no one else is supposed to be able to decipher 
the message y. If a cryptanalyst were able to solve the discrete loga­
rithm problem, however, he could recover e and g, determine d and f, 
and so decrypt the message. 

Note that when p=2, the field elements can be represented as poly­
nomials with coefficients in the field of integers modulo 2, reduced 
modulo some irreducible polynomial f (x) . Assuming that f is primitive, 
any nonzero polynomial of the field may then be represented as some 

power of x ,  and exponentiation can be performed by an appropriate type 

of l inear shi ft register with- feedback polynomial f .  This is the con­
nection with the distance problem. 

A drawback of the exponentiation public key cryptosystem is that 
it requires three transmissions (two from sender to receiver ,  one from 
receiver to se nder) in · order to communicate information. Because of 
this, it seems to be suitable only for short and infrequent messages. 
In . fact, when it first appeared (in ( 8 6) )  the authors ( Diffie and Hell­
man) proposed it merely for use in establishing the cryptovariables to 
be used for a conventional cryptographic system. 

The idea of using the group of points on an elliptic curve over a 
finite field, and exponentiating in that group, is receiving some atten­
tion at the present time, [ 165]. Not much is known about it as yet, al­
though elliptic curves are being intensively studied i_n connection with 
factoring algorithms as well. 
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D.  McEliece • s  system, [ 1 6 2 ]  

In this public key cryptosystem, the public key is a large k by n 
matrix G' , where k< n, formed in the following way. First, the re­
cipient chooses a k by n generator matrix G for some Gappa code ( (137] 
contains a definition of Gappa codes and further references for them) 
with the ability to correct t errors. Then he chooses a random nonsin­
gular k by k matrix S (one with not too many O entries) and a random n 
by n permutation matrix P. The matrices G, S, and P are the secret 
cryptovariables, and G_' is the matrix product S*G*P. 

To encipher a message, the sender converts it to a sequence of 
bits by any convenient means, breaks it �p into k-bit segments, and en­
ciphers each segment by considering it as a vector and multiplying it 
by G', then garbling t randomly chosen bits of the product. That is, 
the n-bit cipher sequence c is m*G'+e where m is the plain text segment 
and e is the "error vector". 

The recipient deciphers the messa.9r by first ��ltiplying c by the 
inverse of  P to get the vector c*P =m* S*G+ e*P  . He then uses G 
to "correct" the "errors" the sender deliberately intr_q_duced, the 
result being m * S. Finally, he multiplies this by S (i. e. , S 
inverse) to obtain the message m. A cryptanalyst, not knowing S, P, or 
G (the code) , is supposedly unable to decipher the message without ex­
pending a prohibitive amount of work. 

Declassi fied and 
1 1 4465 

-82-

for Release by NSA on 04  29 2025 pursuan t  to E . O. 13526, MOR C ase # A.pp roved 



EO 3.3b (3 ) 
EO 3. 3b (6 ) 
PL 86-36/50 USC 3605 

•11 r 9HM�IBRfl M•W-tt•• .... 

References 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 

: 
( 1] Adleman, L. M. , " A  Subexpon'ential Algorithm for the Discrete ; 

Logarithm Problem with Applications to Cryptography" , Proceedings, 2 0 th ,: .  
IEEE Found. Comp. Sci. Symp. , 1979, pp. 55- 60. (Preprint available, � 
R51 Classified Mathematics Library, S-2 163 78. ) � 

( 2 ]  Albert, A.A. , " Some Mathematical Aspects of Cryptography" , 
Invited address, American Mathematics Society, 2 2  Nov 1941, S-1663 2 
(R51 Classified Mathematics Library) . 

.. . ·: 
·: .. 
·: 
·: . . . : ( 3 ]  Allen, G. R. et al. , "Final Report, HY BERG Project - An Alge- .. 

rithmic Study of an Advanced Flexible Processor System" , May 197 8, Con- · trol Data, Ltd. 

( 4] Andelman, D. , " Maximum Likelihood Estimation Applied to : 
Cryptanalysis" , Information Systems Laboratory, Stanford Electronics . 
Laboratories, Department of Electrical Engineering, Stanford Univer- • sity, Dec 1979, S-2 2 3 3 3 1 (R51 Classified Mathematics Library) . • 

[6] Andrew, c . , ed. , " Codebreaking and Signals Intelligence" , 
: Frank Cass & Co. Ltd. , 1986 (NSA Main Library) . 

I 
[9] Anon. , "Data Encryption Standard" , National Bureau of Stan- · 

dards, FIPS Pub. 46, Jan 1977. 

( 10] Anon. , "GEE WHIZZ ER", NSA Tech. Journal, Vol. VIII, No. 1, . 
Winter 1963 , S-153 566 (R51  Cl assified Mathema�ics Library) . (This may

• have been written by Frank Rowlett. ) 

[11] Anon. , " General Report on TUNNY" , undated but circa 1945, • S- 12 7890 (Cryptologic Collection Box 5 20) . (The writing style of tech­
nical cryptanalytic parts of this paper is that of I. J. Good. ) 

[12 J Anon. , "Hagelin Machines" , undated, S-9180 (C ryptologic Col-
• lection Box 2 9) .  

Declassified and 
l 4 4 6'.J 

-83 -

for Re l ease by NSA on 04- 29 2025 pursuant to E . O ,  13526, MOR C ase # 

I 

.1 I . , . , -

. . 
I 

' . 
. . 

' . 

. ' 

·- • .. -:.: 

' . ' ' 

. . 
. 
. . 
. 
. 
. . . 

. 

. . : .. . 

. . 
\li------il, 

. -=--. ------~ . 
. . . ...,___ ______ : 

~-======================================-

. . . . 

. . . 

. . 
. . 

' 

. 

. . 



J PL 86-36/50 USC 3605 

• • . ., 
.,. .. 
... ... .. . 
.. . 
.. . 
.. . 
.. . 
.. . 
.. . 

l 
[ 15 ]  Anon. , "Historical study. The National Security Agency Sci-

entific Advis ory Board, 1952-196 3 11 , NSA Historian (C-3 17 ) ,  Sep 1 965, 
S-17819 5 ( FANX Technical Library) . 

.. . [ 16 ]  Anon. , "History of Navy Attack on LONGFELLOW", OP 202 ,  14  
• Dec 1 9 4 9, S-1 7 3 64 (R51  Classified Mathematics Library) . 

[ 17 ]  Anon. , 11 KEYSMITH System Acquisition Plan 11 , · RS, 19 May 1982 . 

[ 2 o ]  Anon. , " Mechanical Principles Involved in Solving the 
ENIGMA by Machine Methods " ,  undated, S-5 5 4 9 9  ( Cryptologic Col lection 
Box 60 ) . 

[ 2 1 ] Anon . ,  "Message from Berlin, Action Tokyo, 11/ 15162 0/I 1 9 4 3  
( TOI 1 1/17/ 19 4 3 )  11 (Navy Translation 4/27 / 4 4  3 05 1 3 - 3 05 2 3 - 3 05 3 3 ) , L-513 1 
( Cryptologic Collection Box 7 6) .  

[ 2 3 ]  Anon. , "Preliminary Report on the SAPPHIRE Cipher Machine 
Used in JN-7 3 11 , RIP-181, OP-2 0-G, 27  Aug 194 5, L-5133  ( Cryptologic Col -

• lection Box 7 6 ) .  

[ 2 4 ]  Anon. , 11 Pr oces sing and Analytic Equipment Manual 11 ,  Feb 
. 1 963 ,  S-2 158 2 1  Part I ( FANX Library) . 

[ 2 s J Anon. , " Report on Technology for Special Purpose Proces-
• sors",  NSA Scientific Advisory Board Technology for Special Purpose Pro-
• cessors  Ad Hoc Group, Mar 1978 ( RS files ) .  

[ 2 6 ]  Anon. , 11 SLED 11 ,  S-3 2 147,  May 1953  (R5 1  Classified Mathemat-
• ics Library) .  

I 

EO 
EO 
PL 

[ 2 9 ]  Anon. , 11 summary o f  Early Operations on the ROBIN Machin-
ery" , AFSA- 2 2 1  I nterim Report, AFSA 2 2 - 0 0 1  Misc. 003, 18 May 1951, 
S-3 3 3 9  ( R5 1  Classified Mathematics Library) . 

3. 3b (3) -84--
3 .  3b (6) 
86-36/50 USC 3605 ved for Re lease NSA on 04 29 202 '.J pursuant to E . O .  .1352 6, MDR Ca.se j/ 

•!lett-.M!ll!llfl!J!I WHBRft llfi881tN■-1Mi ... l■ 

. 

b !·· - !1!111 !!II !I I I!! ■ HHH 

b y : :· :: J ~ 



L() 
0 
\D 
[V) 

0 
L() 

\D 
[V) 

(D 

, .. . . 

EO 3.3b (3) 
PL 86-36/50 use 3605 

•oi? SiHililiil' VHIM IIIIIUN-NW• 

[ 3 o ]  Anon. , " The History of  Converter M-2 0 9 0 11 , Historical Sec- ; 
tion, ACo fs,  G2 ,  Army Security Agency, Washington, 4 Mar 1952,  L-124  q 

( Cryptologic Collection Box 4 0) .  :: . . 
[ 3 1 ] Anon. , "Wiring Recovery", ENIGMA Series, RIP 6 0 6, Communica- . ,, . " tion Intelligence Technical Paper TS-10/E4, Vol. 4 ,  3 0  Aug 194 6,  S-6 2 3 6  . ,, 

( Cryptologic Collection Box 69) . . " ---------------------------------------� " ,. 
"' 
"' 
"' 
"' 
"' 
.,. 
.,. 
.,. 
.,. .. 
.. 
.. ----

-----------------------------------

.. .. [ 3 5 ]  Baum, L. et al  ( 18 authors) , (title omitted) , IDA-CRD W, P . .. 
No . 2 90 ,  Apr 197 0 (R5l Classified Mathematics Library) . � .. 

( 3 6 ]  Baum, L. E. --�, , "Two Attacks on the KY- 1 11
1 •·  ! � 
.. 

IDA-CRD W. P . . !'19 , . 48 ,. ·Ma --r�, L-52' l Classified Mathematics Li- :: 
b ) . . • 

. . 1;c1.r.y. .. • • . • .. 
[ 3 7 ]  Berlekamp, E. R. , " Algebraic Coding Theory" ,  McGraw-Hil l :: 

Book Company, 1 9 68 (NSA Main Library) . •• . . 
[ 3 8] 

,----------------------------;•• 
Berl ekamp , E. R. I 

\ I . f 
1 ___

_ [_4_

.l

_] 
__

_ 

B

_l_

a

_

n

k_
1
_· 

n

_

s

_

h

_i_J2_,_
w
_

.

_

A

_

.

_' ________________________ I 
Blankinship, W. A. and Paiqe, E. C . .  I 

[ 4 3 ]  l J " Optimal Smooth Motion",  UKUSA 4 9 7, 8 Mar 
1963,  S-1 5 0 03 1  (R5 1  class ified Mathematics Library) . 

[ 4 4 ]  Bl och, G .  ( t ransl ated by c. A. Deavours) , " ENIGMA Before 
ULTRA ; Polish Work and the French Contribution", CRYPTOLOGIA, Vol XI, 
Number 3 ,  July 1987, pp. 1 42-155  (NSA Main Library) . 

-85-

Dec l ass.i fj ed and Approved for Release by N.SJ\ on 04 · 2 9  2025 pursuant to E: , O ,  13526, MDR Case � 
11 446:::i 

u 
if) 

:::i 

I 
\.() 

- • - I 

. . 

I 



.. .. 
. . 

EO 3. 3b (3) 
EO 3. 3b (6) 
PL 86-36/50 USC 3605 

ll&P CiiCiliii' WHHll I laNW ltl■N•• 
I PL 86-36/50 USC 3605 1 

• . 

(45] Blum, M. and Micali, s., "How to Generat�· Cryptographically . 
Strong Sequences of Pseudo Random Bits", IEEE 23rd ;Symp. on Found. of • 
Comp. Sci., 1982, pp. 112-117 ( FANX Library) . 

[ 4 7 ]  
on NEMA . 

[ 4 8 ] 
terial. 

. . Box 66 of the Cryptologic CollectJ;On contains some papers 

Box 73 of the cryptologic Collection contains some TYPEX ma-

. 
[ 49 ]  Boxes 15 through 21 of the cryptologic Collection contain 

: many papers dealing with CORAL, JADE, and PURPLE. 

I 

[ 5 0] Boyar, J. , 11 Inf erring Sequences Produced by Pseudo-Random 
: : Number Generators", U. of Chicago Tech. R,eport 8 6-002, 19 86. 

(54] Brickell, E., "Are· Most Low Density Polynomial Knapsacks 
Solvable in Polynomial Time?"·, Proc. 14th Southeastern Conference on 
Combinatorics, Graph Theory, ana Computing, 1983. 

(55] Brickell, E. F. and Odlyzko, A. M. , "Cryptanalysis : A Survey 
of Recent Results", Proceedi��s of the IEEE, Spring 1988,  to appear. 

(58]  J t et al, "An Attack on BYTEMAN", SCAMP W.P. No. 
35/79, Sep 1 79 (RSI CI ssified Mathematics Library) .  • i 

\_I ------41 \ i  
I r--\ 

-86---· 
EO 3. 3b (3) 

Declassified and Approved for Rele ase by NSA on 04 29 2025 pursuant t PL 86-36/50 USC 3 605 
11 4 4 6 :) 

-

j/ 

• . ■ -

sz9;42 

-I -

6HfYM mettl! I JH UH 

_I...___-,'"" ..... _, ------l 1 



86-36/50 USC 3605 1
. 
. .  . ............... ftfi ....... ... , ... 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 

. I 
[ 6 1 ] C:a�rns, s .  s . , "Report on SCAMP to the Director o f  the Armed ' 

'f ,., Forces Securil..ty Agency " ,  8 Sep 1 952 (R51 Classified Mathemati:cs Li­
brary) . \t 

\,t 
. 

[ 6 2 ]  eairn·�, s . s .  and Koken, J.C. , "Report on Sequentia1 : struc-
ture Prob lem�• , 2 3'  Jun �, C- 1 3 67 ( R5 1  Classified Mathemat!cs Li-
brary) . 1 q �o 

\,t 
\,t .. -: .. ... .. -: 

■ ••• ... ... ... f·: j 

-

------

-

-------------------------------

-

.

.. 

-----�-: cargo,_o .l 
. 

..... ----------------=======================================-
---

===-=-=--=--=--=--::: 

f 
... __ ...:,[_6_5.;;..] _.,:.:_c_ar...;g;...o..;.,_D_. P_ . ....;,_.). ______________ _...J 

H 

-

------

-

-------------------------------

- . . • 
[ 6 6 ]  l { and Silverman , R. D . ,  "Parallel Implementation : :: 

o f  the Quadratic Sieve ' ,  J ournal of  supercomputing , Vol. 2 ,  No . l ,  • .• 
1988. • ,• . .. 

I 
___ 
-

_ [ • . 
[ 68 ]  Cave, R. L. et al, " Description of the IDA/CRD LAN" ,  IDA-CRD . •  . •  W. P. No. 9 08, Nov 1987, S-2 3 0814 (R5 1  Classified Mathematics Library) . . • 

.---__ ..._
[ 

_6_9..._] __ C...;.;h'-a...;;;;r...;;;;;l_a._p.L.., _...;;;;;L;.;;.,. /
.--

--------------�---------r
1� 

[ 7 0 ]  Chaum, D .  et al, eds. , "Advances in Cryptology, Proceedings 
of Crypto 82 11 , Plenum Press, New York and London, 1983 ( Q4 1  files) . 

• 
• 
• 
• 
• 

[ 7 1 ] Clark, R .  W. , " The Mari Who Broke PURPLE" ,  Weidenfeld and • 
Nicolson , London , 1 977  ( NSA Main Library) . : 

-

--------------------------------------

-· 

• 
• 
• 1----------------------------------------. 

[ 7 3 ] C o cks, c . c. , " A  N o te on  ' No n-Secret ' E n c ry p tion " , . 
• HR/TECH. A/279,  GCHQ, 2 0  Nov 1973  (R5 1  Classified Mathematics Library) . : 

·
_1 _ ! 

[7 5] 

EO 3. 3b (3) 
EO 3.3b (6) 

Cooley, J. w. and TUkey, J. W. ,/ 

-87-

___________,f 
PL 86-36/50 USC 3605 

�---------■1 .f: o r  Re l ease NSA on 04-29-202 5  pursuant to E .O.  1 3526, MDR Ca�e # 

:· ( PL 
__ .....::.::.... ______ , ___ ...,. ___ ....J..._ I 

by 



EO 3. 3b (3) 
EO 3. 3b (6) 
PL 86-36/50 USC 3605 

. . . . . . 
: . . . . . . . . . . . . . . . . . . . . . . . . .· . . . . 

•1119!-W,NM! IHMIUi MIOG!II C H91!H!lltl-

____ 
[ 
_

7

_

6

_
] 
___ 

C

_

o

��
-
p-

e

_

r

_

s

_

m

_i_t_h_._
D_._•_' ______________

___
__

_ ___.I [ 7 7 ]  Coppersmith, D . ,  " Cryptography", IBM J. Res. Devel op . ,  Vol . 
3 1, No. 2,  Mar l987 (NSA Main Library) . 

• . 
[ 78 ]  C¢ppersmith, D . ,  " Fast Evaluation o f  Logarithms in Fields 

of Characteristic Two " ,  IEEE Trans. Info. Theory IT-30, pp . 587-594 ,  
1 984 ( NSA Main : Library) . . 

[ 7 9 ]  Coppersmith, D. , Odlyzko, A . M. ,  and Schroeppel, R . ,  " Dis-
crete Logarith�s in GF (p) " ,  Algorithmica, Vol . 1, 1 986, pp. 1-15 . 

♦ . .. 
♦ • • . . . . . . [ 8 O ]  Dpvies, D. W .  and Parkin, G. I. P. , 11 The Average Size of  the • • 

Key Strea m  in output Feedback Enc ipherment" ,  Eurocrypt82, 1 983,  pp . •
♦

: • 

• 2 6 3 -2 79.  • 

-�

[
-
8
_
4
_
] 

__ l ________ 

a
_

n
_

d 

__ 

F
_
r
_
a
_
z
_
er

_, _
L

_

. K

_

.

_
,
_' ____________ I i L__ -

Desmond, B. B. et tlJ 

[ 8 6 ]  Diffie, w .  and Hellman, M. E. , "Ne't-{' Directions in cryptogra-
phy", IEEE Transactions on Information Theo�· IT-2 2, Nov 197 6 (NSA Main 
Library) . 

[ 8 7 ] ( f, " A  Sl ow Look at Fast Trans-
forms", [ 2 02]  pp. 3 7 -125  (R5 1  Classified Mathematics Library) . 

[ 88 ]  Doyle, M . E. ,  " A  Review of  Developmental Cryptography o f  the 
United States Government, . 1 9 5 0-1980 " , Rl, ( to appear) . ( This paper is 
NOFORN. ) 

[ 8 9 ] Doy 1 e, M. E . ,  f 

I 

. 
[ 9 0 ]  E l lest a d, R . , " On S o r t ing L a r ge Amounts o f  Data " ,  •. 

A5
4

3 / 0 0 2/8 l/ PN, 2 5  Nov 1981, S-2 2 4 0 19 (R51  Classified Mathematics Li­
brary) . 

Dec lass i f ied and 
114465 

tor Relea.se by NSA on 04 29· ·2 D 2 �'i pursuant LU  1:, . u  . .  1s; :J ,: o ,  F.tLl:'Z ,,c, ,oe j/ 

'tJ 
t< 
CD °' 
I 

w °' -..... 
U1 
0 

C 
UJ 
0 
w 
ffi 
0 
U1 

l 

.· . . 

- - -

___ r~~-------====-

1 

-aa­
•-•WiliillM..iiNiilNl.....,.•• .. •----••1t11 

[

--~-~-~d • •• , • - , -~--

~ Pi ,u,us 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 



I , 
"' 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 

( PL 86-36/50 use 3605 1 

.. . .  

,• ,• , • 
■--------:-- - -----lfj 

: [ 9 2 ]  El lis, J. H. , "The Possibility o f  Secure Non-Secret Digital 

. . 

. . 

. . 

. . 

Encryption" , C. E. S. G . Report No. 3 0 0 6, GCHQ, May 1 9 7 0, S-2 18482 (R5 1 ' 
Math�matics Library) . 

' [ 9 3 )  Ettinger, R. J. , "QUANDER",  Office of  Applications Engineer- . 
ing, : 7 Jun 1 9 7 1, S-2 00 4 48 (FANX Library) . 

• • : [ 9 4 ]  Fairbanks, s . ,  "Z-Flags " ,  NSA Tech. Journal, Vol . IX, No . • 
. 1, Winter 1 9 6 4, S-182 3 58 (R51 Classified Mathematics Library) . 

Land stahlv;" G .  F. , J 

[ 10 3 ] Ford, A. M. , "The Birth of  ATLAS I" ,  NSA Tech. Journal, Vol .  
XVIII, N o .  1 ,  Win ter 1 9 7 3 ,  S-2 0 7 0 5 1  ( RS l  C l a s sified Mathematics 
Library) . 

[ 1 0 4 ] Ford, C. A. ,  Cover memo, Subject : "Naval Section Memo No. 
6 0, The Purchase o f  German ENIGMA Machines by the Japanese Navy",  cover 
memo d a ted 9 Sep 1 9 4 4 , memo n o. 6 0  d ated 7 Mar 1 9 4 4 ,  S- 1 6 48 3 0 
( Cryptologic Collection Box 7 3 ) . 

-89-

I 

Declassified and 
1 1446 '.5 

for Re lease by  NSA on 04 29 2025 pu rsuant t o  E .O,  135 26, MOR Case # 

I 

• I I 
• . •■• •■•R■• WIH!Jilfl MIOOIH!fl 119'98'1 

.:, ... : _. , : 
.. . ... 

,• .. .. 

.. 
- . . . 

. . 
. . 
. 
. 

. . . . . 
:·. -:------------. . . . . . . . . . . . ~==============.. . . . . . . . . 

• . . . . . . . . . . 
•. ~ : . 

. . . 
..: . . . 

' . . . . 
. . . . -.----------

. . 
. . . 
-·-------· 

' . 

· : ; ! 

.•. ' . 

', .. · . • 

.. -~- .. ,; 
.. ·;, 

•' ' 

. .. ~. -

. ·. 

----------



EO 3. 3b (3) 
PL 86-36/50 USC 3605 

••• •••111•• ••• M8W 111e1M1• 

---�[ l=0=5_l_F r a z e r, L . K . , I  

r 
• I 

I 
I ' 
\ 

[ 1 0 6 ]  F riedman, W . F . ,  " Description o f  the General Principles of 
an Invention of  a Machine for Locating Idiomorphs and Isomorphs in Cryp­
tanalysis" ,  Signal Inte lligence Section, 14 Apr 1 9 3 7, C83 .8  (R5 1  Classi­
fied Mathematics Library) . 

\ 
\ 
\ 
\ 
\ .,, 

[ 1 0 7 ] F r ie dm a n ,  W . F . ,  " Six Le ctures on Crypto l ogy " , 1 9 6 5 , 
S-14 4 4 7 3  (R5 1  Classified Mathematics Library) . 

[ 1 0 8 ]  Friedman, W . F . ,  " The Index of Coincidence and Its Appl ica­
tions in Cryptanalysis " ,  Signal Intelligence Section, 19 3 5, C-5 07 (R51 
Classified Mathematics Library) . 

[ 1 0 9 ]  Friedman, W . F . ,  " L ' Indice de Coincidence et Ses Applica-
tions  en Cryptogra phie " , Rive rb ank Publication No . 22 ,  Paris, 19 2 1, 

. S-3 1782 ( Cryptologic Collection Box 3 6 3 ) . 

.,, .... ... ... 
•· . 
... ... 
•·. 
·•, •·. 
· •, . •, • ·. . •, . .. . .. .. _ ___,,

[ti 

. . 
[ 1 1 1 ]  Garey, M . R .  and Johnson, D . S . ,  " Computers and Intractabil­

ity, A Guide to the Theory of NP-Completeness 11 ,  W .  H .  Freeman and Com- . . 
pany, 1979  (NSA Main Library) . 

1 

�1 1 2 ] Getchell
, 

B . c • ._ 

Ii -----------------------------------------. 
[ 1 1 3 ] Gingerich, H . F . f 

Ii 
[ 1 14 ]  Gl e a s on, A . ,  " The Theory of  Wired Wheels ", 28 Jan 1953,  • 

• S-3 0 58 ( Cryptologic Collection Box 78) . 

[ 1 1 71 Good, I . J . J 

l 
[ 1 18 ]  Good, I . J . ,  " A  List o f  Properties o f  Bayes-Turing Factors",  • 

I DA-CRD W .  P .  N o .  1 1 3 , Apr 1964 , S-154619  (R51 Classified Mathematics , 
Library) . 

i PL 86-36/50 USC 360 5 I . . -90- • • I EO 3. 3b (3) 

� __ ,,�,TEE !22!!! £HIM _Y!!ml!:-.!!!!H! ,;;;;;J EO 3 .  3b ( 6) 

Dec] as.sified and Approved for Release by N'.3A on 04 29 20 :;:5 pur.,rnarJ
'i-

P
_
L
_

8
_
6

_
-3

_
6
_

1
_

5
_o_u_s_c_

3
_
6
_
0
_
5

..,. , .s c  Jr 
) 1 446:i 

- - - - . I 

.. 
.. 

__. • ■ - -



t 

EO 3. 3b (3) 
EO 3. 3b ( 6) 
PL 86-36/50 USC 3605 

♦ 
• . •  11111111111 

• ♦ •. lll!••r-
• 

·
-.

. : 
1 

__ .....,r 1 .. 1 .... Q""'J. __ G.,;� .. 

� 

... 

:-.

--· _r_,, J � 

l 
·
i::::�:

r

_

1

=_

2

�
-

0

�

1 

_G_

o

_

o

_

d

_�_\_�-
._· 

J

_

.

_,_1 __________________
_ 1 .. . 

( 1 2 1 ]  Good, r: J. , "Pioneering Work on Computers at Bletchley",  A 
History o f  Computing. in the Twentieth Century, Academic Press ,  19 80 
(NSA Main Library) . • •  • . . . 

i=��:_-_
[
�

1

-

2 2

-J--

G

-

o

-

od

_
,
_

I

_

.

_

J

_
::,_:�"'"'.--------------------------------

_-_-------------------------------
_-----------_-:::I 

___ ... (1-"'. 2"'""3_.L_Good,_I .;[, ;-} 

I 

Good
, 

I . J. «J 

[ 1 2  5 ]  Go o d ,  I .  J . ,  " The Interaction Algorithm and Practical  
Fourier Series " ,  J .  o f  the Royal Statistical Society, Series B, Vol . 
2 0 , No . 2 , pp. 3 61-3 7 2, 1958 ( also an Addendum in Vol. 2 2, No. 2, pp . 
3 72-375, 1 9 60 ) ; (NSA FANX Library) . 

( 1 2  6 ]  Hanrahan, R. B. , "Considerations o f  MARK XII Reply Evalua-
tion Procedure " ,  Doc-21  Informal Note No. 7 ,  3 Nov 1 9 58 (X Library) . 

( 1 2 7 ] Harris, B. , " Probability Distributions Related to Random 
Mapping s " ,  Annals  o f  Math . Stat. , Vol . 3 1, No. 4 ,  Dec 1 9 6 0, pp. 
1 04 5- 10 6 2  ( FANX Library) . 

[ 13 o ]  Impett, R .  , I A54 2/0 2/82/R, 1 Sep 1 982. 

___ , ___________________ , __________ ---\ _  

,

,_ ___ [1 3 2] J a Cob s  L w. w .  J 

. ..  
... 

I EO 3 .  3b (3) 
---==--=Wa=��=�,-d!-!l;l-;w-e,-!11;-------------------i PL 8 6-3 6 / 50 USC 3 6 0 5 

-91-

Decl assified and 
1 1446'.'i 

for Release by NSA on 04-29 2025 pursuant to E lu @  ± .JUL .. ; r .1L1t c..t13L 11 

1- I 

... . ... 

[ __ ' 



. . . . . . . . . . . 

EO 3. 3b (3) 
PL 86-36/50 use 3605 86-36/50 USC 3605 I 

Hl■IH 

[ 1 3 3 ] Jacobs, w. w. ,  " The cryptanalysis o t• ."the TUNNY Device" ,  
( covered by memo SPSIB- 3 , 7 May 1 9 4 5, from Frah� .B . Rowlett, Chief, 

: General Cryptanalysis Branch, U. S. Army Signal Cbrps; to the co, Signal • 
-: Security Agency) , S-9 6 37 · ( Cryptologic Collectioh Box.♦ 5 2 3 ) . 

. . 
• 

[ 1 3  6 ]  Kendall, M. G. and Babington-.Smi th,.♦ B. , "Randomness and Ran-
. : dom Sampling Numbers" ,  J. Roy .. ·stat. soc-. 1 01, • 19 38, C-1 3 5 6  ( R5 1  Classi-

• f ied Mathematics Library) . . • • ." . . 
: [ .1 3 7 ] � 

� 
" Equiva.;t �nce cl.asses of  Irreducible Goppa 

: Codes", R51 MATH/0�7BI, 4 ar 1981/ S-2 226�0 (R51 Classified Mathemat­
. ics Library) . 

[ 13 9 ] Knuth, D. , " Deciphering a Linear Congruential Encryption" ,  
IEEE Transa ct ions on InfQ♦

• Theory, yol. IT-3 1, No. 1, Jan 198 5, pp. 
4 9-52  ( FANX Library) . . 

I 

[ 1 4 0 ]  i 
I 

" Probabil!stic Motion : An Introductory Sur- . 
vey" , SCAMP . P. No. '2'I7's , Sep 1986 _,' S-2 30010  (R51 Classified Mathemat-
ics Library) . 

. 
[ 1 4 1 ]  Kronl age, C. R. , " FLEMING Completion Rep ort" , R3 2 5, Feb 

1976,  S-2 1 35 5 4  ( R5 1  Classified Mattiematics Library) . 

[ 14 2 ]  Kul lback, S. , " Statistical Methods in Cryptanalysis",  Sig­
nal I ntel ligence Service, 19 38, • C-8 3 5  (R5 1  Classified Mathematics Li­
b rary) . ( Reprinted in the NSA technical Literature Series as Monograph 
No . 14, 1967,  S-180 4 9 4. ) . 

[ 1 4 3 ]  Kul lback, S. , 11'Phe Increasing Complexity of the Analytic 
Equipment Program ", NSA, 12 0qt 1955, S-14 6 4 0 6  (R51 Classified Mathemat­
ics Library) . . 

[ 14 4 ]  Kupperman, M. , " !s the Index of Coincidence Obsolete? " ,  Col­
lected Papers on Cryptanalytic Diagnosis, Pl, Apr 1 9 6 9, pp . 199-2 10, 
S-19 4 07 4  ( R5 1  Classified M�thematics Library) . . 

[ 1 4  5 ]  Kupperman, M� , "Recent Literature on Algebraic Cryptogra-
phy" ,  Book  Review, NSA .♦Tech . Journal, Vol . VII, No. 2 ,  Spring 1962,  
S-182 2 9 2  ( R5 1  Classified Mathematics Library) . . 

[ 1 4 6 ]  [ f, " Sorting for COMSEC", Sl2 Inf . Note No . 280, 
15  Jul 197 0, s -!9 9 57 0  (R51  Classified Mathematics Library) . 

-92-

Dec: l ass:i f :i ed and Approved f or HeJease b y  Nt3l\ o n  04· 29- 20 25 pu .suant t o  E . O .  1 3 :5261 MllR CasE� j/ 
1 1 4 4 65 

I 

r. 



EO 3. 3b (3) 86-36/50 use 3605 1 
i# PL 86-36/50 USC 3605 

•
• 

♦• 1:rer 8991111..-..JBMI llflOOll:119 .......... ♦ ♦ • 

... _________ ·_·_:_:_:_·.-i·i-�---------------------------r : • 
[ 1 4 8 ]  �agarias, ·.1 i c: • .and Odlyzko, A . M . ,  " Solving Low-Density Sub­

set sum Pro?li lems " ,  J .  of the . ACM, Vol . 3 2, No . 1, pp . 2 2 9 - 2 4 6, Jan 1985 
(NSA Main Li�rary) . • • 

� 
[ 1 4 9 ]  ; Lawrence, J . A . · • and l � " Report on Project 

SCAMP 1 985 11 ,� Vol . I, Sep 1985,♦
• s - �,669 tffS! e1ass

1
fied Mathematics Li-

brary) . 
♦ 

[ 1 5 0 ] Lawrence, J . A . and ... ) ________ ) ,  " Report on Project • 
SCAMP 1985 11 , Vol . II, Sep 1985, S-227670  (R51  Classified Mathematics Li­
brary) . 

[ 15 1 ]  :Leahy, F . T . ,  "Bayes Marches On", NSA Tech . Journal, Vol . V, : 
No . 1,  Jan � 6 0, S-182242  (R51 Classified Mathematics Library) . · . 

. [ 1 5 2 ] :· Leib ler, R . A . and Neuburg, E . P . ,  " A  Brief History o f  
IDA/ CRD" , R�A- 2 6, 2 2  Jun 1 98 7 ,  plus Appendices VI-XI, same authors , • 
RSA- 27,  2 2  J°);n 1 987 ( R5 1  Classified Mathematics Library) . ·. 

[ 15 3 ]  •,Lenstra, H . W. ,  Jr. , "Elliptic Curve Factorization", Annals . . of Mathemat�s, Vol . 1 2 6, No . 3, Nov 1987, pp . 6 4 9 - 6 7 3  ( FANX Library) . 
•, 

[ 1 5 4 ] :1ienstra, A . K . ,  Lenstra, H . w . ,  Jr . ,  and Lovasz, L . , "Factor- • 
ing Polynonr3. a l s  with Rational Coefficients " ,  Mathematische Annelen , • 
Vol . 2 6 1, NO.: 4 ,  1 982 , 

[ 1 5 5 ]  t I et al, " The Application of  Mathematics to Cryp- . 
t o l ogy 11 , Re�. arch Proposal, 15  May 1969,  S-2 1 6 2 4 0  (R51  Classified Math­
ematics Lib�ary) . 

. 
[ 1 58 ] < Mahon, A . P . ,  " The History o f  Hut Eight, 1 9 3 9-1945 11 , Jun 

; j  1 9 4 5, S-2 4 5 � : ( Cryptologic Collection Box 6 5 ) . 

[ 1 5 9 ] ' , M ayo l,  F .  C . ,  
S-185 024  ( F�X Library) . 

" HEMBREE Completion Report ", R73,  Oct 1966 , 

[ 1 6  0 ]  : I I "General Cryptanalytic Attacks" ,  
A583/2 5/ 7 2  �h��e�oi-�Rft@�p�a�r�t-,•-1--,,owe�e-1�9"""",�2

-
,..&.r-s�-�2�2�0�s�2�9� (R5 1 Classified Mathemat-

ics LibraryJ . 

[ 1 6 1 ]  1 , ___ , J "General Cryptanalytic Attacks supple-
ment ",  A54  7'�7'6 Tecfi'�epor , 3 Nov 197 6, S-2 2 05 28 (R5 1  Classified 
Mathematics Library) . 

Declassified and 
l. 1446'.'i 

-93-

for Release b y  N S A  on 04 29 2025 pursuant t o  E .O .  1 3526, MOR Case # 

'( PL 

• . 

. . 

Approved 

• - I 



I 
I 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 

J PL 86-36/50 USC 3605 1 

WIS lllla■W ••- llflll- l!lllllfl . 
.. .. ( 16 2 ]  McEliece, R. J. , ''A Public-Key Cryptosystem· Based on Algebra­

ic Coding Theory ",  DSN Progress Report 4 2 -44,  JPL, i978, pp. 114-116  . 
( Preprint available, R5 1 Classified Mathematics Library, S-2 18869. ) .. 

.. . 
:: ( 1 6 3 ] Merkle, R. and Hell man, M. , "Hiding Ir}'formation and Signa- • 
• · tures in Trapdoor Knapsacks",  IEEE Trans. Info. Theory IT-2 4 ,  Sep 1978, • 
: : pp. 5 2 5 -5 3 0  (NSA Main Library) . 

: : ,
------------------------

�-
---------

_J--{ . . . 
. . . . __________________________ ..,_ _________ _ . 

( 1 6 5 ]  Miller, v. s. , "Use o f  Elliptic Cunres in Cryptography" ,  Ad­
• • vances in Cryptology-CRYPTO 8 5, Springer-Verlag, 1 986 . . . 

" ( 1 68 ]  J r "The Diagnosis of  (name omit-
ted) 11 , IDA-� ... R--b-.. w ... --p ... -N-o-.-a"""§ .. 1-, _b,_e

_
c_i.,§-a·,--

, S-2 30071  (R5 1 Classified Math-
• ematics Library) . 

( 1 6 9 ]  Moore, D. P. and s wift, J. D. , "Note on Sorting Repeats " ,  
. SCAMP W. P. No. 1 2/ 6 1, 4 Aug 1 96 1, S-13 2 6 28 (R51 Classified Mathematics 
• Library) . 

( 1 7 O ]  Moore, D. P. and swift, J. D. , 11 Further Note on Sorting Re-
• peats '' ,  SCAMP W. P. No. 17/ 6 1, 9 Aug 19 6 1, S-13 2 6 3 2 (R5 1  Classified Ma�h­

ematics Library) . 

[ 1 7 1 ]  Morris on, M. A. and Brillhart, J. , 11 A Method o f  Factoring 
• and the Factorization of  F7 11 , Math. Comp. , Vol 2 9, 1975, pp. 183 -205  
: ( NSA Main Library) . 

[ 1 7 5 ] Parker, R . D. ,  "Recollections Concerning the Birth of  One-
Time Tape Cryptography",  NSATJ Vol I, No. 2,  Jul 19 5 6  ( R5 1  Classified 
Mathematics Library) . 

Decl assi fied and 
J1446'S 

- 9 4 -. 
•■r 1■1•R■• WHIM llf'l-101:119 111-901111 

for Release NSA on 04-29 -2025 pursuant t o  E .O .  13526, MDR C ase # 

l 
, 

: . , . 

1 .. ,. - - .--. 

. . . . 

. 
. . . 

. ,....____ _______ _ 

. . . 

. . 

. . . ---------
. . . 

. . 

. 

. . 

. , .. - -· 

. 
. 
. . 



EO 3. 3b (3) 
PL 86-36/50 USC 3605 

EO 3. 3b (3) 
EO 3. 3b (6) 
PL 86-36/50 USC 3605 

. . . 

•
•
• • . I __ , ____ -

-----------------------------_ -_--_____ I 

l I 
[ 178 ] [ 

�
, "The Great SCAMP Contest" , SCAMP W . P. No . 

2 �/85, Sep 1985, . S- 2 27 6 56 ( Sl  Classified Mathematics Library) . 

; [ 1 7 9  J ( :_ 
• • 

• • , 
\ 

"Report on Project SCAMP 
1P86 11 , Sep 1986, Vol. I S-230070, VoI, .II S-2Y 0 72 (RSl Classified Math-
ematics Library) . •. 

• 
• • 

. • . . . . . . 
[ 18  O ]  Pattetson, W. , "Mathematical Cryptol�gy for Computer Scien­

tists and Mathematicians " ,  Rowman & Littlefield; "U6A , 1 987 (NSA Main Li-
15rary) • •. 

. [ 181 ] Pende:tgra s s , J. T. , LCDR, " High , Sp�e 
Machines, Cryptanalytic Use o f" ,  Op-2 0 -r.,-,4·,• 15  Oct 1 9 4 6, S-19 9 3  
"Cl as sified Mathemat�cs Library) . �!\ep'rinted in NSA Tech. J. , 
:No .  3 ,  Aug 1964. ) • 

[ 18 2 ] [ 
f Palmer , C. , " RYE : An Extended Capacity 

• Remote Acces�s-"'"'S,...y"""s"""'t.'""e ... m ...... 11,..,-... N .. S""A .. Tech. Journal, Vol. IX, No. 2 ,  May 19 6 4, 
: S-1823 68 (R51 ClassifJ.ed Mathematics Library) . 

[ 18 6 )  Pohlig ,  s. �. and Hel lman , M. , "An Improved Algorithm for 
Computing Logarithms over GF( p) and Its Cryptographic significance" ,  
IEEE Trans. Info. Theory '_IT-24,  1978, pp. 1 06-110  (NSA Main Library) . 

[ 18 7 ] Pomerance, C .•1 " The Quadratic Sieve Algorithm" , Advances in 
Cryptology : Proceedings of Crypto 84, Springer-Verlag, Berlin, 1 985, pp. 
169-182 (NSA Main Library)� 

[ 1881 Proto,  R. c. ,J 

[ 18 9 ]  Radford, J .  H. , "Project NYLAND System Acquisition Plan and 
System Plan" , R81, 2 5  Aug 1978 . 

[ 1 9 0 )  Randell, B.  , " The Colossus" ,  A History o f  Computing in the 
Twentieth Century, Academic Press, 1980 (NSA Main Library) . 

Dec l assj fj ed a nd 
1 1 4 465 

-95-

for Release by N'.3A on 04 29 - 202'.5 pur s uant t o  E . O ,  13526 1 MDR Case �-

J,_____----{I 
••--•• 91111M 



EO 3. 3b (3) 
PL 86-36/50 USC 3605 

1!1911 8118M• IHIDllft 1111••■•-•••• 

( 19 1 ]  Reeds,  J . A. and Weinberger, P. J. , " File Security and the 
UNIX  System Crypt Command",  AT&T Bell  Laboratories Technical Journal , 
Vol. 6 3 ,  No. 8,  Oct 1984,  pp . 167 3-1683  (NSA Main Library) .  

[ 19 2 ]  Rejewski, M . , "Mathematical Solution o f  the ENIGMA Cipher" , 
Zas t o s owania Mathematyk i, Applicationes Mathemalire, 1980, S-2 2 3 3 3 0  
( R5 1 C las sified Mathematics Library) : (reprinted in Cryptologia, Vol. 
6, No. 1, January, 1 982 ) . 

[ 1 9 3 ] Rivest, R. L. , "The Impact of Technology on Cryptography",  
MIT Laborat ory for Computer Science, undated (but received at NSA in 
May 1978) , S-2 1 6 3 1 0  (R51 Classified Mathematics Library) . 

[ 19 4 ]  Rivest, R. L. ,  Shamir, A. , and Adleman, L. , "On Digital Sig- • 
natures and Publ ic-Key Cryptosystems" ,  MIT/LCS/TM-82,  M. I . T . ,  Apr 1977 , 
S-2 184 6 1  ( R5 1  Classified Mathematics Library) .  

I 
[ 19  6 ]  Rueppel ,  R. A. , " Analysis and Desiqn of Stream Ciphers " , 

Springer-Verlag, 1986 ( NSA
. ��

i
·
n

· �����r:: � .  t PL 86-36/50 USC 3605 1 

[ 1 9 7 ] ( 1, "Topics in Crypitologic Mathematics ' , R51 ,  to 
appear in tLe H!X �Iyp�oThgic Litetatote,�eries. ' 

\ 
[ 198]  Schnorr, C. P. and Lenstra ,. -. H.W. ,  Jr. , "A Monte Carlo Factor- • 

ing Algorithm with Linear Storage", . <Math. Comp. , Vol. 4 3, No. 167,  Jul : 
1984, pp. 289 - 3 11 ( NSA Main Library� :  . • . 

[ 1 9 9 ] Seaman, J. N. , 11 Solut.!on of  the German Teletypewriter Cipher . 
system ( ' TUNNY ' )  11 , Jun 1947 ,  Sr264 and s-9 0 6 0  ( S-264  in R5 1 Classified • 
Mathematics Library) .  . • . • 

• • 
[ 2 0 0 ]  • ( 1 ♦ -n common Repeat Searching Methods" ,  SCAMP • 

W. P. No. 2/80,._S�eRp-1�g�a-o-, -s---2-a�1-9�3�a,........,(�R�S-1� c1assified Mathematics Library) . 
• 

[ 2 0 1 ]  • [ { " Sorting on the CRAY-1 : An Overview", SCAMP : 
W. P. No. 1 677'8', 's'ep 1978 , S-2 1 9 4 9 9  ( R5 1  Classified Mathematics Li- · 
brary) . 

[ 2 0 3  J Shamir, A. , " A  Polynomial Time Algorithm for Breaking the 
Basic Merkle-Hel l man Crypto system 11 , Proceedings o f  the 2 3 rd Annual 
Symp . on the Found . of Comp. Sci .  ( IEEE) , pp . 1 45-152,  1982 (NSA Main 
Library) . 

[ 2 0 4 ] Sha mir, A. , 11 O n  the Complexity o f  Knap sack Systems " ,  
M. I. T . , Feb 1 9 7 9 , S-2 16 3 4 4  ( R5 1  Classified Mathematics Library) .  

-96-

I 

. . . . . . . . . . . . . . . . . . . . 

Decla .s .s ified and Approved for Re lea.se by NSA on 04 29 2025 pursuant to E ,O .  1 3526, MDR Ca.se j/ 
I 14 4 6'.'l 

. - -

. . . . . . . . . . . . . . . . . . . . . 
-----------1 . . . . 

__. . . . 
. 
. . 
. . 
. . . 
. 
. 
. . 

I • 



EO 
EO 

Decll 
PL 

1 1446'.'i 

EO 3. 3b (3) 
PL 86 -36/50 USC 3605 

( 2 0 6] l I A541/ 48/ 77/IN, 
Oct 1 97 7. ______________________ __. 

( 2 0 7 ]  Silverman, R. D. , "The Multiple Polynomial Quadratic Sieve", 
Mathematics of Computation, Vol. 48, pp. 3 2 9-3 3 9, 1987 (FANX Library) . 

. . . . 

[2 08] Simmons, G. J. and Holdridge, D. , "Forward Search as a Cryp- . 
tanalytic Tool Against a Public-Key Privacy Channel", Proceedings, 1982 
IEEE Symposium on Security and Privacy, Oakland, CA, 2 6-2 8 Apr 1982 , 
pp. 117-12 8. 

( 2 0 9] Snyder, S . S. ,  "Earliest Applications of the Computer at 
• NSA", NSA Tech. Journal, Vol. XVIII, No. 1, Winter 1973 , S- 2 0 7051 (R51 

Classified Mathematics Library) . 

[ 2 10 ]  Snyder, S. S. ,  "Famous First Facts, NSA Part I: Pre-Compu ter . 
Machine Cryptanalysis", NSA Tech. Journal, Vol. XVII, No. 4, Fall 19 7 2 , • • 
S-2 05540 (R51 Classified Mathematics Library) . 

( 2 11] Snyder, s . s . , "History of NSA General-Purpose Electronic Di- · 
gital Computers", Monograph No. 2 ,  NSA Technica�i �Tw.i���o�P���-----� 
1964, S-1573 3 7 (R51 Classified Mathematics Library) . PL 86_36;50 use 3605 

[ 2 12 ] I h · "NE!�t"etl" S�atche�n.;. ·.:i:u�:.� D Expository Rep ort; : 
No. 19, Jun 1981, S-2 2 3 412 (R51 91assified Mathematics Library) . -

: . . . . . . 
( 2 13 ]  [ L • "Trimming Large Trees", SCAMP W. P.  No. 4/ 79, :: 

Jun 1979, S-2 2 0471 (R51 Classified Mathematics Library) . •. 

---�[_2_14_J. __ s t_a_h_l_X-e...J!.:.E.:..J 

I 
( 2 15]  

( cover memo 
Stahly, G.  F. , "Assessment of ;;.;;H=UN�D;...;;O;;..;;;N.;...'-' .,__P�l'"-.,;;;..;;;.�...;;;..,&,........;9;..,.Apr 1986: 
f or attached paper on _HUNDON by 

( 21 61 Stahly, G. F. ,j 

I 
( 2 1 7] Stahly, � 

I J, _______ _ 
( 2 18 ]  Stahly, G. F. , "The Cryptanalysis of the STURGEON Machine", 

• Monograph No. 4, NSA Technical Literature Series, 1965, S-1 63 3 91 (R51 
Classified Mathematics Library) . 

( 2 19] Stahly, G. F . , The Cryptography of STURGEON", NSA-712 ,  15 
Jul 1954, S-3 2 53 2  (R51 Classified Mathematics Library) . 

3. 3b (3) 
3. 3b (6) -97-
86-36/50 USC 3 60 5 . wmmm ••*��� 

l0o r  Release by NSA on 04 29 202 5 pursuant to E.O. 1 3526 ,  MDR Ca.se 11 

' : - ·, 

~ 
L 

11"01' 81'8Mr 9HB!l9s &60!1! 8 ll38@Wt 

L. 

.1 

----.Ir _. 

.. 

/.159/8 6. 

= ,_:: ] 



EO 3. 3b (3) 
PL 86-36/50 USC 3605 

[2 2 0 ] Taussky, o .  and Todd, K. , "Generation and Testing of Pseu­
do-Random Numbers", Symposium on Monte Carlo Methods, H. A. Meyer, ed. , 
Wiley, New York, 195 6, pp. 15-2 8 (NSA Main Library) . 

[ 2 2 1] Taylor, T. , Memo for Colonels Clarke and Corderman, Sub­
ject: "Early 'E' History", 2 2  Jan 1944, S-3 0 91 (Cryptologic Collection 
Box 73 ) .  

• [ 2 2 2 ]  Tomash, E. , "The Start of an ERA: Engineering Research Asso­
ciates, Inc. , 1946-195511

, A History of Computing in the Twentieth Cen­
tury, Academic Press, 1980 (NSA Main Library) . 

L 
[ 2 2 4 )  Tut te , W . T . , 

[2 2 5] Tutte, W. T. , "The Analysis of Rectangles", 2 2  Feb 1945, Col­
lected Papers on Mathematical Cryptology, Vol. II, pp. 3 99-40 4, (R51 
Classified Mathematics Library) . 

I • .. • .. .. ... .. . ... ... ... ... .. . .. . .. . .. . .. .  .. .  . . .  .. . 

_______..,If 
[2 2 7 ] West, N. , " GCHQ", Weidenfeld & Nicholson Limited, London, 

1986 (NSA Main Library) . 

[2 2 8 ] Western, A. E. and Miller, J. C. P. ,  "Tables of Indices and · 
Primitive Roots", Royal Society · Math. Tables, Vol. 9, Cambridge Press, d 

England, 1 968 (NSA Main Library) . : :  

[2 2 9] Wheatley, L . H. , "C ryptanalytic Machines at NSA", NSA-3 4, 3 0  • 
• . . May 1953 , S-183 840 (FANX Library) . 

[2 3 2 ]  � l "Optical Correlation - The FLEMING Ap-
proach", Tee . Memo :RSI7 ,,, 15 Nov 1971, s - 2 0 40 0 3  (FANX Library) . 

[2 3 3 ]  Wray, w� o . , "ENIGMA Conferences -- Tentative List of E NIGMA 
and Other Machine U�ages", OP-2 0-G4-A, 3 0  Mar 1945, S-2 60 7 (Cryptograph­
ic C ollection Box 6�) .  

I PL 86-36/50 USC 3605 [ EO 3 .  3b (3) 
EO 3. 3b (6) 

cc l�-
4 4 6:i 

-98- PL 86-36/50 USC 3605 
1!1111111 1111!11 TIii!■■ l!!l! H!UI!!! II !I ll!!UHU!! . HIii! Pll!U ----------------,11=� 

for Re l ease NSA on U4· ·29 · 2 U 2 '.J pursuant to E .O.  1 3526, MIJR Case j/ 

�-@�=----#-��--------·------�-------·---=---------��------==------------� 

ll 
11 

.. 

. . 

I 
!la! t ! ~ I "'1 I ~ ---' --=---------------

b y 



(2341 

·"' 91!01R!lll!-M911!--Wl!eMf!l!9 ...... ll!J .... 

wu�e.:lich, M. and I 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 

.. . . 

�] ______________________________________ __..a, . 
[ 2 3 5 ]  Yates,  F. , "The Design and Analysis of Factorial Experi .. 

men t s " ,  Tech. C o mm. No. 3 5  o f  the C ommonwealth Bureau o f  Soil s ;, 
Hampden, England, 19 37,  S-2 02795  (R5 1  Classified Mathematics Library) . . 

[ 2 3 6 ] Yoxal l ,  L. , " An Introduction to Cryptologic Mathematics : : 
Probability and Statistics " ,  NSA Technical Literature Series Monograph· 
No. 1 0 ,  19 6 6 , S- 1 6 9 3 0 3  ( R5 1  C l a s s ified Mathematics Library) . (Re-

·
. 

printed from lectures given by Yoxall to courses run at GCHQ over the : 
years. ) 

[ 2 3 9 ]  Zorpette, G .  , "Electrotechnology in World War II : Breaking 
the enemy ' s  code " ,  IEEE Spectrum, Vol. 2 4, No. 9 ,  pp. 42-51, Sep 1 9 87 
(NSA Main Library) . 

Decl assified and 
1 l 4 4 6'.i 

- 9 9 -

for Release by NSA on 04 29 2025 pursuant t o  E . O .  1 3526, MOR C ase # 

....______,, 

-

·. . 

' . 
. . . 



Index 

1 604 - 4 2 ,  4 4 ,  4 5, 7 6  
3 1-wheel - 68 
3 7 -wheel - 68 
4 3 -wheel - 68 
4 9 0  - 4 4  
4 9 4  - 4 4  
61-wheel - 68 
6 6 0 0  - 2 1, 2 5, 3 3 , 4 5, 48, 7 6  
7 6 0 0  - 3 3 , 4 5, 75 ,  7 6  

A 
A-2 2  - 7 0  
A5 - 5 , 2 0 , 2 3 , 4 5 
access - 4 4, 4 5, 5 1  
Adleman, L .  M .  - 48 
Aegean Park Press - 28 
AFSA - 4, 4 0, 6 1, 62  
AFSA-14 - 6 2  
AFSA-2 0 6  - 6 1, 6 2  
AFSA- 34  - 61, 6 2  
AFSA-3 4 1  - 61  
AFSA- 3 4 4  - 6 2  
AFSA- 3 5  - 6 1  
AFSA-4 12  - 6 1, 6 2  
Ahrens, Roger - 6 3  
Aida - 1 6  
Air Force - 6 6  
Aitkin, Alexander - 5 6  
Albert . Adrian - 5,  5 9, 6 1, 64  

■ ■ 
• 

■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■ 

alpha et r ng - 6 6  
ALWAC III - 4 4  
American - 2, 4 ,  8, 14,  15,  1 6, 28, 58, 78, 7 9  
analogue SPD - 4 3  
Arizona State College - 6 1  
Arlington Hall - 6 2  
Armed Forces Security Agency - 4 
Army - 1 ,  3 , 4 , 8 , 2 7 ,  3 9 , 5 9 , 6 5., . '(;°6 , 7 0 
Ashcroft, Michael - 57  • 
Atkin, A .  Oliver - 57  
Atlas I - 1 6, 17,  4 3  
Atlas II - 16,  17, 4 4  • • • 
autoclave - 68 . • 

[
autok�=

�-
11,

J
s ;  5 0, 5 1, 68, 7 3  

B 
B-1 3  - 7 0  
B-2 1  - 8, 17, 18, 7 0  
B-2 1/2 2  - 7 0  
B-2 1 1  - 17,  18, 7 0  
B-2 2  - 7 0  

-100-

EO 3.  3b (3) 
PL 86-36/50 USC 3605 

Decla.s.si fied and Approved for Re lease by NSA on 04 29 2025 pur .suant  to E .O .  135 26, MOR C ase Jt 
I 14  4 6::i 

' A 
E I E 

- . -· -



. 162 BZCl'1ftlll9!1!BHfi BfiBO!l!O 11oe•• 

B-3 1/3 2 - 70  
B6 - 45  

- 2 Babbage, Charles 
ban - 29 
Banburismus - 2 9  
Banbury - 2 9  EO 3. 3b (3) 

bar - 16 , 7 0  PL 86-36/50 USC 3605 

i I • •  
■ 

•
•

• 
■ •  ■ •

• • • • • • •  Q �-
---

---------­.. 
Baudot code - 68  ♦ • 

♦ 
♦ • 

♦ • 

Bayes ' Theorem ♦ • 

BC-38 - 7 0  
Bell  Telephone Laboratories � �q# : 
Belsky, Martin - 6 3  • • •• ·  
Benenson, Peter - 57 

. . . 
86-36/50 USC 3605 Berlekamp, Elwyn - 23 ,  2 5  · 1  PL 

Berterman, John - 6 3  
Bil lingsley, Patrick - £1 • . . • � •  • ,----------� . . . . ·. . . . .. 
Black Chamber - 4 . • . . . • • • • •• . . 

1 . .., . . =------------·-� 
• • • 

Blankinshi.E,, Wil liern. .- • 3 ;  
0

15/ 23,  6 0  
[ 

♦ 
] -;=:'!;""l"� ..... --....------BJ.1 "CZKr1e2, - � • 

( ] 
BOGART - 4 4  
bomba - 10, 3 9  
bombe - 2 ,  7 ,  9 ,  10,  1,, 3 4, 3 9 ,  . 4 1  
bomby - 3 9  
bookbreaker - 4 4  
B6olean function - JS, 2 0, 22; 7 3  
Bostick, Charles - • 6 1, 6 2, �3 
Botts, Truman - 6 i  
I 

. 
♦ 

• 

♦ • 

♦ • 

�rewer , Jane - 5�� 
Brickell, E. F :  - 47 
British - 4 ,  S, 10 ,  12 >

. 
19, 2 8, 3 4, 3 7, 3 9, 5 0 ,  5 6, 65 ,  6 6 ,  6 8 ,  6 9  

I I 
• 

!§rooks, Pan_sy - 6 3
j 

• 

r;;�, R. �. - o� 
bulge - 1 5, 2 1, 2 2  
Burroughs - 7 5  
BYTEMAN - 3 7, 5 1  

C 
C- 3 5  - 7 0  
C-3 6  - 7 0  
C-3 7 - 7 0  
C-3 8 - 1 ,  8, 14,  15,  16,  3 1, 3 4, 41, 42, 6 2 ,  7 0  
C-52 - 14,  1 6, _ 4 1, 4 2 ,  7 0, 7 1  
CADY - 4 2  
cage - 1 5, 16 , 4 1, 7 0, 7 1  
Cairns, Stewart s. - 2 ,  4 ,  60, 6 1  
California Institute o f  Technology - 60 

DecJ assj fied and 
J ] ,1465 

-101-

for Re lea se by NSA on 04-29- 2 025 pursuant  t o  E .O .  13526, MOR Case # 

I - - -

[ 

Approved 



W•II .. IMiillila lJHIM: .,. ............... . 

Cambridge (University) - 56, 57 
Campaigne, Howard H. - 58, 61 
Canadian - 48 
cantor, D. G. - 24 
CAP - 4 5 EO 3 . 3b ( 3 ) 
CAR - 45 , 76 

PL 86-36/50 USC 3605 

1
,car.sro, Dav id l -. � 7 . . . . . . . . . . . . . .  _,,,_ _________ _ 
Cassels, J. w .  s .  - 57 
catalog attack - 46, 50, 53 
Cave, Robert - 30 . 
CDC - 21, 25, 33, 43, 44, 45, 48, 75, 76 
CDC 16 0 4  - 44 , 76 .• 
CDC 6600 - 21, 25, 33, 45, 48, 76 
CDC 7600 - 33, 76 • 
Chamberlain, Arthur - 57 
Charlap, L. - 2 2  
Chi wheel - 13, 68 
Chinese - 20 
Chown, Leslie - 57 
Church - 58 
Cipher Bureau - 65 
cipher system analogue - 41 
Cipher Text Auto Key· - 52 
Clifford, A. H. - 58 
closure - 9 : 

r

;��S=e��e - 3 3 
• 
." 3S i 

. 
3

_ 

6

_' . � � 
• 
. .  

5

_

3 

. . . . . .  : . 
� 
_J PL 8 6� 3 6 / 5 D  USC 3 6 D 5  

Cocks, C. C. �•79, 80  
code - 18, 21; 39 , 53, 55, 65, 66, 68, 82· 
rAl!ebook - Jr 

co!Iection technology - 7 
COLOSSI - 2, 14, 39 
COLOSSUS - 2, 14, 41 
Colvill, Tom - 57 
combiner - 20, 21 
combining function - 20, 22, 72h " 73 
COMINT - 3 
commercial cipher machine - 3 , . "6,· 20 
commercial COMSEC Endorsemen�"Program - 79 
commercial cryptography - 3 • 
commercial machine - 3 • 
commercial offering - 65 
commercial producer - 19 • 
commercial success - 70 ." 
commercially-produced m�chine - 14 
I 1 
Communications Research Division - 5 
communications technology - 2, 6, 55 

Declass i f ied and 
114465 

-1 0 2-

t or Re lease by NSA. on 04 --29- 2025 pursuant to E . O .  13526 , MOR Ca.se j/ 

• ■ -

] 



!OP 6£81'!!'!-e!' .. DM &80 .. t!'e 1'.!eMfl 

co mparato r - 3 9 ,  40 
co mplexity theo ry - 46 
co mputatio nal co mplexity - 46 
co mputer crypto graphy - 11, 3 7  
co mputer po wer - 1 6, 45 
co mputer security - 45 
co mputing techno lo gy - 4, 55 
COMSE C - 2 ,  3 ,  10, 11, 19 , 2 0, 2 1, 3 0, 3 3 ,  3 7, 42 , 45, 48, 50, 51 , 52 , 

55, 61, 79 
CONNIE - 40 
co nsultant - 6, 58 
co ntracto r - 42 
Co ntro l Data Co rpo ratio n - 42 ,  43 
co nvo lutio n - 15 
Coo ley-Tukey - 2 1  
Co ppersmith, D. - 11, 2 6, 48 

[Coppe�altit�
-
OdJ�cr�:��

o.e��:� .-. �? . --------
�o rneII Un1.vers1.1:y - 5 6  ( PL 86-36/50 use 3605 i 
Cowan, David - 59 �- ------------

framer , c , f , - 5 0 

Cray Research, I!c
·
. • � - �3

· • • • • • • • • • • • • • • • '
[

o 3.3b (3) 
CRAY-1 - 2 6, 3 3 ,  42,  7 6, 77 PL 86-36/50 USC 3605 
CRAY -XMP - 3 0, 3 1, 48 . . . , -------
crib - 9 ,  10, 11, 3 1, 3 3 ,  3 4, 3 � ,. .4-0•, · .a. 1,. • 42 
crib dragging - 3 4, 40, . . 

• • • • • 

,::�i;: J;:::r , -
4

•• 

• 

c;;rum, Michael - 57 
cryptanalytic techno lo gy - 8 
Crypto AG - 7 0 , 7 1  
crypto graphic techno lo gy - 7 
Crypto Mathematics Institute - 4 
CSP-1500 - 1 ,  7 0  
CTAK - 5 2 ,  73 
CX-5 2  - 16 , 17 , 37 , 4 1 ,  7 0 , 7 1  
CX- 52A - 7 1  
CX-52 B - 7 1  
CX-52 M - 71 
cyclo meter - 3 9  
Cyrillic alphabet - 3 2  

D 
DASCOMB - 7 6  
Data E ncryptio n Standard - 6, 3 7, 78 
Dawso n, Reed B.  - 58, 61 
DDR - 6 
Deal, Richard - 63 
DE CAPOD - 2 4, 7 6  
deciban 2 9  
decibel - 2 9  

-103 -

Decla.s .s .i t ied and Approved t or Relea .se by N '.31\ on 04--- 29 --- 20215 pur.suant t o  E . O .  135 2 6, MDR C a.se # 
l l LJ 465 

■ • - -

-- , _ ,._ 

J 

, • . . 



101 SUSICl!l'I 119M !l!fl8'8"!!8 lfl•Nlr 

Deerfield, Alan J. - 3 
delta - 12, 13, 68 
delta-key - 13 
delta-one - 68 
delta�pattern - 13 
Denver Research Institute - 42 
depth - 9 ,  16, 29, 30, 31, 34, 39, 40, 51 68 

1
depth readin

l .-. � ? :  ·3·1· 
.

. . . . . . . . . . . .  "-;-0---3-_ 3_b_(3
_

) 
____

_ .. 

DES - 11 . PL 86-36/50 USC 3605 

desktop computer - 43, 45 . �  
diagonal board - 10 
differencing - 12, 18 
Diffie, Whitfield - 6, 46, 78,  al . 
digital computer - 14, 15, 39, .  •41, 43. 
digital signal processing - 25  
digital speech - 34, 52, 51;  73, 79  
dilated - 68 

- r 
C

J.worth • R, 
E.&-=-.§.Q. . . . • • • 

d tted - 25 
Downing College � ·56 

(
D

o1
le, Mahlon ;• 2, 3, 19, 20 

D�Psser, i� - 63 
DRI - 75 
Dribin, Daniel - 59, 60, 61 
drum - 40 
dynamic programming - 31 

E 
Eachus, Joseph J. - 17, 58, 61 
Eddleson, Tom - 57 • 
Edinburgh University - 56 
EOVAC - 2 
eigenvalue - 14 
eigenvector - 12, 13, 15, 16, 25, 54 
eigenvector convergence - 13, 54 
electromechanical - 1, 2, 8 ,  9 ,  11, 12, 14, 37, 39, 50, 51, 54, 72 
electromechanical cipher machine - 1, 8, 3 7, 51, 72 
electromechanical component - 2 
electromechanical technology - 11 
electronic cipher machine - . 2 , 17, 19, 20, 37, 72, 73 
electronic computer - 3 
electronic technology - 2, 3, 19 
elliptic curve - 47, 81 
Ellis, Betty Jo - 16 
Ellis, James - 6, 7 8 ,  7 9  
Ely, R. B. - 58 
Engineering Research Associates - 41, 43, 61 
England - 2, 4, 11, 29 
English - 30 
Engstrom, H�ward T. - 43, 58 

-104-
-----------�11111 lllllH Ill PfM .. MPH?! m=�•m·-------·-

Dec lassified and Ar1iroved for Release by NSA on 0 4 - 29- 2025 pu rsu ant to E.O.  13526, MOR Case # 
J J4 465 

- - - -

1 

!! L 

L. _ _J 



Ti!if 1!11!18M!I! bimMt !YiCO!l!@I !fl!le!I"• 

ENIGMA - 1 , 2 ,  4 ,  8 , 9 ,  1 0 ,  1 1 ,  1 6 ,  29 , 3 1 ,  3 4 ,  3 9 ,  58 , 6 2 , 6 5 , 6 6 , 67 

(
'ENIGMA analo3

ue - 9 

ERA - 43  
" 

Erskine, William .H. - 5 9  
Evans, Thomas - 63 . 
executive secretarit:3.S - 6 0  
Exeter University - 57. 
exponentiation - 47 , 4� , 78 , �9 , 8 0 ,  8 1  . 
F 

facsimile - 3 ,  8 0  
factoring - 47 , 48 , 8 0 ,  8 1  
Fairbanks, Sydney - 6 3  

(,�fl""e_e_d!!"l!b_a_c_k�-_ ...... 3-,-6�. -2"'!!'1-.-2�5-. -3
'=""-
7 • • sj : .. :. � �· :1.�.: ·. ? �  '. 7 4 '  8 1  

. · 
I PL 86-36/ 5 0  u s e  3605 

l_.,.h .,. ' t 3 �, anacc1 . regis er - . . , 
fill - 2 0 ,  2 1 ,  2 2 , 2 5 ,  2 6 ,  43 , 5 2 ,  53 ,. 7 2 ,• .1 3 , 7 4  
fill-key - 2 2  • • 
five-bit key - 1 8 , 68 
flag - 14 , 15 , 5 4  
flagging - 1 4 ,  1 5 , 54  
flat-random - 27 
FLEMING - 21 
Fletcher, Harold - 5 6  
FMS - 9 
FOLKLORE - ·45 
FORTRAN 44 
four-wheel ENIGMA - 6 7  
fractionation - 7 0  
France - 1 4 ,  6 5  . 
Frazer, Lowell K .  (Jim) - . 2 0 ,  6 1 , 63 
French - 6 5 , 6 6  
frequency goµn;t - 15 r J.'6 , 2 1 ,  2 8 '· .Ji ' 3 9 

. . • . . . . . . : . . . . . . . . 
. . . . . . . 

I 1 . . 
Friedman, William F. - 1 ,  3 ,  . • ( ,  8 ,  27 , .�8 , 3 3 , 3 9 ,  43 
full screen text editor - .45 

G 

G Group - 17 
G4 - 5 , 2 0 , 4 5 • • 

[
Garbe, Evel

r 
•- 6 3  

Gayler, Noel, Adm. - 4 

. 

GC & CS - 5 7 , 6 5 , 6 6 . • 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 

GCHQ - 6 ,  14 , 17 1 2 0 ,  � 1., 2 5 ,  2 7 ,  2 8 ,  3 1 , 3 4 ,  3 9 ,  4 3 ,  4 8 ,  5 0 ,  5 6 ,  5 7 ,  
6 5 ,  6 6 ,  8 0  . • 

Gechter, Bernard - �9 
general purpose CQmputer - 41 , 43 , 44 , 5 4 ,  7 5 , 7 6  
George Washingto� University - 6 1  
Germany - 6 5 , 67 1 68 

[
�t

�
�l, �afford c .  - 6 1  

Declassified and Approved for Re le ase 
1 1 446:5 

- 105 -

NSA on 04- 2 9- 2 025 pursuant to E .O .  1 35 26, MDR Case j 

■ - - - -

---- · -

. -
... ..... ··- .. -

. . . . 

• -♦ • . . . . . . 
. 

. . . . . . . 
♦ r ♦ ♦ ♦ . . . . . . . 

♦ ♦ ♦ . . . . . 
♦ . 

. . ' 

♦ • • . . . 



Gillis, Joe - 57  
Gilman - 58 
Gingerich, Hugh - 16  
Glasgow University - 57  
Gleason, Andrew M. - 4 ,  5,  17 ,  58, 60,  6 1  
Goe,E,Eer, Frit z - 6 3  
[ I 
Good, I. J. -: . 4 , 13 ,  14,  2 1, 28, 5 1, 5 6, 57  
Gappa code - 82• Government Code a�d Cypher School - 6 5  
Green, Sandy - 5 7  • . 
Greenwood - 4 ,  58 . 
Grundstellung - 9 ,  1 0,♦ . 3 9, 65  
Guy I Herbert - 63  PL 86-36/ 5 0  USC 3 605 

H 
H-4 6 0  - 7 1  
Hada��rd transform - 2 1, 2 2 ,  4��. 54  
Hagelin - 2,  8, 13,  14,  15, 1 6, 1�, 19

°
, 3 1, 34 ,  3 7, 4 1, 4 2, 44,  45,  62  

Hagelin, Boris - 1, 7 0  • . : 
Hagelin c-series - 14, 17, 19 t 

half-Hebern - 11, 17, 7 0  
Hall,  Dick Wick - 6 1  
Hall, Marshall,  Jr. - 4 ,  5, 58, 6 0� 6 2  
Hampton, Robert, III - 58 
Harikel array - 2 4  
Hanson - 58, 6 1  
Hanson� Eugene H. - 58 

I. 
hardware technology - 7 ,  4 4, j� 
Hart, Lane, III - 63  
Harvard University - 60  
HARVEST 

££ 2:i r 
• • • • • ' ' ' ' ' ' ' ' • ' C '• A 

I - , ,  . . . . . . . . . . . . ·. :. :. ; =• :·:·· . . . . . . . .. . . 
Hedlund, Gustav A.  - 5 ,. �o; · ii . : 1 1 0 

• 

:
al

:
•
; 

Ma
;

tin -, 6 ;  ' 46, 47 ,  4 B,. :7tff,· 7 9 ,  ab, 01 
I I 

.. . . 
• • ♦ .  

• • • . ♦ 

r::-va , J o  n - 57  .f � :  • • 
Highbarger, Robert �• � 3  
Hilton, Peter - .s'6· 

[
Hodge

:
, �=J ·� ·63 

EO 3. 3b (3) 
PL  86-36/50 use 3605 

Howard, J .  H. - 58 
Howard Universi y. � .  ��. -♦ :  • • • • • • • • • • • • • • • •  

♦ 

EO 3. 3b (3) 
EO 3. 3b (6) 
PL 86-36/50 USC 3605 

. . . . . . . . . . . . . . . . .  _ ,_  _________ _ 
I 

IBM - 3 ,  11, 17,  3 9, 4 0, 4 2, 4 4, 62,  7 5, 7 6  
IBM 7 0 9 4  - 4 2 , 7 6  

-106-

Declassified and Approved for Release b y  NSA on 04 29 -2025 pursuant to E.O. 1 35 26 ,  MDR Case # 
1 1446'.'i 

.I 
. . 

. . . . . . . 
. . 

. . . ·1--
- t 1 ..... II ...... 

. . 

-- - -

r i 
1_1 ____.1 · ••• ·1 



IC - 2 7 ,  28 
IDA-CRD - 5,  1 1, 1 6, 17, 22,  2 3, 2 5, 2 9, 3 0, 3 1, 3 3, 38, 44,  4 5, 48 , 6 0  
IDASYS - 4 5  
Identification, Friend or Foe - 52  
idiomorph - 3 3  
IFF - 52  
Index o f  Coincidence - 2 7, 28  
indicator - 9 ,  10,  3 9 , 5 1, 65 ,  67  
indicator system - 9 ,  10,  3 9, 65, 67 

I l 
• 

Institute for Adtanced Study - 6 0  
Institute for eefeh5!e Analyses - 5 
irreducible polynomiai - 2 5, 26, 81  
irregular motion - 1 6  • .  
irregular wheel stepping• � 1 6  
isomorph - 3 2 ,  3 3  
Italy - 11  . J -

----------

- ·  • • • • • • • •  • ,. : • •
• 

• • • • • •
, 

�L 86-36/50 USC 3605 
Jacobs , Walter - 8, 17 , 3 1, 59  _ I ] . . . . . . • •• • • • • 
��i ::::::::::::::::::::::::r � : :  : :  : 
Japan - 1 1, 6 7  
Japanese - 8 ,  9 ,  3 9, 5 1  
Jeffreys, John - 5 6  
Jenkins, Roy - 5 7  
Johnson, Esther - 6 3  
Jol lensten, Ralph - 6 0, 62 , 63  
Joos, Martin - 1 5  
Junior Mathematician - 5,  6 2  

R 
Keine - 68 
Keisler, H. Jerome - 6 0  
Kern, Richard - 6 3  
key generator - 3 7 ,  38, 7 0  

. . . . . . . . . : �

---------

-
EO 3. 3b (3) 
PL 86-36/50 USC 3605 

(�ga;cg...Hgu.e, - i 
. . . . . . . . . . . . . . . . . . . . .  --------

ing s o ege 5 6  
Kings 3 2  
knapsack - 4 6, 4 7 , 78, 7 9, 80 
knapsack number - 4 6, 4 7 ,  80 
knapsack problem - 4 6, 8 0  
knapsack public key system - 7 9  
knapsack system - 47, 78 
Knox, Dil lwyn - 5 6  
Knuth, Donald - 5 
Koken, John C. - 2 ,  6 1  
Koken register - 3 .  
Krall,  H. L. - 58 
Kryha - 1, 8 
Kullback, Solomon - 4 ,  6 ,  28, 59  

- 107-

EO 3. 3b (3) 
EO 3. 3b (6) 
PL 86-36/50 USC 3605 

De c .l as s i. f ie d  and 
11' 1465 

for Rel ease by NSA on  () 4 29 2 D 2 '.) pursuant to F: . O .  1 35 2 6 ,  MDR Ca.se � 

----, 
x- T 1c 11 J -

Approved 

.. ...... 



1181 ll!IIM'I Wlll!M llfll■H•■ 1111111 

Kunze, Ray - 63 
KY-1 - 52 

I t 
I,anders, Aubrey• w. - 58 
lan�a_ge modelling - 27, 30 

[ I 
lattice - 4 7¾ • 
lead-in - 35, ·3 9  
LeCouteur, Ken - · �7 
Leibler, Richard A♦

• •  - 60 ,•  .61 
Lenstra elliptic curve alg6rithm 
letter-subtracter - 7 0 . • . 

- 47 

1 eve 1 - l , 2 , 5 , l O , l 2 ♦, .  13 , 3 O , 
Levenson, Arthur - 14, 62· • • 
Lindley, Denis - 57 
line orinter - 44, 45 

47, 55, 68 
I PL 86-36/50 USC 3605] 

.. � 

Logistics Research ProJ ect 
London University - 56, 57 
LONGFELLOW - 3 7  
lug - 15, 16, 70, 71 
Lutwiniak, William - 62 

M 

- 61 

M-209 - l, 8, 70 \ 

. .  , . .  , . . , . . . ' • •  • • • 
• • • 

• • 
• 

• 
• ♦ • t 

l 

. . . . 
• ♦ . . . . . . . .. .. .. 

machine set-up - 10 \ . 
* •  

r t ■ ■ ■ ■ ■ • • • •• • • • • • .. . . . ... . . . . . . . . . . . . . . . .  �----------- .. � . .. 
[�

acLane,�aunrers :-. p�
♦

-
•

' •. 

• • •

•
• 

: • 

• •  ••

♦:•) 

• • • • • • • • • • • • • • • •

• 

rllllD, A, P, - 2.8 , 
[ ."" • • • •  ·\:.

♦•
•♦ • • • •  

• 
• 

• • 

• 

1 . 1 • . •• Lm_a_n_u_a_I..=c
=

r
=

y
=

p
=

t=o=l;;aao=g---y
..i

- 1 • . ♦ 

Markov chain - 17 . ♦ • 

Markov process - 30 . 
Marriott

� 
John - 57 • •. ♦ 

• I _ 1 · 1•1 • 

(
athemat cs Panel -

J s,_
'./!" 

Mattingly, Ignatius - 63 . • 
Mauller, Ralph - 63 . ♦ 

•
♦ 

maze - lOL llL 33, 5��2. 53, 54, 66 

�Mc:Ji.liec11•i �Ill - :it:  4 9, 78, 82 
[ r 
McMiJJan, Brockway - 60 

-108-

• • • • • ■ • • • • 
■-

. . . . 

EO 3. 3b (3) 
PL 86-36/50 USC 3605 

Decla.•3 si fi_ E,d and Approved for Re l.ease b y  N/.31\ on 04 ·-29 ·-·202 :5 pursuant t.o E .O .  1 35 2 6, MDR Case j/ 
1 1 4 4 65 

• • - - ■ 

L 

l 

[ 
~- Mill Iii ii s~ Hi! Rl:.mcuI J e mmr a VOPQli! 



1 101 SLCIED! GiiB!M !MiSS!f!!S 111, .... 

McVittie, George - 56 
Meader, Ralph I. 4 3 

menu - 9, 1 0  
Menzel - 59 
Merkle, R.  - 4 7 ,  7 9 , 8 0  
message setting - 9 ,  6 5  
Michie, Donald - 5 6  
microprocessor - 7, 1 1  r 7 
MiJJer Western and � - 48 ' 
Ministry of  Defense - 65 " . 

'· 

r1I: - 4 I 
Moise Edwin E . - 59 ¾, 

• • 

I : I. • • • • . . . . : •. : ·= . . Mans£ r Paper So • '. • ,: .. .. 
Moore, D .  P. - 3 2  ·1 Morrison-Brillhart - 48 PL 8 6-36/50 USC 3 605 

Mortick, Jack - 47 , • I Mu wheel - 68 , . . : i l, · • . . : : ·  •. Multiple-precision arithmetic - 4 7 . '. · :  ..
..

. 
I 7 · · · · · · · · · · · · ·· ' . .. • • • • · ·-----·--------

EO 3.3b (3) 
N 
National Bureau of Standards - •6 • . . 
Naval usage - 6 9  • . 
Navy - l, 4 3 ,  58 , 6 6 ,  67., • 

0

7 0. • 
near-repeat - 3 2 ,  52  
NEMA - 11 
I I .... ----------� 
Newman, M. H. A. - 14•. 56 

""'!', ___ ........ ____ r 
Nacke - 68 

nonrec procal stecker - 6� 
nonsecret encryption - 6 1 ° 78 ,  7 9  
Norris , William c. - 4� · 
North Texas State College - 61 
notch - 11. 17 , § § • • 
i 7 
NP-complete - 4 6 
NP-hard - 4 6 

♦ 
♦ ♦ 

• ♦ . . 
• ♦ 

• ♦ . . 
• 

♦ . 

.. .. 
PL 86-36/50 USC 3605 

NSA - 3 ,  4 , 5 ,  6 ,  8 ,  1 1 , 14 , 1 5 ,  17 , 2 0 ,  2 3 , 2
1
5 ,  2 7 , 28 , 3 0 ,  3 1 ,  3 7 ,  

3 9 ,  4 0 ,  4 1 , 4 2 ,  4 3 ,  4 4 , 4 5 ,  4 7 ,  48 ,  4 9 ,  5 0 ,  5 5 ,  58 , 59 , 6 0 , 62 , 
7 5 ,  78 , 7 9 ,  8 1  

NSASAB - 4, 59 
numerical knapsack - 4 7 
NYLAND - 2 1  , 4 2 , 4 3 , . 7 6 

-1 0 9-

Declassified and Approved for Re le ase  by NSA on 04 - 29- 2025 pursuant to E . O. 13526, MOR Ca se # 
1 14 4 6 5  

- - - I -

l
noncra:hing -

J. · .• 
'-----,-----------

9 



0 

9' Ne.i.l.1 . evin - 57 

■OP QiiOiiilillailHHli iii Oli'Hi11 ..... Wi■ 

- 60 

• • • • 
•

• • • • 
■ 

• • • • ,II 
• 

on-line - 11, 12 , 6
°
'i! . . 

• • • • • • • • • • • • •  ■ ----------� 

one-time tape - 8 
OP-2 0-G - 5 8  

,°
pen-shop programming - 4 4 

---j-· .. ·. : : • .
.. . ·. : . Oyer, Paul - 64 

p 
Pl - 5, 14, 61 

EO 3. 3b (3) 
EO 3. 3b ( 6) 
PL 86-36/50 USC 3605 

. . . . . . . . . . . . . . .  . . Paige, Lowell J.  - 61 
Paige-Blankinship Theorem 

(

_Palm,e_r, ca.r,olyn - 6 4 
- 3 ,  2 3  ·------------

EO 3. 3b (3) 

I PL 86-36/50 USC 3605 

...,
111111
,.�:::r:::e:::;::':J:o:b:n::E::- ==-=:4:J::::·::· 

=·=·=·==· =·=·==· :·:·:_·-_-· :·:
■• 

....... 1. •. •. • • • • : • : / ,,__ _________ _ 
- - ♦ 

♦ 
♦ ♦ PDP 11/ 2 0  - 42 

PDP 11/ 70 - 47 
Peake, Henry - 57 
Pearsall - 59 
Pendergrass, Jame�,· ·L"t·. C dr. - 43 

· , • •  J i . . . . . . . . . . 

• ♦ . . 
♦ • • .. . 
♦ •• 

♦ ♦ 

permutation - 8, 9, 11, 2 0, • 82 • . . • • . .  : • . ,. permutation group - 9 
• 

• 
• 

• • • • • • • • 
• 

personal computer - 43 , 45 • • · •
r;;:-86-36/50 

Pettus, James - 64 . • • I 
rL 

hotoelec rica o:r: .-. 4 Q•• • • •• • • • • • • • • • • • • • • • • 1 

.----------.............. ,......--

p n pattern - 13 , 15, 1 6, 4�; 70 
pin wheel - l, 2, 1 2

: 

1 7

:

, l. B , 54,. " 70, 72 

I _I . • • 
piug board - 8, 3 9, 0, 5 • 
plugging - 8, 2 0, 52 , 7 2 , 7�; 74 
Poe, E dgar Allan - 1 
Pohlig, S. C .  - 48 
Poland - 3 9  
Pole - 8, 3 9, 65, 66 . .  
Polish - 4, 10, 3 9, 6�� • 
[ i 
polygraph - 5, 3 0, 62  
polygraphic model T. 3 0  
polynomial - 2 ,  2S, 2 6, 7 9, 81 

(
omerance 

�
a
�
dr

l
tic sieve algorithm - 48  

-110-

USC 3605 

Declass i fied and Approved for Release by NSA on 04 29 2025 pu rsuant to E . O. 13 526, MOR Case # 
1 1 446:) 

[ ' j 
Ph1g Stat.: :UU~v;::sity J. 
I . . .. ... . 

• . 
. . . . . . . . . .... __ I _I 

-- -

. . . . ' 

. . . . . . . . . . . . . . . 

- .. 
. . . 

. . . . . . . . . . . . . . . . 
. . . . . . . . 

n t l comoarat • • . . . . 
I I • • . • 

I 

. . . . . . . . . . . . . . . 

. . . 



. . , 

lfll!t!! !!!!Cftl!l!!Jll!IIIIIM!f!!I .. M !fMCMtI8 !191!!18" 

PRC - 20,  45 
predecessor - 3, 5,  9 ,  28, 3 0, 40, 4 3, 6 1, 65 
Princeton, N . J. - 5 
probabilistic function of  a Markov chain - 17 
probabilistic motion - 5 0, 5 1  
Proschan, Frank - 5 9  
Proto, Richard - 7 9  
pseudorandom number - 3 3, 3 7  
pseudorandom number generator - 3 7  
Psi wheel - 1 3, 68 . 

EO 3.3b (3) 
PL 86-36/50 USC 3605 .,--•--------­. . . . 

I i 
public key - 6,  4 6, 4 7 ,  48, 4 9, 52,  53 ,  5 4 ,  78, Jg, 80 , 81, 82 
public key system - . 6, 4 6, 48, 4 9, 52, 5 3 ,  78, .V 9 
punched card - 3 ,  17, 3 9  
punched card equipment - 17, 3 9  
punched paper tape - 3 9 ,  40  
PURPLE - 8 ,  11  

Q 
quadratic approximation - 2 3  
quadratic sieve - 48 

R 
R&D - 3, 4 2, 6 1  
Rl - 4 2  
R S  - 5 ,  3 3, 4 5, 6 1  
R51 - 3 3 , 6 1  
RS - 7 5  
Randel l, B_ . - 14  
Rankin, Robert - 57  
Raven, Frank - 5 
reciprocal implication - 10  
rectangle - 13,  14  

I ,�i.tiillllgliruj - u.. l.L �::I 
I 

Rees, David - 57  
reflecting machine - 9 ,  11  
reflector - 12,  6 5, 6 6 ,  67  
Rej ewski, Marian - 4 ,  a , 65  
remote terminal - 4 3 ,  4 4  
RemRand - 4 3 
repeat - 2 7 , 3 1, 3 2 , 3 3 , 3 5, 3 9, 5 O, 52 , 7 2 , 8 O 
repetition - 3 2  
Ringstel lung - . 66 
Riordan, John - 6 0  
Riverbank Laboratories - 2 7  
Rivest, Ronald - 4 
ROB ROY - 4 4  
Roberts .  A .  E . ,  Jr . - 6 1  
Robertson, Howard P .  - 4,  6 0  
ROBIN - 4 0, 5 1  
ROBINSON - 1 4  
ROGUE - 4 4  

-111-

Declassif i ed and Approved for Release 
1 14 46'.'i 

NSA on 04-29 2025 pur suant to E.O. 13526, MDR Case # 

.. 

. -
- ' . . . 

. -
. . 

• . .. . . . 

. -

. ' • ~ 

. ' , 

. . . : .: 

: •, · 

' ' -

• : .- • ·. ··, 
•' I • • • 

. . . 
. t ' • 

-. , · .. . 
_ .. · ' 

- • - -

. 
' . . . . . . . . . . . . ---- . . -----

. 
• • I . -

--- - - - -

• I 



.•• , 111111111• ··- ......... 11188:lill 

Romance language - 15 
Rosser, J. Barkley - 5, 60 
Rothaus, Oscar - 64 
Rowlett, Frank - 59 
Rozycki, Jerzy - 65 
RSA - 47, 48, 78, 79, 80 
Rueppel, R. A. - 20 

[_
le

� 
of motion i 2, 9, ll, 17, 35, 37, 53, 72 

Russia - 11, ·19 
RYE - 44 ----------. 

EO 3 .3b (3) 

S PL 86-36/50 USC 3605 

I l . .  · . . . . . . . .  : .. . . . . . . . . . .  ,__ _________ _. 
Sampford-;-'Michael - 57 

• . . 

[
Sandia co,Doration -

1
�1 • 

SCAG - 4 ,  5 ' . 
SCAMP - 5, 11, 20, 24, 25°, • 29, 30, j 2 ,  33, 38, 58, 60, 61 
Schlauch, Leonard - 64 • • 
Schluesselzusatzgeraet - 68 . . 
Schnorr-Lenstra class-group algorithm -. 47· • . 
Schroeppel linear sieve algorithm - 4 7 • • • . • . 
Scientific Advisory Board - 4 • • : .  
Seaman, John N. - 59 

· 1 searching - 33, 39, 48, 51 PL 86- 36/50 usc 3605 

secondary testing - 53 
Sendrow, Marvin - 64 
Shamir, A. - 46, 47 
Shannon, Claude - 4, 60 
Sharp, Walter - 57 · • 
Shaw, Robert H. - 62 
Shepard, David - 15 
shift register - 1, 3 , 6 , 19 , 20, 21� • 23 , 25 , 37 , 50 , 54 , 71 ,  72 ,  8 1 
short-cycling - 12 
Sidney Sussex College - 56 
sieve - 47, 48 
SIGABA - 2, 9 ,  l l  
SIGINT - 2, 19, 20, 37, 42, 5;;• 
Signal Intelligence Service .• 4, 59 
signal-to-noise ratio - 29 . • 
Silver, R .  - 48 . 

I J §1nkov, Abraham - 4 ,  5§ 
SLED - 40, 42, 43, 75 
slide - 34, 41, 70 
Smith, Robert - 64 
Smith, William - 62, 64 
smooth motion - 51 
snapshot - 3 2 
Snyder, Samuel - 43 
software cryptography - 7 
software encryption - 54 

-112-

Dec.l.assj_ f .ied and Approved for ReJ ea .se by NSA on O 4 ···2 9 ·  2025 pu r.suant to E .  O. 1 352  6, MDR Ca  i,;e j/ 
1 1 4  L !6 5  

• I • - - I -

... .! 77 JIU . IJ! I UI 1777 



[
Orting - 27 L ..11:.,.---r • • • • • • • • • • • J PL 86-36/50 USC 3605 

Soviet - 11, 12, 33, 45 
SPADE - 3 0, 3 1 
SPO - 39, 41, 42, 43, 75, 76, 77 
Special Cryptologic Advisory Group - 4 
special purpose computer - 41 
special purpose device - 39, 75 
1 7 
speecfi - 3, 17, 34 , 4� , 52, 53, �., 79 

ee
�

-

- §J ·, 

spoo - 50 , 51, 52 
spoofing - 50, 51, 52 • 
spread spectrum - 25 
spreading sequence - 25 
Stahly, Glenn F. - 45, 64 
statistical method - 27, 28 
stecker - 8,  10, 11, 65, 66, 67 
Steckerverbindung - 65 
Stratford, Brian - 58 
STU III 48, 79 
STURGEON - 1, 8 ,  12, 14, 17, 37, 40, 62 
successor - 35, 59 
Sun-3 workstation - 48 
supercomputer - 3, 7, 32, 41, 44, 45, 48 
supercomputing - 30, 45, 55 

1. 

. . . . . . . . . .  . . . . 
supercomputing technology - 30 Eo 3. 3b (3 ) 
§Jmerincreasing; set - 46, 47, 79 PL 86-36/50 use 3605 

(Swift, J. D. - � - • • • • • • • • •  ' • • • • • • • • • • • • • • • • •  ;>-----------
Switzerland - 11, 70 . ♦

•• � . .. S Z - 12 , 6 8 . ·.:♦ 

s z.-40 - 1 2 , 6 8 . • . ·� sz .-4 2 - 12, 6 8 • • . • • • 
• ♦ ♦ SZ ... 42A - 68 

S Z--42B - 68 

T 
l::.22 - 12 . 

l.,_., ___________ l 
TAIA - 16 
TC1tP - 45  
telemetry - 3 
telephone selector - 11 . • • 
teleprinter cipher macnine .� 1, 
teleprinter scrambler - �2 , 68 • The Gold Bug - 1 
Thompson,• John - •5 
r r . · • . . three-wheel mess�e setting - 9 

I I 

. . . . . . . . 
• ♦ 

12, 70 

-113-

Declassj fied and Appr oved for Release by NSA on 04 29 2025 pursuant to E.O. 13526, MDR C a se j/ 
1 144 6'J 

!M-a!Pl!Citb I O!WM 

. -i--



.WIS ■■••■• •■NI ii •11111 IIIIIH 

Timms, Geoffrey - 58 
Tipler, Bill - 58 
Tokyo - 51 
Tompkins, c .  B. - 4, 60, 61 
Training School - 62 
transistor - 40, 42 , 75  
tree search - 2 9  �'

-

--------

-

----

---------

-' • • • • • • • • • • • • •  
truth table - 2 1, 2 2  
TTL - 42 
Tukey, John - 6, 2 1, 60 • I . ,. ,. ,. TUNNY - 1, 2 ,  8, 1 2 ,  13 , 14, 15, 3 1, 3 9 ,  68, fa9 · , • 
Turing, Alan - 4, 10, 13 , 14, 1 6, 2 8, 2 9  • .  �b ,. 
Tutte, W. T. - 4, 13 , 5 6  
two-deep - 69 

TYPEX - 11 

u 

. 
r 

I 

I •  
I •  , . 

I •  
I • 

I • 
I • 

I • 
I • 

I • 
I • 

I • 

EO 3.3b (3) 
PL 86-36/50 USC 3605 

U. S. - 2 ,  3 ,  4, 7, 8, 9 ,  10, 11, 1 2 ,  18, ,19,,♦ 2 0, 3 3 ,  3 7, 3 9 ,  42 , 50, 
51, 52 , 54, 58, 70, 7 2 ,  73 , 79 , 

Umkehrwalze - 65, 66 
• 

: : 
United States - 1,  4, 8, 11, 19 , 3 9  : : UNIVAC 1103 - 43 t t UNIVAC 49 0 - 44 t 
UNIVAC 4 9 4 - 4 4 t t • 
University of California at Berkeley • - 60 
University of California at Los. -1\nge1es - 60 
University of C hicago - 59 , 60� ' 61 ' 
University of Illinois - 2 ,  6if, 6i 
University of Kentucky - 61 . , 
University of Maryland - 6:p • 
University of Virginia - 61 
University of Wisconsin �' 59 , . �o  
UNIX - 12 . ♦• . 
V \ •  
Verbits , Albert - 64� 
Vernam, Gilbert - s� · 

. . . 
video - 3 • . . . 
Von Neumann, Joqi, • - 4, . ♦ 60 

w �--1♦ -

. . . 
... · 62 .. w_a_l_t_e_r_s_.,

_
L_a_y,. 

a L. 

t /J . . .  
Warsaw Pact -
Warwick Unive 

ll 
- 58 

Was Ington - 51, 61, 62 
Watson, Phil ip - 58 

. . . . . . . . . . . . .  

-114-

• 1 PL 86-36/50 use 3605 

Dec l assif ied and Approved tor Re lease by NSA on 04 -29 -2025 pursuant  to E . O .  1 3526 ,  MOR C a se # 
1 1 4 465 

• - • - -

.. 

I 
r a 

n 



life! 3£61'£1 bhbiM &i662C£e IW" 

Welch, Lloyd - l0,  17 , 2 4, 2 5, 56,  6 5  
Welchman, Gordon - l0, 56,  65 
West, Nigel - 4 8  
West Virginia - 5 6  
Western and Mil ler - 4 8  
Wexler, Charles - 6 1  
Wheatstone - l ,  8 
wheel setting - 9, lO, 15, 17, 3 4 ,  4 1 ,  6 5  
wheel wiring - 8 ,  9 ,  3 1, 6 5  
wheel-breaking method - 69 
wheel -of f  bust - l 0  
lill.it�.a...J.cll.n...ll-.....----5 .... 6, _____ __ 
I • • • • • · · ·----------� w i I ks , s . s . - 6 6 EO 3 • 3b ( 3 ) 
Wil lis , W .  R .  - 5 9  PL 8 6 - 3 6/50 USC 3 6 05 

wired rotor - 2 . . . . . . . .. Witt Bernard - 64 • • • • • • • 

1 L r 
• • 

World war fl - 4 ,  33 , 41 , 56 
Wray, W. D. - 58, 59 
WW I - l, 3, 7,  9 ,  12,  14, 27 , 2 8 , 3 4 1• 3 9 , 51,  56, 58 , 5 9 ,  7 0 
WW II - l, 3 ,  7 ,  9, 12,  14, 28,  3 4, 3 9 ,  5 1, 56, 58 ,  59 ,  7 0 
Wylie, Shaun - 4 , 56  

X 
Xl - 5 ,  4 5  

y 
Yale University - 61  
Yardley - 4 
Yates algorithm 2 1 
Yoxall,  Leslie - 2 8  

2 

r

u

ee

g

man

:�

Christoeh� 

.,;---;-v----1.,.._•_• • 
____ =i__ • • • • • • • • • • • 1 PL 8 6-3 6/ 5 0 USC 3 6 0  5 

Zygalski, Henryk - 6 5  

-115-

Ueda  s s u j ed and Appro,ed for Re l ea s e  by NSA o n  O 4 • 2 9 -2 U 2 <, purs uan L "to -;;, . l l  52  6 ,  MIJR ca::-ii"l
. 1 4 4 6 5 _I 

- - - -

---



De c l a .'.3 S i tied and 
1 1 446:i 

TSP SEERET-

6£\CO�JIC 

:ror SEER-ET- . 
fo 1  Re lease by N Sl\ on 04 · 2 9 ·· 2 0 2 5  pursuant t o  F: . O .  1 3 :i 2 Ei ,  MDR C a s e # 

I • I I I 

- 1 1 

I - I I I 

App rov ed 




